
ID: 492886
Sample Name: 9Hh9OY15jt.exe
Cookbook: default.jbs
Time: 04:28:59
Date: 29/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report 9Hh9OY15jt.exe

Overview

General Information

Sample 
Name:

9Hh9OY15jt.exe

Analysis ID: 492886

MD5: 0bc97a36dc6135…

SHA1: a3508e80c4e9bd…

SHA256: 7859d00a4fe195f…

Tags: ArkeiStealer exe

Infos:

Most interesting Screenshot:

Detection

VidarVidar

Score: 84

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealerYara detected Vidar stealer

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

9Hh9OY15jt.exe (PID: 7052 cmdline: 'C:\Users\user\Desktop\9Hh9OY15jt.exe'  MD5: 0BC97A36DC6135FC7A69C90C1C303439)

cleanup

{

  "C2 url": "api.faceit.com/core/v1/nicknames/"

}

Source Rule Description Author Strings

00000001.00000003.295704642.0000000002290000.00000
004.00000001.sdmp

JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

00000001.00000002.548156636.0000000000400000.00000
040.00020000.sdmp

JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

00000001.00000002.549230850.00000000021B0000.00000
040.00000001.sdmp

JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

Process Memory Space: 9Hh9OY15jt.exe PID: 7052 JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

Source Rule Description Author Strings

1.3.9Hh9OY15jt.exe.2290000.0.raw.unpack JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

Process Tree

Malware Configuration

Threatname: Vidar

Yara Overview

Memory Dumps

Unpacked PEs
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Machine Learning detection for sample

Compliance:

Detected unpacking (overwrites its own PE header)

Data Obfuscation:

Detected unpacking (changes PE section rights)

Detected unpacking (overwrites its own PE header)

Stealing of Sensitive Information:

Yara detected Vidar stealer

Remote Access Functionality:

Yara detected Vidar stealer

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Valid
Accounts

Native
API 1

Path
Interception

Process
Injection 1

Process Injection 1 OS
Credential
Dumping

System Time
Discovery 2

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 1

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

1.2.9Hh9OY15jt.exe.21b0e50.1.unpack JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

1.2.9Hh9OY15jt.exe.400000.0.raw.unpack JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

1.3.9Hh9OY15jt.exe.2290000.0.unpack JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

1.2.9Hh9OY15jt.exe.400000.0.unpack JoeSecurity_Vidar_1 Yara detected 
Vidar stealer

Joe Security

Click to see the 1 entries

Source Rule Description Author Strings

Copyright Joe Security LLC 2021 Page 5 of 15



Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Deobfuscate/Decode
Files or
Information 1

LSASS
Memory

Security
Software
Discovery 2

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 2

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files or
Information 3

Security
Account
Manager

Process
Discovery 2

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon
Script
(Mac)

Software
Packing 2 3

NTDS Account
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon
Script

Software Packing LSA
Secrets

System
Owner/User
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Steganography Cached
Domain
Credentials

Remote System
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup
Items

Compile After
Delivery

DCSync File and
Directory
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator Removal
from Tools

Proc
Filesystem

System
Information
Discovery 1 2

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Behavior Graph

ID: 492886

Sample: 9Hh9OY15jt.exe

Startdate: 29/09/2021

Architecture: WINDOWS

Score: 84

Found malware configuration Multi AV Scanner detection
for submitted file

Yara detected Vidar
stealer

Machine Learning detection
for sample

9Hh9OY15jt.exe

14

        started       

mas.to

88.99.75.82, 443, 49744

HETZNER-ASDE

Germany

23.88.105.196, 80

ENZUINC-US

United States

Detected unpacking (changes
PE section rights)

Detected unpacking (overwrites
its own PE header)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

9Hh9OY15jt.exe 30% Virustotal Browse

9Hh9OY15jt.exe 37% Metadefender Browse

9Hh9OY15jt.exe 67% ReversingLabs Win32.Trojan.Racealer

9Hh9OY15jt.exe 100% Joe Sandbox ML

Screenshots

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 7 of 15

https://www.virustotal.com/gui/file/7859d00a4fe195ff6eee7795be34ee9a351a0445acf0639cd999e9a3767dd1df/detection/f-7859d00a4fe195ff6eee7795be34ee9a351a0445acf0639cd999e9a3767dd1df-1632761614
https://www.metadefender.com/#!/results/file/bzIxMDkyOVdTblFSNUVBMjY4OHRVWmU0clk/regular/analysis


No Antivirus matches

Source Detection Scanner Label Link Download

1.3.9Hh9OY15jt.exe.2290000.0.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.2.9Hh9OY15jt.exe.21b0e50.1.unpack 100% Avira TR/Patched.Ren.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

23.88.105.196/msvcp140.dll 0% Avira URL Cloud safe

23.88.105.196/1008u 0% Avira URL Cloud safe

23.88.105.196/softokn3.dll 0% Avira URL Cloud safe

23.88.105.196/nss3.dll 0% Avira URL Cloud safe

23.88.105.196/msvcp140.dllj 0% Avira URL Cloud safe

23.88.105.196/softokn3.dllm 0% Avira URL Cloud safe

23.88.105.196/1008= 0% Avira URL Cloud safe

23.88.105.196/mozglue.dllP 0% Avira URL Cloud safe

23.88.105.196/nss3.dll.m 0% Avira URL Cloud safe

https://mas.to/ 0% Avira URL Cloud safe

23.88.105.196/ 0% Avira URL Cloud safe

23.88.105.196/softokn3.dlld 0% Avira URL Cloud safe

23.88.105.196/1008 0% Avira URL Cloud safe

23.88.105.196/freebl3.dll 0% Avira URL Cloud safe

https://mas.to 0% Avira URL Cloud safe

23.88.105.196/softokn3.dll~ 0% Avira URL Cloud safe

23.88.105.196/1008- 0% Avira URL Cloud safe

https://mas.to/users/killern0 0% Avira URL Cloud safe

23.88.105.196/mozglue.dllF 0% Avira URL Cloud safe

https://media.mas.to 0% Avira URL Cloud safe

https://mas.to/@killern0 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

mas.to 88.99.75.82 true false unknown

Name Malicious Antivirus Detection Reputation

https://mas.to/@killern0 false URL Reputation: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

88.99.75.82 mas.to Germany 24940 HETZNER-ASDE false

23.88.105.196 unknown United States 18978 ENZUINC-US false

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 8 of 15



General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 492886

Start date: 29.09.2021

Start time: 04:28:59

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 39s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 9Hh9OY15jt.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal84.troj.evad.winEXE@1/0@1/2

EGA Information: Failed

HDC Information: Failed

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

88.99.75.82 OglZjKt8G4.exe Get hash malicious Browse

Sdcix10Xdz.exe Get hash malicious Browse

mqqT3E8dYo.exe Get hash malicious Browse

pO6W7ZstaH.exe Get hash malicious Browse

8NdtVFdwcs.exe Get hash malicious Browse

UeRoGyirVi.exe Get hash malicious Browse

5d33XA71cr.exe Get hash malicious Browse

RCnbEaKhdD.exe Get hash malicious Browse

X9iTxI3QtS.exe Get hash malicious Browse

lcZoxd23lU.exe Get hash malicious Browse

eh1Jd9oktL.exe Get hash malicious Browse

Gbb8oluLdo.exe Get hash malicious Browse

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Copyright Joe Security LLC 2021 Page 9 of 15

https://view.joesandbox.com/analysis/386944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid


rO27azgdXP.exe Get hash malicious Browse

8FjZ4i5ZYi.exe Get hash malicious Browse

2awEYXkQvX.exe Get hash malicious Browse

e1RA3RFD7Q.exe Get hash malicious Browse

f1iHAqCbBt.exe Get hash malicious Browse

Q5yOweGeTg.exe Get hash malicious Browse

EITyS0c1l1.exe Get hash malicious Browse

2mdb3OG6FM.exe Get hash malicious Browse

23.88.105.196 UeRoGyirVi.exe Get hash malicious Browse  23.88.105.196/

5d33XA71cr.exe Get hash malicious Browse  23.88.105.196/

RCnbEaKhdD.exe Get hash malicious Browse  23.88.105.196/

X9iTxI3QtS.exe Get hash malicious Browse  23.88.105.196/

lcZoxd23lU.exe Get hash malicious Browse  23.88.105.196/

eh1Jd9oktL.exe Get hash malicious Browse  23.88.105.196/

Gbb8oluLdo.exe Get hash malicious Browse  23.88.105.196/

rO27azgdXP.exe Get hash malicious Browse  23.88.105.196/

8FjZ4i5ZYi.exe Get hash malicious Browse  23.88.105.196/

e1RA3RFD7Q.exe Get hash malicious Browse  23.88.105.196/

f1iHAqCbBt.exe Get hash malicious Browse  23.88.105.196/

Q5yOweGeTg.exe Get hash malicious Browse  23.88.105.196/

EITyS0c1l1.exe Get hash malicious Browse  23.88.105.196/

2mdb3OG6FM.exe Get hash malicious Browse  23.88.105.196/

gmT455QDI6.exe Get hash malicious Browse  23.88.105.196/

IdI36XfAJc.exe Get hash malicious Browse  23.88.105.196/

CYqow0VzsU.exe Get hash malicious Browse  23.88.105.196/

YMFYAIMpF8.exe Get hash malicious Browse  23.88.105.196/

AO8LQp0Yff.exe Get hash malicious Browse  23.88.105.196/

xtlA67ZUPd.exe Get hash malicious Browse  23.88.105.196/

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

mas.to OglZjKt8G4.exe Get hash malicious Browse 88.99.75.82

Sdcix10Xdz.exe Get hash malicious Browse 88.99.75.82

mqqT3E8dYo.exe Get hash malicious Browse 88.99.75.82

pO6W7ZstaH.exe Get hash malicious Browse 88.99.75.82

8NdtVFdwcs.exe Get hash malicious Browse 88.99.75.82

UeRoGyirVi.exe Get hash malicious Browse 88.99.75.82

5d33XA71cr.exe Get hash malicious Browse 88.99.75.82

RCnbEaKhdD.exe Get hash malicious Browse 88.99.75.82

X9iTxI3QtS.exe Get hash malicious Browse 88.99.75.82

lcZoxd23lU.exe Get hash malicious Browse 88.99.75.82

eh1Jd9oktL.exe Get hash malicious Browse 88.99.75.82

Gbb8oluLdo.exe Get hash malicious Browse 88.99.75.82

rO27azgdXP.exe Get hash malicious Browse 88.99.75.82

8FjZ4i5ZYi.exe Get hash malicious Browse 88.99.75.82

e1RA3RFD7Q.exe Get hash malicious Browse 88.99.75.82

f1iHAqCbBt.exe Get hash malicious Browse 88.99.75.82

Q5yOweGeTg.exe Get hash malicious Browse 88.99.75.82

EITyS0c1l1.exe Get hash malicious Browse 88.99.75.82

2mdb3OG6FM.exe Get hash malicious Browse 88.99.75.82

gmT455QDI6.exe Get hash malicious Browse 88.99.75.82

Match Associated Sample Name / URL SHA 256 Detection Link Context

HETZNER-ASDE RpcNs4.exe Get hash malicious Browse 195.201.56.70

PO 290921-021A.exe Get hash malicious Browse 136.243.159.53

payment advice.exe Get hash malicious Browse 136.243.159.53

2021-draft Shipping documents BL & Packing list.exe Get hash malicious Browse 168.119.93.163

bZOxNc1FGQ.exe Get hash malicious Browse 88.99.66.31

OglZjKt8G4.exe Get hash malicious Browse 88.99.75.82

071F6BD61AEF9F209BE1BFB16EF1FB14BD44804F
CAB51.exe

Get hash malicious Browse 88.99.66.31

Domains

ASN

Copyright Joe Security LLC 2021 Page 10 of 15

https://view.joesandbox.com/analysis/386272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386272/html/none?idtype=webid
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid
https://view.joesandbox.com/analysis/386252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386252/html/none?idtype=webid
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid
https://view.joesandbox.com/analysis/386272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386272/html/none?idtype=webid
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid
https://view.joesandbox.com/analysis/386105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386105/html/none?idtype=webid
https://view.joesandbox.com/analysis/386101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386101/html/none?idtype=webid
https://view.joesandbox.com/analysis/386094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386094/html/none?idtype=webid
https://view.joesandbox.com/analysis/386086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386086/html/none?idtype=webid
https://view.joesandbox.com/analysis/386084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386084/html/none?idtype=webid
https://view.joesandbox.com/analysis/386080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386080/html/none?idtype=webid
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid
https://view.joesandbox.com/analysis/386272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386272/html/none?idtype=webid
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid
https://view.joesandbox.com/analysis/386105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386105/html/none?idtype=webid
https://view.joesandbox.com/analysis/387057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387057/html/none?idtype=webid
https://view.joesandbox.com/analysis/387056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387056/html/none?idtype=webid
https://view.joesandbox.com/analysis/387046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387046/html/none?idtype=webid
https://view.joesandbox.com/analysis/386997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386997/html/none?idtype=webid
https://view.joesandbox.com/analysis/386969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386969/html/none?idtype=webid
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid
https://view.joesandbox.com/analysis/386898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386898/html/none?idtype=webid


Sdcix10Xdz.exe Get hash malicious Browse 88.99.75.82

PAYMENT_ADVICE.exe Get hash malicious Browse 46.4.66.178

8YvgZNbOUh.exe Get hash malicious Browse 188.34.181.205

mqqT3E8dYo.exe Get hash malicious Browse 88.99.75.82

pO6W7ZstaH.exe Get hash malicious Browse 88.99.75.82

8NdtVFdwcs.exe Get hash malicious Browse 88.99.75.82

7yyqdBJVGf.exe Get hash malicious Browse 88.99.66.31

sample.dll Get hash malicious Browse 116.203.98.109

UeRoGyirVi.exe Get hash malicious Browse 88.99.75.82

mvuAUoDi3k.exe Get hash malicious Browse 136.243.159.53

nKknqwJB7z.exe Get hash malicious Browse 95.217.228.176

0xjh5n37kN.exe Get hash malicious Browse 144.76.183.53

NtA6ABwq75.exe Get hash malicious Browse 5.9.120.250

ENZUINC-US OglZjKt8G4.exe Get hash malicious Browse 23.88.105.196

071F6BD61AEF9F209BE1BFB16EF1FB14BD44804F
CAB51.exe

Get hash malicious Browse 45.136.151.102

Sdcix10Xdz.exe Get hash malicious Browse 23.88.111.187

mqqT3E8dYo.exe Get hash malicious Browse 23.88.105.196

pO6W7ZstaH.exe Get hash malicious Browse 23.88.111.187

8NdtVFdwcs.exe Get hash malicious Browse 23.88.111.187

UeRoGyirVi.exe Get hash malicious Browse 23.88.105.196

5d33XA71cr.exe Get hash malicious Browse 23.88.105.196

RCnbEaKhdD.exe Get hash malicious Browse 23.88.105.196

X9iTxI3QtS.exe Get hash malicious Browse 23.88.105.196

lcZoxd23lU.exe Get hash malicious Browse 23.88.105.196

eh1Jd9oktL.exe Get hash malicious Browse 23.88.105.196

Gbb8oluLdo.exe Get hash malicious Browse 23.88.105.196

rO27azgdXP.exe Get hash malicious Browse 23.88.105.196

8FjZ4i5ZYi.exe Get hash malicious Browse 23.88.105.196

2awEYXkQvX.exe Get hash malicious Browse 45.136.151.102

e1RA3RFD7Q.exe Get hash malicious Browse 23.88.105.196

f1iHAqCbBt.exe Get hash malicious Browse 23.88.105.196

Q5yOweGeTg.exe Get hash malicious Browse 23.88.105.196

EITyS0c1l1.exe Get hash malicious Browse 23.88.105.196

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

37f463bf4616ecd445d4a1937da06e19 Confirm_Sept_Invoice.html Get hash malicious Browse 88.99.75.82

bZOxNc1FGQ.exe Get hash malicious Browse 88.99.75.82

rwqGxFrXrc.exe Get hash malicious Browse 88.99.75.82

FACTURA.exe Get hash malicious Browse 88.99.75.82

OglZjKt8G4.exe Get hash malicious Browse 88.99.75.82

remittance for Troweprice Batch-2443337.html Get hash malicious Browse 88.99.75.82

Guloader.exe Get hash malicious Browse 88.99.75.82

EVLb7JeDaK.dll Get hash malicious Browse 88.99.75.82

Zfghetkzueityaerxzsazyjxhqkivudjcd.exe Get hash malicious Browse 88.99.75.82

Sdcix10Xdz.exe Get hash malicious Browse 88.99.75.82

cs.exe Get hash malicious Browse 88.99.75.82

mqqT3E8dYo.exe Get hash malicious Browse 88.99.75.82

exe.exe Get hash malicious Browse 88.99.75.82

pO6W7ZstaH.exe Get hash malicious Browse 88.99.75.82

ACH_paytrace4758A.html Get hash malicious Browse 88.99.75.82

8NdtVFdwcs.exe Get hash malicious Browse 88.99.75.82

nuovo ordine. 908272762.exe Get hash malicious Browse 88.99.75.82

receipt.html Get hash malicious Browse 88.99.75.82

ACH_paytrace4758A.html Get hash malicious Browse 88.99.75.82

javascript.js Get hash malicious Browse 88.99.75.82

No context

JA3 Fingerprints

Dropped Files

Copyright Joe Security LLC 2021 Page 11 of 15

https://view.joesandbox.com/analysis/386825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid
https://view.joesandbox.com/analysis/386824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386824/html/none?idtype=webid
https://view.joesandbox.com/analysis/386790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386790/html/none?idtype=webid
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid
https://view.joesandbox.com/analysis/386629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386629/html/none?idtype=webid
https://view.joesandbox.com/analysis/386600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386600/html/none?idtype=webid
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid
https://view.joesandbox.com/analysis/386554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386554/html/none?idtype=webid
https://view.joesandbox.com/analysis/386553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386553/html/none?idtype=webid
https://view.joesandbox.com/analysis/386550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386550/html/none?idtype=webid
https://view.joesandbox.com/analysis/386463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386463/html/none?idtype=webid
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid
https://view.joesandbox.com/analysis/386898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386898/html/none?idtype=webid
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386568/html/none?idtype=webid
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386276/html/none?idtype=webid
https://view.joesandbox.com/analysis/386272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386272/html/none?idtype=webid
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386270/html/none?idtype=webid
https://view.joesandbox.com/analysis/386252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386252/html/none?idtype=webid
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386240/html/none?idtype=webid
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386216/html/none?idtype=webid
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386202/html/none?idtype=webid
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386138/html/none?idtype=webid
https://view.joesandbox.com/analysis/387030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387030/html/none?idtype=webid
https://view.joesandbox.com/analysis/386969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386969/html/none?idtype=webid
https://view.joesandbox.com/analysis/386965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386965/html/none?idtype=webid
https://view.joesandbox.com/analysis/386954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386954/html/none?idtype=webid
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386944/html/none?idtype=webid
https://view.joesandbox.com/analysis/386923/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386923/html/none?idtype=webid
https://view.joesandbox.com/analysis/386888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386888/html/none?idtype=webid
https://view.joesandbox.com/analysis/386862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386862/html/none?idtype=webid
https://view.joesandbox.com/analysis/386842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386842/html/none?idtype=webid
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386825/html/none?idtype=webid
https://view.joesandbox.com/analysis/386820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386820/html/none?idtype=webid
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386773/html/none?idtype=webid
https://view.joesandbox.com/analysis/386767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386767/html/none?idtype=webid
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386764/html/none?idtype=webid
https://view.joesandbox.com/analysis/386752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386752/html/none?idtype=webid
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386730/html/none?idtype=webid
https://view.joesandbox.com/analysis/386707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386707/html/none?idtype=webid
https://view.joesandbox.com/analysis/386705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386705/html/none?idtype=webid
https://view.joesandbox.com/analysis/386682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386682/html/none?idtype=webid
https://view.joesandbox.com/analysis/386673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386673/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.857968143961598

TrID: Win32 Executable (generic) a (10002005/4) 
99.94%
Clipper DOS Executable (2020/12) 0.02%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
VXD Driver (31/22) 0.00%

File name: 9Hh9OY15jt.exe

File size: 599040

MD5: 0bc97a36dc6135fc7a69c90c1c303439

SHA1: a3508e80c4e9bd20c04114c599be634107a49952

SHA256: 7859d00a4fe195ff6eee7795be34ee9a351a0445acf0639
cd999e9a3767dd1df

SHA512: 67a8a4f9d33789460f677fd30e450673b564c6bcf09fddda
c0a1932a0c42237c296d6d1f10f01bf4d6a1cb6641846a3
42d1798badc575bdfff2ac8ab37dfb0a3

SSDEEP: 12288:c9OG5U3giCpd7Pq9m3QGpbSz9xLgo3/QwQf5g
pZfQmzTO6sO99aO73pfqUtO:c9OGq50BZHpbOnUg/i
OZfQ+Os9aOFf

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$....................
.........................................................................................
..................PE..L..

File Icon

Icon Hash: e0e0e8beb0e4c8ea

No created / dropped files found

General
Entrypoint: 0x401b2c

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE, NX_COMPAT

Time Stamp: 0x5FC62993 [Tue Dec  1 11:31:31 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: f98cc9327e2d65cc6189a693f26e1c1d

Created / dropped Files

Static PE Info

Entrypoint Preview

Data Directories

Sections
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Network Port Distribution

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x82560 0x82600 False 0.976096221836 data 7.98791388464 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x84000 0x31f5 0x3200 False 0.258984375 data 4.17091107698 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x88000 0x8557c 0x1e00 False 0.117838541667 data 1.3207191359 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x10e000 0xa8f0 0xaa00 False 0.668887867647 data 6.0767085964 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 29, 2021 04:30:01.733625889 CEST 192.168.2.3 8.8.8.8 0x46e9 Standard query 
(0)

mas.to A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 29, 2021 
04:30:01.750793934 
CEST

8.8.8.8 192.168.2.3 0x46e9 No error (0) mas.to 88.99.75.82 A (IP address) IN (0x0001)

            
mas.to

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49744 88.99.75.82 443 C:\Users\user\Desktop\9Hh9OY15jt.exe

Resources

Imports

Exports

Version Infos

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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Code Manipulations

Statistics

System Behavior

Timestamp
kBytes
transferred Direction Data

2021-09-29 02:30:02 UTC 0 OUT GET /@killern0 HTTP/1.1
Host: mas.to

2021-09-29 02:30:02 UTC 0 IN HTTP/1.1 200 OK
Date: Wed, 29 Sep 2021 02:30:02 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Server: Mastodon
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Permissions-Policy: interest-cohort=()
Link: <https://mas.to/.well-known/webfinger?resource=acct%3Akillern0%40mas.to>; rel="lrdd"; type="application/jrd+json", 
<https://mas.to/users/killern0>; rel="alternate"; type="application/activity+json"
Vary: Accept, Accept-Encoding, Origin
Cache-Control: max-age=0, public
ETag: W/"09349ce1045b03cbdf928f859e0574ba"
Content-Security-Policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mas.to; img-src 'sel
f' https: data: blob: https://mas.to; style-src 'self' https://mas.to 'nonce-hQBGHoSIUj3I4RCaJnt/3A=='; media-src 'self' https: 
data: https://mas.to; frame-src 'self' https:; manifest-src 'self' https://mas.to; connect-src 'self' data: blob: https://mas.to htt
ps://media.mas.to wss://mas.to; script-src 'self' https://mas.to; child-src 'self' blob: https://mas.to; worker-src 'self' blob: h
ttps://mas.to
Set-Cookie: _mastodon_session=Vf33mlzVPuWWTzJbPbKPNEYbRv96VYjspsnkn%2BSSi2SxejN7rRWLGwo56V
Emc3manK2vwrhQcyHtZprcYQyVNBLEt69pvt3UkSS6Co5yLXsdu1nFVkn6shAye1dGzIX8NC7ewiMwqN4X94%2FC%2
FWezgW%2BqWHR0uJ4DXsqSiflWYZ0dKqzw%2F5OAIjEJj0JKDfKjm5edONq0XkT%2B%2FkiSELphFNrueu9d6UBsqq
IuOKf2oPXSBMvLdW4%2Fe0mOoLeeU3AVssKRScTN2s9GPFyqN6HxdenEDbVBTutnt0RFe5Ou92xlRAQL
N1R13zAPRV1TTk0%2F0z%2BkyjkBTezDYAWau18zKXd8JNkbICwwGkvRuj8IJiOKzJhPZg%3D%3D--iV1iX5G63cmM
N%2B39--%2BwSSDm9%2FBxvhzykrDjsigQ%3D%3D; path=/; secure; HttpOnly; SameSite=Lax
X-Request-Id: 63865d64-de6b-4e72-8407-9d274260b03b
X-Runtime: 0.054453
Strict-Transport-Security: max-age=63072000; includeSubDomains
X-Cached: MISS
Strict-Transport-Security: max-age=31536000

2021-09-29 02:30:02 UTC 1 IN Data Raw: 35 30 34 66 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 27 65 6e 
27 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 6d 65 74 61 20 
63 6f 6e 74 65 6e 74 3d 27 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 
61 6c 65 3d 31 27 20 6e 61 6d 65 3d 27 76 69 65 77 70 6f 72 74 27 3e 0a 3c 6c 69 6e 6b 20 68 72 65 66 3d 27 2f 66 61 76 
69 63 6f 6e 2e 69 63 6f 27 20 72 65 6c 3d 27 69 63 6f 6e 27 20 74 79 70 65 3d 27 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 27 
3e 0a 3c 6c 69 6e 6b 20 68 72 65 66 3d 27 2f 61 70 70 6c 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 2e 70 6e 67 27 20 72 65 6c 
3d 27 61 70 70 6c 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 27 20 73 
Data Ascii: 504f<!DOCTYPE html><html lang='en'><head><meta charset='utf-8'><meta content='width=device-width, 
initial-scale=1' name='viewport'><link href='/favicon.ico' rel='icon' type='image/x-icon'><link href='/apple-touch-icon.png' 
rel='apple-touch-icon' s

2021-09-29 02:30:02 UTC 16 IN Data Raw: 37 33 38 32 38 2d 31 38 2e 37 39 38 38 32 39 2d 31 31 2e 36 30 32 35 20 30 2d 31 37 2e 34 31 37 39 37 20 
37 2e 35 30 38 35 31 36 2d 31 37 2e 34 31 37 39 37 20 32 32 2e 33 35 33 35 31 36 76 33 32 2e 33 37 35 30 30 32 48 39 
36 2e 32 30 37 30 33 31 56 38 35 2e 34 32 33 38 32 38 63 30 2d 31 34 2e 38 34 35 2d 35 2e 38 31 35 34 36 38 2d 32 32 
2e 33 35 33 35 31 35 2d 31 37 2e 34 31 37 39 36 39 2d 32 32 2e 33 35 33 35 31 36 2d 31 30 2e 34 39 33 37 35 20 30 2d 
31 35 2e 37 34 30 32 33 34 20 36 2e 33 33 30 30 37 39 2d 31 35 2e 37 34 30 32 33 34 20 31 38 2e 37 39 38 38 32 39 76 
35 39 2e 31 34 38 34 33 39 48 33 38 2e 39 30 34 32 39 37 56 38 30 2e 30 37 36 31 37 32 63 30 2d 31 32 2e 34 35 35 20 
33 2e 31 37 31 30 31 36 2d 32 32 2e 33 35 31 33 32 38 20 39 2e 35 34 31 30 
Data Ascii: 73828-18.798829-11.6025 0-17.41797 7.508516-17.41797 22.353516v32.375002H96.207031V85.423828c0-
14.845-5.815468-22.353515-17.417969-22.353516-10.49375 0-15.740234 6.330079-15.740234 18.798829v59.1484
39H38.904297V80.076172c0-12.455 3.171016-22.351328 9.5410

Analysis Process: 9Hh9OY15jt.exe PID: 7052 Parent PID: 4396Analysis Process: 9Hh9OY15jt.exe PID: 7052 Parent PID: 4396

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Start time: 04:29:52

Start date: 29/09/2021

Path: C:\Users\user\Desktop\9Hh9OY15jt.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\9Hh9OY15jt.exe' 

Imagebase: 0x400000

File size: 599040 bytes

MD5 hash: 0BC97A36DC6135FC7A69C90C1C303439

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source: 
00000001.00000003.295704642.0000000002290000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source: 
00000001.00000002.548156636.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source: 
00000001.00000002.549230850.00000000021B0000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File CreatedFile Created
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