
ID: 493017
Sample Name: Compensation-
54975366-09272021.xls
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 09:08:17
Date: 29/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report Compensation-54975366-09272021.xls…

Overview

General Information

Sample 
Name:

Compensation-54975366-
09272021.xls

Analysis ID: 493017

MD5: ad92ec6582db6a…

SHA1: 496757d5b32f148…

SHA256: 8103f50856a1a1e…

Infos:

Most interesting Screenshot:

Detection

Hidden Macro 4.0Hidden Macro 4.0

Score: 72

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince viOffice document tries to convince vi……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office PrSigma detected: Microsoft Office Pr……

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (processDocument exploit detected (process……

Document exploit detected (UrlDown

Document exploit detected (UrlDown

Document exploit detected (UrlDown

Document exploit detected (UrlDown

Document exploit detected (UrlDown

Document exploit detected (UrlDown

Document exploit detected (UrlDownDocument exploit detected (UrlDown……

Yara detected hidden Macro 4.0 in E

Yara detected hidden Macro 4.0 in E

Yara detected hidden Macro 4.0 in E

Yara detected hidden Macro 4.0 in E

Yara detected hidden Macro 4.0 in E

Yara detected hidden Macro 4.0 in E

Yara detected hidden Macro 4.0 in EYara detected hidden Macro 4.0 in E……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, bTries to connect to HTTP servers, b……

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA Document contains embedded VBA ……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Classification

Malware Configuration

Sigma Overview

System Summary:

Sigma detected: Microsoft Office Product Spawning Windows Shell

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

EXCEL.EXE (PID: 5040 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE' /automation -Embedding MD5: 5D6638F2C8F8571C593999C58866007E)

regsvr32.exe (PID: 2460 cmdline: regsvr32 -silent ..\Drezd.red MD5: 426E7499F6A7346F0410DEAD0805586B)

regsvr32.exe (PID: 4480 cmdline: regsvr32 -silent ..\Drezd1.red MD5: 426E7499F6A7346F0410DEAD0805586B)

regsvr32.exe (PID: 4576 cmdline: regsvr32 -silent ..\Drezd2.red MD5: 426E7499F6A7346F0410DEAD0805586B)

cleanup

No configs have been found

Source Rule Description Author Strings

Compensation-54975366-09272021.xls JoeSecurity_HiddenMacro Yara detected 
hidden Macro 4.0 
in Excel

Joe Security

Process Tree

Yara Overview

Initial Sample
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Jbx Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for domain / URL

Software Vulnerabilities:

Document exploit detected (process start blacklist hit)

Document exploit detected (UrlDownloadToFile)

System Summary:

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

HIPS / PFW / Operating System Protection Evasion:

Yara detected hidden Macro 4.0 in Excel

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects Impact

Valid
Accounts

Scripting 2 DLL Side-
Loading 1

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Non-
Application
Layer
Protocol 1

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Exploitation for
Client
Execution 2 2

Boot or
Logon
Initialization
Scripts

DLL Side-
Loading 1

Disable or Modify
Tools 1

LSASS
Memory

System
Information
Discovery 2

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Process
Injection 1

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Steganography Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Scripting 2 NTDS System
Network
Configuration
Discovery

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon Script

Network
Logon
Script

DLL Side-
Loading 1

LSA
Secrets

Remote
System
Discovery

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Manipulate
App Store
Rankings
or Ratings

Behavior Graph
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Behavior Graph

ID: 493017

Sample: Compensation-54975366-09272...

Startdate: 29/09/2021

Architecture: WINDOWS

Score: 72

clientconfig.passport.net

Multi AV Scanner detection
for domain / URL

Office document tries
to convince victim to

disable security protection
(e.g. to enable ActiveX

or Macros)

Sigma detected: Microsoft
Office Product Spawning

Windows Shell
2 other signatures

EXCEL.EXE

169 42

        started       

190.14.37.178, 80

OffshoreRacksSAPA

Panama

185.183.96.67, 80

HSAE

Netherlands

185.250.148.213, 80

FIRSTDC-ASRU

Russian Federation

Document exploit detected
(UrlDownloadToFile)

regsvr32.exe

        started       

regsvr32.exe

        started       

regsvr32.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

clientconfig.passport.net 0% Virustotal Browse

Source Detection Scanner Label Link

https://roaming.edog. 0% URL Reputation safe

https://cdn.entity. 0% URL Reputation safe

https://powerlift.acompli.net 0% URL Reputation safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 7 of 15

https://www.virustotal.com/gui/url/2f3b6bc355658062fd3afe4ecce28fb4d5eb5590b7168f56efda7f4f55114715/detection/u-2f3b6bc355658062fd3afe4ecce28fb4d5eb5590b7168f56efda7f4f55114715-1632836645


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 493017

Start date: 29.09.2021

Start time: 09:08:17

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 13s

Hypervisor based Inspection enabled: false

https://cortana.ai 0% URL Reputation safe

https://api.aadrm.com/ 0% URL Reputation safe

https://ofcrecsvcapi-int.azurewebsites.net/ 0% URL Reputation safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://powerlift-frontdesk.acompli.net 0% URL Reputation safe

https://officeci.azurewebsites.net/api/ 0% URL Reputation safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

https://store.officeppe.com/addinstemplate 0% URL Reputation safe

https://dev0-api.acompli.net/autodetect 0% URL Reputation safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://dataservice.o365filtering.com/ 0% URL Reputation safe

https://officesetup.getmicrosoftkey.com 0% URL Reputation safe

https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe

https://ncus.contentsync. 0% URL Reputation safe

https://apis.live.net/v5.0/ 0% URL Reputation safe

190.14.37.178/ 0% Virustotal Browse

190.14.37.178/ 0% Avira URL Cloud safe

https://wus2.contentsync. 0% URL Reputation safe

185.183.96.67/ 8% Virustotal Browse

185.183.96.67/ 0% Avira URL Cloud safe

https://asgsmsproxyapi.azurewebsites.net/ 0% URL Reputation safe

https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe

https://ncus.pagecontentsync. 0% URL Reputation safe

185.250.148.213/ 7% Virustotal Browse

185.250.148.213/ 0% Avira URL Cloud safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://dataservice.o365filtering.com 0% URL Reputation safe

https://api.cortana.ai 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

clientconfig.passport.net unknown unknown true 0%, Virustotal, Browse unknown

IP Domain Country Flag ASN ASN Name Malicious

185.183.96.67 unknown Netherlands 60117 HSAE false

190.14.37.178 unknown Panama 52469 OffshoreRacksSAPA false

185.250.148.213 unknown Russian Federation 48430 FIRSTDC-ASRU false

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 8 of 15

https://www.virustotal.com/gui/url/3a7aa24c9759351e79a97fcd1f3f198ff170680980c05715c5dd6274eedf274d/detection/u-3a7aa24c9759351e79a97fcd1f3f198ff170680980c05715c5dd6274eedf274d-1570814563
https://www.virustotal.com/gui/url/dbe321058a014a3c0116717db24aaed365cdba6bc1a30f2fc99f46e3369dbb49/detection/u-dbe321058a014a3c0116717db24aaed365cdba6bc1a30f2fc99f46e3369dbb49-1632802891
https://www.virustotal.com/gui/url/f20c35e0c63c53500a68d9a1271162492932b37b8ed8eb8ac39e9ba3c1e8255f/detection/u-f20c35e0c63c53500a68d9a1271162492932b37b8ed8eb8ac39e9ba3c1e8255f-1632791781
https://www.virustotal.com/gui/url/2f3b6bc355658062fd3afe4ecce28fb4d5eb5590b7168f56efda7f4f55114715/detection/u-2f3b6bc355658062fd3afe4ecce28fb4d5eb5590b7168f56efda7f4f55114715-1632836645


Report type: light

Sample file name: Compensation-54975366-09272021.xls

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run name: Potential for more IOCs and behavior

Number of analysed new started processes 
analysed:

21

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.expl.winXLS@7/3@1/3

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .xls
Changed system and user locale, location and keyboard layout to English - United States
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

185.183.96.67 #Qbot downloader.xls Get hash malicious Browse  185.183.9
6.67/44466
.889089120
4.dat

Compensation-2308017-09272021.xls Get hash malicious Browse  185.183.9
6.67/44466
.751690393
5.dat

Compensation-1730406737-09272021.xls Get hash malicious Browse  185.183.9
6.67/44466
.702284490
7.dat

190.14.37.178 xls.xls Get hash malicious Browse  190.14.37
.178/44467
.749599305
6.dat

Compensation-1214892625-09272021.xls Get hash malicious Browse  190.14.37
.178/44467
.552337615
7.dat

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Copyright Joe Security LLC 2021 Page 9 of 15

https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid
https://view.joesandbox.com/analysis/386719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386719/html/none?idtype=webid
https://view.joesandbox.com/analysis/386531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386531/html/none?idtype=webid


Compensation-2100058996-09272021.xls Get hash malicious Browse  190.14.37
.178/44467
.431497453
7.dat

Compensation-1657705079-09272021.xls Get hash malicious Browse  190.14.37
.178/44466
.966861805
6.dat

Compensation-1214892625-09272021.xls Get hash malicious Browse  190.14.37
.178/44466
.963379976
8.dat

#Qbot downloader.xls Get hash malicious Browse  190.14.37
.178/44466
.889089120
4.dat

Compensation-2308017-09272021.xls Get hash malicious Browse  190.14.37
.178/44466
.751690393
5.dat

Compensation-1730406737-09272021.xls Get hash malicious Browse  190.14.37
.178/44466
.702284490
7.dat

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

HSAE Compensation-54975366-09272021.xls Get hash malicious Browse 185.183.96.67

CompensationClaim-1630636598-09282021.xls Get hash malicious Browse 185.141.27.213

CompensationClaim-1033191014-09282021.xls Get hash malicious Browse 185.141.27.213

xls.xls Get hash malicious Browse 185.183.96.67

Compensation-1214892625-09272021.xls Get hash malicious Browse 185.183.96.67

Compensation-2100058996-09272021.xls Get hash malicious Browse 185.183.96.67

Compensation-1657705079-09272021.xls Get hash malicious Browse 185.183.96.67

Compensation-1214892625-09272021.xls Get hash malicious Browse 185.183.96.67

#Qbot downloader.xls Get hash malicious Browse 185.183.96.67

Compensation-2308017-09272021.xls Get hash malicious Browse 185.183.96.67

Compensation-1730406737-09272021.xls Get hash malicious Browse 185.183.96.67

KHI13mrm4c.exe Get hash malicious Browse 185.183.98.2

Copy of Payment-228607772-09222021.xls Get hash malicious Browse 185.82.202.248

NJS4hNBeUR.exe Get hash malicious Browse 185.198.57.68

rQoEGMGufv.exe Get hash malicious Browse 185.45.192.203

5ya8R7LxXl.exe Get hash malicious Browse 185.45.192.203

Uz2eSldsZe.exe Get hash malicious Browse 185.45.192.203

SWIFT_COPY.htm Get hash malicious Browse 194.36.191.196

3hTS09wZ7G.exe Get hash malicious Browse 185.183.96.3

040ba58b824e36fc9117c1e3c8b651d9e4dc3fe12b535.exe Get hash malicious Browse 185.183.96.3

No context

No context

C:\Users\user\AppData\Local\Microsoft\Office\16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\8F1C1CDD-A965-428A-9384-8100063EB692
Process: C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE

File Type: XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files

Copyright Joe Security LLC 2021 Page 10 of 15

https://view.joesandbox.com/analysis/386411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386411/html/none?idtype=webid
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid
https://view.joesandbox.com/analysis/387203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387203/html/none?idtype=webid
https://view.joesandbox.com/analysis/386883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386883/html/none?idtype=webid
https://view.joesandbox.com/analysis/386880/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386880/html/none?idtype=webid
https://view.joesandbox.com/analysis/386719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386719/html/none?idtype=webid
https://view.joesandbox.com/analysis/386531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386531/html/none?idtype=webid
https://view.joesandbox.com/analysis/386411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386411/html/none?idtype=webid
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid
https://view.joesandbox.com/analysis/385472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385472/html/none?idtype=webid
https://view.joesandbox.com/analysis/383221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383221/html/none?idtype=webid
https://view.joesandbox.com/analysis/379475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379475/html/none?idtype=webid
https://view.joesandbox.com/analysis/379101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379101/html/none?idtype=webid
https://view.joesandbox.com/analysis/378536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378536/html/none?idtype=webid
https://view.joesandbox.com/analysis/376902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376902/html/none?idtype=webid
https://view.joesandbox.com/analysis/376349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376349/html/none?idtype=webid
https://view.joesandbox.com/analysis/376285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376285/html/none?idtype=webid
https://view.joesandbox.com/analysis/376277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376277/html/none?idtype=webid


Static File Info

General

Size (bytes): 138701

Entropy (8bit): 5.360734959006709

Encrypted: false

SSDEEP: 1536:3cQIKNZeBdA3gBwfnQ9DQW+z2Y34Zli7nXboOidX8E6LWME9:WWQ9DQW+z6Xh1

MD5: BFB6C139CB3001434EA44D12EB873F0C

SHA1: CA2917B2A396BCA017E819739C1AE0C51BE613B6

SHA-256: 2A7C7FA6CDBE340140DC2F5D79E816228D6D99780B1D7B73F95B0F03F972E301

SHA-512: 429F81681847BFBFDC52B5D755724BD0F345FB6A812E7CD13C09F8CED1D59DD5C296CFD744DE45381026A3F8BF2AE6961444D8F95AF681806998FCF821D748F4

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<o:OfficeConfig xmlns:o="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-09-29T07:09:16">..    
Build: 16.0.14522.30525-->..  <o:default>..   <o:ticket o:headerName="Authorization" o:headerValue="{}" />..  </o:default>..  <o:service o:name="Research">..   <o:u
rl>https://rr.office.microsoft.com/research/query.asmx</o:url>..  </o:service>..  <o:service o:name="ORedir">..   <o:url>https://o15.officeredir.microsoft.com/r</o:url>..  
</o:service>..  <o:service o:name="ORedirSSL">..   <o:url>https://o15.officeredir.microsoft.com/r</o:url>..  </o:service>..  <o:service o:name="ClViewClientHelpId">..   
<o:url>https://[MAX.BaseHost]/client/results</o:url>..  </o:service>..  <o:service o:name="ClViewClientHome">..   <o:url>https://[MAX.BaseHost]/client/results</o:url>..  
</o:service>..  <o:service o:name="ClViewClientTemplate">..   <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>..  </o:service>..  <o:

C:\Users\user\AppData\Local\Microsoft\Office\16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\8F1C1CDD-A965-428A-9384-8100063EB692

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
Process: C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 170164

Entropy (8bit): 4.359324834585441

Encrypted: false

SSDEEP: 1536:fZjLzolWWpFpKKHAeedydju4HTbTuo+o5aQxJudUl9yhQL3oKmmy:f1g8WpFpKKHHedydFeo+oQLUlPoK0

MD5: EF67F6CE6A2BD48CB42B18638B332E12

SHA1: 2BFD27783C973B185DB03C57FE862DA7CBC45C6A

SHA-256: 2109F031AC76BC98CE9E65FA246ED1780267EC77DAB7F0CB987A27E9C42230B1

SHA-512: EA70CF706023E936BE959B1258C9158A393E84DBC5B02A187BA6EC6C0474F786087812876BE110B6CA6AA88472EABE0F318A2985B373CF7B612E1E0A31821957

Malicious: false

Reputation: low

Preview:
MSFT................Q................................$......$....... ...................d.......,...........X....... ...........L...........x.......@...........l.......4...........`.......(...........T...................H...........t.......<.........
..h.......0...........\.......$...........P...........|.......D...........p.......8...........d.......,...........X....... ...........L...........x.......@........ ..l ... ..4!...!...!..`"..."..(#...#...#..T$...$...%...%...%..H&..
.&...'..t'...'..<(...(...)..h)...)..0*...*...*..\+...+..$,...,...,..P-...-......|.......D/.../...0..p0...0..81...1...2..d2...2..,3...3...3..X4...4.. 5...5...5..L6...6...7..x7...7..@8...8...9..l9...9..4:...:...:..`;...;..
(<...<...<..T=...=...>...>...>..H?...?...@..t@...@..<A...A...B..hB.......l...B..........................$................................................ ...............................x...I..............T.........................
.................. ...................................................

C:\Users\user\AppData\Local\Temp\VBE\RefEdit.exd
Process: C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 15676

Entropy (8bit): 4.561298950587947

Encrypted: false

SSDEEP: 192:2JXxxA11DxzCOtHIT6P20eChgZjTdZ3HJV8L1I17EMBkDXrq9LwGGLVbkLdZ:az8xesT20lheZ3waE5D7qxIxkxZ

MD5: 9C25BEAC956CCF7B11411CC7990D7343

SHA1: 283D75B1D2CD793CFD0A4E22BD73A7AA7C0AAF6A

SHA-256: 7CDC06C0FCA7D2EF710495F182B0E0B49F534E9DA1685EFDD66E660A9E8E3D13

SHA-512: A488D866335E67C135A04687D48311CF8DD33034439E9E4F334B9139A0A7A3FCA7E8BA5C7ECC5D1D9867F609457C4824BE61B4C3BDCD37816C36048CFE3AA18B

Malicious: false

Preview:
MSFT................A...............................1............... ...................d...............,...............\...........H...4...........0... ...............................................................x...............................x.
......................................................................................$!.......0...+........\...........U...$..$......P..................................................$!....................i.........@.+...+..+.0....P..,.............
............0.....................%!..........................................H..."..................................................H.......(...................@...................P...............0.......`...............................p...X... ....
..............@Z:vD...f...W.........E.............F...........B........`..d......."E.............F........0..............F..........E........`.M...........CPf.........0..=.......01..)....w....<WI.......\.1Y........k...U........"..
.....|...K..a...
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File type: Composite Document File V2 Document, Little Endian, 
Os: Windows, Version 10.0, Code page: 1251, Author: 
Test, Last Saved By: Test, Name of Creating Ap
plication: Microsoft Excel, Create Time/Date: Fri Jun  5 
19:17:20 2015, Last Saved Time/Date: Mon Sep 27 
10:38:52 2021, Security: 0

Entropy (8bit): 7.1318928216423245

TrID: Microsoft Excel sheet (30009/1) 47.99%
Microsoft Excel sheet (alternate) (24509/1) 39.20%
Generic OLE2 / Multistream Compound File 
(8008/1) 12.81%

File name: Compensation-54975366-09272021.xls

File size: 129024

MD5: ad92ec6582db6a96102e47dc7ba25e29

SHA1: 496757d5b32f14856239db015acd8335a25bdb2d

SHA256: 8103f50856a1a1e89ba885dd264bc5779cf74c8e837b556
653bc6c410e019c0f

SHA512: 9158bdcc33fe604a4bdfb9bec0a58ec1be95914ea3e4c55
1188c1703760d6b5fb7650e62a2ff91c12c64816ced9d21
d9b213215e5eeca25d894050c91bc7c645

SSDEEP: 3072:Cik3hOdsylKlgxopeiBNhZFGzE+cL2kdAnc6YehW
fG+tUHKGDbpmsiinBti2JtqV:vk3hOdsylKlgxopeiBNhZF
+E+W2kdAn+

File Content Preview: ........................>.......................................................b......
.........................................................................................
...............................................................................

General

File Icon

Icon Hash: 74ecd4c6c3c6c4d8

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: True

Application Name: Microsoft Excel

Encrypted Document: False

Contains Word Document Stream: False

Contains Workbook/Book Stream: True

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary
Code Page: 1251

Author: Test

Last Saved By: Test

Create Time: 2015-06-05 18:17:20

Last Saved Time: 2021-09-27 09:38:52

Creating Application: Microsoft Excel

Security: 0

Document Summary
Document Code Page: 1251

Thumbnail Scaling Desired: False

Company:

Contains Dirty Links: False

Shared Document: False

Static OLE Info

OLE File "Compensation-54975366-09272021.xls"
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Snort IDS Alerts

Network Port Distribution

Code Manipulations

Statistics

Behavior

Click to jump to process

Changed Hyperlinks: False

Application Version: 1048576

Document Summary

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

09/29/21-
08:59:05.747980

ICMP 399 ICMP Destination Unreachable Host Unreachable 186.148.101.114 192.168.2.22

09/29/21-
08:59:08.746802

ICMP 399 ICMP Destination Unreachable Host Unreachable 186.148.101.114 192.168.2.22

09/29/21-
08:59:15.659776

ICMP 399 ICMP Destination Unreachable Host Unreachable 186.148.101.114 192.168.2.22

09/29/21-
08:59:26.247443

ICMP 399 ICMP Destination Unreachable Host Unreachable 186.148.101.114 192.168.2.22

09/29/21-
08:59:29.258176

ICMP 399 ICMP Destination Unreachable Host Unreachable 186.148.101.114 192.168.2.22

09/29/21-
08:59:37.377441

ICMP 399 ICMP Destination Unreachable Host Unreachable 186.148.101.114 192.168.2.22

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 29, 2021 09:09:06.197745085 CEST 192.168.2.4 8.8.8.8 0xfe57 Standard query 
(0)

clientconf
ig.passport.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 29, 2021 
09:09:06.226886988 
CEST

8.8.8.8 192.168.2.4 0xfe57 No error (0) clientconf
ig.passport.net

authgfx.msa.akadns6.net CNAME 
(Canonical 
name)

IN (0x0001)

Streams with VBA

Streams

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 09:09:14

Start date: 29/09/2021

Path: C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE' /automation -Embedding

Imagebase: 0xdd0000

File size: 27110184 bytes

MD5 hash: 5D6638F2C8F8571C593999C58866007E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 09:10:23

Start date: 29/09/2021

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Commandline: regsvr32 -silent ..\Drezd.red

Imagebase: 0xbb0000

File size: 20992 bytes

MD5 hash: 426E7499F6A7346F0410DEAD0805586B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 09:10:23

Start date: 29/09/2021

Analysis Process: EXCEL.EXE PID: 5040 Parent PID: 800Analysis Process: EXCEL.EXE PID: 5040 Parent PID: 800

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: regsvr32.exe PID: 2460 Parent PID: 5040Analysis Process: regsvr32.exe PID: 2460 Parent PID: 5040

General

Analysis Process: regsvr32.exe PID: 4480 Parent PID: 5040Analysis Process: regsvr32.exe PID: 4480 Parent PID: 5040

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Commandline: regsvr32 -silent ..\Drezd1.red

Imagebase: 0xbb0000

File size: 20992 bytes

MD5 hash: 426E7499F6A7346F0410DEAD0805586B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 09:10:24

Start date: 29/09/2021

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Commandline: regsvr32 -silent ..\Drezd2.red

Imagebase: 0xbb0000

File size: 20992 bytes

MD5 hash: 426E7499F6A7346F0410DEAD0805586B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: regsvr32.exe PID: 4576 Parent PID: 5040Analysis Process: regsvr32.exe PID: 4576 Parent PID: 5040

General
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