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Windows Analysis Report NGhyleBffl.exe

Overview

General Information

Sample NGhyleBffl.exe
Name:

Analysis ID: 500302

MD5: 9333b848ec502f8.
SHAL: c56c21e6918f2ef..
SHA256: €564¢250cd0780..
Infos: il - WO - -

HCA'
v

Most interesting Screenshot:

ree

= System is w10x64

Detection

MALICIOUS

Nanocore
100
0-100
Whitelisted: false
Confidence: 100%

Signatures

Found malware configuration

Multi AV Scanner detection

for subm...

Malicious sample detected (through ...

Sigma detected: NanoCore

Detected Nanocore Rat

Antivirus / Scanner detection for sub...

Antivirus detection for dropped file

Multi AV Scanner detection

for dropp...

Yara detected Nanocore RAT

Protects its processes via BreakOnT...

Machine Learning detection

for samp...

.NET source code contains potentia...

o (B NGhyleBffl.exe (PID: 2940 cmdline: 'C:\Users\user\Desktop\NGhyleBffl.exe' MD5: 9333B848EC502F882C35F7D865AEC7D6)
e [ schtasks.exe (PID: 2848 cmdline: 'schtasks.exe' /create /f /tn 'DHCP Monitor' /xml 'C:\Users\user\AppData\Local\Temp\tmp3DAC.tmp' MD5:

15FF7D8324231381BAD48A052F85DF04)

Classification

o conhost.exe (PID: 4688 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [m schtasks.exe (PID: 5160 cmdline: ‘'schtasks.exe' /create /f /tn 'DHCP Monitor Task' /xml ‘C:\Users\user\AppData\Local\Temp\tmp4260.tmp' MD5:

15FF7D8324231381BAD48A052F85DF04)

. conhost.exe (PID: 6004 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e (B NGhyleBffl.exe (PID: 6120 cmdline: C:\Users\user\Desktop\NGhyleBff1.exe 0 MD5: 9333B848EC502F882C35F7D865AEC7D6)
e [B1 dhcpmon.exe (PID: 5108 cmdline: 'C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe' 0 MD5: 9333B848EC502F882C35F7D865AEC7D6)
e [ dhcpmon.exe (PID: 6188 cmdline: 'C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe' MD5: 9333B848EC502F882C35F7D865AEC7D6)

= cleanup

Malware Configuration

Threatname: NanoCore
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"Version": "1.2.2.0",

"Mutex": "4446a45b-bad8-4335-9f6c-9bedde63",
"Group": "Default",

"Domaini": "192.168.2.23",
"Domain2": "",

"Port": 25565
"KeyboardLogging": "Enable",
"RunOnStartup": "Enable",
"RequestElevation": "Enable",
"BypassUAC": "Enable",
"ClearZoneIdentifier": "Enable”,
"ClearAccessControl”: "Enable”,
"SetCriticalProcess": "Enable”,
"PreventSystemSleep”: "Enable”,
"ActivateAwayMode": "Disable”,
"EnableDebugMode": "Disable”,
"RunDelay": 0,

"ConnectDelay": 4000,
"RestartDelay": 5000
"TimeoutInterval”: 5000
"KeepAliveTimeout": 30000
"MutexTimeout": 5000,
"LanTimeout": 2500
"WanTimeout": 8000
"BufferSize": "ffff0000",
"MaxPacketSize": "0000a000",
"GCThreshold": "f4ff9f00",
"UseCustomDNS": "Enable",
"PrimaryDNSServer": "8.8.8.8",
"BackupDNSServer": "8.8.4.4",

"BypassUserAccountControlData”: "<?xml version=\"1.0\" encoding=\|"UTF-16\"?>\r\n<Task version=\|"1.2\" xmlns=\"http://schemas.microsoft.com/windows/2004/02/mit/task\">\r\n

<RegistrationInfo />\r\n <Triggers />\r\n <Principals>\r|n

<RunLevel>HighestAvailable</RunLevel>\r\n

<DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>|r|n
<StartWhenAvailable>false</StartWhenAvailable>\r\n
<RestartOnIdle>false</RestartOnIdle>\r|n

<AllowHardTerminate>true</AllowHardTerminate>\r\n
<StopOnIdleEnd>false</StopOnIdleEnd>\r\n
<Enabled>true</Enabled>\r\n

<ExecutionTimelimit>PTOS</ExecutionTimeLimit>\r\n

<IdleSettings>|r|n

<AllowStartOnDemand>true</AllowStartOnDemand>\r\n

<WakeToRun>false</WakeToRun>\r|n
<Exec>\r|n

}

Yara Overview

Initial Sample

Source
NGhyleBffl.exe

NGhyleBffl.exe

NGhyleBffl.exe

NGhyleBffl.exe

Copyright Joe Security LLC 2021

</Principal>\r\n

<Command>\| "#EXECUTABLEPATH\ "</Command>\r\|n

Rule
Nanocore_RAT_Gen_2

Nanocore_RAT_Feb18 1

JoeSecurity_Nanocore

NanoCore

<Principal id=\"Author|">\r\n

</Principals>\r\n <Settings>\r|n

<Arguments>$(Arg0)</Arguments>\r\n

<Hidden>false</Hidden>\r\n

Description Author

Detetcs the Florian Roth

Nanocore RAT

Detects Nanocore Florian Roth
RAT

Yara detected Joe Security
Nanocore RAT
unknown Kevin Breen

<kevin@techanarchy.net>

<Priority>4</Priority>\rin

</Exec>\r\n

<StopIfGoingOnBatteries>false</StopIfGoingOnBatteries>\r|n
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>\r\n
</IdleSettings>|r|n

<RunOnlyIfIdle>false</RunOnlyIfIdle>\r\n
</Settings>\r\n <Actions Context=|"Author|">\r|n
</Actions>\r\n</Task"

<LogonType>InteractiveToken</LogonType>|r|n
<MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>\r\n

Strings
0x1018d:$x1: NanoCore.ClientPluginHost

0x101ca:$x2: IClientNetworkHost

0x13cfd:$x3: #=0jgz7!jmpp0J7FvLIdmi8ctIILdgtcbw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe

0xff05:$x1: NanoCore Client.exe

0x1018d:$x2: NanoCore.ClientPluginHost

0x117¢6:$s1: PluginCommand
0x117ba:$s2: FileCommand
0x1266b:$s3: PipeExists
0x18422:$s4: PipeCreated
0x101b7:$s5: IClientLoggingHost

Oxfef5:$a: NanoCore
0xff05:$a: NanoCore
0x10139:%a: NanoCore
0x1014d:$a: NanoCore
0x1018d:$a: NanoCore
0xff54:$b: ClientPlugin
0x10156:$b: ClientPlugin
0x10196:$b: ClientPlugin
0x1007b:$c: ProjectData
0x10a82:$d: DESCrypto
0x1844e:$e: KeepAlive
0x1643c:$g: LogClientMessage
0x12637:3$i: get_Connected
0x10db8:$j: #=q
0x10de8:$j: #=q
0x10e04:3j: #=q
0x10e34:3j: #=q
0x10e50:9j: #=q
0x10e6c¢:$j: #=q
0x10e9c:$j: #=q
0x10eb8:$j: #=q
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Dropped Files

Source Rule Description Author Strings

0x1018d:$x1: NanoCore.ClientPluginHost
0x101ca:$x2: IClientNetworkHost

0x13cfd:$x3: #=0jgz71jmpp0J7FvLIdmi8ctIILdgtcbw
8JYUc6GC8MeJ9IB11Crfg2DjxcfOp8PZGe

3

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe Nanocore_RAT_Gen_2  Detetcs the Florian Roth
Nanocore RAT

3

3

0xff05:$x1: NanoCore Client.exe
0x1018d:$x2: NanoCore.ClientPluginHost
0x117¢6:$s1: PluginCommand
0x117ba:$s2: FileCommand
0x1266b:$s3: PipeExists

0x18422:$s4: PipeCreated

0x101b7:$s5: IClientLoggingHost

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth
RAT

e o o o o o o

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe JoeSecurity_Nanocore Yara detected Joe Security
Nanocore RAT

Oxfef5:$a: NanoCore

0xff05:$a: NanoCore
0x10139:$a: NanoCore
0x1014d:$a: NanoCore
0x1018d:$a: NanoCore
0xff54:$b: ClientPlugin
0x10156:$b: ClientPlugin
0x10196:$b: ClientPlugin
0x1007b:$c: ProjectData
0x10a82:$d: DESCrypto
0x1844e:$e: KeepAlive
0x1643c:$g: LogClientMessage
0x12637:3$i: get_Connected
0x10db8:3j: #=q

b #=q

0x10e04:3j: #=q

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe NanoCore unknown Kevin Breen
<kevin@techanarchy.net>

0x10e9c:$j: #=q
0x10eb8:3j: #=q

© © © o6 o © o o o 0 0 o 0 o 0 0o 0 0o o o o

Memory Dumps

Source Rule Description Author Strings
00000005.00000000.251774850.0000000000BA Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0xff8d:$x1: NanoCore.ClientPluginHost
2000.00000002.00020000.sdmp Nanocore RAT o Oxffca:$x2: IClientNetworkHost

e 0x13afd:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtcbw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

00000005.00000000.251774850.0000000000BA JoeSecurity_Nanocore Yara detected Joe Security
2000.00000002.00020000.sdmp Nanocore RAT

Oxfcf5:$a: NanoCore
0xfd05:$a: NanoCore
0xff39:$a: NanoCore
0xff4d:$a: NanoCore
0xff8d:$a: NanoCore
0xfd54:$b: ClientPlugin
0xff56:$b: ClientPlugin
0xff96:$b: ClientPlugin
Oxfe7b:$c: ProjectData
0x10882:$d: DESCrypto
0x1824e:$e: KeepAlive
0x1623c:$g: LogClientMessage
0x12437:3i: get_Connected
0x10bb8:$j: #=q
0x10be8:$j: #=q
0x10c04:$j: #=q
0x10c34:$j: #=q
0x10c50:$j: #=q
0x10c6e:$j: #=q
0x10c9c:$j: #=q
0x10ch8:$j: #=q

00000005.00000000.251774850.0000000000BA NanoCore unknown Kevin Breen
2000.00000002.00020000.sdmp <kevin@techanarchy.net>

© © © o6 o o6 o 0o o 0 06 0 0 o 0 0o 0 0 0 o o

00000009.00000002.282233656.0000000003CE JoeSecurity_Nanocore Yara detected Joe Security
1000.00000004.00000001.sdmp Nanocore RAT
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Source Rule Description Author Strings

00000009.00000002.282233656.0000000003CE NanoCore unknown Kevin Breen
1000.00000004.00000001.sdmp <kevin@techanarchy.net>

0x49b4d:$a: NanoCore
0x49ba6:$a: NanoCore
0x49be3:$a: NanoCore
0x49c5c:$a: NanoCore
0x5d307:$a: NanoCore
0x5d31c:$a: NanoCore
0x5d351:$a: NanoCore
0x76373:$a: NanoCore
0x76388:$a: NanoCore
0x763bd:$a: NanoCore
0x49baf:$b: ClientPlugin
0x49bec:$b: ClientPlugin
Ox4adea:$b: ClientPlugin
0x4a4f7:$b: ClientPlugin
0x5d0c3:$b: ClientPlugin
0x5d0de:$b: ClientPlugin
0x5d10e:$b: ClientPlugin
0x5d325:$b: ClientPlugin
0x5d35a:$b: ClientPlugin
0x7612f:$b: ClientPlugin
0x7614a:$b: ClientPlugin

© © © o6 o 0 o 0o o 0o 0 o 0o o 0 0o 0 0 0 o o

Click to see the 46 entries

Unpacked PEs

Source Rule Description Author Strings

0.2.NGhyleBffl.exe.4a30000.5.raw.unpack Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0xe75:$x1: NanoCore.ClientPluginHost
Nanocore RAT Oxe8f:$x2: IClientNetworkHost

.

0.2.NGhyleBffl.exe.4a30000.5.raw.unpack Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth e 0xe75:$x2: NanoCore.ClientPluginHost
RAT e 0x1261:$s3: PipeExists
e 0x1136:$s4: PipeCreated
e 0xeb0:$s5: IClientLoggingHost
9.2.dhcpmon.exe.3d2eba4.2.unpack Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0Oxd9ad:$x1: NanoCore.ClientPluginHost
Nanocore RAT e 0xd9da:$x2: IClientNetworkHost
9.2.dhcpmon.exe.3d2eba4.2.unpack Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth e 0Oxd9ad:$x2: NanoCore.ClientPluginHost
RAT e 0Oxea88:$s4: PipeCreated
e 0xd9c7:$s5: IClientLoggingHost
9.2.dhcpmon.exe.3d2eba4.2.unpack JoeSecurity_Nanocore Yara detected Joe Security

Nanocore RAT

Click to see the 98 entries

Sigma Overview

AV Detection:

Sigma detected: NanoCore

E-Banking Fraud:

Sigma detected: NanoCore

Stealing of Sensitive Information:

Sigma detected: NanoCore

Remote Access Functionality:

Sigma detected: NanoCore

Jbx Signature Overview

g

Click to jump to signature section

AV Detection: -i

Copyright Joe Security LLC 2021 Page 7 of 22




Found malware configuration

Multi AV Scanner detection for submitted file
Antivirus | Scanner detection for submitted sample
Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Yara detected Nanocore RAT

Networking:

=

]‘

E-Banking Fraud:

Yara detected Nanocore RAT

Operating System Destruction:

L

System Summary:

‘]

Malicious sample detected (through community Yara rule)

Data Obfuscation:

]‘]

Boot Survival:

Hooking and other Techniques for Hiding and Protection:

L

Stealing of Sensitive Information:

=

Yara detected Nanocore RAT

Remote Access Functionality:

=

Detected Nanocore Rat

Yara detected Nanocore RAT

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Networ
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scheduled Scheduled Access Token Masquerading Input Security Software Remote Input Exfiltration Encrypted Eavesdi
Accounts Task/Job g§ Task/Job Manipulation Capture Discovery Services Capture Over Other Channel Insecurt
Network Network
Medium Commu
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Initial Privilege
Access Execution Persistence Escalation
Default Scheduled  Boot or Process
Accounts Task/Job  Logon Injection
Initialization
Scripts

Domain At (Linux) Logon Script Scheduled
Accounts (Windows)  Task/Job
Local At Logon Script Logon Script
Accounts (Windows)  (Mac) (Mac)
Cloud Cron Network Network Logon
Accounts Logon Script Script
Replication  Launchd Rc.common Rc.common
Through
Removable
Media
External Scheduled  Startup Startup Items
Remote Task Iltems
Services
Drive-by Command Scheduled Scheduled
Compromise and Task/Job Task/Job

Scripting

Interpreter
Exploit PowerShell At (Linux) At (Linux)
Public-
Facing
Application

Behavior Graph
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Defense Evasion

Disable or Modify

Tools

Virtualization/Sandbox

Evasion

Access Token
Manipulation

Process

Injection

Deobfuscate/Decode
Files or Information

Hidden Files and
Directories

Obfuscated Files or
Information

Software

Packing

Credential
Access

LSASS
Memory

Security
Account
Manager

NTDS

LSA Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Discovery

Process Discovery

Virtualization/Sandbox

Evasion

Application Window
Discovery

System Information
Discovery

System Owner/User
Discovery

Network Sniffing

Network Service
Scanning

System Network
Connections
Discovery

Lateral
Movement

Remote
Desktop
Protocol

SMB/Windows

Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Collection

Archive
Collected

Data

Data from
Network
Shared Drive

Input Capture

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential
API Hooking

Data Staged

Exfiltration

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Command Networ
and Control Effects
Remote Access Exploit
Software Redirec
Calls/St
Application Exploit ¢
Layer Track D
Protocol Locatior
Protocol SIM Cal
Impersonation Swap
Fallback Manipul
Channels Device
Commu
Multiband Jammin
Communication Denial ¢
Service
Commonly Rogue \
Used Port Access
Application Downgr
Layer Protocol Insecurt
Protoco
Web Protocols Rogue (
Base St
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D Process
I:‘ Signature
I:I Created File
Il onsieinfo
.I'a Is Dropped
L e :g Is Windows Process
:s‘:::m w;@«; EE_: Number of created Registry Values

Number of created Files

S

Visual Basic

e RS wmsr o

51 NohyesiLexe

@i

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

dropped dropped dropped droppe

C, C++ or other language

D@ 2 i~

beomnec,PELY Nt} CsemusanpOsaLoca NTEDACITD X)L cpon s Zoe erer ASEY ] Is malicious
Internet
A
ol o s o it
shiasksere A
@
€] B
l -
comhostexe A
@
€]
Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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LR

Recycle Bin  PALRGUC PALS

DUUDTUB 7 SU

x]a

DUUDTUB

EOWRVP..

GM

JDDHMPC

v Esrw

VI NYMMPC,

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
NGhyleBffl.exe
NGhyleBffl.exe

NGhyleBffl.exe
NGhyleBffl.exe

Dropped Files

Source

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

Unpacked PE Files

Source
0.2.NGhyleBffl.exe.20000.0.unpack
6.2.dhcpmon.exe.a40000.0.unpack
0.0.NGhyleBffl.exe.20000.0.unpack
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Detection
100%
100%
100%

Detection
83%
98%

100%
100%

Detection
100%
100%
83%

98%

Scanner
Avira
Avira

Avira

106:26 PM
10/11/2021 D

o)

Scanner Label Link
Virustotal Browse

ReversingLabs ByteCode-
MSIL.Backdoor.NanoCore

Avira TR/Dropper.MSIL.Gen7
Joe Sandbox ML

Scanner Label Link
Avira TR/Dropper.MSIL.Gen7

Joe Sandbox ML

Virustotal Browse

ReversingLabs ByteCode-
MSIL.Backdoor.NanoCore

Label Link Download

TR/Dropper.MSIL.Gen7 Download File
TR/Dropper.MSIL.Gen7 Download File
TR/Dropper.MSIL.Gen7 Download File
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https://www.virustotal.com/gui/file/e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266/detection/f-e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266-1633952455
https://www.virustotal.com/gui/file/e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266/detection/f-e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266-1633952455

Source

Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source

192.168.2.23
192.168.2.23

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name

Detection Scanner Label Link
0% Avira URL Cloud safe
0% Virustotal Browse
0% Avira URL Cloud safe
Malicious Antivirus Detection Reputation

Contacted IPs

Public

P Domain

Private

P
192.168.2.23

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Copyright Joe Security LLC 2021

Country

33.0.0 White Diamond
500302

11.10.2021

22:23:13

CloudBasic

Oh 10m 22s

false

light

NGhyleBffl.exe
default.jbs

Flag ASN ASN Name Malicious

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

29
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https://www.virustotal.com/gui/url/9b50cfa7194572585a92c6166362ae1e485ea0389be21f21edd40a26dd5fbf24/detection/u-9b50cfa7194572585a92c6166362ae1e485ea0389be21f21edd40a26dd5fbf24-1623255756
https://www.virustotal.com/gui/url/9b50cfa7194572585a92c6166362ae1e485ea0389be21f21edd40a26dd5fbf24/detection/u-9b50cfa7194572585a92c6166362ae1e485ea0389be21f21edd40a26dd5fbf24-1623255756

Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.winEXE@10/8@0/1
EGA Information: Failed
HDC Information: Failed
HCA Information: ® Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

22:24:13 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run DHCP Monitor C:\Program Files (x86)\DHCP Mon
itor\dhcpmon.exe

22:24:15 API Interceptor 1033x Sleep call for process: NGhyleBffl.exe modified

22:24:16 Task Scheduler Run new task: DHCP Monitor path: "C:\Users\user\Desktop\NGhyleBffl.exe" s>$(Arg0)

22:24:16 Task Scheduler Run new task: DHCP Monitor Task path: "C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe" s>$(Arg0)

Joe Sandbox View | Context
IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Antivirus:

Reputation:

Preview:

C:\Users\user\Desktop\NGhyleBffl.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

208384

7.451384271970332

false
3072:UzEqV6B1jHa6dtJ10jgvzcgi+oG/j9iaMP2s/HleN+ohSBbEzInuGcepax/ftw7PJ:ULV6Bta6dtimakiM5h+1kxPcT
9333B848EC502F882C35F7D865AEC7D6

C56C21E6918F2EFD0050552AC8FB831C8ED6DA3A
E564C250CD0780ED1870506DA94C0CB34240C41F361A9BEE13DB815E4E58B266

ECDDF6B594E314C172DE120BE87EBFDB8C75DB956265DF01DF3C459A91ABD50EDA4B17A82359917C556EF84076579C8DEA20F35B8343916F8EB489C23107CB
3

true
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth
e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Joe Security
e Rule: NanoCore, Description: unknown, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Kevin Breen <kevin@techanarchy.net>
e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 83%, Browse
e Antivirus: ReversingLabs, Detection: 98%
low

@..B.rsrc.... ...
F*L0LE. ST (&S
e &(ALFE&H.L0LS

.. .reloc....

~B.....m:(co+-&+. B +.~B..*0.. ~&(A..*&+...0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\NGhyleBffl.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:9gPYVIrPYV

187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E6G4
255A65D30841AB4082BDI9DOEEA79D49C5EEB8F56136157D8D6156AEF11C12309
89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

high, very likely benign file

[ZoneTransfer]....Zoneld=0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\NGhyleBffl.exe

ASCII text, with CRLF line terminators

dropped

525

5.2874233355119316

false
12:Q3LaJU20Nal10U29hJ5g1B0U2ukyrFk70Ug+9Yz9tv:MLF20NaL329hJ5g522rWz2T
61CCF53571C9ABA6511D696CB0D32E45
A13A42A20EC14942F52DB20FB16A0A520F8183CE
3459BDF6C0B7F9D43649ADAAF19BA8D5D133BCBESEF80CF4B7000DC91E10903B
90E180D9A681F82C010C326456AC88EBB89256CC769E900BFB4B2DF92E69CAG9726863B45DFE4627FC1EE8C281F2AF86A6A1E2EF1710094CCD3F4E092872F06
true

high, very likely benign file

1,"fusion","GAC",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll*,0..3,"C:\Windows\assembly
\Nativelmages_v2.0.50727_32\System.Drawing\54d944b3ca0eal188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows)\ nbly\Nativelmages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdfO\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.Vi
sualBas#\cd7c74fce2a0eab72cd25cbe4bb61614\Microsoft.VisualBasic.ni.dll*,0..

Process:

File Type:

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

ASCII text, with CRLF line terminators
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https://www.virustotal.com/gui/file/e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266/detection/f-e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266-1633952455

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

525

5.2874233355119316

false

12:Q3LaJU20NaL10U29hJ5g1B0U2ukyrFk70Ug+9Yz9tv:MLF20NaL329hJ5g522rWz2T

61CCF53571C9ABA6511D696CBOD32E45

A13A42A20EC14942F52DB20FB16A0A520F8183CE

3459BDF6COB7FID43649ADAAF19BA8D5D133BCBESEF80CF4B7000DC91E10903B
90E180D9A681F82C010C326456AC88EBB89256CC769E900BFB4B2DFI2E69CA69726863B45DFE4627FC1EE8C281F2AF86A6A1E2EF1710094CCD3F4E092872F06

true

1,"fusion","GAC",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\Nativelmages_v2.0.50727_32\System.Drawing\54d944b3ca0eal188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.Vi
sualBas#\cd7c74fce2a0eab72cd25chbe4bb61614\Microsoft.VisualBasic.ni.dll*,0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\NGhyleBffl.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1301

5.10184974184494

false
24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gKOPvxtn:chk4oL600QydbQxIYODOLedq3Syj
7ED50DDB670C4D724687165ADDEC7FDA

4C25267008670344F418E1E0E84C7230004CC5A9
CDO0A89913273F71B6568341FB88079BB697D1284F9E96E1C7D318C96DEB73474
1B47B5092F425E54294D9F485DBD4D5DC2E9C61FE17690ECS5EB10C6EES26B05D61052EDECDF4379F4161A45C11D1A557331E9CBF4D2F89A14284983B326D17¢

true

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <Registrationinfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>.. = <RunlLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>.. <DisallowStartifOnBatteries>false</DisallowStartifOnBatteries>.. ~<StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. ~<StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. <ldleSettings>..  <StopOnldleEnd>false</StopOnidleEnd>..  <RestartOnldle>false</RestartOnldle>.. </IdI
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfidle>false</RunOnlylfldle>..
<Wak

C:\Usersl\user\AppData\Local\Temp\tmp4260.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\NGhyleBffl.exe

XML 1.0 document, ASCII text, with CRLF line terminators

modified

1310

5.109425792877704

false
24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gKOR3xtn:cbk4oL600QydbQxIYODOLedq3S3j
5C2F41CFC6F988C859DA7D727AC2B62A

68999C85FC7E37BAB9216E0099836D40D4545C1C
98B6E66B6C2173B9B91FCI7FE51805340EFDE978B695453742EBAB631018398B
B5SDASDA378D038AFBF8A7738E47921ED39F9B726E2CAA2993D915D9291A3322F94EFESCCAGE7ADGE78A670DB19926B22B20E5028460FCC89CEA7F6635E75573%

false

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>.. <DisallowStartifOnBatteries>false</DisallowStartifOnBatteries>.. <StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. ~<StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. <ldleSettings>..  <StopOnldleEnd>false</StopOnldleEnd>.. = <RestartOnldle>false</RestartOnldle>.. </IdI
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfldle>false</RunOnlylfidle>..
<Wak

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\Desktop\NGhyleBffl.exe

Non-ISO extended-ASCII text, with no line terminators
dropped

8

3.0

false

3:8K08n:8K7
D29B6D18688071581274CB485A37339F
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SHA1L: E7B1D873D097B1381379CBA8072875FEFAFBAILE

SHA-256: B623FEA42193B5C60220E3EC61EF504F31D8DFEBDOB3225E82C9E6161F964FAC

SHA-512: 07B2BB046C33AE8050CB582D4FA5F756FDB0797ACA1C9808C7CDID0ODB43CC26D03E5C39F01FE8922C72DBCF216460ECIASDDEIDD2B263D95778F443B1DC5(
F7

Malicious: true

Preview:
..@..H

C:\Users\luser\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\task.dat

Process: C:\Users\user\Desktop\NGhyleBffl.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 38

Entropy (8bit): 4.343597829848842

Encrypted: false

SSDEEP: 3:0NUWJIRWrFfUOC:oNNJAVC

MDS5: 723A31B71F2E5C8E3241700F41AFD1CF

SHA1L: B542A7109BAE634D405E94D0A23073E33ECA4DB7

SHA-256: 65F2B439813258C1AD1D0B83B2C40D9CDDAB3ESEC5D4FAB71965248F6166B664

SHA-512: D8E26D6083FC92CCC0C27CO3F6EDE6F25DCE014E30614A7149F9BOD910ECFB07034FBD828FAC87499C4067EBCA891644667C018E59BD246F9B0OD303D25EEBY
4

Malicious: false

Preview:

C:\Users\user\Desktop\NGhyleBff1.exe

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:

Copyright Joe Security LLC 2021

00828e8e8686b000

0x41e792

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.451384271970332

e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%

e Win32 Executable (generic) a (10002005/4)
49.78%

e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%

e Generic Win/DOS Executable (2004/3) 0.01%

e DOS Executable Generic (2002/1) 0.01%

NGhyleBffl.exe

208384

9333b848ec502f882¢35f7d865aec7d6
c56¢21e6918f2efd0050552ac8fb831c8ed6da3a

€564¢250cd0780ed1870506da94c0ch34240c41f361a9b
eel3db815e4e58hb266

ecddf6b594e314c172de120be87ebfdb8c75db956265df0
1df3c459a91abd50eda4b17a82359917c556ef84076579¢
8dea20f35hb8343916f8eb489c23107ch83

3072:UzEqV6B1jHa6dtJ10jgvzcgi+oG/j9iaMP2s/HIeN+
0ohSBbEzJnuGcpax/ftW7PJ:ULV6Bta6dtImakiM5h+1kx
PcT

..... L.LITh

T d
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General
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

text

false
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED

0x54E927A1 [Sun Feb 22 00:49:37 2015 UTC]

v2.0.50727

o~ O & O »

f34d5f2d4577ed6d9ceec516¢c1f5a744

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x2000 0x1c798 0x1c800 False 0.594512404057 data 6.59808291249 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.reloc 0x20000 Oxc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

.rsrc 0x22000 0x16010 0x16200 False 0.995453742938 data 7.99691384009 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

Resources

Imports

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior

\E’ Click to jump to process

System Behavior

Analysis Process: NGhyleBffl.exe PID: 2940 Parent PID: 6124
Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

Registry Activities

Key Value Created

22:24:11

11/10/2021

C:\Users\user\Desktop\NGhyleBffl.exe

true

‘C:\Users\user\Desktop\NGhyleBffl.exe'

0x20000

208384 bytes
9333BB848EC502F882C35F7D865AEC7D6

true

true

.Net C# or VB.NET

.

low

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000000.00000000.242517446.0000000000022000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000000.00000000.242517446.0000000000022000.00000002.00020000.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000000.00000000.242517446.0000000000022000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000000.00000002.508409094.0000000000022000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000000.00000002.508409094.0000000000022000.00000002.00020000.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000000.00000002.508409094.0000000000022000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000000.00000002.513452916.0000000003717000.00000004.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000000.00000002.513452916.0000000003717000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000000.00000002.514797312.0000000005450000.00000004.00020000.sdmp, Author:
Florian Roth

Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000000.00000002.514797312.0000000005450000.00000004.00020000.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000000.00000002.514797312.0000000005450000.00000004.00020000.sdmp, Author:
Joe Security

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000000.00000002.514498091.0000000004A30000.00000004.00020000.sdmp, Author:
Florian Roth

Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000000.00000002.514498091.0000000004A30000.00000004.00020000.sdmp, Author:
Florian Roth

Show Windows behavior

Show Windows behavior

Analysis Process: schtasks.exe PID: 2848 Parent PID: 2940

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

22:24:13

11/10/2021
C:\Windows\SysWOW64\schtasks.exe
true

‘'schtasks.exe' /create /f /tn 'DHCP Monitor' /xml 'C:\Users\user\AppData\Local\Temp\tmp3DA
C.tmp'

0xef0000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: conhost.exe PID: 4688 Parent PID: 2848

General

Start time: 22:24:14

Start date: 11/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: schtasks.exe PID: 5160 Parent PID: 2940
General
Start time: 22:24:14
Start date: 11/10/2021
Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2021

true

‘'schtasks.exe' /create /f /tn 'DHCP Monitor Task' /xml 'C:\Users\user\AppData\Local\Temp\t
mp4260.tmp'

0xef0000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process: conhost.exe PID: 6004 Parent PID: 5160

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

22:24:14

11/10/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: NGhyleBffl.exe PID: 6120 Parent PID: 904
General
Start time: 22:24:16
Start date: 11/10/2021
Path: C:\Users\user\Desktop\NGhyleBffl.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

Copyright Joe Security LLC 2021

true
C:\Users\user\Desktop\NGhyleBffl.exe 0
0xba0000

208384 bytes
9333B848EC502F882C35F7D865AEC7D6
true

true

.Net C# or VB.NET

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000005.00000000.251774850.0000000000BA2000.00000002.00020000.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000005.00000000.251774850.0000000000BA2000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000005.00000000.251774850.0000000000BA2000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000005.00000002.266825203.0000000003161000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000005.00000002.266825203.0000000003161000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000005.00000002.266907129.0000000004161000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000005.00000002.266907129.0000000004161000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000005.00000002.265860531.0000000000BA2000.00000002.00020000.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000005.00000002.265860531.0000000000BA2000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000005.00000002.265860531.0000000000BA2000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

low

Show Windows behavior
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File Read

Analysis Process: dhcpmon.exe PID: 5108 Parent PID: 904

General

Start time: 22:24:16

Start date: 11/10/2021

Path: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe' 0
Imagebase: 0xa40000

File size: 208384 bytes

MD5 hash: 9333B848EC502F882C35F7D865AEC7D6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000006.00000002.266419908.0000000000A42000.00000002.00020000.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000006.00000002.266419908.0000000000A42000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000006.00000002.266419908.0000000000A42000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000006.00000002.267348115.0000000003381000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000006.00000002.267348115.0000000003381000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000006.00000000.252639821.0000000000A42000.00000002.00020000.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000006.00000000.252639821.0000000000A42000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000006.00000000.252639821.0000000000A42000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000006.00000002.267443760.0000000004381000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000006.00000002.267443760.0000000004381000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source: C:\Program
Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Joe Security

e Rule: NanoCore, Description: unknown, Source: C:\Program Files (x86)\DHCP
Monitor\dhcpmon.exe, Author: Kevin Breen <kevin@techanarchy.net>

Reputation: low

File Activities Show Windows behavior

File Created

File Written

File Read

Analysis Process: dhcpmon.exe PID: 6188 Parent PID: 3472
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https://www.virustotal.com/gui/file/e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266/detection/f-e564c250cd0780ed1870506da94c0cb34240c41f361a9bee13db815e4e58b266-1633952455

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities
File Created

File Read

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

22:24:21
11/10/2021
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

true

'C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe'

0x670000

208384 bytes
9333B848EC502F882C35F7D865AEC7D6

true

true

.Net C# or VB.NET

.

.

.

.

low

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000002.282233656.0000000003CE1000.00000004.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000002.282233656.0000000003CE1000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000000.264110850.0000000000672000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000000.264110850.0000000000672000.00000002.00020000.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000000.264110850.0000000000672000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000002.280944264.0000000000672000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000002.280944264.0000000000672000.00000002.00020000.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000002.280944264.0000000000672000.00000002.00020000.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000002.281760860.0000000002CE1000.00000004.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000002.281760860.0000000002CE1000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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