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Windows Analysis Report m87xfb63XU.dll

Overview

General Information

Sample 
Name:

m87xfb63XU.dll

Analysis ID: 500399

MD5: 5aa733e108f0fa4…

SHA1: ce79918ca7845f2…

SHA256: 1be687a0453f23e…

Tags: BRT dll geo Gozi

ISFB ITA Ursnif

Infos:

Most interesting Screenshot:

Detection

UrsnifUrsnif

Score: 88

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected Yara detected Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

UrsnifUrsnif

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMIWrites or reads registry keys via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMIWrites registry values via WMI

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging mLaunches processes in debugging m……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll32.exe (PID: 6444 cmdline: loaddll32.exe 'C:\Users\user\Desktop\m87xfb63XU.dll' MD5: 72FCD8FB0ADC38ED9050569AD673650E)

cmd.exe (PID: 6408 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\m87xfb63XU.dll',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

rundll32.exe (PID: 4352 cmdline: rundll32.exe 'C:\Users\user\Desktop\m87xfb63XU.dll',#1 MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 4520 cmdline: rundll32.exe C:\Users\user\Desktop\m87xfb63XU.dll,BeGrass MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

WerFault.exe (PID: 6368 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 4520 -s 876 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

rundll32.exe (PID: 6952 cmdline: rundll32.exe C:\Users\user\Desktop\m87xfb63XU.dll,Fieldeight MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

WerFault.exe (PID: 5396 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6952 -s 640 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

WerFault.exe (PID: 1280 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6952 -s 640 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

rundll32.exe (PID: 6936 cmdline: rundll32.exe C:\Users\user\Desktop\m87xfb63XU.dll,Often MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

WerFault.exe (PID: 3676 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6936 -s 832 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

cleanup

{

  "RSA Public Key": 

"UmEkthy8LQToWYBqtBaWyLn/P1d2KjpXi9nl2is1X7NEi7AW4Al92U7HvBiCwWHgXhs6UyTZ7q6npv3YCi+rPS7xAyorWWgcyyviEpE9CETDXviZ72XZkxmen4ztvEtct+obFAEe0tiXOsfOcC8xDsI0CHPpvmUknsexTYqAJgwcghgx

1mGHx/yFM4fnPYw4mFFE6bVI7eMnbu1CuunRmAVRDHZ7MAS7zSkAmYjeo1zAzRnOEWgblRHwenmwlBtp0SFGuYCGVe3TZZ4Nndgpd5xpSeLOoSZi/fRXjtS8b6LXBS/zslRCRObMDjDX4pa1fM1uOgFHyvjANgWJpZ272bpOHjM52/hsE

GZXskaNztU=",

  "c2_domain": [

    "msn.com/mail",

    "breuranel.website",

    "outlook.com/signup",

    "areuranel.website"

  ],

  "botnet": "8899",

  "server": "12",

  "serpent_key": "56473871MNTYAIDA",

  "sleep_time": "10",

  "CONF_TIMEOUT": "20",

  "SetWaitableTimer_value": "0",

  "DGA_count": "10"

}

Process Tree

Malware Configuration

Threatname: Ursnif
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

Source Rule Description Author Strings

00000003.00000002.829711196.0000000004CD0000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000000.00000002.828285916.0000000002F19000.00000
004.00000040.sdmp

JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

00000000.00000003.573182276.00000000034C8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000000.00000003.575886663.00000000034C8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000003.00000003.577592974.00000000050C8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

Click to see the 30 entries

Source Rule Description Author Strings

2.3.rundll32.exe.2f3a31a.0.unpack JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

0.2.loaddll32.exe.2f194a0.1.unpack JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

2.3.rundll32.exe.2f3a31a.0.raw.unpack JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

0.3.loaddll32.exe.d5a31a.0.raw.unpack JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

4.3.rundll32.exe.68a31a.0.raw.unpack JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

Click to see the 13 entries

Yara Overview

Memory Dumps

Unpacked PEs
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System Summary:

Writes or reads registry keys via WMI

Writes registry values via WMI

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation 2

Path
Interception

Process
Injection 1 1 2

Disable or Modify
Tools 1

OS
Credential
Dumping

System Time
Discovery 2

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Native API 1 Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 1

LSASS
Memory

Security Software
Discovery 2 1

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 3

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 1 2

Security
Account
Manager

Virtualization/Sandbox
Evasion 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Deobfuscate/Decode
Files or Information 1

NTDS Process Discovery 2 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 4

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Obfuscated Files or
Information 2

LSA
Secrets

Account Discovery 1 SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Rundll32 1 Cached
Domain
Credentials

System Owner/User
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Compile After
Delivery

DCSync Remote System
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator Removal
from Tools

Proc
Filesystem

System Information
Discovery 2 3

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Behavior Graph
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Behavior Graph
ID: 500399

Sample: m87xfb63XU.dll

Startdate: 12/10/2021

Architecture: WINDOWS

Score: 88

outlook.com

Found malware configuration Multi AV Scanner detection
for submitted file Yara detected  Ursnif

loaddll32.exe

1

        started       

breuranel.website areuranel.website 9 other IPs or domains

Writes or reads registry
keys via WMI

Writes registry values
via WMI

rundll32.exe

        started       

cmd.exe

1

        started       

rundll32.exe

        started       

rundll32.exe

        started       

System process connects
to network (likely due
to code injection or

exploit)

Writes registry values
via WMI

WerFault.exe

23 9

        started       

rundll32.exe

        started       

WerFault.exe

9

        started       

WerFault.exe

        started       

WerFault.exe

2 9

        started       

52.97.151.2, 443, 49797

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

breuranel.website 10 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

m87xfb63XU.dll 22% ReversingLabs Win32.Infostealer.Gozi

No Antivirus matches

Source Detection Scanner Label Link Download

3.2.rundll32.exe.8f0000.0.unpack 100% Avira HEUR/AGEN.1108168 Download File

0.2.loaddll32.exe.c40000.0.unpack 100% Avira HEUR/AGEN.1108168 Download File

No Antivirus matches

Source Detection Scanner Label Link

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://breuranel.website/liopolo/wv4vNBBA798s7/I_2FCPxa/4F4kPL6kvjyV14SrT2YW8wi/GOKS69LDn
M/P4sY8Z0h

0% Avira URL Cloud safe

https://breuranel.website/ 0% Avira URL Cloud safe

docs.oasis-op 0% Avira URL Cloud safe

https://deff.nelreports.net/api/report?cat=msn 0% URL Reputation safe

https://areuranel.website/liopolo/C_2BfXb0gV5jtbUa/IZmGbVhjqtQp_2F/7qZce0oXF332X4bIP1/uoX46bO
OY/izB1

0% Avira URL Cloud safe

https://mem.gfx.ms/meversion/?partner=msn&market=en-us" 0% Avira URL Cloud safe

https://breuranel.website/liopolo/53U65wbAztycwApkbN/Nm6o3zX96/bvCraxUdm00FZ4WM5Wps/p_2FN
Pk5Ls6JTWqI

0% Avira URL Cloud safe

https://areuranel.website/# 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

msn.com 13.82.28.61 true false high

outlook.com 40.97.161.50 true false high

HHN-efz.ms-acdc.office.com 40.101.60.226 true false high

FRA-efz.ms-acdc.office.com 52.97.151.66 true false high

www.msn.com unknown unknown false high

www.outlook.com unknown unknown false high

areuranel.website unknown unknown true unknown

breuranel.website unknown unknown true unknown

outlook.office365.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://www.outlook.com/signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zStiAL
1i/ws5BIrlWLA2GdJ9e0xq88Zi/DBztcvZHmo/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jXJ0E
FBBnJ/89lvGSm0UsN_2B/DpWUyWVECg62e9A86zQtW/yv5TQxo2fX2Xv7gp/5xHugEiGC5l_
2Bc/jIp0JWV7N33_2F/EkcA.jre

false high

https://outlook.office365.com/signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zS
tiAL1i/ws5BIrlWLA2GdJ9e0xq88Zi/DBztcvZHmo/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jX
J0EFBBnJ/89lvGSm0UsN_2B/DpWUyWVECg62e9A86zQtW/yv5TQxo2fX2Xv7gp/5xHugEiG
C5l_2Bc/jIp0JWV7N33_2F/EkcA.jre

false high

https://msn.com/mail/liopolo/r_2FdFpkR4VdtsN08a/_2BmiRrdo/iRPVi0tWAScg5sVGfo66/hUF
_2BDb_2BTvse5vT2/OGVc4TNxI8ONXMjzPJH1kn/iiKryEX2ymN0T/2YX_2Bs_/2FUMTLKLdg
Ro4Z6EcuiEOOc/8fsAz5_2Fq/UDZOXONJb9G0Jl7Sh/YwJHU3HBZfrx/Rr2RrnGmK6E/ePg9x
CsP_2FGO_/2FHvWeMzr/F7gd5.jre

false high

https://msn.com/mail/liopolo/QXqV1Cwmdgy9RAxuvo/eyRDOSF4h/n5Xdvl6macAzIHUi6g_2/F
nMxm3OFSbW9k15b3rD/GOZ7HTzmadDT3EaU6FMaux/8v8OfzSGDIfuI/2JFzbGpa/48oXcRI
DJ4CWvryCIOce07l/PRm5ekLf_2/FWrUO776bg5a24LJQ/ndIkg4SZse4c/jL7OG2Z00xG/sTPur
68E_2BxS_/2FjGzTP4SxNpm_2FiKI7j/WPoFKl4.jre

false high

https://outlook.com/signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zStiAL1i/ws
5BIrlWLA2GdJ9e0xq88Zi/DBztcvZHmo/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jXJ0EFBBn
J/89lvGSm0UsN_2B/DpWUyWVECg62e9A86zQtW/yv5TQxo2fX2Xv7gp/5xHugEiGC5l_2Bc/jI
p0JWV7N33_2F/EkcA.jre

false high

https://msn.com/mail/liopolo/jpKr3VzL6CFU/K4QwQLlZ56e/n3MZDuNS62Sf0R/mD2lfs_2FQX
wlgYrd0DFL/pEDSMAvGReZoZ8Jm/OSgzsTstfQRz_2F/2Bp8zA9yijiTKRH09Q/Mwm_2F7JH/x
I5SfnAXURadBpSsyjtC/_2BEE4TT4VBjXUCp_2B/cYd5vNurcHADHrS6HheJd6/UAnImB8Jw2
Ynr/9pKHwbRP/FStf.jre

false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 500399

Start date: 12.10.2021

Start time: 00:19:50

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 3s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: m87xfb63XU.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal88.troj.evad.winDLL@17/12@22/6

EGA Information: Failed

HDC Information: Successful, ratio: 16.6% (good quality ratio 15.9%)
Quality average: 77.1%
Quality standard deviation: 29%

HCA Information: Successful, ratio: 72%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .dll
Override analysis time to 240s for rundll32

Warnings:

IP Domain Country Flag ASN ASN Name Malicious

52.97.151.2 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

true

52.97.151.82 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

40.97.161.50 outlook.com United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

13.82.28.61 msn.com United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

40.101.60.226 HHN-efz.ms-
acdc.office.com

United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

52.97.151.66 FRA-efz.ms-
acdc.office.com

United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

Time Type Description

00:22:43 API Interceptor 7x Sleep call for process: rundll32.exe modified

00:23:01 API Interceptor 6x Sleep call for process: loaddll32.exe modified

00:23:05 API Interceptor 3x Sleep call for process: WerFault.exe modified

Show All

Simulations

Behavior and APIs
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Match Associated Sample Name / URL SHA 256 Detection Link Context

40.97.161.50 6yDD19jMIu.dll Get hash malicious Browse

6yDD19jMIu.dll Get hash malicious Browse

B6VQd36tt6.dll Get hash malicious Browse

test1.dll Get hash malicious Browse

6.dll Get hash malicious Browse

6101135878f66.dll Get hash malicious Browse

a9FUs89dWy.dll Get hash malicious Browse

609a460e94791.tiff.dll Get hash malicious Browse

13fil.exe Get hash malicious Browse

24messag.exe Get hash malicious Browse

       .exe Get hash malicious Browse

       .exe Get hash malicious Browse

66documen.exe Get hash malicious Browse

9messag.exe Get hash malicious Browse

13.82.28.61 45DOC00111738011537818635391-pdf.exe Get hash malicious Browse  msn.com/

Match Associated Sample Name / URL SHA 256 Detection Link Context

outlook.com P2AN3Yrtnz.exe Get hash malicious Browse 40.93.212.0

Hm7d40tE44.exe Get hash malicious Browse 104.47.53.36

SecuriteInfo.com.W32.AIDetect.malware2.21009.exe Get hash malicious Browse 104.47.53.36

in7BcpKNoa.exe Get hash malicious Browse 40.93.212.0

aXNdDIO708.exe Get hash malicious Browse 104.47.53.36

vhPaw5lCuv.exe Get hash malicious Browse 40.93.212.0

5sTWnI5RoC.exe Get hash malicious Browse 40.93.207.0

57wF9hu0V5.exe Get hash malicious Browse 40.93.207.0

7zxmUw3Ml1.exe Get hash malicious Browse 104.47.53.36

Nh1UI4PFGW.exe Get hash malicious Browse 52.101.24.0

rEYF2xcbGR.exe Get hash malicious Browse 40.93.207.1

G2Shy4flZe.exe Get hash malicious Browse 40.93.207.1

2nqVnWlyLp.exe Get hash malicious Browse 52.101.24.0

nFkQ33d7Ec.exe Get hash malicious Browse 104.47.53.36

QE66HWdeTM.exe Get hash malicious Browse 40.93.207.0

Match Associated Sample Name / URL SHA 256 Detection Link Context

MICROSOFT-CORP-MSN-AS-
BLOCKUS

6yDD19jMIu.dll Get hash malicious Browse 13.82.28.61

6yDD19jMIu.dll Get hash malicious Browse 13.82.28.61

B6VQd36tt6.dll Get hash malicious Browse 13.82.28.61

B6VQd36tt6.dll Get hash malicious Browse 52.97.183.162

P2AN3Yrtnz.exe Get hash malicious Browse 40.93.212.0

b3astmode.x86 Get hash malicious Browse 72.154.237.78

b3astmode.arm7 Get hash malicious Browse 20.153.181.154

b3astmode.arm7-20211011-1850 Get hash malicious Browse 20.63.129.213

TNIZtb3HS3.exe Get hash malicious Browse 20.42.65.92

PROFORMA INVOICE -PI6120..html Get hash malicious Browse 40.101.62.34

setup_x86_x64_install.exe Get hash malicious Browse 52.168.117.173

ntpclient Get hash malicious Browse 21.215.78.72

2021catalog-selected products.xlsm Get hash malicious Browse 13.92.100.208

K6E9636Koq Get hash malicious Browse 159.27.209.248

setup_x86_x64_install.exe Get hash malicious Browse 20.42.73.29

Hm7d40tE44.exe Get hash malicious Browse 104.47.53.36

mixsix_20211008-150045.exe Get hash malicious Browse 20.189.173.22

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/393107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393107/html/none?idtype=webid
https://view.joesandbox.com/analysis/393096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393096/html/none?idtype=webid
https://view.joesandbox.com/analysis/393093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393093/html/none?idtype=webid
https://view.joesandbox.com/analysis/390813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390813/html/none?idtype=webid
https://view.joesandbox.com/analysis/368455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368455/html/none?idtype=webid
https://view.joesandbox.com/analysis/356638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356638/html/none?idtype=webid
https://view.joesandbox.com/analysis/336220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336220/html/none?idtype=webid
https://view.joesandbox.com/analysis/319449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319449/html/none?idtype=webid
https://view.joesandbox.com/analysis/146511/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/146511/html/none?idtype=webid
https://view.joesandbox.com/analysis/141931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/141931/html/none?idtype=webid
https://view.joesandbox.com/analysis/141297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/141297/html/none?idtype=webid
https://view.joesandbox.com/analysis/140046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/140046/html/none?idtype=webid
https://view.joesandbox.com/analysis/137257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/137257/html/none?idtype=webid
https://view.joesandbox.com/analysis/130391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/130391/html/none?idtype=webid
https://view.joesandbox.com/analysis/100022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/100022/html/none?idtype=webid
https://view.joesandbox.com/analysis/393062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393062/html/none?idtype=webid
https://view.joesandbox.com/analysis/392714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392714/html/none?idtype=webid
https://view.joesandbox.com/analysis/392581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392581/html/none?idtype=webid
https://view.joesandbox.com/analysis/392577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392577/html/none?idtype=webid
https://view.joesandbox.com/analysis/392432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392432/html/none?idtype=webid
https://view.joesandbox.com/analysis/391965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391965/html/none?idtype=webid
https://view.joesandbox.com/analysis/391935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391935/html/none?idtype=webid
https://view.joesandbox.com/analysis/391842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391842/html/none?idtype=webid
https://view.joesandbox.com/analysis/391774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391774/html/none?idtype=webid
https://view.joesandbox.com/analysis/391773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391773/html/none?idtype=webid
https://view.joesandbox.com/analysis/391764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391764/html/none?idtype=webid
https://view.joesandbox.com/analysis/391622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391622/html/none?idtype=webid
https://view.joesandbox.com/analysis/391620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391620/html/none?idtype=webid
https://view.joesandbox.com/analysis/391604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391604/html/none?idtype=webid
https://view.joesandbox.com/analysis/391576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391576/html/none?idtype=webid
https://view.joesandbox.com/analysis/393107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393107/html/none?idtype=webid
https://view.joesandbox.com/analysis/393096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393096/html/none?idtype=webid
https://view.joesandbox.com/analysis/393093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393093/html/none?idtype=webid
https://view.joesandbox.com/analysis/393082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393082/html/none?idtype=webid
https://view.joesandbox.com/analysis/393062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393062/html/none?idtype=webid
https://view.joesandbox.com/analysis/393044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393044/html/none?idtype=webid
https://view.joesandbox.com/analysis/393038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393038/html/none?idtype=webid
https://view.joesandbox.com/analysis/393018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393018/html/none?idtype=webid
https://view.joesandbox.com/analysis/392952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392952/html/none?idtype=webid
https://view.joesandbox.com/analysis/392909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392909/html/none?idtype=webid
https://view.joesandbox.com/analysis/392849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392849/html/none?idtype=webid
https://view.joesandbox.com/analysis/392823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392823/html/none?idtype=webid
https://view.joesandbox.com/analysis/392785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392785/html/none?idtype=webid
https://view.joesandbox.com/analysis/392738/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392738/html/none?idtype=webid
https://view.joesandbox.com/analysis/392720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392720/html/none?idtype=webid
https://view.joesandbox.com/analysis/392714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392714/html/none?idtype=webid
https://view.joesandbox.com/analysis/392629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392629/html/none?idtype=webid


SecuriteInfo.com.W32.AIDetect.malware2.21009.exe Get hash malicious Browse 104.47.53.36

in7BcpKNoa.exe Get hash malicious Browse 40.93.212.0

xiaomi-home.apk Get hash malicious Browse 104.45.180.93

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

ce5f3254611a8c095a3d821d44539877 6yDD19jMIu.dll Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

6yDD19jMIu.dll Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

B6VQd36tt6.dll Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

B6VQd36tt6.dll Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

setup_x86_x64_install.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

aVFOmbW2t7.dll Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

gxJ83rJkgw.msi Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

yR4AxlwcWJ.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

BsyK7FB5DQ.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

SGfGZT66wD.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

uT9rwkGATJ.dll Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

XK1PLPuwjL.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

JA3 Fingerprints
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https://view.joesandbox.com/analysis/392581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392581/html/none?idtype=webid
https://view.joesandbox.com/analysis/392577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392577/html/none?idtype=webid
https://view.joesandbox.com/analysis/392495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392495/html/none?idtype=webid
https://view.joesandbox.com/analysis/393107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393107/html/none?idtype=webid
https://view.joesandbox.com/analysis/393096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393096/html/none?idtype=webid
https://view.joesandbox.com/analysis/393093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393093/html/none?idtype=webid
https://view.joesandbox.com/analysis/393082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393082/html/none?idtype=webid
https://view.joesandbox.com/analysis/392849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392849/html/none?idtype=webid
https://view.joesandbox.com/analysis/392727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392727/html/none?idtype=webid
https://view.joesandbox.com/analysis/392658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392658/html/none?idtype=webid
https://view.joesandbox.com/analysis/392562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392562/html/none?idtype=webid
https://view.joesandbox.com/analysis/392461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392461/html/none?idtype=webid
https://view.joesandbox.com/analysis/392378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392378/html/none?idtype=webid
https://view.joesandbox.com/analysis/392375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392375/html/none?idtype=webid
https://view.joesandbox.com/analysis/392374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392374/html/none?idtype=webid


pHEiqE9toa.msi Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

SecuriteInfo.com.W32.AIDetect.malware2.24481.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

vH0SHswvrb.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

NM0NyvZi8O.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

yOTzv1Qz0n.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

SWaTAV7EdD.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

SKMC07102021.exe Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

50r72IVfM0.msi Get hash malicious Browse 52.97.151.2
52.97.151.82
40.97.161.50
13.82.28.61
40.101.60.226
52.97.151.66

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_rundll32.exe_58e47b16956767aaab6459884ff9566934c5f_82810a17_0f1ef54e\Rep
ort.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 12044

Entropy (8bit): 3.7648173180737223

Encrypted: false

SSDEEP: 192:WOiJ0oXmHBUZMX4jed+x/u7sIS274It7cZ:vinXeBUZMX4je8/u7sIX4It7cZ

MD5: 00D3104647D7AA9C89A29A39C8E5F23D

SHA1: DD67D84E444154EE04A2F78460292E06988680E0

SHA-256: 494E940DB53BF67EFC4DB475B8C4007BC6274B349F26C449F700FF0831C8FF15

SHA-512: 853D3F432CDA15CC531F2352AB192DF4EB55672D3BB3CE831D36F16EE4624DD7103269826EF4D850E213C6D10749660C6187DCFD4DB7A085EEEA435E138D4D88

Malicious: false

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/392367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392367/html/none?idtype=webid
https://view.joesandbox.com/analysis/392322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392322/html/none?idtype=webid
https://view.joesandbox.com/analysis/392286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392286/html/none?idtype=webid
https://view.joesandbox.com/analysis/392284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392284/html/none?idtype=webid
https://view.joesandbox.com/analysis/392282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392282/html/none?idtype=webid
https://view.joesandbox.com/analysis/392280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392280/html/none?idtype=webid
https://view.joesandbox.com/analysis/392244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392244/html/none?idtype=webid
https://view.joesandbox.com/analysis/392237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392237/html/none?idtype=webid


Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.B.E.X.....E.v.e.n.t.T.i.m.e.=.1.3.2.7.8.4.9.6.9.7.4.6.5.2.7.8.2.9.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.e.=.1.3.
2.7.8.4.9.6.9.8.7.9.9.8.4.7.0.9.....R.e.p.o.r.t.S.t.a.t.u.s.=.6.5.5.4.5.6.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.5.d.6.e.5.5.0.2.-.6.2.d.e.-.4.2.b.b.-.a.e.2.3.-.a.a.e.f.8.9.1.a.5.5.9.1.....I.
n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.2.a.a.e.a.0.8.8.-.c.8.0.f.-.4.6.7.d.-.b.8.0.a.-.0.6.a.8.c.8.6.1.b.4.a.6.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.
....N.s.A.p.p.N.a.m.e.=.r.u.n.d.l.l.3.2...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.R.U.N.D.L.L.3.2...E.X.E.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.b.1.8.-.0.0.0.1.-.0.0.1.c.-.1.9.7.c.-
.0.1.b.4.3.9.b.f.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.!.0.0.0.0.b.c.c.5.d.c.3.2.2.2.0.3.
4.d.3.f.2.5.7.f.1.f.d.3.5.8.8.9.e.5.b.e.9.0.f.0.9.b.5.f.!.r.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_rundll32.exe_58e47b16956767aaab6459884ff9566934c5f_82810a17_0f1ef54e\Rep
ort.wer

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_rundll32.exe_58e47b16956767aaab6459884ff9566934c5f_82810a17_19a35deb\Rep
ort.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 12042

Entropy (8bit): 3.7643918212913916

Encrypted: false

SSDEEP: 192:PfiK0oXeHBUZMX4jed+x/u7slS274It7cC:XicXWBUZMX4jec/u7slX4It7cC

MD5: CB8C1162189141C8D0620A9063BB666C

SHA1: D3CA28C63DDA153B6D9EF4987F6B043D2E5B8357

SHA-256: 4BE2E5996C3969D33E6ABAC03911052218171F4B7ECD023D5DC2C4D4C5995D96

SHA-512: 2E9F16738E0B9F9C1A0FEE9D39335A81EFB28CC5F9A5EA27674907B227B05B6995EA01D2CA3692A48E7B4359717C28F7113FBAD38F85F5EA8F94262A6EFAE069

Malicious: false

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.B.E.X.....E.v.e.n.t.T.i.m.e.=.1.3.2.7.8.4.9.6.9.7.1.3.4.3.1.4.0.0.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.e.=.1.3.
2.7.8.4.9.6.9.8.3.8.5.1.5.2.7.4.....R.e.p.o.r.t.S.t.a.t.u.s.=.6.5.5.4.5.6.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.d.8.d.d.6.0.4.e.-.e.6.c.9.-.4.c.6.e.-.b.d.f.e.-.7.b.9.7.3.d.8.6.f.9.b.5.....I.
n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.f.b.3.9.9.5.c.d.-.0.2.e.c.-.4.a.4.d.-.8.0.2.b.-.9.b.7.a.2.6.7.8.0.b.6.7.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.
....N.s.A.p.p.N.a.m.e.=.r.u.n.d.l.l.3.2...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.R.U.N.D.L.L.3.2...E.X.E.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.1.a.8.-.0.0.0.1.-.0.0.1.c.-.c.d.2.5.-
.7.3.a.f.3.9.b.f.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.!.0.0.0.0.b.c.c.5.d.c.3.2.2.2.0.3.4.d.3.f.2.
5.7.f.1.f.d.3.5.8.8.9.e.5.b.e.9.0.f.0.9.b.5.f.!.r.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_rundll32.exe_7dd26a4e42a9ea9789d8aeb01848b51c1493e55_82810a17_14578029\R
eport.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 12042

Entropy (8bit): 3.763797961621953

Encrypted: false

SSDEEP: 192:WhiF0oXaHKUgO+SQsjed+x/u7slS274It7c5:ciLXyKUgO+SQsje8/u7slX4It7c5

MD5: 40B6A8CBA1D2905400E1254929C70D50

SHA1: 3C0622CCC3FBCDD3880325B3C6613095E852F030

SHA-256: 2A62F6CF1EE2B61A4D275248936C5DFC9024157FDC8CE9C623E0225123E059FB

SHA-512: 3B6982E95890F97800B9AC04A27312BA4D3D90C6F3EA6A265CA7960BC238FE647EC88ED8DA66517C24DC5B5B2AA4EEFC083E1DCBEFC1C581FB55E9B09F68AD
71

Malicious: false

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.B.E.X.....E.v.e.n.t.T.i.m.e.=.1.3.2.7.8.4.9.6.9.8.5.6.1.5.9.0.7.3.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.e.=.1.3.
2.7.8.4.9.6.9.9.3.4.6.9.4.0.9.5.....R.e.p.o.r.t.S.t.a.t.u.s.=.6.5.5.4.5.6.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.4.d.a.e.8.4.e.3.-.d.4.8.f.-.4.c.3.e.-.a.0.f.1.-.8.8.c.c.1.3.c.a.8.2.e.5.....I.
n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.5.6.a.b.2.3.7.4.-.9.2.a.b.-.4.5.d.5.-.a.e.e.4.-.e.9.f.c.e.3.3.4.6.8.6.4.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.
....N.s.A.p.p.N.a.m.e.=.r.u.n.d.l.l.3.2...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.R.U.N.D.L.L.3.2...E.X.E.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.b.2.8.-.0.0.0.1.-.0.0.1.c.-.1.f.1.a.-
.6.f.b.1.3.9.b.f.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.!.0.0.0.0.b.c.c.5.d.c.3.2.2.2.0.3.4.d.3.f.2.
5.7.f.1.f.d.3.5.8.8.9.e.5.b.e.9.0.f.0.9.b.5.f.!.r.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAFBA.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Tue Oct 12 07:22:54 2021, 0x1205a4 type

Category: dropped

Size (bytes): 34942

Entropy (8bit): 2.4371667427565704

Encrypted: false

SSDEEP: 192:oTdPExlXjMCQ1IDZc1qbND3z4aQwnCHOv4lX8G:/FQCQac1E3UaQwj4lz

MD5: FD984E1914EC2F5D330FBDED764088F8

SHA1: 3D6F67ED6643C12253DE73C23904C772A2377380

SHA-256: 5B44DC06C22BEE12F94FF2DC9F48899F7DA462764534A55BA0772C731D18E3AE

SHA-512: 5D9EC660DDA7BF5FBACE1C8A337F89F2B08A27CB0A6498674E084E867481C0EC89A610248077357EB8C37AC5EE9F3708D58568DB8FFB6DB88ACFDCD3BDC44A
D1

Malicious: false
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Preview:
MDMP....... ........7ea...................U...........B..............GenuineIntelW...........T...........R7ea"............................0..1...............P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e......................
.....................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e...........................................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4..................................................
..............................................................................................................................................................................................................................................................................
.............................................................................................................................d.b.g.c.o.r.e...i.3.8.6.,.1.0...0...1.7.1.3.4...1............................................................................
.............................

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAFBA.tmp.dmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBC9B.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Tue Oct 12 07:23:03 2021, 0x1205a4 type

Category: dropped

Size (bytes): 35266

Entropy (8bit): 2.375122475405865

Encrypted: false

SSDEEP: 192:IIFVNBmoRklXjMCQ1IDZcWqB6tt4lMb4kTYo82:9B2QCQacWJt6lMDbP

MD5: 74BEE0FAD6A4C982C6508E8EC4B63E72

SHA1: DC40D3ACADD2ED57D715D78D583AFAD0315A2999

SHA-256: 2AAEFF347370B9C75FA33E4D261272382A08124C11B1C737D046ED13FE39F744

SHA-512: 4AD02B32D0CD585DED820105641EBD2538F3A45FC14CA5ED48E943B73BD422791FBD486899ACDDABFB0C4A047025CF611F99C6411630C5B95F427A82591F1E6F

Malicious: false

Preview:
MDMP....... ........7ea...................U...........B..............GenuineIntelW...........T...........Z7ea!............................0..1...............P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e......................
.....................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e...........................................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4..................................................
..............................................................................................................................................................................................................................................................................
.............................................................................................................................d.b.g.c.o.r.e...i.3.8.6.,.1.0...0...1.7.1.3.4...1............................................................................
.............................

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBDA5.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8410

Entropy (8bit): 3.6994283201386104

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi2c6fw6YoS6yVt33Qgmf8NSkCprM89b+Asf4qm:RrlsNi96Y6YN6yVt33Qgmf8NSF+Tfk

MD5: 83B27B3137004DE49BF0D594ACF580DF

SHA1: 978D213E573BD27560CB9FFA56856C23B26258C7

SHA-256: 7A5F0D8F95F84C7C555784AF4444D1A36D487A3C0FF81A016B462AAD055C4E3F

SHA-512: FB18C99471308C16F34AB0E18F6C85C7013BC5F9862DCB40E13A83DC45D4AD7E1E859251A777CC7790A3DD1ABF3CB2D3E873A75D5FF519AB6669550B11E47921

Malicious: false

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.4.5.2.0.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERC1EC.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4771

Entropy (8bit): 4.4851490486417

Encrypted: false

SSDEEP: 48:cvIwSD8zs1JgtWI9J1WSC8Bw8fm8M4JCdsPMFVho+q8vjsPJj4SrSchd:uITfPCESNHJdwWKmJjDW4d

MD5: 184F4DEE9908C2C8BBC88B76727AA2D3

SHA1: 15E5EA4956686C4B0ACC8AB55D7517EEA4A466F1

SHA-256: 22B58501E81654B15E3536A9BBA37C36007046AA0024FE02FEC764CE3C2411CB

SHA-512: 0E7E11D9524AEC5ACE5DDFB1E69C74A888DA314279A5FD8A1E37D02FDEFDAABAAD38BF70D27BA0B2A8967CAE8E10140EDF12EF5B9D1E9C9D64993D7581BC
5287

Malicious: false

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1206273" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERE198.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8410

Entropy (8bit): 3.6983516689249325

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi/Q6uE6YoM6AIcgmf8NSkCprK89bDxsfHBm:RrlsNio6uE6YT6Argmf8NSPDqfc

MD5: 1847F7A24426FD647D0FF897B4245F96

SHA1: E4D20ACCF82E7281D7B47DBCB12378E25141B4CD

SHA-256: C0295B80D920E451694C4EB4700567CECB1FF12F590DA8CC27B4C336EC7782EE

SHA-512: 680EF4121B851474F4A76302D99B60A716FD5E846BC19C4F0B53431B6BF40853F74118023061A373950FC41FF9930BAB9403B95B3BD79C9A010C59C8B8AF2CAB

Malicious: false

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.6.9.3.6.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE773.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Tue Oct 12 07:23:09 2021, 0x1205a4 type

Category: dropped

Size (bytes): 33278

Entropy (8bit): 2.4120363619214022

Encrypted: false

SSDEEP: 192:5MFvpC6fFXjMCQ1IDZc+qBF+PsIyQQGDTxlD:ivs6flQCQac+ZyKd9

MD5: B2A646652F90E60B0A481B1BBA023237

SHA1: 10CE544E74E20CC967895E0AD9C0400190DEF800

SHA-256: E4690AAABE533E407B2E35CC78D2225810EFE97102DDFB13B772F8419AAA932B

SHA-512: 17B57F6BCA5D32D83C52C51C7057A33F17550D0CF53828437726E30B6DFA736B13AEEA8F3AE1227FEC08C47AC4B52B2E2EA9A9565AE690C19D9E4E6247636818

Malicious: false

Preview:
MDMP....... ........7ea...................U...........B..............GenuineIntelW...........T.......(...V7ea"............................0..1...............P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e......................
.....................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e...........................................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4..................................................
..............................................................................................................................................................................................................................................................................
.............................................................................................................................d.b.g.c.o.r.e...i.3.8.6.,.1.0...0...1.7.1.3.4...1............................................................................
.............................

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE7A4.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4771

Entropy (8bit): 4.48311449717304

Encrypted: false

SSDEEP: 48:cvIwSD8zs1JgtWI9J1WSC8BX8fm8M4JCdsPMFK+q8vjsPps4SrSqd:uITfPCESNyJdvKmWDWqd

MD5: 5F9D3CFE40E9649972B503B7377A466D

SHA1: FB046C647BF08B697DA3291998A0712AEA733140

SHA-256: 10A8E4A4D2FD4A0CDF212DABD557A63512C1FFAD220F441D934C771AD23CB20D

SHA-512: 72CA94891BC7A5A98BD387FA1CDF4BCAF9C14813AC4A7D3E0F70658A7E21866B3DB54F2A13533581EC522F3425F6CF472A8493CA292533E4DE0A07F090C6C802

Malicious: false

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1206273" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF908.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8410

Entropy (8bit): 3.6958658798372173

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi9W6n0V6YoL6AIcgmf8wSjCprx89b2KsfMSm:RrlsNiM60V6YE6Argmf8wSl2pfI
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Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

Entropy (8bit): 6.669953219927633

TrID: Win32 Dynamic Link Library (generic) (1002004/3) 
99.60%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: m87xfb63XU.dll

File size: 718336

MD5: 5aa733e108f0fa41df88cea0a309affe

SHA1: ce79918ca7845f2163360ea40a251912998ea226

SHA256: 1be687a0453f23ea53b94a4447c926a9b4b6e01c2788e6
41b76eb4a5215bd960

SHA512: e18ef98a6bb007ee0ef473cd05bad85ac2f177d31698165
8e17a12f182effbcc98754fbefc362a4212a8eebcc71fc2e
2a15c865b08c50f5990223bcb55d001af

SSDEEP: 12288:VUAQSxn6fDEr8Np6b/rPPsjosrS9aEoe+0JCym
+4YJAOSVUNcuHIGF4uW/XrGAsR:Vz3xn6fq8Np6bTP
PaBreaZlYCOSVol2u

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$............}.W.}.
W.}.Wy..W.}.W..}W.}.W...V.}.W...V.}.W...V.}.Wy..W.}.W.}
.WH|.W...VK}.W...V.}.W...V.}.W.}qW.}.W...V.}.WRich.}.
W.......

File Icon

MD5: 838AE79F4556503BDCE9A7ABD1907FE8

SHA1: 3728B41896A703AE2DD703E69FB9CF08354FA78A

SHA-256: 20AB74B222F0158178B22A8A946B372A94B5577FBFB08B0D785FDB863FACB58F

SHA-512: 3EDA37BC7BBECA1AB15941CBA7360BB112999D9BFEF0CFABD9FCEC8D9B5AFFF5A04D9F3B193E728835902E09E035655DFCB9F1810E47C67B186DCDAFBF267
40C

Malicious: false

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.6.9.5.2.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF908.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WERFE2A.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4771

Entropy (8bit): 4.486211559507188

Encrypted: false

SSDEEP: 48:cvIwSD8zs1JgtWI9J1WSC8Bw8fm8M4JCdsqMFO+q8vjsqq4SrS9d:uITfPCESN/JE7K3qDW9d

MD5: 9B1980148D8913011A5202FC1293B9DC

SHA1: 264F234A834B74B10F8A46D0645C4514F91703B5

SHA-256: 6819D2AEB47EDE2E96339477CBC46A4E5FFB07836215215F39B0AE302D85C1AD

SHA-512: D795F717C104F03B2D04BC8CB0ADFAACD1E3ACF9F8B6C66CBF98736269C0DDEF1F2E99C26E3987172FCF7096C41D502336C6B68B089762D59BEED96E0AC9BB
8A

Malicious: false

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1206273" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     
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Icon Hash: 74f0e4ecccdce0e4

Network Port Distribution

General
Entrypoint: 0x1003ab77

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x5F6FCA4E [Sat Sep 26 23:10:06 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 0

File Version Major: 6

File Version Minor: 0

Subsystem Version Major: 6

Subsystem Version Minor: 0

Import Hash: b5c6badd398e2e3aa283a40a40432c6c

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x79f71 0x7a000 False 0.510071801358 data 6.7546243609 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x7b000 0x2e586 0x2e600 False 0.556366871631 data 5.60179729877 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0xaa000 0x9b19c 0x1800 False 0.190266927083 data 4.15778005426 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.reloc 0x146000 0x53d0 0x5400 False 0.752650669643 data 6.72453697464 IMAGE_SCN_CNT_INITIALIZED_DA
TA, 
IMAGE_SCN_MEM_DISCARDABLE, 
IMAGE_SCN_MEM_READ

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 12, 2021 00:22:57.489255905 CEST 192.168.2.3 8.8.8.8 0x6f46 Standard query 
(0)

msn.com A (IP address) IN (0x0001)

Static PE Info

Entrypoint Preview

Data Directories

Sections

Imports

Exports

TCP Packets

UDP Packets

DNS Queries
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Oct 12, 2021 00:22:58.864429951 CEST 192.168.2.3 8.8.8.8 0xcb60 Standard query 
(0)

www.msn.com A (IP address) IN (0x0001)

Oct 12, 2021 00:23:00.653105021 CEST 192.168.2.3 8.8.8.8 0xfc91 Standard query 
(0)

msn.com A (IP address) IN (0x0001)

Oct 12, 2021 00:23:02.003659964 CEST 192.168.2.3 8.8.8.8 0x9592 Standard query 
(0)

www.msn.com A (IP address) IN (0x0001)

Oct 12, 2021 00:23:22.031254053 CEST 192.168.2.3 8.8.8.8 0x71b2 Standard query 
(0)

breuranel.website A (IP address) IN (0x0001)

Oct 12, 2021 00:23:23.253137112 CEST 192.168.2.3 8.8.8.8 0xc440 Standard query 
(0)

breuranel.website A (IP address) IN (0x0001)

Oct 12, 2021 00:23:42.152149916 CEST 192.168.2.3 8.8.8.8 0xcc3d Standard query 
(0)

outlook.com A (IP address) IN (0x0001)

Oct 12, 2021 00:23:42.878056049 CEST 192.168.2.3 8.8.8.8 0xb0e4 Standard query 
(0)

www.outlook.com A (IP address) IN (0x0001)

Oct 12, 2021 00:23:43.037961006 CEST 192.168.2.3 8.8.8.8 0x12e4 Standard query 
(0)

outlook.of
fice365.com

A (IP address) IN (0x0001)

Oct 12, 2021 00:23:43.714478016 CEST 192.168.2.3 8.8.8.8 0x77d2 Standard query 
(0)

outlook.com A (IP address) IN (0x0001)

Oct 12, 2021 00:23:44.434165001 CEST 192.168.2.3 8.8.8.8 0x792c Standard query 
(0)

www.outlook.com A (IP address) IN (0x0001)

Oct 12, 2021 00:23:44.615155935 CEST 192.168.2.3 8.8.8.8 0xb80e Standard query 
(0)

outlook.of
fice365.com

A (IP address) IN (0x0001)

Oct 12, 2021 00:24:03.351385117 CEST 192.168.2.3 8.8.8.8 0xef32 Standard query 
(0)

areuranel.website A (IP address) IN (0x0001)

Oct 12, 2021 00:24:05.052063942 CEST 192.168.2.3 8.8.8.8 0x871d Standard query 
(0)

areuranel.website A (IP address) IN (0x0001)

Oct 12, 2021 00:24:23.429223061 CEST 192.168.2.3 8.8.8.8 0x51 Standard query 
(0)

msn.com A (IP address) IN (0x0001)

Oct 12, 2021 00:24:23.893990040 CEST 192.168.2.3 8.8.8.8 0xfb10 Standard query 
(0)

www.msn.com A (IP address) IN (0x0001)

Oct 12, 2021 00:24:25.331037045 CEST 192.168.2.3 8.8.8.8 0xd3c5 Standard query 
(0)

msn.com A (IP address) IN (0x0001)

Oct 12, 2021 00:24:25.828843117 CEST 192.168.2.3 8.8.8.8 0xb553 Standard query 
(0)

www.msn.com A (IP address) IN (0x0001)

Oct 12, 2021 00:24:44.160267115 CEST 192.168.2.3 8.8.8.8 0x6bfc Standard query 
(0)

breuranel.website A (IP address) IN (0x0001)

Oct 12, 2021 00:24:46.356193066 CEST 192.168.2.3 8.8.8.8 0xb5e2 Standard query 
(0)

breuranel.website A (IP address) IN (0x0001)

Oct 12, 2021 00:25:04.193835020 CEST 192.168.2.3 8.8.8.8 0x77e9 Standard query 
(0)

outlook.com A (IP address) IN (0x0001)

Oct 12, 2021 00:25:06.399404049 CEST 192.168.2.3 8.8.8.8 0xc7d3 Standard query 
(0)

outlook.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 12, 2021 
00:22:57.508589983 
CEST

8.8.8.8 192.168.2.3 0x6f46 No error (0) msn.com 13.82.28.61 A (IP address) IN (0x0001)

Oct 12, 2021 
00:22:58.882258892 
CEST

8.8.8.8 192.168.2.3 0xcb60 No error (0) www.msn.com www-msn-com.a-0003.a-
msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:00.670943022 
CEST

8.8.8.8 192.168.2.3 0xfc91 No error (0) msn.com 13.82.28.61 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:02.021467924 
CEST

8.8.8.8 192.168.2.3 0x9592 No error (0) www.msn.com www-msn-com.a-0003.a-
msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:04.540153980 
CEST

8.8.8.8 192.168.2.3 0xf380 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:22.051481009 
CEST

8.8.8.8 192.168.2.3 0x71b2 Name error (3) breuranel.
website

none none A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:23.273200989 
CEST

8.8.8.8 192.168.2.3 0xc440 Name error (3) breuranel.
website

none none A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.161.50 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.156.114 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.160.2 A (IP address) IN (0x0001)

DNS Answers
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Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.128.194 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.164.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.153.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.116.82 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.171742916 
CEST

8.8.8.8 192.168.2.3 0xcc3d No error (0) outlook.com 40.97.148.226 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) www.outloo
k.com

outlook.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) outlook.of
fice365.com

outlook.ha.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) outlook.ha
.office365.com

outlook.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) outlook.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) HHN-efz.ms-
acdc.office.com

40.101.60.226 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) HHN-efz.ms-
acdc.office.com

52.98.152.242 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) HHN-efz.ms-
acdc.office.com

52.97.162.2 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:42.896547079 
CEST

8.8.8.8 192.168.2.3 0xb0e4 No error (0) HHN-efz.ms-
acdc.office.com

40.101.61.130 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.057368040 
CEST

8.8.8.8 192.168.2.3 0x12e4 No error (0) outlook.of
fice365.com

outlook.ha.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:43.057368040 
CEST

8.8.8.8 192.168.2.3 0x12e4 No error (0) outlook.ha
.office365.com

outlook.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:43.057368040 
CEST

8.8.8.8 192.168.2.3 0x12e4 No error (0) outlook.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:43.057368040 
CEST

8.8.8.8 192.168.2.3 0x12e4 No error (0) HHN-efz.ms-
acdc.office.com

52.97.151.82 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.057368040 
CEST

8.8.8.8 192.168.2.3 0x12e4 No error (0) HHN-efz.ms-
acdc.office.com

52.97.212.194 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.057368040 
CEST

8.8.8.8 192.168.2.3 0x12e4 No error (0) HHN-efz.ms-
acdc.office.com

52.97.137.242 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.057368040 
CEST

8.8.8.8 192.168.2.3 0x12e4 No error (0) HHN-efz.ms-
acdc.office.com

40.101.124.210 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.161.50 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.156.114 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.160.2 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.128.194 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.164.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.153.146 A (IP address) IN (0x0001)
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Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.116.82 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:43.735552073 
CEST

8.8.8.8 192.168.2.3 0x77d2 No error (0) outlook.com 40.97.148.226 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) www.outloo
k.com

outlook.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) outlook.of
fice365.com

outlook.ha.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) outlook.ha
.office365.com

outlook.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) outlook.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) HHN-efz.ms-
acdc.office.com

52.97.151.2 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) HHN-efz.ms-
acdc.office.com

52.97.137.194 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) HHN-efz.ms-
acdc.office.com

52.97.178.34 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:44.454426050 
CEST

8.8.8.8 192.168.2.3 0x792c No error (0) HHN-efz.ms-
acdc.office.com

52.97.137.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:44.635159016 
CEST

8.8.8.8 192.168.2.3 0xb80e No error (0) outlook.of
fice365.com

outlook.ha.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:44.635159016 
CEST

8.8.8.8 192.168.2.3 0xb80e No error (0) outlook.ha
.office365.com

outlook.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:44.635159016 
CEST

8.8.8.8 192.168.2.3 0xb80e No error (0) outlook.ms-
acdc.office.com

FRA-efz.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:23:44.635159016 
CEST

8.8.8.8 192.168.2.3 0xb80e No error (0) FRA-efz.ms-
acdc.office.com

52.97.151.66 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:44.635159016 
CEST

8.8.8.8 192.168.2.3 0xb80e No error (0) FRA-efz.ms-
acdc.office.com

52.98.208.50 A (IP address) IN (0x0001)

Oct 12, 2021 
00:23:44.635159016 
CEST

8.8.8.8 192.168.2.3 0xb80e No error (0) FRA-efz.ms-
acdc.office.com

52.97.218.66 A (IP address) IN (0x0001)

Oct 12, 2021 
00:24:03.371390104 
CEST

8.8.8.8 192.168.2.3 0xef32 Name error (3) areuranel.
website

none none A (IP address) IN (0x0001)

Oct 12, 2021 
00:24:05.071163893 
CEST

8.8.8.8 192.168.2.3 0x871d Name error (3) areuranel.
website

none none A (IP address) IN (0x0001)

Oct 12, 2021 
00:24:23.444994926 
CEST

8.8.8.8 192.168.2.3 0x51 No error (0) msn.com 13.82.28.61 A (IP address) IN (0x0001)

Oct 12, 2021 
00:24:23.913043976 
CEST

8.8.8.8 192.168.2.3 0xfb10 No error (0) www.msn.com www-msn-com.a-0003.a-
msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:24:25.348794937 
CEST

8.8.8.8 192.168.2.3 0xd3c5 No error (0) msn.com 13.82.28.61 A (IP address) IN (0x0001)

Oct 12, 2021 
00:24:25.849433899 
CEST

8.8.8.8 192.168.2.3 0xb553 No error (0) www.msn.com www-msn-com.a-0003.a-
msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
00:24:44.179295063 
CEST

8.8.8.8 192.168.2.3 0x6bfc Name error (3) breuranel.
website

none none A (IP address) IN (0x0001)

Oct 12, 2021 
00:24:46.375221014 
CEST

8.8.8.8 192.168.2.3 0xb5e2 Name error (3) breuranel.
website

none none A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.161.50 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.156.114 A (IP address) IN (0x0001)
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Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.160.2 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.128.194 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.164.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.153.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.116.82 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:04.212004900 
CEST

8.8.8.8 192.168.2.3 0x77e9 No error (0) outlook.com 40.97.148.226 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.128.194 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.164.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.153.146 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.116.82 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.148.226 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.161.50 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.156.114 A (IP address) IN (0x0001)

Oct 12, 2021 
00:25:06.417855024 
CEST

8.8.8.8 192.168.2.3 0xc7d3 No error (0) outlook.com 40.97.160.2 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
msn.com

            
outlook.com

            
www.outlook.com

            
outlook.office365.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49782 13.82.28.61 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:22:58 UTC 0 OUT GET /mail/liopolo/r_2FdFpkR4VdtsN08a/_2BmiRrdo/iRPVi0tWAScg5sVGfo66/hUF_2BDb_2BTvse5vT2/OGVc4TNxI8ON
XMjzPJH1kn/iiKryEX2ymN0T/2YX_2Bs_/2FUMTLKLdgRo4Z6EcuiEOOc/8fsAz5_2Fq/UDZOXONJb9G0Jl7Sh/YwJ
HU3HBZfrx/Rr2RrnGmK6E/ePg9xCsP_2FGO_/2FHvWeMzr/F7gd5.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: msn.com

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2021-10-11 22:22:58 UTC 0 IN HTTP/1.1 301 Moved Permanently
Content-Type: text/html; charset=UTF-8
Location: https://www.msn.com/mail/liopolo/r_2FdFpkR4VdtsN08a/_2BmiRrdo/iRPVi0tWAScg5sVGfo66/hUF_2BD
b_2BTvse5vT2/OGVc4TNxI8ONXMjzPJH1kn/iiKryEX2ymN0T/2YX_2Bs_/2FUMTLKLdgRo4Z6EcuiEOOc/8fsAz5_
2Fq/UDZOXONJb9G0Jl7Sh/YwJHU3HBZfrx/Rr2RrnGmK6E/ePg9xCsP_2FGO_/2FHvWeMzr/F7gd5.jre
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Date: Mon, 11 Oct 2021 22:22:58 GMT
Connection: close
Content-Length: 384

2021-10-11 22:22:58 UTC 0 IN Data Raw: 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 44 6f 63 75 6d 65 6e 74 20 4d 6f 76 65 64 3c 2f 74 69 74 6c 65 3e 3c 2f
68 65 61 64 3e 0a 3c 62 6f 64 79 3e 3c 68 31 3e 4f 62 6a 65 63 74 20 4d 6f 76 65 64 3c 2f 68 31 3e 54 68 69 73 20 64 6f 
63 75 6d 65 6e 74 20 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 3c 61 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 
2e 6d 73 6e 2e 63 6f 6d 2f 6d 61 69 6c 2f 6c 69 6f 70 6f 6c 6f 2f 72 5f 32 46 64 46 70 6b 52 34 56 64 74 73 4e 30 38 61 2f 
5f 32 42 6d 69 52 72 64 6f 2f 69 52 50 56 69 30 74 57 41 53 63 67 35 73 56 47 66 6f 36 36 2f 68 55 46 5f 32 42 44 62 5f 32 
42 54 76 73 65 35 76 54 32 2f 4f 47 56 63 34 54 4e 78 49 38 4f 4e 58 4d 6a 7a 50 4a 48 31 6b 6e 2f 69 69 4b 72 79 45 58 
32 79 6d 4e 30 54 2f 32 59 58 5f 32 42 73 5f 2f 
Data Ascii: <head><title>Document Moved</title></head><body><h1>Object Moved</h1>This document may be found <a 
HREF="https://www.msn.com/mail/liopolo/r_2FdFpkR4VdtsN08a/_2BmiRrdo/iRPVi0tWAScg5sVGfo66/hUF_2BDb_2
BTvse5vT2/OGVc4TNxI8ONXMjzPJH1kn/iiKryEX2ymN0T/2YX_2Bs_/

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49784 13.82.28.61 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:23:01 UTC 1 OUT GET /mail/liopolo/C3nZ3ojPKuvLDFaD_2FVNtz/i_2BIT_2FM/PkJe7W3e825Ul_2Ff/m4m7583Exh_2/FXgqIY2YIG4/C7y4
oW_2FqnMiT/UXE8adViqK_2F0elSuUWK/zwOfFpRmM9Pcjtlo/mhxUAWIol_2Bidj/ZyUBkmkt9UDUf59heB/_2Fa0
1_2F/fe5khD18VNL3grTs1oBD/Gp7Xm3KoaUrn2NbkVi4/PAUVXoXppe_2FqPWphraUo/OvKmQ_2F/8LQ.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: msn.com

2021-10-11 22:23:01 UTC 1 IN HTTP/1.1 301 Moved Permanently
Content-Type: text/html; charset=UTF-8
Location: https://www.msn.com/mail/liopolo/C3nZ3ojPKuvLDFaD_2FVNtz/i_2BIT_2FM/PkJe7W3e825Ul_2Ff/m4m7
583Exh_2/FXgqIY2YIG4/C7y4oW_2FqnMiT/UXE8adViqK_2F0elSuUWK/zwOfFpRmM9Pcjtlo/mhxUAWIol_2Bidj
/ZyUBkmkt9UDUf59heB/_2Fa01_2F/fe5khD18VNL3grTs1oBD/Gp7Xm3KoaUrn2NbkVi4/PAUVXoXppe_2FqPWphr
aUo/OvKmQ_2F/8LQ.jre
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Date: Mon, 11 Oct 2021 22:23:01 GMT
Connection: close
Content-Length: 413

2021-10-11 22:23:01 UTC 2 IN Data Raw: 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 44 6f 63 75 6d 65 6e 74 20 4d 6f 76 65 64 3c 2f 74 69 74 6c 65 3e 3c 2f
68 65 61 64 3e 0a 3c 62 6f 64 79 3e 3c 68 31 3e 4f 62 6a 65 63 74 20 4d 6f 76 65 64 3c 2f 68 31 3e 54 68 69 73 20 64 6f 
63 75 6d 65 6e 74 20 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 3c 61 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 
2e 6d 73 6e 2e 63 6f 6d 2f 6d 61 69 6c 2f 6c 69 6f 70 6f 6c 6f 2f 43 33 6e 5a 33 6f 6a 50 4b 75 76 4c 44 46 61 44 5f 32 46 
56 4e 74 7a 2f 69 5f 32 42 49 54 5f 32 46 4d 2f 50 6b 4a 65 37 57 33 65 38 32 35 55 6c 5f 32 46 66 2f 6d 34 6d 37 35 38 
33 45 78 68 5f 32 2f 46 58 67 71 49 59 32 59 49 47 34 2f 43 37 79 34 6f 57 5f 32 46 71 6e 4d 69 54 2f 55 58 45 38 61 64 
56 69 71 4b 5f 32 46 30 65 6c 53 75 55 57 4b 2f 7a 
Data Ascii: <head><title>Document Moved</title></head><body><h1>Object Moved</h1>This document may be found <a 
HREF="https://www.msn.com/mail/liopolo/C3nZ3ojPKuvLDFaD_2FVNtz/i_2BIT_2FM/PkJe7W3e825Ul_2Ff/m4m7583
Exh_2/FXgqIY2YIG4/C7y4oW_2FqnMiT/UXE8adViqK_2F0elSuUWK/z

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.3 49793 40.97.161.50 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:23:42 UTC 2 OUT GET /signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zStiAL1i/ws5BIrlWLA2GdJ9e0xq88Zi/DBztcvZHmo
/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jXJ0EFBBnJ/89lvGSm0UsN_2B/DpWUyWVECg62e9A86zQtW/yv5TQxo2f
X2Xv7gp/5xHugEiGC5l_2Bc/jIp0JWV7N33_2F/EkcA.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: outlook.com
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2021-10-11 22:23:42 UTC 3 IN HTTP/1.1 301 Moved Permanently
Cache-Control: no-cache
Pragma: no-cache
Location: https://www.outlook.com/signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zStiAL1i/ws5BI
rlWLA2GdJ9e0xq88Zi/DBztcvZHmo/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jXJ0EFBBnJ/89lvGSm0UsN_2B/Dp
WUyWVECg62e9A86zQtW/yv5TQxo2fX2Xv7gp/5xHugEiGC5l_2Bc/jIp0JWV7N33_2F/EkcA.jre
Server: Microsoft-IIS/10.0
request-id: e427b968-c179-19ee-eab5-c69a787deb18
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-FEServer: MWHPR11CA0030
X-RequestId: f7bccd31-1fe5-42bc-a78f-bd5067779086
MS-CV: aLkn5HnB7hnqtcaaeH3rGA.0
X-Powered-By: ASP.NET
X-FEServer: MWHPR11CA0030
Date: Mon, 11 Oct 2021 22:23:42 GMT
Connection: close
Content-Length: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49794 40.101.60.226 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:23:42 UTC 3 OUT GET /signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zStiAL1i/ws5BIrlWLA2GdJ9e0xq88Zi/DBztcvZHmo
/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jXJ0EFBBnJ/89lvGSm0UsN_2B/DpWUyWVECg62e9A86zQtW/yv5TQxo2f
X2Xv7gp/5xHugEiGC5l_2Bc/jIp0JWV7N33_2F/EkcA.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: www.outlook.com

2021-10-11 22:23:43 UTC 4 IN HTTP/1.1 301 Moved Permanently
Cache-Control: no-cache
Pragma: no-cache
Location: https://outlook.office365.com/signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zStiAL1i/ws5BIrlWL
A2GdJ9e0xq88Zi/DBztcvZHmo/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jXJ0EFBBnJ/89lvGSm0UsN_2B/DpWUyW
VECg62e9A86zQtW/yv5TQxo2fX2Xv7gp/5xHugEiGC5l_2Bc/jIp0JWV7N33_2F/EkcA.jre
Server: Microsoft-IIS/10.0
request-id: 3ee32a65-f321-e918-2e40-dbfe04406261
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-FEServer: AM5P194CA0018
X-RequestId: 92a6e5ca-1271-47f5-a128-c722311c932a
MS-CV: ZSrjPiHzGOkuQNv+BEBiYQ.0
X-Powered-By: ASP.NET
X-FEServer: AM5P194CA0018
Date: Mon, 11 Oct 2021 22:23:42 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.3 49795 52.97.151.82 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:23:43 UTC 4 OUT GET /signup/liopolo/_2F1953bLKh6Aa9Zni5pUB/uu476XRXRXdwS/zStiAL1i/ws5BIrlWLA2GdJ9e0xq88Zi/DBztcvZHmo
/mcGQqmXKrqNjP4iG6/7aTDT9GSE9D6/8jXJ0EFBBnJ/89lvGSm0UsN_2B/DpWUyWVECg62e9A86zQtW/yv5TQxo2f
X2Xv7gp/5xHugEiGC5l_2Bc/jIp0JWV7N33_2F/EkcA.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: outlook.office365.com
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2021-10-11 22:23:43 UTC 5 IN HTTP/1.1 404 Not Found
Content-Length: 1245
Content-Type: text/html
Server: Microsoft-IIS/10.0
request-id: 0c8d249e-2aa6-4c4b-c0dd-a86db3f73cbe
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-CalculatedFETarget: AM0PR02CU003.internal.outlook.com
X-BackEndHttpStatus: 404
X-FEProxyInfo: AM0PR02CA0079.EURPRD02.PROD.OUTLOOK.COM
X-CalculatedBETarget: AM0PR10MB2530.EURPRD10.PROD.OUTLOOK.COM
X-BackEndHttpStatus: 404
X-RUM-Validated: 1
X-Proxy-RoutingCorrectness: 1
X-Proxy-BackendServerStatus: 404
MS-CV: niSNDKYqS0zA3ahts/c8vg.1.1
X-FEServer: AM0PR02CA0079
X-Powered-By: ASP.NET
X-FEServer: AM6PR10CA0074
Date: Mon, 11 Oct 2021 22:23:43 GMT
Connection: close

2021-10-11 22:23:43 UTC 6 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48 
54 4d 4c 20 31 2e 30 20 53 74 72 69 63 74 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 
52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 73 74 72 69 63 74 2e 64 74 64 22 3e 0d 0a 3c 68 74 6d 6c 20 
78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 3e 0d 0a 3c 
68 65 61 64 3e 0d 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 69 73 6f 2d 38 38 35 39 2d 31 22 2f 
3e 0d 0a 3c 74 69 74 6c 65 3e 34 30 34 20 2d 20 46 69 6c 
Data Ascii: <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-s
trict.dtd"><html xmlns="http://www.w3.org/1999/xhtml"><head><meta http-equiv="Content-Type" content="text/html; 
charset=iso-8859-1"/><title>404 - Fil

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.3 49796 40.97.161.50 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:23:44 UTC 7 OUT GET /signup/liopolo/jh_2BJAUni/lkDaKSs6NPU7K6NDS/e_2FibHZsZ5a/s4oEo9go0c6/pciek84ucCmHqd/ux_2BgaSfPa
BMcDfNjzb3/rbrRSArhJJpb3rOW/xdA1Wy83LoKT_2F/eny3XPOONMNlhwdGDb/HeEQC75Ox/PYv0ijHf_2BV06O4i
ZeM/ZM8mz_2FbpTp5AwODR0/XLpKCg0_2Ffc7auFjvx4p8/3b.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: outlook.com

2021-10-11 22:23:44 UTC 7 IN HTTP/1.1 301 Moved Permanently
Cache-Control: no-cache
Pragma: no-cache
Location: https://www.outlook.com/signup/liopolo/jh_2BJAUni/lkDaKSs6NPU7K6NDS/e_2FibHZsZ5a/s4oEo9go0
c6/pciek84ucCmHqd/ux_2BgaSfPaBMcDfNjzb3/rbrRSArhJJpb3rOW/xdA1Wy83LoKT_2F/eny3XPOONMNlhwdGD
b/HeEQC75Ox/PYv0ijHf_2BV06O4iZeM/ZM8mz_2FbpTp5AwODR0/XLpKCg0_2Ffc7auFjvx4p8/3b.jre
Server: Microsoft-IIS/10.0
request-id: 7476278a-8573-403d-bda4-a5e2da3086ad
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-FEServer: MWHPR11CA0027
X-RequestId: 8c7971ac-3435-454b-9ce5-da2c04cd34f2
MS-CV: iid2dHOFPUC9pKXi2jCGrQ.0
X-Powered-By: ASP.NET
X-FEServer: MWHPR11CA0027
Date: Mon, 11 Oct 2021 22:23:44 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.3 49797 52.97.151.2 443 C:\Windows\SysWOW64\rundll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:23:44 UTC 8 OUT GET /signup/liopolo/jh_2BJAUni/lkDaKSs6NPU7K6NDS/e_2FibHZsZ5a/s4oEo9go0c6/pciek84ucCmHqd/ux_2BgaSfPa
BMcDfNjzb3/rbrRSArhJJpb3rOW/xdA1Wy83LoKT_2F/eny3XPOONMNlhwdGDb/HeEQC75Ox/PYv0ijHf_2BV06O4i
ZeM/ZM8mz_2FbpTp5AwODR0/XLpKCg0_2Ffc7auFjvx4p8/3b.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: www.outlook.com
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2021-10-11 22:23:44 UTC 8 IN HTTP/1.1 301 Moved Permanently
Cache-Control: no-cache
Pragma: no-cache
Location: https://outlook.office365.com/signup/liopolo/jh_2BJAUni/lkDaKSs6NPU7K6NDS/e_2FibHZsZ5a/s4oEo9go0c6/p
ciek84ucCmHqd/ux_2BgaSfPaBMcDfNjzb3/rbrRSArhJJpb3rOW/xdA1Wy83LoKT_2F/eny3XPOONMNlhwdGDb/He
EQC75Ox/PYv0ijHf_2BV06O4iZeM/ZM8mz_2FbpTp5AwODR0/XLpKCg0_2Ffc7auFjvx4p8/3b.jre
Server: Microsoft-IIS/10.0
request-id: caa0db0f-9777-d9d1-3336-962544cc6f5d
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-FEServer: AM6P195CA0043
X-RequestId: d14c0c8b-35f7-4987-9d6d-c2fe1a7d1a5a
MS-CV: D9ugyneX0dkzNpYlRMxvXQ.0
X-Powered-By: ASP.NET
X-FEServer: AM6P195CA0043
Date: Mon, 11 Oct 2021 22:23:44 GMT
Connection: close
Content-Length: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.3 49798 52.97.151.66 443 C:\Windows\SysWOW64\rundll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:23:44 UTC 9 OUT GET /signup/liopolo/jh_2BJAUni/lkDaKSs6NPU7K6NDS/e_2FibHZsZ5a/s4oEo9go0c6/pciek84ucCmHqd/ux_2BgaSfPa
BMcDfNjzb3/rbrRSArhJJpb3rOW/xdA1Wy83LoKT_2F/eny3XPOONMNlhwdGDb/HeEQC75Ox/PYv0ijHf_2BV06O4i
ZeM/ZM8mz_2FbpTp5AwODR0/XLpKCg0_2Ffc7auFjvx4p8/3b.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: outlook.office365.com

2021-10-11 22:23:44 UTC 9 IN HTTP/1.1 404 Not Found
Content-Length: 1245
Content-Type: text/html
Server: Microsoft-IIS/10.0
request-id: 404aa930-782f-c767-6fa8-22dabae1af7b
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Alt-Svc: h3=":443",h3-29=":443"
X-CalculatedFETarget: VI1PR04CU006.internal.outlook.com
X-BackEndHttpStatus: 404
X-FEProxyInfo: VI1PR04CA0106.EURPRD04.PROD.OUTLOOK.COM
X-CalculatedBETarget: VI1P191MB0174.EURP191.PROD.OUTLOOK.COM
X-BackEndHttpStatus: 404
X-RUM-Validated: 1
X-Proxy-RoutingCorrectness: 1
X-Proxy-BackendServerStatus: 404
MS-CV: MKlKQC94Z8dvqCLauuGvew.1.1
X-FEServer: VI1PR04CA0106
X-Powered-By: ASP.NET
X-FEServer: AM6P191CA0036
Date: Mon, 11 Oct 2021 22:23:43 GMT
Connection: close

2021-10-11 22:23:44 UTC 10 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48 
54 4d 4c 20 31 2e 30 20 53 74 72 69 63 74 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 
52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 73 74 72 69 63 74 2e 64 74 64 22 3e 0d 0a 3c 68 74 6d 6c 20 
78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 3e 0d 0a 3c 
68 65 61 64 3e 0d 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 69 73 6f 2d 38 38 35 39 2d 31 22 2f 
3e 0d 0a 3c 74 69 74 6c 65 3e 34 30 34 20 2d 20 46 69 6c 
Data Ascii: <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-s
trict.dtd"><html xmlns="http://www.w3.org/1999/xhtml"><head><meta http-equiv="Content-Type" content="text/html; 
charset=iso-8859-1"/><title>404 - Fil

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.3 49846 13.82.28.61 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:24:23 UTC 11 OUT GET /mail/liopolo/jpKr3VzL6CFU/K4QwQLlZ56e/n3MZDuNS62Sf0R/mD2lfs_2FQXwlgYrd0DFL/pEDSMAvGRe
ZoZ8Jm/OSgzsTstfQRz_2F/2Bp8zA9yijiTKRH09Q/Mwm_2F7JH/xI5SfnAXURadBpSsyjtC/_2BEE4TT4VBjXUCp_
2B/cYd5vNurcHADHrS6HheJd6/UAnImB8Jw2Ynr/9pKHwbRP/FStf.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: msn.com
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Code Manipulations

Statistics

Behavior

Click to jump to process

2021-10-11 22:24:23 UTC 12 IN HTTP/1.1 301 Moved Permanently
Content-Type: text/html; charset=UTF-8
Location: https://www.msn.com/mail/liopolo/jpKr3VzL6CFU/K4QwQLlZ56e/n3MZDuNS62Sf0R/mD2lfs_2FQXwlgYrd
0DFL/pEDSMAvGReZoZ8Jm/OSgzsTstfQRz_2F/2Bp8zA9yijiTKRH09Q/Mwm_2F7JH/xI5SfnAXURadBpSsyjtC/_2
BEE4TT4VBjXUCp_2B/cYd5vNurcHADHrS6HheJd6/UAnImB8Jw2Ynr/9pKHwbRP/FStf.jre
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Date: Mon, 11 Oct 2021 22:24:23 GMT
Connection: close
Content-Length: 375

2021-10-11 22:24:23 UTC 12 IN Data Raw: 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 44 6f 63 75 6d 65 6e 74 20 4d 6f 76 65 64 3c 2f 74 69 74 6c 65 3e 3c 2f
68 65 61 64 3e 0a 3c 62 6f 64 79 3e 3c 68 31 3e 4f 62 6a 65 63 74 20 4d 6f 76 65 64 3c 2f 68 31 3e 54 68 69 73 20 64 6f 
63 75 6d 65 6e 74 20 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 3c 61 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 
2e 6d 73 6e 2e 63 6f 6d 2f 6d 61 69 6c 2f 6c 69 6f 70 6f 6c 6f 2f 6a 70 4b 72 33 56 7a 4c 36 43 46 55 2f 4b 34 51 77 51 4c 
6c 5a 35 36 65 2f 6e 33 4d 5a 44 75 4e 53 36 32 53 66 30 52 2f 6d 44 32 6c 66 73 5f 32 46 51 58 77 6c 67 59 72 64 30 44 
46 4c 2f 70 45 44 53 4d 41 76 47 52 65 5a 6f 5a 38 4a 6d 2f 4f 53 67 7a 73 54 73 74 66 51 52 7a 5f 32 46 2f 32 42 70 38 
7a 41 39 79 69 6a 69 54 4b 52 48 30 39 51 2f 4d 77 
Data Ascii: <head><title>Document Moved</title></head><body><h1>Object Moved</h1>This document may be found <a 
HREF="https://www.msn.com/mail/liopolo/jpKr3VzL6CFU/K4QwQLlZ56e/n3MZDuNS62Sf0R/mD2lfs_2FQXwlgYrd0DF
L/pEDSMAvGReZoZ8Jm/OSgzsTstfQRz_2F/2Bp8zA9yijiTKRH09Q/Mw

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.3 49848 13.82.28.61 443 C:\Windows\System32\loaddll32.exe

Timestamp
kBytes
transferred Direction Data

2021-10-11 22:24:25 UTC 13 OUT GET /mail/liopolo/QXqV1Cwmdgy9RAxuvo/eyRDOSF4h/n5Xdvl6macAzIHUi6g_2/FnMxm3OFSbW9k15b3rD/GO
Z7HTzmadDT3EaU6FMaux/8v8OfzSGDIfuI/2JFzbGpa/48oXcRIDJ4CWvryCIOce07l/PRm5ekLf_2/FWrUO776bg5
a24LJQ/ndIkg4SZse4c/jL7OG2Z00xG/sTPur68E_2BxS_/2FjGzTP4SxNpm_2FiKI7j/WPoFKl4.jre HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: msn.com

2021-10-11 22:24:25 UTC 13 IN HTTP/1.1 301 Moved Permanently
Content-Type: text/html; charset=UTF-8
Location: https://www.msn.com/mail/liopolo/QXqV1Cwmdgy9RAxuvo/eyRDOSF4h/n5Xdvl6macAzIHUi6g_2/FnMxm3O
FSbW9k15b3rD/GOZ7HTzmadDT3EaU6FMaux/8v8OfzSGDIfuI/2JFzbGpa/48oXcRIDJ4CWvryCIOce07l/PRm5ekL
f_2/FWrUO776bg5a24LJQ/ndIkg4SZse4c/jL7OG2Z00xG/sTPur68E_2BxS_/2FjGzTP4SxNpm_2FiKI7j/WPoFKl4.jre
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Date: Mon, 11 Oct 2021 22:24:25 GMT
Connection: close
Content-Length: 398

2021-10-11 22:24:25 UTC 14 IN Data Raw: 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 44 6f 63 75 6d 65 6e 74 20 4d 6f 76 65 64 3c 2f 74 69 74 6c 65 3e 3c 2f
68 65 61 64 3e 0a 3c 62 6f 64 79 3e 3c 68 31 3e 4f 62 6a 65 63 74 20 4d 6f 76 65 64 3c 2f 68 31 3e 54 68 69 73 20 64 6f 
63 75 6d 65 6e 74 20 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 3c 61 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 
2e 6d 73 6e 2e 63 6f 6d 2f 6d 61 69 6c 2f 6c 69 6f 70 6f 6c 6f 2f 51 58 71 56 31 43 77 6d 64 67 79 39 52 41 78 75 76 6f 2f 
65 79 52 44 4f 53 46 34 68 2f 6e 35 58 64 76 6c 36 6d 61 63 41 7a 49 48 55 69 36 67 5f 32 2f 46 6e 4d 78 6d 33 4f 46 53 
62 57 39 6b 31 35 62 33 72 44 2f 47 4f 5a 37 48 54 7a 6d 61 64 44 54 33 45 61 55 36 46 4d 61 75 78 2f 38 76 38 4f 66 7a 
53 47 44 49 66 75 49 2f 32 4a 46 7a 62 47 70 61 2f 
Data Ascii: <head><title>Document Moved</title></head><body><h1>Object Moved</h1>This document may be found <a 
HREF="https://www.msn.com/mail/liopolo/QXqV1Cwmdgy9RAxuvo/eyRDOSF4h/n5Xdvl6macAzIHUi6g_2/FnMxm3OFSb
W9k15b3rD/GOZ7HTzmadDT3EaU6FMaux/8v8OfzSGDIfuI/2JFzbGpa/
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System Behavior

File ActivitiesFile Activities

Start time: 00:20:49

Start date: 12/10/2021

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit): true

Commandline: loaddll32.exe 'C:\Users\user\Desktop\m87xfb63XU.dll'

Imagebase: 0x1240000

File size: 893440 bytes

MD5 hash: 72FCD8FB0ADC38ED9050569AD673650E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000000.00000002.828285916.0000000002F19000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.573182276.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.575886663.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000000.00000003.512556680.0000000000D50000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.574590732.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.573615076.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000002.828440646.00000000030D0000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.574198555.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.573998703.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.619056224.000000000334B000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.573750690.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.573091337.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.707612619.000000000314F000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.574533141.00000000034C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.664577952.000000000324D000.00000004.00000040.sdmp, Author: 
Joe Security

Reputation: moderate

Show Windows behavior

Start time: 00:20:50

Start date: 12/10/2021

Analysis Process: loaddll32.exe PID: 6444 Parent PID: 3120Analysis Process: loaddll32.exe PID: 6444 Parent PID: 3120

General

Analysis Process: cmd.exe PID: 6408 Parent PID: 6444Analysis Process: cmd.exe PID: 6408 Parent PID: 6444

General
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File ActivitiesFile Activities

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\m87xfb63XU.dll',#1

Imagebase: 0xd80000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 00:20:50

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\m87xfb63XU.dll,BeGrass

Imagebase: 0xa10000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000002.00000003.492790466.0000000002F30000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 00:20:50

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe  'C:\Users\user\Desktop\m87xfb63XU.dll',#1

Imagebase: 0xa10000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 4520 Parent PID: 6444Analysis Process: rundll32.exe PID: 4520 Parent PID: 6444

General

Analysis Process: rundll32.exe PID: 4352 Parent PID: 6408Analysis Process: rundll32.exe PID: 4352 Parent PID: 6408

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000002.829711196.0000000004CD0000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.577592974.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.577142287.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.621678183.0000000004F4B000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000003.00000003.492597168.00000000008D0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000003.00000002.829472336.0000000004949000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.576726243.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.577395162.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.578289206.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.576921901.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.711256543.0000000004D4F000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.576829931.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.667981816.0000000004E4D000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.577047375.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000003.00000003.576567742.00000000050C8000.00000004.00000040.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 00:20:55

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\m87xfb63XU.dll,Fieldeight

Imagebase: 0xa10000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000004.00000003.506220086.0000000000680000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Analysis Process: rundll32.exe PID: 6952 Parent PID: 6444Analysis Process: rundll32.exe PID: 6952 Parent PID: 6444

General

Analysis Process: rundll32.exe PID: 6936 Parent PID: 6444Analysis Process: rundll32.exe PID: 6936 Parent PID: 6444
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File ActivitiesFile Activities

Start time: 00:20:59

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\m87xfb63XU.dll,Often

Imagebase: 0xa10000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000005.00000003.512003320.00000000004D0000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 00:22:47

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 4520 -s 876

Imagebase: 0xd50000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 00:22:50

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

General

Analysis Process: WerFault.exe PID: 6368 Parent PID: 4520Analysis Process: WerFault.exe PID: 6368 Parent PID: 4520

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: WerFault.exe PID: 3676 Parent PID: 6936Analysis Process: WerFault.exe PID: 3676 Parent PID: 6936

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6936 -s 832

Imagebase: 0xd50000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 00:22:56

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6952 -s 640

Imagebase: 0xd50000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 00:23:01

Start date: 12/10/2021

Path: C:\Windows\SysWOW64\WerFault.exe

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Analysis Process: WerFault.exe PID: 5396 Parent PID: 6952Analysis Process: WerFault.exe PID: 5396 Parent PID: 6952

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Analysis Process: WerFault.exe PID: 1280 Parent PID: 6952Analysis Process: WerFault.exe PID: 1280 Parent PID: 6952

General
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Code Analysis
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Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6952 -s 640

Imagebase: 0xd50000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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