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Windows Analysis Report Quotation Request.pdf.scr

Overview

General Information

Sample Quotation Request.pdf.scr

Name: (renamed file extension
from scr to exe)

Analysis ID: 501145

MDS: 950884c21021€6..

SHAL: 38786584d7caflb.

SHA256: b7e4d5626ef15e8.

Infos:

fiBQt sy

HEA'

Most interesting Screenshot:

Score:

Range:

= System is w10x64

Detection

F MALICIOUS 1

Whitelisted:

Confidence:

Classification

Found malware configuration

Multi AV Scanner detection for subm...
Malicious sample detected (through ...
Sigma detected: NanoCore

Yara detected AntiVM3

@
«Q
>
2
c
=
@
]

Multi AV Scanner detection for doma...
Multi AV Scanner detection for dropp...

Yara detected Nanocore RAT

NanoCore

Sigma detected: Bad Opsec Default...

100 Initial' sample is a PE file and has a. ...
0-100 Writes to foreign memory regions
false

Tries to detect sandboxes and other...
100%

. )> Quotation Request.pdf.exe (PID: 4556 cmdline: 'C:\Users\user\Desktop\Quotation Request.pdf.exe’ MD5: 95D884C21021E67EA7E9E204A0488FA3)

o W
15FF7D8324231381BAD48A052F85DF04)

schtasks.exe (PID: 2812 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\eqNjYDmhJoX' /XML 'C:\Users\user\AppData\Loca\Temp\tmpAC55.tmp" MD5:

o conhost.exe (PID: 5048 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o W]
= cleanup

Malware Configuration

Threatname: NanoCore

Copyright Joe Security LLC 2021

RegSvcs.exe (PID: 408 cmdline: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe MD5: 71369277D09DA0830C8C59F9E22BB23A)
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"Version": "1.2.2.0",

"Mutex": "ed2d5ce0-cadd-4264-be01-91a018d5",
"Domain1": "harold.accesscam.org”,
"Domain2":
"Port": 6051,

"KeyboardLogging": "Enable",

"harold. 2waky.com",

"RunOnStartup": "Disable”,
"RequestElevation”: "Disable”,
"BypassUAC": "Disable",
"ClearZoneIdentifier": "Enable”,
"ClearAccessControl": "Disable”,
"SetCriticalProcess": "Disable”,

"PreventSystemSleep”: "Enable”,
"ActivateAwayMode": "Disable”,
"EnableDebugMode": "Disable”,

"RunDelay": 0,

"ConnectDelay": 4000,
"RestartDelay": 5000,
"TimeoutInterval”: 5000,
"KeepAliveTimeout": 30000,
"MutexTimeout": 5000,
"LanTimeout": 2500,
"WanTimeout": 8000,
"BufferSize": "ffff0000",

"MaxPacketSize": "0000a000",
"GCThreshold": "0000a000",
"UseCustomDNS": "Enable",

"PrimaryDNSServer": "8.8.8.8",
"BackupDNSServer": "8.8.4.4"

Yara Overview

Memory Dumps
Source Rule

00000000.00000002.271877487.0000000002D6
1000.00000004.00000001.sdmp

00000000.00000002.271987580.0000000002D9
7000.00000004.00000001.sdmp

00000000.00000002.273290959.0000000003D6
1000.00000004.00000001.sdmp

JoeSecurity AntiVM_3

JoeSecurity_AntiVM_3

Nanocore_RAT_Gen_2

00000000.00000002.273290959.0000000003D6
1000.00000004.00000001.sdmp

JoeSecurity_Nanocore

00000000.00000002.273290959.0000000003D6 NanoCore
1000.00000004.00000001.sdmp

Unpacked PEs

Source Rule

Copyright Joe Security LLC 2021

Description

Yara detected
AntiVM_3

Yara detected
AntiVM_3

Detetcs the
Nanocore RAT

Yara detected
Nanocore RAT

unknown

Author

Joe Security

Joe Security

Florian Roth

Joe Security

Kevin Breen
<kevin@techanarchy.net>

Click to see the 1 entries

Description

Author

Strings

0xbc275:$x1: NanoCore.ClientPluginHost
Oxeea95:$x1: NanoCore.ClientPluginHost
0xbc2b2:$x2: IClientNetworkHost

Oxeead2:$x2: IClientNetworkHost

0xbfde5:$x3: #=qjgz7ljmpp0J7FvL9dmi8ctIILdgtchw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

e 0xf2605:$x3: #=0jgz7ljimpp0J7FvLIdmi8ctIILdgtcbw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

e o o o o

Oxbbfdd:$a: NanoCore
Oxbbfed:$a: NanoCore
Oxbc221:$a: NanoCore
0xbc235:$a: NanoCore
0xbc275:$a: NanoCore
Oxee7fd:$a: NanoCore
Oxee80d:$a: NanoCore
Oxeea41:$a: NanoCore
Oxeea55:$a: NanoCore
Oxeea95:%a: NanoCore
0xbc03c:$b: ClientPlugin
0xbc23e:$b: ClientPlugin
Oxbc27e:$b: ClientPlugin
Oxee85c:$b: ClientPlugin
Oxeeabe:$b: ClientPlugin
Oxeea9e:$b: ClientPlugin
0xbc163:$c: ProjectData
Oxee983:$c: ProjectData
Oxlefe33:$c: ProjectData
0x265653:%¢: ProjectData
Oxbcb6a:$d: DESCrypto

© © © o6 o 0 o o o 0 0 o 0 o 0 0 0 0 0 o o

Strings
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Source Rule Description Author Strings

0.2.Quotation Request.pdf.exe.3e0d0e8.2.unpack Nanocore_RAT_Gen_2  Detetcs the Florian Roth
Nanocore RAT

.

0xe38d:$x1: NanoCore.ClientPluginHost
Oxe3ca:$x2: IClientNetworkHost

o Ox1lefd:$x3: #=qjgz7ljmpp0J7FvLIdmi8ctIILdgtchw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe

.

0.2.Quotation Request.pdf.exe.3e0d0e8.2.unpack Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth
RAT

0xe105:$x1: NanoCore Client.exe
0xe38d:$x2: NanoCore.ClientPluginHost
0xf9c6:$s1: PluginCommand
0xf9ba:$s2: FileCommand
0x1086b:$s3: PipeExists

0x16622:$s4: PipeCreated

0xe3b7:$s5: IClientLoggingHost

e o o o o o o

0.2.Quotation Request.pdf.exe.3e0d0e8.2.unpack JoeSecurity_Nanocore Yara detected Joe Security
Nanocore RAT

0.2.Quotation Request.pdf.exe.3e0d0e8.2.unpack NanoCore unknown Kevin Breen
<kevin@techanarchy.net>

0xe0f5:$a: NanoCore
0xel05:%a: NanoCore
0xe339:%a: NanoCore
0xe34d:$a: NanoCore
0xe38d:$a: NanoCore
0xel54:$b: ClientPlugin
0xe356:$b: ClientPlugin
0xe396:$b: ClientPlugin
0xe27b:$c: ProjectData
Oxec82:$d: DESCrypto
0x1664e:$e: KeepAlive
0x1463c:$g: LogClientMessage
0x10837:$i: get_Connected
Oxefb8:$j: #=q
Oxefe8:$j: #=q
0xf004:$j: #=q
0xf034:$j: #=q
0xf050:$j: #=q
0xfO6C:$j: #=q
0xf09c:$j: #=q
0xfOb8:$j: #=q

© © © o6 o © o o o 0 0 o o 0 0 o 0 0o o o o

0.2.Quotation Request.pdf.exe.2d69644.1.raw.unpack  JoeSecurity_AntiVM_3 Yara detected Joe Security
AntiVM_3

Click to see the 3 entries

Sigma Overview

AV Detection:

Sigma detected: NanoCore

E-Banking Fraud:

Sigma detected: NanoCore

System Summary:

Sigma detected: Bad Opsec Defaults Sacrificial Processes With Improper Arguments

Sigma detected: Possible Applocker Bypass

Stealing of Sensitive Information:

Sigma detected: NanoCore

Remote Access Functionality:

Sigma detected: NanoCore

Jbx Signature Overview

g

Click to jump to signature section
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AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Yara detected Nanocore RAT

Networking:

=

]‘

E-Banking Fraud:

Yara detected Nanocore RAT

System Summary:

=

Malicious sample detected (through community Yara rule)

Data Obfuscation:

L

Boot Survival:

L

Hooking and other Techniques for Hiding and Protection:

“E

-

Malware Analysis System Evasion:

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

=

Yara detected Nanocore RAT

Remote Access Functionality:

=

Yara detected Nanocore RAT
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Behavior Graph

D: 501145

Sample: Quotation Request.pdf.scr SUSPICIONS
Startdate:  12/10/2021 CLEAN
Architecture:  WINDOWS [ CRRRoT
Score: 100

- - - o

CiUsersluser\AppDatal...eqNjYDmhJoX.exe, PE32 )

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Quotation Request pdfexe A8

-
®

«Q
@®
=}
o

started

ot ML

Y
+
"en

n
dropped dropped dropped
CaUsersluseriAppDatalLocall..\tmpACS5.1mp, XML &) CUsers\..\Quotation Request.pd.exe.log, ASCII ¢
‘Wiites to foreign memory.
regions

) ES I8

i
i
=

Injects a PE file into
aforeign processes

RegSves.exe

D@ 2 i~

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious
Internet
n
harold.2waky.com (j
18 49756, 49757, dropped
DATAWIRE-ASCH unknown
witzerland B
CiUsersluser\AppDatalRoaming\..\run.dat, Non-150 T started
Hides that the sample
has been downloaded
from the Internet (zone.identier)
V
conhost.exe V-

Copyright Joe Security LLC 2021
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T AARB

Bin LSBIHQFDVT DUUDTUB PIVK

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Quotation Request.pdf.exe

Dropped Files

Source
C:\Users\user\AppData\Roaming\egNjYDmhJoX.exe
Unpacked PE Files

No Antivirus matches

Domains

Source
harold.2waky.com
windowsupdate.s.linwi.net

harold.accesscam.org

URLs

Copyright Joe Security LLC 2021

Detection
11%

Detection

11%

Detection
15%

0%

5%

Scanner

ReversingLabs

Scanner

ReversingLabs

Scanner
Virustotal
Virustotal

Virustotal

Label Link

ByteCode-
MSIL.Trojan.APost

Label Link

ByteCode-
MSIL.Trojan.APost

Label Link
Browse
Browse

Browse
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https://www.virustotal.com/gui/url/525df2b3cf4d2a34b142fe17937773e0321fdf4752062869c29e92b570839c81/detection/u-525df2b3cf4d2a34b142fe17937773e0321fdf4752062869c29e92b570839c81-1630968654
https://www.virustotal.com/gui/url/e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488/detection/u-e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488-1634025103
https://www.virustotal.com/gui/url/03dac04041d56a1dcd3f846ff0c93660db762d01d6238a03129461c22780aeba/detection/u-03dac04041d56a1dcd3f846ff0c93660db762d01d6238a03129461c22780aeba-1595296229

Source Detection Scanner Label Link

http:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htmB 0% Avira URL Cloud safe
http:/fwww.tiro.comsinta; 0% Avira URL Cloud safe
http:/fwww.zhongyicts.com.cn5 0% Avira URL Cloud safe
http:/fwww.fonts.com- 0% Avira URL Cloud safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/jp/2 0% Avira URL Cloud safe
http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/jp/9 0% URL Reputation safe
http:/fwww.collada.org/2005/11/COLLADASchema9Done 0% URL Reputation safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/9 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/ifontfabrik.com 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp//C 0% Avira URL Cloud safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/Y0 0% URL Reputation safe
harold.accesscam.org 0% Avira URL Cloud safe
http:/fwww.founder.com.cn/cna 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/YOPq 0% Avira URL Cloud safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.founder.com.cn/cnZ 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.fontbureau.comalsk 0% Avira URL Cloud  safe
http:/fwww.jiyu-kobo.co.jp/jp/U 0% Avira URL Cloud safe
http:/fwww.urwpp.de 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe
http:/fwww.fonts.comx 0% URL Reputation safe
http:/fwww.founder.com.cn/cnr-cM 0% Avira URL Cloud  safe
http:/fwww.fontbureau.com= 0% Avira URL Cloud safe
http:/fwww.fontbureau.comF 0% URL Reputation safe
http:/fwww_jiyu-kobo.co.jp/U 0% URL Reputation safe
http:/fwww_jiyu-kobo.co.jp/YOC 0% Avira URL Cloud safe
http:/fwww.urwpp.deax; 0% Avira URL Cloud safe
http:/fwww.tiro.comlic 0% URL Reputation safe
http:/fwww.founder.com.cn/cn/ru 0% Avira URL Cloud safe
http:/fwww.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe
http:/fwww.fontbureau.come.com 0% URL Reputation safe
http:/fwww.carterandcone.com| 0% URL Reputation safe
http:/fwww.urwpp.de9; 0% Avira URL Cloud safe
http:/fwww.fontbureau.coma2 0% Avira URL Cloud safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/qg 0% URL Reputation safe
http:/fwww.fontbureau.comt 0% URL Reputation safe
http:/fwww_jiyu-kobo.co.jp/o 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
harold.2waky.com 0% Avira URL Cloud safe
http:/fwww.fontbureau.comalic 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
windowsupdate.s.linwi.net 178.79.242.0 true false e 0%, Virustotal, Browse unknown

Copyright Joe Security LLC 2021 Page 11 of 22


https://www.virustotal.com/gui/url/525df2b3cf4d2a34b142fe17937773e0321fdf4752062869c29e92b570839c81/detection/u-525df2b3cf4d2a34b142fe17937773e0321fdf4752062869c29e92b570839c81-1630968654
https://www.virustotal.com/gui/url/e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488/detection/u-e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488-1634025103
https://www.virustotal.com/gui/url/03dac04041d56a1dcd3f846ff0c93660db762d01d6238a03129461c22780aeba/detection/u-03dac04041d56a1dcd3f846ff0c93660db762d01d6238a03129461c22780aeba-1595296229

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public
Domain Country Flag ASN Name Malicious
Private
P
192.168.2.1

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 501145
Start date: 12.10.2021
Start time: 15:48:13
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 4s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Quotation Request.pdf.scr (renamed file extension from scr to exe)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 26
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad. WinEXE@6/9@25/2
EGA Information: Failed
HDC Information: e Successful, ratio: 0.9% (good quality ratio 0.7%)

e Quality average: 70.6%
e Quality standard deviation: 36.8%

HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Warnings: Show All

Copyright Joe Security LLC 2021 Page 12 of 22



Simulations

Behavior and APIs

Time
15:49:19
15:49:22

API Interceptor
API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
185.19.85.137

Domains

Match

harold.2waky.com

windowsupdate.s.lInwi.net

ASN
Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
3 "
] ]
o o
Q, 0,
2 2
@ @
-3 -
(7] (7]
o 2
3 3
=3 i
o ®©
P4 2
o o
3 3
o ®
c (=
A A
[l [l

898x Sleep call for process: RegSvcs.exe modified

1x Sleep call for process: Quotation Request.pdf.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

185.19.85.137
185.19.85.137
185.19.85.137
23.146.242.147
23.146.242.147
194.5.98.5
194.5.98.5
194.5.98.5
194.5.98.5
91.193.75.29

185.165.15
3.213

178.79.242.128
178.79.242.0
178.79.242.128
178.79.242.0
178.79.242.0
178.79.242.0
178.79.242.128
178.79.242.0
178.79.242.0
178.79.242.128
178.79.242.0
178.79.242.0
178.79.242.0
178.79.242.0
178.79.242.0
178.79.242.0
178.79.242.128
178.79.242.128
178.79.242.0
178.79.242.0
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https://view.joesandbox.com/analysis/393857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393857/html/none?idtype=webid
https://view.joesandbox.com/analysis/393826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393826/html/none?idtype=webid
https://view.joesandbox.com/analysis/392453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392453/html/none?idtype=webid
https://view.joesandbox.com/analysis/391932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391932/html/none?idtype=webid
https://view.joesandbox.com/analysis/368487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368487/html/none?idtype=webid
https://view.joesandbox.com/analysis/347399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347399/html/none?idtype=webid
https://view.joesandbox.com/analysis/346518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346518/html/none?idtype=webid
https://view.joesandbox.com/analysis/337215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337215/html/none?idtype=webid
https://view.joesandbox.com/analysis/275466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275466/html/none?idtype=webid
https://view.joesandbox.com/analysis/393826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393826/html/none?idtype=webid
https://view.joesandbox.com/analysis/392453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392453/html/none?idtype=webid
https://view.joesandbox.com/analysis/391932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391932/html/none?idtype=webid
https://view.joesandbox.com/analysis/375775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375775/html/none?idtype=webid
https://view.joesandbox.com/analysis/370311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370311/html/none?idtype=webid
https://view.joesandbox.com/analysis/361009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/361009/html/none?idtype=webid
https://view.joesandbox.com/analysis/336893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336893/html/none?idtype=webid
https://view.joesandbox.com/analysis/335884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335884/html/none?idtype=webid
https://view.joesandbox.com/analysis/334865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334865/html/none?idtype=webid
https://view.joesandbox.com/analysis/263476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263476/html/none?idtype=webid
https://view.joesandbox.com/analysis/178528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/178528/html/none?idtype=webid
https://view.joesandbox.com/analysis/393857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393857/html/none?idtype=webid
https://view.joesandbox.com/analysis/393856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393856/html/none?idtype=webid
https://view.joesandbox.com/analysis/393854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393854/html/none?idtype=webid
https://view.joesandbox.com/analysis/393853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393853/html/none?idtype=webid
https://view.joesandbox.com/analysis/393847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393847/html/none?idtype=webid
https://view.joesandbox.com/analysis/393846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393846/html/none?idtype=webid
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid
https://view.joesandbox.com/analysis/393728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393728/html/none?idtype=webid
https://view.joesandbox.com/analysis/393725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393725/html/none?idtype=webid
https://view.joesandbox.com/analysis/393718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393718/html/none?idtype=webid
https://view.joesandbox.com/analysis/393716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393716/html/none?idtype=webid
https://view.joesandbox.com/analysis/393711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393711/html/none?idtype=webid
https://view.joesandbox.com/analysis/393708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393708/html/none?idtype=webid
https://view.joesandbox.com/analysis/393682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393682/html/none?idtype=webid
https://view.joesandbox.com/analysis/393671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393671/html/none?idtype=webid
https://view.joesandbox.com/analysis/393670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393670/html/none?idtype=webid
https://view.joesandbox.com/analysis/393664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393664/html/none?idtype=webid
https://view.joesandbox.com/analysis/393635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393635/html/none?idtype=webid
https://view.joesandbox.com/analysis/393622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393622/html/none?idtype=webid
https://view.joesandbox.com/analysis/393618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393618/html/none?idtype=webid

Match
DATAWIRE-ASCH

JA3 Fingerprints
No context
Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

185.19.85.137
185.19.85.137
185.19.85.136
185.19.85.175
185.19.85.136
185.19.85.175
185.19.85.171
185.19.85.170
185.19.85.136
185.19.85.175
185.19.85.175
185.19.85.175
185.19.85.137
185.19.85.171
185.19.85.175
185.19.85.137
185.19.85.175
185.19.85.175
185.19.85.175
185.19.85.171

Process: C:\Users\user\Desktop\Quotation Request.pdf.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 525

Entropy (8bit):  5.2874233355119316

Encrypted: false

SSDEEP: 12:Q3LaJU20Nal10U29hJ5g1B0U2ukyrFk70Ug+9YZz9tv:MLF20NaL329hJ59522rWz2T
MD5: 61CCF53571C9ABA6511D696CB0OD32E45

SHAL: A13A42A20EC14942F52DB20FB16A0A520F8183CE

SHA-256: 3459BDF6C0B7F9D43649ADAAF19BA8D5D133BCBESEF80CF4B7000DC91E10903B
SHA-512: 90E180D9A681F82C010C326456AC88EBB89256CC769E900BFB4B2DF92E69CAG9726863B45DFE4627FC1EEBC281F2AF86A6A1E2EF1710094CCD3F4E092872F06
Malicious: true

Reputation: high, very likely benign file

Preview:

1,"fusion”,"GAC",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdcI8ffd1\System.ni.dll*,0..3,"C:\Windows\assembly
\Nativelmages_v2.0.50727_32\System.Drawing\54d944b3ca0eal188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\Microsoft.Vi
sualBas#\cd7c74fce2aleab72cd25che4bb61614\Microsoft.VisualBasic.ni.dll",0..

Process: C:\Users\user\Desktop\Quotation Request.pdf.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1660

Entropy (8bit):  5.187608923076909

Encrypted: false

SSDEEP: 24:2dH4+SEqC/dp7hdMINMFpdU/IMhEMjnGpwjplgUY ODOLDIRJIh7h8gKBPtn:cbhH7MINQ8/rydbz913Y ODOLNdg3L
MD5: 90ACD9A9CI7A5COEA3DA656B494C79A0

SHAL: 911E7AE189E24AC9E7DB82537F186EEE1D1F352F

SHA-256: 8C19DE887CC9B2DBC4D20252D8955274AF48A62DD544096 CFC0830AEECOCAO2E
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https://view.joesandbox.com/analysis/393857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393857/html/none?idtype=webid
https://view.joesandbox.com/analysis/393826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393826/html/none?idtype=webid
https://view.joesandbox.com/analysis/393713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393713/html/none?idtype=webid
https://view.joesandbox.com/analysis/393708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393708/html/none?idtype=webid
https://view.joesandbox.com/analysis/393256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393256/html/none?idtype=webid
https://view.joesandbox.com/analysis/393091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393091/html/none?idtype=webid
https://view.joesandbox.com/analysis/393019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393019/html/none?idtype=webid
https://view.joesandbox.com/analysis/392990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392990/html/none?idtype=webid
https://view.joesandbox.com/analysis/392965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392965/html/none?idtype=webid
https://view.joesandbox.com/analysis/392574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392574/html/none?idtype=webid
https://view.joesandbox.com/analysis/392571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392571/html/none?idtype=webid
https://view.joesandbox.com/analysis/392570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392570/html/none?idtype=webid
https://view.joesandbox.com/analysis/392453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392453/html/none?idtype=webid
https://view.joesandbox.com/analysis/392110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392110/html/none?idtype=webid
https://view.joesandbox.com/analysis/391998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391998/html/none?idtype=webid
https://view.joesandbox.com/analysis/391932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391932/html/none?idtype=webid
https://view.joesandbox.com/analysis/391888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391888/html/none?idtype=webid
https://view.joesandbox.com/analysis/391878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391878/html/none?idtype=webid
https://view.joesandbox.com/analysis/391860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391860/html/none?idtype=webid
https://view.joesandbox.com/analysis/391394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391394/html/none?idtype=webid

SHA-512: 7A193A28A1B8703D1A0B79401495AB6509A28BC2BB5E318EFAEC63CD2A01D4F50E684E9E5CADFO3BA6F63BA233CC2B6C15070C76CD01D430BC0310F35E86BE
DC

Malicious: true

Reputation: low

Preview:

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <Registrationinfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>computer\user</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>computer\user</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. </RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>computer\user</Userld>.. = <LogonType>InteractiveToken</LogonType>..  <RunLevel>LeastPrivilege</RunLevel>.. </Pri
ncipal>.. </Principals>.. <Settings>.. <MultipleInstancesPolicy>StopExisting</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatte
ries>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. <AllowHardTerminate>false</AllowHardTerminate>.. ~<StartWhenAv

C:\Users\luser\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\catalog.dat

Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
File Type: data
Category: dropped
Size (bytes): 1392
Entropy (8bit):  7.089541637477408
Encrypted: false
SSDEEP: 24:1QnybgC4jh+dQnybgC4jh+dQnybgC4jh+dQnybgC4jh+dQnybgC4jh+dQnybgC4l:lknjhUknjhUknjhUknjhUknjhUknjhL
MD5: 5E3C10DCF7AAB1A5E4671C3AD52D9BD2
SHA1L: 7DE7F5ACAED711BC35E62756D1440E80262D85D1
SHA-256: BOEB9E732F6204735FFB2C9AGEC8F077E4BAF31E57E336199D22278EAD8412F9
SHA-512: 00252F19A1D0098FEBC78231182FAD57A66390077C0C462C94950D7CA02D53A7B7D692B4D7E718DF2708C1F7919CCB29837A2309E3BEFD2D585FFOC049ES5FEB
Malicious: false
Reputation: moderate, very likely benign file
Preview:
Gj.h\.3.A..5.X..&...i+..c(L.P..P.cLT...Ab........ 4h.. t+. 2\ L SLUFR2 WML AEX AR~ G0N W2 = K~ L& TPHEHLL L2 ALK =8t

. HLL?,
LAKLI=8XLL+.2e E?.G.L L [[&G).h\B.ALB X .&..i+..c(1L.P.P.cLT.. Ab....4h.t+.Z\. ... S..IFF.2..h M+ LAEX 4 5L ~RG0N L W2.= K~ LL&Fp..... LTrH
YooH L 20 AKLD=8XLL+.2e E?.G.... [[&G].h\.3.A..5.X..&...i+..c(L.P..P.CLT.. Ab........ 4h. t+. 2\ Q... S FF2.h M+ L LAX kL ~EGONLL W22 K~ L&

e TPHL L 20 ALK LLDE8XL L +.2€ .G &G \.B. AL B X..&.i+..C(L.P..P.CLT..Ab......4h. t+.Z\. 0.
CHusersiuseriAPPDsisRoaMIng|DUGEDE25 tBFOEOA BOC AROOFSFOTROIURARL @&
Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
File Type: Non-ISO extended-ASCII text, with no line terminators
Category: dropped
Size (bytes): 8
Entropy (8bit): 2.75
Encrypted: false
SSDEEP: 3:0108tn:OFn
MD5: EEEF6DA74F6FAOAC71E338AD0B010144
SHA1L: 5C7F53209A792A7996DC66C1FB8811FD4D709661
SHA-256: 7C860F32B254485BFAF2BC37A1CCOFF6A90F00CF11BA321E3DD68FOF76E23064
SHA-512: 16C4352D1AF28BOCCFDIB3AE09B27E3080BEF3A0F40B7D1A35227AD2AACEO06C17D6F56BDED3C8A477DB449B688512255A886005420D4DF7D892FEFA391B6CE
8
Malicious: true
Reputation: low
Preview:
-..H

C:\Users\luser\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\settings.bak

Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit):  5.153055907333276

Encrypted: false

SSDEEP: 3:9bzY60RDTEP2bfVN1:RZWDT621

MD5: AE5E92E2369688041CC82EF9650EDED2

SHAL: 15E44F2F3194EE232B44E9684163B6F66472C862

SHA-256: F8098A6290118F2944B9E7C842BD014377D45844379F863B00D54515A8A64B48

SHA-512: 1B368018907A3BC30421FDA2C935B39DC9073B9B1248881E70AD48EDB6CAA256070C1A90B97B0OF64BBE61E316DBB8D5B2EC8DBABCDOBOB2999AB50B933671E
CB

Malicious: false

Preview:
9iH..}Z.4.f~a...
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C:\Users\luser\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\settings.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe

data

dropped

80

5.153055907333276

false

3:9bzY60RDT6EP2bfVnXygY60RDT6P2bfVn1:RZWDT62DWDT621
4315325323A62DE913E5CCD153817BCE
8B38155CD8ACB20BBA0C2A8AF02BFD35B15221A8
E0C2085D878FDF53CD7D8FOAA9F07490802C51FC3C14A52B6FEA96AD0743C838

B5036A6CD4852CEBCA86F588D94B9D58B63EBO07B2F4DEBD38D5E1BEG8BOBB62F82FA239673B6C08F432A28DD50E1D15773DC3738251BD2F9959F1255D727451
B

false

9H..}Z.4. f~a.......~~....3.U9H..}Z4. f.~a.....~~......3.U.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe

data

dropped

426832

7.999527918131335

true
6144:zKfHbamD8WN+JQYrjM7Ei2CsFJjyh9zvgPonV5HgZcPVT4Eb+Z6n03QSzjeMsdF/:zKf137EiDsTjevgArYcPVLoTQS+0iv
653DDDCB6C89F6EC51F3DDC0053C5914

ACF7E7D42495CE01C261E4C5C4B8BF6CD76CCEES

83B9CAEG6800C768887FB270728F6806 CBEBDEAD9946FA730F01723847F17FF9
27A467F2364C21CD1C6C34EF1CASFFB09B4C3180FC9C025E293374EB807E4382108617BB4B97FSEBBC27581CD6E5988BB5E21276B3CB829C1COE49AGFC9463/

false

RA..xg...[7..2.9@.K.-..T..+.ACe...R....enO
+.S..9d/{.H @.1. \s..X.a].<h*.J4* kx..
.OkF...v.m_.e.v.

j..heT -=Z.P;...g.m)<owJ].J..../.p..8.u8.&..#£.m9...j%..0&...

{J1 20 <E{ <IG..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Users\user\Desktop\Quotation Request.pdf.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

650240

7.635016130821497

false

12288:QMySBziJmggE0pGxgCfZk1LrWkHMIY p6/50jccyQ7w5MV:QMB5h3CIZHKKAAS0VAUS6

95D884C21021E67EA7TE9E204A0488FA3

38786584D7CAF1B36E7B72BF85099A82589C48A6

B7E4AD5626EF15E8584E644E1BFAADE75C1FAAAS54549BDE7560F44BD3550281DE
4AF1BFIC684F2AA3DEE982DCA10471FB912744385FE9567039BAF7109E51D70F85D3023544A0AC83595D73968406B8C269F5EDB59E1BIESFCF96759549529BFD

true

e Antivirus: ReversingLabs, Detection: 11%

H _ 0.4.......K...r.p..IC..p..
LANLA8 (e [ R O ,ra.ps....z.X...0........ e X O =50 HoAR AL (e [ TR Oueviee ,fa..ps....z.X....0....

C:\Users\user\AppData\Roaming\eqNjYDmhJoX.exe:Zone.ldentifier

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\user\Desktop\Quotation Request.pdf.exe
ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:ggPYViIrPYV
187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E6G4
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C:\Users\user\AppData\Roaming\eqNjYDmhJoX.exe:Zone.ldentifier

SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
Malicious: false

Preview:

[ZoneTransfer]....Zoneld=0

Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows
Entropy (8bit): 7.635016130821497
TriD: e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%
e Win32 Executable (generic) a (10002005/4)
49.78%
e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%
e \Win16/32 Executable Delphi generic (2074/23)
0.01%
e Generic Win/DOS Executable (2004/3) 0.01%
File name: Quotation Request.pdf.exe
File size: 650240
MD5: 95d884c21021e67ea7e9e204a0488fa3
SHA1L: 38786584d7caf1b36e7h72bf85099a82589c48a6
SHA256: b7e4d5626ef15e8584e644elbfaade75clfaaa54549bde?
560f44bd3550281de
SHA512: 4af1bfoc684f2aa3dee982dcal0471fh912744385fe95670
39baf7109e51d70f85d3023544a0ac83595d73968406b8(
269f5edb59e1b9e8fcf96759549529bfd
SSDEEP: 12288:QMySBziJmqgEOpGxgCfZk1LrWkHMIYp6/50jcc
Y q9eOpGXg p6/30)

yQ7w5MV:QMB5b3CfZHKKAA50VdU56

File Content Preview:

File Icon

Icon Hash: c4d2c4dcf4c6f230

Static PE Info

General

Entrypoint: Ox48bcea

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0x61652ADD [Tue Oct 12 06:27:41 2021 UTC]
TLS Callbacks:

CLR (.Net) Version: v2.0.50727

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Entrypoint Preview
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Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x2000 0x89dd8 0x89e00 False 0.922330079896 data 7.85672483308 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rsrc 0x8c000 0x14804 0x14a00 False 0.164701704545 data 4.56196917542 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0xa2000 Oxc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 12, 2021 15:49:25.446805954 CEST 192.168.2.7 8.8.8.8 0xbf69 Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:26.437062979 CEST 192.168.2.7 8.8.4.4 0x6768 Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:27.565529108 CEST 192.168.2.7 8.8.8.8 Oxla46 Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:32.029913902 CEST 192.168.2.7 8.8.8.8 0x6cd3 Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:32.403435946 CEST 192.168.2.7 8.8.4.4 Ox4e54 Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:32.804759026 CEST 192.168.2.7 8.8.8.8 0x90da Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:36.888720989 CEST 192.168.2.7 8.8.8.8 Oxe08a Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:37.148696899 CEST 192.168.2.7 8.8.4.4 0x2875 Standard query  harold.acc A (IP address) IN (0x0001)
0) esscam.org

Oct 12, 2021 15:49:37.173485994 CEST 192.168.2.7 8.8.8.8 Oxe73c Standard query  harold.acc A (IP address) IN (0x0001)
(0) esscam.org

Oct 12, 2021 15:49:41.263663054 CEST 192.168.2.7 8.8.8.8 0x4a68 Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com

Oct 12, 2021 15:49:47.804738998 CEST 192.168.2.7 8.8.8.8 0ox1f17 Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com

Oct 12, 2021 15:49:54.211075068 CEST 192.168.2.7 8.8.8.8 Ox4f0a Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com

Oct 12, 2021 15:50:00.510494947 CEST 192.168.2.7 8.8.8.8 Oxfdac Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com

Oct 12, 2021 15:50:06.939441919 CEST 192.168.2.7 8.8.8.8 0x3176 Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com

Oct 12, 2021 15:50:13.268897057 CEST 192.168.2.7 8.8.8.8 0x4488 Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com

Oct 12, 2021 15:50:18.193945885 CEST 192.168.2.7 8.8.8.8 0x2614 Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com

Oct 12, 2021 15:50:24.683237076 CEST 192.168.2.7 8.8.8.8 0x2389 Standard query  harold.2wa A (IP address) IN (0x0001)
(0) ky.com
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Timestamp

Oct 12, 2021 15:50:32.143759966 CEST

Oct 12, 2021 15:50:38.403631926 CEST

Oct 12, 2021 15:50:44.623191118 CEST

Oct 12, 2021 15:50:50.973814011 CEST

Oct 12, 2021 15:50:57.031918049 CEST

Oct 12, 2021 15:51:03.064064026 CEST

Oct 12, 2021 15:51:09.126790047 CEST

Oct 12, 2021 15:51:16.425517082 CEST

DNS Answers

Timestamp

Oct 12, 2021
15:49:25.466027975
CEST

Oct 12, 2021
15:49:26.613787889
CEST

Oct 12, 2021
15:49:27.745409966
CEST

Oct 12, 2021
15:49:32.167773962
CEST

Oct 12, 2021
15:49:32.578960896
CEST

Oct 12, 2021
15:49:32.823015928
CEST

Oct 12, 2021
15:49:37.068095922
CEST

Oct 12, 2021
15:49:37.166666031
CEST

Oct 12, 2021
15:49:37.191988945
CEST

Oct 12, 2021
15:49:41.282803059
CEST

Oct 12, 2021
15:49:47.827729940
CEST

Oct 12, 2021
15:49:54.232299089
CEST

Oct 12, 2021
15:49:55.974659920
CEST

Oct 12, 2021
15:49:55.974659920
CEST

Oct 12, 2021
15:49:57.063689947
CEST

Oct 12, 2021
15:50:00.530226946
CEST

Oct 12, 2021
15:50:06.960129023
CEST

Oct 12, 2021
15:50:13.287166119
CEST

Oct 12, 2021
15:50:18.212002993
CEST

Copyright Joe Security LLC 2021

Source IP

8.8.8.8

8.8.4.4

8.8.8.8

8.8.8.8

8.8.4.4

8.8.8.8

8.8.8.8

8.8.4.4

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Source IP

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID

0xbf69

0x6768

0x1a46

0x6cd3

0Ox4e54

0x90da

OxeO8a

0x2875

0xe73c

Ox4a68

0ox1f17

0x4f0a

Oxec84

Oxec84

Oxdf9b

Oxfdac

0x3176

0x4488

0x2614

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
0x5e9f Standard query
0
Oxlcch Standard query
(0
0x1180 Standard query
0
0x9163 Standard query
(0
0Oxb51c Standard query
(0
0x702a Standard query
(0)
0x5fe9 Standard query
0)
0xe98a Standard query
(0
Name CName
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.acc none
esscam.org
harold.2wa
ky.com
harold.2wa
ky.com
harold.2wa
ky.com
windowsupd

ate.s.linwi.net

windowsupd
ate.s.llnwi.net

windowsupd
ate.s.llnwi.net

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

Name

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

harold.2wa
ky.com

Address

none

none

none

none

none

none

none

none

none

185.19.85.137

185.19.85.137

185.19.85.137

178.79.242.0

178.79.242.128

178.79.242.0

185.19.85.137

185.19.85.137

185.19.85.137

185.19.85.137

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID

Oct 12, 2021 8.8.8.8 192.168.2.7 0x2389
15:50:24.701410055
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 0x5e9f
15:50:32.162180901
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 Oxlccb
15:50:38.422909975
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 0x1180
15:50:44.643498898
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 0x9163
15:50:50.994389057
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 0xb51c
15:50:57.050472975
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 0x702a
15:51:03.086414099
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 0x5fe9
15:51:09.145246983
CEST

Oct 12, 2021 8.8.8.8 192.168.2.7 Oxe98a
15:51:16.442230940
CEST

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName Address
harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

harold.2wa 185.19.85.137
ky.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Analysis Process: Quotation Request.pdf.exe PID: 4556 Parent PID: 5740

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

15:49:10

12/10/2021

C:\Users\user\Desktop\Quotation Request.pdf.exe
true

‘C:\Users\user\Desktop\Quotation Request.pdf.exe’
0x640000

650240 bytes
95D884C21021E67EATE9E204A0488FA3

true

true

.Net C# or VB.NET
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Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.271877487.0000000002D61000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.271987580.0000000002D97000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000000.00000002.273290959.0000000003D61000.00000004.00000001.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000000.00000002.273290959.0000000003D61000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000000.00000002.273290959.0000000003D61000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

low

Show Windows behavior

Analysis Process: schtasks.exe PID: 2812 Parent PID: 4556

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:49:20

12/10/2021
C:\Windows\SysWOW&64\schtasks.exe
true

‘C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\eqNjYDmhJoX' /XML ‘C:\Us
ers\user\AppData\Local\Temp\tmpAC55.tmp*

0xd70000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 5048 Parent PID: 2812

General

Start time: 15:49:21

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff774ee0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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Analysis Process: RegSvcs.exe PID: 408 Parent PID: 4556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities
File Created
File Deleted
File Written

File Read

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

15:49:21

12/10/2021

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
true

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
0x870000

32768 bytes

71369277D09DA0830CBC59F9E22BB23A

true

true

.Net C# or VB.NET

moderate

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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