JOESandbox Cloud™*

ID: 501919

Sample Name:
ameHrrFwNp.exe

Cookbook: default.jbs

Time: 12:14:37

Date: 13/10/2021

Version: 33.0.0 White Diamond



Table of Contents

Table of Contents

Windows Analysis Report ameHrrFwNp.exe

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration

Yara Overview
Memory Dumps
Unpacked PEs
Sigma Overview
AV Detection:
E-Banking Fraud:
System Summary:
Stealing of Sensitive Information:
Remote Access Functionality:

Jbx Signature Overview
AV Detection:
Networking:
E-Banking Fraud:
Operating System Destruction:
System Summary:
Data Obfuscation:
Persistence and Installation Behavior:
Boot Survival:
Hooking and other Techniques for Hiding and Protection:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Remote Access Functionality:
Mitre Att&ck Matrix

Behavior Graph

O oW O NN~N~N~NODODITODOIDOIODOO Do Ulaad BMDMAIAANNMNMNDDNDN

Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample 9
Dropped Files 9
Unpacked PE Files 9
Domains 9
URLs 10
Domains and IPs 10
Contacted Domains 10
URLs from Memory and Binaries 10
Contacted IPs 10
Public 10
General Information 10
Simulations 11
Behavior and APIs 11
Joe Sandbox View / Context 11
IPs 11
Domains 11
ASN 11
JA3 Fingerprints 11
Dropped Files 11
Created / dropped Files 11
Static File Info 25
General 25
File Icon 25
Static PE Info 25
General 25
Entrypoint Preview 25
Rich Headers 25
Data Directories 26
Sections 26
Resources 26
Imports 26
Possible Origin 26
Network Behavior 26
Snort IDS Alerts 26
Network Port Distribution 26
TCP Packets 26
UDP Packets 26

Copyright Joe Security LLC 2021 Page 2 of 42



DNS Queries
DNS Answers

Code Manipulations

Statistics
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System Behavior
Analysis Process: ameHrrFwNp.exe PID: 5216 Parent PID: 5092

General
File Activities
File Created
File Deleted
File Written
File Read
Analysis Process: bspmflgee.pif PID: 3836 Parent PID: 5216
General
File Activities
File Created
File Written
File Read
Registry Activities
Key Value Created
Analysis Process: RegSvcs.exe PID: 4644 Parent PID: 3836
General
File Activities
File Created
File Deleted
File Written
File Read
Registry Activities
Key Value Created
Analysis Process: schtasks.exe PID: 6764 Parent PID: 4644
General
File Activities
File Read
Analysis Process: conhost.exe PID: 4336 Parent PID: 6764
General
Analysis Process: schtasks.exe PID: 2352 Parent PID: 4644
General
File Activities
File Read
Analysis Process: RegSvcs.exe PID: 2148 Parent PID: 664
General
File Activities
File Created
File Written
File Read

Analysis Process: conhost.exe PID: 4868 Parent PID: 2352
General

Analysis Process: conhost.exe PID: 6892 Parent PID: 2148
General

Analysis Process: bspmflgee.pif PID: 1048 Parent PID: 3352
General
File Activities
Registry Activities

Analysis Process: dhcpmon.exe PID: 5076 Parent PID: 664
General
File Activities

File Created

File Written
File Read

Analysis Process: conhost.exe PID: 5096 Parent PID: 5076
General

Analysis Process: wscript.exe PID: 7032 Parent PID: 3352
General
File Activities

Analysis Process: RegSvcs.exe PID: 3560 Parent PID: 1048
General
File Activities

File Created
File Read

Analysis Process: dhcpmon.exe PID: 1504 Parent PID: 3352
General

Analysis Process: conhost.exe PID: 1376 Parent PID: 1504
General

Analysis Process: bspmflgee.pif PID: 3032 Parent PID: 3352
General

Analysis Process: RegSvcs.exe PID: 5572 Parent PID: 3032

General

Analysis Process: wscript.exe PID: 6664 Parent PID: 3352

General

Analysis Process: bspmflgee.pif PID: 4732 Parent PID: 3352

General

Analysis Process: RegSvcs.exe PID: 6540 Parent PID: 4732

General

Analysis Process: wscript.exe PID: 5104 Parent PID: 3352

General

Disassembly
Code Analysis
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Windows Analysis Report ameHrrFwNp.exe

Overview
General Information Detection Signatures Classification
Sample ameHrrFwNp.exe
Name: MALICIOUS Sigma detected: NanoCore
Analysis ID: 501919 Detected Nanocore Rat
MDS: 1f221e6€2a07d55. Yara detected AntiVM autoit script
SHAL:

0cd7541409763dd. Yara detected Nanocore RAT
SHA256: 2d2162269797be7. -

Malicious sample detected (through ...

Tags: exe | NanoCore | RAT

- - . Multi AV Scanner detection for dropp...
Infos: B Q¢ &5

R Sigma detected: Bad Opsec Default...

v ¥

. . Creates multiple autostart registry ke...
Most interesting Screenshot:

Nanocore

Connects to many ports of the same...

Score: 100 Allocates memory in foreign process...
Range: 0-100 .NET source code contains potentia...
Whitelisted: false
X Injects a PE file into/a foreign proce...
Confidence: 100%
P

ree

= System is w10x64

. @9? ameHrrFwNp.exe (PID: 5216 cmdline: 'C:\Users\user\Desktop\ameHrrFwNp.exe' MD5: 1F221E6E2A07D553E3FCF5BDB5874B2E)
. @ bspmflgee.pif (PID: 3836 cmdline: 'C:\Users\user\AppData\Roaming\98025414\bspmfiqee. pif ewdsxu.ije MD5: 8E699954F6B5D64683412CC560938507)
e (B RegSvcs.exe (PID: 4644 cmdline: C:\Users\user\AppData\Local\Temp\RegSvcs.exe MD5: 2867A3817C9245F7CF518524DFD18F28)
e [M schtasks.exe (PID: 6764 cmdline: 'schtasks.exe' /create /f /tn 'DHCP Monitor' /xml ‘C:\Users\usen\AppData\Local\Temp\tmp8F04.tmp' MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 4336 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [M schtasks.exe (PID: 2352 cmdline: ‘'schtasks.exe' /create /f /tn 'DHCP Monitor Task' /xml ‘C:\Users\user\AppData\Local\Temp\tmp94A3.tmp* MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 4868 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o [B] RegSvcs.exe (PID: 2148 cmdline: C:\Users\user\AppData\Local\Temp\RegSvcs.exe 0 MD5: 2867A3817C9245F7CF518524DFD18F28)
. conhost.exe (PID: 6892 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. @ bspmflgee.pif (PID: 1048 cmdline: 'C:\Users\user\AppData\Roaming\98025414\BSPMFL~1.PIF' C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije MD5:
8E699954F6B5D64683412CC560938507)
e [B] RegSvcs.exe (PID: 3560 cmdline: C:\Users\user\AppData\Local\Temp\RegSvcs.exe MD5: 2867A3817C9245F7CF518524DFD18F28)
e [m] dhcpmon.exe (PID: 5076 cmdline: ‘C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe' 0 MD5: 2867A3817C9245F7CF518524DFD18F28)
. conhost.exe (PID: 5096 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. i> wscript.exe (PID: 7032 cmdline: 'C:\Windows\System32\WScript.exe' ‘C:\Users\user\AppData\Roaming\98025414\Update.vbs' MD5: 9A6BADD12EB50DDE7586782C3EB9FFIC)
e [m] dhcpmon.exe (PID: 1504 cmdline: ‘C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe' MD5: 2867A3817C9245F7CF518524DFD18F28)
. conhost.exe (PID: 1376 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. @ bspmflgee.pif (PID: 3032 cmdline: 'C:\Users\user\AppData\Roaming\98025414\BSPMFL~1.PIF' C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije MD5:
8E699954F6B5D64683412CC560938507)
e [B] RegSvcs.exe (PID: 5572 cmdline: C:\Users\user\AppData\Local\Temp\RegSvcs.exe MD5: 2867A3817C9245F7CF518524DFD18F28)
. ﬁ> wscript.exe (PID: 6664 cmdline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Roaming\98025414\Update.vbs' MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
. @ bspmflgee.pif (PID: 4732 cmdline: 'C:\Users\user\AppData\Roaming\98025414\BSPMFL~1.PIF' C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije MD5:
8E699954F6B5D64683412CC560938507)
e M1 RegSvcs.exe (PID: 6540 cmdline: C:\Users\user\AppData\Local\Temp\RegSvcs.exe MD5: 2867A3817C9245F7CF518524DFD18F28)
. ﬁ> wscript.exe (PID: 5104 cmdline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Roaming\98025414\Update.vbs' MD5: 9A68BADD12EB50DDE7586782C3EBIFFIC)
= cleanup

Malware Configuration

No configs have been found

Yara Overview
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Memory Dumps

Source

00000004.00000003.386724490.00000000042F
6000.00000004.00000001.sdmp

00000004.00000003.386724490.00000000042F
6000.00000004.00000001.sdmp

00000004.00000003.386724490.00000000042F
6000.00000004.00000001.sdmp

0000000C.00000003.423204049.0000000004A4

A000.00000004.00000001.sdmp

0000000C.00000003.423204049.0000000004A4

A000.00000004.00000001.sdmp

Unpacked PEs

Source

32.2.RegSvcs.exe.3a2e6b0.2.raw.unpack

32.2.RegSvcs.exe.3a2e6b0.2.raw.unpack

5.2.RegSvcs.exe.48bb041.6.raw.unpack

5.2.RegSvcs.exe.48bb041.6.raw.unpack

5.2.RegSvcs.exe.48bb041.6.raw.unpack

Sigma Overview

AV Detection:

Rule Description Author Strings
Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0xfle5:$x1: NanoCore.ClientPluginHost

Nanocore RAT e 0xf222:$x2: IClientNetworkHost

e 0x12d55:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtchw
8JYUc6GC8MeJ9IB11Crfg2DjxcfOp8PZGe

JoeSecurity_Nanocore Yara detected Joe Security

Nanocore RAT
NanoCore unknown Kevin Breen Oxef4d:$a: NanoCore

Oxef5d:$a: NanoCore
0xf191:$a: NanoCore
Oxfla5:$a: NanoCore
Oxfle5:$a: NanoCore
Oxefac:$b: ClientPlugin
Oxflae:$b: ClientPlugin
Oxflee:$b: ClientPlugin
0xf0d3:$c: ProjectData
Oxfada:$d: DESCrypto
0x174a6:$e: KeepAlive
0x15494:$g: LogClientMessage
0x1168f:$i: get_Connected
0xfel0:$j: #=q

0xfed0:$j: #=q

Oxfe5c:$j: #=q

Oxfe8c:$j: #=q

Oxfea8:$j: #=q

Oxfecd:$j: #=q

Oxfefd:$j: #=q

0xff10:8$j: #=q

<kevin@techanarchy.net>

© © © o6 o o6 o © © o o 0o o 0 0 0 0 0o o o o

Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0xf9ed:$x1: NanoCore.ClientPluginHost
Nanocore RAT o Oxfa2a:$x2: IClientNetworkHost
e 0x1355d:$x3: #=0jgz7ljmpp0J7FvL9dmi8ctJILdgtcbw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe
JoeSecurity_Nanocore Yara detected Joe Security

Rule

Nanocore_RAT_Gen_2 Detetcs the

Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth

Nanocore_RAT_Gen_2 Detetcs the

Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth

JoeSecurity_Nanocore Yara detected

Nanocore RAT

Click to see the 231 entries

Description Author Strings

Florian Roth e 0x1646:$x1: NanoCore.ClientPluginHost

Nanocore RAT
e 0x1646:$x2: NanoCore.ClientPluginHost

0x1724:$s4: PipeCreated
0x1660:$s5: IClientLoggingHost

RAT

.

.

Florian Roth 0xf7ad:$x1: NanoCore.ClientPluginHost
0x2874c:$x1: NanoCore.ClientPluginHost
0xf7da:$x2: IClientNetworkHost

0x28779:$x2: IClientNetworkHost

Nanocore RAT

e o o o

0xf7ad:$x2: NanoCore.ClientPluginHost
0x2874c:$x2: NanoCore.ClientPluginHost
0x10888:$s4: PipeCreated

0x29827:$s4: PipeCreated

0xf7c7:$s5: IClientLoggingHost
0x28766:$s5: IClientLoggingHost

RAT

e o o o o o

Joe Security
Nanocore RAT

Click to see the 292 entries

Sigma detected: NanoCore

E-Banking Fraud:

Sigma detected: NanoCore

System Summary:

Copyright Joe Security LLC 2021
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Sigma detected: Possible Applocker Bypass

Stealing of Sensitive Information: | |

Sigma detected: NanoCore

Remote Access Functionality: | |

Sigma detected: NanoCore

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

=

Yara detected Nanocore RAT

Multi AV Scanner detection for dropped file

=

Networking:

I“

E-Banking Fraud:

Yara detected Nanocore RAT

Operating System Destruction:

R

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

]‘E

Persistence and Installation Behavior:

]‘

Boot Survival:

Hooking and other Techniques for Hiding and Protection:
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Malware Analysis System Evasion:

‘]

Yara detected AntiVM autoit script

HIPS | PFW | Operating System Protection Evasion:

]

=

Stealing of Sensitive Information:

Yara detected Nanocore RAT

Remote Access Functionality:

=

Detected Nanocore Rat

Yara detected Nanocore RAT

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Comm
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Cc
Valid Scripting DLL Side-  Exploitation for  Disable or Modify Input System Time Remote Archive Exfiltration Over Other  Encryp
Accounts Loading Privilege Tools Capture Discovery Services Collected Network Medium Chann

Escalation Data

Default Native API Scheduled DLL Side- Deobfuscate/Decode LSASS File and Directory Remote Input Exfiltration Over Non-St
Accounts Task/Job [ Loading Files or Memory Discovery Desktop Capture Bluetooth Port
Information Protocol
Domain Command and Registry Process Scripting Security System Information SMB/Windows Data from Automated Exfiltration Remot
Accounts Scripting Run Keys/  Injection 2 Account Discovery Admin Shares Network Softwa
Interpreter Startup Manager Shared Drive
Folder
Local Scheduled Logon Script Scheduled Obfuscated Filesor ~ NTDS Query Registry Distributed Input Capture Scheduled Transfer Non-
Accounts  Task/Job (Mac) Task/Job Information Component Applice
Object Model Layer
Protoct
Cloud Cron Network Registry Run Software LSA Secrets  Security Software SSH Keylogging Data Transfer Size Applice
Accounts Logon Script Keys / Startup  Packing Discovery Limits Layer
Folder Protoct
Replication  Launchd Rc.common  Rc.common DLL Side-Loading Cached Virtualization/Sandbox VNC GUI Input Exfiltration Over C2 Multibe
Through Domain Evasion Capture Channel Commi
Removable Credentials
Media
External Scheduled Startup Startup Items Masquerading DCSync Process Discovery Windows Web Portal Exfiltration Over Commi
Remote Task Items Remote Capture Alternative Protocol Used F
Services Management
Drive-by Command and Scheduled  Scheduled Virtualization/Sandbox Proc Application Window  Shared Credential Exfiltration Over Applice
Compromise Scripting Task/Job Task/Job Evasion Filesystem Discovery Webroot APl Hooking  Symmetric Encrypted Layer F
Interpreter Non-C2 Protocol
Exploit PowerShell At (Linux) At (Linux) Process letc/passwd  Remote System Software Data Staged  Exfiltration Over Web P
Public- Injection and Discovery Deployment Asymmetric Encrypted
Facing /etc/shadow Tools Non-C2 Protocol
Application
Supply AppleScript At At (Windows) Hidden Files and Network Process Discovery Taint Shared  Local Data Exfiltration Over File Tre
Chain (Windows) Directories Sniffing Content Staging Unencrypted/Obfuscated Protoct
Compromise Non-C2 Protocol
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Behavior Graph

Behavior Graph
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Sample:
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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HH 0 Type here to search 0

Excel 2016

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files

Source

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
C:\Users\user\AppData\Local\Temp\RegSvcs.exe
C:\Users\user\AppData\Local\Temp\RegSvcs.exe

C:\Users\user\AppData\Roaming\98025414\bspmflgee. pif

Unpacked PE Files

Source
32.2.RegSvcs.exe.1300000.1.unpack
5.2.RegSvcs.exe.11a0000.1.unpack
19.2.RegSvcs.exe.500000.1.unpack
5.2.RegSvcs.exe.6fb0000.11.unpack
24.2.RegSvcs.exe.1300000.1.unpack

Domains

Copyright Joe Security LLC 2021

Detection
100%
100%
100%
100%
100%

Detection

0%
0%
0%
0%

32%

Scanner
Avira
Avira
Avira
Avira

Avira

rn on Windows Firewall

Scanner Label
Metadefender
ReversingLabs
Metadefender
ReversingLabs

ReversingLabs

Label Link
TR/Dropper.MSIL.Gen7
TR/Dropper.MSIL.Gen7
TR/Dropper.MSIL.Gen7
TR/NanoCore.fadte
TR/Dropper.MSIL.Gen7

Link

Browse

Browse

Download

Download File
Download File
Download File
Download File

Download File
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https://www.metadefender.com/#!/results/file/ZDE4MDUwMnJrSmxZYk9sUHBNSHlQZF85ZzV2VQ/regular/analysis
https://www.metadefender.com/#!/results/file/ZDE4MDUwMnJrSmxZYk9sUHBNSHlQZF85ZzV2VQ/regular/analysis

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs

Contacted Domains

Name

strongodss.ddns.net

URLs from Memory and Binaries

Contacted IPs

Public

Domain

IP Active Malicious Antivirus Detection Reputation
197.210.54.24 true false high
Country Flag ASN Name Malicious

197.210.54.24

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright Joe Security LLC 2021

strongodss.ddns.net

Nigeria 29465 VCG-ASNG false

33.0.0 White Diamond
501919

13.10.2021

12:14:37

CloudBasic

Oh 14m 58s

false

light
ameHrrFwNp.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
37

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.troj.evad.WinEXE@29/48@5/2
Failed

e Successful, ratio: 9.8% (good quality ratio 9.3%)
e Quality average: 76%

e Quality standard deviation: 27.7%

e Successful, ratio: 52%

e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe
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Warnings: Show All

Simulations

Behavior and APIs

Time Type

12:16:19 Autostart
12:16:26 Task Scheduler
12:16:27 API Interceptor
12:16:27 Autostart
12:16:30 Task Scheduler
12:16:35 Autostart
12:16:44 Autostart
12:16:52 Autostart
12:17:05 Autostart
12:17:14 Autostart

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created / dropped Files

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

Description

Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run Chrome C:\Users\user\AppData\Roaming\9802541
4\BSPMFL~1.PIF C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije

Run new task: DHCP Monitor path: "C:\Users\user\AppData\Local\Temp\RegSvcs.exe" s>$(Arg0)
624x Sleep call for process: RegSvcs.exe modified

Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run AutoUpdate C:\Users\user\AppData\Roaming\980
25414\Update.vbs

Run new task: DHCP Monitor Task path: "C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe" s>$(Arg0)

Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run DHCP Monitor C:\Program Files (x86)\DHCP Mon
itor\dhcpmon.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Chrome C:\Users\user\AppData\Roaming\98025
414\BSPMFL~1.PIF C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run AutoUpdate C:\Users\user\AppData\Roaming\9
8025414\Update.vbs

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Chrome C:\Users\user\AppData\Roaming\9802541
4\BSPMFL~1.PIF C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run AutoUpdate C:\Users\user\AppData\Roaming\980
25414\Update.vbs

Process: C:\Users\user\AppData\Local\Temp\RegSvcs.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 45152

Entropy (8bit): 6.149629800481177

Encrypted: false

SSDEEP: 768:bBbSoy+SdIBfOk2dsYyV6Iq87PiU9FViaLmf:EoOIBf0ddsYy8LUjVBC

Copyright Joe Security LLC 2021
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C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe Q

MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

2867A3817C9245F7CF518524DFD18F28
D7BA2A111CEDD5BF523224B3F1CFES8EEC7C2FDC
43026DCFF238F20CFF0419924486DEE45178119CFDD0OD366B79D67D950A9BF50

7D3D3DBB42B7966644D716AA9CBC75327B2ACB02E43C61F1DAD4AFES521F9FE248B33347DFE15B637FB33EB97CDB322BCAEAEOS8BAE3F2FD863A9ADIB3A4DI
B42

false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

unknown

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\RegSvcs.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\RegSvcs.exe

ASCII text, with CRLF line terminators

modified

142

5.090621108356562

false
3:QHXMKa/xwwUC7WgIAFXMWA2yTMGfsbNRLFS9AM12MFuAvOAsDeieVyn:Q3La/xwczlAFXMWTyAGCDLIP12MUAvvw
8C0458BBIEA02D50565175E38D577E35

FOB50702CD6470F3C17D637908F83212FDBDB2F2
C578E86DB701B9AFA3626E804CF434F9D32272FF59FB32FA9A51835E5A148B53
804A47494D9A462FFAGF39759480700ECBESA7F3A15EC3A6330176ED9C04695D2684BF6BF85AB86286D52E7B727436D0BB2ESDA96E20D47740B5CE3F856B5D0k
false

unknown

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.EnterpriseServices, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..

C:\Usersl\user\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\dhcpmon.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

ASCII text, with CRLF line terminators

modified

142

5.090621108356562

false
3:QHXMKa/xwwUC7WgIAFXMWA2yTMGfsbhNRLFS9AM12MFuAvOAsDeieVyn:Q3La/xwczlAFXMWTYAGCDLIP12MUAvvw
8C0458BBIEA02D50565175E38D577E35

FOB50702CD6470F3C17D637908F83212FDBDB2F2
C578E86DB701B9AFA3626E804CF434F9D32272FF59FB32FA9A51835E5A148B53
804A47494DIA462FFA6F39759480700ECBESA7F3A15EC3A6330176EDIC04695D2684BF6BF85AB86286D52E7B727436D0BB2ESDAIGE20D47740B5CE3F856B5D0F
false

unknown

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"System.EnterpriseServices, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

C:\Users\user\AppData\Roaming\98025414\bspmflgee.pif

PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

45152

6.149629800481177

false

768:bBbSoy+SdIBfok2dsYyV61q87PiU9FViaLmf:EoOIBfOddsYy8LUjVBC
2867A3817C9245F7CF518524DFD18F28
D7BA2A111CEDD5BF523224B3F1CFES8EEC7C2FDC
43026DCFF238F20CFF0419924486DEE45178119CFDD0OD366B79D67D950A9BF50

7D3D3DBB42B7966644D716AA9CBC75327B2ACB02E43C61F1DAD4AFES521FIFE248B33347DFE15B637FB33EB97CDB322BCAEAEOS8BAE3F2FD863A9ADIB3A4DI
B42

true

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

unknown
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https://www.metadefender.com/#!/results/file/ZDE4MDUwMnJrSmxZYk9sUHBNSHlQZF85ZzV2VQ/regular/analysis
https://www.metadefender.com/#!/results/file/ZDE4MDUwMnJrSmxZYk9sUHBNSHlQZF85ZzV2VQ/regular/analysis

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\RegSvcs.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1308

5.107159514403738

false
24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gK0akxtn:cbk4oL600QydbQxlIYODOLedq3Bkj
211C08A48B92E556A855FBI0OEE4B0942

4E3ECFBEAOCCAQOEE2743COE23ED3FC79EB2E282A
21F529F720EE77ADO3AFD3CFA4CEO4EBAF243C3E752F14C268529665CA936146

B65C55C05249DFFFDOB52DF66DBAG92CE21B6D447DEA43E93DACE718E40ABAC069A6BD2DCACFOBC3F979A327BB7896BEGA3A36540916A33E0CDASBI74E298
5F1

true

unknown

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <Registrationinfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatteries>.. ~<StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. ~<StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. ~<ldleSettings>..  <StopOnldleEnd>false</StopOnidleEnd>..  <RestartOnldle>false</RestartOnldle>.. </Idl
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfldle>false</RunOnlylfldle>..
<Wak

C:\Users\luser\AppData\Local\Temp\tmp94A3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\RegSvcs.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1310

5.109425792877704

false
24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gKOR3xtn:cbk4oL600QydbQxIYODOLedq3S3j
5C2F41CFC6F988C859DA7D727AC2B62A

68999C85FC7E37BAB9216E0099836D40D4545C1C
98B6E66B6C2173B9B91FCI7FES51805340EFDE978B695453742EBAB631018398B
B5DA5DA378D038AFBF8A7738E47921ED39F9B726E2CAA2993D915D9291A3322F94EFESCCAGE7ADG78A670DB19926B22B20E5028460FCC89CEA7F6635E75573¢
false

unknown

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>.. <DisallowStartifOnBatteries>false</DisallowStartifOnBatteries>.. ~<StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. ~<StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. <ldleSettings>..  <StopOnldleEnd>false</StopOnldleEnd>..  <RestartOnldle>false</RestartOnldle>.. </IdI
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfldle>false</RunOnlylfidle>..
<Wak

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\AppData\Roaming\98025414\bspmflgee.pif

ASCII text, with very long lines, with no line terminators

modified

556

5.3119498211809475

false
12:+RIvdHKmIHKEy4/vdHKmIHKEy4/vdHKmIHKEy4/vdHKmIHKE:+R/4AEEB/AEEB/AEEB/AEEI
7C6769F8DEAG87EG98EOEB4E195F6E06
478CBA334C07493F5D68AF8FF6BC7AFAG8159178
DCBB3D6D5B7937BD42F6030F54ACA188A2D9190D529F69A0745B66A46AF99151

A594B79392A9F8DF2BBBD5390012DF29FC357E31DBECB100D6ES5CAGA23C3A59AA6C7E4AB793374C38E6BCC651DD3696EA30EOFS5ADS0CEDAC4460307A6C319
BA

true

unknown
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Preview:

CreateObject("WScript.Shell").Run "C:\Users\user\AppData\Roaming\98025414\BSPMFL~1.PIF C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije"CreateObject(
"WScript.Shell").Run "C:\Users\user\AppData\Roaming\98025414\BSPMFL~1.PIF C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije"Create Object("WScript.Shel
I").Run "C:\Users\user\AppData\Roaming\98025414\BSPMFL~1.PIF C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije"CreateObject("WScript.Shell").Run "C:\U
sers\usen\AppData\Roaming\98025414\BSPMFL~1.PIF C:\Users\user\AppData\Roaming\98025414\ewdsxu.ije"

C:\Users\luser\AppData\Roaming\98025414\bflqi.xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe

ASCII text, with CRLF line terminators

dropped

527

5.4581934236982255

false
12:SGakK3cHsPchSllgdGJuaCx3La0ycUDTglwstW8RKWd2nRcvyfe:cU6SEImoJuT8zetW84Wdyeie
BB7B044C1869889E106DCCB7565B8A79

3F53639B4C01BIFOCCBI39E84F2ACDD8806CAF8B
26765B3A200C88B51579C1117DCBC7A590C9786510080A2347BDC3996F7CE006
7EBBB130B0BD459F08F33380AA1071B5C0OF1B8562AE640271EC33301E80EC575886258932EABO8A23C5DA0FFFB53910318576066C0E068093B0123B5CF95A61F
false

unknown

Z2vs5Ug368bTu39207m350VS206pmT2nIs2MG0o1978AW7A76fk712U239197U2099d89v25¢IB2y7p16v2PP3J7078V10KwWj55041X76Ugi9kD4c2759HmMAS83¢c78R3v25
1Y7Q1771j72Qqe43..0pC7A7379k818p080r46 TsHIOW93xe304HyX89VUH031xO5U7t0t6I0F610982k584j84Z4M359Fs6bK4YbSals9m629NAuy8P21631xrZ60C103
45REH4u2154..R003vD..QiXxy6r42svB64fP2H78cub5w4TeSM53ViU895737J8917ee8Miu90zxbc06K1y403JPs8i352Z0p7378K8a76s419E92PPXH2HA7PP321948
..606VpEI2swF6va3MU198Lh6e8DYw1vB601ei0344518S0O5069n077w2LFU9IFa4KQ3Li0OW3610K06upT5v44..HO6U..b4390zR7JzZjIhnLILipVbS6uaw5Q3371L9fd24174d..

C:\Users\luser\AppData\Roaming\98025414\blgfwrfoe.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe

ASCII text, with CRLF line terminators

dropped

554

5.4555675690576315

false
12:fB3qwHAL1TFFN4rS9QrFfOP2r9BVX4AAceCAmWVIBNMWDWY87:JINALNOGOWFcQBXTe5mWa4S7
C7E2B6FDB655F30530C26D2C2EDBF84B

BCB902E52BD04D58FC562C90EGAACDAAOA7G610BA
D8A2F1D6A56838F7E83E4CB382D3B3F7A33AAB415E23E4AESB8603B1346E0BCD

CCO0484A163A4698B96AD7F397E37A8661CD853A3C32B56C75D4D7040C9A4DC27DDCCAC3BDB06B92CAOB6AEBICE33A34044D18C7C396977E11ECCD16E4E37
FA

false

unknown

Z70935C13S2e9FxXS08YKCsT7G8ulU90010raNEg06JWF21c3z666 T83R2522C537h450115278¢c8yptw85T668U6612sdg886k9f5G0I8FzCLZ7Q05N0t47Q6190Pe2NjIV
604m01kKVHOruJ49Uk77850K8Y 1yzE9F09u46w39907Y94m54988..00Q989hN66ahTLMTsu74Ce35RZ387f5pOWJIW4i3a191240swt..17Sf32ATh135..185r2945486
94459017K..Hq1qYr302z5c¢14369C7f6pN..3U24d99wt8q1D8pNHI12COTPI5..301314V(00i6C201756iyY0Izj86370N4um5LrFXV512u2BM99BuU14v..5HBLD5167903xHK6xi4
10D0aNOpM698a288818lfx6y02e0Q98FA80W2826Q82D7C8721954w231rg6368088303S162YZz1nKBWUP5CDWp..1d5319zp00f3GmhOeju8D2i7u8GIH2Qhi2SY61Y6x
gk75uh98MSkS8QLI6BWIID..

C:\Users\user\AppData\Roaming\98025414\brifpdix.pdf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe

ASCII text, with CRLF line terminators

dropped

608

5.463531236483358

false
12:zIkIMEV/IEh29bNm/A72vvGr30woQpSoLwaM5D7yoH75VSVmB84B/1cJRgY+R:5KMOdEhahmbiEwoloEa4Oob54UltcIny
66459F672BB19399A82836CEC9189482

7F08BA22A59C1FD19E0579505CF9016DD1A8ACE2
8F7C37DF3613E2F87AD7A1478C3C7FACDD058A19283C87E40F065A7F830EDSDD
8B097C70D159D6D8514DB803227C9D2F34752C1C5A86B5563FF210D6ESE05D4FCABI9F7F6CCA0509394E2E1862C83E6F7F0A018D33226D7E4962F9D6A0DD6CE
false

unknown

109eQ22e4w0OHFc26yw13Gs11D209j84C81k9AN8zBUS4J38I8U61903T0385i3BWwM713J12T03Bs25XE 1a99faANR84eT2iy3V53tx180U6924nY pGfx43v..CN27u40Ta
757RY2690B..8Mn65m1pSkz6UAWhWS8iZ501Y881478vu7PcFGz7RIr244j1236F96 GOE44K2vAT8UY7K7Eb48D7R5GENQVbhn4b4M45VSn6ho6v95z9z0Ff55n341RzX0.
.b44A44W99k75744090B08851ciOVTKB3NpJIRz..77Aj12XvpM3350V61017264eRS4dykKp2JZA2VyZv7D1P2xV.. X1Wizblp06..5J2CZD706570L99HBIiY385v1956
8Ps..96Y621zW911Y6115cQ4y22b29x9dy3298Gl4420631E0Ch54bN1042k10i70X43Lvthi3TaR38IL6454N69175tcr139..768410VK7701MuYs9Sc09MML0c91S56
6kt6hS5fmXnOpcs4S0mc69d3ekedeUb6B918SMKM40v757154166QJ713g2474535H1Y50HhXDIz3u32d801M9..
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Process: C:\Users\user\Desktop\ameHrrFwNp.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 777456

Entropy (8bit):  6.353934532007735

Encrypted: false

SSDEEP: 12288:aBzZm7d9AZAY IVBTiilXAVKXRJIBnwvogSJ4M4G4akiP5DGDt2:0cneJVBVXAvwRJIdwvZ5akiP5SDGR2

MDS5: 8E699954F6B5D64683412CC560938507

SHA1L: 8CA6708BOF158EACCE3AC28B23C23ED42C168C29

SHA-256: C9A2399CC1CE6F71DBIDA2F16E6C025BF6CBOF4345B427F21449CF927D627A40

SHA-512: 13035106149C8D336189B4A6BDAF25E10ACOB027BAEA963B3EC66A815A572426B2E9485258447CF1362802A0F03A2AA257B276057590663161D9D55D5B737B02
Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 32%

Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$..

C:\Users\luser\AppData\Roaming\98025414\busn.exe

Process: C:\Users\user\Desktop\ameHrrFwNp.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 539

Entropy (8bit):  5.425509258170051

Encrypted: false

SSDEEP: 12:P6PegCZnTYJE/odBmMRQjZefXoNSmwS9INxIKMf948kBStsh:P4AGZQnjZqoR9zYMVeh

MD5: 6D176D6A6F1603BDI9AD991DD8BIE63973

SHA1L: 8E36ABB26A0D08950FEB40296A486BF6E134FED9

SHA-256: C556539176F1992F60A16ECABBD6DB2CBDF6CCA450C5DD572F50F0F71AC6D965

SHA-512: E40D27789F3AE814B2193DEDGEGCAABAF1A86575660FEE4048C318572D77966B74EFC93A551268E2433145AFB4F9F42167BCC2C2A79BFFC91169BCC1ABFAEFE
0

Malicious: false

Reputation: unknown

Preview:

87P0y2u7C29M3V5165651J212Wnc0P66d50427k53wB0Z892T72r439vYi8YNn1G2v3K2N57f415¢ZL0X0yal7nz18F3LmeUl..C525175013H58r9680..4nu97J49s742
3t6tg0p25Chyap6awiK7qHMZ5101VI8D3Jf99870SCZ1B13IZkITGrB4563113yj5T5300T84T55U98959440ePk..0rqV9854ws622)Y 15T3A8BV18p70yt4p1lbg554CA
4rq195M7Q6822n5SU7UD2711K3U09190J7CU8622Iwlslujw27fce0B2Tq535j3B90p4703tbI3U7tY5Y959741498wdqGaDO3delZUS5..UHWA7k8It40416 Tx0e5t2wMN
68m0raPk20U6680327Q228H11j2ZA82cOR2h1Kk2NINHEOG2NQ602z46iZ5q3H1821PsgFZ94xi9..20561R62wLGq5rR031Xz826736N40FyX6573h8b5ae9qU34Rf2X09
x22hmT7lylIL9OWH7Y ..

C:\Users\user\AppData\Roaming\98025414\ckrnnsvtob.ppt

Process: C:\Users\user\Desktop\ameHrrFwNp.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 612

Entropy (8bit):  5.447687369660329

Encrypted: false

SSDEEP: 12:j4nalWnf8+dCjctDznzfFZR870A3NOPZfdVcLuGgrHXImpC:jfenf8+dCgtDHNZex3mPZfdquNYmk
MD5: C81632CBA7BAFBF7F39779E2EE21C702

SHAL: 97DBBF0044C476A4CC1FE50438A235CBBC0OD714B

SHA-256: 8FA5B087D394BC6BCOAF27DFF9396963F3A195BFFB132272D1B4875F848427C2

SHA-512: 93D78B9101005E0E460839FA9546ECADB50409D32B1516E747012F19489B8FIE158A485A9E9B1D2E59D1FD580AES590665A815D18BFB6B73BE38AE0SDCC773196
Malicious: false

Reputation: unknown

Preview:

3QIgj10tD0138WA0P57RMIr09L 6fp66ME940|EF09IME85h5518Nh5W02467H41QU14ANFA5711q09y9855ES8SKOb505f. .42JULC5WISI43WwS 163u6548CAer625f0zFk2
8LIBMONMbEOt5W515Y59C514b3u7Wy924Y Z65ul790769ZA019664w27ul14BXyvVUyAnY5x..G16ST8rs9JIp47 T52X99KIL04N9v1c603eSVALrVeUze83616i82371
AC404R293F4096NUQjW32MBE59KWIWOhIPTWUDSa002XV..5011NYE1904s62j4MPPrp6Y9z095)Y 9V70Vy7328650BvT30G0t1061qv7e5kF2UESY69UK64KS..88K8S5t
7L856pLDI4099g6363g9r5YNOF03T61P72F59WdNVC539Ce1003WxP2673x20189dJdxGuO1Qk. AWIAWOK02Fp3FIb06gH5022U0S65busNnl04iX Y ABUSa7750s600K3G
Qcx48416DEPY59963m825754m9077u8Z70M3YZ590Ri1g43U59917QNXII1K3W175N13J7007m22r6CW1h15662S8y..

C:\Users\user\AppData\Roaming\98025414\csmggk.xls

Process: C:\Users\user\Desktop\ameHrrFwNp.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 564
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C:\Users\user\AppData\Roaming\98025414\csmggk.xls

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.520444876236276

false

12:GeetdQLf3gr2jDzG0dNaYahlXZzc/a6M7YVu+LZq:GOWGDzGcQ/hIXZzc/a684u0Zq

4638BA44BC318D643950700C106EC3F4

029AE95014C50F9C719238FDF6023B5F154F2697

319C18E5DCDE9660C5E8DE43361E0ADC7B69893390F4FFB62E651F7542341C63
C51B81BBE87BC1EE66D577E43BCFBI0F55A8610373D3BF1EBF131DF8A52E5D57259C56B42F9B14F976A136527C137DDFE1D613951E8D6AF028FD18640C7786C
false

unknown

03231T8..5KyXCIC4A1f2y1626..99n73EomHy12jy8c4Bq8At6n27110dESILhtOG1v454p02721938EWA55906CVO8ROUSNI127nSnz3C62bTOXAMFII43MCh56(I69R
OY04x82RR98608589Y74b1M3v985Y{70xulr4adT89i68Yrs3BFy..B17VBO9ID10nWE400220whYO705G97359Cf77NZuUFp8d5JGf3R7AIQ83k9e6Sw7Fe46x1dt6PH2n
VKVLQNK777IcRR1tFg6kOR6Uj0JL0609FIP3e5xDrnR1N9368Y0ZEI347713b8ks42098..w7FAkk08sj3960yC159IMdAMO370kj5d9ka03764x4ST..VOT4227L.8k7S
6..r80a64DmG92187aqG7N2I3gpM6S2B9b106AU10g2129phi573Tz94b9rH70536NI8S4sF62444uTH1G858697IrQ060YT0aRz70M48X1H8f9681ANtL7q19HVyX5L |
QLN21y2Mox716z2n0g770h55RA54Q3v82z9hh262277..

C:\Users\user\AppData\Roaming\98025414\ctifihmg.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe

ASCII text, with CRLF line terminators

dropped

527

5.474619117448956

false
12:P6iG6MBbUY9I1vv11i77MNH3JIRVRYttyHYZRX20yp5L02MwZ0:P6J5Uy911v907MN5RVRYby4PupenwZ0
9942C89348AE4E9E2BBE2AF6FCA87877

3034AED7F77A1CF65D3BESBOAD3CD027BB45C2E3C
5C43BFFCA850084A560A387DESBICEABFBCE925885CC2B4D862F1CF11B486009
232B73D9BA7D2AEA9E40B3B4748FDESF7CD72BF18FDACE72DF97C95F179F1682D531A957EBD7A026FC4033887312CD039D09C604EB28E644B9376E75282956E
false

unknown

68h0S4b7CAM3gj68006r490n54UmS04B52eBh4Ym6qy8605i2241Y906HVALIOH5p0768E5N18F6bT2618m2S72420xQdK1qG1d067LX1pqY 748XZxr56 AR57ZP28pZ6..
9m238r48d1T0D0863fu4e152856aC3R9I30v..44150t7280xs4t88XHWB99FV31705rvVIC74jC8r08yL79330w3cN1A987DsSE746.. AewA7S7W6J188XV9J49D..BFGY9
666LEAQ5k6I7IvC45w3M14B..12ypq93LCYOE7b2273841J7u8yFQ28Ib6w4bGuM9bB5HWE7KSJ98775k2IXwRc910p24hb76q4k7Sc8173paE2SgKAe1VOOMhG59g960Ab
J751..A6537PCoJMu55YNG2P24E19Kat100310060U65752a47802q9vO95F4416Va98NcgFSi87t41NcMDJ9276QL4AY2009..kXAJ79bawls443r0efs4J31012xnil6DU04A8X..

C:\Users\luser\AppData\Roaming\98025414\ewdsxu.ije

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

139971984

7.061995429082689

false

98304:615lIINIglglulhlhl+1JIITIO+4ICI21114IcIDIXIgIL/ILI4IhIkIIlug:i
88A7B78373EEDC7C838AB5ADE9628B9D
122A17B6E6GE9FD2EEB875CABBEG73A0886BA67BE
B10B2A020300A668E155CAAAB629532793C4DOFEBE401B4B71B05025DFFC2C1E
96D3C826353048F3F32AB9646A227E6E9B27EES79FF963587CB8D50C25423EEA2E9AA8BB824C642E08F7B6886856E7E858D81392D116838E0E675FESABC941BC6
false

unknown

e 28* [Sh oW YEILzwar3=0\AL L Yw< Z.8. L h
.0.0d.._nK.-zW.....tX.b2.w., ..2..@"....c.QIZv..}.u4....qf....P.W..)}.
LS. 9..BM.LV... .
G.3.5.AR3M.9.25.2.Y....(G.5A .. H.p. #.QE\I?....N.2*h...r.]..<[..nj.@.J..;D7....Z.....a..u2.N#p,.Y....Ir.=....jg. }(...e..0{.e.H..6r.@LP..TLD.~....X..i.Q.....9.6
.3.6.P.U.5.X.8.2.0.1.G.1.h.U.rH.r.2.9.9.z.8.3....x.8.R.J.3.6.0.b.b.Y.F.3.g.M.E.D.0.3 k.3.3.2..7.M.2.Z.v.....f.8.4.8.Q.m..B.3.S.Y.I.P.Q.F.7.6.C.5.5.h.8.8.L.6.0.6.X.8.r.8.2.U.4.L
.Z9.rmN.9.7.2.Y...

K..G=..#cs...J.q...D.@hPM....9.0.3.T.e.2.5.F.3.3.9.0.0.5].y.s.1.3.T..S.4.1.7.f£.0.9.Y.u.0.8.....
."8..hEQ...H=..9..0>".@..A......1.7.1.2.1.4.0.3.9.C.f.3.N.2.7.0.0.9.8.8.6.}.5.c.Y......>.v.b]i...A\.'4y. M_......

C:\Users\user\AppData\Roaming\98025414\febjvuw.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

544

5.592971064447333

false

8C28CAE7D76A0E9BA170B1D8A07CB3A2
33DF8C30A51652F6F1A3F8DOF7F31DED7D5ACADF
5DA6F6FA8CAC485E57FB44DA5F118B591F11911C2C2155255D7D16A23D9A8507
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C:\Users\user\AppData\Roaming\98025414\febjvuw.dat

SHA-512:

Malicious:
Reputation:

Preview:

00C2E88A73D5FCAOD8997200160DE7E73195CB3D8EBID81638968EEB7D7C3E28D854A77A92723E70BC8DD6D84A083B00SAA9D6903CA2EBEDID2DAS3BAECAT
C3

false

unknown

8Q3X227¢2657f721b1x0c1Nctbl2wD8101VU1i7yaCnB8fX842905YkkUG8H|G56Uhh16j6817WAT9d9R7Z31g2FBULA9r..49ig826B4CQ4080437Z086067H1B9I8D99
6fBoOM610..9p9yaGoq359bBLi6sekeT4Fk4s3FUT55x7zp1dWzQd22t50Ju5A84136DCQ2KQx4Me7218yEw8qw7D5WD57K9KvED 1t0f75IW12972v..5569A508JZGLY]|
3y2zw16s3120egt470818n212b817820130V09iLq63zhh9zM2J47FV679836v997RG104eK70mcj..IN87X3DHO..0va2qNWG865Eu7Pr5rYdnQf4Z9Q6S6ZxR0TeTL44
X03629RN2yhwz43G6x0Y4425..0e6S0kn36pV0Nnz0567..02g3B60d20KD21880cfO9AVESSY06Wy0e3..888tpptSIXx4fNhTHmMalAv1Yc7I0R794i872e94w80Eehne9
dk3QIDJbgB1rnf3X72rPPa..

C:\Users\luser\AppData\Roaming\98025414\hdokdhg.xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

553

5.43819133165135

false

F854254AE5B91A5EE6860E6606E4ABDD
3AD12991CF1063EA3SFBBE52DE491A22F533F454C
887EFCC748AE6203142D47A31680FEBAOBA35837F57B2278C467169DFAED7201

21FF7D5710C27905DCFF1BB49006469F80A52E604A32F01B38AA1933FDD4A6B6974ED1C7F66A319761F8AC2BEO6B9C20FE32ECD077B693BACB83BD5E3E1BOS’
5

false

unknown

T4cuB54w1V16U54m3v4gQ6F3pF24088205390j339J8HG7y246fDO0t33yFNd25g6BQ36wBCO8Sjw0i13JXf37456v83c90N287xsVa6tD422890..12W9h6vIRjI0b94ZW
IsUDdV461mR0285jY71w37206E9t6i59h442295220551F26BIM8h45L13¢7..aJ2U620iZHr8185624j54yt2249c5pmHO3k1169gR8nr9d469fy05rA306Y037Q35n73
ijv7m7q0n2W7nNCO03Ex1I5crJ7bC3dY8maa9c3..404WOE72fqSQ5wg42ZG05a6zM5f61602192Ke690Q97106EXiw4..2j8018FJz22ga5VG039C55D30j30dLmO8KAwWL
53k685s13vgLgA85959268k3r098..u0s31T4625bcf40551pausE57H5Y 78156 UErG8rSOMhk8YpN4YJ57twi0894677wl22231Yvn6uljIMAI1g2VOFpT16h48a13276
9C643755403B7b4Z0S7FCm6M2w50Z5L..

C:\Users\luser\AppData\Roaming\98025414\htlvxqr.xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

514

5.474360030920562

false

69746D70CF5A58B5414006066932B19F
9CA236FD260ABD86017FEA81A8DD119D4C27E55C
C25254FCC6420125C8953BF723B0OABC03B45DB22F23B687FC561C42569E75E59

26F2C98B5AE5D6848476E9F5D085E2BFF38B20849FF7A26022FEOES51F7670210A8C68D1990BF82642CB7D3224A3AFDSDADASFDALSAOEEFCF2622E6EE2F36E9E
1

false

unknown

85134D3U9rligqB7yTL8s9y8G5kCYWNXA47Prrr68Ye6199072eN4i7jtr25E9440AM3d02h9909Fu4..rm5w84d49..Q8n3cm88PItXrmzP04im3y738F372L.3Bgm87F01
hwn08xH17d12w699ws9uG2B0p4OpXpMR8..1L1068T2883Q7a33Z70uE31c89r1ScY8324L8Q04957iU59wr783F09BgH9..2qW8mGT]..N82048Y6pU8g6by8838N223Z
51S73P1k2n5r1aRfT170ImvNGY]jl04..ki79SCPa9766387486lcgtce8wIP8Us8ASHA9Fc2I8koskx5a3Y71EnI494G21t11Bq7XLWdVY64eYy8ruB3Im216F7Bc3dUF]
..ssr4zV88nWnNa7Zs357Jp468W840iu8M1w2007r58ej87R360E2472e994083IPCx80XR0Os67b98pwJ4h2b5aRf2B52s11A2Ca5B442G4rWCVh4e7X698s3i..

C:\Users\user\AppData\Roaming\98025414\ienaksfo.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

549

5.452143550049103

false

330402BEFCAD78C4ACB9EBS5BFEEESAT71
D1A9852684D3263E3EF0958AE1C920101AD5FBEY
A39F85A348D1825A70FCF20A777330E44370A1824620A631EFFBB3EOCCOC7D88

4F20C7D60E82CAB6C5CB6AF99148093A7285FF669D2A69791A3A72COF3FAEB22EC7944ATEFEAT14CAEFFODA9978BB7F77A3BO0FD6A2A1005DA117A7C037362A07
B

false

unknown
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C:\Users\user\AppData\Roaming\98025414\ienaksfo.xml

Preview:

4804819fqjpwmi2402C66495Tc0Sg81q390V1jF57alap1h1870QFIXA40K512dQqMO090559a3W01iZ4972H{199028iJBY 96017 11n0F92V4Awg00z86pji303Q21y6KG1
2aS8W408w35J1602A5ELGo1..3g5F3225A739CD3ZW7nS87rz9wgq0DISE05pBA915u..6q179wk36i50G6U397112svw555D5tTACbN1Xexka6068bk7V2MSs63wgNmR
8930399TS27WX35Lt700989k1za1438E794d53J6mIB2XA5499e6U2908mG27gAA672edbahp60e0tC38ACA91X22Q..2SV24..0js5wkJO61iXX7AAP5hRZCEOhABS]
Aj10BB776QP36a7Z1t9bLY98..46w0917q99Q7k06H0QIsP2j284Z06538L49Uc58BUWWe0IB5AI4U60OKSIALCX11M73S96937vsz52e26XAdORXN333b55uG0h09HON3
Ku4ko0625599BON6RK3s18j913V..

C:\Users\luser\AppData\Roaming\98025414\iiaowrwd.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

558

5.439584995584582

false

OE1695E9123308A70A62DF019A5515EC
C9D8F2E76CA90D07715B82CC68F0B2A693459B5B
699DBC802FE6C8C549E2410FC559E2452A95E53DF83D8E1E2ES5B2D44BC362521

EOE1F3E22FEE85D2F6B5DBB4A12A0EFO3COF1FEC2EE217F1C166303665A7712DB986EDESA885BE9BSC1FFFAOAOF19E46F9BDE3EA044C4108EE78B5D020A8A
D52

false

unknown

S71Y13FT2T88zWd905Y95h75xsXDB01IEs908P53efs104C76B477Ut14529xvwww3J1FE4AB..dc08k2g8396kS05j29qDwh78dhLTroVD6X5333dIX4P2Z0k03DubpQ5
8604509y0W8a74Y6EMKf3yhDZKM424V5584441bA859i04903GRAPP538pG4S9k0737P68k9a08D45996v5py47S9S9ImrOhd79ejEE7y04M78Pyb4W2xvT35..880a3x9
G1Kx73m9V10239Q9848y41420662176a03XI3S2ns01pNV0779Zev1F2uL15..7B8219K0alWV7czsfOR7qw2020S3359Z7AAICBUS6j0fL57vH331N55636 P69bl18Y91
830F5x8JB0t5PU7B40695480..0C1v07mrsB3px547N2492Qga2B2ha480hx1rXqmn07eu35H0iC14n5037A80f636dcgl1tGY3z16E675k70b316 Txv8FDBC3fFu181x
sE1b53yl771Y3J68alpv7A6i6Ytw8150qync..

C:\Users\luser\AppData\Roaming\98025414\jbsuoiq.pdf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

541

5.47056014552393

false

92A265C207FDACF9957288342633A912

EDF7EE5A544ED5C5A9645FF24BE9EEAS6C1EDBGB

BACB0OE516FC686F9A2B51EABA2D7ASBAAASC224F2EEAC6CI973B5A1754859739D
8DE85E2241BC6F5AA66403FAA58AB46096186FC89EDOA181774B58C0FD75461D864FC803ADF7F76224AECC85DA9633DCB1EC531D8552D9A618D23BE2500394¢
false

unknown

4tC5B43433nb210Lp8z5j10925zFSN..t968Z0n0802xT11RVVvE8Kyr8bf1E5fh450d595U19sC1NYazA419Kb4xB6H5UVAU20e68w93VJI323yinl1jo7iT|..0787H141x
jS9VzkV21p2qV2730871917fAULa0O37c3SK4DIA3Da77F51m77037F596NPjI9bF7..58A37vi700s1c6421UuU342PKM6hh36Cn8446T4d3028Y6 TUWB7KATIX5WT..45
D5a50w4a47WO051N28A18Rp29j99jXDtbm7972a411Jj28R6foTR..9ES2Ad..a79P60V9729f5k34V93059329fBG 7WZgR4A660W2G3m4vpRc88T63x0Z7d4Cd385v744
116wOW4BzXm5xmB7Jg3A4H30Nn7U59f953Q30q10KX42P2a9..N3531S67dg6383P0ZyV98840591sJ7hS388C4Xf5y451ZGIn3b1DsLI0N61FPXjX7p30z9Le2T020BmZw
L2894T380HgPIP82TKS..

C:\Users\user\AppData\Roaming\98025414\Ibclgn.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

551

5.354414729209349

false

4C3F53A6ABA2D6FB46A65026D303ECSE

7404F51E971E8F1646AE90973037B586FB52851C

66A7B8FEC97B40D1B088A17094A8088A32FBBEEIB617CC6CB1ESE0346BF63ECE
70D0486B33988DDDAB43C4611EB814E7D418ACDB67C8D1F843718C17F9A618169F45CB4816CF52BODCA2236DES59473FB3168AF9DBDIDCFD6F64082B2082311!
false

unknown

067TG2LBz47661J903E922P9yu5114J6XE21m52i0578P77TNOY39e98X06Y6Dh12wR986R0J0367p386E61891V86u2R20tg0685Xx39806eqU5..93v14ndtH6cBZz609
bzM3MgpV70ZssN9645X5Yy3BQRmMmMQq7449vt33N5PuXgu2R1bZ405YIvol8100J46075m..7Y3b179102e6r07539F851100613W0H14833i56sTwIB54cP3010NtoW14b0
MIlowg2H5Ftu59EemdT5702948v013XRtw15535E46GBM1p73m5e357j1cPYFI0qNPc8PgJ4E..IH9SSdgHeNo6Mn111Hi8i6x52F87Ds60N3Yr47126J14NvV12imyJSO
1C0Tn73G0a61X3N80216R286dhmB1..6b47533Qc5D223403wu3Sp1TQ274F85B3602E39GYp1hF5828JV0op888x2B347S01n1U60875j84..Gm998BGLIVE0BGzZ08K02
b5I86x117E1KLt21751t3X8193tS;j..
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C:\Users\user\AppData\Roaming\98025414\mjvxdifm.dlIl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

526

5.50043966440634

false

133CBAC508BBF9665C26D4EG6DA1B286D
A5333069551B4B2C95D3BDFC804D45012975C0BD
F117C0903111C6DF6583D8FB5CD054CD6100047201B54FD004F94B24250DCESE

ODDF80DEC2CED7DFB7032341649B5040BE4DD67FCOFF380709AB210F5FE41CAGCOCF23AC88ED479FC6B2020B68D26FEB976B7794AECAQ86180E623F4EAB03E
6E

false

unknown

0K464Gns2FwCmt04Ps72X1731FcPM8NODK5KWZIS33U0729a65n0g928WaDFV59gnQ1u6L S2CEdz63EQQVCM38CWxc56i000zy2A5ghAOzm87k071d..q700
267..90dUn1F6s5YO7W1G958054663(652740S640h748HZ646e787yU175dI3199050m8P53Va5x510K3cF554U1AR4IAKMel1CW4Qc46J6606p7n8U2N2BE
GP801N1140550d1tA247E3Neq538D..0g95pq9XWv58b23S1w4akZix80dc268h8ruX4S13Y37tM31nA7633108Y90381..0839wWRIc8T174Qu1s6E1k599077bvz9T86v
604268B8Col77PQ2L5CneAEa2EP19bN69t33i5EU4z38bx798Fg92qJtoZ3m05yQN8I2D..hQ44E81HCc481WHILIWX[0su978TQjUweKHbABgRKKWDAt66EO0O0E14bTI8wI
524404UY0sV99EN3Kk7872¢0h..

C:\Users\luser\AppData\Roaming\98025414\natddbtsa.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

539

5.4231692739732225

false

B8BBDBD611FDB5DBA061770CBECAD795

AF6D610EF38F4B7D33CE5409D8917C9201E3DF74

92C040F48196F6F6C690520365489C97CCC269A67BE0318F1FCA4BD9F42BE9ACL
E82C35BFB1100D785C0443E28AFE2C8ED4906339BOBF80F465BESSEFB6FFIF02334FD778C29D34DB196A26D7C07E632145E5B8CF6410B8B0OF58725C2CB5AB46
false

unknown

16A37CTF4M40IP2h677Xlup9v50ZVo0w160XA50q9798PVRW1911KOSTTW35xM7h1vGX895c51054V4w19buNAIN1U58S1x5985bU93cIWRPKBIHK2WO3h639
797xv6dDnp575U5r4Gf46252KGD4e5834729315Dk7zn86003K69L..Uez91P5v0106638VILPSDMFL87u495HY TIwx4AMGg6Q2E6J1678x4ePK7z6E2uwl76q6b2E5xkr9
Q94Q226541194U09tZ01u651H27S514G8gz8iI0WxV3yh8k5JQ4790..EOE5FM6p019j915E20c053i60w8WJIkM74Q348(iR34X6DGx805hZ46038Gf2N677..08f73gA50
UV67IR2xH2V02n1112ZE6pKe49D1z0wP4xcWI0832IHrP91FT5MLY..1LVjN288TAGLAZ5MOIMX9F7I121DZ37fKEY0f139KqwA373Jr6577U9060356KILAVY9212K51ax
g63B06uhbyA8i593DCQSX5v520L..

C:\Users\luser\AppData\Roaming\98025414\ntwe.mp3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

615

5.455094475691125

false

A0823581838A89D7D4CCB8622FD92180

DD31E9F5376C4A75854D704A5F5DA734FD75BF07

3BOABOFOBFF75190CA95F80B60628C72843382E885375360C6E8D955CEA298FD
6448148DD91F86C31BFADEEA97B71AA7F7463BFCBF29DBE6415A66BA621F1157D4B860E912118B35ACB77B87024A02708FD765DFFEESF96282D57579948BE18|
false

unknown

zwL6pRe5875KtrBhS71N4x70RWG72474kW7n0n947X56E65DKRc6WY35PD3cR2740..7M315Z29sWM3J3..42L3bWF5A8990J8vg1ihHKNh52ts21Z0G0em102mP65I2Sus
8CbM10c..L5Ged96hmC22VRG7LFO8CIAGfKZT09AI435dk6881b37d89374e1cVG1054hBdPz6Y3m8YVtP3bV30Yn17c7e536f2Jb..45x81sZ22F9802B0J0ON10961yD57
8873Q03b57G3K9zq72j9NAIBTU668MA53FNbS62Q968d9..43Z21s6U234209265H96C67JBYyIF35Q9B8I20P15V642i856P5H93d5LL22e Xmo80FzZROhANS..e94Q28N1B
00Y73G9VXi0180IKYa44K255311ZU6ule847Z038kF433f390Sr4J975kz37dQIPI06HYVK6a05xrq03t..5j570057502U0CDD86cb9qE1z6bU9708E2J9A1624518]D
41r8pOmo9f128P5GZKk96fF7kz0d45D6v404570080FA21y67957164fQsi674y79A547epIt3Z9A572E12871L.622e75D..

C:\Users\user\AppData\Roaming\98025414\ouvrjba.ppt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

634

5.565796365658858
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C:\Users\user\AppData\Roaming\98025414\ouvrjba.ppt

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

D2C08AD9B40C6395904420C7F97242A3

087A9FBDDA0C08802B331172F018B60949E4AAFO

6FBA2B94D2E47266D6CEDA55469D339D3647322AFC7BE420C8617DEADC3EF115
2BA4315F61E5B50A24893D217A8EC193564885DEA2E40444EE1B999860828F06F7C0OF247E311447C1024DC5FD23F4F5FAEOASDCB131CAB2038DFO306AE3CA83!
false

unknown

VEQ570C058N4538ZMp815S3611IE7Da9MD5d93Y41VUg0p4yxGiOML7e482R..93Xq3qB40zS3YXd770AVUEU305ivoW8GXesYGOqBT189BeA02U..CIFYIX
gb2N94aum5Xb4Yj042iG34zsS0Rvfy7MJJer5..x32sFR22Ds2DK520704Lko9bSIz7wOh06E7E2ymTtP2f16tq85f4zfiBzsk6XM32039428w4d56f32S5546elYd0531
4TAB0e192CTALE5G2PQhM3mt..7799gwbj920i4g27916w28081R090e832N0G0g0V9i5pimgnY00X791C53VAIL1yk7201..3)TZ1i21311627e2..8ZSVu1f8M9bQE0h
227Gkby1B3Y6ni9HS8gqLW4137UH00Z650mtB6621A307NGT|6BM21jM638pQEf71S..54201D5GXh24a5wQ7t45hQ70v6SP28ghOyxIuilyi2M350s3R259PHA0Wy3L46
3f3QChTxC2ECZzf0431MI3v5T8N2WOQUNYs6S2UWXz40s69Fe02KDS0Y TFIu582dEXNTVQILRZ7p3768Q4U5lyJ1350r51y7j31G3870S5259aY7¢c3aC71g56X3..

C:\Users\luser\AppData\Roaming\98025414\owxpr.pdf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

56976

5.579376667471237

false

04A33F4AFAAFF3027A40B095DAD04A99
9387782276CAEEF4B3D43DD9E9CED3BDF968077D
1249B35F3978F85E5496EAEB12FAB95S0BEE9820B42DC84A3B99588B6669DA073

A4510FAF84E4A57C18EBEEE1A7BD31BCD27B1169FDBE88263583C81C9F9037D3CE2FFOA3EACGF5B1E881CCCEB265438F9BA458BB7CF164CC841D66CC2A44C
FBE

false

unknown

A0Zn65j448xdAX3mu0530824365sEz1qzY3k0..VUf1555063T8t05051Q121270..9s0600W7211J63r3AWZ6Q8B2sK073MEA96WsPt95i863d4w0414HY45KG81p..hO
LoD5uaKQ9Isy415191983X039wJYi5P2P1R47T0C4219s01Z4qn99cABNEG76u6l90xZ0526840QW9e7n7160KRr7e..7048cg0RQuU59p05627VibCHaK7qZZn89PglV76
2..9iLr83cdtD7yH1Iv230D9C8VA1Kj4ANIB6Z9..Cp57baaj431UXw943339g2T3688926i18..y36MIr9510952TBF21W5X42Q368c7206G226XG7v58K9QvD3Ipg901k
9779..36953n294pS5b50x61y20H8ge000w56180L0tV3E5a50nS1IYEJEPTcz0YA2u7408666145Zvh915kPv5i3J4g..uY6017cwH3BR1g75441rhioH8t4313003QJ3
fP1JF5927jHNV07..DF13480eSTF62E8zuT4Sq3lAa6a02uqj0EfIWCTe0701ct4B..HMoAMT7sdbO41wS3EM947s196WRUND7Kz..gA5a1fSWQ7w3wM1r829N15FEZ798
73A0E1208mZ1D6849G5568E8i66m6Y29F52Q9544x6d96AC..q0929199G7h0910416SdG..Z045s597695L631n6EG3TzZW7521C9iQ8U08dF3Rzid6978u..6uVQ04e3xS
6bOdJT8y6361P2607..YEE4A0MI22u2iT9S755134542P93vZa7y4ktj32pOvosEHIY19ta3GoD85026..48g2X6R0I8hHI5te T4Cz..181841807A0dh7A5RVN1r003820
H8H..1Y9v3HURQ2AfMtO3WXh49b42J3WGFS25839072R83g713f3Qdu..01E11Fs2e3Q702bnWI3E0J4628Q18E1B9

C:\Users\luser\AppData\Roaming\98025414\pfoqpoutwu.ppt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ameHrrFwNp.exe
ASCII text, with CRLF line terminators
dropped

526

5.484669489916625

false

F5675772D77448A1FBC20304851AA52F
CAGE108FD12EAE6E2913144E2957857691BDCCE4
DEA7FBB8BOE8S3FEF7F62FD1174A2B72507A5B373C57B450E815D1B8465F3C44E6

14D798FD2AEB6991DE19A28C503A46E0C8DFOD18ABF84B2FEB47E1BFBES305121111E9A5DD399D83422C04C620CFB01C507C71E876D2878F8018E7158BDEDE
A

false

unknown

CcE1r9020016D2bv8pvje3vIswIL84xq43k1QI579. t5bIL58XKIXE 7y5SEGBRKBAL66PSIROM36X0e3wh. .al02FN2c8sbB7Fr139VhRQe5KA547PxrZe557IDf35143Ge
47r2k7aE070QRWAU30072qbrpl..3G0U94j51..103d2B0582a74gB3javkg T4kP7iKR304r2Qi6K3q725W8NK37w..3534h 78J8wx0J5UJO0H.. Y2R61j75vK 1k6W8q 7
3722189¢196a6Y309A6HPI4I8qH125a8E..420183990W79jf9y2hej8x2..0TPNOhPT51uhY529148..318L5548BD3Zho0HNAV52g7hjV48Z11Jp27Fi9LAvB0668a6N
457Qz00Z9n2iw0Mp125]9JRINMFI3T..8180dFBe4NN8521s879NXsJt83Bra0UNS25735mY 18h02Qnf TlgpQ2J