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Windows Analysis Report customResource0009.dll

Overview

General Information Detection Signatures Classification
Sample customResource0009.dll

Name: Creates a Directinput object (often fa..

Analysis ID: 502666

Uses 32bit: PE files:

MD5: . . - .
46a6dS4adb3sle.. PE file: contains anjinvalid checksum
SHA1L:
782912ed836797.. Program|does not: show much activi...
SHA256: 6a21df8ba326d4a.
Creates alprocessiinisuspended
Infos: &

Most interesting Screenshot:

B»
3
a
a Score: 2
-]
Range: 0-100
Whitelisted: false
] Confidence: 100%

Process Tree

= System is wl0x64

o [ loaddl32.exe (PID: 2200 cmdline: loaddll32.exe 'C:\Users\user\Desktop\customResource0009.dIl' MD5: 72FCD8FBOADC38ED9050569AD673650E)
. cmd.exe (PID: 1752 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\customResource0009.dlI'#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

. D rundll32.exe (PID: 468 cmdline: rundll32.exe 'C:\Users\user\Desktop\customResource0009.dII' #1 MD5: D7CA562B0DB4F4ADDOF03A89A1FDAD63D)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section
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There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Initial Privilege Credential
Access Execution Persistence Escalation Defense Evasion Access Discovery
Valid Windows Path Process Rundll32 Input Virtualization/Sandbox
Accounts Management  Interception Injection Capture Evasion
Instrumentation
Default  Scheduled Boot or Boot or Logon Virtualization/Sandbox LSASS System Information
Accounts Task/Job Logon Initialization Evasion Memory Discovery
Initialization  Scripts
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Query Registry
Accounts (Windows)  (Windows) Injection Account
Manager
Behavior Graph
Behavior Graph
ID: 502666
Sample: customResource0009.dll
Startdate: 14/10/2021
Architecture:  WINDOWS
Score: 2

Screenshots

Thumbnails

started

loaddll32.exe

C

. 1
started

C: cmd.exe

@
C

\

Bk
started
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C

rundll32.exe

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Command Network
Exfiltration and Control  Effects
Exfiltration Data Eavesdrop on
Over Other Obfuscation Insecure
Network Network
Medium Communication
Exfiltration Junk Data Exploit SS7 to
Over Redirect Phone
Bluetooth Calls/SMS
Automated Steganography Exploit SS7 to

Track Device
Location

Exfiltration
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Process

Signature
Created File
DNS/IP Info
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Is Dropped

Is Windows Process
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Number of created Registry Values

Number of created Files
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Visual Basic
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Delphi
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Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

L@ 2 )

Internet
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0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
customResource0009.dlI 0% Virustotal Browse
customResource0009.dlI 0% ReversingLabs

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches

Domains
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https://www.virustotal.com/gui/file/6a21df8ba326d4a7f5f1e7870d4090238bcefdbd24142f10b2592f2da54684e6/detection/f-6a21df8ba326d4a7f5f1e7870d4090238bcefdbd24142f10b2592f2da54684e6-1634125296

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs

Contacted Domains

No contacted domains info

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 502666
Start date: 14.10.2021
Start time: 08:44:23
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 5m 45s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: customResource0009.dll
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Run with higher sleep bypass
Number of analysed new started processes 34
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: clean2.winDLL@5/0@0/0
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Sleeps bigger than 120000ms are automatically reduced to 1000ms
e Found application associated with file extension: .dll

Warnings: Show All

Simulations

Behavior and APIs
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Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

No created / dropped files found

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Copyright Joe Security LLC 2021

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

2.516376810806406

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

e Generic Win/DOS Executable (2004/3) 0.20%

e DOS Executable Generic (2002/1) 0.20%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

customResource0009.dll

2099200

46a6d54adb351e5d896c7e47d2f3c572
78291aed836797fc4b8048276258834949de658

6a21df8ha326d4a7f5f1e7870d4090238bcefdbd24142f10
b2592f2da54684e6

2f987317c46f9e36¢fc94747f9578a03850a3632b510545
1dc737¢962916431b16ed896eb675b7207eb2957ec9ad(
51829b0e305dc0276a855ea92b2c4b42580

3072:zIXatRRGzPVA80Oxp0heOnpsMv1gcORJUB+0nJ
Uly:zIbq80xp0heOnyMKcORJUB+0ny

is program cannot be run in DOS mode....$.
l-.sI$m.14.sl$m.!=.s!...l..s!-.rld.s!$m.!d.s!3G.!,.s!$m.!,.s!
Rich-.sl........ PE.L...Y. s Lo,
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Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Authenticode Signature

Signature Valid:

Signature Issuer:
Signature Validation Error:
Error Number:

Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name Virtual Address Virtual Size
text 0x1000 0x6344
.rdata  0x8000 Oxlaac
.data 0xa000 0x181c

.rsrc 0xc000 0x1f54f4
.reloc 0x202000 Ox1fbe
Resources

Imports

Copyright Joe Security LLC 2021

Raw Size
0x6400

0x1c00

0xe00

0x1f5600

0x2000

Xored PE

False

False

False

False

False

ZLIB Complexity
0.61140625

0.338588169643

0.220982142857

0.027705061082

0.191528320312

74f0e4ecccdceOed

0x10001233
text
true
0x10000000
windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

0x59E4C0D7 [Mon Oct 16 14:23:19 2017 UTC]

o oo o »u o u

dOb0abh81bf0e4cd20070f6525db9fd67

File Type Entropy

COM executable for DOS 6.57669403614
data 5.34181229543
data 2.25864871023
data 2.33990762536
data 2.06954453639

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,

IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ
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Version Infos
Possible Origin

Language of compilation system

English

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Country where language is spoken

United States

Analysis Process: loaddll32.exe PID: 2200 Parent PID: 5980

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

08:45:22

14/10/2021
C:\Windows\System32\loaddll32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\customResource0009.dlI'
0xda0000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E
true

true

C, C++ or other language

moderate

Show Windows behavior

Analysis Process: cmd.exe PID: 1752 Parent PID: 2200

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:45:22

14/10/2021

C:\Windows\SysWOW64\cmd.exe

true

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\customResource0009.dlI' #1
0x150000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 468 Parent PID: 1752

General

Start time: 08:45:23

Start date: 14/10/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC
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true

rundll32.exe ‘C:\Users\user\Desktop\customResource0009.dlI',#1
0xf40000

61952 bytes

D7CA562B0DB4F4DD0OF03A89A1FDAD63D

true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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