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Windows Analysis Report sample20211025-01.xIs

Overview

General Information

Sample sample20211025-01.xls
Name:

Analysis ID: 508537

MDS: 2172d539dfc31f7..
SHAL: a0af38a44615a87.
SHA256: 7116c93e858916..
Infos: & H _:

Most interesting Screenshot:

Process Tree

= System is w10x64

Detection

Score:

Range:

Whitelisted:

Confidence:

MALICIOUS

pper
68

0-100
false

100%

on Joe Sandbox Clo...
Multi AV Scanner detection
Detected Italy targeted Ursnif droppe...

ment contains an embedded VB...

Document containsiembedded VBA ...

Classification

. EXCEL.EXE (PID: 6844 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE' /automation -Embedding MD5: 5D6638F2C8F8571C593999C58866007E)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

AV Detection:

Click to jump to signature section

Multi AV Scanner detection for submitted file
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E-Banking Fraud:

Detected Italy targeted Ursnif dropper document

System Summary:

Found detection on Joe Sandbox Cloud Basic with higher score

Mitre Att&ck Matrix
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

8 Share
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Insert Delete Format
- == Filter ~ Select -

sample20211025-01 s [Compatibility Mode] - Excel

Data View ' Tell me what you want t«
- E'

Pagelayout  Formulas
S5 Wrap Text General

§ -9 s & Conditional Formatas Cell

Formatting~ Table~ Stlest -

Styles Cells

[ Merge & Center ~
Number 7

Editing

Alignment 5

Clipboard 1
B5
Visualizza |Stampa
DHL Express
FATTURA

25 Ottobre 2021

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Detection Scanner

Initial Sample
11% Virustotal

Source
sample20211025-01.xIs

Dropped Files

No Antivirus matches

Copyright Joe Security LLC 2021

Label

Link
Browse
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https://www.virustotal.com/gui/file/7116c93e85891626185692c325a7c648bf2f2effb5c05582f77a18144b620164/detection/f-7116c93e85891626185692c325a7c648bf2f2effb5c05582f77a18144b620164-1635149483

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://roaming.edog. 0% URL Reputation safe
http://https://cdn.entity. 0% URL Reputation safe
http://https://powerlift.acompli.net 0% URL Reputation safe
http://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
http://https://cortana.ai 0% URL Reputation safe
http://https://api.aadrm.com/ 0% URL Reputation safe
http://https://ofcrecsvcapi-int.azurewebsites.net/ 0% URL Reputation safe
http://https://augloop.office.com; https://augloop-int.officeppe.com;https://augloop- 0% Avira URL Cloud safe
dogfood.officeppe.com;h

http://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
http://https://powerlift-frontdesk.acompli.net 0% URL Reputation safe
http://https://officeci.azurewebsites.net/api/ 0% URL Reputation safe
http://https://store.office.cn/addinstemplate 0% URL Reputation safe
http://https://api.aadrm.com 0% URL Reputation safe
http://https://dev0-api.acompli.net/autodetect 0% URL Reputation safe
http://https://www.odwebp.svc.ms 0% URL Reputation safe
http://https://api.addins.store.officeppe.com/addinstemplate 0% Avira URL Cloud safe
http://https://dataservice.0365filtering.com/ 0% URL Reputation safe
http://https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://ncus.contentsync. 0% URL Reputation safe
http://https://apis.live.net/v5.0/ 0% URL Reputation safe
http://https://wus2.contentsync. 0% URL Reputation safe
http://https://asgsmsproxyapi.azurewebsites.net/ 0% URL Reputation safe
http://https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe
http://https://ncus.pagecontentsync. 0% URL Reputation safe
http://https://skyapi.live.net/Activity/ 0% URL Reputation safe
http://https://dataservice.o365filtering.com 0% URL Reputation safe
http://https://api.cortana.ai 0% URL Reputation safe
http://https://ovisualuiapp.azurewebsites.net/pbiagave/ 0% URL Reputation safe

Domains and IPs
Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 508537
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Start date:
Start time:
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:

Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Run name:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

25.10.2021

10:49:32

CloudBasic

Oh 3m 56s

false

light
sample20211025-01.xls

defaultwindowsofficecookbook.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Potential for more I0Cs and behavior

24

o O o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal68.bank.expl.winXLS@1/1@0/0
Failed
Failed

e Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Adjust boot time
Enable AMSI

Attach to Office via COM
Active Picture Object
Active Picture Object
Scroll down

Close Viewer

e o o o o o o o o

Show All

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints

Copyright Joe Security LLC 2021

Found application associated with file extension: .xIs
Found Word or Excel or PowerPoint or XPS Viewer
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No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppDatal\Local\Microsoft\Officel16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\D996 E009-EEFC-4DD9-8747-5D20986 EEBA9
Process: C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

File Type: XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped
Size (bytes): 139130

Entropy (8bit):  5.358455742213455

Encrypted: false

SSDEEP: 1536:NcQlfgxrBdA3gBwfinQ9DQW+zBY 34Fi7nXboOidXVEGLWME9: XWQIDQW+zzXaH

MDS5: DF73792F5988E451A9F9A3FFD4853113

SHA1L: 97AB67B8DAE208FFBF7B4ECE1B590D439B86FF95

SHA-256: 6F24COFFC4CC4AB3CD7B6FD668F23591CE6FE680BD92EA41660358E956AD7142

SHA-512: 13072E1620D7D6A892C88588BC5EF48C4EB41D3C013DC2DED6889A6D66802BD0O5A55B83A9C503DD2566571B1B43F8FC849240536A57C50F61D0A01D16497E3C
Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<0:OfficeConfig xmIns:o="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-10-25T08:50:24">..
Build: 16.0.14618.30527-->.. <o:default>.. <o:ticket o:headerName="Authorization" o:headerValue="{}" />.. </o:default>.. <o:service o:name="Research">.. <o:u
rI>https://rr.office.microsoft.com/research/query.asmx</o:url>.. </o:service>.. <o:service o:name="ORedir">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>..
</o:service>.. <o:service o:name="ORedirSSL">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>.. </o:service>.. <o:service o:name="ClViewClientHelpld">..
<o:url>https://[MAX.BaseHost]/client/results</o:url>.. </o:service>.. <o:service o:name="ClViewClientHome">.. <o:url>https://[MAX.BaseHost]/client/results</o:url>..
</o:service>.. <o:service o:name="ClViewClientTemplate">.. <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>.. </o:service>.. <o:

Static File Info

General

File type: Composite Document File V2 Document, Little Endian,
Os: Windows, Version 10.0, Code page: 1252, Create
Time/Date: Mon Oct 25 08:52:46 2021, Last Saved
Time/Date: Mon Oct 25 08:52:48 2021, Security: 0,
Author: DHL eCommerce

Entropy (8bit): 5.70676744685002

TriD: e Microsoft Excel sheet (30009/1) 78.94%

e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

File name: sample20211025-01.xIs

File size: 57344

MD5: 2172d539dfc3178f87363c9837fc788

SHAL: a0af38a44615a87108f842cf32f5b5f8b289fe43

SHA256: 7116c93e85891626185692¢325a7c648bf2f2effb5c0558
2f77a18144b620164

SHA512: 3ac78ch0976a0125e1b05b36bdbd347827d07ed840ddd¢
4e20c325fde80bef5bbb25f558d23424a93ad97¢4f980a8
5af45bfd7a039d711c4eb0f7bbf4389ac79

SSDEEP: 1536:GsQIYKEIbSKKBEqEXPgsRZmbaoFhZhROcixIHM

File Content Preview:

File Icon

h

Icon Hash:

Copyright Joe Security LLC 2021

74ecd4c6c3c6c4d8

Ow05bQK/64f6xMmsiOWW6l:GhlYKEIUPM3fNRZmbaoF
hZhROcixIHmp
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Static OLE Info

General
Document Type: OLE
Number of OLE Files: 1

OLE File "sample20211025-01.xIs"

Indicators

Has Summary Info: True
Application Name: unknown
Encrypted Document: False
Contains Word Document Stream: False
Contains Workbook/Book Stream: True
Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary

Code Page: 1252

Author: DHL eCommerce

Create Time: 2021-10-25 07:52:46.061000
Last Saved Time: 2021-10-25 07:52:48
Security: 0

Document Summary

Document Code Page: 1252
Thumbnail Scaling Desired: False
Company:

Contains Dirty Links: False
Shared Document: False
Changed Hyperlinks: False
Application Version: 1048576

Streams with VBA

Streams

Network Behavior

No network behavior found

Code Manipulations

Statistics

System Behavior

Analysis Process: EXCEL.EXE PID: 6844 Parent PID: 744

General
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Start time: 10:50:22

Start date: 25/10/2021

Path: C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Microsoft Office\Office lL6\EXCEL.EXE' /automation -Embedding

Imagebase: 0x840000

File size: 27110184 bytes

MDS5 hash: 5D6638F2C8F8571C593999C58866007E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Created
Registry Activities Show Windows behavior
Key Created

Key Value Created

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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