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Windows Analysis Report calc.exe

Overview

General Information Detection

Sample calc.exe
Name:

Analysis ID: 510683

MDS: ce76ae9d476b9c.. | MALICIOUS |
SHAL:

f574aa3bbe55436.
SHA256: 05f3ac7f197b690..

Infos: BQsdnqQe

HEF
v

Most interesting Screenshot:

Score:
Range:
Whitelisted:

Confidence:

Process Tree

= System is wl0x64

80

0-100
false

100%

Signatures Classification

Antivirus / Scanner detection for sub...
System process connects to networ

Found detection on Joe Sandbox Clo...
Multi AV Scanner detection for subm...
Machine Learning detection for samp...

.NET source code contains potentia...

AV process;strings found (ofteniuse...

Queries the velumelinfermation (na

Yara signature match

OnE 6l MOre PreCESSES|crash
BE file/contains/strange resources

Uses a knownwebibrewser; User age:..

. @ calc.exe (PID: 2952 cmdline: 'C:\Users\user\Desktop\calc.exe' MD5: CE76AE9D476B9CODAA25DAFAC6DD4909)
o conhost.exe (PID: 3100 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. w WerFault.exe (PID: 5944 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 2952 -s 2104 MD5: 9E2BBACAD48ECCA55C0230D63623661B)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source

calc.exe

Memory Dumps

Source

00000000.00000000.252642988.000000000032
2000.00000002.00020000.sdmp

Copyright Joe Security LLC 2021

SUSP_Encoded_Discord_
Attachment_Oct21_1

SUSP_Encoded_Discord_
Attachment_Oct21_1

Description Author Strings

Detects suspicious Florian Roth e 0x158e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc
encoded URL to a

Discord

attachment (often
used for malware
hosting on a

legitimate FQDN)

Description Author Strings

Detects suspicious Florian Roth e 0x138e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc
encoded URL to a

Discord

attachment (often
used for malware
hosting on a

legitimate FQDN)
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Source

00000000.00000002.291985012.000000000032
2000.00000002.00020000.sdmp

00000000.00000000.245005606.000000000032
2000.00000002.00020000.sdmp

00000000.00000000.253313788.00000000026D
3000.00000004.00000001.sdmp

00000000.00000002.293201383.000000000267
7000.00000004.00000001.sdmp

Unpacked PEs

Source

0.0.calc.exe.320000.1.unpack

0.0.calc.exe.320000.0.unpack

0.0.calc.exe.320000.2.unpack

0.2.calc.exe.320000.0.unpack

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

\=f' Click to jump to signature section

Copyright Joe Security LLC 2021

Rule

SUSP_Encoded_Discord_
Attachment_Oct21_1

SUSP_Encoded_Discord_
Attachment_Oct21_1

SUSP_Encoded_Discord_
Attachment_Oct21_1

SUSP_Encoded_Discord_
Attachment_Oct21_1

Description

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Click to see the 8 entries

Rule

SUSP_Encoded_Discord_
Attachment_Oct21_1

SUSP_Encoded_Discord_
Attachment_Oct21_1

SUSP_Encoded_Discord_
Attachment_Oct21_1

SUSP_Encoded_Discord_
Attachment_Oct21_1

Description

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Author
Florian Roth

Florian Roth

Florian Roth

Florian Roth

Author
Florian Roth

Florian Roth

Florian Roth

Florian Roth

Strings

e 0x138e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc

e 0x138e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc

3

0x10440:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc
0x10504:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc

.

.

0x66a:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc
0x736:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc

.

Strings

e 0x158e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc

e 0x158e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc

e 0x158e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc

e 0x158e:$enc_r01: stnemhcatta/moc.ppadrocsid.ndc
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AV Detection:

Antivirus | Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Networking:

System process connects to network (likely due to code injection or exploit)

System Summary:

‘Z{

Found detection on Joe Sandbox Cloud Basic with higher score

Data Obfuscation:

‘Z{

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Path Process Virtualization/Sandbox OS Query Registry Remote Data from  Exfiltration Encrypted Eavesdrop o
Accounts  Management  Interception Injection ) @ Evasion [ Credential Services Local Over Other Channel [ Insecure
Instrumentation Dumping System Network Network
Medium Communicat
Default Scheduled Boot or Boot or Logon Disable or Modify LSASS Security Software Remote Data from  Exfiltration Ingress Tool Exploit SS7 t
Accounts  Task/Job Logon Initialization  Tools Memory  Discovery Desktop Removable Over Transfer Redirect Pho
Initialization  Scripts Protocol Media Bluetooth Calls/SMS
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit SS7 t
Accounts (Windows)  (Windows) Injection Account Evasion Admin Shares Network Exfiltration Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At (Windows)  Logon Script Logon Script  Software Packing NTDS Process Discovery Distributed Input Scheduled Application SIM Card
Accounts (Mac) (Mac) Component  Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Timestomp LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Script Secrets Discovery Transfer Channels Device
Size Limits Communicat
Replication Launchd Rc.common Rc.common  Steganography Cached System Information VNC GUI Input  Exfiltration Multiband Jamming or
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph

= om= = =
sample: calc.exe SUSPICIOUS D Process
Startdate: 28/10/2021 CLEAN .
Architecture: WINDOWS D Slg nature

UNKNOWN

Score: 80

I:I Created File
Il onsieinfo

™. |s Dropped
- - - S - - -
Is Windows Process

Number of created Registry Values

@

Y
+
"en

—— )
celexe Number of created Files

Y

Visual Basic
v 5 s BRSE
= — -
111 Delphi
Java

cdn.discordapp.com CA
162.159.135.233, 443, 49706, 49707
CLOUDFLARENETUS

.Net C# or VB.NET

C, C++ or other language

United States  ES

D@ 2 i~

Is malicious
started
Internet
WerFault exe ~ conhost.exe 4

=
E
Qi

192.168.2.1

unknown dropped

unknown

C:\ProgramData\Microsoft\...\Report.wer, Little-endian @

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
calc.exe
calc.exe

calc.exe

calc.exe

calc.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Copyright Joe Security LLC 2021

Detection
54%
12%
27%

100%
100%

Scanner
Virustotal
Metadefender

ReversingLabs

Avira
Joe Sandbox ML

Label

ByteCode-
MSIL.Trojan.Heracles

TR/DIdr.Agent.gkrrf

Link
Browse

Browse
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https://www.virustotal.com/gui/file/05f3ac7f197b690f306c521b658c935fbf057d737ad6791cee6e2553b87d090b/detection/f-05f3ac7f197b690f306c521b658c935fbf057d737ad6791cee6e2553b87d090b-1635389048
https://www.metadefender.com/#!/results/file/bzIxMTAyMl8wcUpYY29NWkdpSDBqUlg2NWw/regular/analysis

Source Detection Scanner Label Link

http://https://cdn.discor 0% URL Reputation safe
http://https://cdn.discord 0% URL Reputation safe
http://https://cdn.discordapp.co 0% URL Reputation safe
http://https://cdn.discordapp. 0% Avira URL Cloud safe
http://https://cdn.disc 0% URL Reputation safe
http://https://cdn.disco 0% URL Reputation safe
http://https://cdn.discorda 0% URL Reputation safe
http://https://cdn.d 0% URL Reputation safe
http://https://cdn.discordap 0% URL Reputation safe
http://https://cdn.dis 0% URL Reputation safe
http://https://cdn.discordapp.com4 0% URL Reputation safe
http://https://cdn.discordapp 0% URL Reputation safe
http://https://cdn.di 0% URL Reputation safe
http://https://cdn.discordapp.comD8 0% Avira URL Cloud safe
http://https://cdn.discordapp.c 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation

cdn.discordapp.com 162.159.135.233 true false high

Contacted URLs
Name Malicious Antivirus Detection Reputation
http:/f false high

https://cdn.discordapp.com/attachments/897402450376536075/897465559711633408/8NMrqq
Axt

http:ff false high
https://cdn.discordapp.com/attachments/897223707649515602/897228595318124554/ascii_A
RT.txt

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
162.159.135.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false

Private

P
192.168.2.1

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 510683

Start date: 28.10.2021

Start time: 04:55:03

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 51s

Hypervisor based Inspection enabled: false

Report type: light

Copyright Joe Security LLC 2021 Page 9 of 34



Sample file name:
Cookbook file name:
Analysis system description:
Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
04:56:24

API Interceptor

calc.exe

defaultwindowsfilecookbook.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Without Tracing

26

o ©o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal80.evad.WinEXE@3/7@1/2
Failed

e Successful, ratio: 2.1% (good quality ratio 2.1%)
e Quality average: 75.7%
e Quality standard deviation: 27.6%

e Successful, ratio: 100%
e Number of executed functions: 0
* Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
* Found application associated with file extension: .exe

Show All

Description

1x Sleep call for process: WerFault.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL

162.159.135.233

Copyright Joe Security LLC 2021

SHA 256
Get hash

Detection Link Context

malicious Browse e cdn.disco

rdapp.com/
attachment
s/71055734
2755848243
/876828681
815871488/
clp.exe

Get hash malicious Browse e cdn.disco
rdapp.com/
attachment
s/84368578
9120331799
/844316591
284944986/

poiu.exe

Page 10 of 34


https://view.joesandbox.com/analysis/367549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367549/html/none?idtype=webid
https://view.joesandbox.com/analysis/325811/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325811/html/none?idtype=webid

Match

Domains

Match

cdn.discordapp.com

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

cdn.disco
rdapp.com/
attachment
s/80931153
1652087809
/839820005
927550996/
Youngest_S
nake.exe

cdn.disco
rdapp.com/
attachment
s/80931153
1652087809
/839856358
152208434/
May_Blessi
ng.exe

cdn.disco

rdapp.com/
attachment
s/81967489
6988242004
/819677189
900861500/
harcout.exe

cdn.disco
rdapp.com/
attachment
s/78927951
7516365865
/789279697
203757066/
angelx.scr

cdn.disco
rdapp.com/
attachment
s/78894637
5533789214
/788947376
849027092/
atlasx.scr

cdn.disco

rdapp.com/
attachment
s/78017501
5496777751
/781048233
136226304/
mocux.exe

cdn.disco
rdapp.com/
attachment
s/73381808
0668680222
/758418625
429372978/
p2.jpg

Context

162.159.13
4.233

162.159.12
9.233

162.159.13
4.233

162.159.13
5.233

162.159.13
0.233

162.159.13
4.233

162.159.13
0.233

162.159.13
3.233

162.159.13
4.233
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https://view.joesandbox.com/analysis/319618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319618/html/none?idtype=webid
https://view.joesandbox.com/analysis/319599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319599/html/none?idtype=webid
https://view.joesandbox.com/analysis/276758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276758/html/none?idtype=webid
https://view.joesandbox.com/analysis/249556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249556/html/none?idtype=webid
https://view.joesandbox.com/analysis/249171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249171/html/none?idtype=webid
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid
https://view.joesandbox.com/analysis/210955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210955/html/none?idtype=webid
https://view.joesandbox.com/analysis/401373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401373/html/none?idtype=webid
https://view.joesandbox.com/analysis/401349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401349/html/none?idtype=webid
https://view.joesandbox.com/analysis/401346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401346/html/none?idtype=webid
https://view.joesandbox.com/analysis/401240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401240/html/none?idtype=webid
https://view.joesandbox.com/analysis/401209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401209/html/none?idtype=webid
https://view.joesandbox.com/analysis/401192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401192/html/none?idtype=webid
https://view.joesandbox.com/analysis/401171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401171/html/none?idtype=webid
https://view.joesandbox.com/analysis/401128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401128/html/none?idtype=webid
https://view.joesandbox.com/analysis/401123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401123/html/none?idtype=webid

Match

ASN

Match
CLOUDFLARENETUS

JA3 Fingerprints

Match
3b5074b1b5d032e5620f69f9f700ff0e

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
3 n
] 7]
<] <]
Q, [}
2 2
@ @
-3 -3
(7] [
o o
3 3
i -
® ®
2 2
® o
3 3
® ®
c c
A a
[l [

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

162.159.13
5.233

162.159.13
4.233

162.159.13
4.233

162.159.12
9.233

162.159.13
0.233

162.159.13
3.233

162.159.13
4.233

162.159.12
9.233

162.159.13
4.233

162.159.13
0.233

Context

162.159.12
9.233

104.21.68.139
172.67.188.154
104.16.18.94

162.159.13
4.233

104.16.18.94
172.67.70.134

162.159.12
9.233

104.26.6.139

162.159.13
4.233

172.67.69.19
104.26.6.139
104.26.1.100
104.26.1.100
172.67.69.19
104.26.8.187
172.67.161.80
172.67.188.154
104.21.19.200

162.159.13
4.233

Context

162.159.13
5.233

162.159.13
5.233

162.159.13
5.233

162.159.13
5.233

162.159.13
5.233

162.159.13
5.233

162.159.13
5.233

162.159.13
5.233

162.159.13
5.233
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https://view.joesandbox.com/analysis/401082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401082/html/none?idtype=webid
https://view.joesandbox.com/analysis/401076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401076/html/none?idtype=webid
https://view.joesandbox.com/analysis/401054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401054/html/none?idtype=webid
https://view.joesandbox.com/analysis/400993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400993/html/none?idtype=webid
https://view.joesandbox.com/analysis/400937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400937/html/none?idtype=webid
https://view.joesandbox.com/analysis/400929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400929/html/none?idtype=webid
https://view.joesandbox.com/analysis/400919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400919/html/none?idtype=webid
https://view.joesandbox.com/analysis/400839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400839/html/none?idtype=webid
https://view.joesandbox.com/analysis/400790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400790/html/none?idtype=webid
https://view.joesandbox.com/analysis/400788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400788/html/none?idtype=webid
https://view.joesandbox.com/analysis/401410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401410/html/none?idtype=webid
https://view.joesandbox.com/analysis/401403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401403/html/none?idtype=webid
https://view.joesandbox.com/analysis/401394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401394/html/none?idtype=webid
https://view.joesandbox.com/analysis/401381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401381/html/none?idtype=webid
https://view.joesandbox.com/analysis/401373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401373/html/none?idtype=webid
https://view.joesandbox.com/analysis/401353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401353/html/none?idtype=webid
https://view.joesandbox.com/analysis/401351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401351/html/none?idtype=webid
https://view.joesandbox.com/analysis/401349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401349/html/none?idtype=webid
https://view.joesandbox.com/analysis/401348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401348/html/none?idtype=webid
https://view.joesandbox.com/analysis/401346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401346/html/none?idtype=webid
https://view.joesandbox.com/analysis/401344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401344/html/none?idtype=webid
https://view.joesandbox.com/analysis/401342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401342/html/none?idtype=webid
https://view.joesandbox.com/analysis/401336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401336/html/none?idtype=webid
https://view.joesandbox.com/analysis/401334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401334/html/none?idtype=webid
https://view.joesandbox.com/analysis/401331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401331/html/none?idtype=webid
https://view.joesandbox.com/analysis/401320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401320/html/none?idtype=webid
https://view.joesandbox.com/analysis/401278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401278/html/none?idtype=webid
https://view.joesandbox.com/analysis/401255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401255/html/none?idtype=webid
https://view.joesandbox.com/analysis/401252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401252/html/none?idtype=webid
https://view.joesandbox.com/analysis/401240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401240/html/none?idtype=webid
https://view.joesandbox.com/analysis/401410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401410/html/none?idtype=webid
https://view.joesandbox.com/analysis/401373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401373/html/none?idtype=webid
https://view.joesandbox.com/analysis/401126/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401126/html/none?idtype=webid
https://view.joesandbox.com/analysis/401120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401120/html/none?idtype=webid
https://view.joesandbox.com/analysis/401029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401029/html/none?idtype=webid
https://view.joesandbox.com/analysis/400993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400993/html/none?idtype=webid
https://view.joesandbox.com/analysis/400967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400967/html/none?idtype=webid
https://view.joesandbox.com/analysis/400919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400919/html/none?idtype=webid
https://view.joesandbox.com/analysis/400875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400875/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Get hash malicious Browse e 162.159.13
5.233

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

65536

1.1474137951894232

false

192:xjFcoHBUZMXyaKsUAeZg/u7szS2741t0Oh:FFbBUZMXyalmg/u7szX41tOh
E3079ED555F8784B1284D8F81FEC9B71
FCBACCFA617583415F5958049D09441AA7452585
941B2A5E239EB42808412C345DB264A65B29CF52FAFODBD072306A69D8028FA3

EA3A830960A6ADB86A1CAFCDFID2F57E984FCOEBIC5B53526450477AE48F11BA04E1C2F6228B69121ABC4AAE7824B89361AC0OB82ABDOBA722CDE82296E9E394
9C

true

low

.V.ersio.n=1...EventTyp.e=CLR.20r3...EventTime=13.2798.95771.0.85984.1...Rep.ortTyp.e=2..Cons.ent=1..Up.loadTim.
e.=.1.3.2.7.9.8.9.5.7.8.2.2.8.9.0.7.3.9.....R.e.p.ortStatu.s.=524384...Rep.ortldentifier=.0.b.c.2.a.7.c.0.-0.0.6.2.-.4.3.1.0.-.8.6.c.8.-.4.9.0.e.8.0.6.e.c.4.3.
0....l.ntegr.ato.r.Rep.ourtldentifier=0.0.3f9.f2.2.-7.19.b.-459.7.-a4.5f-1.8.6.3.3.h.3.5.3.7.4.3....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.
=3.3.2...N.s.App.Name.=c.alc..exe..OriginalFilenam.e=c.alc..ex.e..Ap.p.S.e.s.s.io.nG.u.id=0.0.0.0.0.b.8.8.-.0.0.0.1.-.0.0.1.6.-.9.d.d.8.-.0.c.c.
8.f.2.c.b.d.7.0.1...T.arg.etAp.p.l.d.=W...0.0.0.6.e.8.1.1.0.b.5.1.3.2.f.6.9.6.4.4.a.c.7.a.f.3.5.2.4.8.8.e.1.0.f.£.0.0.0.0.0.0.0.0.1.0.0.0.0.f.5.7.4.a.a.3.b.b.e.5.5.4.3.6.3.
a.6.f.6.d.1.d.6.4.8.c.3.1.5.0.5.b.f.9.2.b.fe5..cal.c..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER2DC6.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Thu Oct 28 11:56:13 2021, 0x1205a4 type

dropped

254011

3.814697195905774

false
3072:paolpOFK0J9gI0gF5ckU0bUCGUpIxWnhN51sfid+pdjghJLO:pa70J9RpDckUOTIENP61
B93804DE4258B1105B8090352B846E2E
BEEA675AD292DFEB8BAGFB47DE64222EF9607DFE7
3F6B581CB6C062B6EC657CB971B63B5AF381035AF3B60F231F17579B76A06B01
054991F34A5C3DAB1A352515384DCC3E738F3BF6875BC592389CC4FF04AD2235A391250F13658401BF79BA6F5E8858570A5BD32CD65555CDFA684A5331CE682C
false

low
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https://view.joesandbox.com/analysis/400626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400626/html/none?idtype=webid
https://view.joesandbox.com/analysis/400623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400623/html/none?idtype=webid
https://view.joesandbox.com/analysis/400530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400530/html/none?idtype=webid
https://view.joesandbox.com/analysis/400438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400438/html/none?idtype=webid
https://view.joesandbox.com/analysis/400437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400437/html/none?idtype=webid
https://view.joesandbox.com/analysis/400416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400416/html/none?idtype=webid
https://view.joesandbox.com/analysis/400406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400406/html/none?idtype=webid
https://view.joesandbox.com/analysis/400367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400367/html/none?idtype=webid
https://view.joesandbox.com/analysis/400356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400356/html/none?idtype=webid
https://view.joesandbox.com/analysis/400351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400351/html/none?idtype=webid
https://view.joesandbox.com/analysis/400341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400341/html/none?idtype=webid

C:\ProgramData\Microsoft\Windows\WER\Temp\WER2DC6.tmp.dmp

Preview:

P.a.c.ific..D.ay.lig.ht T.ime

C:\ProgramData\Microsoft\Windows\WER\Temp\WER39DC.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8364

3.691637181662257

false

192:Rrl7r3GLNi4a6lObZ6Y IxSUy4WgmfZISwCprT89b+sysf1Km:RrIsNit616YeSUyxgmfbSM+6fJ
8EF2457FBD84949C70B2EEC51F59391B
466DE618B6FBEB213AE7D7186DC3C2E63D861258
2534645C37D6CDF3E238408F48833C98E5CB63532062E4D7EEB9A4D992A6A586
4C98168125A5B504E50399E423FCEDD9CAAEC093AE4CEC1597BD3835BC0185C37C24BD10502BB2825B5DE9D8ADSEC819303825DFB615D27F9092C709E310415!
false

low

.<.?x.ml .versio.n="1.0" .enc.0.ding="UTF.-16."2>. .. <WERRep.ortMetadata>....<O.SV.ers.io.nlnformation>....<W.ind.
o.w.s.N.T.V.errs.io.n.>.1.0..0.</W..nd.ows.NT.V.ers.ion>.....<Bu.ild>17134</Build>.....<Pro.du.c.t>(0x3.0.)... . W.i.n.d.ow.s. .1.0. .P.r.o.
</P.r.oduct>....<E.d.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd64fre.rs4._releas.e.1804.10.-.1.8.04.

</B.u.ild.S.tring>.....<Rewvis.io.n>1l</Rewvision>....<Flavor>M.ultipro.c.ess.or. Free</Flavor>....<Architecture>X6.4.</.
Ar.chitecture>.....<LClD.>1.0.3.3</LClD>...</0.SV.ers.io.n.lnformation>...<Pro.cess.lnformation>....<P.id>2952</P.
d>..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER3D29.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4701

4.435584303749706

false
48:cviwSD8zslIgtwI9/3WSC8BD8fm8M4JPNJIFvb+q8vONdz59hird:ul Tf/Y GSNIJPRbKOfz59hIrd
E10D27EAC2005BF7AFF83798F490811E
2CA257C71C3C9507271B478F68A6DEACOFDB5ESD
0A7A306E54A36B75D0A35D4F6DB91DBB0BSEE7FCDDCB83623741913BE16D8EOA
6DB022BF74F9F19E8C6AF18CFB90923055298EF4DFA671D9F3E3C6935E8B3272F3F4BF6D08D036DDB02199FB5FDBES9694FF40194FF28004C19A0768296F5AC4

false

low

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1"/>.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1229586" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0"/>.. <arg nm="ram" val="4096" />..

C:\Windowsl\appcompat\Programs\Amcache.hve

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

1572864

4.268369717589601

false
12288:YHIkj4AKQWMEtWUipWroyKRPRAOTC/dSwwO/xjOloiZPNsI9EVODNIDpI8:4IkjaAK QWMEtWUipQ4fOl
56751A5793A0EDDD76004DD711F78521

5B5C5E235E5602FCEFDCB5954B76B16268E60EF6
5BC3D1CA8FBB47D2D91584E9E88895CF3DDEDAOOBEOCE8A809144B4470D61FES
199734E6DA386B518ABFC091DB082E00D3FD636FB166537BFDDDA0757387E18B35D5D217B2CC57D3B3514933FC67517993404228794A73169F794F163CABSDF1
false

low

regfQ...Q...p\ . it \.A.p.p.C.om.p.at\Pro.grams\Am.ca.che.hve. 4. .. .. .Ed. .. ... . .E.. 5.  Er’mim-"......
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C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

28672

3.8933024346229366

false

768:x9gc0ePkpr2VXpaMpcgf203xwpLWmGznT7HN5Gdc4:Tgld2VZa8nDWW+
25A44F9B6103D16CB905D821430BB344
DDAAD1AF35717569D3FE3C4E618FB7F5883FD988
23D13B8CAD35DD4EBA460F8673DC58F0842880C7109700128DE50DD40008D836
062BEA84D01B503CE9143DE4F970015CF35A1A7B546D86D6126B4B936899BEOGEEBOA3628DEB422830FC13C2287846F0976BE7A4CAFO0ES8694A724226764034
false

low

regfP...P...p.\..

\Device\ConDrv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\calc.exe

ASCII text, with CRLF, LF line terminators

dropped

535

4.840369443408386

false

12:3EU6cTmDsIPWUI8/2RAEB2X0Q/j1NiYiiZQhSe:0KIWPWUy/2dEB24abfe
603AE28A4C3B3266A3A66CBEB32ADEAC
DA261060E90CB51C90FC6E004433558F776B3A91
3746AD9375DCIDB19B934CBE8C4034091221508770A5854FDBFFADB4348E19FB

37A4CBC5F6065F7ACAF92C928B0D45E74FA38018CEEAB20B1F1D608130EF1F030974A0DEOA4846ECB5732DB8799B86D4CA2F23F97B3E46B6A71F7CBCOADESE
30

false

low

You must pick another side! This one is full..Proper formatting! GOOD! You can now reset your information...Unhandled Exception: System.Net.WebException: The remote
server returned an error: (403) Forbidden... at System.Net.WebClient.DownloadDatalnternal(Uri address, WebRequest& request).. at System.Net.WebClient.D
ownloadData(Uri address).. at System.Net.WebClient.DownloadData(String address).. at DarkEdition.Grogram.reload(String desi).. at DarkEdition.Grogram.assi
stant().. at DarkEdition.Program.Main(String[] args).

Static File Info

General
File type:

Entropy (8bit):
TrID:

File name:
File size:
MD5:
SHA1:
SHA256:

SHA512:

SSDEEP:

PE32 executable (console) Intel 80386 Mono/.Net as
sembly, for MS Windows

4.465233635365889

e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%

e Win32 Executable (generic) a (10002005/4)
49.78%

e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%

e Generic Win/DOS Executable (2004/3) 0.01%

e DOS Executable Generic (2002/1) 0.01%

calc.exe

192000

ce76ae9d476b9c0daa25daf4c6dd4909
f574aa3bbe554363a6f6d1d648c31505bf92bfe5

05f3ac7f197b690f306c521b658c935fbf057d737ad6791c
ee6e2553b87d090b

b1537873ddbb5a3040220afdcf2159dc805602e7971af04
bbb8a9115f771ca0c20dd06ab006aebfodef42cc38763fb
5f9920b41011a8ba9ef3471f40ecadfa93

768:nJR9+3IVIJOAHPVIfILyhmgGdGgEVXxHtzjSjwoG
HHHHHHHHHHHHVHLbchgqTWYy65:nINVTHL4AMqGZE
BxRjS00P+qO/M6QO
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General

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name Virtual Address Virtual Size Raw Size  Xored PE
text 0x2000 OxlacO 0x1c00 False
.rsrc 0x4000 0x2cdf4 0x2ce00 False
.reloc 0x32000 Oxc 0x200 False
Resources

Imports

Version Infos

Network Behavior

Network Port Distribution

Copyright Joe Security LLC 2021

ZLIB Complexity

0.518136160714

0.165226758357

0.044921875

70848a8c8c8ac010

0x403aaa

text

false

0x400000

windows cui

EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT,
HIGH_ENTROPY_VA

0xFB362630 [Mon Jul 23 10:32:16 2103 UTC]

v4.0.30319

o » O b O »

f34d5f2d4577ed6d9ceec516c1f5a744

File Type Entropy Characteristics

PGP symmetric key encrypted ~ 5.23611813378 IMAGE_SCN_MEM_EXECUTE,

data - Plaintext or unencrypted IMAGE_SCN_CNT_CODE,

data IMAGE_SCN_MEM_READ

data 4.36692229858 IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

data 0.0815394123432 IMAGE_SCN_CNT_INITIALIZE

D_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ
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TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 28, 2021 04:56:05.348316908 CEST 192.168.2.5 8.8.8.8 0xd31 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 28, 2021 8.8.8.8 192.168.2.5 0xd31 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)

04:56:05.370219946 dapp.com

CEST

Oct 28, 2021 8.8.8.8 192.168.2.5 0xd31 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)

04:56:05.370219946 dapp.com

CEST

Oct 28, 2021 8.8.8.8 192.168.2.5 0xd31 No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)

04:56:05.370219946 dapp.com

CEST

Oct 28, 2021 8.8.8.8 192.168.2.5 0xd31 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)

04:56:05.370219946 dapp.com

CEST

Oct 28, 2021 8.8.8.8 192.168.2.5 0xd31 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)

04:56:05.370219946 dapp.com

CEST

HTTP Request Dependency Graph

e cdn.discordapp.com

HTTPS Proxied Packets

Session ID Source IP Source Port Destination IP  Destination Port Process
0 192.168.2.5 49706 162.159.135.233 443 C:\Users\user\Desktop\calc.exe
kBytes
Timestamp transferred Direction Data
2021-10-28 02:56:05 UTC 0 ouT GET /attachments/897402450376536075/897465559711633408/8NMrqq.txt HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
Host: cdn.discordapp.com
Connection: Keep-Alive

2021-10-28 02:56:05 UTC 0 IN HTTP/1.1 200 OK
Date: Thu, 28 Oct 2021 02:56:05 GMT
Content-Type: text/plain
Content-Length: 1016519
Connection: close
CF-Ray: 6a50e394ee184321-FRA
Accept-Ranges: bytes
Age: 523
Cache-Control: public, max-age=31536000
Content-Disposition: attachment;%20filename=8NMrqq.txt
ETag: "5edch658148b098b89d7e8e825a86af2"
Expires: Fri, 28 Oct 2022 02:56:05 GMT
Last-Modified: Tue, 12 Oct 2021 12:47:43 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1634042863594335
x-goog-hash: crc32c=IK+c+g==
x-goog-hash: md5=Xty2WBSLCYuJ1+joJahq8g==
X-goog-metageneration: 1
X-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 1016519
X-GUploader-UploadID: ADPycdsJiMpPXHFThjois8-RqQC1lyRF-wmVQ54sc-h4rWQFKHQ3RAPbVkvg5TXOJKzLo
gPUcfiY6ymKg3dOhnWTTOSwODCBpeQ
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=xN04eQe6HfHZ 74y5c%2B0Tt9a%2FLDU4
hyN9JDKOvG SHmhjNnlh3g426lgRKbMWaqtdhF7HDyy4tjiMrjCSn9IWI0J3a6Mj1z5]KKBSuOHp%2Flic7hmfGIMo%2F
jDK6TCgSh4eQ2wmnsVVg%3D%3D"}],"group":"cf-nel","max_age":604800}

Copyright Joe Security LLC 2021 Page 17 of 34



kBytes
Timestamp transferred

2021-10-28 02:56:05 UTC 1

2021-10-28 02:56:05 UTC 1

2021-10-28 02:56:05 UTC 2

2021-10-28 02:56:05 UTC 4

2021-10-28 02:56:05 UTC 5

2021-10-28 02:56:05 UTC 6

2021-10-28 02:56:05 UTC 8

2021-10-28 02:56:05 UTC 9

2021-10-28 02:56:05 UTC 10

2021-10-28 02:56:05 UTC 12

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 226366 2d 6e 65 6¢ 22 2¢ 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6¢ 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 12 22 10 39 08 2d 28 34 26 3b 24 28 39 7d 7d 7d 79 4b 49 39 18 30 12 24 36 2b 34 3c 29 6d 6d 6d 37 15 00 09
280d 04 14 06 1b 04 Oc 19 5d 5d 5d 37 05 10 19 38 1d 14 04 16 Ob 14 1c 09 4d 4d 4d 47 75 60 69 48 6d 64 74 66 7b 64
6¢ 79 3d 3d 3d 53 65 74 79 58 7d 01 43 42 4d 01 7c 5c 2d 02 22 6f 76 66 4a 7d 41 35 7d 51 5d 6d 7d 7b 25 1e 2b 55 69
2876 5a 7153 71 5e 4d 5b 75 6a 21 79 3a c2 a2 c2 b7 c2 a3 c2 81 c2 93 c2 bfc2 a7 c2 8c ¢2 83 c2 ad ¢3 91 c2 8a c2 99
c3abc288c39bc284c2alc388c2acc290c2bbc384c293c2adc2adc2alc288c2acc3bdc29cc3a7c2ac
€295¢c280c289c2a8c28dc284c294c286c29bc286c2bac28dc38ec3adc399c38fc280c293c3a9c388
c3b3c284c2b2c2b3c2aec2b3c3adc285c384c394c3

Data Ascii: "9-(4&;$(9}}}yK190$6+4<)mmm?7(]]]78MMMGu iHmdtf{dly===SetyX}CBM|\-"ovfI}A5}QIm}%+Ui(vZqSg"M[ujly:

Data Raw: c2 84 c2 b4 c2 a7 c2 ac c28bc2 a0 c2 a8 c3 80 c2 a6 c2 88 c2 a3 c2 a9 c2bac3alc3a2c3alc294c2al
€2 b7 c2 bcc29b c2 b0 c2 bb c2 a9 c2 b5 c2 ae ¢2 b0 c2 b9 c2 aa ¢3 90 ¢3 91 ¢3 90 c2 a9 c2 bf c2 8c c2 b7 c2 89 c2 ac
€287 c299c285c29ec286c2afc29ac390c382c380c2b4c28ec297c295c2bbc290c29bc28bc295c28e
€293 ¢299 c2 bd c2b0c2 90 c2 b0 c384c3b0c3a7c3acc38bc3alc3abc3b9c3a5c3bec3al3c3adc3bac2ad
c2a2c2a0c384c3alc3b7c3bcc38bc3b2c28fc391c3aec3b8c38ac38ec3b2c2abc292c290c39fc3 90
€397c38cc3abc380c38ec3afc386c3a8c383c389c399c2abc282c280c3b4dc38dc2a2c395c3bbc390
c39bc389¢c395¢c38ec393¢39935717171033124

Data Ascii: 5qqgl$

Data Raw: 95 c2 8f c2 80 c2 8f c3 97 c2 ba c3 8a c2 a6 c3 af c2 a3 c2 aa c3 ab ¢3 86 4b 3e 29 0d 78 4d 78 10 3b 24 28 21
4e 19 1b 33 2a 08 2e 34 6¢ 51 66 02 24 4a 3f 3e 10 27 2b 31 12 77 1c 20 50 7e 5b 34 2a 22 08 0f 14 3a 15 2a 16 39 1d 03
7d 42 46 5e 35 02 16 33 04 07 0d 03 7a 58 60 64 3c 27 30 48 7b 5¢ 65 7c 68 54 71 5a 6e 44 79 5d 28 1d 28 6b 60 40 7c
6¢ 70 57 60 65 42 66 4d 7d 04 00 31 14 7a 53 40 75 4c 56 4f 53 42 27 52 70 36 17 08 4b 40 60 5¢ 4c 58 64 41 6a c2 be
€294 c2a9c28dc3b8c38dc3b8c292c2bdc286c282c28cc2asdc286c2a4dc2b3c2aac2aec287c2aec3al
c38ec3abc293c2bec29cc29cc294c292c2bcc2abc299 c3bec2a2c28dc2bec384c390c¢399c393c2hb6
c2a3c285c291c294 c2 a4 c3b3c286c2a2c3aec286

Data Ascii: K>)xMx;$(IN3*.41Qf$J?>"+1w P~[4*":*9}BF"53zX d<'OH{\e|hTgqZnDy]((k’ @|lpW eBfM}1zS@uLVOSB'
Rp6K@\LXdA]

Data Raw: c2 87 c3 b8 c2 8b c2 81 ¢3 9b c3 be ¢3 9c c2 96 c2 a9 c3 b7 c2 87 c2 a2 ¢2 87 c2 91 c2 86 c2 b4 c2 87 c3 a9
c3a0c291c38fc2bbc38cc2bac28bc2a8c3alc28ac29ec3b2c3abc3b9c3b9c29ac3abc3bdc2b3c38a
c288c3bbc3abc382c3aac2b3c3b3c39ac3adc3a9c382c39dc39cc292c396c2bbc2abc39dc3a4c3bd
c3 bb c3bac285c2b7c382c39ec39cc3abc2acc2hbdc3b9c3b5c3b5c283c2blc2alc2a9c385c2b6c3ba
c38fc3aac395c3b0c3alc3bac3b6c2alc28ec297c38cc39ec386c394 1901 332d 3628 29 14 0a 0f 60 08
31272111 3001 52 28 2e 16 04 0f 19 52 63 3f 08 1a 38 3b 1e 70 26 18 Oe 7b 2e 16 55 68 49 2¢ 18 0f 04 31 10 63 79 30
772d 67 77 3a 51 3f 2e 10 28 36 21 60 72 7c 68 07 4d 17

Data Ascii: 3-6() 1'10R(.Rc?8;p&{.Uhl,1cyOw-gw:Q?.(6!'r|hM

Data Raw: 7b 20 29 3a 7d 78 31 2e 0d 1e Oa 3d 3d 13 0a 6f 07 39 28 Oc 5b 4c 44 11 72 79 63 66 1a 17 51 7a 70 77 62 08
3d 49 0a 4a 6b 71 73 76 Of 40 4c 78 65 72 7e 6f 2f 07 2c 60 66 42 4b 6e 4b 45 55 51 24 41 6a 4f Oc 6f 1c 70 5¢ 2a 7f 67 79
47 68 7b 72 61 30 21 7f 0a 21 7b 5a c2 99 ¢3 85 ¢3 a0 ¢3 92 ¢2 9d ¢2 ba ¢2 93 c2 b9 c2 9d c2 a2 c2 84 c3 b7 c3 84 ¢3 b3
€2 9b c2 b3 c2 9f c2 99 ¢2 95 c2 bb ¢2 9f c2 ae ¢2 90 c2 bc c2 a6 c2 94 c2 ab c3 ac ¢3 8a c3 a7 c2 bf ¢3 81 ¢2 b4 c2 ad c2
bc c2 83 c2 bl c3a2c29ac29dc3b7c3bec3adc2bl c39fc399c2a9 c29fc2 bac290c29cc289c294c28bc3at
c2afc2bec29bc2b9c399c3a4c2alc2bec29dc380c3a7c38dc38dc3a5c3bec383c3alc29fc3abc3adc:
b3 ¢c2 95 ¢3 8d c2 a7 c3 82 c3 a5 c3 9b c3 9b

Data Ascii: { ):}x1.==09([LDrycfQzpwb=IJkgsv@Lxer~o/, BKNKEUQ$AjOop\*gyGh{ra0!{Z

Data Raw: c¢3 8e c2 9b c3 9b c3 ac ¢3 92 ¢3 b8 c3 b5 c3 b0 c3 b4 c3 ab ¢2 92 c2 ba c2 94 c2 a7 c2 bc ¢3 a5 c2 89 c2 8d
c39ac290c28cc3hbcc386c38ec383c3hbdc3agc2a2c297c2bcec385c398c2b0c389c3a9c385c386c393
c3 afc2a8c395c3al c3bcc29ac2hb4dc287c29c c3afc3 92 c3abc3 b6 c38ac3bec2a5c3al c3a2c3bdc3 96
€39d c2 8c 6055 17 3f 11 2c 18 27 23 4d 24 3a 22 2a 3b 76 6b 41 07 2f 27 3d 11 4e 12 27 26 Oe 1b 32 21 16 54 5b 03 6e
03 7a 38 07 1b 6f 0d 6b 1a 03 75 66 54 6e 30 07 Oe 1f 01 11 3c 39 62 19 06 1la le 47 le 4a 4e 7e 65 67 73 le 7a 50 40
79 1b 6a 7b 3f 26 25 46 65 65 59 5a 7b 52 67 63 6b 62 0f 79 27 02 64 61 5e 4e 3c 78 5e 24 58 56 51 77 46 50 1d 00 Ob
5d 3e 51 57 5¢ 78 74 4a 50 49 52 5a 69 26 c3 8a c3 bb c2 a3 c3

Data Ascii: "U?,'#M$:"*;vkA/'=N'&2!T[nz8okufTn0<9bGIN~egszP@yj{?&%FeeYZ{Rgckby'da"N<x"$XVQWFP]>QW\xt
JPIRZi&

Data Raw: 6d 4d 76 51 5a 53 4d 25 68 26 43 06 38 09 61 51 46 5d 7f 2b 5e 44 7b 34 56 c2 af c2 9f c3 a6 c2 83 c2 84 c3
b5 c2 bd c287 c39b c2 85 c2 a2 c2 ab c2 af c2 b6 c2 b4 ¢3 90 c2 b0 c2 91 c2 9a ¢3 96 c3 a0 c2 92 c2 a6 c2 9d c2 bd c2
80c291c29ec281c282c281c2a5c287c294c396c3b8c39dc287c289c2alc28ac28dc29bc29fc2b0c2
91 ¢2 94 c2 ac c3 a7 c2 b7 c3 b4 c2 b9 c3 96 c2 b2 c2 82 c3 ac c2 81 c2 a6 c2 89 c2 bb c2 9e c¢2 97 c2 88 c2 b7 c3 b7 c3
blc28bc2b7c2b9c3b3c283c38dc3adc3a7c3alcl3aac3b7c39ac28dc3alc3afc3alc294c2alc2abc3
92 c3 ae c3 ad c3 b2 c3 95 c3 b6 c3 bf c2 9a c3 bl c¢3 bc ¢3 bl ¢3 87 ¢3 94 c2 96 c2 b8 c2 99 c3 a5 ¢3 84 c3 a2 c3 a0 c3
a6 c3 a4 c38ac3 97 c3 a8 ¢3 88 c2 b2 c3 8e c2 b3 c2 85

Data Ascii: mMMvQZSM%h&C8aQF]+"D{4V

Data Raw: c3 bd ¢3 92 c2 a3 ¢2 96 ¢2 9d c3 a3 c2 a4 ¢3 9b ¢3 89 ¢3 88 ¢3 91 ¢3 98 c2 ae c¢3 8c ¢3 9b c3 ab ¢3 8¢ c3 93
€2 8dc2 b2 c3 bl c3adc385c3b5c39ec288c3ae c38d40 3d 3800 53 48 07 5¢ 71 2b 2e Oc 2e 38 57 39 32 3a 16
3d 332062 66 62 3b 09 1c 32 3a 22 25 1f 1d 18 7c 14 16 2e 7a 5c 2e 1a 21 09 34 21 2a 2d 19 2b 33 13 00 4d 47 49 Oa
0501 15 31 16 1e 7b 44 67 74 11 62 3e 44 35 3e 14 40 70 39 77 03 0d 55 64 45 7e 70 1f 27 22 78 1c 4b 6e 55 7f 7556 5
d 58 7f 60 42 le 23 Of 7c 56 7e 4e 16 4b 7b 7b 5f 40 5d 42 44 06 04 1b 7a 5a 4d 4f 74 6f 5e c2 bb c2 ab c2 b0 ¢3 94 c2 b0
c2a5c3a4c391c3b2c2a6c2a7c2a9c2héc293c2aac288c2a3c2hb9c2alc384c2b3c2alc3a6bc3alc3ac
c2 9e c2 ae c2 ba c2 be c2 b9 ¢3 86 c2 a4 c2 a4 c2 9d c2 98 c2

Data Ascii: @=8SH\q+..8W92:=3 bfb;2:"%)|.2\.!14!*-+3MGI1{Dgtb>D5>@pIWUdE~p"'xKnUuV]X B#|V~NK{{_@]BDzZMOto"

Data Raw: b0 c2 ba c2 a7 c2 b8 c2 b0 c2 ad c3 a5 c3 b2 c3 ae ¢2 b7 c2 a9 c2 b9 ¢2 9b ¢3 9b ¢2 99 ¢2 b2 c2 93 c2 8a c2
93c2 a0 c28dc3aec39cc388c2b7c2b9c291c2alc3bdc389c29dc2b8c28bc2bdc2alc29ac3adc288c3
bf ¢3 89 ¢3 89 ¢2 bb c2 8d c2 b4 c2 9e c¢3 99 c3 8e ¢3 89 c3 b0 ¢3 82 ¢3 be ¢2 9a c3 86 ¢3 af c2 bl c2 a0 c2 b9 c3 8e c2 8¢
c3 bf c3 bc ¢3 9¢ ¢3 9f ¢3 b0 ¢3 a0 ¢3 bf ¢3 9e ¢3 b8 c¢3 b7 ¢3 84 ¢3 83 ¢2 bl c2 af c3 9b ¢3 a9 ¢2 85 c3 a6 ¢3 bf c3 aa c3
80381 ¢c38ec397c2bbc38cc2a9c2bfc281c299 c3aec3alc38bc38ac38ac388c398c391c39ec387c3
8e c380c2 b9 c2 af c2 91 c2 89 c2 82 c3 af c2 a5 39 le 0f 23 3a 28 2c 5b 03 3f 5¢ 7a 75 19 1f Ob 2b 28 Oc 27 2e 4f 02 21
3f 37 44 45 69 68 2a 57 79 2e 13 77 3b 08 32 Ob

Data Ascii: 9#:(,[?\zu+(".O!?7DEih*Wy.w;2
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kBytes
Timestamp transferred Direction Data

2021-10-28 02:56:05 UTC 13 IN Data Raw: 23 4a 2b 2b 4c 79 55 76 04 27 20 0f 0d 35 44 20 3d 2¢ 37 34 02 7a 7d 47 2b 11 28 06 3d 2d 01 3a 72 30 2a Oc
1956 5d 4c 02 2f 06 3f 11 11 17 74 1f 72 0f 1b 27 4d 4b 75 47 61 48 66 5d 6f 74 42 11 79 15 1f 79 3d 3e 35 7f 15 46 53 54
79 5¢ 6f 6f 4b 52 6d 5¢ 07 3b Ob 10 63 53 41 40 3d 37 7a 57 5b 40 5d 70 06 11 1d 77 45 53 51 50 44 27 72 44 43 79 24 7f
09 26 04 c2 94 c2 97 c2 86 c2 b8 c2 88 c2 ad c2 a4 c2 b4 c2 9f ¢2 91 ¢2 b2 c2 9a c2 b9 c3 b9 c3 bb c2 88 c2 94 c2 83 c2
b0 c2 b9 c2 98 c2 b9 c2 9c c2 ab c2 bl c2 89 c2 9b c2 a8 c2 aa c3 8b c3 ae c3 a5 c2 8c c2 81 c3 b3 c2 bf c3 9f c2 85 c2
a2c3a5c286c29bc286c29cc28cc395c2adc39ac285c281c2hb8c296 c2af c29fc2 87 c2 84 c284c283c2
a3c2 91 c3 bec388c3adc3bdc387c3b5c3a3c3
Data Ascii: #J++LyUv' 5D =,74z}G+(=-:10*V]L/?tr'MKuGaHf]otByy=>5FSTy\ooKRm\;cSA@=7zW[@]pwESQPD'rDCy$&

2021-10-28 02:56:05 UTC 14 IN Data Raw: ad c2 a2 c2 86 c2 90 c2 80 c2 94 c2 b3 c2 84 c2 ac c2 8a c2 bb c2 92 ¢2 9c c2 b0 c2 9b c2 b8 c3 ac c3 a9 c3 a7
c3bcc399c3a8c386c28cc3a3c3hb9c3bdc3aac3dadc2adc2abc2b7c384c3b7c3acc3bfc38cc281c393c!
a6 c395c3a4c3b4c3blc38cc2bdc2alc2abc3adc390c387c38cc3aec3b8c3abc3afc3bdc39ec2bac3
b8 c3 be c2 8d c2 ab c2 84 c¢3 b1 c3 b8 c3 ba c3 9c c3 8b ¢3 94 c3 b3 c3 84 ¢3 96 c3 97 c3 be c3 a8 36 47 72 79 Of 48 37
25 2¢ 3531 4a 55 38 51 2e 25 71 62 69 3b 4f 12 06 67 40 10 23 2b 37 15 30 3d 46 22 48 17 01 7d 0d 24 01 Ob 10 2a Ob
73 2f 2d 46 32 48 20 09 64 36 37 15 0a 07 32 36 68 1c 5d Oa 26 14 63 61 46 6d 56 69 71 78 67 0a 73 60 65 07 21 21 56
58 74 7a 41 55 7c 6e 72 6f 09 6b 46 32 33 00 67 51 34 5f
Data Ascii: 6GryH7%,51JU8Q.%qbi;Og@#+70=F"H}$*s/-F2H d6726h]&caFmVigxgs e!!VXtzAU|nrokF23gQ4_

2021-10-28 02:56:05 UTC 16 IN Data Raw: 74 5¢ 71 30 69 6f 79 61 72 7c 7d 4e 5d 48 0a 68 6¢ 77 73 57 70 57 60 64 49 37 4d 7e 03 64 23 72 54 3b 47 4e
3567 58 2b 51 5¢ 5d 43 75 09 03 59 3d 73 5b 64 56 4f 7b 44 c2 ba c3 9f c2 a2 c2 83 c2 85 ¢3 9e ¢3 bb c2 97 c2 be c2 bb
€296 c295c2ac c39fc2b2c290c388c296c297c2a9c3bdc3abc3adc2bac2a8c293c2bfc298c2a3c2ac
c29bc2b2c2a4c28dc285c287c383c385c3a2c2a3c2aac28bc280c2a2c3blc29cc28dc281c292c29f
€295¢c295c38cc3blc38lc2alc294c28ac3bac2hb7c2b2c3b5c281c294c394c3abc3a5c3b6c2b2c2ae
c2a5c3a3c384c3bfc3a2c2b2c3b4dc3b7c3bdc3bac388c3bbc3adc385c293c2b5c288c380c3bcc283
c384c2alc3a2c3a7c3bcc392c3abc39bc3b3c2
Data Ascii: t\gqOioyar|}NJHhiwsWpW dI7M~d#rT;GN5gX+Q\]CuY=s[dVO{D

2021-10-28 02:56:05 UTC 17 IN Data Raw: al c3 b9 c3 b1 ¢385¢c389 c39e c2a9c398c29ac388c3alc392c3a7c382c392c397c3b7c2b2c3
b5¢3 98 c2 b7 c3 ad c2 bf c3 ae c3 b9 c3 8d c3 ab c3 b2 c3 97 c2 aa c3 b6 c2 a4 ¢3 87 ¢3 81 ¢3 91 ¢3 86 c3 b4 c3 bd c2
be c3 a6 c3 a9 c2 a6 c3 a0 c¢3 b5 0d 18 14 2e 10 28 0d 37 Ob 14 72 17 1e 57 Oc 3b 14 2b 30 33 24 10 3d 39 4e 12 5f 2a 04
272533 3a 08 3d 08 2d 2d 2f 2b 58 34 5e 14 17 7f 28 26 72 1e 0f 06 20 63 26 34 5e 52 59 4d 3a 08 38 36 06 15 72 76 50
1214 62 38 23 3f 3e 68 77 64 58 5e 1d 16 Oc 77 73 60 40 24 27 30 25 5e 07 42 6b 47 6a 7d 48 24 4e 52 21 1e 02 09 1f
61 5b 64 11 7e 4b 41 46 60 23 7e 33 26 38 Of 74 47 2a 52 73 c2 ae c2 bb c2 a0 c2 8e ¢2 84 c2 a8 c2 8d c2 b7 c2 96 c3 81
c3 a8 c2 97 c29e c3 97 c2 90 c2 86 c2 ae c2 b0 c2 94 c2 be
Data Ascii: .(7rW;+03%$=9N_*%3:=--/+X4"(&r c&4"RYM:86rvPb8#?>hwdX"ws' @ $'0%"BkGj}H$NR!a[d~KAF #~3&8tG*Rs

2021-10-28 02:56:05 UTC 18 IN Data Raw: c2 b2 c2 a7 ¢2 8b c2 87 c2 bd c2 82 c2 ba c2 88 c2 86 c3 b8 ¢3 b9 c2 b4 c2 80 c2 bd c2 9e c2 bd c2 ae c2 b7
c29fc394c2abc294c2a3c3afc387c3adc28cc2adc291c2a9c286c3bbc296c2bec284c295c3bfc2alc2
8c c39b c39fc39fc2 b2 c2blc296c28ac29dc2aec295c2aac29dc3b7c293c28cc28f c38dc397 c39e c3 97
c2 bec3b5c387c38bc298c288c3bcc3b3c393c29ec386c387c297c2a7c2aec387c3b9c399c3b7c385
c39dc28ec391c38ec389cl3aec3afc38fc299c2asdc283c39cc390c3a4dc3abc397c38bc2a8c390c3 b0
c39ac2b6c3a2c39ac3blc292c291c3b2c3bdc2aac3acc388c38dc38dc385c39dc2bdc39bc39ec394
c2adc3alc3a5c38f223b390128223c321c
Data Ascii: ";9("<2

2021-10-28 02:56:05 UTC 20 IN Data Raw: bf ¢3 98 ¢3 81 ¢3 91 c2 a5 c3 a7 ¢392 c2 a2 ¢3 98 ¢3 95 ¢3 93 c2 a8 Ob 44 33 21 3e 3e 7b 1d 3d 16 21 57 54
2920 59 1a 16 05 27 20 07 69 3f 22 2a 2f 0f 5¢ 4d 5a 7e 5b 42 07 1b Ob 17 53 39 72 2c 3¢ 16 2b 26 1le 2d 46 50 46 01 Oe
Oe 49 26 Oe 03 67 19 Oa 1a 10 69 4b 1c 34 59 54 68 4f 4a 40 7c 64 7f 7a 7b 58 0d 20 0f 50 09 4d 6f 41 59 02 5e 71 7d 02
54 68 19 10 3f 60 3d 28 5¢ 71 69 32 30 43 4d 45 64 58 29 00 2f 70 34 2f 7a 6¢ 7a 7c 4c 54 4f 4a 4b 68 76 c3 86 c3 9f c2
80c384 c2abc2a2c291c289c393c38fc2aec2b5c29bc286c2bec28cc28dc3abc28ec281c38ec28fc2ac
c38cc2a2c2bbc2bac2abc299 c2be c2aec2 96 c3 b0 c39bc397c2 81 c2 9e c2 9e c3 9f c2 bd c3 be c2 b6 c2 81
c3aac3acc289c280c3hb9c2adc391c28cc291
Data Ascii: D3I>>{=IWT) Y i?"*\MZ~[BS9r,<+&-FPFI&giK4YThOJ@|dz{X PMoAY~q}Th?"=(\qi20CMEdX)/p4/zlz|LTOIKhv

2021-10-28 02:56:05 UTC 21 IN Data Raw: c2 a3 c2 a8 c2 9e c2 bc c2 ae c2 a0 c3 bl c3 a7 c2 9a c2 98 c2 ba c3 b9 c2 a7 c2 b2 c2 bl ¢3 98 ¢3 97 c2 bc
c280c2bec296c2b0c3abc2bac287c3alc29ac289c3b6c281c280c384c29ac387c281c28bc3alc39e
€384 c287c3adc39ac3aac3b9c3abc28ac290c2a7c28ac397c399c39cc3b2c396c396c3bec3b8c3 b0
c38ac3b2c3abc391c3bcc2a3c28ec29bc3bsc2bdc3b4dc393c2bac3a2c3adc386c2aec384c39fc2b7
€284 c298c2 97 c390c38dc39cc38ac3ae c3 b4 c2b7c3acc3 94c399 37 30 34 55 74 5b 04 40 0d 31 1d 05 56 Oa
16 3b 26 27 49 6¢ 64 4b 14 50 4f 3c 3f 25 2a 27 30 2b 16 17 61 2b 50 7b 24 61 7f 14 02 15 1a 17 00 13 2c 25 02 7a 3e 47
0500 70 14 41 63 19 0d 68 67 6b 65 00 15 27 26 76 41 61
Data Ascii: 704Ut[@1V;&'lldKPO<?%*0+a+P{$a,%z>GpAchgke'&vAa

2021-10-28 02:56:05 UTC 22 IN Data Raw: 2e 1e Oa Oe 09 7f Oa Ob 39 27 33 13 04 46 44 4a 1c 27 20 le 17 6f 15 5¢ 7d 78 58 68 1a 32 12 09 78 6a 41 63
7777 44 6b 59 Oe 5b 54 45 00 03 44 59 7c 68 41 52 66 78 5f 38 5e 62 52 53 06 14 Ob 79 27 4c 7d 64 34 35 47 54 44 5e 5f
68 10 32 20 6a 4a 71 51 09 79 4e c2 b3 c2 ba c2 b2 c2 9a ¢3 90 c2 a2 ¢3 94 c¢3 bd c2 90 c2 8e c2 94 c2 99 c2 a9 c2 86 c2
ab c2 b9 c2 a3 c2 bf c2 a0 c2 bd ¢2 b3 c2 b2 c3 ae 3 93 c3 ac ¢2 8c c2 a6 c2 b0 ¢3 81 ¢2 91 c2 b5 c2 bd c2 93 c2 8f c2 9¢
c285c2alc282c39ec385c398c2a5c3afc2alc28bc284c2blc2adc28bc295c3b9c286c29bc2abc2 bfct
81 c2 bfc2acc2 86 c288 c3 a3 c2b8c3adc285c3bac281c389c3bdc3b7c286c290c2a0 c2bac3 b5 c3bac3
81 c3 ab c3 bac3 92 c3 85 c3 ba c3 84 ¢3 96 c3 a9
Data Ascii: .9'3FDJ' o\}xXh2xjAcwwDKY[TEDY|hARfx_8"bRSy'L}d45GTD”_h2 jJqQyN

2021-10-28 02:56:05 UTC 24 IN Data Raw: ¢3 93 ¢3 9d ¢3 80 ¢3 ad ¢3 a4 c2 bb c2 aa c2 8f ¢3 99 ¢3 bl ¢3 bd c¢3 al ¢3 90 ¢3 bd ¢3 b7 ¢3 87 c3 aa c3 b0 c2
8cc397 c3b4c284c39bc2acc2acc3abc3b0c391c3acc389c385c39cc3blc39bc3blc380c389c3as8c2
bl c2 9c c2 9d c3 9b ¢3 8f c3 8d ¢3 94 c2 a9 c3 94 ¢3 98 ¢3 88 ¢3 8f c¢3 af c3 8b ¢3 9f ¢2 81 c2 98 c3 be ¢3 bf ¢3 80 c3 94
18 1f 22 13 3¢ 39 25 47 2d 2e 72 71 09 Oa 39 2d 3a 1d 33
Data Ascii: "<9%G-.rq9-:3

2021-10-28 02:56:05 UTC 24 IN Data Raw: 39 3f 2e 2c Oc 3c 46 6e 40 6b 2c 02 18 01 27 73 28 1f 20 00 00 7a Oe 52 49 2b 23 68 2f 33 2f 02 26 0f 6¢ 04 6b
10 Of 5a 4b 46 03 7b 11 7a 4d 6a 61 77 6b 70 42 66 6¢ 03 le 2f 4a 7a 6d 7a 64 5c 7d 67 69 6¢ 68 7b 64 2d 1f 2b 34 53 69
62 1b 4a 55 57 70 58 70 47 74 63 Ob 16 42 4d 6b 42 6a 4d 4a 5e 4b 53 4a 5c 5b 1e 0f 18 6a 5d 78 c2 a2 c2 a6 c2 bc c2 97
€29d c2 85¢c2 b0 c2 81 c2ac c38ac3bcc3b8c3bdc28ac2bac2adc2abc297c2 a3 c2 b3 c392c2 be c2 9c c2 94
c3 8a c2 9c c3 ae c3 b8 ¢3 bf ¢2 90 c2 be c2 bf c2 92 ¢2 bf ¢2 82 ¢2 b3 ¢2 90 ¢2 9e ¢2 b9 c2 91 c2 86 c2 9c ¢3 e c3 be c3
a5c293c29ec2a5c291 c2aec288c2h8c28bc2b3c3aec2a8c293c2a4dc2asdc3abc386c292c29dc28dc3
80c39d c3 a4 c387c398 c292c382c3 a9 c3 af
Data Ascii: 9?.,<Fn@k,'s( zRI+#h/3/&kZKF{zMjawkpBfl/Jzmzd\}gilh{d-+4SibJUWpXpGtcBMkBjMI*KSI\[j]x
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kBytes
Timestamp transferred Direction Data

2021-10-28 02:56:05 UTC 25 IN Data Raw: c2 8b c2 97 c2 98 c2 a2 ¢3 99 ¢3 87 c¢3 b4 ¢3 95 c3 bd ¢3 97 c3 a4 c2 bf c3 a3 ¢c3 82 c3 ac c3 a6 c3 ab c3 a7 c3
a0 c392c2adc2a9c284c2a3c3b4c29ec297 c3acc395c381c3aac3b6c3abc3b7c3bdc381c394c29ac2
83297 ¢c396 c3 a6 c38ac3a8c389c3bcc39bc395c38bc3acc2bbc39dc28fc2bfc29dc3b7c381c3b8c3
94 ¢380c2 b7 c3 bf 381 ¢390¢c38bc390c39cc39ac298c29c 7216 2e 51 3e 19 2a 0d 36 1f 52 0d 5a 3e 7e 78 62
04 2e 06 33 6e 38 0e 12 37 28 36 33 00 17 5b 7c 0f 07 01 Oe 29 Oa 2d 16 12 0a 06 03 30 47 2f 37 24 Oe 61 19 3b 1a 3d
Oe 7d 1b 16 13 0d 3f 43 35 44 72 49 65 5a 6¢ 75 4d 72 70 15 6¢ 5e 3a 14 2d 41 64 61 48 4b 76 05 64 1d 66 53 63 60 08
2c 12 4c 52 69 41 66 5d 46 7e 44 6e 47 4b 49 0d 1f 27 75 70
Data Ascii: r.Q>*6RZ>~xb.3n87(63[[)-0G/7$a;=}?C5DrleZluMrpl*:-AdaHKvdfSc’, LRIAf]F~DnGKI'up

2021-10-28 02:56:05 UTC 27 IN Data Raw: 01 45 47 56 7d 5b 5f 78 18 02 68 5e 71 55 14 35 11 6¢ 73 30 6d 67 77 48 2d 64 5a 59 40 53 27 23 01 7d 63 4c
5242 7c 76 41 52 4a 60 58 c2 a4 c3 93 c3 a2 c3 91 c2 80 c2 87 c2 a4 c2 ad c2 81 c¢3 94 c2 bf c2 a9 c2 a2 c2 af c2 a0 c2
a8c2b6c3a9c396c3a8c283c2b9c2abc397c294c297c392c2a4dc2bdc289c2bdc2hb8c295c397c389c3
80c280c2a9c293c2b5c29cc2b7c290c298c292c2bcc2b6c28cc285c381c381c381c2a8c2abc290c2
8cc297c2a6c28ac3bdc29bc2b9c290c298c3b5c2b7c2adc2alc3adc385c38dc381c381c292c291c3
af c38fc38dc38ec3aec3a5c2a7c2b9c2hb0c3b0c298c385c391c391c282c3b5c3a2c3a9c389c289c28
€3 9fc29d c2 a8 c2 bd c3 a6 c2 a2 c2 aa c3 8f c3 bf
Data Ascii: EGV}[_xh”"qU5IsOmgwH-dZY @S'#}cLZB|VARJ X

2021-10-28 02:56:05 UTC 28 IN Data Raw: c3 96 c2 88 c2 a2 c3 b0 c3 94 c3 a4 c3 a2 c3 b6 c3 a9 c3 94 ¢3 96 c2 94 c2 96 c2 94 c¢3 99 c3 b6 c3 92 ¢3 90
c3a7c380c389c2a8c381c3a4dc39fc395c386c280c2aec28bc3b7c394c3bfc2a2c3bdc3b2c39cc385
05 27 5e 34 46 76 00 6¢ Of 3d 2a 31 15 2d 5¢ 3b 4f 27 14 3b 36 67 75 53 0d 25 0f 3c 67 39 04 20 Oe 13 0f 08 39 6e 56 5e
09 64 13 01 32 0d 39 Ob 69 07 34 11 6b 6¢ 46 7d 30 09 33 7f 06 3f 34 01 7b 56 6f 6¢ 59 4c 32 3d 69 5a 46 61 44 65 6¢ 7C
5c 4a 45 7c¢ 47 5¢ 2d 0a 4d 65 4d 7a 3a 71 5a 5f 78 47 64 41 67 04 3c 1d 49 33 6e 66 45 63 6b 32 59 66 2e 7f 42 15 00 09
0847 4955 73 45 5f 44 c2 86 c2 aac3 9e c282 c2 a3 c3 b9 c3 90 c3b2c3 b8 c2bdc391c2alc280c2a5c2a9c2ba
c2 ad c2 86 c2 bc c2 b4 ¢3 96 ¢3 93 c3 b2 c3 a9 c2 b7 c3
Data Ascii: "“4Fvl=*1-\;0';6guS%<g9 9nV"d29i4kIF}03?4{VolYL2=iZFaDel|\JE|G\-MeMz:qZ_xGdAg<I3nfEck2Yf.BGIUSE_D

2021-10-28 02:56:05 UTC 29 IN Data Raw: al ¢3 b0 c2 a7 c2 ac ¢3 9d c2 ac ¢3 b4 c2 b6 c2 95 c2 af c2 bd c2 a6 c2 be c2 82 c2 al c3 ac ¢3 86 c3 a7 c2 85
€290 c2 96 c2 bf c2 bb c3 b0 c2 a6 c2 9a c2 a5 c3 af c3 b9 c2 af c3 aa c3 ae c2 ab ¢3 98 c2 ac c2 93 c2 8c c2 87 c2 8b c3
a9 c2 bl c2a7c28dc29ec2b6c296c28ac38cc38cc385c2afc2b0c28cc297c29bc3bec3 b7 c39bc3bfc3ae
c29bc3aec3b8c2bcc292c2b5c2hbdc292c384c384c386c3a8c3b3c3alc397c3a2c397c3bec3b7c2be
c283c2al3c3b7c3bfc39ac3bcc2adc384c3b5c39ec38dc396c389c391c397c3aec281c28fc286c39cc3
a7 c38bc3b6c388c396c3afc3b2c3alc2aec391c382c283c289c280c394c2b8c38bc3b21le2l31472e
3e 2051 2f68 17 7b 19 31 19 2a le 3d 18 2d
Data Ascii: 11G.> Q/h{1*=-

2021-10-28 02:56:05 UTC 31 IN Data Raw: c2 ae ¢3 94 c2 ad ¢3 b7 c2 b8 c¢3 a8 27 04 2d Oc 0a 24 19 3a 2a 5f 19 07 7a 66 6d 2b 12 25 32 29 0a 2f 25 22
Oc 4f 53 3d 6e 7e 5a 0a 1c 73 07 1b 7d 15 18 1a 18 17 3b 05 70 45 70 2d 3d 79 1c 3f 1c 17 05 19 Oa 14 31 0b 3f 38 5e 23
52 1b 5e 3e 4a 64 59 6¢ 14 11 7a 65 1a 46 Ob 70 48 6b 69 47 4e 46 49 7c 51 51 53 55 2a 36 3d 7b 2d 48 64 6a 3f 74 57
52 7c¢ 3e 38 54 10 0e 0d 51 76 78 7d 64 7a 39 6d 62 66 4f 4c 6d 75 09 20 68 c2 a4 c3 8d c2 ba c2 b9 c2 aa c2 bf c2 a4 c3
87 c288c2a0c281c2bbc387c397c3bcc2blc397c2abc2a9c3b5c289c2b2c29dc2bec398c2 b2 c2bfc3
9d c3 bd c3 a2 c3 bd c2 bac2 98 c2 a8 c2 90 c2 b4 c2 aa c3 bf c2 a3 c3 b8 c2 bf c2 ae c2 al c2 9b c2 a4 c3 ac c3 8b c2
ab c2 88 c2 9f c2 9e c2 bf c2 9a c2 8f c2 94 ¢2 82 c3 b2 c2
Data Ascii: '-$:*_zfm+%2)/%"0S=n~Zs};pEp-=y?1?8"#R">JdY|zeFpHKIGNFI|QQSU*6={-Hdj?tWR|>8TQvx}dz9mbfOLmu h

2021-10-28 02:56:05 UTC 32 IN Data Raw: aa c2 8e c2 b4 c¢2 82 ¢2 83 ¢2 9b ¢3 97 ¢3 83 c2 bb ¢2 bf c2 aa c2 96 c2 96 c2 ba c2 9f c2 9a c2 9b c2 bd c2 8d
c2 b0 c2 99 c2 8b c38fc2 b0 c2 b7 c3adc28ec3adc3acc3acc28lc293c3b8c3alc28cc394c3a4dc3bbc2afcz
a3 c2a3c38ec381c28ec388c391c39ac391c3aac3b7c38fc3blc396c3bbc2bfc3abc2a7c29dc381c3 9
c38c c3af c2 bc c2 be c3 a8 ¢3 9f ¢3 bf 2 ba ¢3 bd ¢3 9c c2 8f c2 a0 c2 83 ¢3 b6 c3 al ¢3 95 ¢3 b3 ¢3 bf c2 ac c2 b4 c3
80 c3 8f c3 af c2 aa c3 b2 c3 b3 5¢ 6a 61 0a 32 Oc 20 10 06 53 Oe 13 12 3b 38 1a 52 69 4c 11 1b 11 12 22 30 55 2f 0d 21
43 15 2f 3a 5f 5e 3f 36 7f 3b 1d 16 13 08 74 2c 14 25 1f 2e 34 43 2f 26 6e 69 2b 10 02 3e 22 38 Ob 19 11 16 5¢c 47 35 61 6f
7d 69 6c 66 61 1c 48 1b 5f 42 2f Ob Oc 51
Data Ascii: \ja2 S;8RIL"0U/!IC/:_"?6;t,%.4C/&ni+>"8\G5ao}ilfaH_B/Q

2021-10-28 02:56:05 UTC 33 IN Data Raw: 5f 56 12 7a 1d 3f 33 6b 13 09 0b 2b 00 Oc 41 25 2f 26 4f 77 6a 64 77 40 1f 78 60 7b 66 67 0d 16 22 1f 54 11 7f
712562 72 7f 52 61 65 5e 4c 35 6f 21 10 76 63 6f 63 3b 7c 49 2a 6e 2f 50 47 05 1f 16 6a 3b 50 5e 75 43 5¢c 24 53 6b c2
ad c2 8ac2 b2 c2 80 c2 81 c3 b7 c2 9ac2 95 c3 84 c3 9ac3 b7 c2a5c2 b6 c2 af c2 83 c2 9b c3 8e c2 b6 c2 b2 c3 b3 c3
85 c3 a7 c28ac285c394c284c3ar7c2abc2abc2bfc297c284c29ac3 b7 c282c383c3b5c3 97 c2bac2b5c3
b2 c2 b4 c2 af c2 97 c2 b6 c3 a6 c2 83 c2 bb c2 9d c2 ba c2 82 c2 b0 c2 a9 c3 8a c2 aa c2 a5 c3 a2 c2 bb c2 8e c3 a0 c2
86 c2 9f c2 9e c2 8f c3 85 c3aac3 acc2 95 ¢c3 8f c2 80 c3 b7 c2 80 c3 b2 c3 b2 c3 a6 c391 c3al ¢392 c3 a5 c386c398
€398 c39e c2a3c389c2alc3a9c3acc28ac3
Data Ascii: _Vz?3k+A%/&Owjdw@x {fg"Tq%brRae”L50!vcoc;|I*n/PGj;PAuC\$Sk

2021-10-28 02:56:05 UTC 35 IN Data Raw: 89 ¢3 94 ¢3 81 c3 ab ¢3 93 ¢380 ¢c3 84 c3 ab ¢3 97 ¢2 91 c3 b9 c3 a3 ¢3 86 c2 af c2 82 c2 bl c3 9e c3 a7 c3 ad
c3 b9 c383c3bec38ac39bc39dc398c3b8c383c394c29ec297c3afc3adc38ec38ac2b7c298c2b7c3ab
€388c38dc3a9c398c3alc382c2acc3b7c281c3bec38ac3blc39bc3b2c3be0a393c322929 1b6e 6373
7a2c 002502 27 31 2a 14 51 14 3a 26 17 4c 6b 18 16 39 30 26 3a 28 0a Oc 11 0a 02 64 59 51 2a 2e 0f 0d Ob 0a 69 3b
0a 37 15 Oc 24 11 4f 66 4c 09 Ob 26 1c 15 35 62 49 02 00 46 69 62 46 17 30 6a 49 47 6¢ 6a 7e Ob 72 6e 69 48 49 76 2f 1le
00 5f 6b 54 01 2a 77 28 56 79 77 4a 42 53 13 37 16 1f 5b 68 74 10 6d 79 41 36 77 49 5a 77 16 65 65 13 21 30 39 1c 39
€3 9b c2 a3 c2 be c2 b4 c2 9d c2 ba c2 b6 ¢c2 82 ¢3 9c c3 8a
Data Ascii: 9<2))ncsz,%'1*Q:&Lk90&:(dYQ*.i;7$OfL&5bIFibFOjIGlj~rniHIv/_kT*w(VywJBS7[htmyA6wIZwee!099

2021-10-28 02:56:05 UTC 36 IN Data Raw: 4a 49 57 5a 53 64 7b 2a 16 68 52 6a c2 aa c2 9f c2 a8 ¢2 96 c2 b4 c2 b9 c2 bl c2 9e ¢2 99 ¢2 99 c3 81 c2 80
c3 b6 c2 a2 c2 ad c2 9b c2 90 c2 8d c2 be ¢2 99 c2 a8 c2 b8 c2 al c2 be c2 b7 c2 84 c3 be ¢3 8a c3 be c2 88 c2 a2 c2 8a
€2 83 c2 bfc2 92 ¢2 90 c3 a2 c2 8f c2 9d c2 81 c2 8a c2 8e ¢3 92 c3 aa ¢3 97 ¢2 b8 c2 92 ¢3 bc c2 b8 c2 bf c2 9e c2 a9 c2
8ac2a2c2aec2blc292c2 b4 c2alc3 a0 c3bfc28cc28ac289c3aac3bsdc38cc3blc38cc3abc3b0c381c3
a2 c385¢38bc290c2 b3 c393c3 b8 c3 be c3bac38fc3b2c384c296c3b0c3adc390c3 b7 c38ac393c2hb8c2
98 ¢383¢293¢c3b2c386c385c2hb3c3b0c39fc3a3c38dc399c3ab5c394c29ec2b0c293c29ac3b0c3abc3
97 ¢3 86 ¢2 b0 c3 ba c2 bl c3 9e c3 a2 ¢3 99 c3 9f c3
Data Ascii: JIWZSd{*hRj

2021-10-28 02:56:05 UTC 37 IN Data Raw: a3 ¢3 87 ¢3 84 ¢3 b2 c2 89 c3 af ¢2 bb c2 80 ¢3 8c c2 a9 ¢3 91 ¢3 b8 ¢3 9d ¢3 97 ¢3 8f c3 be c3 b2 c2 a0 c3 94
c3alc3bdc2945c 14 3e 13 0d 1b 26 17 18 34 3d Oc 00 3e 6e 16 65 38 36 31 3e 19 3e 4c Oc le 28 35 3b 28 6e 6¢ 52
33 1e 71 0b 39 0a 23 6d 10 3f 06 7a 10 2f 58 53 03 20 13 16 39 34 39 06 07 08 3c 13 20 5a 44 3a 55 6e 47 48 5¢ 76 48 5d
65 7c 4d 66 6f 1a 15 2a 70 1f 79 6e 4b 76 58 7c 00 66 47 74 7a 26 5c 1d 13 58 68 6e 6¢ 78 45 5b 55 50 70 5¢ 2f 1a 34 Of
66 7f 52 5a 77 58 55 50 72 4a 46 53 60 7f 00 c3 ba c2 95 c2 b3 c2 88 c2 88 c2 8f ¢2 b7 ¢2 bl c2 ac c2 bc c2 89 c2 a6 c2
a3 c2 b6 c28e c39ac3b2c2b3c2b6c381c2b6c2blc386c29cc2a3c29fc399c2b5c2b3c2bbc3abc385c3
b4 c2 a0 c2 8f c2 94 c2 bb c2 bb c2 86 c2 b2 c2 83 c3 b0
Data Ascii: \>&4=>ne861>>L(5;(nIR3q9#m?z/XS 949< ZD:UnGH\vH]e|Mfo*pynKvX|fGtz&XhnIXxE[UPpV4fRZWXUPrJFS"
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kBytes
Timestamp transferred Direction Data

2021-10-28 02:56:05 UTC 39 IN Data Raw: c2 8f c2 bb c2 a0 c2 a7 c2 b9 ¢3 8f c2 95 ¢392 ¢3 91 ¢3 91 c2 a3 ¢2 98 c2 8c c2 95 c2 b6 c2 89 c2 99 c2 9a c2
89c3aec2hb8c285c295c3a6c3a8c38ac2hb9c3b8c2bdc295c29fc285c291c3bdc280c287c281c3adc3
bcc383c294c289c391c3a9c393c3a5c2b3c3a8c390c38fc3alc3afc3al3c3adc38dc2b3c2aec2adc3
bb ¢3 b7 c3 b8 c3 b5 c¢3 81 c3 b9 c3 95 c3 83 c3 b6 c3 ab c3 9c ¢3 b5 3 9¢ ¢2 a2 c2 bf c2 b7 c3 a3 ¢3 91 ¢3 84 ¢3 8d c3
b6 389 c3 bf c3 95 c2 b5¢c3 87 c2 b9 c3 88 c385¢c281c282c28ac39bc3b8c2alc395c39cc2alc394c390c3
80387 ¢3815030 7h 78 44 10 23 4b 20 17 2a 1b 32 31 34 28 40 24 61 60 66 12 2b 3d 2a 07 3a 28 2d 38 5d 09 Oa 04
7579 5d 28 6b 2c 0a Oe 16 00 6a 11 14 10 62 0d 30 62 62
Data Ascii: PO{xD#K *214(@$%a f+=*:(-8]uy](k,jbObb

2021-10-28 02:56:05 UTC 40 IN Data Raw: 6b 57 76 0d 25 21 3a 35 35 0f 02 2c 23 22 03 11 51 7d 58 56 13 3a 03 2c 6b 17 13 36 7a 07 18 29 5¢ 49 55 2d
152f 08 22 1d 31 7a 68 77 44 69 4a 01 1d Oc 7b 7d 7c 61 50 47 74 78 71 45 7f 7c 47 4b 54 35 7d 45 08 79 78 43 49 64 65
4458 47 43 1d 1c 62 6f 5e 48 41 60 4c 44 44 4b 4b 69 57 2b 01 2d 00 49 65 7d 5a 7a 2c 75 44 c2 85 c2 a7 c2 a5 c3 91 c2
a3c3bdc3a4c280c286c38fc28ac286c292c2bdc29bc2b4dc389c2a9c290c286c2a2c3b5c3abc3adc2
b7 c2 b8 c2b7 c2b9 c2 b8 c38cc2h3c2adc2abc3alc29cc2aec2blc391c3hbdc390c296c29fc28bc282c2
b9 c3 b4 c28b c2 b8 c2 87 c3 b3 c3 ac c2 b7 c2 b7 c2 ab c2 bc ¢3 92 ¢2 89 ¢2 81 c2 aa c2 96 c2 b0 c2 99 c2 a7 c2 a2 c2
84 ¢3 80 c38bc28ac29fc38cc28ec29bc3a2c3b0
Data Ascii: KWv%!:55,#"Q}XV:, k62)\IU-/"1zhwDiJ{}|aPGtxqE|GKT5}EyxCldeDXGCbo"HA LDDKKiW+-le}Zz,uD

2021-10-28 02:56:05 UTC 41 IN Data Raw: c380 c29ac3blc28ec3alc2alc3alc3b2c287c3a4dc284c389c38ac3a0lc2b0c28dc2a0c39e
c3 b0 c398c3a9c2b4c3bdc38bc391c3bec3bb6c3bbc38ac394c2acc282c2a3c39fc299c3 97 c3 bf c3 80
c3bec3aac399c3a5c382c3a9c391c¢380c290c2afc2bac3a7c39cc38cc38cc385c2alc383c3a7c384
c2 bf c3 8ac2 bf ¢3 85 c2 9f c2 87 c2 83 ¢3 bf c3 98 ¢3 9a ¢3 98 37 2d 0a 46 5b 3e 38 13 2f 71 54 5b 00 39 05 3c Oe 31 21
12 3223 14 3d 47 6d 41 64 68 03 14 38 14 63 26 2b 73 30 66 6e 0Of 51 48 5¢ 2f 1d 2a 73 4e 6b 09 37 08 0f 2d 32 06 4c 4a
41 1d 70 Oc 33 55 10 71 7c¢ 51 7b 53 6¢ 46 35 02 35 70 75 57 69 67 75 4b 6¢ 41 6b 41 78 45 3e 1f 03 5d 6e 6b 63 7b 38
68 55 3c 55 4b 48 75 6b 33 11 79 54 67 2b 12 37 3e 2e 34
Data Ascii: 7-F[>8/qT[9<1!2#=GmAdh8c&+s0fnQHV*sNk7-2LIAp3Uq|Q{SIF55puWiguKIAKAXE>]nkc{8hU<UKHuk3yTg
+7>.4

2021-10-28 02:56:05 UTC 43 IN Data Raw: 52 61 72 6f 77 7e 6e 2c 2e 2c 4a 5¢ 33 4c 64 4a 44 5d 61 4e 57 67 4e 18 35 15 41 46 41 40 7f 5¢ 57 45 59 4a
57 5d 4e 08 26 01 6d c2 8f c2 8a c2 a0 c2 a6 c2 8e c2 8a c3 84 c2 ad c2 90 c2 8f c2 a0 c2 be c3 a8 c3 96 c3 b3 c2 9f c2 a€
c2a0c29ec3blc285c2b4c2adc291c2b2c2a7c297 c282c3acc3aec3acc298c290c2abc285c2aac2ab
c2acc29cc2bfc28bc3adc3al3c3hb0c2b2c2bdc38cc2bac295c3bdc298c299c299c2alc286c299c283
c28ec3 afc29cc38cc39fc38fc2aac3bcc38ec3adc384c3a8c3adc3hbdc381lc3aec3b7c387c3acc2hb8c2
86 c2b3c39bc3abc3alc39ec38dc3b4c287c3blc3b2c3aec3bdc3b5c385c2bsdc298c286c3b6c394c3
83388 c3afc382c3acc380c399 c39ac387
Data Ascii: Rarow~n,.,J\3LdJDJaNWgN5AFA@\WEYJW]N&m

2021-10-28 02:56:05 UTC 44 IN Data Raw: ¢3 9¢c ¢2 90 ¢3 99 ¢3 94 ¢3 8b c3 98 c2 9b c2 94 c3 a5 c3 93 c3 ae ¢3 88 ¢3 9c ¢3 8f c2 a0 c3 e c3 af €3 99 c3
82c38ac39bc29bc2abc28cc391c¢385c3b3c397c39cc2b5c3bdc3acc386c381c3bfc393c2al 7e 40 63
16 38 3e 27 2e 20 18 17 37 Oe 2b 2e 3a 64 4a 6d 7e 2e 05 3e 17 5e 43 25 1d 58 05 13 Oc 50 52 50 24 14 74 01 12 04 33
1220 37 00 07 31 55 52 6f 26 08 3a 38 3d 14 33 04 2e 7f 3b 1c 64 23 31 08 53 74 4f 61 42 4a 43 74 14 14 4a 18 48 20 36
204178 40 75 49 68 4c 7e 67 76 44 77 1d 16 32 26 67 40 44 44 40 57 5f 5a 55 27 5b 4d 4b 26 01 08 52 67 79 5¢ 7f 50
5b 49 77 67 7a 51 62 ¢2 81 ¢3 85 ¢c2 85 c2 96 c2 b8 c2 b6 c2 ae c2 80 c3 91 ¢2 8d c2 8a c3 96 c2 aa c2 8b c2 a6 c2 aa c2
8e c38bc3a8c2b2c38ec291c29bc2bec286c38bc2
Data Ascii: ~@c8>". 7+.:dIm~.>"C%XPRP$t3 71UR0&:8=3.;d#1St0OaBJCtJH 6 Ax@ulhL~gvDw2&g@DD@W_
ZU'MK&Rgy\P[lwgzQb

2021-10-28 02:56:05 UTC 45 IN Data Raw: ad c2 b3 c2 be c2 b4 c2 b2 c2 b5 c2 89 ¢3 8e c2 b5 c3 a6 ¢3 90 c3 a0 c2 83 c2 a3 ¢3 82 ¢2 b6 ¢3 bc 2 b7 c2 9«
€398 c39ac2adc3adc28fc286c3a5c393c397c2al c297c2a2c28ec29dc3b2c29ac2a5c3b4c299c2bs5
€295 c3 b2 c393c394c38fc297c2a4c2b0c293c2b2c293c29ec28ec2b2c2abc296c3aec39cc2a7c2b3
€298¢393¢c3b6c39dc3al0c383c296c3b6c399c3alc3adc3bec3béc3b5c2abc290c2afc2abc3aac3bs
€394 ¢395c3a3c3bdc3a6c399c38fc38dc2b7c392c2hb9 c2afc298c3b5c391 c3afc388c¢380c2a9c383c3
b8 ¢392 ¢c385c3 b3 c394 c2 adc28dc2 b5 c29c c2 9f c3 ba c3 8e ¢3 b3 ¢3 80 ¢3 83 c3 8a c3 8e c3 ab 36 07 22 Oe 6d
66 7e 77 38 41 07 04 34 2c 31 09 5a 3a 06 26 15 15
Data Ascii: 6"'mf~w8A4,1Z:&

2021-10-28 02:56:05 UTC 47 IN Data Raw: c3 a8 ¢3 99 ¢3 86 c¢3 b1 ¢3 96 21 Oa 2a 35 12 2f 23 50 52 73 2b 46 26 08 10 35 05 2a 2e 29 4a 31 49 63 43 6e
77 2c 46 45 09 46 2e 1f 34 1f 22 0a 3c 61 4f 5b 21 71 76 Of 1b 76 1d 2c 19 37 1a 12 03 43 63 40 19 7c 1d 17 1a 1le 57 62
7e 79 5f 6f 7d 33 13 3c 75 66 7e 13 50 6f 47 77 6e 65 5¢c 41 12 33 03 28 37 49 7e 67 52 77 41 6a 4a 55 72 4f 43 30 32 13
4b 26 46 68 70 55 65 4a 4e 49 2a 51 29 03 23 Oe 17 4c 26 25 7b 26 c2 8e c2 bf ¢2 94 c2 bf c2 83 c2 a2 c2 9c ¢3 81 c3 af
c3 bb c2 9fc2 b7 c283¢391c28cc2a3c29ac2a9c298c3 90 c2h9 c2 bac28bc3bec39ec3a3c28fc2a7c28b
c295c299c2b2c2abc29ac2aac3a8c29ac2adc28ac2aec38ac2b5c2aac288c2aac3adc2alc297c297
c28ec2a7c28dc2alc29ec2hb8c38bc3b0c387c2
Data Ascii: I*5/#PRs+F&5*.)J11cCnw,FEF.4"<aO[!qvv,7Cc@|Wb~y_o}3<uf~PoGwne\A3(7I1~gRwWAjJUrOC02K&FhpUeJ
NI*Q)#L&%{&

2021-10-28 02:56:05 UTC 48 IN Data Raw: ac c3 b2 c3 99 c2 aa c2 9e c2 a5 c2 91 c¢2 9a c2 81 c2 b8 c2 8f c2 b0 c2 90 c3 aa c2 b9 c3 a2 ¢3 b3 ¢3 9f c2 b6
c28ec29ac289c3aac3ar c3aec389c3bac3bcc3afc3aac3a7c39ac394c2 96 c2ae c3a8c391c3bac3b2
c2 b3 c2 83 c3 bac3afc393c295c38fc395c388c2ae c280c2a3c3acc3bec395c389c287c3acc381c387c3
8b c394 c3 8ac3 b7 c3 95 c2 9e c2 b0 c2 9b ¢3 9¢c ¢3 b2 ¢3 a8 ¢3 92 ¢3 95 c2 ab c3 be c2 b2 ¢3 89 ¢3 86 c3 ae ¢3 9¢ c3
9e c2 82 c2 99 c2 8e c2 90 c3 8e Oa 2e 64 28 5e 45 2b 5b 5f 39 4e 0d 4d 78 09 37 09 15 32 20 00 21 38 21 le 35 Oa 73 46
67 20 5a 14 1b 2b 3d 06 16 08 19 1d Oa 14 52 79 5f 3b 13 27 0f 35 1c 15 Oe 3e 6b 38 Oe 2d 60 58 47 57 72 69 63 66 1a
50 5c 66 71 4e 63 49 2f 17 3¢ 23 5d 72 6b 5e 7b 75 5e
Data Ascii: .d(*"E+[_9NMx72 18!15sFg Z+=Ry_;'5>k8-"XGWricfP\fqNcl/<#]rku"

2021-10-28 02:56:05 UTC 49 IN Data Raw: Of 7b 09 05 00 20 17 03 4b 65 3a 6e 0f 66 66 6f 49 4b 7b 63 78 65 6b 5a 17 05 2a 70 1f 79 51 4b 76 40 60 1d
6¢ 53 48 5e 3a 04 17 50 47 68 46 4f 20 63 7c 62 7e 62 25 5f 0a 2¢ 76 75 56 54 52 Oe 5d 57 6b 54 58 57 5b 6f 1e Oc c3 b2
€283 ¢383¢c2b3c28cc289c2ae c2abc2bbc29ec292c2b5c281c2b0c3bec390c39ac294c2b2c299c2bl
c28cc2bcc2ab5c285¢380c2alc29ac28ec386c280c295c383c2 93 c2 bfc28dc29fc29c c2ad c2 95 c2 bl
c2 8fc2 90 c2 a3 c2 8e c2 b0 c3 99 c3 8c c3 a8 c2 be ¢2 82 c2 b9 c¢2 93 ¢2 a9 c2 a8 c2 bc ¢2 83 c2 bf c3 b9 c2 a3 c2 bl
c282c38ac3a4c2hb9c394c380c388c3a6c3alc3bac3b5c391c3adc3bec38dc3a4c3adc2bec2acc28c
c2alc3alc29fc392c2b7c290c2 9fc3 bbc3a5c3
Data Ascii: { Ke:nffolK{cxekZ*pyQKv@'ISH*:PGhFO c|b~b%_,vuVTR]WKTXW[o

2021-10-28 02:56:05 UTC 51 IN Data Raw: bd ¢3 8d ¢3 b0 ¢3 b7 ¢3 97 ¢2 9d ¢2 92 ¢2 99 c2 b2 c2 a9 ¢3 bb ¢3 97 ¢3 9d ¢3 b5 ¢3 bc ¢2 9f ¢3 90 ¢3 a8 ¢3 96
c3 bcc39ac3b8c3b0c282c2h8c2bdc3abc3a8c2aec389c3a4dc381c388c398c382c39fc383¢380c3ad
€2 b7 c286¢c289c39bc2afc3 b9 c395c39cc2a8c3b0c388c3b6c38cc3ba27 116377 7d Oc 4a 5¢ 33 2¢ 32 02
51 4d 52 59 3b Oc 10 56 4c 04 2f 35 31 00 3a Oc 5e 38 2b 32 0f 32 2b 40 70 3b 62 71 21 13 73 31 12 24 1e 12 0f 08 70 43
4a1a 70 05 38 21 16 31 0a 2a Oe 12 40 6d 1f 07 33 50 7a 50 70 47 66 45 72 71 7c 48 7f 42 50 Oe 3e 56 66 5d 7f 45 5b 7a
57 73 1d 59 4a 50 38 38 13 46 41 63 52 70 4a 7c 5¢c 47 55 49 52 56 0a 32 0d 67 47 62 52 70 27 4f 4f 53 5¢ 51 c2 a7 c3 83
c3a3c287c39ec281lc2a2c2a7c2a5c2hb3c2a2
Data Ascii: 'cw}J\3,2QMRY;VL/51:18+22+@p;bq!s1$pCJIp8!1*@m3PzPpGfErg|HBP>VfE[zWsYJIP88FACRpJ|\GUIRV2g
GbRp'O0S\Q
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2021-10-28 02:56:05 UTC 52 IN Data Raw: Oa 06 59 48 6e 49 70 5¢ 45 3f c2 bb c2 bb c2 99 c2 a7 ¢2 b5 c3 b1 ¢3 9d c¢3 b8 c2 9d c2 ae c2 81 c2 a9 c2 a8
c3 9c c2 ab c2 b7 c2 b4 ¢3 9a c2 bf c2 bc c2 af c2 9d ¢3 83 ¢3 b4 ¢2 b6 ¢3 99 c2 a0 c2 bl c2 90 c2 b5 c2 bf c2 a4 c2 a6 c2
8ac29cc2aec281c391c3b9c39ac2acc29ec2alc28ac288c291c2aec28cc28cc29bc2abc3abc294c3
8d c3 a8 c2 b4 c2b4c289c2blc299c296c3bbc2b6c29cc38cc395c3a3c3afc399c28ec290c2bdc3a4c3
ad c3 b8 c2 97 ¢392 c3 a0 c3 9b c3 ba c3 9b c3 8a c3 89 c3 be c3 8a c2 b5 c2 b5 c2 a3 ¢3 8d c3 a8 c3 8f c2 84 c3 b5 c3
8c c3 b7 c3a4c380c2hdc3a9c2b6c392c281c281c2aec297c3 a9 c3bac38cc3b5c38dc3bbc2afc38bc3
81 c3abc2 a6 c2 b6 c2b3c28ac289c397c2a3c3
Data Ascii: YHnIp\E?

2021-10-28 02:56:05 UTC 53 IN Data Raw: 9b ¢3 be ¢3 90 c3 b8 ¢3 9d c3 b1 c2 ad c2 a2 ¢3 8d ¢3 8c ¢3 b2 ¢3 bd ¢3 99 c3 ad c2 ae c2 9e c2 88 c3 ae c3 8(
c3 aa c3 b6 07 2f 09 38 02 4e 33 28 1b 00 69 5f 1b 2e 54 26 05 13 37 05 2a 30 01 17 34 44 1b 6¢ 6¢ 21 56 10 42 67 6e 1c
7d 15 24 24 73 37 37 55 10 15 37 09 07 15 2b Oc 21 Ob 21 18 25 5e 7f 63 3f 0d 34 1e 69 6b 70 68 7d 06 40 65 Ob 3b 3a 31
63 01 41 6d 7a 5b 79 60 7a 67 78 70 68 5f 09 3c 6f 69 7c 75 6¢ 47 69 26 38 60 26 2e 4f 11 69 6f 49 5¢c 5d 36 6e 51 65 51
54437057 75 10 19 19 69 41 6e 56 c2 9e c2 ac c2 97 c2 al c2 af 3 83 c2 b1 c2 a2 ¢3 93 ¢2 89 c3 b9 c3 9f c2 99 c2 bl
€281 ¢397¢c292c2bdc298c2adc2a8c396c2bbc2b8c284c38bc384c298c28bc2bdc294c2b8c2b8c3 by
€283 c298c280c3afc28fc288c2bbc2hb3c394
Data Ascii: /8N3(i_.T&7*04DII'VBgn}$$s77U7+!1%"c?4ikph}@e;:1cAmz[y zgxph_<oi|ulGi&8"&.0iol\|6nQeQTCpWuiAnV

2021-10-28 02:56:05 UTC 56 IN Data Raw: af c2 af c3 aa c2 80 c¢3 b0 c3 b4 c2 be ¢3 88 c3 a6 c2 a5 c2 ba c¢3 96 c3 ac c3 8fc3 a4 c3 9a ¢3 89 c2 93 c2 a6
€283 ¢c3 b3 387 c2af c39fc3 bac39fc399 c38ec3bcc38bc3bac2bsc3 8846727004 38 0ab5500 222831 0e
29 35 1e 21 4a 44 71 33 12 30 10 1e 43 55 2a 2e 08 4b 02 59 50 7b 7c 36 10 7f 66 1d 04 23 1c 6f 1d 00 01 1f 31 53 53 2f
2a3d 0d 1c 22 32 02 3d 77 65 37 3e 48 15 5e 2a 04 64 64 63 10 72 70 77 76 72 1le 7e 29 2a 50 46 71 19 7e 49 78 4e 66
46 1f 5b 74 5¢ 04 3a 13 Oe 76 47 5¢ 6b 40 48 61 4c 5a 6b 4c 6¢ 28 27 08 5¢ 31 78 29 69 52 6¢ 4a 47 46 42 59 20 c3 b4 c3
9ac3 b5 c3aec2b3c39fc39fc288c38ec392c2aec293c28ec291c2aec2bac3acc399c38ec2bcc2a8c28l
c2bbc29bc2bbc2b8c2alc29dc39ec2alc293
Data Ascii: Frp8U"(1)5!JDg30CU*.KY P{|6f#01SS/*="2=we7>H"*ddcrpwvr~)*PFg~IXNfF[t\:vG\k@HaLZKLI(\1x)iRIJGFBY

2021-10-28 02:56:05 UTC 60 IN Data Raw: c2 96 ¢3 82 c2 ab ¢3 bb ¢3 b0 ¢3 b7 ¢3 9e ¢3 b7 ¢3 bc ¢3 a0 ¢3 8a ¢3 bf 3 87 c3 aa c2 ac c2 9c c2 8e c3 a8 c3
8233 2f 02 2¢ 11 33 1¢ 35 57 2e 3f 7b 7c 77 21 4a 04 11 14 3f 10 1d 03 2b 10 3e 09 4d 7b 6f Ob 23 13 0f 22 Oc 31 13 31
64 16 24 17 52 4c 67 Oc 0d 05 18 0a Ob 12 06 18 05 15 1d 3b 4b 5f 4f 39 Ob 61 63 65 7c 76 5¢ 60 71 4e 63 47 51 19 24 49
4d 72 7b 4c 73 43 6a 73 67 5f 76 63 52 14 01 62 63 46 4c 6e 4f 6e 53 71 50 45 6d 69 6a 19 6b 69 7d 52 5b 7e 57 73 42 53
47 55 72 57 1d 36 34 6b 43 ¢3 92 c2 bf c2 85 c2 a9 c2 a3 c2 b0 c2 bb ¢2 b7 c2 b6 c2 84 c2 a4 c3 af 3 97 c3 b2 c2 bl c3
8ac2ad4c2b4c28ec2abc2a7c288c38dc283c2bec2bec2afc3afc387c3a2c28cc2a9c292c2a5c2bec2
8e c2 97 c2 9a c3 bf c2 9e ¢2 90 ¢2 8d c2 9c ¢3 8b c3
Data Ascii: 3/,35W.2{|w!J?+>M{o#"11d$RLg;K_O9ace|v\'qNcGQ$IMr{LsCjsg_vcRbcFLNONSqPEmIjki}R[~WsBSGUrwW
64kC

2021-10-28 02:56:05 UTC 64 IN Data Raw: 83 ¢3 b5 ¢3 bd ¢3 b0 ¢3 b3 ¢3 9¢c 33 3d 38 18 2e 34 72 4¢ 77 0d 14 03 50 39 2f 21 07 2d 28 4d 30 20 72 4c 61
Oe 17 3a 3e 39 4f 32 18 29 7e 2b 13 32 70 5b 52 06 28 07 Oe 26 06 26 05 Oc 00 3b 10 00 48 76 46 2d Oe 73 65 09 3c 35
7e 57 1a 44 6b 03 27 5a 54 79 6e 4b 66 41 66 6e 6b 57 19 13 5d 62 10 5d 2a 5e 66 68 76 21 6e 6¢ 26 4a 76 27 4a 56 16
10 1a 6e 5a 61 5e 71 5e 79 4f 76 2a 75 5¢ 40 06 07 01 7e 37 37 38 04 42 4d c2 a2 c2 9a c2 9a ¢3 94 c2 b7 c2 a2 c3 be c3
81c3b7c28ac2bac28lc2abc286c28cc28bc395c287c28fc2blc294c2b2c3aec294c3alc29ec2bac2
91 c2bdc281c28fc2bec29bc2a7c3a9c282c28bc2bbc2hb8c3bac38ac28cc2b8c286c28ec289c2hb0c2
82287 c2hb7c280c2abc29bc2hb9 c3acc3 94 c382c2be
Data Ascii: 3=8.4rLwP9/!-(MO0 rLa:>902)~+2p[R(&&;HvF-se<5~WDk'ZTynKfAfnkW]b]*fhvInl&Jv'IVnZa’g yOv*u
\@~778BM

2021-10-28 02:56:05 UTC 68 IN Data Raw: 05 65 47 17 2b Oe 38 14 06 39 48 2b 32 3b 18 33 05 22 52 59 08 05 Ob 1d 36 09 19 6f 06 16 08 Oc 17 49 74 44
2707 37 14 37 11 3e 07 12 01 3c Oc 1b 16 5f 5f 53 52 60 62 56 69 18 75 76 71 46 60 14 30 4f 4f 24 79 65 05 3a 1f 00 60
5a le 45 5e 47 19 24 04 43 55 62 3b 5c 6e 44 71 50 57 30 4b 45 15 29 Oa 63 32 57 55 5f 45 57 58 40 47 41 2f c2 b1 c3 b8
c3b9c3b5¢c291c2b9c291c2a8c290c2a7c28bc2blc2alc2bfc286c2alc2abc3afc38cc3b6c3bdc286
€39ac393c284c292c2bcc2a3c2alc2a7c380c2b5c281c39fc3 bac39ac298c3bfc3aac3a3c393c295
€2 9d c3 a0 c3acc3blc3b8c280c2adc2b8c3b6c3afc2aac28lc2b2c29dc2b4c2 99 c2 af c2 be c2 b4 c3 al
c2 bb c3 b6 c3 b0 c384 c2a2c29fc383c397c3a4c3
Data Ascii: eG+89H+2;3"RY60ItD'77><__ SR’ bViuvgF 000$ye: ZEAG$CUb;\nDqPWOKE)c2WU_EWX@GA/

2021-10-28 02:56:05 UTC 72 IN Data Raw: 15 5e 5d 54 03 10 21 6d 48 18 07 77 19 Oa 15 10 1c 75 5¢ 49 52 64 52 18 4d 68 4c 1b 79 41 64 61 56 25 32 12
46 74 0b 16 47 69 42 74 7a 63 Of 5f 7c 24 1b 39 40 50 7b 45 7f 3f 6e 5e 47 22 44 76 56 18 36 13 78 62 54 50 57 48 58 63
4b 42 27 58 5a 08 22 09 12 c2 b7 c2 a0 c¢2 90 c2 8c c2 a8 c2 8f c2 b8 c2 b9 ¢3 8a c2 a5 c2 a5 c2 bb ¢3 bf ¢3 bd ¢3 b8 c2
a0c2 adc2 a3 c2 a8 c29fc2 98 c285c2aac2aac2aac39dc38ec296c3b8c386c3a3c28ac3a4c286c2abc2
85c2aec2a0c3bbc3a7c3abc2afc288c2a7c3aac3b7c394c2a6c3aac3a2c289c296c288c282c3abc3
b7 c3 a4 c3bdc2abc28ec398c3a6c381c2alc3b6c3b0c3b0c39dc3adc392c387c3a2c3bcc3adc3asbc3
98 ¢3 85 c2 ae c2 8a c3 98 c3 b3 c2 87 ¢3 9f c3 86 3 8e
Data Ascii: A|TImHwWU\lRARMhLyAdaV%2FtGiBtzc_|$9@P{E?n"G"DvV6XbTPWHXcKB'XZ"

2021-10-28 02:56:05 UTC 77 IN Data Raw: 04 37 2¢ 33 66 6f 7c 60 41 67 72 62 7c 65 5¢ 41 12 23 03 20 4a 7c 7b 44 57 06 6a 5f 7a 45 61 41 24 17 Oc 13
46 4f 5¢ 45 70 4f 7f 45 58 49 4b 7b 4a 76 23 00 68 5¢ 78 46 78 53 ¢2 b6 c2 a2 c2 b7 c2 97 ¢3 92 ¢3 8¢ c2 a0 ¢3 b5 c3 ab
€3 8d c29fc2 b7 ¢39d c2alc292c2 a7 c2b6c2a2c2bcc2abc292c2b9c2b0c3as5c3bbc38dc288c2a7 c38e
c2 b3 c299 c2b2c281c29ac2a7c28ac29cc292c293c3 97 c39b c3 9b c2 bf c2 97 ¢3 be c2 89 c2 aa c2 89 c2 b4
c2 a5 c3 b6 c2 a6 c3 b4 c3 bc ¢2 ba c3 a9 ¢3 9¢ ¢3 8b ¢2 bd ¢2 9f ¢2 9e ¢2 97 ¢2 b2 ¢2 83 ¢3 9a ¢3 bd ¢3 85 c3 a5 c3 aa
c3 al c3b3c2b7c2b8c2b3c3a6c3adc3hb9c292c382c3b7c3b2c3a2c3aec3adc38dc3bec294c2aec2a3
¢3 85 ¢3 9d c3 af ¢3 bd ¢3 bf ¢3 ba c2 87 c¢3 9a ¢3 82 c3
Data Ascii: 7,3fo| Agrb|e\A# J[{DWj_zEaA$FO\EpOEXIK{JIv#h\xFxS

2021-10-28 02:56:05 UTC 81 IN Data Raw: 3a 2b 06 05 46 74 51 42 5e 46 71 54 64 5e 51 61 51 Oa 2d 7f 79 46 56 5a 4c 23 49 65 41 4c 28 c2 a7 c2 b4 c3
b2 ¢3 b5 ¢3 b0 c2 91 ¢2 b0 ¢2 b5 ¢2 94 ¢2 85 c2 a6 c2 af c3 8a c2 al c2 9a c2 al c2 b7 c2 a4 c3 a6 ¢3 88 c3 a9 c2 95 c2
bl c2 bac2 90 c2 96 c2 94 c2 ba c2 a7 c2 98 ¢2 b8 ¢2 87 c2 ad c¢2 98 ¢3 9c ¢3 b9 ¢3 85 ¢2 91 c2 b5 c3 ab c3 ac c2 8f c2
86c2b1c290c296c29ec291c2alc294c3alcldabc382c2b2c282c295c292c2a7 c29ac3a9c29bc298c2
85292 c3afc39c c38bc2 87 c298c394 c3bec39ec28cc2abc296c3a9c3aec3arc3b8c3aec399c3alc2
9bc2 a7 c2al c3b8c3b3c3bdc3al3c391c3b6c38cc29ac28ac38ac288c394c381c2b2c293c29ac38ac2
ab c3 ac c3 8e c3 8e ¢3 96 ¢3 9f ¢3 8f c3 91 ¢3 94 c2 bl
Data Ascii: :+FtQBAFqTd*QaQ-yFVZL#leAL(

2021-10-28 02:56:05 UTC 85 IN Data Raw: 45 03 2b 7d c2 b6 c2 92 ¢3 8e ¢3 87 c2 a2 c2 a9 c2 9c c2 bb ¢2 b3 ¢2 b9 ¢2 b4 c2 9a c2 a9 ¢3 9e c3 9b c3 bl
€2 97 c2 a5 c2 b0 c2 b9 c2 8a c2 b5 ¢3 84 ¢2 b0 c2 bd c2 a2 c2 b7 ¢2 b4 c2 81 c2 94 c¢3 9a ¢3 83 c2 b6 c2 99 c2 95 c3 a7
€386 c3b9c284c285c282c29fc28bc2a2c29cc3adc39ac39ac29dc294c298c288c2bcc299c2alc3bl
c3 afc2adc3adc28fc29cc3adc38ec381c3afc28cc389c3a5c3alc3b9c3b2c3a4c3bsc3b3c294c3a3c3
81 c2 b3 c294 c2 b6 c3 8f c28b c2 9e c2 97 c3 b2 c3 b9 c3 9c c3 abc3 al c3 a9 c3 a7 c3 ac c3 bb c2 a5 ¢3 9d c2 a0l c3
b5 c3 9b c3 a8 c3 a9 ¢3 90 c2 a3 c2 aa c2 ba c3 bf c3 bl ¢3 9f c3 a2 ¢3 99 c2 89 ¢2 9d c2 a5 c2 99 c2 b4 ¢3 b8 c3 94 c3 af
c39fc3 87 c3aac384c383c385c2abc38dc2
Data Ascii: E+}
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2021-10-28 02:56:05 UTC 88 IN Data Raw: 81 ¢3 95 ¢3 85 ¢3 85 c2 ad c2 95 c2 af c2 80 ¢3 87 c2 95 c2 a5 c2 89 c3 ae c3 b3 c3 af 3 ac ¢3 99 ¢3 84 c2 97
c2a5c39dc3b5c39dc3alc2aac3alc384c3blc3acc3a3c395c3bcc389c394c2alc2adc38dc3a5c3ad
€c39fc394 c3bbc38ec286c3b7c3b9c395c2blc391c2b6c29dc296c3bdc395c2b8c38ec3a0c38bc3ab
€395 ¢c3b0c392c2b2c2bac394c28dc2hb0c28cc3b7c389c39cc380c385c3bcc39c 22 1ala 3456 20 6e 52
7a 26 39 30 53 13 3e 18 23 3d 24 15 3e 35 76 67 61 36 3a 1f 3e 03 3e 10 14 0f 14 25 Oc 05 46 51 74 23 15 26 68 4f 77 25
Oe Oc 38 1e 1b 28 5e 52 7c 3e 1e 19 16 23 1e 28 6a 6b 74 4b 15 67 Of 1d 4b 4c 54 41 6d 41 4c 45 66 6¢ 59 7d 7b 17 1f 27
26 75 76 6 40 51 66 7d 53 5d 58 3d 52 52 18 32 62 7f
Data Ascii: "4V nRz&90S>#=$>5vga6:>>%FQt#&hOw%8("R|>#(jktKgKLTAMALEflYH{'&uvo@Qf}S]X=RR2b

2021-10-28 02:56:05 UTC 92 IN Data Raw: c2 b7 ¢3 96 c3 b8 ¢3 93 c3 ab c2 ba c3 a0 c3 af c3 b9 c3 a5 c3 ba c3 9b c3 a6 c3 b9 c2 a8 c2 8ac2 a5 c2 al c3
89 c2 8f c3 b4 c3 bd c2 9e c3 95 c3 aa c3 a7 c3 bf c2 9d c3 b3 c3 b8 c2 98 c2 a5 c2 92 ¢3 86 c3 a9 ¢3 94 ¢3 84 c2 93 c2
b8 c388¢c3 91 c3 b3 c3bac3a5c38ec388c288c3b3c284c39dc390c387c39cc3bbc390c398c385c3 9fc2
b7 c3 96 c3 aa 37 75 5a 72 74 31 33 22 2f 31 3a 38 27 49 03 22 03 6f 65 46 27 07 30 3d 14 31 3d 3d 47 05 36 3f 11 51 3b
5514 27 04 0d 24 05 20 17 10 6e 2b 26 14 37 37 2f 5d 74 39 18 24 19 09 7d 17 16 04 Ob 67 39 41 3c 51 7f 42 59 73 56
06 16 4a 6b 6f 68 12 01 02 52 3d Of 1e 78 3e 71 56 79 5b 79 64 73 55 11 12 19 45 20 66 5d Oe 45 60 55 6f 7b 66 4b 45 01
02 09 5a 64 5f 29 7f 7b 70 45 64 65 7b 2a c¢3 86 c3 b8 c3
Data Ascii: 7uZrt13"/1:8'"0oeF'0=1==G6?Q;U'$ n+&77/]t9%}g9A<QBYsVJIkohR=x>qVy[ydsUE f]E ' Uo{fKEZd_){pEde{*

2021-10-28 02:56:05 UTC 96 IN Data Raw: aa c3 9b c3 b3 ¢3 b8 c2 95 ¢3 90 c3 81 ¢3 bd c2 90 ¢3 96 c3 ba c3 af c2 bb c2 af c2 af c2 b7 ¢3 92 ¢3 94 c3 99
c3 b8 c3 bd c392c396c3b3c391c3bec385c384c283c2hb6c293c381c38dc384c383c3acc397c3b3c381
c3 b6 c3 85 c2 af c3 9e ¢3 8f c2 8b c2 8a c2 89 c3 aa 2c 05 28 1f Of 01 32 29 3a 27 2d 2c 74 Of 6b 08 26 4a 3e 1f 38 1f 2a
2¢ 321c 133919 18 02 76 60 00 04 04 18 74 1d 19 39 21 1d 1e 5¢ 5e 5¢ 3a Oc 63 Oc 34 1b 14 0d 31 73 20 33 17 3b 3¢
22 56 00 63 79 4b 68 68 5b 6¢ 43 60 69 75 35 3b 04 4d 5d 70 75 7b 6d 7f 74 7d 7e 04 7d 7b 24 19 24 4d 5¢ 33 4c 64 45
44 5d 62 4e 34 63 29 1a 2f 10 06 2a 39 48 6d 54 27 51 52 4f 54 55 65 18 3b 04 0f c2 b9 ¢2 97 ¢3 99 c3 al c3 82 ¢3 89 c2
b3 c2 bac282c281c2aec2acc3b4c38bc3a8c283
Data Ascii: ,(2):'"-,tk&J>8*29v 't9!\"™\:c41s 3;<"VcyKhh[IC iu5;M]pu{mt}~{$$M\3LdED]bN4c)/*9HMT'QROTUe;

2021-10-28 02:56:05 UTC 100 IN Data Raw: c3 b9 c3 a2 c3 9a c2 a6 c2 b8 c3 ab c3 bc ¢3 8b c3 bb c2 86 c2 84 ¢2 90 c3 bc ¢3 86 ¢3 be c3 al ¢3 b3 ¢3 93
c3bac38ac38dc380c2a5c396c2b3c282c2acc289c294c3b8c399c386c3blc39621 0a 294002 2d 21 4f
5e 73 03 46 1c 36 2b 15 36 22 3c 21 3f 01 14 4d 43 6¢ 6e 5d 2e 38 00 3f 35 1f 7b 17 20 3b 10 47 58 53 05 71 25 34 22 2¢
03 6c 0c 11 70 61 00 45 58 47 3d 61 3b 1f 1a 6e 1a 71 44 71 71 6e 5b 46 23 33 5f 77 5¢ 71 50 72 45 4¢ 59 71 6d 7e 69 5e
2618 5b 7b 46 7a 6b 63 74 61 7a 65 62 70 42 21 Of 1b 78 57 7b 41 60 43 7e 4d 49 67 5d 5e 49 7e 1c 03 55 37 47 79 5e
42 c39bc2b5c2acc2b5c282c2af c2b6c39dc3 93 c3bcc2b5c2abc2bec292c2 90 c2 af c2 87 c2 b4 c2 b8 c2
a5c29cc281c392c3b3c383c3a8c3b7c289c2bec2
Data Ascii: |)@-!10"sF6+6"<!?MCIn].8?5{ ;GXSq%4" IpaEXG=a;nqDqqn[F#3_wW\qPrELYgm~i"&[{FzkctazebpB!XW{A
*C~MIgJN~U7Gy"B

2021-10-28 02:56:05 UTC 104 IN Data Raw: 8¢ ¢3 90 ¢3 90 c3 9a c3 b5 ¢c3 80 ¢c3 81 c2 88 c2 95 c2 8e c3 a6 ¢3 89 ¢3 b9 ¢3 9d c3 b0 c3 95 ¢3 b4 c3 83 c3
80c38cc3 951641 7270760236 1d 29 05 26 05 34 31 3f 24 06 54 62 60 66 12 2a 36 47 13 32 3a 5f 3a 55 2a 04 12 52
59503211 23 01 37 1a 3b 1c 11 14 34 1f 06 4e 5b 45 34 02 16 19 1d 24 1e 07 3b 7c 11 6f 03 11 3c 36 42 72 66 6a 6d 54
6e 77 6d 04 62 07 71 36 08 2b 23 76 5d 7f 6d 76 51 62 63 6f 72 4f 7c 02 1b 1le 4a 23 41 52 43 4b 6f 44 43 55 55 53 56 Oa
2d 16 70 46 79 5f 75 78 71 44 43 5¢ 78 c2 af c2 9c ¢3 84 c3 bf c3 be c2 8c ¢3 82 c2 a5 c2 aa c2 a0 c2 b2 c¢2 b2 c2 b7 c2 8k
c2 a8 c2 87 c2bfc393c39bc3abc3adc2bac294c2be c2bac29bc382c2hb9 c2 bf c2 96 c2 bc c2 aa c2 8f c2 bc c3
86 c3 b6 c3 86 c3 95 c2 a4 c2 8a c2 8ac2 8dc2 92
Data Ascii: Arpv6)&41?2$Th f*6G2:_:U*RYP2#7;4N[E4$;|0<6BrfimTnwmbqg6+#v]mvQbcorO|J#ARCKoDCUUSV-pFy_uxq
DC\x

2021-10-28 02:56:05 UTC 109 IN Data Raw: c3 8e c2 a4 ¢3 90 c2 bf c2 88 c2 a6 c2 81 7e 1f 18 24 71 39 1c 39 34 29 27 24 11 0d 79 08 05 2d 29 2b 3c 2e
4c 2c 1e 52 3f 34 51 15 44 1c 20 64 28 04 1e 27 2f 66 77 1f 2f Of 6e 5d 4a 55 1c 15 02 1e 3b 1d 14 04 16 0Of 22 2f 31 43 7f
40 55 7d 57 6b 5a 61 6d 5a 65 6f 17 63 7c 35 3b 38 22 4¢ 08 75 73 69 79 0a 64 63 65 Ob 69 34 21 34 75 4d 77 49 7a 5¢
63 44 54 57 4d 62 5a 09 35 12 74 4d 44 5d 78 5d 54 44 43 49 63 54 3e 3b 38 06 c2 af c3 8c c2 89 c2 al c2 be c2 89 c2 8e
c2b3c2b3c2al3c395c2al0c291c3adc3b9c3acc2a2c297c298c2hb9c3adc2aec38dc2b5c283c29ec2b3
c2 bfc281¢39bc387c3bcc289c3adc287c2blc2acc281c29cc292c286c29fc2af c285c28ac3bbc3bbc3
9d c2 b7 ¢2 85 ¢2 90 c2 99 c3 8f c2 86 c2 be c2 87 c2
Data Ascii: ~$0994)'$y-)+<.L,R?4QD d('/fw/n]dU;"/1C@U}WkZamZeoc|5;8"Lusiydcei4!4uMwiz\cDTWMbZ5tMD]x]
TDClcT>;8

2021-10-28 02:56:05 UTC 113 IN Data Raw: 07 29 35 12 18 53 4e 2f 2b 28 30 60 5d 6a Oe 39 18 24 01 04 Oa 3f Oe 02 23 Oe 11 50 4e 5c 2c 18 0f 04 36 1a
2409 6a 30 2e 19 2a 31 41 40 Oa 2c 39 13 26 70 12 7d 4b 6e 7a 49 7b 49 02 37 5¢ 4f 17 6¢ 65 16 5d 62 5f 5f 5e 7a 4a 51
2920 24 10 7c 7c 65 6¢ 65 56 5f 5e 3a 45 7b 08 Oa 18 6¢ 58 4c 48 69 21 78 72 5f 37 77 5¢ 7a Oc 21 Ob Ob 58 48 5b 58 c2
b8 c2 9b c2 ba c2 bd c2 a6 c3 81 ¢3 92 c2 8a c3 b0 ¢3 bf c3 91 ¢2 85 c2 8e 3 85 ¢3 97 ¢3 b2 c2 ac c2 b5 c2 ac c2 bf c2 bé
€391 c29ac393c3blc3a2c3b8c2a5c28ec2arc2bdc28lc284c2abc297c28fc296c28bc281c292c398
c39fc3 a9 c39dc2be c28bc284c2a3c289c298c282c298c2bfc29bc293c2bb c3a2c393c3 90 c2 bf c3 a6 c2
97 ¢2 85 ¢2 b7 c3 bc ¢3 ba ¢3 97 ¢3 bf c3 ae c3 9e
Data Ascii: )5SN/+(0']j9$?#PN\,6$j0.*1A@,9&p}KnzI{I7\Ole]b__zJQ) $||eleV_~E{IXLHilxr_7w\zIXH[X

2021-10-28 02:56:05 UTC 117 IN Data Raw: 09 Ob 10 27 28 19 12 15 6f 12 2e 53 57 47 31 03 19 1f 3c 6a 35 3d 12 7c 42 6b 4f 37 1c 34 36 63 7d 6¢ 6d 73

56 75 70 6d 14 05 5f 2b 22 Oe 58 55 10 00 27 67 78 63 72 7d 24 6d 26 Oa 1f 07 58 75 52 43 74 4f 6b 58 42 5d 5e 56 47 03
0236 01 75 5e 53 76 57 5a 5f 65 6b c2 a3 c2 a0 c2 a4 ¢3 96 ¢3 91 c3 b3 c2 a9 ¢2 b7 c2 b3 c2 8d c2 94 c2 ab c2 9b c2 b9
€3 97 c2b9 c2 96 c2 bd c2 b4 c387 c3 a4 c3 ac c2hb9c392c2a2c2a3c284c2alc28bc2a8c2b2c2a9c2a5c285
c3 bd c3 93 ¢3 86 ¢3 91 c2 b2 c2 b6 c2 8a c2 84 c2 8e c2 97 ¢2 97 ¢2 b0 ¢2 92 ¢2 85 c2 aa c2 98 c2 b7 ¢3 83 ¢3 87 ¢3 87
c2 bl c2 87 c2 b2 c2 94 c2 8e c2 8ac2 8ac2 87 c3 be c2 b4 c3 b8 c3 a2 c3 bac2 95 c2 a3 c2 b7 c3bac3b7c382c3ae
€3 86 c3 b7 ¢3 96 c3 bl c3 b5 ¢3 98 ¢3 97 ¢3 ba c3 8c c2

Data Ascii: '(0.SWG1<j5=|BkO746c}msVupm_+"XU'gxcr}$m&XuRCtOkXB]"VG6UNSYWZ_ek

2021-10-28 02:56:05 UTC 120 IN Data Raw: aa ¢3 b3 c3 8a ¢3 95 ¢2 82 ¢2 b9 ¢2 9b ¢2 b0 c2 b6 ¢3 82 c2 ad c2 aa c2 90 ¢3 97 c2 a6 c2 94 c2 a7 c3 af c¢3 87
c3 a4 c28cc29dc2abc283c285c29bc2b0c2b2c29ac29dc2b3c3 bfc294 c3 9e c39cc3 97 c281c3abc2ad
c2 bl c2 9c c2 9f c2 be ¢2 8d ¢2 8d c2 bc ¢2 95 ¢2 96 c2 a9 ¢2 b2 ¢3 9f c2 ba c2 a9 ¢2 9c¢ ¢2 9a c3 a8 ¢3 97 ¢3 bc c2 9e ¢c3
93 c39e c2 9b c2 9f c3 b9 c2 8e ¢2 83 ¢2 8d c2 b8 ¢3 89 ¢3 b7 c3 89 ¢3 95 c3 a5 c3 ad ¢3 bf c2 88 c2 96 ¢2 9c ¢3 8d ¢3 9(
c3acc292c284c381c2b7c292c3b9c387c395c387c3bdc39ac3b3c399 c3 bfc386c3b7c28cc2a9 c2 b5
c3afc39cc385c38dc3a9c2aac391c392c388c392c¢381c39dc398c2alc288c296c3ab3c321lalb?280b
38 50 3e 1f 20 54 56 46 71 7f 30 1b 35 15 28 1f
Data Ascii: <2(8P> TVFq05(

2021-10-28 02:56:05 UTC 124 IN Data Raw: c3 aa c2 8c c2 a6 c2 a0 c2 b6 c2 b4 c2 b6 c3 89 c2 9f c2 a4 ¢2 87 c2 8d c2 ac c2 82 c3 8e ¢3 85 c3 b2 ¢3 9b c2
9ac2a5c28dc2blc2blc2ab6c2b0c299c2a7 c3a4dc284c2hb0c3bec388c38dc2bec282c2a0c29ec298c2
b4 c2 b0 c2 82 c3 ad c3 84 ¢3 86 ¢3 85 c3 b0 c2 a6 c2 a0 c2 ba c3 9b c3 b6 ¢3 9e ¢3 b6 c2 b6 ¢3 90 c3 a2 c3 ac ¢3 97 c2
98 c3 ae c3 bb c3 86 c3 8¢ c2 87 c2 9c ¢3 92 ¢2 97 c3 ba c3 bd ¢3 91 ¢2 98 c3 b6 c3 98 c3 a7 c2 a8 c3 86 c3 87 c3 b8 c2
94 c2 8f c2 92 ¢3 86 c3 8a c3 91 ¢3 8e c2 98 c3 a0 c2 b4 ¢3 93 ¢3 8¢ ¢3 90 ¢3 98 c3 ab ¢3 85 c2 bf c2 83 c2 8¢ ¢3 bc ¢3
82¢381¢390c3b2c2a7 51 3f3f17 03 29 1b 41 0f 70 03 47 07 57 0f 56 18 54 04 21 50 36 05 51 6b 6b 1d 2f 47 10 12
37 68 61 Oc 09 2c 00 01 5f 2b 49 29 1b 26 0a 32 17 3b
Data Ascii: Q??)ApGWVT!P6Qkk/G7ha,_+1)&2;
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kBytes
Timestamp transferred Direction Data

2021-10-28 02:56:05 UTC 128 IN Data Raw: 97 c2 ad c2 85 c¢2 82 c3 b8 c2 98 c2 be c2 92 c2 88 c3 b8 ¢c2 8b c2 9c c3 ab 3 86 c3 a3 c2 aa c3 bl c3 a2 c2 9¢
€383 c298c29bc29bc3bcc3alc3bec294c282c2bbc29fc2b8c2adc29fc28ac3al c3bfc3adc393c3b4c3
99 c3b3c39bc3adc39e c2adc29ac2adc381c3a9 c399 c39fc39fc3b2c3bbc3aldc39ac3b6c386c392c3 9
€295¢c2 b9 c29cc3hb3c3b8c387c381c38fc395c3a6c388c397c397c3b7c393c397c289c2b6c2alc3al
c389c3a3c2aac392c398c3be c393c392c386c3800d 26 7a45 74 00 3a 26 57 03 32 2a 4f 2¢ 3¢ 58 10 37 62 60
66 00 27 00 22 11 3b 2d 1e 21 24 06 17 06 5a 65 56 20 1a 06 77 23 12 0a 6e 75 38 33 37 16 4a 72 56 14 0b 3b 09 35 1b
0d 1c 08 3d 12 6f 5¢c 04 01 3e 6a Ob 6e 6a 6d 1a 6f
Data Ascii: &zEt:&W2*O,<X7b'f";-1$ZeV w#nu837JrV;5=0\>jnjmo

2021-10-28 02:56:05 UTC 132 IN Data Raw: c2 92 c2 8c c2 97 c2 85 ¢c2 99 c2 8a c2 94 c2 95 c2 a8 c3 ab c3 a4 c¢3 8c c2 bc c3 b4 c3 a3 c3 a8 c3 ad c3 84
€392 c3bdc382c3aec3a3c382c3acc2hb9c289c2bfc3adc388c3b8c3b0c3b7c285c39cc38bc3alc39ad
c3b3c3b9c3aec2alc286c2abc3aec39dc393c386c3bdc384c2b7c38dc382c2abc3afc388c2abc3 b6
€29dc294¢c380c390c382c2adc288c3a5c3bcc2abc39ec39ac3hbdc388c38dc29cc28bc280 15 3d 39 22
2d 2d 17 1a 37 Oc 20 28 39 79 55 70 64 2b 02 3b 14 45 01 2c 1le 12 11 34 01 14 58 61 0f 64 22 01 3d 0f 33 16 71 10 2b 62
la5d 5e 51 1f 7c 60 15 10 64 0f Oc 3e 73 1b 14 21 34 35 45 6f 05 56 43 5¢ 69 4c 71 5f 79 67 4b 60 10 4f Oc 5d 6b 5f 17
3617 52 61 18 05 02 12 52 21 16 21 75 5d 6d 6b 63 4e 47
Data Ascii: =9"--7 (9yUpd+;E,4Xad"=3q+b]*Q| d>s!45E0VC\iLq_ygK O]k_6RaR!!'ulmkcNG

2021-10-28 02:56:05 UTC 136 IN Data Raw: al c3 9e c3 a9 c2 9f c2 9c c3 al c3 a8 c2 91 ¢3 82 c¢3 8e ¢3 9d c3 b3 ¢3 8b ¢3 8b ¢3 87 c2 89 c3 81 c3 ba c2 85
€387 ¢c282¢c384c395c39fc280c290c398c29dc3bbc3bfc2alc3blc39ac383c3aec39ec383c39ac388c:
bl c3b5c2 b8 c3 aac389 c3hb9c3b0c3alc397c391c3aec399c2b2c3bdc380c398c2alc3b3c2bfc38bc3
a3 386 ¢c3 86 c2 9c 27 20 1d 28 45 5f 22 31 7e 62 69 7a 40 2c 08 06 4a 47 32 3e 22 3d 34 14 68 43 60 37 3c 15 3c 03 10
12 64 09 16 61 0d 7c 36 2¢ 36 42 69 09 01 49 1b 08 79 Of 12 36 3a 34 4c 72 47 17 2b 1f 14 33 68 60 7d 6d Of 4d 70 7b 49
3a 384941 0560 43 78 7361 7d 66 79 04 1a 11 27 08 4e 19 76 06 24 44 4a 26 4e 5e 7c 43 64 3c 3c 3f 6¢ 20 4f 55 54 6a
58 72 65 43 40 52 47 7e 29 08 76 7a 5b 50 7c c2 ac
Data Ascii: ' (E_"1~biz@,JG2>"=4hC"7<<da|6,6Bily6:4LrG+3h }mMp{l:8lA’ Cxsa}fy'Nv$DI&N"|Cd<<?| OUTjXre
C@RG~)vz[P|

2021-10-28 02:56:05 UTC 141 IN Data Raw: c2 92 ¢392 c3 a7 ¢2 9d c2 84 ¢3 98 ¢2 90 c3 a4 ¢3 97 c3 9e ¢3 89 ¢3 90 c2 80 c3 bc c3 a7 ¢2 80 c3 aa c3 a9
€396 c3b6c29dc299c28ec3b9c3bdc2abc3alc3a2c397c39cc3b0c380c38cc382c3bbc381c3blc2ar
€294 c3a9c3aBc391c383¢c396c3a0c39ac3al3c396c2a2 1536 2c550f4301253232705b 2d 12 25 4f 4b 25
Oc 77 6f 63 0a 05 42 07 65 35 26 3f 12 22 3c 06 Oc 75 39 3d 53 05 12 12 05 7a 3b 32 05 6e 13 1b 1c 65 3e 32 3b 0f 23 3f
3360 70 Ob Ob 2b 16 56 41 40 2f 26 4f 71 41 67 43 1a 4d 76 12 6b 66 67 12 11 53 Ob 54 10 14 70 4d 59 7a 7f 01 5f 4d 6a
52 7d 61 14 7a 75 33 36 76 4f 6b 72 45 33 6d 4e 3e 25 7f 31 47 3b 71 68 73 21 5b 46 23 4b c2 b6 c2 b7 c2 95 c3 bc ¢3 be
c3afc29ac295¢c384c280c281c280c295c292c2
Data Ascii: 6,UC%22p[-%0K%wocBe5&?"<u9=Sz;2ne>2;#?3 p+VA@/&0qAgCMvkigSTpMYz_MjR}azu36vOkrE
3mN>%1G;qghs![F#K

2021-10-28 02:56:05 UTC 145 IN Data Raw: bf c2 83 ¢c2 8b c2 ad c2 bd c3 a7 c3 95 ¢3 83 c3 bl c3 ae 389 c3 bc c3 99 ¢3 96 ¢3 bc ¢3 ad ¢3 84 ¢3 bf c3 a4
€c295c2b2c3a5c397c3a7c391c3aac395c2adc387c2bcc38fc3becc399c2a3c28ec3b50014 1c 0d 23 31
20 03 10 54 Oe 35 2b 2a 76 51 55 12 22 1a 37 0a 07 13 3a 37 28 35 3b 38 66 4a 65 23 2f 01 08 2c 37 01 12 02 21 06 05
1c 5e 2551 23 3f12 16 11 08 60 1b 05 04 30 1d Oe 4e 35 32 46 76 62 6e 61 6¢ 11 73 4f Ob 53 41 6e 3a 14 2f 60 17 59 73
40 7c 66 7b 65 60 64 7f 60 2a 2b 36 7f 26 37 4b 07 77 51 4a 2d 7e 55 4b 63 12 27 Oe 4d 4a 6a 52 42 52 6e 47 6¢ 44 6e 57
7302 37 c3 be c2 96 c2 bl c2 ae c2 a6 c2 af c3 84 c2 93 c2 9d c2 b5 c2 b0 c2 97 c2 b0 c2 aa c3 b6 c3 a5 ¢3 81 c2 b3 c2
alc284c2b6c2blc38ec2hb9c2hb3c2abc2alc2ad
Data Ascii: #1 T5+*vQU"7:7(5;8fJe#/,71"%Q#? 0N52FvbnalsOSAn:/ Ys@|f{e d *+6&7KwQJ-~UKc'MJJRBRNGIDNWs7

2021-10-28 02:56:05 UTC 149 IN Data Raw: c2 97 c2 af c3 8ac2 al c3 al c3 86 c3 85 c2 b2 c¢3 9e c3 a6 c3 b5 c2 bf c2 a8 ¢3 9c ¢3 b4 c2 af c3 a4 c2 8b c3
b9 c2 bf 3 8e 3 96 2e 0f 4a 35 40 24 50 59 44 4a 5f 7d Ob 39 2c 25 6b 2e 1a 00 3a 27 3a 3b 00 1f 69 6f 1b 29 39 04 39
0Oa 2e 10 Oa 1f 3a 06 3b 37 7f 50 2e 6¢ 2e 3e 3a 3f 10 00 32 1f 3d 3e Of 7f 49 49 4c 1c 04 35 4c 69 62 7d 6f 59 71 6b 58 3a
2b 3c 21 69 68 74 75 5d 01 7b 7a 67 7a 78 46 11 0f 38 5b 69 79 44 65 4a 6e 50 4a 53 4a 48 6e 21 3f 08 6b 59 49 74 78
5a 7e 40 5a 42 72 64 48 7d 10 09 53 41 7e 64 c2 89 c2 9f c2 a0 c2 b0 ¢3 9d c2 a7 c2 a8 c2 80 c2 bd ¢3 b9 c3 b9 c2 8d c2
86 c2 9f c3 86 c2 b2 c2 aa c2 bl c2 98 c2 a9 c2 bf c2 b7 ¢3 81 ¢2 b0 c2 ad c3 a7 ¢3 86 ¢3 9f c2 9d c2 b9 c2 be c2 b5 c2 a2
€2 9b c3 b5 c2 81 c2 a7 c2 b5 c2 8a c2 88 c2 b4 c3
Data Ascii: .J5@$PYDJ_}9,%Kk.:";;i0)99.:;7P.1.>:22=>IIL5Lib}oYqkX:+<!ihtul{zgzxF8[iyDeJnPJSIHN!?kY ItxZ~@ZBrdH}SA~d

2021-10-28 02:56:05 UTC 152 IN Data Raw: 31 34 00 4c 48 74 6d 44 69 5a 7e 4b 5d 60 79 4d 22 58 35 53 61 76 76 7d 06 78 66 72 6f 75 49 5d 38 01 11 63
59 76 4b 42 2f 6e 5b 47 2a 39 43 42 01 01 01 5a 63 54 4¢ 59 73 5a 40 7b 74 7e 49 c2 b5 c3 bl c3 b4 ¢3 80 c2 80 c2 88 c2
b4 c2adc284c2a9c29ac2bec28ac2a7c284c399c2a6c387c3alc3alc2b5c38bc2blc38ac3acc389c2
9ec28bc284c2a7c2alc29ec296c399c3ab c3bfc394c2b5c3blc298c2a4dc28lc28ac295c281c2blc2
99¢288¢280c2hb4c3aac397c2b7c2b7c294c29dc29cc289c2bcc298c291c2b9 c290c298c282c294c2
9bc2 a4 c383c3blc3adc299c389c387c282c3afc394c3b7c388c3alc3aac2blc398c2alc393c3afc3ot
c3 b6 c390c387c3b8c3a8c3bcc3bdc285c3a9
Data Ascii: 14LHtmDiZ~K] yM"X5Savv}xfroul]8cYVKB/n[G*9CBZcTLYSZ@f{t~

2021-10-28 02:56:05 UTC 156 IN Data Raw: 2c 2d 24 70 6d 58 40 44 54 2d 73 4c 5a 47 4d 29 19 13 29 06 2a 39 55 08 58 7f 48 70 3d 57 51 4e Oc 0d 04 50
c2 acc2 86 c2 a8 c28ac29ac2a7 c2hb5c39ec298c291c2al c2 be c3bc c3bdc3 b4 c2 a0 c29d c3 87 c2 b4 c2 bd
c2 9f ¢2 92 c2 a5 ¢2 bc c2 ba ¢2 b7 ¢2 bd c2 bc ¢3 a4 ¢3 a7 ¢3 a5 ¢2 96 c2 94 ¢3 b2 c2 88 c2 af c2 88 c2 af c2 9e c2 aa c2
98 ¢c2 94 ¢2 8d c2 8c ¢3 94 c3 a9 ¢3 9b ¢2 ba c2 8¢ ¢2 bf ¢2 9c ¢2 b4 ¢2 94 ¢2 bl ¢2 85 c2 99 c2 8a c2 94 ¢2 95 c2 a7 c3
a9 c3 bb c2 bd c2 ad ¢3 9e ¢2 90 c3 af c2 b7 ¢3 86 ¢3 9f c3 ba ¢3 bc ¢3 b8 ¢3 b4 c3 ad c3 ab ¢2 b4 ¢3 8d c2 b8 c3 83 ¢3
ac c3 95 ¢c3 b8 ¢3 9f ¢3 bc ¢3 b4 c3 ad ¢3 80 ¢2 93 ¢3 ba c2 93 ¢2 80 ¢3 82 ¢3 80 ¢3 82 ¢3 8d ¢3 94 ¢2 bb ¢3 8¢ ¢3 94 c3
98 c3 af ¢392 c2 a7 c2 ab ¢3 b1 ¢3 9c ¢3 8d c2 90 c2
Data Ascii: ,-$pmX@DT-sLZGM))*9UXHp=WQNP

2021-10-28 02:56:05 UTC 160 IN Data Raw: 72 1b 24 04 5e 30 39 60 5f ¢2 90 c2 a4 c2 be c2 b9 ¢3 99 c2 b3 ¢2 81 ¢3 b7 ¢3 8d ¢3 bb c2 8d c2 b1 c2 85 c2 8f
€3 b6 c2 b6 c39c c3 8c c2 94 c38bc291c283c28bc381c3a7c3abc29dc2abc296c2bac295c29dc2aac29d
c2 a7 c2a8c2acc28dc293c397c39ec3b5c296c291 c29bc3a9c38cc3h2c2abc2acc3 abc298c28ac297
€283 c387¢c388¢383c295c2h9 c285c29fc29ac28fc385c3bac3alc397c3aac3a2c284c2al c2 af c2 be ¢3
8d c3 bf c3 ad c3 af c3 aa c3 9e c3 a9 c3 aa c3 97 c3 b9 ¢2 83 c3 a2 c3 a6 c2 a7 c2 ab c2 ab c2 aa c3 a5 ¢3 99 ¢3 9d c2 bc
€299 c2 a8 c3 9f c2 bb ¢3 9f c3 a7 ¢3 93 ¢3 93 c2 al c2 9b ¢2 9b ¢3 bf 3 97 ¢3 bc ¢3 91 ¢3 b0 ¢3 8f c2 al c¢3 93 c3 9e c3
81 c2 af ¢392 c3 83 c2 89 c2 a3 c2 98 c2 89
Data Ascii: r$709°_

2021-10-28 02:56:05 UTC 164 IN Data Raw: c2 83 c2 b6 c2 84 c2 b4 c2 b1l c2 a8 c2 8b c2 97 c2 b6 c¢3 b6 c3 8d c3 ad c2 80 c2 b6 c2 9f c2 91 c2 9c c2 b6 c2
94 c2adc2alc2b8c29bc2a2c29dc3hb8c3bdc39dc2abc2aac285c2abc2adc2a8c2adc294c291c28ec2
8e c2 9c c2 8f c3 86 c3 aa c3 ab c2 a0 c2 96 c2 bf c2 be c2 a7 ¢2 80 c2 bb c2 al c2 99 ¢2 98 c2 bc ¢3 ac ¢3 a6 c2 a6 c2
9a c2 86 ¢3 90 c3 a6 c388c3 a9 c397c3hb6c384c3b4dc3blc3a8c38bc384c3b6c2b6c28dc2adc380c3b6c3
98 c3b9c387c3a6c394c3adc3alc3b8c39cc38cc399c296c2bdc29dc3afc380c2blc389c3b7c396c3
a4 c394¢c391c388c3acc39cc396c296c2adc28dc3a0c390c2adc399c3b9c396c3b4c384c381c39803
2d 25 67 5a 7c 13 27 07 28 14 37 03 35 2c 28 35 3d 35
Data Ascii: -%9Z|'(75,(5=5
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2021-10-28 02:56:05 UTC 168 IN Data Raw: 9c c2 af c2 af c2 a9 c2 a4 c2 ac c2 bb c3 a5 ¢3 80 ¢3 9f c2 ac ¢2 96 c2 a9 c2 9f c2 ba c2 85 c2 95 c2 a6 c2 8a
€293 c2b3c2b4c2blc2b7c3blc2aac29dc285c294c299c2hb8c290c2bec287c296c28bc294c29cc3ar
c3 b4 c394c3a8c388c3b5c3b8c3adc39ac3ab5c393c3acc3hbdc3b3c3bdc3acc39cc2aec2be c2b5c3bfc
95386393 c38ac3h9c39cc3adc395c3a9c3arc3acc3bbc2abc2bec2a9c3abc392c2b6c38cc3bac3
85c2b7c39cc3a0c39bc384c38cc399c299c2b5c296c390c387c383c399c381c3abc394c3a0c3abc3
bd c3 a6 ¢3 9c c2 be c2 88 c3 b9 06 06 26 23 29 3f 2e 4f 3c 49 28 25 2b 38 7a 54 6d 15 02 48 10 19 3e 37 26 47 3c 1d 34
00 18 4a 52 26 16 02 06 01 1a 15 31 Of 1c 3d 04 1d
Data Ascii: &#)?.0<I(%+8zTmH>7&G<4JR&1=

2021-10-28 02:56:05 UTC 173 IN Data Raw: c2 90 c2 a2 c3 b1 c2 9ac3 8c c3 bl c3 91 ¢2 85 c2 8d c2 8fc2 96 c2 a3 ¢2 98 ¢2 93 c2 81 ¢2 9d c2 86 c2 9b c2
91c28ec2blc38fc381c295c29dc2hb9c286c2b3c3a8c3al3c3blc3adc3b6c3abce3alc3ac2b0c2abc2
bc c3 9c c3 bc c3 a8 ¢3 80 ¢3 93 c3 af c2 83 ¢3 84 ¢3 8b c2 97 c3 bfc3 a0 c3 a6 c2 ac c2 b2 c2 b0 ¢3 89 c3 a0 c2 8c c3 b3
€c383¢c38bc38bc391c38dc392c3a3c38ec387c29ac28ac2aec3adc3alc389c383c3afc39bc39bc381
€39dc382c3b7c39cc3afc2abc28ac288c3bcc388c39cc39709 1023 3e 2¢ 37 51 11 28 7b 69 4f 7¢c 3d 19 51
1c 29 33 2b 12 3f 2e 06 2d 69 69 69 17 50 3f 3d Oa 70 13 10 1a 00 7c 03 04 4e 2b 5¢ 10 15 37 09 07 15 2b Oc 21 Ob 21
18 25 5e 7f 63 39 Oe 39 1d 6a 03 56 56 78 7f 5f 40 6f
Data Ascii: #>,7Q({i0|=Q)3+?.-iiiP?=p|N+\7+!1%"c99jVVx_@0

2021-10-28 02:56:05 UTC 177 IN Data Raw: a6 c2 89 c3 97 c3 af c3 8a c2 b1l c2 97 c2 b6 c2 98 c2 a6 c2 95 c2 9d c2 8d c2 b8 c3 b4 c3 a7 c3 a3 c3 a5 c2 bb
c285c2b4c393c3abc387c3a3c3a2c3arc3a8c3b3c396c39fc3blc3bec38fc295c2alc2acc3b9c3bbce
b9 c3 a3 c3 96 c3 a3 c3 be c3 ae c3a0 c3 b5 c3 b9 c385c3alc3abc29ec2a7c3acc3b9c2bfc383c3abc38ac3
9e c387 c3 a6 c3 b9 c3 b0 c39bc38cc2b5c287c287c394c380c3bac396c29cc3b5c399 c2 bfc3 94262951
3552 76 74 00 38 2d 2d 31 06 20 35 09 14 12 3e Oe 70 4f 52 00 34 Oc 33 21 42 19 2e 31 12 0f 05 20 2d 6d 58 1b 10 30 Oc
1c 00 Oc 08 13 0a Oe 27 Oe 40 6e 49 43 18 33 1d 25 07 1c 05 38 50 42 14 72 45 1e 3b 54 47 68 68 61 46 69 75 62 54 7f
75 75 31 37 24 27 6¢ 4e 68 57 64 7c 65 48 23 43 55 56
Data Ascii: &) Q5RVvt8--1 5>pOR43!B.1 -mX0'@nIC3%8PBrE; TGhhaFiubTuul7$'INhWd|eH#CUV

2021-10-28 02:56:05 UTC 181 IN Data Raw: c3 bb c2 bf ¢3 94 c3 be ¢2 91 c3 b9 c¢3 bl c2 84 c3 8e c2 95 ¢3 88 c3 b8 c3 a5 c3 ab c3 ab c2 b6 c2 8b ¢3 97
c3b0c288c398c3a5c3bcc3acc385c3aec393c299c393c3b8c38dc2aec284c3a7c3abc386c381c38e
c3a9c386c3a8c39ec395c39cc3a9c386c38fc2bdc2b5c28ec39dc392c3a3c386c3abc386c2a5c385
c3 87 c38cc3adc3 96 c3be c3 a4 5b 641001 22 2f 19 3a 3b 54 53 1a 3a 26 3b 7f 60 67 1b 2d 38 17 1d 2f 3a 2a 11 2a
07 32 00 7c 45 44 10 31 16 0f 38 07 3d 17 73 1a 1b 26 1b 5f 40 4b 1d 72 21 0f 3a 1f 1a 0a 63 04 38 Ob Ob 4f 30 34 6¢ 50
1f 7e 63 77 40 76 64 79 61 6e 75 39 3a 2e 70 64 56 7a 7e Oe 5c 6f 71 1c 61 Oe 6e 2f 13 13 5¢ 26 49 47 6a 79 4a 5a 44 57
6f 7f 5e 1f 03 03 65 64 6d 31 14 31 34 24 47 4c 7b 6f 72
Data Ascii: [d"/:;TS:&; g-8/:**2|ED18=s&_@KTr!:c8004IP~cw@vdyanu9:.pdVz~\ogan/\&GjyJZDWo"edm114$GL{or

2021-10-28 02:56:05 UTC 184 IN Data Raw: b7 c2 8f c2 8c c2 bc ¢3 be ¢3 9e ¢3 9a ¢3 95 ¢3 86 ¢3 87 4c 5c 42 5f 52 25 3f 19 03 73 25 4e 5¢ 3e 6¢ 1e 2b 0d
3b 31 22 32 54 44 67 6d 1d 2f 3d 34 27 27 Ob 7c Ob 34 20 15 10 71 5e 6a 1c 0f 16 07 22 03 3a 0f 24 6b 31 38 0f 61 4b 4b
28 0a 33 3c 3617 08 76 79 1f 5d Oc 1d 46 2f 00 7b 77 59 7e 50 6f 45 6f Ob 61 08 4a 0d 49 53 28 68 7f 77 46 75 51 5a 52
4c 55 62 4f 41 2e 18 13 44 7d 63 36 71 36 7a 4f 7a 5a 7c 54 43 07 08 07 73 59 5e 22 57 52 ¢2 93 ¢2 b6 c2 84 c2 b7 c2 b3
c2aac2alc3bfc28bc3acc2b5c2bbc286c2aac2adc2bcc294c2adc2bec2alc2bfc39cc2b7c3a2c383c3
a6 c289c39ec297c2b3c2bac399c2aac295c2bac298c29ac2b2c281c39fc3acc396c39ac297c2bcc2b
c2a2c287c291¢c285c290c3hb8c299c291
Data Ascii: L\B_R%?s%N\>|+;1"2TDgm/=4"|4 g"j":$k18aKK(3<6vy]F{wY~PoEoalIS(hwFuQZRLUbOA.D}c6q6z0zZ|
TCsYMWR

2021-10-28 02:56:05 UTC 188 IN Data Raw: 22 17 2a 1c 4f 26 4d 09 38 35 42 7b 1e 7c 15 4d 31 33 5¢ 02 41 36 59 22 6d 62 3c 3e 38 32 0a 07 68 0d 12 0d
1f 03 1c 02 66 14 4c 6d 68 44 6¢ 7b 7c 27 1a 68 18 1a 3c 33 63 74 36 18 3b 7a 18 4c 6¢ 35 44 69 7f 57 7c 71 77 64 22 23
2a7a 15 6558 79 72 79 6f 73 68 59 4a 63 10 05 38 62 52 45 42 70 4a 7d 6d 48 57 41 57 44 02 03 Oe 54 60 47 74 75 52
59 4f 43 5b 29 c2 a4 c2 ad ¢3 9f c2 84 ¢3 95 ¢2 9b ¢2 90 c2 aa c2 a6 c2 ad c2 bb ¢2 9¢ c¢2 b3 c¢2 b3 c2 a4 c2 96 c2 b3 c3
93c29ac3a3c3a2c2bac2bbc280c2bec299c38bc2bcc29cc28bc2alc297c285c294c392c390c396c2
b0 c2 9ac28cc286c28bc282c289c29fc283c298c286c2b0c294c395c2b4c3a2c2adc3b2c3a7c297c2
9f c2 95 c2 a0 c2 b4 ¢2 93 c2 9c ¢2 94 ¢3 bc €3 92 ¢2 b2 c2
Data Ascii: "*O&M85B{|M13\A6Y"mb<>82hfLmhDH|'h<3ct6;zLI5SDiW|qwd"#*zeXyryoshYJc8bREBpJ}mMHWAWDT GtuRY
0cC))

2021-10-28 02:56:05 UTC 192 IN Data Raw: 79 2c 7c 2c 13 68 69 14 02 1c 2b 46 5e 59 74 3b 77 00 09 3f 6a 2d 7e 01 1c 2c 69 5a 45 61 52 19 69 4c 6d 64
74 63 Oe 68 48 7b Ob 3d 3d 6e 4f 60 01 7e 7d 77 6b 5f 4c 6f 0d 67 39 01 22 74 62 38 65 6d 74 3c 50 46 5b 44 5d 6¢ 33 2b
la 51 452959 78 55 51 30 5e 42 44 5b 6f 1c 27 06 c2 a2 c2 a6 ¢3 90 c2 al c2 99 c2 bd c2 a4 c2 a4 c2 a6 c2 bb c2 a4 c2
bd c2 9f ¢2 97 ¢3 8b c3 b7 c2 97 c2 a5 c2 b5 c2 bf c2 bl c¢2 bd c2 a2 c2 a4 c2 b3 ¢2 9d c2 b4 c2 bc c2 a9 c3 a9 c3 86 c2 8¢
c29fc291 c2acc28cc39ec2abc283c3a4c3b7c28bc3aec3bfc2b0c385c39dc38cc2b7c285c293c291c2
93286 c3 a7 c284c293c2hbdc294c29cc2alc381c38ec2bcc383c38ec396c38fc3adc3adc3b4c28dc3
a4 c3a2c3b0c3alc3bcc38bc2abc2b8c3 97
Data Ascii: y,|,hi+FAYtw?j-~,iZEaRiLmdtchH{==nO"~}wk_L0g9"tb8emt<PF[D]I3+QE)YxUQ0"BD[o'

2021-10-28 02:56:05 UTC 196 IN Data Raw: 14 33 68 60 76 44 67 12 70 5b 1f 48 41 22 16 05 61 29 4e 51 70 54 41 6e 08 Oc 46 44 1b 5f 7c 47 79 70 4a 50
7748 20 50 47 4a 12 3c 1b 49 58 7 44 44 75 75 41 58 33 4e 72 2c 19 64 66 4c 48 54 25 7c c2 a0 c2 a0 ¢3 9b c2 bb c2 b6
c2 ab c2 b0 c2 9b c3 b4 c2 88 c2 81 c3a2c396c3 97 c2acc2abc389c2abc2b9c2af c2aec2a2c2blc2a7 c29d
c3 bf c3 a8 c3 b2 c2 b9 c3 91 c39ac2b5c28dc2abc2a6c288c3a3c29dc3 b3 c3bec389c2b4c2b6c28ac291
c2 a9 c287c2al3c298c3hb9c286c2aec2alc2a0 c3bfc3acc2bdc389c2a2c2acc288c29fc285c29ac388
c3 b2 c288c283c298c293c3a2c3b7c38ec29ac2bfc38ec3hb8c389c3a4dc383c3b0c3a6c3alc398c3 b5
c3 a8 c3 b2 c3 ac c2 a0 c2 be c2 b8 c3 9e ¢3 a8 c3 bf c3
Data Ascii: 3h'vDgp[HA"a)NQpTANFD_|GypJPwH PGJ<IXDDuuAX3Nr,dfLHT%|

2021-10-28 02:56:05 UTC 200 IN Data Raw: 42 5b 55 7a 6e 70 69 66 4b 6¢ 7d 6e 00 59 42 5a 44 66 4e 60 5d 40 5d 5e 56 6¢ 17 36 28 1f 7a 43 41 Oe 53 4a
4e 42 45 ¢2 99 c3 93 c2 a5 c3 bb c3 ae ¢3 b7 ¢2 84 ¢3 86 ¢2 ba ¢2 94 ¢2 86 c2 b3 c2 ae c2 be ¢2 b2 c2 b5 ¢2 8b c2 bb c2
a9c3 a7 c38fc3aldc2a9c2bac2aac2abc3b8c28ac2a8c299c388c2adc29ac286c285c39bc3bac39ec2a
€297 c2a2c284c290c283c3adc29ac282c2abc29ac296c287c387c3afc38ac2a3c2bbc2b3c29bc29fc:
bl c2 b3 c3 bf c2 94 c3 a3 ¢2 97 ¢3 bl ¢3 9d ¢3 9d c2 a7 ¢2 b0 ¢3 81 ¢3 b7 c3 82 c3 a8 ¢3 95 ¢c3 9b 3 87 c3 b6 c3 89 c3 9
c3bec3a7c38ec2adc39ec2a7c391c3a3c3b9 c3bbc3bec282c38cc3b6c3a2c3abc397c38dc3b2c290
€286 c3 b9 c3 a6 c38ac3adc2b2c3a5c393
Data Ascii: B[UznpifKI}InYBZDfN]@]*VI6(zCASINBE

2021-10-28 02:56:05 UTC 205 IN Data Raw: 53 Oe 59 6e 6¢ 57 58 57 5¢ 7e 07 1c c3 b8 c2 b2 c2 b6 c2 a9 c2 ae c2 89 c2 ae c2 a0 c2 8a c2 bf c2 a8 c2 al
c2 ab c2 b8 c3 bac384c3adc285c2a4c2alc298c28bc2abc282c2bfc2abc2alc384c2bdc285c29bc3 86
€3 96 c2 a6 c2 98 c2 aa c2 be c2 9e c2 9e ¢2 81 c2 9b ¢2 92 c2 90 c2 b2 c3 be c2 8a c3 96 ¢3 85 ¢3 82 ¢2 93 ¢2 96 c2 bc
€2 9dc292c28ac2b7c288c3alc29dc2a3c2 98 c288c38ec38fc2bac3adc3a5c3b7c3a8c3al c3bec3 b5
c3 bb c3b5¢c3b0c392c3a3c296c287c2abc2alc3b0c390c3alc3bec38cc3hb6c382c39dc3abc3alc3ac
c3 bb c3 adc39bc2b9c3aac3a6c396c381c38ec3bbc396c3b2c38dc395c390c2 b4 c384c3bac3abc2 b6
€2 86 c3 b6 c3 97 c2 a8 c3 89 c2 81 ¢3 86 c3 9d c3 8f c3
Data Ascii: SYnIWXW\~
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2021-10-28 02:56:05 UTC 209 IN Data Raw: a4 c2 8b c3 b4 c3 93 c3 bb c28b c2 b9 c2 ac c2 a5 c2 99 c¢3 88 c2 a5 c2 bb ¢3 8d c2 91 c2 ae ¢3 86 c2 ad c3 8f
c3a9c3a9c29bc2alc2b2c39bc2alc289c28cc290c28ac297c287c288c2hb6 c38dc3afc3b3c2a3c299
c3b4c29cc28ac299c3a9c293c289c285¢288c2a6c29dc389c2alc39ec282c2a7c2blc2b7c387c3ac
c3 b5 c29ec393¢399c385c291c3b6c2bcc29fc2a8c38fc3adc3bcec38fc38cc3b9c289c3b3c3a9c3asc3
ab c3 a0 c2 9a c2 af c2 87 c2 be c3 9b ¢3 b9 c3 bf c3 b9 ¢3 87 ¢3 9d c3 b6 c3 ba c3 86 c3 93 c3 9e c3 8d c3 a4 c3 a8 c2 bt
€294 c29bc39dc3 a4 c388c387c3afc2a9dc390c39ac383c39cc381c389c29dc29dc289c28cc387c2ab
2d 0d 2a 23 33 1d 3d 39 24 2c 58 5a 78 Oa 2a 2d
Data Ascii: -*#3=9%,XZx*-

2021-10-28 02:56:05 UTC 213 IN Data Raw: c3 b4 c3 af c2 b3 ¢2 84 c2 b8 c2 b8 c2 bc c2 a4 ¢38d c2 9a c3 9f c2 83 c3 al c3 ab c3 al c3 91 c3 a5 ¢3 8c c2
a0c28cc288c288c28fc294c294c295c2a8c2alc29cc3abc292c388c3a3c382c2hb8c28cc29fc290c2
b7 c2 94 c2 9a c3 a3 c2 96 ¢3 96 c3 b8 c3 9c c3 b5 c2 b4 c2 b5 c2 b0 c3 a8 c3 84 c3 a8 c3 a8 c3 af c2 92 ¢3 88 ¢3 9b c3
a3 c3 b2 c3 bf ¢3 b5 c3 b4 c2 ac c2 bf ¢3 97 ¢3 b5 c3 a5 ¢3 9e c3 b8 ¢3 bf ¢2 85 c2 8a c3 b5 c3 a3 c3 9a c3 ba c3 bl c3 86
c290c2ae c299c387 c3b7c3al0c2aec3alc394c3b6c3a9c382c382c39dc398c39fc2acc285c28cc398
c2 bd c2 ae c3 88 c3 8e c2 a5 c3 87 c3 ab 2e 23 2¢ 24 31 64 0c 62 76 3b 59 25 00 2d 35 1f 1b 30 3b 3c 09 53 13 4b 14 22
le 3210 3b Oe 1c 3c 13 05 35 1e 44 3b 3b 41 6¢ 3e
Data Ascii: .#,$1dbv;Y%-50;<SK"2;<5D;;Al>

2021-10-28 02:56:05 UTC 216 IN Data Raw: be c2 b2 c2 8c c2 9a ¢3 8d c2 92 c3 a8 c3 bc ¢3 91 c3 af c3 9e c3 a7 c3 9f c3 a7 c3 81 c3 93 c3 aa c2 a9 c2 ae
c2aac398c394c38cc2b8c3abc38cc2adc2abc39ac39fc3adc396c38ec2b2c29cc3a5c3a2c387c393
c3aec3bcc3bac397c381c3bcc389c392c394c39dc28ec29dc29c 162551230820 16 31 26 3b 24 2¢ 2¢ 65
4a 46 05 30 07 1e 3d 4c 01 28 1e 52 3b 34 02 7a 7d 47 33 11 2c 04 13 03 22 27 10 1b 14 Oc Ob 5d 59 7a 25 05 01 2a 2a
1526 0d 03 Ob 05 37 1c 45 78 5¢ 45 71 56 5a 22 18 67 0d 6f 7f 1d 66 69 1e Of 3d 57 65 70 79 4a 6d Oc 60 40 1a 05 79 52
07 15 26 72 63 69 41 40 5d 61 58 6e 2b 66 5¢ 4c 08 2a 17 72 30 5b 4f 16 6a 3a 2a 21 7d 6d 54 70 74 08 67 c3 a9 c3 9b
c38ec387c29ac2a5c2bdc281c283c2bbc2abc2ad
Data Ascii: %Q# 1&;$,,eJFO=L(R;4z}G3,"1Yz%**&7EX\EqVZ"gofi=WepyJm  @yR&rciA@]aXn+f\L*r0[Oj:*!}mTptg

2021-10-28 02:56:05 UTC 232 IN Data Raw: 91 ¢3 8f c3 9a c2 be c¢2 bd c2 a0 c2 96 c2 90 c2 a0 c2 9f ¢3 95 ¢3 97 c2 9b c3 8a c2 9e c3 aa c3 98 c2 a7 c3 88
c38bc386¢c398c298c289c3b5c391c3bac3a2c3bcc3alc3b9c3bac388c2bec2acc2abc391c389c3ab
c3 b7 ¢c380c3b7c393c382c39ec393c3bdc2b7c381 c28fc2acc2 be c3bfc38ac3hb9 c2bfc3b0c39fc3a5c3
93c38ec381lc2a2c394c2blc3b6c2b3c286c38bc2abc3b8c3a7c3be 283331 3f362d05 1e 78 7a 78 Oc 3¢
07 23 70 Oe 59 26 34 10 33 31 22 6¢ 46 65 09 Oe 17 39 3a 26 25 11 0d 16 08 09 3a 40 2d 48 2c 18 0f 04 Ob 00 33 09 1d
06 1b 11 10 40 66 7c 10 08 1f 14 33 66 4c 08 6d 66 6b 61 60 30 Oe 36 60 78 6f 64 43 76 55 0f 4d 66 7b 71 70 20 3b 5d 5¢
47 73 06 41 40 30 41 5d 53 43 47 52 15 30 1a 6¢c 58 4f
Data Ascii: (31?6-xzx<#pY&431"IFe9:&%:@-H,3@f|3fLmfka 06 xodCvUMf{gp ;]\GSA@OA]SCGROIXO

2021-10-28 02:56:05 UTC 248 IN Data Raw: a2 c3 b5 c3 b6 ¢3 86 c2 ac c3 ab c2 8e c3bac2 a7 c296 c2al c2 90 c2 84 c2 be c285c3 a0 c2 87 c382c3 8!
c3b5c2a5c286c2hbdc29dc2hb6c29bc3hb3c282c3a3c3b5c2blc3al3c382c382c296c2blc382c3b2c3ab
c3alc397c3aac39ec3b2c3blc3bdc290c3b3c383c39bc284c2a2c3adc293c393c3b5c395c3b2c3 b9
c3acc3b3c3acc3blc387c¢386c29ac2a2c291c¢392c¢399c391c385c3a5c393c2blc38fc39bc394c3bb
c2a2c3adc2alc283c3hb6c3b0c2b3c3hbdc39fc3b7c2a7c2a9c3 9fc3 90 c3 a8 06 5f 26 45 73 77 29 4a Of 2b 2e
5318 14 2¢ 39 16 3b 02 61 77 12 03 2b 2b 37 1e 34 50 2b 22 25 7f 11 1d 68 79 53 21 1d 2c 27 3f 25 Oe 1le 34 1f 12 16 07
43 44 419 73 2¢ 39 3a 17 36 03 35 Of 7e 13 65 3b
Data Ascii: _&Esw)J+.S,9;aw++74P+"%hyS!,'?%4CDOs,9:65~¢;

2021-10-28 02:56:05 UTC 264 IN Data Raw: ab c3 aa c3 bd c3 ac c2 93 c2 ad c2 98 c2 b9 c¢2 98 c2 bd c2 b4 c2 a4 c2 b3 ¢2 92 c2 b3 c2 bf c2 b1 c3 ad c2 94
c3bd c2 b7 c29c c280c2 98 c2 ac c2 99 c2 83 c2 a2 c2 83 c2 a2 c2 86 c2 8c c2 b3 ¢39d ¢39d ¢39d c2 b7 c2 81 c2 b8
€294 c29ec297c294c284c296c28bc294c28dc28dc395c3alc38dc387c3b5c3a0c3agc38dc394c3a2
c3 b7 c38cc3bbc3a4c3acc3hb9c2b9c295c2b6c3blc385c3b0c3b9c398c3bdc3blc38ac3hb0c39ec286
€292¢c287c394c289c2a8c3adc3al3c2hb9c389c3a8c38dc384c394c386c39bc383c384c3blc2bec2al8
c2b3c3b2c3a3c390c399c3aac395c3hb8c2b2c3b4c38bc2alc39cc389c281c2a9 77 2c 3654 2e 09 2b13
3b 27 38 20 22 1e Ob 4a 6¢ 16 26 31 47 19 3e 35 2b Oe
Data Ascii: w,6T.+;'8 "JI&1G>5+

2021-10-28 02:56:05 UTC 280 IN Data Raw: 63 41 47 5a 69 46 5b 51 46 08 Of 0d 48 48 5f 54 71 c2 a8 c2 a6 c2 b4 c2 86 c2 ae c2 af c2 al c2 b2 c3 b8 c3 bf
€281 c2bcc29fc381c38ac3adc396c286c390c2bdc29dc2aac2blc294c29ec38cc3a8c29cc2a8c2 bfcz
b0 c2 a5 c3 bd c2 a5 c3 a5 c28dc2b0c289c28fc29cc388c392c¢398c281c29dc2a5c286c2a3c293c2hbdc3
b5¢29d c2 a0 c2 99 c2 b7 c2 8c c398 ¢382¢c388c29b c2 b3 c2bl c296c2hb3c3a8c3a3c3blc3aec3abc3afc3
a6 c3blc2a8c2aec2bbc38fc3a8c3bbc3a3c380c3a8c3arc3abc3bec3b6c3b3c3b6c3alc2b8c2bec2a
c39fc3b8c3abc3b3c390c398c397c396c38ec386c39fc386c391c288c28ec29dc3afc388c39bc383c3
a0 c3 88 ¢c3 87 c3 86 c3 9e c3 96 c3 8f c3 96
Data Ascii: CAGZIF[QFHH_Tq

2021-10-28 02:56:05 UTC 296 IN Data Raw: 2f 54 6b 47 6e 4e 64 4b 76 46 59 47 50 65 23 27 27 43 6b 48 74 21 66 6a 69 70 69 68 7d 6e 17 3f 1c 48 51 59
43 64 43 4e 5e 66 50 74 72 42 3507 07 71 47 72 5e 1c 43 34 4a 55 4d c2 aa c2 a6 c2 b7 c¢3 b7 ¢3 8f c3 ba c2 b7 c2 99 c2
86 c2a8c290c38dc2acc389c2alc2adc298c2hb6c2a7 c3a7c294c3a8c283c29ac293c2bbc2bdc2a7c2
88284 c2bcc2a3c2abc3 b7 c295c¢393¢393c¢397c2b3c295c29bc28bc2b4c28fc2adc29bc3aec3b3c3
b0 c3 b8 c3 a9 c2 b2 c3 af ¢3 84 ¢3 9b ¢2 93 ¢2 9e ¢2 9b c2 b6 ¢2 93 ¢2 9d ¢2 b6 c2 84 c2 a7 c3 86 c3 ab ¢3 9c ¢2 bl c2
a4c382¢383c3b3c3aac3al3c394c3abc399c3bbc3bbc39bc287c¢391c3b4c2a3c2a7c2a7c3b7c3aac3
8c c3 b0 ¢c3 96 c3 a3 c3 bd c3 a6 ¢3 9b ¢3 b9 c3 8e ¢c3 85
Data Ascii: /TKGNNdKVFYGPe#"CkHt!fjipihin?HQYCACNAfPtrB5qGr*"C4JUM

2021-10-28 02:56:05 UTC 312 IN Data Raw: 12 32 3a 66 1d 45 2f 1a 19 Ob 29 0a 29 16 3c 2c 2e 29 6a 30 32 2c¢ 24 Oe 24 1a 32 1a 10 0d 31 Oe 23 1d 08 4e
4c 31 4a 0f 62 66 61 1a 53 51 10 78 6d 6b 78 3a 14 2f 7d 43 71 7d 59 7e 76 63 7b 11 4e 55 41 5b 06 17 66 52 69 4d 50 5f
4559 47 58 46 48 41 6f 1b 26 66 51 21 5d 60 59 2d 6f 4e 6a 44 57 73 02 37 ¢3 be c2 94 c2 be c2 b0 c2 9c ¢2 9b c2 ab c2
a7 c3 8fc2 bl c2 8e c2 bd c2 ab ¢2 b8 c3 be ¢3 bf ¢3 ad ¢2 be ¢3 9e ¢2 98 ¢2 ba c2 bl ¢3 87 ¢2 9b c2 ba c2 9e c2 a6 c3 8(
c2bbc2 a8 c3 ae c3ae c392c292c281c2afc288c2a9 c28ec285c29bc2a2c29bc286c287c2b0c2aac395
c38ac2b6c2b0c291c29ec2aac296c2alc288c3adc288c299c29bc288c380c3b9c2abc3ac3bbc38c
c3 b7 c38ac388c3a5c3bbc3a7 c3blc3 b5 c3 b2
Data Ascii: 2:fE/))<,.)j02,$$21#NL1JIbfaSQxmkx:/}Cq}Y~Vc{NUA[fRIMP_EYGXFHA0&fQ!]"Y-oNjDWs7

2021-10-28 02:56:05 UTC 328 IN Data Raw: bb c3 a6 c3 a4 c3 a6 ¢3 95 c3 aa c3 9c c2 a5 17 3d 32 3d 03 45 Oe 23 3d 79 7a 7a 20 21 2c 50 72 57 5e 4e 1c
4911 1a 0f 50 7a 61 30 3a 2a 11 1f 09 Oc 10 18 1f 3f 11 6a 54 2e 37 45 77 62 34 10 19 10 00 1a 03 30 1d 25 7f 60 49 3b
09 1f 19 67 79 76 06 5a 67 64 60 6f 31 48 2e 50 73 5a 60 5¢ 77 58 57 59 41 78 70 44 25 2a 58 7f 43 54 7a 6b 69 52 62 4a
61 4b 48 75 60 77 37 40 54 22 2b 12 28 7c 4d 61 65 78 55 46 0d 09 09 7b 49 55 7b c2 bb c2 b2 c2 96 c2 b2 c2 aa c2 b9
€2 9d c2 80 c2af c3 bl c38d c3 b4 c2 89 c2bd c2 ac c2 a5 c2 9c ¢2 bd c2 88 c2 af c2 b9 c2 b4 c2 be c2 82 c2 ad c3 9f c3
aac3alc2b0c2bac2aac2alc29fc289c28cc290c3bdc29e c28fc2bdc29dc399 c39bc39dc29d c2 90 c2 9¢
c3 b5 c2 ae c2 91 c2 a4 c2 8d c2 98 ¢2 83 c2 98 c2 90
Data Ascii: =2=E#=yzz |,PrW"NIPza0:*?|T.7Ewb40% I;gyvZgd 01H.PsZ \WXWY AxpD%*XCTzkiRbJaKHu w7 @T"+(|Ma
exUF{IU{
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kBytes
Timestamp transferred Direction Data

2021-10-28 02:56:05 UTC 344 IN Data Raw: bf c3 a2 c3 a5 c2 b9 ¢3 b3 c¢3 9b c3 bd ¢3 8d c¢3 b3 ¢3 8b c3 bb c3 9b c¢3 a0 ¢3 93 ¢3 b8 c3 b8 c2 b4 c2 a4 c3 a9
c3a9c286c2b2c390c393c382c2alc392c389c390 32 2f251361 4f 7c 28 49 0b 38 04 02 2f 3d 33 2a 0a 38 06
75 43 64 37 2¢ 3e 30 17 34 3c 5¢ 35 06 37 08 05 70 7f 5¢ 08 64 Oc 08 Of 7d 79 33 6b 29 Of 16 06 4a 74 50 25 04 2e 1f 40
10 27 00 27 66 47 68 4d 07 18 37 40 7c 6b 60 30 66 7d 58 Of Oc 07 71 4e 4a 26 1f 66 64 56 75 43 70 69 6a 09 74 25 42 4e
2212 14 60 58 63 4d 4e 75 69 5b 41 42 5c 5d 60 76 2f 2a 70 45 4b 5b 62 4c 46 78 54 ¢3 87 c2 b8 c2 9d c2 b6 c3 a4 c3 b6
c3 b4 c293c2 a4 c2bec38ec2a2c2adc28bc2b8c28fc39ac2bfc2b5c2abc3adc3a3c28ec2hb8c399c2aac:
a0 c2 97 c2 b4 c2 bf c2 ad c2 81 c2 91 c2 8f c2 94
Data Ascii: 2/%a0|(18/=3*8uCd7,>04<\57p\d}y3k)JtP%.@"fGhM7@|k 0ffXqNJI&fdVuCpijt%BN""XcMNUui[AB\] v/*pEK[bLFXT

2021-10-28 02:56:05 UTC 360 IN Data Raw: 93 c2 a9 c2 ac c2 88 c3 9a c3 a2 c3 89 c3 b3 c3 a0 c38ac39c c388c281c3b9 c29bc295c3adc397c2a
c2alc3a6c2ar7c3adc383c39fc2bfc3adc396c3acc39ac396c38bc398c28ec29cc282c3adc383c380ct
92 c2 8e ¢3 97 ¢3 85 c3 ba ¢3 97 c3 be c3 96 ¢3 93 c3 a0 ¢3 ba 45 59 29 37 22 2f 0a 2b 02 39 1d 3e 22 29 3b 7f 60 60 Oc
56 31 1b 03 4f 4e 0f 02 50 09 36 10 63 68 5f 1e 1b 3d 03 11 03 31 16 3f 15 3b 0a Of 2e 6b 46 43 05 14 1a la Oc 1a 09 06
01 2501 2e 5¢ 16 3b 6d 41 49 41 66 4f 44 7a 64 7d 4a 67 43 4e Ob 26 6¢ 65 75 5¢ 48 6e 03 47 70 5a 66 7e 6b 2b 3b 16
5¢ 55 45 6¢ 5¢ 36 71 56 7f 55 7b 42 73 6e Ob Ob 67 4f 4f 5f 5f 5¢ 4d 42 7¢c 39 56 52 59 0d ¢3 84 c3 a3 c2 97 ¢2 bl c2 aa c2
ac c2 98 c2 aac2 9d c2 aa c2 83 c2 b9 c2 82 c3 9f
Data Ascii: EY)7"/+9>");""'V1ONP6ch_=17?;.kFC%.\;mAIAfODzd}JgCN&leu\HnGpZf~k+\UEN6qVU{BsngOO__\MB|9VRY

2021-10-28 02:56:05 UTC 376 IN Data Raw: a5 c2 b0 c3 bc ¢3 82 c2 be c3 b8 c2 85 c2 83 c2 bb ¢3 af c3 96 c2 9a c3 aa c3 b7 c3 ab c3 ab ¢3 95 ¢c3 97 c2 ae
c2 bd c3 85 c3 b3 c2 94 c3 8f c3 9f 3 9f ¢3 b0 c3 a0 ¢3 bf c2 92 c3 af c3 a2 c2 83 ¢3 87 ¢3 87 ¢3 87 c3 8e ¢3 bl c3 96 c2
9b c3b9c391c3adc2al c381c397c3a3c3blc38ec2bec3b7c3b7c285c2a8c3alc388c3bfc2a8c3bbc2
b2 c2 a9 c383 c39e c3 a9 c38dc29ac2bec282c3b7c2blc39158 7e 0d 4f 3c 03 20 1f 05 34 7e 50 73 32 4b 15 35
0d 0d 5f 09 1c 17 12 51 42 1b 1b 69 62 05 29 18 3d 12 0f 6e 00 17 09 0d 1c 5a 58 5d 0f 1a 2a 1c 1b 6a 3f 01 1b 04 19 1c
le 42 7c 5b 3a 0a 19 6a 4d 6e 49 70 1a 5b 7a 76 6e 32 0f 33 3d 6b 61 02 5d 7a 72 6f 53 1d 17 51 44 5b 28 2e 5a 6e 45
47 4b 7c 41 54 4b 54 4b 48 6a 17 32 2e 6a 5a 4d 5a 78
Data Ascii: X~O< 4~Ps2K5_QBib)=nZX]*]?B|[:jMnlp[zvn23=ka]zroSQD[(.ZnEGK|ATKTKH;j2.jZMZx

2021-10-28 02:56:05 UTC 392 IN Data Raw: 9e c2 a5 c3 9e ¢3 91 c2 a0 c298 c2 a3 ¢2 8d c2 9c c3 ae c2 a9 c3 ab c2 a3 c¢2 b5 c3 bl c3 bb c2 af c3 a6 c3 86
€395¢c299¢c29bc28bc293c2hb7c294c29cc285c3bfc28bc29bc3adc298c38dc293c2bcec3abc292c29e
c3aac3a5c29cc38ac3b5c389c294c38ac39bc3abc2bdc2abc2adc382c3adc28ac3arc39dc3abce389
c3a8c3hblc396c3a7c388c3adc3a5c290c3alc3a2c3aac38bc380c3a7c38ac3adc390c3a3c3b5c2bl
c2 bb c3 af c2 a6 c2 86 c2 95 ¢3 99 ¢3 87 c3 b1 ¢3 90 c3 b7 ¢3 94 ¢3 9f ¢3 9¢ 1b 19 Oe 29 23 7d 64 7c 0d 48 3d 21 25 26
59 2d 37 56 3c 34 21 65 65 65 1a 5b 1b 39 67 36 17 03 Oe 03 Oe 03 27 5¢ 45 58 2a 6b 13 08 20 11 27 72 27 76 09 14 24
6169 32 3a 1d 18 11 30 11 34 01 55 19 44 60 09 03 3d 35
Data Ascii: )#}d|H=1%&Y-7V<4leee[9g6"\EX*k 'r'v$ai2:04UD =5

2021-10-28 02:56:05 UTC 408 IN Data Raw: bf c3 a7 c2 9a ¢3 85 ¢2 91 c2 a7 c2 b6 c2 bf c2 88 c¢2 b7 c2 8f c2 88 c2 bf c2 ae ¢2 bl c2 b2 c2 8d c2 96 c3 80
€393 c2 bcc3 ae c288c3bac29cc28fc3b3c29ac284c297c2b0c2bac2afc393c3a5c392c2b5c287c293cz
ac c2 b2 c3a9c2blc29ac291 c2bfc292c29ac3bec3bbc28bc386c2b6c3b7 c29fc3 af c38ac3alc398c3ad
c382c3b4c28cc29ac3bfc2bfc2a3c2a3c395c3aec3alc28dc3a3c391c¢39dc29ac3b0c3a9c3b2c3bac:
ab c28cc2b8c2b5c3a0c3alc386c38fc3b8c387c2bbc3b8c387c2al8c3aac38dc2a8c3adc290c2abc3
b0 c3 be ¢3 94 ¢3 96 c3 ba c3 9c ¢3 9a ¢3 8a c3 94 ¢3 8d c3 ba c3 95 ¢3 9¢ 72 62 56 16 38 57 20 00 25 28 15 20 4c 5b 25
316562 71 1e 34 27 16 13 3e 1d 5f 1c 40 5d
Data Ascii: rbV8W %( L[%1ebgd™>_@]

2021-10-28 02:56:05 UTC 424 IN Data Raw: 5d 47 5b 40 71 52 3c 3e 2e 1d 58 24 33 ¢3 84 c2 9f c2 a2 c2 8c c2 b3 c2 a0 c¢2 b0 c2 aa c2 a7 c2 95 c3 98 c3
bb ¢2 8f ¢2 80 ¢2 90 ¢2 95 c2 b7 c2 a4 c2 90 ¢2 99 c2 ac ¢2 9d c3 9c c2 b9 c2 b4 c2 ac c3 aa c3 ab c3 a6 c2 bl c2 b9 c2 ai
c2a6c2a8c28ac28dc297c2b2c2bac298c2alc29ec38ac398c39ec2aac28ec2alc297c286c2aec2hb8
c2 9e c3 b5 c3 aa c3 af c3 bl c2 9e ¢3 82 c3 bd c3 8a c2 bl c2 8e c2 9e c3 a2 c3 a4 c3 88 c3 a2 ¢c2 87 c3 a3 c3 a0 c3 85
c3a2c3a9c293c2bbc2b6c3alc3adc3bdc390c38dc3b4c397c380c39cc383c297c291c384c393c281
c2a6c3b2c29bc3adc3alc3bdc38ec3adc390c3bdc39dc39dc386c3b4c3alc291c2afc3aac38ac3d
c39ac3bdc39ec383c38ac3hb8c386c389c2ae
Data Ascii: |G[@qR<>.X$3

2021-10-28 02:56:06 UTC 440 IN Data Raw: 13 41 13 4d 14 44 71 6b 61 6¢ 52 73 2d 12 30 28 64 4f 09 3e 1b 16 6b 78 5a 39 60 43 1d 22 32 18 29 53 49 6e
3d 65 2c 59 47 74 59 52 07 15 2b 7a 74 5b 55 7b 50 5¢c 5d c2 aa c2 a3 c2 ae ¢3 91 c¢2 b1 c3 a5 c3 b5 ¢3 b5 c2 8f c2 b3 c2
9ac2a3c28cc39cc2afc2bdc296c392c28ac29ec2blc3alc383c39ec2adc2a3c29ec29lc2b8c2abc2
b4 c2 ac c2 9c c2 9b c2 b8 c2 a6 c2 9a c3 9f ¢3 95 ¢3 95 c2 af c2 9d c2 8b c2 89 c2 86 ¢3 bc c2 9f c2 8¢ c2 8e c2 94 c3 a4
€297 c2 98 c3afc382c3 a0 c2afc29ac2al c2b6c2adc2b8c3aec289c395c3bfc395c3acc397c39fc283c2
9b ¢39d c3 b5 c2 98 c3 b5 c3 8b c3 a0 c3 85 c3 b4 ¢3 87 ¢2 92 c3 ac c39e c3 af c2 b4 c38b c38b c2 bl c283¢c296 c39
c3 b8 c3 a5 c3bc c3 acc38ec39bc395c384
Data Ascii: AMDgkalRs-0(dO>kxZ9 C"2)SIn=e,YGtYR+zt[U{P\]

2021-10-28 02:56:06 UTC 456 IN Data Raw: 2d 4b 71 79 24 36 04 04 03 79 7b 1d 2d 67 06 27 70 36 30 2a 5a 76 31 37 3b 10 1b 09 62 7c 18 11 21 23 25 15
31 60 6f 6¢ 59 68 5¢ 76 12 70 75 11 14 17 48 55 5d 60 77 7c 5b 7e 4e 4b 53 00 59 7d 4f 00 6a 13 4c 28 5¢ 44 43 39 25 77
37 77 57 49 5a 08 1b 00 51 54 7f 59 5f 66 4b 4e 70 5b 74 50 4a c3 86 c3 ba c3 b0 c2 84 c2 b0 c2 a4 c2 a4 c2 a0 c2 b0 c2
bdc296c2a3c2aec2a3c2a9dc2a8c38ec38ec3adc3acc38ac291c2b8c29bc2b0c2b8c2alc29ec2bec2
a4 c2 97 c2 a2 c3 90 c3 92 ¢3 90 c2 b6 c2be c2 abc288c¢393c3aec2adc29dc285c29e c280c281c2b2c2blc3
8ec388c2a6c288c2a2c294 c2b9c29dc29bc28ac2 87 c2 86 c2 bf c2 88 c2 be c2 b0 ¢2 90 ¢2 b0 ¢3 84 c3 be c3
95 c3 ae ¢3 87 ¢3 92 c3 a8 c3 ba ¢3 8d c3 be c3 b3 ¢3 83
Data Ascii: -Kqy$6y{-g'p60*Zv17;b|!#%1 olYh\vpuHU] w|[~NKSY}OjL(\DCI%wW7WWIZQTY_fKNp[tPJ

2021-10-28 02:56:06 UTC 472 IN Data Raw: a5 c2 a8 c2 a5 c3 bf ¢3 be ¢3 82 33 5f 1a 32 36 3b 3a 2d 12 2a 4d 56 7f 78 09 3b 30 30 Oc 3d 25 2d 10 51 23
1la3b 6b 7b 6f 19 2f 2a 06 0a 21 05 1a 06 7b 7e 05 1a 2a 52 31 3b 13 Ob 75 1b 1f 0d Oe 30 75 1d Oe 1a 43 78 46 2b 03 57
67 45 6f 63 58 45 58 44 6¢ 7f 3f 13 32 64 74 06 6b 5d 6b 76 66 6d 6d 43 7c 7f 2f 07 22 4b 46 41 47 64 32 63 5e 63 46 56
3a 28 10 14 06 69 7d 51 50 56 2e 6d 62 4c 45 42 5e 4f Of 27 02 40 3a c2 84 c2 9a c2 aa c2 bf c2 a5 ¢2 b5 c2 91 ¢3 84 c2
b2 c2 ae c2 bf c3 bb ¢3 bf ¢3 bf ¢2 89 ¢2 b5 ¢2 80 c2 8b c2 8e c2 a3 ¢2 83 c2 al c2 b8 c2 ad c2 af c2 be c2 8a c3 b8 c3 a7
c2 9ac2 89 c2 87 c2 af c3 bb c2 ab c2 9f c2 8f c2 9f ¢2 9b ¢2 85 ¢2 85 ¢2 9d c2 9f ¢3 9b ¢3 9f ¢3 9f ¢2 9d c2 9c ¢2 96 c2 9k
c2 be c29b c2 95 c2 89 c2 bl c2 a2 c3 ae c3 ae
Data Ascii: 3_26;:-*MVx;00=%-Q#;k{o/*{~*R1;u0uCxF+WgEocXEXDI?2dtk]kvimmC|/"KFAGd2c cFV:(i}QPV.mbLEB"O'@:

2021-10-28 02:56:06 UTC 484 IN Data Raw: 06 6f Oc 65 6a 61 7c 25 48 0f Ob 08 6¢ 3d 4d 66 76 68 71 4e 63 6a 2f 3c 37 62 68 6b 53 6¢ 7b 7e 66 Of 63 60 Oa
01 1c 45 28 6f 6b 28 4c 58 6d 46 56 48 51 6e 43 4a Of 1c 17 42 48 4b 49 4c 5b 5e 46 2f 41 25 2a 21 3c 65 08 4f 4b c3 88
c2 ac c2 be c2 8d c2 a6 c2 b6 c2 a8 c2 bl c2 8e c2 a3 c2 aa c3 af 3 bc c3 b7 c2 a2 c2 a8 c2 a4 ¢3 91 c2 ac c2 bb c2 be
c2 a6 c3 8fc2a0c2alc38ac381c39cc285c3a8c2afc2abc3a8c28cc284c2adc286c296c288c290c28bc2
8ec28dc393c3aac3bdc2a2c29cc291c293c2 96 c3a8c2alc2acc28ec281c2bec293c2aac389c39cc3
a9 c2abc283c3b3c3afc386c3afc3alc391c3b8c3a2c292c3adc3abc2afc2b8c29dc390c282c3bdc3b3
c39e c295c3 93 c3 ae c3 93 ¢c3 b2 c2 8f c3 be
Data Ascii: oeja|%HI=MfvhgNcj/<7bhkSK~fc'E(ok(LXmFVHQNCJIBHKIL["F/A%*!<eOK
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kBytes
Timestamp transferred

2021-10-28 02:56:06 UTC 500

2021-10-28 02:56:06 UTC 516

2021-10-28 02:56:06 UTC 532

2021-10-28 02:56:06 UTC 548

2021-10-28 02:56:06 UTC 564

2021-10-28 02:56:06 UTC 580

2021-10-28 02:56:06 UTC 596

2021-10-28 02:56:06 UTC 612

2021-10-28 02:56:06 UTC 628

2021-10-28 02:56:06 UTC 644

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 29 26 12 2e 1a 23 2d 28 0a 22 57 60 47 7b 70 40 41 3e 3a 21 2d 39 07 14 25 Oe 2b 3c 7c 2e 15 29 67 68 2d 7e
38 0b 34 19 2b 39 Oc 40 64 5a 2d Oe 73 65 24 15 2b 55 7a 78 1c 64 58 42 2c 38 4e 73 47 63 41 66 6d 63 6d 68 4a 62 17
22 3f 1d 30 00 01 7e 3f Of 72 5b 69 29 6f 41 42 1e 05 6¢ 6a 57 44 5d 74 4e 79 45 7f 40 4d 53 40 02 3c 05 6b 4c 49 60 63
5e2cc2a4c2hb4dc281lc2b5c2alc2b0c3b2c39cc3b5c2abc298c2a9c2acc28lc2abc2adc28dc2bdc292
c2 9f c2 b0 c2 a0 c3 ae c3 bd c3 aa c2 bb c2 be c2 8a c2 bf c2 b8 c2 99 ¢2 bd c2 99 c2 8f c2 90 c2 8d c2 85 c¢2 90 c3 96 c3
94 c3 9a c2 bc c2 96 c2 be c3 bf c2 aa c2 8f c2 a4 ¢2 8b c2 b7 c3 bl c2 ab c2 b9 c2 96 c3 82 c3 a2 c3 bl c2 85 c2 80 c2 bl
c3al c2 b5c296c295c3 b3 c3bac3b8c29dc381

Data Ascii: )&.#-("W G{p@A>:1-9%+<|.)gh-~84+9@dZ-se$+UzxdXB,8NsGcAfmcmhJIb"?0~?r[i)oABIjWD]tNyE@MS @<k
LFeR,

Data Raw: 9a c2 80 c2 82 ¢2 80 c2 83 ¢3 99 ¢3 97 ¢3 99 c3 bb ¢3 90 ¢3 99 ¢3 8a c2 bf c2 b6 c3 a5 ¢c3 99 35 71 71 60 2a 3¢
5d 2d 04 21 2b 30 0a 09 57 2d 11 43 71 6¢ 13 21 34 3e 31 32 15 2¢ 1a 56 3f 30 3e 42 46 21 07 01 Oc 0d 53 Oc 21 1f 6¢ 28
6a 70 15 41 41 41 33 0f 3e 73 34 27 18 08 34 02 67 33 77 17 31 31 43 78 77 5¢ 56 69 5f 6e 70 77 13 66 43 21 0Of 21 53 6f
5f6b 67 71 7c 68 5b 63 73 09 42 3b 29 1e 48 53 56 55 64 41 48 58 51 4a 51 48 57 09 36 17 61 49 27 53 52 51 76 48 52
417950c280c3alc3b5c3blc2abc39bc28cc2aac2b2c2alc382c2bfc38cc289c2a8c2a8c2a5c3a9c3dal
€298 c298c2aac292c2bdc294 c2blc2hb8c2abc297 c2 bf c3 9e c2 bl c2 bc c3 be 391 c39b c2 a3 c2 91 c2 84
c28bc2 a4 c281c288c298c3b5c2bbc298c28a

Data Ascii: 5qq *:]-!1+0W-Cql!4>12,V?0>BF!S!l(jpAAA3>s4'4g3w11Cxw\Vi_npwfC!!So_kgg|h[csB;) HSVUJAHXQJQ
HW6al'SRQVHRAYP

Data Raw: 81 ¢3 85 c3 81 c2 a3 c3a2c3a7 c3hb9c387c395c38fc385c383¢39fc382c39dc38dc388c2blc2b7
c29ac29fc399 c3bbc393c396c3a0c391c38ac3b0c2abc391c39dc3a7c3alc2a7c282c28aleOb2524
18 27 36 29 3a 25 2e 54 4d 66 7c 08 24 30 49 04 12 26 52 1e 33 24 14 3e 74 7f 19 11 66 17 24 09 2b 34 17 09 Oa 07 0d
3b 4f 28 55 38 17 13 1a 3f 1c 17 05 15 73 14 1e 37 39 6e 39 3a 52 63 68 4f 6¢ 67 75 69 7e 4f 68 47 3e 17 3f 51 49 07 5d
49 05 78 61 51 13 78 75 45 3f 39 2f 43 54 4b 48 7d 44 70 5b 3e 5¢ 6d 60 30 2b 74 19 06 56 50 28 7a 29 27 42 54 64 5e 2b
452a 06 0c 78 c2 b4 c389 c2 ac c2 al c28ac2 a3 c2 b5 c2 a9 c2 b7 c2 81 c2 b8 c2 be c3 bc c3 be c3 bc c2 9a c2 ac c2
a2 c2bcc295c2b8c2b0c281c2alc287c387c29e

Data Ascii: %$'6):%. TMf|$0I1&R3$>tf$+4;0(U8?s79n9:RchOIgui~OhG>?Ql]IxaQxuE?9/CTKH}Dp[>\m 0+tVP(z)'BTd +E*x

Data Raw: b0 c2 b2 c2 a0 c2 81 c2 bac3 ba c3 81 c3abc2 ab c3b2c395c3a8c3 a4 c3a2c3aec3b3c3b5c2a3c2
89¢c287c392c3 a7 c3a9c3hb9c383c3bec38ac39cc2b8c39fc2bdc3abc390c286c291c2abc3aec39ec3
9d c386 c3alc382c3a5c38ec3hb7c3a2c39dc397c380c286c287c286c395c39ac3afc3bec3alc3920a
390333 3a0c 3367 7b 7b 18 37 5e 23 09 22 1b 2a 14 02 2a 18 2f 67 6f 6b 1d 2b 16 3a 62 23 2a 1f 29 06 23 Oe 3b 74 6d
7154 1f Oe 07 22 03 2a 0f 0d 35 31 12 1b 71 4f 4b 15 77 36 1a 21 15 72 07 7c 69 46 6b 19 34 2f 3b 4d 7b 7c 6a 57 65 62
17 6¢ 79 73 06 52 37 2f 2b 5d 66 6a 5f 40 7f 33 45 4f 7a 3b 40 53 13 37 16 56 35 65 41 61 70 24 2c 68 78 6¢ 52 43 07 08
0f 55 6f 7€ 22 70 71 c2 a2 c2 b2 c2 84 ¢3 88 c2 bb c2 93

Data Ascii: 93:3g{{7/#"**/gok+:b#*}#;tmqT"*51qOKw6!r|iFk4/;M{|jWeblysR7/+]fi_@3EOz;@S7V5eAap$,hxIRCUo~"pq

Data Raw: 85 ¢3 85 c3 a9 ¢3 8¢ ¢2 88 c¢2 b5 c2 bc c2 a9 c2 b9 c3 bf c3 ae c3 a6 c2 80 ¢2 87 ¢2 89 c2 98 ¢3 90 c2 a2 c2 88
c2hb9c3a8c3a2c3bdc3bfc389c3blc3adc3b8c3b0c3b7c293c3a4c3aec2aec2alc2alc393c3alc3bl
c393c2a0c3a9c296c282c29cc29ac3adc3hb8c390c3adc287c3a8c3a3c391c384c38dc3bdc399c399
c2b2c382c2adc394c3bec397c289c3hb0c296c286c38cc2alc39ec3bdc395c3b0c385c3a9c3bbc3bg
5239 1c 06 18 10 3a 3c 22 20 31 10 37 08 2f 37 4e 29 72 68 66 00 2a 46 3e 1e 3d 39 2f 33 2c 34 29 27 27 3e 3c 4c 67 1c
022077 1f19 03 1c 01 17 17 4a 68 30 1d 01 01 12 35 16 1f 7a 13 2a 11 67 74 3e 10 33 5a 72 7d 62 45 62 6e 77 48 6f 77
45 53 04 24 26 40 6a 06 7e 5e 7d 79 6f 73 6¢ 74 69 63

Data Ascii: R9:<" 17/7N)rhf*F>=9/3,4)"><Lg wJh05z*gt>3Zr}bEbnwHowES$& @j~"}yosltic

Data Raw: bc c3 a4 ¢3 9b ¢3 8e ¢2 93 ¢2 93 ¢2 80 c2 80 c2 87 c3 bf c2 bl c2 bf c2 9f c2 9e c2 af c2 80 c2 bb c¢3 9e c3 8d
c3bac2bac28cc282c29cc2hb3c298c290c2a2c289 c29dc3a3c2bac2b8c2b5c3b5c380c283c3b8c398
c3 a4 c3b4c3a0c39cc3hb9c392c3b6c39cc3alc3d85c2hb0c285c2hb0c398c3a3c3bec3b0c3b9c296c3 8l
€393¢3hb5c292c382c3b5c385c2hb8c2bec286c38ec39cc3aac3aac3adc38ec3aec399c3a2c38ec3bl
c3a7c38ac298c28ac2a7c39ec380c3bbc393c3acc39ec387c3a3c38bc382c3bac3bfc385c28bc28b
€2 a2 05 37 1b 47 66 5¢c 02 40 3f 39 37 3¢ 3c 08 6f 6d 17 25 30 39 31 1f 34 35 1f 33 12 3c 29 6d 6e 65 Of 64 36 23 3e 09
2c 1f21 19 17 Oc Ob 55 2¢ 51 22 15 14 19 38 1d 11 6a

Data Ascii: 7GA\@?97<<om%091453<)mned6#>,!U,Q"8]

Data Raw: b3 ¢3 b3 ¢3 bd ¢3 b6 c2 b4 c2 bf ¢3 96 c2 ac c2 bb c2 bf ¢2 85 c2 8c c38b c391 c2 al c2 bl c2 9a c2 92 c3 88
c3a3c294c289c2bec2b7c292c2b7c282c292c28cc295c28cc282c2adc384c2aec38ac2adc29fc28e
€287 ¢c287c283c295c289c2bdc3b8c3aac291c2abc3alc3asdc3hb9c2bdc28fc29ec297c290c2 be c2 92
c3 bd c384 c2 84 c391 c3bac286c2bcc382c2hdc38dc3bbc386c3a8c385c380c3a7c291c3bcc3blc3b9
c3 be c388c2 b7 c2bcc2 9ac2a5c399 c3bac3b7c2abc3b8c380c3bec2a2c3b6c2adc3blc397c3abc2al3
€294 c3aec388c3b9c2b5c3a2c397c391c38ac3b7c392c383c3bcc2bbc2alc28fc28bc28ac382c3aa
c3 bb c2 9c 0f 5b 39 05 46 3b Ob 10 7c 52 75 25 3a 3d

Data Ascii: [9F;|Ru%:=

Data Raw: 25 19 57 23 7d 4f 5¢ 68 65 52 33 6b 38 40 52 72 00 05 72 4a 78 55 56 38 76 63 53 4c 51 c2 a7 c3 9a c3 8b c3
a7c39bc296 c2b2c2alc2a2c297c2aac284c2hb8c296c38dc299c2bac38ec3abc388c3alc2adc2abc2
a3.¢c298¢280c2bac28cc397c2a8c39dc299 c288c293c386c3b3c3bec2a2c282c286c28ec28dc3blc3
ba c2 a8 c2 91 c2 84 c2 b6 c2 98 c2 97 c3 9a c3 b4 ¢3 97 ¢3 8b ¢2 82 ¢2 99 ¢2 92 c2 b5 ¢2 96 ¢3 aa ¢2 82 c2 ba ¢3 bd c2
b7 c3 a2 c3 b4 c2 b2 c2 b5 c2 98 ¢3 91 c3 ba ¢3 bc ¢2 9a c2 ab ¢2 94 ¢3 9b ¢3 b6 c3 a3 ¢3 be ¢3 al ¢3 b7 ¢3 b7 c2 b7 c2
bl c2 8c c3 80 c3 aac380c282c3a4c283c3abc3a2c396 c3bac29fc3b6c3bbc292c284c296c3a2c396c3
a9 c3 8f c3 a6 c3 b4 c2 bl ¢3 86 ¢3 b5 ¢3 9c c2 b8 c3 84

Data Ascii: %W#}O\heR3k8@RrrdxUV8vcSLQ

Data Raw: 07 2d 14 21 5a 7b 67 45 71 48 62 6d 6f 74 64 71 Oa 4c 69 Of 3f 3e 35 7c 76 69 13 6e 4b 70 64 64 63 43 08 1le
2a1b 0a 67 45 43 41 40 23 47 5¢c 6f 79 47 3¢ 5a 09 35 10 Of 2f 62 5d 6a 55 45 42 56 78 7a 32 49 0d 0d 0d c2 95 c2 bd c2
97 c2 a7 c3 bf c2 af c2 92 ¢2 93 c2 a6 c2 ab c2 a6 ¢3 9b c2 b4 ¢3 8b ¢3 bd ¢3 bd ¢2 97 c2 al ¢2 98 c2 b4 c2 a3 ¢2 97 c2 9«
c2a9c385c2a5c292c29e c2alc39bc3a9c3adc2b5c29dc299c289c28dc29e c2blc29cc2bfc3a2c28l
c3 a2 c3 b7 c2b3c2b3c2b3 c2b2c2bec3bac29dc2b8c29dc294 c2 84 c2 96 c2 8b c2 97 ¢2 94 c3 a7 c2 b4 c3 8f
c38dc396c3b5¢c382c3a9c3adc38ac381lc3bcc3abc282c381c3adc390c298c288c38dc391c294c39b
c3 b0 c3 ae c2 93 c2 9a c2 8a c2 98 c2 85 c2 8d c3 ad

Data Ascii: -!Z{gEqHbmotdqLi?>5|vinKpddcC*gECA@#G\oyG<Z5/b]jUEBVxz2I

Data Raw: 11 30 42 26 35 16 15 32 22 64 65 60 37 38 2b 04 23 2e 07 11 3b 67 23 Oe 11 4d 6a 68 2c 08 0a 01 31 10 62 06
09 36 35 12 02 44 45 40 17 18 08 24 03 4e 67 71 5b 07 43 6e 71 23 30 08 4c 68 6a 61 51 70 02 66 4f 56 55 72 62 24 25
20 77 78 66 76 63 6e 47 51 7b 27 63 4e 51 3d 2a 28 6¢ 48 4a 41 71 50 22 46 24 76 75 52 42 04 05 00 57 58 4b 56 43 c2
9e c2a7 c2blc29bc387c283c2aec2blc3abc3b0c38bc28cc2a8c2aac2alc291c2b0c382c2abc2adc2
96 c289 c2b2c2a2c3adc3asc3alc2b7c2b8c2a8c28cc2a3c2bec287c291c2bbc3a7c2alc28ec291c3
83 c3aac3abc2acc288c28ac281c2blc290c3a2c286c2a9c2b6c2a9c292c282c384c385c380c297c2
98 c2 86 c2 b4 c2 83 c3 9e c3 a7 c3 bl c39bc287 c383c3 ae

Data Ascii: 0B&52"de’ 78+#.;g#Mjh, 1b65DE@$Ngq[Cng#0LhjaQpfOVUrb$% wxfvenGQ{'cNQ=*(IHJAqP"F$VURBWXKVC
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kBytes
Timestamp transferred Direction Data

2021-10-28 02:56:06 UTC 660 IN Data Raw: 8a c2 90 c2 b6 c2 97 ¢3 9b ¢3 95 c3 b2 c2 bc ¢2 9b c2 bc c2 al ¢3 87 ¢2 bd c2 b5 27 17 25 44 19 19 6f 42 02
2e 0352 06 35 13 3f 2d 00 24 73 67 67 7f 1a 2c 17 0f 33 36 2e 22 25 3b 17 13 56 46 62 33 1b 20 34 34 Ob 23 29 02 19 36
11 3f 5a 57 5f 23 0b 28 14 11 05 1e Oc 10 1c 16 76 65 37 1f 3a 54 4a 6f 0d 41 7a 47 5¢ 60 5b 7d 7e 4f 35 5e 37 43 6b 4f
6250 62 07 79 50 40 78 44 57 17 3f 1a 74 6b 49 4b 4e 55 37 46 2e 64 49 74 5e 03 0f 07 63 4b 77 64 7e 57 76 43 63 4f c2
bd c2 90 c2 b4 c3 a3 c3 b7 c3 b7 c2 93 c2 bb ¢3 9a c2 b6 c2 86 c2 b7 c2 86 c2 b3 c2 9b c2 89 c2 97 c3 8f c2 af c2 8d c2 9t
€289 c283c2abc290c2bac284c2bbc2a7c2aec295c2bdc3b9c3b3c291c3a5c397c397c2alc29dc2b8
€c28cc292c287c282c29ec280c29dc29bc2ab5
Data Ascii: '%DoB.R5?-$s99,36."%;VFb3 44#)6?ZW_#(ve7:TJoAzG\ [}~O5"7CkObPbyP@xDW ?tkIKNU7F.dIt"cKwd~W
vCcO

2021-10-28 02:56:06 UTC 676 IN Data Raw: ba c3 9d c2 ae c2 a5 c3 bf c2 a4 c2 b9 c3 af 3 81 ¢3 81 ¢3 87 c2 a0 ¢3 85 c3 9f c3 ac ¢3 81 c3 8c c3 ae c2 b4
c295c39ec3a7c3bdc391c381c2adc38dc2aac2b8c2abc2bac2b2c39bc28dc3b5763d16 07 2b 2c 28 36
30 0f 48 07 33 1e 7b 52 57 33 33 15 3e 3d 18 31 2b 12 3d 31 00 10 49 15 45 16 19 0d Oe 29 Oa 3d 16 02 01 2a le 18 5e
5f 4a 1e 7e 06 12 11 28 03 1a 66 3e 15 1b 1a 46 7b 3c 54 7e 4c 6a 42 6¢ 4c 73 5e 09 75 41 70 3e 3¢ 22 56 66 74 50 79
67 6012 19 02 47 73 7a 26 1b 1c 11 5a 39 3f 07 5f 2f 56 34 50 5¢ 4b 5d 6b 0a Oe 76 46 51 5e 01 74 70 5b 57 67 46 77 44
76 07 c3 ba c2 ae c3 8fc3 97 c2 80 c2 a0 c2 b7 c2 86 ¢3 82 ¢3 89 ¢3 92 c2 90 c2 bf c2 88 ¢3 bd ¢3 bf c2 93 ¢2 92 c3 93 c2
84 ¢c2 b7 c295c2 b6 c282c2adc2a5c2a0c280c2a2
Data Ascii: v=+,(60H3{RW33>=1+=11E)=*"_J~(f>F{<T~LjBILs"uAp><"VftPyg Gsz&Z97?_/VAP\K]kvFQ" tp[WgFwDv

2021-10-28 02:56:06 UTC 692 IN Data Raw: a0 c2 bb c2 b9 c¢2 b0 c3 a7 c3 ab c3 b9 ¢2 97 ¢3 a0 c3 9e c3 b7 c3 al c3 a8 c3 ae c3 96 c3 b5 c3 a9 c2 ad c2
82¢39c c3 9c c3 b8 c3 bf c3 b7 c3 93 ¢c38cc3bbc39ec39e c394c398c3a7c387c290c2b7c29cc3a7c39dc3
8cc388¢c388c38cc385c381c388c38ec3hb6c395c389c28ac2a3c284c394c2b9c39fc3 8c 355830 1a22
372e203d 79 7c 17 0c 29 08 10 1c 39 32 27 Oc 2e 2c 24 3f 61 18 7e 22 2f 49 36 2c 0d 2c 1d 31 23 2e 22 69 7e 62 37 5¢
3a 18 05 3c 19 13 Oc 32 76 2e 3a 15 4¢ 58 27 29 11 2b 30 5¢ 7c 4a 04 6f 02 48 47 7d 39 39 39 4e 40 14 65 5¢ 7d 5¢ 6d 6a
77517846 39 10 47 7d 52 47 7d 6¢ 3b 57 69 58 5f 7d 4c 65 19 30 11 42 7b 61 35 7b 73 78 4f 5d 65 75 64 4d 19 0a 02 53
302a7bc29ac28dc283c389c384c386c290c2ad
Data Ascii: 5X0"7. =y[)92".,$?a~"/16,,1#."i~b7\:<2v.:LX")+0\|JoHG}999IN@e\}\mjwQXFIG}RG};WiX_}Le0B{a5{sxOJeudMS0*
{

2021-10-28 02:56:06 UTC 708 IN Data Raw: b4 ¢3 81 ¢c3 95 c3 a9 c2 bl c2a5c29ac293c2 a4 c29bc2aac3b7c29bc280c3aec3a4dc3b7c2b3c2
b4 c2 bf c3 a9 c2 85 c3 ba c3 89 c3 b2 c3 a3 c3 a6 c3 be c3 a0 c3 b9 c3 96 c3 bb c388 c2 al c2b2c291c391c385c3
ba c3 b3 c3 83 c3bbc38ac29fc3bbc3a7c38ec384c397 c293c294c29fc387c3bl c39fc383c3abc3abc38e
€c39ec390c38ac2abc395c39ec284c3b5c282c3a3c38bc2abc39cc3a7c387c3a8c38dc3 90 36 5c¢ 28 0f
60 5e 7b 14 3¢ 20 Oc 02 1d 57 39 21 22 3f 24 13 42 60 6¢ 00 1b 4f 34 19 36 12 5¢ 23 24 65 76 06 44 50 5c 30 2b 73 04 29
02 25 1e 24 07 2d 04 33 6e 42 46 18 Oc 10 14 39 12 35 0f 34 70 45 74 43 1e 32 31 68 78 63 63 42 12 74 7e 61 13 57 70
50 34 34 20 66 65 6b 60 45 6¢ 6e 6d 72 56 67 40 60 32 05
Data Ascii: 6\("{< W9!"?$B’|046\#$evDP\0+s)%$-3nBF954pEtC21hxccBt~aWpP44 fek EInmrVg@ 2

2021-10-28 02:56:06 UTC 724 IN Data Raw: ac c3 aa c3 84 ¢3 99 c2 83 ¢2 94 c2 91 c2 96 c2 be c3 bf c2 ad c2 9e ¢3 bl c2 9a c2 87 c3 be c2 a3 c3 bc c3 a7
c38ec28dc282c2hb9c293c393c2b4c29cc3b9c3a2c28cc28lc2alc2bic39ac38ac2bfc2b5c3bec396
c39ec39bc3abc392c382c391c39cc294c3aec391c29ac38cc393c¢392c297c3a3c3b3c3alc3aac3ad
c3 a6 c2 87 c2 82 c3 9e c3 bf c2 86 c380 c3 82 c3bcc386c2afc2b3c2bdc3bec386c3b2c393c¢387c2a0c3a8c:
87 c396 c3a7c3adc2h9 c3b5c2b3c394c39bc3b5c39ac393c383c39ec38dc392c¢390c2abc3b774782d
4e 21 23 04 56 52 01 27 2d 2b 2c 38 7a 67 63 07 2f 03 1d 11 3a 39 22 1c 5a 04 10 25 6b 7b 5e 00 15 15 0f 38 07 1b 1e Oc
1le 6¢ 0f 20 53 78 4f Oe Ob 2d 13 01 13 21 06 2f 05
Data Ascii: tx-NI#VR'-+,8zgc/:9"Z%k{"8| SxO-!/

2021-10-28 02:56:06 UTC 740 IN Data Raw: ae c3 b1 ¢3 94 c3 bl c28d c2bd c2 84 c2a8c28cc281c2b3c2a8c292c2b3c2b7c2b8c2bec3alc38
c39ac29d c2adc2 97 c2 be c2 be ¢2 bf c2 90 ¢2 95 ¢2 8a ¢2 97 ¢2 88 ¢2 80 c3 aa ¢3 80 c¢3 b7 3 9e c2 ab c2 99 c2 8e
€288 c2aec2afc2b8c287c2a2c297c3b2c294c2alc3afc389c389c2bbc281c28dc3alc38cc3hb9c28act
b7 ¢3 b1 c391 c3 bcc3adc3bdc2blc28cc2bec38dc3adc282c3a5c3bac3adc3bec3b8c3aac3afc3bdc2 9
c3a5c2 a0 c2bec29bc3b3c290c395c3bdc387 ¢392 c390c3bac3acc397c388c380c39dc29dc2 bfc29c
c3be c3b5c3a5c386c388c399c3bec380c39ac387c39bc398c3a5c3b8c285c2afc3adc381c3b5180d
0d 59 3f 03 45 5d 01 2e 7a 77 73 02 2b 54 2d 12
Data Ascii: Y?E].zws+T-

2021-10-28 02:56:06 UTC 756 IN Data Raw: 60 58 67 4d 5¢ 73 36 4a 58 73 69 56 46 09 20 27 70 4c 5b 50 00 47 52 27 3f ¢3 9¢ ¢3 97 c2 al c2 9e c2 85 c3
a0c382c292c2b4c29cc2blc295c2acc29ac2aac295c2acc294c2adc2afc382c3abc3adc2hb8c39cc3 8¢
€286 c2 84 c2bcc28ac2aac287c296c2a7c288c281c3b6c3bfc39cc28bc28cc2bdc2a7c390c288c29fc2
b9 281 c282c29dc298c293c3a6c385c380c298c3bdc282c280c2a5c294c28ec29cc283c3bac39ac3
b2 ¢c2 85 c2 b0 c2 90 c2 bl c3 b8 c296 c383c394 c38ec382c3afc3bdc3b3c3aac38ac3blc3adc2adc2abc2
ab c3b8c2 95 c3 ac c3 bc c3 bfc285¢389¢387c395c396c3a7c388c2abc3a5c2bac299c39bc398c3a3c3
8b c3 b4 ¢3 86 c3 9f c3 bb c2 b6 c3 84 ¢3 86 c3 85
Data Ascii: "XgM\s6JXsiVF 'pL[PGR'?

2021-10-28 02:56:06 UTC 772 IN Data Raw: 11 2b 4c 30 3b 6d 6e 66 77 58 67 47 Of 6¢ 7d 65 7c 69 37 32 11 5d 63 5a 72 4c 6a 53 62 5¢ 07 79 75 43 41 10
1b 4d 3d 6b 44 42 37 4d 52 6¢ 20 36 41 73 71 2e Of 5e 53 5a 5b 0d 53 4f 3a 3a 27 38 57 58 1f c3 a3 ¢3 99 c2 e c2 80 c2
85 c2 b7 c2 be c2 af c2 ae c2 ba c2 a4 ¢2 b9 c2 al c2 ad c2 bd ¢2 86 c3 a0 ¢3 a0 ¢3 ad c3 9f c2 9f ¢2 bb ¢2 9a ¢3 86 c2 b9
c2 ae c2 9d c2 bd c2 be c2 be c2 8e c3 ac ¢3 94 ¢3 9f ¢2 8d ¢3 ae c3 be ¢2 80 ¢2 82 ¢3 b6 ¢2 91 ¢2 92 c2 ac c3 al c2 99
c282c2b3c2a6c2blc3adc298c296c3alc3blc394c3aec2b2c287c28dc28bc282c2acc299c387c286
c281c38ec3b2c38fc3a7c3a2c29dc3bac390c3b4dc3bdc38ac3a7c39cc2bdc2b0c2abc387c3afc3ar ct
bb ¢392 c3 bb ¢3 bd ¢3 8e ¢3 82 c2 87 c2 8b ¢3 97
Data Ascii: +LO;mnfwXgGl}e|i72]cZrLjSb\yuCAM=kDB7MRI 6Asq.*SZ[SO::'8WX

2021-10-28 02:56:06 UTC 788 IN Data Raw: 36 56 23 34 39 3f 2c 6a 68 6e 01 06 45 32 Oe 18 71 3d 13 0d 1a 26 1c 5a 58 5e 2a 1a 0d la 3d la 11 07 1b 04
19 1f Oc 4a 48 4e 37 18 6¢ 5f 40 78 10 42 66 66 18 5a 71 28 49 Ob 47 68 1c 4f 50 68 66 55 60 66 6e 44 6¢ 2a 28 2e 4a 19
05 7e 4e 66 56 7c 6e 52 64 78 7f 32 1b 35 72 4¢c 42 74 66 48 52 76 79 7c 5a 73 69 1c 31 3c 77 48 5e c2 81 c2 ae c2 ac c3
99 c28cc28bc2a2c39dc280c2hb4c3b3c3abc390c291 c2a8c2aec28dc2be c2bec2a2c28ac299c3 96 c2
a9 c2 99 c28fc299c29c c383c297c28cc293c28ac2adc28ac281c297c28bc294 c289c28fc29cc39ac398
c39ec2aac29ac28dc29ac2bdc295c291c3 b6 c298 c2ae c299 c2 9c c2 8¢ c3 8a c3 88 c3 8e ¢2 ba c2 8a c2 9d
c3aac38dc3aac3alc3b7c3abc3b4c3acc28l
Data Ascii: 6V#49? jhnE2q=&ZX"*=JHN7|_@xBffZq(IGhOPhfU fnDI*(.J~NfV|nRdx25rLBtfHRvy|Zsil<wH"

2021-10-28 02:56:06 UTC 804 IN Data Raw: 9d ¢2 92 ¢2 81 c2 bc ¢3 ab ¢3 95 ¢3 93 ¢3 90 ¢3 b7 ¢3 93 ¢3 9c ¢3 b5 0d 41 05 50 31 75 75 75 1b 4e 3f 19 25
09 3b 04 3e 23 3c 19 03 5d 66 4c 3a 34 2b 1f 18 3c 2b 17 2e 05 78 2b 19 57 42 6e 27 14 2d 30 05 03 2a 3a 3b 1a 13 39
23 6d 45 6a 34 14 14 3e 32 33 1c Oc 6e 73 6¢ 64 71 35 35 35 5f 64 7f 10 60 63 7b 48 5b 65 51 5f 79 3¢ 36 14 7c le 0d 57
72 7c 77 5b 56 7f 75 69 72 07 60 33 7d 4b 6d 75 43 37 47 6d 7d 6f 7e 72 64 03 2c 34 5d 75 2d 5b 70 51 71 63 c2 8d c2 9f
€394 c29cc291c3a3c281c39ac287c2bbc2bbc391c2a2c2alc295c28dc2abc390c2bbc385c2bac3b7
c3 a6 c3 8f c2 bf c2 bb c2 9d c2 9¢c ¢2 b2 ¢3 87 c2 ac c2 8a ¢2 96 c2 8a c2 9b ¢3 b5 ¢2 bl ¢3 97 ¢3 96 ¢3 bb c2 b4 c2 8b c2
8f c2 ab c2 bb ¢2 9c ¢2 84 c2 a8 c2 9c c2 a5 c2 9f c2 80
Data Ascii: APLUuUN?%;>#<]fL:4+<+.x+WBn'-0*:;9%#mEj4>23nsldq555_d c{H[eQ_y<6|Wr|w[Vuir 3}KmuC7Gm}o~rd,4]u-
[PQqc
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kBytes
Timestamp transferred Direction Data

2021-10-28 02:56:06 UTC 820 IN Data Raw: a4 c2 ba c2 97 c2 ab c3 a5 c3 97 ¢3 86 c3 8f c3 aa c3 8b ¢3 85 c3 99 ¢3 91 ¢3 9d c3 a7 c3 ad c3 88 c2 8b c2 8c
€2 87 c3 a7 c387 c3 96 c3 9f c3 ba c3 9f c3 9a c3 8a c3 94 ¢3 89 ¢3 91 c3 9f c3 9b 64 4b 79 1d 41 30 29 1e 37 2c 2f 25 3e
2329 3a 60 62 60 04 51 30 30 08 40 43 2e 25 5f 20 2¢ 3a 40 52 50 24 10 07 Oc 2b 04 04 1a 10 1a 26 2e 09 54 4d 44 26
07 6f 1b 2f 14 32 0e 00 1e 10 1c 2f 29 39 08 5f 66 13 1d 5¢c 79 64 54 47 58 63 69 7a 20 22 20 41 66 0f 57 43 66 42 66 6d
78 7c 57 4a 06 66 3d 64 50 47 4c 6b 44 44 29 67 71 48 64 79 2f 11 15 6f 59 5¢ 2f 5b 46 54 64 55 4e 50 4c 51 c¢3 a9 c3 b9
c283c2ad4c2abc2a8c281c2a9c296c2abc2b9c2abc2bec2alc2bec298c2 93 c3b5c398c2hb6c296c2 b7
c2 bc c2 9b c2 b0 c2 bb c2 a9 c2 b5 c2 ae c2 b0 c2 be
Data Ascii: dKyA0)7,/%>#):'b"Q00@C.%_ ,;:@RP$+&.TMD&0/2/)9_flydTGXciz " AfWCBfmx|WJf=dPGLkDD)ggHdy/o
YV[FTdUNPLQ

2021-10-28 02:56:06 UTC 836 IN Data Raw: bc c2 ba c2 b8 c2 be c¢3 8a c3 ba ¢3 ad c3 ba ¢3 9d c3 be c3 be ¢3 90 c3 9e ¢3 b2 ¢3 80 ¢3 95 ¢3 8f c2 82 c2 8d
€3 9fc392 c3acc390c3be c388c38cc396c3afc3adc39dc382c3a2c3b9c298c29bc3afc38ac39cc399c3
bc c3 bl c3blc399c2b5c396c39dc392c3b2c3aec3b8c28bc2b9c399c3a52d060e 2b 26 36 28 35 25 3b 1f
08 52 49 01 39 25 4b 13 13 21 56 35 0d 21 4e 22 43 78 1f 11 2d 19 3c Oc 23 05 3c 10 Oc 15 27 17 5d 50 68 0a 37 66 36
26 69 05 37 3b 76 63 2c 07 42 44 62 34 12 75 50 55 79 66 5b 4a 4d 65 5f 5¢ 14 30 4e 52 6d 75 51 5¢ 5d 76 66 78 65 76
7e 6f 2b 2f 2f 52 72 56 7f 65 52 52 62 43 4c 52 7a 54 02 Ob 1f 69 5b 52 5b 7e 5f 5d 6f 43 47 55 4e 5f 1c 00 19 74 3a c2 b5
c2 bb c2 9ac39b c2 be c290 c2 8ac299c2blc295
Data Ascii: -+&6(5%;RI9%K!V5!N"Cx-<#<'|Ph7f6&i7;vc,BDb4uPUyf[JIMe_\ONRmuQ\]vfxev~o+//RrVeRRbCLRzTi[R[
~ JoCGUN_t:

2021-10-28 02:56:06 UTC 852 IN Data Raw: 81 ¢3 85 ¢3 85 ¢3 85 ¢2 bf c2 8d c2 98 ¢2 91 ¢2 b0 c2 97 c2 99 c2 9f c3 ad c3 b7 c3 ac c3 a7 c3 b1 c2 b5 c2 b5
c2 b5 c38fc3bdc3a8c3alc380c3a5c3acc3bcec3bec3al3c3bcc3bdc3alc2abc2a5c2abc39fc3adc3b8c3
b1 ¢390 c3 b5 c3 bc c3 ac c3 8e c393¢38cc384c¢391c295c295c295c3afc39dc388c381c3alc385c38cc3 9
c39e¢c383¢c39cc394c381c285c285c285c3bfc38dc398c391c3b0c395c39c 332f302d 23307674 7a0e
3e 29 26 01 26 2d 23 3f 20 3d 33 20 66 64 6a le 2e 39 36 11 36 3d 13 0f 10 0d 03 10 56 54 5a 2e 1e 09 06 21 06 0d 03 1f
00 1d 13 00 46 44 4a 3e Oe 19 16 31 16 1d 73 6f 70 6d 63 70 36 34 3a 67 6e 6d 66 41 6e 6d 63 7f 60 7d 73 60 26 24 2a
5e 6e 79 76 51 76 7d 53 4f 50 4d 43 50 16 14 1a 17
Data Ascii: 3/0-#0vtz>)&&-#? =3 fdj.966=VTZ.IFDJ>1sopmcp64:gnmfAnmc’}s &$* nyvQv}SOPMCP

2021-10-28 02:56:06 UTC 868 IN Data Raw: b2 c3 86 c2 a6 c3 ba c2 86 c3 a3 c2 ae c2 a5 c2 8b ¢3 b3 c2 9f c2 bf c2 9e c2 b2 c2 84 c¢2 b8 c2 b9 c3 86 c3 95
c3aac2bec292c3a2c2bac2aec286c3ad3c2blc28ec29cc290c2b3c291c2a9c2alc299c3adc3abc3l
c38ac3a8c3b6c3acc28dc3adc3b8c3a8c384c3b2c2abc2abc393c38cc3b6c39ac38ec383c3abc3bo
c39bc3 aec3bcc3b0c388c389c2hb8c291c3alc384c396c393c3aac3bcc2b3c3abc3adc39ec398c2bb
c2bbc3b8c2b8c281c295c390c399c398c2adc3a0 c386c2aac3afc38ec397c388c3b4 16 5e 6157 20 37
5c 02 09 07 28 38 22 3f 20 28 25 61 61 61 18 38 38 1b 1e 34 3b 5d 39 3a 30 4d 03 53 7b 51 23 11 04 0d 24 03 1f 23 Oa
1d 71 2e Oe 58 4d 41 26 2d 03 32 17 63 Ob 39 Oa 16 03 35
Data Ascii: "aW 7\(8"? (%aaa884;]9:0MS{Q#$#q.XMA&-2c95

2021-10-28 02:56:06 UTC 884 IN Data Raw: 87 c3 bb c3 a4 c3 bf c2 89 c2 ab c2 b2 c2 bb c2 9e c2 bb c2 98 c2 a6 c2 b8 c2 a5 c2 b6 c2 be c2 af c3 ab c3 af
c3afc29bc2abc282c28bc2aec28bc286c296c288c295c283c282c3a7c39bc384c39fc2a9c28bc292c:
9b c2 be c2 9b c2 8e c2 86 c2 98 c2 85 c2 96 c2 9e c2 8f c3 8b ¢3 8f ¢3 8f c2 bd c2 8b c3 a2 c3 ab c3 8e c3 ab c3 a6 c3 b6
c3a8c3b5c3a3c3hb6c287c2bbc2adc2bfc389c3abc3b2c3bbc39ec3bbc390c3abc3b8c3abc3 b6 c3be
c3afc2abc2afc2afc391c3abc382c38bc3aec38bc386c396c388c395c385c3acc38bc2adc284c29fc3
a9 c38b ¢392 c39b c3 be c39bc386c386c3 98 c385c396c3 e c38fc28bc2 8f c2 8f c3 a9 34 23 28 0Of 2¢ 27 35 29
3a 2203 46 7c 65 7c 08 34 33 38 1f 3c 15
Data Ascii: 4#(,'5):"F|e|438<

2021-10-28 02:56:06 UTC 900 IN Data Raw: 5a 6f 44 40 49 69 7d 6f 51 53 40 06 04 Oa 7a 45 51 5f 71 54 5d c2 bb c2 af c2 b0 c2 ad ¢2 97 c2 a8 ¢3 99 ¢3 bb
€381 c28ec2bec2adc2abc28lc2ab c2afc285c2bcc296c2bfc281c2blc380c3adc3aac293c281c2bacz
9c c2 89 c2 af c2 ae c2 ba c2 8f c2 90 c2 8d c2 83 c3 a5 ¢3 96 ¢3 b6 ¢3 9a c2 b6 c2 9e ¢2 89 ¢2 86 c2 al c2 84 c3 b9 c2 bt
c2bd c3 b2 c2 96 c2 b8 c28b c383c384c3b3c2bec28ec299c296c2blc290c298c395c3acc386c3afc3a3
c3b0c2a6c2bdc2bac383c391c3a2c39dc3a3c38ac3alc389c3b3c3a5c3b5c3b3c3alc2abc2a4dc2aa
c39e c3aec3b9c3b6c391c3b6c3bdc393c38fc390c38dc383c¢390c296c294c29ac3aec39ec389c386
c3alc386c38dc383c39fc380c39dc393
Data Ascii: ZoD@Ii}0QS@zEQ_qT]

2021-10-28 02:56:06 UTC 916 IN Data Raw: 31 13 31 5b 7d 7c 6e 44 68 5f 7e 62 6f 65 1d 68 21 03 21 5b 71 60 7f 54 71 6¢ 19 71 49 73 Oe 6¢ 37 15 11 4e
73 5c 4e 64 50 7e 63 41 69 40 61 45 01 01 01 57 38 4c 5e 74 5a 41 4e 52 5f 55 21 c2 b9 ¢3 87 ¢3 93 c3 bl c2 8b c2 al c2
adc2afc284c2alc2abc389c2alc289c2alc28ec29cc387c3a5c3alc2hb7c398c2acc2bec294c2alc2
9ec29ac2blc299c2b0c2aldc292c3a7c381c391c2alc29ec28cc289c286c281c287c2bec282c2b4c2
83¢c3b9c287¢391¢399c381c2a5c281c294c29dc2b4dc293c29ec29ac291c2adc292c28ac3a2c2b2c2
alc2blc38ec29bc3b4c3a2c384c3alc3blc289c3ar7c3bfc3a2c3b8c39dc2alc2a5c2alc3a8c298c3
92 c3 be 394 c3 b5 c39e c299 c3 bl c399 c3b0c391
Data Ascii: 11[}InDh_~boeh!![q TqlglsI7Ns\NdP~cAi@aEW8LAMZANR_U!

2021-10-28 02:56:06 UTC 932 IN Data Raw: 3a 2a 34 1f 26 6¢ 7e 6c 6¢ 13 0f 01 2f Oe 03 15 09 1a 05 3b 17 6a 4e 5¢ 31 06 13 1c 3f 12 04 10 1a 3c 17 1le Oc
6a 5e 4c 3a 5f 73 60 4f 6¢ 49 4d 6a 57 67 44 7d 2c 36 3¢ 4b 72 63 7e 5f 7c 77 56 7a 6a 77 65 64 1a 3e 2c 51 53 53 41 6f
4e 4352 49 7c 47 4a 7b 1c 3c 1c 6e 46 61 5¢ 7f 5e 75 76 5a 4a 57 73 59 Oc 2c Oc 70 c2 a4 c2 a3 c2 a8 c2 8f c2 af c2 81
€286 c2 aac2 bac2a7c282c2b4c38ac3aec3bcc282c2a3c2a3c2blc29fc2be c2b3 c2a5c2 b9 c2aac2b?
c2 bd c2 a4 c3 9a c3 be c3 ac c2 9e ¢2 96 c2 bl c2 8¢ c2 af c2 8f c2 be c¢2 81 ¢c2 8a c2 ac ¢2 87 ¢2 96 c2 94 ¢3 8¢ c3 b4 c3
9c c2 af c3 b7 ¢2 83 c2 bd c2 bf c2 9f ¢2 b2 ¢2 91 ¢2 90 c2 8a c2 97 c2 84 c2 81 ¢3 8f c3 bc ¢3 8¢ ¢2 bf ¢3 82 ¢3 a7 ¢3 b0
c38fc3 afc3 a4 c383c3a9c3bac3adc29c
Data Ascii: :*4&I~1I/;jN\1?<j’L:_s OlIMjWgD},6<Krc~_|wVzjwed> QSSAoNCRI|GI{<nFa\V*\uvZIWsY,p

2021-10-28 02:56:06 UTC 948 IN Data Raw: 80 c2 86 c2 84 c2 8a c3 be c3 8e ¢3 99 ¢3 96 c3 bl c3 87 Ob 58 2f 07 2a 22 33 77 7b 7b 29 36 5f 2e 02 27 32
22 3c 21 3a 320451 49 6b 1d 2f 3e 37 12 37 75 11 0f 27 0a 02 13 57 5b 5b 3b 30 7b Oe 22 07 12 02 1c 01 19 00 24 61 69
4b 3d Of 1e 17 32 19 16 18 6f 47 6a 62 73 37 3b 3b 5¢c 77 6a 6e 42 67 72 62 7c 61 79 76 45 37 09 2b 5d 6f 7e 77 52 73 35
51 4f 67 4a 42 53 17 1b 1b 7b 57 4a 4e 62 47 52 42 5¢ 41 5f 5¢ 64 17 29 Ob 7d 4f 5e 57 72 5f ¢3 96 ¢3 98 c2 af c2 87 c2
aac2 a2 c2hb3c3b7c3bbc3bbc2bdc290c39bc2aec282c2a7c2b2c2a2c2bcc2alc2bfc2asdc284c3b7c3
89 c3 ab ¢2 9d c2 af c2 be c2 b7 ¢2 92 ¢2 bf c2 99 ¢3 b8 ¢2 8f c2 a7 ¢2 8a ¢2 82 ¢2 93 ¢3 97 ¢3 9b ¢3 9b c2 bd c2 96 c3 bb
c28ec2a2c287c292c282c29cc281c29ac2 a6
Data Ascii: X/*'3w{{)6_."2"<!:2QIk/>77u'WI[[;0{"$aiK=20Gjbs7;;\wjnBgrbjayvE7+]o~WRs5Q0gJBS{WJINbGRB\A_\d)}O"Wr_

2021-10-28 02:56:06 UTC 964 IN Data Raw: b3 ¢2 b7 c2 95 ¢2 91 ¢3 94 c2 a4 c3 8c c3 8e c3 a4 c3 84 c3ae c3 ae c381 c3 a9 c382c2a6bc3 a3 c2arc2 8t
€281c3b5c389c398c39ec3b4c396c388c3bec391c3b9c39001 124474761247 29 210522 39 08 20 0a 22
3202 54 64 66 63 57 39 31 15 31 39 18 30 1a 34 12 32 64 54 56 56 67 09 01 25 00 19 28 00 2a 04 38 22 74 44 46 58 2c
19113517 3f 38 10 3a 11 67 5d 32 34 36 45 07 75 61 45 66 5f 4a 60 4a 61 6e 4d 22 24 26 4b 6a 65 71 55 76 5f 58 70 5a
7265 7d 12 14 16 79 27 55 41 65 45 7f 68 40 6a 43 57 6d 02 04 06 02 37 73 51 75 5a 49 7b 50 7a 54 c2 91 c2 9c c3 b2 c3
b4 c3 b6 c3acc2hb9c2blc2al c285c2adc2hb9c289c2alc28ac2alc2hb7c289c384c3a4dc3abc297c396c2
ad c2 bl c2 95 c2 bb c2 a9 ¢2 96 c2 b0 c2 9a c2 bl c2 96
Data Ascii: DtvG)!"9 "2TdfcW9119042dTVVg%(*8"tDFX,578:g]246EuakEf_J JanM"$&KjeqUv_XpZre}y'UAeEh@jCWm7
sQuZi{PzT
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kBytes
Timestamp transferred

2021-10-28 02:56:06 UTC 980

Session ID Source IP

1 192.168.2.5
kBytes

Timestamp transferred

2021-10-28 02:56:06 UTC 994

2021-10-28 02:56:06 UTC 994

2021-10-28 02:56:06 UTC 995

Code Manipulations

Statistics

Behavior

Direction

IN

Source Port

49707

Direction

ouT

\;’ Click to jump to process

System Behavior

Data

Data Raw: af c2 ac c2 ae c2 bc c3 bd c3 al ¢2 86 c3 bc ¢3 9f c3 b7 c3 a7 ¢3 bl ¢3 ba c3 9¢ ¢3 b2 c3 bd ¢3 bf c2 8a c2 be
c2 acc2 a0 c3 af c2 b6 c3 8c c3 af c3 87 ¢3 97 ¢3 81 c3 8a c3 ac ¢3 87 ¢3 8d c3 8f c2 aa c2 8e c2 9c c2 9d ¢3 90 c3 97 c3
9c ¢3 bf 399 ¢3 97 ¢3 92 ¢3 9a c3 bc €3 92 c3 ab ¢3 9e ¢2 9c c2 9e c2 8c 12 21 28 2d 08 26 34 20 25 0d 27 3¢ 29 5b 6d
7d 2¢ 31 3c 3d 18 3a 24 4e 35 1d 31 2¢ 39 5b 7d 6d 2a 64 10 0d 28 06 14 00 05 2d 06 1c Oa 5d 4d 5d 24 11 08 1d 38 Oc
2d 10 15 3d 17 Oc 1a 6b 5d 4d 51 61 46 6d 48 65 4d 72 65 4d 67 4a 6b 3d 2d 3d 21 71 56 7d 58 78 74 73 75 5d 71 4a 7b
2d 3d 2d 77 52 44 4d 68 40 6d 40 45 6d 47 4c 4d 0d 0d 1d 5d 52 54 5d 78 56 44 50 55 7d 56 7a 5d 1d 1d 0d c3 b6 c2 a2
c2a8c2adc288c2a6c2bdc2al0c2ab5c28dc2alc28a

Data Ascii: !(-&4 %'<)[m},1<=:$N51,9[}m*d(-]M]$8-=k]MQaFmHeMreMgJk=-=!qV}Xxtsu]qJ{-=-wWRDMh@m@EmGLM]R
TIXVDPU}Vz]

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\Desktop\calc.exe

Data

GET /attachments/897223707649515602/897228595318124554/ascii_ART.txt HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
Host: cdn.discordapp.com

HTTP/1.1 403 Forbidden

Date: Thu, 28 Oct 2021 02:56:06 GMT

Content-Type: application/xml; charset=UTF-8

Content-Length: 223

Connection: close

CF-Ray: 6a50e397b8ab1756-FRA

Cache-Control: private, max-age=0

Expires: Thu, 28 Oct 2021 02:56:06 GMT

Vary: Accept-Encoding

CF-Cache-Status: MISS

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-GUploader-UploadID: ADPycdsolL-yIGX3bmenRtNOQmdon87QxmC7cXUyPENI7fDPUtIpk_9x5Bbi4ZggkkYU
dWdLYHwGtI2nhQu3WyOEx-8IP-t6kA

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints”:[{"url":"https:V\/a.nel.cloudflare.comVreport\/v3?s=X0aOWmo03%2Bd2J5p5kY EmgATNoxtwSQa
mhuDwFOHfeVv3A%2FULLO0goDIzj8myWfYgoN8Wz%2BTegRCRL%2FE6v2%2BH8q99WsdaRWi95pVViRIz
G%2F%2B%2BEfjTXgU25DZRc%2Botur%2FhsNBmyDIA%3D%3D"}],"group”:"cf-nel”,"max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 27 31 2e 30 27 20 65 6e 63 6f 64 69 6e 67 3d 27 55 54 46 2d 38 27
3f 3e 3c 45 72 72 6f 72 3e 3c 43 6f 64 65 3e 41 63 63 65 73 73 44 65 6e 69 65 64 3c 2f 43 6f 64 65 3e 3c 4d 65 73 73 61
67 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 2e 3c 2f 4d 65 73 73 61 67 65 3e 3c 44 65 74 61 69 6¢ 73 3e 41 6e 6f 6e
79 6d 6f 75 73 20 63 61 6¢ 6C 65 72 20 64 6f 65 73 20 6e 6f 74 20 68 61 76 65 20 73 74 6f 72 61 67 65 2e 6f 62 6a 65 63
7473 2e 67 65 74 20 61 63 63 65 73 73 20 74 6f 20 74 68 65 20 47 6f 6f 67 6¢ 65 20 43 6¢ 6f 75 64 20 53 74 6f 72 61 67
65 20 6f 62 6a 65 63 74 2e 3c 2f 44 65 74 61 69 6¢ 73 3e 3c 2f 45 72 72 6f 72 3e

Data Ascii: <?xml version="1.0' encoding="UTF-8'?><Error><Code>AccessDenied</Code><Message>Access denied.
</Message><Details>Anonymous caller does not have storage.objects.get access to the Google Cloud Storage object.</D
etails></Error>

Analysis Process: calc.exe PID: 2952 Parent PID: 5988
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

Registry Activities

Copyright Joe Security LLC 2021

04:56:03

28/10/2021

C:\Users\user\Desktop\calc.exe

true

‘C:\Users\user\Desktop\calc.exe

0x320000

192000 bytes
CE76AE9D476BICODAA25DAF4C6DD4909

true

true

Net C# or VB.NET

.

o

.

.

low

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000000.252642988.0000000000322000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000002.291985012.0000000000322000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000000.245005606.0000000000322000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000000.253313788.00000000026D3000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000002.293201383.0000000002677000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000000.254525892.0000000002677000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000000.254621493.00000000026D3000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000002.293367777.00000000026D03000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000000.253884839.0000000000322000.00000002.00020000.sdmp, Author:
Florian Roth

Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000000.00000000.253255248.0000000002677000.00000004.00000001.sdmp, Author:
Florian Roth

Show Windows behavior

Show Windows behavior
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Analysis Process: conhost.exe PID: 3100 Parent PID: 2952

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

04:56:03

28/10/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: WerFault.exe PID: 5944 Parent PID: 2952
General
Start time: 04:56:09
Start date: 28/10/2021
Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written
Registry Activities
Key Created

Key Value Created

Disassembly

Code Analysis

Copyright Joe Security LLC
Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\WerFault.exe -u -p 2952 -s 2104
0x7ff64e5e0000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B

true

true

.Net C# or VB.NET

e Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious
encoded URL to a Discord attachment (often used for malware hosting on a legitimate
FQDN), Source:
00000005.00000002.291489220.0000000005750000.00000004.00000001.sdmp, Author:
Florian Roth

high

Show Windows behavior

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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