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Windows Analysis Report protocol.xls
Overview

General Information Detection

Sample protocol.xls
Name: MALICIOUS

Analysis ID: 510734

Classification

Office document tries to convince Vvi...

Found detection on Joe Sandbox Clo...

%)
«Q
=3
4
c
=
(1
7]

MDS: 93383a84bdfOfSH... Multi AV Scanner detection for doma...
SHAL 455bb88e45935d.. Sigma detected: Regsvr32 Comman...
:HAZSG: cab41647b3e210.. Sigma detected: Microsoft Office Pr...
ags:
’ - Document exploit detected (process...

LS
b

Most interesting Screenshot:

Document exploit detected (UrlDown...
Yara detected hidden Macro 4.0/in E...

Yara signature match

Hidden Macro 4.0
84

Score: Potential documentexploit detected...
Range: 0-100 Tries to load missing DILLS
Whitelisted: false

X Uses a knownwebibrewser; User age:..
Confidence: 100%

EE=]

rocess lree

= System is w10x64

. EXCEL.EXE (PID: 7044 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE' /automation -Embedding MD5: 5D6638F2C8F8571C593999C58866007E)
1| regsvr32.exe (PID: 6616 cmdline: 'C:\Windows\System32\regsvr32.exe' C:\Datop\test.test MD5: 426E7499F6A7346F0410DEAD0805586B)

o [ regsvr32.exe (PID: 6588 cmdline: ‘C:\Windows\System32\regsvr32.exe' C:\Datop\testl.test MD5: 426E7499F6A7346F0410DEAD0O805586B)

o [ regsvr32.exe (PID: 6656 cmdline: 'C:\Windows\System32\regsvr32.exe' C:\Datop\test2.test MD5: 426E7499F6A7346F0410DEAD0805586B)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
protocol.xls SUSP_ExceldMacro_Auto Detects Excel4 John Lambert e 0x0:$header_docf: DO CF 11 EO
Open macro use with @JohnLaTwC e Ox126aa:$sl: Excel
auto open / close e 0x1378f:$s1: Excel
e 0x3610:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 O

000 00 00 00 00 00 00 00 01 3A

protocol.xls JoeSecurity_HiddenMacro Yara detected Joe Security
hidden Macro 4.0
in Excel

Dropped Files

Source Rule Description Author Strings
C:\Users\user\Desktop\protocol.xls SUSP_ExceldMacro_Auto Detects Excel4 John Lambert e 0x0:$header_docf: DO CF 11 EO
Open macro use with @JohnLaTwC e Ox126aa:$sl: Excel
auto open / close e 0x1378f:$s1: Excel
e 0x3610:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 O

000 00 00 00 00 00 00 00 01 3A
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Source Rule Description Author Strings

C:\Users\user\Desktop\protocol.xls JoeSecurity_HiddenMacro Yara detected Joe Security
hidden Macro 4.0
in Excel

Sigma Overview

System Summary:

Jbx Signature Overview

@ Click to jump to signature section

AV Detection: | |

Software Vulnerabilities: | |

Multi AV Scanner detection for domain / URL

System Summary:

im to disable security prote n (e.g. to enable ActiveX or Macros)

Found detection on Joe Sandbox Cloud Basic with higher score

HIPS | PFW | Operating System Protection Evasion:

Mitre Att&ck Matrix

Remote
Initial Privilege Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration and Control Effects Effects In
Valid Scripting DLL Side-  Process Masquerading oS File and Remote Data from  Exfiltration Encrypted Eavesdrop on  Remotely M
Accounts Loading Injection Credential Directory Services Local Over Other Channel Insecure Track Device Sy
Dumping  Discovery System Network Network Without Pi
Medium Communication Authorization
Default  Exploitation for Boot or DLL Side- Disable or Modify LSASS System Remote Data from  Exfiltration Non- Exploit SS7to  Remotely D
Accounts Client Logon Loading Tools Memory  Information  Desktop Removable Over Application Redirect Phone Wipe Data  Lc¢
Execution Initialization Discovery @ Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Process Security Query SMB/Windows Data from Automated Application Exploit SS7 to  Obtain D
Accounts (Windows)  Script Injection Account Registry Admin Shares Network Exfiltration Layer Track Device  Device D
(Windows) Manager Shared Protocol Location Cloud Di
Drive Backups
Local At (Windows) Logon Script Logon Scripting NTDS System Distributed Input Scheduled Ingress Tool  SIM Card Ci
Accounts (Mac) Script Network Component Capture Transfer Transfer Swap Bi
(Mac) Configuration Object Model Fr

Discovery
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Initial Privilege Defense Credential
Access Execution Persistence Escalation Evasion Access
Cloud Cron Network Network DLL Side- LSA
Accounts Logon Script Logon Loading Secrets
Script
Behavior Graph
Behavior Graph

ID: 510734

Sample: protocol.xls

Startdate: 28/10/2021

Architecture:  WINDOWS

Score: 84

atochagaleria.com.ar @ maberic.com

199.79.62.121, 443, 49744
PUBLIC-DOMAIN-REGISTRYUS
United States EZ

192.99.46.215, 443, 49746 A
OVHFR

Canada 1@

Lateral
Discovery  Movement
Remote SSH
System
Discovery

SUSPICIOUS

CLEAN

UNKNOVN

- R

[ exceLexe

Collection Exfiltration and Control

Keylogging Data

started

ost.net.br C..
162.241.2.103, 443, 49745 dropped
0IS1US
United States ES
c:\ xls, C i n@
Document exploit detected

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

(UriDownloadToFile)

regsvr32.exe

(I

CJ

Transfer

Size Limits

started

£
by

Remote

Command Network Service
Effects Effects
Fallback Manipulate
Channels Device
Communication
Legend

& ol

)ES B E

i
i
=

D@ 2 i~

\

regsvr32.exe

(/NN

C]

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

started

Is malicious
Internet
started
\ 4
- regsvr32.exe

CJ

In

Al

or
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protocol.xis [Compatibility Mode] - Excel
Insert  Pagelayout  Formulas  Data Review  View  Q Tell mewhat you want to do...

= ey

SF Wrap Text General - i D} & =< @

§ .05 s &g Conditional Formatas Cell Insert Delete Format

§
Formatting- Table- Styles- - - -
1] Number ) Styles Cells

Merge & Center ~

o This document protected by

Microsoft Office

TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:

® Select Enable Editing 3

> AutoSum ~

Fill ~

& Clear~

8 share

v P

Sort & Find 8
Filter~ Select~

Editing

@ SECURITY WARNING Macros have been disabled. | Enable Content

* |n the Microsoft Office Security Option dialog box, select Enable Content

@ PROTECTED VIEW Be careful - files from the Internet can contain viruses. Unless you need to edit, it’s safer to stay in Protected View. ~ Enable Editing

0> ifyou are using a mobile device, try opening the file using the full office desktop app.

Sheet O]

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source
maberic.com
atochagaleria.com.ar

ost.net.br

URLs

Source
http://https://roaming.edog.
http://https://cdn.entity.

Copyright Joe Security LLC 2021

Detection
2%
5%
2%

Detection
0%
0%

Scanner
Virustotal
Virustotal

Virustotal

Scanner
URL Reputation
URL Reputation

Label

Label
safe

safe

Link
Browse
Browse

Browse

Link
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https://www.virustotal.com/gui/url/743863fe7a56fb8bda603f276c979c723f342248f7b8b956b34a876bc689e363/detection/u-743863fe7a56fb8bda603f276c979c723f342248f7b8b956b34a876bc689e363-1635352749
https://www.virustotal.com/gui/url/3ce311a2b274eeaa9e628d2091c5c11dd3202e35d72da6c6b1f12701170fda73/detection/u-3ce311a2b274eeaa9e628d2091c5c11dd3202e35d72da6c6b1f12701170fda73-1635377366
https://www.virustotal.com/gui/url/def86679842c43fa216b3a1f7d2d4f11e52e467a742fb261a58ff6594577e44d/detection/u-def86679842c43fa216b3a1f7d2d4f11e52e467a742fb261a58ff6594577e44d-1635352670

Source Detection Scanner Label Link

http://https://powerlift.acompli.net 0% URL Reputation safe
http://https:/irpsticket. partnerservices.getmicrosoftkey.com 0% URL Reputation safe
http:ifhttps://cortana.ai 0% URL Reputation safe
http:i/https://api.aadrm.com/ 0% URL Reputation safe
http:i/https://ofcrecsvcapi-int.azurewebsites.net/ 0% URL Reputation safe
http:i/https://augloop.office.com;https://augloop-int.officeppe.com; https://augloop- 0% Avira URL Cloud safe
dogfood.officeppe.com;h

http:ifhttps:/ires.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
http://https://ost.net.br/toXuNS00/l.html 0% Avira URL Cloud  safe
http:i/https://powerlift-frontdesk.acompli.net 0% URL Reputation safe
http:ifhttps://officeci.azurewebsites.net/api/ 0% URL Reputation safe
http://https://atochagaleria.com.ar/CnijALAyxR/l.html 0% Avira URL Cloud safe
http:ifhttps://store.office.cn/addinstemplate 0% URL Reputation safe
http://https://api.aadrm.com 0% URL Reputation safe
http:i/https://dev0-api.acompli.net/autodetect 0% URL Reputation safe
http:i/https://iwww.odwebp.svc.ms 0% URL Reputation safe
http:i/https://api.addins.store.officeppe.com/addinstemplate 0% URL Reputation safe
http://https://dataservice.0365filtering.com/ 0% URL Reputation safe
http:i/https://maberic.com/3XRJIABEjFc/l.html 0% Avira URL Cloud safe
http:i/https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http:i/https://ncus.contentsync. 0% URL Reputation safe
http://https://apis.live.net/v5.0/ 0% URL Reputation safe
http://https://wus2.contentsync. 0% URL Reputation safe
http:/fhttps://asgsmsproxyapi.azurewebsites.net/ 0% URL Reputation safe
http:i/https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe
http:ifhttps://ncus.pagecontentsync. 0% URL Reputation safe
http:ifhttps://skyapi.live.net/Activity/ 0% URL Reputation safe
http:ifhttps://dataservice.o365filtering.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
maberic.com 199.79.62.121 true false * 2%, Virustotal, Browse unknown
ost.net.br 162.241.2.103 true false ® 2%, Virustotal, Browse unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://ost.net.br/toXuNS00/l.html false e Avira URL Cloud: safe unknown
http:i/https://maberic.com/3XRJIABEjFc/l.html false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
162.241.2.103 ost.net.br United States = 26337 0OIs1us false
199.79.62.121 maberic.com United States = 394695 PUBLIC-DOMAIN- false

REGISTRYUS
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https://www.virustotal.com/gui/url/743863fe7a56fb8bda603f276c979c723f342248f7b8b956b34a876bc689e363/detection/u-743863fe7a56fb8bda603f276c979c723f342248f7b8b956b34a876bc689e363-1635352749
https://www.virustotal.com/gui/url/3ce311a2b274eeaa9e628d2091c5c11dd3202e35d72da6c6b1f12701170fda73/detection/u-3ce311a2b274eeaa9e628d2091c5c11dd3202e35d72da6c6b1f12701170fda73-1635377366
https://www.virustotal.com/gui/url/def86679842c43fa216b3a1f7d2d4f11e52e467a742fb261a58ff6594577e44d/detection/u-def86679842c43fa216b3a1f7d2d4f11e52e467a742fb261a58ff6594577e44d-1635352670

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 510734
Start date: 28.10.2021
Start time: 07:45:20
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 5m 9s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: protocol.xls
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Potential for more I0Cs and behavior
Number of analysed new started processes 27
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal84.expl.winXLS@7/5@3/3
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time

Enable AMSI

Found application associated with file extension: .xIs
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

e o o o o o o

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context
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Match
162.241.2.103

199.79.62.121

192.99.46.215

Domains

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

WWW.jogoc
ertoptjc.c
om/dt9v/?9
r=/6DROtFk
Y+DQN4u29C
9TmrDbaQdwW
jbvTVyHiS8
axtLai07Fk
aYsNfQsdCl
IJHXBP79fD
&yt=WN9pTD
LhcH

alsaifpet

rochem.com
Izlokky/fre.php

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/

benitezse
guros.com.
ar/dkywlkxs/Gd/
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https://view.joesandbox.com/analysis/355058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355058/html/none?idtype=webid
https://view.joesandbox.com/analysis/153895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/153895/html/none?idtype=webid
https://view.joesandbox.com/analysis/195582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195582/html/none?idtype=webid
https://view.joesandbox.com/analysis/195581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195581/html/none?idtype=webid
https://view.joesandbox.com/analysis/195575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195575/html/none?idtype=webid
https://view.joesandbox.com/analysis/195574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195574/html/none?idtype=webid
https://view.joesandbox.com/analysis/195573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195573/html/none?idtype=webid
https://view.joesandbox.com/analysis/195568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195568/html/none?idtype=webid
https://view.joesandbox.com/analysis/195567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195567/html/none?idtype=webid
https://view.joesandbox.com/analysis/195565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195565/html/none?idtype=webid
https://view.joesandbox.com/analysis/195563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195563/html/none?idtype=webid
https://view.joesandbox.com/analysis/195560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195560/html/none?idtype=webid
https://view.joesandbox.com/analysis/195553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195553/html/none?idtype=webid
https://view.joesandbox.com/analysis/195545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195545/html/none?idtype=webid
https://view.joesandbox.com/analysis/195537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195537/html/none?idtype=webid
https://view.joesandbox.com/analysis/195528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195528/html/none?idtype=webid
https://view.joesandbox.com/analysis/195526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195526/html/none?idtype=webid
https://view.joesandbox.com/analysis/195522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195522/html/none?idtype=webid
https://view.joesandbox.com/analysis/195517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195517/html/none?idtype=webid
https://view.joesandbox.com/analysis/195513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195513/html/none?idtype=webid
https://view.joesandbox.com/analysis/195512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195512/html/none?idtype=webid
https://view.joesandbox.com/analysis/195505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195505/html/none?idtype=webid

Match

maberic.com

ost.net.br

atochagaleria.com.ar

ASN

Match
OIS1US

PUBLIC-DOMAIN-REGISTRYUS
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Get hash
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Get hash
Get hash
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Get hash
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Get hash
Get hash
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Get hash
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Detection
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

199.79.62.121
199.79.62.121
199.79.62.121
199.79.62.121
199.79.62.121
199.79.62.121

162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103
192.99.46.215
192.99.46.215
192.99.46.215
192.99.46.215
192.99.46.215
192.99.46.215
192.99.46.215

Context

162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103
162.241.2.103

192.185.14
7.203

192.185.14
7.203

192.185.14
7.203

192.185.14
7.203

162.241.85.108

162.241.20
3.130

162.241.85.108
192.185.147.20
162.241.2.213
162.241.2.213
162.241.85.65
162.241.2.213
192.185.147.20
199.79.62.121
208.91.198.143
199.79.62.121
199.79.62.121
208.91.199.224
162.215.252.35
199.79.62.121
199.79.62.121
199.79.62.121

199.79.62.121
208.91.199.181
208.91.199.181
199.79.63.90
208.91.199.224
208.91.198.143
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https://view.joesandbox.com/analysis/401364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid
https://view.joesandbox.com/analysis/399104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399104/html/none?idtype=webid
https://view.joesandbox.com/analysis/398591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398591/html/none?idtype=webid
https://view.joesandbox.com/analysis/398138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398138/html/none?idtype=webid
https://view.joesandbox.com/analysis/398033/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398033/html/none?idtype=webid
https://view.joesandbox.com/analysis/397700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397700/html/none?idtype=webid
https://view.joesandbox.com/analysis/397271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397271/html/none?idtype=webid
https://view.joesandbox.com/analysis/394463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394463/html/none?idtype=webid
https://view.joesandbox.com/analysis/391405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391405/html/none?idtype=webid
https://view.joesandbox.com/analysis/388863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388863/html/none?idtype=webid
https://view.joesandbox.com/analysis/386889/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386889/html/none?idtype=webid
https://view.joesandbox.com/analysis/386624/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386624/html/none?idtype=webid
https://view.joesandbox.com/analysis/386063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386063/html/none?idtype=webid
https://view.joesandbox.com/analysis/385878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385878/html/none?idtype=webid
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid
https://view.joesandbox.com/analysis/401404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401404/html/none?idtype=webid
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid
https://view.joesandbox.com/analysis/401253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401253/html/none?idtype=webid
https://view.joesandbox.com/analysis/401249/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401249/html/none?idtype=webid
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401133/html/none?idtype=webid
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401113/html/none?idtype=webid
https://view.joesandbox.com/analysis/401058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401058/html/none?idtype=webid
https://view.joesandbox.com/analysis/401057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401057/html/none?idtype=webid
https://view.joesandbox.com/analysis/400903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400903/html/none?idtype=webid
https://view.joesandbox.com/analysis/400859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400859/html/none?idtype=webid
https://view.joesandbox.com/analysis/400804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400804/html/none?idtype=webid

Match

OVHFR

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context
e 208.91.199.224

162.215.25
3.110

162.215.25
3.110

162.215.24
9.113

111.118.21
5.189

192.99.46.215
145.239.131.55

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

149.202.17
9.100

192.99.46.215

192.99.46.215

8.33.207.78

144.217.33.249

Context

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215
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https://view.joesandbox.com/analysis/400576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400576/html/none?idtype=webid
https://view.joesandbox.com/analysis/400568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400568/html/none?idtype=webid
https://view.joesandbox.com/analysis/400564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400564/html/none?idtype=webid
https://view.joesandbox.com/analysis/400455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400455/html/none?idtype=webid
https://view.joesandbox.com/analysis/400449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400449/html/none?idtype=webid
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401466/html/none?idtype=webid
https://view.joesandbox.com/analysis/401453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401453/html/none?idtype=webid
https://view.joesandbox.com/analysis/401443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401443/html/none?idtype=webid
https://view.joesandbox.com/analysis/401440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401440/html/none?idtype=webid
https://view.joesandbox.com/analysis/401436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401436/html/none?idtype=webid
https://view.joesandbox.com/analysis/401434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401434/html/none?idtype=webid
https://view.joesandbox.com/analysis/401432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401432/html/none?idtype=webid
https://view.joesandbox.com/analysis/401425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401425/html/none?idtype=webid
https://view.joesandbox.com/analysis/401422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401422/html/none?idtype=webid
https://view.joesandbox.com/analysis/401420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401420/html/none?idtype=webid
https://view.joesandbox.com/analysis/401419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401419/html/none?idtype=webid
https://view.joesandbox.com/analysis/401414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401414/html/none?idtype=webid
https://view.joesandbox.com/analysis/401409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401409/html/none?idtype=webid
https://view.joesandbox.com/analysis/401408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401408/html/none?idtype=webid
https://view.joesandbox.com/analysis/401398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401398/html/none?idtype=webid
https://view.joesandbox.com/analysis/401389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401389/html/none?idtype=webid
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401363/html/none?idtype=webid
https://view.joesandbox.com/analysis/401289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401289/html/none?idtype=webid
https://view.joesandbox.com/analysis/401272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401272/html/none?idtype=webid
https://view.joesandbox.com/analysis/401462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401462/html/none?idtype=webid
https://view.joesandbox.com/analysis/401460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401460/html/none?idtype=webid
https://view.joesandbox.com/analysis/401453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401453/html/none?idtype=webid
https://view.joesandbox.com/analysis/401367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401367/html/none?idtype=webid
https://view.joesandbox.com/analysis/401365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401365/html/none?idtype=webid
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401364/html/none?idtype=webid
https://view.joesandbox.com/analysis/401353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401353/html/none?idtype=webid
https://view.joesandbox.com/analysis/401278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401278/html/none?idtype=webid

Match

Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Created / dropped Files

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

e 162.241.2.103
e 199.79.62.121
e 192.99.46.215

C:\Users\luser\AppDatal\Local\Microsoft\Officel16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\ACCDA27E-452C-4E08-9584-F9C22DEC51A8

Process: C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

File Type: XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 139130

Entropy (8bit):  5.358459697812044

Encrypted: false

SSDEEP: 1536:9cQIlfgxrBdA3gBwfinQ9IDQW+zBY 34Fi7nXboOidXVE6LWmME9:sWQIDQW+zzXaH

MD5: 6000DCE79DF3716D19ECCDCC68705760

SHAL: 93522FF189A1580FEF5620A59213B337AC391B78

SHA-256: 05D31786D68307226F1891365E9513C803582679CDC5E7F8F21AEF169152B7FE

SHA-512: 25D98C15A82AE98C5747FBDEADS01EBCCD8883779CBDC8A143398E0BB0289767A32B768ADFD130B9E8D1694B10B7EB37ADIC5A9E3C425C239C6E014CDC15C
46

Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<0:OfficeConfig xmIns:o="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-10-28T05:46:15">..
Build: 16.0.14618.30527-->.. <o:default>.. <o:ticket o:headerName="Authorization" o:headerValue="{}" />.. </o:default>.. <o:service o:name="Research">.. <o:u

rI>https://rr.office.microsoft.com/research/query.asmx</o:url>.. </o:service>.. <o:service o:name="ORedir">..
<o:url>https://015.officeredir.microsoft.com/r</o:url>.. </o:service>.. <o:service o:name="ClViewClientHelpld">..
<o:url>https://[MAX.BaseHost]/client/results</o:url>.. </o:service>.. <o:service o:name="CIViewClientHome">..

</o:service>.. <o:service o:name="ORedirSSL">..

<o:url>https://o15.officeredir.microsoft.com/r</o:url>..

<o:url>https://[MAX.BaseHost]/client/results</o:url>..

</o:service>.. <o:service o:name="CIViewClientTemplate">.. <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>.. </o:service>.. <o:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\8C80DA27.tmp

Process: C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE
File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped
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https://view.joesandbox.com/analysis/401272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401272/html/none?idtype=webid
https://view.joesandbox.com/analysis/401219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401219/html/none?idtype=webid
https://view.joesandbox.com/analysis/401198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401198/html/none?idtype=webid
https://view.joesandbox.com/analysis/401165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401165/html/none?idtype=webid
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401140/html/none?idtype=webid
https://view.joesandbox.com/analysis/401132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401132/html/none?idtype=webid
https://view.joesandbox.com/analysis/401128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401128/html/none?idtype=webid
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401115/html/none?idtype=webid
https://view.joesandbox.com/analysis/401069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401069/html/none?idtype=webid
https://view.joesandbox.com/analysis/401016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401016/html/none?idtype=webid
https://view.joesandbox.com/analysis/401003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401003/html/none?idtype=webid
https://view.joesandbox.com/analysis/400833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400833/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\8C80DA27.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

1536

1.1464700112623651

false
3:YmsalTILPItI2N81HRQjIORGt7RQ//W1XR9//3R9//3R9//:r1912N0xs+CFQXCBIXh9Xh9X
72F5C05B7EA8DD6059BF59F50B22DF33
D5AF52E129E15E3A34772806F6C5FBF132E7408E
1DCOC8D7304C177ADOE74D3D2F1002EB773F4B180685A7DF6BBE75CCC24B0164

6FF1E2E6B99BDOA4ED7CABA9E943551BCD73A0BEFCACEGF1B1106E88595C0846C9BB76CA99A33266FFEC2440CF6A440090F803ABBF28B208A6C7BC6310BEB:!
9E

false

moderate, very likely benign file

C:\Users\luser\AppData\Local\Temp\~DF5B4680BDCOA2AA0C.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

data

dropped

28672

3.293912183277352

false
768:bkG/Kpb8rGYrMPe3q7Q0XV5xtezEs/68/dgANZQA47c:b5Kpb8rGYrMPe3q7Q0XV5xtezEsi8/dW
8BOEF80202D4466B48973BFC38138879

19D588DFAAAF7CDB1571BESF3BE365D6F4A47672
D1ED8F8BD0320B84D50B1426797693A40EBC99916A08424223F1CE70FDBFABOD
9AD9280534BC0786A3D64B58EBC97553911872652E0150144B741DF6392C90EFB347543C290242262F4DA0158E7D008B47CFBC80022D1AFAG543BDC3CA365CB¢
false

low

C:\Users\luser\AppData\Local\Temp\~DF8E2EB8545C9796C0.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

data

dropped

512

0.0

false

3

BF619EACOCDF3F68D496EA9344137E8B
5C3EB80066420002BC3DCC7CA4ABGEFAD7EDAAES
076A27C79E5ACE2A3D47FIDD2ES3E4FF6EA8872B3C2218F66C92B89B55F36560

DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EES5F7B607134598294C7905CCBCF94BBC46E474DB6EB44ES6A6DBB6D9A1BEID4FB5D1B5F2D0C6ED34
FE

false

moderate, very likely benign file

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, Code page: 1251, Name of Creating Application: Microsoft Excel, Create Time/Date:
Fri Jun 519:19:34 2015, Last Saved Time/Date: Wed Oct 27 10:45:18 2021, Security: 0

dropped

84992

6.331473382025725

false
1536:u5Kpb8rGYrMPe3q7Q0XV5xtezEsi8/dgA91vrVmxJIME2GhdD52IZPFulAOgo+tn:gKpb8rGYrMPe3q7Q0XV5xtezEsi8/dgJ
5E4E5599073533B590D2581F768BFEB6

535B3C55198932C3AD4B0OBIEF700COFFC89F2C33
FO9A55BBA389F7EEBCB587C40C1FOADF3BF8FE12FB3B7D6556A8163BFDI46E21
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SHA-512: F2B21D55806B27944BEB6D792D4C0C9AF389248D604504493E4EEDDDO8FC6663CAAEF2586CA945D3509BC5677DD9B86FA7544EAB09B17603C4C164B2FOACI4
C

Malicious: true

Yara Hits: e Rule: SUSP_Excel4Macro_AutoOpen, Description: Detects Excel4 macro use with auto open / close, Source: C:\Users\user\Desktop\protocol.xls, Author: John

Lambert @JohnLaTwC

e Rule: JoeSecurity_HiddenMacro, Description: Yara detected hidden Macro 4.0 in Excel, Source: C:\Users\user\Desktop\protocol.xls, Author: Joe Security

Reputation: low

Preview:

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:
SSDEEP:

File Content Preview:

File Icon

h

Icon Hash:

Static OLE Info

General
Document Type:
Number of OLE Files:

OLE File "protocol.xIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Copyright Joe Security LLC 2021

e CaalliberiiloCalibrido.Calibril.......

B....a.
74ecd4c6c3c6e4d8
OLE
1
True

Microsoft Excel
False
False
True
False

False

True

cCaaliberiloCalibrido

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 10.0, Code page: 1251, Name of
Creating Application: Microsoft Excel, Create
Time/Date: Fri Jun 5 19:19:34 2015, Last Saved Ti
me/Date: Wed Oct 27 10:45:18 2021, Security: 0

6.330898760473774

e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

protocol.xls

84992

93383a84bdf0f5ff68b3bb6e30bcd2bb
455bb88e45935daa21c2bf86e2b48da0d7627025

ca641647b3e2102c7b8f0075f46d1e52618f9b597d4e5ca
338dcfec8f1210c59

97f48985590843852b2a3e3ch4c1708d68caldec19e22c¢
4a568d7dffc92a0chb0b43ce473127f7017ed40e45583e7
a80bd9d7da78d25af777edf00280c6782e

1536:c5Kph8rGYrMPe3q7Q0XV5xtezEsi8/dgA91vrVmx
JIME2GhdD52I1ZPFulAOgo+tO:KKpb8rGYrMPe3q7Q0
XV5xtezEsi8/dgl

>
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Summary

Code Page:

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Oct 28, 2021 07:46:16.387759924 CEST

Oct 28, 2021 07:46:17.216913939 CEST

Oct 28, 2021 07:46:19.542339087 CEST

DNS Answers

Timestamp Source IP Dest IP

Oct 28, 2021
07:46:16.535312891
CEST

Oct 28, 2021
07:46:17.367312908
CEST

Oct 28, 2021
07:46:19.643416882
CEST

8.8.8.8

8.8.8.8

8.8.8.8

HTTP Request Dependency Graph

e maberic.com

e ost.net.br

e atochagaleria.com.ar

Copyright Joe Security LLC 2021

192.168.2.3

192.168.2.3

192.168.2.3

Source IP
192.168.2.3

192.168.2.3

192.168.2.3

Trans ID
0x94c0

Ox4cle

0x8d28

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

1251

2015-06-05 18:19:34
2021-10-27 09:45:18
Microsoft Excel

0

1251

False

False
False
False

1048576

Trans ID OP Code

0x94c0 Standard query
(0)
Standard query
(0)
Standard query
(0)

Ox4cle

0x8d28

Name CName

maberic.com

ost.net.br

atochagale
ria.com.ar

Name

maberic.com

ost.net.br

atochagale
ria.com.ar

Address

199.79.62.121

162.241.2.103

192.99.46.215

Type
A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

Class
IN (0x0001)

IN (0Xx0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)
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HTTPS Proxied Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.3 49744 199.79.62.121 443 C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE
kBytes
Timestamp transferred Direction Data
2021-10-28 05:46:16 UTC 0 ouT GET /3XRJABE]jFc/l.html HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: maberic.com

Connection: Keep-Alive

2021-10-28 05:46:17 UTC 0 IN HTTP/1.1 200 OK
Date: Thu, 28 Oct 2021 05:46:17 GMT
Server: nginx/1.19.5
Content-Type: text/html; charset=UTF-8
Content-Length: 0
X-Server-Cache: true
X-Proxy-Cache: HIT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.3 49745 162.241.2.103 443 C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE
kBytes
Timestamp transferred Direction Data
2021-10-28 05:46:17 UTC 0 ouT GET /toXuNSO00/l.html HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW®64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: ost.net.br

Connection: Keep-Alive

2021-10-28 05:46:19 UTC O IN HTTP/1.1 200 OK
Date: Thu, 28 Oct 2021 05:46:17 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade, close
Content-Length: 0
Content-Type: text/html; charset=UTF-8

Session ID Source IP Source Port Destination IP  Destination Port Process
2 192.168.2.3 49746 192.99.46.215 443 C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE
kBytes
Timestamp transferred Direction Data
2021-10-28 05:46:19 UTC 0 ouT GET /CnijALAyxR/l.html HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: atochagaleria.com.ar

Connection: Keep-Alive

2021-10-28 05:46:20 UTC 1 IN HTTP/1.1 200 OK
Date: Thu, 28 Oct 2021 05:46:24 GMT
Server: Apache
X-Powered-By: PHP/7.1.33
Cache-Control: max-age=2592000
Expires: Sat, 27 Nov 2021 05:46:24 GMT
Content-Length: 0
Connection: close
Content-Type: text/html; charset=UTF-8

Code Manipulations

Statistics

Copyright Joe Security LLC 2021 Page 17 of 19



Behavior

g

Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 7044 Parent PID: 744

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

Registry Activities

Key Created

Key Value Created

07:47:02
28/10/2021

C:\Program Files (x86)\Microsoft Office\Office l6\EXCEL.EXE

true

'C:\Program Files (x86)\Microsoft Office\Office lL6\EXCEL.EXE' /automation -Embedding

0xdf0000

27110184 bytes
5D6638F2C8F8571C593999C58866007E
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: regsvr32.exe PID: 6616 Parent PID: 7044

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

07:47:09

28/10/2021
C:\Windows\SysWOW64\regsvr32.exe
true

‘C:\Windows\System32\regsvr32.exe' C:\Datop\test.test
0xba0000

20992 bytes
426E7499F6A7346F0410DEAD0805586B
true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process: regsvr32.exe PID: 6588 Parent PID: 7044

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

07:47:10

28/10/2021

C:\Windows\SysWOW64\regsvr32.exe

true

'C:\Windows\System32\regsvr32.exe' C:\Datop\testl.test
0xba0000

20992 bytes

426E7499F6A7346F0410DEAD0O805586B

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 6656 Parent PID: 7044

General

Start time: 07:47:10

Start date: 28/10/2021

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

‘C:\Windows\System32\regsvr32.exe' C:\Datop\test2.test
0xba0000

20992 bytes

426E7499F6A7346F0410DEAD0805586B

true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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