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Linux Analysis Report 4wA5neDGrq

Overview

General Information Detection Signatures Classification

Sample 4wA5neDGrq

Name: Antivirus / Scanner detection for sub...

Analysis ID: 510749

Multi AV Scanner detection for subm...
MDS: 00d772feaS56187 .. F MALICIOUS 1 Uses the “Uname! system calllto au...

SHAL:

4bf5cde6a09bca3. Executes the “rm" command|used to...
SHA256: 2250f9e41244€3..
Infos: &

Score: 56
Range: 0-100
Whitelisted: false

Analysis Advice

Static ELF header machine description suggests that the sample might only run correctly on MIPS or ARM architectures

Static ELF header machine description suggests that the sample might not execute correctly on this machine

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 510749

Start date: 28.10.2021

Start time: 08:02:15

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 42s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 4wA5neDGrq

Cookbook file name: defaultlinuxfilecookbook.jbs
Analysis system description: Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)
Analysis Mode: default

Detection: MAL

Classification: mal56.lin@0/1@0/0

Process Tree
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system is Inxubuntu20
dash New Fork (PID: 5204, Parent: 4331)
cat (PID: 5204, Parent: 4331, MD5: 7e9d213e404ad3bb82e4ebb2e1f2c1b3) Arguments: cat /tmp/tmp.USJYxzaCuE
dash New Fork (PID: 5205, Parent: 4331)
head (PID: 5205, Parent: 4331, MD5: fd96a67145172477dd57131396fc9608) Arguments: head -n 10
dash New Fork (PID: 5206, Parent: 4331)
tr (PID: 5206, Parent: 4331, MD5: fbd1402dd9f72d8ebfff00ce7c3a7bb5) Arguments: tr -d \\000-\\011\\013\\014\\016-\\037
dash New Fork (PID: 5207, Parent: 4331)
cut (PID: 5207, Parent: 4331, MD5: d8ed0ea8f22c0de0f8692d4d9f1759d3) Arguments: cut -c -80
dash New Fork (PID: 5208, Parent: 4331)
cat (PID: 5208, Parent: 4331, MD5: 7e9d213e404ad3bb82e4ebb2e1f2c1b3) Arguments: cat /tmp/tmp.USJYxzaCuE
dash New Fork (PID: 5209, Parent: 4331)
head (PID: 5209, Parent: 4331, MD5: fd96a67145172477dd57131396fc9608) Arguments: head -n 10
dash New Fork (PID: 5210, Parent: 4331)
tr (PID: 5210, Parent: 4331, MD5: fbd1402dd9f72d8ebfff00ce7c3a7bb5) Arguments: tr -d \\000-\\011\\013\\014\\016-\\037
dash New Fork (PID: 5211, Parent: 4331)
cut (PID: 5211, Parent: 4331, MD5: d8ed0ea8f22c0de0f8692d4d9f1759d3) Arguments: cut -c -80
dash New Fork (PID: 5212, Parent: 4331)
rm (PID: 5212, Parent: 4331, MD5: aa2b5496fdbfd88e38791ab81f90b95b) Arguments: rm -f /tmp/tmp.USJYxzaCuE /tmp/tmp.T3hUP4mijcM /tmp/tmp.wRaDNMdR2W
4wA5neDGrq (PID: 5263, Parent: 5109, MD5: 5ebfcae4fe2471fcc5695c2394773ff1) Arguments: /tmp/4wA5neDGrq
e 4wA5neDGrq New Fork (PID: 5265, Parent: 5263)
e 4wA5neDGrq New Fork (PID: 5267, Parent: 5265)
e 4wA5neDGrq New Fork (PID: 5269, Parent: 5267)
e 4wA5neDGrq New Fork (PID: 5271, Parent: 5269)

O O © 0 © 0 @ O © O € O ©¢ O ©¢ O © O o =m

= cleanup

Yara Overview

No yara matches

Jbx Signature Overview

@ AV Detection

@ Networking

@ System Summary

@ Persistence and Installation Behavior
@ Malware Analysis System Evasion

g

Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for

Multi AV Scanner detection for submitted file

Mitre Att&ck Matrix

Command Remote
Initial Privilege Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Path File oS Security Remote Data from  Exfiltration  Data Eavesdrop on  Remotely Modify
Accounts Management  Interception Interception Deletion §§ Credential Software Services  Local Over Other  Obfuscation Insecure Track Device System
Instrumentation Dumping Discovery System Network Network Without Partition
Medium Communication Authorization
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Malware Configuration

No configs have been found

Behavior Graph
Hide Legend
Behavior Graph L d
egend:

o 510749 9
Sample: 4wASneDGrq |:| Process
Startdate: 28/10/2021 .
Architecture:  LINUX . Signature

Score: 5¢

3

] created File

/ Il onsieinfo
- ves | e &' s Dropped
. Number of created Files

@ Is malicious

dash

. dash dash @ Internet
head tr
4wA5neDGrq
(IEEEE ) (T T (@ T Sotmerprocesses
.
B E E

l started

4WASNeDGrq

@
B

l started

4wAS5neDGrq

T
B

l started

4WASNeDGrq

@
B

l started

4wASneDGrq

@ T
B

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files
No Antivirus matches
Domains

No Antivirus matches

URLs
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https://www.virustotal.com/gui/file/22f50f9e41244e3ff07a7c175242d03e3d7e5c53eeafeb2cf2b5f05a48ecff72/detection/f-22f50f9e41244e3ff07a7c175242d03e3d7e5c53eeafeb2cf2b5f05a48ecff72-1635394816

No Antivirus matches

Domains and IPs

Contacted Domains

No contacted domains info
URLs from Memory and Binaries

Contacted IPs

No contacted IP infos

Runtime Messages

Command: /tmp/4wA5neDGrq
Exit Code: 0

Exit Code Info:

Killed: False

Standard Output:
Standard Error:

Joe Sandbox View | Context
IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Ivaricache/motd-news

Process: Jusr/bin/cut
File Type: ASCII text
Category: dropped
Size (bytes): 191

Entropy (8bit): 4.515771857099866
Encrypted: false
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Ivaricache/motd-news

3:P2Inl+5MsqgzNLz+FRNScHUBfRau95++sZzR5woLB1FhOVTGTI/X5kURN:OZ8uNLzDcOpR75+9Zz/woFmIT52URnN

SSDEEP:
MDS5: DD514F892B5F93ED615D366E58AC58AF
SHA1L: BA75EDB3C2232CC260BC187F604DC8F25AA72C11
SHA-256: FA0DODCEGE83DF74109FEF5E68E51CC255727783EEAE04C3E34677E23F7552CF
SHA-512:
2D0
Malicious: false
Reputation: moderate, very likely benign file
Preview:

* Super-optimized for small spaces - read how we shrank the memory. footprint of MicroK8s to make it the smallest full K8s around...

memory-optimisation.

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

Static ELF Info

ELF header

Class:

Data:

Version:

Machine:

Version Number:

Type:

OS/ABI:

ABI Version:

Entry Point Address:

Flags:

ELF Header Size:

Program Header Offset:
Program Header Size:
Number of Program Headers:
Section Header Offset:
Section Header Size:
Number of Section Headers:

Header String Table Index:

Sections
Name Type
NULL
.init PROGBITS
text PROGBITS

Copyright Joe Security LLC 2021

Address
0x0
0x80b4
0x80d0

Offset
0x0
0xb4
0xdo

Size
0x0
0x10
Ox14ba4

9150BDE63F6C4850C5340D8877892B4D9BBFIEBDCI8CDCF557A93FA304C1222CEE446418F5BE2ACCDBF38393778AFASDAF3EDCB37A47BF57D3A4B2DEADA2/

https://ubuntu.com/blog/microk8s-

ELF 32-bit LSB executable, ARM, EABI4 version 1 (S
YSV), statically linked, with debug_info, not stripped

6.03175022982372

e ELF Executable and Linkable format (generic)

(4004/1) 100.00%
4wA5neDGrq
139585

00d772fea556f873bef2ce8elb0Ochb78

4bf5cde6a09bca30565f42e9ef02168aae0cde20

22f50f9e41244e3ff07a7c175242d03e3d7e5c53eeafeb2c

f2b5f05a48ecff72

d8f8a97a01ec0756e86489af908bf3d8b56e64c1dc71bd3
09852c410ec7a08f16677d78e1f7f4f1eb36525c29c8deb
bf940588ale3a87d3c56a21bebd569a7d9

3072:Sdf+fvEqa9FazYA7IboRhAe391CErktmCQA9FX9
aH:ifWEqa9FaNhAe3DrktmCQA9Z9aH

ELF32

2's complement, little endian
1 (current)

ARM

Ox1

EXEC (Executable file)
UNIX - System V

0

0x81b0

0x4000002

52

52

32

4

107052

40

24

21

Flags
EntSize Flags Description Link Info

0x0 0x0 0 0
0x0 0x6 AX 0 0
0x0 0x6 AX 0 0

Align

16
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Name

fini

.rodata
.ARM.extab
.ARM.exidx
.eh_frame
.init_array
fini_array

jer

.got

.data

.bss
.comment
.debug_aranges
.debug_info
.debug_abbrev
.debug_line
.debug_frame
.ARM.attributes
.shstrtab
.symtab

.strtab

Type
PROGBITS
PROGBITS
PROGBITS
ARM_EXIDX
PROGBITS
INIT_ARRAY
FINI_ARRAY
PROGBITS
PROGBITS
PROGBITS
NOBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS

Address
Oxlcc74

Ox1cc88

0x2041c

0x20434
0x28444
0x28448
0x2844c

0x28450
0x28454
0x284cc

0x287c8
0x0

0x0

0x0

0x0

0x0

0x0

ARM_ATTRIBUTES 0x0

STRTAB
SYMTAB
STRTAB

Program Segments

Type
EXIDX
LOAD
LOAD

GNU_STACK

Symbols

Name

$a
$a
$a
$a

0x0
0x0
0x0

Physical

Offset  Virtual Address Address

0x18434 0x20434
0x0 0x8000

0x18444 0x28444

0x0 0x0
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0x20434
0x8000

0x28444

0x0

Version Info
Name

Offset

0x14c74
0x14c88
0x1841c
0x18434
0x18444
0x18448
0x1844c
0x18450
0x18454
0x184cc
0x187c4
0x187c4
0x19470
0x19550
0x19a00
0x19a8c
OxlaOe4
Oxlal3c
Oxlal4dc
OxlaSec

0x1f69c

File Size
0x10
0x18444

0x380

0x0

Version Info File
Name

Size
0x10
0x3794
0x18
0x10
0x4
0x4
0x4
0x4
0x78
0x2f8
0x6680
Oxcac
Oxe0
0x4b0
0x8c
0x655
0x58
0x10
Oxdd
0x50b0
0x2aa5

Memory
Size

0x10

EntSize

0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x4
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0

0x10

0x0

Entropy Flags
0.8750 0x4

0x18444 3.5527 0x5

0x6a04 2.2544 0x6

0x0

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

0.0000 0Ox7

Value
0x0
0x80b4
0x80d0
Oxlcc74
Ox1cc88
0x2041c
0x20434
0x28444
0x28448
0x2844c
0x28450
0x28454
0x284cc
0x287c8
0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x80b4
Oxlcc74
0x80c0
Ox1cc80

Flags
0x6
0x2
0x2
0x82
0x3
0x3
0x3
0x3
0x3
0x3
0x3
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0

Flags

Description Align

R
RE

RW

RWE

Size

O O O O O O O O O O O 0O O O 0O 0O O O 0o 0o o o o o o o o o

Flags

Description Link

AX

AL

WA
WA
WA
WA
WA
WA
WA

0x4

0

O O O O O O O O O 0O 0O O o o o N O o

o N
w

0x8000

0x8000

0x4

Symbol Type
NOTYPE
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
NOTYPE
NOTYPE
NOTYPE
NOTYPE

Info

©O O ©O O O O O O O O O O o o o o o o o

o
=]
N

.ARM.exidx

Align

[ N N T N R I N N N N S N NN RN

Prog Interpreter Section Mappings

.init .text .fini .rodata .ARM.extab
.ARM.exidx

.eh_frame .init_array .fini_array .jcr
.got .data .bss

Symbol Bind
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
Visibility
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx
SHN_UNDEF

© 0 N o g B~ W N P

NNNN PR R R R B PP
W N B O © ©® N O O~ W N B O

W Pk W P
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Version Info Version Info File
Name Name Name

$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a

Copyright Joe Security LLC 2021

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x810c
0x8150
0x81b0
Ox8lec
0x82c4
0x8408
0x8d14
0x90f4
0x927¢
0x9644
0x9970
0x9c60
0x9e08
0x9e6c
0xa460
0xa790
0xa944
Oxaaf8
Oxacac
Oxae60
0xb014
0Oxb1c8
0xb320
0xb478
0xb5d0
0xb728
0xb880
Oxbc44
Oxbel0
0xch94
0xd21c
0xd934
Oxe484
Oxe5b8
0xf610
0x107ac
0x1093c
0x10bf8
0x1151c
0x11630
0x11650
0x11690
0x116c4
0x11738
0x11798
0x117cc
0x117e0
0x11814
0x11844
0x11884
0x118b8
0x118d4
0x11908
0x11948
0x1197c
0x119b0
0x119dc
0x11a10
Ox1lad4
Ox11blc
0x11b50
Ox11lba4
0x11bdO

Size

O O O O O O O O O O O O O O 0O O O O O O O O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0o 0o 0o 0O o 0o o o o o o o o o o o o o o o

Symbol Type Symbol Bind

NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
Visibility
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

4
(=%
x

S B S B N B N B A B S B O S S T e L S T T O O A A A R S R AN L T S R S O R AN R S S AT S T S N S S T S TR S T S R N
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Version Info Version Info File
Name Name Name

$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a

Copyright Joe Security LLC 2021

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x11c04
0x11c3c
0x11c70
0x11c98
Ox1lcc8
Ox1lce4
0x11d18
Ox1ldcc
Ox11le34
0x11e68
0x11f3c
Ox11féc
0x1272c
0x127cc
0x12810
0x129c0
0x12al4
0x12f84
0x12fbc
0x13070
0x13110
0x13170
0x13180
0x131a0
0x131b0
0x131c0
0x132bc
0x13388
0x133ac
0x13468
0x13558
0x13570
0x135a0
0x136a0
0x136¢4
0x13740
0x137a0
0x13848
0x13870
0x1388c
0x138f4
0x1392c
0x13964
0x139a8
0x139e0
0x13a18
0x13a58
0x13a9c
Ox13ad4
0x13af0
0x13b34
0x13b48
0x13c00
0x13c6e
0x14604
Ox14aad
Ox14aed
0x14c0c
0x14c24
0Ox14cc8
0x14d80
0x14e40
Oxl4eed

Size

O O O O O O O O O O O O O O 0O O O O O O O O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0o 0O o 0O 0o 0o o o o o o o o o o o o o o o

Symbol Type Symbol Bind

NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
Visibility
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
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Version Info Version Info File
Name Name Name

$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a

Copyright Joe Security LLC 2021

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x14fc8
0x15058
0x15130
0x15214
0x15234
0x15250
0x15410
0x154c8
0x15574
0x156¢0
0x15c98
0x15d44
0x15d94
0x15e54
0x15ea8
0x15f14
0x161e8
0x16250
0x16270
0x162f8
0x16304
0x16310
0x16344
0x16378
0x163a0
0x163b4
0x163e8
0x1641c
0x16430
0x16444
0x164b0
0x164c4
0x164f8
0x1652¢c
0x16560
0x16658
0x16728
0x167d4
0x1686¢
0x16958
0x16974
0x16d18
Ox16d6c
0x16d90
0x16e40
0x16ff4
0x17014
0x170c8
0x173d0
0x17510
0x175e0
0x17650
0x1767c
0x177d8
0x17fcc
0x180a8
0x18164
0x182ec
0x184f8
0x18624
0x186d0
0x18b60
0x18¢50

Symbol Type Symbol Bind

NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
Visibility
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
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DEFAULT
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DEFAULT
DEFAULT
DEFAULT
DEFAULT
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Version Info Version Info File
Name Name Name

$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$a
$d
$d
$d
$d
$d
$d
$d
$d

Copyright Joe Security LLC 2021

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x18cc8
0x18d0c
0x18dbc
0x18e9c
0x18ee8
0x18f38
0x18f5¢
0x19048
0x19088
0x19180
0x19420
0x19554
0x19908
0x19940
0x1998c
0x19998
0x199f0
0x19c20
0x19c60
0x19da4
0x19dc8
0x19f18
0x19f70
0x1a034
0x1a064
Oxla0fc
0x1al38
Oxla424
Oxla7ec
Oxla8e4
0x1bOcc
0x1b120
0x1b178
Ox1b5d4
Ox1b66c
0x1b6b8
0x1b9b0
Ox1b9e4
Ox1ba5c
Ox1bab4
0x1bb20
0x1bb30
0Ox1bb64
0x1bc50
0x1bdo4
Ox1bd64
0x1bd94
0x1bfo8
Ox1bfcc
0x1c038
0x1cOe4
0x1c228
0x1c644
Oxlcae0
Ox1cc20
0x8144
0x2844c
0x819c
0x28448
0x284d0
0x81e0
0x284d4
0x82bc

Symbol Type Symbol Bind

NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
Visibility
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx
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Version Info Version Info File
Name Name Name

$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d

Copyright Joe Security LLC 2021

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x83fc
0x8d10
0x90e4
0x9278
Oxlcch4
0x9640
0x996¢
0x9c58
0x9e00
0x9e68
Oxad5c
0xa788
0xa93c
Oxaaf0
Oxaca4
Oxae58
0xb00c
0xbl1cO
0xb31c
0xb474
0Oxb5cc
0xb724
0xb87c
0xbc20
0xbe00
0xc78c
0xd210
0xd904
0xe480
Oxe5a8
0xf5b8
0x107a0
0x10930
0x10be4
0x114f0
0x11c90
0x1lccO
0x28568
0x28570
Oxllcdc
Oxlle2c
0x11e60
0x11f28
0x285ac
0x28578
0x1f374
0x1270c
0x129bc
0x12a08
0x12f54
0x286b4
0x13380
0x13550
0x13598
0x13694
0x1373c
0x13840
0x138e8
0x13928
0x13960
0x139a4
0x139dc
Ox13al4

Size

O O O O O O O O O O O O O O O O O O O O O O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0o 0O 0O 0O 0o 0o 0o 0o 0o o o o o o o o o o o o o o o

Symbol Type Symbol Bind

NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
Visibility
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx
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Version Info Version Info File
Name Name Name

$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d
$d

Copyright Joe Security LLC 2021

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x13a54
0x13a98
0x13ad0
0x13bf8
0x145e8
0x286b8
0x14a88
Ox14adc
0x14bf8
0x286d0
Oxl4cac
0x14d64
Ox14e24
Ox14ec8
0x286e8
0x28780
0x14fcO
0x15054
0x15124
0x1520c
Ox1ffa0
0x15408
0x154a8
0x28794
0x15570
0x1569¢
0x15c74
0x15d3c
0x15d90
0x15e40
0x15ea0
0x15f04
Ox161a8
0x287ac
0x162ec
0x16398
Ox164a8
0x16644
0x16720
0x167d0
0x2001c
0x16944
0x2ea20
0x1696¢
0x16d10
0x16fd4
0x1739c
Ox17fac
0x20050
0x18094
0x18150
0x182c0
0x184d4
0x1861c
0x18c48
0x18db4
0x18e94
0x19040
0x19178
0x1953c
0x198ec
0x19934
0x19984

Size

O O O O O O O O O O O O O O 0O O 0O O 0O O O O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0o 0O 0o 0o o 0o 0o o o o o o o o o o o o o o o

Symbol Type Symbol Bind

NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE
NOTYPE

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
Visibility
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx

NN N NN

NJ}NNNNNNBNNNNNNNNN

[
w

N N NN NN NN NN NN DNDDNDN B NN DN DNDDN

Page 15 of 31



Version Info Version Info File Symbol

Name Name Name Section Name Value Size Symbol Type Symbol Bind Visibility Ndx

$d .symtab 0x19f04 0 NOTYPE <unknown> DEFAULT 2

$d .symtab 0xla418 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab Oxla7e0 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1b090 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1b118 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1b170 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1b58c 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1b654 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1bd8c 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1bf8c 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x1c030 0 NOTYPE <unknown>  DEFAULT 2

$d .symtab 0x287bc 0 NOTYPE <unknown>  DEFAULT 12

$t .symtab 0x80d0 0 NOTYPE <unknown>  DEFAULT 2
/home/landley/work/ab7/build/temp- .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
armvél/gce-

core/gcc/config/arm/liblfuncs.asm

/home/landley/work/ab7/build/temp- .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
armvél/gce-

core/gcc/config/arm/liblfuncs.asm

/home/landley/work/ab7/build/temp- .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
armvél/gce-

core/gcc/config/arm/liblfuncs.asm

/home/landley/work/ab7/build/temp- .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
armveél/gcc-

core/gcc/config/arm/liblfuncs.asm

/home/landley/work/ab7/build/temp- .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
armveél/gcc-

core/gcc/config/arm/lib1funcs.asm

/home/landley/work/ab7/build/temp- .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
armveél/gcc-

core/gcc/config/arm/lib1funcs.asm

/home/landley/work/ab7/build/temp- .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
armveél/gcc-

core/gec/config/arm/lib1funcs.asm

C.1.3506 .symtab 0x2001c 24 OBJECT <unknown>  DEFAULT 4
C.100.5050 .symtab Ox1ld46c 144 OBJECT <unknown>  DEFAULT 4
C.103.5088 .symtab Ox1d4fc 144 OBJECT <unknown>  DEFAULT 4
C.106.5126 .symtab 0x1d58c 144 OBJECT <unknown>  DEFAULT 4
C.109.5164 .symtab Ox1d6lc 144 OBJECT <unknown>  DEFAULT 4
C.112.5201 .symtab Ox1d7ec 8 OBJECT <unknown>  DEFAULT 4
C.115.5232 .symtab 0x1d7f4 8 OBJECT <unknown>  DEFAULT 4
C.118.5263 .symtab Ox1d7fc 8 OBJECT <unknown>  DEFAULT 4
C.121.5294 .symtab 0x1d804 8 OBJECT <unknown>  DEFAULT 4
C.124.5325 .symtab 0x1d80c 8 OBJECT <unknown>  DEFAULT 4
C.126.5352 .symtab 0x1e5d0 12 OBJECT <unknown>  DEFAULT 4
C.127.5353 .symtab 0x1e5b0 12 OBJECT <unknown>  DEFAULT 4
C.91.4935 .symtab Ox1d2bc 144 OBJECT <unknown>  DEFAULT 4
C.94.4974 .symtab Ox1d34c 144 OBJECT <unknown>  DEFAULT 4
C.97.5012 .symtab Ox1d3dc 144 OBJECT <unknown>  DEFAULT 4
GetRandomlIP .symtab 0x9e08 100 FUNC <unknown>  DEFAULT 2
Laligned .symtab 0x13138 0 NOTYPE <unknown>  DEFAULT 2
Llastword .symtab 0x13154 0 NOTYPE <unknown>  DEFAULT 2
OreoServer .symtab 0x284d4 4 OBJECT <unknown>  DEFAULT 12

Q .symtab 0x28808 16384 OBJECT <unknown>  DEFAULT 13
RandString .symtab 0x98b8 184 FUNC <unknown>  DEFAULT 2
Send100UP .symtab 0xb478 344 FUNC <unknown>  DEFAULT 2
SendNUKE .symtab 0xb728 344 FUNC <unknown>  DEFAULT 2
SendOVH .symtab Oxb1c8 344 FUNC <unknown>  DEFAULT 2
SendPAKI .symtab 0xb5d0 344 FUNC <unknown>  DEFAULT 2
SendZAP .symtab 0xb320 344 FUNC <unknown>  DEFAULT 2

_Exit .symtab Ox11lba4 44 FUNC <unknown>  DEFAULT 2
_GLOBAL_OFFSET_TABLE_ .symtab 0x28454 0 OBJECT <unknown>  HIDDEN 11
_Jv_RegisterClasses .symtab 0x0 0 NOTYPE <unknown>  DEFAULT SHN_UNDEF
_READ.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_WRITE.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_ C_ctype_b .symtab 0x28568 4 OBJECT <unknown>  DEFAULT 12

_ C_ctype_bh.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
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Version Info Version Info File Symbol

Name Name Name Section Name Value Size Symbol Type Symbol Bind Visibility Ndx
__C_ctype_b_data .symtab Oxled74 768 OBJECT <unknown> DEFAULT 4
__C_ctype_tolower .symtab 0x287bc 4 OBJECT <unknown>  DEFAULT 12
__C_ctype_tolower.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
__C_ctype_tolower_data .symtab 0x2011c 768 OBJECT <unknown>  DEFAULT 4
__C_ctype_toupper .symtab 0x28570 4 OBJECT <unknown>  DEFAULT 12
__C_ctype_toupper.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
__C_ctype_toupper_data .symtab 0x1f074 768 OBJECT <unknown>  DEFAULT 4
_ EH_FRAME_BEGIN__ .symtab 0x28444 0 OBJECT <unknown>  DEFAULT 7
_ FRAME_END___ .symtab 0x28444 0 OBJECT <unknown>  DEFAULT 7
__GI___C_ctype_b .symtab 0x28568 4 OBJECT <unknown>  HIDDEN 12
__GI___C_ctype_tolower .symtab 0x287bc 4 OBJECT <unknown>  HIDDEN 12
__GI___C_ctype_toupper .symtab 0x28570 4 OBJECT <unknown>  HIDDEN 12
__GI___ctype_b .symtab 0x2856¢ 4 OBJECT <unknown>  HIDDEN 12
__GI___ctype_tolower .symtab 0x287c0 4 OBJECT <unknown>  HIDDEN 12
__GI___ctype_toupper .symtab 0x28574 4 OBJECT <unknown>  HIDDEN 12
__GI___errno_location .symtab Ox1lcc8 28 FUNC <unknown>  HIDDEN 2
__GI___fentl_nocancel .symtab 0x11ab0 108 FUNC <unknown>  HIDDEN 2
__GI___fgetc_unlocked .symtab 0x184f8 300 FUNC <unknown>  HIDDEN 2
__GI___dlibc_strerror_r .symtab 0x13558 24 FUNC <unknown>  HIDDEN 2
__GI___h_errno_location .symtab 0x16958 28 FUNC <unknown>  HIDDEN 2
_ GI___libc_fentl .symtab Ox1la44 108 FUNC <unknown>  HIDDEN 2
__GI___sigaddset .symtab 0x13c24 36 FUNC <unknown>  HIDDEN 2
__GI___sigdelset .symtab 0x13c48 36 FUNC <unknown>  HIDDEN 2
__GI___sigismember .symtab 0x13c00 36 FUNC <unknown>  HIDDEN 2
__GIl___uClibc_fini .symtab 0x15dd8 124 FUNC <unknown>  HIDDEN 2
__GI___uClibc_init .symtab 0x15ea8 108 FUNC <unknown>  HIDDEN 2
__Gl___xpg_strerror_r .symtab 0x135a0 256 FUNC <unknown>  HIDDEN 2
_ GI__exit .symtab Ox11lba4 44 FUNC <unknown>  HIDDEN 2
__Gl_abort .symtab Ox14aed 296 FUNC <unknown>  HIDDEN 2
__Gl_atoi .symtab 0x15214 32 FUNC <unknown>  HIDDEN 2
_ Gl_brk .symtab 0x19940 76 FUNC <unknown>  HIDDEN 2
__Gl_chdir .symtab 0x11948 52 FUNC <unknown>  HIDDEN 2
__Gl_clock_getres .symtab 0x163b4 52 FUNC <unknown>  HIDDEN 2
__Gl_close .symtab 0x11c3c 52 FUNC <unknown>  HIDDEN 2
__GlI_closedir .symtab 0x16560 248 FUNC <unknown>  HIDDEN 2
__GI_config_close .symtab 0x16c9c 52 FUNC <unknown>  HIDDEN 2
__GI_config_open .symtab 0x16cd0 72 FUNC <unknown>  HIDDEN 2
__GI_config_read .symtab 0x16974 808 FUNC <unknown>  HIDDEN 2
__Gl_connect .symtab 0x138f4 56 FUNC <unknown>  HIDDEN 2
__ Gl_dup2 .symtab 0x11690 52 FUNC <unknown>  HIDDEN 2
__Gl_errno .symtab 0x2ea20 4 OBJECT <unknown>  HIDDEN 13
__ Gl_execl .symtab 0x15c98 172 FUNC <unknown>  HIDDEN 2
__Gl_execve .symtab 0x16344 52 FUNC <unknown>  HIDDEN 2
_ Gl_exit .symtab 0x15410 184 FUNC <unknown>  HIDDEN 2
__Gl_fclose .symtab 0x16e40 436 FUNC <unknown>  HIDDEN 2
__Gl_fentl .symtab Ox1la44 108 FUNC <unknown>  HIDDEN 2
__GI_fflush_unlocked .symtab 0x182ec 524 FUNC <unknown>  HIDDEN 2
__ Gl_fgetc .symtab 0x17fcc 220 FUNC <unknown>  HIDDEN 2
__GI_fgetc_unlocked .symtab 0x184f8 300 FUNC <unknown>  HIDDEN 2
__ Gl_fgets .symtab 0x180a8 188 FUNC <unknown>  HIDDEN 2
__GI_fgets_unlocked .symtab 0x18624 160 FUNC <unknown>  HIDDEN 2
__GI_fopen .symtab 0x16ff4 32 FUNC <unknown>  HIDDEN 2
__GI_fork .symtab 0x11884 52 FUNC <unknown>  HIDDEN 2
__GI_fputs_unlocked .symtab 0x12f84 56 FUNC <unknown>  HIDDEN 2
__ Gl_fseek .symtab 0x19da4 36 FUNC <unknown>  HIDDEN 2
__Gl_fseeko64 .symtab 0x19dc8 336 FUNC <unknown>  HIDDEN 2
__ GI_fstat .symtab 0x19998 88 FUNC <unknown>  HIDDEN 2
__GI_fwrite_unlocked .symtab 0x12fbc 176 FUNC <unknown>  HIDDEN 2
__GI_getc_unlocked .symtab 0x184f8 300 FUNC <unknown>  HIDDEN 2
__GI_getdtablesize .symtab 0x119b0 44 FUNC <unknown>  HIDDEN 2
__GIl_getegid .symtab 0x1641c 20 FUNC <unknown>  HIDDEN 2
__GI_geteuid .symtab 0x16430 20 FUNC <unknown>  HIDDEN 2
__ GI_getgid .symtab 0x164b0 20 FUNC <unknown>  HIDDEN 2
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Name
__GI_gethostbyname
__GI_gethostbyname2
__GI_gethostbyname2_r
__GI_gethostbyname_r
__GI_gethostname
__GI_getpagesize
__GI_getpid
__GI_getrlimit
__GI_getsockname
__GI_gettimeofday
__GI_getuid
__GI_h_ermo
__GI_htonl
__GI_htons
__Gl_inet_addr
__Gl_inet_aton
__Gl_inet_ntoa
__Gl_inet_ntoa_r
__Gl_inet_ntop
__Gl_inet_pton
__Gl_initstate_r
__Gl_ioctl
__Gl_isatty
__Gl_isspace
__GI_kill
__GI_Iseek64
__Gl_memchr
__GIl_memcpy
__Gl_memmove
__GI_mempcpy
__Gl_memrchr
__Gl_memset
__Gl_mmap
__Gl_mremap
__Gl_munmap
__Gl_nanosleep
__Gl_ntohl
__Gl_ntohs
__Gl_open
__GI_opendir
__GI_pipe
__Gl_poll
__Gl_raise
__Gl_random
__Gl_random_r
__GIl_rawmemchr
__ Gl_read
__Gl_readdir64

__ Gl_recv

__ Gl_sbrk

__ Gl_select

_ Gl_send
__Gl_sendto
__GI_seteuid
__GI_setresuid
__GI_setreuid
__GI_setsockopt
__ Gl_setstate_r
__Gl_sigaction
__Gl_sigaddset
__GI_sigemptyset
__Gl_signal

__GI_sigprocmask
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Version Info
Name

Version Info File
Name

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x13870
0x1388c
0x19180
0x1b6b8
0x1b9e4
0x16378
0x117cc
0x163e8
0x1392c
0x11al0
0x163a0
Ox2ea24
0x13750
0x13740
0x13848
0x19088
0x1382c
0x137a0
0x1a568
0x1a208
0x15130
0x11b50
0x136a0
0x11c70
0x119dc
Ox1bab4
0x18b60
0x131a0
0x1bb20
0x18f38
0x18dbc
0x13070
0x161e8
0x19¢c20
0x164c4
0x164f8
0x13780
0x13770
0x11738
0x16728
0x11798
0x1b9b0
Ox13ad4
0x14c24
0x14fc8
0x18d0c
0x1197c
0x1686¢
0x139a8
0x16444
0x11908
0x139e0
0x13a18
0x116c4
0x11bdO
0x118d4
0x13a58
Oxl4eed
0x16270
0x13af0
0x13b34
0x13b48
0x11c04

Size
28
104
672
760
120
40
20
52
56
52
20

32
16
40
248
28
140
644
540
228
84
36
40
52
100
240

36
224

104
64
52
52
32
16
96
172
52
52
28
164
144
176
52
236
56
108
64
56
64
116
52
52
68
228
136
68
20
184
56

Symbol Type Symbol Bind

FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
OBJECT
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FUNC
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FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
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FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
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<unknown>
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<unknown>
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<unknown>
<unknown>

<unknown>

Symbol
Visibility
HIDDEN
HIDDEN
HIDDEN
HIDDEN
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Name

__ Gl_sleep
__GI_socket
__GI_sprintf
__Gl_srandom_r
__ Gl_stat
__Gl_strcasecmp
__Gl_strchr
__GI_strchrnul
__Gl_strcmp
__GI_strcaoll
__Gl_strcpy
__Gl_strcspn
__GI_strdup
__Gl_strlen
__Gl_strncpy
__GI_strnlen
__GI_strpbrk
__GI_strrchr
__Gl_strspn
__Gl_strstr
__GI_strtok
__GI_strtok_r
__GI_strtol
__Gl_sysconf
__GI_tcgetattr
__Gl_time
__GI_toupper
__Gl_uname
__Gl_vfork
__GI_vsnprintf
__Gl_wait4
__GI_waitpid
__GIl_wcrtomb
__GI_wcsnrtombs
__GI_wcsrtombs
__Gl_write
__JCR_END__
__JCR_LIST__
__adddf3
__aeabi_cdcmpeq
__aeabi_cdcmple
__aeabi_cdrcmple
__aeabi_d2uiz
__aeabi_dadd
__aeabi_dcmpeq
__aeabi_dcmpge
__aeabi_dcmpgt
__aeabi_dcmple
__aeabi_dcmplt
__aeabi_ddiv
__aeabi_dmul
__aeabi_drsub
__aeabi_dsub
__aeabi_f2d
__aeabi_i2d
__aeabi_idiv
__aeabi_idivmod
__aeabi_l2d
__aeabi_ui2d
__aeabi_uidiv
__aeabi_uidivmod
__aeabi_ul2d

__aeabi_unwind_cpp_pr0
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Version Info
Name

Version Info File
Name

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x154c8
0x13a9c
Ox1lce4
0x15058
Ox1ba5c
Ox1bfcc
0x13468
0x18f5¢
0x13180
0x13180
0x13388
0x18cc8
0x1bb30
0x13110
0x133ac
0x132bc
0x19048
0x18ee8
0x18e9c
0x131c0
0x13570
0x18c50
0x15234
0x156¢0
0x136¢c4
0x11814
0x11c98
0x1bfo8
0x11650
0x11d18
0x16310
0x118b8
0x16d18
0x16d90
Ox16d6c
0x11blc
0x28450
0x28450
0x1c234
0x1ch90
0x1ch90
Ox1ch74
Ox1cc20
0x1c234
Ox1cba8
Ox1chfo
0Ox1cc08
Ox1chd8
Ox1cbcO
Ox1c8d4
0x1c644
0x1c228
0x1c230
0x1c590
0x1c568
0x1cOe4
0x1c210
Ox1c5e4
0x1c544
0x1151c
0x11618
0x1c5d0
0x1998¢

Size
172
56
52
216
88
108
240
236
28
28
36
68
52
96
188
204
64
80
76
252
48
120
28
1496
124
48
48
52
64
180
52
28
84
176
36
52

784
24
24
52
84
784
24
24
24
24
24
524
656

788
64
40

24
96
36

24
116
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FUNC
OBJECT
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FUNC
FUNC
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FUNC
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FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
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<unknown>
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Symbol
Visibility Ndx
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HIDDEN 2
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Name
__aeabi_unwind_cpp_prl
__aeabi_unwind_cpp_pr2
__app_fini
__atexit_lock
__bss_end__
__bss_start
__bss_start__
__check_one_fd
__close_nameservers
__cmpdf2
__ctype_b
__ctype_tolower
__Cctype_toupper
__curbrk
__data_start
__decode_dotted
__decode_header
__default_rt_sa_restorer
__default_sa_restorer
__deregister_frame_info
__divo
_ divdf3
__divsi3
__dns_lookup
__do_global_dtors_aux
__do_global_dtors_aux_fini_array_e
ntry
__dso_handle
__encode_dotted
__encode_header
__encode_question
_end__
__environ
__eqdf2
__errno_location
__errno_location.c
__error
__exidx_end
__exidx_start
__exit_cleanup
__extendsfdf2
__fentl_nocancel
__fgetc_unlocked
__fini_array_end
__fini_array_start
__fixunsdfsi
__floatdidf
__floatsidf
__floatundidf
__floatunsidf
__frame_dummy_init_array_entry
__gedf2
__get_hosts_byname_r
__getdents64
__getpagesize
__glibc_strerror_r
__glibc_strerror_r.c
__gtdf2
__h_errno_location
__h_errno_location.c
__init_array_end
__init_array_start
__ledf2
__libc_close
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Version Info
Name

Version Info File
Name

Section Name
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab
.symtab

.symtab

Value
0x19990
0x19994
Ox2eal8
0x28794
Ox2ee48
0x287c4
0x287c4
0x15e54
0x1b5d4
Ox1caf0
0x2856¢
0x287c0
0x28574
Ox2ea28
0x284cc
Oxla7ec
0x1bc50
0x16308
0x162fc
0x0
0x11630
0x1c8d4
0x1cOe4
Oxla8e4
0x810c
0x2844c

0x284cc
0x1c038
0x1bb64
0x1bdo4
Ox2ee48
Ox2eall
Ox1caf0
Ox1lcc8
0x0
0x1168c
0x20444
0x20434
0x2eal8
0x1c590
0Ox11abO
0x184f8
0x28450
0x2844c
Ox1cc20
Ox1c5e4
0x1c568
0x1c5d0
0x1c544
0x28448
Oxlcae0
0x1b66¢c
0x19c60
0x16378
0x13558
0x0
Oxlcae0
0x16958
0x0
0x2844c
0x28448
Ox1cae8
0Ox11c3c

Size

20
524
300
2024

148
76
324
40
24

148
28

140
52

Symbol Type Symbol Bind

FUNC
FUNC
OBJECT
OBJECT
NOTYPE
NOTYPE
NOTYPE
FUNC
FUNC
FUNC
OBJECT
OBJECT
OBJECT
OBJECT
NOTYPE
FUNC
FUNC
FUNC
FUNC
NOTYPE
FUNC
FUNC
FUNC
FUNC
FUNC
OBJECT

OBJECT
FUNC
FUNC
FUNC
NOTYPE
OBJECT
FUNC
FUNC
FILE
NOTYPE
NOTYPE
NOTYPE
OBJECT
FUNC
FUNC
FUNC
NOTYPE
NOTYPE
FUNC
FUNC
FUNC
FUNC
FUNC
OBJECT
FUNC
FUNC
FUNC
FUNC
FUNC
FILE
FUNC
FUNC
FILE
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NOTYPE
FUNC
FUNC

<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
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<unknown>
<unknown>
<unknown>
<unknown>
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<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

<unknown>
<unknown>
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<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>
<unknown>

<unknown>

Symbol
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DEFAULT
DEFAULT
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DEFAULT
DEFAULT
DEFAULT
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DEFAULT
DEFAULT
DEFAULT
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DEFAULT
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Name

__libc_connect
__libc_fentl

__libc_fork
__libc_Iseek64
__libc_nanosleep
__libc_open
__libc_read
__libc_recv
__libc_select
__libc_send
__libc_sendto
__libc_sigaction
__libc_stack_end
__libc_waitpid
__libc_write
__local_nameserver
__ldf2
__malloc_consolidate
__malloc_largebin_index
__malloc_lock
__malloc_state
__malloc_trim
__muldf3
__hameserver
__hameservers
__nedf2
__open_etc_hosts
__open_nameservers
__pagesize
__preinit_array_end
__preinit_array_start
__progname
__progname_full
__pthread_initialize_minimal
__pthread_mutex_init
__pthread_mutex_lock
__pthread_mutex_trylock
__pthread_mutex_unlock
__pthread_return_0
__read_etc_hosts_r
__register_frame_info
__res_sync
__resolv_attempts
__resolv_lock
__resolv_timeout
__rtld_fini
__searchdomain
__searchdomains
__sigaddset
__sigdelset
__sigismember
__stdin

__stdio_READ
__stdio_ WRITE
__stdio_adjust_position
__stdio_fwrite
__stdio_init_mutex
__stdio_mutex_initializer.4636
__stdio_rfill
__stdio_seek
__stdio_trans2r_o

__stdio_trans2w_o
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Name
__stdio_wcommit
__stdout

__subdf3
__syscall_error
__syscall_error.c
__syscall_fentl.c
__syscall_rt_sigaction
__syscall_rt_sigaction.c
__uClibc_fini
__uClibc_init
__uClibc_main
__uClibc_main.c
__uclibc_progname
__udivsi3

_vfork
__Xpg_strerror_r
__Xpg_strerror_r.c
__Xstat32_conv
__Xstat64_conv
__Xxstat_conv
_adjust_pos.c
_bss_custom_printf_spec
_bss_end__
_call_via_fp
_call_via_ip
_call_via_lIr
_call_via_r0
_call_via_r1
_call_via_r2
_call_via_r3
_call_via_r4
_call_via_r5
_call_via_r6
_call_via_r7
_call_via_r8
_call_via_r9
_call_via_sl
_call_via_sp
_charpad
_cs_funcs.c
_custom_printf_arginfo
_custom_printf_handler
_custom_printf_spec
_dl_aux_init
_dl_phdr
_dl_phnum

_edata

_end

_errno

_exit

_exit.c

_fini

_fixed_buffers
_fopen.c
_fp_out_narrow
_fpmaxtostr
_fpmaxtostr.c
_fwrite.c

_h_ermo

_init

_load_inttype
_load_inttype.c

_memcpy
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Version Info Version Info File Symbol

Name Name Name Section Name Value Size Symbol Type Symbol Bind Visibility Ndx
_ppfs_init .symtab 0x1272c 160 FUNC <unknown>  HIDDEN 2
_ppfs_init.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_ppfs_parsespec .symtab 0x12al4 1392 FUNC <unknown>  HIDDEN 2
_ppfs_parsespec.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
_ppfs_prepargs .symtab 0x127cc 68 FUNC <unknown>  HIDDEN 2
_ppfs_prepargs.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
_ppfs_setargs .symtab 0x12810 432 FUNC <unknown>  HIDDEN 2
_ppfs_setargs.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_promoted_size .symtab 0x129c0 84 FUNC <unknown>  DEFAULT 2
_pthread_cleanup_pop_restore .symtab 0x15dac 44 FUNC <unknown>  DEFAULT 2
_pthread_cleanup_push_defer .symtab 0x15da4 8 FUNC <unknown>  DEFAULT 2

_rfill.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_sigintr .symtab Ox2eaac 8 OBJECT <unknown>  HIDDEN 13

_start .symtab 0x81b0 0 FUNC <unknown>  DEFAULT 2

_stdio.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_stdio_fopen .symtab 0x170c8 776 FUNC <unknown>  HIDDEN 2
_stdio_init .symtab Ox1ldcc 104 FUNC <unknown>  HIDDEN 2
_stdio_openlist .symtab 0x285c0 4 OBJECT <unknown>  DEFAULT 12
_stdio_openlist_add_lock .symtab 0x28578 24 OBJECT <unknown>  DEFAULT 12
_stdio_openlist_dec_use .symtab 0x18164 392 FUNC <unknown>  HIDDEN 2
_stdio_openlist_del_count .symtab 0x2c814 4 OBJECT <unknown>  DEFAULT 13
_stdio_openlist_del_lock .symtab 0x28590 24 OBJECT <unknown>  DEFAULT 12
_stdio_openlist_use_count .symtab 0x2c810 4 OBJECT <unknown>  DEFAULT 13
_stdio_streams .symtab 0x285c4 240 OBJECT <unknown>  DEFAULT 12
_stdio_term .symtab 0x11e68 212 FUNC <unknown>  HIDDEN 2
_stdio_user_locking .symtab 0x285a8 4 OBJECT <unknown>  DEFAULT 12
_stdlib_strto_| .symtab 0x15250 448 FUNC <unknown>  HIDDEN 2
_stdlib_strto_l.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_store_inttype .symtab 0x17650 44 FUNC <unknown>  HIDDEN 2
_store_inttype.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_string_syserrmsgs .symtab 0x1f444 2906 OBJECT <unknown>  HIDDEN 4
_string_syserrmsgs.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_trans2r.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_trans2w.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_uintmaxtostr .symtab 0x1767¢c 348 FUNC <unknown>  HIDDEN 2
_uintmaxtostr.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_vfprintf_internal .symtab 0x12044 1768 FUNC <unknown>  HIDDEN 2
_vfprintf_internal.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
_wcommit.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
abort .symtab Ox14aed 296 FUNC <unknown>  DEFAULT 2

abort.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
aeabi_unwind_cpp_prl.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
atoi .symtab 0x15214 32 FUNC <unknown>  DEFAULT 2

atol .symtab 0x15214 32 FUNC <unknown>  DEFAULT 2

atol.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
bcopy .symtab 0x13170 16 FUNC <unknown>  DEFAULT 2
been_there_done_that .symtab Ox2ea04 4 OBJECT <unknown>  DEFAULT 13

bot.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
brk .symtab 0x19940 76 FUNC <unknown>  DEFAULT 2

brk.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
bsd_signal .symtab 0x13b48 184 FUNC <unknown>  DEFAULT 2
buf.2975 .symtab 0x2e828 16 OBJECT <unknown>  DEFAULT 13
buf.5444 .symtab 0x2e838 440 OBJECT <unknown>  DEFAULT 13

bzero .symtab 0x131b0 12 FUNC <unknown>  DEFAULT 2

c .symtab 0x284e0 4 OBJECT <unknown>  DEFAULT 12

calloc .symtab 0x19420 308 FUNC <unknown>  DEFAULT 2

calloc.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
chdir .symtab 0x11948 52 FUNC <unknown>  DEFAULT 2

chdir.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
checksum_tcp_udp .symtab 0x9fcO 424 FUNC <unknown>  DEFAULT 2
clock_getres .symtab 0x163b4 52 FUNC <unknown>  DEFAULT 2
clock_getres.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
close .symtab 0x11c3c 52 FUNC <unknown>  DEFAULT 2
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Name Name Name Section Name Value Size Symbol Type Symbol Bind Visibility Ndx
close.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
closedir .symtab 0x16560 248 FUNC <unknown>  DEFAULT 2
closedir.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
closenameservers.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
completed.4959 .symtab 0x287c8 1 OBJECT <unknown>  DEFAULT 13
connect .symtab 0x138f4 56 FUNC <unknown>  DEFAULT 2
connect.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
connectTimeout .symtab 0x9350 624 FUNC <unknown>  DEFAULT 2
crtstuff.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
crtstuff.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
csum .symtab 0x9e6c 340 FUNC <unknown>  DEFAULT 2
currentServer .symtab 0x284d8 4 OBJECT <unknown>  DEFAULT 12
data_start .symtab 0x284d0 0 NOTYPE <unknown>  DEFAULT 12
decoded.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
decodeh.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
dl-support.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
dnslookup.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
dup2 .symtab 0x11690 52 FUNC <unknown>  DEFAULT 2

dup2.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
encoded.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
encodeh.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
encodeq.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
environ .symtab 0x2eall 4 OBJECT <unknown>  DEFAULT 13

errno .symtab 0x2ea20 4 OBJECT <unknown>  DEFAULT 13
errno.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
execl .symtab 0x15c98 172 FUNC <unknown>  DEFAULT 2

execl.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
execve .symtab 0x16344 52 FUNC <unknown>  DEFAULT 2
execve.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
exit .symtab 0x15410 184 FUNC <unknown>  DEFAULT 2

exit.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
expl0_table .symtab 0x20050 72 OBJECT <unknown>  DEFAULT 4

fclose .symtab 0x16e40 436 FUNC <unknown>  DEFAULT 2

fclose.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fentl .symtab Ox1la44 108 FUNC <unknown>  DEFAULT 2
fd_to_DIR .symtab 0x16658 208 FUNC <unknown>  DEFAULT 2

fdgets .symtab 0x927¢ 212 FUNC <unknown>  DEFAULT 2
fdopen_pids .symtab 0x2c808 4 OBJECT <unknown>  DEFAULT 13
fdopendir .symtab 0x167d4 152 FUNC <unknown>  DEFAULT 2
fdpclose .symtab 0x90f4 392 FUNC <unknown>  DEFAULT 2

fdpopen .symtab 0x8ebc 648 FUNC <unknown>  DEFAULT 2
fflush_unlocked .symtab 0x182ec 524 FUNC <unknown>  DEFAULT 2
fflush_unlocked.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fgetc .symtab 0x17fcc 220 FUNC <unknown>  DEFAULT 2

fgetc.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fgetc_unlocked .symtab 0x184f8 300 FUNC <unknown>  DEFAULT 2
fgetc_unlocked.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fgets .symtab 0x180a8 188 FUNC <unknown>  DEFAULT 2

fgets.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fgets_unlocked .symtab 0x18624 160 FUNC <unknown>  DEFAULT 2
fgets_unlocked.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fmt .symtab 0x20038 20 OBJECT <unknown>  DEFAULT 4

fopen .symtab 0x16ff4 32 FUNC <unknown>  DEFAULT 2

fopen.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fork .symtab 0x11884 52 FUNC <unknown>  DEFAULT 2

fork.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fputs_unlocked .symtab 0x12f84 56 FUNC <unknown>  DEFAULT 2
fputs_unlocked.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
frame_dummy .symtab 0x8150 0 FUNC <unknown>  DEFAULT 2

free .symtab 0x14868 572 FUNC <unknown>  DEFAULT 2

free.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fseek .symtab 0x19da4 36 FUNC <unknown>  DEFAULT 2

fseeko .symtab 0x19da4 36 FUNC <unknown>  DEFAULT 2
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fseeko.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
fseeko64 .symtab 0x19dc8 336 FUNC <unknown>  DEFAULT 2
fseekob4.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fstat .symtab 0x19998 88 FUNC <unknown>  DEFAULT 2

fstat.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
fwrite_unlocked .symtab 0x12fbc 176 FUNC <unknown>  DEFAULT 2
fwrite_unlocked.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
getHost .symtab 0x97f0 104 FUNC <unknown>  DEFAULT 2
getOurlP .symtab 0x1093c 700 FUNC <unknown>  DEFAULT 2
get_hosts_byname_r.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getc .symtab 0x17fcc 220 FUNC <unknown>  DEFAULT 2
getc_unlocked .symtab 0x184f8 300 FUNC <unknown>  DEFAULT 2
getdents64.c .symtab 0x0 0 FILE <unknown> DEFAULT SHN_ABS
getdtablesize .symtab 0x119b0 44 FUNC <unknown> DEFAULT 2
getdtablesize.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getegid .symtab 0x1641c 20 FUNC <unknown>  DEFAULT 2
getegid.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
geteuid .symtab 0x16430 20 FUNC <unknown>  DEFAULT 2
geteuid.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getgid .symtab 0x164b0 20 FUNC <unknown>  DEFAULT 2

getgid.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
gethostbyname .symtab 0x13870 28 FUNC <unknown>  DEFAULT 2
gethostbyname.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
gethostbyname2 .symtab 0x1388c 104 FUNC <unknown>  DEFAULT 2
gethostbyname2.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
gethostbyname2_r .symtab 0x19180 672 FUNC <unknown>  DEFAULT 2
gethostbyname2_r.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
gethostbyname_r .symtab 0x1b6b8 760 FUNC <unknown>  DEFAULT 2
gethostbyname_r.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
gethostname .symtab 0x1b9e4 120 FUNC <unknown>  DEFAULT 2
gethostname.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getpagesize .symtab 0x16378 40 FUNC <unknown>  DEFAULT 2
getpagesize.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getpid .symtab 0x117cc 20 FUNC <unknown>  DEFAULT 2

getpid.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getrlimit .symtab 0x163e8 52 FUNC <unknown>  DEFAULT 2
getrlimit.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getsockname .symtab 0x1392¢c 56 FUNC <unknown>  DEFAULT 2
getsockname.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getsockopt .symtab 0x13964 68 FUNC <unknown>  DEFAULT 2
getsockopt.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
gettimeofday .symtab 0x11a10 52 FUNC <unknown>  DEFAULT 2
gettimeofday.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
getuid .symtab 0x163a0 20 FUNC <unknown>  DEFAULT 2

getuid.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
gotIP .symtab 0x287f0 4 OBJECT <unknown>  DEFAULT 13
h_errmo .symtab Ox2ea24 4 OBJECT <unknown>  DEFAULT 13
hextable .symtab Oxlcch4 1024 OBJECT <unknown>  DEFAULT 4
hoste.5443 .symtab 0x2e9f0 20 OBJECT <unknown>  DEFAULT 13

htonl .symtab 0x13750 32 FUNC <unknown>  DEFAULT 2

htons .symtab 0x13740 16 FUNC <unknown>  DEFAULT 2

.4037 .symtab 0x284e4 4 OBJECT <unknown>  DEFAULT 12

index .symtab 0x13468 240 FUNC <unknown>  DEFAULT 2
inet_addr .symtab 0x13848 40 FUNC <unknown>  DEFAULT 2
inet_aton .symtab 0x19088 248 FUNC <unknown>  DEFAULT 2
inet_aton.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
inet_makeaddr.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
inet_ntoa .symtab 0x1382c 28 FUNC <unknown>  DEFAULT 2
inet_ntoa.c .symtab 0x0 0 FILE <unknown>  DEFAULT SHN_ABS
inet_ntoa_r .symtab 0x137a0 140 FUNC <unknown>  DEFAULT 2
inet_ntop .symtab 0x1a568 644 FUNC <unknown>  DEFAULT 2
inet_ntop4 .symtab Oxla424 324 FUNC <unknown>  DEFAULT 2
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Network Behavior

No network behavior found

System Behavior

Analysis Process: dash PID: 5204 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

08:02:47

28/10/2021

Jusr/bin/dash

n/a

129816 bytes
le6b1c887c59a315edb7eb9a315fc84c

Analysis Process: cat PID: 5204 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

08:02:47

28/10/2021

Jusr/bin/cat

cat /tmp/tmp.USJYxzaCuE

43416 bytes
7e9d213e404ad3bb82e4ebb2elf2c1b3

File Activities

File Read

Analysis Process: dash PID: 5205 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

08:02:47

28/10/2021

Jusr/bin/dash

n/a

129816 bytes
1e6b1c887c59a315edb7eb9a315fc84c

Analysis Process: head PID: 5205 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
Copyright Joe Security LLC 2021

08:02:47
28/10/2021
Jusr/bin/head
head -n 10
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File size:

MD5 hash:

47480 bytes

fd96a67145172477dd57131396fc9608

File Activities

File Read

Analysis Process: dash PID: 5206 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

08:02:47
28/10/2021
Jusr/bin/dash
n/a

129816 bytes

le6b1c887c59a315edb7eb9a315fc84c

Analysis Process: tr PID: 5206 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read

08:02:47

28/10/2021

Jusr/bin/tr

tr -d \\000-\\011\\013\\014\\016-\\037
51544 bytes
fbd1402dd9f72d8ebfff00ce7c3a7bb5

Analysis Process: dash PID: 5207 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

08:02:47

28/10/2021

Jusr/bin/dash

n/a

129816 bytes
le6b1c887c59a315edb7eb9a315fc84c

Analysis Process: cut PID: 5207 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

08:02:47

28/10/2021

Jusr/bin/cut

cut -c -80

47480 bytes
d8ed0eadf22c0de0f8692d4d9f1759d3
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File Activities

File Read

Analysis Process: dash PID: 5208 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

08:02:47

28/10/2021

Jusr/bin/dash

n/a

129816 bytes
le6b1c887c59a315edb7eb9a315fc84c

Analysis Process: cat PID: 5208 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read

08:02:47

28/10/2021

Jusr/bin/cat

cat /tmp/tmp.USJYxzaCuE

43416 bytes
7e9d213e404ad3bb82e4ebb2elf2c1b3

Analysis Process: dash PID: 5209 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MDS5 hash:

08:02:47

28/10/2021

Jusr/bin/dash

n/a

129816 bytes
1le6b1c887c59a315edb7eb9a315fc84c

Analysis Process: head PID: 5209 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read
Copyright Joe Security LLC 2021

08:02:47

28/10/2021

Jusr/bin/head

head -n 10

47480 bytes
fd96a67145172477dd57131396fc9608
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Analysis Process: dash PID: 5210 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

08:02:47

28/10/2021

Jusr/bin/dash

n/a

129816 bytes
le6b1c887c59a315edb7eb9a315fc84c

Analysis Process: tr PID: 5210 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read

08:02:47

28/10/2021

Jusr/bin/tr

tr -d \\000-\\011\\013\\014\\016-\\037
51544 bytes
fbd1402dd9f72d8ebfff00ce7c3a7bb5

Analysis Process: dash PID: 5211 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

08:02:47

28/10/2021

Jusr/bin/dash

n/a

129816 bytes
1e6b1c887c59a315edb7eb9a315fc84c

Analysis Process: cut PID: 5211 Parent PID: 4331

General

Start time:
Start date:
Path:
Arguments:
File size:
MDS5 hash:

File Activities

File Read

File Written

Copyright Joe Security LLC 2021

08:02:47

28/10/2021

Jusr/bin/cut

cut -c -80

47480 bytes
d8edOea8f22c0de0f8692d4d9f1759d3
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Analysis Process: dash PID: 5212 Parent PID: 4331

General

Start time: 08:02:47

Start date: 28/10/2021

Path: Jusr/bin/dash

Arguments: n/a

File size: 129816 bytes

MD5 hash: le6b1c887c59a315edb7eb9a315fc84c

Analysis Process: rm PID: 5212 Parent PID: 4331

General

Start time: 08:02:47

Start date: 28/10/2021

Path: Jusr/bin/rm

Arguments: rm -f /tmp/tmp.USJYxzaCuE /tmp/tmp.T3hUP4mjcM /tmp/tmp.wRaDNMdR2W
File size: 72056 bytes

MD5 hash: aa2b5496fdbfd88e38791ab81f90b95h

File Activities

File Read

Analysis Process: 4wA5neDGrq PID: 5263 Parent PID: 5109

General

Start time: 08:02:58

Start date: 28/10/2021

Path: /tmp/4wA5neDGrq

Arguments: /tmp/4wA5neDGrq

File size: 4956856 bytes

MDS5 hash: Sebfcae4fe2471fcc5695¢2394773ff1

File Activities

File Read

Analysis Process: 4wA5neDGrq PID: 5265 Parent PID: 5263

General

Start time: 08:02:58

Start date: 28/10/2021

Path: /tmp/4wA5neDGrq

Arguments: n/a

File size: 4956856 bytes

MDS5 hash: 5ebfcae4fe2471fcc5695c2394773ff1
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Analysis Process: 4wA5neDGrq PID: 5267 Parent PID: 5265

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

08:02:58

28/10/2021

/tmp/4wA5neDGrq

n/a

4956856 bytes
5ebfcae4fe2471fcc5695¢2394773ff1

Analysis Process: 4wA5neDGrq PID: 5269 Parent PID: 5267

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read

08:02:58

28/10/2021

/tmp/4wA5neDGrq

n/a

4956856 bytes
5ebfcae4fe2471fcc5695¢2394773ff1

Analysis Process: 4wA5neDGrq PID: 5271 Parent PID: 5269

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

Copyright Joe Security LLC 2021

08:02:58

28/10/2021

/tmp/4wA5neDGrq

n/a

4956856 bytes
Sebfcae4fe2471fcc5695c2394773ff1
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