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Windows Analysis Report http://bit.ly/3b7ion9
Overview

General Information Detection Signatures Classification

Snort IDS alert for network traffic (e....
Analysis ID: 511374 MALICIOUS
. . HIFR GETr or, POS without a user;...
QB E e
Most interesting Screenshot: INOJH] tie fotind

A

Something's wrong
h

Score: 48
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 6920 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'http:/bit.ly/3b7ion9" MD5:
C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 3176 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1524,7696213736646939735,17595303793294090733,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1892
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

Copyright Joe Security LLC 2021 Page 3 of 282



Networking:

Mitre Att&ck Matrix

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects
Valid Windows Path Process Masquerading os System Remote Data from  Exfiltration Encrypted Eavesdropon Remotely
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device
Instrumentation Dumping  Discovery System Network Network Without
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to Remotely
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device
(Windows) Manager Shared Protocol Location Cloud
Drive Backups
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card
Accounts (Mac) Script Network Component  Capture Transfer Tool Swap
(Mac) Configuration Object Model Transfer
Discovery
Behavior Graph
Behavior Graph
ID: 511374 Legend'
URL: hitp:/bitly/3b7ion9 Process
Startdate: 29/10/2021

Architecture:  WINDOWS

Score: 48

Zippyfrog.co docrdsfx76ssb.cloudfront.net 4 other IPs or domains
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

(® Bitly | Page Not Found | 404 x o+

C @ Notsecure | bitly/3bTion9

Chrome is being controlled by automated test software.

biu% Log In Sign Up

b

Something's wrong
here.

This is a 404 error, which means you've clicked on a bad link or entered
an invalid URL. Maybe what you are looking for can be found at
Bitly.com. P.S. Bitly links are case sensitive.

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source

http://bit.ly/3b7ion9

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\6920_1170629082\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\6920_1170629082\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\6920_1170629082\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\6920_1170629082\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source

http://https://www.google.co.uk/ads/ga-audiences?v=1&t=sr&slf_rd=1& r=4&tid=G-
567GCTLIBBA&cid=733574328.1635496890>m=20ear0&aip=1&z=49478520

http://https://dns.google
http://https://www.google.com;
http://

Detection

0%

Detection

0%

0%

0%

0%

Detection

0%

0%
0%
0%

https://zippyfrog.co/anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d415

72[core.js

http:if

0%

https://zippyfrog.co/anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d415

72[core.js

http://https://754-kbj-733.mktoresp.com/webevents/visitWebPage?

_mchNc=1635496924644&_ mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-1635496889137-
41538&_mchHo=bitly.com&_mchPo=&_ mchRu=%2F&_mchPc=https%3A&_mchVr=160&_ mchEcid=&
mchHa=&_ mchRe=&_ mchQp=

http://https://www.google.co.uk/pagead/1p-user-list/768371374/?
random=1635496890052&cv=9&fst=1635494400000&num=1&bg=ffffff&guid=ON&u_h=1024&u_w=1280
&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-
420&u_java=false&u_nplug=1&u_nmime=2>m=20aar0&sendb=1&data=event%3Dgtag.config&frm=0&ur
I=https%3A%2F%2Fbitly.com%2F&tiba=URL%20Shortener%20-
%20Short%20URLs%20%26%20Custom%20Free%20Link%20Shortener%20%7C%20Bitly&async=1&f
mt=3&is_vtc=1&random=515538994&resp=GooglemKTybQhCsO&rmt_tld=1&ipr=y

http://https://www.google.co.uk

http://https://754-kbj-733.mktoresp.com/webevents/visitWebPage?

_mchNc=1635496920609& mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-1635496889137-
41538&_mchHo=bitly.com&_mchPo=& mchRu=%2F&_mchPc=https%3A&_mchVr=160&_ mchEcid=&
mchHa=&_mchRe=&_mchQp=

http://https://754-kbj-733.mktoresp.com/webevents/visitWebPage?

_mchNc=1635496889138& _mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-1635496889137-
41538&_mchHo=bitly.com&_mchPo=&_ mchRu=%2F&_mchPc=https%3A&_mchVr=160&_ mchEcid=&_
mchHa=&_mchRe=&_mchQp=

http:ifhttps://754-kbj-733.mktoresp.com/webevents/visitWebPage?

_mchNc=1635496901433& _mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-1635496889137-
41538&_mchHo=bitly.com&_mchPo=& mchRu=%2F&_mchPc=https%3A&_mchVr=160&_mchEcid=&_
mchHa=&_mchRe=&_mchQp=utm_source%3D404

Domains and IPs

Contacted Domains

Name IP Active
accounts.google.com 172.217.168.45 true
www-google-analytics.l.google.com 216.58.215.238 true
stats.l.doubleclick.net 142.250.145.155 true
bitly.com 67.199.248.14 true
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0%

0%

0%

0%

0%

0%

Malicious
false
false
false

false

Scanner

Avira URL Cloud

Scanner

Metadefender

ReversingLabs

Metadefender

ReversingLabs

Scanner

Avira URL Cloud

URL Reputation
Avira URL Cloud

Virustotal

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

URL Reputation

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Antivirus Detection

Label

safe

Label

Label

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Link

Link

Browse

Browse

Link

Browse

Reputation
high
high
high
high
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https://www.metadefender.com/#!/results/file/bzIxMTAyODhhTm5PREFjMFc1SWFUVEJRMHc/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTAyOG5aZzc3OU9xSk1JNHNCcDBYVTc/regular/analysis
https://www.virustotal.com/gui/url/1979a9bdb16c56cb9bf4cb0b62bc83a0dca4d328f80e54547c95d81a2b51703f/detection/u-1979a9bdb16c56cb9bf4cb0b62bc83a0dca4d328f80e54547c95d81a2b51703f-1617139863

Name
www-googletagmanager.l.google.com

p13nlog-1106815646.us-east-
1.elb.amazonaws.com

dry-bastion-1897.fathomless-lake-
7710.herokuspace.com

ab01.mktoedge.com
dna8twue3dlxg.cloudfront.net
zippyfrog.co
d3h5jhobc20ump.cloudfront.net
754-kbj-733.mktoresp.com
www3.l.google.com
googleads.g.doubleclick.net
di6fh5ptkejga.cloudfront.net
bit.ly
docrdsfx76ssb.cloudfront.net
www.google.co.uk

lit-wildwood-9179.fathomless-lake-
7710.herokuspace.com

www.google.com
dlayxb9ooonijts.cloudfront.net
clients.l.google.com
googlehosted.l.googleusercontent.com
app-ab0l.marketo.com
stats.g.doubleclick.net
clients2.googleusercontent.com
clients2.google.com
ws.qualified.com
logx.optimizely.com

use.typekit.net

js.qualified.com
public.profitwell.com
munchkin.marketo.net
cdn.optimizely.com
a16488430484.cdn.optimizely.com
p.typekit.net

analytics.google.com

Contacted URLs

Name

http://https://bitly.com/

IP
172.217.168.8
52.205.230.231

34.195.187.5

104.16.96.80
216.137.37.110
162.242.174.138
205.251.222.39
192.28.144.124
142.250.203.110
172.217.168.2
13.33.93.196
67.199.248.11
13.33.93.56
172.217.168.3
100.24.227.158

172.217.168.68
205.251.222.189
142.250.203.110
142.250.203.97
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp-

content/uploads/2019/02/message-circle.svg

http://https://dI6fh5ptkejga.cloudfront.net/2b21cdf7bb0327252f60662d1fdfbc32.svg

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp-
content/uploads/2019/08/Homepage-Branded-Links-lllustration-1.png

http://https://bitly.com/s/js/unauth.shorten.js

http:{/https://bitly.com/pages/privacy/
http:{/bitly.com/pages/privacy/

http:i/https://d1ayxb9ooonits.cloudfront.net/03885108b01f0b92601b9be97af3aada.otf

http:i/bit.ly/3b7ion9

http:{/https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp-
content/uploads/2019/03/recognizable-brands-gartner.svg

http:/https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp-

content/uploads/2019/02/code.svg

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp-

content/uploads/2019/02/favicon.ico

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp-
content/uploads/2019/03/recognizable-brands-espn.svg

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp-

content/uploads/2019/03/feather-icon-code.svg

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp-
content/themes/JointsWP-CSS-master/assets/fonts/fonts.css

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp-
content/uploads/2019/03/recognizable-brands-disney.svg

http://https://d1ayxb9ooonits.cloudfront.net/8bc625062aeffa94729b9336243bed9d.svg

http://https://www.google.co.uk/ads/ga-audiences?v=18&t=sr&slf_rd=1& r=4&tid=G-
567GCTLIBB&cid=733574328.1635496890>m=20ear0&aip=1&z=49478520
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true

true

true

true
true
true
true
true
true
true
true
true
true
true

true

true

true

true

true

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious
false

false

false

false

false
false
false
false
false

false

false

false

false

false

false

false

false

false

Malicious

false

false

false

false
false
false
false
false
false
false
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Antivirus Detection

e Avira URL Cloud: safe

Reputation
high
high

unknown

unknown
high
unknown
high
unknown
high
high
high
high
high
unknown

unknown

high
high
high
high
high
high
high
high
unknown
high
high
unknown
high
unknown
high
high
high
high

Reputation
high
high

high
high

high
high
high
high
high
high
high
high
high
high
high
high

high

unknown
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Name Malicious

http://https://dI6fh5ptkejga.cloudfront.net/eab92125cd7cb346e7f291bafce0a82f.svg false
http://https://bitly.com/ false
http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp- false

content/uploads/2021/09/Site_Basic_Popup.png

http://https://analytics.google.com/g/collect?v=2&tid=G- false
567GCTLI9BB>m=20ear0&_ p=1046751958&sr=1280x1024&_gaz=1&ul=en-
us&Cid=733574328.1635496890&_s=1&dI=https%3A%2F%2Fbitly.com%2F&dt=URL%20Sho
rtener%20-
%20Short%20URLs%20%26%20Custom%20Free%20Link%20Shortener%20%7C%20Bitly&s
id=1635496889&sct=1&seg=0&en=page_view& fv=1& ss=1

http:ifbit.ly/favicon.ico false

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/2019/02/link-2.svg

http://https://clients2.google.com/service/update2/crx? false
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2
6installedby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D18&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst
alledby%3Dother%26uc%26ping%3Dr%253D-1%2526e€%253D1

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false
content/themes/JointsWP-CSS-master/assets/foundation-icons/foundation-icons.woff

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/cache/fvm/1634669362/out/footer-
e9fa9f6e64887c0b7945fcf0a4d4a4b81108d836.min.js

http:/f false
https://zippyfrog.co/anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a
5bd72d41572/core.js

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/2021/08/bitly_logo.svg

http:ifbit.ly/3b7ion9 false
http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/2019/03/feather-icon-book-open.svg

http://https://bitly.com/a/sign_in false
http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false

content/uploads/2019/02/smartphone.svg

http://https://www.google.com/pagead/1p-user-list/768371374/? false
random=1635496890052&cv=9&fst=1635494400000&num=1&bg=ffffff&guid=ON&u_h=1024&
u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-
420&u_java=false&u_nplug=1&u_nmime=2>m=2oaar0&sendb=1&data=event%3Dgtag.config
&frm=0&url=https%3A%2F%2Fbitly.com%2F&tiba=URL%20Shortener%20-
%20Short%20URLs%20%26%20Custom%20Free%20Link%20Shortener%20%7C%20Bitly&
async=1&fmt=3&is_vtc=1&random=515538994&resp=GooglemKTybQhCsO&rmt_tld=0&ipr=y

http://https://bitly.com/pages/privacy false
http://bit.ly/static/graphics/bitly_logo_red.svg false
http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false

content/uploads/cache/fvm/1634669362/out/header-
9891569b3c4b6dec68a9e27be97b6actb5b38937.min.css

http://https://public.profitwell.com/js/profitwell js?auth=36daba674ba5cfc0ff20888a386b766b  false

http://https://stats.g.doubleclick.net/g/collect?v=2&tid=G- false
567GCTLIBB&cid=733574328.1635496890>m=20ear0&aip=1
http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/2020/05/illo-mobile-810x480-1.jpg
http://bit.ly/static/graphics/ProximaNova-Regular.woff2 false
http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false

content/uploads/2019/03/recognizable-brands-buzzfeed.svg

http:{/https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/2019/03/feather-icon-anchor.svg

http:ifhttps://754-kbj-733.mktoresp.com/webevents/visitWebPage? false
_mchNc=1635496924644&_mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-
1635496889137

41538&_mchHo=bitly.com&_mchPo=&_ mchRu=%2F&_mchPc=https%3A&_mchVr=160&_mc
hEcid=&_mchHa=&_ mchRe=&_mchQp=

http://https:/iwww.google.co.uk/pagead/1p-user-list/768371374/? false
random=1635496890052&cv=9&fst=1635494400000&num=1&bg=ffffff&guid=ON&u_h=1024&
u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-
420&u_java=false&u_nplug=1&u_nmime=2>m=20aar0&sendb=1&data=event%3Dgtag.config
&frm=0&url=https%3A%2F%2Fbitly.com%2F&tiba=URL%20Shortener%20-
%20Short%20URLs%20%26%20Custom%20Free%20Link%20Shortener%20%7C%20Bitly&
async=1&fmt=3&is_vtc=1&random=515538994&resp=GooglemKTybQhCsO&rmt_tld=1&ipr=y

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/2020/05/illo-desktop-1440x651-1.jpg

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp- false
content/uploads/2019/03/recognizable-brands-amazon.svg

http://https://bitly.com/pages/resources false
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https://www.virustotal.com/gui/url/1979a9bdb16c56cb9bf4cb0b62bc83a0dca4d328f80e54547c95d81a2b51703f/detection/u-1979a9bdb16c56cb9bf4cb0b62bc83a0dca4d328f80e54547c95d81a2b51703f-1617139863

Name Malicious Antivirus Detection Reputation

http://https://754-kbj-733.mktoresp.com/webevents/visitWebPage? false e Avira URL Cloud: safe unknown
_mchNc=1635496920609&_mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-

1635496889137

41538&_mchHo=bitly.com&_mchPo=&_ mchRu=%2F&_mchPc=https%3A&_mchVr=160&_mc

hEcid=&_mchHa=&_mchRe=&_mchQp=

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/03/feather-icon-smartphone.svg

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/12/developer-icon-1.svg

http://https://docrdsfx76ssh.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/03/feather-icon-globe.svg

http://https://754-kbj-733.mktoresp.com/webevents/visitWebPage? false e Avira URL Cloud: safe unknown
_mchNc=1635496889138&_mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-

1635496889137

41538&_mchHo=bitly.com&_ mchPo=&_ mchRu=%2F&_mchPc=https%3A&_mchVr=160&_mc

hEcid=&_mchHa=&_mchRe=&_mchQp=

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/cache/fvm/1634669362/out/footer-
9aeac2324781fc7e4d9d490e58b00a92b6638220.min.js

http://https://d3h5jhobc20ump.cloudfront.net/7eedb3d760d7794b248cf62bbbfd1d93.svg false high
http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/02/thumbs-up.svg

http://https://754-kbj-733.mktoresp.com/webevents/visitWebPage? false e Avira URL Cloud: safe unknown
_mchNc=1635496901433&_mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-

1635496889137

41538&_mchHo=bitly.com&_mchPo=& mchRu=%2F&_mchPc=https%3A&_ mchVr=160&_ mc
hEcid=&_mchHa=&_mchRe=&_ mchQp=utm_source%3D404

http:ifhttps://bitly.com/#content false high
http://https://bitly.com/pages/privacy false high
http://https://bitly.com/a/sign_up? false high

utm_content=404&utm_source=organic&utm_medium=website&utm_campaign=website&utm
_cta=web2-blank-404-page-learnmore-learnmore-pricing

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/02/radio.svg

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/03/chevron.png

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/03/feather-icon-thumbs-up.svg

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/2019/02/anchor.svg

http://https://bitly.com/pages/pricing false high
http:ff false high

https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GK
YF1WXrT6yizCMksBOOc_ggEOB6tx6HPRHe6q1GOEe3_NclbSiGG8kXeLMUYO0sAKVVCER89
zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NIQ/extension_8520_615_0_5.crx

http://https://dI6fhSptkejga.cloudfront.net/fb109d9025d267d9abe5ch936f758846.css false high

http://https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp- false high
content/uploads/cache/fvm/1634669362/out/footer-
60627096f137ah88738232f7482a14824d52f875.min.js

http://https://d1ayxb9ooonits.cloudfront.net/3e574ee721bb592fd3e6aab4a3780dbc.otf false high
URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
192.28.144.124 754-kbj-733.mktoresp.com United States = 15224 OMNITUREUS false
104.16.96.80 ab01.mktoedge.com United States = 13335 CLOUDFLARENETUS false
142.250.203.110 www3.l.google.com United States £S5 15169 GOOGLEUS false
100.24.227.158 lit-wildwood- United States = 14618 AMAZON-AESUS false
9179 .fathomless-lake-
7710.herokuspace.com
172.217.168.68 www.google.com United States £S5 15169 GOOGLEUS false
172.217.168.45 accounts.google.com United States £S5 15169 GOOGLEUS false
172.217.168.8 WWW- United States = 15169 GOOGLEUS false
googletagmanager.l.google
.com
142.250.203.97 googlehosted.l.googleuser United States £S5 15169 GOOGLEUS false
content.com
13.33.93.56 docrdsfx76ssb.cloudfront.n United States = 16509 AMAZON-02US false

et
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P Domain Country Flag ASN ASN Name Malicious

172.217.168.3 www.google.co.uk United States £S5 15169 GOOGLEUS false
205.251.222.189 dlayxb9ooonijts.cloudfront. United States £S5 16509 AMAZON-02US false
net
13.33.93.32 unknown United States = 16509 AMAZON-02US false
67.199.248.14 bitly.com United States £S5 396982 GOOGLE-PRIVATE- false
CLOUDUS
67.199.248.15 unknown United States = 396982 GOOGLE-PRIVATE- false
CLOUDUS
67.199.248.11 bit.ly United States £S5 396982 GOOGLE-PRIVATE- false
CLOUDUS
52.205.230.231 p13nlog-1106815646.us-  United States £S5 14618 AMAZON-AESUS false
east-
1.elb.amazonaws.com
162.242.174.138 zippyfrog.co United States £S5 19994 RACKSPACEUS false
172.217.168.2 googleads.g.doubleclick.ne United States £S5 15169 GOOGLEUS false
t
142.250.145.155 stats.l.doubleclick.net United States = 15169 GOOGLEUS false
239.255.255.250 unknown Reserved 7] unknown unknown false
34.195.187.5 dry-bastion- United States £S5 14618 AMAZON-AESUS false
1897.fathomless-lake-
7710.herokuspace.com
13.33.93.196 di6fh5ptkejga.cloudfront.ne United States £S5 16509 AMAZON-02US false
t
216.137.37.110 dna8twue3dIxg.cloudfront. United States = 8014 BATELNETBS false
net
205.251.222.39 d3h5jhobc20ump.cloudfron United States = 16509 AMAZON-02US false
t.net
Private
P
192.168.2.1
127.0.0.1
General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 511374
Start date: 29.10.2021
Start time: 01:40:17
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 5m 6s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http:{/bit.ly/3b7ion9
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 13
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal48.win@43/184@34/26
EGA Information: Failed
HDC Information: Failed
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HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://bitly.com/

Browse: https://bitly.com/a/sign_in

Browse: https://bitly.com/a/sign_up?utm_content=404&amp;utm_source=organic&amp;utm_medium=
website&amp;utm_campaign=website&amp;utm_cta=web2-blank-404-page-learnmore-learnmore-pricing
Browse: https://bitly.com/?utm_source=404

Browse: http://bitly.com/pages/privacy/

Browse: https://bitly.com/#content

Browse: https://bitly.com/pages

Browse: https://bitly.com/pages/why-bitly

Browse: https://bitly.com/pages/solutions

Browse: https://bitly.com/pages/features

Browse: https://bitly.com/pages/pricing

Browse: https://bitly.com/pages/resources

e o o o o

e o o o o o o o o

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context
IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ
MD5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7TESBE10648EA8321
01

false

low

BDic.... ....6...."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\09600f9f-b8e3-4b9c-858c-999dabff350a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

185224

6.0767644990166385

false
3072:ny4qLD8n55EtvWAKRNGWr9x39UFKT7RAOADIFchXaflBOULGOJMA3iuRt:ylLD8Qtdf0S39U6TllagflUO0SiuRt
46F9BF13E707F91C07F995C972A6CDOF

58E2A8C41DC886EF1A5163864FE10DA10F416B21
26DA76113096D9953AF2F36D06EALF4896162FB2A11C57814CDEC10D931257EC

56A49D4F6D9F13E923370888A6ACIFA7AL12DB34B4E7FAD988D6BEDED4E84C38CDD854849CECFF9762C858BCOASCAFF1608F12B17A8BC265CD31D701C85650¢8
4

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljiw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0f46b8a2-87h0-433e-bf2d-250e7103ccaf.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

185224

6.076765063470831

false
3072:SZ4rLD8n55EtvWAKRNGWrIx39UfkT7RAOADIFcbXaflBOu1GOJmASiuRt:0wLD8Qtdf0S39U6 TllagfllUO0SiuRt
4E2A43AA12B1944241921883ACAC5FA3

02BC33ECA2C2BEDE6889CDOEFA8B1B622184322E
E4C65A215FBD460DDCF2705EEEA10109EFC882333B06088FA35340A6451D1F70

5C11F262D91CAF377595E10570C30AC67A4B39E992AE0452D718977D8C76A76D10A6E05C2C5646D7EB8DB4B5711DBCD5F3E13EDCFE70932E78C7E200BCFF5F
5

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)Lg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4IXAsdfljw4oXIE4R7IOAAAABIt36FChftMOb7EtaPWIBXRX5Y 944rq1WsGWCcOPFyX0ajfBL3GXBUhMXghJbDGh5WCu+JEdxaxLLxaYPp4zeP"},"password_man

C:\Users\user\AppData\Local\Google\Chrome\User Data\4541a714-fc46-4f64-9d5b-fe4660031d2c.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

185223

6.076765301379476

false

3072:nh4NLD8n55EtvWAKRNGWrIx39UfkT7RAOADIFchXaflBOu1GOJmASiuRt:hcLD8Qtdf0S39U6TllagflUO0SiuRt
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C:\Users\user\AppData\Local\Google\Chrome\User Data\4541a714-fc46-4f64-9d5b-fe4660031d2c.tmp

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

003B195CF5194A160C84EEC1CB706C43
BAA4E75850786DE8S3E6CC237164D4D037D7C3142
5D1556786CA761F68742094CB7743DF52F7EB45EC2112A2C45C1217AD2EC34FC

21713BE3944CCDOECF7FF93E786B8A1FDF71A8D8ABFE6C44F8AF2CF3B54AD757264B37F97ABF70085CBC50559F6A8F3C2B1505611F113831BBDASELFF1759EL
D

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS
1vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\8bd004c2-c3b5-4c5c-81f3-42ba04dfd333.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

185226

6.076762900500432

false
3072:S74eL.D8n55EtVWAKRNGWrIx39UFKkT7RAOADIFchbXaflBOu1GOJImAZIiuRt:GBLD8Qtdf0S39U6TllagfluUO0SiuRt
76EBOFC1BEFAE9C402EADFD734064882

EA63E4B342A171FCB3EF5320E444B9BDCCAA47B6
4EB829408FD0O0AB054384843948C026DFFD21A2059A3BD20D995FB97E32208013
A747201C11993DDE1A8FA4EOE2F21D5A1BOE8180C1020A62C2534679A8D79FAS52FE3E52006789244C7A6624C1C19146E321E3F27F7DEF2179C58048A33BBFF90
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljiw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799026231"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\9a9cd393-9a2e-48db-ab1f-07426adfde76.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

97400

3.749065059201803

false
384:cPpGOQTFPNn702VrtSBNerrvyq3pyllIHQJIGVsrHOMQDxJsscfr3emrflHk2C6xOcL:naOJRKSEXQe3VSKgE3PjGiKoKiJP
C4A1C4D657DEA61CD84366E92FD5CE23

B470D84150157D4A5D1562C326C1CF733EAA2DDA
AD4E1404EAC185AC2FFOA189C595EECB1A1DF56376B9C65C0AA36BB736C747B8
DFAF099946023AF6A7EB9BICB87CC7CF0B90B178FFB5DF352BE4EDB93102C9D619947C22441E924064BFEBD197114F1589518090901780E85ED3F267273A2996

false

..C..\\P.R.O.G.RA~1\M.I.C.R.O0.S.~.1\0Offic.el6\GC.RO.O.VEEX.D.LL.PL...%.programfiles%.\m.icros.o.ft officelofficel6b\..
...g.ro.ov.eex..dll..Micros.oft Office. .2.0.1.6..*..Mic.r.o.s.0ft .O.n.eD.r.iv.e. for. Bus.iness. Exte.ns.io.ns...16..0..4711.10.0.0...*
..C.\P.RO.G.RA~1\M.ICR.O.S.~1\0fficel6)\GC.RO.OV.EEX.D.LL..M.icros.o.ft .Corp.oratio.n..l8D..C:\Pro.gram..F.iles\C.o.mm.o.n
F.iles\M.i.c.ros.oft .Shared\O.FF.ICE.16\ms.os.hext.dll.@...U/..%.c.omm.o.np.r.o.gram.files%.\m.ic.ros.o.ft s.hared\offic.el6.
.m.s.o.s.hext..dll..Micro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

40

3.254162526001658

false

3:FKXftOXELn:+ftIE1Nn
BD4642AD6C750A12D912B20BCB92E14D
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C549F0F48FDD4FBC62E51AC26D7E185160CE2123
4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESF4FF91BF5C332B€
CF

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\05e5e305-eb94-4bed-b13f-1564a37b3aaa.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19182

5.5703296507837186

false
384:9qGtZLIKIXF1kXgKf/pUZNCgVLH2HfDarUfHGEzZ+4T:ILIEF1kXgKf/pUZNCgVLH2HfGrUPGG+s
F3EBBCD683DA2BEEFFFC75387499126C

7A7TE59570EFE757C2F822E25E0AB87AB37B6138B
FABCF3E9B4437BA33CCE2707002E865AA8E04D2F45FBEE086F73E698993BF2DB

11637274B5BAE167A506A55F48B2DFF3A7E2E94C5EEA2AASBEBDADDGE44DB218E4B33D611FECF6859E20270D9841FC3CB723A4F6B25D945D3B59B1020AE9B(
A3

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13279970473041824" "location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ijSOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\14582493-8448-4c52-953e-850984fb5b65.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577423259614802

false
384:9qGtILIkIXF1kXgKf/pUZNCgVLH2HfDarUah+4gF:LLIEF1kXqKf/[pUZNCgVLH2HfGrUY+PF
8864B1D9919C2BAAC105237D93221C1F
68COC14EABE7F8410838067649237C7B4287C9EB
F1FC8803F38FDB508A384709865CAOBFDDFF3556D2C01BB1BD7C32943AF82AES

6D9A3BB23CDB0B67A0DD3F82B2B18F2AD5721E35C5729471E0AAESE30871FCF128533CC3A165CBDCIOF1A275DA390C71D253EA793BAAB64B2E4C06557BD5E4
A

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13279970473041824","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3106e034-b80d-4€97-95¢3-91154580747d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

370

5.4595359815549545

false

6:YAQNJaM29RfSHIR8wWXwImUUANIMp5bLIke/AUJY EDMbFLggE6HAB8wWXwImUUANItLYiIRORAJ9+UANIT/NIbDMpL/N+UANIQO
TAFEFFA742225AE7E8507B4367219863

8E43B1E95CBC71B33C5302FD30CD44F97092CDFC
1665964A9FEB1AB12C4A4D9652E420BF74CE258064A49E9099583136C1824539

8FDE76DD7071F44C7A0B309A42ECFEOFCD4B5232E439D7B7948FEC3EA3958586CAF81F44A24D59CBB93888CDDB3ABA7B955FD65D3B41D62525D6465CC6D79
2B

Copyright Joe Security LLC 2021 Page 14 of 282



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3106e034-b80d-4€97-95¢3-91154580747d.tmp

Malicious:
Reputation:

Preview:

false

low

{"expect_ct":[],"sts":[{"expiry":1667032941.067732,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1635496941.067737},{"expiry":1646383287.877317,"host":"fJjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJgjINC40=","mode":
omains":true,"sts_observed":1635496887.877323}],"version":2}

force-https”,"sts_include_subd

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\36238c3c-d360-435c-a7aa-43a708d251dd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

370

5.471041474437602

false

6:YAQNJIBHNKWRE9RfSHIR8WXWIMUUANIMp5b0v/AUJY EDMbFLggESHABBWXWIMUUAG:YiINKWM9ORAJ9+UANI/NIbDMpL/fIN+UAG
EE25A41FDO5DA0FD41B801B66F4C21F4

4AFO00A2E51C36438FA582C43B960B762383CB551
B30E9CAD1E91964E224A19CB73AA15ED6D2058CB70527386C544EA7677B8ESGF

757D08391BEOCF469A6D6578FAS5BF1BASCB6C3D7975C1597AC822346C64AA3F0B270601AB5EA743BB1C21D8B60SEBG61ESE9CA4BB6088BB2E063424DE72E64DE
9

false

low

{"expect_ct":[],"sts":[{"expiry":1667032920.101883,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1635496920.101887},{"expiry":1646383287.877317,"host":"{JjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\492f3b72-0788-49c6-af92-c963a8cf7298.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

370

5.450426131723236

false
6:YAQNJIXVEIRFSHIR8WXwIMUUANIMp5bQcYcc/AUJYEDMbFLggE6HdB8WXwWIMUUANG:Yq9RAJ9+UANIcYcc/NIbDMpL/IN+UANG
59A060B1759BD8F5E1EESE871DAG65F7

ADOC7911EF510CB5A2COEB3FC6F18A71B8098B48
7800DCF2425076091A21AC378F0A009571F659A84B79497D9547528DEE556160
E25133F23757EB6B1FOC096759EE441FBD3A89293BD648E6BD33793646D5E8EFAFB055071033FF83AAD2F97E1ADES792119574C3E8EOFABFACFICB6B5769296+4
false

low

{"expect_ct":[],"sts":[{"expiry":1667032897.263781,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1635496897.263786},{"expiry":1646383287.877317,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DByzzJgjINC40=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4da0d483-1dee-4e55-b627-5e4e82485a3c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5179

4.983312517373565

false

96:nlpCi509pcKIwok0JCKL8+kjS1hbOTQVuwn:nlpC59pcR4K1kmX
58A56CC65B1F52843747305F665401A4
842684384231388AF1D6951BBBDFD499E71B5BAE
55DCED1AA487668A9B81D664ECD35091A8293254DDD83C4EBF853EE10ABDA348

806280391A0DECEG50177FA4BD9A34B12A233D7A3897B7DCE1A8BI96ECA40753736F3BBABA18BB5CF3B30BDFD622705D84E671A04312A3D8F4D79FAF7CO6631E
6

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13279970473547432","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group' 'should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install':21843,"data_reduction":{"daily_original_length":["0’ "0 "0 "0 "0 "0 "0 "0 "0 0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" "7355378"],"daily_received_length":["0","0
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4e4e48e7-4c58-40e2-8bdc-eedacdce7394.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5207

Entropy (8bit):  4.9878634647590925

Encrypted: false

SSDEEP: 96:nlpCiV09pcKIqok0JCKLB+kjS1CbOTQVuwn:nlpC/9pcL4K1kmO

MDS5: 653F4B6298AB09F23838185E1ACD9751

SHA1L: 2FEAB2E27C7DF63E96529AC7EF50B9E1E429C8B2

SHA-256: D9B12468AAF8E4A6139DCAT768EE27ACF452FCD9261B933551169C8C734A02F52

SHA-512: E2C4568B92354CC7C5F88B898FE604FBC48F69D08C774B59FEE8B88D166557443C730DEFA2C743D017F8D430BD37D5723CDF86949A00CA073ED8CD5D5E092F
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13279970473547432","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install':21843,"data_reduction":{"daily_original_length":["0’ "0","0","0","0","0","0' 0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0", 0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\513cfldc-2874-4a20-8c04-3d26067b2d7f.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5207

Entropy (8bit):  4.9879748552655965

Encrypted: false

SSDEEP: 96:nIpCiV09pcKlook0JCKL8+kjS1CbOTQVuwn:nlpC/9pc54K1kmO

MD5: CECF043C6ECA2BAFA047B9FB67004C6B

SHA1L: 28528BBE191E393734DA0BOESA3E3A8249499BF3

SHA-256: OE7F5407E7B1C0108558E415ACB17E48BD989D8532ADES3F963D529E9B8032A1
SHA-512: 96FF88E705B32FB55A088024112C6F41BDC5F88A0375FE92711B14B9210B535CC42A27BDEFDBBI92E7673DEFE48767ED4A439277FA717D29D79AF212C5489BC4|
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13279970473547432" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,’o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6ccc2e57-e101-4e74-9f64-3a036c0c5566.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit):  4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJJMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
MD5: EDC4A4E22003A711AEF67FAED28DB603

SHAL: 977E551B9ED5F60D018C030BOB4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDESE3E9OEF1D0D26665AE675449A94CEC7EB1DA453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"serve ttps://clients2.googleusercontent.com"”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\86174b47-ec5a-4009-8413-7baldlaf2481.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\86174b47-ec5a-4009-8413-7bald1af2481.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6017

5.197502604151356

false

96:nlpCis09VTN27cKlook0JCKL8+kjS1Dk5h8bOTQVuwn:nlpCi9J6c54K1km1k5s

527B15E38B7E89F4EDDFB7D69E7AS5B2

11DF4D4B689B29D75073C000D3844010FC15D4C5

FAEC6C956A5911E7FBAB57D3F2C98E33FF3E307491FC8DE3822050078F373B3B
97185D9C694CC478CC3F500ED6F49BCIDF5C70EF50DFE99C652FB755CFBO6ES651A6752FC875362F0919039315772AE5B2FC45EFDB71D4CFFC563C402FC98D
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13279970473547432","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" 0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", 0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0"

g

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\89c02874-0681-4a8e-a500-b0cf73646863.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

369

5.478172930728086

false

6:YAQNJI99RFSHIRBWXWIMUUANIMp5bG25R/AUJY EDMbFLggE6HAB8WXWIMUUANIMpM:Y19RAJ9+UANIOR/NIbDMpL/fN+UANIQO
DE73E7ED5D6CC8C569D384473C9BFBA2

56F65E7F075E4CBE9E68363E9F1F2AC6006244B1
F28B181C02537D47E857740D05931AD93C8F581DD686E3A538164B2BECDAEF39

405E9DFC7529075BC40EFE8C830E161B3836A688E69CEOA4AEE4AFFF5DB68FF24F9AFDOBC0O96C7EA7515A70D3984FFA2BE743DE4D9D9B27CF573E63E310F998
9

false

low

{"expect_ct"[],"sts":[{"expiry":1667032901.45276, host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_
observed":1635496901.452794},{"expiry":1646383287.877317,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdo
mains':true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\91e48063-929h-45e6-96ad-fb610f0f332d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

369

5.4744695815904825

false

6:YAQNJI9IMIRFSHIR8WXwWImMUUANIMp5bL/AUJY EDMbFLggE6HAB8WXwWImMUUANIMp5bW:Y1m9RAJ9+UANI8/NIbDMpL/fN+UANIQO
145E07F1F7827E46A6D9D8CIC727427E

41C38589138E3874712D6A6E0801B41008947457
B8A54684826DBDEC4B65FAA357C4E4D6833BB4C23ADE9138750F55FAE903B012
2411740AA7A3EA8771EB55F4306D7DB052901B951BA9E1F7E18EF63690DE1A6780DCEOABB8679186E335773286FA068C4F66D6925A2FAABF5A05E5A95A8CB66I
false

low

{"expect_ct":[],"sts":[{"expiry":1667032929.157255,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1635496929.15726},{"expiry":1646383287.877317,"host":"f{JjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdo
mains":true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false
192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\ metadata\comput
ed_hashes.json

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BIABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVlIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECROfI9IMipXgXh2JEN2+CxmPEOQ=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvwv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AETOFA4L

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AAB6A13977AC1C8CI322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2JINDYKo3KZrlVRprmJ+sVGWkqqE4Q=","rVEIW3HuU3T52SzDDUqGT5YiJTBGUv2h3pNuBKFIhZ1U=","X/
3fgaKZxgQ1jBr5QGqOF5JInflgE27UErd88mrxTexs=","VibLbpyOig+5INMOU71fTYN76iaka2XVpmm1lgAKYsX8=","EChCwCbQHbHQ70DdGT2gNyiRJOyck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmMUCSIPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRKkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1ABmME=","j8mPrTb500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","nqSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCIWVRV/dVVMUHALE|8=","20C4HcCuXu3VjFfewnKIzntu
gqQNaebcuWpm/mw;j69U=","aMUIpuFgqPMiieSaWhIktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.8784775129881184

false

3:FOXIXNQXIX:qTCT

51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.219530135095661

false
6:maLGUhFIWM+q2PWXp+N23iKKdK25+Xgx8chl+IFUtnLGUfJ1ZmwBLGUffWMVkwM:paUfhjL+va5KKTXfchI3FUtnaUfD/Ba3
6A5CE55295C66C37036EE3873A29AF34

7FC205A8A3626F01FF15A788F014A361D31E3C92
A8D965E0A01917AF2DCCE1FD097946E165932C01761C6A94209EE29EFC665F57

DF3E4119ECAC35FDDEBFEA96CE511202145BC5D168646EEA0991E3DDFE74E36BF8187B5BE7CA99F33E93FIEFOEFSBB669FF1286127045FF6CCF31E877DF2F¢
BC
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Malicious: false
Reputation: low
Preview:

2021/10/29-01:41:24.072 1bac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/10/29-01:41:24.074 1bac Recovering log #3.2021/10/29-01:41:24.074 1bac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.219530135095661

Encrypted: false

SSDEEP: 6:maLGUfhFIWM+q2PWXp+N23iKKdK25+Xgx8chl+IFUtnLGUfJ1ZmwBLGUffWMVkwM:paUfhjL+va5KKTXfchI3FUtnaUfD/Ba3

MDS5: 6A5CE55295C66C37036EE3873A29AF34

SHA1L: 7FC205A8A3626F01FF15A788F014A361D31E3C92

SHA-256: ABDI65E0A01917AF2DCCE1FD097946E165932C01761C6A94209EE29EFC665F57

SHA-512: DF3E4119ECAC35FDDEBFEA96CE511202145BC5D168646EEA0991E3DDFE74E36BF8187B5BE7CA99F33E93FIEFOEFSBB669FF1286127045FF6CCF31E877DF2FS
BC

Malicious: false

Reputation: low

Preview:

2021/10/29-01:41:24.072 1bac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/10/29-01:41:24.074 1bac Recovering log #3.2021/10/29-01:41:24.074 1bac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit):  4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJMH+557YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1L: 977E551B9ED5F60D018C030BOB4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDESE3E9OEF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation™:[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5207

Entropy (8bit):  4.9878634647590925

Encrypted: false

SSDEEP: 96:nlpCiV09pcKIqok0JCKLB+kjS1CbOTQVuwn:nlpC/9pcL4K1kmO

MD5: 653F4B6298AB09F23838185E1ACD9751

SHAL: 2FEAB2E27C7DF63E96529AC7EF50B9E1E429C8B2

SHA-256: D9B12468AAF8E4A6139DCA768EE27ACFA52FCD9261B933551169C8C734A02F52
SHA-512: E2C4568B92354CC7C5F88B898FE604FBC48F69D08C774B59FEE8B88D166557443C730DEFA2C743D017F8D430BD37D5723CDF86949A00CA073ED8CD5D5E092F
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13279970473547432","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group' 'should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install':21843,"data_reduction":{"daily_original_length":["0’ "0 "0 "0 "0 "0 "0 "0 "0 0"
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" ,"0","0","7355378"],"daily_received_length":["0","0' ,"0","0","0","
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 17092

Entropy (8bit):  5.5831497622302715

Encrypted: false

SSDEEP: 384:9qGtZLIKIXF1kXgKf/pUZNCgVLH2HfDarUgaZ+4d:ILIEF1kXqKf/ipUZNCgVLH2HfGrUP+q

MDS5: C8F63175EBD54CD945BE4C03830E3905

SHA1L: 87FE1839686FE329C92279C1E8B34C1FFFF50B1A

SHA-256: DDD94B8AE947A6B3E5DF1CAE32ED46D6431D7CESCFOEESCEASDB7FA70D9E4B76

SHA-512: 7B7926762F421E53C6EB316FC58FCD72E3CIFC5B0F75799B5FIF6716121597D9CDABA482B1D58DESB748608EA33ASBSEEEEB79EED63EDOIEBE962FECIF59E(
06

Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13279970473041824","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\5c13e46d-0c3c-48ce-8eea-fe01laa
c4f9b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpqQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsBdLJIlyH7E4f3K33y
MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBD005SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4AG"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIKEthXIIkI2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHAL: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9BI9EFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1ECAE73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2ES898|
58

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State (copy)
Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsSBdLJIlyH7E4f3K33y

MDS5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCDIBEICOA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6DAB3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\6148ee9f-246b-4a5e-9f53-600eb21
9ed14.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJIlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHA1L: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6AGFE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google”,"supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"AG"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIKEthXIIkI2zE:/M/XT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1L: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898|
58

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiINetwork Persistent State.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHAL: 00OEECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0
SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiNetwork Persistent State.. (copy)
Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 402

Entropy (8bit):  5.351927092077225

Encrypted: false

SSDEEP: 12:paxVva5KkkOrsFUtnaAJG1/BaAJI5f5KkkOrzJ:i5a5Kk+gjdgISf5Kkn

MD5: 853D08764F189FBC96B5A3A8FI8CFD34

SHA1L: 940123EDE37C61E7D5F5EAF3498C3CA167C24FD7

SHA-256: 97385F79F3F52DDE15C0B8CDA02790F21A951B0AD8944F41043B99C8ECB7EDAC

SHA-512: 715838061496579A874B7D521733BC979E3B12C641AB897DEF18EFABO1D65FEGELIE9SFOF8130DAFOFF706532B8EE76CA74B181D30D42D6B34D63D578BD3980A/
Malicious: false

Reputation: low

Preview:

2021/10/29-01:42:55.364 1270 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/10/29-01:42:55.365 1270 Recovering log #3.2021/10/29-01:42:55.365 1270 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 370

Entropy (8bit):  5.4595359815549545

Encrypted: false

SSDEEP: 6:YAQNJaM29RfSHIR8WXwImUUANIMp5bLIke/AUJY EDMbFLggEGHAB8wWXwImUUANItYIRORAJI9+UANIT/NIbDMpL/fN+UANIQO

MD5: TAFEFFAT742225AE7E8507B4367219863

SHA1L: 8E43B1E95CBC71B33C5302FD30CD44F97092CDFC

SHA-256: 1665964A9FEB1AB12C4A4D9652E420BF74CE258064A49E9099583136C1824539

SHA-512: 8FDE76DD7071F44C7A0B309A42ECFEOFCD4B5232E439D7B7948FEC3EA3958586CAF81F44A24D59CBB93888CDDB3ABA7B955FD65D3B41D62525D6465CC6D79
2B

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1667032941.067732,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1635496941.067737},{"expiry":1646383287.877317,"host":"{JjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity.6 (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 369

Entropy (8bit):  5.478172930728086

Encrypted: false

SSDEEP: 6:YAQNJI99RfSHIR8WXwImMUUANIMp5bG25R/AUJY EDMbFLggE6HAB8WXwImUUANIMpM:Y19RAJ9+UANIOR/NJbDMpL/fN+UANIQO

MD5: DE73E7ED5D6CC8C569D384473C9BFBA2

SHAL: 56F65E7F075E4CBE9EG8363E9F1F2AC6006244B1

SHA-256: F28B181C02537D47E857740D05931AD93C8F581DD686E3A538164B2BECDAEF39

SHA-512: 405E9DFC7529075BC40EFE8C830E161B3836A688E69CEOA4AEE4AFFF5DB68FF24F9AFDOBC096C7EA7515A70D3984FFA2BE743DE4D9D9B27CF573E63E310F998
9

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1667032901.45276,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_
observed":1635496901.452794} {"expiry":1646383287.877317,"host":"fJjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdo
mains":true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurityMP (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurityMP (copy)

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

369

5.4744695815904825

false

6:YAQNJI9IMIRFSHIRBWXwWIMUUANIMp5bL/AUJY EDMbFLggE6HAB8wWXwImUUANIMp5bW:Y 1m9RAJI+UANI8/NIbDMpL/IN+UANIQO
145E07F1F7827E46A6D9D8CICT727427E

41C38589138E3874712D6A6E0801B41008947457

B8A54684826DBDEC4B65FAA357C4E4D6833BB4C23ADEY138750F55FAE903B012
2411740AA7A3EA8771EB55F4306D7DB052901B951BA9E1F7E18EF63690DE1A6780DCEOABB8679186E335773286FA068C4F66D6925A2FAABF5A05E5A95A8CB66I
false

low

{"expect_ct":[],"sts":[{"expiry":1667032929.157255,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1635496929.15726},{"expiry":1646383287.877317,"host":"f{JjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdo
mains":true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\b75b5603-967e-4c4f-a8bb-b28d6e62e9c7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.5831497622302715

false
384:9qGtZLIKOXF1kXgKf/pUZNCgVLH2HfDarUgaZ+4d:ILIEF1kXqKf/ipUZNCgVLH2HfGrUP+q
C8F63175EBD54CD945BE4C03830E3905
87FE1839686FE329C92279C1E8B34C1FFFF50B1A
DDD94B8AE947A6B3ESDF1CAE32ED46D6431D7CESCFOEESCEASDB7FA70D9E4B76

7B7926762F421E53C6EB316FC58FCD72E3C9FC5B0F75799B5F9F6716121597D9CDABA482B1D58DESB748608EA33A5B8EEEEB79EED63EDO9EBE962FECIF59E(
06

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["'management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13279970473041824" "location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ij]SOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\c8328d34-aae8-4f65-81a2-29737f8d27af.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3520

4.903087544371613

false
96:JTOCXGDHaz3EoLrsvJ6VCGTLTAG/1EIKXuSrKH:JTOCXGDHaz3EoLUJEVCULIMKIEUSI
DC61F683C744D1EA2F579A40D7233672

B1A03CA77B568F54F3106 AD5SCFEFBO6A36F375EA
E7C29EFCA3EE48ABD9B3D7B4905027DD157B8310FDB1BCB3F45F96F02E4DB7E8

97553AB089FC29E4371DD583DFOEDGE2A7549911FBE90D9749343000AAD104454EBC797DAEFB2A6DOFC626CDAB8B1FO08CF3C8BB1B577CFA27E3BEIC92D732
0

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true}{"isolation"[],"server":"https://ssl.gstatic.com","supports_s
pdy":true} {"isolation™:[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"serv
er":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleap
is.com","supports_spdy":true} {"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"132825
62475205304","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"1
3282562475242571","port":443,"protocol_str':"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true} {

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

16

3.2743974703476995
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE0O8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDY9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENTJ (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1qgIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\e849d40d-708f-498e-ac27-0a9efe3e545hb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.536185911286433

false

384:gqGtZLIKOXF1kXqKf/pUZNCGVLH2HfDarUfHGpnTyM+4j:ILIEF 1kXqKf/pUZNCgVLH2HfGrUPGpnD
C1939A8655E6AF86F010C4A8B7B30C4B

2FE6AC0512C054363CBB098F3D45F273BECDA7C6
69C379ADAEF540268811D0145CAA92E4C35386607D1E40ED64FECAA1991F08D8

0A3D9EE52AF9E08B80859C4CD69C00B2EF2D8DDB3E2D6122C50720476B4CF1DFCD20EA4563EFA721A653C073FC37AEB33DCADESB21EE4ES4A4DEC14A9DCL
238

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13279970473041824","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wWR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\fc1b1dfb-0097-425e-8e9c-bcf449fc81c4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

370

5.4692047667799715

false

6:YAQNJIBfIRFSHIR8WXwImMUUANIMp5b9rB/AUJY EDMbFLggE6HAB8wWXwImUUANIMpM:Ye9RAJ9+UANIUF/NIbDMpL/IN+UANIQO
88139E2B99DB8261E75778466EE28749

2281171A6F5D73715DE860568012785EEA12F9B7
30B323EA4C66C7AB1311AC282E68BID77E765866585BA0A8409C25A401FF2ABA
BE5693ED44DBB4B4AB4615DFAFD27237453CD43754045A5B282865A8D9C5AD3932C0ACF2D6A168812601884568DDB3A93AD01E6C08901ED3375B9922439ECE:
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\fc1b1dfb-0097-425e-8e9c-bcf449fc81c4.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1667032944.806024,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1635496944.806028} {"expiry":1646383287.877317,"host":"fJjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1635496887.877323}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrJ51dQxI7aXVdJiG6RORIALtbdIrnQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

low

C.:\.P.r.o.g.ram. .F.iless\G.o.0.gle\Chrom.e\Ap.plicatio.n\chrom.e..exe.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4!
false

low

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLocal State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

185226

6.076762900500432

false

3072:S74eLD8n55EtvWAKRNGWrIx39UFkT7RAOADIFchXaflBOu1GOJmMASiuRt: GBLD8Qtdf0S39U6TllagfllUOoSiuRt
76EBOFC1BEFAE9C402EADFD734064882

EA63E4B342A171FCB3EF5320E444B9BDCCAA47B6
4E829408FD00AB054384843948C026DFFD21A2059A3BD20D995FB97E32208013
A747201C11993DDE1A8FA4EOE2F21D5A1BOES180C1020A62C2534679A8D79FA52FE3ES52006789244C7A6624C1C19146E321E3F27F7DEF2179C58048A33BBFF90
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAg)L1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799026231"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local Staten (copy)

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

185224

Copyright Joe Security LLC 2021 Page 25 of 282



C:\Users\user\AppData\Local\Google\Chrome\User Data\Local Staten (copy)

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6.0767644990166385

false
3072:ny4qLD8n55EtvWAKRNGWrIx39UTKT7RAOADIFchXaflBOULGOJMA3iuRtylLD8Qtdf0S39U6TllagflUO0SiuRt
46F9BF13E707F91C07F995C972A6CDOF

58E2A8C41DC886EF1A5163864FE10DA10F416B21
26DA76113096D9953AF2F36D06EALF4896162FB2A11C57814CDEC10D931257EC

56A49D4F6D9F13E923370888A6ACIFA7A12DB34B4E7FAD988D6BEDED4E84C38CDD854849CECFF9762C858BCOASCAFF1608F12B17A8BC265CD31D701C85650¢8
4

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\d25110fb-a52c-4447-acf1-b13b404fd366.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

176826

6.047409474642798

false
3072:IEpLD8N55EtVWAKRNGWrIx39UFkT7RAOADIFchXaflBOu1GOJImASiuRt:I0LD8Qtdf0S39U6TllagfllUO0SiuRt
335E8871C1DE64EODB73939FBA615AFE

4F5ADC834821AD88794D0ED673AF695888CDFF51
ABE420406CB8E71962D29CE8865CB1525798F249D6FF216136BF765E66BDCDAC
6F4E8B592E341C7A3EOFC39FE435D6D3C0F2E8839A64D5ECAFDEO6AF17D133BDIES8D146FCAFA3B3F3DCAA285017814574F2958F24D9F5AB9675C3045E6338(
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOQIlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljiw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799026231"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Datalecha306f-8823-4334-a741-2b28096a83ce.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

176826

6.0474094696195815

false
3072:6EtLD8N55EtVWAKRNGWrIx39UfkT7RAOADIFchXaflBOUu1GOJImMA3iuRt:6GLD8Qtdf0S39U6TllagfllUO0SIiuRt
05B84EC4C31F89469DDF5DB5A5A102FA

BI9C5C840691CCB27C414158039CD4936AC394F90
8C7A9E94D47DB34969F05B2285FFE5486D14583AFD46235798BOC7BF6BCAC68A
6E1812010B7C2AB466D4D22C22073389F02D5189BBB1012AF14DABA1068EDFBB1926703F0C815C5AA5392EF39BFE9A161D7091DE2D1ASBACA2011C57D610A87E
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.635496875020591e+12,"network":1.635464476e+12,"ticks":136015138.0,"uncertainty":3956942.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXEWEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799026231"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Temp\6920_ 1170629082\ platform_specific\x86_64\pnacl_public_pnacl_json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

507

4.68252584617246
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C:\Users\user\AppData\Local\Temp\6920_ 1170629082\ platform_specific\x86_64\pnacl_public_pnacl_json

Encrypted: false

SSDEEP: 12:TjLI7qaVgPPd8bdzQBXefosmc5T9+n6elCetm1IXcAWA:TI7|ViPOd8wWfHMZ6RP15

MDS5: 35D5F285F255682477F4C50E93299146

SHA1L: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BAOAICE69683ES5EE88C325BA28564112CCI41CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BAS3FEBBAC8A4D27F3BC53BCF271C!
E

Malicious: false

Reputation: low

Preview:
{. "COMMENT": [. "This file serves as a template for the resource info description used by ", . "the NaCl Chrome plugin. It is kept in the NaCl repository to prev
ent", . "hard-coding of NaCl-specific information inside the Chrome repository.”. ],. "abi-version™: 1,. "pnacl-arch": "x86-64",. "pnacl-ld-name": “Id.nexe", .
"pnacl-llic-name": "pnacl-lic.nexe", . “pnacl-sz-name": "pnacl-sz.nexe", . “pnacl-version": "5dfe030a71lca66e72c5719ef5034c2ed24706c43".}

C:\Users\user\AppData\Local\Temp\6920_1170629082\ platform_specific\x86_64\pnacl_public_x86_64_ crtbegin_for_eh_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 2712

Entropy (8bit):  3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTwODo1DttoyDNSEA:b/hbVic1ZtLDNSE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1L: 9D8DBIAEIF13D6306E619A4EAADSIEDE9IASFIF3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77ES521BC6A91A91A4A3744CA7511CBOAF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CFO1EC0AL58
0

Malicious: false

Reputation: low

Preview:

J.$<AL.@.A...M..A_ffifff.. .
LJ.$<[.,$. B e
.@...C..C. .
C..CBis i@ X L PO .clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git
cel63fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

.NaCl....x86-64 .ZR.X...

C:\Users\luser\AppData\Local\Temp\6920_1170629082\ platform_specific\x86_64\pnacl_public_x86_64 crtbegin_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVIB1ZFhLDOST
MD5: 88C08CD63DEYEA244F70BFC53BBCADF6

SHA1L: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3
SHA-512: 78D2500493A65A23D101EC2420DC5F0CEBC75EFAC425C28547121643E4FB568E9D827EF2COF7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95!
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\6920_ 1170629082\ platform_specific\x86_64\pnacl_public_x86 64 libcrt_platform_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xIP+1fzyUNVU5LMKxeOnjpD5eA/eUnUUxvT:xIP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHAL: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFADOD1ELIA7B
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C:\Users\user\AppData\Local\Temp\6920_ 1170629082\ platform_specific\x86_64\pnacl_public_x86 64 libcrt_platform_a

SHA-512:

Malicious:
Reputation:

Preview:

7C2F9BFO0EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B9SDEYAC372034F340C708D23D9D3AABOSCCBDABDC56A63!
E

false

low

I<arch>./ 0 0 0 O 624 R g8l b LY LY LY LY LY LY LY LY LY LY Y LY Y Y e fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64._ Sz_fptosi_f64_i64._ Sz_fptoui_f32_i32._ Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64._ Sz_sitofp_i64_f32._ Sz_sitofp_i64_f64. Sz uitofp_i32_f32._ Sz_uitofp_i32_f64._ Sz_uitofp_i64_f32._ Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset._Sz_bitcast_16xil_i16._ Sz_bitcast_8xil_i8._ Sz bitcast i16_16xil._ Sz_bitcast_i8 8xil._ Sz fptoui_4xi32_f32._ Sz_uitofp_4
xi32_4xf32..e_fmod.o/ 0 0 0 644 2792 C.ELF PH..AVAUATSfl.~.M..l.. E...@.A......D..
D1....... 8fl.~M....I.. E.A.....D..D..t.D...D.f..D.=..r.Y. A [AAIAN.@..,$J.

C:\Users\user\AppData\Local\Temp\6920_1170629082\ platform_specific\x86_64\pnacl_public_x86_64 _libgcc_a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

current ar archive

dropped

132784

3.6998481247844937

false
384:HfOMOXYmeKzQUIdedRFVT5p1Ee2HYAIL304:Hf7OXdmWRJIT5p1R2HYARO4
C37CA2EB468E6F05A4E37DF6E6020D0OF
EA787E5EADFB488632EC60D8B80B555796FA9FE9
C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FFIC4E3D5F3F961FD80D7C6E

01281DE92B281FB29E1ACA96AAG4B740B65CC3A9097307827FO0D8DBIE1C164C56AFCDFAOBF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333E
A

false
low
I<arch>./ 0 0O 0 O 942 4. x. .- ALE.M..U.]..n. u.~X.4 t..p. .1l DLKLT
sAeder] o Xeverraanenn | VB __clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div

moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi

. fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

C:\Users\user\AppData\Local\Temp\6920_1170629082\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

current ar archive

dropped

13514

3.8217211433441904

false

192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvcOtpFdSGFwmO
4EBBEDA73EB7BD99528BF62B7835A3FA
DCOF263A7B2A649D11FF7B56FE9CFAC44F946036
6B835FD48DF505EB336FF6518CE7B93BBOED854DADAASCLEEED48D420291F62C

46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFCEFC32A99170AC3420E52CC33242CCDOFA723ABF4AFASEDBBICE16A09C729BFO4AEAAFBB2F67ALE
38B

false

low

I<arch>./ 0 0O 0 O 94 T _pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/ 0

0 0 644 7392 “.ELF.

..... A......AD......f.D.<... .clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f

dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-livm.git 7251d5b59fcal5195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfolndex.unsigned int.size_t.char. TYPE_na

C:\Users\user\AppData\Local\Temp\6920_ 1170629082\ platform_specific\x86_64\pnacl_public_x86 64 libpnacl_irt_shim_dummy_a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

current ar archive

dropped

2078

3.21751839673526

false

24:MOcpdhWE50/bZbmT3296bmT3TwQwDnvD/+R3:MHUECdaTS6aT TwXDvD/+|
F950F89D06C45E63CE9862BES9E937C9
9CFAD34139CC428CE0C07A869C15B71A9632365D
945B1C8A1666CBFO5E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

FOAFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECAS5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5BIFO8EG2!
FC
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C:\Users\user\AppData\Local\Temp\6920_ 1170629082\ platform_specific\x86_64\pnacl_public_x86 64 libpnacl_irt_shim_dummy_a

Malicious: false

Reputation: low

Preview:
I<arch>./ 0 0 0 O 30 20 “.dummy_shim_entry.o/./0
0 644 1840 @...Q@... .PH..,$J.I=....0.%<....f.D...

0

..NaCl....x86-64...clang version

3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native

_client/pnacl-livm.git 7251d5b59fcal5195c94a3a7da70f0081724448f).
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64..

.ZR..X. C..C.

C:\Users\user\AppData\Local\Temp\6920_1170629082\ platform_specific\x86_64\pnacl_public_x86_64_ pnacl_llc_nexe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=309d6d3d463e6b1b0690f39eb226ble4c469b2ce, stripped
Category: dropped

Size (bytes): 14091416

Entropy (8bit):  5.928868737447095

rela.text..comment..bss..group..note. GNU-

Encrypted: false

SSDEEP: 196608:tKVgXp3Qev4dg6ilfHM8KLM2J3jgjnkZ:uqufB

MDS5: 9B159191C29E766EBBF799FA951C581B

SHA1L: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CES35EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CESESBDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDI
00

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: low

Preview:

............ @.....@...

..0C......0C..0C..0E... -
........ @... .
.F.@G..I.. 1.@!..@G...G

. ..@

8 FOON I JO o Ik

C:\Users\user\AppData\Local\Temp\6920_1170629082\ platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe

Y

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=4b15de4ab227d5e46213978b8518d53c53celdb9, stripped
Category: dropped

Size (bytes): 1901720

Entropy (8bit):  5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQ0O208k+7zjidgdeuCAauOlLfivCpGy4Wh3BTFmMHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHAL: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AALDAGC264E0AF4E32A004F4076C7557C6ACE6D9C38BOCS5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEAO3ECIDIE3ES9A18569C02DA8285449870FE
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: low

Preview:

.y.P.D.?<s..0.u.....$@ .
s 0..0..2..74..6..7..9..~..

C:\Users\user\AppData\Local\Temp\6920 2082335762\LICENSE

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1558

Entropy (8bit): 5.11458514637545

Encrypted: false

SSDEEP: 48:0BOCrYJarYJVwWUCLHDy43HV713XEyMmZ3teTHn:LCrYJ4rYJVwWUCHZ3Z13XtdUTH
MD5: EE002CB9E51BB8DFA89640A406A1090A

SHAL: 49EE3AD535947D8821FFDEB67FFC9BC37D1EBBB2

SHA-256: 3DBD2C90050B652D63656481C3E5871C52261575292DB77D4EA63419F187A55B
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https://www.metadefender.com/#!/results/file/bzIxMTAyODhhTm5PREFjMFc1SWFUVEJRMHc/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTAyOG5aZzc3OU9xSk1JNHNCcDBYVTc/regular/analysis

C:\Users\user\AppData\Local\Temp\6920_ 2082335762\LICENSE

SHA-512:

Malicious:
Reputation:

Preview:

D1FDCC436B8CA8C68D4DC7077F84F803A535BF2CE31D9EBSD0C466B62D6567B2C59974995060403ED757E92245DB07E70C6BDDBF1C3519FED300CC5B9BF91
C

false

low

/I Copyright 2015 The Chromium Authors. All rights reserved..//.// Redistribution and use in source and binary forms, with or without.// modification, are permitted provided
that the following conditions are.// met:.//.// * Redistributions of source code must retain the above copyright.// notice, this list of conditions and the following disclaimer..//
* Redistributions in binary form must reproduce the above.// copyright notice, this list of conditions and the following disclaimer.// in the documentation and/or other
materials provided with the.// distribution..//  * Neither the name of Google Inc. nor the names of its.// contributors may be used to endorse or promote products derived
from.// this software without specific prior written permission..//.// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS.// "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT.// LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR.//
A PARTICULAR

C:\Users\luser\AppData\Local\Temp\6920_2082335762\ metadatalverified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1511

5.976445616801175

false
24:pZRjfITUZYUFZMmWwCjoYM7ao0X0tm4nclk8UlaaoXJVLsswO52[+4Cr:p/hUILmV7akmmUDBakJVIs55+W
33538D6DF8E62EE021D2B1B8ACO2F87E

FO5ADD9C9165873287A8DA19342E84938BE61C81
154F5408554C8363470390C1F3695DE229E4FD24B8AESDD4A8BA5187D23E5953E
A3E1CFFEF22304D5E3F52E61F6B563E21A3055C6F4B2D0155E776B0D775A737E5925769057F458C924E1F6206C19565DA9EC36CC755A90C138BDC7D28216B67/
false

low

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siY mxvY 2tfc216ZSI6ENDA5NiwiZGInZXNOljoic2hhMju2liwiZmIsZXMiO
[t7InBhdGgiOiIMSUNFTINFliwicm9vdF9oY XNoljoiUGIwc2tBVUxaUzFgWId TQnctVOhIRKItRIhVCcExiZDIUcVkwR2ZHSHBWcyJ9LHsicGF0aCl6lmNybC1zZXQiLCJ
yb290X2hhc2giOiJmaU55WFk2eEtvSV84TVU1UWJION3dITGIQXRQCUFPRWxWelJOemM2UTg4In0seyJwY XRoljoibWFuaWZlc3QuanNvbilsinJvb3RfaGFzaCl611B20
Wp6Sy05TGFXCUtEZVpJTmIId1U3LVIOYVhKRmMNfa3QOWTNoWGZ TbkUifVOsimZvem1hdCl6InRyZWVoY XNoliwiaGFzaF9ibG9jal9zaXplljoOMDk2fV0sImIOZW1fawQ
i0iJoZm5rcGltbGhoz2llYWRkZ2ZIbWpob2ZtZmJsbW5pYilsiml0ZW1fdmVyc2Ivhil61jY5NDIILCIwecm90b2NvbF92ZXJIzaW9uljoxfQ", "signatures:[{"header":{"kid":"publisher
"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature”:"qicq58-fi2tWahkN7fE40ixbci9E6fg4RmMknOvoRIXMS5rhijiiAFIdkPY52sUiAsLUWpPKiwKwy2KkSQGcenY Uvvxtx
bkwyoa2ktkt CAUBZpQ8khumpQEqgGHVQJqOvUgOnlyEbdSe54Rzr-v7byyGJ31g4zXEoTRIOISUB2AXPbvadalROI51QgqouHXs2S7ip4hPndIVY G8qtk2N880qlIA36hbB
Yx0WaRSqLwoQmdHgBCUHLGfyarSmKom2IcALqllb

C:\Users\luser\AppData\Local\Temp\6920_2082335762\crl-set

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

22443

7.82116842352038

false
384:020XPK8MeWUUIrH+pDzbm80WDzyloH83GQ0450S8yzFPOtKDaWG9S3c/LaPJBr:oVMORHIDV2WnyloKGQo3S8ItOKUWGRUP
DD55482DEAE37D7BCEO3EF69FBC92C48

AF7E72EA57363E345BBES2FFF48C8B67B524CA4B
723CA103E2EA8572CC197E28B100E838A54A389A69DEBSCD94AD631947787007

D02D56F2FAG67FIFADBE947E6C2CBABI5D41DEAG928C2CBABBA43014A63A376995421BE77FCCBDC7B8280E90FAQF47F2F513FD13D41AF1BA198B122546649EC
BA

false

low

"{"Version":0,"ContentType":"CRLSet","Sequence":6942,"DeltaFrom":0,"NumParents":194,"BlockedSPKIs":["JdoalYu/z7In2HI7GFfUwY57qnQXtPnv+TZrXoafizk=","|
iSLVLUY p+5dX+uWM/mR0O8MwDpUU2t57DU+CjHIPjoc=","yP3cdcsh27WMB7 TghHKH9iZIndZrwQomrdm1dbOgo40=","BN3pgpp59hSYaCMI+ghwJ2cH+5ypU4QSC0aJM
mhJT8k=","tbgN1/iVZMKInT1kU8hImMd4JIGbZOoINapimGWRVIA=","wO0gU0a7veButWD1zuAqNjTiROp+ds+PvvVjuxF90OM=","eBpM8ukkUvPuAdDDgaQhTzkEFI
w5CtvWHB0RJE4Jstw=","/NdsyiNH5c1bOTR/Uc9DZUtpor/IBzZwpr5H2HAebg4=","lo26afv/Fb83YgiUMa3Ip+rUt+rxvnACaBC8VIHG T24=""fNKVt1VEgIq9lAIGbwg3xarcA
uM7YVDGZE3goJZZ8jw=","9Sk9R+041MMbLULe47WzrOI8omyirANI42Iu6AITH7s=","nFm|zK6kaZhCsGjPxSz5RdtRmGIXyDLNsYynOEn7ue4=","OUz/WJ50kxLPwH
HUC8Gf5MYGIWzIQOKd5tti5C2708E=","NugWEoyJg5+2IfitDh7guclgh2Kre02ixnZYk8m3ztl=","xpENC6nt31kzNBSf7f6HOF83tiU1S7Q5XAriyN9I4Xw=","MO/
KE4JHbDOABCY9+I+ZrovhnsFnuHgaHIrRBUFtdEIY=","r1kVGOLmMxg67/AkHrépJVEBR1F5/IUq/7nUS7gD2Ye0=","6 ENHF 2y T32X2S2FpgjZuVmMReBK2+ivAyPqK6U5
Bgcw=","0x7DkoW3pTGdAVfbQg7YfHQ+Mzu8d/h3H3BGTONqYEk=","h7/Yr

C:\Users\user\AppData\Local\Temp\6920_2082335762\manifest.fingerprint

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with no line terminators

modified

66

3.8824691664181405

false

3:SUhDxdRWnHL1yUc+qUmSTp:SUhDx+RhhJp
4A64BD22627263C78FF268A66757AA42
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C:\Users\user\AppData\Local\Temp\6920_2082335762\manifest.fingerprint

SHA1L: F934E4FI9DF2CODE839AFACA3FCAB6D148471246B

SHA-256: AB3BC3FB643EBC3A810D69557D57CD35664FCF10A42A16F443C45621F65EAFAE

SHA-512: FAF4D4A514B290B5B21CF3F54A19FF97FEF43A44D8260710A3FA8AA4D15ED477EC404FA68912C7C86149E2242111CFO0FCCAB8B27C3EBB5DIEF6E1C29504145
Malicious: false

Reputation: low

Preview:

1.16e158cfch3fc6af84cd2ddb175cc34d669db19b155e557125174d848c2076ae

C:\Users\luser\AppData\Local\Temp\6920_2082335762\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 192

Entropy (8bit):  4.797155371904226

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFIQyKDyiBFgS1+pdFpEeSWU4pv/8F/FXLj2RF2fcTZTotL:F6VIMoyhS1PWfBONpK4aotL

MDS5: 3625A793D2568F1FEEA593494F13D7B4

SHA1L: BOC935D44EFA84CCFFEE02613D0C60A876381138

SHA-256: 3EFF63CCAFBD2DAAAA28379920DA07C14EFEFCD69724573F92DE18DE15DF4A71

SHA-512: 57D2FBFOF2317C675EDFE1D3B9B18A9064C8BC4822F4824D1A84BA55037CD04CC63188DAFE425AF724BBB27235E82767C3F309687F06708682BF85BC0701317€
Malicious: false

Reputation: low

Preview:

{. "manifest_version": 2,. "name": "crl-set-11002505103079494607.data",. "version": "6942",. "imageName": "image.squash",. "squash": true,. "fsType": "squashfs",.
"isRemovable": false.}

C:\Users\luser\AppData\Local\Temp\88373ela-c767-417e-868d-995222cc9d61.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Templecac61bd-ebb3-4364-b7c6-b6aa2c4c0720.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wWjXNC1Gse83ru82/u0eKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBri9mTiDga:cK2ED9148seur0/uZKCuPNbgtbzémlob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHAL: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0E7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Reputation: low

Preview:

.0. [..L]..3> 0T 7. (YyM...2V.<?
<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... UMz F WX BW..>Nuw9..R{c...Ng.H.K..A
2Ll fHE&. < .&.pkrs..ily. F.N.+. . X.PO@Mo... X.G1..Y.@;..}. .DU....n...n.;.lpr..Q. a.Y...{ei. 0..0..*H.. Mbh=.[0}.+..U
KHF(n3.\"...,g.c...6)..(E...U..#ia...N....P..x.0...(mC;|.5.S {m.aEx...[..fP.i"y.5.R...v.$...... m...ni....W...R.p.b.+..+\k R$e~I\.&c%.d...M. j..V.%...+1F
...D..X\1lct<......EB+i@...8. . .&YR...l.0...,....[0Y0..* H=..*H.=..B.... .r..2.+Y.. k.bRJ5SI.8....... H"i.-l..".Q.{...FOD. D."N@.(..GK....m...A.0.."

l.a..07d...,AH..\MpB..T.m..Vn Ip..>k.|1..n.
Svk+. 2.5V p...x.q.V...7.m.0.~ {l.o/q."..BK..4./

C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ localeslam\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppDatal\Local\Temp\scoped_dir6920_ 1395087000\CRX_INSTALL\ locales\am\messages.json

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped
Size (bytes): 17307

Entropy (8bit):  5.461848619761356

Encrypted: false

SSDEEP: 384:arfbEVrFvMP4rMhuDopC3vUuFBYZV6uml:aHEVrFvMP4KuFvr6D6uml

MD5: 26330929DFOED4E86F06C00C03F07CE3

SHA1L: 478F3B7E7A7EO07BEE182B89C2EF6FFEG045E92C

SHA-256: 621B5139ED199022BB6529AF18EDADC312AE9F3E90ECAF3B2C9E1D12114F5B22

SHA-512: OBEG6183A1BF12575C0F99960705D4249E79CDB8528C55FF132BE99A111F09494231AD6A36CD61B090A3B34C6971D68A29373BA346888E852C52E05DC14380682

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. "message™: "....".. },.. "1213957982723875920": {.. "message": "...... ... e e e 20 )L "1282768764603190
75" {.. "message™: "..... ..".. },.. "1428448869078126731": {.. "message": ".... ...... " he "1522140683318860351" {.. message" " L he
"1550904064710828958". {. "message": }... "1636686747687494376" {.. "message™: "... ..".. },.. "1802762746589457177": {.. . b
"1850397500312020388": {.. "message™: ".$START_LINK$Google Home ....... $END_LINKS ... ...... Chromecast .......... ? $START_SPANS*$END_ SPAN$"
"placeholde

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\arimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 16809

Entropy (8bit):  5.458147730761559

Encrypted: false

SSDEEP: 192:01prKC78ImUjk8RkeryFOYPATXLZ8fsbE3/IFV6c8TEKdI:Jrp8JjA8RkerK0lc3wFVeuml

MD5: 44325A88063573A4C77F6EF943BOFC3E

SHA1L: 78908D766F3E7AOE4545E7BD823C8ED47C7164EB

SHA-256: 67A439A08804EF4BEF261BDBADD8FOFEFD51729167D01EDCA99DD4AF57D6108B

SHA-512: 889C02BC986794C58C76022E78F57F867DD1D5217687F12D679A33A2DBIESA18F3A37CFI4D8FE4585E747C78E4662EAB93361FF7D945990774C7CFCACCFB79D

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517" {.. "message™: ".....".. },.. "1213957982723875920": {.. "message”: " .. v e ".. }.. "128276876460319075": {..
"message": "..... ... " e "1428448869078126731“: {.. "message": "..... ....".. },.. "1522140683318860351": {.. "message”: " i vt e "o he
"1550904064710828958": {..  "message™: "...".. },.. "1636686747687494376": {. "message":"....".. }.. "1802762746589457177":{.. "message" "........
},.. "1850397500312020388": {.. message" "ot veeeeer oo ... Chromecast .. $START_LINKS..... Google Home$END_LINKS$. $START_SPAN$*$END_SPANS$",.. “pl
aceholders™: {.. "END_LINK™: {.. content". "$1t.. }e. "END_SPAN": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 18086

Entropy (8bit): 5.408731329060678

Encrypted: false

SSDEEP: 192:4jjpr342SIwPlasR9VhMKACVmrv8evj+3eXivOMbb2vVzCkwRVEV6c8TEKAI:4ZrYo+rxT+qOVeVeuml

MD5: 6911CE87E8C47223F33BEF9488272E40

SHA1: 980398F076BB7D451B18D7FDE2DE09041B1F55AD

SHA-256: 273DEFOF67FOFA080802B85EF6F334DES50A19408F46BDF41FOF099B1F5501EEA

SHA-512: CDB69405BB553E46DCF02F71B1A394307D0051E7FA662DFFEBA7888F30DD933F13C7FD6E32F1D7AEAEES746316873B6E1D92029724ABDC75E49DCC092172EA
2

Malicious: false

Reputation: low

Preview:

{- '1018984561488520517" {.  "message": ".....". },. "1213957982723875020" (. ’message":"
6460319075" {.  "MeSSAge" "..cccooc. .. covvrrr. “. }.. "1428448869078126731" {.. “message":

}.. "12827687

"Lohe 1522140683318860351 {. "message":
e e ) e e ".. }.. "1550904064710828958" {.. "message™: "....".. }.. 1636686747687494376 {. "message": },.. "18027627
46589457177": {..  "message™: ".........".. },.. "1850397500312020388": {..  "message": "....... ....ccee .. Chromecast.$START_LINK$ Google Hom
e$SEND_LINK$? $START_SPAN$*$SEND_SPANS$",.. "p

C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\bnimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 19695

Entropy (8bit): 5.315564774032776
Encrypted: false
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\bnimessages.json

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

384:PrUCrcTIOeswIW/Vre/sZn8TFfzheV6uml:IPswIWtoK8xfG6uml
FODDF525C07251282A3BFFCEE9A09ABB
A343A078E804AF400A8F3E1891E3390DA754A5CD
C69C6CI0F7EB8F10685CD815AF1F6F1B87CF30C4E8D95DF1D577DE1105AAD227

EBD339C37162984672513019D470B92DF8B743DD69D4430361EF12D42FD1C208DBDE818A7BFE20BESA7D63CD6E02B3F4344DEA1CAAEDB8719D789981A49DA4
C

false

low

{.. "1018984561488520517":{..  "message": ".......".. },.. "1213957982723875920": {..  "MESSAGE": "..... ciciets weert torririet et e s ?".. ). "128
276876460319075": {..  "message": "...... ........ ".. }.. "1428448869078126731":{.. "message": ... ....... .. ".. }.. "1522140683318860351" {.. "message™
s et e e e e ".. }.. "1550904064710828958" {..  "message": "......... ".. }.. "1636686747687494376" {.. "message": "....".. },.. "18027627
46589457177": {..  "message": ".....".. }.. "1850397500312020388": {.. "message": "$START_LINK$ Google

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\caimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15518

5.242542310885

false
384:drGUBKxMF2ayv8FriccUVFmwf+7d9VKS3V6uml:dCUBKxMFBYOFE3UzmQ+zkSI6uml
A90CF7930E7C3BEC61EE252DEFAD5S74A
F630CA01114A7BDD39607CB84B8280CCE218A5C6
A533740E17559E2ADF40B4555C60F21EEC84E92C09CDBC19EEDO33A0B4DD2474

598F991B344FA6724617D6CE57BBOD6D64EF86B4F5317BF6ADSEDFA3EGBOA385094E7885F7A8FA2B107405B31C3D9F76E92315BC1D9BB52ACD4ECAD342917DI
1

false

low

{.. "1018984561488520517":{.. = "message": "Es congela".. },.. "1213957982723875920":{.. “"message": "Quina de les opcions.seg.ents descriu millor la vostra
xarxa?".. },.. "128276876460319075" {.. "message": "Detecci. de dispositius".. },.. "1428448869078126731":{.. “"message": "Flu.desa del v.deo".. }.. "1522
140683318860351": {..  "message": "S'ha produ.t un error en la connexi.. Torneu-ho a provar.".. },.. "1550904064710828958":{..  "message": "Correcta".. },..
"1636686747687494376": {..  "message": "Perfecta”.. },. "1802762746589457177":{.. "message": "Volum".. },.. "1850397500312020388": {.. "message":
"Pots veure el Chromecast a I'SSTART_LINK$aplicaci. Google.Home$END_LINK$?$START_SPANS*$END_SPANS$",..  “placeholders": {.. "END_LINK™: {..
“content™: "$1".. - "END_SPAN": {.. “content": "$2".. }e. "START_LINK": {.. "

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\cs\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15552

5.406413558584244

false

192:eVdprdrG5efiTk93ebrxZR1fdc8VDCwWTIfTV6c8TEKI: 2rMgiQerxQ88W7Veuml
17E753EE877FDED25886D5F7925CA652
8E4EC969777CCOCEB7C12D0C1B9D87EBBBIC4678
C562FCCFCE374D446BFAC30AC9B18FF17E7A3EF101C919FF857104917F300382

33D61F6327FC81D7A45AA2CC97922DC527F5FA3E54AA1A1638DA6EE407024A2F10CFD82CC5C3C581C2E7B216276987CB26C3FA95198572E139ACF29CC5B7AD
B

false

low

{.. "1018984561488520517": {..  "message": "Video zamrz.".. },.. "1213957982723875920":{..  "message": "Kter. popis nejl.pe vystihuje va.i s..?".. },.
"128276876460319075" {..  "message": "Zji..ov.n. za..zen.".. },.. "1428448869078126731":{. "message": "Plynulost videa".. },.. "1522140683318860351" {..
"message": "P.ipojen. se nezda.ilo. Zkuste to pros.m znovu.".. },.. "1550904064710828958":{.. = "message": "Plynul.".. },.. "1636686747687494376":{.. "m
essage": "Perfektn.".. },.. "1802762746589457177":{..  "message": "Hlasitost".. },. "1850397500312020388":{.. "message": "Vid.te sv.j Chromecast v.$ST
ART_LINK$aplikaci Google Home $SEND_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_LINK™": {.. “content": "$1".. }e.
END_SPAN": {.. “content": "$2".. | "START_LINK"™: {.. “content™: "$3"..

C:\Users\user\AppDatal\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\_locales\daimessages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15340

5.2479291792849105

false
192:+Upr8Xnl1MY2kPuir8j7Rd3kbTWc4QtV6c8TEKdI:FrJ1H9br8h6eZCVeuml
FOBA313C78454109B629B37521959B33
3D585D52EC8B4399F66D4BESSCED10F4A034FCCC
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\daimessages.json

SHA-256: 23BF7E5EDF70291CA6D8F4A64788C5B86379EECB628E3DFA7DD83344612F7564

SHA-512: 9F2868AEBBF7F6167A7EA120FE65E752F9A65D1DC51072AA2413B2FDE374DA2D169D455A4788E341717F694179E6F1FA80413C080D9CD8CB397C3E84668CBFE
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": "Fryser".. },.. "1213957982723875920":{..  "message": "Hvilket af f.Igende udsagn beskriver bedst dit netv.rk?"..
}.. "128276876460319075" {..  "message": "Enhedsregistrering".. },.. "1428448869078126731":{.. "message": "Videostabilitet".. },.. "152214068331
8860351":{..  "message": "Forbindelsen blev afbrudt. Pr.vigen.".. },.. "1550904064710828958":{..  "message": "Problemfri".. },.. "1636686747687494376" {..
"message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Lydstyrke".. },.. "1850397500312020388" {.. "message": "Kan du se din Chromecasti $
START_LINK$ Google Home-appen$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK™" {.. “content™: "$1".. -
"END_SPAN": {.. "content": "$2".. - "START_LINK": {.. "content™: "$3".. e "STAR

C:\Users\luser\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15555

Entropy (8bit):  5.258022363187752

Encrypted: false

SSDEEP: 192:AJprM71A4qyJSwIk5KR5rtXsmvLOxhVw921YV6c8TEKAI:2re3jIS5A5rt8msA2KV6uml

MDS5: 980FB419ED6ED94AD75686AFFB4E4AC2E

SHA1L: 871BFBCA6BCBA9197811883A93C50C0716562D57

SHA-256: 585C7814AFD2453232BC940252D4AE821D6E6CBCFD74A793F78ESDB8BAS342F1

SHA-512: 1681FA9C3BA882250A5005FB807D759EB8AG634F1AA011725B1C865C0028BE7AB7BC16DC821A7F5BBFBAB4C91E7D663ADE715284798E7EB4E8FFF2D254488882|
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "H.ngenbleiben".. },.. "1213957982723875920":{.. = "message": "Welche dieser Aussagen beschreibt dein Netzwerk
am besten?".. },.. "128276876460319075" {..  "message": "Ger.teerkennung".. },.. "1428448869078126731":{.. “message": "Videowiedergabequalit.t".. },..
"1522140683318860351": {..  "message": "Fehler beim Herstellen der Verbindung. Bitte versuche es noch einmal.”.. },.. "1550904064710828958":{..  "message":
"Strungsfrei".. },.. "1636686747687494376": {.. "message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Lautst.rke".. },.. "18503975003
12020388": {..  "message": "Siehst du deinen Chromecast in der $START_LINK$Google Home App$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholde
rs": {.. "END_LINK": {.. "content": "$1".. }e "END_SPAN" {.. "content": "$2".. }e. "START_LINK": {.

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\el\lmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 17941

Entropy (8bit): 5.465343004010711

Encrypted: false

SSDEEP: 384:S0rDuhLh41cZrP3TzDBknbpgo6djlV6uml:SOfuBh46ZD3TzDinbpgoUK6uml

MDS5: 40EB778339005A24FF9DA775D56E02B7

SHA1L: B00561CC7020F7FE717B5F692884253C689A7C61

SHA-256: F56BF7C171AA20038EE30B754478B69A98F3014C89362779B0A8788C7BIBEEEL

SHA-512: 8BED281A33EC1E4E88A9F9D62BB13FE0266COFAF8856D1DC2A843D26DD3CESE7D1400FD3325ABD783B0364EC4FB1188AD941D56AEB9073BC365BEOD12DEGC
013

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. "message": "....... ".. }.. "1213957982723875920" {.. "MESSAQE™: "ot i s it e s s .} "1282768
76460319075" {..  "message": "........ ........ ".. }.. "1428448869078126731":{.. "message": " ".. }.. "1522140683318860351":{.. "message": ".......
......................... .. "1550904064710828958" {..  "message": ".....".. }.. "1636686747687494376" {. "message™: ".....".. },.. "1802762746589457177" {..
"message": }.. "1850397500312020388": {..  "message":"............ .. Chromecast .... $START_LINKS........ Google Home$END_LINKS$; $START_SPAN
$*$END_SPANS$",..  "placeholders™: {.. "END_LINK": {.. “content

C:\Users\user\AppDatal\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 14897

Entropy (8bit): 5.197356586852831

Encrypted: false

SSDEEP: 96:2MKUOpP5N7GTNMRuv6MObIt3FXGkW6/5NKKkQINIKIhnH3t9F410sUA+ISN6cGDSyYR:VKzprogudTGkWarKeJhdIR+V6c8TEKdI
MD5: 8351AF4EA9BDDIC09019BC85D25B0016

SHAL: F6EC1FFD291C8632758E01C9EE837B1AD18D4DCF

SHA-256: F41C82D8A4FOE9B645656D630C882BE94AOFB7F8CECOFE864B57298F0312B212

SHA-512: 75672B57F21F38F97341AD76A199AD764E9FBAB2384D701BF6EBO6CEFDEGCAF20F047F9051A4E30D99621E5C1FBBDBIE38SESD2B47470806704B38DA130A146C
Malicious: false
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\en\messages.json

Reputation:

Preview:

low

{.. "1018984561488520517":{..  "message": "Freezes".. },.. "1213957982723875920" {..  "message": "Which of the following best describes your network?"..
}.. "128276876460319075": {..  "message": "Device Discovery".. },.. "1428448869078126731": {.. "message": "Video Smoothness".. },. "1522140683318860
351":{.. "message": "Connection failed. Please try again.".. },.. "1550904064710828958" {.. "message": "Smooth".. },.. "1636686747687494376": {..
"message": "Perfect".. },.. "1802762746589457177":{.. "message": "Volume".. },. "1850397500312020388": {.. "message": "Are you able to see your Chrom
ecast in the $START_LINK$ Google Home app$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {.. "content": "$1"..

1. "END_SPAN": {.. "content": "$2".. L "START_LINK": {.. “content”: "$3".. e "START

C:\Users\luser\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\es\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15560

5.236752363299121

false

192:NAgprfylpTCukFr+1DlyDRoanvV6c8TEKdI:KMrg6FrmvVeéuml
8A70C18BB1090AA4D500DE9ESE4AQOEF
8AFC097FA956C1317DB0835348B2DA19F0789669
FF173D1CEF665B1234E02F11070ABD2B65230318150734579A03C7F31B4AE3F4

140BAF40A4ABE9B8AF0855B0EBB7DFDF17869EDFC4EE1037C5EA7FDD8EDEBD4850E055B6A4D7B8782657618BCE1517813779BA01BA993CC838BB43EOBE71E
EEE

false

low

{.. "1018984561488520517":{..  "message": "Congelaci.n de im.genes".. },.. "1213957982723875920":{..  "message": ".Cu.l de las siguientes respuestas descr
ibe mejor tured?".. },.. "128276876460319075":{..  "message": "Detecci.n de dispositivo".. },.. "1428448869078126731": {.. = "message": "Fluidez del v.deo"..
},.. "1522140683318860351": {.. = "message": "Error en la conexi.n. Vuelve a intentarlo.”.. },.. "1550904064710828958": {..  "message": "V.deo fluido".. },..
"1636686747687494376": {..  "message": "Perfecta”.. },.. "1802762746589457177":{..  "message": "Volumen".. },. "1850397500312020388":{.. "“message":
".Puedes ver tu Chromecast en la $START_LINKS$aplicaci.n Google.Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {..
“content"™: "$1".. }e. "END_SPAN": {.. “"content": "$2".. }e. "START_LINK" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\etimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15139

5.228213017029721

false
96:248bxhWYp5Ny5M63niwAKD4rrJSI2RKPXh9P5SNFP2+NBMUO1jewUEVez3QOiSevy:ikxprot3lYkf/rHBcOKsUV6C8TEKI
A62F12BCBA6D2C579212CA2FFI0F8266

F7E964A2D9BBDA364252BCE5CFBA3FD34FDD825E
3EB3EBOB3B4A8E5A477D1B3C3A3891CCC7DC6B8879ECE243A7BD7C478068273D

E300201245C00ADEC8F39D586875F8FA4607AB203572BF3CE353C1CA7CDCA05B8786810CAOCEE27E4EAS4ASEFD53690F1EA7AA4148CFFA472A66BB112027235¢
6

false

low

{.. "1018984561488520517": {..  "message": "Hangub".. },.. "1213957982723875920":{..  "message": "Milline j.rgmistest v.idetest kirjeldab k.ige paremini teie
vrku?".. },.. "128276876460319075" {..  "message": "Seadme tuvastamine”.. },.. "1428448869078126731":{. "message": "Video sujuvus".. }.. "152

2140683318860351": {..  "message": ".hendamine eba.nnestus. Proovige uuesti.".. },.. "1550904064710828958": {..  "message": ".htlane".. },.. "163668674768
7494376": {..  "message": "T.iuslik".. },.. "1802762746589457177":{.. “"message": "Helitugevus".. },. "1850397500312020388": {..  "message": "Kas n.ete
oma Chromecasti $START_LINK$rakenduses Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  “"placeholders™: {.. "END_LINK": {.. “conte
nt": "$1".. 1. "END_SPAN": {.. “content": "$2".. b "START_LINK": {.. “content": "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\faimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

17004

5.485874780010479

false
192:rngalpriX/t9wkjTIrs3hqaXxRQdiIMDnD+LhfHdoltV6c8TEKdI:4rin5rU1X7QdOMICtV6uml
852BD3CFF960F1BC3A2AAB3CB3874EF9
C9F6F3C776542889FE3B67971D65ACFE048A3A0A
D87597B6C10364501B98AA42524843F109009CCEF022D8E0170440D7F144F4C6

2A7AEAD70E33E53EE31831CE2E61DD8SDF103C4170EC483BDA14B8788E5DD536EEE84DBA340CACBDF16889C7E6465B48D82C4714E746E8A7B372D12CBDF371
95

false

low
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\faimessages.json

Preview:
{.. "1018984561488520517": {.. "message": ".... ... ....... " }.. "1213957982723875920": {.. "MESSAGE": "ot ik i e et e e e e s e e e B 128
276876460319075": {.. "message™: "..... ...... ".. }.. "1428448869078126731" {.. "message": "..... ..... ". }.. "1522140683318860351" {.. "message™: "..... .....
.......................... ".. }.. "1550904064710828958" {.. "message™: "....".. },.. "1636686747687494376" {.. "message™: "....".. },.. "1802762746589457177": {..
"message™: "..... ...".. },.. "1850397500312020388": {.. "message": ".... ......... Chromecast ... .. .. $START_LINKS ...... Google Home$END_LINKS ....... $START_SPA
N$*$END_SPANS$",..  "placeholders™: {.. "END_LINK" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\fiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15268

Entropy (8bit):  5.268402902466895

Encrypted: false

SSDEEP: 192:efMprYXiYUNpj5Coik1tXxrUhvUzSPWV6c8TEKdI:elrjbjosdrusWveuml

MDS5: 3902581B6170D0CEA9B1ECF6CC82D669

SHA1L: C8208AC2B1DD6D4F8BDAAEO1C8BD71FFFASA732B

SHA-256: D2A8180225A83A423BB6E17343DFA8F636D517154944002ED9240411B8COC5EL

SHA-512: 612FDD8A3C5051F0A4F1E11E50B5D124B337C77D62D987D35C2AF9EO08AFC6AFCEBAEESDA0FDFBCD1E1889F39758B96FAECBF6C6D1CF146C741A5261952050!
21

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Pys.htyy".. },.. "1213957982723875920":{.. "message": "Mik. seuraavista kuvaa parhaiten verkkoasi?".. },..
"128276876460319075" {.. = "message": "Laitteiden tunnistaminen”.. },. "1428448869078126731":{.. "message": "Videon tasaisuus".. },.. "152214068331886
0351":{..  "message": "Yhteys ep.onnistui. Yrit. uudelleen.”.. },.. "1550904064710828958":{.. "message": "Tasainen".. },.. "1636686747687494376": {..
"message": "T.ydellinen".. },.. "1802762746589457177": {..  "message": "..nenvoimakkuus".. },.. "1850397500312020388":{.. "message": "N.etk. Chromecastisi
$START_LINK$Google Home .sovelluksessa$END_LINK$? $START_SPANS$*$END_SPANS',..  “placeholders™: {.. "END_LINK": {.. “content™: "$1"..

}e. "END_SPAN": {.. "content": "$2".. }e. "START_LINK": {.. "content": "$3".. -

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\filmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15570

Entropy (8bit):  5.1924418176212646

Encrypted: false

SSDEEP: 192:+esprzAsQp68wlJYkMyr2k0jR1/7Rr1uV6c8TEKdI:Gr78JDMyrROtJuvV6euml

MD5: 59483AD798347B291363327D446FA107

SHA1L: C069F29BB68FA7BA2631BOBF5BBF313346AC6736

SHA-256: DD47530EAE96346CD4DC3267A0BB1091BB17B704803A93CDA2E3E81551B94F12

SHA-512: 091595CA135E965ED3DE376873541117F0E7AS8EBDEB4714833EFDD6C820234373891BESDEC437BA85CCB79CCCA053D407E6ADA17EBDAE7D313324A48775C0C
0

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Hindi gumagalaw".. }.. "1213957982723875920":{.. "message": "Alin sa sumusunod ang pinakamahusay na
naglalarawan sa iyong network?".. },.. "128276876460319075":{..  "message": "Pagtuklas ng Device".. },.. "1428448869078126731":{.. "message": "Pagka-s
mooth ng Video".. },.. "1522140683318860351":{.. "message": "Hindi nakakonekta. Pakisubukang muli.".. },.. "1550904064710828958" {..  "message": "Smoot
h".. },.. "1636686747687494376" {..  "message": "Perpekto".. },.. "1802762746589457177": {.. "message": "Volume".. },.. "1850397500312020388": {..
"message": "Nakikita mo ba ang iyong Chromecast sa $START_LINK$ Google Home app$END_LINK$? $START_SPAN$*$END_SPANS$",..  “placeholders™: {..
"END_LINK": {.. “content": "$1".. b "END_SPAN": {.. “content": "$2".. b "START_LINK": {.. “content"; "$

C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\frimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15826

Entropy (8bit):  5.277877116547859

Encrypted: false

SSDEEP: 192:nLZprAZg3EkV3sjriCe8L/1VaT7ltlrixLAkoYHHavV6c8TEKdl:vrW+2jrI7TdLAK3MV6umI

MD5: 9B416146FE4F1403C2AACACA4DCF1A5C3

SHAL: 616F055C9FADACE972DF82EC8A9B2F4EDA3E7FAD

SHA-256: 7C7F5758F54008190ACCDDBD1761CBD980FB5FE0847E992874498228D2571DBC

SHA-512: 6EBE70380A8C6E2C0587ADFF6AE36963EC76694904841CE1DFE4AEEE215B917AD3E8AF727555627FBDF6B8BAG6A4A0674D2BI90ACAEI331B6628A32F4C4348FB51
B

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\frimessages.json

Preview:
{.. "1018984561488520517": {.. "message": "Se fige".. },.. "1213957982723875920":{..  "message": "Parmi les propositions suivantes, laquelle d.crit le mieux
votre r.seau.?".. },.. "128276876460319075":{..  "message": "D.tection d'appareils".. },.. "1428448869078126731":{.. "message": "Fluidit. de la vid.o".. },..
"1522140683318860351": {..  "message": ".chec de la connexion. Veuillez r.essayer.".. },.. "1550904064710828958":{..  "message": "Fluide".. },.. "163
6686747687494376" {..  "message": "Parfaite”.. },.. "1802762746589457177":{.. "message": "Volume".. },.. "1850397500312020388":{..  "message": "Votre
Chromecast est-il visible dans 'SSTART_LINKS$application Google.Home$END_LINK$.? $START_SPANS$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™" {..
"content"; "$1".. o "END_SPAN": {.. "content": "$2".. e "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\guimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 19255

Entropy (8bit):  5.32628732852814

Encrypted: false

SSDEEP: 384:Hg2Mr+gPIIKYMdzKgXr3dGsGF+yAK37Wi{7Cy/Veuml:KxzTVgX7ykjeuml

MDS5: 68B03519786F71A426BAC24DECA2DD52

SHA1L: BBE6608932EC5CEC4BC3C5475BFC3E312D2E2E7D

SHA-256: C77A4D27E9E6CA25B9290056D93A656E3EBE975957E4C2EE9FOFB11B133D5CD4

SHA-512: 5FFE06A10774877AF25E05BA07F3032CC52F874896D67E320F4EFID524A22E40B462CC6206700E9557EB354FA2730172DC6912EBCA49C671FBOEF155B17F9EFF

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAGE" ".....cccirt et crirt rereiriis et e e ?".. }.. "128276876
460319075": {..  "message": ".......".. },.. "1428448869078126731":{. "message": "....... ..... ".. }.. "1522140683318860351":{.. "message”: ... ... ..
........................ ".. }.. "1550904064710828958" {.. "message":"..". }.. "1636686747687494376" {.. "message" "...".. }.. "1802762746589457177" {.
"message”: "....... ".. }.. "1850397500312020388" {..  "message™: "... ... $START_LINK$ Google Home ..$END_LINKS$... Chromecast..

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\hiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 19381

Entropy (8bit):  5.328912995891658

Encrypted: false

SSDEEP: 384:2rGrSmhKy7KyY+bNEDQIQdrMEPxtShJV6éuml:zBqG6QdwEPrW6Eum|

MD5: 20C86E04B1833EA7F21C07361061420A

SHA1L: 617COD70E162CF380005E9780B61F650B7A39F9B

SHA-256: C2C27CA242DBDEG00BA3AA7782156BC2B190A64D8A1B51EDC8007BDECA139553

SHA-512: 9FB91AABE0226519E298B1136E8A1A3C1879DB7FOE6052AF1BFD55921CD698346278D04602510680A9695A76DD5C96D9665380580044C50D81392BB2CB3EBEYS

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. = "message": "....".. },.. "1213957982723875920" {..  "MeSSAgE": "..... ... s et cert crrriet e et e e W20 L 1128276
876460319075" {..  "message": "........".. },.. "1428448869078126731":{.. "message": "...... ........ ".. }.. "1522140683318860351":{..  "message": "...........
.................... ".. },.. "1550904064710828958" {..  "message": "......".. }.. "1636686747687494376" {.. “"message": "....".. },.. "1802762746589457177" {..
"message”: "....".. },.. "1850397500312020388"{.. " :"... .. $START_LINK$ Google Home ......... SEND_LINKS ... .... Ch

C:\Users\user\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\hrimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15507

Entropy (8bit):  5.290847699527565

Encrypted: false

SSDEEP: 192:Pdapr6h85tRwVQgkvJryLkla5Kfndg/V6c8TEKdI:Arwot2Q7BryVcee/Véuml

MD5: 3ED90E66789927D80B42346BB431431E

SHAL: 2B061E3271DF4255B1FFC47BDB207CDECOD9724F

SHA-256: 0B41E3C42414F72C9A12C05F8772597F9685115366A774C66018467AD4B71A74
SHA-512: 92BE43F1FFC8EFBF5BBC50573AC4C65F6104416A5B6CD04404C3A9854CA3DCF2A43A4044C168590CDF83887D234495843572331ADCD5B020D2E48A3956F3C1€
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": "Zamrzavanje".. },. "1213957982723875920": {.. "message": "Koje od sljede.eg najbolje opisuje va.u mre.u?".. },..
"128276876460319075" {..  "message": "Otkrivanje ure.aja".. },.. "1428448869078126731":{.. "message": "Ujedna.enost videoreprodukcije".. },.. "1
522140683318860351": {..  "message": "Povezivanje nije uspjelo. Poku.ajte ponovo.".. },.. "1550904064710828958": {..  "message": "Glatko".. },.. "16366867
47687494376 {..  "message": "Savr.ena".. },.. "1802762746589457177":{. "message": "Glasno.a".. },. "1850397500312020388":{.. "message": "Vidite li
svoj Chromecast u $START_LINKS$aplikaciji Google Home$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_LINK": {.. "co
ntent": "$1".. 1. "END_SPAN" {.. “"content": "$2".. 1. "START_LINK": {.. “"content": "$3"..
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\huimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15682

5.354505633120392

false

192:CCEAproS9fZv+JIwkDMrC2NSxoSgbV6c8TEKdI:5r5VZv+RDMrazoVeéuml
8E9FF7E49473C5734A2F6F0812E12EB3
A4F10DDD1580582533D5EB59EDF6D8048F887C81
6CDD2FB39ADECEOOE88B989E464B05ED1414092D0492F6D0AES8D549BFD1A46A

E9A4AF31B1A276F395599BB620A3164CABF3459F3C102DD3F57DFEA734510BD985DEGS5CB409E1975559ACCC615075439A08E1IDEBE22C90A0ABCAA3CAFEET9/
c7

false

low

{.. "1018984561488520517": {.. "message": "Lefagy".. },.. "1213957982723875920":{..  "message": "Az al.bbiak k.z.| melyik jellemzi legjobban h.l.zat.t?".. },..
"128276876460319075": {..  "message": "Eszk.zfelfedez.s".. },.. "1428448869078126731" {.. "message": "Vide. folyamatoss.ga".. },.. "1522140683318860351"
:{.. "message": "Sikertelen kapcsol.d.s. K.rj.k, pr.b.lja .jra.".. },.. "1550904064710828958":{.. "message": "Folyamatos".. },.. "1636686747687494376": {..
"message": "T.k.letes".. },.. "1802762746589457177":{.. "message": "Hanger.".. },.. "1850397500312020388":{..  "message": "L.tja a Chromecastot a $STA
RT_LINK$Google Home alkalmaz.sban$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™ {.. “content": "$1".. he-
"END_SPAN": {.. "content": "$2".. He- "START_LINK": {.. "content":

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\idimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15070

5.190057470347349

false

192:GsprMtChjkWfrEWLOKRCNEOWV6c8TEKdI:9rtAEr3LTRUWV6UmI
7ADF9F2048944821F93879336EB61A78
C3DA74FB544684D5B250767BBOCB66FFB7C58963
3630947E1075E3663AD3E4824D0BE42CB47C0D615D8053E83B9595047C8BA9BE
1F28BB80E1839C5581106BEA3AE2501C7618249D7E3115819F5A9A87771D59F5DE346C1B9C87F7FFC390604D5B9888CE738E25F2F04A094002A0FB3B22CBEC95
false

low

{.. "1018984561488520517":{..  "message": "Membeku".. },.. "1213957982723875920" {.. "message": "Dari berikut ini, manakah yang paling mendeskripsikan
jaringan Anda?".. },.. "128276876460319075"{.. “message": "Penemuan Perangkat".. }.. "1428448869078126731":{.. "message": "Kelancaran Video".. },..
"1522140683318860351": {..  “"message": "Sambungan gagal. Coba lagi.".. },.. "1550904064710828958" {.. = "message": "Lancar".. },.. "1636686747687494376"
:{.. "message": "Sempurna”.. },. "1802762746589457177":{.. “message": "Volume".. }.. "1850397500312020388":{..  "message": "Bisakah Anda melihat
Chromecast di $START_LINKS$aplikasi Google Home$END_LINK$? $START_SPAN$*$SEND_SPANS$",.. "placeholders": {.. "END_LINK™: {.. “content": "
$1". e "END_SPAN": {.. “content": "$2".. e "START_LINK™: {.. “content": "$3".. .

C:\Users\user\AppDatal\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ localeslitimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15256

5.210663765771143

false

192:1Yprk52dAaykVza8rEOQWBKD9+vqOhKEV6c8TEKdI:qrlA8r6DalVéuml
BB3041A2B485B900F623E57459AE698A
502F5EA89F9FB0287E864B240EA39889D72053A4
025737EF8FA06706B3F26D0F52B4844244A6D33DAE1D82FEF2931A14C003D57E

BA51784073BEF82F3A116B33DA406FDB10EC823B9EE74375C46036DAD8BDCB4141F60845DE141ABE42CEEF9251572F6AB287CAS5FC7669C60E4F68071D5AB8C
D

false

low

{.. "1018984561488520517": {..  "message": "Si blocca".. },.. "1213957982723875920":{..  "message": "Quale delle seguenti definizioni descrive meglio la tua
rete?".. },.. "128276876460319075" {..  "message": "Rilevamento dispositivi".. },.. "1428448869078126731":{..  "message": "Uniformit. video".. },.. "1522140
683318860351": {..  "message": "Connessione non riuscita. Riprova.".. },.. "1550904064710828958": {..  "message": "Fluido".. },.. "1636686747687494376" {..
"message": "Perfetta”.. },.. "1802762746589457177":{..  "message": "Volume".. },. "1850397500312020388":{.. "message": "Riesci a vedere il tuo dispositivo
Chromecast nell'$START_LINK$app Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™: {.. “content": "$1"..
he. "END_SPAN": {.. “content": "$2".. | "START_LINK" {.. "content"™: "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir6920_ 1395087000\CRX_INSTALL\ localesliw\messages.json

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

HTML document, ASCII text, with very long lines, with no line terminators
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ localesliw\messages.json

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

18990

4.903564947699091

false

192:xkQOXrEGOhGUKT/Mf8eZrNj27tS+iilUfOKkGEyWiycLSK8eL+D75J4X:KdrgGvDMEeZrM78fQVLZqDA

A991BEF47A83913A1EOEF06007D09198

80BA1EBFC3E9BEBA34F73E78CED8313E54F9CC96

O0F95D8BF550F14B2B704CE42911F5BD23FA9FE28D0D301F66628848B27C760CB
1B5C8196669088A884FD8E117E7EB0870B296AF493004F948D0ADAFF630B07A34F423647E55856307029B2B06CDCCEAED2F9C43B426200D28D8A19A48CEASD4:
false

low

{"1018984561488520517": {"message": "\u05e7\u05d5\u05e4\u05d0"}, "1213957982723875920": {"message": "\u05d0\u05d9\u05d6\u05d4 \u05de\u05d4\u05de\u05e9
\u05e4\u05d8\u05d9\u05dd \u05d4\u05d1\u05d0\u05d9\u05dd \u05de\u05ea\u05d0\u05e8 \u05d0\u05ea \u05d4\u05e8\u05e9\u05ea \u05e9\u05dc\u05da \u05d1\u05e6
\u05d5\u05e8\u05d4 \u05d4\u05d8\u05d5\u05d1\u05d4 \u05d1\u05d9\u05d5\u05ea\u05e8?"}, "128276876460319075™ {"message": "\u05d2\u05d9\u05dc\u05d5\u05d9
\u05de\u05db\u05e9\u05d9\u05e8\u05d9\u05dd"}, "1428448869078126731": {"'message": "\u05d0\u05d9\u05db\u05d5\u05ea \u05d4\u05e2\u05d1\u05e8\u05ea \u05d
4\u05d5\u05d5\u05d9\u05d3\u05d0\u05d5"}, "1522140683318860351": {"message": "\u05d4\u05d7\u05d9\u05d1\u05d5\u05e8 \u05e0\u05db\u05e9\u05dc. \u05e0\u05
e1\u05d4 \u05e9\u05d5\u05d1."}, "1550904064710828958": {"message”: "\u05d7\u05dc\u05e7"}, "1636686747687494376": {"message": "\u05de\u05e2\u05d5\u05dc
\u05d4"}, "1802762746589457177": {"message": "\u05e2\u05d5\u05e6\u05de\u05ea \u05e7\u05d5\u05dc"}, *

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\jaimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

16519

5.675556017051063

false

192:nkprPhQdxkRWrZelwYpMR5wnAV6c8TEKdI:YrLRWri65wAV6euml
6F2CC1A6B258DF45F519BA24149FABDC
8A58C7880C6D22765DCBB6BCE22A192C1B109AEL
42ECFEE727CFC4F2845FEFDACESEDC2EO0A40AFAD69973A3BI50CEB53A7633342
F7454F0E14301C59CC54361ACC0AL1C6D072EFIBDF5DEA60646FB90B1CE47612785938C784A4CF1DE3E62648A14420374933B5F5DA43907BC00D3799FF163A3D!

false

low

{.. "1018984561488520517":{..  "message": "..".. },. "1213957982723875920":{. "message”:"............cccerrn. ".. },.. "128276876460319075" {..
"message": ".....".. }.. "1428448869078126731"{. "message": "....... ".. }.. "1522140683318860351": {.. "message": }.. 15509040
64710828958": {..  "message": "..".. }.. "1636686747687494376":{.. “"message™ "...".. },.. "1802762746589457177":{.. “message" "..".. },.. "18503975
00312020388 {..  "message": "$START_LINK$Google Home ...$END_LINK$. Chromecast ......... $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_
LINK": {.. “content": "$1".. - "END_SPAN" {.. “"content": "$2".

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\knimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

20406

5.312117131662377

false
384:a6C5rBSzvrZreGnla9ZBHRUDYr9yRwEcAa4rSeD5BSz0hJz8gbbM3gbr//Hkrd4c:a6C5rBSzvFreGnla9ZBHRUDYr9yRwWECC
2E3239FC277287810BC88D93A6691B09

FC5D585DA00ADC90BF79109C7377BD55E6653569
5FC705AD19761204D8604EA069936A23731B055D51E7836CAAF16ACT7719FBEEA

DF8BC9E577D3ECBOE6C303E1D2C9E9A4A8317CAE810A9DFC88DI1B373A4B665722C5A9AB5A589BB947FDA4C7CDIAGDF39DDD13EA47FEOEFF7EOACA3E49FF
3479

false

low

{.. "1018984561488520517":{..  "message": " }.. "1213957982723875920" {..  "message": " b1
28276876460319075" {..  "message™ "..... ... M) "1428448869078126731": {..  "message™: "...... ... ".. }.. "1522140683318860351":{. “"message":
" ".. }.. "1550904064710828958" {.. "message":"...".. },.. "1636686747687494376" {.. “"message" "....".. },.. "180276274658
9457177":{..  "message": "........ ".. }.. "1850397500312020388": {..  "message": ... $

C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\ko\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

15480

5.617756574352461

false
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\ko\messages.json

SSDEEP: 192:kWprGvSQtkxWifrnI5JuFBWVZV6c8TEKdI: TrkuxKfrIT4YVZV6uml
MDS5: E303CD63AD00EB3154431DED78E871C4
SHA1L: 3B1E5BBE2CF5EBDF5D33656EF80A46563F751783
SHA-256: FDE602BFDB1AFD282682DA5338C4F91D8A2F6CB5411DB8F62F4583D629CE67A6
SHA-512: 18BA1D5A25FBC1829AD957A531BOCC490AFCBD20AC22181021363AA3CFB916270B8732E824463C9B0897220E8AEB6EB1BES61D6540E6C625F08F228F61DDFFA
Malicious: false
Reputation: low
Preview:
{.. "1018984561488520517":{..  "message™ "..".. },.. "1213957982723875920":{. "message":"........... "128276876460319075": {..

".. }.. "1428448869078126731":{.. "message™ ".....".. }.. "1522140683318860351":{.. "message

"message™: ".. .." ol 1. "155090406471082
8958": {.. "message": "...".. },.. "1636686747687494376" {.. "message™: "...".. },.. "1802762746589457177" {.. "message™: "..".. },.. "1850397500312020
388" {.. "message": "$START_LINK$Google Home .$END_LINK$. Chromecast. .....? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK" {..
"content™: "$1".. e "END_SPAN" {.. "content": "$2".. he "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\ltimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15802

Entropy (8bit):  5.354550839818046

Encrypted: false

SSDEEP: 192:1GxSprfkiRR+2zJckS1khrnP185+80p3DWReV6c8TEKdI:IG4rlg0OkSmhrwbpleVeuml

MD5: 93BBBE82F024FBCB7FB18E203F253429

SHA1L: 83F4D80F64FA2ADCE6C515C5F663BD38A76C51DB

SHA-256: E7A8570922CCC4F2CA3721C4E61F426158C4E7BC90274FBC8BE4040FF8B6CAIB

SHA-512: B7E7878106B466CE95069141DF1DE387E847348B62E9C4D548006452F3E164B3AD842E9673A56DC011A5ECC3346B5863E2034EE477A9D1F3EOABD76B2DOF6404
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Stringa".. }.. "1213957982723875920":{.. "message": "Kuris i. toliau pateikt. teigini. geriausiai apib.dina j.s. tinkl.

?".. }.. "128276876460319075" {..  "message": “.renginio suradimas".. },.. "1428448869078126731":{..  "message": "Vaizdo .ra.o sklandumas".. },.. "

1522140683318860351" "message": ".vyko ry.io klaida. Bandykite dar kart..".. },.. "1550904064710828958": "message": "Leid.iama skland.iai".. },..

"1636686747687494376": {..  "message": "Puiki".. },.. "1802762746589457177":{..  "message": "Garsumas".. "1850397500312020388": {..  "message":

"Ar .Chromecast. rodomas $START_LINKS$programoje .Google Home.$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK": {..
“content™; "$1".. }e. "END_SPAN": {.. "content": "$2".. b "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\lvimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15891

Entropy (8bit): 5.36794040601742

Encrypted: false

SSDEEP: 192:y18prukm15wkLDG2raghnZDuvyl762V6c8TEKdI:RrAL7rte62V6uml

MD5: 388590CE5E144AE5467FD6585073BD11

SHAL: 61228673A400A98D5834389C06127589F19D3A30

SHA-256: 05CA14196CA5D90B228C0F03684E03EBE403A3E7B513AE0A059244AE12B51164

SHA-512: BF83AC90BC56CEB1CA12DCB47BCE542FB8CFEOBC14E34DE4FE1AB4F7CDB4B54E36C125CEATEEOBEA6244F 7795A0957A8A20DB30CA4CE0FCEEIBEF2A73544
8521

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": ".lesald.ts. att.Is".. },.. "1213957982723875920": {..  "message": "Kur. no t.l.k min.tajiem apgalvojumiem vislab.k
raksturo j.su t.klu?".. },.. "128276876460319075" {..  "message": "ler.ces atra.ana".. },.. "1428448869078126731" {..  "message": "Video vienm.r.ba".. },..
"1522140683318860351": {..  "message": "Neizdev.s izveidot savienojumu. L.dzu, m..iniet v.lreiz.".. },.. "1550904064710828958":{.. = "message": "Vienm.r.gs a
ttIs".. },.. "1636686747687494376": {.. "message": "Nevainojama".. },.. "1802762746589457177":{.  "message": "Ska.ums".. },. "1850397500312020388":
{. "message": "Vaij.su Chromecast ier.ce ir redzama $START_LINK$lietotn. Google.Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {..
"END_LINK™" {.. "content™: "$1".. e "END_SPAN": {.. “content": "$2"..

C:\Users\user\AppDatal\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\ml\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 20986

Entropy (8bit): 5.347122984404251

Encrypted: false

SSDEEP: 384:6pQrdbhWHZ3wOn1HbxytQdroExFVRNTPV6uml:X5hUtz6uml
MD5: 2AF93901DE8OCA49DA869188BCDA9495

SHAL: E60DF4F2FB12BD3F1CA869DADIF6BDEOC17CEB11
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C:\Users\user\AppDatal\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\ml\messages.json

SHA-256: 329E80AEE1212F634E180DEF7E16D6E38D9CIFDAIACIDBIDIIBBAEL626EF304E

SHA-512: DD1711B017DC65E1272972A1BEBD7A1B1769E1F22B37B20582573392CD432725D19DCE134145B3C031428BC0B5948B02A9AA93C8A651BEAA189B686B7BC2AD.

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{.. ~ "message": "........... " }.. "1213957982723875920" {.. "message": " ?".
}.. "128276876460319075" {..  "message": ".... ......".. }... "1428448869078126731" {.. "message™ }.. "1522140683318860351": {..
"message": " ".. }.. "1550904064710828958": {.. "message": ".......".. }.. "1636686747687494376" {.. "message" "........ "Lohe

1802762746589457177":{..  "message"

C:\Users\luser\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\mrimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 19628

Entropy (8bit):  5.311054092888986

Encrypted: false

SSDEEP: 192:PbrpprGy+RmlosTmidpzIF1AkkO3LQYOkQrjNjP8hZYIEQ5z+excV6c8TEKdI:PbfrGUlos7dpzxbP7KrjNjaBEYuV6éuml

MD5: 659F5B4ACA112D3ECBB6EC1613DDES24

SHA1L: 5DEE35FCD260554999F8DDEC489FBA9F81FASEEE

SHA-256: C8B765E7A07578BC0O78A952E151E3B866506959E15E79E9ESE1DBB98FIC4008F

SHA-512: F74B36C1B6160E444F4969D13788A9C60637BDC11DC5065B2518B668E8D638384E00557ACDC88B3EA225D9231B6BED4B227BFB2E12C92773073B256F62ADDE6G

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. "message™: ".....".. },.. "1213957982723875920": {.. "message": " ?".. }.. "128276
876460319075" {.. "message": "....... ... ".. }.. "1428448869078126731":{.. "message": "............. ".. }.. "152214068331886035 "message": "...... .....
............................. ".. },.. "1550904064710828958" {.. "message™: ".... ... ..".. },.. "1636686747687494376" {.. "message": "....".. },.. "18027627
46589457177":{..  "message": " ".. }.. "1850397500312020388": {.. "message": $START_LINK$ Goo

C:\Users\luser\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\ms\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15330

Entropy (8bit): 5.193447909498091

Encrypted: false

SSDEEP: 192:rCprBbx+FkcakY Pr/pEt4EpXIloV6c8TEKdI:CrYjer/mOE4oV6uml

MD5: 09D75141E0D8OFBD3E9E92CE843DA986

SHA1L: B24EAB4B1242C31B69514D77BC1DB36A3F648F40

SHA-256: 8F1DBDEFD910AD88BEEC7956619CDB34391D6E69254C3A7497E8F87134AE8B5C

SHA-512: 935C69481F1555787FCB9A5490B3188B348284B600359239742A7D802ADD5CC8A30CC1F0942D52E620DFB388787FCD69B548BBAC590110245DF5763367A2DD5A

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Tidak bergerak".. },.. "1213957982723875920":{.. "message": "Antara yang berikut, manakah yang terbaik
menggambarkan rangkaian anda?".. },.. "128276876460319075" {..  "message": "Penemuan Peranti".. },.. "1428448869078126731":{.. "message": "Kelancara
nVideo".. },.. "1522140683318860351"{.. “message": "Sambungan gagal. Sila cuba lagi.".. },.. "1550904064710828958":{..  "message": "Lancar".. },..
"1636686747687494376" {..  "message™: "Sempurna”.. },.. "1802762746589457177":{.. "message": "Kelantangan".. },.. "1850397500312020388":{.. "me
ssage": "Adakah anda dapat melihat Chromecast anda dalam $START_LINK$ apl Google Home$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders": {..
"END_LINK": {.. “content": "$1".. he. "END_SPAN": {.. “content™ "$2".. | "START_LINK": {.. “content":

C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\nb\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15155

Entropy (8bit):  5.2408655429422515

Encrypted: false

SSDEEP: 192:5PvI9prfckKJ+3kEUroBsL78Z4XyfhV6c8TEKdI:9vhrkDJ+UEUroE780CJIV6uml

MD5: ED99169537909291BCC1ED1EA7BB63F0

SHAL: 5F72D51B6DBE8C622EF33D2B2AEBD7E9E20DAFB3

SHA-256: 65B6598225ADA1E14EE9CB76CA863708E8FIEEN724B4EDC8F9508532BD631BAB

SHA-512: 452704BFC109EEBDE7C9D83CFCIEADA7471989CA7D30F5C8754B6C2B026100A87C8DIED49A09E398CEBABB837829E2D9C6772EEEAF1IAFA506F35BDDF25C2(
Cc23

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\nb\messages.json

Preview:

{.. "1018984561488520517": {..  "message": "Fryser".. },.. "1213957982723875920":{..  "message": "Hvilket av f.Igende eksempler beskriver nettverket ditt b
est?".. },.. "128276876460319075" {.. = "message": "Enhetsgjenkjenning".. },.. "1428448869078126731":{.. "message": "Videojevnhet".. },.. "152214068
3318860351":{..  "message": "Tilkoblingen mislyktes. Pr.v p. nytt.".. },.. "1550904064710828958":{..  "message": "Jevn".. },.. "1636686747687494376": {..
"message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Volum".. },.. "1850397500312020388":{..  "message": "Ser du Chromecasten din i
$START_LINK$Google Home-appen$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_LINK™ {.. “content™: "$1".. he-
"END_SPAN": {.. “content": "$2".. . "START_LINK": {.. "content™: "$3".. e "START_SPAN™

C:\Users\luser\AppData\Local\Temp\scoped_dir6920_1395087000\CRX_INSTALL\ locales\nl\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15327

5.221212691380602

false
192:0Yieprloh/Kd1sko8MrlpL721zq8pXL2vVRmMdKV6c8TEKAI:04r60X08MrlpLpRXLOGOV6uml
E9236F0B36764D22EEC86B717602241E
DE82B804B18933907095DEF3F2EF164C1BB5F9B6
300F4F7C45EBE39EAAF40776C28D0A399A710699AAB58E9A8BD43A6FD2DD00376
BB8A81D5D1C3FB3CA05149137852CAC213DEECB0437DA85472D5C03DAEFFE28D73007D7921740E56FE8B79544F529670600D47B86C4F27BF45C090B4D55F23F
false

low

{.. "1018984561488520517":{..  "message": "Looptvast".. },.. "1213957982723875920":{.. "message": "Welke beschrijving past het beste bij je netwerk?".. },..
"128276876460319075": {..  "message": "Apparaatdetectie”.. },.. "1428448869078126731":{.. "message": "Vloeiendheid van de video".. },.. "152214
0683318860351": {..  "message": "Kan geen verbinding maken. Probeer het opnieuw.".. },.. "1550904064710828958":{..  "message": "Vloeiend".. },.. "1636686
747687494376 {..  "message": "Perfect".. },.. "1802762746589457177":{.. "message": "Volume".. },.. "1850397500312020388":{.. = "message": "Zie je je
Chromecast in de $START_LINK$Google Home app$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {.. "content™: "$
1. }e. "END_SPAN™" {.. "content": "$2".. 1 "START_LINK™ {.. “content": "$3".. }e.

C:\Users\luser\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\pl\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15418

5.346020722930065

false
192:PBUprktnFwP5GkzF0r2Q3SdlucDGGmPITV6c8TEKdI:ur2CDur2kT9aGydVveuml
8254020C39A5F6C1716639CC530BBOD6
A97A70427581ADA902CA73C898825F7B4B4FACSF
2FAEAFC6AEB4ABE7FOEODCE220D66E763FAEBF1FA79985834D636C6692FEA3ES

9A2CDOF061A943CE04789FF259ECESB3CCA11EBB6C1DF16C703F70394A5F89415E8EFB79CFB4646FC07FD261170A74602644FFF02ABD38548895CDF7DABGSEI
6

false

low

{.. "1018984561488520517":{..  "message": "Zatrzymuje si.".. },. "1213957982723875920":{..  "message": "Kt.ra z tych opcji najlepiej opisuje Twoj. sie.?".. },..
"128276876460319075" {..  "message": "Wykrywanie urz.dze.".. },.. "1428448869078126731"{. "message": "P.ynno.. obrazu".. },.. "1522140683318860351":
{.. "message": "Nie uda.o si. nawi.za. po..czenia. Spr.buj ponownie.".. },.. "1550904064710828958" {.. = "message": "P.ynna".. }.. "1636686747687494376": {..
"message™: "Idealna".. },.. "1802762746589457177":{..  "message": "G.0.no..".. },. "1850397500312020388" {.. = "message": "Czy Chromecasta wida. w.$S
TART_LINKSaplikacji Google Home$SEND_LINK$? $START_SPAN$*$END_SPANS",..  “placeholders™: {.. "END_LINK": {.. "content"; "$1".. e
"END_SPAN": {.. “content™: "$2".. | "START_LINK": {.. “content": "

C:\Users\user\AppDatal\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\ptimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15475

5.239856689212255

false

192:L9PprilORYHf8kfrvvI/99T+BEsV6c8TEKdI:LrkYPfrgsV6uml
FABD5D64267FOE6D7BEG983AB8704F8C
DADAADOFF5C461C51E6C1FD22B86AFC5B13E123F
D82DCA262FF005668B252B478DEDAACAA5C1E417AFIDES7C22F169A6680183AE

AD8B2129DCB4F232AEDD7A2B90AF2EFA43497F9118C27AB843D279F7BOEDF70AF95251B46C8098AA831FECOB2AF6AB0308D3DCFDIAE87BEASADIEOD1032EC
F8B

false

low
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C:\Users\user\AppData\Local\Temp\scoped_dir6920 1395087000\CRX_INSTALL\ locales\ptimessages.json

Preview:
{.. "1018984561488520517": {.. "message": "Congela".. },.. "1213957982723875920": {.. "message": "Qual das seguintes alternativas melhor descreve sua
rede?".. },.. "128276876460319075" {..  "message": "Detec..o de dispositivos".. },.. "1428448869078126731":{.. "message": "Suavidade da reprodu..o do v.deo
". }.. "1522140683318860351":{.. = "message": "Falha na conex.o. Tente novamente.".. },.. "1550904064710828958":{..  "message": "Suave".. },.. "163
6686747687494376": {.. "message": "Perfeita".. },.. "1802762746589457177": {.. "message”: "Volume".. },.. "1850397500312020388": {.. "message": ".
poss.vel encontrar seu Chromecast no $START_LINK$app Google Home$SEND_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_LINK™ {..
"content™: "$1".. }e- "END_SPAN" {.. "content": "$2".. . "START_LINK™: {.. "content": "$3

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 29, 2021 01:41:14.958679914 CEST 192.168.2.3 8.8.8.8 0xb88d Standard query  bit.ly A (IP address) IN (0x0001)
(0)

Oct 29, 2021 01:41:14.963156939 CEST 192.168.2.3 8.8.8.8 0x7fd4 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogle.com

Oct 29, 2021 01:41:14.963463068 CEST 192.168.2.3 8.8.8.8 0x221e Standard query  accounts.g A (IP address) IN (0x0001)
0) oogle.com

Oct 29, 2021 01:41:15.426965952 CEST 192.168.2.3 8.8.8.8 0xa59 Standard query  bitly.com A (IP address) IN (0x0001)
(0)

Oct 29, 2021 01:41:16.325606108 CEST 192.168.2.3 8.8.8.8 0x7982 Standard query  bit.ly A (IP address) IN (0x0001)
(0)

Oct 29, 2021 01:41:24.363858938 CEST 192.168.2.3 8.8.8.8 0x9a67 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc

ontent.com

Oct 29, 2021 01:41:25.073652029 CEST 192.168.2.3 8.8.8.8 Ox6al2 Standard query  docrdsfx76 A (IP address) IN (0x0001)
0) ssb.cloudfront.net

Oct 29, 2021 01:41:25.080147982 CEST 192.168.2.3 8.8.8.8 0x57f8 Standard query  cdn.optimi A (IP address) IN (0x0001)
0) zely.com

Oct 29, 2021 01:41:25.537940979 CEST 192.168.2.3 8.8.8.8 0xe98e Standard query  app-ab01.m A (IP address) IN (0x0001)
0) arketo.com

Oct 29, 2021 01:41:25.857711077 CEST 192.168.2.3 8.8.8.8 Oxe37c Standard query  munchkin.m A (IP address) IN (0x0001)
(0) arketo.net

Oct 29, 2021 01:41:26.894534111 CEST 192.168.2.3 8.8.8.8 Oxedbb Standard query  a164884304 A (IP address) IN (0x0001)
(0) 84.cdn.opt

imizely.com

Oct 29, 2021 01:41:27.013712883 CEST 192.168.2.3 8.8.8.8 0xf5fc Standard query  logx.optim A (IP address) IN (0x0001)
(0) izely.com

Oct 29, 2021 01:41:27.740772009 CEST 192.168.2.3 8.8.8.8 Ox6aba Standard query  public.pro A (IP address) IN (0x0001)
(0) fitwell.com

Oct 29, 2021 01:41:29.362433910 CEST 192.168.2.3 8.8.8.8 0xe6b0 Standard query  754-kbj-73 A (IP address) IN (0x0001)
(0) 3.mktoresp.com

Oct 29, 2021 01:41:30.306999922 CEST 192.168.2.3 8.8.8.8 0x9052 Standard query  analytics. A (IP address) IN (0x0001)
(0) google.com

Oct 29, 2021 01:41:30.307698011 CEST 192.168.2.3 8.8.8.8 0x2790 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net

Oct 29, 2021 01:41:30.310142994 CEST 192.168.2.3 8.8.8.8 0xc910 Standard query  googleads. A (IP address) IN (0x0001)
(0) g.doubleclick.net

Oct 29, 2021 01:41:30.313600063 CEST 192.168.2.3 8.8.8.8 Ox4cce Standard query  www.google A (IP address) IN (0x0001)
(0) .co.uk

Oct 29, 2021 01:41:30.459012985 CEST 192.168.2.3 8.8.8.8 0x8c8e Standard query  www.google.com A (IP address) IN (0x0001)

0
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Timestamp

Oct 29, 2021 01:41:30.653024912 CEST

Oct 29, 2021 01:41:31.697170973 CEST

Oct 29, 2021 01:41:34.209418058 CEST

Oct 29, 2021 01:41:34.211169004 CEST

Oct 29, 2021 01:41:34.232336998 CEST

Oct 29, 2021 01:41:34.935329914 CEST

Oct 29, 2021 01:41:35.664040089 CEST

Oct 29, 2021 01:41:36.826061010 CEST

Oct 29, 2021 01:41:36.831317902 CEST

Oct 29, 2021 01:41:36.846411943 CEST

Oct 29, 2021 01:42:16.286003113 CEST

Oct 29, 2021 01:42:17.322388887 CEST

Oct 29, 2021 01:42:21.436271906 CEST

Oct 29, 2021 01:42:25.223385096 CEST

Oct 29, 2021 01:42:32.357566118 CEST

DNS Answers

Timestamp Source IP

Oct 29, 2021
01:41:14.977422953
CEST

Oct 29, 2021
01:41:14.977422953
CEST

Oct 29, 2021
01:41:14.988441944
CEST

Oct 29, 2021
01:41:14.988441944
CEST

Oct 29, 2021
01:41:14.990797997
CEST

Oct 29, 2021
01:41:15.445997953
CEST

Oct 29, 2021
01:41:15.445997953
CEST

Oct 29, 2021
01:41:15.451080084
CEST

Oct 29, 2021
01:41:16.345308065
CEST

Oct 29, 2021
01:41:16.345308065
CEST

Oct 29, 2021
01:41:24.404426098
CEST

Oct 29, 2021
01:41:24.404426098
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID
0xb88d

0xb88d

Ox7fd4

Ox7fd4

0x221e

0xa59

0xa59

Oxcdbc

0x7982

0x7982

0x9a67

0x9a67

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

142.250.203.110 A (IP address)

Trans ID OP Code Name
0x8ceb5 Standard query  zippyfrog.co
(0
0x66f7 Standard query  docrdsfx76
(0) ssb.cloudfront.net
0x7b1f Standard query  d3h5jhobc2
(0) Oump.cloud
front.net
0x3ab8 Standard query  dl6fh5ptke
(0) jga.cloudfront.net
0Oxe5e9 Standard query  use.typekit.net
(0)
0x401a Standard query  dlayxb9ooo0
(0) njts.cloudfront.net
0xfc87 Standard query  p.typekit.net
(0)
0x107a Standard query  dl6fh5ptke
(0) jga.cloudfront.net
0xa296 Standard query  dlayxb9ooo0
(0) njts.cloudfront.net
0x5db5 Standard query  d3h5jhobc2
(0) Oump.cloud
front.net
0xf59e Standard query  bitly.com
)
0xb791 Standard query  js.qualified.com
)
0x61be Standard query  ws.qualified.com
)
0x9c76 Standard query  docrdsfx76
(0) ssh.cloudfront.net
0x6261 Standard query  zippyfrog.co
)
Name CName Address
bit.ly 67.199.248.11
bit.ly 67.199.248.10
clients2.g clients.l.google.com
oogle.com
clients.|.
google.com
accounts.g 172.217.168.45
oogle.com
bitly.com 67.199.248.14
bitly.com 67.199.248.15
www-google- 216.58.215.238
analytics
.l.google.com
bit.ly 67.199.248.10
bit.ly 67.199.248.11
clients2.g googlehosted.l.googleuse
oogleuserc rcontent.com
ontent.com
googlehost 142.250.203.97
ed.l.googl
euserconte
nt.com

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 44 of 282



Timestamp Source IP

Oct 29, 2021 8.8.8.8
01:41:25.095613956
CEST

Oct 29, 2021 8.8.8.8
01:41:25.095613956
CEST

Oct 29, 2021 8.8.8.8
01:41:25.095613956
CEST

Oct 29, 2021 8.8.8.8
01:41:25.095613956
CEST

Oct 29, 2021 8.8.8.8
01:41:25.098777056
CEST

Oct 29, 2021 8.8.8.8
01:41:25.559392929
CEST

Oct 29, 2021 8.8.8.8
01:41:25.559392929
CEST

Oct 29, 2021 8.8.8.8
01:41:25.559392929
CEST

Oct 29, 2021 8.8.8.8
01:41:25.559392929
CEST

Oct 29, 2021 8.8.8.8
01:41:25.559392929
CEST

Oct 29, 2021 8.8.8.8
01:41:25.559392929
CEST

Oct 29, 2021 8.8.8.8
01:41:25.878547907
CEST

Oct 29, 2021 8.8.8.8
01:41:25.894373894
CEST

Oct 29, 2021 8.8.8.8
01:41:26.917052031
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST

Oct 29, 2021 8.8.8.8
01:41:27.033312082
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Ox6al2

Ox6al2

Ox6al2

Ox6al2

0x57f8

0xe98e

0xe98e

0xe98e

0xe98e

0xe98e

0xe98e

0xe37c

Oxaaff

Oxedbb

0xf5fc

0xf5fc

0xf5fc

Oxf5fc

OxfS5fc

Oxf5fc

Oxf5fc

Oxf5fc

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

docrdsfx76
ssh.cloudf
ront.net

docrdsfx76
ssh.cloudf
ront.net

docrdsfx76
ssh.cloudf
ront.net

docrdsfx76
ssh.cloudf
ront.net

cdn.optimi
zely.com

app-ab01.m
arketo.com

ab01.mktoe
dge.com

ab01.mktoe
dge.com

ab01.mktoe
dge.com

ab01.mktoe
dge.com

ab01.mktoe
dge.com

munchkin.m
arketo.net

www-google
tagmanager
.l.google.com

al164884304
84.cdn.opt
imizely.com

logx.optim
izely.com

p13nlog-11
06815646.us-
east-1.e
Ib.amazona
ws.com

p13nlog-11
06815646.us-
east-1.e
Ib.amazona
ws.com

p13nlog-11
06815646.us-
east-1.e
Ib.amazona
ws.com

p13nlog-11
06815646.us-
east-1l.e
Ib.amazona
ws.com

p13nlog-11
06815646.us-
east-1l.e
Ib.amazona
ws.com

p13nlog-11
06815646.us-
east-1.e
Ib.amazona
ws.com

p13nlog-11
06815646.us-
east-1.e
Ib.amazona
ws.com

CName

cdn.o6.edgekey.net

ab01.mktoedge.com

wildcard.marketo.net.edg
ekey.net

wildcard.cdn.optimizely.c
om.edgekey.net

p13nlog-1106815646.us-
east-
1.elb.amazonaws.com

Address
13.33.93.56

13.33.93.115

13.33.93.152

13.33.93.32

104.16.96.80

104.16.92.80

104.16.94.80

104.16.93.80

104.16.95.80

172.217.168.8

52.205.230.231

54.147.196.25

52.73.6.213

34.203.177.41

34.197.14.190

50.17.214.10

52.22.113.65

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.3 0oxf5fc No error (0) p13nlog-11 34.225.233.122 A (IP address)  IN (0x0001)
01:41:27.033312082 06815646.us-
CEST east-1.e

Ib.amazona

ws.com
Oct 29, 2021 8.8.8.8 192.168.2.3 Ox6aba No error (0) public.pro dna8twue3dIxg.cloudfront CNAME IN (0x0001)
01:41:27.763633966 fitwell.com .net (Canonical
CEST name)
Oct 29, 2021 8.8.8.8 192.168.2.3 Ox6aba No error (0) dna8twue3d 216.137.37.110 A (IP address)  IN (0x0001)
01:41:27.763633966 Ixg.cloudf
CEST ront.net
Oct 29, 2021 8.8.8.8 192.168.2.3 Ox6aba No error (0) dna8twue3d 216.137.37.18 A (IP address)  IN (0x0001)
01:41:27.763633966 Ixg.cloudf
CEST ront.net
Oct 29, 2021 8.8.8.8 192.168.2.3 Ox6aba No error (0) dna8twue3d 216.137.37.125 A (IP address)  IN (0x0001)
01:41:27.763633966 Ixg.cloudf
CEST ront.net
Oct 29, 2021 8.8.8.8 192.168.2.3 Ox6aba No error (0) dna8twue3d 216.137.37.67 A (IP address)  IN (0x0001)
01:41:27.763633966 Ixg.cloudf
CEST ront.net
Oct 29, 2021 8.8.8.8 192.168.2.3 0xe6b0 No error (0) 754-kbj-73 192.28.144.124 A (IP address)  IN (0x0001)
01:41:29.527782917 3.mktoresp.com
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x9052 No error (0) analytics. www3.l.google.com CNAME IN (0x0001)
01:41:30.334729910 google.com (Canonical
CEST name)
Oct 29, 2021 8.8.8.8 192.168.2.3 0x9052 No error (0) www3.l.goo 142.250.203.110 A (IP address)  IN (0x0001)
01:41:30.334729910 gle.com
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x2790 No error (0) stats.g.do stats.l.doubleclick.net CNAME IN (0x0001)
01:41:30.334878922 ubleclick.net (Canonical
CEST name)
Oct 29, 2021 8.8.8.8 192.168.2.3 0x2790 No error (0) stats.l.do 142.250.145.155 A (IP address)  IN (0x0001)
01:41:30.334878922 ubleclick.net
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x2790 No error (0) stats.l.do 142.250.145.156 A (IP address)  IN (0x0001)
01:41:30.334878922 ubleclick.net
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x2790 No error (0) stats.l.do 142.250.145.157 A (IP address)  IN (0x0001)
01:41:30.334878922 ubleclick.net
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x2790 No error (0) stats.l.do 142.250.145.154 A (IP address)  IN (0x0001)
01:41:30.334878922 ubleclick.net
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0xc910 No error (0) googleads. 172.217.168.2 A (IP address)  IN (0x0001)
01:41:30.337888002 g.doubleclick.net
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 Ox4cce No error (0) www.google 172.217.168.3 A (IP address)  IN (0x0001)
01:41:30.341275930 .co.uk
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x8c8e No error (0) www.google 172.217.168.68 A (IP address)  IN (0x0001)
01:41:30.478496075 .com
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x8ceb No error (0) zippyfrog.co 162.242.174.138 A (IP address)  IN (0x0001)
01:41:30.671943903
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x8ce5 No error (0) zippyfrog.co 23.253.207.75 A (IP address)  IN (0x0001)
01:41:30.671943903
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x8ce5 No error (0) zippyfrog.co 23.253.41.115 A (IP address)  IN (0x0001)
01:41:30.671943903
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x8ce5 No error (0) zippyfrog.co 198.61.165.71 A (IP address)  IN (0x0001)
01:41:30.671943903
CEST
Oct 29, 2021 8.8.8.8 192.168.2.3 0x66f7 No error (0) docrdsfx76 13.33.93.115 A (IP address)  IN (0x0001)
01:41:31.720654964 ssb.cloudf
CEST ront.net
Oct 29, 2021 8.8.8.8 192.168.2.3 0x66f7 No error (0) docrdsfx76 13.33.93.32 A (IP address)  IN (0x0001)
01:41:31.720654964 ssb.cloudf
CEST ront.net
Oct 29, 2021 8.8.8.8 192.168.2.3 0x66f7 No error (0) docrdsfx76 13.33.93.56 A (IP address)  IN (0x0001)
01:41:31.720654964 ssh.cloudf
CEST ront.net
Oct 29, 2021 8.8.8.8 192.168.2.3 0x66f7 No error (0) docrdsfx76 13.33.93.152 A (IP address)  IN (0x0001)
01:41:31.720654964 ssh.cloudf
CEST ront.net
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.3 0x7b1f No error (0) d3h5jhobc2 205.251.222.39 A (IP address)  IN (0x0001)
01:41:34.229253054 Oump.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x7b1f No error (0) d3h5jhobc2 205.251.222.212 A (IP address)  IN (0x0001)
01:41:34.229253054 Oump.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x7b1f No error (0) d3h5jhobc2 205.251.222.13 A (IP address)  IN (0x0001)
01:41:34.229253054 Oump.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x7b1f No error (0) d3h5jhobc2 205.251.222.12 A (IP address)  IN (0x0001)
01:41:34.229253054 Oump.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x3ab8 No error (0) di6fh5ptke 13.33.93.196 A (IP address)  IN (0x0001)
01:41:34.233015060 jga.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x3ab8 No error (0) di6fh5ptke 13.33.93.226 A (IP address)  IN (0x0001)
01:41:34.233015060 jga.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x3ab8 No error (0) di6fh5ptke 13.33.93.142 A (IP address)  IN (0x0001)
01:41:34.233015060 jga.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x3ab8 No error (0) di6fh5ptke 13.33.93.114 A (IP address)  IN (0x0001)
01:41:34.233015060 jga.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxe5e9 No error (0) use.typekit.net  use- CNAME IN (0x0001)
01:41:34.253302097 stls.adobe.com.edgesuite (Canonical

CEST .net name)

Oct 29, 2021 8.8.8.8 192.168.2.3 0x401a No error (0) dlayxb9ooo 205.251.222.189 A (IP address)  IN (0x0001)
01:41:34.956788063 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x401a No error (0) dlayxb9ooo 205.251.222.43 A (IP address)  IN (0x0001)
01:41:34.956788063 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x401a No error (0) dlayxb9ooo 205.251.222.171 A (IP address)  IN (0x0001)
01:41:34.956788063 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x401a No error (0) dlayxb9ooo 205.251.222.210 A (IP address)  IN (0x0001)
01:41:34.956788063 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0xfc87 No error (0) p.typekit.net p.typekit.net- CNAME IN (0x0001)
01:41:35.685261965 v3.edgekey.net (Canonical

CEST name)

Oct 29, 2021 8.8.8.8 192.168.2.3 0xa296 No error (0) dlayxb9ooo 205.251.222.189 A (IP address)  IN (0x0001)
01:41:36.850543976 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0xa296 No error (0) dlayxb9ooo 205.251.222.43 A (IP address)  IN (0x0001)
01:41:36.850543976 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0xa296 No error (0) dlayxb9ooo 205.251.222.171 A (IP address)  IN (0x0001)
01:41:36.850543976 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0xa296 No error (0) dlayxb9ooo 205.251.222.210 A (IP address)  IN (0x0001)
01:41:36.850543976 njts.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x107a No error (0) di6fhSptke 13.33.93.142 A (IP address)  IN (0x0001)
01:41:36.859126091 jga.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x107a No error (0) di6fhSptke 13.33.93.196 A (IP address)  IN (0x0001)
01:41:36.859126091 jqa.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x107a No error (0) di6fhSptke 13.33.93.226 A (IP address)  IN (0x0001)
01:41:36.859126091 jqa.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x107a No error (0) di6fh5ptke 13.33.93.114 A (IP address)  IN (0x0001)
01:41:36.859126091 jga.cloudf

CEST ront.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5db5 No error (0) d3h5jhobc2 205.251.222.13 A (IP address)  IN (0x0001)
01:41:36.870302916 Oump.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5db5 No error (0) d3h5jhobc2 205.251.222.212 A (IP address)  IN (0x0001)
01:41:36.870302916 Oump.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5db5 No error (0) d3h5jhobc2 205.251.222.39 A (IP address)  IN (0x0001)
01:41:36.870302916 Oump.cloud

CEST front.net

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5db5 No error (0) d3h5jhobc2 205.251.222.12 A (IP address)  IN (0x0001)
01:41:36.870302916 Oump.cloud

CEST front.net
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Timestamp Source IP

Oct 29, 2021 8.8.8.8
01:42:16.303327084
CEST

Oct 29, 2021 8.8.8.8
01:42:16.303327084
CEST

Oct 29, 2021 8.8.8.8
01:42:17.349371910
CEST

Oct 29, 2021 8.8.8.8
01:42:17.349371910
CEST

Oct 29, 2021 8.8.8.8
01:42:17.349371910
CEST

Oct 29, 2021 8.8.8.8
01:42:21.458022118
CEST

Oct 29, 2021 8.8.8.8
01:42:21.458022118
CEST

Oct 29, 2021 8.8.8.8
01:42:21.458022118
CEST

Oct 29, 2021 8.8.8.8
01:42:25.244901896
CEST

Oct 29, 2021 8.8.8.8
01:42:25.244901896
CEST

Oct 29, 2021 8.8.8.8
01:42:25.244901896
CEST

Oct 29, 2021 8.8.8.8
01:42:25.244901896
CEST

Oct 29, 2021 8.8.8.8
01:42:32.388138056
CEST

Oct 29, 2021 8.8.8.8
01:42:32.388138056
CEST

Oct 29, 2021 8.8.8.8
01:42:32.388138056
CEST

Oct 29, 2021 8.8.8.8
01:42:32.388138056
CEST

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021

Trans ID

0xf59e

0xf59e

0xb791

0xb791

0xb791

0x61be

0x61be

0x61be

0x9c76

0x9c76

0x9c76

0x9c76

0x6261

0x6261

0x6261

0x6261

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

bitly.com

bitly.com

js.qualified.com  dry-bastion-
1897.fathomless-lake-
7710.herokuspace.com

dry-bastion-

1897 fat

homless-lake-

7710.he

rokuspace.com

dry-bastion-

1897 fat

homless-lake-

7710.he

rokuspace.com

ws.qualified.com lit-wildwood-
9179.fathomless-lake-
7710.herokuspace.com

lit-wildwood-

9179.fa

thomless-lake-

7710.h

erokuspace.com

lit-wildwood-

9179.fa

thomless-lake-

7710.h

erokuspace.com

docrdsfx76
ssh.cloudf
ront.net

docrdsfx76
ssh.cloudf
ront.net

docrdsfx76
ssb.cloudf
ront.net

docrdsfx76
ssb.cloudf
ront.net

zippyfrog.co

zippyfrog.co

zippyfrog.co

zippyfrog.co

Address
67.199.248.15

67.199.248.14

34.195.187.5

100.25.249.86

100.24.227.158

3.82.34.228

13.33.93.32

13.33.93.56

13.33.93.115

13.33.93.152

162.242.174.138

23.253.207.75

23.253.41.115

198.61.165.71

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)
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e accounts.google.com

e clients2.google.com

e clients2.googleusercontent.com

e bitly.com

e https:

e docrdsfx76ssb.cloudfront.net
app-ab01.marketo.com
www.googletagmanager.com
public.profitwell.com
logx.optimizely.com
754-kbj-733.mktoresp.com
analytics.google.com
stats.g.doubleclick.net
googleads.g.doubleclick.net
www.google.co.uk
www.google.com
zippyfrog.co
d3h5jhobc20ump.cloudfront.net
di6fh5ptkejga.cloudfront.net
dlayxb9ooonijts.cloudfront.net

© o © o o 0o o 0o 0 0 0o o o o

o bitly

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:15UTC 0

2021-10-28 23:41:15UTC 0

2021-10-28 23:41:15 UTC 3

Copyright Joe Security LLC 2021

Source Port

49750

Direction

ouT

ouT

Destination IP Destination Port Process

172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 28 Oct 2021 23:41:15 GMT

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: script-src ‘report-sample’ 'nonce-WUIGTKkOHQt/J1B/CoSL8eA' ‘unsafe-inline’;object-src ‘'none';bas
e-uri 'self;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self'

Content-Security-Policy: script-src 'nonce-WUIGTKOHQt/J1B/CoSL8eA' 'self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
Icspreport

Cross-Origin-Resource-Policy: cross-origin

Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}]}

Cross-Origin-Opener-Policy: same-origin; report-to="ldentityListAccountsHttp"

Server: ESF

X-XSS-Protection: 0

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked
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kBytes
Timestamp transferred

2021-10-28 23:41:15 UTC 4

2021-10-28 23:41:15 UTC 4

Session ID Source IP

1 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:15UTC 0

2021-10-28 23:41:15UTC 1

2021-10-28 23:41:15 UTC 2

2021-10-28 23:41:15 UTC 2

2021-10-28 23:41:15 UTC 3

Session ID Source IP

10 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

IN

Source Port

49749

Direction

ouT

Source Port

49776

Direction

Data

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ 'nonce-7atr45grnuGxDHGhwFTtA' ‘unsafe-inline' ‘strict-dynamic’ https:
http:;object-src ‘none';base-uri ‘self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 28 Oct 2021 23:41:15 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5414

X-Daystart: 60075

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 35 31 66 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 31 34
222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 36 30 30 37 35 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22 6e
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 51f<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response” p
rotocol="2.0" server="prod"><daystart elapsed_days="5414" elapsed_seconds="60075"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22
2066 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31
37 3137 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61

Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56h8717175c536685c5450122b30789464ad82"
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
transferred

Timestamp

2021-10-28 23:41:25 UTC 1685

2021-10-28 23:41:25 UTC 1685

2021-10-28 23:41:25 UTC 1686

2021-10-28 23:41:25 UTC 1687

2021-10-28 23:41:25 UTC 1688

2021-10-28 23:41:25 UTC 1689

Session ID Source IP

100 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49943

Direction

Data

GET /sljs/lunauth.shorten.js HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 28 Oct 2021 23:41:25 GMT
Content-Type: application/javascript; charset=utf-8
Content-Length: 3689

Last-Modified: Thu, 04 Jun 2020 15:12:13 GMT
Etag: "a45269e9a9acdd53c1264575de7alc4af4560d5a"
Cache-Control: no-cache
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Data Raw: 76 61 72 20 42 49 54 4¢ 59 20 3d 20 7b 7d 3b 0a 28 66 75 6e 63 74 69 6f 6e 28 24 2¢ 20 42 49 54 4c 59 29 20
7b 0a 20 20 76 61 72 20 5f 78 73 72 66 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 6f 6f 6b 69 65 2e 6d 61 74 63 68 28 22 5¢
5c 62 5¢ 5f 78 73 72 66 3d 28 5b 5e 3b 5d 2a 29 5¢ 5¢ 62 22 29 2c 0a 20 20 5f 78 73 72 66 20 3d 20 28 5f 78 73 72 66 20
3f 20 5f 78 73 72 66 5b 31 5d 20 3a 20 75 6e 64 65 66 69 6e 65 64 29 3b 0a 20 20 76 61 72 20 63 6f 6f 6b 69 65 4e 61 6d
65 20 3d 20 27 61 6e 6f 6e 5f 73 68 6f 72 74 6¢ 69 6e 6b 73 27 3b 0a 20 20 76 61 72 20 63 6f 6f 6b 69 65 56 61 6C 75 65
20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 6f 6f 6b 69 65 2e 6d 61 74 63 68 28 27 28 5e 7c 5b 5e 3b 5d 2b 29 5¢ 5¢ 73 2a 27
20 2b 20 63 6f 6f 6b 69 65 4e 61 6d 65 20 2b 20 27 5¢ 5¢

Data Ascii: var BITLY = {};(function($, BITLY) { var _xsrf = document.cookie.match("\\b\_xsrf=([";]*)\\b"), _xsrf = (_xsrf ?
_xsrf[1] : undefined); var cookieName = ‘anon_shortlinks’; var cookieValue = document.cookie.match('(*|[*;]+)\s*' + cook
ieName + '\\

Data Raw: 72 65 73 29 20 7b 20 68 61 6e 64 6¢ 65 45 72 72 6f 72 28 72 65 73 2¢ 20 65 72 72 6f 72 29 3b 20 7d 0a 20 20
20 20 7d 3b 0a 20 20 20 20 Oa 20 20 20 20 24 2e 61 6a 61 78 28 6f 70 74 69 6f 6e 73 29 3b 0a 20 20 7d Oa Oa Oa 20 20
66 75 6e 63 74 69 6f 6e 20 68 61 6e 64 6¢ 65 53 68 6f 72 74 65 6e 53 75 63 63 65 73 73 28 72 65 73 2¢ 20 63 62 29 20 7b
0a 2020 20 20 76 61 72 20 64 61 74 61 20 3d 20 72 65 73 2e 64 61 74 61 3b 0a 20 20 20 20 76 61 72 20 68 61 73 68 20
3d 20 67 65 74 48 61 73 68 28 64 61 74 61 2e 6¢ 69 6e 6b 29 3b Oa 20 20 20 20 73 68 6f 72 74 6¢ 69 6e 6b 73 2 70 75 7
368286461 74 61 2e 6¢ 69 6e 6b 29 3b 0a 0a 20 20 20 20 64 6f 63 75 6d 65 6e 74 2e 63 6f 6f 6b 69 65 20 3d 20 63 6f 6
f6b 69 65 4e 61 6d 65 20 2b 20 22 3d 22 20 2b 20 73 68 6f 72 74

Data Ascii: res) { handleError(res, error); }  }; $.ajax(options); } function handleShortenSuccess(res, cb) { var da

ta =res.data; var hash = getHash(data.link); shortlinks.push(data.link); document.cookie = cookieName + "=" + short

Data Raw: 20 30 3b 20 69 20 3c 20 72 65 73 2e 64 61 74 61 2e 69 6e 66 6f 2e 6¢ 65 6e 67 74 68 3b 20 69 2b 2b 29 20 7b
0a 20 20 20 20 20 20 76 61 72 20 69 74 65 6d 20 3d 20 72 65 73 2e 64 61 74 61 2e 69 6e 66 6f 5b 69 5d 3b Oa 20 20 20
202020 76 61 72 20 64 61 74 61 20 3d 20 7b Oa 20 20 20 20 20 20 20 20 68 61 73 68 3a 20 69 74 65 6d 2e 68 61 73 68
2c 0a 20 20 20 20 20 20 20 20 6¢ 6f 6e 67 5f 75 72 6¢ 3a 20 69 74 65 6d 2e 6¢ 6f 6e 67 5f 75 72 6¢ 2¢ 0a 20 20 20 20 20
2020 20 74 69 74 6¢ 65 3a 20 69 74 65 6d 2e 74 69 74 6¢ 65 2¢ 0a 20 20 20 20 20 20 20 20 73 68 6f 72 74 5f 75 72 6¢ 3a
20 67 65 74 53 68 6f 72 74 4c 69 6e 6b 28 69 74 65 6d 2e 68 61 73 68 29 20 7c 7c 20 27 68 74 74 70 73 2f 2f 62 69 74 2e
6¢ 79 2f 27 20 2b 20 69 74 65 6d 2e 68 61 73 68 0a 20 20 20 20

Data Ascii: 0; i <res.data.info.length; i++) {  var item = res.data.info[i];,  var data = { hash: item.hash,

long_url: item.long_url, title: item.title, short_url: getShortLink(item.hash) || ‘https//bit.ly/" + item.hash

Data Raw: 20 65 72 72 6f 72 20 6f 63 63 75 72 72 65 64 27 0a 20 20 20 20 7d 3b 0a 0a 20 20 20 20 72 65 74 75 72 6e 20
6d 65 73 73 61 67 65 73 5b 65 72 72 6f 72 43 6f 64 65 5d 3b 0a 20 20 7d 0a Oa 20 20 42 49 54 4c 59 2e 73 68 6f 72 74 65
6e 20 3d 20 73 68 6f 72 74 65 6e 3b 0a 20 20 42 49 54 4¢ 59 2e 67 65 74 48 69 73 74 6f 72 79 20 3d 20 67 65 74 48 69 73
74 6f 7279 3b 0a 7d 29 28 6a 51 75 65 72 79 2c 20 42 49 54 4c¢ 59 29 3b Oa

Data Ascii: error occurred' }; return messages[errorCode]; } BITLY.shorten = shorten; BITLY.getHistory = getHi
story;})(jQuery, BITLY);

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:40 UTC 3470 ouT GET /sljs/lunauth.shorten.js HTTP/1.1
Host: bitly.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://bitly.com/?utm_source=404
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91lcae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496897.52; _ga=GA1.2.733574328.1635496890
If-None-Match: "a45269e9a9acdd53c1264575de7alc4af4560d5a"
I-Modified-Since: Thu, 04 Jun 2020 15:12:13 GMT

2021-10-28 23:41:40 UTC 3473 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 28 Oct 2021 23:41:40 GMT
Etag: "a45269e9a9acdd53c1264575de7alc4af4560d5a"
Cache-Control: no-cache
Strict-Transport-Security: max-age=31536000
Via: 1.1 google
Alt-Svc: clear
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

101 192.168.2.3 49946 67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes

Timestamp transferred Direction Data

2021-10-28 23:41:40 UTC 3472 ouT GET /?utm_source=404 HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTMINTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx|16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496897.52; _ga=GA1.2.733574328.1635496890

If-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

If-Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

2021-10-28 23:41:40 UTC 3473 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 28 Oct 2021 23:41:40 GMT
Cache-Control: no-cache
X-Frame-Options: DENY
Strict-Transport-Security: max-age=31536000
Via: 1.1 google
Alt-Svc: clear
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

102 192.168.2.3 49949 52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes

Timestamp transferred Direction Data

Copyright Joe Security LLC 2021 Page 52 of 282



kBytes
Timestamp transferred

2021-10-28 23:41:41 UTC 3473

2021-10-28 23:41:41 UTC 3474

2021-10-28 23:41:42 UTC 3475

Session ID Source IP

103 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:41 UTC 3474

2021-10-28 23:41:42 UTC 3475

2021-10-28 23:41:42 UTC 3476

Session ID Source IP

104 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

49952

Direction

ouT

Source Port

49954

Direction

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive

Content-Length: 779

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2¢ 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2c 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
22393736 22 2c 22 76 69 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
34 39 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"client_name":"js","client_version":"0.169.0","enrich_decisi
ons":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:41:41 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-Id: 6aa01f7c-2023-48a2-b3f8-fha3e8e6ffab
Connection: Close

Destination IP Destination Port Process

192.28.144.124 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /webevents/visitWebPage?_mchNc=1635496901433& _mchCn=&_mchld=754-KBJ-733& mchTk=_mch-bitly.com-1
635496889137-41538&_mchHo=bitly.com& mchPo=& mchRu=%2F&_ mchPc=https%3A& mchVr=160&_ mchEcid
=& mchHa=&_mchRe=&_mchQp=utm_source%3D404 HTTP/1.1

Host: 754-kbj-733.mktoresp.com

Connection: keep-alive

Content-Length: 0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 28 Oct 2021 23:41:42 GMT

Content-Type: text/plain; charset=UTF-8

Content-Length: 2

Connection: close

X-Request-1d: c457e786-c31c-47d9-98fb-b725ace03757

Access-Control-Allow-Origin: *

Data Raw: 4f 4b

Data Ascii: OK

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestamp transferred

2021-10-28 23:41:42 UTC 3476

2021-10-28 23:41:42 UTC 3476

2021-10-28 23:41:42 UTC 3477

Session ID Source IP

105 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:42 UTC 3478

2021-10-28 23:41:42 UTC 3479

2021-10-28 23:41:43 UTC 3479

Session ID Source IP

106 192.168.2.3

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49956

Direction
ouT

ouT

Source Port

49959

Data

GET /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572?t=URL%20Shortener%20-
9%20Short%20URLs%20%26%20Custom%20Free%20Link%20Shortener%20%7C%20Bitly&u=https%3A%2F%2Fbit
ly.com%2F%3Futm_source%3D404&r= HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bb1e3ca772aaaf13f

HTTP/1.1 200 OK

Cache-Control: private,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/javascript

Content-Length: 1128

Date: Thu, 28 Oct 2021 23:41:42 GMT

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:42 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=1,tfc=2,fpcd=2

Connection: close

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 2c 63 2c 73 2c 64 2c¢ 65 2c 74 3b 20 69 66 28 21 77 69 6e
64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65 72 65 29 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41
6e 79 77 68 65 72 65 20 3d 20 7b 7d 3b 20 61 20 3d 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65
72 65 3b 20 20 61 2e 61 6e 79 77 68 65 72 65 43 6f 6e 66 69 67 20 3d 20 7b 22 74 22 3a 22 55 52 4c 20 53 68 6f 72 74 65
6e 65 72 20 2d 20 53 68 6f 72 74 20 55 52 4c 73 20 26 20 43 75 73 74 6f 6d 20 46 72 65 65 20 4c 69 6e 6b 20 53 68 6f 72
74 65 6e 65 72 20 7c 20 42 69 74 6¢ 79 22 2c 22 75 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 3f 75
74 6d 5f 73 6f 75 72 63 65 3d 34 30 34 22 2¢ 22 72 22 3a

Data Ascii: (function(){var a,c,s,d,e,t; if('window.AutopilotAnywhere) window.AutopilotAnywhere = {}; a = window.Autopil
otAnywhere; a.anywhereConfig = {"t":"URL Shortener - Short URLs & Custom Free Link Shortener | Bitly","u":"https://bitl
y.com/?utm_source=404","r":

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02chb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 76 69 73 69 74 22 2¢c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79
2e 63 6f 6d 2f 22 2¢ 22 75 74 6d 22 3a 7b 22 75 74 6d 5f 73 6f 75 72 63 65 22 3a 22 34 30 34 22 7d 7d

Data Ascii: {"type":"visit","url":"https://bitly.com/","utm":{"utm_source":"404"}}

HTTP/1.1 200 OK

Content-Type: text/plain

Content-Length: 0

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:43 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,Iso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:43 GMT

Connection: close

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestamp transferred

2021-10-28 23:41:43 UTC 3479

2021-10-28 23:41:43 UTC 3480

2021-10-28 23:41:43 UTC 3480

2021-10-28 23:41:43 UTC 3480

Session ID Source IP

107 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:43 UTC 3480

2021-10-28 23:41:43 UTC 3481

2021-10-28 23:41:43 UTC 3482

Session ID Source IP

108 192.168.2.3

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

49965

Direction

ouT

ouT

Source Port

49978

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 65

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 3f 75 74 6d 5f 73 6 75 72 63 65 3d 34 30 34 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/?utm_source=404"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:43 GMT; SameSite=None; Secure; HitpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,lso-n=1,fs=2

Date: Thu, 28 Oct 2021 23:41:43 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive

Content-Length: 852

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2c 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2¢ 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
2239373622 2c 227669 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
34 39 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"“client_name":"js","client_version":"0.169.0","enrich_decisi
ons":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:41:43 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-1d: 94d81fd5-d1e6-49a9-977e-a5bb1bfo0aaf
Connection: Close

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-10-28 23:41:45 UTC 3482

2021-10-28 23:41:46 UTC 3482

2021-10-28 23:41:46 UTC 3483

Session ID Source IP

109 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:46 UTC 3483

2021-10-28 23:41:46 UTC 3483

2021-10-28 23:41:46 UTC 3484

2021-10-28 23:41:46 UTC 3484

Session ID Source IP

11 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49982

Direction

ouT

ouT

Source Port
49785

Direction

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:41:45 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02chb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 65

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 3f 75 74 6d 5f 73 6f 75 72 63 65 3d 34 30 34 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/?utm_source=404"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:46 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,Iso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:46 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

13.33.93.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
transferred

Timestamp

2021-10-28 23:41:25 UTC 1689

2021-10-28 23:41:26 UTC 1692

2021-10-28 23:41:26 UTC 1693

Session ID Source IP

110 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:46 UTC 3483

2021-10-28 23:41:46 UTC 3484

2021-10-28 23:41:46 UTC 3484

2021-10-28 23:41:46 UTC 3485

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49984

Direction
ouT

ouT

Data

GET /static/1634669372/pages/wp-content/uploads/cache/fvm/1634669362/out/footer-60627096f137ab887382
32f7482a14824d52f875.min.js HTTP/1.1

Host: docrdsfx76ssb.cloudfront.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 2168

Connection: close

Date: Tue, 19 Oct 2021 22:33:53 GMT

Last-Modified: Tue, 19 Oct 2021 18:55:01 GMT

ETag: "878-5ceb932e7b26c"

Server: Pagely Gateway/1.5.1

X-User-Agent: standard

X-Cache-Config: 0 0

Expires: Tue, 25 Jan 2022 22:33:53 GMT

Cache-Control: max-age=8467200

X-Cache-Status: HIT

Accept-Ranges: bytes

Vary: Accept-Encoding

X-Cache: Hit from cloudfront

Via: 1.1 53bffce6f9af5c7a9ea275c089b9b5e7.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: MRS52-C1

X-Amz-Cf-1d: ACGP3wMyF4aBFosxKI0fbXllyt7dfyeFob5_n3ygaWgRbTbSQKZHcw==
Age: 781653

Data Raw: 2f 2a 20 43 44 4e 55 52 4c 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 74 68 65 6d 65 73 2f 4a 6f 69 6e 74 73 57 50 2d
435353 2d 6d 61 73 74 65 72 2f 61 73 73 65 74 73 2f 73 63 72 69 70 74 73 2f 67 64 70 72 2e 6a 73 20 2a 2f 0a 74 72 79
7b 0a 77 69 6e 64 6f 77 2e 42 69 74 6¢ 79 7c 7c 28 77 69 6e 64 6f 77 2e 42 69 74 6¢ 79 3d 7b 7d 29 2c 66 75 6e 63 74 69
6f 6e 28 65 29 7b 66 75 6e 63 74 69 6f 6e 20 74 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 30 3c 65 2e 66 69 6¢ 74 65 72 28
66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 30 3c 3d 65 2e 69 6e 64 65 78 4f 66 28 74 29 7d 29 2e 6¢ 65 6e
67 74 68 7d 0a 66 75 6e 63 74 69 6f 6e 20 6e 28 29 7b 76 61 72 20 65 3d 64 6f 63 75 6d 65 6e 74 2e 63 6f 6f 6b 69 65 2e
7370 6¢ 69 74 28 22 3b 22 29 3b 72 65 74 75 72 6e 20

Data Ascii: /* CDNURL/wp-content/themes/JointsWP-CSS-master/assets/scripts/gdpr.js */tryfwindow.Bitly||(window.Bitly=
{}),function(e){function t(e,t){return O<e.filter(function(e){return 0<=e.indexOf(t)}).length}function n()}{var e=document.c
ookie.split(";");return

Destination IP  Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617h352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 50

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2¢ 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a

2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:46 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=2

Date: Thu, 28 Oct 2021 23:41:46 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}
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Session ID Source IP

111 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:49 UTC 3485

2021-10-28 23:41:49 UTC 3485

2021-10-28 23:41:49 UTC 3485

2021-10-28 23:41:49 UTC 3486

Session ID Source IP

112 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:49 UTC 3486

2021-10-28 23:41:50 UTC 3487

Session ID Source IP

113 192.168.2.3

Copyright Joe Security LLC 2021

Source Port

49985

Direction

ouT

ouT

Source Port

49991

Direction
ouT

Source Port

49993

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02chb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 65

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 3f 75 74 6d 5f 73 6 75 72 63 65 3d 34 30 34 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/?utm_source=404"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:49 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,lso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:49 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /pages/privacy/ HTTP/1.1

Host: bitly.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRkZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTM1INTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx|16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496901.48; _ga=GA1.1.733574328.1635496890

HTTP/1.1 301 Moved Permanently
Server: nginx

Date: Thu, 28 Oct 2021 23:41:50 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 0

Location: /pages/privacy
X-Frame-Options: DENY
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-10-28 23:41:50 UTC 3487

2021-10-28 23:41:50 UTC 3489

2021-10-28 23:41:50 UTC 3489

2021-10-28 23:41:50 UTC 3490

2021-10-28 23:41:50 UTC 3491

2021-10-28 23:41:50 UTC 3492

2021-10-28 23:41:50 UTC 3493

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /pages/privacy HTTP/1.1

Host: bitly.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496901.48; _ga=GA1.1.733574328.1635496890

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 28 Oct 2021 23:41:50 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 65541

Last-Modified: Tue, 19 Oct 2021 19:48:54 GMT
Etag: "1dc19ad1957950ae4917dd74bdfeb7268ae477al"
Cache-Control: no-cache

X-Frame-Options: DENY
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20
6C 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 3c 68 65 61 64 3e 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38
22 3e3c6d 6574612068 7474702d65 717569 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63 6f 6e
74 65 6e 74 3d 22 49 45 3d 65 64 67 65 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f
6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 6
53d 312e 3022 3e 3c 6d 6574612063 6¢ 617373 3d22 66 6f 75 6e 64 61 74 69 6f 6e 2d 6d 71 22 3e 3c 6¢ 69 6e 6b
20 72 65 6¢ 3d 22 69 63 6f 6e 22 20 68 72 65 66 3d 22 68 74 74 70

Data Ascii: <IDOCTYPE html><html class="no-js" lang="en-US"><head><meta charset="utf-8"><meta http-equiv="X-UA-
Compatible" content="IE=edge"><meta name="viewport" content="width=device-width, initial-scale=1.0"><meta cla
ss="foundation-mq"><link rel="icon" href="http

Data Raw: 67 3a 75 72 6¢ 22 20 63 6f 6e 74 65 6e 74 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6c 79 2e 63 6f 6d 2f 70 61 67
65 73 2f 70 72 69 76 61 63 79 22 3e 3¢ 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67 3a 73 69 74 65 5f 6e 61 6d 65
22 20 63 6f 6e 74 65 6e 74 3d 22 42 69 74 6¢ 79 22 3e 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 61 72 74 69 63 6C
65 3a 6d 6f 64 69 66 69 65 64 5f 74 69 6d 65 22 20 63 6f 6 74 65 6e 74 3d 22 32 30 32 30 2d 30 32 2d 31 33 54 31 37 3a
3339 3a 31 36 2b 30 30 3a 30 30 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 74 77 69 74 74 65 72 3a 63 61 72 64 22 20
63 6f 6e 74 65 6e 74 3d 22 73 75 6d 6d 61 72 79 5f 6¢ 61 72 67 65 5f 69 6d 61 67 65 22 3e 3¢ 73 63 72 69 70 74 20 74 79
7065 3d 22 61 70 70 6¢ 69 63 61 74 69 6f 6e 2f 6¢ 64 2b

Data Ascii: g:url* content="https://bitly.com/pages/privacy"><meta property="og:site_name" content="Bitly"><meta propert
y="article:modified_time" content="2020-02-13T17:39:16+00:00"><meta name="twitter:card" content="summary_large
_image"><script type="application/Id+

Data Raw: 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 22 7d 2c 7b 22 40 74 79 70 65 22 3a 22 4c 69 73 74 49 74 65 6d 22 2c 22
70 6f 73 69 74 69 6f 6e 22 3a 32 2c 22 6e 61 6d 65 22 3a 22 50 72 69 76 61 63 79 20 50 6f 6¢ 69 63 79 22 7d 5d 7d 5d 7d
3c 2f 73 63 72 69 70 74 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 69 64 3d 22 66 76 6d

2d 68 65 61 64 65 72 2d 30 2d 63 73 73 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 72 64 73 66 78 37 36 73
73 62 2e 63 6¢ 6f 75 64 66 72 6f 6 74 2e 6e 65 74 2f 73 74 61 74 69 63 2f 31 36 33 34 36 36 39 33 37 32 2f 70 61 67 65
73 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70 6¢ 6f 61 64 73 2f 63 61 63 68 65 2f 66 76 6d 2f 31 36 33 34 36 36 39 33 36 32
2f 6f 75 74 2f 68 65 61 64 65 72 2d 39 38 39 31 35 36 39

Data Ascii: y.com/pages/“},{" @type":"Listltem","position":2,"name":"Privacy Policy"}|}]}</script><link rel="stylesheet"
id="fvm-header-0-css" href="https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp-content/uploads/ca
che/fvm/1634669362/out/header-9891569

Data Raw: 78 6d 6¢ 2b 6f 65 6d 62 65 64 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70
61 67 65 73 2f 77 70 2d 6a 73 6f 6e 2f 6f 65 6d 62 65 64 2f 31 2e 30 2f 65 6d 62 65 64 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢
3d 22 63 61 6e 6f 6e 69 63 61 6¢ 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67
65 73 2f 70 72 69 76 61 63 79 22 3e 3¢ 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 20 69 64 3d 22 77
70 2d 63 75 73 74 6f 6d 2d 63 73 73 22 3e 2e 70 61 67 65 20 73 65 63 74 69 6f 6e 2e 61 63 63 6f 72 64 69 6f 6e 2d 62 6¢
6f 63 6b 20 2e 61 63 63 6f 72 64 69 6f 6e 2d

Data Ascii: xml+oembed" href="https://bitly.com/pages/wp-json/oembed/1.0/embed"><link rel="canonical" href="https://bitl
y.com/pages/privacy"><style type="text/css" id="wp-custom-css">.page section.accordion-block .accordion-

Data Raw: 69 74 65 6d 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 74 69 74 6¢ 65 3a 3a 62 65 66 6f 72 65 20 7b 20 63 6f 6¢ 6f 72
3a 2337 37 37 20 7d 20 73 65 63 74 69 6f 6e 2e 63 6f 6d 70 61 72 69 73 6f 6e 2d 74 61 62 6¢ 65 73 20 74 61 62 6¢C 65 20
7472 2e 707269 63 69 6e 67 2d 72 6f 77 20 73 70 61 6e 20 73 74 72 6f 6e 67 20 7b 20 74 65 78 74 2d 61 6¢ 69 67 6e
3a 20 63 65 6e 74 65 72 3b 20 77 69 64 74 68 3a 20 31 30 30 25 3b 20 7d 20 40 6d 65 64 69 61 20 61 6¢ 6¢ 20 61 6€ 64
2028 6d 61 78 2d 77 69 64 74 68 3a 31 30 32 33 70 78 29 7b 20 73 65 63 74 69 6f 6e 2e 63 6f 6d 70 61 72 69 73 6f 6e 2d
74 6162 6¢ 65 73 20 74 61 62 6¢ 65 20 74 72 2e 70 72 69 63 69 6e 67 2d 72 6f 77 20 73 70 61 6e 20 73 74 72 6f 6e 67 20
7b 2074 65 78 74 2d 61 6¢ 69 67 6e 3a 20 72 69 67 68 74 3b

Data Ascii: item .accordion-title::before { color:#777 } section.comparison-tables table tr.pricing-row span strong { text-align:
center; width: 100%; } @media all and (max-width:1023px){ section.comparison-tables table tr.pricing-row span strong { t
ext-align: right;
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:50 UTC 3494 IN Data Raw: 67 68 74 3a 34 33 70 78 21 69 6d 70 6f 72 74 61 6e 74 20 7d 20 73 70 61 6e 2e 77 6f 77 2d 6d 6f 64 61 6¢ 2d
63 6¢ 6f 73 65 2d 32 20 7b 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 20 72 69 67 68 74 3a 20 32 30 70
78 3b 20 74 6f 70 3a 20 32 30 70 78 3b 20 63 75 72 73 6f 72 3a 20 70 6f 69 6e 74 65 72 3b 20 7d 20 23 6d 65 6e 75 2d 69
7465 6d 2d 36 35 32 39 20 73 76 67 20 7b 20 77 69 64 74 68 3a 32 34 70 78 3b 20 68 65 69 67 68 74 3a 32 34 70 78 20
7d 3c 2f 73 74 79 6¢ 65 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 67 6f 6f 67 6¢ 65 2d 73 69 74 65 2d 76 65 72 69 66 69 63
61 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 56 78 64 74 41 6a 71 61 41 36 58 68 77 52 4a 4f 38 36 66 63 49 5a 74 52
4471 4a 41 7a 55 71 6¢ 67 53 38 41 77 5a 48 6d 64 33 6f 22
Data Ascii: ght:43px!important } span.wow-modal-close-2 { position: absolute; right: 20px; top: 20px; cursor: pointer; }
#menu-item-6529 svg { width:24px; height:24px }</style><meta name="google-site-verification" content="VxdtAjq
aA6XhwRJO86fclZtRDgJAzUqglgS8AWZHmMA30"

2021-10-28 23:41:50 UTC 3495 IN Data Raw: 65 74 54 69 6d 65 28 29 2c 65 76 65 6e 74 3a 27 67 74 6d 2e 6a 73 27 7d 29 3b 76 61 72 20 66 3d 64 2e 67 65
74 45 6¢ 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 73 29 5b 30 5d 2c Oa 6a 3d 64 2e 63 72 65 61 74 65 45 6¢ 65
6d 65 6e 74 28 73 29 2c 64 6¢ 3d 6¢ 21 3d 27 64 61 74 61 4c 61 79 65 72 27 3f 27 26 6¢ 3d 27 2b 6¢ 3a 27 27 3b 6a 2e
61 73 79 6e 63 3d 74 72 75 65 3b 6a 2e 73 72 63 3d 0a 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 74 61 67
6d 61 6e 61 67 65 72 2e 63 6f 6d 2f 67 74 6d 2e 6a 73 3f 69 64 3d 27 2b 69 2b 64 6¢ 3b 66 2e 70 61 72 65 6e 74 4e 6f 64
65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 6a 2c 66 29 3b 0a 7d 29 28 77 69 6e 64 6f 77 2c 64 6f 63 75 6d 65 6e 74 2c
27 7363 7269 70 74 27 2c 27 64 61 74 61 4¢c 61 79 65 72 27 2¢
Data Ascii: etTime(),event:'gtm.js'});var f=d.getElementsByTagName(s)[0],j=d.createElement(s),dI=I!="dataLayer?'&I="+I:
";j.async=true;j.src="https://www.googletagmanager.com/gtm.js?id="+i+dl;f.parentNode.insertBefore(j,f);})(window,docume
nt,'script’,'dataLayer’,

2021-10-28 23:41:50 UTC 3496 IN Data Raw: 6d 65 6e 75 22 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 34 35 35 38 22 20 63 6¢ 61 73 73 3d
22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 70 6f 73 74 5f 74 79 70 65 20 6d 65 6e
75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 34 35 35 38 22 3e 3c 61 20 68
72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 77 68 79 2d 62 69 74 6¢ 79 2f 62
69 74 6¢ 79 2d 31 30 31 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69
Data Ascii: menu"><li id="menu-item-4558" class="menu-item menu-item-type-post_type menu-item-object-page menu-
item-4558"><a href="https://bitly.com/pages/why-bitly/bitly-101" class="menu-image-ti

2021-10-28 23:41:50 UTC 3497 IN Data Raw: 74 6¢ 65 2d 61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 6e 6f 74 2d 68 6f 76 65 72 65 64 22 3e 3c 69
6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 72 64 73 66 78 37 36 73 73 62 2e 63 6¢ 6f 75 64 66 72 6f 6e 74
2e 6e 65 74 2f 73 74 61 74 69 63 2f 31 36 33 34 36 36 39 33 37 32 2f 70 61 67 65 73 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f
7570 6¢ 6f 61 64 73 2f 32 30 31 39 2f 30 33 2f 66 65 61 74 68 65 72 2d 69 63 6f 6e 2d 62 6f 6f 6b 2d 6f 70 65 6e 2e 73 76
67 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 20 6d 65 6€ 75 2d 69 6d 61 67 65 2d 74 69 74 6¢C 65 2d 61
66 74 65 72 22 20 61 6¢ 74 3d 22 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 68 65 69 67 68 74 3d 22 32 34 22
20 77 69 64 74 68 3d 22 32 34 22 3e 3¢ 73 70 61 6e 20 63 6C
Data Ascii: tle-after menu-image-not-hovered"><img src="https://docrdsfx76ssb.cloudfront.net/static/1634669372
Ipages/wp-content/uploads/2019/03/feather-icon-book-open.svg" class="menu-image menu-image-title-after" alt=""
loading="lazy" height="24" width="24"><span cl

2021-10-28 23:41:50 UTC 3498 IN Data Raw: 6f 61 64 73 2f 32 30 31 39 2f 30 33 2f 66 65 61 74 68 65 72 2d 69 63 6f 6e 2d 67 6¢ 6f 62 65 2e 73 76 67 22 20
63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65
72222061 6¢ 74 3d 22 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 77 69
64 74 68 3d 22 32 34 22 3e 3¢ 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d
61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 22 3e 45 6e 74 65 72 70 72 69 73 65 20 43 6¢ 61 73
73 3c 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 64 65 73 63 72 69 70 74
69 6f 6e 22 3e 42 69 74 6¢ 79 20 73 63 61 6C 65 73 20 74 6f 20 74 68
Data Ascii: 0ads/2019/03/feather-icon-globe.svg" class="menu-image menu-image-title-after" alt="" loading="lazy" height=
"24" width="24"><span class="menu-image-title-after menu-image-title">Enterprise Class</span><span class="menu-item-
description">Bitly scales to th

2021-10-28 23:41:50 UTC 3499 IN Data Raw: 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 72 64 73 66 78 37 36 73 73 62 2e 63 6¢ 6f 75 64
66 72 6f 6e 74 2e 6e 65 74 2f 73 74 61 74 69 63 2f 31 36 33 34 36 36 39 33 37 32 2f 70 61 67 65 73 2f 77 70 2d 63 6f 6e
74 65 6e 74 2f 75 70 6¢ 6f 61 64 73 2f 32 30 31 39 2f 30 33 2f 66 65 61 74 68 65 72 2d 69 63 6f 6e 2d 72 61 64 69 6f 2e
7376 67 22 20 63 6¢ 61 73 73 3d 22 6d 65 6 75 2d 69 6d 61 67 65 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6C 65
2d 61 66 74 65 72 22 20 61 6¢ 74 3d 22 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 68 65 69 67 68 74 3d 22 32
342220 77 69 64 74 68 3d 22 32 34 22 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 6
9 74 6¢ 65 2d 61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d
Data Ascii: img src="https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp-content/uploads/2019/03/feather-ico
n-radio.svg" class="menu-image menu-image-title-after" alt="" loading="lazy" height="24" width="24"><span class="menu-
image-title-after menu-image-

2021-10-28 23:41:50 UTC 3500 IN Data Raw: 69 6d 61 67 65 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 22 20 61 6¢ 74 3d 22 64
65 76 65 6¢ 6f 70 65 72 73 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 68 65 69 67 68 74 3d 22 32 32 22 20 77 69
64 74 68 3d 22 32 34 22 3e 3¢ 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d
61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 22 3e 46 6f 72 20 44 65 76 65 6¢ 6f 70 65 72 73 3c 2f
737061 6e 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 64
Data Ascii: image menu-image-title-after" alt="developers" loading="lazy" height="22" width="24"><span class="menu-
image-title-after menu-image-title">For Developers</span><span class="menu-item-d

2021-10-28 23:41:50 UTC 3501 IN Data Raw: 65 73 63 72 69 70 74 69 6f 6e 22 3e 42 75 69 6¢ 64 20 6¢ 69 6€ 6b 73 20 69 6e 74 6f 20 61 6e 79 20 77 6f 72
6b 66 6¢ 6f 77 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3¢ 2f 6¢ 69 3e 3c 2f 75 6¢ 3e 3¢ 2f 6¢ 69 3e 3¢ 6¢ 69 20 69 64 3d 22 6d 65
6e 75 2d 69 74 65 6d 2d 37 34 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d
7479 70 65 2d 70 6f 73 74 5f 74 79 70 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e
752d 69 74 65 6d 2d 68 61 73 2d 63 68 69 6¢ 64 72 65 6€ 20 6d 65 6e 75 2d 69 74 65 6d 2d 37 34 22 3e 3¢ 61 20 68 72
65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 66 65 61 74 75 72 65 73 22 3e 46 65
617475 72 65 73 3c 2f 61 3e 3¢ 75 6¢ 20 63 6¢ 61 73 73 3d
Data Ascii: escription">Build links into any workflow</span></a></li></ul></li><li id="menu-item-74" class="menu-item me
nu-item-type-post_type menu-item-object-page menu-item-has-children menu-item-74"><a href="https://bitly.com/p
ages/features">Features</a><ul class=

2021-10-28 23:41:50 UTC 3502 IN Data Raw: 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 22 3e 42 72 61 6e 64
65 64 20 4c 69 6e 6b 73 3¢ 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 64
65 73 63 72 69 70 74 69 6f 6e 22 3e 49 6e 63 72 65 61 73 65 20 65 6e 67 61 67 65 6d 65 6e 74 20 61 6e 64 20 65 78 70
6f 73 75 72 65 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6¢ 69 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 34
353731222063 6¢c 617373 3d226d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 70 6f 7
374 5f 74 79 70 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d
34 3537 3122 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f
Data Ascii: -title-after menu-image-title">Branded Links</span><span class="menu-item-description">Increase en
gagement and exposure</span></a></li><I|i id="menu-item-4571" class="menu-item menu-item-type-post_type menu-item-
object-page menu-item-4571"><a href="https:/
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:50 UTC 3503 IN Data Raw: 70 74 69 6d 69 7a 65 20 65 76 65 72 79 20 74 6f 75 63 68 70 6f 69 6e 74 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f
6¢ 69 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 36 35 33 36 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d
69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 70 6f 73 74 5f 74 79 70 65 20 6d 65 6e 75 2d 69 74 65 6d
2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 36 35 33 36 22 3e 3c 61 20 68 72 65 66 3d 22 68
74 7470 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 66 65 61 74 75 72 65 73 2f 71 72 2d 63 6f 64 65 73
222063 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 20 6d 65 6€ 75 2d 69 6d 6
167 65 2d 6e 6f 74 2d 68 6f 76 65 72 65 64 22 3e 3¢ 69 6d 67 20
Data Ascii: ptimize every touchpoint</span></a></li><li id="menu-item-6536" class="menu-item menu-item-type-post_type
menu-item-object-page menu-item-6536"><a href="https://bitly.com/pages/features/qr-codes" class="menu-image-title-
after menu-image-not-hovered"><img

2021-10-28 23:41:50 UTC 3504 IN Data Raw: 74 65 6d 2d 34 35 36 35 22 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d
2f 70 61 67 65 73 2f 72 65 73 6f 75 72 63 65 73 22 3e 52 65 73 6f 75 72 63 65 20 4c 69 62 72 61 72 79 3¢ 73 70 61 6e 20
63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 64 65 73 63 72 69 70 74 69 6f 6e 22 3e 45 62 6f 6f 6b 73 20 61 6e 64
2057 65 62 69 6e 61 72 73 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6¢ 69 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74
65 6d 2d 34 35 36 33 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65
Data Ascii: tem-4565"><a href="https://bitly.com/pages/resources">Resource Library<span class="menu-item-descr
iption">Ebooks and Webinars</span></a></li><li id="menu-item-4563" class="menu-item me

2021-10-28 23:41:50 UTC 3505 IN Data Raw: 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 63 75 73 74 6f 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74
2d 63 75 73 74 6f 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 34 35 36 33 22 3e 3¢ 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a
2f 2f 64 65 76 2e 62 69 74 6¢ 79 2e 63 6f 6d 2f 22 3e 44 65 76 65 6¢ 6f 70 65 72 73 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d
22 6d 65 6e 75 2d 69 74 65 6d 2d 64 65 73 63 72 69 70 74 69 6f 6e 22 3e 41 50 49 20 64 6f 63 75 6d 65 6e 74 61 74 69 6f
6e 20 61 6e 64 20 72 65 73 6f 75 72 63 65 73 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6¢ 69 3e 3¢ 6¢ 69 20 69 64 3d 22 6d
65 6e 75 2d 69 74 65 6d 2d 34 35 36 32 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74
65 6d 2d 74 79 70 65 2d 63 75 73 74 6f 6d 20 6d 65 6e 75 2d 69
Data Ascii: nu-item-type-custom menu-item-object-custom menu-item-4563"><a href="https://dev.bitly.com/">Devel
opers<span class="menu-item-description">API documentation and resources</span></a></li><li id="menu-item-4562"
class="menu-item menu-item-type-custom menu-i

2021-10-28 23:41:50 UTC 3506 IN Data Raw: 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 70 72 69 63 69 6e 67 22 3e 53 69 67 6e 20 75 70
20 46 72 65 65 3c 2f 61 3e 3c 2f 6¢ 69 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 37 31 22 20 63 6¢ 61 73
73 3d 22 62 75 74 74 6f 6e 20 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 63 75 73 74
6f 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 63 75 73 74 6f 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 37 31 22
3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 6¢ 61 6e 64 69 6e
67 2f 64 69 73 63 6 76 65 72 2d 65 6e 74 65 72 70 72 69 73 65 22 3e 47 65 74 20 61 20 51 75 6f 74 65 3c 2f 61 3e 3c 2f
6c 69 3e 3c 2f 75 6¢ 3e 3c 2f 64 69 76 3e 3c 64 69 76 20
Data Ascii: ps://bitly.com/pages/pricing">Sign up Free</a></li><li id="menu-item-71" class="button menu-item menu-item-t
ype-custom menu-item-object-custom menu-item-71"><a href="https://bitly.com/pages/landing/discover-enterprise">Get a
Quote</a></li></ul></div><div

2021-10-28 23:41:50 UTC 3507 IN Data Raw: 2f 62 69 74 6¢ 79 2d 31 30 31 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d
6166 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 6e 6f 74 2d 68 6f 76 65 72 65 64 22 3e 3c 69 6d 67 20 73 72 63 3d 22
6874 74 70 73 3a 2f 2f 64 6f 63 72 64 73 66 78 37 36 73 73 62 2e 63 6¢ 6f 75 64 66 72 6f 6 74 2e 6e 65 74 2f 73 74 61
7469 63 2f 31 36 33 34 36 36 39 33 37 32 2f 70 61 67 65 73 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70 6¢ 6f 61 64 73 2f 32
30 31 39 2f 30 32 2f 62 6f 6f 6b 2d 6f 70 65 6e 2e 73 76 67 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 20
6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 22 20 61 6¢ 74 3d 22 41 6e 20 69 6e 74 72 6f 64 75
63 74 69 6f 6e 20 74 6f 20 42 69 74 6¢ 79 27 73 20 66 65
Data Ascii: /bitly-101" class="menu-image-title-after menu-image-not-hovered"><img src="https://docrdsfx76ssb.cloudfront
.net/static/1634669372/pages/wp-content/uploads/2019/02/book-open.svg"” class="menu-image menu-image-title-after"
alt="An introduction to Bitly's fe

2021-10-28 23:41:50 UTC 3508 IN Data Raw: 63 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 72 64 73 66 78 37 36 73 73 62 2e 63 6¢ 6f 75 64 66 72 6f 6e 74 2e 6e
65 74 2f 73 74 61 74 69 63 2f 31 36 33 34 36 36 39 33 37 32 2f 70 61 67 65 73 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70
6c 6f 61 64 73 2f 32 30 31 39 2f 30 32 2f 67 6¢ 6f 62 65 2e 73 76 67 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61
67 65 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 22 20 61 6C 74 3d 22 42 69 74 6C 79 20 73
63 61 6¢ 65 73 20 74 6f 20 74 68 65 20 73 69 7a 65 20 79 6f 75 20 6e 65 65 64 22 20
Data Ascii: c="https://docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp-content/uploads/2019/02/globe.svg"
class="menu-image menu-image-title-after" alt="Bitly scales to the size you need"

2021-10-28 23:41:50 UTC 3509 IN Data Raw: 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 77 69 64 74 68 3d 22 32 34
223e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 20 6d
65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 22 3e 45 6e 74 65 72 70 72 69 73 65 20 43 6¢ 61 73 73 3c 2f 73 70 61 6e
3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 64 65 73 63 72 69 70 74 69 6f 6€ 22 3e 42 69 7
4 6¢ 79 20 73 63 61 6¢ 65 73 20 74 6f 20 74 68 65 20 73 69 7a 65 20 79 6f 75 20 6e 65 65 64 3c 2f 73 70 61 6e 3e 3c 2f 6
1 3e 3c 2f 6¢ 69 3e 3c 2f 75 6¢ 3e 3c 2f 6¢ 69 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 33 38 31 37 22 2
063 6c 61 73 73 3d 22 77 68 79 2d 6d 65 6e 75 20 73 6f 6¢ 75 74
Data Ascii: loading="lazy" height="24" width="24"><span class="menu-image-title-after menu-image-title">Enterprise
Class</span><span class="menu-item-description">Bitly scales to the size you need</span></a></li></ul></li><li id="
menu-item-3817" class="why-menu solut

2021-10-28 23:41:50 UTC 3510 IN Data Raw: 63 2f 31 36 33 34 36 36 39 33 37 32 2f 70 61 67 65 73 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70 6¢ 6f 61 64 73
2f 32 30 31 39 2f 30 32 2f 72 61 64 69 6f 2e 73 76 67 22 20 63 6¢ 61 73 73 3d 22 6d 65 6€ 75 2d 69 6d 61 67 65 20 6d 65
6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 22 20 61 6¢ 74 3d 22 44 72 69 76 65 20 6f 6d 6€ 69 2d 63
68 61 6e 6e 65 6¢ 20 65 6e 67 61 67 65 6d 65 6e 74 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 68 65 69 67 68
74 3d 223234222077 69 64 74 68 3d 22 32 34 22 3e 3¢ 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61
67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 22 3e 44 69 67 69 74 61
6c 20 4d 61 72 6b 65 74 69 6e 67 3c 2f 73 70 61 6e 3e 3c 73 70 61
Data Ascii: ¢/1634669372/pages/wp-content/uploads/2019/02/radio.svg" class="menu-image menu-image-title-after"
alt="Drive omni-channel engagement" loading="lazy" height="24" width="24"><span class="menu-image-title-after menu-
image-title">Digital Marketing</span><spa

2021-10-28 23:41:50 UTC 3511 IN Data Raw: 65 72 22 20 61 6¢ 74 3d 22 64 65 76 65 6¢ 6f 70 65 72 73 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20
68 65 69 67 68 74 3d 22 32 32 22 20 77 69 64 74 68 3d 22 32 34 22 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e
752d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 22 3e 46
6f 72 20 44 65 76 65 6¢ 6f 70 65 72 73 3¢ 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74
65 6d 2d 64 65 73 63 72 69 70 74 69 6f 6e 22 3e 42 75 69 6¢ 64 20 6¢ 69 6e 6b 73 20 69 6e 74 6f 20 61 6e 79 20 77 6f 72
6b 66 6¢ 6f 77 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6¢ 69 3e 3¢ 2f 75 6¢ 3e 3¢ 2f 6¢ 69 3e 3¢ 6¢ 69 20 69 64 3d 22 6d 65
6e 75 2d 69 74 65 6d 2d 33 38 31 38 22 20 63 6¢ 61 73 73 3d
Data Ascii: er" alt="developers" loading="lazy" height="22" width="24"><span class="menu-image-title-after menu-image-ti
tle">For Developers</span><span class="menu-item-description">Build links into any workflow</span></a></li></ul></li>
<li id="menu-item-3818" class=
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kBytes
Timestamp transferred

2021-10-28 23:41:50 UTC 3512

2021-10-28 23:41:50 UTC 3513

2021-10-28 23:41:50 UTC 3514

2021-10-28 23:41:50 UTC 3515

2021-10-28 23:41:50 UTC 3516

2021-10-28 23:41:50 UTC 3517

2021-10-28 23:41:50 UTC 3518

2021-10-28 23:41:50 UTC 3519

2021-10-28 23:41:50 UTC 3520

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 20 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66
746572 22 20 61 6¢ 74 3d 22 49 6e 63 72 65 61 73 65 20 65 6e 67 61 67 65 6d 65 6e 74 20 61 6e 64 20 65 78 70 6f 73
75 72 65 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 77 69 64 74 68 3d 22
323422 3e3c 737061 6e 2063 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 2
0 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 22 3e 42 72 61 6e 64 65 64 20 4c 69 6e 6b

Data Ascii: lass="menu-image menu-image-title-after" alt="Increase engagement and exposure" loading="lazy" height="24"
width="24"><span class="menu-image-title-after menu-image-titie">Branded Link

Data Raw: 73 3c 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 64 65 73 63 72
69 70 74 69 6f 6e 22 3e 49 6e 63 72 65 61 73 65 20 65 6e 67 61 67 65 6d 65 6e 74 20 61 6e 64 20 65 78 70 6f 73 75 72
65 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6¢ 69 3e 3¢ 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 33 37 39 31 22
2063 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 70 6f 73 74 5f 74 79
70 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 33 37 39 31
22 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 66 65 61 74 75
72 65 73 2f 6d 6f 62 69 6¢ 65 2d 6C 69 6€ 6b 73 22 20 63 6C 61

Data Ascii: s</span><span class="menu-item-description">Increase engagement and exposure</span></a></li><li id
="menu-item-3791" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-3791"><a href="htt
ps://bitly.com/pages/features/mobile-links" cla

Data Raw: 74 69 6d 69 7a 65 20 65 76 65 72 79 20 74 6f 75 63 68 70 6f 69 6e 74 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6¢
69 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 36 35 32 39 22 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69
74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 70 6f 73 74 5f 74 79 70 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f
62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 36 35 32 39 22 3e 3c 61 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 66 65 61 74 75 72 65 73 2f 71 72 2d 63 6f 64 65 73 22 20 63
6c 61 73 73 3d 22 6d 65 6e 75 2d 69 6d 61 67 65 2d 74 69 74 6¢ 65 2d 61 66 74 65 72 20 6d 65 6e 75 2d 69 6d 61 67 65
2d 6e 6f 74 2d 68 6f 76 65 72 65 64 22 3e 3¢ 69 6d 67 20 73

Data Ascii: timize every touchpoint</span></a></li><li id="menu-item-6529" class="menu-item menu-item-type-post_type
menu-item-object-page menu-item-6529"><a href="https://bitly.com/pages/features/qr-codes" class="menu-image-title-
after menu-image-not-hovered"><img s

Data Raw: 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 33 38 30 31 22 3e
3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 72 65 73 6f 75 72 63
65 73 22 3e 52 65 73 6f 75 72 63 65 20 4c 69 62 72 61 72 79 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69
74 65 6d 2d 64 65 73 63 72 69 70 74 69 6f 6e 22 3e 45 62 6f 6f 6b 73 20 61 6e 64 20 77 65 62 69 6e 61 72 73 3¢ 2f 73 70
61 6e 3e 3c 2f 61 3e 3c 2f 6¢ 69 3e 3c 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 33 39 39 34 22 20 63 6¢ 61 73
73 3d 22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 63 75 73 74 6f 6d 20 6d 65 6e 75
2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 63 75 73 74 6f 6d 20 6d

Data Ascii: nu-item-object-page menu-item-3801"><a href="https://bitly.com/pages/resources">Resource Library<span
class="menu-item-description">Ebooks and webinars</span></a></li><li id="menu-item-3994" class="menu-item menu-
item-type-custom menu-item-object-custom m

Data Raw: 6f 66 66 2d 63 61 6e 76 61 73 22 3e 3c 2f 62 75 74 74 6f 6e 3e 3c 2f 6¢ 69 3e 3¢ 2f 75 6¢ 3e 3c 2f 64 69 76 3e
3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 20 3c 2f 68 65 61 64 65 72 3e 3c 68 65 72 6f 3e 3c 2f 68 65 72 6f 3e 3¢ 64 69 76 20
63 6¢ 61 73 73 3d 22 63 6f 6e 74 65 6e 74 22 20 69 64 3d 22 63 6f 6e 74 65 6e 74 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d
22 69 6e 6e 65 72 2d 63 6f 6e 74 65 6e 74 22 3e 20 3c 6d 61 69 6e 20 63 6¢ 61 73 73 3d 22 6d 61 69 6e 22 20 72 6f 6¢ 65
3d 22 6d 61 69 6e 22 3e 3¢ 61 72 74 69 63 6¢ 65 20 69 64 3d 22 70 6f 73 74 2d 34

Data Ascii: off-canvas"></button></li></ul></div></div></div> </header><hero></hero><div class="content" id="content">
<div class="inner-content"> <main class="main" role="main"><article id="post-4

Data Raw: 30 31 30 22 20 63 6¢ 61 73 73 3d 22 70 6f 73 74 2d 34 30 31 30 20 70 61 67 65 20 74 79 70 65 2d 70 61 67 65
2073 7461747573 2d 70 75 62 6¢ 69 73 68 20 68 65 6e 74 72 79 22 20 72 6f 6¢ 65 3d 22 61 72 74 69 63 6¢ 65 22 20
69 74 65 6d 73 63 6f 70 65 20 69 74 65 6d 74 79 70 65 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 2e 6f 72 67 2f 57 65
625061 67 65 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 65 6e 74 72 79 2d 63 6f 6e 74 65 6e 74 22 20 69 74 65 6d 70
72 6f 70 3d 22 74 65 78 74 22 3e 20 3c 73 65 63 74 69 6f 6e 20 63 6¢ 61 73 73 3d 22 66 75 6¢ 6¢ 2d 77 69 64 74 68 2d 63
6f 6e 74 65 6e 74 20 74 65 78 74 2d 63 6f 6e 74 65 6e 74 20 6e 61 72 72 6f 77 20 6¢ 65 67 61 6¢ 22 20 73 74 79 6C 65 3d
2262 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 75 72 6¢

Data Ascii: 010" class="post-4010 page type-page status-publish hentry" role="article" itemscope itemtype="http://schema
.org/WebPage"><div class="entry-content" itemprop="text"> <section class="full-width-content text-content narrow legal*
style="background-image:url

Data Raw: 6f 72 6d 61 74 69 6f 6e 20 61 62 6f 75 74 20 79 6f 75 20 74 68 61 74 20 42 69 74 6¢ 79 2 80 99 73 20 63 75
7374 6f 6d 65 72 73 20 73 68 61 72 65 20 77 69 74 68 20 42 69 74 6¢ 79 2e 3c 2f 70 3e 3¢ 70 3e 54 68 69 73 20 50 72 69
76 61 63 79 20 50 6f 6¢ 69 63 79 20 64 6f 65 73 20 6€ 6f 74 20 61 70 70 6¢ 79 20 74 6f 20 74 68 65 20 70 72 61 63 74 69
63 65 73 20 6f 66 20 6f 74 68 65 72 20 62 75 73 69 6e 65 73 73 65 73 20 74 68 61 74 20 42 69 74 6¢ 79 20 64 6f 65 73 20
6e 6f 74 20 6f 77 6e 20 6f 72 20 63 6f 6e 74 72 6f 6¢ 2¢ 20 69 6€ 63 6C 75 64 69 6e 67 20 6f 74 68 65 72 20 63 6f 6d 70 61
6e 69 65 73 e2 80 99 20 77 65 62 73 69 74 65 73 2c 20 73 65 72 76 69 63 65 73 20 61 6e 64 20 61 70 70 6¢ 69 63 61 74
69 6f 6e 73 20 28 e2 80 9c 54 68 69 72 64 20 50 61 72 74

Data Ascii: ormation about you that Bitlys customers share with Bitly.</p><p>This Privacy Policy does not apply to the p
ractices of other businesses that Bitly does not own or control, including other companies websites, services and applic
ations (Third Part

Data Raw: 6e 66 6f 72 6d 61 74 69 6f 6e 20 66 72 6f 6d 20 79 6f 75 2¢ 20 73 75 63 68 20 61 73 20 79 6f 75 72 20 6e 61 6d
65 2c 20 70 68 6f 6e 65 20 6e 75 6d 62 65 72 2c 20 63 6f 6d 70 61 6e 79 20 6e 61 6d 65 2c 20 69 6e 64 75 73 74 72 79 2¢
20 6a 6f 62 20 74 69 74 6¢ 65 2¢ 20 63 6f 6d 70 61 6e 79 20 73 69 7a 65 20 61 6e 64 20 65 6d 61 69 6¢ 20 61 64 64 72 65
73 73 2e 20 49 66 20 79 6f 75 20 63 72 65 61 74 65 20 61 6e 20 41 63 63 6f 75 6e 74 20 75 73 69 6e 67 20 79 6f 75 72 20
6¢ 6f 67 69 6e 20 66 72 6f 6d 20 61 20 74 68 69 72 64 2d 70 61 72 74 79 20 61 63 63 6f 75 6€ 74 2¢ 20 73 75 63 68 20 61
73 20 47 6f 6f 67 6¢ 65 2C 20 46 61 63 65 62 6f 6f 6b 20 6f 72 20 54 77 69 74 74 65 72 2¢ 20 77 65 20 77 69 6C 6C 20 61
63 63 65 73 73 20 61 6e 64 20 63 6f 6¢ 6¢ 65 63 74 20

Data Ascii: nformation from you, such as your name, phone number, company name, industry, job title, company size and
email address. If you create an Account using your login from a third-party account, such as Google, Facebook or Twitter,
we will access and collect

Data Raw: 6e 20 74 68 69 73 20 50 72 69 76 61 63 79 20 50 6f 6¢ 69 63 79 2e 3c 2f 70 3e 3¢ 70 3e 3c 73 74 72 6f 6e 67
3e 57 68 65 6e 20 59 6f 75 20 43 72 65 61 74 65 20 61 20 42 69 74 6¢ 79 20 4c 69 6e 6b 3c 2f 73 74 72 6f 6e 67 3e 3c 62
72 3e 20 4f 6e 65 20 66 65 61 74 75 72 65 20 6f 66 20 74 68 65 20 53 65 72 76 69 63 65 73 20 69 73 20 74 68 65 20 61
62 69 6¢ 69 74 79 20 74 6f 20 63 72 65 61 74 65 20 73 68 6f 72 74 65 6e 65 64 20 75 6e 69 66 6f 72 6d 20 72 65 73 6f 75
72 63 65 20 6¢ 6f 63 61 74 6f 72 73 20 28 55 52 4c 73 29 20 6f 66 20 77 65 62 73 69 74

Data Ascii: n this Privacy Policy.</p><p><strong>When You Create a Bitly Link</strong><br> One feature of the Services i
s the ability to create shortened uniform resource locators (URLS) of websit
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2021-10-28 23:41:50 UTC 3521 IN Data Raw: 65 73 20 28 e2 80 9c 42 69 74 6¢ 79 20 4c 69 6e 6b e2 80 9d 20 6f 72 20 e2 80 9c 42 69 74 6¢ 69 6e 6b 73 €2
809d 29 2e 20 55 73 65 72 73 20 63 61 6e 20 63 72 65 61 74 65 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20 77 69 74 68 6f
757420 72 65 67 69 73 74 65 72 69 6e 67 20 66 6f 72 20 61 6e 20 61 63 63 6f 75 6e 74 2e 20 c2 a0 57 68 65 6e 20 79 6f
752063 72 65 61 74 65 20 61 20 42 69 74 6¢ 79 20 4c 69 6e 6b 2c 20 42 69 74 6¢ 79 20 63 6f 6¢ 6¢C 65 63 74 73 20 61 6€
64 20 73 74 6f 72 65 73 20 62 6f 74 68 20 74 68 65 20 6f 72 69 67 69 6e 61 6¢ 20 55 52 4c 20 61 6e 64 20 74 68 65 20 73
68 6f 72 74 65 6e 65 64 20 55 52 4c 20 61 6e 64 2c 20 69 66 20 79 6f 75 20 61 72 65 20 6¢ 6f 67 67 65 64 20 69 6e 20 74
6f 20 79 6f 75 72 20 41 63 63 6f 75 6e 74 2¢ 20 77 65 20 77
Data Ascii: es (Bitly Link or Bitlinks). Users can create Bitly Links without registering for an account. When you create a
Bitly Link, Bitly collects and stores both the original URL and the shortened URL and, if you are logged in to your Account,
we w

2021-10-28 23:41:50 UTC 3522 IN Data Raw: 77 69 74 74 65 72 20 61 6e 64 20 46 61 63 65 62 6f 6f 6b 20 28 63 6f 6¢ 6¢ 65 63 74 69 76 65 6¢ 79 2C 20 €2
809c 42 69 74 6¢ 79 20 4c 69 6e 6b 20 4d 65 74 72 69 63 73 2 80 9d 29 2e 20 c2 a0 41 73 20 64 65 73 63 72 69 62 65
64 20 69 6e 20 74 68 69 73 20 70 6f 6¢ 69 63 79 2¢ 20 77 65 20 75 73 65 20 42 69 74 6¢ 79 20 4c 69 6e 6b 20 4d 65 74
72 69 63 73 20 74 6f 20 70 72 6f 76 69 64 65 20 74 68 65 20 53 65 72 76 69 63 65 73 2c 20 74 6f 20 75 6e 64 65 72 73 74
61 6e 64 20 61 6e 64 20 61 6e 61 6¢ 79 7a 65 20 68 6f 77 20 6f 75 72 20 53 65 72 76 69 63 65 73 20 61 72 65 20 75 73 65
64 20 61 6e 64 20 74 6f 20 69 64 65 6e 74 69 66 79 20 74 72 65 6e 64 73 2c 20 61 6e 64 20 74 6f 20 64 65 74 65 63 74 2¢
20 64 65 74 65 72 20 61 6e 64 20 70 72 65 76 65 6e 74 20 6d 61
Data Ascii: witter and Facebook (collectively, Bitly Link Metrics). As described in this policy, we use Bitly Link Metrics to
provide the Services, to understand and analyze how our Services are used and to identify trends, and to detect, deter and
prevent ma

2021-10-28 23:41:50 UTC 3523 IN Data Raw: 2f 73 74 72 6f 6e 67 3e 3c 62 72 3e 20 53 6f 6d 65 20 66 65 61 74 75 72 65 73 20 6f 66 20 74 68 65 20 53 65
7276 69 63 65 73 20 61 6¢ 6¢C 6f 77 20 79 6f 75 20 74 6f 20 73 68 61 72 65 20 79 6f 75 72 20 63 6f 6€ 74 65 6€ 74 20 61
6e 64 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20 74 68 72 6f 75 67 68 20 79 6f 75 72 20 61 63 63 6f 75 6e 74 73 20 77 69 74
68 20 6f 74 68 65 72 20 63 6f 6d 70 61 6e 69 65 73 20 73 75 63 68 20 61 73 20 46 61 63 65 62 6f 6f 6b 20 61 6e 64 20 54
7769 74 74 65 72 2e 20 49 66 20 79 6f 75 20 63 68 6f 6f 73 65 20 74 6f 20 63 6f 6e 6e 65 63 74 20 42 69 74 6¢ 79 20 74
6f 20 73 75 63 68 20 54 68 69 72 64 20 50 61 72 74 79 20 53 65 72 76 69 63 65 73 2c 20 77 65 20 6d 61 79 20 63 6f 6C
6c 65 63 74 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 72 65 6C
Data Ascii: /strong><br> Some features of the Services allow you to share your content and Bitly Links through your acco
unts with other companies such as Facebook and Twitter. If you choose to connect Bitly to such Third Party Services, we
may collect information rel

2021-10-28 23:41:50 UTC 3524 IN Data Raw: 67 3e 3c 62 72 3e 20 42 69 74 6¢ 79 20 61 6e 64 20 69 74 73 20 70 61 72 74 6e 65 72 73 20 75 73 65 20 63 6f
6f 6b 69 65 73 20 6f 72 20 73 69 6d 69 6¢ 61 72 20 74 65 63 68 6€ 6f 6¢ 6f 67 69 65 73 20 74 6f 20 61 6€ 61 6C 79 7a 65
2074 72 65 6e 64 73 2c 20 61 64 6d 69 6e 69 73 74 65 72 20 74 68 65 20 77 65 62 73 69 74 65 2c 20 74 72 61 63 6b 20
757365 72 73 e2 80 99 20 6d 6f 76 65 6d 65 6e 74 73 20 61 72 6f 75 6e 64 20 74 68 65 20 77 65 62 73 69 74 65 2¢ 20 61
6e 64 20 74 6f 20 67 61 74 68 65 72 20 64 65 6d 6f 67 72 61 70 68 69 63 20 69 6e 66 6f
Data Ascii: g><br> Bitly and its partners use cookies or similar technologies to analyze trends, administer the website, track
users movements around the website, and to gather demographic info

2021-10-28 23:41:50 UTC 3525 IN Data Raw: 72 6d 61 74 69 6f 6e 20 61 62 6f 75 74 20 6f 75 72 20 75 73 65 72 20 62 61 73 65 20 61 73 20 61 20 77 68 6f
6¢c 65 2e 3c 2f 70 3e 3¢ 70 3e 43 6f 6f 6b 69 65 73 20 61 72 65 20 70 69 65 63 65 73 20 6f 66 20 74 65 78 74 20 74 68 61
7420 6d 61 79 20 62 65 20 70 72 6f 76 69 64 65 64 20 74 6f 20 79 6f 75 72 20 63 6f 6d 70 75 74 65 72 20 74 68 72 6f 75
67 68 20 79 6f 75 72 20 77 65 62 20 62 72 6f 77 73 65 72 20 77 68 65 6e 20 79 6f 75 20 61 63 63 65 73 73 20 61 20 77 65
62 73 69 74 65 2e 20 59 6f 75 72 20 62 72 6f 77 73 65 72 20 73 74 6f 72 65 73 20 63 6f 6f 6b 69 65 73 20 69 6e 20 61 20
6d 61 6e 6e 65 72 20 61 73 73 6f 63 69 61 74 65 64 20 77 69 74 68 20 65 61 63 68 20 77 65 62 73 69 74 65 20 79 6f 75
20 76 69 73 69 74 2e 20 57 65 20 75 73 65 20 63 6f 6f 6b 69
Data Ascii: rmation about our user base as a whole.</p><p>Cookies are pieces of text that may be provided to your
computer through your web browser when you access a website. Your browser stores cookies in a manner associated
with each website you visit. We use cooki

2021-10-28 23:41:50 UTC 3526 IN Data Raw: 72 74 69 65 73 20 74 6f 20 74 72 61 63 6b 20 75 74 69 6c 69 7a 61 74 69 6f 6e 20 61 6e 64 20 62 65 68 61 76
69 6f 72 20 6f 6e 20 6f 75 72 20 77 65 62 73 69 74 65 73 2¢ 20 64 69 73 70 6¢ 61 79 20 61 64 76 65 72 74 69 73 69 6e 67
20 6f 6e 20 6f 75 72 20 77 65 62 73 69 74 65 73 2c 20 61 6e 64 20 74 6f 20 6d 61 6e 61 67 65 20 6f 75 72 20 61 64 76 65
7274 69 73 69 6e 67 20 6f 6e 20 6f 74 68 65 72 20 73 69 74 65 73 2e 20 4f 75 72 20 74 68 69 72 64 2d 70 61 72 74 79 20
7061 72 74 6e 65 72 73 20 6d 61 79 20 75 73 65 20 63 6f 6f 6b 69 65 73 2¢ 20 77 65 62 20 62 65 61 63 6f 6 73 2¢ 20 70
69 78 65 6¢ 20 74 61 67 73 20 6f 72 20 73 69 6d 69 6¢ 61 72 20 74 65 63 68 6€ 6f 6¢ 6f 67 69 65 73 20 69 6€ 20 6f 72 64
65 72 20 74 6f 20 70 72 6f 76 69 64 65 20 79 6f 75 20 61
Data Ascii: rties to track utilization and behavior on our websites, display advertising on our websites, and to manage our
advertising on other sites. Our third-party partners may use cookies, web beacons, pixel tags or similar technologies in
order to provide you a

2021-10-28 23:41:50 UTC 3527 IN Data Raw: 66 6f 72 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20 62 65 6¢ 6f 77 2e 20 54 68 69 73 20 77 69 6¢ 6¢ 20 69 6e 73
74 61 6¢ 6¢ 20 61 20 63 6f 6f 6b 69 65 20 6f 62 20 79 6f 75 72 20 62 72 6f 77 73 65 72 20 74 68 61 74 20 69 6€ 73 74 72
7563 74 73 20 6f 7572 20 73 65 72 76 65 72 73 20 6e 6f 74 20 74 6f 20 61 73 73 6f 63 69 61 74 65 20 79 6f 75 72 20 49
5020 61 64 64 72 65 73 73 20 61 6e 64 20 62 72 6f 77 73 65 72 20 77 69 74 68 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20
79 6f 75 20 63 72 65 61 74 65 2c 20 63 6¢ 69 63 6b 20 6f 72 20 76 69 65 77 2e 20 c2 a0 49 66 20 79 6f 75 20 63 6¢ 65 61
722079 6f 75 72 20 63 6f 6f 6b 69 65 73 20 69 6€ 20 79 6f 75 72 20 62 72 6f 77 73 65 72 2¢ 20 79 6f 75 20 77 69 6C 6C
20 6e 65 65 64 20 74 6f 20 63 6¢ 69 63 6b 20 6f 6€ 20 74 68
Data Ascii: for Bitly Links below. This will install a cookie on your browser that instructs our servers not to associate your IP
address and browser with Bitly Links you create, click or view. If you clear your cookies in your browser, you will need to
click on th

2021-10-28 23:41:50 UTC 3528 IN Data Raw: 65 20 73 74 65 70 73 20 74 6f 20 64 65 6¢ 65 74 65 20 73 75 63 68 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 66
72 6f 6d 20 6f 75 72 20 66 69 6¢ 65 73 20 61 73 20 73 6f 6f 6 20 61 73 20 70 6f 73 73 69 62 6¢ 65 2e 3c 2f 70 3e 3¢ 68
352063 6¢ 61 73 73 3d 22 68 65 61 64 65 72 2d 73 22 3e 48 6f 77 20 57 65 20 55 73 65 20 49 6e 66 6f 72 6d 61 74 69 6f
6e 3c 2f 68 35 3e 3¢ 70 3e 57 65 20 75 73 65 20 74 68 65 20 70 65 72 73 6f 6 61 6¢ 20 69 6e 66 6f 72 6d 61 74 69 6f 6e
20 77 65 20 63 6f 6¢ 6¢ 65 63 74 20 66 6f 72 20 61 20 76 61 72 69 65 74 79 20 6f 66
Data Ascii: e steps to delete such information from our files as soon as possible.</p><h5 class="header-s">How We Use
Information</h5><p>We use the personal information we collect for a variety of

2021-10-28 23:41:50 UTC 3529 IN Data Raw: 20 61 64 6d 69 6e 69 73 74 72 61 74 69 76 65 20 61 6e 64 20 62 75 73 69 6e 65 73 73 20 70 75 72 70 6f 73 65
7320 74 6f 3a 3¢ 2f 70 3e 3¢ 75 6¢ 3e 3¢ 6¢ 69 20 73 74 79 6¢ 65 3d 22 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 34 30 30
3b 22 3e 6f 70 65 72 61 74 65 20 6f 75 72 20 53 69 74 65 20 61 6e 64 20 70 72 6f 76 69 64 65 20 74 68 65 20 53 65 72 76
69 63 65 73 2¢ 3c 2f 6¢ 69 3e 3¢ 6¢ 69 20 73 74 79 6¢ 65 3d 22 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 34 30 30 3b 22 3e
7072 6f 63 65 73 73 20 61 6e 64 20 63 6f 6d 70 6¢ 65 74 65 20 61 6e 79 20 74 72 61 6e 73 61 63 74 69 6f 6e 73 2c 3c 2f
6¢ 69 3e 3c 6¢ 69 20 73 74 79 6¢ 65 3d 22 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 34 30 30 3b 22 3e 76 65 72 69 66 79
20 69 6e 64 69 76 69 64 75 61 6¢ 20 69 64 65 6e 74 69 74 79
Data Ascii: administrative and business purposes to:</p><ul><li style="font-weight: 400;">operate our Site and provide the
Services,</li><li style="font-weight: 400;">process and complete any transactions,</li><li style="font-weight: 400;">verify in
dividual identity
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2021-10-28 23:41:50 UTC 3530 IN Data Raw: 41 63 72 6f 73 73 20 44 65 76 69 63 65 73 3c 2f 73 74 72 6f 6e 67 3e 3c 62 72 3e 20 57 65 20 6d 61 79 20 75
7365 20 74 68 65 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 77 65 20 63 6f 6¢ 6¢ 65 63 74 20 74 6f 20 6d 61 6b 65 20 69 6€
66 65 72 65 6e 63 65 73 20 74 68 61 74 20 61 20 75 6e 69 71 75 65 20 69 6e 64 69 76 69 64 75 61 6¢ 20 68 61 73 20 63
72 65 61 74 65 64 20 6f 72 20 69 6e 74 65 72 61 63 74 65 64 20 77 69 74 68 20 42 69 74 6¢ 79 20 6¢ 69 6e 6b 73 20 6f 6e
20 64 69 66 66 65 72 65 6e 74 20 64 65 76 69 63 65 73 20 73 6f 20 74 68 61 74 20 77 65 20 63 61 6€ 20 74 6f 20 64 65
74 65 63 74 2c 20 64 65 74 65 72 20 61 6e 64 20 70 72 65 76 65 6e 74 20 6d 61 6¢ 69 63 69 6f 75 73 2¢ 20 66 72 61 75 6
475 6¢ 65 6e 74 20 6f 72 20 75 6e 6¢ 61 77 66 75 6¢ 20 61 63 74
Data Ascii: Across Devices</strong><br> We may use the information we collect to make inferences that a unique
individual has created or interacted with Bitly links on different devices so that we can to detect, deter and prevent
malicious, fraudulent or unlawful act

2021-10-28 23:41:50 UTC 3531 IN Data Raw: 65 6e 65 72 61 74 65 64 20 74 68 72 6f 75 67 68 20 79 6f 75 72 20 75 73 65 20 6f 66 20 74 68 65 20 53 65 72
76 69 63 65 73 20 69 73 20 73 68 61 72 65 64 20 70 75 62 6¢ 69 63 6C 79 20 6f 72 20 77 69 74 68 20 74 68 69 72 64 20
706172 74 69 65 73 20 61 73 20 64 65 73 63 72 69 62 65 64 20 62 65 6¢ 6f 77 2e 3c 2f 70 3e 3¢ 70 3e 3c 73 74 72 6f 6e
67 3e 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20 59 6f 75 20 43 72 65 61 74 65 3c 2f 73 74 72 6f 6e 67 3e 3c 62 72 3e 20 4d 75
63 68 20 6f 66 20 79 6f 75 72 20 61 63 74 69 76 69 74 79 20 6f 6e 20 61 6e 64 20 74 68 72 6f 75 67 68 20 74 68 65 20 53
65 7276 69 63 65 73 20 69 73 20 70 75 62 6¢ 69 63 20 62 79 20 64 65 66 61 75 6¢ 74 2e 20 46 6f 72 20 65 78 61 6d 70
6c 65 2¢ 20 77 68 65 6e 20 79 6f 75 20 63 72 65 61 74 65 20 61
Data Ascii: enerated through your use of the Services is shared publicly or with third parties as described below.</p><p>
<strong>Bitly Links You Create</strong><br> Much of your activity on and through the Services is public by default. For
example, when you create a

2021-10-28 23:41:50 UTC 3532 IN Data Raw: 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 61 62 6f 75 74 20 63 6¢ 69 63 6b 73 20 61 6e 64 20 76 69 65 77 73 20 6f
66 20 74 68 65 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 2c 20 69 6e 63 6¢ 75 64 69 6e 67 20 74 68 65 20 6e 75 6d 62 65 72
20 6f 66 20 74 69 6d 65 73 20 74 68 65 20 42 69 74 6¢ 79 20 4c 69 6e 6b 20 77 61 73 20 73 68 61 72 65 64 2c 20 77 68
65 74 68 65 72 20 6f 72 20 6e 6f 74 20 69 74 20 77 61 73 20 76 69 65 77 65 64 2c 20 63 6f 6d 70 61 72 69 73 6f 6e 20 6f
66 20 74 68 61 74 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20 70 65 72 66 6f 72 6d 61 6€ 63 65
Data Ascii: information about clicks and views of the Bitly Links, including the number of times the Bitly Link was shared,
whether or not it was viewed, comparison of that Bitly Links performance

2021-10-28 23:41:50 UTC 3533 IN Data Raw: 20 74 6f 20 74 68 61 74 20 6f 66 20 61 6¢ 6¢ 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20 70 6f 69 6e 74 69 6e 67
20 74 6f 20 74 68 65 20 73 61 6d 65 20 63 6f 6e 74 65 6e 74 2c 20 77 68 65 74 68 65 72 20 6f 74 68 65 72 73 20 61 72 65
2073 68 61 72 69 6e 67 20 61 20 42 69 74 6¢ 79 20 4c 69 6e 6b 20 74 6f 20 74 68 65 20 73 61 6d 65 20 63 6f 6 74 65
6e 74 2c 20 67 65 6f 67 72 61 70 68 69 63 20 72 65 67 69 6f 6e 73 20 77 68 65 72 65 20 74 68 65 20 63 6f 6e 74 65 6e 74
20 69 73 20 62 65 69 6e 67 20 76 69 65 77 65 64 2c 20 61 6e 64 20 69 64 65 6e 74 69 66 69 63 61 74 69 6f 6e 20 6f 66 20
73 6f 63 69 61 6¢ 20 6e 65 74 77 6f 72 6b 73 20 6f 6e 20 77 68 69 63 68 20 74 68 65 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73
206170 70 65 61 72 2e 20 c2 a0 49 6e 20 61 64 64 69 74 69
Data Ascii: to that of all Bitly Links pointing to the same content, whether others are sharing a Bitly Link to the same
content, geographic regions where the content is being viewed, and identification of social networks on which the Bitly
Links appear. In additi

2021-10-28 23:41:50 UTC 3534 IN Data Raw: 29 2e 20 57 65 20 6d 61 79 20 6e 65 65 64 20 74 6f 20 73 68 61 72 65 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20
6162 6f 75 74 20 79 6f 75 20 77 69 74 68 20 6f 75 72 20 53 65 72 76 69 63 65 20 50 72 6f 76 69 64 65 72 73 20 69 6e 20
6f 72 64 65 72 20 74 6f 20 70 72 6f 76 69 64 65 20 6f 75 72 20 70 72 6f 64 75 63 74 20 77 69 74 68 20 72 65 73 65 61 72
63 68 20 61 6e 64 20 61 6e 61 6¢ 79 74 69 63 73 20 6f 6e 20 75 73 65 72 20 62 65 68 61 76 69 6f 72 20 61 6e 64 20 74 6f
2070 72 6f 76 69 64 65 20 61 64 76 65 72 74 69 73 69 6e 67 20 70 72 6f 64 75 63 74 73 20 61 6e 64 20 73 65 72 76 69
63 65 73 20 74 6f 20 75 73 65 72 73 2¢ 20 74 6f 20 70 72 6f 63 65 73 73 20 70 61 79 6d 65 6e 74 73 2c 20 61 6e 64 20 74
6f 20 70 72 6f 76 69 64 65 20 65 6d 61 69 6¢ 20 6d 61 72 6b
Data Ascii: ). We may need to share information about you with our Service Providers in order to provide our product with
research and analytics on user behavior and to provide advertising products and services to users, to process payments,
and to provide email mark

2021-10-28 23:41:50 UTC 3535 IN Data Raw: 72 65 71 75 65 73 74 2c 20 69 6e 63 6¢ 75 64 69 6e 67 20 70 72 6f 63 65 73 73 20 66 72 6f 6d 20 61 20 67 6f
76 65 72 6e 6d 65 6e 74 61 6¢ 20 6¢ 61 77 20 65 6€ 66 6f 72 63 65 6d 65 6 74 20 6f 72 20 6e 61 74 69 6f 6e 61 6¢ 20 73
6563 75 72 69 74 79 20 61 67 65 6e 63 79 2¢ 20 28 69 69 29 20 65 6e 66 6f 72 63 65 20 74 68 65 20 50 72 69 76 61 63
79 20 50 6f 6¢ 69 63 79 20 6f 72 20 54 65 72 6d 73 20 6f 66 20 53 65 72 76 69 63 65 2c 20 69 6e 63 6¢ 75 64 69 6e 67 20
69 6e 76 65 73 74 69 67 61 74 69 6f 6e 20 6f 66 20 70 6f 74 65 6e 74 69 61 6¢ 20 76 69 6f 6¢ 61 74 69 6f 62 73 20 68 65
72 65 6f 66 2¢ 20 28 69 69 69 29 20 64 65 74 65 63 74 2c 20 64 65 74 65 72 2c 20 70 72 65 76 65 6e 74 20 6f 72 20 6f 74
68 6572 77 69 73 65 20 61 64 64 72 65 73 73 20 6d 61 6C 69
Data Ascii: request, including process from a governmental law enforcement or national security agency, (i) enforce the
Privacy Policy or Terms of Service, including investigation of potential violations hereof, (iii) detect, deter, prevent or other
wise address mali

2021-10-28 23:41:50 UTC 3536 IN Data Raw: 6d 69 63 20 41 72 65 61 20 28 45 45 41 29 20 6d 65 6d 62 65 72 20 63 6f 75 6e 74 72 69 65 73 20 61 6e 64 20
5377 69 74 7a 65 72 6¢ 61 6e 64 2¢c 20 72 65 73 70 65 63 74 69 76 65 6¢ 79 2c 20 69 6e 20 72 65 6¢ 69 61 6€ 63 65 20
6f 6e 20 65 61 63 68 20 50 72 69 76 61 63 79 20 53 68 69 65 6¢ 64 20 46 72 61 6d 65 77 6f 72 6b 2 20 74 6f 20 74 68 65
20 46 72 61 6d 65 77 6f 72 6b 2 80 99 73 20 61 70 70 6¢ 69 63 61 62 6¢ 65 20 50 72 69 6€ 63 69 70 6¢ 65 73 2e 20 54 6f
20 6¢ 65 61 72 6e 20 6d 6f 72 65 20 61 62 6f 75 74 20 74 68 65 20 50 72 69 76 61 63 79
Data Ascii: mic Area (EEA) member countries and Switzerland, respectively, in reliance on each Privacy Shield
Framework, to the Frameworks applicable Principles. To learn more about the Privacy

2021-10-28 23:41:50 UTC 3537 IN Data Raw: 20 53 68 69 65 6¢ 64 20 46 72 61 6d 65 77 6f 72 6b 73 2c 20 61 6e 64 20 74 6f 20 76 69 65 77 20 6f 75 72 20
63 65 72 74 69 66 69 63 61 74 69 6f 6e 2¢ 20 76 69 73 69 74 20 74 68 65 20 55 2e 53 2e 20 44 65 70 61 72 74 6d 65 6e
74 20 6f 66 20 43 6f 6d 6d 65 72 63 65 2 80 99 73 20 50 72 69 76 61 63 79 20 53 68 69 65 6¢ 64 20 4c 69 73 74 2e 20 5b
3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 70 72 69 76 61 63 79 73 68 69 65 6¢ 64 2e 67 6f 76 2f 22
3e 6874 7470 73 3a 2f 2f 77 77 77 2e 70 72 69 76 61 63 79 73 68 69 65 6¢ 64 2e 67 6f 76 3¢ 2f 61 3e 5d 3c 2f 70 3e 3c
70 3e 42 69 74 6¢ 79 2c 20 49 6e 63 2e 20 69 73 20 72 65 73 70 6f 6e 73 69 62 6¢ 65 20 66 6f 72 20 74 68 65 20 70 72 6f
63 65 73 73 69 6e 67 20 6f 66 20 70 65 72 73 6f 6€ 61 6¢ 20
Data Ascii: Shield Frameworks, and to view our certification, visit the U.S. Department of Commerces Privacy Shield List.
[<a href="https://lwww.privacyshield.gov/">https://www.privacyshield.gov</a>]</p><p>Bitly, Inc. is responsible for the
processing of personal

2021-10-28 23:41:50 UTC 3538 IN Data Raw: 72 2e 63 6f 6d 2f 65 75 2d 75 73 2d 70 72 69 76 61 63 79 2d 73 68 69 65 6¢ 64 22 3e 68 74 74 70 73 3a 2f 2f
777777 2e 6a 61 6d 73 61 64 72 2e 63 6f 6d 2f 65 75 2d 75 73 2d 70 72 69 76 61 63 79 2d 73 68 69 65 6¢ 64 3c 2f 61 3e
2e 20 4a 41 4d 53 20 69 73 20 6¢ 6f 63 61 74 65 64 20 69 6e 20 74 68 65 20 55 6e 69 74 65 64 20 53 74 61 74 65 73 20
61 6e 64 20 74 68 65 69 72 20 73 65 72 76 69 63 65 73 20 61 72 65 20 70 72 6f 76 69 64 65 64 20 61 74 20 6e 6f 20 63 6f
73 74 20 74 6f 20 79 6f 75 2e 3c 2f 70 3e 3¢ 70 3e 55 6e 64 65 72 20 63 65 72 74 61 69 6e 20 63 6f 6e 64 69 74 69 6f 6e
73 2¢ 20 6d 6f 72 65 20 66 75 6¢ 6¢ 79 20 64 65 73 63 72 69 62 65 64 20 6f 6e 20 74 68 65 20 50 72 69 76 61 63 79 20 53
68 69 65 6¢ 64 20 77 65 62 73 69 74 65 20 5b 3¢ 61 20 68 72
Data Ascii: r.com/eu-us-privacy-shield">https://www.jamsadr.com/eu-us-privacy-shield</a>. JAMS is located in the United
States and their services are provided at no cost to you.</p><p>Under certain conditions, more fully described on the Pr
ivacy Shield website [<a hr
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2021-10-28 23:41:50 UTC 3539 IN Data Raw: 6f 75 72 20 70 61 73 73 77 6f 72 64 20 61 70 70 72 6f 70 72 69 61 74 65 6¢ 79 2c 20 6d 61 6b 69 6e 67 20 75
73 65 20 6f 66 20 74 77 6f 2d 66 61 63 74 6f 72 20 61 75 74 68 65 6e 74 69 63 61 74 69 6f 6e 2¢ 20 61 6e 64 20 6¢ 69 6d
69 74 69 6e 67 20 61 63 63 65 73 73 20 74 6f 20 79 6f 75 72 20 63 6f 6d 70 75 74 65 72 20 61 6e 64 20 62 72 6f 77 73 65
72206279 20 73 69 67 6e 69 6e 67 20 6f 66 66 20 61 66 74 65 72 20 79 6f 75 20 68 61 76 65 20 66 69 6e 69 73 68 65
64 20 61 63 63 65 73 73 69 6e 67 20 79 6f 75 72 20 41 63 63 6f 75 6e 74 2e 3c 2f 70 3e 3c 70 3e 42 69 74 6¢ 79 20 65 6e
64 65 61 76 6f 72 73 20 74 6f 20 70 72 6f 74 65 63 74 20 74 68 65 20 69 6e 66 6f 72 6d 61 74 69 6f 6€ 20 69 74 20 63 6f
6c 6C 65 63 74 73 20 61 62 6f 75 74 20 69 74 73 20 75 73 65
Data Ascii: our password appropriately, making use of two-factor authentication, and limiting access to your computer and
browser by signing off after you have finished accessing your Account.</p><p>Bitly endeavors to protect the information it
collects about its use

2021-10-28 23:41:50 UTC 3540 IN Data Raw: 74 2c 20 6f 72 20 72 65 71 75 65 73 74 20 64 65 6¢ 65 74 69 6f 6e 20 6f 66 20 79 6f 75 72 20 70 65 72 73 6f 6e
61 6¢ 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 62 79 20 6¢ 6f 67 67 69 6e 67 20 69 6e 74 6f 20 79 6f 75 72 20 41 63 63 6f
75 6e 74 2e 20 c2 a0 4f 6e 63 65 20 6¢ 6f 67 67 65 64 20 69 6e 20 74 6f 20 79 6f 75 72 20 61 63 63 6f 75 6e 74 2c 20 79
6f 75 20 77 69 6¢ 6¢ 20 62 65 20 61 62 6¢ 65 20 74 6f 20 76 69 65 77 20 61 20 68 69 73 74 6f 72 79 20 6f 66 20 74 68 65
2055 52 4c 73 20 79 6f 75 20 68 61 76 65 20 73 68 6f 72 74 65 6e 65 64 20 61 6e
Data Ascii: t, or request deletion of your personal information by logging into your Account. Once logged in to your account,
you will be able to view a history of the URLs you have shortened an

2021-10-28 23:41:50 UTC 3541 IN Data Raw: 64 20 74 68 65 20 6d 65 74 72 69 63 73 20 70 61 67 65 73 20 66 6f 72 20 74 68 6f 73 65 20 55 52 4c 73 2e 20
59 6f 75 20 63 61 6e 20 72 65 71 75 65 73 74 20 61 20 63 6f 6d 70 6¢ 65 74 65 20 63 6f 70 79 20 6f 66 20 74 68 65 20 70
65 72 73 6f 6e 61 6¢ 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 77 65 20 73 74 6f 72 65 20 61 62 6f 75 74 20 79 6f 75 72 20
61 63 63 6f 75 6e 74 20 62 79 20 63 6¢ 69 63 6b 69 6 67 20 74 68 65 20 52 65 71 75 65 73 74 20 47 44 50 52 20 53 41
52 2052 65 70 6f 72 74 20 62 75 74 74 6f 6e 20 69 6e 20 79 6f 75 72 20 41 63 63 6f 75 6e 74 20 53 65 74 74 69 6e 67 73
2e 20 c2 a0 46 6f 72 20 6d 6f 72 65 20 69 6e 66 6f 72 6d 61 74 69 6f 6 20 6f 6 20 68 6f 77 20 74 6f 20 72 65 71 75 65 73
742061 63 63 65 73 73 20 74 6f 20 79 6f 75 72 20 69 6e
Data Ascii: d the metrics pages for those URLs. You can request a complete copy of the personal information we store abo
ut your account by clicking the Request GDPR SAR Report button in your Account Settings. For more information on how
to request access to your in

2021-10-28 23:41:50 UTC 3542 IN Data Raw: 65 6e 74 69 66 79 69 6e 67 20 79 6f 75 20 6f 72 20 76 65 72 69 66 79 69 6e 67 20 74 68 61 74 20 79 6f 75 20
6372 65 61 74 65 64 20 6f 72 20 63 6¢ 69 63 6b 65 64 20 6f 6 20 61 20 42 69 74 6C 79 20 6¢ 69 6€ 6b 2e 3c 2f 70 3e 3¢
70 3e 50 6¢ 65 61 73 65 20 6e 6f 74 65 20 74 68 61 74 20 69 6e 20 74 68 65 20 69 6e 74 65 72 65 73 74 20 6f 66 20 65 6e
73757269 6e 67 20 74 68 61 74 20 65 78 69 73 74 69 6e 67 20 42 69 74 6¢ 79 20 4c 69 6e 6b 73 20 63 6f 6e 74 69 6e
75 65 20 74 6f 20 66 75 6e 63 74 69 6f 6e 20 66 6f 72 20 61 6¢ 6¢ 20 6f 66 20 6f 75 72 20 75 73 65 72 73 2¢ 20 74 68 65
20 4269 74 6¢ 79 20 4c 69 6e 6b 73 20 74 68 61 74 20 79 6f 75 20 68 61 76 65 20 63 72 65 61 74 65 64 20 61 6e 64 20
73 68 61 72 65 64 20 63 61 6e 6e 6f 74 20 62 65 20 64 65 6¢ 65
Data Ascii: entifying you or verifying that you created or clicked on a Bitly link.</p><p>Please note that in the interest of
ensuring that existing Bitly Links continue to function for all of our users, the Bitly Links that you have created and shared
cannot be dele

2021-10-28 23:41:50 UTC 3543 IN Data Raw: 20 74 68 6f 73 65 20 63 68 61 6e 67 65 73 20 62 65 63 6f 6d 65 20 65 66 66 65 63 74 69 76 65 2e 3c 2f 70 3e
3c 68 3520 63 6¢ 61 73 73 3d 22 68 65 61 64 65 72 2d 73 22 3e 51 75 65 73 74 69 6f 6e 73 3f 3¢ 2f 68 35 3e 3c 70 3e 49
66 20 79 6f 75 20 68 61 76 65 20 61 6e 79 20 71 75 65 73 74 69 6f 6e 73 20 6f 72 20 63 6f 6e 63 65 72 6e 73 20 72 65 67
6172 64 69 6e 67 20 70 72 69 76 61 63 79 20 75 73 69 6e 67 20 74 68 65 20 53 65 72 76 69 63 65 73 2c 20 70 6¢ 65 61
73 6520 73 65 6e 64 20 75 73 20 61 20 64 65 74 61 69 6¢ 65 64 20 6d 65 73 73 61 67 65 20 74 6f 3a c2 a0 3c 61 20 68
72 65 66 3d 22 6d 61 69 6¢ 74 6f 3a 70 72 69 76 61 63 79 40 62 69 74 6¢ 79 2e 63 6f 6d 22 3e 70 72 69 76 61 63 79 40 62
69 74 6¢ 79 2e 63 6f 6d 3c 2f 61 3e 2e 20 57 65 20 77 69 6C 6C
Data Ascii: those changes become effective.</p><h5 class="header-s">Questions?</h5><p>If you have any questions or
concerns regarding privacy using the Services, please send us a detailed message to:<a href="mailto:privacy@bitly.
com">privacy@bitly.com</a>. We will

2021-10-28 23:41:50 UTC 3544 IN Data Raw: 47 65 74 20 53 74 61 72 74 65 64 3c 2f 61 3e 3c 2f 70 3e 3c 2f 64 69 76 3e 3¢ 64 69 76 20 63 6¢ 61 73 73 3d
2273 68 6f 77 2d 6f 6e 2d 70 72 69 63 69 6e 67 22 3e 3c 68 33 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a
20 63 65 6e 74 65 72 3b 22 3e 4d 6f 72 65 20 74 68 61 6e 20 61 20 20 6¢ 69 6e 6b 20 73 68 6f 72 74 65 6e 65 72 3c 2f 68
333e 3c 70 3e c2 a0 3c 2f 70 3e 3¢ 70 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72
3b 22 3e 3¢ 61 20 63 6¢ 61 73 73 3d 22 62 75 74 74 6f 6e 20 62 75 74 74 6f 6e 2d 6¢ 67
Data Ascii: Get Started</a></p></div><div class="show-on-pricing"><h3 style="text-align: center;">More than a link shor
tener</h3><p></p><p style="text-align: center;"><a class="button button-Ig

2021-10-28 23:41:50 UTC 3545 IN Data Raw: 22 20 69 64 3d 22 66 72 65 65 2d 70 6c 61 6e 2d 62 74 6e 2d 66 6f 6f 74 65 72 2d 77 69 64 67 65 74 2d 70 72
69 63 69 6e 67 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 61 2f 73 69 67 6e 5f 75 70
22 3e 47 65 74 20 53 74 61 72 74 65 64 20 66 6f 72 20 46 72 65 65 3c 2f 61 3e 3c 2f 70 3e 3c 2f 64 69 76 3e 3c 2f 64 69
76 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 20 3c 2f 73 65 63 74 69 6f 6e 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 20 3c 2f 73
65 63 74 69 6f 6e 3e 3c 66 6f 6f 74 65 72 20 63 6¢ 61 73 73 3d 22 66 6f 6f 74 65 72 22 20 72 6f 6¢ 65 3d 22 63 6f 6€ 74 65
6e 74 69 6e 66 6f 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 67 72 69 64 2d 63 6f 6e 74 61 69 6e 65 72 22 3e 3c 64 69 76
20 63 6¢ 61 73 73 3d 22 69 6e 6e 65 72 2d 66 6f 6f
Data Ascii: " id="free-plan-btn-footer-widget-pricing" href="https://bitly.com/a/sign_up">Get Started for Free</a></p></div>
</div></div></div> </section></div></div> </section><footer class="footer" role="contentinfo"><div class="grid-container">
<div class="inner-foo

2021-10-28 23:41:50 UTC 3546 IN Data Raw: 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 73 6f 6¢ 75 74 69 6f 6e
73 2f 73 6f 63 69 61 6¢ 2d 6d 65 64 69 61 22 3e 53 6f 63 69 61 6¢ 20 4d 65 64 69 61 3c 2f 61 3e 3c 62 72 3e 3c 61 20 68
72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 73 6f 6¢ 75 74 69 6f 6e 73 2f 64 69
67 69 74 61 6¢ 2d 6d 61 72 6b 65 74 69 6e 67 22 3e 44 69 67 69 74 61 6¢ 20 4d 61 72 6b 65 74 69 6€ 67 3¢ 2f 61 3e 3¢
62 72 3e 3¢ 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 73 6f 6¢C 75
74 69 6f 6e 73 2f 63 75 73 74 6f 6d 65 72 2d 73 65 72 76 69 63 65 22 3e 43 75 73 74 6f 6d 65 72 20 53 65 72 76 69 63 65
3c 2f 61 3e 3¢ 62 72 3e 3c 61 20 68 72 65 66 3d 22 68
Data Ascii: ref="https://bitly.com/pages/solutions/social-media">Social Media</a><br><a href="https://bitly.com/pages/so
lutions/digital-marketing">Digital Marketing</a><br><a href="https://bitly.com/pages/solutions/customer-service">Customer
Service</a><br><a href="h

2021-10-28 23:41:50 UTC 3547 IN Data Raw: 20 63 6¢ 61 73 73 3d 22 70 61 67 65 2d 62 6f 74 74 6f 6d 20 77 69 64 67 65 74 20 77 69 64 67 65 74 5f 74 65
7874 22 3e 3¢ 68 34 20 63 6¢ 61 73 73 3d 22 77 69 64 67 65 74 74 69 74 6¢ 65 22 3e 4c 65 67 61 6¢ 3¢ 2f 68 34 3e 3c
64 69 76 20 63 6¢ 61 73 73 3d 22 74 65 78 74 77 69 64 67 65 74 22 3e 3c 70 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70
73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 70 72 69 76 61 63 79 22 3e 50 72 69 76 61 63 79 20 50 6f 6¢
69 63 79 3c 2f 61 3e 3c 62 72 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61
67 65 73 2f 74 65 72 6d 73 2d 6f 66 2d 73 65 72 76 69 63 65 22 3e 54 65 72 6d 73 20 6f 66 20 53 65 72 76 69 63 65 3c 2f
61 3e 3c 2f 70 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 64
Data Ascii: class="page-bottom widget widget_text"><h4 class="widgettitle">Legal</h4><div class="textwidget"><p><a
href="https://bitly.com/pages/privacy">Privacy Policy</a><br><a href="https://bitly.com/pages/terms-of-service">Terms of
Service</a></p></div></div></d
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kBytes

Timestamp transferred Direction
2021-10-28 23:41:50 UTC 3548 IN
2021-10-28 23:41:50 UTC 3549 IN
2021-10-28 23:41:50 UTC 3550 IN
2021-10-28 23:41:50 UTC 3551 IN
2021-10-28 23:41:50 UTC 3552 IN
2021-10-28 23:41:50 UTC 3553 IN
Session ID Source IP Source Port
114 192.168.2.3 49995
kBytes
Timestamp transferred Direction
2021-10-28 23:41:50 UTC 3553 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 72 67 65 74 3d 22 5f 62 6¢ 61 6e 6b 22 20 72 65 6¢ 3d 22 6e 6f 6f 70 65 6e 65 72 22 3e 3c 69 20 63 6¢ 61 73
733d 22 66 69 2d 73 6f 63 69 61 6¢ 2d 74 77 69 74 74 65 72 22 3e 74 77 69 74 74 65 72 3c 2f 69 3e 3c 2f 61 3e 20 3c 61
2068 72 65 66 3d 22 68 74 74 70 3a 2f 2f 69 6e 73 74 61 67 72 61 6d 2e 63 6f 6d 2f 62 69 74 6¢ 79 22 20 74 61 72 67 65
74 3d 22 5f 62 6¢ 61 6e 6b 22 20 72 65 6¢ 3d 22 6e 6f 6f 70 65 6e 65 72 22 3e 3¢ 69 20 63 6¢ 61 73 73 3d 22 66 69 2d 73
6f 63 69 61 6¢ 2d 69 6e 73 74 61 67 72 61 6d 22 3e 20 3c 73 76 67 20 78 6d 6C 6e 73

Data Ascii: rget="_blank" rel="noopener"><i class="fi-social-twitter">twitter</i></a> <a href="http://instagram.com/bitly"
target="_blank" rel="noopener"><i class="fi-social-instagram"> <svg xmins

Data Raw: 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 77 69 64 74 68 3d 22
3234222068 6569 67 68 74 3d 22 32 34 22 20 76 69 65 77 62 6f 78 3d 22 30 20 30 20 32 34 20 32 34 22 20 66 69 6¢
6¢ 3d 22 6e 6f 6e 65 22 20 73 74 72 6f 6b 65 3d 22 63 75 72 72 65 6e 74 43 6f 6¢ 6f 72 22 20 73 74 72 6f 6b 65 2d 77 69
64 74 68 3d 22 32 22 20 73 74 72 6f 6b 65 2d 6 69 6e 65 63 61 70 3d 22 72 6f 75 6e 64 22 20 73 74 72 6f 6b 65 2d 6 69
6e 65 6a 6f 69 6e 3d 22 72 6f 75 6e 64 22 20 63 6¢ 61 73 73 3d 22 66 65 61 74 68 65 72 20 66 65 61 74 68 65 72 2d 69 6e
73746167 72 61 6d 22 3e 3c 72 65 63 74 20 78 3d 22 32 22 20 79 3d 22 32 22 20 77 69 64 74 68 3d 22 32 30 22 20 68
65 69 67 68 74 3d 22 32 30 22 20 72 78 3d 22 3522 20 72 79

Data Ascii: ="http://www.w3.0rg/2000/svg" width="24" height="24" viewbox="0 0 24 24" fill="none" stroke="currentColor" s
troke-width="2" stroke-linecap="round" stroke-linejoin="round" class="feather feather-instagram"><rect x="2" y="2" width
="20" height="20" rx="5" ry

Data Raw: 6e 65 74 2f 73 74 61 74 69 63 2f 31 36 33 34 36 36 39 33 37 32 2f 70 61 67 65 73 2f 77 70 2d 63 6f 6e 74 65
6e 74 2f 75 70 6¢ 6f 61 64 73 2f 63 61 63 68 65 2f 66 76 6d 2f 31 36 33 34 36 36 39 33 36 32 2f 6f 75 74 2f 66 6f 6f 74 65
72 2d 36 30 36 32 37 30 39 36 66 31 33 37 61 62 38 38 37 33 38 32 33 32 66 37 34 38 32 61 31 34 38 32 34 64 35 32 66
3837 35 2e 6d 69 6e 2e 6a 73 22 20 69 64 3d 22 66 76 6d 2d 66 6f 6f 74 65 72 2d 33 2d 6a 73 22 3e 3c 2f 73 63 72 69 70
743e3c 73637269 7074207479 7065 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68
74 7470 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 73 2f 6a 73 2f 75 6e 61 75 74 68 2e 73 68 6f 72 74 65 6e 2e 6a 73 22 20
69 64 3d 22 61 6e 6f 6e 2d 73 68 6f 72 74 2d 6a 73 2d 76

Data Ascii: net/static/1634669372/pages/wp-content/uploads/cache/fvm/1634669362/out/footer-60627096f137ab88738
232f7482a14824d52f875.min.js" id="fvm-footer-3-js"></script><script type="text/javascript" src="https://bitly.com/s/js/u
nauth.shorten.js" id="anon-short-js-v

Data Raw: 62 64 37 32 64 34 31 35 37 32 22 2c 61 3d 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6c 6f 74 41 6e 79 77 68 65
7265 3d 7b 5f 72 75 6e 51 75 65 75 65 3a 5b 5d 2c 72 75 6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 72 75
6e 51 75 65 75 65 2e 70 75 73 68 28 61 72 67 75 6d 65 6e 74 73 29 3b 7d 7d 2c 63 3d 65 6e 63 6f 64 65 55 52 49 43 6f 6d
70 6f 6e 65 6e 74 2c 73 3d 22 53 43 52 49 50 54 22 2c 64 3d 64 6f 63 75 6d 65 6e 74 2c 6¢ 3d 64 2e 67 65 74 45 6¢ 65 6d
65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 73 29 5b 30 5d 2c 70 3d 22 74 3d 22 2b 63 28 64 2e 74 69 74 6¢ 65 7c 7c 22
2229 2b 22 26 75 3d 22 2b 63 28 64 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 7c 7c 22 22 29 2b 22 26 72 3d 22 2b 63 28
64 2e 72 65 66 65 72 72 65 72 7c 7c 22 22 29 2c 6a 3d 22 74

Data Ascii: bd72d41572",a=window.AutopilotAnywhere={_runQueue:[],run:function(){this._runQueue.push(arguments)
;}},c=encodeURIComponent,s="SCRIPT",d=document,|=d.getElementsByTagName(s)[0],p="t="+c(d.title||")+"&u="+c(d.
location.href||"")+"&r="+c(d.referrer||""),j="t

Data Raw: 69 73 74 65 6e 65 72 28 22 6¢ 6f 61 64 22 2¢c 79 2c 66 61 6¢ 73 65 29 3b 7d 7d 29 28 7b 7d 29 3b 3c 2f 73 63
7269 70 74 3e 3c 73 63 72 69 70 74 20 69 64 3d 22 70 72 6f 66 69 74 77 65 6¢ 6¢ 2d 6a 73 22 20 64 61 74 61 2d 70 77
2d 61 75 74 68 3d 22 33 36 64 61 62 61 36 37 34 62 61 35 63 66 63 30 66 66 32 30 38 38 38 61 33 38 36 62 37 36 36 62
22 3e 2f 2a 20 44 4f 20 4e 4f 54 20 44 45 4c 45 54 45 20 2d 20 74 68 69 73 20 63 6f 64 65 20 69 73 20 75 73 65 64 20 74
6f 20 61 63 63 65 70 74 20 6f 75 72 20 70 61 79 6d 65 6e 74 73 20 6f 72 20 73 65 6€ 64 20 64 61 74 61 20 74 6f 20 50 72
6f 66 69 74 57 65 6¢ 6¢ 2a 2f 0a 20 20 20 20 28 66 75 6e 63 74 69 6f 6e 28 69 2¢ 73 2c 6f 2¢c 67 2¢ 72 2¢ 61 2¢ 6d 29 7b
69 5b 6f 5d 3d 69 5b 6f 5d 7c 7c 66 75 6e 63 74 69 6f 6e 28 29

Data Ascii: istener(“load",y,false);}})({});</script><script id="profitwell-js" data-pw-auth="36daba674ba5cfc0ff20888a38
6b766b">/* DO NOT DELETE - this code is used to accept our payments or send data to Profitwell*/  (function(i,s,0,g,r,
a,m){i[o]=i[o]||function()

Data Raw: 64 6f 63 72 64 73 66 78 37 36 73 73 62 2e 63 6¢ 6f 75 64 66 72 6f 6e 74 2e 6e 65 74 2f 73 74 61 74 69 63 2f 31
36 33 34 36 36 39 33 37 32 2f 70 61 67 65 73 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 74 68 65 6d 65 73 2f 4a 6f 69 6e 74 73
57 50 2d 43 53 53 2d 6d 61 73 74 65 72 2f 61 73 73 65 74 73 2f 66 6f 75 6e 64 61 74 69 6f 6e 2d 69 63 6f 6e 73 2f 73 76
67 73 2f 66 65 61 74 68 65 72 2d 69 63 6f 6e 2d 78 2e 73 76 67 29 3b 7d 3c 2f 73 74 79 6¢ 65 3e 3¢ 64 69 76 20 63 6¢ 61
73 73 3d 22 69 63 6f 6e 2d 62 61 67 22 3e 3c 2f 64 69 76 3e 3c 6e 6f 73 63 72 69 70 74 3e 3¢ 69 66 72 61 6d 65 20 73 72
63 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 74 61 67 6d 61 6 61 67 65 72 2e 63 6f 6d 2f 6e 73 2e 68
74 6d 6¢ 3f 69 64 3d 47 54 4d 2d 4d 57 5a 56 42 52 32

Data Ascii: docrdsfx76ssb.cloudfront.net/static/1634669372/pages/wp-content/themes/JointsWP-CSS-master/assets/
foundation-icons/svgs/feather-icon-x.svg);}</style><div class="icon-bag"></div><noscript><iframe src="https://www.google
tagmanager.com/ns.html|?id=GTM-MWZVBR2

Destination IP  Destination Port Process

104.16.96.80 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /js/forms2/js/forms2.min.js HTTP/1.1

Host: app-ab01.marketo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: __cf_bm=9kNcTqT3HbiBIh30J9cMDQmZD7gkt7kE..Yejlg8KpM-1635464485-0-Afb1//p8wkgb11y6132wEHpXdVz
coVP6t8590+dgTKiVX1BKondN4Jbfye6D3gceeOoNrdvy7Veel6RILk+LuSw=

I--None-Match: W/"815d9-33210-5ce2ba3f1c640"

I--Modified-Since: Tue, 12 Oct 2021 18:01:53 GMT
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:50 UTC 3572 IN HTTP/1.1 304 Not Modified
Date: Thu, 28 Oct 2021 23:41:50 GMT
Connection: close
Last-Modified: Tue, 12 Oct 2021 18:01:53 GMT
ETag: "815d9-33210-5ce2ba3f1c640"
Vary: Accept-Encoding
X-Content-Type-Options: nosniff
CF-Cache-Status: HIT
Age: 5643
Expires: Fri, 29 Oct 2021 03:41:50 GMT
Cache-Control: public, max-age=14400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare
CF-RAY: 6a5804666ceb5c62-FRA

Session ID Source IP Source Port Destination IP Destination Port Process

115 192.168.2.3 49997 67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes

Timestamp transferred Direction Data

2021-10-28 23:41:50 UTC 3554 ouT GET /sl/js/unauth.shorten.js HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXxN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTM1INTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx|16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTL9BB=GS1.1.1635496889.1.1.1635496901.48; _ga=GA1.1.733574328.1635496890

If-None-Match: "a45269e9a9acdd53c1264575de7alc4af4560d5a"

If-Modified-Since: Thu, 04 Jun 2020 15:12:13 GMT

2021-10-28 23:41:50 UTC 3571 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 28 Oct 2021 23:41:50 GMT
Cache-Control: no-cache
Strict-Transport-Security: max-age=31536000
Via: 1.1 google
Alt-Svc: clear
Connection: close

Session ID Source IP Source Port Destination IP  Destination Port Process
116 192.168.2.3 49996 13.33.93.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes
Timestamp transferred Direction Data
2021-10-28 23:41:50 UTC 3555 ouT GET /static/1634669372/pages/wp-content/uploads/cache/fvm/1634669362/out/footer-e9fa9f6e64887c0b7945fcf0add4ad

b81108d836.min.js HTTP/1.1

Host: docrdsfx76ssb.cloudfront.net
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script

Referer: https://bitly.com/pages/privacy
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

2021-10-28 23:41:50 UTC 3556

2021-10-28 23:41:50 UTC 3557

Session ID Source IP

117 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:50 UTC 3555

2021-10-28 23:41:50 UTC 3571

Session ID Source IP

118 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49998

Direction

ouT

Source Port
50000

Direction

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 14325

Connection: close

Date: Wed, 20 Oct 2021 20:45:39 GMT

Last-Modified: Tue, 19 Oct 2021 18:55:01 GMT

ETag: "37f5-5ceb932e7a2cc"

Server: Pagely Gateway/1.5.1

X-User-Agent: standard

X-Cache-Config: 0 0

Expires: Wed, 26 Jan 2022 20:45:39 GMT

Cache-Control: max-age=8467200

X-Cache-Status: MISS

Accept-Ranges: bytes

Vary: Accept-Encoding

X-Cache: Hit from cloudfront

Via: 1.1 65387a3a4aa9b7fc27436ee51ead063c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: MRS52-C1

X-Amz-Cf-ld: nOBrJA_mKeD30ywmy_5DM7CuCrBQcngNqoRUFSIC3TcnyxINIDWGtw==
Age: 701770

Data Raw: 2f 2a 20 43 44 4e 55 52 4c 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 74 68 65 6d 65 73 2f 4a 6f 69 6e 74 73 57 50 2d
435353 2d 6d 61 73 74 65 72 2f 61 73 73 65 74 73 2f 73 63 72 69 70 74 73 2f 61 6e 6f 6e 73 68 6f 72 74 2d 73 63 72 69
7074 2d 76 33 2e 6a 73 20 2a 2f 0a 74 72 79 7b Oa 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 5f 73
61 6e 69 74 69 7a 65 49 6e 70 75 74 28 69 6e 70 75 74 29 7b 72 65 74 75 72 6e 20 6a 51 75 65 72 79 28 27 3c 64 69 76
20 2f 3e 27 29 2e 74 65 78 74 28 69 6e 70 75 74 29 2e 68 74 6d 6¢ 28 29 7d Oa 53 74 6f 72 61 67 65 2e 70 72 6f 74 6f 74
7970 65 2e 73 65 74 4f 62 6a 3d 66 75 6e 63 74 69 6f 6e 28 6b 65 79 2¢ 76 61 6¢ 75 65 29 7h 74 68 69 73 2e 73 65 74
49 74 65 6d 28 6b 65 79 2c 4a 53 4f 4e 2e 73 74 72 69 6e 67

Data Ascii: /* CDNURL/wp-content/themes/JointsWP-CSS-master/assets/scripts/anonshort-script-v3.js */try{(function(){func
tion _sanitizelnput(input){return jQuery('<div />').text(input).html()}Storage.prototype.setObj=function(key,value){this
.setltem(key,JSON.string

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /pages/privacy HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTMINTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx|16354644
93|c61f79881befe9lcae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496901.48; _ga=GA1.1.733574328.1635496890

If-None-Match: "1dc19ad1957950ae4917dd74bdfeb7268ae477al"

If-Modified-Since: Tue, 19 Oct 2021 19:48:54 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:41:50 GMT

Etag: "1dc19ad1957950ae4917dd74bdfeb7268ae477al"
Cache-Control: no-cache

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000

Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

192.28.144.124 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:51 UTC 3572

2021-10-28 23:41:51 UTC 3573

2021-10-28 23:41:51 UTC 3573

Session ID Source IP

119 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:51 UTC 3573

2021-10-28 23:41:51 UTC 3574

2021-10-28 23:41:51 UTC 3574

Session ID Source IP

12 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50001

Direction

ouT

Source Port

49784

Direction

Data

POST /webevents/visitWebPage? mchNc=1635496910733&_mchCn=&_mchld=754-KBJ-733& mchTk=_mch-bitly.com-1
635496889137-41538& mchHo=bitly.com&_ mchPo=&_ mchRu=%2Fpages%2Fprivacy& mchPc=https%3A&_mch
Vr=1608&_mchEcid=&_ mchHa=& mchRe=& mchQp= HTTP/1.1

Host: 754-kbj-733.mktoresp.com

Connection: keep-alive

Content-Length: 0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 28 Oct 2021 23:41:51 GMT

Content-Type: text/plain; charset=UTF-8
Content-Length: 2

Connection: close

X-Request-1d: 3a45a35c-3822-4297-9a3b-40196f4c7b18
Access-Control-Allow-Origin: *

Data Raw: 4f 4b
Data Ascii: OK

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572?t=Privacy%20Policy%20-
%20Bitly&u=https%3A%2F%2Fbitly.com%2Fpages%2Fprivacy&r= HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f

HTTP/1.1 200 OK

Cache-Control: private,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/javascript

Content-Length: 1085

Date: Thu, 28 Oct 2021 23:41:51 GMT

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:51 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,Iso-n=1,fs=1,tfc=2,fpcd=2

Connection: close

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 2c 63 2c 73 2c 64 2c¢ 65 2c 74 3b 20 69 66 28 21 77 69 6e
64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65 72 65 29 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41
6e 79 77 68 65 72 65 20 3d 20 7b 7d 3b 20 61 20 3d 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65
72 65 3b 20 20 61 2e 61 6e 79 77 68 65 72 65 43 6f 6e 66 69 67 20 3d 20 7b 22 74 22 3a 22 50 72 69 76 61 63 79 20 50
6f 6¢ 69 63 79 20 2d 20 42 69 74 6¢ 79 22 2¢ 22 75 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61
67 6573 2f 70 72 69 76 61 63 79 22 2c 22 72 22 3a 22 22 7d 3b 20 61 2e 61 6e 79 77 68 65 72 65 42 61 73 65 44 6f 6d 61
69 6e 20 3d 20 22 68 74 74 70 73 3a 2f 2f 7a 69 70 70 79 66

Data Ascii: (function(){var a,c,s,d,et; if('window.AutopilotAnywhere) window.AutopilotAnywhere = {}; a = window.Autopil
otAnywhere; a.anywhereConfig = {"t":"Privacy Policy - Bitly","u":"https://bitly.com/pages/privacy" ; a.anywhereB
aseDomain = "https://zippyf

Destination IP Destination Port Process

13.33.93.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:25 UTC 1690

2021-10-28 23:41:26 UTC 1753

2021-10-28 23:41:26 UTC 1754

Session ID Source IP

120 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:51 UTC 3575

2021-10-28 23:41:51 UTC 3576

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
50003

Direction
ouT

ouT

Data

GET /static/1634669372/pages/wp-content/themes/JointsWP-CSS-master/assets/scripts/careers.js HTTP/1.1
Host: docrdsfx76ssb.cloudfront.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 3565

Connection: close

Date: Tue, 19 Oct 2021 22:33:56 GMT

Last-Modified: Tue, 19 Oct 2021 18:55:01 GMT

ETag: "ded-5ceb932e2e00d"

Server: Pagely Gateway/1.5.1

X-User-Agent: standard

X-Cache-Config: 0 0

Expires: Tue, 25 Jan 2022 22:33:56 GMT

Cache-Control: max-age=8467200

X-Cache-Status: HIT

Accept-Ranges: bytes

Vary: Accept-Encoding

X-Cache: Hit from cloudfront

Via: 1.1 a97664aa6d6ba34725a7a046d1bf130f.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: MRS52-C1

X-Amz-Cf-Id: BAg4xdRQfntFdMemBQZWHcoWoPi6cOhck6JFNzUdNYKQIiLAYGvSxbQ==
Age: 781650

Data Raw: Oa 69 66 28 6a 51 75 65 72 79 28 27 23 70 61 67 65 2d 63 61 72 65 65 72 73 2d 70 6f 73 69 74 69 6f 6e 73 27
29 2e 6¢ 65 6e 67 74 68 20 3e 20 30 20 29 20 7b 0a 20 20 76 61 72 20 4a 4f 42 5f 54 45 4d 50 4c 41 54 45 20 3d 20 27 3c
64 69 76 20 63 6¢ 61 73 73 3d 22 63 65 6¢ 6¢ 20 74 61 62 73 2d 70 61 6€ 65 6¢ 2d 78 20 70 61 67 65 2d 63 61 72 65 65
72 73 2d 70 6f 73 69 74 69 6f 6e 2d 69 74 65 6d 20 69 73 2d 61 63 74 69 76 65 20 20 66 6¢ 65 78 2d 63 6f 6e 74 61 69 6e
6572222069 64 3d 22 7b 64 65 70 74 7d 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 61 72 64 22 3e 3c 64 69 76 20
63 6¢ 61 73 73 3d 22 63 61 72 64 2d 73 65 63 74 69 6f 6e 22 3e 3c 68 35 20 63 6¢ 61 73 73 3d 22 70 61 67 65 2d 63 61 7
265657273 2d 70 6f 73 69 74 69 6f 6e 2d 74 69 74 6¢ 65 22 3e

Data Ascii: if(jQuery(‘#page-careers-positions').length > 0 ) { var JOB_TEMPLATE = '<div class="cell tabs-panel-x page-
careers-position-item is-active flex-container" id="{dept}"><div class="card"><div class="card-section"><h5 class="page-
careers-position-title">

Destination IP  Destination Port Process
52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive
Content-Length: 779

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2c 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2¢ 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
2239373622 2c 2276 69 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
34 39 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"client_name":"js","client_version":"0.169.0","enrich_decisi
ons":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu
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kBytes
Timestamp transferred

2021-10-28 23:41:52 UTC 3577

Session ID Source IP

121 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:52 UTC 3576

2021-10-28 23:41:52 UTC 3577

2021-10-28 23:41:52 UTC 3578

Session ID Source IP

122 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:52 UTC 3578

2021-10-28 23:41:52 UTC 3579

2021-10-28 23:41:52 UTC 3579

Session ID Source IP

123 192.168.2.3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50006

Direction

ouT

Source Port
50010

Direction
ouT

Source Port

50011

Data

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:41:52 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-Id: 5480230c-1c1b-4771-98d8-9dd6f5dcd3f4
Connection: Close

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:41:52 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:41:52 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-10-28 23:41:52 UTC 3578

2021-10-28 23:41:52 UTC 3579

2021-10-28 23:41:52 UTC 3579

Session ID Source IP

124 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:52 UTC 3579

2021-10-28 23:41:52 UTC 3580

2021-10-28 23:41:53 UTC 3581

Session ID Source IP

125 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

50012

Direction

ouT

ouT

Source Port

50013

Direction

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 65

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 76 69 73 69 74 22 2¢c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79
2e 63 6f 6d 2f 70 61 67 65 73 2f 70 72 69 76 61 63 79 22 2¢ 22 75 74 6d 22 3a 7b 7d 7d
Data Ascii: {"type":"visit","url":"https://bitly.com/pages/privacy","utm":{}}

HTTP/1.1 200 OK

Content-Type: text/plain

Content-Length: 0

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:52 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:52 GMT

Connection: close

Destination IP Destination Port Process

52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive
Content-Length: 819

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2c 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2c 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
2239373622 2c 2276 69 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
34 39 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"“client_name":"js","client_version":"0.169.0","enrich_decisi
ons":true,"project_id":"16488430484" "revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:41:53 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-1d: 8361204a-4e83-4c69-8593-9dd39c5e784e
Connection: Close

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:53 UTC 3581

2021-10-28 23:41:53 UTC 3582

2021-10-28 23:41:53 UTC 3582

2021-10-28 23:41:53 UTC 3583

Session ID Source IP

126 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:53 UTC 3582

2021-10-28 23:41:53 UTC 3582

2021-10-28 23:41:53 UTC 3583

2021-10-28 23:41:53 UTC 3583

Session ID Source IP

127 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

50014

Direction

ouT

ouT

Source Port

50015

Direction

Data

PUT /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 63

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2¢ 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 70 72 69 76 61 63 79 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/pages/privacy"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:53 GMT; SameSite=None; Secure; HitpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,lso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:53 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 50

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a

2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:53 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=3

Date: Thu, 28 Oct 2021 23:41:53 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:54 UTC 3583

2021-10-28 23:41:54 UTC 3585

Session ID Source IP

128 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:55 UTC 3585

2021-10-28 23:41:55 UTC 3585

Session ID Source IP

129 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50018

Direction

ouT

Source Port

50016

Direction

Data

GET /HTTP/1.1

Host: bitly.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXxN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496910.39; _ga=GA1.2.733574328.1635496890

I-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

If-Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:41:54 GMT

Etag: "aeac629ded4cc469b6c8187f9a2c3dac0b05d58f"
Cache-Control: no-cache

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000

Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

104.16.96.80 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /js/forms2/js/forms2.min.js HTTP/1.1

Host: app-ab01.marketo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: __cf_bm=9kNcTqT3HbiBIh30J9cMDQmZD7gkt7kE..Yejlg8KpM-1635464485-0-Afb1//p8wkgb11y6132wEHpXdVz
coVP6t8590+dgTKiVX1BKondN4Jbfye6D3qceeOoNrdvy7VeeJ6RJILk+LuSw=

If-None-Match: W/'815d9-33210-5ce2ba3f1c640"

If-Modified-Since: Tue, 12 Oct 2021 18:01:53 GMT

HTTP/1.1 304 Not Modified

Date: Thu, 28 Oct 2021 23:41:55 GMT
Connection: close

Last-Modified: Tue, 12 Oct 2021 18:01:53 GMT
ETag: "815d9-33210-5ce2ba3f1c640"

Vary: Accept-Encoding
X-Content-Type-Options: nosniff
CF-Cache-Status: HIT

Age: 5648

Expires: Fri, 29 Oct 2021 03:41:55 GMT
Cache-Control: public, max-age=14400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare

CF-RAY: 6a580483b8026997-FRA

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:55 UTC 3586

2021-10-28 23:41:55 UTC 3587

Session ID Source IP

13 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:25 UTC 1690

2021-10-28 23:41:26 UTC 2123

2021-10-28 23:41:26 UTC 2123

Session ID Source IP

130 192.168.2.3

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49788

Direction

ouT

Source Port

50019

Data

GET /sljs/lunauth.shorten.js HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496910.39; _ga=GA1.2.733574328.1635496890

If-None-Match: "a45269e9a9acdd53c1264575de7alc4af4560d5a"

I-Modified-Since: Thu, 04 Jun 2020 15:12:13 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:41:55 GMT

Etag: "a45269e9a9acdd53c1264575de7alc4af4560d5a"
Cache-Control: no-cache

Strict-Transport-Security: max-age=31536000

Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

13.33.93.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /static/1634669372/pages/wp-content/uploads/2021/08/bitly_logo.svg HTTP/1.1
Host: docrdsfx76ssb.cloudfront.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/svg+xml

Content-Length: 2622

Connection: close

Date: Thu, 28 Oct 2021 23:41:26 GMT

Last-Modified: Tue, 19 Oct 2021 18:55:01 GMT

ETag: "a3e-5ceb932e7068c"

Server: Pagely Gateway/1.5.1

Access-Control-Allow-Origin: *

X-User-Agent: standard

X-Cache-Config: 0 0

Expires: Thu, 03 Feb 2022 23:41:26 GMT

Cache-Control: max-age=8467200

X-Cache-Status: HIT

Accept-Ranges: bytes

X-Cache: Miss from cloudfront

Via: 1.1 9e5eaf10e1b26eb584408c32359e19b8.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: MRS52-C1

X-Amz-Cf-1d: vGefl500hzWs_--uALBm4gGEOXnTafuMQXK5UpjbCWpQ41DnWijlgcQ==

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f3e 20 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 2220 69 64 3d 22 4c 61 79 65 72 5f 31 22 20 64 61 74 61 2d 6e 61 6d 65 3d 22 4¢c 61 79 65 72 20 31 22 20 76 69 65
77 42 6f 78 3d 22 30 20 30 20 31 30 30 20 35 30 22 3e 3c 64 65 66 73 3e 3c 73 74 79 6¢ 65 3e 2e 63 6¢ 73 2d 31 7b 66
69 6¢ 6¢ 3a 23 65 65 36 31 32 33 3b 7d 3c 2f 73 74 79 6¢ 65 3e 3c 2f 64 65 66 73 3e 3¢ 70 61 74 68 20 63 6¢ 61 73 73 3d
22 63 6¢ 73 2d 31 22 20 64 3d 22 4d 38 36 2e 31 37 2c 35 30 2e 35 31 63 2d 35 2¢ 30 2d 37 2e 37 39 2d 33 2d 37 2e 37 3
9 2d 36 2e 36 37 2c 30 2d 31 2e 35 31 2e 30 37 2d 31 32 2e 37 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?> <svg xmIns="http://www.w3.0rg/2000/svg" id="Layer_1" data-n
ame="Layer 1" viewBox="0 0 100 50"><defs><style>.cls-1{fill:#ee6123;}</style></defs><path class="cls-1" d="M86
.17,50.51¢-5,0-7.79-3-7.79-6.67,0-1.51.07-12.71

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-10-28 23:41:55 UTC 3587

2021-10-28 23:41:55 UTC 3589

Session ID Source IP

131 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:57 UTC 3589

2021-10-28 23:41:57 UTC 3589

2021-10-28 23:41:57 UTC 3591

2021-10-28 23:41:57 UTC 3592

Session ID Source IP

132 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50025

Direction

ouT

ouT

Source Port

50026

Direction

Data

GET /HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496910.39; _ga=GA1.2.733574328.1635496890

I-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

I--Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:41:55 GMT
Cache-Control: no-cache

X-Frame-Options: DENY
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02chb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 65

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/?utm_source=404

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a

2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 3f 75 74 6d 5f 73 6f 75 72 63 65 3d 34 30 34 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/?utm_source=404"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:57 GMT,; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:57 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:57 UTC 3589

2021-10-28 23:41:57 UTC 3590

2021-10-28 23:41:57 UTC 3593

Session ID Source IP

133 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:57 UTC 3591

2021-10-28 23:41:57 UTC 3592

2021-10-28 23:41:57 UTC 3592

Session ID Source IP

134 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

50027

Direction

ouT

Source Port

50028

Direction

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive
Content-Length: 779

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2¢ 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2c 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
22393736 22 2c 22 76 69 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
3439 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"client_name":"js","client_version":"0.169.0","enrich_decisi
ons'":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:41:57 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-1d: 44d22981-d06d-41ce-83b2-f7385e960e48
Connection: Close

Destination IP Destination Port Process

192.28.144.124 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /webevents/visitWebPage? mchNc=1635496917042& mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-1
635496889137-41538& mchHo=bitly.com&_ mchPo=&_mchRu=%2F&_mchPc=https%3A& mchVr=160&_ mchEcid
=& mchHa=%23content&_mchRe=&_ mchQp=HTTP/1.1

Host: 754-kbj-733.mktoresp.com

Connection: keep-alive

Content-Length: 0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 28 Oct 2021 23:41:57 GMT

Content-Type: text/plain; charset=UTF-8

Content-Length: 2

Connection: close

X-Request-1d: 94belca3-d01c-4bba-ac07-91cb60ac7810

Access-Control-Allow-Origin: *

Data Raw: 4f 4b

Data Ascii: OK

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:57 UTC 3592

2021-10-28 23:41:57 UTC 3593

2021-10-28 23:41:57 UTC 3594

Session ID Source IP

135 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:58 UTC 3595

2021-10-28 23:41:58 UTC 3597

2021-10-28 23:41:58 UTC 3597

Session ID Source IP

136 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50033

Direction
ouT

Source Port

50034

Direction

Data

GET /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572?t=URL%20Shortener%20-
%20Short%20URLs%20%26%20Custom%20Free%?20Link%20Shortener%20%7C%20Bitly&u=https%3A%2F%2Fbit
ly.com%2F%23content&r= HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bb1e3ca772aaaf13f

HTTP/1.1 200 OK

Cache-Control: private,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/javascript

Content-Length: 1121

Date: Thu, 28 Oct 2021 23:41:57 GMT

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:57 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=1,tfc=2,fpcd=2

Connection: close

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 2c 63 2c 73 2c 64 2c 65 2c 74 3b 20 69 66 28 21 77 69 6e
64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65 72 65 29 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41
6e 79 77 68 65 72 65 20 3d 20 7b 7d 3b 20 61 20 3d 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65
72 65 3b 20 20 61 2e 61 6e 79 77 68 65 72 65 43 6f 6e 66 69 67 20 3d 20 7b 22 74 22 3a 22 55 52 4c 20 53 68 6f 72 74 65
6e 65 72 20 2d 20 53 68 6f 72 74 20 55 52 4c 73 20 26 20 43 75 73 74 6f 6d 20 46 72 65 65 20 4c 69 6e 6b 20 53 68 6f 72
74 65 6e 65 72 20 7c 20 42 69 74 6¢ 79 22 2¢ 22 75 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 23 63
6f 6e 74 65 6e 74 22 2c 22 72 22 3a 22 22 7d 3b 20 61 2e

Data Ascii: (function(){var a,c,s,d,e,t; if('window.AutopilotAnywhere) window.AutopilotAnywhere = {}; a = window.Autopil
otAnywhere; a.anywhereConfig = {"t":"URL Shortener - Short URLs & Custom Free Link Shortener | Bitly","u":"https://bitl
y.com/#content”,"r":""}; a.

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:41:58 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:58 UTC 3595

2021-10-28 23:41:58 UTC 3596

2021-10-28 23:41:58 UTC 3597

Session ID Source IP

137 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:58 UTC 3596

2021-10-28 23:41:58 UTC 3599

2021-10-28 23:41:58 UTC 3599

Session ID Source IP

138 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

50036

Direction
ouT

Source Port

50039

Direction

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive
Content-Length: 852

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2¢ 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2c 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
22393736 22 2c 22 76 69 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
3439 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"client_name":"js","client_version":"0.169.0","enrich_decisi
ons":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:41:58 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-Id: a38190e2-9bad-4137-ac68-8aba9ch8b0fc
Connection: Close

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:41:58 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:58 UTC 3598

2021-10-28 23:41:59 UTC 3599

2021-10-28 23:41:59 UTC 3599

Session ID Source IP

139 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:58 UTC 3598

2021-10-28 23:41:58 UTC 3599

2021-10-28 23:41:59 UTC 3600

Session ID Source IP

14 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50042

Direction

ouT

ouT

Source Port
49787

Direction

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:41:58 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02chb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 52

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 76 69 73 69 74 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79
2e 63 6f 6d 2f 22 2c 22 75 74 6d 22 3a 7b 7d 7d

Data Ascii: {"type":"visit","url":"https://bitly.com/","utm":{}}

HTTP/1.1 200 OK

Content-Type: text/plain

Content-Length: 0

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:58 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,Iso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:58 GMT

Connection: close

Destination IP Destination Port Process

13.33.93.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:25 UTC 1691

2021-10-28 23:41:26 UTC 1695

2021-10-28 23:41:26 UTC 1696

2021-10-28 23:41:26 UTC 1697

2021-10-28 23:41:26 UTC 1703

2021-10-28 23:41:26 UTC 1787

2021-10-28 23:41:26 UTC 1803

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /static/1634669372/pages/wp-content/uploads/cache/fvm/1634669362/out/footer-9aeac2324781fc7e4d9d
490e58b00a92b6638220.min.js HTTP/1.1

Host: docrdsfx76ssb.cloudfront.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Content-Length: 148304

Connection: close

Date: Tue, 19 Oct 2021 22:34:19 GMT

Last-Modified: Tue, 19 Oct 2021 18:55:01 GMT

ETag: "24350-5ceb932e7a2cc"”

Server: Pagely Gateway/1.5.1

X-User-Agent: standard

X-Cache-Config: 0 0

Expires: Tue, 25 Jan 2022 22:34:19 GMT

Cache-Control: max-age=8467200

X-Cache-Status: HIT

Accept-Ranges: bytes

Vary: Accept-Encoding

X-Cache: Hit from cloudfront

Via: 1.1 ¢8098551ae54eccdb7f0cd74d766chd8.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: MRS52-C1

X-Amz-Cf-1d: BGdORcL6hfaa5Xkfm3J5F-iwDvhhnazQTskMUtOQ36Sd8CleuuVsuQ==
Age: 781627

Data Raw: 2f 2a 20 43 44 4e 55 52 4c 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 74 68 65 6d 65 73 2f 4a 6f 69 6e 74 73 57 50 2d
435353 2d 6d 61 73 74 65 72 2f 61 73 73 65 74 73 2f 73 63 72 69 70 74 73 2f 61 6e 6f 6e 73 68 6f 72 74 2d 73 63 72 69
7074 2d 76 33 2e 6a 73 20 2a 2f 0a 74 72 79 7b Oa 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 5f 73
61 6e 69 74 69 7a 65 49 6e 70 75 74 28 69 6e 70 75 74 29 7b 72 65 74 75 72 6e 20 6a 51 75 65 72 79 28 27 3c 64 69 76
20 2f 3e 27 29 2e 74 65 78 74 28 69 6e 70 75 74 29 2e 68 74 6d 6¢ 28 29 7d 0a 53 74 6f 72 61 67 65 2e 70 72 6f 74 6f 74
7970 65 2e 73 65 74 4f 62 6a 3d 66 75 6e 63 74 69 6f 6e 28 6b 65 79 2¢ 76 61 6¢ 75 65 29 7b 74 68 69 73 2e 73 65 74
49 74 65 6d 28 6b 65 79 2c 4a 53 4f 4e 2e 73 74 72 69 6e 67

Data Ascii: /* CDNURL/wp-content/themes/JointsWP-CSS-master/assets/scripts/anonshort-script-v3.js */try{(function(){func
tion _sanitizelnput(input){return jQuery('<div />").text(input).html()}Storage.prototype.setObj=function(key,value){this
.setltem(key,JSON.string

Data Raw: 65 6e 5f 75 72 6¢ 27 29 2e 76 61 6¢ 28 62 69 74 6¢ 69 6e 6b 29 2e 74 72 69 67 67 65 72 28 27 63 68 61 6e 67
6527 29 3b 6a 51 75 65 72 79 28 27 23 75 6e 41 75 74 68 53 68 6f 72 74 65 6e 46 6f 72 6d 27 29 2e 73 68 6f 77 28 29 3b
6a51 75 65 72 79 28 27 23 73 68 6f 72 74 65 6e 5f 75 72 6¢ 27 29 2e 66 6f 63 75 73 28 29 7d 29 3b 66 75 6e 63 74 69 6f
6e 20 63 68 65 63 6b 48 69 73 74 6f 7279 28 29 7b 76 61 72 20 68 61 73 68 41 72 72 61 79 3d 5b 5d 3b 6a 51 75 65 72
79 28 27 23 6d 6f 73 74 5f 72 65 63 65 6e 74 5f 6¢ 69 6e 6b 73 27 29 2e 65 6d 70 74 79 28 29 3b 69 66 28 6¢ 6f 63 61 6C
53 74 6f 72 61 67 65 2e 67 65 74 4f 62 6a 28 27 68 61 73 68 65 73 27 29 21 3d 3d 6e 75 6¢ 6¢ 29 7b 68 61 73 68 41 72 72
61 79 3d 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2e 67 65 74 4f

Data Ascii: en_url').val(bitlink).trigger(‘change’);jQuery(*#unAuthShortenForm').show();jQuery(‘#shorten_url').focus()})
;function checkHistory(){var hashArray=[];jQuery(#most_recent_links').empty();if(localStorage.getObj(*hashes’)!==null){
hashArray=localStorage.getO

Data Raw: 73 27 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 27 69 73 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 75 73 68 20
69 73 2d 6f 70 65 6e 27 29 3b 24 28 27 2e 6a 73 2d 6f 66 66 2d 63 61 6e 76 61 73 2d 6f 76 65 72 6¢ 61 79 27 29 2e 72 65
6d 6f 76 65 43 6¢ 61 73 73 28 27 69 73 2d 76 69 73 69 62 6¢ 65 20 69 73 2d 63 6¢ 6f 73 61 62 6¢ 65 27 29 7d Oa 24 28 27
68 74 6d 6¢ 2c 20 62 6f 64 79 27 29 2e 61 6e 69 6d 61 74 65 28 7b 73 63 72 6f 6¢ 6¢ 54 6f 70 3a 24 28 65 6¢ 65 6d 65 6€
74 29 2e 6f 66 66 73 65 74 28 29 2e 74 6f 70 2d 31 32 30 7d 2c 31 30 30 30 29 7d 29 Oa 24 28 27 23 6d 61 69 6e 2d 6e 61
76 20 3e 20 2e 6d 65 6e 75 2d 69 74 65 6d 20 3e 20 2e 69 73 2d 64 72 6f 70 64 6f 77 6e 2d 73 75 62 6d 65 6e 75 27 29
2e 6164 64 43 6¢ 61 73 73 28 27 76 69 73 75 61 6¢C 6C 79 48

Data Ascii: s').removeClass(‘is-transition-push is-open');$(".js-off-canvas-overlay').removeClass(‘is-visible is-closabl
e")}$('html, body").animate({scrollTop:$(element).offset().top-120},1000)})$(#main-nav > .menu-item > .is-dropdown-subm
enu’).addClass('visuallyH

Data Raw: 65 3a 70 3b 72 65 74 75 72 6e 20 72 21 3d 43 26 26 39 3d 3d 3d 72 2e 6e 6f 64 65 54 79 70 65 26 26 72 2e 64
6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6€ 74 26 26 28 61 3d 28 43 3d 72 29 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e
74 2c 45 3d 21 69 28 43 29 2¢ 70 21 3d 43 26 26 28 6e 3d 43 2e 64 65 66 61 75 6¢ 74 56 69 65 77 29 26 26 6e 2e 74 6f
70 21 3d 3d 6e 26 26 28 6e 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 3f 6e 2e 61 64 64 45 76 65 6e 74 4¢ 69 7
374 65 6e 65 72 28 22 75 6e 6¢ 6f 61 64 22 2c 6f 65 2c 21 31 29 3a 6e 2e 61 74 74 61 63 68 45 76 65 6e 74 26 26 6e 2e
61 74 74 61 63 68 45 76 65 6e 74 28 22 6f 6e 75 6e 6¢ 6f 61 64 22 2c 6f 65 29 29 2¢ 64 2e 73 63 6f 70 65 3d 63 65 28 66
75 6e 63 74 69 6f 6e 28 65 29 7h 72 65 74 75 72 6e 20 61 2e 61 70

Data Ascii: e:p;return r'=C&&9===r.nodeType&&r.documentElement&&(a=(C=r).documentElement,E=!i(C),p!=C&&
(n=C.defaultView)&&n.top!==n&&(n.addEventListener?n.addEventListener("unload",oe,!1):n.attachEvent&&n.attac
hEvent("onunload",oe)),d.scope=ce(function(e){return a.ap

Data Raw: 69 6¢ 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 74 3d 30 3b 74 3c 72 3b 74 2b 2b 29 69 66 28
53 2e 63 6f 6e 74 61 69 6e 73 28 69 5b 74 5d 2¢ 74 68 69 73 29 29 72 65 74 75 72 6e 21 30 7d 29 29 3b 66 6f 72 28 6e 3d
7468 69 73 2e 70 75 73 68 53 74 61 63 6b 28 5b 5d 29 2¢ 74 3d 30 3b 74 3c 72 3b 74 2b 2b 29 53 2e 66 69 6e 64 28 65
2c 69 5b 74 5d 2c 6e 29 3b 72 65 74 75 72 6e 20 31 3c 72 3f 53 2e 75 6e 69 71 75 65 53 6f 72 74 28 6e 29 3a 6e 7d 2c 66
69 6¢ 74 65 72 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 70 75 73 68 53 74 61 63 6b
28 44 28 74 68 69 73 2¢ 65 7c 7c 5b 5d 2¢ 21 31 29 29 7d 2c 6e 6f 74 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75
72 6e 20 74 68 69 73 2e 70 75 73 68 53 74 61 63 6b 28 44 28 74

Data Ascii: ilter(function(){for(t=0;t<r;t++)if(S.contains(i[t],this))return!0}));for(n=this.pushStack([]),t=0;t<r;t++)S.find(e,i[
t],n);return 1<r?S.uniqueSort(n):n},filter:function(e){return this.pushStack(D(this,e||[],'1))},not:function(e){return this.pushSt
ack(D(t
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 1809 IN Data Raw: 69 6f 6e 28 29 7b 74 68 72 6f 77 20 65 7d 29 7d 3b 76 61 72 20 46 3d 53 2e 44 65 66 65 72 72 65 64 28 29 3b
66 75 6e 63 74 69 6f 6e 20 42 28 29 7b 45 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 44 Af 4d 43
6f 6e 74 65 6e 74 4c 6f 61 64 65 64 22 2¢ 42 29 2c 43 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22
6¢ 6f 61 64 22 2¢ 42 29 2¢ 53 2e 72 65 61 64 79 28 29 7d 53 2e 66 6e 2e 72 65 61 64 79 3d 66 75 6e 63 74 69 6f 6e 28 65
297b 72 65 74 75 72 6e 20 46 2e 74 68 65 6e 28 65 29 5b 22 63 61 74 63 68 22 5d 28 66 75 6e 63 74 69 6f 6e 28 65 29
7b 53 2e 72 65 61 64 79 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 29 2c 74 68 69 73 7d 2c 53 2e 65 78 74 65 6e 64 28 7b
69 73 52 65 61 64 79 3a 21 31 2¢ 72 65 61 64 79 57 61 69 74 3a
Data Ascii: ion(){throw e})};var F=S.Deferred();function B(){E.removeEventListener("DOMContentLoaded",B),C.rem
oveEventListener("load",B),S.ready()}S.fn.ready=function(e){return F.then(e)["catch"](function(e){S.readyException(e)}),
this},S.extend({isReady:!1,readyWait:

2021-10-28 23:41:26 UTC 1841 IN Data Raw: 66 28 66 26 26 28 74 3d 28 65 3d 78 65 28 72 2c 6e 5b 30 5d 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2c 21
31 2c 6e 2c 6f 29 29 2e 66 69 72 73 74 43 68 69 6¢ 64 2c 31 3d 3d 3d 65 2e 63 68 69 6¢ 64 4e 6f 64 65 73 2e 6¢ 65 6e 67
7468 26 26 28 65 3d 74 29 2c 74 7c 7c 6f 29 29 7b 66 6f 72 28 73 3d 28 61 3d 53 2e 6d 61 70 28 76 65 28 65 2c 22 73 63
7269 70 74 22 29 2c 4c 65 29 29 2e 6¢ 65 6e 67 74 68 3b 63 3c 66 3b 63 2b 2b 29 75 3d 65 2c 63 21 3d 3d 70 26 26 28
75 3d 53 2e 63 6¢ 6f 6e 65 28 75 2¢ 21 30 2¢ 21 30 29 2c 73 26 26 53 2e 6d 65 72 67 65 28 61 2¢c 76 65 28 75 2¢ 22 73
63 72 69 70 74 22 29 29 29 2c 69 2e 63 61 6¢ 6¢ 28 6e 5b 63 5d 2¢ 75 2¢ 63 29 3b 69 66 28 73 29 66 6f 72 28 6¢ 3d 61 5
b 61 2e 6¢ 65 6e 67 74 68 2d 31 5d 2e 6f 77 6e 65 72 44 6f 63 75
Data Ascii: f(f&&(t=(e=xe(r,n[0].ownerDocument,!1,n,0)).firstChild,1===e.childNodes.length&&(e=t),t||0)){for(s=(a=S.map(
ve(e,"script"),Le)).length;c<f;c++)u=e,c!==p&&(u=S.clone(u,!0,!0),s&&S.merge(a,ve(u,"script"))),i.call(n[c],u,c);if(s)fo
r(l=a[a.length-1].ownerDocu

2021-10-28 23:41:26 UTC 1843 IN Data Raw: 64 65 54 79 70 65 7c 7c 31 31 3d 3d 3d 74 68 69 73 2e 6e 6f 64 65 54 79 70 65 7c 7c 39 3d 3d 3d 74 68 69 73
2e 6e 6f 64 65 54 79 70 65 29 7b 76 61 72 20 74 3d 71 65 28 74 68 69 73 2c 65 29 3b 74 2e 69 6e 73 65 72 74 42 65 66
6f 72 65 28 65 2c 74 2e 66 69 72 73 74 43 68 69 6¢ 64 29 7d 7d 29 7d 2c 62 65 66 6f 72 65 3a 66 75 6e 63 74 69 6f 6e 28
29 7b 72 65 74 75 72 6e 20 50 65 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b
74 68 69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 74 68 69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 657274 4
265 66 6f 72 65 28 65 2¢ 74 68 69 73 29 7d 29 7d 2c 61 66 74 65 72 3a 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72
6e 20 50 65 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 2¢ 66 75
Data Ascii: deType||11===this.nodeType||9===this.nodeType){var t=qge(this,e);t.insertBefore(e,t.firstChild)}})} before:fu
nction(){return Pe(this,arguments,function(e){this.parentNode&&this.parentNode.insertBefore(e,this)})},after:function(){
return Pe(this,arguments,fu

2021-10-28 23:41:26 UTC 1846 IN Data Raw: 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 28 29 2¢c 72 7d 2c 70 69 78 65 6¢ 42 6f 78 53 74
79 6¢ 65 73 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 28 29 2c 6f 7d 2c 70 69 78 65 6¢ 50 6f 73 69 74
69 6f 6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 28 29 2c 6e 7d 2c 72 65 6¢ 69 61 62 6¢ 65 4d 61 72
67 69 6e 4c 65 66 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 28 29 2c 73 7d 2c 73 63 72 6f 6¢ 6¢ 62
6f 78 53 69 7a 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 28 29 2¢ 69 7d 2c 72 65 6¢ 69 61 62 6C 65
54 72 44 69 6d 65 6e 73 69 6f 6e 73 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 2c 74 2c 6e 2¢ 72 3b 72 65 74 75
72 6e 20 6e 75 6¢ 6¢ 3d 3d 61 26 26 28 65 3d 45 2e 63 72
Data Ascii: :function(){return e(),r},pixelBoxStyles:function(){return e(),o},pixelPosition:function(){return e(),n},reliableMargi
nLeft:function(){return e(),s},scrollboxSize:function(){return e(),i},reliableTrDimensions:function()}{var e,t,n,r;return
null==a&&(e=E.cr

2021-10-28 23:41:26 UTC 1865 IN Data Raw: 26 22 73 65 74 22 69 6e 20 61 26 26 76 6f 69 64 20 30 3d 3d 3d 28 6e 3d 61 2e 73 65 74 28 65 2c 6e 2c 72 29
29 7c 7c 28 75 3f 6¢ 2e 73 65 74 50 72 6f 70 65 72 74 79 28 74 2c 6e 29 3a 6¢ 5b 74 5d 3d 6e 29 29 7d 7d 2¢ 63 73 73 3a
66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 2c 72 29 7b 76 61 72 20 69 2c 6f 2¢ 61 2c 73 3d 58 28 74 29 3b 72 65 74 75 72
6e 20 47 65 2e 74 65 73 74 28 74 29 7c 7c 28 74 3d 58 65 28 73 29 29 2c 28 61 3d 53 2e 63 73 73 48 6f 6f 6b 73 5b 74 5d
7c 7c 53 2e 63 73 73 48 6f 6f 6b 73 5b 73 5d 29 26 26 22 67 65 74 22 69 6e 20 61 26 26 28 69 3d 61 2e 67 65 74 28 65 2¢
2130 2c 6e 29 29 2c 76 6f 69 64 20 30 3d 3d 3d 69 26 26 28 69 3d 42 65 28 65 2c 74 2¢ 72 29 29 2c 22 6e 6f 72 6d 61 6¢
22 3d 3d 3d 69 26 26 74 20 69 6e 20 51 65 26 26 28 69 3d
Data Ascii: &"set"in a&&void 0===(n=a.set(e,n,r))||(u?l.setProperty(t,n):I[t]=n))}},css:function(e,t,n,r){var i,0,a,s=X(t);return
Ge.test(t)||(t=Xe(s)),(a=S.cssHooks[t]||S.cssHooks[s])&&"get"in a&&(i=a.get(e,!0,n)),void 0===i&&(i=Be(e,t,r)),"normal"=
==i&&t in Qe&&(i=

2021-10-28 23:41:26 UTC 1937 IN Data Raw: 75 72 3a 22 66 6f 63 75 73 6f 75 74 22 7d 2c 66 75 6e 63 74 69 6f 6e 28 6e 2c 72 29 7b 76 61 72 20 69 3d 66
75 6e 63 74 69 6f 6e 28 65 29 7b 53 2e 65 76 65 6e 74 2e 73 69 6d 75 6¢ 61 74 65 28 72 2c 65 2e 74 61 72 67 65 74 2c
53 2e 65 76 65 6e 74 2e 66 69 78 28 65 29 29 7d 3b 53 2e 65 76 65 6e 74 2e 73 70 65 63 69 61 6¢ 5b 72 5d 3d 7b 73 65
7475 70 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 7c
7c 74 68 69 73 2e 64 6f 63 75 6d 65 6e 74 7c 7c 74 68 69 73 2c 74 3d 59 2e 61 63 63 65 73 73 28 65 2¢ 72 29 3b 74 7c 7c
65 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 6e 2c 69 2¢ 21 30 29 2¢ 59 2e 61 63 63 65 73 73 28 65 2¢ 72 2
€ 2874 7c 7c 30 29 2b 31 29 7d 2c 74 65 61 72 64 6f 77 6e 3a 66
Data Ascii: ur:"focusout"},function(n,r){var i=function(e){S.event.simulate(r,e.target,S.event.fix(e))};S.event.special[r]=
{setup:function(){var e=this.ownerDocument]|this.document]|this,t=Y.access(e,r);t||e.addEventListener(n,i,!0),Y.access(e,r,
(t]|0)+1)},teardown:f

2021-10-28 23:41:26 UTC 1968 IN Data Raw: 2c 72 2c 69 3b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 74 26 26 28 6e 3d 65 5b 74 5d 2c
74 3d 65 2c 65 3d 6e 29 2c 6d 28 65 29 29 72 65 74 75 72 6e 20 72 3d 73 2e 63 61 6¢ 6¢ 28 61 72 67 75 6d 65 6€ 74 73
2c 32 29 2¢ 28 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 65 2e 61 70 70 6¢ 79 28 74 7c 7c 74 68 69
73 2c 72 2e 63 6f 6e 63 61 74 28 73 2e 63 61 6¢ 6¢ 28 61 72 67 75 6d 65 6€ 74 73 29 29 29 7d 29 2e 67 75 69 64 3d 65 2
e 67 7569 64 3d 65 2e 67 75 69 64 7c 7c 53 2e 67 75 69 64 2b 2b 2c 69 7d 2c 53 2e 68 6f 6¢ 64 52 65 61 64 79 3d 66 75
6e 63 74 69 6f 6e 28 65 29 7b 65 3f 53 2e 72 65 61 64 79 57 61 69 74 2b 2b 3a 53 2e 72 65 61 64 79 28 21 30 29 7d 2c 53
2e697341727261793d41727261792e69 734172726179
Data Ascii: ,r,i;if("string"==typeof t&&(n=e[t],t=e,e=n),m(e))return r=s.call(arguments, 2),(i=function(){return e.apply(t||this,r.
concat(s.call(arguments)))}).guid=e.guid=e.guid||S.guid++,i},S.holdReady=function(e){e?S.readyWait++:S.ready(!0)},S.isAr
ray=Array.isArray

2021-10-28 23:41:26 UTC 1972 IN Data Raw: 61 74 65 64 22 29 2c 6f 28 73 2c 22 69 73 46 75 6e 63 74 69 6f 6e 22 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b
72657475 72 6e 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 65 7d 2c 22 6a 51 75 65 72 79 2e 69 73 46
75 6e 63 74 69 6f 6e 28 29 20 69 73 20 64 65 70 72 65 63 61 74 65 64 22 29 2c 6f 28 73 2¢ 22 69 73 57 69 6e 64 6f 77 22
2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 21 3d 65 26 26 65 3d 3d 3d 65 2e 77 69 6e 64 6f
77 7d 2c 22 6a 51 75 65 72 79 2e 69 73 57 69 6e 64 6f 77 28 29 20 69 73 20 64 65 70 72 65 63 61 74 65 64 22 29 29 2c
73 2e 61 6a 61 78 26 26 28 61 3d 73 2e 61 6a 61 78 2c 63 3d 2f 28 3d 29 5c 3f 28 3f 3d 26 7c 24 29 7c 5¢ 3f 5¢ 3f 2f 2¢ 73
2e 61 6a 61 78 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72
Data Ascii: ated"),o(s,"isFunction",function(e){return"function"==typeof e},"jQuery.isFunction() is deprecated"),o(s,"is
Window",function(e){return null!=e&&e===e.window},"jQuery.isWindow() is deprecated")),s.ajax&&(a=s.ajax,c=/(=)\?(?
=&|%$)|\?\?/,s.ajax=function(){var
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kBytes
Timestamp transferred

2021-10-28 23:41:26 UTC 2007

2021-10-28 23:41:26 UTC 2039

2021-10-28 23:41:26 UTC 2050

Session ID Source IP

140 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:59 UTC 3599

2021-10-28 23:41:59 UTC 3600

2021-10-28 23:41:59 UTC 3601

2021-10-28 23:41:59 UTC 3601

Session ID Source IP

141 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50047

Direction

ouT

ouT

Source Port
50052

Direction

Data

Data Raw: 63 75 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 48 61 6e 64 6¢ 65 72 28 22 72 65 61 64 79 22 29 7d 29 2c 73 2e
65 76 65 6e 74 2e 73 70 65 63 69 61 6¢ 2e 72 65 61 64 79 3d 7b 73 65 74 75 70 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74
68 69 73 3d 3d 3d 6e 2e 64 6f 63 75 6d 65 6e 74 26 26 75 28 22 27 72 65 61 64 79 27 20 65 76 65 6e 74 20 69 73 20 64
65 70 72 65 63 61 74 65 64 22 29 7d 7d 2c 73 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 62 69 6e 64 3a 66 75 6e 63 74 69 6f 6
e28652c 742c 7229 7b 726574 75 72 6e 20 75 28 22 6a 51 75 65 72 79 2e 66 6e 2e 62 69 6e 64 28 29 20 69 73 20 64
65 70 72 65 63 61 74 65 64 22 29 2¢c 74 68 69 73 2e 6f 6e 28 65 2¢ 6e 75 6¢ 6¢ 2¢ 74 2¢ 72 29 7d 2¢ 75 6e 62 69 6e 64 3a
66 75 6e 63 74 69 6f 6e 28 65 2¢c 74 29 7b 72 65 74 75 72 6e 20 75

Data Ascii: cument).triggerHandler("ready")}),s.event.special.ready={setup:function(){this===n.document&&u("'ready' even
t is deprecated")}},s.fn.extend({bind:function(e,t,r){return u("jQuery.fn.bind() is deprecated"),this.on(e,null,t,r)},unbind:funct
ion(e,t){return u

Data Raw: 72 57 69 64 74 68 28 6a 2e 6f 75 74 65 72 57 69 64 74 68 28 29 29 2e 6f 75 74 65 72 48 65 69 67 68 74 28 6a
2e 6f 75 74 65 72 48 65 69 67 68 74 28 29 29 2e 61 64 64 43 6¢ 61 73 73 28 22 75 69 2d 65 66 66 65 63 74 73 2d 70 6¢
61 63 65 68 6f 6¢ 64 65 72 22 29 2¢ 6a 2e 64 61 74 61 28 64 2b 22 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 22 2¢ 6b 29 29 2¢ 6a
2e 637373 28 7b 70 6f 73 69 74 69 6f 6e 3a 6d 2c 6¢ 65 66 74 3a 6¢ 2e 6¢ 65 66 74 2¢ 74 6f 70 3a 6¢ 2e 74 6f 70 7d 29
2c 6b 7d 2c 72 65 6d 6f 76 65 50 6¢ 61 63 65 68 6f 6¢ 64 65 72 3a 66 75 6e 63 74 69 6f 6 28 6b 29 7b 76 61 72 20 6a 3d
64 2b 22 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 22 2¢ 6¢ 3d 6b 2e 64 61 74 61 28 6a 29 3b 6C 26 26 28 6¢ 2€ 72 65 6d 6f 76 65
28 29 2c 6b 2e 72 65 6d 6f 76 65 44 61 74 61 28 6a 29 29 7d

Data Ascii: rwidth(j.outerWidth()).outerHeight(j.outerHeight()).addClass("ui-effects-placeholder"),j.data(d+"placeholder

" k)).j.css({position:m,left:|.left,top:|.top}),k},removePlaceholder:function(k){var j=d+"placeholder",|=k.data(j);|&&(l.remove(),
k.removeData(j))}

Data Raw: 74 65 72 48 65 69 67 68 74 29 2a 71 2e 79 2b 44 2e 74 6f 70 2c 6a 2e 6¢ 65 66 74 3d 28 7a 2e 6f 75 74 65 72
57 69 64 74 68 2d 6a 2e 6f 75 74 65 72 57 69 64 74 68 29 2a 71 2e 78 2b 44 2e 6¢ 65 66 74 29 2c 49 2e 63 73 73 28 4a
29 2c 28 22 63 6f 6e 74 65 6e 74 22 3d 3d 3d 47 7c 7c 22 62 6f 74 68 22 3d 3d 3d 47 29 26 26 28 41 3d 41 2e 63 6f 6e 63
61 74 28 5b 22 6d 61 72 67 69 6e 54 6f 70 22 2c 22 6d 61 72 67 69 6e 42 6f 74 74 6f 6d 22 5d 29 2e 63 6f 6e 63 61 74 28
74 29 2c 43 3d 43 2e 63 6f 6e 63 61 74 28 5b 22 6d 61 72 67 69 6e 4c 65 66 74 22 2¢ 22 6d 61 72 67 69 6e 52 69 67 68
74 22 5d 29 2c 49 2e 66 69 6e 64 28 22 2a 5b 77 69 64 74 68 5d 22 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7
b 76 61 72 20 68 3d 62 28 74 68 69 73 29 2c 6¢ 3d 62 2e 65 66 66

Data Ascii: terHeight)*q.y+D.top,j.left=(z.outerWidth-j.outerWidth)*q.x+D.left),I.css(J),("content"===G||"both"===G)&&(A
=A.concat(["marginTop","marginBottom"]).concat(t),C=C.concat(["marginLeft","marginRight"]),.find("*[width]").each(funct
ion(){var h=b(this),|=b.eff

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 63

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a

2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 70 72 69 76 61 63 79 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/pages/privacy"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:59 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Is0-n=2,fs=5

Date: Thu, 28 Oct 2021 23:41:59 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:59 UTC 3600

2021-10-28 23:41:59 UTC 3601

2021-10-28 23:41:59 UTC 3601

2021-10-28 23:41:59 UTC 3602

Session ID Source IP

142 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:59 UTC 3602

2021-10-28 23:41:59 UTC 3603

2021-10-28 23:41:59 UTC 3603

Session ID Source IP

143 192.168.2.3

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

50058

Direction

ouT

Source Port

50059

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 58

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 23 63 6f 6e 74 65 6e 74 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/#content"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:41:59 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:41:59 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /pages HTTP/1.1

Host: bitly.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRkZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTMINTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx|16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496917.32; _ga=GA1.1.733574328.1635496890

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Thu, 28 Oct 2021 23:41:59 GMT
Content-Type: text/html

Content-Length: 178

Location: https://bitly.com/
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68
69 74 65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6€ 65 6e 74 6¢
79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3¢ 2f 63 65 6e 74
65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</tittle></head><body bgcolor="white"><center><h1>301 Moved
Permanently</h1></center><hr><center>nginx</center></body></html>

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-10-28 23:41:59 UTC 3603

2021-10-28 23:42:00 UTC 3605

Session ID Source IP

144 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:00 UTC 3605

2021-10-28 23:42:00 UTC 3606

Session ID Source IP

145 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50061

Direction

ouT

Source Port
50062

Direction

Data

GET /HTTP/1.1

Host: bitly.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496917.32; _ga=GA1.1.733574328.1635496890

I-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

I-Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:41:59 GMT
Cache-Control: no-cache

X-Frame-Options: DENY
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

104.16.96.80 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /js/forms2/js/forms2.min.js HTTP/1.1

Host: app-ab01.marketo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: __cf_bm=9kNcTqT3HbiBIh30J9cMDQmMZD7gkt7kE..Yejlg8KpM-1635464485-0-Afb1//p8wkgb11y6132wEHpXdVz
coVP6t8590+dgTKiVX1BKondN4Jbfye6D3qceeOoNr4vy7VeeJ6RJILk+LuSw=

If-None-Match: W/'815d9-33210-5ce2ba3f1c640"

If-Modified-Since: Tue, 12 Oct 2021 18:01:53 GMT

HTTP/1.1 304 Not Modified

Date: Thu, 28 Oct 2021 23:42:00 GMT
Connection: close

Last-Modified: Tue, 12 Oct 2021 18:01:53 GMT
ETag: "815d9-33210-5ce2ba3f1c640"

Vary: Accept-Encoding
X-Content-Type-Options: nosniff
CF-Cache-Status: HIT

Age: 5653

Expires: Fri, 29 Oct 2021 03:42:00 GMT
Cache-Control: public, max-age=14400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare

CF-RAY: 6a5804a2fa81c2b8-FRA

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:42:00 UTC 3606

2021-10-28 23:42:00 UTC 3608

Session ID Source IP

146 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:00 UTC 3607

2021-10-28 23:42:00 UTC 3609

Session ID Source IP

147 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50063

Direction

ouT

Source Port
50065

Direction

Data

GET /sljs/lunauth.shorten.js HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXxN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496917.32; _ga=GA1.1.733574328.1635496890

If-None-Match: "a45269e9a9acdd53c1264575de7alc4af4560d5a"

I-Modified-Since: Thu, 04 Jun 2020 15:12:13 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:42:00 GMT
Cache-Control: no-cache
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET/HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRkZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTMINTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496917.32; _ga=GA1.1.733574328.1635496890

If-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

If-Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:42:00 GMT
Cache-Control: no-cache

X-Frame-Options: DENY
Strict-Transport-Security: max-age=31536000
Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

192.28.144.124 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:42:01 UTC 3609

2021-10-28 23:42:01 UTC 3609

2021-10-28 23:42:01 UTC 3610

Session ID Source IP

148 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:01 UTC 3610

2021-10-28 23:42:01 UTC 3610

2021-10-28 23:42:01 UTC 3611

Session ID Source IP

149 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50067

Direction

ouT

Source Port

50068

Direction

Data

POST /webevents/visitWebPage? _mchNc=1635496920609&_ mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-1
635496889137-41538&_mchHo=bitly.com&_ mchPo=&_ mchRu=%2F&_ mchPc=https%3A&_mchVr=160&_ mchEcid

=& mchHa=&_mchRe=&_mchQp= HTTP/1.1

Host: 754-kbj-733.mktoresp.com

Connection: keep-alive

Content-Length: 0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 28 Oct 2021 23:42:01 GMT

Content-Type: text/plain; charset=UTF-8
Content-Length: 2

Connection: close

X-Request-1d: b562f2ab-c111-40c1-a65c-bd51536f6b1lb
Access-Control-Allow-Origin: *

Data Raw: 4f 4b
Data Ascii: OK

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572?t=URL%20Shortener%20-
%20Short%20URLs%20%26%20Custom%20Free%20Link%20Shortener%20%7C%20Bitly&u=https%3A%2F%2Fbit
ly.com%2F&r= HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f

HTTP/1.1 200 OK

Cache-Control: private,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/javascript

Content-Length: 1113

Date: Thu, 28 Oct 2021 23:42:01 GMT

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:01 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: 1t=0,lso-n=0,fs=0,tfc=1,fpcd=1

Connection: close

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 2c 63 2c 73 2c 64 2c¢ 65 2c 74 3b 20 69 66 28 21 77 69 6e
64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65 72 65 29 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41
6e 79 77 68 65 72 65 20 3d 20 7b 7d 3b 20 61 20 3d 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65
72 65 3b 20 20 61 2e 61 6e 79 77 68 65 72 65 43 6f 6e 66 69 67 20 3d 20 7b 22 74 22 3a 22 55 52 4c 20 53 68 6f 72 74 65
6e 65 72 20 2d 20 53 68 6f 72 74 20 55 52 4c 73 20 26 20 43 75 73 74 6f 6d 20 46 72 65 65 20 4c 69 6e 6b 20 53 68 6f 72
74 65 6e 65 72 20 7c 20 42 69 74 6¢ 79 22 2c 22 75 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 22 2¢
227222 3a22227d3b 2061 2e 61 6e 79 77 68 65 72 65

Data Ascii: (function(){var a,c,s,d,e,t; if('window.AutopilotAnywhere) window.AutopilotAnywhere = {}; a = window.Autopil
otAnywhere; a.anywhereConfig = {"t":"URL Shortener - Short URLs & Custom Free Link Shortener | Bitly","u":"https:/bitl
y.com/"," a.anywhere

Destination IP Destination Port Process

52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:42:01 UTC 3612

2021-10-28 23:42:01 UTC 3612

2021-10-28 23:42:02 UTC 3614

Session ID Source IP

15 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:25 UTC 1691

2021-10-28 23:41:26 UTC 1751

2021-10-28 23:41:26 UTC 1751

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

49789

Direction

ouT

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive
Content-Length: 779

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2¢ 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2c 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
22393736 22 2c 22 76 69 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
3439 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"client_name":"js","client_version":"0.169.0","enrich_decisi
ons'":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:42:01 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-1d: d0256559-293b-4fb2-blce-3bdc951667d1
Connection: Close

Destination IP Destination Port Process

13.33.93.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /static/1634669372/pages/wp-content/uploads/2020/05/illo-mobile-810x480-1.jpg HTTP/1.1
Host: docrdsfx76ssb.cloudfront.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/jpeg

Content-Length: 137100

Connection: close

Date: Wed, 20 Oct 2021 08:24:25 GMT

Last-Modified: Tue, 19 Oct 2021 18:55:01 GMT

ETag: "2178c-5ceb932e63b6c"

Server: Pagely Gateway/1.5.1

X-User-Agent: standard

X-Cache-Config: 0 0

Expires: Wed, 26 Jan 2022 08:24:25 GMT

Cache-Control: max-age=8467200

X-Cache-Status: MISS

Accept-Ranges: bytes

X-Cache: Hit from cloudfront

Via: 1.1 b610872a8a74821c40e2fbd7aalldlcl.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: MRS52-C1

X-Amz-Cf-1d: z7femJ7GB-Fv75KJi-77fJoD_Jg8fbhI3M9IA-ViAkBnryeXTM089iQ==
Age: 746221

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 48 00 48 00 00 ff db 00 43 00 01 01 01 01 01 01 01 01 01 01 01 01
01010101 0101010101010101010101010101010101010101010101010101010101010101010101
01010101 010101 010101010101 ff db 004301 01 01 01010101 01010101 0101010101010101010101
010101 010101010101010101010101010101010101010101010101010101010101010101010101
01 01 01 01 ff cO 00 11 08 01 €0 03 2a 03 01 11 00 02 11 01 03 11 01 ff c4 00 1f 00 01 00 00 06 03 01 01 00 00 00 00 00
00 00 00 00 00 02 03 05 07 08 09 01 04 06 Oa Ob ff c4 00 67 10 00 02 01 03 04 01 02 04 03 03 06 06 09 0d 08 13 01 02 O
30004 050607 11 12 08 13 21 09 14 22 31 15 23 41 16 32 51 Oa

Data Ascii: JFIFHHCC*g!"1#A2Q
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 1757 IN Data Raw: 67 3e 40 ef ed f6 03 b5 fd ba 8b 9b 0b 5d dc 7a f3 8e bc c6 ad db 81 4 86 ff 00 83 ee df 51 5e 01 3c b8 ec 14
74 e1 4912 9556 77 63 4b 13 bl e4 34 3a 68 7c 5e d1 7b 26 63 73 a8 16 1e 64 5f d9 60 46 bd 49 dd 73 3 27 ea 1f 48 65
3c 3f b3 1f 7f 7e 0a f0 17 b8 3c 71 ec 7b Of 65 65 Oe 42 33 20 ea 7a 8f Of df ae 87 e2 85 ¢4 72 1la eb a6 9f 6d 9d 7e 5b 01
ed 17 b0 86 2b b3 27 3f 4f 1c 12 02 f5 e0 9e 01 f7 1f 51 1c 71 c1 2a 58 3a 12 12 55 8a 50 23 67 76 0f 32 3a 92 35 fb c8 eb
cb a6 ae e5 25 ¢7 98 1c b7 3a Ob df 7d 37 f7 ea 37 0d d4 ae 56 eb b7 66 3d 7a 76 01 3a 86 e7 8f 70 dd cf 62 aa 7b 72 3f
88 3d 63 6e b3 10 8b 1d df 99 df a7 f7 8d 39 5b 4f 6b be 92 e7 90 07 43 9b d8 3a f4 1a ff 00 28 f5 68 bd 94 b6 bb 93 9e 15
51 41 27 de 50 40 fd 42 7d a4 f6 ec 7e be 4f
Data Ascii: g>@]zQ"<tIVwcK4:h|M&csd_Fls'He<?~<qg{eeB3 zrm~[+'?0Qq*X:UP#gv2:5%:}77Vf=zv:pb{r?=cn9[OkC:
(hQA'P@B}~O

2021-10-28 23:41:26 UTC 1773 IN Data Raw: 04 fO 7b 6f 47 a3 ea ef 27 99 37 3e 84 b2 48 a6 6f 34 fc 9c 5f 50 48 7f c5 4e 20 dc e8 16 58 90 7b 46 ac 8c 54
7b f6 62 49 68 38 c4 e0 12 29 30 a0 6d 6d 30 9c 3f 4b 73 17 a7 77 8b 7e 5a df 5b €9 67 76 35 f1 49 e5 f9 ¢7 7e d1 f7 db
d9 aa 95 0f 82 fb 6d Oc fO 4e 37 83 cc a9 1la de 51 2¢ 69 37 9b 5e 53 3c 47 8e 7f 2a 58 9b 75 4a 4d 13 72 3b 24 aa dc f5
le e0 f2 1a Oe 33 52 41 06 93 09 b1 3b fc d1 87 5f 7b 5e fe 8d al 03 62 00 db ad 9c 5d d8 fa d2 7f 58 ef da 3e 04 91 cf 4b
94 9b c1 bd 07 3d e0 bb 93 7c 3c d1 00 34 84 5a c5 e6 87 92 16 d6 7d 24 e7 b4 46 1b 6d c3 89 99 00 3f 43 3c 8d 2c 7f 74
91 48 15 3f 3c 4e 05 bd 0f 09 1b 78 be 69 al 27 4d 6f 73 01 0d 3b de c0 03 d0 6¢ a3 bb df c7 27 f5 8e 27 e3 7f d5 a0 dO df
75 6d bc 41 db fb 2d b3 2 0f ce ed 15 8a d4 9a
Data Ascii: {0G'7>Ho4_PHN X{FT{blh8)0mmO0?Ksw~Z[gv5I~-mN7Q,i7*S<G*XuJMr;$3RA;_{"b]X>K=|<4Z}$Fm?C<,tH?<
Nxi'Mos;I"umA-

2021-10-28 23:41:26 UTC 1786 IN Data Raw: 5a Ob ae 40 17 b2 f1 5e 35 8b d5 e3 8 c6 2b 8e 62 Oe 63 ab b1 9c 4a bb 14 ac 31 87 36 33 57 5f 53 2d 5d 47
76 d7 b9 ee 6b 04 b2 bf 23 5¢ e7 39 ad b0 2e 24 12 6d 86 5f 60 f4 46 73 27 71 97 c8 1c 9b df 5d dd Ob 9b 99 a2 b9 4b 62
ead7 97 13 cd 6f 13 db 45 Oc b6 71 a5 bc fe 96 1d ac e4 82 5d 29 93 f9 9d 5b a4 a4 c2 6b 5c a6 63 51 64 33 2d ad 99 80
35 a0 58 0b 34 1b 9f a2 40 26 {7 be ba bf 37 f0 ad b4 52 e7 85 8¢ 8d 62 f2 8b de e7 dd ed f6 7c 7e 22 ce bb 97 8e b3 f1 4b
40 5b 25 fc 57 19 cd 61 7b f8 a4 31 41 7c eb 95 b5 c3 c8 51 ae 1c e4 17 le da 67 1f 84 fc 0d 6e f1 fd 2c 71 9 82 18 d5 d1
7 92 65 b5 56 86 1la 6b 5a ea 8d 55 a9 33 77 8e 27 39 b5 9b 18 ca 49 1e 12 ef 65 f3 97 07 10 ed 4e 60 44 80 36 39 84 91
32 36 32 0b 06 fa f3 d2 f6 df ae db 8 34 23 cb 2d
Data Ascii: Z@"5+bcJ163W_S-]Gvk#\9.$m_"Fs'q]KboEq])[k\cQd3-5X4@&7Rb|~"K@[%Wa{1A|Qgn,qeVkZU3w'9leN D6
92624#-

2021-10-28 23:41:26 UTC 1905 IN Data Raw: 16 c5 f1 1c 5e af 18 e2 8e fb 13 ae ac c4 27 8e 2a 9c 31 91 b6 6a da 89 2a 25 6¢ 65 d8 5b de 23 Oe 91 cd 68
73 9c e0 dc b7 73 88 25 7b 5f 05 f9 75 76 a7 80 e0 18 3f 0f d0 70 f7 04 fa 3e 09 85 el f8 45 24 {3 51 e3 72 4c ea 6¢ 3a 92
2a 48 5d 28 18 db 22 32 b9 91 35 d2 39 ac 6b Ob ef 95 a0 1c aa 9d 73 f0 68 f1 7a 54 22 d7 54 ee fd a4 84 00 24 1a 8b 4c
cf d7 f4 2d d2 6d le cO f6 3e fc 72 a0 Oe 40 e3 dc 8b 12 fc 92 3b 37 73 6d 1e 27 c5 71 9b 01 7f 4f c3 9f b6 fa 3b 09 37 be
ba 5c 6f al Ob 97 17 cb f3 b6 46 38 77 d8 37 02 ce c1 bb Oe 15 8b c¢7 71 b0 01 d1 3 80 8b 7b cf 9e d6 97 6b f0 66 f1 7e
11 fd 67 55 ee fd el 21 03 7f 87 f4 bd b8 3c 1e 5b 95 87 47 fd 9c 7b 11 c9 €3 80 79 2d c3 0Oa 63 f9 23 f6 6e d1 f9 dc 53 8a
€6 3a 6a 6b b0 d6 13 6d fd 4c 24 68 46 96 e5 be
Data Ascii: M*1j*%le[#hss%{_uv?p>E$QrLI:*H]("259kshzT"T$L-m>r@;7sm'qO;7\oF8w7q{kf~gU!<[G{y-c#nS:jkmL$hF

2021-10-28 23:41:26 UTC 1921 IN Data Raw: fb 61 ee 1f fe 66 58 7f f3 e4 55 ee 7f 90 8f fc 37 e3 af fe €9 d1 ff 00 fa de 35 f3 53 fc 26 bf fc db f6 6d ff 00 df 7c
43 ff 00 d4 33 ad b9 d7 d3 85 f1 91 28 89 44 4a 22 51 12 88 b9 07 82 0f f0 20 ff 00 a0 d4 b4 e5 21 db d8 83 6f 61 bf 98 f2
da fb 6f ca 08 b8 23 5d 41 1a 6f ae 9a 79 f4 58 4f 6d e0 de dd 26 b8 1a ee ef 56 6b 1b dc 97 ed 59 d5 af 64 e7 0Of 15 84 b7
87 2c 73 1f 2b 20 4c 79 9c da 9b 8e b1 3f 59 52 53 12 fb 32 b1 06 bc 91 07 c8 f7 80 d9 c6 03 8c ea b8 9b 8a eb 2b ff 00
29 7f 29 dd 4a f3 85 45 47 25 5f ce 67 14 f4 67 88 e8 cc e6 98 cd 68 dd 69 5b 29 8c 13 9c 39 c5 c¢7 dd f5 3f 2f ce d2 df cO 2
7 b3 da 3e Oe e0 9a Oc 33 f2 43 f2 35 95 d1 fc f7 36 21 15 Of cc cd c1 3d 2e 3e f3 10 14 c2 ac 40 1f 33 73 42 {8 44 a4 03
19 68 b2 87 01 e0 be db 60 35 75
Data Ascii: afXU75S&m|C3(DJ"Q !oao#]AoyXOm&VKYd,s+ Ly?YRS2+))JEG%_gghi[)9?/'>3C56!=.>@3sBDh 5u

2021-10-28 23:41:26 UTC 1953 IN Data Raw: 60 01 d7 04 35 c5 f9 5¢ cb e4 97 37 75 2b a2 61 73 d4 df 84 d7 8e 17 da 83 5b df f9 15 a8 f1 fc €9 9d Oe d7 58
4d 06 97 21 49 cb eb 4b e8 7e 4e f3 2b 67 1c eb 1b 5d c3 83 ¢7 4b 3d 9d bb 93 1c 57 59 7b a8 f1 8f 3d ad be 39 ef 4e 89
930 f6 76 fc 57 1c 93 8f b1 18 08 ¢3 b0 41 2d 1e Oc 64 61 0d aa c5 a4 6e 59 aa 58 d3 e0 74 58 74 12 3¢ 07 32 ed 6d 5d
4099 85 d3 b6 58 d9 e9 1f 96 e7 6b 91 60 bc 37 07 65 18 3d 50 38 ¢7 12 1a 7c 43 89 04 32 e6 34 3c 3f Ob cb e9 a9 25 70
b3 d9 3e 2d 53 1c 6f 73 24 f1 1a 0a 53 13 d8 60 96 09 65 fa 63 c3 de 9b eb 53 21 1e f1 ca 62 ec 3d d1 8a c6 85 8a 33 75
91 82b318d8 c9 1c 4e 24 57 40 8d 1a a4 d2 7b a5 e2 ce 23 96 €3 f1 b6 be 44 e9 d3 4b fc b4 f8 7b bf 5f dd cb d9 6b 13
56 aa 51 28 89 44 4a 22 51 12 88 94 45 83 3b 05 15 ¢3
Data Ascii: ‘5\7u+as[XM!IK~N+g]K=WY{=9NOvVWA-danY XtXt<2m]@XKk 7e=P8|C24<?%p>-S0s$S ecS!b=3uN
SW@{#DK{_kVQ(DJ"QE;

2021-10-28 23:41:26 UTC 1991 IN Data Raw: cd 2e 21 79 ff 00 e5 47 83 37 18 ec 5b 8a 64 2c 2f 97 05 9b 09 c¢7 61 23 57 30 d1 e2 30 41 3b 86 84 d8 51 d5
d4 e7 00 b6 ed bd dc d6 87 66 f9 22 af b8 Ob e4 92 7 5b 55 ad 2f 36 cf 76 76 93 74 71 b7 6f 61 94 da dd d5 db bd ca c6 df
a0 72 d6 d7 9a 1b 56 e2 75 12 b1 58 99 25 78 a7 8a c2 6b 5b 98 a3 75 79 ad 67 9e 11 c1 70 6b Of c4 38 44 78 f6 Ob 89 61
12 e8 2b a9 27 a6 6b 80 69 ca f9 23 73 5a 6¢ eb b4 dc 92 d3 7d 2c ee 56 ba ca 60 d8 9c 98 3e 27 49 88 46 33 77 12 82 f6
12 4092 32 46 71 a5 88 2d 16 7b 4f 27 34 1d 6¢ 40 fd 6b 31 77 5a 33 74 74 7e 9e d4 76 b0 e2 35 66 90 d5 d8 3c 46 a6 cO
dd 5d d9 db df d8 64 b0 d9 db Ob 6¢ a6 2f 21 Oc 57 70 ¢8 9e 9d dd 8d d4 17 11 12 81 82 ba 9f 63 fb bf 29 b1 3c 2d 82 5a
9c 3b 15 a2 86 59 29 67 96 9a a2 9a aa 18 a6 6¢ 73 c1
Data Ascii: .lyG7[d,/a#WOO0A; Qf"[U/6vvtqoarVuX%xk[uygpk8Dxa+'ki#sZI}, V' >'IF3w@2Fq-{O0'4l@k1wZ3tt~v5f<F]dI/'Wpc)<-
ZY)gls

2021-10-28 23:41:26 UTC 2083 IN Data Raw: 8a 3f ¢2 b2 7e a0 60 1c Of a9 ac ba 8e 5d b9 87 b4 7f 44 9d a4 73 34 6e bl a4 fe 4c 63 40 eb 4a de b7 ef 62 20
5f 4d 35 be db ea 7a 00 3d 67 07 14 e0 87 6a a3 ae c3 b9 98 7d ec b8 e5 al 1la f2 22 ¢5 56 53 7a f6 d9 d5 bd 3c f0 66 29
1c 88 a6 ca fc 32 84 6f a7 b3 1b 62 62 22 42 55 55 d5 fa 49 dd e4 12 c2 55 22 b6 ee 1d c5 c6 fO Ob 7a a7 f3 b1l 80 74 b9
3e 12 e0 46 bc 86 bb 34 e6 04 b6 €8 €2 2c 24 ed 50 4e 80 €9 1b c9 d7 41 71 60 45 c8 b6 a3 4f 3b 1b 58 ed 41 b6 7e 14
eacc b6 57 3fa9 76 37 62 f5 26 73 35 7d 73 92 ce 66 33 9b 35 a5 32 59 3c ¢5 ed dc ad 73 77 79 7f 7f 7b a7 a6 bc be bd
bd 9d 9a 49 2e ae a7 b8 9c ce 65 b8 b8 69 83 22 Oc dc 15 7¢ 73 4b 1c 50 53 63 78 dd 3c 30 b1 91 ¢3 Oc 38 cd 54 71 43 1b
00 6b 63 8e 36 54 bl 8c 64 6d d1 ad 60 03 2f 84 01 6b 8¢
Data Ascii: ?~'|Ds4nLc@Jb _M5z=gj}"VSz<f)20bb"BUUIU"zt>F4,$PNAqQ EO; XA~W?Vv7b&s5}sf352Y <swy{l.ei"|sKPS
cx<08TqCkc6Tdm /k

2021-10-28 23:41:26 UTC 2094 IN Data Raw: bf 29 aa 84 4e 39 45 cc 5b 9b 2f b5 5f 22 ae 11 3¢ 33 d8 86 1b 89 4d 1b 59 57 c6 38 ae 23 c4 6f 20 Oc ce a3
Oe 66 19 87 35 ce 16 25 a6 0a 17 4e d0 49 cb €9 04 Ob 5¢ ad 89 7c¢ 23 bc a2 b8 d6 fa 37 29 e3 be bl c8 bd ce a2 db db 3f
c5 74 1d d5 e4 cl a6 c8 68 87 92 38 27 c2 23 39 ef 2¢ ba 5e f2 44 f9 74 fa dc 62 2f ed €3 40 21 c¢7 31 1b ef e4 b5 da 43 f1
9c 22 a7 80 f1 6a 83 25 7e 03 10 a9 c1 24 95 d7 74 f8 39 73 63 7d 18 73 b5 7b fO d9 88 ee da 2e 45 2c ec 03 c1 01 23 ca
bf 2e 4e c6 e2 el dc 7e 8f b5 4¢c 06 91 b1 61 5¢ 53 51 e8 5¢ 4b Oc 11 90 ca 5e 23 0c 7c 91 e2 2e 0d bb 18 cc 62 06 bb be
77 84 laea 79 5e 6e fa al 7d d0 57 ae 97 cf f4 a2 25 11 53 e6 ca 58 c0 fd 1le e6 2e fd 66 72 8a 7b 32 a5 b9 88 4e ec 17
9e 16 26 9a 20 e4 f1 c1 95 3f 8f 35 56 47 91 70 34 d3
Data Ascii: )N9E[/_"<3MYWS8#o f5%NI\|[#7)?th8'#9,"Dtb/@!1C"|%~$t9sc}s{.E # N~La\SQ\K #|.bwy n}W%SX.fr{2N& ?
5VGp4
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kBytes
Timestamp transferred

2021-10-28 23:41:26 UTC 2101

2021-10-28 23:41:26 UTC 2110

2021-10-28 23:41:26 UTC 2121

Session ID Source IP

150 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:01 UTC 3613

2021-10-28 23:42:01 UTC 3614

2021-10-28 23:42:02 UTC 3615

2021-10-28 23:42:02 UTC 3615

Session ID Source IP

151 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50071

Direction

ouT

ouT

Source Port
50072

Direction

Data

Data Raw: dO 00 00 Ob 00 06 80 00 00 68 00 68 00 1a ed a0 Ob c7 2e 71 71 2f 71 2e 73 89 73 9c e2 4b 89 26 e4 b8 9d 49

2752 4e a4 ea 7551 d5 4a 17 04 72 08 {7 f7 1f al e0 ff 00 98 fe 86 88 ad 84 43 e5 ee a4 86 8 fc b1 Ob 2a ac 61 44 0d 1c
76 ac 1f d4 8e 3b 7f 51 2d ca ac a9 2a 08 7d 45 c6 3c 86 7c 57 ce 5c 5e 5e ad bf 28 ea d1 ad f6 f3 f7 12 6d 7d ac 2e 7c 43
4394 06 a7 e3 f1 ef d3 63 a7 4d db 2f dc c8 f2 f1 e8 15 5e 4a 4c ff 00 2c dO bc 29 d4 85 96 d9 e6 36 cd 6d 14 el 95 6d fd

61 8b 8e 59 3f Ob 17 a6 fe f5 2d c7 ae €2 cO 1b Ob 9d 4f 42 75 26 dc c7 8c db 35 80 62 8d ff 00 1d Of ed bf e0 aa b4 58 eb
fe f1 49 67 6f ca c6 5a 31 1c a7 e5 52 d9 d5 3d 38 a3 f4 c2 c8 12 38 82 ba f6 87 d4 fc 2c 4a 61 c7 Ob a8 6e ee 9a 2a 09 17
b3 8d 85 af a6 b7 eb c¢8 13 7d Oe a4 87 91

Data Ascii: hh.qg/g.ssK&I'RNuQJrC*aDv;Q-*}E<|W\*(m}.|CCcM/AJL,)6mmaY ?-OBu&5bXIgoZ1R=88,Jan*}

Data Raw: a2 25 11 28 89 44 4a 22 51 12 88 94 44 a2 25 11 28 89 44 4a 22 51 12 88 94 44 a2 25 11 28 89 44 4a 22 51
12 8894 44 a2 25 11 28 89 44 4a 22 51 12 88 94 44 a2 25 11 28 89 44 4a 22 51 14 Oc ca 8a 59 99 51 54 72 59 98 2a a8
fe f2 4 00 7b 7d cf bO fe ff 00 7a 82 43 41 2e 20 01 a9 24 d8 01 d4 93 b7 d8 06 dc 94 b5 ae 71 0d 68 2e 71 d0 06 82 49 3e
40 5¢ fc 16 2¢ eb 4b 4c 45 de b0 d4 99 c9 f2 69 3e 1f e6 f4 8e 4f 23 75 89 bl 6¢ b6 70 7f 36 b7 59 6b db 9d 2d 84 74 1c d9
dc dc ea 1b 6b 21 76 16 d2 b3 77 19 1c 7b c¢7 15 d1 69 53 13 57 f2 8d €0 6e Oc 96 1e 0d c4 59 8c 33 17 c3 68 f8 96 9d ef
7d 14 d0 60 91 d5 63 b0 52 ¢5 15 45 5b 9e 59 2e 21 21 al 35 70 52 96 d3 be 91 b3 fa 2c 8e aa 31 17 06 15 69 7b 22 ¢7 38
a3 1c a8 c5 e2 a9 c3 60 c3 bl 5¢ 43 84 67 33 ¢9 23 5d 89

Data Ascii: %(DJ"QD%(DJ"QD%(DJ"QD%(DJ"QD%(DJI'QYQTrY*0O{zCA. $qh.ql>@\ KLEi>O#ulp6Yk-tkivw{iSWnY3h} ¢
RE[Y.!I5pR, 1i{"8'\Cg3#]

Data Raw: 2d ee 2e 13 6a 37 90 9b 77 81 3e 5d f4 6d b4 37 17 02 67 74 69 2d d2 e3 35 Oa c8 90 f4 ed 30 ee ae a8 e8 ca
8f d8 85 a4 d2 58 80 6a a9 35 27 51 31 20 5b ae 56 9b 5e da 6d ef d8 b3 7f 25 df 05 c6 37 78 2e 32 17 97 76 b2 ed 1e 2
62 d2 d6 cb e7 56 f7 25 a4 f1 6b 67 77 f9 f6 90 7c a5 a3 d9 6a 3b c9 e4 bd e2 e8 cf €8 4b 6f 17 e4 5b 5d b8 72 61 08 e7
52 e5 0d 3e 95 46 ec ce cb 66 ca ec cd d0 90 e7 02 c0 32 e9 6¢ c1 c7 c4 40 b0 bd d3 37 f2 5d f0O 1f b7 cb f1 70 a8 d1 ef c5
cc b3 cd 12 6¢ 76 ff 00 04 8a 7f 41 6e 24 dO d8 b8 60 9f d8 93 34 3e be a7 8e 73 02 85 23 d4 96 08 b9 24 04 0Od cd 56 68
ac 01 f4 ca 1d 45 ec 26 71 23 95 9d 66 5a fe 57 3d 74 b5 cc 66 3f 55 db f4 1a 6d e6 37 df 4b db 9d 8f 85 77 4e {7 f4 98 c5
3e dO ef 94 0a 27 68 3e 60 68 Of 9c 87 80 c1 56 7e

Data Ascii: -.j7w>]m7gti-50Xj5'Q1 [V m%7x.2vbV%kgw|j;Ko[JraR>Ff2I@7]plvAn$ 4>s#$VhE&g#ZW=tf2Um7KwN>'h>"hV~

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02chb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 58

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 23 63 6f 6e 74 65 6e 74 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/#content"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:01 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Is0-n=1,fs=2

Date: Thu, 28 Oct 2021 23:42:01 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:42:01 UTC 3614

2021-10-28 23:42:01 UTC 3614

2021-10-28 23:42:02 UTC 3615

Session ID Source IP

152 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:02 UTC 3616

2021-10-28 23:42:02 UTC 3616

2021-10-28 23:42:02 UTC 3618

2021-10-28 23:42:02 UTC 3619

Session ID Source IP

153 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

50076

Direction

ouT

ouT

Source Port

50077

Direction

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 52

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 76 69 73 69 74 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79
2e 63 6f 6d 2f 22 2c 22 75 74 6d 22 3a 7b 7d 7d
Data Ascii: {"type":"visit","url":"https://bitly.com/","utm":{}}

HTTP/1.1 200 OK

Content-Type: text/plain

Content-Length: 0

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:02 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,lso-n=1,fs=1

Date: Thu, 28 Oct 2021 23:42:02 GMT

Connection: close

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 50

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a

2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:02 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=2,|s0-n=2,fs=3

Date: Thu, 28 Oct 2021 23:42:02 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:42:02 UTC 3616

2021-10-28 23:42:02 UTC 3617

2021-10-28 23:42:03 UTC 3619

2021-10-28 23:42:03 UTC 3619

Session ID Source IP

154 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:02 UTC 3617

2021-10-28 23:42:02 UTC 3617

2021-10-28 23:42:02 UTC 3619

Session ID Source IP

155 192.168.2.3

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port

50078

Direction

ouT

ouT

Source Port

50080

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 63

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/pages/privacy

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 70 61 67 65 73 2f 70 72 69 76 61 63 79 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/pages/privacy"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:03 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=2,Is0-n=7,fs=8

Date: Thu, 28 Oct 2021 23:42:03 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP Destination Port Process

52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive
Content-Length: 852

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2c 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2¢ 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 72 65 76 69 73 69 6f 6e 22 3a
2239373622 2c 227669 73 69 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
34 39 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2c 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"“client_name":"js","client_version":"0.169.0","enrich_decisi
ons":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:42:02 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-1d: 4c29001b-7a01-4c74-9a03-a66d7b91e275
Connection: Close

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:42:03 UTC 3619 ouT GET /pages/why-bitly HTTP/1.1
Host: bitly.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
I0S03ZTYXxN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496920.29; _ga=GA1.1.733574328.1635496890

2021-10-28 23:42:03 UTC 3621 IN HTTP/1.1 302 Found
Server: nginx
Date: Thu, 28 Oct 2021 23:42:03 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 0
Location: /
Strict-Transport-Security: max-age=31536000
Via: 1.1 google
Alt-Svc: clear
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

156 192.168.2.3 50079 67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes

Timestamp transferred Direction Data

2021-10-28 23:42:03 UTC 3621 ouT GET /HTTP/1.1

Host: bitly.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRkZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTMINTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx|16354644
93|c61f79881befe91cae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496920.29; _ga=GA1.1.733574328.1635496890

If-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

If-Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

2021-10-28 23:42:04 UTC 3622 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 28 Oct 2021 23:42:03 GMT
Cache-Control: no-cache
X-Frame-Options: DENY
Strict-Transport-Security: max-age=31536000
Via: 1.1 google
Alt-Svc: clear
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

157 192.168.2.3 50082 104.16.96.80 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes

Timestamp transferred Direction Data
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:42:04 UTC 3622 ouT GET /js/forms2/js/forms2.min.js HTTP/1.1
Host: app-ab01.marketo.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: __cf_bm=9kNcTqT3HbiBIh30J9cMDQmZD7gkt7kE..Yejlg8KpM-1635464485-0-Afb1//p8wkgb11y6132wEHpXdVz
coVP6t8590+dgTKiVX1BKondN4Jbfye6D3qceeOoNrdvy7VeeJ6RJILk+Lu5w=
I--None-Match: W/"815d9-33210-5ce2ba3f1c640"
I--Modified-Since: Tue, 12 Oct 2021 18:01:53 GMT

2021-10-28 23:42:04 UTC 3623 IN HTTP/1.1 304 Not Modified
Date: Thu, 28 Oct 2021 23:42:04 GMT
Connection: close
Last-Modified: Tue, 12 Oct 2021 18:01:53 GMT
ETag: "815d9-33210-5ce2ba3f1c640"
Vary: Accept-Encoding
X-Content-Type-Options: nosniff
CF-Cache-Status: HIT
Age: 5657
Expires: Fri, 29 Oct 2021 03:42:04 GMT
Cache-Control: public, max-age=14400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare
CF-RAY: 6a5804bc2a8605cc-FRA

Session ID Source IP Source Port Destination IP  Destination Port Process

158 192.168.2.3 50083 67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes

Timestamp transferred Direction Data

2021-10-28 23:42:04 UTC 3624 ouT GET /s/js/unauth.shorten.js HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=OTMINTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx|16354644
93|c61f79881befe9lcae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496920.29; _ga=GA1.1.733574328.1635496890

If-None-Match: "a45269e9a9acdd53c1264575de7alc4af4560d5a"

If-Modified-Since: Thu, 04 Jun 2020 15:12:13 GMT

2021-10-28 23:42:04 UTC 3626 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 28 Oct 2021 23:42:04 GMT
Cache-Control: no-cache
Strict-Transport-Security: max-age=31536000
Via: 1.1 google
Alt-Svc: clear
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

159 192.168.2.3 50084 67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes

Timestamp transferred Direction Data
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kBytes
Timestamp transferred

2021-10-28 23:42:04 UTC 3625

2021-10-28 23:42:04 UTC 3626

Session ID Source IP

16 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:25 UTC 1692

2021-10-28 23:41:26 UTC 1718

2021-10-28 23:41:26 UTC 1719

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49786

Direction

ouT

Data

GET /HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRKZWItOTN
i0S03ZTYXN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065; _gcl_au=1.1.1339037614.1635496889; _mkto_trk=id:754-KBJ-733&token:_mch-
bitly.com-1635496889137-41538; _gat=1; _gid=GA1.2.2126524125.1635496890; 2fa=|1635464493|b6561726be9eeh486
0fc86347da469bfe658e5e5; session=0TM1NTFiYzktMzNhMy00ZGI5LWI0ZWMtMzkzZDE5MzU3Zjkx| 16354644
93|c61f79881befe91lcae30edda604d771f34db971f; user=|1635464493|4f0e42bff7817f7922217ebfa0a04c49a746a433;
_ga_567GCTLIBB=GS1.1.1635496889.1.1.1635496920.29; _ga=GA1.1.733574328.1635496890

If-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

I-Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:42:04 GMT

Etag: "aeac629ded4cc469b6c8187f9a2c3dac0b05d58f"
Cache-Control: no-cache

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000

Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

13.33.93.56 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /static/1634669372/pages/wp-content/uploads/2020/05/illo-desktop-1440x651-1.jpg HTTP/1.1
Host: docrdsfx76ssb.cloudfront.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: image/jpeg

Content-Length: 146357

Connection: close

Date: Tue, 19 Oct 2021 22:34:33 GMT

Last-Modified: Tue, 19 Oct 2021 18:55:01 GMT

ETag: "23bb5-5ceb932e63b6c"

Server: Pagely Gateway/1.5.1

X-User-Agent: standard

X-Cache-Config: 0 0

Expires: Tue, 25 Jan 2022 22:34:33 GMT

Cache-Control: max-age=8467200

X-Cache-Status: HIT

Accept-Ranges: bytes

X-Cache: Hit from cloudfront

Via: 1.1 b15df7a96f142a8bf12c0e951a0ba489.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: MRS52-C1

X-Amz-Cf-ld: G3ipeUKFmwO0eM_YNgHPtX20NO_URtwVUa8VS3ta8tzp-4FtmQhXvxQ==
Age: 781613

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 48 00 48 00 00 ff db 00 43 00 01 01 01 01 01 01 01 01 01 01 01 01
010101010101010101010101010101010101010101010101010101010101010101010101010101
01010101 010101010101010101 ffdb004301010101010101010101010101010101010101010101
010101010101010101010101010101010101010101010101010101010101010101010101010101
010101 01 ffcO 00 11 08 02 8b 05 a0 03 01 11 00 02 11 01 03 11 01 ff c4 00 1f 00 01 00 01 03 05 01 01 00 00 00 00 00
00 00 00 00 00 08 02 03 07 01 04 05 06 09 Oa Ob ff c4 00 68 10 00 01 04 01 04 01 02 04 03 02 09 06 03 0f 0d 11 02 00 01
0304050607 11 12 08 13 21 09 14 22 31 15 23 41 32 51 0a 16

Data Ascii: JFIFHHCCh!"1#A2Q
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kBytes
Timestamp transferred

2021-10-28 23:41:26 UTC 1734

2021-10-28 23:41:26 UTC 1750

2021-10-28 23:41:26 UTC 1825

2021-10-28 23:41:26 UTC 1849

2021-10-28 23:41:26 UTC 1881

2021-10-28 23:41:26 UTC 1888

2021-10-28 23:41:26 UTC 1904

2021-10-28 23:41:26 UTC 1977

2021-10-28 23:41:26 UTC 2023

2021-10-28 23:41:26 UTC 2048

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: cf 6e f2 5f 56 76 78 79 d8 b7 ff 00 33 eb c5 fe 5b 9c Oe eb 99 34 07 54 8e 4f 27 bc a2 92 59 6b 48 ec 52 41 3¢
a7 bc 85 25 88 8d ff 00 68 27 39 05 db ab 3b 3b 30 b0 bf 2e 6a 5f c6 5b 75 4f fc 1f a7 63 6e 8e 2b d5 36 7d 12 c6 3e 9d f9
a7 c2 86 5e d2 ef fa 73 ef 8c fe 97 bb df 8e cf aa 56 6b 7c 3b fc 51 a8 03 14 3a 47 72 06 20 e7 d3 88 bc 8f f2 5a 58 €3 e4
65 8d de 30 97 77 a4 10 77 19 4d c9 c0 47 92 e9 23 bb 9c¢ 51 90 4b d7 35 27 bb ab 6f 9d f0 fd 43 4f 5d d3 5f f4 65 9d d2
db 3d 7a 79 0f Oe 19 e8 ff 00 a5 3f 87 4c e3 cb ef ec 5e 2f 87 bf 8b 65 50 a8 b6 9a dc f8 eb 49 38 d8 98 61 f2 57 c9 a8 25
9a 60 00 01 29 ac 41 bc 11 d8 99 b8 8c 5f a4 b2 9c 7d f9 93 a7 a8 46 65 Ob 5¢c d4 d3 e6 f1 2d b3 8¢ 2c d8 69 ef 1f Oc da
b4 be 29 27 f0 c6 ef Oe 1d 12 6b 1f ce e ef

Data Ascii: n_Vvxy3[4TO'YkHRA<%h'9;;0.j_[uOcn+6}>"sVk|;Q:Gr ZXeOwwMG#QK5'0CO]_e=zy?L"/eP18aW% )A_}Fe\-
i)'k

Data Raw: ed €9 2b f8 98 b5 46 96 b5 a8 b2 96 f3 17 f4 €6 77 0d 97 bf 8e 92 cd 7a 77 ef d8 8f 17 99 c4 96 46 2b 18 a8 e9
€3 90 af 8f b9 5a 43 b7 a7 ac 68 f1 37 a3 db 8d 46 c2 cb 87 6f 38 a3 86 af 75 Ob ed 4f 4d b8 d2 2a da 7e 52 d3 a5 a8 5d
d6 bd ad a7 5f d9 5d dd 5b 4e a4 28 d7 af 52 36 b7 96 92 af 4e a5 b7 85 1b 8a 56 f5 al 37 5f d1 5a 95 d7 04 fa 5e b2 d1
b5 3d 57 8b ec 38 1f 8d 34 cd 2b 4c d1 75 8b 6d 7a de fb f2 3e b1 4b 49 b2 b7 d3 ed f5 7d 33 52 b1 b5 bd 8d 3a b7 16 d6
b4 65 7b a7 df c6 d6 a5 1b d9 5¢ 54 b5 ab 77 6f 52 10 al db b6 c7 41 6e 26 €0 ee c0 6f d6 f2 €9 b0 d1 a5 a6 bl 17 70 3b
53 b7 56 32 14 72 b9 2c 1f e2 el €9 66 f5 96 7e 5¢c 5d bb d8 aa 79 9b 98 e2 2c 2e 23 1b 5a ed e9 e8 51 bd 9c 9e ec dO d8
c9 85 3a 59 2d 07 47 d7 35 fe 25 a7 c6 5¢ 53 a7 3d 22

Data Ascii: +FwzwF+ZCh7Fo8uOM*~R]_][N(R6NV7_Z"=W84+Lumz>KI}3R:e{\TwoRAN&op;SV2r,f~\ly, #ZQ:Y-G5%\S="

Data Raw: c6 4e 55 fd 38 ce ab c6 f6 46 66 02 ae 61 5c e3 96 e8 7 c6 62 9a ae 76 b5 bc 84 ee 6d fa ef cc e5 9c 63 1d 32
0 fa 3d 93 dd 25 1e b2 cc 1a 51 9c fe 31 9e b9 ce f8 c7 6¢ 74 58 ed 8c 91 bb 74 66 8e cf 93 1e 12 7c 98 83 8¢ 7b 89 bc
b6 6e b3 13 fd 2d 2f 8e 5b 8b 04 56 63 68 59 al 9e 39 e4 11 84 2d b7 f3 22 78 65 ad 5a 31 bb 5e f9 9e 42 82 c6 9f ab e7
3f de f6 b1 59 5d 71 7f 41 e3 76 da db 7c 67 9b f5 b2 9¢ 59 44 b7 95 3f 73 7f ec cb f1 b6 17 9b ed 29 9d aa 33 90 €9 8d 33
a8 b5 2d 88 ca 5a fa 7b 03 97 ce cd 10 fb 14 90 e2 71 f6 2f cb 18 fd 9b b1 85 77 16 5 f9 e4 bf 46 5d 63 52 bd 86 9d a7 6a
1a 84 e2 e7 0b Ob 2b ab d9 c5 75 94 2d 68 54 af 28 af 7b 54 da fa 51 94 d1 b4 e9 eb 1a be 95 a4 d2 9a a7 53 54 d4 ac 74
ea 75 la ca 84 ef ae a9 5b 46 6d 2c b6 a3 2a a9

Data Ascii: NU8Ffa\bvmc2=%Q1lItXtf|{n-/[VchY9-"xeZ1"B?Y]qAv|gYD?s)33-Z{q/wF]cRj+u-hT({TQSTtu[Fm,*

Data Raw: fa 7d 34 eb dc cd 2f 5b d5 2f e7 18 fa d6 a7 7f 51 24 ea dd 5d d4 8f 3c b3 27 0a 34 d4 2d e8 c6 14 69 42 11 c4
ab ab 9d e0 20 08 02 00 80 €9 57 5d {3 ba b6 8e 30 5f b6 37 4a 04 39 dc af d6 ce 33 67 6e c7 2c 7a 7e 84 a0 cd cf f3 1a af
6b 39 20 9f Oe 33 1e 16 66 fb 33 97 64 b6 fe e6 68 17 57 b2 cc 6f 35 €9 54 d3 2¢ 79 a2 d4 a9 e9 56 f3 8¢ 5 6b a8 4b 3f f4
ba ca 86 97 09 25 ed 52 5a 95 37 83 ad 5¢ e7 54 €2 0b 4b 24 f9 ac f4 18 d3 d5 2f b0 d6 2a 6a 97 11 9c 34 9b 59 c¢5 2d fd
56 87 8f a9 cd 3c 35 52 5a 75 45 e7 29 45 e3 6f fd 1f 36 97 ff 00 96 78 df fe a4 eb bd fa 00 ff 00 ee d7 e8 cf ff 00 a2 bb 0f
6 6a 9a a7 e5 49 ff 00 de ed €9 8b ff 00 a0 8d 53 fd aa 27 d0 3e 4a 6b 75 b1 d9 Ob 38 fa 6d 91 bf 5e 85 cb 14 31 cf 60 2a
b6 42 f4 35 a5 92 a5 17 b5 20 90 55 6b

Data Ascii: }4/[/Q$]<'4-iB W]0_7J93gn,z~k9 3f3dhWo5T,yVkK?%RZ7\TK$/*j4Y-V<5RZUE)E06XjIS">Jku8m”"1 *B5 Uk

Data Raw: bc 15 17 fa 6e ea 8d 1b 34 97 a4 8e 84 0d f3 d9 cc 2d c9 2a 55 09 ad e3 69 56 9f ab 7c 9b 3d 2e 59 f0 85 ed 7e
Oc e2 4b a8 db 68 3a d5 d4 6b e9 77 d5 23 f9 ad 37 59 ac el 46 54 ee aa 6¢ €9 d9 df c5 53 8b ab 26 €9 5b 5¢ 53 53 a8 €9
€2 b5 4999 df 4c 1c 05 71 af db d2 e2 1d 1e 8c ab 6a 9a 75 09 53 bd b6 86 3 bc d3 e9 a9 54 8c a8 c3 a4 ee 6d 1b 9b 50
8f b7 56 95 46 a2 e5 2a 30 81 f3 dd f0 92 307 17 el 77 98 9a 77 54 6b 99 ec 63 f6 cb 71 71 b6 76 9b 74 27 93 d6 88 34
f6 37 35 92 a3 63 15 aa 6e d4 61 23 31 d2 5a 8e 85 1b 79 18 88 1a 6a f8 a9 72 e4 0d eb 0Ob 01 fa a7 d3 af 00 d6 f4 85 cO
17 76 5a 6¢ 61 5b 5a d2 ab 43 5¢ d1 62 b9 64 ae aa db d1 ab 1a f6 54 e7 97 15 eb d6 95 2a 53 a5 24 dc 67 5d 50 4d a8
be 68 €9 0f 46 7c 53 4f 85 38 a6 de e2 2 4e 9e 9d 7f 07

Data Ascii: n4-*UiV|=.Y~Kh:kw#7YFTIS&\SSILqjuSTmPVF*0wwTkcqqvt'475cna#1ZyjrvZla[ZC\bd T*S$g]PMhF|SO8N

Data Raw: 3b 11 bb 1a 87 ¢8 8d 5d bc 39 dd 7d a4 71 38 2a b8 bc 56 97 da 3c 7e 2f 4e df d4 39 ed 21 80 ab 8c ed 97 cb
cf 1e 76 e5 3d 29 16 b3 ca e7 b2 39 e9 62 ca d8 c2 6a 48 b1 58 6b 51 50 c7 47 Oc d6 32 53 da b7 38 d4 9c al 89 46 14
e9 a7c8h9 79 e4 ea 4b 0a 75 le 64 a0 a5 ca 94 21 9a 73 51 8b 96 30 e5 26 73 15 ¢5 18 db ¢6 92 a7 52 52 6d ca ab 94
94 63 26 de c9 72 ae 77 Oc 25 95 cd 1c cb 77 94 93 59 b4 b6 77 47 e4 67 7b 9a c4 b3 7b 8d 6¢ b8 e7 f8 f5 97 b1 98 c3 c6
fe 94 00 63 5b 48 40 d4 74 65 50 90 e0 69 ¢8 63 d3 ec 4d 2¢ b2 b8 9b 01 b4 69 el 45 e3 9d ca a7 ba 72 ca ed fa Ob f3 71
dd 76 8f dd 99 59 75 e6 96 29 f2 d2 8f f3 16 24 fc b3 37 cd 3c ac e3 ae fd 7d 9c 7b 39 32 95 3a 78 da 50 63 f1 b4 ea 63 bl
5 80 62 ad 43 1f 5a 0a 54 6b 46 Oc cc 31 d7 a9 54 22 af 00

Data Ascii: ;]9}q8*V<~/N9!v=)9bjHXKkQPG2S8FyKud!sQ0&sRRmc&rw%wYwGgf{lc[H@tePicM,iErqvYu)$7<{92:xPccb
CZTkF1T"

Data Raw: ca ac 6a ad fa ¢5 74 ¢1 99 el dd 6a bf 0d f1 06 85 c4 36 d9 75 f4 3d 63 4e d5 a9 a4 fl1 cc ec 2e e9 5¢ b8 67 aa
55 23 4e 50 78 ed 27 e6 cf b9 bc 2e 6b 1f a9 70 d8 7d 49 89 94 67 c5 6a 1c 4e 37 3b 8c 98 5d 9c 65 c7 e5 €9 c1 90 a7 23
3b 39 33 f6 af 62 32 e5 9f ee fc 7e 9e df 9c 9d 47 4e ba d2 75 Ob fd 26 fa Oe 9d ee 97 7b 77 a6 dd d3 92 c3 85 d5 8d c5 4b
5a f1 69 f2 e3 15 69 54 5d 31 f0 c9 f7 36 ca f6 df 52 b2 b3 d4 6d 26 a7 69 a8 5a db df 5a cd 61 a9 5b dd d1 85 c5 09 6c da
de 9d 48 be bf 51 ca 81 75 31 2f ea 90 97 8 3f 3f f8 17 09 ac a6 bc d3 5f 5a 39 69 el a7 e4 d3 fa 99 f1 47 e5 ae 8e fe 20
79 3b bf 5a 4d al 68 20 c6 6e 96 ad 9e 9c 62 2e 20 38 fc ce 4a 5c¢ f6 37 a3 3f bb 03 d1 ca 57 eb ef ¢3 b7 db 9e 17 8 43
do 8e bd fb a6 f4 3f e8 d3 5b 73 75 2a 5d fO

Data Ascii: jtjsu=cN.\gU#NPx'.kp}giN7;]e#;93b2~GNu&{wKZiiTJL6Rm&iZZa[[HQu1/??_Z9iG y;ZMh nb. 8)\7?WC?[su*]

Data Raw: 3d 87 94 al 39 dc a8 c7 10 64 44 3e 73 18 f4 f1 b5 ae 56 97 5a bc 3f 8b db 0f 6e 5¢ 75 5b a5 85 9d b7 72 e4 ce
la 72 6a 52 da 5f 8f c7 ed df e0 91 ce 69 41 32 ca 58 99 fa b8 b5 49 45 9d a3 23 e7 d6 b3 1c ad 20 cf 18 c¢7 07 59 c5 9a
57 9d cO al c9 9b bd ac 40 d3 al 19 d7 2a 2a ed 04 bd €9 f4 ¢7 44 d6 31 96 f2 b6 58 d9 c5 6d 24 e5 96 3e 9f {7 fb df 4d fe
b5 f5 a5 Oc 86 b8 e0 20 08 02 00 80 20 08 08 6f bb 75 a3 3f 32 3c 46 bd eb b4 76 71 db 6f e5 71 ¢3 0f a7 37 16 42 ¢5 4d
93 8a 58 e4 9a 3e c0 10 46 43 0d 89 62 70 39 a5 38 62 92 01 e6 03 12 ca da bc 69 5a 9a c7 5a fa 6f 96 c9 4a e9 ec bb b7
d1 3e 8b 38 7d 51 6a 7f 3e 1d de 27 85 b7 94 7e 9d ba ed bf 97 91 2a a3 e0 b8 29 08 d8 5b b3 84 6e fc 00 93 70 ee 4c 31
b9 b0 1b 3f 47 6f 49 c9 a3 fd aa bf 5¢ 93 75 €0 6

Data Ascii: =9dD>sVZ2n\u[rrjR_iA2XIE# YW@**D1Xm$>M ou?2<Fvqoq7BMX>FCbp98biZZ0J>8}Qj>'~*)[npL1?Gol\u

Data Raw: 4e de bb 8c ¢6 39 20 26 16 ec 55 df 1f eb 73 f4 8f 7f a4 96 b6 a9 e8 af 8b €3 78 ed a3 69 6b 56 92 9e 15 ec 6e
€9 c6 d9 cl fe 9e 27 f9 f4 d2 dd c1 dO e7 4f 64 e7 94 6¢ ea 7e 96 b8 36 76 6a ea 77 97 54 aa f2 37 2b 19 59 d6 95 d4 67 8f
98 9c 23 2b 69 ef b2 9f ac 46 1d db 5d Oc d1 80 fO 1f 21 24 71 1e a8 dc 3a b5 e4 7e a5 2d 6¢ 16 1a 5b 5d 5b 96 72 00 b9
7e e5 7e 49 bd db d4 6a 7d 79 f7 61 77 7e 57 6d b2 f4 2f 5d c¢6 2f 51 d6 e9 d3 96 dc dO b2 b5 75 12 4f 77 8a b5 e7 4f da
5e 7e 16 3e 38 6a 5d 42 fb d3 8d 08 ca 51 d3 74 1a b5 23 ba 8d 4b db c8 d2 6f c9 ba 54 28 d5 c2 ce 1e 3c 6¢ bc 75 4b 27
71c978 21 a6 42 95 73 d3 9a f3 51 63 b3 d5 7a ca 17 ef 55 a5 66 a4 96 63 3e f1 4a 10 53 6a 36 €9 bc 64 cc 51 9¢ 57 26
38 c858 db b9 Ob 73 94 b8 f4 33 a7 aa 34 dd 8e b3

Data Ascii: N9 &UsxikVn'OdI~6vjwT 7+Y g#+iF]!$q:~-I[][r~~Ij}yaw~Wm/]/QuOwO"~>8j|BQt#KoT (<luK'gx!BsQczU
fc>JSj6dQWE&8Xs34

Data Raw: 8e 58 c¢5 bd 79 05 a4 60 f4 2f ff 00 98 06 bf 6f 3e f1 45 d4 ff 00 27 57 9c e4 fc 4b ca d1 cc b7 de 55 2a 78 d3 5b
a5 b6 13 7b 28 bd f2 9b 96 c6 c5 el bb 78 cb 52 a2 a2 97 25 bd 29 49 2e c9 42 0a 94 3c b7 4e 5e f5 b6 5b 4f 65 €9 96 1c
18 71 158 16 Oe fe al fO cf 61 df ea 94 dc 7b 7c d7 e7 76 60 ea 3¢ 13 90 07 1d 21 77 80 63 e7 57 4f e7 3f a3 cb c9 79 6d
fb 7c f7 ¢9 b2 Oe 4d 52 02 03 17 6e a6 d9 d6 dc 6¢ 45 09 29 df 7d 37 ae b4 9d e3 d4 1b 71 ae 6b d7 6b 17 f4 86 a8 1a d2
d6 Ob 5e 87 a9 07 e2 58 3c a5 69 65 c4 6a 9d 3b 3c e3 47 50 e0 6d 5b c7 d8 f4 a5 7a b6 ea 81 b4 da 6d ca b9 ae 28 e5 70
ba af Oe 1a 4f 73 f4 5d a8 bl 3a fb 48 b4 c5 3d 7a b7 24 13 7a 1a 8f 4e 5a 95 82 5¢ b6 88 d5 95 e2 3c a6 96 cc 38 b4 87
5f e6 31 59 30 ab 9f c4 65 f1 f5 00 cb 88 02 00

Data Ascii: Xy'/0>E'WKU*X[{(xR%)I.B<N"[Oega{|v'<!wcWO?ym|MRnIE)}7gkk"X<iej;<GPm[zm(pOs]:H=2$zNZ\<8_1Y0e
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kBytes
Timestamp transferred

2021-10-28 23:41:26 UTC 2060

2021-10-28 23:41:26 UTC 2076

Session ID Source IP

160 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:05 UTC 3626

2021-10-28 23:42:05 UTC 3627

2021-10-28 23:42:05 UTC 3627

Session ID Source IP

161 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:05 UTC 3627

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50086

Direction

ouT

Source Port
50088

Direction
ouT

Data

Data Raw: 5a 57 9e 69 4e 5f e2 2b cb 6e ad e2 34 ea bc 73 6 8¢ f1 3d b3 37 2e 9f c5 5a 27 ae d1 f5 fb 68 66 ea de 0f c5
a7 15 ed 5¢ 50 8a cb c6 37 75 69 75 86 cd ca 39 87 ea 63 cd d0 17 27 6e 9f 7f fb 2e 07 87 76 fe 97 3e cc cc ef ec ef cb 7b
7d 4c df 61 d9 ed e3 6 79 fd 1e 7d b6 ed d7 b9 ac 23 d5 63 cf dd fb 76 fa ce ff 00 a4 40 a5 b1 23 59 96 3f 5¢c 26 71 08 64
af 14 ce 76 23 60 26 22 76 fc c2 68 04 3b 03 47 d4 63 26 62 17 6f ad 8b 89 75 b4 57 2c 5b 58 cb 7c cd 62 39 f2 dd 26 f9
9e ef cb bf 58 3 ed 13 94 fd a7 8c 37 14 9c 14 3 25 87 97 8d fd 9c 61 24 b1 1f 9d 97 9c 19 7c 24 88 48 a2 f5 58 8¢ 3b 1b
8f 76 ee 42 e4 ee e4 ec dd b8 1e ee e2 c3 ¢c9 71 d1 db 87 fe 8e 31 a7 d5 ae 98 59 df 95 ed b2 f2 ca 58 7d ff 00 64 73 Ob
09 b5 9c bd df 54 fa bd fe 8c 2c 7d 09 3e 86

Data Ascii: ZWIiN_+n4s=7.Z'hf\P7uiu9c'n.v>{}Lay}cv@#Y 2\&qdv# &"vh;Gc&bouW,[X|b9&X7%a$|$HX;vBqlY X}dsT,}>

Data Raw: de Ob e2 1a 74 e9 ea fa 05 f4 ac ee 9d 19 4a 76 f5 e2 el Oa d6 7 76 d3 9c 29 ce 76 d7 96 d5 69 5c db ce 50 84
9d 2a b0 e6 84 64 a5 15 92 97 61 3a 90 40 10 04 01 00 40 10 04 01 00 40 10 04 07 c7 26 f5 6e d6 cf de dd bd cc d3 9a df
77 b7 bb 7b f5 9d 2d 7b ab 29 e4 f4 06 8f c7 6a fc f3 55 ¢9 63 b3 76 f1 c7 8¢ 8e 8¢ 71 4b 50 43 18 d4 e2 c6 46 f1 5¢c 08 a3
86 a4 40 3c b0 Ob 2d 09 aa f0 07 ¢9 52 ¢3 51 bc b9 f4 95 €9 a3 d2 bf a5 7d 61 57 af 52 eb 85 78 76 85 fd ad 85 95 dd 4a
b3 a9 53 4a 84 dd 27 07 4b 4e ac e5 6b 98 6b 14 al f9 be 65 28 e7 95 35 5f fc a5 fe 98 f4 28 4f 84 fd Oc fa 15 f4 4b e8 e2
a6 8b fd c7 7adc 34 1ladc 53 ¢4 77 93 d3 31 63 53 50 ac e4 ac 2c e3 71 7d 2a 32 b9 aa ea 69 d7 38 a9 56 51 72 9a f6 a5
bb d2 b8 0f 23 73 b1 Ob f8 €5 f0 ee d7 2d ea 38

Data Ascii: tJvv)vi\P*da: @ @ @&nw{-{)jUcvgKPCF\@<-RQ}aWRxvJSJ'KNkke(5_(OKz4Sw1cSP,q}*2i8VQri#s-8

Destination IP Destination Port Process

192.28.144.124 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /webevents/visitWebPage? mchNc=1635496924644& mchCn=&_mchld=754-KBJ-733&_mchTk=_mch-bitly.com-1
635496889137-41538&_mchHo=bitly.com&_mchPo=&_ mchRu=%2F&_ mchPc=https%3A& mchVr=160&_ mchEcid

=& mchHa=&_mchRe=&_mchQp= HTTP/1.1

Host: 754-kbj-733.mktoresp.com

Connection: keep-alive

Content-Length: 0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 28 Oct 2021 23:42:05 GMT

Content-Type: text/plain; charset=UTF-8
Content-Length: 2

Connection: close

X-Request-Id: 733a551f-c639-4865-9ca4-0a7aled5dea?
Access-Control-Allow-Origin: *

Data Raw: 4f 4b
Data Ascii: OK

Destination IP  Destination Port Process
162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572?t=URL%20Shortener%20-
%20Short%20URLs%20%26%20Custom%20Free%20Link%20Shortener%20%7C%20Bitly&u=https%3A%2F%2Fbit
ly.com%2F&r= HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f
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kBytes
Timestamp transferred

2021-10-28 23:42:05 UTC 3630

2021-10-28 23:42:05 UTC 3631

Session ID Source IP

162 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:05 UTC 3628

2021-10-28 23:42:05 UTC 3632

2021-10-28 23:42:05 UTC 3632

Session ID Source IP

163 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:05 UTC 3628

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50089

Direction

ouT

Source Port
50090

Direction
ouT

Data

HTTP/1.1 200 OK

Cache-Control: private,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/javascript

Content-Length: 1113

Date: Thu, 28 Oct 2021 23:42:05 GMT

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:05 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=1,Iso-n=1,fs=1,tfc=2,fpcd=2

Connection: close

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 2c 63 2c 73 2c 64 2¢ 65 2c 74 3b 20 69 66 28 21 77 69 6e
64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65 72 65 29 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41
6e 79 77 68 65 72 65 20 3d 20 7b 7d 3b 20 61 20 3d 20 77 69 6e 64 6f 77 2e 41 75 74 6f 70 69 6¢ 6f 74 41 6e 79 77 68 65
72 65 3b 20 20 61 2e 61 6e 79 77 68 65 72 65 43 6f 6e 66 69 67 20 3d 20 7b 22 74 22 3a 22 55 52 4c 20 53 68 6f 72 74 65
6e 65 72 20 2d 20 53 68 6f 72 74 20 55 52 4c¢ 73 20 26 20 43 75 73 74 6f 6d 20 46 72 65 65 20 4c 69 6e 6b 20 53 68 6f 72
74 65 6e 65 72 20 7c 20 42 69 74 6¢ 79 22 2c 22 75 22 3a 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 22 2¢
227222 3a22227d3b 2061 2e616e79 77 68657265

Data Ascii: (function(){var a,c,s,d,e,t; if('window.AutopilotAnywhere) window.AutopilotAnywhere = {}; a = window.Autopil
otAnywhere; a.anywhereConfig = {"t":"URL Shortener - Short URLs & Custom Free Link Shortener | Bitly","u":"https://bitl
y.com/","r":""}; a.anywhere

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:42:05 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process
162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

2021-10-28 23:42:05 UTC 3632

2021-10-28 23:42:05 UTC 3632

Session ID Source IP

164 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:05 UTC 3629

2021-10-28 23:42:05 UTC 3629

2021-10-28 23:42:05 UTC 3633

Session ID Source IP

165 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:05 UTC 3632

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50091

Direction

ouT

ouT

Source Port
50095

Direction
ouT

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:42:05 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

52.205.230.231 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /vl/events HTTP/1.1

Host: logx.optimizely.com

Connection: keep-alive
Content-Length: 779

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8
Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 61 63 63 6f 75 6e 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2c 22 61 6e 6f 6e 79 6d 69
7a 65 5f 69 70 22 3a 74 72 75 65 2c 22 63 6¢ 69 65 6e 74 5f 6e 61 6d 65 22 3a 22 6a 73 22 2¢ 22 63 6¢ 69 65 6e 74 5f 76
65 72 73 69 6f 6e 22 3a 22 30 2e 31 36 39 2e 30 22 2c 22 65 6e 72 69 63 68 5f 64 65 63 69 73 69 6f 6e 73 22 3a 74 72 75
65 2c 22 70 72 6f 6a 65 63 74 5f 69 64 22 3a 22 31 36 34 38 38 34 33 30 34 38 34 22 2¢ 22 72 65 76 69 73 69 6f 6e 22 3a
2239373622 2c 227669 7369 74 6f 72 73 22 3a 5b 7b 22 76 69 73 69 74 6f 72 5f 69 64 22 3a 22 6f 65 75 31 36 33 35
3439 36 38 38 35 34 35 34 72 30 2e 34 33 39 39 33 38 34 38 38 33 34 30 34 39 30 36 35 22 2¢ 22 73 65 73 73 69 6f 6e
5f 69 64 22 3a 22 41 55 54 4f 22 2¢ 22 61 74 74 72 69 62 75

Data Ascii: {"account_id":"16488430484","anonymize_ip":true,"client_name":"js","client_version":"0.169.0","enrich_decisi
ons":true,"project_id":"16488430484","revision":"976","visitors":[{"visitor_id":"0eu1635496885454r0.43993848834049065","
session_id":"AUTO","attribu

HTTP/1.1 204 No Content
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://bitly.com
Access-Control-Expose-Headers: X-Results-Data-Source
Content-Type: text/plain

Date: Thu, 28 Oct 2021 23:42:05 GMT

Server: nginx/1.17.2

Timing-Allow-Origin: *

X-Request-Id: 0f2fc277-818d-4268-a313-616b194alacO
Connection: Close

Destination IP  Destination Port Process
162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

OPTIONS /anywhere/cdc700557af740f28db94c45b02cb6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772
aaafl3f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Accept: */*

Access-Control-Request-Method: PUT

Origin: https://bitly.com

Sec-Fetch-Mode: cors

Sec-Fetch-Site: cross-site

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

2021-10-28 23:42:06 UTC 3634

2021-10-28 23:42:06 UTC 3635

Session ID Source IP

166 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:05 UTC 3633

2021-10-28 23:42:05 UTC 3634

2021-10-28 23:42:06 UTC 3635

2021-10-28 23:42:06 UTC 3635

Session ID Source IP

167 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:42:06 UTC 3634

2021-10-28 23:42:06 UTC 3634

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50096

Direction

ouT

ouT

Source Port
50097

Direction
ouT

ouT

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Headers: Null, Accept, Content-Type
Allow: GET, POST, PUT, OPTIONS

Date: Thu, 28 Oct 2021 23:42:06 GMT

Connection: close

Transfer-Encoding: chunked

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572/617b352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 58

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 23 63 6f 6e 74 65 6e 74 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/#content"}

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaaf13f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:06 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: It=0,Is0-n=1,fs=1

Date: Thu, 28 Oct 2021 23:42:06 GMT

Connection: close

Data Raw: 7b 7d
Data Ascii: {}

Destination IP  Destination Port Process
162.242.174.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

PUT /anywhere/cdc700557af740f28db94c45b02chb6b743603d29033348e9a0e2a5bd72d41572/617h352bble3ca772aaaf
13f HTTP/1.1

Host: zippyfrog.co

Connection: keep-alive

Content-Length: 50

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: text/plain;charset=UTF-8

Accept: */*

Origin: https://bitly.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 74 79 70 65 22 3a 22 68 65 61 64 73 75 70 63 68 65 63 6b 22 2c 22 75 72 6¢ 22 3a 22 68 74 74 70 73 3a
2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 22 7d
Data Ascii: {"type":"headsupcheck","url":"https://bitly.com/"}
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kBytes
Timestamp transferred

2021-10-28 23:42:06 UTC 3635

Session ID Source IP

17 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:26 UTC 2126

2021-10-28 23:41:26 UTC 2127

2021-10-28 23:41:26 UTC 2127

2021-10-28 23:41:26 UTC 2128

2021-10-28 23:41:26 UTC 2129

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49791

Direction

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Content-Length: 2

P3P: CP="Intentionally invalid"

Set-Cookie: cdc700557af740f28db94c45b02ch6b743603d29033348e9a0e2a5bd72d41572=617b352bble3ca772aaafl3f;
Path=/anywhere; Expires=Fri, 28 Oct 2022 23:42:06 GMT; SameSite=None; Secure; HttpOnly
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS

X-Timing: |t=0,ls0-n=0,fs=1

Date: Thu, 28 Oct 2021 23:42:06 GMT

Connection: close

Destination IP Destination Port Process

172.217.168.8 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /gtag/js?id=AW-768371374 HTTP/1.1
Host: www.googletagmanager.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript; charset=UTF-8
Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: Cache-Control

Vary: Accept-Encoding

Date: Thu, 28 Oct 2021 23:41:26 GMT

Expires: Thu, 28 Oct 2021 23:41:26 GMT

Cache-Control: private, max-age=900

Last-Modified: Thu, 28 Oct 2021 21:37:45 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains
Cross-Origin-Resource-Policy: cross-origin

Server: Google Tag Manager

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 30 30 30 0d Oa Oa 2f 2f 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 32 20 47 6f 6f 67 6¢ 65 20 49 6e 63 2e 20
41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 0a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 0a Oa 76 61 72 20
64 61 74 61 20 3d 20 7b 0a 22 72 65 73 6f 75 72 63 65 22 3a 20 7b 0a 20 20 22 76 65 72 73 69 6f 6e 22 3a 22 31 22 2c Oa
2020 0a 20 20 22 6d 61 63 72 6f 73 22 3a 5b 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 65 22 7d 2c 7b 22 66 75 6e 63
74 69 6f 6e 22 3a 22 5f 5f 63 69 64 22 7d 5d 2c 0a 20 20 22 74 61 67 73 22 3a 5b 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22
5f 5f 72 65 70 22 2c 22 6f 6e 63 65 5f 70 65 72 5f 65 76 65 6e 74 22 3a 74 72 75 65 2¢ 22 76 74 70 5f 63 6f 6e 74 61 69 6e
65 72 49 64 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 31 5d 2¢

Data Ascii: 8000// Copyright 2012 Google Inc. All rights reserved.(function(){var data = {"resource": { "version":"1",
"macros”:[{"function™:"__e"},{"function":"__cid"}], "tags":[{"function":"__rep","once_per_event"true,"vtp_containerld":["macr
o"1],

Data Raw: 72 6e 20 62 3c 61 2e 6¢ 65 6e 67 74 68 3f 7b 64 6f 6e 65 3a 21 31 2¢ 76 61 6¢ 75 65 3a 61 5b 62 2b 2b 5d 7d
3a 7b 64 6f 6e 65 3a 21 30 7d 7d 7d 2c 62 61 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 4f 62 6a 65 63
74 2e 63 72 65 61 74 65 3f 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 3a 66 75 6e 63 74 69 6f 6 28 61 29 7b 76 61 72 20 62
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 3d 61 3b 72 65 74 75 72 6e 20 6e 65 77 20 62
7d 2c 63 61 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 4f 62 6a 65 63 74 2e 73 65 74 50 72 6f
74 6f 74 79 70 65 4f 66 29 63 61 3d 4f 62 6a 65 63 74 2e 73 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 3b 65 6¢ 73 65 7b 76
617220 66 61 3b 61 3a 7b 76 61 72 20 68 61 3d 7b 61 3a

Data Ascii: rn b<a.length?{done:!1,value:a[b++]}:{done:!0}}},ba="function"==typeof Object.create?Object.create:function(a)
{var b=function(){};b.prototype=a;return new b},ca;if("function"==typeof Object.setPrototypeOf)ca=Object.setPrototypeO
f;else{var fa;a:{var ha={a:

Data Raw: 28 63 2c 61 5b 63 5d 29 7d 2c 7a 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 21 21 61 26 26
2822 5b 6f 62 6a 65 63 74 20 41 72 67 75 6d 65 6e 74 73 5d 22 3d 3d 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e
74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 61 29 7c 7c 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77
6e 50 72 6f 70 65 72 74 79 2e 63 61 6¢ 6¢ 28 61 2c 22 63 61 6¢ 6C 65 65 22 29 29 7d 2¢ 43 61 3d 66 75 6e 63 74 69 6f 6
286129 7b 72 65 74 75 72 6e 20 4d 61 74 68 2e 72 6f 75 6e 64 28 4e 75 6d 62 65 72 28 61 29 29 7c 7c 30 7d 2c 44 61
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 22 66 61 6¢ 73 65 22 3d 3d 53 74 72 69 6e 67 28 61 29 2e 74 6f
4c 6f 77 65 72 43 61 73 65 28 29 3f 21 31 3a 21 21 61 7d 2¢

Data Ascii: (c,a[c])},za=function(a){return!!a&&("[object Arguments]'==Object.prototype.toString.call(a)||Object.prototy
pe.hasOwnProperty.call(a,"callee"))},Ca=function(a){return Math.round(Number(a))||0},Da=function(a){return"false"==Strin
g(a).toLowerCase()?!1:!1a},
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2130 IN Data Raw: 64 20 30 3d 3d 3d 57 61 29 7b 76 61 72 20 61 3d 6e 75 6¢ 6¢ 2c 62 3d 6d 61 2e 74 72 75 73 74 65 64 54 79 70
65 73 3b 69 66 28 62 26 26 62 2e 63 72 65 61 74 65 50 6f 6¢ 69 63 79 29 7b 74 72 79 7b 61 3d 62 2e 63 72 65 61 74 65
50 6f 6¢ 69 63 79 28 22 67 6f 6f 67 23 68 74 6d 6¢ 22 2¢ 7b 63 72 65 61 74 65 48 54 4d 4c 3a 6e 61 2¢c 63 72 65 61 74 65
536372 69 70 74 3a 6e 61 2c 63 72 65 61 74 65 53 63 72 69 70 74 55 52 4c 3a 6e 61 7d 29 7d 63 61 74 63 68 28 63 29
7b 6d 61 2e 63 6f 6e 73 6f 6¢ 65 26 26 6d 61 2e 63 6f 6e 73 6f 6¢ 65 2e 65 72 72 6f 72 28 63 2e 6d 65 73 73 61 67 65 29
7d 57 61 3d 61 7d 65 6¢ 73 65 20 57 61 3d 61 7d 72 65 74 75 72 6e 20 57 61 7d 3b 76 61 72 20 5a 61 3d 66 75 6e 63 74
69 6f 6e 28 61 2c 62 29 7b 74 68 69 73 2e 6d 3d 62 3d 3d 3d 59 61
Data Ascii: d 0===Wa){var a=null,b=ma.trustedTypes;if(b&&b.createPolicy){try{a=b.createPolicy("goog#html" {cre
ateHTML:na,createScript:na,createScriptURL:na})}catch(c){ma.console&&ma.console.error(c.message)}Wa=a}else Wa=
ajreturn Wa};var Za=function(a,b){this.m=b===Ya

2021-10-28 23:41:26 UTC 2132 IN Data Raw: 6e 63 74 69 6f 6e 28 29 7b 7d 3b 63 2e 70 72 6f 74 6f 74 79 70 65 3d 61 2e 70 72 6f 74 6f 74 79 70 65 3b 76 61
72 20 64 3d 6e 65 77 20 63 3b 61 2e 61 70 70 6¢ 79 28 64 2¢ 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6¢ 69 63
65 2e 63 61 6¢ 6¢ 28 61 72 67 75 6d 65 6e 74 73 2¢ 31 29 29 3b 72 65 74 75 72 6e 20 64 7d 2c 71 62 3d 66 75 6e 63 74
69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 62 29 7b
76 6172 20 63 3d 62 3b 62 3d 6e 75 6¢ 6¢ 3b 63 28 29 7d 7d 7d 3b 76 61 72 20 72 62 3d 66 75 6e 63 74 69 6f 6e 28 61
29 7b 76 61 72 20 62 3d 21 31 2¢ 63 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 62 7c 7c 28 63 3d 61 28 2
92c 62 3d 213029 3b 7265747572 6e 2063 7d 7d 28 66 75 6e
Data Ascii: nction(){};c.prototype=a.prototype;var d=new c;a.apply(d,Array.prototype.slice.call(arguments,1));return d},
gb=function(a){var b=a;return function(){if(b){var c=b;b=null;c()}}};var rb=function(a){var b=!1,c;return function(){b||
(c=a(),b=!0);return c}}(fun

2021-10-28 23:41:26 UTC 2133 IN Data Raw: 74 65 45 6¢ 65 6d 65 6e 74 28 22 69 66 72 61 6d 65 22 29 3b 63 2e 68 65 69 67 68 74 3d 22 30 22 3b 63 2e
77 69 64 74 68 3d 22 30 22 3b 63 2e 73 74 79 6¢ 65 2e 64 69 73 70 6¢ 61 79 3d 22 6e 6f 6e 65 22 3b 63 2e 73 74 79 6C
65 2e 76 69 73 69 62 69 6¢ 69 74 79 3d 22 68 69 64 64 65 6e 22 3b 76 61 72 20 64 3d 42 2e 62 6f 64 79 26 26 42 2e 62 6
f64 79 2e 6¢c 61 73 74 43 68 69 6C 64 7c 7c 42 2e 62 6f 64 79 7c 7c 42 2e 68 65 61 64 3b 64 2e 70 61 72 65 6e 74 4e 6 6
4 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 63 2c 0a 64 29 3b 77 62 28 63 2c 62 29 3b 76 6 69 64 20 30 21 3d 3d 61
26 26 28 63 2e 73 72 63 3d 61 29 3b 72 65 74 75 72 6e 20 63 7d 2c 42 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63
29 7b 76 61 72 20 64 3d 6e 65 77 20 49 6d 61 67 65 28 31 2¢ 31 29 3b
Data Ascii: teElement(“iframe");c.height="0";c.width="0";c.style.display="none";c.style.visibility="hidden";var d=B.body
&&B.body.lastChild||B.body||B.head;d.parentNode.insertBefore(c,d);wb(c,b);void 0'==a&&(c.src=a);return c},Bb=function(a,
b,c){var d=new Image(1,1);

2021-10-28 23:41:26 UTC 2134 IN Data Raw: 2e 73 65 6e 64 42 65 61 63 6f 6e 26 26 73 62 2e 73 65 6e 64 42 65 61 63 6f 6e 28 61 29 7d 63 61 74 63 68 28
6329 7b 7d 62 7c 7c 42 62 28 61 29 7d 2c 4a 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 61 5b
62 5d 3b 63 26 26 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 63 2e 61 6e 69 6d 56 61 6¢ 26 26 28 63 3d 63
2e 61 6e 69 6d 56 61 6¢ 29 3b 72 65 74 75 72 6e 20 63 7d 2c 4b 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 6
2 3d 42 2e 66 65 61 74 75 72 65 50 6f 6¢ 69 63 79 3b 72 65 74 75 72 6e 20 62 26 26 71 61 28 62 2e 66 65 61 74 75 72 65
7329 3f 2d 31 21 3d 3d 62 2e 66 65 61 74 75 72 65 73 28 29 2e 69 6e 64 65 78 4f 66 28 61 29 3a 21 31 7d 2c 4c 62 3d 66
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 73 62 2e 75 73
Data Ascii: .sendBeacon&&sb.sendBeacon(a)}catch(c){}b||Bb(a)},Jb=function(a,b){var c=a[b];c&&"string"===typeof
c.animVal&&(c=c.animVal);return c},Kb=function(a){var b=B.featurePolicy;return b&&qa(b.features)?-1!==b.features().inde
xOf(a):!1},Lb=function(){return sb.us

2021-10-28 23:41:26 UTC 2136 IN Data Raw: 75 72 6e 7b 57 67 3a 61 28 22 63 6f 6e 73 65 6e 74 22 29 2c 58 67 3a 61 28 22 63 6f 6e 73 65 6e 74 5f 61 6¢
776179 73 5f 66 69 72 65 22 29 2¢ 59 65 3a 61 28 22 63 6f 6e 76 65 72 74 5f 63 61 73 65 5f 74 6f 22 29 2c 5a 65 3a 61
28 22 63 6f 6e 76 65 72 74 5f 66 61 6¢ 73 65 5f 74 6f 22 29 2¢ 24 65 3a 61 28 22 63 6f 6e 76 65 72 74 5f 6e 75 6¢ 6¢ 5f 74
6f 22 29 2c 61 66 3a 61 28 22 63 6f 6e 76 65 72 74 5f 74 72 75 65 5f 74 6f 22 29 2c 62 66 3a 61 28 22 63 6f 6e 76 65 72
74 5f 75 6e 64 65 66 69 6e 65 64 5f 74 6f 22 29 2c 73 6a 3a 61 28 22 64 65 62 75 67 5f 6d 6f 64 65 5f 6d 65 74 61 64 61
74 6122 29 2c 74 6a 3a 61 28 22 65 76 65 6e 74 5f 64 61 74 61 5f 6f 76 65 72 72 69 64 65 73 22 29 2c 71 62 3a 61 28 22
66 75 6e 63 74 69 6f 6e 22 29 2c 48 68 3a 61 28 22 69
Data Ascii: urn{Wg:a(“consent"),Xg:a(“consent_always_fire"),Ye:a("convert_case_to"),Ze:a("convert_false_to"),$
e:a("convert_null_to"),af:a("convert_true_to"),bf:a("convert_undefined_to"),sj:a("debug_mode_metadata”),tj:a(“event_data
_overrides"),gb:a("function"),Hh:a("i

2021-10-28 23:41:26 UTC 2137 IN Data Raw: 74 72 79 7b 76 61 72 20 6b 3d 4b 63 28 67 2c 62 2c 63 29 3b 6b 2e 76 74 70 5f 67 74 6d 45 76 65 6e 74 49 64
3d 62 2e 69 64 3b 0a 64 3d 49 63 28 6b 2c 62 29 3b 48 63 26 26 28 64 3d 48 63 2e 65 69 28 64 2¢ 6b 29 29 7d 63 61 74
63 6828 7a 29 7h 62 2e 72 67 26 26 62 2e 72 67 28 7a 2c 4e 75 6d 62 65 72 28 66 29 29 2¢ 64 3d 21 31 7d 63 5b 66 5d
3d 2131 3b 72 65 74 75 72 6e 20 64 3b 63 61 73 65 20 22 6d 61 70 22 3a 64 3d 7b 7d 3b 66 6f 72 28 76 61 72 20 6d 3d 3
13b 6d 3c 61 2e 6¢ 65 6e 67 74 68 3b 6d 2b 3d 32 29 64 5b 4a 63 28 61 5b 6d 5d 2c 62 2¢ 63 29 5d 3d 4a 63 28 61 5b 6d
2b 31 5d 2¢ 62 2¢c 63 29 3b 72 65 74 75 72 6e 20 64 3b 63 61 73 65 20 22 74 65 6d 70 6¢ 61 74 65 22 3a 64 3d 5b 5d 3b
66 6f 72 28 76 61 72 20 6e 3d 21 31 2¢ 70 3d 31 3b 70 3c 61 2e 6¢ 65
Data Ascii: try{var k=Kc(g,b,c);k.vtp_gtmEventld=b.id;d=Ic(k,b);Hc&&(d=Hc.ei(d,k))}catch(z){b.rg&&b.rg(z,Number(f)),d=11
Jelfl=!1;return d;case "map":d={};for(var m=1;m<a.length;m+=2)d[Jc(a[m],b,c)]=Jc(a[m+1],b,c);return d;case “template":d=
[I;for(var n=!1,p=1;p<a.le

2021-10-28 23:41:26 UTC 2144 IN Data Raw: 29 3b 69 66 28 30 3d 3d 3d 65 29 72 65 74 75 72 6e 21 31 3b 69 66 28 32 3d 3d 3d 65 29 72 65 74 75 72 6e
20 6e 75 6¢ 6¢ 7d 66 6f 72 28 76 61 72 20 66 3d Oa 61 2e 75 6e 6¢ 65 73 73 7c 7c 5b 5d 2¢ 67 3d 30 3b 67 3c 66 2e 6¢ 65
6e 67 74 68 3b 67 2b 2b 29 7b 76 61 72 20 6b 3d 62 28 66 5b 67 5d 29 3b 69 66 28 32 3d 3d 3d 6b 29 72 65 74 75 72 6e
20 6e 75 6¢ 6¢ 3b 69 66 28 31 3d 3d 3d 6b 29 72 65 74 75 72 6e 21 31 7d 72 65 74 75 72 6e 21 30 7d 2c 4d 63 3d 66 75 6
e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 63 29 7b 76 6f
69 64 20 30 3d 3d 3d 62 5b 63 5d 26 26 28 62 5b 63 5d 3d 4c 63 28 42 63 5b 63 5d 2c 61 29 29 3b 72 65 74 75 72 6e 20
62 5b 63 5d 7d 7d 3b 76 61 72 20 50 63 3d 7b 65 69 3a 66 75 6e 63 74

ii: );if(0===e)return!1;if(2===e)return null}for(var f=a.unlessl||[],g=0;g<f.length;g++){var k=b(f[g]);if(2===Kk)return

null;if(1===k)return!1}return!0},Mc=function(a){var b=[];return function(c){void 0===b[c]&&(b[c]=Lc(Bc|c],a));return b[c]}};var

Pc={ei:funct

2021-10-28 23:41:26 UTC 2146 IN Data Raw: 65 67 69 6f 6e 22 2c 58 65 3a 22 77 61 69 74 5f 66 6f 72 5f 75 70 64 61 74 65 22 2c 6d 61 3a 22 63 6f 6e 76 65
72 73 69 6f 6e 5f 6¢ 69 6e 6b 65 72 22 2c 43 61 3a 22 63 6f 6e 76 65 72 73 69 6f 6e 5f 63 6f 6f 6b 69 65 5f 70 72 65 66 69
7822 2c 6361 3a2276616¢ 756522 2c 6161 3a2263757272656e 6379 222c 4666 3a22 747269 705f7479
70 65 22 2c 56 3a 22 69 74 65 6d 73 22 2c 78 66 3a 22 70 61 73 73 65 6e 67 65 72 73 22 2c 48 64 3a 22 61 6¢ 6¢ 6f 77 5f
63 75 73 74 6f 6d 5f 73 63 72 69 70 74 73 22 2¢c 66 63 3a 22 73 65 73 73 69 6f 6e 5f 69 64 22 2c 43 66 3a 22 71 75 61 6e
7469 7479 22 2c 59 61 3222 74 72 61 6e 73 61 63 74 69 6f 6e 5f 69 64 22 2c 6d 62 3a 22 6¢ 61 6e 67 75 61 67 65 22 2C
4e 63 3a 22 63 6f 75 6e 74 7279 22 2c 4d 63 3a 22 61
Data Ascii: egion",Xe:"wait_for_update",ma:"conversion_linker",Ca:"conversion_cookie_prefix",ca:"value",aa:"currency",Ff
trip_type",V:"items" xf:"passengers",Hd:"allow_custom_scripts",fc:"session_id",Cf:"quantity",Ya:"transaction_id",mb:"|
anguage",Nc:"country",Mc:"a
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2150 IN Data Raw: 2c 54 63 3a 22 70 61 67 65 5f 74 69 74 6¢ 65 22 2c Oa 4c 62 3a 22 73 65 6e 64 5f 70 61 67 65 5f 76 69 65 77
22 2c 6f 62 3a 22 73 65 6e 64 5f 74 6f 22 2¢c 5a 64 3a 22 73 65 73 73 69 6f 6e 5f 65 6e 67 61 67 65 64 22 2¢ 53 63 3a 22
5f 6¢ 6f 67 67 65 64 5f 69 6e 5f 73 74 61 74 65 22 2c 24 64 3a 22 73 65 73 73 69 6f 6e 5f 6e 75 6d 62 65 72 22 2c 44 68
3a22 7472 61 63 6b 69 6e 67 5f 69 64 22 2¢ 5a 61 3a 22 75 72 6¢ 5f 70 61 73 73 74 68 72 6f 75 67 68 22 2c 4a 62 3a 22
61 63 63 65 70 74 5f 69 6e 63 6f 6d 69 6e 67 22 2¢c 61 63 3a 22 75 72 6¢ 5f 70 6f 73 69 74 69 6f 6e 22 2¢ 41 66 3a 22 70
68 6f 6e 65 5f 63 6f 6e 76 65 72 73 69 6f 6e 5f 6e 75 6d 62 65 72 22 2¢ 79 66 3a 22 70 68 6f 6e 65 5f 63 6f 6e 76 65 72 73
69 6f 6e 5f 63 61 6¢ 6¢ 62 61 63 6b 22 2C 7a 66 3a 22
Data Ascii: ,Tc:"page_title",Lb:"send_page_view",ob:"send_to",Zd:"session_engaged",Sc:"_logged_in_state",$d:"s
ession_number",Dh:"tracking_id",Za:"url_passthrough”,Jb:"accept_incoming",ac:"url_position",Af:"phone_conversi
on_number",yf:"phone_conversion_callback",zf:"

2021-10-28 23:41:26 UTC 2151 IN Data Raw: 65 28 5b 4e 2e 42 61 2c 4e 2e 58 62 2c 4e 2e 47 62 5d 29 3b 4e 2e 50 68 3d 4f 62 6a 65 63 74 2e 66 72 65 65
7a 65 28 5b 5d 2e 63 6f 6e 63 61 74 28 4e 2e 63 65 29 29 3b 4e 2e 64 65 3d 4f 62 6a 65 63 74 2e 66 72 65 65 7a 65 28
5b 4e 2e 6e 61 2c 4e 2e 50 63 2c 4e 2e 63 63 2c 4e 2e 56 63 5d 29 3b 4e 2e 51 68 3d 4f 62 6a 65 63 74 2e 66 72 65 65
7a 65 28 5b 5d 2e 63 6f 6e 63 61 74 28 4e 2e 64 65 29 29 3b 0a 0a 76 61 72 20 77 64 3d 7b 7d 3b 4e 2e 54 67 3d 4f 62 6
a 65 63 74 2e 66 72 65 65 7a 65 28 28 77 64 5b 4e 2e 42 61 5d 3d 31 2c 77 64 5b 4e 2e 4d 63 5d 3d 31 2c 77 64 5b 4e 2e
65 66 5d 3d 31 2c 77 64 5b 4e 2e 49 64 5d 3d 31 2c 77 64 5b 4e 2e 4a 64 5d 3d 31 2c 77 64 5b 4e 2e 4b 64 5d 3d 31 2¢
77 64 5b 4e 2e 4c 64 5d 3d 31 2c 77 64 5b 4e 2e 56 5d 3d 31 2c 77 64
Data Ascii: e([N.Ba,N.Xb,N.Gb]);N.Ph=0bject.freeze([].concat(N.ce));N.de=Object.freeze([N.na,N.Pc,N.cc,N.Vc));
N.Qh=0bject.freeze([].concat(N.de));var wd={};N.Tg=Object.freeze((wd[N.Ba]=1,wd[N.Mc]=1,wd[N.ef]=1,wd[N.ld]=1,
wd[N.Jd]=1,wd[N.Kd]=1,wd[N.Ld]=1,wd[N.V]=1,wd

2021-10-28 23:41:26 UTC 2160 IN Data Raw: 3d 21 30 29 3b 42 64 2e 43 64 3d 22 77 77 77 2e 67 6f 6f 67 6¢ 65 74 61 67 6d 61 6e 61 67 65 72 2e 63 6f 6d
223b 0a 76 61 72 20 47 64 3d 42 64 2e 43 64 2b 22 2f 67 74 6d 2e 6a 73 22 3b 47 64 3d 42 64 2e 43 64 2b 22 2f 67 74
61 67 2f 6a 73 22 3b 76 61 72 20 48 64 3d 47 64 2c 49 64 3d 44 61 28 22 22 29 2c 4a 64 3d 6e 75 6¢ 6¢ 2 4b 64 3d 6e 75
6c 6¢ 2c 4c 64 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 74 61 67 6d 61 6e 61 67 65 72 2e 63 6f 6d 2f 61
3f 69 64 3d 22 2b 42 64 2e 4a 2b 22 26 63 76 3d 31 22 2c 53 64 3d 7b 7d 2c 54 64 3d 7b 7d 2c 55 64 3d 66 75 6e 63 74
69 6f 6e 28 29 7b 76 61 72 20 61 3d 50 2e 73 65 71 75 65 6e 63 65 7c 7c 31 3b 50 2e 73 65 71 75 65 6e 63 65 3d 61 2b
313b 72 65 74 75 72 6e 20 61 7d 3b 42 64 2e 59 67 3d 22 22 3b
Data Ascii: =!0);Bd.Cd="www.googletagmanager.com";var Gd=Bd.Cd+"/gtm.js";Gd=Bd.Cd+"/gtag/js";var Hd=Gd,|d=Da("
"),Jd=null,Kd=null,Ld="https://www.googletagmanager.com/a?id="+Bd.J+"&cv=1",Sd={}, Td={},Ud=function()}{var a=P.
sequence||1;P.sequence=a+1;return a};Bd.Yg="";

2021-10-28 23:41:26 UTC 2161 IN Data Raw: 22 6e 6f 6e 47 6f 6f 67 6¢ 65 53 63 72 69 70 74 73 22 2c 22 6e 6f 6e 47 6f 6f 67 6¢ 65 49 66 72 61 6d 65 73 22
5d 2c 63 75 73 74 6f 6d 53 63 72 69 70 74 73 3a 5b 22 68 74 6d 6¢ 22 2¢ 22 63 75 73 74 6f 6d 50 69 78 65 6¢ 73 22 2C 22
6e 6f 6e 47 6f 6f 67 6¢ 65 50 69 78 65 6C 73 22 2¢ 22 6e 6f 6e 47 6f 6f 67 6¢ 65 53 63 72 69 70 74 73 22 2c 22 6e 6f 6e 47
6f 6f 67 6¢ 65 49 66 72 61 6d 65 73 22 5d 2c 6e 6f 6e 47 6f 6f 67 6¢ 65 50 69 78 65 6¢ 73 3a 5b 5d 2c 6e 6f 6e 47 6f 6f 67
6¢ 65 53 63 72 69 70 74 73 3a 5b 22 6e 6f 6e 47 6f 6f 67 6¢ 65 50 69 78 65 6¢ 73 22 5d 2¢ 6e 6f 6e 47 6f 6f 67 6¢ 65 49
66 72 61 6d 65 73 3a 5b 22 6e 6f 6e 47 6f 6f 67 6¢ 65 50 69 78 65 6¢ 73 22 5d 7d 2c 6b 65 3d 7b 63 6¢ 3a 5b 22 65 63 6¢
22 5d 2c 63 75 73 74 6f 6d 50 69 78 65 6¢ 73 3a

Data Ascii: "nonGoogleScripts”,"nonGooglelframes"],customScripts:["html","customPixels","nonGooglePixels","non
GoogleScripts”,"nonGooglelframes"],nonGooglePixels:[],nonGoogleScripts:['nonGooglePixels"],nonGooglelframes:[*

nonGooglePixels"]},ke={cl:["ecl"],customPixels:

2021-10-28 23:41:26 UTC 2162 IN Data Raw: 3b 72 3c 6d 2e 6¢ 65 6e 67 74 68 3b 72 2b 2b 29 7b 69 66 28 30 3e 63 2e 69 6e 64 65 78 4f 66 28 6d 5b 72 5d
2929 7b 41 64 28 31 31 29 3b 70 3d 21 31 3b 62 72 65 61 6b 20 61 7d 7d 65 6¢ 73 65 7b 70 3d 21 31 3b 62 72 65 61 6b
2061 7d 70 3d 21 30 7d 6e 3d 70 7d 76 61 72 20 75 3d 21 31 3b 69 66 28 64 29 7b 76 61 72 20 74 3d 30 3c 3d 65 2e 69
6e 64 65 78 4f 66 28 6b 29 3b 69 66 28 74 29 75 3d 74 3b 65 6¢ 73 65 7b 76 61 72 20 71 3d 78 61 28 65 2c 6d 7c 7c 5b 5
d 29 3b 71 26 26 41 64 28 31 30 29 3b 753d 71 7d 7d 76 61 72 20 76 3d 21 6e 7c 7c 75 3b 76 7c 7c 21 28 30 3c 3d 6d 2e
69 6e 64 65 78 4f 66 28 22 73 61 6e 64 62 6f 78 65 64 53 63 72 69 70 74 73 22 29 29 7c 7c 63 26 26 2d 31 21 3d 3d 63 2e
69 6e 64 65 78 4f 66 28 22 73 61 6e 64 62 6f 78 65 64 53 63 72 69
Data Ascii: ;r<m.length;r++){if(0>c.indexOf(m[r])){Ad(11);p=!1;break a}}else{p=!1;break a}p=!0}n=p}var u=!1;if(d){var t=
0<=e.indexOf(k);if(t)u=t;elsefvar q=xa(e,m||[]);qa&&Ad(10);u=g}}var v=In||u;v||!(0<=m.indexOf("sandboxedScripts"))||c&&-1
I==c.indexOf("sandboxedScri

2021-10-28 23:41:26 UTC 2164 IN Data Raw: 26 26 30 3c 66 26 26 76 6f 69 64 20 30 3d 3d 3d 6d 2e 75 70 64 61 74 65 29 2c 75 3d 7b 72 65 67 69 6f 6e 3a
70 2c 69 6e 69 74 69 61 6¢ 3a 22 67 72 61 6e 74 65 64 22 3d 3d 3d 62 2c 75 70 64 61 74 65 3a 6d 2e 75 70 64 61 74 65
2c 717569 65 74 3a 72 7d 3b 69 66 28 22 22 21 3d 3d 64 7c 7c 21 31 21 3d 3d 6d 2e 69 6e 69 74 69 61 6¢ 29 6b 5b 61
5d 3d 75 3b 72 26 26 6¢ 2e 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6€ 63 74 69 6f 6e 28 29 7b 6b 5b 61 5d 3d 3d 3d 75 2
626 752e 71 7569 65 74 26 26 28 75 2e 71 75 69 65 74 3d 21 31 2c 45 65 28 61 29 2c 44 65 28 29 2c 79 64 28 22 54 41
47 47 49 4e 47 22 2¢ 3229 29 7d 2¢ 66 29 7d 7d 7d Oa 66 75 6e 63 74 69 6f 6e 20 42 65 28 61 2c 62 29 7b 76 61 72 20
63 3d 7a 65 28 29 3b 63 2e 61 63 74 69 76 65 3d 21 30 3b 69 66 28 76
Data Ascii: &&0<f&&void 0===m.update),u={region:p,initial:"granted"===b,update:m.update,quiet:r};if(""!==d||!1!'==m.initi
al)k[a]=u;r&&l.setTimeout(function(){k[a]===u&&u.quiet&&(u.quiet=!1,Ee(a),De(),yd("TAGGING",2))},f)}}}function Be(a,b){v
ar c=ze();c.active=!0;if(v

2021-10-28 23:41:26 UTC 2165 IN Data Raw: 64 2e 6¢ 65 6e 67 74 68 26 26 4b 65 28 64 2c 66 75 6e 63 74 69 6f 6e 28 66 29 7b 76 61 72 20 67 3d 63 28 29
3b 30 3c 67 2e 6¢ 65 6e 67 74 68 26 26 28 66 2e 76 65 3d 67 2c 61 28 66 29 29 7d 29 7d 3b 66 75 6e 63 74 69 6f 6e 20
56 65 28 29 7b 7d 66 75 6e 63 74 69 6f 6e 20 57 65 28 29 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 58 65 28 61 29 7b 66 6f 72
287661 72 20 62 3d 5b 5d 2c 63 3d 30 3b 63 3c 59 65 2e 6¢ 65 6 67 74 68 3b 63 2b 2b 29 7b 76 61 72 20 64 3d 61 28
59 65 5b 63 5d 29 3b 62 5b 63 5d 3d 21 30 3d 3d 3d 64 3f 22 31 22 3a 21 31 3d 3d 3d 64 3f 22 30 22 3a 22 2d 22 7d 72 6
574 75 72 6e 20 62 2e 6a 6f 69 6e 28 22 22 29 7d 0a 76 61 72 20 59 65 3d 5b 4e 2e 43 2c 4e 2e 48 5d 2c 5a 65 3d 66 75
6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 5b 4e 2e 57 65
Data Ascii: d.length&&Ke(d,function(f){var g=c();0<g.length&&(f.ve=g,a(f))})};function Ve({}function We(){};function Xe(a)
{for(var b=[],c=0;c<Ye.length;c++){var d=a(Ye[c]);b[c]=!0===d?"1":11===d?"0":"-"}return b.join("")}var Ye=[N.C,N.H],Z
e=function(a){var b=a[N.We

2021-10-28 23:41:26 UTC 2166 IN Data Raw: 76 61 72 20 6¢ 66 3d 42 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 3a 72 6f 6f 74 22 29 3b 6¢
66 26 26 31 3d 3d 6¢ 66 2e 6¢ 65 6e 67 74 68 26 26 6¢ 66 5b 30 5d 3d 3d 42 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65
6e 74 26 26 28 6b 66 3d 21 30 29 7d 63 61 74 63 68 28 61 29 7b 7d 76 61 72 20 67 66 3d 6b 66 3b 0a 76 61 72 20 6d 66
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 3d 3d 3d 61 7c 7c 6e 75 6¢ 6¢ 3d 3d 3d 61
32222 3a 72612861 29 3f 46 61 28 53 74 72 69 6e 67 28 61 29 29 3a 22 65 30 22 7d 2c 6f 66 3d 66 75 6e 63 74 69 6f
6e 28 61 29 7b 72 65 74 75 72 6e 20 61 2e 72 65 70 6¢ 61 63 65 28 6e 66 2¢ 22 22 29 7d 2c 71 66 3d 66 75 6e 63 74 69 6
f6e 28 6129 7b 72 65 74 75 72 6e 20 70 66 28 61 2e 72 65 70 6¢
Data Ascii: var If=B.querySelectorAll(":root");If&&1==If.length&&If[0]==B.documentElement&&(kf=!0)}catch(a){}var gf=kf;var
mf=function(a){return void 0===al|null===a?"":ra(a)?Fa(String(a)):"e0"},of=function(a){return a.replace(nf,"")} gf=function(a)
{return pf(a.repl
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2021-10-28 23:41:26 UTC 2167 IN Data Raw: 64 65 72 29 62 3d 28 6e 65 77 20 6¢ 2e 54 65 78 74 45 6e 63 6f 64 65 72 28 22 75 74 66 2d 38 22 29 29 2e 65
6e 63 6f 64 65 28 61 29 3b 65 6¢ 73 65 7b 66 6f 72 28 76 61 72 20 63 3d 5b 5d 2¢ 64 3d 30 3b 64 3c 61 2e 6¢ 65 6e 67 74
68 3b 64 2b 2b 29 7b 76 61 72 20 65 3d 61 2e 63 68 61 72 43 6f 64 65 41 74 28 64 29 3b 31 32 38 3e 65 3f 63 2e 70 75
73 68 28 65 29 3a 32 30 34 38 3e 65 3f 63 2e 70 75 73 68 28 31 39 32 7c 65 3e 3e 36 2c 31 32 38 7c 65 26 36 33 29 3a
353532 3936 3e 65 7c 7c 35 37 33 34 34 3¢ 3d 65 3f 63 2e 70 75 73 68 28 32 32 34 7c 65 3e 3e 31 32 2c 31 32 38 7c 65
3e 3e 36 26 36 33 2c 31 32 38 7c 65 26 36 33 29 3a 28 65 3d 36 35 35 33 36 2b 28 28 65 26 31 30323329 3¢ 3¢ 31307
c 61 2e 63 68 61 72 43 6f 64 65 41 74 28 2b 2b 64 29 26 31 30 32
Data Ascii: der)b=(new |.TextEncoder("utf-8")).encode(a);elseffor(var c=[],d=0;d<a.length;d++){var e=a.charCodeAt(d);128
>e?c.push(e):2048>e?c.push(192|e>>6,128|e&63):55296>¢||57344<=e?c.push(224|e>>12,128|e>>6&63,128|e&63):
(e=65536+((e&1023)<<10|a.charCodeAt(++d)&102

2021-10-28 23:41:26 UTC 2169 IN Data Raw: 6d 5d 2c 22 63 69 74 79 22 2c 70 66 2c 6d 29 2c 64 28 6b 5b 6d 5d 2c 22 70 6f 73 74 61 6¢ 5f 63 6f 64 65 22
2c 6f 66 2c 6d 29 2c 64 28 6b 5b 6d 5d 2¢ 0a 22 72 65 67 69 6f 6e 22 2¢ 70 66 2c 6d 29 2c 64 28 6b 5b 6d 5d 2c 22 63 6f
75 6e 74 72 79 22 2c 6f 66 2¢ 6d 29 3b 79 66 28 66 2c 62 29 7d 65 6¢ 73 65 20 66 2e 70 75 73 68 28 7b 6e 61 6d 65 3a
22 65 72 72 6f 72 5f 63 6f 64 65 22 2¢c 76 61 6¢ 75 65 3a 22 65 33 22 2c 69 6e 64 65 78 3a 76 6f 69 64 20 30 7d 29 2c 62
28 66 29 7d 2c 44 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 43 66 28 61 2c 66 75 6e 63 74 69 6f 6e 28 63 29 7b 66
6f 72 28 76 61 72 20 64 3d 5b 22 74 76 2e 31 22 5d 2c 65 3d 30 2c 66 3d 30 3b 66 3c 63 2e 6¢ 65 6e 67 74 68 3b 2b 2b
66 29 7b 76 61 72 20 67 3d 63 5b 66 5d 2e 6e 61 6d 65 2c 6b 3d
Data Ascii: m],"city",pf,m),d(k[m],"postal_code",of,m),d(k[m],"region",pf,m),d(k[m],"country",of,m);yf(f,b)}else f.push(
{name:"error_code",value:"e3",index:void 0}),b(f)},Df=function(a,b){Cf(a,function(c){for(var d=["tv.1"],e=0,f=0;f<c.length;++f)
{var g=c[f].name k=

2021-10-28 23:41:26 UTC 2175 IN Data Raw: 74 75 72 6e 20 61 7d 2c 4e 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 67 65 74 43 6f 6e 74 61 69
6e 65 72 54 79 70 65 4c 6f 61 64 65 64 3d 62 3b 72 65 74 75 72 6e 20 61 7d 2c 4f 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢
6229 7b 61 2e 6f 6e 46 61 69 6¢ 75 72 65 3d 62 3b 72 65 74 75 72 6e 20 61 7d 3b Oa 46 66 2e 70 72 6f 74 6f 74 79 70 65
2e 67 65 74 57 69 74 68 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 76 6f 69 64 20 30 21 3d 3d 74
68 69 73 2e 65 76 65 6e 74 4d 6f 64 65 6¢ 5b 61 5d 29 72 65 74 75 72 6e 20 74 68 69 73 2e 65 76 65 6e 74 4d 6f 64 65 6¢
5b 61 5d 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 74 68 69 73 2e 74 61 72 67 65 74 43 6f 6e 66 69 67 5b 61 5d 29 72 65
747572 6e 20 74 68 69 73 2e 74 61 72 67 65 74 43 6f 6e 66
Data Ascii: turn a},Nf=function(a,b){a.getContainerTypeLoaded=Db;return a},Of=function(a,b){a.onFailure=b;return a};Ff.pr
ototype.getWithConfig=function(a){if(void 0!==this.eventModel[a])return this.eventModel[a];if(void 0!==this.targetConfig
[a])return this.targetConf

2021-10-28 23:41:26 UTC 2176 IN Data Raw: 2e 62 6f 74 74 6f 6d 7c 7c 62 2e 6¢ 65 66 74 3d 3d 62 2e 72 69 67 68 74 7c 7c 21 6¢ 2e 67 65 74 43 6f 6d 70
7574 6564 53 74 79 6¢ 65 29 72 65 74 75 72 6e 21 30 3b 76 61 72 20 63 3d 6¢ 2e 67 65 74 43 6f 6d 70 75 74 65 64 53
7479 6¢ 65 28 61 2c 6e 75 6¢ 6¢ 29 3b 69 66 28 22 68 69 64 64 65 6e 22 3d 3d 3d 63 2e 76 69 73 69 62 69 6¢ 69 74 79
297265747572 6e 21 30 3b 66 6f 72 28 76 61 72 20 64 3d 61 2¢ 65 3d 63 3b 64 3b 29 7b 69 66 28 22 6e 6f 6e 65 22 3d
3d 3d 65 2e 64 69 73 70 6¢ 61 79 29 72 65 74 75 72 6e 21 30 3b 76 61 72 20 66 3d 65 2e 6f 70 61 63 69 74 79 2¢c 67 3d 6
52e 66 69 6¢c 74 65 72 3b 69 66 28 67 29 7b 76 61 72 20 6b 3d 67 2e 69 6e 64 65 78 4f 66 28 22 6f 70 61 63 69 74 79 28
2229 3b 30 3c 3d 6b 26 26 28 67 3d 67 2e 73 75 62 73 74 72 69 6e
Data Ascii: .bottom||b.left==b.right||!l. getComputedStyle)return!0;var c=I.getComputedStyle(a,null);if("hidden"===c.visi
bility)return!0;for(var d=a,e=c;d;){if("none"===e.display)return!0;var f=e.opacity,g=efilter;if(g){var k=g.indexOf("opacity(");0<
=k&&(g=g.substrin

2021-10-28 23:41:26 UTC 2180 IN Data Raw: 6b 5b 30 5d 2e 6¢ 65 6e 67 74 68 29 29 7d 62 72 65 61 6b 3b 63 61 73 65 20 22 70 6f 72 74 22 3a 66 3d 53 74
7269 6e 67 28 4e 75 6d 62 65 72 28 61 2e 70 6f 72 74 29 7c 7c 28 22 68 74 74 70 22 3d 3d 67 3f 38 30 3a 22 68 74 74 70
7322 3d 3d 67 3f 34 34 33 3222 22 29 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 22 70 61 74 68 22 3a 61 2e 70 61 74 68
6e 61 6d 65 7c 7c 61 2e 68 6f 73 74 6e 61 6d 65 7c 7c 79 64 28 22 54 41 47 47 49 4e 47 22 2c Oa 31 29 3b 66 3d 22 2f 22
3d 3d 61 2e 70 61 74 68 6e 61 6d 65 2e 73 75 62 73 74 72 28 30 2c 31 29 3f 61 2e 70 61 74 68 6e 61 6d 65 3a 22 2f 22 2b
61 2e 70 61 74 68 6e 61 6d 65 3b 76 61 72 20 6d 3d 66 2e 73 70 6¢ 69 74 28 22 2f 22 29 3b 30 3c 3d 28 64 7c 7c 5b 5d
29 2e 69 6e 64 65 78 4f 66 28 6d 5b 6d 2e 6¢ 65 6e 67 74 68 2d
Data Ascii: k[0].length))}break;case “port":f=String(Number(a.port)||(“http"==g?80:"https"==g?443:""));break;case “path"
:a.pathname||a.hostname||lyd(“TAGGING",1);f="/"==a.pathname.substr(0,1) ?a.pathname:"/"+a.pathname;var m=f.split
("1");0<=(d[|[]).indexOf(m[m.length-

2021-10-28 23:41:26 UTC 2181 IN Data Raw: 22 3d 3d 3d 6b 5b 30 5d 26 26 28 6b 3d 6b 2e 73 75 62 73 74 72 69 6e 67 28 31 29 29 3b 67 3d 63 28 67 29
3b 6b 3d 63 28 6b 29 3b 22 22 21 3d 3d 67 26 26 28 67 3d 22 3f 22 2b 67 29 3b 22 22 21 3d 3d 6b 26 26 28 6b 3d 22 23
22 2b 6b 29 3b 76 61 72 20 6d 3d 22 22 2b 66 2b 67 2b 6b 3b 22 2f 22 3d 3d 3d 6d 5b 6d 2e 6c 65 6e 67 74 68 2d 31 5d 2
626 28 6d 3d 6d 2e 73 75 62 73 74 72 69 6e 67 28 30 2c 6d 2e 6¢ 65 6e 67 74 68 2d 31 29 29 3b 72 65 74 75 72 6e 20 6d
7d 3b 76 61 72 20 6¢ 67 3d 7b 7d 3b 0a 76 61 72 20 6f 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 30 3d 3d 61
2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 76 61 72 20 62 3b 62 3d 6d 67 28 61 2¢ 66 75 6e 63 74 69
6f 6e 28 63 29 7b 72 65 74 75 72 6e 21 6e 67 2e 74 65 73 74 28 63 2e 52
Data Ascii: "===k[0]&&(k=k.substring(1));g=c(g);k=c(k);""1==g&&(g="?"+g);""|==k&&(k="#"+k);var m=""+f+g+k;"/"=
==m[m.length-1]&&(m=m.substring(0,m.length-1));return m};var lg={};var og=function(a){if(0==a.length)return null;var b;b
=mg(a,function(c){return!ng.test(c.R

2021-10-28 23:41:26 UTC 2183 IN Data Raw: 64 3b 76 61 72 20 65 3d 78 67 5b 62 5d 3b 69 66 28 65 26 26 32 30 30 3e 4c 61 28 29 2d 65 2e 74 69 6d 65 73
7461 6d 70 29 72 65 74 75 72 6e 20 65 2e 72 65 73 75 6¢ 74 3b 76 61 72 20 66 3b 76 61 72 20 67 3d 5b 5d 2c 6b 3d 42
2e 62 6f 64 79 3b 0a 69 66 28 6b 29 7b 66 6f 72 28 76 61 72 20 6d 3d 6b 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢
6c 28 22 2a 22 29 2c 6e 3d 30 3b 6e 3c 6d 2e 6¢ 65 6e 67 74 68 26 26 31 45 34 3e 6e 3b 6e 2b 2b 29 7b 76 61 72 20 70
3d 6d 5b 6e 5d 3b 69 66 28 21 28 30 3c 3d 76 67 2e 69 6e 64 65 78 4f 66 28 70 2e 74 61 67 4e 61 6d 65 2e 74 6f 55 70 7
065 72 43 61 73 65 28 29 29 29 26 26 70 2e 63 68 69 6¢ 64 72 65 6 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 43
6f 6¢ 6¢ 65 63 74 69 6f 6€ 29 7b 66 6f 72 28 76 61 72 20 72 3d 21
Data Ascii: d;var e=xg[b];if(e&&200>La()-e.timestamp)return e.result;var f;var g=[],k=B.body;if(k){for(var m=k.querySele
ctorAll("**"),n=0;n<m.length&&1E4>n;n++){var p=m[n];if(!(0<=vg.indexOf(p.tagName.toUpperCase()))&&p.children in
stanceof HTMLCollection){for(var r=!

2021-10-28 23:41:26 UTC 2185 IN Data Raw: 31 31 34 33 0d Oa 70 75 73 68 28 7a 5b 4d 5d 29 7d 4f 3d 4c 7d 65 6¢ 73 65 20 4f 3d 7a 3b 76 3d 6f 67 28 4f
29 3b 31 30 3c 7a 2e 6¢ 65 6e 67 74 68 26 26 28 71 3d 22 33 22 29 7d 76 61 72 20 54 3d 5b 5d 3b 69 66 28 76 29 7b 76
61 7220 58 3d 76 2e 65 6¢ 65 6d 65 6e 74 2¢ 53 3d 7b 52 61 3a 76 2e 52 61 2c 74 61 67 4e 61 6d 65 3a 58 2e 74 61 67
4e 61 6d 65 2c 74 79 70 65 3a 31 7d 3b 61 2e 43 65 26 26 28 53 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 3d 70 67 28 5
82929 3b 61 2e 44 65 26 26 28 53 2e 69 73 56 69 73 69 62 6¢ 65 3d Oa 21 56 66 28 58 29 29 3b 54 2e 70 75 73 68 28
5329 7d 76 61 72 20 57 3d 7b 65 6¢ 65 6d 65 6e 74 73 3a 54 2c 73 74 61 7475 73 3a 71 7d 3b 78 67 5b 62 5d 3d 7b 74
69 6d 65 73 74 61 6d 70 3a 4c 61 28 29 2c 72 65 73 75 6¢ 74 3a 57 7d 3b
Data Ascii: 1143push(z[M])}O=L}else O=z;v=0g(0);10<z.length&&(q="3")}var T=[];if(v){var X=v.element,S={Ra:v.Ra
stagName:X.tagName, type:1};a.Ce&&(S.querySelector=pg(X));a.De&&(S.isVisible=!Vf(X)); T.push(S)}var W={elements:
T,status:q};xg[b]={timestamp:La(),result:W};
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2021-10-28 23:41:26 UTC 2186 IN Data Raw: 3a 76 61 72 20 62 3b 76 61 72 20 63 3d 61 2e 61 75 74 6f 5f 64 65 74 65 63 74 3b 69 66 28 63 29 7b 76 61 72
2064 3d 79 67 28 7b 43 65 3a 21 31 2c 44 65 3a 21 31 2c 0a 6f 64 3a 63 2e 65 78 63 6¢ 75 64 65 5f 65 6¢ 65 6d 65 6e 74
5f 73 65 6¢ 65 63 74 6f 72 73 2¢ 63 62 3a 7b 65 6d 61 69 6¢ 3a 21 21 63 2e 65 6d 61 69 6¢ 2C 70 68 6f 6€ 65 3a 21 21 63
2e 70 68 6f 6e 65 2¢ 59 66 3a 21 21 63 2e 61 64 64 72 65 73 73 7d 7d 29 2e 65 6¢ 65 6d 65 6e 74 73 2¢ 65 3d 7b 7d 3b
69 66 28 30 3c 64 2e 6¢ 65 6e 67 74 68 29 66 6f 72 28 76 61 72 20 66 3d 30 3b 66 3c 64 2e 6¢ 65 6e 67 74 68 3b 66 2b
2b 29 7b 76 61 72 20 67 3d 64 5b 66 5d 3b 69 66 28 31 3d 3d 3d 67 2e 74 79 70 65 29 7b 65 2e 65 6d 61 69 6¢ 3d 67 2e
5261 3b 62 72 65 61 6b 7d 7d 62 3d 65 7d 65 6¢ 73 65 20 62 3d 76
Data Ascii: :var b;var c=a.auto_detect;if(c){var d=yg({Ce:!1,De:!1,0d:c.exclude_element_selectors,ch:{email:!'c.email,ph
one:!lc.phone, Yf:!lc.address}}).elements,e={};if(0<d.length)for(var f=0;f<d.length;f++){var g=d[f];if(1===g.type){e.emai
|I=g.Ra;break}}b=e}else b=v

2021-10-28 23:41:26 UTC 2187 IN Data Raw: 74 69 6f 6e 28 67 29 7b 72 65 74 75 72 6e 20 67 2e 41 63 7d 2c 63 29 3b 72 65 74 75 72 6e 20 66 5b 30 5d 3f
66 5b 30 5d 2e 69 64 3a 76 6f 69 64 20 30 7d 7d 7d 3b 66 75 6e 63 74 69 6f 6e 20 55 67 28 61 2¢ 62 2¢ 63 2¢ 64 29 7b 76
6172 20 65 3d 50 67 28 29 2c 66 3d 77 69 6e 64 6f 77 3b 4e 67 28 66 29 26 26 28 66 2e 64 6f 63 75 6d 65 6e 74 2e 63 6f
6f 6b 69 65 3d 61 29 3b 76 61 72 20 67 3d 50 67 28 29 3b 72 65 74 75 72 6e 20 65 21 3d 67 7c 7c 76 6f 69 64 20 30 21 3d
6326 26 30 3c 3d 51 67 28 62 2c 67 2c 21 31 2c 64 29 2e 69 6e 64 65 78 4f 66 28 63 29 7d 0a 76 61 72 20 59 67 3d 66
75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 66 75 6e 63 74 69 6f 6e 20 64 28 74 2¢ 71 2¢ 76 29 7hb 69 66 28 6e 75 6¢ 6C
3d 3d 76 29 72 65 74 75 72 6e 20 64 65 6¢ 65 74 65 20 67 5b
Data Ascii: tion(g){return g.Ac},c);return f{0]?f[0].id:void O}}};function Ug(a,b,c,d){var e=Pg(),f=window;Ng(f)&&(f.doc
ument.cookie=a);var g=Pg();return e!=g||void 0!=c&&0<=Qg(b,g,!1,d).indexOf(c)}var Yg=function(a,b,c){function d(t,q,v){i
f(null==v)return delete g[

2021-10-28 23:41:26 UTC 2195 IN Data Raw: 3d 5b 5d 2c 65 3d 51 67 28 61 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 63 29 2c 66 3d 30 3b 66 3c 65 2e
6c 65 6e 67 74 68 3b 66 2b 2b 29 7b 76 61 72 20 67 3d 65 5b 66 5d 2e 73 70 6¢ 69 74 28 22 2e 22 29 2c 6b 3d 67 2e 73
68 69 66 74 28 29 3b 69 66 28 21 62 7c 7c 2d 31 21 3d 3d 62 2e 69 6e 64 65 78 4f 66 28 6b 29 29 7b 76 61 72 20 6d 3d
67 2e 73 68 69 66 74 28 29 3b 6d 26 26 28 6d 3d 6d 2e 73 70 6¢ 69 74 28 22 2d 22 29 2c 64 2e 70 75 73 68 28 7b 69 64 3
a 67 2e 6a 6 69 6e 28 22 2e 22 29 2c 6d 64 3a 31 2a 6d 5b 30 5d 7c 7c 31 2c 41 63 3a 31 2a 6d 5b 31 5d 7c 7c¢ 31 7d 29
297d 7d 72 65 74 75 72 6e 20 64 7d Oa 76 61 72 20 56 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 26 26 31 32 30 30
3c 61 2e 6¢ 65 6e 67 74 68 26 26 28 61 3d 61 2e 73 75 62 73 74 72 69
Data Ascii: =[],e=Qg(a,void 0,void 0,c),f=0;f<e.length;f++){var g=e[f].split("."),k=g.shift();if(!b||-1!==b.indexOf(k)){var m=g.sh
ift();m&&(m=m.split("-"),d.push({id:g.join("."),md:1*m[0]||1,Ac:1*m[1]||1}))}}return d}var Vg=function(a){a&&1200<a.length&&
(a=a.substri

2021-10-28 23:41:26 UTC 2196 IN Data Raw: 38 30 30 30 0d Oa 76 61 72 20 61 3d 5b 5d 2c 62 3d 77 69 6e 64 6f 77 2e 64 6f 63 75 6d 65 6e 74 2e 6c 6f 63
61 74 69 6f 6e 2e 68 6f 73 74 6e 61 6d 65 2e 73 70 6¢ 69 74 28 22 2e 22 29 3b 69 66 28 34 3d 3d 3d 62 2e 6¢ 65 6e 67
746829 7b 76 61 72 20 63 3d 62 5b 62 2e 6¢ 65 6e 67 74 68 2d 31 5d 3b 69 66 28 70 61 72 73 65 49 6e 74 28 63 2c 31
3029 2e 74 6f 53 74 72 69 6e 67 28 29 3d 3d 3d 63 29 72 65 74 75 72 6e 5b 22 6e 6f 6e 65 22 5d 7d 66 6f 72 28 76 61 72
20 64 3d 62 2e 6¢ 65 6e 67 74 68 2d 32 3b 30 3c 3d 64 3b 64 2d 2d 29 61 2e 70 75 73 68 28 62 2e 73 6¢ 69 63 65 28 64 2
9 2e 6a 6f 69 6e 28 22 2e 22 29 29 3b 0a 76 61 72 20 65 3d 77 69 6e 64 6f 77 2e 64 6f 63 75 6d 65 6e 74 2e 6¢ 6f 63 61 7
4 69 6f 6e 2e 68 6f 73 74 6e 61 6d 65 3b 61 68 2e 74 65 73 74 28
Data Ascii: 8000var a=[],b=window.document.location.hostname.split(".");if(4===b.length){var c=b[b.length-1];if(parselnt
(c,10).toString()===c)return["none"]}or(var d=b.length-2;0<=d;d--)a.push(b.slice(d).join("."));var e=window.document.lo
cation.hostname;ah.test(

2021-10-28 23:41:26 UTC 2199 IN Data Raw: 7d 29 3b 6b 2e 5f 67 63 6¢ 5f 61 75 3f 79 64 28 22 47 54 4d 22 2c 35 37 29 3a 6b 2e 5f 67 63 6¢ 5f 61 75 3d 65
7d 6b 68 28 63 2 61 2e 70 61 74 68 2c 61 2e 64 6f 6d 61 69 6e 29 7d 7d 3b Oa 66 75 6e 63 74 69 6f 6e 20 6b 68 28 61 2c
62 2c 6329 7b 76 61 72 20 64 3d 65 68 28 61 2c 62 2c 63 2c 68 68 2¢ 22 61 64 5f 73 74 6f 72 61 67 65 22 29 3b 69 66 28
21642972 65747572 6e21313b76 61722065 3d64 2e 7370 6¢ 69 74 28 22 2e 22 29 3b 35 3d 3d 3d 65 2e 6¢ 65
6e 67 74 68 3f 28 69 68 5b 61 5d 3d 65 2e 73 6¢ 69 63 65 28 30 2c 32 29 2e 6a 6f 69 6e 28 22 2e 22 29 2c 65 2e 73 6¢ 69
63 65 28 32 2¢ 34 29 2e 6a 6f 69 6e 28 22 2e 22 29 29 3a 33 3d 3d 3d 65 2e 6¢ 65 6e 67 74 68 3f 65 2e 73 6¢ 69 63 65 28
30 2c 32 29 2e 6a 6f 69 6e 28 22 2e 22 29 3a 69 68 5b 61
Data Ascii: });k._gcl_au?yd("GTM",57):k._gcl_au=e}kh(c,a.path,a.domain)}};function kh(a,b,c){var d=eh(a,b,c,hh,"ad_stora
ge");if('d)return!1;var e=d.split(".");5===e.length?(ih[a]=e.slice(0,2).join("."),e.slice(2,4).join(".")):3===e.length?e.slice(0,2
).join("."):ih[a

2021-10-28 23:41:26 UTC 2200 IN Data Raw: 7c¢ 67 3e 3e 34 2c 70 3d 28 67 26 31 35 29 3c 3¢ 32 7c 6b 3e 3e 36 2c 72 3d 6b 26 36 33 3b 65 7c 7c 28 72 3d
3634 2c 64 7c 7c 28 70 3d 36 34 29 29 3b 62 2e 70 75 73 68 28 70 68 5b 6d 5d 2c 70 68 5b 6e 5d 2c 70 68 5b 70 5d 2¢
70 685b 72 5d 29 7d 72 65 74 75 72 6e 20 62 2e 6a 6f 69 6e 28 22 22 29 7d 0a 66 75 6e 63 74 69 6f 6e 20 74 68 28 61
29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 6d 29 7b 66 6f 72 28 3b 64 3c 61 2e 6¢ 65 6e 67 74 68 3b 29 7b 76 61 72 20 6e 3d
61 2e 63 68 61 72 41 74 28 64 2b 2b 29 2¢ 70 3d 72 68 5b 6e 5d 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 70 29 72 65 74 75 72 6e 2
070 3b 69 66 28 21 2f 5e 5b 5¢ 73 5¢ 78 61 30 5d 2a 24 2f 2e 74 65 73 74 28 6e 29 29 74 68 72 6f 77 20 45 72 72 6f 72 2
8 22 55 6e 6b 6e 6f 77 6e 20 62 61 73 65 36 34 20 65 6e 63 6f 64
Data Ascii: |[g>>4,p=(9&15)<<2|k>>6,r=k&63;e||(r=64,d||(p=64));b.push(ph[m],ph[n],ph[p],ph[r])}return b.join("**)}function
th(a){function b(m){for(;d<a.length;){var n=a.charAt(d++),p=rh[n];if(null!'=p)return p;if(!/*\s\xa0]*$/.test(n))throw Error("Unkn
own base64 encod

2021-10-28 23:41:26 UTC 2204 IN Data Raw: 61 69 6e 73 2c 6e 3d 61 2c 70 3d 21 21 67 2e 73 61 6d 65 48 6f 73 74 3b 69 66 28 6d 26 26 28 70 7c 7c 6e 21
3d 3d 42 2e 6¢ 6f 63 61 74 69 6f 6 2e 68 6f 73 74 6e 61 6d 65 29 29 66 6f 72 28 76 61 72 20 72 3d 30 3b 72 3c 6d 2e 6¢
65 6e 67 74 68 3b 72 2b 2b 29 69 66 28 6d 5b 72 5d 69 6e 73 74 61 6e 63 65 6f 66 20 52 65 67 45 78 70 29 7b 69 66 28
6d 5b 72 5d 2e 74 65 73 74 28 6e 29 29 7b 6b 3d 21 30 3b 62 72 65 61 6b 20 61 7d 7d 65 6¢ 73 65 20 69 66 28 30 3¢ 3d
6e 2e 69 6e 64 65 78 4f 66 28 6d 5b 72 5d 29 7c 7c 70 26 26 30 3c 3d 6d 5b 72 5d 2e 69 6e 64 65 78 4f 66 28 6e 29 29 7b
6b 3d 21 30 3b 62 72 65 61 6b 20 61 7d 6b 3d 21 31 7d 69 66 28 6b 29 7b 76 61 72 20 75 3d 67 2e 70 6¢ 61 63 65 6d 65
6e 74 3b 76 6f 69 64 20 30 3d 3d 75 26 26 28 75 3d 67 2e 66 72 61
Data Ascii: ains,n=a,p=!!g.sameHost;if(m&&(p||n!==B.location.hostname))for(var r=0;r<m.length;r++)if(m[r]instanceof RegE
xp){if(m[r].test(n)){k=!0;break a}}else if(0<=n.indexOf(m[r])||p&&0<=m][r].indexOf(n)){k=!0;break a}k=!1}if(k){var u=g.pl
acement;void 0==u&&(u=g.fra

2021-10-28 23:41:26 UTC 2207 IN Data Raw: 65 77 20 44 61 74 65 29 2e 67 65 74 54 69 6d 65 7a 6f 6e 65 4f 66 66 73 65 74 28 29 2c 4c 62 28 29 2c 4d 61
74 68 2e 66 6¢ 6f 6f 72 28 4c 61 28 29 2f 36 30 2f 31 45 33 29 2d 28 76 6f 69 64 20 30 3d 3d 3d 62 3f 30 3a 62 29 2c 73
62 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 2e 62 72 61 6e 64 73 2c 73 62 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61
2e 6d 6f 62 69 6¢ 65 2¢ 73 62 2e 75 73 65 72 41 67 65 6e 74 44 61 74 61 2e 70 6¢ 61 74 66 6f 72 6d 2c 61 5d 2e 6a 6f 69
6e 28 22 2a 22 29 3b 72 65 74 75 72 6e 20 76 68 28 63 29 2e 74 6f 53 74 72 69 6e 67 28 33 36 29 7d 7d 66 75 6e 63 74
69 6f 6e 20 4e 68 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 6a 67 28 6¢ 2e 6¢
6f 63 61 74 69 6f 6e 2e 68 72 65 66 29 2c 63 3d 62 2e 73 65 61
Data Ascii: ew Date).getTimezoneOffset(),Lb(),Math.floor(La()/60/1E3)-(void 0===b?0:b),sb.userAgentData.brands
,sb.userAgentData.mobile,sb.userAgentData.platform,a].join("*");return vh(c).toString(36)}}function Nh(){return function(a)
{var b=jg(l.location.href),c=b.sea
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2212 IN Data Raw: 28 62 2c 32 2c 63 29 2c 66 3d 42 68 28 62 2c 33 2c 63 29 3b 69 66 28 52 61 28 64 29 29 7b 76 61 72 20 67 3d
4a 68 28 64 2c 76 6f 69 64 20 30 29 3b 63 3f 53 68 28 22 5f 67 6¢ 22 2c 67 2¢ 61 29 3a 54 68 28 22 5f 67 6¢ 22 2c 67 2¢
612c 213129 7d 69 66 28 21 63 26 26 52 61 28 65 29 29 7b 76 61 72 20 6b 3d 4a 68 28 65 29 3b 54 68 28 22 5f 67 6¢
22 2c 6b 2c 61 2c 21 30 29 7d 66 6f 72 28 76 61 72 20 6d 20 69 6e 20 66 29 69 66 28 66 2e 68 61 73 4f 77 6e 50 72 6f 70
65727479 28 6d 29 29 61 3a 7b 76 61 72 20 6e 3d 6d 2c 70 3d 66 5b 6d 5d 2c 72 3d 61 3b 69 66 28 72 2e 74 61 67 4e
61 6d 65 29 7b 69 66 28 22 61 22 3d 3d 3d 72 2e 74 61 67 4e 61 6d 65 2e 74 6f 4¢c 6f 77 65 72 43 61 73 6528 2929 7b 5
4 68 28 6e 2c 70 2c 72 2¢ 76 6f 69 64 20 30 29 3b 62 72 65 61 6b
Data Ascii: (b,2,c),f=Bh(b,3,c);if(Ra(d)){var g=Jh(d,void 0);c?Sh("_gI",g,a):Th("_gl",g,a,!1)}if('c&&Ra(e)){var k=Jh(e);
Th("_gl",k,a,!0)}or(var m in f)if(f.hasOwnProperty(m))a:{var n=m,p=f[m],r=a;if(r.tagName){if("a"===r.tagName.toLowerCas
e()){Th(n,p,r,void 0);break

2021-10-28 23:41:26 UTC 2213 IN Data Raw: 6e 28 29 7b 76 61 72 20 61 3d 42 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 6f 73 74 6e 61 6d 65 2c 62 3d 44 68 2e 65
7865 63 28 42 2e 72 65 66 65 72 72 65 72 29 3b 69 66 28 21 62 29 72 65 74 75 72 6e 21 31 3b 76 61 72 20 63 3d 62 5b
32 5d 2c 64 3d 62 5b 31 5d 2c 65 3d 22 22 3b 69 66 28 63 29 7b 76 61 72 20 66 3d 63 2e 73 70 6¢ 69 74 28 22 2f 22 29
2c 67 3d 66 5b 31 5d 3b 65 3d 22 73 22 3d 3d 3d 67 3f 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 66 5b 32
5d 29 3a 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 67 29 7d 65 6¢ 73 65 20 69 66 28 64 29 7b 69 66 28 30
3d 3d 3d 64 2e 69 6e 64 65 78 4f 66 28 22 78 6e 2d 2d 22 29 29 72 65 74 75 72 6e 21 31 3b 65 3d 64 2e 72 65 70 6¢ 61 6
365 28 2f 2d 2f 67 2c 22 2e 22 29 2e 72 65 70 6¢ 61 63 65 28 2f
Data Ascii: n(){var a=B.location.hostname,b=Dh.exec(B.referrer);if('b)return!1;var c=b[2],d=b[1],e="";if(c){var f=c.spli
t("/"),g=f[1];e="s"===g?decodeURIComponent(f[2]):decodeURIComponent(g)}else if(d){if(0===d.indexOf("xn--"))ret

urn!l;e=d.replace(/-/g,".").replace(/

2021-10-28 23:41:26 UTC 2218 IN Data Raw: 28 62 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 67 69 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 3d 7b 7d 2c 64
3d 5b 5d 2c 65 3d 30 3b 65 3c 61 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 29 63 5b 61 5b 65 5d 5d 3d 21 30 2¢ 64 2e 70 75 73
68 28 61 5b 65 5d 29 3b 66 6f 72 28 76 61 72 20 66 3d 30 3b 66 3c 62 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29 63 5b 62 5b
66 5d 5d 7c 7c 64 2e 70 75 73 68 28 62 5b 66 5d 29 3b 72 65 74 75 72 6e 20 64 7d Oa 66 75 6e 63 74 69 6f 6e 20 69 69 2
86129 7b 726574 75 72 6e 20 61 26 26 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 61 26 26 61 2e 6d 61 74 63
68 28 5a 68 29 3f 61 3a 22 5f 67 63 6¢ 22 7d Oa 76 61 72 20 6b 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d
6a 67 28 6¢ 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 29 2c 62 3d
Data Ascii: (b)};function gi(a,b){for(var c={},d=[],e=0;e<a.length;e++)c[a[e]]=!0,d.push(a[e]);for(var f=0;f<b.length;f++)c[b[f]]|
|d.push(bl[f]);return d}function ii(a){return a&&"string"==typeof a&&a.match(zh)?a:"_gcl"}var ki=function(){var a=jg(l.lo
cation.href),b=

2021-10-28 23:41:26 UTC 2219 IN Data Raw: 61 2e 67 66 5b 30 5d 29 29 3b 61 2e 68 61 26 26 66 28 22 68 61 22 2c 70 28 61 2e 68 61 5b 30 5d 29 29 3b 61
2e 67 70 26 26 66 28 22 67 70 22 2c 70 28 61 2e 67 70 5b 30 5d 29 29 3b 69 66 28 28 76 6 69 64 20 30 3d 3d 59 68 2e
65 6e 61 62 6¢ 65 5f 67 62 72 61 69 64 5f 63 6f 6f 6b 69 65 5f 77 72 69 74 65 3f 30 3a 59 68 2e 65 6e 61 62 6¢ 65 5f 67 62
72 61 69 64 5f 63 6f 6f 6b 69 65 5f 77 72 69 74 65 29 26 26 21 6d 26 26 61 2e 67 62 29 7b 76 61 72 20 72 3d 61 2e 67 62
5b 30 5d 2¢ 75 3d 6e 69 28 22 67 62 22 2c 0a 67 29 2c 74 3d 21 31 3b 69 66 28 21 62 29 66 6f 72 28 76 61 72 20 71 3d
64 69 28 75 29 2¢ 76 3d 30 3b 76 3c 71 2e 6¢ 65 6e 67 74 68 3b 76 2b 2b 29 71 5b 76 5d 2e 72 61 3d 3d 3d 72 26 26 71
5b 76 5d 2e 6¢ 61 62 65 6¢ 73 26 26 30 3¢ 71 5b 76 5d 2e 6c 61
Data Ascii: a.gf[0]));a.ha&&f("ha",p(a.ha[0]));a.gp&&f("gp",p(a.gp[0]));if((void 0==Yh.enable_gbraid_cookie_write?0:Yh.e
nable_gbraid_cookie_write)&&!m&&a.gb){var r=a.gb[0],u=ni("gb",g),t=!1;if('b)for(var g=di(u),v=0;v<q.length;v++)q[v].ra==
=r&&q[v].labels&&0<q[v].la

2021-10-28 23:41:26 UTC 2228 IN Data Raw: 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 2e 66 69 6¢ 74 65 72 28 66 75 6e 63 74 69 6f 6e 28
6229 7b 72 65 74 75 72 6e 20 24 68 2e 74 65 73 74 28 62 2e 72 61 29 7d 29 7d 2c 73 69 3d 66 75 6e 63 74 69 6f 6e 28
61 2c 62 29 7b 69 66 28 4e 67 28 6¢ 29 29 7h 66 6f 72 28 76 61 72 20 63 3d 69 69 28 62 2e 70 72 65 66 69 78 29 2c 64
3d 7b 7d 2c 65 3d 30 3b 65 3c 61 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 29 61 69 5b 61 5b 65 5d 5d 26 26 28 64 5b 61 5b 65 5
d 5d 3d 61 69 5b 61 5b 65 5d 5d 29 3b 63 69 28 66 75 6e 63 74 69 6f 6e 28 29 7b 79 61 28 64 2c 66 75 6e 63 74 69 6f 6e
2866 2c 67 29 7b 76 61 72 20 6b 3d 51 67 28 63 2b 67 2c 42 2e 63 6f 6f 6b 69 65 2c 76 6f 69 64 20 30 2c 22 61 64 5f 73
74 6f 72 61 67 65 22 29 3b 6b 2e 73 6f 72 74 28 66 75 6e 63 74 69
Data Ascii: unction(a){return a.filter(function(b){return $h.test(b.ra)})},si=function(a,b){if(Ng(l)){for(var c=ii(b.prefix),d={},
e=0;e<a.length;e++)ai[ale]]&&(d[a[e]]=ai[a[e]]);ci(function(){ya(d,function(f,g){var k=Qg(c+g,B.cookie,void 0,"ad_storag
e");k.sort(functi

2021-10-28 23:41:26 UTC 2229 IN Data Raw: 69 28 62 29 3b 69 66 28 22 5f 67 63 6¢ 22 3d 3d 65 29 7b 63 3d 76 6f 69 64 20 30 3d 3d 3d 63 3f 21 30 3a 63
3b 76 61 72 20 66 3d 21 62 66 28 4e 2e 43 29 26 26 63 2c 67 3b 67 3d 6b 69 28 29 5b 61 5d 7c 7c 5b 5d 3b 69 66 28 30
3c 67 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 20 66 3f 5b 22 30 22 5d 3a 67 7d 76 61 72 20 6b 3d 6e 69 28 61 2c 65
29 3b 72 65 74 75 72 6e 20 6b 3f 65 69 28 6b 29 3a 5b 5d 7d 2¢c 79 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20
62 3d 6a 67 28 6¢ 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 29 2c 63 3d 68 67 28 62 2¢ 22 68 6f 73 74 22 2¢ 21 31 29 3b
69 66 28 63 26 26 63 2e 6d 61 74 63 68 28 41 69 29 29 7b 76 61 72 20 64 3d 68 67 28 62 2¢c 22 70 61 74 68 22 29 2e 73
70 6¢ 69 74 28 61 2b 0a 22 3d 22 29 3b 69 66 28 31 3c 64 2e 6¢ 65
Data Ascii: i(b);if('_gcl"==e){c=void 0===c?!0:c;var f=!bf(N.C)&&c,g;g=ki()[a]||[];if(0<g.length)return f?["0"]:g}var k=ni(a,e);re
turn k?ei(k):[]},yi=function(a){var b=jg(l.location.href),c=hg(b,"host",!1);if(c&&c.match(Ai))}{var d=hg(b,"path").split(a+"=");if(
1<d.le

2021-10-28 23:41:26 UTC 2231 IN Data Raw: 74 68 29 63 3d 21 30 3b 65 6¢ 73 65 7b 76 61 72 20 64 3d 4d 61 74 68 2e 6d 61 78 28 76 69 28 22 61 77 22 2¢
6129 2c 77 69 28 62 69 28 29 3f 6e 68 28 29 3a 7b 7d 29 29 3b 63 3d 4d 61 74 68 2e 6d 61 78 28 76 69 28 22 67 62 22
2c 61 29 2¢ 77 69 28 62 69 28 29 3f 6e 68 28 22 5f 67 61 63 5f 67 62 22 2c 21 30 29 3a 7b 7d 29 29 3e 64 7d 62 3d 63 7d
726574 7572 6e 20 62 7d 3b 76 61 72 20 49 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 73 62 26 26
7362 2e 75 73 65 72 41 67 65 6e 74 7c 7c 22 22 3b 69 66 28 30 3e 62 2e 69 6e 64 65 78 4f 66 28 22 53 61 66 61 72 69 2
229 7c 7c 2f 43 68 72 6f 6d 65 7c 43 6f 61 73 74 7c 4f 70 65 72 61 7c 45 64 67 7c 53 69 6¢ 6b 7C 41 6€ 64 72 6f 69 64 2f
2e 74 65 73 74 28 6229 29 72 65 74 75 72 6e 21 31 3b 76 61 72
Data Ascii: th)c=!0;else{var d=Math.max(vi("aw",a),wi(bi()?nh():{}));c=Math.max(vi("gb",a),wi(bi()?nh("_gac_gb",!0):{}))

droid/.test(b))return!1;var

2021-10-28 23:41:26 UTC 2232 IN Data Raw: 75 72 6e 2d 31 21 3d 3d 73 62 2e 75 73 65 72 41 67 65 6e 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69
6e 64 65 78 4f 66 28 22 66 69 72 65 66 6f 78 22 29 7d 2c 4f 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3b
69 66 28 21 61 7c 7c 21 61 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 3b 66 6f 72 28 76 61 72 20 63 3d 5b 5d 2¢ 64 3d
30 3b 64 3c 61 2e 6¢ 65 6e 67 74 68 3b 2b 2b 64 29 7b 76 61 72 20 65 3d 61 5b 64 5d 3b 65 26 26 65 2e 65 73 74 69 6d
61 74 65 64 5f 64 65 6¢ 69 76 65 72 79 5f 64 61 74 65 3f 63 2e 70 75 73 68 28 22 22 2b 65 2e 65 73 74 69 6d 61 74 65 64
5f 64 65 6¢ 69 76 65 72 79 5f 64 61 74 65 29 3a 63 2e 70 75 73 68 28 22 22 29 7d 62 3d 63 2e 6a 6f 69 6e 28 22 2c 22 29
3b 0a 72 65 74 75 72 6e 20 62 7d 2c 50 69 3d 66 75 6e 63 74 69
Data Ascii: urn-1!==sh.userAgent.toLowerCase().indexOf("firefox")},Oi=function(a){var b;if(!al|'a.length)return;for(var c=
[1,d=0;d<a.length;++d){var e=a[d];e&&e.estimated_delivery_date?c.push(""+e.estimated_delivery_date):c.push(")}b=c.joi
n(",");return b},Pi=functi
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2233 IN Data Raw: 73 68 28 63 29 7d 2c 62 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 73 2b 2b 3b 72 65 74 75 72 6e 20 50
6128 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 6f 2b 2b 3b 61 2e 5a 26 26 61 2e 6f 3e 3d 61 2e 73 26 26 24 69 28 61 29 7d
297d 3b 76 61 72 20 63 6a 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 61 28 64 29 7b 72 65 74 75
72 6e 2173 61 28 64 29 7c 7c 30 3e 64 3f 30 3a 64 7d 69 66 28 21 50 2e 5f 6¢ 69 26 26 6¢ 2e 70 65 72 66 6f 72 6d 61 6e
63 65 26 26 6¢ 2e 70 65 72 66 6f 72 6d 61 6e 63 65 2e 74 69 6d 69 6e 67 29 7b 76 61 72 20 62 3d 6¢ 2e 70 65 72 66 6f 72
6d 61 6e 63 65 2e 74 69 6d 69 6e 67 2e 6e 61 76 69 67 61 74 69 6f 6e 53 74 61 72 74 2¢ 63 3d 73 61 28 62 65 2e 67 65
742822 67 74 6d 2e 73 74 61 72 74 22 29 29 3f 62 65 2e 67 65
Data Ascii: sh(c)},bj=function(a){a.s++;return Pa(function(){a.o++;a.Z&&a.o>=a.s&&$i(a)})};var cj=function(){function a(d)
{return!sa(d)||0>d?0:d}if(!P._li&&l.performance&&I.performance.timing){var b=|.performance.timing.navigationStart,c=sa
(be.get("gtm.start"))?be.ge

2021-10-28 23:41:26 UTC 2234 IN Data Raw: 6¢ 62 61 63 6b 22 2c 6b 2c 21 30 29 2c 66 2e 73 65 74 28 22 5f 78 5f 31 39 22 2¢ 76 6f 69 64 20 30 2c 21 30
292c 652866 29 29 7d 29 7d 7d 7d 3b 0a 76 61 72 20 76 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 7d 2c 7a 6a 3d 66
75 6e 63 74 69 6f 6e 28 61 29 7b 7d 2c 41 6a 3d 0a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 26 74 63 3d
22 2b 43 63 2e 66 69 6¢ 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 61 29 7h 72 65 74 75 72 6e 20 61 7d 29 2e 6¢ 65 6e 67 7
468 7d 2c 44 6a 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 32 30 32 32 3c 3d 42 6a 28 29 2e 6¢ 65 6e 67 74 68 26 26 43 6a 28
29 7d 2c 45 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 30 3d 3d 3d 61 2e 69 6e 64 65 78 4f 66 28 22
67 74 6d 2e 22 29 3f 65 6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6
Data Ascii: Iback" k,!0),f.set("_x_19",void 0,!0),e(f))})}}};var vj=function(a){},zj=function(a){},Aj=function(){return"&tc="+Cc.f
ilter(function(a){return a}).length},Dj=function(){2022<=Bj().length&&Cj()},Ej=function(a){return 0===a.indexOf("gtm.")?
encodeURICompon

2021-10-28 23:41:26 UTC 2237 IN Data Raw: 74 75 72 6e 20 63 3c 61 3f 21 31 3a 4c 61 28 29 2d 64 5b 63 25 61 5d 3c 62 7d 2c 63 6a 3a 66 75 6e 63 74 69
6f 6e 28 29 7b 76 61 72 20 66 3d 63 2b 2b 25 61 3b 64 5b 66 5d 3d 4c 61 28 29 7d 7d 7d 28 64 6b 2c 31 45 33 29 2c 4e
6a 3d 31 45 33 2c 66 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 61 6b 26 26 21 4c 6a 5b 61 5d 26 26 48
6a 21 3d 3d 0a 61 29 7b 43 6a 28 29 3b 48 6a 3d 61 3b 4f 6a 3d 4a 6a 3d 22 22 3b 53 6a 5b 61 5d 3d 22 26 65 3d 22 2b 4
5 6a 28 62 29 2b 22 26 65 69 64 3d 22 2b 61 3b 47 6a 28 29 3b 7d 7d 2c 67 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢
63 2c 64 29 7b 69 66 28 61 6b 26 26 62 29 7b 76 61 72 20 65 2c 66 3d 53 74 72 69 6e 67 28 62 5b 53 62 2e 71 62 5d 7c
7c 222229 2e 726570 6¢ 61 63 65 28 2f 5 2f 67 2¢ 22 22 29 3b 30
Data Ascii: turn c<a?!1:La()-d[c%a]<b},cj:function(){var f=c++%a;d[f]=La()}}}(dk,1E3),Nj=1E3,fk=function(a,b){if(ak&&!Lj
[a]&&Hj'==a){Cj();Hj=a;0j=Jj="";Sj[a]="&e="+Ej(b)+"&eid="+a;Gj();}},gk=function(a,b,c,d){if(ak&&b){var e,f=String(b[Sb.q
b]||").replace(/_/g,");0

2021-10-28 23:41:26 UTC 2240 IN Data Raw: 65 6e 74 49 64 3d 63 2e 69 64 3b 67 6b 28 63 2e 69 64 2c 66 2c 22 31 22 29 3b 76 61 72 20 43 3d 66 75 6e 63
74 69 6f 6e 28 29 7b 76 61 72 20 44 3d 4c 61 28 29 2d 46 3b 67 6b 28 63 2e 69 64 2c 66 2c 22 37 22 2c 44 29 3b 5a 69
28 63 2e 72 62 2c 79 2c 22 65 78 63 65 70 74 69 6f 6e 22 2c 44 29 3b 41 7c 7c 28 41 3d 21 30 2c 6b 28 29 29 7d 3b 76
61 72 20 46 3d 4c 61 28 29 3b 74 72 79 7b 49 63 28 78 2c 63 29 7d 63 61 74 63 68 28 44 29 7b 43 28 4429 7d 7d 7d 76 6
1722066 3d 43 63 5b 61 5d 2c 67 3d 62 2e 6f 6e 53 75 63 63 65 73 73 2c 6b 3d 62 2e 6f 6e 46 61 69 6¢ 75 72 65 2¢c 6d
3d 62 2e 74 65 72 6d 69 6e 61 74 65 3b 69 66 28 63 2e 47 65 28 66 29 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 76 61 72
20 6e 3d 4a 63 28 66 5b 53 62 2e 51 66 5d 2c 63 2c 5b 5d 29 3b 69 66
Data Ascii: entld=c.id;gk(c.id,f,"1");var C=function(){var D=La()-F;gk(c.id,f,"7",D);Zi(c.rb,y,"exception",D);A||(A=!0,k())};var F
=La();try{lc(x,c)}catch(D){C(D)}}}var f=Cc[a],g=b.onSuccess,k=b.onFailure,m=b.terminate;if(c.Ge(f))return null;var n=Jc(
f[Sb.Qf],c,[);if

2021-10-28 23:41:26 UTC 2244 IN Data Raw: 79 67 2c 65 3d 61 2e 79 67 3b 63 3d 64 3e 65 3f 31 3a 64 3c 65 3f 2d 31 3a 30 3b 76 61 72 20 66 3b 69 66 28
3021 3d 3d 63 29 66 3d 63 3b 65 6¢ 73 65 7b 76 61 72 20 67 3d 61 2e 4a 67 2c 6b 3d 62 2e 4a 67 3b 66 3d 67 3e 6b 3f
31 3a67 3c 6b 3f 2d 31 3a 30 7d 72 65 74 75 72 6e 20 66 7d 66 75 6e 63 74 69 6f 6e 20 76 6b 28 61 2¢c 62 29 7b 69 66 28
21616b 29 72 657475 72 6e 3b 76 61 72 20 63 3d 66 75 6e 63 74 69 6f 6e 28 64 29 7b 76 61 72 20 65 3d 62 2e 47 65
28 43 63 5b 64 5d 29 3f 22 33 22 3a 22 34 22 2c 66 3d 4a 63 28 43 63 5b 64 5d 5b 53 62 2e 4e 66 5d 2¢ 62 2c 5b 5d 29 3
b 66 26 26 66 2e 6¢ 65 6e 67 74 68 26 26 63 28 66 5b 30 5d 2e 69 6e 64 65 78 29 3b 67 6b 28 62 2e 69 64 2c 43 63 5b 64
5d 2c 65 29 3b 76 61 72 20 67 3d 4a 63 28 43 63 5b 64 5d 5b 53 62
Data Ascii: yg,e=a.yg;c=d>e?1:d<e?-1:0;var f;if( c)f=c;else{var g=a.Jg,k=b.Jg;f=g>k?1:9<k?-1:0}return f}function vk(a,b)
{if('ak)return;var c=function(d){var e=b.Ge(Cc[d])?"3":"4",f=Jc(Cc[d][Sh.Nf],b,[]);f&&f.length&&c(f[0].index);gk(b.id,Cc[d],e);
var g=Jc(Cc[d][Sb

2021-10-28 23:41:26 UTC 2245 IN Data Raw: 66 28 22 68 74 74 70 3a 2f 2f 22 29 26 26 30 21 3d 3d 63 2e 69 6e 64 65 78 4f 66 28 22 68 74 74 70 73 3a 2f 2f
2229 26 26 28 63 3d 22 68 74 74 70 73 3a 2f 2f 22 2b 63 29 3b 22 2f 22 3d 3d 3d 63 5b 63 2e 6¢ 65 6e 67 74 68 2d 31 5d
26 26 28 63 3d 63 2e 73 75 62 73 74 72 69 6e 67 28 30 2c 63 2e 6¢ 65 6e 67 74 68 2d 31 29 29 3b 72 65 74 75 72 6e 20
6a 67 28 22 22 2b 63 2b 62 29 2e 68 72 65 66 7d 7d 66 75 6e 63 74 69 6f 6e 20 47 6b 28 61 2¢c 62 29 7b 72 65 74 75 72
6e 20 48 6b 28 29 3f 46 6b 28 61 2c 62 29 3a 76 6f 69 64 20 30 7d 66 75 6e 63 74 69 6f 6e 20 48 6b 28 29 7b 76 61 72 20
61 3d21 31 3b 7265747572 6e 20 61 7d 0a 66 75 6e 63 74 69 6f 6e 20 49 6b 28 29 7b 72 65 74 75 72 6e 21 21 42 64
2e 65 64 26 26 22 53 47 54 4d 5f 54 4f 4b 45 4e 22 21 3d 3d 42
Data Ascii: f("http://")&&0!==c.indexOf("https://")&&(c="https://"+c);"/"===c[c.length-1]&&(c=c.substring(0,c.length-1));return
jg(""+c+b).hreff}function Gk(a,b){return Hk()?Fk(a,b):void O}function Hk(){var a=!1;return a}function Ik()}{return!'Bd.ed&&
"SGTM_TOKEN"!==B

2021-10-28 23:41:26 UTC 2249 IN Data Raw: 69 6f 73 22 29 3b 76 61 72 20 53 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63
3d 61 2c 64 3d 30 3b 35 30 3e 64 3b 2b 2b 64 29 7b 76 61 72 20 65 3b 74 72 79 7b 65 3d 21 28 21 63 2e 66 72 61 6d 65
73 7c 7c 21 63 2e 66 72 61 6d 65 73 5b 62 5d 29 7d 63 61 74 63 68 28 6b 29 7b 65 3d 21 31 7d 69 66 28 65 29 72 65 74
7572 6e 20 63 3b 76 61 72 20 66 3b 61 3a 7b 74 72 79 7b 76 61 72 20 67 3d 63 2e 70 61 72 65 6e 74 3b 69 66 28 67 26
26 67 21 3d 63 29 7b 66 3d 67 3b 62 72 65 61 6b 20 61 7d 7d 63 61 74 63 68 28 6b 29 7b 7d 66 3d 6€ 75 6¢ 6C 7d 69 66
2821 28 63 3d 66 29 29 62 72 65 61 6b 7d 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 2c 54 6b 3d 66 75 6e 63 74 69 6f 6e 28
6129 7b 76 61 72 20 62 3d 42 3b 62 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f
Data Ascii: i0s");var Sk=function(a,b){for(var c=a,d=0;50>d;++d){var e;try{e=!(!c.frames]||!c.frames[b])}catch(k){e=!1}if
(e)return c;var f,a:{try{var g=c.parent;if(g&&g'!=c){f=g;break a}}catch(k){}f=null}if(!(c=f))break}return null}, Tk=function(a){var
b=B;b=void 0===b?

2021-10-28 23:41:26 UTC 2250 IN Data Raw: 2¢ 67 26 26 30 3d 3d 3d 62 2e 69 6e 74 65 72 6e 61 6¢ 45 72 72 6f 72 53 74 61 74 65 7c 7c 28 62 2e 74 63 53
7472 69 6e 67 3d 22 74 63 75 6e 61 76 61 69 6¢ 61 62 6¢ 65 22 2¢ 67 7C 7C 28 62 2e 69 6e 74 65 72 6e 61 6¢ 45 72 72 6f
725374 61 74 65 3d 33 29 29 29 3a 28 62 2e 74 63 53 74 72 69 6e 67 3d 22 74 63 75 6e 61 76 61 69 6¢ 61 62 6C 65 22
2c 62 2e 69 6e 74 65 72 6e 61 6¢ 45 72 72 6f 72 53 74 61 74 65 3d 33 29 3b 61 28 62 29 7d 3b 74 72 79 7b 5a 6b 28 74
68 69 73 2c 22 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 22 2c 65 29 7d 63 61 74 63 68 28 66 29 7b 62 2e 74 63 5
3747269 6e 67 3d 22746375 6e 61766169 6c61626¢65222c62 2e 69 6e 7465 72 6e 61 6¢ 45 72 72 6f 7253 74
61 74 65 3d 33 2c 64 26 26 28 63 6¢ 65 61 72 54 69 6d 65 6f 75 74
Data Ascii: ,g&&0===b.internalErrorState||(b.tcString="tcunavailable",g||(b.internalErrorState=3))):(b.tcString="tcunava
ilable",b.internalErrorState=3);a(b)};try{Zk(this,"addEventListener",e)}catch(f){b.tcString="tcunavailable",b.internal Er
rorState=3,d&&(clearTimeout
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2254 IN Data Raw: 22 29 7d 7d 65 6¢ 73 65 20 63 28 7b 7d 2c 21 31 29 7d 2c 58 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66
28 61 2e 6d 29 72 65 74 75 72 6e 20 61 2e 6d 3b 61 2e 6d 3d 53 6b 28 61 2e 6f 2c 22 5f 5f 74 63 66 61 70 69 4c 6f 63 61
74 6f 722229 3b 72 65 74 75 72 6e 20 61 2e 6d 7d 2c 0a 62 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 73 7c 7c 28
61 2e 73 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7b 74 72 79 7b 76 61 72 20 63 3b 63 3d 28 22 73 74 72 69 6e 67 22 3d 3d
3d 74 79 70 65 6f 66 20 62 2e 64 61 74 61 3f 4a 53 4f 4e 2e 70 61 72 73 65 28 62 2e 64 61 74 61 29 3a 62 2e 64 61 74 61
29 2e 5f 5f 74 63 66 61 70 69 52 65 74 75 72 6e 3b 61 2e 44 5b 63 2e 63 61 6¢ 6¢ 49 64 5d 28 63 2e 72 65 74 75 72 6e 56
61 6¢ 75 65 2¢ 63 2e 73 75 63 63 65 73 73 29 7d 63 61 74 63
Data Ascii: ")}}else c({},!1)},Xk=function(a){if(a.m)return a.m;a.m=Sk(a.o,"__tcfapiLocator");return a.m},bl=function(a){a.s||
(a.s=function(b){try{var c;c=("string"===typeof b.data?JSON.parse(b.data):b.data).__tcfapiReturn;a.D[c.callld](c.r
eturnValue,c.success)}catc

2021-10-28 23:41:26 UTC 2255 IN Data Raw: 70 53 74 61 74 75 73 7c 7c¢ 30 21 3d 3d 75 2e 69 6e 74 65 72 6e 61 6¢ 45 72 72 6f 72 53 74 61 74 65 7c 7c 22
6¢ 6f 61 64 65 64 22 3d 3d 3d 75 2e 63 6d 70 53 74 61 74 75 73 26 26 28 22 74 63 6¢ 6f 61 64 65 64 22 3d 3d 3d 75 2e
65 76 65 6e 74 53 74 61 74 75 73 7c 7c 22 75 73 65 72 61 63 74 69 6f 6e 63 6f 6d 70 6¢ 65 74 65 22 3d 3d 3d Oa 75 2e 65
76 65 6e 74 53 74 61 74 75 73 29 3f 21 30 3a 21 31 29 3b 6d 3d 72 3f 21 31 3d 3d 3d 6e 2e 67 64 70 72 41 70 70 6¢ 69 65
73 7c 7c 22 74 63 75 6e 61 76 61 69 6¢ 61 62 6¢ 65 22 3d 3d 3d 6e 2e 74 63 53 74 72 69 6e 67 7c 7c 76 6f 69 64 20 30 3d
3d 3d 6e 2e 67 64 70 72 41 70 70 6¢ 69 65 73 26 26 21 70 7c 7c 22 73 74 72 69 6e 67 22 21 3d 3d 74 79 70 65 6f 66 20
6e 2e 74 63 53 74 72 69 6e 67 7c 7c 21 6e 2e 74 63 53 74 72 69
Data Ascii: pStatus||0!==u.internalErrorState||"loaded"===u.cmpStatus&&("tcloaded"===u.eventStatus||"useractio
ncomplete”===u.eventStatus)?!0:!1);m=r?!1===n.gdprApplies||"tcunavailable"===n.tcString||void 0===n.gdprApplie
s&&!p||"string"!==typeof n.tcString||!n.tcStri

2021-10-28 23:41:26 UTC 2259 IN Data Raw: 2e 72 65 70 6f 72 74 65 64 5f 67 63 6¢ 69 64 3d 7b 7d 29 3b 76 3d 50 2e 72 65 70 6f 72 74 65 64 5f 67 63 6¢
69 64 3b 76 61 72 20 78 3b 78 3d 21 67 7c 7c 49 65 28 29 26 26 21 62 66 28 4e 2e 43 29 3f 6d 2b 28 71 3f 22 67 63 75
22 3a22 67 63 73 22 29 3a 6d 2b 22 2e 22 2b 28 66 2e 70 72 65 66 69 78 7c 7c 22 5f 67 63 6¢ 22 29 2b 28 71 3f 22 67 63
7522 3a 2267 63732229 3b69 66282176 5b785d29 7b 76 5b 78 5d 3d 21 30 3b 76 61 72 20 7a 3d 5b 5d 2c 77 3d
7b 7d 2c 79 3d 66 75 6e 63 74 69 6f 6e 28 4b 2c 4c 29 7b 4c 26 26 28 7a 2e 70 75 73 68 28 4b 2b 22 3d 22 2b 65 6e 63 6f
64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 4¢c 29 29 2c 77 5b 4b 5d 3d 21 30 29 7d 2c 41 3d 22 68 74 74 70 73 3a 2f 2f
7777 77 2e 67 6f 6f 67 6¢ 65 2e 63 6 6d 22 3b 69 66 28 49 65
Data Ascii: .reported_gclid={});v=P.reported_gclid;var x;x=!g||le()&&!bf(N.C)?m+(q?"gcu":"gcs"):m+"."+(f.prefix||"_gcl")+
(g?"geu":"ges");if(vx]){v[x]=!0;var z=[],w={},y=function(K,L){L&&(z.push(K+"="+encodeURIComponent(L)),w[K]=!0)},A="ht
tps://www.google.com';if(le

2021-10-28 23:41:26 UTC 2260 IN Data Raw: 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 53 74 72 69 6e 67 28 6c 2e 6¢ 6f 63 61 74 69 6f 6e
29 2e 73 70 6¢ 69 74 28 2f 5b 3f 23 5d 2f 29 5b 30 5d 2c 0a 63 3d 42 64 2e 5a 67 7c 7c 6¢ 2e 5f 43 4f 4e 53 45 4e 54 5f 4d
4f 44 45 5f 53 41 4¢ 54 3b 72 65 74 75 72 6e 20 61 3f 63 3f 53 74 72 69 6e 67 28 4c 67 28 62 2b 61 2b 63 29 29 3a 22 30
223a22227d2c 77 6¢ 3d 21 31 3b 76 61 72 20 78 6¢ 3d 21 31 3b 76 61 72 20 41 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61
29 7b 69 66 28 21 49 65 28 29 7c 7c 46 65 28 4e 2e 43 29 29 7b 76 61 72 20 62 3d 7a 6¢c 28 61 29 3b 69 66 28 62 26 26
212831 3845 35 3c 4c 61 28 29 2d 62 2e 70 67 29 29 72 65 74 75 72 6e 20 62 2e 66 67 7d 7d 2c 7a 6¢ 3d 66 75 6e 63
74 69 6f 6e 28 61 29 7b 61 3d 61 7c 7c 7b 7d 3b 69 66 28 4e 67
Data Ascii: =function(a){var b=String(l.location).split(/[?#]/)[0],c=Bd.Zg||l._CONSENT_MODE_SALT;return a?c?St
ring(Lg(b+a+c)):"0":"},wi=!11;var xI=!1;var Al=function(a){if(!le()||Fe(N.C)){var b=zl(a);if(b&&!(18E5<La()-b.pg))return
b.fg}},zI=function(a){a=al|{};if(Ng

2021-10-28 23:41:26 UTC 2262 IN Data Raw: 22 68 74 74 70 73 3a 2f 2f 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 70 61 67 65 61 64 2f 66 6f 72 6d 2d 64 61 74 61 2f
22 2b 61 2b 22 3f 22 2b 7a 29 3b 64 26 26 64 28 29 7d 29 7d 3b 0a 76 61 72 20 49 6¢ 3d 2f 5b 41 2d 5a 5d 2b 2f 2c 4a 6¢
3d 2f 5¢c 73 2f 2c 4b 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 72 61 28 61 29 29 7b 61 3d 46 61 28 61 29 3b 76
61 72 20 62 3d 61 2e 69 6e 64 65 78 4f 66 28 22 2d 22 29 3b 69 66 28 21 28 30 3e 62 29 29 7b 76 61 72 20 63 3d 61 2e
737562 73747269 6e 67 28 30 2c 62 29 3b 69 66 28 0d Oa
Data Ascii: "https://google.com/pagead/form-data/“+a+"?"+z);d&&d()})};var II=/[A-Z]+/,JI=Ns/,KI=function(a){if(ra(a)){a
=Fa(a);var b=a.indexOf("-");if(!(0>b)){var c=a.substring(0,b);if(

2021-10-28 23:41:26 UTC 2262 IN Data Raw: 32 35 39 65 0d 0a 49 6¢ 2e 74 65 73 74 28 63 29 29 7b 76 61 72 20 64 3d 21 31 3b 64 3d 21 30 3b 66 6f 72 28
76 61 72 20 65 3d 61 2e 73 75 62 73 74 72 69 6e 67 28 62 2b 31 29 2e 73 70 6¢ 69 74 28 22 2f 22 29 2c 66 3d 30 3b 66
3c 65 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29 69 66 28 21 65 5b 66 5d 7c 7c 4a 6¢ 2e 74 65 73 74 28 65 5b 66 5d 29 26 26
28224157 2221 3d3d 63 7c 7c 31 21 3d 3d 66 7c 7c 21 64 29 29 72 65 74 75 72 6e 3b 72 65 74 75 72 6e 7b 69 64 3a 6
12c 70 72 65 66 69 78 3a 63 2c 63 6f 6e 74 61 69 6e 65 72 49 64 3a 63 2b 22 2d 22 2b 65 5b 30 5d 2c 4d 3a 65 7d 7d 7d
7d 7d 2c 4d 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 72 28 76 61 72 20 62 3d 7b 7d 2c 63 3d 30 3b 63 3c 61 2e 6¢
65 6e 67 74 68 3b 2b 2b 63 29 7b 76 61 72 20 64 3d Oa 4b 6c 28 61
Data Ascii: 259ell.test(c)){var d=!1;d=!0;for(var e=a.substring(b+1).split("/"),f=0;f<e.length;f++)if(!e[f]||JI.test(e[f]) &&("AW"!
==c||1!==f||!d))return;return{id:a,prefix:c,containerld:c+"-"+e[0],M:e}}}}},MI=function(a){for(var b={},c=0;c<a.length;++c){var
d=Kl(a

2021-10-28 23:41:26 UTC 2264 IN Data Raw: 66 75 6e 63 74 69 6f 6e 4e 61 6d 65 3a 22 5f 67 61 50 68 6f 6e 65 49 6d 70 6¢ 22 2¢ 74 64 3a 22 67 61 5f 77
7069 64 22 2¢ 52 65 3a 22 77 77 77 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 67 61 70 68 6f 6e 65 2f 6¢ 6f 61 64 65 72 2e
6a 7322 7d 2c 0a 54 6¢ 3d 7b 56 67 3a 22 22 2¢ 53 68 3a 22 35 22 7d 2¢ 55 6¢ 3d 7b 66 75 6e 63 74 69 6f 6e 4e 61 6d
65 3a 22 5f 67 6f 6f 67 43 61 6¢ 6¢ 54 72 61 63 6b 69 6e 67 49 6d 70 6¢ 22 2¢ 68 64 3a 5b 53 6¢ 2e 66 75 6e 63 74 69 6f
6e 4e 61 6d 65 2c 52 6¢ 2e 66 75 6e 63 74 69 6f 6e 4e 61 6d 65 5d 2¢ 52 65 3a 22 77 77 77 2e 67 73 74 61 74 69 63 2e
63 6f 6d 2f 63 61 6¢ 6¢ 2d 74 72 61 63 6b 69 6€ 67 2f 63 61 6¢ 6¢ 2d 74 72 61 63 6b 69 6€ 67 5f 22 2b 28 54 6¢ 2e 56 67
7c 7c 54 6¢ 2e 53 68 29 2b 22 2e 6a 73 22 7d 2¢ 56 6¢ 3d 7b 7d

{functionName:"_googCallTrackinglmpl*,hd:[Sl.functionName,RI.functionName],Re:"www.gstatic.com/call-tracking/call-tr
acking_"+(TL.Vg||TI.Sh)+".js"},VI={}

2021-10-28 23:41:26 UTC 2269 IN Data Raw: 78 3¢ 76 29 69 66 28 64 29 58 6¢ 28 64 2c 6e 5b 78 5d 2c 74 2¢ 7b 50 61 3a 71 2c 6f 70 74 69 6f 6e 73 3a 75
7d 29 3b 65 6¢ 73 65 20 69 66 28 22 41 57 22 3d 3d 3d 61 2e 70 72 65 66 69 78 26 26 Oa 61 2e 4d 5b 31 5d 29 59 6¢ 28
29 3f 58 6¢ 28 5b 61 5d 2c 6e 5b 78 5d 2c 74 7c 7c 22 55 53 22 2¢ 7b 50 61 3a 71 2c 6f 70 74 69 6f 6e 73 3a 75 7d 29 3a
57 6¢ 28 61 2e 4d 5b 30 5d 2c 61 2e 4d 5b 31 5d 2c 6e 5b 78 5d 2c 7b 50 61 3a 71 2c 6f 70 74 69 6f 6e 73 3a 75 7d 29 3b
65 6¢ 73 65 20 69 66 28 22 55 41 22 3d 3d 3d 61 2e 70 72 65 66 69 78 29 69 66 28 59 6¢ 28 29 29 58 6¢ 28 5b 61 5d 2c
6e 5b 78 5d 2¢ 74 7c¢ 7¢ 22 55 53 22 2c 7b 50 61 3a 71 7d 29 3b 65 6¢ 73 65 7b 76 61 72 20 7a 3d 61 2e 63 6f 6e 74 61 6
9 6e 65 72 49 64 2c 77 3d 6e 5b 78 5d 2¢ 79 3d 7b 50 61 3a 71 7d
Data Ascii: x<v)if(d)XI(d,n[x],t,{Pa:q,options:u});else if("AW"===a.prefix&&a.M[1]) YI()?XI([a],n[x] t||"US",{Pa:q,option
s:u}):Wi(a.M[0],a.M[1],n[x],{Pa:q,options:u});else if("UA"===a.prefix)if(YI())XI([a],n[x],t||"US" ,{Pa:q});else{var z=a.containerld
w=n[x],y={Pa:q}
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Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2271 IN Data Raw: 2c 63 2¢ 64 29 7b 76 61 72 20 65 3d 61 2e 50 67 2c 66 3d 61 2e 63 61 6¢ 6¢ 62 61 63 6b 2¢ 67 3d 61 2e 73 67
3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 66 29 69 66 28 65 3d 3d 3d 4e 2e 47 64 26 26
76 6f 69 64 20 30 3d 3d 3d 67 29 7b 76 61 72 20 6b 3d 64 28 62 2e 70 72 65 66 69 78 2c 63 29 3b 30 3d 3d 3d 6b 2e 6¢
65 6e 67 74 68 3f 66 28 76 6f 69 64 20 30 29 3a 31 3d 3d 3d 6b 2e 6¢ 65 6e 67 74 68 3f 66 28 6b 5b 30 5d 29 3a 66 28 6b
29 7d 65 6¢ 73 65 20 65 3d 3d 3d 4e 2e 6f 68 3f 28 41 64 28 36 35 29 2c 6¢ 68 28 62 2¢ 21 31 29 2c 66 28 69 68 5b 6a 68
2862 2e 70 72 65 66 69 78 29 5d 29 29 3a 66 28 67 29 7d 2c 64 6d 3d 5b 22 61 77 22 2¢ 22 64 63 22 2¢ 22 67 62 22 5d 3
b 0a 76 61 72 20 67 6d 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢c 62 2¢
Data Ascii: ,c,d){var e=a.Pg,f=a.callback,g=a.sg;if("function"===typeof f)if(e===N.Gd&&void 0===g){var k=d(b.prefix,c);0
===k.length?f(void 0):1===k.length?f(k[0]):f(k)}else e===N.oh?(Ad(65),Ih(b,!1),f(ih[jh(b.prefix)])):f(g)},dm=["aw","dc",
"gb"[;var gm=function(a,b,

2021-10-28 23:41:26 UTC 2272 IN Data Raw: 61 67 65 3a 61 2e 46 28 4e 2e 4c 64 29 2c 67 6f 6f 67 6¢ 65 5f 62 61 73 6b 65 74 5f 64 69 73 63 6f 75 6e 74 3a
61 2e 46 28 4e 2e 4a 64 29 2c 67 6f 6f 67 6¢ 65 5f 62 61 73 6b 65 74 5f 74 72 61 6e 73 61 63 74 69 6f 6e 5f 74 79 70 65
3a 61 2e 65 76 65 6e 74 4e 61 6d 65 2c 67 6f 6f 67 6¢ 65 5f 64 69 73 61 62 6¢ 65 5f 6d 65 72 63 68 61 6€ 74 5f 72 65 70
6f 72 74 65 64 5f 63 6f 6e 76 65 72 73 69 6f 6e 73 3a 21 30 3d 3d 3d 61 2e 46 28 4e 2e 70 66 29 7d 29 3b 4a 6b 28 29 26
26 61 2e 69 61 28 22 67 6f 6f 67 6¢ 65 5f 64 69 73 61 62 6¢ 65 5f 6d 65 72 63 68 61 6€ 74 5f 72 65 70 6f 72 74 65 64 5f 63
6f 6e 76 65 72 73 69 6f 6e 73 22 2¢ 21 30 29 3b 76 61 72 20 62 3b 76 61 72 20 63 3d 61 2e 46 28 4e 2e 56 29 3b 69 66
286329 7b 66 6f 72 28 76 61 72 20 64 3d 5b 5d 2c 65
Data Ascii: age:a.F(N.Ld),google_basket_discount:a.F(N.Jd),google_basket_transaction_type:a.eventName,google_d
isable_merchant_reported_conversions:!0===a.F(N.pf)});Jk()&&a.ia("google_disable_merchant_reported_conversions
"10);var b;var c=a.F(N.V);if(c){for(var d=[],e

2021-10-28 23:41:26 UTC 2273 IN Data Raw: 76 65 72 73 69 6f 6e 2c 63 3d 61 2e 6f 2e 67 74 6d 5f 6f 6e 46 61 69 6¢ 75 72 65 3b 22 66 75 6e 63 74 69 6f 6e
22 3d 3d 74 79 70 65 6f 66 20 62 3f 62 28 61 2e 6f 29 7c 7c 63 28 29 3a 63 28 29 7d 2c 77 6d 3d 66 75 6e 63 74 69 6f 6e
2829 7b 66 6f 72 28 3b 30 3c 75 6d 2e 6¢ 65 6e 67 74 68 3b 29 76 6d 28 75 6d 2e 73 68 69 66 74 28 29 29 7d 2c 78 6d
3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 76 61 72 20 63 3d 71 6d 3b 72 6d 26 26 28 63 3d 62 2e 67 65 74 43 6f 6e
74 61 69 6e 65 72 54 79 70 65 4c 6f 61 64 65 64 28 22 41 57 22 29 29 3b 69 66 28 21 63 29 7b 71 6d 3d 21 30 3b 63 6a
2829 3b 76 61 72 20 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 72 6d 26 26 62 2e 73 65 74 43 6f 6e 74 61 69 6e 65 72 54 7
9 70 65 4c 6f 61 64 65 64 28 22 41 57 22 2c 21 30 29 3b 77 6d 28
Data Ascii: version,c=a.o.gtm_onFailure;"function"==typeof b?b(a.0)||c():c()},wm=function(){for(;0<um.length;)vm(um.shif
t())},xm=function(a,b){var c=gm;rm&&(c=b.getContainerTypeLoaded("AW"));if(!c){gm=!0;cj();var d=function(){rm&&
b.setContainerTypelLoaded("AW",!0);wm(

2021-10-28 23:41:26 UTC 2277 IN Data Raw: 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 73 2e 67 65 74 57 69 74 68 43 6f 6e 66 69 67 28 61 29 7d 3b 68 2e
67 65 74 52 65 6d 6f 74 65 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e
73 2e 72 65 6d 6f 74 65 43 6f 6e 66 69 67 5b 61 5d 7d 3b 76 61 72 20 41 6d 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63
2c 64 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 45 2c Oa 4f 29 7b 66 75 6e 63 74 69 6f 6e 20 4b 28 29 7b 75 6d 2e 70 75 73
68 28 45 29 3b 72 6d 26 26 64 2e 67 65 74 43 6f 6e 74 61 69 6e 65 72 54 79 70 65 4c 6f 61 64 65 64 28 22 41 57 22 29
2626 77 6d 28 29 7d 76 61 72 20 4c 3d 5b 5d 3b 69 66 28 4f 29 7b 45 2e 6d 26 26 6d 26 26 28 6¢ 68 28 79 29 2c 45 2e 4f
282261 75 69 64 22 2c 69 68 5b 6a 68 28 6e 29 5d 29 29 3b
Data Ascii: ){return this.s.getWithConfig(a)};h.getRemoteConfig=function(a){return this.s.remoteConfig[a]};var Am=functi
on(a,b,c,d){function e(E,O){function K(){um.push(E);rm&&d.getContainerTypelLoaded("AW")&&wm()}var L=[J;if(O){E.
m&&m&&(Ih(y),E.O("auid" ih[jh(n)]));

2021-10-28 23:41:26 UTC 2278 IN Data Raw: 6¢ 3a 66 2e 46 28 4e 2e 6e 62 29 2c 67 6f 6f 67 6¢ 65 5f 63 6f 6e 76 65 72 73 69 6f 6e 5f 72 65 66 65 72 72 65
72 5f 75 72 6¢ 3a 66 2e 46 28 4e 2e 4c 61 29 7d 29 3b 66 2e 6b 63 28 7b 6f 6e 6¢ 6f 61 64 5f 63 61 6¢ 6¢ 62 61 63 6b 3a
66 2e 73 2e 6f 6e 53 75 63 63 65 73 73 2c 67 74 6d 5f 6f 6e 46 61 69 6¢ 75 72 65 3a 66 2e 73 2e 6f 6e 46 61 69 6¢ 75 72
65 7d 29 3b 6f 6d 28 66 29 3b 66 2e 6d 26 26 66 2e 69 61 28 22 67 6f 6f 67 6¢ 65 5f 74 72 61 6e 73 70 6f 72 74 5 75 72
6C 22 2c 46 6b 28 66 2e 46 28 4e 2e 71 61 29 2c 22 2f 22 29 29 3b 66 2e 69 61 28 22 67 6f 6 67 6¢ 65 5f 72 65 73 74 72
69 63 74 65 64 5f 64 61 74 61 5f 70 72 6f 63 65 73 73 69 6e 67 22 2c 66 2e 46 28 4e 2e 62 63 29 29 3b 6e 6d 28 66 29 3b
21 31 3d 3d 3d 66 2e 46 28 4e 2e 42 61 29 26 26 66 2e
Data Ascii: I:f.F(N.nb),google_conversion_referrer_url:f.F(N.La)});f.kc({onload_callback:f.s.onSuccess,gtm_onFailure:f.s
.onFailure});om(f);f.m&&f.ia("google_transport_url",Fk(f.F(N.ga),"/"));f.ia("google_restricted_data_processing",f.F(N.bc
));nm(f);11===f.F(N.Ba)&&f.

2021-10-28 23:41:26 UTC 2280 IN Data Raw: 34 39 61 61 0d Oa 22 31 22 3d 3d 3d 50 68 28 21 31 29 2e 5f 75 70 26 26 66 2e 4f 28 22 67 74 6d 5f 75 70 22
2¢ 22 31 22 29 3b 66 2e 6d 26 26 28 66 2e 4f 28 22 76 64 6e 63 22 2¢ 66 2e 46 28 4e 2e 58 64 29 29 2¢ 66 2e 4f 28 22 76
64 6¢ 74 76 22 2¢ 66 2 46 28 4e 2e 4e 64 29 29 29 3b 6a 6d 28 66 29 3b 66 2e 6d 26 26 28 66 2e 4f 28 22 64 65 6¢ 6f 70
63 22 2¢ 66 2 46 28 4e 2e 57 63 29 29 2¢ 66 2e 4f 28 22 6f 65 64 65 6¢ 64 22 2¢ 66 2e 46 28 4e 2 53 64 29 29 2c 66 2¢
41 28 22 64 65 B¢ 63 22 2¢ 66 2e 46 28 4e 2e 4e 63 29 29 2¢ 66 2e 4f 28 22 73 68 66 22 2¢ 66 2e 46 28 4e 2e 51 64 29 29
2¢ 66 2e 4f 28 22 69 65 64 65 6¢ 64 22 2¢ 4f 69 28 66 2e 46 28 4e 2 56 29 29 29 29 3b 73 6d 7c 7c 66 2e 4f 28 22 64 69
64 22 2¢ 74 2e 64 67 29 2¢ 74 6d 26 26 28 66 2e 4f 28 22
Data Ascii: 49aa"1"===Ph(I1)._up&&.0("gtm_up","1"):f.m&&(F.0("vdnc" f.F(N.Xd)),f.O(vdltv" f.F(N.Nd))):jm(f):f.m&&(f.O(
“delopc” f.F(N.Wc)),f.0("oedeld" f.F(N.Sd)).f.O("delc" f.F(N.Nc)),f.O('shf",f.F(N.Qd)).f.O("iedeld", Oi(f. F(N.V))));sm||f
.O("did" t.dg),tm&&(f.0("

2021-10-28 23:41:26 UTC 2283 IN Data Raw: 6f 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 73 74 61 74 75 73 3d 31 3b 74 68 69 73 2e 63 6f 6e 74
61 69 6e 65 72 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69 73 2e 74 61 72 67 65 74 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69
73 2e 72 65 6d 6f 74 65 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69 73 2e 6f 3d 7b 7d 3b 74 68 69 73 2e 73 3d 6e 75 6¢ 6¢ 3b
74 6869 73 2e 6d 3d 21 31 7d 2c 69 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 2¢ 64 2¢ 65 29 7b 74 68 69 73 2e 74
79 7065 3d 61 3b 74 68 69 73 2e 73 3d 62 3b 74 68 69 73 2e 50 3d 63 7c 7c 22 22 3b 74 68 69 73 2e 6d 3d 64 3b 74 68
69 73 2e 6f 3d 65 7d 2c 61 6f 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6f 3d 7b 7d 3b 74 68 69 73 2e 73 3d 7b
7d 3b 74 68 69 73 2e 6d 3d 5b 5d 3b 74 68 69 73 2e 44 3d 7b 41
Data Ascii: o=function(){this.status=1;this.containerConfig={};this.targetConfig={};this.remoteConfig={};this.o={};this.
s=null;this.m=!1},io=function(a,b,c,d,e){this.type=a;this.s=b;this.P=c||"";this.m=d;this.o=e},ao=function(){this.o={};this.s={};th
is.m=[];this.D={A

2021-10-28 23:41:26 UTC 2284 IN Data Raw: 74 75 73 29 7b 64 2e 73 3d 62 3b 64 2e 73 74 61 74 75 73 3d 33 3b 63 26 26 28 48 28 64 2e 72 65 6d 6f 74 65
43 6f 6e 66 69 67 2¢ 63 29 2¢c 64 2e 72 65 6d 6f 74 65 43 6f 6e 66 69 67 3d 63 29 3b 76 61 72 20 65 3d 4b 6¢ 28 61 29 2¢
66 3d 67 6f 5b 65 2e 63 6f 6e 74 61 69 6e 65 72 49 64 5d 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 66 29 7b 76 61 72 20 67
3d 50 5b 65 2e 63 6f 6e 74 61 69 6e 65 72 49 64 5d 2e 62 6f 6f 74 73 74 72 61 70 2c 6b 3d 65 2e 70 72 65 66 69 78 2e 74
6f 55 70 70 65 72 43 61 73 65 28 29 3b 50 5b 65 2e 63 6f 6e 74 61 69 6e 65 72 49 64 5d 2e 5f 73 70 78 26 26 28 6b 3d 6b
2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 3b 76 61 72 20 6d 3d 61 65 28 22 67 74 6d 2e 75 6e 69 71 75 65 45 76 65
6e 74 49 64 22 29 2c 6e 3d 6b 2c 70 3d 4c 61 28 29 2d 67 3b
Data Ascii: tus){d.s=b;d.status=3;c&&(H(d.remoteConfig,c),d.remoteConfig=c);var e=Kl(a),f=go[e.containerld];if(void O!==:
{var g=P[e.containerld].bootstrap,k=e.prefix.toUpperCase();P[e.containerld]._spx&&(k=k.toLowerCase());var m=ae("gtm.un
iqueEventld"),n=k,p=La()-g;
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2288 IN Data Raw: 72 67 65 74 43 6f 6e 66 69 67 5b 66 2e 50 5d 3d 7b 7d 29 3b 6b 2e 6d 26 26 67 7c 7c 6c 6f 28 74 68 69 73 2c
4e 2e 41 61 2c 65 2e 48 61 2c 66 29 3b 6b 2e 6d 3d 21 30 3b 64 65 6¢ 65 74 65 20 65 2e 48 61 5b 4e 2e 69 63 5d 3b 6e
3f 48 28 65 2e 48 61 2c 6b 2e 63 6f 6e 74 61 69 6e 65 72 43 6f 6e 66 69 67 29 3a 48 28 65 2e 48 61 2¢ 6b 2e 74 61 72 67
65 74 43 6f 6e 66 69 67 5b 66 2e 50 5d 29 3b 64 3d 21 30 3b 62 72 65 61 6b 3b 63 61 73 65 20 22 65 76 65 6e 74 22 3a
65 2e 47 63 3d 7b 7d 3b 79 61 28 66 2e 6d 5b 30 5d 2c 66 75 6e 63 74 69 6f 6e 28 75 29 7h 72 65 74 75 72 6e 20 66 75 6
e 63 74 69 6f 6e 28 74 2c 71 29 7b 48 28 54 61 28 74 2c 71 29 2¢ 75 2e 47 63 29 7d 7d 28 65 29 29 3b 6¢ 6f 28 74 68 69
73 2c 66 2e 6d 5b 31 5d 2¢ 65 2e 47 63 2c 66 29 3b 62 72 65 61 6b
Data Ascii: rgetConfig[f.P]={});k.m&&g||lo(this,N.Aa,e.Ha,f);k.m=!0;delete e.Ha[N.ic];n?H(e.Ha,k.containerConfig):H(e.Ha
Jk.targetConfig[f.P]);d=!0;break;case "event":e.Gc={};ya(f.m[0],function(u){return function(t,q){H(Ta(t,q),u.Gc)}}(e));!
of(this,f.m[1],e.Gc,f);break

2021-10-28 23:41:26 UTC 2289 IN Data Raw: 28 62 5b 61 5d 3d 7b 7d 29 3b 0a 72 65 74 75 72 6e 20 62 5b 61 5d 7d 2c 70 6f 3d 66 75 6e 63 74 69 6f 6e 28
61 2c 62 2c 63 29 7b 6f 6f 28 61 29 5b 62 5d 3d 63 7d 2c 71 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2¢c 64 29 7b
76 61 72 20 65 3d 6f 6f 28 61 29 2c 66 3d 4d 61 28 65 2¢ 62 2¢ 64 29 3b 65 5b 62 5d 3d 63 28 66 29 7d 2c 72 6f 3d 66 75
6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 76 61 72 20 64 3d 6f 6f 28 61 29 3b 72 65 74 75 72 6e 20 4d 61 28 64 2c 62 2c
6329 7d 3b 76 61 72 20 42 6f 3d 21 31 2c 43 6f 3d 5b 5d 3b 66 75 6e 63 74 69 6f 6e 20 44 6f 28 29 7b 69 66 28 21 42 6f
29 7b 42 6f 3d 21 30 3b 66 6f 72 28 76 61 72 20 61 3d 30 3b 61 3c 43 6f 2e 6¢ 65 6e 67 74 68 3b 61 2b 2b 29 47 28 43 6f
5b 61 5d 29 7d 7d 76 61 72 20 45 6f 3d 66 75 6e 63 74 69
Data Ascii: (b[a]={});return b[a]},po=function(a,b,c){oo(a)[b]=c},qo=function(a,b,c,d){var e=oo(a),f=Ma(e,b,d);e[b]=c(f)
}ro=function(a,b,c){var d=oo(a);return Ma(d,b,c)};var Bo=!1,Co=[];function Do(){if('Bo){Bo=!0;for(var a=0;a<Co.length;a
++)G(Col[a])}}var Eo=functi

2021-10-28 23:41:26 UTC 2293 IN Data Raw: 63 29 3b 62 72 65 61 6b 20 61 7d 7d 63 61 74 63 68 28 6d 29 7b 7d 7d 66 3d 21 31 7d 72 65 74 75 72 6e 20
66 3b 63 61 73 65 20 22 5f 65 77 22 3a 72 65 74 75 72 6e 20 46 6f 28 62 2¢ 63 29 3b 63 61 73 65 20 22 5f 65 71 22 3a 72
65 74 75 72 6e 20 53 74 72 69 6e 67 28 62 29 3d 3d 0a 53 74 72 69 6e 67 28 63 29 3b 63 61 73 65 20 22 5f 67 65 22 3a
72 65 74 7572 6e 20 4e 75 6d 62 65 72 28 62 29 3e 3d 4e 75 6d 62 65 72 28 63 29 3b 63 61 73 65 20 22 5f 67 7422 3a 7
265747572 6e 20 4e 75 6d 62 65 72 28 62 29 3e 4e 75 6d 62 65 72 28 63 29 3b 63 61 73 65 20 22 5f 6¢ 63 22 3a 72 65
74 75 72 6e 20 30 3c 3d 53 74 72 69 6e 67 28 62 29 2e 73 70 6¢ 69 74 28 22 2¢ 22 29 2e 69 6e 64 65 78 4f 66 28 53 74
72 69 6e 67 28 63 29 29 3b 63 61 73 65 20 22 5f 6¢ 65 22 3a 72 65 74
Data Ascii: c);break a}}catch(m){}}f=!1}return f,case "_ew":return Fo(b,c);case "_eq":return String(b)==String(c);case "
_ge":return Number(b)>=Number(c);case “_gt":return Number(b)>Number(c);case "_Ic":return 0<=String(b).split(",
").indexOf(String(c));case " _le":ret

2021-10-28 23:41:26 UTC 2294 IN Data Raw: 3d 55 6f 28 61 29 3b 69 66 28 32 3e 61 2e 6¢ 65 6e 67 74 68 7c 7c 21 72 61 28 61 5b 31 5d 29 29 72 65 74 75
72 6e 3b 76 61 72 20 64 3d 7b 7d 3b 69 66 28 32 3c 61 2e 6¢ 65 6e 67 74 68 29 7b 69 66 28 76 6f 69 64 20 30 21 3d 61
5b 32 5d 26 26 21 51 62 28 61 5b 32 5d 29 7c 7c 33 3¢ 61 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 3b 64 3d 61 5b 32
5d 7d 76 61 72 20 65 3d 4b 6c 28 61 5b 31 5d 29 3b 69 66 28 21 65 29 72 65 74 75 72 6e 3b 4f 6f 28 65 2e 69 64 29 3b 4
e 6f 28 65 2e 69 64 2c 64 5b 4e 2e 55 64 5d 7c 7c 22 64 65 66 61 75 6¢ 74 22 29 3b 64 65 6¢ 65 74 65 20 64 5b 4e 2e 55
64 5d 3b 53 6f 7c 7c 41 64 28 34 33 29 3b 69 66 28 56 6f 28 29 26 26 2d 31 21 3d 3d 50 6f 2e 69 6e 64 65 78 4f 66 28 65
2e 70 72 65 66 69 78 29 29 7b 22 47 22 3d 3d 3d 65 2e 70 72 65 66
Data Ascii: =Uo(a);if(2>a.length||!ra(a[1]))return;var d={};if(2<a.length){if(void 0!=a[2]&&!Qb(a[2])||3<a.length)return
;d=a[2]}var e=Kl(a[1]);if('e)return;Oo(e.id);No(e.id,d[N.Ud]||"default");delete d[N.Ud];So||Ad(43);if(Vo()&&-1!==Po.inde
xOf(e.prefix)){"G"===e.pref

2021-10-28 23:41:26 UTC 2297 IN Data Raw: 6f 64 65 6¢ 5b 4e 2e 6f 62 5d 3d 74 2e 6a 6f 69 6e 28 29 3a 64 65 6¢ 65 74 65 20 64 2e 65 76 65 6e 74 4d 6f
64 65 6¢ 5b 4e 2e 6f 62 5d 3b 53 6f 7c 7c 41 64 28 34 33 29 3b 72 65 74 75 72 6e 20 64 7d 7d 2c 67 65 74 3a 66 75 6e 63
74 69 6f 6e 28 61 29 7b 0a 41 64 28 35 33 29 3b 69 66 28 34 21 3d 3d 61 2e 6¢ 65 6e 67 74 68 7c 7c 21 72 61 28 61 5b
315d29 7c 7¢c 21 72 61 28 61 5b 32 5d 29 7c 7c 21 71 61 28 61 5b 33 5d 29 29 72 65 74 75 72 6e 3b 76 61 72 20 62 3d
4b 6¢ 28 61 5b 31 5d 29 2c 63 3d 53 74 72 69 6e 67 28 61 5b 32 5d 29 2c 64 3d 61 5b 33 5d 3b 69 66 28 21 62 29 72 65 7
47572 6e 3b 53 6f 7c 7c 41 64 28 34 33 29 3b 69 66 28 21 56 6f 28 29 7c 7c 2d 31 3d 3d 3d 50 6f 2e 69 6e 64 65 78 4f 6
628 62 2e 70 72 65 66 69 78 29 29 72 65 74 75 72 6e 3b 55 64 28
Data Ascii: odel[N.ob]=t.join():delete d.eventModel[N.ob];So||Ad(43);return d}},get:function(a){Ad(53);if(4!==a.length||
Ira(a[1])||'ra(a[2])|['qa(a[3]))return;var b=Kl(a[1]),c=String(a[2]),d=a[3];if(!b)return;So||Ad(43);if('Vo()||-1===Po.indexOf(b.pr
efix))return;Ud(

2021-10-28 23:41:26 UTC 2298 IN Data Raw: 65 72 22 5d 2c 64 3d 63 3f 63 2e 73 75 62 73 63 72 69 62 65 72 73 3a 31 2c 65 3d 30 2c 66 3d 21 31 2c 67 3d
76 6f 69 64 20 30 3b 62 26 26 28 67 3d 6¢ 2e 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7h 66 7c 7c
2866 3d 21 30 2c 61 28 29 29 3b 67 3d 76 6f 69 64 20 30 7d 2c 62 29 29 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e
2829 7b 2b 2b 65 3d 3d 3d 64 26 26 28 67 26 26 28 6¢ 2e 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 67 29 2¢ 67 3d 76 6f 69
6420 30 29 2c 66 7c 7c 28 61 28 29 2c 66 3d 21 30 29 29 7d 7d 3b 0a 66 75 6e 63 74 69 6f 6e 20 77 70 28 61 29 7b 76
61 7220 62 3d 61 2e 5f 63 6¢ 65 61 72 3b 79 61 28 61 2c 66 75 6e 63 74 69 6f 6e 28 64 2¢ 65 29 7b 22 5f 63 6¢ 65 61 72
2221 3d 3d 64 26 26 28 62 26 26 64 65 28 64 2c 76 6f 69 64
Data Ascii: er"],d=c?c.subscribers:1,e=0,f=!1,g=void 0;b&&(g=I.setTimeout(function(){f||(f=!0,a());g=void 0},b));return
function(){++e===d&&(g&&(l.clearTimeout(g),g=void 0),f||(a(),f=!0))}};function wp(a){var b=a._clear;ya(a,function(d,e){"
_clear"l==d&&(b&&de(d,void

2021-10-28 23:41:26 UTC 2302 IN Data Raw: 28 7a 2c 78 29 7d 63 61 74 63 68 28 41 29 7b 7d 7d 7d 65 6¢ 73 65 7b 69 66 28 7a 61 28 67 29 29 7b 61 3a 7b
76 61 72 20 77 3d 67 3b 69 66 28 77 2e 6¢ 65 6e 67 74 68 26 26 72 61 28 77 5b 30 5d 29 29 7b 76 61 72 20 79 3d 57 6f
5b 77 5b 30 5d 5d 3b 69 66 28 79 26 26 28 21 6b 7c 7c 21 58 6f 5b 77 5b 30 5d 5d 29 29 7b 67 3d 79 28 77 29 3b 62 72
65 61 6b 20 61 7d 7d 67 3d 76 6f 69 64 20 30 7d 69 66 28 21 67 29 7b 74 70 3d 21 31 3b 63 6f 6e 74 69 6e 75 65 7d 7d 6
13d 77702867 29 7c 7c 61 7d 7d 66 69 6e 61 6¢ 6¢ 79 7b 6b 26 26 24 64 28 21 30 29 7d 7d 74 70 3d Oa 21 31 7d 72 65
7475 72 6e 21 61 7d 66 75 6e 63 74 69 6f 6e 20 7a 70 28 29 7b 76 61 72 20 62 3d 79 70 28 29 3b 74 72 79 7b 59 6f 28
6¢c 5b 22 64 61 74 61 4c 61 79 65 72 22 5d 2c 42 64 2e 4a 29 7d 63 61
Data Ascii: (z,x)}catch(A){}} else{if(za(g)){a:{var w=g;if(w.length&&ra(w[0]))}{var y=Wo[w[0]];if(y&&('k||'Xo[w[0]])){g=y
(w);break a}}g=void 0}if(g){tp=!1;continue}}a=wp(g)||a}}finally{k&&$d(!0)}}tp=!1}returna}function zp(){var b=yp();try{
Yo(I["dataLayer"],Bd.J)}ca

2021-10-28 23:41:26 UTC 2303 IN Data Raw: 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 68 67 28 6a 67 28 61 29 2c 22 66 72 61 67 6d 65 6e 74
2229 7d 2c 56 70 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 69 67 28 6a 67 28 61 29 29 7d 2c 57 70
3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7h 72 65 74 75 72 6e 20 61 65 28 61 2¢c 62 7c 7c 32 29 7d 2c 58 70 3d 66 75
6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 76 61 72 20 64 3b 62 3f 28 61 2e 65 76 65 6e 74 43 61 6¢ 6¢C 62 61 63 6b 3d 62
2c 63 26 26 28 61 2e 65 76 65 6e 74 54 69 6d 65 6f 75 74 3d 63 29 2c 64 3d 75 70 28 61 29 29 3a 64 3d 75 70 28 61 29 3
b 72 65 74 75 72 6e 20 64 7d 2c 59 70 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 6¢ 5b 61 5d 3d 62 7d 2c 55 3d 66 75
6e 63 74 69 6f 6e 28 61 2c 62 2c 0a 63 29 7b 62 26 26 28 76 6f 69
Data Ascii: unction(a){return hg(jg(a),"fragment")},Vp=function(a){return ig(jg(a))}, Wp=function(a,b){return ae(a,b||2)}
,Xp=function(a,b,c){var d;b?(a.eventCallback=b,c&&(a.eventTimeout=c),d=up(a)):d=up(a);return d},Yp=function(a,b)
{l[a]=b},U=function(a,b,c){b&&(voi
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kBytes
Timestamp transferred

2021-10-28 23:41:26 UTC 2307

2021-10-28 23:41:26 UTC 2308

2021-10-28 23:41:26 UTC 2311

2021-10-28 23:41:26 UTC 2312

2021-10-28 23:41:26 UTC 2314

Session ID Source IP

18 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:26 UTC 2126

2021-10-28 23:41:26 UTC 2138

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49790

Direction
ouT

Data

Data Raw: 29 3b 72 65 74 75 72 6e 20 61 2e 68 69 64 7d 2c 67 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72
2063 3d 65 73 28 29 3b 69 66 28 76 6f 69 64 20 30 3d 3d 63 2e 76 69 64 7c 7c 62 26 26 21 63 2e 66 72 6f 6d 5f 63 6f 6f
6b 69 65 29 63 2e 76 69 64 3d 61 2c 63 2e 66 72 6f 6d 5f 63 6f 6f 6b 69 65 3d 62 7d 3b 76 61 72 20 48 73 3d 66 75 6e 63
74 69 6f 6e 28 29 7b 69 66 28 71 61 28 6¢ 2e 5f 5f 75 73 70 61 70 69 29 29 7b 76 61 72 20 61 3d 22 22 3b 74 72 79 7b 6¢C
2e 5f5f 75 73 70 61 70 69 28 22 67 65 74 55 53 50 44 61 74 61 22 2c 31 2c 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 69
66 28 63 26 26 62 29 7b 76 61 72 20 64 3d 62 2e 75 73 70 53 74 72 69 6e 67 3b 64 26 26 52 65 67 45 78 70 28 22 5e 5b
5c 5¢ 64 61 2d 7a 41 2d 5a 2d 5d 7b 31 2c 32 30 7d 24 22 29

Data Ascii: );return a.hid},gs=function(a,b){var c=es();if(void 0==c.vid||b&&!c.from_cookie)c.vid=a,c.from_cookie=b};var
Hs=function(){if(ga(l.__uspapi)){var a="";try{l.__uspapi("getUSPData",1,function(b,c){if(c&&b){var d=b.uspString;d&&Reg
Exp("*[\da-zA-Z-]{1,20}$")

Data Raw: 65 6d 70 6¢ 61 74 65 3d 21 30 3b 5a 2e 5f 5f 76 2e 70 72 69 6f 72 69 74 79 4f 76 65 72 72 69 64 65 3d 30 7d
2928 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 2e 76 74 70 5f 6e 61 6d 65 3b 69 66 28 21 62 7c 7c 21 62
2e 7265 70 6¢ 61 63 65 29 72 65 74 75 72 6e 21 31 3b 76 61 72 20 63 3d 57 70 28 62 2e 72 65 70 6¢ 61 63 65 28 2f 5¢
5c 5¢ 2e 2f 67 2c 22 2e 22 29 2¢c 61 2e 76 74 70 5f 64 61 74 61 4c 61 79 65 72 56 65 72 73 69 6f 6e 7c 7c 31 29 2c 64 3d
76 6f 69 64 20 30 21 3d 3d 63 3f 63 3a 61 2e 76 74 70 5f 64 65 66 61 75 6¢ 74 56 61 6¢ 75 65 3b 65 71 28 64 2¢ 22 76 22
2c 61 2e 76 74 70 5f 67 74 6d 45 76 65 6e 74 49 64 29 3b 72 65 74 75 72 6e 20 64 7d 29 7d 28 29 3b 0Oa 5a 2e 67 2e 72
65 70 3d 5b 22 67 6f 6f 67 6¢ 65 22 5d 2¢ 66 75 6e 63 74 69 6f

Data Ascii: emplate=!0;Z.__v.priorityOverride=0})(function(a){var b=a.vtp_name;if(!b||!b.replace)return!1;var c=Wp(b.rep
lace(/\\\./g,"."),a.vtp_datalLayerVersion||1),d=void 0!==c?c:a.vtp_defaultValue;eq(d,"v",a.vtp_gtmEventld);return d})}();
Z.g.rep=["google"],functio

Data Raw: 6¢ 65 5f 74 61 67 5f 6d 61 6e 61 67 65 72 3d 6c 2e 67 6f 6f 67 6¢ 65 5f 74 61 67 5f 6d 61 6e 61 67 65 72 7c 7¢
7b 7d 3b 70 6¢ 28 29 3b 0a 59 68 2e 65 6e 61 62 6¢ 65 5f 67 62 72 61 69 64 5f 63 6f 6f 6b 69 65 5f 77 72 69 74 65 3d 21
303b 76 61 72 20 62 3d 21 21 50 5b 42 64 2e 4a 5d 3b 69 66 28 62 29 7b 76 61 72 20 63 3d 50 2e 7a 6f 6e 65 73 3b 63
26 26 63 2e 75 6e 72 65 67 69 73 74 65 72 43 68 69 6¢ 64 28 42 64 2e 4a 29 3b 7d 65 6¢ 73 65 7b 66 6f 72 28 76 61 72
2067 3d 64 61 74 61 2e 72 65 73 6f 75 72 63 65 7c 7c 7b 7d 2c 6b 3d 67 2e 6d 61 63 72 6f 73 7c 7c 5b 5d 2c 6d 3d 30 3b
6d 3c 6b 2e 6¢ 65 6e 67 74 68 3b 6d 2b 2b 29 7a 63 2e 70 75 73 68 28 6b 5b 6d 5d 29 3b 66 6f 72 28 76 61 72 20 6e 3d
67 2e 74 61 67 73 7c 7c 5b 5d 2c 70 3d 30 3b 70 3c 6e 2e 6¢ 65

Data Ascii: le_tag_manager=Il.google_tag_manager||{};pl(); Yh.enable_gbraid_cookie_write=!0;var b=!!P[Bd.J];if(b){var c=P.
zones;c&&c.unregisterChild(Bd.J);}else{for(var g=data.resource||{},k=g.macros||[], m=0;m<k.length;m++)zc.push(k[m]);for(v
ar n=g.tags||[],p=0;p<n.le

Data Raw: 32 2e 71 75 65 75 65 22 5d 3d 71 2c 79 62 28 22 68 74 74 70 73 3a 2f 2f 22 2b 42 64 2e 43 64 2b 22 2f 64 65
62 75 67 2f 62 6f 6f 74 73 74 72 61 70 3f 69 64 3d 22 2b 42 64 2e 4a 2b 22 26 73 72 63 3d 22 2b 74 2b 22 26 63 6f 6e 64
3d 22 2b 72 2b 22 26 67 74 6d 3d 22 2b 4e 6b 28 29 29 29 3b 76 61 72 20 76 3d 7b 6d 65 73 73 61 67 65 54 79 70 65 3a
22 43 4f 4e 54 41 49 4e 45 52 5f 53 54 41 52 54 49 4e 47 22 2c 64 61 74 61 3a 7b 73 63 72 69 70 74 53 6f 75 72 63 65 3a
74 62 2c Oa 63 6f 6e 74 61 69 6e 65 72 50 72 6f 64 75 63 74 3a 75 2c 64 65 62 75 67 3a 21 31 2c 69 64 3a 42 64 2e 4a 7d
7d 3b 76 2e 64 61 74 61 2e 72 65 73 75 6d 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 61 28 29 7d 3b 42 64 2e 59 67 26 26
28 76 2e 64 61 74 61 2e 69 6e 69 74 69 61 6¢ 50 75 62 6¢ 69 73

Data Ascii: 2.queue"]=q,yb("https://"+Bd.Cd+"/debug/bootstrap?id="+Bd.J+"&src="+t+"&cond="+r+"&gtm="+NKk()));var v=
{messageType:"CONTAINER_STARTING",data:{scriptSource:th,containerProduct:u,debug:!1,id:Bd.J}};v.data.resum
e=function(){a()};Bd.Yg&&(v.data.initialPublis

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
172.217.168.8 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /gtm.js?id=GTM-MWZVBR2 HTTP/1.1
Host: www.googletagmanager.com
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://bitly.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript; charset=UTF-8
Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: Cache-Control

Vary: Accept-Encoding

Date: Thu, 28 Oct 2021 23:41:26 GMT

Expires: Thu, 28 Oct 2021 23:41:26 GMT

Cache-Control: private, max-age=900

Last-Modified: Thu, 28 Oct 2021 21:37:45 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains
Cross-Origin-Resource-Policy: cross-origin

Server: Google Tag Manager

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Connection: close

Transfer-Encoding: chunked
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2139 IN Data Raw: 38 30 30 30 0d Oa Oa 2f 2f 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 32 20 47 6f 6f 67 6¢ 65 20 49 6e 63 2e 20
41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 0a 28 66 75 6e 63 74 69 6f 6e 28 77 2¢c 67 29 7b 77 5b 67
5d 3d 77 5b 67 5d 7c 7c 7b 7d 3b 77 5b 67 5d 2e 65 3d 66 75 6e 63 74 69 6f 6e 28 73 29 7b 72 65 74 75 72 6e 20 65 76
61 6¢ 28 73 29 3b 7d 3b 7d 29 28 77 69 6e 64 6f 77 2c 27 67 6f 6f 67 6¢ 65 5f 74 61 67 5f 6d 61 6€ 61 67 65 72 27 29 3b
28 66 75 6e 63 74 69 6f 6e 28 29 7b 0a 0a 76 61 72 20 64 61 74 61 20 3d 20 7b 0a 22 72 65 73 6f 75 72 63 65 22 3a 20
7b 0a 20 20 22 76 65 72 73 69 6f 6e 22 3a 22 35 22 2¢ 0a 20 20 0a 20 20 22 6d 61 63 72 6f 73 22 3a 5b 7b 22 66 75 6e 6
3 74 69 6f 6e 22 3a 22 5f 5f 65 22 7d 2c 7b 22 66 75 6e 63 74 69
Data Ascii: 8000// Copyright 2012 Google Inc. All rights reserved.(function(w,g){w[g]=w[g]||{};w[g].e=function(s){return
eval(s);};})(window,'google_tag_manager');(function(){var data = {"resource": { "version":"5", "macros":[{"function":"__e"}{
"functi

2021-10-28 23:41:26 UTC 2139 IN Data Raw: 2e 63 6¢ 6f 73 65 73 74 28 5¢ 22 5b 63 6¢ 61 73 73 5d 5¢ 22 29 3b 72 65 74 75 72 6e 20 61 2e 63 6¢ 61 73 73
4e 61 6d 65 7d 29 28 29 3b 22 5d 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 76 22 2¢ 22 76 74 70 5f 6e 61 6d 65
22322267 74 6d 2e 74 72 69 67 67 65 72 73 22 2¢ 22 76 74 70 5f 64 61 74 61 4c 61 79 65 72 56 65 72 73 69 6f 6e 22 3a
322c 227674 70 5f 73 65 74 44 65 66 61 75 6¢ 74 56 61 6¢ 75 65 22 3a 74 72 75 65 2c 22 76 74 70 5f 64 65 66 61 75 6¢
7456 61 6¢ 75 65 22 3a 22 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 76 22 2¢c 22 76 74 70 5f 6e 61 6d 65 22
3a22 67 74 6d 2e 65 6¢ 65 6d 65 6e 74 49 64 22 2¢ 22 76 74 70 5f 64 61 74 61 4c 61 79 65 72 56 65 72 73 69 6f 6€ 22 3a
317d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 6a
Data Ascii: .closest(\"[class]\");return a.className})();"]},{"function":"__v","vtp_name":"gtm.triggers","vtp_dataLayerV
ersion":2,"vtp_setDefaultValue":true,"vtp_defaultValue":""},{"function
ersion":1},{"function™:"__j

V", "vtp_name":"gtm.elementld","vtp_datalLayerV

2021-10-28 23:41:26 UTC 2141 IN Data Raw: 22 6e 61 6d 65 22 2c 22 6¢ 61 62 65 6¢ 22 2¢ 22 76 61 6¢ 75 65 22 2¢ 22 4c 6f 67 20 49 6e 22 5d 2c 5b 22 6d
6170 22 2c 22 6e 61 6d 65 22 2c 22 63 61 74 65 67 6f 72 79 22 2c 22 76 61 6¢ 75 65 22 2c 22 68 6f 6d 65 70 61 67 65 5f
6374 61 22 5d 5d 2c 22 76 74 70 5f 6d 65 61 73 75 72 65 6d 65 6e 74 49 64 22 3a 22 47 2d 35 36 37 47 43 54 4c 39 42
42 22 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 55 73 65 72 50 72 6f 70 65 72 74 69 65 73 22 3a 74 72 75 65 2c 22 76 74 70 5f
65 6e 61 62 6¢ 65 4d 6f 72 65 53 65 74 74 69 6e 67 73 4f 70 74 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65 6e 61
62 6¢ 65 45 75 69 64 22 3a 66 61 6¢ 73 65 2¢ 22 74 61 67 5f 69 64 22 3a 36 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22
5f5f 67 61 61 77 65 22 2c 22 6d 65 74 61 64 61 74 61 22 3a
Data Ascii: "name”,"label","value”,"Log In"],['map”,"name","category","value","homepage_cta"]],"vtp_measurementld":"G-

567GCTL9BB","vtp_enableUserProperties":true,"vtp_enableMoreSettingsOption“:false,"vtp_enableEuid":false,"tag_id":6},

{"function™:"__gaawe","metadata":

2021-10-28 23:41:26 UTC 2142 IN Data Raw: 3a 66 61 6¢ 73 65 2c 22 74 61 67 5f 69 64 22 3a 31 34 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 67
6161 77 65 22 2c 22 6d 65 74 61 64 61 74 61 22 3a 5b 22 6d 61 70 22 5d 2c 22 6f 6e 63 65 5f 70 65 72 5f 65 76 65 6e 74
223a 74727565 2c 22767470 5f 65 76 65 6e 74 4e 61 6d 65 22 3a 22 71 75 6f 74 65 5f 63 6¢ 69 63 6b 65 64 5f 6e 61
7622 2c 22 76 74 70 5f 65 76 65 6e 74 50 61 72 61 6d 65 74 65 72 73 22 3a 5b 22 6¢ 69 73 74 22 2c 5b 22 6d 61 70 22
2c 22 6e 61 6d 65 22 2c 22 6¢ 61 62 65 6C 22 2¢ 22 76 61 6C 75 65 22 2C 22 47 65 74 20 61 20 51 75 6f 74 65 22 5d 2c 5b
22 6d 61 70 22 2c 22 6e 61 6d 65 22 2c 22 63 61 74 65 67 6f 72 79 22 2¢ 22 76 61 6¢C 75 65 22 2C 22 68 6f 6d 65 70 61 67
65 5f 63 74 61 22 5d 5d 2c 22 76 74 70 5f 6d 65 61 73 75 72
Data Ascii: :false,"tag_id":14} {"function":"__gaawe","metadata™:["'map"],"once_per_event":true,"vtp_eventName":"quote_cl
icked_nav","vtp_eventParameters":["list",['map","name","label","value","Get a Quote"],['map","name","category”,"value","

homepage_cta"]],"vtp_measur

2021-10-28 23:41:26 UTC 2143 IN Data Raw: 66 6f 72 20 46 72 65 65 22 5d 2c 5b 22 6d 61 70 22 2c 22 6e 61 6d 65 22 2c 22 63 61 74 65 67 6f 79 22 2c 22
76 61 6¢ 75 65 22 2¢ 22 68 6f 6d 65 70 61 67 65 5f 63 74 61 22 5d 5d 2¢ 22 76 74 70 5f 6d 65 61 73 75 72 65 6d 65 6e 74
49 64 22 3a 22 47 2d 35 36 37 47 43 54 4¢c 39 42 42 22 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 55 73 65 72 50 72 6f 70 65 72
7469 65 73 22 3a 74 72 75 65 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 4d 6f 72 65 53 65 74 74 69 6e 67 73 4f 70 74 69 6f 6e
223a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65 6e 61 62 6¢ 65 45 75 69 64 22 3a 66 61 6¢ 73 65 2¢ 22 74 61 67 5f 69 64 22 3a
3232 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 67 61 61 77 65 22 2c 22 6d 65 74 61 64 61 74 61 22 3a 5b 22 6d
6170 22 5d 2c 22 6f 6e 63 65 5f 70 65 72 5f 65 76 65 6e

Data Ascii: for Free"],["map”,"name","categoy”,“value","homepage_cta"]],"vtp_measurementld":"G-567GCTLIBB","vt

p_enableUserProperties":true,"vtp_enableMoreSettingsOption“:false,"vtp_enableEuid":false,"tag_id":22},{"function™:"__gaa
we","metadata™:["'map"],"once_per_even
2021-10-28 23:41:26 UTC 2147 IN Data Raw: 64 22 3a 32 38 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 67 61 61 77 65 22 2c 22 6d 65 74 61 64 61

74 61 22 3a 5b 22 6d 61 70 22 5d 2c 22 6f 6e 63 65 5f 70 65 72 5f 65 76 65 6e 74 22 3a 74 72 75 65 2¢ 22 76 74 70 5f 65
76 65 6e 74 4e 61 6d 65 22 3a 22 63 6f 6d 70 61 72 69 73 6f 6e 5f 63 6¢ 69 63 6b 65 64 5f 65 6€ 74 65 72 70 72 69 73 65
222c 2276 74 70 5f 65 76 65 6e 74 50 61 72 61 6d 65 74 65 72 73 22 3a 5b 22 6¢ 69 73 74 22 2c 5b 22 6d 61 70 22 2¢
22 6e 61 6d 65 22 2c 22 6¢ 61 62 65 6¢ 22 2¢ 22 76 61 6¢ 75 65 22 2¢ 22 47 65 74 20 61 20 51 75 6f 74 65 22 5d 2c 5b 22
6d 61 70 22 2c 22 6e 61 6d 65 22 2c 22 63 61 74 65 67 6f 72 79 22 2¢ 22 76 61 6¢ 75 65 22 2¢ 22 70 72 69 63 69 6e 67 5f
63 74 61 22 5d 5d 2c 22 76 74 70 5f 6d 65 61 73 75 72 65 6d

Data Ascii: d":28},{"function":"__gaawe","metadata™:["'map"],"once_per_event":true,"vtp_eventName":"comparison_

clicked_enterprise”,"vtp_eventParameters":["list",["'map","name","label","value","Get a Quote"],['map","name", "category",

"value","pricing_cta"]],"vtp_measurem

2021-10-28 23:41:26 UTC 2148 IN Data Raw: 22 76 61 6¢ 75 65 22 2c 22 47 65 74 20 53 74 61 72 74 65 64 22 5d 2c 5b 22 6d 61 70 22 2c 22 6e 61 6d 65 22
2c 22 63 61 74 65 67 6f 72 79 22 2¢ 22 76 61 6¢ 75 65 22 2¢ 22 70 72 69 63 69 6e 67 5f 63 74 61 22 5d 5d 2c 22 76 74 70
5f 6d 65 61 73 75 72 65 6d 65 6e 74 49 64 22 3a 22 47 2d 35 36 37 47 43 54 4¢ 39 42 42 22 2c 22 76 74 70 5f 65 6e 61 62
6¢ 65 55 73 65 72 50 72 6f 70 65 72 74 69 65 73 22 3a 74 72 75 65 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 4d 6f 72 65 53 65
7474 69 6e 67 73 4f 70 74 69 6f 6e 22 3a 66 61 6¢ 73 65 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 45 75 69 64 22 3a 66 61 6¢
73 65 2c 22 74 61 67 5f 69 64 22 3a 33 36 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 67 61 61 77 65 22 2¢ 22 6d
65 74 61 64 61 74 61 22 3a 5b 22 6d 61 70 22 5d 2c 22 6f
Data Ascii: "value","Get Started"],["map","name","category","value","pricing_cta"]],"vtp_measurementld":"G-567
GCTL9BB","vtp_enableUserProperties":true,"vtp_enableMoreSettingsOption":false,"vtp_enableEuid":false,"tag_id":36},
{"function":"__gaawe","metadata™:["'map"],"o

2021-10-28 23:41:26 UTC 2152 IN Data Raw: 61 62 6¢ 65 4d 6f 72 65 53 65 74 74 69 6e 67 73 4f 70 74 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65
6e 61 62 6¢ 65 45 75 69 64 22 3a 66 61 6¢ 73 65 2C 22 74 61 67 5f 69 64 22 3a 34 32 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e
22 3a225f5f67 61 61 77 65 22 2¢ 22 6d 65 74 61 64 61 74 61 22 3a 5b 22 6d 61 70 22 5d 2c 22 6f 6e 63 65 5f 70 65 72
5f 65 76 65 6e 74 22 3a 74 72 75 65 2c 22 76 74 70 5f 65 76 65 6e 74 4e 61 6d 65 22 3a 22 64 65 74 61 69 6¢ 65 64 5f 63
6f 6d 70 61 72 69 73 6f 6e 5f 62 6f 74 74 6f 6d 5f 63 6¢ 69 63 6b 65 64 5f 62 61 73 69 63 22 2¢ 22 76 74 70 5f 65 76 65 6e
7450 61 72 61 6d 65 74 65 72 73 22 3a 5b 22 6¢ 69 73 74 22 2c 5b 22 6d 61 70 22 2c 22 6e 61 6d 65 22 2c 22 6¢ 61 62
65 6C 22 2¢ 22 76 61 6C 75 65 22 2C 22 47 65 74 20 53 74
Data Ascii: ableMoreSettingsOption":false,"vtp_enableEuid":false,"tag_id":42},{"function":"__gaawe","metadata":['map"],"
once_per_event":true,"vtp_eventName":"detailed_comparison_bottom_clicked_basic","vtp_eventParameters":["list",
['map","name","label","value","Get St
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2153 IN Data Raw: 4e 61 6d 65 22 3a 22 62 72 61 6e 64 65 64 5f 6¢ 69 6e 6b 73 5f 63 6¢ 69 63 6b 65 64 5f 62 6f 64 79 22 2C 22
76 74 70 5f 65 76 65 6e 74 50 61 72 61 6d 65 74 65 72 73 22 3a 5b 22 6¢ 69 73 74 22 2c 5b 22 6d 61 70 22 2c 22 6e 61
6d 65 22 2¢ 22 6¢ 61 62 65 6C 22 2¢ 22 76 61 6C 75 65 22 2¢ 22 4¢ 65 61 72 6e 20 4d 6f 72 65 22 5d 2¢ 5b 22 6d 61 70 22
2c 22 6e 61 6d 65 22 2c 22 63 61 74 65 67 6f 72 79 22 2¢ 22 76 61 6¢ 75 65 22 2¢ 22 68 6f 6d 65 70 61 67 65 5f 63 74 61
22 5d 5d 2¢ 22 76 74 70 5f 6d 65 61 73 75 72 65 6d 65 6e 74 49 64 22 3a 22 47 2d 35 36 37 47 43 54 4c 39 42 42 22 2¢
22 76 74 70 5f 65 6e 61 62 6¢ 65 55 73 65 72 50 72 6f 70 65 72 74 69 65 73 22 3a 74 72 75 65 2¢ 22 76 74 70 5f 65 6e 61
62 6¢ 65 4d 6f 72 65 53 65 74 74 69 6e 67 73 4f 70 74 69 6f 6e
Data Ascii: Name":"branded_links_clicked_body","vtp_eventParameters":["list",["'map","name","label","value","Learn More"],
['map","name","category”,"value","homepage_cta"]],"vtp_measurementld":"G-567GCTL9BB","vtp_enableUserPropertie
s":true,"vtp_enableMoreSettingsOption

2021-10-28 23:41:26 UTC 2155 IN Data Raw: 69 64 61 74 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 54 69 6d 65 6f
757422 3a 223230303022 2c 2276 74 70 5f 75 6e 69 71 75 65 54 72 69 67 67 65 72 49 64 22 3a 22 34 36 37 32 35
353835 5f 323122 2c 22 74 61 67 5f 69 64 22 3a 35 38 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 6¢ 63 6¢ 22
2c 22 76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 22 3a 66 61 6¢ 73 65 2 22 76 74 70 5f 63 68 65 63 6b 56 61 6C 69 64
61 74 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 54 69 6d 65 6f 75 74 22 3a 22 32
303030 22 2¢ 22 76 74 70 5f 75 6e 69 71 75 65 54 72 69 67 67 65 72 49 64 22 3a 22 34 36 37 32 35 35 38 35 5f 32 33 22
2c 22 74 61 67 5f 69 64 22 3a 35 39 7d 2c 7b 22 66 75 6e 63
Data Ascii: idation":false,"vtp_waitForTagsTimeout":"2000","vtp_uniqueTriggerld":"46725585_21","tag_id":58},{"function":
" lcI","vtp_waitForTags":false,"vtp_checkValidation":false,"vtp_waitForTagsTimeout":"2000","vtp_uniqueTriggerld":"46725
585_23","tag_id":59},{"func

2021-10-28 23:41:26 UTC 2156 IN Data Raw: 37 22 2c 22 74 61 67 5f 69 64 22 3a 36 36 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 6¢ 63 6¢ 22 2¢ 22
76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 63 68 65 63 6b 56 61 6C 69 64 61 74
69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 54 69 6d 65 6f 75 74 22 3a 22 32 30 30
3022 2c 22 76 74 70 5f 75 6e 69 71 75 65 54 72 69 67 67 65 72 49 64 22 3a 22 34 36 37 32 35 35 38 35 5f 33 39 22 2c 22
74 61 67 5f 69 64 22 3a 36 37 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 6¢ 63 6¢ 22 2¢ 22 76 74 70 5f 77 61 69
74 46 6f 72 54 61 67 73 22 3a 66 61 6¢ 73 65 2C 22 76 74 70 5f 63 68 65 63 6b 56 61 6C 69 64 61 74 69 6f 6€ 22 3a 66 61
6c 73 65 2c 22 76 74 70 5f 77 61 69 74 46 6f 72 54 61
Data Ascii: 7","tag_id":66},{"function™:"__lcl","vtp_waitForTags":false,"vtp_checkValidation":false,"vtp_waitForTagsTime
out":"2000","vtp_uniqueTriggerld*:"46725585_39","tag_id":67},{"function":"__lcl","vtp_waitForTags":false,"vtp_checkValid
ation":false,"vtp_waitForTa

2021-10-28 23:41:26 UTC 2157 IN Data Raw: 65 6d 2d 34 30 31 36 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 72 65 22 2c 22 61 72 67 30 22 3a 5b
22 6d 61 63 72 6f 22 2¢ 34 5d 2c 22 61 72 67 31 22 3a 22 28 5e 24 7c 28 28 5e 7c 2¢ 29 34 36 37 32 35 35 38 35 5f 39 28
247c 2c 29292922 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 65 71 22 2¢ 22 61 72 67 30 22 3a 5b 22 6d 61 63 72
6f 22 2¢ 35 5d 2¢ 22 61 72 67 31 22 3a 22 73 68 6f 72 74 65 6e 5f 62 74 6e 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a
225f65 7122 2c 226172 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 30 5d 2¢ 22 61 72 67 31 22 3a 22 67 74 6d 2e 63 6¢ 69
63 6b 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 65 71 22 2c 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 36
5d 2c 22 61 72 67 31 22 3a 22 6d 6f 73 74 5f 72 65 63 65
Data Ascii: em-4016"} {"function":"_re","arg0":["macro",4],"arg1":"("$|(("|,)46725585_9($|,)))"}.{"function":"_eq","arg0":
["'macro”,5],"arg1":"shorten_btn"},{"function":"_eq","arg0":['macro”,0],"arg1":"gtm.click"},{"function™:"_eq","arg0":["macro",6],
"argl":"most_rece

2021-10-28 23:41:26 UTC 2158 IN Data Raw: 5e 7c 2c 29 34 36 37 32 35 35 38 35 5f 32 35 28 24 7c¢ 2¢ 29 29 29 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22
3a 22 5f65 71 22 2¢ 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 35 5d 2c 22 61 72 67 31 22 3a 22 70 72 65 6d 69 75
6d 2d 70 6¢ 61 6e 2d 62 74 6e 2d 74 6f 70 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 72 65 22 2¢ 22 61 72 67 30
22 3a5b 22 6d 61 63 72 6f 22 2¢ 34 5d 2c 22 61 72 67 31 22 3a 22 28 5e 24 7c 28 28 5e 7c 2c 29 34 36 37 32 35 35 38 35
5f 32 37 28 24 7c 2c 29 29 29 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 65 71 22 2¢ 22 61 72 67 30 22 3a 5b 22
6d 61 63 72 6f 22 2¢ 35 5d 2c 22 61 72 67 31 22 3a 22 65 6e 74 65 72 70 72 69 73 65 2d 70 6¢ 61 6€ 2d 62 74 6e 2d 74 6f
7022 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 72
Data Ascii: #|,)46725585_25(%$|,)))"}.{"function":"_eq","arg0":["macro",5],"arg1":"premium-plan-btn-top"},{"“function™:"_r
e","arg0™:["macro",4],"arg1":"("$|(("|,)46725585_27($|,)))"},{"function":"_eq","arg0":["macro”,5],"arg1":"enterprise-plan-btn-
top"},{"function™:"_r

2021-10-28 23:41:26 UTC 2170 IN Data Raw: 22 5f 72 65 22 2¢ 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2c 34 5d 2c 22 61 72 67 31 22 3a 22 28 5e 24
7c 28 28 5e 7c 2c 29 34 36 37 32 35 35 38 35 5f 34 33 28 24 7c¢ 2c 29 29 29 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a
225f65 7122 2c 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 35 5d 2¢ 22 61 72 67 31 22 3a 22 70 72 65 6d 69 75 6d
2d 70 6¢ 61 6e 2d 63 6f 6¢ 75 6d 6e 2d 6¢ 69 6€ 6b 2d 62 6f 74 74 6f 6d 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22
5f 72 65 22 2¢ 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2c 34 5d 2c 22 61 72 67 31 22 3a 22 28 5e 24 7c 28 28 5e 7c
2c 29 34 36 37 32 35 35 38 35 5f 34 35 28 24 7c¢ 2¢ 29 29 29 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 65 71 22
2c 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 35 5d
Data Ascii: "_re","arg0":["macro”,4],"arg1":"("$|(("|,)46725585_43($|,)))"}.{"function™:"_eq","arg0":['macro",5],"arg1":
"premium-plan-column-link-bottom"},{"function™:"_re","arg0":["macro”,4],"arg1":"("$|(("|,)46725585_45(%$|,)))"},{"functio

n“:"_eq","arg0™["macro”,5]

2021-10-28 23:41:26 UTC 2171 IN Data Raw: 5d 5d 2c 5b 5b 22 69 66 22 2c 31 2c 33 2¢ 34 37 2c 34 38 2c 34 39 5d 2c 5b 22 61 64 64 22 2¢ 32 32 5d 5d 5d

0a 7d 2c 0a 22 72 75 6e 74 69 6d 65 22 3a 5b 5d 0a 0a Oa Oa Oa 7d 3b Oa Oa Oa 2f 2a 0a Oa 20 43 6f 70 79 72 69 67 68 74
2054 68 65 20 43 6¢ 6 73 75 72 65 20 4c 69 62 72 61 72 79 20 41 75 74 68 6f 72 73 2e Oa 20 53 50 44 58 2d 4c 69 63 65
6e 73 65 2d 49 64 65 6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 Oa 2a 2f 0a 76 61 72 20 68 2c 61 61 3d
66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 30 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7h 72

65 74 75 72 6e 20 62 3c 61 2e 6¢ 65 6e 67 74 68 3f 7b 64 6f 6e 65 3a 21 31 2¢ 76 61 6¢ 75 65 3a 61 5b 62 2b 2b 5d 7d 3a
7b 64 6f 6e 65 3a 21 30 7d 7d 7d 2c 62 61 3d 22 66 75 6e 63 74

Data Ascii: ]],[["if",1,3,47,48,49],["add",22]]]},"runtime":[]};/* Copyright The Closure Library Authors. SPDX-License-ldentifier:
Apache-2.0*/var h,aa=function(a){var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}} ba="funct

2021-10-28 23:41:26 UTC 2172 IN Data Raw: 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 3d 6e 65 77 20 77 61 2c 64 3d 30 3b 64 3c 61 2e 6¢c 65 6e
67 74 68 3b 64 2b 2b 29 63 2e 73 65 74 28 61 5b 64 5d 2c 21 30 29 3b 66 6f 72 28 76 61 72 20 65 3d 30 3b 65 3c 62 2e
6¢ 65 6e 67 74 68 3b 65 2b 2b 29 69 66 28 63 2e 67 65 74 28 62 5b 65 5d 29 29 72 65 74 75 72 6e 21 30 3b 72 65 74 75
72 6e 21 31 7d 2c 79 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 0a 62 29 7b 66 6f 72 28 76 61 72 20 63 20 69 6e 20 61 29 4f
62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6¢ 6¢€ 28 61 2C 63 29
26 26 62 28 63 2c 61 5b 63 5d 29 7d 2c 7a 61 3d 66 75 6e 63 74 69 6f 6 28 61 29 7b 72 65 74 75 72 6e 21 21 61 26 26 2
8 22 5b 6f 62 6a 65 63 74 20 41 72 67 75 6d 65 6e 74 73 5d 22 3d
Data Ascii: on(a,b){for(var c=new wa,d=0;d<a.length;d++)c.set(a[d],!0);for(var e=0;e<b.length;e++)if(c.get(b[e]))return!
O;return!1},ya=function(a,b){for(var c in a)Object.prototype.hasOwnProperty.call(a,c)&&b(c,a[c])},za=function(a){return!!la&&
("[object Arguments]'=
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2174 IN Data Raw: 3b 66 2b 2b 29 64 3d 64 5b 65 5b 66 5d 5d 3d 7b 7d 3b 64 5b 65 5b 65 2e 6¢ 65 6e 67 74 68 2d 31 5d 5d 3d 62
3b 72 65 74 75 72 6e 20 63 7d 2c 55 61 3d 2f 5e 5¢ 77 7b 31 2c 39 7d 24 2f 2c 0a 56 61 3d 66 75 6e 63 74 69 6f 6e 28 61
2c 6229 7b 61 3d 61 7c 7c 7b 7d 3b 62 3d 62 7c 7c 22 2c 22 3b 76 61 72 20 63 3d 5b 5d 3b 79 61 28 61 2c 66 75 6e 63
74 69 6f 6e 28 64 2c 65 29 7b 55 61 2e 74 65 73 74 28 64 29 26 26 65 26 26 63 2e 70 75 73 68 28 64 29 7d 29 3b 72 65
74 75 72 6e 20 63 2e 6a 6f 69 6e 28 62 29 7d 3b 76 61 72 20 57 61 2c 58 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28
76 6f 69 64 20 30 3d 3d 3d 57 61 29 7b 76 61 72 20 61 3d 6e 75 6¢ 6¢ 2c 62 3d 6d 61 2e 74 72 75 73 74 65 64 54 79 70 6
573 3b 69 66 28 62 26 26 62 2e 63 72 65 61 74 65 50 6f 6¢ 69 63
Data Ascii: ;f++)d=d[e[f]]={};d[e[e.length-1]]=b;return c},Ua=/"\w{1,9}$/,Va=function(a,b){a=a||{};b=b||",";var c=[];ya(
a,function(d,e){Ua.test(d)&&e&&c.push(d)});return c.join(b)};var Wa,Xa=function(){if(void 0===Wa){var a=null,b=ma.truste
dTypes;if(b&&b.createPolic

2021-10-28 23:41:26 UTC 2178 IN Data Raw: 77 7c 7c 77 69 6e 64 6f 77 29 2e 64 6f 63 75 6d 65 6e 74 2c 66 3d 6e 75 6¢ 6¢ 3d 3d 3d 28 64 3d 65 2e 71 75
6572 79 53 65 6¢ 65 63 74 6f 72 29 7c 7c 76 6f 69 64 20 30 3d 3d 3d 64 3f 76 6f 69 64 20 30 3a 64 2e 63 61 6¢ 6C 28 65
2c 22 73 63 72 69 70 74 5b 6e 6f 6e 63 65 5d 22 29 3b 28 63 3d 66 3f 66 2e 6e 6f 6e 63 65 7c 7c 66 2e 67 65 74 41 74 74
7269 62 75 74 65 28 22 6e 6f 6e 63 65 22 29 7c 7c 22 22 3a 22 22 29 26 26 61 2e 73 65 74 41 74 74 72 69 62 75 74 65
28 22 6e 6f 6e 63 65 22 2¢ 63 29 7d 3b 76 61 72 20 70 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢c 62 29 7b 76 61 72 20 63 3d
66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 63 2e 70 72 6f 74 6f 74 79 70 65 3d 61 2e 70 72 6f 74 6f 74 79 70 65 3b 76 61 72
20 64 3d 6e 65 77 20 63 3b 61 2e 61 70 70 6¢ 79 28 64 2c 41
Data Ascii: w||window).document,f=null===(d=e.querySelector)||void 0===d?void 0:d.call(e,"scriptfnonce]");(c=f?f.nonce||
f.getAttribute(“nonce")||"":"")&&a.setAttribute("nonce",c)};var pb=function(a,b){var c=function(){};c.prototype=a.prototype;var
d=new c;a.apply(d,A

2021-10-28 23:41:26 UTC 2179 IN Data Raw: 28 65 2c 62 29 3b 63 26 26 28 65 2e 6f 6e 65 72 72 6f 72 3d 63 29 3b 76 62 28 65 29 3b 72 65 74 75 72 6e 20
65 7d 2c 7a 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 74 62 29 7b 76 61 72 20 61 3d 74 62 2e 74 6f 4c 6f 77 65 72
4361 73 65 28 29 3b 69 66 28 30 3d 3d 3d 61 2e 69 6e 64 65 78 4f 66 28 22 68 74 74 70 73 3a 2f 2f 22 29 29 72 65 74 75
72 6e 20 32 3b 69 66 28 30 3d 3d 3d 61 2e 69 6e 64 65 78 4f 66 28 22 68 74 74 70 3a 2f 2f 22 29 29 72 65 74 75 72 6e 20
337d 7265747572 6e 20 31 7d 2c 41 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 42 2e 63 72
65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 69 66 72 61 6d 65 22 29 3b 63 2e 68 65 69 67 68 74 3d 22 30 22 3b 63 2e 77 69
64 74 68 3d 22 30 22 3b 63 2e 73 74 79 6¢ 65 2e 64 69 73 70 6¢
Data Ascii: (e,b);c&&(e.onerror=c);vb(e);return e},zb=function(){if(tb){var a=tb.toLowerCase();if(0===a.indexOf("https:/
["))return 2;if(0===a.indexOf("http://"))return 3}return 1}, Ab=function(a,b){var c=B.createElement("iframe");c.height="0
";c.width="0";c.style.displ

2021-10-28 23:41:26 UTC 2184 IN Data Raw: 28 61 2c 62 2¢ 63 29 7b 63 3d 63 7c 7c 31 30 30 3b 66 6f 72 28 76 61 72 20 64 3d 7b 7d 2c 65 3d 30 3b 65 3c
62 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 29 64 5b 62 5b 65 5d 5d 3d 21 30 3b 66 6f 72 28 76 61 72 20 66 3d 61 2c 67 3d 30
3b 66 26 26 67 3c 3d 63 3b 67 2b 2b 29 7b 69 66 28 64 5b 53 74 72 69 6e 67 28 66 2e 74 61 67 4e 61 6d 65 29 2e 74 6f
4c 6f 77 65 72 43 61 73 65 28 29 5d 29 72 65 74 75 72 6e 20 66 3b 0a 66 3d 66 2e 70 61 72 65 6e 74 45 6¢ 65 6d 65 6e 7
47d 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 2c 49 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3b 74 72 79 7b
62 3d 73 62 2e 73 65 6e 64 42 65 61 63 6f 6 26 26 73 62 2e 73 65 6e 64 42 65 61 63 6f 6e 28 61 29 7d 63 61 74 63 68
286329 7b 7d 62 7c 7c 42 62 28 61 29 7d 2c 4a 62 3d 66 75 6e 63 74
Data Ascii: (a,b,c){c=c||100;for(var d={},e=0;e<b.length;e++)d[b[e]]=!0;for(var f=a,g=0;f&&g<=c;g++){if(d[String(f.tagNa
me).toLowerCase()])return f;f=f.parentElement}return null},Ib=function(a){var b;try{b=sb.sendBeacon&&sb.sendBe
acon(a)}catch(c){}b||Bb(a)},Jb=funct

2021-10-28 23:41:26 UTC 2189 IN Data Raw: 7c 7c 74 61 28 61 29 7c 7¢ 51 62 28 61 29 29 72 65 74 75 72 6e 21 30 3b 73 77 69 74 63 68 28 74 79 70 65 6f
66 20 61 29 7b 63 61 73 65 20 22 62 6f 6f 6¢ 65 61 6€ 22 3a 63 61 73 65 20 22 6e 75 6d 62 65 72 22 3a 63 61 73 65 20
2273747269 6e 67 22 3a 63 61 73 65 20 22 66 75 6e 63 74 69 6f 6e 22 3a 72 65 74 75 72 6e 21 30 7d 72 65 74 75 72
6e 21 31 7d 3b 76 61 72 20 53 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 62 2
97b 72 6574 75 72 6e 7b 74 6f 53 74 72 69 6e 67 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 62 7d 7d 7d
3b 72 65 74 75 72 6e 7b 57 67 3a 61 28 22 63 6f 6e 73 65 6e 74 22 29 2c 58 67 3a 61 28 22 63 6f 6e 73 65 6e 74 5f 61 6¢
77 61 79 73 5f 66 69 72 65 22 29 2¢ 59 65 3a 61 28 22 63 6f 6e 76
Data Ascii: [|ta(a)||Qb(a))return!0;switch(typeof a){case "boolean":case "number":case "string":case “function":return!0
Jreturn!1},var Sb=function(){var a=function(b){return{toString:function(){return b}}};return{Wg:a("consent"),Xg:a("conse
nt_always_fire"),Ye:a("conv

2021-10-28 23:41:26 UTC 2190 IN Data Raw: 22 3a 22 5¢ 5¢ 2f 22 2c 22 3¢ 22 3a 22 5c 5¢ 78 33 63 22 2¢ 22 3d 22 3a 22 5c 5¢ 78 33 64 22 2¢ 22 3e 22 3a
22 5¢ 5¢ 78 33 65 22 2¢ 22 5¢ 5¢ 22 3a 22 5¢ 5¢ 5¢ 5¢ 22 2¢ 22 5¢ 75 30 30 38 35 22 3a 22 5¢ 5¢ 78 38 35 22 2¢ 22 5¢ 75
3230 32 38 22 3a 22 5¢ 5¢ 75 32 30 32 38 22 2¢ 22 5¢ 75 32 30 32 39 22 3a 22 5¢ 5¢ 75 32 30 32 39 22 2¢ 24 3a 22 5¢
5c 78 32 34 22 2¢ 22 28 22 3a 22 5¢ 5¢ 78 32 38 22 2¢ 22 29 22 3a 22 5¢ 5¢ 78 32 39 22 2¢ 22 2a 22 3a 22 5¢ 5¢ 78 32
61 22 2c 22 2b 22 3a 22 5¢ 5¢ 78 32 62 22 2¢ 22 2¢ 22 3a 22 5c 5¢ 78 32 63 22 2¢ 22 2d 22 3a 22 5¢ 5¢ 78 32 64 22 2¢ 2
22e223a225c5c 78326522 2c 22 3a 22 3a 22 5c5c 78 33 61 22 2c 22 3f 22 3a 22 5¢ 5¢ 78 33 66 22 2¢ 22 5b 22 3a
22 5c 5¢ 78 35 62 22 2c 22 5d 22 3a 22 5c 5¢ 78 35 64 22 2c 22 5e
Data Ascii: ":"\/","<":"\\x3¢" "\WX3d",">":"\\x3e", "\ "W, "\u0085":"\\x85", "\u2028":"\\u2028","\u2029":"\\u2029",$:"\\x24","
(":"\\x28",")""\\x29", "™ "\\x2a", "+ "\\x2b"," M\Wx2d”, "M\ x2e! \WX5b","]":"\Wx5d","»

2021-10-28 23:41:26 UTC 2191 IN Data Raw: 5¢ 75 66 66 30 31 22 3a 22 25 45 46 25 42 43 25 38 31 22 2¢ 22 5¢ 75 66 66 30 33 22 3a 22 25 45 46 25 42 43
2538 33 22 2¢ 22 5¢ 75 66 66 30 34 22 3a 22 25 45 46 25 42 43 25 38 34 22 2¢ 22 5¢ 75 66 66 30 36 22 3a 22 25 45 46
2542 43 25 38 36 22 2c 0a 22 5¢ 75 66 66 30 37 22 3a 22 25 45 46 25 42 43 25 38 37 22 2¢ 22 5¢ 75 66 66 30 38 22 3a
22 25 45 46 25 42 43 25 38 38 22 2¢ 22 5¢ 75 66 66 30 39 22 3a 22 25 45 46 25 42 43 25 38 39 22 2¢ 22 5¢ 75 66 66 30 6
122 3a 222545 46 25 42 43 25 38 41 22 2¢ 22 5¢ 75 66 66 30 62 22 3a 22 25 45 46 25 42 43 25 38 42 22 2¢ 22 5¢ 75 66
66 30 63 22 3a 22 25 45 46 25 42 43 25 38 43 22 2¢ 22 5¢ 75 66 66 30 66 22 3a 22 25 45 46 25 42 43 25 38 46 22 2c 22
5¢ 75 66 66 31 61 22 3a 22 25 45 46 25 42 43 25 39 41 22 2¢ 22 5¢ 75
Data Ascii: \uff01":"%EF%BC%81","\uff03":"%EF%BC%83","\uff04":"%EF%BC%84","\uff06":"%EF%BC%86","\uff
07":"%EF%BC%87","\uff08":"%EF%BC%88","\uff09":"%EF%BC%89","\uff0a":"%EF%BC%8A","\uffOb":"%EF%BC%8B",
"\uffoc":"%EF%BC%8C","\uffof":"%EF%BC%8F","\uffla":"%EF%BC%9A","\u

2021-10-28 23:41:26 UTC 2192 IN Data Raw: 72 6e 20 64 3b 63 61 73 65 20 22 6d 61 70 22 3a 64 3d 7b 7d 3b 66 6f 72 28 76 61 72 20 6d 3d 31 3b 6d 3c 61
2e 6¢ 65 6e 67 74 68 3b 6d 2b 3d 32 29 64 5b 4a 63 28 61 5b 6d 5d 2¢ 62 2¢ 63 29 5d 3d 4a 63 28 61 5b 6d 2b 31 5d 2c
62 2c 63 29 3b 72 65 74 75 72 6e 20 64 3b 63 61 73 65 20 22 74 65 6d 70 6¢ 61 74 65 22 3a 64 3d 5b 5d 3b 66 6f 72 28
76 61 72 20 6e 3d 21 31 2¢ 70 3d 31 3b 70 3c 61 2e 6¢ 65 6e 67 74 68 3b 70 2b 2b 29 7b 76 61 72 20 72 3d 4a 63 28 61 5
b 70 5d 2c 62 2c 63 29 3b 47 63 26 26 28 6e 3d 6e 7c 7c 72 3d 3d 3d 47 63 2e 24 63 29 3b 64 2e 70 75 73 68 28 72 29 7d
7265747572 6e 20 47 63 26 26 6e 3f 47 63 2e 69 69 28 64 29 3a 64 2e 6a 6f 69 6e 28 22 22 29 3b 63 61 73 65 20 22
65 73 63 61 70 65 22 3a 64 3d 4a 63 28 61 5b 31 5d 2c 62 2c 63 29 3b
Data Ascii: rn d;case "map":d={};for(var m=1;m<a.length;m+=2)d[Jc(a[m],b,c)]=Jc(a[m+1],b,c);return d;case "template":d=[
];for(var n=!1,p=1;p<a.length;p++){var r=Jc(a[p],b,c);Gc&&(n=n||r===Gc.$c);d.push(r)}return Gc&&n?Gc.ii(d):d.join("");case
"escape":d=Jc(a[1],b,c);
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2194 IN Data Raw: 28 31 3d 3d 3d 6b 29 72 65 74 75 72 6e 21 31 7d 72 65 74 75 72 6e 21 30 7d 2c 4d 63 3d 66 75 6e 63 74 69 6f
6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 63 29 7b 76 6f 69 64 20 30
3d 3d 3d 62 5b 63 5d 26 26 28 62 5b 63 5d 3d 4c 63 28 42 63 5b 63 5d 2c 61 29 29 3b 72 65 74 75 72 6e 20 62 5b 63 5d
7d 7d 3b 76 61 72 20 50 63 3d 7b 65 69 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 62 5b 53 62 2e 59 65 5d 26 26 22 7
3747269 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 61 26 26 28 61 3d 31 3d 3d 62 5b 53 62 2e 59 65 5d 3f 61 2e 74 6f 4c 6
f77 6572 43 61 73 65 28 29 3a 61 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 29 3b 62 2e 68 61 73 4f 77 6e 50 72 6f 70 6
5727479285362 2e 24 65 29 26 26 6e 75 6¢ 6¢ 3d 3d 3d 61 26
Data Ascii: (1===k)return!1}return!0},Mc=function(a){var b=[];return function(c){void 0===b[c]&&(b[c]=Lc(Bc[c],a));return
b[c]}};var Pc={ei:function(a,b){b[Sb.Ye]&&"string"===typeof a&&(a=1==b[Sbh.Ye]?a.toLowerCase():a.toUpperCase(
));b.hasOwnProperty(Sb.$e)&&null===a&

2021-10-28 23:41:26 UTC 2197 IN Data Raw: 3a 22 69 74 65 6d 73 22 2c 78 66 3a 22 70 61 73 73 65 6e 67 65 72 73 22 2c 48 64 3a 22 61 6¢ 6¢ 6f 77 5f 63
7573 74 6f 6d 5f 73 63 72 69 70 74 73 22 2c 66 63 3a 22 73 65 73 73 69 6f 6e 5f 69 64 22 2¢c 43 66 3a 22 71 75 61 6e 74
69 74 79 22 2¢ 59 61 3a 22 74 72 61 6e 73 61 63 74 69 6f 6e 5f 69 64 22 2c 6d 62 3a 22 6¢ 61 6e 67 75 61 67 65 22 2¢ 4e
63 3a22 63 6f 75 6e 74 72 79 22 2c 4d 63 3a 22 61 6¢ 6¢ 6f 77 5f 65 6e 68 61 6e 63 65 64 5f 63 6 6e 76 65 72 73 69 6f
6e 73 22 2c Oa 4d 64 3a 22 61 77 5f 6d 65 72 63 68 61 6e 74 5f 69 64 22 2c 4b 64 3a 22 61 77 5f 66 65 65 64 5f 63 6f 75
6e 74 72 79 22 2c 4c 64 3a 22 61 77 5f 66 65 65 64 5f 6¢ 61 6e 67 75 61 67 65 22 2¢c 4a 64 3a 22 64 69 73 63 6f 75 6e 74
22 2c 62 61 3a 22 64 65 76 65 6¢ 6f 70 65 72 5f 69 64 22
Data Ascii: :"items",xf:"passengers",Hd:"allow_custom_scripts",fc:"session_id",Cf:"quantity",Ya:"transaction_id",mb:"lan
guage”,Nc:"country”,Mc:"allow_enhanced_conversions",Md:"aw_merchant_id",Kd:"aw_feed_country",Ld:"aw_feed_langu
age",Jd:"discount”,ba:"developer_id"

2021-10-28 23:41:26 UTC 2198 IN Data Raw: 34 33 37 63 0d Oa 61 69 67 6e 5f 6e 61 6d 65 22 2c 6¢ 66 3a 22 63 61 6d 70 61 69 67 6e 5f 73 6f 75 72 63 65
22 2c 6e 66 3a 22 63 61 6d 70 61 69 67 6e 5f 74 65 72 6d 22 2c 6b 62 3a 22 63 6¢ 69 65 6e 74 5f 69 64 22 2¢ 64 61 3a 22
63 6f 6f 6b 69 65 5f 64 6f 6d 61 69 6e 22 2¢ 46 62 3a 22 63 6f 6f 6b 69 65 5f 6e 61 6d 65 22 2¢ 56 61 3a 22 63 6f 6f 6b 69
65 5f 70 61 74 68 22 2c 44 61 3a 22 63 6f 6f 6b 69 65 5f 66 6¢ 61 67 73 22 2¢ 5a 62 3a 22 63 75 73 74 6f 6d 5f 6d 61 70
22 2c 5564 3a 22 67 72 6f 75 70 73 22 2c 77 66 3a 22 6e 6f 6e 5f 69 6e 74 65 72 61 63 74 69 6f 6e 22 2c 6e 62 3a 22 70
61 67 65 5f 6¢ 6f 63 61 74 69 6f 6e 22 2c 59 64 3a 22 70 61 67 65 5f 70 61 74 68 22 2c 4c 61 3a 22 70 61 67 65 5f 72 65
66 65 72 72 65 72 22 2c 54 63 3a 22 70 61 67 65 5f 74
Data Ascii: 437caign_name",If:"campaign_source",nf:"campaign_term",kb:"client_id",da:"cookie_domain”,Fb:"cooki
e_name",Va:"cookie_path",Da:"cookie_flags",Zb:"custom_map",Ud:"groups”,wf:"non_interaction",nb:"page_location"
,Yd:"page_path",La:"page_referrer*, Tc:"page_t

2021-10-28 23:41:26 UTC 2202 IN Data Raw: 22 69 67 6e 6f 72 65 5f 72 65 66 65 72 72 65 72 22 2c 71 68 3a 22 63 6f 6e 74 65 6e 74 5f 67 72 6f 75 70 22 7d
3b 76 61 72 20 76 64 3d 7b 7d 3b 4e 2e 48 66 3d 4f 62 6a 65 63 74 2e 66 72 65 65 7a 65 28 28 76 64 5b 4e 2e 63 66 5d
3d 31 2c 76 64 5b 4e 2e 66 68 5d 3d 31 2c 76 64 5b 4e 2e 43 62 5d 3d 31 2c 76 64 5b 4e 2e 44 62 5d 3d 31 2c 76 64 5b
4e 2e 67 68 5d 3d 31 2c 76 64 5b 4e 2e 69 62 5d 3d 31 2c 76 64 5b 4e 2e 45 64 5d 3d 31 2c 76 64 5b 4e 2e 55 61 5d 3d
31 2c 76 64 5b 4e 2e 4c 63 5d 3d 31 2c 76 64 5b 4e 2e 6a 62 5d 3d 31 2c 76 64 5b 4e 2e 76 61 5d 3d 31 2c 76 64 5b 4e 2
e 45 62 5d 3d 31 2c 76 64 5b 4e 2e 77 61 5d 3d 31 2c 76 64 5b 4e 2e 64 66 5d 3d 31 2c 76 64 29 29 3b 4e 2e 63 65 3d 4f
62 6a 65 63 74 2e 66 72 65 65 7a 65 28 5b 4e 2e 42 61 2c 4e 2e 58
Data Ascii: “ignore_referrer”,gh:"content_group"};var vd={};N.Hf=Object.freeze((vd[N.cf]=1,vd[N.fh]=1,vd[N.Cb]=1,vd[N.Db
]=1,vd[N.gh]=1,vd[N.ib]=1,vd[N.Ed]=1,vd[N.Ua]=1,vd[N.Lc]=1,vd[N.jb]=1,vd[N.va]=1,vd[N.Eb]=1,vd[N.wa]=1,vd[N.df
]=1,vd));N.ce=Object.freeze([N.Ba,N.X

2021-10-28 23:41:26 UTC 2203 IN Data Raw: 3d 56 64 3b 76 61 72 20 57 64 3d 7b 7d 2c 58 64 3d 6e 65 77 20 77 61 2c 59 64 3d 7b 7d 2c 5a 64 3d 7b 7d 2c
62 65 3d 7b 6e 61 6d 65 3a 22 64 61 74 61 4c 61 79 65 72 22 2¢ 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b
48 28 54 61 28 61 2c 62 29 2c 59 64 29 3b 24 64 28 29 7d 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74
7572 6e 20 61 65 28 61 2¢c 32 29 7d 2c 72 65 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 58 64 3d 6e 65 77 20 77 61 3
b 59 64 3d 7b 7d 3b 24 64 28 29 7d 7d 2c 61 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 32 21
3d 62 3f 58 64 2e 67 65 74 28 61 29 3a 63 65 28 61 29 7d 2c 63 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62
2c 63 3d 61 2e 73 70 6¢ 69 74 28 22 2e 22 29 3b 62 3d 62 7c 7c 5b
Data Ascii: =Vd;var Wd={},Xd=new wa,Yd={},Zd={},be={name:"dataLayer",set:function(a,b){H(Ta(a,b), Yd);$d()},get
:function(a){return ae(a,2)},reset:function(){Xd=new wa;Yd={};$d()}},ae=function(a,b){return 2!=b?Xd.get(a):ce(a)},ce=fu
nction(a){var b,c=a.split(".");b=b||[

2021-10-28 23:41:26 UTC 2205 IN Data Raw: 2c 22 68 74 6d 6¢ 22 5d 2c 0a 65 63 6¢ 3a 5b 22 63 6¢ 22 5d 2¢ 65 68 6¢ 3a 5b 22 68 6¢ 22 5d 2¢ 68 6¢ 3a 5b
2265 68 6¢ 22 5d 2c 68 74 6d 6¢ 3a 5b 22 63 75 73 74 6f 6d 53 63 72 69 70 74 73 22 5d 2c 63 75 73 74 6f 6d 53 63 72 69
7074 73 3a 5b 22 68 74 6d 6¢ 22 5d 2c 6e 6f 6e 47 6f 6f 67 6¢ 65 50 69 78 65 6¢ 73 3a 5b 22 63 75 73 74 6f 6d 50 69 78
65 6¢ 73 22 2¢ 22 63 75 73 74 6f 6d 53 63 72 69 70 74 73 22 2c 22 68 74 6d 6¢ 22 2c 22 6e 6f 6€ 47 6f 6f 67 6¢ 65 53 63
7269 70 74 73 22 2c 22 6e 6f 6e 47 6f 6f 67 6¢ 65 49 66 72 61 6d 65 73 22 5d 2¢ 6e 6f 6 47 6f 6f 67 6¢ 65 53 63 72 69 7(
74 73 3a5b 22 63 75 73 74 6f 6d 53 63 72 69 70 74 73 22 2c 22 68 74 6d 6¢ 22 5d 2c 6€ 6f 6e 47 6f 6f 67 6¢ 65 49 66 72
61 6d 65 73 3a 5b 22 63 75 73 74 6f 6d 53 63 72 69 70
Data Ascii: ,"html"],ecl:["cl"],ehl:[*hI"],hl:["ehl"],html:["customScripts"],customScripts:[*htm|"],nonGooglePixels:["cu
stomPixels","customScripts”,"html","nonGoogleScripts","nonGooglelframes"],nonGoogleScripts:[‘customScripts”,"h
tml"],nonGooglelframes:[“customScrip

2021-10-28 23:41:26 UTC 2208 IN Data Raw: 65 74 75 72 6e 20 66 5b 6b 5d 3d 76 7d 7d 2c 6e 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20
69 65 2e 74 65 73 74 28 6¢ 2e 6¢ 6f 63 61 74 69 6f 6e 26 26 6¢ 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 6f 73 74 6e 61 6d 65 29
7d3b 76 61 72 20 70 65 3d 7b 61 63 74 69 76 65 3a 21 30 2c 69 73 41 6¢ 6¢ 6f 77 65 64 3a 66 75 6e 63 74 69 6f 6e 28 29
7b 72 65 74 75 72 6e 21 30 7d 7d 2c 71 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 50 2e 7a 6f 6e 65 73
3b 72 65 74 75 72 6e 20 62 3f 62 2e 63 68 65 63 6b 53 74 61 74 65 28 42 64 2e 4a 2c 61 29 3a 70 65 7d 2c 72 65 3d 66
75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 50 2e 7a 6f 6e 65 73 3b 21 62 26 26 61 26 26 28 62 3d 50 2e 7a 6f 6e
65 73 3d 61 28 29 29 3b 72 65 74 75 72 6e 20 62 7d 3b 76 61
Data Ascii: eturn f[k]=v}},ne=function(){return ie.test(l.location&&l.location.hostname)};var pe={active:!0,isAllowed:function()
{return!0}},ge=function(a){var b=P.zones;return b?b.checkState(Bd.J,a):pe},re=function(a){var b=P.zones;!b&&a&&(
b=P.zones=a());return b};va

2021-10-28 23:41:26 UTC 2209 IN Data Raw: 2c¢ 65 3d 63 2e 65 6e 74 72 69 65 73 2¢ 66 3d 65 5b 61 5d 3d 65 5b 61 5d 7c 7c 7b 7d 3b 66 2e 75 70 64 61 74
653d 22 67 72 61 6e 74 65 64 22 3d 3d 3d 62 3b 76 61 72 20 67 3d 46 65 28 61 29 3b 66 2e 71 75 69 65 74 3f 28 66 2e
717569 65 74 3d 21 31 2c 45 65 28 61 29 29 3a 67 21 3d 3d 64 26 26 45 65 28 61 29 7d 7d 66 75 6e 63 74 69 6f 6e 20
43 65 28 61 2¢ 62 29 7b 79 65 2e 70 75 73 68 28 7b 76 65 3a 61 2c 75 69 3a 62 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 45 6
5286129 7b 66 6f 72 28 76 61 72 20 62 3d 30 3b 62 3c 79 65 2e 6¢ 65 6e 67 74 68 3b 2b 2b 62 29 7b 76 61 72 20 63 3d
79 65 5b 62 5d 3b 74 61 28 63 2e 76 65 29 26 26 2d 31 21 3d 3d 63 2e 76 65 2e 69 6e 64 65 78 4f 66 28 61 29 26 26 28
63 2e 78 67 3d 21 30 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 44 65 28 61
Data Ascii: ,e=c.entries,f=e[a]=e[a]||{};f.update="granted"===b;var g=Fe(a);f.quiet?(f.quiet=!1,Ee(a)):g!==d&&Ee(a)}}fun
ction Ce(a,b){ye.push({ve:a,ui:b})}function Ee(a){for(var b=0;b<ye.length;++b){var c=ye[b];ta(c.ve)&&-1!==c.ve.indexOf(a
)&&(c.xg='0)}}function De(a
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2210 IN Data Raw: 2e 58 65 5d 3b 63 26 26 41 64 28 34 31 29 3b 66 6f 72 28 76 61 72 20 64 3d 74 61 28 62 29 3f 62 3a 5b 62 5d
2c 65 3d 7b 54 62 3a 30 7d 3b 65 2e 54 62 3c 64 2e 6¢ 65 6e 67 74 68 3b 65 3d 7b 54 62 3a 65 2e 54 62 7d 2c 2b 2b 65
2e 54 62 29 79 61 28 61 2c 66 75 6e 63 74 69 6f 6e 28 66 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 67 2c
6b 29 7b 69 66 28 67 21 3d 3d 4e 2e 57 65 26 26 67 21 3d 3d 4e 2e 58 65 29 7b 76 61 72 20 6d 3d 64 5b 66 2e 54 62 5d
3b 7a 65 28 29 2e 73 65 74 28 67 2c 6b 2c 6d 2c 22 47 42 22 2¢ 22 22 2¢ 63 29 7d 7d 7d 28 65 29 29 7d 2c 24 65 3d 30
2c 61 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 79 61 28 61 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 66 29 7b 7a 65 28
29 2e 7570 64 61 74 65 28 65 2c 66 29 7d 29 3b 4c 65 28 62 29 3b 76
Data Ascii: .Xe];c&&Ad(41);for(var d=ta(b)?b:[b],e={Th:0};e. Th<d.length;e={Tbh:e. Tb},++e.Th)ya(a,function(f){return funct
ion(g,k){if(g'==N.We&&g'!==N.Xe){var m=d[f.Tb];ze().set(g,k,m,"GB","",c)}}}(e))},$e=0,af=function(a,b){ya(a,function(e,f)
{ze().update(e,N});Le(b)iv

2021-10-28 23:41:26 UTC 2215 IN Data Raw: 6e 63 74 69 6f 6e 28 29 7b 7d 3b 74 68 69 73 2e 73 65 74 43 6f 6e 74 61 69 6e 65 72 54 79 70 65 4c 6f 61 64
65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 74 68 69 73 2e 67 65 74 43 6f 6e 74 61 69 6e 65 72 54 79 70 65 4c 6f 61
64 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 74 68 69 73 2e 65 76 65 6e 74 49 64 3d 76 6f 69 64 20 30 3b 74 68
69 73 2e 69 73 47 74 6d 45 76 65 6e 74 3d 21 31 7d 2c 47 66 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d
6e 65 77 20 46 66 3b 62 2e 65 76 65 6e 74 4d 6f 64 65 6¢ 3d 61 3b 72 65 74 75 72 6e 20 62 7d 2c 48 66 3d 66 75 6e 63 7
4 69 6f 6e 28 61 2¢ 62 29 7b 61 2e 74 61 72 67 65 74 43 6f 6e 66 69 67 3d 62 3b 72 65 74 75 72 6e 20 61 7d 2c 49 66 3d
66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 63 6f 6e 74 61 69
Data Ascii: nction(){};this.setContainerTypeLoaded=function(){};this.getContainerTypeLoaded=function(){};this.eventld=void
0;this.isGtmEvent=!1},Gf=function(a){var b=new Ff;b.eventModel=a;return b},Hf=function(a,b){a.targetConfig=b;return a
}If=function(a,b){a.contai

2021-10-28 23:41:26 UTC 2216 IN Data Raw: 64 65 6¢ 5b 62 5d 29 3b 72 65 74 75 72 6e 20 66 3f 65 3a 76 6f 69 64 20 30 7d 2c 52 66 3d 66 75 6e 63 74 69
6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 4e 2e 59 62 2c 4e 2e 66 66 2c 4e 2e 68 66 2c 4e 2e 6a 66 2c 4e 2e 6b 66 2c 4e
2e 6¢ 66 2c 4e 2e 6e 66 5d 2c 63 3d 7b 7d 2c 64 3d 21 31 2c 65 3d 66 75 6e 63 74 69 6f 6e 28 66 29 7b 66 6f 72 28 76 61
72 2067 3d 0a 30 3b 67 3c 62 2e 6¢ 65 6e 67 74 68 3b 67 2b 2b 29 76 6f 69 64 20 30 21 3d 3d 66 5b 62 5b 67 5d 5d 26
26 28 63 5b 62 5b 67 5d 5d 3d 66 5b 62 5b 67 5d 5d 2c 64 3d 21 30 29 3b 72 65 74 75 72 6e 20 64 7d 3b 69 66 28 65 28
61 2e 65 76 65 6e 74 4d 6f 64 65 6¢ 29 7c 7c 65 28 61 2e 74 61 72 67 65 74 43 6f 6e 66 69 67 29 7c 7c 65 28 61 2e 63 6f
6e 74 61 69 6e 65 72 43 6f 6e 66 69 67 29 7c 7c 65 28 61 2e 67 6C
Data Ascii: del[b]);return f?e:void 0},Rf=function(a){var b=[N.Yb,N.ff,N.hf,N.jf,N.kf,N.If,N.nf],c={},d=!1,e=function(f){for(var g
=0;g<b.length;g++)void 0!==f[b[g]]&&(c[b[g]]=f[b[g]],d=!0);return d};if(e(a.eventModel)||e(a.targetConfig)||e(a.containe
rConfig)||e(a.gl

2021-10-28 23:41:26 UTC 2220 IN Data Raw: 6f 73 74 6e 61 6d 65 3f 61 2e 70 6f 72 74 3a 6¢ 2e 6¢ 6f 63 61 74 69 6f 6e 2e 70 6f 72 74 29 7c 7c 28 22 68 74
7470 22 3d 3d 61 2e 70 72 6f 74 6f 63 6f 6¢ 3f 38 30 3a 22 68 74 74 70 73 22 3d 3d 61 2e 70 72 6f 74 6f 63 6f 6¢ 3f 34 34
333a22 2229 29 3a22686f73 7422 3d 3d 3d 62 26 26 0a 28 61 2e 68 6f 73 74 6e 61 6d 65 3d 28 61 2e 68 6f 73 74 6e
61 6d 65 7c 7c 6¢ 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 6f 73 74 6e 61 6d 65 29 2e 72 65 70 6¢ 61 63 65 28 64 67 2¢ 22 22 29
2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 3b 72 65 74 75 72 6e 20 67 67 28 61 2c 62 2¢ 63 2¢ 64 2c 65 29 7d 2c 67 67
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 2¢ 64 2¢ 65 29 7b 76 61 72 20 66 2c 67 3d 66 67 28 61 2e 70 72 6f 74 6f 63
6f 6¢ 29 3b 62 26 26 28 62 3d 53 74 72 69 6e 67 28
Data Ascii: ostname?a.port:l.location.port)||("http“==a.protocol?80:"https"==a.protocol?443:"")):"host"===b&&(a.hostname=
(a.hostnamel|l.location.hostname).replace(dg,™).toLowerCase());return gg(a,b,c,d,e)},gg=function(a,b,c,d,e){var f,g=fg
(a.protocol);b&&(b=String(

2021-10-28 23:41:26 UTC 2221 IN Data Raw: 2c 22 22 29 3b 72 65 74 75 72 6e 7b 68 72 65 66 3a 62 2e 68 72 65 66 2c 70 72 6f 74 6f 63 6f 6¢ 3a 62 2e 70
72 6f 74 6f 63 6f 6¢ 2c 68 6f 73 74 3a 62 2e 68 6f 73 74 2c 68 6f 73 74 6e 61 6d 65 3a 64 2c 70 61 74 68 6€ 61 6d 65 3a 63
2c 736561 72 63 68 3a 62 2e 73 65 61 72 63 68 2c 68 61 73 68 3a 62 2e 68 61 73 68 2¢ 70 6f 72 74 3a 62 2e 70 6f 72 74
7d 7d 2c 6b 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 6e 29 7b 76 61 72 20 70 3d 6e 2e
7370 6¢ 69 74 28 22 3d 22 29 5b 30 5d 3b 72 65 74 75 72 6e 20 30 3e 64 2e 69 6e 64 65 78 4f 66 28 70 29 3f 6e 3a 70 2b
22 3d 30 22 7d 66 75 6e 63 74 69 6f 6e 20 63 28 6e 29 7b 72 65 74 75 72 6e 20 6e 2e 73 70 6¢ 69 74 28 22 26 22 29 2e
6d 61 70 28 62 29 2e 66 69 6¢ 74 65 72 28 66 75 6e 63 74
Data Ascii: ,"");return{href:b.href,protocol:b.protocol,host:b.host,hostname:d,pathname:c,search:b.search,hash:b.hash,po
rt:b.port}}, kg=function(a){function b(n){var p=n.split("=")[0];return 0>d.indexOf(p)?n:p+"=0"}unction c(n){return n.spl
it("&").map(b).filter(funct

2021-10-28 23:41:26 UTC 2223 IN Data Raw: 64 2c 65 29 7b 69 66 28 4f 67 28 65 29 29 7b 76 61 72 20 66 3d 52 67 28 61 2c 64 2c 65 29 3b 69 66 28 31 3d
3d 3d 66 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 20 66 5b 30 5d 2e 69 64 3b 69 66 28 30 21 3d 3d 66 2e 6¢ 65 6e 67
74 6829 7b 66 3d 53 67 28 66 2c 66 75 6e 63 74 69 6f 6e 28 67 29 7b 72 65 74 75 72 6e 20 67 2e 6d 64 7d 2c 62 29 3b
69 66 28 31 3d 3d 3d 66 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 20 66 5b 30 5d 2e 69 64 3b 66 3d 53 67 28 66 2c 66
75 6e 63 74 69 6f 6e 28 67 29 7b 72 65 74 75 72 6e 20 67 2e 41 63 7d 2¢ 63 29 3b 72 65 74 75 72 6e 20 66 5b 30 5d 3f 66
5b 30 5d 2e 69 64 3a 76 6f 69 64 20 30 7d 7d 7d 3b 66 75 6e 63 74 69 6f 6e 20 55 67 28 61 2c 62 2¢ 63 2¢ 64 29 7b 76 61
7220 65 3d 50 67 28 29 2c 66 3d 77 69 6e 64 6f 77 3b 4e 67 28 66
Data Ascii: d,e){if(Og(e)){var f=Rg(a,d,e);if(1===f.length)return f[0].id;if(0!==f.length){f=Sg(f,function(g){return g.md},b);if(1
===f.length)return f[0].id;f=Sg(f,function(g){return g.Ac},c);return f[0]?f[0].id:void O}}};function Ug(a,b,c,d){var e=Pg(),f=wind
ow;Ng(f

2021-10-28 23:41:26 UTC 2224 IN Data Raw: 65 3d 5b 5d 2c 66 2c 67 3d 30 3b 67 3c 61 2e 6¢ 65 6e 67 74 68 3b 67 2b 2b 29 7b 76 61 72 20 6b 3d 61 5b 67
5d 2c 6d 3d 62 28 6b 29 3b 6d 3d 3d 3d 63 3f 64 2e 70 75 73 68 28 6b 29 3a 76 6f 69 64 20 30 3d 3d 3d 66 7c 7c 6d 3c 66
3f 28 65 3d 5b 6b 5d 2c 66 3d 6d 29 3a 6d 3d 3d 3d 66 26 26 65 2e 70 75 73 68 28 6b 29 7d 72 65 74 75 72 6e 20 30 3¢
64 2e 6¢ 65 6e 67 74 68 3f 64 3a 65 7d 66 75 6e 63 74 69 6f 6e 20 52 67 28 61 2c 62 2c 63 29 7b 66 6f 72 28 76 61 72 20
64 3d 5b 5d 2c 65 3d 51 67 28 61 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 63 29 2¢ 66 3d 30 3b 66 3c 65 2e 6¢ 65 6e
67 74 68 3b 66 2b 2b 29 7b 76 61 72 20 67 3d 65 5b 66 5d 2e 73 70 6¢ 69 74 28 22 2e 22 29 2c 6b 3d 67 2e 73 68 69 66
74 28 29 3b 69 66 28 21 62 7c 7c 2d 31 21 3d 3d 62 2e 69 6e 64
Data Ascii: e=[],f,g=0;g<a.length;g++){var k=a[g],m=b(k);m===c?d.push(k):void 0===f||m<f?(e=[k],f=m):m===f&&e.
push(k)}return 0<d.length?d:e}function Rg(a,b,c){for(var d=[],e=Qg(a,void 0,void 0,c),f=0;f<e.length;f++){var g=e[f].spl
it("."),k=g.shift();if(b||-1!==b.ind

2021-10-28 23:41:26 UTC 2225 IN Data Raw: 65 2b 3d 22 2d 22 2b 66 29 3b 72 65 74 75 72 6e 5b 62 2c 65 2c 61 5d 2e 6a 6f 69 6e 28 22 2e 22 29 7d 2c 63
68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 61 29 72 65 74 75 72 6e 20 31 3b 61 3d 30 3d 3d 3d 61 2e 69 6e
64 65 78 4f 66 28 22 2e 22 29 3f 61 2e 73 75 62 73 74 72 28 31 29 3a 61 3b 72 65 74 75 72 6e 20 61 2e 73 70 6¢ 69 74 28
22 2e 22 29 2e 6c 65 6e 67 74 68 7d 2c 64 68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 61 7c 7c 22 2f 22 3d 3d
3d 6129 72 65 74 75 72 6e 20 31 3b 22 2f 22 21 3d 3d 61 5b 30 5d 26 26 28 61 3d 22 2f 22 2b 61 29 3b 22 2f 22 21 3d 3d
61 5b 61 2e 6¢ 65 6e 67 74 68 2d 31 5d 26 26 28 61 2b 3d 22 2f 22 29 3b 72 65 74 75 72 6e 20 61 2e 73 70 6¢ 69 74 28
22 2f 22 29 2e 6¢ 65 6e 67 74 68 2d 31 7d 3b 66 75 6e 63 74 69
Data Ascii: e+="-"+f);return[b,e,a].join(".")},ch=function(a){if(!a)return 1;a=0===a.indexOf(".")?a.substr(1):a;return a.split("."
).length},dh=function(a){if('al|"/'===a)return 1;"/"!==a[0]&&(a="/"+a);"/"|==a[a.length-1]&&(a+="/");return a.split("/").length-1}
;functi
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2226 IN Data Raw: 38 30 30 30 0d Oa 4c 61 28 29 29 2b 31 45 33 2a 28 65 7c 7c 37 37 37 36 45 33 29 29 29 3b 72 65 74 75 72 6e
7b 70 61 74 68 3a 61 2e 70 61 74 68 2c 64 6f 6d 61 69 6e 3a 61 2e 64 6f 6d 61 69 6e 2c 66 6¢ 61 67 73 3a 61 2e 66 6¢ 61
67 73 2c 65 6e 63 6f 64 65 3a 21 21 63 2¢c 65 78 70 69 72 65 73 3a 64 7d 7d 3b 76 61 72 20 68 68 3d 5b 22 31 22 5d 2c
69 68 3d 7b 7d 2c 6¢c 68 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 62 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f 21 30 3a 62
3b 76 61 72 20 63 3d 6a 68 28 61 2e 70 72 65 66 69 78 29 3b 69 66 28 21 69 68 5b 63 5d 26 26 21 6b 68 28 63 2¢ 61 2e
7061 74 68 2c 61 2e 64 6f 6d 61 69 6e 29 26 26 62 29 7b 76 61 72 20 64 3d 6a 68 28 61 2e 70 72 65 66 69 78 29 2c 65 3
d 62 68 28 29 2c 66 3d 66 68 28 65 2c 22 31 22 2c 61 2e 64 6f 6d
Data Ascii: 8000La())+1E3*(e||7776E3)));return{path:a.path,domain:a.domain,flags:a.flags,encode:!!c,expires:d}};var hh=[
"1"],ih={},Ih=function(a,b){b=void 0===b?!0:b;var c=jh(a.prefix);if(!in[c]&&!kh(c,a.path,a.domain)&&b){var d=jh(a.prefix
),e=bh(),f=fh(e,"1",a.dom

2021-10-28 23:41:26 UTC 2227 IN Data Raw: 62 3d 7b 7d 2c 63 3d 30 3b 63 3c 61 2e 6¢ 65 6e 67 74 68 3b 2b 2b 63 29 62 5b 61 5b 63 5d 5d 3d 63 3b 72 65
747572 6e 20 62 7d 66 75 6e 63 74 69 6f 6e 20 71 68 28 29 7b 76 61 72 20 61 3d 22 41 42 43 44 45 46 47 48 49 4a 4b
4c 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 5a 22 3b 61 2b 3d 61 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2b 22 30 31 32
33343536 37 38 39 2d 5f 22 3b 72 65 74 75 72 6e 20 61 2b 22 2e 22 7d 76 61 72 20 70 68 2c 72 68 3b 66 75 6e 63 74
69 6f 6e 20 73 68 28 61 29 7b 70 68 3d 70 68 7c 7c 71 68 28 29 3b 72 68 3d 72 68 7c 7c 6f 68 28 29 3b 66 6f 72 28 76 61
72 20 62 3d 5b 5d 2c 63 3d 30 3b 63 3c 61 2e 6¢ 65 6e 67 74 68 3b 63 2b 3d 33 29 7b 76 61 72 20 64 3d 63 2b 31 3c 61 2
e 6c 65 6e 67 74 68 2c 65 3d 63 2b 32 3c 61 2e 6¢ 65 6e 67 74 68
Data Ascii: b={},c=0;c<a.length;++c)b[a[c]]=c;return b}function gh(){var a="ABCDEFGHIJKLMNOPQRSTUVWXYZ";a+=a.t
oLowerCase()+"0123456789-_";return a+"."}var ph,rh;function sh(a){ph=ph||gh();rh=rh||oh();for(var b=[],c=0;c<a.length;c+
=3){var d=c+1<a.length,e=c+2<a.length

2021-10-28 23:41:26 UTC 2236 IN Data Raw: 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 2e 73 75 62 6d 69 74 3b 48 54 4d 4c 46 6f 72 6d 45 6¢ 65 6d 65
6e 74 2e 70 72 6f 74 6f 74 79 70 65 2e 73 75 62 6d 69 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 62 28 74 68 69 73 29 3b 66
2e 63 61 6¢ 6¢ 28 74 68 69 73 29 7d 3b 63 2e 69 6e 69 74 3d 21 30 7d 7d 2c 41 68 3d 66 75 6e 63 74 69 6f 6e 28 61 2c
62 2c 63 2¢ 64 2¢ 65 29 7b 76 61 72 20 66 3d 7b 63 61 6C 6¢ 62 61 63 6b 3a 61 2¢ 64 6f 6d 61 69 6e 73 3a 62 2c 66 72
61 67 6d 65 6e 74 3a 32 3d 3d 3d 63 2c 70 6¢ 61 63 65 6d 65 6e 74 3a 63 2c 66 6f 72 6d 73 3a 64 2c 73 61 6d 65 48 6f 73
74 3a 65 7d 3b 79 68 28 29 2e 64 65 63 6f 72 61 74 6f 72 73 2e 70 75 73 68 28 66 29 7d 2c 42 68 3d 66 75 6e 63 74 69 6f
6e 28 61 2c 62 2c 63 29 7b 66 6f 72 28 76 61 72 20 64 3d 79 68
Data Ascii: ement.prototype.submit;HTMLFormElement.prototype.submit=function(){b(this);f.call(this)};c.init=!0}},Ah=func
tion(a,b,c,d,e){var f={callback:a,domains:b,fragment:2===c,placement:c,forms:d,sameHost:e};yh().decorators.push(f)},Bh=f
unction(a,b,c){for(var d=yh

2021-10-28 23:41:26 UTC 2239 IN Data Raw: 6e 65 77 20 44 61 74 65 29 2e 67 65 74 54 69 6d 65 7a 6f 6e 65 4f 66 66 73 65 74 28 29 2c 4c 62 28 29 2c 4d
61 74 68 2e 66 6c 6f 6f 72 28 4c 61 28 29 2f 36 30 2f 31 45 33 29 2d 28 76 6f 69 64 20 30 3d 3d 3d 62 3f 30 3a 62 29 2c
61 5d 2e 6a 6f 69 6e 28 22 2a 22 29 3b 72 65 74 75 72 6e 20 76 68 28 63 29 2e 74 6f 53 74 72 69 6e 67 28 33 36 29 7d
76 6172 20 4b 68 3d 7b 7d 2c 48 68 3d 28 4b 68 5b 31 5d 3d 4c 68 2c 4b 68 5b 32 5d 3d 4d 68 2c 4b 68 29 3b 66 75 6e
63 74 69 6f 6e 20 4c 68 28 61 2c 62 29 7b 76 61 72 20 63 3d 5b 28 6e 65 77 20 44 61 74 65 29 2e 67 65 74 54 69 6d 65 7
a 6f 6e 65 4f 66 66 73 65 74 28 29 2c 4c 62 28 29 2c 4d 61 74 68 2e 66 6¢ 6f 6f 72 28 4c 61 28 29 2f 36 30 2f 31 45 33 29
2d 28 76 6f 69 64 20 30 3d 3d 3d 62 3f 30 3a 62 29 2c 61 5d 2e
Data Ascii: new Date).getTimezoneOffset(),Lb(),Math.floor(La()/60/1E3)-(void 0===b?0:b),a].join("*");return vh(c).toStri
ng(36)}var Kh={},Hh=(Kh[1]=Lh,Kh[2]=Mh,Kh);function Lh(a,b){var c=[(new Date).getTimezoneOffset(),Lb(),Math.fl
oor(La()/60/1E3)-(void 0===b?0:b),a].

2021-10-28 23:41:26 UTC 2241 IN Data Raw: 7b 76 61 72 20 71 3d 75 5b 32 5d 2c 76 3d 75 5b 34 5d 3b 74 3d 75 5b 31 5d 3b 76 26 26 28 74 3d 74 2b 71 2b
7629 7d 70 3d 74 3b 76 61 72 20 78 3d 70 2e 63 68 61 72 41 74 28 70 2e 6¢ 65 6e 67 74 68 2d 31 29 3b 70 26 26 22 26
22 213d 3d 78 26 26 28 70 2b 3d 22 26 22 29 3b 72 65 74 75 72 6e 20 70 2b 6e 7d 64 3d 76 6f 69 64 20 30 3d 3d 3d 64
3f21 31 3a643b 76 61 72 20 66 3d 46 68 2e 65 78 65 63 28 63 29 3b 69 66 28 21 66 29 72 65 74 7572 6e 22 22 3b 76 6
1722067 3d 66 5b 31 5d 2c 6b 3d 66 5b 32 5d 7¢ 7c 22 22 2¢ 6d 3d 66 5b 33 5d 7c 7c 22 22 2c 6e 3d 61 2b 22 3d 22 2b
62 3b 64 3f 6d 3d 22 23 22 2b 65 28 6d 2e 73 75 62 73 74 72 69 6e 67 28 31 29 29 3a 6b 3d 22 3f 22 2b 65 28 6b 2e 73
7562 73 7472 69 6e 67 28 31 29 29 3b 72 65 74 75 72 6e 22 22 2b 67
Data Ascii: {var q=u[2],v=u[4];t=u[1];v&&(t=t+q+V)}p=t;var x=p.charAt(p.length-1);p&&"&"I==x&&(p+="&");return p+n}d=void
0===d?!1:d;var f=Fh.exec(c);if('freturn"*;var g=f[1],k=f[2]||"",m=f[3]||"",n=a+"="+b;d?m="#"+e(m.substring(1)):k="?"+e
(k.substring(1));return""+g

2021-10-28 23:41:26 UTC 2243 IN Data Raw: 6b 20 61 7d 63 3d 63 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 64 2d 2d 7d 62 3d 6e 75 6¢ 6¢ 7d 76 61 72 20 65 3d
62 3b 69 66 28 65 29 7b 76 61 72 20 66 3d 65 2e 70 72 6f 74 6f 63 6f 6¢ 3b 22 68 74 74 70 3a 22 21 3d 3d 66 26 26 22 68
747470 73 3a 22 21 3d 3d 66 7c 7c 52 68 28 65 2c 65 2e 68 6f 73 74 6e 61 6d 65 29 7d 7d 63 61 74 63 68 28 67 29 7b
7d 7d 66 75 6e 63 74 69 6f 6e 20 78 68 28 61 29 7h 74 72 79 7b 69 66 28 61 2e 61 63 74 69 6f 6 29 7b 76 61 72 20 62
3d 68 67 28 6a 67 28 61 2e 61 63 74 69 6f 6e 29 2c 22 68 6f 73 74 22 29 3b 52 68 28 61 2¢ 62 29 7d 7d 63 61 74 63 68 2
86329 7b 7d 7d Oa 76 61 72 20 55 68 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 7a 68 28 29 3b 41 68 28
61 2c 62 2c 22 66 72 61 67 6d 65 6€ 74 22 3d 3d 3d 63 3f 32 3a 31
Data Ascii: k ajc=c.parentNode;d--}b=null}var e=b;if(e){var f=e.protocol;"http:"I==f&&"https:"I==f||Rh(e,e.hostname)}}ca
tch(g){}Hunction xh(a){try{if(a.action){var b=hg(jg(a.action),"host");Rh(a,b)}}catch(c){}}var Uh=function(a,b,c,d){zh()
;Ah(a,b,"fragment'===c?2:1

2021-10-28 23:41:26 UTC 2246 IN Data Raw: 48 63 7d 2c 65 2b 2b 29 7b 76 61 72 20 66 3d 66 69 28 63 5b 65 5d 29 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 66 29 7b
76 61 72 20 67 3d 66 2c 6b 3d 67 2e 76 65 72 73 69 6f 6e 3b 64 2e 48 63 3d 67 2e 72 61 3b 76 61 72 20 6d 3d 67 2e 74
69 6d 65 73 74 61 6d 70 2c 6e 3d 67 2e 6¢ 61 62 65 6¢ 73 2¢ 70 3d 75 61 28 62 2c 66 75 6e 63 74 69 6f 6e 28 72 29 7b
7265 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 75 29 7b 72 65 74 75 72 6e 20 75 2e 72 61 3d 3d 3d 72 2e 48 63 7d 7d 2
864 29 29 3b 70 3f 28 70 2e 74 69 6d 65 73 74 61 6d 70 3d 4d 61 74 68 2e 6d 61 78 28 70 2e 74 69 6d 65 73 74 61 6d 70
2c 6d 29 2c 70 2e 6¢ 61 62 65 6¢ 73 3d 67 69 28 70 2e 6¢ 61 62 65 6¢ 73 2¢ 6e 7c 7c 5b 5d 29 29 3a 62 2e 70 75 73 68
28 7b 76 65 72 73 69 6f 6e 3a 6b 2c 72 61 3a 64 2e 48 63 2c 74 69 6d
Data Ascii: Hc},e++){var f=fi(c[e]);if(null'=f){var g=f,k=g.version;d.Hc=g.ra;var m=g.timestamp,n=g.labels,p=ua(b,function(r)
{return function(u){return u.ra===r.Hc}}(d));p?(p.timestamp=Math.max(p.timestamp,m), p.labels=gi(p.labels,n||[])):b.
push({version:k,ra:d.Hc,tim

2021-10-28 23:41:26 UTC 2248 IN Data Raw: 2¢ 61 29 7d 29 7d 3b 0a 66 75 6e 63 74 69 6f 6e 20 6¢ 69 28 61 2c 62 2c 63 2c 64 2c 65 29 7b 66 75 6e 63 74
69 6f 6e 20 66 28 78 2c 7a 29 7b 76 61 72 20 77 3d 6e 69 28 78 2¢ 67 29 3b 77 26 26 28 5a 67 28 77 2¢c 7a 2c 6b 29 2¢
6d 3d 21 30 29 7d 63 3d 63 7c 7c 7b 7d 3b 65 3d 65 7c 7c 5b 5d 3b 76 61 72 20 67 3d 69 69 28 63 2e 70 72 65 66 69 78
29 3b 64 3d 64 7c 7c 4c 61 28 29 3b 76 61 72 20 6b 3d 67 68 28 63 2¢ 64 2c 21 30 29 3b 6b 2e 47 61 3d 22 61 64 5f 73 7
4 6f72 61 67 65 22 3b 76 61 72 20 6d 3d 21 31 2c 6e 3d 4d 61 74 68 2e 72 6f 75 6e 64 28 64 2f 31 45 33 29 2c 70 3d 66 7
5 6e 63 74 69 6f 6e 28 78 29 7b 76 61 72 20 7a 3d 5b 22 47 43 4c¢ 22 2c 6e 2c 78 5d 3b 30 3c 65 2e 6¢ 65 6e 67 74 68 26
26 7a 2e 70 75 73 68 28 65 2e 6a 6f 69 6e 28 22 2e 22 29 29 3b 72
Data Ascii: ,a)})};function li(a,b,c,d,e){function f(x,z){var w=ni(x,g);w&&(Zg(w,z,k),m=!0)}c=c||{};e=e||[];var g=ii(c.prefix);d=d
||La();var k=gh(c,d,!0);k.Ga="ad_storage";var m=!1,n=Math.round(d/1E3),p=function(x){var z=["GCL",n,x];0<e.len
gth&&z.push(e.join("."));r

Copyright Joe Security LLC 2021 Page 117 of 282



kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2251 IN Data Raw: 61 29 7b 72 65 74 75 72 6e 20 33 3e 61 2e 6¢ 65 6e 67 74 68 7c 7c 22 47 43 4c 22 21 3d 3d 61 5b 30 5d 26 26
22312221 3d 3d 61 5b 30 5d 7c 7c 21 2f 5e 5c 64 2b 24 2f 2e 74 65 73 74 28 61 5b 31 5d 29 7c 7c 21 24 68 2e 74 65 73
7428 61 5b 32 5d 29 3f 5b 5d 3a 61 7d Oa 76 61 72 20 72 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 2c 65 29
7b 69 66 28 74 61 28 62 29 26 26 4e 67 28 6¢ 29 29 7b 76 61 72 20 66 3d 69 69 28 65 29 2c 67 3d 66 75 6e 63 74 69 6f
6e 28 29 7b 66 6f 72 28 76 61 72 20 6b 3d 7b 7d 2c 6d 3d 30 3b 6d 3c 61 2e 6¢ 65 6e 67 74 68 3b 2b 2b 6d 29 7b 76 61
72 20 6e 3d 6e 69 28 61 5b 6d 5d 2c 66 29 3b 69 66 28 6e 29 7b 76 61 72 20 70 3d 51 67 28 6e 2c 42 2e 63 6f 6f 6b 69 65
2c 76 6f 69 64 20 30 2c 22 61 64 5f 73 74 6f 72 61 67 65 22 29
Data Ascii: a){return 3>a.length||"GCL"I==a[0]&&"1"!==a[0]||/ \d+$/.test(a[1])||!$h.test(a[2]) ?[]:a}var ri=function(a,b,c,d,e){if
(ta(b)&&Ng(l)){var f=ii(e),g=function(){for(var k={},m=0;m<a.length;++m){var n=ni(a[m],f);if(n){var p=Qg(n,B.cookie,void
0,"ad_storage")

2021-10-28 23:41:26 UTC 2253 IN Data Raw: 72 20 64 3d 61 5b 63 5d 2c 65 3d 30 3b 65 3c 64 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 29 62 3d 4d 61 74 68 2e 6d
6178 28 62 2c 4e 75 6d 62 65 72 28 64 5b 65 5d 2e 74 69 6d 65 73 74 61 6d 70 29 29 3b 72 65 74 75 72 6e 20 62 7d 3b
76 6172 20 51 69 3d 21 31 2c 52 69 3d 30 2c¢ 53 69 3d 5b 5d 3b 66 75 6e 63 74 69 6f 6e 20 54 69 28 61 29 7b 69 66 28
21516929 7b 76 61 72 20 62 3d 42 2e 63 72 65 61 74 65 45 76 65 6e 74 4f 62 6a 65 63 74 2c 63 3d 22 63 6f 6d 70 6¢ 65
74 65 22 3d 3d 42 2e 72 65 61 64 79 53 74 61 74 65 2c 64 3d 22 69 6e 74 65 72 61 63 74 69 76 65 22 3d 3d 42 2e 72 65
61 64 79 53 74 61 74 65 3b 69 66 28 21 61 7c 7c 22 72 65 61 64 79 73 74 61 74 65 63 68 61 6 67 65 22 21 3d 61 2e 74
79 70 65 7c 7¢c 63 7c 7c 21 62 26 26 64 29 7b 51 69 3d 21 30 3b 66 6f
Data Ascii: r d=a[c],e=0;e<d.length;e++)b=Math.max(b,Number(d[e].timestamp));return b};var Qi=!1,Ri=0,Si=[];function Ti(
a){if(!Qi){var b=B.createEventObject,c="complete"==B.readyState,d="interactive"==B.readyState;if(!a|| 'readystatechange”!
=a.type||c||'b&&d){Qi=!0;fo

2021-10-28 23:41:26 UTC 2257 IN Data Raw: 69 6e 67 2e 6e 61 76 69 67 61 74 69 6f 6e 53 74 61 72 74 2¢ 63 3d 73 61 28 62 65 2e 67 65 74 28 22 67 74 6d
2e 7374 6172 74 22 29 29 3f 62 65 2e 67 65 74 28 22 67 74 6d 2e 73 74 61 72 74 22 29 3a 30 3b 50 2e 5f 6¢ 69 3d 7b
63 7374 3a 61 28 63 2d 62 29 2c 63 62 74 3a 61 28 4b 64 2d 62 29 7d 7d 7d 2c 64 6a 3d 66 75 6e 63 74 69 6f 6e 28 61
29 7b 6c 2e 70 65 72 66 6f 72 6d 61 6e 63 65 26 26 6¢ 2e 70 65 72 66 6f 72 6d 61 6e 63 65 2e 6d 61 72 6b 28 42 64 2e 4a
2b 22 5f 22 2b 61 2b 22 5f 73 74 61 72 74 22 29 7d 2c 65 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 6¢ 2e 70 65
72 66 6f 72 6d 61 6e 63 65 29 7b 76 61 72 20 62 3d 42 64 2e 4a 2b 22 5f 22 2b 61 2b 22 5f 73 74 61 72 74 22 2c 63 3d 42
64 2e 4a 2b 22 5f 22 2b 61 2b 22 5f 64 75 72 61 74 69 6f 6e 22
Data Ascii: ing.navigationStart,c=sa(be.get("gtm.start")) ?be.get("gtm.start"):0; P._li={cst:a(c-b),cbt:a(Kd-b)}}},dj=function(a)
{l.performance&&l.performance.mark(Bd.J+"_"+a+"_start")},ej=function(a){if(l.performance){var b=Bd.J+"_"+a+"_star
t",c=Bd.J+"_"+a+"_duration"

2021-10-28 23:41:26 UTC 2258 IN Data Raw: 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 30 3d 3d 3d 61 2e 69 6e 64 65 78 4f 66 28 22 67 74 6d 2e 22 29 3f
65 6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 61 29 3a 22 2a 22 7d 2c 47 6a 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 46 6a 7c 7c 28 46 6a 3d 6¢ 2e 73 65 74 54 69 6d 65 6f 75 74 28 43 6a 2¢ 35 30 30 29 29 7d 2c 43 6a 3d 66 75 6e 63
74 69 6f 6e 28 29 7b 46 6a 26 26 28 6¢ 2e 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 46 6a 29 2c 46 6a 3d 76 6f 69 64 20 30
29 3b 76 6f 69 64 20 30 3d 3d 3d 48 6a 7c 7c 49 6a 5b 48 6a 5d 26 26 21 4a 6a 26 26 21 4b 6a 7c 7c 28 4c 6a 5b 48 6a 5d
7c 7c 4d 6a 2e 49 69 28 29 7c 7c¢ 30 3e 3d 4e 6a 2d 2d 3f 28 41 64 28 31 29 2c 4c 6a 5b 48 6a 5d 3d 21 30 29 3a 28 4d
6a 2e 63 6a 28 29 2c 42 62 28 42 6a 28 21 30 29 29 2c 49 6a 5b
Data Ascii: ion(a){return 0===a.indexOf("gtm.")?encodeURIComponent(a):"*"},Gj=function(){Fj||(Fj=I.setTimeout(Cj,500))},
Cj=function()}{Fj&&(l.clearTimeout(Fj),Fj=void 0);void 0===Hj|[lj[Hj]&&!Jj&&!Ki||(Lj[H]]||M;.li()]|0>=Nj--?(Ad(1), Lj[Hj]=!0):(Mj.cj
(0,Bb(Bj(10)), Iif

2021-10-28 23:41:26 UTC 2263 IN Data Raw: 26 62 29 7b 76 61 72 20 65 2c 66 3d 53 74 72 69 6e 67 28 62 5b 53 62 2e 71 62 5d 7c 7c 22 22 29 2e 72 65 70
6¢ 61 63 65 28 2f 5f 2f 67 2¢ 22 22 29 3b 30 3d 3d 3d 66 2e 69 6e 64 65 78 4f 66 28 22 63 76 74 22 29 26 26 28 66 3d 22
6376 74 22 29 3b 65 3d 66 3b 76 61 72 20 67 3d 63 2b 65 3b 69 66 28 21 4c 6a 5b 61 5d 29 7b 61 21 3d 3d 48 6a 26 26
28 43 6a 28 29 2c 48 6a 3d 61 29 3b 4a 6a 3d 4a 6a 3f 4a 6a 2b 22 2e 22 2b 67 3a 22 26 74 72 3d 22 2b 67 3b 76 61 72
20 6b 3d 62 5b 22 66 75 6e 63 74 69 6f 6e 22 5d 3b 69 66 28 21 6b 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 45 72 72 6f
72 3a 20 4e 6f 20 66 75 6e 63 74 69 6f 6e 20 6e 61 6d 65 20 67 69 76 65 6e 20 66 6f 72 20 66 75 6e 63 74 69 6f 6e 20 63
61 6¢ 6¢ 2e 22 29 3b 76 61 72 20 6d 3d 28 45 63 5b 6b 5d 3f 22
Data Ascii: &b){var e,f=String(b[Sb.qgb]||"").replace(/_/g,");0===f.indexOf("cvt")&&(f="cvt");e=f,var g=c+e;if(!Lj[a]){al==H]j&&
(Cj(),Hj=a);Jj=Jj2Jj+"."+g:"&tr="+g;var k=b["function"];if('k)throw Error("Error: No function name given for function call.”);var
m=(Ec[k]?"

2021-10-28 23:41:26 UTC 2266 IN Data Raw: 65 3b 69 66 28 63 2e 47 65 28 66 29 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 76 61 72 20 6e 3d 4a 63 28 66 5b
5362 2e 51 66 5d 2c 63 2c 5b 5d 29 3b 69 66 28 6e 26 26 6e 2e 6¢ 65 6e 67 74 68 29 7b 76 61 72 20 70 3d 6e 5b 30 5d
2c 72 3d 70 6b 28 70 2e 69 6e 64 65 78 2c 7b 6f 6e 53 75 63 63 65 73 73 3a 67 2c 6f 6e 46 61 69 6¢ 75 72 65 3a 6b 2¢ 74
65 72 6d 69 6e 61 74 65 3a 6d 7d 2¢ 63 2c 64 29 3b 69 66 28 21 72 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 67 3d 72 3b
6b 3d 32 3d 3d 3d 70 2e 68 67 3f 6d 3a 72 7d 69 66 28 66 5b 53 62 2e 4a 66 5d 7c 7c 66 5b 53 62 2e 52 68 5d 29 7b 76 6
17220 75 3d 66 5b 53 62 2e 4a 66 5d 3f 44 63 3a 0a 63 2e 6d 6a 2c 74 3d 67 2c 71 3d 6b 3b 69 66 28 21 75 5b 61 5d 29
7b 65 3d 50 61 28 65 29 3b 76 61 72 20 76 3d 72 6b 28 61 2c 75 2¢
Data Ascii: e;if(c.Ge(f))return null;var n=Jc(f[Sb.Qf],c,[]);if(n&&n.length){var p=n[0],r=pk(p.index,{onSuccess:g,onFail
ure:k,terminate:m},c,d);if('rreturn null;g=r;k=2===p.hg?m:r}if(f[Sb.Jf]||f[Sb.Rh])}{var u=f[Sb.Jf]?Dc:c.mj,t=g,q=k;if('u[a])
{e=Pa(e);var v=rk(a,u,

2021-10-28 23:41:26 UTC 2267 IN Data Raw: 68 26 26 63 28 66 5b 30 5d 2e 69 6e 64 65 78 29 3b 67 6b 28 62 2e 69 64 2c 43 63 5b 64 5d 2c 65 29 3b 76 61
7220 67 3d 4a 63 28 43 63 5b 64 5d 5b 53 62 2e 51 66 5d 2c 62 2¢ 5b 5d 29 3b 67 26 26 67 2e 6c 65 6€ 67 74 68 26 26
63 28 67 5b 30 5d 2e 69 6e 64 65 78 29 7d 3b 63 28 61 29 3b 7d 0a 76 61 72 20 79 6b 3d 21 31 2c 45 6b 3d 66 75 6e 63
74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 4c 61 28 29 2c 63 3d 61 5b 22 67 74 6d 2e 75 6e 69 71 75 65 45 76 65 6e 74 4
9 64 22 5d 2c 64 3d 61 2e 65 76 65 6e 74 3b 69 66 28 22 67 74 6d 2e 6a 73 22 3d 3d 3d 64 29 7b 69 66 28 79 6b 29 72
6574 75 72 6e 21 31 3b 79 6b 3d 21 30 3b 7d 76 61 72 20 67 3d 71 65 28 63 29 2c 6b 3d 21 31 3b 69 66 28 21 67 2e 61
63 74 69 76 65 29 7b 69 66 28 22 67 74 6d 2e 6a 73 22 21 3d 3d 64 29 72
Data Ascii: h&&c(f[0].index);gk(b.id,Cc[d],e);var g=Jc(Cc[d][Sb.Qf],b,[]);0&&g.length&&c(g[0].index)};c(a);}var yk=!1,Ek
=function(a){var b=La(),c=a["gtm.uniqueEventld"],d=a.event;if("gtm.js"===d){if(yk)return!1;yk=!10;}var g=qe(c),k=!1;if('g
.active){if("gtm.js"!==d)r

2021-10-28 23:41:26 UTC 2268 IN Data Raw: 72 6e 20 61 7d Oa 66 75 6e 63 74 69 6f 6e 20 49 6b 28 29 7b 72 65 74 75 72 6e 21 21 42 64 2e 65 64 26 26 22
53 47 54 4d 5f 54 4f 4b 45 4e 22 21 3d 3d 42 64 2e 65 64 2e 72 65 70 6¢ 61 63 65 41 6¢ 6¢ 28 22 40 40 22 2¢ 22 22 29 7d
3b 76 61 72 20 4a 6b 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 21 31 3b 72 65 74 75 72 6e 20 61 7d 3b 76
61 72 20 4b 6b 3b 69 66 28 33 3d 3d 3d 42 64 2e 64 64 2e 6¢ 65 6e 67 74 68 29 4b 6b 3d 22 67 22 3b 65 6¢ 73 65 7b 76
61 72 20 4c 6b 3d 22 47 22 3b 4b 6b 3d 4c 6b 7d 0a 76 61 72 20 4d 6b 3d 7b 22 22 3a 22 6e 22 2c 55 41 3a 22 7522 2c 4
157 322261 22 2c 44 43 3a 22 64 22 2c 47 3a 22 65 22 2¢ 47 46 3a 22 66 22 2c 48 41 3a 22 68 22 2c 47 54 4d 3a 4b 6b
2c 4f 50 54 3a 22 6f 22 7d 2c 4e 6b 3d 66 75 6e 63 74 69 6f 6e 28
Data Ascii: rn ajfunction Ik(){return!!Bd.ed&&"SGTM_TOKEN"!==Bd.ed.replaceAll("@@",")};var Jk=function(){var
a=!1;return a};var Kk;if(3===Bd.dd.length)Kk="g";else{var Lk="G";Kk=Lk}var Mk={"":"n",UA:"u",AW:"a",DC:"d",G:"e",GF:"f",
HA:"h",GTM:Kk,OPT:"0"},Nk=function(
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2275 IN Data Raw: 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 42 3b 62 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f 77 69 6e 64 6f 77 2e
64 6f 63 75 6d 65 6e 74 3a 62 3b 69 66 28 21 61 7c 7c 21 62 2e 68 65 61 64 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 76
61 7220 63 2c 64 2c 65 3b 65 3d 76 6f 69 64 20 30 3d 3d 3d 65 3f 64 6f 63 75 6d 65 6e 74 3a 65 3b 64 3d 22 4d 45 54 41
22 3b 2261 70 70 6¢ 69 63 61 74 69 6f 6e 2f 78 68 74 6d 6¢ 2b 78 6d 6¢ 22 3d 3d 3d 28 6e 75 6¢ 6¢ 3d 3d 65 3f 76 6f 69
64 20 30 3a 65 2e 63 6f 6e 74 65 6e 74 54 79 70 65 29 26 26 28 64 3d 64 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 3b
63 3d 65 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 64 29 3b 62 2e 68 65 61 64 2e 61 70 70 65 6e 64 43 68 69 6¢ 64
286329 3b 63 2e 68 74 74 70 45 71 75 69 76 3d 22 6f 72 69 67
Data Ascii: tion(a){var b=B;b=void 0===b?window.document:b;if(!a||!b.head)return null;var c,d,e;e=void 0===e?document:e;
d="META";"application/xhtml+xml"===(null==e?void 0:e.contentType)&&(d=d.toLowerCase());c=e.createElement(d);b.
head.appendChild(c);c.httpEquiv="orig

2021-10-28 23:41:26 UTC 2276 IN Data Raw: 45 72 72 6f 72 53 74 61 74 65 3d 33 2c 64 26 26 28 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 64 29 2c 0a 64 3d
3029 2c 63 28 29 7d 7d 3b 57 6b 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65
72 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 26 26 61 2e 6¢ 69 73 74 65 6e 65 72 49 64 26 26 5a 6b 28 74 68 69 73 2¢
22 72 65 6d 6f 76 65 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 22 2c 6e 75 6¢ 6C 2¢ 61 2e 6¢ 69 73 74 65 6e 65 72 49 64 29
7d 3b 0a 76 61 72 20 61 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 76 61 72 20 64 3b 64 3d 76 6f 69 64 20 30
3d 3d 3d 64 3f 22 37 35 35 22 3a 64 3b 76 61 72 20 65 3b 61 3a 7b 69 66 28 61 2e 70 75 62 6¢ 69 73 68 65 72 26 26 61
2e 70 75 62 6¢ 69 73 68 65 72 2e 72 65 73 74 72 69 63 74 69 6f
Data Ascii: ErrorState=3,d&&(clearTimeout(d),d=0),c()}};Wk.prototype.removeEventListener=function(a){a&&a.list
enerld&&Zk(this,"removeEventListener”,null,a.listenerld)};var al=function(a,b,c){var d;d=void 0===d?"755":.d;var e;a:{if(
a.publisher&&a.publisher.restrictio

2021-10-28 23:41:26 UTC 2279 IN Data Raw: 63 2e 72 65 74 75 72 6e 56 61 6¢ 75 65 2c 63 2e 73 75 63 63 65 73 73 29 7d 63 61 74 63 68 28 64 29 7b 7d
7d 2c 50 6b 28 61 2e 6f 2c 61 2e 73 29 29 7d 3b 76 61 72 20 63 6¢ 3d 21 30 3b 63 6¢ 3d 21 31 3b 76 61 72 20 64 6¢ 3d
7b 31 3a 30 2c 33 3a 30 2c 34 3a 30 2c 37 3a 33 2c 39 3a 33 2¢ 31 30 3a 33 7d 2c 65 6¢ 3d 4f 6b 28 22 22 2¢ 35 35 30 29
2c 66 6¢ 3d 4f 6b 28 22 22 2¢ 35 30 30 29 3b 66 75 6e 63 74 69 6f 6e 20 67 6¢ 28 29 7b 76 61 72 20 61 3d 50 2e 74 63 66
7c 7c 7b 7d 3b 72 65 74 75 72 6e 20 50 2e 74 63 66 3d 61 7d Oa 76 61 72 20 68 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 6
2297b 746869 73 2e 73 3d 61 3b 74 68 69 73 2e 6d 3d 62 3b 74 68 69 73 2e 6f 3d 4c 61 28 29 3b 7d 2c 69 6¢ 3d 66 75
6e 63 74 69 6f 6e 28 61 29 7b 7d 2c 6a 6¢ 3d 66 75 6e 63 74 69 6f
Data Ascii: c.returnValue,c.success)}catch(d){}},Pk(a.o,a.s))};var cl=!0;cl=!1;var dl={1:0,3:0,4:0,7:3,9:3,10:3},el=Ok("
",550),fl=0k(",500);function gl()}{var a=P.tcf||{};return P.tcf=a}var hl=function(a,b){this.s=a;this.m=b;this.o=La();},il=function
(a){}jl=functio

2021-10-28 23:41:26 UTC 2281 IN Data Raw: 3d 74 79 70 65 6f 66 20 6e 2e 74 63 53 74 72 69 6e 67 7c 7c 21 6e 2e 74 63 53 74 72 69 6e 67 2e 6¢ 65 6e 67
74 68 3f 21 30 3a 61 6¢ 28 6e 2c 22 31 22 2¢ 30 29 3a 21 31 3b 67 5b 22 31 22 5d 3d 6d 7d 65 6¢ 73 65 20 67 5b 6b 5d
3d 61 6¢ 28 65 2¢ 6b 2c 64 6¢ 5b 6b 5d 29 3b 66 3d 67 7d 66 26 26 28 61 2e 74 63 53 74 72 69 6e 67 3d 65 2e 74 63 53
747269 6e 67 7c 7c 22 74 63 65 6d 70 74 79 22 2c 61 2e 43 63 3d 66 2c 6e 6¢ 28 61 29 2c 69 6¢ 28 63 29 29 7d 7d 29 2
¢ 6a 6c 28 63 29 7d 63 61 74 63 68 28 65 29 7b 64 26 26 28 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 64 29 2c 64 3d 6e 75
6c 6¢ 29 2c 6d 6¢ 28 61 29 2¢ 6e 6¢ 28 61 29 7d 7d 7d 3b 66 75 6e 63 74 69 6f 6e 20 6d 6¢ 28 61 29 7b 61 2e 74 79 70 65
3d 22 65 22 3b 61 2e 74 63 53 74 72 69 6e 67 3d 22 74 63 75 6e 61
Data Ascii: =typeof n.tcString||!n.tcString.length?!0:al(n,"1",0):!1;g9["1"]=m}else g[k]=al(e k,dI[K]);f=g}f&&(a.tcString=e.tcStrin
gl|"tcempty”,a.Cc=f,nl(a),il(c))}}),jl(c)}catch(e){d&&(clearTimeout(d),d=null),ml(a),nl(a)}}};function mi(a){a.type="e";a.tcString
="tcuna

2021-10-28 23:41:26 UTC 2285 IN Data Raw: 30 2c 62 29 3b 69 66 28 49 6¢ 2e 74 65 73 74 28 63 29 29 7b 76 61 72 20 64 3d 21 31 3b 64 3d 21 30 3b 66 6f
722876 61 72 20 65 3d 61 2e 73 75 62 73 74 72 69 6e 67 28 62 2b 31 29 2e 73 70 6¢ 69 74 28 22 2f 22 29 2c 66 3d 30
3b 66 3c 65 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29 69 66 28 21 65 5b 66 5d 7c 7c 4a 6¢ 2e 74 65 73 74 28 65 5b 66 5d 29
26 26 28 22 41 57 22 21 3d 3d 63 7c 7c 31 21 3d 3d 66 7c 7c 21 64 29 29 72 65 74 75 72 6e 3b 72 65 74 75 72 6e 7b 69 6
4 3a612c 70 72 65 66 69 78 3a 63 2c 63 6f 6e 74 61 69 6e 65 72 49 64 3a 63 2b 22 2d 22 2b 65 5b 30 5d 2c 4d 3a 65 7d
7d 7d 7d 7d 2c 4d 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 72 28 76 61 72 20 62 3d 7b 7d 2c 63 3d 30 3b 63 3c 61
2e 6¢ 65 6e 67 74 68 3b 2b 2b 63 29 7b 76 61 72 20 64 3d Oa 4b 6¢
Data Ascii: 0,b);if(ll.test(c)){var d=!1;d=!0;for(var e=a.substring(b+1).split("/"),f=0;f<e.length;f++)if('e[f]||Jl.test(e[f]) &&(*
AW"I==c||1!==fl|!d))return;return{id:a,prefix:c,containerld:c+"-"+e[0], M:e}}}}}, MI=function(a){for(var b={},c=0;c<a.length;++c)
{var d=KI

2021-10-28 23:41:26 UTC 2287 IN Data Raw: 73 74 61 74 75 73 3d 31 3b 74 68 69 73 2e 63 6f 6e 74 61 69 6e 65 72 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69
732e 74 61 72 67 65 74 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69 73 2e 72 65 6d 6f 74 65 43 6f 6e 66 69 67 3d 7b 7d 3b 74
68 69 73 2e 6f 3d 7b 7d 3b 74 68 69 73 2e 73 3d 6e 75 6¢ 6¢ 3b 74 68 69 73 2e 6d 3d 21 31 7d 2c 69 6f 3d 66 75 6e 63 74
69 6f 6e 28 61 2¢ 62 2c 63 2¢ 64 2¢ 65 29 7b 74 68 69 73 2e 74 79 70 65 3d 61 3b 74 68 69 73 2e 73 3d 62 3b 74 68 69
73 2e 50 3d 63 7c 7c 22 22 3b 74 68 69 73 2e 6d 3d 64 3b 74 68 69 73 2e 6f 3d 65 7d 2c 61 6f 3d 66 75 6e 63 74 69 6f 6e
2829 7b 74 68 69 73 2e 6f 3d 7b 7d 3b 74 68 69 73 2e 73 3d 7b 7d 3b 74 68 69 73 2e 6d 3d 5b 5d 3b 74 68 69 73 2e 44
3d 7b 41 57 3a 21 31 2¢ 55 41 3a 21 31 7d 7d 2c 6a 6f 3d 66 75
Data Ascii: status=1;this.containerConfig={};this.targetConfig={};this.remoteConfig={};this.o={};this.s=null;this.m=!1},
io=function(a,b,c,d,e){this.type=a;this.s=b;this.P=c||"";this.m=d;this.o=e},ao=function(){this.o={};this.s={};this.m=[];this.D=
{AW:I1,UA:11}} jo=fu

2021-10-28 23:41:26 UTC 2290 IN Data Raw: 73 3d 33 3b 63 26 26 28 48 28 64 2e 72 65 6d 6f 74 65 43 6f 6e 66 69 67 2c 63 29 2c 64 2e 72 65 6d 6f 74 65
43 6f 6e 66 69 67 3d 63 29 3b 76 61 72 20 65 3d 4b 6¢ 28 61 29 2c 66 3d 67 6f 5b 65 2e 63 6f 6e 74 61 69 6e 65 72 49 64
5d 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 66 29 7b 76 61 72 20 67 3d 50 5b 65 2e 63 6f 6e 74 61 69 6e 65 72 49 64 5d
2e 62 6f 6f 74 73 74 72 61 70 2c 6b 3d 65 2e 70 72 65 66 69 78 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 3b 50 5b 65 2e
63 6f 6e 74 61 69 6e 65 72 49 64 5d 2e 5f 73 70 78 26 26 28 6b 3d 6b 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 3b 76
61 7220 6d 3d 61 65 28 22 67 74 6d 2e 75 6e 69 71 75 65 45 76 65 6e 74 49 64 22 29 2c 6e 3d 6b 2c 70 3d 4c 61 28 29
2d 67 3b 69 66 28 61 6b 26 26 21 4c 6a 5b 6d 5d 29 7b 6d 21 3d
Data Ascii: s=3;c&&(H(d.remoteConfig,c),d.remoteConfig=c);var e=Kl(a),f=go[e.containerld];if(void 0!==f){var g=P[e.conta
inerld].bootstrap,k=e.prefix.toUpperCase();P[e.containerld]._spx&&(k=k.toLowerCase());var m=ae("gtm.uniqueEven
tld"),n=k,p=La()-g;if(ak&&!Lj[m]){m!=

2021-10-28 23:41:26 UTC 2292 IN Data Raw: 29 3b 6b 2e 6d 26 26 67 7c 7c 6¢ 6f 28 74 68 69 73 2c 4e 2e 41 61 2c 65 2e 48 61 2¢ 66 29 3b 6b 2e 6d 3d 21
303b 64 65 6¢ 65 74 65 20 65 2e 48 61 5b 4e 2e 69 63 5d 3b 6e 3f 48 28 65 2e 48 61 2c 6b 2e 63 6f 6e 74 61 69 6e 65 72
43 6f 6e 66 69 67 29 3a 48 28 65 2e 48 61 2c 6b 2e 74 61 72 67 65 74 43 6f 6e 66 69 67 5b 66 2e 50 5d 29 3b 64 3d 21
30 3b 62 72 65 61 6b 3b 63 61 73 65 20 22 65 76 65 6e 74 22 3a 65 2e 47 63 3d 7b 7d 3b 79 61 28 66 2e 6d 5b 30 5d 2¢
66 75 6e 63 74 69 6f 6e 28 75 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 2c 71 29 7b 48 28 54 61 28 74 2
€ 7129 2c 75 2e 47 63 29 7d 7d 28 65 29 29 3b 6¢ 6f 28 74 68 69 73 2¢ 66 2e 6d 5b 31 5d 2¢ 65 2e 47 63 2c 66 29 3b 62
72 65 61 6b 3b 63 61 73 65 20 22 67 65 74 22 3a 76 61 72 20 70 3d
Data Ascii: );k.m&&g||lo(this,N.Aa,e.Ha,f);k.m=!0;delete e.Ha[N.ic];n?H(e.Ha,k.containerConfig):H(e.Ha,k.targetConfig|[f.
P]);d=!0;break;case "event":e.Gc={};ya(f.m[0],function(u){return function(t,q){H(Ta(t,q),u.Gc)}}(e));lo(this,f.m[1],e.Gc
,f);break;case "get":var p=
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Timestamp transferred Direction Data

2021-10-28 23:41:26 UTC 2295 IN Data Raw: 62 5b 61 5d 7d 2c 70 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 6f 6f 28 61 29 5b 62 5d 3d 63 7d 2¢
71 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 76 61 72 20 65 3d 6f 6f 28 61 29 2¢ 66 3d 4d 61 28 65 2c
62 2c 64 29 3b 65 5b 62 5d 3d 63 28 66 29 7d 2c 72 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 76 61 72 20 64
3d 6f 6f 28 61 29 3b 72 65 74 75 72 6e 20 4d 61 28 64 2¢ 62 2c 63 29 7d 3b 76 61 72 20 42 6f 3d 21 31 2¢ 43 6f 3d 5b 5d
3b 66 75 6e 63 74 69 6f 6e 20 44 6f 28 29 7b 69 66 28 21 42 6f 29 7b 42 6f 3d 21 30 3b 66 6f 72 28 76 61 72 20 61 3d 30
3b 61 3c 43 6f 2e 6¢ 65 6e 67 74 68 3b 61 2b 2b 29 47 28 43 6f 5b 61 5d 29 7d 7d 76 61 72 20 45 6f 3d 66 75 6e 63 74 69
6f 6e 28 61 29 7b 42 6f 3f 47 28 61 29 3a 43 6f 2e 70
Data Ascii: b[a]},po=function(a,b,c){oo(a)[b]=c},qo=function(a,b,c,d){var e=oo(a),i=Ma(e,b,d);e[b]=c(f)},ro=function(a,b,c)
{var d=oo(a);return Ma(d,b,c)};var Bo=!1,Co=[];function Do(){if(!Bo){Bo=!0;for(var a=0;a<Co.length;a++)G(Col[a])}}var
Eo=function(a){Bo?G(a):Co.p

2021-10-28 23:41:26 UTC 2297 IN Data Raw: 6d 29 7b 7d 7d 66 3d 21 31 7d 72 65 74 75 72 6e 20 66 3b 63 61 73 65 20 22 5f 65 77 22 3a 72 65 74 75 72 6e
20 46 6f 28 62 2¢ 63 29 3b 63 61 73 65 20 22 5f 65 71 22 3a 72 65 74 75 72 6e 20 53 74 72 69 6e 67 28 62 29 3d 3d 0a 53
7472 69 6e 67 28 63 29 3b 63 61 73 65 20 22 5f 67 65 22 3a 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 62 29 3e 3d 4e
75 6d 62 65 72 28 63 29 3b 63 61 73 65 20 22 5f 67 74 22 3a 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 62 29 3e 4e 75
6d 62 65 72 28 63 29 3b 63 61 73 65 20 22 5f 6¢ 63 22 3a 72 0d Oa
Data Ascii: m){}}f=!1}return f;case "_ew":return Fo(b,c);case "_eq":return String(b)==String(c);case "_ge":return Number
(b)>=Number(c);case "_gt":return Number(b)>Number(c);case "_lc":r

2021-10-28 23:41:26 UTC 2299 IN Data Raw: 32 39 34 33 0d 0a 65 74 75 72 6e 20 30 3c 3d 53 74 72 69 6e 67 28 62 29 2e 73 70 6¢ 69 74 28 22 2c 22 29 2e
69 6e 64 65 78 4f 66 28 53 74 72 69 6e 67 28 63 29 29 3b 63 61 73 65 20 22 5f 6¢ 65 22 3a 72 65 74 75 72 6e 20 4e 75 6d
62 65 72 28 62 29 3c 3d 4e 75 6d 62 65 72 28 63 29 3b 63 61 73 65 20 22 5f 6¢ 74 22 3a 72 65 74 75 72 6e 20 4e 75 6d
62 65 72 28 62 29 3c 4e 75 6d 62 65 72 28 63 29 3b 63 61 73 65 20 22 5f 72 65 22 3a 72 65 74 75 72 6e 20 48 6f 28 62 2¢
63 2c 61 2e 69 67 6e 6f 72 65 5f 63 61 73 65 29 3b 63 61 73 65 20 22 5f 73 77 22 3a 72 65 74 75 72 6e 20 30 3d 3d 53 74
72 69 6e 67 28 62 29 2e 69 6e 64 65 78 4f 66 28 53 74 72 69 6e 67 28 63 29 29 3b 63 61 73 65 20 22 5f 75 6d 22 3a 72
65 74 75 72 6e 20 49 6f 28 62 2¢ 63 29 7d 72 65 74 75 72 6e 21
Data Ascii: 2943eturn 0<=String(b).split(",").indexOf(String(c));case "_le":return Number(b)<=Number(c);case "_lIt":return
Number(b)<Number(c);case "_re":return Ho(b,c,a.ignore_case);case "_sw'":return 0==String(b).indexOf(String(c));case "_u
m*":return lo(b,c)}return!

2021-10-28 23:41:26 UTC 2301 IN Data Raw: 67 74 68 26 26 61 5b 31 5d 2e 67 65 74 54 69 6d 65 29 7b 53 6f 3d 21 30 3b 56 6f 28 29 3b 76 61 72 20 62 3d
7b 7d 3b 72 65 74 75 72 6e 20 62 2e 65 76 65 6e 74 3d 22 67 74 6d 2e 6a 73 22 2c 62 5b 22 67 74 6d 2e 73 74 61 72 74
22 5d 3d 61 5b 31 5d 2e 67 65 74 54 69 6d 65 28 29 2c 62 5b 22 67 74 6d 2e 75 6e 69 71 75 65 45 76 65 6e 74 49 64 22
5d 3d 55 6f 28 61 29 2¢ 62 7d 7d 2c 70 6f 6¢ 69 63 79 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 2c 73 65 74 3a 66 75 6e 63
74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3b 32 3d 3d 61 2e 6¢ 65 6e 67 74 68 26 26 51 62 28 61 5b 31 5d 29 3f 0a 62 3d 4
82861 5b 31 5d 29 3a 33 3d 3d 61 2e 6¢ 65 6e 67 74 68 26 26 72 61 28 61 5b 31 5d 29 26 26 28 62 3d 7b 7d 2c 51 62 28
61 5b 32 5d 29 7c 7c 74 61 28 61 5b 32 5d 29 3f 62 5b 61 5b 31 5d
Data Ascii: gth&&a[1].getTime){So=!0;Vo();var b={};return b.event="gtm.js",b["gtm.start"]=a[1].getTime(),b["gtm.uniqueEv
entld"]=Uo(a),b}},policy:function(){},set:function(a){var b;2==a.length&&Qb(a[1])?b=H(a[1]):3==a.length&&ra(a[1])&&(b={}
,Qb(af2])[[ta(a[2])?b[a[1]

2021-10-28 23:41:26 UTC 2305 IN Data Raw: 6e 20 78 70 28 29 7b 76 61 72 20 61 3d 72 70 5b 30 5d 3b 69 66 28 6e 75 6¢ 6¢ 3d 3d 61 7c 7c 22 6f 62 6a 65
63742221 3d3d 74 79 70 65 6f 66 20 61 29 72 65 74 75 72 6e 21 31 3b 69 66 28 61 2e 65 76 65 6e 74 29 72 65 74 75
72 6e 21 30 3b 69 66 28 7a 61 28 61 29 29 7b 76 61 72 20 62 3d 61 5b 30 5d 3b 69 66 28 22 63 6f 6e 66 69 67 22 3d 3d
3d 62 7c 7c 22 65 76 65 6e 74 22 3d 3d 3d 62 7c 7c 22 6a 73 22 3d 3d 3d 62 29 72 65 74 75 72 6e 2130 7d 72 6574 75 7
2 6e 2131 7d 0a 66 75 6e 63 74 69 6f 6e 20 79 70 28 29 7b 66 6f 72 28 76 61 72 20 61 3d 21 31 3b 21 74 70 26 26 30 3c
72 70 2e 6¢ 65 6e 67 74 68 3b 29 7b 69 66 28 21 73 70 26 26 78 70 28 29 29 7b 76 61 72 20 62 3d 7b 7d 2c 63 3d 28 62
2e 65 76 65 6e 74 3d 22 67 74 6d 2e 69 6e 69 74 5f 63 6f 6e 73 65 6e
Data Ascii: n xp(){var a=rp[0];if(null==a||"object"l==typeof a)return!1;if(a.event)return!0;if(za(a))}{var b=a[0];if("config"===b]|
"event"===b||"js"===b)return!O}return!1}function yp(){for(var a=!1;!tp&&0<rp.length;){if(!sp&&xp()){var b={},c=(b.event=
"gtm.init_consen

2021-10-28 23:41:26 UTC 2306 IN Data Raw: 65 76 65 6e 74 3a 22 67 74 6d 2e 64 6f 6d 22 7d 29 29 7d 29 3b 45 6f 28 66 75 6e 63 74 69 6f 6e 28 29 7b 62
2e 67 74 6d 4c 6f 61 64 7c 7c 28 62 2e 67 74 6d 4c 6 61 64 3d 21 30 2c 61 2e 70 75 73 68 28 7b 65 76 65 6e 74 3a 22 67
74 6d 2e 6¢ 6f 61 64 22 7d 29 29 7d 29 3b 62 2e 73 75 62 73 63 72 69 62 65 72 73 3d 28 62 2e 73 75 62 73 63 72 69 62
657273 7c 7¢ 30 29 2b 31 3b 76 61 72 20 63 3d 61 2e 70 75 73 68 3b 61 2e 70 75 73 68 3d 66 75 6e 63 74 69 6f 6e 28
29 7b 76 61 72 20 65 3b 69 66 28 30 3c 50 2e 53 41 4e 44 42 4f 58 45 44 5f 4a 53 5f 53 45 4d 41 50 48 4f 52 45 29 7b 65
3d 5b 5d 3b 66 6f 72 28 76 61 72 20 66 3d 30 3b 66 3¢ 61 72 67 75 6d 65 6€ 74 73 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29 6
55b 66 5d 3d 6e 65 77 20 71 70 28 61 72 67 75 6d 65 6e 74 73 5b
Data Ascii: event:"gtm.dom"}))});Eo(function(){b.gtmLoad||(b.gtmLoad=!0,a.push({event:"gtm.load"}))});b.subscribers=(b.s
ubscribers||0)+1;var c=a.push;a.push=function(){var e;if(0<P.SANDBOXED_JS_SEMAPHORE){e=[];for(var f=0;f<argume
nts.length;f++)e[fl=new gp(arguments|

2021-10-28 23:41:26 UTC 2310 IN Data Raw: 28 29 3b 44 70 2e 6f 65 5b 62 5d 3d 61 3b 72 65 74 75 72 6e 27 67 6f 6f 67 6¢ 65 5f 74 61 67 5f 6d 61 6e 61 67
65 72 5b 22 27 2b 42 64 2e 4a 2b 27 22 5d 2e 6d 61 63 72 6f 28 27 2b 62 2b 22 29 22 7d 3b 44 70 2e 52 69 3d 66 75 6e
63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 44 70 2e 54 68 26 26 28 61 3d 61 2e 6d 28
4470 2e 64 6a 28 62 2c 63 29 29 2¢ 62 3d 6f 61 29 3b 72 65 74 75 72 6e 7b 45 69 3a 61 2c 6f 6e 53 75 63 63 65 73 73 3a
62 7d 7d 3b 76 61 72 20 51 70 3d 6¢ 2e 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 2c 52 70 3d 6¢ 2e 73 65 74 54 69 6d 65 6f 75
74 2¢ 52 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2¢ 64 29 7h 69 66 28 4a 6b 28 29 29 7b 62 26 26 47 28 62 29 7d
65 6¢ 73 65 20 72 65 74 75 72 6e 20 79 62 28 61 2c 62 2c 63
Data Ascii: ();Dp.oe[b]=a;return'google_tag_manager["+Bd.J+"].macro('+b+")"};Dp.Ri=function(a,b,c){a instanceof Dp.Th&
&(a=a.m(Dp.dj(b,c)),b=0a);return{Ei:a,onSuccess:b}};var Qp=l.clearTimeout,Rp=I.setTimeout,R=function(a,b,c,d){if(Jk()){b
&&G(b)}else return yb(a,b,c

2021-10-28 23:41:26 UTC 2313 IN Data Raw: 2e 6¢ 65 6e 67 74 68 3b 30 3c 66 26 26 22 2e 22 21 3d 65 2e 63 68 61 72 41 74 28 30 29 26 26 28 66 2d 2d 2c
65 3d 22 2e 22 2b 65 29 3b 69 66 28 30 3c 3d 66 26 26 63 2e 69 6e 64 65 78 4f 66 28 65 2¢ 66 29 3d 3d 66 29 72 65 74
7572 6e 2130 7d 7d 72 65 74 75 72 6e 21 31 7d 3b Oa 76 61 72 20 46 71 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63
29 7b 66 6f 7228 76 61 72 20 64 3d 7b 7d 2c 65 3d 21 31 2c 66 3d 30 3b 61 26 26 66 3c 61 2e 6¢ 65 6e 67 74 68 3b 66 2
b 2b 29 61 5b 66 5d 26 26 61 5b 66 5d 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 62 29 26 26 61 5b 66 5d 2e 68 61
73 4f 77 6e 50 72 6f 70 65 72 74 79 28 63 29 26 26 28 64 5b 61 5b 66 5d 5b 62 5d 5d 3d 61 5b 66 5d 5b 63 5d 2c 65 3d 21
3029 3b 7265 74 75 72 6e 20 65 3f 64 3a 6e 75 6¢ 6¢ 7d 3b 76 61
Data Ascii: .length;0<f&&"."I=e.charAt(0)&&(f--,e="."+e);if(0<=f&&c.indexOf(e,f)==f)return!0}}return!1},var Fq=function(a,b,c)
{for(var d={} ,e=!1,f=0;a&&f<a.length;f++)a[f|&&a[f].nasOwnProperty(b)&&a[f].hasOwnProperty(c)&&(d[a[f][b]]=a[f][c]
,e=10);return e?d:null};va
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2021-10-28 23:41:26 UTC 2314 IN Data Raw: 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 63 6f 28 62 2c 63 2¢ 61 29 7d 2c 73 74 3d 66 75 6e 63 74
69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 63 6f 28 62 2c 63 2¢c 61 2¢c 21 30 29 7d 2¢ 77 74 3d 66 75 6e 63 74 69 6f 6e 28 61 2C 62
29 7b 7d 3b 0a 66 75 6e 63 74 69 6f 6e 20 74 74 28 61 2¢ 62 29 7b 7d 76 61 72 20 5a 3d 7b 67 3a 7b 7d 7d 3b Oa 5a 2e
67 2e 67 61 61 77 63 3d 5b 22 67 6f 6f 67 6¢ 65 22 5d 2c 66 75 6€ 63 74 69 6f 6 28 29 7b 28 66 75 6e 63 74 69 6f 6e 28
61 29 7b 5a 2e 5f 5f 67 61 61 77 63 3d 61 3b 5a 2e 5f 5f 67 61 61 77 63 2e 68 3d 22 67 61 61 77 63 22 3b 5a 2e 5f 5f 67
61 61 77 63 2e 69 73 56 65 6e 64 6f 72 54 65 6d 70 6¢ 61 74 65 3d 21 30 3b 5a 2e 5f 5f 67 61 61 77 63 2e 70 72 69 6f 72
69 74 79 4f 76 65 72 72 69 64 65 3d 31 30 7d 29 28 66 75 6e
Data Ascii: =function(a,b,c){co(b,c,a)},st=function(a,b,c){co(b,c,a,!0)},wt=function(a,b){};function tt(a,b){}var Z={g:{}};Z.g.gaa
wc=["google"],function(){(function(a){Z.__gaawc=a;Z._ gaawc.h="gaawc";Z.__gaawc.isVendorTemplate=!0;Z.__gaawc.
priorityOverride=10})(fun

2021-10-28 23:41:26 UTC 2315 IN Data Raw: 2b 29 78 2e 7a 62 3d 7b 7d 2c 79 61 28 74 5b 7a 5d 2c 66 75 6e 63 74 69 6f 6e 28 79 29 7b 72 65 74 75 72 6e
2066 75 6e 63 74 69 6f 6 28 41 2¢ 0a 43 29 7b 76 26 26 22 69 64 22 3d 3d 3d 41 3f 79 2e 7a 62 2e 70 72 6f 6d 6f 74 69
6f 6e 5f 69 64 3d 43 3a 76 26 26 22 6e 61 6d 65 22 3d 3d 3d 41 3f 79 2e 7a 62 2e 70 72 6f 6d 6f 74 69 6f 6e 5f 6e 61 6d
65 3d 43 3a 79 2e 7a 62 5b 41 5d 3d 43 7d 7d 28 78 29 29 2c 6d 2e 69 74 65 6d 73 2e 70 75 73 68 28 78 2e 7a 62 29 7d
69 66 28 71 29 66 6f 72 28 76 61 72 20 77 20 69 6e 20 71 29 67 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 77 29 3f
6e 28 67 5b 77 5d 2c 71 5b 77 5d 29 3a 6e 28 77 2c 71 5b 77 5d 29 7d 2c 72 3b 69 66 28 22 64 61 74 61 4c 61 79 65 72
22 3d 3d 3d 64 2e 76 74 70 5f 67 65 74 45 63 6f 6d 6d 65 72 63
Data Ascii: +)x.zb={},ya(t[z],function(y){return function(A,C){v&&"id"===A?y.zb.promotion_id=C:v&&"name"===A?y
.zb.promotion_name=C:y.zb[A]=C}}(x)),m.items.push(x.zb)}if(q)for(var w in q)g.hasOwnProperty(w)?n(g[w],q[w]):n(w,q[w])},
r;if("dataLayer"===d.vtp_getEcommerc

2021-10-28 23:41:26 UTC 2317 IN Data Raw: 3d 46 71 28 64 2e 76 74 70 5f 65 76 65 6e 74 50 61 72 61 6d 65 74 65 72 73 2c 22 6e 61 6d 65 22 2c 22 76 61
6c 75 65 22 29 2c 0a 6d 3b 66 6f 72 28 6d 20 69 6e 20 6b 29 6b 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 6d 29 26
2628 67 5b 6d 5d 3d 6b 5b 6d 5d 29 3b 76 61 72 20 6e 3d 64 2e 76 74 70 5f 75 73 65 72 44 61 74 61 56 61 72 69 61 62
6c 65 3b 6e 26 26 28 67 5b 4e 2e 78 61 5d 3d 6e 29 3b 69 66 28 67 0d Oa
Data Ascii: =Fq(d.vtp_eventParameters,"name","value"),m;for(m in k)k.hasOwnProperty(m)&&(g[m]=k[m]);var n=d.vt
p_userDataVariable;n&&(g[N.xa]=n);if(g

2021-10-28 23:41:26 UTC 2317 IN Data Raw: 32 35 37 61 0d Oa 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 4e 2e 4d 61 29 7c 7c 64 2e 76 74 70 5f 75
73657250 72 6f 70 65 72 74 69 65 73 29 7b 76 61 72 20 70 3d 67 5b 4e 2e 4d 61 5d 7c 7c 7b 7d 3b 48 28 46 71 28 64
2e 76 74 70 5f 75 73 65 72 50 72 6f 70 65 72 74 69 65 73 2c 22 6e 61 6d 65 22 2c 22 76 61 6¢ 75 65 22 29 2c 70 29 3b 67
5b 4e 2e 4d 61 5d 3d 70 7d 6f 74 28 67 29 3b 30 3c 63 2e 6¢ 65 6e 67 74 68 26 26 28 67 5b 4e 2e 61 65 5d 3d 63 29 3b
61 28 67 2c 4e 2e 63 65 2¢ 66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 20 44 61 28 72 29 7d 29 3b 61 28 67 2
c 4e 2e 64 65 2c 66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 72 29 7d 29 3b 63 6f 28
66 2c 67 2c 65 29 3b 47 28 64 2e 76 74 70 5f 67 74 6d 4f 6e 53 75
Data Ascii: 257a.hasOwnProperty(N.Ma)||d.vtp_userProperties){var p=g[N.Ma]||{};H(Fq(d.vtp_userProperties,"name
" "value"),p);g[N.Ma]=p}ot(g);0<c.length&&(g[N.ae]=c);a(g,N.ce,function(r){return Da(r)});a(g,N.de,function(r){return Nu
mber(r)});co(f,g,e);G(d.vtp_gtmOnSu

2021-10-28 23:41:26 UTC 2318 IN Data Raw: 5f 63 6¢ 2e 68 3d 22 63 6¢ 22 3b 5a 2e 5f 5f 63 6¢ 2e 69 73 56 65 6e 64 6f 72 54 65 6d 70 6¢ 61 74 65 3d 21
30 3b 5a 2e 5f 5f 63 6¢ 2e 70 72 69 6f 72 69 74 79 4f 76 65 72 72 69 64 65 3d 30 7d 29 28 66 75 6e 63 74 69 6f 6e 28 62
29 7b 69 66 28 21 62 71 28 22 63 6¢ 22 29 29 7b 76 61 72 20 63 3d 55 28 22 64 6f 63 75 6d 65 6e 74 22 29 3b 43 62 28
63 2c 22 63 6¢ 69 63 6b 22 2c 61 2c 21 30 29 3b 63 71 28 22 63 6¢ 22 29 7d 47 28 62 2e 76 74 70 5f 67 74 6d 4f 6e 53 75
63 6365 73 73 29 7d 29 7d 28 29 3b Oa 5a 2e 67 2e 75 3d 5b 22 67 6f 6f 67 6¢ 65 22 5d 2c 66 75 6e 63 74 69 6f 6e 28 29
7b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7h 72 65 74 75 72 6e 7b 74 6f 53 74 72 69 6e 67 3a 66 75 6e 63
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 62 7d 7d 7d 3b 28 66
Data Ascii: _cl.h="cl";Z.__cl.isVendorTemplate=!0;Z.__cl.priorityOverride=0})(function(b){if(!bq("cl")){var c=U("documen
t");Cb(c,"click",a,!0);cq("cl")}G(b.vtp_gtmOnSuccess)})}();Z.g.u=["google"],function(){var a=function(b){return{toString
:function(){return b}}};(f

2021-10-28 23:41:26 UTC 2319 IN Data Raw: 7b 66 75 6e 63 74 69 6f 6e 20 61 28 74 2c 71 2c 76 29 7b 76 61 72 20 78 3d 74 7c 7c 67 65 28 71 2c 22 67 74
6d 22 29 3b 69 66 28 78 29 72 65 74 75 72 6e 20 78 5b 76 5d 7d 66 75 6e 63 74 69 6f 6e 20 62 28 74 2¢ 71 2¢c 76 2¢ 78
2c 7a29 7b 7a 7c 7c 28 7a 3d 22 65 6¢ 65 6d 65 6e 74 22 29 3b 76 61 72 20 77 3d 71 2b 22 2e 22 2b 76 2c 79 3b 69 66
2870 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 77 29 29 79 3d 70 5b 77 5d 3b 65 6¢ 73 65 7b 76 61 72 20 41 3d 6
12874 2c 71 2c 7a29 3b 69 66 28 41 26 26 28 79 3d 78 28 41 29 2¢ 70 5b 77 5d 3d 79 2c 72 2e 70 75 73 68 28 77 29 2¢
3335 3¢ 72 2e 6¢ 65 6e 67 74 68 29 29 7b 76 61 72 20 43 3d 72 2e 73 68 69 66 74 28 29 3b 64 65 6¢ 65 74 65 20 70 5b
435d 7d 7d 72 65 74 75 72 6e 20 79 7d 66 75 6e 63 74 69 6f 6e 20 63
Data Ascii: {function a(t,q,v){var x=t||ge(q,"gtm");if(x)return x[v]}function b(t,q,v,x,z){z||(z="element");var w=qg+"."+v,y;if(p.h
asOwnProperty(w))y=p[w];else{var A=a(t,q,z);if(A&&(y=x(A),p[w]=y,r.push(w),35<r.length)){var C=r.shift();delete p[C]}}re
turn y}unction ¢

2021-10-28 23:41:26 UTC 2321 IN Data Raw: 2e 74 61 67 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 7b 63 61 73 65 20 22 69 6e 70 75 74 22
3a 7265747572 6e 20 45 62 28 74 2¢c 22 76 61 6¢ 75 65 22 29 3b 63 61 73 65 20 22 62 75 74 74 6f 6e 22 3a 72 65 74
75 72 6e 20 46 62 28 74 29 3b 64 65 66 61 75 6¢ 74 3a 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 7d 66 75 6e 63 74 69 6f 6e
20 6b 28 74 29 7b 69 66 28 22 66 6f 72 6d 22 3d 3d 3d 74 2e 74 61 67 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28
29 26 26 74 2e 65 6¢ 65 6d 65 6€ 74 73 29 7b 66 6f 72 28 76 61 72 20 71 3d 30 2¢ 76 3d 30 3b 76 3¢ 74 2e 65 6¢ 65 6d 6
5 6e 74 73 2e 6¢ 65 6e 67 74 68 3b 76 2b 2b 29 75 6f 28 74 2e 65 6¢ 65 6d 65 6e 74 73 5b 76 5d 29 26 26 0a 71 2b 2b 3b
7265747572 6e 20 71 7d 7d 66 75 6e 63 74 69 6f 6e 20 6d 28 74
Data Ascii: .tagName.toLowerCase()){case "input":return Eb(t,"value");case "button":return Fb(t);default:return null}}fu
nction k(t){if("form"===t.tagName.toLowerCase()&&t.elements){for(var q=0,v=0;v<t.elements.length;v++)uo(t.elem
ents[v])&&qg++;return g}}function m(t

2021-10-28 23:41:26 UTC 2322 IN Data Raw: 74 70 5f 61 74 74 72 69 62 75 74 65 29 44 3d 63 28 7a 2c 71 2c 78 2c 76 29 3b 65 6¢ 73 65 7b 76 61 72 20 45
3d 74 2e 76 74 70 5f 61 74 74 72 69 62 75 74 65 2c 4f 3d 61 28 7a 2c 71 2c 22 65 6¢ 65 6d 65 6e 74 22 29 3b 44 3d 4f 26
26 45 62 28 4f 2c 4529 7c 7¢ 76 7c 7c 22 22 7d 72 65 74 75 72 6e 20 44 3b 63 61 73 65 20 22 4d 44 22 3a 76 61 72 20
4b 3d 74 2e 76 74 70 5f 6d 64 56 61 6¢ 75 65 2c 4¢ 3d 62 28 7a 2¢ 71 2¢ 22 4d 44 22 2c 4d 70 29 3b 72 65 74 75 72 6e
20 4b 26 26 4c 3f50 70 28 4c 2¢ 4b 29 7c 7c 76 3a 4c 7c 7¢ 76 3b 63 61 73 65 20 22 46 4f 52 4d 22 3a 72 65 74 75 72 6e
2066 28 53 74 72 69 6e 67 28 74 2e 76 74 70 5f 63 6f 6d 70 6f 6e 65 6e 74 7c 7c 22 53 55 42 4d 49 54 5f 54 45 58 54 22
29 2c 7a2c 71 2¢ 76 29 3b 64 65 66 61 75 6¢ 74 3a 76 61 72 20
Data Ascii: tp_attribute)D=c(z,q,x,v);else{var E=t.vtp_attribute,0=a(z,q,"element");D=0&&Eb(O,E)||v||""}return D;case "M
D":var K=t.vtp_mdValue,L=b(z,q,"MD",Mp);return K&&L?Pp(L,K)||v:L||v;case "FORM":return f(String(t.vtp_componen
t||"SUBMIT_TEXT"),z,q,v);default:var
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kBytes
Timestamp transferred

2021-10-28 23:41:26 UTC 2323

2021-10-28 23:41:26 UTC 2324

2021-10-28 23:41:26 UTC 2326

2021-10-28 23:41:26 UTC 2326

Session ID Source IP

19 192.168.2.3
kBytes

Timestamp transferred

2021-10-28 23:41:26 UTC 2214

2021-10-28 23:41:26 UTC 2336

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49793

Direction

ouT

Source Port
49774

Direction

Data

Data Raw: 7d 7d 3b 43 62 28 63 2c 22 63 6¢ 69 63 6b 22 2¢ 65 2c 21 31 29 3b 43 62 28 63 2¢ 22 61 75 78 63 6¢ 69 63 6b
22 2c 0a 65 2c 213129 7d 66 75 6e 63 74 69 6f 6e 20 62 28 63 2¢ 64 2¢ 65 29 7b 69 66 28 32 3d 3d 3d 63 2e 77 68 69
63 68 7c 7c 63 2e 63 74 72 6¢ 4b 65 79 7c 7c 63 2e 73 68 69 66 74 4b 65 79 7c 7c 63 2e 61 6¢ 74 4b 65 79 7c 7c 63 2e
6d 65 74 61 4b 65 79 29 72 65 74 75 72 6e 21 31 3b 76 61 72 20 66 3d 4a 62 28 64 2c 22 68 72 65 66 22 29 2c 67 3d 66 2
e 69 6e 64 65 78 4f 66 28 22 23 22 29 2c 6b 3d 4a 62 28 64 2c 22 74 61 72 67 65 74 22 29 3b 69 66 28 6b 26 26 22 5f 73
65 6¢ 66 22 21 3d 3d 6b 26 26 22 5f 70 61 72 65 6e 74 22 21 3d 3d 6b 26 26 22 5f 74 6f 70 22 21 3d 3d 6b 7c 7c 30 3d 3d
3d 67 29 7265 74 75 72 6e 21 31 3b 69 66 28 30 3c 67 29 7b 76 61

Data Ascii: }};Cb(c,"click",e,!1);Cb(c,"auxclick",e,!1)}function b(c,d,e){if(2===c.whichl||c.ctrIKey]|c.shiftKey||c.altKey||c.metaK
ey)return!1;var f=Jb(d,"href"),g=f.indexOf("#"),k=Jb(d,"target");if(k&&"_self"!'==k&&"_parent"l==k&&"_top"!==k||0===g)ret
urn!1;if(0<g){va

Data Raw: 61 72 20 63 3d 50 2e 7a 6f 6e 65 73 3b 63 26 26 63 2e 75 6e 72 65 67 69 73 74 65 72 43 68 69 6¢ 64 28 42 64
2e 4a 29 3b 7d 65 6¢ 73 65 7b 66 6f 72 28 76 61 72 20 67 3d 64 61 74 61 2e 72 65 73 6f 75 72 63 65 7c 7c 7b 7d 2c 6b 3d
67 2e 6d 61 63 72 6f 73 7c 7c 5b 5d 2c 6d 3d 30 3b 6d 3c 6b 2e 6¢ 65 6e 67 74 68 3b 6d 2b 2b 29 7a 63 2e 70 75 73 68 28
6b 5b 6d 5d 29 3b 66 6f 72 28 76 61 72 20 6e 3d 67 2e 74 61 67 73 7c 7c 5b 5d 2c 70 3d 30 3b 70 3c 6e 2e 6¢ 65 6e 67
7468 3b 70 2b 2b 29 43 63 2e 70 75 73 68 28 6e 5b 70 5d 29 3b 66 6f 72 28 76 61 72 20 72 3d 67 2e 70 72 65 64 69 63
61 74 65 73 7c 7c 5b 5d 2c 75 3d 30 3b 75 3¢ 72 2e 6¢ 65 6e 67 74 68 3b 75 2b 2b 29 42 63 2e 70 7573 68 28 725b 75 5
d 29 3b 66 6f 72 28 76 61 72 20 74 3d 67 2e 72 75 6¢ 65 73 7c 7C

Data Ascii: ar c=P.zones;c&&c.unregisterChild(Bd.J);}else{for(var g=data.resource||{},k=g.macros||[], m=0;m<k.length;m++)
zc.push(k[m]);for(var n=g.tags||[],p=0;p<n.length;p++)Cc.push(n[p]);for(var r=g.predicates||[],u=0;u<r.length;u++)Bc.pus
h(r[u]);for(var t=g.rules||

Data Raw: 64 61 74 61 3a 7b 73 63 72 69 70 74 53 6f 75 72 63 65 3a 74 62 2c Oa 63 6f 6e 74 61 69 6e 65 72 50 72 6f 64
7563 74 3a 75 2¢ 64 65 62 75 67 3a 21 31 2¢ 69 64 3a 42 64 2e 4a 7d 7d 3b 76 2e 64 61 74 61 2e 72 65 73 75 6d 65 3d
66 75 6e 63 74 69 6f 6e 28 29 7b 61 28 29 7d 3b 42 64 2e 59 67 26 26 28 76 2e 64 61 74 61 2e 69 6e 69 74 69 61 6¢ 50
7562 6¢ 69 73 68 3d 21 30 29 3b 71 2e 70 75 73 68 28 76 29 7d 2c 67 3d 76 6f 69 64 20 30 2c 6b 3d 68 67 28 6c 2e 6¢ 6f
63 61 74 69 6f 6e 2c 22 71 75 65 72 79 22 2c 21 31 2c 76 6f 69 64 20 30 2c 22 67 74 6d 5f 64 65 62 75 67 22 29 3b 43 70
28 6b 29 26 26 28 67 3d 32 29 3b 69 66 28 21 67 26 26 42 2e 72 65 66 65 72 72 65 72 29 7b 76 61 72 20 6d 3d 6a 67 28
42 2e 72 6566 65 72 72 65 72 29 3b 22 74 61 67 61 73 73 69 73 74

Data Ascii: data:{scriptSource:tb,containerProduct:u,debug:!1,id:Bd.J}};v.data.resume=function(){a()};Bd.Yg&&(v.data.ini
tialPublish=!10);q.push(v)},g=void 0,k=hg(l.location,"query",!1,void 0,"gtm_debug");Cp(k)&&(g=2);if(!g&&B.referrer){var m
=jg(B.referrer);"tagassist

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

67.199.248.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET/HTTP/1.1

Host: bitly.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://bitly.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: _xsrf=a26777d4595e4d6c8f225a75a5731b13; anon_u=cHN1X19mMzQxZDUwNy05NzFhLTRkZWItOTN
i0S03ZTYXxN2RIOTM2MmQ=|1635464484|e3b56ee6c6c24c09a519b2ede0dad705f2bafb05; optimizelyEndUserld=oeul6
35496885454r0.43993848834049065

If-None-Match: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"

If-Modified-Since: Tue, 19 Oct 2021 19:53:48 GMT

HTTP/1.1 304 Not Modified

Server: nginx

Date: Thu, 28 Oct 2021 23:41:26 GMT

Etag: "aeac629ded4cc469b6c8187f9a2c3dacOb05d58f"
Cache-Control: no-cache

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000

Via: 1.1 google

Alt-Svc: clear

Connection: close

Destination IP Destination Port Process

142.250.203.97 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-10-28 23:41:24 UTC 4

2021-10-28 23:41:24 UTC 5

2021-10-28 23:41:24 UTC 6

2021-10-28 23:41:24 UTC 6

2021-10-28 23:41:24 UTC 7

2021-10-28 23:41:24 UTC 9

2021-10-28 23:41:24 UTC 10

2021-10-28 23:41:24 UTC 11

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBOOc_ggEOB6tx6HPRHe6g1GOE
e3_NcIbSiGG8kXeLMUY0sAKVVC6ER89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NIQ/extension_8520
_615_0_5.crx HTTP/1.1

Host: clients2.googleusercontent.com

Connection: keep-alive

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdsfjIPORfjlyBMA60O-XVsP6F78I7yBV5veBA_9w14c09DXBpDUkJIrTNsVjHIma
eqg4mcfUsfqdlac4g4gbwScSxsNudaw

Date: Thu, 28 Oct 2021 23:15:24 GMT

ETag: 730d2491_a246e948_e80d9c94_d8b3f142_86eb8dd2

Expires: Fri, 28 Oct 2022 23:15:24 GMT

Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT

Content-Type: application/x-chrome-extension

Accept-Ranges: bytes

X-Goog-Hash: crc32c=DxAZGA==

Content-Length: 768843

Server: UploadServer

Age: 1560

Cache-Control: public, max-age=31536000

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 Oa a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 05
00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5¢c 37 63 94 3¢ b0 ee 01 ¢4 b5 a6 9a bl 9f 46 74 6f 16 38 a0 32 27
35dd f0 71 6b Oe dc 6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 Oe 12 ac Oe 5b
dc c9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 {3 bd 3f 56 d3
3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 dO fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 6d b8
de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 32 01
€9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d

Data Ascii: Cr240"0*H0\7c<Fto82'59k%2CF9#exQ[L|3>/u:T7(yM?V<?.1a0?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

Data Raw: 81 89 02 81 81 00 cd 4d 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 8 5¢c 22 d7 dd d8 2c 67 d7
63 Oe b5 8a 36 29 13 10 28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd Oa 1d Oe 50 88 1b a9 78 ef
4f a0 90 ea 28 6d 43 3b 7c eb 35 01 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 b1 88 52 02
84 8b 90 76 7f 24 1a cf 2e b4 00 bd 6¢ 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 83 be 14 60
5 b7 57 06 05 84 19 a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5c 6b b6 52 24 65 7e dd 8b 4a 5¢ 9d 26 63 25 a7 64 ae
9d cf 4d c4 e8 6a a0 8b 56 bf 25 07 ad df 2b 31 46 bl a4 03 be 44 03 85 83 96 58 5¢ 95 31 63 74 Ob 3¢ 94 86 bl c4 02 1c
96 fa 45 06 42 df 2b c1 69 40 01 eb fe 38 4 9c 5e 9b b9

Data Ascii: Mbh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEXx[fPi" y5Rv$.l-mmni - WRpb++\kR$e~I\&c%dMjV%+1F
DX\1ct<EB+@8"

Data Raw: f3 3c ce 08 06 5e 7d 78 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 57 a2 6a
15 40 46 b0 99 55 06 9e 99 69 25 32 27 d9 60 40 0f c3 54 2a 57 €8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 00 31 7 64
d3 b3 96 91 0f 99 4e 45 d3 31 4b 63 4d 47 0d 6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee e2 c8 60 5¢
26 20 9b 40 82 ca bc 08 da b0 e5 57 6¢ ¢7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 Oa 02 4f 27 45 fc eb 39 a8 70 74 38
02 1d ce 67 3f 7e f9 7c 7f 53 7c fe f1 fa f2 f2 b6 bc fb 49 Oe 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 4c 4f 86 e3
d1 3f f2 e9 37 ac 64 e8 09 9b c1 6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 e5 43 62 fe 97 8a 29 d1 c9 7a 84 dd
7d 2c 6f 7e 3f 71 df 50 bb ¢6 40 f5 11

Data Ascii: <"}x~p;. XWj@FUi%2" @ T*Wa$$Y0,1dNELIKCMG; %%01\& @WI7fJuO'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)W
Cb)z},0~?2qP@

Data Raw: f0 a7 fd f9 1d 53 75 85 47 b6 62 5b 97 15 31 5f ec 34 e8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 69 98 32
ae b8 bf d7 fd c4 6 f6 dd cd f5 fd ea 73 79 fb f1 fa fa Oe db dc 56 69 d7 74 4c 2d fO 51 c0 2e ca 67 19 00 85 20 ac 64 d1 02
96 dd 08 6b 75 1c 99 59 5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 83 75 3a
28 eb d8 8e 03 44 7d 1d 23 9d 94 a5 77 f7 49 08 6d 8¢ f6 c4 ac 17 7b 72 0d 3c 7d f7 €9 f9 f1 27 92 21 1e b7 99 d9 71 66
8c c6 2c 6e 57 €2 42 8¢ 11 02 34 a3 9c 07 7d 66 c2 48 76 bb 52 52 ce b1l d1 ad 03 52 f6 f2 b8 bc 8f 6a 88 6d 14 4c 7f d8
0 8d bb ba 11 3c ff 12 a7 07 13 Oc 5e ¢3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 al 96 a3 d2 de Oc c5 64 d8 98 28 0a a2 fb
4d 81 fe 42 95 98 ec c9 ee e4 85 b6 50 d2 fa 13

Data Ascii: SUGb[1_4K;&G|03i2syVitL-Q.g dkuY[md! H;rzU[ou:(D}¥wim{r<}!qf,n\WB4}fHvRRRjmL<P=Utd(MBP

Data Raw: 76 9c 26 87 3b e2 9e 47 db bf 69 Oa 4c a8 7a 35 e0 b4 32 78 98 5f fO cO fe bf 7b 6e 0d 7a 41 c1 15 1a 87 ac ed
aa c2 65 ab 73 76 7b 28 59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c al Oa eb 03
a7 f1 38 22 a2 f5 35 e6 21 34 3d a9 cb cd 69 05 ec 3e 56 a7 al 33 el bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f df ce 8d
00 86 c8 e0 4e 48 3d 79 a7 f6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 Of 4f 97 87 93 b3 b3 7c 3c 9f ed aa 81
3b 9d 9f ca 59 1c 8d 26 cb bf 2f 86 a7 a3 f9 fb 5d 09 5c¢ fd 4b 24 1c Oe c7 87 f9 e9 f2 d5 62 3e 9f 8¢ d3 39 a4 27 d9 53 09
93 f1 1c 16 00 b3 ¢8 67 d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 f3 69 b2 Oc ae c5 92 8¢ 3f ce f3 a3 57 ¢3 ¢3 37 cb
fc 6¢ 38 3a 5d 1e 8f f2 d3 a3 5d 41 dc a9 d5

Data Ascii: v&;GiLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;0NH=y,?bO|40|<;Y&/\K$b>9'Sgvp}Dh9i?W7I8:]]A

Data Raw: ad 16 4c 73 b3 f3 a4 f7 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 df b9 fb b9
b7 c3 0597 4e 1b 67 85 11 d2 1a ed 04 a3 a8 08 e9 69 f5 9a 3f ba f9 2c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 97 bc fb 2e
16 ¢9 00 bf 2¢ 7c¢ 25 2¢ d7 f5 d0 aa 9b €9 c4 99 ff 51 0f 2d a7 21 2e Ob 74 ¢3 73 28 fd 02 79 Of 2d 4d 75 4b 53 12 11 6f be
f3 cb 20 Oc 10 43 61 0d fO c6 24 77 cc 68 52 16 66 95 48 20 6e d0 ac 11 97 fe a7 e7 cd 15 2f 16 el b9 f4 b3 2a 61 15 ec
61 01 13 5a 2e 0a 23 39 35 ad 94 88 a2 €9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 30 2d 93 9a
9c 30 f0 d6 ec a9 64 f5 a7 f6 02 27 38 34 68 80 c6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 €8 ba 45 53 38 a4 7b 81 92
43 ca 20 96 dd 0d e5 76 03 a3 9a 39 a6 6a a9 73

Data Ascii: Lsyfzw"}bZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9js
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 13 IN Data Raw: 08 91 86 3b b3 8b a4 4d 19 09 2e 0a e0 e5 a0 bd cf 2b f3 36 90 3c d5 7e 62 27 09 c5 c1 5¢c ¢8 54 99 d3 01 48
ef 23 03 72 71 56 89 38 c5 ce 33 48 36 17 d9 fd 62 43 86 be 9b 6a 30 21 d9 8b d5 5d 8f cb 54 5f a8 33 04 b2 4b ab 5f d8
1304 7a c8 0e d9 79 Of dd 46 e2 6¢ 8d 5¢c d2 34 02 7b 58 ef 24 ae ac 98 8e ed 98 49 8b 2c 4d a2 a0 11 76 34 06 6e 78 9b
2221 a0 a2 10 2e 75 44 a9 9d 88 al ec ea fe 46 da 9e 75 a6 58 b6 b8 34 18 c9 39 53 90 Oc 4c 3a ac 79 c8 5b 8a d8 1e
a3 9ae8 12 51 24 02 55 d6 b9 7b 9e 98 ff fe 85 96 8a d4 22 38 3b dd 2d 5a 49 5¢ 58 cd 09 3d 9a 22 da fe 02 2d 2d 08 11
61 78 29 b0 94 58 5b ca 49 b6 eb 9b 38 a7 74 58 e4 21 c2 88 4b b4 59 58 fb a3 ed cf 3a 13 aa 0a 8e c6 9d 13 96 b2 5c 9d
36 2a 64 02 61 2f 24 8f a4 15 57 56 32 c6 00 e6 43 52 Oe 88
Data Ascii: ;M.+6<~b"\TH#rqV83H6bCj0!T_3K_zyFI\4{X$|,Mv4nx".uDFuX49SL:y[Q$U{"8;-ZI\X="--ax)X[I8tX!KYX:\6*da/
$WV2CR

2021-10-28 23:41:24 UTC 14 IN Data Raw: 40 a4 13 6d 62 7c 8f 0a 70 79 5 21 ed 4d a2 9a 86 ca 60 51 Oe 16 dc db 86 ea 57 54 b2 33 dd ed 10 05 d3 fe
54 da 2c Oc e2 5 2c 49 24 77 e2 9c 6a 38 01 17 1d 38 21 4a Ob 7f a9 3f b3 9d 3c 83 2b 77 ce 14 4c fO ba 3e Oe 88 51 01
50 c8 5b 7e 1b 71 12 44 1b f3 de 7c ¢7 67 46 Oc 07 7f 06 41 83 01 Oc 07 67 c0 c0 db ac c1 36 1b dc fd 12 09 10 87 el a8
b0 93 ed f2 el 5¢c e7 2c 16 3c 2a da ec b6 cb b6 45 5d 73 ac d3 5d ae 18 7d c6 66 cd 5e ad 56 13 be 07 e8 ec 8a 0d 5b c3
cf 6f 53 93 48 a5 b7 65 49 a2 0d 4a a0 97 12 20 ab 61 c6 d4 67 96 €0 Ob 0d fb f0 49 75 02 9 a5 67 d4 8d a9 cb 24 9a 83
c6 2b ae 00 11 53 67 bb ee d5 31 45 95 6d e6 42 80 06 64 d0 51 0d €8 12 a5 3c 51 €2 77 bl be ba be 1e 74 46 4d c1 7b
3d c6 27 30 a3 cc 2d 6a e7 47 81 b5 e8 66 09 da 14 6a ee c6
Data Ascii: @mb|py!M QWT3T,,I$wj881J?<+wL>QP[~qD|gFAg6\,<*E]s]}f*V[oSHelJ aglug$+Sg1EmBdQ<QwtFM{="0-jGfj

2021-10-28 23:41:24 UTC 15 IN Data Raw: 44 06 45 eb a0 1a 96 8d 7b 99 83 65 Of 89 €0 43 f5 44 29 42 0d 8d 4c 90 27 aa 7c 14 89 61 3f 85 5f €9 ch 1e
a8 91 a3 e7 a9 8b 4f 1f 5e a6 46 8e cb da c1 12 7c 53 87 bc 29 02 99 el d4 43 ef b9 el 8d a9 25 be 94 ¢c8 29 b2 04 a8 18
40 9d 7b ca 12 98 cc c0 52 53 6f 48 65 5 14 8d 06 0f 3d 9d 1d ce 47 €3 79 59 03 9b 54 1d d3 07 6b b2 84 6a fd 1e 9d 96
2910 26 de 73 95 25 72 50 f6 a7 33 88 55 35 €0 2b 09 af 9b 1e 5d cf 92 82 50 91 2a 35 f5 cO 7f 96 02 00 d7 df cO fb 80 9d
€6 82 17 5 e6 09 8a 9c 8f 5f 6b fc 2a 71 b6 36 4f e7 60 5¢ 96 7f a4 ¢l 8c 7a 45 5b 9e 08 €5 9¢ 89 77 72 ac 21 30 86 bd 4a
19 49 0f f6 6 49 fc 56 8e 9f a7 80 80 a8 7e €7 49 64 22 04 f5 44 c2 1a 22 44 84 a0 Oe b5 e5 29 78 68 92 86 dd 4 8d 60
6b 68 4c 01 6f a6 2a 4b 9d ed cb 13 99 0d 5f f4 a7
Data Ascii: DE{eCD)BL'[a?_O"F|S)C%)@{RSoHe=GyYTkj)&s%rP3U5+]P*5_k*q60 " \zE[wrl0JIIV~Id"D"D)xh khLo*K_

2021-10-28 23:41:24 UTC 16 IN Data Raw: a7 f4 5b ec 8e 1b 42 17 cb 7a 84 3d 53 ab 7d cf b7 d6 18 f6 40 e5 ba 13 57 f1 ¢4 19 89 b0 27 8e cf f9 11 8f c3
06 a9 45 b0 c2 7b 65 82 92 92 0f 89 24 74 47 4f 58 44 2a c1 b8 42 80 e7 03 8f 5a 78 11 b4 61 a9 24 91 27 fe b7 89 €5 7b
74 7a 8d bf 55 2a c0 fd 44 80 58 6e 9d 52 70 47 02 d8 be 9d 82 €8 fb 07 7d 90 fd 64 bc fb e5 d3 d7 eb f9 a7 dd ab cb cb 9b
c5ed 73 d9 f9 55 7c ab 1d b2 c0 9b a9 3f 35 8d 40 0d 8b 77 bf ca ad d7 44 47 b8 7f af c1 46 76 be 0d 47 47 dd 41 ff ef e5
e8 ee ee 57 5 e8 34 3b 58 fd 9b 35 21 4a 5¢ 36 6b Ob 42 ba b1 89 f9 dd d5 ed 87 c5 5 cf e4 e8 7f 3b f7 91 29 46 9e €6 b4
fd dd 5d 73 d2 c6 40 ¢8 17 12 6¢ 43 41 64 75 82 c7 96 39 64 5b 85 22 25 a4 ee f4 ce 7a 0d 3d 30 36 21 01 a9 06 dO 9b a0
9d 56 bc ae 62 18 57 a0 68 c3 44 3e 26 82 63
Data Ascii: [Bz=S}@W'E{e$tGOXD*BZxa$'{tzU*DXnRpG}dsU|?5@wDGFVGGAW4;X5!J\6kB;)F]s@ICAdu9d["
%z=06!VbWhD>&c

2021-10-28 23:41:24 UTC 18 IN Data Raw: 33 68 68 d8 2c ef a9 59 b0 42 02 5e 33 41 18 2b 8¢ 28 b4 5d 69 df ab 87 12 44 a4 a8 aa 41 09 Of d7 b9 50 08
61 1c 1b 09 55 ae bd 7e bl c9 91 33 08 23 7e 91 64 e4 c9 a9 60 a8 96 cf 50 1b c2 4c €8 79 18 ¢6 6¢ 31 6b 1c 13 a8 ca 88
51 d1 92 03 a3 29 15 aa 26 af c9 77 b8 d2 1d c6 6a 99 82 5b ac d6 3¢ 14 16 6f 5b 26 0 b2 b2 ad 23 9 2e cd 35 18 8f 8d
33 a7 d4 3f 27 5a b3 3c Oe 22 a9 66 €0 ae 21 ed 58 19 a2 c2 26 f1 18 f7 3 20 7b 0f 99 fb 58 31 d8 d1 76 f1 19 5b 5b 3d b7
b1 e5 a8 c6 ed f5 d5 d7 f3 4f 8b 9b 0f 57 57 b7 cd ¢8 86 55 90 dd c5 36 be d5 4e 43 d2 a1 7¢ 51 00 52 0f c2 ca 5 70 9d 66
96 28 65 68 83 5b a4 5e 58 5b 4d 37 d9 10 64 d5 c4 d8 a0 el 96 ab db 7c ef ¢7 be ec 45 da de 82 db d3 3e 58 a7 83 b2
2e d3 21 a1 63 1c cd 5e 16 4 b0 d1 cf 6d 26 b1 3c 82
Data Ascii: 3hh,YB"3A+(JIDAPaU~3#~d PLyl1kQ)&Wj[<0[&#.53?'Z<"fIX& {X1v[[FOWWUGENC|QRpf(eh[*X[M7d|E>X.IcAm&<

2021-10-28 23:41:24 UTC 19 IN Data Raw: d2 eb bd 97 da 89 c2 0a b3 a2 01 b4 45 86 98 cc c5 33 7e 69 0b 59 61 f5 61 e4 b6 fd 33 33 3f b7 ae c2 48 f8 e7
1556 3¢ 78 90 0a 7c 7b ed 9c Oe c1 04 be aa 90 ab 4a 78 63 4d 30 85 91 ¢2 d7 85 52 f3 03 fc 7b 02 86 c9 b5 e9 5¢ 64 Ob
89 97 5508 3f98 a2 cf 63 1c 14 e4 85 14 5b 14 73 9b 20 d1 08 c1 4a 2b 8d 07 68 a2 b5 f6 45 01 66 b8 e2 69 58 32 a2 d2
8a d2 6a el a5 0d 5a 04 e5 95 86 20 b0 aa 01 fe 50 27 f2 b0 97 d2 78 d0 cf 00 41 dc 49 69 85 a8 7c Ob db 8b 51 f4 24 b1
dc 31 06 f3 85 70 d5 94 9¢ 00 75 87 7f da 19 5e f1 b0 c1 62 cc 87 fb b5 b8 98 9d e4 ac 71 6b db a7 c7 b8 a8 b3 4d el b6
413daleacf8025che0617fcl7bc7 77 ae 1e al 8d b9 cd 4c 56 ¢3 9b 54 22 00 ¢2 70 15 20 b3 d5 63 b4 bc dc f1 fO
a8 a0 12 48 8a 3d b8 14 43 b1 63 d6 d9 62 b3 c6 23 80
Data Ascii: E3~iYaa33?HV<x|{IxcMOR{\dU?c[s J+hEfiX2jZ P'xAli|Q$1pu”"bgkMA=%a{wLVT"p cH=Ccb#

2021-10-28 23:41:24 UTC 20 IN Data Raw: 5d ea be 98 d7 69 b6 d7 8f cb 92 84 67 ae 84 df 5e 3f 1d 70 5b e0 9a b0 ed 8a b3 el f1 f4 84 ac e0 5e 7e 7e 77
7 6f 50 4b 07 08 62 6e ee ba 6a 12 00 00 a8 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 00 00 00
00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 62 6e 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50
4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 62 6e
2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 5¢ eb 6f db 48 92 ff 57 74 be f9 70 b3 c8 a3 df ec ce ed dc 40 bl 68 47 1b 5b
f2 ea 91 20 8b 01 04 4a 96 92 c1 66 e2 9c ed 60 81 Ob f2 bf 5f 91 dd 8c 8a aa 6a 4b ce 78 b2 f3 c5 51 24 76 bl bb le bf
7a 92 9f 8f a4 90 3e 78 63 9d 34 de 5b 25 ac 2c 8e 9e
Data Ascii: Jigh?p[*~~woPKbnjaPK*Q_locales/bn/PKPK)Q_locales/bn/messages.json\oHWtp@hG[ Jf'_jKxQ$vz>xc4[%,

2021-10-28 23:41:24 UTC 21 IN Data Raw: 02 5¢ 5a d8 b6 04 ad 31 6¢ 6¢ b9 27 63 4b el 9b 41 ac 8f a7 8a 89 08 88 ca 15 00 96 f0 37 00 7f 42 86 €9 49
87 b0 c7 dc 90 83 a5 ef 23 5d 03 5e 43 49 10 a9 0d 3a d4 26 ¢3 aa 44 27 65 c2 ac 5a a3 a8 2e 31 3a 09 d3 1a 25 Oc 6¢ 17
52 28 a1 35 f0 87 17 66 €2 44 5a €3 20 75 86 68 09 8e ea 40 b1 00 20 d8 35 9d a8 01 al 4a 2b 99 86 98 11 10 88 07 48
94 0a 50 2b ¢8 95 1c af ec be 93 df 27 14 {8 af 86 9a 0 25 df de f8 c7 67 ed 7d 6a c1 48 29 82 aa fd a6 e2 83 ff bd 21 32
cd a7 51 d2 95 92 71 ff 08 23 45 45 ae 45 f9 7e 4a Oa 14 86 d1 0d 41 a1 0d 02 15 cc 02 71 0 6e 8e db b8 7e 49 0a Oe ed
06 €2 af 9d 8d fb ad e9 27 b2 31 47 ad 88 59 26 fb 5e a2 cf eb fd ba 9d b2 fd 44 08 69 Ob ce 88 53 06 c6 10 7a 94 f3 5d dd
24 1a 2d 61 92 eb ea ce 6d 26 45 a3 1c 97 bb 54 23 62
Data Ascii: \Z1II'cKA7BI#]"Cl:&D'eZ.1:%IR(5fDZ uh@ 5J+HP+%g}jH)!2Qq#EEE~JAQN~I'1G Y& DiSz]$-am&ET#b

2021-10-28 23:41:24 UTC 23 IN Data Raw: ad 53 42 42 2c a9 02 c4 45 2e f0 a3 ce 58 bc 34 ¢9 3f a8 3f 95 6f d0 ¢7 Oe 2d 53 be a5 ad 20 54 a0 6d 65 f6 63
3c 88 0b a0 aa 3a 14 a0 bb 5e 58 01 d9 e2 43 a2 24 60 da c9 79 bc 51 01 59 15 d8 46 5d bb 01 15 50 c1 f2 23 9d ¢8 41
87 4b ac d9 f4 fb de f6 3f ed 6¢ 06 52 17 e4 el 52 85 c4 86 ba c1 6f 25 58 29 64 77 5a 83 b1 de 3f d9 48 43 62 0d €0 2b e0
1a 78 38 6f 00 €5 24 ab 00 7f fe 6a Ob 66 65 ae 79 81 3d d7 65 2e d5 c9 76 46 f2 59 6d c3 49 27 c0 c7 49 08 Oe 64 11 cO
90 c0 5d 10 4e a6 a4 fb 86 06 a2 07 16 22 51 d1 b5 b3 fc 01 1b 10 7 ad 4e 77 a6 3e c9 94 10 d7 62 a0 c0 ea 20 be a9 07
321 61 f2 f5 €8 b5 d3 24 4e {8 4b ce 35 e2 a4 12 4d 2c a6 c1 15 67 ea 27 42 94 b1 1a 3c 37 a4 cd 99 41 ca c3 4a 36 28
53 63 a2 ed 7d 29 d8 03 b4 58 11 4b bb el ef {7 9e 8e
Data Ascii: SBB,E.X4??70-S Tmec<:"XC$'yQYF]P#AK?IRR0%X)dwZ?HCb+x80$jfey=e.vFYmI'ld]N"QNw>b 'a$NK5M,g'
B<7AJB(SchHXK

2021-10-28 23:41:24 UTC 24 IN Data Raw: 33 f4 94 a7 f6 a2 ec Of ca c9 2e 0d ae 40 91 a7 71 31 19 9f 5f cc 08 7b 68 7 20 4f 62 52 fe 7d 3e 9c 94 84 35
5c 73 23 4f 65 6 €6 a2 bc 43 dc 74 0a 81 90 3a 1f 4e 26 e3 c9 70 74 da ea ee 62 3a 7f 5e 3 08 be 22 6a cc 44 cf 84 e0
a8 9c bd 1e 4f 5e 82 1e 9d 9c 94 93 5a 1d 5f Of 4f 86 84 df 4c 02 9a 25 95 3b 20 f7 e6 ad 2c 91 69 ff bc 64 b7 c2 8d 9d 64
a9 bc ae 65 b6 b8 38 26 ac al 01 29 a5 31 de 5d c5 3d 28 4d 96 5d 4c 86 af fa c7 6f 16 83 fe ac bf 98 4f fb a7 25 63 4e e4
31 64 42 66 5a e7 0d 3c b8 70 11 Oa bf fe 6¢ 7c 4a e0 91 29 92 31 8b 67 f3 8b c5 ab el 74 f8 7c d8 28 59 56 a4 cc cb 8b
28 b5 f1 c9 ec 75 7f 92 d7 7c 2e d2 21 54 e6 a3 97 a3 f1 6b b2 96 ab 84 92 b5 af 86 83 32 8f f6 4c ac 9e al 30 3d 1f 8f 67
2f 46 €594 70 95 7b fb 18 21 f2 a6 a4 ce 8a
Data Ascii: 3.@q1_{h ObR}>5\s#0eCt:N&ptb:"'jDO*Z_OL%; ,idde8&)1]=(M]LoO%cN1dBfZ<pl|J)1gt|(YV(u|.' Tk2LO=g/Fp{!
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 25 IN Data Raw: 68 Oe d9 f2 eb 3c ad ef db 97 2d d5 fO 1c 4b 45 fO 75 55 57 0d 97 4c 66 92 63 2b 1f e2 ba 88 15 c4 ad 77 57 e4
7 71 c4 ca Oa cb 4a 8f 5f cd e6 fe 74 be 1c 86 a3 f7 af d8 26 4d 22 b6 db a9 8b 3c 5f a7 71 93 17 97 b0 79 15 8c fa cd 8b
6f 5b ab d9 c4 1f bd fa 51 fc bb f8 79 84 09 6d 52 16 c5 77 79 ba 8a 8b 52 cc 64 6b 25 fe 40 88 2b a4 16 9f d6 2b 4d 2c 60
6b 4c 1e eb e2 f1 d3 f4 c8 Ob c6 de Ob 52 Of e6 d1 e3 63 47 8c 96 9b bb c¢3 30 fd 74 c6 fe f1 b9 8e 55 55 fd e9 ac dc b0 6¢
fb 07 53 ee 8a f8 f6 cd e7 a3 bb aa da 94 e7 67 67 65 bd d9 e4 45 75 ba 16 f1 39 8d 2 fb b3 68 17 d4 33 96 95 bf c5 c5 99
ee 89 aa fd 7c a4 54 ac 58 c7 15 ec 97 37 29 cb fe f9 f9 68 eb 98 Of a2 44 29 2b 4b 3c 2c e2 5f eb a4 88 57 af db 19 c1 30
5b bf 2e ef f2 df fO fO 2f 55 be 39 2d
Data Ascii: h<-KEuUWLfc+wWgJ_t&M"<_qgyo[QymRwyRdk%@++M, kLRcGO0tUUISggeEu9h3|TX7)hD)+K<, WO[./U9-

2021-10-28 23:41:24 UTC 27 IN Data Raw: 1a 5b 87 33 2c 26 6b el 3f 86 03 b0 23 5b d8 46 24 db 86 a4 49 d5 c3 8¢ 38 55 04 45 b5 85 20 36 80 83 45 3b
d1 3d 7a 02 ad 00 5a 91 30 60 79 cf 32 4c 97 04 69 76 98 03 08 d7 5e 51 Ob 2f a0 7c d3 b0 4d 34 45 16 fa 22 c7 b0 68 ac
9f 75 38 96 aa f3 be c9 35 41 2b 10 4d aa 69 93 ec Ob d2 43 30 42 32 71 84 01 81 ed 21 4c 5b 80 1c 9e bl e6 04 14 c0 4b
25 bf 81 f6 04 64 41 35 26 6d 14 5¢ cc 98 89 fc dd ee e8 1e 7e 09 84 38 8e ef 93 72 9f 38 76 49 76 c2 7f 96 75 ca ab le c9
b7 df 32 f5 30 37 Oe ad c7 02 fc 9e 3a a4 d3 ff a6 15 7a al d7 d9 4a 68 49 e4 5e 6e 65 fe 64 f7 52 15 79 8d a0 40 52 03 4a
4517 63 €9 86 bd d5 d0 16 04 1d 80 4a 77 1d 74 be 00 1a 4b 23 f9 9 Ob 78 64 db 8c 46 16 5b 16 6f 66 2d Of fa Ob bc 4d
c5 540 f5 49 74 63 b9 e7 ca 65 bf 35 85 66 c2 80
Data Ascii: [3,&k?#[F$IBUE 6E;=zZ0"y2Liv"Q/|M4E"hu85A+MiC0B2q!L[K%dA5&m\~8r8vIvu207:zJhl"nedRy@RJIECcJ
wiK#xdF[of-MTltce5f

2021-10-28 23:41:24 UTC 28 IN Data Raw: 4c 65 Oe f8 e1 47 75 20 bd dd 05 44 23 14 c5 e9 db 2a 2f 14 7e 66 00 d6 5d 61 86 c9 89 72 3d 19 9d 28 a2 80
6e f3 08 9c 0a 98 5b 17 ec 1e cf 78 1d 8c fc 59 a3 8 f9 3d 87 a3 ba ae el 42 ca f2 43 26 2a 9d b7 ea 81 13 75 e7 71 02
3d 65 d9 dd 14 fO Ob ae 55 13 a2 ab a0 1f fa cb €9 78 31 0f a6 4b bf df 0f e7 el 78 e4 0f 97 bd f1 d5 55 30 9a cf Oe 87 96
5d 5¢c 51 3f 8b 7e 38 5e 7e 58 f8 c3 70 fe €9 d0 83 Oc ac 88 87 9e 3f ea 05 c3 e5 bb ¢5 7c 3e 1e d1 39 d0 7b 21 ea 61 3c
9a 63 01 98 45 30 e3 6b 3a 74 22 6b c5 88 93 7e d8 5f 8e c6 f3 €5 7c 4a 96 21 d3 86 c4 7e 10 04 fd 77 7e ef fd 32 b8 f2 c3
€172 1006 c3 fe al 23 d9 c1 7b b7 a3 c1 78 7a b5 ec 07 b3 de 34 9c 48 97 25 39 a7 €9 f6 76 19 8 fd 60 7a e8 43 26 9e
ba 7d 4c a6 e3 ab c9 9c 84 87 36 1c dd 2e a6 c1 87
Data Ascii: LeGu D#*/~flar=(n[xY=BC&*ugq=eUx1KxUO\Q?~8"~Xp?|>9{la<cEOk:t"k~_|J!~w~2r#{xz4H%9v zC&}L6.

2021-10-28 23:41:24 UTC 29 IN Data Raw: 2a fc 35 25 9b 6d 96 47 f3 e2 19 9f 42 fc a8 3b 7a 44 b2 f2 ea ac fc 6a ff 26 d6 c1 Oa 8e e7 3a 96 a3 99 ba af b9
6 €9 32 0f cf 11 97 e7 62 c9 86 5b b9 e2 ba 60 38 fb dd f6 f9 d7 1d 15 bf 73 €5 96 e1 59 d8 b8 03 bd 9e 6e 38 ae a9 9f 6a
efc7 db 55 11 27 59 4e 36 f0 43 c8 c5 6¢ ¢3 d0 2d cd f1 4c 53 87 b0 66 da b2 18 5f 34 5a 27 cf d5 8a 24 a3 fO c0 6e 26 ec
89 e2 a4 41 1e 16 45 96 53 92 27 64 9d 26 62 7 4b b2 5b 25 9b a2 21 96 b2 35 5f ¢3 5a 96 ab 6b 9e el f9 b6 a7 b6 90 fb
95 cb 38 a6 e3 78 8e 6b 31 bf 59 be 65 ba 8e 24 43 d3 27 ba c8 5f f9 c2 d3 e0 68 c3 b5 1c db 3 2d db d5 5d 29 12 ae e3
30 8b 72 f8 42 08 d8 9a €9 bb b6 86 73 31 34 43 33 3d c9 34 84 Oe 5f 01 7b cc 36 e5 f9 3c 3d 93 d6 3c 4d 96 74 1a 32 9f
b2 cb al f6 6e 38 6a Oe 46 93 db 4e {7 6 5d
Data Ascii: *5%mGB;zDj&:2b[ 8sYn8jU'YNECI-LSf_4Z'$n&AES'd&bK[%!5_Zk8xk1Ye$C' h-])0rBs14C3=4_{6<=<Mt2
n8jFN]

2021-10-28 23:41:24 UTC 30 IN Data Raw: cb 5a 00 41 49 c5 21 54 77 1d fa 97 ¢3 c2 d8 33 5b b4 40 e7 f3 ea 78 73 b2 80 1b €5 53 8b a3 c7 64 93 c4 95
c1 59 2c a4 60 76 €9 dc 7d e4 72 13 38 a8 59 68 da 4c 50 13 40 26 58 01 d2 d3 94 28 7b 6b 3e 65 3b 55 18 86 5¢ 4c 66
51 fe 9b dO e4 a0 95 b1 4d 06 10 9a 61 9b 40 5f 59 d3 f6 91 b7 3f 96 81 52 84 de c7 72 3d 54 23 c7 d2 3d b9 bf 48 b8 f9
38 ba 0d 5d 20 0d cb 74 56 e2 f6 €3 36 66 cd a5 70 0f dO al 81 34 df 88 5b 23 f8 8f fb 7f 41 9f b1 8f 2a ec 7 6d d3 51 ab
64 d9 28 51 1e fa 50 a3 ec 19 6d 4f ae 72 b5 c5 e3 cf b4 66 8c 41 a2 26 f8 86 69 a3 68 d9 be 26 af d7 e5 ab ec e8 86 08
56 50 60 9d 18 d8 95 26 bb 75 b2 5b 85 39 5b 08 04 35 4d e2 82 6d 70 75 90 78 7b af a0 8d 86 6b 5a be 8f ae d0 b6 51
65 e4 4291 61 91 62 19 e5 94 87 15 da fO dd a6 58 70 79 97
Data Ascii: ZAI'Tw3[@xsSdY, v}Ir8YhLP@&X({k>e;U\LfQMa@_Y ?Rr=T#=H8] tV6fp4[#A*mQd(QPmMOrfA&ih&VP &u[9[5
Mmpux{kZQeBabXpy

2021-10-28 23:41:24 UTC 32 IN Data Raw: 4a 3d ed 44 a7 85 28 af 62 99 ff c1 0f 25 4d 23 ef 57 al 20 e5 0d 62 9c 5b e4 ea 7a 07 5d 36 fb fb 41 2c 8f 5e
de b0 Oc 10 Oe b0 2c 13 c0 2a b7 39 fb 38 d9 8f 05 aa 66 b1 86 3a 21 b2 40 le 53 1a 2e 4f 1f 8f 96 68 51 94 2b b3 ac 61
3d 96 Oe 13 Oc 03 04 d5 90 48 c4 43 b8 5e bl d9 f6 be 91 44 c7 cd e8 06 98 47 c9 88 35 df 93 64 aa d1 72 c9 f4 b8 10 4a
87 ef fb 4e c9 58 2¢ cb d5 e5 bc 1e a5 3 70 Of 70 df 5e cf 8a 15 64 ¢5 33 4b 10 f7 3c 50 29 47 73 d1 20 4a 79 df e7 48 5b
96 6b d1 5c 2e 4a cb 78 a2 9d 4e fd fe de 6a aa b0 ff ef 2b a7 e0 cb 26 ¢3 58 cf 74 c0 ad 7c cb 97 ca 99 8a e8 79 20 ac 20
€396 Oe ba c3 b8 98 a5 ca 12 60 a8 38 3d fe 24 9¢ 2c c2 47 1a a3 10 9f a4 8f aa 99 f1 c0 3d d1 21 5b 3a 4a 2d ea ad 8b
88 39 5d el fO c8 43 48 a0 a3 c3 5a a6 e6 a3 b3
Data Ascii: J=D(b%M#W b[z]6A,",*98f:!@S.0hQ+a=HC"DG5drINX,pp d3K<P)Gs JyH[k\.JxNj+&Xtly "8=$,G=![:J-9]CHZ

2021-10-28 23:41:24 UTC 33 IN Data Raw: Oe 40 6e 15 e5 67 9d Oa €9 51 67 74 1b 4c a4 c4 50 bc 04 7e 24 cc db 42 b4 2c¢ 82 30 b4 9a 7d 86 62 d2 Oe 14
0f fc f7 5a 40 51 25 77 29 86 fe d5 fd fd e6 78 28 09 a8 5e 92 dd Ob dc 36 65 f8 52 bc 5b 5¢ dd 3f Oc 02 a9 3¢ ab ¢6 7b d5
fd e3 ae 6a Ob aa 31 78 25 71 df bb 1d df 49 12 aa ff 3a f3 2 f2 1f 50 4b 07 08 df 97 26 53 40 10 00 00 5d 35 00 00 50 4b
03 04 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 64 61 2f
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00
00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 64 61 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a fb 6f db 46 12
fe 57 58 5f 7e 68 Ob 5b e6 fb 11 34 57 30 12 65 b3
Data Ascii: @ngQgtLP~$B,0}bZ@Q%w)x(*6eR[\?<{j1x%ql:PK&S@]5PK*Q_locales/da/PKPK)Q_locales/da/messages
.jsonZoFWX_~h[4WO0e

2021-10-28 23:41:24 UTC 34 IN Data Raw: 9d 2a 4e 17 3b 63 ef b9 5f 9d 80 5b 14 71 96 1e f3 1e 56 ff 42 74 24 db b2 3c 2a €3 87 e2 b1 28 d9 86 95 7c 01
53 ba 00 e6 13 34 f6 a2 8¢ 93 04 €9 c4 f2 4a 92 2d a9 d5 c6 0f 94 59 05 e8 42 09 a2 11 af 79 8e 15 5b f6 85 96 2a 45 b4
29 2b 2d 8b 18 e4 06 ac 22 2e 50 f5 49 b6 5a c6 09 85 1d 8b 09 52 77 69 bc 86 82 2¢ 2d d6 51 1la d1 13 da 90 52 a3 20
1d 80 5c¢ 5e 4e ec 01 dO b4 63 40 19 18 9b 3c f2 ec e6 e6 ec 94 9a 1f 81 4b e5 4a c4 8b Of b5 8f 65 90 c0 26 1d a5 c7 52
58 d1 a4 99 02 62 b2 82 6e 1c 89 56 3f 1b 77 47 18 bf ad 68 07 14 al 64 ef bf d4 8a el 1c 6e 43 c4 cb 08 dc Oc 2b 97 bb
74 4d 56 83 d3 28 €0 75 05 19 d2 18 9e 2b 90 28 b2 94 1a c7 be b5 4d 41 33 42 78 ae 11 84 fO Ob 53 e8 54 39 19 b4 ac
37 5¢ c4 ab b2 59 4c a4 fO bl 2c 61 f1 22 a6 {8 ef eb 8b €9
Data Ascii: *N;c_[qVBt$<*(|S4J-YBy[*E)+-".PIZRwi,-QR \*"Nc@<KJe&RXbnV?wGhdnC+MV(u+(MA3BXSTI7\YL,a"

2021-10-28 23:41:24 UTC 35 IN Data Raw: f3 db 03 63 01 39 24 c2 0a 38 04 5d 14 2a 99 02 40 4c 87 ca ef 9e 25 65 bd 27 17 77 34 24 Oc 6a 44 05 46 23
06 2a c2 29 el 3c 65 dd d9 c1 3b 8e 01 9e d1 42 21 cf 14 eb 9a 17 ec 51 8f 4e a3 d5 b5 89 e3 51 df c4 a8 2f Oe b9 1c 2b
7 d9 43 1b 6e be 70 89 57 08 fa e7 d0 Oa d1 ee ff 92 55 34 e5 80 50 18 c0 61 47 75 1c 9a db f1 83 d8 25 92 3a fe e8 78
c0 b5 65 5e dd 8d 38 Oe 51 19 4b 43 14 31 ca 00 c7 c5 3b 88 1e bc 43 6d 8a 07 32 cd d6 08 02 dd 51 d1 d4 09 5c e7 a9
534324 52 7e bd e3 e3 0d d8 21 20 91 55 f9 de 44 07 33 84 ab 1a 9a ad 03 73 31 f2 38 62 2b fb 3e 91 20 7e be 46 19 d0O
80 2a d2 09 e5 c7 65 87 ad 8b 8e a2 1f 9b ca d9 f9 bf d1 57 21 c0 3b 30 d1 4a 8b fe f6 53 6d Oc c6 35 dd d4 d1 5b 41 17
0c 80 97 c0 9af9 1d 02 59 c2 5b 7f d1 64 Oa 17 a7 c4 25 de
Data Ascii: c9$8]*@L%e'w4$jDF#*)<e;BIQNQ/+CnpWU4PaGu%:xe8QKC1;Cm2Q\SC$R~! UD3s18b+> ~F*eW
1;,0JSm5[AY [d%
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 37 IN Data Raw: eb 9 8f 83 e0 1f 62 33 93 7d 59 db ae 44 06 ce 92 0f a8 de 50 30 46 ac c4 83 88 2f 5 da 55 fc 16 8¢ 2f 44 42
20 b9 51 6a 57 d1 d2 21 64 2f 9e df 50 22 €9 10 b2 d7 41 ed 1a 2a 6a 22 b6 5d f1 93 dc 37 74 4c c1 37 ¢5 94 95 bd cf 6a
57 32 1b dc 8 d3 ee b9 2c c9 64 af 16 64 8a 3e 0d 67 98 d0 07 93 1b 49 9 48 be 22 db 53 71 ee Of ce 40 5d 6 el c0 47
d9 5¢ 0b 16 c8 2e 74 a5 e2 d7 a8 36 91 3a 49 be d1 90 48 d7 13 80 38 2a 8a af d5 24 d2 d3 70 7a 19 cc 85 c2 90 7c 48 b9
27 5¢ 8d 85 18 59 6a c2 dO 5 47 84 62 c2 09 24 ef 80 9f b5 80 a2 0a ee 92 dc 9¢ 37 eb 47 fe 6¢ 22 08 c8 be ¢3 7b 16 b8
f4 45 18 92 7c 7c d8 ac 9f 04 81 d0 9e 65 37 70 cd fa d9 40 76 04 d9 5d 74 23 71 3d be 9¢ 5d 09 12 b2 af cc 9f 9e fe 03 50
4b 07 08 2d 94 f4 29 4e 0Of 00 00 38 30 00 00 50 4b
Data Ascii: b3}YDPOF/U/DB QjW!d/P"A%"|7tL7jW2,dd>gIH"Sq@]G\.t6:IH8*$pz|H\Y|Gb$7GI"{E| e 7p@V]t#q=]PK-)NSOPK

2021-10-28 23:41:24 UTC 38 IN Data Raw: fb 98 fe fd eb 9e e9 ba fe b7 8f d5 2e cd db 7f 52 0d 99 b0 fc el eb c9 ba ae 77 d5 a7 8f 1f ab fd 6e 57 94 5 f9
8adbe7fcald8 7e 7c 78 35 e4 c7 34 af 90 29 1f cd 80 e7 ec d7 13 ad 4e cb 15 ab 21 3f 9b 6f d2 fc f1 eb 49 ab 98 26 d1
le 36 69 55 el 65 89 fO ce 4a b6 38 6b 56 04 c1 7c 75 56 ad 8b 27 bc fc 53 5d ec ce ab fd 72 99 3d 64 d8 5¢ 9f b1 c5 3c
7d 20 55 dc 04 c8 01 c7 73 4¢c 1b 73 7a 96 a9 7b ae 21 05 d8 2f fb aa 49 9c e7 4d 46 11 fe b9 d8 6e al 2a 2d d9 a7 ff d4
99 4a 5b 1b bf €5 0c b3 71 86 62 b1 4a 67 1c ba €0 ff d1 52 4e 60 58 7a €0 e8 be 6f da 81 69 18 12 60 84 f3 79 c9 60 al
bc 11 08 6¢ d7 d3 91 88 c8 5e cf d7 03 cb 3e 16 f8 4c b9 a4 85 39 41 94 90 31 03 48 e8 01 a0 cd 71 4d 1332 12 ec 7e 1b
c2 4e f1 65 Oc 43 4d c6 a7 bb cd be 4c 37 a7 c5
Data Ascii: .RwnW~|x54)N!?01&6iUeJ8kV|uV'S]r=d\<} UsLsz{!/IMFn*-J[gbJgRN "Xzoi'y ">L9A1HqM2~NeCML7

2021-10-28 23:41:24 UTC 39 IN Data Raw: e3 a6 9f b9 c6 d4 ec fc ad 75 f9 bf 74 28 ef b4 20 2d a9 55 d8 eb fd Oe e3 3f 6¢ 2a ea b2 d8 63 c7 20 b9 45 2d
9a 0b c7 b4 dc 96 d5 3a a0 55 00 30 d3 f7 d0 99 02 79 1c 43 Oa b5 f0 f1 99 ed 6a 70 9c 4d 23 el 39 Oe 35 99 4e 00 5e 84
ca 2b 93 9c 31 5b 97 da ea 8d d0 5d f7 1a 49 fO 1a cc 87 f6 d7 45 f9 07 4f 90 9b d9 4b 9e 58 07 cd e5 9c 71 cf e4 5a 45 e5
07 1le c3 16 a9 Ob c9 b5 fb 9b 30 11 81 ed d8 b6 ae 63 51 20 5e d8 82 07 d6 26 d1 cb e6 b0 22 2c 6b 1e 05 af €9 b3 ca e6
dc e9 3f 36 8a a0 2a fO c1 7a 1c 80 08 c8 85 a4 a7 07 fc 7e 8d 19 d2 34 e6 2c 20 dd 2f b2 42 54 5e 62 9e fc 4c 64 ab bd
1d 60 34 09 ba 87 fb 9b 84 17 25 ad 99 d5 45 93 69 83 c1 al 9a 98 f4 24 d5 11 bl 7c 62 2e eb 74 03 a3 3c 3f 9d 03 a4 8
96 a6 a3 1b 6d 9d 8a c8 05 00 fO b5 d5 ed 76 40 c6
Data Ascii: ut( -U?I*c E-:UOyCjpM#95N"+1[JIEOKXqZEO0cQ "&" k?6*z~4, BT bLd 4%Ei$|b.t<?mv@

2021-10-28 23:41:24 UTC 40 IN Data Raw: 69 78 13 4f be 1c 6b 50 01 96 a4 el 32 4c 2e a3 9b d9 c5 74 32 19 24 f2 1a e4 cb 1c 59 ¢3 20 99 60 03 58 45
34 a6 3d 1d 2b 51 f5 6d 92 92 5e dc 9b 25 83 c9 6¢ 32 92 b6 al 22 9a 92 7c 3f 8a 7a 17 el e5 e7 59 74 1b c6 37 b3 7e 1c
dd f4 8e 15 a9 ce d3 bb 15 f5 07 a3 db 59 2f 1a 5f 8e e2 al 72 5b 8a 03 9c 6e 6d d7 51 d8 8b 46 c7 3a 54 74 aa 5b c7 70
34 b8 1d 4e 24 f3 c8 4d 4b b7 8a 51 f4 f3 34 1e 45 92 69 54 fd 52 b7 96 c9 97 61 f4 8e bb €5 53 06 49 d5 6d 3c 1a 0d 46
7172 d5 c6 ee 6¢ 3c bd 20 1b el 27 29 8c 15 e5 50 52 98 44 93 fb c1 e8 33 e2 a8 df 8f 46 14 8e {7 71 3f 96 ec ad a0 37
9d aa ba 36 a8 fa e6 a3 53 ¢9 38 bc 8d 94 4b 51 9d f2 74 6a b9 27 9f cd 86 97 92 69 e4 72 26 eb 18 1c 4b a9 6e ab 24 bl
el 28 be Ob 2f bf cc 7a el 24 9c 4d c7 el 55 a4 48 27 €9
Data Ascii: ixOkP2L.t2$Y “XE4=+QmA%I2"|2zYt7~Y/_r[nmQF:Tt[pAN$MKQ4EITRaSIm<Fgrl< ")PRD3Fq?76S8KQt'i
r&Kn$(/z$MUH'

2021-10-28 23:41:24 UTC 41 IN Data Raw: 2a 9c 96 2c 53 97 db 07 26 72 43 27 b3 70 e4 58 17 0a 89 8a 88 78 71 59 b3 60 95 92 46 14 5e 6b 09 8c 08 6d
7916 90 Oa 45 89 60 bl 3b f4 24 89 65 bl 42 2a 8d cf 57 23 9e d5 e3 cd 8a 80 c4 1d e5 16 b6 fh 8e ea a4 f1 36 ea 5d ae
9158 56 f5 57 1f c7 ad 59 11 04 ec cd 38 29 bc f2 c1 fa 87 48 77 be ae a9 14 ba 28 7c el 4c a5 3c 26 18 ed Oa d6 {8 6a bd
5c 6d d7 37 4a 5f d3 ad 69 79 01 3a a8 9c 29 ac 0f c6 3a €9 58 d7 e0 3d 39 32 89 a5 d6 a9 d9 db 4a 3e 9e 88 8d 0f bl b0
29 67 05 a8 b9 12 aa 22 c7 6e 7b 49 4e 54 6e d9 9e a3 33 6e 04 bd c2 ba 65 5a bf fb c5 64 8f de 5e 5f fd bl 5e ce 6f 6e
b1 56 20 8d 5d ac 3a 8f c6 93 ee 68 32 3b ed 0f 5e 3¢ 42 2a 52 a0 8d 4b 74 44 5 71 e9 5a 06 9d 93 ab ab 37 ef d7 9d e7
f0 94 47 e5 a0 57 53 f9 ad al 39 3e ef Oe 1e fd 79 f3
Data Ascii: *,S&rC'pXxqY FAkmyE";$eB*W#6]XVWY8)Hw(|L<&\m7J_iy:):X=92J>)g"n{INTn3neZd" "onV ]:h2;"<B
*RKtDGZ7GWS9>y

2021-10-28 23:41:24 UTC 43 IN Data Raw: a2 e3 el aa a4 f7 24 9b 04 62 63 20 90 a4 3f b8 a2 98 54 6b b1l aa e0 e7 d7 df a9 25 a7 e9 33 1b 8 be f9 07 d9
4f dc 6b c6 d2 92 58 d0 28 7f 3b 14 c6 da 8d ab 72 94 44 de e5 38 54 9b 8¢ 8e 78 81 04 7f d9 ca 66 ea 1f 1f 18 7e 52 a3
ae 8f 7e de 6e 65 54 12 4b 84 65 a9 57 99 e3 fa 73 02 4f c3 f6 09 8¢ 73 65 2c 2b €7 62 98 04 2c b1 81 43 9c a6 21 7c d2
60 d0 58 3c c4 51 3e fb dd 43 c6 3 e5 24 42 83 22 86 6e b4 08 9d a8 06 2e 16 a3 be 01 76 c9 4d 18 62 b2 db 24 90 63 81
21 fb 64 c2 f2 0a eb 12 4d 31 90 03 89 b1 2c c5 08 88 9b 54 a5 6 3f b8 8c 54 52 9e be d1 2d 1d e6 7c 2¢ 95 70 b6 9a 8b
33 e7d0 cO c4 58 79 45 14 b3 b5 64 c6 e7 7f 83 9f c4 a5 8b a4 b3 f4 15 ee 9a da 5d 54 0b 64 a9 {7 44 97 a4 33 e1 08 53
f7 3aec af f3 84 f7 38 ec e5 1c ed 7b 95 59 d6 64 a7
Data Ascii: $bc ?Tk%30kX(;rD8Txf~R~neTKeWsOse,+b,C!|"X<Q>C$B"n.vMb$c!dM1,T?TR-|,p3XyEd]TdD3S:8{Yd

2021-10-28 23:41:24 UTC 44 IN Data Raw: 09 f5 a7 19 ee 97 b5 f2 17 a6 ba 93 a3 8c d5 00 4b 6¢ 61 f9 31 d9 bd ba 38 df 54 63 6e 51 73 3c 6e b4 fe d9 43
cc 54 3e 3f 6f 86 b9 b0 de 06 cO ce 8504 c0 08 11 1e 70 e3 9e 95 c4 ¢4 62 69 71 6¢ 9e 14 d5 b0 dc eb e7 16 d2 00 ae 08
52 39 e5 ad 16 8c fe 6d a8 38 a4 5f d8 87 61 f7 94 2b 5a ee 35 7f 9a bb 84 95 58 27 ce 7 91 6b 4b 71 5f bd af 00 b9 81 d3
3a 40 9a 00 6e ca 07 c1 2b 3b cd a4 71 36 48 83 f9 25 92 69 f2 ec a7 9b bd d4 17 58 b8 66 18 96 0d 9d 0Of cb 0d 46 e0 22
4e d2 52 a4 73 68 78 38 8a Oe €9 25 1e 2a 3b 65 75 0f e6 c1 93 03 5f 7b 83 ee 27 8¢ 5¢ 61 51 a3 aa 1d 53 ec 48 42 46 d2
a5 6d 9d ¢3 49 80 01 76 8e a8 fa bb 4c 62 35 76 c9 08 de c7 cl 4e 5¢c b7 e0 e6 f4 1a 98 dd Oc 2f e4 d2 b8 64 60 da 6e 39
4d 46 00 b1 dd 18 b2 f8 db 86 a5 be b6 17 90 2f f6
Data Ascii: Kla18TcnQs<nCT>?0pbiglRIm8_a+Z5X'kKq_:@n+;q6H%iXfF"NRshx8%*;eu_{\aQSHBFmIvLb5vNV/d n9MF/

2021-10-28 23:41:24 UTC 45 IN Data Raw: 99 cd ce 8f 88 68 28 2e a7 34 86 bb ab b8 37 69 90 65 e7 a3 fe 45 {7 e8 d5 ac d7 9d 74 67 d3 71 7 a4 64 cc
89 bc ec 81 90 19 57 49 14 ef 5¢ 38 4c c4 af 3f 1d 9e 10 f7 c8 54 77 99 c5 93 €9 f9 ec a2 3f ee 3f eb 6f 94 2¢c 7b a4 cc 7b
€828 b5 el fl1 e4 65 77 94 d7 7c Oe 61 11 2a d3 c1 8b c1 f0 25 59 cb 15 ec c9 da 8b 7e af cc 7b 7b 26 ad c8 50 18 9f 0d
87 93 e7 8372 4c a4 cabd e5 91 10 79 55 d2 60 c5 bc ¢l 67 b3 6e 7c 32 3b 06 87 Oc da 3b 19 42 ac 19 13 f7 c5 dd 38 6a
56 82 a4 c0 db 4 ca 41 9f 7a 2c ee f2 59 ba 6e d2 3f 2b 81 61 62 78 cc 10 50 b3 fO 6¢ 13 cd 06 €5 d1 24 72 4d e4 c3 bc 82
12 2d fe e2 21 eb b8 dc 3d 3a 2a cf 27 dd 67 a7 c4 76 b8 69 ae 3c 9d 93 e1 90 70 c2 65 al 79 Oa e7 e5 e8 18 76 45 b6 c3
bc 30 b2 85 ¢8 70 48 22 18 53 64 c8 13 98 Oe fa 00
Data Ascii: h(.47ieEtgqdWIN\8L?Tw??0,{{(ew|a*%Y~{{&PrLyU gn|2;;B8jVAZ,Yn?+abxPI$rM-!=:*gvi<peyvEOpH"Sd

2021-10-28 23:41:24 UTC 47 IN Data Raw: 53 b0 bb f7 1f 8f 36 55 b5 2d df 9d 9e 96 bb ed 36 2f aa 93 b5 88 cf c9 32 bf 3f 5d 3e 47 f2 34 ce ca 07 56 9c ea
9e a8 b2 8f 47 4a 15 17 6b 56 c1 7e 71 9b c6 d9 a7 8f 47 ad 63 3e 89 b2 4c e3 b2 c4 8f 05 fb d7 2e 29 d8 ea 6d b3 22 18
66 eb b7 e5 26 7f cO 8f 7f a9 f2 ed 49 b9 bb bb 4b 96 09 36 37 60 6¢ 75 1b 2f b9 2b 11 02 e4 b5 e5 58 ba 89 39 1d 43 57
1d 5b 23 09 e6 af 56 09 4f ec 38 55 b0 de 7b 38 29 df fd €9 53 94 06 59 fb a3 53 d0 9b 53 90 ac 52 7a Oa fb b1 ff 1f 86 c8
f234 43 f5 2c d5 75 75 d3 d3 35 8d 56 7f 9c 2d 59 da 8c f6 4c db 51 51 7e a8 59 ¢7 55 3d ¢3 3c 1c 3d 3a f5 eb al ba 87
81 aa 07 3c b2 6¢ 5d ¢7 50 02 90 5f 26 88 4d d8 Ob 11 9c 68 76 ac 6¢ d3 5d 11 a7 c¢7 40 cc bb 92 55 ef b4 {7 aa f2 e5 22
ce d6 f9 ae 7a 7a af 3d 7f 56 1e 92 6a a3 7c 19
Data Ascii: S6U-6/2?]>G4VGJIKV~qGe>L.)m"f&IK67 lu/+X9CW[#VO8U{8)SYSSRz4C,uu5V-YLQQ~YU=<=:<[]P_&Mhvl]@
U"zz=Vj|

2021-10-28 23:41:24 UTC 48 IN Data Raw: 8a 9e f9 39 b5 e2 a6 49 ab 51 15 f9 f1 53 e3 Of 1e 3d 17 42 c0 42 €9 83 7a 89 3b 9e 78 7b e4 1la ef 56 49 ce 93
90 57 7f 73 00 a8 38 b1 ea 84 €3 d7 Ob 14 5b e8 30 55 ¢3 84 64 01 20 eb fc 13 81 62 b1 d6 26 39 4e e7 d3 4b 05 9a a7 5e
e7 b2 9e b6 5d 25 84 07 a4 01 2a le d2 00 2a c8 23 22 98 eb 2d cc 7e Ob 3¢ 16 2c fd 1d 2a 44 34 22 2b b6 fa be 76 62 a3
65 d2 d0 a7 61 cb ae 6a a9 00 cf ee 13 ¢7 21 Oe 86 b5 99 03 54 44 80 38 93 60 Of ba 67 91 5d 8c 97 58 6d dd fc cc aa 1d
24 41 4d 05 dO 4b 10 61 96 86 08 03 54 41 09 26 55 94 79 de 8e 45 4e al 27 07 86 bb ae 89 43 d6 c8 Oe 5f a3 0d 7e 18
b5 62 04 24 08 87 b6 8a 94 83 a2 85 58 f3 10 30 24 0d 71 38 07 16 20 45 1a 64 2f f9 al ae f9 3d 48 86 f3 bc 7d 14 59 d8
80 cf a4 61 fa 09 67 fac7 76 02 d7 e6 f7 24 c0 42 97 df
Data Ascii: 91QS=BBz;x{VIWs8[0Ud b&9INK"]%**#"-~<,*D4"+vbeajTD8 g]Xm$AMKaTA&UYEN'C_~b$X0$q8 Ed/=H}Ya
gv$B
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 49 IN Data Raw: b3 fO 2c 14 49 d6 79 a4 92 27 e0 d4 db 78 10 5d fb d3 ee cc 97 31 15 f1 32 1f 7d 18 8d af 89 ad ac 99 21 b6 57
61 3fe8 46 7b 89 08 e8 f0 30 1b 8e c7 d1 c5 28 98 91 a8 ca de 8c 20 4e 6e 02 4a 56 92 87 70 c2 6e 76 be 18 00 90 91 bd
d1 18 5¢ 33 23 f0 25 bb e0 6e 2d 11 29 a0 4d 3f 18 85 14 b1 64 97 fO 5f db 45 e1 30 c0 82 49 el 49 ae 61 5a c3 al 60 b3
51 dO 8b 9a 55 93 f8 48 de 00 d9 33 7e 46 c8 9a 97 fd 5e 2f 98 44 fe d9 25 a9 1d d9 45 55 b7 9f {3 f1 98 ac 44 a6 Of bb 3d
4c 82 €9 00 bb 22 db 91 bc 56 f2 8a 93 f1 98 30 98 44 1e 77 3b 98 8f 42 48 85 cb cb f0 3c 94 c4 44 6 c4 40 e6 ab 1f ce 7a
fe b4 cf 4f 6a 10 4e 87 be ac 14 65 8f 88 64 be 06 el 28 10 fO b2 40 65 8f 24 e4 23 bb 3d 91 39 12 3e 3a 48 5e d2 35 ca
5c 8c 7c 2a bf e8 3b 04 32 cb f1 07 Oa f1 f4 59
Data Ascii: ,ly'x]12}'Wa?F{0( NnJVpnwv\3#%n-)M?d_EOIllaZ' QUH3~F/D%EUD=L"VODw;BH<D@zOjNed(@e$#=9>:H"5\
[%;2Y

2021-10-28 23:41:24 UTC 50 IN Data Raw: 1a d2 69 cb 6a c8 af ee b2 24 ff e7 97 b3 4e 31 3d 44 5b a3 e0 2a fc 58 b2 5f 9a 14 05 f5 7d 6b 11 04 3 ed 7
d5 43 f1 2b 7e fc 53 5d ec 2f aa e6 fe 3e 5d 53 5d 8e 18 db dc 25 6b 52 ¢5 5d 80 cc 77 3c c7 b4 f1 4c cf 32 75 cf 35 a4 64
1b c0 3c 4a ec b4 a8 b4 64 03 35 45 9e 64 ac 7a 7 5f 47 52 €9 68 e3 df 45 c2 6¢ 23 al b0 54 19 89 63 ff ff 3f ba c9 09 Oc
4b 0f 1c dd 7 4d 3b 30 0d 43 c2 88 41 92 af 81 ac 65 bb 3e b0 5d 4f 47 3d a2 8a 3d 5f Of 2c fb 74 fd 78 7e 39 1e 88 c5 66
80 a5 7a 00 fc 72 5¢c d3 c4 62 09 6d bf 4d el 9f 78 10 c3 41 8b f9 f9 3e 6b ca 24 3b 2f ee ef 2b 56 bf 33 b4 1f f4 6f 1f 92 7c
5b 34 f5 d3 0f 46 7 91 80 4a fb 36 99 5d 85 e3 f8 1f d1 ec €9 €9 07 b3 ef 27 ed ab 56 d4 65 a2 ed 11 2d 04 7 a9 a8 1f 58 f
9cae2 3f77 2b 2b ad 6d 1d d5 d3
Data Ascii: ij$N1=D[*X_}kC+~S]/>]S]%kR]w<L2u5d<Jd5Edz_GRhE#Tc?KM;0CAe>]0G==_,tx~9fzr\bmMxA>k$;/+V 30|
[4FJ6]'Ve-X2w++m

2021-10-28 23:41:24 UTC 52 IN Data Raw: 42 ff 96 29 d3 08 d8 d1 f6 28 82 6¢ ed ed 87 96 2c 3a 16 98 12 1e 88 61 da 05 9f 00 fb 90 47 e3 01 32 48 1a 56
77 69 85 3e 02 f2 af 7d 4a bf 1f a5 42 99 6d eb 3a 4c 01 79 83 dd 1e 98 9f 44 56 3b 34 16 a5 af d5 €9 be cd 82 e7 89 88
b2 11 19 04 ff f1 cc 69 91 d9 b1 al 3d fO 41 a8 1c 80 10 b8 8a a4 9a f7 dc a3 83 Oc 28 a2 b2 d9 a5 75 c7 5e b4 a4 d9 a4
c531 25 b9 68 75 bb 98 49 6d 70 3f f4 12 93 3e f5 76 91 d6 ee 43 d6 a2 11 2c 67 d7 9c ab dc 11 67 69 a9 69 67 33 e8 1c
98 15 c0 07 cc 0a e4 32 90 c6 90 48 18 f6 92 b1 b0 fd Ob 56 f4 b6 64 dc 3f 68 ae 45 1b 35 17 03 ad 81 29 1a 4e f1 75 47
07 ec 7 a6 88 f6 76 74 d3 4a 79 00 70 78 90 ba 24 36 69 06 8e b4 cd 9b e2 b1 63 57 54 74 78 2e 7a 25 ed 12 91 e7 9c 51
28 0a 88 fd 3a 06 22 82 76 80 c6 67 4b 09 77 93 64 49
Data Ascii: B)(l,:aG2HVwi>}JBm:LyDV;4i=A(u"1%hulmp?>vC,ggiig32HVd?hE5)NuGvtIypx$6icWTtx.z%Q(:"vgKwdl

2021-10-28 23:41:24 UTC 53 IN Data Raw: 54 27 f9 fd 8a 46 93 d9 cd 6a 18 cd 07 b3 78 aa dc 96 e2 68 a8 5f db 87 28 1c 46 b3 53 1d 2a fa d5 af 63 3a 9b
dc 4c 17 92 7b e4 49 a7 5f c5 2c fa 69 19 cf 22 ¢9 35 aa 19 ab 5f cb e2 3 34 7a 25 dc f2 d1 84 a4 ea 26 9e cd 26 b3 78 7c
d5 e5 ee 6a be 7c 4f 3e c2 bf a4 34 56 34 48 49 el 38 5a 7c 9a cc 3e 22 8f 46 a3 68 46 e9 f8 29 1e c5 92 bf 15 cc a6 57
55 df 06 55 2f 98 f4 2a 99 87 37 91 d2 14 d5 71 50 af 96 4f 14 b3 d5 74 20 b9 46 ee 6a b2 8e c9 a9 94 ea aa 4c 12 9b ce
e2 db 70 f0 79 35 Oc 17 el 6a 39 Of af 22 45 39 49 b7 59 92 9a 39 51 Oc 35 b8 a8 1a 88 5a fe 7a 72 25 c1 a3 62 be 50 08
2f 96 d3 d5 6d 3c 8f df c7 3c 9 7a 43 aa 78 af 44 d6 36 19 2d 3e 85 b3 fe cc 57 f5 35 49 cb 72 fc 71 3¢ f9 24 c9 aa 26 38
49 f6 36 1e 46 fd 68 af 60 11 3d 1a e6 37 93 c9
Data Ascii: T'Fjxh_(FS*c:L{l_,i"5_42%&&x|j|0>4V4HI8Z|>"FhF)WUU/*7qPOt FjLpy5j9"E9IY9Q5Zzr%bP/m<<zCxD6-
>W5Irq<$&8I6Fh’'=7

2021-10-28 23:41:24 UTC 54 IN Data Raw: fd ae 5d 4b 35 3c ¢7 52 11 61 5d d5 55 c3 25 6b bb 66 99 b2 ae e6 c2 51 2a e9 8a 29 17 8b 6d ba e2 f7 08 7a
ac bc 19 47 fe 28 9a de 84 fd eb 37 5b b6 44 70 8a 8c 67 ca 65 9a ce 13 ae 5¢ 61 dc 9b a0 df a9 7e ff d4 8c 1e Of fd fe 9b
9f cb 1f ca 8f 27 58 ca 26 61 f7 7c 91 26 33 be cd ca 35 34 66 e5 3f 7 €9 3a e7 eb 5¢c 2c 8 8d 56 2e bd 31 26 3f eb e5 cf
cf cb 22 03 8¢c 83 01 52 0f e6 ¢9 d3 53 4b 74 a6 9b ¢5 71 80 7e 39 67 ff f8 56 70 55 55 7f 39 cf 36 6¢ dd fc c3 94 c5 96 3f
7c fc 76 b2 c8 f3 4d f6 el fc 3¢ 2b 36 9b 74 9b 9f cd cb d8 9c dd a7 ab f3 fb 7d 24 cf d9 3a fb 9d 6f cf 75 af ac cf 6f 27 4a
ce b6 73 9e c3 7e 7a 87 bc 58 7e 3b 69 1c 8b 49 94 fb 84 65 19 7e dc f2 7f 15 f1 96 cf de d7 2b 82 el 7a fe 3e 5b a4 bf e3
c7 9f f2 74 73 96 15 Of Of f1 7d 8c cd
Data Ascii: [K5<Ra]U%kfQ*)mzG(7[Dpge\a~'X&a|&354f?:\,V.1&?"RSKtq~9gVpUU96I?|vM<+6t}$:0u0'Is~zX~;ile~+z>[ts}

2021-10-28 23:41:24 UTC 55 IN Data Raw: 53 8f 35 ¢4 1d 56 dO ac 44 b2 14 cb 43 38 b8 00 59 2e Oa a2 le b2 2e 04 8a 00 cd ae Ob 24 38 f4 41 ce 1b ac
2e 93 88 8b a4 c7 54 69 5e c1 57 a2 b0 bb f8 b4 2e 65 al e6 b0 1c fe a2 dd c0 ef 4b 60 Ob a6 7e 6e 31 ce fe 9b 56 e2 95
5e al d1 al 92 98 bd de Oa fc 45 f5 8f 24 2e 00 e3 d0 a5 69 5e 75 01 96 6e d8 8d 10 b5 a0 7f 00 46 ba eb a0 85 04 98 58
1a49 c5 11 5b 14 a0 98 5d 3d de bl 2c d1 Oa 5a 1e 84 Ob c8 92 4a 91 71 51 6¢ f9 a6 c6 63 56 eb 10 e8 af ab 4e ed 01 22
04 b3 a2 5b b5 c1 d9 20 77 92 23 fe 76 27 8a f4 f1 b0 1f 54 d2 35 2a 61 05 6¢ fc 12 77 e3 f7 4d 4b 3f af d5 8a 65 9a aa 8a
95 41 23 61 17 Oe b4 15 91 82 bd 38 ab 32 €6 el be fa bb 89 5f 60 7c 83 b9 35 6b 7f aa fd c2 b3 e7 42 b4 58 40 15 68 04
e2 f6 10 ae f8 4b da 86 88 8c ab 7c cd 4a c6 86 95 00
Data Ascii: S5VDC8Y..$8A.Ti"W.eK ~n1VAES$.i*unFXI[]=,23qQIcVN'[ wi#v' T5*alwMK?eA#a82_"|5kBX@hK|J

2021-10-28 23:41:24 UTC 57 IN Data Raw: 83 Oc ab 88 87 Ob bf 7f 11 dc 4c 3f 4f a2 68 dO a7 6b a0 cf 29 a8 87 41 3f c2 06 b0 8a 60 2c f6 74 ec 44 d6 e2
10 27 9d b0 33 ed Of a2 69 34 22 db 90 69 3a 62 df 0d 82 ce 67 ff e2 7a 1a f4 fc f0 66 da 0d 83 9b ce b1 23 d9 35 71 bb
a3 ee 60 d4 9b 76 82 f1 ¢5 28 1c 4a b7 25 b9 ec 68 f7 76 15 f8 9d 60 74 ec 43 a6 90 da 7d Oc 47 83 de 30 22 el al dd 41
bb 8b 51 10 db 24 1c 05 24 34 b2 be a4 dd 4b f4 75 18 bc 72 dc b4 15 27 ae 7a el 68 34 18 85 fd ch 26 77 a7 €3 ¢9 67 11
23 7¢ 45 d2 58 c2 85 c4 61 3f 88 be Oc 46 d7 c8 a3 6e 37 18 89 74 fc 12 76 43 12 6f 89 6e 69 75 d5 b6 41 d9 cb Ob ad 4e
c6 7e 2f 90 2e 45 76 0f d2 ea e5 8b 38 b3 9 f0 82 84 86 b2 18 f5 31 38 b6 92 3d 82 21 66 ¢3 51 78 eb 5f 7c 9d 76 fc c8 of
4e c6 fe 65 20 29 27 f2 e4 84 b8 19 0b 49 21 07 17
Data Ascii: L?0hk)A?" tD'3i4"i:bgzf#5q v(J%hv tC}GO"AQ$$4KUr'zh4&wg#|EXa?Fn7tvConiuAN~/.Ev818=!fQx_|vNe )I!

2021-10-28 23:41:24 UTC 58 IN Data Raw: b0 28 5a 1d e8 75 17 c2 7a fc 24 85 ff dd 4f a2 85 e0 8a 15 56 4a Oe 53 31 a9 c9 49 04 e6 b8 46 53 29 24 96
b0 12 81 45 88 34 c0 2f ab d5 e8 63 ff 5b f3 4d 62 3e f9 ff df 22 3e 85 bd 25 ca d6 ea 84 41 0a b4 ec 44 df 32 a3 b7 29 cf
96 19 ¢7 81 03 9a 39 a6 6a 72 9¢ 59 61 9d b6 fb b2 d9 8f 2f 64 51 d8 c2 a8 5a 2b 94 53 d2 14 e4 78 87 b9 86 8d d4 32 50
28 61 54 al ad 53 da 70 43 ba 08 85 b4 d6 9b 57 b4 bf 20 94 a0 45 81 b0 66 d2 19 cd 40 4f 05 13 4c 5a 62 63 a0 ef 7e Oc
b2 d8 60 78 a9 51 60 2b 8a 55 2d d8 fe e0 fd dd ed 6f ab eb e5 fd 83 97 cc Oa dd 7f 43 98 f6 4d 50 8f 27 d3 59 7f 32 5b 9¢
57 a3 97 4f 52 85 42 Oe 2f 8 1d d3 3b bb bd 7d f7 71 d5 7b 01 d3 3d 29 47 c3 64 a8 40 6a 1f 2f d2 db 72 3b €5 f4 b2 3f 7a
f2e7 86 4413 ef 11 30 ee f3 c7 e5f5 ea fd ed
Data Ascii: (Zuz$OVJIS1IFS)$E4/c[Mb>">%AD2)9jrYa/dQZ+Sx2P(aTSpCW Ef@O0LZbc~xQ +U-0CMP'Y2[WORB/;}q{=)G
d@jlr;?zD0

2021-10-28 23:41:24 UTC 59 IN Data Raw: f5 ad 56 9¢ b0 38 5a 1c 2a b1 b5 36 b9 97 e0 62 95 Oc d5 13 7a 78 ae ca d3 3a 18 Oc c9 Of 70 4c 44 9d 37 ef
ab 76 38 10 24 59 89 78 44 78 ac d8 98 56 c8 36 62 30 81 38 72 80 e7 89 ab c4 le 46 2b ae ac 84 4c le e0 3d 64 cf 00
b8 e4 8e 7a de 9a ef 19 55 8¢ 44 {8 cd dc 47 3e a7 de 4e Oc 5d 24 f6 26 39 bb 0f 05 70 c5 el 46 ab 65 0d 5e 99 d0 12 f2
97 3c 80 ¢5 f1 24 32 0f 42 2e ad 2b f1 b3 08 48 4b ad 94 ca 58 c8 4c 61 c9 96 2¢ 08 b5 21 9f €6 5f 2b c3 14 b2 f8 a9 b0 e3
cf b7 21 28 4f b0 a3 6e 1d Oc d4 a2 0d c7 82 db a7 64 1d 2e e3 ca 3d 76 Oe c1 dd ef 92 5¢ 50 4a 0d 59 ae 75 90 89 35 fd
0b 6d €9 04 3d 72 99 91 1b d8 2b 84 fc 6f 16 f8 eb 1a 1c 24 a2 4e 48 0d 39 b7 76 8c da 7b 9c fd ac bb 60 51 €5 25 9b 96
7c eb ee 37 26 c3 fa 99 f8 47 cc f5 75 6b e7 07 f2 dO 81
Data Ascii: V8Z*6bzx:pLD7v8%$YxDxV6b08rF+L=dzUDG>N]$&9pFe”<$2B.+HKXLa,!_+!(Ond.=v\PJYu5m=r+0$NHIV{ Q%
|7&Guk
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 61 IN Data Raw: cf 67 6d 11 d6 66 bd e7 5b 7d c3 ba 63 d6 65 cd 59 b0 8f ca 41 df 07 d1 ff 3e 55 al 94 b7 7b 16 85 da 50 Ob ca
2b 01 f8 1b 66 4c 7d 1a Oe fe 21 81 74 f4 a0 88 46 9e 81 4a 03 3c 61 53 17 aa 34 07 b3 50 5¢ 41 5e 41 9d 17 5¢ 57 63 54
47 25 ¢861 b9 77 62 1f 09 2e 8d 69 84 63 c8 87 2e 9c a7 Ob 3c 02 ef 1f 2f al 88 fa 4a 41 dc d7 58 f4 39 67 12 8a 04 c1 46
ac 80 1c 4f f2 42 00 ee 57 bc 30 54 ca fh 43 6a 57 54 b9 6a 7b 3c d4 dd 44 b8 c9 a2 b8 af 72 79 fb 09 77 bd ed ae 47 el
€9 a6 61 76 d1 5c be c1 f9 3b 8e 84 b8 90 8b cf ab b5 9d d8 e8 5¢ 9d ee 64 48 40 b2 1b 7d fO 1c 3f 05 41 99 c2 08 25 Oa
80 a5 5a 49 80 c5 f4 f1 e8 ff aa f8 70 78 15 1d 87 d9 5d 95 aa 74 05 cd ce ea €8 52 77 9d 38 6¢ 51 08 69 b5 a0 cb 4b 18
87 44 d5 bc ed fe c0 32 5b d7 17 24 90 ad 0b be cc
Data Ascii: gmf[}ce YA>U{P+fL}tFI<aS4P\A"A\WcTG%awb.ic.</JAX9gFOBWOTCjWTj{<DrywGaw\;\dH@}?A%ZIpx]tRw
8IQIKD2[$

2021-10-28 23:41:24 UTC 62 IN Data Raw: a8 b7 80 50 e4 7c fc da e2 57 89 73 ¢3 79 3a a7 93 b2 fc 47 1a cc a8 37 ef e5 89 50 ce 99 78 33 ca 16 02 13
90 55 ba 91 f4 9¢c 72 9e c4 df ca c9 cb 14 10 10 85 ea 3c 89 4c 84 a0 le Oc d9 42 84 88 10 d4 d1 bb 3c 05 0f 4d d2 b0 9b
be 68 6d Ob 8d 19 e0 cd 54 65 a9 b3 87 79 22 f3 d1 ab fe 6¢ f0 82 52 32 ea c4 Oe 45 €8 f5 78 Oe 19 fa 68 fa 8a 30 1f e2 85
2988 c48bfee80calcha2laf5cl6eae 921550 cd4e 72 f8 15 58 5b 0a 9d 88 a7 da 88 d1 21 03 48 53 c5 f4 cc 20
31 7a 56 cd ce cb 45 62 18 c4 db 9c d0 60 9f 16 42 ca 12 00 c3 a0 7f 59 7b b1 64 07 c4 el ef 35 15 80 a8 09 bb 88 a6 73
7b ff 65 7f 3e 4d 06 50 6f 87 59 0f 38 ef a7 ee 8b 78 9b 4f 7b ff b4 2c 93 f0 4c 55 83 db fb e7 23 6a Ob 54 b7 ac 1d 71 35
3e 9f 5f 24 23 a8 97 03 3e 3e fe 07 50 4b 07 08 44
Data Ascii: P|Wsy:G7Px3Ur<LB<MhmTey"IR2Exh0)IPNrX[!HS 1zVEb BY{d5s{e>MPoY8xO{,LU#Tq5>_$#>>PKD

2021-10-28 23:41:24 UTC 63 IN Data Raw: 0d 15 36 e4 €9 9e 20 dc b8 88 05 bb 34 73 5e b3 25 2b f1 d7 82 f1 cO e8 b6 f0 68 78 48 1b c7 b5 e0 51 43 84
4c 82 e0 d1 8a 29 5b 2c 96 55 38 9c d4 66 06 38 52 e7 5e 1c 0f 93 f1 24 d3 ee 23 9d eb 67 4d a4 be ae 61 al 96 67 78 7c
036950 e2 7c 11 ef 8a a3 b8 18 96 a9 ab 26 dc 83 99 55 ¢3 c0 Oc c9 00 81 98 Oa 7e 43 75 b9 f8 4f b7 11 40 cf 33 c8 Oa
ee aa 27 4d 15 d4 e8 81 b0 1d 84 11 9c 6d d3 dd 19 8b e8 09 b2 5a 67 60 a9 2c cf a0 38 94 1f b6 Oc cc 99 56 ac fb e3 db
c6 21 0f 82 a6 a9 9e ce 6b 55 a7 bc 5b b3 dd 05 d4 4a Oe 47 c9 b9 22 b4 cd ae 28 ea 21 9e ea ef 9b a7 38 2f e2 e5 aa fe
06 62 ac 2d ce 95 Oe 22 7f c1 50 a8 75 f4 cf 95 75 9c fO 7d 84 1c 2a 94 bc cc 20 22 4a 4c 12 20 55 c0 3f 2f 9b 6d 02 57 49
2a a2 89 ea 61 fc 2f 89 f2 98 b0 2f 29 5f 50 b2 58 b0
Data Ascii: 6 45"%+hxHQCL)[,U8f8R"$#gMagx|iP|&U~CuO@3'MmZg’,8V!kU[IG"(!18/b-"Puu}* "JL U?/mWI*a//)_PX

2021-10-28 23:41:24 UTC 64 IN Data Raw: 0d ea 14 a0 43 32 06 7b 8b 32 41 5a 8a 66 cf b6 35 34 78 ae 07 61 al 43 e0 a9 92 9d 39 88 0a 56 e4 59 0d 6¢
8¢9 0d a8 3b c3 03 6¢ 22 b5 5¢ 4f a5 e7 af 6¢ c3 e5 7e fe 56 f9 b8 e0 79 9a e4 42 bb 83 19 eb 6e 26 €3 2d d1 8b 04 42
ee 0a f4 b8 54 7c de 25 64 cb 98 3f 54 3f 0f 35 5d 35 51 2f 11 66 af a8 f7 08 53 ¢4 3c 29 b8 50 5e 55 a7 58 90 58 c0 53 be
59 ¢7 8d c3 91 6 c2 5f b0 c2 aa 17 63 9b 0a f8 8e b5 bc 00 63 a2 8c c4 cf 69 8¢ c0 fO 16 47 a4 ba 07 b5 03 01 ca 85 32 70
1392 94 36 c2 55 01 3d 1e 01 83 a3 21 55 50 24 2a 70 1d db a0 62 23 69 cb bd d9 64 5¢c a3 40 60 9d a3 51 38 €9 34 2a
79 d2 9c bd 60 ed 6b 36 2f ca b2 71 ee da 5c 3a 72 be d5 a0 a3 5e 39 83 10 4e 8f 55 48 85 ad e8 c0 b2 cd 13 2b {3 1a 64
0f 5a e4 18 6e ff 3f aa 84 4e ff 1b 45 49 53 16 d8 Oe
Data Ascii: C2{2AZf54xaC9VYI;I"\Ol~VyBn&-BT|%d?T?5]5Q/fS<)PAUXXSY_cciG2p6U=IUP$*pb#id\@ Q84*y ké/q\:
r"INUH+dZn?NEIS

2021-10-28 23:41:24 UTC 66 IN Data Raw: 99 al b2 07 12 f2 91 1d 25 ¢9 1c 55 3e 5a 48 5e d2 cd ca 5c Oc 7c 2a bf e8 9b 3b 32 cb e8 8e 42 3c 7d 8d 41
66 39 0a 38 c0 4a d6 2d bb 97 93 39 68 31 97 bd 5a d2 66 5e 95 la c1 52 89 54 6f 75 20 €3 07 d9 41 7d ab 83 f1 14 95 4a
d1 50 d6 38 c9 7c 54 7a e8 fd f4 66 16 8d 66 01 17 36 34 1d €9 0d 75 ab 23 9e df d1 7d 40 85 b0 e4 ad d4 56 27 d7 81 3f
99 82 ab b8 e0 Ob 24 a8 4b ef 3d 5b 5d 81 2a 68 52 ch 5e d9 69 f5 00 el fa 2b d0 07 75 da 46 5e b2 b7 a9 64 ee 6a fe 7a
0557 25 d7 74 ed 7e ae 47 41 f0 4f 4a 66 b2 57 91 db 9d c8 c0 59 f2 5e d9 2b Oe 46 d8 2b ba 10 7a 59 d8 ee e2 d7 60 74
47 05 81 e4 3c aa dd 45 0b 43 ¢8 2e b9 5f 71 22 61 08 d9 b5 52 bb 87 5a 9a 50 da a5 af 30 bf e2 63 02 bd 49 53 56 76 3d
d6 ee 64 3a f8 e0 4f 3a b7 b2 24 93 dd 4a c8 1c 7d 8c a6
Data Ascii: %U>ZH"\|*;2B<}Af98J-9h1Zf*"RTou A}JJP8|Tzff64u#}@ V' ?$K=[]*hRNi+uF djzW%t~GAOJWY +F+zY tG<
EC._q"aRZP0cISVv=d:0:$J}

2021-10-28 23:41:24 UTC 67 IN Data Raw: fa 9e 3d 02 c8 be bd fa af 87 d5 c5 26 ca fe ¢8 7a 40 7d 2d f2 58 39 c0 34 81 85 aa 86 b8 ea 80 2c 5b 25 a0 3e
e0 a9 b7 62 4a 47 e9 dd f4 2a 19 24 83 aa al 0d 78 70 99 67 d8 86 4e fc 7b c5 b6 f1 8a ad 38 92 8f b3 f4 1f d1 5d 11 a7
09 ff d7 8c 2d cf 7a 51 Oe c4 dc 57 ba 5¢c b4 04 55 75 Oc ¢3 81 2a dd 30 Oc fd a5 ae 51 5a af d4 54 53 43 ff 70 3c b4 03 cd
01 78 bf 5¢ 19 76 90 fc 0f 62 b5 81 24 70 6d 5b b7 5d 53 53 0d 15 32 74 35 6f 82 7b b6 42 db 13 c8 fa b9 4e bc 6e b7 5b
ab 30 3c 64 85 e3 5a 50 al 61 cf 26 c1 67 ff 00 c8 f8 26 2d 2a 31 03 0d Oe a9 84 ff 7b 78 ba 27 b3 53 44 a0 5a 6d 22 b7
75 0d 7b b3 3c c3 e3 d1 20 fb ¢7 ae 58 99 57 3d c3 b0 4c 5d 35 al 1la 2d 55 35 Oc 58 47 94 8b 66 58 2f b6 41 09 00 a3 b0
€7 86 c3 3c cf 20 be bd 12 2b 4d 15 cd cd 43 9f 75
Data Ascii: =&z@}-X94,[%>bJIG*$xpgN{8]-zZQW\Uu*0QZTSCp<x\vb$pm[|SS2t50{BNn[0<dZPa&g&-*1{x'SDZm"u{< XW=
L]5-USXGFX/A< +MCu

2021-10-28 23:41:24 UTC 68 IN Data Raw: b4 4c 39 17 e5 ad 87 67 59 2d 84 7c d4 61 2e aa ca 35 91 1d 1a 71 ¢3 21 82 9c 52 7f b3 ¢7 09 ad b6 8a 6¢ c5
7800 96 eb c1 b5 48 39 7a Oe d6 50 46 4e c9 90 Of 75 87 ¢9 15 71 fe b5 ¢7 1f dO be 6d bc e3 bf 8d 8f 79 cd b8 e2 35 2f a9
82 8d ba e4 67 5a 80 66 97 9f 11 d9 06 a9 94 9f 94 2b 71 cc 26 8 64 dd 67 6¢ 93 1f ee €9 a6 85 6 8e 84 b0 8 30 cb 3b
le 07 d5 07 b0 d8 3a 53 9f 43 {3 f7 9e fe a9 c9 df 6f f8 b7 2d d7 f2 00 65 b6 06 fc 40 01 02 46 da Ob 5e 34 df 4a cc d6 30
49 b9 1e b8 80 Oe 06 a6 4a 82 d3 1c a7 ae cl e7 ca 4d 5¢ 71 8b 34 cd ea 33 04 cc b6 06 38 98 el 01 0f 91 5d ae a7 92 40
7d 60 4b 5e ab 1d 85 b7 d4 4e 94 b0 65 4d 4e 57 51 c1 b6 0f 6¢ 95 56 29 b7 65 1d 14 f2 df 9e 28 ed 8e 7f b7 ab 19 4d 53
e7 b9 18 cc 97 87 da e7 48 92 d6 b3 3a 47 a5 28 c9
Data Ascii: L9gY-|a.5q!RIxH9zPFNugmy5/gZf+q&dgl0;:SCo-e @F4J01IM\q438]@} K"NeMNWQIV)e(MSH:G(

2021-10-28 23:41:24 UTC 69 IN Data Raw: 43 8a 58 b2 eb 91 e7 72 b3 70 10 c0 60 52 78 92 53 a7 46 70 20 ba d9 30 38 9f d5 56 13 ff 48 5e 40 3a 12 3e
20 64 d5 97 fd 3 f3 60 3c f3 3f 5¢ 93 da 91 9d d5 b5 eb b9 18 8d 88 25 32 7a d9 ae 61 1c 4c fa d8 15 d9 8e e4 a5 a6 57 94
8c 46 a4 83 49 38 77 bb 82 f9 30 04 55 b8 be Oe 2f 42 89 4f 64 17 36 32 5d bd 70 7a ee 4f 7a 3c 52 fd 70 32 f0 65 a5 28
bb bc 93 €9 ea 87 ¢3 40 cO cb 02 95 3d 94 34 1f d9 d9 8f 4c 91 dO d1 d2 e4 25 33 aa 4c c5 d0 a7 f4 8b be bc 22 93 1c 5d
51 88 a7 d7 fd 32 c9 49 c0 01 56
Data Ascii: CXrp'RxSFp 08VH"@:> d'<?\%2zal WFI8w0U/BOd62]pzOz<Rp2e(@=4L%3L"]Q2IV

2021-10-28 23:41:24 UTC 70 IN Data Raw: b2 6f d9 1d 98 4c 41 8b b8 ec 95 8b 36 71 51 6a 04 4b 25 d4 bc 55 81 ac 3f ¢8 ce d8 5b 15 4c e7 a8 54 8a 86
b2 59 49 a6 43 f0 al Of f3 8b c¢5 68 b2 08 38 b1 al e9 48 af 7f 5b 15 f1 fc 1e dd 04 94 08 4b 5e ba 6¢ 55 d2 Of fc d9 1c bd
8a 13 be 40 82 ba f4 22 b2 55 15 5a 05 4d 6a d9 9b 2d ad 1a 40 5¢ 7f 01 fa a0 4e db 9a 97 ec 35 22 99 ba aa 7f bd 82 ab
92 4b b2 76 3d fd 49 10 fc 46 9b 99 ec 05 dc 76 25 32 70 96 bc 49 5 8a 82 09 62 45 37 42 2f ed da 55 fc 12 4c ae 28 21
90 1c 39 b5 ab 68 €9 10 b2 5b e7 57 94 48 3a 84 ec 6a a8 5d 43 45 4d 68 db a5 af ea be a2 63 06 be 49 53 56 76 ¢3 d5
ae 64 3e bc 5 67 e7 97 b2 24 93 dd 28 ¢8 14 7d 1c cd 31 al 0f a7 b7 92 {2 91 bc 4f 76 a4 e2 d2 1f 5e 80 ba 2c c2 al 8f b2
b9 21 16 c8 8e 72 a5 e2 37 a8 36 4a 9d 24 ef 64 48 a4
Data Ascii: 0LA6qQjK%U?[LTYICh8H[KAU@"UZMj-@\N5"Kv=IFv%2plbE7B/UL(!9h[WH:j]CEMhcISVvd>g$(10vA,Ir 76
J$dH

2021-10-28 23:41:24 UTC 71 IN Data Raw: f1 91 87 ¢4 b6 01 97 ba 81 34 9b 40 35 57 97 68 el 2d 1d ae 7d 6a 4c dd b0 b4 el dd 90 9b al 3c 74 03 5¢ 12
20 8e 81 e5 5a a6 14 f4 9f 9b 24 3b e3 02 d0 da df 05 bb 7c 57 27 c0 b8 ba 26 5a d1 68 45 b9 4d 3 a4 26 4d f9 3d {7 ee
8362 74 dd b3 2c Of ce 4d cb b2 cc 73 ef d3 26 15 43 0d dd 36 40 48 5e 00 5a 31 3c a0 fe f9 d0 31 a6 6¢ 4a Oe cb 16 aa
c5 77 5d d3 f5 6d 43 b7 74 18 49 c3 a3 fc 58 a4 58 f0 f9 39 04 26 b9 c2 87 15 a0 7e 3c df 81 0f 03 81 b0 7b a0 5d 70 d4
01 24 2e 66 b7 40 9b 26 75 e4 05 58 41 a0 58 2c¢ 83 00 3e d8 c6 21 30 0d ec cf 09 ac 80 e6 49 Oa c2 2c 69 5a cf 8e 6d ea
36fc82a575chc2ea?24cf13f0a7 18 eb 42 7e 00 6e bl 16 17 11 Ob 02 4b 8a ee 7b 36 d2 d6 41 8b 01 08 db 43 d8 cO
d9 ae 9c 87 70 8b e0 54 44 23 af f7 09 b8 eb bb 5d b2 69
Data Ascii: 4@5Wh-}jL<t\ Z$;|W'&ZhEM&M=bt,Ms&C6 @H"Z1<1IIw]mCtIXX9&~<{]p$.f@&UXAX,>!01,iZm6u$B~nK{6AC
pTD#]i
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 72 IN Data Raw: c¢3 66 e0 c8 37 77 d0 03 c9 b6 95 21 14 {7 12 f6 87 87 f8 17 f8 89 26 82 a9 1e ee 30 a0 22 dd 31 90 46 10 Od
18 d6 96 ca f6 36 69 8e 49 5a b5 e3 51 dd 26 96 8e c3 €9 db a8 2a 43 8a cd 6f 60 e2 fc 32 61 39 2e 09 5f 5a d3 el 30 d6
730 04 bb 3a 8e 03 9a 24 48 fd 00 69 40 05 4b 93 8d 2f b9 dO el 7e el 45 30 5e c5 74 99 70 79 9f 12 7a 5e 58 b6 7e 83
f4 a2 df 77 75 90 Ob 24 a0 d7 87 20 08 9f 5e bb b9 96 74 3c ff c4 eb 67 fa 19 2c 98 d4 45 2a 1a 21 d7 a6 97 ab a6 ed 40
b4 a0 a6 1c f9 3a e0 c4 cb 55 42 55 b3 c4 10 2d 4a d3 ea 27 f9 b6 2c f8 22 7f ff 7b 15 79 2b bf df b5 8a eb 8 4e 00 78 75
0d a0 17 Oe 3a 40 ec 7c e6 9f 28 74 24 29 ab 2a 26 60 84 8a e6 f6 ae 81 1le d4 Of 20 64 4c 48 4f 5d 91 c0 8e 9c 12 11 2f
c9 7d 52 6e c5 4d 8d 1b 00 9d d1 d4 07 00 6a 54 a5 1f
Data Ascii: f7w!&0"1F6ilZQ&*Co'2a9._Z0s:$Hi@K/~E0 tpyz " X~wu$ "t<g,E*!@:UBU-J',"{y+Nxu:@|(t$)*& dLHO]/}RnM|T

2021-10-28 23:41:24 UTC 73 IN Data Raw: ed c7 d3 1b 09 1e 15 ad 8b c2 78 b9 9a ad ef e2 45 fc 36 66 45 d6 9b 52 c5 fb 40 b2 b7 €9 68 f9 21 9c {7 57 be
8a df 24 2f ab c9 fb c9 f4 83 64 ab 6a 1b 25 db bb 78 18 f5 a3 bd 42 6b f4 78 58 dc 4e a7 cb 77 93 68 21 45 55 f5 1a 99 e4
e4 63 24 93 95 e2 9d 00 66 b7 b8 59 8f 00 c8 a8 de e5 14 5¢ b3 90 e0 4b f5 8c a9 b5 44 a4 80 36 ¢3 68 12 cb 88 a5 7a 5e
6 dc 6e 19 df 46 58 b0 74 f0 14 d7 7b ad el 2d 63 b3 49 34 58 8a 55 4b f1 51 bc 20 d7 31 3e 21 24 e7 €5 70 30 88 66 cb
f0 ed 58 3a 3b aa Ob d2 7e 3f 37 d3 a9 b4 12 95 Oe ed 7 30 8b e6 23 ec 4a da 8e e2 2d bb 17 9c 4c a7 12 83 29 84 7a bf
83 d5 24 86 54 18 8f e3 9b 58 11 13 d5 73 38 95 af 61 bc 18 84 {3 21 cd d4 28 9e df 86 aa a3 a8 7a ae ab f2 35 8a 27 11
83 97 35 4e f6 44 41 3e aa 5b 31 95 23 e6 a3 87 e4
Data Ascii: XE6fER@h!W$/dj%xBkxXNwh!EUc$fY\KD6hz nFXt{-cl4XUKQ 1>!$p0fX:;~?70#J-L)z$TXs8a!(z5'5NDA>[1#

2021-10-28 23:41:24 UTC 75 IN Data Raw: 1f df 2d 6f ef 6a 6e 34 cb ae ff b3 b8 f9 74 bf fc 74 5f b1l €6 49 56 33 b1 19 4c 7e 96 f5 cf 6b ce 90 07 14 7a 80
a5 a0 8f be 7d 4b c8 69 f6 f9 c3 a6 a8 fe 72 52 fe {7 db 2f 4b 21 c4 5f 4e ee 3e 97 9f 9a ff 94 9d Of b7 cb d5 af 6f 8f 3e dc df
7fbe 7b 7e 72 72 f7 €5 {3 e7 9b db fb 3 {7 b5 a0 8e 17 37 bf 9f 2¢c 1e d8 7f 52 7e ba fb e7 {2 {6 44 fa 3a ee bc 3d ea dc 97
b7 ef 97 {7 30 7e 36 ff 58 7e fa 9f b7 47 0d el 6a 92 ce e2 63 79 77 07 3f de 2e ff {7 cb 6f b7 cb 77 cf e2 8a 60 e0 a7 7 cf
ee 3edc fc 13 7e fc d3 fd cd e7 e3 bb 2f ab d5 6f 8b df 60 73 67 cb €5 bb 79 b9 a8 48 d5 2c 00 ef 63 ac 91 1a e6 b4 4a Oa
9b 67 ac 7d 04 el 97 16 d9 2c b6 15 ec 7 62 Oc 59 6d 9a 7d f8 1c 7c 7e Oc 74 ea f9 c1 da cO Oa 2b db 25 4d 19 a5 c9 ec
96 95 26 96 el 77 64 b5 f1
Data Ascii: -ojn4tt_IV3L~kz}KirR/K!_N>0>{~rr7,R~D:=0~6X~Gjcyw?.ow >~/0’sgyH,cJg},bYm}|~t+%M&wd

2021-10-28 23:41:24 UTC 76 IN Data Raw: a3 29 3c 60 8d 2b d7 93 b7 5d Ob 7a e8 bl e7 34 d8 d9 cf 3d 4a c1 63 24 51 d1 5e 8¢ 74 c2 79 48 bf eb 63 37
e312 b5 1d cc e5 16 26 3e 14 eb 1c 7c 6¢ d5 8c fe f7 3¢ b6 aa ca cc 4a 49 2f 95 f1 2e 37 5e 50 fe ¢5 8a 1c da 3d 53 87 6d
f8 85 e2 42 e3 5 d6 8a cl 39 41 82 ca d9 f2 ee 1f 64 1le 5d 62 34 60 9c 74 b5 22 1b c5 3 3f 4e 02 1e 74 d7 2a ed bd 70
d2 18 99 b1 e5 29 47 61 2c 03 91 03 45 5b 15 4a 41 98 06 fe 28 2b 40 b8 3f b4 38 {7 63 2d €6 bb f3 7d 7b 29 bl ed bc 36
4a 89 la 1c 8d b7 10 cf 72 6d bd 51 da f1 27 1a 3b 32 bf 24 6a 40 3a b7 5f 1c a9 17 65 44 a6 55 ae bd d0 46 68 61 95 el
5d e0 8e 93 63 23 64 75 6a ed b4 32 b9 b7 42 €8 7c 67 19 8d 03 4c 87 ea 14 4e 4c le cc 2d 82 c3 53 ee a4 37 2e 1a 05
9d 38 c3 1f 4a 8c e7 a8 22 da d4 55 98 fc ae a5 14 49 47
Data Ascii: )<'+]z4=Jc$Q"yHc7&>|I<JI/.7"P=SmB9Ad]b4 t"?Nt*p)Ga,E[JA(+@7?8c-})6IrmQ";2$j@:_eDUFha]c#
duj2B|gLNL-S7.83"UIG

2021-10-28 23:41:24 UTC 77 IN Data Raw: 6¢ b4 fc 47 95 a9 82 ee c¢7 8¢ 22 7a a9 e3 a7 1d 79 ac cf 5f fe 5f 0b 31 1c 77 Oc 7c f5 4b dc a9 cd ad d4 12 52
77 65 b4 02 1c f8 98 23 5e 26 a2 ec ba 82 99 34 6 7a 59 95 b7 ac 4e 5e 32 58 9f 94 ca 19 c9 a6 cc 49 b5 4f 83 19 aa fc
4e b8 2a 29 87 fc bc 2e 7c Oa ef f8 f4 7c 7b 8d 49 e0 54 6d ff 5b 06 Oe 60 b8 f7 3e af eb 03 5a db 2¢ 11 76 d0 f9 12 2e ff cf
43 cd d6 a9 1a c0 3a e7 32 95 0b 6b 20 03 63 c1 2c 8a ad bb 1a 74 0f d8 08 el 42 0a 9a 82 83 fe b9 59 Oe c3 97 9f 97 €6
38 ad 54 05 27 9c ca 73 e5 bd f6 3c da 4f 15 5e 9c 36 da 6b ab 33 c8 aa ab da 82 4e b9 a0 56 39 03 cb 16 db ac 5a 8b 93
03 03 3b 6a ee fb f9 2c 5¢ b6 6d a8 87 ad 98 cc 64 da e9 Oc 92 1f ¢8 80 2c 28 7c 3a bc b4 eb 3¢ 71 bc 12 2e 33 5e 09 2f
9d 84 8¢ 55 6e b9 9e 78 cO e5 ec c3 ad 15 94 c9
Data Ascii: IG"zy__1w|KRwe#"&4zYN"2XION*).|{ITm[>Z,v.C:2k c,tBY8T's<O"6k3NV9Z;j,\md,(]:<q.3"/Unx

2021-10-28 23:41:24 UTC 79 IN Data Raw: 00 68 aa 48 9b el 98 d1 93 fe e4 a2 98 11 c3 60 5e 30 86 06 87 b4 10 52 96 08 18 4e bb 57 95 17 23 3b 60 3a
91 1f a8 00 44 25 ec 62 Oe 58 9b e7 af ba d3 31 19 c0 bd 52 e8 61 c0 45 97 ba 2f €6 9d 50 cd f3 e3 a2 20 el 99 ab 31 37
cf 4f 07 dc 16 b8 c3 b2 66 c4 f5 f0 62 7a 49 46 70 6f b2 fc f6 ed 5f 50 4b 07 08 5b 19 f5 ¢3 bf 11 00 00 ee 56 00 00 50 4b
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 68 69 2f
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00
00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 68 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 1c d9 72 1b 37
f2 57 b8 5a 3f 6¢ 52 b2 84 1b 18 6f b2 29 9a 1c c9 8¢ 25
Data Ascii: hH*"0RNW#; :D%bX1RaE/P 170fbzIFpo_PK[VPK*Q_locales/hi/PKPK)Q_locales/hiimessages.jsonr7WZ?
IR0)%

2021-10-28 23:41:24 UTC 80 IN Data Raw: e2 4c 32 80 45 42 09 94 ab cf c5 2f 5b 58 d2 67 16 e2 12 d1 26 c4 75 9d e4 Ob Oe 2a 56 b2 82 83 83 83 80 8e
2c c022 59 a7 01 1d Oe 4c 57 64 d4 95 66 43 4d d4 95 09 0d c1 bc d5 €0 25 24 03 60 ee e0 6f 01 27 2e 32 34 a3 74 c6 af
57 60 e6 05 07 ca 6b 40 bd 92 6f 9a 5b 58 6¢ 50 Oc d7 dO 5¢ 2b c1 14 e0 00 79 Oa 93 12 8e 4b 62 91 35 de d5 Oa 70 38
Oe fe 09 03 8¢ 2f 0a 49 ae 47 €9 2b d7 f5 4a 55 a5 09 05 64 26 16 d8 Oe c9 89 al a5 8d 79 05 42 al a5 14 9d 7f b5 d2 ec
15 2c 10 5e 20 2a 79 59 0b b1 c4 Of 4f 9a 3d 2b 92 73 Oe d7 2b 3f 26 32 41 3d 62 a9 88 f2 d1 05 02 cd 70 f4 ca b0 08 71 8f
3892 ba 26 81 bb 44 37 73 9c 74 €0 53 2c 11 df c2 ad 49 da 14 6f €8 f6 91 c4 49 04 8b b6 99 98 97 99 8¢ fe 21 4c cf 24
da 8d a5 f1 1b 73 8e e9 82 f4 0f 45 6¢ 4c 78 a3 84 11 ba
Data Ascii: L2EB/[Xg&U*V,"YLWdICM%S$ 0", 24tW k@0[XIP\+yKb5p8/IG+IUd&yB, *yY O=+5+282A=bpg8&D7stS, lol!
L$SEILx

2021-10-28 23:41:24 UTC 81 IN Data Raw: 6a 20 3c d5 fa 78 33 4e b9 b5 32 9a 49 65 40 d9 59 35 b8 a3 Oc 99 72 6f 12 85 a8 e0 87 27 25 a2 9e c4 21 a2
a3 68 cl fach be 74 15 d7 d8 77 22 76 4e 52 44 b0 b7 8d 8¢ 38 6d 04 e3 10 23 Oa f8 b1 30 05 3d 63 ca 91 8¢ e2 64 9c 28
dc a7 81 e3 83 83 ff 17 ¢2 39 89 3b d7 24 a3 3f 78 5¢ 4d 01 62 2c Ob Ob 72 ed 98 66 90 b9 7d 1d 53 08 46 ec e8 d4 6f 61
2109 02 8d a9 6a 2d cO 7d 51 68 92 ff 58 fO c4 d5 e3 f4 27 42 56 19 3a 35 c6 24 8¢ 06 f8 ed 8b aa d9 ab 39 e8 2d 24 62
5282 fa 92 c9 28 92 93 a6 98 1a d6 83 91 13 40 1f 70 58 4e 81 59 e3 34 37 ff be 25 8e 8d ad f5 f5 da bc 6d 71 a3 a6 96
61 e0 a8 38 f8 73 6e Ob 90 7c f0 01 09 b5 42 de 7b 97 c5 90 2a 69 a2 62 e5 67 d4 d4 bl b9 47 32 1c 95 e3 52 €0 02 5 bb
30d9 70 fd 2e 30 b3 €9 23 24 d8 c4 a6 d0 40 d4 51 cd 35
Data Ascii: j <x3N2le@Y5ro'%!htw"vNRD8m#0=cd(9;$?x\Mb, f}SFoalj-}QhX'BV:5%9-$bR(@pXNY47%mqga8sn|B{*ib
gG2R0p.0#$@Q5

2021-10-28 23:41:24 UTC 82 IN Data Raw: ad 02 al fa 8b 09 90 fe a0 3f 1f 8e a6 f3 €9 38 39 06 55 aa 4d d6 1f 95 65 ff 69 b7 f7 7c 5e 9e 76 07 27 f3 a3 41
79 d2 5f 05 44 3d 9c 97 07 74 34 1a 9f ce fb e5 a4 37 1e 9¢c 91 c7 22 26 91 f2 dO 9e 95 dd 7e 39 5e 85 41 95 3c f2 30 ce
c6 a3 d3 b3 69 42 9e b4 cb 90 07 31 2e 7f 9b 0d c6 65 42 1la aa f1 91 87 32 7d 79 56 ae 61 77 3a 59 90 80 3a 1d 8c c7 a3
f1 60 78 dc c8 ee 7c 32 7b 5a d1 08 7e 4a c4 98 08 9d 13 80 ¢3 72 fa 62 34 7e Oe 72 74 74 54 8e 2b 71 7c 31 38 1a 24 f4
26 52 da 2c a8 dc 01 a9 57 14 65 81 4c ba a7 25 89 0a 35 3a 92 85 f2 a2 e2 d9 fc ac 97 90 26 0d Ob 53 18 a3 d5 55 d4 e3
b1 c9 b2 b3 fl e0 bc db 7b 39 ef 77 a7 dd f9 6¢ d2 3d 2e 09 75 4a 9e 3b 4d cO 4c aa b8 9d 36 2e 54 60 41 af 3f 19 1d 27
e6 91 a8 ad 11 8b a7 b3 b3 f9 f9 60 32 78 3a a8 85
Data Ascii: ?89UMei|*v'Ay_D=t47"&~9"A<0iB1.eB2}yVaw:Y: x|2{Z~Jrb4~rttT+q|18%&R,WeL%5:&SU{9wI=.uJ;ML6
T A?"2x:
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 84 IN Data Raw: 1f 38 fe a9 df ab 35 cb 57 a2 ba db b5 5c d7 77 3d 5b e6 c4 Oe 6¢ cb 73 4f ef 1e b3 5d 5a 3d 8b 27 75 16 7c 1d
3934 3d db 75 fc cO 76 3c ¢3 23 7b 8b 47 64 89 a8 36 a8 31 72 74 2b f0 1c 1d 69 37 75 53 b7 7c 12 d7 7d 3c 8f bl 9a 75
ac 65 3b bl d4 ba 4f a9 d8 f0 47 86 14 16 da 9b f1 a4 33 9a cc 6e a3 fe cd 1b b6 5d c7 2b 86 4c c6 da 95 10 8b 35 d7 ae
71 e3 9b b0 df ab ae ff dc dc 3d 1le 76 fa 6f 7e 2c 2f 94 3f cf 10 ¢7 76 cd 1e f9 93 58 cf 79 9a 95 01 34 66 e5 3f 1e 45 92 {3
24 97 d1 bc 31 ca b8 1b 63 72 d9 2c 2f bf 84 45 6e b0 8e 6e 50 7a b0 cf 9e 9f 5b 52 33 db 3e 9d 66 e7 af 17 ec 6f 5f 0a ae
eb fa 5f 2f b2 2d 4b 9a 7f 30 ed 29 e5 5f 7f fa 72 f6 94 e7 db ec fd c5 45 56 6¢ b7 22 cd cf 17 65 6e ce 1f c5 e6 e2 f1 90 ca
Ob 96 64 bf f2 f4 c2 Oc ca ee fc 72 a6
Data Ascii: 85W\w=[IsO]Z="u|94=uv<#{Gd61rt+i7uS|}<ue;0G3n]+L5q=vo~,/?vXy4f?E$1lcr,/EnnPz[R3>fo__/-KO)_rEVI"endr

2021-10-28 23:41:24 UTC 85 IN Data Raw: 6¢ 45 c2 30 58 68 35 3d 32 b9 4c bl 5b f2 54 ee 58 75 29 3e 5e 15 7d 3e 34 8a €9 59 76 10 60 c4 70 1c 20 33
9d 1a e6 69 55 8e 6¢ 59 2d Oc 31 14 9b 35 b4 48 e5 c2 93 fc 8a d8 1d fc 61 79 80 43 b2 e3 af d1 4f 7b ae 76 6¢ 23 9a 60
6b 8e 02 bb 00 76 51 59 60 7 cO bl 6¢ 9f 64 eb a8 1a 8e al a2 02 7d 90 bb 6d b9 36 86 2a 07 73 95 67 39 34 db c7 33 92
a8 8d 4c 39 7c f9 36 08 06 a2 4b b7 5d 52 82 d7 3b 09 9e 88 17 29 3f ac 72 f3 3d 62 96 a8 98 b0 cd 77 7d bb 15 9b 1a 03
8a ef 1b 38 3f Oc 44 92 03 64 5a 36 f5 Oc 26 57 96 36 05 50 cd dc 2f 80 99 69 fc 50 84 9b 17 18 29 ab 5d d4 e9 f0 e2 93 21
ec 11 3a 36 2d 2a Oc 69 9e 2 32 82 9d ff 37 a3 d6 2b b3 54 23 d3 15 69 7d 7d 54 fa 9d d3 51 9e 8a 02 49 81 6¢ 17 79 35
25 39 a6 e5 36 3a dd 81 b8 03 f0 99 be 87 d9 1a 60 e5
Data Ascii: IEOXh5=2L[TXu)>"}>4YV p 3iUlY-15HayCO{vl# kvQY Id}m6*sg943L9|6K]R;)?r=bw}8?DdZ6&W6EP/iP)]!:6-
*27+THPTQIlY5%96:

2021-10-28 23:41:24 UTC 86 IN Data Raw: 88 fd 37 30 6d el a7 0f 69 f5 5b 54 52 65 6b 60 e2 46 bf bb 12 6a 1c 79 50 4a a2 f9 85 67 d5 f1 50 9c c8 73 de
52 al 4b 7e 94 07 0Of 19 7f 40 39 65 e2 6b be €3 a9 76 3f ec bf 93 e7 9b a9 8 e7 bf 96 f2 14 94 61 4a db c7 f5 d9 54 bf 33
7e c7 2a 69 2f 5f 9c 78 ba ef 5b 3e 54 ac 3c al 52 ab 65 a2 eb 92 38 2b 2a 8a 4e 78 cb b9 Ob f8 3c 93 b0 5b a5 e6 2e ec
45 9d d9 68 30 9d 84 a3 59 a7 d7 8b 26 d1 a0 df b9 9d 75 07 77 77 61 7f 32 3e 7d aa ea 05 18 f5 33 ed 45 83 d9 df a7 9d
db 68 f2 €9 d4 83 0a bd 88 87 6e a7 df 0d 6f 67 1f a6 93 c9 a0 4f 63 a0 ef 98 a8 87 41 7f 82 05 20 8a 70 2c d7 74 ea 44 35
88 11 27 bd a8 37 eb 0f 26 b3 c9 88 2c 43 25 24 89 fd 65 18 f6 3e 74 ba 37 b3 fO ae 13 dd ce 2e a3 f0 b6 77 ea 48 75 10 df
ee e87230badbf5c27177 14 0d 95 ch 52
Data Ascii: 70mi[TRek FjyPJgPsRK~@9ekv?aJT3~*i/_x[>T<Re8+*Nx<[.Eh0Y&uwwa2>}3EhnogOcA p,tD5'7&,C%$e>t
7.wHurOgwR

2021-10-28 23:41:24 UTC 87 IN Data Raw: 81 e3 05 be €9 99 96 ef 39 81 a9 1f 3f 1d 6e 35 92 7e 7b d6 75 6a 4c a7 09 59 6a 4b 6 61 ee 6e eb 1f Of a9 b6
a2 e9 4b b2 d4 9e 68 9a d2 d5 36 d1 52 ba 78 ca a7 53 92 69 8f 5¢c ac 96 9e 5b 5b 52 f1 cf d5 af 62 6d ac ea fa 9e 6b bb
ba 65 04 ba e7 1c 2f 1d 95 db 66 b1 39 4d e7 74 46 eb 45 69 50 72 05 b6 €9 db d8 a5 Ob 59 df 30 5d cf 32 8e 35 dc 27 33
ca 57 d7 e6 79 fa 42 56 a4 ca cb 92 9b b1 20 5c 8b 63 9a 86 ad bb be 65 19 d0 a5 5b 8e a4 65 98 2c 69 51 d1 94 66 da
92 ac 1f ca 5¢c ec 68 c6 15 95 e7 da 67 6e 57 f1 c4 9d b2 3c d5 d6 05 7f 66 2a 7c f0 44 b4 fa Of e4 a9 20 e7 62 61 47 Of 74
ac 6¢ 7b 86 ee 9b 7e e0 f8 ¢7 Ob 77 77 36 73 09 d7 72 5d df f5 6¢ €6 36 3b b0 2d cf 3d 96 18 71 7f 2d b9 3d 29 ad a8 10 5
75 38 db f4 6¢ d7 f1 03 db f1 Oc 4f 4a 8b 6b 92 2d
Data Ascii: 9?7n5~{ujLYjKanKh6RxSi\[[Rbmke/fOMtFEIPrY0]25'3WyBYV \ce[e,iQf\hgnW<f*|D baGti{~ww6sr]I6;-=q-=)u8l0Jk-

2021-10-28 23:41:24 UTC 89 IN Data Raw: ab e5 b9 16 2a 7c 78 64 d5 6e d7 c0 6d 7c 37 cf 17 64 f6 44 4e b5 c7 1c db 22 9a a0 8f 47 58 8d 6e c8 78 e7
b6 76 eb cc cd 34 f1 77 80 aa 26 ef 59 b2 81 2e 69 b5 d3 7d 56 51 el 81 60 89 2d 35 66 9e 1d 86 a0 6a 06 98 12 95 73 14
b3 a6 42 8a 19 15 dc 1b 65 cf 79 be 8d 49 cc 02 cf 00 7c a2 c7 a3 54 2d 89 7a 47 ac Ob 24 aa 64 13 b3 92 0d ea 0f a0 b1
18 6e e8 a6 63 01 83 8f 75 dc 15 f9 a2 20 ab c7 64 4a 78 36 b0 df b8 b0 89 1e 86 f1 c6 f6 7c b4 31 d7 36 7c 19 27 b6 c2
79d5 7158 12 6d d9 e4 23 c6 3b 16 eb 8a 20 38 1b a2 1a 7a 04 ca 14 4f 79 a6 81 06 22 11 36 14 54 e3 14 bd ab 49 0f 44
2229 85 a7 2b 69 4a 5a e6 db 4c 8¢ 47 b6 83 d6 e6 63 20 35 eb 41 d1 f1 15 0d b4 d5 6a 8d 01 67 c9 c6 36 f1 05 aa f9 ee
bb 13 19 a3 8e 68 32 81 69 39 68 76 4e a0 2b 96 d4 de e7
Data Ascii: *|xdnm|7dDN"GXnxv4w&Y.i}VQ -5fisBeyl|T-zG$dncu dIx6|16|'ygXm#; 8zOy"6TID")+iJZLGc 5Ajg6h2i9hvN+

2021-10-28 23:41:24 UTC 90 IN Data Raw: 45 4c 31 5d fa ba 65 b8 26 7a Ob 86 6d 4f ee 3 7f 8e a6 35 61 15 a5 32 dd b3 17 66 78 1b 71 5b 72 ea a6 fd b4
4e cf 35 f3 d4 d6 ae ae b7 3b fd Oe fb f4 b3 30 db 73 3d d3 36 41 51 c0 bd 2c 40 b1 34 e5 d4 03 9f aa 0d ef a6 b8 3d a7 3a
c8 cc 5a 3d 2b 1e 36 47 19 58 ¢7 34 c1 64 4d 89 59 a8 e3 2b 26 5d f1 89 08 65 3e 23 27 e0 29 35 91 d6 03 5f 79 03 a9
3e e5 f6 d1 72 82 20 70 6b 9e 63 db 9e 21 83 41 87 6f e2 81 ff 58 08 25 5¢ da aa al de {7 41 b4 5c dd c3 44 28 61 c1 48
60 cf d1 al a3 7c e8 ce 7f 6¢ 8e 46 b1 37 88 bf fc 8b 1b b2 62 7b 7f 5d 47 06 €5 b6 18 46 fb 96 Ob 7e 16 d8 81 d4 19 Of 98
a3 0f 92 Ob 1a 6d 1b e0 52 8c c6 d9 7f bc ca 36 8c le f2 0f 4b 5a 02 b9 f9 63 8b b7 65 f7 fd 89 ¢8 07 db 35 6¢ df 36 d0O d6
d1 db 3d 64 d7 bl 2d bf 1d 8c 7f 8¢ 2d f8 86 13
Data Ascii: EL1]e&zmO5a2fxq[rN5;0s=6AQ,@4=:Z=+6GX4dMY+&]e>#)5_y>r pkc!AoX%\A\D(aH'|IF7b{]JGF~mR6KZce
516=d--

2021-10-28 23:41:24 UTC 91 IN Data Raw: a3 9b 68 22 15 86 e2 3d f5 03 61 3e 16 62 64 11 84 el 32 bc 63 28 26 ed 40 f1 92 c1 4e Ob 28 aa e4 2e c5 e5
44 f3 fc 5d 38 le 4a 02 aa 97 85 77 02 37 al Oc 5f 8a b7 a9 9b e7 87 51 24 b5 67 d5 9 5f f3 fc b8 a7 da 82 ea fc bd 91 b8
ef df 8¢ 6f 25 09 d5 7f 3 79 7d fd 1f 50 4b 07 08 5d 1c 7c 4f 11 10 00 00 16 36 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8¢
04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 64 2f 03 00 50 4b 07 08 00 00 00 00
02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f
6¢ 6f 63 61 6¢ 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6€ bd 5a db 72 db c8 11 fd 15 44 f1 c3 ee 16 4d el 7e
71d6 71 41 24 28 c1 e2 6d 49 50 2a a7 5c c5 1la 8a
Data Ascii: h"=a>bd2c(&@N(.D]8Iw7_Q%$g_0%y}PK]|O6PK*Q_locales/id/PKPK)Q_locales/id/messages.jsonZrDM~
qgAS(mIP*\

2021-10-28 23:41:24 UTC 93 IN Data Raw: 59 dc 2a d2 76 93 3c 80 b1 d8 43 9c 14 03 53 c6 cb 2a 96 d6 c9 36 8f 4b de 62 5¢ 6a 2c a3 35 df 56 7e 99 86
0b d0 78 04 57 9b 90 eb 87 1d 04 4b el 9c 8f dd el 11 79 5c aa 96 82 20 77 11 08 52 ca e3 2c 5f ¢3 49 1a ee b3 ca 9f 04
94 48 db d2 a0 cc 13 2e 7a f0 c7 87 3c 2e 6e 97 €3 b9 de 29 a7 16 a5 3c al d8 06 b4 cb 27 bd 85 ba 62 18 c2 47 44 85 86
€146 f7 51 96 ef db 92 7f 98 cd 6e 1f 2d d8 52 34 ab 7a 31 2d 69 c1 cb 2f 0d b9 ac 91 50 4b 20 eb 34 ca f8 dc f2 fa af 19
4f 04 fc 40 d5 3f b2 56 1d Oe 08 b2 25 44 0d b6 20 4c 73 44 63 1d 2e a2 c7 e2 le 9e fa 85 3f 7d cd b6 51 5b ea 96 68 bl
ad ea 82 0f d8 3e 2f b9 55 ab 88 f8 5b 98 e5 8f 39 44 20 5b 7d 65 b5 56 58 62 €6 59 61 5b 07 a6 b6 7d 5e 4a al la 8f 43
6 1c 90 0d c3 30 fc 5f ac 66 b7 4f 96 18 50 79 ae 42
Data Ascii: Y*v<CS*6Kb\j,5V~xWKy\ wR,_IH.z<.n)<'bGDFQn-R4z1-i/PK 40@?V%D LsDc.?}Q[h>/U[9D [}eVXbYa[}
~JCO_fOPyB

2021-10-28 23:41:24 UTC 94 IN Data Raw: f2 b0 8a 3f c4 b2 2d 6b 8a a9 02 Ob al fb 2d ca 24 7f 98 9b 91 c1 Ob 34 e4 d2 4f e0 2a b6 41 a2 4a 6a 4b 97 2e

af fe 2d 7d 41 63 68 fO ab 9f ab 87 a2 2d 51 d1 ae a3 78 al Oc 00 1e 44 4b f6 b1l c7 41 cd 7b c5 3 5f 1e 6f f3 2c e4 8a 54
81 2f 55 85 c0 50 29 05 e5 48 88 3a 98 68 10 38 51 81 b3 Oa 5 22 3b 36 e5 df fa 18 c6 e5 e4 5e 5a 01 e4 1c c7 31 0b b2
43 17 af 08 aa 04 09 86 b6 96 65 6f cb ff 4a 3b ad 00 18 db 06 c1 9a b2 05 c5 4c 4a a5 5b 82 c2 3 d9 cf 73 23 ff 83 al 5¢
30 d9 1f 87 e5 d0 43 1a 07 21 5b 33 c1 ca 8e ee d0 d3 ¢7 83 20 b0 al 54 a0 76 74 05 fc ca b9 5b 17 a6 6a d9 9f af 19 ba
45 41 de 16 e9 5a 7a 83 0c 41 9f ac 2b 00 76 a0 bb 85 7d 26 8f 66 51 f5 64 10 86 ad 18 8e 86 €6 cb 86 €6 32 55 7a 8a 5¢
6fe4 f3 ab 14 1b 51 75 50 58 a6 a2 18 b2 cc 93

Data Ascii: ?-k-$40*AJjK.-}Ach-QxDKA{_o, T/UP)H:h8Q";6"Z1Ce0J;LI[s#\0C![3 TVt[[EAZzA+V}&fQd2Uz\oQuPX
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 95 IN Data Raw: €0 9b b7 7a fc d4 f3 08 3d 8b ce e5 ea f1 b3 al 68 09 a2 d3 e6 da e2 66 d4 9f 0d 88 85 e8 2b e5 a7 a7 ff 00 50
4b 07 08 db d0 86 a4 8f Oe 00 00 6b 2e 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 00 00 00 00 00 00
00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 74 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04
14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 74 2f 6d 65
737361 67 65 73 2e 6a 73 6f 6e bd 5a 69 6f db 48 12 fd 2b 5c 6f 80 39 e0 d8 bc 8f 60 66 07 8¢ 44 d9 9c c8 92 47 87 83
2c 02 08 6d 89 96 1b 43 91 1a 1e ce 4e 02 ff f7 7d d5 24 6d 45 dd f4 ec 2c 76 €7 8b 2d 5b 5d d5 dd d5 55 ef bd 6a f2 cb
89 al 1b 7e e0 db 8e 6b d8 be ef 98 ba 63 78 27 6f b4 2f
Data Ascii: z=hf+PKk.PK*Q_locales/it/PKPK)Q_locales/it/messages.jsonZioH+\09 fDG,mCN}$mE,v-[JUj~kcx'o/

2021-10-28 23:41:24 UTC 96 IN Data Raw: 67 ¢3 d9 36 03 1f c2 86 6b 6b 96 21 63 €9 df 80 f5 3a €3 6b d6 64 2b 96 56 b0 2c cb 11 fd 07 ce 9a 53 68 al 94
81 60 7f 43 9e 97 9c 95 f4 7f 52 21 ad 95 58 ¢9 9a 14 11 79 e4 d9 3a ad 05 11 97 9 be 80 b6 f8 a5 c6 f2 9e b3 0d 92 25
81 51 5d f1 94 7f fe cc fO 0d b6 ae 41 c6 a0 48 01 6b 8c 18 9c 2a e8 36 4d 76 1c 3b d8 71 92 5a 05 fd 1f c1 bb ab 33 31
€9 99 16 6b 1b 5a 21 8c cb 5c ec a6 5d f3 29 2d 7a 97 6f 72 2d 29 f7 29 70 12 33 60 76 50 59 8d 8f a7 58 15 f6 57 01 14
52 32 2f 13 00 07 c6 a6 a4 88 ca aa a0 5f c5 ae 89 2c ¢3 32 f8 03 5b ff 8e c9 c8 37 8d fb ed 68 33 6¢ bd 16 9 4a 31 68 55
04 2a a3 64 4f fb 2b d2 76 83 €9 d3 4e 5a f1 97 88 6d 62 0a fa b5 c9 c9 4b 8e f5 14 0f 10 9b 4d 41 da dO b6 16 08 02 d5
Oc 7c 46 aa 59 b2 54 aa 73 04 29 e5 3b 9e b1 46 fb
Data Ascii: gékklc:kd+V,Sh*CR!Xy:%Q]AHK*6Mv;qZ31kZ!\])-zor-))p3 ' vVPYXWR2/_,2[7h31J1hU*dO+vNZmbKMA|FYTs);F

2021-10-28 23:41:24 UTC 98 IN Data Raw: d4 2d 20 ad a7 7b 1e b5 c2 f8 20 61 d4 90 97 6d 66 09 be 6a cc 3c 52 1c 8e 81 d3 42 ef 01 98 96 5b 79 48 ba
ac de 51 06 d1 45 07 2b aa 64 cd 51 85 88 3b al 26 9a 58 ed b9 ca 90 33 da 8e 04 5e 26 c4 59 25 ee 62 d3 6f 3a 81 dd
4c 09 al ef eb 96 e1 9a 00 53 74 2b 9e cc 4d 3d 1a 80 98 9f 37 cc 8f b5 50 57 9d 68 df b2 0d da be 64 b7 07 01 9b a7 b6
76 71 f9 19 b6 Oe fd fe ae 9d Oe 9d 94 69 9b a0 43 d0 ba 05 90 91 44 ee 98 ce 1d 6d f4 e1 05 72 c3 ec 5f 93 bd f0 47 39
4a ba d9 80 63 d3 84 9e 31 25 6a 9b 71 29 ce e8 74 88 06 c1 88 42 37 €9 81 af e6 7 ee 4e €9 c0 12 18 19 04 81 2b e8 d4
b6 3d 43 ae 28 1c 2c e5 14 cfea d6 c4 12 c8 e4 fb a0 6e 57 f7 20 ee a5 6a 1la b6 f0 21 3a fc a7 59 9f ef 11 fe 5a 22 50 2c
8 af 63 02 48 2e 8b f0 ca b7 5¢ dO 7c 60 07 12 3c 7f 25
Data Ascii: - { amfji<RB[yHQE+dQ;&X3"&Y%bo:LSt+M=7PWhdvgiCDmr_G9Jc1%jq)tB7N+=C(,nW jl:YZ"P,cH.\|'<%

2021-10-28 23:41:24 UTC 99 IN Data Raw: 32 7f af 28 1f c5 eb 58 07 2e 2e c3 c9 05 a4 cbh 2a 9e 84 28 9b 1b 69 05 aa bb 5c a5 f9 0d aa 4d 96 4e 8a b7 28
14 d6 6d 07 20 b7 8a f2 23 32 85 f5 22 5e 8¢ a3 95 54 18 8a 57 0d 0f 8c 9b b6 10 2d 4b 2b 18 06 el 35 al 98 b4 03 c5 c3
db 27 2f 90 a8 52 b8 14 37 e6 dd f8 eb 70 39 97 Oc 54 6f b2 3d 19 8¢ 43 19 be 14 ef f1 75 €3 €7 51 24 d1 b3 ea Oa ae 1b
bf 9c a8 b6 a0 ba 8b ee 2c 6e a6 e3 e5 95 64 al 7a 17 fb f1 f1 df 50 4b 07 08 35 c9 27 78 2c 0f 00 00 5d 2f 00 00 50 4b 03
04 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 77 2f 03
00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00
00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69
Data Ascii: 2(X..*(\MN(m #2""TW-K+5'/R7p9To=CuQ$,ndzPK5'x,]/PK*Q_locales/iw/PKPK)Q_locales/i

2021-10-28 23:41:24 UTC 100 IN Data Raw: ec 9e a2 al 4f cd d5 3c 24 44 ec 4b f5 39 af ¢9 4b 80 9a 10 2a e0 d3 02 fb 36 26 3a 72 ce c2 d4 2b 15 44 3fcl
41 75 da 4a 5b 1a 27 ad 68 85 9e ac d0 46 49 ad 04 53 fO 5¢ 40 be 4c 4a 10 91 7e b2 8b 7c 6e 4d 02 95 Oc 24 6b €0 39 81
7d b2 56 6e b3 5e ac Oc ¢7 b9 62 80 03 2d c0 db 14 6 0d 10 6e 12 31 11 ec 03 38 d8 36 d6 fd 03 ba Ob 81 2b Of 1f 69 e4
1c Oe 49 fd f8 b2 el a2 54 3c e7 cc 8a 32 fa Ob 0a 99 36 fe ec 62 c7 3c a0 €9 c5 11 81 dd Oe 25 71 17 54 e6 ad 1a 2b ee
c6 6f 40 d6 88 41 c0 79 e0 fb 94 2f d4 7f df c5 77 89 95 7f ae el 89 2e 20 al 5d 5¢c 03 6¢ 91 8d a3 f8 11 46 11 5c 4f 79 cb
bc 48 84 22 8e 57 36 ba 22 ee 39 15 14 66 b3 89 21 38 af 61 d7 2b b0 2c 38 ¢7 f1 95 33 b9 5b 2f 43 6e 09 14 a6 31 87 b5
ab a7 al 8d 63 6e 3d 87 77 3b 83 eb 50 7c dd f1 83
Data Ascii: O<$DK9K*6&:r+D?AuJ['hFIS\@LJ~|nM$k9I}Vn"b-n186+il T<26b<%qT+o@Ay/w. \IF\OyH"W6"9f!8a+,83[
/Cnlcn=w;P|

2021-10-28 23:41:24 UTC 101 IN Data Raw: c6 4d f2 5a 13 8d 01 35 68 fc ae fe 3d ¢5 02 60 b4 82 5c de 33 5a 02 09 7c¢ 4d db ¢5 2b ¢3 13 ¢8 64 e5 8c 0d 00
48 53 Oe 85 24 32 c8 1d 3f 05 65 62 13 f9 6b 0a aa 9c c4 12 4a 43 d1 Oa 5e aa 23 67 be b8 37 73 e9 c5 81 af 08 f3 de 96
9f 23 7b bc fc de e7 ec al d4 df ef 98 3d d1 46 5b c0 10 09 87 fc 0a 51 1c d2 ec 56 bf f7 a2 1a 8e 27 b5 e9 bb ad 4c b8 82
e4 60 al 6¢ 13 46 4b 46 18 ¢3 66 c2 44 7b 20 41 71 d4 3b d8 ac 9f 68 01 b6 a4 52 5a 40 30 e0 77 c6 b2 4d 23 5e 09 b2 8
06 5f ef b5 82 3f 06 87 5c¢ fe
Data Ascii: MZ5h="\3Z|M+dHS$2?ebkJC #g7s#{=F[QV'L IFKFfD{ Aq;hRZ@OwWM#"_?\

2021-10-28 23:41:24 UTC 102 IN Data Raw: 38 5e a4 11 7b el ba f1 8 82 73 ee f6 96 54 f2 7c 16 1a c4 1531 79 5¢c 47 78 ab c¢3 63 1c af 1d 49 1c 05 44 72
b0 1f 3c bc 4c 1c 3e 82 a8 a0 c2 16 b9 5b 88 52 al df d2 76 6d ea 36 2e 91 a8 ca 03 a9 c4 3b 50 09 9b 96 5e 23 57 62 5b
Oc 5a ac 9e 2d fa 43 92 98 13 af e2 b6 c1 93 b6 f4 Oc e3 e7 06 ce 60 5d a8 b5 36 4d 98 e0 65 13 11 70 98 82 bc fd cc 86
88 37 ba 50 0f f1 a5 1c 82 Oe 04 6f 06 fO 15 7c 95 41 48 d8 8a f9 bd 21 d0 98 12 0a 94 6f 70 cb df ab 74 d7 c6 46 {7 50 4d
fe ba 61 cf 24 65 ff a7 2c 9d b8 62 f4 41 f6 1a 5e Ob 6a cf cd Oe 7 cd 40 6d 55 a0 6e 87 6¢ 7f 4d 01 1b aa e7 99 f5 6b 93
02 c0 90 24 40 be 94 a5 69 79 f2 0f 5f 36 00 29 af 1f eb cc 27 2d 4b 67 cd c1 12 15 57 00 1c a9 19 07 b2 63 9 35 26 71
68 08 c7 74 8a 70 94 c3 31 31 5f bf f5 a9 b5 bf
Data Ascii: 8MsT|1y\GxcIDr<L>[Rvm6.;P #Wb[Z-C ]6Mep7Po|AH!optFPMa$e bAN@mUnIMk$@iy_6)-KgWc5&ghtpll_

2021-10-28 23:41:24 UTC 103 IN Data Raw: 86 22 54 d1 88 24 79 a2 e5 44 91 18 74 42 f8 15 be f1 49 ad 1c be 0d 43 7c f8 f6 13 b5 72 94 95 01 96 90 9b
la 2c a4 08 44 96 53 af b9 ¢5 96 57 ae 16 c4 52 a2 24 88 12 a0 f2 03 35 1a 11 25 30 9e 82 a7 86 d1 90 2a 54 29 1a 15 le
7a333d 98 0d 47 b3 ac 04 36 al 39 86 93 d2 51 42 a5 7d Of 4f b3 10 08 13 ff 67 22 4a a4 9f 75 26 53 c8 55 25 e0 cb 88
a8 1b ce 60 46 49 41 aa 08 8d 9a 7a 19 30 4a 01 80 eb 2f 10 7d c0 4f 63 c9 8b 7a d7 94 22 57 7 af 0d 71 95 98 41 8b d3
€9 8f b2 ec b7 30 99 51 ff 4f 25 4e 84 Oa ce c4 fb b7 1b 08 8c 60 af 42 41 c2 61 b8 38 89 5f b2 d1 db 10 10 10 5d d6 38 89
48 86 a0 06 69 37 10 21 32 04 35 40 13 a7 50 43 93 30 ed 86 ff d4 63 03 8d 09 e0 cd dO 64 a9 b1 a0 38 91 e9 e0 ac 33 e9
le 52 46 46 8d 03 50 84 de 0d a7 50 al 0f c6 67 84 fb
Data Ascii: "T$yDtBIC|r,DSWR$5%0*T)z3=G69QB}0g"Ju&SU% FIAz0J/}Ocz"WqAOQO%N BAa8_|8Hi7!25@P
COcd83RFFPPg

2021-10-28 23:41:24 UTC 104 IN Data Raw: f2 9a 48 a9 98 42 43 68 ca 5a f2 2e 01 ca 90 a4 al 56 c1 6a 62 21 4b 4b c5 18 ac 4f ea da e7 73 50 64 3e ca
4193 8b 9 cf 9f e dc 5e 15 1f 7e be ac eb eb ea 6 19 1d fc 4a 3e 7b €3 d5 11 83 a4 cb 06 21 6f ae cd 97 5f €9 e7 cf d3
d9 c9 70 92 ff 91 cd be Oc ba 78 6f 32 71 5¢ 2c ef a4 ¢5 Oe d2 22 34 38 db 80 Oe dc 1f 65 f1 €0 0d 2e 6f de 55 57 7 db e3
9f 5f bb ¢7 97 a0 7f 21 a0 36 10 Oa fe ¢7 20 4d 2b 82 d4 db 2e b3 0f 1e 0f c6 17 e3 b0 10 3c 97 50 28 d3 16 cc 66 b9 e2 Oc
31 3c 6¢ ed 57 86 c0 33 a2 ab dd a5 ed 80 47 00 24 01 9c b8 ec ad 98 95 ce 5d f4 16 48 48 b1 86 bf cd ba 6a 9c c6 40 45
27 44 73 ae 61 6b c6 39 67 d8 de 3b 5 88 19 4a 04 05 20 a0 2d 94 70 aa al 16 22 5 8c 9a 8d 43 03 0d 18 el €0 dd 46 29
a6 8c a0 04 6a 82 a5 c8 1la e0 d9 db a5 e0 1d a0
Data Ascii: HBChZ.Vjb!KKOsPd>A>"~J>{lo_px02q\,"48e.0UW_!6 M+.<P(f1<IW3G$]HHj@E'Dsak9g;J -p"CF)j

2021-10-28 23:41:24 UTC 105 IN Data Raw: d5 f5 bb cb cb 9b 30 b1 95 8c ab 76 28 28 b9 02 1b 2a 66 b4 06 3c 60 89 a4 48 46 81 de 81 b6 90 4f fb ce 45
aa 3a c4 bd 6¢ a8 68 29 dd fO 5f 5a 4b 5d d3 8c cd 4d fO b3 83 c1 e3 c1 8b 71 43 c4 48 88 5¢ 6e ac 54 d0 db 4b 95 b6 de
e7 a3 10 03 06 9b ed 07 40 07 56 33 83 57 ef 1f 1f bf f7 3f dc eb 1c ac dc 3f c4 49 93 57 73 2a 27 85 20 €0 16 9a 29 03 ca
d2 44 50 f4 b8 ea 5e 69 el al 09 al 72 01 ce 5c c3 62 42 b1 08 c9 3b 1d 2a 34 7c 1f 2e 4b 52 80 2c d6 70 8 2f 54 6d 4a
2c 2a48dc 63 e0 67 70 db f1 3a 3a 1e 08 e7 3d d2 d4 a4 8b b6 be dc d2 Ob df 83 20 07 eb d2 56 28 25 09 17 Oa 82 89 b8
1310 a1 50 20 de cb 41 54 d7 ca 78 16 a0 a2 bf e3 5a d6 64 ea c1 72 76 3a 68 05 54 b2 c1 de d1 fO e6 4e 5b 18 a9 18 al
50 ce 99 85 62 a8 2c 7a d6 1b 1b 60 1d 25 ca 78 18 71
Data Ascii: Ov((*f<'HFOE:lh)_ZK]MgCH\nTK@V3W??IWs*' )DPAinbB;*4|.KR,p/TmJ,*Hcgp::= V(%P ATxZdrv:hTN
[Pb,z"%xq
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 107 IN Data Raw: €9 2c c7 f9 74 f5 fb 72 78 9a 2f 5e ef 53 c0 aa 61 42 61 34 9c 8c b2 d3 d5 3 e5 62 31 9d a4 3c a4 97 5d 53 Oa
d3 ¢9 02 04 00 2e b2 b9 93 69 9f 08 36 4e 4c 88 8¢ f3 f1 6a 32 5d ac 16 b3 44 Oc ac 43 4e d6 1f 67 d9 f8 f9 70 f4 72 95 9d
0d f3d3 d5 71 9e 9d 8e f7 09 61 d7 dd fa 09 1d 4f 67 67 ab 71 36 1f cd f2 73 54 2c e4 6¢ ab 9f da 8b 6c 38 ce 66 fb 34 b0
ce a9 9f c6 f9 6¢ 7a 76 be 48 d4 93 8e 6f fa 49 cc b2 df 97 f9 2c 4b 54 83 4d 8e fa a9 2c 5e 9f 67 07 cc 9d Oe 7 13 52 67
f9 6¢ 36 9d €5 93 93 d6 77 57 f3 e5 73 a7 23 f8 2a 71 63 04 48 25 04 27 d9 e2 d5 74 f6 12 fc 8 f8 38 9b 39 77 7c 95 1f e7
89 be 11 ac de 4b aa 4f 40 ec 9d a2 5e 22 f3 el 59 86 b2 82 9d d3 f4 52 79 e5 6¢ b6 3a 1f 25 aa 49 f1 4d 4a 63 ba bf Oa
bb 5a 9a 2c 3b 9f e5 17 c3 d1 eb d5 78 b8
Data Ascii: ,trx/"SaBa4b1<]S.i6NLj2]DCNgprqaOggq6sT,lI8f4lzvHol KTM, "gRgl6wWs#*qcH%'t89w|KO@""Y Ryl:%IMJcZ,;x

2021-10-28 23:41:24 UTC 108 IN Data Raw: 67 39 8e 47 8a 49 9e 6e 7d 8a 69 91 39 64 e2 78 dc 73 5¢c a0 b1 a0 8d f2 06 94 ad 80 Ob 7a a9 Oa a7 25 7b 59
74 cc 2b bb 56 a6 24 b0 e5 5a 3a 73 85 f4 6e ae b1 a0 37 b9 30 b3 71 0b 56 29 69 44 el b5 96 b0 11 al 2d bf 85 fa 50 5e
d5 54 a6 54 e0 44 1c d1 4a 66 2a 27 3f 2c 82 e3 d6 fa bf e9 72 93 d2 5a e3 ee df 4b 74 4a 2a d9 79 94 46 dc 26 b6 d3 48
bb b1 00 29 7e 12 ee f2 38 f1 c¢5 8a 20 80 31 c6 49 el 95 0f d6 b3 ce c0 93 4d c7 5d 25 01 17 ba 28 7c el 4c a5 5b 26 18
ed 8a 3c 77 e7 aa 69 3c d5 56 23 15 2f 40 39 95 33 85 f5 ¢1 58 27 1d eb 98 f0 f5 23 €3 13 95 e5 9a fa ca ba 13 5d 2b 74
7056 80 ca 2b al 84 f6 5b ce 18 9d dc ca 85 b4 1e 0d 47 ed c1 68 72 de ed bd 7c d4 3a bb be 7e f7 61 d1 7a 71 fd 47 74
18 be d8 bc fa 5a 18 2b b7 91 58 8f f6 99 94 65 9 a8 ec
Data Ascii: g9GIn}i9dxs\z%({Yt+V$Z:sn70qV)iD-PATTDJf*'?,rZKtJ*yF&H)~8 1IM]%(|L[&<wi<V# @93X'#]+tpV+[Ghr|:~azqGt
Z+Xe

2021-10-28 23:41:24 UTC 109 IN Data Raw: 99 6e ef ad a6 8f c2 7a c1 74 99 a9 4c 37 8f 38 5f b3 ef 50 30 b2 51 d5 cb d9 e8 3e 3a 78 b8 65 61 €6 53 ef da
54 c4 bd 4d 31 29 56 8a 04 0d 95 9b f2 92 cd 55 3¢ 93 b8 d2 41 71 d1 Oa a7 79 38 f4 26 5f 8f af b9 c0 87 38 f0 6a 53 64
3b 0d 98 97 64 3a 5f 9f aa 51 be 6b 14 56 91 48 9b 6¢ a2 55 38 89 44 8d 15 36 57 d1 4f 8b 8b ed c6 b0 77 09 ef 70 7d fd
b9 4e ec 10 f5 8f 32 53 eb 9f 06 fb 78 3f c3 48 e5 d9 fa 78 14 cd 4f €9 3e b7 2b 66 23 64 a2 1e d4 5e 27 3e d8 85 65 1d 48
50 eb 43 06 2a ff 94 12 3d bc 34 11 77 a9 db 4c 9f 04 22 95 04 29 6a Oe 78 45 be d8 e1 36 9b 06 bc 79 a0 ed 8d af 79 03
bd c6 54 d1 48 3 b5 10 02 92 5f 07 79 11 24 df 7c eb 33 Ob b8 be 3f 23 6e 6¢ 34 2e 9b 6f 57 8¢ 39 52 7e 52 bb 6b a6 8a
bf a5 53 16 1a f2 37 5d e5 60 42 59 0d 39 3e 7b 4a
Data Ascii: nztL78_P0Q>:xeaSTM1)VU<Aqy8& 8jSd;d:_QkVHIUSBDEWOWpIN2Sx?HxO>+f#d"">eHPC*=4wL")jxE6YyTH_y
$|3?#nl4.0WI9R~RKS7]'BY9>{J

2021-10-28 23:41:24 UTC 111 IN Data Raw: 87 1c 98 b9 50 1c f9 49 51 ae 91 ab 2e Oe 1c el d8 91 16 61 5e 44 Oe a7 78 80 a3 37 42 95 5¢ 5b 7 5b fb 23
39 d4 be 9a 47 8 fe 33 ee 3f f4 95 5 fc 0d 90 b1 df 3c ce 3e 35 b4 ac 8b ¢7 0d ab 46 ab 7c be 79 b9 1f dd 21 d9 31 e3 15
d0 24 1e 16 44 16 ed a5 16 08 20 74 57 08 25 ab fe 33 a4 73 06 60 33 eb 25 91 a7 al c8 ad d1 4a a4 9e d8 49 08 38 00
36 04 a4 de e0 8a 05 84 83 Oc 4c¢ bb 2f 1a e7 eb 23 91 5 58 b1 b0 6e e0 5b Ob 56 19 30 cf b7 a6 1b fa 2e 81 22 8d 6a ea
23 4e 27 a9 67 4c 12 00 ee f8 a2 ea 43 55 15 3b 69 04 1d 02 c¢7 b5 53 74 ¢8 87 cc 26 37 ca a8 ff 42 79 e5 ¢3 54 67 a9 10
6 2c ce ae 30 Oe 18 91 86 6¢ d3 09 e7 aa 79 7c 78 c3 27 6b 18 af 46 fd 6¢ dc a0 17 69 b9 aa 46 6¢ 25 58 a4 91 06 f2 57
7a 07 03 ee le ef b0 95 ed d1 3b c9 06 c9 2¢ 15 0f b7 76
Data Ascii: P1Q.a"Dx7B\[[#9G3?<>5F|y!1$D tW%3s 3%JI86L/#Xn[VO."j#N'gLCU;iSt&7ByTg,0ly|x'kFliFI%XWz;,v

2021-10-28 23:41:24 UTC 112 IN Data Raw: d2 ef 93 08 ¢6 54 03 f2 04 c6 bd 2e 40 85 {3 f3 ee 59 97 el 09 77 5f Oe 47 ab d3 1d 9e b4 07 9d 4a 52 a7 dd c1
45 9b 33 45 ee 46 52 8e d6 69 b7 57 d6 ee 65 02 96 dd 63 82 0f d7 f1 e7 08 d5 34 32 41 9e a9 9b 72 24 7a 6d Oa bf e8 53
e5 b8 95 fd 97 d4 ¢5 d3 87 04 71 2b 07 65 e5 60 99 73 73 37 27 71 04 32 cb b9 27 58 €5 96 d7 a6 46 7c 29 93 a0 64 09
70f1819bdlcc 1218 8e cl 52 a9 37 e4 aa 15 1c 8d 1a Of 3d 1f 9f 4d fa 83 49 59 01 1b aa 8e f4 8e df 2c al 4a bf fb af
4a 0a 84 99 87 03 67 89 9c 96 ed d1 18 62 55 05 f8 4a c6 eb d2 5b a3 b2 a4 20 54 50 a5 e6 9e b7 95 a5 00 cO 5 6f e0 7d
c0 4e 73 c1 8b 7b dO 1c 47 2e c6 af 2d 7e 95 b9 e3 21 4f e7 74 50 96 ff a0 c1 8¢ 7b 00 77 9e 08 e7 9c 99 47 f0 6d 21 30
00 59 d1 83 d0 5b 29 f2 24 fe 56 Oe 5e 52 40 c0 d4 fb
Data Ascii: T.@Yw_GJRE3EFRiWec42Ar$zmSq+e'ss7'q2'XF|)dpR7=MIY,JIgbUJ[ TPo}NS{G.-~!OtP{wGm!0Y[)$V " R@

2021-10-28 23:41:24 UTC 113 IN Data Raw: 7f cd 17 a2 f1 05 b1 56 d2 17 5d Of fc Of 0d a5 1d 97 cc 69 66 ad 50 4e 70 4e 55 9d aa f6 71 ce 6d d9 c8 38 95
19 86 ec 44 76 1b cb 9c 54 a9 8c af 2b be ec dc 84 82 af cb 2¢ 22 42 54 20 1c ¢4 91 3c 99 d3 99 10 50 90 a0 c8 e7 4b d8
6d 32 9a c0 70 cb c5 93 8f ef 3f dd 15 ef 9f dc de dc dc d7 Of cf f8 e0 67 f6 39 14 3b 5f 52 b5 af 21 00 Oe f9 e5 67 fe f9 {3 6¢
7e 36 9c 4e fe 91 cf bf f8 97 57 c1 a5 37 e5 80 7a 5a a4 4f fb a5 62 47 03 de a2 4b 9f f0 ed c3 db fa ae 5f fe 8f 5f 93 ff 12
ed a0 14 2a 2b e3 70 3b fO 4b 67 8¢ 40 9e d2 da 4d 03 a6 4f 07 e3 ab 71 14 44 c0 30 Oe c0 72 30 9f 93 99 14 94 07 58 5d
9d f8 32 6f 3c 5a 89 42 b5 ¢8 5a f1 4d c0 1f cd bc 87 6¢ a8 6a 96 57 de c3 da 86 42 67 6d 07 98 84 05 ae 31 66 a4 34 78
97 90 52 Oa aa 94 b3 f6 69 ce 14 07 10
Data Ascii: V]ifPNpNUgm8DVT+,"BT <PKm2p?g9;_R!gl~6NW7zZObGK__*+p;Kg@MOQgD0r0X]20<ZBZMIWBgm1f4xRi

2021-10-28 23:41:24 UTC 114 IN Data Raw: 16 2d 8f 06 0a a0 5d a0 3a df 06 39 b7 a3 d7 2e 63 da 55 a2 48 36 63 7b cb 23 75 8c {8 ad b9 da 61 79 Oc 6 3d
a4 cb 58 52 6f Of eb 61 b3 d6 4c 33 a9 d0 06 82 bf 08 ff 13 ¢5 5¢ 74 68 42 75 a0 67 €0 5d 36 ac c6 2f b6 16 ec 64 35 3f ef
90 c2 43 b8 f5 c9 3a 88 2d 8a ff 20 db 9f 2¢ 36 6b 40 73 87 c6 0a 85 1f db 46 4f ea a8 b9 7b d8 f1 3e af d9 16 2b 07 68 €0
ed f9 27 ff 89 0d 3e 2a 4 8f f1 3d 99 83 3b a4 33 f0 8f 65 9a 81 3f 7c 3d 07 10 ¢9 a7 17 51 dc 00 d5 el 55 cf ee 60 28 el
3449 12 1c 8b a5 38 c0 91 f2 1b ad 8a d8 c9 42 33 ba 67 cd 11 1d €0 06 €0 5¢ 8a c8 a4 c6 38 ac cd 3e 9f 74 02 2b 46 08
5a 85 28 €6 84 6d fa 19 59 c3 {8 65 a7 c4 22 7e fd 04 28 8¢ 04 b6 48 ca 37 df 86 al 61 4d 19 43 26 73 14 30 6e 1c bc 85
¢4 22 d6 44 91 9c Oe 6a c4 60 ff 9d fd 4c 43
Data Ascii: -]:9.cUHBc{#uay=XRoal 3\thBug]6/d5?C:- ,6k@sFO{>+h'>*=;3e?|=QU’(418B3g\8>t+FZ(mYe"~(H7aMC
&s0n"Dj’LC

2021-10-28 23:41:24 UTC 116 IN Data Raw: cf da d8 5d 2f 56 cf bd 8d f0 a7 24 8c 09 €6 90 28 9c e6 cb 57 b3 f9 4b c4 d1 e9 69 3e f7 el f8 6a 72 3a 49 ec
4d 90 cb 5e 55 7d 1b a4 ee d3 f6 2a 59 Oc 2f 72 72 29 d4 00 b9 57 cb 2b ef b3 f5 €5 28 31 4d Oa ed a9 8e d9 al 14 75 69
25 11 bb 9c 4f ae 86 a3 d7 eb f1 70 39 5¢ af 16 c3 b3 9c 48 a7 e4 e2 48 a2 66 el f9 16 5d 5¢ 28 3c a3 e5 cf 67 67 49 79
24 7a 47 42 78 b9 ba 5¢ 5f 4d 16 93 e7 93 10 64 bd 2e 25 ee a2 a6 da 66 a7 ch 57 ¢3 79 7f e4 53 c8 9a 68 59 4d 5f 4e 67
af 12 59 aa 95 4f 64 af 26 e3 bc bf da 13 9c a8 47 c3 e2 62 36 5b be 98 €6 8b ¢4 aa d4 bd e8 44 c9 eb 3c 05 2b e2 be 59
90 5b 9c ad 4f 51 90 11 bd cb 19 b0 66 91 94 2f ea b8 bb 95 84 a5 50 6d c6 f9 74 92 56 2c ea 84 7f 5f 6e 39 b9 c8 bl e0
24 f1 88 d1 73 2b 78 11 d0 6¢ 9a 8f 96 cd aa 13 fb 10
Data Ascii: [/VS(WKi>jr:IMAUFY/rr)W+(1Mui%Op9\HHf\(<ggly$zGBx\_Md.%fWyShYM_NgY Od&Gb6[D<+Y[OQf/PmtV
,_N9$s+x|

2021-10-28 23:41:24 UTC 117 IN Data Raw: 15 52 17 79 be 5¢ a7 da 07 88 36 62 6f a2 a4 d7 ac fd al 95 1c 0f c3 e4 cd 77 fc 07 fe f1 08 96 6d d7 e4 36 fd
92 af 17 69 51 72 93 5a 31 fe 5 36 cf aa 34 ab 98 7d 6f Oc be 93 56 58 fa d9 e4 3f 3f 9b 28 2d b0 6 16 28 35 d8 47 4f 4f
1d ce 9a 6d bf 1c fa eb fb 53 12 ef cf 75 aa eb fa f7 a7 €5 96 64 ed 17 a2 7d 29 d2 bb 7 9f 8f be 54 d5 b6 7c 77 7a 5a d6 db
6d 5e 54 27 4b ee a1 93 db 7c 73 7a bb 73 f1 29 c9 ca 9f d3 e2 d4 Oc 78 96 7f 3e d2 2a 52 2c d3 Oa f2 b3 39 82 64 f5 f9 a8
55 cc le a2 dd ae 49 59 e2 c7 22 fd 6f 4d 8b 74 f1 56 58 04 c1 6¢ f9 b6 fc 92 ff 8¢ 1f ff 51 e5 db 93 b2 be bb a3 b7 14 9b
eb a7 e9 62 4e 6e 99 2a ee 02 e4 82 e3 39 a6 8d 67 7a 96 a9 7b ae 21 47 1a 32 7d 8d 53 a7 da Oa 86 66 b0 89 d0 77 bf
fb 18 95 5e 36 7e ed 18 4c¢ 71 Oc 0a 33 95
Data Ascii: Ry\6bowm6iQrz164}oVX??(-(5GO0OmMSud}) T|wzZmAT'K|szs)x>*R,9dUIY"oMtVXIQbNn*9gz{!G2}Sfw 6~Lq3
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 118 IN Data Raw: 2e 8d 4a 6f 5b ae 8d 46 d2 41 2f e9 59 8e ec f5 83 2e 32 4b 59 98 ac 88 88 ef 8a 4d 01 a8 d0 65 b2 3e d4 b7
51 7a c030 75 db 95 02 f3 8a cc 01 3a c0 73 86 36 9b f4 b0 97 df 7 c4 31 9e 54 6a {7 34 e5 d9 8d a7 ec 80 8d f9 ec 45 fb
7 5¢ 10 4e b4 1f 53 aa 15 00 19 2a b0 69 2e 70 1c 8c 59 88 02 b4 59 4c 92 07 3¢ 05 5f 50 59 d8 98 61 07 ae 04 4f 26 5b
d8 01 dc 6e 22 e3 45 07 da ea bc 05 7d 2f d2 e7 76 f3 e4 8f b4 95 af f4 8d 6d 3f a2 70 ea eb 6d el ef ec 04 ab 22 af b1 6d
f4 27 79 d5 74 84 8e 69 b9 6d 43 e2 80 fe 01 ee 4c df f3 00 50 81 ee 18 52 30 83 a1 d0 0d 3b 4e 21 e0 39 Oe 9b 11 38 01
68 1b 18 80 cc ¢3 f8 3c al 25 9d 1f 7a 42 Oc 7c Ob cf f2 41 bd c0 43 c0 59 a4 d0 09 9b 7a 44 19 ab dc 6¢ 69 0d 6b d9 44
a9 73 7e f0 08 66 8b 48 bd af b3 25 70 82 c5 2c e2
Data Ascii: .Jo[FA/Y.2KYMe>Qz0u:s61Tj4E\NS*i.pYYL<_PYaO&[n"E}/vm?pm"m'ytimCLPRO;N!98h<%zB|ACYzDIikDs
~fH%p,

2021-10-28 23:41:24 UTC 119 IN Data Raw: 82 48 88 d2 7d 33 4c 8e d9 4d e6 b6 b9 d6 4f 8b 07 44 03 Oe bc 25 e4 a4 58 e4 62 9e 96 84 63 4d dc 26 8b 19
67 b0 3 7f b6 dc 7f 9d 80 dd c2 79 ba ef 5b 3e 5a 02 36 fb 93 5b 8e dd 5c 6a €7 b7 ae 4d 7b d6 89 76 d3 78 94 b3 a3 d7
c7 4f d7 51 2f Oe 67 a3 c1 74 12 8d 66 61 af 17 4f e2 41 12 5e cd ce 07 d7 d7 51 32 19 1f da al ba 62 95 f5 4c 7b f1 60 f6
d3 34 bc 8a 27 9f Oe 35 a8 d0 55 d2 70 1e 26 e7 d1 d5 ec 6¢ 3a 99 Oc 12 d9 06 f9 0a 53 d6 30 48 26 d8 00 ac 88 c6 6¢ 4f
87 4a 54 fd ac a4 a4 17 f7 66 c9 60 32 9b 8c a4 6d a8 f8 b6 24 df 8f a2 de 59 78 7e 39 8b ae c3 f8 6a d6 8f a3 ab de al 22
d5 bd 48 b7 a2 fe 60 74 3d eb 45 e3 f3 51 3c 54 6e 4b 31 20 eb d6 f6 21 0a 7b d1 e8 50 87 8a 50 76 eb 18 8e 06 d7 c3 89
e4 le b9 7f eb 56 31 8a 7e 9a c6 a3 48 72 8d aa 73
Data Ascii: H}3LMOD%XbcM&gy[>Z6[\iM{vxOQ/gtfaOA*Q2bL{ 4'5Up&I:SOH&IOJITf 2m$Yx~9j"H t=EQ<TnK1 {PPVV1
~Hrs

2021-10-28 23:41:24 UTC 121 IN Data Raw: bb 54 ab a4 89 be el ff ac b5 6d b2 13 4f a0 4f 49 bc d5 e8 fe 91 6e 9e d3 a7 72 cb be 3d 27 f9 86 2e ea 7b 33
ba ce 8b 32 4b b5 a7 0a 6f 91 97 1c ce 58 ac 37 e5 6f 42 1d 28 e2 78 ae 63 39 c4 d4 7d e2 da 97 da 44 71 c6 65 96 71 8e
d5 64 94 eb 46 77 94 03 58 86 67 c1 30 Oe 64 3d dd 70 5¢ 53 bf 44 78 48 56 71 Oa d5 e2 dd 96 ab 2e 00 17 02 c1 36 Oc
dd 22 8e 67 9a 3a 70 88 69 4b 08 83 38 39 ac e2 67 be ae 5¢ 4b Oe cf 71 b2 4a Ob 2d a7 Oc 95 2d be bc d1 fa 7c 91 ab 43
79 ad 89 07 55 cf 31 93 5d 12 17 da b3 70 43 06 ac 1b f1 60 9b f8 04 4f b6 5¢ 9d 78 86 e7 db 9e ac fa a5 d2 8f b9 ec 52 c7
74 1c cf 71 2d 66 48 cb b7 4c d7 91 17 fO 4c 13 28 4a b7 62 cd 1e 81 d9 0d d7 72 6¢ cf b7 6¢ 57 77 a5 98 9a ac 2b 4b 9b
ch 72 2b 1e e3 d9 c4 f4 5d 9b c0 51 06 31 88 €9 c9 ea
Data Ascii: TmOOInr="{32KoX70B(xc9}DgeqdFwXg0d=p\SDxHV(q.6"g:piK89g\KqJ--|CyU1]pC O\xRtg-fHLL(IbrlIW
w+Kr+]Q1

2021-10-28 23:41:24 UTC 122 IN Data Raw: 98 fc 6e 99 9¢ 56 9d 5¢ db a7 f8 9a 08 ed b6 b5 81 56 07 f0 f3 a3 6d ae 1b 5e ca ba e6 5a 78 01 Oe 62 2a Ob
b6 09 1d 33 ad b1 6b 6d 47 6e c5 c6 40 4f 30 44 99 95 b5 08 4c b9 2a d7 f8 9d af 6f 4d 37 7b 3e Oe fO c4 cO c8 66 82 47
a0 5a al 8f 23 39 4c 89 66 33 ca 5¢ 97 7c 84 4b 35 e3 e0 f2 a9 ee bf 09 2c 07 f3 89 6d b2 4c 25 86 6d a2 f4 49 83 1b 0f 4a
3187 70 a6 6f 19 €8 13 18 6d 2c d7 43 ab 70 2c dd 93 72 f3 58 d8 f6 59 7c 10 Oc 8d Of 2f 22 b4 61 b2 7d 46 f3 26 0d 58 a8
cl 6¢ 48 56 9a 88 44 2d f2 f3 09 a8 3c 3c e2 la 1b 7c 10 5e 3f 34 Oe 59 36 9a 87 87 79 d4 a8 86 42 db 93 db 52 b0 67 Of
8c b5 dd d9 3c 76 fe e0 1a b8 19 58 7f ec d9 ae 8d 4a ee 1b a6 8d d6 62 fb 44 7e f6 79 2f cf bl 78 e6 1f b8 1a da 3c d3 ac
4e 7b 36 a2 26 79 22 12 b6 38 d7 ad ae 4e Ob 5a
Data Ascii: nNV\VM"Zxb*3kmGn@O0DL*oM7{>fGZ#9Lf3\|K5,mL%mIJ1pom,Cp,rXY|/"a}F&XIHVD-<<[*?4Y6yBRg<vXJbD~
YIX<N{6&y"8NZ

2021-10-28 23:41:24 UTC 123 IN Data Raw: 11 a0 3d a5 6¢ 13 b4 76 79 9d 44 a0 e6 eb 26 1f 84 d3 31 c2 7a c4 d4 1d 03 bd 0a f3 bb 2b 13 8b 1f 61 7b 2b
ca 3d2c 12 1b c9 ab 22 7d f8 f9 27 ac a3 3e 2d a4 db 6b cd b8 b6 f8 4d 77 ef Of ec 11 76 f3 ed e7 5a 41 d7 71 0d cb 00 fb
01933351 c8db 46 ee 4a c5 46 af 4a 13 d0 ab cb c8 €3 9d 8d 25 12 9b cf 74 cO 1b 06 18 af 21 11 93 28 6e 7 a7 47 3c
c6 66 40 6¢ 2a aa 4d 7c 4f 12 0f 2a 5a a8 d8 7e f6 d0 98 7c df 77 2a 5e 64 59 ae 2e d7 83 f1 91 03 29 ce 52 3d b3 ea 02
9e 07 7ae6 10 17 d3 a5 54 Ob ba 17 f5 f9 b2 f4 55 c5 al 65 8f f0 4c e5 e4 cf ed da 8a a5 fd 79 6d 1b 6¢ dd 64 55 da 33 1d
10 38 df f2 a5 56 79 c2 2¢ 3d d0 62 10 71 4b 07 e3 62 3c cf 52 a7 0d 66 72 36 Ob 51 04 22 02 bf 09 28 74 d8 6b 6d 81 22
dd 9e 51 bf 37 34 79 e0 c0 ba e5 59 3a ba 3b 5a bc
Data Ascii: =lvyD&1z+a{+=,"}'>-kMwvZAq3QFJIFJI%t!(nG<f@I*M|O*Z~|w* dY.)R=zTUeLymldU38Vy,=bgKb<Rfr6 Q"(t
km"Q74yY:;Z

2021-10-28 23:41:24 UTC 125 IN Data Raw: 90 9e 46 d3 7e 38 97 12 43 f1 9a fa 89 30 1f Ob 31 b2 08 c2 d0 09 46 ac 8a 49 2b 50 bc 7f d0 a0 80 a2 4a e6
52 1c 31 d4 7 8f 82 d9 44 12 50 bd aa db 08 f4 03 b9 7c 29 5e 64 ae ef 9f 84 al d4 9e 55 3b 7f f5 fd b3 81 6a 09 aa 5d f5
5a e2 61 d8 9f dd 4b 12 aa ff e4 3 f2 f2 7f 50 4b 07 08 98 9c 1d 6¢ 39 10 00 00 51 36 00 00 50 4b 03 04 14 00 08 08 08 00
2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 6d 6¢ 2f 03 00 50 4b 07 08 00 00
00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00
00 5f 6¢ 6f 63 61 6¢ 65 73 2f 6d 6¢ 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6€ dd 5d 5b 6f 1b 3b 92 fe 2b 5a 4f 1e f6 Oc 1c
9b {7 4b 76 ce 1e 28 56 db d1 c4 96 3c ba 38 c8 20
Data Ascii: F~8C01FI+PJR1DP|)*dU;j]ZaKPKI9Q6PK*Q_locales/mI/PKPK)Q_locales/ml/messages.json][0;+ZOKv(V<8

2021-10-28 23:41:24 UTC 126 IN Data Raw: 05 2d 76 44 4f 48 73 20 02 7a fc 43 8¢ 46 02 9c 4e c8 b5 al 22 Oe f9 02 4e 45 be 3c 10 8a d0 44 38 00 d0 8¢
59 29 2d cc 57 48 09 fa 9e c7 f2 a9 27 bf 8¢ 54 38 53 1c 90 b8 5 00 77 b9 05 90 47 2e 04 9e 4e 58 Oe 1b 04 01 21 56 81
10 2b 56 ed 68 e0 24 58 38 67 8¢ 30 4e 71 26 19 74 48 77 55 31 16 23 ff 16 3a 43 e6 2f 1b 4d 31 14 86 a6 08 7f f3 d8 09
00 f7 de 5e 1c bb f4 60 3e ad d3 30 76 Oe a2 a6 1e 80 03 b3 c1 64 5¢ a3 24 64 6a ad 37 ac af b1 60 bf el d3 03 Ob 7d 6e
a5 72 ba 4e e8 64 90 af 40 5d 81 7f 13 1c a4 41 7b €9 4b ed 24 a5 09 47 f0 b6 c5 f8 6 59 22 4f 54 1b 20 c4 97 60 5f d2
€9 b6 65 45 2b c1 14 4c 15 c2 45 26 25 70 9e 9c 6¢ 8 5b 10 4e af 6¢ 01 2e db c1 3f c2 80 54 7b 2f f3 31 40 b4 f4 57 55 4h
¢5 20 12 f1 10 fc 59 10 57 88 ff 4c 46 ad 50 9c 83 a5
Data Ascii: -vDOHs zCFN"NE<D8Y)-WH'T8SWG.NX!V+Vh$X8gONq&tHWU 1#: C/M1~">0vd\$dj7 InrNd @]A{K$SGY"OT *_eE
+LE&%pI[NIL.?T{/1@WUK YWLFP

2021-10-28 23:41:24 UTC 127 IN Data Raw: 57 1f 9e 1e 7e 78 d4 fa e0 15 45 3b 3d d8 5d 2d f6 5b 97 71 0f 93 52 8a 31 e0 99 30 Oe d6 ca 32 c5 e9 c2 df 16

af f1 de 5e a7 4e e2 c4 0d 15 89 7d 87 11 26 8a c5 1f 98 50 d9 ac 40 5a 2b 60 95 77 12 fe 05 e0 cd 99 a7 f9 e4 92 b0 3e
dd ca ca 71 8b 28 3c 6f 95 7a €0 97 e8 ad bc bc 5d ae b3 ac b2 el 35 51 37 fd 93 82 29 42 82 6b f8 16 79 6d 34 93 ca 80
05 63 65 65 a6 32 6b 8f 41 64 d7 7b eb 29 f1 fc 8c ee 25 53 al 55 4e 2b 27 78 c6 ee 33 b1l 3f 9f 1c 27 b9 4f 02 d2 b2 2e
b9 54 bc 96 48 a7 8d 60 1c 80 ba fO 00 35 8d 27 8f 70 44 c5 62 8d 4a b5 {7 84 37 da bc db 12 bl d7 24 42 bl 43 74 f7 bc
d1 89 16 02 c1 d8 b0 b3 5c 28 af a2 bf 04 86 18 0f 9a 29 bd 05 55 75 4c 33 2d ba aa d2 1f cd f3 80 87 38 3¢ 09 03 b0 10
95 83 89 28 13 86 20 b5 c2 6b 52 6e 03 84 €3 1b 73 13

Data Ascii: W~XE;=]-[qR102"N}&P@Z+ w>q(<0z]5Q7)Bkym4cee2kAd{)%SUN+'x3?'0.TH 5'pDbJ7$BCt\()UuL3-8<( kRns

2021-10-28 23:41:24 UTC 128 IN Data Raw: 63 a3 00 €9 fb cf aa a4 29 c2 14 17 d6 c5 ff bd b3 d3 d1 6e a6 15 4e 54 b4 a0 60 e4 da 2e 4a d6 63 13 85 35
€9 7b 53 78 a3 fe 14 ef f0 bc 45 ¢2 75 d9 5d 29 b0 0a 5d 31 ¢7 eb 72 ¢7 dc 95 14 f1 8¢ 43 79 bf 8e 65 ce 49 27 c0 3e 83
al a6 f7 57 ff 4f 94 a8 62 73 4f 44 d5 Oc cd be 75 13 e0 8f 2f 4e 3e 29 06 c3 fe 62 32 9e cf 8a c9 a2 3f 18 Oc 67 c3 f1 a8 7f
bc 38 18 9f 9¢c 14 a3 d9 74 95 e5 d4 45 53 29 9d f9 60 38 5e fc 6d de 3f 1e ce 5e af 52 a0 20 67 42 el a0 3f 3a 28 8e 17 cf
e7 b3 d9 78 94 8e 21 bd 87 29 a5 30 1e cd 60 02 30 8a 62 5a ce 69 95 08 55 76 92 10 19 Oc 07 8b d1 78 b6 98 4d 92 69
50 db 37 49 fb c3 a2 18 3c ef 1f bc 5¢ 14 27 fd el f1 e2 70 58 1c 0f 56 09 51 57 4d e4 09 1d 8e 27 27 8b 41 31 3d 98 Oc 4f
€9 69 11 55 bb 79 6a 2f 8a fe a0 98 ac d2 a0 32
Data Ascii: ¢)nNT .Jc5{SxEu])]1rCyel'>WObsODu/N>)b2?g8tES) 8" m?"R gB?:(x!)0"0bZiUvxMiP7I<\'pXVQWM"A
1=0iUyj/2
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 130 IN Data Raw: 59 fd 55 f6 €0 e1 b0 73 c0 05 97 85 b6 85 13 56 48 67 75 21 18 05 8b 9b 16 96 ac 61 29 d6 7e 16 8b fa 1b 57
3f a9 fd af 1d f4 9f cb 76 5b al fc e6 f5 cf cc b4 ab 03 d4 eb fa 9b 95 df ad 7e 48 38 bf a2 86 e7 7f f0 84 b1 76 81 df 87 2f
10 6¢ €9 d6 1f 92 18 19 b5 be 58 d5 €8 49 8b be 5f 75 €8 dd 02 25 Oe 91 e8 7f 6e 88 fb 25 b0 16 98 6a 9c 35 ca 30 c9 Ob
66 35 79 4a bc 5e 8f 08 Ob d8 16 e8 f4 ac a7 c8 €3 63 10 19 el 10 95 70 Oa 64 c1 c0 93 8e Ob 63 25 a7 b6 22 c0 af d6 51
€0 d2 9f cc 0a d1 e6 d0 d9 23 3a e5 d2 6f ae 85 e0 8a 19 27 25 07 14 98 d4 e4 e6 le 56 74 98 18 1d 83 58 ca 34 12 02 d3
a2 10 1d 63 10 b0 eb 44 2e ed 11 16 3d d9 4a 58 2c 55 5e 56 38 42 2a 62 3b 7e e8 1a 51 be 5a 97 le 42 Oc e4 f2 28 70
46 03 31 c0 1a 65 39 73 c2 15 da e5 8f 25 1c 85 43 db
Data Ascii: YUsVHgu!a)~W?v[~H8V/IXI_u%n%;j50f5yJ cpdc%"Q#:0'%ViX4cD.=JX,U"V8B*b;~QZB(pF1e9s%C

2021-10-28 23:41:24 UTC 131 IN Data Raw: 96 36 94 cc aa a4 48 20 45 a2 20 02 d5 a2 02 75 el 1c Ob c4 bf a0 c0 57 eb 6¢ 8f d4 55 el 80 23 O fd Oa 41 Of
67 ee 1f f2 75 85 a8 40 b0 b7 77 8b cc 4a 14 64 b5 8f 06 31 c0 9e 69 Ob f9 ff 92 ed al Oe da 33 c¢7 b5 52 44 99 3d bc 0f d6
07 af a2 76 5d ae 72 88 35 b6 62 d9 12 d7 c8 c4 bf 42 96 4c e5 0d 55 2c 1b cb 99 1e f6 e5 51 c6 74 51 1e 03 9f e0 82 €6
50 94 €9 45 aa 8d 74 be 41 36 51 d5 68 07 2c ¢5 3a 03 7b 27 b1 8f ab 78 98 de 2d 65 5b 96 b2 00 89 8a 20 fc 00 46 79 27
af 7388 85 12 fb Oc c2 ef 59 84 a6 67 85 6b d1 8¢ bc 55 20 12 2d 48 9d 41 a8 91 23 21 8e 2b 9f a9 0d 64 eb f4 fa e3 8f 0d
5b 6a 68 58 22 7b 3e lafa a6 26 66 17 09 08 15 39 77 b8 af c8 fb af 44 64 24 71 8c 8a 43 e0 28 46 d9 d6 16 88 f6 Ob €5
bc 9a 0b 69 68 8e 3 84 28 ad da ac 5d d8 69 53
Data Ascii: 6H E uWIU#Agu@wJd1i3RD=v]r5bBLU,QtQPEtA6Qh,:{'x-e[ Fy'sYgkU -HA#!+d[jhX"{>&fOwDd$qC(Fih(]iS

2021-10-28 23:41:24 UTC 132 IN Data Raw: 12 c1 58 5a 32 21 c4 34 3b 58 65 Oc 57 10 28 14 5c 58 el b4 64 84 ac 22 cd 45 eb 1f el 60 10 22 99 54 39 4c
8b 99 02 42 7b 2b 65 01 51 3e 18 1f 57 30 5a 0 17 48 €2 50 ¢8 10 c6 93 3c 82 5f 67 34 71 f9 d1 b4 16 46 26 b3 22 4d 24
16 45 07 ad 1a 10 61 63 68 c5 e2 a6 d4 b6 18 80 50 ed ff f3 Ob b3 d7 98 32 58 6d a8 4d ac 45 63 d9 c6 4f 34 Oe 98 98 49
8948 69 da 98 29 17 51 89 61 db bc d6 be 73 6b b8 bc b2 a9 e7 {7 b8 fa 3f 36 65 01 11 81 44 58 27 ea 15 f9 93 7c 89 6a
9f 09 b6 3d 26 22 70 41 7f 73 00 4f 14 df 02 Of 2f 91 94 24 53 50 cd 6e b9 ca 56 2e 68 21 fa 14 c8 a5 71 62 9e 8a 28 c7 43
4c 6¢ 0d 13 bc 6a 6a 42 12 a3 20 da dc 30 27 ba cb 2e 59 cb 67 39 18 7d 70 d5 Oc 52 48 30 7d Oc 4c f2 fa 56 eb 35 d2 2d
65 40 1c 92 8b 48 16 2e 11 42 b1 d2 e3 73 8¢ 6e 1c ee
Data Ascii: XZ214;XeW(\Xd"E "TILB{+eQ>W0ZHP<_g4qF&"M$EachP2XmMEcO4IHi)Qask?6eDX'|j=&"pAsO/$SPnV.h!gb
(CLIjjB 0".Yg9}pRHO}LV5-e@H.Bsn

2021-10-28 23:41:24 UTC 133 IN Data Raw: 61 d9 9b 06 ac 13 fe 10 2f 31 43 8b bf 5a 48 ef 97 bb bd 5e 79 31 ed 3e 3f 4b 74 87 9a 3b c9 c3 39 1d 8d 12 4c
a8 84 2f 0f el a2 1c 9f 00 55 09 39 c4 bb bf 36 00 19 8d 12 0f 46 24 e5 79 00 b3 el 00 42 85 b3 b3 c1 9 80 e0 09 75 Ob
80 82 d5 1f 4c 7a dd 71 bf 3a a9 93 c1 f8 bc 4b a9 22 75 e9 8¢ 82 75 32 18 96 b5 79 99 83 66 0f 09 e7 43 75 41 29 40 35
8c 8¢ 93 27 ca 80 14 88 61 37 0d bf d2 77 14 51 2b 47 2f 53 13 9f be aa 83 5a 39 2e 2b 03 4b dO 4d dd 90 a0 00 64 96 53
6f 7d c9 2d af 55 2d bl a5 44 fa
Data Ascii: a/1CZH"y1>?Kt;9L/U96F3$yBuLzq:K"uu2yfCuA) @5'a7wQ+G/SZ9.+KMdSo}-U-D

2021-10-28 23:41:24 UTC 134 IN Data Raw: 91 05 40 f9 07 6a 54 2d Ob 60 32 03 4d 4d ad 21 55 45 a0 60 d4 f1 d0 3 d9 e9 7c 34 9e 97 55 60 93 8a 63 7a
5130 0b a8 92 ef d1 ab 32 0d 84 89 17 45 66 81 9c 94 dd e9 Oc 7c 55 15 f0 95 84 d5 4d 6f 6b 64 41 81 ab 48 85 9a 7a c9
4d 16 02 04 ae 7f 02 eb 03 7a 9a 73 5e d4 bb 98 28 70 de 7f 6d b0 ab c4 10 76 1e ce c9 b8 2c ff 92 3a 33 ea bd a9 79 20
94 71 26 5e 6¢ b5 01 c0 18 ce 2a 25 24 1d dc ce 83 f8 53 39 7e 99 06 04 44 5d 3c 0f 22 e3 21 a8 4b 35 1b 80 10 le 82 9a
lacc 430 al49ea 76 752 86 cc 0d 30 a6 10 6f a6 22 4b cd 4e e6 81 cc 86 af bb d3 de Ob 4a c8 a8 71 1d Oa d0 9b d1
Oc 32 f4 el e4 35 al 3e c4 8b a8 10 88 17 dd el 29 84 2e f3 c1 b0 Ob 6a f3 2a c1 80 ea 40 92 cb 5f 81 b6 a5 al 13 71 35
9258 1d 32 80 34 55 4c 07 11 89 d5 d3 c1 f4 ac 9c 27 8a
Data Ascii: @jT-'2MM!IUE’|4U"czQO02Ef|[UMokdAHzMzs"(pmv,:3y q&"1*%$S9~D]<"IK5CIvu00"KNJ(25>).j*@_q5X24UL"

2021-10-28 23:41:24 UTC 135 IN Data Raw: 5e 35 a3 74 89 c0 15 5a 5c 60 ba aa 3a 86 el 40 89 6e 18 86 7e aa €5 23 2b 57 6a aa a9 al 01 38 1e 40 5d 73
80 c3 a7 2b 3b d8 8e 58 6b 20 98 ae 6d eb b6 6b 6a aa al 42 82 ae 85 63 16 1c 55 77 €8 66 cb 55 be 56 a6 00 c2 f4 f2 f2
b2 d4 60 78 08 ae e3 5a d0 a0 61 ab 26 81 d8 Of ec 89 6d cb fe 56 c8 18 e8 4d 48 07 fc ef el ce 9e c4 c2 36 2c bc 58 ed
cd 34 91 9d ba 86 8d 59 9e el f1 08 90 cd 7f 88 2a €5 96 a9 ab 26 54 a3 1b aa 86 01 d3 88 72 d1 e0 cb c5 36 9a 39 d0 0f
6 d8 70 95 7 19 a7 8b 7b 77 62 a5 a9 a2 43 79 8 93 Oe 5¢ 86 56 69 53 ff 07 28 bd 95 f2 d3 36 e6 fd 23 f9 f9 6d 25 c7 b7
aa 69 aa a7 f3 8a d1 69 97 bb 07 8a c4 65 bb 39 57 fe 10 df d2 38 cd a2 b5 b2 85 f3 23 b8 6d 05 7e 70 Oe 02 91 09 47 36
80 a2 e7 4a 9a b1 Oc ab 90 6b db 5d 84 2f 90 c2 f2 c7
Data Ascii: "5tZ\":@n~#+Wj8@]s+;Xk mkjBcUwWfUV xZa&mVMHB,X4Y*&Tr69p{wbCy\ViS(6#m%iie9W8#m~pG6JIK]/

2021-10-28 23:41:24 UTC 136 IN Data Raw: 71 84 c2 89 6d 12 ff e8 d9 9a 1a fe e3 46 6b db 72 2d 0f 90 65 6b c0 07 d4 19 60 42 de 93 4b 42 52 08 d9 1a
66 1c d7 43 33 d7 c1 a6 54 49 74 ca 43 4a 11 66 4e 74 12 fc 2b 64 3d 40 1d c6 44 0f a8 87 1c 72 3d 95 84 c9 5f 8b 11 f3
42 e109 14 al 22 05 65 da 71 f2 9¢ 3¢ 72 66 3e 63 5f 39 9 fc 47 39 40 20 84 4f 00 02 Oc 0d f3 a5 e0 7f 1c 0d Oa 76 cc 21
4130 b9 3d 05 47 75 a5 98 65 3f 8b 99 f9 05 7f el 10 bb 65 7c 12 a9 Oa a2 20 3a 12 e6 Oc 3d 7b a4 02 20 38 36 28 19 67
94 00 2d 90 34 f9 40 57 e8 16 22 8e 86 28 23 ¢5 55 40 27 1c a8 22 06 64 48 c7 66 33 b6 28 9b 3f 27 c8 c7 a7 b7 a0 8d f9
51 bf 3e 62 03 97 d5 0d 5¢ 9b 93 2d de cd 30 65 d3 19 b3 84 bb e3 ¢6 7e 02 7d 87 d6 fe 02 04 ff 3f 5d 9e 1a fc 1f 36 f9 2a
8f 1102 03 c8 ea a8 8e c3 a7 65 7c 20 70 34 c0 08
Data Ascii: qmFkr-ek' BKBRfC3TItCIfNt+d=@Dr=_B"eq<rf>c_9G9@ OVv!A0=Gue?e| :={ 86(g-4@W"(#U@"dHf3(?'Q>b\-
Oe~}?]6*¢| p4

2021-10-28 23:41:24 UTC 137 IN Data Raw: d9 ¢3 27 99 82 1a 71 d9 5b Oc 75 e2 a2 d4 08 96 4a 28 79 ad 02 59 7f 90 9d 7f d7 2a 18 8e 51 a9 14 0d 65 93
92 4c 87 0 43 d7 e3 9b 49 6f 30 09 38 b1 al e9 48 1f c2 d6 2a e2 f9 dd bb Of 28 11 96 bc 83 58 ab a4 158 a3 31 7a 15
27 7c¢ 81 04 75 e9 33 c0 5a 55 68 15 34 a9 65 2f 8¢ d4 6a 00 71 fd 00 f4 41 9d d6 35 2f d9 1b 39 32 75 45 ff 7a 05 57 25 Of
af ea f5 b4 06 41 f0 3b 6d 66 b2 17 52 eb 95 c8 c0 59 f2 46 d2 2b 0a 06 88 15 dd 08 7d a8 56 af e2 43 30 b8 a3 84 40 72
ba 54 af a2 a6 43 c8 le fb be a2 44 d2 21 64 8f 70 ea 35 14 d4 84 b6 5d fa 1a eb 2b 3a 46 e0 9b 34 65 65 4f a4 ea 95 8¢
bb Of fe a8 71 2b 4b 32 d9 b3 00 99 a2 8f bd 31 26 f4 ee f0 41 52 3e 92 77 b4 8e 54 dc fa dd 1b 50 97 49 d8 f5 51 36 f7 c4
02 d9 69 ae 54 fc 1e d5 46 a9 93 e4 5d 08 89 74 39
Data Ascii: 'q[uJ(yY*QeLClo08H*(X1z'|u3ZUh4e/jgA5/92uEZW%A;mfRYF+}VCO@rTCD!dp5]+:F4eeOq+K21&AR>WTPIQ
6iTF]t9

2021-10-28 23:41:24 UTC 139 IN Data Raw: 72 03 cb b5 4c 12 a4 51 01 e8 dd 94 5f f3 ac dc ec 93 74 5d 01 fb 97 79 al 2d 93 Oc 18 84 69 48 6e b8 cd 8b 85
74 €9 03 c7 75 dd b3 2c 0f 1e 4d cb b2 4c 02 a2 49 3d d2 dO 6d 03 a0 ef 05 00 73 c¢3 03 €0 12 98 db 22 e7 41 4d 62 bc 85
2d 5 5d d7 74 7d db dO 2d 1d 56 74 3c 67 ae 42 ab d6 e9 6d b2 61 0f 2c 5d 08 02 8 fd 1e d3 3e 43 22 de bl 0f 59 fe 7b
91 6¢ 79 1c 4c b7 76 6b 05 d8 6e cf 77 €0 d6 40 40 6¢ 8a b6 7b 14 9b a4 3c 69 62 81 a7 4c ee cl Ob 30 9b 40 31 f3 10 7b
58 0f b6 91 b4 a6 81 c5 3a 81 15 f0 6d 22 01 99 80 56 9f f9 68 9b ec 4a 26 2d 1d db d4 6d 3c 04 1c a9 5b 16 e6 48 1e 33
60 eb 7a a8 Ob 76 07 48 62 5e 2e 42 19 04 d6 f1 dO el 95 18 69 eb 20 ab 00 fc €9 21 9c a0 50 97 ee 4f 74 b6 cd cb 4a fb
Oe db bd 5a 16 58 f4 7 1f 1a 53 be 6a ¢3 d0 03 93 97
Data Ascii: rLQ_t]y-iHntu,MLI=ms"AMb-]t}-Vt<gBma,]>C"Y{lyLvknw@ @K<ibLO@1{X:m"VhJI&-m<[H3 zvHb".Bi |POtIZXSj

2021-10-28 23:41:24 UTC 140 IN Data Raw: 78 48 93 55 23 33 ca 63 11 53 34 ee 7d 97 9f 2e 01 81 7d 7e 5¢c e3 5a a4 22 7e d0 f8 39 d1 2a 01 0a 36 71 72
6d 7e b0 66 da Oe f8 1d 1b ee d0 46 73 c2 9b 1e 21 85 88 08 ba ff f3 db 72 3a df 3f af 2b 77 1d df 09 80 58 ae 01 78 40 b9
01 25 68 Ob 59 53 ed 42 66 80 b4 73 0d b4 42 7e 00 05 60 42 79 e9 8a 9d 89 90 4a 8b 3a 0f d1 al 5a d0 5b 56 00 84 43
ce f8 81 4e 9b ff 05 d2 aa 7c 29 9a 2e ab 12 48 el 02 8a Oa a5 d8 08 2a 8e 49 bc 40 9e 55 d7 Ob eb f5 eb 66 22 63 Ob al
3 35 f4 10 7c 8f 5 6e 1d e2 42 51 43 86 e8 d4 b9 c4 28 d7 95 ¢8 87 67 91 7b ae 5d f0 53 ce fc 61 55 17 c1 6b 01 cc fb 66
al 91 12 Oe 2e 7c 42 7b de 05 ad Oe a5 b0 54 2e 98 Oa 9f 43 9d ce 01 e4 08 f4 1e 57 a9 80 39 28 40 52 c0 37 1c d7 9a 20
7b 06 b2 01 35 a0 03 6a 11 65 1d 7b a5 a8 de 8a 7 3f
Data Ascii: xHU#3cS4}.}~\Z"~9*6grm~fFs!r: 2+wXx@%hY SBfsB~'ByJ:Z[VCN|).H*| @ Uf'c5|nBQC(g{]SaUkf.|B{T.CWI(@R7
{5je{?

Copyright Joe Security LLC 2021 Page 134 of 282



kBytes
Timestamp transferred

2021-10-28 23:41:24 UTC 141

2021-10-28 23:41:24 UTC 143

2021-10-28 23:41:24 UTC 144

2021-10-28 23:41:24 UTC 145

2021-10-28 23:41:24 UTC 146

2021-10-28 23:41:24 UTC 148

2021-10-28 23:41:24 UTC 149

2021-10-28 23:41:24 UTC 150

2021-10-28 23:41:24 UTC 151

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: e9 84 e3 2e df a9 5e 3c be Oe 55 a5 a8 ba 79 53 f9 ea c5 83 48 c0 cb 1c 95 3d 50 90 8f ea 5¢c 47 e5 48 {8 68 21
79 45 ffa9 72 31 08 a9 fc a2 ef 88 a8 2c 87 57 14 e2 €9 7d bb ca 72 1c 71 80 55 ac 5b 75 89 a5 72 d0 62 ae 7a 17 a2 cd
5c 94 lacl 52 85 2c 6f 75 a0 e2 07 d5 51 78 ab 83 ¢9 Oc 95 4a d1 50 d5 14 a9 7c 08 3d f4 71 76 31 1f 8e €7 11 17 36 34
1d e9 fd 6d ab 23 9e df c3 9b 88 0a 61 c5 3b 8c ad 4e 7a 51 38 9d 81 ab b8 e0 8b 14 a8 4b 6f Oe 5b 5d 81 2a 68 52 ab 5e
3169 f5 00 el fa Ob d0 07 75 da 46 5e aa 17 7d 54 ee 24 7f bd 81 ab 8a eb ac 76 3f bd 71 14 fd 46 c9 4c f5 Oe 6b bb 13
1538 2b 5e 76 7a c3 c1 18 7b 45 17 42 6f d9 da 5d fc 12 8d af a8 20 50 9c 20 b5 bb 68 61 08 d5 15 f1 1b 4e 14 Oc al ba
d4 69 f7 20 a5 09 a5 5d fa e6 eb 1b 3e a6 d0 9b 34 65

Data Ascii: .A<UySH=P\GHh!yEr1l,W}rqU[urbz\R,ouQxJP|=qv164m#a;NzQ8Ko[]*hR 1iuF*}T$v?qFLk8+"vz{EBo] P haNi
1>4e

Data Raw: f3 56 55 99 57 fd 4c 95 08 €9 ce 99 b2 41 02 b3 2¢ 7d ca ca 25 cb 5f b3 fe 7b 6d 91 3e 3d 55 5b 32 4d 60 9a aa
2157 3290 c7 56 05 9c be c8 d8 4c 39 51 66 Of 15 b2 e9 c8 ae aa 01 d6 3d 44 c0 33 6¢ 43 17 22 76 07 08 5d 44 0f 6¢ f5
182571 c9e292c3 74 19 dd e3 74 cc ce ee b7 39 8b b6 f4 bl f2 €7 02 €9 55 d5 31 Oc 07 ee 74 ¢3 30 f4 43 7f 1f a2 7a
a4 a6 9a 1a 68 c1 f1 80 f0 9a 03 14 16 92 3b 2f 36 2c a9 73 6b 20 b9 ae 6d eb b6 6b 6a aa al c2 4a 18 df d4 8f 52 94 58
55 fa 79 Ob ec b0 6b 63 ¢3 43 92 1d d7 82 b1 86 3d 9b 02 c6 7e c8 b6 8f 88 66 f9 98 65 79 b5 17 ac dd 76 74 f2 e1 78 98
d5 93 ad 30 e5 67 8d 8f 36 51 aa ba 86 5d 59 9e el 51 22 84 9d 7 69 f4 7d ce 56 cd 96 2c 53 57 4d b8 07 4f aa 86 81 f5
09 13 f4 18 ab 87 da a0 73 e0 22 56 64 23 58 9e 67 08

Data Ascii: VUWLA,}%_{m>=U[2M"W:VL9Qf=D3IC"v]DI%qtt9U1t0Czh;/6,sk mkjJIRXUykcC=~feyvtx0g6Q]YQ"i}V,SW
MOs"Vd#Xg

Data Raw: 57 44 c5 55 2d 15 50 dc 5e Oe c8 ed f9 75 65 €6 00 5d 11 43 62 2a ec 4b f7 2c 61 67 97 11 68 bb 54 8a 6¢ 5d
a9 4d 68 41 e8 4c 4b 43 f4 81 ca 60 1c 53 28 a3 61 c2 c0 1f f5 68 d4 9a 8e 55 el a8 b8 26 f2 ae 09 5b fe c0 b8 b8 42 dc
a2 67 f4 2254 e4 c9 b9 67 8d 32 ae 72 61 ab 28 42 e8 77 48 51 0f 11 44 1d 09 Oe 29 ef 35 95 f3 ¢4 d7 14 51 90 4f 9e 6b
e4 le 78 ad 44 b5 00 7c al 2a f6 18 be 99 dO b5 €9 26 09 10 ea d2 4d 8c 6d 08 e5 ff 93 72 Ob 5¢ 8b eb ab 30 db a4 0b 33
dd b4 c0 c3 c8 b7 25 b6 8e 17 90 6e 5¢ cb bd 50 20 d9 e6 7b b7 d8 e2 4a bf 5f 87 6d 5b ae e5 01 90 6¢ 0d 18 80 33 05 28
9032 ec 82 d5 24 5d 75 46 b6 ad al bf 71 3d 90 b3 Oe 85 a4 4a b2 c1 cd 78 33 00 76 5e 91 5e ad a8 19 8d a6 01 71 64
78 8033 54 91 eb a9 42 62 ee 60 05 ec db 3e e2 b4 bd 55 2e

Data Ascii: WDU-P*ue]Cb*K,aghTI]MhALKC S(ahU&[Bg"Tg2ra(BwHQD)5QOkxD|*&Mmn03%n\P {J_m([I3(2$]uFg=Jx3v
Madx3TBb™>U.

Data Raw: 04 27 9f 02 91 ac 24 8f 48 b9 dd f0 62 72 Oe 40 46 f5 8e fa e0 9a al 00 5f b2 ab fd c6 12 91 02 da 74 83 5e 28
22 96 ec bl c4 4b bb 51 78 1d 60 c1 c2 c1 93 dc 1b 35 86 d7 9c cd 7a 41 67 54 af 5a 88 8f e4 dd 9d 3d e3 1d 42 56 bc ec
77 3aclcd c8 7f 7f 25 9¢ 1d d9 a5 5a bb 9f 8b 7e 5f 58 89 4c 34 b6 7b b8 09 06 e7 d8 95 b0 1d c9 3b 40 af 38 e9 f7 05 06
9308 e7 76 07 €3 5e 08 a9 70 75 15 5e 84 92 98 c8 9e 8¢ ¢8 7c 75 ¢3 61 c7 1f 74 29 53 e7 el e0 da 97 1d 45 d9 e3 32
99 af f3 b0 17 70 78 99 e0 64 7 24 e4 23 bb da 91 39 e2 3e 5a 48 5e d2 72 ca 5¢ f4 7c 51 7e 89 af 7e c8 2c fb 1f 45 88 17
1f ad cb 2c 07 01 01 ac 64 df b2 a7 4d 32 07 2d e6 b2 17 1b da cc f9 51 13 b0 54 a2 c4 5b 1d c8 f8 41 76 23 de ea 60 38
€6 49 15 d1 50 d6 08 c9 7c 70 3d f4 7e 7c 31 e9 Of

Data Ascii: ‘$SHbr@F_t"("KQx 5zAgTZ=BVw:%Z~_XL4{;@8v"pu”|uat) SE2pxd$#9>ZH"\|Q~~,E,dM2-QT[Av# 8IP|p=~|1

Data Raw: 36 d9 5¢ 64 f9 d3 53 34 8d b0 b8 ab 30 9c 3d b2 29 b9 2a 43 80 Oa b1 1c 4b 37 f1 4c ¢7 dO 55 c7 d6 84 94 eb
24 33 b6 5d 26 bb bd b2 c4 44 63 cc a9 f8 f8 a7 77 51 1a 64 ed 7 76 41 af 76 41 32 4b e9 2e 1c c7 fe 7f 18 22 cb d3 Oc d5
b3 54 d7 d5 4d 4f d7 34 01 47 5a 71 be ca 17 d5 68 cf b4 1d 15 05 89 2a 76 5c d5 33 4c 19 ea cc 12 e0 6b bl e7 26 ba 07
03 d5 03 de 59 b6 ae c3 44 40 e6 6f 7d c4 28 68 07 08 d2 68 78 be 59 e5 29 5b 9d 27 4f 4f 59 b8 fd a8 29 3f a9 df 3e b3
78 9e e4 db 97 9f b4 fa a3 82 5d fa d6 1b 5¢c b7 ba c1 6f fe e0 e5 5 27 bd el 17 25 52 16 61 56 00 d2 fO df 59 5c c1 7a 92
25 1c 27 ac 97 a7 70 f7 fb a6 7f 2f 2d d8 3a 7a 59 b3 78 ff 67 c6 27 db e7 30 fd 23 06 51 1c 13 05 c1 6¢ ff f2 c2 23 67 9a 80
57554352 e840405b 15c8a6 4384 a0 7c

Data Ascii: 6\dS40=)*CK7LU$3]&DcwQdvAVA2K."TMO4GZgh*W\3Lk&YD@o0}(hhxY)['O0Y)?>x]\0'%RaVY\z%'p/-:zYXg'
0#Ql#gWUCR@@[C|

Data Raw: 96 b7 59 96 6e d8 b5 cc b7 a0 03 01 74 ba eb a0 5f 07 48 59 9a 90 c7 1d 82 95 6d 08 92 ab 32 c2 70 2c 8b 3a
70cb 83 74 83 1c 10 55 58 89 ce c4 b8 db f8 20 43 3f 77 2a 6b 08 2f 3c d4 85 06 83 30 81 82 11 f2 e9 a6 d2 94 a8 de d7
Oe 1c bb b4 45 26 67 6¢ 4d 7f a3 70 1a 29 Of d1 8f 57 55 4e 9b a6 aa 62 52 50 86 58 83 03 61 29 48 e2 5f 48 38 20 ad 00
ff 05 5b e4 c7 ca f0 6d 76 64 c5 cf 95 4f 78 f5 5¢c a8 32 0b b0 04 f1 23 b8 ec 9f 24 95 52 al cf ae f2 7b 28 01 2e 4a a0 7a
c0 3f 34 Oe 45 bd 55 92 ¢7 03 ed 44 3b 22 68 e2 b6 fd fa cd €9 50 1c e5 17 d5 64 6¢ 74 e4 26 34 27 88 49 a7 4f 02 25 d1
02 95 35 36 2a ad f5 cc 5 78 70 5b 51 a5 a9 9f 94 c0 be 5e 24 34 24 b6 07 f0 05 6d 07 51 eb 09 4d d8 43 c5 b5 ab 68 71
ac 7d c2 c7 7c 9e 0 6a fb ae 80 84 99 62 09 df 73 of

Data Ascii: Ynt_HYm2p,:ptUX C?w*k/<OE&gIMp)WUNbRPXa)H_H8 [mvdOx\2#$R{(.Jz?4EUD;"hPdIt&4'10%56*xp[Q"$
4$mQMChq}|jbs

Data Raw: 87 b4 a6 53 27 b2 96 4e 70 d2 09 3a 93 6e 6f 34 19 0d 84 65 c8 c4 a9 60 7f e5 fb 9d 4f ad f6 cd c4 bf 6b 05 b7
93 ab c0 bf ed 9¢c 3a 92 5d 11 34 3b ba ea 0d ee 26 1d 7f d8 1e 04 7d e9 b2 24 e7 45 cd de 3e fb ad 8e 3f 38 f5 21 13 6b
cd 3e fa 83 de 5d 7f 24 84 47 ec 75 9a 5d Oc fc 5f ¢7 ¢1 c0 17 42 23 6b b1 9a bd 8c be 4 fd 77 b6 5b 3c a2 10 5¢ dd 05 83
41 6f 10 74 af eb dc 9d Oc c7 9f 28 46 f8 27 21 8d 25 ec 29 38 ec fa a3 87 de e0 06 79 74 75 e5 0Of 28 1d 1f 82 ab 40 88 b7
44 12 35 ba 6a 5a a0 ec 4d 9b 46 27 ¢3 d6 9d 2f 9d 8a ec 78 a8 d1 cb 03 ed d9 a4 df 16 42 23 92 9d e8 a3 77 6a 25 bb 7f
13 cc fa 83 €0 be d5 fe 32 €9 b4 46 ad c9 78 d8 ba f6 25 e5 24 5¢ 97 09 6e 86 24 3d e4 e0 22 e3 17 b9 fd 6d ef 5a 80 47
49 47 22 31 1e 8d fb 93 fb 60 18 7c Oa ca 24 6b

Data Ascii: S'Np:node Ok:]4;&}$E>?81k>]$Gu]_B#kw[<\Aot(F'1%)8ytu(@D5jZMF'/xB#Wj%2Fx%$\n$="mZGIG"1"|$k

Data Raw: b4 64 5 60 db b0 6d d7 76 4c 6e 20 d3 33 0d c7 3e 1d 3c 64 ¢5 92 a5 55 e3 2¢ 57 85 2d 75 ¢7 b4 2d d7 33 2d
47 73 88 6f 6f f3 f5 6e d3 48 77 2d d5 fO 1c 4b 85 dd 75 55 57 0d 97 a8 c2 f7 32 f7 14 18 ba ac ad 72 cf d6 0a cb b0 cf aa
48 0a 38 7c a7 f4 ee 8a 7c c3 €6 49 59 61 ab ca b3 f1 c4 1f 4d 66 d7 61 f4 fe 59 b2 dd 2a 57 79 be 5a 33 e5 1d 86 3c Ob
a2 7e fd c3 9b 76 d8 78 €8 47 cf 7e 12 3f 88 ¢7 33 68 b5 5d 27 73 76 97 af 17 ac 28 85 3a ed 34 f1 07 5f 19 c6 e4 ba 3d
d3 c4 2e da c9 e4 67 5d fc fc a8 0f 19 60 1c Oc 90 4a 30 cf 1e 1e 3a Oc 35 db de 9d da ea e7 cb e4 1f 9f 77 4c 55 d5 9f 2f
ch 6d 92 b5 7f 24 ca 5d c1 96 af 3f 9f dd 55 d5 b6 7c 75 79 59 ee b6 db bc a8 2e 56 c2 36 17 f3 7c 73 39 df 1b f1 32 c9 ca
af ac b8 d4 3d 91 a4 9f cf 94 2a 29 56 ac c2 fc

Data Ascii: d'mvLn 3><dU,W-u-3-GsoonHw-KuUW2rH8||lYaMfaY*WyZ3<~vxG~?3h]'sv(:4_=.g] JO:5wLU/m$]?U|uyY
.V6|s92=*)V

Data Raw: 58 16 c0 f8 54 83 30 3 bd d7 3a 5d ed 57 ae 67 3a bc 94 42 69 0b ff 18 Oe fO 8f 78 6d 6f 88 36 7e 4f fd 5f 9b
45 94 al bd 5e 07 05 08 €5 03 f0 8a a0 40 fd f6 2c ¢3 74 89 75 c6 5d 2e 6e 32 5b 88 41 35 37 0d db 44 77 64 al 41 72 Oc
8b 5a f9 a8 db bl 54 9d 37 50 ae 89 02 02 ea a4 9a 36 09 ae 31 db c9 20 a9 55 20 dd 70 22 2e 48 48 8b 3c 9b 63 e4 39
c0 ee Ob 65 c8 33 71 ef cd 47 d0 e2 18 71 02 f3 c8 f1 72 87 26 18 d2 Oe 5b a2 1e e3 8d 93 80 69 9f af f6 d8 13 5d fc 37 bd
cf 13 cd 4d cb 96 25 46 7a ba 77 f9 8b ed Oa 4a d2 Oe 66 00 7b 06 78 8a b6 c5 d2 0d bb a5 cb 16 68 19 80 47 77 1d 74 bb
00 Oe 4b 23 c1 e7 cf el dO da 39 6d c8 22 4c 2d 8b f7 b1 96 07 26 85 5a 4d 69 11 9f b0 30 2a 14 1le e5 79 b2 ae 38 6f 5b
a6 59 7a 14 5f 2f 1a 61 e0 45 50 03 9d b6 0d ee 00 92

Data Ascii: XT0:]Wg:Bixmo6~0O_E*@,tu].n2[A57DwdArZT7P61 U p".HH<c9e3qGqr&[i]7M%FzwJIf{xhGwtK#9m"L-&ZMi
0*y8o[Yz_/aEP
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 153 IN Data Raw: 3e b8 1d 46 22 f4 51 52 d7 e2 a0 8d bf 6 5d f2 b7 7f 9d c3 2f 05 fb 9a ac c5 0f 65 be ac be 26 05 53 22 7f 8¢
7a 59 22 8d e0 c9 ba 39 e0 37 2a 8e ea ba 86 Ob 3a cc cf ac 28 09 7f e2 a4 e5 e9 3 8b 83 43 15 c0 6¢ 5a f2 9b b5 45 c3
50 6f 82 7e e8 cf 46 f1 74 12 8c 66 7e bf 1f 4e c2 38 f2 af 67 bd f8 e6 26 88 26 €3 53 25 64 57 66 54 ce b4 1f c6 b3 0f 53 ff
3a9c 7c 3a 952043 34 22 al e7 47 bd e0 7a f6 76 3a 99 c4 11 d5 81 de 45 51 09 71 34 c1 06 a0 45 30 e6 7b 3a 15 22
6b 3 88 90 7e d8 9f 45 f1 64 36 19 91 6d c8 38 27 99 3f 08 82 fe 5b bf f7 7e 16 dc f8 el f5 6¢ 10 06 d7 fd 53 41 b2 b3 fd 6e
418378 74 33 eb 07 e3 de 28 1c 4a b7 25 39 1b ea 96 f6 2e fO fb c1 8 54 86 8c 71 75 cb 18 8e €2 9b el 84 98 87 6 2f
dd 22 46 c1 87 69 38 0a 88 69 64 ed 53 b7 94
Data Ascii: >F"QR]/e&S"zY"97*:(CIZEPo~Ftf~N8g&&S%dWfTS:|: C4"Gzv:EQQ4EO0{:"k~Ed6m8'?[~ISANAXt3(J%9.Tq
u/"FigidS

2021-10-28 23:41:24 UTC 154 IN Data Raw: a2 6¢ 49 ac dc c6 29 55 72 8a 41 ba 76 4b 49 45 94 92 bc e6 33 61 Oe db 75 6¢ d3 56 0d cd 53 1d eb 78 a2 21
74 65 3b 9a c7 39 25 98 b0 d8 65 5f €3 32 be a7 49 96 37 la 4c dd 35 b1 48 1b c2 ae a6 db 8e al 89 b6 26 71 49 4a c8
e7 74 dd 2e 34 56 ee e3 35 cd 56 49 bc ab 92 8a af db d2 75 cd 54 6d d7 30 34 68 54 0d 4b d4 95 a5 f4 4b 5c a5 50 96 56
4a fl 82 28 45 49 6e 63 4c 70 a6 40 b5 ba a2 e9 8a e6 2b d2 ac 35 66 2e 52 d2 ac 3a e3 fa 2d d5 53 31 81 €9 68 aa ab bb
9e e5f6 ec 4a12 a7 8d al 8d 9c 6d d8 b6 6b 3b 26 73 95 €9 99 86 63 f7 c8 c1 51 1b ba 2a 7 65 5d 15 1le d6 1d d3 b6 5¢c
cf b4 1c cd 11 22 el 26 4b aa 2d 1f 6¢ a9 86 e7 58 2a 36 43 57 75 d5 70 05 03 07 1f f3 6¢ 4b 57 a4 28 ab 44 59 df 17 67
0a d9 b1 99 d9 e2 29 4d 95 67 b3 b9 3f 9d 2f af c2 e8 ed 33
Data Ascii: Il)UrAvKIE3aulVSx!te;9%e_217L5H&q1Jt.4V5VIuUTmMO4hTKK\PVJI(EIncLp@+5f.R:-S1hImk;&scQ*e]\"&K-
IX*6CWuplKW(DYg)Mg?/3

2021-10-28 23:41:24 UTC 155 IN Data Raw: 91 2d 86 a4 4d 49 ab 36 92 5b a5 09 €9 d6 f4 9a eb b1 c1 d8 2d 83 65 b0 aa 5b 06 83 cd 23 3d 41 ce 9a 93 66
b4 0e 80 00 c7 37 1d 17 18 61 9b 9a 2b e4 e7 Oc ae 5f c5 8c d4 90 da 4f 58 07 fd ca f6 Ob 1f 37 08 30 74 12 c5 2e 4e b9 bf
10 9d 8d 3b 4a ba 2b 3b 2b 39 54 11 34 49 b4 51 d2 82 17 6b 10 Oe 3b 03 d3 02 3c b8 €8 b3 f4 ba 23 b2 5¢ 11 71 a2 a6
dd d8 55 25 d0 b1 01 9d 92 fc 85 a6 83 71 24 d4 68 4f 37 2c 40 84 e5 a9 32 d5 75 9a 70 e8 ad 2b 4f ca d2 a4 99 Ob b1 79
c7 6b 3f eb 72 50 ba e2 cd 23 ab ¢7 ¢8 83 1c db 5f 63 8f 3d 20 4b ba 63 98 9e 87 1le c8 b2 80 06 82 3d 94 f9 2c 89 ef 62
7456 8d 90 ¢3 70 1c d6 5b f8 63 38 28 ac c2 06 8f 3a 50 3b 32 be a9 57 67 ca 8¢ 3e 1a 47 f2 96 41 b4 b6 71 20 04 7e al
7a238a40 21 3c ch 305dcl59 fbal8l7a7d502d 1a
Data Ascii: -MI6[-e[#=Af7a+_OX70t.N;J+;+9T4IQk;<#\qU%q$hO7,@2up+Oyk?rP#_c= Kc=,btVp[c8(:P;2Wg>GAq ~z#@!
<0]YzZ}P-

2021-10-28 23:41:24 UTC 157 IN Data Raw: 45 d6 64 bf 09 42 6f ce 4a ae eb 82 be d8 aa 83 2e 4a 72 2d c8 8a 64 dc f5 1le ab ce 84 bd d3 ae 1f 8b 75 12
ab 7f 1c d8 81 a2 1a ac 5e ba 86 0d 52 e3 99 9e 00 3e 72 7a e5 82 1c 82 81 9a 1a f8 08 a3 41 a6 2c ea 77 fb b7 b7 ac le
6e e2 fc 54 89 49 be 9f 07 3b ba d7 06 b8 60 7a 1a 9a 67 0d 80 08 54 74 10 09 3d f6 74 0d 2a 97 43 9b a4 59 9e 81 Oe df
0539 b6 75 f1 f2 a9 db €9 fa 02 b7 11 83 df 3d 64 ae ad 69 96 aa b2 58 13 ef 2d 9b 59 aa f2 e0 dc dc 75 54 9b 9d 45 a8
ac 53 37 c1 11 4c c1 6f d7 55 d2 48 54 5b b4 cd bc 96 ec d1 2a 7e bc 50 ab f3 18 ¢7 ¢5 de 6b €8 33 f1 d1 05 b5 eb c1 85
4e 43 23 a7 e9 aa 87 dc b7 59 ed b1 d8 31 b4 c8 1d 62 25 6b 88 €5 1e c8 62 3b 77 ac 59 6f al 0a 75 6 66 12 9d b2 fa fO
e5 df a7 6¢ 9b e8 67 92 24 35 ce 57 a9 52 64 9b f2 33 73
Data Ascii: EdB0J.Jr-du*R>rzA,wnTl; zgTt=t*CY9u=diX-YUTES7LoUHT[*~Pk3NC#Y 1b%kb;wYouflg$5WRd3s

2021-10-28 23:41:24 UTC 158 IN Data Raw: 72 75 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00
00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 72 75 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 62
d5 5¢ 7b 6f 1b b9 11 ff 2a aa 9b 3f 2e 85 e3 f0 b9 4b a6 77 3d 28 d6 da 51 63 4b ae 1e Oe 52 18 10 64 59 4a 82 26 76 6a
3b 38 14 07 7f 7 ce ee 72 a3 al 66 28 c9 8e 93 c3 21 80 22 6b 97 43 72 38 f3 9b e7 ee ef 3b 52 48 e7 9d b1 99 34 ce 59
25 ac cc 77 5e b4 7e df f9 34 bf b9 99 be 9b ¢3 7 9d b3 2f c2 ¢8 bc fc d4 a2 fa 54 d5 a7 2b 3f 8d 44 bf 5f a0 df 17 3b 77 bb
ad 1d a9 a4 f6 36 {7 4e e5 4a bb dc 7a 25 58 ea 53 44 a5 fe 3e af 3e 7d 6b 49 52 e7 2d 34 7b 75 af 11 e8 32 5a 83 51 88
86 6a ad 2e 4e 67 d5 a7 ¢5 17 30 25 89 46 9f d7 b7
Data Ascii: ru/PKPK)Q_locales/ru/messages.json\{o*?.Kw=(QcKRdYJ&vj;8rf(!"kCr8;RH4Y %w"~4/T+?D_;w6NJIz%
XSD>>}kIR-4{u2ZQj.Ng0%F

2021-10-28 23:41:24 UTC 159 IN Data Raw: d0 bd c3 bd e0 c7 38 8 4f 65 20 49 de eb f4 al ca 69 35 c6 08 88 fO 3c c4 f6 39 48 04 84 {7 59 42 64 c5 12 bd
22 7c aa b5 ¢6 5¢ 2c 35 2c a8 fe 94 68 e4 1c b1 00 33 c2 93 78 ba d6 76 d3 c4 6a 3f al 21 18 39 e5 52 al 35 86 b9 b5 ee
b0 9e 3f 7d d1 ec bc 14 14 29 85 57 a5 af a6 12 71 2e 76 bd 67 8 8c 67 08 79 70 a6 c1 20 bf 3d ec 7c 86 16 17 21 cf 2e
ce 93 e0 ac 20 ce 3f 26 39 86 25 2b ac Oc 5d 08 5e 63 80 e3 dd 26 d6 Oc 21 22 62 20 ca d2 04 9b al a8 a6 a5 94 1f 1f 79
7056 71 a0 81 2f e3 19 6a d2 1e f1 e2 fe f1 c9 8b b3 cb b3 4b f9 b4 b5 3a c2 20 63 17 41 7c 14 4b 45 e8 4d 4e 66 bd ac
62 da 91 96 a3 fc 62 93 63 70 98 d5 78 3a 8d Oe 3a 5a 4c 48 10 fc bd dc 9e 7a 4a b2 b6 eb 33 Oe 41 8a 9a 54 c0 59 65 7f
7 21 d2 ad c8 €9 88 5b 73 b4 02 Oc b4 19 3e 4d 74 38
Data Ascii: 80e li5<9HYBd"|\,5,h3xvj?!9R5?})Wa.vggyp =|!. ?&9%+]*c&!"b ypVa/jK: cA|[KEMNfbbcpx::ZLHzJ3ATYe!l[s>M
t8

2021-10-28 23:41:24 UTC 160 IN Data Raw: 23 b1 4f 91 8a 4b 4e ff 84 48 al ba 64 64 8e b1l 41 c5 Oe 24 4d 3b 2e 9e d6 4c c8 3c e8 97 f6 39 28 9c 13 56
40 Oc fe 98 80 7d 86 81 f5 e0 b8 9e 32 87 €0 15 54 bb cc de 80 e0 29 6f 79 d1 bb 40 5a 88 bd 4c ac 91 18 d1 b1 9f 43 8b
12 4c 1f ea f6 95 ed 40 ae 5e be 2f 6b €8 56 02 40 41 00 ae 35 e0 d4 9a 5a 2b 8e 9a 70 1c 1c 4c 59 69 c1 14 fO 1e 4c b6
03 97 5f 48 5e 04 99 fe ba b5 a9 e5 46 f2 23 e7 6d 43 fc 52 2b 45 26 c0 d8 49 fO 1a 64 ee 41 25 c0 72 f0 2b fa 86 84 e6 4a
b0 f3 6a 7a f9 ee ea cb ed 0d ce 62 22 43 82 dd 7 14 56 c4 82 fd 67 c8 8b 87 40 a3 el b9 cb ca 07 26 20 7e 73 65 b7 7a
a6 89 a7 f1 b7 6a 4f df d4 2a 50 4f 65 ca e7 84 94 b1l 1a dc 01 9b d9 44 6f 28 11 ab b4 93 8b 6f 9a e2 8d 6e 65 ed 7f 6¢ 5f
2e dd fd 8f 6b cb cd ac b3 1e 1c d7 4c 82 1b 06 06
Data Ascii: #OKNHddAS$M;.L<9(V@}2T)oy@ZLCL@"kV@A5Z+pLYiL_HAF#mCR+E&IdA%r+Jjzb"CVg@8& ~sezjo
*POeDo(onel_.kL

2021-10-28 23:41:24 UTC 162 IN Data Raw: 6¢ 64 77 32 1c bf 2c 79 04 3f 11 31 66 9c 76 42 b0 57 8c de f4 07 af 41 8e Oe Oe 8a 41 29 8e 6f ba 07 5d c2 6f
26 bc 4e 92 4a 6d 90 7b 13 5¢ 92 ¢8 b0 7d 5¢ b0 4b el da 69 92 54 de 94 67 36 39 d9 27 ac al 9e 30 a5 d1 5f 1d c5 3d 85
4c 86 9d Oc ba a7 ed fd b7 93 4e 7b d4 9e 8¢ 87 ed ¢3 82 51 27 f2 90 2d 21 33 2c ¢3 16 1e 5c 38 7f 88 1f 7f d4 3f 24 fO c8
e4 3399 cl a3 fl c9 e4 b4 3b ec be ec 56 42 96 3¢ 52 e6 0d 53 94 5a ff 60 f4 a6 3d 48 4b 3e e7 63 11 2a e3 de eb 5e ff
0d 19 cb a5 a3 c9 d8 d3 6e a7 48 a3 3d e3 c4 27 28 Oc 8f fb fd d1 ab 5e 31 24 5¢ e5 de 55 47 88 bc 2d a8 b1 62 de 8e 50
8d 1b le 4e Oe 00 90 41 7a 47 7d b0 35 43 02 5f dc 53 Oe cd 48 €0 14 a0 4d a7 e8 75 29 62 71 4f 87 c4 e3 46 dd €3 02 16
4c 14 8f €9 31 68 06 1e 57 d6 ac 57 ec 8f c2 aa 09
Data Ascii: Idw2,y?1fvBWAA)0]o&NIM{\}\KiTg69'0_=LN{Q'-!3,\8?$3;VB<RSZ =HK>c*"nH='("1$\UG-bPNAzG}5C_S
HMu)bgOFL1hWW

2021-10-28 23:41:24 UTC 163 IN Data Raw: d2 ae d2 f4 4b 4c b5 6b 58 bc Ob 7b 1d fe cc 4f 9a b0 18 0d 5a bd 77 7f ab 7e a8 3e 9e 61 48 59 4c 66 74 91 c6
73 9a 17 d5 58 6a b3 ea 2f b3 34 29 69 52 b2 81 bd e3 13 af 8d a5 9f cd ea e7 ¢3 d0 a4 07 ac a3 07 94 08 f6 d9 cb 4b 83
97 a6 d9 e2 d4 51 7f 7f 4f fe f1 b0 a6 ba ae ff fd 7d 91 91 a4 fe Ob d1 16 39 7d fa f1 el 6¢ 51 96 59 f1 el fd fb 62 9d 65 69
5e 5e 7c a9 7c 73 31 4b 57 ef 67 7b 9f be 27 49 f1 95 e6 ef cd a0 ca ea 87 33 ad 24 f9 17 5a c2 7e fa 18 93 64 f9 70 56 03
b3 97 68 33 2c 6a 81 1f 73 fa ef 75 94 d3 f9 Of 62 44 30 4c be fc 50 2c d2 af f8 f1 2f 65 9a 5d 14 eb a7 a7 68 16 61 72 97
94 ce 1f c9 8c 41 55 2e 40 d8 3b 9e 63 da 78 a7 67 99 ba e7 1a 52 d0 55 b9 4e 49 bc 4f ee 25 ¢6 9b f0 c4 37 72 fa el 37
af a8 d2 el c6 2f ad 88 29 56 44 31 62 e5
Data Ascii: KLkX{OZw~>aHYLftsXj/4)iRKQO}HQYbei||sIKWg{'13$Z~dpVh3,jsubDOLP,/e]harAU.@;cxgRUNIO%7
r7/)VD1b
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 164 IN Data Raw: 62 38 ec 75 10 c9 79 la af 31 e4 3a 31 77 87 14 2f de 18 0d f4 ab €9 59 76 10 a0 45 75 1c 70 95 34 1a ba c3
eb d6 ab 53 46 e0 f6 1e 93 22 98 86 83 3f 2c Of ac 20 d3 Of 4f c8 88 36 66 el be 97 1le a4 cb 75 c1 a6 9a 66 64 b9 7e a6
3569 83 68 c1 3b 08 30 48 a0 c0 b1 6¢ 5f 72 59 b5 c6 73 45 b0 fO 72 b6 ae 60 20 82 6¢ cb b5 d1 93 3b 68 cb 3d cb 91 5d
af 6e ae 1d dd 64 fd bb 6f 83 6d 21 bf 75 db 7d 23 6e df 10 21 f5 d2 ac 10 64 2b 51 3e 8f 93 bd ce 3a 51 54 38 df 90 7d d4
b3 08 8e b4 e7 b5 36 ab 37 3d 56 94 39 6d 95 ce ea aa 95 8b bd 15 63 ff c4 69 d5 2f f6 70 88 57 48 51 31 a4 e7 79 45 cO
0f 52 43 8f 77 95 39 ab 68 78 4b 74 e8 el 2f 7e 4f af fe 46 33 5e 77 76 0a 57 bf dd 6b ff c6 f6 1a 59 b2 7e 8c 29 3a bd b4
e4 6d b6 63 5a 6e dd da 39 10 c7 28 93 a6 ef 79 28
Data Ascii: b8uy1:1w/YVEup4SF"?, O6fufd~5ih;0HI_rYsEr [;h=]ndom!u}#n!d+Q>:QT8}67=VImci/pWHQ1lyERCwSh
XKt/~OF3"wvWKY~):mcZn9(y(

2021-10-28 23:41:24 UTC 165 IN Data Raw: 17 Oc ec 21 7c a4 90 df 9f 95 08 Ob 74 7d 86 13 58 7a 80 ee 13 5a c5 94 98 be 8e cc ¢3 7d 01 1f 2b 15 20 f7 5d
€370 74 9d 05 a6 24 ca af 1f c4 b5 85 e3 33 0d df d3 5d b6 €3 a2 b3 4d 08 1b ba c4 96 1c fd cO 4f 5b d9 16 c¢8 8a dd 73
a8 b7 57 9b 75 1d af 48 01 d3 €3 08 1c 03 fd 33 3e fa d0 98 ea dd 98 87 5f dc dd e3 78 86 a9 07 a8 1d 2e 2b 70 Oe 3b 33
90 af 44 c8 a7 5c a8 b2 cf a4 de e9 e6 94 99 d1 59 c4 fd cd 6 8f b3 c3 35 8a fh 41 ef 5¢ 2b 68 be al 39 db a8 f8 cf f6 5c ab
57 26 59 6b 4f 88 e5 af 24
Data Ascii: !|t}XzZ}+ ]pt$3]MO[sWuH3>_x.+p;3D\Y5A\+h9\W&YkO$

2021-10-28 23:41:24 UTC 166 IN Data Raw: 8e eb 0d ce f4 a9 14 ba 23 d7 7a ad 11 6f bf d8 01 ac a7 fb be e5 a3 b3 60 9b 9c 72 5b 33 7a 63 fb f5 f5 c6 5a
T7aed le f5 2e 1e 9e 16 db 69 76 ce bd 7e 17 76 ba ad €9 b0 3f 19 87 c3 69 ab d3 e9 8e bb fd 5e eb 76 da ee df dd 85 bd
f1 e8 74 34 aa e3 76 19 67 d2 e9 f6 a7 ff 9a b4 6e bb e3 cf a7 08 aa 4a 2a 21 b4 5b bd 76 78 3b fd 38 19 8f fb 3d 79 Oc f2
19 b6 8c d0 ef 8d 31 01 8¢ 22 1c b1 39 9d 82 a8 9a 6b 09 a4 d3 ed 4c 7b fd f1 74 3c 94 a6 al 52 e8 92 fd 65 18 76 3e b6
da 37 d3 fO ae d5 bd 9d 5e 76 c3 db ce 29 90 ea 68 ab 19 e8 b2 3f bc 9b 76 c2 51 7b d8 1d 28 a7 a5 d8 ed 6b 46 bb Oe 5b
9d 70 78 8a al 52 95 cd 18 83 61 ff 6e 30 96 dc 23 b7 7d cd 10 c3 fO 5f 93 ee 30 94 5¢c a3 ea 38 9b 51 c6 9f 07 el 1b cb
2d ef Oc 49 50 77 dd el b0 3f ec f6 ae ea d8 9d 8e
Data Ascii: #z0'r[3zcZz.iv~v?i*vtdvgnJ*![vx;8=y1"9kL{t<Rev>7"v)h?vQ{(kF[pxRan0#}_0\8Q-IPw?

2021-10-28 23:41:24 UTC 167 IN Data Raw: ba e7 1c 7b 1f 2e 56 59 5c b2 14 3e 53 b6 c9 58 59 db d9 a6 6f 63 01 2e 4c 7c c3 74 3d cb 38 36 9c f2 95 90 37
d3 17 5cdb 64 7c 51 b2 65 e5 a5 8c 17 5¢ 6¢ 44 e f2 62 c5 6a 67 8e 69 1a b6 ee fa 96 65 cO a5 6e 39 c4 d9 dd Oe 16 05
2b €382 97 da 46 94 7c c7 4a 04 14 6b db 7c c3 13 76 a6 8d 44 be da e6 f8 59 db a5 a2 64 67 8d 63 47 Of 74 78 b6 3d 43
7 4d 3f 70 fc 37 a2 ac 4d 5¢ cb 75 7d d7 b3 65 56 ec c0 b6 3c 97 66 24 89 6b 93 54 d4 36 be 8e 24 9a e ed 3a 7e 60 3b
9e el 91 2d bd 4c 58 9e 62 05 cd 5 8e 6e 05 9e a3 23 e5 ab 6e ea 96 4f c2 ea 25 b1 86 5¢ 9d 3f 65 62 cd 1f 58 5e 54 69
4b b5 52 7b 37 99 f6 c¢6 d3 f9 4d 34 b8 7e c7 36 49 bc 62 0f f1 32 d6 2e 85 78 4c b8 76 85 cb df 85 83 7e fd fb 2f ed d5 93
51 6f f0 ee ef d5 Of d5 ¢7 13 44 b1 49 d8 03 7f 12
Data Ascii: {.VY\>SXYoc.L|t=867\d|Qe\IDbjgien9+F|Jk|vDYdgcGtx=CM?p7M\u}eV<f$kT6$:~";-LXbn#nO%\?ebX T
iIKR{7M4~61b2.xLv~/QoDI

2021-10-28 23:41:24 UTC 168 IN Data Raw: 57 f6 04 10 90 e8 5a 81 ed 5e d0 63 d5 f7 71 52 al 6e 86 14 a4 52 cf e3 77 ad 84 94 df 57 e7 5a 66 12 1a 5f ac
9b 7d d1 17 b8 f5 12 cb 49 39 fe d7 9a af 2 46 fb db Oe fO da c7 b8 64 56 33 8e €3 53 e4 3f c0 e0 fd 28 21 3a 46 09 a9 89
00 8c 81 69 39 c0 69 27 d0 a9 bb 08 8a 0d Ob ab 79 8e ed 89 Oe 9e b1 38 81 fe 7d dc cf 43 e8 f8 7a 03 50 88 b2 e0 10 49
€9 3379 cb 78 2d 37 a2 59 2a 89 01 82 c8 f4 2c 3b 08 30 cd 38 Oe 60 97 02 27 5¢ 6f d7 c9 32 2e 6b 7c b6 3d c9 95 08 d8
c1 3f 96 07 4c 23 7b f8 bb 78 e5 20 3f 77 2f bb c2 db 48 0f 79 07 8c 01 08 45 c9 80 b0 03 c7 b2 7d 92 a9 83 3a 68 3a bf Oe
16 54 6d 5b ae 8d 91 cd c1 d4 e6 59 Oe 4d 32 19 be 1c dd 94 93 9d 6f 83 2c a0 e9 74 db 25 65 77 55 b2 a4 2e 3a 75 fb a2
78 ea 8e 05 3c 2¢ 25 30 bc ea c9 b5 38 44 da 33
Data Ascii: WZ"cqRnRWWZf_}I9FdV3S?(1:Figi'y8}CzPI3yx-7Y*,;08 "\02.k|=?L#{x ?w/HyE}:h:Tm[YM20,t%ewU.:ux<,%08D3

2021-10-28 23:41:24 UTC 169 IN Data Raw: a8 06 52 b0 f2 58 b7 b9 18 93 81 el 04 16 86 58 1f 12 d2 35 09 b3 ed 8b 8c 3e 64 f4 b1 0f 01 5a d3 35 Oc 47
d7 65 ad 11 4d 18 e5 ab fd 79 ac ef e9 ae 1c b5 75 39 89 da e0 5f 9b 64 af 1a 2b 81 e6 18 d1 2a b5 2b cf 79 12 f5 79 4a
0d 10 81 14 87 28 03 03 c3 15 3e fa 50 4e 6f el b9 ca 51 ed c7 c0 80 8d 2e 77 25 ce 38 f2 a4 93 c4 26 4f 7c e2 35 ab 19
a7 39 69 78 21 ea 4d 75 5a 26 5e 3d 0f d6 ee 46 03 79 8c d8 7e 23 f7 78 93 89 ff fe 9f d3 86 36 31 bc 62 4a d5 76 f1 a2 a2
53 fc f6 98 31 8c 15 70 23 c1 52 68 83 de a4 d6 f9 f2 b1 8d a7 fb be e5 43 de ca 83 29 2a a0 47 1d 67 Oc 87 ba a4 4a 68
75 3a f2 fa 30 04 3f 40 70 b7 49 bd 0d fb 51 6f 3e 1le ce a6 el 78 de eb f7 a3 69 34 1c f4 6e e6 e7 ¢3 db db 70 30 9d 1c df
59 f5 Oc 8e fa 99 5 a3 el fc 5f b3 de 4d 34 fd 72
Data Ascii: RXX5>dZ5GeMyu9_d+*+yyJ(>PNoQ.w%8&O0|59ix!MuZ&"=Fy~#x61bJvS1p#RhC)*GgJhu:0?@plQo
>Xi4np0Y_M4r

2021-10-28 23:41:24 UTC 171 IN Data Raw: dd be cd 05 b4 38 92 b9 96 48 2d 1f 32 bc 30 40 d0 d4 c8 36 ce bl 7c 92 8c 00 67 e8 bf 5f 0d a7 c7 ac 66 55
53 64 ac 28 bb 87 00 0a 4d 4e 57 77 bd 9f 3d df f6 a4 90 3e 78 63 9d 34 de 5b 25 ac 2c f6 9e 77 be ed fd 5a dd dc cc df
57 f0 79 ef ed 57 61 64 51 ff d5 a2 fe 6b f4 f2 af 5¢ fe 55 ab ef f5 f2 b3 0d cd 37 9d d5 43 da ee dd ed 77 f6 a4 92 3a d8 22
78 55 28 ed Ob 1b 94 60 b7 9a 2f d7 54 4b 60 1e 01 6b be d2 06 43 7e d7 c0 6f 7e 58 7d b6 cd 7 cb d5 c6 e2 d5 97 cb af
dc eae7 74 8b 8b 15 3a f1 07 89 4e d3 a0 46 el c5 8d e4 8a 3a 71 71 7c 74 bl fc 41 a0 b3 ba e6 d1 5f 22 61 80 24 ce 17
ce 38al 65 10 85 65 €9 52 21 82 cf 11 44 bf 22 7e 3c f9 1c 6d 1le b9 85 36 b7 8a 20 29 9a 73 18 e5 0d 88 81 83 23 78 a9
5c al e5 06 06 61 ce 63 72 ab d5 4e 46 75 08 e6 97
Data Ascii: 8H-20@6|g_fuSd(MNWw=>xc4[%,wZWyWadQKk\U7Cw:"xU("/TK'kC~o~X}t:NF:qq|tA_"a$8eeR!D"~<m6 )s#x
\acrNFu

2021-10-28 23:41:24 UTC 172 IN Data Raw: 9¢c 98 dd c¢7 53 a2 42 54 63 8d 13 43 95 4d ba a2 cc 61 4b 95 58 0a 7c ca fd 66 05 4a 28 9b ca 4f 34 7d 6d 51
0b 3b 20 5¢ 22 88 07 42 e2 fd 9d 54 4d 66 {7 b4 f9 d7 fe 2e 2b d7 a5 28 59 40 2c b9 c6 e6 a8 59 95 9c 1d d7 ab 70 71 63
91 9¢ Oc 5b 3¢ 54 6d c1 84 61 4a 20 80 25 e4 4d 09 8e b4 56 98 90 9d 30 a2 75 53 1d c4 fe 68 de 69 66 3f 47 ac 61 44 Ob
5b 75 92 23 b3 ¢7 ¢7 6¢ b5 €8 29 5a 76 ba c8 €8 84 ¢5 07 c7 29 be c5 a4 d3 eb 3c 62 24 d2 el c3 e0 83 53 93 21 b2 ee
le a5 7d 06 6f ba 45 c9 c0 e8 58 92 4a 0a 61 bb 3a c4 07 30 33 96 51 bd 8d 41 64 6a 72 12 aa fc 00 43 2 d2 86 e3 43 5¢
95 5e 30 52 95 54 83 24 fa 25 c5 ef 92 00 46 65 €8 44 Ob b1 04 18 5¢ 4f c5 2a c2 d8 ee 86 b9 2a 71 Oc 49 f5 6a b9 b0 cO
329333 0d 09 e3 36 fb 04 bc 9a 5a d9 b4 96 b6 9f 10 09 1d
Data Ascii: SBTcCMaKX|fJ(04}mQ; \"BTMf.+(Y@,Ypac[<TmaJd %MVOuShif?GaD[u#l)Zv)<b$S!}oEXJa:03QAdjrCC\*0
RT$%FeD\O**qlj236Z

2021-10-28 23:41:24 UTC 173 IN Data Raw: a4 5a ¢3 4c cd c7 cd 1a c8 a6 be 6¢ a2 8c d5 10 23 40 46 9f 19 b9 fc 33 9a 8¢ 38 6e c2 4d 64 a6 3a 82 85 30
ladac79e 9ca584 7c bc cl 59 67 bd 0d 10 fa 3a 09 61 1e 38 60 88 f6 ee 1b 76 4d 84 9d c9 74 73 a5 8d ea 00 89 7f 53
7776 4e 02 17 7d 90 aa 50 de 6a c1 08 27 da 3d a9 cc de d3 8d 49 cd 72 36 53 6b 4e 11 20 36 2f b4 Oe 10 a6 83 al f1 41
b0 92 ac 34 41 b5 e0 6d 17 b2 88 4b 47 84 d4 Ob 1f 1e 19 13 a6 99 58 31 75 6f 3c ¢3 81 2d 70 20 eb b6 0a 23 f0 9c 02 52
ca f6 f8 ff f9 €3 01 49 1b 60 e0 14 26 73 ed 2c 6d cc 33 74 ca 32 39 17 fd d9 Oe c4 7d 4f 89 96 27 66 86 b6 90 98 39 b9 24
b8 42 97 6b b8 e0 83 6e f1 3b 2d 19 53 58 46 3e 68 cb b2 03 62 70 32 ed 84 87 a9 ee a9 51 a7 9a 94 14 76 70 eb le 63
€394 b8 91 1b 6e 59 9f 29 ec a4 53 50 8 08 4c 28 db 21
Data Ascii: ZLI#@F38nMd:0|Yg:a8 vMtsSwvN}Pj'=Ir6 SKN 6/A4AMKGX1uo<-p #RI'&s,m3t29}0'f9$Bkn;-SXF>hbp2Q
vpenY)SPL(!

2021-10-28 23:41:24 UTC 175 IN Data Raw: 8e f2 92 cf ¢5 69 04 ca 74 f0 6a 30 7c 4d d6 72 05 7d b2 6 bc df 2b f3 d6 9e 49 79 32 10 c6 a7 c3 el e4 e5 a0
1c 13 aa 72 2f €9 23 40 de 94 d4 59 31 ef df 58 ae 1b 1f cf 8e c0 20 83 f4 4e 86 e0 6b c6 c4 7c 71 b7 47 da 95 40 29 b0 36
bd 72 d0 a7 16 8b bb 16 94 ae 9b f4 4f 4b 38 30 51 3¢ 66 68 a5 5d 78 ba f4 66 83 f2 70 12 4f 4d e8 c3 bc df Of 2d fe 6e 21
1b bf dc 3d 3c 2c cf 26 dd 17 27 44 77 b8 29 a3 3¢ 9c e3 el 90 9c 84 cb 93 f3 10 ce ca d1 11 60 45 d0 61 de a7 b7 01 c8
7048 3c 18 53 e7 ¢8 03 98 Oe fa 10 2a 9c 9c f4 8f fb Oc 4d b8 6b 1e 1c ac 5e 7f 7c d8 1d 5 6a 4e 1d 5 47 a7 5d 4e 15 b9
ab 7c 1c ac a3 fe a0 5¢ 9a 97 19 68 f6 80 71 3e 5c¢ ff 9d 03 b4 84 91 71 f2 4¢c 59 97 03 31 e8 d2 fO 8b be ed 8b 5b 39 7c 45
4d 3c 7d 57 09 b7 72 54 d6 06 96 c1 9b bb
Data Ascii: itjO|Mr}+ly2r/#@Y1X Nk|gG@)6rOK80Q<fh]xfpOM-n!=<,&'Dw)< EapH<S*Mk"|jNG]N|\hg>\qL Y 1[Q|EM<}WrT
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Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 176 IN Data Raw: cc a3 7f 6f e2 3c 9a 1d d5 16 41 30 5d 1c 15 0f d9 6f 78 f9 8f 32 5b 1f 17 9b f9 3c be 8f bl b8 6e 14 cd ee c2 7b
ae aa 72 01 22 db b4 4d cd c0 9c b6 ae 29 b6 a5 92 68 fa 5¢ 22 04 91 ef 61 1e bl 65 b6 5a 41 Ob 1e f3 f7 7f 79 27 a5 8e
56 ff 68 27 b4 7a 27 24 96 4a 77 62 d7 ff ff 43 37 99 ae aa 2b ae a9 38 8e 66 b8 9a aa 12 Oc fO b6 77 f9 63 59 8f 76 0d cb
56 90 6f 48 52 db 51 5¢ dd 20 70 f5 b5 82 d3 1a 79 d6 cf 70 aa 69 2e 04 15 17 78 65 5a 9a 06 51 02 a7 df 06 f0 55 70 16
c059 e3dlel 3ad9ded 617298 cde7 4554 be 57 d9 07 e5 db 45 98 2e b2 4d f9 f4 41 6d 1e d9 2a 9a bl 6f fd el b9 d7
Ob 7e 5 87 4f 4f 1f b4 b6 57 2c bb 7f 60 6a 65 dc 53 56 3e 44 f9 9b 03 ff 29 06 3e 09 db 0d 03 50 a6 a8 d8 le 0d 50 63 29
04 a4 4f £3 90 7d d9 68 8a aa b3 d9 76 26 84
Data Ascii: 0<AOJox2[<n{r"M)h\"aeZAy'Vh'z'$JwbC7+8fwcYVvVoHRQ\ pypi.xeZQUpY:arETWE.MAm*o~O0OW, jeSV>D)
>PPc)O}hv&

2021-10-28 23:41:24 UTC 177 IN Data Raw: ac 32 91 ff 00 15 02 ad 4b 11 4a b3 d7 15 a3 02 32 26 f8 43 f2 75 33 3b ae 27 b3 d0 fb 19 a0 5d 28 08 1a 7f 92
95 02 6e 35 30 36 12 93 9a 88 58 01 €9 5b fe 2a 65 bf 45 77 77 35 d9 a9 66 01 3c 37 4b 01 9f c2 26 00 60 40 75 c0 ee 5¢
42 f4 47 0d ac 3c 67 00 e7 2f 45 cd 42 7e c8 23 d1 8d 21 ee c3 e2 47 al d4 42 eb a8 a2 5f 85 9f 1c c5 54 80 ea ed 91 d3
04 41 f7 5a c8 da 40 69 b8 96 97 3c 2¢ 56 73 4d b2 dc 8b b0 da 8d 98 37 a3 82 6a 83 16 82 6¢ 9a 2a b6 05 f8 8e c2 65 90
c0 eb d4 8e 89 17 b5 04 22 54 83 81 48 30 c¢7 40 60 a8 64 dd ed 25 ee 2e e2 cc 98 3b b1 da 4f b1 4f 96 82 a0 05 8f 07 35
75 e1 47 44 1a d1 e8 bd 30 06 ee 42 7e 14 55 d7 97 82 e5 20 7d dc 83 fc c7 86 26 ec 13 96 7a le c7 e2 27 49 40 5d 87 1f
c0 58 3a c9 92 9f 58 ff 8e 3 ab 32 cb e3 a2 46 5f cb
Data Ascii: 2KJ2&Cu3;|(n506X[*eEww5f<7K& @Uu\BG<g/EB~#!GB_TAZ@i<,VsM7jl*e"THO@ d%.;005uGDOB~U }&z'|@
IX:X2F_

2021-10-28 23:41:24 UTC 178 IN Data Raw: f6 a6 93 91 77 ee 4b d2 89 5c e2 10 35 23 4e 36 e4 e0 22 2b 22 72 f9 ab fe 39 81 47 49 3b 21 11 1e 4f 06 d3
9b 60 14 9c 06 55 90 b5 6e a9 e4 7b 08 aa ad df 1d df 7a c3 f6 ¢8 97 95 37 a2 65 d2 bb ec f5 6f 89 ac ac 49 23 b2 37 41
c7 6f 47 7b 09 8b 68 d1 30 ba ee f7 ¢7 17 3d 7f 44 bc 2a fb 8a 86 28 f9 ec d3 62 25 b9 8a ad e4 46 e7 d3 2e 00 19 d1 3b
ee a3 d6 8¢ 08 7c c9 6e 24 1a 49 78 0a 68 d3 f1 7b 01 45 2c d9 15 ca 6b b9 71 70 ed c3 60 92 78 92 83 a9 46 fO ba aa 66
3d ff 6¢ 5¢ 5b 4d fc 23 f9 46 68 47 f8 19 21 45 5d f6 ce ce fc ¢1 d8 3b bd 22 b9 23 3b c0 6b d7 73 de ef 13 4b 64 fc b2 5d
€3¢0 1f 76 b1 2a b2 1c c9 37 46 6f 28 €9 7 49 05 93 90 f1 76 05 93 5e 00 aa 70 75 15 9c 07 12 9f c8 ee 71 64 ba 3a cl
e8 cc 1b 76 f8 4e 75 83 el b5 27 4b 45 d9 f5 9e 4c 57
Data Ascii: WK\5#N6"+"r9GI;!0"Un{z7eol#7A0G{h0=D*(b%F.;|n$Ixh{E kqp xFf=\N[M#FhG!E];"#;ksKd]v*7Fo(Ilv*puqd:vNu'
KELW

2021-10-28 23:41:24 UTC 180 IN Data Raw: 87 f3 3 75 ba 5c 26 ab cd d9 38 8b cd d9 7d 32 3f bf 3f 84 5 5¢ 2c d6 db 68 75 ae 7b 59 11 7e 3f 51 36 62 35
8e 36 b0 1f de cd c4 62 fa fd a4 74 4c 0f 51 ee 67 62 bd c6 97 ab e8 9f 69 bc 8a 46 ef 8b 19 c¢1 70 31 7e bf 9e 24 5b 7c f9
97 4d b2 3c 5b a7 0f Of f1 7d 8¢ c5 35 a3 68 74 27 ee c9 55 16 02 a4 b8 e5 58 ba 89 67 3a 86 ae 3a b6 c6 52 ac 2d 92 45
51 b4 62 24 3e fc €9 0d 94 ¢6 57 fb 77 1b a0 17 1b 20 99 a0 74 03 5e 86 fd 7f 18 1d cb d3 Oc d5 b3 54 d7 d5 4d 4f d7 34
86 01 17 13 01 €8 28 46 7b a6 ed a8 28 3f 14 ac e3 aa 9e 61 le 8f be 14 f1 26 9d c¢7 d3 c2 40 7 30 5¢ 5 00 53 96 ad eb
3060 cOf9 e3 1a 11 0a ea 01 42 d4 ef 9d 2e 67 €9 4a cc 4e 93 87 87 75 b4 f9 a0 29 1f d5 1f 97 62 31 4e d2 cd d3 47 ad
fc a8 a0 56 7f 74 ba 17 b5 30 f8 €6 77 9f 9e 3e ea
Data Ascii: u\&8}2??\,hu{Y~?Q6b56btLQgbiFp1~$[|M<[}5ht' UXg::R-EQb$>Ww t"TMO4(F{(?a&@0\S0 B.gJNu)bINGVtOw>

2021-10-28 23:41:24 UTC 181 IN Data Raw: a7 c2 Ob fc 78 2e a4 82 85 fa 07 29 33 27 97 05 e8 1e 4a 6b 4d 8d 24 fd 9e 13 f1 a4 14 b5 e5 9c a7 d4 87 2b
13 fc e5 ac 78 84 8d 2e ca 84 c0 01 3c eb f4 89 03 33 42 4c d4 90 52 1a 66 d5 9b 8e 26 69 7c 3e e8 b6 5e cd 15 02 05 d2
0100 00 €9 00 c9 e4 31 cl dc 27 eb d7 74 3e 29 50 5b f9 05 2b 27 4 8f a6 d1 7e 2b 7e cd 5d da e8 b6 34 b4 78 08 83 ab
5a 2a d0 f5 8d 24 c0 d6 36 db b9 9d 03 bc 44 d4 88 65 b0 22 dd b3 d8 9a ae e2 71 3a 46 60 f6 44 83 cb 6¢ 7f 97 a2 04 12
8f 24 9c a5 21 6 cO 5¢c 90 88 c9 12 a9 4d 34 5¢ Oc 46 b2 al b5 07 d6 bb ae 89 5d d7 d8 b2 2b 99 26 87 6a 50 37 01 75 e6
cd 56 91 89 10 ¢3 90 79 1e 42 88 14 62 de da a4 6d 69 de bb 03 e6 af f1 79 81 14 1a 27 fb 6d b6 94 1e a9 00 7c df cc 05
€0 3119 db a8 2c 3a81 0152 ba 7486 61 1b 2¢ f1 7f 53
Data Ascii: X.)3'JkM$+x.<3BLRf&i[>"1't>)P[+'~+~]4xZ*$6De"q:F DIS\M4\F]+&jP7uVyBbmiy'm|1,:Rta,S

2021-10-28 23:41:24 UTC 182 IN Data Raw: 91 d1 83 dc be d5 b9 60 f0 28 91 fd 12 e3 fe e0 7a 78 13 f4 82 cf 41 96 64 95 5b 2a b9 eb e7 de 3a cd fe 6d ad
5b 9d f9 32 f6 62 5e 06 el 55 d8 b9 65 b6 b2 4e 8a d9 de 04 0d bf 1a ed 25 8a a0 c2 43 af dd e9 4 2f 43 bf c7 a2 2a 7b 27
84 399 ea 73 b2 92 5¢ 33 66 76 bd 8b 61 13 80 8c ec ed 77 c0 35 3d 06 5f b2 a3 fa d2 12 91 02 da 34 fc 30 e0 88 25 bb
59 78 6d d7 Of da 3e 26 cc Oa 4f 72 50 54 1a b6 33 36 Ob fd 7a bf 98 35 8b 8f e4 85 97 17 ¢6 07 84 cc 79 b9 56 af fb d7 fd
da e7 16 ab 1d d9 89 5a b5 9f 8b 4e 87 cd 44 a6 16 ab 3d 5c¢ fb dd 26 56 ¢5 96 23 79 79 e6 0d 27 9d Oe 63 30 89 8a ae 76
30 08 03 48 85 56 2b b8 08 24 31 91 5d 7a c8 7c¢ 35 82 5e bd d6 6d d0 4e 35 83 6e bb 26 2b 45 d9 35 97 cc 57 33 08 fd
Oc 5e 86 a8 ec 50 42 3e b2 a3 1d 99 a3 cc 47 05 c9
Data Ascii: *(zxAd[*:m[2b"UeN%C/C*{'9s\3fvaw5=_40%Yxm>&O0rPT36z5yVZND=\&V#yy'cOVvOHV+$1]z|5*mN5n&+E5W3
PB>G

2021-10-28 23:41:24 UTC 183 IN Data Raw: 44 53 Oe 61 b9 fa a5 13 d7 3d b9 e8 Oe 7f f8 69 bd 84 f5 e3 01 70 ed e3 fb ¢5 d5 ea dd cd fb 37 ab db bb 35 bb
aa 05 ae ff 73 75 f3 el 7e 5 el 7e cd bb 92 cb d5 60 f2 b5 5a 7f bd 61 30 f9 81 46 3f 60 29 98 83 2f 5f 12 1b 39 ff f8 6e 7b
2f ff 72 bc 8 eb eb 4f 2b 21 c4 5f 8e ef 3e 2e 3e 54 ff 59 74 de dd ae ae 7f 7e 7d fO ee fe fe €3 dd d3 e3 e3 bb 4f 1f 3f de
dc de 1f bd 5d 6f f8 d1 d5 cd 6f c7 57 5f 77 e5 78 f1 el ee 5f ab db 63 15 d6 6e fb f5 41 e7 7e 71 fb 76 75 Of €3 e7 cb 7 8b
Of ff 7c 7d 50 11 2e 5e d2 b9 7a bf b8 bb 83 2f 6f 57 ff 7 €9 d7 db d5 9b 27 71 46 30 f0 c3 db 27 77 ef 6e fe 05 5f fe cf fd cd
c7 a3 bb 4f d7 d7 bf 5e fd 0a 8b 3b 59 ad de 2c 17 57 05 a9 35 0b c0 5a d9 cc 2a 03 ef cc b4 12 99 93 0d 2a 75 a5 88 ed
30582091 cd c7 ee 3aea
Data Ascii: DSa=ip75su~~'Za0F?")/_9n{/rO+!_>>TYt~}O?]ooW_wx_cnA~qvu[}P.~z/oW'qFO'wn_O";Y,W5Z**u0X :

2021-10-28 23:41:24 UTC 185 IN Data Raw: 85 4e 31 10 4a c8 4f 33 f0 a9 55 56 5b €5 9c 22 27 b2 cd e8 1d 5 ed c7 09 06 bf 34 1a c6 7e 4d b3 25 4a fb b5
78 10 f7 52 e0 bc 03 13 d2 2f 0d 19 fd 86 52 fa fe 35 5e 63 95 17 3e 28 al d6 cd 01 d6 f3 b9 e4 7d 64 e4 8f 54 e2 2e 0a 45
5a ab a0 b4 0d de d9 20 e8 f2 63 1a 1f c7 e6 18 a9 8a 0d 4b 1e 10 e2 7c 3b 5e 35 cf 8c €9 4f 21 4e 97 d6 85 ff b3 82 19
40 24 33 6d 42 10 5e 59 ab 24 9f cf 2e 27 8d a3 16 26 6d 4d 13 2b 78 f5 ad d8 5c 4e 2a 2b 0a 37 20 27 16 fe 8 4c 80 dc
7ce7 12 cO 7f 9f 32 b5 2d 48 18 30 2a 21 03 4f e8 4c 16 ac 36 be c1 b0 b4 8a e2 13 b0 a5 e6 6a e2 d7 cb ed 3d e6 fc c7
7a 96 56 48 a3 9d 09 c2 58 61 44 a6 2d 6f ff f6 6e 3c bl 42 15 1d 33 de 68 eb 42 26 84 71 bc ef 6d ef 1a 77 d5 dd 2b 18
da db ea 02 79 34 e6 6d 97 €8 68 cc 92 a4 a5 a5 96
Data Ascii: N1JO3UV["4~M%JIxR/R5"c>(}dT.EZ cK|;*50!N@$3mB"Y$.'&mM+x\N*+7 'L|2-HO*!OL6j=zVHXaD-on<B3h
B&gmw+y4mh

2021-10-28 23:41:24 UTC 186 IN Data Raw: c9 f7 ce a6 97 la ec 57 47 e8 c5 ab a3 8e 3a 32 a7 cf ff 1f 2f Ob 99 f8 1a 3a 8e 72 d3 b1 f0 fb 1f 23 7f 33 97 29
a3 1c 04 25 d6 68 08 8a 48 al f6 eb 61 90 7d 4e 95 a6 72 d7 Of cc 1d 96 el 6f el 76 8a c2 b2 84 59 2b a5 bd 55 2d ae 1d
68 01 d3 a3 8e 7a el 8b 4c 9b 06 b2 45 31 48 04 cf e7 dc 5a 24 dO 7 39 86 €9 21 2c 0d 21 b8 75 ba cf 98 4c f2 ae 1f 63
a4 5a cb 40 eb 0a 46 2d 67 e7 f5 3a fa f3 de 4b ed 44 66 85 el 4f ce 62 27 f7 88 23 3c 0d Oc 69 8¢ c8 1a b2 18 bf 6f f6 80
el d7 ef 97 3e f0 46 eb 02 1a 7a ed 9c Oe c1 04 36 28 de 91 5f f5 c6 9a 60 32 23 85 5f e7 06 0d b1 a4 d1 2e d1 cb 56 52
21 cl 4e 5387 c5 ee 61 36 ef 70 87 b9 de e8 df 03 a6 54 f2 c5 4a 2b 8d 37 32 d3 5a fb 2c 03 5d 4c 17 90 b8 33 e4 91 8a
16 5e da a0 45 50 5e 69 30 a8 6¢ 66 e5 51 57 ed
Data Ascii: WG:2/:r#3)%hHa}NrovY+U-hzLE1HZ$9!,!uLcZ@F-g:KDfOb'#<io>Fz6(_"2#_.VRINSa6pTJ+72Z,]L3"EP OIfQW
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 187 IN Data Raw: d3 b3 7c 4e 14 83 b9 c5 15 0d 2e c3 42 08 59 22 60 e8 75 2f 0a 2b 46 56 c0 9c fe f8 4a 05 20 2a 61 17 53 72
ae 7e 7f d1 9d 4d c8 00 ee 5a c7 af 03 ce ba d4 7c 31 {7 74 56 bf 9f e4 39 71 cf 5¢ 1e b9 fa fd 6¢ c8 2d 81 2b c9 55 23 2e
47 67 b3 73 32 82 bb 3b fc ch 97 7f 03 50 4b 07 08 8b 4a 75 50 bd 11 00 00 7e 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a
8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 74 65 2f 03 00 50 4b 07 08 00 00 00
00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
5f 6¢ 6f 63 61 6¢ 65 73 2f 74 65 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5¢ 5b 73 13 4b 92 fe 2b 5a 2f Of 73 26 c0 d4
bd aa d9 39 7b 42 58 6d a3 c1 96 3c 92 Oc c1 c4 89 50
Data Ascii: [N.BY" u/+FVJ *aSr~MZ|1tV9q\l-+U#.Ggs2;PKJuP~aPK*Q_locales/te/PKPK)Q_locales/te/messages.json\[sK+
Z/s&9{BXm<P

2021-10-28 23:41:24 UTC 189 IN Data Raw: Oe c7 d4 69 b0 df 91 4b bd 72 2e ee 72 ab 06 a9 23 c0 6e 1fal aa 00 f1 b2 10 5e 6b Of 7b 54 5a 6b 95 c7 ef a8
€7 d8 5147 1b 0f 52 18 09 81 b7 2f 20 dc 95 1le a2 b8 7c ec 9f ¢4 94 7e 3d 34 69 c0 a6 e0 9c 72 c1 48 al 05 90 67 09 47
7 72 89 e4 49 63 f8 25 91 10 8d 35 ae 10 ab a3 96 2d d0 9e a3 0a 53 fd df df df 8f eb d5 05 c0 9c 0f 16 d6 2b 41 81 cc da
58 ad d7 e9 43 34 b5 66 61 7e 75 91 a2 89 48 40 3a ce 03 86 c2 67 01 2c 29 32 7c a6 86 d8 8e 37 €0 46 94 04 69 d9 42
17 95 c¢5 b0 d2 c6 96 28 2f 90 Oe e6 e5 64 8d 12 06 96 05 79 98 d0 1a 38 c0 2e ac 15 7a c7 ba a8 40 d5 08 f0 71 01 fe 51
Oe f4 a7 28 74 be 3e 10 35 de d7 23 8d 80 00 bf 80 34 cb 83 aa 40 a6 e5 32 Oa ec 11 df 1d 5e 3f 86 9b de 9f ea 5d Oa b4
d7 c6 4c cf bb df 36 26 2b d4 2f cf da f9 2b 89 48 29
Data Ascii: iKr.r#n"k{TZKkQGR/ |~=4irHgGrlc%5-S+AXC4fa~uH@:9,)2| 7FiB(/dy8.z@qQ(t>5#4@2"?]L6&+/+H)

2021-10-28 23:41:24 UTC 190 IN Data Raw: bb Oe b0 46 0Of b1 91 fa de eb f7 4f Oe df a3 c8 ef be 0d b0 c4 €6 b2 cd ba 49 49 bd d9 a6 31 42 00 ff 94 0Ob 20
31 2f8c 5¢c d3 13 c0 a5 el 31 7d 46 35 02 1c 2b 30 €9 de 8f 28 f1 a0 58 Ob eb ce 7d 2b 12 bf 45 56 00 33 8a a0 el 5f 88
e3 a5 2858 4e ec 70 Oe 26 90 ab al 4e 2e ad 12 7d 7f 92 b5 5d c5 3e df 5b dc b1 94 71 88 b4 63 aa e5 6f a6 e2 d0 96 79
ac 71 56 68 e3 00 92 44 d5 db 67 dc 8e 65 1e 8c €0 89 1b 75 e4 c9 e5 d3 b3 ¢9 31 51 96 7b b2 f6 7b 75 29 58 a7 84 84
00 5f 15 10 9c ba 82 6f ba 97 dd b6 b3 85 9c 5 e7 6d 8¢ 1a a5 5d 19 cd 81 3d 56 db 18 d8 d3 62 10 d3 al 8a d5 6¢ 43 31
€597 66 e7 ae 00 e3 d1 85 07 6b 0a c2 Oa ab f8 5¢c eb 87 39 01 80 ec ¢3 93 66 6a 0Of 19 38 d8 6f 55 4b 04 4d 53 85 65 75
2d 8211 13 32 76 fb 5b ff 6d 12 17 45 21 al 43 91 b6 7a
Data Ascii: FOII1B 1N1}F5+0(X}+EV3_(XNp&N.}]>[qcoyqVhDgeulQ{{u)X_om]=VbIC1fk\9fj8oUKMSeu-2v[mE!Cz

2021-10-28 23:41:24 UTC 191 IN Data Raw: 23 ce 3b 7a f4 d6 16 f7 be 9b 7c a9 69 d4 9f e2 76 97 25 a2 9f e0 c6 2a fd d5 e8 92 bd 33 26 56 74 el 1b 09 72
d4 cd 2c 97 29 Oe 31 8d ed d5 cb 39 bc 08 41 07 05 ¢8 0d 10 be f6 98 ee el 9b 20 29 33 69 f8 82 53 9a ef ec bl c5 ef 7e
20 ee 21 49 6f 7e 5a 7f ec 49 39 18 f6 €7 93 f1 d9 ac 9c cc fb 83 ¢1 70 36 1c 8f fa c7 f3 83 f1 c9 49 39 9a 4d 57 c5 c3 bd d1
86 d2 39 1b Oc c7 f3 bf 9d 5 8f 87 b3 37 ab 14 b8 c8 95 50 38 e8 8f Oe ca e3 f9 f3 b3 d9 6¢ 3c a2 6b a0 2f 7c al 14 c6 a3
19 6¢ 00 56 51 4e ab 3d ad 12 el ba 13 08 91 c1 70 30 1f 8d 67 f3 d9 84 6¢ 83 3b 81 20 e3 0f cb 72 f0 bc 7f fO 72 5e e f4
87 c7 3 ¢3 61 79 3¢ 58 25 ¢4 5d d1 cf 13 3a 1c 4f 4e e6 83 72 7a 30 19 9e b2 db 62 5a 45 f3 d4 5e 94 fd 41 39 59 a5 c1
95 d6 f2 34 4e 27 €3 93 d3 19 61 0f 3d 91
Data Ascii: #;z|iv%*3&Vtr,)19A )3iS~ llo~Z19p6I19MW9I7P8I<k/|IVQN=pO0gl; rr*ay<X%]:ONrzObZE"A9Y4N'a=

2021-10-28 23:41:24 UTC 192 IN Data Raw: 60 d7 ab 76 bd 7a 5d ff ad ab 4f 59 d3 95 b6 fe c6 a3 5f e3 {7 af ea cf 78 57 bb 4d 41 d6 d7 eb 78 e5 ba e5 4c
c5 7b 89 96 6f 55 df 4b bb 76 6d e2 c7 6f af 8a df a7 6b 5¢c 4b 41 d7 57 4a 8d 78 43 12 89 7f 47 Oe a5 43 dc ¢6 1d ad 11
05 93 a4 06 f2 2a bc 2b 4¢ 21 b4 Oc ¢2 59 56 68 12 b1 a7 b7 d5 10 c5 a2 5e al 6b 5e a3 1b bd 6a 29 c4 b5 89 f9 f3 c8 80
51 de 80 c6 Ob b8 b7 97 aa 70 5a €6 d5 ae 1c ba 47 a4 68 5b 81 c6 4d 46 6e a2 68 22 4f f1 1a 2a dO 44 0d 09 31 09 2b 5d
19 f9 b3 4a 49 23 0a af b5 04 2e 85 b6 3c 7f 44 42 49 ed eb 6d fe 22 07 91 7b 6a 6e Oa 1b 97 6¢ €9 e0 9d 28 37 68 d9 8¢
e2 55 ¢c8 86 d3 45 78 a3 af db cd 45 46 3b d6 28 db 5b 36 be 64 ad 08 02 76 6d 9c 14 5e f9 60 3d b7 e9 b4 5e b5 76 8f ed
bb 51 47 a4 58 e8 a2 f0 85 33 95 b1 99 60 b4 2b 58 8a
Data Ascii: 'vz]OY_xWMAXL{oUKvmok\KAWJIxCGC*+L!YVh"k")QpZGh[MFnh"O*D1+]J1#.<DBIm"{jnl(7ThUEXEF;([6dvm
A=AVQGX3 +X

2021-10-28 23:41:24 UTC 194 IN Data Raw: 31 24 b9 66 cc 8e 29 f0 d7 db 57 e2 22 2c 59 92 42 08 e4 7b dO 3c 6d 4c 61 bf e9 84 51 8a fe 29 eb 77 14 5f
b4 9a 14 fa 5e b7 1c c6 bd 50 a5 76 c4 ed b6 €9 e0 a6 04 76 9a f4 3d f2 6f 79 81 76 2d 5a Oe 19 cb da 25 1a 2a c2 56 12
2e ea 9a 45 9508 d4 67 c1 dd 43 53 Oc 90 d9 f4 86 55 1a ad 14 32 2d a6 16 40 5a 4a 06 89 35 ac 5a 26 b0 49 27 29 9a
56 0f 71 15 Oe 15 Oa 4b 17 05 b8 fe 7a 04 cb 3b 46 90 64 29 8a 84 6d da 82 a0 2a 66 22 1b 6a 1b 4a 9c 5f b0 7f 5a b4 Oa
c508 837032 edc7e6dc2d390571 ae ac 5d a0 d8 9b 10 10 45 e0 28 e0 35 a2 d9 21 73 fd 88 88 90 fc 70 dd ae c5 5d
dO 8e 65 51 6b 45 1b 53 a8 93 8b 55 d8 a5 33 48 2d a9 f6 9e 78 1f 1d 45 d7 al 9c c6 a8 ef 97 c1 4e 2d f4 de 48 78 e7 88
54 ¢3 01 dc 03 48 40 5f 20 0a 71 d7 a8 de ca 79 60 a7 a5 ca
Data Ascii: 1$f)W",YB{<mLaQ)w_"Pvwv=oyv-Z%*V.EgCSU2-@ZJ5Z&I')\VqKz;Fd)m*f'jJ_Zp2-9q]E(5!sp]eQKESU3H-XEN-
HXTH@_ qy”

2021-10-28 23:41:24 UTC 195 IN Data Raw: 65 94 d6 c2 b9 47 1d f0 ec b1 99 07 Oe be 20 98 9d 7b €6 bb 9c 45 d9 5d 86 09 08 €0 c1 0d 66 99 39 07 75 4f
7d 48 7a fc 05 03 9c ce 21 ab dc 14 77 87 9 f0 4e e2 cb e0 f1 8e ff 6 77 3f 50 €9 40 93 al 48 59 21 04 57 08 25 ab b1 Ob
40 6a 03 e8 6a c7 68 92 95 4b 4d d7 49 08 8b 90 cc 04 14 26 10 48 04 04 ad 3c 30 a2 33 6¢ 46 Of a4 57 24 1d 9 06 9f 85
29 b6 25 d1 ed 03 f1 26 fa 7d ed 12 dc 8 6a a4 €0 8b aa d9 5c 95 f0 d2 08 fe 9c 5c¢ d7 40 b6 db 23 7f 26 cc 8f 9e 45 18 2a
fa ff 31 bd 17 2a d1 1d 5b 2f 4d fa 04 6b d7 50 3d 38 e1 5¢ 75 €6 10 fe 60 b1 29 13 bf fb 9f 23 71 ae ea 06 59 09 6e 64 a4
81 da 24 73 92 13 1d b9 48 73 6 b0 6d e4 74 78 d0 d1 05 3e 89 97 fa 25 5d 5¢ cc 38 2b 1e 8a 93 22 1b 17 5f cc 51 17 7c
60 0f 55 02 a9 ce c2 5¢ 62 {7 43 29 29 45 7c d9
Data Ascii: €G {EJfOuO}HzIWNW?P@HY!Wo%@jjhKMI&H<03IFWS)%&H\@#&E*1*/MKP=8\u")#q Y nd$sHsmix>%]\8+"_Q
“U\bC))E|

2021-10-28 23:41:24 UTC 196 IN Data Raw: 9c 7b d9 42 6e 79 ed 6a 24 96 32 05 47 96 00 97 1f b8 13 4f 59 02 f3 25 78 2a 8d 86 5¢ 1d cf d1 a8 f1 d0 93 e5
d1 6a 3a5b 95 15 b0 al e6 48 1f 36 ca 12 aa ec 7b 7a 56 52 20 cc bc 68 2d 4b e4 b0 1c 2e 96 90 ab 2a c0 57 32 51 97 le
7f cf 92 82 54 41 8d 9a 7b 8d 44 96 02 00 d7 7f 40 f4 01 3f cd 25 2f ee cd 27 1c b9 98 bf 7a e2 2a 73 54 35 4f €7 70 56 96
ffa2 c9 8c 7b 8d 60 9e 08 17 9c 99 37 O f4 10 98 81 ae €8 46 e8 69 d9 3c 89 7f 94 b3 67 14 10 30 7d e3 3c 89 4c 86 €0
le 5fe8 21 c2 64 08 ee cO 5a 9e 42 84 26 34 ed d2 97 c9 5 dO 58 00 de a4 26 cb 9d e6 cb 13 59 4e 9e 0f 17 07 4f 39 23
e3 4e ac 70 84 5e 4c 97 50 al 4f e6 cf 19 f7 61 de {7 82 48 3¢ 1d 4e 8e 00 ba ac c6 93 21 b8 cd 19 el 80 1b fd bl cb cf cO
db 28 74 62 1e f9 62 56 a7 0a 80 96 8a f4 a8 1d
Data Ascii: {Bnyj$2GOY%x*\j:[H6{zVR h-K.*W2QTA{D@?%/'z*sT50pV{ 7Fi<g0}<L_!dZB&4X&YNO#Np LPOaH<N!(tbbV

2021-10-28 23:41:24 UTC 197 IN Data Raw: 5d 9c cb b6 51 ff a8 01 77 99 a8 4b 2e 55 20 40 d8 Oc 68 f2 23 e9 df f6 85 10 9c 4c 0d a0 46 00 53 04 96 6b 99
8a dd a6 2c 5d b1 d3 9b b8 8c 45 45 2b 2b f1 49 c6 c5 fa 6f 2c 2d 51 63 72 72 15 67 49 ¢5 4a 51 ea 4c 1f 90 42 a9 67 59
le 74 9a 96 65 99 4a 64 7f 65 95 7c d6 a0 b6 01 04 f2 02 c0 86 el al 78 1f 3e 5b 83 4d fd b0 05 37 fb ae 6b ba be 6d 50
8b 42 44 79 f8 82 15 09 41 €5 5b 26 45 b2 6a 6a 61 8e c4 10 c5 f0 e4 e4 44 6a b2 02 b8 df f3 1d 68 32 60 04 5b a9 c6 77
0d ca 56 fb f8 2d e4 2d 20 26 82
Data Ascii: JQWK.U @h#LFSk,]JEE++10,-QcrrglJQLBgYteJde|x>[M7kmPBDyA[&EjjaDjh2 [wV-- &

2021-10-28 23:41:24 UTC 198 IN Data Raw: 07 ff 06 d8 4d a0 d9 76 7f e7 37 21 61 c3 f6 a6 81 e3 3a 81 15 70 67 29 46 €9 23 ce d2 ac 39 ab 63 9b d4 86
7e 00 35 b5 2c ec 55 59 el 32 de 8a 3d ¢9 15 f0 Oc f2 c6 ¢7 87 €9 c2 92 41 60 1d 4a cc 00 1a ab fa 61 9b 02 ee 02 60 b5
07 9b 02 ae 5d 8d 8f 7e 7c 59 97 55 4c fe 90 94 15 93 67 91 48 0d f0 16 2b ff f0 a9 d1 c6 ad 61 18 34 30 79 Oa 9a 2a 90
de 6d d2 06 dd 97 31 59 c6 cf 49 46 58 b5 02 3c 92 92 6b a7 cc ab a4 c5 38 f8 11 19 65 2b ee cc 27 ce 8a 18 61 29 f8 40
Oc 1b 11 81 94 a4 14 cf 14 f2 51 09 ed 12 78 8f 89 cc 95 8c 55 08 85 92 9f 62 55 e3 6a ae 17 3c 26 12 63 7b 40 04 12 6f
€322 6b 76 dc f8 fe 98 6¢ 81 14 32 2¢ 56 31 79 61 c5 e3 ba 58 ed 7e 47 b0 48 5¢ el 9f 24 c5 8e eb 73 20 83 13 be 03 99
b7 2b 92 ¢6 79 2c ad 47 84 5d 9d c7 e7 a4 24 0d 33 c9 24
Data Ascii: Mv7!a:pg)F#9c~5,UY2=A"Ja’]~|YULgH+a40y*m1YIFX<k8e+'a) @ QxUbUj<&c{@0"kvI2,V1yaX~GH\$s +y,G]$3$
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 199 IN Data Raw: ea 62 bb 11 02 36 9f 32 9b b6 03 56 83 b8 71 d4 31 47 1b b2 {7 19 64 3d 20 bc 47 c7 08 a6 4 84 df e4 bf f5 84
48 dd fc 6f 37 20 72 1d df 09 50 1c 5d 03 55 08 79 8¢ 62 a4 34 d3 92 f6 88 76 d7 75 0d 74 dc 7e 00 16 63 82 80 52 8d 6b
04 2b 78 ad €9 52 d2 c4 b3 1b a0 96 7a 96 15 a0 ac 22 a2 fc 80 2a 2e 9a 6f 1b e4 fc 44 c2 6d 03 a2 d5 5e 7a 28 19 Oe 26
be 6d 18 18 ab 52 10 2d 12 7e d1 5f 08 e8 aa 03 72 97 d7 23 7c 13 54 b9 35 23 7a 86 75 €3 72 d7 57 21 44 b2 4d dd 08
70 0a dO Oe 27 94 ca e6 21 d4 3b 10 el 9a f8 72 6¢ 68 d5 9d 15 ab c9 3c 7a 9c 06 af 1f e2 ba 19 d4 b5 3a 9c 8d d4 a4 1f
5d 85 64 8e a8 50 9e Ob fa cc f9 3e 6a 2f 08 b5 52 0f 22 2e b1 6¢ d2 3a 93 Oe 3 Oc 84 14 12 8a 02 0a e0 31 0a 87 2b cc
aad5 ad f3 c9 db b6 el db ef b5 61 82 d7 ae 60 a6 34 dd
Data Ascii: b62Vq1Gd= GHo7 rP]Uyb4vut~cRk+xRz"*.oDm"z(&mR-~_r#|T5#zurW!DMp';rlh<z:]dP>j/R".I:1+a’4

2021-10-28 23:41:24 UTC 200 IN Data Raw: b7 82 f9 70 00 aa 70 7d 3d b8 18 68 6¢ a2 bb 8d d3 e9 ea 0f a6 bd 70 d2 e7 9e 3a 1f 4c 6e 42 5d 2a ea 2e 7c
75 ba ce 07 c3 a8 2e 2f Ob 64 f6 50 03 3e ba 41 99 4e 51 ad a3 03 e4 35 9d b1 4e c5 30 54 €9 97 fa f6 97 4e 72 74 a5 96
785 9d 19 9d e4 24 e2 05 56 73 6e dd bd a6 4e 41 87 b8 ee 8d a6 2e f1 3a d5 94 5a aa 61 e7 9d Oa 74 f8 a0 bb b1 e8 54
309d 23 53 d5 6a a8 eb b9 74 3a 6a 3e 74 36 bf 58 8¢ 26 8b 88 13 1b 35 1c d5 17 04 3a 15 f1 f8 1le dd 46 2a 11 d6 bc Oc
dd a9 e4 3c 0a 67 73 60 15 27 7c 91 a6 ea aa 37 cb 9d aa 00 15 6a 50 eb 5e 14 eb d4 00 e2 fa 17 54 1f e4 69 17 78 e9 de
d7 d3 a9 13 f8 f5 4e 5d d5 dc 4f 76 eb 39 9f 44 d1 2f 2a 98 €9 5e 98 ef 56 a2 2b ce 9a 77 16 df 51 30 81 af d4 83 a8 77 a4
dd 2a fe 12 4d ae 54 42 a0 99 6¢ 75 ab e8 40 08 dd eb
Data Ascii: pp}=hlp:LnBJ*.|u./dP>ANQ5NOTNrtx$VsnNA.:ZatTO#Sjt:j>t6 X&5: F*<gs ™| 7jP TixN]OvOD/*"V+wQOw*MTBlu@

2021-10-28 23:41:24 UTC 201 IN Data Raw: c0 aa 59 67 15 f8 cf e0 b4 12 ae 90 ac f6 ¢8 0d 58 8e f5 ¢9 16 1d 72 01 b9 ad a8 c0 d8 c3 45 21 7c b1 b5 7c b0
ec 93 0f f1 57 45 fe 32 e7 67 f9 8b b9 fa 0d 89 6f 83 d4 22 58 el bd 32 41 49 c9 7a 95 68 d3 e7 88 5a d8 9a 2b c2 Oe 1f al
07 53 38 01 86 Oc 4c a3 f3 22 68 b3 ce 67 21 1le el f8 4b a9 00 30 44 00 d7 6d Ob a5 00 Oa 89 bf fe 3c 06 32 {7 {7 fa 40 e7
c9 787 f3 a7 2f d7 f3 4f bb 57 17 17 37 8b db 17 b2 f3 ab f8 13 d9 b6 88 66 e7 d5 fc f2 fd d5 97 db 9b bb 5f 65 73 19 1b
53 74 c6 24 f4 9a 63 63 €7 56 8f 0d 26 a7 85 0a 08 Oe 47 07 dd 41 ff df e5 e8 ee ee 57 f5 57 6f d1 41 32 7f 1f €9 c9 bb ab
ch ¢5 0f d9 f9 ef 77 17 8b 3f 7e dO ce bf cf 2f ff f7 07 6d 7d 75 fb 61 71 fd 83 f6 be 6b 94 c5 18 88 8a 84 04 53 a2 20 7e 28
04 1f 74 63 63 2a 97 d6 af f6 €9 10
Data Ascii: YgXrE!||WE2g0"X2AIzhZ+S8L"hg!KODm<2@x/OW7f_esSt$ccV&GAWWOA2w?~/m}uagkS ~(tcc*

2021-10-28 23:41:24 UTC 203 IN Data Raw: 56 a8 aa 03 ee 81 91 45 70 42 98 62 c3 c2 47 db 20 7b b0 8e b7 c2 c1 48 99 82 17 c1 16 aa 59 5e 66 c4 c6 c8
5d 54 23 31 28 10 b0 08 6e 13 39 73 28 €0 €2 13 13 e6 51 87 8c eb 01 38 b8 a4 e5 e9 47 47 57 31 5e ac 4a 28 d1 1c 33
01 1c b6 74 c8 d4 e6 67 2a d2 04 8a 66 a5 d8 32 79 2c ac 98 36 db e6 a6 da 7d 85 37 4a 6b 04 8c 78 d1 6f 98 e0 60 7d cb
9f 82 a0 e9 5a 43 8d 80 12 65 da f9 35 62 39 17 f0 ec 31 fd ff 35 0d fe b6 bf ch 28 e8 fa fe fd 96 2d fb db eb ab 2f a7 9f 16
37 1f ae ae 6e 9b d6 bd 55 a0 9d b1 c1 6b 75 al 21 10 57 de 39 08 81 83 b0 92 f7 05 b4 88 8d b2 b9 c8 64 85 04 36 la 1f
ed ac ad c6 55 6¢ 08 b2 2a ba f2 4d 87 87 Oc 59 db 74 7a d5 8b 50 bd 05 03 a3 7d b0 85 Oe ca 16 99 5a 6e 8d 95 9c a7 de
7c 65 78 64 db b9 a6 36 f4 61 52 ed c5 ea Oa 2c ef 6d
Data Ascii: VEpBbG {HYf]T#1(n9s(Q8GGW1M](3tg*f2y,6}7Jkxo }ZCe5b915(-/7nUku!W9d6UI*MYtzP}Zn|exd6aR,m

2021-10-28 23:41:24 UTC 204 IN Data Raw: b0 21 7e 9c c¢1 65 87 2d 71 62 84 43 eb a4 14 83 6¢ cb 43 dd a0 d8 22 5d f1 11 75 6d 36 d9 7c d9 34 f2 56 5a
69 3c e4 cd 5a 43 7e ed 40 33 d7 88 39 f3 7c 57 84 a2 85 97 36 68 11 94 57 1a 4c 31 ff cO fa 46 6 83 06 bf {8 b5 05 1e a4
2e 80 df 2c a4 b4 42 54 d6 63 dd a3 fa 0d 51 3d b5 77 4e 14 d5 00 8d 00 c1 85 1f 5d 18 5e 84 cc aa de e2 28 bl cd 98 b9
08 7e f3 49 7c 3a b5 be 66 a4 a5 46 3e 54 45 6b 50 3a 19 3c 1c 20 78 5f ac 1b ff f9 d6 63 35 0d Oa 52 89 00 2e b7 a8 e2
17 5b 3d f9 c3 3f e6 4b 67 6d b3 55 5d 2c f3 cc 50 60 b4 e2 b4 c2 9d 4c b2 a2 01 ae 24 €9 7f e8 05 23 9d 93 e3 c1 2e 63
b7 11 e3 e3 b8 d4 53 44 42 Oc 2e a9 32 ed e2 d8 92 98 72 8d a5 07 3b cb b8 3a db 82 a3 a8 69 b2 03 2a 30 a5 59 2e 86
67 d1 f7 b8 aa 40 df 1c d3 d6 da 37 39 75 b3 4d 67 dO 1d
Data Ascii: I~e-qbCIC"Jum6|4VZi<ZC~@39|W6hWL1F.,BTcQ=wN]J*(~I|:fF>TEKP:< x_c5R.[=?KgmU],P"L$#.cSDB.2r
;:i*0Y.g@79uMg

2021-10-28 23:41:24 UTC 205 IN Data Raw: 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00
00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 76 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5b 6d 73 db b8 11 fe 2b ac 9b 0f 77 1d
€7 06 08 be 21 ed f5 46 91 68 5b b5 2d b9 12 e5 4c 3a 99 d1 e8 cd 96 26 96 e4 ea e5 7a 6e c6 ff bd 0f 08 80 a4 b5 a0 ee
ae d3 de 97 84 96 b8 8b c5 be 3e bb 80 be 9d 70 c6 13 99 04 61 c4 83 24 09 7d 16 2 f8 e4 83 {7 ed 64 39 db 6e 47 8f 33
3c 9f b4 be ec f9 6¢ 36 5e 3d 7a f3 2f 7b c6 66 93 d5 fc e4 f5 d4 3b el 3e 17 32 8¢ 65 e2 c7 be 48 e2 50 fa ec 90 34 db 80
82 8f99 e2 30 9d 6a Oe e0 25 e bd 55 ce 8a ad bd ed 68 ef a9 97 38 cf 3f f1 5f bc a5 7a 78 08 bc 9d 7a 77 24 2a df 3e 8c
c0 62 95 f3 18 85 3b f5 22 1e 38 3e 9b e4 6¢ €3
Data Ascii: PK)Q_locales/viimessages.json[ms+w!Fh[-L:&zn>pa$}dInG3<I6”=z/{f;>2eHP40j%Uh8?_zxzw$*>b;"8>|

2021-10-28 23:41:24 UTC 207 IN Data Raw: 35 a7 3b cd e2 61 6a 54 32 92 2b 23 8e c6 39 c0 1b 66 0d c8 f3 54 ec d2 80 ae 09 75 2c 6f 9b 2f 35 2d c1 6d
119b 93 d2 cf 75 7a 54 78 a3 48 2f 4b 6d 91 85 41 7f 1a 08 2e 56 36 86 cb 05 Oa db 79 e3 d1 5a b3 9c 8a a5 97 ff ff 90 fb
7e 2e €399 77 47 82 ¢9 82 f3 17 a7 74 5b 83 28 4b 08 54 1a 06 30 ab 56 41 13 13 22 9a c1 03 d7 4a 99 f2 42 d9 8f Ob 8d
1 9f f5 37 23 08 b2 33 16 59 b9 cc 7d e6 dd d6 28 c3 2¢ 65 21 9f ef 50 8f d5 f1 a9 da 87 52 b2 06 cd 78 25 d7 cc 43 a8 ff
87 0b a2 69 19 bd e4 09 1c 94 e3 3d 98 5a fb 9e 56 77 ce {7 4e 6d 19 47 5f 6b Ob c2 d1 51 35 d6 b9 92 cc 76 b6 46 2d f3
f2 d5 a5 75 ba c2 6d f4 fb 79 fb a3 83 33 58 9¢c 79 39 d4 1d 73 5b 46 73 1e 47 52 64 61 d5 d3 52 Ob a5 fc 53 al 0d a9 7c
7c 53 30 36 e0 96 60 69 ea 03 8e f5 a8 4b ee 6d ab
Data Ascii: 5;ajT2+#9fTu,0/5-muzTxH/KmA.V6yZ~ wGt[(KTOVA"IB7#3Y}(,e!PRx%Ci=ZVWNmMG_kQ5vF-umy3Xy9s[FsG
RdaRS||S06"iKm

2021-10-28 23:41:24 UTC 208 IN Data Raw: 97 ca 13 ad 9d 96 6b 54 f4 df f9 99 el a2 ec 01 Oe a5 35 d5 d0 84 af 04 a6 47 8f a6 fa 55 d4 33 74 6d 47 e6 8f
36 b7 3f €8 f0 8d 39 dc 19 f1 cf 50 86 el 24 Oc ce 46 bd 6b ed 44 c7 e3 03 6b 16 a9 ca 54 bf 0a 56 f8 59 ef ee c5 43 9f 55
€0 d7 Oa Oa 3f b3 b2 24 91 6a ae 14 38 e3 €8 29 c8 36 8a 3a 59 45 af bf 5¢ 33 2b 47 7c bf a5 7a fe 7f 90 2e dd e5 af 04 ba
36 21 c0 d6 02 75 37 66 71 ac 06 c8 78 a0 27 f8 36 57 17 3d 8f 2e b3 71 ac e0 75 c8 el 27 01 0f 50 b8 eb 86 e2 d5 73 9e
8a 6b cf 62 72 26 92 b7 15 8f 8b 91 2d 65 6f 27 44 d3 fd 8b 9d 5a da 11 c9 88 57 df 99 4a Ob c5 e2 ¢4 07 3e 11 3c f2 51
48 03 1e c5 14 26 b9 71 6f 0d da 2d 41 6e 19 c9 08 73 00 82 ef 34 93 82 e2 83 e7 9f 06 97 57 ff 2e 98 87 8 €3 7b 23 54
1cc5 7e e0 03 bf 01 af 0a 24 7e d2 e4 76 88 fb
Data Ascii: KT5GU3tmG6?9P$FKDKTVYCU?$j8)6:YE\3+G|z.6!u7fqx'6W=.qu'Pskbr&-e0'DZWJI><QH&qo-Ans4W {#T~$~v

2021-10-28 23:41:24 UTC 209 IN Data Raw: d8 e9 fa 75 24 af 3a Oe cf eb f9 5¢ f4 d2 f4 1f b4 98 b9 7e d1 54 cf ¢4 95 9c 1d 97 bl 8f 30 e8 c1 56 74 23 f4 e4
be 9e c5 df d2 de 35 05 04 8e 29 5a 3d 8b 9a 0a el ba 59 73 84 89 a3 42 b8 8e 53 eb 39 68 68 42 cb 2e fd b5 d1 11 1e
19 f0 26 7559 d7 59 71 3d 93 41 e7 53 23 6b 5e b9 9c cc 75 96 e5 62 f4 b9 3b 40 87 de e9 7f 72 84 8f €3 96 79 85 c5 55
a3 7309 e8326¢ 77 1a 08 9b 7b 22 81 6b 76 ee 24 bf 47 b4 51 €8 e4 b8 d6 e6 a0 36 1d 00 6d 15 €9 29 b3 83 3a 6b 67
37 €990 04 86 €3 27 1a 15 62 dd 16 a2 65 31 80 al d9 b8 53 59 8c ec c0 71 6d a3 e0 02 88 4a d4 e5 38 a5 b0 ef df 35 06
7d 42 e0 ba 7f 5 10 dc 34 68 fa 72 fc 6a c1 be df 4f 53 52 9e 5d c3 42 fb fe a0 e3 da 82 6b 38 6f 29 ee bb 37 83 5b 42 el
fa a5 dc eb eb 7f 00 50 4b 07 08 99 e0 54 92 fd 0f 00
Data Ascii: u$:\~TOVt#5)Z=YsBS9hhB.&uYYq=AS#k ub; @ryUs2Iw{"kv$GQ6m):kg7'be1SYqmJ85}B_4hrjOSR]Bk80)7[
BPKT

2021-10-28 23:41:24 UTC 210 IN Data Raw: 01 7c db a7 Ob 01 74 f4 85 Ob a8 58 05 d0 38 30 8b d1 15 42 c4 c2 46 51 46 21 ae bc b5 12 Ob 2a 84 12 90 e4
64 d6 56 25 78 ef 8a 2c 42 ac 88 e6 a6 70 Ob 1e bf 03 d3 6¢ ab 51 05 04 9a f3 40 6a 51 c0 3e 7a b0 6¢ a4 da 6f 2¢ 15 4f
b7 36 3a c9 2b 94 6a 49 ea 5¢ c0 fd cO ee e2 19 48 92 8¢ 46 3a c9 02 fb 47 f5 0d e4 4d c6 4e 28 9a b0 b6 11 66 93 64 8¢
96 42 e3 2d e0 09 42 29 ac 98 79 4f 4a a8 9d 85 €9 29 c4 95 c7 5f d2 c2 c0 21 a8 5¢ a6 e5 3b eb 50 45 19 2d 50 a2 03 48
8483 a9 cl 23 2c e7 43 67 14 ¢5 c0 da 10 9b 12 55 4d 6f 6e 6¢ c7 9a 8c d3 22 92 09 1f 2d Of ae 65 bc 5d c7 5f 42 02 cf ee
4d 64 b8 a2 10 41 12 4c 48 8e 18 04 6b 35 69 f7 b6 f3 42 f2 2b 76 5a 75 11 99 de 61 65 4d 6f 52 82 56 a6 e5 ba f3 97 95
b4 1a 60 11 ee ea a6 26 e2 24 52 6a 14 76 47 79 9a 2d
Data Ascii: [tX80BFQF!*dV%x,BplQ@jQ>zlo,06:+j\HF:GMN(fdB-B)yOJ)_!\;PE-PH#,CgUMonl"-e]_BMdALHK5iB+vZ
uaeMoRV &$RjVGy-
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 212 IN Data Raw: 9c a2 02 a4 7a 4d ae 72 d1 ef 14 dc dO 5e ed 98 de cb 2c 16 8f ae f7 96 e3 2d 4d 9b 51 c4 3c 4d 67 ad ca 52 fd
cf 11 7c 4d ea de 92 90 a6 €9 bc d4 06 ec Ob al 65 b8 39 50 8b ef bl fa a6 74 42 22 91 c9 9a 40 e6 2f 22 67 1d 2c 68 7f
f4 5c 2d df d1 1f 37 56 b3 c¢6 03 88 c1 79 0a 00 20 b0 01 38 c8 44 e0 86 68 7a 4a 49 df 6¢ 12 e0 5b 5b 68 60 4a 00 €9 92
60 d5 82 71 de 21 39 a4 72 4b 53 eb 24 1f 80 f1 4e a9 00 b8 47 5¢ 7a f4 90 9c 23 6d a4 7d ba 8a a5 02 2c 9c fa c3 9a ce
1f 00 90 22 02 96 39 20 4a db 46 46 76 b7 Ob e2 c4 29 fa 07 31 7d 5¢ 69 2b 7c 44 87 a4 41 37 45 75 dO c4 f7 90 2d 75 05
fd a9 ac 35 ba e9 c8 52 bf f7 1b 62 ba a9 77 4d 9d 67 db cb 1d f4 63 07 1d 5d 24 57 ba 8e 35 e7 40 7f 6b 4a d0 1d b4 00
d4 d7 00 eb d1 14 Oc 8e 65 Oe 06 2d ae 40 bc 21 0d 05
Data Ascii: zMr*,-MQ<MgR|Me9PtB"@/"g,h\-7Vy 8DhzJII[[h"J’q!9rKS$NG\z#m},"9 JFFv)1]\i+|DA7Eu-u5RbwMgc
J1$W5@kJe-@!

2021-10-28 23:41:24 UTC 213 IN Data Raw: 55 ce cf b0 ab 6¢ 3b cc c7 9f 2f 28 99 cd b2 0a c6 b0 fb 61 05 d7 d3 09 a8 c2 c5 c5 e4 7c c2 d8 84 3b a7 e4 74
9d 4e 16 27 €3 f9 29 79 ea 6¢ 32 bf 1c 73 a9 ¢8 9d 97 73 ba ce 26 d3 32 c2 ch 0a 99 3d 65 8a 0f 37 8b €3 14 45 1d 03 45
9e €9 9f 39 15 d3 71 4e bf f2 af f4 38 ¢9 d9 db 1c e2 3 4f 8b 38 c9 79 49 00 cb ec 9b 3b f4 €5 14 Oc 88 73 1f 82 0d 89 c7
54 cb b0 94 el e8 83 0a b8 fa cO 9d ae Oc 2a 58 5c 23 53 73 34 e4 fa 2d 4e 47 e4 43 af af cf 57 b3 f9 aa 24 62 93 87 63 fe
81 c5 a0 22 8a ef d9 4d 99 13 61 €6 Ob f6 41 25 67 €5 78 79 8d 5a 45 84 af 64 50 37 3f 63 1f 54 85 52 91 07 35 {7 5d dd
a0 06 10 d7 bf 01 7d 90 a7 43 c5 8b fb f2 91 53 97 ea d7 Ob b8 ca 9c d2 Oe eb 39 9b 97 e5 3f f2 62 c6 fd 8f 87 61 25 1c 38
33 5f 80 be a0 60 Oe 5f €5 1b c9 0f 8d 87 55
Data Ascii: Ul;/(a];tN")yl2ss&2=e7EE9qN8O8yI;sT*X\#Ss4-NGCW$bc"MaA%gxyZEdP7?cTR5]}CS9?ba%83_~_U

2021-10-28 23:41:24 UTC 214 IN Data Raw: 76 3b fa 9b fO 7f e8 2b ed b9 64 5e 33 e7 84 f2 82 3 4c c5 d1 92 3¢ 63 36 ¢8 ¢3 28 e3 15 2a 2f f2 19 95 c0 3a
e6 a5 la ca cf 58 88 8d 50 48 29 53 ea 2d 79 d9 37 al 06 b2 90 58 54 49 cb 90 76 ac 2a 43 7d aa bb 44 44 ¢5 b0 a3 7f c7
2f 0d 55 21 5f 6e 54 ff 97 ae de 69 b9 a5 {7 30 23 9f 06 f1 4d fc 61 44 16 28 33 3a ac 01 d6 34 0d e5 b6 da 04 55 bl 38 06
85 62 4b e5 7d ab ¢8 1c 2b Oe cd a4 a2 d9 15 56 2a ef 9d 43 Oe 43 e8 f0 f9 e8 28 el el 26 e6 81 Oa da 08 01 47 25 d8 f6
5 0a f1 31 3d 9d 22 40 56 cb 9f be 7c 7a b8 2d 3f fd 74 b3 dd de 35 7 bf f0 d1 af ec eb cb f2 f3 fb 9b 87 fb bb 6f bf f2 af 78
01 e2 63 f4 75 be 38 1f cf a6 7f 2f 16 df 46 64 91 Oc 70 a4 ea d1 fe 59 91 7f 56 2b 17 5¢ d6 90 f5 9e 9b 11 27 3f 35 e4 f9 9¢
9a 9b fb Of cd ed Of 6a fa d3 a3 9a
Data Ascii: v;+d"3L<c6(*/:XPH)S-y7XTIv*C}DD/U!_nTi0#MaD(3:4U8bK}+V*CC(&G%1="@V|z-?t50xcu8/FdpYV+\'?5j

2021-10-28 23:41:24 UTC 215 IN Data Raw: 78 ae 48 f6 46 39 46 06 c0 02 84 b5 f2 56 6b 9a 22 81 87 70 22 62 59 Oe ed 89 56 00 7c 24 1a 87 97 93 51 68
195d 37 7b dc 31 7e 2d 41 9d 61 8f 03 8b 06 7d 04 e3 4c 42 f4 ea b4 6d 70 Oe c7 3d 7d 5¢ 8b al 11 d1 2f 10 b5 37 1f 7f
3efb 38 eacf 1c e3 db 94 62 Oc b6 83 fe 63 dd 16 dd 43 a6 e5 39 84 a0 3d 48 6a 45 d3 a7 58 82 bc d3 4d Oe 36 77 40 a4
15 de 05 42 86 ff 22 da c1 59 33 2f 6a 31 2d 30 97 fd fc 32 d7 04 f7 09 65 9c ce b5 53 ch 7e ¢2 1c bl a4 d6 Oc a3 99 54 b0
93 be a2 4f 83 98 db d7 d5 56 03 6e 08 99 aa ca 3f ef 3c 49 14 bd 1b Oe c4 c9 6f 6f c5 e8 17 c0 cf 51 3e c1 cf d1 ce f8 cc
e4 b8 5f 3a 35 a3 08 €9 a0 b7 a3 a8 44 d9 f6 a5 ef 69 54 6d 3c 7c 28 bd 85 53 1d 43 53 23 32 15 3e 1f b0 08 be b3 cb a8
c4 02 cab0 21 c4 3be008ac 36 e7 8ae8 7a 13 cO
Data Ascii: xHFIFVK"p"bYV|$Qh]7{1~-Aa}LBmp=}\/7>8bcCI=H]EXM6W@B"Y3/j1-02eS~TOVn?<looQ>_:5DiTm<|(SCS#
2>1:6z

2021-10-28 23:41:24 UTC 217 IN Data Raw: 36 7a c3 2a 16 c5 df ae a7 8b 22 71 4d ae c7 1c d6 b2 7a 7b 55 3c b2 dd €9 e0 28 51 75 39 5d 2c e6 8b €9 ec
bc 8b dd f5 f2 fa 05 f9 08 5f 25 61 9c 01 e6 44 el ac 58 bd 99 2f 5e 21 8e ce ce 8a 05 85 €3 9b €9 d9 34 f1 77 86 a3 0d aa
la 5a 60 ee de df a0 92 e5 f8 b2 ¢8 9a 92 9b e6 0d 6a 79 43 7b b6 be 3a 4d 5¢c 93 22 68 aa 63 7e 2¢c 95 3b el 4e c4 ae 16
d3 d7 e3 d3 b7 eb c9 78 35 5e 5f 2f ¢7 e7 45 26 9d 92 53 e6 44 cd 92 68 4d be b8 e4 e0 26 2f 7f 31 3f 4f ca 63 a6 61 ca 08
af ae af d6 af a7 cb €9 8b 69 08 b2 c1 2d cd dc db 4b b5 cd cf 56 6f c6 8b el c8 cf el 5f a2 e5 7a f6 6a 36 7f 93 c8 e6 9a
d4 44 6 f5 74 52 0c 57 fb Oc 2b 19 dO b0 bc 9c cf 57 2f 67 c5 32 f1 6a ee 32 68 a2 e4 6d 91 82 55 e6 36 4a 90 5b e af cf
5090 11 bd ab 39 b0 66 99 94 af dc 31 5d 27
Data Ascii: 62*"qMz{U<(Qu9],_%aDX/"4wZ jyC{:M\"hc~,;Nx5"_/E&SDhM&/1?0Ocai-KVo_zj6 DtRW+W/g2j2hmU6J[PIf1]'

2021-10-28 23:41:24 UTC 218 IN Data Raw: 3a 8b e9 25 ed 5f 91 bb 5e 67 96 5d 8f a3 24 73 f7 b6 3e df 5f 7d 9e 7f be ec 7d 7 64 4f d0 60 fd 96 b3 2c d2 ac
3f 2c b2 d4 ae 6d bd f5 9d 39 37 e3 6¢ 97 9f 7f be bc 78 dd 91 af 87 fd 3b 37 3 fc 2c 48 db 61 42 bf d6 6a 13 4e b1 86 6e
ea ad cb 3d ba 8e 14 f4 14 cb f1 38 Oc a3 87 87 24 06 1c c¢9 1la db 07 01 7d fa 99 5e 3c 3c 9c f3 df db 9d 9d 68 6b 58 cc 17
51 91 a0 df 5b 5d 72 3f 90 fb ea c8 45 75 86 c5 d6 05 03 13 c3 45 a4 d7 ba 04 97 18 80 b9 7f 18 ¢6 f4 Of 2d 32 35 ba 45
bd 57 1a 3f 9a cd a2 3b ea d4 5e 4c 3d el a8 33 5¢ 64 13 cf9a 89 1b 89 58 a4 12 be 12 8c 3b f2 8 cf 11 66 83 cd cf b9
07 cf b9 9e 4d 17 53 34 42 8b 17 e6 3b 3b 7a c0 ea a9 88 26 fa 4b d4 19 44 f3 8b 55 f1 66 36 bd ce 08 59 b8 39 0d 39 ee
10 b0 8d dd 54 44 57 79 4f e4 22 52 07 ¢4 ac
Data Ascii: :%_~g]$s>_}}dO",?,m97Ix;7,HaBjNn=8$}"<<hkXQ[Jr?EUE-25EW?;"L=3\dX;fMS4B;;z&KDUf6 Y99 TDWyO"R

2021-10-28 23:41:24 UTC 219 IN Data Raw: 83 4e bc ec f7 b3 99 27 5a f4 f3 6e 41 3c 58 7f 9e 2d 84 c1 64 35 d2 c1 4d 1e 73 15 6a 18 f0 43 47 1b 27 5b 23
2374 62 15 72 65 ab 2f 55 63 2e 3e 97 b3 26 04 41 5c 73 b6 a8 bf a6 3d 2b 81 56 c3 a6 ec c7 dd af Of e9 58 22 €9 8d 35
78 cd 94 77 e3 b5 e4 4f 36 5e 4b b2 fb f8 52 45 16 8b 5a 1b 80 a6 53 ba 72 6¢ 3 ad 34 ec €9 72 96 64 22 b2 c5 f0 09 88
8e bb 77 f5 eb 1e e4 6f 8f 50 2a b1 6d 9d 71 34 5f 9c e3 dc 01 5f e9 df 22 ae cf 77 3c 8d bf 35 d2 ab a8 27 ee 81 8d 7c ea
92 fe 59 7b 6b 29 91 96 ec 72 79 e0 ab 2c f4 ba 25 51 e7 55 4f Oc €8 0f 1d el 28 21 ¢9 bd 9b 42 27 83 13 2f 71 06 51 be
18 02 72 23 50 58 d4 3a ae 62 85 45 e4 30 32 89 a8 48 5c¢ 9 32 a4 Of 3f 53 f1 ae 16 49 c2 7d ff 9a 68 85 el 44 23 10 02
€7 60 34 b0 83 44 bd 35 aa bb 4a 7a eb 06 6¢ 11 97
Data Ascii: N'ZnA<X-d5MsjCG'[##tbre/Uc.>&A\s=+VX"5xwOB6 KREZSrl4rd"woP*ma4__"w<5'Y{k)ry,%QUO(!B'/qQr
#PX:bEO2H\2?SI1}hD# 4D5J3zI

2021-10-28 23:41:24 UTC 221 IN Data Raw: 52 00 cc 9a b1 59 44 5a 37 el 7c fe ec ¢3 be d8 73 3c d9 65 46 5d 66 4d 5d b6 d0 e4 49 d6 75 b3 8e 34 fc 3e
1b 86 4a 57 4a 0b 9e Oa 47 be dd 4d 89 6f 17 a0 fe 49 97 ce 1a 31 19 82 16 d0 7f c6 d2 08 c9 64 1d b6 9e ba 8e 31 61 fb
5b e9 70 le c5 63 3a fl 5b d1 72 31 25 ac 39 4c b6 e2 €9 74 41 0d 46 d7 9d ad 43 69 14 ff 69 8b cd 65 c9 74 4c 6¢ 4a 3a
24 5¢ 96 cd b7 88 5a 65 b7 8b ac 98 d3 32 88 2d 4d 9d 3b 30 c3 62 65 3a 83 59 d6 a7 d7 54 b2 98 2e b6 18 21 77 1c 9b
lac4 a9 26 32 cf 09 bd 12 01 4e 69 ef a0 a6 78 €3 de eb 69 12 Of ba d6 18 2a 09 2d c6 45 12 11 e6 el 09 d3 fd 2e d7 d8
33891 08 03 1d ee 92 69 e8 3a fa 97 €3 33 15 Oa 4a 71 27 c6 6¢ af 53 47 24 25 8c 1f ee d1 a9 1d 2f 2a 70 ff 13 de e5
78 e7 05 eb 18 02 09 21 aa b8 b3 2c €6 83 61 7f el 5e 39 4f
Data Ascii: RYDZ7|s<eF]fM]lu4>JWJGMolldla[pc:[r1%9LtAFCiietLIJ:$\Ze2-M;0be: Y T.!w&2Nixi*-E.3i:3Jq'|SG$%/*px!,a
90

2021-10-28 23:41:24 UTC 222 IN Data Raw: 9a c5 6¢ 3a 1e ab a2 e5 63 73 f1 94 16 98 36 ed 26 53 a5 6b 2c a7 63 be 73 d3 4a fO 7c a4 ac f9 2e 87 41 cO
e2 1f 0b 82 92 0a 60 9c 1a bb 80 bd e9 eb 60 b0 b3 73 ec Oe 2c 88 86 aa a0 3c 44 b3 92 ee 49 75 bb 66 c1 35 11 21 e9
52 58 9e 74 10 34 a5 79 3d ed 85 90 32 8d 45 f9 b9 36 28 a7 ac 4a 46 33 f7 6b 61 29 a8 d3 52 53 49 07 bd fa ea c0 2b 5b
34 08 a5 42 4b 5e d8 22 29 94 19 51 22 85 4a 66 a8 88 cf 86 3e 11 08 89 0a 99 d9 6e 28 1c 5b 36 93 8d c9 2a 4d ab 74
04 8b e5 b9 da 3f a4 81 95 c6 fd 8a 3d 3e d5 14 4f 9f a7 d8 5e cd e3 a8 62 61 81 de ff c3 f5 b5 61 a8 4a 1d 44 22 59 c1 c8
e8 d9 f4 88 0Of a4 5d 05 ce 12 ff 59 75 f1 c8 d2 8a 4e 58 91 d2 67 4a 00 3b 9b 45 39 b3 94 20 35 57 6¢ b7 e 26 92 7 96
bb 9a 2a 9d df c9 60 38 4e 5d 5d 5d c9 24 2e c1 e3 0d b8 76
Data Ascii: l:cs6&Sk,csJ|.A"'s,<DIuf5!RXt4y=2E6(JF3ka)RSI+[4BK ") Q"If>n([6*Mt?=>0"baaJD"Y]YuNXgJ;E9 5WI&* 8N]]
1$.v
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 223 IN Data Raw: f1 fb ae 55 2¢ 4a d3 3f 1c Oa d1 8c 67 0d 05 f5 30 6¢ 95 6d 05 b4 69 63 7e 89 af e2 2a 07 Of 3f 9e 51 7a c5 ce
dO c4 2a 58 86 €3 d7 15 69 cb e0 0f d6 el 10 d6 98 3f 93 dc fe 9b 19 13 c9 cc 2a 52 06 7a 74 d2 5a al b5 66 aa e8 c8 5f
a5 0f 0f 09 3b ee 5 c0 5f 4a 78 {7 f7 25 d1 ¢3 11 ff 4a ac c1 70 32 c9 d2 al 14 dd af a3 9c 25 fa cb c5 94 58 f1 d4 8 3f 27
24 df 4d af cf 1b 4a 06 8f 7f b2 87 fb cd 6e c2 16 c2 0a b8 1d eb 23 78 94 da 2b 97 75 65 7d a9 1f 4d 08 27 62 95 9a ba d6
0d 6f 2c 18 1b ce bf 39 18 b9 7e 03 92 7e e6 d7 59 32 8c c6 2f 98 1f 99 7d 9c 41 3a 99 3d 3c 5c 64 c1 c1 61 c6 56 4f 92 eb
69 8d 8c 14 3f 22 34 39 22 64 82 a8 a5 3f 18 99 4b 34 66 00 fb 80 48 af 46 c4 37 ae 49 38 82 bd a2 54 27 59 fc ce 45 66
4 f9 5a 35 6¢ 3b f4 bec 31 9f 25 72 03 32
Data Ascii: U,J?g0Imic~*?Qz*Xi?*RztZf_;_JIx%JIp2%X?'$MIn#x+ue}M'bo,9~~Y2/}A:=<\daV0i?"49"d?KAFHF7I8T'Y
EfZ51;1%r2

2021-10-28 23:41:24 UTC 224 IN Data Raw: 2b 4a aa 26 ¢9 95 4d f1 11 90 98 30 93 10 24 1b 1c b6 74 33 30 84 3e b5 fc d2 2d ea cf 06 b8 fb 27 c0 53 39 b6
39 02 87 bb 5e 8b 45 58 74 cc 4a 85 03 b7 a8 f9 87 ff 4e Ob 35 57 3e 18 b0 ea 8d 8d 63 89 cd 41 5c d3 22 d7 f1 2c cd 3
14 7b 7c 4c ad 9e d6 5a 8d 1b 26 29 e2 86 71 f3 6¢ 09 dO a5 66 17 Oa 04 58 ea 8f 03 6b dO ba 81 b0 25 19 13 da a2 63 6f
1d 18 2a 4d 5d e9 5f 88 d0 89 42 56 c2 53 23 ca 6d ab f4 05 al 3a c6 df 34 de e0 43 88 ef 5f 96 04 77 8d d2 10 ee 5f 67
ab 57 aa f9 aa 27 1c ba f9 66 03 c6 31 64 69 65 f9 c8 cc 8e 92 7c cb 8c b8 f4 59 cd 8e 96 84 94 12 68 b9 68 2b aa ae al
db 07 eb a0 14 be 08 f2 a5 52 Oe 4e 8c da eb 4d bb 3a 2a bf 47 8b d7 4d 2b 14 d7 Oa eb 06 c4 04 1c 5a 67 al 8f f9 74 62
c4 c19af7 83138100 7c b5 03 b5 88 33 23 1e aa 91
Data Ascii: +J&M0$t30>-'S99"EXtINSW>cA\" {|LZ&)qlfXk%co*M]_BVS#m:4C_w_gW'fldie|Yhh+RNM:*GM+Zgtb|3#

2021-10-28 23:41:24 UTC 226 IN Data Raw: fc e4 51 05 7f ¢5 99 38 a9 ab eb 80 d7 81 19 16 dd 85 e4 40 5c a0 e0 c2 f3 17 70 b2 87 87 87 88 3a d7 1e 7e
8ac2 03 ba 16 45 a7 08 6b 6e €8 h9 62 33 a8 b1 16 4e 1b fb df 77 ae 71 ae 39 91 22 d5 80 28 ab 5¢ bc b6 74 72 07 78 7a
271101 cf99f6 86 75 9d e1 90 ed 90 81 ca d1 23 06 08 bf 5a d3 8¢ ef 87 29 84 22 31 02 9d 27 82 c2 1a 92 24 ba 8e 92
€182 0e a4 cc e6 d1 79 75 f4 e9 b7 7f 1c bd fc 70 4a 54 06 e5 e4 50 21 45 el 9c 69 e0 07 27 70 4f 5¢ 68 4d bc 93 91 d8
4a 73 35 3e ac 37 a9 e5 bf 09 55 27 b4 35 el 56 46 d9 1d 86 15 40 0a 5e f3 ec 46 Of Of 7d 82 c4 91 94 29 fb 3f 8d 09 1b
62 63 a4 bl c3 e5 dc 78 d6 39 94 02 7e 8d 57 7f ac f3 98 3b af 30 58 d4 73 €9 53 89 4e b5 59 e5 7f d2 66 1c 4a b0 28 08
ff 5e 7b fc b8 60 d8 a0 ad f4 82 1c 3b 2a 8 8b 3a 0a 68
Data Ascii: Q8@\p:~Eknb3Nwq9"(\trxz'u#Z)"1'$yupJTP!Ei'pO\hMJIs5>7U'5VF@"F})?bcx9~W;0XsSNYFI(Y{ ;*:h

2021-10-28 23:41:24 UTC 227 IN Data Raw: 98 17 c¢7 0Oa 00 ff b0 b1 53 d3 d8 e9 5a 69 a0 74 63 12 6a 4d 06 94 3f dd e4 b1 69 f2 58 36 b9 Oc Of d4 24 a7 85
94 a3 e7 ef 17 8d 42 e8 46 76 2c 77 69 1a 5b 2a 0d 94 59 31 42 60 28 6b 68 d2 b7 46 b6 d9 f0 99 69 58 a9 2e 66 68 b8
255b 9e 4b Ob ee 7f b3 €9 99 69 7a 56 b3 8e d8 14 73 58 2c b2 d9 35 33 86 cd 04 d4 79 a2 11 91 d2 d1 el 15 67 b0 92
€9 22 8c e3 bl a8 25 96 98 27 fc 8f 0a 71 c4 cf 27 73 09 84 84 d2 86 1b 49 25 32 51 88 5f 22 f1 52 bc 15 ef ¢4 17 Ob el af
94 ce Oe 78 66 77 f7 85 Oe 78 ff 18 a9 d0 Oa c1 bc 70 d1 4f 06 05 89 fc 4b 2f 78 d9 90 9b 42 bb 12 44 24 f1 c6 el 47 e3 4b
10 1d c6 41 bb 1d bl 66 f8 63 44 fc aa d1 Ob af 98 ba d1 df b5 e9 69 5d 6a 99 5f 44 ed b6 25 78 9c 58 ce e5 f7 9b a9 e9
al 7e 53 1e a6 fb 2a 31 4e 99 9d fe 30 e5 c0 76 65 d4
Data Ascii: SZitcjM?iX6$BFv,wi[*Y1B’(khFiX.th%[KizVsX,53yg"%'q's%2Q_"RxfwxpOK/XBD$GKAfcDI]j_D%xX~S*1NOve

2021-10-28 23:41:24 UTC 228 IN Data Raw: 23 c6 8d df 7f a4 96 e5 3c aa el 52 b4 7e 57 a3 5e 38 c¢6 51 99 d0 c9 6f 70 6d f5 e0 da 1a 16 82 83 af 46 52 90
le bl bf 46 a0 2e 7f 20 56 84 a8 80 dc 9d 91 70 8e 78 67 c4 a9 b8 3 d6 c4 5f 5f 2f 39 10 03 97 65 0d 86 69 9a 15 32 9f 6f
35 14 94 2f d8 f2 36 83 32 91 6¢ d0 44 a0 09 c4 b2 cb dO 80 ed b7 fa 18 f7 d9 31 81 b0 23 ab 9a 9e cb 9b 19 fa 74 a0 21 31
d0 81 f6 64 92 02 bc 76 c0 6f f4 25 ea 88 88 3e 72 c2 00 3a c6 le af 4c 04 7f 76 al 27 71 22 c1 4b cf f6 3d 7d fe 1e 1la 2a
b4 ac 96 57 65 4e 6d 47 96 ee 36 b0 d2 37 5d 46 fe 2d 5a 8b 4a dc 52 f9 fe 77 ff 82 48 c9 3f ad 43 b1 8e e5 4d 54 b3 a8
€9 13 c6 2e 69 54 8e 39 49 fa 2a f3 81 dd 0d 87 4e 2b 9d 24 Oe Oc 00 48 6e dO 40 38 af ac b9 0d 30 37 68 e8 11 f4 aa 98
ea a4 c2 54 ff ab 8a 9f 91 2b 32 e4 a0 b6 {8
Data Ascii: #<R~W"8QopmFRF. Vpxg__/9ei205/62ID1#t!?dvo%>r:Lv'q"K=}*WeNmG67]F-ZIJRWH?CMT.iT9I*N+$Hn@80
7hT+2

2021-10-28 23:41:24 UTC 229 IN Data Raw: 41 d4 6d 41 93 39 f6 68 89 67 9e ff 68 31 2e e3 49 cd cc 2c 38 Ob 65 42 61 96 a7 56 18 ef 4c 4b ad fc bb 32 82
21109 67 67 96 1a 88 70 1d 26 bd 18 83 db 67 70 09 69 99 Oe 82 15 02 15 6f a0 58 44 ae 97 55 54 ad b2 8a 64 9d 87
8755 64 f5 8a 62 76 b7 d6 33 b5 3e e2 d8 1e 5e ae 35 f6 6b 7f bd 5d 19 26 90 8a ed 98 e3 de 85 77 0f Of d0 66 60 49 fe
dd 69 9f b5 9d 7f df b2 4d 4f 77 57 67 3d b9 72 {8 45 8b a7 b7 al 1c 2c 46 ff 09 Oa ad 99 1e 31 ef 83 2e 30 e7 18 al a5 6¢
64 49 2d 08 47 c1 18 e4 dc 1b ef
Data Ascii: AmA9hgh1.1,8eBaVLK2ggp&gpioXDUTdUdbv3>"5k]&wf lIMOWWg=rE,F1.0ldI-G

2021-10-28 23:41:24 UTC 230 IN Data Raw: 17 8c 53 ac ¢2 72 bf ¢5 db f0 78 03 1a ¢c1 80 c8 a4 75 27 d2 2e e8 9e 89 94 86 e4 81 f9 3f 86 c0 f1 25 72 fb 26
84 el ad d8c7 75 bl e2 2d 64 cf 27 4f 4a 15 55 ¢8 6f ca 67 82 6e 12 43 46 11 c¢1 39 63 91 9d 9d 9c 37 5d dc 3f 7a ac fc
e5 da 2b 5d c9 2e d9 8d 87 83 fa 6f 68 Ob de 86 ad 2b 09 f9 ab 84 f5 44 cf 94 ab da 4d 23 91 94 de 5e b6 93 16 09 18 5d
db f3 9 00 2a fc 55 22 7d 32 2f 61 94 67 f5 d1 33 Oe 20 66 e2 78 cc 7b Oa el c6 5 1a e8 24 d5 25 09 57 46 4f f5 82 b8 eb
7255 5a 73 6e ec 92 53 19 93 d0 7a 69 5c 4b 10 f3 fd d6 4a af 7e ed 3e ab 8d bd 2e b0 12 66 95 3¢ 37 f2 63 97 2a a7 82
93 ce 5d 7a 97 57 45 Oc b7 35 fe 57 2d 37 ff e6 60 60 e6 51 de d2 16 cf 12 be 35 af 9¢c Oc f1 c1 fa 4e 1b 7b 97 14 b9 50 ff
dc 57 4c 46 7e 5d cc 91 82 8f 46 c2 34 b8 77 46
Data Ascii: Srxu'.?%r&u-d'0JUognCF9c7]?z+].oh+DM#*U"}2/ag3 fx{$%WFOruZsnSzi\KJ~>.f<7c*]zZWE5W-7""Q5
N{PWLF~]FAwF

2021-10-28 23:41:24 UTC 231 IN Data Raw: ¢8 07 37 45 09 dd 55 b9 24 53 6d 05 b1 6¢ 20 12 39 10 c1 58 89 09 89 ¢3 70 5a a3 e3 15 €9 9c¢ 43 74 c2 €8 8¢
9e 88 7b db b5 5a 86 ab 95 68 97 9f 15 db 26 1f 1a 18 19 ff 64 0d al fc c8 3d a9 70 83 dd ca 23 87 42 f8 95 57 e2 2e 3c
d9 e4 9b 83 d8 08 Oc 99 fb d2 eb 2c 06 99 15 50 09 65 1d b8 f2 84 4f cc 49 c9 98 27 86 29 4f 34 53 7e 27 f3 dc 32 Ob 2e
79 06 24 85 e0 50 21 89 be 6¢ 3e 3c fb 06 1f 7e 22 51 d2 4b 64 2a b2 18 70 66 cc 63 7d a7 c¢8 29 d8 f1 Oc ec 78 02 a4 70
6230 12 d1 8a 53 99 a8 35 3c d5 1c 76 a4 38 ec 44 89 4e c4 73 d1 01 60 c6 ba 92 b4 87 64 f5 55 c8 26 2e 40 59 4e bd 9d
a8 ed 25 30 eb d7 e2 37 22 75 7b 7d 1f 81 35 d8 6e 4f c9 71 13 38 02 e2 85 ad b0 cb €9 98 9b d8 7f 5a be 42 03 86 f2 07
ae 3e 1f 97 cf 08 1b 36 df 4e a5 33 a4 46 €9 a9 Oe €3 65
Data Ascii: 7EU$SmMI 9XpZCt{Zh&d=p#BW.<,PeOl')04S~'2.y$P!I><~"QKd*pfc})xpb0S5<v8DNs dU&. @YN%07"u{}5nO
q8ZB>6N3Fe

2021-10-28 23:41:24 UTC 232 IN Data Raw: 33 a0 76 d2 75 fe cb f1 69 Oa fa 9a 77 62 2b 21 b0 cd al 6b ea cb b8 1f 91 e2 e0 24 57 ab 9e f1 95 02 2b a0 71
4b 2d 5d 95 ba 55 ea el el 1d e3 dd dc 1d d0 56 a0 05 d5 4e 24 63 36 2d cc b4 32 98 49 05 21 2c b8 b3 e0 dc 5d 78 5d
ae 13 d3 2f 84 8b 50 93 Ob 19 fe 49 2f el 45 8f 7f d5 42 7e 4d 64 2f da 41 ac ea ae e9 84 8e 0f 5e de 9e 26 8f 75 a2 Oc b8
6 84 03 6b ae e0 2 26 04 0d 78 a5 8a 62 88 27 21 89 6¢ 78 a5 dc ac 4e 3a e3 21 al el 68 dc bd 89 fc 41 a2 04 a7 93 4e
€4 11 91 95 88 d7 45 ¢8 c3 3f 71 cd 5 d4 92 Oe 15 b2 ac 23 dO 2e ¢9 b6 2d 3d 9a 75 60 57 99 54 12 19 el 3a 24 9e 36 ed
19 7e d3 8a 9d e2 6¢ 70 05 cf 97 ab 57 46 60 87 f1 3a 98 74 9e 70 9e al fe 12 5a 73 da 4a 12 d5 4d d6 87 ae e6 cc 4e cc
2b 9e a7 98 20 85 ab 22 1a e6 95 8¢ 81 30 73 7f 6¢ ed
Data Ascii: 3vuiwb+!k$W+qK-JUVN$c6-21!,]x])/PI/EB~Md/A*&uk&xb'lIXN:IhANE 2g#.-=u"WT:$6~IpWF :tpZsJMN+ "0sl|

2021-10-28 23:41:24 UTC 233 IN Data Raw: ae 42 60 ab c9 a0 57 86 3a f5 4b 36 78 67 e7 bc bc 62 5a 26 9d 36 d9 al e7 a9 b9 a6 d7 8c f7 ea 7b Ob 70 06
7d 2b eb 1f 71 92 3a 9b Ob 61 c7 26 ee b5 e9 ba 84 40 25 75 94 17 97 db a9 78 13 be 61 20 16 56 ca 3b 07 06 29 42 29 6f
a4 56 4a de 5b a2 d3 fb 8c ¢7 d3 d5 f3 f1 34 8e ¢6 56 e7 c8 c1 bf bd ff 8d cc 28 3a 97 a8 65 67 ad e5 a6 b6 dc 76 70 2b 36
2e bd ef 48 8c e0 d9 09 38 ad 41 72 d8 Of b2 f6 71 52 02 5d 1a 83 6d 25 eb 3a 4d c8 a5 6b 84 72 35 09 06 {2 f2 88 41 30
c2 ce 8c 64 e4 ea 48 c5 45 e6 f0 4a 20 ea 2e 1d 86 e6 a9 74 41 d0 17 a0 2c 52 76 bb 19 f7 27 Ob 4e 59 2b 13 02 20 1c 35
60 07 f1 11 dc 86 a0 68 ab ed c2 04 17 6f 4¢c 7a 7e 9a 42 a3 28 7d 02 26 e0 25 90 db ae 9b 42 dd c5 8f be d6 06 d8 29 Oa
75 a7 b4 83 Oe e2 4a bf c6 34 23 2e Oe 69 6e 00 bf 0d
Data Ascii: B'W:K6xghZ&6{p}+q:a&@%uxa V;)B)oVJ[4V(:egvp+6.H8ArgR]m%:Mkr5A0dHEJ tA,RV'NY+ 5'hoLz~B(}
&%B)uJ4#.in
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 235 IN Data Raw: 7e d7 3d 3d dd df 3f 84 1e f3 fb fd fd 9f a2 6e ec 23 9f 0d 96 1d 62 14 f0 fa f3 32 8d 36 24 12 ec 2a 64 11 ce 09
fc 85 c3 al 64 12 d7 42 a6 ca b9 40 06 db e5 6¢ ec 7d b3 12 97 50 a9 f5 68 52 93 6¢ 31 98 a6 be c3 37 b7 6e 20 90 a8 53
7f 2536 71 4f b4 39 db 8d c3 c5 9e 4c f6 9b a6 73 15 75 36 5f ae 65 ce 63 b5 c4 15 21 54 6b aa f4 f2 67 72 93 62 fd c2 83
2d 3a 48 d4 45 09 1d 89 82 44 42 58 3d ee c8 69 7b 3d 4f €9 15 38 d3 52 a2 5d 18 5e 23 2f 0d 7b 31 e0 35 c7 6e bd 26 91
07 1e 3b 03 5b 87 c0 09 99 12 24 7b d4 b0 43 30 3b 03 a0 79 6b 97 c7 2d fb 21 51 ¢8 d5 bf f1 b6 b6 16 21 09 82 5 77 5e
57 5e eb ba f9 c1 df 78 15 64 df bc ce 47 79 8f a9 04 6¢ 1c f5 05 48 9b 4f c7 37 24 e5 80 2c cd 2a 34 de 95 b1 f5 54 1d a9
d6 d5 cf 53 b0 dd 1e 12 18 6a Of 50 f3 49 d4
Data Ascii: ~==?n#b26$*ddB@I[}PhRI17n S%6q09Lsu6_ec!Tkgrb-:HEDBX=i{=O8R]"#/{15n&;[${CO;yk-IQ!Ww "W"xdGy
IHO7$,*4TSjPI

2021-10-28 23:41:24 UTC 236 IN Data Raw: ¢3 7c 96 cO e5 a7 13 b1 16 61 7b 3f c8 2b aa 84 be e2 67 18 85 bd 84 42 a0 20 22 e7 00 ab b1 8d e8 91 ef ac
35e7 0259 27 9e a6 77 f5 5¢ ba 32 bd al 92 13 76 0f 48 4e 70 96 c5 a8 98 ae 0a 07 49 95 54 07 f2 e6 26 36 5f 12 02 8e
€6 d8 8d 2c 95 57 fe 44 el 3d be f8 aa 2b be 91 4e 16 16 83 50 bd Oc 75 fd ee Of fb 3f f8 44 74 58 9b 97 ba 30 97 ad 31 e7
34 7d 7c 5e 9b 1f 37 26 65 7b 62 f7 cb 68 f1 0d 13 5d 56 ea 2f ¢4 42 9c 8a 63 b1 b4 36 9b 59 el 13 da 1c 49 6b 38 08 3f
0a 88 e7 fc e2 f2 e5 97 d4 4f 8c 3c al 55 be 4c €8 b0 68 04 9f bb 2b 08 Oe ea c2 44 7a 08 be 84 ea 4e da 32 7c 3a f7 d6
83 70 00 ea c7 97 c3 b2 47 95 c5 18 65 9e 27 51 55 a2 8d fe Oa f4 dd 81 27 be 84 f0 63 bc 68 48 fa 92 86 b4 ac d2 3d 8a
6f 8d d6 12 b9 7b 41 eb el 8e 99 87 c6 5d 9e 36 99 Of
Data Ascii: [a{?+gB "5Y'W\2vHNpIT&6_,WD=+NPu?DtX014}|"7&e{bh]V/Bc6YIk8?0<ULh+DzN2|:pGe'QU'chH=0{A]6

2021-10-28 23:41:24 UTC 237 IN Data Raw: al b7 f7 7a 2d al f7 7e 1d e4 df b8 b2 3c e2 ac ab 56 13 b8 a5 19 37 b3 5c¢ 55 5f {7 f4 e2 ¢8 3c a3 0b 38 96 73
b4 ee 66 41 65 bd 73 64 a7 59 ea 20 0b 6f 65 37 dc €8 b1 39 d7 da d2 b7 a6 97 32 8¢ 05 b3 cf 12 9d 1e 40 a9 92 f6 ac bc
49 96 6f 2a 3b al b2 4f e5 20 66 bc 56 le ad 7f 7b 7a 46 87 Ob 15 4b 7d 8f c2 6b f4 ce ba 96 2c d5 01 fb 03 Oe 6a 47 42 04
cd 2b 23 3d 81 fa c9 ef 07 d3 39 2e 49 c7 3f 9c d8 94 cb 82 4d 65 ee 84 96 00 Oa le 7a 16 07 fO 44 bc ¢3 9c 75 fd 5e 3d
al d7 57 e5 4e c1 88 f9 6b 5f 7a c2 98 f8 f0 2f 52 6f 75 8d dc 00 fa 52 f4 24 a4 91 6f 57 b3 5d ca 94 fa Oe a2 ff 61 7f 95 53
80 c3 cd ce Oe bd 64 69 14 6d 60 b4 65 ad 6e cb 7a 5b cd 94 69 de 7b 4d 2b 6f 25 11 ca b0 f2 1c e3 9d 66 c9 34 cd 3e bc
3b 37 57 21 72 ec 37 ed 3c 5f00 al 72 e6 58
Data Ascii: z-~<V7\U_<8sfAesdY 0e792@I0*;0 fV{zFK}k,jGB+#=9.1?MezDu"=WNk_z/RouR$oW]aSdim enz[i{M+0%f
4> 7TWIr7<_rX

2021-10-28 23:41:24 UTC 239 IN Data Raw: 88 88 fd fc 3b b7 34 5e 3e 4c a2 el 78 31 f5 fc bd 21 51 76 84 Of 25 84 fa 47 d5 a0 1e 95 4f aa Oa e7 fO 4a 90
9e 34 8b d9 f8 97 ec 8e 7f 4f b2 45 a4 7f b3 59 9f 1f 9e b2 84 b7 1a Oc 93 81 7e 88 97 8b c5 b4 28 35 7c 39 e2 34 3b Ob
22 64 d9 c2 0b 9c 48 dd 92 cc 01 f5 ac 22 ¢5 2f 4e ac 4d ff 3e 3c 6¢ 33 67 a2 d3 e2 79 25 15 53 6¢ 7b 8a 4b 5¢ 89 15 92
41 f1 88 6¢ b8 4f 51 01 19 18 64 de 03 9d 76 40 15 51 2f 11 2b 26 9f 39 21 82 af 8a 3e 67 €7 43 €3 42 7f 9 8f e7 47 f2 a6
5 54 06 25 f5 64 14 e8 62 aa 63 94 38 €6 80 24 d7 d4 5c a9 d8 41 53 5e 70 a6 c3 43 68 7¢ 69 d9 9b 9c 38 fa 27 89 69 fe
4c da f0 09 b3 c2 56 93 a5 2e 4a 6f ec 74 2a 46 6¢ c2 e5 58 61 2a a7 6a b9 38 71 fa a8 30 a3 c9 07 41 26 ed 55 da 18 31
a0 71 e5cb 71 34 bb 72 fa fd dd 1f ff fe ¢3 d3 fd
Data Ascii: ;4">Lx1!1Qv%GOJ40EY ~(5/94;"dH"/NM><I3gy%SKK\AIOQdv@Q/+&9!>gCBG T%dbc8$\ASpChli8'iLV.Jot*
FIXa*8q0A&U1qqg4r

2021-10-28 23:41:24 UTC 240 IN Data Raw: c6 06 65 17 2d 8e 32 80 f1 f6 01 54 aa dc 20 bd 30 cd 89 8d e6 f0 55 37 {6 7 27 cc 17 12 94 d3 7d f4 64 ea 5d
6b 19 7c 48 10 fd 68 4d 61 d7 b4 d4 49 a7 a9 52 23 4a 6e 55 7b 15 45 9c 45 c5 22 64 26 19 94 26 12 9a ac b3 59 55 65
96 8a 7d e4 64 06 19 a7 9f 2a 2f aa 65 70 4c 2b 16 ca 85 cc 07 65 a3 21 9c 79 f3 ba 8e 69 2c cb 52 75 cc ec Of ad 7d a6
d0 09 bf a9 Oe 5f 2b 48 a5 e3 76 f3 f1 12 38 33 7e 53 6d c1 87 c7 d7 95 5f 3f e7 ac 55 1c 49 95 11 3e 59 Ob cd b4 f8 Oe fc
22 cd 40 5f f0 40 a5 5¢ 21 51 4f 68 31 e3 e7 df fc fa 36 ae 58 31 48 68 63 3d d6 17 c9 b8 e8 77 27 32 df 3b 6e 51 ea 24 {3
eb 2e 8a 9c c3 4d dd c7 af 17 f8 65 0d c7 4e 15 73 a4 4f c8 45 1f b1 57 da 81 dO f3 cf 74 Oa 2e ab e6 f3 52 ce 42 f6 8c 38
bc 77 16 b3 65 e6 40 09 ee f4 09 ec f0 f3 40 38
Data Ascii: e-2T 0U7'}d]k|HhMalR#InU{EE"d&&YUe}d*/epL+elyi,Ru}_+Hv83~Sm_2UI>Y"@_@\!QOh16X1Hhc=w'2;nQ
$.MeNsOEWt.RB8we@ @8

2021-10-28 23:41:24 UTC 241 IN Data Raw: da 41 60 be ab 2b 37 4c 7c 89 64 0b f7 d9 24 a7 b3 21 1f Oe 82 76 3b 87 9f 84 b5 91 e3 30 bb ca 7b 60 Oc 65
da 56 7e d2 73 ef 71 7b 47 6e el 75 47 ee 58 10 c9 51 4b ea f9 32 dd 85 8a b5 c4 47 fd c9 9f 58 Of ca 97 e3 2d c0 78 2c
de 7a e2 ad ba c2 fb 2d db c7 e6 f3 f7 d3 d3 da d9 07 b5 7f cb 3b 24 33 dd dc ef ee 5e c0 5d 5a ad 3e d6 7b 8d e0 75 13 8f
2f 99 2d c0 a7 76 d1 d7 1b 27 6f 05 e9 82 58 cf 5¢ €7 4b 72 97 8¢ 39 ed b7 e7 4b 8f 91 3a €3 53 39 €5 78 62 71 06 17 36
d7 8b a7 95 cf 45 fd 73 66 1d 4c 29 1le 21 4b 1c 2d 25 7b 1e c5 9c 00 34 f6 94 7b a6 cc 2c 42 9c 4e Oe 34 54 9b 04 a2 bl
7329 7c 6a 7e d2 f3 ad 52 37 32 85 b7 d8 a8 77 20 06 65 31 4f 6f c4 3b 12 12 €9 cf ba ¢6 17 35 2d 9e 9c d4 06 cb b3 d1
75 b0 d1f5 d3 c0 ee da f2 e7 76 2d 6 2b 29 03 2a 14
Data Ascii: A'+7L|d$!v;0{ eV~sg{GnuGXQK2GX-x,z-;$3"|Z>{u/-v'0X\Kr9K:S9xbq6 EsfL)!K-%{4{,BN4Ts)|j~R72w e100;5-uv
)%

2021-10-28 23:41:24 UTC 242 IN Data Raw: 73 80 97 06 28 28 25 68 49 f6 3c b7 62 63 8c 4d 5a 8f 97 e0 8e 70 7f 83 b0 4f 46 d4 21 32 7f 9d d8 3f ¢3 31 1d
14 e5 a8 8a 96 2d 7d 60 Ob 2d ac 6f a0 88 f1 21 07 49 1b c3 b4 e7 ab 1f a3 cb f6 67 7e 2c 50 fb df 7f 2f 00 79 b3 ab 08 1f
cf 7c 91 bd f7 el 3c df 06 7c 48 04 63 98 1c bb 3c 39 Oa 46 a4 40 47 06 dd 6c 93 0d 01 b0 a2 e8 88 41 b9 d9 a3 70 al e5
5c 40 ca ad 18 d2 ca 33 9e e5 4b 19 06 ca 9e 20 2d 4d fa b2 2b 77 28 a0 72 11 1d 57 d5 88 2e 83 cb a9 8d 86 17 d4 b8 Of
5b 35 ee e4 cd a2 40 37 5b 72 bb 21 e2 b7 71 07 3a bc df 16 28 26 ¢7 b0 16 c8 44 65 38 aa cc ab a7 d2 59 87 be f8 d7 ee
3b f2 94 3e 8e 11 63 61 81 75 c2 Oc b0 b9 €9 7e 64 5d bb 51 84 d6 c1 Oe 85 e4 09 4a 3a 18 84 ca c8 29 13 3c fc b7 45 35
04 93 0f 90 17 18 14 dc c5 ba 3c c1 3b 01 34 73 88
Data Ascii: 5((%hl<bcMZpOF!2?1-} -o!lg~,Ply|<|Hc<9F @GIAP\@3K -M+w(rW.[5@7[r!q:(&De8Y;>cau~d]QJ:)<E5<;4s

2021-10-28 23:41:24 UTC 244 IN Data Raw: c3 2e 01 ad 1d 9f 91 ab 30 4f 5f 80 da a8 6a 9b db c7 0f e0 8f ce 45 d5 18 dd 28 58 d1 63 5e b2 9a 57 30 15 47
ae 20 3b 4d 72 38 98 e0 25 6a 21 42 cf be 3a e2 33 f3 b3 4f 09 7 95 ¢8 5 bc 94 b9 06 50 b3 3e c9 5 01 66 7a 98 d0 21
98 47 94 ce a9 46 20 5e f6 d2 d2 be e7 90 df 15 c9 61 ad e5 89 aa 0f c0 9¢ f2 71 90 86 5a ba c0 ed b0 54 6e 07 c3 8a 42
01 ed 36 53 46 c5 a0 68 70 2a 36 4c da 13 a7 40 fb b5 05 b9 0d 85 95 39 1d ad 2a 87 03 e8 5a 45 07 23 b1 da Of 6f f1 34
f7 23 ¢1 76 db 24 8 00 06 6d b9 9a 5f 63 3c d7 68 10 d9 8c 10 f2 3d 78 72 d8 16 d6 e6 7 7e c9 3e 95 0a 14 13 51 al 14
58 d7 7e ec 76 fb bd dc 50 0f 98 76 31 56 a4 e2 24 4c Ob 53 04 5¢ 05 70 6f a6 00 17 d8 1c a6 d8 99 6d 19 e7 74 da ec 78
4c 7a9d 48 f3 75 67 3d 3a55f1 ¢l 74 7e 38 54 ch 74
Data Ascii: .00_JE(Xc"WOG ;Mr8%j!B:30P>fz!GF *aqZTnB6SFhp*6L @9*ZE#04#v$m_c<h=xr~>QX~vPv1V$LS\pomtxLz
Hug=:Ut~8Tt

2021-10-28 23:41:24 UTC 245 IN Data Raw: 70 f5 f7 3c 60 eb 7a 10 b1 69 07 d8 79 f3 77 fb bf 36 f2 55 b8 bf b6 dc 5b e7 59 45 6¢ Ob aa ad af de 6e c7 d7
e4c0f9 96 fd 72 e5 ee fd a2 a0 46 3a 22 31 fa 41 5e 9d ac 80 a2 88 d7 ab 4c 3a e2 02 8e 4c 00 dd 13 49 af 59 3b 33 e9
a3 05 de 7d 99 5d 28 ff d4 98 a0 43 c4 18 cf 39 56 f2 a5 ae ba €3 08 74 80 4d 35 c0 af 60 77 93 7e ac 7c 34 77 f4 53 5e f6
cf ab 4e 5e 38 5a 52 6e 72 4a 29 7f 8d 9c ff b0 5a 21 16 25 ce 5d 6e Ob d4 96 22 58 d1 cd b6 72 56 ed b3 af eb b8 d2 d9
b5 91 ea 93 af e7 fc dd a0 b2 96 46 24 e4 ee 2f 30 d7 da 19 05 1a ed Oc 8d c8 e9 96 72 91 f4 b8 9d 7b 7a 06 f2 c7 7d 91
36 f1 c0 50 Oa 8f a6 2a f2 8b a2 b7 71 fc 35 42 ea €9 71 c7 ee €8 97 c3 ¢3 1a 0f 01 a5 e2 83 el 4f d3 46 39 93 c8 7d 62
€8 62 bc 4c 0b 52 0f 29 9¢c 51 e8 b3 c2 89 b6 da c7
Data Ascii: p<'ziyw6U[YEInrF:"1AL:LIY;3}(COVIM5 w~[4wS N 8ZRnrJ)Z!%]n"XrVF$/0r{z}6P*q5BqOF9}bbLR)Q
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 246 IN Data Raw: fc 34 e8 e7 ba 45 7d 0a 01 d6 ef 85 ad 5¢ b1 68 10 ea d2 2d 6¢ 11 aa 08 db 42 15 c9 3f 62 8f 63 9¢ 53 d2 5 03
96 2¢ 6¢ 43 d5 a9 51 27 c2 5 ¢3 31 ac 03 84 ef 21 Oe d5 ad 9a d9 e4 61 1a 24 8d 86 97 69 85 ce 16 b5 54 af 07 79 52 1b
95 €6 21 89 61 83 9e 36 da 78 87 46 c2 f9 c1 b1 01 25 7a €8 c7 56 59 aa c2 d1 le 63 18 d5 45 96 ae 93 ec 0d ba Oa b2 fc
6 b2 8d 5a 5¢ 27 9d 42 24 ef fe d9 d6 b8 96 aa ed 4f e6 a8 91 76 d4 6e 01 cb Ob 08 39 87 29 96 60 €6 b3 7a 91 9a 01 b8
14 7f 08 38 37 89 ¢8 39 c5 68 79 1e 9d e7 07 0d 10 e6 35 16 c9 ec 8f 96 4f 47 b3 d1 Oa bd 4a 08 29 c6 a4 d6 a3 18 c5 17
75 e0 b3 c6 48 c7 23 36 f7 e0 €9 6a fd e0 41 3b 73 38 7e 5d 3f 84 dd Ob 5b 05 d6 14 3a b7 89 71 a9 20 36 c3 27 85 d7 c6
b0 54 d3 00 68 71 58 29 e8 b7 26 63 27 5d 38 7e 70 10
Data Ascii: 4E\h-IB?bcS,ICQ'11a$iTyR!a6xF%zVYCcEZ\'B$OvNn9) z879hy50GJ)uH#6jA;s8~]?[:q 6'ThgX)&c']8~p

2021-10-28 23:41:24 UTC 247 IN Data Raw: Oa 6¢ cd 46 51 a8 92 84 a5 b4 4e a3 ed b7 05 fa 63 34 65 2c 24 al al f8 8e cc d9 21 d9 9c e6 3e 83 15 36 40
d5 dc b4 f2 76 08 b8 af ad 92 f1 de a2 09 19 Oc 79 b6 4c d8 29 82 9f 58 1e 32 68 40 6¢ b7 91 91 92 cd d8 22 be 82 2¢ 50
49 fc b4 b8 ¢5 16 62 58 21 cc 12 53 59 Ob ad 9e d9 2f 2a ba €9 a7 07 8a 23 83 9a 23 e4 0f 4d 3a 27 62 0a a5 16 cb 57 43
66 95 76 5¢ Oc 6a b3 9a bf 40 c1 eb €3 08 c3 5f 09 8¢ 05 63 a5 78 be 21 e2 41 1a ea 99 92 64 48 f6 dc 13 cf 54 9c bc 58
a6 00 6d ba 4f 94 17 60 c0 ec 78 40 f3 23 55 a6 92 30 3d ce 28 21 bf 72 2e 6f 54 69 37 5d 25 9f cd b7 96 96 d4 2a b9 70
51 54 fb 33 5f 80 02 ¢3 31 €8 b1 73 04 83 9c 86 54 58 6f 3d a5 fb 08 b4 a0 27 26 61 9f d7 d2 34 3¢ 01 c6 a6 33 f4 93 20
0a 8b 92 54 58 e0 6a 5b 54 f1 2d b7 34 dO a8 38 37 ca le
Data Ascii: IFQNc4e,$!>6@vyL)X2h@I",PIbX!SY/*##M:'bWC\j@_cx!AdHTXmO x@#U0=('r.oTi7]%*pQT3_1sTXo0='&a4<3
TXj[T-487

2021-10-28 23:41:24 UTC 249 IN Data Raw: €9 7c bd cc ca 7d c4 d5 31 56 5d 55 40 d3 b6 17 78 f1 1a 47 €9 73 1c 7e bc 1b a2 ba 5f 8e 96 24 00 Oc ee 1c
6¢ 5d 8e 9d a8 d9 45 d9 93 00 4f cO 96 43 Ob 2e d0 d8 74 51 8e 35 9f e4 bb dd 5¢ 6d 5e ¢7 71 7c 33 21 90 eb 5a fa b8 6f
42533343 26 1c db a6 7f 96 2d 01 8¢ c1 28 32 82 1b a7 01 71 d2 28 e2 bc e7 dc c3 a8 5f a9 79 bf cf 69 3a 49 59 bf 34
daec 95313539 67 61 7c e5 6b ac 81 8a b4 a9 5a d3 62 ad 14 29 57 1d 63 95 af db 28 74 b0 94 58 dd a6 da 8f ae e4 60
3a b7 9f e0 3f 3f 29 88 97 5f be e4 24 29 61 ae 03 14 29 a7 b0 98 59 9c 9d f1 2b 89 59 31 ba e2 54 16 18 cd d6 00 1d a4
2c 97 9¢ 72 91 01 15 9c 72 ca 52 65 9a 4c 46 4b 95 7e d4 3e fd 6e eb 33 1c ed 9f fe d5 c2 c6 a9 bd 36 b6 d2 c2 aa 5b 58
5b 8b 2a 68 55 69 64 25 da 77 03 b2 44 dd b8 9b f4 f0 aa
Data Ascii: [}1V]JU@xGs~_$I|[EOC.tQ5\m"q|3!Z0JS3C&-(2q(_yi:IY4159galkZb)Wc(tX:??)_$)a)Y+Y1T,rrReLFK~>
n36[X[*hVid%wD

2021-10-28 23:41:24 UTC 250 IN Data Raw: 41 69 d2 14 d0 Oe 7a 5f 24 50 cb 7d 09 Oa a0 f6 bd ed c7 90 95 Oe le 85 13 18 5¢ 69 66 2d d6 68 5c 08 e0 3¢
32 b9 a3 42 12 d4 fe 28 ec bb 8f ¢4 ba 93 f9 52 37 7 69 b8 ee a0 2b c9 45 38 56 56 9f 2c 5b 45 cb fe 25 00 7d 83 26 61 1f
03 8c 92 b1 a0 70 78 95 f9 c4 02 36 8e 5e 8b d2 db de 80 2e a9 e0 ec 38 a0 53 a4 d2 22 23 3a 6¢ 6f 31 be bc 72 fd 36 10
33 d2 18 91 af 8f 44 ed a9 58 17 cc 0d 7f 8b 4d 79 12 13 bb ea a6 80 cc 2d 89 0f 95 82 3a cd 97 ca d3 a5 09 e4 b4 12 b2
2d a2 Of 2f f3 fc d6 3d 41 4e 67 5 17 Oa e4 56 e0 d7 8a 0f 92 aa 08 5 dd 44 4e 08 e4 69 08 08 7b 92 7a al dd e6 e8 8f
30 88 f3 35 86 ff c8 af 15 74 82 ba 46 28 df 3c 54 5e 53 e8 af a5 7b 88 ff c5 8d c9 98 22 93 4f 49 ae 84 62 55 dc 1a 77 5¢
6e 48 7a 3d fc 4f a2 72 b1 30 8e 64 2e 4b d4 bf 2b
Data Ascii: Aiz_$Pif-h\<2B(R7i+E8VV,[E%}&apx6".8S"#:101r6 3DXMy-:-/=ANgVDNi{z05tF(<TAS{"OlbUw\nHz=0r0d.K+

2021-10-28 23:41:24 UTC 251 IN Data Raw: e4 33 53 2e 4c 68 67 55 43 97 bb 7c eb ¢3 82 c3 31 7f 9b 84 b7 ac 5a f8 32 fa f8 04 56 ca dO ff 61 2b 46 03 f4
€9 76 e4 36 eb le fc ed 46 8d cf bd fb de c1 91 58 47 4a da 93 ab 08 d9 9a 17 e2 bc 4a 1d 57 6a 27 5b ba a9 b0 52 c5 ab
f8 ce dc 6f d1 47 40 9e fb a3 78 1a 89 4f 11 30 94 ac e7 2c 06 7d 7a 26 b3 2d f1 17 da a6 91 e8 45 4c 2b c0 54 22 5f f1 df
44 7d 84 e9 7f ad be bf ea 8b 7 11 46 22 c2 33 42 fc 15 85 4f 9a c0 c5 ae 27 11 ca 04 f4 33 a9 33 ad 13 f1 01 3d ea e3 fO
bd c0 8c ca 51 9b 7e 40 e2 9b 3e 47 4a dc db a4 1b ae cd 66 c7 3a 85 4d 7b d6 94 24 24 f2 cb 9f 62 3 8d cc fd 7e 96 aa
ac a3 25 fd 8a 8f 19 4e 51 97 e7 6e cf ed 8 6f 47 b3 d5 bf 37 f4 {7 f1 24 9a 5e 67 29 bd b4 7f a4 9f ef 1e 6¢ 9e e3 {7 €7 94
f2 9c 12 48 78 ae 7e 7f fc de a3 8a 7b 30
Data Ascii: 3S.LhgUC|1Z2Va+Fv6FXGJIWj[RoG@x00,}z&EL+T"_D}F"3B0O'33=Q~@>GJIf:M{$$b~%NQnoG7$"g)IHXx~{0

2021-10-28 23:41:24 UTC 253 IN Data Raw: c9 80 b6 e3 14 4e 7c 6a 8c f6 8¢ 6¢ 69 8f 57 c1 1e 8a 7f 70 93 ed c1 91 b2 42 36 Oc 18 95 bd 14 76 d4 68 b2
dc d9 c6 98 9c bf 92 12 30 €9 d7 a4 40 f5 a0 e2 8f 1c 06 54 d9 el 47 47 90 1a 8e 4e 57 8f 94 3e 9a f9 ac dc 43 79 7c 56 af
99 0d 5e d3 fd Of 7c bb e6 07 4c bb 58 65 d7 18 €3 3e bb 76 b0 27 b7 84 c3 57 89 €0 1b be 27 f8 b6 4c d0 53 20 3d 9a a0
5a 7a dd 93 b8 1b 35 09 ad f6 2 93 46 €3 7d 91 a0 1d de ee 1a a4 85 9d a4 67 90 8e c1 d8 57 4b 60 fa 29 fe d3 b6 20 48
18 9d e2 83 51 54 31 0d ef 68 36 cc 16 80 23 53 6a e5 79 2¢ 38 9c 42 ¢5 ca fb ¢8 97 85 11 f1 ce 14 ¢2 74 b3 79 1e a3 d9
13 dd 1a el ae 3 c8 75 28 24 €6 88 92 da 69 28 67 ¢7 55 59 33 3f 7d al 11 ab 16 68 6b c7 a7 f3 b9 e2 b1 81 06 15 d2 b8
68 02 ¢7 c1 30 15 4a 5a 5d d5 12 82 2e Oc 81 36 14 €6
Data Ascii: N[jiWpB6vh0@TGGNW>Cy|VA|LXe>V'W'LS =Zz5F}gWK') HQT1h6#Sjy,8Btyu($i(gUY3?}hkh0JZ].6

2021-10-28 23:41:24 UTC 254 IN Data Raw: d1 93 02 5e 7b 2 21 01 5d 45 2f cf 6a 42 6f 77 07 59 a2 23 bd 32 ce d2 68 f9 a4 18 69 a9 e2 86 17 6d c3 2a eb

d8 52 d0 ad e7 53 f4 86 04 14 ff 8e €8 5b 54 74 54 91 e9 02 Oa 5f 6b 48 aa aa 91 39 76 00 f5 a5 8a b7 a5 98 60 67 ca d1
04 87 a8 c2 7b 4b le 6b 72 ef f1 1a bd bb 91 4f b3 05 46 bb 95 81 5a d2 Oe 10 0f ca 7b 7b 0a d3 39 40 8c 1c 5b 6b 79 dO
bc 13 7e d7 43 7f 08 1c 8d 20 a2 48 d2 db 32 37 68 d3 67 d6 19 9d 19 6e 2f a4 e7 31 93 4c eb 1f b3 f6 37 91 45 e4 b8 86
08 98 7e 4f fa aa 13 48 9d 93 06 fd 47 a4 b2 3d ff 7d e2 a6 a2 98 4b 1f 18 98 bb 93 fa 8a e0 a9 19 90 91 a2 a0 29 7b 81
b3 34 30 5f d7 b3 72 8e 7e 9f 5d 4b 0d d4 15 18 4b 81 5d be 17 9d a4 a6 24 e7 dd 28 fd 58 d4 0f 89 d4 54 bf 43 b3 c1 5f
b2 4f 56 3c ef 77 da 96 30 b0 32 01 9e ac ce 26 eb 42

Data Ascii: {!]E/jBowY#2him*RS[TtT_kHOv g{KkrOFZ{{9@[ky~C H27hgn/1L7E~OHG=}K){40_r~]KK]$(XTC_OV<w02&B

2021-10-28 23:41:24 UTC 255 IN Data Raw: c0 4a f3 26 f8 c2 de 60 2e 6a 89 c1 d8 72 10 69 el 50 2e 2a 94 18 e7 3b c6 af 63 e4 46 46 ec b9 54 c0 e2 55
52 04 78 89 8e 46 82 54 23 c6 70 1a bb f4 46 bb c7 b4 ac d5 6d aa ac 8e 94 cc e5 52 86 dd d5 1b b9 b8 05 13 f7 56 35 62
7c e7 76 00 e5 56 35 22 ¢8 21 €6 92 b8 c0 cc ea 45 fe 86 0d 64 45 10 ac 04 24 9b 4a 20 a8 16 1d 94 46 ca 78 97 59 a9
79 41 ce ca 69 d6 82 01 9d 4d 21 ff 74 80 49 a5 07 8c a9 90 04 e8 7a 93 fc 6f 52 fa 6a 2e c8 f5 2b 5a d4 4f af a9 99 8c cO
b2 12 04 6¢ b2 1a 62 09 a9 31 56 42 16 c6 a4 c8 4f 00 Oe 1d 26 3d bl de 41 46 21 4e 59 9c 3c b5 cf 17 03 93 ¢4 ac 8f ca
41 cadb c7 ca 61 cc 66 13 59 ea ad 92 cb €5 08 5d 3a e2 32 46 e8 c2 1b 65 72 bc da ed 49 07 51 74 2b 53 f4 57 a2 e8 37
a4 bl cc 9a 23 be 8d 2e 66 87 d5 1f 75 12 97 dd 30 f3 79
Data Ascii: J&.jriP.*;,cFFTURXFT#pFmRV5b|vV5"IEdE$J FXxYYAiM!tIzoRj.+Z0lb1VBO&=AF!NY<AafY]:2FerlQt+SW
7#.fuly

2021-10-28 23:41:24 UTC 256 IN Data Raw: b0 cf 03 96 bb 77 fe d1 bb Of 1b ae 03 8f f8 e4 75 dc 7f b8 cd fb bc e3 3e c1 62 24 b5 fe 7f b7 04 6b 4 7f ff fd 77
02 b5 f9 1f b4 b7 e2 3d 2f 41 65 34 80 e8 a8 cf 82 f9 ee d5 d5 51 ef f6 81 d8 1e 89 93 41 78 Ob f4 7a bc 7c bb 98 60 2c e8
83 03 54 b7 fa c1 df 6f Ob 14 2d 91 dO 1a 5f 64 8e d7 bl eb a8 ec 50 el 7a 31 29 de 4a 19 c1 4b f7 94 63 8d c5 44 92 eb
9f 07 ec ab Ob d6 2c 89 cb 95 43 5¢ 4f d2 02 18 2f da ad 88 95 8¢ 79 3d 2a f3 00 ca 54 95 94 51 Ob 31 80 0f 79 56 97 c6
9a 11 3256 1c a6 c¢7 71 6¢ 9d a5 3¢ 22 37 77 4a bd 42 b7 28 ec 36 a7 e2 23 a4 50 34 6¢ 99 Of 1e 31 05 40 f5 1f a5 94 12
al 62 ae 7d 17 a4 94 06 3b a6 7f 33 5f eb df 71 1c ed ¢8 88 bc 11 51 cc ec 08 e8 07 19 e7 db de c8 d2 ac a3 64 58 cd c6
1d 2d df 1e 71 ae 82 e3 7b b6 7d f2 67 8a 2e
Data Ascii: wu>b$kw=/Ae4QAxz|", To-_dPz1)JKcD,C\Oly=*TQ1yV2Vql<"7wIB(6#P4I1@b};3_qQdX-af}g.

2021-10-28 23:41:24 UTC 258 IN Data Raw: ca 4c 82 64 22 0a c7 df 73 76 3a b9 07 87 20 31 8b 8e b7 35 0f f4 ed ae d3 37 06 12 81 4f 5d e5 2e 09 4e 5d f6
c5 e5 e7 cb d0 e3 49 27 d4 b0 63 fb f1 54 6b 42 4e 1e d8 55 34 8f 9a fa 2f 2f 8b b8 b2 7c 60 Oc 69 05 fe 8b d5 40 99 70 28
2d 99 9d €3 10 31 f1 61 6¢ 10 a9 69 68 a2 92 91 6e 8d 48 13 1e 94 a2 4d bl 25 96 2f ed 00 19 eb 9d 17 3d 6c 94 84 9c 6¢
2b 5 ¢7 3b 47 63 70 27 9e Ob 92 7a 38 20 4d 70 cf 59 e3 ba 1c 60 38 c6 aa 0d 6f 00 53 6b 9b 04 d1 Of 1e 46 92 20 a7 1f
47 dd ab 34 6a f4 7b b7 df 6f 8f 46 Oa fd 57 ad b7 5 6¢ 84 07 c1 5e b6 4c a2 eb 6¢ af 7b 75 b5 76 ea 19 e2 13 9b 72 fb 5e
a4 5 90 87 8a 64 ca 8f 25 7a 75 75 d8 d2 4c b4 7f 44 f5 63 ¢8 f7 68 d0 1d 00 0d 39 e0 91 d1 f1 06 af ae a8 5f 1e bl 99 b4
dd 31 36 1f 51 f7 b7 d6 08 ef 5e ec 34 c9 49
Data Ascii: Ld"sv: 1570].N]I'cTkBNU4//|'i@p(-1alihnHM%/=II+;Gcp'z8 MpY 80SkF G4j{oFWI'LKuvr*d%zuulDch9_16Q"4I
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 259 IN Data Raw: 31 Of 10 f5 9e 41 08 19 82 98 6a 02 4f 6f 2c f4 62 a0 33 57 ¢8 31 80 51 e1 0d c1 e2 8c 3c 2f a9 14 d9 04 5c ce
44 0a 34 87 94 a8 76 bb cd c¢5 09 3b 99 80 0a 8c 90 ef 7d f6 f5 03 67 6b 01 23 ee 1c da de 9d 43 ab d1 36 73 44 b8 aa 59
20 b6 73 76 b7 bb 46 bc b4 3f d4 3a d0 24 bb cd 24 Ob 19 d6 64 49 6¢ 92 dc 22 bb 7a bl fd 96 5e 6¢ 75 2f ec 2d a0 9d 3c
8f d1 25 83 33 9a 8d 56 8e 5c d9 45 dc e8 c¢6 18 10 ac 88 20 45 dc 54 db 14 7d 73 96 a8 7b al 42 26 97 87 6d 17 b6 36
1b b2 f6 61 45 53 dc 3b 68 a7 53 66 2c ee 6a 5a 7d a2 a6 4c 48 €8 88 2d d4 d5 a5 ba 34 4c 16 3e 2c 4d b1 05 65 ab 62 40
6a 5f 1a 11 6b 7f 49 39 21 34 ee 18 3d f6 3c b5 1a e3 af 5d 7d 5b a7 b8 1f 8b 62 16 85 8a 47 19 af bf 1d 77 27 4a 81 10 79
d0 e5 a7 d9 Oa fd 06 4a e2 0d b5 02 e5 e5 70 7e e5 91
Data Ascii: 1Aj00,b3W1Q</\D4v;}gk#C6sDY svF?:$$dll"z"u/-<%3V\E ET}s{B&m6aES;hSf,jZ}LH-4L> Meb@]_kI9!4=<]}
[bGw'JyJp~

2021-10-28 23:41:24 UTC 260 IN Data Raw: b0 d0 8b 18 96 db 6c be 22 7f 97 6 b6 91 23 87 be ed 6a 18 b5 dd 06 a4 f2 d6 ea 4b c0 e0 a5 56 Oe 4c 5c 6a
51 df 76 89 0a 70 f2 eb 2f 82 a9 Oc 52 2e 87 a9 82 83 3¢ 9c b1 db d2 8f 2b 4d a7 c1 60 f4 f9 fO ee cO b1 68 5e 24 ba 15 98
09 68 86 33 5b dc eb 60 3c 40 3a cd 60 91 77 26 3e 86 68 4e 2d 76 9e 03 f5 4a 57 59 7a 1e 4a cd 6f 36 3c Of fd bb 1b b1
3c 6b ec ae Ob fa 62 66 84 43 1e d5 94 33 74 52 84 45 fa a4 5b 36 99 b8 d8 e6 ec 71 01 al 2e 8d d6 6a 7d 13 03 7f 21 bb
70 6e 51 1e 03 7d d4 8b f8 4b 0d a0 b6 54 8c 60 59 78 be b2 94 31 08 55 b3 5f 94 c4 12 8a 1c 87 f6 b4 5b 73 ea 15 97 c8
17 56 2f cb ad c4 b8 84 45 d4 4c dO Oc d2 b8 8e ad 79 8a f4 82 €8 b8 13 98 24 bd a8 cc da 95 bc 18 70 8d a0 45 60 50 a7
7010 88 f2 1c f2 72 29 1c 87 88 ab d4 de d1 b3 56 91
Data Ascii: I"#KVL\jQvp/R.<+M h"$h3[ <@: ' w&>hN-vIWYzJo6<<kbfC3tRE[64.j}}pnQ}KT Yx1U_[sV/ELY$pE Ppr)V

2021-10-28 23:41:24 UTC 261 IN Data Raw: 40 33 44 e5 59 3d a8 59 57 7f 5b be 29 97 04 b9 2d 07 8f 30 6a 85 bc 2d ca 09 c1 5¢ 18 ee 91 1b ee 90 96 90
292 ee 9cf9 ed 52 da a0 db ea 55 4c 72 02 ed 1a 7e e0 d1 07 7c 98 ca 98 2e 86 5f e5 04 7d 89 ab 5b db 1d 08 2e c1 48
71 5c 30 a3 ec f2 6e 2a 33 15 eb aa af 32 3c €3 68 63 Oe 9d ca 5a 94 07 d7 a6 3e 19 b7 10 41 5 fd 82 12 de 9b 75 10 dd
a9 89 69 e0 cf 77 c8 €7 79 de 77 48 €9 2d fa a3 eb 90 32 af 29 63 ee b9 66 d5 25 29 3b 4f 78 ad 82 ad 44 ef c1 55 f2 f4 42
83 f1 a8 dc e2 40 98 6d 96 e5 d6 ca b5 5f b1 7e 6a 56 ec 68 56 7c¢ 6d 7b d5 e2 69 Ob 68 69 0a d2 f1 9d 9e 5b 68 Oc 4f €9
82 €6 80 21 9c 2e 7d c9 25 d3 9e 01 82 21 8e 56 ch d1 54 fb 62 59 26 2d b5 9d 22 cc 5d 63 24 25 91 40 55 ef ef 03 77 95
73 5a 40 b0 96 25 58 c2 e2 3f 4b 23 ab 32 a3 b4 d7 e0
Data Ascii: @3DY=YW[)-0j-\)RULr~|._}[.Hg\0n*32<hcZ>AuiwywH-2)cf%);OxDUB@m_~jVhV|m{ihi[hO!.}%!VTbY&-"
1c$%@UwSZ@%X?K#2

2021-10-28 23:41:24 UTC 263 IN Data Raw: 7b Oa 6b 44 71 14 4b df 1e e0 b7 16 7f 2b 7c 6a e7 c5 5e c2 7f fe 32 76 9d 97 b0 d5 86 Oe 25 18 ef 32 0f 95 97
29 0f 50 d4 61 a5 b4 31 e5 05 fc 67 15 e4 fa d3 94 72 3e al e8 59 0f e0 dd 78 85 52 67 67 f4 7e 36 07 96 99 be 5b ef 18
12 72 68 65 10 8d 36 64 b2 d2 6a 6d 4e 9c 4e 19 a6 d1 Oc 70 17 57 56 48 81 ea 96 4b 4a ba c8 60 f1 a6 9c a9 90 42 99
96 b2 e0 64 32 5a aa Of df 79 e2 14 fe a3 3e 3e 89 3e 39 f4 aa df a8 b3 51 f5 71 d7 7e f0 90 c2 5f 12 cO 2e 46 3a 3d 79 f9
fa e5 05 de 15 a8 c7 76 6f 2b fe 28 1d fe 51 d8 68 df 57 01 48 dc d6 71 18 75 9c 3a 47 11 75 2f 62 f7 65 b4 1a 76 5b c7 90
d8 9f cc 7 Ob 8 90 64 a3 09 46 0f 3a fa 11 a0 79 e0 d5 65 a6 66 14 2f dd e8 9f 9c e8 6d c5 87 Of fe 6f 29 ba 34 a6 5f e8 f1
33 ff 97 44 3¢ 93 7f d5 cf b3 ea de b4 1e 72
Data Ascii: {kDgK+|j*2v%2)Palgr>YxRgg~6[rhe6djmNNpWVHKJ 'Bd2Zy>>>9Qq~_.F:=yvo+(QhWHqu:Gu/bev[dF:yef/m
0)4_3D<r

2021-10-28 23:41:24 UTC 264 IN Data Raw: ee 1a 81 78 15 c5 5b d8 66 9a a8 4b Oc ed 3f 3a da 3a a9 7b 8f b5 4d 9c de 3d 4f 6a 2b f9 a8 f1 25 9f 37 9b 33
15 7e 9c af 4c fb 30 7c 8e d0 94 16 b0 2b a7 27 8f 1d a2 a6 17 d9 fb f5 68 91 f9 5d 99 c9 f9 f3 cf Oe 3d f5 44 1e 8a 10 87
b7 44 76 93 02 41 1e 58 db 85 bd 68 4c 78 ac 62 c¢3 0d d8 40 c6 c1 bf 8e 5f ¢3 73 1b 48 29 9¢ 50 48 a3 5f c7 df 57 71 4c
8040 b1 08 7b a0 f9 72 35 05 54 ed 22 ad 41 a0 dd 29 03 1c 11 7b 7d 4f 49 ed 4c 6a 01 56 2d ab 1c 18 6b 73 58 71 16 05
c3d2aa 4231 4b 89 02 0f 52 e4 13 a0 77 a7 98 fe 02 f6 15 3a 10 70 1d 5e bl 8e 18 a3 56 1c d2 f6 07 29 Oe 2 fc 93 65
29 69 85 7f a6 9a 18 a5 ed ac 6¢ cb b1 92 61 ab b9 03 8a bc 36 b4 76 82 d7 34 ce 4f b4 e6 65 c9 64 d6 49 dc 21 1f 22 9e
7f46 ca 69 13 18 c3 21 1a 6e 68 aa 2a b3 a8 2a 99
Data Ascii: X[fK?::{M=0j+%73~L0|+'h]=DDVAXhLxb@_sH)PH_WqL@{r5T"A){}OILjV-ksXqB1KRw:p"V)e)ilabv4OedI!
"Filnh**

2021-10-28 23:41:24 UTC 265 IN Data Raw: e7 76 26 d7 71 14 b9 d0 e0 14 e5 ce 04 12 1a 58 4e d1 75 33 d9 fc 02 8a 9d 3d 8¢ a8 3b 33 f6 71 8a 9d 12 c5
31¢258 77 d6 86 30 5a 1b 93 09 da d7 b6 b6 3a 8e 28 b4 3d be ad 3c 11 85 ab €3 59 67 e6 af be ad 4d 84 2 6 fa ae 36
9179 cd e7 81 e2 45 12 00 9d 62 33 32 bd d4 d6 d7 61 3 29 4e 37 06 fO 3d 27 ef f6 bf ea 6d 74 78 e8 d0 dc ea 5b 14 5¢ 51
62 16 4e 3b 2d a5 34 b2 82 97 76 4b bf 5e e3 ab 7a 79 cf 85 6e a4 Oc 29 88 42 75 60 04 b5 2¢c 54 18 3b 18 84 1a 65 12 38
eb 50 2f 2e 63 1d 4f d1 09 d8 fb 26 c1 f3 16 53 fa 93 f9 07 cf 48 7c 75 23 d3 3a c6 92 5f bb e5 bd a2 06 6b eb af 83 88 ec
48 8b 67 d6 d4 ac 82 f1 05 50 6d d5 17 75 25 5¢ 8d ¢7 61 fc 30 9¢ 6d 45 5f 1e 61 68 ec 9d 95 1b 82 13 €9 7f d5 d0 Oa 1b
3a 0e 57 dc 10 9e 50 63 68 68 50 6a 88 ce 99 aa 96
Data Ascii: v&gXNu3=;3q1Xw0Z:(=<YgM6yEb32a)N7="mtx[\_bN;-4vK"zyn)Bu", T;e8P/.cO&SH|u#:_kHgPmu%\aOmE_a
h:WPchhPj

2021-10-28 23:41:24 UTC 267 IN Data Raw: 08 1d 1c ac 26 31 a6 56 68 09 19 b6 62 62 2c 26 88 43 f2 a3 e2 79 df 1a 9d b4 33 de 6¢ fa ae 51 41 1f 25 50 fd
20 ed a6 f2 da b4 5e ef e1 01 7b c0 5a c0 8f e7 53 d6 02 06 3a 7b Of ab 73 44 8d eb 45 03 b4 5b d8 24 33 b4 a9 83 fd 43
eb 8e 30 38 93 38 e8 el 07 2d 4a dd 09 5e 65 c9 ed e5 22 8b 40 0a 40 62 8¢ 6a f9 4d 75 2b 45 ae 06 f9 03 2a 78 4f c2 93
18 ed 93 bl 7a b4 6d a7 95 ec 4e bc 66 0a 09 16 89 bd 8f 1a f5 11 15 91 8a 45 62 c8 4f 3c 79 3d f1 2b cd da 4a le 18 6f
d0 88 7f c9 7a 3d b3 64 38 5f 5¢ 24 b8 5d 2d ad 9e 2f 1e 04 a7 8f 4d a2 e6 fb c2 cc 55 ce b3 81 17 fe 8a 9a b3 f9 fc fa ce
b3 84 c6 78 46 95 6¢ 36 59 73 b9 48 €0 38 c9 60 b9 03 56 4a 11 31 43 2f b3 66 b4 5e cd 97 04 7f ¢5 41 9c 89 a9 98 89 95
€2 e0 60 ed 88 6b f1 5e 58 cc d2 35 Oc dc 75 3e 37
Data Ascii: &1Vhbb,&Cy3IQA%P MZS:{sDE[$3C088-J"e"@ @bjMu+E*xOzmNfEbO<y=+Joz=d8_\$]-/MUXFI6YsH8 VJ1C/
AAKAX5U>T

2021-10-28 23:41:24 UTC 268 IN Data Raw: 29 e7 d3 20 5e 57 ¢4 88 94 5f 52 85 d3 55 f6 32 46 a6 03 cb b0 9e €3 13 ea 36 12 8e 94 f8 85 16 98 06 55 06
dd 9d 75 76 77 65 da c2 7b 6b f9 32 4a aa 29 2e 13 9b 3e bl 6c 2c €8 ca 10 32 18 98 b7 fc ea d6 2f b9 3d cf 1b 4b 6 45
€6 48 52 5¢ a3 5d 8d b6 64 89 4f 6b c5 64 43 c0 31 86 4a 51 b1 77 a8 19 41 76 52 2f bc 29 2f 6a d4 47 78 ea c8 6f 8e ab
59 30 d0 Oa 56 cf b5 94 c4 42 72 49 28 60 e3 00 59 76 44 88 74 4b e6 42 88 11 d3 80 48 5b 78 25 19 14 68 3c dc da Of dc
ce cl 6f 9e 2b 8c 80 bb c6 73 71 49 a4 b5 1a d4 c6 e6 12 08 5b 92 50 8e Ob 87 19 69 28 8f cO 7f 10 df ea 59 74 05 11 7e
8b 14 a2 b4 04 al c0 27 5a 4e 19 Ob 3a 39 69 b0 ba 18 €6 04 2c b0 c5 52 4e 81 18 f9 05 8¢ 97 85 7c 59 c6 e5 c4 7a 7f ec
3303 d6 64 9b 69 8c c4 92 af fd 17 c4 11 cO a6 97 66 8¢
Data Ascii: ) "W_RU2F6Uuvwe{k2J).>I,2/=KEHR\]JdOkdC1JQWAVR/)/iGxoYOVBrI("YVDtKBH[x%h<o+sql[Pi(Yt~'ZN:
9i,RN|YZz3dif

2021-10-28 23:41:24 UTC 269 IN Data Raw: f9 f1 4c 7a 9d 8a 60 54 bb 43 8 6a d2 c9 8e 4a fa a7 2e 14 6e b7 e5 ee b4 c8 57 4b fa 3b ba €9 7c 1d a7 25 2¢
84 e9 d7 a7 59 92 35 aa d0 23 5d 43 28 1c 06 ee c5 c3 7 9f 2e f9 of df 71 c8 ac 7 2e 0f c2 28 a5 67 bf a3 ec 3d 9d Ob 6a
23 b5 5b 17 dd 57 45 34 be ea 1a 1d 1c 61 93 99 a5 2d 37 02 e0 6d b2 cc 6e 4a 20 39 e3 b8 21 4f 44 89 88 18 c5 60 00
Ob ae 71 65 51 5f 35 81 3a 12 05 f3 68 94 cc ¢3 bl 78 e0 c5 Oc 63 f1 20 97 2e Oe 93 5a 66 39 55 9a dc ab ed ed 65 a4 92
d2 8c c0 3f 23 33 d7 c8 4c 2¢ 30 46 70 dO c8 8b 9a 29 d3 a0 a4 73 1e 42 85 3c 36 83 32 49 65 ef b8 4e 25 b0 16 16 5¢ 91
d4 ee c7 22 7e e7 d6 44 Oa ba c6 48 1c 96 7c 5e 22 73 d8 91 50 f9 89 ab 68 72 f1 07 ba b3 27 17 ff 85 94 Oc 93 8b 3f d2
¢l 0c 1f f5 a2 b2 27 53 6b 4d 60 32 b0 bd 3d 51 Oe al
Data Ascii: Lz TCjJ.nWK;|%,Y5#]C(.g.(g=j#[WE4a-7mnJ 9!0D geQ_5:hxc .Zf9Ue?#3L,0Fp)sB<62IeN%\"~DH|"s
Phr'?'skM 2=Q
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2021-10-28 23:41:24 UTC 270 IN Data Raw: 54 6f d0 81 58 78 5b 6b 6a b7 3d e4 62 7b db 80 60 97 29 d2 42 6b 56 47 a0 02 04 02 17 77 df de c1 60 ff 10
d7 f5 de 9e 92 38 ca 0a 08 49 47 5¢ 84 e0 c5 bc el 0f 23 b7 3e 6a b5 f3 a7 17 98 2f 88 86 0d 7f ad b1 06 44 6e 82 d2 be
5d df 7b 71 70 08 93 48 76 a5 30 54 7c 21 4b 88 25 82 42 32 9c da 97 a7 7f 24 cd a3 85 50 61 84 fd 14 94 84 b2 32 14 9of
0f 45 9e d7 40 3e fa 75 bb e1 48 €9 71 1b f7 32 11 1b 66 d3 63 a2 76 85 61 25 1b 9b 8¢ 9a d5 db 23 11 50 4c 17 06 a3 33
3 €591 37 30 c0 01 bf cd 90 20 34 4b 6b 7 7c 57 9f f6 bb bb 27 43 f6 d6 1e 11 21 8b c3 81 ea 1f 9b 3e €6 16 80 7b da 20
fe c1 64 66 44 cc f6 5b 8e 94 f3 7c da e6 f1 c5 d2 3c ba 5d 3f 9a fa 08 5¢ 05 c9 85 8b 98 43 a5 37 74 fb f0 c2 55 14 af 6d
bb 2d 9d ae 35 75 78 25 92 d2 81 aa 73 23 el 8c 27
Data Ascii: ToXx[kj=b{")BkKVGw 8IG\#>j/Dn|{qpHv0T|!K%B2$Pa2E@>uHq2fcva%#PL370 4Kk|W'C!>{ dfD[|<]?\C7tUm-
S5ux%s#'

2021-10-28 23:41:24 UTC 272 IN Data Raw: 22 ¢3 99 79 3c 18 d9 9e 9b 3c 8a bl 1a 74 18 d1 b6 1d 8b bd 3f de 34 04 6f f0 29 5¢c 29 a2 70 36 b3 dc c0 bf 64
3f d1 bc d6 3a 1c 22 8d 28 25 63 ¢4 21 9c e5 9f 2¢ 72 26 ba 18 0d 1d 83 dd 21 42 4a d9 43 38 97 6e cc 8e Oc 33 64 58 {2
6f el ca a8 fc 81 54 f1 9e la eb 5a 11 16 €9 7f 7a Oa 2f a8 db f6 14 f4 a0 03 6b 36 bf 69 Oa bf b0 6e b2 c3 cb 52 Oc 42 c4
73 bc 99 27 0d 4a 32 a6 43 2f f2 dc 2d 5d 2b 85 c9 03 9e c2 18 01 37 7c 8e 7b 31 60 Of 46 14 40 ed 03 43 68 cf bf 9a 7d
53 04 00 c3 5b 3 ec 53 4a c3 b2 fc c0 2f 74 46 89 a6 39 14 72 ff 96 44 98 af 2f bb 1d fe 55 70 04 4e 3f cd 99 cb 2f a0 65
b9 00 71 d0 a9 9c d2 85 63 €9 a2 3d 66 dc b7 9c a7 1c le ec 00 8a 65 2b 6e 80 18 2e 5c cf f3 cc 37 bf d6 5a 20 3f 19 5¢
29 e4 e4 45 ca e4 f1 aa bf cc 97 30 a6 8d a5 04
Data Ascii: "y<<t?40)\)p6d?:"(%c!,r&'BJC8n3dX0TZz/k6inRBs'J2C/-]+7|{1' F@Ch}S[SJ/tFOrD/UpN?/eqc=fe+n.\7Z ?\)EO

2021-10-28 23:41:24 UTC 273 IN Data Raw: 00 el 9b e8 cd 60 d2 8e a6 df 04 62 a4 18 11 51 71 0d 2b Oe 56 cc ce 3d 81 Oe eb 13 e0 22 31 95 10 59 b6 10
da fc 52 cd 60 7f 3d Of f9 72 19 5¢ ¢1 30 b7 5d 91 4b f5 69 17 ee e4 2a 7b 81 1c 25 2c 26 b7 b7 63 41 50 4a 11 da 74 f8 85
€9 58 e4 ce e0 fe c9 5d 75 4e 4e cf e0 aa 6b 8c c6 88 82 d9 50 8b 6a 66 0d 11 cd c4 8e 29 2c d3 c9 4f bb 86 12 6f 49 58
b4 06 12 7b ed be 63 91 a0 94 fb 36 5f 4e 84 d1 Oc Of cf 58 1d 65 89 e2 f8 4d 4b 20 07 31 95 65 58 1e 11 e3 aa 31 28 af
a6 e6 86 63 38 d0 07 ee 7d 34 a6 08 7a b8 99 ac 1c 7c d1 da c2 da 36 42 ca 13 95 35 c2 5e 15 2c 02 e4 2a f5 f0 08 57 cO
d0 Oc 6b a8 d3 f0 41 3d 2e d4 e4 58 2d 96 7a 81 01 28 67 6d dc b3 29 ba b8 36 d2 34 c2 8c 1b 62 af 62 66 30 e4 9b cc 37
8d 18 66 88 7f 4c f4 34 72 f7 b2 e7 16 ef 82 4d 42 4f
Data Ascii: "bQg+V="1YR =r\0]Ki*{%,&cAPJItXJuNNKkPjf),0olX{c6_NXeMK 1eX1(c8}4z|6B5"*WkA=.X-z(gm)64bbf
07fL4rMBO

2021-10-28 23:41:24 UTC 274 IN Data Raw: 08 14 cc 46 66 a9 38 15 19 6a 96 3¢ 5 74 72 13 2c ¢6 04 86 ab 71 f8 3¢ 71 8f 69 e7 57 63 dc 26 8e 8f 88 18 af
84 69 0 a5 0f 43 cd 22 bf 66 13 06 db b9 47 16 17 2e cd a3 8¢ b2 b4 4a 7f 45 4f c1 ab 9 5a 88 cc e5 6b 43 €9 97 ¢5 44
9d 10 fa 1b 23 a0 99 7b 1b 05 4f 69 c9 b2 e5 aa 0a b2 c4 07 45 44 24 4c 84 df 08 ¢3 11 1c 4f fd 72 5¢ a4 cb 2a 58 ce a4
b3 60 50 ce 7c 41 ¢9 07 d5 cc 17 19 41 82 bf 4c fd 3a 37 48 f0 5a 3d a9 5¢ 2a c1 2b 94 b0 e5 45 f0 56 ff 44 10 88 €0 af fa
f1 6d 4c d0 28 9e f2 €8 2a 38 e5 9f f5 79 3f c3 33 e2 53 04 27 f8 05 33 90 20 c5 00 5e 4e 82 1f 51 22 3 82 07 7f 13 Of 69
15 fc Of 7e bd c9 33 Oc 85 b3 41 8d 50 bf b6 a6 9d e0 51 98 64 06 53 fc 86 79 4c 30 €3 5f 30 f0 08 7e el 9f ac c9 0d ae ea
df do 5b 07 f3 fa 59 45 20 58 a0 48 79 89 26
Data Ascii: Ff8j<tr,q<qiWc&C"fG.JEOZKCD#OIEDSLON*X P|AAL: 7THZ=\*+EVDmL (*8y?3S'3 "NQ"i~3APQdSyLO_0~[YE
XHy&

2021-10-28 23:41:24 UTC 275 IN Data Raw: 24 9b 11 cc ¢3 38 61 9d 47 77 70 78 fb e2 fc f5 2b da 32 a2 de 1c ff €9 d9 59 e0 8¢ 4b 1a e5 8f a7 54 88 64 df
fe €9 c9 d9 db 1f 4f 9f 9e 7c e0 22 e2 a7 f3 15 dd 77 3fe2 d5f9 c9 eb 77 af 08 7d 89 57 Oa f1 f3 ab 1f a8 al 5f 10 11 e8 6¢
1c 3e fa e0 5e 44 7b bf 5e 7a 8f a6 fe 6¢ ca dd 2b a2 d4 1b 7c 36 19 cc 27 89 61 96 e2 8f 62 61 87 e7 8a 1b 82 68 Ob c9
ed 4a 26 c5 ad f3 b6 08 31 f3 8¢ 6e 06 84 75 93 c6 52 8d da ce 61 09 d2 ee 31 d5 60 f9 df ce 9f el 6e 50 26 55 cf f9 f1 fc
d9 de 9f 9c c1 fb ec 7d 76 91 4d df bf 0f 38 51 db a5 df bb 50 49 db fO 1b dc dd 9e 59 fO d9 78 7a 9f 5 d5 83 df eb d7 6f e4
Ob d8 1b 07 59 5e b9 fd 86 f1 b1 d7 bb 7d 9f f5 7a 71 4a 28 80 18 9a 5e 46 fb d6 db 4a 17 4b 3a 4d 51 56 d1 98 d6 18 16
8f 0a 84 79 a3 fa 88 c0 e9 4a 55 42 db
Data Ascii: $8aGwpx+2YKTdO|"w?w}W_I>"D{ zl+|6'abahJ&1nuRal nP&U}VM8BQPIYxzoY }zqJ("FIK:MQVyJUB

2021-10-28 23:41:24 UTC 277 IN Data Raw: 3a 8¢ 67 3b €6 57 9a 13 04 1a 96 Ob a5 91 1a ad 4c 2b 3a 87 ba ee 68 bc 39 92 78 e8 55 81 ed 06 ef cc bl da
17 ¢2 24 b4 35 85 b0 ed c8 6b fd 55 e5 ab 23 2a 9d 4d 53 91 88 c4 83 69 29 2f 99 27 9b 17 81 19 3c ff b7 b7 cb 31 2f 4c
b5 70 d1 39 25 11 fd 9d 16 cb a2 c9 d4 54 0b b8 50 34 a0 ae e2 30 34 fc aa 6b ed e5 44 e8 2d 61 45 c7 85 6b 71 52 bb 16
0f a9 64 97 66 7 39 01 1d 69 57 e5 8f c8 c2 94 e6 a6 49 08 bb c3 Oc 1d 66 6d ba 23 c4 36 0f aa 10 61 1f f0 33 cc 05 64
bd 26 6e 3a e2 a6 55 48 61 58 87 a9 e4 08 6e 49 c7 e5 a2 ea 83 e7 8e 2e 39 32 99 84 c7 b5 20 2f d6 c6 a5 c9 61 cf 8¢ d8
€7 a6 3a ee 22 a9 db 48 74 1b 06 9e 12 c0 aa d6 25 a3 09 82 f0 c1 2d 43 24 40 86 f8 ef 90 2f a2 53 e3 e8 c6 e2 23 71 8e
2e 1c 70 3d c4 8¢ 7f 76 6a c8 1c 56 43 ac 41 00 82 21 b8
Data Ascii: :g;WL+:h9xU$5kU#*MSi)/'<1/Lp9%T P404kD-aEkqRdf9iWIfm#6a3d&n:UHaXnl.92 /a:"Ht%-C$@/S#q.p=vjVCA!

2021-10-28 23:41:24 UTC 278 IN Data Raw: cf 8b 24 f9 29 9a 5f 41 c0 €3 63 a3 9e bl e4 a8 7f 16 €2 ed 4f 1f ce 4f fe e7 5¢ 38 7e 43 00 93 43 19 9d 84 19 87
d6 e1 98 35 de c0 4b 99 5e 71 f3 dd 30 31 c3 38 6b a6 24 97 eb c6 34 4d 43 0a 48 a3 1a 24 ¢6 1d cd 2 39 b3 c0 a3 bd ae
06 82 1a 37 al 93 40 41 39 b3 34 6f e2 88 c8 8e 3d al 82 70 6a 2 60 dd 10 cc 08 c6 aa eb 84 28 39 50 65 81 9f 8a 48 da
ec 48 €0 40 9a dc e6 b7 13 24 26 a4 b4 a9 0a 1d 8¢ 31 15 88 3a 26 83 74 ec 6a 2a d3 24 58 62 25 bd 01 37 2f 52 6e 7¢ Oc
55 7e ae 86 55 44 58 c9 72 65 5b 17 66 be ce a6 06 cd 58 98 eb 67 65 b0 12 a6 22 €9 2b 21 5b d0 8d ef 8a 44 a4 19 87
8d 13 08 dc 93 4c 84 18 ee 20 b9 2d 1e 1e bl 06 23 39 30 3a 1c 6b d9 11 ed 15 8¢ f9 3f c2 d5 be 31 5a 11 a4 52 Oc d4 Oa
50 3 18 ¢3 33 8¢ 25 8¢ 75 30 32 bb 98 eb b3 be f4 63
Data Ascii: $)_AcOO\8~CC5KAq018k$4MCH$I7@A40=pj (9PeHH@$&1:&1j*$Xb%7/Rn|U~UDXre[fXge"+![DL #90:k?1
ZRP3%u02c

2021-10-28 23:41:24 UTC 279 IN Data Raw: f1 cf bd 6b fO 86 b4 cd Oe 5f 5a 3c ee cb 7a 58 4f 6a 10 e2 db 9a 08 69 9d 7f a3 2d 7f 1d 68 f1 ac 82 c5 6b 2c 96
14 cb 4e e6 10 f3 c1 ce 86 98 d2 8a 68 8d 2d 24 94 a8 65 91 f4 48 a4 48 1a 3a 87 ce 6e bl eb f4 58 af f3 f8 f0 11 3f 3d a6
7d ee b0 a2 5b 12 5a 4f 97 9f a2 39 b5 {7 08 1d 8¢ 56 d3 f2 ff fb ef bd 32 5f 24 7b 20 57 {7 24 e2 2c f7 c6 34 cb bd 51 b2 87
5a 7b f2 82 4b 38 b7 e5 eb a8 b8 5a 2d 7b 3b b7 fb eb 9d de 22 ba 61 3b b5 4f 79 71 85 7c¢ 7a 42 a9 91 c4 50 49 bf 3c e9
3d 11 ce 18 65 bf 47 f7 74 b9 9a 57 f4 d9 01 7d 06 31 4b 9c 50 9b 3 b2 ef 10 7f c1 9b 32 ef c3 da 6d 1e 81 86 fe f7 77 72
91 fe a7 96 e4 d2 b3 e4 03 3f aa 23 05 72 f1 23 88 86 db 7b 37 5a a0 07 27 f8 ¢9 ad fc 1b 61 c9 83 e0 cd 32 8b d5 c0 00
06 d4 78 48 35 d2 f2 4d f4 46 a9 c1 11
Data Ascii: k_Z<zXOji-hk,Nh-$eHH:nX?=}[Z09V2_${ W$,4QZ{K8Z-{;"a;Oyq|zBPI<=eGtW}1KP2mwr?##{7Z'a2xH5MF

2021-10-28 23:41:24 UTC 281 IN Data Raw: 97 80 1f 3 8d 58 31 19 5f c0 d9 6e 2c f2 53 19 d3 8e b5 c2 56 1d b5 4d aa c6 22 cd 5e c9 6d e6 ae d4 a3 83
1b 2b ba 11 a5 c7 8 e9 f8 da 1d 44 94 1e d5 de 21 13 e4 4b 23 a2 54 2f d8 22 7e 66 16 89 6f 65 94 09 fd bl 8a f9 07 8¢
2922 48 f0 97 af d5 a3 7c a3 f8 b0 66 15 ab 5¢c ee 9a 51 e7 a5 7e 96 ef 5e ¢6 ¢6 8b 97 74 70 09 3e a2 65 a2 82 23 fO bb
13 b3 88 d6 a0 c8 97 10 8c 31 90 ca b5 30 8b ea 1a ef 94 6f 1d 37 73 dc 28 75 58 2d 53 3c el db 47 b4 3 b4 2e a8 8f cc
eb a4 2c 23 6¢ d6 9f 8d 0d 95 85 b4 1a 31 a2 39 c8 8d 82 81 d4 ba 4b 66 a3 a9 el 44 7a 4d f2 e4 0d d1 09 dd 51 a2 bf 3d
ba 10 e5 06 a2 30 cb f7 22 10 43 69 79 c5 c9 b2 7 40 2d 8b 5f 2a bc d6 e5 3d 36 eb 0d 1a 3f f1 2e 65 20 1d 70 14 b9 30
d7 00 11 69 9a 8¢ 6b 61 0a 1b c6 bc 91 94 27 5b 4c 8b c8
Data Ascii: X1_n,SVM" m+D!K#T/"~foe)"H|\Q~"tp>e#1007s(uX-S<G.,#19KfDzMQ=0"Ciy@-_*=6?.e pOika'[L

Copyright Joe Security LLC 2021 Page 146 of 282



kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 282 IN Data Raw: f3 6 bf a5 23 68 4a bf de ef 04 9d 00 d7 12 68 75 b0 50 02 f9 59 1e 8a 5d a4 dc a6 a9 Oa 7f db a4 70 3a 1b da
19 b4 96 1f 40 28 15 41 20 f9 92 c8 5¢c ae 26 54 60 ed f6 ca 59 91 66 57 7 bd c3 f5 1f 3a 07 6d 88 fc c6 1d ad 27 b9 71 84
ff be 0d fd 4f 6¢ 67 e7 1e ac f9 34 b7 45 fe 5a 8c db 20 7b 0f 57 73 63 25 36 cd f6 5e d1 8a d6 48 b4 6a 81 a2 a6 db 63 c3
65 bb 81 d5 a9 0d 71 37 20 18 82 ¢4 13 ce ec dc ¢9 69 f3 e7 9c d2 7a f3 e7 af 38 3 f5 e6 cf 71 8d 7f b3 7c 41 6¢ 07 9a 27
32 al 2d a6 4b bf bc cc Oe 78 96 d2 d5 3b 35 74 98 4¢ 06 50 Oa d3 47 1b 50 99 83 21 34 5a 25 0b 98 fe 75 0d 58 46 41 e9
10 6d 9b 00 a9 14 2a 04 88 7c d3 f5 c2 30 ec be ed f9 6d 7b d7 ea 4b 5f f0 50 Oc el 42 bc 73 2f cf b3 4b 67 41 56 €0 a6 3b
00 a2 f7 85 6b 53 8¢ dd 15 df 77 c9 fO c5
Data Ascii: #hJhuPY]p:@(A \&T YfW:m'qOIg4EZ {Wsc%6"Hjceq7 iz8q|Al'2-Kx;5tLPGP!4Z%uXFAmM*|0m{K_PBs/KgA
V;kSw

2021-10-28 23:41:24 UTC 283 IN Data Raw: 04 10 23 a8 df f9 ab 66 54 02 65 65 13 b3 95 0d 47 78 3e 8f 0a 98 70 c3 a7 ¢7 f4 1d c6 f2 35 1c 12 95 89 f3 dd
5d d7 db 68 c3 0Ob f8 5d 27 93 f4 33 52 4a 29 6 84 ed 5d 10 7e 6e 35 68 20 3a b1 02 f5 8d f7 97 e4 66 a5 d3 d2 84 b6 al
d4 55 72 3 14 c2 31 84 18 fa cb c9 df 3f 3c 7d 7b 7c d2 3f 39 7b 7a f4 ee 64 7b 7b d3 fe f9 73 de fO 2b b4 4b e8 69 63 5f
84 a3 84 eb 05 a4 fb 1c 87 87 6e aa d3 66 fc 63 41 56 75 80 2e 22 22 81 6f 5e 19 db 23 4a aa f6 9e 7c 25 2¢ b8 da d8 bf
f1 c2 f3 5b 57 03 6¢ 8d 1a 45 ae 08 Oe 61 8f 14 b6 ca d6 06 30 19 d7 3e 28 c2 e6 bb 35 48 14 9b 37 1la 6e 17 83 1c 4a bf
85 04 43 4c 0d 2b Oc 78 22 82 54 f8 9d f9 60 39 29 23 ab 49 1a 14 30 9e 5a b6 72 dc 81 8e b0 Ob 67 fb 9d c3 c8 10 32 28
c1 36 db 26 aa a6 1le 1f 3e 8a 1le ef 04 3b 4a 06 de
Data Ascii: #TeeGx>p5]h]'3RJ)]~n5h :fUrl?<}{|?9{zd{{s+Kic_nfcAVu.""0"#J|%,[WIEa0>(5H7nJCL+x"T 9)#0Zrg2(6&>;J

2021-10-28 23:41:24 UTC 284 IN Data Raw: 45 a9 48 5d 73 3a 22 53 c8 8e 0a 2c 5f 37 00 62 8¢ e0 7d f7 e7 bl ff a7 5e 5f el d6 49 db 6a 2f 2f ¢7 29 c0 f2
26 1b 49 88 8e 5b 22 af 23 93 2d d9 c5 5d f2 68 b1 Oc c4 24 34 8f 9c 94 20 35 bf 93 41 77 6f 15 ce 14 98 d4 8a fb 1a 88 e8
b0 6b 30 09 c2 45 48 b1 2c dd 62 5f 5b 30 bf 48 dc 4d 6¢ a4 a9 c0 e8 24 83 95 d3 db 43 a5 97 92 6b c7 fa 2a 40 9e a9 af
a2 85 cc b5 4c 2b 6d ae 00 9d 48 2a 03 c0 al 3d fc f5 53 b9 2a al 5a 1e 99 93 c7 4d ad 8e c2 dc d3 60 05 02 41 38 a8 01
3a 34 25 0a e6 8b b5 25 05 01 ac 5b 19 51 23 3d 82 87 b5 de 69 63 59 56 0d d5 50 b7 32 28 69 e0 08 89 33 4c 77 5¢ 23
78 59 6d c6 15 3a 3a d8 d6 a9 94 49 23 2c 84 Oe db e5 1a d7 fe 72 a3 a8 c0 80 7 Ob 47 2c 01 54 1f 4a d1 d5 88 10 7a 2f
fa 5b 77 20 91 2e 36 87 c3 7b d2 42 8f 8a 3c 8a €9 5e
Data Ascii: EH]s:"S,_7b}"_lj/)&I["#-]h$4 5AwokOEH,b_[OHMI$SCk*@L+mH*=S*ZM"A8:4%%[Q#=icYVP2(i3Lw\#xYm
2I#,rG,TIz/[w .6{B<”

2021-10-28 23:41:24 UTC 286 IN Data Raw: a3 ed 63 €5 06 88 23 69 ¢4 c1 96 52 42 57 25 7c al 25 09 5b ef 65 3¢ 47 76 02 b1 a4 37 bc 9d 5b d9 dd 9d f1

b9 27 03 6d 33 a4 d9 d5 05 fO b8 aa 86 3e €8 1d 31 7c e4 28 d5 c6 a9 2¢ de 4a 5b 69 f6 37 d0 a2 ea ad 30 4c 1b 02 65 1a
1a 67 bb c2 40 ad 41 9a 56 98 ee ca 8f 59 29 09 03 c4 89 1f b1 11 62 5 2f 6a 15 e5 ad 41 57 09 23 06 ab de ce 84 88 04
56 89 4f 59 7b 47 04 9 15 0a 31 b1 ee 47 22 9a cd 47 d7 96 08 30 5d 3f a8 fa 06 39 c6 da 8f fa 51 fe 66 fa db 94 1f 74 d4
d1 c9 66 d9 2c c5 c8 b3 e0 08 4a 34 71 38 ff 30 2b 8 c5 d8 b6 b6 32 7f ab 7e 56 89 4a 2b 71 e3 ff 04 fe 12 36 d8 42 02 c9
8f 03 15 ec 94 6b 20 80 8e 24 73 93 41 2e c5 03 90 3f 09 12 22 17 03 4a c3 4c¢ 1b 1c 8a dO 5f 65 23 fd a9 f9 51 e2 9b dd df
dd a5 cc 97 72 92 9d 8d 76 a0 ¢6 ¢2 94 €0 90 38

Data Ascii: CHIRBW9%|%[e<Gv7['m3>1](,J[i70Leg@AVY)b/jAWH#VOY{G1G"G0]?9Qftf,J4q80+2~VI+q6Bk $sA.?"JL_e#Qrv8

2021-10-28 23:41:24 UTC 287 IN Data Raw: 53 a1 70 99 35 15 59 32 73 b0 4c 0a 69 6a 36 75 29 al 7f 33 5f dd 40 86 35 09 43 3b 53 9b 02 18 9d 1f 39 b3
d2 dc 69 9b 4f 3a 7d fb 83 fc 50 71 13 83 7c 77 d7 43 6b d9 45 7e 79 77 77 ed e2 af 7f el 9¢c 3d 3d 7d f9 ee dc f1 9d b3 3
bf bf 3a 71 2e 3d 62 8b 91 f0 a3 2b 33 30 a2 67 b3 d1 38 63 33 54 23 92 d7 ea 5d 27 3c 01 cf eb 67 34 82 4c 27 8a 19 64
34 82 ea 22 bb 84 82 68 43 f2 63 64 f8 a4 65 61 b2 a9 ea af b2 79 3e be 3a e3 13 85 08 60 b6 4d 99 f0O 5a be af b2 89 e7
36 1947 49 89 18 8¢ 82 15 73 fc 23 73 ¢4 d2 7d a2 97 4f 7a 75 35 64 bc ae 93 62 f9 bd 65 9d 14 ab 43 60 ca a9 b0 2c e2
5a 72 44 6f 33 38 93 78 b7 ee b2 d3 4f a9 73 ac 8a 3f c1 a9 f3 7b ad ce 7a 42 e4 17 20 f1 de 1e c3 00 b6 2a f5 34 99 bb
76 a5 93 cf 99 10 21 74 7b a4 1a f6 66 86 e2 07 a2 12
Data Ascii: Sp5Y2sLij6u)3_@5C;S9i0:}Pq|wCkE~yww==}:q.=b+30g8c3T#]'<g4L'd4"hCcdeay>:"MZ6GIs#s}Ozu5dbe
C’,ZrDo38x0s?{zB *4v!t{f

2021-10-28 23:41:24 UTC 288 IN Data Raw: 77 d6 d5 f7 bf 62 e2 f7 Oe 3a 2b 7a {7 7d 1e 7d 26 ea ba f3 ab 41 4b 54 9d 5d 74 55 bc 6¢ 4c 7a 60 7c¢ 91 b7 57
60 1f 72 15 49 04 77 9d a5 7b 7d 6f 8d 7b bf ce 74 59 8b 16 6d cc 5f b2 34 2f b4 b8 0d 76 1e 11 6a 2e e7 7a d1 4f 4b 50 ca
bd 90 c3 e5 81 b2 91 c7 fc eb 3e 62 57 47 d6 83 58 23 dO b8 0a 00 a7 c8 7d 5f dd 63 5f d7 f4 96 7e 10 a3 ea 30 8a 31 4e
90 79 9a 88 48 15 18 ba 94 0d 84 ea c7 dd 1d 11 f8 fO cc 2d 6¢ b2 al eb 52 68 a7 d2 bc 50 4e 50 fa ee 33 2e 50 de f4 ee
9352 f4 99 d2 99 Ob 79 f3 66 33 €9 fb 1a a0 3b 45 b6 b0 12 Oc 61 6b 7c b9 9f Oe 2a e5 36 80 95 d4 eb d1 f4 90 89 ac 4b
b1 e0 7b c3 d9 ad a0 8c 30 af 58 2e 25 6¢ 34 96 82 72 a3 69 b9 2f 76 9c 3d b8 8f 12 11 c0 el f0 36 c1 03 d1 04 04 b7 04
€2 43 b7 b0 15 26 33 2b d2 90 bd 2a 1d 77 6¢ d6 79
Data Ascii: wh:+z}}&AKTItUILZ |W riw{}o{tYm_4/vj.zOKP>bWGX#}_c_~01NyH-IRhPNP3.PRyf3;Eak|*6K{0X.%l4ri
IN=6C&3+*wly

2021-10-28 23:41:24 UTC 289 IN Data Raw: 76 6e 7e 25 2c 6b a7 ba 9e 58 a5 66 2d b9 a6 e7 f9 12 4 ff 22 2a a6 69 26 1f 2a f1 47 4a dd 1d 67 1d dc b2 f5
ee ff 8b ae 15 b4 16 36 b4 8e 99 88 99 68 48 d0 03 a2 4d b5 56 b0 09 d5 Oa 68 1a 15 37 80 f1 22 8c 1f 45 fe aa de ac c5
c6 cd 1a 8c fb f5 bc 74 77 ab ee ee 68 5¢ 7a da 7a 16 ab 4d b3 30 07 c7 f8 ¢8 1c 10 01 57 ce c0 65 Oe cc cd 01 66 b9 dd
63 f5 35 7d b5 57 6¢ €3 14 d4 51 1b af 39 46 af 54 57 01 d3 02 65 7d d3 €9 5b 73 24 a2 22 81 47 b6 eb 5 89 0d 01 e5 Oa
61 b9 Ob 4b d1 9a 1a 72 6f 85 57 5¢ 70 6b d4 09 aa 35 42 07 85 e9 9a f1 28 c1 42 a8 cc c8 2b 1f 3a 1f 8e 6b 06 a5 39 b7
01 7acd e4 al a5 25 4c 02 7b 80 51 ff f5 9 f1 cb 23 ef 04 a2 46 46 ef 7f 05 4b €6 ca 72 44 ba 02 c9 a5 ad 79 73 7d 9b 9c
459 04 d0 71 1b 94 ee 85 be c6 9b 17 a2 79 4f 5¢
Data Ascii: vn~%,kXf-"*i&*GJg6hHMVh7"Etwh\zzMOWefcS}WIQIF TWe}[s$"GaKroW\pk5B(B+:k9z%L{Q#FFKrDys}YqyO\

2021-10-28 23:41:24 UTC 291 IN Data Raw: 4d 30 5a 03 2d ca 39 3e b1 50 7b 69 26 02 9f 20 ff 90 fO Oa 2a cc d0 8b 4d 65 33 0f 42 85 ad e7 35 b9 bd b7 d3
5a 25 a6 ba e7 64 74 8d 5a ad el 98 41 cb 77 94 4e d4 ea a6 6e bb 3d 43 19 ac 4f a5 28 20 c6 9f 41 46 8 b0 fb 95 a9 ff
94 21 8¢ 39 56 7e b3 d4 5f 81 f4 e7 88 c7 05 af c4 86 e8 fd 60 ef 9a 9b 25 5f f9 11 2c 24 78 59 59 45 6d 84 ec 4e 3e ba 07
5f bl e6 1f f4 44 38 f1 1d ed 7f 07 f4 37 73 46 15 aa dd c8 a2 58 70 1f 68 7d c2 ac b6 52 bc 70 38 d4 8b e3 1b 29 4e f0 33
96 67 c6 bl 3d 8a 1d 23 a6 09 3d ad d2 bd 92 5a 42 30 29 f1 07 09 5a c5 af 42 84 81 62 Ob 2f f1 82 53 47 d6 5f c8 5f c8
20 09 de 1b da 74 8e ca 06 d7 13 f6 al ce 95 6f bl 31 dc c4 f3 2¢ dd 52 de 08 ec 6a 99 5c b2 db 79 66 af 17 cc 8a a7 56
81 27 3c el c0 2a 5b a5 66 68 ef 85 ed dO 23 5¢
Data Ascii: M0Z-9>P{i& *Me3B52%dtZAWNN=CO( AF!9V~_"%_,$xYYEmN>_D87sFXph}Rp8)N3g=#=ZB0)ZBb/SG__
tol,Rj\yfV'<*[fh#\

2021-10-28 23:41:24 UTC 292 IN Data Raw: 47 84 5b b1 d0 74 49 95 74 37 fb 0d c3 e7 3a c9 46 d4 82 7e a5 6f 86 0f 9c 29 72 e4 18 ec 82 99 7d 81 98 e3
fa 2c 00 65 1a 79 b2 f5 0a 77 1d 28 ab a6 50 72 b3 60 0d 51 1f 8c b4 32 56 07 96 86 49 12 11 72 d4 82 7a 6b 5a a9 03 8¢
19 le 6a 24 22 a8 70 5a 67 €9 d6 31 bf c1 47 {8 38 ac 1a 76 78 82 8c f3 bl 25 47 73 f6 38 7b 2b c2 fc 01 Oc 3a 1a a8 c3
22 aacd 7a 07 22 8b fa 92 68 c7 2e 17 ab bb e2 ac Ob 9c 6¢ ac 3d 1f 19 df fb b7 4e 68 9a 70 d3 ee cc a4 66 ba 8e 8b 81
315 6f 1c 58 4d €3 88 43 4c 93 9e
Data Ascii: G[tIt7:F~o)r},eyw(Pr'Q2VIrzkZj$"pZg1G8vx%Gs8{+:"z"h.I=NhpfloXMCL

2021-10-28 23:41:24 UTC 292 IN Data Raw: 31 e6 44 eb 48 02 c2 bb e3 f9 b3 ba 22 87 b0 6a 57 7c 8d 77 af fO 4e 85 Oe ed 02 a0 a6 06 71 30 51 d2 01 6f
a2 32 fc 10 cc d3 dd 3b 33 02 03 7d 61 6¢ 76 €5 af 1e 5f 47 63 96 7e 15 {7 75 1b 32 6a 99 80 bc ad db d6 ef 02 fb dc dd 6d
f0 e9 53 17 9b 37 58 da 4e 99 ac 06 ab 2c le b8 6a 5a 8e 6a 88 6d c1 02 f2 1e b7 0a b7 42 15 b4 34 5¢ d5 d7 c5 ee c1 a0
Ob b8 85 33 20 51 b3 b7 ca 19 3f 59 77 1f 8e ad 4a 64 7d 63 56 4a 26 8e ae 38 Ob a9 c0 6d ea 1d 43 ed 97 3e c7 7e Oc 89
42 Oe be fb c3 7e 1d 5a 49 Oe ef bc 73 91 fb 9a 41 62 5e e4 42 09 de 2e ¢1 d0 71 3c c9 3a 22 41 c7 5e d7 b0 60 c2 e3 d2
74 76 5d 7a fe 92 4f 97 4c 2a 61 39 5d 41 37 a6 12 2a 36 82 66 al b8 45 bb ae b4 b3 92 bb ea c2 7a 46 15 30 13 bf el 26
c1 5 3d 06 b5 3d 54 70 16 e0 36 ff e2 8d 2c 5¢c c4 70
Data Ascii: 1DH"jW|wNg0Qo2;3}alv_Gc~u2jmS7XN,jZjmB4\3 Q?YwJd}cVJI&8mC>~B~ZIsAb”B.q<:"A"'tv]zOL*a9]A7*
6fEzZF0&==Tp6,\p
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 293 IN Data Raw: 72 54 8a al b2 de c9 b0 e5 fe 42 92 fe 1c 18 dO ac 92 75 a7 27 34 b1 9d 14 9d 23 da 78 df 6a 87 3e 1d c2 fe 9e
1d da dd c6 4b 5f Of 2c 18 d7 f9 37 04 45 c0 64 80 c2 be 3d 91 ab a4 17 cd 3f 45 37 a5 72 3 bc 0f eb fa 39 dd 0f c5 a7 14
86 67 2a 18 el 75 5a dd 10 ad 19 d1 f6 26 a5 c8 e0 01 ff 81 4f 79 71 d5 5b 72 80 80 f9 4d 1f e2 53 05 86 b1 Oa 7d 78 8a
58 db 10 4a b4 15 e4 5a b7 53 bb 2d f6 d2 3e b6 bf aa e6 49 1b 3e f4 56 a9 16 66 fc €9 40 98 cf 2e fa 55 8e e0 ba b0 9f
81 93 2d 80 4c 8d e6 bc 43 6d a5 82 80 27 9e df f5 3a 2f 10 8b 8e c5 Oe 63 66 03 b8 a6 31 a6 f3 6e 5d 86 d5 6¢ 67 8d ce
96 d9 bc 20 de 14 fc 5e ea bd 11 eb 55 cb 01 94 11 b7 f4 72 18 6¢ 08 73 bf f5 d4 14 92 65 a6 90 ec 8 e5 d1 ab b7 cf 39
229c9d 13 e0 69 67 4e 80 4¢c 41 75 1d af 3fe8 ec
Data Ascii: rTBu'4#xj>K_,7Ed=?E7r9g*uZ&0yq[rMS}xXJZS->I>Vi@.U-LCm':/cf1n]lg ~Urlse9"igNLAu?

2021-10-28 23:41:24 UTC 295 IN Data Raw: 6b 38 fa da c5 90 2e 3 8b 42 73 3e 58 12 45 d4 bb 0a d4 90 3b 28 58 a5 85 Ob bc bb 1b 47 32 17 1d ef 65 dO
c6 5a 6b 7a 99 dc 6e e3 f3 04 51 02 06 06 b0 8b 67 41 41 f8 a8 f6 4c 2e 19 91 e6 Oa ff ee 2d f1 ef 10 ac ed da 45 bb d1 c2
719557 72 39 4d 58 38 98 3b d1 70 63 1b ec 56 22 8b c6 ab 83 be 27 eb 53 e5 53 91 8a 27 22 93 2¢ 32 2d 97 7c a8 55
5f 4a 0a 09 99 fd 20 78 b8 c7 dd d9 7b 18 58 7d al ab 17 1b d0 09 f2 eb 20 fd 9c 6f 46 Of 25 a8 df 05 1d 99 02 e4 44 b4 8d
19 12 Oc 5¢ 6b 4c 18 24 f1 4a b6 e2 92 ff dO b0 e0 4f 7c be 97 5¢ cc 94 {7 ¢7 44 b9 84 38 dd 54 ab 99 d3 75 3d 4b 53 b2
37 bf aa cf 14 90 5d 5a 09 a0 e6 5e 58 a9 84 95 fc 8d b8 2e 29 d3 39 51 e8 ed 19 b5 53 35 5d d5 73 30 e7 c7 89 aa 7e cf
26 f3 f3 54 7d fd 6¢ a6 bf bf 71 d6 d6 44 d5 e5 a6 e9
Data Ascii: k8.Bs>XE;(XG2eZkznQgAAL.-EqWrIMX8;pcV™SS™ 2-|U_J x{X} oF%D\KL$JO|\D8Tu=KS7]Z"X.)9QS5]s
0~&T}gD

2021-10-28 23:41:24 UTC 296 IN Data Raw: db 93 f5 bd c1 24 e9 fa 64 57 cc f4 9a 81 31 30 9c f2 08 90 a5 38 d5 4f 00 54 62 a3 33 68 4e de ac eb 0d 5b 04
1f 84 f9 6¢ 1f 51 04 c3 4a fd 4d f9 af 6f 7b a4 6¢ 66 17 25 db ba 08 43 75 43 ac 56 95 01 dO b0 20 66 2a 43 24 5f b6 a6 94
49 60 f1 75 ac 9f a0 b6 61 6¢ 75 f5 8¢ 26 58 10 ce cd 60 9d 51 4f b0 23 a8 a7 03 15 7a e6 3a d3 31 66 €9 a2 bf a0 59 83
95 38 ee fc a8 48 1e 6a ad 90 dd 5e aa f7 b4 77 1f 1a a8 a8 ca 2f 59 a9 92 68 8d d9 d5 66 a4 68 3f 4b 49 dc 1a 69 82 92
74 ae 32 b4 6¢ 92 76 Oe 87 1e 87 b4 1e 20 al fe bf 38 Oc d4 70 a5 f3 2 1b fe 5e 35 5¢ df 41 05 db be 77 c0 b7 f8 9b 43 62
2e cf 71 55 0f 78 28 39 0f 57 4b d7 el eb Ob be b7 5f a5 6b 9c 84 f4 1e de fc ea 35 5d 33 2f c4 d9 3f 64 af 15 c9 a0 af 66
95 c9 dc d4 8d dO a3 e6 f4 €5 42 Oc 45 d4 7d
Data Ascii: $dW1080Tb3hN[IQIMo{lf%CuCV f*C$_I ualu&X QO#z:1fY8Hj*w/Yhfh?Klit2lv 8p"5\AwCh.qUx(9WK_k5]3/?
dfBE}

2021-10-28 23:41:24 UTC 297 IN Data Raw: 28 1b 52 fa c1 86 ae 10 a3 62 77 f7 32 3c ¢3 5d 76 al d8 eb ff ac ca ab 75 78 a2 36 6b 6¢ 36 62 cb 37 al 36 d7
ab b6 Oc 1b Ob 98 92 60 89 cd b2 89 27 8a dc a8 85 e5 b4 77 7b 1a 77 f0 ad 09 bc 52 d9 70 e4 f1 29 6f a5 8a b6 12 e4 75
0090 a2 b4 dd dd e6 a0 ec ec 94 51 5¢ 46 88 d1 a9 19 bc 82 32 9f b3 c9 1d 46 22 2¢ 92 63 1a ba e6 89 83 5d 4d ef 23 84
ac 4a 38 7f 58 d1 76 cb 9b 9b dO ee 0Oa 3a f9 3f 40 5e 06 a3 5¢ 9b ea 6¢ a9 14 aa 8a 20 Oe f3 61 15 7d a3 16 fa db 97 df
8c 68 c9 71 bc 4e 57 8c fc 59 79 03 2f e8 17 e3 ab 4c 31 23 aa 31 c7 7f a4 31 fb 7f a4 31 11 af dd 8e 95 1a a7 88 ca ba a0
3f5b 67 3d 60 cO f4 c7 7d fa 4a b6 36 22 aa d1 38 be 67 59 14 f5 e4 62 c4 15 62 87 d5 38 20 10 24 b2 4a 6e 25 ba 91 Oa
la a9 42 14 c9 d3 76 9a b6 15 5e d7 79 f6 €9 07 86
Data Ascii: (Rbw2<]vux6kl6b76™'W{wRp)ouQ\F2F",c]M#J8Xv:?@"\l a}hqgNWYy/L1#111?[g="}J6"8gYbb8 $In%Bv"y

2021-10-28 23:41:24 UTC 299 IN Data Raw: c6 79 cf 67 5e b3 9a e7 9e 4f f0 08 4c 5a f1 2c 3c 78 4c d6 93 04 2c f4 22 0a 68 7c a0 dd 14 €0 ef de 84 74 de
5c 9d ad 10 d6 72 bb 8d 7a 31 da 19 ed a4 01 d2 3e 77 55 2b cd 75 f2 35 20 ed 75 13 a4 dd ee e5 ee 65 19 75 a0 b5 33
32 ae 29 d8 Ob da ce 2a 89 46 b8 d1 fe 83 98 83 30 7a 06 87 Oe 5d 57 bb 12 9e c5 28 87 73 1c 28 cf 7e 2¢c 22 fe 84 51 08
b2 3b 3b a3 3b 70 40 44 4d 17 96 1d 60 46 ad d2 23 1d 3f 83 89 6f 9c 02 f5 c1 78 06 d5 2a 2f 4d e2 46 al {7 Oa 4e 1b 10
el 4a aae5d3 89 4d 21 d6 96 6d ac d8 d3 24 f4 68 ca bc 17 06 dc 55 f3 fc 2d Ob 37 16 3b 66 95 04 4e 53 ef ¢5 07 83 55
89 7b 3c f6 d8 85 f4 f3 68 1c aa a5 f8 38 ac 18 28 dc 7f 32 d1 46 9a 9c 58 79 7e de c3 a3 89 7d a3 65 cd f8 75 a7 6e 1c ee
87 ac 41 eb 31 6f f2 83 ae 4f e7 c0 8b 68 60 99 f1 59
Data Ascii: yg"OLZ,<xL,"h|t\rz1>wU+u5 ueu32)*F0z]W(s(~,"Q;;;p@DM F#20x*/ MENIM!m$hU-7;fINSU{<h8(2FXy~}
eunAloOh’Y

2021-10-28 23:41:24 UTC 300 IN Data Raw: c9 9b d7 2c 4d f9 dd 5d 47 6a 1c 9c 38 6b 8f f9 d3 53 ac d3 0a 82 7d b3 ba a7 1b 5a b9 25 3a 45 dc c8 24 00
b3 72 ea 8a 4e 78 39 2d 9a ef 15 2d 7d 41 2c 7f 33 36 91 5¢ 93 6¢ ¢9 aa 18 cd 8d 6¢ b0 72 cd 32 96 dd dd 32 ba 9d 8b f3
7f 61 1d e8 35 d4 82 4e 52 48 0f 4a eb ad 53 e5 71 ab 24 53 5¢ 47 29 ea 71 55 3¢ 00 d4 9a 51 96 8b 9b 27 a3 Oe 88 c7 ad
52 9e 57 ac ba 60 60 31 f9 b1 65 60 e3 dd dd 79 d4 24 Oc 00 f7 67 1a 99 b0 93 71 ec b7 31 d1 2e c9 bl df 4a 4a 97 1f f1
€2 22 f7 al 12 3e fa 9d 34 55 4d 33 59 d5 c2 c9 73 fe b3 dd b2 a7 1f e8 2 f0 4a ce 5d 0f 52 24 5e 26 0f 40 le fd c8 0a 55
03 a5 03 c2 35 ec 40 32 94 68 18 3b e9 2c 4c 93 95 d8 06 20 10 03 02 d3 d3 2e 6a a6 c4 81 Oa 6f 10 45 be 7e 22 65 00
89 66 6e 20 df 72 1c Oe e8 2f 70 cf d1 99 1c 9e dO 7 16
Data Ascii: ,M]Gj8kS}Z%:E$rNx9--}A,36\lIr22a5NRHJISq$S\G)qU<Q'RW " 1ey$gql.JJ">4UM3YsJ|R$"&@U5@2h;,L
JoE~"efn r/p

2021-10-28 23:41:24 UTC 301 IN Data Raw: f4 6d 39 ee c9 6b 77 af 97 55 e5 aa 7b eb 72 33 f0 ef ¢4 9d 9e 8d e9 4c a8 9c a2 €9 82 ae d9 4d 1a f0 c2 da 54
ef 57 ee 95 7d 14 66 50 37 08 34 d0 72 f4 ec fd fb d1 f1 bb c¢3 d7 ef 5f bc 79 {7 2a Oe Oc ed 60 ca d4 cd e5 d3 2a 63 32 3f
59 84 c1 9e da 56 c4 29 c7 6¢ 43 4e 7f c7 51 e0 e4 fa 35 54 €9 00 0d 07 8a 7d c9 8a b7 1e 02 8b 18 09 d9 Ob 15 f0 38 cc
71 4b a7 20 38 ¢3 34 11 dd 1d 51 58 1d 51 9e 53 8f 39 f9 6f 63 fd €5 e0 ec 34 14 bd 5f 2 f9 6f ea 76 37 57 67 97 59 ba c8
aa 01 04 68 4f 07 83 be 7 44 58 b2 95 ee 60 70 4f 1e 0d a9 a4 b4 b4 94 d3 33 be 6d fb 04 83 2 25 46 6b 29 43 d8 94 e6
39 b8 2¢ 51 Ob 2d a5 64 08 67 dc 61 a9 3e 6d 2a c1 60 29 e9 75 85 d8 59 53 ff 04 76 14 04 5a 37 df 63 d5 da ee 11 53 99
e20ba22c7c 9101 al 67 70 3a 89 42 18 4d 12
Data Ascii: mOkwU{r3LMTW}fP74r_y**c2?2YV)ICNQ5T}8gK 84QXQS90c4_ov7WgYhODX pO3m%Fk)C9,Q-dga
>m**)uYSvZ7cS,|gp:BM

2021-10-28 23:41:24 UTC 302 IN Data Raw: fb 27 6f ec f1 59 2c 8f 93 Oc e2 ¢8 9f 68 ec 7e f0 62 08 7d 68 ce 94 37 ac c9 5f 59 5f cb 3e b9 ef bd 17 75 dc b5
06 a8 fa 7f f2 f4 64 3d 2d 37 ed a5 e2 dc ac 9a 9a 65 7e 8e 04 a4 90 18 7e fe 56 68 72 65 36 57 a6 73 €9 3c 4d 87 e7 €8
6 f2 ee 8e 3a c2 3a 4e 69 6¢ b3 57 19 ab 73 d7 a3 a2 94 4e 31 10 10 e8 dc le fd aa fa ae 16 69 f4 19 a5 33 12 92 69 cc
67 2e db 1e b9 46 63 e2 b5 23 5f 4c 7e Oe d7 9e b8 b1l af 49 9d 43 ff 36 f4 14 70 ec 85 dd 58 81 39 97 68 9c a2 Oa 4e 93
bd 95 4c¢ 69 f6 a3 9e b7 8e db c5 4d 91 ae f2 f9 50 84 9e 7e 91 e7 e6 8 46 b8 fa 64 6e b9 be 81 39 c0 5b bl ae 99 e3 a2
01 36 bc 3a 8b d8 d2 e2 3a dd 24 a6 54 5f 19 c9 c7 45 64 6f 25 ba 6¢ 47 89 b5 d9 35 de b7 64 48 12 5d 43 47 41 85 25 ca
b9 31 1d 62 90 de d9 13 bc b6 Oe 17 a2 96 ba 27 3b
Data Ascii: '0Y,h~b}h7_Y_>ud=-7e~~Vhre6Ws<M::NilWsN1i3ig.Fc#_L~IC6pX9hNLIMP~Fdn9[6::$T_Edo%IG5dH]CGA
%1b";

2021-10-28 23:41:24 UTC 304 IN Data Raw: 24 27 74 5b 9b 5b a2 ee d8 04 9d 57 0d a4 90 Oe 31 95 b1 61 43 e2 a5 58 Oa ab ec ab c2 b9 21 fe 66 69 ee 95
8a 8e 57 45 db 35 8c Oe 5e 16 79 ed 12 cb 8e 41 f6 97 24 aa 46 64 3a f5 a4 a2 2e 35 ca 62 56 16 fb 32 a6 9c 96 4d 06 f1
83 28 7e 13 ba 84 5f fc 29 6e 6¢ 40 86 27 7d a3 97 da 8f bc 69 Oe 63 49 83 e2 5¢ 71 80 f1 31 83 6¢ 52 a2 ¢3 13 04 f1 b3 f8
1d e4 90 94 ec 4f 71 10 bf e2 fc d7 08 23 a9 42 69 c4 af f9 d9 bb 3d 83 f8 bd ca 64 39 86 80 53 36 9f f2 75 66 6¢ 73 25 cf
7303 3b 2d 29 58 8d d2 19 9d c3 91 be 48 92 e5 1d 83 f8 86 53 c4 21 d7 ab 6a 2d 94 6d b2 a4 5f 62 fa 8c 6d ab 3c 8a e4
54 86 44 bc 4b 6 22 6e 76 90 65 Ob d1 ba b3 1f 77 d1 b2 92 dc 25 a0 e4 ea 55 3f df b2 35 06 63 ee 1b 9e 3c a0 1c 36 7c
ca 5f 73 6a 5b 00 c7 24 84 2d e0 48 5f 69 b1 18 fO
Data Ascii: $'t[[W1aCX!fiwE5S*YA$Fd:.5bV2M(~_)nl@}icl\q1IROg#Bi=d9S6ufls%s;-)XHS!j-m_bm<TDK"nvew%U?5
C<6|_sj[$-H_i
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 305 IN Data Raw: €6 72 ef a9 30 Oa a4 eb 1d f1 7a Ob b1 b5 db 1c 82 2b f6 23 f6 Oe f8 a7 33 5¢ 52 89 a3 6a ff ea f1 03 c6 e5 1f 19
3b 73 71 ff 4b c3 67 4a ff 8f 46 50 53 17 ff a3 d1 73 06 cb ac 4c 6d 3e el 8c de ed ed c0 fd b4 66 77 06 b3 c1 70 7f 30 19
8c 07 6a 1c 54 60 57 37 af c7 00 ab d8 86 fe 70 29 fb Ob 19 af fe 71 88 25 b7 88 82 b8 9d dd f9 ad 64 46 0d af a6 4e bc 66
a9 c4 50 ac 2d f5 10 b6 4d 41 da cd fd 83 0d 50 fb 5b 51 ac fe 3c 73 9a 69 42 33 50 ae 1f a6 71 32 f1 26 df 3b be 38 2c ae
63 b9 el cf 1c 3d 38 ec 2d cd d9 98 a6 8c e6 0d 73 e6 78 37 a4 67 03 7c 05 b9 85 6a 07 b7 83 d7 6a 6e c5 87 88 db 37 c8
Ob af df 2c 93 72 23 4d 82 bd 32 47 bc ae 35 e7 88 91 Oe 03 e6 bf 68 85 92 f4 db 6d b2 b8 7b d3 36 56 a7 Oe ee ee 68 9a
d8 56 f5 b7 87 66 77 b6 36 8f e2 48 50 de
Data Ascii: r0z+#3\Rj;sqKgJFPSsLm>fwp0jT W7p)q%dFNfP-MAP[Q<siB3Pq2&;8,c=8-sx7g|jin7,#M2G5hm{6VhVfw6HP

2021-10-28 23:41:24 UTC 306 IN Data Raw: fa ab 2d db f4 34 d1 34 cf 34 ca 81 2c d1 f3 ¢2 01 03 0d 29 51 c4 bc 78 26 ec €0 80 5d 8b 05 09 e2 cf a7 47 6a
59 b1 9d 94 c8 a9 6¢ c8 57 bc cf c2 40 c9 d4 dd bd 56 77 64 70 5e da a3 45 05 be d0 01 9a da 76 5¢ 2a ea 2e 10 2c b3 51
63 57 b2 22 b4 39 52 09 42 28 0d 4d 2a 70 80 fc 2c a7 1c ea 50 55 b0 93 d9 65 00 dc 35 01 30 e6 ed ba 19 7c ca eb cb 81
bc de Oc 84 24 1c 88 57 ¢8 80 96 9d 29 c¢7 d0 c6 €9 7c 9e 6d 36 f9 59 4e 1b e7 66 44 5b fd 79 56 a7 f9 72 33 19 20 88 f9
66 f2 e8 11 8e 63 da 4e cb 51 5a 5¢ 20 ae fa 3f 36 1c d1 1c bb 7d 53 3f 4a d7 f9 23 90 47 f9 3c 7b a4 Of 8¢ ff b5 5a c8 c6
52 47 9e 6d 38 b7 d6 b4 1d Ob 95 4d 17 ed 63 f2 10 c7 e5 66 a0 66 6e c8 1a 75 53 76 ef 61 00 03 a6 87 ac 6b b5 9b 8b cd
2a 9d 67 16 5e 53 25 47 1b 3a 44 32 94 50 2f 81 d1
Data Ascii: -444,)Qx&]GjYIW@Vwdp Ev\*.,QcW"9RB(M*p,PUe50|$W)|m6YNFD[yVr3 fcNQZ\ ?6}S?I#G<{ZRGm8Mcffn
uSvak*g"S%G:D2P/

2021-10-28 23:41:24 UTC 307 IN Data Raw: €5 38 b9 cf c2 d2 41 29 97 b1 d5 88 a9 9c 34 dc a8 05 26 3a 3d 6f 9b 65 b2 6d 5¢ 81 73 6b a2 7a 2a 13 dd 1b
76 2e 35 4d 47 b6 72 00 Oc cd 40 0d 19 Oe a0 Ob c9 97 46 5a 10 5f 64 3e 6e 35 fc 2e 53 91 16 8d 57 d3 34 19 f8 14 fa da
5553 64 97 ¢3 9b cd 3d da 96 75 a8 e3 5¢c a9 28 57 d2 98 4f 89 f8 04 09 96 3b bb 4c Oe 38 80 29 93 2¢ 41 fc 21 el dO a4
f2 5a c8 64 79 cf 57 73 10 7f 94 ¢8 28 b7 9f 27 ¢7 a3 cf 6f 35 81 f5 8¢ cd 20 e3 1b 4a bc 31 89 87 3f bc f9 db d1 56 b9 8f
35 0abc 79l e2fd dlfl 87 a3 d7 cf 1b 85 a4 a6 ad 8e b9 f2 35 df f9 el e8 c7 37 3f 6f 63 76 59 eb fe cc fb e3 ¢3 77 c7 dd
1fd2 dO de 3d 50 92 8f f7 c7 5a a4 bb 5a fc b7 63 e7 5 df ca f1 64 b5 90 eb 9d 13 95 28 71 b5 f8 5b 4e Oc 37 02 5e 22 55
3d 20 fd 90 ee 73 90 04 2 42 3f 71 2d 6¢ ef
Data Ascii: 8A)4&:=0em\skz*v.5MGr@FZ_d>n5.SW4USd=u\(WO;L8),A!ZdyWs('05 J1?V5y57?0cvYw=PZZcd(q[N7""U=
sB?g-I

2021-10-28 23:41:24 UTC 309 IN Data Raw: 5d 39 cf cf 86 93 f7 a5 3c d0 f7 00 6f Ob b8 e3 2f 81 {7 12 ef 8f €9 68 fa 16 93 ff f8 db 03 5a 83 d9 c1 3e 23 11
29 05 a8 27 15 18 98 5 34 60 6a Of 81 5d 3 82 7e e6 44 03 bd ac b5 66 f4 8¢ 32 Oe Oa 86 8d 31 88 08 fb Oc e f0 f8 5b da
€9 38 ee 88 84 fe 56 a3 75 03 44 30 63 44 56 5f 04 11 00 9d 75 b1 e6 ae 29 c5 31 0f 16 c2 6¢ 10 7d 5e 8b 81 4c 36 5a 95
8b 2b 62 a4 82 e2 e2 95 52 ac 06 f1 49 00 c3 Oa fa e7 dO 58 bf d0 ef 8a cd 5¢ 8¢ fa 75 5e 56 59 f3 79 64 cd 65 fc f4 Ob 5a
3f 57 74 28 b5 5e e4 16 25 ad 5 8e 48 da f2 aa 6e 25 af 88 a4 68 25 d6 62 Oe 42 a4 ca 32 ab 3b 1a 50 6b 73 11 37 5d 85
01 dc b0 e4 1a 8f cO 75 e8 c9 a2 43 16 7 bd 66 c6 f0 fd 65 96 d5 7d 39 c4 29 a7 fb e5 1c 8 71 3d af 54 c0 85 de d7 f9 7a
d3 7 Oe f8 Oa fd 2f b5 19 4f d7 5b 2c 98
Data Ascii: ]9<o/hZ>#)'4"j]~Df21[8VuDOcDV_u)1[}*L6Z+bRIX\urVYydeZ ?Wt("*%Hn%h%bB2;Pks7]uCfe}9)q=Tz/O[,

2021-10-28 23:41:24 UTC 310 IN Data Raw: 3f 1c 3e fb 2f f9 e0 5f e2 e7 d4 b9 e3 a3 c9 b7 7f de c6 cf de bf 9f dc b2 99 c1 cb e3 97 6f 5e e3 8b Oe a8 2e 84
9e 7b 21 b1 dc 03 d9 de c7 e6 cd 11 bd c1 65 12 1f be 7e f9 ea d0 14 35 c2 fc 66 49 a3 69 30 05 8d 6d c3 a4 56 38 be 1c
fbce 79f1 el 0d f5 eb e5 6b ef fd 1b d6 b3 e9 5c dc 66 {3 5e 2¢ ¢2 dc 57 1f 9e ff f4 ee b0 9d e7 b9 42 27 76 9b ff el ed 8f
87 bf 42 1f 4d 03 43 99 4d 47 de 12 c5 5 9e ¢3 ba ba 99 dd 7a 4d d6 ce 6a 5f 1f be f2 2b 84 00 cf cb 71 fc f2 d5 cb d7 ff e9
e5 39 ce 41 98 bd 50 ab d6 ff f2 cb 77 47 cf da 9f 36 02 31 5a fc af 8e 9e d3 b2 bc fd bc 99 78 d1 8a be 03 c8 3e ae 3b bl
9b c5 cb bc 68 84 32 8a 37 ab ae 74 16 c9 b8 75 7d ff 9d ad 6b b3 6a d4 5 fd 9f a5 ae d5 a2 2b bd 55 d7 fe e3 ff b0 95 ad
16 8d ca f6 1f ff 45 6a 5b 5e 74
Data Ascii: ?>/_o" {le~5fliomV8yk\{*, WB'VBMCMGzM,|_+q9APWG61Zx>;h27tu}kj+UEj["t

2021-10-28 23:41:24 UTC 311 IN Data Raw: 8d a8 29 4d f3 7c 39 e3 d5 b1 al 08 39 86 80 95 c8 68 74 32 c1 a4 10 4e 31 b4 83 16 1d a9 54 e7 c8 df 2c 88
15 fb c5 b5 9d 94 ea 74 5a 78 f1 32 2a 7c 83 cb 88 f1 fb 53 fd 5a 1e f7 f6 el 7a 42 bb d8 38 3b 10 d9 b0 98 0a 94 a7 bl 45
54 el 49 ac e7 15 96 2d 31 32 72 Oc 05 fb e3 f1 9f 02 3e a3 86 a5 8a d6 32 f5 5a 81 d0 35 al ee 6b 79 4d b4 c2 12 98 53
ca 2b bf Ob e6 bc 31 30 49 11 37 06 30 a9 89 f7 30 8d 4e 4a 84 e7 f5 c4 al ee 36 71 d7 34 9d e9 O c4 f3 86 f3 55 ba f9 38
2b 92 72 42 2b f4 1e 2f 2a €5 89 b0 a2 dc 1d e8 09 ce 5b Oe 35 f9 54 fb dd e3 df 87 ec cf 20 1e 57 38 17 dd 0d 0d 4e a5 09
64 6¢ 1d aa 4a 1d 93 5a 9c 03 60 a0 22 Oa 14 d7 4b 8f ed a0 ba 72 ed 74 f4 74 77 17 b2 5d e5 2b f3 9a e5 7a 8d 04 6d 06
cd Oe 5e 6¢ a9 41 c3 8b 4d 3c fd 03 9b c5 dd 1a
Data Ascii: )M|99ht2N1T tZx2*|SZzB8;ETI-12r>2Z5kyMS+101700NJ6G4U8+B+/4[5T WENAIJZ "Krttw]+zmAAM<

2021-10-28 23:41:24 UTC 313 IN Data Raw: c9 66 ec Oe 5d 12 fc c4 cc 00 30 ac 20 f6 19 60 ea 06 Of 89 30 79 c8 96 31 f2 1d 4a d8 df 3e 1c 05 f1 49 19 Ob
11 4b 24 35 83 5b c0 4f df al d8 e9 74 77 11 Oa 16 4e 77 9b 7b 28 b2 32 34 22 b1 8c 31 d9 b4 3e 28 a6 b5 40 7e cO ca c4
5d 4b 8e 79 Ob a3 2d e9 79 a7 6¢ de 24 4b 18 ed 7a d6 ba 43 a6 de 87 8b 44 02 19 ab 0f 17 07 e5 b4 a0 Of ab c1 cb 4e 8a
53 89 29 6a 0a 08 3e 45 ee 10 ec ba 6¢ 75 40 {7 33 95 65 fa 6¢ 11 9e b8 79 4e aa 53 8b 0b 52 a3 71 1c 39 04 37 1d 48 56
91 cc a7 4b 75 95 e4 99 b3 26 d5 fd 5f 25 95 48 8b 1c 69 15 6d e7 7c ¢3 2a b3 1f 72 16 b0 6e 1a b8 89 ac 29 28 55 5 4a
54 fc 53 b1 d0 22 6¢ a6 39 15 81 d8 d0 el 88 1f Oe c6 1c la le a8 71 bc Oc 15 8a ce fO ef a4 30 f7 17 9c ca 7a 2e de 73
€375 16 43 62 ac b4 83 74 ¢5 96 e2 d0 c5 02 55 35 3¢
Data Ascii: f]0 "0y1J>IK$5[0twNw{(24"1>(@~]Ky-yI$KzCDNS)j>Elu@3elyNSRq97HVKuU&_%Him|[*rn)(UJTS"19q0z.s
uChtUs<

2021-10-28 23:41:24 UTC 314 IN Data Raw: 9e 6f e2 0d 8d 5a f6 cb 84 95 e7 ac b4 0a f7 c¢7 e3 6f Oc 60 dd e8 3b 9a 57 d6 1c 3d 5a c8 df 28 7a 04 04 29 2e
7 eb fd e5 44 17 44 05 e5 87 94 dc 6e 1b 2d 1b 9b 36 8d 75 6b 00 5¢ 28 5 8f be db 3a 13 fb df 65 b9 3a 2e ¢5 dc bb c7 40
¢5 ¢5 83 2c 7a f0 20 07 fa db 00 85 d4 Of bf f2 ¢3 78 10 0d 8 d3 94 49 1a b3 8d d5 af 5f b7 83 28 88 c2 f9 a8 6f 9d 71 43 di
75 f8 1e 7e 9b ff d7 db fb 55 6d aa 4b 3a fa 5b 84 48 99 dc da fb da b2 69 59 9b 37 de 69 30 c4 59 04 d2 7b 7c 90 30 b4 3
80 c8 ed 81 20 67 2b 6¢ 55 5e 2a 03 99 f7 c1 e7 cl cd c0 58 55 3 2f f5 c2 58 68 {3 2f a5 3a 74 22 92 46 cc 4e 8b 35 e2 94
312394 d55d ad ec e8 1c 13 ff 49 11 8e e3 e6 e1 00 00 48 1b c¢7 d7 f1 28 68 e6 66 3c c5 e cc ca bd a0 ab 88 2 46 68
94 3¢ 27 92 7b c8 f8 23 93 f2 ¢4 79 a2
Data Ascii: 0Z0";W=Z(z).DDn-6uk\(:e:.@,z xI_(0qCu~UmK:[HiY7i0Y{|0 g+UN*XU/Xh/:t"FN51#]IH(hf<Fh<'{#y

2021-10-28 23:41:24 UTC 315 IN Data Raw: b3 71 41 ee 5d cf ¢7 54 d7 75 ae 3d 5a 51 52 c6 ¢8 a5 7a 8a 69 0f 6b 27 af 2a 5¢ 27 8d 46 dc dd 6d 64 d2 c7
07 36 33 27 fabd 84 22 65 67 67 63 f6 1b f4 39 1b 77 f7 c4 c7 34 f0 70 b7 90 50 87 62 cd 43 fc 41 34 bd el 19 el 64 04 8f
c8 ed 49 75 2b f8 b9 97 82 12 1b b3 4c b0 6d 4c Oc 29 7c db 7a 8d 96 €0 d1 ee ee 11 cd e4 03 4d 7f c5 47 49 e5 1e 7d 47
0a 02 5¢c ad d4 2c 39 e7 79 ¢7 7a 7d e0 ae d7 07 b4 26 61 e9 fO c0 5¢ 5a 00 c9 f0 e9 35 ee dd 7e 14 ef ac f4 4a a6 45 34
fd 14 2e 3b 82 3e e0 12 80 45 c2 c9 fe €9 74 ae 56 ed 21 dd 94 cc ab c6 67 76 38 b2 36 €8 88 ec 82 22 b9 6¢ cb 27 6b ec
8e eb b0 38 59 76 7b 9 9f c2 00 4e bd ef fO b6 3f 85 55 5a bb b8 ec 2e 38 20 b7 cb ea 77 d3 fc 1b Ob 71 8 e7 79 c9 e
cc f4 e3 19 ec cf 29 b3 00 20 ee 2b 07 0f 73 68 5 71
Data Ascii: gA]Tu=ZQRzik"*\'Fmd63"'eggcOw4pPbCA4dIu+LmL)|zMGI}G\,9yz}&a\Z5~JE4.;>EtV!gv86"I'k8YV{N?UZ.8 way)
+shq

2021-10-28 23:41:24 UTC 316 IN Data Raw: bd f2 9b 32 7a ca f9 fa 0f Oa d3 9b e6 8a 51 c3 al a7 36 f4 97 c6 a2 4a 2f bc a5 91 17 ce d2 b8 24 b2 f4 77 b8
le 2c el 47 27 9f 78 75 05 fc el 65 4e 57 01 11 8b bc 02 68 36 9b fe 8a b9 de d2 34 e0 ce 8d 27 de a9 fa 56 8b bd 27 22
78 ed f7 66 c1 3a 2d d8 91 16 7f 3f cb 4e 78 06 8b 52 ef 53 ba 73 de 47 c0 61 f9 15 b7 f3 74 2e 5d ad 7b ea 5¢c b4 74 e8 37
c7 b9 63 59 18 7b ca af 5f 1e ee ea c3 74 28 03 ea 99 b7 8a 9f d3 Ob 7c Oe a6 fe al b7 68 f4 92 70 c6 2e 2¢ 84 ab 4e cf 20
b3 d3 07 f2 2f 6a 0d 35 8e 64 3b el 71 47 al 5f bf 54 e8 9b 8e d7 cd 85 12 4d ba 5b f4 c5 ca bb 5a f4 c5 6e 7c 55 8b e2 62
16 76 8f 7b b2 86 b8 e5 42 e3 88 b4 de ab f9 ea 3c 5e 90 4d c2 e7 f4 15 8e 26 65 63 c3 46 ec 8c e7 4d f2 24 73 82 d7 75
af ce 7c 03 79 bb 88 13 fe f5 b6 f6 37 13 26
Data Ascii: 2zQ6J/$w,G'xueNWh64'V"'xf:-?NxRSsGat.[{\t7cY{_t(|hp.,N /j5d;qG_TM[Zn|Ubv{B<"M&ecFM$suly7&
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 318 IN Data Raw: 1a c6 93 le ac d7 Oc 8a 14 32 b8 20 12 22 33 74 8d 37 74 c6 €9 81 57 6f 68 44 23 33 01 26 ed 26 fa 77 0d 6e
2c 51 ec 2841 7e a8 e7 8d 49 80 87 18 14 5¢ 8b 63 7d cb 79 cf 77 77 42 46 40 dO f1 15 38 5d 51 13 a6 Ob 94 a6 00 74 65
1c 5a 98 61 4f 3e c7 58 3e fa af ed al €9 9a d3 23 db 13 d3 85 ce 26 46 93 ce a9 7d 76 45 24 c6 ca 9d 5b 27 e5 de c9 95
d6 d2 2e bd af f3 4e 65 ba f3 7e fd d2 fb db ed d7 6f 53 bd 01 1a 5¢c 5b 19 39 e2 3d 65 be ec 48 el 4c 8a 92 a3 99 67 91
8b 99 47 66 c2 6d 71 25 61 56 09 9b 2f 8b 8f 8d ac 43 13 12 da 60 58 61 00 88 7c ce 12 85 44 63 88 c3 b6 39 6e 4f Oc a3
79 0a bb ee a9 cb 6b 9a da 31 01 fa 9c b4 e7 d6 ad 92 3d ab 37 b0 59 69 4a 06 27 85 ce 23 23 21 8a ee 6d bc 6a 8b 07
bb 25 38 aa b0 c8 {7 d8 c4 3a bb 4f f2 e2 ca 7e ba 92 19 05
Data Ascii: 2 "3t7tWohD#3&&wn,Q(A~I\c}ywwBF@8]QteZaO>X>#&F}VES['.Ne~0S\[9=eHLgGfmg%aV/C Xa|DcOnOyk1=
TYiJ##Hmj%8:0~

2021-10-28 23:41:24 UTC 319 IN Data Raw: 63 86 d0 a6 4a 02 a3 78 b1 2a 94 d9 03 62 13 6d al 53 46 b4 14 ae 81 0d fd 16 76 2a 36 2e 1b 68 el 1b 80 29
9e 2c e2 92 Oe 2c dc ce 70 cd eb b8 Ob b7 c0 6¢ 2f cO 70 39 2a aa 55 7c 45 4b 79 1d 5f d2 34 16 f1 79 7c 01 10 a7 3e af
ca 79 9c c3 4d a0 c2 3f 69 62 61 26 e7 62 21 de 83 63 b6 08 cd 16 13 46 12 e8 a4 fa a8 98 5d 8d b4 37 6e 34 b9 82 2b 2c
5d 85 53 fb 9e d1 74 8a 16 60 93 88 85 2b b3 5¢ 81 83 c6 28 27 d8 €9 36 3c 90 54 c8 6e be 5a a8 db 87 fd 54 cb 5¢ b7 bl
al 52 f1 6f 80 67 af 72 €9 ee 58 06 b4 19 8d e3 b6 6f 04 bf €6 25 97 9b bb 84 d8 e0 7d 76 4b d7 6d cc a5 7e 76 2e 5c 64
44 df 11 6d af dd d4 ef f9 a0 8b f9 cb 37 d1 ee 2e 7a 1a b3 27 64 ab a2 6d cc 27 a3 63 52 e3 f0 a8 c0 a5 57 f8 50 70 3c 23
76 7b 26 03 97 aa 0d 03 e4 4b 80 37 e0 17 06 3a 83 29
Data Ascii: cIJx*bmSFv*6.h),,pl/p9*U|EKy_4y|>yM?iba&b!cF]7n4+,]St’ +\('6<TnZT\RogrXo%}vKm~v.\dDm7.z'dm
'CRWPp<#V{&K7:)

2021-10-28 23:41:24 UTC 320 IN Data Raw: 89 28 5b 19 35 17 bf d6 €9 3c 1b a6 8c 68 67 le cf b2 fa 53 96 al 9a 57 5f 55 cd 69 7c 9c dc 2a 1c 15 68 d1 19
€6 91 d5 15 08 4c b5 85 1b 7c 9f fa 8e ce 1le 96 38 9f 04 c5 05 7c 7a 2f 93 47 7f 0f c3 d9 e4 f3 dd 22 ad d3 €8 64 f2 db fO
c3 69 f4 28 8f cf 69 00 e5 69 2f 1c 45 18 b5 0b 6a 9b 2e 1e 9c 2f 81 8e c4 7f 86 65 b5 €0 46 ca 03 c7 be Ob 62 95 75 98 2e
f3 0b f4 ec Oc 28 fa 22 2f be 14 f9 b1 ca b0 4e 17 Ob 91 62 ab 84 15 91 b3 79 21 3a 48 2d c5 el 51 f9 Oc c9 df 45 3d e4 bf
9b 95 3c f0 df d5 42 1e 8 ef f2 42 1e f8 ef 67 cc 28 4f bc eb 57 ed 83 5b 5e 74 e0 1e 14 b3 6¢ 2f 18 06 7b c5 24 9b ae b5
dd 21 6d 96 bf 82 b4 37 d9 2b 7d 20 9e b8 72 7a cf a5 5¢ b9 9c {7 9c a3 cb 24 43 10 79 58 8¢ c7 b7 50 fa 57 f9 bc e 04
87 41 ac 28 a8 4e 6f 0a 55 f8 58 63 €9 d0O
Data Ascii: ([5<hgSW_Ui[*hL|8|z/G"di(ii/Ej./eFbu.("/Nby!:H-QE=<BBg(OW[ l/{$!m7+} rz\$CyXPWA(NoUXc

2021-10-28 23:41:24 UTC 321 IN Data Raw: 4b €8 32 20 79 2e 12 9d 7d d4 80 53 4a 23 4c 9a Oe cc c7 fd a6 d0 25 c4 12 e0 7d 60 5d 4c 80 f7 29 5f 02 85 Of
b3 49 73 63 e2 cc f9 c4 7b 85 91 b9 af 9f a5 73 df eb 7 52 e2 50 58 5a 4f 23 b3 d2 bd 9e 96 62 45 6¢ 71 bc 74 50 72 f3 8a
9b 23 95 eb Oc 00 c9 3b 1c 96 3c 3a 6e 69 3e 99 fa ff b9 Oe d4 cf 73 b7 71 7b 3c be 03 93 32 b6 Oc 12 31 33 b6 61 ae 97
cc d5 a3 da 90 49 2a de 11 d8 55 fa 70 29 d9 af 2c 77 02 14 f4 e3 a3 b2 9f 55 b6 fb 7c 85 74 a4 7b 2b 73 a4 32 26 e4 93
€6 2f e7 1d 9d b0 9a 87 c4 09 44 da 58 a4 8f 78 cc 09 22 0b 9e cb b7 91 3d 36 cd f9 20 49 00 a0 6f f3 41 00 de Of dd 5d a7
b7 86 50 Oc f0 a6 c5 78 ac c0 3c 46 cf fc f3 63 9a 5b 60 a8 53 80 a8 af 29 7c 2f 86 8e 9f b8 a9 72 68 7b 1d e3 5d 8a 82 38
09 57 34 a0 d5 00 e3 7e 85 16 d0 99 36 c1 14
Data Ascii: K2 y.}SJ#L%} |L)_Isc{sRPXZO#bEIlqtPr#;<:ni>sq{<213al*Up),wU|t{+s2&/DXx"=6 10A]Px<Fc[ S)|/rh{]8W4~6

2021-10-28 23:41:24 UTC 323 IN Data Raw: 1d 2a c1 de Of f2 f3 3d 5a 97 de 1f 74 fb c1 7f 4d 26 6¢ c4 e0 55 af cb 9f c6 59 b6 1b c4 bb f4 c4 26 27 €9 49 1a
c4 7b fc e9 e0 68 ef 68 2f 88 f7 c5 b7 83 bd 83 6e 10 1f f0 7a fb fb 7b 7b 87 41 7c 28 4a ee 9d ec 1d 04 f1 11 3d 65 7b bb
93 dd 49 10 1f d3 d3 f8 70 f7 78 f7 38 88 4f €8 69 74 d4 1b 7 c6 41 7c 26 bb 3f 4e 8f al d1 b3 5d f1 78 b0 7b 00 a3 39 db
17 8f bd a3 fd 7d 78 14 ed 42 d7 dd 2e 9a 50 14 d5 1c 16 40 b8 1le 8a 7d 30 e5 d1 1e d5 c7 74 fe Ob 7d 59 f4 83 83 6e Ob
ba 6b 41 1f 2d 98 59 Ob fb d6 05 81 df 2c 8b eb d7 58 5b 96 87 de 5b d0 57 Ob 26 d7 3a c2 0a 58 13 c¢7 d4 c2 91 04 ab 78
86 f2 34 01 ce 31 db 67 63 05 ce e3 d1 28 eb 4a 70 4e 6 8f 27 a3 9e 04 €7 a4 7b b8 7b b2 ab c0 39 de ef 1e a5 12 9c ec
a4 c7 Oe f7 24 38 b3 e3 de e8 b0 2b c1 39 de
Data Ascii: *=ZtM&IUY &'I{hh/nz{{A|(J=e{Ipx8OitA|&?N]x{9}xB.P@}0t}YnkA-Y X[[W&:Xx41gc(JpN'{{9$8+9

2021-10-28 23:41:24 UTC 324 IN Data Raw: 59 3a 19 ed ef aa 53 7b c2 4e b2 dd 7d c5 8c c0 cd 81 3 96 cc 08 1c 53 e2 3e 44 ff 40 cd ec 6b 66 64 8c 30 eb
6a 3a 1a b0 70 33 6f b7 06 66 Of c1 8a c3 €8 Ob 43 79 a8 e2 80 27 99 01 25 58 59 ¢4 66 92 65 82 85 cd 14 cb 86 1c a8 22
54 00 09 b1 83 63 c¢5 01 03 4a da 1b 49 28 4d b2 ec 58 73 c0 13 20 07 77 33 09 25 60 aa 8f 77 Of 24 94 26 07 47 13 13 4a
O df 71 66 b0 6¢ 02 2c aa cb d4 80 12 Oc fc f0 01 28 ad e2 14 c3 26 9 a9 1e b3 9e 9e 2a 83 03 a0 a7 ca ba c7 bb 7a aa
d9 01 72 92 b2 df 71 ba 6b 4c 75
Data Ascii: Y:S{N}S>D@kfd0j:p3ofCy'%XYfe"TcJI(MXs w3% w$&GJqfl,(&*zrgkLu

2021-10-28 23:41:24 UTC 324 IN Data Raw: dc eb 2a 66 60 32 19 ed 75 15 77 3a 99 a4 c4 94 8b a9 4e 8e 69 f8 62 aa 93 43 3e 19 d5 3d cc dd 98 6a 76 b4
6f 4e 75 bc 6f 4d 35 1d 3d 38 d5 72 8e 21 94 f5 5¢ 7 58 d7 98 6b 77 b4 ab e7 3a 1le a3 9c 41 ce 75 74 b4 9f e9 b9 a6 47
bb 87 7a ae 27 ¢7 5d 85 75 27 a3 e3 b1 31 57 €0 90 f4 5¢ 19 e0 55 3d 57 06 cc 8¢ 35 d7 ac 67 09 36 80 55 35 e7 7a d2 b3
e6 7a 98 fd ae cd ff 18 64 al 11 05 e7 16 39 cc 14 96 1d b1 13 f3 2c 8c ¢7 a3 b1 06 5a 3a 3a d1 e2 8b c9 71 7a 78 a0 81
76 d4 dd df d3 40 3b 38 da dd 55 40 db 3f e8 21 ee 3c 12 80 01 fe fa 44 02 2d 3b de df eb a9 b3 30 9a ec 1d 76 4d 69 dO
09 b3 80 76 c8 2c a0 ed 65 06 d0 b2 6¢ 77 fc af 90 06 49 a2 9d 73 84 8f a5 dc 15 69 6a 10 ef a3 79 f9 59 91 00 28 65 d3
b7 d7 11 5c 4a ea f6 1a 8d d3 34 55 f4 53 da 3b 3e 3e 52
Data Ascii: *f'2uw:NibC>=jvoNuoM5=8r'\Xkw:AutGz'lu'IW\U=W5g6U5zzd9,Z::qzxv@;8U@?!<D-;0vMiv,elwlsijyY
(e\J4US;>>R

2021-10-28 23:41:24 UTC 325 IN Data Raw: 98 35 ee b0 40 0d 70 66 89 5b 2c c1 5d cf 9f 01 13 b6 90 a6 53 15 {7 15 5a c4 1f 5f bf fa f3 b7 17 1f 5f 9¢ bf 3¢
fb f1 5 5 ¢7 6f 7f 3c 7f df ff 14 7f 7c 71 f6 ee 3b fb €5 66 fc f1 87 b3 d7 e7 17 17 fO 7b 16 7f bc f8 {6 fc Od fc 4a 63 6e 18 ff
ee Oe 81 f5 26 fe 88 57 55 ff €3 ca 89 b3 20 ¢3 f4 7d 69 8e 40 b7 51 al 93 1f 45 fO 2b 84 9d 8b 27 Oc 70 be 58 60 cc 35 7e
b8 5b 7f ea 61 18 60 71 c0 5b 7f da dd 08 94 29 7d f0 a7 le 7a d5 1a 39 d9 8d 4f bb 78 b8 b4 bd a8 19 bb 4d da Oc a6 da
37 b3 85 bf 85 7d 3f 46 24 41 82 47 26 63 e1 b1 96 15 6e 8a 86 88 7b fa 68 c1 2c 83 8b aa 33 ba b5 75 ae 6e al 42 a0 27
c7 fd bf 94 58 ab ba 12 c4 Oc 23 54 15 03 ba 5b f4 cd f3 43 18 70 ¢1 53 94 d3 71 76 22 eb 50 cc 5e 6e d0 64 22 77 le 1f 9
a 25 14 57 c8 09 aa 4a fb 3f da cO
Data Ascii: 5@pf[,]SZ__<o<|q;{{Icn&WU }i@QE+pX 5~[a’q[)}z90xM7}?F$AG&cn{h,3unB'X#T[CpSqv"P nd"w%WJ?

2021-10-28 23:41:24 UTC 327 IN Data Raw: bd 46 45 e4 46 80 ef 41 bb 77 ca 63 54 72 cf 07 16 93 4b c7 26 6¢ a5 3a e3 39 33 8e 3f al c3 4f 02 1d a6 8f 47
87 €8 09 a5 2e 97 84 0d 74 32 40 19 d8 7b 50 b5 db 83 28 07 1e 80 e7 95 33 ae 96 fe 75 c3 cd c2 9a 6e 96 e5 72 d6 31 af
57 b8 9c b6 b6 36 4c f1 d8 ad c0 f1 2e 17 d8 52 1e de 30 5e 09 Oe c4 39 23 le 7b d4 5a 2f 14 6¢ 85 51 9f 79 22 3c db b5
57 a8 30 69 46 b3 e3 28 be a5 fd 40 48 ee 2e 81 1b eb 33 0f 67 6b 89 a4 70 bd 71 dc 08 4a eb €6 bd Ob 29 8a 9f 79 7e 4b
2b fc bd 7a fd 26 cc 28 c0 f3 fd 46 cd b5 6e 63 76 19 32 cd 90 f1 d0 Oa 3c 13 63 8d c2 fe b9 bc 6b 2d ee 50 e2 05 Ob 9d 02
a3 2a 28 6e 4e 51 4b 2e 1e 16 59 52 dc 3d a4 b8 77 €5 17 93 e0 16 af 90 dc de 73 c9 ed 1a 79 bd eb 90 d3 7b 36 eb 31
73 58 0f 9c 2c 52 3a 95 76 cb 27 8¢ {7 f1 fb b3 37 e7
Data Ascii: FEFAWCTrK&I:93?0G.t2@{P(3unrlW6L.RONHZ/IQy"<WOiIF(@H.3gkpaJ)y~K+z&(Fncv2<ck-P*(NNQK.YR=
wsy{61sX,R:v'7

2021-10-28 23:41:24 UTC 328 IN Data Raw: 5¢ c3 ea 79 f7 1b 2d Oc e8 f1 Oc c¢7 c5 4e 02 14 d4 4e 02 44 d4 4e 92 47 f1 a5 1a 7c 11 {7 Oe a3 58 3d 96 f6 63
8e 8f 57 c6 36 ff 68 01 86 0d c3 7d bd 26 34 d9 73 b8 31 66 b8 5¢c 71 35 64 3c ed 58 1f 27 42 bf e0 25 14 0a Oa ca d0 ab af
37 d4 11 ba 57 1e 26 8f 96 6b 3d e4 26 3e c0 6 4a 5e 24 00 24 16 93 b0 2e 0a 78 4c 33 €7 23 ¢6 00 a3 f7 db 64 2e b4 1d
05 40 b6 be eb 00 e7 7f 37 4d e7 4d 1e f2 22 90 e8 a2 83 39 1f c6 c2 al bf 66 a0 66 1b a4 a9 3a f9 18 b3 9c 7b 3f 7d ca
e7 d55d 3a 7d c7 66 70 30 30 cd 82 21 49 60 Of c4 e6 74 c2 6e 72 57 fd 5a c2 5f 1d b0 d3 48 15 ec 26 11 86 23 bc b0 8c
53 e2 7a 20 e7 a6 a0 03 7e d0 44 96 9c fc 4d 76 66 7c 7c 5e 61 b2 55 c1 Oa 4e 59 b2 7f 1c 8f 59 72 10 df b2 e4 38 be 63
c9 6e 3c 63 a8 31 06 d4 9d ce 33 Oc 74 92 04 02 50
Data Ascii: \y-NNDNG|X=cW6h}&4s1f\q5d<X'B%7W&k=&>J"$$.xL3#d.@7MM"9ff:{?}]:}fp00!I"tnrWZ_H&#Sz ~DMvi|
|*aUNYYr8cn<c13tP
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 329 IN Data Raw: 40 ba 7d 06 82 12 e3 23 cf 5¢ 5b 90 6f c5 87 89 37 94 de 86 f1 5b 84 33 75 5e c4 15 c9 88 58 72 33 60 66 72
6543 35 69 32 21 ed 45 81 49 96 e2 0d 27 d9 18 60 00 15 6a 33 e4 96 31 8e f4 €0 1le 6b f6 19 92 3f 48 80 f6 03 Oa bc 48
ba 9f 4e 55 be 2e 3f b3 9 f3 14 33 8e 0f b1 4c ff 06 f3 44 66 f5 fe 79 92 27 28 21 0d 2a le 2c 38 30 fb 2f 78 e7 05 06 83 1b
84 9f92 fb 5b a0 c0 fb 98 87 35 76 88 f2 be 2f ad 6b 87 d2 c7 d0 49 68 cf €9 28 e8 e8 af 71 Ob bf 4a 16 ab 8d c8 cd 08 0d
1b 89 f6 1f df b0 2c ef 6b 57 7e 43 af 9c a9 82 d5 dd 94 26 1c e7 88 44 d5 5b 7a e2 1f 68 ee 8¢ 18 80 98 2f 47 07 ff 89 91
77 ed 5b a9 69 30 fb 6d 9e 7c ea dc 4d ed ec 2f 17 3c e0 6b 18 4c 73 e8 fb 53 67 d3 83 26 51 d1 21 24 69 a8 59 6d bl a8
16 69 ba 40 61 4d 75 59 58 29 63 50 al 67 9a
Data Ascii: @}#\[07[3u”Xr3 freC5i2!EI"j31k?HHNU.?3LDfy'(!*,80/x[5v/klh(qJ,kW~C&D[zh/Gw[i0m|M/<kLsSg&Q!$iYmi@a
MuYX)cPg

2021-10-28 23:41:24 UTC 331 IN Data Raw: a9 6e ed 27 ce f1 Ob 09 8c d8 3a 5a 32 cf a2 86 83 ff 37 b5 66 26 ab cd 91 a9 16 1f 58 69 2d 36 7e 36 13 55 88
81 92 6¢ ee cf 98 d9 62 8e 78 cf ec e2 67 dd 45 68 ca 88 a0 34 9e 4b 94 15 c1 d3 c6 73 a3 ca 77 86 2f eb ac 03 54 7c 3a
93 f9 ef 96 4b 12 5¢ 39 6f ed d3 6e 88 b9 74 9b 7f d6 c3 d8 70 65 bb ba d4 df ad 52 a4 12 b1 ce 9f 2e f9 57 bd db 7f d5 e7
€9 52 9c ff 2b a3 e7 ff 56 25 2d 24 44 b6 98 62 00 4f 93 ff 31 41 f6 17 c2 82 de ab de ec 8b 5d 79 36 3e df 42 Of b0 8a 83
4c 25 dd 0d 81 4e 6a 05 3b 35 ad 49 1c 00 97 8a 72 37 Oa 9f 5f 71 7e 01 a8 1c 12 63 92 ca be b3 39 07 e6 90 91 9b 0Of d2
b5 98 93 d6 1c aa 83 b9 cc 71 c7 3f 85 24 77 €2 b9 Oc b4 fe 96 85 1a 83 02 ca b4 75 07 26 d2 32 f2 ¢7 61 9d 9f 50 06 1d
3b 28 7e e0 cf b3 fb 89 cc 5a 9e df c1 3d 7b 2b
Data Ascii: n":Z227f&Xi-6~6UlbxgEh4Ksw/T|:K\9ontpeR.WR+V%-$DbO1A]y6>BL%N;j;5Ir7_qg~c9q?$wu&2aP;(~Z={+

2021-10-28 23:41:24 UTC 332 IN Data Raw: Oa 9d 71 53 82 8a 3d 68 47 8d ee f8 a8 9f a8 db 50 bb f1 3b 9f 19 25 6d d3 66 6d ff dc 6¢ da ac cd 9f 85 59 {3
e6 fc ec 25 fe 2b 4f 87 61 47 91 ¢6 59 5¢ c5 c2 70 38 be 53 18 56 47 {6 3c Of b8 23 be aa 82 86 c7 d2 af cc dc af 8a 9a 53
6 f2 1d 9e ae 11 0d 4e 76 54 f2 49 e3 33 aa a4 e0 1b fa 5e a0 a4 3d e0 c5 el 9a el 22 f9 55 c5 35 b0 f4 4f 58 c6 Ob f4 62
36 08 1a 4a 41 9a ff c6 ¢8 41 35 cc 93 69 3d d5 37 5a 73 92 be 3c 8a 94 b1 8e 1c 67 €6 b5 66 7e a0 99 98 b2 7d 1f 76 63
925302 ¢c9 3598 db a2f7 a9 6d 17 82 71 fc 5¢ 93 10 a3 37 a7 a2 29 b3 27 97 1a 8e 3b 4b 65 b8 31 30 14 df 2a cd 2b a5
4c 2e 00 cd 71 39 9a 00 a6 9c 2e 2c 3c 07 12 b9 d2 a5 55 3e c6 3a 9e 49 52 46 66 05 a5 ad ad b1 10 23 9e de 66 6d b9
75 9f 02 c7 fa 85 24 88 9f cb f9 2f ad 19 d9 Ob 4c
Data Ascii: gS=hGP;%mfmlY%+0aGY\p8SVG<#SNvTI3*="U50Xb6JAA5I=7Zs<gf~}vcS5mq\7)’;Kel0*+L.q9.,<U>:IRFf#
fmu$/L

2021-10-28 23:41:24 UTC 333 IN Data Raw: d9 53 87 b3 ¢1 02 1c f2 c4 2b 1e el d9 dd 64 02 fb 4b a9 33 16 8c Oe ee a4 9c df d2 6a 4a a2 10 3e bc 2d 00
d8 f6 Ob de 9c 7a 87 26 e2 33 d8 33 99 6a 4f dc a5 af 32 bd 59 d0 34 fe 22 1d 71 b2 57 ef 28 1c cc 19 c9 cl 5f a0 9f 57 32
95 7390 91 62 75 03 59 a6 bd 87 03 7a 12 bd 71 40 e8 6f e2 39 90 5b 23 27 8b ce df cb 3a 2e 64 18 84 b8 99 73 34 d5 10
03 17 26 92 08 59 b4 c5 4b Oc aa €3 52 a9 dc db da 47 f3 17 d7 ed 5b 6e 20 b4 5c 8a 63 57 dd cd de 93 b4 8a c6 27 eb 69
98 89 78 97 35 b5 d4 73 9c 18 1f 31 el 5b 39 3b 7e ae 6d 5a 86 77 f3 4a 9e ab 90 13 88 f0 ea 27 3e 09 fe 72 15 ad ed 9c
ab d1 b4 53 1c ef d3 58 6f db 3b ae aa 6d 07 1d a2 05 23 Oe 93 3f aa b9 0a 9b 65 f1 82 4b 28 cd b5 90 8e 42 6¢ 20 b8 Oe
73 70 68 Ob 3e 88 44 a4 70 22 ca ec 26 ed 69 3f cO ce
Data Ascii: S+dK3jJ>-z&33j02Y4"qW(_W2sbuYzq@o9[#'".ds4&YKRG[n \cW'ix5s1[9;~mZwJ'>rSXo;m#?eK (Bl sph>Dp"&i?

2021-10-28 23:41:24 UTC 334 IN Data Raw: c4 4f e8 cf 22 fO c4 b6 ad 4b 27 bb b5 b6 68 38 eb db 10 82 4c 5f 5d 2e d0 7c a8 ba 14 7b fa 5a e0 e7 ee al 16
78 a9 5a 0b 16 6d d2 20 72 72 a5 f2 43 fb ad 21 e5 6f fe d2 d9 fc 24 9d 05 fb de 46 11 b3 7d d2 9f b5 a4 78 60 52 83 ca 6d
77 48 ce 77 75 24 e4 9f cc d7 4e 23 5¢ 33 Of cb ef 31 30 b6 a5 a7 ac 74 88 8¢ 1e 98 73 82 67 c4 9e 76 e2 4e af ce f3 78
2e 501348 d4 e0 ad a8 a2 28 1f f9 22 b1 ad 3d e4 6b 11 ed Oc 0d 97 ad f7 9e fb f8 69 62 95 b0 47 4b 11 f7 01 37 10 30
6a 4b 51 b8 00 35 03 cf 40 83 6d 61 ee b5 d1 cc ed d5 14 50 b0 c3 44 9f 61 e4 63 9e c4 c2 d8 d1 ff 04 f2 b3 46 cb 0d 54
55 34 f8 7a 37 b0 fa dc 8f 1e 83 36 61 20 f9 85 2d 4a 06 c6 10 c7 a0 f8 3b 71 83 3b 1a b6 90 27 61 f4 10 1b 6b 69 Ob 89 f1
75 a2 28 2f 2a f6 80 07 d3 1d e7 18 ad ca 87 a7
Data Ascii: O"K'h8L_].|{ZxZm rrClo$F}x’ RmwHwu$N#310tsgvNx.PH("=kibGK70jKQ5@maPDacFTU4z76a -J;q;'akiu(/*

2021-10-28 23:41:24 UTC 336 IN Data Raw: 77 80 29 47 58 eb c0 b4 9a aa 35 62 b2 c9 fe 9a e8 5b 5d 40 75 bd fa 3b f5 c9 d3 06 40 a7 8d 60 c3 7f 7e b7 b€
ec 65 d3 ac aa 80 8b af eb 29 37 84 76 86 6¢ 59 3f 84 b4 83 23 58 96 0f db 1f b6 61 65 f8 8e de 81 c7 Oe fc 7f b5 72 e7
6b 9d 1b 51 6b c7 1e 9b b6 df 86 f6 b0 40 6d ba 38 5f 9e 60 e5 b1l f3 35 b8 76 ff 84 e5 36 ad 94 2f 86 07 a7 49 13 96 Ob 20
08 29 c2 c4 d3 d3 27 b0 d5 dd 9d 0f a3 cb 27 4e 75 6b e2 ee 74 9c a3 c2 45 7d 46 08 6e a7 b8 3e 34 ed 9e fb ed 51 f3 e0
a2 caab 59 9c 3e 11 8d e8 37 9e f3 ec 86 09 97 b3 7e e4 82 18 38 a5 86 39 le 35 07 a2 3b 9a a7 a0 9f d4 74 f8 {5 f8 74
1b a8 ad 6d 55 90 a6 el 5f Ob 4e 52 fa 01 df b5 de af 39 2d b6 61 al b3 93 0d dd 7d ad a2 6d 72 10 ba 88 4b 5a b8 7b 20
€389 4b b7 b4 38 2f 56 69 93 1e 76 76 25 d4 a0 2c
Data Ascii: W) GX5b[J@u; @ ~e)7vlY ?#XaerkQk@m8_"5v6/1 )"NuktE}Fn>4QY>7~895;ttmU_NR9-a}mrKZ{ K8/Vivw%,

2021-10-28 23:41:24 UTC 337 IN Data Raw: bc 09 1a ee 4d e7 de b2 c7 f4 ef 73 88 a6 a5 6b 72 b0 8c bf de 59 da 05 1c 91 c4 02 21 ac d5 d6 cO0 7 bf 62 d9
f0O 7e 93 ea f0 64 c9 Oe d2 68 fO da d4 fe 21 06 22 dd da da fO bc f5 b8 06 9e c2 8d ef ch 70 e5 ¢9 93 3d a8 85 45 56 8e 97
6b a9 9b 81 8a 2d 25 c2 f0 a2 31 b8 3d 37 99 ca de 17 4b f7 d2 84 12 25 da 71 6a ff 8b c2 00 34 c5 aa f1 e9 c8 7e a7 d2
cb b8 1a 30 a4 84 48 37 eb ea be 4c a9 10 af 21 30 62 93 cc cc b9 71 24 ac 9c Oa 3¢ 7b 8a bf 86 bc 29 ¢3 75 cd 99 32 21
37 39 a5 bf 59 f3 32 b7 2b 13 93 c9 d5 e4 6d 4a f1 2c e5 35 b5 ce ed 4b dd 92 1d a2 b4 47 6e 6f 94 d9 2d fc a3 b0 8e 80
5d bd 96 87 d8 14 e0 3a df 5b d6 7f 68 24 cd 8a bb 76 c3 5a b5 17 77 d7 d7 b0 29 61 3f 2d ea f2 79 c9 de 51 72 aa a6 41
1b 89 9c¢ 3d 0d a0 5d 05 a5 b5 6a aa ae 52 46 d7 2a
Data Ascii: MskrY!b~dh!"p=EVk-%1=7K%q@j4~0H7L!0bg$<{)u2!79Y2+mJ,5KGno-]:[h$vZw)a?-yQrA=]jRF*

2021-10-28 23:41:24 UTC 338 IN Data Raw: ae 84 87 4f 71 6b Oc b4 7 88 b5 c8 9e 8c 6a f4 b6 63 fe 63 77 9b 1c 23 e8 {7 de 36 c0 4e 35 c5 al 97 3 4d 93
e0 fc 61 c1 cb 58 4e 56 02 81 4f 9f cf f5 12 8b a2 2b f1 a3 47 fe db 36 8d 8d 06 06 03 44 db 5b ee fb 71 79 af 12 be d2 11
58 ac ae e2 d6 e8 ae 6a 7d 4e 17 46 bl ed 7b fc 4d 25 56 38 7a a7 52 df c4 d9 85 b2 a8 c0 64 b0 aa 5e 1f c7 8f da 04 be
2d c4 al ee 57 70 d2 97 4b Oc 10 66 d8 23 8c e3 79 43 Oe a8 b3 c0 b0 6d f9 ¢7 90 5f 5b 78 9b 79 48 c0 9c 6f b5 69 5d a4
4d 26 00 04 9f b8 42 54 ce 34 2a ef f7 b9 7f d8 72 99 76 60 9b 63 72 28 59 16 d5 c0 f2 77 c2 d4 b9 c6 2a 98 4e cc 74 fd 96
08 48 57 20 5f 14 89 5f 36 ¢8 a7 00 73 9f 96 cb e5 bc 21 22 b2 5b 17 33 53 Oe ea 34 6d 01 54 2d d0 b4 Oa 7a 39 2c c0 7d
c0 73 a7 c3 49 42 51 6a 39 69 f1 70 ff 14 53 41
Data Ascii: Ogkjccw#6N5MaXNVO+G6D[qyXj}NF{M%V8zRd"-WpKf#yCm_[xyHoi]M&BT4*rv cr(Yw*NtHW __ 6s!"[3S4mT-
29,}sIBQj9ipSA

2021-10-28 23:41:24 UTC 339 IN Data Raw: 82 82 cd bd e0 2e 32 8f 8c 1e 14 74 44 b8 b3 fa 1d 16 0d c8 c7 80 54 61 e8 e6 21 4c ba c2 c6 e2 46 28 b7 6b
56 el 38 5e 65 32 92 96 01 0a 94 cc 29 e4 ae 3 56 3e fb f2 0a a5 b6 83 12 65 6f 46 af 69 96 35 76 19 97 76 dO 1le 13 b8
8c a7 87 17 d4 d2 43 60 b8 54 34 e7 15 ca 90 d1 4a 5e c6 45 72 63 62 e3 96 7b 6f 9e a4 86 1d ef 21 3a 5¢ b3 d3 86 {5 50
32c8c2 03 7d54 7e 79 d3 2e f0 11 61 96 67 ca 10 89 5¢c 2e 1f 4f 33 b8 1f 5e ab 86 f5 40 c8 af 1f 04 19 99 c0 3e ae d3 36
ac 16 a7 f3 8¢ c0 f7 72 5e de 4a d2 al 09 a6 82 90 1c a8 88 e2 9f 6f f2 f1 8d 8c 27 ce 63 8 {7 85 b3 11 ef 34 10 21 a3 ad
78 d4 d2 1d 09 bd 68 e7 94 6a 5¢ 96 32 e2 73 9b 85 a6 6¢ a2 cb bc 78 fb d3 f7 56 99 16 72 f2 55 0a 83 1f f2 e2 33 60 ea
db 44 78 f4 45 27 e5 67 fe 2c db f8 f1 87 47 b4 70
Data Ascii: .2tDTalLF(kV8"e2)V>eoFi5vwC T4J Ercb{o!:\P2}T~y.ag\.03"@>6r*Jo'c4!xhj\2sIxVrU3'DxE'g,Gp

2021-10-28 23:41:24 UTC 341 IN Data Raw: ca 39 16 58 00 f7 al 24 1d 5c cc 28 84 1d 40 ba 23 96 2f 93 ee a0 3c 3d 1a 94 3b 3b 2 76 6b 2c¢ 7f 43 61 07 dO
41 41 68 b2 93 ea 32 2c 77 58 f4 a7 a3 2b 60 52 54 2¢c d2 69 86 97 al cf 49 93 a8 3a a0 2b 79 d1 b0 70 60 el c3 52 2e 06
d1 72 46 71 29 20 ad bd 4e ee 6b 33 1c 85 bd b6 75 d1 15 97 26 d5 50 44 48 e6 20 Of f6 2a 99 d4 07 f5 40 ce cc 9b a4 04
6e 3e 08 73 f0 94 78 ca 38 76 64 ac 26 24 3c 98 02 29 2a 6a 17 62 09 9c b9 16 00 92 5a 6¢ 6e 1f 08 29 46 aa b8 00 c9 94
07 f5 d1 9a 2f 2f 60 57 e0 8a 2 e6 0a cb d8 ca 42 66 08 86 bc 85 db 9e d2 86 5¢ c8 aa 42 a7 b2 al 07 25 09 f2 d7 fO 75
a3 a4 4d de 81 1d f9 2b d4 ba 90 f3 b0 cb 73 11 11 95 44 6e 93 9f cd 8a bd 9d 70 46 b3 b4 0a a3 d8 48 16 c5 7c 06 76 c9
55 8e c6 b9 ae 7a 60 Oa f4 06 6d c2 3c 2e a4 52 09 7f
Data Ascii: 9X$\(@#/<=;;vk,CaAAh2,wX+'RT,il:+yp R.rkq) Nk3u&PDH *@n>sx8vd&$<)*jbZIn)F//"WBAB%uM+sDn
pFH|vUzZ' m<.R
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 342 IN Data Raw: d8 1b 75 57 28 79 71 a4 a6 0f b4 d7 ab 25 9d ff f7 28 aa ac 8d f2 9f d0 53 3d c6 8e d1 d1 50 90 52 c2 12 03 02
96 7e 40 4b al 37 aa 5f 64 ed c5 50 €8 90 aa 74 19 73 ae ch 48 51 21 f2 08 45 c6 3c 49 6b 92 e0 bc 59 95 el 2f be 5e cb
e0 af 73 d8 ac 67 68 €8 e4 30 5a 01 c0 e6 1c c4 19 80 52 c8 55 86 a9 5f d7 20 bf 47 7d 82 c8 02 6b 08 €6 b1 bl 86 90 c7
50 8d 01 8e c¢3 57 4e 43 d6 d0 47 cc c9 25 ce 50 98 d1 cb fa 1a 4a 9b 74 19 96 9b fd 3f a7 f4 1b 16 d6 51 3 08 49 fa 95 33
cfdfa7 11 2c a0 4a 5d 17 68 e7 b6 ad 6d f7 26 09 90 75 bf 54 c4 e8 0f 4d 62 a0 c1 f3 c¢6 67 27 d3 af 6a 66 2f c2 7b 8a 71
8b c4 4f ff 97 b4 3f 88 f5 b8 f2 a7 ce 74 34 d2 9f €6 23 e7 58 7c 2d 5e 49 3f 59 4e a5 93 e7 2b 7e 7c 4b 8f c1 ca a4 5a 3f
b9 64 2b 2f 8a ed fc 01 e2 35 c6 a8 02 3d 8c
Data Ascii: UW(yq%(S=PR~@K7_dPtsHQ!E<IKY/*sghOZRU_ G}kPWNCG%PJt?QI3,J]hm&uTMbg'jf{qO2t4#X|-N?YN+~|
KZ?d+/5=

2021-10-28 23:41:24 UTC 343 IN Data Raw: 56 f6 c9 2e 75 ef b2 05 fd 14 5b c6 43 22 21 53 17 d9 15 c6 70 de a4 d5 4d 67 32 2d el 2e Of 2b 6d 19 60 6¢ f6
76 2f 7a 72 84 7d 99 c6 e7 0d 31 ed bf 16 ad ef 54 66 c3 e2 b6 cd e2 ba 49 ba 2f 7a f3 e3 7a e3 71 25 63 65 ea e8 1f b9
31 a6 24 a9 f4 ¢3 d6 56 4a e5 68 bd 2¢ 07 1d 7f 3b bd dd 6f 38 18 f5 70 da ce fO a2 1d 5e 42 Oc b0 6d 8e 96 06 aa c4 08 fd
45 2c 8¢ 5b 70 cd 2f 42 19 92 a7 3f 8d 7d 91 7a fa e3 b8 66 12 €9 08 fd 64 d0 91 31 25 6a 4e 30 8e cf 70 8¢ 32 65 el 82
81 21 6a el 45 21 65 fO dc 62 64 23 5f 2e f3 d3 a4 24 4b 49 c0 48 40 98 cd cd 75 23 79 9b 1f 1e 68 91 Oc 30 11 00 34 15
47 4d 29 9c d7 c2 6e 15 2b 99 7f c3 cc 14 95 82 f1 ce 4f 2b Oa 16 ad 83 f7 58 a2 a0 62 6b ab 38 65 76 89 c2 2a 51 f2 40
e3 ae fe d9 da 8c 18 9e 18 5 b5 37 e9 a2 59 16 15
Data Ascii: V.u[C"ISpMg2-.+m’Iv/zr}1Tfl/zzq%ce1$VJh,;08p"BmE,[p/J?}zfd1%jNOp2e!jElebd# .$KIH@u#yh04G
M)n+O+Xbk8ev:Q@7Y

2021-10-28 23:41:24 UTC 345 IN Data Raw: 7d 60 92 33 f8 45 fb ed 85 b4 31 fa 23 b6 49 26 16 64 52 b9 57 bb b0 68 8d 00 39 b9 5f 4a c2 3a 37 49 f0 d1 al
1f a6 65 5a 01 88 e4 96 9a d4 4a c0 ed ef 10 8d 80 14 7c 85 14 65 c6 Ob cd 92 27 f9 2c cd 96 f9 ec 06 e6 06 ff 94 d9 12 e8
a4 79 99 67 4f f2 86 18 55 3c de 7d 3c 8d c7 f1 ad 34 96 e7 ab 5b b3 81 5f 28 0b 74 b9 e4 d2 2c 5e la a5 cb 78 f6 14 dc
7e ea Ob 6e 9f 89 97 62 81 93 5b d1 87 d0 98 Oa 55 69 e2 8b 86 ee 94 59 1b 6 9e f6 80 6¢ cc 87 f9 44 66 78 d9 c6 2b b3
bc d1 79 ad 31 33 {7 bb ba Oe 1b 71 eb 1a 0a d3 09 26 84 14 d4 63 9a b1 c8 33 b7 91 67 44 fa 3e a6 19 41 ba 9b b3 79 03
34 97 355 ¢7 ce c9 24 d6 a4 09 90 f2 b7 50 1e 16 88 39 94 7f 05 f7 be 60 7a 7f 59 7a 55 41 b8 1a 6e 11 2f 84 25 4a 72
cd 64 ca 80 4a be e3 03 95 b6 2a c2 4a 46 28 d6 Oa
Data Ascii: }' 3E1#1&dRWh9_J:7leZJ|e’,ygOU<}<4[_(t,"x~nb[UiYIDfx+y13q&c3gD>Ay45$P9 zYZzUAN/%JrdJ*JF(

2021-10-28 23:41:24 UTC 346 IN Data Raw: 45 1f 1a 90 70 1b 91 76 Oc 8f 1e 90 a8 f7 e0 80 d2 df f8 80 2a 34 6c 58 79 7c 53 b4 78 3e 52 b4 41 53 6b 5c f2
€7 32 ¢3 69 49 78 aa a0 df 24 89 3f 1f 68 41 48 e1 90 4c 44 77 63 33 12 9d b5 51 79 5e 78 11 Oe 55 a8 7e 94 2d 2b 9a fO
6b af 79 a8 45 ed 87 18 47 c2 37 05 21 ca fd ba 91 c5 5e f1 92 a2 d0 6d 89 78 1a 6f 34 74 eb 62 40 63 bc 8e d3 99 b4 40
86 6b d3 3c 34 9e 03 21 a6 22 a0 62 9b e8 86 ca cf ca Oe d9 57 b9 ac 8a 7d 04 6b 4c 99 3d db 7a 96 a7 34 c2 44 b8 72 b7
eb 6d 66 6¢ 11 01 d1 2b 6f fa e4 f5 8b c¢1 30 53 31 e7 55 9¢ 71 d7 49 33 ff dO e5 3e a2 80 2c 0d db 4b 84 29 da d9 3 45 ff
d5 34 57 83 ¢7 a5 67 bb 02 ba 1b fa 37 ac f4 €7 b6 97 d5 6b d7 a6 b0 98 b5 b7 71 8b 48 f4 5¢ a3 82 b5 7c 4e 3e d4 d4 07
ee fa ff ab a2 Oc 5a 81 05 1f 88 25 68 60 1a 63 83
Data Ascii: Epv*4IXy|Sx>RASK\2iIx$?hAHLDwc3Qy xU~-+kyEG7!"mxo4tb@c@k<4!"bW}kL=z4Drmfl+00S1UqI3>,K)E4
Wg7kqH\N>Z%h'c

2021-10-28 23:41:24 UTC 347 IN Data Raw: 52 6d bc 1c c0 40 a3 c6 fO d4 ba ff ca fb 5a 88 1f f6 ba 5d 33 34 6f 65 38 10 91 3f 19 1a 23 16 74 33 d9 1e 6b
14 3d 01 2d b1 34 33 c1 81 82 60 6¢ 7f 4e f3 8a 38 09 8¢ fe a0 Ob 7d b4 4b 61 08 e8 2f 81 8a b4 89 bl 7a 81 cf 66 ce 7d
Oc 73 7e 3f 63 8¢ b6 60 cO 65 20 d6 75 7e 36 9d 72 cb 37 00 a4 88 3 47 31 99 al ec b4 9e 29 59 94 13 ea 6¢ b4 a7 f0 24
9e c6 71 02 97 de fe 84 b6 3f 40 3b a3 51 59 9e 90 54 ef 15 9c ff 77 74 99 c1 0a 02 d7 9e bd 47 f6 32 2c a2 ce 3f 29 Oc 50
3498 30 25 8 2c 1d 45 b6 8¢ 31 41 2c e9 a0 30 38 68 60 el d9 e8 97 bc ba 30 ¢5 55 a2 00 c9 09 5e b0 69 fa 85 bf 2¢ 67
€9 38 af be 24 3d f8 cd 3b 25 21 07 25 60 a8 76 72 64 f4 05 d3 2b be e6 3b f2 fb 4e 2f 96 cc 04 59 e2 ad 1d 28 1a a0 ca cl
c6 f3 24 9c 76 4c 31 8f 4a 4d fd 7f d8 fb 16 ee
Data Ascii: Rm@Z]340e8?#t3k=-43"IN8}Ka/zf}s~?c’e u~6r7G1)YI$q?@;QYTwtG2,?)P40%,E1A,08h 0UNi,g8%=;%!%
“vrd+;N/Y($vL1IM

2021-10-28 23:41:24 UTC 348 IN Data Raw: d9 84 eb fd c1 fd 8a b3 94 11 df 1d fd ba 87 ee 1d b0 93 8 Oc a6 a2 c8 af fb 04 c4 d4 87 5d fa 22 79 5e 5e 5d
b4 6f a6 93 c1 19 9c 86 ff f6 2a 7c ff 6e ef c5 6f b7 6f 5e fc f6 eb 8f 5f e2 5f fe 31 7f 7f b8 7d b3 f3 69 2b dd 7e 77 f1 8f ed 41
6f ae 93 8d ed 8b e4 a8 97 ee be 7b f3 6a 3b 7d {3 22 fe e5 e7 97 3f 4d ff f1 Oa d2 5d 6f 6f ae 5f ec 7e fa 09 ff 4b df 7f ba c
9 e0 bf eb b3 17 37 df ff f6 e2 1f f3 ed 77 6f ae e2 5f be ef 8d be 40 de a3 0f f3 bd 8d eb 97 3b 98 f6 e8 a7 72 2f 5d 7f b5
b3 b9 75 bb bd b9 d5 83 bf af e0 ef 2a 7c 2b 77 8f 3e ce el db cd ee c6 2b f6 7d 63 fb ea fd a7 eb ab df be bc fa fb ce 4b
68 e7 97 57 91 17 82 50 80 17 09 ff 93 9d fa f8 eb 41 be fd c3 4f ff d8 fe dc bb d9 3f 5¢ 7f 01 8d bd 39 db e8 dd e0 df 9d a3
ad f9 de e6 56 b5 77
Data Ascii: ]"y™Jo*[noo”__1}i+~wOof{j;}"?M]oo_~K7wo_@;r/Ju*|[+w>+}cKhWPAO?\9Vw

2021-10-28 23:41:24 UTC 350 IN Data Raw: 22 66 98 b3 ef 13 68 7c a2 40 e3 09 49 le aa 41 d7 3e ea 7d 1f 26 24 08 fd 18 ab b8 ec 9f 07 66 01 ae 7b 1b
09 24 13 25 8¢ 72 7d Oc 07 30 d2 30 2c 4a 3c 82 4c d2 59 67 16 63 a4 31 Oc 89 9d 17 1d 58 15 e7 a4 a6 2 46 f3 a2 cc Ob
e6e331 91 ae le fO e3 b2 48 ce 49 e9 5b a0 3d 27 b7 49 13 8f d3 74 ac 1e 60 ab a3 87 f2 33 fc 41 1f c5 cf 09 fd b8 a5 Oa
ae e8 ee a7 93 9c 9f 63 3c c2 13 e0 0a 31 b7 af 3e da dd 81 01 b9 20 17 b2 95 b4 7c 8b 71 4e 13 9f 7b 8b 8f a5 13 38 3a
8c 73 47 f0 0f 59 19 9f 27 ad 38 1b b7 €6 19 3b ed 25 €3 56 96 67 9d 8c 72 b5 60 b5 c0 38 b6 ce 8b 7c da d2 4d b5 68 2¢
ba 2a b4 4b 16 79 a7 23 20 a7 c4 6b 8f 11 26 Ob 41 al fO 4f 3b ca 48 97 a3 a8 ad 7e db 75 9c 8e 4f 3c ed b8 57 b1 78 11
39 5e e0 a6 51 6f 90 ae 89 58 d9 83 b4 dd Oe f2 76 e4
Data Ascii: "fh|@IA>}&$f{$%r}00,J<LYgcIXF1HI[="It 3Ac<1> [qN{8:5GY'8;%Vgr 8|Mh,*Ky# k&AO;H~UO<Wx9*QoXv

2021-10-28 23:41:24 UTC 351 IN Data Raw: 04 2d 0f 7b 29 4e c1 3a 7c 43 58 €6 a7 4f 57 f4 63 a9 88 38 d1 2d f3 69 e2 92 93 2b d8 19 40 9c f1 b3 80 ee 58
97 d4 b8 1a 2c 34 22 71 50 89 35 45 72 fc bc 70 e4 fe b0 75 33 b3 bf 4d c7 4c 8¢ 13 68 9f 70 cc b3 cd 91 d8 a8 29 e0 df
86 04 ae 61 9d 2f 4f ab 27 9d 05 3a 62 2f 29 58 f0 de ff b1 08 cd 82 d5 89 75 7e ec 6d ef bd ff 70 04 9f 8e b6 7e 3d 5a 3f
40 a2 f1 58 c0 63 f8 b1 bb d9 el bf 4f 10 6¢ 02 04 5 f1 7c a4 4f 97 11 78 05 56 d5 28 86 63 b7 27 c2 5e fc 17 82 d3 85 ac
3ff2 19 05 df 63 60 14 2c 76 5b 88 31 7d 1f 5d 72 05 47 89 ff 12 81 26 80 9d d0 a3 28 de ab 95 3c 70 f1 13 ce cb 6b 11 ba
32 b2 33 b6 44 6 8a 62 30 d6 df 8f e5 91 ¢8 6¢ 71 8a 39 fc ec fe 3e a7 20 56 75 d5 ac e3 54 20 9a 8f 84 de 00 ae cb be 0f
50 88 ad 59 b6 50 cc 0d 32 33 87 b6 36 26
Data Ascii: -{)N:|CXOWc8-i+@X,4"qP5Erpu3MLhp)a/O'":b/)Xu~mp~=Z?@XcOI|OxV(c"*?c v[1}]rG&(<pk23Db0lq9> VuT
PYP236&

2021-10-28 23:41:24 UTC 352 IN Data Raw: 60 56 18 7a b3 32 a3 55 35 36 32 09 42 d7 f6 b4 99 54 b0 5f 33 13 71 4f b5 ab b6 19 ae d6 ce 6¢ 22 6d Of f6 4f
93 86 07 2b ab 64 e4 be d2 63 76 1b 63 26 57 a2 ca 72 30 6a 96 bd b5 f9 48 68 dd ae f4 16 04 cf 30 00 c9 02 e6 64 c0 1c
77 67 0f 07 85 3a d7 83 42 9d 6b 41 al 2a 3c e0 €9 41 al 54 7b c6 20 9c 69 f1 al 60 b0 b2 Ob 3a 13 99 c2 1a 3f f8 4c 80
31 74 99 6a 55 f1 8f d0 c9 55 4c f6 03 d3 90 21 97 ¢9 35 60 6¢ 4d ea bb 70 22 dO cc f4 d8 83 68 bf 04 ff d3 e0 a5 bf b6 80
55 da 83 b1 90 81 73 61 cc 4c 58 0d 1c cd 72 8b 4c e4 d1 52 c6 5a 28 66 e2 de da 14 21 3e fc 40 8a 84 24 79 77 af 38 5a
e8 fd fd 1d 34 fd 2c 66 e7 99 60 bl 6c b7 ab 35 da 6a 17 bd 61 92 35 df b0 16 ba 01 dc Oc d6 59 fd 60 b5 ee 39 c3 f3 d5 c3
f1d9 a7 a9 24 cc 55 Oc 63 0d 58 00 c3 ac 4a 4d
Data Ascii: "Vz2U562BT_3gOI"mO+dcvc&Wr0jHhOdwg:BKA*<AT{ i :?L1jUUL!5 IMp"hUsaLXrLRZ(f!>@%$yw8Z4,f'15
ja5Y " 9$UCcXIM
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 353 IN Data Raw: ef be d4 cd 7b cf 4c 30 2b 53 5b 96 45 4d 23 3b d0 a4 6f 39 0d 12 3a ca dd 39 5a 4f cb 3b 67 35 bc 67 76 ab a9
eb 0d 5d bb 32 66 d8 31 17 Oe 7b 07 66 d8 da 9c d6 48 6a 1c 2c Oc a6 ef a6 31 89 fe 2d ef cd 96 b7 65 01 eb 44 5f 56 4d
57 f0 8d 05 68 83 21 18 20 9c 87 12 38 2d 23 7c 7f 46 56 6e 9b Of 42 3b 4e 09 b7 65 3b fb 7c 90 ce 66 64 6a b6 d7 88 77
79 68 7d 11 b6 6e 36 20 8d 30 ec 7a 34 26 e4 a4 09 64 c6 84 83 c4 96 ea 00 42 9b 36 5e Oc 83 a0 d9 73 bd de 46 04 36
e8c1 83 b8 24 30 30 f3 6f 00 16 0d b7 6b 18 3b 58 8e 66 02 a3 0d ba 9c 88 fa 58 c1 cf 22 cf ab 43 91 42 9a 3c 3e 38 88
d4 70 1b dd 19 5b 81 30 b3 1e b4 2f 08 df 7d 13 b6 28 2f d8 34 20 a3 de bd 83 32 {7 ff 1a 44 57 5e 89 el f3 c¢9 2a d9 7f dc
9c bd 79 3¢ 82 17 b3 e2 69 6e c6 49 33 cc a8 9c 39 63
Data Ascii: {LO+S[EM#;09:9Z0;g5gv]2f1{fHj,1-eD_VMWh! 8-#|FVnB;Ne;|fdjwyh}n6 0z4&dB6"sF6$000k;XfX"CB<>8p[0/}(/4
2DWA*y<inl39c¢c

2021-10-28 23:41:24 UTC 355 IN Data Raw: 3b 68 b7 2b ba d3 3a ae 4e 9a 54 89 fc Oc 21 86 52 a8 aa 57 5d dc 5d db de 9b 16 61 dd 1b 08 05 8a ae ac 68
5061 00 3f d5 04 11 c5 2a 30 88 b6 61 97 6e da 9c 48 29 f9 de a5 85 0Oa 4d 55 e3 a3 f5 21 35 ad 14 e9 81 de 3f 5e 67 e4
2842 c6 €3 79 c0 45 b4 ee d2 c¢5 00 f3 19 82 6¢ c2 6e b3 75 5f 7a 8e 3f 5b a2 2b 3c 9a ea 78 e4 c7 19 ee 3c 1c 80 87 b4
4a 7f 42 4d 84 ea 4f 5d 4f b4 93 50 b5 4d 7a 0f 2b 94 95 50 7c 08 al 88 9a 63 84 d6 02 56 ea 8d 10 82 ee 2c bf 21 0f 4c e€
54 e0 15 f1 38 cd e5 Ob 01 89 8d a7 25 fe 8a 23 6e 43 7b b7 26 cc a6 40 70 23 34 f9 a2 8f 8¢ 01 d7 3e af 9e 84 22 e8 25
36 9e 88 5d c4 ff 2b 69 53 32 3a 48 91 c0 {7 2e 50 67 5d b7 d1 b4 4f 7b ba 0a €9 58 4c 9b 30 f3 fO b8 83 86 74 b9 64 8f 23
86 c0 87 b3 64 38 70 29 83 5d 46 05 04 97 51 1f 7¢c
Data Ascii: ;h+:NT!RW]JahPa?*0anH)MU!5?g(ByEInu_z?[+<x<JBMO]JOPMz+P|cV,!LT8%#nC{&@p#4>"%6]+iS2:H.Pg]
O{XLOtd#d8p)]FQ|

2021-10-28 23:41:24 UTC 356 IN Data Raw: df dd 91 b9 2d 9d 12 3c de c¢7 92 73 5d b2 b8 9f 15 €9 34 86 63 9d eb db 3c 13 8f 5e 7f c5 f1 5d 40 f8 €8 04 9b
8c 5d 0d 34 ¢4 09 73 2b ce 50 f9 5d cb 21 86 bb 71 03 d7 cd 09 5¢ 61 60 51 7e 12 b7 0d 56 f1 9a fc 6¢ 2c 1e df ec 62 04
52 92 58 1a da ec 9b 5a 48 4d 8f d5 13 96 Oe 8f 4c df 59 ad b5 4c 09 36 8d fd 16 ad ab {7 c9 05 be e4 1b 33 13 el 5d 8d
a3 89 12 d0 e9 93 a9 e2 28 6b fb b7 29 43 f1 f9 36 b3 29 ce 57 cf b8 62 ce 1d 57 c6 48 9d 94 Oe a7 1b dc 8d b5 03 39 c5
29 a8 4a 61 2c b8 a5 74 01 86 ed
Data Ascii: -<s]4c<"|@]4s+P]!g\a’ Q~VI,bRXZHMLYL63](k)C6)WbWH9)Ja,t

2021-10-28 23:41:24 UTC 356 IN Data Raw: 20 4b 4f 78 f3 ea 64 ff cO 09 7e 16 67 c9 a3 43 d6 6a 46 aa a6 79 e5 7b 56 4a 7d f9 b1 e0 04 ef a9 fd fd 24 44
a0 d8 c9 84 3d 96 fd 2a 24 ed 9a 78 cc 25 5e e7 57 76 b2 86 d8 69 40 55 8f fd 54 60 76 12 62 a7 d0 41 fe bd 07 47 47 3a
6c d1 18 48 38 a3 ac d1 95 53 a5 a5 b9 ¢7 98 a7 33 dd 65 af a7 al c4 a4 d1 dd c2 b2 72 e4 al df 31 42 43 1d 1c 9d 8f al
b0 72 ed b7 8e 2e 93 16 55 d6 62 b3 df a2 al 4c 99 33 50 d9 9a c6 13 74 72 4f c6 5d 4a 89 6¢ 84 90 d5 79 e2 fc Oc 47 a9
1517 49 4b 40 15 75 b9 e7 a3 0d 3f 90 38 a0 da 1f 6e cd 6d 3e 67 88 4c 05 c3 54 4d c6 fO 58 b6 e2 09 85 a6 6f 9d 25 49
d6 e2 91 29 b0 62 74 74 ac 90 d7 a7 e3 50 fe 9e e5 2c d4 b3 7a 23 6d d2 c3 14 ed 2b 2b 3d e4 b6 7e f0 03 62 b8 85 5d 4d
77 34 47 ff e5 3b cd ¢3 66 ac ¢3 b7 b2 85 c7 61 62 37
Data Ascii: KOxd~gCjFy{VJ}$D=*$x%"Wvi@UT vbAGG:IH8S3er1BCr.UbL3PtrO]JlyGIK@u?8nm>gLTMX0%!)bttP,z#m+
+=~b]Mw4G;fab7

2021-10-28 23:41:24 UTC 357 IN Data Raw: d9 40 6¢ a4 ad 9b 51 92 8c cb 7a 6b 75 95 b4 39 ba 42 d7 2b 5f 4b 77 f3 35 39 82 68 f1 ae 06 e df f2 bc 96 9f
17 12 c9 c3 6¢ 16 ed b5 a4 b0 c4 54 9c ef d5 9d 45 b4 Oe aa 4a 98 8f Of 99 89 5b a5 ea 67 35 07 c0 80 0d 1c c5 94 0d 14
74 4c el 9e b6 5a ae 54 2d a5 9c c0 7b 5b 3a 6d 22 5a 90 4f c1 54 02 c4 09 42 cd 04 fb d7 73 34 8b 07 43 13 a7 bf a5 ee
15 8f 6a e7 77 da d5 ab 01 3a d4 dc 5e 23 f6 7b 08 94 e2 38 93 dd 6d ec ec 1f 6e 81 60 90 31 3f 3¢ 4c d4 c4 8d 0d 18 78
53 7f fa 87 ef e2 d9 29 6¢c 9¢c 08 d6 91 84 29 5e 0d c0 63 99 c2 6¢ 25 6f 70 17 48 bb e5 65 7e 0d 5f 06 69 97 ed c0 82 89
€7 75 66 9e 76 eb 3b al b6 63 d5 3f 9b 50 6¢ ea 94 d4 b8 42 08 b9 cb 48 e8 a4 59 1e 53 8b 35 10 8d ff 19 36 18 dd ed ea
23 47 99 d5 d0 15 02 bf 6a f9 d8 91 76 25 86 aa 81 Ob
Data Ascii: @IQzku9B+_Kw59hITEJ[g5tLZT-{[:m"ZOTBs4Cjw: {8mn 1?<LxS)l)*cl%opHe~_iufv;c?PIBHYS56#Gjv%

2021-10-28 23:41:24 UTC 359 IN Data Raw: df ac 20 54 35 bb 93 01 83 f0 a8 d5 d2 78 a6 3b c3 08 7a d6 8b 5a ad 40 45 59 8d 8a a8 1c 71 ad 97 1c 09 7b
30 9f de 43 cf b9 db 5b 7d ca 12 04 2b 27 20 ee ba bc a9 32 7e 35 b5 21 2d b8 06 eb 4b 87 9b 02 cb 2e 30 73 b5 da 70 35
25 6c af 1a 81 84 c9 bf af 4c 2a 6e b4 e4 eb e5 18 31 a9 dc 37 Of b5 46 6a c7 8e 90 86 06 f8 9e 6¢ 81 32 €9 93 de 40 75
ea d2 0d 46 65 7a a8 8a a2 4a 40 83 07 8a d2 f8 15 e7 30 33 2f fc 75 67 6¢ 97 23 a3 b8 1a 25 ab 00 bb fb d4 68 86 a0 6d
cf a6 4a 57 77 8a 55 76 5f be be 39 d5 0d c5 5¢ 67 53 ab 22 b3 95 ee 8b eb ff €6 1d 56 d3 33 89 51 96 f6 8e d6 20 da a3
b4 a4 f5 da ed a3 55 f8 80 02 96 d1 10 1b b7 d7 d6 60 26 Oa a7 ed d1 24 ba f4 34 10 07 7a 02 be 76 Oc db c3 ee d1 fe fb
90 ac e3 8e f0 3a e0 c1 e4 6f f6 8f 8e f6 77 59 8e 37 a4
Data Ascii: T5x;zZ@EYq{OC[}+' 2~5!-K.0sp5%IL*n17Fjl2@uFez)@03/ugi#%hmIJWwUv_9\gS"V3Q U &$4zv.owY7

2021-10-28 23:41:24 UTC 360 IN Data Raw: a6 7b d3 e0 fb 32 9f 5¢ 21 2fa8 a9 42 a5 1c al 21 7e 69 61 2d 1d 13 42 46 ea 93 5b 98 d8 a4 26 e5 el ae 61
119a5d 10 1e 8b 2b 3b a3 f2 4e 72 38 19 38 4¢ 53 b8 ¢9 41 5d 1f 24 cc fd 06 16 18 8e 5d c0 80 1f 15 95 45 0Ob f1 65 04
3a 97 5f a4 b8 e5 b4 34 90 c6 85 0d Oe 49 8e 4a 1f f0 4c a2 74 c0 28 92 b6 67 fb 1d 79 Of 76 08 Of 03 ce 2e 0d f8 1a 15 1f
b5 65 89 dd 32 9c b9 ef 8¢ 23 57 df 73 1c 69 bd 90 1d e5 fb 9e al 7f 0 30 b0 b8 f2 3b bf db 60 b8 3a de 88 6b d5 d6 77 b6
7f d8 3b 3d 3c 5a 3f 38 ea 7b f1 24 bd ¢8 3a 14 f2 52 7c 41 10 1c fe 3e c9 c6 5e b8 ff f6 ed el d6 91 c8 c0 b0 f8 44 Oe fe 8d
b2 f0 2f 98 07 5b 70 fb 50 Ob 8e 6 df 1f 8a 8a 40 36 2d c5 7b a6 ed 95 9f 98 54 8a 5f df ec ff Oc 7d 8d cf 72 Oc ca f8 66 6b
67 ff 97 be 77 96 4c f2 6b aa 4f f7 74
Data Ascii: {2\!/B!~ia-BF[&a]+;Nr88LSA|$]|Ee:_41ILt(gyv.e2#WSsiO0; :kw;=<Z?8{$:R|A>"D/[pP@6-{T_}rfkgwLkOt

2021-10-28 23:41:24 UTC 361 IN Data Raw: 8e ¢3 3¢ 34 30 42 58 b2 b5 05 db 4e 45 e8 6d d7 f2 1c a4 6b 02 ae 9a ce c9 Oc df 2a 5e 93 c¢1 55 e9 75 da f1
8b 4e dc ae 02 fa 4c €6 42 16 73 a6 76 8d 9b 79 77 19 d9 ec a5 3d Oe 27 8d 8c 61 30 96 cd 62 2a 08 d6 ae c9 5a 29 db 45
ef ¢7 1d bf ec 4c 54 ¢3 92 7a 7c 89 a6 85 a4 80 d6 56 a2 28 13 fb 04 96 Oa cf b9 bd 82 Ob 86 01 de 28 2f 32 2d 8a 14 f5
ba 4c 23 25 56 5a a2 54 e8 2a 38 83 ¢7 54 5¢ c1 10 57 ff 6¢ 12 03 bf e7 af 42 0f 75 5¢ c0 6a d4 07 52 94 89 1c 56 db ce
d2 71 da 2c 77 b1 23 b8 90 15 cc 5e 10 1a 9a 4d c2 ce e5 e4 dc 27 69 4a 49 fe 9a 53 44 d6 8d 49 0a 07 bd 03 54 4b a3 4c
bc 1b 57 97 08 3e €3 67 5d 0a b4 c1 ee 90 47 94 88 66 19 7 4e 2d d1 25 51 a4 9e 8a d1 68 20 a2 a7 1a 87 b4 65 75 c7
51 41 2a 82 70 Oc 3f 48 2e 03 02 2c 58 2b 8¢ 18 ab 34 76 7e
Data Ascii: <40BXNEmk**UuNLBsvyw="a0b*Z)ELTz|V/((/2-L#%VZT*8T\WIBu\JRVq,w#"M'iJISDITKLW>g]GfN-%Qh euQ
A*p?H. X+4v~

2021-10-28 23:41:24 UTC 363 IN Data Raw: 62 04 70 b7 5a cc b0 3c ec 36 37 76 5d 75 91 b4 bb 2c 2e b7 19 a0 ea 04 63 ca ab 2a 64 ba 87 cb 3f c1 40 ec
7ae3 58 17 b6 b3 cf 07 e9 6¢ 36 a9 95 a2 f2 e5 7a 3e c6 ab d2 29 47 44 11 48 ed 1e 73 ed 79 1f fd 3d 3c 8f 7a el 68 19
b2 f3 48 98 da 7b af ad 2f 29 7c 12 f1 ae 44 d4 2b 7d 01 7d Oe 6f c2 bd f0 30 dc Oc b7 ¢3 77 al dc bb f7 a4 63 e5 80 c7 21
0Oc 79 08 c2 50 05 50 Oc 5 b0 87 62 a9 23 5e 48 91 8e aa be b7 e5 85 3c a8 55 ff d8 fb d7 70 0a 1c 66 36 af a4 57 00 06
2f 53 d3 c9 23 cf c3 af el bf 50 9e 83 41 e2 a8 25 7d 97 f6 56 1b Ob 6f Od ba c9 02 ce 75 c8 82 e0 f5 5a 09 2 1a f4 96 ff
b1 3f 7b e4 2a c2 30 5¢ be a3 b4 da 78 f1 94 34 6¢ ad 18 68 87 07 1c 8b bc aa 98 27 9e 28 5 3b f4 c1 33 fc 66 f4 2a 50 74
c7 ad f2 32 2e b5 a8 7a €9 d8 03 d1 35 e3 3e 63
Data Ascii: bpZ<67v]u,.c*d?@zXI6z>)GDHsy=<zhH{/)|D+}}o0wc!yPPb#"H<Upf6 W/S#PA%}VouZ?{*0\x4lh'(;3f*Pt2.z5>c

2021-10-28 23:41:24 UTC 364 IN Data Raw: €9 d0 ca bf 3e 23 26 c4 ca 10 fd 03 1c 02 ad b1 f0 0d 5a 12 5d 31 dd c¢7 0d 3e d1 87 42 6d e7 df 47 97 5b f3 1a
36 8a 5e 84 2b e7 84 8e 91 49 8f 7f 83 8c bl 1c 15 6f da 27 ac 07 be 32 cf 26 3 c2 4c 8d 58 87 13 34 ce 1f 63 58 6e 36 d4
db 25 13 7c 19 36 c8 f6 74 9a 80 f0 59 25 06 48 08 6f b8 5e cf 2a 5b 99 5a 48 be 27 b8 ee al 82 32 2a ef ef bf 81 c5 58 eb
cc 2f bb 82 a8 €9 1d 09 f2 aa b6 5b c6 78 Ob c1 25 6b a9 ef 50 00 ef 13 93 47 09 53 30 78 9d €9 27 fc 64 31 2c da 1le 7a
04 27 7d d4 84 4c d1 fO f6 e2 02 99 a9 e5 ch ce d6 ca 3e 8b f3 82 8b 62 81 1b 44 03 7e d7 8a a5 e2 4a 22 47 13 b4 83 92
31 ed 8315 04 e2 d6 88 c5 4f 22 73 49 81 c0 12 25 61 d3 76 96 10 d7 e5 2c 74 al ed 63 5 fd bf 3e cc 8b f0 49 60 70 5¢
e0 8 42 36 34 45 f0 a7 4f af 7c c1 ed b6 e9 6e
Data Ascii: >#&Z]1>BmG[6”"+10'2&LX4cXn6%|6tY %H0N[ZH'2*X/[x%kPGS0x'd1,z'}L>bD~J"G10"s|%av,tc>I' p\B64EO|n
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 365 IN Data Raw: 3c 9d 20 43 a8 8f 13 01 3a 55 d2 f5 23 al ad 8e 5f 3d 8c e5 72 c6 cl ae 63 ch e2 80 88 ca el 09 dd 88 69 25
c9 7e cf €529 d0 dd 41 e7 68 Oc 1a fa e6 6¢ 96 ac 5e ef 30 f1 87 60 31 6e 94 bb 4c 48 52 10 29 27 f0 fa 88 5d a4 a3 d6
27 8f 70 4f e3 cf fa Oe 89 88 04 65 34 89 72 38 b2 2c c2 97 3d 38 bf 8c da 8c 99 70 61 0f 55 bc 07 ¢9 ¢5 d6 cd cc {7 fe e5
b5 47 al 97 a2 40 06 cc bl 8c d2 fa 4d 4f 38 al 1c 6¢ 7a 85 b7 99 11 57 bd b4 ce 8e 13 18 65 34 9c¢ 87 15 c8 83 6d 08 97
d9 40 f9 b2 65 51 6f 90 ad 4d 84 f7 5a bb 9d 91 f7 1a e4 82 bd 6b 72 9c 9d c8 5d a5 84 07 64 53 a8 €8 8c ec a9 e5 b3 43
dc 41 5f 92 51 15 6a 53 b7 64 11 4a 66 76 6¢ cd cf c9 62 20 14 62 b0 8b 52 41 6¢ 83 84 aa 3d 0a 73 ff e6 96 ed 90 99 fO
87 05 06 9a 46 33 54 a9 ea 65 b9 71 9e 72 5a df 73 e4
Data Ascii: < C:U#_=rci%~)AhI"0"1nLHR)"]'pOe4r8,=8palUG@MO8IzWedm@eQoMZkr][dSCA_QjSdJivib bRAI=sF3TeqrZs

2021-10-28 23:41:24 UTC 366 IN Data Raw: 5e a4 06 b4 16 5c¢ d2 72 d3 dd 3b bb 60 el ea da 9a 4c ba a9 6c eb d4 04 f2 18 ec 2d 76 cb Oc d2 68 dc 62 d9
8599 15 ca 50 7c 0a 79 c1 2d 58 db 04 c4 fd dd 5d 6f f1 dd 8a 17 1e 8b 2a 4f 02 32 e7 94 2e 10 77 72 48 31 8¢ 12 bf c7
d0 75 c6 a2 a9 21 9f 51 e3 1b 7b 17 fO 3b 8f ad 49 3f Ob 65 14 dO 7e ec 30 e2 e5 a4 86 6a 90 92 ae 4b 50 64 e3 97 23 e5
9b db a3 f8 02 23 7b 1a 3a 09 34 5e 82 69 41 ee 88 al c3 eb 01 b4 {8 ae 9e b9 e3 4a ae 6¢ ea 8a f2 4c 2a ca 77 37 3b 9b
db eb 3b fb 3f 78 78 bd 6b 46 9e dc 74 07 9c 14 1d a7 c0 80 d4 f1 be b3 52 34 3a ca f4 30 5e 44 ad 22 d0 02 94 6e 86 02
43 1d 83 22 13 91 Oc 0f 25 a4 4f ee 10 9a 35 59 ae cc bb e4 7c ab 15 16 be ¢3 31 c4 45 16 52 3c cc 3b e9 a2 83 41 2f 6b
6 94 38 4a 67 b2 51 ea b7 b4 14 0b 1b 46 d1 1a 21 5f 1e
Data Ascii: M\r;"LI-vhbP|y-X]o*O2.wrH1u!Qf;1?7e~0jKPd##{:4NAJIL*W7;; ?xxkFtR4:0"D"nC"%O5Y | LER<;A/k8JgQF!_

2021-10-28 23:41:24 UTC 368 IN Data Raw: 68 3f 6d bf 27 9a 78 2f 28 61 c2 81 4f 3a ef 39 91 4c 18 70 49 e7 7d c7 df ec 9e 4f 72 8a c1 c¢6 3a 7b 16 17 30
2e c3 d5 bf f5 7b 68 47 1e 8d 10 b6 ad 33 25 24 ¢7 59 e4 8f 18 3a a6 fc c3 e0 39 a7 1c e0 bl e3 53 f2 f6 88 57 08 7c 03 55
61 ac b2 17 cf de 87 7 70 d6 6a da ea f5 bb fO f0 02 12 3e a8 08 09 cf 1e 48 45 71 8f 20 dd 95 f3 fe 16 c4 25 3c da f2 1b
6c 85 3d c5 97 d7 a0 fe 2a f2 ce 26 39 ca ef 18 46 ¢9 12 8d 74 60 9d d0 91 35 5f 70 93 ce 3b 15 76 Ob 58 48 19 Oc 9c d8
86 89 1d fb 8b 45 f9 02 9e 92 99 7a bc 61 d9 a5 70 10 7c 10 36 90 f4 ee ef cb fe 39 08 22 67 c2 92 e0 Oc da d3 bf 10 4f 17
8 e4 ce 86 a6 c4 9a c0 5 fa 12 8a a7 7e 20 c4 ¢4 0d 67 1a 27 d1 25 43 d5 e5 df 10 85 95 92 33 9e 7d 85 67 54 ba 35 c3
b0 a0 b8 ff b0 f9 b8 4a 8a 73 Oc 89 c4 36 c6
Data Ascii: h?m'x/(a0:9Lpl}Or:{0.{hG3%$Y:9SW|Uapj>HEq %<I=*&9Ft'5_p;vXHEzap|69"gO~ g'%C3}gT5Js6

2021-10-28 23:41:24 UTC 369 IN Data Raw: 30 8e 10 d8 47 2b 8c 1f 27 05 02 97 14 89 c6 61 de 4e db f9 f3 17 cf 12 52 13 99 87 cf 82 47 52 c0 ff 63 59 7f
8c 56 7b 61 92 44 af f4 8b cc 2f el 2f 61 1a fe 1c 7e Oc ff 19 fe 10 fe 1a fe 14 fe 26 ¢9 9c 79 2f a2 2b 98 b4 2b 1d ea e0 78
f5 b5 72 12 56 ¢9 74 86 5¢ b4 5f c3 a6 a2 a4 9d eb 02 af d6 eb e0 80 fc b3 b0 04 b1 3f 93 7d ee 12 6¢ 41 fa 2e c1 05 1d df
5a b2 90 f3 74 32 59 96 b2 03 2b ec 73 69 02 15 da €9 2e e7 d3 b3 65 ad c1 ef 0d 75 d0 89 fc 11 29 c8 de d0 9d a0 04 el
c6 7b 6d c3 05 b2 46 31 ab 5¢ 09 38 e8 ¢8 2d 16 a3 d5 86 da bf df 3d 16 f5 30 a9 d9 e9 10 3b 90 aa 27 6b e6 11 b2 29 d2
6d 81 7b 12 f8 43 59 71 e6 41 e8 2b be 81 ac 4d 31 06 32 Ob b1 33 74 56 35 13 10 03 48 50 fO db 30 15 40 1c 89 01 c4 11
84 85 6e 2c 5¢c f8 b0 1f 32 54 b1 7f a2 1a 81
Data Ascii: 0G+'aNRGRcYV{aD//a~&y/++xrVt\_?}IA.Zt2Y+si.eu){mF1\8-=0;'k)m{CYgA+M123tV5HPO@n,\2T

2021-10-28 23:41:24 UTC 370 IN Data Raw: b3 74 f5 f5 06 bf 6e 40 05 52 f3 01 f9 7b el df e8 46 45 70 8 5f 02 c3 2e 6e 9d 4e 24 8d fa 20 2b a3 6e 18 b7
ce 5d 04 39 72 ca be e8 a5 7d 52 23 67 e2 7d 4a aa Oe 63 ec ed 7b €7 db 1d 36 99 7b d1 9d 76 a4 84 65 7c b7 17 8d 96
45 ac 91 69 37 d5 81 ea 12 af 28 d5 97 6d 82 b4 61 90 5f 64 ec 60 2e a6 c4 30 3f 7b 47 d7 f3 96 db 31 ae d5 c4 40 e8 dc
47 8e 07 07 85 3d 43 7e 40 9 c3 98 76 63 d2 5d 24 al b2 Oe 18 df fc c3 7a 9b 75 55 01 91 fe c9 41 3d 19 2a 8f 8d ec c0 bf
08 d6 8d 76 68 €3 8b ea ca 7b cd 7d d7 1d f5 91 c¢7 23 e7 ef ab 60 58 f5 b7 c2 cc 78 09 c7 93 ac ff 24 94 2a b6 4a dd 3a
62 bc f3 c0 b8 74 74 55 75 a7 c9 2b ec 96 d8 4f 98 bc f2 ec b6 bd 25 cd 3b 5 04 15 bb 44 9e €5 d7 70 ae 09 37 82 €0 b9
9 8¢ 28 98 71 b3 52 3 €9 d3 9f bb €3 04 a3 22 8d 12
Data Ascii: tn@R{FEp_.nN$ +n]9r}R#g}Jc{6{ve|Ei7(ma_d .0?{G1@G=C~@vc]$zuUA=*vh{}# Xx$*J:bttUu+0%;Dp7(qR"

2021-10-28 23:41:24 UTC 371 IN Data Raw: de 26 8d 99 62 e9 95 23 5a e5 83 d2 4f 43 9d cc df 06 56 3f 2¢c d8 cc 0d 97 2d 50 cf 2¢ 13 33 cb 9c Oc 46 d4 1d
f4 d2 02 c6 11 56 81 cd c2 b8 65 a6 28 e4 bb b0 51 d6 79 6¢ df 75 33 3b 56 96 6e 62 87 80 29 b9 31 02 78 78 b8 ba 90 36
8b df 3a ¢4 d0 dd 1c ca 4e 2b 77 d4 56 3e a6 df 5¢ fa e6 7c 3a bd fd 85 df 51 43 2d cO 78 8d 9a 8c 81 a6 4a bf b9 aa 23 ce
5a 3d a8 02 38 b8 d5 al a3 3c 2e 51 Oc 1f 57 8f 0a 6d fa 60 23 a8 b8 c7 da 7a b2 c8 bl b6 ac ce 9a 04 2d b5 ac 82 f9 fb
31 62 e4 54 2e 5b ca 26 f0 27 83 54 85 01 ed 23 ba 92 a3 4b db 37 1c 72 ad de f0 62 4a 68 7 c4 68 b7 5a 24 b6 7d ae 65
bd ab 1b dc 5a 3d 7b 8f 11 ee 29 1f ab aa 4a 67 5f 41 fb 2c ¢3 63 bb 38 a3 ba 5¢ 1d a4 42 26 95 76 c4 71 b5 c7 c6 5a 2b
10 f8 d7 88 34 77 20 d4 18 77 e2 6a bf c1 c3 b7 40
Data Ascii: &b#ZOCV?,-P,3FVe(Qylu3;Vnb)1xx6:N+wV>\|:QC-xI#Z=8<.QWm #z-1bT.[& T#K7rbJhhZ$}ez={)Jg_A,c
8\B&vgZ+4w wj@

2021-10-28 23:41:24 UTC 373 IN Data Raw: 01 23 3c f5 2f 68 68 8b a2 56 d6 19 d3 2c b7 d2 b2 ¢5 31 €0 ¢3 56 75 99 b4 18 30 79 6b 06 5b 4f 32 6e 55 79
ab c6 41 99 1d 6f 0a 12 24 c¢3 10 16 ed 2d 5b 66 bb fc 80 e2 5b cb a6 f8 41 d7 e3 1c 70 ca a2 f1 e8 b8 7e 89 db 51 d5 al
d8 14 a7 52 9d 06 34 c1 8f 93 c1 20 87 6d 0Od cd 12 14 c2 8c 30 ba c5 75 8a be e2 79 95 €3 81 52 1a d6 1b 16 2c a6 ac 95
84 3a 7a bl be e3 30 bb 33 f6 84 76 cc c9 04 06 6d 3e ba c4 03 2f fb c5 6¢ 01 6b 3 7e 49 80 97 4¢ b9 89 d3 1le ea 4d 4a
4b 25 f8 45 75 bd ba 25 49 9a 79 2f b8 e4 d5 90 0d 37 02 33 03 17 c4 4e 1d 4e 90 94 03 Oa dc 4c al e7 25 7c 42 de 78 ea
6b 1b 99 cd c8 e4 70 53 78 27 e6 69 68 d4 36 cf ea f5 09 d6 58 2f a3 al fe 93 c8 21 2e 36 8a 90 56 03 e4 e6 6e el de ae
d4 44 5a 09 46 c0 98 87 9a 13 3f 18 d6 5a ac 5d el f6 1b
Data Ascii: #</hhV,1VuOyk[O2nUyAo$-[f[Ap~QR4 mOuyR,:z03vm>/Ik~ILMIK%EU%Iy/73NNL%|BxkpSxih6X/!.6VnDZF?Z]

2021-10-28 23:41:24 UTC 374 IN Data Raw: 50 05 10 22 3f aa 6a 6b Ob 2f 5e 73 1e 0f 45 55 ff f4 69 b6 a6 0d b2 58 86 3d 31 cd 4b e6 d5 d8 d8 d8 3e 94 3e
98 69 50 db c8 e5 89 c2 af ed f2 f2 48 91 06 8b 4c b4 48 1b 35 82 bf 5e d1 2e Oc 84 3e 3f 13 e4 cd 1b 87 61 8d 2b c4 74
35 Oe bb da 62 f8 8a 0d 37 cc ed 8d c8 3¢ e3 fa 5¢ 93 21 99 73 a8 07 00 d5 76 bd c0 69 dd c4 f6 26 e5 ff 8c 77 e6 03 bf 5a
ab 53 3b f4 e5 75 54 a3 78 de 38 6d 1f 95 36 52 e6 45 53 ed 5a 47 42 f5 91 3a 09 af bl fO 5a a3 14 1e 24 45 54 6f c2 a0
58 b3 1b 00 04 45 7a 18 7d 7b 2f 4e 48 2d 15 db 52 4a 61 f0 26 fe 32 c6 c0 2b 63 66 b2 16 33 47 9a 01 d3 7f 38 8a ac 67
37 1391 65 08 d7 90 4d a2 a2 b3 ea 68 f1 d7 b6 ad 94 6d a3 78 27 c6 ce a5 89 55 cc 5f e0 4d 02 d5 27 ac 55 e3 7c fa b6
88 2f 90 a4 de 16 f9 94 Ob a8 be b8 7e d3 c9 0d 43
Data Ascii: P"?jk/"sEUIX=1K>>IPHLH5".>?a+t5b7<\Isvi&wZS;uTx8mBRESZGB:Z$EToXEz}{/NH-RJa&2+cf3G8g7eMhm
X'U_MU|/~C

2021-10-28 23:41:24 UTC 375 IN Data Raw: 73 3a 82 21 33 al 4f 7a d1 33 0d cd c6 64 66 c7 49 f2 73 1d f2 8b 60 95 76 6b 63 8a eb 8b 7c 35 2c ¢5 30 6¢
d8 f7 b5 a9 32 83 2b 99 9d 92 a7 22 8c ab 8d ac c9 68 d5 16 2e e0 69 1d 7f bd b7 d9 6¢ 35 c9 6d 27 47 fe b6 40 37 1b ca
42 a9 2ae3 8b f4 c5 ab ¢l 67 15 85 6e 6d 8b d4 84 a6 c1 9b 20 aa 16 92 1c 01 6b c3 ae 6b 81 36 c1 al 8¢ 65 15 a2 47 75
7b 83 81 47 26 b6 6a 30 63 fO fd fa 26 43 be 9d 15 03 81 b5 dc 58 6¢ 40 da 06 66 42 27 b9 5a a0 b2 5d d9 8c d0 66 93 b7
04 50 6d d3 50 de df f5 €8 69 3c 61 18 13 6b 5b 04 7c bb f6 cO d4 16 1f ae db 8a 33 52 75 21 d4 9f 1d e9 fb d9 f9 91 b7 05
€6 19 b2 21 89 1b cc 92 2c €9 d5 c¢3 b1l 96 79 2b 25 b7 99 6¢ 96 82 aa 3d 5b aa fa bd 2e 4d 8d 67 4c 63 4b cc 1b 34 18 a7
86 329502 ad e7 75 34 7a 9f b3 a7 51 13 9c fe b5 1b
Data Ascii: s:!130z3dfls vkc|5,012+"h.il5m'G@7B*gnm kk6eGu{G&j0c&CXI@fB'Z]fPmPi<ak([|3Ru!l,y+%l=[.MgLcK42u4zQ

2021-10-28 23:41:24 UTC 377 IN Data Raw: 3f 3c 0d b4 2e 12 13 3f 72 ba b6 ce 3e ef 60 44 a3 e9 c0 18 12 e9 55 05 df cf be d4 2e 66 28 cb 42 1523 94 el
1cca lc baa3fd 68 7ac3 b7 90 f1 6f 14 90 e6 ad 93 16 3a Oc f6 a9 c6 b2 3e 17 29 08 6e 9c 22 7a 3b 05 4e 0Of e2 fd 68 b0
3f 9f de fc 54 Oe 94 28 0d e0 71 b3 06 8b 71 ¢3 06 5f 16 4d 1a 34 eb 40 33 ea 1b bc da ac 97 5f a2 46 6f d7 61 48 22 ec 78
a4 65 f1 d0 Ob ff b8 76 06 el 51 45 23 bc 57 5d 05 56 01 a0 aa 44 ab a2 79 59 01 d5 d8 b8 2f bb a0 f8 a3 2¢ 1c e8 95 64
fb bf 5f 07 53 d3 a8 el d1 5a 48 Oa b3 ce 4d 69 ad 1d 43 ac 47 67 65 28 bl 6e 7 f3 69 e3 c6 3d af 11 58 3c ca 65 88 6b 60
f9 69 5¢c 52 5a 7a d8 b0 bf 6b 74 b2 78 ¢5 a9 09 b3 19 14 7c 22 be d4 15 88 d5 31 b3 3b 53 0f 68 b2 2a a9 1d a0 e0 64 6e
8b 98 c1 a9 26 61 53 39 da 1f 87 8b 05 1d 84
Data Ascii: ?<.?r>"DU.f(B#hzo:>)n"z;Nh?T(qg_M4@3_FoaH"xevQE#W]VDyY/,d_SZHMiCGge(ni=X<ek i\RZzktx|"1;
Sh*dn&aS9
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 378 IN Data Raw: Oa 5¢c 4d d8 al al e7 Oc d1 6f 15 b1 04 61 4c 4b ce a7 65 94 4c fb fd 3a 47 4b d5 83 d5 ec Oc ¢3 2a 98 4c 07 29
27 0c 99 48 dd 16 ec 26 47 46 d6 e2 45 7a ea 09 5e 55 1f f6 59 05 b4 ea 54 37 be 20 d7 14 4a ab Oc Oc 8e a3 d1 87 69 42
4b 6d 20 06 52 9a 9d 10 b8 01 07 0d 92 b6 29 37 b7 04 32 cb 94 2d 53 59 Oe 73 1d 01 d8 Oe cO da 9c 5¢ 5b 46 b7 4b a3
09 64 79 f9 ef 3d 49 6e aa c7 b6 2d c0 9b 41 2e e3 d5 f6 68 ae 05 7a 1b 52 bd 11 dc a6 5c de 8a 8¢ 6f 8d e2 12 c8 35 Oe
ad dd 58 6e Oc 66 75 3b 52 53 0a 78 fd 21 d8 Oe d8 5a e4 96 9d b7 bc Oe df 13 e7 7d 03 df c2 08 a3 11 37 37 83 90 25 a2
cl dl a6 eb b2 6c 9b 66 7a 8b f0 34 46 6¢ 93 be 2d fa 10 95 dd 6d 3e ee db 25 6e 9b ae 43 11 3c f3 Oe 83 7b 13 cf 2d 58
df ed 83 2d e4 cf 96 a8 dd be a3 50 97 07 9b 4b f0 56 48
Data Ascii: \MoaLKeL:GK*L)H&GFEz"UYT7 JiBKm R)72-SYs\[FKdy=In-A.hzR\o5Xnfu;RSx!Z}77%lfz4Fl-m>%nC<{-X-
PKVH

2021-10-28 23:41:24 UTC 379 IN Data Raw: 25 ce 85 52 00 a4 a5 11 b9 06 4c 6b c9 6a 81 32 2afa 7a 55 89 df d7 22 b9 69 21 a6 29 dc 58 1b 41 f1 38 6e
15 4d 9d 63 26 60 f6 fe 7d 13 44 ca 98 d5 1b a9 a2 da cd b5 b1 9b 6b 73 cb cb c5 b6 82 ac 78 14 ef 0d 65 ad d3 5a b6 31
a4 ca 2e cd 46 a3 5b 58 a4 ba 36 25 ca 67 5b ca 76 54 6¢ 0d 4d f1 a8 de 03 b2 ea 43 6¢ b6 31 98 72 33 4d a3 91 34 97 df
16 d3 60 d2 d8 0d 3c cf ba 70 8b 38 66 30 00 31 5 16 46 eb 27 9e ed df cc €9 6¢ 66 f2 cb 1b 1e e8 5¢ 88 88 cd 24 3a cO
05 9a 69 €9 39 d4 a9 4c 95 11 bd f9 c9 ca a5 94 c2 c3 d2 32 85 aa c6 fa fe 99 fa 6f d7 fa 48 41 15 38 ee €9 25 67 b2 d5 7e
5b 22 af db 4a cc al 86 af 6f 38 f6 79 80 85 47 53 f2 f9 7a 58 13 a2 b2 f2 6d 5a 32 34 1c 09 59 00 30 75 b4 7f aa 9c 5d cd
44 b3 18 72 72 ed d3 c9 35 5d fc 94 4e b6 d1 74 92
Data Ascii: %RLkj2*zU"i')XA8nMc& }DksxeZ1.F[X6%g[vTIMCI1r3M4 <p8f01F'I\$:i9L20HA8%g~["J08yGSzXmZ24Y
Ou]Drr5]Nt

2021-10-28 23:41:24 UTC 380 IN Data Raw: 3d 81 c5 cf 61 f1 57 29 8e 0f 89 ac 5e d9 5e ca 63 90 3a da al 41 70 12 d1 c5 c2 c6 e7 2b 85 b0 8f 25 8d e6 el
78 7a 1d 9a db 7d c2 fe 08 22 d2 56 08 c7 4f 90 c1 58 4a 9a 92 7b 8e f2 db 9d 80 22 71 7a be 8a 08 da 48 92 d4 db 8e 7e
€9 5b 2a 7d 9f 32 fe c2 2¢ 59 2e 41 ¢2 19 9f 3b Of 1e cc e6 21 16 89 06 52 f8 69 27 98 8e df 40 40 c0 a2 83 e5 72 e7 75 4f
bf 5 26 5d c1 fe 3f 78 a0 3e 7b 8a 93 db 6d c3 38 d9 4e cf 73 5f ¢3 44 52 50 c0 83 55 7e da Of c5 b4 7f ca ff f6 9e f1 bf e9
0Ob e2 c1 1d 9f 75 6¢ 62 fa c8 6d 3e fb e4 64 e4 bd 4d 1a 3d 4b 1a c5 53 a5 49 3c ¢5 06 30 8f 33 af ff 5b 9f b0 5e 87 1f 16
b2 60 ac f2 41 a8 d4 6b 7c 67 e0 da 41 32 48 a0 d9 2c 87 69 14 db d7 6f 92 31 be a7 8c 8a f6 6a f6 3e 68 89 4f 40 77 87
6 f1 dc b6 7c bec 0f 20 06 a0 00 40 00 38
Data Ascii: =aW)c:Ap+%xz}"VOXJI{"qzH~[*}2,Y.A;IRi'@ @ru0&]?x>{m8Ns_DRPU~ulbm>dM=KSI<03[*'Ak|gA2H,i0o1
j>h0@w| @8

2021-10-28 23:41:24 UTC 382 IN Data Raw: dc 15 fc 86 e8 f2 8c fa c3 de 07 f8 3d 5a 1c cf e7 f4 b6 77 ca 7e 7f 60 5a ba 37 a7 ec 8a ab ad de 5b 76 f1 69
02 b1 2e 68 c8 a0 77 cb 9f 9e 8a cb 27 fc f2 a9 20 a7 47 f9 5 19 47 b8 72 3a a3 49 7f 6a df 89 1c cc bf 45 b6 c8 2a 4c e8
58 d0 24 80 a0 8a 2d a3 29 9d fe 70 43 67 d0 71 eb 01 95 4¢ b0 1e cc a7 d3 f8 03 f4 17 2e 74 83 29 74 f1 3c e4 7c ee 5a
€7 16 97 00 3f ba Oa c2 ae 25 d8 61 91 1d 71 12 63 d4 6d 1f 90 d9 7c 34 9d 8f 40 4c 7f 38 38 20 60 Oe 2e 55 5d 1a 60 54
42 2e 8531 21 cf cO ed 7e 70 43 63 7f 78 32 8d f0 fc 48 7c 6b dO d1 c8 5d 2e 07 e7 16 70 db 52 46 eb 2b 84 c2 3¢ 13 42
af 5147 f6 9e 81 91 7c d6 79 10 20 a9 d3 5b db 21 cf 84 95 06 6d f4 15 2¢ 22 e8 a2 af ce 33 88 cf 1e 4c c2 1b 78 7c 69 3f
d3 02 72 df f5 20 e4 84 ce 84 73 a0 12 9b 92 00
Data Ascii: =Zw~"Z7[vi.hw' GGr:l[JE*LX$-)pCgqL.t)t<|Z?%aqcm|4@L88 ".U] TB.1!~pCcx2H|k].pRF+<BQG]y [!m,"3Lx]|i?r s

2021-10-28 23:41:24 UTC 383 IN Data Raw: c1 7f 79 d3 07 a5 41 3e bb 6f a0 d1 b1 fb 79 b9 Oc 59 76 10 24 b8 d7 77 db c7 bb bb cf ¢5 65 b2 18 13 81 72 6b
7 b9 e5 e9 1d 2f 97 11 38 3f 98 9d 16 b7 96 4b fb d8 6d f7 91 ba 31 ¢8 3¢ a3 f9 58 92 f6 79 77 17 66 ef 0d d0 6d c1 cb f3
d8 72 08 52 ab dc e6 53 Ob 3b f0 72 77 f7 19 92 f1 19 bc 8¢ ¢4 5¢ 75 5f 12 11 40 75 61 d6 a2 21 ef Oe 49 92 86 4f 47 58 4h
€7 6b 43 41 18 86 ee 84 88 45 a6 ee 8c cc 99 a9 e8 de b0 75 ba 88 fb 8f 81 6d al 3f 60 91 cf c0 62 76 7 51 da 47 9d d3
ff 86 49 d1 27 9f 13 dd d7 ef 70 80 2b Oe 86 9b 62 01 28 03 47 be Oa 41 14 3a cb 3b 2¢ 0d 03 ef f4 55 Ob dd ef 30 92 el 39
7b 2c b0 48 ac 44 c2 e8 c9 ¢6 80 13 45 d5 8¢ 11 9b 7d 26 77 ab Oc 30 9c d8 2f 8f 86 6¢ ad 07 64 89 Oc dd cf dc 4f 82 86
ec 2f 99 b9 39 8c 3c 6b 94 42 04 de 41 33 85
Data Ascii: yA>oyYv$werk/8?Km1<XywfmrRS;w\u_@ua!lOGXKKCAEum? bvQGI'p+b(GA:;,U09{,HDE}&w0/IdO/9<kBA3

2021-10-28 23:41:24 UTC 384 IN Data Raw: b2 1e cc 47 58 f7 8b f9 67 3d 7b 94 a6 74 b4 04 d2 68 f2 27 73 15 cc b9 al 24 87 a4 27 e2 15 de 89 c5 17 f2 55
€9 40 f8 c6 94 33 8b f7 7d 08 f7 c3 20 ad a7 54 6e a2 5d 93 49 36 18 44 9c f2 60 95 03 35 16 de 19 30 96 06 04 38 2e 93
7 93 5e bf c7 e0 4f dc 01 63 3d c6 23 93 14 2c d8 ab 89 eb d9 13 34 ce cc 6a f6 c1 67 57 Oc 8e 3d 59 2e 7d a7 e3 Ob 13
c8 a7 3555 6a 82 b9 68 dc c9 17 30 79 8b bd e6 al 38 23 23 70 Of 7a 41 5a Oc 1a c8 62 dO bl 4b cf 83 8b 1e 27 7a 9c 74
0Oa 6f ba 77 e2 aa 9b de ef 4f e0 a2 3f 21 2a 26 fO 6f cc 08 80 ab 00 ¢6 c9 65 d1 12 69 c0 ac 33 4b 85 69 24 26 dd 54 40 9
a2 cf c9 43 06 98 82 8d 13 2f b1 b0 d6 3d 80 3e 83 54 a5 d0 7c 43 87 7d ec fO c1 4f a2 a8 25 22 d8 cc e3 f0 07 Oe 03 e0
00 3f d8 35 f6 95 e5 62 25 49 62 f5 53 73 94 a3 bd
Data Ascii: GXg={th's$'U@3} Tn]I6D 508.2Oc=#,4jgW=Y.}5Ujh0y8##pzAZbK'ztowO?!*&0ei3Ki$&T@C/=>T|C}0%"?
5b%IbSs

2021-10-28 23:41:24 UTC 385 IN Data Raw: a0 0f 06 28 17 64 a0 6¢ 73 80 69 48 26 2e db 0b 10 00 44 32 49 3d 0f 59 6e ea 26 85 ee 86 87 e4 00 db e4 8b
59 d5 46 f9 a7 d8 6a a0 69 0d 46 08 ba 04 40 37 81 8 54 7a 03 13 cc 64 28 db 25 51 64 8e 93 b8 f4 3a 53 55 a6 ea Oa af
c3 6a dc 31 d7 9e fc 92 1e 04 75 bf da 38 ¢9 31 72 3b 56 23 b7 63 08 d9 10 f0 71 a2 15 d4 ac 7c 04 ee 72 40 22 2c 4d f3
24.8b 31 a6 Oe 38 03 7d f2 1b e6 7d 46 93 fe 68 32 e2 6b 3b 81 €2 c8 69 55 c0 6¢ 37 56 c1 33 17 37 1d ec 78 82 19 01 db
73 d4 8b 5c ¢5 29 64 45 bf 10 8c f8 9d 4c c1 30 f4 15 78 ce 7e ba d1 ee 6e 90 6e 52 40 40 dd 68 b9 Oc c4 2b b9 71 f2 f3
83 fb 9d 5f 44 22 f1 0d a3 9a a8 04 7f ¢5 57 94 3f 61 9c fb 06 a2 de 63 54 a7 b9 e8 5¢ db dd 85 5e 50 ac ba 2d d7 ec 06 5a
6e 65 55 44 ec 42 b6 df 2c 97 1e 84 d5 c7 20 f2 6f 30
Data Ascii: (dIsiH&.D2I=Yn&YFjiF@7Tzd(%Qd:SUj1u81r;V#cq|r@",M$18}}Fh2k;iUl7V37xs\)dELOX~NnnR@ @h+q_D"W?
acT\"P-ZneUDB, 00

2021-10-28 23:41:24 UTC 387 IN Data Raw: 65 1a 96 57 3e 53 38 b6 c8 62 3c 45 65 c8 8b ca 3e d8 e2 27 56 3d b3 1f €9 9c ea 8a 3b e4 2d ee 54 {7 f1 9f 53
2c 75 56 32 ff 6f 21 aa 3a 4d b7 ae 77 el b9 fd d6 3d c5 b9 a8 6¢ 61 f7 f7 0 b5 30 bf 7f bd 17 66 b6 af a7 cb 1b d8 66 87
4d 6¢ d1 b8 60 3f 3b 22 42 3b 25 3c dc 33 3a 8f 6e d5 65 12 61 ¢3 59 52 14 ac ca 5b €2 2b 45 06 c0 a3 d1 18 dc 90 17 ee
57 61 9d c9 bf 01 19 fc b1 c4 c9 90 30 df bf ba 4f 99 5e d1 cb ef f0 9e a3 2c 09 b7 21 02 05 2a 2f 85 Ob c7 54 8f ba 37 64
b9 fc 0a 41 07 d5 06 9f 85 ad c8 4e 16 91 3a 77 4f 5d cd 64 ca fb 7c 2f a7 b6 55 92 6d 76 7c 9a dd fd f8 94 18 76 53 1le 18
76 6e le 70 39 e7 eb 73 89 3b f2 9b 7b Ob 3f a0 f3 63 4a 7e 07 8f b3 3c 8e 50 7c 22 Oc 22 42 45 de 58 e7 61 08 9f ba e7
ef 49 ee c1 05 19 al 56 7a ea 48 c3 f8 d4 61
Data Ascii: eW>S8b<Ee>'V=;-TS,uV20!:Mw=la0ffMI"?;"B;%<3:neaY R[+EWa00A,*/T7dAN:wO]d|/Umv|vSvnp9s;{?cJ~
<P|"'BEXalVzHa

2021-10-28 23:41:24 UTC 388 IN Data Raw: f5 e4 5e ae 40 79 8c 6e 6f 90 cf 2b e0 6d c3 a9 08 00 8a 2f 3e 65 ce a2 64 67 ed 15 9c 8a c9 71 ff 2a 7f 99 cf
be c4 da 34 8a 6b ad 55 f3 Oe 65 7d ac e7 7f c6 a6 fc cf 6b 36 00 b7 ee d7 64 2b 14 9a a9 01 1f 97 33 50 65 be 92 b4 da
dd 3d e4 e7 d5 a6 b7 92 0d 4b cb e5 6d b2 el c2 6 9d 23 bf 7b 6b 2c 3b 4e cd 6d 5a 21 f6 4e 94 8b 10 76 54 31 4d 2a 11
93 9a 0f a7 fb 33 ab e0 2c 72 6b 5e 2e {8 b1 2f a5 5 14 9a a3 52 51 d0 2e fd Of ed d0 02 fd dc 1c b6 ad e8 03 ef aa 6f 2a
17 c4 4a 19 82 47 68 8a d3 62
Data Ascii: *@yno+m/>edgq*4kUe}k6d+3Pe=Km#{k,;NmZ!NvT1M*3,rk"./RQ.0*JGhb
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Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 388 IN Data Raw: 92 58 ee 52 2d 84 be bc 20 57 2e 1e 39 3b 0f 07 a3 05 38 20 61 90 46 3d e7 63 50 00 78 3e 07 fc e0 47 a7 b2
3a1d b6 c2 7e 05 36 05 ef b3 8d 3d 49 1d 1f 07 fb c9 Oe Oc cc 27 78 08 d2 75 f6 a0 85 6¢ e5 da 18 5e bc 56 dc 9a af a2
61 1f eb 61 85 af 11 48 5f 43 56 40 75 41 33 c0 2c e5 a3 d8 c7 51 Oc 2f 34 a7 43 d9 29 89 6f 3e 23 4f b2 6f 24 e7 78 ca 37
32 cfd5 03 3b f9 2b Oc c4 8e 7e 90 33 7b 10 5e ac 92 2a d4 1e cb 7a 53 3e 75 99 7f 88 79 f0 27 54 6a al c4 53 14 2a 89
68 07 76 fa Oe e5 26 21 4c {3 eb 4f d8 b6 8e 64 6f 82 9c 48 6a 19 8a c2 31 7e de 07 53 e4 fd 54 9c fa 72 5b 48 1f 8b 46 87
bb bb 83 cc 29 23 72 9f 4e fb 90 e8 c9 ff 90 65 9b 41 ed d8 97 cb e5 6b ac e4 24 03 ed dc 00 47 9e f6 8b 3a d5 cf 55 02 6
cd 95 80 7d 59 09 c8 8f df f9 8a ab d0 bc 13 0a
Data Ascii: XR- W.9;8 aF=cPx>G:~6=I'xul"VaaH_CV@uA3,Q/4C)0>#00$x72;+~3{"*zS>uy TjS*hv&!LOdoH]j1~STr[H
F)#rNeAk$G:U}Y

2021-10-28 23:41:24 UTC 389 IN Data Raw: d3 2f €8 Oc db de 72 89 67 4f 5a f8 15 36 fc c2 a6 fa 90 1e a5 ef 76 ad 39 0d 46 53 bc bd 93 6b 94 3c 82 16 fc
37 be 3e 19 70 7f 1b 5e 94 87 fb 79 74 2e 4f 19 5e 44 cc fd 91 8d f0 65 fc 16 88 €9 48 68 31 32 dd 74 10 92 23 a0 1f 1d 1c
10 b4 dc a3 48 d9 05 1b a0 62 e6 81 75 64 8f d3 2¢c da 1d 6e aa 52 5f 3 95 9¢c 89 32 7a e3 d4 fd 98 74 1e 8¢ 11 17 9b 54
ca 37 81 78 6a 92 8f 82 3e 07 06 fc 74 7f d7 85 a6 d7 a3 fO 86 b5 d4 86 a5 a8 65 1b 5a 8c 16 67 €3 59 7c 6b 6b 8d 79 3a
16 8f c9 b5 a4 02 c6 d5 a2 e4 a7 cf 56 20 45 b6 26 94 d9 1a 31 02 fc 22 1d 40 3c e3 ¢3 77 b0 44 4a 91 29 Oc d2 bd 2c 3d
96 62 49 04 92 dd dd 9d 40 da a9 31 49 65 21 3c 1la 76 23 16 ef 4a b0 29 75 07 8e 9e d9 el 63 6¢ 26 43 8a 03 4f e4 c8 29
63 25 46 48 ee €6 fa ec b6 35 1e 32 96 8f f1 34 21
Data Ascii: /rgOZ6vIFSk<7>p~yt.0O"DeHh12t#Hbud,nR_2ztT7xj>teZgY |kky:V E&1"@<wDJ),=bl@1le!<v#J)ucl&CO)
c%FH524!

2021-10-28 23:41:24 UTC 391 IN Data Raw: c7 85 1d 6b 8c d5 02 c6 72 28 b0 65 bb 1f 53 25 7 7b 81 6f 3f 18 3d 53 73 7c 23 da 87 57 d6 fd Of fb 54 31 97
2508 7f a8 f5 67 43 82 4a d2 8f 08 59 1b 2e 7b 7b 2e 94 60 65 d4 8c de f3 e4 28 86 79 ac 54 4d 7a a4 8f 5c al bl c4 1b
82 c9 el 2a 38 40 f6 6b 2e cf c2 cd 93 f4 34 80 e5 3f 81 38 24 47 c6 0f 61 43 1c e7 ff ed ab 21 ce 7c ce 52 d1 dO 40 d1 e5
df 91 8a ec 4c 6e cb 58 6f df 52 96 fd 4c 4f da c1 b0 44 1b 4f c2 16 c0 5d a8 fe 03 19 58 45 e2 c0 7f e2 5a ae c1 3a 8a 00
69 51 a0 bb 83 01 e5 4d 32 cf 6e af 88 8f ca 3a 7f bl 27 ee 2e e6 c7 e8 af 95 2b 41 cb 84 4b f9 97 72 d8 ed 60 03 68 38
Oa 7d 85 cf 8¢ a5 2f 81 2d fd dd 86 2e c9 36 5b 7a 7f 7f 4a f3 07 6b 16 77 52 b7 5f 10 f8 71 83 d3 7e 44 8f 2a bd 68 53 91
5d 1f 04 65 a7 19 97 6¢ 27 33 89 2d c2 9d d1
Data Ascii: kr(eS%{0?=Ss|#WT1%gCJY .{{.'e(yTMz\*8@k.4?8$GaC!|[R@LnXoRLODO]XEZ:iQM2n:".+AKr h8}/-.6[zJk
WR_g~D*hS]el'3-

2021-10-28 23:41:24 UTC 392 IN Data Raw: 09 bd 5b 77 cf f6 1d €0 d9 a3 3b f3 Ob a9 dd 99 5f 23 39 76 c¢7 01 42 b2 4a Oc d2 77 b3 05 b2 bl ba f4 ef 1e 1f
33 fd a8 a0 84 c0 ef 5b e3 d9 7d 9a db 4d 52 0d 56 73 2f 2c 6b 55 90 12 94 5f cd 55 9d 5¢ 1f dc 00 d7 da 40 8f f1 Oc 10 51
al 5d 75 bf bb f6 90 72 el e3 a3 fc 56 d6 b0 06 ad 82 e5 f5 ba 90 00 4e 5d dO 6d a9 54 76 b0 45 1c 97 b2 ae d7 75fl el
1 f1 d6 f7 9c bd 03 13 e8 fe c8 be 76 6e 4a 25 fc Of 62 8e f3 76 84 3c 48 3d b2 4d fc 58 63 3f 20 6f 6b f4 17 24 fc 9c a4 fa
27 de 6 6¢ 64 6f 5b 92 6d 92 60 93 e5 9a 89 c8 b2 3 25 dd d6 f8 91 60 e6 48 ae 32 dc 01 4f 2¢ 40 6e d2 9f c7 c7 3b 18 58
ff ae 2a 5e 61 62 60 8f 40 ba 41 68 4a cf €9 6f d5 85 eb 00 e3 66 52 68 3e 3a f5 f8 5f 7c 33 55 e6 aa 3d 18 76 7a 5d 3 fa
d0 78 79 53 bf 2f 6b 8a 8f 9a al 48 d4
Data Ascii: [w;_#9vBJIW3[}MRVs/,kU_U\@Q]JurVN]mTvEuvnJ%bv<H=MXc? ok$'ldo[m% H20,@n;X**ab’@AhJofRh>:_|
3U=vz]xyS/kH

2021-10-28 23:41:24 UTC 393 IN Data Raw: 65 3a 10 85 ff 38 df c2 f8 9f 40 8b 8d 02 db d4 34 03 8d 01 66 00 3c 3f 34 5¢ f3 a0 ee be 71 ea 6e a5 a2 db 15
93 5¢ bb 37 95 b2 fb c6 12 4e 2c Ob 12 6a ac 92 06 33 fe 68 57 6d b0 36 9¢ 1b 06 e8 31 76 fc 38 03 64 23 08 d0 b1 e0 2f
253817 69 53 21 f6 a6 1c 97 b5 13 10 27 80 56 30 ab c9 91 56 43 8b a6 a6 69 ba f1 24 43 f6 10 Oc 1b a6 a5 c3 44 9d 2e
01 dd 6f 13 7b 76 94 d6 47 73 f2 f1 ba 69 9e 6d 2d 5d 28 32 b0 22 34 02 12 b5 80 Oe le 98 6b 91 d7 e0 28 1a 02 4d af 11
63 0a 88 9e 02 a2 a7 80 e8 29 7a 67 dc 52 89 3b e8 6¢ ¢3 bd 9e de 18 53 83 80 55 €9 67 ac a9 68 ec a2 f6 9c 27 b4 c7 06
d6 a6 03 Ob 04 ed 62 93 4e d4 24 d3 f8 Oc 07 46 d7 70 al 5d 9d 9b 54 2e b7 7a 9f 1f 32 64 36 €9 ff 15 31 5f 94 5e 4c 8d 6f
0 fb 06 7e d7 fO fb 16 7e 03 f8 d5 e0 37 84 df 5f
Data Ascii: e:8@4f<?4\qn\7N,j3hWm61v8d#/%8iS!'VOVCi$CD.o{vGsim-](2"4k(Mc)zgR;ISUgh'bN$Fp]T.z2d61_"Lo~~7_

2021-10-28 23:41:24 UTC 395 IN Data Raw: 62 ac 44 cb 84 9b 9a 62 2c dd ef el 9a a0 77 37 d7 f1 1a 63 36 eb 04 9e a4 4c d4 a9 b2 f3 8e cf ca ff 95 de b3
92 03 37 58 81 48 4c d9 72 d3 34 12 4e d2 48 60 14 6e c7 ce 6e fb 48 ce cf 3d 52 80 24 8a 62 4e 04 35 3b 42 55 ¢7 89 dc
e7 c2 ffe5 b9 81 99 8¢ 45 5a ¢8 99 d7 09 a7 58 35 f2 da 25 9d 65 d5 c8 6f 77 23 58 49 6e 79 c4 0 11 fc e4 c4 a3 6f 72 c4
2d a7 1b 34 1c 63 d2 e6 le 14 61 ef 37 23 17 57 dc 67 e7 68 ff b0 e6 64 a2 00 74 d0 a3 4c ee 11 d6 59 73 f3 ac 78 25 15
9e a4 07 e0 3e 3b 00 c2 27 4d 2c 17 fd e0 04 08 ef 96 54 43 a8 Ob 04 34 4c 7 a8 bc 93 38 34 57 d2 30 11 ad 59 21 b2 57
c4 e0 6a 0b 08 c3 54 ee 37 99 dc df 08 57 6¢ b2 99 df 66 32 af 09 57 7d 32 99 41 66 a7 33 07 24 52 8e b2 75 ff 92 a9 3b
c4 ec ff 78 f5 87 2a 37 5a 49 99 02 1b 5a e0 00 f3
Data Ascii: bDb,w7c6L7XHLr4NH nnH=R$bN5;BUEZX5%eow#XInyor-4ca7#WghdtLYsx%>;'M,TC4L84WOY!Wj
T7WIf2W}2Af3$Ru;x*7Z1Z

2021-10-28 23:41:24 UTC 396 IN Data Raw: a0 ce Ob 94 91 40 87 9d 51 e3 1c c9 34 f1 5e 38 48 27 30 21 9e a2 17 ca b3 4f c8 c2 9b df ab f0 72 a6 c4 4b 87
8e 56 72 84 8e 7b e7 28 bd e0 3f 7b 1e 23 14 30 6b 6a d2 Ob 48 15 9e c8 df 9f 02 e3 30 bc 9f 2b ¢7 ac 93 36 a2 59 72 Of
80 3b ef bc a7 a2 f3 7d 9b c6 €2 d9 2b 7f 00 01 d6 3b 3f 47 c2 67 bf b8 9e 43 a4 88 a7 3¢ c0 2e 03 f5 ca 00 d1 b2 0a 59 ab
ac fd c4 3d 6f e8 47 50 5a 69 9c 53 dc 90 d9 67 4a 17 82 a8 5c d5 64 f8 57 9b ec a3 62 bc a3 b9 50 d9 dc ed 5f 6e Oe 74
8d 1d ad dd 2a 5b 6b 5a bb 5a e3 f6 69 34 0d 9b 3c ¢3 1a 23 3d 68 3f ee 82 67 08 a6 c0 Oe 78 9a 6a 82 6b fe d5 ee a3 99
be ab 39 65 f7 47 8a 85 9a dc 87 21 3c 1d 4f 6a 9c 59 e2 3b 9a 1f a9 7b bb 52 b4 4f 17 26 6b b8 16 4b 4b 78 e7 3a 8e 79
90 70 88 43 82 b4 a0 92 ae 21 16 7e Oc ea 37 al 4c
Data Ascii: @Q4"8H'0!OrKVH{({#0kjHO+6Yr;}+;?GgC<.Y=0GPZiSgJ\dWbP_nt*[kZZi4<#=h?gxjk9eG!<OjY;{RO&KKK
x:ypC!~7L

2021-10-28 23:41:24 UTC 397 IN Data Raw: 7d 98 7f 5e b6 2f db 63 c9 1f 1c bb 7f 53 ae 48 69 a9 31 4c 50 d1 99 Ob 74 ae ec €0 aa 3f 31 fd ad a3 38 bf 42
3f fa 50 ed 9d 9c e4 38 bf d5 5e 1a 3a 27 16 78 6e 6f d5 6b 74 14 9a 80 dc eb 4e 77 d8 le 8¢ fe 62 bf d3 c4 e7 2d 71 63
e0 bl 8b a3 59 3c ¢5 d3 cc 38 d1 ef 8a 18 dd 29 27 fc ef 05 63 79 d9 6f 35 46 ed bf df ab a2 3e 5¢ ae d0 11 53 d4 87 ef 6a
6e be c8 30 73 6e 17 d2 88 fe b2 59 ac 12 5e ff a4 af 75 47 7f 77 f5 €6 1d d4 ba a3 1b 17 ca ¢5 3d d9 68 d2 93 7b 21 31
c9 df 03 7c 48 4f 14 e3 a7 5d ed e8 41 43 6d Oa dd 17 fO c8 a0 7d d1 bb fa 49 6a a2 21 8a 9f a6 a7 01 dd 37 53 44 4f {7 4a
9e f8 51 d8 8b de a0 d5 1e fc 27 ba f1 f3 cc 3e 70 fd b5 e3 ae 8b 7a f6 43 3d 40 1f b3 87 66 31 10 a2 f9 3¢ 32 ac 10 60 3e
51 af fc 80 ee fa 88 96 d9 27 03 04 bc 93 c1
Data Ascii: }/cSHi1LPt?18B?P8":'xnoktNwb-qcY<8)'cyo5F>\Sjn0snY uGw=h{!1|HOJACm}lj!7SDOJQ'>pzC=@f1<2">Q'

2021-10-28 23:41:24 UTC 398 IN Data Raw: f5 da ba 01 4b 26 47 04 fc 60 84 43 cf d3 93 e2 14 d3 a3 29 8f 6b b0 a3 d2 77 8c da 6e 83 e8 a9 32 f0 82 53 dc
c8efba 77 cc ad 58 34 34 45 d4 70 62 27 9c 83 e2 6¢ cc 37 3b 1c 4b 89 43 33 0b 18 9c¢ 55 10 f0 a2 05 d0 9e 14 51 9a 63
cb Oe 75 18 ff 8¢ 17 4d €9 46 €3 67 03 94 4a 07 6f b8 63 8a d1 27 31 cb df cb fa 73 9e f4 e2 b0 fd aa 9e dd fe 54 c9 78 ef
7e 95 9d 83 a5 12 Oe fd be 19 a7 44 d1 90 52 89 bc 55 26 e3 cl 3e ca 0f 65 a2 4a d7 eb 07 6f 09 fd 78 20 dd 15 c4 1f d2
€0 16 b2 ff d4 0d db 01 10 1e c1 53 Ob bd 42 ab ¢8 29 1a 13 4b 39 26 92 a7 ae 54 8a ee 0d 48 7f ca c4 30 74 b9 57 7f 61
5c 8f 0a 5b a8 a4 87 bc 56 58 e4 09 fe b6 08 a3 71 34 a6 08 6b 45 e3 44 fe 53 78 15 51 a3 ff 2e 6e 45 2b 3f 89 5f 51 ec a7
71 1c c5 c2 8a b0 58 84 67 5b 89 e7 8c f7 38 8d
Data Ascii: K&G C)kwn2SwX44Epb'l7;KC3UQcuMFgJoc'lsTx~DRU&>eJox SB)K9&THOtWa\[VXg4kEDSXQ.nE+?
_QaXg[8
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 400 IN Data Raw: 9f 97 c9 5b 9d 2e 97 60 9c 2e f7 96 f4 14 12 bc aa 29 2a 2d dd 0f 89 Oe 14 e7 8d 5d 77 2a 26 16 a7 2c 13 c6
b7 2c 5e 3b 37 86 f4 52 39 bc d1 b7 22 62 4b f4 34 fd 9c d3 4b 9f 2e e0 8b 81 77 17 7a b8 23 02 d0 01 e8 el cd 08 b0 9d
4a 25 6e cc a6 8d a0 2f 96 3e 8a 98 30 56 €5 30 7a 88 b2 82 59 c6 2e al 3c 97 68 fe bd 4c 63 17 54 5c c6 fd 43 67 8a 01
64 19 c5 8d 05 08 40 55 3a a9 ae 36 c1 8¢ 09 58 72 cd be 5f 5b 37 37 52 6¢ 2e d1 92 3d c7 f3 9d b2 d7 0a 8a 91 8b c6 2b
d194 89 07 e3 9c 67 64 b4 ea a2 aa 2e 87 05 €8 e8 a8 ec b8 73 37 74 f7 38 74 e4 86 59 da 93 e7 cf d9 c3 b4 52 31 12 ed
bc 7d f9 2b cb 51 2a 71 2c 18 fb 07 7a 6d 9f 5f ec 78 91 61 fd ea 84 de 4a 22 f8 30 ba 77 92 71 31 a2 2c fe 5a 17 2b 6b 08
4551 bd Ob ¢5 09 58 5e 18 cc 84 14 1b 18 d5 74 74 ca
Data Ascii: [.".)*]w*&,,";7R9"bK4K.wz#J%n/>0V0zY.<hLcT\Cgd@U:6Xr_[77Rl.=+gd.s7t8tYR1}+Q*q,zm_xaJ"0w
q1,Z+kKEQX tt

2021-10-28 23:41:24 UTC 401 IN Data Raw: da 29 1d 43 a8 e0 59 92 fb 47 2a 15 47 d8 27 13 78 da 1a 97 59 81 27 54 7b 82 aa bd 00 09 2c 90 28 02 6d 38
7c dd 02 a8 ec 6d 02 f6 6d 54 83 ab 3f 70 43 05 3e 5e bb b1 c7 a5 a2 fd 03 7b 44 8b 45 fb ae 6f b6 60 Ob 8a ec d8 9a 30
51 8¢ 0f b9 7a d1 b5 15 57 4a ef 8f 8e 94 23 5b 8e ¢5 5b d2 8b 61 cb c1 75 4b 7acl 1b 13 0d 3b 1d af 34 ad 74 8a 61 d7
b3 7b 44 ec b2 25 3b e2 38 47 5b f2 22 01 9e 4a 97 02 18 71 ad 92 c1 8d 26 ad a5 6b 14 2f 1a de ce 69 f3 a8 bf c5 51 9c
90 23 80 5e d7 bc 42 af 85 8b 54 35 c3 ed d1 2e ee 92 3e 88 15 6f bd f6 cc 4a 29 d4 65 6a 99 al 39 4d 6f dd 96 ee e8 4e
a2 13 67 b4 2b 35 e6 ad d4 50 5a a9 al 34 a8 ba 72 6d df d4 61 72 28 e7 6d b9 b0 52 28 4b d6 al 1b ac 0a 30 eb e8 5d
98 49 e0 a0 Ob 84 57 43 79 c0 41 46 36 f1 2e f4 e4 8e 15 3a
Data Ascii: )CYG*G'XY'T{,(m8|mmT?pC>MDEo 0QzWJ#[[auKz;4ta{D%,;8G["Jq&k/iQ#"BT5.>0J)ej9MoNg+5PZ4rmar(
mR(KO]IWCyAF6.:

2021-10-28 23:41:24 UTC 402 IN Data Raw: 21 2c 07 54 b6 b8 2a bd 3e 45 1d ce 9c d6 77 e8 14 0f 6¢c c2 47 c5 22 ee e8 e5 {5 fc 06 fa 8a 3f e6 4c df 02 2a
a0 26 72 03 5a 0a 47 39 43 b5 15 a3 da 7c f6 8a 55 b5 a6 aa bc b1 31 cb ae €9 54 Oe 63 5f e0 91 45 23 73 b5 83 fa dc 04
35 c5 a9 be 4c 7d 7b 89 df 66 e6 fa ed db 97 f5 b5 59 5e 97 5e e9 6f de bc 7e dc be 7d fb ba Oe d5 6d 4a 87 bf 41 c2 cb c7
9 db b7 bf 83 16 62 fe fe aa Oe dc 5e 9e 9b bf bf 36 5¢ 78 d8 c0 03 f4 d9 e6 51 Oe €8 90 41 ae d7 f8 6f 73 03 14 07 d6 2f
74 07 1f f4 2d 50 24 b7 83 el 25 39 f3 7e c9 d0 1f a9 be cf 99 5e de c7 61 e6 {7 65 4a 15 1a b3 9d 21 53 94 2b ce 13 0d 4c
1c 8e 8e 8359 68 f0 45 d1 66 23 Oe 78 56 74 4b 74 c8 91 d5 04 4a fd 18 ff 92 22 90 9c 74 31 67 4a 9f f8 aa 38 9b 50 c4
14 e6 96 42 bd 11 d0 3 7a 34 9f 86 46 a0 5f
Data Ascii: |, T*>EwIG"?L*&rZG9C|U1Tc_E#s5LH{fY o~tmIAb"6\xQA0s/t-P$%9~"aeJ!S+LYhEf#xVtKtJ)"t1gJ8PBz4F _

2021-10-28 23:41:24 UTC 403 IN Data Raw: bd 34 34 d4 8e 65 52 d3 2e 0d c3 03 Oe 98 2f 40 ec 6b ¢3 78 23 10 26 e4 82 6f a9 b8 73 66 d6 5f a8 76 €9 bl
718e 19 a2 55 a9 d4 57 7c 77 37 73 8f c8 a2 62 aa 3f b8 d5 d6 f3 e7 f5 29 Ob 21 51 31 39 95 a7 d1 28 87 43 d3 b3 7e d8
c4 45 54 49 de 55 2f 3¢ 60 30 b2 7b 18 23 d0 d8 f7 28 fb 5¢ 7f 98 55 3b 04 7e eb f4 30 21 31 d3 d1 f2 9c ca 57 f9 47 83 3b
6c 09 91 cd 63 d1 18 d4 70 52 2e 6b 33 1b be 4a 88 d8 78 f7 5b 9d ee 8c 73 12 c0 cd 79 6¢ bl 54 3a 34 4d f1 c2 cd 9c 23
b7 54 02 13 85 27 5e 1f dc 80 34 9a ff 95 39 6b 5a 2a 4d al 31 e8 35 76 Oa ed b4 ab 84 99 96 d9 50 a9 da 21 9b d8 ce fc
21 bl 3e e7 f6 e5 78 21 22 de d1 bc a0 dc e6 97 6e 48 a7 55 f4 ¢5 ea 9f f4 09 48 71 b9 a5 d3 a4 07 47 f3 c8 3a 25 61 60
1f 95 97 9f 92 43 ae 80 16 8a a8 9e a3 32 05 56 25 a3
Data Ascii: 44eR./@kx#&osf_vqUW|w7sb?)!Q19(C~ETIU/< 0f#(\U;~0!1WG;lcpR.k3JIxX[syIT:4M#T*49kZ*M15vP!!>
x!"nHUHQqG:%a C2V%

2021-10-28 23:41:24 UTC 405 IN Data Raw: 03 30 51 28 20 4d dd 26 77 9c aa b5 a9 ac 35 5b a9 a8 ae c5 16 45 ab 2e aa 6b a6 aa de 2c dd c0 26 2b 55 24
18 359 78 39 al 56 d2 f4 23 cd f1 6d b6 6e 8c 6e b3 6f €3 20 d4 4e e8 7f 92 01 48 54 9d 04 40 a4 a6 dO 1f 34 a2 20 dO fe
61 46 14 c5 5f 53 e8 8f 3f 24 eb 1b d2 40 6d 82 c9 26 89 e5 f9 74 a7 5f a2 40 92 ef b0 82 83 7c 10 99 99 40 4c 76 cd 72
75 3c f6 97 a7 4d c8 d5 58 79 51 ae 7a ce 02 3e Oc 2c a2 86 40 23 1d b8 81 3e c4 d5 cd 02 b3 55 1a 81 a5 66 d0 51 12 fc
322890 bc 3d 60 22 ba da 2f d2 cc b4 ec e5 5 13 62 ec 1f ea 46 6e 89 56 ef 82 df ab 7d 4e 17 01 ab 4a eb 75 ea 89 e7
bb 17 41 6a fd 3f 50 4b 07 08 ae 1a bc ¢5 0d 37 00 00 15 c4 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00
00 00 00 00 00 00 00 00 09 00 00 00 63 6f 6d 6d 6f 6e
Data Ascii: 0Q( M&WS5[E k,&+U$5x9V#mnno NHT@4 aF_S?$@mé&t_@|@Lvru<MXyQz>,@#>UfQ2(=""/bFnV}NJuAj?
PK7PK)Qcommon

2021-10-28 23:41:24 UTC 406 IN Data Raw: 5a 4e 9a 60 2d 40 5a 09 01 f1 4b ba 44 33 13 29 7d c6 71 7a 42 ed 90 92 d4 ae 77 5b 82 71 44 75 05 aa b0 82
Oa a9 55 e8 1e 80 1b 86 37 al c6 84 f2 36 38 94 5a 39 86 b8 c8 97 1c 03 c1 5f d4 06 1c 76 31 65 85 a0 92 93 07 99 1d b0
f4 e8 6a 9a cb 2b af 25 93 80 e6 51 5¢ b1 80 4c 34 ca 35 30 14 97 78 46 c6 07 43 81 ca d8 48 6a 60 Oe af 81 f3 95 13 81
ed 46 55 44 e2 7c 22 82 45 b1 f8 d3 8e 8d 00 13 cf 23 fb 32 0a bd 56 d7 92 9c 4b 16 19 db fc 67 62 cb 8¢ 37 e2 fd 9¢ d7
cc 48 44 eb 3b 8b 76 a2 66 de f2 96 4d c5 7e c5 35 a4 63 40 16 ef a6 15 cf a7 53 60 69 1a 82 1f c6 d5 cd ac a9 ba Oe 3
4aeb 72 9c 40 97 f8 12 cf ea b2 06 85 61 dd ee b9 a6 43 3e 4c 10 67 al cd 00 36 ee 04 c4 bb ce b8 d6 b2 c0 99 e5 e6 al
05 91 85 e4 4f 82 42 00 42 70 d7 4b bb 2e 51 62 27 ae c4
Data Ascii: ZN'-@ZKD3)}qzBw[qDuU768Z9_v1ej+%Q\L450xFCHj FUD|'E#2VKgb7HD;viM~5c@S’iJr@aC>Lg
60BBpK.Qb’

2021-10-28 23:41:24 UTC 407 IN Data Raw: 6f dd 5e 91 59 18 ca 74 a3 03 af ec fa 08 b4 b3 29 4d c3 4b d6 72 23 0f a8 52 ff da 3e al e6 b5 7d 5a a8 d2 d7
72 40 9c 46 aa 8b f4 a9 4e ac 04 49 ba 17 dc 7b ab e0 ee d9 6b ae a8 02 eb eb 71 4b 82 ec df 53 3a af 3 94 9b 11 3d 84
d3 67 e4 01 29 03 da 7b b5 58 2c 41 b7 8d 24 0a f3 41 3a b9 9b d2 8a b9 5¢ 59 14 e4 7b 61 5f 55 2¢ 31 05 19 71 3b ec 9a
b9 27 9c fc 2f 16 ea 9b ae 61 Ob 5a 1b eb 2b c¢6 5¢ 2b 27 3c c0 22 3c ec 11 91 05 f8 a7 65 e4 19 8b 85 a0 b9 c0 d4 1c 90
c9 bd el c6 06 fe 5d 5f b6 c2 43 6a 1f 4d bd de d0 14 3f f6 6d 66 f2 5f a0 32 af 6a d3 53 24 07 d8 cb ae a2 ec 2b 3a f1 92
92 ac 6a fe 9c bc bb ab 6d 01 19 f9 d2 48 d9 a8 b4 bd c2 ce 9d 30 5b fc 00 13 e3 c6 fc 4e fe 7a 9b 59 e2 11 10 25 49 6d
€5 b9 9e d7 99 30 2f a4 f6 52 0a 2f c7 cd 1b d1 79
Data Ascii: 0"Yt)MK#R>}Zr@FNI{kgKS:=g){X,A$A:\Y{a_U,1q;/az+\+'<"<e]_CjM?mf_2jS$+:;jmHO[NzY%ImO/R/y

2021-10-28 23:41:24 UTC 409 IN Data Raw: Oc 62 60 bd 2c 4a b3 0d 87 42 bc 28 8e 68 bb 0a 01 40 2b Oe 62 20 2c 33 60 70 ec 24 a5 ee ¢5 69 Oc 02 9b bl
22 5d 50 9f 6d 79 d0 27 69 8b 5c a6 4e 82 c5 2¢ 84 27 ef 96 bf da 80 4b 34 4f 91 92 9a 2d 15 50 8a 02 f6 2b 7d db 11 Ob
0d 9a b4 3a 9b 29 20 b9 ad ed cc 01 23 26 3c 5f €3 53 78 e5 f0 9f 9d 3a eb 54 94 b7 df 12 ¢5 Ob c2 b5 35 8d a0 9e 95 7b
c1 e0 86 b3 d8 Ob cf 82 7d 66 b8 6d 9b Oe d8 b0 ad b3 c2 49 al ef 40 82 29 1a d9 56 69 ae db 46 67 1b 3e e4 1d 87 c3 60
67 79 bc db 49 82 07 99 d1 54 19 f2 eb e5 ad 2f 4c 19 52 dd 2d 2b b5 7c be cf 34 61 fb bf f5 40 00 31 71 7b 58 f7 b7 47 90
C7 46 56 1e 91 ec 38 ba 06 fb 93 80 7e 35 00 25 14 e8 dO 6e 1d 70 d5 c2 b8 d1 61 c5 b5 b6 4e fb be 6f b4 4a 1a e4 9e 1a
3d f4 c0 87 fa a6 51 e8 ac 8 22 65 e4 ad b3 34 21 29
Data Ascii: b*,JB(h@+b ,3"p$i"|Pmy'i\N,'K40-P+}:) #&<_Sx:T5{}fml@)ViFg> gyl T/LR-+|4a@1q{XGFV8~5%npaNoJ=Q"e4!)

2021-10-28 23:41:24 UTC 410 IN Data Raw: 3b 68 a2 89 b0 8b 33 95 d2 47 2b 7a 74 dc 92 fe 1d 54 88 b6 34 e8 cc 1a 49 69 83 4b 01 90 88 1f 4a d9 3c 03
c1 1237 a4 b7 84 03 73 d2 d8 3c cd 48 fa ab 7e 55 2f 0d ca 0d Of f3 26 9a ed 20 e5 fb a5 23 84 30 3a dd c7 04 81 5c 17
c9ele5fde0db25eedale26d71d534dcf5le 71 1b 86 8b 07 bd 20 ca eb 78 10 b3 de 55 16 56 2c d2 5 f2 46 28 64
48 6e 2d 30 0a 21 90 96 Oa ef cd 2a 34 23 1e df 01 b2 aa 38 ed af d1 Oe d9 88 82 61 3f 57 52 29 d1 Oc 7 fc ac 36 e2 Oe
818b 34 ab 11 db 4d c0 01 b1 91 0f 4c b6 e8 b4 db ca 21 {7 ab 6a 8d 42 8a 13 65 cb 72 3b 4d 2d 03 f6 73 62 aa ce db 19
b8 48 8c 55 fe 0d d5 5f ff ¢3 ea 9e 52 77 77 ¢5 26 2c¢ fd a8 c4 68 33 f2 €6 d7 c0 14 e6 9f 35 a7 09 7a 6f ef 01 8b Oa el 7a
77 67 05 45 e6 cd c8 5e 13 00 00 67 aa 4b 83 83 ¢3 11
Data Ascii: ;h3G+ztT4liKI<7s<H~U/& #0:\*mg4q xUV,F(dHn-0!*4#8a?WR)64ML!jBer;M-sbHU_Rww&,h35zozwgE"gK
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 411 IN Data Raw: 13 c0 36 fd ed 56 3f bb 6a 1b d9 56 40 7c 78 fd 5b d7 c5 aa 1a 7d dc d5 83 ee €6 73 a0 6¢ 1d 73 70 36 dc 1c
b6 cf b6 16 90 f6 f7 d6 d9 d9 70 31 8 db 84 df df 78 62 fe fc 68 dO ff cf 70 41 1d 58 7c d3 19 d3 e9 c5 7f 8¢ ad 90 b8 le 72
ca 5193 0b d9 07 57 c7 9b fc 3c 8e 40 55 ea c1 90 02 95 7b f7 9e a7 3b 42 8b 75 bc 9c e7 9e d7 89 49 6e 76 b6 d1 c2 43
93 74 4f 39 64 cf c8 c5 8a e2 b4 83 4219 15 8b 77 00 3d 75 03 08 51 35 21 23 e3 ea €0 45 3d bc f7 95 9c 5d d3 ee fO d1
83 ad fc ca 55 46 a6 9e 74 46 51 39 75 1c 4e fa cb 2d 60 cf 90 a3 57 4e bc 1a 9a d7 f1 e9 64 f8 a8 6f a8 3d e2 b5 00 28 3e
40 c7 87 a8 3e 35 5a 7a c4 54 27 03 ea 93 cc 71 ea 39 f9 a0 84 d5 8a a2 7a d5 35 41 b9 bc aa 37 ce 5d 49 d0 3b 26 df 59
33 8f 68 1b 74 32 b3 34 a3 48 fb 81 69 e3 54 4d
Data Ascii: 6V?jV@|x[}slsp6p1xbhpAX|rQW<@ U{;BulnvCtO9dBw=uQ5#E=]UFtFQ9uN-"WNdo=(>@>5ZzT'q9z5A7]I;&Y
3ht24HiTM

2021-10-28 23:41:24 UTC 412 IN Data Raw: 94 19 fa 5f 8b af 8b 6f 8b 27 9e d1 37 60 2e 9b ed 47 5b 52 c9 fd 0d 87 49 5a a0 d1 e2 d8 3e 78 f6 1a 68 cO 67
8f b6 c8 71 93 f6 d7 a2 2a 55 50 6f 5f 10 6e 5b 10 a2 29 4a a2 b6 57 d2 c4 bf 5 c1 43 6d c8 65 cc b3 1e cO b5 a8 17 90 11
99 00 f2 d8 a3 1c bb 26 19 Oa cd bb 1e 20 03 e7 c6 c5 c1 45 db 6f 3b fO 8f 65 f2 cO fe f4 6e 66 7a 02 cc f4 74 99 99 72 c6
76 c2 f9 f2 e7 06 fd 6e 59 2f aa da 60 f2 30 25 75 1a fc fO c5 43 65 a3 16 81 a2 0a 00 e8 80 24 86 ae f7 d7 cf 7a c6 e0 ef
b3 f8 6¢c 7a 6 a3 39 01 f7 21 ea b8 c6 a3 b3 le f2 Oc 19 57 a9 ba 7b fe d3 31 1f b5 c8 cb 6 ff cO 42 81 e fe f7 83 05 22
a7 c0 6¢ 77 d5 00 ab 24 a0 b1 b1 a2 35 41 06 38 01 51 €9 8d a5 b8 46 02 c4 34 5d 33 35 03 14 82 01 fc Oe 81 e5 e6 Oe
dd 96 ff a2 72 8a 76 2b dc 70 f0 24 8d df b7
Data Ascii: _0'7".G[RIZ>xhgq*UPo_n[)JWCme& Eo;enfztrvnY/"0%uCe$zIz9!W{1B"Iw$5A8QF4]35rv+p$

2021-10-28 23:41:24 UTC 414 IN Data Raw: f2 68 al de 34 65 31 82 cf 1e 33 3d 62 f9 d2 af 3b 9d 19 8d al 3f d9 6d 66 90 b8 be fa d0 el Of 64 26 32 92 2b
9e 62 8a 56 8d 3c b6 9e 18 9b 92 65 d4 7b c4 6b 42 49 43 c3 18 e4 be 93 d2 00 e5 73 d8 ed 9f 60 aa f2 ec 6f 58 15 e0 d1
59 ad e3 45 93 4e 02 7b 07 23 4c ed f1 e6 61 13 b5 5c¢ f1 6d 0a 50 29 40 6a e2 el 1b 20 bb 25 95 75 dc 8e 68 2e c9 3b 69
3 13 9d 58 46 €0 20 69 7d 4c 20 9f e5 51 6a 5d 9b 1b 9f a3 2b e8 e8 b5 5c 24 c0 7e 8c c4 ec 62 2c 6e 3a 1f a7 9f 43 76 85
01 d1 04 10 bf f0 60 5f a8 43 78 18 be 12 b9 70 47 02 76 63 c3 eb a0 9b 25 {6 94 1b 57 3c 45 97 ca 23 51 64 92 ca e2 cd
c7 8d 8d a6 a8 f8 ac 83 40 15 c¢7 d2 45 e3 80 12 8b 45 2d a2 7d 43 41 7e 20 57 2d 93 Of 6a b1 a8 65 e4 55 84 2d f1 90 d3
b2 1c 34 be 5d al 9f 1d 2f 4c 40 9b b9 41 00 e3 65
Data Ascii: h4e13=b;?mfd&2+bV<e{kBICs oXYEN{#La\mP)@] %uh.;iXF i}L Qj]+\$~b,n:Cv’_CxpGvchHW<E#Qd@EE-}CA~
W-jeU-4]/L@Ae

2021-10-28 23:41:24 UTC 415 IN Data Raw: b7 16 45 cf f9 9f 47 f6 63 c0 5e 58 b0 b5 ca 5¢c a8 13 ¢5 d5 18 69 3f c4 07 e0 72 d8 e4 fd 28 f2 b3 84 32 af 8a el
3424 16 fc a8 ee 29 19 ed bd 33 aa 07 94 83 24 1c d1 48 86 94 c3 6f d5 ac 4b 67 ad b8 da 84 c4 1d 9a 2f 53 37 07 f1 60
9859 71 05 3f aa 61 le f3 1b ff 42 7b 2a 86 ee f5 6f 33 13 ed d2 45 0a a8 17 62 54 07 el 78 1c 26 7d d1 a3 59 4b b6 84
26 a3 d4 ba 98 f7 7b 26 fe 90 40 4d 1e 31 ea 01 b9 13 81 40 8a 57 8b a9 65 60 8d 67 a0 f5 30 34 56 a0 44 5a 4d b1 a8 7d
fb ca 31 0542 92 79 8c 11 7e 27 2c 1d 45 9e €9 10 d9 9e 19 10 b5 0a 86 35 8c bc 1b d3 25 95 41 9b 1e f9 39 35 fd cc ea
bd 14 e0 eb 27 7e 1e 2d 53 c4 10 1e 49 d9 4e 09 le fe ca 41 6¢ e7 a6 bl d4 af db 9b ba 2f 60 d5 0a c9 b0 7 12 3f 24 52
78 a2 8¢c 72 09 d2 82 6e b8 ca Oc 7a 7c 9d 94 40 8d
Data Ascii: EGcX\i?r(24$)3$HoKg/S7"Yq?aB{*03EbTx&} YK&{&@M1@We'g04VDZM}1By~' E5%A95'~-SINAI/ ?$Rxrnz| @

2021-10-28 23:41:24 UTC 416 IN Data Raw: 40 98 89 88 dc b6 2b ab cb €9 b2 72 ba 03 76 ed 32 fe 55 ec 16 14 15 31 28 5a 01 13 aa 1e 8b 87 bc 11 ae fa
67 1e 08 9a 30 e6 df 31 ba 9f d2 40 a7 d3 19 03 85 68 f1 68 cc f0 32 2c 2a 60 5¢ 66 Of bf f9 a0 96 85 1c 77 c4 fO b2 e4 35
a0 ca 2c 1d b5 c6 el 24 4c 45 45 b3 1c d6 d4 1b 6a 8d 20 dd 69 02 a9 f2 b5 a6 55 01 a7 73 ab €3 8a b8 d3 Oe 7e 37 61
2d b7 77 88 d8 d2 02 7c f2 5b 85 56 69 a4 74 8a af 0d eb 18 da 41 94 ed 17 86 70 f1 1d 5c f2 a6 61 a0 78 2e 01 cb 0f 8b
7 ¢6 37 38 82 db 6f 9 eb aa f5 1e Oc 2b 9f 72 79 5b 97 ff 05 b6 Oc b8 47 el a9 ¢3 67 91 3b 06 71 70 bb 61 ec ce c7 a8 08
€6 bb 54 2e 51 be eb 61 8d 7e ef be 2c 2e 56 dd ba 05 36 51 a3 ad €9 95 Ob 59 b4 53 5a ec f1 08 d8 e3 97 af 2a al 46 ba
2f d0 e5 5c Oe 80 b4 a4 f3 95 6f 63 d0 50 4b 7a 60 14
Data Ascii: @+rv2U1(Zg01@hh2,*\fw5,$LEE] iUs~7a-w|[VitAp\ax.780+ry[Gg;qpaT.Qa~,.V6QYSZ*FAocPKz"

2021-10-28 23:41:24 UTC 417 IN Data Raw: 58 72 b6 45 7 ef ce c8 e3 d6 2d 97 bb d3 1a 16 €8 04 78 cf 19 0f a2 80 e4 e0 73 c7 4d 12 34 17 da ae a9 b9 40
ac 12 99 c9 9f 39 13 87 Oc 20 b5 32 19 63 f0 bd 81 a5 73 cd 20 a8 f9 8f e0 55 9e 9a 43 58 10 60 e4 53 d7 30 cf 3d dd 23
1a 8d 43 ba 89 07 c1 e2 15 3f 2d b8 a9 2d 55 e2 77 81 30 8c 28 ff fa 12 09 02 fb d6 65 e3 f1 8c 7a le ec 1f 18 25 bc 7¢c 10
2f lacl 97 64 86 9e 37 32 e7 44 bc 40 4e 84 19 53 48 8d 30 71 aa 11 3f 86 €9 38 c0 al 58 Oc 53 c2 97 57 fc 45 23 62 61
4d 4d fc 6a f8 @9 2e al a2 98 1a 3c ee f3 47 8d 70 ef 36 33 77 72 5b 8b 41 53 32 35 fc ab 11 dO 78 45 67 f0 20 3a 13 df 02
4b b9 79 7c 9e b0 09 9d 99 1a fc 1e d0 99 46 fO de 7f 00 85 2f b7 f1 57 23 1c f5 4c 8d ff 60 3c a9 2a 36 21 27 2b bc 39 a8
ad ed 9c 9c f4 f0 08 80 e2 5a a3 03 23 3e a2
Data Ascii: XrE-xsM4@9 2cs UCX S0=#C?--Uw0(ez%|/d72D@NSH0q?8XSWE#baMM)].<Gp63wr[AS25XEg :Ky|F/WHL <*6
'+9Z#>

2021-10-28 23:41:24 UTC 419 IN Data Raw: de 3a 55 f6 af e2 3e f9 3e dc 6¢ 3b 38 bc 2a 9e 2f de 8e cb fa 6a 9¢c 19 e5 72 d8 40 d7 el 74 3f 6f 2b 68 Oe 62
74 bl a7 b7 el b5 6f dc ae ad 16 ae 07 8c ab d0 93 89 3e bd 3f 33 18 d8 f9 10 17 82 2a 59 5b 61 18 ed 4f 60 ee 4c fb 29
bf 42 d8 0d 8f €5 ec 99 ea 74 9a 26 ed 36 42 1b 95 b6 34 9f c1 24 5¢ f9 59 69 99 1e 3a 2e 04 cf 7f 71 ce 97 54 f9 32 dc ff
22 9f 8f 68 1d ea 21 b9 f6 4e e8 b2 4d 27 e3 23 e3 ff d8 0a 37 94 fd a9 b5 86 5e dd 07 27 ab 8d 12 9¢c b9 81 92 7e a4 38
b2 c3 ¢3 41 dc e3 d0 47 be db 7a 8d 6¢ a5 b6 4d d0 ae dc bb bl 97 6d 82 94 56 c8 ff 6e 16 b6 fa aa 3e 41 9f 84 55 15 1c
cd 4a 88 9e 06 a3 70 fb ab 17 77 a3 b9 82 a6 al 25 4c¢ 07 1f a6 b8 d9 d9 7f 5f 56 dc a0 b0 da 51 d9 4c 98 bf 6d 95 d3 99
3c c7 21 dc fl1 da c4 cd 35 b7 8a 3a 1a ae b9 40 93
Data Ascii: :U>>I;8*/jr@t?0+hbto>?3*Y[a0'L)Bt&6B43$\Yi:.qT2"hINM#7~'~8AGZIMMVNn>AUJIpw%L_VQLM<!5:@

2021-10-28 23:41:24 UTC 420 IN Data Raw: a4 8f fd 14 Ob 18 35 d0 11 27 03 1a 90 ed ac 8b 68 ac a9 08 21 8c fc f5 17 b6 6e da bf 6e 6e 0a 13 8f 2b 11 b8
9b 9b dc ec 0a a3 67 67 97 9f 4f bd 76 00 c3 1a 7c 80 bb dc 29 49 61 96 f9 66 0d 8f cd 69 28 4c Oe 85 8¢ fa 24 d2 2b cc el
50 07 d4 bf 45 c5 6¢ bb 7b a8 d9 f9 68 78 76 3e 29 22 8a df 3e 1d e3 7e 10 la 32 93 9f 51 36 b7 3a 63 fc ce 23 bf 68 9d 14
ea 5a ce 3b 2b f6 5b a9 43 6e b2 25 7f 53 c1 af cd dc c0 51 6e 8e 9c 17 a8 6f 3a 9c cf b9 cb 61 c4 24 c7 73 8e bf 87 04 02
€8 96 00 ab 57 f1 a8 ba
Data Ascii: 5'h!Innn+ggOv|)lafi(L$+PEKhxv>)">~2Q6:c#hZ;+[Cn%SQno:a$sW

2021-10-28 23:41:24 UTC 420 IN Data Raw: dc 09 95 d6 a2 60 b3 49 ca 21 d7 48 98 85 9a 99 90 38 5¢ 71 18 41 67 4c 40 46 12 fd 5f ac ¢5 34 08 2¢ 91 d6

d8 4d 37 1b 82 95 dc c0 48 bf 82 73 96 02 7e fc f2 9f 2a 44 02 41 5d b6 94 c2 c3 44 17 Oc 00 88 21 f2 6d 5f 6f 98 42 c1 a2
95 40 e6 19 8f 5b 9¢ 74 79 86 39 7d 2d d8 7e 45 34 d9 e9 fb 66 c9 7c d0 40 ae 94 54 a0 b1 1f 42 2a b8 d9 3a d6 ad ae 92
d2 c6 a7 b8 18 f9 cc e2 ac 3f 1a 0d 47 fd c1 3b fO bc ed d3 fe e4 6a 3a be 78 8b 79 1b 14 dd c1 46 68 08 ce 82 c4 d3 a8 f5
c1f8 a5 50 90 18 Ob d2 65 80 b1 dO ff 38 3b 48 73 63 0a 79 ca 4e 55 ca e8 67 04 69 db 56 a0 52 6a d3 00 3d 27 d2 f3 2a
da 16 90 89 87 c7 74 78 8f 0a c4 1d 6f 57 84 8f fd 6e 6f 38 1d 9f 0d 87 93 7 83 de 78 5¢c 0d 34 7e 05 15 80 f8 c9 24 d1 2b
c8d7 96 3e 90 df ab 05 d1 f7 d1 76 19 a7 5d aa

Data Ascii: I'H8\qAgL@F_4,M7Hs~*DA]D!m_oB@][ty9}-~E4f|@TB*:?G;j:xyFhPe8;HscyNUgiVRj="*txoWno8x\4~$+>v]

2021-10-28 23:41:24 UTC 421 IN Data Raw: 5f 6f bd ba d8 b3 ed 5f 45 89 32 15 af 7f cb 21 b2 e7 62 6¢ 5e 47 ee ab 1f f5 ba 91 d3 Ob 3b 9b a2 62 84 9a 29
cb 76 11 8e fb 6a c5 7e 8d cO 29 b9 4b e6 5e e3 2d dO 88 9d e4 cf 22 47 d4 18 ea 2e 4f 65 f1 b0 19 5f da 2¢ 01 43 e8 ba
6b d2 11 dc bd 7e f5 3a df 92 2a 4e 1b 16 Ob 48 20 f1 22 b8 c7 66 el 82 08 68 4f 5e 29 16 d9 82 c7 bc d7 4e 81 fd 84 a5
4c 31 ee e5 5e 32 62 51 04 f1 bb 38 9e bd 85 63 08 30 e3 09 7c 86 81 9a 01 b1 21 de 99 25 8a 5a 2f 66 a0 be bc 81 4f 7d
7709 da 95 b4 9d 41 64 01 11 10 98 11 84 ac d0 40 aa le 6f f6 96 37 90 17 cc e4 69 69 ea 83 2f fc 93 79 2d c¢5 56 72 cd
52 25 e5 ff fd d5 ¢7 cd 16 17 ba €6 77 83 f3 f6 04 28 34 10 95 e8 9d 13 4e ed c8 59 73 b6 41 64 5f bd be af 91 8d 7b 83 ee
f4 74 18 ae 14 03 2a 2c Ob 87 8e 04 92 6a 45 f5 f2
Data Ascii: _o_E2!bI"G;b)vj~)K"-"G.Oe_,Ck~*NH "fhO*)NL1"2bQ8c0|!%Z/fO}wAd@07iily-VrR%w(4NYsAd_{t*,E
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 423 IN Data Raw: 7f 7f b1 58 48 86 €3 18 13 22 69 ce 74 df 77 9c 89 b7 3f 26 44 57 15 ed 91 c¢3 b9 18 f2 1b 98 05 43 52 66 b3 c9
Ob af 8b 30 83 2d 32 f1 c8 2b ac dc 1e b7 3f 71 14 5d fa €9 9d 72 f5 b1l e3 f2 38 e7 69 ce b2 73 8a a0 ca ca ed f4 5e b4 e7
b0 fa b2 ba 5c¢ 6 14 98 3c 4c 4c df 93 89 ad 39 3a b9 19 74 9a ce 74 e6 d8 c0 6b 7e 2a ec 71 32 b7 b7 al 45 85 96 1d 4e
a8 2b f2 2f 83 1f 1b 3c 11 44 6e d8 1c 74 ae 47 1c 15 Oc 9c a5 df f0 81 c3 ea dc 27 3c 47 65 83 13 41 38 c6 b2 a9 a3 f4 40
ad 82 ef 44 52 1d fd 05 27 42 6¢ bd 69 5a 13 9d 57 84 d5 aa fe c2 73 a0 27 6e c8 09 00 b0 60 c5 40 72 cf 43 de 88 9e c1
a4 d5 4f c8 ba fO ea 9b 96 27 fd 94 €9 ¢3 64 8f 39 7b 4c 61 16 93 9e 32 25 ec 75 c2 1e 06 7b 34 34 99 e3 ea b4 €8 04 e0
ec d1 94 b7 8b 2b 3a ce dc 90 35 d3 75 a6 44 b2
Data Ascii: XH"itw?&DWCRf0-2+2q]r8isM\<LL9:ttk~*q2EN+/<DntG'<GeA8@DR'BliZWs'n' @rCO'd9{La2%u{44+:5uD

2021-10-28 23:41:24 UTC 424 IN Data Raw: 6e d0 el 94 9a 8c 3a a3 98 c4 e4 6a 7e 4d c9 3f bc dd c4 4d a9 15 fb d6 69 31 e6 af c4 Of cc 98 de Oc db 89 45
04 49 4b 28 70 b3 13 6b 4d 72 21 ba fd de 05 ea 7b 44 f6 20 28 82 3d fa 92 82 3c 8f 65 fc 12 16 a5 3d 88 38 d7 8b 64 ae
01 f3 1c 5¢c b4 47 d1 aa 37 bb 8d 61 04 d7 89 d9 39 fa c1 66 cf bc 7f c5 94 5f 57 f5 ad 30 d2 c8 a9 26 04 2a af 10 9f 7d 81
fO 77 5b 1f f3 55 41 70 89 3f 77 ed db 82 48 ff df d3 7e 10 72 99 92 a9 78 fd 85 7d ed 3a 33 e2 fa 2f dO f1 54 31 6f 95 fb 1a
06 62 34 5e 0d ba e6 d4 fa 61 05 1c ba 93 be fa 93 68 be 4 48 5e 3c 5e 31 85 20 28 c5 98 14 ¢9 60 db 93 26 c¢7 23 a9 b0
bd 41 40 b5 7f 77 77 5b ¢8 57 1b f9 73 25 3f be 7f 3d 5¢ dd 79 a7 fb 10 26 d1 66 35 db 5c 14 2b 00 90 6e 97 d8 ab 2a b9
64 36 51 34 c2 ef d7 6¢ c7 bf e3 f9 db bf ef
Data Ascii: n:j~M?Mi1lEIK(pkMri{D (=<e=8d\G7a9f_WO&*}w[UAp?wH~rx}:3/T1ob4 ahH <"1 (*&#A@WW[Ws%?=\y&f5
\+n*d6Q4l

2021-10-28 23:41:24 UTC 425 IN Data Raw: a3 91 d3 89 0f dc 25 3a a0 8f 54 39 1la a7 f1 4f e3 88 cc 60 al 73 5¢ 2¢ 7c 8a 4e 7d c2 c2 15 70 3a b0 be 40 8c
04 9b dc 24 4d 48 a7 9d db 4c cb Oa ad 6a Oe 8d 7d 48 Oc 58 27 d4 18 67 9c 43 5c¢ ff 87 f9 d0 al 63 7a e3 d9 9d 25 77 1f
60 €9 c4 14 95 94 66 c5 4e 4f ec 13 a9 39 cb 6 7c ¢5 d6 90 12 94 3e 1d c5 €9 4a 99 81 cb 13 87 0d 4d 33 dc b7 7c f7 e5
15 d8 e8 50 dc 29 bd 12 6f f1 40 49 58 69 28 e6 3c e3 70 be 28 ch ba 34 65 49 ab d8 96 36 72 le d1 e6 ae e5 bf e4 c0 74
a8 20 74 39 47 83 0a 17 e7 19 b0 42 af af e2 a9 b5 e8 d4 da f8 b7 1e 4f f0 89 11 41 65 f9 1f e7 b6 41 20 93 ae 62 3b Oc 8¢
b6 79 25 d9 2d al 4e 19 al eb 39 7e 4e b1 93 00 b8 ce 11 c2 f3 8d 24 2f 18 c9 54 b9 fe 63 92 87 08 9e 24 6 22 b3 d2 1e
c5 1ad9 8f 0d 88 39 b6 a7 82 a7 11 Oa 5d 6a 7d 2f
Data Ascii: %:T90s\,|N}p: @$MHLj}HX'gC\cz%w fNO9|>IM3|P)o@IXi(<p(4el6rt t9GBOAeA b;y%-N9~N$/Tc$"9]j}/

2021-10-28 23:41:24 UTC 427 IN Data Raw: 53 2e 88 df cd 0d f7 81 60 cb Oc ae 04 85 25 43 e6 74 c5 57 f2 84 a9 ca 02 86 99 2a b3 3c ¢5 9d e7 f6 be 99 7b
7b ab fa 77 33 Oe c9 d1 21 59 b7 56 b0 c4 53 aa 75 a9 d0 5a bc 65 63 dc Ob el 6a 50 f3 d8 01 a3 05 1d ec 50 4d 37 75 60
9b 82 08 e6 3c a0 18 a2 14 59 65 61 8f 16 dc 6b 62 5b al 2a e4 8b 22 0d 28 58 5f 51 4b 30 49 60 95 3f 19 68 ec 3a 63 ed
aa be 95 9a 98 91 9a d8 7f 36 ad 70 21 ff 3f 13 13 83 89 29 f7 19 Oe 6b 13 a2 b8 eb ab 27 81 ca b5 15 88 85 92 44 c2 70
33 3a5c 36 e7 10 8f b8 a2 03 05 7c 4c cb 00 93 bf 1f a6 fc 17 88 11 5e c0 93 dO e2 4b 9e 62 5b be f5 1b 75 5f 19 93 96
3345 d3 00 8e a7 06 81 17 4d 34 fc 65 ca db 5f cO 2d 28 82 ce f4 a8 e3 ce 1b 63 41 fc 10 54 b3 fd 7c a3 7f 24 2a 56 72 66
8c 00 d5 92 5f 1b d7 78 5e 8c 6e 61 e3 a6 d5 €9 63
Data Ascii: S."%CtW*<{{w3!YVSuZecjPPM7u’<Yeakb[*'(X_QKOI ?h:c6p!?)k'Dp3:\6|L"Kb[u_3EM4e_-(cAT|$*Vrf_x"nac

2021-10-28 23:41:24 UTC 428 IN Data Raw: 11 d6 e8 ee 51 78 f1 28 79 eb e8 1f 31 6b Oc 73 80 0Ob 6f 27 25 af 26 45 7 92 fe 11 cf 8d c2 4f 2d f6 7a 25 30 9c
49 ee 44 57 9a 10 dO b6 c0 84 3d a8 13 c5 7e 84 11 1e 20 9e 1c 63 cc 9f 61 27 bb f4 84 f0 Oe 28 b8 d4 5c 03 e8 b4 68 eb
6c 43 eb 56 74 3b 0a 21 14 €9 33 ea 78 1d 96 9d 9a 99 5f 59 91 86 bd 05 e2 41 ee 63 94 fe e2 95 3d Oe ad a8 90 b6 8a
2b d1 d8 68 5f 6¢ fa 49 88 68 67 f1 86 07 ff 01 d8 08 43 4d 35 93 c1 Oe 52 67 2b 10 9b 0d a8 81 2c 8a 1c Od d4 1f f4 73 a5
€8 78 fd 54 09 3a 4e b3 9a 14 5f 82 89 Oc dc 4a 74 d6 al e8 11 3c bd 23 b0 cf 9f d6 ee bc 3d 61 3f 79 dc 7f 7b 2f 12 b9 50
2727 e1dl17c 9d 84 89 8e 31 a8 ba 7a 4b ee 01 Ob 7e 4c 13 24 3e ¢7 61 Oe 23 87 19 d8 a0 13 53 7d 3d 71 69 47 9c fd
47 04 bb 59 6e 32 e9 57 25 dc fc ea 60 be 3b 18 5f
Data Ascii: Qx(y1kso'%&EO-z%0IDW=~ ca'(\hICVt;!3x_YAc=+h_lIhgCM5Rg+,sxT:N_Jt<#=a?y{/P"|1zK~L$>a#S}=
qiGGYN2W%';_

2021-10-28 23:41:24 UTC 429 IN Data Raw: Oe 08 fa 7d 00 82 df 8a 23 e4 5b df 9c fd fb df aa a5 5b 0f 80 01 c3 7e 6e e2 bb d4 5b 8 6¢ d1 8e 30 14 ae bd
6b fO 9c eb 4f a8 f7 b0 00 b9 0d f6 7c 6¢ ¢7 30 4f 06 7 11 74 10 62 51 4d e6 35 7a 46 18 f8 9b 1f b4 d8 d1 34 d1 c4 9e 84
57 bl eb 66 e8 63 4e 65 0d 36 86 fa Of 8d 1d d6 4f 85 d3 2d 1e 1c 50 71 Oc 00 b5 bf e2 5a fc a2 be f6 3d 7e 87 f6 9a a2 87
af 20 d4 08 00 32 25 83 53 3a 3e 35 4e 8b b5 42 4d 2a 9f 90 fd f1 69 be 58 Ob af 99 63 b2 03 2f e2 92 53 d0 c2 1a 11 4e
e9 c4 6a 74 e2 ab 15 38 ba ce 74 66 4d 48 2d eb e0 ab f8 05 44 e0 be 51 dd 7e db e5 51 a6 94 87 18 df b2 c3 36 7e ff ef
3b 7d ef 3 3e 12 a9 be b5 12 c1 31 2c b0 38 30 5a 89 8f d6 2d 1d 2f 1b 5a 9e 87 17 32 d8 b6 a6 86 77 73 df 42 b7 c7 3d
cc 4c Oe 7d b5 db fb 78 ¢7 23 74 ¢7 d3 c0 49 Oa
Data Ascii: }#[[~n[l0kO|I00tbQM5zF4WfcNe60-PgZ=~ 2%S:>5NBM*iXc/SNjt8tIMH-DQ~Q6~;}>1,80Z-/Z2wsB=L}x#tl

2021-10-28 23:41:24 UTC 430 IN Data Raw: 9d e2 cf 59 ba cc 85 54 e4 03 83 ca be d0 f9 14 43 e5 83 fc c2 27 4c f4 d2 2e 48 61 3e ea 87 37 64 d1 6f 4f d3
8d 3e 3¢ 66 83 13 78 14 6a 8b 3c 5a a5 d2 99 e4 34 88 ef 3d 99 83 0a 57 b1 f0 fO Oc 4a 33 d7 9a 2a 20 fd b6 01 1d 3d 05
c4 16 86 dc 4e 32 8b cb 41 9b 46 7d 27 8e 9a fc 6f d4 fc f3 02 92 11 71 09 08 88 06 fa 44 cb 59 3a f6 37 cc 31 ae fb b4 9b
8c b2 d9 89 68 e8 24 fc 72 c0 e5 ¢7 9f 9e 93 6¢ 1c 17 7f f1 Ob 36 2f 67 63 40 10 83 d5 43 93 bd 71 23 5f 2e 2b ed d2 89
96 57 4f 9f d9 09 9a a8 08 35 8f fd b0 9d 33 f7 f9 60 e0 84 cf 24 16 db 25 11 47 Oa ce 32 9f 37 47 24 05 08 3b a3 fa bl 68
88 a6 f0 6a 9e 8e 79 4c 3c el al 58 56 c6 47 86 38 c¢7 5b 14 a2 c1 07 27 a0 e7 e0 25 c1 e2 f8 4e Oe 41 39 bc bl 2e 46 41
a4 le 7e 47 f3 44 be 11 35 70 f3 4f b9 2b fO 9e
Data Ascii: YTC'L.Ha>7doO><fxj<Z4=WJ3* =N2AF}oqDY:71h$rl6/gc@Cq#_.+WO53'$%G27G$;hjyL<XVG8['%NA9.FA~
GD5pO+

2021-10-28 23:41:24 UTC 432 IN Data Raw: 81 60 6d 6a 8a 74 60 53 63 10 7b 6e 6a b2 ec d9 dc df d8 82 3f 73 e4 30 51 4c e6 a4 05 29 96 29 08 53 02 f2
9b be 3b c1 0f 06 37 b0 4f 7c b2 ee 05 fc 75 66 1b 8c a6 32 26 f4 ab 19 f4 €6 87 1a b9 24 93 19 38 76 96 77 01 ef 78 e9
333 ¢9 7b 7c a5 8f fe d4 8a a9 9f 6e 17 6a db c5 d5 3f e2 ¢3 1f 25 ec e0 8f Ob ae 1f f0 e2 8f 70 bf df 7d 6e 2f 5¢ 65 d6 b0
5f d2 94 e0 45 d5 e4 57 bf ba 1e 7e d2 44 e8 8f db ¢4 5f 52 d5 b3 a0 8f 24 04 a5 df b8 be 07 7a 16 61 a5 3f 99 b3 d6 7e
11 b5 5f 6e 6¢ ff aa 85 ed df b4 cc 50 ¢9 2b b6 42 1d b8 b0 5 1f b0 el 02 2¢ b5 1d fc 84 7a 92 1f c1 c7 6¢ 1c fd 50 17 44
3d 3141 353b 41 f051 3d 67 ee 6a e4 c6 a5 b0 e0 d6 85 db 57 50 93 e0 e4 7a ef 79 1a 46 4d 2f c2 69 b6 4f ad 19 fd ba
93 e6 79 ¢9 9e 97 51 c3 cf 54 fd 37 2d 33 ea 3a
Data Ascii: ‘mijt'Sc{nj?s0QL))S;70|uf2&$8vwx3{|nj?%p}in/\e_EW~D_R$za?~_nlP+B,zIPD=1A5;AQ=gjWPzyFM/iOyQT7-3:

2021-10-28 23:41:24 UTC 433 IN Data Raw: 24 80 4c 2c e4 al 3c 76 48 13 e3 2e 22 13 89 44 22 81 83 2d 1f fc f1 a3 ff {3 ff 34 3e 6a 7c bc be 7b 58 4e 77
5f 7e df f8 7a ba 2f 76 8b €9 b2 f1 59 51 2e ee d6 9c 78 bf df 6f cb ab 3f fe f1 6e b1 bf 7f b8 69 cf 36 ab 3f 4e 25 ff 1f 57 8a
9b b3 fd 79 b9 98 15 eb b2 68 7c fd e2 07 fe fb 4d b7 dd 6d 7 3a ec cf 3f de 6¢ e6 4f cd fb fd 6a 79 b8 2f 16 77 {7 fb ab 6e
a7 f3 el f5 76 53 2e 6 8b cd fa 6a 57 2c a7 fb c5 9b e2 3d e7 3b ac a6 bb bb c5 faaa 73 bd 9d ce e7 8b f5 dd 55 e7 fd 2f fk
e9 cd 62 3d 2f 1e ff f4 41 ab fb c1 ab ab db cd ec al 3c 6¢ 1e f6 cb c5 ba b8 5a 6f d6 c5 fb f6 82 15 bd 3f €8 3¢ dd ce f6 f1
fd b4 bd 9a b7 d6 9b 56 b9 7f 5a 16 cd 9b 87 fd 7e b3 86 49 87 db cd 7a df 7a 2b 55 1a 74 3a d7 37 d3 d9 eb bb dd e6 61
3d 6f cd 36 cb cd ee 6a bl
Data Ascii: $L,<vH."D"-4>j{XNw_~z/vYQ.x0?ni6 ?N%Wyh|Mm:?IOjy/wnvS.jW,=;sU/b=/A<|Z0?<VZ~|zz+Ut:7a=06j

2021-10-28 23:41:24 UTC 434 IN Data Raw: 53 3e ba 3c 77 bb €9 93 18 ca 44 53 2b 0f 6d 0d e4 0a 92 17 74 d5 ed b2 09 e9 35 5¢ 51 6 3b bc 07 ec f9 3c af
e4 fd 92 89 69 b5 3b dd 62 75 cd d7 7b a6 46 3c 9f 25 b5 0f a4 Oe 47 8e d0 01 2a b4 33 74 a4 2 7c 96 dO 1e 10 3a 18 62
42 41 ee d1 c0 c9 dd 05 b9 fb 83 48 ee 41 47 e5 be 2f a6 73 4e 00 99 7b bl cc 7d 6d 8d fd 62 bf b4 72 76 9c 9c 43 df 12
d2 10 72 90 79 b8 el c5 c3 06 e2 a6 84 45 5 74 2d b9 bb b6 ba 4d 2f 1b 6d 72 d1 8¢ 20 2f 2¢ 66 e0 16 d3 81 c5 f4 5¢c d6
68 95 5¢ 87 31 6a cf a6 5b bl c2 04 02 b9 Ob 7a 02 7a 5a 55 b1 7c 3d a0 55 01 9b Of c4 b6 85 28 e5 76 ba 5a 2c 9f ae be
db b0 c1 75 d3 fc a2 58 be 29 f8 12 be f1 4d f1 50 34 4b f6 3d 60 Ob €0 dd e2 36 bc 01 02 f4 ed a8 79 fb 76 ba 66 eb 6b d6
el 99 62 6f 77 7c a9 bc b3 b6 8a d4 87 84 5a 6f 56
Data Ascii: S><wDS+mt5\Q;<i;bu{F<%G*3t|:bBAHAG/sN{mbrvCryEt-M/mr /,Ah\1j[zzZU|=U(vZ,uX)MP4K="6yvfkbow|ZoV
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 435 IN Data Raw: c¢6 ¢7 31 b3 cd 89 ad 75 06 ¢3 92 dc 6d 77 8f 77 5 ae 0d 38 €6 05 e2 cd 5e 88 29 cf de b7 fe 3f 8b d5 76 b3 63
5d 64 6f 04 4c 26 ae 00 79 84 50 89 dO 9c 63 b8 81 dc 9a 3f ¢8 3b 77 57 9e 02 cc b8 cb cd 9d 9f ff d2 2b 49 5d 18 2b ef 8b
02 29 6f e4 6b b6 60 fe 3e 7d e3 b3 Oe 3d d6 19 3f 1d 6e cd a6 fb d9 3d 36 Oc bb ec 72 c¢7 17 6e 20 e3 1c d5 1c cb 5a 2d
06 1891 24 77 c1 19 2c cd de c3 a7 76 b6 07 65 44 02 92 84 ae 7b 61 93 20 5f 2f c7 Ob 8d 77 82 4b 0f 0d 7e 6 d7 18 {3
d1 c6 b4 bc b9 42 c6 9c ba 65 6e 37 c2 44 39 62 8a 5e 13 99 9f 77 9a 63 b6 58 6¢ €2 57 e0 7c 7a ea f2 08 fa f6 96 d9 b0
d8 31 93 78 9a a0 5¢ 89 54 7f f2 e6 1a 5¢c 9c e3 4e 4b 71 96 Ob 76 c8 e5 51 96 cb eb 7b 62 d4 70 7c Oe 11 32 9c a2 93 45
79 5b 42 ce 37 3b bl el c0 28 94 cc 89 e9 14 99 b3
Data Ascii: lumww8")?vc]doL&yPc?;wW+I]+)ok >}=?n=6rn Z-$w,veD{a _/wK~Ben7D9b wcXIW|zIx\T\NKqvQ{bp|2Ey[B7;(

2021-10-28 23:41:24 UTC 437 IN Data Raw: 1b db 3e Of e8 7b 75 bb d8 f1 bb 06 f7 8b a5 bb 72 €8 09 7d c4 a7 31 28 61 39 5 04 88 d8 4d ef a8 4c d7 45 7c
6¢ 85 f4 fc e3 6¢ cb 4b 9c a9 84 fc ¢4 06 Oe b2 67 d3 dd 3c 72 7f 23 b0 25 55 05 41 db 33 7f 5e 50 df 9f 3a 5¢ 34 4d 63 3a
a4 ee 80 d3 7a 8a d6 72 a3 8a bb f2 18 86 2b db 50 ff 3a 87 6a 72 c3 2a b2 3b 4f c8 80 0d 6e 48 d3 37 d3 fd 74 a7 96 65
aa d389 6853 2b 70 e3 14 69 62 c6 a9 52 c4 70 23 c4 13 42 2b 8f 22 64 56 12 a2 Oa a6 c9 82 ea 81 ea e3 32 5d 41 c4 Oc
3829 b3 18 fa c4 b6 93 fc dd 4c cb a5 67 57 fe da 37 2f 3f 8¢ {7 cf ca f9 bc 7c 73 a7 2f 18 e9 89 a7 b4 83 fa 95 26 ee Of 36
55 6e d5 2 4d 5 6¢ 43 62 92 84 71 dd fO 60 be 5f 16 13 09 b5 c1 be 05 €8 00 91 21 14 1e ab 12 aa 3d 5f ac ee b4 33 3¢
7724029291 2e aad9 92 c3 29 a3 a7 Oe 73
Data Ascii: >{ur}1(a9MLE|lIKg<r#%UA3"P:\4Mc:zr+P:jr*;OnH7tehS+pibRp#B+"dV2]A8)LgW7/?|s/&6UnMIChq"_!=_3<w$.)s

2021-10-28 23:41:24 UTC 438 IN Data Raw: ch 8a 00 76 fO b6 61 a7 1e cb 1b 35 f8 58 59 95 ee 23 9b d9 5f 07 01 1b c4 86 €8 fd bd db 7e 42 {7 aa c4 be be
80 5b c9 16 b3 b5 62 3a e7 27 b4 26 8f 87 9f €9 44 8f 00 d5 f4 e2 46 cb 30 40 1e dc fe 6e 31 ab cd 1b ae b0 3b c0 €9 cO
dd 9e ef 80 a9 79 1d 84 d4 9e a5 24 2a a0 aa ac 7b 00 2f 25 Oe 32 94 89 c9 72 b4 1b 40 e5 4c 85 ec b9 Oa 32 26 e2 4b 09
3c 9a a7 3a1b 55 37 ae 61 30 97 c4 e5 37 9f 04 0a 12 b5 0a f9 c4 df a6 43 ac 63 2a 03 ca 57 8e 7e ed 7d 37 fc bl 15 5a
d0 e9 71 95 b6 c8 e6 88 a3 6a e2 50 10 dO df 57 27 4f 7b 2a 66 ca ca 25 50 ac 61 ae 56 31 67 f3 a0 45 d9 2a d6 62 fe 7a
c8 dd d8 79 cd d1 ea d3 36 7c 42 95 50 6f aa 84 56 6f da af ad d8 25 a2 ff 26 14 b0 73 57 c5 71 f5 Oe 24 62 25 98 25 ch
be 00 e2 9e d0 80 30 7f 75 8f 63 81 56 ef 30 7a 7d 21
Data Ascii: vaSXY#_~B[b:'&DFO0@n1;y$*{/%2r@L2&K<:U7a07Cc*W~}7ZqjPW'O{*f%PaV1gE*bzy6|BPoV0%&
sWq$b%%0ucV0z}!

2021-10-28 23:41:24 UTC 439 IN Data Raw: bd 52 38 8e bf 26 ea c7 5e 67 56 73 4d a2 dd d5 e2 b5 55 bc 61 bf 4a 39 27 72 6f b2 20 55 3c a0 ef fc 99 17 3f
3c b3 0d e5 e3 51 f0 35 6b 61 18 f7 ab ee c9 ef 52 1a 34 ac 65 00 7e da 01 b2 15 8f ac cc b9 19 62 4f 7c 89 2f e3 42 ab 3e
81 57 2d 67 5f 46 1d a2 fO d9 10 65 29 cc 22 74 d6 Oc 6e 95 cd e7 44 4d 95 e8 db Oc €6 bd 5e 3e 3f Ob d5 fb 9f cf 06 43 bc
ca92 e2 8c d5 01 65 bc 9b Of el 62 5b 74 b9 82 14 a9 3b a7 e2 al 9a 10 c4 5a 75 a8 11 7a 2d c1 41 d2 a9 ca 02 cf 9a 27
cd b6 f5 77 03 bd €7 9e 22 d6 35 a5 b7 69 0d 78 c5 €0 e3 Oc 05 18 4f 44 f5 26 96 45 f0 54 93 ea 58 ed 12 4a 75 6a 86 95
5a 4d e4 8 8¢ 89 d5 7b 56 dc 6f 96 ac 60 39 c1 8d 67 79 33 5d 3e 14 38 33 6b f4 d6 74 ce 63 fc 54 74 01 3e 06 87 ec 6d
7d 02 ac cd 98 10 9c dd cf cf 5a 63 d6 3 a8 e0
Data Ascii: R8&"gVsMUaJ9'ro U<?<Q5kaR4e~bO|/B>W-g_Fe)"tnDM">?Ceblt;Zuz-A'w"5ixOD&ETXJujZM{Vo 9gy3]>8
3ktcTt>m}Zc

2021-10-28 23:41:24 UTC 441 IN Data Raw: f5 15 71 23 53 33 f3 9b 01 db 54 3b 20 21 38 61 24 cd 85 df 28 5a a9 a7 d2 f9 eb €9 bl cf b4 c5 dc 84 3f 1a fa
c7 7e bl 2c 68 8a 42 b7 0d 30 c8 63 0f 9a e1 f9 ed e2 ee 81 82 a9 7c 4f 66 8b 7d 90 €9 9c 0d 55 60 6¢ 8f 8d 38 dd 85 1b
be d4 b1 ae 87 74 69 c7 81 98 7d 75 €9 13 84 9a 59 66 c6 6¢ le 3c €2 e3 eb 36 a4 d2 fa d2 19 3f 5e 91 43 Oc df 22 87 37
caac 03 dc f1 85 37 d1 23 d0 14 3b 70 6¢ 4c af 71 e3 be 9f 5a 69 9d 61 90 67 a5 8c 12 74 86 c1 c1 89 2c 32 cd 29 62 d3
f4 5b 34 67 a9 a5 51 1a 79 6b ea ac 56 1a c0 02 7b €9 05 ea c8 31 7d aa 9a ae e4 c1 bc 81 92 7b dc 53 8d 12 f8 89 0f 5e
18 12 52 64 9e 1b 14 23 b9 6a 65 b9 9c aa 3e c5 32 2e 98 7d 24 d4 5f 39 60 91 1c 9f fb 6a f6 b0 e3 5f f0 4f 79 7f 33 0 97
55 f8 ae f8 13 42 51 eb df 15 59 ab d8 e0 4f b9 61
Data Ascii: q#S3T; 18a$(Z?~,hBOc|Of}U"I8ti}uYfl<6?"C"77#;plLgZiagt,2)b[4gQykV{1{S "Rd#je>2.}$_9'j_Oy3UBQYOa

2021-10-28 23:41:24 UTC 442 IN Data Raw: a8 48 ae 9c dd aa 90 44 al 6¢ be 22 20 5b d6 be 99 Of f9 c6 91 47 d8 3f fc 24 34 e8 09 e2 3a af bd 2f 3b f2 37
66 d3 5a ce 97 e5 6d el el e7 1c 48 43 1c 2a 5d 72 1d c8 15 02 bc 27 56 be bc 38 1d af 42 92 1e 88 30 d4 b6 51 7f 50 bf
b0 b7 9b cd 71 48 0f 5e 45 cf d0 Of 17 ee de bl 4d e8 75 99 d5 4e f1 84 53 7b 13 25 e3 ¢4 ae 75 d9 e3 7d 4a e fc fO 11
de 5¢ 59 ¢7 71 4d 6d a6 8c bb 06 20 f3 fd 74 3d 47 81 a6 34 da d2 b0 7a f0 d9 dc 1f b3 be 39 16 50 17 58 fc 2b 7c ae 75
a9 8a ca be 0a 83 18 5f 81 94 b7 f6 f7 c5 aa 30 23 b9 b8 89 62 ee bb 60 97 07 2b 54 a4 46 47 3 38 e0 06 11 Oc ef a5 cO
cd 37 48 c2 ed 4e b7 58 d9 6b c3 76 4f de 34 e6 b2 a5 ae eb 52 5¢c Oe e2 09 26 f8 91 a6 Oa 7d cc 2f 56 fb b5 fd b4 df 40 5d
07 ce 93 a0 a0 6e c3 45 6b 3c 5¢ €0 3b 4e c1 d7 5e
Data Ascii: HDI" [G?$4:/;7fZmHC*]r'V8BOQPGH EMUNS{%u}J\YgMm t=G4z9PX+|u_0#b'+TFG87HNXKvVO4R\&}/V@]nEk
<N~

2021-10-28 23:41:24 UTC 443 IN Data Raw: f5 1a dd 94 d0 37 b3 f9 09 cd cf d9 fO e5 db c5 7e 76 9f 6¢ 58 c9 1e 6¢ 74 07 fe 36 ef a3 98 a0 6a be 4d 6d a5
a9 57 c0d1 c9 96 fb cd c6 d2 b6 f1 85 9f cd 92 20 e5 b9 7c 5b c2 6¢ 97 5b 90 97 d6 86 a8 7d ec ed 24 5b c7 6¢ 1e 4f 1f cf
8a 1d 83 c2 ef 3d d8 07 c4 51 3e 09 1d 45 ad 37 3c c2 54 ¢5 d2 c7 14 Oe 67 €8 27 08 45 aa 62 65 88 2e 4b 88 aa 20 57 16
52 2a 94 92 8d bc 5e 91 52 39 24 1b ee 47 e2 6f 02 25 09 81 e0 4a 33 01 4f b1 2f ff 65 1a 23 20 20 e3 c6 61 a6 81 2a 01
09 17 0c b3 8¢ 10 cb 7d ca f5 c1 2c ¢3 ¢4 72 9f e5 72 60 dc 54 e0 c2 50 a6 65 b0 9c 29 f7 92 32 eb ed 5¢ 43 1a 39 41 19
03 2a28c39c le 7b d1 19 5e e8 3e 02 49 86 77 cb 1c b3 Oe 8e 36 ab 9f 33 e5 ca 5f b6 59 07 6e ac 4b ¢8 8¢ 7d f1 7a 63
17 33 fe bf c4 bc db 63 ad eb 67 4c b8 11 99 6b db
Data Ascii: 7~vIXIt6iMmW [[I}$[I0=Q>E7<Tg'Ebe.K WR**R9$G0%J30/e# a*},irTPe)2\COA*({*>Iw63_YnK}zc3cgLk

2021-10-28 23:41:24 UTC 444 IN Data Raw: 4b a9 9b 43 5a 55 08 f7 88 74 19 d0 f4 de 04 fc bf 3a 72 91 01 e4 0Ob 85 04 7c 27 a8 9f 7c 23 bb db Ob 55 aa a9
9e 9d Oe 32 61 85 49 94 48 af b4 a4 c2 c2 2a b9 a5 bl f1 4b 62 6f 17 18 a6 31 e7 64 43 fO 6e 6a 2d 86 2d 87 b7 07 41 3e
41 fa b3 ee bf af 8b a7 db dd 74 55 94 0d 3e 53 63 3d 9b 65 66 05 b5 64 {7 3¢ 74 3e a4 7b ba e8 b9 7e 8f 16 c9 ef {7 1b 3a
63 77 ff b0 5b 23 39 65 3a 5b f5 ff 6f 54 6a 25 20 03 ee 76 45 59 b6 66 8b dd ec 61 39 45 f0 32 fd 57 44 bd 4c c2 79 bc d4
96 46 69 3e 78 27 49 b8 14 3e 32 6f €6 45 cb b2 90 b8 37 6f 1e 1b 34 40 f6 98 15 1b dd el 68 dc 1e f5 57 1a c5 80 d9 fa
76 b1 66 43 d1 f5 b1l 19 51 45 d5 7b ab 6e f7 36 47 39 a2 ba 4b 3b 4a df 12 24 0b 89 3d d3 0d 67 24 ca f7 e1 73 02 42 3a
78 ff dd b9 ce 68 bf a4 el 14 6d 37 98 4c 4b 6d
Data Ascii: KCZUt:r|[#U2alH*Kbo1dCnj--A>AtU>Sc=efd<t>{~:cw[#9e:[0Tj% VEYfa9E2WDLYFi>X'|>20E704@hWvf
CQE{n6G9K;J$=g$sB:xhm7LKm

2021-10-28 23:41:24 UTC 446 IN Data Raw: 32 Ob ab 10 25 af 3d f4 05 b2 34 d4 2e 12 95 38 d2 le de 95 2e 24 de 50 81 86 56 71 43 06 ed 2 4d b1 db 2f
98 12 ea 2e 7 6a 31 9f 2f Ob ec el 09 ec f1 7a e0 fd el c1 4a 56 c4 02 8a 73 10 43 3b b0 17 fO 8e be 6d b3 ba 6¢ c4 83 c7
3c 4a d9 15 db c4 99 ef f6 ad e5 5d 76 16 d1 29 3 b2 94 ab ec 2c 8f 65 5e 96 dc 8a e4 d6 22 b7 Oa 8f cb 4c 7e aa be 07 7f
2a 41 b4 bd 6¢ ce dd e6 6d 56 5b 66 f1 33 2b 64 f1 b3 5a a5 f3 67 29 9f a5 79 3a 67 56 05 59 1b 67 30 a3 a6 38 98 7b dd
32 e2cf8d b2 ce 6ae6 84 9c 84 d9 12 72 12 96 49 c8 49 38 41 2c e7 91 95 3c b2 86 c7 e4 39 d2 24 84 db 44 b3 85 1c 08
60 0d 38 10 a9 99 4e e4 el Oa e7 f8 51 62 66 dc 6e 89 99 71 33 a4 64 3e be c2 ¢7 d7 f6 c8 6¢ ¢7 5b 08 77 ae a4 9¢c 71 c3
86 26 25 ae a7 11 d1 23 b0 e0 95 79 al 8f 5f el 2a
Data Ascii: 2%=4.8.$PVqCM/.j1/zJVsC;mI<J]v),eM"L~*AlmV[f3+dZg)y:gVYg08{2jrlI8A,<9$D 8NQbfnq3d>I[wq&%#y_*
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 447 IN Data Raw: 34 dd a7 34 ac 42 2a 2f b1 86 33 81 b1 6d a3 ec 08 18 c2 ac ed 4c 30 06 1b a0 dO d0 a4 c5 1d 36 15 5e 29 1f
cd c4 8c a7 61 b6 39 01 d7 2f 2b e6 36 8b ed b2 78 55 d5 c5 ec 77 f3 51 b5 58 4b 58 13 ab 7e 83 8e 57 3f 1f b4 ed e4 52
108 6b 0d ab 7a 84 ec 7f 9b fb 6a 91 Ob 6a a7 57 1d bd c7 76 b2 d8 ff 80 6b 65 a7 db 40 ce f2 70 13 04 eb 24 2f f5 75 cO
a5 be Oe bc d4 67 fc 42 fc 59 8b ae ff da eb 89 c7 aa 2f e6 e4 b8 7d 41 f3 b6 7b 83 f2 b4 8b 74 de c2 1d b9 1a 58 3d 53 72
64 8d 7e 91 79 f4 f6 8d aa 5b 75 b5 30 30 ba 9f 50 44 dO 49 49 38 b4 c1 10 07 52 53 €9 04 06 d4 a0 3d e2 bl 7d ca 2d da
3d fe 1f 00 fd 96 1b f3 6a fd 6¢ 58 35 40 79 bf dd e7 ff €5 35 8a c¢6 9c 12 3f 54 53 57 3d ef 58 2b 86 26 5¢ 47 c8 93 fb 2e
2e 28 4d b4 71 e8 6f 96 7c bc 30 fc f1 12 1f a8
Data Ascii: 44B*/3mL06")a9/+6xUwQXKX~W?RkzjjWvke @p$/ugBY/FA{tX=Srd~y[uOOPDIIBRS=}-=jIX6@y5?TSW=X+&\G..
(Mqgo|0

2021-10-28 23:41:24 UTC 448 IN Data Raw: 29 f5 4a 10 90 58 31 c7 bd 44 25 9a 67 b2 49 da be c2 51 7a db 23 6e 6e 4e 10 €3 53 4b b5 33 b4 49 94 a6 a6
62 49 af 44 98 a3 8a 06 32 02 04 b8 08 cb 57 ca fe b2 2b a6 f3 cd 7a f9 f4 aa e6 c6 25 8b 08 18 32 98 €7 37 36 97 1d 7e
05 66 Oe f8 67 1d e5 17 3 80 26 c2 23 3d c6 d4 f1 22 38 1b 72 45 07 9b 28 00 8d 85 4a 73 26 6f de 9d db aa 95 74 b0 da
2bfc e6 39 bcal 2d 77 09 c1 31 20 21 09 db ad 93 01 31 d6 63 7e 5d 78 e5 56 07 70 f5 cc e4 58 6¢ 51 ca 75 74 59 2c 6f
f5 7a d9 5a 66 e3 6b ea 90 5a ee a6 le d8 87 ba ae 2e c6 80 6b 67 e2 e0 69 28 ce 9d 44 44 74 48 b6 b3 9d c3 a5 c0 Ob
26 aa8e 62 9b 10 93 7d 6d c5 93 a5 15 e2 ed 8b e8 73 a9 5¢c 19 ee aa a7 a5 bl a7 c2 96 14 7d 27 a2 b7 35 18 54 7d 42
16 33 d0 7b 55 93 36 fe 24 22 be 23 al f7 23 52 76 2f 00 6f 96
Data Ascii: )JJX1D%glQz#nnNSK3IbID2W+z%276~fg&#="8rE(Js&ot+9-w1 !1c~]xVpXIQutY,0zZfkZ.kgi(DDtH&b}ms\}
'5T}B3{U6$"##Rv/0

2021-10-28 23:41:24 UTC 449 IN Data Raw: d3 2f 09 21 78 bf 5b ac 5f 57 05 40 f0 58 50 fd 6a 59 39 7f 5a 4f 57 8b 99 9a 6¢ cb 8d 75 33 cd 53 df 77 2e 88 al
4b d4 5b 68 ec d7 9f 64 ed 5e b9 48 a0 f1 1c aa 1d 4a 73 e0 ee 9b d3 58 Oe Of el 10 e7 ed d5 22 3d ad 34 dd ec ba 54 fd
7d fO b4 f6 6d 42 ca 00 a6 42 16 a6 d7 e6 54 dd 3d f9 11 7f c2 83 17 d3 b6 6f 16 €5 82 4d f4 a2 ba 68 55 aa f3 45 3c 48 48
1b c6 da 64 5 9b c0 9e 95 35 3a 10 f6 14 9c €3 d2 12 29 6f 0a 9a 7f 30 a9 ac 6e 08 ce 5a 9d 5¢ 63 20 33 9d 48 bc b0 53
12 57 6d cd 37 dd ab 57 31 5¢ b2 d8 5¢ 51 af 51 f8 d7 2f 24 10 db 99 a0 be dc fd 8f 6a db db 59 96 83 7d 94 91 05 b2 Oc
67 2f 0d d6 f9 25 d8 72 83 ab e6 cf 4a c2 57 fe 02 66 93 37 a5 23 c6 23 ae 53 07 ¢4 c2 9b 41 11 el 90 d5 8¢ d8 4c f7 6b 7f
5 1b 2a 50 9¢ 7a 4c 25 7e 42 a8 34 cd 87 5d
Data Ascii: /'x[_ W@XPjY9ZOWIu3Sw.K[hd"HJsX"=4T}mBBT=0MhUE<HHd5:)o0nZ\c 3HSWm7W1\QQ/$jY}g/
%rIWF7##SALK*PzL%~B4]

2021-10-28 23:41:24 UTC 451 IN Data Raw: f6 f4 e2 8d fO al d5 8f bf b2 7e 40 d7 97 db f9 f3 fb e5 f4 a7 f9 66 ae 7e 7f 05 07 17 bb 3e cc 7f 97 af 59 fe d7 dz
7f 7e £3 16 €6 f3 bf Oe 8d 4c 59 47 6b 30 63 5 2b d9 ff 4b 9a 25 ef ad fO cd bf df 75 fe 6f 6¢ cO f2 ¢7 1f 00 72 9b 38 97 0d 62
37 5553 cc 86 42 f3 54 53 ba c8 84 d4 el 76 55 91 07 el bb 62 3f bb 17 €9 62 f0 9d de 71 a0 4b be 65 a6 57 91 ce 03 17
fe d5 c4 7c 99 7a e5 cd 8f 20 Of f0 ed 0d b3 ¢4 95 d0 11 fe 92 d5 dd b9 41 f7 8f e1 16 84 12 €5 €3 07 d8 d8 99 33 b6 10 d9
5d 89 93 76 3b a3 3c 4b 7a 58 ad 9e 02 9b 2c¢ 70 cf 0a f1 15 52 12 fd 79 93 59 da 95 f5 d8 82 cc bc b9 d1 ef 79 f5 13 9b 8a
€2 28 d7 de Oa Ob bc c5 80 de b8 a3 45 ca fd c6 €9 cd 41 9e 33 89 83 0d Oc 2e fb 3d ee 45 70 bf 89 42 91 44 de 39 Oc 86
e0 81 ac e7 cb 82 bd be 18 2c 82
Data Ascii: ~@f~>Y~LYGkOc+K%uolr8b7USBTSvUb?bgKeW|z A3]v;<KzX,pRyYYy(EA3.=EpBD9,

2021-10-28 23:41:24 UTC 452 IN Data Raw: bd 87 e5 f2 e0 c1 d4 d9 09 60 9d db 1b 5b fa 72 09 dc db 1f 56 96 a0 b1 23 67 ec 88 19 07 a5 a8 3e a6 1c 86 fd
5b 7a 8f 6f 10 2f 9f Of 6¢ b9 cf b9 20 ee ba a2 97 56 1f 6a ee ab ee 50 19 cc e0 83 c7 8¢ 06 56 49 ff df ca bc d4 fe 9c 7f 24
16 25 d8 3e 09 f3 35 d4 bf 62 6f 01 20 bf 34 c4 6e cf 9b 05 Oc 55 af f6 c4 2c eb 38 bd 72 59 ec f9 bc 9f ef 13 f2 2 db 9d ce
b0 58 11 eb 5b b8 13 38 €8 74 ae f3 81 95 90 17 44 46 03 bb 59 46 03 7b f7 a3 Oa 6a 36 9b 4e a0 3a 8d fb 6e 13 49 ec 61
89 7d 50 77 1d ee Oc ab 64 87 40 9b f0 65 5f d2 f4 20 a3 7e 74 06 31 d9 9c 17 b3 8d 1a 97 70 cb 37 da bc 33 ab 6a c6 40
a9 90 ec ab ea c9 cd 43 54 45 7f 1e 2a 8f 59 ed a8 7a cc a0 55 4e c4 86 15 51 38 3f f3 4e {7 5a cd bf 74 9c 3e 42 61 30 f8
85 eb 1b 18 24 bd 7c cf ab 7c 10 db c9
Data Ascii: ‘[rV#g>[zo/l VjPVI$%>5bo 4nU,8rYX[8tDFYF{j6N:nla}Pwd@e_ ~t1p73j@CTE*YZUNQ8?NZt>Ba0$||

2021-10-28 23:41:24 UTC 453 IN Data Raw: c6 Oe e5 d2 50 2e 1d ca c8 50 46 Oe 65 68 28 43 87 32 30 94 81 43 e9 1b 4a df al f4 Oc a5 e7 50 ba 86 d2 75
28¢6 06 5d c7 06 c6 04 8e 05 8c 01 9c fa 9b ea 3b b5 37 95 77 ea 6e aa ee d4 dc 54 dc a9 b7 a9 b6 53 6b 53 69 b7 ce a6
62 56 7a 07 f5 05 cd 6¢ f3 6a d1 b6 64 ad 88 ad 87 56 db d6 5a 57 d2 ae a3 36 89 6d 11 6d 40 db 7e da dc b6 b5 75 e3
d8 6d 63 1a d3 69 4b d3 fc 4e eb 1b 87 71 fc ¢5 b8 98 €3 61 ¢6 29 1d 9f 34 6e ec 78 b1 71 7c c7 ef 4d 57 71 7a 8a e9 5¢
4e df 32 dd d1 e9 8d a6 03 57 fd 57 ec 95 b4 d8 20 aa 86 Oe fd 76 44 98 5a 11 f4 5f 36 d2 3a dc d2 b1 25 01 42 b0 44 9a
0f 63 41 b5 f0 8f 9f 9d 5a 0f 83 b5 6 a9 15 41 ff 65 95 37 fc 90 aa f6 30 b1 da 21 3e 8c 05 55 c3 af 36 53 cc 2a a6 1b 6e
6e 84 Oc 28 e6 4f fb 20 a5 43 56 be 9b da e8 41 46 94 07
Data Ascii: P.PFeh(C20CJPu(];7wnTSkSibVzljdVZW6mm@-~umciKNga)4nxq|MWqz\N2WW vDZ_6:%BDcAZAe7
0!>U6S*nn(O CVAF

2021-10-28 23:41:24 UTC 455 IN Data Raw: d1 69 36 0Of 48 76 35 1f 45 6¢ 3e c2 6¢ 3e a2 2d 33 3a cd e6 01 c9 9e e6 11 9b 5f 62 36 bf a4 2d 73 79 9a cd 03
92 5d cd 2f 23 36 bf c4 6¢ 7e 49 5b e6 {2 34 9b 07 24 7b 9a 47 6¢ 3e c6 6¢ 3e a6 2d 33 3e cd e6 01 c9 ae e6 €3 88 cd c7
98 cd c7 b4 65 c6 a7 d9 3c 20 d9 d3 3c 62 f3 09 66 f3 09 6d 99 c9 69 36 Of 48 76 35 9f 44 6¢ 3e cl 6¢ 3e al 2d 33 39 cd
e6 e2 9c a2 52 ce 1c 4a 30 39 4d 2a 43 b0 aa el 55 53 e7 e0 e8 4a ad 77 fO f5 55 ce 32 28 36 3f ec 83 fd 22 71 50 f2 al
al a8 bd 89 d1 08 29 2e 55 be 38
Data Ascii: iBHV5EI>1>-3:_b6-sy]/#61~1[4${GI>I>-3>e< <bfmi6HV5DI>|>-39RJOIM*CUSIWU2(6?"qP).U8

2021-10-28 23:41:24 UTC 455 IN Data Raw: 8e 30 1f 00 7e f4 f0 21 b2 d0 66 5a 98 22 b4 12 fe 97 05 e8 el 48 b2 e7 a0 b4 30 fb 7b 42 cb b3 34 {3 ed 83 70
61 5f c2 23 ed 86 09 8a db 30 be 55 al aa a2 a7 df 01 cb 80 ea 90 16 cb 70 7a 42 14 fc 5e d3 cd 09 51 ac 4c c5 1c f5 a0
113 30 5b 9d 72 e4 c3 8f 2e 84 2b b4 b0 cb c1 df 9b d4 64 8d 16 54 ae c0 be ac 4a 54 75 2d 57 06 c¢7 52 20 f9 d8 4c 6e
a6 d6 dd 9e e5 c0 53 fd 22 5a ab 39 92 84 a8 42 28 47 a8 8¢ ea a0 68 ab f9 01 bc 3d e2 19 82 65 5d 22 c5 f1 74 4c¢ 31 94
b9 d2 62 €9 d9 a7 a2 f9 55 57 b4 e5 9d d1 50 42 7e 29 2e 75 Oe 6a d9 51 a6 55 2d 25 7f 5b 0d 25 93 9c 1c 8e 89 60 a2 27
1d 6a 6a 52 7c 1d 70 a5 70 4d b1 d2 ab 6 51 95 18 fb 75 77 5b a7 4a 46 34 c2 58 d1 a6 71 49 5e 7d ab 86 51 aa 59 ed c2
c1 58 64 1f e3 7f 5d 09 6¢ 16 4d 93 50 2d 80 aa b0 5b
Data Ascii: 0~!fZ"HO{B4pa_#0UpzB QLO[r.+dTITu-WR LnS"Z9B(Gh=e]"tL1bUWPB~).ujQU-%[% “jiR|ppMQuUW[IF4Xq
1"QYXd]IMP-[

2021-10-28 23:41:24 UTC 456 IN Data Raw: af 6b ac 02 bc b7 d5 5e 87 6b fb aa ae 16 8c dd e4 e7 c9 67 Oa 6e Oe 8a 4e 8f 6f 26 9a a3 46 ad 91 36 a8 2d
30 fb bl c4 63 b3 45 fa b9 c2 b3 63 c2 93 23 b4 09 db d7 aa 39 62 fd 1a c3 cb 1f 4b 3c c2 5¢ a4 9f 2b ¢8 3c 22 3¢ 3d ce 9¢
b2 7f 9d 9a 63 f6 af 2f 48 fe bl c4 e3 e4 45 fa b9 42 5 ¢3 c2 33 a2 e5 09 fb d7 aa 39 62 ff 1a 43 fd 1f 4b 3c da 5f a4 9f 2b
€0 3f 2c 3c 23 e6 9f b2 7f 9d 9a 63 f6 af Of b0 e0 b1 c4 31 Ob 44 fa b9 60 Ob c2 c2 33 90 Ob 08 fb d7 aa 39 62 ff 1a 61 17
le 4b 1c 79 41 a4 9f Ob 7c 21 2c 3c 03 7f 81 b2 7f 9d 9a 63 f6 af Of 3c e2 bl c4 f1 23 44 fa b9 20 24 c2 c2 3d 2c 86 6c¢ ff af
55 73 c4 fe 35 42 60 3c 96 38 0a 86 48 3f 17 10 46 58 b8 57 85 6c ff af 55 73 cc fe f5 01 79 3¢ 96 38 96 87 48 3f 17 9¢ 47
58 b8 b7 82 c9 6 ff 5a 35 c7 56 5f
Data Ascii: k*kgnNo&F6-0cEc#9bK<\+<"<=c/HEB39bCK<_+?,<#c1D 39baKyA|!,<c<#D $=,IUs5B <8H?FXWIUsy<8H?G
XZ5V,
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kBytes
Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 457 IN Data Raw: 91 2a 81 3d c0 19 d2 31 01 9a 4a e6 8b a0 53 91 4c le dd 49 b0 b4 09 c0 54 19 01 39 16 4b 01 ab c2 38 43 3a
26 40 56 a9 7c 29 3e 46 03 57 55 74 27 c1 b6 58 cc ¢7 92 11 ac 12 d8 03 9c 21 1d 13 a0 ac d4 7a 34 8c 66 45 32 79 74
27 c1 5e 89 e3 b0 56 ea 2b 1f 46 b6 22 99 3c ba 93 60 cf 6f 62 10 57 46 4c d6 2c 27 01 €8 Oa e3 Oc 69 9a Oe 77 25 b2 37
91 b4 3 83 5e 81 62 02 0a a0 90 32 90 c1 87 33 b1 5 0f 8b cf c6 c0 92 99 03 5a 85 10 77 2c Oe 4a f1 00 02 91 c3 90 01
89 25 73 52 45 92 30 40 15 39 94 95 56 f5 08 84 2c d5 3a 34 48 96 cf 10 74 92 30 3a Oe c2 14 70 99 13 01 b3 a0 14 1c 33
Ob e1 88 57 8e 06 f6 c1 b8 62 d5 3b 05 3f 2b d1 81 c3 3e 93 d5 18 09 b5 aa 0d 4e 2b b5 7f 47 7a 53 9e €7 a6 78 41 ed e8
5a 48 4d 3d cc 2b b7 ae 04 43 Oa cc 16 5d 5f 8a f5 64 b0 ad
Data Ascii: *=1JSLIT9K8C:&@V|)>FWUt'X!z4fE2yt"V+F"< obWFL, iw%7°b23Zw,J%sRE0@9V,:4Ht0:p3Wb;?+>N+GzS
XAZHM=+C]_d

2021-10-28 23:41:24 UTC 459 IN Data Raw: 32 41 9f 49 c6 44 8b f1 52 6¢c a4 5e 09 50 68 7c¢ 7a 11 f5 19 1a 04 4d 11 el 2f 4b 83 00 fc 99 cc 9a 6¢ 99 14 e0
33 8f8d d4 2b 01 f2 8¢ 67 8a fa Oc 0d 76 a6 88 f0 97 6d 99 a0 cf 24 63 9c c5 78 29 36 52 af 04 68 33 3e f3 8¢ fa Oc 0d 6a
a6 88 f0 97 a5 41 00 ce 4c 66 4d b6 4c 0a 90 99 c7 46 ea 95 00 61 c6 33 45 7d 86 06 2f 53 44 {8 cb b6 4c d0 67 92 31 cb
62 bc 14 1b a9 57 02 54 19 9f 02 45 7d 86 06 29 53 44 8 cb 9e €3 05 7d 26 19 9b 2c c6 4b b1 91 7a 25 40 92 f1 4c f1 a9
6f 70 ee 6b 4f 7e 93 61 c8 64 d6 74 cb 24 4e 80 a9 19 70 36 f4 18 5f af 46 7d 86 06 1d 53 44 f8 cb d2 20 00 37 26 b3 26
5b 26 05 68 cc 63 23 f5 4a 80 18 €3 99 a2 3e 43 83 8b 29 22 fc 65 5b 26 €8 33 9 98 62 31 5e 8a 8d d4 2b 01 4a 8c 6f 65
44 7d 86 06 11 53 44 8 cb d2 20 00 1f 26 b3 26 5b
Data Ascii: 2AIDRI"Ph|zM/KI3+gvm$cx)6Rh3>jALfMLFa3E}/SDLg1bWTE})SD}& Kz%@LopkO~adt$Np6_F}SD 7&&[&hc#
J>C)"e[&3b1"+J0oeD}SD &&[

2021-10-28 23:41:24 UTC 460 IN Data Raw: 05 42 a4 e9 14 Oe 91 a6 53 50 44 9a 4e al 11 69 3a 05 48 a4 e8 04 26 91 a2 12 b0 44 8a 4a 20 13 29 2a 01
4e a4 a8 04 3e 91 a2 12 10 45 8a 4a a0 14 69 8f c1 81 8a b4 3d 70 ac 22 49 c5 el 8a 24 0d 47 2c 92 34 1c b4 48 d2 70
dc 22 49 c3 al 8b 24 0d 47 2f 92 34 1c c0 48 d2 70 Oc 23 49 c3 61 8¢ 24 0d 47 32 52 75 27 c0 8¢ 14 95 c0 33 52 54 02 d2
48 51 09 54 23 45 25 80 8d 14 95 c0 36 52 54 02 de 48 51 09 84 23 45 25 40 8e 14 95 c0 39 52 be 40 41 1d 29 17 0b 06 a
150 3c 2e d9 fe 7d 80 c1 1e 24 ec 91 ce 9c fc 48 7c 84 9b 66 Oc 68 17 85 40 52 ce 9f 60 25 32 78 ca 90 ed df 96 1e 74 fc
94 ce 9d 63 a6 84 18 2a 84 31 a0 5e 1c 1a 49 77 cc 04 43 d1 00 49 15 dd 49 b0 94 09 c0 24 19 01 39 d6 4a 01 4b c2 38 4
3 3a 26 40 26 €9 41 23 ¢5 62 11 df ea ba ce 95 Oe 9f 64 04 64 59
Data Ascii: BSPDNi:H&DJ )*N>EJi=p"1$G,4Hp"I1$G/4Hp#la$G2Ru'BRTHQTHE%6RTHQ#E%@9IR@A)P<.}$H|fh
@R %2xtc*1MWCII$IIKBC:&@&A#bddY

2021-10-28 23:41:24 UTC 461 IN Data Raw: 1c d9 53 6a ad 02 dd 28 f5 01 99 49 81 28 96 99 26 9d Ob ce 2c 2a df ad 4b 1c d1 Oc 6f 94 5a ab 40 36 4a 8d
€8 66 4a 20 dd 53 ce 87 71 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 Of f2 4c 0a 44 51 cf 34 9 5¢ c0 67 51 f9 6e 5d e2 d8
67 78 a3 d4 5a 05 b2 51 6a c4 41 53 02 e9 9e 72 3e 34 b4 a8 7c af 2e 47 f6 94 5a ab 40 37 4a 7d e0 68 52 20 8a 8f a6 49
€782 488b ca 77 eb 12 47 49 c3 1b a5 d6 2a 90 8d 52 23 62 9a 12 48 {7 94 f3 el a6 45 e5 7b 75 39 b2 a7 d4 5a 05 ba 51
6a a9 08 10 d8 05 dO 65 e8 al 5a 45 Oe 9c bc b9 4c fe 09 60 e8 80 3 4c 00 69 6a b7 fO 8c 18 69 6a 46 7c 5e 98 b4 84 6a
78 db 9e d9 48 69 09 35 f1 66 f7 29 28 5¢c ¢4 3e 71 cd 90 69 c4 7a a8 66 €0 34 a7 14 f4 4e Oa bd 69 5d 33 82 1a bd 3e ab
1947 cd 2f 08 87 52 13 7c e8 58 el 8f 0d 39 98 6a 50 52
Data Ascii: Sj(1(&,*KoZ@6JfJ SQRKFLDQ4\gQn]gxZQjASr>4|.GZ@7J}hR IHWGI*R#bHE{U9ZQjeZEL LijijF|jxHi5f)
(\>qizf4Ni]3>G/R|X9jPR

2021-10-28 23:41:24 UTC 462 IN Data Raw: 58 8e 4c 98 2d 91 23 1b 63 4b e4 ca 04 d8 5a cd 51 74 2d 9e 7c 06 68 2d 21 36 8a ab 15 2c dc bd 50 18 2d 9d
49 ab b7 5e 28 9c 16 ef 6d b5 d7 01 03 d2 5a cd 51 14 2d 9e 7c 26 08 ad a0 68 2f 52 35 b7 39 6a d4 1a 69 83 da 30 b3 56
73 1c 30 4b a4 9f Ob 2d 2b 26 dc 95 9e 6b fb 5a 35 47 ac 5f 23 3c d6 6a 8e 63 63 89 f4 73 01 63 45 84 bb 55 c8 f6 fd 5a 35
c7 ec 5f 1f 12 d6 6a 8e c3 60 89 f4 73 61 60 85 85 bb 55 88 03 60 b9 f6 af 55 73 c4 fe 35 82 5e ad e6 38 e2 95 48 3f 17 dc
55 58 b8 57 85 6c ff af 55 73 cc fe f5 el 5b ad e6 38 b8 95 48 3f 17 b2 55 58 b8 17 ¢3 91 ed ff b5 6a 8e d8 bf 46 28 ab d5
1cc7 bl 12 e9 e7 02 bl Oa Ob {7 aa 90 ed ff b5 6a 8e d9 bf 3e d4 aa d5 1c 87 ac 12 e9 e7 c2 ab 0a Ob 77 ab 10 07 ab 72
ed 5f ab e6 88 fd 6b 04 a8 5a cd 71 74 2a 91 7e
Data Ascii: XL-#cKZQt-|h-16,P-1"(mZQ-|&h/R59ji0VSOK-+&kZ5G_#<jccscEUZ5_j sa’ U Us5"8H?UXWIUS[BH?UX|F(
jPwr_kZqt*~

2021-10-28 23:41:24 UTC 464 IN Data Raw: 06 95 ca 97 e2 63 34 12 55 45 77 12 6¢ 8b ¢5 7c 2c 19 92 2a 81 3d c0 19 d2 31 01 9b 4a €6 8b c0 53 91 4c 1e
dd 49 b0 b4 09 €0 54 19 01 39 16 4b 41 ab c2 38 43 3a 26 60 56 a9 7c 29 3e 46 23 57 55 74 27 ¢l b6 58 cc ¢7 92 21 ac
12 d8 03 9c 21 1d 13 b0 ac d4 7a 34 Oc 67 45 32 79 74 27 c1 5e 89 €3 b8 56 ea 2b 1f 86 b6 22 99 3¢ ba 93 60 cf 6f 62 18
57 46 4c d6 2c 27 01 €9 0a €3 Oc 69 9a 8 77 25 b2 37 91 b4 f3 a3 5e 81 62 02 0a a0 98 32 90 ¢l ¢7 33 b1 f5 0f 8b cf 06
c1 92 99 03 5a 85 20 77 2c Oe 4a f1 00 04 91 c3 90 81 89 25 73 52 45 92 38 40 ff 7f 61 67 b3 63 37 8e 43 e1 57 €9 d9 75
80 a0 31 9 5d 7a 35 af 12 a0 02 27 80 2a 69 74 05 68 03 85 bc fb 58 3f be d6 cf 39 24 5 a2 b2 8b 75 28 9a a4 28 97 7d
ef f5 97 4b 96 a6 12 50 6f 20 b2 ca ea 70 4a d6 68 20 36 89
Data Ascii: cAUEWI|,*=1JSLITOKASC:& V|)>FAWULX!IZ4gE2ytAV+'<" obWFL, iW%7/b23Z w,J%sRE8@0gc7CWullz5
*ithX?9%u((}KPo pJh 6

2021-10-28 23:41:24 UTC 465 IN Data Raw: aa dc 18 97 01 29 97 ae 36 5a 65 38 4c ae 88 f5 51 13 81 80 91 cb 53 cd 95 bl 00 e4 06 33 1a 97 01 1d 17 27
a9 3d c3 al 71 45 ac 8f da ca 88 3d 63 66 ¢5 69 b6 cc 8¢ c6 65 40 ¢4 c5 db Ob b5 67 38 1c ae 88 5 51 13 81 80 85 cb 53
cd 95 b1 00 el 06 33 1a 97 01 05 17 27 a9 3d ¢3 21 70 45 ac 8f da ca 88 3d 63 66 bf 69 b6 cc 8¢ ¢6 65 40 be c5 3b 4f b5
6738 ec ad 88 5 51 13 81 80 79 cb 53 cd 95 bl 00 de 06 33 1a 97 01 ed 16 27 a9 3d c3 al 6e 45 ac 8f da ca 88 3d 63 66
b9 69 b6 cc 8¢ ¢6 65 40 b8 ¢5 5b 20 b5 67 38 be ad 88 5 51 7b 8f 27 f6 8¢ 99 d9 a6 d9 32 33 1a 97 01 d5 16 27 €9 b7 be
2 bd 6f 7b 3 6b c6 b3 e5 a9 6 ca 18 6f 80 d9 1d f0 34 92 2d 3e af aa 3d ¢3 61 6¢ 45 ac 8f 9a 08 04 Oc 5b 9e 6a ae 8¢ 05
036 98 d1 b8 Oc e8 b5 38 49 ed 19 Oe 5d 2b 62 7d d4
Data Ascii: )6Ze8LQS3'=¢E=cfie @g8QS3'=IpE=cfie@;0g8QyS3'=nE=cfie@[ g8Q{23'0{ko4->=alE[|68I]+b}

2021-10-28 23:41:24 UTC 466 IN Data Raw: 2a el 12 15 95 a0 89 8a 4a e8 44 45 25 80 a2 a2 12 46 51 51 09 a6 e8 ec 18 4c 2a 3a eb 81 61 45 59 c5 bc a2
ac 61 64 51 d6 30 b5 28 6b 18 5c 94 35 cc 2e ca 1a c6 17 65 0d 13 8¢ b2 86 21 46 59 c3 1c a3 ac 61 94 51 ¢9 9d dO 8¢ 8a
4280 46 45 25 4¢ a3 a2 12 ac 51 51 09 d9 a8 a8 04 6e 54 54 c2 37 2a 2a 41 1c 15 95 50 8e 8a 4a 40 47 a5 17 18 eb a8
b4 98 8 16 0a b3 e9 5 f6 18 b5 7e db 83 72 8f ce c9 b6 b7 50 74 6b 6 28 44 a7 32 90 4a f3 1b aa 44 df 9e 7a c8 ed 71
13 07 7f 81 ea 9c 3d 53 26 ¢3 4b 54 c0 50 08 4f 67 23 9d 1b d3 50 28 4e 48 ba f4 6e a0 09 46 €0 24 3d 1c cc 54 cb 42 4b
42 96 52 8¢ 06 66 d2 79 d1 b0 54 4c €9 ad Of 7d 73 d9 f9 49 Of 07 53 15 33 37 18 04 29 c1 18 0d 2c a5 13 82 66 a8 18 27
2a 5d 7a 37 d0 44 23 70 95 1e Oe 66 2a 66 a1 2b 21 4b 29 46
Data Ascii: *JDE%FQQL*:aEYadQO(k\5.e!FYaQJFE%LQQNTT7**APJ@G~Ptkn(D2JDzq=S&KTPOg#P(NHNF$=T
BKBRIyTL}sIS37),1*]z7D#pf*+IK)F

2021-10-28 23:41:24 UTC 467 IN Data Raw: aa ff 21 97 9b 3b ¢5 35 05 be 28 7e 74 b4 ec 10 02 d2 4e 69 15 23 4d f5 df e7 a2 63 d2 fO a2 b8 a6 40 17 c5 11
99 56 1c f2 9d b2 Oe 9c a6 fa 1f 72 b9 b9 53 5¢ 53 e0 8b e2 92 48 e5 f0 43 05 2e 83 5f aa 5d b2 f0 cd 5b 6f 34 7e 03 28 7d
c1 b9 88 90 56 3e 2d 5¢c 08 49 2b 77 c4 6b 39 69 86 34 86 8f 3d a7 51 69 86 4c 86 bb 7b Ob 86 8b 7c 4e ec cc 4c 23 cf 43
ce e4 b4 ee 2¢ f0 37 29 fc 43 6b 67 84 1a 7f 3e 73 06 a9 8d 27 c2 2¢ b5 64 07 af 15 e3 b5 61 06 aa 56 7b 52 b8 6a 97 ff
ce 2e a2 d5 72 8d 2 9 f6 20 c0 d3 a2 48 c9 69 49 64 d8 b4 24 32 66 5a 12 19 30 2d 89 8¢ 96 96 44 86 4a 4b 22 e3 a4 25
91 41 d2 92 c8 08 69 49 64 78 b4 28 12 36 5a 94 08 18 2d 4a 84 8a 16 25 82 44 8b 12 el al 45 89 c0 d0 a2 44 48 68 69
ed 31 06 2d 25 8d 19 68 87 84 01 68 87 80 €9 67 87 80
Data Ascii: ;5(~tNi#Mc@VrS\SHC._][04~(}V>-\I+wk9i4=QIiL{INL#C,7)Ckg>s',daV{R].r Hild$2fZ0-DJIK"%Aildx(6Z-J%DEDH
hi1-%hhg
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Timestamp transferred Direction Data

2021-10-28 23:41:24 UTC 469 IN Data Raw: Oa 3a 5b a9 af bf 6b e4 a0 fe 8e 3¢ a5 3d 60 98 52 1a 5f 45 52 92 9d Of 29 4c 7 bf 6b e4 a8 fe 7e e8 a4 3d 60
6e 52 1a 5f 05 4d 92 9d Of 4f 30 d3 fd ef 1a 39 7a fa f2 a3 24 ed 01 23 92 d2 f8 2a 3e 92 ec 7c 48 61 fe d9 d7 33 72 54 7f
3f 20 d2 1e 30 0d 29 8d af 42 21 c9 ce 87 37 21 a7 fb df 35 72 50 7f 47 {6 d1 1e 30 f8 28 8d af a2 1e c9 ce 87 14 a6 fb df
3572 54 7f 3f cc d1 1e 30 e3 28 8d af 02 1c c9 ce fb 14 74 ba 51 5f 7f d7 c8 41 fd 1d 89 46 7b cO 38 a3 34 be 8a 65 24 3b
1f 52 98 ee 7f d7 ¢8 51 fd fd €0 45 7b cO e4 a2 34 be 0a 5b 24 3b ef 53 d0 99 45 7d fd 5d 23 07 5 77 e4 14 ed 01 43 8a d2
18 2a 42 91 ec 7¢ 48 61 ba ff 5d 23 47 5 {7 43 12 ed 01 f3 88 d2 8 2a 18 91 ec b 4f 41 27 11 f5 {5 77 8d 1c d4 df 91 3e b4
07 8c 1e 4a 3 ab b8 43 b2 f3 21 85
Data Ascii: :[k<="R_ER)Lk~="nR_MO09z$#*>|Ha3rT? 0)BI7!5rPGO(5rT?0(tQ_AF{84e$;RQE{4[$;SE}#WC*B|Hal#G
C*OAW>JC!

2021-10-28 23:41:24 UTC 470 IN Data Raw: 54 e8 ad 86 fb 41 b7 el a5 00 fO e3 08 5a 6e 56 2b 10 cb €3 d0 9d 5f b5 3a da Ob ba 80 4b 04 fc 5d b1 23 fe ca
8a 6f f7 75 fa f4 b4 ¢6 37 12 37 05 bl 6¢c 01 7d al 15 98 54 