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Windows Analysis Report GQwxmGZFvtg.dil
Overview

General Information Detection Signatures Classification

Sample GQwxmGZFvtg.dll
Name: MALICIOUS Found malware configuration
Analysis ID: 525020 Snort IDS alert for network traffic (e....

MDs: 3ecb8e8cObaaas.. Multi AV Scanner detection for subm...
SHA1:
50e0548¢74dd50.. Yara detected Emotet
SHA256: 7e4d240abe7a38..
System process connects to networ
Infos: QA Sy
Sigma detected: Emotet RunDLL32 ...

Most interesting Screenshot:

Tries to detect virtualization through...

Emotet

Whitelisted: false

Confid 100% Contains functionality te checkiifiaid:..
onfidence: Q
Contains functionality'te guery/locales..

Score:

Process Tree

= System is wl0x64

o [ loaddli32.exe (PID: 3228 cmdline: loaddll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dil" MD5: 72FCD8FBOADC38ED9050569AD673650E)
. cmd.exe (PID: 4720 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dil",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 2932 cmdline: rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dll*,#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. D rundll32.exe (PID: 5576 cmdline: C:\Windows\SysWOW&64\rundll32.exe “"C:\Users\user\Desktop\GQwxmGZFvtg.dll*,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 5244 cmdline: rundll32.exe C:\Users\user\Desktop\GQwxmGZFvtg.dIl,Control_RunDLL MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundll32.exe (PID: 5480 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Gbdnfdnwgwzcefyt\ininmlimepgkdbg.udp”,iHleY MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 4928 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\System32\Gbdnfdnwgwzcefyt\ininmimepgkdbgq.udp”,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 6136 cmdline: rundll32.exe C:\Users\user\Desktop\GQwxmGZFvtg.dll,abziuleoxsborpb MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)
. D rundlI32.exe (PID: 2224 cmdline: C:\Windows\SysWOW64\rundll32.exe “C:\Users\user\Desktop\GQwxmGZFvtg.dll*,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 2016 cmdline: rundll32.exe C:\Users\user\Desktop\GQwxmGZFvtg.dll,aejkroaebsbxdnkhb MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)
. D rundll32.exe (PID: 2240 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Users\user\Desktop\GQwxmGZFvtg.dll*,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 4544 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Users\user\Desktop\GQwxmGZFvtg.dll*,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
e [E] svchostexe (PID: 3716 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [E svchostexe (PID: 5320 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [E svchostexe (PID: 4128 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B svchostexe (PID: 5740 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

Malware Configuration

Threatname: Emotet
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"Public Key": [

"RUNTMSAAAADOL xqDNhonUYwk85qo7IWuU11RdUTUBNACC6romsQoelYID7wIedAheqYofpZFucPDXCZ0z9i +0oUffqeol ZUA"
"RUNLMSAAAADYNZPXY4tQxd/N4Wn5sTYAMS tUOXY20 1 1EL  I4MNhHNi 640vSLas 7Y THpFRBoG+084vtr 7AJachCzOHjaAJFCH"

I,

"C2 list": [
"51.178.61.60:443",
"168.197.250.14:80",
"45.79.33.48:8080",
"196.44.98.190:8080",
"177.72.80.14:7080",
"51.210.242.234:8080",
"185.148.169.10:8080",
"142.4.219.173:8080",
"78.47.204.80:443",
"78.46.73.125:443",
"37.44.244.177:8080",
"37.59.209.141:8080",
"191.252.103.16:80",
"54.38.242.185:443",
"85.214.67.203:8080",
"54.37.228.122:443",
"207.148.81.119:8080",
"195.77.239.39:8080",
"66.42.57.149:443",
"195.154.146.35:443"

Yara Overview

Memory Dumps

Source

0000000C.00000002.1195922556.00000000031
9A000.00000004.00000020.sdmp

00000002.00000002.776937820.0000000002C55000.00000
004.00000020.sdmp

00000008.00000002.829087525.0000000002B9
A000.00000004.00000020.sdmp

00000004.00000002.792999078.0000000002F2A000.00000
004.00000020.sdmp

00000003.00000002.776035801.000000000048A000.00000
004.00000020.sdmp

Unpacked PEs

Source

8.2.rundlI32.exe.2bb5280.1.raw.unpack
4.2.rundll32.exe.2f443a8.1.unpack
3.2.rundlI32.exe.4a4148.0.unpack
5.2.rundlI32.exe.30f42a8.0.raw.unpack

3.2.rundlI32.exe.4a4148.0.raw.unpack

Sigma Overview

System Summary:

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Click to see the 2 entries

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Click to see the 7 entries

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings

Strings

Sigma detected: Emotet RunDLL32 Process Creation
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Jbx Signature Overview

@ Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

]

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

Yara detected Emotet

System Summary:

Hooking and other Techniques for Hiding and Protection:

‘5 =

Malware Analysis System Evasion:

‘Z{

=

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

3‘

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Path Process Masquerading oS System Time Remote Archive Exfiltration Encrypted Eavesdr
Accounts  Management  Interception  Injection Credential Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Commur
Default Scheduled Boot or Boot or Logon Virtualization/Sandbox LSASS Query Registry Remote Clipboard  Exfiltration Ingress Tool Exploit S
Accounts Task/Job Logon Initialization Evasion Memory Desktop Data Over Transfer Redirect
Initialization  Scripts Protocol Bluetooth Calls/SV

Scripts
Domain At (Linux) Logon Script Logon Script Process Security Security Software SMB/Windows Data from Automated Non- Exploit S
Accounts (Windows)  (Windows) Injection Account  Discovery Admin Shares Network  Exfiltration Application Track De
Manager Shared Layer Location
Drive Protocol
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Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Local At (Windows)  Logon Script Logon Script Deobfuscate/Decode NTDS Virtualization/Sandbox Distributed Input Scheduled Application SIM Car
Accounts (Mac) (Mac) Files or Information Evasion Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Hidden Files and LSA Process Discovery SSH Keylogging Data Fallback Manipule
Accounts Logon Script Script Directories Secrets Transfer Channels Device
Size Limits Commur
Replication  Launchd Rc.common Rc.common Obfuscated Files or ~ Cached Remote System VNC GUI Input  Exfiltration Multiband Jamminc
Through Information Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled Startup Startup Items Rundll32 DCSync File and Directory Windows Web Exfiltration Commonly Rogue W
Remote Task Items Discovery Remote Portal Over Used Port Access F
Services Management Capture Alternative
Protocol
Drive-by Command and Scheduled  Scheduled File Deletion Proc System Information Shared Credential Exfiltration Application Downgre
Compromise Scripting Task/Job Task/Job Filesystem Discovery Webroot API Over Layer Protocol Insecure
Interpreter Hooking Symmetric Protocols
Encrypted
Non-C2
Protocol
Behavior Graph
Behavior Graph
D: 525020 Legend:
Sample:  GQumGZFvgal cous
Swndate: 19112021
Architecture:  WINDOWS Ij Process
Score: 100 . Signature
. Created File
Il onsieinfo
ﬂ Is Dropped
A% Is Windows Process

Screenshots

Thumbnails
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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Excel 2016

H 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

GQwxmGZFvtg.dll 18% Virustotal Browse
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https://www.virustotal.com/gui/file/7e4d240abe7a3835a088482d21e8f308c678035513631543e370f0f028a2f40e/detection/f-7e4d240abe7a3835a088482d21e8f308c678035513631543e370f0f028a2f40e-1637278543

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:i/https://iwww.disneyplus.com/legallyour-california-privacy-rights 0% URL Reputation safe
http:i/https://www.disneyplus.com/legal/privacy-policy 0% URL Reputation safe
http:i/https://168.197.250.14:80/W4 0% Avira URL Cloud  safe
http://https://51.178.61.60/vlaxXhjlEiVCItvEYurwocvmNMaSkNIb 0% Avira URL Cloud safe
http://https://168.197.250.14/GlobalSign 0% Avira URL Cloud safe
http://https://168.197.250.14:80/D 0% Avira URL Cloud  safe
http://https://51.178.61.60/vlaXhjlEiVCJItvEYurwocvmNMaSkNIb9 0% Avira URL Cloud safe
http:ifhttps://www.tiktok.c 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://168.197.250.14:80/0tSInaOjcxTpmnaQwec TWVLWIJIIRyonuNIIpOexeLeibZsTUTWRBEaFrFZGF

yKC

http:i/https://disneyplus.com/legal. 0% URL Reputation safe
http:ifhttps://168.197.250.14/rosoft 0% Avira URL Cloud  safe
http:ifhttps://www.tiktok.com/legal/report/feedback 0% URL Reputation safe
http:ifhttps://168.197.250.14/ 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://168.197.250.14:80/0tSInaOjcx TpmnaQwec TWVLWIJIIRyonuNIIpOexeLeibZsTUTWRBEaFrFZGF

y

http:// 0% Avira URL Cloud safe
https://168.197.250.14:80/0tSInaOjcx TpmnaQwec TWVLWIJIIRyonuNIIpOexeLeibZsTUTWRBEaFrFZGF

y-0

http:/fhelp.disneyplus.com. 0% URL Reputation safe
http://https://168.197.250.14:80/ 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://168.197.250.14:80/0tSInaOjcx TpmnaQwec TWVLWIJIIRyonuNIIpOexeLeibZsTUTWRBEaFrFZGF

y3

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

Copyright Joe Security LLC 2021 Page 9 of 21



URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 525020
Start date: 19.11.2021
Start time: 10:11:59
Joe Sandbox Product: CloudBasic
Overall analysis duration: 0Oh 13m 30s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: GQwxmGZFvtg.dll
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 25
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.winDLL@27/2@0/20
EGA Information: e Successful, ratio: 100%
HDC Information: e Successful, ratio: 45.6% (good quality ratio 40.5%)

e Quality average: 68.2%
e Quality standard deviation: 31%
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HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

10:15:27

API Interceptor

e Successful, ratio: 61%
e Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension: .dll
Override analysis time to 240s for rundll32

Show All

Type Description

Joe Sandbox View | Context

IPs

Match
207.148.81.119

196.44.98.190

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

8x Sleep call for process: svchost.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context
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https://view.joesandbox.com/analysis/412976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid
https://view.joesandbox.com/analysis/412942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412942/html/none?idtype=webid
https://view.joesandbox.com/analysis/412941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412941/html/none?idtype=webid
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid

Match

Domains

No context

ASN

Match
AS-CHOOPAUS

EcobandGH

JA3 Fingerprints

Match
51c64c77e60f3980eea90869h68c58a8
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Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Detection
malicious

malicious

Detection
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link
Browse

Browse

Link

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

e 149.28.171.238
e 149.28.253.196
e 149.28.253.196
e 216.128.137.31

e 185.175.156.30
® 66.42.57.149
® 66.42.57.149
e 66.42.57.149
* 66.42.57.149
* 66.42.57.149
* 66.42.57.149
* 66.42.57.149
e 66.42.57.149
* 66.42.57.149
e 66.42.57.149
* 66.42.57.149
* 66.42.57.149
* 66.42.57.149
* 66.42.57.149
* 66.42.57.149
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190
e 196.44.98.190

Context

e 51.178.61.60
e 51.178.61.60
e 51.178.61.60
e 51.178.61.60
e 51.178.61.60
e 51.178.61.60
e 51.178.61.60
e 51.178.61.60
e 51.178.61.60
e 51.178.61.60

Page 12 of 21


https://view.joesandbox.com/analysis/412942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412942/html/none?idtype=webid
https://view.joesandbox.com/analysis/412941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412941/html/none?idtype=webid
https://view.joesandbox.com/analysis/413095/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413095/html/none?idtype=webid
https://view.joesandbox.com/analysis/413076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413076/html/none?idtype=webid
https://view.joesandbox.com/analysis/413066/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413066/html/none?idtype=webid
https://view.joesandbox.com/analysis/413028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413028/html/none?idtype=webid
https://view.joesandbox.com/analysis/413014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413014/html/none?idtype=webid
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid
https://view.joesandbox.com/analysis/412942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412942/html/none?idtype=webid
https://view.joesandbox.com/analysis/412941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412941/html/none?idtype=webid
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412976/html/none?idtype=webid
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412975/html/none?idtype=webid
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412974/html/none?idtype=webid
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412973/html/none?idtype=webid
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412971/html/none?idtype=webid
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412970/html/none?idtype=webid
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412969/html/none?idtype=webid
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412959/html/none?idtype=webid
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412958/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60
_Get hash malicious Browse e 51.178.61.60

Dropped Files

No context

Created / dropped Files

Process: C:\Windows\SysWOWe64\rundll32.exe

File Type: Microsoft Cabinet archive data, 61414 bytes, 1 file

Category: dropped

Size (bytes): 61414

Entropy (8bit):  7.995245868798237

Encrypted: true

SSDEEP: 1536:EysguU6gqmzixT64jYMZ8HbVPGfVDwm/XLZ9rP:wF6gmeodeH1m9OwmLvrP

MD5: ACAEDAG0C79C6BCAC925EEB3653F45E0

SHA1L: 2AAAE490BCDACCC6172240FF1697753B37AC5578

SHA-256: 6BOCECCF0103AFD89844761417C1D23ACC41F8AEBF3B7230765209B61EEES658
SHA-512: FEAAGE7ED7DDA1583739B3E531AB5C562A222EE6ECD042690AE7DCFF966717C6E968469A7797265A11F6E899479AEO0F3031E8CFS5BEBE1492D5205E9C5969090
Malicious: false

Preview:

i,3.3.Z....~"Ne<..TF.*..
\.R$.".g..+..64..@n

LWMLLR.@. LR AT.LLHA..d.Qh..3 fCX....==#.. M. ~&....[ J9.\.WW..... TX.%....]..a4E
N<.d.O..dH@c1t...[w/...T....cYK.X>.0..Z.....0>..9.3.#9X.%.b... 5.YK.E.V.....".[.3.._
WYl Eemall $.FL0F0_YuG....,.%.>,.2X.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Windows\SysWOW64\rundll32.exe

File Type: data

Category: modified

Size (bytes): 328

Entropy (8bit):  3.118359240275542

Encrypted: false

SSDEEP: 6:kKnNhk8SN+SKQIPIEGYRMY9z+4KIDA3RUeYIUmIUR/t:z9kPIE99SNXxAhUeYIUSA/t

MD5: 92A36CDA1A0A1B0958C46813CFB34973

SHAL: C532833FEA2C377FCED884D14FCBODC427A08A73

SHA-256: 1CD5D904F36CE42BF800D2EFCAL3E67337F65207C5C4BF1796247B5D56F8102F

SHA-512: F8D866CA0C4463202F1CE581EEO0CB38E5668BA69E0942D7DCECD450FD67B4E6091D2CA858A745397624678BC3A0BB1D2A3BC5191C8B6EOF306C23E8C8DATD,
90

Malicious: false

Preview:
Pevee crereas L2 coeveee QN e&eJhottpa/ e tLdolwiin.d.o.w.s.u.p.d.a.t.e...c.o.om./ . m.s.d.o.w.n.l.o.a.d./.u.p.d.at.e./.v.3./.s

tatic/trustedr/en/authro.otstl.cab."0.71el5.c5d.c4d7.1.:0.".

Static File Info

General

File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

Entropy (8bit): 7.178855934216584
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https://view.joesandbox.com/analysis/412956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412956/html/none?idtype=webid
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412955/html/none?idtype=webid
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412954/html/none?idtype=webid
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412953/html/none?idtype=webid
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412952/html/none?idtype=webid
https://view.joesandbox.com/analysis/412950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412950/html/none?idtype=webid
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412947/html/none?idtype=webid
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412946/html/none?idtype=webid
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412945/html/none?idtype=webid
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412943/html/none?idtype=webid

General

TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address
text 0x1000

.rdata 0x3b000

.data 0x4f000

.rsrc 0x52000

Copyright Joe Security LLC 2021

Virtual Size
0x3930c

0x13cfe

0x252c

0x24410

Raw Size
0x39400

0x13e00

0x1800

0x24600

Xored PE

False

False

False

False

e Win32 Dynamic Link Library (generic) (1002004/3)
99.40%

Clipper DOS Executable (2020/12) 0.20%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

GQwxmGZFvtg.dll
485376

e o o o

3ecb8e8cObaaadacf5cab47a29ad2989
5de0548c74dd501454c949dc13a7ad4e37e35aceb

7e4d240abe7a3835a088482d21e8f308c6780355136315
43e370f0f028a2f40e

c14b19634604112fd95cef0118b9f8fbdb53102ebledfdea
3c35afb362d6a5a6flbldab3334ed2250e36ee125dah79:
d3eebaa5f86d051ce75dc46fd2cbe0324

12288:bdv8jkvzqZvv2wLBymTil2yD88kYwZ1h1:b2Zvv
2c1Tilv0Z1lh

74f0e4ecccdceOed

0x10015826

text

false

0x10000000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
DYNAMIC_BASE, NX_COMPAT

0x61964C08 [Thu Nov 18 12:50:16 2021 UTC]

o o O o O o

261bae8b02d2e7bf979e55d76b9dc786

ZLIB Complexity File Type Entropy
0.530729735262 data 6.66187646144
0.464512087264 data 5.41556152438
0.223795572917 data 3.845062089
0.818520457474 data 7.74951937622

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
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Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
.reloc 0x77000 0x33a0 0x3400 False 0.71484375 data 6.58405020621 IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
Resources
Imports
Exports
Version Infos
Possible Origin
Language of compilation system Country where language is spoken
English United States :
Network Behavior
Snort IDS Alerts
Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
11/19/21- TCP 2404334 ET CNC Feodo Tracker Reported CnC Server TCP group 18 49774 443 192.168.2.4 51.178.61.60
10:14:40.027395
11/19/21- TCP 2404312 ET CNC Feodo Tracker Reported CnC Server TCP group 7 49783 80 192.168.2.4 168.197.250.14
10:15:13.169990
11/19/21- TCP 2021013 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex/Trickbot CnC) 80 49783 168.197.250.14 192.168.2.4
10:15:13.697104
Network Port Distribution
TCP Packets
HTTP Request Dependency Graph
e 51.178.61.60
HTTPS Proxied Packets
Session ID Source IP Source Port Destination IP  Destination Port Process
0 192.168.2.4 49774 51.178.61.60 443 C:\Windows\SysWOWe64\rundll32.exe
kBytes
Timestamp transferred Direction Data
2021-11-19 09:14:40 UTC 0 ouT GET /vlaXhjlEiVCItvEYurwocvmNMaSkNIb HTTP/1.1

Copyright Joe Security LLC 2021

Cookie: DGOfLuguTgt=UBN56B3QU+Tc+Xgq31bg3foHc8SetGWRWSBCIQGOAJCXtu7IVNtnsz2CZP6/nHbvDL2M+G
Xz6pggLLehfHZd2GGYpuUBuQKdmhGRacOnQW/ucq9cf8VNNBbQNPbhalyvOXRSUZSYFPtFB7LZ100rndJDYNrS7ph9
OFj+KdcaTImxvalL1Qs5Z6UL4ThHUhcfK77E//BWfq9+pJEy7dd TtLK+8K0+70BY+tADtOTnAGuU02ueeAlbD3B8i85H
cUUZx7mjc28/XQaTOUj2m814x;TOMgG 7kxOyfQBdcReokKXChScsmno86poBrov773eA2kwlLMUWE

Host: 51.178.61.60

Connection: Keep-Alive

Cache-Control: no-cache
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Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 3228 Parent PID: 5664

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:12:58

19/11/2021
C:\Windows\System32\loaddll32.exe

true

loaddll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dil"
0x1320000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.796379773.0000000000F4A000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 4720 Parent PID: 3228
General
Start time: 10:12:58
Start date: 19/11/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dil",#1
0x11d0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

high

Show Windows behavior

f
Copyright Joe Security LLC 2021

1
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Analysis Process: rundll32.exe PID: 5244 Parent PID: 3228

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:12:58

19/11/2021
C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\GQwxmGZFvtg.dll,Control_RunDLL
0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.776937820.0000000002C55000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 2932 Parent PID: 4720
General
Start time: 10:12:58
Start date: 19/11/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dil",#1
0xa70000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.776035801.000000000048A000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 6136 Parent PID: 3228
General
Start time: 10:13:03
Start date: 19/11/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

Copyright Joe Security LLC 2021

true

rundll32.exe C:\Users\user\Desktop\GQwxmGZFvtg.dll,abziuleoxsborpb
0xa70000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.792999078.0000000002F2A000.00000004.00000020.sdmp, Author:
Joe Security

high
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Analysis Process: rundll32.exe PID: 2016 Parent PID: 3228

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:13:07

19/11/2021
C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\GQwxmGZFvtg.dll,aejkroaebsbxdnkhb
0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.795842266.00000000030DA000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 5576 Parent PID: 2932
General
Start time: 10:13:38
Start date: 19/11/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SysWOWe64\rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dIl",Control
_RunDLL

0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD6G3D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 5480 Parent PID: 5244

General

Start time: 10:13:39

Start date: 19/11/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Gbdnfdnwgwzcefyt
\ninmimepgkdbq.udp",iHleY

0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.829087525.0000000002B9A000.00000004.00000020.sdmp, Author:
Joe Security
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Reputation: high
Analysis Process: rundll32.exe PID: 2224 Parent PID: 6136
General
Start time: 10:13:47
Start date: 19/11/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dll",Control
_RunDLL

0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 2240 Parent PID: 2016

General

Start time: 10:13:55

Start date: 19/11/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SysWOWe64\rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dIl",Control
_RunDLL

0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD6G3D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundli32.exe PID: 4544 Parent PID: 3228

General

Start time: 10:13:55

Start date: 19/11/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\GQwxmGZFvtg.dIl",Control
_RunDLL

0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language
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File Activities

Show Windows behavior

Analysis Process: rundll32.exe PID: 4928 Parent PID: 5480

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

10:14:10

19/11/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Gbdnfdnwgwzcefyt\nlnmimepg
kdbg.udp",Control_RunDLL

0xa70000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000C.00000002.1195922556.000000000319A000.00000004.00000020.sdmp,
Author: Joe Security

Show Windows behavior

Analysis Process: svchost.exe PID: 3716 Parent PID: 568

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

10:14:25

19/11/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 5320 Parent PID: 568

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

10:14:53

19/11/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language
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File Activities

Show Windows behavior

Analysis Process: svchost.exe PID: 4128 Parent PID: 568

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

10:15:14

19/11/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 5740 Parent PID: 568

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

10:15:25

19/11/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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