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Windows Analysis Report 2zTgaLRFKL.dII

Overview

General Information Detection

Sample 2zTgalLRFKL.dIl

Name: F MALICIOUS ] Found malware configuration

Analysis ID: 526326

MD5: 096d27e730a166..
SHAL: 880a73f218d5b4b.
SHA256: 5bbba6d13c8222..
Tags: dil

Infos: @ 4t oS

Most interesting Screenshot:

Score:

Range:

Process Tree

= System is w10x64

o [m loaddli32.exe (PID: 5092 cmdline: loaddll32.exe "C:\Users\user\Desktop\2zTgaLRFkL.dII" MD5: 72FCD8FBOADC38ED9050569AD673650E)
cmd.exe (PID: 2244 cmdline: cmd.exe /C rundl32.exe "C:\Users\user\Desktop\2zTgaLRFKL.dIl",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 4888 cmdline: rundll32.exe "C:\Users\user\Desktop\2zTgalLRFKL.dII"#1 MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
o B regsvr32.exe (PID: 2076 cmdline: regsvr32.exe /s C:\Users\user\Desktop\2zTgaL RFKL.dIl MD5: 426E7499F6A7346F0410DEAD0805586B)
. @ iexplore.exe (PID: 764 cmdline: C:\Program Files\Internet Explorer\iexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5164 cmdline: "C:\Program Files (x86)\Internet Explore\IEXPLORE.EXE" SCODEF:764 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)

. D rundll32.exe (PID: 5132 cmdline: rundll32.exe C:\Users\user\Desktop\2zTgaLRFKL.dll,DlIRegisterServer MD5: D7CA562B0ODB4F4DDOF03A89A1FDAD6G3D)
. D rundll32.exe (PID: 4380 cmdline: rundll32.exe C:\Users\user\Desktop\2zTgaLRFKL.dll,abetfoehywujav MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 6004 cmdline: rundll32.exe C:\Users\user\Desktop\2zTgaLRFKL.dll,abjgkgqaxstop MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)

= cleanup

Malware Configuration

Threatname: Ursnif

Copyright Joe Security LLC 2021

Whitelisted:

Confidence:

Yara detected Ursnif

Tries to detect virtualization through...

Potentially malicious time measurem...
Creates a Directinput ebject (eften|fo...
Uses 32bit: PE files:

Tries|to/load missing DLLS

%)
«Q
=3
4
c
=
(1
7]

Contains functienality toicheckiifia dk..

Contains functionality/to/read the PEB

64

Uses code abftiscation techniguesi(t.:

0-100 Detected potentiallcryptofunction
false

Contains functionality to/guery, CPU/ ...
100% PACKIEE

Registersia DL

Classification
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"RSA Public Key":
"v1wySnSj0/Qezkq1+zqVG70QdnxYDEELZYNPMCKME9BOSUxu0iK8VIFGPFM/ rZINh fGzVodUM3YWONB8IrcH84RZYGEDLNEHQCkubhXRasaUA7K 7h+31Zamv jyookCKgwBWz lu6vCX1eURNon LpROKDMOKBVqo fzDshox JHbA ZcKqC
FEt5vgt07370B80ABENdIFROXGjobZc sdaOkE F TvEL BFteszn3jqJalHvAPKkpESgs00qGs t YhkLp1L +MgFUOKXEL 4WVi IcGGNpbyyXZKBlebQs4TypEMrCOSUGOPsB7mmSQ4ESN30L02+qpL 14r8r TcHPMVTQHS/bLARbe3XO0v j+AriFcBj
SRm8ai2Vyo=",
"c2_domain": [
"microsoft.com/windowsdisabler”,
"https://technoshoper.com”,
"https://avolebukoneh.website",
"http://technoshoper.con”,
"http://avolebukoneh.website"
1,
"botnet": "8899",
"server": "12",
"serpent_key": "56473871MNTYAIDA",
"sleep_time": "10",
"CONF_TIMEOUT": "10",
"SetWaitableTimer_value": "0",
"DGA_count": "10"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000002.00000002.911757798.0000000004620000.00000 JoeSecurity_Ursnif_1  Yara detected Joe Security
040.00000001.sdmp Ursnif
00000002.00000002.911635582.0000000004600000.00000 JoeSecurity_Ursnif_1  Yara detected Joe Security
004.00000001.sdmp Ursnif
00000005.00000002.911557435.0000000002ED0000.00000 JoeSecurity_Ursnif_1  Yara detected Joe Security
040.00000010.sdmp Ursnif
00000005.00000002.911406171.0000000002EB0000.00000 JoeSecurity_Ursnif_1  Yara detected Joe Security
004.00000010.sdmp Ursnif

Unpacked PEs

Source Rule Description Author Strings

5.2.rundll32.exe.2ed0000.1.raw.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

2.2.regsvr32.exe.4620000.1.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

5.2.rundlI32.exe.2eb0000.0.raw.unpack JoeSecurity_Ursnif_1  Yara detected Joe Security
Ursnif

2.2.regsvr32.exe.4620000.1.raw.unpack JoeSecurity_Ursnif 1 Yara detected Joe Security
Ursnif

2.2.regsvr32.exe.4600000.0.raw.unpack JoeSecurity_Ursnif 1  Yara detected Joe Security
Ursnif

Click to see the 1 entries

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection: -i.
Found malware configuration
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Key, Mouse, Clipboard, Microphone and Screen Capturing:

=

Yara detected Ursnif

3‘

E-Banking Fraud:

Yara detected Ursnif

Hooking and other Techniques for Hiding and Protection:

=

Yara detected Ursnif

3‘

Malware Analysis System Evasion:

J

Anti Debugging:

Stealing of Sensitive Information:

=

Yara detected Ursnif

3‘

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Rem
Initial Privilege Defense Credential Lateral Command Network Serv
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration and Control Effects Effe:
Valid Windows DLL Side-  Process Masquerading Input System Time Remote Input Exfiltration Encrypted Eavesdropon Rem
Accounts  Management  Loading Injection capture [ Discovery Services capture [{l] Over Other Channel Insecure Trac
Instrumentation Network Network With
Medium Communication Auth
Default Scheduled Boot or DLL Side- Process LSASS Security Software  Remote Archive Exfiltration  Ingress Tool Exploit SS7to  Rem
Accounts  Task/Job Logon Loading Injection Memory  Discovery Desktop Collected  Over Transfer Redirect Phone Wipe
Initialization Protocol Data Bluetooth Calls/SMS With
Scripts Auth
Domain At (Linux) Logon Script Logon Script  Obfuscated Files Security Process SMB/Windows Data from Automated Non- Exploit SS7to  Obte
Accounts (Windows)  (Windows) or Information Account Discovery Admin Shares Network Exfiltration  Application Track Device  Devi
Manager Shared Layer Location Clou
Drive Protocol Back
Local At (Windows)  Logon Script Logon Script  Regsvr32 NTDS File and Directory  Distributed Input Scheduled Application SIM Card
Accounts (Mac) (Mac) Discovery Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Rundll32 LSA System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Script Secrets Information Transfer Channels Device
Discovery Size Limits Communication
Replication Launchd Rc.common Rc.common  DLL Side- Cached System VNC GUI Input  Exfiltration  Multiband Jamming or
Through Loading Domain Owner/User Capture Over C2 Communication Denial of
Removable Credentials Discovery Channel Service
Media
Behavior Graph
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Screenshots

Thumbnails

Behavior Graph

ID: 526326 mcoend
sSample: 22TgalRFKL.dl SUSPICIOUS D Process
Startdate: 22/11/2021 CLEAN
Architecture:  WINDOWS —— D Signature
Score: 64
I:I Created File
Il onsieinfo
started I.l
- - ia's Dropped
- )
mg s Windows Process
loaddI32. -} [ ] .
oaddi32exe g Ias Number of created Registry Values
L]}

G i W N
TS
BRAIIC
il
. e Potentially malicious L1l
Tries to detect virtualization o —
through ROTSC fme. time stoy code started started P
15( ]
—
< regsvr32.exe e cmd.exe = 2w G
9
[C] [C] 73 @

Potentially malicious

oS toldelechvifiuslization time measurement code
found

(hmugh RDTSC time measurements started

/ started

rundli32.exe ’J

m
IC]

“ iexplore.exe

G i B

4

dart doubleclicknet ()
142.250.203.102, 443, 49759, 49760
GOOGLEUS

United States E5

ad-delivery.net

104.26.3.70, 443, 49761, 49762
CLOUDFLARENETUS
United States E5

Tries to detect virtualization
through RDTSC time measurements

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

10 other IPs or domains
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F1 https://wvnw.msn.com/de-ch/acid=iehp ~ @ ¢ || Search...

3 SN Schweiz | Sign in Het..

Microsoft tritt ftir den Schutz Ihrer Privatsphére ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitgestellt, verwaltet und verbessert werden kannen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Anzeigen. Sie kénnen 'Akzeptieren’ auswihlen, um dieser Verwendung
zuzustimmen, oder auf ‘Zwecke anzeigen* Klicken, um Ihre Optionen zu iberpriifen. Sie kénnen Thre Auswahl unter “Einstellungen
verwalten' unten auf dieser Seite dndern. Datenschutzerkidrung.

Wir und unserer Partner verarbeiten Daten, um

i zu verwenden und aktiv genschaften zur Identifizierung zu scannen. Dies dient dazu,

prazise Geclokalisier
Informationen auf einem Gerat zu speichemn und darauf zuzugraifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und

Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen

Liste der Partner (Anbieter)

Zwecke anzeigen

TQDFHPUIU U1

Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:ifhttps://onedrive.live.com;Fotos 0% Avira URL Cloud  safe
http://https://www.botman.ninja/privacy-policy 0% Avira URL Cloud safe
http://https:/iwww.queryclick.com/privacy-policy 0% Avira URL Cloud safe
http://https://btloader.com/tag?0=6208086025961472&upapi=true 0% URL Reputation safe
http://https://www.stroeer.de/werben-mit-stroeer/onlinewerbung/programmatic-data/sdi-datenschutz-b2c - 0% Avira URL Cloud safe
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Source

http://https://silvermob.com/privacy

http://https://ad-delivery.net/px.gif?ch=1&e=0.4482105559414631

http://https://tools.applemediaservices.com/api/badges/download-on-the-app-store/black/de-de?"

http://https://onedrive.live.com;OneDrive-App

http://https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json

http://https://doceree.com/.well-known/deviceStorage.json

http://https://www.bidstack.com/privacy-policy/

http://https://www.stroeer.de/ssp-datenschutz

http://https://optimise-it.de/datenschutz

Domains and IPs

Contacted Domains

Name
contextual.media.net
dart.l.doubleclick.net
hblg.media.net
lg3.media.net
btloader.com
ad-delivery.net
assets.msn.com
web.vortex.data.msn.com
WWW.msh.com
ad.doubleclick.net
srtb.msn.com

cvision.media.net

Contacted URLs

Name

P
2.18.160.23
142.250.203.102
2.18.160.23
2.18.160.23
172.67.70.134
104.26.3.70
unknown
unknown
unknown
unknown
unknown

unknown

http://https://btloader.com/tag?0=6208086025961472&upapi=true

http://https://ad.doubleclick.net/favicon.ico?
ad=300x250&ad_hox_=1&adnet=1&showad=1&size=250x250

http://https://ad-delivery.net/px.gif?ch=1&e=0.4482105559414631

URLs from Memory and Binaries

Contacted IPs

Public

P

104.26.3.70
142.250.203.102
172.67.70.134

Domain
ad-delivery.net
dart.l.doubleclick.net

btloader.com

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:

Copyright Joe Security LLC 2021

Country

United States
United States
United States

34.0.0 Boulder Opal
526326

22.11.2021
14:27:45
CloudBasic

Oh 10m 38s

false

Active
true

true

true

true

true

true
unknown
unknown
unknown
unknown
unknown

unknown

Malicious
false

false

false

Flag

Detection Scanner

0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation
0% Avira URL Cloud
0% URL Reputation
0% Avira URL Cloud
0% URL Reputation
0% Avira URL Cloud
0% Avira URL Cloud
Malicious Antivirus Detection
false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e Avira URL Cloud: safe

ASN

13335
15169
13335

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
Reputation
high
high
high
high
unknown
unknown
high
high
high
high
high
high
Reputation
unknown
high
unknown
ASN Name Malicious
CLOUDFLARENETUS false
GOOGLEUS false
CLOUDFLARENETUS false
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Report type:
Sample file name:
Cookbook file name:

Analysis system description:

light
2zTgalLRFKL.dIl
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 24

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal64.troj.evad.winDLL@17/115@11/3
Failed

e Successful, ratio: 100% (good quality ratio 92.8%)
e Quality average: 82.1%
e Quality standard deviation: 29.8%

e Successful, ratio: 68%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

* Found application associated with file extension: .dll
e Override analysis time to 240s for rundlI32

Show All

Joe Sandbox View | Context

IPs

Match
104.26.3.70

172.67.70.134

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

mkklcdnve
1.com/cdn-
cgilstyles
/main.css
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https://view.joesandbox.com/analysis/224665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224665/html/none?idtype=webid
https://view.joesandbox.com/analysis/413625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413625/html/none?idtype=webid
https://view.joesandbox.com/analysis/413425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413425/html/none?idtype=webid
https://view.joesandbox.com/analysis/411777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411777/html/none?idtype=webid
https://view.joesandbox.com/analysis/411000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411000/html/none?idtype=webid
https://view.joesandbox.com/analysis/410754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410754/html/none?idtype=webid
https://view.joesandbox.com/analysis/410728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410728/html/none?idtype=webid
https://view.joesandbox.com/analysis/410718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410718/html/none?idtype=webid
https://view.joesandbox.com/analysis/409348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409348/html/none?idtype=webid
https://view.joesandbox.com/analysis/409009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409009/html/none?idtype=webid
https://view.joesandbox.com/analysis/408485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408485/html/none?idtype=webid
https://view.joesandbox.com/analysis/408370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408370/html/none?idtype=webid
https://view.joesandbox.com/analysis/408366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408366/html/none?idtype=webid
https://view.joesandbox.com/analysis/408322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408322/html/none?idtype=webid
https://view.joesandbox.com/analysis/408289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408289/html/none?idtype=webid
https://view.joesandbox.com/analysis/407934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407934/html/none?idtype=webid

Match

Domains

Match

contextual.media.net

ASN

Match
CLOUDFLARENETUS

CLOUDFLARENETUS

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

> > >
3 ] [}
] 73 @
o o <]
Q, 0, Q,
2 2 2
@ @ @
-3 - -
(7] [ [
o o o
3 3 3
=3 i -
o ® ®
=z P4 2
o o o
3 3 3
o ® ®
c c [=
a a a
[ [ [

Detection
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Context

Context

2.18.160.23
2.18.160.23
2.18.160.23
2.18.160.23
2.18.160.23
2.18.160.23
2.18.160.23
23.211.6.95
23.211.6.95
104.76.200.23
23.211.6.95
2.18.160.23
2.18.160.23
23.211.6.95
23.211.6.95
23.211.6.95
23.211.6.95
23.211.6.95
2.18.160.23
2.18.160.23

Context

162.159.13
3.233

104.26.6.139
23.227.38.74

162.159.13
0.233

104.21.71.149
172.67.171.239
104.16.203.237
23.227.38.74
104.16.203.237
172.67.200.96
104.21.19.200
104.21.19.200
104.21.19.200
104.21.59.22

162.159.13
3.233

104.26.3.70
104.26.7.139
104.18.11.207

162.159.13
3.233

23.227.38.74

162.159.13
3.233

104.26.6.139
23.227.38.74

162.159.13
0.233

104.21.71.149
172.67.171.239
104.16.203.237
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https://view.joesandbox.com/analysis/407832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407832/html/none?idtype=webid
https://view.joesandbox.com/analysis/407529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407529/html/none?idtype=webid
https://view.joesandbox.com/analysis/407469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407469/html/none?idtype=webid
https://view.joesandbox.com/analysis/406978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406978/html/none?idtype=webid
https://view.joesandbox.com/analysis/406977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406977/html/none?idtype=webid
https://view.joesandbox.com/analysis/414198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414198/html/none?idtype=webid
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid
https://view.joesandbox.com/analysis/413629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413629/html/none?idtype=webid
https://view.joesandbox.com/analysis/413625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413625/html/none?idtype=webid
https://view.joesandbox.com/analysis/413505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413505/html/none?idtype=webid
https://view.joesandbox.com/analysis/413483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413483/html/none?idtype=webid
https://view.joesandbox.com/analysis/413428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413428/html/none?idtype=webid
https://view.joesandbox.com/analysis/413425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413425/html/none?idtype=webid
https://view.joesandbox.com/analysis/413366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413366/html/none?idtype=webid
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid
https://view.joesandbox.com/analysis/412875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412875/html/none?idtype=webid
https://view.joesandbox.com/analysis/412281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412281/html/none?idtype=webid
https://view.joesandbox.com/analysis/411777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411777/html/none?idtype=webid
https://view.joesandbox.com/analysis/411776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411776/html/none?idtype=webid
https://view.joesandbox.com/analysis/411775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411775/html/none?idtype=webid
https://view.joesandbox.com/analysis/411000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411000/html/none?idtype=webid
https://view.joesandbox.com/analysis/410991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410991/html/none?idtype=webid
https://view.joesandbox.com/analysis/410762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410762/html/none?idtype=webid
https://view.joesandbox.com/analysis/410754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410754/html/none?idtype=webid
https://view.joesandbox.com/analysis/414207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414207/html/none?idtype=webid
https://view.joesandbox.com/analysis/414198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414198/html/none?idtype=webid
https://view.joesandbox.com/analysis/414179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414179/html/none?idtype=webid
https://view.joesandbox.com/analysis/414173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414173/html/none?idtype=webid
https://view.joesandbox.com/analysis/414170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414170/html/none?idtype=webid
https://view.joesandbox.com/analysis/414155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414155/html/none?idtype=webid
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid
https://view.joesandbox.com/analysis/414147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414147/html/none?idtype=webid
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid
https://view.joesandbox.com/analysis/414143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414143/html/none?idtype=webid
https://view.joesandbox.com/analysis/414132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414132/html/none?idtype=webid
https://view.joesandbox.com/analysis/414129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414129/html/none?idtype=webid
https://view.joesandbox.com/analysis/414128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414128/html/none?idtype=webid
https://view.joesandbox.com/analysis/414127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414127/html/none?idtype=webid
https://view.joesandbox.com/analysis/414123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414123/html/none?idtype=webid
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid
https://view.joesandbox.com/analysis/414108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414108/html/none?idtype=webid
https://view.joesandbox.com/analysis/414064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414064/html/none?idtype=webid
https://view.joesandbox.com/analysis/414063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414063/html/none?idtype=webid
https://view.joesandbox.com/analysis/414207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414207/html/none?idtype=webid
https://view.joesandbox.com/analysis/414198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414198/html/none?idtype=webid
https://view.joesandbox.com/analysis/414179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414179/html/none?idtype=webid
https://view.joesandbox.com/analysis/414173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414173/html/none?idtype=webid
https://view.joesandbox.com/analysis/414170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414170/html/none?idtype=webid
https://view.joesandbox.com/analysis/414155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414155/html/none?idtype=webid
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid

Match

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a98c

Copyright Joe Security LLC 2021

Associated Sample Name / URL

Associated Sample Name / URL

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

23.227.38.74
104.16.203.237
172.67.200.96
104.21.19.200
104.21.19.200
104.21.19.200
104.21.59.22

162.159.13
3.233

104.26.3.70
104.26.7.139
104.18.11.207

162.159.13
3.233

23.227.38.74

Context

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

104.26.3.70

e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134

e 104.26.3.70
e 142.250.20

3.102
172.67.70.134
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https://view.joesandbox.com/analysis/414147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414147/html/none?idtype=webid
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid
https://view.joesandbox.com/analysis/414143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414143/html/none?idtype=webid
https://view.joesandbox.com/analysis/414132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414132/html/none?idtype=webid
https://view.joesandbox.com/analysis/414129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414129/html/none?idtype=webid
https://view.joesandbox.com/analysis/414128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414128/html/none?idtype=webid
https://view.joesandbox.com/analysis/414127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414127/html/none?idtype=webid
https://view.joesandbox.com/analysis/414123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414123/html/none?idtype=webid
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid
https://view.joesandbox.com/analysis/414108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414108/html/none?idtype=webid
https://view.joesandbox.com/analysis/414064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414064/html/none?idtype=webid
https://view.joesandbox.com/analysis/414063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414063/html/none?idtype=webid
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414118/html/none?idtype=webid
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414112/html/none?idtype=webid
https://view.joesandbox.com/analysis/414103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414103/html/none?idtype=webid
https://view.joesandbox.com/analysis/414072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414072/html/none?idtype=webid
https://view.joesandbox.com/analysis/413629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413629/html/none?idtype=webid
https://view.joesandbox.com/analysis/413625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413625/html/none?idtype=webid
https://view.joesandbox.com/analysis/413505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413505/html/none?idtype=webid
https://view.joesandbox.com/analysis/413483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413483/html/none?idtype=webid
https://view.joesandbox.com/analysis/413428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413428/html/none?idtype=webid
https://view.joesandbox.com/analysis/413425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413425/html/none?idtype=webid
https://view.joesandbox.com/analysis/413366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413366/html/none?idtype=webid
https://view.joesandbox.com/analysis/413244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413244/html/none?idtype=webid
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid
https://view.joesandbox.com/analysis/412875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412875/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 104.26.3.70
e 142.250.20
3.102
e 172.67.70.134
Get hash malicious Browse e 104.26.3.70
e 142.250.20
3.102
e 172.67.70.134
Get hash malicious Browse e 104.26.3.70
e 142.250.20
3.102
e 172.67.70.134
Get hash malicious Browse e 104.26.3.70
e 142.250.20
3.102
e 172.67.70.134
Get hash malicious Browse e 104.26.3.70
e 142.250.20
3.102
e 172.67.70.134
Get hash malicious Browse e 104.26.3.70
e 142.250.20
3.102
e 172.67.70.134
Dropped Files
No context
Created / dropped Files
C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\DURNCK2N\www.msn[2].xml|
Process: C:\Program Files (x86)\Internet Exploren\iexplore.exe
File Type: ASCII text, with no line terminators
Category: dropped
Size (bytes): 139
Entropy (8bit): 5.239434861799844
Encrypted: false
SSDEEP: 3:D9yRtFwsx6wmxvFuqLHIfWEYPJIGX7T40AAekKWLFdAqSmoAOaKb:JUFkdugswEKIXH40AAekKhskb
MD5: C7A2F0B6DB20F2AEBC3CD94FC7533C0D
SHA1L: 4377F1679EED282D8258818758CB39CCEFBDE616
SHA-256: 410410F76F7E95DEE831CEE4516AFEF95EEC20608F8E3569477A8C2A4E03ABBO
SHA-512: D77005E2334813460A4E23EDOOFFI0BICBDCI8EFEA198EC21557BIF1BF320471E5D21F9A42AFC74B39B26B70B59B1F3D38E6D9CE753DD92F34BB5722311CC8¢
Malicious: false
Preview:

<root><item name="BT_AA_DETECTION" value="{&quot;ab&quot;:false,&quot;acceptable&quot;:true}" ltime="1855895936" htime="30924784" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\QALADACS\contextual.media[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89EACS

SHAL: 35E3224FCBD3E1AF306F2B6A2C6BBEAIB0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BESCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910Ft
D

Malicious: false

Preview:
<root></root>

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{8D788003-4BE3-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped
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https://view.joesandbox.com/analysis/412863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412863/html/none?idtype=webid
https://view.joesandbox.com/analysis/412733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412733/html/none?idtype=webid
https://view.joesandbox.com/analysis/412674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412674/html/none?idtype=webid
https://view.joesandbox.com/analysis/412281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412281/html/none?idtype=webid
https://view.joesandbox.com/analysis/412195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412195/html/none?idtype=webid
https://view.joesandbox.com/analysis/412124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412124/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{8D788003-4BE3-11EC-90E5-ECF4BB570DC9}.dat
Size (bytes): 5120
Entropy (8bit): 1.9004012448977132

Encrypted: false

SSDEEP: 12:rl0YmMGFIMOrEgm2p+laCyQZI/GgCF+ULrEgm2p+laCyQZI/GeFoyZI0G77xyZI0a:rNOGW/3yPULGW/3yjoyyLyy69IW8C6

MDS5: 61F789A54984C2C7D2FEA842CFD89FA2

SHA1L: B7DBCCF3B52C31C80D1DFED9C4370D99A55BOFEC

SHA-256: 3D250A2F46C7E6CFCFD09076A67299E2E3E75977E284F66F349BD367173DFD2F

SHA-512: ADD1889F3942CB9E20DDAD617D15CD30F6D2E0A71086E056DF3475C8035C7F6823BB946B65D0175FBI9ESAGEFF9967F85F8CES5B2195E774A233DC336CC8F99E
E

Malicious: false

Preview:

f.aj.N.2.c.0.u.z.g.v.1.l.4.qy.5.nfW.e.......... L TP
O._.T.S.B..B.4j.e.N.L.7.B.G.Q.5.e.z.0.u.l.c.N.y.Q

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{8D788005-4BE3-11EC-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped

Size (bytes): 329728

Entropy (8bit): 3.6032894448710744

Encrypted: false

SSDEEP: 3072:j2/2BfcdmubkgTzGtZZ/2Bfc+mu5kgTzGtQZ/2Bfcdmu5SkgTzGtnZ/2Bfc+mubkn:K264

MD5: E5841DAE433F6E9F14A9BA72507F3F98

SHA1L: 9ADF8D939A5B1D5F5CE40B6D1BEESC6F6266376E

SHA-256: 849B3389B88864732DF0216C858284186127F8904F41189350ECF2FC6AESACEB

SHA-512: 352BCEDC25D671732A5FDC5C4E3E040819DFA3FBEOB618238293F50447ACF74C1859F51ECB2FADEOCBCDF1EL7477286A2C96A5EBODC00987E7271DBB62648E
A

Malicious: false

Preview:

E.ntry...
...T.ravellog

Kjj.a.g.faj.N.2.c.0.u.z.g.v.1.14.q.y.5.nfW.e..
............ TL0uiiiii

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 356

Entropy (8bit):  5.087980626813176

Encrypted: false

SSDEEP: 6:TMVBdc9EMdLD5Ltqc41EEad7dB/TD90/QL3WIZKOQhPPFVDHKEtMjwu: TMHANMNxXOEEa5LnWimIO0OONVbkEtMb
MD5: COFOE696BD531C1501C17A572896704B

SHA1L: 59FEA2CB8FBECFES5D03FDF3162F1438E3275D49

SHA-256: 9AC46141AA72BD128297500017A1EC5A7B2E8228F7E191A76148735E6ABESEDD

SHA-512: 7TF129AE4C9D6C38B619D6114AB34DA86C6476DB95340592628099D93A43E4A184570F1B468C162C203E8F078B0A154455C1301076E3B5470E327CAACCA47FAB63
Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/*/><date>0x88561c8b,0x01d7dff0</date><accdate>0x
8b868e13,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 354

Entropy (8bit):  5.1080777675483695

Encrypted: false

SSDEEP: 6:TMVBdcOEMALD5Ltqc4fLGTke7EobXUtTD90/QL3WIZKOQhPPFKISKUSEtMjwu: TMHANMNxe2kaEAUtnWimIOOONkak6Ety

MD5: 364B28B3C75B6371ED9A7DD4260FAEG7

SHAL: D071A45B3DODAF7CF5B27C5E2490EBD279489B6D

SHA-256: 37AD92C131D5FDDE96349F14DA6820337D850106147FDAD64C6AF87C00D51D12

SHA-512: 9E92144223BEC553544E62352676E520EC76C9C7EE4C026FE1E4C15939E02A05B7DEOEE9E9A8D12A4FDE7CDOBB8BOFD2E98712463FF8EA359CFB27A86A65BB
AE

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x7dc00d46,0x01d7dff0</date><a
ccdate>0x7e622c30,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

360

5.107736549894857

false

6:TMVBdc9EMdLD5Ltqc4GLeAC+s7VY3TDI0/QL3WIZKOQhPPFyhBcEEtMjwu: TMHANMNXVLpCF+3nWimI00ONmZEtMb
B4C0790285C93FA5D5DF269910A4A56C

C017F46E08CA8DF5AD65D6D68C99406EFDE40981
1F3CC4A673277CODBDD8B3D098669E1A02E043CB221B08AFOAOFD295863F96C7
0B71268043C2CIFEA922968DAE000833439E9D5B7AC4B82D38FAA4DAEF0816F4552C3489ADEES79AA8DA03DF44331853126FEAC7AF65DBBCI15F763124F4A84

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x8bc22a28,0x01d7dff0</date>
<accdate>0x8be1275f,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites
\Wikipedia.url'/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

350

5.123837759095399

false

6:TMVBdc9EMALD5Ltqc4JIGW33VUBE+KTD90/QL3WIZKOQhPPFgESEtMjwu: TMHANMNXiIBH+E+KnWimI00ONd5EtMb
AE0113131C820EBB6FD102DA2ED87FCD

DC4E51CFC295EE47F8153DD3D7F7D3A7D10A2BDA
1235C4B2508343299CBA5A2915AAD0OFDI3E09A49E31AA2FB11BFCB8500A4C8C6
D39B0F4112E0DB5083D2313F67F8519638750E87C586AE49857931AAFBA7BESD2AC91A2DFDIBEABF51524302A87426C46994408C3A28382F2ADFE6BDAF58104+

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x8456391f,0x01d7dff0</date><acc
date>0x84ac0c82,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

356

5.111605618384957

false
6:TMVBdc9EMdLD5Ltqc4UxGweLBAY3TDI0/QL3WIZKOQhPPF8KOQUSEtMjwu: TMHANMNxhGwgAY 3nWimIO0ON8KO75Ety
F78B5C40A51FE94816CBB21F5FB94787

CA9D366C70F0A1C35AF62483E42281B2FD99477A
C16A1B76EO0BOFACA1E9DDD2DA79FBOE61B8CIC34FA2F540A97D27911AE06DAEC

FEO49AF6FCB73E3A0C44A5F63B3F6C3506454539969E3268EC65D78A688E00DACI8BFAEL7F3721AB47CAB592A086CEDB1D7CF25A6E06C12D460585F095A7FE:
6

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x8bf8fed4,0x01d7dff0</date><
accdate>0x8c159¢3d,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Y
outube.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

354

5.117285021147419

false

6:TMVBdc9EMdALD5Ltqc4QunKMdgGXTD90/QL3WIZKOQhPPFAKEtMjwu: TMHANMNxXONnd3nWimIOOONXEtMb
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

E4129AC6CD14BA5B7B0B557EB42EB32E

339CF5430D8E309B204C3A4D33978A4C978B4BCY

3E90667EF2A7CEAOD637903B421F807F286D35159CE856D7F2E196B239025557
B7EF2E27B29981CA97265FD10F5948F8442E4C808FD7603BA4C275ECE4457BB88COA10B8EOES7E19CC3965618E1832A496FFO6A1E68AA4E3A4BA35084C51F8CI

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x86298479,0x01d7dff0</date><a
ccdate>0x863efa71,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Re
ddit.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

356

5.147761772632051

false

6:TMVBdc9EMdLD5Ltqc40Tfn/unTDI0/QL3WIZKOQhPPFEKG5EtMjwu: TMHANMNxxfknWimI00ON6EKg5EtMb
878FAD2B0A259C67E1BCCF419F487B8B

A35B4F055BB56A4692EE454B6360B502438EE748
9BFB9FCE57F0825317FC385757999194E8F7B0BI81C7EC8C2776391C1804CF46

F1FF7DEOFEB206A6858FFEFDDB40CC68A75D12892CB814EO0D38BBO9ESDAA7DDFE9DC5658F1ABC22086433F2C14081B806913E48892591D26832A9B3D930889E!
8

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x8544a2d3,0x01d7dff0</date><
accdate>0x860a860e,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\N
YTimes.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

358

5.133498009122621

false

6:TMVBdc9EMdLD5Ltgc4YX2nD1Ko8TD90/QL3WIZKOQhPPF02CgEtMjwu: TMHANMNxcD1Ko8nWimIOOONVEtMb
4D502DB193B2B165006E8C7E1277BCDO

7BAG77F2F4E7EE9CF3241BD85614CBDDESEA452A
FO5A5BBF42659E36717FB6C060931BBDIBFF3D749B4BBC8EC6ACCC2E450BAD11
6A11225B4634F61A4CC8693D9E1D66568C82204A8D88EBOB345CA8902D6150D4DFCDB160ACA489EBE3E7041980B68EBB74455DA50C92BCFB296A6E3304662F5C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x81446d26,0x01d7dff0</date>
<accdate>0x835a7b73,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\
Facebook.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

354

5.089308135001532

false

6:TMVBdcO9EMALD5Ltqc4Inn3TDY0/QL3WIZKOQhPPFIWESEtMjwu: TMHANMNXfnn3nWiml00OONe5EtMb
947A12ADBB64A9C7E012A033FEFBB6FA

ECE32A47C5919B84129EA839840533058B8B15C8
A40C7DF308347D2C5124BE52DAC372B8712BC23803E76D49F5E070C1BA9F392F
CE145D051221660D87FCEC3EE5B698352D7D75AE7B3803A772E3751FOB5D9DC2F586C34EB10EE948F8C07C718A17451164869C682EEB6EE32F4027FFD20564D

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x83a82c20,0x01d7dff0</date><a
ccdate>0x83bda234,0x01d7dff0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorerlimagestore\dikxvgflimagestore.dat

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorerlimagestore\dikxvgflimagestore.dat
Category: dropped

Size (bytes): 22330

Entropy (8bit):  4.293002444235518

Encrypted: false

SSDEEP: 96:eQQQQQ1N9KIlyzS29dcBUXqupkE1OWDzXIzS29dcBUXq7E:3n4QzSAcBQpkEgcz4zSAcBa

MDS5: 0894D09A4039772AF4591CAB1EC7708E

SHA1L: 305F7A49F620B29DF2E4548B77A12F551D0EBBED

SHA-256: B77E35D329FBEC8421BE32088E1008A79E219AE40D23B00CA20A0896666220DF

SHA-512: 241995A26E040B26A420682C10D3D469C34207983870A7B3B224FA74855CB8BB82C0A44B43321063000E5F9ABD86BC2ADI147AE2EE2F8B7683BEOFOBC8BFCES:!
Malicious: false

Preview:

...333333333333333333333333333333 '...333333333333333

333333333333333" " 3333333333333333333333333333 g 3333333333333333333333333333ggmmmm
wn  33333333333333333333333333 333 QU 333333333333333333333333333 3 g wm  33033333393333333333333333
33333 wimn  3333333333333333333333333 3333 U 3333333333333333333333333333 g 30
333333333333333333333333333" "y 3333333333333333333333333333 U

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\264bf325-c7e4-4939-8912-2424a7abe532[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: dropped

Size (bytes): 58885

Entropy (8bit):  7.966441610974613

Encrypted: false

SSDEEP: 1536:Hj/aV3ggpq9UKGo7EVhG4+FVWC2eXNABGQYKIp/uzL:Di3gyq9Ue7EVsCjeXuS

MD5: FFA41B1A288BD24A7FC4F5C52C577099

SHA1L: E1FD1B79CCCD8631949357439834F331043CDD28

SHA-256: AA29FA56717EA9922C3D85AB4324B6F58502C4CF649C850B1EC432E8E2DBI55F

SHA-512: 64750B574FFA44C5FD0456D9A32DD1EF1074BA85D380FD996F2CA45FA2CE48D102961A34682B07BA3B4055690BB3622894F0E170BF2CC727FFCD19DECA7CCB
D

Malicious: false

Preview:
...... JFIF G
g..#2.B....$Rb...3...C...%&4r.. 7
N.~J,g.cmeeH[VI0Lg. F .4.(Ik..*EM.S...n4rN.V..88.J Q.FJ..AD.-D.tk?.F. 0~=*3.N...Ir.u( ..

...6e&51.Rzd$... Allw..b...

L3[g...0..&.0.....z.. kn:~)-S(.M......2(2.2206..9..."..S.......~ #. <G B.\6..@Jr=...(.....N....Xi.....}...0..F@$...>.N8..
P we KLp....\F.2......_........b.a.6T..P..HIRV.F.1.AM.....2:..C....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\APB7FIMT\AA7XCQ3[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 667

Entropy (8bit):  7.561736401445472

Encrypted: false

SSDEEP: 12:6v/7TUYRK5V6RWLZZVLK519s0/tWnssyQSKZLsLO7gcNrXIUA3YUz10K9:STuzZc19skWssyQ5ZsO7qclVdf9

MD5: C9E843CDDAD2F56F8F88B8D6A937B602

SHA1L: EE3382E8031321B266BA31CA47D0667F03C469F8

SHA-256: DOA577DFBCF142D19E89E5ABC3EEC3020AD0C3A65BIBA6F6534097D0806B2100

SHA-512: 677CDE3738656508AEDBE2DA698B21B5AA15EBASEDECE60192A5B61004E6CB6A1F718A02066AFF367021C31B9B13D2DDD703976E8F26C22272AE8AADBECCS!
ED

Malicious: false

Preview:
PNG....... IHDR....ocvvrren. a..pHYs.......... +....MIDATX..]JHSa...nI;.d..a-HK)..6....."..... .Gn..E.Q&EAY.T....25.K.UT8.. M....>[u.=.;.y_...[..#Z.W.....6...nI(k{<...
K..dv..Fm..RO.NT..Y.N.....;....$x O p-..: ....5%.D. QX Co
f<...._F.&2Q.8E.......(..%T.}8. _S..0WG.>b....t.

~j> KhJ4~....Q...BA.2.}S .

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAPFmi4[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 846

Entropy (8bit): 7.686542726414513

Encrypted: false

SSDEEP: 12:6v/7cM4j39Et8keaWbgx5608BcA5ANj/HwvwFxobkqdvikOR3+X0q9z07pZEz:IMAES350XxEOCAHDFXrEkUOtzo7p2z
MD5: 6F93C3616FBC7B9E97E87E718DF27B14

SHAL: 33F4B22E6C3DC6E9A2BDESBECC3FC20D2F90A1B3
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAPFmi4[1].png

SHA-256: DFCEBAE7B7C17FE90C55D7EE093936137DD0528FC4CC5BACDB5EDO71FD2E312E

SHA-512: 99599A61FAD2FE8F28F32DDD62239E6FF86A68249A59D5B56AFF1F5D76B41FA841C20890C6BD943078CFBFC807CEDB1711499657866B7C259CC20C55D675D73
Malicious: false

Preview:

.PNG.

k.d.~
.N..U\=9...2SmG..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAPQoxX[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 29573

Entropy (8bit):  7.923714752002336

Encrypted: false
SSDEEP: 384:INas7fQoYk50HT2pCNRXne+4kfuASiPbTMJgn3ui/VveFKEZS11dittMjFACj0AL:1zF10Hapldnear3kZSK4ttM8aage UHP
MDS5: 64A63C14A787834D43C473733FBFFAD6
SHA1L: F364C8E81CFCA303F0AOF658BAF1276943669FCC
SHA-256: C28A1E76B2CB256E0505676DDF289CDBBDOCIF2CE1553A021CF29D57626DFAD4
SHA-512: 204D9F37932441E64BF8E19AEE91EFFB8077C1CCAEF95A0F28B83254073EFFEF218DCCD4F032412257F3E9AE1764E41495CBI6BFAG20AF348E39AF54A3BA7FEI
Malicious: false
Preview:
...... JFIF. .0 e e ) 100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000

w......11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
LTXIL..Ph-.F.Vm.....v#..b.%...M.. J..[....q.iB.3.....i.D... ...'&e.b...ztS..D....u.g(.Z...Y..5.).l.F..OZ.
.Lb.} Ot . HL YA T<LWm' R..f.tk, AZ{K....... Ukjf....J.a>e..a..t..10G.i."....s.h.. HA@.v)...0....4 1. [ }..yS].kX.>ddA..G".e..]. Ww

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAQVPmM6[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 2403

Entropy (8bit): 7.807847874907652

Encrypted: false

SSDEEP: 48:QfAUETAZOIfN8pL/NF/TFZoTy7zOWKOIjjGZRiBWWLIWOqO+zgtO:Qf7EWN8tndAW7zI0I0SRnqO+zgtO

MD5: 10BDCE1F28F778B6F7C76D396A88A0A3

SHA1: 705B774818562E65F4C0ODC64A08D8D1E38932772

SHA-256: EB966433ADA42DEA9BE343ECAFA32C13851D1ADAF91734E0697D96AE3B876D0A

SHA-512: 1BD59BED9431C26C14AA4545A6B459680BBDD855E20CE1FE2AS5BD4B861DAA793CAIFAGEAFI6F353099440E80DD2046E54577DD0B329C45B8EASFE13CB08B6!
DO

Malicious: false

Preview:

IR RC N RV

.....=ZON#..0. UTWFQvg~k..m.&h ..M\ K EY<7SML[UL ... TegN...h.S# .f2..0.0...[...... T.:Z@@..4..[....).EgQ7-..?.c.T.‘..k..=2.....7...\.Y?Qf).g{k\)/9.T\‘
cMI66....Q...Rj.(.d..{...Z.#...0j.KPI...t.1G?........7Z..Z%.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAQWOFs[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 2196

Entropy (8bit):  7.799560401503644

Encrypted: false

SSDEEP: 48:QfAUETAQgh/boT8B8NC/6gVTzelA8phYvzJlrikCraKIKgm5sLQ:Qf7E2h/MTRC/6mPCZCBKJJOMQ

MD5: 43B1E133700A65EF28BA0599062D2704

SHAL: B853984965EE3ACB0924580E8A706AA971A8A5EC

SHA-256: E90243483DCB75142ED2D6CA34804B2F005416AD471F456FC3DF88B2E69083C5

SHA-512: AT78E4743CAE5DAS5EB88B19D59363AAF4DAB05SE9A210C26DIFAB550276EB86B448F63385486D2A272FAF27F366EDIA78E41B175C69167020E89958645788D193

Malicious: false

Copyright Joe Security LLC 2021 Page 18 of 52



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\4PB7FIMT\AAQWOFs[1].jpg

Preview:

..0...+.RL.Z5...G".....1M..>.n]~.6.f.5G5 .h.g"..G~"...6:..GNG["..w.flcM/,....+..I/b..T..Xr{z...dth..1.,[..U.c.....4.,...z...63W.... ).y..c.f.n.Kj*.K.}kF..a...Vu)..6..w....

{#.1....q..dw.4. 3[T..d....tv..C).n.&

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAQXXJy[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

10174

7.937857195712491

false

192:QovdgprHERH/bhOU+bPxwhbgjL5J74qllIMFLIOko1uXf6Y/ejuGJIPOcc:bqY/NOXxwhbgj/4qgliHIOkooXj/exJIWL
49416265B664B6F3A009C607E64E0B83

07C95D7778CA943B6D2E2C7D8E99350F8EFD1DDE
7C4A388541EE4DBD07BAC67CCDAA43D790797395EB715410C219BBA6C4D178D6

C614EF9ADOAE944328249060A6A8C24EFACDDB5C4967F06F5254CEA304E9EAESDE0474BF7C4F4C22A3662F4A930EDGEA8069B589DFD20BDA4ECEFOD3B585B
3E

false

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000OO00OO0O00000

=Me9_b.m
.k.=cq...a.$l.e8.G.$.\........2.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAQXevg[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

12126

7.945197487897491

false
192:QojRINOD37cpltLy/VvhNWNOjOV7QaeDPhM+xbBiKLZHx7bYfKdohw45mxNVv7Meén:bjRINAjyJEVES8KNR7whwMmxDMaY U
549D7502E6B50302E7B7451DABF61781

87949284AB340C839F895F33BCD7ABE6GED992637
904790AB667AD93D7F07BE7B90FD02ECOCF09F9194A78COF52DBFC704FC49C7D
E68451666915C21C9C8B254B1292D8702F7813D3496251998A7AC2EB5F0403E05A316221EC14F82E2A7A15CF2C58BC26CF94A942DC99B29498237F5291B1107B

false

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-500000000000000000000000O0000000OO0000

{V.L.Q$7..F.......0tN.N.BM.<G..Iw. E(5'T.q..P... 2..hr$...D.r.N.c{ Ir.2... #.i.. 4 yAR.. OP.@..@..7.+....1....C..| A.bP..+jQ>.......c..9...Fh..u../b...+..r'.D.x.(]-\.LE..
@.E.....L"G.m<..Ke$A....>.[*. 7. WIH.y=..C-..M

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAQXiy5[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

11110

7.951242070250693

false

192:QoygugTHK+zmMmruzI2SfD13AFTBUG7MGZ2182GkISbmI7IWrxBc:b5ugbKVM/5iD11U+P4Ze9bN7IWkK
ADO9D99AFBFE624D355296FEB417CADA

D30C2607662C519DBF84610C7DEE73A354BBC3E6
7FFBDDFCBE2938A28B74F91D9137F1846F9EDA472E37DA39F7FAB3CO58EFFFASC

9612B59DE1DA3EAE25ECA39B7E6FB497099ADSECE9BC82773B843C5A4CCED62C5A4F57E5F6ADD7496771C6F60FC1C2B66A4C6FEAF70BFD8CESDAL9F5434E
C1BD

false
...... JFIF 0 i 2 ) 100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO........&..&05-5000000000000000000000000000000000000
0O0000000000000. JoJ1ALQa g2, #BLLR..$3br ... %&'()*456789:CDEFGHIISTUVWXYZcdefghijstuvwxyz........

.11.AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
........................................ (i #)z@i1 UL QUL R VLGR2.L(#... 1 H.50..).G it D.CLdPWL..P.p1..%. . fM> . +R
70n...rkOH..M+....w..Y...IX., . V.#..pkD.h.m.R2..Hgf[pk. X..ml.j..[:..],. 7.a.k......y5....E.@..Y.d...%.z....[.sr...e..T..\.z.D1.Q. .itM.Y....s...zIN ....... V.C.E*...-M...B....Fkh
fk.7<..v.1.5.e)...b.ii..Nz..,.m]...
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAQXrMI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 6803

Entropy (8bit):  7.874550187496887

Encrypted: false

SSDEEP: 96:QfQEMGW//k/bZ46fUvcN68na6HjkKpn7QMgQOxYp28ZeLIgmUrzG+K453a:QoZJAsRkoSn7QHQOxYp28QMgD4Na

MDS5: 581C3ABB51B6386F4AB06D135AFDEDF6

SHA1L: 4705B5EB3A5C42B996E325E93903BCE68B6BD1E4

SHA-256: 49A1528F13453079359F12D1F48DA0CEEE9FA351FD28BOE40D547F8ABAE05CEF

SHA-512: 13EE17508F24E9B3EA721F23AC16DF5222C1EC1F5BDEAFEAB1B7042D35B619D4D135CC70CAESB7446C4BAA2FE644D2C1CD1852EF42D21E3ED2EE68F675B0A
BOE

Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000O00OO00OO0O0000

Y. KVI.%...@....Z*......2.V.C).U...ZRe")..=4&GTH.@...|.vJOI..4Y .<.FE"..D4H:P4..@.V....i.c.).F.e.+S.....T.@.v4
22502, JLIPP* Qo KiLH e 1.80.e<Ruli)e #pQ.H.@...f....q4.@..41.E..S'|.M#B....Z3..b.Rc@h.>:L.KPQ..HLj#;..$.7b-sN.K$.....rocD....
0..A$g... Wt...WFT.U\.j...(....5.G4.B..+S

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAQY2pC[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 2518

Entropy (8bit):  7.800027593302025

Encrypted: false

SSDEEP: 48:QfAUETAAZiIvGzxzGgFMI2DeUlIMpI TIuKUZikaA4VWDTGhMI/w:Qf7ErZiedzGCMI2eUIIMpPKUZvnGhMxw

MD5: 961CC4ADBC5069D0175B35C59B1BCBFA

SHA1: DDFC1FFE58001EDFCBAOABCEEB1FB8A7F5318815

SHA-256: CF38574DAC879DCD52648A1D8081BAD02C495631B6B60B092551B3EB41C13B6E

SHA-512: 55B41C02D2A1FE1FE9D392F337C9E15D26648DEC761BFC6FC6F15FFE10056BE4ESDO72FB39AD1B32704298A7F9798861239239A6F9F14D5627F63F02FCFAG7EZ

Malicious: false

Preview:
...... JFIF...0 s 1 )10.0)-,3:0>36F7,-@WAFLNRSR2>ZaZP JQRO.........&..&05-5000000000000000000000000000000000000
O0000000000000..... K. .o Yoo 11A..Qa."q.2... #B...R..$3br........ %&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz........

.................................. w.......I1..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
221 4+.d..nx.$VS+ M. 20 t&........... c.X.Ms.fc..+.ml..1.E.6l.=.. A.p.%...2.N..E.mm.A.K2~.2.G...%,j[c
Yoo X KV_$.r.C Lt HIY.,..q...S....T12}..@..).....9..XS....y0.....h..0.2.X..y..U............d.R[]. @-...G]...pK....+..m$~...".R... kX &eeu a2 ULV 20300
...QU...A2.m...0..D.,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\AAQYCIb[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped
Size (bytes): 16645
Entropy (8bit):  7.9220255695429
Encrypted: false
SSDEEP: 384:Ni6Umro7vaAlzexsnrYeaCBSNKCNdQ4qux7VNLJIjxI:NPs7vaAlxsrrBScCNdQPuzJ9l
MD5: 32404905482653B1A70065F5B805DD6A
SHA1L: 98E1E2AD4CF5154C58E33B2C8EDE940E1A555221
SHA-256: B793CC41F083DF5D954556B95E0E3504160D09E2D3FBD49D631EBG6DC1C522C3A
SHA-512: BB1755FE604C0B49A6E0BC0035314B553A62683DAB0SAABID445160B4B964A1927E6097564FBB14AA60129821F9187D03A3C90D96BOC7D79CB248FCAB57D286¢
Malicious: false
Preview:
...... JFIF .0 e 2 )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000

e Wo 11AQ.AG2... B #3R.DI..$4.%......&'()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz........
P.@..(..@..PP.@.%.S.PP.@@.%.. PPS.(.P.P.P.P.U@2.R.21... AXO.GU{A..P.P.5 ... 496
or.R.es.Afl...d....E.sl....V.h.i..rlHc<...T+......£B.bn.Lh...1(.A@.@.....P.P.@.@..%..J.(.(.....Qp......@.....Q...".@.4...3.@}...@.p......9....9...0...ULh.. 5<s..T
7NX..~|Z.%B..N ...m..=2CJ.d8]..5..(.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\4PB7FIMT\AAQYUQR[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 11375

Entropy (8bit): 7.955828129737667
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4APB7FIMT\AAQYUQR[1].jpg

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

192:Q00BASJISgPHYCLUC|BXRIWIQN4eGgAITieCqRIKSPEXKIDSWON2KEM:bNngg1UdiJ/qiT9ICyk6EXatEM
316F6F3F76B391BC23D215A0C5B54EDA

F9FCCO3F4BB5E2324496E052084F1B3B224633D1
EE9267F9A6A2B7C016F3F22E3DE6DI100806D2BEA3E799ABE6B3ELIDE4979A251

9B0B2862F7F47B2ED431985AF9E383A38B1FFD66A030BAEC744D5F7CF7DCD1ACF1AFB56DADOEABB01D0F242103295CBE6C20F400FE779228447FEAD32F6141
2

false
...... JFIF. 0 e v )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000. JoJ1ALQag.2.. #B..R..$3br ... %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz........
W 11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
......................... 2ieenm.&Z0S...0..M346.. P.D.@Q.z....1[..Xd(I~u.R....fj..H.0k.D.$q....sJO..a...@....2.t..|....FAKT7 .+, A(...o.. . HNLAVLL
v.+...29]_..M.J...EU...j.2J. q[Bm.r7.4/.y...L..bf..4.h.aT.=E;..(E.D.LL.P &#j.a...~4..."LP.[.z+.}2....x8....4+. |+ ... k..l.R.w.n..)LL[$..Z.NQ>.X....&..H.)..x..D..

.N.g...zw.h1...W..yw..v.f.3

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAQYV96[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

17338

7.893731201278217

false

384:NthuXZaE8NBj9JIrwXN8l0z9JCX1+N2UpZqP1c7R804RBaLGEPt1juetE:NJWJIKBj92XNNzOoN2UpY8R83XEXjud
2FF97BA592E9D23800DC7E7AOACF4766

ABC540F4692F9376387AA53C4A8A959D6DFIA27B
3EA36A59A16BBD3D5631810675896B811D491933FC7DI0EA89F68E0583556A08
4E54FCB65106403B5FD3AE2DB1A56063CA646E8EC658A40330194B8804ABCACAD3B5652E14DA61453DEE0060421C5A056F5756B1DD177193905AB71E9537350I

false

.?....00....ICIf9b....4.......g.tb..Z k)>..
.. P6.Rq..3..P...;70<6.......... IE-...

B......hh.p}.....0.qO.(.&N.9..7.0/.. W.2." %..5.... ... 8. E.W-.... \... L\LT..

..GK.x...q.v..ow9....4....Z+...2..{.01.."-..cEE....B.d.nOA...B...Y.u..%F#..z..}i..

\Fb.I5i$"6\.../.L....D.f..K.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4APB7FIMT\AAQYVTM[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

7955

7.901424328402857

false

192:QoLtsDXv+nnAhhafUVnu3iQOwW?7tmlv8natOHi8I3h2Q:bxsDWnniurXvTGz

22E30FA89946E09442BC1F96C58952DE

9B653B0A606F10502F898F230B3CA5B7D4C01D44
DBEB26E3F9D0OBCD30C89DCEE739AEFCE18AB1BA4820EC5E88300113BC9700371

CF4B24758DFFE360D8FC598313F2FD478038F55330D8E4CBACDA9FF8A29D8CB005CODFIECAEDDE7FBBBD894DASBBBDOE37D5EFE87351F7A5B4959076FE7C
745

false

)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
...................................................... b J1A.QA.0.2... #B.. R..$3bI........ %& ()*456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz........
e W.....11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz........
C....W..< dh$F...0@ W...b..a...|.[mKEMV. AR L. Q... ] & ToouS...COL> K ] N}EL 2.5, 0.0 ..
ALNA@ i PQUX.N.@ .o LA A NN A2 V.G~ 0.,.(0.9..0. . XW...)...GuN.. 2. Y1 JK6.4RLA...0.h.6.. #.Ly..pt . 4" Jr......h\....G.0.9;.... 4.l

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\AAQYVGE[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
dropped

9797

7.886626214332623

false

192:QtACPQCIRVKjnom9jhj51MI1DjRRIIZBAfOMR7VWF+9P:+190mH5GI1DjvDBABXWY9P
24332EE9B84419CEBF25BC47D4764597

B4287241284800E9911D49F865CFOA35AC5BE615
A75D6FD9C924D220D2FAO0CFC44BA1CACC2422C9E338997FB09A5D3903C193ADC
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4APB7FIMT\AAQYVGE[1].jpg

SHA-512: 69B61E3A61E40CF1B92AE4DC070884B5F20DEFA01A62A50CD7E91120CC99026B1966AE316FF2B75F4BD2F59FFC5B62EE26CE713AE40144875EA20CF4DFB58D
DF

Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000OOOOOOOO0O0000

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
bbbl Z( ..@...@.(-h.h.h.h.h.g@...\P..\P...P..(......%..u&..Q..d.i
L \PL@.@.. ud v R1jLIGE.H].q......H.sC.. {iT.?8C......HC".P......R.\*..r...?...DdO

..... k.zm...+..6..=P.5...D....zU....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAQZ3BL[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped

Size (bytes): 2683

Entropy (8bit):  7.843391083264519

Encrypted: false

SSDEEP: 48:QfAUETADD/FTyLW6VbqT3+Bo0IfWOnkgULrAUMLY 0Ax+t1ttxF6vY0ZqgjQ:Qf7E59gTOBOOIf TKN8UMLY0G+t9xMvYa

MDS5: B99018E40982499D9EF22AD286FF5A40

SHA1L: OF71DC6AE667EODB2DAC46BE2AE2B5171E7C15AF

SHA-256: 63655C7D65D7BBASAC738DBE89057517E16D1B841A69FACIES377DB245D150B5

SHA-512: 0A504BEA756104D8B93A7408CD457990EC2E5CDIC492ACB194A7EC93C6B178408FA128438365E773E94D30A64AF136B39F7831B2E24DEBC84174721ADC81506
Malicious: false

Preview:

.&X...4.20.D..H..h.b.}... X... .........>0r K.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAQZ8Vf[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3

Category: dropped

Size (bytes): 14421

Entropy (8bit): 7.950549145259091

Encrypted: false

SSDEEP: 384:+INQ9VVBWTS9INbqg6g+zpxI/hEMogWALRd:+169vWm9INbggCzYMogplRd

MD5: 4CDF1BOF18E191572E33A6112206E49D

SHA1: 872C8ADDOFB0B043C9349A179786BD85A6311F01

SHA-256: DCBD8COE4067D0186E12435A009F7CDOOEEF6168871BCD26CB8ED317DEC384ED

SHA-512: A02AA8F7C33AD9611D6BAB4455D80BB862718267FAEFED8764FA47E1EF1B4360B7FDC506C87C7BD1FCD3EEF2BD17476582EFF45C19F79D0330F29365EF471F(
D

Malicious: false

Preview:

88.5\...E.A1@.
+.&0..m..,z.J...sm...q...-Q.J.E........ (

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\AAud6Gv[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 356
Entropy (8bit):  7.101459310090333
Encrypted: false
SSDEEP: 6:6v/IhPahmpAKG4NDBbCySVUc3/qF9Hio9hbifyZQw+bS2LbIMid1Rc9ruhiFp:6v/73bCLVYHio9h8kQw+7BMWI1W9rAir
MD5: A94D5FFB98CBCA323E6AEAG6A826BIACF
SHAL: D4F20C419292258A27A06511955A02400C767723
SHA-256: 7527COE97B871894A7AC475D714D51E82F51BB965848DCD03657B12D5808BCAB
SHA-512: D2B0D68C085457161F612B50508548D9FD6F7F48DE74AEC8009C65375A0CF0D58469BC8BI3AC2705B4AB4A0FOD3FE07E8207500AD896FFC676D7D50649643A71
Malicious: false
Preview:
PNG........ IHDR................ a...pHYs.......... +.....IDATX..JA....A.y. X...8.E. .b..hl.bc%....FID..L.@:...F...0...u.+.>nvf.v..n.;08..<.,C...-|]Ax.D1.MX...B.R>....... 3.d@
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIJMT\BB1ftEYO0[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 497

Entropy (8bit):  7.316910976448212

Encrypted: false

SSDEEP: 12:6v/7TYELTVpTjO7q/cW7Xt3T4KL+IxK0ew3IwB L:rEtTRTj/XiNSIMkIw61

MDS5: 7FBE5C45678D25895F86E36149E83534

SHA1L: 173D85747B8724B1C78ABB8223542C2D741F77A9

SHA-256: 9E32BF7E8805F283D02E5976C2894072AC37687E3C7090552529C9F8EFADB7C6

SHA-512: E9DE94C6F18C3E013ABOFF1D3FF318F4111BAF2F4B6645F1E90E5433689BIAES22AE3A899975EAAOAECAL4A7D042F6DF1A265BA8BC4B7F73847B585E3C12C2¢
2

Malicious: false

Preview:
PNG........ IHDR...ccovrviin a...pHYs......... +..IDATX..NLAAL=LLDCLRR T LV L L2000 Pop.inALLL0.... 1.N4.9.>.8...g.,..|."..nL#..vQ....... C.D8.D.0*.DR)....
Kl.]....... m..T.=tz..E.y.... .S.i>0x4p~w....{..U.S..w< A3..R*..F..S1..j..%...1.|.3.mG..... f+.x...5.e.]lz.*). IW..Y(.L".J...xx.y{*\. ..L..D.\N........ g.W..we....... [@J]
_$.LBU.W.S....R.UAN@..j..t.2.<......M.r.h..IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBMW3y8[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 407

Entropy (8bit): 7.260473594371947

Encrypted: false

SSDEEP: 6:6v/IhPahmIkCDxHtNgQw6jve9sKu7oaHrKUXNbjjY XJlg2iyoyXnZV1tGB18aMeX:6v/72kOHY QNW9IsKuLdNDwbtoyFtgKq7

MD5: 08BE52491E3B8D2BA30C5110FC4B3FF3

SHA1L: E311FB3A1E1EAFDBDOF967F1AEAAOD2A1CE302C8

SHA-256: C67293877308BB292365B4CD71577F670519822E98ADES9E21C44AEE14729468

SHA-512: 16A2802F1A280A9281188BD036FB53120146C2B9330C651ED65F7BES31A9D111AA8727C4F6971B4CD5FBEG0CO5F4874E81C1C881F03512E3C087710F96217816

Malicious: false

Preview:
PNG........ IHDR................ a...pHYs......... +....[IDATx...O0+Da..'f....9.0..(...(R.. )%..."[..Bd....a..2.1..9....y.y..s.{.?2... K..p.jp.).n; 808 E/..P..aA.0...>c.i.a...00e..
Zb3.<..._~.~,@. " .L.....i.[..AC..C.(->E..P.v..U5..E...,..r.f-.. [ X.~4x}<.M...S...[...U.B(......D.>. .. .t.6. X.F]...".._.gq.W.R_..{.X..M.)27...RT...@.....END.B".

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\lE\APB7FIJMT\BBUZVvV[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 415

Entropy (8bit):  7.093730449593416

Encrypted: false

SSDEEP: 12:6v/7C7Stjim5n9HPBQrd/9a5¢cFWziVYbALUO1:BAmM59irna55uYMbl

MD5: 16B34C1836A5FC244145527EC79361D4

SHA1L: 18CB908457B380545D89D8A4D3F91CDABF3ADC78

SHA-256: DB797DF4F1E320C21BD6019E89E6CCC5569C5CEDS57E1D3BDD736F3B4A9371BCO

SHA-512: 3FFFFB5F6876B8C246F2728A3AEABEDF2997032F8CDICE375497D8063939F810BB819E4CDC56B1ECASE8A70B27E7355C2A9B7F23BDF8919307F01536008D4D7!

Malicious: false

Preview:
PNG........ IHDR......cocis a...pHYs.......... +.....QIDATX.cy.(.....BAV.....6..0D9... .b..1.0.cy...v.+.sK.>N............ W alL...Z.<l.'.ek~<W......".. 0.~C. ...%. .3..
Lo~ b [} &=02. 80 143 [0 ] M SE KL UK LX) K X UL 200 [l HLLP VAL N, I....).&0...Fq0.%.......IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BBVuddh[2].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 316

Entropy (8bit):  6.917866057386609

Encrypted: false

SSDEEP: 6:6v/IhPahmxjleqc1Q1rHZI8IsCkp3yBPn30hM8TD+8IzjpxVYSmO23KuZDp:6v/7j1Q1Q1ZI8Isfp36+hBTD+8pjpxy/

MD5: 636BACD8AA35BA805314755511D4CE04

SHAL: 9BB424A02481910CE3EE30ABDA54304D90D51CA9

SHA-256: 157ED39615FC4B4BDB7E0D2CC541B3E0813A9C539D6615DB97420105AA6658E3

SHA-512: 7E5F09D34EFBFCB331EE1ED201E2DB4E1BOOFD11FC43BCB987107C08FA016FD7944341A994AA6918A650CEAFE13644F827C46E403F1F5D83B6820755BF1A4C]
3

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BBVuddh[2].png

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BBY7ARN[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 779

Entropy (8bit):  7.670456272038463

Encrypted: false

SSDEEP: 24:dYsfeTalfpVFdpxXMyN2fFIKdko2boYfm:Jf5ILpCyN29IC5boD

MD5: 30801A14BDC1842F543DA129067EA9D8

SHA1L: 1900A9E6E1FA79FE3DFS5EC8B77A6A24BDIF5FD7F

SHA-256: 70BB586490198437FFE06C1F44700A2171290B4D2F2F5B6F3E5037EAEBC968A4

SHA-512: 8B146404DEOCBE08796C4A6C46DF8315F7335BC896AF11EE30ABFBO80ES64ED354D0B70AEDE7AF793A2684A319197A472F05A44E2B5C892F117B4A0F3AF938617

Malicious: false

Preview:
PNG........ IHDR........co a...pHYs.......... +......IDATX.eSMHTQ...7.0.8#3.0....M.BPJDi..*.E..h.A...6..0.Z$..i.A...B....HO*.rl..F.y:?...90./.....=J..h. M]f>.l..d..V.D..@... T..5".
..... @..PK16...#,....0&.U* 1] @...45.J%..&.....%V.B.wW.Fc.....'B...7...B..0.#2..J..>r.F.Ch..(.U&\..O.5+..,.]Z.W..5.>.|_.......U$D..CP.<...]\W..4.~..Q....._..h..L...XJi.{.
&W.i S W....W..."..S.pu..").=2.C#X..D........ }.$.H.F}.f..8..5..:.....2..S.LL..'&.g.... | #....0H..ERG"...".p..Ei...D...T.fP.m3.CWD).q....... X....2..4+..2...WPYW.. j......$.. 1....... IW*u
*e"..Q.N#.9..kg...% 'W.-.0..2..CO k.....&.0..@{. k.J._.. )X . 4)x..ra.t...i._1..fj..2.&J . .@$. ON.t....... D....iL..d/|Or.L._...;a..Y.]i.._J...IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJIMT\a8a064[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 28 x 28

Category: dropped

Size (bytes): 16360

Entropy (8bit):  7.019403238999426

Encrypted: false

SSDEEP: 384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm

MD5: 3CC1C4952C8DC47B76BE62DCO76CE3EB

SHA1L: 65F5CE29BBC6EOC07C6FEC9B96884E38A14A5979

SHA-256: 10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

SHA-512: 5CC1E6F9DACA9CEABS56BD2ECEEB7A523272A664FESBEE4BBOADASAF983BA98DBASECF3848390DF65DA929A954AC211FF87CE4ADBFDC11F5DFOC6E3FEABAS7
40EF7

Malicious: false

Preview:
GIF89a.......dbd. /.1.8..°(di.h..l..e.
Qo m3irl
.B%.di.h..L.p,.t]S... e BSLDLLPJEL
LEBLAHLLNLLLL e T.%..@.UH...z.n...
Inl........ ljl......dfd...........

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\otSDKStub[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 19145

Entropy (8bit):  5.333194115540307

Encrypted: false

SSDEEP: 384:7RoViYMusfTaiBMFHRy0I2VMwG4JRulKBf: 7aViMsffBMnktf

MD5: 0D2A3807FB77D862C97924D018C7B04C

SHAL: 9D17F3621001D08F7B98395AC571FC5F6CDATFEF

SHA-256: 75DE71E7FEAC92082AF2F49B7079C0B587B16A5E2BBADABDA7E7EB66327402FB
SHA-512: 409ABCD5E970CAFFIF489D3E7F3D9464B2C5189118D2D046CA99E42CEC630C2C65B30397B8A87C3860E3426CFIF7EOA5F86511539CA9DIAEDA26C74CA90559
Malicious: false

Preview:

var OneTrustStub=function(e){"use strict";var t,0,n,i,a,r,s,|c,p,u,d,mhfgAbyyv.ClwSLTR,BD,P,_EGUOKFVNXjHMKzqW,UJY,QXZ3$ee=new function(){
this.optanonCookieName="OptanonConsent",this.optanonHtmlGroupData=[],this.optanonHostData=[],this.genVendorsData=[] this.|ABCookieValue="" this.oneTru
stlABCookieName="eupubconsent” this.oneTrustlsIABCrossConsentEnableParam="islABGlobal",this.isStubReady=!0,this.geolocationCookiesParam="geolocation",

this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","PT","RO","SI","SK","FI","SE","GB","HR","L
1","NO","IS"],this.stubFileName="0tSDKStub",this. DATAFILEATTRIBUTE="data-domain-script",this.bannerScriptName="otBannerSdk.js",this.mobileOnlineURL=[] this.isMi
gratedURL=!1,this.migratedCCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={country:"",state:""}};(o=t=t||{})[0.Unknown=0]="Unknow
n",o[o.BannerCloseButton=1]="BannerCloseButton",0[

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\tag[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines
Category: dropped
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\APB7FJMT\tag[1].js

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

10157

5.433955043303664

false

192:4EamzdxOBoOBpxYzKhp5foeeXwhJTvIXQuzSgH3wgiKGWdrBpOlztlomIRokr:4EamR70rxY SLQdiMoH3wgxGWdrz4+

DDFF3756F9EFD3A46CF3325875D813A1

05D238659959B28B786 CCE43E9ES55A728E69428E

E80C669818773959643790269ED9448F71BD45D27D61FAFD73BC44COF40BAACD
7E6D325A705718D0B4060BB4A2FACC538B3812B5767CBEFIF15F787C20EFB492F9E72F8F4B215A3C4D4F684236F49D80C37597E2C13F9B482C3CB441B6CAS74

false

Ifunction(){"use strict";function r(e,i,c,l){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}catch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function
r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new c(function(e){e(t)})).then(o,a)}r((I=l.apply(e,il|[])).next())})}function i(n,0){var a,r,i,e,c={label:0,sent:function(){if(1
&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1),return:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t){return
function(e){return function(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try{if(a=1,r&&(i=2&t[0] ?r.return:t[0] ?r.throw||((i=r.return)&&i.call(r),0):r
.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=[2&t[0],i.value]),t[0]){case O:case l:i=t;break;case 4:return c.label++ {value:t[1],done:!1};case 5:c.label++,r=t[1],t=[0
];continue;case 7:t=c.ops.pop(),c.trys.pop();continue;default:if(!(i=0<(i=c.trys).length&&

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAKp8YX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

497

7.3622228747283405

false
12:6v/7YBQ24PosfCOy6itR+xmWHsdAmbDw/9uTomxQK:rBQ24LqOyJtR+xTHs+jUx9
CD651A0EDF20BE87F85DB1216A6DI6ES
ABC281820E066796DA45E78CE43C5DD17802869C
F1C5921D7FF944FB34B4864249A32142F97C29F181E068A919C4D67D89B90475
9E9400B2475A7BA32D538912C11A658C27E3105D40EODE023CAB046656BD62DDB7435F8CB667F453248ADDCB237DAEAA94F99CA2D44C35F8BBO85F3E005929E

Aof.....B...d. LPL#PLLLY ~L 8Lk (7L E.
"$.A&AF..._~I|...L<7TA{G....W.(.Eei.1lrq...K...c.@.d..2zG..|.2.B.).... . T+4. . X.P..V A 1./ 6.zL . .d|t.;.pm.X...Pl.4.{.Y.3.n0(..<.\..7T...... U..G..,a.N..b.t
.VWH#..qZ.f5;.K.C.fAL..Z..e"...IXW, .>telL .IEND.B".

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAMqFmF[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

553

7.46876473352088

false

12:6v/7kFXASpDCVwSb5163cth5gCsKXLS39hWf98i67JK:PFXKV3IBKbSt8MVK
DE563FA7F44557BF8AC02F9768813940
FE7DE6F67BFE9AA29185576095B9153346559B43
B9465D67666C6BAB5261BB57AE4FC52ED6C88ES52D923210372A9692A928BDDE2

B74308C36987A45BC96E80E7C68ABI35A3CC51CD3CI9B4D0ABA784342B268715A937445DEB3AEF4CAS5723FBC215B1CADAE7BC7294EECEC04A2F1786EDE73EL
A7

false

PNG........ IHDR......cveeen a...pHYs.......... Fo IDATX....RQ...... %AD.VN$R...In\........Z.f. . NA~F\H2(2.J.uT.iu....0P..s. .} Po L5 P~ th LK XV A X< b
..Ir8...bt.]..<.h.d21.T2...52...@.p8.x<..pH...g:...DX.Vt........ eR..$..E.d2l.d..b.R.O...]. j.V.A. . j..H. .= @27 E[> 02V AL YK(.B<). #£H..dp.\.m....."#...b.16.7.-.Q...16 .<.#
Hol N> elL....9.z...lwy...*g..h?..<.zG...c\d......q.309.Y.3.]..Jg...%.t.2>....+..6.0.m.....X.(........ IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAPwesU[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

7

7.6388112692970775

false
24:+71A8BoZmceXqKpNkTxSdmeGtOVLQT2NA2LTBIixN:0VoZBn+aFQmFCV8r2L10
AB9DEB9BDICI12EE39216B4724EF24752
F3410A1069610A57CA068947F1A77F73B9B20FDA
7438061CAC6A152A15BD67057926404DB423936B22635A1902B0BF54C4B14464

4065BD6D0C141DF2AB3CACFOAE2C0D87530363EC2CAFCF47493F8CAG9025C8613B2B77065924F49AFE4C810A7D6DDD14DFCB3E69274EC7D167382D24806F7C
7

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAPwesU[1].png

Preview:
PNG........ IHDR.....cvens a...pHYs.......... +......IDATx.e.{L.q..?.s.Jug.H..)QV.J......56.f.1..iXn..0.[6L.%L ki.,.)V1b.J.SgrKg....90... {....~..s..1.Z........J.44wW1..Y.7;..c>.W..u.0O..
d..VE.[2.9_...pN.]...... J.....].D.....Q@g.w.[.g.mC.b..b.,..s*.0"~$5..0K30q.%9&.... {PK.. kf..S..d..%.....[....)~.fSb(*]....Q..C. K.....-.;AbBE..0...Nb....,.C...A...1G...5.&Q....... 5....J
...... LC.._}.VA...rJ..h.&LDQP.cA...3gsu.d2">r...%1:.PA.k..c8AK.W"..s ._/-.n=~#VV#d..\........B.<{.Q..}{k.._.EB,.O.....b6...p....L.*5...>..mj?.R.3.0P..g._.f
6..2..._N..I.8....r.thG....i.8%".@........ ]..9%4. T?.K[u..' /6&.r.P2.k..ZG.._...I+.HX....d..R..&...9.....be_&...y.|".2)..IGv..a....zE.|..s....[IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAQXYTCI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped

Size (bytes): 15021

Entropy (8bit):  7.958178636194347

Encrypted: false

SSDEEP: 384:0nPWNOhVtkC6iiObfavSGWYW2TE7LQ4ufG/:0Pouv5J1XYWn7Lnufo

MDS5: B46948E466B8CO6EBO1FE100980D95A8

SHA1L: CDDAF977E936D0C8674C23ACC65FEACFI5BB48FC

SHA-256: 2CB891436C9947EE9587F462262C11DB39F52EF2F163B4709ABCA2DE14CAO0DF

SHA-512: 3340EBA697438CODCD993E53F58AFAAA3DAF5340EC98814FA27695EB2B4611A50B5E1F56426E1FF2D7217FDCOFE160389B14BFE9504CC2319C0C3AF270519C3
Malicious: false

Preview:

o070 EL4L.97..2 8RO
X.e\xz...F...&...2...c. WZ{#..r.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAQYO08U[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 17094

Entropy (8bit):  7.9461517554041174

Encrypted: false

SSDEEP: 384:NftBCoV+WftvCbYDQUCyY23Q810x0f8EBfR/zRjg3kXg:NfzCoYWfILDXL2n1WpEXxVoUXg

MD5: 075E7FB657B601F6173D6FD71FAFFECD

SHA1L: 0BB816D1DA102C0981591098B48197BEFF78E330

SHA-256: CF753FED6493B9709DB05FD542FABF1178821008436BA98D0B60CD31B71944C4

SHA-512: 668E726711E304D53641AF4BEC10439CB8B5AFCFEFA5299B0A23D5D0D56C3A759ECCE22B1EC92E1B4AEFS8CF6EL107C0A6703A2A1C5C5C6D21EAD3C8B2A630L
0ocC

Malicious: false

Preview:

BF e 70D VAWV UE b/ BAV. 4., = \@. Y3 HY"....U..SQ...y5.:2..%...0\.. A [l AU D2
CKARTLKAFS\. >, Z. 0.N{.M=4..h-Qd...3u.n.....>..nN..... HSW(...S...Efiy$.Li$"X.P.)...8..dF........(.LA..KS.V..q....NE....e.. } /p.(‘Qalu{L K #>J. * I&h.... \i..G.+x
TR9.QQ..7A. f#...$N.. T.i7..iN..L7..I

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAQYPIL[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 30202

Entropy (8bit):  7.9697259072009565

Encrypted: false

SSDEEP: 384:NrAIHZjBNO4ZVIm4jgRsXXefTPYZagdwN9ISwLyq75baiozHFT5xM4uY G 7UHVYKU:NrQ5gVhpma3BjSwWaVai0 Tc4ZG+8KU

MD5: 660992F97B2E1B2C2CC645FD9976E2E9

SHAL: BDAB06368143FD3C6CD15CCB37D6F9FEO8BEALOA

SHA-256: 1168F6445B43B458C9ACIAC37EFC8CC8CALFAF3921AC325D59A109990602411E

SHA-512: 6679437963115840D91F8C9B8C820CC7C3A3E2F0C8014951C56A137EEBI71CE4AED229FBDFBALCDSEY9F01D121D0A541C62EBECEAEFAAEA23F567A2F85EA02/
70

Malicious: false

Preview:
...... JFIF.0 e v, )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000

0O0000000000000.....M.7..
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.11.AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
.z.Xn5.k.|.b.....h.C..vQ+pq..)]1.60.(.fl...r1..)....0.P.dof....... k...V.d.4rge......... 3hE.dbc.$.....".,...80..0.T..r...0.
v AV = [\ zZMw.7.@.B..."..De... {WA."..%.}..Vb...3. . T..Ir...... si.R.8..4..C#..g.....7..G+.Ic$...0|.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAQYSOX[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped

Size (bytes): 4803

Entropy (8bit):  7.556207184129386

Encrypted: false

SSDEEP: 96:QfPEQQqAQ7qRbg3PKvBe02s1vWijk/e103AJks243A6mJiGanlXgzC5SyMOtus:QnlgAgag/KvBeoujrO3ATIAEMXMNMOLT

MDS5: 3DF85C786B813129767F7FF5ADF90AA4

SHA1L: 013ABO7FAF3987577A1460A8A1828CF664A96EBE

SHA-256: OAE595E15AF96C595342EBCCE0852AF325CDDE20498902577CEC009EB055CC08

SHA-512: DF46FB9345ACF98956D0453FAB3C7D0BC73C9C54B412CCCCDFF1CCCIA72AE048473CAF70398CDA8287FFB2FAE7A2C85C14ADE79D35FBF68997E6A3AAT52B
02A

Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000O00OO00OO0O0000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAQYULI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 15081

Entropy (8bit):  7.927000529392556

Encrypted: false

SSDEEP: 192:Q2YieBOy7JVVGCT+6qjtsOSvtL9pduhgn6DW2pzIBLR3puz1ltm+R2DYETmMJI2BkTc:N14vIVvGQqjiPtLnVn6DbQzJRpctkzPU

MD5: 985B1868C277EBSE85D1F7B4091E5208

SHA1L: AS5DAFF826FBA9DA1E82449FBA9525E8FED1403D4

SHA-256: B226C1C7D78988AD3704A3D33C7B925E4B4E6484FC047ED7B1CB41E0D92164F0

SHA-512: E690DEDD645409BC1B7C3E7EAF2B7BBE91DF1ABDAS00EFA94F4600323BESAEE9018149E90D4FF006F686A5851600CA41CC340E707B9C4C32ABE349E20219BE
CE

Malicious: false

Preview:

Y.fldx.m.B1..*.nMg..xt'8...M=
Tu-$(E._.Xx$....d..?..d1..m4.%.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAQYrvs[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 57864

Entropy (8bit):  7.965834432074916

Encrypted: false

SSDEEP: 1536:17jBu/EAaNVi2vSfyhS3DKLgEOZdaEowJalQyU:J/EA8bvBhcejiawJE

MDS5: 95E5BA42BB2806777D34F8088E3503E1

SHAL: F3629E9573E275BD189EBBD8265AD8764BF5EASA

SHA-256: OEOD14C14F1FEAD0881FOF8C8A5290EBE106BD5DF2489FE3BES30AB60BAAFFB7

SHA-512: C7C36196A0C8669E257C65520A3962BD8CD024DF4C93E0481D99996F754303D712AE8F524A2DC6C8DB7DOCAA223836FADC33DEDEAG6421CE81DD495CBBC989
A

Malicious: false

Preview:
...... JFIF .0 e w0 )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAQYVQT[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 35815
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\AAQYVQT[1].jpg
Entropy (8bit):  7.953257870398609

Encrypted: false

SSDEEP: 768:1uAsX3YrnxKgwLWrruWvpSIHTO7X/ic8)NI61Xd2n5c7cLultikILil/CW:I/eljxBruWvslzxceNIQaBUKILTCW

MDS5: 946D24C5A984175C65F10663AF925A36

SHA1L: 6731589DB3B2F2B71D7A550881A032601D48F80F

SHA-256: 062D6AD349BF4475B181B91AB1C5FB4904B6509C33F841EC93DC6669778EDBE7

SHA-512: 1A3D43D7803F594A46B048B5A829E265822AF44E60C0467CECFDB4086CCF149254BDF2A42A5BCD4BC644277362F6584E537CFE0470A34FE76DF5FEFAF1071B1
Malicious: false

Preview:

Q.. Wi, <..4.s.L.|Ro..W. .
~..CU.%.a..21&......C.u7P.1.8......j..$.D..Pi4.8mA.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB10MkbM[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 936

Entropy (8bit): 7.711185429072882

Encrypted: false

SSDEEP: 24:13JuYNKuUGIZLocJZIxAgAbiuoSrZzilg3+:1In94F/IxAZiuoSNYgO

MD5: 19B9391F3CA20AA5671834C668105A22

SHA1L: 81C2522FC7C808683191D2469426DFC06100F574

SHA-256: 3557A603145306F90828FF3EA70902A1822E8B117F4BDF39933A2A413A79399F

SHA-512: OE4BA430498B10CE0622FF745A4AE352FDA75E44C50C7D5EBBC270E68D56D8750CE89435AE3819ACA7C2DD709264E71CE7415B7EBAB24704B83380A5B99C66
C

Malicious: false

Preview:
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C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB6Ma4a[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 368

Entropy (8bit):  6.811857078347448

Encrypted: false

SSDEEP: 6:6v/IhPahm7HmMoUVP34NS7QRdujbt1S+bQkW1oFTZLKrdmhtlargWoaf90736wDm:6v/7xkHA2QRdsbt1pBcrshtvgWoaO7qZ

MD5: C144BE9E6D1FA9A7DB6BD090D23F3453

SHA1L: 203335FA5AD5E9D98771E6EA448E02EESCOD91F3

SHA-256: FAC240D4CA688818C08A72C363168DCIB73CFED7B8858172F7AD994450A8D459

SHA-512: 67B572743A917A651BD05D2C9DCEC20712FDIE802EC6C1A3D8E61385EB2FEBB1F19248F16E906AF0B62111B16COEA05769AEAL1C44D81A02427C1150CB0O35EA!
8

Malicious: false

Preview:
PNG........ IHDR......covvne a...pHYs.......... +.... IDATx.cy. ..?...lUA...GX...43.l.0(f..0a"..C...+Z0.y......~..0..>.....(....X3H.....Y...zQ4.50... R.u.*t.|....)....(.$. .a...d.qd....3..
WL R 4> NLd p.4.... 1k@QE...,j...B...X.7....|..0....pu?2.1B,..J..P..... F.>R..2.1.(.3J#.L4...9[..N....IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB7hg4[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 470

Entropy (8bit): 7.360134959630715

Encrypted: false

SSDEEP: 12:6v/7TIG/Kupc9GcBphmZgPEHMwY 7yWQtygnntrNKKBBN:3KKEc9GecXhmZwMILtyGIKKBBN
MD5: B6EA6C62BAEBF35525A53599C0D6F151

SHAL: AFFEFB243AAEC286D37B855FBE33C790795B1896

SHA-256: 71CC7A3782241824ACDC2D6759E455399957E3C7C9433A1712C3947E2890A4D4

SHA-512: OE4E87A66CF6E01750BC34D2D1EC5B63494A7F5C4B831935DD00E1D825CDB1CFD3C3E90F29D1D4076E7F24C9C287E59BE23627D748DB05FB433A3A535F1154
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB7hg4[1].png

Preview:

IHDR.....cvens a...pHYs.......... +.....IDATX..QKN.A....(..1a.....p...0..T.......... I....... $.n\..V.C b2...... ge"T.1.1h8./....$:Y6..w}_>..P.o$.n... X,<...R..y...$p.P..c.\.7..
. ..R.U..Z"2.$.B..L.r....H.1...MN).c.K1H......... .90 ds$.....8.8@t_..1.".@C....i&Z.".Al..l..R...}JW.E4.|_.N....b..(".vH........ jo....s...h..9.pl..
...G..c.5.....IEND.B .

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87287FM\cfdbd9[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 740

Entropy (8bit):  7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vJI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9aw

MDS5: FE5E6684967766FF6A8AC57500502910

SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT

SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51

Malicious: false

Preview:
PNG........ IHDR.....cves U...sBIT....|.d..... pHYs... tEXtCreation Time.07/21/16.~y....<IDATH..;k.Q....;.;..&. #...4..2...
VL X~ {.].Cj......B$.%.nb....c1..w.YV... LL&S.mLLLLSM.F3.3W,e.%..X.,..c..0.*V...W.=0.uv.X...C....3"....S.....Currrrrres 2]EO....M..Ni..[..]5.&...9.25]H....df...I...
Ueouy.8".5..0. 0 Zu o.t...G.."....3.H....Y....3..G....v..T....a.&K D........ M..9...ek.kP.A."2....k...D.}.\...V%.\..vIM..3.1....8.S.P........9...yL.<..9...
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...SL.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: dropped

Size (bytes): 21717

Entropy (8bit):  5.305602492520896

Encrypted: false

SSDEEP: 384:fuAGcVXlblcgnzleZSweg2f5ng+7naMnpuZOrQWwY4RXrgt:A86ghbS2RJIpusrQWwY4RXrqt

MD5: 677C48207F5A13E6D6DADF30D2D6C52B

SHA1L: 10BCE9871F228CA247E92B0A6366D5FE2A4426C8

SHA-256: 16872C9C9305146F1665B47C30EAFOAF695450B80E6B659781C71E3B45526027

SHA-512: 7C35E7BE4917DEF18676DCD367EA060F9073A093D9B66D6104784845E8B3AA3C14846F617661384E9A4F07E9FE149156A0C54DBF1030CBB4ED972CAF5F115CF!
Malicious: false

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {
"+ "sepCs' ,"vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{" name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"bs":{"name":"bs","cookie":"data-
bs","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn"“"cookie":"data-v","isBI":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cook
ie":"data-Ir","isBI":1,"g":1,"cocs":0},"ttd":{"name":"ttd","cookie":"data-ttd","isBI":1,"g":1,"cocs":0}},"ussyncmap":[], "hasSameSiteSupport":"0","batch":{"gGroups":["apx"
","ppt","rbcn”,"son","bdt","con”,"opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb" "dxu","rkt","trx","wds", "crt","ayl","bs","ui","shr","Ivr","yld","msn","zem","dmx","pm","

,"csm”,"ppt",
som" "adb","tdd","soc","adp","vm","spx", "nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000,"ngGroups":[]},"

“datalen™:82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[3].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: dropped
Size (bytes): 21717
Entropy (8bit):  5.305602492520896
Encrypted: false
SSDEEP: 384:fuAGcVXlblcgnzleZSweg2f5ng+7naMnpuZOrQWwY4RXrqt:AB6ghbS2RJIpusrQWwY4RXrqt
MD5: 677C48207F5A13E6D6DADF30D2D6C52B
SHAL: 10BCE9871F228CA247E92B0A6366D5FE2A4426C8
SHA-256: 16872C9C9305146F1665B47C30EAFOAF695450B80E6B659781C71E3B45526027
SHA-512: 7C35E7BE4917DEF18676DCD367EA060F9073A093D9B66D6104784845E8B3AA3C14846F617661384E9A4F07EOFE149156A0C54DBF1030CBB4ED972CAF5F115CF!
Malicious: false
Preview:
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"

'sepCs' ,"vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{' ‘name":"g","cookie":"data-g","isBI":1 1,"cocs™0},"bs":{"name":"bs","cookie":"data-
"isBI":1,"g":1,"cocs" O} ‘'vzn":{"name":"vzn","cookie":"data-v","isBI":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cook
ie":"data-Ir","isBI" N ‘cocs™:0}},"ussyncmap™:[],"hasSameSiteSupport" "batch":{"gGroups":["apx"
S'esm”,"ppt","rben”,"son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","yld","msn","zem","dmx","pm","
som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000,"ngGroups":[]},"

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\checksync[4].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: dropped
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\checksync[4].htm
Size (bytes): 21717
Entropy (8bit):  5.305602492520896

Encrypted: false

SSDEEP: 384:fuAGcVXlblcgnzleZSweg2f5ng+7naMnpuZOrQWwY4RXrqt:A86ghbS2RJIpusrQWwY4RXrqt

MD5: 677C48207F5A13E6D6DADF30D2D6C52B

SHA1L: 10BCE9871F228CA247E92B0A6366D5FE2A4426C8

SHA-256: 16872C9C9305146F1665B47C30EAFOAF695450B80E6B659781C71E3B45526027

SHA-512: 7C35E7BE4917DEF18676DCD367EA060F9073A093D9B66D6104784845E8B3AA3C14846F617661384E9A4F07E9FE149156A0C54DBF1030CBB4ED972CAF5F115CF!

Malicious: false

Preview:
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"bs":{"name":"bs","cookie":"data-

bs","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-v","isBI":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cook
ie":"data-Ir","isBI":1,"g":1,"cocs":0},"ttd":{"name":"ttd","cookie":"data-ttd","isBI":1,"g":1,"cocs":0}},"ussyncmap":[],"hasSameSiteSupport™:"0","batch":{"gGroups":["apx"
" ppt* "rben”, "son” "bdt’,"con” "opx” X" "mma’,"cLx" ys”, "sov" "l rL" g, "pb" "dxu, Tkt e, "wds” ert” "yl "bs” Ui "shr "Ivi” "yld, "msn”, "zem", "dmx","pm", "

,"esm”,
som" "adb" "tdd","soc" "adp ob" "adt", "got" "mf" "emx" "sy" Ir" "ttd"], "bSize":2, "ime":30000, "ngGroups"[},"

, vm®,"spx”,"nat”,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[5].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: dropped

Size (bytes): 21717

Entropy (8bit):  5.305602492520896

Encrypted: false

SSDEEP: 384:fuAGcVXlblcgnzleZSweg2f5ng+7naMnpuZOrQWwY4RXrgt:A86ghbS2RJIpusrQWwY4RXrqt

MD5: 677C48207F5A13E6D6DADF30D2D6C52B

SHA1L: 10BCE9871F228CA247E92B0A6366D5FE2A4426C8

SHA-256: 16872C9C9305146F1665B47C30EAFOAF695450B80E6B659781C71E3B45526027

SHA-512: 7C35E7BE4917DEF18676DCD367EA060F9073A093D9B66D6104784845E8B3AA3C14846F617661384E9A4F07EIFE149156A0C54DBF1030CBB4ED972CAF5F115CK!

Malicious: false

Preview:
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":82,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"bs":{"name":"bs","cookie":"data-

bs","isBI":1,"g":1,"cocs".0},"vzn":{"name":"vzn","cookie":"data-v","isBI":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cook
ie":"data-Ir","isBI":1,"g":1,"cocs":0},"ttd":{"name":"ttd","cookie":"data-ttd","isBI":1,"g":1,"cocs":0}},"ussyncmap":[], "hasSameSiteSupport™:"0","batch":{"gGroups":["apx"
" tx","mma","c1x","ys","sov","fb","r1","g","pb", "dxu","rkt","trx", "wds","crt","ayl","bs","ui","shr","lvr","yld","msn","zem","dmx","pm","
nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000,"'ngGroups":[]},"

ppt","rbcn”,"son","bdt","con","opx",

vm® "spx",

J'esm”,
som","adb","tdd","soc","adp

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\de-ch[2].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 79097

Entropy (8bit):  5.337866393801766

Encrypted: false

SSDEEP: 768:0lAy9Xsiltnuy5zlux1whjCU7kIB1C54AYtiQzNEJEWICgP5HVN/QZYUmftKCB:olLEJIxa4CmdiuWIDxHga7B

MD5: 408DDD452219F77E388108945DE7DOFE

SHA1L: C34BAE1E2EBD5867CB735A5C9573E08C4787E8BE7

SHA-256: 197C124AD4B7DD42D6628BI9BEFD54226 CCDCD631ECFAEE6FB857195835F3B385

SHA-512: 17B4CF649A4EAE86A6A38ABA535CAFOAEFB318D06765729053FDE4CD2EFEE7C13097286D0B8595435D0EB62EF09182A9A10CFEE2E71B72B74A6566A2697EAB
1B

Malicious: false

Preview:

{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctld":"55a804ab-e5
€6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten lhre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die
am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"Ilhre Privatsph.re","ConfirmText":"Alle zulas
sen”,"AllowAll

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\iab2Data[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 271194

Entropy (8bit): 5.144309124586737

Encrypted: false

SSDEEP: 1536:13JqIHQCSg23YILFMPpWje+KULpfqjl9zT:hqCSVyleiijq
MD5: 69E873EC1DB1AA38922F46E435785B61
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\iab2Data[1].json

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

OE17DD5D16C19D40847AEEEC9AF898BB7F228801
D90C45999873C12E05B6A850C7C5473E1CB3DA9SBD087DB5F038F56ABD65F108C
27F403FDC906C317F4023735B29ABB090867CAA41103CE2FD19E487323EBEE15884DF10A353741C218BB83C748464BE3D75459F5D086FDE983DB85FC86ADA4D

false

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3":{"de

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\nrrV52461[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

91348

5.423638505240867

false
1536:UEUUkXGs7ui3gn7qeOdillEx5Q3YzuCp90Zuvby3TdXPH6viqQDnjs2i:aKiw0di378uQMfHgjV
9C4A60B2332E94D3BFF324BD8DF61A31
6245D60C273E175D3EC798CE8BABB65AD75F24E09
8C38115211EB4E291CE6F38629C8AEEOF882EBED06B66F3DB3D6587C1EBDF52F
31830D8DE79206C5C5B178DBC798D3A2AF597BA14D9075EE25CC82B096083B180B0B41CB5DC24640AC2A8329575102A3D724DA1F4307DDFB57DBC5C64A8738

false

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[J;for(i in t)t.hasOwnProper
ty(i)&&("object"!=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0Object.prototype.toString.call(n))||'a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},t={},n={},a={},d={},c={},|I={};function g(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isReso
Ived=function(){return e},o}return r=g("conversionpixelcontroller"),e=g("browserhinter"),o=g("kwdClickTargetModifier"),i=g("hover"),t=g("mraidDelayedLogging"),n
=g("macrokeywords"),a=g("tcfdatamanager"),d=g("I3-reporting-observer-adapter"),c=g("editorial_blocking"),I=g("debuglogs"),{conversionPixelCo

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\B87287FM\nrrV52461[2].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

91348

5.423638505240867

false
1536:uEuukXGs7ui3gn7qeOdillEx5Q3YzuCp90Zuvby3TdXPH6viqQDnjs2i:aKiw0di378uQMfHgjV
9C4A60B2332E94D3BFF324BD8DF61A31
6245D60C273E175D3EC798CESABBG65AD75F24E09
8C38115211EB4E291CE6F38629C8AEEOF882EBED06B66F3DB3D6587C1EBDF52F
31830D8DE79206C5C5B178DBC798D3A2AF597BA14D9075EE25CC82B096083B180B0B41CB5DC24640AC2A8329575102A3D724DA1F4307DDFB57DBC5C64A8738

false

var _mNRequire,_mNDefine;!function(){"use strict";,var c={},u={};function a(e){return"function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[J;for(i in t)t.hasOwnProper
ty(i)&&("object"!=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o0.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0Object.prototype.toString.call(n))||'a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},t={},n={},a={},d={},c={},|I={};function g(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isReso
Ived=function(){return e},o}return r=g("conversionpixelcontroller"),e=g("browserhinter"),0=g("kwdClickTargetModifier"),i=g("hover") t=g("mraidDelayedLogging"),n
=g("macrokeywords"),a=g("tcfdatamanager"),d=g("I3-reporting-observer-adapter"),c=g("editorial_blocking"),I=g("debuglogs"),{conversionPixelCo

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\otBannerSdk[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

325178

5.3450457320873355

false

6144:7Kk89fToixHtGt3mBC4VcW3fUAbJ7Kz0yzGO:acixHMPzfJ
56B5E93BFB078B9EEF2BA41DB521EA9B
AB61A4949BCBCA6B8148CC6821D7CF88FBDI0062F
B8603101616C7960752244D2EC66D2A845BBE0094B83E7CC2877880A3A93402D

C10E26F5C9B66E1FA82926AD43C7C70EDFOOD3BEBE376DA674B325FB34EDB47EDFA90BF84457BBC085BBFA1AF37D92F20067AA46B1334D623D2AE80B66810C
02

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\otBannerSdk[1].js

Preview:

[** .. * onetrust-banner-sdk.. * v6.25.0.. * by OneTrust LLC.. * Copyright 2021 .. */..!function(){"use strict";var o=function(e,t){return(o=0bject.setPrototypeOf||{__proto__:[]}in
stanceof Array&&function(e,t){e.__proto__=t}||[function(e,t){for(var o in t)t.hasOwnProperty(o)&&(e[o]=t[o])})(e,t)};var v,e,r=function(){return(r=Object.assign||function(e)
{for(var t,0=1,n=arguments.length;o<n;o++)for(var r in t=arguments[o])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return e}).apply(this,arguments)};function
a(s,i,l,a){return new(l=l||Promise)(function(e,t){function o(e){try{r(a.next(e))}catch(e){t(e)}}function n(e){try{r(a.throw(e))}catch(e){t(e)}}function r(t){t.done?e(t.value):new |
(function(e){e(t.value)}).then(o,n)}r((a=a.apply(s.i||[]))-next())})}function p(o,n){var r,s,i,e,|={label:0,sent:function(){if(1&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t
(0),throw:t(1),return:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\otTCF-ie[2].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

103536

5.315961772640951

false
768:nq79kudrnt6JjU7cVbkhS/G+FBITimSmjCRpOQRaPXJHIVhXKNTUCL29kJIXY0XY:49jht4bbkAOCRpI6 TVgTUCLBX10UU/px
6E60674C04FFF923CEGE30A0CD4B1A04

D77ED2B9FA6DD82C7A5F740777CC38858D9CBDDD
48221F1DEOF509D6C365D9F4BA1D7DB8619E01C6BCAAC8462536836E582CDC66
62F5068BDEDBA361DAD0OB50B66F617A2A964B9D3DB748BFIDE29C4F6307B1891AF9A4D384F3CEB25C77B62D245F338D967084301391A41BAB9772E2632B36B9

false

var otTCF=function(e){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function t(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”) ?e.default:e}function n(e,t){return e(t={exports:{}},t.exports),t.exports}function r(e){return e&&e.Math==Math&
&e}function p(e){try{return!le()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return I.call(e).slice(8,-1)
Yunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return L(u(e))}function f(e){return“object"==typeof e?nulll==e:"function"==typeof
e}function i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if(“function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\17-361657-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGigllQCQ6cQflgKioUlnJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0OE64D44332F349B56C49AC13036B0B4FC946A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3}H
F

false

define("meOffice",[jquery”,"jgBehavior","mediator”,"refreshModules","headData", "webStorage","window"],function(n,t,i,r,u,f,e){function o(t,o){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if(i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).htmi(t.toLocaleString())})}function p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v(*meOneNote")) {setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading'><\/p>");i.sub(o.eventName,y)} teardown:function(){h&&i.un

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\4996b9[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

dropped

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAFO:82/DeO5M8PKASCZSvxQO+TCPXtUSHF7¢c
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA77B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E358D9840D70B90B93DB2AESZ

false

WOFF......A.... . .
ILA_<... .Aqd.
v \d\d.dee.d.Z.d.b.d.4.d.=d.Y.d.c.d]db.d.ld.b.d.fd._dAd.(db.dAdbdb.d.d.d_d_.d.d.dP.d0.db.db.dP.dudcdAd_dgd._dddb.d._d._d.
b.d.a.d.b.dadb.d..d..drdAd dLd..d.d$.dp.d.d.d d_dT.d.dbdb.db.diddd..d.d.d7.dAdXd].d).dl.dldb.db.d..d..dbdb.d..d.d.d7.db.d1.
d.b.d.b.d..d..d..d..d..dAd..d.d(d d.d.drdrdfd., dbd..dbd_dqd..d.db.db.db.db.d.drdld._db.db.db.dV.dzdbd
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\55a804ab-e5¢c6-4b97-9319-86263d365d28[2].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 3278

Entropy (8bit):  4.87966793369991

Encrypted: false

SSDEEP: 96:0y9Dwb40zrvdip5GKZabAyYsOvixWCKTS2jQt4ZaX:zqlipc6vxLCSChZaX

MDS5: 073E1A67C16B7E2BOF240F20BAC53174

SHA1L: 778663FBA0201814BE193EB38E4F9D8875F322ED

SHA-256: 886E0D5D43DFB17D92EB8C5C80AB0671EDIDE247EC4ADID71B358F32F7613287

SHA-512: 97FAB69A8BEB50E759BDB5AAAOES50B787358CC4EED55796F6B51D1AFD5B6B25CF7A6FAC5FCD67AA9588876F208D40449ED94886046177B6FEAA083743B016¢
6

Malicious: false

Preview:

{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":true,"ScriptType":"LOCAL","Version":"6.4.0","Optan
onDataJSON":"55a804ab-e5c6-4b97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/v1/geo/location”,"RuleSet":[{"Id":"6f0cca
92-2dda-4588-a757-0e009f333603","Name":"Global","Countries":["pr","ps","pw","py","qa","ad","ae","af","ag","ai","al","am","a0","aq","ar","as","au","aw","az","ba", "bb","rs"
Sbd™,"ru,"bf",rw,"bh","bi","bj","bI","bm","bn", "bo","sa","bg","sb","sc","br","bs","sd", "bt","sg","bv","sh","bw","by","sj","bz","sI","sn","s0","ca", "sr","ss","cc","st","cd","sv","cf","cg"
JS'sx""ch”,"sy","ci","sz","ck”,"cl","em™,"cn", "co", "t "er, "td", "eu”, "t Mg, ev, "t few, e, Tk T, tm i, ro ™, e e v, w2, "dm !, "d o, "ua”, "ug”, "d Z", "um"

""ec","eg", "eh" ,"uy","uz","va","er","vc","et”,"ve","vg","vi" 'vn" ,"vu","fj","fk","fm","fo" s "Wf","ga","gb" ,"ws" ,"gd" ,"ge","gg"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAOdxvWI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 23645

Entropy (8bit):  7.810879378215357

Encrypted: false

SSDEEP: 384:IUEz+UYUKaDX4ZCDbcpwWpedBE/WYqU9m8LaBIlJcv1DAKVA4IFE4IN3QNr:IUEZ+UbKa8ZQQptpedAWp8LaCHg1DAed

MD5: F2186DFE6F4836465043A993391B84C5

SHA1L: C595247171C1DD8D73429B0C58773C5E177106C5

SHA-256: 710EFEEA80DBB97B005C47E34341FO00ABCD3345A5756EC967A6D1D6D06094B22

SHA-512: 21E86B092676E1EAE42E18C680D176A045E8158CE8386DB7D8624B7D3C70E9A018C1992FCAB22A6FEBF824445BF1850E7E98BFB4AAECDA769ADA52356DFCF43
D3

Malicious: false

Preview:

A (2. HT..5p...{E4p..
2 1..5.8.1..1..0..h.-H

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\AAQBdIv[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 22371

Entropy (8bit):  7.7949964619592285

Encrypted: false

SSDEEP: 384:1Y3asYjHnqTeXCnV+vWN8ZiadjNBzINCGNFq/NFfqoY7mZdd+fOnaWx:ldHnmeyl+yi6NB25/NFfbFInP

MDS5: F4B452436A19591E7COED1A7916B9259

SHA1L: 5BA326F2E57A89A106689E4EC00B23D30AAA9DBE

SHA-256: B13869EEC4400F3BDE2DE2F864E786ACC568D413FDA7FC619FCA4AF87E6328B5D

SHA-512: 313B26FD6A8C652B5AA50EAG698B070D324C7A0B8A202BEFOA1A87EB3ECB633BDODDICBD574598F107A4374FCA6FA2ADAB1DC028EC5446EBDD402B044D325F
90C

Malicious: false

Preview:
...... JFIF .0 e 2 )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
RO ¢ (.. U (RO (RO CEPPN (RPN 00 = e Y GO RO (ORI (RO (HPUPRY (RO (RURURY CPUPIRY (RURURY (PRI CRVPRY CRPUNN (RPN
(he(onnn [T Y = = OO (Y (PN (RURVY (PO (RPN (PRI (RPN (PP (RPRURY (URPUR (SPPOY CPPUY (RPRURY CRUPURD1 (RPN b.J.(h...P..P...A@...h.#.

1@ (e
C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTRO\AAQCmMUSI[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped
Size (bytes): 31947

Entropy (8bit): 7.892422553435186
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\AAQCmMUSI[1].jpg

Encrypted: false

SSDEEP: 768:1aBjbh6 TFQQVZ54il2RA0NXypZfdvRB+6KCOfH:1aBXOQqX4igl4zZRB+ffH

MDS5: 62A8482CFB648DD0OD95E83D2B22FAETA

SHA1L: D6FOCD6A1834A60F4C5994067CED244E2E921FA8

SHA-256: 8361D066356EB990AF5B6D5E6A77225982A6B40D3BCA809274FD3FB40F6FD92D

SHA-512: AB834B4CA196B46432AA31C5A5F0EC16E41852C2A2D7D09C3374CC942795DC4A0A958C7DC72DAGFFFBBA437462AF67C75FCO1FFABFC9565A7EACBOCIFIDE?2
B3

Malicious: false

Preview:

He..l..H x) R.@..@..\P....@..p.Lx..b.(@8S...@.-.(A@.....Z.(......@..F.5H.4.E11.(.h.Qi.1.i.pJ.V...n.6.1B..pC@..5@...0%T.......ooo.......... S LM.LP ..(.
@...@.P1V.)....P......HhXZ........).....$..C....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAQTOoN[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: modified

Size (bytes): 49430

Entropy (8bit):  7.968250182302868

Encrypted: false

SSDEEP: 768:1SMx6UYVVvLGODAyhz+1V+dgheEiic7giJRS8p3BDvaUj50eGWFxl4e2fxgspTIQ/:ISMsUYVHbmEdgheH/gRkvaUNhGeke+zS

MD5: 778D5F7FF643535754426B22D1655699

SHA1L: 033850198C0E81418CCF29ADAEA98D8814AA5F96

SHA-256: 79E97DOF92A1E054FE44AAD7CDBF21C2D918DF000B9CODB374DC3B186AA212C1

SHA-512: B5C228EC6033866669A7D3B36FA29BE171B48745F0FDF857E330B0OEE31AF36BAEACDE2CBA7DB62C8DBAB4E9736EDA62DC6811A27C1BOF793F6D915032F570E
38

Malicious: false

Preview:

....$b.0c...."..Vb. A H.aly>....9.Ri.]%.F.q.\.Z.....[N.H.2......... [.#a..f.z.}jid.m. . .Cf.*.2U....Z..H.@.rw..No.
.1..0..0pzR...Nv,.s. ED.{".=. k...s..0...|.P._C.*mH._...v..Jn..rl...N.B.......P.Td.*9.8.0h.q".$0..Fw).}G.@..M...6.U..#.0.T".J7¢9.P.<.;..t....fb...R.(.B...47.Ei%'"....v..0+.c.R..3...{.q
3.Ad[.WN.F.n...1Z.'cGl.&....y[.p6..8...L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\AAQVtAu[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 19353

Entropy (8bit):  7.759923173787334

Encrypted: false

SSDEEP: 384:IWHFoJoL9JdgB+0osyLtr3IN5rSwxi55JPZZQDmOtHelvTCn:IWHFsy TdItpTdhiviBZHOt+FS

MD5: E816AA08895A8364BBBFES3AD815ED4E

SHA1L: 17B84C624BA2CDBD33D301A55A91582BDB7AF63D

SHA-256: F800A4F3965D72E5926E78D37DD60DA9C5B5CC6C4C03C615DE4D6E20C56D1036

SHA-512: 7BCCBE050D366D53B5F6D79F085E666799170B0OCA4B143F2125A2563D4A81C6392CB2494DAF1CB416FAB0950FF59879A8FF49996E6F0486FA38BB2F4EC703B0L
Malicious: false

Preview:

JE..8.@-...(.
&.h....Q@....S+@..9.@..N).Z.M $.v..,.G.1....1JC.Q.=.1..e.B.......P...b...LP.b..P..P1.4.1P1. . B(.....P.q@.(...(S@..(..C.(.PL.R.(.......Z.Z.(ph.B..P..P...abk|.P..
6.V...b....b..p.b..b..@...=(.@wI.C|

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTRO\AAQY5wp[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 19782

Entropy (8bit):  7.879863395208828

Encrypted: false

SSDEEP: 384:N7rdVbDzyJWYwwbZ4bGDV6cfWzPPhXsZUr4beTLUhguzB1kmN1GRHGC:NfdVbfyJhb6bGDQcOP5XCUrkek7zBt7Y

MD5: CEC9F2AADCCEBE3F3C6392A872F1CC39

SHAL: 3484B4FB224D139DA9CA812A69CEADS59BEESC38

SHA-256: 10F23EEE479EF2361B9765AB284445FB74044C1797A8BC80883FD2E051605BF5
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAQY5wp[1].jpg

SHA-512: E9B251DD02FA469605E57E6A227A2A671E68E282438EC914F6168803EDABFOF61E45799D452903F66BA55039653CD64250486A4F3CDA3946283418607A700193
Malicious: false
Preview:

.&..&05-50000000000000000000O0O0OOOOOOOO0O0000

.)10.)-,3:J>36F7,-@QWAFLNRSR2>ZaZP"JQRO..

LY.h?2 XL WL)NALLLBR1@....<
V....P>.0z..M..l'V. N.g....&>~.H{.M {a
|t.h.Q}V?0. #.gw....JF....... 4Kb.=.GN*...

.r;.e.q..S.6b

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAQYUU3J[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 11434

Entropy (8bit): 7.8398861809660385

Encrypted: false

SSDEEP: 192:Q2C959aS/xQOMOYHA3IWCtXRK1IwSXN1dUZficY6ptg TO9k8/WnYOAbnIL7XINSG:NC79aSyOUOMXiw4LdUdYzQTO9k8/yYNf

MD5: 59B445EB127DDE6D408FD02EBF608492

SHA1L: 4011C264FF8FC0731A7B3F349C5948A04D85F735

SHA-256: CDFC1F3923CD42DE86B02D2AACE9D219BC85FACABO4A6F675CBESB244B2577DD

SHA-512: B4B85890B7E60327ADBFF48C9759102A66A0895EADSEBA37EE04115B6237C85ED2B5D811906F1BEF097AE9226D84E9DF5F97BCIADE4625FBADB6BOE195A67A]
4

Malicious: false

Preview:

9..WbnR.Ku..S...As.....S.... }........ HL.MP....D.m#.<r’...q...9.@v....p*9..i.x.....20..A.x.K..P}...\..g5K..[...K../........ }.1.b
Lol Yl ESLLp.r8.7.4.B). L GO (v 42,0 X001 ].0.56.5-..P.@....P.@...P.@...P.@..1d.@..g..;.."-X\\ LU LVLLOIVLEL = LU~ L&
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAQYYTT[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 6853

Entropy (8bit): 7.324104220761635

Encrypted: false

SSDEEP: 192:Q2JLXqUuxqgXquaXUbz3AG2K4gjLAP5XVELtgIsRQr:NJIrJux3X2XsDAG2KjsPLVRQr

MD5: 86F73DEE74D629016FD1DC02F856FCOD

SHA1L: D4E062C0C6D563D6B46C200A50A7689E48CAB4FB

SHA-256: CE01C2B9BDB161FB546265C45F3BEDC1286D562D1BD564DC8EDDE7C96E1CB051

SHA-512: 63C6C56106BEC6BOABIFIDI0B7165A49AF64A074ESEBIEFA4298ABC2C02916C0D108961B747F9202D1B5502199C96C85B30B61671CI9BACB2B43070ADD26E1D’
7

Malicious: false

Preview:

H..@. .(((.P..@. . LA@...@.@.@..P.@. . %..(....a@.@. ...P.@.-.P.@...L.L.(.P.@..P.@..P@.J.((P.@. .P.@.-.PL.O.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTRO\AAQYqMI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 12085

Entropy (8bit):  7.868445665118221

Encrypted: false

SSDEEP: 192:Q29PYGiyDX2g6kKZUB3wvR0/pjAyWugqQW4S+v8xq+clJEfsT8zhS3:NeG5x6ZUBWmMwWEXQIpT8zhS3

MD5: BE7D49E27B34AC5BOE8A91C4A769B854

SHAL: 26FC2880083BF13416735A890FA4399DF870820F

SHA-256: 77F20DB93B5A56C97BCCOC07A35DC592DCBE3072B69DF9807176234E7AC5FEOB

SHA-512: 5A16D09F0CF6158214BCDASAA34E7F32EDI00DEC4DD8B284D06C6661A63A60540ABI98E79COB363E3149C0D1CB69B721EDA763103A3670FBCCFF7EB5951278C
C

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\AAQYgMI[1].jpg

Preview:

....... 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
............................. 2.+ (A1 LUALFYC LA X 2@ i...JB..(..,hZC........gsN..E.f.)Xw..,.......2.3........Rli.... .K*...AJ.
(..0.0r..k[+w...c.1.W8.R...2..6....~xgM..Q....b.JL@.....ccc0oues e *0.$... | \.t{C.UE..W...+~...i..kGQ.. @.:P..1).P.L.%....).).(i.R.....L;
m..z8U.<.z.HR........D.>TA.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAzb5EX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 322

Entropy (8bit):  6.966129933463651

Encrypted: false

SSDEEP: 6:6v/IhPahmKxf8/CAw4DGQJelkvnxlekdOgcKOtQEXGTFDDv4bp:6v/71xkjyzQEyallQmGTIW

MDS5: 89E1141C659F2127DD80809F71326697

SHA1L: 3262110C91000071FDBB0OD33893EC1EC8026ADEC

SHA-256: 98763AAD3E2B7507E7729711ACD2DACCBD56164FE6DDB10410047B212275C279

SHA-512: 1D32DFODB191F0A3FA152BCA7F5F463234224F215A283A26E4EBAF95095A0977ABF5B9D9804FA4DDB276 CABDAE2865789802BB8A18B02B232A9DBB22D5F19E4
9

Malicious: false

Preview:

W.. gD 7 QQZ Y Cot. (o300 FRPURRIN )@.:....8..t11{P_\.1..3A0......A].....5G

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\BB1fdtSt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 438

Entropy (8bit):  7.245257101036661

Encrypted: false

SSDEEP: 12:6v/7TDHVT2TE6ESAN2ISAy22UaU8Pa7+/LB:4Tq0AN2ljyPaqV

MD5: 3F46112E8E54A82D0D7F8883CF12A86F

SHA1: AA1A3340F167A655D0A0A087DOF6CBF98026296C

SHA-256: E447211712478A81E419A9794678B6377AE3ACA057DEA78FCIEF6A971E652CFB

SHA-512: EBBF357EF6B388E4BD1B261D51DE923D15DBF3AC4740874BEBDEF336BB8133C3B63AEA9D8D95D2D1A044F6E43B7DD654586661462C9239E4FFAG6B8328E6B4S
A6

Malicious: false

Preview:
PNG........ IHDR....ccvonren. a..pHYs.......... +....hIDATX...0+DQ../]... f..(,.,-.L.L.X..ee.,.. ..D.h.P,&|.c.LLE.{k.~}}.......t..W..*5.2..0)X0l.c.wbU....N..,....-F...J#ISq.;....a.
D W.geN Pl S.AA4. 4.0 QhHA (2 2 b e b (G LALLML0.588 " EV.Z S E X HNY. Ze W {HXG . FLW M:LL PWL<4BLLLL
...l.o...s....IEND.B

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\a5ea21[2].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 758
Entropy (8bit):  7.432323547387593
Encrypted: false
SSDEEP: 12:6v/792/6 TCfasyRmQ/iyzH48qyNKkWCj7ev50C5qABOTo+CGB++yga3qX4b9uTmMI:F/6easyDiCHLSWWqyCoTTdTc+yhaX4dy
MD5: 84CC977D0EB148166481B01D8418E375
SHAL: 00E2461BCD67D7BA511DB230415000AEFBD30D2D
SHA-256: BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
SHA-512: FA7A507077F9173FBO7EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004C9D2FESE1965445CAB509C3
Malicious: false
Preview:
PNG. ..eIDATH...0.@../..MT..KY..PI9”...:UjS..T."P.(R.PZ.KQZ.S. ....v2.A....9/t...K.;_}....~.qK.i.;.B..2..C..B.......<

...CB.. weBx.2.}. . >wl.%B. {d...L.Cgz..j.7TD.*M.*............. "HK..j%.!DOf7......C.]._Z.f+..1.1+,;.Mf....L:Vhg..[.. .O:..1.a....F..S.D...8<n.V.7M....cY@....... 4.D.kn%.e. A.@
IA.>\.Q|.N.P........ <.l..ip..y.U..J..9..R.mgpjwn.f4$. X.E.1.T...2..... wz..U..../[...Z..(DB.B(....-........ B.=m.3...X.p.Y...w.z<....8.3.;0..(.l.A.6fg.xF.7h.Gmq
|....0z_Z..X..0F.......... X..=Y},jT..R.....72w/...Bh..5..C...2.06"........ 8@A..."zTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\auction[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 11694
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\auction[2].htm

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

5.849575695824997

false

192:q4ppAn30M0ead2z1rvdpoJCU20xy/V/VB8grc7WgUGG/Bjy72YdiW:q4ppAn1MYdvdalCqK/D8grcyt/By 7XEW

8B74CFF70D3D87E3F0C24D6AFA518DA9

085C71527B0B4B010B691CE341BA0976CD3B5F85

39A15FA1B6DIF0403C49C3458EF5A8E70AA21FAEDOCEAF4DB1C1ED89AA2885E0
155203A1E24AEBE18CA42FA9D4AEOEEA3070B3D0C4318B1EFD37940E7A937D6D3D02461676F67ABA53FD692B405DD3F703E4877015228609ADD15691794A746:

false

..<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false},&quot;taboola&quot;:{&
quot;sessionld&quot;:&quot;v2_194ce0325cd3d55eel127b6acbbe4fd8_c0ae076f-8a07-433d-86ff-fe385f4d90f2-tuct89520bb_1637587771_1637587771_Cli3jg
YQr4dc_GJ2N2vDC46vI7gEgASgBMCs4stANQNCIEEje2NkDUP. wWFYAGAAaKKcqr2pwgnJjgFwAA&quot;},&quot;tbsessionid&quot;:&quot;v2_194ce
0325cd3d55ee1127b6achbe4fd8_c0ae076f-8a07-433d-86ff-fe385f4d90f2-tuct89520bb_1637587771_1637587771_Cli3jgYQrdc_GJ2N2vDC46vI7gEgASgBMCs4StANQ
NCIEEje2NkDUP WFYAGAAaKKcqgr2pwgnJjgFwAA&quot;,&quot;pageViewld&quot;:&quot;89e9c689e4e442bc8decc0870f35ae96&quot;,&quot; RequestLev
elBeaconUrls&quot;:[]}*>..</script>....<li class="single serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjp&quot;:[],&quot;p&quot;:
&quot;gemini&quot;,&quot;e&quot;:true}” data-provider="gemini" data-ad-region="infopane" data-ad-index="2" data-viewabil

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEAINUEPGTR9\favicon[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 2 icons, 16x16, 16 colors, 32x32, 16 colors

dropped

1078

1.240940859118772

false
3:etFEh9HYflVINI/AXII1pe/WNNO0000000000000000000000000000000000001:QNtY6+IKY6
4123CE1E1732F202F60292941FF1487D
9F12B11BDE582DAE37CE8C160537D919C561C464
D961B08E4321250926DE6F79087594975FE20AD1518DESF91EB711AF5D1AGEFS

11B24C2E622C408E4774FAE120B719A21A0B2ACFA53230126C35AD6CA57D33D4DE79CBE11D296CFBDE9613CAA03D66B721BD20CF4EEO30CF75F5A1FD8A286
A9

false

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\medianet[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

411778

5.487186890057773

false
6144:27JKYqP1vG2jnmuynGJ8nKMO3VCuPb8XEcJuzYmD:AlvFKNnGIBKMGXT9YmD
BA03B59C779E95D1FA242A8157A4D408
6956C2A67A8DEA1173F4BOD03C60DBI7DC8A09D5
5EBFD5850A8855C84F005BDOFE676AC505BB3E78A9F83DA7BEC3BOEF2F35B6C2

5EF1C108E309499A3CC65B0324C308DF41096F508CCA1C475D3E41758DC70159C37EBEDB2CBDEE7CFC6AAA06B6F4A02301B35A400B98718C5D5BB1727B8DAI
BO

false

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var I="",s="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function d(e){void 0O===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(a=0;a<3;a++)
e+=g[a].length;if(0!==e){for(var n,r=new Image,o=f.lurl||"https://Ig3-a.akamaihd.net/nerrping.php",t="",i=0,a=2;0<=a;a--){for(e=g[a].length,0;0<e;){if(n=1===a?g[a][0]:{lo
glLevel:g[a][0].logLevel,errorVal:{name:g[a][0].errorVal.name,type:l,svr:s,servname:c,errld:g[a][0].errid,message:g[a][0].errorVal.message, line:g[a][0].errorVal.lineNumber
,description:g[a][0].errorVal.description,stack:g[a][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTE
D":JSON.stringify(n)

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\medianet[2].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

411779

5.487195093908782

false
6144:z7JKYqP1vG2jnmuynGJ8nKM0O3VCuPbmXEcJuzYmD:AlvFKnGIJ8KMGXTPYmD
8E2D27B007FB92770E40D1DF43C37346
1011A522C912819C5F24613B77FC165699B7D640
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\medianet[2].htm

SHA-256:
SHA-512:

Malicious:

Preview:

EA85133CE5090BOFOD13EDEOFF11985636FBBFF7D07BFF269640EFFF4E944CB9

63D308DB6D4464F087E8C7947ABDF04118CD267FEE6FF6F331D938AFB15822C8B5FDSACABF564707CD6D408D266EAA7620FDF12E6BA9DCA4C082B5ADA04B80I
2F

false

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var I="",s="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function d(e){void O===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(a=0;a<3;a++)
e+=g[a].length;if(0!==e){for(var n,r=new Image,o=f.lurl||"https://Ig3-a.akamaihd.net/nerrping.php",t="",i=0,a=2;0<=a;a--){for(e=g[a].length,0;0<e; ){if(h=1===a?g[a][0]:{lo
glLevel:g[a][0].logLevel,errorVal:{name:g[a][0].errorVal.name,type:l,svr:s,servname:c,errld:g[a][0].errid,message:g[a][0].errorVal.message, line:g[a][0].errorVal.lineNumber
,description:g[a][0].errorVal.description,stack:g[a][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTE
D":JSON.stringify(n)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\otCommonStyles[1].css

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

20953

5.003252373878778

false
192:LIsia0zYw49vRn4l7cWQjRkmSxoU/401ZZTg8l9Qonng3WwHpUkG4HfeXiPcB2jk:HRc7fQXNGoFBICHcXaivSYBQY2YpuML
E4F88E3AF211BDI9EA203D23CB0B261D5

6067E95844B3E11A275ADD0B41D7AD3F00A426FD
E58322F14AC511762E2C74932104D7205440281520CF98E66F15B40AA8E60D05
B2C8870B61E9132DC7D7167F50F7C85BFE67EAC6DA711BDFOBICB5EB026249A95E8D67FFB0699934EAA304F971E44F0180E8578AFD8353943154FCE689690B7¢

false

#onetrust-banner-sdk{-ms-text-size-adjust: 100%;-webkit-text-size-adjust: 100%}#onetrust-banner-sdk .onetrust-vendors-list-handler{cursor:pointer;color:#1f96db;font-size:in
herit;font-weight:bold;text-decoration:none;margin-left:5px}#onetrust-banner-sdk .onetrust-vendors-list-handler:hover{color:#1f96db}#onetrust-banner-sdk:focus{outline:2px
solid #000;outline-offset:-2px}#onetrust-banner-sdk a:focus{outline:2px solid #000}#onetrust-banner-sdk #onetrust-accept-btn-handler,#onetrust-banner-sdk #onetrust-rejec
t-all-handler #onetrust-banner-sdk #onetrust-pc-btn-handler{outline-offset: 1px}#onetrust-banner-sdk .ot-close-icon,#onetrust-pc-sdk .ot-close-icon,#ot-sync-ntfy .ot-close-
icon{background-image:url("data:image/svg+xml;base64,PHN2ZyB2ZXJzaW9uPSIxLjEilHhtbG5zPSJodHRwOI8vd3d3LnczLm9yZy8yMDAwWL3N2ZylgeG1sbnM6eGxpbm
s9Imh0dHAG6LY93d3cudzMub3JInLzE5OTkveGxpbmsilHg91jBweClge TOiIMHB4IiB3aWR0aD0iMzQ4LjMzM3B4liBoZWInaHQ91jMOOC4zMzNweClgdmlldoJveDOIMCAwW
IDM00C4zMzMgMzQ4LjMzNCIgc3R5bGUIIMVuUYWJIsZS1iYWNrZ3

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\otFlat[1].json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

12859

5.237784426016011

false

384:Mjuyejbn420dP85csXfn/BoH6IAHYPtIJJAk:M6yel/m
0097436CBD4943F832AB9C81968CB6A0
4734EF2D8D859E6BFF2E4F3F7696BA979135062C
F330D3AE039F615FF31563E4174AAE9CEADBE99E00297146143335F65199A7A9
3CC406AE3430001B8F305FA5C3964F992BA64CE652CCABD69924FE35E69675524E77A9E288DDEIBCF697B9C1C080871076C84399CDFAD491794B8F2642008BE

false

{. "name": "otFlat",.. “html"; "PGRpdiBpZD0ib25IdHI1c3QtYmFubmVyL XNkaylgY 2xhc3MIm9ORmxhdCl+PGRpdiByb2xIPSInbGVydGR
pYvaZngYXJpYSlkZXNJcthWR|eTO|b25IdHJ1CSthG9saWN5L)<RleHQ|PJxkaXYgYZXhCSM9Im90LXNkaylijSOYWIuZXIlijkaXYgY2xh03M9Im90L)<Nkay1yb
3ciPjxkaXYgawQolm9uZXRydXNOLWdyb3VwLWNvbnRhawslcilgY 2xhc3MIm9OLXNkay1laWdodCBvdC1zZGstY 29sdW1ucyl+PGRpdiBjbGFzcz0iYmFubmVyX2xvZ28
iPJWVZGI2PjxkaXYgaWQ9Im9uZXRydXNOLXBvbGlieSI+PGgzIGIkPSIvbmV0cnVzdC1wb2xpY 3kidGlObGUIPIRpdGXIPCI0Mz48cCBpZD0ib251dHI1c3QtcGIsaWNSL
XRIeHQIPNRpdGXIPGEgaHJIZj0ilyl+cGIsaWN5PCOhPjwveDA8ZGI2IGNSY XNZPSIvdC1keGQtY 29udGFpbmVylj48aDMgY 2xhc3MIIMIOLWRWZC10aXRsZSI+V2UgY 29
sbGVjdCBKYXRhIGIUIGIyZGVyIHRVIHByb3ZpZGUBPCI0Mz48ZGI2IGNsYXNzPSIvAC 1kc GQtY29udGVudCl+PHAGY 2xhc3MIMIOLWRWZ C 1kZXN;jliskzXNjcmiwdGlIvb
jwvcD48L2Rpdj48L2Rpdj48L2Rpdj48L2Rpdj48ZGI2IGIkPSIvbmV0cnVzd CLidXR0b24tZ3IVdXAtcGFyZW501iBjbGFzcz0ib3Qtc2RrLXRocmVIIGIOLXNkay 1jb2x
1bWS521j48ZGI2IGIKPSIvbmV0cnVzd C1idXR0b24tZ3IvdXAiPjxidXR0b24

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\otPcCenter[1].json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

48633

5.555948771441324

false

768:VwcBWh5ZSMYib6pWXIzZz6¢18tiHoQqhl:VwgZYdZz6c18tySI
928BD4F058C3CE1FD20BE5S0FE74F1CD8
5CBF71DB356E50C3FFCB58E309439ED7EB1B892E
6048F2D571D6AEBF49E078A449EB84113D399DD5EAG69FB5ACIC69241CD7BA945
1E165855CEF80DDFBE2129FA49A0053055561ADEFF7756DESEA22338D0770925313CCB0993AD032B95ACE336594A5F38E9EEOFOB58ADFE1552FE9251993391C!

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\otPcCenter[1].json

Preview:

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1oaWRIIGI90LWZhZGUta
W4|IGFyaWEth9kYWW9InRydWUlIHvaGU9ImFsZXJOZGIhbGQnI]48ISOtIENsb3NIIEJldHvalAtLT4SZGI2IGNsYXNzPSJdeleyloZWFkZXI|P]WhLSOgTGanyB
UYWcgLS0+PGRpdiBjbGFzcz0ib3QtcGMtbG9Inbylgcm9sZT0iaW1nliBhcmlhLWxhYmVsPSJIDb21wYWS55IExvZ28iPjwvZGI2PjxidXR0b24gaWQ9ImNsh3NILXBjLWJ0b
i10YW5kbGVyliBjbGFzcz0ib3QtY2xvc2UtaWNvbilgY XJIpY S1sYWJIbDO0iQ2xvc2UiPjwvYnV0dG9uPjwvZGI2PjwhLS0gQ2xvc2UgQnV0dG9ulCOtPjxkaXYgawQ9lm9
OLXBJLWNvbnRIbnQiIGNsYXNzPSJvdC1wYy1zY3JvbGxiY XIiPjxoMiBpZD0ib3QtcGMtdGIObGUIiPIivdXIgUHJIpdmFje TwvaDI+PGRpdiBpZD0ib3QtcGMtZGVzYyl+P
C9kaXY+PGJ1dHRvbiBpZDOiYWNjZXBOLXJIY 29tbWVuZGVKLWJ0biloYW5kbGVylj5BbGxvdyBhbGw8L2J1dHRVbj48c2VjdGlIvhiBjbGFzcz0ib3Qtc2RrL XJvdyBvdC1
JYXQtZ3JIwlj48aDMgaWwQ9Im90LWNhdGVnb3J5LXRpdGxIIj5SNYW5hZ2UgQ29va2llIFByZWZIcmVuY2VzPC90Mz48ZGI2IGNsYXNzPSJvdC1lwbGktaGRylj48c3BhbiBjb
GFzcz0ib3QtbGktdGIObGUIPkNvbnNIbnQ8L3NwYW4+IDxzcGFulGNsYXNzPSJvdClsaS1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\px[1].gif

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

43

3.0950611313667666

false

3:CUMIIRPQEsJ9pse:GI3QEsJLse

AD4BOF606E0F8465BC4C4C170B37E1A3
50B30FD5F87C85FESCBA2635CB83316CA71250D7
CF4724B2F736ED1AOAE6BC28F1EAD963DICD2C1FD87B6EF32E7799FC1C5C8BDA

EBFEOCODF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADFOF64B65467EAS8B7CD4D03CFOALB1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8AI
910

false

GIF89a............. Lo R L.,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAB8\2d-0e97d4-185735b[1].css

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

dropped

251398

5.2940351809352855

false
3072:FaPMULTAHEKmM80OUdvUVJZkraq7pjD4tQH:FaOULTAHLOUdvwZkrgq7pjD4tQH
24D71CC2CC17F9EQF7167D724347DBA4
4188B4EE11CFDC8EAOSE7DA7F475F6A464951E27
4EF29E187222C5E2960E1E265C87AA7DA7268408C3383CC3274D97127F389B22

43CF44624EF76F5B83DE10A2FB1C27608A290BC21BF023A1BFDB77B2EBB4964805C8683F82815045668A3ECCF2F16A4D7948C1C5AC526AC71760F50C82AADE?
B

false

/*1 Error: C:/a/_work/1/s/Statics/WebCore.Statics/Css/Modules/ExternalContentModule/Uplevel/Base/externalContentModule.scss(207,3): run-time error CSS1062: Expe
cted semicolon or closing curly-brace, found '@include.multiLineTruncation' */....@charset "UTF-8";div.adcontainer iframe[width="1"{display:none}span.nativead{font-weigh
:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.todaymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem
;display:block;position:absolute}.todaymodule .smalla a.nativead title,.todaystripe .smalla a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,
.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.todaymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead
{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(.title):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead
.captio

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQA8\52-478955-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

397554

5.324293513672579

false
6144:YXPIM/wSg/Ms1JuKb4K7hmnidfWPqljHSjaTCr1BgxO0DkV4FcjtluNK:CW/ycnidfWPqljHdO16tbcjut
EOEE2633FE41EB7DDC1CAE8022DFB4D2

943A97B03F6B3BE7053CB2EDEOSE1E19839B3790
9B752E3E13C79007FC41FE147485990CED773DDEEE6G3D7409CC5DEB45062393F

22994B9288054B22B49A9D439F5DF7A4DBA4507DCA56F20BF222113AA60544E374DEFI9FCBCB214DF0684DA68A3550898CCB5B47EAAS57C20FCC52BDC735653E
4

false

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(ti,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:fHfunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II";if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,o){function c(n){n&&(typeof n.setup=="function"&&I.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var
s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(i(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PEJLKQAB8\AAOr6Ee[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

23952

7.717838617904555

false

384:1IHDAA2I+Ix2hLMicObOWIO//NMUIVENUMAKI/EUs1W+W30npOGY]EITu0Jal:IIHt212hQich4HM5VEJIQj1WvknpOMIPI
5321079247607C448C15CF6446E1F155

7DA8B8FE223914B121776A5301C7C88F248EBA3LE
BBB6AESF20EA7EF347B15431CF24AFFE30FCB51218C1779FEB5B387F24877F94
42CD55111E8E384D83BF222B0D38472A2DA8AF626DF616D4E5B665A4C0C6251625E3337B3951DC3244B3EF7942AC1251548B78A4BED982F5C8C70967B4DE4AB3

false

LPld(Cheh(Cha (-
m.>.u.A*.d.z..P.@...P.@.@...... P

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\AAQTQg3[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

16552

7.962704167525703

false

384:bwUOEG07947y6MuqZ3a0hLx8cWIHLSLJI1sz5G1i3KmthC:bwex47nMuCVH/WlaJfMi3KmthC
30C5DFAB992D12D27C5FF58B3CD3B81D

F19657FA21E005441FAEAE1D107C8D2203593C5D
EB2BBF30F0A20C1D2F1B5C96A9D7DF32115F7ABD4E68374DF2A0B996ABB0OC23E

EC89E47D9C49DB7B5E8ES5388A29C5F1C5424C0293DC972D9878A332C58A0174F083BACACO7574A761844E5CD6A2E33BF4648B92DB7494129DDA4CC11FEBDA/
c8

false

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP" JQRO....... &..&05-500000000000000000000000O0000000OO0000

.M*(1.V'>0.;[aB....F.$.. .UsME.J.IV.h,..... (.n...cz" A(..yu....c.FJu.U....Q.....d...ws...8...&s..0}.7~..m,R..I/.2.
(..c..]8...ublud4.@F.y.. \...#6>.S...c.J._eY.MF\..bc.~=..]2w..1l.... y. 3% . XN2IR.+_.3,.Zm..q.Cg-.v..i'".0.R... ..J.S&...".ul...5...B..]...qT.l...*K.x...L....n.N.
erYa.~".G.#.u8.}+HJ...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQAB8\AAQXTtj[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

14320

7.89477873630106

false
192:Q28fp8fRQONTuzxPf+upDBHKj583EGIQNI3ZSNXSPKmMJISksiwFWOfdI7HglYyvOmi:N8RmnMuwBHKjyQN9INXADOFWOrfYyMT
AOADD5BB3AB71485AB8C23FD851EF4C7

2E1B680CDC5CD69BABBF450CEAF287301D6CC221
6159DB7282EA3312B03E7BF5966C59D3768FBOEOAEE0731398AEBE3B51637E28

801C24DCDEC2FDE0400D7DESF2A18331085A45F4104334153C3DC2560320927DF0DYA5A8B5F41CBE442D74B5EC2CB71C3F4B83B5F8E97E1SDCA3E485CES00E
5

false

.R...g9."_S.i\W)Hf.
.A4k.,@..2..6..r.8.1.1..W...H%.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAB\AAQY2dE[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

18396

7.950793431842648
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQA8\AAQY2dE[1].jpg

Encrypted: false

SSDEEP: 384:NgUXDiFM/KDFQCEIswPbfDjexQR1LZQfQaYtjyN/e/hsdzW7b:NgQsD+CRIPL3z1LWETyMf

MDS5: AB024E416A00FDB451476565B5AA9D3E

SHA1L: C222C3CD25172BD71157EAF8A9FCBDC1B4057316

SHA-256: 639943B0A2BB70755A9FC7335E008D4BA1443D58711E4DEBE002CB4A4B0OD56DF

SHA-512: B9056E80A79A051FDBC961B554660BA0EEB329A9864B4332FAF48DFIEC2454FB7C243D9E7D3AB2ECO6C11F758CA59A12F76796F9050A047B05CB8B8F5616C27
Malicious: false

Preview:

.LQ...2.."0.8...tP1..c..E. X..i..]..D .....N.&..e....T..C.."...EZ...g..h.].q.....S...2-
LP.Z. . kxr..raol"...A. ... .A....QWZ...(.J..v. ....a.hi..p8..M\...... i.....J.d./ . NYbDV....9.5.x.A.3...>I...1IR?.>HI..G......48XW.....<...6E\_*?........ y...(.DQ..4..E.@.(.
J?2.laGuyi]... X.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\AAQY4m2[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 9546

Entropy (8bit):  7.940815331104628

Encrypted: false

SSDEEP: 192:QohDT8RJIU7ZVwpn0GY3D4aDgLepmmagzHujlOAYWOH7YN/FXXCnXq:bhDT8S4plY3DDDismmhlOxWjpQnXq

MD5: BD27BDE77157ACB67E62FBB86B5C844A

SHA1L: 4FEBC5D1AE2DE3B04D419235F4F8F9D977EF95D0

SHA-256: C5931E19328CC56BE1AADFID04A2FBCC73ACCOAF1ALASESADOAAFDAF49872C36

SHA-512: D606CA204396AB8726ED7B620CBBAAO0A63F22A97FI0EBE230AD838CEOOEC1083C2A94516521513F6AD73E9338C357CDF48DA24A7884ACEEF0368491D3B7893/
Malicious: false

Preview:

.)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000O0O00OO00O00000

Poan< 5'...8.TS..).F]..~..0....Y.0... ... 4....(..p3..cL&.....~.-..N.7ik.nz... #.{.UOa.s& .m.h....=..s }.hX...
....c.K...q%..J.$H9.1..G J'~0.Q{....Q.=..y*xU....m..Ww..3..=H.....F.KOr..c.. E.ui".N..I........1.8.....8.c..?+....K.D...(S@-0........+.A.s..G'{.[....._.[.Q..3...S..n

VH}s..j.zH......C..A..n.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQA8\AAQY5UV[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 7009

Entropy (8bit):  7.836882517627216

Encrypted: false

SSDEEP: 192:QoLulEIU7JZIhMNCcIKN6rIvHT4jB8dRoNTV:bLjlyJZihMCIKKFOjBAoNX

MD5: 562188910D5608DBA1D9AF237FCB54A8

SHA1L: 9D7B7DDE24A2FCOEC9178FCF7BF3DAF1AB689F26

SHA-256: 17A93A8E9DAAB42CI9CBF5A723610AD7AFDD1260D023D6A673E863E50F6C970A7

SHA-512: 071327A5A15469F1E35F69095488E1A0A08AC2FFD66BF26F32F1846A9E21415161BB14340A8ABODACE5F934A5D0604B31D1321A11A69BB701C57C508145C50C3
Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-5000000000000000000000000000000O0O0000

PG+ *MK?.0.~\z. H....Vv.T.[R...&m*]. .f...i.q(...6..%...[...5.*."s]..2......X0O}.9.d ......}.=8.>G.i}.W...b[+.J[a.(....4
R.m.a...+KP{....h..Y=..4V.y....B.Bj........ J...f$QV5..EF1..2.M+..Y...B|..2.K.a........(P.R.(.....).Z...@-.!..MK{m.S..{ k.N.*d...+...zv.l. PKW.a..IW|.....UgWdl.h..h.W....f...
LGPLISL2.4X el Y ). r.8.ma.F8/ . EO2.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAB\AAQY8ZI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 8659

Entropy (8bit): 7.9285351845729215

Encrypted: false

SSDEEP: 192:QovTZyaXO6NI/sPbtBwweO+dd/20/1FkoyhyDc000e7iG4:brwslkPbsOld/f/DihyDcONe774

MD5: 69F548B1C470B471FF70AAC87EO0CA8D7

SHAL: 43D8565909357FABDFA1A38A02741A05146DFD39

SHA-256: 1F9581691FE4A28BCODE30718DCE3CD1F581D398790F9F4D7C21A48E8D620E82

SHA-512: 2B1E777C45A821EFDF0A794867C597DD04CF42056839C0F1EEA5AF42066556200B32F1A821AA0B3B2121AA316990E447634CA770F61605B5E921C4AA8944ECB5

Copyright Joe Security LLC 2021 Page 41 of 52



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PEJLKQAB\AAQY8ZI[1].jpg

Malicious:

Preview:

false

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\AAQYCwHI[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

18774

7.653540204478841

false

384:lobkyZV5phSu5ZfuQldLehs/yqFO85YBCLV/KZ+zX7tSWXCE:loYyTfVfB1dShs7x5faZ6SwSE
01499D3DDDE3D289D9E293CE10D4F565

352EB15BE34328E449A92136BF2AE67DD1FD5A5A
5A79C1936C68184A1952E7384BCBBOAGABAABBEI05DB02DI0OBD3A7EA7981653B
57C7BC03557C8610600119B8994F7F81477COF55A2BD81C10ED26527D2E1B6F25AC10E42CA26C5F8DA55DC94D6620309912A5C1800E2442C549C5F87EB538D4F

false

N

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\AAQYSTg[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

22085

7.835373264723497

false

384:IFQLKIwluFmHbM6rlonocDXB/KLgaXBxQq31VjQipYbqrO/+rQK/sixBS6ligPm/:16kvFSXIoIDXByUqY VkipYurXQK/txsW
06E10697284E39A85FD5A8E598C44641

D38F23FDF74D510178C875D8BCF7105383BC2575
878BD9D235D9ES5ECOE1A57ABDEB938495FBDF8D8FAS34A0EGC1835D78BC713F
554703B928AA1A7A9B307D4D1C982241DB4B6BOE2F408E56D36921A21581D416D93090951DEA9745CC163388B24570C741126A401CFEDSE76BBASOFFC34FD85E

false

..7b P.34.(.B..N.a.\d...c6m..h..NG.@...P...0.:S..LW...qR.n.....x.4.P..@.. ........ h.0.h....9@>..b.<G.w..K.@
~"Ikf.>@@.dg.[.@..0.C..q@.C..vG.,.z7"...W.1q.?...*..|Un./.w.ir. Km{L,;|. R{?..ar Ky....@.B..R..0.....#@..G......,..7......c...P..72.p.zh..0oa.,
@mc.al..IR....H?..2..$.G.-.?.....<.....z,.KI"UI=0J@=$f.hd

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAS\AAQYWmS8[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

13217

7.95801980085305

false

192:QoQulhJzy/nBnhg+WPACLC2MgMRVg2wI5j3FrStleP4P06ImiE48y+1031PN3G:bjkk+Wo8mrg6gNI3xg4PDNIJAY113Dub
18BAB962F492552B63A7A3840027DF1F

F7922984A15284BEDOF76CAD29COE12B531CEF01
7B55394387A29FDB898A36B89C61B17FC1DA7EY763920EDIA746A49F9156ECOD

0C1E51FB106363BCD49BB2ACDACF48D8EC03677FADED48740DBA4CO5A8D8A98E75B99B49B7A5DED23BD1D2C70CE8ASDC6FE09C41B627DE4006BAF43B3DC
3A9D

false
...... JFIF 0 e v )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
0O0000000000000. JoJ1ALQag. 2. #BLLR..$3br ... %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz........

W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
......... ?.u.@nl)........D.NOkS.B...*..{5,...Q..3..~..L.F..w.i..P..Q..[..|H..5....%......GJ.u.KK...(....".9%4.....a.,......;.5B%
> ANIWA.7-.91AL N\ L3P - SR {VE I WL %, . M~e. X..5....s...h..VAf.X..i%9...F..IAq....E..e;.f.......... Kgn.G.=
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Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows
Entropy (8bit): 6.736841739951072
TriD: e Win32 Dynamic Link Library (generic) (1002004/3)
99.40%
e Clipper DOS Executable (2020/12) 0.20%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: 2zTgaLRFkL.dIl
File size: 136192
MD5: 096d27e730a16660704e6713fdc89173
SHA1L: 880a73f218d5b4ba3f734c14ed3b84ef036aa85a
SHA256: 5bbba6d13c8222ef2cc5c4aecf14043fle74d164ab2alb3
e4h68ee6cb086900c
SHA512: 295a9eff04f9a69286dda01364dd32c76585eaf18e09e2a
7a57481f9f3bbbla428b9dadc4a5c¢5034c60a2b18ac90dC
36¢cd7bfc31ec64965cc0chc5c00d382b66
SSDEEP: 3072:wonUFuZWnUWaCezzbqMIJulgf59+fbbAxSdk6At

ue:woU/U3zXdx+eal 7t/

File Content Preview:

File Icon

Icon Hash: 74f0edecccdceOed

Static PE Info

General

Entrypoint: 0x10002b61

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
DLL Characteristics: DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x619A4COF [Sun Nov 21 13:39:27 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o o O o O O

Subsystem Version Minor:

Import Hash: 4c89e39b5ebc619c69b957c6b4f65780

Entrypoint Preview

Data Directories

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0xb748 0xb800 False 0.604853091033 data 6.60960432653 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
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Name Virtual Address Virtual Size
.rdata  0xd00O 0x13d02
.data  0x21000 0x13a8
.rsrc 0x23000 0xf8

.reloc 0x24000 0xdb0
Resources

Imports

Exports

Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Nov 22, 2021 14:28:49.704560995 CET

Nov 22, 2021 14:28:54.533123016 CET
Nov 22, 2021 14:28:55.437889099 CET
Nov 22, 2021 14:28:57.111588001 CET
Nov 22, 2021 14:29:00.386215925 CET
Nov 22, 2021 14:29:01.498487949 CET
Nov 22, 2021 14:29:17.838159084 CET
Nov 22, 2021 14:29:18.691239119 CET
Nov 22, 2021 14:29:28.688193083 CET
Nov 22, 2021 14:29:28.894833088 CET

Nov 22, 2021 14:29:30.198256969 CET

DNS Answers

Copyright Joe Security LLC 2021

Raw Size

0x13e00

0xa00

0x200

0xe00

Xored PE

False

False

False

False

Source IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

ZLIB Complexity
0.679318985849

0.137109375

0.3359375

0.775948660714

File Type

Applesoft BASIC program data,
first line number 2

data

data

data

Country where language is spoken

United States

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Trans ID OP Code

Oxecb9 Standard query
(0)

0x644a Standard query
(0)

Ox3acf Standard query
0

Ox4lel Standard query
0

Oxcbhd4 Standard query
0

0x61c8 Standard query
0

0x82d2 Standard query
0

0x61b8 Standard query
0)

0xf7a5 Standard query
0

0x9d25 Standard query
0

Oxcdbd Standard query

©)

Entropy
6.22213777784

1.83938352827

2.52105374013

6.46060411689

Name

WWw.msn.com
web.vortex

.data.msn.com

contextual
.media.net
lg3.media.net
hblg.media.net
assets.msn.com
cvision.media.net
btloader.com
ad.doublec
lick.net

ad-delivery.net

srtb.msn.com

Characteristics

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,

IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
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Timestamp Source IP

Nov 22, 2021
14:28:49.723954916
CET

8.8.8.8

Nov 22, 2021
14:28:54.553054094
CET

8.8.8.8

Nov 22, 2021 8.8.8.8
14:28:55.458055019

CET

Nov 22, 2021
14:28:57.134823084
CET

8.8.8.8

Nov 22, 2021
14:29:00.405869007
CET

8.8.8.8

Nov 22, 2021
14:29:01.518820047
CET

8.8.8.8

Nov 22, 2021
14:29:17.859129906
CET

8.8.8.8

Nov 22, 2021
14:29:18.712405920
CET

8.8.8.8

Nov 22, 2021
14:29:18.712405920
CET

8.8.8.8

Nov 22, 2021
14:29:18.712405920
CET

8.8.8.8

Nov 22, 2021
14:29:28.717139959
CET

8.8.8.8

Nov 22, 2021
14:29:28.717139959
CET

8.8.8.8

Nov 22, 2021 8.8.8.8
14:29:28.916603088

CET

Nov 22, 2021
14:29:28.916603088
CET

Nov 22, 2021
14:29:28.916603088
CET

Nov 22, 2021
14:29:30.217794895
CET

Nov 22, 2021
14:29:30.217794895
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxecb9

Ox644a

Ox3acf

Ox4lel

Oxchd4

0x61c8

0x82d2

0x61b8

0x61b8

0x61b8

0xf7a5

0xf7a5

0x9d25

0x9d25

0x9d25

Oxcdbd

Oxcdbd

HTTP Request Dependency Graph

e https:
e btloader.com
e ad.doubleclick.net
e ad-delivery.net

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.5
kBytes

Timestamp transferred

2021-11-22 13:29:18 UTC 0

Copyright Joe Security LLC 2021

Source Port
49757

Direction

ouT

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Destination IP

172.67.70.134 443

Data

Name

www.msn.com

web.vortex

.data.msn.com

contextual

.media.net

Ig3.media.net

hblg.media.net

assets.msn.com

cvision.me

dia.net

btloader.com

btloader.com

btloader.com

ad.doublec

lick.net

dart.l.dou

bleclick.net

ad-delivery.net

ad-delivery.net

ad-delivery.net

srtb.msn.com

www.msn.com

CName Address

www-msn-com.a-0003.a-
msedge.net

web.vortex.data.microsoft
.com

2.18.160.23

2.18.160.23

2.18.160.23

assets.msn.com.edgekey.

net

cvision.media.net.edgeke
y.net

172.67.70.134

104.26.7.139

104.26.6.139

dart.l.doubleclick.net

142.250.203.102

104.26.3.70

104.26.2.70

172.67.69.19

www.msn.com

www-msn-com.a-0003.a-
msedge.net

Destination Port Process

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GET /tag?0=6208086025961472&upapi=true HTTP/1.1
Accept: application/javascript, */*;q=0.8
Referer: https://www.msn.com/de-ch/?ocid=iehp
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: btloader.com

Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 45 of 52



kBytes

Timestamp transferred

2021-11-22 13:29:18 UTC 0

2021-11-22 13:29:18 UTC 1

2021-11-22 13:29:18 UTC 1

2021-11-22 13:29:18 UTC 2

2021-11-22 13:29:18 UTC 4

2021-11-22 13:29:18 UTC 5

2021-11-22 13:29:18 UTC 7

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Date: Mon, 22 Nov 2021 13:29:18 GMT

Content-Type: application/javascript

Content-Length: 10157

Connection: close

Cache-Control: public, max-age=1800, must-revalidate

Etag: "643eblaad6ba3932ca744hb96ffc00048"

Vary: Origin

Via: 1.1 google

CF-Cache-Status: HIT

Age: 2610

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VV/a.nel.cloudflare.com\/report\/v3?s=c%2F3wFIbJEoPhaGnxVMHSN1QGiQUEX
M1sHDQZf48JEA6uerDzXMti9ubLCVkAmgaFO4Keo9XAtz%2Fv5wBuUOrZlecZSH%2FRZ0OFJIBPVC378dzzmtpD6pgRY
YG9E%2FQMg8A%3D%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6b228184fa5768fe-FRA

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7bh 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 72 28
65 2¢ 69 2c 63 2c 6¢ 29 7h 72 65 74 75 72 6e 20 6e 65 77 28 63 3d 63 7c 7c 50 72 6f 6d 69 73 65 29 28 66 75 6e 63 74
69 6f 6e 28 6e 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 74 72 79 7b 72 28 6¢ 2e 6e 65 78 74 28 65 29 29 7d
63 61 74 63 68 28 65 29 7h 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 61 28 65 29 7h 74 72 79 7b 72 28 6¢ 2e 74 68
72 6f 77 28 65 29 29 7d 63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 72 28 65 29 7b 76 61 7
220 74 3b 65 2e 64 6f 6e 65 3f 6e 28 65 2e 76 61 6¢ 75 65 29 3a 28 28 74 3d 65 2e 76 61 6¢ 75 65 29 69 6e 73 74 61 6e
63 65 6f 66 20 63 3f 74 3a 6e 65 77 20 63 28 66 75 6e 63 74 69 6f

Data Ascii: [function(){"use strict";function r(e,i,c,l){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}cat
ch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new
c(functio

Data Raw: 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 61 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22
47 65 6e 65 72 61 74 6f 72 20 69 73 20 61 6¢ 72 65 61 64 79 20 65 78 65 63 75 74 69 6e 67 2e 22 29 3b 66 6f 72 28 3b
633b29 747279 7b 69 66 28 61 3d 31 2c 72 26 26 28 69 3d 32 26 74 5b 30 5d 3f 72 2e 72 65 74 75 72 6e 3a 74 5b 30
5d 3f 72 2e 74 68 72 6f 77 7c 7c 28 28 69 3d 72 2e 72 65 74 75 72 6e 29 26 26 69 2e 63 61 6¢ 6¢ 28 72 29 2¢ 30 29 3a 72
2e 6e 65 78 74 29 26 26 21 28 69 3d 69 2e 63 61 6¢ 6¢ 28 72 2c 74 5b 31 5d 29 29 2e 64 6f 6e 65 29 72 65 74 75 72 6e 2
069 3b 7377 69 74 63 68 28 72 3d 30 2c 69 26 26 28 74 3d 5b 32 26 74 5b 30 5d 2c 69 2e 76 61 6¢ 75 65 5d 29 2c 74 5b
305d 29 7b 63 61 73 65 20 30 3a 63 61 73 65 20 31 3a 69 3d 74 3b

Data Ascii: nction(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try{if(a=1,r&&(i=2&t[0]?r.return:t[0]?
r.throw||((i=r.return)&&i.call(r),0):r.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=[2&t[0],i.value]),t[0]){case O:case
1i=t;

Data Raw: 6e 74 29 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 65 29 7d 29 7d 76 61 72 20 75 2c 61 2c 64 2¢c 62 2c 6d 3b 75
3d 22 36 32 30 38 30 38 36 30 32 35 39 36 31 34 37 32 22 2c 61 3d 22 62 74 6¢ 6f 61 64 65 72 2e 63 6f 6d 22 2¢ 64 3d 22
61 70 69 2e 62 74 6¢ 6f 61 64 65 72 2e 63 6f 6d 22 2¢ 62 3d 22 32 2e 30 2e 32 2d 32 2d 67 66 64 63 39 30 35 34 22 2¢
6d 3d 22 22 3b 76 61 72 20 6f 3d 7b 22 6d 73 6e 2e 63 6f 6d 22 3a 7b 22 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22
3a 7472 75 65 2c 22 6d 6f 62 69 6¢ 65 5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 66 61 6¢ 73 65 2¢ 22 77 65
62 73 69 74 65 5f 69 64 22 3a 22 35 36 37 31 37 33 37 33 38 38 36 39 35 35 353222 7d 7d 2c 77 3d 7b 74 72 61 63 65
49 44 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2¢ 6e 29 7b 69 66

Data Ascii: nt).appendChild(e)})}var u,a,d,b,m;u="6208086025961472",a="btloader.com”,d="api.btloader.com”,b="2.0.2-2-
gfdc9054", m="";var o={"msn.com":{"content_enabled":true,"mobile_content_enabled":false,"website_id":"567173738869
5552"}},w={tracelD:function(e,t,n){if

Data Raw: 70 2e 77 65 62 73 69 74 65 49 44 3d 6f 5b 6e 5d 2e 77 65 62 73 69 74 65 5f 69 64 2c 70 2e 63 6f 6e 74 65 6e
74 45 6e 61 62 6¢ 65 64 3d 6f 5b 6e 5d 2e 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 2¢ 70 2e 6d 6f 62 69 6¢ 65 43 6f
6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d 6f 5b 6e 5d 2e 6d 6f 62 69 6¢ 65 5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6C 65 64
293b 74 7c 7c 28 28 6e 65 77 20 49 6d 61 67 65 29 2e 73 72 63 3d 22 2f 2f 22 2b 64 2b 22 2f 6c 3f 65 76 65 6e 74 3d 75
6e 6b 6e 6f 77 6e 44 6f 6d 61 69 6e 26 6f 72 67 3d 22 2b 75 2b 22 26 64 6f 6d 61 69 6e 3d 22 2b 65 29 7d 28 29 2¢ 77 69
6e 64 6f 77 2e 5f 5f 62 74 5f 74 61 67 5f 64 3d 7b 6f 72 67 49 44 3a 75 2c 64 6f 6d 61 69 6e 3a 61 2c 61 70 69 44 6f 6d 61
69 6e 3a 64 2c 76 65 72 73 69 6f 6e 3a 62 2¢ 77 65 62

Data Ascii: p.websitelD=0o[n].website_id,p.contentEnabled=o[n].content_enabled,p.mobileContentEnabled=o[n].mobi
le_content_enabled);t||((new Image).src="//"+d+"/I?event=unknownDomain&org="+u+"&domain="+e)}(),window.__bt_ta
g_d={orgID:u,domain:a,apiDomain:d,version:b,web

Data Raw: 69 6e 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30 2a 28 2b 6f 2b 30 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74
7275 6e 63 28 31 30 30 2a 28 2b 6f 2b 30 2b 74 29 29 7d 2c 6f 2b 3d 74 7d 29 7d 76 61 72 20 6¢ 3d 74 5b 30 5d 3b 69 66
28 6e 75 6¢ 6¢ 21 3d 6¢ 26 26 6¢ 2e 62 75 6e 64 6¢ 65 73 29 7b 76 61 72 20 73 3d 6f 2¢ 75 3d 31 2d 6f 3b 4f 62 6a 65 63
74 2e 6b 65 79 73 28 6¢ 2e 62 75 6e 64 6¢ 65 73 29 2e 73 6f 72 74 28 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f
6e 28 65 29 7b 76 61 72 20 74 3d 6¢ 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61 74 68 2e
747275 6e 63 28 31 30 30 2a 28 73 2b 75 2a 61 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30 2a 28
73 2b 75 2a 28 61 2b 74 29 29 29 7d 2c 61 2b 3d 74 7d 29 7d 76

Data Ascii: in:Math.trunc(100*(+0+0)), max:Math.trunc(100*(+0+0+t))},0+=t})}var I=t[0];if(null!=I&&l.bundles){var s=o,u=1-
0;0bject.keys(l.bundles).sort().forEach(function(e){var t=l.bundles[e];i[e]={min:Math.trunc(100*(s+u*a)),max:Math.trunc
(100%(s+u*(a+t))}ha+=t)v

Data Raw: 7d 76 61 72 20 61 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 76 65 6e 74 28 22 43 75 73 74 6f 6d 45
76 65 6e 74 22 29 3b 61 2e 69 6e 69 74 43 75 73 74 6f 6d 45 76 65 6e 74 28 74 2c 6e 2e 62 75 62 62 6¢ 65 73 2¢ 6e 2e
63 61 6e 63 65 6¢ 61 62 6¢ 65 2C 6e 2e 64 65 74 61 69 6C 29 2C 77 69 6e 64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65
6e 74 28 61 29 7d 66 3d 7b 7d 2c 77 69 6e 64 6f 77 2e 5f 5f 62 74 5f 69 6e 74 72 6e 6¢ 3d 7b 74 72 61 63 65 49 44 3a 77
2e 7472 61636549 44 7d 3b 74 72 79 7b 21 66 75 6e 63 74 69 6f 6e 28 29 7h 72 28 74 68 69 73 2c 76 6f 69 64 20 30 2c
76 6f 69 64 20 30 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 2c 6e 2c 6f 3b 72 65 74 75 72 6e 20 69 28 74 68 69
73 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 73 77 69 74 63 68 28

Data Ascii: }var a=document.createEvent("CustomEvent");a.initCustomEvent(t,n.bubbles,n.cancelable,n.detail),wi
ndow.dispatchEvent(a)}f={},window.__bt_intrnl={tracelD:w.tracelD};try{!function(){r(this,void 0,void 0,function()}{var t,
n,o;return i(this,function(e){switch(
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kBytes
Timestamp transferred

2021-11-22 13:29:18 UTC 8

2021-11-22 13:29:18 UTC 9

Session ID Source IP

1 192.168.2.5
kBytes

Timestamp transferred

2021-11-22 13:29:28 UTC 11

2021-11-22 13:29:29 UTC 11

2021-11-22 13:29:29 UTC 12

2021-11-22 13:29:129 UTC 12

Session ID Source IP

2 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49760

Direction

ouT

Source Port

49761

Direction

Data

Data Raw: 62 69 6¢ 65 43 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d 22 74 72 75 65 22 3d 3d 6¢ 6f 63 61 6¢ 53 74 6f 72
61 67 65 2e 67 65 74 49 74 65 6d 28 22 66 6f 72 63 65 4d 6f 62 69 6¢ 65 43 6f 6 74 65 6e 74 22 29 7c 7c 70 2e 6d 6f 62
69 6¢ 65 43 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 29 2¢ 70 2e 77 65 62 73 69 74 65 49 44 26 26 70 2e 63 6f 6e 74 65 6e
74 45 6e 61 62 6¢ 65 64 26 26 28 21 28 6e 3d 2f 28 61 6e 64 72 6f 69 64 7c 62 62 5¢ 64 2b 7c 6d 65 65 67 6 29 2e 2b 6d
6f 62 69 6¢ 65 7c 61 76 61 6e 74 67 6f 7c 62 61 64 61 5¢ 2f 7c 62 6¢ 61 63 6b 62 65 72 72 79 7C 62 6C 61 7a 65 72 7C 63
6f 6d 70 61 6¢ 7c 65 6C 61 69 6€ 65 7C 66 65 6e 6e 65 63 7¢ 68 69 70 74 6f 70 7c 69 65 6d 6f 62 69 6C 65 7C 69 70 28 68
6f 6e 65 7c 6f 64 29 7c 69 72 69 73 7c 6b 69 6e 64 6¢ 65

Data Ascii: bileContentEnabled="true"==localStorage.getltem("forceMobileContent")||p.mobileContentEnabled),p.w
ebsitelD&&p.contentEnabled&&(!(n=/(android|bb\d+|meego).+mobile|avantgo|badaV/|blackberry|blazer|compallelaine
|fennec|hiptopliemobile|ip(hone|od)|iris|kindle

Data Raw: 20 7c 6f 7¢c 76 29 7c 7a 7a 29 7c 6d 74 28 35 30 7c 70 31 7¢ 76 20 29 7c 6d 77 62 70 7c 6d 79 77 61 7c 6e 31
305b 30 2d 32 5d 7c 6e 32 30 5b 32 2d 33 5d 7c 6e 33 30 28 30 7c 32 29 7c 6e 35 30 28 30 7c 32 7c 35 29 7c 6e 37 28
302830 7c 31 29 7c 31 30 29 7c 6e 65 28 28 63 7c 6d 29 5c 2d 7c 6f 6e 7c 74 66 7c 77 66 7c 77 67 7c 77 74 29 7c 6e 6f
6b 28 36 7c 69 29 7c 6e 7a 70 68 7c 6f 32 69 6d 7c 6f 70 28 74 69 7c 77 76 29 7c 6f 72 61 6e 7c 6f 77 67 31 7c 70 38 30
30 7c 70 61 6e 28 61 7c 64 7c 74 29 7c 70 64 78 67 7c 70 67 28 31 33 7c 5¢ 2d 28 5b 31 2d 38 5d 7c 63 29 29 7c 70 68 69
6¢ 7¢ 70 69 72 65 7c 70 6¢ 28 61 79 7c 75 63 29 7c 70 6e 5¢ 2d 32 7c 70 6f 28 63 6b 7c 72 74 7c 73 65 29 7c 70 72 6 78
7¢ 70 73 69 6f 7¢c 70 74 5¢ 2d 67 7c 71 61 5¢c 2d 61 7c 71 63

Data Ascii: |o|v)|zz)|mt(50|p1|v )|mwbp|mywa|n10[0-2]|n20[2-3]|n30(0|2)|n50(0|2|5)|n7(0(0|1)|10)|ne((c|m)\-|on|tf|wflwg
|wt)|nok(6|i)|nzph|o2im|op(tijwv)|oran|owg1|p800|pan(ald|t)|pdxg|pg(13|\-([1-8]|c))|phil|pire|pl(ay|uc)|pn\-2|po(ck|rt|s
e)|prox|psio|pt\-g|ga\-alqc

Destination IP Destination Port Process

142.250.203.102 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico?ad=300x250&ad_box_=1&adnet=1&showad=1&size=250x250 HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad.doubleclick.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Accept-Ranges: bytes

Vary: Accept-Encoding

Content-Type: image/x-icon

Access-Control-Allow-Origin: *

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="ads-doubleclick-media"
Report-To: {"group”:"ads-doubleclick-media","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-
to/ads-doubleclick-media}]}

Content-Length: 1078

Date: Mon, 22 Nov 2021 13:16:17 GMT

Expires: Tue, 23 Nov 2021 13:16:17 GMT

Last-Modified: Tue, 08 May 2012 13:08:06 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 792

Cache-Control: public, max-age=86400

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 00 00 01 00 02 00 10 10 10 00 00 00 00 00 28 01 00 00 26 00 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 4e
01 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01 00 04 00 00 00 00 00 cO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 111111111111 11111111
111111122112121122112122112121211212121112112112121121212121212121212111111112111111111112
11111112112212121211211211212112111121212121211211121121121121111121211111111211111111111
1111111111121111111111112111111211111111111111111111

Data Ascii: (& N(

DataRaw:1111111111111111111111111111111111111111111111111111111111111111111111
11111111111111112111111111112111111111111111111111111111111111111111111111111111
1111111111111111111111111121121121111111111111111111211111111111111111111111111111
111111111111111121121121111111111111111111111111111111111111111111111111111111111
1111111111111111211211211111111111111111211111111111111111111111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111111111
11111111111111111111111111111111111111111111111111

Data Ascii:

Destination IP Destination Port Process

104.26.3.70 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes

Timestamp transferred Direction
2021-11-22 13:29:29 UTC 13 ouT
2021-11-22 13:29:29 UTC 13 IN
2021-11-22 13:29:29 UTC 14 IN
2021-11-22 13:29:29 UTC 14 IN

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Data

GET /px.gif?ch=1&e=0.4482105559414631 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad-delivery.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 22 Nov 2021 13:29:29 GMT

Content-Type: image/gif

Content-Length: 43

Connection: close

X-GUploader-UploadID: ABg5-UzSZ-Kt1WbGdd88HICnZf7Y cJGLu-DR5tPwPS9bXoxAsvIYwt4jGn6LAH0ZbG34
scttOvecv7iFCIZEXLBCcbRVF7nEjw

Expires: Mon, 22 Nov 2021 12:53:48 GMT

Last-Modified: Wed, 05 May 2021 19:25:32 GMT

ETag: "ad4b0f606e0f8465bc4c4c170b37ela3"

X-goog-generation: 1620242732037093

X-goog-metageneration: 5

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 43

X-goog-hash: crc32c=cpEfJQ==

X-goog-hash: md5=rUsPYG4PhGW8TEwXCzfhow==

X-goog-storage-class: MULTI_REGIONAL

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: *, Content-Length, Date, Server, Transfer-Encoding, X-GUploader-UploadID, X-Google-
Trace

Age: 3285

Cache-Control: public, max-age=86400

CF-Cache-Status: HIT

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints”:[{"url":"https:\\/a.nel.cloudflare.comVreport\w3?s=lruqchTT%2BBTz%2Fj9VAaTqIlnGgyzWd
QOqLpICht5738DIpEUGY fierlA3lhyGk8osDGsaVOdeAkIxXoFSH3BcuimtT10D%2B1P%2Bxm7fvPRpw706XCBQ1YE
2y600fIN3J6aBIJOW%3D%3D"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6b2281c6cd8d4e80-FRA

Data Raw: 47 49 46 38 39 61 01 00 01 00 80 01 00 00 00 00 ff ff ff 21 f9 04 01 00
Data Ascii: GIF89a!

Data Raw: 00 01 00 2c 00 00 00 00 01 00 01 00 00 02 02 4c 01 00 3b
Data Ascii: ,L;

Analysis Process: loaddll32.exe PID: 5092 Parent PID: 6020

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

14:28:43
22/11/2021
C:\Windows\System32\loadd|I32.exe

true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

loaddlI32.exe "C:\Users\user\Desktop\2zTgaLRFkL.dIl"
0xdd0000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 2244 Parent PID: 5092

General

Start time: 14:28:43

Start date: 22/11/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\2zTgaLRFKL.dIl" #1
0x150000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 2076 Parent PID: 5092

General

Start time: 14:28:44

Start date: 22/11/2021

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

regsvr32.exe /s C:\Users\user\Desktop\2zTgaLRFKL.dII
0xa60000

20992 bytes
426E7499F6A7346F0410DEAD0805586B

true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000002.911757798.0000000004620000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000002.911635582.0000000004600000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 4888 Parent PID: 2244
General
Start time: 14:28:44
Start date: 22/11/2021

Copyright Joe Security LLC 2021
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe "C:\Users\user\Desktop\2zTgalLRFKL.dII"#1
0xa00000

61952 bytes
D7CA562B0DB4F4DD0OF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: iexplore.exe PID: 764 Parent PID: 5092
General
Start time: 14:28:44
Start date: 22/11/2021
Path: C:\Program Files\internet exploreniexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Program Files\Internet Explorer\iexplore.exe
0x7ff7949f0000

823560 bytes
6465CB92B25A7BC1DF8E01DBACS5E7596
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 5132 Parent PID: 5092

General

Start time: 14:28:45

Start date: 22/11/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

true

rundll32.exe C:\Users\user\Desktop\2zTgaLRFkL.dll,DIIRegisterServer
0xa00000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000005.00000002.911557435.0000000002ED0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000005.00000002.911406171.0000000002EB0000.00000004.00000010.sdmp, Author:
Joe Security

high

Analysis Process: iexplore.exe PID: 5164 Parent PID: 764

General
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:28:46

22/11/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

"C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE" SCODEF:764 CREDAT:17410
Iprefetch:2

0x2a0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 4380 Parent PID: 5092

General

Start time: 14:28:50

Start date: 22/11/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundll32.exe C:\Users\user\Desktop\2zTgaLRFkL.dll,abetfoehywujav
0xa00000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 6004 Parent PID: 5092
General
Start time: 14:28:54
Start date: 22/11/2021
Path: C:\Windows\SysWOWe64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

true

rundll32.exe C:\Users\user\Desktop\2zTgalLRFKL.dll,abjgkqaxstop
0xa00000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

high
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