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Disassembly
Code Analysis

tj9KzQvUFy.exe PID: 7016 Parent PID: 2076

powershell.exe PID: 6344 Parent PID: 7016

conhost.exe PID: 6324 Parent PID: 6344

schtasks.exe PID: 6320 Parent PID: 7016

conhost.exe PID: 4680 Parent PID: 6320

tj9KzQvUFy.exe PID: 6192 Parent PID: 7016

schtasks.exe PID: 6548 Parent PID: 6192

conhost.exe PID: 6048 Parent PID: 6548

tj9KzQvUFy.exe PID: 5776 Parent PID: 936

schtasks.exe PID: 6572 Parent PID: 6192
conhost.exe PID: 6644 Parent PID: 6572
dhcpmon.exe PID: 6732 Parent PID: 936
dhcpmon.exe PID: 7072 Parent PID: 3440
powershell.exe PID: 7064 Parent PID: 5776
conhost.exe PID: 5420 Parent PID: 7064
schtasks.exe PID: 5724 Parent PID: 5776
conhost.exe PID: 6328 Parent PID: 5724
tj9KzQvUFy.exe PID: 1992 Parent PID: 5776

tj9KzQvUFy.exe PID: 4804 Parent PID: 5776

Copyright Joe Security LLC 2021

Page 3 of 31



Windows Analysis Report tj9KzQvUFy.exe

Overview
General Information Detection Signatures Classification
Sample tj9KzQVvUFy.exe
Name: MALICIOUS Snort IDS alert for network traffic (e....
Analysis ID: 527671 Multi AV Scanner. detection for subm...
MDS: e8ae42cfaafd650.. Malicious sample detected (through ...
SHAL:

dada7ib3gelef6a.. Sigma detected: NanoCore
SHA256: ¢398ec8923c9de.. "

Yara detected AntiVM3

Tags: exe | NanoCore | RAT

- - . Detected Nanocore Rat
Infos: HB Qo &

R Multi AV Scanner detection for dropp...

v ¥

. . Yara detected Nanocore RAT
Most interesting Screenshot:

Nanocore

Tries to detect sandboxes and other...

Score: 100 Sigma detected: Suspicius AddiTas...
Range: 0-100 .NET source code contains potentia...
Whitelisted: false

X Sigma detected: Powershell Defende...
Confidence: 100%

ree

= System is w10x64

e & tj9KzQVUFy.exe (PID: 7016 cmdline: "C:\Users\user\Desktop\tj9KzQvUFy.exe" MD5: EBAE42CFAAFD650A14285AAF700D1F2B
o E¥ powershell.exe (PID: 6344 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roamin
g\QWtzAVmnpKpJx.exe MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 6324 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ schtasks.exe (PID: 6320 cmdline: C:\Windows\System32\schtasks.exe" /Create /TN "Updates\QWtzAVmnpKpJx" /XML "C:\Users\user\AppData\Local\Temp\tmp6B9E.tmp
MD5: 15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 4680 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o & 1j9KzQVUFy.exe (PID: 6192 cmdline: C:\Users\user\Desktop\tj9KzQvUFy.exe MD5: EBAE42CFAAFD650A14285AAF700D1F2B)
e [M schtasks.exe (PID: 6548 cmdline: schtasks.exe" /create /f /tn "DHCP Monitor" /xml "C:\Users\user\AppData\Local\Temp\tmpC635.tmp MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6048 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ schtasks.exe (PID: 6572 cmdline: schtasks.exe" /create /f /tn "DHCP Monitor Task" /xml "C:\Users\user\AppData\Local\Temp\tmpCF6D.tmp MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6644 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e & 1j9KzQVUFy.exe (PID: 5776 cmdline: C:\Users\user\Desktop\tj9KzQvUFy.exe 0 MD5: EBAE42CFAAFD650A14285AAF700D1F2B)
o E¥ powershell.exe (PID: 7064 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roamin
g\QWtzAVmnpKpJx.exe MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 5420 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ schtasks.exe (PID: 5724 cmdline: C:\Windows\System32\schtasks.exe" /Create /TN "Updates\QWtzAVmnpKpJx" /XML "C:\Users\user\AppData\Local\Temp\tmpB52A.tmp
MD5: 15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6328 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o & 1j9KzQVUFy.exe (PID: 1992 cmdline: C:\Users\user\Desktop\tj9KzQvUFy.exe MD5: EBAE42CFAAFD650A14285AAF700D1F2B)
e & {j9KzQVUFy.exe (PID: 4804 cmdline: C:\Users\user\Desktop\tj9KzQvUFy.exe MD5: EBAE42CFAAFD650A14285AAF700D1F2B)
e & dhcpmon.exe (PID: 6732 cmdline: "C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe" 0 MD5: EBAE42CFAAFD650A14285AAF700D1F2B)
e & dhcpmon.exe (PID: 7072 cmdline: "C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe" MD5: EBAE42CFAAFD650A14285AAF700D1F2B)
= cleanup

Malware Configuration

No configs have been found

Yara Overview
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Memory Dumps

Source Rule Description Author Strings
0000001B.00000002.448411736.000000000040 Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0xff8d:$x1: NanoCore.ClientPluginHost
2000.00000040.00000001.sdmp Nanocore RAT o Oxffca:$x2: IClientNetworkHost

e 0x13afd:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtcbw8
JYUc6GC8MeJ9IB11Crfg2DjxcfOp8PZGe

0000001B.00000002.448411736.000000000040 JoeSecurity_Nanocore Yara detected Joe Security
2000.00000040.00000001.sdmp Nanocore RAT

Oxfcf5:$a: NanoCore
0xfd05:$a: NanoCore
0xff39:$a: NanoCore
Oxff4d:$a: NanoCore
0xff8d:$a: NanoCore
0xfd54:$b: ClientPlugin
0xff56:$b: ClientPlugin
0xff96:$b: ClientPlugin
Oxfe7b:$c: ProjectData
0x10882:$d: DESCrypto
0x1824e:$e: KeepAlive
0x1623c:$g: LogClientMessage
0x12437:3i: get_Connected
0x10bb8:3j: #=q
0x10be8:$j: #=q
0x10c04:$j: #=q
0x10c34:$j: #=q
0x10c50:$j: #=q
0x10c6e:3j: #=q
0x10c9c:$j: #=q
0x10ch8:$j: #=q

0000001B.00000002.448411736.000000000040 NanoCore unknown Kevin Breen
2000.00000040.00000001.sdmp <kevin@techanarchy.net>

© © © o6 o o6 o © © o o 0o o 0 0 0 0 0o o o o

00000009.00000000.377573313.000000000040 Nanocore_RAT_Gen_2 Detetcs the Florian Roth
2000.00000040.00000001.sdmp Nanocore RAT

0xff8d:$x1: NanoCore.ClientPluginHost

Oxffca:$x2: IClientNetworkHost

e 0x13afd:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtcbw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

00000009.00000000.377573313.000000000040 JoeSecurity_Nanocore Yara detected Joe Security
2000.00000040.00000001.sdmp Nanocore RAT

Click to see the 65 entries

Unpacked PEs

Source Rule Description Author Strings
9.2.tj9KzQVUFy.exe.6470000.8.unpack Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0Oxd9ad:$x1: NanoCore.ClientPluginHost
Nanocore RAT e 0xd9da:$x2: IClientNetworkHost
9.2.tj9KzQVUFy.exe.6470000.8.unpack Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth e 0Oxd9ad:$x2: NanoCore.ClientPluginHost
RAT e 0Oxea88:$s4: PipeCreated
e 0xd9c7:$s5: IClientLoggingHost
9.2.tj9KzQVUFy.exe.6470000.8.unpack JoeSecurity_Nanocore Yara detected Joe Security
Nanocore RAT
1.2.tj9KzQvUFy.exe.2c617a8.1.raw.unpack JoeSecurity AntiVM_3 Yara detected Joe Security
AntiVM_3
9.0.tj9KzQVUFy.exe.400000.4.unpack Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0x1018d:$x1: NanoCore.ClientPluginHost
Nanocore RAT e 0x101ca:$x2: IClientNetworkHost

e 0x13cfd:$x3: #=0jgz7ljmpp0JI7FvLIdmI8ctIILdgtcbw8J
YUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

Click to see the 122 entries

Sigma Overview

AV Detection: _ll

Sigma detected: NanoCore

= ‘

E-Banking Fraud:

Sigma detected: NanoCore

=

System Summary:

Sigma detected: Non Interactive PowerShell
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Sigma detected: T1086 PowerShell Execution

Stealing of Sensitive Information: | |

Sigma detected: NanoCore

Remote Access Functionality: | |

Sigma detected: NanoCore

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file
Multi AV Scanner detection for dropped file

Yara detected Nanocore RAT

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

=

Yara detected Nanocore RAT

System Summary:

:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

‘]

Boot Survival:

L

Hooking and other Techniques for Hiding and Protection:

:

Malware Analysis System Evasion:

=

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

=
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Stealing of Sensitive Information:

Yara detected Nanocore RAT

Remote Access Functionality:

Detected Nanocore Rat

Yara detected Nanocore RAT
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
tj9KzQVUFy.exe 40% Virustotal Browse
tj9KzQVUFy.exe 57% ReversingLabs ByteCode-

MSIL.Trojan.AgentTesla

Dropped Files

Source Detection Scanner Label Link

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 57% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

C:\Users\user\AppData\Roaming\QWtzAVmnpKpJx.exe 57% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

Unpacked PE Files

Source Detection Scanner Label Link Download

27.2.tj99KzQvUFy.exe.400000.0.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
27.0.tj99KzQVUFy.exe.400000.10.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
9.0.tj9KzQVUFy.exe.400000.4.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
9.2.tj9KzQVUFy.exe.6470000.8.unpack 100% Avira TR/NanoCore.fadte Download File
27.0.tj99KzQVUFy.exe.400000.8.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
27.0.tj99KzQVUFy.exe.400000.4.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
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https://www.virustotal.com/gui/file/c398ec8923c9de2fe4ff2b9804f41663b1e929b22b3ee848576014f89663618a/detection/f-c398ec8923c9de2fe4ff2b9804f41663b1e929b22b3ee848576014f89663618a-1637585486

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://www.founder.com.cn/cn/bThe 0% URL Reputation safe
http:/fwww.rbadams.com/Automation/Sequence 0% Avira URL Cloud safe
http:/fwww.rbadams.com/Automation/JobCollectionT 0% Avira URL Cloud safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.rbadams.com/Automation/ConfigurationT 0% Avira URL Cloud safe
http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.rbadams.com/Automation/Job 0% Avira URL Cloud  safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http:/fwww.founder.com.cn/cn/cThe 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/ifontfabrik.com 0% URL Reputation safe
http:/fwww.rbadams.com/Automation/JobQ 0% Avira URL Cloud safe
http:/fwww.rbadams.com/Automation/JobT 0% Avira URL Cloud  safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.rbadams.com/Automation/JobCollectionN 0% Avira URL Cloud  safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.chinhdo.com 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe
http:/fwww.rbadams.com/Automation/JobCollectionK 0% Avira URL Cloud  safe
http:/fwww.rbadams.com/Automation/JobD 0% Avira URL Cloud  safe
http:/fwww.rbadams.com/Automation/PackageT 0% Avira URL Cloud  safe
hitp://www.rbadams.com/Automation/SequenceT 0% Avira URL Cloud  safe
http://www.rbadams.com/Automation/Sequencel 0% Avira URL Cloud  safe
http://www.rbadams.com/Automation/JobCollection 0% Avira URL Cloud  safe
hitp:/fwww.rbadams.com/Automation/ISO 0% Avira URL Cloud  safe
hitp:/fwww.rbadams.com/Automation/Configuration 0% Avira URL Cloud  safe
hitp://www.rbadams.com/Automation/PackageA 0% Avira URL Cloud  safe
http:/fwww.rbadams.com/Automation/PackageH 0% Avira URL Cloud  safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http://www.rbadams.com/Automation/ISOT 0% Avira URL Cloud  safe
http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp://www.rbadams.com/Automation/Configuration6 0% Avira URL Cloud  safe
http:// 0% Avira URL Cloud safe
www.rbadams.com/Automation/JobCollection#JobCollection.xsdKhttp://www.rbadams.com/Automation/

http:/fwww.rbadams.com/Automation/ISOD 0% Avira URL Cloud  safe
hitp://www.rbadams.com/Automation/Package 0% Avira URL Cloud  safe
hitp://www.rbadams.com/Automation/ISOG 0% AviraURL Cloud  safe

Domains and IPs

Contacted Domains
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Name P Active Malicious Antivirus Detection Reputation

6262.hopto.org 185.140.53.131 true false high
URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
185.140.53.131 6262.hopto.org Sweden H 209623 DAVID_CRAIGGG false

Private

P
192.168.2.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 527671
Start date: 24.11.2021
Start time: 08:37:06
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 14m 7s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: tj9KzQVUFy.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 39
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.winEXE@28/20@15/2
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 99%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs
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Time Type Description

08:38:10 API Interceptor 819x Sleep call for process: j9KzQvUFy.exe modified

08:38:15 API Interceptor 67x Sleep call for process: powershell.exe modified

08:38:26 Task Scheduler Run new task: DHCP Monitor path: "C:\Users\user\Desktop\tj9KzQvUFy.exe" s>$(Arg0)

08:38:26 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run DHCP Monitor C:\Program Files (x86)\DHCP Mon
itor\dhcpmon.exe

08:38:28 Task Scheduler Run new task: DHCP Monitor Task path: "C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe" s>$(Arg0)

08:38:31 API Interceptor 2x Sleep call for process: dhcpmon.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\Desktop\tj9KzQvUFy.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 656384

Entropy (8bit):  7.557907415976326

Encrypted: false

SSDEEP: 12288:CBC1JfxsMZulg8mcbhX9ON+iKFLfRCEVFU/NURPAaQ:fxsMI2ZHN+LDGAFOUR
MD5: E8BAE42CFAAFD650A14285AAF700D1F2B

SHAL: DADA7FB39E1EF6AA56B01173EBB48FBD80ACB416

SHA-256: C398EC8923C9DE2FE4FF2B9804F41663B1E929B22B3EE848576014F89663618A
SHA-512: F035210CE60458C44925E88710D06EA51008A1174ADIBICS5D5FE39CD6875FC3662E537986D2487E91E8F17B9999F54C782D5EAG6CBOA3E7561B03C7FEFS5EFBT724
Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 57%

Reputation: unknown

Preview:

O = GOV GO (U0 W = NN OOOL O (UPPOOO VN SO0 ST/ SO0 SN S0 WG SO W

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe:Zone.ldentifier

Process: C:\Users\user\Desktop\tj9KzQvUFy.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 26
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C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe:Zone.ldentifier

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3.95006375643621

false

3:ggPYViIrPYV

187F488E27DB4AF347237FE461A079AD

6693BA299EC1881249D59262276A0D2CB21F8E64

255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
false

unknown

[ZoneTransfer]....Zoneld=0

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\dhcpmon.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

ASCII text, with CRLF line terminators

dropped

1310

5.345651901398759

false
24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZIpKhPKIE40KFKHK0ZAE4KzI7FE47mE4K088:MIHKEHKXE1gHIYHKhQnoPtHoxHhAHKZ6
D918C6A765EDBIOD2A227FE23A3FECI8

8BAB02AD8D740F114783FODADC407CBFD2A209B3
ABOE9F716E31502A4C6786575C5E64DFDID24AF99056BBE2640A2FA322CFF4D6

A937ABD8294BB32A612F8B3A376C94111D688379F0A4DBIFAA2FCEB71C25E18D621EEBCFDAS706B71C8473A4F38D8B3C4005D1589B564F9B1C9C441B6D3378!
4

false

unknown

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKkeyT
oken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll*,0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\tj9KzQvUFy.exe

ASCII text, with CRLF line terminators

modified

1310

5.345651901398759

false
24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE47mE4K088:MIHK5SHKXE1gHiYHKhQnoPtHoxHhAHKZz6
D918C6A765EDBIO0D2A227FE23A3FEC98

8BAB02AD8D740F114783FODADC407CBFD2A209B3
ABOE9F716E31502A4C6786575C5E64DFDID24AF99056BBE2640A2FA322CFF4D6

A937ABD8294BB32A612F8B3A376C94111D688379F0A4DBIFAA2FCEB71C25E18D621EEBCFDA5706B71C8473A4F38D8B3C4005D1589B564F9B1C9C441B6D3378!
4

true

unknown

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\
8d67d92724bad494b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\user\AppDatal\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

22368

5.601656421547212

false

384:VtCDCNOdVe3zsdNg90C+cVSOnEjultliDpaeQ99gtv7cxST1MaDZIbAV7nO6bS5M:n3zaNcj TECItdFat8xZCSfwYVk
908EAC3BC9797FAA28DBB0402D7EBAB1
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C:\Users\user\AppDatal\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

E2282CFA40FD83CAE6EC4B338F102A1F23B53B9C

BBA6257BA15067DF4E23CI9BAB8294CF37A471C195525C5BDCFDFC25563B1E7B2
F22C3A986102873C9028FD7230F92A4B648A0B748849547A0EFICBBIAB9274711F7D1FOE4B26ABFI3A0A8C4371A5CCC5A6DD2FCBA91435A294FA455D503F0ED
false

unknown

oNd...ccoceuenee. [..{a.C..%6..h......
ft. Management.Infrastructure.8
m.Management...4.................... ].D.E...#...... System.Data.H...
actions.<.. .):9K..G...$.1.q........System.ConfigurationP..
stem.Configuration.Ins

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_lahb5yvq.3r5.ps1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651!
A

false

unknown

C:\Users\luser\AppData\Local\Temp\__ PSScriptPolicyTest_nodjwucl.fnh.psm1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:UU

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

false

unknown

C:\Users\user\AppDatal\Local\Temp\ __PSScriptPolicyTest_nuajyn5n.loo.ps1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

false

unknown
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C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_tgnudcrl.dt0.psm1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651!
A

false

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\tj9KzQvUFy.exe

XML 1.0 document, ASCII text

dropped

1612

5.131364452417027

false
24:2di4+S2qh/S1K2ky1mo2dUnrKMhEMOFGpwOzNgU30DOIlQRvh7hwrgXuNtLi+xvn:cgeaéYrFdOFzOzN330DOIDdKrsuT+yv
925190C2D78ECC86CF5154CCEGEBDI9D4

EA86B51097422034A90129288EFCB2ACAO09DFC3
A55E12F841E438D6ABD5D348618D2322EEO0CESB533D570CBDDA2FA039ED1966E
D1405C005192FF823537AC13BD48C4D942748B3B084E2638D37232555188B6EDAFD35A3F65946A1B8268D54152E69DC65DFAFB458708A48C581040C65FFDB34E
true

unknown

<?xml version="1.0" encoding="UTF-16"?>.<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">. <Registrationinfo>. <Date>2014-10-
25T14:27:44.8929027</Date>.  <Author>computer\user</Author>. </Registrationinfo>. <Triggers>. <LogonTrigger>.  <Enabled>true</Enabled>.  <Userl
d>computer\user</Userld>. </LogonTrigger>. <RegistrationTrigger>.  <Enabled>false</Enabled>. </RegistrationTrigger>. </Triggers>. <Principals>. <Principal
id="Author">.  <Userld>computer\user</Userld>.  <LogonType>InteractiveToken</LogonType>.  <RunLevel>LeastPrivilege</RunLevel>. </Principal>.
</Principals>. <Settings>. <MultiplelnstancesPolicy>StopExisting</MultipleInstancesPolicy>. <DisallowStartlfOnBatteries>false</DisallowStartifOnBatteries>. <Sto
plfGoingOnBatteries>true</StoplfGoingOnBatteries>.  <AllowHardTerminate>false</AllowHardTerminate>. <StartWhenAvailable>true</StartWhenAvailab

C:\Users\user\AppData\Local\Temp\tmpB52A.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\tj9KzQvUFy.exe

XML 1.0 document, ASCII text

dropped

1612

5.131364452417027

false
24:2di4+S2gh/S1K2ky1mo2dUnrKMhEMOFGpwOzNgU30DOIIQRvh7hwrgXuNtLi+xvn:cgea6YrFdOFzOzN330DOIDdKrsuT+yv
925190C2D78ECC86CF5154CCE6EBDID4

EA86B51097422034A90129288EFCB2ACA009DFC3
A55E12F841E438D6ABD5D348618D2322EE0CESB533D570CBDDA2FA039ED1966E
D1405C005192FF823537AC13BD48C4D942748B3B084E2638D37232555188B6EDAFD35A3F65946A1B8268D54152E69DC65DFAFB458708A48C581040C65FFDB34EB
false

unknown

<?xml version="1.0" encoding="UTF-16"?>.<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">. <Registrationinfo>. <Date>2014-10-
25T14:27:44.8929027</Date>.  <Author>computer\user</Author>. </Registrationinfo>. <Triggers>. <LogonTrigger>.  <Enabled>true</Enabled>.  <Userl
d>computer\user</Userld>. </LogonTrigger>. <RegistrationTrigger>.  <Enabled>false</Enabled>. </RegistrationTrigger>. </Triggers>. <Principals>. <Principal
id="Author">.  <Userld>computer\user</Userld>.  <LogonType>InteractiveToken</LogonType>.  <RunLevel>LeastPrivilege</RunLevel>. </Principal>.
</Principals>. <Settings>. <MultiplelnstancesPolicy>StopExisting</MultiplelnstancesPolicy>. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatteries>. <Sto
plfGoingOnBatteries>true</StoplfGoingOnBatteries>. <AllowHardTerminate>false</AllowHardTerminate>. <StartWhenAvailable>true</StartWhenAvailab

C:\Users\user\AppData\Local\Temp\tmpC635.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Users\user\Desktop\tj9KzQvUFy.exe

XML 1.0 document, ASCII text, with CRLF line terminators
dropped

1303

5.118393522725328

false
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C:\Users\user\AppData\Local\Temp\tmpC635.tmp

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gKOVk8xtn:cbk4oL600QydbQxIYODOLedq398]

6EC593E46F7BEE4B30DD57AE5BAB2952

1BB562C3F8C681255432DE611B861228B452D592

FA4649283C310D4CB5B284F9A502926920FBDC809D2779B61FOEC210C614A76B
80E15A3185FEE61670524055910544BA7A51A350F97E5D9B542BE12E277B8023BFF80E77433C3036C899FFD39CB850BD5FBF1CF2C8CC2DDBAE7E3A389B448EC
false

unknown

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <Registrationinfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>.. = <RunLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatteries>.. <StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. <StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. <ldleSettings>..  <StopOnldleEnd>false</StopOnldleEnd>.. = <RestartOnldle>false</RestartOnldle>.. </IdI
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfldle>false</RunOnlylfidle>..
<Wak

C:\Users\luser\AppData\Local\Temp\tmpCF6D.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\tj9KzQvUFy.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1310

5.109425792877704

false
24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gKOR3xtn:cbk4oL600QydbQxIYODOLedq3S3j
5C2F41CFC6F988C859DA7D727AC2B62A

68999C85FC7E37BAB9216E0099836D40D4545C1C
98B6E66B6C2173B9BI1IFCI7FES1805340EFDE978B695453742EBAB631018398B
B5DA5DA378D038AFBF8A7738E47921ED39F9B726E2CAA2993D915D9291A3322F94EFEBCCAGE7ADE78A670DB19926B22B20E5028460FCC89CEA7F6635E75573%
false

unknown

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatteries>.. ~<StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. ~<StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. <ldleSettings>..  <StopOnldleEnd>false</StopOnidleEnd>..  <RestartOnldle>false</RestartOnldle>.. </IdI
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfldle>false</RunOnlylfldle>..
<Wak

C:\Users\user\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\catalog.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\tj9KzQvUFy.exe

data

modified

232

7.024371743172393

false
6:X4LDANybgCFcpISQwWP4d7ZrqdgTFwoaw+9XU4:X4LEnybgCFCtvd7ZrCgpwoaw+Z9
32D0AAE13696FF7F8AF33B2D22451028
EF80C4EODB2AESEF288027C9D3518E6950B583A4
5347661365E7AD2C1ACC27AB0OD150FFA097D9246BB3626FCA06989E976E8DD29

1D77FC13512C0DBC4EFD7A66ACB502481E4EFAOFB73D0C7D0942448A72B9BO5BA1EA78DDFOBEY966363C2E3122E0B631DB7630D044D08C1E1D32B9FB025C35¢
A5

false

unknown

Gj.h\.3.A..5.X..&...i+..c(L.P..P.cLT..Ab........ 4h..t+.2\. 0..@.3.{..9grv+V..B....... ].P..W.ACL....s~..F. }....E....E..6E..{.{yS..7."hK.Ix.2.i.2]... ..f.2._...0.
e[7w{l.!4....&.

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\tj9KzQvUFy.exe

1SO-8859 text, with no line terminators

dropped

8

2.75

false

3:fL:D

21450A64CFEC3970CF69AE13E3DIE3A4
BBDFE38F21DDC5BD006B95DA332449514DDFDICB
59835E723F60578EBDAF479249B29E20BB1EE34E38051A97316B2DE28D8C7EGO
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SHA-512: 10543C186E8209618F66CBA6C624B3FFBADFCA746CD19660961A9EDB1DC1605A48BB2AC2265B3D246F1AC8D84FDI5F1COEEESC15D0D4662D4A9E4D962FDOD

AC
Malicious: true
Reputation: unknown
Preview:

<.h.H

C:\Users\luser\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\task.dat

Process: C:\Users\user\Desktop\tj9KzQvUFy.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 40

Entropy (8bit): 4.311768795973195

Encrypted: false

SSDEEP: 3:0NN2+WRP30z4An:0NN2R9K4AN

MDS5: CF30FCEA281280CCAB6A52A926336FCFD

SHA1L: 20FD692C9E954DC6BEC262E4EBODI9BB02368CA2

SHA-256: D9A538B7F915D5533151EF2E6E4ACADF4500FFE242CBA4991582E1F5B5441898
SHA-512: C60027433E01198116F6C4A69A2AAD3897A4627645C12E9520D221386AC6988C4EED7BBEFAFA864AA54ABI2BF114005B925B7899CD55C6D10315BA221B22F9C:
Malicious: false

Reputation: unknown

Preview:

C:\Users\user\Desktop\tj9KzQvUFy.exe

Process: C:\Users\user\Desktop\tj9KzQvUFy.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 656384

Entropy (8bit):  7.557907415976326

Encrypted: false

SSDEEP: 12288:CBC1JfxsMZulg8mchX90ON+KFLfRCEVFU/NURPAaQ:fxsMI2ZHN+LDGAFOuUR
MD5: E8AE42CFAAFD650A14285AAF700D1F2B

SHA1L: D4DA7FB39E1EF6AA56B01173EBB48FBD80ACB416

SHA-256: C398EC8923C9DE2FE4FF2B9804F41663B1E929B22B3EE848576014F89663618A
SHA-512: F035210CE60458C44925E88710D06EA51008A1174AD9BIC5D5FE39CD6875FC3662E537986D2487E91E8F17B9999F54C782D5EAG6CBOA3E7561B03C7FEFSEFB724
Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 57%

Reputation: unknown

Preview:

C:\Users\luser\AppData\Roaming\QWtzAVmnpKpJx.exe:Zone.ldentifier

Process: C:\Users\user\Desktop\tj9KzQvUFy.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:9gPYVIrPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHAL: 6693BA299EC1881249D59262276A0D2CB21F8EG4

SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
Malicious: false

Reputation: unknown

Preview:

[ZoneTransfer]....Zoneld=0

C:\Users\user\Documents\20211124\PowerShell_transcript.364339.QLt3jixE.20211124083814.txt

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: dropped
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C:\Users\user\Documents\20211124\PowerShell_transcript.364339.QLt3jixE.20211124083814.txt

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5831

5.381220662105565

false

96:BZQTL6NyqD01ZbZVTL6NyqD01ZbzN7jZ2TL6NyqD01ZkOrriZ5:m
8AOE01BBF093912B164C9DC567CA73DB
E1CF369CEE596486CB3CD86C99DF372E37697402
B73COBF752A153BC02FCDE4BA57B6E50F56B48510DFC631254B0DD57FB23BB72

FO8FE2AGED252B26C4DF6DF71C08A7AEF03BC6EBG60B55A6CD8E1DOEAG61075C0058F37BF4CCB8CB56254C1BC33C619010581570B1F1AE4EE06823A18CA3BAI
4c

false

unknown

Jewkikddedak | \Windows PowerShell transcript start..Start time: 20211124083815..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 364339 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Roaming\QWtzAVmnpKpJx.exe..Process ID: 6344..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0,
3.0, 4.0,5.0,5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion:
1.1.0.1.. ..Command start time: 20211124083815..****xrkxxmiixiinniiit . PS>Add-MpPreference -ExclusionPath C:\Users\user\App
Data\Roam|ng\QWtzAanprJx exe. kel \Windows PowerShell transcript start..Start time: 20211124084134..Username: computer\user..RunAs User:

C:\Users\user\Documents\20211124\PowerShell_transcript.364339.eUfTHFx+.20211124083835.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5831

5.381836446497762

false

96:BZyTL6NAqD01Z9Z+pTLENAgD01ZnzN7jZ8TLENAQD01ZZ0OrrGZJ:pW
A7B74313CCFD915447AACDDABD94D045
AC28C49C99D693D7ECO7ACAC629CBA7906905D38
57DB0B95119111E11B318DFA2082B7CF2C3B14675165CA617BEC6C55C5775EE7

AOAOA3635F6A398DCDA8435F029B08C25AE23094632F8D2CD1C794701F969994735B87EDOSE608EAATEEAECDA2FA27E75EBCF60928B97DESD4FED27071D382
0

false

unknown

ke Windows PowerShell transcript start..Start time: 20211124083840..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 364339 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Roaming\QWtzAVmnpKpJx.exe..Process |D: 7064..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0,
3.0,4.0, 5.0, 5.1.17134.1. .BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion:
1.1.0.1.. ..Command start time: 20211124083840. ****#xwkiririiiiinins pS>Add-MpPreference -ExclusionPath C:\Users\user\App
Data\Roam|ng\QWtzAanprJx exe. Frrmrkkrkkksk \Windows PowerShell transcript start..Start time: 20211124084256..Username: computer\user..RunAs User:

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MD5:
SHA1:
SHA256:

SHA512:

SSDEEP:

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.557907415976326

e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%

e Win32 Executable (generic) a (10002005/4)
49.78%

e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%

e Generic Win/DOS Executable (2004/3) 0.01%

e DOS Executable Generic (2002/1) 0.01%

j9KzQVUFy.exe

656384

e8aed2cfaafd650a14285aaf700d1f2b
d4da7fb39elef6aa56b01173ebb48fbd80ach416

€398ec8923c9de2fe4ff2b9804f41663b1e929b22h3ee84
8576014189663618a

f035210ce60458c44925e88710d06ea51008a1174ad9b9
c5d5fe39cd6875fc3662e537986d2487e91e8f17b9999f5
4c782d5ea6ch0a3e7561b03c7fef5efb724

12288:CBC1JfxsMZulg8mchbX90N+iKFLfRCEVFU/VURP
AaQ:fxsMI2HN+LDGAFOuR

Copyright Joe Security LLC 2021 Page 18 of 31



General

File Content Preview:

File Icon

¢

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE
text 0x2000 0x736d8 0x73800 False
.rsrc 0x76000 0x2c64c 0x2c800 False
.reloc 0xa4000 Oxc 0x200 False
Resources

Imports

Version Infos

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message

11/24/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B
08:38:29.508269

11/24/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B
08:38:36.025646

Copyright Joe Security LLC 2021

©8868692b296f030

0x4756¢2

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x6197519F [Fri Nov 19 07:26:23 2021 UTC]

v4.0.30319

o~ O b O »

f34d5f2d4577ed6d9ceec516c1f5a744

ZLIB Complexity File Type Entropy Characteristics
0.932974414908 data 7.91653185027

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

0.270985121138 data 5.66808975489 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ
0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D

ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Source Dest
Port Port Source IP  Dest IP
49757 6262  192.168.2.6 185.140.53.131

49758 6262  192.168.2.6 185.140.53.131
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Timestamp

11/24/21-
08:38:45.099934

11/24/21-
08:38:45.380386

11/24/21-
08:38:52.040276

11/24/21-
08:38:52.292564

11/24/21-
08:38:59.173830

11/24/21-
08:38:59.415917

11/24/21-
08:39:05.760961

11/24/21-
08:39:05.972486

11/24/21-
08:39:13.011030

11/24/21-
08:39:19.940148

11/24/21-
08:39:20.153679

11/24/21-
08:39:26.974417

11/24/21-
08:39:27.210586

11/24/21-
08:39:34.151963

11/24/21-
08:39:42.384893

11/24/21-
08:39:49.673241

11/24/21-
08:39:56.347222

11/24/21-
08:39:56.652893

11/24/21-
08:40:03.510735

11/24/21-
08:40:10.253712

11/24/21-
08:40:11.184129

Protocol SID
UDP 254
TCP 2025019
UDP 254
TCP 2025019
UDP 254
TCP 2025019
UDP 254
TCP 2025019
TCP 2025019
UDP 254
TCP 2025019
UDP 254
TCP 2025019
TCP 2025019
TCP 2025019
TCP 2025019
UDP 254
TCP 2025019
TCP 2025019
UDP 254
TCP 2025019

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Message

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

ET TROJAN Possible NanoCore C2 60B

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

ET TROJAN Possible NanoCore C2 60B

ET TROJAN Possible NanoCore C2 60B

ET TROJAN Possible NanoCore C2 60B

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

ET TROJAN Possible NanoCore C2 60B

DNS SPOOF query response with TTL of 1 min. and no authority

ET TROJAN Possible NanoCore C2 60B

Timestamp Source IP Dest IP Trans ID
Nov 24, 2021 08:38:29.175595999 CET 192.168.2.6 8.8.8.8 Oxac6e
Nov 24, 2021 08:38:35.749134064 CET 192.168.2.6 8.8.8.8 0x88c4
Nov 24, 2021 08:38:45.078562975 CET 192.168.2.6 8.8.8.8 Oxa4f2
Nov 24, 2021 08:38:52.018465996 CET 192.168.2.6 8.8.8.8 Oxae6d
Nov 24, 2021 08:38:59.152193069 CET 192.168.2.6 8.8.8.8 0xe677
Nov 24, 2021 08:39:05.738451004 CET 192.168.2.6 8.8.8.8 0x81df
Nov 24, 2021 08:39:12.781300068 CET 192.168.2.6 8.8.8.8 0x81cc
Nov 24, 2021 08:39:19.918241978 CET 192.168.2.6 8.8.8.8 0xd31f
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OP Code
Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
©

Standard query
0

Standard query
0

Source

Port

53

49759

53

49762

53

49766

53

49772

49775

53

49795

53

49811

49816

49819

49844

53

49845

49847

53

49848

Name

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

Dest

Port Source IP  Dest IP

60342 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

56023 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

60261 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

58336 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

6262 192.168.2.6 185.140.53.131

49694 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

63718 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

6262 192.168.2.6 185.140.53.131

6262 192.168.2.6 185.140.53.131

6262 192.168.2.6 185.140.53.131

51818 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

6262 192.168.2.6 185.140.53.131

53799 8.8.8.8

192.168.2.6

6262 192.168.2.6 185.140.53.131

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class
IN (0x0001)

IN (0Xx0001)
IN (0x0001)
IN (0x0001)
IN (0x0001)
IN (0x0001)
IN (0x0001)

IN (0x0001)
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Timestamp

Nov 24, 2021 08:39:26.954230070 CET
Nov 24, 2021 08:39:33.915369034 CET
Nov 24, 2021 08:39:42.152251959 CET
Nov 24, 2021 08:39:49.306451082 CET
Nov 24, 2021 08:39:56.327341080 CET
Nov 24, 2021 08:40:03.282618046 CET

Nov 24, 2021 08:40:10.232549906 CET

DNS Answers

Timestamp Source IP

Nov 24, 2021 8.8.8.8
08:38:29.193285942
CET

Nov 24, 2021 8.8.8.8
08:38:35.768896103
CET

Nov 24, 2021 8.8.8.8
08:38:45.099934101
CET

Nov 24, 2021 8.8.8.8
08:38:52.040276051
CET

Nov 24, 2021 8.8.8.8
08:38:59.173830032
CET

Nov 24, 2021 8.8.8.8
08:39:05.760961056
CET

Nov 24, 2021 8.8.8.8
08:39:12.802176952
CET

Nov 24, 2021 8.8.8.8
08:39:19.940148115
CET

Nov 24, 2021 8.8.8.8
08:39:26.974416971
CET

Nov 24, 2021 8.8.8.8
08:39:33.933423042
CET

Nov 24, 2021 8.8.8.8
08:39:42.169732094
CET

Nov 24, 2021 8.8.8.8
08:39:49.329001904
CET

Nov 24, 2021 8.8.8.8
08:39:56.347222090
CET

Nov 24, 2021 8.8.8.8
08:40:03.302814007
CET

Nov 24, 2021 8.8.8.8
08:40:10.253711939
CET

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

Oxac6c

0x88c4

Oxa4f2

Oxae6d

0xe677

0x81df

0x81cc

0Oxd31f

0x2f18

0x5a22

0x23ce

0x8d88

0x28b9

0x7f35

0x8f60

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x2f18

0x5a22

0x23ce

0x8d88

0x28b9

0x7f35

0x8f60

Name

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

OP Code
Standard query
0

Standard query
(0

Standard query
0

Standard query
(0

Standard query
(0

Standard query
(0)

Standard query
(0

CName

Name

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

6262.hopto.org

Address
185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

185.140.53.131

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)
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)

Click to jump to process

System Behavior

Analysis Process: tj9KzQvUFy.exe PID: 7016 Parent PID: 2076

General
Start time: 08:38:02
Start date: 24/11/2021
Path: C:\Users\user\Desktop\tj9KzQvUFy.exe
Wow64 process (32bit): true
Commandline: "C:\Users\user\Desktop\tj9KzQvUFy.exe"
Imagebase: 0x880000
File size: 656384 bytes
MD5 hash: EBAE42CFAAFD650A14285AAF700D1F2B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000001.00000002.380810422.0000000002C41000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000001.00000002.381024024.0000000002D5E000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000001.00000002.382063003.0000000003C49000.00000004.00000001.sdmp, Author:
Florian Roth
e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000001.00000002.382063003.0000000003C49000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: NanoCore, Description: unknown, Source:
00000001.00000002.382063003.0000000003C49000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>
Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read

Analysis Process: powershell.exe PID: 6344 Parent PID: 7016

General

Start time: 08:38:13

Start date: 24/11/2021

Path: C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -Exc
lusionPath "C:\Users\user\AppData\Roaming\QWtzAVmnpKpJx.exe

Imagebase: 0xd30000

File size: 430592 bytes

MDS5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Has elevated privileges: true
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Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

true
Net C# or VB.NET
high

Show Windows behavior

Analysis Process: conhost.exe PID: 6324 Parent PID: 6344

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:38:13

24/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: schtasks.exe PID: 6320 Parent PID: 7016
General
Start time: 08:38:13
Start date: 24/11/2021
Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Read

true

C:\Windows\System32\schtasks.exe" /Create /TN "Updates\QWtzAVmnpKpJx" /XML “C:\U

sers\user\AppData\Local\Temp\tmp6B9E.tmp
0x810000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

high

Show Windows behavior

Analysis Process: conhost.exe PID: 4680 Parent PID: 6320

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:38:14

24/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: tj9KzQvUFy.exe PID: 6192 Parent PID: 7016
General
Start time: 08:38:15
Start date: 24/11/2021
Path: C:\Users\user\Desktop\tj9KzQvUFy.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
C:\Users\user\Desktop\tj9KzQvUFy.exe
0x960000

656384 bytes
EBAE42CFAAFD650A14285AAF700D1F2B
true

true

Net C# or VB.NET
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Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

Registry Activities

Copyright Joe Security LLC 2021

low

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000000.377573313.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000000.377573313.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000000.377573313.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000002.610929952.0000000002CF1000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000002.607967437.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000002.607967437.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000002.607967437.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000000.370237715.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000000.370237715.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000000.370237715.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000000.378298727.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000000.378298727.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000000.378298727.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000002.613519812.0000000003CF9000.00000004.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000002.613519812.0000000003CF9000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000000.376991452.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000000.376991452.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
00000009.00000000.376991452.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000002.615717844.00000000055F0000.00000004.00020000.sdmp, Author:
Florian Roth

Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000009.00000002.615717844.00000000055F0000.00000004.00020000.sdmp, Author:
Florian Roth

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000009.00000002.616228293.0000000006470000.00000004.00020000.sdmp, Author:
Florian Roth

Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000009.00000002.616228293.0000000006470000.00000004.00020000.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000009.00000002.616228293.0000000006470000.00000004.00020000.sdmp, Author:
Joe Security

Show Windows behavior

Show Windows behavior
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Key Value Created

Analysis Process: schtasks.exe PID: 6548 Parent PID: 6192

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:38:24
24/11/2021
C:\Windows\SysWOW64\schtasks.exe

true

schtasks.exe" /create /f /tn "DHCP Monitor" /xml "C:\Users\user\AppData\Local\Temp\tmpC635

tmp

0x810000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: conhost.exe PID: 6048 Parent PID: 6548

General

Start time: 08:38:25

Start date: 24/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: tj9KzQvUFy.exe PID: 5776 Parent PID: 936
General
Start time: 08:38:26
Start date: 24/11/2021
Path: C:\Users\user\Desktop\tj9KzQvUFy.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
C:\Users\user\Desktop\tj9KzQvUFy.exe 0
0xaa0000

656384 bytes
EBAE42CFAAFD650A14285AAF700D1F2B
true

true

.Net C# or VB.NET
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Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
0000000E.00000002.435389639.0000000002FC1000.00000004.00000001.sdmp, Author:

Joe Security

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000000E.00000002.437386781.0000000003FC9000.00000004.00000001.sdmp, Author:

Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000000E.00000002.437386781.0000000003FC9000.00000004.00000001.sdmp, Author:

Joe Security
e Rule: NanoCore, Description: unknown, Source:

0000000E.00000002.437386781.0000000003FC9000.00000004.00000001.sdmp, Author:

Kevin Breen <kevin@techanarchy.net>

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
0000000E.00000002.436014172.00000000030EB000.00000004.00000001.sdmp, Author:

Joe Security

low

Show Windows behavior

Analysis Process: schtasks.exe PID: 6572 Parent PID: 6192

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:38:26
24/11/2021
C:\Windows\SysWOW&64\schtasks.exe

true

schtasks.exe" /create /f /tn "DHCP Monitor Task" /xml "C:\Users\user\AppData\Local\Temp\tm

pCF6D.tmp

0x810000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
Analysis Process: conhost.exe PID: 6644 Parent PID: 6572
General
Start time: 08:38:27
Start date: 24/11/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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Analysis Process: dhcpmon.exe PID: 6732 Parent PID: 936

General
Start time: 08:38:29
Start date: 24/11/2021
Path: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
Wow64 process (32bit): true
Commandline: "C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe" O
Imagebase: 0x5c0000
File size: 656384 bytes
MD5 hash: E8AE42CFAAFD650A14285AAF700D1F2B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000011.00000002.405648724.0000000002AC1000.00000004.00000001.sdmp, Author:
Joe Security
Ansmaches: e DeclomSTeRevesiglsbs
Reputation: low
‘ Analysis Process: dhcpmon.exe PID: 7072 Parent PID: 3440 ’
General
Start time: 08:38:34
Start date: 24/11/2021
Path: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe
Wow64 process (32bit): true
Commandline: "C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe"
Imagebase: 0x800000
File size: 656384 bytes
MD5 hash: EBAE42CFAAFD650A14285AAF700D1F2B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000013.00000002.428142089.0000000002CC1000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
Analysis Process: powershell.exe PID: 7064 Parent PID: 5776
General
Start time: 08:38:34
Start date: 24/11/2021
Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): true
Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -Exc
lusionPath "C:\Users\user\AppData\Roaming\QWtzAVmnpKpJx.exe
Imagebase: 0xd30000
File size: 430592 bytes
MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Reputation: high
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Analysis Process: conhost.exe PID: 5420 Parent PID: 7064

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:38:34

24/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: schtasks.exe PID: 5724 Parent PID: 5776
General
Start time: 08:38:35
Start date: 24/11/2021
Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\System32\schtasks.exe" /Create /TN "Updates\QWtzAVmnpKpJx" /XML “C:\U

sers\user\AppData\Local\Temp\tmpB52A.tmp
0x810000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 6328 Parent PID: 5724

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:38:39

24/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: tj9KzQvUFy.exe PID: 1992 Parent PID: 5776

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

08:38:41
24/11/2021
C:\Users\user\Desktop\tj9KzQvUFy.exe

false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Users\user\Desktop\tj9KzQvUFy.exe
0x280000

656384 bytes
EBAE42CFAAFD650A14285AAF700D1F2B
true

true

C, C++ or other language

Analysis Process: tj9KzQvUFy.exe PID: 4804 Parent PID: 5776

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

08:38:42

24/11/2021
C:\Users\user\Desktop\tj9KzQvUFy.exe
true
C:\Users\user\Desktop\tj9KzQvUFy.exe
0xf60000

656384 bytes
EBAE42CFAAFD650A14285AAF700D1F2B
true

true

Net C# or VB.NET
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Yara matches:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000001B.00000002.448411736.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000001B.00000002.448411736.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
0000001B.00000002.448411736.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000001B.00000000.428587320.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000001B.00000000.428587320.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
0000001B.00000000.428587320.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000001B.00000000.430610675.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000001B.00000000.430610675.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
0000001B.00000000.430610675.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000001B.00000002.449720348.0000000004499000.00000004.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
0000001B.00000002.449720348.0000000004499000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000001B.00000002.449610369.0000000003491000.00000004.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
0000001B.00000002.449610369.0000000003491000.00000004.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000001B.00000000.429163974.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000001B.00000000.429163974.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
0000001B.00000000.429163974.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
0000001B.00000000.429929302.0000000000402000.00000040.00000001.sdmp, Author:
Florian Roth

Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
0000001B.00000000.429929302.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: NanoCore, Description: unknown, Source:
0000001B.00000000.429929302.0000000000402000.00000040.00000001.sdmp, Author:
Kevin Breen <kevin@techanarchy.net>

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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