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Windows Analysis Report V-M RTAmpcapital5SEG1-TGQ...
Overview

General Information Detection Signatures Classification

Sample V-M RTAmpcapital5SEG1-
Name: TGQO2F-I0C8.htm MALICIOUS

Analysis ID: 528475

Yara detected HtmIPhish44

|P'addressiseeniiniconnection withio:..

II

MDs: b15f20ad4752ada.

SHAL: de2256499ceac? ..

SHA256: f01981448b85002.

Infos: o Sy

Most interesting Screenshot:

HTMLPhis
- . Score: 48

Range: 0-100
Whitelisted: false
Confidence: 100%

—  ETEE—————

Process Tree

= System is w10x64

. G chrome.exe (PID: 6528 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\V-M RTAmpcapit
al5EG1-TGQO2F-I0C8.htm MD5: C139654B5C1438A95B321BB01AD6G3EF6)
. G chrome.exe (PID: 6920 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1564,11364372945621033108,14293702249197190821,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=
1932 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
V-M RTAmpcapital5EG1-TGQO2F-I0C8.htm JoeSecurity_HtmlIPhish_44 Yara detected Joe Security
HtmlIPhish_44

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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o)

Click to jump to signature section

Phishing:

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access Discovery
Valid Windows Path Process Masquerading oS System
Accounts Management  Interception Injection Credential Service
Instrumentation Dumping  Discovery
Default  Scheduled Boot or Boot or Process LSASS Application
Accounts Task/Job Logon Logon Injection Memory  Window
Initialization Initialization Discovery
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query
Accounts (Windows)  Script or Information Account  Registry
(Windows) Manager
Local At (Windows)  Logon Script Logon Binary Padding NTDS System
Accounts (Mac) Script Network
(Mac)
Discovery
Behavior Graph
Behavior Graph
ID: 528475
Sample: V-M RTAmpcapital5SEG1-TGQO2F...
Startdate: 25/11/2021
Architecture:  WINDOWS
Score: 48

192.168.2.1 192.168.2.23

unknown unknown

unknown unknown

clients.l.google.com
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Lateral
Movement Collection Exfiltration

Remote Data from  Exfiltration
Services Local Over Other
System Network
Medium
Remote Data from  Exfiltration
Desktop Removable Over
Protocol Media Bluetooth

SMB/Windows Data from Automated
Admin Shares Network Exfiltration
Shared

Drive

Distributed Input Scheduled
Component Capture Transfer

Configuration Object Model

started

chrome.exe

142.250.203.110, 443, 49744, 63299
GOOGLEUS
United States ES

SUSPICIOUS

CLEAN

UNKNOUUN

239.255.255.250

unknown started
Reserved

gstaticadssl.l.google.com (.‘

ra detected HtmIPhish44

Command
and Network
Control Effects

Encrypted Eavesdrop on

Channel Insecure
Network
Communication

Non- Exploit SS7 to
Application Redirect Phone
Layer Calls/SMS
Protocol

Application Exploit SS7 to
Layer Track Device
Protocol g Location

Ingress SIM Card
Tool Swap
Transfer

I:I Process
I:l Signature
I:l Created File
Il onsiP info
™1 |s Dropped

]
*
‘I.

S

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java

D@ 2 i~

Is malicious

Internet

£72:2LL168 SIS 750 9 other IPs or domains
GOOGLEUS

United States ES

.Net C# or VB.NET

Remote
Service
Effects Impa

Remotely Modi
Track Device Syste
Without Partit
Authorization

Remotely Devic
Wipe Data  Lock«
Without

Authorization
Obtain Delet
Device Devic
Cloud Data
Backups
Carrit
Billing
Frauc

Is Windows Process
Number of created Registry Values

Number of created Files

C, C++ or other language
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

B8 Microsoft | Login x  +

C @ File | C/Users/hardz/Desktop/V-M%20RTAmpeapitalSEG1-TGQO2F-IOCE.htm

Chrome is being controlled by automated test soft

B Microsoft
alastair.small@ampcapital.com

Enter password

Password

Termsofuse  Privacy & cookies

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
No Antivirus matches

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches
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Domains

Source Detection Scanner Label Link
€s1100.wpc.omegacdn.net 0% Virustotal Browse
aadcdn.msftauth.net 0% Virustotal Browse
aadcdn.msauth.net 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://https://dns.google 0% URL Reputation safe

http:/f 0% Avira URL Cloud safe
https://aadcdn.msftauth.net/ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90

bd.svg

http://https://aadcdn.msftauth.net/ests/2.1/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico 0% URL Reputation safe
http://https://csp.withgoogle.com/csp/hosted-libraries-pushers 0% URL Reputation safe

http:/f 0% URL Reputation safe
https://aadcdn.msauth.net/shared/1.0/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586

a5d.s

http://https://csp.withgoogle.com/csp/hosted-libraries-pushersCross-Origin-Resource-Policy: 0% URL Reputation safe

http:/f 0% URL Reputation safe
https://aadcdn.msftauth.net/ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90

bd.

http://https://csp.withgoogle.com/csp/report-to/hosted-libraries-pushers 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 172.217.168.3 true false high
¢s1100.wpc.omegacdn.net 152.199.23.37 true false e 0%, Virustotal, Browse unknown
accounts.google.com 172.217.168.45 true false high
cdnjs.cloudflare.com 104.16.19.94 true false high
maxcdn.bootstrapcdn.com 104.18.10.207 true false high
clients.l.google.com 142.250.203.110 true false high
use.fontawesome.com unknown unknown false high
clients2.google.com unknown unknown false high
code.jgquery.com unknown unknown false high
aadcdn.msftauth.net unknown unknown false e 0%, Virustotal, Browse unknown
aadcdn.msauth.net unknown unknown false e 0%, Virustotal, Browse unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:ff false e Avira URL Cloud: safe unknown
https://aadcdn.msftauth.net/ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc

19370e90bd.svg

http:/f false e URL Reputation: safe unknown

https://aadcdn.msftauth.net/ests/2.1/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico

http:ifhttps://clients2.google.com/service/update2/crx? false high
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-

64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-

US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2

6installedby%3Dother%26uc%26ping%3Dr%253D-

1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst

alledby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1

http://https://accounts.google.com/ListAccounts? false high
gpsia=1&source=ChromiumBrowser&json=standard

http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css false high
http://https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js false high
http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high

URLs from Memory and Binaries

Contacted IPs
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https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1635229365
https://www.virustotal.com/gui/url/5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af/detection/u-5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af-1637648609
https://www.virustotal.com/gui/url/e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b/detection/u-e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b-1637055205
https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1635229365
https://www.virustotal.com/gui/url/5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af/detection/u-5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af-1637648609
https://www.virustotal.com/gui/url/e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b/detection/u-e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b-1637055205

Public

P
104.18.10.207
142.250.203.110
172.217.168.45
239.255.255.250
172.217.168.3
152.199.23.37
104.16.19.94

Private

P
192.168.2.1
192.168.2.23

Domain
maxcdn.bootstrapcdn.com
clients.l.google.com
accounts.google.com
unknown
gstaticadssl.l.google.com
€s1100.wpc.omegacdn.net

cdnjs.cloudflare.com

General Information

Country

United States
United States
United States
Reserved

United States
United States
United States

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 528475

Start date: 25.11.2021

Start time: 10:57:34

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 6m 49s
Hypervisor based Inspection enabled: false

Report type: light

Sample file name:
Cookbook file name:

Analysis system description:

V-M RTAmpcapital5SEG1-TGQO2F-I0C8.htm
defaultwindowshtmlcookbook.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 28

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification:
EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

mal48.phis.winHTM@12/83@8/9

Failed
Failed

e Successful, ratio: 100%
e Number of executed functions: 0

Flag

e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI

e Found application associated with file extension: .htm

Show All

Copyright Joe Security LLC 2021

ASN
13335
15169
15169
unknown
15169
15133
13335

ASN Name
CLOUDFLARENETUS
GOOGLEUS
GOOGLEUS

unknown

GOOGLEUS
EDGECASTUS
CLOUDFLARENETUS

Malicious
false
false
false
false
false
false

false
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Joe Sandbox View | Context

IPs

Match
104.18.10.207

239.255.255.250

Domains

Match

cdnjs.cloudflare.com

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

104.16.18.94
104.16.19.94
104.16.18.94
104.16.18.94
104.16.19.94
104.16.19.94
104.16.19.94
104.16.19.94
104.16.18.94
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https://view.joesandbox.com/analysis/415935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415935/html/none?idtype=webid
https://view.joesandbox.com/analysis/415864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415864/html/none?idtype=webid
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid
https://view.joesandbox.com/analysis/415014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415014/html/none?idtype=webid
https://view.joesandbox.com/analysis/414677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414677/html/none?idtype=webid
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid
https://view.joesandbox.com/analysis/414326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414326/html/none?idtype=webid
https://view.joesandbox.com/analysis/414310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414310/html/none?idtype=webid
https://view.joesandbox.com/analysis/413390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413390/html/none?idtype=webid
https://view.joesandbox.com/analysis/413388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413388/html/none?idtype=webid
https://view.joesandbox.com/analysis/413325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413325/html/none?idtype=webid
https://view.joesandbox.com/analysis/413244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413244/html/none?idtype=webid
https://view.joesandbox.com/analysis/413242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413242/html/none?idtype=webid
https://view.joesandbox.com/analysis/412960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412960/html/none?idtype=webid
https://view.joesandbox.com/analysis/412863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412863/html/none?idtype=webid
https://view.joesandbox.com/analysis/412333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412333/html/none?idtype=webid
https://view.joesandbox.com/analysis/412191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412191/html/none?idtype=webid
https://view.joesandbox.com/analysis/411615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411615/html/none?idtype=webid
https://view.joesandbox.com/analysis/411423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411423/html/none?idtype=webid
https://view.joesandbox.com/analysis/410813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410813/html/none?idtype=webid
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid
https://view.joesandbox.com/analysis/416034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416034/html/none?idtype=webid
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid
https://view.joesandbox.com/analysis/415935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415935/html/none?idtype=webid
https://view.joesandbox.com/analysis/415896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415896/html/none?idtype=webid
https://view.joesandbox.com/analysis/415864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415864/html/none?idtype=webid
https://view.joesandbox.com/analysis/415839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415839/html/none?idtype=webid
https://view.joesandbox.com/analysis/415822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415822/html/none?idtype=webid
https://view.joesandbox.com/analysis/415810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415810/html/none?idtype=webid
https://view.joesandbox.com/analysis/415742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415742/html/none?idtype=webid
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid
https://view.joesandbox.com/analysis/415584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415584/html/none?idtype=webid
https://view.joesandbox.com/analysis/415530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415530/html/none?idtype=webid
https://view.joesandbox.com/analysis/415296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415296/html/none?idtype=webid
https://view.joesandbox.com/analysis/415290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415290/html/none?idtype=webid
https://view.joesandbox.com/analysis/415272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415272/html/none?idtype=webid
https://view.joesandbox.com/analysis/415210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415210/html/none?idtype=webid
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid
https://view.joesandbox.com/analysis/415935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415935/html/none?idtype=webid
https://view.joesandbox.com/analysis/415896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415896/html/none?idtype=webid
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid
https://view.joesandbox.com/analysis/415530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415530/html/none?idtype=webid
https://view.joesandbox.com/analysis/415296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415296/html/none?idtype=webid
https://view.joesandbox.com/analysis/415272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415272/html/none?idtype=webid
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid

Match

€s1100.wpc.omegacdn.net

ASN

Match
EDGECASTUS

CLOUDFLARENETUS
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SHA 256
Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Context

104.16.19.94
104.16.18.94
104.16.19.94
104.16.19.94
104.16.19.94
104.16.19.94
104.16.19.94
104.16.18.94
104.16.19.94

104.16.19.94

104.16.18.94

152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37

Context

152.199.21.175
152.199.21.175
152.199.20.140

152.199.23.37
152.199.23.37
152.199.23.37
152.199.21.175
152.199.21.175
152.199.21.175
152.199.21.175

192.229.22
1.185

152.199.23.37
93.184.220.29
152.199.23.37

192.229.22
1.185

152.199.23.37
152.199.23.37
152.199.23.37
152.199.23.37
93.184.209.24

162.159.12
9.233

104.16.202.237

66.235.200.147
104.21.29.122

162.159.13
3.233
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https://view.joesandbox.com/analysis/415166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415166/html/none?idtype=webid
https://view.joesandbox.com/analysis/415132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415132/html/none?idtype=webid
https://view.joesandbox.com/analysis/415120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415120/html/none?idtype=webid
https://view.joesandbox.com/analysis/415014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415014/html/none?idtype=webid
https://view.joesandbox.com/analysis/414677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414677/html/none?idtype=webid
https://view.joesandbox.com/analysis/414544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414544/html/none?idtype=webid
https://view.joesandbox.com/analysis/414535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414535/html/none?idtype=webid
https://view.joesandbox.com/analysis/414531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414531/html/none?idtype=webid
https://view.joesandbox.com/analysis/414514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414514/html/none?idtype=webid
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid
https://view.joesandbox.com/analysis/414332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414332/html/none?idtype=webid
https://view.joesandbox.com/analysis/415210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415210/html/none?idtype=webid
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid
https://view.joesandbox.com/analysis/415170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415170/html/none?idtype=webid
https://view.joesandbox.com/analysis/414544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414544/html/none?idtype=webid
https://view.joesandbox.com/analysis/414535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414535/html/none?idtype=webid
https://view.joesandbox.com/analysis/414514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414514/html/none?idtype=webid
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid
https://view.joesandbox.com/analysis/414332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414332/html/none?idtype=webid
https://view.joesandbox.com/analysis/414326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414326/html/none?idtype=webid
https://view.joesandbox.com/analysis/414310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414310/html/none?idtype=webid
https://view.joesandbox.com/analysis/414103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414103/html/none?idtype=webid
https://view.joesandbox.com/analysis/413596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413596/html/none?idtype=webid
https://view.joesandbox.com/analysis/413388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413388/html/none?idtype=webid
https://view.joesandbox.com/analysis/413384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413384/html/none?idtype=webid
https://view.joesandbox.com/analysis/413242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413242/html/none?idtype=webid
https://view.joesandbox.com/analysis/412610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412610/html/none?idtype=webid
https://view.joesandbox.com/analysis/412303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412303/html/none?idtype=webid
https://view.joesandbox.com/analysis/411568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411568/html/none?idtype=webid
https://view.joesandbox.com/analysis/411456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411456/html/none?idtype=webid
https://view.joesandbox.com/analysis/410686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410686/html/none?idtype=webid
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid
https://view.joesandbox.com/analysis/415530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415530/html/none?idtype=webid
https://view.joesandbox.com/analysis/415399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415399/html/none?idtype=webid
https://view.joesandbox.com/analysis/415210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415210/html/none?idtype=webid
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415199/html/none?idtype=webid
https://view.joesandbox.com/analysis/415170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415170/html/none?idtype=webid
https://view.joesandbox.com/analysis/415132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415132/html/none?idtype=webid
https://view.joesandbox.com/analysis/415120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415120/html/none?idtype=webid
https://view.joesandbox.com/analysis/414544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414544/html/none?idtype=webid
https://view.joesandbox.com/analysis/414535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414535/html/none?idtype=webid
https://view.joesandbox.com/analysis/414527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414527/html/none?idtype=webid
https://view.joesandbox.com/analysis/414514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414514/html/none?idtype=webid
https://view.joesandbox.com/analysis/414499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414499/html/none?idtype=webid
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414426/html/none?idtype=webid
https://view.joesandbox.com/analysis/414420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414420/html/none?idtype=webid
https://view.joesandbox.com/analysis/414332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414332/html/none?idtype=webid
https://view.joesandbox.com/analysis/414326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414326/html/none?idtype=webid
https://view.joesandbox.com/analysis/414310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414310/html/none?idtype=webid
https://view.joesandbox.com/analysis/414103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414103/html/none?idtype=webid
https://view.joesandbox.com/analysis/413833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413833/html/none?idtype=webid
https://view.joesandbox.com/analysis/416152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416152/html/none?idtype=webid
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid
https://view.joesandbox.com/analysis/416145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416145/html/none?idtype=webid
https://view.joesandbox.com/analysis/416132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416132/html/none?idtype=webid
https://view.joesandbox.com/analysis/416128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416128/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 23.227.38.74
_ Get hash malicious Browse e 104.23.98.190
_ Get hash malicious Browse e 104.21.49.41
_ Get hash malicious Browse e 104.21.79.226
_ Get hash malicious Browse e 172.67.188.154
_ Get hash malicious Browse e 104.21.19.200
_ Get hash malicious Browse e 104.21.19.200
_ Get hash malicious Browse e 104.21.36.44
_ Get hash malicious Browse e 104.21.19.200
_ Get hash malicious Browse e 104.18.11.207
_ Get hash malicious Browse e 104.21.24.175
_ Get hash malicious Browse e 162.159.13
4.233
_ Get hash malicious Browse e 104.23.98.190
_ Get hash malicious Browse e 104.23.98.190
_ Get hash malicious Browse e 172.67.213.194

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5SF4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

false

high, very likely benign file

BDic.... ....6...."..Z..4¢....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF | AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\375dd63a-7b42-4f29-95a6-da2768c4c8dd.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

195827

6.075249797519536

false
3072:SOKw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGIFIJFcbXaflIBOu1GOJmMA3iuRM:1yC1/E0Y051leGIBagfllUO0SiuRM
7BE32D66F55EA643C61443D6C1B8CASC

11436862EC4C65A61C10079C2FCE6118D5F1A909
AB9305C3E3F35DEB599D2C2207B1E350015735F1EDC322EAF83316FE42BACIA9
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https://view.joesandbox.com/analysis/416124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416124/html/none?idtype=webid
https://view.joesandbox.com/analysis/416110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416110/html/none?idtype=webid
https://view.joesandbox.com/analysis/416107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416107/html/none?idtype=webid
https://view.joesandbox.com/analysis/416106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416106/html/none?idtype=webid
https://view.joesandbox.com/analysis/416098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416098/html/none?idtype=webid
https://view.joesandbox.com/analysis/416094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416094/html/none?idtype=webid
https://view.joesandbox.com/analysis/416090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416090/html/none?idtype=webid
https://view.joesandbox.com/analysis/416088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416088/html/none?idtype=webid
https://view.joesandbox.com/analysis/416076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416076/html/none?idtype=webid
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid
https://view.joesandbox.com/analysis/416046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416046/html/none?idtype=webid
https://view.joesandbox.com/analysis/416033/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416033/html/none?idtype=webid
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid
https://view.joesandbox.com/analysis/416005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416005/html/none?idtype=webid
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid

C:\Users\user\AppData\Local\Google\Chrome\User Data\375dd63a-7hb42-4f29-95a6-da2768c4c8dd.tmp

SHA-512:
Malicious:
Reputation:

Preview:

96A89790E62325201639CDB16A678D3891B56DD58EE315B6E5CF834DAAABABE5DBED49B3447E8158F97040DDA3F37E1736698A9E55343A1E9A940D9BCF30B26:
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.637866713338567e+12,"network":1.637834314e+12,"ticks":136306523.0,"uncertainty":3946798.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK1t94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JiDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799819495"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6a878890-9770-40e0-a9bf-6ff22fe21d12.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

195579

6.074762973702773

false
3072:SQMKw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGIFJFchXaflBOUu1GOJmA3iuRM:dMyC1/EQY051leGIBagfllUO0SiuRM
BDD12D74D57EB8481F46C0743E5129BB

6E1DFD871900AC85COFBO66AAFIE3E6SFC35E1CA
9BD5545E3CB8DD1B7AA62727C7D2737CEAC390BD5E91DD11A2291C56C75D987C
BCC4E86EE891CIE99E13C9A988E4C2BDOF761175034C8065DFDCDCD39A160C0941EED3ES5155649F04485F4FA2D80141A3D0AC5460F65C7C4B81B3C2242298!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.637866713338567e+12,"network":1.637834314e+12,"ticks":136306523.0,"uncertainty":3946798.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGILA1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljiw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13276832799819495"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

40

3.254162526001658

false

3:FKXftOXELn:+ftIELn

BD4642AD6C750A12D912B20BCB92E14D
C549F0F48FDD4FBC62E51AC26D7E185160CE2123
4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESF4FF91BF5C332B€
CF

false

moderate, very likely benign file

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\08233ca0-5556-470d-be82-23685ee876cd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

high, very likely benign file
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\08233ca0-5556-470d-be82-23685ee876cd.tmp

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\13433158-ce67-4910-9¢59-c8de94460c90.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

2165

4.896822473666733

false

48:Y2TntwXGDH3qyvz5sg/ARs+Gst/sTRS7ss2cds6 AMHOYhbD:JTnOXGDHa+zQ53S0kpGFhH
632A0F6A3637FD5CDC91779C77457633
627D5E2A5CE01A1B9A6127A82384D4E02C27B42D
96ACCEB4F1B26C5652556C60B62506A69360E21B2972F5F2561A97F0DBCD2C7C
91D484A00541D02698402C5E6AEIC1FF54BCBE6G0D74FB2696B2C057C06E8D646557DE2B676A137564AAFEC75714FCD709B7B55F752437BA907124530366CCF74

false

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[

1,"server":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true} {"isolation":[],"server":"https://www.g
oogleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},{"isolation":[],"server":"https://dns.google"
,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13284932314011136","port":443,"protocol_str":"quic"}],"isolation":[],"server":"ht

tps://ajax.googleapis.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13284932314023619","port":443,"protocol_str":"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6fb40b0b-e93c-48b1-9633-945ad97f166b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4954

4.959886235283649

false

96:n/C0e0Rz9pcKIHok0JCKLBvbOTceO1Vuwn:n/C099pc44KCpD
6BF2365D7413B7FBFCDCA40908C7F6A6
525FEE949E7B3C2174AFOCBFB6A81542E181B30B
945688EA346E5A74F278B1F1BBA03A204E05C8FDFD8FF88B09CIBBB2A4E40BFA
D336BAA0BC8E827932E4923FCF067C08E6F4E17C573090D0A0D3DF9072EFC8DAF55EF3CFCABI700340A2C41FC6D72422698BE142BA079368110C9A94825A3E~

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282340311580437","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
"o","0","0","0","0","0","0","0","0","0","0","
,"0","7355378"],"daily_received_length™:["0",

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\90807a00-8f7d-4d43-9e09-8357eacbdd3a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16634

5.578785684441478

false
384:akL1t8LIFXX91kXqKf/pUZNCgVLH2HDKLrUXrEU549:XsLI191kXqKf/pUZNCgVLH2HfYLrUgAT
D4B49B0B74303C2B1E4E485726DDEC7A

3B022A18F4753FD7AFFD11F45B4A4D6EEAG841CA
5E30220DDE7D38B95ACE2022B0427DD7E8C2C217E2C3AB129EDD64306BDFBBFA

B754EE801D11F3F699C1CC4D4A7AS5F12DF08D82DE6776F7F06B4B2CCDAFC20C5551ABBC0OC3B50D077200C919B71E2065AAE9905B32D832B4EDD18A1C5CABE
OF

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282340310805070","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

File Type: ASCII text
Category: dropped
Size (bytes): 334

Entropy (8bit):  5.2761881996315925

Encrypted: false

SSDEEP: 6:may9N+q2PWXp+N23iKKAKIRXXTZIFUtBOT7ZmwP/VkwOWXp+N23iKKAKIRXX5LJ:8lva5KK7XT2FUtST7/15f5Kk7XVJ

MDS5: A0847789C7327E1407951239F05467A8

SHA1L: 1B868E6B1EB6FD706A448E39475A548767743A72

SHA-256: F81B29AEF6A29DOEE7F731FBB82AFFIBA37456BA2951290D3CBABDEE17969DA4

SHA-512: BAFDB5E067A7A6E136A0A59E789B245088FF41619A7255F0FFCCI5FBCF294C4856C8C74E4AF3BAEFA98B4D3186F2B694E266E2AFDE4CEF498A31D536995C0D1
5

Malicious: false

Preview:

2021/11/25-10:58:37.293 19d8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
11/25-10:58:37.295 19d8 Recovering log #3.2021/11/25-10:58:37.296 19d8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit):  5.2761881996315925

Encrypted: false

SSDEEP: 6:may9N+q2PWXp+N23iKKAKIRXXTZIFUtBOT7ZmwP/VkwOWXp+N23iKKAKORXX5LJ:8lva5Kk7XT2FUtST7/15f5Kk7XVJ

MD5: A0847789C7327E1407951239F05467A8

SHA1L: 1B868E6B1EB6FD706A448E39475A548767743A72

SHA-256: F81B29AEF6A29DOEE7F731FBB82AFFIBA37456BA2951290D3CBABDEE17969DA4

SHA-512: BAFDB5E067A7A6E136A0A59E789B245088FF41619A7255F0FFCCI5FBCF294C4856C8C74E4AF3BAEFAI8B4D3186F2B694E266E2AFDE4CEF498A31D536995C0D1
5

Malicious: false

Preview:

2021/11/25-10:58:37.293 19d8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
11/25-10:58:37.295 19d8 Recovering log #3.2021/11/25-10:58:37.296 19d8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.1og .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit):  5.238646845228834

Encrypted: false

SSDEEP: 6:maaBcL+g2PWXp+N23iKKdKyDZIFUtBagZmwPaH7HNVkwOWXp+N23iKKdKyJLJ:KBcyva5Kk02FUtcg/yH5f5KkWJ

MD5: 19E8EF16A2572C603E061114B7FB5082

SHA1L: 5592254B53387BAF662F3C04F5FCF62D0BD4C529

SHA-256: 74DF601427B0C63D650A2517E723FC1EB6A19446F5C1813A84C8191C50C0A852

SHA-512: 8B13F9E3994C1B3192B0C3C6BA16DESD6600DE8767B6EFD1BAE87CE4FC60035528F85A163DA0B0OC47DA700C1BCD5E632D5DEEFOF333F9COAAO3FF5445E5A0:
F3

Malicious: false

Preview:

2021/11/25-10:58:37.285 19d8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/11/25-10
:58:37.287 19d8 Recovering log #3.2021/11/25-10:58:37.288 19d8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit):  5.238646845228834

Encrypted: false

SSDEEP: 6:maaBcL+q2PWXp+N23iKKdKyDZIFUtBagZmwPaH7HNVkwOWXp+N23iKKdKyJLJ:KBcyva5Kk02FUtcg/yH5f5KkWJ

MD5: 19E8EF16A2572C603E061114B7FB5082

SHAL: 5592254B53387BAF662F3C04F5FCF62D0BD4C529

SHA-256: 74DF601427B0C63D650A2517E723FC1EB6A19446F5C1813A84C8191C50C0A852

SHA-512: 8B13F9E3994C1B3192BOC3C6BA16DESD6600DE8767B6EFD1BAE87CE4FC60035528F85A163DA0B0C47DA700C1BCD5SE632D5DEEFOF333F9COAAO3FF5445E5A0;
F3
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)
Malicious: false

Preview:
2021/11/25-10:58:37.285 19d8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/11/25-10
:58:37.287 19d8 Recovering log #3.2021/11/25-10:58:37.288 19d8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 45056

Entropy (8bit):  0.11115924367116684

Encrypted: false

SSDEEP: 12:dQbkFtsYVZZHvOBPpLRdd5BgqvQkyPhveag5Sg24QEnR092S:dvts4ZZHvodTdogqveaoSp4QURoIS

MDS5: 82C4C23C1AD5A4C6F34EE1IA9BD4A1519

SHA1L: A7F8FBA6DA20CE20DDCC698F17FB449DEAT78FF72

SHA-256: DO5FO06EBAD84F6149A4EEDAD6F0C5B74E55E8316AA801F758CEBC78AB920EB4L

SHA-512: 33C93420145ACA56FBCDIE071BAABI4F8230365178439B03270F2B25BCD31E3E4CAD5044804334DC70E078BF604270ECC7E2C1F8BD315DF5F7C5DABD6D767A
C

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  0.12362837386732654

Encrypted: false

SSDEEP: 48:hFnOnsQZk8ICFHe4JaAXBOUi8UpLv6cnxhAjNKZ10ZkC:hmPqQeOxXzGv66WYZKZN

MD5: AED41176C71D0D91CFBE4316F917154B

SHA1L: D9C1413212A418595C35BA90DA3E6GC674D013382

SHA-256: 5835BAEDAC41C78775F5B7667198AE75CC2475F6283109C52A88BEE97FAACOGE

SHA-512: DO66E0AG627ADE19F9C60944BBECO1FA47FDA99B22421BA723D8F1AAF94ECOFB873A3CF8B3105778A116DE74BCD2F3850984F81DD34B6667CF90E045FFCI5C3I
7

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Cache\data_2

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1056768

Entropy (8bit):  0.4913621093078279

Encrypted: false

SSDEEP: 768:LY5sFOUWJILLYHLBJItN9JtA7K2I0uWItaFWIWItWIItTNINKjI/UYD2Jt513t:9aY 7smm+N1NKg

MD5: 3EOBYAB60040FC8BCE3DIFAAEG80D479

SHAL: DA28A3CE2D8468F57E4839EFES49BEEE30D26AF4

SHA-256: 2CC61835E0619DC5663286A944E211BD7F4B8954777ECF0235E98DC2578A6AFF

SHA-512: B1D75A155A13F63CDCAL18EB47D38ESFEF124BEFOE48A5CABCIEBSF2791AC6DEBSF115EBA3880FF508E73B6B04EEE7E9F25E4C4CF9701208D647C62CC5FB37
A8C

Malicious: false

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3
Size (bytes): 4202496
Entropy (8bit):  0.08848687458278819

Encrypted: false

SSDEEP: 384:xiL/dR5bHVItuSGSA9JtpOWSAVItZugXQgXeJtQtO9IRa0ItRR:ML/1PJt129tBVItNXvXeJtQIFJItR

MDS5: D49D1B836FF6209B827F3C6DFE3E8CCA

SHA1L: CB331428C8AAAICFC2834839765551A920706825

SHA-256: 8D660AAEB1A7086BF2EA7COE9B7F5F9E722498D7D2A39C15E43F59049F33F4C6

SHA-512: FE55C1C8E6641DE622EA79B4DDC70BF7DEE1B5B754933A5C10F117703446ECBEC9ES5FF929536D43FE5909F980FC1457FFF859F7E03FB0O5AC2262471DA564A2E
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 20480

Entropy (8bit):  0.5154898084991041

Encrypted: false

SSDEEP: 24:TLygJLbXaFpEO5bNmISHN06UwcQPx5fB: TekLLOpEO5J/Kn7U1uB

MD5: 861034A57F72A428F833D9A8C57FDB6C

SHAL: FE4DE8A11179326A9123EE17DE6A7D05B1068EBB

SHA-256: CD7D1643DE768BAC3214CDBCFOF5FB08COFA9F4D81E3EF431CF98569E4165494

SHA-512: 036613279BCD2D8C54EA21C80BA93DCC4D3D23E835D2FD390690011F2679DADEDE3DECAA219D1749348DB859B6D211E325E5483740984BFBBA2A590E8BCA
C

Malicious: false

Preview:
SQLite format 3...... @ e Covren Gt B bbbt

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 2193
Entropy (8bit):  3.4687748545568993
Encrypted: false
SSDEEP: 24:34S5PlrlejtijHtcj/YBjmXJHtmLh1gj/orlr:34axstmHUAIM5HyhWQr
MD5: B220B337F8BODCOB1193A733640D16A6
SHA1L: 4DAB4351BA71A48BFI1FF1C6A882E3211D6BDB2A
SHA-256: AEC1084010A62F4A0D2E34C8B439F4F9C790DC877F6275914BD2F7CFD324B749
SHA-512: 66AEE646D241C3C65C480C57FECOD746D18250BEF4816061F7F693E4C7FAAC25111F95A6271067BF3F17F04B67C8E72FBEECACD4BI97875E961248E3D60EC2FE
Malicious: false
Preview:
SNSS. e Loy $...3167a2fe_c4bd_4137_aa81_61a547b8el60

E.. file:///C:/Users/user/Desktop/V-M%20RTAmpcapitalSEG 1-TGQO2F-I0C8.htm h..
.......................................... P ...E..file.:/l/C.:/lUs.ers/hardz/D.esktop/V.-M%20RTAmp.cap.ital5EG1-T.
G.Q.0.2.F.-1.0.C8..h.tm 0...oce. B s E..file:///C:/Users
luser/Desktop/V-M%20RTAmpcapital5EG1-TGQO2F-I0C8.htm........ HTO oo 5..0...

8

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHAL: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 297

Entropy (8bit):  3.5463808523880833

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLKl:gWWWWWWWWWhbopXeLKI

MDS5: 746483DOFEBEDA6169B2CEB1EB3AOEF7

SHAL: 2304971D31B736FE61A32COE3CF8B5CC5232E101

SHA-256: 62CC0023396BC8ESDBB1B6C4AB4E46FD7CA314096BB07593033DF3DB7E869B77

SHA-512: 7F22DE5SE98DE8CIAFID2990BF4F4F792240A7A01F32318C63EDF2ACIB6661D8C49ABFFODC1AEBF0214607622451C187A551DDADCBC9248D726E829273D3BB6
A

Malicious: false

Preview:
5 f5ei f.5e s f5e i f5u i f5e il f5e il f.5e i f.5e s f.5e i LW Sgdaefkejpgkiemlaofp

almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.286890189643601

Encrypted: false

SSDEEP: 6:maXGF39+q2PWXp+N23iKKdK8aPrqlFUtBcKNIZmwPc4S9VkwOWXp+N23iKKdK8a4:k9+va5KKL3FUtINJ/q9V5f5KkQJ
MD5: 7AD6907EE319484FDA9D84F438224247

SHA1L: C2720B4382DCCB826637988C9CD6AOFFCFED70A8

SHA-256: 206D466D2D8BAD1314A56D65B6CEA292D482CE8B33C2AFCDC5D907DD57694E49

SHA-512: 91A509CA204887DE3F16BC6D934069CD54202425114133616E05E83B92C53FFAFFIC72B16491677BDD1BBAC85B4521E6498A4F3552853BE98FC1860A15D3BD3L
Malicious: false

Preview:

2021/11/25-10:58:31.679 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/11/25-1
0:58:31.681 1b4c Recovering log #3.2021/11/25-10:58:31.682 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.286890189643601

Encrypted: false

SSDEEP: 6:maXGF39+q2PWXp+N23iKKdK8aPrqlFUtBCKNIZmwPc4S9VkwOWXp+N23iKKdK8a4:k9+vasKkL3FUtfNJ/q9V5f5KkQJ
MDS5: 7AD6907EE319484FDA9D84F438224247

SHA1L: C2720B4382DCCB826637988C9CD6AOFFCFED70A8

SHA-256: 206D466D2D8BAD1314A56D65B6CEA292D482CE8B33C2AFCDC5D907DD57694E49

SHA-512: 91A509CA204887DE3F16BC6D934069CD54202425114133616E05E83B92C53FFAFFIC72B16491677BDD1BBAC85B4521E6498A4F3552853BE98FC1860A15D3BD3L
Malicious: false

Preview:

2021/11/25-10:58:31.679 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/11/25-1
0:58:31.681 1b4c Recovering log #3.2021/11/25-10:58:31.682 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1368

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 12:qWWWWWWWWWWWWwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwWwWWwWWWWWWWWWWWWWWWe:
MD5: 6C88FEEDEE47B405DCBB87ABEBC47027

SHA1L: C28BOEB68BAB44D7D6F514351A3BDFCD70A3941E

Copyright Joe Security LLC 2021 Page 16 of 55



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

SHA-256: 153DDD24CD5DBCA43DC2071DDF4BE156DCBF32FB3338A2815023358A9740F708

SHA-512: A78C7A534278ADF5D741C721D7109E0E421C3C43EFOE3E4265E9A9BASAECDBE1FC14268183CESCCA79523D1B1554AA29E708DF54023720D37929658359E242A
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.229666286049688

Encrypted: false

SSDEEP: 6:mahFIq2PWXp+N23iKKdK8NIFUtBKZmwP8OkwOWXp+N23iKKdK8+eLJ:xOva5KkpFULti/005f5KkagJ

MDS5: 3895F254703BD71D55A7987294452099

SHA1L: 06E269255BF100D6E5AC49092569FBF6EF95CB88

SHA-256: 6E99DDDCAC158260FAD10CDE6673AB00A8B5EC4638B3921053CC8679D3CF8CAL0

SHA-512: 74F45CB3ECC60F2072D3B71D2DA2FCAD617C3081AD8040A61E7471477A6249F60CABE12794EB2FE5691D0979DDC713EFA646F90C13205C51D42F06B20EAA9LF
Malicious: false

Preview:

2021/11/25-10:58:34.625 1acO Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/11/25-1
0:58:34.626 1ac0O Recovering log #3.2021/11/25-10:58:34.629 1ac0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldSD (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.229666286049688

Encrypted: false

SSDEEP: 6:mahFIg2PWXp+N23iKKdK8NIFUtBkKZmwP8OkwOWXp+N23iKKdK8+eLJ:xOva5KkpFUti/005f5KkgJd
MD5: 3895F254703BD71D55A7987294452099

SHA1L: 06E269255BF100D6E5AC49092569FBF6EF95CB88

SHA-256: 6E99DDDCAC158260FAD10CDE6673AB00A85EC4638B3921053CC8679D3CF8CAL0

SHA-512: 74F45CB3ECC60F2072D3B71D2DA2FCAD617C3081AD8040A61E7471477A6249F60CABE12794EB2FES5691D0979DDC713EFAG646F90C13205C51D42F06B20EAA9LE
Malicious: false

Preview:

2021/11/25-10:58:34.625 1acO Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/11/25-1
0:58:34.626 1ac0 Recovering log #3.2021/11/25-10:58:34.629 1ac0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.l0g .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
Size (bytes): 20480
Entropy (8bit):  1.0639878656929607
Encrypted: false
SSDEEP: 24:LLwxhOGY/I1IrWR1PmMCx9fZjsBX+T6UwcE85fBuj2DGIT5ftsaDcO0R4swwTnNGcO:yBmw6fU1zBcXAVEI90R4iGC50
MD5: 60B84144B6E006B074657A5F10647F9D
SHAL: FA831CB2BA085BA884B18A889300C9CACESE3346
SHA-256: 7023CD7DA3670DF975580EBFOFF8480AC8A71CA81A3C0B93B35690F7BD39744D
SHA-512: 75ACB75EE0679909E89B7F063C1701031AF94817A57FEBD61F8D53414E47E1353A65F9C089E004BE31CF8E72FEGS55DE2E72F5D86652FE097607FC6A826839CD7
Malicious: false
Preview:
SQLite format 3......@ ...veoieiiiiie Covoed Lo T T OO PSP T ST U P PP TRUPPPRTERPPN

....................................................................................................................................................................... s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped

Copyright Joe Security LLC 2021 Page 17 of 55



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

38

1.8784775129881184

false

3:FQXIXNQxIX:qTCT

51A2CBB807F5085530DEC18E45CB8569

7AD88CD3DE5844C7FC269C4500228A630016AB5B

1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

false

R T f5ii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.253099161349007

false
6:maQd+q2PWXp+N23iKKdK25+Xgx8chl+IFUtBykHZZmwPOVkwOWXp+N23iKKdK25N:Hva5KKkTXfchI3FUt/5/m5f5KkTXfch1d
2221A73FDE4F1467455EAA99D8D8852C

52DBE092E1C6E0B28BADEA962BEIBACE78247F3F
DB73FE07ABEDFB32A38183BA257119046442437E878F3104A383E9A3BBC1DDIC

541466262DA58EOEB62FFA483F3E2DB8FO0ASEC8758E4E9F749E0244AF83AF0C4BCA520547B7EC2516253053E376ECD27DEFDBBBB3EE938843FOFBSBE2DDBE
D8

false

2021/11/25-10:58:37.229 1a58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/11/25-10:58:37.231 1a58 Recovering log #3.2021/11/25-10:58:37.232 1a58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old _t (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.253099161349007

false
6:maQd+q2PWXp+N23iKKdK25+Xgx8chl+IFUtBykHZZmwPOVkwOWXp+N23iKKdK25N:Hva5KkTXfchI3FUt/5/m5f5KkTXfch1d
2221A73FDE4F1467455EAA99D8D8852C

52DBE092E1C6EOB28BADEA962BE9GACE78247F3F
DB73FE07ABEDFB32A38183BA257119046442437E878F3104A383E9A3BBC1DDIC

541466262DA58E0EB62FFA483F3E2DB8FO0ASEC8758E4E9F749E0244AF83AF0C4BCA520547B7EC2516253053E376ECD27DEFDBBBB3EE938843F0FB8BE2DDBE
D8

false

2021/11/25-10:58:37.229 1a58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/11/25-10:58:37.231 1a58 Recovering log #3.2021/11/25-10:58:37.232 1a58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.19381152719565

false

6:maQvUT+q2PWXp+N23iKKdK25+XuolFUtBQV+ZmwPQJINVKkwOWXp+N23iKKdK25+Xp:hqvaSKKTXY FUtQ+/k5f5KKTXHJ
06FC2FEFAF39FD83AFB10ADASE49BDAF

6C9CBCDC5B6011A9D9B0AD182249CF5330BD4630
D5F397B2A0DBE4300EEBO8A06F7709C06095C92123009ED01231C7C763F423CB
4E83CC690C0AF564A46F61178B5BDEFO19DF18AD100C96F7F157A376A8615A495FD55C1903159A1C24B4F9897ACCF2D5B084CC4D14753C2060CBC34845BDE7+

false

2021/11/25-10:58:37.220 1a58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/11/25-10:58:37.222 1a58 Recovering log #3.2021/11/25-10:58:37.223 1a58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.19381152719565

false
6:maQvUT+q2PWXp+N23iKKdK25+XuolFUtBQV+ZmwPQJINVkwOWXp+N23iKKdK25+Xp:hqvaSKKTXYFUtQ+/k5f5KKTXHJ
06FC2FEFAF39FD83AFB10ADASE49BDAF

6C9CBCDC5B6011A9D9B0OAD182249CF5330BD4630
D5F397B2A0DBE4300EEB0O8A06F7709C06095C92123009ED01231C7C763F423CB
4EB3CC690C0AF564A46F61178B5BDEF019DF18AD100C96F7F157A376A8615A495FD55C1903159A1C24B4F9897ACCF2D5B084CC4D14753C2060CBC34845BDE7+

false

2021/11/25-10:58:37.220 1a58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/11/25-10:58:37.222 1a58 Recovering log #3.2021/11/25-10:58:37.223 1a58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.218168459071336

false
6:maME+q2PWXp+N23iKKdKWT5g1ldgIFUtBX5ZmwP9kHNVKwOWXp+N23iKKdKWT5gZ:8Zva5Kkg5gSRFULI5/VKT5f5Kkg59S3e
DA4ABE73CB5A3739786C51A37FBD1108

1021E77295CB13E004417EC5A51B83F1FE615B50
E5F058495032CA78B56B705D679AADB883B90200E75430BD7AD708B7F569A618

22B7660D40AE6ACF1316E84B23FB484C1710CCBC40D79900D5AECC1B11D024D5DF6274613C44AE2881297EE8B818DC2E77799F242481DDB6B773C39E2D14EA
4

false

2021/11/25-10:58:37.150 1a58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/11
/25-10:58:37.152 1a58 Recovering log #3.2021/11/25-10:58:37.153 1a58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.olddlI (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.218168459071336

false
6:maME+q2PWXp+N23iKKdKWT5g11dglFUtBX5ZmwP9kHNVkwOWXp+N23iKKdKWT5gZ:8Zva5Kkg5gSRFUtI5/VKT5f5Kkg59S3e
DA4ABE73CB5A3739786C51A37FBD1108

1021E77295CB13E004417EC5A51B83F1FE615B50
E5F058495032CA78B56B705D679AADB883B90200E75430BD7AD708B7F569A618

22B7660D40AE6ACF1316E84B23FB484C1710CCBC40D79900D5AECC1B11D024D5DF6274613C44AE2881297EE8B818DC2E77799F242481DDB6B773C39E2D14EA
4

false

2021/11/25-10:58:37.150 1a58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/11
/25-10:58:37.152 1a58 Recovering log #3.2021/11/25-10:58:37.153 1a58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaultt\GPUCacheldata_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

270336

0.0018238520723782249

false

3:MsEIlIKEthXIIkI2ZEfIWK:/M/XT02zDK

8463E5CDOF4327F0E6E528D672C536C9
A2CA82A3FAOED37CBAB0CCACICB7EO3D61A9AE23
B470348F67D031DECC400EE6C1BD111079B04629ABDDB798C2AB37BD7ABEBE2D
C834C97914E11874511B5CCAD7515522F0483DABF15574A42ADB06BEEDBE659346480A9CEB76E4AD51069F276A5D1586131042609D5C5EE6AE09BB4EB662134
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GPUCacheldata_1
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 118784

Entropy (8bit):  0.48514223524162553

Encrypted: false

SSDEEP: 96:GYRgiU+bDoYysX0uhnydVjNIDLjGQLBE3ufl:GYiZ+bDo3irhnydVj3XBBE3ufl

MD5: 095A0E15565205D9C54DFO0E10E593F2

SHA1L: 1DB2ED7B601CA5A920584605FB0978F1C199B967

SHA-256: CB0D4CE3F2D8A789938A42B5DCC6191DFE21B4B8C6B3B3FC3EE89C4DABA19580

SHA-512: B49F9F30C4410630C992126266FB20274C12742FFC75F85AFA2A5BEB82AFBA8BB015029EFOCC424891681CAD4222CADBI5ESDBF6A7C2AD6C6DCFC5529AC30F7
A

Malicious: false

Preview:

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 800

Entropy (8bit):  5.395335725875572

Encrypted: false

SSDEEP: 24:mgnQQZT+CSnbly1f4HeBxDDY 78BJgskfa9yBDO3uzwjW/1F:mgnN5S5y1fQeBxDHUCW+W/r
MD5: DDA53985E8E670B6104D41BBO9E6FA947

SHA1L: 5FAOCA16ECF238B819518BF98DD54B74FC9A9403

SHA-256: 88036BODDDC1627D26B1225CECAS87EE894C246EDB82F837BC6850D6A2BEE30E
SHA-512: DFE6673A920EC2672AA36C78526D3646C1C3D943452668788BD1B164504766825F22064250D3D95C2AC7DEE19CFESEEF87BC8F52F7F98D121748D340BA2A8AT7I
Malicious: false

Preview:

PO PPN P [0 [UVUR | OPPPR ST L PO [V A Zoo Wit
ers/user/Desktop/V-M%20RTAmpcapital5SEG1-TGQO2F-I0C8.htm2.Microsoft | Login

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8720

Entropy (8bit):  0.3268532380473182

Encrypted: false

SSDEEP: 6:nllG94/fMt76YAQZVRtRex99pG/S+TqRAEZY4QZv8fOMCV:s4nMWQAIL9hBQZ8FOMW

MD5: 2F55F4C4B5C1767DBE7EB6A211A1837B

SHAL: ACD7EEASE33B91DFFD098465F76187A545826410

SHA-256: 18C96E3A858F1ED819F1CE4CAFD13EDE911CE6G5E0C51E05338EBAD541D301D2B

SHA-512: 436CB20EF054C1F1C3A3368FE40F871D998C9F878E8265ABF501E3BIC75A9B96EFA2AFE2F72142BD205A9BOCBAEFE487DD5FA3D2ED717548BD861E91FBI38E
A

Malicious: false

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Session( (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Session( (copy)
Size (bytes): 2193
Entropy (8bit):  3.4687748545568993

Encrypted: false
SSDEEP: 24:34S5PlIrlejtijHtcj/YBjmXJHtmLh1gj/orlr:34axstmHUAIM5HyhWQr
MDS5: B220B337F8BODCOB1193A733640D16A6
SHA1L: 4DAB4351BA71A48BF91FF1C6A882E3211D6BDB2A
SHA-256: AEC1084010A62F4A0D2E34C8B439F4F9C790DC877F6275914BD2F7CFD324B749
SHA-512: 66AEE646D241C3C65C480C57FECOD746D18250BEF4816061F7F693E4C7FAAC25111F95A6271067BF3F17F04B67C8E72F8EECACD4B97875E961248E3D60EC2FE
Malicious: false
Preview:
SNSS. .t e Lo $...3167a2fe_c4bd_4137_aa81_61a547b8el160.

E..file:///C:/Users/user/Desktop/V-M%20RTAmpcapital5SEG1-TGQO2F-IOC8.htm.. X
/l1.C.../I.Us.ers./h.ard.z/D.eskto.p./V.-M%.2.0.R.T.Am.p.caa.p.i.t.al5E.G.1.-T.
..E..file:/lIC:/Users

G.Q.0.2.F.-1.0.C.8...h.tm.... .0. .
/user/Desktop/V-M%20RTAmpcapital5SEG1-TGQO2F-I0C8.htm..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last TabsG (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false
SSDEEP: 3:3Dtn:3h
MD5: 0686D6159557E1162D04C44240103333
SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Preview:
SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit):  5.1342561305846095

Encrypted: false

SSDEEP: 6:maviq2PWXp+N23iKKdK8a2jMGIFUtBvqJZmwPvWszkwOWXp+N23iKKdK8a2jMmLJ:fiva5SKk8EFUtVK/XDz5f5Kk8bJ

MD5: DF2B31DA59A20AB38B4E1A7649BA1592

SHA1L: 5005BF9585D3FD7DD4502641AB307962481BBOF5

SHA-256: FC8900BB1F622C22250A020F6F549386DCESC3FE759E6FA93DD420661ECCDA7C

SHA-512: 437B0C1166ECE8D6644ECFFB0996ACBF362A913B497D8C61CB17E43B1E859C648C235D16601DB71BA6F73A4334A9D69AADEFOF4ASBF100DBFOF62D039AESBZ
97

Malicious: false

Preview:

2021/11/25-10:58:30.821 1acO Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
1/25-10:58:30.826 1ac0 Recovering log #3.2021/11/25-10:58:30.830 1lac0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG.old. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit):  5.1342561305846095

Encrypted: false

SSDEEP: 6:mavig2PWXp+N23iKKdK8a2jMGIFUtBvgJZmwPvWszkwOWXp+N23iKKdK8a2jMmLJ:fivaSKk8EFUtVK/XDz5f5Kk8bJ

MD5: DF2B31DA59A20AB38B4E1A7649BA1592

SHAL: 5005BF9585D3FD7DD4502641AB307962481BBOF5

SHA-256: FC8900BB1F622C22250A020F6F549386DCESC3FE759E6FA93DD420661ECCDA7C

SHA-512: 437B0C1166ECE8D6644ECFFB0996ACBF362A913B497D8C61CB17E43B1E859C648C235D16601DB71BA6F73A4334A9D69AADEFOF4A5BF100DBFOF62D039AESB?
97

Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG.old. (copy)

Preview:
2021/11/25-10:58:30.821 1ac0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
1/25-10:58:30.826 1lacO Recovering log #3.2021/11/25-10:58:30.830 1lacO Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\iNetwork Persistent State. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 4219

Entropy (8bit):  4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnslizMHpDCLsSWIMHLsSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MDS5: EDC4A4E22003A711AEF67FAED28DB603

SHA1L: 977E551B9ED5F60D018C030BOB4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
Malicious: false

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State90 (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2165

Entropy (8bit):  4.896822473666733

Encrypted: false

SSDEEP: 48:Y2TntwXGDH3qyvz5sq/ARs+Gst/sTRS7ss2cds6AMHOYhbD:JTnOXGDHa+zQ53S0kpGFhH
MD5: 632A0F6A3637FD5CDC91779C77457633

SHA1: 627D5E2A5CEO01A1B9A6127A82384D4E02C27B42D

SHA-256: 96ACCEB4F1B26C5652556C60B62506A69360E21B2972F5F2561A97FODBCD2C7C
SHA-512: 91D484A00541D02698402C5E6AE9C1FF54BCBEGOD74FB2696B2C057C06E8D646557DE2B676A137564AAFECT75714FCD709B7B55F752437BA907124530366CCF7+4
Malicious: false

Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://www.google.com","s

upports_spdy"“:true} {“isolation":[],"server":"https://ssl.gstatic.com”,"supports_spdy":true},{"isolation[],"server":"https://apis.google.com","supports_spdy":true},{“isolation":[

],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true},{"isolation™:[],"server":"https://www.g
oogleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},{"isolation":[],"server":"https://dns.google"
,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13284932314011136","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"ht

tps://ajax.googleapis.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13284932314023619","port":443,"protocol_str":

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit):  5.286188626865669

Encrypted: false

SSDEEP: 6:mahTMg2PWXp+N23iKKdKgXz4rRIFUtBHTZmwPJF8kwOWXp+N23iKKdKgXz48LJ: 1Mva5KkgXiuF Utk T9/Q5f5KkgX2J
MD5: 221D7F688C505EE273DE62C031E85890

SHAL: EDC151176D027C3E37389FDBE6G5B5F663B97CFOC

SHA-256: F3B9AG5338C5CFC72D82A7EOADAF048F65299D232470A62B032CB06121957162

SHA-512: 9218EC04393AA3D0OBFOAFF02512CD016E76AF5CO0EC342742951409E377F1C9BCEA341223CC1476466F6488D593942FC4C50A4196EAEAC12672D95D7C776D0E
Malicious: false

Preview:

2021/11/25-10:58:32.430 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
11/25-10:58:32.436 1b64 Recovering log #3.2021/11/25-10:58:32.439 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 334
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

5.286188626865669

false

6:mahTMg2PWXp+N23iKKdKgXz4rRIFUtBHT9ZmwPJF8kwOWXp+N23iKKdKgXz4q8LJ:1Mva5KkgXiuFUtxT9/Q5f5KkgX2J

221D7F688C505EE273DE62C031E85890

EDC151176D027C3E37389FDBE65B5F663B97CFOC

F3B9A65338C5CFC72D82A7TEOADAF048F65299D232470A62B032CB06121957162
9218EC04393AA3DOBFOAFF02512CD0O16E76AF5CO0EC342742951409E377F1CI9BCEA341223CC1476466F6488D593942FCA4C50A4196EAEAC12672D95D7C776D0E

false

2021/11/25-10:58:32.430 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
11/25-10:58:32.436 1b64 Recovering log #3.2021/11/25-10:58:32.439 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4954

4.959886235283649

false

96:n/C0e0Rz9pcKIHok0JCKL8vbOTceO1Vuwn:n/C099pc44KCpD
6BF2365D7413B7FBFCDCA40908C7F6A6
525FEE949E7B3C2174AFOCBFB6A81542E181B30B
945688EA346E5A74F278B1F1BBA03A204E05C8FDFD8FF88B09CIBBB2A4E40BFA
D336BAA0BCBE827932E4923FCF067C08E6F4E17C573090D0A0D3DF9072EFC8DAF55EF3CFCABI700340A2C41FC6D72422698BE142BA079368110C9A94825A3E~

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282340311580437","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

36864

1.0263449084278993

false
48:TUIopK2rJNVr1GImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUI1cEBJInbdhnZtT:wlEIWQF8mpcSasibDobKODKbFED
3C1D34C3969715D9353B867924912E62

8BB62AC062FACE748772CCE800A2608B78A7559D
6B7F92B7B5B495BE4759EED03307B78117E0F828119B6B319C0A3E9BBO7A5A8F

76FA851562C92D8FAC206CDAF9F043EE970F91E4A3DB5530AD5B37FB13445E772BD7F6FACAS5D1788DA36BD01120DC23ECBF7820DAFD25590DDEFC7D392177!
49

false

SQLite format 3......@ ..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16635

5.578773899127306

false

384:akL1tdLIFXX91kXqKf/pUZNCgVLH2HfDKLrUSrEU54L8: XtLI191kXqKf/[pUZNCgVLH2HfYLrUaAP
62110BE13E3C98F573284F06CBEGDGA9

3COCF39D32222CB9F60D731848380E1E478CECAE
E3E2392DF38A8568A532AAFC53C20AA55E3820B5AB359352D3D1E115890D11F3

9B7FDB67C817DFB488FABC1A858E7BCAFAS1EA098145BC3A6C6924D23C1EB367982398AEB6876FEFCO1BAAAOBES76204D346E2DC10491F8CBD7DD89A30ELE
BDA

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282340310805070","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

308

2.564952422771833

false

4E7982B86B3D7D916B7722AA3B3F0669
CE4E874903CB71D9012CC7654CA7A6BASE4AF7EFD
CBEE1100A2C9ADDA47776B7E416B58A809F6FEBIFE458BEF8185B0C176B5DB340

C4DDA8B36E90A327061DAB901730F47FC23CCA129B02A157F1EDOC566A1D6DDDF272A4E74D3ACBF14EB3A7FAC0820387A584DBIE19CA299724ED7F3030F89!
BB

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.1532763595219695

false
6:maQq2PWXp+N23iKKdKrQMxIFUtBOZmwPikwOWXp+N23iKKdKrQMFLJ:Ava5KkCFUtc/65f5Kkt]
865291AB4025235A3D940CB9DD47E10F

4166908D9E011C76D64494FE861EAEGDA4645A80F
E98A4ACO7B7E4761EC4377FBF792D9A627467E33E1960C437000E57E66DD68E2
934BDD3D32EB5FC22655E90AEA83A7C549D5D2DFFB025FE9B7C6E164D3F5039970848A7E91FD68A4526E4976AB78A718057D8C0A3111CC147F22BE63E4E38F€

false

2021/11/25-10:58:31.398 1acO Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/11/25-1
0:58:31.399 1ac0 Recovering log #3.2021/11/25-10:58:31.399 1ac0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.1532763595219695

false
6:maQq2PWXp+N23iKKdKrQMxIFUtBOZmwPikwOWXp+N23iKKdKrQMFLJ:Ava5KkCFUtc/65f5Kkt]
865291AB4025235A3D940CB9DD47E10F

4166908D9E011C76D64494FE861EAEG6DA645A80F
E98A4ACO7B7EA4761ECA377FBF792D9A627467E33E1960C437000E57E66DD68E2
934BDD3D32EB5FC22655E90AEA83A7C549D5D2DFFB025FE9B7C6E164D3F5039970848A7E91FD68A4526E4976AB78A718057D8C0A3111CC147F22BE6G3E4E38F€

false

2021/11/25-10:58:31.398 1ac0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/11/25-1
0:58:31.399 1ac0 Recovering log #3.2021/11/25-10:58:31.399 1ac0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

348

5.154984834499117
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false
6:mavUQ34q2PWXp+N23iKKdK7Uh2ghZIFUtBv8JZmwPVRErDkwOWXp+N23iKKdK7UT:fUQ34va5KklhHh2FUtV8J/XR8D5f5Kks
93244BOATEF222E64731895A161BF3AB

81F9538DB09AF04BFCICAD02361D19BB3F1A2AD7
E2B5D616C7916325F17D85006631BB982C4FEA14D077A8F07A70E85AC4260205

36CE073C589AC6AEE9FOCOCC2FOF16FD6256DC61A6797F60EOA09EAS574A8BCEOEF1E3AD203E9CE1443B68D6CD081B4A89C4A07414A5AEOBBB674B6D18763!
C1

false

2021/11/25-10:58:30.815 1ab4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/11/25-10:58:30.823 1ab4 Recovering log #3.2021/11/25-10:58:30.825 1ab4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

348

5.154984834499117

false
6:mavUQ34q2PWXp+N23iKKdK7Uh2ghZIFUtBv8JZmwPVRErDkwOWXp+N23iKKdK7UT:fUQ34va5KklhHh2FUtV8J/XR8D5f5Kks
93244BOA7EF222E64731895A161BF3AB

81F9538DB09AF04BFCICAD02361D19BB3F1A2AD7
E2B5D616C7916325F17D85006631BB982C4FEA14D077A8F07A70E85AC4260205

36CE073C589AC6AEE9FOCOCC2FOF16FD6256DC61A6797F60EOA09EAS574A8BCEOEF1E3AD203E9CE1443B68D6CD081B4A89C4A07414A5AE9BBB674B6D18763!
C1

false

2021/11/25-10:58:30.815 1ab4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/11/25-10:58:30.823 1lab4 Recovering log #3.2021/11/25-10:58:30.825 lab4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\82607a3f-5cb0-46f1-9026-71b61e2

079e0.tmp
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

420

4.985305467053914

false
6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpqQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsBdLJIlyH7E4f3K33y
C401B619D9DBEOADABC25A47EE49CFBA

C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA
8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6GD4B3CB82F
BC12F16CB95CBOAD708C6BBDO0SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIIKEthXIIkI2zE:/M/XT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEEDAABE958265237D6EOAACF35A9EDE7A2E8898|
58

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.25409668336513

Encrypted: false

SSDEEP: 6:mau0y9+q2PWXp+N23iKKdKusNpV/2jMGIFUtBQSIZmwPoN9VKkwOWXp+N23iKKdKK:19+va5KkFFUtCSJ/COV5f5KkOJ

MDS5: 05DFABC4C8C75E109FF573BB3FF10369

SHAL: 14C333DCE2BFD63C88C26AF3034AE2EDIA3D797A

SHA-256: 698383AEFOD6F2D786FA0DIC41EA02493291FBE0016845305D182308A71D07CB

SHA-512: CCE4A136613A49C68093D2FD27096FF3CDC533EC755A34F8F921103C0D7A4190D0BB57FCOF63C7B3610571588FFFDF45A5D5DFA57A33A04182BF15CFC5ABLD!
Malicious: false

Preview:

2021/11/25-10:58:31.608 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/11/25-10:58:31.610 1b4c Recovering log #3.2021/11/25-10:58:31.611 1b4c Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiLocal Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagel\leveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.25409668336513

Encrypted: false

SSDEEP: 6:maU0y9+q2PWXp+N23iKKdKusNpV/2jMGIFUtBQSIZmwPoN9VkwOWXp+N23iKKdKK:19+va5KkFFUtCSJ/CIV5f5KkOJI
MD5: 05DFABC4C8C75E109FF573BB3FF10369

SHAL: 14C333DCE2BFD63C88C26AF3034AE2EDIA3D797A

SHA-256: 698383AEFOD6F2D786FAOD9C41EA02493291FBE0016845305D182308A71D07CB

SHA-512: CCE4A136613A49C68093D2FD27096FF3CDC533EC755A34F8F921103C0D7A4190D0BB57FCOF63C7B3610571588FFFDFA5A5D5DFA57A33A04182BF15CFC5AB1D,
Malicious: false

Preview:

2021/11/25-10:58:31.608 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdijnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/11/25-10:58:31.610 1b4c Recovering log #3.2021/11/25-10:58:31.611 1b4c Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4AR8HLI2AVQBR70S7PMVKJIW1K3Ky: YHO8sdBsB6MAsBdLJIlyH7E4f3K33y
MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"AG"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.285461532425289
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

SSDEEP: 6:maYAVq2PWXp+N23iKKdKusNpgz4rRIFUtBjCAgZmwPIdAIkwOWXp+N23iKKdKusX:dVva5KkmiuFUt1Dg/FISf5Kkm2J

MDS5: D241C4A14C7472C6D859711ADCBICEEL

SHA1L: A2BB2E4EC4B471CF6C3ABB421684D5CC97B169DE

SHA-256: D2006C5A5EF72FFD1D4046C2EF1B2071DCF3D6D94F22E5CDICDE6G3BCF481B7DB

SHA-512: 9FF339816AE747358B08E10E19698EA0423ED6339E729110BEB801E4AC35A677D8ABIELIBA265F16072277118D54BA97F76BE613F68B54A520C3184389A9AB245
Malicious: false

Preview:

2021/11/25-10:58:32.408 1b44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/11/25-10:58:32.415 1b44 Recovering log #3.2021/11/25-10:58:32.422 1b44 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.oldtn
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.285461532425289

Encrypted: false

SSDEEP: 6:maYAVq2PWXp+N23iKKdKusNpgz4rRIFUtBjCAgZmwPIdAIkwOWXp+N23iKKdKusX:dVva5KkmiuFUt1Dg/FISf5Kkm2J

MDS5: D241C4A14C7472C6D859711ADCBICEEL

SHAL: A2BB2E4EC4B471CF6C3ABB421684D5CC97B169DE

SHA-256: D2006C5A5EF72FFD1D4046C2EF1B2071DCF3D6D94F22E5CDICDE6G3BCF481B7DB

SHA-512: 9FF339816AE747358B08E10E19698EA0423ED6339E729110BEB801E4AC35A677D8ABIELIBA265F16072277118D54BA97F76BE613F68B54A520C3184389A9AB245
Malicious: false

Preview:

2021/11/25-10:58:32.408 1b44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/11/25-10:58:32.415 1b44 Recovering log #3.2021/11/25-10:58:32.422 1b44 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUILIASEGhTFIjl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1L: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDA84135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351FIF4EE
67

Malicious: false

Preview:
o version.l..namespace-..&f................. 11 T

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.309009574341842

Encrypted: false

SSDEEP: 6:mabUIg2PWXp+N23iKKdKusNpZQMxIFUtBp5ZmwPLPkwOWXp+N23iKKdKusNpZQMT:rUlva5KkMFUt/5/TP5f5KKTJ

MD5: 96FD7E7078FBB7AC43A385139FB1D6C2

SHAL: 6FC3F14E382551D7C019C79444FD3372E74076E2

SHA-256: CCOF3E8B94AC140F4A5529F704DCA3636C8E64A979B34250BBC02FA9EF3A5387

SHA-512: D31B936B3D13CD57903901D3E27B5D3BEE27EB341FF633BEEBD850B253E963F577FC52AA15F3B1CF9C947D78B3FADBEFCO0ESAE86DECDD24C71C37580D3DE
icB

Malicious: false

Preview:

2021/11/25-10:58:48.708 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/11/25-10:58:48.709 1b64 Recovering log #3.2021/11/25-10:58:48.710 1b64 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG.old (copy)
File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.309009574341842

Encrypted: false

SSDEEP: 6:mabUIq2PWXp+N23iKKdKusNpZQMxIFUtBp5ZmwPLPkwOWXp+N23iKKdKusNpZQMT:rUlvas5KkMFUt/5/TP5f5KKTJ

MDS5: 96FD7E7078FBB7AC43A385139FB1D6C2

SHAL: 6FC3F14E382551D7C019C79444FD3372E74076E2

SHA-256: CCOF3E8B94AC140F4A5529F704DCA3636C8E64A979B34250BBCO2FA9EF3A5387

SHA-512: D31B936B3D13CD57903901D3E27B5D3BEE27EB341FF633BEEBD850B253E963F577FC52AA15F3B1CFIC947D78B3F4DBEFCO0ESBAE86DECDD24C71C37580D3DE
1CB

Malicious: false

Preview:

2021/11/25-10:58:48.708 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/11/25-10:58:48.709 1b64 Recovering log #3.2021/11/25-10:58:48.710 1b64 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 160

Entropy (8bit):  3.0217164415295743

Encrypted: false
SSDEEP: 3:sLollttz6sjIGXU2tk0IkGgGgGgGgGg:qolXtWswXU2tkEtttt
MD5: DE92AD90BE6D3364745B2F73F4C3CF73
SHAL: 9158681463BD30E5AF4DDA4BAAC81F93CEDBDAT77
SHA-256: 0025A3E0D3B834401B3B5F820E1991EF7E810D9A4B8B6B579E6301C94E7031A0
SHA-512: 9E81CEFC195439439F4B23EE7696309D7BC3C08E5B444D2ABDE26D2F12B2D3BCFD124FBOA2D40C6389E9F787741676FAD366A2E9982674E7B931028C014D8AT
Malicious: false
Preview:
JO0 1 DU _mts_schema_descriptor.....F.................. Foiiiei Froiiieees Foiieees Foiiies Foiiiine

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit):  5.193581205114777

Encrypted: false

SSDEEP: 6:mavcuAgq2PWXp+N23iKKdKplFUtBVREBZmwPvtkwOWXp+N23iKKdKa/WLJ:fuva5KkmFUtVRg/Xt5f5KkaUJd
MD5: E2D0B66978A965096CF551A46C49B2DA

SHA1L: E3B46AC3155D37ED623584D6263155DA20039168

SHA-256: 5DBAB45353B1325164BB9SAEAE76FDA14645F198130B9D13C0067287EC2A4BF9

SHA-512: EC3C6D0B47C70A572AED84B30435780AEC08C651EA65B768D485B150BDF711EA637C0782CC0B4B8D82F2C26EA2F2DB98378F87F4A71A19C674109F722641733
Malicious: false

Preview:

2021/11/25-10:58:30.820 1ab0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/11/25-
10:58:30.825 1ab0 Recovering log #3.2021/11/25-10:58:30.828 1ab0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit):  5.193581205114777

Encrypted: false

SSDEEP: 6:mavcuAq2PWXp+N23iKKdKplFUtBVREBZmwPvtkwOWXp+N23iKKdKa/WLJ:fuva5KkmFUtVRg/Xt5f5KkaUJ
MD5: E2D0B66978A965096CF551A46C49B2DA

SHAL: E3B46AC3155D37ED623584D6263155DA20039168

SHA-256: 5DBAB45353B1325164BB9SAEAE76FDA14645F198130B9D13C0067287EC2A4BF9

SHA-512: EC3C6D0B47C70A572AED84B30435780AEC08C651EAG5B768D485B150BDF711EA637C0782CC0OB4B8D82F2C26EA2F2DB98378F87F4A71A19C674109F722641733
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old.. (copy)

Preview:

2021/11/25-10:58:30.820 1ab0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/11/25-
10:58:30.825 1ab0 Recovering log #3.2021/11/25-10:58:30.828 1ab0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

131072

0.0033616753448762224

false

3:ImtVuXe6v+T/er/:liVuZ+qj

47979C82AE74AA6806A85816F43295AB
4680FF0470FBBAEB6846FA3169D2B7FC4D31318B
928A6569FB3BCE4C305E22BB5C031C98EA2C40B07F487CBE3EC35A3E674EDAEF
D054793F182C98C5749DDA2841551B9A081AE2C0B403027EE28746FB02285F954D843005452ED67FF314843F9094EB3D60D6ES4EAFCOE47D12FA2C0890B321E4

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\bbd0fc60-3f58-4ccf-8445-7017e37fbcb0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnslizMHpDCLsSWIMHLsSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1DA53
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4ADFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:

false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str*:"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\bdce900e-343b-459f-b123-14b386cf10d8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16635

5.578773899127306

false

384:akL1tdLIFXX91kXqKf/pUZNCgVLH2HfDKLrUSrEU54L8: XtLI191kXgKf/[pUZNCgVLH2HfYLrUaAP
62110BE13E3C98F573284F06CBEGDGA9

3COCF39D32222CB9F60D731848380E1E478CECAE
E3E2392DF38A8568A532AAFC53C20AA55E3820B5AB359352D3D1E115890D11F3

9B7FDB67C817DFB488FABC1A858E7BCAFAS51EA098145BC3A6C6924D23C1EB367982398AEB6876FEFCO1BAAAOBES76204D346E2DC10491F8CBD7DD89A30ELE
BDA

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282340310805070","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1qgIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//IRv:1gIF

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.491615023075265

false
3:tUKMUWpPAF3JZmwv2xUWINBAJOV8txUWiHd4hAJOWGV:mauFZZmwPFDVVIK|jtv
B5419FC84DABDBE609222CEA67355505
58896782099F2F078AFE44CF6E0352D3F9B4EELE
1899293633D0FD676CO9EA8502699FD30BF50CD3BDC71DCE484C3845DD1BE2B9
AB9901FE5A5C1F1332902239F431B8D077C84009779A89F6ED6EBAE7FI3B55FC260E247B006CF6335F78AC36CICOF11EA06CF2F89CASECEC2627F80B839081809

false

2021/11/25-10:58:36.783 1a58 Recovering log #3.2021/11/25-10:58:37.037 1a58 Delete type=0 #3.2021/11/25-10:58:37.038 1a58 Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.491615023075265

false
3:tUKMUWpPAF3JZmwv2xUWINBAJOV8txUWiHd4hAJOWGvV:mauFZZmwPFDVViK|jtv
B5419FC84DA8BDBE609222CEA67355505
58896782099F2F078AFE44CF6E0352D3F9B4EELE
1899293633D0FD676C09EA8502699FD30BF50CD3BDC71DCE484C3845DD1BE2B9
AB9901FE5A5C1F1332902239F431B8D077C84009779A89F6EDGSAE7FI3B55FC260E247B006CF6335F78AC36C9COF11EA06CF2F89CASECEC2627F80B839081809

false

2021/11/25-10:58:36.783 1a58 Recovering log #3.2021/11/25-10:58:37.037 1a58 Delete type=0 #3.2021/11/25-10:58:37.038 1a58 Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_ leveldb\MANIFEST-000004

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

File Type: MPEG-4 LOAS
Category: dropped
Size (bytes): 50

Entropy (8bit):  5.028758439731456

Encrypted: false

SSDEEP: 3:Ukk/vxQRDKIVmt+8jzn:007t8n

MDS5: 031D6D1E28FE41A9BDCBD8A21DA92DF1

SHA1L: 38CEE81CB035A60A23D6E045E5D72116F2A58683

SHA-256: B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

SHA-512: E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1A5BDD7261F0FD1FCDF4DF1A173EFAE159EE1DE8125E54EFEE488A1220CES5AF
04

Malicious: false

Preview:

Vo leveldb.BytewiseComparator.. #...........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\fb8c3893-69ed-43dd-a218-84ac4cc00525.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 4927

Entropy (8bit):  4.954304981294858

Encrypted: false

SSDEEP: 96:n/C0e0Fz9pcKIHok0JCKL8VbOTceO1Vuwn:n/C059pc44KApD

MD5: A4A57C84910CADAFOE7BA55F39303742

SHA1L: 2A65E9BB51A51C326C130B2AF1C1E46F9BDEID1A

SHA-256: 7CAB18E714AA92B7D57A000B19960AABOE1FAGBI286EC17CAO54EE37BIF2ESDE

SHA-512: FF6AE97720A0B7FC74EA085D9C696110D1EFF774BOE9CD18B4A996E8F0327A06C47498EDC7BIEB3993294ED6D4627E35BCIAD78D1F7F2E76BA721FBCAA3A07
9

Malicious: false

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282340311580437","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 338

Entropy (8bit):  5.272602424845795

Encrypted: false

SSDEEP: 6:maprg2PWXp+N23iKKdKfrzAdIFUtBnuZZmwPy8kwOWXp+N23iKKdKfrzILJ:Zrva5Kk9FUt8/b5f5Kk2J
MD5: 91F21B8EC72F88785F80821230B9FD94

SHA1L: 1965B14628E1CEA1D5AFC764178D16893F3CC5DB

SHA-256: 9443DF5D97D88308D8AD5DODEBD466DA29EOAF997EEBA34DA23978C82B5426A1

SHA-512: 5982271342F6BCE4C4CB010A4E7103E8B8129ACAC4C13970DDD7455B2C23CA32A4EDD1F278042857CFE8A6688245673C65B56578675EBC412E1AE065B72EDF:
Malicious: false

Preview:

2021/11/25-10:58:37.306 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/11/25-10:58:37.308 1b64 Recovering log #3.2021/11/25-10:58:37.309 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared proto_db\metadata\LOG.oldio (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 338

Entropy (8bit): 5.272602424845795

Encrypted: false

SSDEEP: 6:maprq2PWXp+N23iKKdKfrzAdIFUtBnuZZmwPy8kwOWXp+N23iKKdKfrzILJ:Zrva5Kk9FUt8/b5f5Kk2J
MD5: 91F21B8EC72F88785F80821230B9FD94

SHAL: 1965B14628E1CEA1D5AFC764178D16893F3CC5DB

SHA-256: 9443DF5D97D88308D8AD5DODE8SD466DA29EO0AF997EEBA34DA23978C82B5426A1

SHA-512: 5982271342F6BCE4C4CB010A4E7103E8B8129ACAC4C13970DDD7455B2C23CA32A4EDD1F278042857CFE8AG688245673C65B56578675EBC412E1AE065B72EDFE
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared proto_db\metadata\LOG.oldio (copy)

Preview:

2021/11/25-10:58:37.306 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/11/25-10:58:37.308 1b64 Recovering log #3.2021/11/25-10:58:37.309 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrJ51dQxI7aXVdJiG6RORIALtbdIrnQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

C..\.P.r.o.gra.m. .File.ss\G.0.0.gle\Chromel\Ap.p.licatio.nlchrom.e..ex.e.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4!

false

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLocal State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

195827

6.075249797519536

false
3072:SOKwW3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGIFJFcbXaflBOU1GOJmMASiuRM:1yC1/E0Yo051leGIBagfllUO0SiuRM
7BE32D66F55EA643C61443D6C1B8CASC

11436862EC4C65A61C10079C2FCE6118D5F1A909
AB9305C3E3F35DEB599D2C2207B1E350015735F1EDC322EAF83316FE42BAC9A9
96A89790E62325201639CDB16A678D3891B56DD58EE315B6ESCF834DAAABAB65DBE6D49B3447E8158F97040DDA3F37E1736698A9E55343A1E9A940D9BCF30B26:

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.637866713338567e+12,"network":1.637834314e+12,"ticks":136306523.0,"uncertainty":3946798.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)Lg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4IXAsdfljw4oXIE4R7IOAAAABIt36FChftMOb7EtaPWIBXRX5Y 944rq1WsGWCcOPFyX0ajfBL3GXBUhMXghJbDGh5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799819495"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ShaderCache\GPUCacheldata 1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

270336

0.0018238520723782249

false

3:MsEIIKEthXIIkI2zEfIIIKI:/M/xT022JI
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C:\Users\user\AppData\Local\Google\Chrome\User Data\ShaderCache\GPUCacheldata 1

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C8985976748B2F709AB70C73ESEB7265

643A18E21021B80FFE8S80BAS80EE984D50D0D90D7

E86AE54850A4F9F5835F9BBD166B2B93E4FEB8D33AF233A3E7727E2A1FB8D8YE
F3B75DB3855A2F1746114F21057D3AD98B0C671B79BED1399C716E72F18591538DA66522E7932170D19B669F700862ACE16FA46A331D6750F5C7071998E17354

false

C:\Users\luser\AppData\Local\Google\Chrome\User Datala74ee4c5-48e8-49c3-a52b-41048d86aa2f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

195579

6.074763002205096

false
3072:pQXKwW3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGIFIFchXaflBOU1GOJmA3iuRM:CXyC1/E0Yo051leGIBagfllUO0SiuRM
B659B16DCBAC83DAB399B2626D4D3740

523E56F8599189A9C97716FD42547EFF7EFB34AE
E44140348D14A4EC8DIBEAIE040168C12A937D2045092FE6B12A1BC4CBIESS2E

B6E52BB9D67ECB927D6E1755F633A4D33A5F6E9BCBBCDEFS8EDS5199C9FDB3FD1295766CBEE024CBE4913057C793AA40E6B8A1AF31E29DBF4D28538C131495F
DOC

false

{"browser":{"last_redirect_origin shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.637866713338567e+12,"network":1.637834314e+12,"ticks":136306523.0,"uncertainty":3946798.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAG|LA1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljiw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXO0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\c5d5fd60-c7f9-4f90-b4ac-644df746f34a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

195579

6.074763002205096

false
3072:pQXKw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGIFJFchXaflBOULGOImMA3iuRM:CXyC1/E0Y051leGIBagfllUO0SiuRM
B659B16DC8AC83DAB399B2626D4D3740

523E56F8599189A9C97716FD42547EFF7EFB34AE
E44140348D14A4EC8DIBEAIE040168C12A937D2045092FE6B12A1BC4CB9ESS2E

B6E52BBID67ECB927D6E1755F633A4D33A5F6E9BCBBCDEFSED5199C9FDB3FD1295766CBEE024CBE4913057C793AA40E6B8A1AF31E29DBF4D28538C131495F
DOC

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.637866713338567e+12,"network":1.637834314e+12,"ticks":136306523.0,"uncertainty":3946798.0}},"0s_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGILA1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JiDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw40XIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:

MD5:

HTML document, ASCII text, with very long lines, with
no line terminators

2.9030632278992416

e HyperText Markup Language (13008/1) 61.90%
e HTML Application (8008/1) 38.10%

V-M RTAmpcapital5SEG1-TGQO2F-I0C8.htm
74041
b15f20ad4752ada34f656225c8ec9e00
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General

SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Nov 25, 2021 10:58:33.902223110 CET

Nov 25, 2021 10:58:33.903264999 CET

Nov 25, 2021 10:58:33.905543089 CET

Nov 25, 2021 10:58:33.906116962 CET

Nov 25, 2021 10:58:33.950956106 CET

Nov 25, 2021 10:58:34.371965885 CET

Nov 25, 2021 10:58:34.399614096 CET

Nov 25, 2021 10:58:34.406006098 CET

DNS Answers

Timestamp

Nov 25, 2021
10:58:33.922823906
CET

Nov 25, 2021
10:58:33.924691916
CET

Nov 25, 2021
10:58:33.927912951
CET

Nov 25, 2021
10:58:33.927912951
CET

Nov 25, 2021
10:58:33.930696011
CET

Nov 25, 2021
10:58:33.930696011
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Source IP

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID
0x969e

ox7fof

Oxcled

Oxcled

0x976e

0x976e

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
0x976e Standard query
)
0x969e Standard query
)
0ox7fof Standard query
)
Oxcled Standard query
)
0x664d Standard query
)
0xfadc Standard query
)
0x237a Standard query
)
0x2604 Standard query
(©)
Name CName
accounts.g
oogle.com

code.jgquery.com cds.s5x3j6q5.hwcdn.net

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

clients2.g
oogle.com

clients.l.google.com

clients.|.
google.com

de2256499ceac7b8ff0023c618ff5d79131fd6a7

f01981448b850021d3e8db0ec024063cf992b165b51f15f
c9c2616a25bbde9bb

add42bfc86f76eaed6afa6612b9318b5d49a272ccc944f7
8flc5dae3c6995c273d27942e6fb473a3898cabffef23296
ed6898051eb613a9ffe458006133a9ae9

192:ATsu7jpQWcJePLjlvRGK1rfgXZhPrKgRUhIUzGmul
/5CaygTOMKPHAV7Y6IBuXB8:ATsqHOakUMCAEMPX

<script>var _0xc70e=["","split","0123456789abcdefghijkI
mnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXY

Z+[""slice”,"indexOf",","™","." "pow","reduce","reverse","0
"];function _0xe79c(d,e,f){var g=_0xc70e[2][_0xc70e[1]](

_0xc70e[0]);var h=g[_0xc70e[3]](0,e);var i=g[

Name Type Class
clients2.g A (IP address) IN (0x0001)
oogle.com
accounts.g A (IP address) IN (0x0001)
oogle.com
code.jquery.com A (IP address) IN (0x0001)
maxcdn.boo A (IP address) IN (0x0001)
tstrapcdn.com
use.fontaw A (IP address) IN (0x0001)
esome.com
cdnjs.clou A (IP address) IN (0x0001)
dflare.com
aadcdn.msf A (IP address) IN (0x0001)
tauth.net
aadcdn.msa A (IP address) IN (0x0001)
uth.net
Address Type Class
172.217.168.45 A (IP address)  IN (0x0001)
CNAME IN (0x0001)
(Canonical
name)
104.18.10.207  A(IP address)  IN (0x0001)
104.18.11.207 A (IP address)  IN (0x0001)
CNAME IN (0x0001)
(Canonical
name)
142.250.203.110 A (IP address)  IN (0x0001)
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Timestamp Source IP Dest IP

Nov 25, 2021 8.8.8.8 192.168.2.3
10:58:33.972281933
CET

Nov 25, 2021 8.8.8.8 192.168.2.3
10:58:34.321228027
CET

Nov 25, 2021 8.8.8.8 192.168.2.3
10:58:34.391746044
CET

Nov 25, 2021 8.8.8.8 192.168.2.3
10:58:34.391746044
CET

Nov 25, 2021 8.8.8.8 192.168.2.3
10:58:34.419497013
CET

Nov 25, 2021 8.8.8.8 192.168.2.3
10:58:34.419497013
CET

Nov 25, 2021 8.8.8.8 192.168.2.3
10:58:34.433387041
CET

HTTP Request Dependency Graph

e accounts.google.com

e clients2.google.com

e maxcdn.bootstrapcdn.com

e cdnjs.cloudflare.com

e aadcdn.msftauth.net

HTTPS Proxied Packets

Trans ID

0x664d

0x692a

0xfodc

0xfodc

0x237a

0x237a

0x2604

Session ID Source IP Source Port

0 192.168.2.3 49742

kBytes

Timestamp transferred Direction

2021-11-25 09:58:34 UTC 0 ouT

2021-11-25 09:58:34 UTC 0 ouT

Copyright Joe Security LLC 2021

Reply Code Name CName Address
No error (0) use.fontaw use.fontawesome.com.cd
esome.com n.cloudflare.net
No error (0) gstaticads 172.217.168.3

sl.l.google.com

No error (0) cdnjs.clou 104.16.19.94
dflare.com

No error (0) cdnjs.clou 104.16.18.94
dflare.com

No error (0) aadcdn.msf ¢s1100.wpc.omegacdn.n
tauth.net et

No error (0) €s1100.wpc 152.199.23.37

.omegacdn.net

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

No error (0) aadcdn.msa aadcdnoriginwus2.azuree CNAME
uth.net dge.net (Canonical
name)
Destination IP  Destination Port Process
172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121

Safari/537.36

Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Data Raw: 20

Data Ascii:
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kBytes
Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 94 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 25 Nov 2021 09:58:34 GMT
Strict-Transport-Security: max-age=31536000
Content-Security-Policy: script-src ‘report-sample’ 'nonce-k/PG/MLFb4Vt33It1sEtHg' 'unsafe-inline';object-src 'none’;base-
uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-k/PG/MLFb4Vt33It1sEtHg' 'self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
Icspreport
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy: same-origin
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-25 09:58:34 UTC 95 IN Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]
2021-11-25 09:58:34 UTC 95 IN Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0
Session ID Source IP Source Port Destination IP  Destination Port Process
1 192.168.2.3 49744 142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe
kBytes
Timestamp transferred Direction Data
2021-11-25 09:58:34 UTC 0 ouT GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=

&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

2021-11-25 09:58:34 UTC 60 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src ‘report-sample’ ‘'nonce-L977Hrv+yowfaWwGmPeg/A' ‘unsafe-inline’ 'strict-dynamic' https:
http:;object-src ‘none';base-uri ‘self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 25 Nov 2021 09:58:34 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5442
X-Daystart: 7114
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-25 09:58:34 UTC 60 IN Data Raw: 35 31 64 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
72766572 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 34 32
222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 37 31 31 34 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 6e 6d
6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74 3d 22
31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 20
Data Ascii: 51d<?xml version="1.0" encoding="UTF-8"?><gupdate xmlIns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5442" elapsed_seconds="7114"/><app appid="nmmhkkegccagdldg
iimedpiccmgmieda" cohort="1::" cohortname=""
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kBytes
Timestamp transferred

2021-11-25 09:58:34 UTC 61

2021-11-25 09:58:34 UTC 62

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

2021-11-25 09:58:34 UTC 1

2021-11-25 09:58:34 UTC 1

2021-11-25 09:58:34 UTC 2

2021-11-25 09:58:34 UTC 3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49743

Direction

ouT

Data

Data Raw: 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20 66 70
3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31 37
3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73 68 61
32 3536 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31
37 3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65 63 74
65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73 69 6f
6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 70 20

Data Ascii: kkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5450
122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" pro
tected="0" size="248531" status="ok" version="1.0.0.6"/></app><app

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /bootstrap/4.0.0/css/bootstrap.min.css HTTP/1.1
Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: null

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: style

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 09:58:34 GMT

Content-Type: text/css; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000

Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT

CDN-CachedAt: 08/11/2021 06:00:03

CDN-EdgeStorageld: 756

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

timing-allow-origin: *

cross-origin-resource-policy: cross-origin

X-Content-Type-Options: nosniff

CDN-Status: 200

CDN-ProxyVer: 1.0

CDN-Requestld: 56911b2dd51ff62d0439638986d84cad

CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 8064701

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 6b3a04eff9a06964-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 31 34 32 39 0d Oa 2f 2a 21 Oa 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 73
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32
3031 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32
303131 2d 323031382054 7769 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65
7220 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6 74 73 74 72 61 70 2f
62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6¢ 75 65 3a 23 30 30
37 62 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31 30

Data Ascii: 1429/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors * Copyright
2011-2018 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#0
07bff;--indigo:#6610

Data Raw: 67 65 3a 23 66 64 37 65 31 34 3b 2d 2d 79 65 6c 6¢ 6f 77 3a 23 66 66 63 31 30 37 3b 2d 2d 67 72 65 65 6e 3a
23323861 37 34 353b 2d 2d 74 65 61 6¢ 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d
2d 77 68 69 74 65 3a 23 66 66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a
233334 336134303b2d2d 707269 6d61 7279 3a2330 3037626666 3b2d2d 73 65 63 6f 6e 64 61 72 79 3a 23 3
66337 353764 3b 2d 2d 73 75 63 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b
2d 2d 77 61 72 6e 69 6e 67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6¢ 69
67 68 74 3a 23 66 38 66 39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33

Data Ascii: ge:#fd7e14;--yellow:#ffc107;--green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-
dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--dange
r:#dc3545;--light:#f8f9fa;--dark:#343
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kBytes
Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 4 IN Data Raw: 74 6f 6d 3a 2e 35 72 65 6d 7d 70 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74
6f 6d 3a 31 72 65 6d 7d 61 62 62 72 5b 64 61 74 61 2d 6f 72 69 67 69 6e 61 6¢ 2d 74 69 74 6¢ 65 5d 2C 61 62 62 72 5b 74
69 74 6¢ 65 5d 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 2d 77 65 62 6b 69 74
2d 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d 64
65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6¢ 70 3b 62
6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65
6d 3b 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 6e 6f 72 6d 61 6¢ 3b
Data Ascii: tom:.5rem}p{margin-top:0;margin-bottom:1rem}abbr[data-original-title],abbr[title]{text-decoration:underline;-
webkit-text-decoration:underline dotted;text-decoration:underline dotted;cursor:help;border-bottom:0}address{margin-bot
tom:1rem;font-style:normal;

2021-11-25 09:58:34 UTC 5 IN Data Raw: 69 67 6e 3a 69 6e 68 65 72 69 74 7d 6¢ 61 62 65 6¢ 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f
63 6b 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e 7b 62 6f 72 64 65 72 2d 72 61 64
69 75 73 3a 30 7d 62 75 74 74 6f 6e 3a 66 6f 63 75 73 7h 6f 75 74 6¢ 69 6e 65 3a 31 70 78 20 64 6f 74 74 65 64 3b 6f 75
74 6¢ 69 6e 65 3a 35 70 78 20 61 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d 72 69 6e 67 2d 63 6f 6¢ 6f 72 7d
6275 74 74 6f 6e 2c 69 6e 70 75 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6¢C 65 63 74 2¢ 74 65 78 74 61 72 65 61 7b 6d 61
72 67 69 6e 3a 30 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68
65 72 69 74 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 69 6e
Data Ascii: ign:inherit}label{display:inline-block;margin-bottom:.5rem}button{border-radius:0}button:focus{outline:1px d
otted;outline:5px auto -webkit-focus-ring-color}button,input,optgroup,select,textarea{margin:0;font-family:inherit;font-
size:inherit;line-height:in

2021-11-25 09:58:34 UTC 7 IN Data Raw: 3a 6¢ 69 73 74 2d 69 74 65 6d 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 74 65 6d 70 6¢ 61 74 65 7b 64
69 73 70 6¢ 61 79 3a 6e 6f 6e 65 7d 5b 68 69 64 64 65 6e 5d 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 68 31 2c 2e 68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2c 68 31 2c 68 32 2c 68 33 2¢ 68 34
2c 68 35 2¢ 68 36 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69
6e 68 65 72 69 74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 3b
63 6f 6¢ 6f 72 3a 69 6e 68 65 72 69 74 7d 2e 68 31 2¢c 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 2e 35 72 65 6d 7d 2e 68
32 2c 68 32 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 72 65 6d 7d 2e
Data Ascii: :list-item;cursor:pointerjtemplate{display:none}[hidden]{display:nonelimportant}.h1,.h2,.h3,.h4,.h5,.h6,h1,h
2,h3,h4,h5,h6{margin-bottom:.5rem;font-family:inherit;font-weight:500;line-height:1.2;color:inherit}.h1,h1{font-size:2.5
rem}.h2,h2{font-size:2rem}.

2021-11-25 09:58:34 UTC 7 IN Data Raw: 37 66 66 39 0d Oa 34 30 30 7d 2e 6d 61 72 6b 2c 6d 61 72 6b 7b 70 61 64 64 69 6e 67 3a 2e 32 65 6d 3b 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 63 66 38 65 33 7d 2e 6¢ 69 73 74 2d 75 6e 73 74 79 6¢ 65 64 7b 70 61
64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 3b 6¢ 69 73 74 2d 73 74 79 6¢ 65 3a 6e 6f 6e 65 7d 2e 6¢ 69 73 74 2d 69 6e 6¢ 69
6e 65 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 3b 6¢ 69 73 74 2d 73 74 79 6¢ 65 3a 6e 6f 6e 65 7d 2e 6¢ 69 73 74
2d 69 6e 6¢ 69 6e 65 2d 69 74 65 6d 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 7d 2e 6¢ 69 73 74 2
d 69 6e 6¢ 69 6e 65 2d 69 74 65 6d 3a 6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 29 7b 6d 61 72 67 69 6e 2d 72 69 67
68 74 3a 2e 35 72 65 6d 7d 2e 69 6e 69 74 69 61 6¢ 69 73 6d 7b 66
Data Ascii: 7ff9400}.mark,mark{padding:.2em;background-color:#fcf8e3}.list-unstyled{padding-left:0;list-style:none}.list-
inline{padding-left:0;list-style:none}.list-inline-item{display:inline-block}.list-inline-item:not(:last-child){margin-right:.5re
m}.initialism{f

2021-11-25 09:58:34 UTC 9 IN Data Raw: 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 65
727b 6d 61 78 2d 77 69 64 74 68 3a 37 32 30 70 78 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 39 39
32707829 7b 2e 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 78 2d 77 69 64 74 68 3a 39 36 30 70 78 7d 7d 40 6d 65 64 69 61
20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 78 2d 77 69 64 74 6
83a 3131343070 78 7d 7d 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6¢ 75 69 64 7b 77 69 64 74 68 3a 31 30 30 25 3b 70 61
64 64 69 6e 67 2d 72 69 67 68 74 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 31 35 70 78 3b 6d 61 72 67
69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 3b 6d 61 72 67 69 6e 2d 6¢ 65
Data Ascii: }}@media (min-width:768px){.container{max-width:720px}}@media (min-width:992px){.container{max-wid
th:960px}}@media (min-width:1200px){.container{max-width:1140px}}.container-fluid{width:100%;padding-right:15p
x;padding-left:15px; margin-right:auto;margin-le

2021-11-25 09:58:34 UTC 10 IN Data Raw: 68 3a 31 30 30 25 7d 2e 63 6f 6¢ 2d 61 75 74 6f 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b
2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 61 75 74 6f 3b 66 6¢ 65 78 3a 30 20 30 20 61 75 74 6f 3b 77 69 64 74 68 3a 61 75
74 6f3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 7d 2e 63 6f 6¢ 2d 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65
78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 38 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 38 2e 33
3333333333253b6d61782d 7769 64 74 68 3a 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 32 7b 2d 77 65 62 6b
69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 66 6
¢ 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 6d 61 78
Data Ascii: h:100%}.col-auto{-webkit-box-flex:0;-ms-flex:0 0 auto;flex:0 0 auto;width:auto;max-width:none}.col-1{-webkit-
box-flex:0;-ms-flex:0 0 8.333333%;flex:0 0 8.333333%;max-width:8.333333%}.col-2{-webkit-box-flex:0;-ms-flex:0 O
16.666667%);flex:0 0 16.666667%;max

2021-11-25 09:58:34 UTC 11 IN Data Raw: 65 72 2d 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 33 3b 2d 6d 73
2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 32 3b 6f 72 64 65 72 3a 32 7d 2e 6f 72 64 65 72 2d 33 7b 2d 77 65 62 6b 69 74 2d 62
6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 34 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 33 3b 6f 72 64 65
72 3a 33 7d 2e 6f 72 64 65 72 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 35
3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 34 3b 6f 72 64 65 72 3a 34 7d 2e 6f 72 64 65 72 2d 35 7b 2d 77 65 62 6b
69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 36 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 35 3b
6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 36 7b 2d 77
Data Ascii: er-2{-webkit-box-ordinal-group:3;-ms-flex-order:2;order:2}.order-3{-webkit-box-ordinal-group:4;-ms-flex-orde
r:3;order:3}.order-4{-webkit-box-ordinal-group:5;-ms-flex-order:4;order:4}.order-5{-webkit-box-ordinal-group:6;-ms-flex-
order:5;order:5}.order-6{-w

2021-11-25 09:58:34 UTC 13 IN Data Raw: 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25
3b 66 6¢ 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 36 2e 36 36 36 36 36
37 257d 2e 63 6f 6¢ 2d 73 6d 2d 33 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78
3a 3020 30 20 32 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 32 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f
6¢ 2d 73 6d 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 3
3332e333333333333253b666c65783a3020 30203333 2e333333333333253b6d61782d77696474
68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 73 6d 2d 35 7b
Data Ascii: t-box-flex:0;-ms-flex:0 0 16.666667%:;flex:0 0 16.666667%;max-width:16.666667%}.col-sm-3{-webkit-box-
flex:0;-ms-flex:0 0 25%;flex:0 0 25%;max-width:25%}.col-sm-4{-webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.33
3333%);max-width:33.333333%}.col-sm-5{
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kBytes
Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 14 IN Data Raw: 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 35 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 34 3b 6f 72 64 65 72 3a
34 7d 2e 6f 72 64 65 72 2d 73 6d 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a
36 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 35 3b 6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 73 6d 2d 36 7b 2d
77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65
72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 73 6d 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69
6e 61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72
6465 72 2d 73 6d 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f
Data Ascii: inal-group:5;-ms-flex-order:4;order:4}.order-sm-5{-webkit-box-ordinal-group:6;-ms-flex-order:5;order:5}.order-
sm-6{-webkit-box-ordinal-group:7;-ms-flex-order:6;order:6}.order-sm-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;ord
er:7}.order-sm-8{-webkit-bo

2021-11-25 09:58:34 UTC 15 IN Data Raw: 78 2d 77 69 64 74 68 3a 31 36 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 33 7b 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 32 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 32
35253b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66
6¢c 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20
3333 2e333333333333253b6d61782d 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 6d 64 2
d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36
36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36
Data Ascii: x-width:16.666667%}.col-md-3{-webkit-box-flex:0;-ms-flex:0 0 25%;flex:0 0 25%;max-width:25%}.col-md-4{-
webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-width:33.333333%}.col-md-5{-webkit-box-flex:0;-ms-
flex:0 0 41.666667%:;flex:0 0 41.6666

2021-11-25 09:58:34 UTC 17 IN Data Raw: 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 36 3b 2d 6d 73 2d 66 6¢c 65 78 2d 6f 72 64 65 72 3a 35 3b 6f
7264 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 6d 64 2d 36 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67
72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 6d
64 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6c 65 78
2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d 6d 64 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78
2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72 3a
38 7d 2e 6f 72 64 65 72 2d 6d 64 2d 39 7b 2d 77 65 62
Data Ascii: ox-ordinal-group:6;-ms-flex-order:5;order:5}.order-md-6{-webkit-box-ordinal-group:7;-ms-flex-order:6;order:6
}.order-md-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;order:7}.order-md-8{-webkit-box-ordinal-group:9;-ms-flex-order
:8;order:8}.order-md-9{-web

2021-11-25 09:58:34 UTC 18 IN Data Raw: 30 20 32 35 25 3b 66 6¢ 65 78 3a 30 20 30 20 32 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f
6¢ 2d 6¢ 67 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20
3333 2e 33 333333333325 3b 66 6¢ 6578 3a 3020 30 20 33 33 2e 33 33 33 333333 25 3b 6d 61 78 2d 77 69 64 74
68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a
30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 3
636 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6¢ 67 2d 36 7b 2d 77
65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66
Data Ascii: 0 25%;flex:0 0 25%;max-width:25%}.col-Ig-4{-webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.
333333%;max-width:33.333333%}.col-lg-5{-webkit-box-flex:0;-ms-flex:0 0 41.666667%:;flex:0 0 41.666667%;max-widt
h:41.666667%}.col-Ig-6{-webkit-box-flex:0;-ms-f

2021-11-25 09:58:34 UTC 19 IN Data Raw: 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72
64 65 72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72
64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e
6f 72 64 65 72 2d 6¢ 67 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 39 3b 2d
6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72 3a 38 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 39 7b 2d 77 65 62
6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 30 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a
39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 6¢ 67
Data Ascii: bkit-box-ordinal-group:7;-ms-flex-order:6;order:6}.order-lg-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;0
rder:7}.order-lg-8{-webkit-box-ordinal-group:9;-ms-flex-order:8;order:8}.order-lg-9{-webkit-box-ordinal-group:10;-ms-flex-
order:9;order:9}.order-Ig

2021-11-25 09:58:34 UTC 21 IN Data Raw: 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30
203333 2e 333333333333253b6d61782d 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 78
6c 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 34 31 2e
36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 34
31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 36 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d
6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 35 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a
3530 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 37 7b 2d 77 65 62 6b 69 74 2d 62
Data Ascii: x:0;-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-width:33.333333%}.col-xI-5{-webkit-box-flex:0;-ms-
flex:0 0 41.666667%;flex:0 0 41.666667%;max-width:41.666667%}.col-xI-6{-webkit-box-flex:0;-ms-flex:0 0 50%;flex:0 O
50%;max-width:50%}.col-xI-7{-webkit-b

2021-11-25 09:58:34 UTC 22 IN Data Raw: 6¢ 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d
66 6¢ 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 38 7h 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72
64 65 72 3a 38 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6€ 61 6¢ 2d 67 72
6f 75 70 3a 31 30 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 78
6c 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d 73 2d 66 6¢
65 78 2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 65 72 3a 31
Data Ascii: I-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;order:7}.order-xI-8{-webkit-box-ordinal-group:9;-ms-flex-or
der:8;order:8}.order-xI-9{-webkit-box-ordinal-group:10;-ms-flex-order:9;order:9}.order-x|- 10{-webkit-box-ordinal-group:11;-
ms-flex-order:10;order:1

2021-11-25 09:58:34 UTC 23 IN Data Raw: 65 28 6f 64 64 29 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e
303529 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 74 62 6f 64 79 20 74 72 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75
6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79
2c 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 70 72 69 6d 61 72 79 3e 74 68 7b 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 38 64 61 66 66 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62
6¢ 65 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 39 66 63 64 66
66 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6C
Data Ascii: e(odd){background-color:rgba(0,0,0,.05)}.table-hover thody tr:hover{background-color:rgha(0,0,0,.075)}.table-
primary,.table-primary>td,.table-primary>th{background-color:#b8daff}.table-hover .table-primary:hover{background-color
#9fcdff}.table-hover .tabl
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kBytes
Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 25 IN Data Raw: 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 31 62 30 62 37 7d 2e 74 61 62 6¢ 65 2d 68
6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 3e 74 64 2¢ 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72
20 2e 74 61 62 6¢ 65 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72
3a2366 31 62 3062 37 7d 2e 74 61 62 6¢ 65 2d 6¢ 69 67 68 74 2c 2e 74 61 62 6¢ 65 2d 6¢ 69 67 68 74 3e 74 64 2¢ 2e
746162 6¢ 65 2d 6¢ 69 67 68 74 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 66 64 66 64 66 65 7d
2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 6¢ 69 67 68 74 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75
6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 63 65 63 66 36 7d 2e 74 61
Data Ascii: er{background-color:#f1b0b7}.table-hover .table-danger:hover>td,.table-hover .table-danger:hover>th{backgrou
nd-color:#f1b0b7}.table-light,.table-light>td,.table-light>th{background-color:#fdfdfe}.table-hover .table-light:hover{b
ackground-color:#ececf6}.ta

2021-11-25 09:58:34 UTC 26 IN Data Raw: 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f
76 65 72 66 6¢ 6f 77 2d 73 63 72 6f 6¢ 6¢ 69 6€ 67 3a 74 6f 75 63 68 3b 2d 6d 73 2d 6f 76 65 72 66 6¢ 6f 77 2d 73 74 79
6¢ 65 3a 2d 6d 73 2d 61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6¢ 6¢ 62 61 72 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f
6e 73 69 76 65 2d 73 6d 3e 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 7b 62 6f 72 64 65 72 3a 30 7d 7d 40 6d 65 64
69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 36 37 2e 39 38 70 78 29 7b 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69
76 65 2d 6d 64 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d
78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66 6C
Data Ascii: width:100%;o0verflow-x:auto;-webkit-overflow-scrolling:touch;-ms-overflow-style:-ms-autohiding-scrollbar}.table-
responsive-sm>.table-bordered{border:0}}@media (max-width:767.98px){.table-responsive-md{display:block;widt
h:100%;overflow-x:auto;-webkit-overfl

2021-11-25 09:58:34 UTC 27 IN Data Raw: 65 72 2d 63 6f 6¢ 6f 72 3a 23 38 30 62 64 66 66 3b 6f 75 74 6¢ 69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77
3a30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2¢ 32 35 35 2c 2e 32 35 29 7d 2e 66 6f 72 6d 2d
63 6f 6e 74 72 6f 6¢ 3a 3a 2d 77 65 62 6b 69 74 2d 69 6e 70 75 74 2d 70 6c 61 63 65 68 6f 6¢ 64 65 72 7h 63 6f 6¢ 6 72
3a23 36 63 37 35 37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 3a 2d 6d 6f 7a 2d 70
6c 61 63 65 68 6f 6¢ 64 65 72 7b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 6d
2d 63 6f 6e 74 72 6f 6¢ 3a 2d 6d 73 2d 69 6e 70 75 74 2d 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 7b 63 6f 6¢ 6f 72 3a 23 36 63
373537 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72
Data Ascii: er-color:#80bdff;outline:0;box-shadow:0 0 0 .2rem rgba(0,123,255,.25)}.form-control::-webkit-input-placehold
er{color:#6c757d;opacity:1}.form-control::-moz-placeholder{color:#6c757d;opacity:1}.form-control:-ms-input-placeholder{c
olor:#6c757d;0pacity:1}.for

2021-11-25 09:58:34 UTC 29 IN Data Raw: 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70
6c 61 69 6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75
70 2d 61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 69 6e 70 75 74 2d 67
72 6f 7570 2d 74 65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6c 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70
72 65 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e 70 75
74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f
6e 74 72 6f 6¢ 2d 70 6¢ 61 69 6e 74 65 78 74 2e 69 6e 70
Data Ascii: >.input-group-append>.form-control-plaintext.btn,.input-group-lg>.input-group-append=>.form-control-plaintext
.input-group-text,.input-group-lg>.input-group-prepend>.form-control-plaintext.btn,.input-group-lg>.input-group-prepend>
.form-control-plaintext.inp

2021-11-25 09:58:34 UTC 30 IN Data Raw: 28 5b 73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 7b 68 65 69 67 68 74 3a 63 61 6¢ 63
28 31 2e 38 313235 72 65 6d 20 2b 20 32 70 78 29 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 67 2¢ 2e 69 6e 70 75
74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2¢ 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67
3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢
67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2¢
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 62 74
6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e 2e
Data Ascii: ([size]):not([multiple]){height:calc(1.8125rem + 2px)}.form-control-lg,.input-group-lg>.form-control,.input-group-
Ig>.input-group-append>.btn,.input-group-lg>.input-group-append>.input-group-text,.input-group-lg>.input-group-pre
pend>.btn,.input-group-lg>.

2021-11-25 09:58:34 UTC 31 IN Data Raw: 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 69 6e 6¢ 69 6e 65 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d
73 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 3b 2d 77
65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63
65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 3
b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 37 35 72 65 6d 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 6¢ 69 6e 65 20
2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 7b 70 6f 73 69 74 69 6f 6e 3a 73 74 61 74 69 63 3b 6d 61 72 67 69 6e
2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 33
Data Ascii: isplay:-webkit-inline-box;display:-ms-inline-flexbox;display:inline-flex;-webkit-box-align:center;-ms-flex-a
lign:center;align-items:center;padding-left:0;margin-right:. 75rem}.form-check-inline .form-check-input{position:static;margin-
top:0;margin-right:.3

2021-11-25 09:58:34 UTC 33 IN Data Raw: 76 61 6¢ 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65 6¢ 7b 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34
35 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65
64 62 61 63 6b 2c 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64
2d 74 6f 6f 6¢ 74 69 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6€ 70 75
74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2¢ 2e 77 61 73 2d 76 61 6¢C 69 64 61 74 65 64 20 2
e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6 6¢ 74 69 70 7b 64 6
9 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 63
Data Ascii: valid~.form-check-label{color:#28a745}.form-check-input.is-valid~.valid-feedback,.form-check-input.is-valid~
.valid-tooltip,.was-validated .form-check-input:valid~.valid-feedback,.was-validated .form-check-input:valid~.valid-tool
tip{display:block}.custom-c

2021-11-25 09:58:34 UTC 34 IN Data Raw: 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 32 69 6e 68
657269 74 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64
2d 66 65 65 64 62 61 63 6b 2c 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e
76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6C
65 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6C 69 6
461 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f
6f 6¢ 74 69 70 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 63
Data Ascii: -file-label::before{border-color:inherit}.custom-file-input.is-valid~.valid-feedback,.custom-file-input.is-valid~.valid-
tooltip,.was-validated .custom-file-input:valid~.valid-feedback,.was-validated .custom-file-input:valid~.valid-tooltip{display:b
lock}.c
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2021-11-25 09:58:34 UTC 35 IN Data Raw: 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢c 3a 69 6e 76 61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 66
65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 69 6e 76
61 6¢ 69 64 7e 2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2€ 66 6f 72
6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61
62 65 6¢ 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6€ 70 75 74 3a 69 6e
76 61 6¢ 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6¢ 61 62 65 6C 7b 63 6f 6C 6f 72 3a 23 64 63 33 35 34 35 7d 2e 66
6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 69 6e
Data Ascii: ted .form-control:invalid~.invalid-feedback,.was-validated .form-control:invalid~.invalid-tooltip{display:bl
ock}.form-check-input.is-invalid~.form-check-label,.was-validated .form-check-input:invalid~.form-check-label{color:#dc3
545}.form-check-input.is-in

2021-11-25 09:58:34 UTC 37 IN Data Raw: 30 2c 35 33 2c 36 39 2c 2e 32 35 29 7d 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 2e 69 73 2d 69
6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6C 2C 2 77 61 73 2d 76 61 6C 69 64 61 74 65
64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢
65 2d 6¢ 61 62 65 6¢ 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢
65 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6¢ 3a 3a
62 65 66 6f 72 65 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74
3a 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65
Data Ascii: 0,53,69,.25)}.custom-file-input.is-invalid~.custom-file-label,.was-validated .custom-file-input:invalid~.custom-file-
label{border-color:#dc3545}.custom-file-input.is-invalid~.custom-file-label::before,.was-validated .custom-file-input:inv
alid~.custom-file

2021-11-25 09:58:34 UTC 38 IN Data Raw: 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77
2077 72 61 70 3b 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77 20 77 72 61 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6C 69
67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69
74 65 6d 73 3a 63 65 6e 74 65 72 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65
20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 77 69 64 74
68 3a 61 75 74 6f 3b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 6d 69 64 64 6¢ 65 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e
65 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 70 6¢ 61 69
Data Ascii: x-direction:normal;-ms-flex-flow:row wrap;flex-flow:row wrap;-webkit-box-align:center;-ms-flex-align:center;
align-items:center;margin-bottom:0}.form-inline .form-control{display:inline-block;width:auto;vertical-align:middle}.form-
inline .form-control-plai

2021-11-25 09:58:34 UTC 39 IN Data Raw: 38 30 30 30 0d Oa 6f 75 74 7d 2e 62 74 6e 3a 66 6f 63 75 73 2c 2e 62 74 6e 3a 68 6f 76 65 72 7b 74 65 78 74
2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 62 74 6e 2e 66 6f 63 75 73 2c 2e 62 74 6e 3a 66 6f 63 75 73 7b 6f
75 74 6¢ 69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31
3233 2c 323535 2c2e 323529 7d 2e 62 74 6e 2e 64 69 73 61 62 6¢ 65 64 2c 2e 62 74 6e 3a 64 69 73 61 62 6¢ 65 64
7b 6f 70 61 63 69 74 79 3a 2e 36 35 7d 2e 62 74 6e 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69
73 6162 6¢ 65 64 29 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 62 74 6e 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65
64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63
Data Ascii: 8000out}.btn:focus,.btn:hover{text-decoration:none}.btn.focus,.btn:focus{outline:0;box-shadow:0 0 0 .2rem rg
ba(0,123,255,.25)}.btn.disabled,.btn:disabled{opacity:.65}.btn:not(:disabled):not(.disabled){cursor:pointer}.btn:not(:di
sabled):not(.disabled).ac

2021-11-25 09:58:34 UTC 41 IN Data Raw: 72 79 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f
6c 6f 72 3a 23 36 63 37 35 37 64 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 73 65
63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63
74 69 76 65 2c 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e
64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 2e 64 72
6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6 72
3a 23 3534 3562 36 32 3b 62 6f 72 64 65 72 2d 63 6f
Data Ascii: ry:disabled{color:#fff;background-color:#6c757d;border-color:#6c757d}.btn-secondary:not(:disabled):not(.disa
bled).active,.btn-secondary:not(:disabled):not(.disabled):active,.show>.btn-secondary.dropdown-toggle{color:#fff;backgro
und-color:#545b62;border-co

2021-11-25 09:58:34 UTC 42 IN Data Raw: 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 33 2c 31 36 32 2c 31 38 34 2c 2e 35 29 7d 2e 62 74 6e 2d 69
6e 66 6f 2e 64 69 73 61 62 6¢ 65 64 2¢ 2e 62 74 6e 2d 69 6e 66 6f 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66
66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 3b 62 6f 72 64 65 72 2d 63 6f 6C 6f 72
3a23 31 37 61 32 62 38 7d 2e 62 74 6e 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64
69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64
29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 69 6e 66 6f 2e
64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f
Data Ascii: 0 0 .2rem rgba(23,162,184,.5)}.btn-info.disabled,.btn-info:disabled{color:#fff;background-color:#17a2b8;border-
color:#17a2b8}.btn-info:not(:disabled):not(.disabled).active,.btn-info:not(:disabled):not(.disabled):active,.show>.btn-info.dro
pdown-toggle{colo

2021-11-25 09:58:34 UTC 43 IN Data Raw: 2d 64 61 6e 67 65 72 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 7b 62 6f 78 2d
73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2¢ 36 39 2c 2e 3529 7d 2e
62 74 6e 2d 64 61 6e 67 65 72 2e 64 69 73 61 62 6¢ 65 64 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 64 69 73 61 62 6¢ 65
64 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 3b 62 6f
72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 6e 6f 74 28 3a 64 69 73 61
62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3
a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64
Data Ascii: -danger.focus,.btn-danger:focus{box-shadow:0 0 0 .2rem rgba(220,53,69,.5)}.btn-danger.disabled,.btn-danger:d
isabled{color:#fff;background-color:#dc3545;border-color:#dc3545}.btn-danger:not(:disabled):not(.disabled).active,.btn-d
anger:not(:disabled):not(.d

2021-11-25 09:58:34 UTC 45 IN Data Raw: 72 3a 23 32 33 32 37 32 62 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 31 64 32 31 32 34 7d 2e 62 74 6e 2d
64 61 72 6b 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 72 6b 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20
302030 20 2e 32 72 65 6d 20 72 67 62 61 28 35 32 2c 35 38 2¢ 36 34 2c 2e 35 29 7d 2e 62 74 6e 2d 64 61 72 6b 2e 64
69 73 61 62 6¢ 65 64 2C 2e 62 74 6e 2d 64 61 72 6b 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 32 23 66 66 66 3b 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 33 34 33
61 3430 7d 2e 62 74 6e 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢
65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 64 61 72 6b
Data Ascii: r:#23272b;border-color:#1d2124}.btn-dark.focus,.btn-dark:focus{box-shadow:0 0 0 .2rem rgba(52,58,64,.5)}.btn
-dark.disabled,.btn-dark:disabled{color:#fff;background-color:#343a40;border-color:#343a40}.btn-dark:not(:disabled):not(
.disabled).active,.btn-dark
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2021-11-25 09:58:34 UTC 46 IN Data Raw: 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2¢ 32 35 35 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d
73 65 63 6f 6e 64 61 72 79 7b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6C 6f 72
3a 747261 6e 7370 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65
72 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 68
6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64
3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e
64 61 72 79 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74
Data Ascii: rem rgba(0,123,255,.5)}.btn-outline-secondary{color:#6c757d;background-color:transparent;background-
image:none;border-color:#6c757d}.btn-outline-secondary:hover{color:#fff;background-color:#6c757d;border-color:#6c757d}
.btn-outline-secondary.focus,.btn-out

2021-11-25 09:58:34 UTC 47 IN Data Raw: 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63
6573 73 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€
64 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 62 74
6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69
7361 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73
73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66
6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74
Data Ascii: bled):active,.show>.btn-outline-success.dropdown-toggle{color:#fff;background-color:#28a745;border-color:#28
a745}.btn-outline-success:not(:disabled):not(.disabled).active:focus,.btn-outline-success:not(:disabled):not(.disabled):
active:focus,.show>.btn-out

2021-11-25 09:58:34 UTC 49 IN Data Raw: 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 35 35 2c 31 39
332c 37 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2e 64 69 73 61 62 6¢ 65 64 2C 2e
62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6 72 3a 23 66 66 63 31
3037 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75 74
6c 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6C 65
64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73
61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29
Data Ascii: s{pbox-shadow:0 0 0 .2rem rgba(255,193,7,.5)}.btn-outline-warning.disabled,.btn-outline-warning:disabled{colo
r:#ffc107;background-color:transparent}.btn-outline-warning:not(:disabled):not(.disabled).active,.btn-outline-warning:no
t(:disabled):not(.disabled)

2021-11-25 09:58:34 UTC 50 IN Data Raw: 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 7b 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 3b 62 61 63 6b 67 72 6f 75 6 64 2d 63 6f 6¢C
6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72
64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 3a 68 6f 76
65 72 7b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66
61 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68
74 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e
Data Ascii: 0 0 .2rem rgha(220,53,69,.5)}.btn-outline-light{color:#{8f9fa;background-color:transparent;background-image:
none;border-color:#f8f9fa}.btn-outline-light:hover{color:#212529;background-color:#f8f9fa;border-color:#f8f9fa}.btn-outline-
light.focus,.btn-outlin

2021-11-25 09:58:34 UTC 51 IN Data Raw: 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 3b 62 6f 72 64 65 72 2d 63 6f
6c 6f 72 3a 23 33 34 33 61 34 30 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62
6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2¢ 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6C 65 64 29
3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 72 6b 2e 64 72
6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72
65 6d 20 72 67 62 61 28 35 32 2c 35 38 2¢ 36 34 2c 2e
Data Ascii: ff;background-color:#343a40;border-color:#343a40}.btn-outline-dark:not(:disabled):not(.disabled).active:focu
s,.btn-outline-dark:not(:disabled):not(.disabled):active:focus,.show>.btn-outline-dark.dropdown-toggle:focus{box-shadow:0
00 .2rem rgha(52,58,64,.

2021-11-25 09:58:34 UTC 53 IN Data Raw: 2d 61 6¢ 69 67 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 6f 72 64 65 72 2d 74 6f 70 3a
2e 33 65 6d 20 73 6f 6¢ 69 64 3b 62 6f 72 64 65 72 2d 72 69 67 68 74 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6e 73
7061 72 65 6e 74 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 3b 62 6f 72 64 65 72 2d 6¢ 65 66 74 3a 2e 33 65 6d 20
73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 65 6d 70 74 79
3a3a 6166 746572 7h6d 617267 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7h 70 6f 73
69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 31 30 30 25 3b 6¢ 65 66 74 3a 30 3b 7a 2d 69 6e 64 65 78 3a 31
303030 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 66 6¢C
Data Ascii: -align:.255em;content:"";border-top:.3em solid;border-right:.3em solid transparent;border-bottom:0;border-le
ft:.3em solid transparent}.dropdown-toggle:empty::after{margin-left:0}.dropdown-menu{position:absolute;top:100%; left:0;z-
index:1000;display:none;fl

2021-11-25 09:58:34 UTC 54 IN Data Raw: 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 7d 2e 64 72 6f 70 6¢ 65 66 74 20 2e 64 72 6f 70 64
6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 3a 61 66 74 65 72 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 7d 2e 64 72 6f 70 6¢ 65 66 74
20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 3a 62 65 66 6f 72 65 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65
2d 62 6¢ 6 63 6b 3b 77 69 64 74 68 3a 30 3b 68 65 69 67 68 74 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 32
353565 6d 3b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6€ 74 3a 22 22 3b 62
6f 72 64 65 72 2d 74 6f 70 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d
72 69 67 68 74 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 3b 62 6f 72 64
Data Ascii: n:.255em;content:"}.dropleft .dropdown-toggle::after{display:none}.dropleft .dropdown-toggle::before{displa
y:inline-block;width:0;height:0;margin-right:.255em;vertical-align:.255em;content:"";border-top:.3em solid transparent;b
order-right:.3em solid;bord

2021-11-25 09:58:34 UTC 55 IN Data Raw: 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 3a 68 6f 76 65 72 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e
62 74 6e 3a 68 6f 76 65 72 7b 7a 2d 69 6e 64 65 78 3a 31 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢
3e 2e 62 74 6e 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 3a 61
63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢C 3e 2e 62 74 6e 3a 66 6f 63 75 73 2c 2e 62 74
6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 61 63 74 6
9 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 66 6f 63 75 73 7b 7a 2d 69 6e 64 65 78 3a 31 7d 2e 62 74 6e
2d 67 72 6f 75 70 20 2e 62 74 6e 2b 2e 62 74 6e 2c 2e 62 74 6e 2d
Data Ascii: oup-vertical>.btn:hover,.btn-group>.btn:hover{z-index:1}.btn-group-vertical>.btn.active,.btn-group-vertical>
.btn:active,.btn-group-vertical>.btn:focus,.btn-group>.btn.active,.btn-group>.btn:active,.btn-group>.btn:focus{z-index:1}.btn-
group .btn+.btn,.btn-
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2021-11-25 09:58:34 UTC 62 IN Data Raw: 70 72 65 70 65 6e 64 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a
2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70
70 65 6e 64 20 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 20 2e 62 74 6e 7b 70 6f 73
69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 7a 2d 69 6e 64 65 78 3a 32 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61
70 70 65 6e 64 20 2e 62 74 6e 2b 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 20 2e 62 74 6
e 2b2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 20
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2b 2e 62 74 6e
Data Ascii: prepend{display:-webkit-box;display:-ms-flexbox;display:flex}.input-group-append .btn,.input-group-prepend .
btn{position:relative;z-index:2}.input-group-append .btn+.btn,.input-group-append .btn+.input-group-text,.input-group-ap
pend .input-group-text+.btn

2021-11-25 09:58:34 UTC 66 IN Data Raw: 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 63 68 65 63 6b 65 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d
6¢c 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d 2e
63 75 73 74 6f 6d 2d 72 61 64 69 6f 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 63 68 65 63 6b
65 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 61 66 74 65 72 7b 62 61 63 6b 67 72 6f 75
6e 64 2d 69 6d 61 67 65 3a 75 72 6¢ 28 22 64 61 74 61 3a 69 6d 61 67 65 2f 73 76 67 2b 78 6d 6¢ 3b 63 68 61 72 73 65
74 3d 75 74 66 38 2c 25 33 43 73 76 67 20 78 6d 6¢ 6e 73 3d 27 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32
3030 30 2f 73 76 67 27 20 76 69 65 77 42 6f 78 3d 27 2d
Data Ascii: ontrol-input:checked~.custom-control-label::before{background-color:#007bff}.custom-radio .custom-control-in
put:checked~.custom-control-label::after{background-image:url("data:image/svg+xml;charset=utf8,%3Csvg xmins="h
ttp://www.w3.0rg/2000/svg' viewBox="-

2021-11-25 09:58:34 UTC 70 IN Data Raw: 77 72 61 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c
65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 2d 77 65 62
6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 6a 75 73 74
69 66 79 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 7d 2e 6e 61 76 62 6
1722d 627261 6e 64 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 2d 62 6¢ 6 63 6b 3b 70 61 64 64 69 6e 67 2d 74 6f
70 3a 2e 3331 32 35 72 65 6d 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 2e 33 31 32 35 72 65 6d 3b 6d 61 72 67
69 6e 2d 72 69 67 68 74 3a 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65
Data Ascii: wrap;-webkit-box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:justify;-ms-flex-pac
k:justify;justify-content:space-between}.navbar-brand{display:inline-block;padding-top:.3125rem;padding-bottom:.3125rem;
margin-right:1lrem;font-size

2021-11-25 09:58:34 UTC 73 IN Data Raw: 38 30 30 30 0d 0a 67 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61
6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d
66 6¢ 6f 77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 66 6¢ 65 78 2d 66 6¢ 6f 77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 2d 77 65
62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 73 74 61 72 74
3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 7d 2e 6e 61 76 62 61 72 2d 65 78 70
61 6e 64 2d 6¢ 67 20 2e 6e 61 76 62 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f
72 69 7a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
Data Ascii: 8000g{-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-flow:row nowrap;flex-flow:row nowr
ap;-webkit-box-pack:start;-ms-flex-pack:start;justify-content:flex-start}.navbar-expand-lg .navbar-nav{-webkit-box-orien
t:horizontal;-webkit-box-

2021-11-25 09:58:34 UTC 78 IN Data Raw: 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69 6e 6b 3a 66 6f 63
7573 2c 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69 6e 6b 3a 68
6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 72 67 62 61 28 32 35 35 2¢ 32 35 35 2¢ 32 35 35 2¢ 2e 37 35 29 7d 2e 6e 61 76 62 61 72
2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69 6e 6b 2e 64 69 73 61 62 6¢ 65 64 7b 63 6f
6c 6f 72 3a 72 67 62 61 28 32 35 35 2¢ 32 35 35 2¢ 32 35 35 2c 2e 32 35 29 7d 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2
e 6e 6176 62 61 72 2d 6e 61 76 20 2e 61 63 74 69 76 65 3e 2e 6e 61 76 2d 6¢ 69 6e 6b 2c 2e 6e 61 76 62 61 72 2d 64 61
72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6¢ 69
Data Ascii: avbar-dark .navbar-nav .nav-link:focus,.navbar-dark .navbar-nav .nav-link:hover{color:rgba(255,255,255,.75)}
.navbar-dark .navbar-nav .nav-link.disabled{color:rgba(255,255,255,.25)}.navbar-dark .navbar-nav .active>.nav-link,.navb
ar-dark .navbar-nav .nav-li

2021-11-25 09:58:34 UTC 82 IN Data Raw: 69 75 73 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 7b 62
6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6¢ 65
66 74 2d 72 61 64 69 75 73 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63 68 69 6¢C
64 20 2e 63 61 72 64 2d 68 65 61 64 65 72 2c 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63
68 69 6¢ 64 20 2e 63 61 72 64 2d 69 6d 67 2d 74 6f 70 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75
73 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 20 2e 63 61 72 64 2d 6
6 6f 6f 74 65 72 2c 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61
Data Ascii: ius:0}.card-group>.card:last-child{border-top-left-radius:0;border-bottom-left-radius:0}.card-group>.card:last-
child .card-header,.card-group>.card:last-child .card-img-top{border-top-left-radius:0}.card-group>.card:last-child .card-
footer,.card-group>.ca

2021-11-25 09:58:34 UTC 86 IN Data Raw: 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 7d 2e 62 61
64 67 65 2d 69 6e 66 6f 5b 68 72 65 66 5d 3a 66 6f 63 75 73 2¢ 2e 62 61 64 67 65 2d 69 6e 66 6f 5b 68 72 65 66 5d 3a 68
6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6€ 3a 6e 6f 6e 65 3b 62 61 63
6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 31 37 61 38 62 7d 2e 62 61 64 67 65 2d 77 61 72 6e 69 6e 67 7b 63 6f 6¢
6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 7d 2e 62 61 64
67 65 2d 77 61 72 6e 69 6e 67 5b 68 72 65 66 5d 3a 66 6f 63 75 73 2c 2e 62 61 64 67 65 2d 77 61 72 6e 69 6e 67 5b 68
72 65 66 5d 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 32 31
Data Ascii: or:#fff;background-color:#17a2b8}.badge-info[href]:focus,.badge-info[href]:hover{color:#fff;text-decoration:
none;background-color:#117a8b}.badge-warning{color:#212529;background-color:#ffc107}.badge-warning[href]:focus
,.badge-warning[href]:hover{color:#21

2021-11-25 09:58:34 UTC 90 IN Data Raw: 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 70 61 64 64 69 6e 67
3a2e 37 35 72 65 6d 20 31 2e 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 31 70 78 3b 62 61 63 6b
67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 72 67 62 61 28
30 2¢ 30 2¢ 30 2¢ 2e 31 32 35 29 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 3a 66 69 72 73 74 2d 63 68 69 6C
64 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 74
6f 70 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 3
a6c 6173 74 2d 63 68 69 6¢ 64 7b 6d 61 72 67 69 6e 2d 62 6f 74
Data Ascii: ition:relative;display:block;padding:.75rem 1.25rem;margin-bottom:-1px;background-color:#fff;border:1px solid
rgba(0,0,0,.125)}.list-group-item:first-child{border-top-left-radius:.25rem;border-top-right-radius:.25rem}.list-group-item:last-
child{margin-bot
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2021-11-25 09:58:34 UTC 95 IN Data Raw: 65 28 30 2c 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 28 30 2c 30 29 7d 2e 6d 6f 64
61 6¢ 2d 64 69 61 6¢ 6 67 2d 63 65 6e 74 65 72 65 64 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64
69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72
3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 63 61 6¢ 63 28 31 30 30 2
520 2d 20 28 2e 35 72 65 6d 20 2a 20 32 29 29 7d 2e 6d 6f 64 61 6¢ 2d 63 6f 6e 74 65 6e 74 7b 70 6f 73 69 74 69 6f 6e 3
a72656¢ 617469 7665 3b6469 73706¢ 6179 3a2d77 6562
Data Ascii: €(0,0);transform:translate(0,0)}.modal-dialog-centered{display:-webkit-box;display:-ms-flexbox;display:flex;-
webkit-box-align:center;-ms-flex-align:center;align-items:center;min-height:calc(100% - (.5rem * 2))}.modal-content{pos
ition:relative;display:-web

2021-11-25 09:58:34 UTC 100 IN Data Raw: 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 74 65 78 74 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 3b 74 65 78 74 2d
74 72 61 6e 73 66 6f 72 6d 3a 6e 6f 6e 65 3b 6¢ 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72
64 2d 62 72 65 61 6b 3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6¢ 3b 77 68 69 74 65
2d 73 70 61 63 65 3a 6e 6f 72 6d 61 6¢ 3b 6¢ 69 6€ 65 2d 62 72 65 61 6b 3a 61 75 74 6f 3b 66 6f 6 74 2d 73 69 7a 65 3a
2e 38373572 656d3b 77 6f 7264 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 62 61 63 6b 67 72 6f 75 6e 64 2d
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6¢ 69 70 3a 70 61 64 64 69 6e 67 2d 62 6f 78 3b 62
6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 72 67
Data Ascii: ecoration:none;text-shadow:none;text-transform:none;letter-spacing:normal;word-break:normal;word-s
pacing:normal;white-space:normal;line-break:auto;font-size:.875rem;word-wrap:break-word;background-color:#fff;
background-clip:padding-box;border:1px solid rg

2021-11-25 09:58:34 UTC 104 IN Data Raw: 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 58 28 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61
6e 73 6¢ 61 74 65 58 28 30 29 7d 40 73 75 70 70 6f 72 74 73 20 28 28 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72
6d 2d 73 74 79 6¢ 65 3a 70 72 65 73 65 72 76 65 2d 33 64 29 20 6f 72 20 28 74 72 61 6e 73 66 6f 72 6d 2d 73 74 79 6¢
65 3a 70 72 65 73 65 72 76 65 2d 33 64 29 29 7b 2e 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 6e 65 78 74 2e 63 61 72 6
f75 73 65 6¢ 2d 69 74 65 6d 2d 6¢ 65 66 74 2¢ 2e 63 61 72 6f 75 73 65 6¢ 2d 69 74 65 6d 2d 70 72 65 76 2e 63 61 72 6f 7
57365 6¢ 2d 69 74 65 6d 2d 72 69 67 68 74 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢
61 74 65 33 64 28 30 2c 30 2¢ 30 29 3b 74 72 61 6e 73 66 6f 72 6d
Data Ascii: ransform:translateX(0);transform:translateX(0)}@supports ((-webkit-transform-style:preserve-3d) or (transform-
style:preserve-3d)){.carousel-item-next.carousel-item-left,.carousel-item-prev.carousel-item-right{-webkit-transform:t
ranslate3d(0,0,0);transform

2021-11-25 09:58:34 UTC 107 IN Data Raw: 38 30 30 30 0d Oa 6f 74 74 6f 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 74 65 78 74 2d 62 6f
7474 6f6d 7b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e 3a 74 65 78 74 2d 62 6f 74 74 6f 6d 21 69 6d 70 6f 72 74 61 6e
747d 2e 61 6¢ 69 67 6e 2d 74 65 78 74 2d 74 6f 70 7b 76 65 72 74 69 63 61 6¢ 2d 61 6C 69 67 6e 3a 74 65 78 74 2d 74 6f
702169 6d 70 6f 72 74 61 6e 74 7d 2e 62 67 2d 70 72 69 6d 61 72 79 7h 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6 72
3a23 303037 62 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 61 2e 62 67 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 2c 61
2e 6267 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 2c 62 75 74 74 6f 6e 2e 62 67 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75
73 2c 62 75 74 74 6f 6e 2e 62 67 2d 70 72 69 6d 61 72 79 3a
Data Ascii: 8000ottom!important}.align-text-bottom{vertical-align:text-bottom!important}.align-text-top{vertical-align:text-
toplimportant}.bg-primary{background-color:#007bfflimportant}a.bg-primary:focus,a.bg-primary:hover,button.bg-primary
:focus,button.bg-primary:

2021-11-25 09:58:34 UTC 111 IN Data Raw: 74 61 62 6¢ 65 2d 63 65 6¢ 6¢ 7b 64 69 73 70 6¢ 61 79 3a 74 61 62 6¢ 65 2d 63 65 6¢ 6¢ 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 64 2d 6d 64 2d 66 6¢ 65 78 7b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 21 69 6d 70 6f 72
7461 6e 74 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6C
6179 3a 66 6¢ 65 78 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 6d 64 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 7h 64 69 73
70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 69 6e 6¢ 69 6e 65 2d 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6¢ 61
79 3a2d 6d 73 2d 69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6¢ 61 79 3a
69 6e 6¢ 69 6e 65 2d 66 6¢ 65 78 21 69 6d 70 6f 72 74 61 6e 74
Data Ascii: table-cell{display:table-celllimportant}.d-md-flex{display:-webkit-box!important;display:-ms-flexbox!importa
nt;display:flexlimportant}.d-md-inline-flex{display:-webkit-inline-box!important;display:-ms-inline-flexbox!important;di
splay:inline-flexlimportant

2021-11-25 09:58:34 UTC 115 IN Data Raw: 69 67 6e 2d 69 74 65 6d 73 2d 62 61 73 65 6¢ 69 6e 65 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e
3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 62 61 73 65
6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f
72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 73 74 72 65 74 63 68 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
61 6¢ 69 67 6e 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 7
3747265746368 2169 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 73 74 72 65 74 63 68 21 69 6d
70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74
Data Ascii: ign-items-baseline{-webkit-box-align:baselinelimportant;-ms-flex-align:baselinelimportant;align-items:baseli
nelimportant}.align-items-stretch{-webkit-box-align:stretchlimportant;-ms-flex-align:stretch!important;align-items:stret
chlimportant}.align-content

2021-11-25 09:58:34 UTC 119 IN Data Raw: 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70 6f 72
74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 73 6d 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65
6d 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6C 66 3a 63 65 6
746572 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 73 6d 2d 62 61 73 65 6¢ 69 6€ 65 7b 2d 6
d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d 61 6¢ 69 67 6e 3a 62 61 73 65 6¢ 69 6€ 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢
69 67 6e 2d 73 65 6¢ 66 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6C 66
2d 73 6d 2d 73 74 72 65 74 63 68 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74
Data Ascii: limportant;align-self:flex-end!important}.align-self-sm-center{-ms-flex-item-align:centerlimportant;align-se
If:centerlimportant}.align-self-sm-baseline{-ms-flex-item-align:baseline!limportant;align-self:baseline!important}.align-self-
sm-stretch{-ms-flex-it

2021-11-25 09:58:34 UTC 123 IN Data Raw: 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 6¢
672d 77 72 61 70 7b 2d 6d 73 2d 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6¢ 65
782d77 7261 703a 77 7261 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 6¢ 67 2d 6e 6f 77 7261 70 7b 2d
6d 73 2d 66 6¢ 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6¢ 65 78 2d 77 72 61 70 3a
6e 6f 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6¢ 65 78 2d 6¢ 67 2d 77 72 61 70 2d 72 65 76 65 72 73 65 7b 2d
6d 73 2d 66 6¢ 65 78 2d 77 72 61 70 3a 77 72 61 70 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6C 65 7
82d777261703a77 726170 2d 7265766572 73652169 6d
Data Ascii: ion:column-reverse!important}.flex-lg-wrap{-ms-flex-wrap:wrap!important;flex-wrap:wrap!important}.flex-lg-no
wrap{-ms-flex-wrap:nowrap!important;flex-wrap:nowrap!important}.flex-lg-wrap-reverse{-ms-flex-wrap:wrap-revers
elimportant;flex-wrap:wrap-reverse!im
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kBytes
Timestamp transferred

2021-11-25 09:58:34 UTC 127

2021-11-25 09:58:34 UTC 132

2021-11-25 09:58:34 UTC 136

2021-11-25 09:58:34 UTC 139

2021-11-25 09:58:34 UTC 143

2021-11-25 09:58:34 UTC 147

2021-11-25 09:58:34 UTC 147

Session ID Source IP

3 192.168.2.3
kBytes

Timestamp transferred

2021-11-25 09:58:34 UTC 147

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49752

Direction
ouT

Data

Data Raw: 7d 2e 61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 78 6¢ 2d 65 6e 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69
67 6e 3a 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6C 69 67 6e 3a 65 6e 64 21 69 6d 70 6f
7274 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61
6¢ 69 67 6e 2d 69 74 65 6d 73 2d 78 6¢ 2d 63 65 6€ 74 65 72 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6C 69 67 6€ 3a
63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 21 6
9 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 78 6¢ 2d 62 61 73 65 6C 69 62

Data Ascii: }.align-items-xI-end{-webkit-box-align:end!important;-ms-flex-align:end!important;align-items:flex-end!impor
tant}.align-items-xl-center{-webkit-box-align:centerlimportant;-ms-flex-align:centerlimportant;align-items:center!limport
ant}.align-items-xI-baselin

Data Raw: 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2d 34 2c 2e
6d 78 2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 35 7b
6d 61 72 67 69 6e 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 35 2c 2e 6d 79 2d 35 7b 6d 61 72 67 69
6e 2d 74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 35 2c 2e 6d 78 2d 35 7b 6d 61 72 67 69 6e 2
d 72 69 67 68 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 35 2c 2e 6d 79 2d 35 7b 6d 61 72 67 69 6e
2d 62 6f 74 74 6f 6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2d 35 2c 2e 6d 78 2d 35 7b 6d 61 72 67 69
6e 2d 6¢ 65 66 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d

Data Ascii: rgin-bottom:1.5rem!important}.ml-4,.mx-4{margin-left:1.5rem!important}.m-5{margin:3rem!important}.mt-5,.my-5
{margin-top:3rem!important}.mr-5,.mx-5{margin-right:3rem!important}.mb-5,.my-5{margin-bottom:3rem!important}.ml-5,.mx-
5{margin-left:3rem!important}

Data Raw: 6f 72 74 61 6e 74 7d 2e 6d 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 3a 61 75 74 6f 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 6d 74 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 79 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 61
7574 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 78 2d 73 6d 2d 61 75 74 6f 7b 6d 61
7267 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 73 6d 2d 61 75 74 6f 2c 2e 6d
79 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
6d 6¢ 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 78 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 61 75 74 6f 21
69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 28

Data Ascii: ortant}.m-sm-auto{margin:auto!important}.mt-sm-auto,.my-sm-auto{margin-top:autolimportant}.mr-sm-auto,.mx-
sm-auto{margin-right:autolimportant}.mb-sm-auto,.my-sm-auto{margin-bottom:auto!important}.ml-sm-auto,.mx-sm-auto
{margin-left:auto!important}}@media (

Data Raw: 32 31 63 62 0d Oa 6¢ 67 2d 30 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d
72 2d 6¢ 67 2d 30 2c 2e 6d 78 2d 6¢ 67 2d 30 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 21 69 6d 70 6f 72 74 61 6e
74 7d 2e 6d 62 2d 6¢ 67 2d 30 2c 2e 6d 79 2d 6¢ 67 2d 30 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 21 69 6d 70 6f
727461 6e 74 7d 2e 6d 6c 2d 6¢ 67 2d 30 2c 2e 6d 78 2d 6¢ 67 2d 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 21 69
6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 6¢ 67 2d 31 7b 6d 61 72 67 69 6e 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74
7d 2e 6d 74 2d 6¢ 67 2d 31 2c 2e 6d 79 2d 6¢ 67 2d 31 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 32 35 72 65 6d 21 69 6d 7
0 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6¢ 67 2d 31 2c 2e 6d 78 2d 6¢

Data Ascii: 21cblg-0{margin-top:0limportant}.mr-Ig-0,.mx-Ig-0{margin-right:0limportant}.mb-Ig-0,.my-Ig-0{margin-bottom:0
limportant}.ml-Ig-0,.mx-lg-0{margin-left:0!limportant}.m-lg-1{margin:.25rem!important}.mt-lg-1,.my-lg-1{margin-top:.25rem
limportant}.mr-lg-1,.mx-|

Data Raw: 30 2c 2e 70 79 2d 78 6¢ 2d 30 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 30 21 69 6d 70 6f 72 74 61 6e
747d 2e 70 6¢ 2d 78 6¢ 2d 30 2c 2e 70 78 2d 78 6¢ 2d 30 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 30 21 69 6d 70 6f
72 7461 6e 74 7d 2e 70 2d 78 6¢ 2d 31 7b 70 61 64 64 69 6e 67 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d
2e 70 74 2d 78 6¢ 2d 31 2c 2e 70 79 2d 78 6¢ 2d 31 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 2e 32 35 72 65 6d 21 69 6d 7
06f 72 74 61 6e 74 7d 2e 70 72 2d 78 6¢ 2d 31 2c 2e 70 78 2d 78 6¢ 2d 31 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a
2e 32357265 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 78 6¢ 2d 31 2c 2e 70 79 2d 78 6¢ 2d 31 7b 70 61 64 64
69 6e 67 2d 62 6f 74 74 6f 6d 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72

Data Ascii: 0,.py-xI-0{padding-bottom:0limportant}.pl-xI-0,.px-xI-0{padding-left:0limportant}.p-xI-1{padding:.25rem!impo
rtant}.pt-xI-1,.py-x|-1{padding-top:.25rem!important}.pr-xI-1,.px-xI-1{padding-right:.25rem!important}.pb-xI-1,.py-xI-1{
padding-bottom:.25rem!impor

Data Raw: 72 2d 63 6f 6¢ 6¢ 61 70 73 65 3a 63 6f 6¢ 6¢ 61 70 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 6¢ 65
2074 64 2c 2e 74 61 62 6¢ 65 20 74 68 7h 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6 72 3a 23 66 66 66 21 69 6d 70 6f
727461 6e 74 7d 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 20 74 64 2c 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64
2074 68 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 23 64 64 64 21 69 6d 70 6f 72 74 61 6€ 74 7d 7d Oa 2f 2a
232073 6f 75 72 63 65 4d 61 70 70 69 6e 67 55 52 4c 3d 62 6f 6f 74 73 74 72 61 70 2e 6d 69 6e 2e 63 73 73 2e 6d 61 70
20 2a 2f 0d Oa

Data Ascii: r-collapse:collapselimportant}.table td,.table th{background-color:#ffflimportant}.table-bordered td,.table-
bordered th{border:1px solid #ddd!important}}/*# sourceMappingURL=bootstrap.min.css.map */

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: null

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Direction

IN

Data

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 09:58:34 GMT

Content-Type: application/javascript; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000

Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT

CDN-CachedAt: 08/04/2021 00:04:37

CDN-EdgeStorageld: 601

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

timing-allow-origin: *

cross-origin-resource-policy: cross-origin

X-Content-Type-Options: nosniff

CDN-ProxyVer: 1.0

CDN-Status: 200

CDN-Requestld: 12f24fb6bb63b28e0a69ad6a09c5937e

CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 8064307

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 6b3a04f15ef5699b-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 37 62 64 65 0d Oa 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6€ 74 72 69 62 75 74 6f 72
7329 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74

Data Ascii: 7bde/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors (https:/
/github.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE) */!function(t

Data Raw: 21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 65 28 65 78 70 6f 72 74 73 2c 72 65 71 75 69 72 65 28 22 6a
71756572 792229 2c 7265717569 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e
22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65
7870 6f 72 7473 22 2¢ 22 6a 71 75 65 72 79 22 2¢ 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f
74737472 6170 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 7
4 69 6f 6e 28 74 2c 65 2c 6e 29 7h 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29
7b 66 6f 72 28 76 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74

Data Ascii: |=typeof module?e(exports,require(“jquery"),require(“popper.js")):"function"==typeof define&&define.amd?defi
ne(["exports","jquery"”,"popper.js“],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var
n=0;n<e.lengt

Data Raw: 64 28 69 29 2e 6¢ 65 6e 67 74 68 3e 30 3f 69 3a 6e 75 6¢ 6¢ 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 72 6e
20 6e 75 6¢ 6¢ 7d 7d 2c 72 65 66 6¢ 6f 77 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6f 66 66 73
65 74 48 65 69 67 68 74 7d 2c 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e
28 6e 29 7b 74 28 6e 29 2e 74 72 69 67 67 65 72 28 65 2e 65 6e 64 29 7d 2c 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69
74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6¢ 65 61 6e 28 65 29 7d 2¢c 69 73
45 6¢ 65 6d 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 5b 30 5d 7c 7c 74 29 2e 6e 6f 64 65
54 79 70 65 7d 2c 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67

Data Ascii: d(i).length>0?i:null}catch(t){return null}},reflow:function(t){return t.offsetHeight},triggerTransitionEnd:function(n)
{t(n).trigger(e.end)},supports TransitionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType
}typeCheckConfig

Data Raw: 45 6¢ 65 6d 65 6e 74 28 74 29 2c 6e 3d 21 31 3b 72 65 74 75 72 6e 20 65 26 26 28 6e 3d 6f 28 65 29 5b 30 5d
29 2c 6e 7c 7c 28 6e 3d 6f 28 74 29 2e 63 6¢ 6f 73 65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 65 2e 5f 74 72
69 67 67 65 72 43 6¢ 6f 73 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7h 76 61 72 20 65 3d 6f 2e 45 76 65 6e
7428 75 2e 43 4¢ 4f 53 45 29 3b 72 65 74 75 72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2c 65 7d 2c 65 2e 5f
72 65 6d 6f 76 65 45 6¢ 65 6d 65 6€ 74 3d 66 75 6€ 63 74 69 6f 6 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 6f 28 74
29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 5f 29 2¢ 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64
2829 26 26 6f 28 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64

Data Ascii: Element(t),n=!1;return e&&(n=o0(e)[0]),n||(n=0(t).closest("."+f)[0]),n},e._triggerCloseEvent=function(t){var
e=0.Event(u.CLOSE);return o(t).trigger(e),e},e._removeElement=function(t){var e=this;o(t).removeClass(_),P.sup
portsTransitionEnd()&&o(t).hasClass(d

Data Raw: 5b 30 5d 3b 69 66 28 69 29 7b 69 66 28 22 72 61 64 69 6f 22 3d 3d 3d 69 2e 74 79 70 65 29 69 66 28 69 2e 63
68 65 63 6b 65 64 26 26 70 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 43 29 29 74 3d
21313b 65 6¢ 7365 7b 76 61 72 20 73 3d 70 28 6e 29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 73 29 2e 72
65 6d 6f 76 65 43 6¢ 61 73 73 28 43 29 7d 69 66 28 74 29 7h 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 6
469 736162 6¢ 6564 22 29 7c 7c 6e 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 29 7c 7C
69 2e 63 6¢ 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6¢ 65 64 22 29 7C 7C 6e 2e 63 6¢ 61
73 73 4¢c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6C

Data Ascii: [0];if(i){if("radio"===i.type)if(i.checked&&p(this._element).hasClass(C))t=!1;else{var s=p(n).find(w)[0];s&&
p(s).removeClass(C)}if(t){if(i.hasAttribute("disabled")||n.hasAttribute("disabled")||i.classList.contains("disabled")||n.classList
.contains("disabl
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Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 155 IN Data Raw: 61 6e 22 7d 2c 68 3d 22 6e 65 78 74 22 2c 63 3d 22 70 72 65 76 22 2¢ 75 3d 22 6¢ 65 66 74 22 2c 66 3d 22 72
69 67 68 74 22 2¢c 64 3d 7b 53 4c 49 44 45 3a 22 73 6¢ 69 64 65 22 2b 69 2¢ 53 4c 49 44 3a 22 73 6¢ 69 64 22 2b 69 2c
4b 45 59 44 4f 57 4e 3a 22 6b 65 79 64 6f 77 6e 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74
65 72 22 2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2b 69 2c 54 4f 55 43 48 45 4e 44
3a 22 74 6f 75 63 68 65 6e 64 22 2b 69 2c 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 3a 22 6¢ 6f 61 64 22 2b 69 2b 22 2e 64
61 74 61 2d 61 70 69 22 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 69 2b 22 2e 64 61 74 61
2d 61 70 69 22 7d 2c 5f 3d 22 63 61 72 6f 75 73 65 6¢ 22 2C
Data Ascii: an"},h="next",c="prev",u="left",f="right",d={SLIDE:"slide"+i,SLID:"slid"+i,KEY DOWN:"keydown"+i,MOU
SEENTER:"mouseenter"+i, MOUSELEAVE:"mouseleave"+i, TOUCHEND:"touchend"+i,LOAD_DATA_API:"load"+i+".data-
api",CLICK_DATA_API:"click"+i+".data-api"},_="carousel",

2021-11-25 09:58:34 UTC 156 IN Data Raw: 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 6e 75 6¢ 6¢ 7d 2c 43 2e 63 79 63 6¢ 65 3d 66 75 6e 63 74 69 6f 6e
287429 7b 74 7c 7c 28 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64 3d 21 31 29 2c 74 68 69 73 2e 5f 69 6e 74 65 72 76 61
6c 26 26 28 63 6¢ 65 61 72 49 6e 74 65 72 76 61 6¢ 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 29 2c 74 68 69 73 2e 5f
69 6e 74 65 72 76 61 6¢ 3d 6e 75 6C 6¢ 29 2¢ 74 68 69 73 2e 5f 63 6f 6 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 26 26 21 74
68 69 73 2e 5f 69 73 50 61 75 73 65 64 26 26 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 73 65 74 49 6e 74 65 72
76 61 6¢ 28 28 64 6f 63 75 6d 65 6€ 74 2e 76 69 73 69 62 69 6¢ 69 74 79 53 74 61 74 65 3f 74 68 69 73 2e 6e 65 78 74 57
68 65 6e 56 69 73 69 62 6¢ 65 3a 74 68 69 73 2e 6e 65 78 74
Data Ascii: his._interval=null},C.cycle=function(t){t||(this._isPaused=!1),this._interval&&(clearinterval(this._interval),this._in
terval=null),this._config.interval&&!this._isPaused&&(this._interval=setinterval((document.visibilityState ?this.nextWhen
Visible:this.next

2021-11-25 09:58:34 UTC 158 IN Data Raw: 6f 75 63 68 54 69 6d 65 6f 75 74 3d 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72
6574 75 72 6e 20 65 2e 63 79 63 6¢ 65 28 74 29 7d 2c 35 30 30 2b 65 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢
29 7d 29 29 7d 2c 43 2e 5f 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 6e 70 75 74 7c
74 6578 74 61 72 65 61 2f 69 2e 74 65 73 74 28 74 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 73 77 69 74 63
68 28 74 2e 77 68 69 63 68 29 7b 63 61 73 65 20 33 37 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 74
68 69 73 2e 70 72 65 76 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75
6c 74 28 29 2c 74 68 69 73 2e 6e 65 78 74 28 29 7d 7d 2c 43 2e 5f
Data Ascii: ouchTimeout=setTimeout(function(t){return e.cycle(t)},500+e._config.interval)}))},C._keydown=function(t){if(
l/input|textareali.test(t.target.tagName))switch(t.which){case 37:t.preventDefault(),this.prev();break;case 39:t.prevent
Default(),this.next()}},C._

2021-11-25 09:58:34 UTC 159 IN Data Raw: 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 26 26 61 26 26 63 29 7b 74 68 69 73 2e 5f 69 73 53 6¢ 69
64 69 6e 67 3d 21 30 2c 43 26 26 74 68 69 73 2e 70 61 75 73 65 28 29 2c 74 68 69 73 2e 5f 73 65 74 41 63 74 69 76 65
49 6e 64 69 63 61 74 6f 72 45 6¢ 65 6d 65 6€ 74 28 63 29 3b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 2e 53 4c 49
44 2c 7h 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 63 2¢ 64 69 72 65 63 74 69 6f 6e 3a 72 2¢ 66 72 6f 6d 3a 6¢ 2¢ 74 6f
3a 5f 7d 29 3b 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 70 29 3f 28 74 28 63 29 2e 61 64 64 43 6¢ 61 73 7328 7329 2c 5
0 2e 72 65 66 6¢ 6f 77 28 63 29 2c 74 28 61 29 2e 61 64 64 43 6¢
Data Ascii: efaultPrevented()&&a&&c){this._isSliding=!0,C&&this.pause(),this._setActivelndicatorElement(c);var I=t.Event
(d.SLID {relatedTarget:c,direction:r,from:l,to:_});P.supportsTransitionEnd()&&t(this._element).hasClass(p)?(t(c).addClas
s(s),P.reflow(c),t(a).addCl

2021-11-25 09:58:34 UTC 160 IN Data Raw: 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 64 2e 43
4c 49 43 4b 5f 44 41 54 41 5 41 50 49 2c 79 2e 44 41 54 41 5f 53 4¢ 49 44 45 2c 43 2e 5f 64 61 74 61 41 70 69 43 6¢ 69
63 6b 48 61 6e 64 6¢ 65 72 29 2c 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2¢
66 75 6e 63 74 69 6f 6e 28 29 7h 74 28 79 2e 44 41 54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28
29 7b 76 61 72 20 65 3d 74 28 74 68 69 73 29 3b 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6C 6C
28 65 2c 65 2e 64 61 74 61 28 29 29 7d 29 7d 29 2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72
66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63
Data Ascii: a}}]),0}();return t(document).on(d.CLICK_DATA_API,y.DATA_SLIDE,C._dataApiClickHandler),t(window).o
n(d.LOAD_DATA_API function(){t(y.DATA_RIDE).each(function(){var e=t(this);C._jQueryInterface.call(e,e.data())})}),t.fn[e
]=C._jQueryInterface,t.fn[e].Construc

2021-11-25 09:58:34 UTC 162 IN Data Raw: 74 68 69 73 2e 68 69 64 65 28 29 3a 74 68 69 73 2e 73 68 6f 77 28 29 7d 2c 6f 2e 73 68 6f 77 3d 66 75 6e 63
74 69 6f 6e 28 29 7b 76 61 72 20 65 2¢c 73 2¢ 72 3d 74 68 69 73 3b 69 66 28 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69
74 69 6f 6e 69 6e 67 26 26 21 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 26 26
2874 68 69 73 2e 5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69
73 2e 5f 70 61 72 65 6e 74 29 2e 66 69 6e 64 28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6¢ 74 65 72 28 27 5b 64 61 74
61 2d 70 61 72 65 6e 74 3d 22 27 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 29 29 2
e 6c 65 6e 67 74 68 26 26 28 65 3d 6e 75 6¢ 6¢ 29 2c 21 28 65 26
Data Ascii: this.hide():this.show()},0.show=function(){var e,s,r=this;if('this._isTransitioning&&!t(this._element).hasCl
ass(c)&&(this._parent&&0===(e=t.makeArray(t(this._parent).find(p.ACTIVES).filter([data-parent=""+this._config.parent+
1))).length&&(e=null),!(e&

2021-11-25 09:58:34 UTC 163 IN Data Raw: 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 63 29 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6¢
65 6e 67 74 68 3e 30 29 66 6f 72 28 76 61 72 20 73 3d 30 3b 73 3¢ 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61
79 2e 6¢ 65 6e 67 74 68 3b 73 2b 2b 29 7hb 76 61 72 20 72 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 5b
73 5d 2c 6f 3d 50 2e 67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6¢ 65 6d 65 6 74 28 72 29 3b 69 66 28 6e 75 6C 6C
21 3d 3d 6f 29 74 28 6f 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 7c 7c 74 28 72 29 2e 61 64 64 43 6¢ 61 73 73 28 64 29 2e
6174 74 722822 617269 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 31 29 7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69
74 69 6f 6e 69 6e 67 28 21 30 29 3b 76 61 72 20 61 3d 66 75 6e 63
Data Ascii: .removeClass(c),this._triggerArray.length>0)for(var s=0;s<this._triggerArray.length;s++){var r=this._trigger
Array[s],0=P.getSelectorFromElement(r);if(null'==0)t(0).hasClass(c)||t(r).addClass(d).attr("aria-expanded",!1)}this.setT
ransitioning(!0);var a=func

2021-11-25 09:58:34 UTC 164 IN Data Raw: 72 67 65 74 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 50 2e
67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 65 29 3b 72 65 74 75 72 6e 20 6e 3f 74 28 6e 29 5b
30 5d 3a 6e 75 6¢ 6¢ 7d 2¢ 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b
72657475 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69
73 29 2c 6f 3d 73 2e 64 61 74 61 28 6e 29 2c 6¢ 3d 72 28 7b 7d 2c 61 2c 73 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74
22 3d3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 21 6f 26 26 6¢ 2e 74 6f 67 67 6¢ 65 26 26 2f 73 68 6f 77 7C 68
69 64 65 2f 2e 74 65 73 74 28 65 29 26 26 28 6¢ 2e 74 6f 67
Data Ascii: rgetFromElement=function(e){var n=P.getSelectorFromElement(e);return n?t(n)[0]:null},i._jQueryInterface=func
tion(e){return this.each(function(){var s=t(this),o=s.data(n),l=r({},a,s.data(),"object"==typeof e&&e);if(!0&&l.toggle&&
Ishow|hide/.test(e)&&(l.tog
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2021-11-25 09:58:34 UTC 166 IN Data Raw: 49 3d 22 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 6e 6f 74 28
2e 64 69 73 61 62 6¢ 65 64 29 22 2¢ 41 3d 22 74 6f 70 2d 73 74 61 72 74 22 2c 62 3d 22 74 6f 70 2d 65 6e 64 22 2c 44 3d
22 62 6f 74 74 6f 6d 2d 73 74 61 72 74 22 2¢ 53 3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2c 77 3d 22 72 69 67 68 74 2d 73
74617274 22 2c 4e 3d 22 6¢ 65 66 74 2d 73 74 61 72 74 22 2c 4f 3d 7b 6f 66 66 73 65 74 3a 30 2c 66 6¢ 69 70 3a 21 30
2c 62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 65 74 3a 22 28 6e 75
6d 62 65 72 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2¢ 66 6¢ 69 70 3a 22 62 6f 6f 6¢ 65 61 6e 22 2¢ 62 6f
75 6e 64 61 72 79 3a 22 28 73 74 72 69 6e 67 7c 65 6¢
Data Ascii: I=".dropdown-menu .dropdown-item:not(.disabled)",A="top-start",b="top-end",D="bottom-start",S="bottom-
end",w="right-start",N="left-start",O={offset:0,flip:!10,boundary:"scrollParent"} k={offset:"(number|string|function)",flip:"bo
olean",boundary:"(string|el

2021-11-25 09:58:34 UTC 167 IN Data Raw: 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69
73 2e 5f 65 6¢ 65 6d 65 6e 74 2c 69 29 2c 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 6f 29 2¢ 74 68
69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6¢ 6¢ 2¢ 6e 75 6¢ 6¢ 21 3d 3d
7468 69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6 79 28 29 2c 74 68
69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d 2c 6¢ 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68
69 73 2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6¢ 6¢ 21 3d
3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73
Data Ascii: .dispose=function(){t.removeData(this._element,i),t(this._element).off(0),this._element=null,this._menu=null
,null'==this._popper&&(this._popper.destroy(),this._popper=null)},|.update=function(){this._inNavbar=this._detectNavbar(
),null'==this._popper&&this

2021-11-25 09:58:34 UTC 168 IN Data Raw: 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 69
29 3b 69 66 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65
3f 65 3a 6e 75 6¢ 6C 29 2¢ 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2¢ 22 73 74 72 69 6e 67 22 3d 3d 74
79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68
72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b
27 22 27 29 3b 6e 5b 65 5d 28 29 7d 7d 29 7d 2c 61 2e 5f 63 6¢ 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65
29 7b 69 66 28 21 65 7c 7c 33 21 3d 3d 65 2e 77 68 69 63 68 26
Data Ascii: each(function(){var n=t(this).data(i);if(n||(n=new a(this, "object"==typeof e?e:null),t(this).data(i,n)),"string"==type
of e){if("undefined"==typeof n[e])throw new TypeError('No method named "+e+"");n[e]()}})},a._clearMenus=function(e){if
('e||3!==e.which&

2021-11-25 09:58:34 UTC 170 IN Data Raw: 66 69 6e 64 28 49 29 2e 67 65 74 28 29 3b 69 66 28 30 21 3d 3d 73 2e 6c 65 6e 67 74 68 29 7b 76 61 72 20
72 3d 73 2e 69 6e 64 65 78 4f 66 28 65 2e 74 61 72 67 65 74 29 3b 33 38 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3e 30
26 26 72 2d 2d 2c 34 30 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3c 73 2e 6¢ 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72 3
€ 3026 26 28 72 3d 30 29 2c 73 5b 72 5d 2e 66 6f 63 75 73 28 29 7d 7d 65 6c 73 65 7b 69 66 28 32 37 3d 3d 3d 65 2e 77
68 69 63 68 29 7b 76 61 72 20 6f 3d 74 28 6e 29 2e 66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 69 67 67 65
72 28 22 66 6f 63 75 73 22 29 7d 74 28 74 68 69 73 29 2e 74 72 69 67 67 65 72 28 22 63 6¢ 69 63 6b 22 29 7d 7d 7d 2¢
73 28 61 2c 6e 75 6¢ 6C 2¢ 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22
Data Ascii: find(l).get();if(0!==s.length){var r=s.indexOf(e.target);38===e.which&&r>0&&r--,40===e.which&&r<s.length-1&&
r++,r<0&&(r=0),s[r].focus()}}elsefif(27===e.which){var o=t(n).find(E)[0];t(0).trigger("focus")}(this).trigger("click")}}},s(a,null,
[{key:"VERSION"

2021-11-25 09:58:34 UTC 171 IN Data Raw: 22 2c 66 3d 22 6d 6f 64 61 6¢ 2d 6f 70 65 6e 22 2c 64 3d 22 66 61 64 65 22 2c 5f 3d 22 73 68 6f 77 22 2¢c 67 3d
7b 44 49 41 Ac 4f 47 3a 22 2e 6d 6f 64 61 6¢ 2d 64 69 61 6¢ 6f 67 22 2 44 41 54 41 5f 54 4f 47 47 4c 45 3a 27 5b 64 61
74 61 2d 74 6f 67 67 6¢ 65 3d 22 6d 6f 64 61 6¢ 22 5d 27 2c 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 64 61 74 61 2d
64 69 73 6d 69 73 73 3d 22 6d 6f 64 61 6¢ 22 5d 27 2c 46 49 58 45 44 5f 43 Af 4e 54 45 4e 54 3a 22 2e 66 69 78 65 64 2d
74 6f 70 2¢ 20 2e 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2¢ 20 2e 69 73 2d 66 69 78 65 64 2c 20 2e 73 74 69 63 6b 79 2d 74
6f 70 22 2c 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 3a 22 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 56 42 41 52 5f
54 Af 47 47 4c 45 52 3a 22 2e 6e 61 76 62 61 72 2d 74
Data Ascii: *,f="modal-open",d="fade",_="show",g={DIALOG:".modal-dialog",DATA_TOGGLE:'[data-toggle="modal"]',D
ATA_DISMISS: [data-dismiss="modal"]',FIXED_CONTENT:" fixed-top, .fixed-bottom, .is-fixed, .sticky-top",STICKY_
CONTENT:".sticky-top",NAVBAR_TOGGLER:".navbar-t

2021-11-25 09:58:34 UTC 172 IN Data Raw: 65 26 26 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73
69 74 69 6f 6e 69 6e 67 26 26 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 69 3d 74 2e 45 76 65 6e 74 28 68
2e 48 49 44 45 29 3b 69 66 28 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 2c 74
68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26 21 69 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7Tb 74
68 69 73 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69
6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3b 73
26 26 28 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e
Data Ascii: e&&e.preventDefault(),!this._isTransitioning&&this._isShown){var i=t.Event(h.HIDE);if(t(this._element).trigg
er(i),this._isShown&&li.isDefaultPrevented()){this._isShown=!1;var s=P.supportsTransitionEnd()&&t(this._element).hasClas
s(d);s&&(this._isTransition

2021-11-25 09:58:34 UTC 174 IN Data Raw: 69 67 2e 66 6f 63 75 73 26 26 74 68 69 73 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 28 29 3b 76 61 72 20 73
3d 74 2e 45 76 65 6e 74 28 68 2e 53 48 4f 57 4e 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 2c 72 3d 66
75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6¢ 65 6d 65 6e 74 2e 66 6f
63 75 73 28 29 2c 6e 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6¢ 65 6d 65 6e 74
292e 747269 67 6765 722873 29 7d 3b 69 3f 74 28 74 68 69 73 2e 5f 64 69 61 6¢ 6f 67 29 2e 6f 6e 65 28 50 2e 54 52
41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 72 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 33 30 30
29 3a 72 2829 7d 2c 70 2e 5f 65 6e 66 6f 72 63 65 46 6f 63
Data Ascii: ig.focus&&this._enforceFocus();var s=t.Event(h.SHOWN {relatedTarget:e}),r=function(){n._config.foc
us&&n._element.focus(),n._isTransitioning=!1,t(n._element).trigger(s)};i?t(this._dialog).one(P.TRANSITION_END,
r).emulateTransitionEnd(300):r()},p._enforceFoc

2021-11-25 09:58:34 UTC 175 IN Data Raw: 65 6e 74 28 22 64 69 76 22 29 2c 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6¢ 61 73 73 4e 61 6d 65 3d
75 2c 69 26 26 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 64 64 43 6¢ 61 73 73 28 69 29 2C 74 28 74 68 69
73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2¢c 74 28 74
68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2¢ 66 75 6e 63 74 69 6f
6e 28 74 29 7b 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6¢ 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 72 65 42 61 63
6b 64 72 6f 70 43 6¢ 69 63 6b 3d 21 31 3a 74 2e 74 61 72 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65
74 26 26 28 22 73 74 61 74 69 63 22 3d 3d 3d 6e 2e 5f 63 6f
Data Ascii: ent("div"),this._backdrop.className=u,i&&t(this._backdrop).addClass(i),t(this._backdrop).appendTo(
document.body),t(this._element).on(h.CLICK_DISMISS, function(t){n._ignoreBackdropClick?n._ignoreBackdropClick=!
1:t.target===t.currentTarget&&("static'===n._co
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kBytes
Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 176 IN Data Raw: 63 74 69 6f 6e 28 6e 2c 69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6¢ 65 2e 70 61 64 64 69
6e 67 52 69 67 68 74 2c 72 3d 74 28 69 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 29 3b 74 28 69
29 2e 64 61 74 61 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2¢ 73 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d
7269 67 68 74 22 2c 70 61 72 73 65 46 6¢ 6f 61 74 28 72 29 2b 65 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22
7078 22 29 7d 29 2c 74 28 67 2e 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e
28 6e 2¢ 69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6¢ 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 2¢c 72 3
d 74 28 69 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68
Data Ascii: ction(n,i){var s=t(i)[0].style.paddingRight,r=t(i).css("padding-right");t(i).data("padding-right",s).css("padding-righ
t",parseFloat(r)+e._scrollbarWidth+"px")}),t(g.STICKY_CONTENT).each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i)
.css("margin-righ

2021-11-25 09:58:34 UTC 178 IN Data Raw: 6¢ 64 28 74 29 2c 65 7d 2c 6f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e
281652c 6929 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73
3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 29 2c 61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6¢ 74 2c 74 28 74 68 69
7329 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 73 7c 7c 28
73 3d 6e 65 77 20 6f 28 74 68 69 73 2c 61 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 2¢ 7329 29 2c 22 737472 6
9 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 73
5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f
Data Ascii: Id(t),e},0._jQuerylnterface=function(e,i){return this.each(function()}{var s=t(this).data(n),a=r({},0.Default,t(this).d

ata(),"object"==typeof e&&e);if(s||(s=new o(this,a),t(this).data(n,s)),"string"==typeof e){if("undefined"==typeof s[e])throw
new TypeErro
2021-11-25 09:58:34 UTC 179 IN Data Raw: 6e 67 7c 65 6¢ 65 6d 65 6e 74 29 22 7d 2c 63 3d 7b 41 55 54 4f 3a 22 61 75 74 6f 22 2c 54 4f 50 3a 22 74 6f

7022 2c 52 49 47 48 54 3a 22 72 69 67 68 74 22 2c 42 4f 54 54 4f 4d 3a 22 62 6f 74 74 6f 6d 22 2c 4c 45 46 54 3a 22 6¢
65 66 74 22 7d 2c 75 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3c 64 69 76 20 63 6¢ 61
7373 3d 22 74 6f 6f 6¢ 74 69 70 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22
6172 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65 72 22 3e
3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2¢c 74 69 74 6C
65 3a 22 22 2c 64 65 6¢ 61 79 3a 30 2c 68 74 6d 6¢ 3a 21

Data Ascii: nglelement)"},c={AUTO:"auto", TOP:"top",RIGHT:"right",BOTTOM:"bottom",LEFT:"left"},u={animation:!0,
template:'<div class="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-inner"></div></div>'trigger:"hover
focus" title:",delay:0,html:!

2021-11-25 09:58:34 UTC 180 IN Data Raw: 34 33 35 32 0d Oa 44 65 6c 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54
6172 67 65 74 29 2e 64 61 74 61 28 6e 2c 69 29 29 2c 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 2e 63 6¢ 69 63
6b 3d 21 69 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 2e 63 6¢ 69 63 6b 2c 69 2e 5f 69 73 57 69 74 68 41 63 74 69
76 65 54 72 69 67 67 65 72 28 29 3f 69 2e 5f 65 6e 74 65 72 28 6e 75 6¢ 6¢ 2¢ 69 29 3a 69 2e 5f 6¢ 65 61 76 65 28 6e 75
6c 6¢ 2¢ 69 29 7d 65 6¢ 73 65 7b 69 66 28 74 28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2e 68 6
17343 6¢ 617373287029 297265747572 6e 20 76 6f 69 64 20 74 68 69 73 2e 5f 6¢ 65 61 76 65 28 6e 75 6¢ 6C 2C
74 68 69 73 29 3b 74 68 69 73 2e 5f 65 6e 74 65 72 28 6e 75 6C 6C
Data Ascii: 4352DelegateConfig()),t(e.currentTarget).data(n,i)),i._activeTrigger.click=!i._activeTrigger.click,i._isWith
ActiveTrigger()?i._enter(null,i):i._leave(null,i)}elsefif(t(this.getTipElement()).hasClass(p))return void this._leave(null,this);t
his._enter(null

2021-11-25 09:58:34 UTC 182 IN Data Raw: 74 61 63 68 6d 65 6e 74 28 6¢ 29 3b 74 68 69 73 2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43 6¢ 61 73 73 28
68 29 3b 76 61 72 20 63 3d 21 31 3d 3d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 3f 64 6f 63 75
6d 65 6e 74 2e 62 6f 64 79 3a 74 28 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 61 69 6e 65 72 29 3b 74 28 72 29 2e
64 61 74 61 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2c 74 68 69 73 29 2c 74 2e 63
6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d
65 6e 74 45 6¢ 65 6d 65 6e 74 2¢ 74 68 69 73 2e 74 69 70 29 7c 7c 74 28 72 29 2e 61 70 70 65 6e 64 54 6f 28 63 29 2
742874 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67
Data Ascii: tachment(l);this.addAttachmentClass(h);var c=!1===this.config.container?document.body:t(this.config.containe
r);t(r).data(this.constructor.DATA_KEY this),t.contains(this.element.ownerDocument.documentElement,this.tip)||t(r).appen
dTo(c),t(this.element).trig

2021-11-25 09:58:34 UTC 183 IN Data Raw: 6e 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 65 26 26 65 28 29 7d 3b 74 28 74 68 69 73 2e 65
6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 29 2c 73 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6€ 74 65 64
2829 7c 7c 28 74 28 69 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 70 29 2c 22 6f 6e 74 6f 75 63 68 73 74 61 72 74 22 69
6e 20 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 26 26 74 28 22 62 6f 64 79 22 29 2e 63 68
69 6¢ 64 72 65 6e 28 29 2e 6f 66 66 28 22 6d 6f 75 73 65 6f 76 65 72 22 2¢ 6e 75 6C 6C 2C 74 2e 6e 6f 6f 70 29 2¢ 74 68
69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 79 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67
67 65 72 5b 54 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69
Data Ascii: n._popper.destroy(),e&&e()};t(this.element).trigger(s),s.isDefaultPrevented()||(t(i).removeClass(p), ‘ontouch
start"in document.documentElement&&t(*body").children().off(“mouseover”,null,t.noop),this._activeTrigger[y]='1,this._act
iveTrigger[T]=!1,this._acti

2021-11-25 09:58:34 UTC 184 IN Data Raw: 74 28 65 2e 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e
43 4c 49 43 4b 2c 65 2e 63 6f 6e 66 69 67 2e 73 65 6¢ 65 63 74 6f 72 2¢ 66 75 6€ 63 74 69 6f 6e 28 74 29 7b 72 65 74 75
72 6e 20 65 2e 74 6f 67 67 6¢ 65 28 74 29 7d 29 3b 65 6¢ 73 65 20 69 66 28 6e 21 3d 3d 43 29 7b 76 61 72 20 69 3d 6e
3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 45 4e 54 45 52 3a 65 2e 63 6f
6e 7374 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 46 4f 43 55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 6e 73 74 72
75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 4c¢ 45 41 56 45 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65
6e 74 2e 46 4f 43 55 53 4f 55 54 3b 74 28 65 2e 65 6¢ 65 6d
Data Ascii: t(e.element).on(e.constructor.Event.CLICK e.config.selector,function(t){return e.toggle(t)});else if(n!==C){var
i=n===E?e.constructor.Event. MOUSEENTER:e.constructor.Event. FOCUSIN,s=n===E?e.constructor.Event.M
OUSELEAVE:e.constructor.Event. FOCUSOUT;t(e.elem

2021-11-25 09:58:34 UTC 186 IN Data Raw: 72 67 65 74 29 2e 64 61 74 61 28 69 29 29 7c 7c 28 6e 3d 6e 65 77 20 74 68 69 73 2e 63 6f 6e 73 74 72 75 63
74 6f 72 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6¢ 65 67 61 74 65 43 6f 6e
66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 69 2c 6e 29 29 2¢ 65 26
26 28 6e 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e 74 79 70 65 3f 54
3a 455d 3d 21 31 29 2c 6e 2e 5f 69 73 57 69 74 68 41 63 74 69 76 65 54 72 69 67 67 65 72 28 29 7c 7c 28 63 6¢ 65 61
72 54 69 6d 65 6f 75 74 28 6e 2e 5f 74 69 6d 65 6f 75 74 29 2c 6e 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 64 2c 6e 2e 63
6f 6e 66 69 67 2e 64 65 6¢ 61 79 26 26 6e 2e 63 6f 6e 66 69 67
Data Ascii: rget).data(i))||(n=new this.constructor(e.currentTarget,this._getDelegateConfig()),t(e.currentTarget).data(i
,n)),e&&(n._activeTrigger['focusout"===e.type?T:E]=!1),n._isWithActiveTrigger()||(clearTimeout(n._timeout),n._hoverState
=d,n.config.delay&&n.config
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kBytes
Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 187 IN Data Raw: 69 6f 6e 3d 21 31 2c 74 68 69 73 2e 68 69 64 65 28 29 2c 74 68 69 73 2e 73 68 6f 77 28 29 2c 74 68 69 73 2e
63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6 3d 6e 29 7d 2c 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d
66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6 63 74 69 6f 6e 28 29
7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 29 2c 73 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f
66 20 65 26 26 65 3b 69 66 28 28 6e 7c 7c 21 2f 64 69 73 70 6f 73 65 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 29 26 26
28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2¢ 73 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29
2c 2273 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 29
Data Ascii: ion=!1,this.hide(),this.show(),this.config.animation=n)},a._jQuerylnterface=function(e){return this.each(function()
{var n=t(this).data(i),s="object"==typeof e&&e;if((n||!/dispose|hide/.test(e))&&(n||(n=new a(this,s),t(this).data(i,n)),"st
ring"==typeof e))

2021-11-25 09:58:34 UTC 188 IN Data Raw: 6f 75 73 65 65 6e 74 65 72 22 2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65 61 76 65 22
2b 69 7d 2c 67 3d 66 75 6e 63 74 69 6f 6e 28 72 29 7b 76 61 72 20 6f 2c 67 3b 66 75 6e 63 74 69 6f 6e 20 70 28 29 7b 72
6574 7572 6e 20 72 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7c 7c 74 68 69 73 7d 67 3d 72
2c 28 6f 3d 70 29 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 67 2e 70 72 6f 74 6f 74 79
70 65 29 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 6f 2c 6f 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d
67 3b 76 61 72 20 6d 3d 70 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 6d 2e 69 73 57 69 74 68 43 6f 6e 74 65
6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75
Data Ascii: ouseenter"+i, MOUSELEAVE:"mouseleave"+i},g=function(r){var o,g;function p(){return r.apply(this,arguments)||t
his}g=r,(o=p).prototype=0Object.create(g.prototype),o.prototype.constructor=0,0.__proto__=g;var m=p.prototype;return m.is
WithContent=function(){retu

2021-11-25 09:58:34 UTC 190 IN Data Raw: 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 7d 7d 2c 7b 6b 65 79
3a22 45 76 65 6e 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 7d 7d 2c 7b 6b 65 79 3a
22 45 56 45 4e 54 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 69 7d 7d 2c 7b 6b
65 79 3a 22 44 65 66 61 75 6¢ 74 54 79 70 65 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20
68 7d 7d 5d 29 2¢ 70 7d 28 55 29 3b 72 65 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75 65 72 79 49 6e 74
65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 67 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43
6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65
Data Ascii: _KEY",get:function(){return n}} {key:"Event",get:function(){return _}},{key:"EVENT_KEY" get:function(){return i},
{key:"DefaultType",get:function(){return h}}]),p}(U);return t.fn[e]=g._jQueryInterface,t.fn[e].Constructor=g,t.fn[e].noConfl
ict=function(){re

2021-11-25 09:58:34 UTC 191 IN Data Raw: 6¢ 65 6d 65 6e 74 3d 3d 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6e 74 2e 77 69 6e 64 6f 77 3f
64 3a 5f 2c 69 3d 22 61 75 74 6f 22 3d 3d 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 3f 6e 3a 74 68 69
73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 2c 73 3d 69 3d 3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54
6f 70 28 29 3a 30 3b 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d
2c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 48 65 69 67 68
742829 2c 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 29 29 2e 6d 61 70 28
66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 2c 72
Data Ascii: lement===this._scrollElement.window?d:_,i="auto"===this._config.method?n:this._config.method,s=i===_?
this._getScrollTop():0;this._offsets=[],this._targets=[],this._scrollHeight=this._getScrollHeight(),t.makeArray(t(this._selecto
r)).-map(function(e){var n,r

2021-11-25 09:58:34 UTC 192 IN Data Raw: 63 74 28 29 2e 68 65 69 67 68 74 7d 2c 67 2e 5f 70 72 6f 63 65 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76
6172 20 74 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54 6f 70 28 29 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f
66 66 73 65 74 2c 65 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 28 29 2¢ 6e 3d 74 68 69 73 2e 5f
63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2b 65 2d 74 68 69 73 2e 5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68 74 28 29 3b
69 66 28 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66 72 65 73 68 28
29 2c 74 3e 3d 6e 29 7b 76 61 72 20 69 3d 74 68 69 73 2e 5f 74 61 72 67 65 74 73 5b 74 68 69 73 2e 5f 74 61 72 67 65 74
73 2e 6¢ 65 6e 67 74 68 2d 31 5d 3b 74 68 69 73 2e 5f 61
Data Ascii: ct().height},g._process=function(){var t=this._getScrollTop()+this._config.offset,e=this._getScrollHeight(),
n=this._config.offset+e-this._getOffsetHeight();if(this._scrollHeight!==e&&this.refresh(),t>=n){var i=this._targets[this
._targets.length-1];this._a

2021-11-25 09:58:34 UTC 194 IN Data Raw: 20 69 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64
20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 69 5b 65 5d 28 29 7d 7d 29 7d 2c 73 28 6f 2c 6e 75 6¢ 6¢ 2¢ 5b 7b
6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e
3022 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75
72 6e 20 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68 2e 4c 4f 41 44
5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 65 3d 74 2e 6d 61 6b 65 41 72 72
61 79 28 74 28 66 2e 44 41 54 41 5f 53 50 59 29 29 2c 6e 3d 65
Data Ascii: i[e])throw new TypeError('No method named "+e+"");i[e]()}})},s(0,null,[{key:"VERSION",get:function(){retu
m"4.0.0"}},{key:"Default",get:function(){return a}}]),0}();return t(window).on(h.LOAD_DATA_API,function(){for(var e=t.m
akeArray(t(f.DATA_SPY)),n=e

2021-11-25 09:58:34 UTC 195 IN Data Raw: 65 6e 74 29 2e 74 72 69 67 67 65 72 28 75 29 2¢c 21 75 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6€ 74 65
64 28 29 26 26 21 63 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 6f 26 26 28 6e 3d 74 28 6f 29
5b 30 5d 29 2c 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2c 73 29 3b 76 61 72
2067 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 76 61 72 20 6e 3d 74 2e 45 76 65 6e 74 28 72 2e 48 49 44 44 45 4e 2c Tb 72
65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 2e 5f 65 6¢ 65 6d 65 6e 74 7d 29 2¢ 73 3d 74 2e 45 76 65 6e 74 28 72 2e 53
48 4f 57 4e 2¢c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 69 7d 29 3b 74 28 69 29 2e 74 72 69 67 67 65 72 28 6e 29 2
c 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72
Data Ascii: ent).trigger(u),!u.isDefaultPrevented()&&!c.isDefaultPrevented()){o&&(n=t(0)[0]),this._activate(this._elemen
t,s);var g=function(){var n=t.Event(r.HIDDEN {relatedTarget:e._element}),s=t.Event(r. SHOWN ({related Target:i});t(i).trigg
er(n),t(e._element).trigger

2021-11-25 09:58:34 UTC 196 IN Data Raw: 3b 72 65 74 75 72 6e 20 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 72 2e 43 4c 49 43 4b 5f 44 41 54 41 5f
4150 49 2c 67 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 76 2e 5f
6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 74 28 74 68 69 73 29 2c 22 73 68 6f 77 22 29 7d 29 2c
74 2e 66 6e 2e 74 61 62 3d 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 2e 74 61 62 2e 43 6f
6e 73 74 72 75 63 74 6f 72 3d 76 2c 74 2e 66 6e 2e 74 61 62 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e
2829 7b 72 65 74 75 72 6e 20 74 2e 66 6e 2e 74 61 62 3d 69 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7
d 2c 76 7d 28 65 29 3b 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69
Data Ascii: ;return t(document).on(r.CLICK_DATA_API,g,function(e){e.preventDefault(),v._jQueryinterface.call(t(this),"sh
ow")}),t.fn.tab=v._jQuerylinterface,t.fn.tab.Constructor=v,t.fn.tab.noConflict=function(){return t.fn.tab=i,v._jQueryinte
rface},v}(e);!function(t){i

2021-11-25 09:58:34 UTC 197 IN Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0
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Session ID Source IP

4 192.168.2.3
kBytes
Timestamp transferred

2021-11-25 09:58:34 UTC 148

2021-11-25 09:58:34 UTC 197

2021-11-25 09:58:34 UTC 198

2021-11-25 09:58:34 UTC 198

2021-11-25 09:58:34 UTC 200

2021-11-25 09:58:34 UTC 201

Copyright Joe Security LLC 2021

Source Port

49753

Direction

ouT

Destination IP Destination Port Process

104.16.19.94 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1

Host: cdnjs.cloudflare.com

Connection: keep-alive

Origin: null

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 09:58:34 GMT

Content-Type: application/javascript; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=30672000

ETag: W/"5eb03fa9-4af4"

Last-Modified: Mon, 04 May 2020 16:15:37 GMT

cf-cdnjs-via: cfworker/kv

Cross-Origin-Resource-Policy: cross-origin

Timing-Allow-Origin: *

X-Content-Type-Options: nosniff

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT

Age: 223876

Expires: Tue, 15 Nov 2022 09:58:34 GMT

Report-To: {"endpoints":[{"url":"https:VV/a.nel.cloudflare.com\ireport\/v3?s=kSrCFXI6EV5gR6DXUZvYwWp97QLx%2BeH
%2BfGud7jbFuuOM3BpK6EA3YiK2WBMfYtzu70VKIoneQMWgulEYkrZO8IuXcTNVzxLbl7n6DVVFa24CxriWIKOZ1L1g
pfIMGTRKTGsauktli7"}],"group”:"cf-nel","max_age":604800}

NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}

Strict-Transport-Security: max-age=15780000

Server: cloudflare

CF-RAY: 6b3a04f16e0c5c5¢-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 34 61 66 34 0d Oa 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76
6f 6¢ 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65
6e 73 65 20 28 6¢ 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 75
72 63 65 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29
7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 21 3d
7479 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6C 65 2€ 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 74 69
6f 6e 27 3d 3d

Data Ascii: 4af4/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://ope
nsource.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&‘undefined'!=typeof module?module.exports=t():'fun
ction'==

Data Raw: 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 74 29 3a
65 2e 50 6f 70 70 65 72 3d 74 28 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7bh 27 75 73 65 20 73 74 72 69
63 74 27 3b 66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75
6e 63 74 69 6f 6e 5d 27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 65 29 7d 66 75 6e 63 74 69 6f 6 20
74 2865 2c 74 29 7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f
3d 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6¢ 65 28 65 2c 6e 75 6¢ 6¢ 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74 5d 3a
6f 7d 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 72 65 74 75 72

Data Ascii: typeof define&&define.amd?define(t):e.Popper=t()})(this,function(){'use strict';function e(e){return e&&[object
Function]'==={}.toString.call(e)}function t(e,t){if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:0}fu
nction o(e){retur

Data Raw: 27 73 63 72 6f 6¢ 6¢ 4c 65 66 74 27 2¢ 69 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3b 69 66 28 27 42 4f 44 59 27 3d
3d 3d 69 7c 7c 27 48 54 4d 4c 27 3d 3d 3d 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64
6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6€ 74 2¢ 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6€ 74 2e 73 63 72 6f 6¢ 6C 69
6e 67 45 6¢ 65 6d 65 6 74 7c 7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e
63 74 69 6f 6e 20 6¢ 28 65 2c 74 29 7b 76 61 72 20 6f 3d 32 3¢ 61 72 67 75 6d 65 6€ 74 73 2e 6¢ 65 6e 67 74 68 26 26 76
6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2¢ 69 3d 61 28
74 2c 27 74 6f 70 27 29 2c 6e 3d 61 28 74 2c 27 6¢ 65 66 74

Data Ascii: 'scrollLeft',i=e.nodeName;if('BODY'===i||'HTML'===i)}{var n=e.ownerDocument.documentElement,r=e.own
erDocument.scrollingElement||n;return r[o]}return e[o]}function I(e,t){var o=2<arguments.length&&void O!==arguments[2]&&
arguments[2],i=a(t,'top’),n=a(t,'left

Data Raw: 3d 6d 7d 72 65 74 75 72 6e 20 63 28 72 29 7d 66 75 6e 63 74 69 6f 6e 20 75 28 65 2c 6f 29 7b 76 61 72 20 69
3d 69 65 28 29 2c 72 3d 27 48 54 4d 4c 27 3d 3d 3d 6f 2e 6e 6f 64 65 4e 61 6d 65 2c 70 3d 67 28 65 29 2c 73 3d 67 28 6f
29 2c 64 3d 6e 28 65 29 2c 61 3d 74 28 6f 29 2c 66 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 61 2e 62 6f 72 64 65 72 54 6f 70
5769 64 74 68 2c 31 30 29 2c 6d 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 61 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68
2c 313029 2c 68 3d 63 28 7b 74 6f 70 3a 70 2e 74 6f 70 2d 73 2e 74 6f 70 2d 66 2c 6¢ 65 66 74 3a 70 2e 6¢ 65 66 74 2d
73 2e 6¢ 65 66 74 2d 6d 2c 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d
29 3b 69 66 28 68 2e 6d 61 72 67 69 6e 54 6f 70 3d 30 2c 68

Data Ascii: =m}return c(r)}unction u(e,0){var i=ie(),r="HTML'===0.nodeName,p=g(e),s=g(0),d=n(e),a=t(o),f=parseFloat(a.b
orderTopWidth,10),m=parseFloat(a.borderLeftWidth,10),h=c({top:p.top-s.top-f,left:p.left-s.left-m,width:p.width,height:p.
height});if(h.marginTop=0,h
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kBytes
Timestamp transferred Direction Data

2021-11-25 09:58:34 UTC 202 IN Data Raw: 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 35 5d 3f 61 72 67 75 6d 65 6e 74 73
5b 35 5d 3a 30 3b 69 66 28 2d 31 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 27 61 75 74 6f 27 29 29 72 65 74 75 72 6e 20
65 3b 76 61 72 20 70 3d 79 28 6f 2c 69 2c 72 2c 6e 29 2c 73 3d 7b 74 6f 70 3a 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68
2c 68 65 69 67 68 74 3a 74 2e 74 6f 70 2d 70 2e 74 6f 70 7d 2c 72 69 67 68 74 3a 7b 77 69 64 74 68 3a 70 2e 72 69 67 68
74 2d 74 2e 72 69 67 68 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 2c 62 6f 74 74 6f 6d 3a 7b 77 69 64 74 68
3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 62 6f 74 74 6f 6d 2d 74 2e 62 6f 74 74 6f 6d 7d 2c 6¢ 65 66 74 3a
7b 77 69 64 74 68 3a 74 2e 6¢ 65 66 74 2d 70 2e 6¢ 65 66 74
Data Ascii: gth&&void 0!==arguments[5]?arguments[5]:0;if(-1===e.indexOf(‘auto’))return e;var p=y(o,i,r,n),s={top:{width:
p.width,height:t.top-p.top},right:{width:p.right-t.right,height:p.height},bottom:{width:p.width,height:p.bottom-t.bottom}, left:{wi
dth:t.left-p.left

2021-11-25 09:58:34 UTC 204 IN Data Raw: 69 3d 54 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 5b 74 5d 3d 3d 3d 6f 7d 29 3b
72657475 72 6e 20 65 2e 69 6e 64 65 78 4f 66 28 69 29 7d 66 75 6e 63 74 69 6f 6e 20 43 28 74 2c 6f 2c 69 29 7b 76 61
72 20 6e 3d 76 6f 69 64 20 30 3d 3d 3d 69 3f 74 3a 74 2e 73 6¢ 69 63 65 28 30 2c 44 28 74 2c 27 6e 61 6d 65 27 2c 69 29
293b 72 65 74 75 72 6e 20 6e 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 5b 27 66 75 6e 63 74
69 6f 6e 27 5d 26 26 63 6f 6e 73 6f 6¢ 65 2e 77 61 72 6e 28 27 60 6d 6f 64 69 66 69 65 72 2e 66 75 6e 63 74 69 6f 6 60
2069 73 20 64 65 70 72 65 63 61 74 65 64 2¢ 20 75 73 65 20 60 6d 6f 64 69 66 69 65 72 2e 66 6e 60 21 27 29 3b 76 61
72 20 69 3d 74 5b 27 66 75 6e 63 74 69 6f 6e 27 5d 7c 7c 74 2e
Data Ascii: i=T(e,function(e){return e[t}===0});return e.indexOf(i)}function C(t,o0,i){var n=void 0===i?t:t.slice(0,D(t,'name’,i));
return n.forEach(function(t){t['function]&&console.warn(""modifier.function” is deprecated, use ‘modifier.fn"!");var i=t['functio
nlit.

2021-11-25 09:58:34 UTC 205 IN Data Raw: 74 65 28 27 78 2d 70 6c 61 63 65 6d 65 6e 74 27 29 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6¢ 65 2e
6c 65 66 74 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6¢ 65 2e 70 6f 73 69 74 69 6f 6e 3d 27 27 2c 74 68
69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6¢ 65 2e 74 6f 70 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6¢ 65
5b 57 28 27 74 72 61 6e 73 66 6f 72 6d 27 29 5d 3d 27 27 29 2c 74 68 69 73 2e 64 69 73 61 62 6¢ 65 45 76 65 6e 74 4c
69 73 74 65 6e 65 72 73 28 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 72 65 6d 6f 76 65 4f 6e 44 65 73 74 72 6f 79 26
26 7468 69 73 2e 70 6f 70 70 65 72 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6¢ 64 28 74 68 69 73
2e 70 6f 70 70 65 72 29 2c 74 68 69 73 7d 66 75 6e 63 74 69
Data Ascii: te('x-placement’),this.popper.style.left=",this.popper.style.position=",this.popper.style.top=",this.popper.style[W
(‘transform’)]="),this.disableEventListeners(),this.options.removeOnDestroy&&this.popper.parentNode.removeChild(this.po
pper),this}functi

2021-11-25 09:58:34 UTC 206 IN Data Raw: 63 74 69 6f 6e 20 6a 28 65 2c 74 29 7b 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 29 2e 66 6f 72 45 61 63 68 28
66 75 6e 63 74 69 6f 6e 28 6f 29 7b 76 61 72 20 69 3d 74 5b 6f 5d 3b 21 31 3d 3d 3d 69 3f 65 2e 72 65 6d 6f 76 65 41 74
747269 62 75 74 65 28 6f 29 3a 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 6f 2c 74 5b 6f 5d 29 7d 29 7d 66 75 6e 63
74 69 6f 6e 20 46 28 65 2¢ 74 2c 6f 29 7b 76 61 72 20 69 3d 54 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20
6f 3d 65 2e 6e 61 6d 65 3b 72 65 74 75 72 6e 20 6f 3d 3d 3d 74 7d 29 2c 6e 3d 21 21 69 26 26 65 2e 73 6f 6d 65 28 66 75
6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 6e 61 6d 65 3d 3d 3d 6f 26 26 65 2e 65 6e 61 62 6¢ 65 64 26
26 65 2e 6f 72 64 65 72 3c 69 2e 6f 72 64 65 72 7d 29 3b 69
Data Ascii: ction j(e,t){Object.keys(t).forEach(function(o){var i=t[o];!1===i?e.removeAttribute(0):e.setAttribute(o,t[o])}) functi
on F(e,t,0){var i=T(e,function(e){var o=e.name;return o===t}),n=!li&&e.some(function(e){return e.name===0&&e.e
nabled&&e.order<i.order});i

2021-11-25 09:58:34 UTC 208 IN Data Raw: 63 61 74 28 5b 70 5b 73 5d 2e 73 70 6¢ 69 74 28 64 29 5b 30 5d 5d 29 2c 5b 70 5b 73 5d 2e 73 70 6¢ 69 74 28
64 29 5b 31 5d 5d 2e 63 6f 6e 63 61 74 28 70 2e 73 6¢ 69 63 65 28 73 2b 31 29 29 5d 3b 72 65 74 75 72 6e 20 61 3d 61
2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 6e 3d 28 31 3d 3d 3d 69 3f 21 72 3a 72 29 3f 27 68
65 69 67 68 74 27 3a 27 77 69 64 74 68 27 2¢ 70 3d 21 31 3b 72 65 74 75 72 6e 20 65 2e 72 65 64 75 63 65 28 66 75 6e
63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 27 27 3d 3d 3d 65 5b 65 2e 6¢ 65 6e 67 74 68 2d 31 5d 26 26 2d 31 2
13d 3d 5b 27 2b 27 2c 27 2d 27 5d 2e 69 6e 64 65 78 4f 66 28 74 29 3f 28 65 5b 65 2e 6¢ 65 6e 67 74 68 2d 31 5d 3d 74
2c 70 3d 21 30 2c 65 29 3a 70 3f 28 65 5b 65 2e 6¢ 65 6e 67 74 68
Data Ascii: cat([p[s].split(d)[0]]),[p[s].split(d)[1]].concat(p.slice(s+1))];return a=a.map(function(e,i){var n=(1
ht':'width',p=!1;return e.reduce(function(e,t){return"===e[e.length-1]&&-1!==["+',"-".indexOf(t) ?(e[e.length-1]=i
.length

2021-11-25 09:58:34 UTC 209 IN Data Raw: 76 61 72 20 6f 2c 6e 3d 30 3b 6e 3c 74 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 6f 3d 74 5b 6e 5d 2c 6f 2e 65 6e
75 6d 65 72 61 62 6¢ 65 3d 6f 2e 65 6e 75 6d 65 72 61 62 6C 65 7C 7C 21 31 2¢ 6f 2e 63 6f 6e 66 69 67 75 72 61 62 6C 65
3d 21 30 2c 27 76 61 6¢ 75 65 27 69 6e 20 6f 26 26 28 6f 2e 77 72 69 74 61 62 6¢ 65 3d 21 30 29 2c 4f 62 6a 65 63 74 2e
64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 6f 2e 6b 65 79 2c 6f 29 7d 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f
6e 28 74 2c 6f 2c 69 29 7b 72 65 74 75 72 6e 20 6f 26 26 65 28 74 2e 70 72 6f 74 6f 74 79 70 65 2c 6f 29 2¢ 69 26 26 65
2874 2c 69 29 2c 74 7d 7d 28 29 2¢ 70 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 2c 6f 29 7b 72 65 74 75 72 6e 20 74 20
69 6e 20 65 3f 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50
Data Ascii: var 0,n=0;n<t.length;n++)o=t[n],0.enumerable=0.enumerable||!1,0.configurable=!0,'value'in 0&&(0.writable=!0)
,Object.defineProperty(e,0.key,o0)}return function(t,o,i){return o&&e(t.prototype,0),i&&e(t,i),t}}(),pe=function(e,t,0){return t in
e?0bject.defineP

2021-11-25 09:58:34 UTC 210 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 73 65 28 7b 6e 61 6d 65 3a 65 7d 2c 6e 2e 6f 70
74 69 6f 6e 73 2e 6d 6f 64 69 66 69 65 72 73 5b 65 5d 29 7d 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29
7b 72 65 74 75 72 6e 20 65 2e 6f 72 64 65 72 2d 74 2e 6f 72 64 65 72 7d 29 2c 74 68 69 73 2e 6d 6f 64 69 66 69 65 72 73
2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 65 6e 61 62 6¢ 65 64 26 26 65 28 74 2e 6f 6e 4c 6f
61 64 29 26 26 74 2e 6f 6e 4c 6f 61 64 28 6e 2e 72 65 66 65 72 65 6e 63 65 2¢ 6e 2e 70 6f 70 70 65 72 2c 6e 2e 6f 70 74
69 6f 6e 73 2c 74 2c 6e 2e 73 74 61 74 65 29 7d 29 2c 74 68 69 73 2e 75 70 64 61 74 65 28 29 3b 76 61 72 20 70 3d 74
68 69 73 2e 6f 70 74 69 6f 6e 73 2e 65 76 65 6e 74 73 45 6e
Data Ascii: (function(e){return se({name:e},n.options.modifiers[e])}).sort(function(e,t){return e.order-t.order}),this.modifiers.f
orEach(function(t){t.enabled&&e(t.onLoad)&&t.onLoad(n.reference,n.popper,n.options,t,n.state)}),this.update(); var p=this
.options.eventsEn

2021-11-25 09:58:34 UTC 212 IN Data Raw: 72 69 6f 72 69 74 79 2c 70 3d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 2c 73 3d 7b 70 72 69 6d 61 72
79 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 70 5b 65 5d 3b 72 65 74 75 72 6e 20 70 5b 65 5d 3c 69 5b 65
5d 26 26 21 74 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6f 3d 4a 28 70 5b 65 5d 2c 69 5b
65 5d 29 29 2¢ 70 65 28 7b 7d 2c 65 2c 6f 29 7d 2c 73 65 63 6f 6e 64 61 72 79 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76
61 72 20 6f 3d 27 72 69 67 68 74 27 3d 3d 3d 65 3f 27 6¢ 65 66 74 27 3a 27 74 6f 70 27 2c 6e 3d 70 5b 6f 5d 3b 72 65 74
75 72 6e 20 70 5b 65 5d 3e 69 5b 65 5d 26 26 21 74 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26
28 6e 3d 5f 28 70 5b 6f 5d 2c 69 5b 65 5d 2d 28 27 72 69 67 68
Data Ascii: riority, p=e.offsets.popper,s={primary:function(e){var o=p[e];return p[e]<i[e]&&!t.escapeWithReference&&(0=J(
plel.ile])).pe({}.e,0)},secondary:function(e){var o="right'===e?'left"'top',n=p[o];return p[e]>i[e]&&!t.escapeWithReference&&
(n=_(p[o].i[e]-(righ

i?Ir:r)?'heig
,p=10,e):p?(ee
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kBytes
Timestamp transferred

2021-11-25 09:58:34 UTC 213

2021-11-25 09:58:34 UTC 214

2021-11-25 09:58:34 UTC 216

2021-11-25 09:58:34 UTC 217

Session ID Source IP

5 192.168.2.3
kBytes

Timestamp transferred

2021-11-25 09:58:34 UTC 217

2021-11-25 09:58:34 UTC 217

2021-11-25 09:58:34 UTC 218

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49754

Direction

ouT

Data

Data Raw: 64 5b 67 5d 2d 75 3c 73 5b 6d 5d 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 6d 5d 2d 3d 73
5b 6d 5d 2d 28 64 5b 67 5d 2d 75 29 29 2c 64 5b 6d 5d 2b 75 3e 73 5b 67 5d 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f
7070 65 72 5b 6d 5d 2b 3d 64 5b 6d 5d 2b 75 2d 73 5b 67 5d 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d

63 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 29 3b 76 61 72 20 62 3d 64 5b 6d 5d 2b 64 5b 6¢ 5d 2f 32 2d 75 2f
32 2c 77 3d 74 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2¢ 79 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 77 5b
27 6d 61 72 67 69 6e 27 2b 66 5d 2c 31 30 29 2c 45 3d 70 61 72 73 65 46 6¢ 6 61 74 28 77 5b 27 62 6f 72 64 65 72 27 2b
66 2b 27 57 69 64 74 68 27 5d 2c 31 30 29 2c 76 3d 62 2d 65

Data Ascii: d[g]-u<s[m]&&(e.offsets.popper[m]-=s[m]-(d[g]-u)),d[m]+u>s[g]&&(e.offsets.popper[m]+=d[m]+u-s[g]),e.offsets.
popper=c(e.offsets.popper);var b=d[m]+d[l]/2-u/2,w=t(e.instance.popper),y=parseFloat(w['margin'+f],10),E=parseFloat(w['b
order'+f+'Width'],10),v=b-e

Data Raw: 72 26 26 63 7c 7c 21 77 26 26 27 73 74 61 72 74 27 3d 3d 3d 72 26 26 67 7c 7c 21 77 26 26 27 65 6e 64 27 3d
3d 3d 72 26 26 75 29 3b 28 6d 7c 7c 62 7c 7c 79 29 26 26 28 65 2e 66 6¢ 69 70 70 65 64 3d 21 30 2c 28 6d 7c 7c 62 29
26 26 28 69 3d 70 5b 64 2b 31 5d 29 2c 79 26 26 28 72 3d 4b 28 72 29 29 2c 65 2e 70 6¢ 61 63 65 6d 65 6e 74 3d 69 2b
28 72 3f 27 2d 27 2b 72 3a 27 27 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 73 65 28 7b 7d 2c 65 2e 6f 66
66 73 65 74 73 2e 70 6f 70 70 65 72 2c 53 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2c 65 2e 6f 66 66 73 65
74 73 2e 72 65 66 65 72 65 6e 63 65 2c 65 2e 70 6¢ 61 63 65 6d 65 6e 74 29 29 2c 65 3d 43 28 65 2e 69 6e 73 74 61 6e
63 65 2e 6d 6f 64 69 66 69 65 72 73 2c 65 2¢ 27 66 6¢ 69 70 27 29

Data Ascii: r&&c||!'w&&'start'===r&&g||'w&&'end'===r&&uy);(m||b||y)&&e.flipped=!0,(m||b)&&(i=p[d+1]),y&&(r=K(r)
),e.placement=i+(r?*-'+r:"),e.offsets.popper=se({},e.offsets.popper,S(e.instance.popper,e.offsets.reference,e.placement
)),e=C(e.instance.madifiers,e,'flip’)

Data Raw: 76 61 72 20 73 2c 64 2c 61 3d 76 6f 69 64 20 30 3d 3d 3d 70 3f 74 2e 67 70 75 41 63 63 65 6¢ 65 72 61 74 69
6f 6e 3a 70 2c 6¢ 3d 72 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 66 3d 67 28 6¢ 29 2c 6d 3d 7b 70 6f
73 69 74 69 6f 6e 3a 6e 2e 70 6f 73 69 74 69 6f 6e 7d 2c 68 3d 7b 6¢ 65 66 74 3a 58 28 6e 2e 6¢ 65 66 74 29 2¢ 74 6f 70
3a 58 28 6e 2e 74 6f 70 29 2c 62 6f 74 74 6f 6d 3a 58 28 6e 2e 62 6f 74 74 6f 6d 29 2¢ 72 69 67 68 74 3a 58 28 6e 2e 72
69 67 68 74 29 7d 2c 63 3d 27 62 6f 74 74 6f 6d 27 3d 3d 3d 6f 3f 27 74 6f 70 27 3a 27 62 6f 74 74 6f 6d 27 2c 75 3d 27 72
69 67 68 74 27 3d 3d 3d 69 3f 27 6¢ 65 66 74 27 3a 27 72 69 67 68 74 27 2c 62 3d 57 28 27 74 72 61 6e 73 66 6f 72 6d 27
29 3b 69 66 28 64 3d 27 62 6f 74 74 6f 6d 27 3d 3d 63

Data Ascii: var s,d,a=void 0===p?t.gpuAcceleration:p,|=r(e.instance.popper),f=g(l),m={position:n.position},h={left:X(n.!
eft),top:X(n.top),bottom:X(n.bottom),right:X(n.right)},c="bottom'===0?'top":'bottom’,u="right'===i?'left": 'right’, b=W('‘transform’)
;if(d="bottom’'==c

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg HTTP/1.1
Host: aadcdn.msftauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id, Server,x-ms-version,Content-Length,Date, Transfer-Encoding
Age: 544515

Cache-Control: public, max-age=604800

Content-MD5: nzalL.xFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml

Date: Thu, 25 Nov 2021 09:58:34 GMT

Etag: 0x8D64101507E84BD

Last-Modified: Fri, 02 Nov 2018 20:25:22 GMT

Server: ECAcc (frc/8F3A)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: b2e87544-501e-008f-77ef-dc1923000000
x-ms-version: 2009-09-19

Content-Length: 3651

Connection: close

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 2220 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30
2031 30 38 20 32 34 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3¢ 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 64 3d 22
4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 39
2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 39
2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 36
5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.41.38.119,18.4H36.5311.32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0
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Session ID Source IP

6 192.168.2.3
kBytes
Timestamp transferred

2021-11-25 09:58:34 UTC 222

2021-11-25 09:58:34 UTC 222

2021-11-25 09:58:34 UTC 223

2021-11-25 09:58:34 UTC 239

Code Manipulations

Statistics

Behavior

)

System Behavior

Source Port

49758

Direction

ouT

Click to jump to process

Destination IP Destination Port Process

152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /ests/2.1/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico HTTP/1.1
Host: aadcdn.msftauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id, Server,x-ms-version,Content-Length,Date, Transfer-Encoding
Age: 285369

Cache-Control: public, max-age=604800

Content-MD5: EuPayFgGHQIAI7K9SOL6Ig==
Content-Type: image/x-icon

Date: Thu, 25 Nov 2021 09:58:34 GMT

Etag: 0x8D641014D44D8FD

Last-Modified: Fri, 02 Nov 2018 20:25:16 GMT

Server: ECAcc (frc/8F5E)

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: 4aaf0ac1-901e-0047-754a-df3aeb000000
x-ms-version: 2009-09-19

Content-Length: 17174

Connection: close

Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 28
00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 00
00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 00
01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00
00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22
222222200000 03 333333333333333333333333333333

Data Ascii: h(fHH(00h& =@(A(("pP e 333333333333333

Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33
33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33
33 302222 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22
22 222222 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30

Data Ascii: (0"P"""" 333330 333330 333330"""" 333330"""" 333330"""" 333330"""" 333330"""" 333330"""" 33
3330™""™" 333330"""" 333330

Analysis Process: chrome.exe PID: 6528 Parent PID: 3380

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Key Value Modified

10:58:29

25/11/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-
automation "C:\Users\user\Desktop\V-M RTAmpcapitalSEG1-TGQO2F-IOC8.htm

0x7ff68b0a0000

2150896 bytes
C139654B5C1438A95B321BB01AD6E3EF6
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: chrome.exe PID: 6920 Parent PID: 6528

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

10:58:30

25/11/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1564,11364372945621033108,1429
3702249197190821,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1932 /prefetch:8

0x7ff68b0a0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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